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EE AWS HealthLake ?

AWS HealthLake 2 Healthcare Interoperability FHIR(R4) 3R i&# 1T ER R & BHEE, REMD T
HIPAAS & BR

® Note

£ 2023 2 A 20 H2# , HealthLake BRI EHEERTEFEHAEZESNBEARESTER
(NLP), IR EEEMBEERFHELRABILINGE , B2 R HPEBER B HealthLake
BEAWBARESEEINE?FH -

BEREEREETTENT -, CEBEFRRL  HhacskKiRE. ERERE. RERE,. &
TR, SBEUFENREFIER (HW, DMECGH AIKEEGER ) FHVEH.

BEFREHER A LMER HealthLake RIFH. Hift, EHMD T AWS ERFPHER, £H
HealthLake BEMBEE AARESRE (NLP) I18E , BT URBEERIRSD *ﬁéF%**ﬁﬂsFEEIff—o g2
EA EAFES REEE HealthLake EHIFRERIER | WIREBANEH MBS HEE, BUUER
HealthLake , LZ %, SRETEKNAF AR, BRRSINEBEEEA,

HealthLake t2E2 Amazon Athena 1 AWS Lake Formation B4, Sa A EALBRESRER EHEL
EMIESQL,

H{EE AWS HealthLake

£ AWS HealthLake , &1 :

o RIE B RERMEEUEEMREBER - B LUEA IR Fast Healthcare BB E R (FHIR) R A2
& A\ Amazon Simple Storage Service (Amazon S3) EZErEE , BFHKRET. EREHRES. RE
REE, AR, EANETHERARXSITEREFEAER.

« £/ FHIRRESTAPI&{E — HealthLake X #E £ FHIRRESTAPIREEERFHE L#1T
CRUD(Create/Read/Update/Delete) #E, thXEFHIRES,

- LR ARNE HIPAABERN A S ENERTRE AWS By , B LUREK - LA ERRETR
FHIR #3 , SMEEFREF, HealthLake EE.L%ﬁf%%%ﬁlﬁi%ﬂﬁﬂ’ﬂ?‘u%ﬂ%%ﬁ@ﬁ , WA R4
FHIRRZEE X ZR.

#y B AWS HealthLake 1
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+ Athena B4 - B2 Athena HealthLakefY B S EREE T LI T HEEE KM SQLEER , THAKRET
MEFEFERNENRRGE, A%, BT LUE SageMaker Al Z 5 AR A48 F It & B R I R 25 22
BHEAH Amazon QuickSight RE I FEXRIRMMERIREL,

- FHAEEMIEEEE (ML) EREHRIFEB{LER - £A Amazon Comprehend Medical HealthLake 12
1 IREBEAAESEE NLP), RREBRNFENSFEAEMN ML ERETER, SLEERDK
B , I THRIGEBCERRBRENPHERNEERNEA. FAZSXEENLP , BRI LIEH
REBEXFHINER (fNBREFNEY ). ERER (fIUEYKEAE ) NERESS (6
mg M REERNEFER ) B8, HealthLake A% , SRBISEAR, ERAEEFEL
FNEIR,. ELEMEAMBGEYE. B2 MedicationStatement MERIEEL,

HealthLake &= 4l

RATLAE A HealthLake BB T 5B EREERES

« AOEFIREER - HealthLake 1 BI BB R EB M DT A DEFEREBSE, BRAEAE. EFHPR
EEERRESEREEAONNA , UREFHFHREEEER,

- AEREME - HealthLake B &P, REABRLARANESHNBEBERREEE, XEREMm
B UREBR=EEEBRLANTEREREERS.

« RIE(LERME - HealthLake REBRTRONTNHBEETE  UESHELRDBERRE.

17HY HealthLake

& A LAEIR AWS Management Console,  AWS Command Line Interface (AWS CLI) HealthLake =%
ZHL AWS SDKs,

1. AWS Management Console — 12t 7] A 2RfZEXHY Web 51 HealthLake,

2. AWS Command Line Interface (AWS CLI) - BEZH AWS RERMHGES , 23F Windows
HealthLake, macOS # Linux X#& M , MFE LK NFMEF AWS CLI , 5528 AWS Command
Line Interface,

3. AWS SDKs - AWS 121t SDKs ( MBBHBRENH ) , HP s BEANSERXRESNEA
(Java, Python, Ruby, .NET, iOS, Android & ) WREXEMEHIEXTE. SDKs REEENS
I , A HealthLake Fl RN ERETEEL AWS, MNEFMHEF , F2EEARN AWS Python SDK
[

HealthLake £ F R 41 2


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-set-up.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-set-up.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/index.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/index.html
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HIPAA ERMNERZE

EERHIPAARTS BRI, WF 1996 FXERRARBITBEMEMZER (HIPAA) BIEFHAER
AWS | AR fER AWS BREREE, FHRANERZREFNVREER (PHI) , FSHEHIPAASIE,

HealthLake @& A& BIEA S 2 EF (PIl) 9 ERLEMNR, RIJBFAR , FIEIEIR HTTPS HealthLake
EAKEMRTLSEE HealthLake EMNENEFRAR | WRKAWSHREEFR R E.

EE

WFEHERE HealthLake EEBMEEA , 5528 AWS HealthLake EEEME, A& T EiFh{L5TEd HERH B
ERR A HealthLake , &A1 LAE fHealthLake EEFTE S,

HIPAA B ERIZ £ 3


https://aws.amazon.com/compliance/hipaa-compliance/
https://aws.amazon.com/healthlake/pricing/
https://calculator.aws/#/createCalculator/HealthLake
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AWS HealthLake iB4EH =

AWS HealthLake 2 &K 1FHE , LAEH Healthcare Interoperability FHIR(R4) #81& R HUEEAR
REECS%, £ HealthLake , 8] LAEL1T T~ BUI(ERE

® Note

£ 2023 2 A 20 H2# , HealthLake BRI EHEERTEFEHAEZESNBEARESTER
(NLP), IR EEEMBEERFHELRABILINGE , B2 R HPEBER B HealthLake
BEAWBARESEEINE?FH -

- BY., ERNRBRENFRE.

« ffF StartFHIRImportJob i KEEEE R £ Amazon Simple Storage Service (Amazon S3) &
FETREAERTFHE,

- EAEY., FEEH, EFHMMER (CRUD) BREREEEREERNERETNER,

« £ Amazon Athena SQLF £ REHEREHE,

» 1€ FHIRRESTAPHREFERA HTTPAF iR RIESERIFRIE.

- BXA Amazon Comprehend Medical APIiE/E , FRHBARESEE () BESERNHPHERERENLP,

BAMERERTHE
&8 HealthLake , & ] LAZR 3 1 BEFR A1 175K Fast Healthcare E @M &R (FHIR) BRI ERERIE,

EEEZVHNERERE , & LUEA CreateFHIRDatastore = HealthLake £ &. EEEEEH
ERIEMAREE | 5568 DescribeFHIRDatastore, ZEEEFZZEERAPERERENRE | BEH
ListFHIRDatastores, ZZMIRERFEHRE , FEFEA DeleteFHIRDatastore,

FHIR REST API #&1F

B LAE A FHIRRESTAPIHR/ETE HealthLake ERIFHRIE E#TE Y, FE. E#. MR (CRUD) #
£, BEE—5 7 {7 HealthLake % FHIRRESTAPIEE , 5528 £ HealthLake EXRHFEH
[EFHIRRESTAPIKY B &,

BUMERERFHRE 4


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_CreateFHIRDatastore.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRDatastore.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRDatastore.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DeleteFHIRDatastore.html
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RERIERIIEEH B ELXFHIR DocumentReference &R

® Note

HIRE Y HealthLake BRI FEHELHIBSES W EREDocumentReference , RWIEF e
ELXER AWS . MEFHENR , F2RBAWS HealthLake E{E,

HealthLake NLP £ DocumentReference EREBEARINXH LIZEH . BEESIWXF ,
HealthLake &{#F T % Amazon Comprehend Medical API#&4E,

 DetectEntitiesV2 : MEMANFREERAEEBRER  YELOHBEER , fINERER.
5 M TS E 7 Bl

* InferICD1OCM : MEMARNF , LEBERERENABELKZPIENER I ELERER
EHRFEH B0 ICD-10-CM HIFE E PR RE LB BI1S.

* InferRxNorm: BMERAKX T , HENEMNABELEPIHNER K INREREZESEERSE
RxNorm & ¥} & B R ZELBE 28 B

(aif

HealthLake EERBENIBEERFHER , EEEB P HHZDocumentReference&BRFE 3
BHHNER, RiEDocumentReferenceERERRFTLE, HENEREFASEBHMMNA FHIRER
WL, BEEE—L5 TR WAE PNLPESE HealthLake , 3526 Bi% 7 EREMNNWHARES REE
(NLP) , £ B8 Z&E £ FHIR DocumentReference &R AWS HealthLake,

A SQLEEHETES

® Note
¥R 2022 F 11 B 14 BB WEREHE , ZNESERMN FHIRRESTAPIIRE, BE

£/ SQLE!EHREFH HealthLake ERFEHREFRER |, 5528 £ Amazon Athena SQLH
£/ &3 AWS HealthLake BB ZHE,

Amazon Athena 2 E [ REE SQLAERNWEHRK . HealthLake ERFHIES LA Apache Iceberg
ERRNOEXEERZE Athena, EXERKEETZBEAB S TERLE, £ Athena F , BEFHIRERE
HELLERIRKRT. A Athena , BREHERFHERHREADFE R, BEHE—F THSQLU AE
WHWIESE  FESE FH &5 HealthLake B ERZHIE SQL,

RERERIhEE B B E £FHIR DocumentReference &R 5


https://aws.amazon.com/healthlake/pricing/
https://iceberg.apache.org/
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£/ FHIRRESTAPIEEE S

BUBBRFEATENESSEETEREDL  FERAARSTRINER ID RESEREERER
ERREERERE  MESKEERER, ZEE—S 7THNMER FHIRRESTAPIREETES |
B2 FHE HealthLake ERFMIEFHIRRESTAPIFY B &),

EREANEF

AWS HealthLake £ #%£ Amazon S3 REFTBAEEAZWER, FHAEEAR S tartFHIRImport{E
BREBEATE. BEAEBRZE , BAILAEA D escribeFHIRImportfF # REE IR W ARRE, EAE
BER%E , BN EREFIBE Athena, B 247 , WE TBEERAEXFFER,

EREL R EE

£/ HealthLake #$ XEEREHZE Amazon S3 fF#ZErHE, FH £E AW S tartFHIRExportfE 7% 3k
RBELER, BHERCE , SR D escribeFHIRExport{E 5 R ESIRIEIFAIHRAE |, IR
HEMH, EHEKTRE , B LA Amazon 2 8BLER |, QuickSight =% £ H b iR # 7 EUE kB
AWS ,

£ FHIRRESTAPI2{EIE S 6


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRImportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRImportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRImportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRExportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRExportJob.html
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AWS HealthLake X EMNFHIRXEE B E

HealthLake XEEZA FHIR R4 i1&. R4 BEP I ENRFHIRERERE, REEARFHIRERER
UERAERERBEENRBREN/REMRERELBNERBEER, HlA0 , FHIREREE 7T LA 5
VBN, PINERRENES, ERAUUXESERERE, HealthLake IEERFRERNEEMN
FHIREZEE.

HERFIEZE HealthLake ERIERER , FTEEFBFHIRRERE. NBREEHMESEHERERIEE
FHIREREHRE , BRI SEBER FHIR R4 H B R ETRE,

FHR ERFENREESIEREERY , BHEEHRD HealthLake, ENSIEEMNFHIRER EEITIBRE
HealthLake R ERZMIER , & HealthLake BR B R ERE,

FHIR SR EREEEEIEREPIEE, & HealthLake BET I EEIEEPERNWFHIREESR,

X EWFHIREZ EHE HealthLake

Z8 R Bl Ihee
=

EER /O 3.1.1 http://hl7.org/fhir/us/core/STU3.1.1/ FERR

EEIR /O 4.0.0 https://hI7.org/fhir/us/core/STU4/ &
index.html

CARIN E &%zl 1.1.0 http://hl7.org/fhir/us/carin-bb/ FERR
STU1.1/

CARIN E &%z 1.0.0 https://hl7.org/fhir/us/carin-bb/STU1/ X

Da Vinci Payer 8}  1.0.0 https:/hl7.org/fhir/us/davinci-pdex/ TER%

R

Da Vinci iIE{EAR&E 0.2.0 https://hl7.org/fhir/us/davinci-hrex/ AR
FLEE M (HRex) 2020Sep/

DaVinci PDEX 5 &  1.1.0 https://hl7.org/fhir/us/davinci-pdex- AR
R plan-net/STU1.1/



https://hl7.org/fhir/R4/
http://hl7.org/fhir/us/core/STU3.1.1/
https://hl7.org/fhir/us/core/STU4/index.html
https://hl7.org/fhir/us/core/STU4/index.html
http://hl7.org/fhir/us/carin-bb/STU1.1/
http://hl7.org/fhir/us/carin-bb/STU1.1/
https://hl7.org/fhir/us/carin-bb/STU1/
https://hl7.org/fhir/us/davinci-pdex/
https://hl7.org/fhir/us/davinci-hrex/2020Sep/
https://hl7.org/fhir/us/davinci-hrex/2020Sep/
https://hl7.org/fhir/us/davinci-pdex-plan-net/STU1.1/
https://hl7.org/fhir/us/davinci-pdex-plan-net/STU1.1/
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FMBABER

Z8 R Bl Ihee
x

DaVinci PDEX 572  1.0.0 https://hl7.org/fhir/us/davinci-pdex- &

B plan-net/STU1/

DaVinci Payer Data  1.1.0 https://hl7.org/fhir/us/davinci-drug- -5

Exchange (PDex) formulary/STU1.1/

EZEIRYE A

DaVinci Payer Data  1.0.1 https://hl7.org/fhir/us/davinci-drug- &

Exchange (PDex) formulary/STU1.0.1/

EBEIBEYE A

BREFERH 2.0 https://www.nrces.in/ndhm/fhir/r4/ FEER

Ayushman Bharat index.html

B {E# (ABDM)

BRRERPIEENFHIRRERE

HERTFHIRER , FEAEFEREPURLIEENRER , SEHEEMEEERY profilestsk,

FHIR EZHERMBEZTEREHER  RTCESKBRR., EEHMEER , BuLER S
tartFHIRImportEFEAPIHR/E, R HFIEERAPOSTEER , HiEIT PUT EFRRBEER,

Example - EEEERFSENFHIRERE

BREEURLEFHIEBE "meta" : "profile"R5|H/EHHMW profileni, AT ERER
HEIR,
{
"resourceType": "Patient",
"id": "abcdl1234efgh5678hijk9012",
"meta": {
"lastUpdated": "2023-05-30T00:48:07.8443764-07:00",
"profile": [
"http://hl7.0rg/fhir/us/core/StructureDefinition/us-core-patient"
]
}

, BE

REBEFRTIEENFHIRRER


https://hl7.org/fhir/us/davinci-pdex-plan-net/STU1/
https://hl7.org/fhir/us/davinci-pdex-plan-net/STU1/
https://hl7.org/fhir/us/davinci-drug-formulary/STU1.1/
https://hl7.org/fhir/us/davinci-drug-formulary/STU1.1/
https://hl7.org/fhir/us/davinci-drug-formulary/STU1.0.1/
https://hl7.org/fhir/us/davinci-drug-formulary/STU1.0.1/
https://www.nrces.in/ndhm/fhir/r4/index.html
https://www.nrces.in/ndhm/fhir/r4/index.html

AWS HealthLake HBEABER

Example — {02 Z AR T BEWFHIRER ERE

R T BN IETERRERERE ( #I0 CarinBB 1.0.0) — 7£ meta.profile JLEURLAHIBARA URL
(2R ) MEAREENERERE. ATEREER  CBEUEHFER,

{

"resourceType": "ExplanationOfBenefit",

"id": "sample-EOB",

"meta": {
"lastUpdated": "2024-02-02T05:56:09.4+00:00",
"profile": [

"http://hl7.0xg/fhir/us/carin-bb/StructureDefinition/C4BB-
ExplanationOfBenefit-Pharmacy|1.0.0",

"http://hl7.0xg/fhir/us/carin-bb/StructureDefinition/C4BB-
ExplanationOfBenefit-Pharmacy”
]
}
}

REBEFRTIEENFHIRRER



AWS HealthLake HEASER

REAHANEREHE

HealthLake X EESYNTHEATE EBANERER, Synthea R—EBERREBEEESR  TEUEEES
RENBRTER, R —EHBRKBE Git f#7FE , 5T HealthLake 4 FHIR R4-compliant& R
T BEERAEUUERAFEAERFBEERNER TAGFEER,

THERBRNEREABRANERTFTREFREA,
Y #EH Synthea EREHR

AllergylIntolerance fIiE

CarePlan MedicationAdministration
CareTeam MedicationRequest

g Bz

R4 EIzR

KE mE

DiagnosticReport "EAE

B3 PractitionerRole
ExplanationofBenefit BRF

ImagingStudy =B

Tk EE



https://synthetichealth.github.io/synthea/

AWS HealthLake HBEABER

REFIREEA BYFF AT AWS HealthLake

EAREF | BALAER AWS Management Console JREZER A AWS HealthLake #1231 & #HE
BEFENSTT, FERERYERTHRENTT , BAUUBAFAEIAMTAE K HAESRHER
B, HealthLake A LA1E AWS Lake Formation Fi§ttEAEREAERHEES, ERHEEER
F Lake Formation £/ Amazon Athena EHERFZ R EFTENERIZEHE,

E REVERFHRER HealthLake , B URESEREAERFRENEHERNFTT, MFRE
EAERFUNFHAEN  F2E XREBEAEBNTA, NEREBLHERFTANFHEES , F2HE
ARE P TS AVET Al o

FE

. it AWS IR

- BEVEREEFRENERE

- BREIAMERESABIUMEA HealthLake (IAM EEE )

* 7E Lake Formation H#§FAER AR FIE A Data Lake EXEE (IAM EEES )

S AWS IEF

MRIERE AWS IRE |, BER FYSBUE,
S AWS tRF

1.  BRhttps://portal.aws.amazon.com/billing/&F fff
2. FREEMRLIETRET

HoEMEFFEBRE , Y ESHRERE RIS,

EEGEM B AWSIRF , AWSIRFREAESREY . REAEFRTFEKIRFFHIFRE AWS IR
¥NER. FRZERAER  FREEFIEERGERASE  YEECRAREAERUTER
REMEFIENEL,

AWS SEIMEF TR EEERRE FTIHHH B, B LABERFIE https://aws.amazon.com/ i
BRORS , BB MRS EB U EERENIRS,

B AWS 1 T


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/

AWS HealthLake AR
BEVEREEFIENERE

& AWS IRFE | FERE AWS IRFBREAE. A AWS IAM Identity CenterfI2 I EEBFEAHE |
e EERAEBRBEEH,

RELEH AWS IRFIRERE

1. BERFERAFELEA AWS IRF BNWEFE4#ut , BURF#EFEAWS Management Console &
DEAN. BEFT—EH , MABHNEE,

MEFRABERAEEANSRE  F2RAAWS BEA FABEEPNURERAES D E A,
2. AENREAERRZERSE (MFA),

WERA , F2EIAM ( E£REER) PSSR AWS 1RF BEMAE (F2E8 ) BAEREMFA
=&,

BYEBAEEFIENCERE
1. BAIAME Z 5,

MERT , F2E AWS IAM Identity Center fER & BRI A AWS IAM Identity Center,
2. 7£ IAM Identity Center 1 , i EBRFEER FHEAE.

MFEAFEA IAM Identity Center B # A 5 2 KRN HZBRE , FSBAWS IAM Identity Center
CERAEER) PHEAERERELREFIUE IAM Identity Center B 8%,

NEREEFRENERESTEA

HEME M IAM Identity Center SEAEE A , FBERAZEIL IAM Identity Center £ & BRFURLEIX
BREFE At E A

MFEAFEA IAM Identity Center EREZ AWRE , F2HEAWS EA ( E£AEERE) FHEA
AWS ZEXA O#8¥,

EREFIREGHMERE
1. % IAM Identity Center F , BV ERERASKEKERFIKEERNFTE.

MET , S (AWS IAM ldentity Center FA &SR PWEILFIE,

BYEAEEFRENERE 12


https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html

AWS HealthLake HBEABER

2. BERERRERE  RRAZFAERE -2 AFIHE,

WEET , F2H (AWS IAM Identity Center fEFE1E™) PR IEEE,

REIAMEREHNABLUEM HealthLake (IAM EE& )

©® At IAVEEES
AERVIAMERENAE®  LAHEERHERSNERE.

AEEBEFHWELESBSLEHRHAMEEREBHIT,

£ Ei% HealthLake ERMZHEEZEZE Athena , BEEBEVFRAEBIAVS AR  HAERHEEER
HealthLake B &, WHFHEAERAEEIEIB AWS Lake Formation FFEREZHRE P ERNIEZE
Y E#AmazonHealthLakeFullAccess AWS SEHEFIEZHFEHERAR,

/A Important

HAEEHEEEAVNERAESACELIETTNENNEES, PEMEHMERHEE
8 K #NEAFAEE FAdninistratorAccessFREIAMBNFERES AR,

|.

BIUEHES
1. # AmazonHealthlakeFullAccess IAM AWS S EHEHMEETEBINEHERAE,

MRETRBEMIAMBERE |, FSHEIAM ( ERAEER) PREMIAMEEAHEMEEES AWS
1AM

2. EFIAMERAESRAEYE AWS Lake Formation B 17 EUEE,

« BTHIAMAWS SEBRFMEEEBINWFEAENSE® : AWSLakeFormationDataAdmin

@ Note
AWSLakeFormationDataAdmin BUIZRE®R FFE AWS Lake Formation BiRAIZEL
B, BB —EERATREIBMENRES . MEFMENA  F20 IAM FHEE
EHHIAMRIEER.

BEIAMERERAGLUER HealthLake (IAM BE 8 ) 13


https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/Using_SettingUpUser.html#Using_CreateUser_console
https://docs.aws.amazon.com/IAM/latest/UserGuide/PoliciesOverview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/PoliciesOverview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS HealthLake HBEABER

3. BTIARBRFBEFEAENAC, MFFMBER , F2EIAM ( £AEER) FHRERIK

%,
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-source-bucket/*",
"arn:aws:s3:::amzn-s3-demo-logging-bucket/*"

]

1,
{

"Effect": "Allow",

"Action": [
"ram:GetResourceShareInvitations",
"ram:AcceptResourceShareInvitation",
"glue:CreateDatabase",
"glue:DeleteDatabase"

1,

"Resource": "*"

}
]
}

WEAWSLakeFormationDataAdminBUREIFFHHERA |, 5828 Lake Formation BiE& A B8 HHY
Lake Formation B FMIAMFFRIZ2ZE, AWS

£ Lake Formation F A& {E A &N A @ FE A Data Lake BIEE (IAM
BEE )

EE  IAVEBEZEFESHR1PEVNFERAERIAE , A Lake Formation FIVERHEE S,

1£ Lake Formation & A& R A BHIE A Data Lake BEE (IAM BEEE ) 14


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#inline-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#inline-policies
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/

AWS HealthLake HBEABER

HAMERERNAEHTBAEIEER

1. FARR AWS Lake Formation & : https://console.aws.amazon.com/lakeformation/

® Note

MRIERIBE —RiEEH Lake Formation , @ HIREUIL A Lake Formation HE5E A , ER
#RE & Lake Formation &,

Welcome to Lake Formation x

The first step in creating your data lake in Lake Formation is defining ene or more
administrators. Administrators have full access to the Lake Formation console, and
control the initial data configuration and access permissions.

Choose the initial administrative users and roles
You may add yourself and/for other principals.

Add myself
AWS account 728347309221

Add other AWS users or roles

Select additional 1AM users and roles to be data lake administrators,

Choose up to a maximum of 10 data lake administrators.

Cancel

2. B ERAERA®IEIRA AWS Lake Formation ERHEES,
o EIF 1 MELBWRBIBODFEA Lake Formation ¥55 5,

1. BREFEHM AWS FRERAG,
2. BE@TEHE (7).
3. EBEZLFLERFMERA Lake Formation HealthLake EEENEES,
4. EERHBER.
- BIE2: FABEEE (2).

1. BEBEEEK (=)

2. EHAT , EEEEAGNEE.

3. EERNEEAERY , BEUREEES,

4. EEEERHNEEEHTEARD  BEQTEHH (7).

1E Lake Formation FiEAERN A BB A Data Lake EEE (1AM BEE ) 15



https://console.aws.amazon.com/lakeformation/

AWS HealthLake HBEABER
5. ETR, ZEHNHESEHBBERS Lake Formation EE S M HealthLake EEEFAERA
B,
6. IEiE Save (fE7F).
3. BFE EH Lake Formation BEEMTER L LFRE. HealthLake ERIFHEEREEH Lake
Formation B , M3k IAM, BEEEH , F2 8 AWS Lake Formation FiZ A EI5EHPIWEF AR
SFAEEE,

1£ Lake Formation & A& R A BHIE A Data Lake BEE (IAM BEEE ) 16


https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#setup-change-cat-settings
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#setup-change-cat-settings

AWS HealthLake HBEABER

£ PRI ERFEME AWS HealthLake

ST #EREBIAMER BEFA] AWS HealthLake , RAATAB N ERFZRIE, £ F AWS HealthLake |,
BERAERENESERERS HLTFHIR(RY) X, AEFHNETERBUNMNELERERE,

EERBNEICHASTHNERERE , W Athena PR FEFEE |, Bl
AWSLakeFormationDataAdmin ZEBEXHIBELNAMERE. FHESAL,
AWSLakeFormationDataAdminBUR A BBV ERNEES | WIRF Athena FEREFEHENF
g, MEREFINENR , F2B HEFBFEA WFT T AWS HealthLake,

HealthLake t2 528 & AWS CloudTrail, &ERILAEA CloudTrail 2RIBHERE. AR AWS in.
CloudTrail captures FTEREREh#ERY 5T 8% HealthLake , & BIFTEAPIFE AL RN E 3 A B)4E HealthLake #
BMASH, NEE—STH 6 FSH FH AWS CloudTrailid # AWS HealthLake API FEALY,

EEE—F TH XEMW Fast Healthcare EBEMER (FHIR) BRI A HealthLake , 88 P&
FHIRWERERE AWS HealthLakeo

A Amazon Athena &M
HealthLake 2022 &£ 11 A 14 B2 BN W BB EREEEFEA Athena H1TSQLERM., &
ZEREAGENERFHRELFERA Athena BETHEE , BEKEREBREFTNERTHE,
EEE— S THEBEBRHLAFTENERENE , F28 EBRREERFRENEA Amazon

Athena,

BUVEREFEREZ®E , B LMEA AP _DescribeFHIRDatastoreZ API_ListFHIRDatastores.htm| API
BERDNESHBMY K SiFHRE, HE , B LUE HealthLake T AN ERFHREERD LK IERTF
MIEARREF E M EFMAE A

HealthLake BRI FHME T AE T HIAREE :

- BY - FEEBUNENERERE.

- EAY - ZNERTFHREERRERATRE, EUURPEANELER, SEIUERNESEN
EERERERHFHIRER,

. B - EEMBREHERFHRE,

- EMBR - ZHEREREDMER,

ES- |



https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRDatastore.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRDatastores.html

AWS HealthLake AR
- B EHREFME (AWS Management Console)
. B EREHIE (AWS CLI 1 AWS SDKs)

B EREFEMRIE (AWS Management Console)

A HealthLake A ZE

HealthLake EE AT ZEEFHIRBANERFHESMART LB , ZEEEFHIREA HER
FHESMART LY |, BHAMFEH AWS CLI SEFH —{F AWS iR SDKS, IEE—F 7T
fif 552 F SMART # FHIREE #E & AWS HealthLakeo, 4\ |, B&BE @ ELFHRENE
#MEAEME HealthLake B , TEATEED XENVRMEEENERERE,

#1] HealthLake EREHIE

1. https://console.aws.amazon.com//healthlake/7E 3% A B EX HealthLake 2 &,
FREEER ().

RBRBEREERTFHE.

BE A EEEBRVERTHE,

EERFRERERRY  SHHEREREEBEESR.

(BR ) AERERERERRT , SrHFEARASELESR | ZBHUZEUT BT SLHEH A Synthea
&¥

2 T

 Synthea ERIRRALEHANEBHERIE, MFFMET A F2RAELIANEREE,

7. EEREHEMNZRRET  EECERAAWSHEENSR (FER ) NBETEHAWSKMSEIE (#
BE ) o

8. HEER-EZRAERY , BUEBFTEEEREFRE.

i

- ERE-STHRUOAREENETHE  F2E SEEFEEERNEFHRE,
9. EE K6 RERVENFHE. ENFHENREIEENFHERR LIS,

B EREFEMRE (AWS CLI #1 AWS SDKs)

BA L EA T YRR BEFI KR I HealthLake EREHIE,

B ERTFHIE (AWS Management Console) 18


https://console.aws.amazon.com/healthlake/home

AWS HealthLake HBEABER

AWS CLI

T 5|6 REFEE £ CreateFHIRDatastorei®#E AWS CLl, ZEEHITEH , BMHBELHE
AWS CLI, BN EREZEHER , FREMRTERS AWSHEENKMSEi®  KRIEZHIEE. EEE—
$THREINE , HealthLake 5522 REST . 7 REST B % AWS HealthLake

L& NE AR Unix, Linux M macOS., ¥/ Windows , #8—1THEN KRR (\) Unix ZE&
FRLEBRABRR (M)

aws healthlake create-fhir-datastore \
--datastore-type-version R4 \
--preload-data-config PreloadDataType="SYNTHEA" \
--datastore-name "your-data-store-name"

RINEE | BEBETYJISONEIE, ERNEREHEEMIFMIERE  RES8FA
ACTIVE, EBE -5 THRNAIEERE A HealthLake BEREHIE , F2EEEEEA
HealthLake BRI FEHIE,

"DatastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"DatastoreArn": "arn:aws:healthlake:us-west-2:111122223333:datastore/fhir/
eeb8005725ae22b35b4edbdc68cf2dfd",
"DatastoreStatus": "CREATING",
"DatastoreEndpoint": "https://healthlake.us-west-2.amazonaws.com/datastore/
eeb8005725ae22b35b4edbdc68cf2dfd/r4/"

}

EERBFMEEHENEERERENFEE , B LR ListFHIRDataStorel®E, B aLifE
HealthLake T AHFEFEATERERENEE,

Python (boto3)

T5EHREIMAER create_fhir_datastorei®{EZE I HealthLake ERIERIE., BIFAE
BERFHEMNZE , BRIEZEEE , RAITERA HE AWSH AWSKMS &8, EEH#—F 7THM
# , HealthLake 582 REST £ REST BY 1% AWS HealthLake,

import boto3

import logging #built in logging library

from botocore.exceptions import ClientError, ValidationError #specific exception
ClientError from the boto3 library

B ERFHE (AWS CLI 71 AWS SDKs) 19


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRDatastores.html

AWS HealthLake HBEABER

def create_healthlake_datastore(DatastoreName=None):

:param DatastoreName: the name of the data store, string
:param:
:return: True if the data store is created, else False

# Create an Amazon Healthlake data store
# Should we say something about region setting?
# Should this example have some handling KMS keys

try:
if DatastoreName is None:
healthlake_client = boto3.client('healthlake')
healthlake_client.create_fhir_datastore(DatastoreTypeVersion='R4"')

else:
healthlake_client = boto3.client('healthlake')
healthlake_client.create_fhir_datastore(DatastoreTypeVersion='R4"',
DatastoreName=DatastoreName)

except (ClientError, ValidationError) as e:
logging.error(e)
return False

return True

# Run the function above
create_healthlake_datastore(DatastoreName='test-datastore-delete-me-2"')

ERERETLENEREZ —, list_fhir_datastores £/ #1418 HealthLake BRI ZEHEDN
BE  ERAREAM, LEFREMMAEBERERENMREEITERR,

import boto3

healthlake_client = boto3.client('healthlake')
data_store_list = healthlake_client.list_fhir_datastores(Filter={'DatastoreStatus':

"ACTIVE'})
print(data_store_list)

EEE—STH 6 FFSH Botod Xfflist_fhir_datastored® .

B ERFHE (AWS CLI 71 AWS SDKs) 20


https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/healthlake.html?highlight=healthlake#HealthLake.Client.list_fhir_datastores

AWS HealthLake HBEABER

IS R E A HealthLake ER1ZHE

SR BE FEIERFHE AWS HealthLake , BB LA#E Amazon Simple Storage Service
(Amazon S3) EFEITFRGEREAERENE. EEZEAER , B LFEA HealthLake 12 AE
StartFHIRImportJobAPIRVERE)E AEH,

BB EATKRE B LAE Amazon S3 FIEEBRMAERMNMNVE. @it BFFEHN Amazon S3 f#
FErBVE, BTFFHIFIE HealthLake FEEIAMBN AR | UREFHEAESR AWS A/ AWS Key
Management Service £#8, HealthLake AL SMRMBRFVLEFHNER , XHARBZER ,
HealthLake A RFFEA, MEBEREEAEBIFANFHENR , F20 SEEANEBHNFT., BEHE—
HTHRBINMER AWSKMS €8 , F20 SR EREHEZBASERETNETIAWSER,

HealthLake #3 L FT1T 2 FRHY JSON(.ndjson) BXWEAER K HPES—1TEHITEERMIFHIRE
BFo B LAER APIEME DescribeFHIRImportJob # ListFHIRImportJobs KRR F| HIE1E
HEITHEAERK,

BN SEEAET , HealthLake E £manifest.jsontER, Itk HEFERAEAEIEH R IIA KK,
&8 R HealthLake B H BB EE I EAFKEIEEN Amazon S3 REITER, MEFMEEA | B2
REFBFEISONER,

SR LAY (B A\ S PE HAETEIT (TS, BLFRTEANELHEBEL FIFO (KL ) ARARE, &
A LAEEA S E HAERETREY., B, EHIMERFHIRER,

FEHAESANERREAERHEABREREZE , BRI LABEHBE Amazon Athena SQLARER &
HEREFEHRE, MEFMAENR , 5287 Amazon Athena SQLH{EFH &3 AWS HealthLake E¥1z

£}

- REEAEBRIFFA]

- &£ PREEE A EH HealthLake

- EFABEEISONIER

- Ef . FH MEVAESIEE AER AWS CLI

21


https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html

AWS HealthLake AR
R EEAEBHEFA

BREREAEREFEREZR , B4 ER T HealthLake 38 , F8EFEL Amazon S3 FHy & A Fi H 7
ZErEE, EERF HealthLake ZEUE |, B0 A BIUIAMBRIEA € HealthLake, EEEBERHIEEAS
&L R F HealthLake BES/ T , WAEHF TBEREEER FHFE Amazon S3 REFEETENAG,

ERENEATKE , SO LUIEE]AER Amazon Resource Name (ARN)DataAccessRoleArn,
MEAMESERNEFBERNFRENR , F2RIAVAE,

REHFUZE , BHRULEAEAEEEEREAERNERE, WEFHMER  F2EE PREEA
7% HealthLake,

AREEAFTA

1. MEHMAEIEHEAFEZRNEMNE Amazon S3 #EFZETE, Amazon S3 fFETEBALEE R
URMERN AWS Bl , BFfEZEHXERBHEEABER. EEE-STH K F2HEEA
Amazon S3 HEHAEFE. Amazon HEREFHENKMSE R LBEARNE, EEE—DT
R MERAKMS£48 |, 528 Amazon Key Management Service.

2. ABIVEREFHIREAR® , HealthLake ¥ F HealthLake BRISFF AT , AEA T IMEFBER K IE
%A, HealthLake AL ABRKRE A#HH Amazon S3 HETHE,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": ["healthlake.amazonaws.com"]
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-account-id"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:us-west-2:account:datastore/
fhir/data store ID"
}
}
}]

REEAEEHETT 22


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html

AWS HealthLake

FMBABER

3. BEIFIUBEIIEEAHEFE Amazon S3 REFIFENERERAR,

fREIrREaEmN .

amzn-s3-demo-bucket

{
"Version": "2012-10-17",
"Statement": [{
"Action": [
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"s3:GetEncryptionConfiguration"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-source-bucket"
1,
"Effect": "Allow"
},
{
"Action": [
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-logging-bucket/*"
1,
"Effect": "Allow"
.
{
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey*"
1,
"Resource": [
"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-b56c-4216-a250-
fac43ef46e83"
1,
"Effect": "Allow"
]
}
REEAEHHET A 23



AWS HealthLake HBEABER

£ P RENE A EF HealthLake

BUYEBREFEHRELREEAEE GREEAEEWETA) NFFAR , S BEGBEREAEERE
AER, B LAMER AWS HealthLake =& E A API,  start-fhir-import-job APIZREE) AWS
HealthLake B AE#,

ES |
- EF APIRIEEAER
- BRBEAER (F2E)

EA APHREEBAER
SR

£ AWS HealthLake APIRERF |, A AR I AWS Identity and Access Management (IAM) B
R, WHBEHEREE IAMAR, EE#—F THRIAMBESFNEEEER , B2RIAMBENFTT. BEF 1
HEAFEAKMSSWET N, EEE—F THRNAEAKMSE® , 5528 Amazon Key Management
Serviceo

HEEAESR (API) , FEATIIZER,

&R EEZF Amazon S3 #1FETEE,

2. M start-fhir-import-job APIAPIR{E. BEEMEVEHE  BiEEESWMARERN
Amazon S3 EFETREE. CEARMENKMS S , MUK HERERE,

3. EBEE—STHMFHIREAETR , A describe-thir-import-job e REVE(EHY ID. ARN, &
., BAMARER, AREERAME B, A list-fhir-import-jobBRATHE B AR R HARRE,

REEAERE (EEHR)
EEGFH FRAEAER Bl ER LEZE Amazon S3 EITE |
FEEAER  BEATIISER,

#E ¥ EEZE Amazon S3 fE1ZETEE,
https://console.aws.amazon.com//healthlake/7E 3% F BE X HealthLake 12 &,
EERFRENEREREFMEFARR A ARREZFEA,

EELM Amazon S3 REEETE |, YEIRBAECEFAAMNAEHNKMS SR,

A
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5. EEREAEHR,

EABEISONERE

HNSEEAET , HealthLake E 4 manifest. json file. HealthLake output #51& XRi H B & 1E
3 [E A KBS EM Amazon S3 REEETEE,

manifest.json BRRBPEAEEHORIMEAH, AFERSEBAREER K , 5 SUCCESSH
FAILURE, BIHERTEEEEHMBEN , A ELENEAEEE , B4 ARKREHE Amazon S3
fE1ZETEE A AWS KMS €88 LIEIT NS,

LT REtEmanifest. jsonfBRMNEH, RMBBECERAUEREABES B RMEAEHNE—
H, CRHEBEBRNFMAENR , AREHEAEBRMHER.

{
"inputDataConfig": {
"s3Uri": "s3://amzn-s3-demo-source-bucket/healthlake-input/invalidInput/"
I
"outputDataConfig": {

"s3Uri": "s3://amzn-s3-demo-logging-bucket/32839038a2f47f17c2fe@f53f0c3a0ba-
FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/",

"encryptionKeyID": "arn:aws:kms:us-west-2:123456789012:key/fbbbfee3-20b3-42a5-a99d-
c48c655ed545"

I
"successOutput": {

"successOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f@c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
SUCCESS/"

},
"failureOutput": {

"failureOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f0c3a®ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
FAILURE/"

I

"numberOfScannedFiles": 1,
"numberOfFilesImported": 1,
"sizeOfScannedFilesInMB": 0.023627,
"sizeOfDataImportedSuccessfullyInMB": 0.011232,
"numberOfResourcesScanned": 9,
"numberOfResourcesImportedSuccessfully": 4,
"numberOfResourcesWithCustomerError": 5,

EABEISONER 25
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"numberOfResourcesWithServerError": @

5| - £ BREFNESZ E A {EFF AWS CLI

T 555 RE 24AI £ AWS Command Line Interface BRENFIEE32 B AEH5, B A LA start-fhir-
import-job API,

aws healthlake start-fhir-import-job \

--input-data-config S3Uri=s3://amzn-s3-demo-source-bucket/inputFolder/ \
--datastore-id (Datastore ID) \

--data-access-role-arn "arn:aws:iam::012345678910:role/DataAccessRole" \
--job-output-data-config '{"S3Configuration": {"S3Uri":"s3://amzn-s3-demo-logging-
bucket/healthlake-output", "KmsKeyId":"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56c-4216-a250-f4c43ef46e83"}}" \

--region us-east-1

EEANEBFRRE , SN T,

{
"JobId": "8a4077553e9a485ad889c1a89c7541f0",
"JobStatus": "SUBMITTED",
"DatastorelId": "32839038a2f47f17c2fe@f53f0@c3adba"
}

EEEREATHWAAREE S THREEREY , 55FA describe-thir-import-jobAPIZK AWS CLI 75
T, WTSIEHIRT R,

aws healthlake describe-fhir-import-job \
--datastore-id (Datastore ID) \

--job-id c145fbb27b192af392f8cebe7838e34f \
--region us-east-1

LEWRIUTERLLE,

g5 £/ RREIMEEZEAER AWS CLI 26


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRImportJob.html
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AWS HealthLake HBEABER

{
"ImportJobProperties": {
"InputDataConfig": {
"S3Uri": "s3://amzn-s3-demo-source-bucket/(Prefix Name)/"
.
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",
"JobStatus": "COMPLETED",
"JobId": "cl145fbb27b192af392f8cebe7838e34f",
"SubmitTime": 1606272542.161,
"EndTime": 1606272609.497,
"DatastoreId": "(Datastore ID)"
}
}

EEEEMEEAEBHBE , BEA list-fhir-import-jobsAPIZ AWS CLI #55 , I T HIFT R, &
Al AHT I8 — 2R 2 (B ERE R4 SR PR 4 R

aws healthlake list-fhir-import-jobs\

--datastore-id (Datastore ID) \

--submitted-before (DATE like 2024-10-13T19:00:00Z)\
--submitted-after (DATE like 2020-10-13T19:00:00Z )\
--job-name "FHIR-IMPORT" \

--job-status SUBMITTED \

--max-results (Integer between 1 and 500)

LEWRI LT ERALE,

"ImportJobProperties": {

"OutputDataConfig": {

"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"S3Configuration": {

"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",

"KmsKeyId" : "(KmsKey Id)"
.
},
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",

"JobStatus": "COMPLETED",
"JobId": "cl1l45fbb27b192af392f8ce6e7838e34 ",
"JobName" "FHIR-IMPORT",

5 EF BB A ESiR B A E3 AWS CLI 27
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"SubmitTime": 1606272542.161,
"EndTime": 1606272609.497,
"DatastoreId": "(Datastore ID)"
}

}
"NextToken": String

g5 £/ RREIMEEZEAER AWS CLI
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& HealthLake ERIEHEEHER

BUEBRTFHREYEAER (HBNREFEAEEEANE/ER ) 2R , EUUEEHELE
Amazon S3 T, EERERTFTHEEL HealthLake ERl , FBFEA T HIRE,

« fEF # StartFHIRExportJobAPIE{E AWS SDKsi2 Hi [ H5E K HealthLake,
- WREEXERES2RENELBR.
- f£f export &% HealthLake FHIRIZ H FE H 55 5RRESTAPI,

- BHEBEEIERHSRRK. RENFEELFER. SUUNERSY  E—PHRELFRINE
o

/A Important

HealthLake SDK f£f StartFHIRExportJob API R{EEHER |, ARER
StartFHIRExportJobWithPostAPI#E/EFHIRRESTAPIE HiFEREE T RKIAME)

Y€, ¥/ SDK [EHiStartFHIRExportJobHIfEA FHIR REST API [E H Y = EIAMED
fEStartFHIRExportJobWithPost , ZSEJ A% BIEREE R FF/IERBEF AT, N REAEE 5 BFR Hl
SDK#H FHIR REST API Bl | FE A ER S EIAMEIERNFT A,

EMERESEZESERELZE Amazon S3 (S3) AT, EH HealthLakeFHEFHFIEER
HEEHBUFTHRA JSON(.ndjson) R , HFE—THIEERWFHIRER.

EMEREMEEREAE®, H |, HealthLake X EEEZBBREEE K MALHKEAEREEEBHER
# Amazon Simple Storage Service (S3) #7FirH, WHE—F TH , FSH REELEBENET,

AL EARE HERETTH, SLIRLSEAREHTEGFIFO (LELEEH ) ARNEE, &
AAEEAREHERETREL, BN EFHRMBRFHIRE R,

#EM HealthLake ERFHEEHER , FSRATIISE,

- BREREHERHETA

- £/ HealthLake 2 &= RERFHEE HER AWS SDKs

« £/ FHIRRESTAPIZEH# HealthLake BRI F MR E HE R
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AWS HealthLake AR
A IE [ MR ET A

REPEHEEBER 28 , B4 ERF HealthLake 78] , F8E1FZEL Amazon S3 Ry E H fE1FET
Be, ZERF HealthLake FEE , B LA BIIAMIRIE AT HealthLake, EETHEHEETAEBI
& F HealthLake IBEAGHT , URGHFITBREZEERFEER Amazon S3 REFEN AR,

WMRIEE T HealthLake 8 BYABREEAEHNFA , AU EEFEAZAR , YR TFIHEES
HIHBYEH Amazon S3 RfFRTREEEINGT A, BEE—F THRIAMABNEEER , F2REIAMEBEM

/A Important

HealthLake SDK {8 StartFHIRExportJob API iREEHEER , URER
StartFHIRExportJobWithPostAPIEEFHIRRESTAPIE HERE T RHIAME

e, A SDK [EHiStartFHIRExportJobH A FHIR REST API [E H i = EIAMED
{EStartFHIRExportJobWithPost , # LD BIRIE RFF/IEEET I, MREELEE PR H
SDK#H FHIR REST API [BH |, S X ERESEIAMBIENF T, MREREFEHETEER
¥ HealthLake , BIFEEEEIAMEREFT T,

REMFANERAEIACLEERHT , TREVAG, BYEX , UREBRREEEZEAG, TJIIAM
HERERTELFT,

{
"Version": "2012-10-17",
"Statement": [{
"Action": ["iam:CreateRole", "iam:CreatePolicy", "iam:AttachRolePolicy"],
"Effect": "Allow",
"Resource": "*"
P
"Action": "iam:PassRole"
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "healthlake.amazonaws.com"
}
}
1]
}

RRE B AEBRET A 30
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AREBHETA

1. MREX K FALCERENFHREEHNERET B Amazon S3 f##FEr#8. Amazon S3 &
FRrEE AR RENVREBNAWSESE , BEMEEREHAARBMEHEARER. EEE£—S7
f2 | ESBFE A Amazon S3 N EFHL, Amazon HEREFFHEAENKMS £ th 4 E R A
%, BEEE—F THRNMFEAKMSE® , 5528 Amazon Key Management Serviceo

2. MREHAREUERGFEREAE , F4 BYENFIREAR , HealthLake & F
HealthLake BRIEEFA , AEA T IEEBERBEXA B, HealthLake EFEALAGRE AR H
Amazon S3 FEEirE. MRECHE PRV —B ZEEAETENT , BAUET —ESBHESR
FHAE , ¥ F Amazon S3 EFEFEMEFT,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": ["healthlake.amazonaws.com"]
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-account-id"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:us-west-2:account:datastore/
fhir/data store ID"
}
}
1]
}

3. BHFTHEHEZERFRAG  UAKFEEINENE Y Amazon S3 f#FiTE., amzn-s3-
demo-bucket UAEEFEFENZBEU .

"Version": "2012-10-17",
"Statement": [{
"Action": [
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"s3:GetEncryptionConfiguration"
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]I

"Resource": [

"arn:aws:s3:::amzn-s3-demo-source-bucket"

1,

"Effect": "Allow"
I
{

"Action": [
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-1logging-bucket/*"

1,

"Effect": "Allow"

},
{

"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey*"

1,

"Resource": [
"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-b56c-4216-a250-

fac43ef46e83"

1,

"Effect": "Allow"

1]

£ HealthLake F#ZE A {EE R 1F M EE HAER AWS SDKs

S REREEHEBNT , BB ERRERFKEREHZE Amazon Simple Storage Service
(Amazon S3) f7FiTHE., EERERTFTHREELESR , FEEPEEE HEH HealthLake, EHE
BEUFT O JSON(.ndjson) BXRENEREFHNEELER , Hh 85— THISHERNFHRE
Ro BEBNELEKE , SXLEEEMREN AWS KMS £, ZEEE -5 7THRNARIKMSER , F2
B AWS Key Management Service FiZ% A BIERHFNE I S8,

THEBERPUMMAER AWS HealthLake EEAREEHEH , LURFEHA start-fhir-export-jobAPI#R{E
B 8 AWS SDKs,

£
- HEPEHEEHEE (E28)

£ HealthLake £ A% EHER AWS SDKs 32


https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRExportJob.html
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. REREFHEEHEE (AWS SDKs)

RENTFHEBLEER (£28)
EREHEE (XRE)  BEATISHR

1. EHE MHENEFSHET#E S3 #FEFE HealthLake,

2. EERMBHNVEHTI , FH38E Amazon S3 FEFEE  YERVSEBAECEFRHAVMNAR,
EER-—STHRIAMBRIEEER , BF2RIAVAR, hEFAKMSEBNE, EEH -5 7 H#
WM EAKMSEE8 , 55288 Amazon Key Management Service,

3. EEEFEHEHNMRRE , BFEMH ListFHIRExportJobsAPIRE,

EE R 7HE B &= (AWS SDKs)

EEFH RREREFEHEREHER AWS SDKs , fBFH start-fhir-export-jobi#E, TFFEXIERA WM
FEFASDKE AR Python B (Boto3) BB FE H{E7-

import boto3
client = boto3.client('healthlake')

response = client.start_fhir_export_job(
JobName="'job name',
OutputDataConfig={
'S3Configuration': {
'S3Uri': 's3://amzn-s3-demo-bucket/output-folder’,
'KmsKeyId': 'arn:aws:kms:us-west-2:account-number:key/AWS KMS key ID'
}

iy
Datastoreld='data store ID',

DataAccessRoleArn="role ARN',

)
print(response[ 'JobStatus'])

HEEZBMSBFHIRELHEHH ID. ARN, £, HKBRERE. SREGEMNERE , 55F A describe-fhir-
export-job, fEH list-fhir-export-jobs ¥l P A B 7 & HARRE,

THIRRX R A WA A SDK for Python (Boto3) ER5 43 [ HEF A B,

RERNEHRERELESR (X2E8) 33


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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import boto3
client = boto3.client('healthlake')

describe_response = client.describe_fhir_export_job(
Datastoreld=datastoreld,
JobId=jobId

)

print(describe_response['ExportJobProperties'])

5/ FHIRRESTAPIIE/E{ HealthLake ERZHEE HE R

SR BERERE ARG T |, S EH FHIRRESTAPIHR/ER HealthLake ERIZHEEHE ¥
EEMAH FHIRREST REEHFERAPI , #4EHREEEXLENIIAMNERE, BERAE, B
E $export APOSTEA RN —ZB0 , MERRAXPFIEFRSE. BIE FHIRAHE , FHIRMEAR

BMAZEGETHER , B IUZE POSTRER, ATXEHMSE , SEANTHERBEL , BAit
HealthLake & ZPOST&E K.

/A Important
HealthLake £ 2023 £ 6 A 1 B2 BBV MWEREHEEXEL ZFKEHHNFHIRRESTAPIEL
AEBHNEBEKER.

HealthLake £ 2023 £ 6 A 1 BRI BV W ERFHREFT X EFAERFZHERE FWGETH
SRIRERTS B HHARRE,

BEER RHMFTEE HFERFHIRRESTAPIERZ LA ndjson & EE |, WEHZE Amazon S3 fEET
B, 3ESSYHREIBE—FHREREE,

O AR AWS tRPBCEEASE BB SRBEATSI, BEE—F 7 75 HHEIEAY Service Quotas
HealthLake , 55288 AWS HealthLake i 26 M ELEE

HealthLake XE T 5 = BE A A B E Hiw BB R

Type iR £

RKE % HealthLake FHIRfEMREZE  POST https://healthlake. your-regi
st HATEE R, on .amazonaws.com/datastore/ your-data
store-id /r4/$export

f# A FHIRRESTAPIZ/EE HE ¥ 34
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Type DU B

FiEfm ELUFERFEMEENTEE  POST https://healthlake. your-regi

2 B SEEFEEEREREME on .amazonaws.com/datastore/ your-data
B EIRE|E, store-id /r4/Patient/$export

REH ELHEBEDFEEZRE POST https://healthlake. vyour-regi
# BHEMBENFIEER, on .amazonaws.com/datastore/ your-data
store-id /r4/Group/ ID/$export

R g
BETHESR , UMFEA FHIR REST API 9 12 [E 55k HealthLake,
- BUACKREERETELBRLEFINERE., BESRAG, NFE-—STH K F2HER

HEexportiEmR,
- BMUBCEMRBEAE , # HealthLake FEUER FTEEHERH Amazon S3 #FiTHE, REAE
tAEIEE HealthLake BREEHR ., WRREFINFHEN K F2RAREELEENFTA,

BREexportimR

HEMEA FHIR REST B IEHFERAPI , FFEH 3 OAuth2.0 RELENERE, HEAVMTAR, &
B BEERRKAR.

fEF REFEX IAM

ERRE$exportiERE , FHE, BHER/BYEEE StartFHIRExportJobWithPost,
DescribeFHIRExportJobWithGet#1 CancelFHIRExportJobWithDeletel AMEIEREEBER
H,

/A Important

HealthLake SDK f£f StartFHIRExportJob APl {EEHER , IRER
StartFHIRExportJobWithPostAPIE#EFHIRRESTAPIE HiER BT RHIAME

Y€, £/ SDK [EHiStartFHIRExportJobFIfEA FHIR REST API [E Y = EIAMED
{EStartFHIRExportJobWithPost , # LD BIRIE REFF/IEEET I, MREBEEREFPRH
SDK# FHIR REST API [EH] , FB X EE B EIAMEMERIFT A,

R Bl 35
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£ FHIR(OAuth 2.0) SMART L 12458

EIEEFHIRE A HealthLake B ERIZHSMARTE LiZH$exportiEREE | BEERREENE
B, EEH#—F THXEN HE , F2M HealthLake ERMFHEFHIRE RIS EEHE,

R Hexports R

REFFREAEA FHIR REST 12 H [ 55 5R i A A BREUY L B ERAPI,

ATEZEAWS EHIREENELER , RMAEBEEREHRexportFENER TREFZRIGAEE
HPOSTEE R,

BEREFR , BLAMITTHIEE :

1. EXEIREBURLKPOSTEE RexportHIEE o
2. BEFMENEES Y,
3. BEERMLESHEMBERAI,

B 1 EXEREBURLAIPOSTHE RexportHigE

HealthLake X B=BHEAENAEEHHHFR, EEREAEELHBER , X EE=EXENIREZ
— ERHEPOSTI REFMFER, THEHFIREBUMMEFER exportnlﬂ}‘érf URL,

* POST https://healthlake.your-region.amazonaws.com/datastore/your-
datastore-id/r4/$export

* POST https://healthlake.your-region.amazonaws.com/datastore/your-
datastore-id/r4/Patient/$export

* POST https://healthlake.your-region.amazonaws.com/datastore/your-
datastore-id/r4/Group/ID/$export

HZPOSTHERFZEF , BALUEATIXENESSH.
XENESSH
HealthLake £ K& H 5K F 32 & T 512 SE 45,

EEHETESRKRTLT , ERXFR LA TLHER.

EHexportiER 36
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FMBABER

&8 RERVE? PO

7|

_outputFormat

7|

—_type

i

_since

o

SR2  EELENERZH

HEMEA FHIR REST 2 EHFRAPI , KX AEE TR ERESH.

« Content-Type : application/fhir+json

- fR¥F : respond-async

BE  SLAEBRANPEELENTE,
FR3EBEFRAX , EERMENSE.
BHFERBFEE ISON BXHWANL. ANXAUSE TIBH.

EEAECZHERNAKE
ERERNBR, &
ZWEA applicati
on/fhir+n
djson . applicati
on/ndjson

. ndjson,

ERETEEEY
ERPHER DB
FHIRERER M
FH, KMERS
e , _typeRAEH
FRIEERK , ERRE
BERATE,

K HHRE#ELER
R RIEXNERE
B, MRERE
BEREHNER ,
e xEmE

gl

&_type=Me
dicationS
tatement,
Observation

& since=2
024-05-09
TO0%3A00%3A00Z

R HHexportiER
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FMBABER

TR

DataAccessRoleArn

JobName

S3Uri

KmsKeyld

EERVE?
=]
=
&
=]
=
=]
=

DU

HealthLake AR#%
BARNW . ERHY
R AENERE
HealthLake &R E
.

[EHFARNERE.

OutputDataConfig &
W —HBo. BHTH
[E H & R URI B K it
#17FETR S3.

OutputDataConfig &
W —2Bo. ARK
% Amazon S3 #1728
EBARNH AWS KMS
ot

Example — £/ R HHEHFERAX FHIR REST API

HEMMA FHIR REST 1R H EHFERAPI,

{

BAEERA , MR,

Value

arn:aws:i

am:: 444455556
666 :role/your-
healthlake-se
rvice-role

your-export-
job-name

s3://D0C-
EXAMPLE-D
ESTINATION-
BUCKET/ EXPORT-
JoB /

arn:aws:k

ms: region-of-
bucket:123456789
012 :key/1234abcd-
12ab-34cd
-56ef-123
4567890ab

"DataAccessRoleArn": "arn:aws:iam: :444455556666:r0le/your-healthlake-service-role",

"JobName": "your-export-job",
"QutputDataConfig": {
"S3Configuration": {

"S3Uri": "s3://DOC-EXAMPLE-DESTINATION-BUCKET/EXPORT-JOB",

"KmsKeyId": "arn:aws:kms:region-of-

bucket: 444455556666 : key/1234abcd-12ab-34cd-56ef-1234567890ab"

}

EHexportiER
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}

EENFERAUE , £8gRIITIEE,

[ FEARER

content-location: https://healthlake.your-region.amazonaws.com/datastore/your-
datastore-id/r4/export/your-export-request-job-id

(=] F& A1 32

"datastoreId": "your-data-store-id",
"jobStatus": "SUBMITTED",
"jobId": "your-export-request-job-id"

BEEENELFR

IR EELFERE , B LIEA export RERB sl EHFEROAMREE , URBUEEBINELE
Rexport , BHEBEFEK,

ESGERA REST BUHE LB RFAP , BEBCRREZRRIBUHBER ZAELNERI S EA,
T3 £ RERR A AT B S S EUH B 8 [ 7 RV AR R

HUH B 753K
EERUHEHER , BIREDELETES R , WEFER PRMATH IDURL,

DELETE https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
export/your-export-request-job-id

EENBEREYE , BRI TRR,

-~

"exportJobProperties": {
"jobId": "your-original-export-request-job-id",
"jobStatus": "CANCEL_SUBMITTED",

EEENERFR
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"datastoreId": "your-data-store-id"

}
}

A

ERRERTEE , EFRELTARR,

{
"resourceType": "OperationQutcome",
"issue": [
{
"severity": "error",
"code": "not-supported",
"diagnostics": "Interaction not supported."
}
]
}
3t B 5K

EEMSELFEROME , BEM exportM R HGETHERexport-request-job-id,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/

export/your-export-request-id

JSON [EIfEf&‘EE ExportJobProperties ¥1#. ©AIAEEE T HESIE : EY.

o2y RAEAME? iR Value
DataAccessRoleArn &5 HealthLake BRI A arn:aws:i
BARNM , AN am: : 444455556
REAGBUEEE 666 :role/your-
HealthLake &BR#E = healthlake-se
B, rvice-role
SubmitTime B PE AR /Y B 5 Apr 21, 2023
s 5:58:02
EndTime v P& HH 1E 75 55 X /Y B R Apr 21, 2023
° 6:00:08 PM
BEAHNEHER 40
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FMBABER

7 TRAMBE? iR

JobName & [EHFERNEHE,

JobStatus B

S3Uri = OutputDataConfig ¥
HH—%Hn. ETH
P &RV B B i 5
17B7E URI Amazon
S3,

OutputDataConfig ¥
HH—Ho. ARR
& Amazon S3 #1178
EARNA AWS KMS
248,

o

KmsKeyld

Example : R ER 12 H < B HFFRE AL FHIR REST AP

BB, BEWE T 5IJSONEFE,

{
"exportJobProperties": {
"jobId": "your-export-request-id",
"JobName": "your-expoxrt-job",
"jobStatus": "SUBMITTED",
"submitTime": "Apr 21, 2023 5:58:02 PM",
"endTime": "Apr 21, 2023 6:00:08 PM",

Value

your-export-
job-name

BRE BN :

SUBMITTED |
IN_PROGRESS
| COMPLETED
_WITH_ERRORS |
COMPLETED |
FAILED

s3://D0C-
EXAMPLE-D
ESTINATION-
BUCKET/ EXPORT-
JoB /

arn:aws:k

ms: region-of-
bucket:123456789
012 :key/1234abcd-
12ab-34cd
-56ef-123
4567890ab

EEENERFR

41


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_OutputDataConfig.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_OutputDataConfig.html
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"datastoreId": "your-data-store-id",
"outputDataConfig": {
"s3Configuration": {
"S3Uri": "s3://DOC-EXAMPLE-DESTINATION-BUCKET/EXPORT-JOB",
"KmsKeyId": "arn:aws:kms:region-of-
bucket : 444455556666 :key/1234abcd-12ab-34cd-56ef-1234567890ab""
}
I

"DataAccessRoleArn": "arn:aws:iam: :444455556666:r0le/your-healthlake-service-role",
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£ PMBRERIZEME HealthLake

MERENFRERIERSEE. MBR , NESBELMER. ERFRESHESMNRAE  EXAHE
BEFHFAEFHIRER BERAENERERRER L,

BREANERRER , HealthLake BNERFHRERESEER MR, MKRE , ENERERE
RIS E A REEE A DescribeFHIRDataStore#l ListFHIRDataStoresiEEtX, tX#% , MBk
NEREFRESTFTEHRAETERT.

EERINMBRERFHRE , BHBERVFERE., BERIAGLES IAME
fEglue:DeleteDatabase#BEHIAMBUER, LIAMBETEZEE ZTEBE F AWS
AmazonHealthLakeFullAccess,

I&TILAE A AWS Management Console AWS SDKs=; il k& ¥z [E AWS CLl,
X8

- MBRERERE (EEE)

- MBRERIFEHRE (AWS SDKs 1 AWS CLI)

MBREREHE (28 )
EEFHA IRAHRENEHE A FEERTHEEE L EEEZNERERE , AREEMER.
MBR HealthLake BRI ZHIE

https://console.aws.amazon.com//healthlake/7E 3% BB HealthLake £12 A&,
FREEER (=).

RE  BEERTEHE.

EERTFHREEE L  BEELERMBRNERERESNEZEE,

RE , IBEMBR

EHFEHRPEESP | deleteFRLEEMEBREIMMNERTFHE,

HIZ4E Delete (MER), A% , ERERENREEREADEELRMER,

N o g s~ DN =

i BRE B ZHIE (AWS SDKs Fl AWS CLI)
O] LAE A LA T 2 S S E45) 2R Ml BR HealthLake BERMZERIE,

MBRERIFHRE ( EEE) 43


https://console.aws.amazon.com/healthlake/home

AWS HealthLake HBEABER

AWS CLI

THIEHIREIEE £EH DeleteFHIRDatastorei®#E AWS CLl, BEEHITEHH , BHRARE
AWS CLI,

aws healthlake delete-fhir-datastore --datastore-id
'eeb8005725ae22b35b4edbdc68cf2dfd

BIE , BEEE THJISONEE,

"DatastoreProperties": {
"Datastoreld": "eeb8005725ae22b35b4edbdc68cf2dfd",
"DatastoreArn": "arn:aws:healthlake:us-west-2:728347309221:datastore/fhir/",
"DatastoreName": "delete-me",
"DatastoreStatus": "ACTIVE",
"CreatedAt": "2022-10-03T10:53:45.020000-07:00",
"DatastoreTypeVersion": "R4",
"DatastoreEndpoint": "https://healthlake.us-west-2.amazonaws.com/
datastore/5b6e4cd798289a4ab8dad6cl1002dd731/x4/",
"SseConfiguration": {
"KmsEncryptionConfig": {
"CmkType": "AWS_OWNED_KMS_KEY"

iy
"PreloadDataConfig": {

"PreloadDataType": "SYNTHEA"

Python (boto3)

for Python AWS SDKX BB —28 B describe_fhir_datastore’EDatastorelds

\

import boto3

#Create a Healthlake client
healthlake_client = boto3.client('healthlake"')

#Call the describe_fhir_datastore method
data_store_details =
healthlake_client.describe_fhir_datastore(DatastoreId='cdf8f1557e57c543bdc627fb8f12b7fd"')
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print(data_store_details)
BRI , ©E2EE python FH,

{'DatastoreProperties': {'Datastoreld': 'cdf8f1557e57c543bdc627fb8f12b7fd",
'DatastoreArn': 'arn:aws:healthlake:us-west-2:728347309221:datastore/fhir/
cdf8f1557e57c543bdc627fb8f12b7fd', 'DatastoreName': '08-24-2022-test-data-
store', 'DatastoreStatus': 'ACTIVE', 'CreatedAt': datetime.datetime(2022,
8, 23, 22, 12, 14, 359000, tzinfo=tzlocal()), 'DatastoreTypeVersion': 'R&4‘',
'DatastoreEndpoint': 'https://healthlake.us-west-2.amazonaws.com/datastore/
cdf8f1557e57c543bdc627fb8f12b7fd/r4/"', 'SseConfiguration': {'KmsEncryptionConfig':
{'CmkType': 'AWS_OWNED_KMS_KEY'}}, 'PreloadDataConfig': {'PreloadDataType':
"SYNTHEA'}}, 'ResponseMetadata': {'RequestId': 'aef4b268-ad4b-4b57-
bc97-2da956356835', 'HTTPStatusCode': 200, 'HTTPHeaders': {'date': 'Wed, @5 Oct
2022 ©01:21:44 GMT', 'content-type': 'application/x-amz-json-1.0', 'content-
length': '547', 'connection': 'keep-alive', 'x-amzn-requestid': 'aef4b268-ad4b-4b57-
bc97-2da956356835'}, 'RetryAttempts': 0}}

BE-REBEZEENFRENFMER , FEM ListFHIRDatastore

£/ DeleteFHIRDataStoreds s , AWS CLI M N HIEHIFT R, EAILAER delete-fhir-datastore
APISE FEEMBRERFHRE. RMBRERTHESERERAFHRENERERR P IESNMBFHIR
BRRA, EHEMRERFZHREMBN B FSKRBHIPAARE S $HR BT RERSE R,

aws healthlake delete-fhir-datastore
--datastore-id (Data Store ID)

T 5| HJISONEIFERTR , AREEESEE A "DELETING, , UEREREHEREABEREMERE,

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/
datastore/eeb8005725ae22b35b4edbdc68cf2dfd/x4/",
"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/(Datastore
ID)",
"DatastoreStatus": "DELETING",
"DatastorelId": "(Datastore ID)"
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£ A B2 HealthLake EXlFM[EFHIRRESTAPIF B &)

£  AWS HealthLake , & Fast Healthcare B4 %R (FHIR) RESTAPIEE)REBEMESER
EHEFHFHIRER. FHIRRESTAPIEEARHERTFTHRENNERITEL. FE. FHAMER
(CRUD) B8, Bt AT LAEA GETE, POSTHTTPRER R REMMIE S FH | A HealthLake FHIR
TE XENESRETFE.

ER—ZHEN , FHIREREREEIR HL7 FHIR R4 StructureDefinition ERETH®H, EESK
{EFA H HealthLake ERZEHI[EMN FHIRMEEIZIEE , 38R H FmetadataisEM GETFERURL , BARFR
o

GET https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/metadata

I |, BN RI200HTTPE EARTER HealthLake EXRZRER ThEERIRAR, . MEFMER |
B HL7 FHIR R4 X #CapabilityStatement®# .

3
B

TR ZEFHIRHN A& AWS HealthLake,

FHIR XM E &) AWS HealthLake

FHIR B & PN
BEERKED
capabilities 8 RiEMZeEBRR R
batch/tra HEE-BEBHHEH. EUIMBR—EER
nsaction
BABRED
create 55 FA A AREFFERAY ID B EIR
search BigRLHRFTESERER
history WIS EEREENSER Bk
HITERERES

read EEVERA B AlREE
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FMBABER

FHIR E& R
history WO EE RS E R L%
vread WAV TE AR A BRI AR A8
update HKERN ID EFER (RWRRFER , BFEL )
delete il BR & IR
FHE

- PXEFHIRWEIREE AWS HealthLake

« f£ HealthLake ERFHRE L#TET, FE, FEHAMBR (CRUD) 124
£/ FHIRRESTAPI#Z{E# & HealthLake EXFH[E

- EWFHIRERESL 06

- FARE SFTAFHIRRESTAPIRERSHEEER

« £/ $export #& HealthLake & X171 & [E H & R

X EFHIRWERERE AWS HealthLake

TR E XEWN FHIR R4 EiREA AWS HealthLake, MEFMMEER , 528 HL7 FHIR R4 X4+
HEREKE,

FHIR XM R4 BRHEA HealthLake

R Detectedlssue BE RexE
ActivityDefinition ®E BXE PractitionerRole
AdverseEvent DeviceDefinition B B
Allergylntolerance DeviceMetric BE 7 B

B DeviceUseStatement  {Ui& SES
AppointmentRespons  DeviceRequest EfE QuestionnaireRespo

e

nse

XENERER
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AWS HealthLake

FMBABER

AuditEvent-552 Bl &
F

-7
BodyStructure

= - 2 REE

CapabilityStatement

CarePlan

CareTeam
Chargeltem
ChargeltemDefinition
E

ClaimResponse
Communication

CommunicationReque
st

B

ConceptMap

DiagnosticReport

DocumentManifest
DocumentReference

EffectEvidenceSynt
hesis

i S

Uk

EpisodeOfCare
EnrollmentRequest
EnrolimentResponse
ExplanationOfBenefit
FamilyMemberHistory
IEAR

BE

EHA
GuidanceResponse
HealthcareService
ImagingStudy

HfriER

MeasureReport

e
=17/

MedicationAdminist
ration

MedicationDispense

MedicationKnowledge

MedicationRequest
MedicationStatement
MessageHeader
MolecularSequence
NutritionOrder

Bz

OperationOutcome

EIER
OrganizationAffiliation
B
mE

PaymentNotice

RelatedPerson

RequestGroup
ResearchStudy

ResearchSubject

RiskAssessment

RiskEvidenceSynthe
sis

B
ServiceRequest
Slot

B
StructureDefinition

StructureMap

£h=1

SupplyDelivery
SupplyRequest
£

ValueSet

VisionPrescription

XENERER
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BEEHE ImmunizationEvalua PaymentReconciliat VerificationResult
tion ion

CoveragekEligibilit ImmunizationRecomm @A

yRequest endation

CoveragekEligibilit InsurancePlan PlanDefinition

yResponse

A FHIR ##%H HealthLake

s BREEFEATHERERNIEH GET = POSTER : = OperationOutcome, E# 2
.
« AuditEvent — &R LAE 37 =K FBHY AuditEvent EiR , 18 % F #H s MIER.

. B# — HealthLake BEREHBERNSXE2E, NEHMET , FLHER Bundle B2
% EFHIRER.

« VerificationResult — W ERERELE 2023 F£ 12 A9 A2 B IMNERERIE.

£ HealthLake ERMFHE L#TEML. B, EFHFMMER (CRUD)
BR1E

HACEERENFHE, EAERNELEREFEARE AWS B, BETUEANEEE
FHIRHTTPIR{EFE HealthLake BRI FEHREFEI (POST), FH (GET), E# (PUT) MMIBR (DELETE)
FHIR &R, THEERPAUMER FHIRRESTAPIBRISIE HealthLake BRI ERE LHFTEY, &
., EFAMMBR (CRUD) &4, EHAAMFEA Signature 5 4 IRFBBEFREF HealthLake APIIEB
HTTPAFRmEENHER. BEEE—STH , F2HE PNEEE 4 RESEFAWS — K28 E,

FE

- EF BIUER POST

- £/ BEER GET

- £F EFHER PUT

- £/ MBRER DELETE

- £/ Bundle EE ZEFHIRE R

CRUD #1E 49


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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£/ EIU &R POST

B LAE A POSTRESRTE HealthLake EREREFEIFNEIR, POSTRERTEELRIEM idaE,
RINEB I ERE , HealthLake RIIRESEEE201EE I HTTPARRER,

(® Note

E &% DocumentReference BRBHIZHPOSTHERE , T2 NBENWLEHEH, &

2 , AWS HealthLake B EEREEXIENMBEXDERTEZENERNTHE, WF
wn{ajEDocumentReference B R A L F A HealthLake BAE S EE (NLP) RENMEE
BERENNFAEN  F2E B PEREENBRESREE NLP) , FABBELFHIR
DocumentReference & AWS HealthLake,

Example £/ POSTiEREZ Patient&E R,

& EE 1 HealthLake ERFHEPOSTHER , BEAEREHEN RS , WIRHISONBRAX., BE
SERERNEHNENIRE , 557 HealthLake AT EFEREHETH , A AWS HealthLake
AP| 2 th iy DescribeFHIRDatastore ¥4k,

POST Request

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient

JSON Request Body

{
"resourceType": "Patient",
"identifier": [ { "system": "urn:oid:1.2.36.146.595.217.0.1", "value":
"12345" } 7],
"name": [ {
"family": "Silva",
"given": ["Ana", "Carolina"]
} 1,
"gender": "female",
"birthDate": "1992-02-10"
}
JSON [ f&

POST &R 50


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRDatastore.html

AWS HealthLake

FMBABER

EERFEURBER , S8 RE2012EIHTTPHARRETE R T 5IJSONEIFE,

"resourceType": "Patient",
"identifier": [
{
"system": "urn:o0id:1.2.36.146.595.217.0.1",
"value": "12345"

"family": "Silva",
"given": [
DT,
"Carolina"
]
}
1,
"gender": "female",
"birthDate": "1992-02-10",
"id": "274b408a-1201-4e9f-a621-1df937f1la26d",
"meta": {
"lastUpdated": "2022-06-13T23:31:24.427Z"
}
}

A BHEIR GET
WEHIERBA A E R GET 55 R BEUR BEFHIRE R,

Example £/ GETZE R BEEUFEPatient &R,

EEE I HealthLake ERHFEMEGETHER , A ERNEHEN RS, EESRERNEHRE
MimE , FBEF HealthLake AN ERENE , SFEMA AWS HealthLake API 2ZH#y

DescribeFHIRDatastore ##4E.

BN ESEEREEPatient MAEMM BT 2de04858-ba65-44c1-8afl-f2fe69a977d9.

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/

Patient/2de04858-ba65-44cl1-8afl-f2fe69a977d9

GET &k
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JSON [E /&

I , B8N E —E200HTTPAR BBES I LA TJSONEIFE,

"resourceType": "Patient",
"active": true,
"name": [

{

use": "official",
"family": "Doe",
"given": [

"Jane"

]

use": "usual",
"given": [
"Jane"
]
}
1,

"gender": "female",
"birthDate": "1966-09-01",
"meta": {
"lastUpdated": "2020-11-23T06:24:13.202Z"

iy
"id": "2de@4858-bab5-44cl1-8afl-f2fe69a977d9"

£ EMEIR PUT

TOIEREUMAER PUTEFRBEFHIREREEDPRBNFEET. W, BEEHERELNER
RHPUTHERE | EEEMAHERE,

MREFRCEH , EBNFERBER200HTTPARER , HEMREUHFER , AIER201IHTTPIREE
1o

® Note

EZ¥DocumentReferenceBRERIEHPUTHERE , T2 RNRENEHER, KRz ,
AWS HealthLake S E AR BB Z DN FIEZRDIEFIEE LN ERFERE, WENMA

PUT &K 52
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fEDocumentReference&ERIE R M HealthLake EAES R (NLP) RENEEER
BERNFRED , F2R RE PEREENEARESEE NLP) , FFAEHBELFHIR
DocumentReference &R AWS HealthLake.

Example £/ PUTEE SR E#HPatient&EREE

ERREPUTHERE  BRFEENFRENRS. EEMNERBEEE, BEKFMISONFERRA
Mo

WMREFER PUTEYHNER , AEEARHNBBINTREMMBER.

PUT Request

BRPUTEHE R HIHER

PUT https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/2de@4858-ba65-44cl-8afl-f2fe69a977d9

JSON Request Body

RREFIEERBERNVEHISONA I,

"id": "2de@4858-bab5-44cl-8afl-f2fe69a977d9",
"resourceType": "Patient",

"active": true,

"name": [

{

use": "official",
"family": "Doe",
"given": [
"Jane"
]
.
{
"use": "usual",
"given": [
"Jane"

]I

PUT &K 53



AWS HealthLake HBEABER

"gender": "female",
"birthDate": "1985-12-31"
}
JSON [EfE

AR EITFIEEJSON |, UHEREE !

{
"id": "2de04858-ba65-44c1-8afl-f2fe69a977d9",
"resourceType": "Patient",
"active": true,
"name": [{
"use": "official",
"family": "Doe",
"given": [
"Jane"
]
},
{
"use": "usual",
"given": [
"Jane"
]
}
1,
"gender": "female",
"birthDate": "1985-12-31",
"meta": {
"lastUpdated": "2020-11-23T06:43:45.13372"
}
}
R4 =X B2

FREXNEFAFRBELBINESKAEFRFER , MR RIBEE D, ERRSFEEIERE
TEHHEREEGHEGRERSYRIATES  BERHRUBERNE—EE D,

HEDMWBERURR K Z DMEAFIRE

- REMEMFEE , BRAXTLERM D : ARFEELER.
- RAEMANEE, BREN IDNER , XTFEID: ARFESEDRAENAEYESR,

PUT &K 54



AWS HealthLake HBEABER

- REMMER. REN IDNERFE : ARFIELEMILHEHFRL09 Conflict,

« One Match , RIEMEJR IDOR (#EMNER ID BEFEKRINER ) : ARSFSEHYE LREFER
BITEH , MREFCEH , ARSIFSSHALLER 200 OK ;

- —{EHFF, BHERID, BEKINERTHEL : ARSB[ERL09 Conflictifii , EHAFH ID
HI& 2 HIRIRE OperationOutcome

- Z{EMEFER : [APIREIEE412 Precondition Failed$4i8 , EHAFHMNRGTHRIEN K &
¥#{E A OperationOutcome

Example - Ef BB A Peter WEEEIR , HEBHA 2000 51 A1 B, EFERBA 1234567890 :

PUT https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?name=peter&birthdate=2000-01-01&phone=1234567890

A MIEREIR DELETE
= EMIBR HealthLake EREREFRMNEIR , BABERHEDELETEHTTPE R,
Example £/ DELETEE RMBR4FEPatient EREE,

EEEVUDELETERAR , BEAERFHEN KR, EESKENEFERENIKE , 557 HealthLake £
BEATEEEREHRETH , HEH AWS HealthLake APl 23 ZIfY DescribeFHIRDatastore &
£,

BESASSERERNARREBIRT.

DELETE https://healthlake.your-region.amazonaws.com/datastore/your-datastoxre-id/r4/
Patient/2de04858-ba65-44c1-8afl-f2fe69a977d9

HTTP [E &

RI%E , B E —E204HTTPHRER , BRBERCTEERNTFHRET. EMERERKME , 51K
2| —18 400 RFIHTTPARAEHR , 45 LDELETER R KX MAE R,

A Bundle ¥ ZEFHIREE

ZEHL7FHIRR4 B#h EHRE BFEMNES., HealthLake XEBEFHIRRESTAPIZERPEIEH
BRER WERAEHRXZEE—-FHIRRESTAPIERT#HITLZECRUDEE, EEXHXEZT , BMHA
BE E4EA W FHIRRESTAPIZERbatchf AR,

DELETE 3k 55


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRDatastore.html

AWS HealthLake HBEABER

FMEEHFEREE2H 528 AWS CloudTrail, ZE# —5 7 # CloudTrail 21{#& & £/ HealthLake ,
528 FH AWS CloudTrailid 8 AWS HealthLake API FERY,

HL7 FHIR R4 &R ( 7A&F)

- FEFBRTERR , B2RFHIRXARSITHERER | 4,

- FERBEEBER FHIR REST Wit X EBAPI , 552 FHIR XX 5|FHIRRESTH M E H AR
HEIAPI,

LT EERPUMTEBFHIRRESTAPIER , MEUFTHNEAERIEAEHRZ BRI ERE R,

A HealthLake =&, AWS CLIF 2BEHERE AWS SDKs
HealthLake £ A E X EEFHIRRESTAPIZER i EEAEREANESHERIE/EURL,

FERAFHIREHHTZECRUDERE

EENFER PAEEEREEFURL , FHIRRESTAPIGEREZIMAEBERFRERFH. JSON X
REMNSECRUDREREETHM , XEOBFEHTTPIRER, HealthLake TEEHEHE batch,

#HZEE—FHIRRESTAPIFERF#1TZECRUDRE , BT T HIENME :

THBEERREHFRPEANFHIRRESTAPIE R A X BE#2, MEZTEMNFRAL,
%R Z EICRUDBRENEHF R

3
¢
dn
i
<t

1. BONEEWPOSTRERPIEEERER !
POST https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/

2. ZBWRAXH , BEHEBEEESR "type": "batch"
3. EFERAXH , A resource 2 BHABMNBECRUDEBIEEERIFIENEHR.
4. BEICRUDBREERERAN requestFIEES , TR :

{ ...
"request" : {
"method" : "HTTP-VERB",
"url" : "FHIR-RESOURCE-TYPE-URL"
}

EFER 56


https://hl7.org/fhir/R4/Bundle.html
https://hl7.org/fhir/R4/http.html#transaction
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AWS HealthLake HBEABER

EJSON[EIfEAH | FBEMEERPIEEZESECRUDREHTTPHYAREERS,
HealthLake BR&EIEHR S

- BEE—F T EH HealthLake BIPR&I , 2B AWS HealthLake im 25 FHELRE,

T 238& % EEREN Bundle CRUDIEEEH,
Example - B3 3% & Z{ECRUDRENEHFE R,

ZEERBHITZECRUDIEENFHIRRESTAPIZER , BXAEFEAEREHREREIZEHPOSTHER |, iR
HISONFERK I,

BT LATE HealthLake X AMEREHRETHREERFTHENKE , HEH AWS HealthLake APl 2
Z b DescribeFHIRDatastore 4k,

POST Request

ERERFRENRIHREPOSTAR, AT —ERSIFEKISON , FRANREFFRAXHN L
BERn®,

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/

JSON Request Body

EFERANH  BLARETIER  EY , UREBEEBCRUDFRNEMEMFHIRE RIS EE
B B ESEHIBE T —EBEWISONBRAN , WHRAMFBH TR, B _([AHFERTENISONE
KA,

{
"resourceType": "Bundle",
"id": "bundle-batch-operation",
"meta": {
"lastUpdated": "2014-08-18T0Q1:43:30Z"
},
"type": "batch", ## Required
"entry": [
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{
## CRUD Transaction - 1
"resource": {
"resourceType": "Patient",
.
"request": { ## Required
"method": "POST",
"url": "Patient"
}
},
{
## CRUD Transaction - 2
"resource": {
"resourceType": "Medication",
},
"request": { ## Required
"method": "POST",
"url": "Medication"
}
}

LLTRETREINTM Patient Medication EREBERHN TREHI,

{
"resourceType": "Bundle",
"id": "bundle-transaction",
"meta": {
"lastUpdated": "2014-08-18T01:43:30Z"
},
"type": "batch",
"entry": [
{
"resource": {
"resourceType": "Patient",
"meta": {
"lastUpdated": "2022-06-03T17:53:36
},
"text": {
"status": "generated",
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"div": "Some narrative"
iy
"active": true,
"name": [

{

use": "official",
"family": "Jackson",
"given": [

"Mateo",

"James"

}
1,
"gender": "male",
"birthDate": "1974-12-25"

.

"request": {
"method": "POST",
"url": "Patient"

}

},
{

"resource": {
"resourceType": "Medication",
"id": "med0310",
"contained": [

{
"resourceType": "Substance",
"id": "sub@3",
"code": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "55452001",
"display": "Oxycodone (substance)"
}
]
}
}
1,
"code": {
"coding": [

{
"system": "http://snomed.info/sct",

AR
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"code": "430127000",
"display": "Oral Form Oxycodone (product)"

}
]
},
"form": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "385055001",
"display": "Tablet dose form (qualifier value)"
}
]
.
"ingredient": [
{
"itemReference": {
"reference": "#sub@3"
},
"strength": {
"numerator": {
"value": 5,
"system": "http://unitsofmeasure.org",
"code": "mg"
},

"denominator": {
"value": 1,

"system": "http://terminology.hl7.o0rg/CodeSystem/v3-

orderableDrugForm",
"code": "TAB"

]

},

"request": {
"method": "POST",
"url": "Medication"

AR
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JSON [E /&

EEMEEVEHAEMARZFEENER , LENESEESCRUDEEN201ER I HTTPIRER.
ECRUDBREXKE | BEES 400 RIIHTTPIREE | FEHMERIFRABNER,

{
"resourceType": "Bundle",
"type": "batch-response",
"timestamp": "2022-06-15T01:31:34.300+00:00",
"entry": [
{
"response": {
"status": "201",
"location": "Patient/fd68ce38-ba30-4459-9eeb-476ad9f4f4ca”,
"lastModified": "2022-06-15T01:31:34.180+00:00"
}
.
{
"response": {
"status": "201",
"location": "Medication/5bf3b8cc-4076-4219-abal-e2c53d7916f4",
"lastModified": "2022-06-15T01:31:34.180+00:00"
}
}
]
}

BERSAABHERER

EERVHINEAHERER | BN BEE FHIR REST APl 55kBundledigE |, WIEMEMAISONA
X, EHh e ESHE—RBNER,

R RIEEEHRURL , JSONRERAX M A B EMKEHEFHEFE HealthLake B ERFEHRER,
It EEBWENERERHANTEMCRUDEREE, WERENEHSEER—EFNERID. RAER:E
REREE , TS E R EEEHERER P NERERIEHGETEPOSTE R,

(® Note
HL7 FHIR R4 i tb X WEREHE,. SRMNEERIEER, ERBUELERELE T2
EESsEER, Rz , tfEEH Reference TERIBREBER,. it , FHELE
FEAETEMENEPBENERER,

EFER o1


https://hl7.org/fhir/R4/group.html
https://hl7.org/fhir/R4/composition.html
https://hl7.org/fhir/R4/list.html

AWS HealthLake HBEABER

ZEEVBundleBERER K BMUAEPOSTRERPEEE , WRHEISONIIBERETENER,
Example - £ POSTEEREZLEHER

ZEEEVbundle&R , BT THEHE

1. B R{LFHIRRESTAPIZER , AR :

POST https://healthlake.your-region.amazonaws.com/datastore/your-
datastore-id/r4/Bundle

2. REARISONN , HEELESEE—ENER, LEHEREREERDE.

"resourceType": "Bundle",
"id": "bundle-transaction",
"meta": {
"lastUpdated": "2018-03-11T11:22:16Z"
b
"type": "document",
"entry": [
{

"resource": {
"resourceType": "Patient",
"name": [

{
"family": "Smith",
"given": [
"Jane"
]
}
1,
"gender": "female",
"address": [
{
"line": [
"123 Main St."
1,
"city": "Anycity",
"state": "Any State",
"postalCode": "12345"
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},
{

"resource": {
"resourceType": "Patient",
"name": [

{
"family": "Jackson",
"given": [
"Mateo"
]
}
1,
"gender": "male",
"address": [
{
"line": [
"1234 Main St."
1,
"city": "Anycity",
"state": "Any State",
"postalCode": "12345"
}
]
}
}
]
}

£ FHIRRESTAPI##{E#E = HealthLake EXIEM[E

HealthLake X EFREEFRMHRESTAPIRERESEREFHEFHIR, EAREF |, ESHREIWATE
ZEAEERER LB GETH POSTE R EHI,

(@ Note

HRSREAFDEBEEF (Pll) HZEEREEHS (PHI) BVEM , BREAPOSTHER.
FEPOSTEERH , P PHI EMEAFBRAXN -2 , WHESE T INE

FHIR R X EZEESSHEE , (B HealthLake XEF&H, MFFMES , F2H ZENESS
BEE N X ENEREESSH HealthLake,
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£/ FHIRRESTAPIIREE S E R EFEHIE.
- TENESSEER
o XERHPEE S 28 HealthLake

_include

* revinclude
s _summary
* elements

_total

_sort

_count

» Chaining and Reverse Chaining(_has)

- XENBSBUEE

- XENESHRER

s TXENESZH HealthLake
- FAPOSTHEIIES

- FAGETEHIES

XENESSHEE

TRET PXENESSHER HealthLake,

XENESSHER
BE2H
_id
_lastUpdated
_tag
_profile
et

_source

DU

&R ID ( 3ETE URL)

EREF B, ARBJ[ETBITREREREE
KEFRERES.
BEMAURERRLENER.
EESEAZRERNZEER.

BEEFRRR.

XENESSHER
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BE3Y
_text

createdAt

@ Note

TIRESHEXRE 2023 F12 A 9 AZRBYNERFRE :

DU

BSERHJR,

# S BT - createdAts

_security, _source, _text, createdAt.

TREMNMARBEEEREENEEEREEEXERAFTHNEH,
FrlERimm. EEREAKXY ,

BaSER

Number

H #i/DateTime

RREEN TS ERES

=g

EESEEERTHHE, BF
IEENHF.

HKESSEE , ERVEE F
=REN , ATEZERI,

RFFLEEFE,

BESREAHRIKE. &
HIWE =2 yyyy-mm-d
dThh:mm:ss[Z]| (+]-)
hh:mm] , ERBEEHEATE

o

BEZTIERER .

date. dateTime, Period.
instant® Timing. MEHE
BEhEAELERERNF
HEF , FSE FHIR XH#R
5 i B 8,

RTBEER , SISk

#i51
[parameter]=100
[parameter]=1e2

[parameter]=1t100

[parameter]=eq2013
-01-14

[parameter]=gt2013
-01-14T10:00

[parameter]=ne2013
-01-14

XENESSHERA
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2L Eohic
F&
B

HEE
RIELBRFHE.

LEZANENARES R
5|=F 7T,

¥ # HumanName #
Address¥H, WMFEFHMEE
A, FESE FHIR 3X#4&5|H
BHumanName &} 3EH 18 B
MAddressERFERIFER,

£ : textiE WA/ ZEMRR

=
=Fo

EERFTTFEEFNER
close-to-exact , B ¥ H—¥1 5
BEREABEEL,

Es R NEEERIELEN
R fE VA TB R LARTE
RERNEM/INBLHEE
DRIPIEHBHEE BTE
BRER, | AR,

i 5

[base]/Patient?giv
en=eve

[base]/Patient?giv
en:contains=eve

[parameter]=[syste
m]|[code] :3&
#[system] BERBRE
¥ [code] BEZRBERM P K

FHEXIHE.

[parameter]=[code]
EEE , BNl ABFTERER
EEN

[parameter]=|[code]
it , BB AKFTEER
1%, BREBERLERIF.

XENESSHERA
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2L Eohic
Ba

HE
BEEHN

AN E

ERIERERSN, BF , HE—
EREEPESZESH,

RIFLEEFE,

BEHT. RENEXBES
B, RFZLEEE , BRE
NEABREMEE, REH
BERER., WEHFHREA ,
F2E FHIR XHZ5IHHE

o

i@

R T5REREE L [paramete
r]=[prefix][number
1| [system] | [code]

ESHMERNBE,

i 5

/Patient?language=
FR,NL&language=EN

Observation?compon
ent-code-value-qua
ntity=http://loinc
.0rg|8480-6%1t60

[base]/Group?chara
cteristic-value=ge
nder$mixed

[base]/Observation
?value-quantity=5.
4|http://unitsofme
asure.org|mg

[base]/Observation
?value-quantity=5.
4|http://unitsofme
asure.org|mg

[base]/Observation
?value-quantity=5.
4|http://unitsofme
asure.org|mg

[base]/Observation
?value-quantity=le
5.4|http://unitsof
measure.org|mg

[base]/Observation?
subject=Patient/23

test

XENESSHERA
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BEE2E8EE FHMER
URI ESHREEBINSEEERNET
T,
455 RIERSHWEBRNLPLEMELT
BE,
T ENERIE =28 HealthLake
HealthLake X E T 7 EREIES S E,
e iR #3451
_includc ARBREEESFRPERHE Encounter
HER, c2EEHBEEER ?_include
HITEEBSEZENEIR, =Encounte
r:subject
_revinc. ARBREESFZRPERH Patient?_
de HER, cEERSEFXTEE  id= patient-
RETERNER, identifier
& revincl
ude=Encou

_summar' FEAJARBRERHF&E,

%%‘REEI—%H#%TEE’JE% 13&
RRSFERTERN —

_elemen

nter:patient

Patient?_

summary=text

Patient?_
elements=
identifie

i 5

[base]/ValueSet?ur
l=http://acme.oxrg/
fhir/ValueSet/123

XETIHES
B : _summary=
true ., _summary=
false .

text .

_summary=
_summary=data o

S ENEREE S 2% HealthLake
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g iR £ 451 IhgE
r,active,
link
_total HEEFEESSENERE Patient?_ %# total=ac
Ho total=acc curate ., _total=none ,
urate
_sort FERERDREE | IEHER Observati T EAER BB HE
ES %*%E’JHEFJ“,EJ'" -FH on?_sort= FNumber, String,
AARERREEPNEM  status, -date Quantity, Token, URI,
BEFRA , URREBERIER Reference . RHE 2023 £

12 B9 Bz RBIANERFR
EDated XEMK HiF. REX
& 5 EHEFR A

_count #EHEEESE4HEEREER Patient?_ HEEA/NMNERA 100,
ZVER, count=100

chainine #82Z& RN THE. 488  Diagnosti
EES BREZEERAN cReport?s
TE, ubject:Pa
tient.nam

e=peter

reverse RIBESEERMTERESE Patient?_

chaininc iR has:0bser
(_has) vation:pa
tient:cod
e=1234-5
_include

EEESEH _includedFFEA b AFEEEMIBEENFHIRER, #£H _include REBEMANERZNE
/J?\O
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Example - A% _includeS X BERD B ARBNW EEFHFA

LEBSEERRPEHEConditionVWERER |, RERFEA _include BEELRFEXZ Bisubjecty
tEE, FEConditionEREE A |, subject RIERBERBEESFHEEREE,

RTBEER  S#HFNRAFTEHRER. BEZREAKY , FREESHFREERTER.

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Condition?code=49727002&_include=Condition:subject

_revinclude

EESEH _revincludedFH L AFERHEMIBEENFHIRER, £/ _revinclude REEM@E
ERENER,

Example - £ _revinclude RIS EFERERBENMHESHNBRERAR

BEETHES  SXAXRE_1JBSSHPEEHARFPatient RERMBA. RE , BULUER
f&#BEncounter:patientM IEEHMFHIRERObservation:patient,

RTBRBER  SHTNRAFIHRER. BEREARY , FRESHFREERFER.

GET https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_id=patient-
identifier&_revinclude=Encounter:patient&_revinclude=0bservation:patient

_summary

EESEH_summaryHFEH TEFERAERRFHRERN FE, SAUSZETHES—EE : true,
text, data, false., FAHMENSHERAEY, EENEREE meta.tag ' SUBSETTED ' H4E
R, RRERTRE,

* true : BEEREFERPELA HE WAMEXERE.

« text : EEEB "XF, ., Tidi. "H# xEx A UREBDEEAFETE,

- data: BEER "XF, TEUANNFRERD

- false : BEEFRWFMESRD (Z@E)

HE—-RS3

nl‘-l-}

&R | _summary=textEXE _include= _revinclude #EEZEHES.
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Example - SERFREFHRBERN "XF, &K,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_summary=text

_elements

EEESEH_elementsHEA AFBERBIEFHIRER TR, BENEREE meta.tag
'SUBSETTED'H#ERA , XRTERTRE,

_elements BHIBLNERIRNELATREEEE , SINEERBRERERN TR, RAESEHHN
REFEEE, NR_elementsB2HETSHEMNITE  ARFELZHREMAELXETENERT
e

_elements THEHARBENER (BRNESERXAS WERinclude),
HEE—#BSERP , _elementsEXE _summaryESS28ES,

Example - HU§ HealthLake ERIFREHRFEERN "B/, . AP . "EHE &k

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_elements=identifier,active,link

_total

EHSEH_totalPFEA SERFEMBFERESSENEREE, HealthLake EEESEEN E
EHFER (BRNESERA WERnatch) Bundle. total WER,

_total X accurate. none ZE({H., _total=estimate A% . HAHMEEHSHELE
Mo _total T EHAREENER (EENESERXA WERinclude),

Example - ISERFHEHFREERNEH :

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_total=accurate

_sort

HESEHA_sortPEM SRBEIEFHIGER. BRERBER RNEFRUBE , KELIEF
Br. BIFRABZERRNESSH. AMEGCEHSWRAREN.
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HE-RESFXRP , BKRZSTUCER 5 BHFFRESH. EUTNEREER-FERKRTERIEF. AR
SRR EHCERIEFHEF.

TENEFESSEEE A  Number, String, Date, Quantity, Token, URI,
Reference. MRBEBHYREBEEMN & , AIFZENEBESHETHF. fln , EEREEN
FrE2#, LS mEL2EZEHE HumanName ERFER M Patient.name TEEWFERAEMR, Ht , &
SEK B8 EREEER,

Example - ®ERFRETIESHBER , LaHE BHLUREIRFHEF

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_sort=birthdate

_count

Z2H_countEXAYHARBNETR , RAEE-—EEATEEEZLER.
HEEANERA 100, KR 100 WEAER2ERN. _count=0FX%E
Example - #8FEER , WKESEEKRNIHRES 25

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_count=25

Chaining and Reverse Chaining(_has)

PHREENROEEFHRERESREZAEREN SR , LEEEENER. BOHZEERIEH
EX, URBARASNEREE S EHENER,

R ABRAEEEEIER 100 EiE R , HealthLake #EE 4xx , WREBEHEHERNBH I E
BEZEPE,

Example — $## - EX8FFE 8 [EJ% & DiagnosticReport , HHHE BT A Peter,

GET https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/
DiagnosticReport?subject:Patient.name=peter

Example - R @i## - SRR ER , HPREERBEL —EHRSE  HPBENEXRR
1234, MBRRERBESSBTINHREER.
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GET https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_has:0bservation:patient:code=1234

X ENESE N

ESEthaeRlFTREMVEEEA. FONFTEE S8 KEEE0 HealthLake £ A A MBE, Hlwn , &
Al LA :containsiEEREBANZERBVEIE —ENEE  LELETEEESERY,

X ENE SIS N
BaEdsk Type
 iBR BT ZAMPIE S8 Composite
exact FE
as FH
: not B
: text Rt
L BB BEER
XENES RS

BRLMERESLERREFESTEFEENEE, EUNEESHT. AHNHERURER LR
B PRIIE XENESLEEFRHEER HealthLake.

X ENES EEER
BELEER EEPUN
eq ERP 2ENESNEHNE.
ne ERP SBNEFTERERNE.
gt ERT 2EHNEARREHRNE.
It ERT 2ENEPMREHRBE.
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BEHRR DU

ge ERP SENEARIEREHRBE,
le ERP 2ENEPMRIEFRERBE,
sa R 2BNESERHANERRER,
eb ERT S2BNERRHENEZIRER,

A ENE Z 28 HealthLake

NEZEESSHNTE , BSHEFHIRESZSHEHIE, HealthLake XEFMEESSH , ERX
50 Y B BRI
TRENEESH
EHEMK Location-near
B4R BT Consent-source-reference
EHAR =¥ SEE-
EhER BERAR
BB EREHN
FAPOSTEIHIE S

&R LAEIB IR IPOSTRE R RIE E HealthLake ERMFHRIE, ERLE URISK FRANFIREEHDS
¥, BEEEE-FRDEATE,

REBEFWEHPIERZREER.

@ Note
HRSRBEAGDHBBER (PI) HF {%E{Eﬂéﬁﬁ(PHl)ﬂ’Jéa@ BEMFEAPOSTHE R,
EPOSTEERS , PlIZk PHI €8 AFERAXH — , SWHEEwm P mE,

FTXENES2H HealthLake 74
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FEPOSTRERAXHER SEIREHFEREK , 3BFMA Content-Type: application/x-www-form-
urlencoded % EEMN —

AEBRBUMAER T EREEPOSTRES MEH,

- Fir : FHTR FEENEREEFHIR, MRkt ﬁ?éﬁﬁﬂlﬁr$ﬁiﬁﬁmﬂﬁ o, HEERE
REFHIFEHAELS —HEE , FEA the section called “XENESLEER", WHEFMEHR ,
A2H FHIR XHREIFHERER B2

- R’ WERBRSRFREERSMHBOFHEER , fIU2E. Bh. BREGCNEBES LHE
BEREE. BEE—STH , F2E FHR XA4XRSIPMERER . 4. SBRE PRI XH
HealthLake 23 #8944 DocumentReference, EIRHPOSTiEKREF , TR S HEBRELHIEIER,
EECEEM , EXEEEESPARGERIEEBRMRBIT.

« DocumentReference : XENERER HealthLake, W EFRER T ESE T MERNH, EEHE
—5TH#  ESH FHIR XHR3IHWEFRERE . DocumentReference HealthLake thig it & x4
E’J%Aﬁ AFEE EE (NLP) DocumentReference, T/ HE—F T , 5E2H Rig P EREENEA
ZESERE (NLP) , £/ BB &£ FHIR DocumentReference &R AWS HealthLake,

- Vi WERBECEBARNVE (ARNBERENME ﬂ $5‘E¢EEZRE*E) MEAH., EXEE
B, MBFMEF , F2H FHIR XHR5|IFHNEFRER : VB,

- B YRR, HEIHMEBAFIMOAENHEZRH, FRBERPIREINXH HealthLake B 1L
FTHY B DocumentReference BiR. B EE—F 7 RN HealthLake B EIR , FF2H BIE
ERBERENBARBERE (NLP) , fFH BB E£FHIR DocumentReference & AWS HealthLake.
FEREPOSTREREK , AR RELIHIEEE, EETSEM  EXEEEESPABRERIEESR
MEVERBIRF, BEER S TH , BHSE FHIR XHRSIFHNERER | B,

BEZSIEBREINABSEETERERANEGES, CTSNAEBRAXPIEERERNEH,
Age

FRATYIEE , WPatient&ERERIRH POSTHIESHE R, WESFMHeqESHERB[RES
1997 FHENE A

ELAEERRURLMGBRA, AT REFR B5EH|URL.

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/_search

BREEESPIEEFH 1997 , AL TITEFEEFTRA.
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birthdate=eql1997

JSON [ElfE

FRINEF , GRS 200HTTPE FER IS E LA JSONE FE,

Condition

FEATHEEEConditionEREHIBHPOSTIE R, HESEH I HealthLake EREHEFEE
EEFRTE ML E72892002,

AR ERRURLMFBRAN, AT RFR WEHIURL,

POST https://healthlake.your-region.amazonaws.com/datastore/youxr-datastore-id/r4/
Condition/_search

EEEELERSNERE , B LIJSONTRFTEEFRRA.
code=72892002

JSON [ElIfE

RINEE BN T200HTTPEIERTE, ATERZRE , THJSONE ECEE.

{
"resourceType": "Bundle",
"type": "searchset",
"entry": [{
"resource": {
"resourceType": "Condition",
"id": "@063326c-6b42-4d13-af2f-1lefe@ab5f016",
"meta": {
"lastUpdated": "2022-08-23T00:22:49.681Z"
I
"clinicalStatus": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/condition-clinical",
"code": "resolved"
1]
I

"verificationStatus": {
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/condition-ver-status",
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"code": "confirmed"
1]
},
"code": {
"coding": [{
"system": "http://snomed.info/sct",
"code": "72892002",
"display": "Normal pregnancy"
1,
"text": "Normal pregnancy"
},
"subject": {
"reference": "Patient/5fc0070a-696a-4855-9439-175f1c641a33"
I

"encounter": {

"reference": "Encounter/44078ab9-7ac7-4731-9ac8-4b3ff21a7bdb"
},

"onsetDateTime": "2019-08-15T01:19:17-07:00",
"abatementDateTime": "2020-03-26T01:19:17-07:00",
"recordedDate": "2019-08-15T01:19:17-07:00"

},
"search": {
"mode": "match"
}
},
{
"resource": {
"resourceType": "Condition",
"id": "d@@afdb2-1d2c-44fe-9f3b-033cOfe751a3",
"meta": {
"lastUpdated": "2022-08-23T00:20:47.100Z"
I
"clinicalStatus": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/condition-clinical",
"code": "resolved"
1]
I
"verificationStatus": {
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/condition-ver-status"
"code": "confirmed"
1]
I

’
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"code": {

"coding": [{
"system": "http://snomed.info/sct",
"code": "72892002",
"display": "Normal pregnancy"

11,

"text": "Normal pregnancy"
1,
"subject": {

"reference": "Patient/d@a5cdle-8da7-41bd-9b2f-41leef45246e5"
},

"encounter": {

"reference": "Encounter/73758e67-4aaf-4e80-982b-8821f0b6fdfb"
.
"onsetDateTime": "2019-06-13T20:37:40-07:00",
"abatementDateTime": "2020-01-23T19:37:40-08:00",
"recordedDate": "2019-06-13T20:37:40-07:00"

1,
"search": {
"mode": "match"
}
}
]
}
DocumentReference

EEEBFEDocumentReference&EREH FIRHPOSTFEREF HealthLake , EE B ARESRE
(NLP) B9#ER | BEENILER , TR

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
DocumentReference/_search

EEREEMLRESEMN DocumentReference JTE |, 820K ES52 8, BREBRAXTEILIEE
£ JSON,

_lastUpdated=1e2021-12-19&infer-icdl@cm-entity-text-concept-score;=streptococcal|
0.6&infer-rxnorm-entity-text-concept-score=Amoxicillin|@.8

HWEHFRFEAZEESSERESANRELESBENLPHE RN Amazon Comprehend Medical
APIR1E,
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Location

FEATHEEY LocationERERIEHPOSTER,
BHEBRETEMAEIU—HoNE,

L AEERRURLMNGBRA, AT RFR BEEHIURL.

POST https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/

Location/_search

FEERSPEERTIE , FHTIHTEMEEFBTRAN

address=Boston

JSON [ElfE

RINEE BN T200HTTPEIERE, ATERZRRE , SBEJSONEFE,

{
"resourceType": "Bundle",
"type": "searchset",
"entry": [{
"resource": {
"resourceType": "Location",
"id": "@ab903c7-25c5-4ae4-8354-be88f9c5f2ee",
"meta": {
"lastUpdated": "2022-08-23T0Q0:24:24.570Z"
I
"status": "active",

"name": "BRIGHAM AND WOMEN'S HOSPITAL",
"telecom": [{

"system": "phone",
"value": "6177325500"
1,
"address": {
"line": [

"75 FRANCIS STREET"
1,

"city": "BOSTON",
"state": "MA",
"postalCode": "02115",
"country": "US"

}I

# HealthLake ERIZHEFEE
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"position": {
"longitude": -71.020173,
"latitude": 42.33196
},
"managingOrganization": {
"reference": "Organization/27379046-608b-32f0-9df7-8c833cf5d11d",
"display": "BRIGHAM AND WOMEN'S HOSPITAL"

}
},
"search": {
"mode": "match"
}
},
{
"resource": {
"resourceType": "Location",
"id": "cabe7f65-4eb5-4bff-9a6f-07bc80acf8d0o",
"meta": {
"lastUpdated": "2022-08-23T00:20:47.100Z"
},
"status": "active",

"name": "BETH ISRAEL DEACONESS MEDICAL CENTER",
"telecom": [{

"system": "phone",
"value": "6176677000"
1,
"address": {

"line": [

"330 BROOKLINE AVENUE"
1,

"city": "BOSTON",
"state": "MA",
"postalCode": "02215",
"country": "US"
I
"position": {
"longitude": -71.020173,
"latitude": 42.33196
I
"managingOrganization": {
"reference": "Organization/cb6a50e@-af76-3758-99ad-3200ede@3fff",
"display": "BETH ISRAEL DEACONESS MEDICAL CENTER"
}
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},
"search": {
"mode": "match"
}
}
]
}

Observation

FATHEEH0observationERERIEH POSTHIESFE R, MBS FHvalue-conceptiE S
SRS KER 266919005, WARRERT Never smoker,

BB REEFRURLMFARAI, A TRFR WEHIURL,

POST https://healthlake.your-region.amazonaws.com/datastore/youxr-datastore-id/r4/
Observation/_search

EEIETEAMRE | 357 Never smoker WX value-concept=266919005+ 5% E JSON,

value-concept=266919005

JSON [ElfE

RINEF | BEWF200HTTPEIERE, ATERZRE , THJSONE ECEE.

{

"resourceType": "Bundle",

"type": "searchset",

"link": [{

"relation": "next",

"url": "https://healthlake.us-west-2.amazonaws.com/
datastore/3651c6d3cle81e785adba®6b710b52a9/r4/0bservation?value-
concept=266919005&=AAMA-
EFRSURBSG1pcGIyN250ZGOWRXVnTTFOdmtxQk9Bb3YQYjhVcVdUMGV0@eVozNmdjQUINRjRNUUtscjhCZ1NMUG84VGNQgN

1,
"entry": [{
"resource": {
"resourceType": "Observation",
"id": "Q00038e0-71c6-4cc@-9c6c-50c8b1c53309",
"meta": {
"lastUpdated": "2022-11-03T01:02:38.981Z"
},
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"status": "final",
"category": [{
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/observation-category",
"code": "survey",
"display": "survey"
1]
1,
"code": {
"coding": [{

"system": "http://loinc.org",
"code": "72166-2",
"display": "Tobacco smoking status NHIS"

11,

"text": "Tobacco smoking status NHIS"
.

"subject": {

"reference": "Patient/598c9d7a-0494-448e-a8le-d50e3606e8db"
iy

"encounter": {

"reference": "Encounter/86bdee4a-2aa9-474a-b43f-6237cd68e512"
.
"effectiveDateTime": "2019-12-11T19:44:57-08:00",
"issued": "2019-12-11T19:44:57.438-08:00",
"valueCodeableConcept": {

"coding": [{

"system": "http://snomed.info/sct",

"code": "266919005",

"display": "Never smoker"
1,
"text": "Never smoker"
}
},
"search": {
"mode": "match"
}
},
{
"resource": {
"resourceType": "Observation",
"id": "Q@c2f6260-e671-4cfd-ac3d-e75f073fa3cd",
"meta": {

"lastUpdated": "2022-11-03T01:05:21.4882"
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},
"status": "final",
"category": [{
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/observation-category",
"code": "survey",
"display": "survey"
1]
1,
"code": {
"coding": [{
"system": "http://loinc.oxg",
"code": "72166-2",
"display": "Tobacco smoking status NHIS"
1,
"text": "Tobacco smoking status NHIS"
},
"subject": {
"reference": "Patient/89d9a9b7-9720-4881-a2ab-d7907544b26f"
1,

"encounter": {

"reference": "Encounter/8ebba7b0-fdfc-4ecl-a9aa-907cccf60925"
},
"effectiveDateTime": "2018-11-17T03:59:36-08:00",
"issued": "2018-11-17T03:59:36.550-08:00",
"valueCodeableConcept": {

"coding": [{

"system": "http://snomed.info/sct",

"code": "266919005",

"display": "Never smoker"
1,
"text": "Never smoker"
}
.
"search": {
"mode": "match"
}
}
]
}
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EFGETEHIES

A LUEIB IR I GETRE R RIE S HealthLake ERMFMIE, HealthLake EXERHEHSHES 1 —
#HAURI, MIEFERAXXH —& 2

® Note

HRASREAGDEINER (P) AZTREEBEEN (PH) WEH , BEMFEAPOSTERK,
EPOSTEERH |, PIIE PHI 8 AR RKAXKN —F 0 , WEE@F NE,

FERHMAER GETRXENEREEETESAVEH] HealthLake,

- Fiip : FHTR PEENEREEFHR, R , FHSHNAREIEREEN —H0, BERE
BEFHIFHEAERS —BERE , BFEEMEHA the section called "X ENES tl:?igﬁ Zlﬂa?nﬁﬂiﬁ
A, F2E FHIR XA REIPWEREE : HFE,

- R/ HERELSREEBRSSAHBNFMEER , fIMZE. B, BREGENEES LH
FEIREE. EEE—STH , #2828 FHR XHREIFHNERER : 4. SBE BHIXH
HealthLake 23 #T#Y &4 DocumentReference, 7EIRHPOSTEREF , AR S HEBRELHIEIER,
EETECH , BEXEEESPARGERIEEBRMHEBT,

« DocumentReference : XEIERER HealthLake, WEFRER T ESZTMERLN H, %Eiﬁ
—$ TR, BFSH FHIR XHRS|IHMEFRERE . DocumentReference, HealthLake thig{it
1¢E’J¥AE§*m S (NLP) DocumentReference, MEE—F T , F2H £ EFﬁJ?*E*“E’J B

MREBSERE (NLP) , 1 BEE4£FHIR DocumentReference &R AWS HealthLake,

- VB WEREESEARUE (ARBRARBNLS K BESLEEIEE ) NEAH. EXEE
ME, MEFMEESA  F2H FHIR XHRSIPHNERES . UE,

- BiE R E, REJHMIBAMHMWIAIENEERH, SRBEERPRII XY HealthLake I
TR ERE DocumentReference ElR. &EHE—F 7 {7 HealthLake B ER , F2E BIE &
BREANWBAESERE (NLP) , £/ BEE£FHIR DocumentReference &R AWS HealthLake,
FEIREPOSTRERK , AR EHRELHIBER, BETEEM, "‘MﬁE’Eﬁ 2P ABREREER
WNEBRF, FEE—DTH L F2E FHIR XHRSIPHNERER . B,

BERSIEBRFERERUMAESEEERERNES, HhESMAE PEEFRNVEHIURI, LUKRHE
EAFJSONEFE,
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Age

EATHIEE , BPatientBREEREHGETH RERNEBSHE R, BESEMHeqESLEERNRE
£ 1997 FHEMEA.

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastoxe-id/r4//
Patient?birthdate=eql997

JSON [El1fE

BRI, BZEWEI200HTTPE ERER.

Condition

EATHEBEHConditionEREREHGETHE R, KESESHK HealthLake ERFREFEE
BRI N{E72892002,

IEMAEERRURLMFBRA, AT RFR BEEHIURL,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Condition?code=72892002

JSON [EfE
RINEF , EFWF200HTTPEERTE., A7 EEZER , THJISONEEC B .

{

"resourceType": "Bundle",
"type": "searchset",
"entry": [{
"resource": {
"resourceType": "Condition",
"id": "Q063326c-6b42-4d13-af2f-1lefe@ab5f016",
"meta": {
"lastUpdated": "2022-08-23T00:22:49.681Z"
},
"clinicalStatus": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/condition-clinical",
"code": "resolved"
1]
},
"verificationStatus": {
"coding": [{
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"system": "http://terminology.hl7.org/CodeSystem/condition-ver-status",
"code": "confirmed"
1]
I
"code": {
"coding": [{
"system": "http://snomed.info/sct",
"code": "72892002",
"display": "Normal pregnancy"
1,
"text": "Normal pregnancy"
I
"subject": {
"reference": "Patient/5fc@070a-696a-4855-94a9-175f1c641a33"
},

"encounter": {

"reference": "Encounter/44078ab9-7ac7-4731-9ac8-4b3ff21a7bdb"
.
"onsetDateTime": "2019-08-15T01:19:17-07:00",
"abatementDateTime": "2020-03-26T01:19:17-07:00",
"recordedDate": "2019-08-15T01:19:17-07:00"

I
"search": {
"mode": "match"
}
I
{
"resource": {
"resourceType": "Condition",
"id": "d@oafdb2-1d2c-44fe-9f3b-033c0fe751a3",
"meta": {
"lastUpdated": "2022-08-23T00:20:47.100Z2"
},
"clinicalStatus": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/condition-clinical",
"code": "resolved"
1]
},
"verificationStatus": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/condition-ver-status",
"code": "confirmed"
1]
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},
"code": {
"coding": [{
"system": "http://snomed.info/sct",
"code": "72892002",
"display": "Normal pregnancy"
1,
"text": "Normal pregnancy"
},
"subject": {
"reference": "Patient/d0@a5cdle-8da7-41bd-9b2f-41leef45246e5"
.

"encounter": {
"reference": "Encounter/73758e67-4aaf-4e80-982b-8821f0befdfb"
},
"onsetDateTime": "2019-06-13T20:37:40-07:00",
"abatementDateTime": "2020-01-23T19:37:40-08:00",
"recordedDate": "2019-06-13T20:37:40-07:00"
},
"search": {
"mode": "match"
}
}
]
}

DocumentationReference

L EHIRE A AP ET A SEIKE B th BB I amoxicillin B2 3% |, #£DocumentReference&RiEHY
FETEBEEK,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
DocumentReference?_lastUpdated=1e2021-12-19&infer-icdl@cm-entity-text-concept-
score;=streptococcal|0.6&infer-rxnorm-entity-text-concept-score=Amoxicillin|@.8

& , EEgWE T FIJSONEFE,

{
"resourceType": "Bundle",
"type": "searchset",
"entry": [

{

"resource": {
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"resourceType": "DocumentReference",
"id": "985c3e94-4219-4c79-97al-c94694525e24",
"meta": {
"lastUpdated": "2020-11-23T06:09:10.719Z2"
},
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/",
"extension": [
{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/",
"extension": [
{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/raw-

response",

"valueString": "{Entities: [{Id: @,Text: otitis media,Category:
MEDICAL_CONDITION, Type: DX_NAME,Score: 0.9815994,BeginOffset: 151,EndOffset:
163,Attributes: [],Traits: [{Name: DIAGNOSIS,Score: 0.950424253}],ICD1@CMConcepts:
[{Description: Otitis media, unspecified, unspecified ear,Code: H66.90,Score:
0.7176407}, {Description: Otitis media, unspecified,Code: H66.9,Score:
0.6930445}, {Description: Otitis media, unspecified, left ear,Code: H66.92,Score:
0.688161}, {Description: Otitis media, unspecified, bilateral,Code: H66.93,Score:
0.6748094}, {Description: Otitis media, unspecified, right ear,Code:
H66.91,Score: 0.66456183}]1}, {Id: 1,Text: streptococcal sore throat,Category:
MEDICAL_CONDITION, Type: DX_NAME,Score: 0.92208487,BeginOffset: 461,EndOffset:
486,Attributes: [],Traits: [],ICD1@CMConcepts: [{Description: Streptococcal
pharyngitis,Code: J02.0,Score: 0.55638546}, {Description: Acute streptococcal
tonsillitis, unspecified,Code: J03.00,Score: 0.53159785}, {Description:
Streptococcal sepsis, unspecified,Code: A40.9,Score: ©0.51865804}, {Description:
Acute pharyngitis, unspecified,Code: J02.9,Score: 0.45085955}, {Description:
Streptococcal infection, unspecified site,Code: A49.1,Score: 0.41550553}]},

{Id: 3,Text: disorder,Category: MEDICAL_CONDITION, Type: DX_NAME, Score:
0.9191257,BeginOffset: 488,EndOffset: 496,Attributes: [],Traits: [{Name:
DIAGNOSIS,Score: ©0.933720773}],ICD10CMConcepts: [{Description: Parkinson's
disease,Code: G20,Score: ©0.6959145}, {Description: Illness, unspecified,Code:
R69,Score: 0.68428487}, {Description: Disorder of bone, unspecified, Code:
M89.9,Score: 0.6542605}, {Description: Unspecified mental disorder due to known
physiological condition,Code: FQ@9,Score: 0.6240179}, {Description: Mental disorder,
not otherwise specified,Code: F99,Score: 0.61046}]1}],ModelVersion: 0.1.0}"

.

{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/

model-version",

"valueString": "0.1.0"
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}I
{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-
cm-icdl1@-entity",
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
aws-cm-icdl1@-entity-id",
"valueInteger": 0
I
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
aws-cm-icdl1@-entity-text",
"valueString": "otitis media"
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
aws-cm-icdl1@-entity-begin-offset",
"valueInteger": 151
I
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
aws-cm-icdl@-entity-end-offset",
"valueInteger": 163
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
aws-cm-icdl1@-entity-score",
"valueDecimal": ©.9815994
I
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
aws-cm-icd1@-entity-ConceptList",
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-
icdl0/aws-cm-icdl1l@-entity-Concept",
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/
infer-icdl1@/aws-cm-icdl@-entity-Concept-Code",
"valueString": "H66.90"
},
{
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infer-icd1@/aws-cm-

unspecified ear"

infer-icd1@/aws-cm-

icdl@/aws-cm-icdl10-

infer-icdl10/aws-cm-

infer-icd1@/aws-cm-

infer-icdl10/aws-cm-

icd1@/aws-cm-icdl10-

infer-icd1@/aws-cm-

"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Description”,
"valueString": "Otitis media, unspecified,

},
{
"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Score",
"valueDecimal": 0.7176407

]
I
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-
entity-Concept",
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Code",
"valueString": "H66.9"
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Description”,
"valueString": "Otitis media, unspecified"
I
{
"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Score",
"valueDecimal": 0.6930445

]
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-
entity-Concept",
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Code",
"valueString": "H66.92"
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Location

ERATSREH L ocationERBEHREHGETHER, IESEHIKX HealthLake EREFREF T EH
mEBR T EM AU — o E.

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4//
Location?address=boston

JSON [ElfE

RINEE  BEWT200HTTPEIERE, ATEZRE , EBHEJSONEFE,

{
"resourceType": "Bundle",
"type": "searchset",
"entry": [
{
"resource": {
"resourceType": "Location",
"id": "@ab6903c7-25c5-4ae4-8354-be88f9c5f2ee",
"meta": {
"lastUpdated": "2022-08-23T00:24:24.570Z"
},
"status": "active",

"name": "BRIGHAM AND WOMEN'S HOSPITAL",
"telecom": [

{
"system": "phone",
"value": "6177325500"
}
1,
"address": {
"line": [
"75 FRANCIS STREET"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02115",
"country": "US"
I

"position": {
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"longitude": -71.020173,
"latitude": 42.33196
},
"managingOrganization": {
"reference":
"Organization/27379046-608b-32f0-9df7-8c833cf5d11d",
"display": "BRIGHAM AND WOMEN'S HOSPITAL"

I
"search": {
"mode": "match"

"resource": {
"resourceType": "Location",
"id": "3cc3ad99-e0ff-48b4-b277-052abfc41058",
"meta": {
"lastUpdated": "2022-08-23T00:19:37.029Z"
I
"status": "active",
"name": "NEW ENGLAND BAPTIST HOSPITAL",
"telecom": [

{
"system": "phone",
"value": "6177545800"
}
1,
"address": {
"line": [
"125 PARKER HILL AVENUE"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02120",
"country": "US"
},

"position": {
"longitude": -71.020173,
"latitude": 42.33196
},
"managingOrganization": {
"reference": "Organization/9a7149fa-49fc-3c87-b935-
d29c55808717",
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"display": "NEW ENGLAND BAPTIST HOSPITAL"

I
"search": {
"mode": "match"

"resource": {
"resourceType": "Location",
"id": "3f956715-3890-4235-85be-3fba5e3488ee",
"meta": {
"lastUpdated": "2022-08-23T00:23:38.981Z"
I
"status": "active",
"name": "MASSACHUSETTS GENERAL HOSPITAL",
"telecom": [

{
"system": "phone",
"value": "6177262000"
}
1,
"address": {
"line": [
"55 FRUIT STREET"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02114",
"country": "US"
},

"position": {
"longitude": -71.020173,
"latitude": 42.33196

iy

"managingOrganization": {

"reference": "Organization/d78e84ec-30aa-3bba-a33a-

£29a3a454662",
"display": "MASSACHUSETTS GENERAL HOSPITAL"

I
"search": {
"mode": "match"
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},
{
"resource": {
"resourceType": "Location",
"id": "6cc@7b51-7287-443c-b772-c864f7831el3",
"meta": {
"lastUpdated": "2022-08-23T00:21:11.045Z"
I
"status": "active",

"name": "TUFTS MEDICAL CENTER",
"telecom": [

{
"system": "phone",
"value": "6176365000"
}
1,
"address": {
"line": [
"800 WASHINGTON STREET"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02111",
"country": "US"
},

"position": {
"longitude": -71.020173,
"latitude": 42.33196
},
"managingOrganization": {
"reference": "Organization/b7175ab4-
bde5-3848-891b-579bccb77c7c",
"display": "TUFTS MEDICAL CENTER"

}
},
"search": {
"mode": "match"
}
},
{
"resource": {
"resourceType": "Location",
"id": "8101300f-f685-49e7-b428-43b7855c39¢ee",
"meta": {
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"lastUpdated": "2022-08-23T00:22:06.474Z"
iy
"status": "active",
"name": "BOSTON CHILDREN'S HOSPITAL",
"telecom": [
{
"system": "phone",
"value": "6177356000"

1,
"address": {
"line": [
"300 LONGWOOD AVENUE"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02115",
"country": "US"
},
"position": {
"longitude": -71.020173,
"latitude": 42.33196
},
"managingOrganization": {
"reference": "Organization/d7b11827-25f2-350b-
bcd8-939fc59851b0",
"display": "BOSTON CHILDREN'S HOSPITAL"

I
"search": {
"mode": "match"

"resource": {
"resourceType": "Location",
"id": "8b7641d3-6997-48bb-bd60-23e35dfaaed9d",
"meta": {
"lastUpdated": "2022-08-23T00:20:47.099Z"
I
"status": "active",
"name": "BRIGHAM AND WOMEN'S FAULKNER HOSPITAL",
"telecom": [

{
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"system": "phone",
"value": "6179837000"
}
1,
"address": {
"line": [
"1153 CENTRE STREET"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02130",
"country": "US"
},

"position": {
"longitude": -71.020173,
"latitude": 42.33196
},
"managingOrganization": {
"reference": "Organization/d733d4a9-080d-3593-
b910-2366e652b7ea",
"display": "BRIGHAM AND WOMEN'S FAULKNER HOSPITAL"

I
"search": {
"mode": "match"

"resource": {
"resourceType": "Location",
"id": "998ef80b-7b58-4dc3-99ac-c440ec9e282d",
"meta": {
"lastUpdated": "2022-08-23T00:21:11.046Z"
I
"status": "active",
"name": "BRIGHAM AND WOMEN'S FAULKNER HOSPITAL",
"telecom": [

{
"system": "phone",
"value": "6179837000"
}
1,
"address": {
"line": [
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"1153 CENTRE STREET"

1,
"city": "BOSTON",
"state": "MA",

"postalCode": "02130",
"country": "US"
},
"position": {
"longitude": -71.020173,
"latitude": 42.33196
},
"managingOrganization": {
"reference": "Organization/d733d4a9-080d-3593-
b910-2366e652b7ea",
"display": "BRIGHAM AND WOMEN'S FAULKNER HOSPITAL"

I
"search": {
"mode": "match"

"resource": {
"resourceType": "Location",
"id": "c454bed3-7013-4376-81cf-4f49342F1402",
"meta": {
"lastUpdated": "2022-08-23TQ0:24:24.573Z"
I
"status": "active",
"name": "MASSACHUSETTS GENERAL HOSPITAL",
"telecom": [

{
"system": "phone",
"value": "6177262000"
}
1,
"address": {
"line": [
"55 FRUIT STREET"
1,

"city": "BOSTON",
"state": "MA",
"postalCode": "02114",
"country": "US"

EFAGETEfIE S
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iy

"position": {
"longitude": -71.020173,
"latitude": 42.33196

},
"managingOrganization": {
"reference": "Organization/d78e84ec-30aa-3bba-a33a-
f29a3a454662",
"display": "MASSACHUSETTS GENERAL HOSPITAL"

I
"search": {
"mode": "match"

"resource": {
"resourceType": "Location",
"id": "ca5e7f65-4eb5-4bff-9a6f-07bc80acf8do",
"meta": {
"lastUpdated": "2022-08-23T00:20:47.100Z"
I
"status": "active",
"name": "BETH ISRAEL DEACONESS MEDICAL CENTER",
"telecom": [

{
"system": "phone",
"value": "6176677000"
}
1,
"address": {
"line": [
""230 BROOKLINE AVENUE"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02215",
"country": "US"
},

"position": {
"longitude": -71.020173,
"latitude": 42.33196

iy

"managingOrganization": {
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"reference": "Organization/cb6a50e0-
af76-3758-99ad-3200ede@3fff",
"display": "BETH ISRAEL DEACONESS MEDICAL CENTER"

I
"search": {
"mode": "match"

Observation

FEHATHIER , $observationEREHREHGETI AEBRNESHE R, HESFEAvalue-
conceptiE SZSHRSKEE 266919005, LARRER R Never smoker,

BB AEEERFRURLNERFE, AT REFR WEHIURL,

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Observation?value-concept=266919005

EEIEEMEE , Never smokeriEi§ value-concept=266919005: X EAEHFH,
JSON [ f&E

Bk, BERTI200HTTPRIERR. B TEEER , THISONEEEEE,

{

"resourceType": "Bundle",

"type": "searchset",

"link": [{

"relation": "next",

"url": "https://healthlake.us-west-2.amazonaws.com/
datastore/3651c6d3cle81e785adba®6b710b52a9/xr4/0bservation?value-
concept=266919005&=AAMA-
EFRSURBSGlpcGIyN250ZGOWRXVnTTFOdmtxQk9Bb3YQYjhVcVdUMGV@eVozNmdjQUINRjRNUUtscjhCZ1NMUG84VGNQgN

1,
"entry": [{
"resource": {
"resourceType": "Observation",
"id": "Q00038e0-71c6-4cc@-9c6c-50c8b1c53309",
"meta": {
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"lastUpdated": "2022-11-03T01:02:38.981Z"

I
"status": "final",
"category": [{
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/observation-category",
"code": "survey",
"display": "survey"
1]
1,
"code": {
"coding": [{
"system": "http://loinc.org",
"code": "72166-2",
"display": "Tobacco smoking status NHIS"
1,
"text": "Tobacco smoking status NHIS"
I
"subject": {
"reference": "Patient/598c9d7a-0494-448e-a8le-d50e3606e8db"
},

"encounter": {

"reference": "Encounter/86bdee4a-2aa9-474a-b43f-6237cd68e512"
.
"effectiveDateTime": "2019-12-11T19:44:57-08:00",
"issued": "2019-12-11T19:44:57.438-08:00",
"valueCodeableConcept": {

"coding": [{

"system": "http://snomed.info/sct",

"code": "266919005",

"display": "Never smoker"
1,
"text": "Never smoker"
}
},
"search": {
"mode": "match"
}
},
{
"resource": {
"resourceType": "Observation",

"id": "@c2f6260-e671-4cfd-ac3d-e75f073fa3cd",
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"meta": {
"lastUpdated": "2022-11-03T01:05:21.488Z"
1,
"status": "final",
"category": [{
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/observation-category",
"code": "survey",
"display": "survey"
]
1,
"code": {
"coding": [{

"system": "http://loinc.oxg",
"code": "72166-2",
"display": "Tobacco smoking status NHIS"

1,

"text": "Tobacco smoking status NHIS"
},

"subject": {

"reference": "Patient/89d9a9b7-9720-4881-a2ab-d7907544b26f"
I

"encounter": {
"reference": "Encounter/8ebba7b0-fdfc-4ecl-a9aa-907cccf60925"
},
"effectiveDateTime": "2018-11-17T03:59:36-08:00",
"issued": "2018-11-17T03:59:36.550-08:00",
"valueCodeableConcept": {
"coding": [{
"system": "http://snomed.info/sct",
"code": "266919005",

"display": "Never smoker"
1,
"text": "Never smoker"
}
I
"search": {
"mode": "match"
}
}
]
}
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BERFHIRE R 2 068

FHIR history EB)&#iE HealthLake ERFREP R EFHIRERNE L L%, ERALES , &9
DHEFHIRERHASMAEE SR MEE, fEEXARGAR , EEERIENERREELRE
o

® Note

FHIR 1R#57E5% , ERhistory®7E 10/25/2024 2 Z B M M FTA HealthLake ERZH[EH
BA. MRENEREFREELBEZIEL , EUURERIZEZRBUMAFHIRhistory R
B, A ZIRBIAWS Support Center Console, EEBEI R , BEALEHW AWS IRFE |
RIBIBIFE M RHI,

£/ HTTP GETaw S #i{ThistoryHE &, FHIR E& create. updatefl deleteBEXEREZE
R E L IRA, HealthLake X#EFHIRhistory BB TS S,

HealthLake X #EFHIRhistoryHW EEBESSH

EE22H iR
_count : integer ERLESERNEE LR, ARSI ERER

HNBE , RENEFRERERAFNESERUE
LR, UAREERE,

_since : instant ETSEENRBRR 2 EBEITNERRA,

_at : date(Time) EosRBEEPEEHEAEEREENE
BIERMA, MFEFMAENR , 528 HL7 FHIR
RESTful APl X#fdate?dH .

THEHEED FFHIRPatientEREE 100 EELE SR HealthLake, HEMREFURLER
8 FHBEERZER, HBERAURLE

GET https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/Patient/id/
_history?_count=100

EE R SRR % 102


https://console.aws.amazon.com/support/home#/
https://www.hl7.org/fhir/R4/search.html#date

AWS HealthLake HBEABER
B ESEEEHNEORARIEEFHIRER FBundle , EHEREAS history. EEERENREAESR

iRk, RBRUREMAHRF , YIEEMMBRAER. FEhistoryEFHNHMER , 38268 HL7 FHIR
RESTful APl X#fhistoryHH .

® Note

B LR R EhistoryBEFHIRERER, EEEERY , FEA B RHFIAWS Support
Center Console, ZEEVEH , FEALHN AWS IRF |, REBBIEEI M,

AR A4S T MO HIRE R 5 5265

FHIR vread EBI&#t ¥ HealthLake ERFREF N ERHATHRAEEREN. ERALEE , &7
BRFHIRERNAR , WEIBEMNEERBE &,

HealthLake ES X ESEXEERCapabilityStatement.rest.resource.versioningfy
MRA$2 %], HealthLake FTEEREREEMEER L#BEE Resource.meta.versionId(vid),

BUAFHIRhistory EEIEF ( FERRATE 10/25/2024 2 REIMMNERENE K REFBRABENERE
MIE ) , BundleEIEREE vidiiAs BW—F D location, EFHEHF , vidEBERAEF 1. &
EmRTEEHS , 52/ E 5] Bundle/bundle-response (JSON),

"response" : {
"status" : "201 Created",
"location" : "Patient/12423/ history/1",
..}

A HTTP GETH S HTvreadBEE), Tilvread EBISEOE—HTEE K HPhEEA FIEERRK
FHIRPatientz BERPEERFIIEEN AR vid, BEE TG PREBEURLER , BBBHESE
Rz, HENURLE -

GET https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/Patient/id/
_history/vid

(® Note

MREEBHFHIRE RvreadE R~ historyHE) , HealthLake —E2EE &R EE R
Y SR FTRR AR

R4S ENFHIRE R E S 50 6% 103


https://www.hl7.org/fhir/r4/bundle.html
https://www.hl7.org/fhir/R4/http.html#history
https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/
https://hl7.org/fhir/R4/capabilitystatement-definitions.html#CapabilityStatement.rest.resource.versioning
https://hl7.org/fhir/R4/bundle-definitions.html#Bundle.entry.response.location
https://build.fhir.org/bundle-response.json.html

AWS HealthLake HEASER

mFEvread EBHWEMEA , FSREHL7TFHIRBREAPIXX frHvreadl o

£ A% E SFTAFHIRRESTAPIREINBREER

RE S BERESSAREIFHRFEER , UREZFEMBNTMEMER, WIRETHARREMH
RETRHEEERSKNER  IFRUEHNTEFEMEMBHAEER TH., HealthLake XEFERE
ID ¥y $SFREIEE.,

(® Note
2024 £ 2 B 27 BBEBIUMERENEB I X ERE STERE.

HiSERRmBHENMEER
8 SERRER T UARESTAPIIRIE | ML FEAIFTR,

GET Request

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/patient-id/$everything

® Note

EEFHNEREMRERERMER ID HF.
o] fE — == 1E A Bundle.totals

RE SRS H

HealthLake BT 5IEHSH

28 FAIE
AF9 WMESEERKG A RNAEREER.
end EREENGERBHZBEMEREER,

R E $SFTAFHIRAPIZE 104
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28 FHmEA

since MESEEAHRENNAMEREER.
_type MK EEREENEEER.
_count BEREENAEEREAN,

Example - S5 EMK BB NI EREBEER
FESFTEEEMUUEAstartEERYS , REBARBEA P2 ENER,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/patient-id/$everything?start=2024-03-15T00:00:00.000Z

Example - EIEENE R A 2o BEFEREER
RE SFTEEA MU ERAendFEEYS , AEHABEARZAINER,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/patient-id/$everything?end=2024-03-15T00:00:00.000Z

Example - £35E H IR EMAEREER
RESFAEB AN EAsince BB RN , REAREARZRETNEHR,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/patient-id/$everything?since=2024-03-15T00:00:00.000Z

Example - NISRHEERBENEEER

A SFTAERBMALERA _typeBFZRHRIEEELSEM BRIV R EEFRER, BUEERS B
BEREESBEREE,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/patient-id/$everything?_type=0bservation,Condition

3
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Example - B8R 2 &R 15 E B E A/D

BB SPTAEB A LER _count REREEE KD,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/

Patient/patient-id/$everything?_count=15

RE SATEEHstartf end B

HealthLake X BB NERERS B T 7 ERBIE,

IR
R 5

AdverseEv
ent

Allergyln
tolerance

6

Appointme
ntRespons
e

AuditEvent
R

BodyStruc
ture

CarePlan
CareTeam

Chargelte
m

ERTHR
Account.servicePeriod.start

AdverseEvent.date

Allergylntolerance.recordedDate

Appointment.start

AppointmentResponse.start

AuditEvent.period.start
Basic.created

NO_DATE

CarePlan.period.start

CareTeam.period.start

Chargeltem.occurrenceDateTime , Chargeltem.occurrencePeriod.start , Chargelte

m.occurrenceTiming.event

JEE $FTAERstart end BY
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&R
&

ClaimResp
onse

Clinicall
mpression

Communica
tion

Communica
tionReque
st

B
Rt

@l
b

MEEE

CoverageE
ligibilit
yRequest
CoverageE
ligibilit
yResponse

Detected|
ssue

DeviceReq
uest

BRTHE
Claim.billablePeriod.start

ClaimResponse.created

Clinicallmpression.date

Communication.sent

CommunicationRequest.occurrenceDateTime , CommunicationRequest.occurr

encePeriod.start

Composition.date
%%, recordedDate
E&E. dateTime
Coverage.period.start

CoveragekEligibilityRequest.created

CoveragekEligibilityResponse.created

DetectedlIssue. &5 Bl

DeviceRequest.authoredOn

JEE $FTAERstart end BY
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&R

DeviceUse
Statement

Diagnosti
cReport

DocumentM
anifest

DocumentR
eference

bS]

Enrollmen
tRequest

EpisodeOf
Care

Explanati
onOfBenef
it

FamilyMem
berHistory

HAR
BR
8

ImagingSt
udy

TafnEE

ERtE

DeviceUseStatement.recordedOn

DiagnosticReport.effective

DocumentManifest.created

DocumentReference.context.period.start

Encounter.period.start

EnrollmentRequest.created

EpisodeOfCare.period.start

ExplanationOfBenéefit.billablePeriod.start

NO_DATE

Flag.period.start
B, statusDate
NO_DATE

ImagingStudy.started

Immunization.recorded

JEE $FTAERstart end BY
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&R

Immunizat
ionEvalua
tion

Immunizat
ionRecomm
endation

4

1

=
/B

MeasureRe
port

e

Medicatio
nAdminist
ration

Medicatio
nDispense

Medicatio
nRequest

Medicatio
nStatement

Molecular
Sequence

Nutrition
Order

B

ERtE

ImmunizationEvaluation.date

ImmunizationRecommendation.date

Invoice.date
List.date

MeasureReport.period.start

R, 1T

MedicationAdministration.effective

MedicationDispense.whenPrepared

MedicationRequest.authoredOn

MedicationStatement.dateAsserted

NO_DATE

NutritionOrder.dateTime

Observation.effective

JEE $FTAERstart end BY

109



AWS HealthLake

FMBABER

&R
&
18 A
EF
Bk

Questionn
aireRespo
nse

RelatedPe
rson

RequestGr
oup

ResearchS
ubject

RiskAsses
sment

Bz

ServiceRe
quest

N

SupplyDel
ivery

SupplyReq
uest

BERTE

NO_DATE

NO_DATE

Procedure.performed

Provenance.occurredPeriod.start, Provenance, occurredDateTime

QuestionnaireResponse.authored

NO_DATE

RequestGroup.authoredOn

ResearchSubject.period

RiskAssessment.occurrenceDateTime , RiskAssessment.occurrencePeriod.start

HEFE. planningHorizon

ServiceRequest.authoredOn

B, receivedTime

SupplyDelivery.occurrenceDateTime , SupplyDelivery.occurrencePeriod.start ,
SupplyDelivery.occurrenceTiming.event

SupplyRequest.authoredOn

JEE $FTAERstart end BY 110
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&R ERtE

VisionPre VisionPrescription.dateWritten
scription

fi2f $export # HealthLake & #1751 % [ H & $t

£/ FHIR REST API 8 E$export AR RN — o RIBFLHELPOSTHER , X EFBRVWAXHEE
ERSE, BB FHIRA®E , FHIRARESS MV A EGETFER , W HAI LI EPOSTER, BT XEHM
S8 , FERANTEREEDL , Fit HealthLake X EPOSTE R,

/A Important

HealthLake 7£ 2023 £ 6 A 1 AZHIBAMNEREHEE X EL RRE HMWFHIRRESTAPI
AERHNEHEBEFER,

HealthLake £ 2023 £ 6 A 1 AZ R BN ERNFHEF X EFRAERN TR ERS EHGETEH
SRRENS B AR R,

BER RHEFTE E HFESRFHIRRESTAPIER& LA ndjson N EE |, WEHZE Amazon S3 fEET
B, @St igasE-—FHRERERE,

B L—XAEE AWS tRFIREE—ELFER, BEHE—F 7 #EHE HEIEA Service Quotas
HealthLake , 5528 AWS HealthLake 1% 2 FEL 28,

BEE—STHOMAER EHBRFHIRRESTAPI , 526 £A FHIRRESTAPI#E/EHRE HealthLake &
BEREEHER,

[ HFHIRAPI24E 111
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£ Amazon Athena SQLA{£ A & AWS HealthLake &%
FHE

B8 HealthLake BRI EHRER , BEEMRFHIRMN ERHE B EREEZE Amazon Athena , I BB
#15 Iceberg Eflk , AIEIR EFSQL, RTFHUHERNFEER LA AWS Lake Formation #1T
EE, SEAFHIRERERHL Athena PHEBIER KRR To

/A Important

¥R 2022 F 11 B 14 BRBIBUMNEREFRE , ELASRENENFHEEREHNNE
BEHE , FReft REMBSQL. WFEHE , F2R ERRFERFRENEA Amazon

Athena,

(® Note
£ 2023 F 2 20 H2%# , HealthLake BRI FHERRITEEABRESNERESRE

(NLP), MMRZREEBEERFNE LFARBILINEE K FSRRHERERT WM HealthLake
BRAWBAREZSREDRE? T .

EE®E HealthLake EREHRE , B4BABEMAMBENBRE A CFIEE H 5 HealthLake EEE
IAMBIERES AR, NHRETINFHREN K F2B RERAKBER BFTY AWS HealthLake,

HealthLake ERFMIEE L Iceberg ER KRNI E Athena, EEE— T f## Iceberg ERIFTRM
{4E Athena FIiB/E , 52 @ Athena FEA B IEEHRME R Iceberg B K,

HealthLake 3z Athena A HealthLake BRI 1FHMIER EBREADIRE, BEEH S THRHER BE
By, EH. EFMMBER (CRUD) FHIRRESTAPIZ{E , 352/ 82 HealthLake EXEHE
FHIRRESTAPIH B B # — 5 T fRACRUDIREMN{TEE Athena R E Kl

AEFRWEEFRP WG HealthLake EERFZHEEZZE Athena, WAIER EHSQL , AR MMM
REHM AWS RIEEFLUETE — S 5

Ak
- BEREREERZE Amazon Athena
- BYEAE. BHESA BT HealthLake ERFHEMNER (AWS Lake Formation £ 5& )

112


https://docs.aws.amazon.com/athena/latest/ug/querying-iceberg.html
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« Athena AP
- {E£/ &3 HealthLake M ERZHIE SQL
- BEEEMEHENEHISQLES

BERIFEMEERZE Amazon Athena

/A Important

2022 £ 11 A 14 Bz# , FEUAMER HealthLake B2 F ., ZE7 Athena PRI ERIFN
B3 #52 F17HUE | B4 EH AWSLakeFormationDataAdmin & BEKH 18 = £/IAME A
&, BAS AR, B LA AWSLakeFormationDataAdminBURREN ERHEES | I
&F Athena P& RF M EH FEUE,

AEBEBREY Athena EHE, BHERAENLEDSER , YR FHMFE HealthLake EXRFHEH
K EIFHIRMN &R,

- BYERE. BiESAEY HealthLake ERFHRIEMN FEUE (AWS Lake Formation £## &
« ERE Athena IRF

RFEAE. BHENABFE HealthLake ERHFMER PR (AWS Lake

Formation ¥ &

® At : HealthLake BEEE

HealthLake BEE S A/ 2 AWS Lake Formation PRI ERLHEE S, {9 F Lake
Formation § HealthLake EXZHREHN FZEE,

HREBERINWERERE , AWS Lake Formation TR AT SETIMEEE, —@EERERE
. ERERZEB —RUNRET. SREREENEETHESFARERNEBINEEE., ¥R
HealthLake FTEEREZKE , £ AER#EE E 2 HealthLake IRIEWRF ., B —1{EE B 2 HealthLake AR
HWRE F HealthLake WERFHE. KEFFHNSBEFEREREENERERE.

EEE-S THRERER , 5528 Lake Formation B# A Bigsm P EREL {7 Lake Formation
FiEE, AWS

EEANERFRE 113


https://docs.aws.amazon.com/lake-formation/latest/dg/resource-links-about.html
https://docs.aws.amazon.com/lake-formation/latest/dg/resource-links-about.html

AWS HealthLake HBEABER

EERMEAE. HENAGRNE Athena PEHER  BLARTFERERENHRFT, AR, &
HARERR LR TR,

STEP 1 : #2F HealthLake E¥Hi7 KB & FEHE & ERNDESCRIBEFF A

1.  BERUAWS Lake Formation A : https://console.aws.amazon.com/lakeformation/

ERTFERFITEEANERT , BEAMERERAE,

EIAMERERAET , EARTEE (v) , WESLBRRE Athena FEHIAMBERE, A
Bl

8. HLFEBRIEKERTT , BEELENEHERRR,
9. EEMET , EAMTHER (v) RELEHLAFEHE HealthLake NERFHREERE,
10. EEREGFAIFH , FEREGFFAT |, EFHR,

2. EXEEENH  EEERE,

3. EEREREL , EERBEERTHRESBENRERE,
4. BEBE (7)o

5. & Grant (&F).

6.

7.

ERTRNE , SHAERTHUKDER. SZREEMRTFHOFT |, 752 Data lake 5F . HEHR
RPSKEAE, FEVNAG, EFUHT  SSFIELSIIH,

RELVAFABEELNRT , EEREFNMEER R LR FIEIAMEIR,
STEP 2 : |#F &% HealthLake EHEERERE PFIEE R RN FEE

1. BAEX AWS Lake Formation 384 : https://console.aws.amazon.com/lakeformation/
EXEEEN G  BEERE,

EEREERL , EEREENERES B NEEERH,

BEBE (v).

EEHBEERT.

ERTFERFTEEANERT  ERBAMERAESAE,

EIAMERESAET , £AE TEHE (v) ESEBEXE Athena PEHIAMBERE, FHER
y= R

i LF ZEBIBHERFT , BEFEELENEHERRR,
9. HEHRET , HARTHER (v) BEREEER THFEUE HealthLake WERFREE R E.

S L R R

o
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10. EERKRT , BEEMBERKRIE HealthLake A E L AMBER K,

1. BEERRFITFNERRIFAT , BEHATER,

12. E#E Grant (B F).

BERTR  GHARTIFUKMEIR. EEREMEATLE Athena FHY HealthLake ERFHE L
EITEM,

Athena AP

@ HealthLake £/ #&

HealthLake & H & #§E A Athena 34 AWS CLI , 5 AWS SDKsZ 3 HealthLake &8 58
H A HealthLake &R ZHIE,

EEEH Athena ERERNFHRE , BLEAATII=HE,

« 3&EB Lake Formation B FIAMERAE R A EY HealthLake ERIEHENFERE, NEE—-STH#E
B2 BTHERAE. #HiE8A®EE HealthLake ERHZHEREFR (AWS Lake Formation £33

a).
- BIEH HealthLake ERFHMERE T TS,
« I8 Amazon S3 EFEEFBREREHZE R,

= EBARMER Athena , 54 AmazonAthenaFullAccessHl AmazonS3FullAccess AWS & B

BELNERE, #ESAC, FHAWS ZEREXRHBERATRBENET S L, FEE, AWS 2
EBRRABETERTFESEEARINKEERT , RRCMAHAMAE AWS BEFER. BE&EA
IAM BUREREFF A , RAERTFHTEEMENGTT, EEE—S THRIAMEERASKEER , F2

BIAM  FREER) PHNEASEERET .

/A Important
£ EEH Athena HHY HealthLake ERZHIE |, B4 AEH Athena 5125 3 fR,

THEFHER BR , RILETAER IAMEBRREZFHHFE TFFENTR. 5EE-DTH
B8 (Athena EREIERE) RV T ERHA R IZHI & 5 17 U LA o

2
r:
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EEH—F T HRETERE , 552 [ Athena £ &8 https://docs.aws.amazon.com/athena/
latest/ug/workgroups-procedure.html#Y

® Note
Amazon S3 REFETEATEMNES] , Athena EIE A LBMEA,

& AIEE Amazon S3 PN EMERFETFIFBMAE  ARTRHTEN  RALKACHECEERT
frig , BEHERUZESAFRREN TFHE, SERTHEASRSEDREFREER

MEFE Athena TR ATIEEEARRUBNFMEN , 28 (Amazon Athena EAEIER) +
EM Athena TR A EEEHRERIVE.

En'iﬂ

& EEF WIE Athena F & HealthLake ERFHEMNE S| , FE2 68 £ &5 HealthLake B E

BHFRE SQL,

£ &7 HealthLake BRI ERFEHIE SQL

(® Note

£2023 F£2 A 20 Hz%# , HealthLake EREHERRTEEHAESHNERESTERE
(NLP), MR LEEBEERFRE LFRBLLIIEE , FSREEYH A EEH 0B HealthLake
BENWBERBEREBEE?FH

AEBEFNFAEEHGIEERER Synthea BINEBER. EEE— S THRNAEITELHEA
Synthea BRIV ERERE , FFZ2R £ PEVERFHIE AWS HealthLake,

B 183 HealthLake ERZMEE A Athena B | HealthLake ERIEREHNEEE REDHSEIR
AERK, ELERRTLUAERENR , bR SQLEEHRATE, HREHNERENRERS , &
WERNEUZBETREANEREEEA Athena, BEE—F THRINAEY JFIELERERNSQLE
# , 552 [E (Amazon Athena A EIER) PN EHEEEMERNEREBIET],

HREREETWEELE  FHRAKSERER . tENEHERT K AERTUHRNAHH TR
MER, BBSQLEAK , ELEARBIUMAZE, Sl , RPREFEFEETHN —LEnE  FE

« TE AW FHIRAKSREHRES 0.
TEREHEIAMES,
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[{

id = null,
extension = null,
use = official,
_use = null,

text = null,
_text = null,
family = Wolf938,
_family = null,
given = [Noel608],
_given = null,
prefix = null,
_prefix = null,

suffix = null,
_suffix = null,
period = null

]

7 Athena # , EEERNAHENEREE  FEERRIRETES
®, BULMERMETRE. LTREWN givenH ENFESHHIfamily,

SELECT
name[1].given as FirstName,
name[1].family as LastName
FROM Patient

« JT%E : MaritalStatusFHIRBRE K EERER 0. . 1,

b T = FEELA JSON,

{
id = null,
extension = null,
coding = [
{
id = null,
extension = null,

system = http: //terminology.hl7.org/CodeSystem/v3-MaritalStatus,

_system = null,
version = null,
_version = null,

HEFRULES PR T
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code = S,

_code = null,

display = Never Married,
_display = null,
userSelected = null,
_userSelected = null

}

iF
text = Never Married,
_text = null

}

£ Athena # , EETFNAHNERER K FEERXRIRETESE. BEEFN AHNR/E
¥JSON , B LAERAMATR. ARNETRMES AT REMIIRS, U TREFIR ENEES
ﬁutexto

SELECT
maritalstatus.text as MaritalStatus
FROM Patient

BRE—D T HRNAEFEIMNES JSON , F2B Athena EREEEHPHEHISON,

Athena Data Manipulation Language (DML) EFFRRRZ L Trino HEM, Athena A% Trino Y
FIEYEE  WEHFEEREZER, REE—STH , F2E (Amazon Athena EAEERE) FHDMLE
#H., EEMEHETF.

LS | Athena XEEBEEIE R HealthLake EHEEHRF BN ZEEREE, EEE—F 7T
fi# Athena FHIERER | F52E (Amazon Athena A ETEF) FH Amazon Athena FRIE RIE

A, Amazon Athena

EEE L THSQLEBAWMTE Athena HFIEE , 552 B (SQLAmazon Athena £ EIER) FHY
Amazon Athena 2%,

BERSIERETUAGER Athena BEIEEERER RN TENEH,
Element: Extension

THEextension AREERFRIEHEI BT WL,

L EHIFRBA MM FE Patient BRFEE P K EIN extensionTtEIEE,
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E & HealthLake WERFHIEE A Athena iy , ERBEENTRJN A XNEARTE. AR BE
HBelement 22 Y , NItEEEEBHRPEREE. ATREZBEY  BIANTERGUFSH
BAEE.

£ WERKRERFPatient , BRI EF|lextensioniEiR A W tKarray<string> , EXRTE
AILAMEARSIERTFEREINTER, T8, EEFNFEN TR , BHXEMEA json_extract,

LTREEEERNRPEIIMN extensiontEME—IER,

[{
"valueString": "Kerryl75 Cummeratal6l",

"url": "http://hl7.org/fhir/StructureDefinition/patient-mothersMaidenName"

.
{
"valueAddress": {
"country": "DE",
"city": "Hamburg",
"state": "Hamburg"
.
"url": "http://hl7.org/fhir/StructureDefinition/patient-birthPlace"
.
{

"valueDecimal": 0.0,

"url": "http://synthetichealth.github.io/synthea/disability-adjusted-life-years"
},

{

"valueDecimal": 5.0,

"url": "http://synthetichealth.github.io/synthea/quality-adjusted-life-years"
}
]

ENfEIERAE MM JSON |, Athena NESEIBABFE,

WSQLEHEFIREUMMETZE patient-mothersMaidenName# patient-birthPlaceJt
ZNERK,. FEFNEE LR , AEEFATRMNMESY|ZESIM json_extract.

SELECT
extension[1],
json_extract(extension[1], '$.valueString') AS MothersMaidenName,
extension[2],
json_extract(extension[2], '$.valueAddress.city') AS birthPlace
FROM patient

i &3 HealthLake B ERFEHE SQL 119



AWS HealthLake HBEABER

T — 5T SR WEHISON , HSH (Amazon Athena FEAEIERE) M0 HEEES
JSON,

Element: birthDate (Age)
FHT 2 PREBEREHENTEFHIR, UTE2BBREHEFZNESHMEES,

HREEHTE TR , RFIMEA birthDate#TSQLEN, HEEEF ARWAHEE FHIR , FHE
ERRNRETESENREE, EUTUSIECRERETSH,

gHl 1 ATEFHNE

FEHEFISQLEH S , RFIFEARNESQLIE current_datef year REEUEL T, R%E , &K
P efRE , MERRENERFHERATEA WERHage,

SELECT
(year(current_date) - year(date(birthdate))) as age
FROM patient

g5l 2 : $HHE 2019-01-01M 2Rl AR B EETEEmale,

SQL EHE REMAMEA CASTEREMbirthDate T EHIRAMEA DATE , AR WMN{A+E 1 WHEREF
AP EREETEE. AR TRESREENARETS | ARBRMSLACASTHEEERAER
DATE, A& , BALIEA<ER FRHETER B #1TH8E2019-01-01, £/H AND , BA A&
% {8 &8 ZE WHERE FHl,

SELECT birthdate

FROM patient

-- we convert birthdate (varchar) to date > cast that as date too

WHERE CAST(birthdate AS DATE) < CAST('2019-01-01' AS DATE) AND gender = 'male'

Resource type: Location

WEIHERESETEEA Attleboro N BEREHEANE,

SELECT *

FROM Location

WHERE address.city='ATTLEBORO'
LIMIT 10;

Element: Age

SELECT birthdate

i &3 HealthLake B ERFEHE SQL 120


https://docs.aws.amazon.com/athena/latest/ug/extracting-data-from-JSON.html
https://docs.aws.amazon.com/athena/latest/ug/extracting-data-from-JSON.html

AWS HealthLake HBEABER

FROM patient
-- we convert birthdate (varchar) to date > cast that as date too
WHERE CAST(birthdate AS DATE) < CAST('2019-01-01' AS DATE) AND gender = 'male’

Resource type: Condition

EREAGRGESTFHEE LAZBEERBRNEEMENZEER ., HealthLakeWESBEEAES
BRE (NLP) € R#ZEConditionERER P BT NFMERELEIH DocumentReference ElR. E
LHERE | SH81ER HealthLake M INISYSTEM_GENERATEDZE metat®E. WEHISQLEHRES
A SEGERRAEFERFER , HHSYSTEM_GENERATEDM & R EHMBER,

EER-STHESHBEAZESER (NLP) HealthLake , 5528 B 7 EREENBEARESERE
(NLP) , £ B B E £ FHIR DocumentReference &R AWS HealthLake,

SELECT *
FROM condition
WHERE meta.tag[1l] is NULL

BHALERRENFZETERNES  E—PEHZEM, modifierextension TEEEHE
BA{E A MEDocumentReference BERREL —HFANFFMAEN. ERM , BHEFEH
json_extract REFERUAFEMNFEXEH A Athena I EMRISONTE,

HEHISQLER RE N{AE S EBIEE ConditionEEMATE DocumentReference, M #§
JSONTTECASTREAFH |, LUMEMZRTLAEH LIKE #1THE,

SELECT
meta.tag[1l].display as SystemGenerated,
json_extract(modifierextension[4], '$.valueReference.reference') as
DocumentReference
FROM condition
WHERE meta.tag[l].display = 'SYSTEM_GENERATED'

AND CAST(json_extract(modifierextension[4], '$.valueReference.reference') as
VARCHAR) LIKE '%DocumentReference/67aa0278-8111-40d0-8adc-43055eb9d18d%"

Resource type: Observation

ERAE BRafTYRE. BERNHMETRATMMAENEERH, HealthLakeWE S BAREE
SEE (NLP) 2iR#R0bservationERHP R IRWFMEAELEF PDocumentReference &R,
WEHISQLEFZEWHERE meta.tag[1] is NULLEf# , EER/RSYSTEM_GENERATED#ERE

BEER.
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SELECT valueCodeableConcept.coding[1l].code

FROM Observation

WHERE valueCodeableConcept.coding[1l].code = '266919005"
-- WHERE meta.tag[1l] is NULL

WHEEAA struct, Eilt , BAILERABFRERERNTE,

Resource type: MedicationStatement

MedicationStatement @ —EFHIREREE A TRAREFHREBEECHEA. EEFERAIRREER
ZEYNFHEF. HealthLakeMVESEEBAES EE (NLP) 4848 MedicationStatement &
RIE R AR R B ST E £ 3T DocumentReference R, EEXFERE , 2A51ZH HealthLake Bt
BINSYSTEM_GENERATEDZE metat®., LEHISQLEATRBNMEVER , FAE—BENRIIF
RIEZEBETE R , XS HRBHES HealthLakeH FIFTIEHIEIRNLP,

SELECT *

FROM medicationstatement

WHERE meta.tag[l].display = 'SYSTEM_GENERATED' AND subject.reference =
'Patient/0679b7b7-937d-488a-b48d-6315b8e7003b " ;

EEHE—5 7 HealthLakeBAMWERE NLP , 5520 B P EREMNWEARZSEE (NLP) , £
A BEE4£FHIR DocumentReference &R AWS HealthLake,

BREMGENEFISQLES

@ Note

£ 2023 F 2 B 20 HZ%# , HealthLake BRI FHERRTEEABRESNBERESRE
(NLP), MR ZEEBEEREMRE-RBULIIEE B EEH P Z & 00 HealthLake
BANWBAREEREDRE?FH .

AR F B EH'ZIE HealthLake B FE M EF 2 A Athena BESHISQLE,
Example 15 A O 515 B2 3 BRI 4

BIREFER SR ERNBEBADRTEREREEE, EEH/REBUMMAMEA Trino BRRE
LAK json_extract®Hi# HealthLake ERIEREFHNER,

SELECT
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id
, CONCAT(name[l1].family, ' ', name[l].given[1]) as name
, (year(current_date) - year(date(birthdate))) as age
, gender as gender
, json_extract(extension[1], '$.valueString') as MothersMaidenName
, json_extract(extension[2], '$.valueAddress.city') as birthPlace
, maritalstatus.coding[1l].display as maritalstatus
, address[1].line[1] as addressline
, address[1].city as city
, address[1].district as district
, address[1].state as state
, address[1].postalcode as postalcode
, address[1].country as country
, json_extract(address[1].extension[1], '$.extension[@].valueDecimal') as latitude
, json_extract(address[1].extension[1], '$.extension[1l].valueDecimal') as longitude
, telecom[1l].value as telNumber
, deceasedboolean as deceasedIndicator
, deceaseddatetime
FROM database.patient;

£/ Athena =124 , BALVE—-SHFMNTRHRER.
Example &% 2% HAHBR&R4 R I 6FHRIG4
W E Bl E R E A SR A BT HealthLake EBRERE F 3% 3 2 5% B A HRI R4,

SELECT

patient.id as patientId
, condition.id as conditionId
, CONCAT(name[1l].family, ' ', name[1].given[1]) as name
, condition.meta.tag[1l].display
, json_extract(condition.modifierextension[1], '$.valueDecimal') AS confidenceScore
, category[l].coding[1].code as categoryCode
, category[1].coding[1].display as categoryDescription
, code.coding[1l].code as diagnosisCode
, code.coding[1l].display as diagnosisDescription
, onsetdatetime
, severity.coding[1].code as severityCode
, severity.coding[1l].display as severityDescription
, verificationstatus.coding[1].display as verificationStatus
, clinicalstatus.coding[1].display as clinicalStatus
, encounter.reference as encounterId
, encounter.type as encountertype

FROM database.patient, condition
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WHERE CONCAT('Patient/', patient.id) = condition.subject.reference
ORDER BY name;

IERLAER Athena TR EE—SHFELHER , A THELERUETE-LS D,
Example %% 8.5 H AR B #I 22 32 M BB (R 14
Lt EHIEH REUMASHRNEEF HealthLake ERFREH R 2w BN FTEHRBEE,

SELECT
patient.id as patientId
, Observation.id as observationId
, CONCAT(name[l1].family, ' ', name[l].given[1]) as name
, meta.tag[1l].display
, json_extract(modifierextension[1], '$.valueDecimal') AS confidenceScore
, status
, category[l].coding[1].code as categoryCode
, category[1].coding[1].display as categoryDescription
, code.coding[1l].code as observationCode
, code.coding[1l].display as observationDescription
, effectivedatetime
, CASE
WHEN valuequantity.value IS NOT NULL THEN CONCAT(CAST(valuequantity.value AS
VARCHAR), ' ',valuequantity.unit)
WHEN valueCodeableConcept.coding [ 1 ].code IS NOT NULL THEN
CAST(valueCodeableConcept.coding [ 1 ].code AS VARCHAR)
WHEN valuestring IS NOT NULL THEN CAST(valuestring AS VARCHAR)
WHEN valueboolean IS NOT NULL THEN CAST(valueboolean AS VARCHAR)
WHEN valueinteger IS NOT NULL THEN CAST(valueinteger AS VARCHAR)
WHEN valueratio IS NOT NULL THEN CONCAT(CAST(valueratio.numerator.value AS
VARCHAR), '/',CAST(valueratio.denominator.value AS VARCHAR))
WHEN valuerange IS NOT NULL THEN CONCAT(CAST(valuerange.low.value AS
VARCHAR), '-',CAST(valuerange.high.value AS VARCHAR))
WHEN valueSampledData IS NOT NULL THEN CAST(valueSampledData.data AS VARCHAR)
WHEN valueTime IS NOT NULL THEN CAST(valueTime AS VARCHAR)
WHEN valueDateTime IS NOT NULL THEN CAST(valueDateTime AS VARCHAR)
WHEN valuePeriod IS NOT NULL THEN valuePeriod.start
WHEN component[1] IS NOT NULL THEN CONCAT(CAST(component[2].valuequantity.value
AS VARCHAR),' ',CAST(component[2].valuequantity.unit AS VARCHAR),
'/', CAST(component[1l].valuequantity.value AS VARCHAR),'
' ,CAST(component[1].valuequantity.unit AS VARCHAR))
END AS observationvalue
, encounter.reference as encounterId
, encounter.type as encountertype
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FROM database.patient, observation
WHERE CONCAT('Patient/', patient.id) = observation.subject.reference
ORDER BY name;

Example AR ERHEBEFELEGRYE

BEFEEIFERERRENEEZEE, SQLEARSENMERAKRENEFERHEE Athena
BATHRE, HSQLEHGERE HealthLake ERFHEF KBV EREREEBERF,

SELECT
patient.id as patientId
, PROCEDURE.id as procedureld
, CONCAT(name[l1].family, ' ', name[l].given[1]) as name
, status
, category.coding[l].code as categoryCode
, category.coding[1].display as categoryDescription
, code.coding[1l].code as procedureCode
, code.coding[1l].display as procedureDescription
, performeddatetime
, performer[1]
, encounter.reference as encounterId
, encounter.type as encountertype
FROM database.patient, procedure
WHERE CONCAT('Patient/', patient.id) = procedure.subject.reference
ORDER BY name;

B, BULER Athena TR A THERNETE—S 0 , REEETHF , WE—F THER,
Example %% 8% HARBIRE 77 22 M BnR R4+

EEREENEECHACZEYHWBREEIEEE, £/ Athena , BAIREEN , ASQLEHAE M
£ HealthLake ERFHEHZIRH 7% £ MedicationRequest MEFREFH,

HSQLEH S E A Athena Y £ & MedicationRequest ERIR, CHEFEAEBRTE , BEFHE
HEERIEEB P,

SELECT
patient.id as patientId
, medicationrequest.id as medicationrequestid
, CONCAT(name[1l].family, ' ', name[l].given[1]) as name
, status
, statusreason.coding[l].code as categoryCode
, statusreason.coding[1l].display as categoryDescription
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, category[1].coding[1].code as categoryCode
, category[l].coding[1].display as categoryDescription
, priority
, donotperform
, encounter.reference as encounterId
, encounter.type as encountertype
, medicationcodeableconcept.coding[1].code as medicationCode
, medicationcodeableconcept.coding[l].display as medicationDescription
, dosageinstruction[1l].text as dosage
FROM database.patient, medicationrequest
WHERE CONCAT('Patient/', patient.id ) = medicationrequest.subject.reference
ORDER BY name

BRI LA Athena TR AREFER , A THERUETE T D,
Example & & MedicationStatement EREH PR FINE R

B EARPUMAMER BBISONE A Athena KIEAR SQL, B metatRRIEH
HealthLake 2 EH BAE S RE () MEERWEENLP, BEH# —F 7T fi# HealthLakeE2 Amazon
Comprehend Medical WE S | 828 B PEREAVNBEARZESEE NLP) , FHEHHEEFHIR
DocumentReference R AWS HealthLake., B©H M json_extract RKiESHISONFREFIANE
o

SELECT

medicationcodeableconcept.coding[1].code as medicationCode

, medicationcodeableconcept.coding[l].display as medicationDescription

, meta.tag[1l].display

, json_extract(modifierextension[1], '$.valueDecimal') AS confidenceScore
FROM medicationstatement;

BALAER Athena EEARTEIEFELHE R,
Example $t ¥ 45 E KR E T &2
HE S REMMKE —4 18 B 75 mEC B2 M ABERFNEE.

SELECT patient.id as patientlId,
condition.id as conditionId,

CONCAT(name [ 1 ]J.family, ' ', name [ 1 J.given [ 1 ]) as name,
(year(current_date) - year(date(birthdate))) AS age,
CASE

WHEN condition.encounter.reference IS NOT NULL THEN condition.encounter.reference
WHEN observation.encounter.reference IS NOT NULL THEN observation.encounter.reference
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END as encounterId,
CASE
WHEN condition.encounter.type IS NOT NULL THEN observation.encounter.type
WHEN observation.encounter.type IS NOT NULL THEN observation.encounter.type
END AS encountertype,
condition.code.coding [ 1 ].code as diagnosisCode,
condition.code.coding [ 1 ].display as diagnosisDescription,
observation.category [ 1 J.coding [ 1 ].code as categoryCode,
observation.category [ 1 ]J.coding [ 1 ].display as categoryDescription,
observation.code.coding [ 1 ].code as observationCode,
observation.code.coding [ 1 ].display as observationDescription,
effectivedatetime AS observationDateTime,
CASE

WHEN valuequantity.value IS NOT NULL THEN CONCAT(CAST(valuequantity.value AS
VARCHAR), ' ',valuequantity.unit)

WHEN valueCodeableConcept.coding [ 1 ].code IS NOT NULL THEN
CAST(valueCodeableConcept.coding [ 1 ].code AS VARCHAR)

WHEN valuestring IS NOT NULL THEN CAST(valuestring AS VARCHAR)

WHEN valueboolean IS NOT NULL THEN CAST(valueboolean AS VARCHAR)

WHEN valueinteger IS NOT NULL THEN CAST(valueinteger AS VARCHAR)

WHEN valueratio IS NOT NULL THEN CONCAT(CAST(valueratio.numerator.value AS
VARCHAR), '/',CAST(valueratio.denominator.value AS VARCHAR))

WHEN valuerange IS NOT NULL THEN CONCAT(CAST(valuerange.low.value AS
VARCHAR), '-',CAST(valuerange.high.value AS VARCHAR))

WHEN valueSampledData IS NOT NULL THEN CAST(valueSampledData.data AS VARCHAR)

WHEN valueTime IS NOT NULL THEN CAST(valueTime AS VARCHAR)

WHEN valueDateTime IS NOT NULL THEN CAST(valueDateTime AS VARCHAR)

WHEN valuePeriod IS NOT NULL THEN valuePeriod.start

WHEN component[1] IS NOT NULL THEN CONCAT(CAST(component[2].valuequantity.value

AS VARCHAR),' ',CAST(component[2].valuequantity.unit AS VARCHAR),
'/', CAST(component[1l].valuequantity.value AS VARCHAR),'
' ,CAST(component[1].valuequantity.unit AS VARCHAR))
END AS observationvalue,
CASE
WHEN condition.meta.tag [ 1 ].display = 'SYSTEM GENERATED' THEN 'YES'
WHEN condition.meta.tag [ 1 ].display IS NULL THEN 'NO'
WHEN observation.meta.tag [ 1 ]J.display = 'SYSTEM GENERATED' THEN 'YES'
WHEN observation.meta.tag [ 1 J.display IS NULL THEN 'NO'
END AS IsSystemGenerated,
CAST(
json_extract(
condition.modifierextension [ 1 1,
'$.valueDecimal'
) AS int
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) AS confidenceScore
FROM database.patient,
database.condition,
database.observation
WHERE CONCAT('Patient/', patient.id) = condition.subject.reference
AND CONCAT('Patient/', patient.id) = observation.subject.reference
AND (year(current_date) - year(date(birthdate))) >= 18
AND (year(current_date) - year(date(birthdate))) <= 75
AND condition.code.coding [ 1 ].display like ('%diabetes%');

BEGTLER Athena TR ARFFER , A TFTHERUETE—L 2.
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AWS HealthLake F/TEVPCimE (AWS PrivateLink)

BRI VN EVPCE® , AWS HealthLake £ VPCHl 2 I FAFER, NEVPCH R

A , AWS PrivateLinkiE & — & 7] A 2R A T FERRI B2 lT HealthLake , APIsIEEHFEMREREAEE. NAT
#E, VPNERZ AWS Direct Connect E#R. & FHETERVPCAEELE IP it BIJEE BEA
HealthLake ; APls, & VPCEE 2 R & HealthLake ; T&HEF Amazon #8E.

BENERHBRHEETFEETHN - NS EEEERTERTR.

MEEET, | S8 (Amazon VPC B EISE) 9 REVPCHES (AWS PrivateLink).

i BEEY HealthLake VPCEEZE1E

EERE WM EVPCIKRZ BT HealthLake , FE#SME Amazon VPCHE R & 155 9 #Y /1 [ i 26 B M 70
PR o

HealthLake X ERER FIEHFABAPIE#EVPC,

A BN/ HEVPC% 2 HealthLake :

BRI LAE A Amazon VPCE#E A, AWS Command Line Interface () & HealthLakeZ2 M VPCimE ; AR
FEAWS CLI, MFEFMER , 520 (Amazon VPCHERAEER) FWEIL N ERH.

HealthLakefE A N5 fR#E B BEIL HIVPCImE -

* com.amazonawsregion..healthlake

WREDNSHinMBARFAR , BInT LA A [RER FAEXDNS B 0] HealthLake R HEAPIFER . 4l

N : healthlake.us-east-1.amazonaws.como

WMFEFMER , F2E (Amazon VPCHERERER) FRYIZEIB I Hin 2 FEIURE .

& B VPCimEBUR HealthLake

B SR BB EEE RS FEMVPCn® HealthLake, IWBEREIEE FTHE

%II

- AEATEIMERVERE.
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
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. AEITHVENE,
o AMEEITEMERNEIR,

IMBHMET, , S8 (Amazon VPCERBIER) HEIEAVPCHERSIY RGN,

g4l : HealthLake BI{ERIVPClm B BUR

LT MinBBUEREf] HealthLake, EBIEZHRER , KBXEEFAEERLAIEETEN
CreateFHIRDatastore&EFZHUE HealthLake,

{
"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"healthlake:create-fhir-datastore"
1,
"Resource":"*"
}
]
}
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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£ PR EJR AWS HealthLake

BALARBNEARHEERERG AWS &R, SEERBEHEAEEENSRANEERNE
8. ERAUHEEEE, BA, A8, ESRGRER.

AEFERAEANEZRERFRE  BHEZEE—REERNVERKE, UTEHRFEBAWSEIR.
ZES, SFAHMREER AWS Identity and Access Management () BV E AR T f#21AM,

BESEREMERS

- EB 2488 (HlW CostCenter , IREFLER ) ., ZBHEESI KXNE.
- Z%E (I 111122223333 = Production), HEERKEHERE K EBESED KNE.

EAERERRKEAL. BEE. BENHGEESEER. DERMER  BLWAWS BRE
B,

B RESEERNREEES. BRES —XFE, EEAPIRBR—EERNEHKRAWSCLI,
= ERAER , FBE TagResources BB IR#E, B LUER: IAMBUER TagResources #E TR |

WMT S HIFRRo

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "healthlake:CreateFHIRDatastore",
"Resource": "*"

},

{
"Effect": "Allow",
"Action": "healthlake:TagResource",
"Resource": "*"

}
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EEEA

AWS HealthLake IRIBAWSHEEFERBRAEZEFER., EXRTHMERFENTSEHRTFRE
BiE, T8 , YFEMEEHEHNERTERERENETFAASBHNSERE. cATEESBEAED
BHENRZRENBEENA. MEFHMENR , F2H AWS HealthLake T2 EH,

Eb_z :tﬁi%
ERET AWS BERNER KN K FERREEY

- BARBASDBREF (PI). BEARERER (PH) IEMBBREAFTHEREF,
- ERAREL, BEPRPIBENRESS IR -—EREMEERER L,
- ZRXESERZRNERER , fIMERFIRGEEE, KAER. BEBLMER.

- EFRAEBCLIEXRGEEREFRER, AWSERFAMERFERLAPIATHERETENRE
#, EHEAEBEE, ESNHERBENER,

- ERERESERE  BREEFNE,

- BERAULBEEAENFIRBEMGREI LN , EEEEHNFIRHER , CELAEHSEELRE
BAVBER | DUEHISE ERNFEG

BieER
BEUREUTER :

- WTEEL aws : AFH.

- RE|REEBREALERHE M,

- REBHANRA 1T 128 BAAHFNETZE.

- EXANRO0 T 256 BEAFHFTZMA.

- EEBEARBREPTITERE -1,

- RE|EBMNENAFF LA Unicode B, BF, ZEMTIMEAREE : _.:/=+-@-
- TWRAEFES XNE,
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https://docs.aws.amazon.com/ARG/latest/userguide/welcome.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/overview.html

AWS HealthLake AR
HEETEEERNTHE

HEBRNMEEENTHETHEEHINEGER  XEEHELAWSERNEFR. AL , B —=
ZERE (R/EY ) FEZENEFHRE, SEAEAERS KA 50 EER., HRETUERSIEN
EMREANF T AR,

BERRR , EUMEMIAMEER , RBEELEREEHENFHENFN. EWAEA HealthLake
FEAH AWS CLI #EBFEEZENEFRE, TEERIRFEVRSVEFIRHFERE, SEERH
BEEREFREZN  FELREEATREAERREFFNENTREFERAMBOBEK,

KR TSR, £ AWS CLI IS EEE B E HealthLake ERMFRIE. FEEEBRVEBFEEHRHN
BEERFRE , F2R £ PEVERFMRIE AWS HealthLake,

ERImHER S , B1T tag-resource T , EELEMGEBHNERZMER Amazon Resource
Name (ARN) , AR EEFHBHEBNRSIBNE, ZULSAZEMEZERNTHRE, SBMNEH
P AERANF TR ERE , AIMNELER , EEEEVERTHERBESRMEZERNERE , 7
£ PEATIGS AWS CLl, ERFHRENETEA Test_Data_Store , MEFTIENEREZRS|E 5 Bl
# key1 Ml key2 , B4 value1 H value2

aws healthlake create-fhir-datastore --datastore-type-version R4 --preload-data-config
PreloadDataType="SYNTHEA" --datastore-name "Test_Data_Store" --tags '[{"Key": "keyl",
"Value": "valuel"}, {"Key": "key2", "Value": "value2"}]' --region us-east-1

EEREBRTEERANENTENE  FRT &SRS

aws healthlake tag-resource --resource-arn "arn:aws:healthlake:us-
east-1:691207106566:datastore/fhir/0725c83f4307f263e16fd56b6d8ebdbe" --tags '[{"Key":
"keyl", "Value": "valuel"}]' --region us-east-1

MERY , kS A EEEEMRE,

SIHERFHENRE

KR T 5IZRER AWS CLI R#4R HealthLake ERIFHENAWSERFE., EXRFEER , B

sEom oo
Elglﬁifﬁ' o
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FERIRB RS | list-tags-for-resource#l 1T w5 , 20T & HIFT R

aws healthlake-test list-tags-for-resource --resource-arn "arn:aws:healthlake:us-
east-1:674914422125:datastore/fhir/0725c83f4307f263e16fd56b6d8ebdbe" --region us-
east-1

ntagsn: {
Ilkeyll: "Value",
"keyl": "valuel"

RERTFRERRER

RO UBREENFHEEBBN — S ERER. BREBRTSREM AWS BEIRM BREXFERAARI B
EI\J%%O

ERImEE TSI, #1T untag-resource 5 , IEELEBREBENERFHERN Amazon Resource
Name (ARN) , AR ZEBREBRNERRS|#,

aws healthlake untag-resource --resource-arn "arn:aws:healthlake:us-
east-1:674914422125:datastore/fhir/b91723d65c6fdebld26543a49d2ed1fa" --tag-keys
'["keyl"]' --region us-east-1

MR, kST ESEREE, EERTHEENEFEREHEBBNER , 1T list-tags-for-resource

DA
AP o
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Bt HealthLake

E':?'““ %’F&* HealthLake ME M AWS #ERAF R FEME, THENMBENEERS. AWSRERHETFIER
RICEE HealthLake, FWEHR , WERFRIB BB E

« Amazon CloudWatch & AWS BB B2 EH) AWS ERM |, UREE LHTHERAERR, Sk
SMEMIERE, BYBTERK , URREETR , EEENEREIHERERBNESENEE,
flan , /A LA CloudWatch JE# Amazon EC2E#{TERMCPURAER HMIERE , Y EFTERE BN
BFHNHTERE, WEFHMER , 528 Amazon CloudWatch £/ &5,

 AWS CloudTrail 2 EHZAYIRF HARERIRS AWS B HAPIRILNMEESH, HEESKA
HRERINEEIEEN Amazon S3 fEFETE, i’&‘\ﬁ”}{%‘%ﬂﬂﬂ?ﬂﬂﬂ’]ﬁm HEMIRE AWS, ELEREIHY
FORIP sk, UREMNBERE, WEFMER , F2E (AWS CloudTrail fEAEERE) https:/

docs.aws.amazon.com/awscloudtrail/latest/userguide/,

B
« HealthLake £/ Amazon E£32 CloudWatch

HealthLake £/ Amazon E#E CloudWatch

O] LAE A ES42E HealthLake CloudWatch , EEWERRER WA HREE A AEEN, EFERNIE
B, EXHTERNERE15EA , AREUUEAZRELENR , XFERATHE Web EARNSRE
HEE, BHAUREEERERENER , EREELEREREXBANNKINEE, MEFMEEN ,
5528 Amazon CloudWatch fER & &,

RIFEHEFTE WIELE HealthLake APIs , B3EFT5|1EH,

- EREHEERE APIs —
CreateFHIRDatastore, DeleteFHIRDatastore. DescribeFHIRDatastore, ListFHIRDatastores

« EAFMEH APls — S tartFHIRImportfE#. L istFHIRImport{E#5. D escribeFHIRImport{E#5, S
tartFHIRExport{E#5. L istFHIRExportff#. D escribeFHIRExport{E#§

« HTTP REST A i MEREE APIs — CreateResource, DeleteResource GetCapabilities,
ReadResource SearchAll, SearchWithGet, SearchWithPost, . UpdateResource,

- $Z5i2 APIs — ListTagsForResource, TagResource. UntagResource

T &% HealthLake BIISBFIHEEE
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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FMBABER

RmgmE T IER, BAHNSUEAEEEENSENERTBET,

BE

58
G

R BYRER

EREIRR

fA AR 2R 8E 2R

DU

¥ T BAPIs, BRI IRFRIEENE
BERERSILEE,

B 5

BT ER - BA, FR

MR BE. EREFERE D, ERERERE
FIMAPIFE R BE,

By 5

BYHWRETES : B, Fi5

HWE  BRE. BRERE, ERFRERE
HRERAERRMARNBERYUE,
By : 5t8

BYWRETES « B, Fi5

MR BE. ERFERE ID. ERERERE
MR ARRERMARNERYUE,
B : 7 &

BYWRETES : 8, Fi5

MR BE. ERFERE ID. ERERERE

ERENFERBE. LEETESHEEAEDRM
AREBFERERETBF o

By : 5t8

f§ A E542 CloudWatch
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feiE i
BRNHIET @A, T8
WEE B, BRENE D, BREHEER
Latency (iE3B) REGEAEBRFENEN  UEDBEL,
By B
BWGRET TR, LR, T8
WE B, BRENE D, BREHEER

BRETIHE.
M
33 iR
ez AR/ API #1E
DataStorelD APl EERHBENEREFEHE
DataStoreType ERERENER ( BalEXE FHIR R4)

B LA{E A HealthLake AWS EIE X4, AWS CLIZK HIE BIEE CloudWatch APIl, &8 LU&E
BHEH —1{E Amazon AWS B BB E 4 CloudWatch API(SDKs) 2 CloudWatch APITEfF ,
HealthLake A ERBER B HWFEHREREREF CloudWatch API,

B ABEREER CloudWatch 551 , F8EEH #1TEE#E HealthLake CloudWatch, MEFFME |
BH2E (Amazon FHEIER) T Amazon B 5 2 BB FFEUEH| CloudWatch » CloudWatch

¥R HealthLake 154&

RIRIEE CloudWatch ( £ &)

1. BEAAWS EEFi#EE , WHIEK CloudWatch £# A&,
2. BIEREE  BREFMEREE , RERIEE AWS/HealthLake,
3. BEME., BIEFEESE , HiEE Add to graph (T8 EEF).
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
https://console.aws.amazon.com/cloudwatch/home
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4. EEFRHEENE, MERPEENESRFTREEREEL S,

R E I ZR CloudWatch

CloudWatch B REEEENPEAERTE —BE , YT —RZEEME : FEEEHZE Amazon Simple
Notification Service (AmazonSNS) E£RE 5] Auto Scaling B3R, B){ER LSS EMNBEHE REYRE
ERENEEZEELAER., B REFEMRER | CloudWatch th A LUEX Amazon SNS BB IE,

CloudWatch REERELE HELEENHBFEFER , BRI SWUARBE,
12154 CloudWatch ( £#84&

1. BFAAWS EEX#ES , WHER CloudWatch £ 5,

2. #EiF Alarms (BTR) , ARIEZF Create Alarm (B ER).

3. J®#IF AWS/HealthLake , REZIBIFRIE,

4. ¥R Time Range (HEZE) , BEEZEENKESE , AREE Next (T—D).

5. ® A Name (&%) M Description (i),

6. SHHEXN , EE >=, ARWAZKE

7. MREEEEZEFERRER CloudWatch XS FH4 , FEBEERF , $SHHSENHETR | B
EREAR ALARM, HREXABHNZ K BEEBSEE  EEMEEYBRIYTNESEE,

8. 7 Alarm Preview (BT FRE) ERFTHREE R, NRERFESEMNER |, EIZF Create Alarm (B
BR).

it
<
4
S
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SMART #% FHIREE & AWS HealthLake

FHIR BtA HealthLake ERFHREN TSR BEREABEXNMAIEEEARN (SMART) FF
SMARTFHIRE R IERARE XN FZE#FFETE HealthLake BRI EHREFRHNER ., EBFERE=HIZEMRS
BRBMNTES KR, UREHPREEMEIR , BIA1FE HealthLake BX AWS,

& EfE SMART LA FHIR¥EHBL HealthLake BRI EMHIE , 824 BTE CreateFHIRDatastore APIFES
R THIER,

- 1% 3RE AAuthorizationStrategyZ ¥ SMART_ON_FHIR_V1,
« % REAldpLambdaArn Z AWS Lambda B ARNK |, LA R BZER RS S EER RS,

- EEREMARSFEFEENTEER TR, ELEPEERTESE Discovery Document F{E[E, N5
HE—STHE 6 F2H EFHIREKA HealthLake ERFHRENIREXHSMART EHEE

« i#H : FineGrainedAuthorizationEnabled N R B E B E A RF LR ERMTHE , FAH .

A LAE A AWS Command Line Interface (AWS CLI) SiiEBEF —E AWS XEN |, EFHIREAA®
BERFMSMARTIE L2 SDKs, £/ HealthLake AT X EEFHIREA HealthLake B ERF K
SMARTE LEY . IF#E—F T7TH , F28 EFHIRBANERFHSMARTE LR,

FEEFRTPETELSH  BKFEHEHM AWS BRI (AWS Secrets Manager 1 AWS Lambda) &%
EER, BUMWAMBREAS , URESMARTFHIRE RN RERRE LRE . £/ BR RELE

ER , MEFHRERNERFHSVARTEEF A LWE-—FTHRELEER , T ERFHREAREN
SMART L #n{a 82 H B S PEBLER HealthLake.

JE TR AWS Identity and Access Management B &iE1B EEFEAEBAER , MRESMARTFHIR
ERNRERRSRLER .

HealthLake 2 FHIR 1.0 SMARThR, BEE—F THILEE | BFSESVMARTEREXBEEEEE
{57 1.0 AR,

EEE SMARTLFER REMNBRIBIERFZHRENTERFHIR , HealthLake XEFEHA :

« OpeniD (AuthN) 245 : ARBEXAESSIAFKEAERXRMEMZREH (HME).

« OAuth 2.0 (AuthZ) & : FIARHE HealthLake EREZEHERHWHLFHIRER , BRFHFE R BT
ENRBEAER, ERHAREMBRSIPRENEEFESR

o
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_CreateFHIRDatastore.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html
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AWS HealthLake HEABEE
« SMART £ W2 BEFR FHIR
« EFHIRBUA HealthLake WERMFMSMARTE FE Y FRENRERBSETE
« ZEFHIRE M A HealthLake &R FHESMART LT FHIRRESTAPIGERFIENE S
« X ESMARTFHIROAuth#Y & [E HealthLake
- BUREEE
+ HealthLake ERIFHEFHIRE RIS ELE
« fEH AWS Lambda #EFHIREXA SMART HealthLake W ERFHRERTFRERE
« B3 AWS Lambda B E(
8K Lambda BN HITHAE
« 1 HealthLake R A€ , LAAREE Y AWS Lambda BRE JWT
« BIUHEIAMBUR
« 5 HealthLake (IAM £33 & ) BIREAE
+ Lambda #{THE
« JU&F HealthLake 2% /Y Lambda EI¥
« BEK Lambda EEMHEIIT
« ZEFHIRERIA HealthLake W ERFHRESMART LB
« £/ EFHIREA HealthLake W& B HFRASMARTE £ AWS CLI 231
« EFHIRERA HealthLake B E B FHSMART [E L R BHHERE
« ZEFHIRE M A HealthLake ERIF R ENFREXHSMART EHEE
« ESMARTE2RIA HealthLake HE R F HER HFHIRRESTAPIFER
- REEFHRERERFHSMARTEEE FRENEIR
- AFREAEXNAZEFHIRBAEREFE M ESMART LRE FFE K HealthLake LRV E R

SMART £ W B 2 EBEFER FHIR

% EFHFHIR HealthLake ERFHESMART LK AHFHIRER , AFmERREN4ZAH OAuth 2.0
EHRNRERRFRRE | XHEFHIRRESTAPIFE R 23] OAuth Bearer . HEESRITREMRES
i E | 55%E1B Well-Known Uniform Resource Identifier 8 HealthLake SMARTFHIR#RZ&E S #4 £
W, BEEHE—STHRILER , B2REFHIREMA HealthLake ERFHRENREXHFSMART E#E
Y,

FORJBFER 140
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EBSMARTZEFHIR HealthLake BRI EHE L2 K |, I8ABTE C reateFHIRDatastore 583K 1Y
metadatatEF ERRERRESN KB NZN IR, EEHE—P THESE netadatatE |, B2H
EFHIRE R A HealthLake HWERHZRESMART L&,

FHAREARSREY K AFREARISCEARERKERECEAE, " ERENRE K SERES
E4 JSON Web R (JWT) , WEEEAFRERAER, LENIEAFAFREARIXFEAFHIR
WEREE , EMRFACEHAETFIRNER, 2EF , IRRERTRBEE , AEEEISELFHRE
Ao BEEH—5 T X EFHIREESMARTH HealthLake , 552 X ESMARTFHIROAuth#Y 5 E]
HealthLake,

FARERRSBWTER TN , AFiREAEXEEFHIREA HealthLake W ERFHMSMARTE £
FHIRRESTAPIFENY , ZEEBMAFR JWT , BEEE I Lambda HE, WEIFHIRRESTAPIGEREF |
KA HealthLake WA LL Lambda ¥, HEEEFH A Lambda BB H| , FS8 F£H AWS
Lambda # B FHIREUA SMART HealthLake & B EHEETZRIRE.

EFHIREX A HealthLake W ERZHSMARTE LE Y FrENBE GRS TE

£ C reateFHIRDatastore 58k , BEERURERYNFZHFRE , BB
IdentityProviderConfiguration ¥#+ metadatatEN —E0 ., RERBMEN KT L4
EW, HEELEF CreateFHIRDatastore 55 R A5 EMEFI , FSE EFHIREBA HealthLake B9
ERFEMESMART L&,

#EFHIRER A HealthLake B E R FHIESMART LK FHIRRESTAPIZE K
e

&1 AWS Lambda REBX BB ETIESL , FREEFHIREA SMART HealthLake W& B FEHE L%
HIR BB MM FHIRRESTAPIZE R,

« nbf: (3EZHl ) EF —"nbf" (EZH ) EEEHBIWTMUSTNOTES REZHNKE, KE
"nbf" B & FE E B gidate/time MUST be after or equal to the not-before date/time¥| A "nbf* B &
B . HMRMEE Lambda BN EHliat AR R EEERS nbf,

- exp: (BHEBE) E5— "BH, (BHKRE) EEEHEE EXI2BIWTHBHERE , m R
BEIZRE,

 isAuthorized : HMERES True, RRBEREERERRSE L EERE,

caud: (B%R) EEF— "THFAL (B8R ) EE=3E JWT ZEARNKRHEA. EXERFHIREA
HealthLake E& 7 [EiwFESMARTH ,

« scope : EXEELR—EAFHIRERHEBEHE, LEEETENREMRSILER. EEE—F TH
EZFHIRWE R EIEE HealthLake , 552 HealthLake ERFHEFHIRE RIS EEHE,

EENERARELE T


https://datatracker.ietf.org/doc/html/rfc7519#section-4.1.5
https://datatracker.ietf.org/doc/html/rfc7519#section-4.1.4
https://datatracker.ietf.org/doc/html/rfc7519#section-4.1
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¥ ESMARTFHIROAuth#Y &5 B HealthLake

HealthLake £/ OAuth 2.0 i AREBANE. EREMRS LFERALBEAHGE , IELEEAFin
X HealthLake ERFEHREH LA EGBRF/RE A FZIEFHIRWER,

FHIR ZR#SMART LM EE— A URBRERRSFRNEE, EERIFFHIREESMART L FEVE
EEZ , 528 HL7 FHIR ERIEMH A SMART FHIR &iE,

il , ERFAAFEERAHEREERIMEHBEFHETANAFREARN , BEER
R (FEBFHIRRESTFEK ) readfil, FESELERAEHE , CERHEELTI NF
Hpatient/Observation.read. EAZEAFREARENUMESXFERFHObservation&RE
FPatient,

BB S E
HealthLake X BB R EE X EE launch/patient,

EBURBEXY , AFREARNEFREFIRENEARES K RARFREARXTHNELAEMN
mE. Bt , AFREARANREFREVNRFREDFRHE, FoRIFANR , REARSFSH
HEFRFR , AR ES@FRNBEHEEHE, MENREANRTEHE REARSFE RPN FEUER —&
=i,

X ENREBENHEE
$E iR

launch/patient 2.0 OAuth BREFBRHPNSH , EREREOETEEDZRHREER,

HealthLake B F M EFHIRE RS E £ E

HealthLake E&E={EE KNV EE,

- REBTHESERTFE—REREERNETRE, ERBABRFIEET HLERE,
- FREEREESERFEAEUTERNEEERNFEIVE,
- RIEMEEL R F HealthLake ERFHEFFIEFHIRERIEEE AFEE,

THRETER XEZFHRERMEEHERNEE HealthLake, —#RIEXWT -
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https://hl7.org/fhir/smart-app-launch/1.0.0/scopes-and-launch-context/index.html
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( 'patient' | 'user' | 'system' ) '/' ( fhir-resource | '*' ) '.' ( 'read' | 'write' |

(O] )

HealthLake ERFHE L X BN REEE

HEFEE iP5 E R
patient/(fhir-resource | '*'). patient/A AFEmERAREXTLE
('read' | 'write' | '*'") llergyInt BB AEIBBAFE
olerance.* .
user/(fhir-resource | '*').('re user/Obse AEmRERARERZE
ad' | 'write' | '*') rvation.read Fr A Re sk BRI BEUT
R,
system/('read' | 'write' | *) system/* . * AFPimERRIN A UE
B/BAFIEER,

A AWS Lambda ##EFHIREXFH SMART HealthLake &R 1ZHK
B 1T R FE

EREFHIRELA HealthLake FERHZMSMARTIE LB K , BFEEECreateFHIRDatastores®
ke iRt AWS Lambda BREIARNKY . Lambda NI ARN 2 IdpLambdaArn Z287E
IdentityProviderConfiguration ¥#4Hi8%E,

AR Lambda BB , FEEEFHIREUAE HealthLake BIERFZHMSMARTE LB , BUER
FHE#® , MARNEZEE Lambda, EEEFARNZEER Y ERFHRERIEEN Lambda , FFEH
DescribeFHIRDatastoreAPIE4E,

£ EEFHIREA SMART HealthLake FWE R ZEHE LK IIFHIRRESTEESK |, &M Lambda REIEEH
ITRHEE -

+ Lambda BHEXETE 1 B ANGE EER E HealthLake EREZEMRIE RS,
- BIEAFREAREAFMEIEARESTAPIE RN ZEZEHRHNENRER.
- IBIREREHF A AHITFHIRRESTAPIZERIAMWRE A€,

- BETIEESSRETHFHIRRESTAPIFER, MBE—FTH , F2H LENEE,
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 nbf

* exp
e isAuthorized
e aud

* scope

5/ Lambda B , BR T Lambda BB 2/ , EEERVYHTACNEREBER, Lambda REHIHIT
A ERTFREEEIHTRBEMEAWSREMERNWEFIAM, SRENEREBRSLEAAT KERE
HealthLake Y A &EY BREL,

AEBPHEHRAREAFKEARINBEEENEFIFER. BT AWS Lambda HEFIEN S
B, IR A& HealthLake ATEER &R BUR,

« 1589 : B Lambda HE

- £ 2E% : B AWS Lambda BB E A HealthLake HREAE

- 55 3 %% : E¥ Lambda REMWHITHAE

- F4Hy  BERBEHEE Lambda EE

« 5589 : BIEW Lambda MEMHEINIT

tl\

3 AWS Lambda &

HealthLake W RIFHIREUA SMART HealthLake ERZHEMNGERE K SBRELFEPEIN
Lambda &, REAFIKERARIANGEREESRESTAPINWY UGS EFIEMNIZSEEZESE,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Authorization: Bearer i8hweunweunweofiwweoijewiwe

AEBEPHE A Lambda AWS Secrets Manager EREI A A B ER E R REFEBENEAER . KM=
FRZBTEEREKE Lambda B RERERRSEZAFHEA

Example B E B EREFEEEBWFHIRRESTES

Lambda B8 & {5 R &t EFHIRBUA HealthLake ERHZMSMART[E LER B X E WFHIRRESTER
Ko, BEEEF step-by-stepsHIAE L Lambda BREMIE R , 5F20 FH B Lambda HE AWS
Management Console,
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MRFHIRRESTAPIE R T E BN EREHEIR S, FHERFIRESTER/E , Lambda RES X
B, EEE—STHRLENRERRR[TE K BF2HE LENES,

import baseb4

import boto3

import logging

import json

import os

from urllib import request, parse

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

## Uses Secrets manager to gain access to the access key ID and secret access key for
the authorization server

client = boto3.client('secretsmanager', region_name="region-of-datastore")

response = client.get_secret_value(SecretId='name-specified-by-customer-in-
secretsmanager')

secret = json.loads(response['SecretString'])

client_id = secret['client_id']

client_secret = secret['client_secret']

unencoded_auth = f'{client_id}:{client_secret}'

headers = {
'Authorization': f'Basic {base64.b64encode(unencoded_auth.encode()).decode()}",
'Content-Type': 'application/x-www-form-urlencoded'

auth_endpoint = os.environ['auth-server-base-url'] # Base URL of the Authorization
server

user_role_arn os.environ['iam-role-arn'] # The IAM role client application will use
to complete the HTTP request on the datastore

def lambda_handler(event, context):
if 'datastoreEndpoint' not in event or 'operationName' not in event or
'bearerToken' not in event:
return {}

datastore_endpoint = event['datastoreEndpoint']
operation_name = event['operationName']
bearer_token = event['bearerToken']
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logger.info('Datastore Endpoint [{}], Operation Name:
[{}]1'.format(datastore_endpoint, operation_name))

## To validate the token

auth_response = auth_with_provider(bearer_token)

logger.info('Auth response: [{}]'.format(auth_response))

auth_payload = json.loads(auth_response)

## Required parameters needed to be sent to the datastore endpoint for the HTTP
request to go through

auth_payload["isAuthorized"] = bool(auth_payload["active"])

auth_payload["nbf"] = auth_payload["iat"]

return {"authPayload": auth_payload, "iamRoleARN": user_role_arn}

## access the server
def auth_with_provider(token):
data = {'token': token, 'token_type_hint': 'access_token'}
req = request.Request(url=auth_endpoint + '/vl/introspect',
data=parse.urlencode(data).encode(), headers=headers)
with request.urlopen(req) as resp:
return resp.read().decode()

£/ 3 Lambda BHE AWS Management Console

WREFEBRREZEESMARTFHIRE B A HealthLake WE R ZEME LREBFHIRRESTAPIFEKRE | B
HealthLake ZEEENRBE AR, MREEREYRELE , BMHATLLEN Lambda KB, BEE
EFERBABARNE |, Lambda BB F BB, EEE—F THRUAEVYRESEILE Lambda B
BhIEEXAE , FSHB . B HealthLake REAE , LAREE B AWS Lambda BEHE JWT

#13 Lambda ERE (AWS Management Console)

1. BB Lambda X#EAHH KB EME,

2. EEBVYEH,

3. EEtERKRERER.

4, HEEXEAT A BARBEE. EHTRHETIREZE python ARBNHITERE,

5. BTAE FEE BYEREZR Lambda FAINHAE
Lambda 8B HTAE , RFHEU BF LEZE Amazon B5F T CloudWatch, Lambda BHE&
EEUARERBIHTAC , YEAHTARKREY HWEAER AWS SDK.

6. EEEXBRSIER , RAEHFIEES| Lambda EHE,
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MREEARS Lambda REEVEFRANREAEL  AEELERUZAE® , #4] Lambda HE
FHREEE, BEEH L THUMA Lambda REBEILRKAE , B52E B HealthLake RIEA
&  LUARME 8 AWS Lambda BE JWT,

import baseb4

import boto3

import logging

import json

import os

from urllib import request, parse

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

## Uses Secrets manager to gain access to the access key ID and secret access key
for the authorization server

client = boto3.client('secretsmanager', region_name="region-of-datastore")
response = client.get_secret_value(SecretId='name-specified-by-customer-in-
secretsmanager')

secret = json.loads(response['SecretString'])

client_id = secret['client_id']

client_secret = secret['client_secret']

unencoded_auth = f'{client_id}:{client_secret}'

headers = {
'Authorization': f'Basic {base64.b64encode(unencoded_auth.encode()).decode()}",
'Content-Type': 'application/x-www-form-urlencoded'

auth_endpoint = os.environ['auth-server-base-url'] # Base URL of the Authorization
server

user_role_arn os.environ['iam-role-arn'] # The IAM role client application will
use to complete the HTTP request on the datastore

def lambda_handler(event, context):
if 'datastoreEndpoint' not in event or 'operationName' not in event or
'bearerToken' not in event:
return {}

datastore_endpoint = event['datastoreEndpoint']
operation_name = event['operationName']
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bearer_token = event['bearerToken']
logger.info('Datastore Endpoint [{}], Operation Name:
[{}]'.format(datastore_endpoint, operation_name))

## To validate the token

auth_response = auth_with_provider(bearer_token)

logger.info('Auth response: [{}]'.format(auth_response))

auth_payload = json.loads(auth_response)

## Required parameters needed to be sent to the datastore endpoint for the HTTP
request to go through

auth_payload["isAuthorized"] = bool(auth_payload["active"])

auth_payload["nbf"] = auth_payload["iat"]

return {"authPayload": auth_payload, "iamRoleARN": user_role_arn}

## Access the server
def auth_with_provider(token):
data = {'token': token, 'token_type_hint': 'access_token'}
req = request.Request(url=auth_endpoint + '/vl/introspect',
data=parse.urlencode(data).encode(), headers=headers)
with request.urlopen(req) as resp:
return resp.read().decode()

{&X Lambda REHHITAE

B Lambda HE#® , BEEEHHTHAL , LGEMM Secrets Manager B EFFA], 1E Secrets
Manager # , B2 NS EWEEHE ARN, EEEAKEER , FITACERBEFE Lambda EE#H,
TENER.

BE LA IAME A FEE Lambda B8 , S1E Lambda 124 $iB12404E | LIS N Lambda HEH
HITAB, EEHE—F THRUMEE Lambda MEHITAER , 528 Lambda #i1TAE,

Example ¥ FEUHER Lambda HEH{TAE GetSecretValue

% IAMB)MEFT I EGetSecretValueHiTA® , @ FEH| Lambda BNELE/EFFEM R,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
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"Resource": "arn:aws:secretsmanager:your-region:your-aws-account-
id:secret:secret-name-DKodTA"
}
]
}

WS | BB EI Lambda & , AT AREFEEFHIRELA HealthLake ERHZEMSMARTERFEXE £ 2
FHIRREST&ER R IZ YV FENF £ o

B HealthLake FRIEAE , LLAREETE B9 AWS Lambda BE JWT

® At IAMEEES
AFERBRIAMBER , YEBIFHIAME SHERE,

B%AE

BR¥EAERAMEBRBEENAG , IRAREHNTERE. IAM EEE LU IAM AR, £
HMMBRREAC. MEFEES  F2RIAM (EFAEER) PHNEVAGUEFIE
ke AWS BR7S .

JSON 7£ Web ##t (JWT) ##i§#% , Lambda b EEEEIAMAE HIZHARN, ItAGKEEEHT
RESTAPIFERWAERHT , RRISRAFITFTEMAK.

EH REBTBEREIAM , REFRTHRENREFT, EB2E-—FSTH K F2RIAM (EHEER)
P ERSEERET

BT EERE Lambda B H 5 ER HealthLake RIS A EERMELS R,

« B, BFEERNIAMER, BR4AEESEREMARSETA RHSEFHIRNERFEHE.

s HRX L BEERVREAG, EREVAGCE  BULEEEERER , WEEAESB 1 hEIN
HEK, EEBEREIEE HealthLake AREEE, EWTBH | BLEEIETFE HealthLake ERHFEHE
ARNFI AWS 1R F 1D,

B FHIAMBUR

BHEREARSFPERNEESRECRERFEMEHE HealthLake BERFHER AT FEUBLFHIRE
BRo

RIBBAE Ve


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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FMBABER

BRIIAMH BRI UABRBREEENEEE ST,

BALEIAMBERRARXH ActiontRFEETHEE. SRSt HACtionREFNEE E&
Resource types. #& HealthLake ERITFHEH , RE—AEIAMFAIBERBERINH Resourcest
RHEENZIEBERER,

BEBIFHIRERTRETUAERBIAMFFAIBRD TENEIR.

B E& M E)E HealthLake

B{E

CreateRes
ource

DeleteRes
ource

ReadResou
rce

SearchWit
hGet

SearchWit
hPost

StartFHIR
ExportJob
WithPost

iR

s+

HEFFEMEIR

R R E R

HEFFREIEIR

HFER GETH EEE2E
R

HEFFER POSTHER S
&R

HEEFE FAIAFHIREE H1E
% GET

> oo = om E Rt

>

=i

B

>

EREE (XE)

ERIFEMEARN : arn : aws :

: 111122223333
fhir’'your-datastore-id

region

ERIFMEARN : arn : aws :

region :111122223333
fhir’'your-datastore-id

ERFHEARN : arn : aws :

region :111122223333
fhir’'your-datastore-id

BRZMEARN : arn : aws :

region :111122223333
fhir’'your-datastore-id

BRZEMIEARN : arn : aws :

0111122223333
fhir’'your-datastore-id

region

BEREMIEARN : arn : aws :

: 111122223333
fhir’'your-datastore-id

region

healthlakeyour -
: datastore/

healthlakeyour -
: datastore/

healthlakeyour -
: datastore/

healthlakeyour -
: datastore/

healthlakeyour -
: datastore/

healthlakeyour -
: datastore/
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Bk iR = EREE (XE)

B

&

45
UpdateRes EFFEHEIR =) EREREARN : arn : aws : healthlakeyour -
ource A region :111122223333 : datastore/

fhir’'your-datastore-id

EERBER , B LUER AmazonHealthLakeFullAccess, WHRERFERFRK
EHFREFHIRERNVERN. BA. BENEL. FERTFERNTHRENEENT , FEA
AmazonHealthLakeReadOnlyAccess,

3
$

EE# -5 T HENMAEEHR AWS Management Console AWS CLIEL IAM 23 BET R SDKs ,
BIAM  EAEER) FEILZIAMBUR,

# HealthLake (IAM £#2 & ) BIRKEAE

FRALEFREIREAR, BURKE K SHEERE IAMBUR.
3 HealthLake (IAM 324 ) WK AR

1. & A AWS Management Console £ BiRXIAM=ETR & https://console.aws.amazon.com/iam/.
2. EIAM EZEENEEEKT |, #IZF Roles (A8),

3. A%, 1BIE Createrole (B AE),

4, HEERETERERL , BEEBITEEEXK

5

BE TEHFGEERXT , EMEAIBER , W TFFIR. your-account-id i§ BB ERIIRS R
B, WA EERNEARELEBNERFHARNED .

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Principal": {
"Service": "healthlake.amazonaws.com"

iy

RIBBAE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://console.aws.amazon.com/iam/
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"Condition": {
"StringEquals": {

"aws:SourceAccount": "your-account-id"
I
"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:your-region:your-account-
id:datastore/fhir/your-datastore-id"
}

}
}
]
}

6. RBBET-L,

7. HEFEHAUEEL , BEFELEFE HealthLake RHERENBR, EESRENBER , FEF TR
RTES,

8. A%, BEEEIX,
9. REEEW P MEACEE THEILEHR , RRAARHE,
10. (2R ) EIBEEHRRT , KENALHTEBERR,

1. MRTEE , FHALARERAACERBTFE , UHBHEANLACGHAR, AREBELN B
HARME—H AWS 1RF, EfEZERBXNEETESD. HlI0, EEEEI A4S PRODROLE
prodrole WA®, RAFEEERURESRAC K ULEZIEEVACGCRFEEARS
i

12. BRACHEER K RRBERIAR,

EETHRINMEFH Lambda HEARNFRIEEAR | 582/ E3 AWS Lambda K,

Lambda #{TAE

Lambda RN HITAERR FTHREFI AWS REMEFRNETTIAM, AERMEEEMMET, BRIT
FMEIE Lambda BNEIHTABHNET.

RIFFERR , BEEMEHA BAHH Lambda BEEHF , Lambda BEVEFRALFITNHITHAE AWS
Management Console, EEEEHITACTRE TN , 552K Lambda HEASEEHRHE IAME
BRATEBRIHTAR,

AEFEHIRMHA Lambda B E 6 Secrets Manager RER ZE AR EE.
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NMEZRINEMAMAEE  EBRSKEERSEEBRFFEE, EREFFZHH  ARETREERTE
HAEHEN, TEERETRAEHEBZY  REEEERRBERRUETSLENT, W0F
HAES  F2REIAM ( EREER) PHEARERER.

A FF HealthLake #&Z% &K Lambda BE

Atk , HealthLake AILAR KRB Lambda BHE , B4 EBHIT T SIENME

- BEEH REAIdpLambdaArnZ R HealthLake EfECreateFHIRDatastoref R FAYARNK
Lambda E;ﬁﬂg °

- BEENERAEBRMBIR HealthLake , AFF RKRAEMA Lambda HE.

E SMART #ZEFHIRERA HealthLake B9 & BHEMH[E £ HealthLake Y EIFHIRRESTAPIFERE , ©F
BT, TRAKRCUAEHENERLBIEEN Lambda B, &ZE&RT HealthLake ZHUE , 1818
FRAUERAERNBR, EEE—S THUNMA Lambda REBENUERAERNBEK , 208 (
AWS Lambda BiZ A B#58) M A FF AWS BRI Lambda B,

ARK Lambda BB (T

/A Important

HealthLake FEE Lambda BREIH R AHITRELD R —# (1000 ER ) .
MRE Lambda HEBIBHTIRERS , BB TimeOutBIFAR o

ATESERERAIRT K BREREMELIT, EREEMPUREEMELTT , RERMBFER
YR ERREENNBLATERREE, EEE—FT7THRNMREMELIT , F2H Lambda FE
ABREETWEREMEL 1T

EZEEE Lambda REHFIORTHRE , BRIZEMEA Lambda £ A& £ Lambda R EREH. R
B8R , Lambda SR ASRMUSEREER K BErIRNSEABEEEHNTE, RENEREE. &
B -5 THE Lambda BB , 5528 Lambda FZ A EIEETH Lambda 2 A P RYESIREE,

MREE R Lambda BNBHEILT , WBREERET |, 20 Lambda B ABERPHERIIT,
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EFHIRE XA HealthLake B E RHEMIESMART L1

= ERE FAFHIREESMART LHY HealthLake , F5#H C reateFHIRDatastore 583K
FIEER IdentityProviderConfiguration S8 HealthLake ERERE, £
IdentityProviderConfiguration 28 , BIEETHENR

. 1% XE AAuthorizationStrategyZ R SMART_ON_FHIR_V1,
- # BREAldpLambdaArnZE R AWS Lambda B IARNKY |, A EARER RS EEEBRE.

- BEREMARSIPIEENTEEN TEEZAISONES, ELLFH#E R TESE Discovery
Document F{&[E],

« i#HA : BHE FineGrainedAuthorizationEnabled, 1EE Trueff A 2 BT HealthLake

& LAE A AWS Command Line Interface (AWS CLI) SiEBBE A —{E AWS X EH , EFHIRBAK
EREHSMARTEE LB SDKs, /A HealthLake T2 AF % ESMARTEFHIRELE HealthLake H
ERNERELRYT,

A EFHIREA HealthLake W ERZFMSMARTE £ AWS CLI 31

B A TSR SES , A EFHIRE A HealthLake HE&E RHF M [ESMART L3I AWS
CLl, EFHIREIA HealthLake W& RFMSMARTE LR B , BAUEEE identity-provider-
configuration Z#,

# identity-provider-configuration 2&% , KA LZEEMMARBHEEE , T ERE RE
AFineGrainedAuthorizationEnabled& R True, EE# — 5 7THRBMRE , B2BEFHIRE
A HealthLake FERZMSMART E L FABHRE, ATEHITE—BHEKRFT\ , UETRITH
WAREFT. ERATERER.

aws healthlake create-fhir-datastore \
--region us-east-1 \
--datastore-name "your-data-store-name" \
--datastore-type-version R4 \
--preload-data-config PreloadDataType="SYNTHEA" \
--sse-configuration '{ "KmsEncryptionConfig": { \
"CmkType": "customer-managed-kms-keyl",
"KmsKeyId": "arn:aws:kms:us-east-1l:your-account-id:key/your-key-id" } }' \
--identity-provider-configuration \
"{"AuthorizationStrategy": "SMART_ON_FHIR_V1", \
"FineGrainedAuthorizationEnabled": boolean-false-by-default, \
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"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-lambda-
name" \

"Metadata": "{\"issuer\":\"https://ehr.example.com\",\"jwks_uri\":\"https://
ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint\":\"https://
ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://ehr.token.com/auth/
token\",\"token_endpoint_auth_methods_supported\":[\"client_secret_basic\",\"foo\"],
\"grant_types_supported\":[\"client_credential\",\"foo\"],\"registration_endpoint\":
\"https://ehr.example.com/auth/register\",\"scopes_supported\":[\"openId\",\"profile\",
\"launch\"],\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://ehr.example.com/
user/introspect\",\"revocation_endpoint\":\"https://ehr.example.com/user/revoke\",
\'"code_challenge_methods_supported\":[\"S256\"],\"capabilities\":[\"launch-ehr\",\"sso-
openid-connect\",\"client-public\"]}"}"

BIhEF , SERE T HJSONEE !

{
"DatastoreArn": "arn:aws:healthlake:your-region:111122223333:datastore/fhir/your-

datastore-id",

"DatastoreEndpoint": "https://healthlake.your-region.amazonaws.com/datastore/your-
datastore-id/r4/",

"DatastorelId": "your-data-store-id",

"DatastoreStatus": "data-store-creation-status"

EFHIRE R A HealthLake BV E R TFEMSMARTE L £ AB MR E

£ Scopes MAREEREERFEHETEFRNERMS K UFTERALREXENERY., FRABHERKR
B EFHIREA HealthLake W ERIMFHMSMARTER FHFEUER , BERESERNESES, BEHEH
FEHHZE | 351E C reateFHIRDatastore #53K# IdentityProviderConfiguration 2&Truedi§
R EAFineGrainedAuthorizationEnabled& R .

MRERRABHRE  ENRERRSISER P fhirUser&EEid_token AR EFEER ., EAKFHA
FisEARHERNEBEAENEN. AFPRERAERXESfhirUserEERARKEBFEAZEFHIR
HERURIM , ETRELA Patient, Practitioner 3 RelatedPerson. ZEEREIHNEIEH
CDEERFAEUTEIHMLEE RNuser/MNEE, SEFEAHYHEFHRERSCHEMBHNEEERMN

BE

user/(fhir-resource | '*').('read' | 'write' | '*')

R RAE 155



AWS HealthLake HBEABER

T RUNAERBHEREE - S EEENFIMEBFHIRERERAFEHS,

« B fhirUser® MPractitioner , BHIRESAERAEITFINEEELS, fhirUser ERFF
WESE fhirUser A —MRIRFEASHBLREBEN .

Patient.generalPractitioner : [{Reference(Practitioner)}]

« ® fhirUser® Patient= , RelatedPersonBFERFZENEEHE FEKThirUser , BT
BEREFREEY fhirUserWER, E@ERPatientNERFIEERERE , AFEFIL

Patient.link.other : {Reference(Patient|RelatedPerson)}

EFHIRE BA HealthLake B RHF MR RZE X4 SMART L #EY

HERAPREARNIEHANMFHIRRESTER , EEEWE HealthLake BERFRERERHRE
BER, WAERTEERE (RFHR) BIUKI,

EEERM , BIRHEGETERIM M/ .well-known/smart-configurationZ& Bz HIE K ik 2

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/.well-
known/smart-configuration

IE 81§ HealthLake BRIFEM B ERERE X HEE % JSON Blob, BRI H K F
authorization_endpoint® , token_endpointil® HealthLake & ¥HZH[E P EZ AR LI

e,
{
"authorization_endpoint": "https://oidc.example.com/authorize",
"token_endpoint": "https://oidc.example.com/oauth/token",
"capabilities": [
"launch-ehr",
"client-public"
]
}

URLs M RE A S i AR R i %

- RiERH  REAFPRERAEASNEREURLAATEN .
- BRIRF - AP REAENRRELBANRERRF W
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FESMARTE A HealthLake N E#H 7 [E 1R HFHIRRESTAPIZE K

A LAZEFHIRBUA SMART HealthLake BV E R F M [E LR HFHIRRESTAPIFER . oIS HIEREKR
AEREAREANGER , HP I EREBERIWTHFHN , LUKk Lambda FEUAIRIEEE, AFRImERRE
XERCBRENBRFEZ , LARRERARSIKEASEFL. EFHIREA SMART HealthLake B &
FHREEEFHIRRESTAPIGERE |, B AR EEEDN AR

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/

Patient/[ID]
Authorization: Bearer auth-server-provided-bearer-token

RAEEEEERRKRIAHGSE , MEXE AWS IAMEAZEAE S , HkERIFHIREA SMART
HealthLake FIERHMZHER , & HealthLake W AIEEM Lambda Eﬂ%zo B &K Lambda B4 85K h i
WA WEREIXE WEHIEME HealthLake,

{
"authPayload": {
iss": "https://authorization-server-endpoint/oauth2/token", # The issuer
identifier of the authorization server
"aud": "https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/
r4/", # Required, data store endpoint
"iat": 1677115637, # Identifies the time at which the token was issued
"nbf": 1677115637, # Required, the earliest time the IWT would be valid
"exp'": 1997877061, # Required, the time at which the IWT is no longer valid
"isAuthorized": "true", # Required, boolean indicating the request has been

authorized
"uid": "100101", # Unique identifier returned by the auth server

"scope": "system/*.*" # Required, the scope of the request

}I

"iamRoleARN": "iam-role-arn" #Required, IAM role to complete the request

REHEFHIRERERFHSMART EEE PREMNEIR

AREBERPEENT AWS tREFMHE FTEMEIR HealthLake, EFHIREUA HealthLake FYERHFK
ESMARTLEEY , LLREFHIRAFHEARERXSMART L {2 # [ MRS HealthLake BEHRIF K

EEE,
W ITERETNSBEEREESMARTFHIREBERNELRSE | URRIIAMENER,
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£ SMART FHIRBREFF , ZERRAREN 7 —iiELF :

- BRREAE . B , FAFHIREARISMART LW E=FRIFMERFHEFH HealthLake EH}
M BB R L.

-« SMART FHIR EARERX LK (BAAFPWmEARER ) | BEFH HealthLake ERMEHREF E R
FEREN,

- REMRES : AFS OpenlD Connect BER[IRES , AL RBEHAE W B HFIFER,

« HealthLake BRI EMIE : £FHIREXA HealthLake W ERFZFMESMART L |, £/ Lambda BHEUZR[E
FERR A ETSEMFHIRRESTEE K

FERELERRAEX —RBEF , EFERILTIER.

BFEBRESMARTERERERARR, ERLENEE , WET AWS Lambda HEREEFFFiRE
2% , HFFHIRERA HealthLake WEREFERELE

1. RERBMARR[ IR — REMRS

EEHEFHIREEBSMART LR | BEEREE=-HREMRSE K UBRBEERERELRHHY
FHIRREST#ER., BEH—F 7 RREAFE AN REMRRETIHE HealthLake , 5828 SMART £/ &Y
B ERER FHIR,

2. EREBEIZFIHE T A FEIRERRE L HealthLake EXRHFMEFHHLER | RERREE

FHIR Z2#SMART L#Y FRAOAuthEE R Y B S RFBEFE R U EZNMFHIRNER , URTFERHNEE, &
HERARBEERRGIN—ELR, BEEHE—S THFHIREHEBSMARTLE Ml Bz EENEE
HealthLake 5528 X #ESMARTFHIROAuth# 5 E HealthLake,

3. EREMBITEBMREN AWS Lambda BB - AWS ZHIIR S

BAFEImERAERNEFHIREMA SMART WEREHE - EXMNFHIRRESTE K& E S JSON Web ##
(UWT)o BEEHE—S 7THUNMARERENEBENEE Lambda HE , FSEHEE JWT,

4. EFHIREA HealthLake N ERFHSMARTIE LE I - AWS &HIRF

& Z1EFHIR HealthLake ERMEHESMART L&Y |, BFERM
IdentityProviderConfiguration., HE#—% T ## C reateFHIRDatastore F&R R
MIdentityProviderConfiguration2# , F2REFHIREA HealthLake HERFHIESMART
3,
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AFimEARXMAIEFHIREEAERE M ESMART LB MEFER
HealthLake LR & ¥

AERBAFiRERAERNAE SMART FHIR RAHRER BE , WEEME HealthLake EREHRE L
B HRWFHIRREST®E R,

1. BF % ERARERME Well-Known Uniform Resource Identifier 12 HGETEE R

SMART ERMANAFPIREABRINEERIGETHER , T8E8 X HealthLake ERIFHREN REIRE,
1ERIEIB Well-Known Uniform Resource Identifier (URI) 8RR ERM. EEH—S T#E , FSHE
FEFHIRE A HealthLake EFF K E N HREXHSMART EHEE o

2. REDNEE

AEREREAFARERRSNFZERY ZEABULUEA, MEFSREBFFEHE, SEANES
BAFEmERARERTLER HealthLake WEREREFNWHBLEFHIRER, EEH S THEREER , 5
2/ T ESMARTFHIROAuth®Y & B HealthLakeo

3. FEUVER

BuEEAECERE 7 RE  AFREAEXSRREMARSFZRIWTFEER. ERAFREARER
HIAFHIRRESTHARE i , R F£F HealthLake, HEE—X 7B IAIEA Lambda BB F# IS
JWT |, B2E FITERERE.

4. EFHIRE XA HealthLake I E B FHMSMARTIE L2 HFHIRRESTRR>

BiE , AFREREXALERRERARIFREHENFIER  #FHIRRESTFEREEXE HealthLake &
BrERERN. SEERHPIFHIRRESTHER , F2H ESMARTE A HealthLake WERFRIER
HFHIRRESTAPIFE K,

5 BEBEIWTFEHER

EERFFHIRRESTHE R EENFZEEMR , A Lambda BB, ZE 7 UM T 0] S /TR
By Lambda B8 , 5528 2E37 AWS Lambda B,
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B PEREENBAESEE (NLP) , FHEBELFHIR
DocumentReference &iF AWS HealthLake

® Note

£ 2023 £2 A 20 HZ# , HealthLake ERFHEFARTSEARENBERESTREE
(NLP), MNRZEEBEERFHELBEBULLINEE , FS B R ER N MBIR HealthLake
BEENBREBSEENE? P

MR 22 BIRY Amazon Comprehend Medical FIE A NLP |, BIESEYHE
¥iDocumentReference &R , @7 AWS BMIREhELER., WEHMENR , F2
BAWS HealthLake EE,

Amazon Comprehend Medical P EAREAEE (£E ). EEARE (28 ) BEEL
HealthLake HERFHREFZERZESWBEARES EE (NLP,

HealthLake 2 BE) ARIRMHBESHWBEARESEE (NLP) , £ Amazon Comprehend Medical &
#DocumentReferenceERERPAMERERNIEZEBILEREE, EEERKM , 58 HealthLake FF
It Amazon Comprehend Medical DetectEntities-V2, InferICD10-CMH InferRxNormAPI#g
£, BREEHHMEIDocumentReference BRI ALEM, E Amazon Comprehend Medical API#
YE{RIE] SIGN, SYMPTOMAM H4SBDIAGNOSISH , @EBEELinkage ERER, FMIFHNEE
EIRZMLL SIGN, SYMPTOMS 45#F I ERZ U DIAGNOSIS , EfMEERA I ERLEFERNR
BRI Ao

HRES FTEENERNLP , BRI URHGETHER , BFAXERESELHER.

4"lll

EEH—FTHNMFER B Athena HealthLake Y B4 RKIE 2SS LLAEMIELE |
HealthLake &MY E R ZHIE SQL,

3
¢
8
w
H
i
r&l'

RAE
« Amazon Comprehend Medical #1828 4 HealthLake

- B FHIRRESTAPIREEE

« Amazon Comprehend Medical APHR{EIN{ATEE & FI Y &5 HealthLake
- BEBY
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Amazon Comprehend Medical #1{iE2 # & HealthLake

HealthLake £/ Amazon Comprehend Medical #EiDocumentReferenceERBERH PRIV E
¥}, Amazon Comprehend Medical API#24E DetectEntities-V2, InferICD10-CMH €iSEE
ERInferRxNormE I B, BERESRETRNER,

][]

&
Amazon Comprehend Medical APIRERSEAIR I N FHEREE,

b=[1]1]
hu|

A

« DetectEntities-V2 : REZEBREERNHRRX T , YEOHBEEH , flnERER. MEMTE
E 58,

* InferICD10-CM : #mBRHTHEEBEREIAER , WEELERERZE ICD-10-CM HFEEH
MEZELBL SRR AT , BXABERE COCR R EEMER () RENBIRBERFTHOWHO,

« InferRxNorm : &Y ERAABEEHEPIEHNER , UEHELZE RiNorm BIREZEEEERE
Y B E (LB 2R B T o

BEAPHREZENSEA SIGN, SYMPTOMA DIAGNOSIS., MREAZ4EE , AISEHHEA
HealthLake ERFHREFRTREMEN FHIRSRIEM,

MERT RN E.

« DocumentReference : Amazon Comprehend Medical APIRENFE REFIE A
DocumentReference ERERE P H FlextensionW S EXHH . EHFEBRFPNERD AR EEH
o BALRBREHE K EERPKEEMURL,

* http://healthlake.amazonaws.com/system-generated-resources/
- BEE BUSHIEE WEREA HealthLake,
* http://healthlake.amazonaws.com/aws-cm/

- #& Amazon Comprehend Medical APIE{EH [R 5% i %718 & HealthLake B & BHFE R ER L
=
« Linkage : WEREHESHARESH MIMMEREINLP, BE LMGETHERELinkageEELER
BREE, EEEA Linkage RE CHE HealthLake , S HIEH"tag": [{"display":
"SYSTEM_GENERATED"}]8/{EY, EEH¥ — 7 # Linkage BIFHIR#AE , 5520 FHIR XH#XR
Sl ERER : Linkage,
« FHIR Amazon Comprehend Medical APHR/EFTE £ M EREH,
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« Observation : EB4%#A SIGNE B , Amazon Comprehend Medical API operations
DetectEntities-V2 # InferlICD10-CM #7118 ZE H A H & RSYMPTOM,

« Condition : E4#A B , 214§ Amazon Comprehend Medical API operations DetectEntities-
V2 H InferiICD10-CM By #& R #T8 EH FDIAGNOSIS,

« MedicationStatement : # Amazon Comprehend Medical APIZ{ERI#E R InferRxNorm 738
ZHA,

B8 FHIRRESTAPIRER A
RIZFEER , Amazon Comprehend Medical APIHR/ETE 2 HGETHE KRBT 2/E B8 B A 4580
ETESHFELERENNBAENLPREGR B4 ARECHMN ID,

* Linkage
* Observation
* Condition

* MedicationStatement

1£ DocumentReference EREHAMEENLPRELER , ReEFERSE ID E&NEE Amazon
Comprehend Medical APIIR{E#E RIIGETHE RIS,

Amazon Comprehend Medical APIE/EINRIE & | Y £ HealthLake

g1 1 : #EELZE HealthLake BRI EHREN B &%
LT RBSREHEEEEE A SMRIE MR I H & 5IRRER

A EREHR
HEHPHNFRERART , TESBAREER (PHI).

1991-08-31

# Chief Complaint
- Headache
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- Sinus Pain

- Nasal Congestion

- Sore Throat

- Pain with Bright Lights
- Nasal Discharge

- Cough

# History of Present Illness
Jer6nimo599
is a 4 month-old non-hispanic white male.

# Social History
Patient has never smoked.

Patient comes from a middle socioeconomic background.
Patient currently has Aetna.

# Allergies
No Known Allergies.

# Medications
No Active Medications.

# Assessment and Plan
Patient is presenting with bee venom (substance), mold (organism), house dust

mite (organism), animal dander (substance), grass pollen (substance), tree pollen
(substance), lisinopril, sulfamethoxazole / trimethoprim, fish (substance).

## Plan

The patient was prescribed the following medications:
- astemizole 10 mg oral tablet

- nda020800 0.3 ml epinephrine 1 mg/ml auto-injector
The patient was placed on a careplan:

- self-care interventions (procedure)

REER , lLEFATE DocumentReference ERF L base64 & NimiE. EARXHHEENE HealthLake 3
5t A Amazon Comprehend Medical APIR{ERF , EEEERGR , LA L fEDocumentReference&iR
BWRHGETE RS,
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GET https://https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference

= Amazon Comprehend Medical APHRVERZHEE |, FHEextensionEFE R TIEBN hSRELE/
E¥ "url": "http://healthlake.amazonaws.com/aws-cm/"

"url": "http://healthlake.amazonaws.com/aws-cm/status/",
"valueString": "SUCCESS"

},
{

"url": "http://healthlake.amazonaws.com/aws-cm/message/",

"valueString": "The Amazon HealthlLake integrated medical NLP operation was
successful."

}

THERBERNMABBRERER  £4M HealthLake EXREKE P RS RN BB 0%,
DocumentReference

EEEEFE —DocumentReference ERBHENER , FHIRH GETHEK , HHEHEBESE
Bid®y .

GET https://https://healthlake.your-region.amazonaws.com/datastore/your-datastore-
id/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference/0e938f03-da7f-4178-acd8-
eea9586¢c46ed

RN , BEES200HTTPEIERIBM TFIISONEE (A TERERMEBE ) .

AT 2 http://healthlake.amazonaws.com/system-generated-resources/# %, &
AL EE|Linkage/e366d29f-2c22-4c19-866e-09603937935a B IB8FM . WL AEF
HealthLake EH§# R E R EBE I E45EObservationConditionMEREHMME .,

EREEELEREENET AN  FREMENER,

"extension": [

{
"url": "http://healthlake.amazonaws.com/linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
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}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "Observation/c6e@a3ff-7al7-4d8b-bfd0-d02d7dad90c5"
}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "Condition/0854elf3-894d-448e-a8d9-3af5b9902baf"
}
}
1,

"url": "http://healthlake.amazonaws.com/system-generated-resources/"

}

Linkage
HRERE —LinkageBERERENGER , R GETHXR , HPREMESEEIRIDA .

GET https://https://healthlake.your-region.amazonaws.com/
datastore/your-datastore-id/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/
Linkage/e366d29f-2c22-4c19-866e-09603937935a

U, BEWEI200HTTPEEBARE , AR T5IBETRIJSONEFE,

CESE itemtE, Hib |, FIBEY "type": "source"&igHAMRIEHK Condition

MObservations¥|AES"type": "alternate"®BEYH FTH4EEDocumentReferenceld
Ho

BHEER metat BMYEHNE/EY "tag": [{"display": "SYSTEM_GENERATED"}] , 18
HIELE R 2B B HealthLake,

"resourceType": "Linkage",

"id": "e366d29f-2c22-4c19-866e-09603937935a",
"active": true,

"item":

[

{

"type": "alternate",
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"resource": {

"reference": "Observation/c6e@a3ff-7al7-4d8b-bfd0-d02d7da®@90c5",
"type": "Observation"
}
1,
{
"type": "alternate",
"resource": {
"reference": "Condition/9d5clef6-f822-4faf-b55f-7c70f2a4aa8d",
"type": "Condition"
}
1,
{
"type": "source",
"resource": {

"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586¢c46ed",

"type": "DocumentReference"
}
}
1,
"meta": {
"lastUpdated": "2022-10-21T19:38:31.3277",
"tag": [{
"display": "SYSTEM_GENERATED"
}]
}
}

Resource type: Observation
EEEEE —ObservationBERERNER , FRYE GETHER , HFRMHSEEIRIDW .

GET https://https://healthlake.your-region.amazonaws.com/
datastore/your-datastore-id/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/
Observation/e366d29f-2c22-4c19-866e-09603937935a

Amazon Comprehend Medical APHRENEREEEITATHITE : code. metaFl
modifierExtension,

code

¥{A K tFECodeableConcept,. BEEH—F TH#E , FZE FHIR X% 5|CodeableConcept
M o
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HealthLake €k in T %I = {E&&/E¥,

« "system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/" : URL=Z
FE45E M Amazon Comprehend Medical API#2E, ELLIER T , InferlCD10CM,

« "code": "A52.06" : Ef A52.062 ICD-10-CM F2XNHF , AREBIE HKREH PO HMBES
BEWB=.

« "display": "Other syphilitic heart involvement" : HEH "Other syphilitic
heart involvement"2 RRIHHY ICD-10-CM BX BRI RER,

T 5 EBEJISONWEIEEZE codet®E,

"code": {
"coding":
[
{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icdl10/",
"code": "A52.06",

"display": "Other syphilitic heart involvement"
}

1,

"text": "Other syphilitic heart involvement"

}

EE 7 REHIERN ICD-10-CM BX B ERZAIEE , FF A modifierExtensiont &k,
meta

meta TRBEFRER , EHicode TR R B I E Amazon Comprehend Medical APIIEEHTIEHY
HHHER.

T 5 BEJISONWEIEEZE metatE,

"meta": {
"lastUpdated": "2022-10-21T19:38:30.879Z",
"tag": [{
"display": "SYSTEM_GENERATED"
1]
}

modifierExtension
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modifierExtension TR EEEE code tRHPEEERRNBZ2AFEEBRNELSHAEN. TE
BEEREY , BMHARM DocumentReference E 4 #E R MAHRI Linkage ERBE M RIAEIER.

HREEFIEMWcodingtE , BEE R entity-scorefl entity-Concept-Score FiEE
modifierExtension, HRE/EHHHNEEE , FEEII2H. HR entity-score , kD E=
Amazon Comprehend Medical ¥{{ERIZEHMEN ATFEE. HM entity-Concept-Score , k7 H
& Amazon Comprehend Medical A BB EREZZ ICD-10-CM Bi2H A E.

T3 EBEISONWEIEE D E modifierExtensiont®E,

"modifierExtension": [{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
score",

"valueDecimal": 0.45005733

.

{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd1@/aws-cm-icdl@-entity-

Concept-Score",

"valueDecimal": 0.1111792
1,
{

"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {

"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"

}
1,
{

"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {

"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"

}
}
]
STEJSON[EFE
{
"subject": {
"reference": "Patient/0679b7b7-937d-488a-b48d-6315b8e7003b"
},
"resourceType": "Observation",
"status": "unknown",
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"code": {

"coding": [{
"system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/",
"code": "A52.06",

"display": "Other syphilitic heart involvement"
11,
"text": "Other syphilitic heart involvement"
3
"meta": {
"lastUpdated": "2022-10-21T719:38:30.8792",
"tag": [{
"display": "SYSTEM_GENERATED"
}]
3

"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
score",
"valueDecimal": ©.45005733
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": ©.1111792

I
{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
I
{
"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
1,
"id": "7e88c7c5-21a5-4dd7-8fc2-a02474fba583"
}
Condition

EEBFFE—ConditionERBEHMNER , BRE GETEKR , EAEHIBEEZERIDN .
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GET https://https://healthlake.youx-region.amazonaws.com/datastore/youx-
datastore-id/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/Condition/b06d343d-
ddb8-4f36-82cb-853fcd434dfd

Amazon Comprehend Medical APHREREREEET AT HITEK : code. metaf
modifierExtension,

code

A K stFECodeableConcept,. EEE—F TH#E , FSE FHIR X% 5|CodeableConcept™
M o

HealthLake & 10T 5 = E&/EE.
« "system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/" : URL=Z
1545 E M Amazon Comprehend Medical APII&{E, ELLIER T | InferlCD10CM,

« "code": "I70.0" : ¥ A52.06=2 ICD-10-CM B , ARBBITEHBIEH F O MBER K
ES]: O N

« "display": "Atherosclerosis of aorta" : HH "Other syphilitic heart
involvement"Z ARIFH ICD-10-CM BXTBEHRHER,

T3 EBEJISONWEIEEZE codet®E,

"code": {
"coding":
[
{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icdl10/",
"code": "I70.0",

"display": "Atherosclerosis of aorta"
}
1,
"text": "Atherosclerosis of aorta"
}

BETHEHBIERN ICD-10-CM BXIFERZWEE , M modifierExtensiont®,

meta
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meta TEBZEFHEER |, i5HcodeTERBEE Amazon Comprehend Medical APIEERTIEHY
HHER.

T3 BEJSONKEIEE TS metatHE,

"meta": {
"lastUpdated": "2022-10-21T19:38:30.877Z",
"tag": [{
"display": "SYSTEM_GENERATED"
1]
}
modifierExtension

modifierExtension TR T EHEE code tEHIEERXBAGEBRNEZHEEN. ©E
EFREY , RMEAR DocumentReference EAEERMAHE Linkage ERFERN R ENER,

HASEHF B codingtEk , BEEE entity-scorefl entity-Concept-Score $iEE
modifierExtension, HRE/EHFTHNEEE , FEEII2H. BR entity-score , kD E=Z
Amazon Comprehend Medical ¥{8RIZERMN AIEE, ¥R entity-Concept-Score , Lo H
& Amazon Comprehend Medical 52 A BB EHERE ICD-10-CM i I EE,

T5 B EJISONWEIEE T E modifierExtensiont®,

"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
score",
"valueDecimal": 0.94417894
.
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": 0.8458298

},

{

"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"

}

},

{

"url": "http://healthlake.amazonaws.com/source-document-reference",
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"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"

}
}
]
SEEJSONE FE
{
"subject": {
"reference": "Patient/0679b7b7-937d-488a-b48d-6315b8e7003b"
},
"resourceType": "Condition",
"code": {
"coding": [{
"system": "http://healthlake.amazonaws.com/aws-cm/infer-icdl10/",
"code": "I70.0",
"display": "Atherosclerosis of aorta"
1,
"text": "Atherosclerosis of aorta"
b
"meta": {
"lastUpdated": "2022-10-21T19:38:30.877Z2",
"tag": [{
"display": "SYSTEM_GENERATED"
}]
b

"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
score",
"valueDecimal": 0.94417894
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd1@/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": ©0.8458298

.

{

"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"

}

.
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{

"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"

}
}

1,
"id": "b@06d343d-ddb8-4f36-82cb-853fcd434dfd"

}

&i{5] 2 : DocumentReference@ & MedicationStatement BRI H

T RREHREBEEBRERA SN EBME A ERKRIEEEG,

A EHREHR
LHEFHFNXFRERAR , TESEARERER (PHI).

Tom is not prescribed Advil

THERBERNMABBRERER £/ HealthLake ERMEHKE P &5 HEEVH B A0 8%
DocumentReference

EEBFE —DocumentReferenceERBHMNER , BFIRH GETHEK , HPEHEBEE
JRIDMY

GET https://https://healthlake.your-region.amazonaws.com/datastore/your-datastore-
id/r4/eeb8005725ae22b35b4sedbdc68cf2dfd/r4/DocumentReference/c549125d-a218-421f-
b8bf-23614c5e796¢

BIE , BEREI200HTTPEIEBARN T 5 & ETRIIJSONE I,

8#/E% "url": "http://healthlake.amazonaws.com/system-generated-
resources/"#& -~ Amazon Comprehend Medical APliE{EextensionB I8 Hh B RER,
WA LB RF M Linkage B RER ML EMedicationStatement &R,

"extension": [{
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"extension": [{
"url": "http://healthlake.amazonaws.com/linkage",
"valueReference": {
"reference": "Linkage/394bb244-177b-4409-8657-26b20ed56dd7"
}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/cbf6afl0-b0b9-451c-bdde-99611e3498a8"
}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/9a89b0d3-6681-45ca-9926-27951edce5c7"
}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/4a01f6c8-5f3a-4122-80ab-405312f96aa2"
}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/fbfb77d8-70cf-4579-b4c@-d6fe3c01656b"
}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/1340c9ce-9c48-4bf9-9b2f-d0ab027f5e0b"
}
}
1,

"url": "http://healthlake.amazonaws.com/system-generated-resources/"

}

Linkage

EFEEFE —LinkageEREENFER | B1RH GETaEKR , HARMHEBEERIDA .
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GET https://https://healthlake.your-region.amazonaws.com/
datastore/your-datastore-id/r4/eeb8005725ae22b35b4sedbdc68cf2dfd/r4/
Linkage/394bb244-177b-4409-8657-26b20ed56dd7

BRI, BEWEI200HTTPE RIS T SIJSONE K,

EETE itemtE, Ho , H5|R/EH " "type": "source"FiEHARE
tiMedicationStatementERER M IEEDocumentReferencelE B,

BT LR E metatEMBEMWEREY "tag": [{"display": "SYSTEM_GENERATED"}],

BHELLEIRER EI HealthLake,

"resourceType": "Linkage",
"id": "394bb244-177b-4409-8657-26b20ed56dd7",
"active": true,
"item": [{
"type": "alternate",
"resource": {

"reference": "MedicationStatement/cbf6afl1@-b@b9-451c-bdde-99611e3498a8",

"type": "MedicationStatement"
}
3,
{

"type": "alternate",
"resource": {

"reference": "MedicationStatement/9a89b0d3-6681-45ca-9926-27951edce5c7",

"type": "MedicationStatement"
}
I
{
"type": "alternate",
"resource": {

"reference": "MedicationStatement/4a@1f6c8-5f3a-4122-80ab-405312f96aa2",

"type": "MedicationStatement"
}
3,
{

"type": "alternate",
"resource": {

"reference": "MedicationStatement/fbfb77d8-70cf-4579-b4c0-d6fe3c@1656b",

"type": "MedicationStatement"

}
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},
{
"type": "alternate",
"resource": {
"reference": "MedicationStatement/1340c9ce-9c48-4bf9-9b2f-d@ab027f5e0b",
"type": "MedicationStatement"
}
.
{
"type": "source",
"resource": {
"reference": "DocumentReference/c549125d-a218-421f-b8bf-23614c5e796c",
"type": "DocumentReference"
}
}
1,
"meta": {
"lastUpdated": "2022-10-24T20:05:03.501Z2",
"tag": [{
"display": "SYSTEM_GENERATED"
]
}
}

MedicationStatement

EEEEFE —MedicationStatementBERERNVER , FiRH GETHEKR , HhRHEBEE
JRIDHY o

GET https://https://healthlake.your-xregion.amazonaws.com/
datastore/your-datastore-id/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/
MedicationStatement/9a89b0d3-6681-45ca-9926-27951edce5c7

MedicationStatement B R E 2 % F| Amazon Comprehend Medical InferRxNorm API
BEZERNONVNE. BREMEITIATIITE  medicationCodeableConcept, metaH
modifierExtension,

medicationCodeableConcept

A W ;tHRCodeableConcept. EEE—F TH# , 52 E FHIR X#HZE5|CodeableConceptH
0 o

HealthLake S/ T 5 = @& /{EH
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« "system": ""http://healthlake.amazonaws.com/aws-cm/infer-rxnorm/ : URL
2184 EM Amazon Comprehend Medical API#RE, EEEE R T , InferRxNorm,

« "code": "731533" : Hrh 731533 & RxNorm #f= ID , A RxCUl,

« "display": "ibuprofen 200 MG Oral Capsule [Advil]" : HH ibuprofen 200
MG Oral Capsule [Advil]& RxNorm BLZHI#EIR,

THEEJSONKN B EE T E MedicationStatementtE,

"medicationCodeableConcept": {
"coding": [
{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-rxnorm/",
"code": "731533",

"display": "ibuprofen 200 MG Oral Capsule [Advil]"
}
]
}

meta

meta TEZEFEER |, iEHcodeTERABEE Amazon Comprehend Medical APIIEERTIEHY
&R

THEEJSONHWEEEZIE metatE,

"meta": {
"lastUpdated": "2022-10-24T20:05:02.800Z2",
"tag": [
{
"display": "SYSTEM_GENERATED"
}
]
}
modifierExtension

modifierExtension TEZSEEY , A K DocumentReference EAE#E RV RIS EiE R4
B8 Linkage EREHR,

"modifierExtension": [
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{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/394bb244-177b-4409-8657-26b20ed56dd7"
}
.
{

"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/c549125d-a218-421f-b8bf-23614c5e796c"
}
}
]

EE2%

TRIMBZEXNER N ESBENLP,

BE3Y

BE2¥Y S WHE/FEB

detectEntities-entity-category CM AWS ZE{HIE A DetectEntities FIEHBPHIEEE
W]

detectEntities-entity-text CM AWS ZE{HIEF DetectEntities FIEHPHIEEE
XF

detectEntities-E #8-$H 7 CM AWS ZE{RiE#H+ DetectEntities FIEfRH A B
il

detectEntities-E i 2 & AWS CM HE{##E 4+ DetectEntities F iR I E
DE

infer-icd10cm-entity-text CM ZEEHEEA InferilCD10CM AWS FIEH Y EEE
XF

infer-icd10cm-entity-score CM ZEHIEAE A InferlCD10CM AWS FIEHHHEE
D E

178



AWS HealthLake

FMBABER

BEESH

infer-icd10cm-entity-concept-code

infer-icd10cm-entity-concept-description

infer-icd10cm-entity-concept-score

infer-rxnorm-entity-score

infer-rxnorm-entity-text

infer-rxnorm-entity-concept- 23\ 1%

infer-rxnorm-entity-concept- ##iR

infer-rxnorm-entity-concept- -8

Sk WHERFIER

CM IE®HIELHA InferlCD10CM AWS FIEHAPH S8
R

AWS CM ZE{#1E4H InferICD10CM F3E {8 A By 5 B 481
SR
CM ZEHIEHA InferlCD10CM AWS FIEE AP S

1%Au\%

CM AWS ZE{1E P InferRxNorm FIEHFHEE 4o
|

CM AWS ZE{1E4H P InferRxNorm FIEHRPHEEE L

=

%

AWS CM ZEELH A InferRxNorm F3iE {8 7y 5 B2 4%
A

AWS CM ZEE#E4H A InferRxNorm F3iE {8 7y 25 B2 48
SR

AWS CM ZE#E4H A InferRxNorm F3iE {8 py 25 B2 48
AV\%

RATHE EntityTextM EntityCategory BREBIEBHNRYE , HealthLake REFHRESR, T&
R AXERNFHRIES S E HealthLake,

BEE2H

BEE2H

detectEntities-entity-text-category

detectEntities-entity-type-score

BEHERFIER

R DetectEntities FEBHPELE —HAERERFTES
entityText # entityCategory,

IR DetectEntities FIERTPELH —BAERERFFE
entityType 1 entityScore.

M

Jhu
W
s
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BE3Y EEERFEE
detectEntities-entity-text-score R DetectEntities FIEMPELE—BAERERFTS

entityText # entityScore.

detectEntities-entity-text-type R DetectEntities FIEMPELE—BEREHFTS
entityText F entityTypeo

detectEntities-entity-category-score MRELE—AEREFFE entityCategory
entityScore.

infer-icd10cm-entity-text-concept-code IR InferlCD10CM FEMPELEFE—ERFE WE
B8 , entityText H conceptCode ZEEEVH —ELRF
EEABHNER,

infer-icd10 cm-entity-text-concept4 & WR InferICD10CM FEFRFELE—ERFE HWE
B8 entityText B conceptScore BB EVHE —ERF
EOHNER,

infer-icd10cm-entity-concept-description- ~ #1R InferlCD10CM FEHBFHNEEF = LE —ER

concept-score EB SR B8 = conceptScore,

infer-rxnorm-entity-text-concept-code R InferRxNorm FEEFRHPEDE —E/FE WER ,
entityText B conceptCode ZXERELE —REFERE
NIEHEH,

infer-rxnorm-entity-text-concept-score IR InferRxNorm FEEBRHPEDE —E/FE WER ,
entityText B conceptScore XERELE —ERFES
BHER,

infer-rxnorm-entity-concept-description- MR InferRxNorm FEEFRTPHNERFELE—ERFS
concept-score B2 R A B BE = conceptScore.
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h Y Z 4 AWS HealthLake

MEREZE AWS RRESEBEIEF. 5AAWS BF |, BAUZRRENPOMNMREESE  ELRER
ARERZEHRABHFIRMEES.

Z2R AWS Ml cENHRER. AFETEEEHBERAZTHENRZEUNERPHZEMY .

- ElwMIE 2 AWS EEREFE AWS Cloud F#11T AWS IRIEHIERE K, AWS tiiRHERTNZ
EERANERE. BE=ZATERASSERAZNRERMAZLHNENMNE , ERAWS SRTEN B
Do BETHERN WERKFTE HealthLake , FBRERAWSEH EIZE R REESH.

- Bink2 - BNETERREER AWS WIRE, SUXARHMREESE K S/ENNERLE, &
NANERMNBRERNER.

AXHAHEER T BUAEFER BEARRBNEFHEE HealthLake, %3 EFREA AR
HealthLake ATFE BN Z £ MER BB, Bt 7 B4 A EH b AWSIRIE R 1% B R ES i MR
HealthLake &R,

£

- PR ERMRE AWS HealthLake

« 7£ REST # fn% AWS HealthLake

- WY& P INE AWS HealthLake

- WE 2 AEREE AWS HealthLake

« £/ AWS CloudTrailz2# AWS HealthLake API FE0Y
- WERERF AWS HealthLake

- FHYEM AWS HealthLake

« AWS HealthLake PR ER LS

 AWS HealthLake P Z 2 HEEH

by & KR E AWS HealthLake

AWS HESEEZLBBAR PHERRE AWS HealthLake, HERFTR , AWS BEREHITAR
B NEEHERRE AWS Bif, SEERBTEHERNRE LREARTNEHE, SHLRFKEMRER
AWS BR#% NEZ2ERMERER, NFERNBLENFEET  F2RERNBILE. FAQUFEENM
ERRENMEEER , F2EAWS Z2EEE ENAWS HEEFEEREMGDPRIBFEERXE,

RRRE 5


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AWS HealthLake HBEABER

ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management () SR EBBIEAEIAM, W —R K SEEHEDISESRETK
HEKRMAENTT. RMACEZRERATIANREER -

- BEERFERZERE (MFA),
« £/ SSL/TLS &€ AWS BRBH. EMFEE TLS 1.2 MEZE TLS 1.3,

o $F SRE API M FERAEFEE % AWS CloudTrail, t1EBEEA CloudTrail &2 ZEHREEL AWS SEE)
HEF , FZBAWS CloudTrail  FRAEHRE)Y RHEEA CloudTrail %,

- EF AWS MEMARAR , UREPHWAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HWEIRE R,

« MRIEHE AWS BB T HIREH FIPS FH BFE 140-3 EREBRENZBREEMEAP , FER
FIPSim®i. WETAFIPSIHRHFMERN , F2EBFEFRIEFRZE (FIPS) 140-3.

BEMEEBRCEUITESETFNE B iU FREIBRAET  HERRIABHBANFRL
B, flInE B, ETHRE LA HealthLake S E A AWS RS £ £ SAPI AWS CLI, =X B
AWS SDKs, ZBEZRBEIAABANZRUPBANEAERBAIREARGTERZE B, MREHK
URLIRHRG A AR , MARBEHE FFTEESEAEREFAURL , UBREHZARBFNFER.

£ REST ¥ in% AWS HealthLake

HealthLake RIFFARIBENE , FHRKEHEEH AWS Key Management Service (AWS KMS) & 885k
REBERREFER, X BEREFEENKMSEE K MAREREHEEANELERIGHTELR

S8, BEEE S THEFZTEKMSS18 , 5528 Amazon Key Management Service, B ERFR
ER , EFJLLEZEAWSHEKMSHSRIZEFEENKMSER. BEYERERER , MEZE2E M
ZHE, MRERFHREFEAAWSEENKMSER , AIE&RTA AWS_OWNED_KMS_KEY , A
ErAgEIARBEMENEESR,

AWS BB KMS£ 8

HealthLake RIETEE: , EFAELSREBMBBENBREN , flNEABSBELERRENA
(PHI) B#l, AWSHEEWKMSE BT EREELNIRE T, CARAWSHANEERNKMSSRESH
—%5 , TARZEAWSIEF ., AWSHRE T EHAWSHEENWKMS SR RABENER ., BEEIR
R, BB, FHAWSHAENKMSEBERERASEAAR. T , EFEEETTAIEREET MR
X, A REMZERNEE,

MREFERAAWSEENKMS R , IFEnZNNBESFEHAE K MEELERTIETALIIREN
AWSKMSHEL 8, MEFMEN , B2BAWSHEEN I8,

RN 182


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk

AWS HealthLake HBEABER

EFZEKMSZ R

HealthLake XEFEMLEY, HAENEENEBEFZEKMSEER | UEBBRBAWSHER Y INZFE
BoEME, SRS EEEFLEMNS , KIEHITUTES

« BUNHESRBCR. IAMBERMRE

- BANEREREEE

- HERR

- BYEBAA

o REFEIMAMER

& A LA A CloudTrail KEME AWS KMS RERIE HealthLake BiXE HFERK. AWS KMS EX {128
NER, MEFHMEN K FSREFHEENEE,

BYEFZEETR

BAIERA AWSER AR BYHBEFZE S/ AWS KMS APIs,

F2181& AWS Key Management Service R ABEREFHNEIHBEFSESHNIE,

TREXRERHEFZESRNFIER. SAFEFIESRBLARF —ESREE , HPEaRE
HUUAERASREAERAANREN, ERVYEFAESRE  TUEESREE, NFFHRER ,
A2 AWS EREERBFEBRASEETNEELYEFZESRNE,

EEREFEFZELBE HealthLake EIREEEH , km : CreateGrant BT SEBUERH A FFIRE,
EERBETFTHHEEEFSESE  UIRHHIEEKMSEBMNEE , EFEAEFE kms : grant 2/F
HealthLake FRFEMIFF A, MFJHMER , F2RALAET.

EEBEF SEKMSSHRE HealthLake ERBM LR , LMEEHAAAT FHIAPIRME -

* kms : CreateGrant R FERERFZEKMSTR , AFFIETFERE,

« kms : DescribeKey Rt BB BAMIENEFZESRFMEN. ERFMERENMSEEE,
- kms : GenerateDataKey IRt 7 EUE , AINEBME B ARENFREER,

 kms : Decrypt Al BEFEUMNZE RN B E SRE,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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LT RBERBARAES , TREAERIERFHEL L AWS HealthLake EF FEAZEWMEZNE
BEREERS :

"Statement": [
{
"Sid": "Allow access to create data stores and do CRUD/search in AWS
HealthLake",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:HealthLakeFullAccessRole"
},
"Action": [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "healthlake.amazonaws.com",
"kms:CallerAccount": "111122223333"

EARESBEKMSS MBI S EIAME T

EAEFZEKMSERE M BA AWS KMS tIZENERFHRER , 1 HealthLake EXFHER £
RERACEESRBENMAMBERNEFT,

A LAEA kms : ViaService condition €88 | iSKMS£ &M E ARG AER B IFER HealthLakeo

NEFESREENFRED , F2H AWS SREERBHEBAESREPHEBAIAMBER,

BUREEAMHNERAE. IAMABRAWSIHRF %EEH kms:CreateGrant, kms : GenerateDataKey
A kms:DescribeKey 7 7] , AR S ER HealthLakeFF 1,
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default-allow-root-enable-iam

AWS HealthLake HBEABER

wW{A1E A HealthLake #&F AWS KMS

HealthLake BER FTHEFEALCHNEESEKMSS®., ELERUFHAEEZEKMSSB/MENE
BEHRER , 2FBEiXCreateGrantidRZE AWS R RIE HealthLake B T FKMS, FHEF
AWSKMS AR F HealthLake FEIEFIRF HHWKMS £ AV RERR

TREH AR AR KA HealthLake BY TR TF . MREHBZBAR T EIRE PAWSKMS 58

HealthLake ¥ ATHIRF , HealthLake EAFEULER, MEHEIEREFRENFHFHRER , HE
RORHRELER, ELMMBIEA WR TR HealthLake , BESVEIRE., HEREFIE , &
EEZMRERFHRE , MAERERT. MERENTHRER , FAKE HealthLake AAR T,

B i 1 in% £ 88 HealthLake

BRI LAE A CloudTrail REBHHEFE AR F ZEKMS £ RA HealthLake &% E| AWS KMS K58
K. BEEHRH CloudTrail B8 B €7 userAgent #{LFH R healthlake.amazonaws.com , BUSE[E
7 R HIEER HealthLakes

T 5 &ifl:2 CreateGrant GenerateDataKey, #I CloudTrail ®WE# , DescribeKey AR B MY
AWS KMS H)124E HealthLake , A EREFZESB/MBNER,

AT RN E A CreateGrant 2R /o 5F HealthLake EEVEFIRIEHKMS£88 , HealthLake 3 7] fE
ZKMSE£BRINZMEBREREFER,

FEREFEERYHCHWET, FBEZE CreateGrant HRE AWS R KRR HealthLake B 1EF
KMS., F 8% F AWS KMS AREF HealthLake FEIEFIREHH AWS KMS £ 8RR,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEROLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser0l,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:ro0le/Sampleuser@l",
"accountId": "111122223333",
"userName": "Sampleuser@l"
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FMBABER

iy
"webIdFederationData": {3},

"attributes": {

"creationDate": "2021-06-30T19:33:37Z",

"mfaAuthenticated": "false"

}

},

"invokedBy": "healthlake.amazonaws.com"
},
"eventTime": "2021-06-30T20:31:15Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"operations": [
"CreateGrant",
"Decrypt",
"DescribeKey",
"Encrypt",
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"ReEncryptFrom",
"ReEncryptTo",

"RetireGrant"
1,
"granteePrincipal": "healthlake.us-east-1.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN",
"retiringPrincipal": "healthlake.us-east-1.amazonaws.com"

},

"responseElements": {
"grantId": "EXAMPLE_ID_01"

I

"requestID": "EXAMPLE_ID_02",

"eventID": "EXAMPLE_ID_@3",

"readOnly": false,

"resources": [

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",

}

1,

ERAEFZEKMSERH L EIAMEF A
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

T oI EaflRE Al GenerateDataKey RERFEAEEMEFER 2B , HENBERN XL EFT,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEUSER",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l"”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:role/Sampleuser@l",
"accountId": "111122223333",
"userName": "Sampleuser@l"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-06-30T21:17:06Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "healthlake.amazonaws.com"
},
"eventTime": "2021-06-30T21:17:3772",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
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},

"responseElements": null,
"requestID": "EXAMPLE_ID_01",
"eventID": "EXAMPLE_ID_02",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

THEFIFER WA HealthLake FEAY Decrypt #4E , UERAREEFENNZER B REFEMENEHR,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEUSER",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:role/Sampleuser@l",
"accountId": "111122223333",
"userName": "Sampleuser@l"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-06-30T21:17:06Z",
"mfaAuthenticated": "false"

ERAEFZEKMSERH L EIAMEF A 188



AWS HealthLake HBEABER

},

"invokedBy": "healthlake.amazonaws.com"
},
"eventTime": "2021-06-30T21:21:597",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
},
"responseElements": null,
"requestID": "EXAMPLE_ID_01",
"eventID": "EXAMPLE_ID_@2",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

T 5 HIFE R HealthLake 20 A DescribeKey BRIERER T AWS KMS B F#EEH AWS KMS &8
EEERTAME I EFEAERELEFRIREIETHREDER,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEUSER",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:r0le/Sampleuser@l",
"accountId": "111122223333",
"userName": "Sampleuser@l"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2021-07-01T18:36:14Z2",
"mfaAuthenticated": "false"

}

I

"invokedBy": "healthlake.amazonaws.com"
I
"eventTime": "2021-07-01T18:36:36Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
},
"responseElements": null,
"requestID": "EXAMPLE_ID_01",
"eventID": "EXAMPLE_ID_02",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS: :Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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%o

HEZMABIRFEFR , SUlEEEHMIRFANAMAERSSN IAM EE  MANERAERBRNE

FftA. MEEIRFEIREEREBR  RARBUGEBRN—¥, EERANERVRTE M ER

AWS tRF , EEKRFHANIAMEESHAARTERAER (EREHAR ) FRERNT, HE
B S D BEBREEINBERRRETT, FB , MREREPREAMERFPNEIRETFER , EF
RAFEFNNETEBEK, NFEFMEFR  F2HIAM ( EREER) PHEIREERFIAM,

KR EYE AWS HealthLake
TERESE: 2

EEEWLER AWS JSON BERRIEEH T UAFRAR, tWH2R , BMEEBE M BERA T o
BEEIRAITHLBF,

JSON BURHY ActionwEBRBAE AT LR R A HIEEBR P FHNEE. BREFER SR HEAEEB
AWS APIREMEIN B, B —LHI5R | Pl BHEFAPIRENERTAIEEFE, B - EEXF
ERRPHNZEEF, ELBENNBERSEREE.

BREERBERE TUTHBBBFENFTT.

£ EEF HealthLake BMEBE , B2REBRBERESZEHRN EZHFHIE AWS HealthLake,

PR BUER BN EE B 2 BT HealthLake EA T35 E

healthlake

BEEE-RRAXNPEEZ@EBE A FLERD BREEBE.

"Action": [
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"healthlake:actionl",
"healthlake:action2"

]

B EMRM HealthLake &7 BERAVES , FF2H 15 5 B BREH] AWS HealthLake.

M E &R AWS HealthLake
TEBEER 2

ERE A LUER AWS JSON BURRIEEH AU ERAR, tWH2HR , WHMEERE A BT oAt
EEREITHL B F,

Resource JSON R tEZ R E BHEERANYH. MARRX KB EE Resource = NotResource Jt
%, BEEBRMEAE Amazon Resource Name (ARN) EEEE R, BA U EREERERNE
£ (BAERBMRETT) REEM.

HRATXEERBHREFTINEE (Bl LiE) , FEABAF R () RRIBEAXNEARAEER,
"Resource": "*"

EEEE HealthLake EREE R H M/BEARNs , F2ERBEBESEFHN ESHWER AWS
HealthLake, &E 7 R0 LA AL EERIEEFSEERARNY | F28H E=WEHIE AWS
HealthLake,

m

& E®E HealthLake &7 BRI ES , F2H 05 5 B BERE B AWS HealthLake,

BRI 5| # AWS HealthLake
TERBEERFERESE 2

ERE A LUER AWS JSON BURRIEEH AU ENAR., W2 , WMEERE T BERAAE T oSt
EERHAITHLEBIF,

Condition jt# (8 Condition E#R) AIEEIEEERAX LR R, Condition TERERAE
B, BUUBNFEAREEE FNREEER (FINERTIR) , REWBEFWHERENERPHE,
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BEERRKXFIEESZME Condition THE , EEE — Condition TEPEESERGIE , AWS
SEREE AND BRIFFTMAMt. WRERE—IRUHRCIBEEZEE , SERABBORRE AWS 514
Rtt. LEANEMARGE , TEREBRBXVFT T,

RO EEEREESERAEAZSVNERE, fln, BUUREFREFERAE IAM £AEBBERR ,
BERNERNFURTZ IAMERE, NEFHMER , F2BIAM ( £AEER) FHIAMEE T
% BENESR,

AWS X E2EFGSRANBBBENRG SR, BEEERE AWS £EFRGRSIR |, F26H IAM £
RAEEEPHNAWS £ ERHERETEREI#.

& EEE HealthLake R EREE , FSRERBRESEPRH WIF4E S AWS HealthLake, BET
BRETLERAGRGSBNEENER  B28 E&=0E/E AWS HealthLake,

ZEMWIR HealthLake B0 B BERWEH] |, 5528 W5 5 B SR & ] AWS HealthLake,

R EZEIRH7EE (ACLs) AWS HealthLake
XEACLs : &

FHUZHIEE (ACLs) 2HLER (IRFRE. EAEIHAR ) EAFMERNFT. ACLs il
RUERAERABER , #RATMAEHAISONBER RN,

BRI TS (ABAC) #E AWS HealthLake
X% ABAC ( RFHER ) : B

B R FHUES] (ABAC) R—ERIZEBMERF AN RERE. £ 7 AWS , EEBUHBARER. &7
UREREZZIAVER (EREHAR ) NMFFS AWS BiR. RRRERBNERRE NE—FABAC,
RE , BILEGETABACHR , EXBNERNT MM EEFTFINCER LIVERE RFHRF,

ABAC BBIRARIEMEHIRE , YRR EERRERSEEHNER.

MERBERIZEFIER , B5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R#R5|8 , EEBRNWEETES , REHEBEA.

MRBHEXESEEREEN B =ERG SR ABEZBBEMS , EA Yes, IRBHEIBERLE
REEN =@ k4 iR , RIEA Partial.

mFE WFHMEFABAC , F2HEIAM ( EAEER) FHEAABACREERTT., HEEMRHBR
2, AR EaRE WSRABAC , F2EIAM ( £REER) THEABMEFEIZS (ABAC).
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FBH FAEREEAER AWS HealthLake
TIEERES 2

ELFERARREAEREAE , B AWS R EE6EH, MEFMEN , SHWL AWS R F£H
REEAERE , F2BIAM ( FHERERE) FMWAWS R £H IAM

mMRE AWS Management Console FRAFEAEBZBMZRUANTMAEEEAN |, ISFEHEREA
B Bl EEAWS ERLATNE—BA (SSO) BRFER K, REFRADRTEBE AR,
BERUGERAEESBEATEAS ARV RACE  ©WSEHRIERER. NEYRACHEMEN
BE2EIAM ( EFRAEER) PHREAETHRIIAMAR (E2E).

A LAEA AWS CLI 2 FEIEVEEREZEAER AWS API, A% , S EAELERRAERRE
EHAWS, AWS EERCHEELRRBEAER K MTAREARBENES, WEFAER  BFBEH
HEELZLZAIAME S,

K B AR A% =B 5F AT AWS HealthLake
S EEAFRIERE (FAS): 2

EREA AMERESAGE FRTEER AWS , FERRAZFTEA. EREARLERER , &7
L#1T B , RERBTEREPH S —EE1E. FASEEARNWY HEFTAFT AWS R |, &S
HTRR® AWS BRI REFBRNFER, FBRFASREERBUBIBRESSRE , FEHEHM AWS
% = BEREBFRETK. EUBERT , B4 RERHTEMBEBFNFFAT. WFERBFASHERER
HERFMER , F2REETIM TR,

AWS HealthLake IRIE A&
TERBAG 2

BHEACRAVEBBEENAG  TRAREHTEE. IAM EES AL IAM AR, 15X MERR
BAG. IEFMAES  F2HEAM (ERERER) PHNEILA G ZEiRE AWS BR#%.

AR A o ST R EN FIF B 10 M BB A ARBIE FA AWS HealthLake , S28 BUEBIAGEA MFFT
AWS HealthLake,

/A Warning

SERB AT g PE HealthLake 2188, KRBT HealthLake RIS |, = 8eimiE
BH%AE,
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K AR #5E 45 A B AWS HealthLake

XERBERAE B

BHEFACRERE NWRHACEE AWS k. BETUBEAKREITEFNAR. BHER
AEEHRESN F AWSIRFE |, YHEBH#EE. IAM EESTRE  EFRFERBERSEHN
AT A

NFEBRUSEERBELGAGNFMEN  F2EAWS EA WRBIAM, EXREPSHEE , Eha
ERBEFAGETH Yes, BERER , LRRZABRBHRBEFABXHS,

8 25 BB SR £ 5] AWS HealthLake

BIFFERE , FAENACTEMRELRIEN HealthLake ERWER. B ESEH AWS
Management Console, AWS Command Line Interface (AWS CLI) 5 R#1{TEH AWS APl, EEF
FEAEHMEERATEENTT , IAMBEES LR IAM BUER, AR , EEE W BIAMBUERH
BEAG , FAENURBEAR,

BETHRMAERELHEBR XA RELUAME 5 SERNISONBER , F2EH IAM R EREREF
MEIVIAMBER (E#8).

WE EENEBEMERERNFMENR HealthLake , TIFEARNSEREERERN KX | FSERKE
E2ERN WEE. EBRMEHZERS|IE AWS HealthLake,

£}

- BRBEER

- f£/H AWS HealthLake F# &

- £ RFELAWS HealthLake E X177 E Amazon Athena
- AEAEREBC/ETH

HRREER

UEnRERNBREHHRERATUEM, FHESMERERS F HealthLake B &R, ELBER
RREREHN AWSIRFELER. EREBYIRES 7 HBKRE , FEE M EARERER

- FIEER AWS SEBRRAEBRKEERTT - EERBRFTRTENCERAENTEER , BFEH
BT R TS EREARGN AWS REBK., ©MTELN PEMH AWS IRF, RAIZREESR

5o B BRI 202


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonhealthlake.html

AWS HealthLake HBEABER

BEREARD AWS WEFXEBR , ME—DRDFH . WEFHEF , F2HEIAM ( £REE
) Y AWS ZEBERR AWS EHHBHZERE.

- ERAREHERT - E4EA IAM BERREFAIR , AGRTFHTEBMENFT. AERIA
By, BN ERERERG T IUHBEERRINEE K EUBAKEERFTT. WFECEA IAM
ERFFUNFMER , F2HIAM ( £RAEER) PRBEMFFIIAM,

o FAIAMBER IR RE — SREIFE : BRI LUSEEHEEEEE | LRSS ESENE RN FE.
flan , WA R E B R RERIEEFERRBLEMSA FIASSL, MRFEBIIFE FRHRBKEEE , &
th A] BAGE B R4 SR 32 F I ENBR A EhE R REBR. AWS BR#S |, 5170 AWS CloudFormation, INEFRE
7, FZEIAM ( E£REERE) FHIAMISONBERTTE © Rt

- £/ IAM Access Analyzer BRFEZHIAMBUR , MR L2 BIHEEFT A — IAM Access Analyzer &
BRMPFBENBER , FBERASIAMBUREES (JSON) MIAMREE. IAMAccess Analyzer
RAGEIB 100 EBERBRENATHER , UHBEREXLBEEANER. WEHEEA , F2
BEIAM  EHEER) PAFEA IAM Access Analyzer BRF8 BUR

- FEZEEZRE (MFA) - MIRENRHIFE PHIAMEREIREAE AWS 1RF |, R MFA
DESTENNZEM, EEEFUAPHREMFARER | BEMFARMFTIEEERNEEK. MEFME
& , BF2EIAM ( EAEERM) PHEH ZEAPHFHEMFA,

WE PREEBBNFAEFAM , F2RIAM  £REER) PHNZ2HEEBIAM,

£ AWS HealthLake ¥ &

= Z17H AWS HealthLake 5 , BX4FHE —ERIEFTT. ELFALAAFET HMBE F
HealthLake BRI FFAEF AWS kP, MREBULKEERNLEFAEBSN S 0 HBER |, AIER
EERBERNER (ERAEIAG)ME , TREMELNFATEE,

HREH AWS CLI 5 ETHUNERE , ETFEANFREEEAFTAT AWS APl Mkt , AT
FREAERBTAPINRERFHNEE,

EETEFH HealthLake , F T BRKREZZEIAMERESAE
AmazonHealthLakeFullAccess®l AWSLakeFormationDataAdmin, &t EEEZAR
HealthLake B3R , Bk AR, REAGRAVMEBEHEBEINAE , IRKREHTEHE. IAM EEET
B IAM REY, BRARBRREAG. WEFMEA  F2HAM ( EFREER) PNELAEE
DHEET Al ZRAe AWS kiS5, MERUMEREACHARBRNWHEEENR , 528 EFABER B
ZF Al AWS HealthLake, &2 B AWS Lake Formation £ A CLI , #% HealthLake BEEE
fE A AWS Lake Formation Data Lake B8, MEFHMENR , F2H fEFaﬁilL‘ﬁFH HEF AT AWS
HealthLake,
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£ F1FH AWS HealthLake BRI ZMI[E Amazon Athena

MEZCREAFEHENACEMR B HealthLake BRI 1F N [ER ZEUE Amazon Athena , 545 T %IIAM
BREZEZAENRMFEHAE : AmazonAthenaFullAccess M AmazonS3FullAccess, Select#l
Describe thZEEMH AWS Lake Formation. AWS Lake Formation table EEHERIR EHEFA |, A
AWS Lake Formation 2 & H# AWS Lake Formation BIE S 5iE1B #FHFACLI, MEHMET ,
20 XERBER WETA AWS HealthLake

ARFFEREREBCHEFA

e flE RE MR BER |, FF IAM EAERREERIGMNERAES S NABRRZERR, K
ROEIEE LTRUBIENETT , EA AWS CLI 3 AR RERFT A XN TR BENFFA AWS
APl,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"jam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
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"Resource": "*"

}

AWS By S E B AWS HealthLake

AWS SEHEEH AWS AWS SERERYNEENBYBREEEATSEREARGIBRMHRETT , )
T LRBEFTIERIGERE, HENAE,

AaclE , AWS XREBRTRIAERTFRECARFNFERRETT , HAELFAAHAE AWS &
FER. RMEREERCARFIEBNEFEEBER , MEE—DSRDFFA,

FEESE AWS SEHRRPERNTT, R AWS EMZEBEP AWS ERNFT , IEHER
ERXREENAMEIRG D (£RE, BENAE ). AWS RE EFH MBSFHAPHRETAR
BA RBE , AWS REWREHRSZ AWS EHX.

MEFHMET , F2EIAM IAM FEHBEBEFHAWS SEBE,

AWS ZEBE . AmazonHealthLakeFullAccess

ttAmazonHealthLakeFullAccessEURIE HITEFEME HealthLake, LB EEZHERE
RB/BEK , FABETLUER HealthLake R1FH, Z7. EAFELE R HealthLake, &EETE FEIT
FZE RBE HealthLake , A B EMBRFBECEAESI AR, UHEHMBENR , F20 HEFER
£/ KEF ] AWS HealthLake F1 HealthLake 324EFIEF A,

A8 AmazonHealthLakeFullAccess BURERE IAM B4,

WBEERE Fadministrative and contributorifal , A ERAENAGRER £, ES, EA
FMEH HealthLake , tha[ZE KRR EGELHFTHWFEHAEZEN AR HealthLake H1TEE,

HARAAT
BB DA T ARE,
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{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"healthlake:*",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation",
"iam:ListRoles"

1,
"Resource": "*",
"Effect": "Allow"
.
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",

"Condition": {
"StringEquals": {
"iam:PassedToService": "healthlake.amazonaws.com"

AWS ZEBK : AmazonHealthLakeReadOnlyAccess

AmazonHealthLakeReadOnlyAccess BRE&E FHM R+ HealthLake H HEE R KEFEFE
MEFE AWS . BHBEERTEEER FEHMEIR HealthLake EREFHEIIEENFERE |, BT
BuUg@BEMfIneED,

& A # AmazonHealthLakeReadOnlyAccess BUREEE IAM B4

WBERG R Fread-onlysFd , MAFFERAENABEM HealthLake,

AR
HBEDE T HIRE.
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"Version": "2012-10-17",
"Statement": [
{

"Action": [
"healthlake:ListFHIRDatastores",
"healthlake:DescribeFHIRDatastore",
"healthlake:DescribeFHIRImportJob",
"healthlake:DescribeFHIRExportJob",
"healthlake:GetCapabilities",
"healthlake:ReadResource",
"healthlake:SearchWithGet",
"healthlake:SearchWithPost",
"healthlake:SearchEverything"

1,
"Effect": "Allow",
"Resource'": "*"

HealthLake & /EFEF A

TRIIE PHHEBIRHE | HealthLake AR FITELREMENFT T,

HealthLake #&4F A S

1 PR ERFHIE HealthLake AmazonHealthLakeFu
11Access AmazonlLakeFormatio
nDataAdmin . ARERBIRH AWS Lake
Formation B S5F Al B AWS Lake
Formation

£ PMBRERFME HealthLake AmazonHealthLakeFu
11Access . . AmazonLakeFormatio
nDataAdmin RHEBEF AWS Lake
Formation EE S5 AJH B AWS Lake
Formation
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FMBABER

HealthLake ##4E
£ HHE,. EESREHEREMIE HealthLake
EA EHERIFME Amazon Athena

%t B AE P HealthLake

7%t [EHE $l HealthLake

HealthLake & AWS BB RN EHN

PREEREF A
AmazonHealthLakeReadOnlyAccess

AmazonAthenaFullAccess ¥ BEzEH
&K AmazonS3FullAccess . AWS Lake
Formation Select#l Describe ™ AWS
Lake Formation

2R REEAEBNFFT,

HSH 1E R REE LR (AWS SDKs),

1] HealthLake HILBRISFMIBHEELBELIR | AWS SEBHREMNFMERA. NFHEEEE
By B BYREE |, 555TBY HealthLake XHHE R K EH EHWRSSHE,

2F iR B Hf
AmazonHealthLakeFullAccess AmazonHealthlLakeFu 2022 11 A 14 H
11Access ARFHFTEFE A
ZHBUR HealthLake,
AmazonHealthLakeRe AmazonHealthLakeRe 2022 £11 A 14 H
adOnlyAccess adOnlyAccess BT

FTERBUR HealthLakeo

HealthLake EFRBEKEE

HealthLake B BA%AIE M E

2022 11 A 14 H

AWS ZEBRNEE,

¥ AWS HealthLake & 7 Mz BUE 1T HER2 B

FERATHEFARIGBEZE RIS ESEA HealthLake M B AT AEEZIM & B RAEIAM,

ES |
- BEEE PHITEIE AWS HealthLake
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o REEHIT iam : PassRole
« RBEARF AWS IREN A EFEIH AWS HealthLake &R

REEE DHITEIE AWS HealthLake

IR AWS Management Console & EREREHN T B1E , AIB XN EBKREEES KRG, EHNE
HERRMAERAEZBNEBNAR,

EmateojacksonAMEAEBEERER A WIRERBNy -example-widget ERMNFEMERN , BR
BEMHhealthlake: GetWidgetFFaI | &34 T 5|&IHIsEES,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
healthlake:GetWidget on resource: my-example-widget

FELBERT , Mateo EFREBEEEHMMANBER , RAFFMER my-example-widget EEFE
healthlake:GetWidget &R

REEHIT iam : PassRole

TR ABREER

MREBRTEEE | SHEREREHNIT iam: PassRole B , BHBENLEEH , 2
# HealthLake,

BE AWS B# IRESREACEEGEBRE K MARBRUFNEXACIRBEETAE, NFH
THER B ARERACEEEZRBIFT .

T EHIEREER A marymajor B IAM A EERFE A X A7 HealthLake FEITEIERFEE &,
BR , BEBERBREERERBACGR TN T, Mary REKACEEEZXRBENF,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WEURAEEH , RFFMHIT iam: PassRole Bk,
MREBEEWGE , FHEEHN AWS EEE, ZFNEESRHENEZERE.,
BEEE AR AWS IRF AR A BFEFR AWS HealthLake &R

BRLEY—EAE  BEHMAIRFHNEREIEEBABHNASTFIRENER, SIS EE R
LEEENHEDNEXAR, HSRXEEREBRNFIIRFEE (ACLs) MR , ErILUERHELEER
RFAEBFNENER.
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MEE—FTH , F2EUATRE .

- BEETH# 2% HealthLake XEIELIEE , FF2H AWS HealthLake #{AEA 1AM,

- BETHIMAESR AWS IRF AN EREREFEIVE , B2 IAM ERHEEEFHNAWS IRF £
AN B —EERS BIAMGE B EREFIE,

- EETHNMEERNIZEERMEBE=S AWS IRF |, F2EIAM ( FREER) BHREEFIUE
BE=7 AWS IRF ¥R,

« ZETHRIAEBHS B0 REFEE , F2BIAM ( £AEER) FHEEFEERISREN
FRE (BEe89 ).

- FETHEAACHNEREBRETEIRFFRZEANEZR , F2EIAM (FREER) PHEBIR
B &RFIIAM,

£/ AWS CloudTrailiZ# AWS HealthLake API 0L

AWS HealthLake 252 & AWS CloudTrail , ltIRIEIREFEAE. AEHIRE AWS in HealthLake.
CloudTrail captures B9FTE APIFEIY HealthLake fE A4 PTERENEERY R 8%, REEREY I ILSIER
HealthLake AR | LAKR ¥ HealthLake APHRENERNBEEW, MBELENEK , BITURA
EH BT CloudTrail® Amazon S3 #EETE | 218 WEH HealthLake, MIREKREZEEBRE |,
ARTILAE CloudTrail EEAHFRAEHEBLEFTNRIEL, FH WEMNER CloudTrail , AT
Yl 12 MR HealthLake, 1BHERM IP thit, BHERMWAS, BHFERNER  URHA
HHER.

EEH— 7 # CloudTrail , 28 AWS CloudTrail &I,

AWS HealthLake CloudTrail FHI &

CloudTrail &2 AWS IRFE , EELWIRSE LRBA . EEHE PB4 K HealthLake , BOEE
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FtE HealthLake B)/EEBSH 5C4% , CloudTrail 52 & A HealthLake APl Z2ZMAFHEAERRES |
LT # H FHIR REST ${THEIEAPI, g0 , T HIBMER I ETE CloudTrail BESERPELEIE
B :

* DescribeFHIRImportJob
* DescribeFHIRExportJob
 StartFHIRImportJob

* ListFHIRImportJobs

* StartFHIRExportJob

* ListFHIRExportJobs
 CreateFHIRDatastore

* ListFHIRDatastores

* DeleteFHIRDatastore

* DescribeFHIRDatastore
* UpdateResource

* CreateResource

* DeleteResource

* ReadResource

» GetCapabilities

* SearchWithGet

* SearchWithPost
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WMESHMER , 5528 CloudTrail userldentity JTT#,
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MER—EBERE , TRLKEHMABEFTERINELEEN Amazon S3 /78T, CloudTrail B
BEREE-—NZMBAFEE, BHARKREEMARENE—FR , XESFHRDE. BEH B BAE
B, FRBEEFEF. CloudTrail log BRFRLFRAPIFFALAYHEFHEEENR | Rt T UEEEIE
FHRo

THEBIFER & CreateFHIRDatastoreE/ERY CloudTrail BiER

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA2B3ZHOADD20J4AHJX:git
full_access_iam_ro0le580074395690222150",
"arn": "arn:aws:sts::691207106566:assumed-role/
colossusfrontend_full_access_iam_role/_iam_role580074395690222150",
"accountId": "AccountID",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA2B3ZHOADD20J4AHJX",

arn": "arn:aws:iam::691207106566:role/full_access_iam_role",
"accountId": "AccountID",
"userName": "full_access_iam_role"

iy
"webIdFederationData": {

I,

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-11-20T00:08:152"

}
}
},
"eventTime": "2020-11-20T00:08:16Z",
"eventSource": "healthlake.amazonaws.com",
"eventName": "CreateFHIRDatastore",
"awsRegion": "us-east-1",
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"sourceIPAddress": "3.213.247.1",
"userAgent": "Coral/Nettys4",
"requestParameters": {

"datastoreName":
"testCreateFHIRDatastore_GBYAZFCLLBLSUTOYYFQZRLBLQINFOYQVRPZBOJAITUAHICAEAGIWLNVQEYAMSXVWMBLXC
"datastoreTypeVersion": "R4",

"clientToken": "d737ffe@-14dd-44cc-9f0a-fdf59b26c66b"
I
"responseElements": {
"datastoreId": "datastoreID",
"datastoreArn": "arn:aws:healthlake:us-
east-1:691207106566:datastore/55576c487ff4975262b10d1d65eb4509",
"datastoreStatus": "CREATING",
"datastoreEndpoint": "datastore_endpoint/"
},
"requestID": "68e62bdd-d2d4-44cl-af69-e6f055a69f99",
"eventID": "7ef483dc-5dca-469e-823a-7d9%9e3a7fe924",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": '"Management",
"recipientAccountId": "691207106566"
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EERGEVERNTHRENERAMBEER , F28 AWS SEBER !
AmazonHealthLakeFullAccess, 1% step-by-step A& EL B EFHIEEIAMERERB/RBWIER ,
B2 BREMBER META AWS HealthLake,

EEEVERENE  LEFEEFEABBNEFEERN Amazon EMWKMS IR, BHEESEZIAME
RPHBEERNTY, EEE—D T7H AWSKMS , 528 ( AWS Key Management Service % A
BE318BAWS Key Management Service) FHY .

HBEERS AFFVERFRERE

HealthLake B{EIRFHNVERES 10 BERFHE. FETHRNAFRESERE ,

Center,

sE1&EE5 AWS Support

A I FHIR RESTful RY R #EAPIs ?

EF & EMFEH Signature % 4 REBEEBREF , S50 EF HealthLake APIFI8 EEBHTTPA FinEXHN
wR, BEE—STH K F2REEFE L4 REBER,

= EFFAAWSSDKIE AR Python B9 I sigv4 B , FEVELT Y EFNIESE.

import boto3

import requests

import json

from requests_auth_aws_sigv4 import AWSSigV4

# Set the input arguments

data_store_endpoint = 'https://healthlake.us-east-1.amazonaws.com/datastore/<datastore
id>/r4//!'
resource_path = "Patient"
requestBody = {"resourceType": "Patient", "active": True, "name": [{"use":
"official", "family": "Dow", "given": ["Jen"]},{"use": "usual", "given":
["Jen"]}],"gendexr": "female","birthDate": "1966-09-01"}
region = 'us-east-1'

#Frame the resource endpoint

resource_endpoint = data_store_endpoint+resource_path
session = boto3.session.Session(region_name=region)
client = session.client("healthlake")
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# Frame authorization
auth = AWSSigV4("healthlake", session=session)

# Calling data store FHIR endpoint using SigV4 auth

r = requests.post(resource_endpoint, json=requestBody, auth=auth, )
print(zr.json())

WMEFERERAR Python AWSSDKH sigv4 IZEHEFMER , 550 Boto3 EAERFE,

£

BHNEBRTE FHIR R4 183 - RERBMA R LUEH HealthLake ?

HEEHE FHIR R4 XM E B E A HealthLake EREHE, NERUEERUGBERAEERERNNS
EBMEFE  FSBAWS HealthLake & 1EE 4%,

AMETER FHIR RESTful APls HRUEFZEKMSEBIMEZENE
BEHER , REUE] AccessDenied 558 ?

FRESACEERFZESBMAMBERNETT , TEENERNERE, FAEXEEEFERARR
SESBOMEIAMET, MRFEHESHERAARF HealthLakeEAEFF ZEKMS B EFF AT HVIR
¥ , HealthLake #${E[E AccessDeniedigizo

HealthLake £ HEBFREFERNH, MBREABRFHRENFHFHIRER , UREFRERFHF
BEFHIRE IR,

ERE—STH  F2RYSBEFIETHEDE.,

RTEEEAKRK?

RIhE B AEFKASEEE S output inputFileName.ndjson #EREE R 3 | B8 BIFC 8% T REFESEE A
BEEEBENLE  SEAE ZEFAILUREERIR  HP 8B EEANRHEE, FMEAFTERER
W LS8 H{LE B JobPropertiesJobOutputDataConfig, S3Configuration.S3Uri.

LWEFBFERERTEAKBENFMEN , AIUFAERIIEEHNNVE
(successOutput.successOutputS3Uri), FiE kB EIEH{LE (failureOutput.failureOutputS3Uri) FH
EKER. EABFERENRBAEBRXFZRFTARNE M. THEHFIEFAFTEERSIHE Amazon
SIFEFIBNWMANG LY  URBENERBENRIEANERBEEENA.
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{

"inputDataConfig": {

"s3Uri": "s3://amzn-s3-demo-source-bucket/healthlake-input/invalidInput/"

.

"outputDataConfig": {

"s3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f@c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/",

"encryptionKeyID": "arn:aws:kms:us-west-2:123456789012:key/
fbbbfee3-20b3-42a5-a99d-c48c655ed545"

.

"successOutput": {

"successOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f@c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
SUCCESS/"

1,

"failureOutput": {

"failureOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f0c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
FAILURE/"

.

"number0fScannedFiles": 1,

"numberOfFilesImported": 1,

"sizeOfScannedFilesInMB": 0.023627,

"sizeOfDataImportedSuccessfullyInMB": 0.011232,

"numberOfResourcesScanned": 9,

"numberOfResourcesImportedSuccessfully": 4,

"numberOfResourcesWithCustomerError": 5,

"numberOfResourcesWithServerError": 0

}

DPITEAERRBNER , 55#EH D escribeFHIRImportfEFFAPIZR 2 #7 JobProperties, 2 &# A
UTHE:

- MEMREE FALEDERAEEE , AIAKRETKSEER , flnm AER K/ DR AEREL
HealthLake BLEERYB(E

- MREANFEKAMRES COMPLETED_WITH_ERRORS , FEBE&F/FEEE Manifestjson , LS
BRRENEANEF.

- MREAEBMRES FALEDEAETHFE , FREAEBTREVENFNEATERR
Manifest.json,
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HABEMAER  #FERABRNBEHER AP ME8IEACZERNBAEREE, OES
SHEREB AERMNBEMNITH (lineld), FHIREIFEY# (UpdateResourceResponse) # Bl F& K AR RE 7
(statusCode),

I ERERRMTAR

{"lineId":3, UpdateResourceResponse:{"jsonBlob":

{"resourceType":"OperationOutcome", "issue":

[{"severity":"error", "code":"processing", "dlagnostics":"l validation error detected:
Value 'Patientl23' at 'resourceType' failed to satisfy constraint: Member must satisfy
reqgular expression pattern: [A-Za-z]{1,256}"}]1}, "statusCode":400}

{"lineId":5, UpdateResourceResponse:{"jsonBlob":
{"resourceType":"OperationOutcome", "issue":

[{"severity":"error", "code":"processing","diagnostics":"This property must be an
simple value, not a com.google.gson.JsonArray","location":["/EffectEvidenceSynthesis/
name"]}, {"severity":"error", "code":"processing", "diagnostics":"Unrecognised

property '@telecom'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@gender'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@birthDate'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@address'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@maritalStatus'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@multipleBirthBoolean'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@communication'","location":["/EffectEvidenceSynthesis"]},
{"severity":"warning", "code":"processing", "diagnostics":"Name should be usable as an
identifier for the module by machine processing applications such as code generation
[name.matches('[A-Z]([A-Za-z0-9_]){0@,254}')]","location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile http://hl7.o0rg/fhir/
StructureDefinition/EffectEvidenceSynthesis, Element 'EffectEvidenceSynthesis.status':
minimum required = 1, but only found 0","location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile
http://hl7.0rg/fhir/StructureDefinition/EffectEvidenceSynthesis,

Element 'EffectEvidenceSynthesis.population': minimum required

= 1, but only found 0","location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile
http://hl7.0rg/fhir/StructureDefinition/EffectEvidenceSynthesis,

Element 'EffectEvidenceSynthesis.exposure': minimum required =
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1, but only found @","location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile http://
hl7.org/fhir/StructureDefinition/EffectEvidenceSynthesis, Element

'EffectEvidenceSynthesis.exposureAlternative': minimum required

= 1, but only found 0", "location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile http://hl7.o0xrg/fhir/
StructureDefinition/EffectEvidenceSynthesis, Element 'EffectEvidenceSynthesis.outcome':

minimum required = 1, but only found @","location":["EffectEvidenceSynthesis"]},
{"severity":" :"processing", "diagnostics" :"Unknown

extension http.//synthetlchealth.glthub.1o/synthea/disability—adjusted—
life-years","location":["EffectEvidenceSynthesis.extension[3]"]},
{"severity":"information", "code":"processing", "diagnostics":"Unknown extension

http://synthetichealth.github.io/synthea/quality-adjusted-life-years","location":
["EffectEvidenceSynthesis.extension[4]"]}]1}, "statusCode":400}

{"1lineId":7, UpdateResourceResponse:{"jsonBlob":
{"resourceType":"OperationOutcome", "issue":
[{"severity":" :"processing", "d1agnostics":"2 validation errors detected:

Value at 'resourceId' falled to satisfy constraint: Member must satisfy regular

expression pattern: [A-Za-z0-9-.]{1,64}; Value at 'resourceIld' failed to satisfy

constraint: Member must have length greater than or equal to 1"}]}, "statusCode":400}
{"1lineId":9, UpdateResourceResponse:{"jsonBlob":

{"resourceType":"OperationOutcome", "issue":

[{"severity":" :"processing", "d1agnostics":"Missing required id field in
resource json"}1}, "statusCode".A@@}

{"lineId":15, UpdateResourceResponse:{"jsonBlob":

{"resourceType":"OperationOutcome", "issue":

[{"severity":"error", "code":"processing", "d1agnostics":"Invalid JSON found in input
file"}]1}, "statusCode":A@@}

information code

error", "code

error", "code

BHBMTMABRPHENBASIE 3, 4, 7. 9, 15 THREHRE, HRELT, RAWMT

126 317 , EIFEERBAEM AHE R 58 3 17 resourceType FiZ LMY S &M,
517, OERHAMAERNE 5 TP FEFHIRBEHER.
FEE717H , BESRALE A AR resourceld IREH FHERERE,
EE T, DERAMARRLETERTRNER ID.

EE 1517, BAERNEERERTREERMNISONER,
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{2 DocumentReferencefEEZRENER ?

R DocumentReference EIREN , HealthLake ASIEHRTEBFEBNIER K MIAEBRENE
BENLPEIH., 27T SKRENLPEE IR EHERFEEER DocumentReference WER , ZF AILIEH
HealthLake ) 1% 2 B 834 Bl 1% 2 2 5| #cm-decoration-status i€ £ {8 VALIDATION_ERROR. it

BEE2e5HENBRFERMAE DocumentReference EiR , AR AELSMEWNEERALE, EL
DocumentReference ERF E B RFEIRNVE MBS BASELU T HIEEH,

"extension": [

{
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/status/",
"valueString": "VALIDATION_ERROR"
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/message/",
"valueString": "Resource led to too many nested objects after NLP
operation processed the document. 10937 nested objects exceeds the limit of 10000."
}
1,
"url": "http://healthlake.amazonaws.com/aws-cm/"
}

GRNLPEEHE B 10 , 000 {EEMRM#F , L AJAEFE VALIDATION_ERROR, BEEEFMRE
BAFK XD EIRBN XA, TRETREE,

BRERAEEREFEMELER Amazon Athena

2022 £ 11 B 14 BRI WEREFERER IEEEHE , (BEEE Athena FEA ETEHSQL, BE
£/ Athena ERTEXEENERERE , BXHEXSHEBBEETNERENRE,

HEHNBBRENNERERE

1. BIFHNERERE,
2. BERREALFENEHELZE Amazon S3 FEFETRE.
3. & Amazon S3 REITEMSERNEAFNEREHRE,
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HERELE Amazon S3 REITFEEELRENER, BAEREURREELBER KD,

# Athena FHVIE S & REET Hi AWS IR

ERH f AWS BRIEH A Athena VB SFERE , B EEEIBE.

EIRMER json_extract[1]1MASQLESEHMN —Bo R , JAESRERE,
EEBTHEE , BUEEHE CATVAR,

ERRUMEFAER. ERX (FE) IRE (BR) &, BUREEIIHEE,

Athena EZEEREREAMERNFREREREF

HEHEAFTNERNERER  ERTREEZVAER, ERATRERNARBEMEE iceberg EH
®, WERBE K

ATERSUE| Lake Formation 5FAJ 8858 : lakeformation : ¥ ¥
#1H & I B PutDatalakeSettings B ?

MBEENIAMEAERBEEE AWSLakeFormationDataAdmin AWS SEBE |, Bl £ig R4
EEE, £#EWINTESTHEEMNEEE

User arn:aws:sts::111122223333:assumed-role/lakeformation-admin-user is not authorized
to perform: lakeformation:PutDatalakeSettings on resource: arn:aws:lakeformation:us-

east-2:111122223333:catalog:111122223333 with an explicit deny in an identity-based
policy

AdministratorAccess FE AWS ZEHXR , TEMIAMERAES A EHIE A AWS Lake
Formation EXRUHEEES, MERENIAMERAER AR HETE AWSLakeFormationDataAdmin E{E
%R, AWSLakeFormationDataAdmin AWS ZEH K EE AWS Lake Formation APII&4E #Y 85
HiE&PutDatalakeSetting,

EMEREEBAWSHEA AdministratorAccessAWSE ER Rz ZEFZIENESIES e
ZJAWSLakeFormationDataAdminB KRR &,

W{AIBARR HealthLake B S B RESEEINAE ?

B E 2023 F2 A 20 B, HealthLake ERIIFHRENTERTREEE,
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BB ERERE : F7E B BifY HealthLake ERZHE #HAS(E L A base64 iR
#EDocumentReferenceBER LW B AZESEE (NLP), EXRTHIEEH 247
#¥DocumentReference&JENLP , i A ERIFERBEE PN N FE4EFHDocumentReference&
R BRI BDocumentReference&ER , EiB EXMNERMERENLPRE , BFE7E 2023 F 2
B 20 B2 &E#.

HEREKRE : £ 2023 £ 2 A 20 B2 %I HealthLake W E B FHEKTEH baseb4 #w
EDocumentReferenceVERHITEHARES EE (NLP),

£ BRI IhEE | BB ER B EBIAWS Support Center Console, BEBEMNEH , BEAEW
AWS IRF , RERBEEURS|, EEH—TSTHRNARIRFINRFER , B2EZE (FAEE
M) PHELIERMIMEHEE,

BNEREREBRETERELTEE

MREEHABEILHM HealthLake ERFHE , BEREREMREBIE RREIFEE K AFEEEH
Athena ZF8EfEFl AWS Glue Data Catalog.

EEE—FTH , F2H (Amazon Athena A EERE) FMFHKE AWS Glue Data Catalog step-
by-stepo

IR % AWS Glue Data Catalog , BB ERJUERIERERE,

EEBRENERTRE , FBER BURMILARKRFERAWS Support Center Console, HEEIE
Bl , BEALHN AWS 1RF , RBBEEUR, BEEE—TTH , F2EIE (FEREER)
WEYXERMIMEHEE,

B A SDKERF M EZE A iR REE 5 /1R 5 30 R AR 78

MRENBEERFHRERFHRERFHEAPIFUEDFISRR RN ERFRERE , FiEEN
EHSDKARHIRA .

£ 10MB X#FHIRPOSTAPI#1T#/E , HealthLake LAER{Z
413Request E#IB K#H:5,

AWS HealthLake E 2 I MEFHAPIFREI A 5MB , S8 7 18 10 4EE FR b o
B LAER KREEA |, £A - # M REESIE 164MB ResourceType HI KB XX HAPI,
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