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« BT% IAMAWS SEBXRFEEHBTPHNFEHAEDNAEL . AWSLakeFormationDataAdmin

(® Note

EAWSLakeFormationDataAdminBIER &R FFTE AWS Lake Formation &R FEL
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3. BTIARBRFBEFEAENAC, MFFMBER , F2H (AM E£AEER) FHRERK
%O

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject"

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-source-bucket/*",
"arn:aws:s3:::amzn-s3-demo-logging-bucket/*"

]

},
{

"Effect": "Allow",

"Action": [
"ram:GetResourceShareInvitations",
"ram:AcceptResourceShareInvitation",
"glue:CreateDatabase",
"glue:DeleteDatabase"

1,

"Resource": "*"

}
]
}

WMFEAWSLakeFormationDataAdminBURMIFFME A , 552 B Lake Formation A BIEREFH
Lake Formation & Hl IAM FFAI8E, AWS

RE IAM ERERAE 8
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® Note

WRIERBE — K& Lake Formation , @ HIRBUDEH Lake Formation 5853 , B3R
#RE & Lake Formation &,

2. B ERAERAB®IEIRA AWS Lake Formation ERHEES,
o EIF 1 MBLRRBIEDDFEA Lake Formation ¥55 5 8,

1. BEMEHMAWS FRAERAER,
2. EBE@TEHE (V).
3. BRELMEREMRE Lake Formation BEE BM HealthLake BEE,
4, BEFRHBEA.
- BIE2: FABEER (2).

1. BEEEEE ().

2. EFAT  ERFEEAGINER.

3. HERNEESERRT  EHREEEESR,

4. HEEBRHEERESWRELAP  BEQTEHE (7).
5
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Erfan S A Al
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HealthLake BRI ZEHRERVAE — AWS EEAHK FHIR R4 ERNFEEE, AWSIRFAILEEZHZ
BEEBEMRE, HealthLake XIEEMBEE R FHREZEF,

® Important (EE)
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https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#setup-change-cat-settings
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HEHE I HealthLake ERFHIE , 528 &1 HealthLake ERHFHIE,
5% 1€ B A EIEHYEF o]

BEEEAEREREZR , BN ERET HealthLake 358 , FHETFEL Amazon S3 F iy #a A R H
FErEE, EERF HealthLake 1FEUE |, B0 LA HealthLake B IAM JRIEAE. BETHEREE
AL F HealthLake IBEAGHFT , WAHFTEFREEZZAG  URFEEFEEEN Amazon S3 f#
FETEE,

ERENEATKE | Bh BELAEN Amazon Resource Name (ARN)DataAccessRoleArn, 4l
% IAM B e NEEEERNFREN  F2HRE AM A6,

REFI2®R , ERUUERAEAEBEERBEABNTRE, NFFEEF  F2RRE FHIR EA
£,

REEANT

1. MEMAEIEEAFERNE N Amazon S3 #EFETE., Amazon S3 fFEEETEB A BERERTE
RMERN AWS Bl , BEFfEZEHXERBHEEABER. EEE—-STH  F2HEA
Amazon S3 HH\FFEl. Amazon HEEREFHERN KMS MU XERARNE. EEHE—F
THRIAIER KMS €88 , 5528 Amazon Key Management Service,

2. 7 HealthLake BV ERFIRE AR , WIRF HealthLake RBEEA TIEERRBEZAGH
FF A, HealthLake £ ERE A% H Amazon S3 EFETE.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"healthlake.amazonaws.com"
]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "accountID"

REEANFFH 11
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https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
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},
"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:us-
west-2:111122223333:datastore/fhir/datastoreID"
}

3. BFUBERHEZERFINAG , LAKFEEE Amazon S3 #FEFE. amzn-s3-demo-

bucket # R A EREFERAERE,

JSON

"Version":"2012-10-17",
"Statement": [{
"Action": [
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"s3:GetEncryptionConfiguration"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-source-bucket"

]I
"Effect": "Allow"
}I
{
"Action": [
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-1logging-bucket/*"
1,
"Effect": "Allow"
},
{
"Action": [
"kms :DescribeKey",
"kms : GenerateDataKey*"
]I

"Resource": [

REEATA
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"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-b56c-4216-a250-
f4ac4t3ef4L6e83"

1,
"Effect": "Allow"

3

ARTE B HAEFERYET ]

RENEHNEELER 28 , L4 ERF HealthLake £ Amazon S3 FFEUS HEFETENHT, &
EZF HealthLake FEUE , BT LLA HealthLake 23 IAM RS A R, SEEXTREFTEEARURT
HealthLake JEF A ®FT , WHEHTBREREZA® , UEBFHEFEEMN Amazon S3 #EFETE,

MREE A HealthLake B AR |, B LEEFAZXALE  IRFHEEHIHAED Amazon S3
REFENEMGTT, BEE-STH IAM BENETEE , 528 IAM BEMNFA,

® Important (EE)

HealthLake BB #B R4 SDK EHEERM FHIR R4 $export B, RIBEREFEFANEL
APl , ABRMHERIE IAM BiE, ERZEZ S BIEE allowfl denysFal, MREBERGER
#l HealthLake SDK #1 FHIR REST API [EH) , B4 EiSERHFTERZMEBIN IAM BIfE, W0
RIBRMERE HealthLake WEEFEHE , AIFTEE IAM FREFTEE,

£/ AWS CLI 1 AWS SDKs :

T 5|FE4 HealthLake B)4ET] HAE A AWS CLI 1 AWS SDKs R ERFHREELEE :

* StartFHIRExportJob
* DescribeFHIRExportJob
* ListFHIRExportJobs

£/ FHIR APIs :

T % IAM EfE ] FA A HealthLake ERFHEE L E R , AR M FHIR $exportiZEEUHE
(MBR ) EHETH
POST:

* StartFHIRExportJobWithPost

FRE T A 13
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GET:

* StartFHIRExportJobWithGet
* DescribeFHIRExportJobWithGet
* GetExportedFile

DELETE:

» CancelFHIRExportJobWithDelete

REFITNEAEIAGLAARFEVAC, EVHRURKBBREREEAGHNT., T3 IAM BER

FEFELHT,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Action": [
"iam:CreateRole",
"iam:CreatePolicy",
"iam:AttachRolePolicy"

1,

"Effect": "Allow",

"Resource": "*"

"Action": "iam:PassRole",
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToSexvice":

}

"healthlake

.dMazonaws

.com"

FRE T A
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}

AE BB i FT

1. WMREX K FALCERENFHREEHNEREY B Amazon S3 f##FEr#8. Amazon S3 &
FRrRE AR RENVRERN AWS Bl , BEfMEREHAARBMEHEARER. EEE&—F7
fi# | FESBEA Amazon S3 HiH\FFE. Amazon SEEREFEFHEARN KMS £t 48R
%, BEE—FTHRNMAER KMS £ , 5528 Amazon Key Management Service.

2. WMBEEKREI] HealthLake WEEREZERE A E® , iR F HealthLake IRIEER T SIS T EEKRE
EFZABHET, HealthLake fEALERE A Amazon S3 f#FiTHE., MRECHE P —
B EEAEHNTA , AU EEFERAE , Y& T —ELZBHEF Amazon S3 EIFETENEF
A,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"healthlake.amazonaws.com"
]
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "accountID"
}I
"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:us-
west-2:111122223333:datastore/fhir/data store ID"
}
}
}
]
}
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3. KHFUTBRFHUEEREFEHAG® , UAKFCEIENE L Amazon S3 #EETHE, amzn-s3-
demo-bucket #& R AZBEITBNEZR,

JSON

"Version":"2012-10-17",
"Statement": [{
"Action": [
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"s3:GetEncryptionConfiguration"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-source-bucket"

1,
"Effect": "Allow"

"Action": [
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::amzn-s3-demo-1logging-bucket/*"
1,
"Effect": "Allow"

"Action": [
"kms :DescribeKey",
"kms : GenerateDataKey*"
]I
"Resource": [
"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-b56¢c-4216-a250-
f4cb43ef46e83"

1,
"Effect": "Allow"

3]
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Z % AWS CLI

AWS CLI ZZ#IRF 5| H HealthLake FEAFEHEKBM, SR LAEA HealthLake SDKsFEK It
B

BHEHE AWS CLI

1. THEHMERE AWS CLI, INERA |, 552 (AWS Command Line Interface fEA &) ¥MT
HFERE,

- REHEFZHFRAA AWS CLI
- BAsAGEA AWS CLI

2. £ AWS CLI configfE R , FBEEENESRER., BEHT AWS CLI s SREALLEE
B, EREERNZSFREAT  RAEBRLEIEGMUTERSEERNER IAM 26, NFE
B EZRERWEFMENR , 52 BAWS Command Line Interface  fEA&EISREE) FRHERRZA
EREREE

[default]

aws_access_key_id = default access key ID
aws_secret_access_key = default secret access key
region = region

3. FEATHhelpmmSEBBRE,
aws healthlake help

R AWS CLI 52 EE#E , 2 F 2 89 AWS HealthLake B E R AT B SHBE,

AWS HealthLake {2 &2

B

EARHBRED |, B EHFRE HealthLake B4 FHIR R4 ERE A HealthLake ERFHIE, ##
£  #&EH FHIR RESTful APIs B2 ( 23, BH. Fi. MR ) FHIR ER. EERERHBRE
2 | I8 E A R4 HealthLake EEEH FHIR BH,

SRR
PRI RREFREREETHAHERE,

Z 4t AWS CLI 17


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
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HELR

FX&) FHIR EAEH
B8 FHIR EAEKEBM
B FHIR BER

FBEL FHIR &R

E# FHIR &R

IER FHIR &R

fEH FHIR &l
MBREREHRE

© N o a0 bk~ 0w Db =
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EFH SEEBEREFENE AWS HealthLake

£/ AWS HealthLake , ALV FEE FHIRRA B RN ERFHRE,. EHE HealthLake B¥
FHRERF , FiEIR RESTful AP i 2Rt FHIR ERFETFE, B, BLURER (FAEEA)
Synthea FIMRHETE FHIR R4 EEREERNEABERFTHE, WEFMAEN , F2EELEANER

BE,

® Important (EE)
HealthLake X EMEEEHN FHIR EREHERERE : AWS SigV4 = FHIR L#Y
SMART, &S ELRIZEHS —EFERRE , TEEE I HealthLake FHIR EREHE, WMEH
HMER , F2REERTFHRERERE,

HEZS AT HealthLake ERFHER FHIR #HBAZHEE (174 ) , FEIBHTEREN,

TOIEERAMAEM HealthLake EimREBEREM . AWS SDKs M iz, iR, FlIH, EH
AWS CLI, ZRFME FHIR EREHE AWS SEIEA,

£

« 1] HealthLake ERHZHIE

« HU{8 HealthLake ERFHIEB M4

« 51 HealthLake EXFHE

« F#T HealthLake EXFHE

« 1ZEC HealthLake EXFHIE

« Bk HealthLake EXFHIE

1 HealthLake ERFEHE

£ CreateFHIRDatastoreZ I 4 FHIR R4 1% AWS HealthLake B ERIIZIE. HealthLake
BRERERAREAN, B2, ESMEE FHIRER, BYK | S LURES (FBLEEHA ) Synthea
MR FHIR R4 EEREERHEAEREHRE., NEFMAER  F2EAELHANERER,

BUENERE 19
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® Important (EE)
HealthLake S EMEEE K FHIR EREHERERE : AWS Sigv4 = FHIR £
SMART, £l HealthLake FHIR ERIFHIEZ Rl , B4 EREHD —(ERERR, WFEF
HER , F2RERNTFHRERERE,

EI8E Y HealthLake ERFHRER , T&EIB RESTfuI APl in ¥R # FHIR ERREEE, B
HealthLake BRI FHE & , AT UERE D ERARN RS HAAEHEEAR FHIR HEEIIE (1748 ).

BUYEREREZR , SUNEBEHERE,. HR FHIR BERERE. NLP HRE, 2EENS 5 RM4
FHE, NREREEEE, WEFAET A FSRENEREFRE.

T 5ITheERIB A4t AWS CLI f1 AWS SDKsEV &I , LAk MR AWS EEBFIEE, MEFEFHAE
2R AWS HealthLake APl 2Z /) CreateFHIRDatastore,

%"
B

1 HealthLake BRI FEHE
RIFENFEUR TR E IR FEE AWS HealthLake,
AWS CLI 1 SDKs

CLI
AWS CLI
& 1 . #3I SigV4-enabled HealthLake EXEHE

T%lcreate-fhir-datastore&i#|;RE 4] 7£ AWS HealthLake R FHHERFERE,

aws healthlake create-fhir-datastore \
--datastore-type-vexrsion R4 \
--datastore-name ""FhirTestDatastore"

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
(Data store ID)/r4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "CREATING",

BUENERE 20


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_CreateFHIRDatastore.html
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"DatastoreId": "(Data store ID)"

Ei45) 2 : 7£RA A FHIR B HealthLake B FHIE L3I SMART

T%lcreate-fhir-datastore#fl/RE MM ZERA FHIR BWERZKI[E in AWS HealthLake
EFEITFHAH SMART,

aws healthlake create-fhir-datastore \

--datastore-name "your-data-store-name" \

--datastore-type-version R4 \

--preload-data-config PreloadDataType="SYNTHEA" \

--sse-configuration '{ "KmsEncryptionConfig'": { "CmkType":

""CUSTOMER_MANAGED_KMS_KEY", "KmsKeyId'": "arn:aws:kms:us-east-1:your-account-

id:key/your-key-id" } }' \

--identity-provider-configuration file://
identity_provider_configuration. json

identity_provider_configuration.json WRA :

"AuthorizationStrategy": "SMART_ON_FHIR_V1",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\"]1}"

}

o7 i
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"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
(Data store ID)/r4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "CREATING",

"DatastorelId": "(Data store ID)"

- WNZE API SHAERN , 528 (AWS CLI tn &%) H M CreateFHIRDatastore,

Python

EAR Python B SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def create_fhir_datastore(
self,
datastore_name: str,
sse_configuration: dict[str, any] = None,
identity_provider_configuration: dict[str, any] = None,
) -> dict[str, str]:
Creates a new HealthLake data store.
When creating a SMART on FHIR data store, the following parameters are
required:
- sse_configuration: The server-side encryption configuration for a SMART
on FHIR-enabled data store.
- identity_provider_configuration: The identity provider configuration
for a SMART on FHIR-enabled data store.
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:param datastore_name: The name of the data store.
:param sse_configuration: The server-side encryption configuration for a
SMART on FHIR-enabled data store.
:param identity_provider_configuration: The identity provider
configuration for a SMART on FHIR-enabled data store.
:return: A dictionary containing the data store information.
try:
parameters = {'"DatastoreName": datastore_name,
"DatastoreTypeVersion": "R4"}
if (
sse_configuration is not None
and identity_provider_configuration is not None

):
# Creating a SMART on FHIR-enabled data store
parameters["SseConfiguration"] = sse_configuration
parameters[
"IdentityProviderConfiguration"
] = identity_provider_configuration
response =

self.health_lake_client.create_fhir_datastore(**parameters)
return response
except ClientError as err:
logger.exception(
"Couldn't create data store %s. Here's why %s",
datastore_name,
err.response["Error"]["Message"],

)

raise

THRXBRERA FHIR B HealthLake EEFHIE LK SMART S E&i44,

sse_configuration = {
"KmsEncryptionConfig": {"CmkType": "AWS_OWNED_KMS_KEY"}
}
# TODO: Update the metadata to match your environment.
metadata = {
"issuer": "https://ehr.example.com",
"jwks_uri": "https://ehr.example.com/.well-known/jwks.json",
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"authorization_endpoint": "https://ehr.example.com/auth/
authorize",
"token_endpoint": "https://ehr.token.com/auth/token",
"token_endpoint_auth_methods_supported": [
"client_secret_basic",
"foo",

]I

"grant_types_supported": ["client_credential”, "foo"],

"registration_endpoint": "https://ehr.example.com/auth/register"

"scopes_supported": ["openId", "profile", "launch"],
"response_types_supported": ["code"],

"management_endpoint": "https://ehr.example.com/user/manage",

"introspection_endpoint": "https://ehr.example.com/user/
introspect",

"revocation_endpoint": "https://ehr.example.com/user/revoke",

"code_challenge_methods_supported": ["S256"],
"capabilities": [

"launch-ehr",

"sso-openid-connect",

"client-public",
1,

}
# TODO: Update the IdpLambdaArn.

identity_provider_configuration = {
"AuthorizationStrategy": "SMART_ON_FHIR_V1",
"FineGrainedAuthorizationEnabled": True,
"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-
id:function:your-lambda-name",
"Metadata": json.dumps(metadata),
}
data_store = self.create_fhir_datastore(
datastore_name, sse_configuration,
identity_provider_configuration

)

- N API F¥HIEF , 528 (AWS SDK for Python (Boto3) APl &&) i
CreateFHIRDatastore,

BUENERE
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(@ Note
GitHub LR EZ &, SHTEEHH| , I 7T HEMNAE AWS BXBEHFREFEPRE
M#ITo
SAP ABAP

EAR SAP ABAP NREEH

® Note
GitHub LRIt EZ%i6l, SKTEEH , X THRIME AWS BXNHEFIFEFEPRE
MEITo
TRY.

iv_datastore_name = 'MyHealthLakeDataStore'
oo_result = lo_hll->createfhirdatastore(
iv_datastorename = iv_datastore_name
iv_datastoretypeversion = 'R4'
).
MESSAGE 'Data store created successfully.' TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllinternalserverex INTO DATA(lo_internal_ex).
lv_error = |Internal server error: { lo_internal_ex->av_err_code }-
{ lo_internal_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_internal_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
ENDTRY.
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- WNEE API FHAER , 528 GEHM AWS SAP ABAP BY SDK API 2&) Ry
CreateFHIRDatastore,

® "AtEEA

BAZENARE ? FALEEARNRASREESRERRFERENHIEH,

AWS E# &

@ EE

THRFEER AWS SigV4 REE T HealthLake ERFIRE. HealthLake AR X EE
FHIR ERFEHME LE# T SMART,

/8 AWS SigV4 ZEE I HealthLake EREHE

w0 N

Z A HealthLake E#2A W EVERFHEEE.
BERZITERENE,
EERFHEREERY , $rHERFHESRBEERRE,

(BR ) HERFHRERERRT , SHEFELBAGLLER  ZRUZIG BT SLEH A Synthea
&#l, Synthea EXIERMRRITHAIERE, MEFMER , 52 MHealthLake K Synthea 7
EHEAEREE,

EERERENZRRT  EEEH AWS BENER (HiKR ) JEEFETEN AWS KMS &8
(EFE) o

HEEE - ZHAERD , BuSEBHEEERNENE, EEH#—5 THRIMIELZERNERE ,
2R L HealthLake BRI FHE,

BEEVEREFRE,

3

ERFRENRETEERFRERRE LIS,
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H 18 HealthLake ERIZHEB 4

£ DescribeFHIRDatastoreHl{§ AWS HealthLake BRI EHEN B4, THITHRERIEM AWS &
EFiEH M SDKs B9 AWS CLI #1 AWS B IiB&fIR2F. MFEFMENR , F28 AWS HealthLake
AP| 2t DescribeFHIRDatastore,

HY 18 HealthLake ERZHEH B 1%
BEBENFERERERFEREE AWS HealthLake,
AWS CLI #1 SDKs

CLI

AWS CLI
iR FHIR ERFEHE

T%ldescribe-fhir-datastore##l/REB MM FHERFME in AWS HealthLake H B
o

aws healthlake describe-fhir-datastore \
--datastore-id "1f2f459836ac6c513ce899f9%e4f66a59"

B

"DatastoreProperties": {
"PreloadDataConfig": {
"PreloadDataType": "SYNTHEA"
1,
"SseConfiguration": {
"KmsEncryptionConfig": {
"CmkType": "CUSTOMER_MANAGED_KMS_KEY",
"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

}
.
"DatastoreName": "Demo",
"DatastoreArn": "arn:aws:healthlake:us-east-1:<AWS Account ID>:datastore/

<Data store ID>",
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"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/
datastore/<Data store ID>/r4/",

"DatastoreStatus": "ACTIVE",

"DatastoreTypeVersion": "R&4",

"CreatedAt": 1603761064.881,

"Datastoreld": "<Data store ID>",

"IdentityProviderConfiguration": {
"AuthorizationStrategy": "AWS_AUTH",
"FineGrainedAuthorizationEnabled": false

- WNZE API SEHHBE , 5328 (AWS CLI 52 #) H K DescribeFHIRDatastore,

Python

B AR Python #9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def describe_fhir_datastore(self, datastore_id: str) -> dict[str, any]:
Describes a HealthLake data store.
:param datastore_id: The data store ID.
:return: The data store description.
try:
response = self.health_lake_client.describe_fhir_datastore(
DatastoreId=datastore_id
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return response["DatastoreProperties"]
except ClientError as err:
logger.exception(
"Couldn't describe data store with ID %s. Here's why %s",
datastore_id,
err.response["Error"]["Message"],

)

raise

- WNZE API FHER , 5528 (AWS SDK for Python (Boto3) APl &) iy
DescribeFHIRDatastore,

(® Note

GitHub LR EZ&i6], SHTREEH , X 7 HEMMAIE AWS BEXIEFIFHFEDRE
M#1To

SAP ABAP

B SAP ABAP MR #EH

(® Note

GitHub bIRMEZ&H|, SHTEEHH , I 7HAAE AWS EXFEHI R FEFRE
METo

TRY.
" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n405p6"
oo_result = lo_hll->describefhirdatastore(
iv_datastoreid = iv_datastore_id
).
DATA(lo_datastore_properties) = oo_result->get_datastoreproperties( ).
IF lo_datastore_properties IS BOUND.
DATA(1lv_datastore_name) = lo_datastore_properties-
>get_datastorename( ).
DATA(1lv_datastore_status) = lo_datastore_properties-
>get_datastorestatus( ).
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MESSAGE 'Data store described successfully.' TYPE 'I'.

ENDIF.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
DATA(lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
ENDTRY.

- WIE API BT |, 52 E CGERAM AWS SAP ABAP By SDK APl 2&#) dify
DescribeFHIRDatastore,

© AR
RABFENANEE 2 EALEELANEEEDEEERREREBH.

AWS =25

1. & A HealthLake A& LW EREHREERH,
2. BEEBHENE,

EREHEFBERETERDBR , BFFA HealthLake B FHEBILB T,

5| HealthLake &R 1ZHE

5/ ListFHIRDatastores ¥ HERAEIRFE R FTHE HealthLake ERERE , EREREHREMR
BEAMT, THIThRERIZEM AWS CLI AWS SDKs AWS BEE T4 M M BRBEHEF. NEHAE
. 5828 AWS HealthLake APl 2Z /B ListFHIRDatastores,

5| H PR HealthLake EXRHEHE

RIB AN FER TR EIRZIEE AWS HealthLake,
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AWS CLI # SDKs

CLI
AWS CLI
5H FHIR ERZEHRE

T3llist-fhir-datastoresE BB TRAAER o , UREAEMNTRE AWS
HealthLake H#YE R 17 U E A REERE R R

aws healthlake list-fhir-datastores \
--filter DatastoreStatus=ACTIVE

B

"DatastorePropertiesList": [
{
"PreloadDataConfig": {
"PreloadDataType": "SYNTHEA"
},
"SseConfiguration": {
"KmsEncryptionConfig": {
"CmkType": "CUSTOMER_MANAGED_KMS_KEY",
"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

}
},
"DatastoreName": "Demo",
"DatastoreArn": "arn:aws:healthlake:us-east-1:<AWS Account ID>:datastore/
<Data store ID>",
"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/

datastore/<Data store ID>/r4/",

"DatastoreStatus": "ACTIVE",

"DatastoreTypeVersion": "R&4",

"CreatedAt": 1603761064.881,

"Datastoreld": "<Data store ID>",

"IdentityProviderConfiguration": {
"AuthorizationStrategy": "AWS_AUTH",
"FineGrainedAuthorizationEnabled": false
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« WNE AP|I HHHEA |, :E2E (AWS CLI v $H2#£) fl ListFHIRDatastores,

Python

B AR Python #9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def list_fhir_datastores(self) -> list[dict[str, any]]:
Lists all HealthLake data stores.
:return: A list of data store descriptions.
try:
next_token
datastores

None

L]

# Loop through paginated results.
while True:
parameters = {}
if next_token is not None:
parameters["NextToken"] = next_token
response =
self.health_lake_client.list_fhir_datastores(**parameters)
datastores.extend(response["DatastorePropertieslList"])
if "NextToken" in response:
next_token = response['"NextToken"]
else:
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break

return datastores
except ClientError as err:
logger.exception(
"Couldn't list data stores. Here's why %s", err.response["Error"]
["Message"]

raise

- WNZE API FHER , 5528 (AWS SDK for Python (Boto3) APl &) iy
ListFHIRDatastores.

(® Note

GitHub LR EZ&i6], SHTREEH , X 7 HEMMAIE AWS BEXIEFIFHFEDRE
M#1To

SAP ABAP

B SAP ABAP MR #EH

(® Note

GitHub bIRMEZ&H|, SHTEEHH , I 7HAAE AWS EXFEHI R FEFRE
METo

TRY.
oo_result = lo_hll->listfhirdatastores( ).
DATA(lt_datastores) = oo_result->get_datastorepropertieslist( ).
DATA(1lv_datastore_count) = lines( lt_datastores ).
MESSAGE |Found { lv_datastore_count } data store(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
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lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
ENDTRY.

- WIE API BT , F2E CGERAM AWS SAP ABAP B SDK APl 2&#) dify
ListFHIRDatastores,.

© A
RABFENANEE 2 EALEELANEEEDEBEERRERE B,

AWS 2 EH
& A HealthLake X2 A LW EREFEHEEH.,

Fi& HealthLake ERIFHEHEI EERFHRERE T

F # HealthLake ERFZHE

£ UpdateFHIRDatastore E# I A AWS HealthLake BRI FHMENEE, B UEHERERE
HW. AAFESEE (NLP) A58, S#ERE, BRFHIR BERERE K URkSoRMAEER, £ER
VERFERERBZENMZEEELIEE,

® Note

EMGoRMEAEERETLEMN  SRELERENSERL. CERNTMARLBEE

THEERM AWS CLI #1 AWS SDKsHI ], tFEFMEN , 5528 AWS HealthLake API &

B UpdateFHIRDatastore,

EHRENERE 34


https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/index.html
https://console.aws.amazon.com/healthlake/home#/list-datastores
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_UpdateFHIRDatastore.html

AWS HealthLake HBEABER

® Important (EE)
NLP Mo B ESZRIRL ITHEREER  ERFHEMREBEEES UPDATING , X 7E
FEHERACTIVEREE , FRISH R UPDATE_FAILED ., ERFHERTE,. FHIR BFER
EEMSGIRMESFE VAN, MATEEERE, —AREE—RAERTHRENESH
FHRETH  EERERESHTHEXNE_RBEHRSER ConflictException. A
DescribeFHIRDatastore B EFHHIAREE,

E ¥ HealthLake ERHZHE
RIFEHN FHUR TR ERFRE AWS HealthLake,
AWS CLI 1 SDKs

AWS CLI

gHl1: EFw B ERERE

aws healthlake update-fhir-datastore \
--datastore-id "datastore-id" \
--datastore-name "RenamedFhirDatastore"

g1 2 - BUA NLP

aws healthlake update-fhir-datastore \
--datastore-id "datastore-id" \
--nlp-configuration '{ "Status": "ENABLED" }'

53 EEDH

aws healthlake update-fhir-datastore \
--datastore-id "datastore-id" \
--analytics-configuration '{ "Status": "PAUSED" }'

&Pl 4 . EIMER FHIR BRFERER

aws healthlake update-fhir-datastore \
--datastore-id "datastore-id" \
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--profile-configuration '{ "DefaultProfiles": ["us-core-3.1.1", "carin-
bb-2.0.0"] }'

ElfE=EE & DatastoreProperties- B2 EEINH kM EDescribeFHIRDatastore,

{
"DatastoreProperties": {

"DatastorelId": "datastore-id",

"DatastoreArn": "arn:aws:healthlake:us-east-1:account-
id:datastore/datastore-id",

"DatastoreName": "RenamedFhirDatastore",

"DatastoreStatus": "UPDATING",

"DatastoreTypeVersion": "R4",

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/
datastore/datastore-id/r4/",
"NlpConfiguration": { "Status": "ENABLING" },
"AnalyticsConfiguration": { "Status": "PAUSING" },
"ProfileConfiguration": { "DefaultProfiles": [ "us-core-3.1.1", "carin-
bb-2.0.0" ] },
"IdentityProviderConfiguration": {
"AuthorizationStrategy": "SMART_ON_FHIR_V1",
"FineGrainedAuthorizationEnabled": true

WE AP| SHAER |, 5528 AWS CLI sp 5 2E Hh i) update-fhir-datastore,
Python

EAR Python #9 SDK (Boto3)

def update_fhir_datastore(
self,
datastore_id: str,
**kwargs,

) -> dict[str, any]:

Updates the configuration of an existing HealthLake data store.

Pass any of DatastoreName, NlpConfiguration, AnalyticsConfiguration,
ProfileConfiguration, or IdentityProviderConfiguration as keyword
arguments. Omitted fields are left unchanged.
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:param datastore_id: The ID of the data store to update.
:return: The response, including the full DatastoreProperties.

try:
return self.health_lake_client.update_fhir_datastore(
Datastoreld=datastore_id, **kwargs

)
except ClientError as err:

logger.exception(
"Couldn't update data store %s. Here's why: %s",
datastore_id,
err.response["Error"]["Message"],

)

raise

WME AP| FFEEF , 5520 GEAR AWS Python (Boto3) B SDK APl &) Ffy
UpdateFHIRDatastore.

® TAEEEA
BAEMENARE ? FRALEEARANRAEREESREGRFREXBHEH,

252 HealthLake ERFHE

BRI R E R SRR XI5 R4S HealthLake ERIFHE, SESRHBEHEAEERNSRAE
ERNER, SRUHEEEE, #5. 8. ESNGRENERE.

® Important (EE)

AAERBRTFREZREERENA (PH)., BAS2HEBIER (PIl) REMEZRHHBER, &
BTEARLERBBRER,

T EERBIAFER AWS EEEES., AWS CLIF]I AWS SDKs 3 {# f HealthLake fZ52ig/E, N
EHMER , BF2E (AWS — kS ZE 58) FWNEREN AWS ER,

ES- |
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AWS HealthLake HEABEE
+ #ERC HealthLake BRI EHE

« B HealthLake E X7 B EH

« HUBESE HealthLake BRI ZHE

Z:C HealthLake ERZHE

£/ TagResourcefHit HealthLake ERFHRIE, T5IThaezRIEAt AWS CLI AWS SDKs #J
AWS EXE A M EXBEHIEF. WFEFHEENR , 528 AWS HealthLake APl 8EHH
TagResource,

ZEC HealthLake BHRHZHE
BIREW 7 IR 1732 BB FIEZE AWS HealthLake,
AWS CLI # SDKs

CLI

AWS CLI
KRB EEENETRE

LAF tag-resource &I REBUNAGEBRITIEEEREFERE.

aws healthlake tag-resource \

--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/0725c831f4307f263e16fd56b6d8ebdbe" \

--tags '[{"Key": "keyl", "Value'": "valuel"}]'

T rFEELRL,

- N API FHHEH , 528 (AWS CLI i 8#£) F# TagResource,

Python

AR Python # SDK (Boto3)

@classmethod
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def from_client(cls) -> "HealthLakeWrapper":

Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def tag_resource(self, resource_arn: str, tags: list[dict[str, str]]) ->

None:
Tags a HealthlLake resource.
:param resource_arn: The resource ARN.
:param tags: The tags to add to the resource.
try:
self.health_lake_client.tag_resource(ResourceARN=resource_azrn,
Tags=tags)

except ClientError as err:
logger.exception(
"Couldn't tag resource %s. Here's why %s",
resource_azrn,
err.response["Error"]["Message"],

)

raise

- W API FHEF , 5528 (AWS SDK for Python (Boto3) APl 8% ) ) TagResource,

(® Note

GitHub L RMEZEHH, SHTEEH , I 7 FENAE AWS EXFEFHFEPRE
M#1To
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SAP ABAP

AR SAP ABAP MR & EH

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo
TRY.

" jv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/alb2c3d4e5f6g7h8i9j0k112m3n405p6"’
lo_hll->tagresource(
iv_resourcearn = iv_resource_arn
it_tags = it_tags
).
MESSAGE 'Resource tagged successfully.' TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

- W1 API FEHEA |, 5532 CERM AWS SAP ABAP #Y SDK APl &) H i

TagResource,

® HWAE#EH
BAEMENART ? FALEEAANREHERDEERRFBREXNRHEH,
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AWS £ &

1. & A HealthLake £# & LW EREHEERH,
2. EEEHEHE.

EREREFEEF R EFERIRM.
3. EEEBERT , BEEEERRK,

R RREEESREH,
4. JiB1E Add new tag (FFi8ER),
5. MALBRANE (EAR).
6. EERT.

5| i HealthLake BE¥HF R BRI RE

£ ListTagsForResource%|i HealthLake ERFHEMNZESK. T HIThHEERIEM AWS CLI AWS
SDKs ¥y AWS BB XA M B BEHFIRF. MEFMEF , 538 AWS HealthLake API BE
B ListTagsForResource,

5| i HealthLake ERFRENRR
RIFEN FEUR TR ERFRE AWS HealthLake,
AWS CLI 71 SDKs
CLI
AWS CLI
Bl R A7 ik R Y AR

T%) list-tags-for-resource &5 HEIEEER TR EHEBHRNER !

aws healthlake list-tags-for-resource \
--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/0725c83f4307f263e16fd56b6d8ebdbe"

B
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ntagsn: {
"key": "value",
"keyl": "valuel"

- N API FHIER , 28 (AWS CLI s 52 %) #HH ListTagsForResourceo

Python

EAR Python B SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def list_tags_for_resource(self, resource_arn: str) -> dict[str, str]:
Lists the tags for a HealthLake resource.
:param resource_arn: The resource ARN.
:return: The tags for the resource.
try:
response = self.health_lake_client.list_tags_for_resource(
ResourceARN=resource_arn
)
return response["Tags"]
except ClientError as err:
logger.exception(
"Couldn't list tags for resource %s. Here's why %s",
resource_arn,
err.response["Error"]["Message"],
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raise

- WNZE API FHER , 5528 (AWS SDK for Python (Boto3) APl &&) iy
ListTagsForResource.

(® Note
GitHub LR FEZ & 6|, SHTREH , ¥ 7T HENMIE AWS BB FIFFEPRE
FEIT

SAP ABAP
B SAP ABAP HBHEEH

(® Note
GitHub SRR EZFifl, SHTEEH , I 7HRUNAE AWS EXNHEHHIFEFZEPRE
M#1T-
TRY.

" iv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/

fhir/alb2c3d4e5f697h8i9j0k112m3n405p6"’
DATA(lo_result) = lo_hll->listtagsforresource(
iv_resourcearn = iv_resource_arn
).
ot_tags = lo_result->get_tags( ).
DATA(1lv_tag_count) = lines( ot_tags ).
MESSAGE |Found { 1lv_tag_count } tag(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-

{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.

IHERFRENER
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MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

- WFE API FHER , F2E (EAR AWS SAP ABAP #J SDK API &) Hi
ListTagsForResource,

® HWAK#EH
BAEMENARS ? FRALEEAANREHERDEERRFRENREHL.

AWS E# &

1. & A HealthLake ¥# & LW EREHEERH,
2. BEEHEHE,

ENFHEHMETEARDER. FREEST 85 LAEEN N EBRE,

HUEAZSE HealthLake ERZHRE

£ & HealthLake EREM[EUntagResourceBRER., THIhaeREMS AWS CLI AWS SDKs
B AWS EE A M BREFIEF. WEFMEEF , F2 6 AWS HealthLake API 2Z 1y
UntagResource,

BUEESE HealthLake BRI FEHE
RIBERNFERF R EIRZEEE AWS HealthLake,

AWS CLI # SDKs
CLI

AWS CLI
RERFHREBRESR.
T %l untag-resource EHIREBUMMRE R TR EZRER,

aws healthlake untag-resouxce \
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--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/
b91723d65c6fdebld26543a49d2ed1fa" \
--tag-keys '["keyl"]'

s EEE@L,

- W% API F¥AEF , 5528 (AWS CLI s 522£) F# UntagResource,

Python

EAR Python B SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def untag_resource(self, resource_arn: str, tag_keys: list[str]) -> None:
Untags a HealthLake resource.
:param resource_arn: The resource ARN.
:param tag_keys: The tag keys to remove from the resource.
try:
self.health_lake_client.untag_resource(
ResourceARN=resource_arn, TagKeys=tag_keys
)
except ClientError as err:
logger.exception(
"Couldn't untag resource %s. Here's why %s",
resource_arn,
err.response["Error"]["Message"],

)

raise
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- WNZE API FHER , 5528 (AWS SDK for Python (Boto3) APl &) iy
UntagResource,

(® Note

GitHub LR EZ&i6|, SHTREH , X 7HEMMAE AWS BEXIEFIFHFEDRE
M#1To

SAP ABAP

AR SAP ABAP MR & EH

(® Note

GitHub bR EZ&H|, SHTEEHH , I 7HAAE AWS EXFEHI R FEFRE
METo

TRY.
" iv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/alb2c3d4e5f697h8i9j0k112m3n405p6"’
lo_hll->untagresource(
iv_resourcearn = iv_resource_arn
it_tagkeys = it_tag_keys
).
MESSAGE 'Resource untagged successfully.' TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

RS ER R
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« WZE AP| SEHEA , F52E (EAMN AWS SAP ABAP #J SDK APl &) Fiy
UntagResource,

© T e
RABFENANDE 2 EALEEAANEMEEDEEERREREBE.

AWS 2 &

1. & A HealthLake XA LN EREHNEEREM,
2. BEEBHENE,

ERFHEFAERARERERFHERG
3. EREBERT , BEEEERRK,

AR EEEREE.
4. BRELEBRZEBZNBR.
5. EERTF

i B& HealthLake BRI ZHK[E

£/ DeleteFHIRDatastoreflBk HealthLake ERHEMIE, TFITheERIEME AWS CLI AWS SDKs
B AWS BB XA M BXNBEHHIRERF. MEFHMENR , 528 AWS HealthLake APl 2Z
DeleteFHIRDatastore,

Bk HealthLake ERZHE

BARER FEUR 172 E B FEE AWS HealthLake,

AWS CLI # SDKs
CLI

AWS CLI

kR FHIR ERFRIE
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DeleteFHIRDatastores.html
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T%ldelete-fhir-datastore#i I /RE AT MR E R FERER EE AWS HealthLake FREIFRT
BAR,

aws healthlake delete-fhir-datastore \
--datastore-id (Data store ID)

B

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
(Data store ID)/r4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "DELETING",
"DatastoreId": "(Data store ID)"

« WE API SHHAE , 528 (AWS CLI s 2#) Fl DeleteFHIRDatastore,

Python

EAR Python B SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":

Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")
return cls(health_lake_client)

def delete_fhir_datastore(self, datastore_id: str) -> None:
Deletes a HealthLake data store.
:param datastore_id: The data store ID.
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try:

self.health_lake_client.delete_fhir_datastore(DatastoreId=datastore_id)
except ClientError as err:

logger.exception(
"Couldn't delete data store with ID %s. Here's why %s",

datastore_id,
err.response["Error"]["Message"],

)

raise

- WNZE API FHAER , 5528 (AWS SDK for Python (Boto3) APl &) iy
DeleteFHIRDatastore,

(® Note
GitHub LR EZ&i6], SHTREEH , X 7 HEMMAIE AWS BEXIEFIFHFEDRE
M#1To

SAP ABAP

AR SAP ABAP MR EH

(® Note
GitHub L RRMEZEHH, SHTEEH , I 7FENAE AWS EXFEHFFEPRE
MEATT,

TRY.
" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n405p6"

oo_result = lo_hll->deletefhirdatastore(
iv_datastoreid = iv_datastore_id
).
MESSAGE 'Data store deleted successfully.' TYPE 'I'.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
DATA(lv_error) = |Access denied: { lo_access_ex->av_err_code }-

{ lo_access_ex->av_err_msg }|.

MR E R FRE
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FMBABER

MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_access_ex.
CATCH /awsl/cx_hllconflictexception INTO DATA(lo_conflict_ex).
lv_error = |Conflict error: { lo_conflict_ex->av_err_code }-
{ lo_conflict_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_conflict_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

- UNEE AP| SHEF |, F2E GEFAM AWS SAP ABAP 1Y SDK APl 2&&) Hly
DeleteFHIRDatastore,

© ABES
RAFENASIE 2 EALEELRNEREDEEERREREFEE.

AWS E# &

1. & A HealthLake XA LN EREHNEERM,
2. BEEBHENE,

BERENEFAEAEERERIRAR,
3. EIF MBR

I BR & R 17 5k = B e BN BA AR
4. EERIMBREREHE  BEXFHABNFBRAEREREZ R,
5. EIEMBR.
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£ PEHE FHIR §7B AWS HealthLake

AWS HealthLake X#& FHIR FTB] , IREEREBRRBENRLESTRZRWAIRBEH, LIEEHE
FHIR R5 Backport TREZTRIER , HBMAEM FHIR R4 FTEER | ATRHUEEAATEREENEMN,

BB FHIR ;7B , AU EBESHESNERREEARER , LUNEERKRERNRY  ROREN
A. BEMLITERENEERBERHA,

I

« FHIR FTRAEEL K

- BEH

- BEBE

- £/ W FHIR FTBA 4 #niBH§ AWS HealthLake

- £/ B FHIR §TBJ AWS HealthLake

- £/ #E FHIR 5TB AWS HealthLake

- £/ EHEBEA AWS HealthLake

FHIR FTEIRVE/ER X
HealthLake Y FHIR FTBREFERER HEHE |, Hep .

1. BYFEUEREN  BUTRFEUEE A HRENNEN
2. BFTH  FRAREGERGEIELETEMNITR

3. HealthLake E#2 : R SHBEERFSEMRENEH

4. EIXEH : CWhen , HealthLake €& BE N EEFXEAH

EagE T
FHIR (TR E& T3 t#.
HEiES:

ARTERBHNRENER  YEE

FHIR FTBHEES X 51



AWS HealthLake HBEABER

- BREM BESFEHBBA (HW: BREL, EH. MER)
- ATRAMENERMG : FTEE A E AL EERE
- BARE  BHHIEWLEER

TRIILE RN EERE,

=i Description ERAZRM

EREL BIEREER ¥ BEE , FEER0R
EREH B EREER RREBE | ERIREH
&R M BR R Bk 5 TR B A 3% MRS RIB T

Subscriptions
ARRERVGTRIEMERBESHBANGER. SEFIRSHE
- FESE  BELEITRAMNITREE

o BB ERUBLE4EE BB RE
- SEEE  BEXABANNUENSN
- ABRFHRE BATERISHEEE

BAEE

HealthLake B FHIBHNEE :

SEIE A EdEEL]
EventBridge TEEES, |ARSEIER

. BAWS BR#5 i EEE

Subscriptions
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SRiE R EESY
REST Hook EEREEN. EZHRAR
A
8 A

RIBENFIREZEE AR .

AEFEE Description ZEEE
R ID EoSERERA BIiE PHI 88
TEER BEKRNLERA 256 KB BT ‘FE PHI ; BRRERE

BERANET. IRXDAR
256KB , Blg @ E|{ERR ID

= [+ =
REERK
WMEERIEL

- BAREEERNE | M EH RGN EEKERE A
- EEEENAREE STRERER ID WEASHUEEEFHINEE
- BEEANMENEEE  BREMNZEREREEZEFAS

ZEE

Him

. Z2URE : B REST Hook B EEEEN S 2 BF
« PHI R%E : FEEEEXRRERASE,  RAHEPEE PHI
- FEURE  ERREFHEERIITE

FHEE

- REBEENFREY  ERTRTHENERBH
- EERFTBIRAE | EMRETEAIRE
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- BEFREREE  REENERARAREEBHRMN KK

A M FHIR §TRI &£ dniBHI AWS HealthLake

AEE TSR T # FHIR FTR A wmiBH .

1. B3I SubscriptionTopic
« Y SubscriptionTopicik&EA # "unknown"
2. B3 Subscription
« BVSubscriptionif&A Ky "requested”
« HealthLake B8 SubscriptionfH#E
« Subscription XBESEZCEFEMNEE ( TEMLERR MR unknown, draft, )active.
3. A
« MREBEM , HealthLake 1§ HWARREEFHSubscriptions "active"
« BV BfSubscription , MREENEEER ARE"unknown" , HealthLake BEFT Bt ERE
A®"active"RERFREEHA
- RYEBVYTREBEEE 510 &
« MR Subscription RN , REKEE REEHIT DELETE EfFerrorWUE , REE
SENITH. BUUETEERSPRE "error" M , LEBITREEIRNBINER,
4. FTRA RAREE active
5. B Subscription® active
* HealthLake BB/ & EHREN B4
- BEMFEER  BASBELAERENRR
6. SHAREE
« HealthLake @ ERER 14 X , AR EFLEHAELEH
A
« Subscription AIEAERA

~
Tt

REMRBH (BBER)

{
"resourceType": "Subscription",
"meta": {
"profile": [
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"http://hl7.0xrg/fhir/uv/subscriptions-backport/StructureDefinition/backport-

subscription"
]
.
"status": "requested",
"end": "2026-07-31T05:38:17.2404292+00:00",
"reason": "Test subscription for walkthrough",

"criteria": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<datastoreld>/r4/SubscriptionTopic/<your topic id>",
"_criteria": {
"extension": [
{
"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-filter-criteria",

"valueString": "Encounter?subject=Patient/<patient id>"

]
.
"channel": {
"type": "event-bridge",

"endpoint": "<your event bus arn>",
"payload": "application/fhir+json",
"_payload": {
"extension": [
{

"url": "http://hl7.org/fhir/uv/subscriptions-backport/
StructureDefinition/backport-payload-content",
"valueCode": "id-only"

MIBRSubscription&iR

DELETE https://<baseHealthLakeURL>/Subscription/<your subscription resource id>

£ 23 FHIR §TB AWS HealthLake

T3iErEReE AR 23 FHIR 5T AWS HealthLake.

i
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&

55



AWS HealthLake HBEABER

B3 FHIR FTRY

1. 3 SubscriptionTopice

HHFTRETEER

"resourceType": "SubscriptionTopic",

"url": "http://example.org/FHIR/SubscriptionTopic/encounter-create",
"version": "1.0.0-fhir.r4b",

"title": "encounter-create",

"status": "unknown",

"description": "Example topic for new encounters",
"resourceTrigger": [

{
"description": "Encounter Create",
"resource": "Encounter",

"supportedInteraction": ["create", "update"]

}

}
2. BB BHARR ( BFTHEE ), THISRERRRUESWIBNNLESR

£/ REST Hook K
- NRFEH CM_CMK EEBFHKIE , events.amazonaws . comsa{S{EEH KMS £ EK,

- MREH CM_CMK ERERE , B24BASEventBridgeApiDestinationsZEERFIEEEE 1
KMS €38 true

- HealthLake £/ OAuth RE& ¥ REST Hook %%, HEIt , B3 REST hook FTRIK , MAEE
channel._type.extension [*] A& A client-id, client-secret 1 oAuth-endpoint-url,

MEFEH CM_CMK ERFRIE , £4] KMS S8 BUK :

"Sid": "AllowEventBridgeToUseKMSKey",
"Effect": "Allow",
"Principal": {
"Service": ["events.amazonaws.com", "healthlake.amazonaws.com"]

iy
"Action": ["kms:GenerateDataKey*", "kms:Decrypt", "kms:DescribeKey"],
"Resource": "*"
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}

£ EventBridge &
- MREMEHA CM_CMK ERIEMIE , events.amazonaws . comiz{SEEH KMS £8BUR,
- BT IZH EventBridge ERBES1Ehealthlake.amazonaws.comBRIEEEE,

- £/ CM_CMK M EventBridge Rin®E , FFHREEEAEERFRE KMS £RARK KMS &
8k 2 EventBridge ERBE,

- FHEFRIEM EventBridge ERHEEDH 1 ER B S HealthLake EENEH,

EventBridge $8i& ERPEN ER B K EH

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "allowHealthlakeToPutEvents",
"Effect": "Allow",
"Principal": {
"Service": "healthlake.amazonaws.com"
.
"Action": "events:PutEvents",
"Resource": "arn:aws:healthlake:us-east-1:111122223333:event-bus/
FhirSubscriptions-bus"
}
]
}

# HealthLake $Z W=/ EventBridge R RBIEHE X5

{
"detail-type": ["FHIR Subscription Notification"],
"source": ["healthlake"]

}

® Note

HealthLake X 2 IR :
« “healthlake” : EEANETE,
— » “g3ws healthlake” - 32 Heglthl ake BRFE T4
B 57
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Y FHIR STEIS 4 ERGORAR | HEA “healthlake” HAIIR.

3. B &K Subscription

FEATIEERIITEER :

- AREE : "requested"

« P& ID SubscriptionTopic H&#E

- EBRERMY. WEFMEN  FSEGEIESERENEA,
- SHEMHRE

g fIFT B AE
TR W IR AR TR,

EventBridge

BHevent-bridgefBEMid-only&REHERIETE,

{
"resourceType": "Subscription",
"meta": {
"profile": [
"http://hl7.0xrg/fhir/uv/subscriptions-backport/StructureDefinition/backport-
subscription"
]
.
"status": "requested",
"end": "2026-07-31T05:38:17.2404292+00:00",
"reason": "Test subscription for walkthrough",

"criteria": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<datastoreld/r4/
SubscriptionTopic/<your topic id>",
"_criteria": {
"extension": [
{
"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-filter-criteria",
"valueString": "Encounter?subject=Patient/<patient id>"
}
]
I

"channel": {
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"type": "event-bridge",
"endpoint": "arn:aws:healthlake:eu-west-2:111122223333:event-bus/FhirSubscriptions-

bus",
"payload": "application/fhir+json",
"_payload": {
"extension": [
{

"url": "http://hl7.0rg/fhir/uv/subscriptions-backport/StructureDefinition/

backport-payload-content",
"valueCode": "id-only"

BHevent-bridgeln B M full-resourceREHBRMWETRE,

{
"resourceType": "Subscription",
"meta": {
"profile": [
"http://hl7.0rg/fhir/uv/subscriptions-backport/StructureDefinition/backport-
subscription"
]
.
"status": "requested",
"end": "2026-07-31T05:38:17.2404292+00:00",
"reason": "Test subscription for walkthrough",

"criteria": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<datastoreld>/
r4/SubscriptionTopic/<your topic id>",
" _criteria": {
"extension": [

{
"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-filter-criteria",
"valueString": "Encounter?subject=Patient/<patient id>"

]
.
"channel": {
"type": "event-bridge",
"endpoint": "<your event bus arn>",
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"payload": "application/fhir+json",
"_payload": {
"extension": [
{
"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-payload-content",
"valueCode": "full-resource"

Rest A $
BArest-hookinEifid-onlyREHBHHETRI,

{
"resourceType": "Subscription",
"meta": {
"profile": [
"http://hl7.0rg/fhir/uv/subscriptions-backport/StructureDefinition/backport-
subscription"
]
I
"status": "requested",
"end": "2026-07-31T05:38:17.2404292+00:00",
"reason": "Test subscription for walkthrough",

"criteria": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<datastoreld>/
r4/SubscriptionTopic/<your topic id>",
" criteria": {
"extension": [
{
"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-filter-criteria",

"valueString": "Encounter?subject=Patient/<your patient id>"

]
iy

"channel": {
"type": "rest-hook",

Il_typell : {
"extension": [
{
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"url": "http://healthlake.amazonaws.com/channel-type-clientId",
"valueString": "<CLIENT_ID>"

"url": "http://healthlake.amazonaws.com/channel-type-clientSecret",
"valueString": "<CLIENT_SECRET>"

"url": "http://healthlake.amazonaws.com/channel-type-oauth-endpoint",
"valueUri": "<OAUTH_ENDPOINT_URL>"

]

+
"endpoint": "<YOUR_REST_HOOK_ENDPOINT>",

"payload": "application/fhir+json",
"_payload": {
"extension": [

{
"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/

backport-payload-content",
"valueCode": "id-only"

BArest-hook$EEMfull-resourceAEHBRHPEITE,

{
"resourceType": "Subscription",
"meta": {
"profile": [
"http://hl7.0xrg/fhir/uv/subscriptions-backport/StructureDefinition/backport-
subscription”
]
},
"status": "requested",
"end": "2026-07-31T05:38:17.2404292+00:00",
"reason": "Test subscription for walkthrough",

"criteria": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<datastoreld>/
r4/SubscriptionTopic/<your topic id>",
" _criteria": {
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"extension": [
{
"url": "http://hl7.o0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-filter-criteria",
"valueString": "Encounter?subject=Patient/test-patient-id"

]
iy

"channel": {
"type": "rest-hook",

"_type": {
"extension": [
{

"url": "http://healthlake.amazonaws.com/channel-type-clientId",
"valueString": "<CLIENT_ID>"

"url": "http://healthlake.amazonaws.com/channel-type-clientSecret",
"valueString": "<CLIENT_SECRET>"

"url": "http://healthlake.amazonaws.com/channel-type-oauth-endpoint",
"valueUri": "<OAUTH_ENDPOINT_URL>"

]

iy
"endpoint": "<YOUR_REST_HOOK_ENDPOINT>",

"payload": "application/fhir+json",
"_payload": {
"extension": [
{
"url": "http://hl7.0rg/fhir/uv/subscriptions-backport/StructureDefinition/
backport-payload-content",
"valueCode": "full-resource"

EHIFTRAR
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88 R 7 5 5 45

BRI |, HealthLake EEEREBEHIERENEE , URETHEFRERSE Y. THEAHER
BEHREH,
{
"version": "Q",

"id": "<your-id>",

"detail-type": "FHIR Subscription Notification",
"source": "healthlake",

"account": "436845984719",

"time": "2025-09-04T23:43:507",

"region": "us-east-1",
"resources": [],
"detail": {

"subscriptionUrl": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>",
"notificationBundlePayload": {
"resourceType": "Bundle",
"id": "<BUNDLE_ID>",
"type": "history",
"timestamp": "2025-09-04T23:43:50.3417919342",
"status": "requested",
"entry": [
{
"fullUrl": "urn:uuid:<HANDSHAKE_RESOURCE_ID>",
"resource": {
"resourceType": "SubscriptionStatus",
"id": "<HANDSHAKE_RESOURCE_ID>",
"status": "requested",
"type": "handshake",
"eventsSinceSubscriptionStart": "@",
"subscription": {
"reference": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>"
.
"topic": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<DS_ID>/
r4/SubscriptionTopic/<TOPIC_ID>"

B A E S 63



AWS HealthLake HBEABER

}

ER ID BRIEFEH,

"version": "Q",

"id": "<your-id>",

"detail-type": "FHIR Subscription Notification",
"source": "healthlake",

"account": "436845984719",

"time": "2025-09-05T00:18:43Z",

"region": "us-east-1",
"resources": [],
"detail": {

"subscriptionUrl": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>",
"notificationBundlePayload": {
"resourceType": "Bundle",
"id": "c74ea02a-9c69-4e34-85d6-e72720189574",
"type": "history",
"timestamp": "2025-09-05T00:18:43.3936888517",
"status": "requested",
"entry": [
{
"fullUrl": "urn:uuid:173135e3-3c80-4b90-al0a-e@lal4s20fdea”,
"resource": {
"resourceType": "SubscriptionStatus",
"id": "173135e3-3c80-4b90-al0a-e0lals20fdea,
"status": "active",
"type": "event-notification",
"eventsSinceSubscriptionStart": "-1",
"subscription": {
"reference": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>"
1,
"topic": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<DS_ID>/
r4/SubscriptionTopic/<TOPIC_ID>",
"notificationEvent": [
{
"eventNumber": "Q",
"timestamp": "2025-09-05T00:18:43.39377523472",
"focus": "Encounter/c5ae898f-bd96-44dd-a509-87fdbcf23b19",
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"additionalContext": "Encounter/c5ae898f-bd96-44dd-a509-87fdbcf23b19/
_history/1",
"id": "8f4e9cla-2b3d-4e5f-6a7b-8c9d0elf2a3b"

TRERBHNEMHEH,

"version": "Q",
"id": "d142bed8-db3f-445f-c4db-a843ad84121a",
"detail-type": "FHIR Subscription Notification",
"source": "healthlake",
"account": "436845984719",
"time": "2025-09-05T00:18:43Z",
"region": "us-east-1",
"resources": [],
"detail": {
"subscriptionUrl": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>",
"notificationBundlePayload": {
"resourceType": "Bundle",
"id": "3d42c70f-4fa9-4b1a-98a7-43c0d0441115",
"type": "history",
"timestamp": "2025-09-05T00:18:43.845821667Z",
"status": "requested",
"entry": [
{
"fullUrl": "urn:uuid:1d005a09-al5c-4010-9675-1e8043ce@8a8",
"resource": {
"resourceType": "SubscriptionStatus",
"id": "1d005a09-al5c-4010-9675-1e8043ce@8a8",
"status": "active",
"type": "event-notification",
"eventsSinceSubscriptionStart": "-1",
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"subscription": {
"reference": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/
<DS_ID>/r4/Subscription/<SUBSCRIPTION_ID>"
.
"topic": "https://healthlake.<AWS_REGION>.amazonaws.com/datastore/<DS_ID>/
r4/SubscriptionTopic/<TOPIC_ID>",
"notificationEvent": [

{
"eventNumber": "0@",
"timestamp": "2025-09-05T00:18:43.8459707542",
"focus": "Encounter/82776529-59a0-4d63-bedb-82f6726d65b5",
"additionalContext": "Encounter/82776529-59a0-4d63-bedb-82f6726d65b5/
_history/1",
"id": "7a8b9c0@d-1le2f-3a4b-5c6d-7e8f9adblc2d"
}
]
}
.
{
"fullUrl": "Encounter/82776529-59a0-4d63-bedb-82f6726d65b5",
"resource": {
"resourceType": "Encounter",
"id": "82776529-59a0-4d63-bedb-82f6726d65b5",
"status": "finished",
"class": {
"system": "http://terminology.hl7.o0rg/CodeSystem/v3-ActCode",
"code": "AMB",
"display": "ambulatory"
},
"subject": {
"reference": "Patient/test-patient-id"
.
"meta": {
"lastUpdated": "2025-09-05T00:18:43.219652906Z",
"versionId": "1"
}
},
"request": {
"method": "CREATE",
"url": "Encounter/82776529-59a0-4d63-bedb-82f6726d65b5"
}
}
]
}
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}
}

EHRARE G
HealthLake T & FHIR B id &%,

FETHREEBANESATFRIINERRAE

- full-resource : HRZEEREHTERMEER , AtEHPentry[*]BHERN RAETEE
.

- ER ID: E4 T ST MERENR. HealthLake BEER
entry[0].notificationEvent[*].additionalContext M LLE ¥ B EEEHFHIMA,
W HIER B <ResourceType>/<Resourceld>/_history/<Version Id>., MEFME
A, FSREHER ID AFHAF K additionalContext H 1.

EHEEER

HealthLake B9 FHIR ;TRAZHBERBED — AR T, EXRTREFREEZRXKNEERNEYS, , BR2EHE
BMNEHS K HEFEBNEHD, BTHRBIEEEE |, HealthLake B AN BHAEH PN S ESHIRE
ME—® IDentry[@] .notificationEvent[*].ido

It ID BHFEMXNHNBESHREZHE—N, flin , MRERNE4EHHX , EMEE
FHMFSEEGE KSR EMEEEHESHSZENARNSEG. eMKEGHEEN
notificationEvent[*].focus , B4 EBMH — notificationEvent[*].id, BtHh , ELZE
HHOREEUTANESHEE , IEHRNBHNESPEIL,

FF # S FHIR 5TB AWS HealthLake

Subscription # SubscriptionTopic BIRtEA[LL#EE, HealthLake X#& Subscription
SubscriptionTopic ERHAIEERESSE,

s, RFEB T SBEH MBS AL

==
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BEEBH
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payload

status

type

url

filter-criteria
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Description

BE R4 BROBREHH

Subscription.contact 1z

BE R4 BROBRBHH

Subscription.criteria #{

BSR4 BROBEHH
Subscription.channel.payload

B

B S R4 BROBREPH
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Subscription.channel.type ##
iz

BE R4 ROBRBHE
Subscription.channel.endpoint

R
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BEESH

payload-type
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R
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S5 BY AR

BESEEAFEKRIANESR
K RUGE ML (id-onlys}
full-resource )

¥ 2 Subscription.criteria 1%
£, HfFHEEE

Description

# & SubscriptionTopic EiR S
9 B HAA 1L
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uri missing

url
IExX
uid

oid

T 2R R HealthLake X EHIFT R EF R R4 2565 -

A&

RERBENBE
RBRBENBE
REBRSENEE
REBRENBE

ERR R

Observation?patien
t=Patient/[id]&sta
tus=final

Patient?birthdate=
gt2021

Condition?code=htt
p://snomed.info/sc
139065001

Observation?code=h
ttp://loinc.org|84
80-6&value-quantit
y=gt1l60

Description

ERBERBNBERSIGE
pl

EEMEERH 2021 F2&H
TR ERFREEM

S EB%E SNOMED X%
ZIR B

ErEEA

72



AWS HealthLake HBEABER

A EA FHIR ¥ AWS HealthLake

3 HealthLake ERIEHER , T—F 2% Amazon Simple Storage Service (S3) HEFITEE AR
R, BuLiEH AWS EEBE#A AWS CLI, = AWS SDKsEiE) FHIR BE A, EHAKEYE AWS
HealthLake EifEZRERED. #EARMTIE FHIR BEAER.

® Important (EE)

HealthLake X EBARBEREERTIRM FHIR R4 g, WEFEE , B LIE AWS
HealthLake E1EBHE1E , EEAZ B EEREBERERA FHIR R4 1§,

FAE) FHIR BEAFEE , B LUEE Amazon S3 fEFEFEBB AL E. Amazon S3 FFirE#HME
(AREBREHER ). BT HealthLake FH Amazon S3 EZTEMN IAM B | UREFHEER
AWS BEEH AWS Key Management Service £, MEFMENR , FSEREEAEBHFT,

(® Note

B L EA KBTS, ERTEAEKEEL FIFO (KELEH ) ARNEE, B LUEEH
BREAEE —% , BEBHEATY, MREEET , EREHEATH, BRI UAEEAEKET
RS, BEL,. FEFMER FHIR ER.

HealthLake € & &{E FHIR E A EEmanifest. jsonER, EERHRH FHIR EAEKH K I
KB, HealthLake E#§manifest.jsontE &L FIEE FHIR EATKEIEEN Amazon S3 RETFET
B, AFRERSERAMEERK , 54 SUCCESSH FAILURE, £/ manifest.json BR#M AN
EEAEKRHIMNE—F K RACRESEERNFEREA.

"inputDataConfig": {
"s3Uri": "s3://amzn-s3-demo-source-bucket/healthlake-input/invalidInput/"
I
"outputDataConfig": {
"s3Uri": "s3://amzn-s3-demo-logging-bucket/32839038a2f47f17c2fe@f53f0c3abba-
FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/",
"encryptionKeyID": "arn:aws:kms:us-west-2:123456789012:key/fbbbfee3-20b3-42a5-
a99d-c48c655ed545"
I

"successOutput": {
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"successOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f0@c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
SUCCESS/"

1,
"failureOutput": {
"failureOutputS3Uri": "s3://amzn-s3-demo-logging-

bucket/32839038a2f47f17c2fe@f53f@c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
FAILURE/"

},

"numberOfScannedFiles": 1,
"numberOfFilesImported": 1,
"sizeOfScannedFilesInMB": 0.023627,
"sizeOfDataImportedSuccessfullyInMB": 0.011232,
"numberOfResourcesScanned": 9,
"numberOfResourcesImportedSuccessfully": 4,
"numberOfResourcesWithCustomerError": 5,
"numberOfResourcesWithServerError": 0

AR TE B A Y BR = B iR

BB FHIR EA(EERE |, B LUBIEIEEValidationLevelEEAZSHEERMN . AWS
HealthLake B BIZE T IEEEBR

« strict : ERSERBERNRERTRETRE  NWRIERERE , AlA R4 Hirk, E=2 WHEER
B/ AWS HealthLake,

- structure-only : ERERIE R4 BBF¥ , ZRRIMSENRERE.

« minimal : ZRPBRBER , ZREL R4 FA, BE/oMAMENEEREARNEREEFTRSTE

BERES,

FEAMinimalBBEREAR , TERERA NERKRPEEHA B FE
FSUCCESS_WITH_SEARCH_VALIDATION_FAILURES, ENff## SHEERBMELAY , LLERKAFE
ERPNERNEMEMELNERERE, EXRFHR ERNELEmMEE FHIR &% , BN TR
M T ReE 282, EEERigextensioniin A LR KB

E3:]

« & FHIR BEAER

- B FHIR EAEKEBM

3¢ FHIR BAEH
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E &) FHIR [EA{FT%

{5/ £ HealthLake ERFEMEFStartFHIRImportJobfE FHIR BEAEH. T¥IThaERIRE
fit AWS CLI AWS SDKs HJ AWS BEEF#A M BXBEHYIRF. NEFHMEEN , F28 AWS
HealthLake APl 2Z®H#) StartFHIRImportJob,

® Important (EE)

HealthLake X EANBRREER L FHIR R4 k. MBFE , EALUE AWS
HealthLake SERFEE , EEA A EFEREERERS FHIR R4 3K,

& FHIR BEAER
RIREN FEUR TR E R FRE AWS HealthLake,
AWS CLI # SDKs
CLI
AWS CLI
& FHIR EAER

T5lstart-fhir-import-job#iflR&E 1A A AWS HealthLake BiE) FHIR EAE#,

aws healthlake start-fhir-import-job \

--input-data-config S3Uri="s3://(Bucket Name)/(Prefix Name)/" \

--job-output-data-config '{"S3Configuration": {"S3Uri":"s3://(Bucket Name)/
(Prefix Name)/","KmsKeyId":"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56¢c-4216-a250-f4c43ef46e83"}}' \

--datastore-id (Data store ID) \

--data-access-role-arn "arn:aws:iam::(AWS Account ID):role/(Role Name)"

B
{
"DatastoreId": "(Data store ID)",
"JobStatus": "SUBMITTED",
"JobId": "cl1l45fbb27b192af392f8ce6e7838e34f"
}
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- W13 API S¥MEF |, 528 (AWS CLI s 52#£) F# StartFHIRImportJob,

Python

EAR Python B9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def start_fhir_import_job(

self,

job_name: str,

datastore_id: str,

input_s3_uri: str,

job_output_s3_uri: str,

kms_key_id: str,

data_access_role_arn: str,

) -> dict[str, str]:

Starts a HealthLake import job.

:param job_name: The import job name.

:param datastore_id: The data store ID.

:param input_s3_uri: The input S3 URI.

:param job_output_s3_uri: The job output S3 URI.

:param kms_key_id: The KMS key ID associated with the output S3 bucket.

:param data_access_role_arn: The data access role ARN.

:return: The import job.

try:

response = self.health_lake_client.start_fhir_import_job(

JobName=job_name,
InputDataConfig={"S3Uri": input_s3_uri},
JobOutputDataConfig={
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"S3Configuration": {
"S3Uri": job_output_s3_uri,
"KmsKeyId": kms_key_id,
}
},

DataAccessRoleArn=data_access_role_azrn,
Datastoreld=datastore_id,

)

return response

except ClientError as err:

logger.exception(
"Couldn't start import job. Here's why %s",
err.response["Error"]["Message"],

)

raise

- INZE API B , 5528 (AWS SDK for Python (Boto3) API &) iy
StartFHIRImportJob,

(@ Note
GitHub FIRHEZ 6, SHTREH , I THMMAE AWS EX B HIHFEPRE
MEATT,
SAP ABAP

HEAR SAP ABAP WEREH

@ Note
GitHub FIREEZ &, SKTEREH , I 7 HMAE AWS 2 IFE P FERRE
MEATT,
TRY.

iv_job_name = 'MyImportJob'
" iv_input_s3_uri = 's3://my-bucket/import/data.ndjson'
" iv_job_output_s3_uri = 's3://my-bucket/import/output/’
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" iv_kms_key_id = 'arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012"'

" jv_data_access_role_arn = 'arn:aws:iam::123456789012:role/
HealthLakeImportRole'

oo_result = lo_hll->startfhirimportjob(
iv_jobname = iv_job_name
io_inputdataconfig = NEW /awsl/cl_hllinputdataconfig( iv_s3uri =
iv_input_s3_uri )
io_joboutputdataconfig = NEW /awsl/cl_hlloutputdataconfig(
io_s3configuration = NEW /awsl/cl_hlls3configuration(

iv_s3uri = iv_job_output_s3_uri
iv_kmskeyid = iv_kms_key_id

)
iv_dataaccessrolearn = iv_data_access_role_arn
iv_datastoreid = iv_datastore_id
).
DATA(1lv_job_id) = oo_result->get_jobid( ).
MESSAGE |Import job started with ID { 1lv_job_id }.| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
lv_error = |Access denied: { lo_access_ex->av_err_code }-{ lo_access_ex-
>av_err_msqg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_access_ex.
ENDTRY.

- WIE API BT , 2 E CGERAM AWS SAP ABAP B SDK APl 2#) dify
StartFHIRImportJob,
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® HWAE#EH
BAZENARE ? FALEEARNRASREQSRERRFERENHIH,

AWS E#25&

1. & A HealthLake ¥# A& LW EREHEERH,
2. EEEHEHE.
3. BEEA,

FE A B FE RN BA K.
4. HBWABRERT K WATIER:

- Amazon S3 FE A E R E
5. EEAREERERT , WATYEHR

« 1£ Amazon S3 RE AEEBERMNE

- EABEERNE

6. EFDFFUERT , BEEAREAN AM REAL , REXBBACIBWUERTENAG , R
BEEY IAM B8,

7. REEAEHR,

® Note

EEAHE  ZREEEERERE LENERET ID, B LAER JobIDRFERFER EAE
B AWS CLI, MEFMENR , F2EEUS FHIR [EAEKEB M4,

H#§ FHIR EAEHE %

£/ DescribeFHIRImportJobEl{§ FHIR EAEKEME. T5IThaEREM AWS CLI AWS SDKs
WAWS BEEXEA M BRIBEHERF. MFEFMHEN , 552 B AWS HealthLake API Z2EHH
DescribeFHIRImportJob,

S FHIR EAER B
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BARER FEUR 172 E B FEE AWS HealthLake,

AWS CLI # SDKs

CLI
AWS CLI
iR FHIR B A{ETF
T%ldescribe-fhir-import-job&ifIEE RN{AEH AWS HealthLake 2F FHIR EAF#
B,
aws healthlake describe-fhir-import-job \
--datastore-id (Data store ID) \
--job-id c145fbb27b192af392f8ce6e7838e34f
B
{
"ImportJobProperties": {
"InputDataConfig": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/"
{ "arrayitem2": 2 }
.
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",
"JobStatus": "COMPLETED",
"JobId": "cl145fbb27b192af392f8cebe7838e34f",
"SubmitTime": 1606272542.161,
"EndTime": 1606272609.497,
"DatastorelId": "(Data store ID)"
}
}
« WNE API BT , 28 (AWS CLI 8 952#) FH DescribeFHIRImportJob,
Python

B AR Python #9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
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Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def describe_fhir_import_job(
self, datastore_id: str, job_id: str
) -> dict[str, any]:
Describes a HealthLake import job.
:param datastore_id: The data store ID.
:param job_id: The import job ID.
:return: The import job description.
try:
response = self.health_lake_client.describe_fhir_import_job(
Datastoreld=datastore_id, JobId=job_id
)
return response["ImportJobProperties"]
except ClientError as err:
logger.exception(
"Couldn't describe import job with ID %s. Here's why %s",
job_id,
err.response["Error"]["Message"],
)

raise

- WNZE API B , 5528 (AWS SDK for Python (Boto3) API &) iy
DescribeFHIRImportJob,

(@ Note
GitHub EIRHEZ &6, SHTREH , I THMME AWS EX R HIHFEPRE
MEATT,
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SAP ABAP

EAR SAP ABAP NREEH

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
" iv_job_id = 'alb2c3d4e5f6g7h8i19j0k112m3n40o5p6"
oo_result = lo_hll->describefhirimportjob(
iv_datastoreid = iv_datastore_id
iv_jobid = iv_job_id
).
DATA(lo_import_job_properties) = oo_result->get_importjobproperties( ).
IF lo_import_job_properties IS BOUND.
DATA(1lv_job_status) = lo_import_job_properties->get_jobstatus( ).
MESSAGE |Import job status: { lv_job_status }.| TYPE 'I'.

ENDIF.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
DATA(1lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
ENDTRY.

- WNEE API FEHIEA , 552 CERM AWS SAP ABAP #Y SDK APl &) H i
DescribeFHIRImportJob,
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https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/index.html

AWS HealthLake HBEABER

® HWAE#EH
BAZENARE ? FALEEARNRASREQSRERRFERENHIH,

AWS 25

@® Note
FHIR BAEBEF T EAR HealthLake 24, Rz , A AWS CLI #&H
DescribeFHIRImportJob RFEREAEKEM , 0 JobStatus, MBEFHMER ,
B B AWS CLI B9 &4,

3
B

5lH FHIR EE AR

£/ ListFHIRImportJobs %|H4EM & HealthLake ERIFHER FHIR EAER. THIThaERE
£ AWS BEE XA M SDKs B9 AWS CLI M1 AWS BRBEHIREF. MEFMER , F2HE AWS
HealthLake APl 2ZH#) ListFHIRImportJobs,

FIH FHIR BEAEH
RIBENFER TR EIEZFEE AWS HealthLake,
AWS CLI #1 SDKs
CLI
AWS CLI
HIHFTE FHIR BEAFE

T35 list-fhir-import-jobs &4l &5 404a 5 F an T A #R B2 0k = A8 BA Bt AY PR BB A2 75
BB E,

aws healthlake list-fhir-import-jobs \
--datastore-id (Data store ID) \
--submitted-before (DATE like 2024-10-13T19:00:00Z) \
--submitted-aftexr (DATE like 2020-10-13T19:00:00Z ) \
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--job-name "FHIR-IMPORT" \
--job-status SUBMITTED \
-max-results (Integer between 1 and 500)

"ImportJobPropertiesList": [
{

"JobId": "c@fddbf76f238297632d4aebdbfc9oddf",

"JobStatus": "COMPLETED",

"SubmitTime": "2024-11-20T10:08:46.813000-05:00",

"EndTime": "2024-11-20T10:10:09.093000-05:00",

"DatastorelId": "(Data store ID)",

"InputDataConfig": {

"S3Uri": "s3://(Bucket Name)/(Prefix Name)/"

b

"JobOutputDataConfig": {

"S3Configuration": {

"S3Uri": "s3://(Bucket Name)/
import/6407b9ae4c2def3cb6flas6a@c599ec@-FHIR_IMPORT-
c0fddbf76f238297632d4aebdbfcoddf/",

"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/b7f645ch-
e564-4981-8672-9e012d1ff1a0"

}

},

"JobProgressReport": {
"TotalNumberOfScannedFiles": 1,
"TotalSizeOfScannedFilesInMB": ©.001798,
"TotalNumberOfImportedFiles": 1,
"TotalNumberOfResourcesScanned": 1,
"TotalNumberOfResourcesImported": 1,
"TotalNumberOfResourcesWithCustomerError": 0,
"TotalNumberOfFilesReadWithCustomerError": 0,
"Throughput": 0.0

},

"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)"

« NE API FHAET , 528 (AWS CLI i $2E) HH ListFHIRImportJobs,
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Python

EAR Python B9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def list_fhir_import_jobs(
self,
datastore_id: str,
job_name: str = None,
job_status: str = None,
submitted_before: datetime = None,
submitted_after: datetime = None,
) -> list[dict[str, any]l]:
Lists HealthLake import jobs satisfying the conditions.
:param datastore_id: The data store ID.
:param job_name: The import job name.
:param job_status: The import job status.
:param submitted_before: The import job submitted before the specified
date.
:param submitted_after: The import job submitted after the specified
date.
:return: A list of import jobs.
try:
parameters = {"Datastoreld": datastore_id}
if job_name is not None:
parameters["JobName"] = job_name
if job_status is not None:
parameters["JobStatus"] = job_status
if submitted_before is not None:
parameters["SubmittedBefore"] = submitted_before
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if submitted_after is not None:
parameters["SubmittedAfter"] = submitted_after
next_token = None
jobs = []
# Loop through paginated results.
while True:
if next_token is not None:
parameters["NextToken"] = next_token
response =
self.health_lake_client.list_fhir_import_jobs(**parameters)
jobs.extend(response["ImportJobPropertieslList"])
if "NextToken" in response:
next_token = response["NextToken"]
else:
break
return jobs
except ClientError as err:
logger.exception(
"Couldn't list import jobs. Here's why %s",
err.response["Error"]["Message"],
)

raise

- WNZE API B , 5528 (AWS SDK for Python (Boto3) API &) iy
ListFHIRImportJobs.

(@ Note
GitHub EIRHEZ &6, SHTEEH , I T HMME AWS EX R HFEPRE
MEAT,

P A 86


https://docs.aws.amazon.com/goto/boto3/healthlake-2017-07-01/ListFHIRImportJobs
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/healthlake#code-examples

AWS HealthLake HBEABER

SAP ABAP

AR SAP ABAP MR & EH

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
IF iv_submitted_after IS NOT INITIAL.
oo_result = lo_hll->listfhirimportjobs(
iv_datastoreid = iv_datastore_id
iv_submittedafter = iv_submitted_after
).
ELSE.
oo_result = lo_hll->1istfhirimportjobs(
iv_datastoreid = iv_datastore_id
).
ENDIF.
DATA(1t_import_jobs) = oo_result->get_importjobpropertieslist( ).
DATA(lv_job_count) = lines( lt_import_jobs ).
MESSAGE |Found { 1lv_job_count } import job(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I°'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

« WIE AP| SEHEA , F52E (EAMN AWS SAP ABAP #J SDK APl &) iy
ListFHIRImportJobs,
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® HWAE#EH
BAZENARE ? FALEEARNRASREQSRERRFERENHIH,

AWS E# &

(® Note

FHIR EAEKEFATERAN HealthLake £# &, 2z , £ AWS CLI #&#
ListFHIRImportJobs ¥|HFTE FHIR EAERK., MFEFMENR , FS B EE AWS CLI
HY &l
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£ PEXE FHIR &JR AWS HealthLake

£/ FHIR R4 RESTful APl EE)JREE HealthLake ERIFHEHH FHIR Eif. T EEHRATAR
FHIR IR EE A HealthLake X &M FHIR R4 RESTful APl E &, 1% HealthLake ERF K E
HEER A EWLE FHIR REHM o WHEBER , F2R 1Y FHIR R4 ThEERA 0 AWS HealthLake.

(® Note

AESHY FHIR EEE4E1 HL7 FHIR R4 EEMNBERBRERNIEMEE. AREHE
HL7 FHIR BRI R T , T EEIB AWS CLI 1 AWS SDKsiZ{it, MNEHMEF , FSH
FHIR R4 RESTful APl X4 # RESTful APl, R4 RESTful

T%EH& X EW FHIR R4 EB) AWS HealthLake, #1ZE HealthLake X#E/ FHIR EREEHEE
_ , nﬁ /ﬁ ﬁlﬁiﬁﬁu

Y #EM FHIR R4 E&) AWS HealthLake

BE) Description
EERRED

capabilities WS RN TEERAR, FS M & FHIR R4 TEEFIAR AWS HealthLak

€o

batch HE-EBHFEH. BUSMBR—EER. FSH HE FHIR ER.
BREREE

create £ A A ARERIEKAY ID BU N ER. F2H8 EYL FHIR ER.

search BiE—LFRGGESERER, H2H 22 FHR S5,

history MR EEREENSER LK, F2H BN FHR ERE L,
BITEEERES

read EIVEIREaIARRE, 528 EEHFHIR BF,
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https://hl7.org/fhir/R4/http.html
https://hl7.org/fhir/R4/http.html#capabilities
https://hl7.org/fhir/R4/http.html#transaction
https://hl7.org/fhir/R4/http.html#create
https://hl7.org/fhir/R4/http.html#search
https://hl7.org/fhir/R4/http.html#history
https://hl7.org/fhir/R4/http.html#read
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BE Description
history BRREERNBERELLH, F2H FW FHIR EIRE £,
vread BERERSTERARE, F2H BEURAEBEN FHIR EIRE S L&,
update KERN ID EFHER (MREFHN , ABVER ) . F2EH E# FHIR
delete MEREIR, F2EMER FHIR BIF,
£}

« Y FHIRER

- EHFHIR &R

« X FHIR ERE S 5o 8%
E# FHIR EiR

- £/ PATCH REIEHER

« #8%E FHIR R

- MiBR FHIR R

- BENIAT

21 FHIR BJR

FHIR create EE)&7E HealthLake EREHESFEIHH FHIR R, MEFMENR |
R4 RESTful APl X4 create®Hy o

‘:iﬂh
¥

28 FHIR

B3 FHIR &R

1. UWNEE HealthLake region#l datastoreld B, MEFMEN , FSHEESERERERB .
2. JREResourceEEVH FHIR B, MEFHMEF K F2REREE,

3. ¥/ HealthLake regionfl HUNEEREEFE R URLdatastoreld. ARZEEEILH FHIR
ResourcefH, HEAETHIEF PR @ URL BB , FHRBEERIZA.

POST https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Resource
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https://hl7.org/fhir/R4/http.html#delete
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4. BFEREE JSON AX , WIEEHFERN FHIR B8, EALEFNEN , RFMEH FHIR
Patient ER , HItFEFERMFA create-patient. json,

{
"resourceType": "Patient",
"identifier": [
{
"system": "urn:o0id:1.2.36.146.595.217.0.1",
"value": "12345"
}
1,
"name": [
{
"family": "Silva",
"given": [
"Ana",
"Carolina"
]
}
1,
"gender": "female",
"birthDate": "1992-02-10"
}

5. 8% %R, FHIR create EEIFEAEHAWS #E%E 4 iRk FHIR 2 L SMART BIPOSTFE
Ko THIEHIEEER curl 5 HealthLake £33 & 7E HealthLake 2 FHIR Patient Eif, £E
BB K FRDHEERRH,

Sigv4
Sigv4 &g

curl --request POST \
'https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/Patient' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json' \
--data @create-patient.json
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
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FMBABER

SMART on FHIR

IdentityProviderConfiguration E##EEK FHIR L& SMART REZH|,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

B A AERME lambda FIEIRETA ., MFEFMER , FSRBOAuth 2.0 EE,
AWS Console

1.

(® Note
HealthLake X2 &B1EX & AWS SigV4 &,

& A HealthLake £# & EWHTEHEH.

2. EEHRERRT , #1T N IEE,

BEREME ID — BIEZREFHE ID LEEXEHFSR,
EHEE — 8 Create,
ERERN BEEEVMN FHIR ERER,

BUER
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« FRAX - BBFERB JSON X , EEHMERN FHIR EXL,

3. 32 Run query (FI1T&E#).

REEFRRINBEER

B FHIR EER , BALUBEIEE x-amzn-healthlake-fhir-validation-level HTTP &5
REEEEFRNEFEEMR, AWS HealthLake BRI ETHIERF B :

« strict : ERERBERNREETEHETRE K REIEREE , BB R4 HIK, E2 WHEKRR
E B4k AWS HealthLake,

« structure-only : ERERIE R4 BT , ZREMSENRERE,

« minimal : RVBRBER , ZHEL R4 KA, BS/OTENEEREXMNEFEERSETE
BERES.

HARSREIMFENRILAY , EEARERERRBINERNACSHENEZEERETRE, TEER
AT, EREEHAITE Healthlake S EM LM , SIFEH% DR KB

"url": "http://healthlake.amazonaws.com/fhir/StructureDefinition/validation-issue",
"valueString": "{\"resourceType\":\"OperationOutcome\",\"issue\":[{\"severity\":
\"error\",\"code\":\"processing\",\"details\":{\"text\":\"FHIR resource in payload
failed FHIR validation rules.\"},\"diagnostics\":\"FHIR resource in payload failed
FHIR validation rules.\"}1}"
}

WA, LR HTTP BIEEEE S ST Mtrues WET :

x-amzn-healthlake-validation-issues : true

(® Note
MRFEELER , AITREZNFANRESRE R4 RREXT ERBENNER.
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—— — ~. 5|
FEE FHIR &R

FHIR read BB/ €3&H HealthLake ERMERIEF EIRIY B aIARRE, WMEFME
RESTful API X4 read¥$H ,

B

# , w26 FHIR R4

EH FHIR &R

1. UWKEE HealthLake region#l datastoreld B, MFEFMEN , F2HEESERERERB M,
2. REResourceBFEMMUEMBEBIIdEN FHIR B8, WEFHMAEN , BSREREE,

3. £ HealthLake regionfl HKEEREEFERH URLdatastoreld, EREE FHIR
Resource HE R HMEBBIN id, HEETHIEFPRREME URL BBE , FHBEERIRMA.

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Resource/id

HiX 55k, FHIR readEEfEHEBAWS 2 E5E 4 k=l FHIR =2 £H SMART WIGETEHE R, T
Hlcurl € EH HealthLake # FHIR Patient BRMW B RiiRE, TEMARFEEHG , FHEE
ZERIRM,

s
/

SigVv4

SigV4 21

curl --request GET \
'"https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id'

\

--aws-sigv4 'aws:amz:region:healthlake' \

--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

SMART on FHIR

IdentityProviderConfiguration ERHEEM FHIR LH SMART REH A,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",
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"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\'"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

B AR LAERRE lambda FIEIRET A, MEFHMENR , FSBOAuth 2.0 EE,
AWS Console

1. B A HealthLake F#& LW TEHEHH,

2. T EHREERT , EITTIEE,

EREME ID — BEERENE ID LEEEHTFSE,
EHER — 1B Read,

- ERERN BEEZFENN FHIR ERER,

ERID—® A FHIR &R ID,

3. 32 Run query (BI1T&#).

BH FHIR &R 5 &%

FHIR history EE)&#fH HealthLake ERIEFHREFRE FHIR ERNEL L%, E£HALES , &
ALHE FHR ERN AR MAFREREEE, ZHABKARR , SR EUNERNERREELRE
. FHIR BE&) create, updatefl deleteBELERIFHNEREERIRAE, NEFHEF , F2E
FHIR R4 RESTful API 3X#fhistory#H# .
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https://console.aws.amazon.com/healthlake/home#/crud
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® Note

BALLEE R historyERASE FHIR EREE, EEEERE , FFEA BYRMAWS
Support Center Console, &ZBEIBHWRE , BEALHN AWS IRE | AR BEEIRH,

FEH FHIR &R sh 5c 8%

1. £ HealthLake region#l datastoreld {H. MHFFMEA , FSRANEERTFTHES %,
2. REResourceEBHMKNEMBABiIdEN FHIR 8&, NMEFMER , F2RERER

3. f#H HealthLake regionfl N EEREEFERM URLdatastoreld, a3 FHIR
ResourcefFf, HMEHBM id, UREANESSE, ZEZETHEHHPREEME URL BBE
ERBEERIRE,

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/xr4/Resource/id/
_history{?[parameters]}

HealthLake X/ FHIR history BB 28

£ Description
_count : integer ERIESERNEE LR, ARSI ERE

RKNBE , IERNFRERRAFNESER
HELR , UAREERE,

_since : instant EOESERENRFEEDN REMNERMR
K,
_at : date(Time) EosHREETEERBAREREEN

BRI ERRA. MRFMAES , F2RE HLY
FHIR RESTful APl X#fdated# .

4. 8% FR. FHIR historyEEIfEFAEBAWS FHEE 4 i FHIR H# K SMART HIGETHE
Ko FHcurl&EHIERA_countiB S8 , ¥ HealthLake FH FHIR Patient EREEEE
100 ERLBESFER. BEEREREES , FHDHEERKRA,
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SigVv4

SigV4 & #

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/Patient/id/
_history?_count=100"' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

SMART on FHIR

IdentityProviderConfiguration ERHEEM FHIR LH SMART REH A,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

iR AR LA RE lambda FIEIRET A, MFFMES , FSBOAuth 2.0 EE,
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history EEBINEERBEEE FHIR IR FBundle , R ES history, EBEEBENR
KBRS  RBURENRAER YIS SEMEBRNER. MEFMER  F2B FHIRR4 X
#Resource BundleHdHy ,

BMRURAASER FHIR ERE S 25

FHIR vread B B/ &% HealthLake ERFEHREFNERATRASEEN. FHALES , E0JLUGB
ERERE—&EBRE FHR EENAR.

(@ Note

MREERER HNER TR FHIR historyE&jvread , HealthLake — & /&0 &R
E R R TR

HealthLake E& X #ECapabilityStatement.rest.resource.versioning#ti
SREXENERE RETHRAEE, FTE HealthLake ERIEHEEFEERLHBEE

Resource.meta.versionId(vid).

A FHIR history BB ( FEERAE 10/25/2024 2B BYMNEREHRE , B RBEENERER
[E) , BundleElfEEEE vid#ES locationtEWN —E0, ETHEHH , vidEBERAEF 1,
EERETEES , 5528 Bundle/bundle-response (JSON) &4,

"response" : {
"status" : "201 Created",
"location" : "Patient/12423/_history/1",
..}

FEURAASEM FHIR ERE L 8%

1. Ut£E HealthLake region# datastoreld B, MFEFHMEN , FSBRESERTHEBM,
2. SREEFEMUKEMEIE id M vidEM FHIR ResourceEA, MEHMER , F2HAERE

2,

3. fEASE HealthLake  FHIR WWEMNEREBERN URL, ZEELE T HEHIHRIZEME URL B
& BERHITERKRE,

TR ENAR AN 4% 2 Y R 52 e 8% 98


https://hl7.org/fhir/R4/bundle.html
https://hl7.org/fhir/R4/capabilitystatement-definitions.html#CapabilityStatement.rest.resource.versioning
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GET https://healthlake.region.amazonaws.com/datastore/datastorelId/xr4/Resource/id/
_history/vid

4. {3 R, FHIR historyEEEAEHAWS £5 5 4 B FHIR £ L) SMART HIGETES
Ko ThlvreadEEIEEE IEENERPEERRAK , HEEE FHIR Patient EREEABH
B—#TERvid, EEE NHEHPREEME URL BB , FRBEER IR,

Sigv4
Sigv4 &g

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/Patient/id/
_history/vid' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

SMART on FHIR

IdentityProviderConfiguration ERHEEM FHIR LH SMART REZ A,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\'"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"
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}

B A W UE R B lambda IEIRET A, MFEFMER , FF2EOAuth 2.0 EE,

¥ FHIR &R

FHIR update EEI€@ AR EERELFWEGIRA , RIEEN HMAEEER , AISEILNBIR
Kid, MFFHMEN , 3528 FHIR R4 RESTful APl 3X#fupdated# ,

E# FHIR iR

1. Y& HealthLake region# datastoreld B, MFFHMEF , FSRIEERTHERM,
2. REResourceEEMUUWEMBBIIdERN FHIR B, WEFMEN  BFSREEREE,

3. f{#H HealthLake regionfl KW EEREEFE RN URLdatastoreld,. FEREE FHIR
ResourceBE R HAHBEMM id, EEE FHEHPRGEME URL BB , FREBEER IR,

PUT https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Resource/id

4. ARFREBISONRX , HFEEHETH FHIR ERERH, ERNULEFNEN A FHEERRES

update-patient.jsons.

{
"id": "2de@4858-bab5-44cl-8afl-f2fe69a977d9",
"resourceType": "Patient",
"active": true,
"name": [
{
"use": "official",
"family": "Doe",
"given": [
"Jane"
]
.
{
"use": "usual",
"given": [
"Jane"
]
}

EHER
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1,
"gender": "female",
"birthDate": "1985-12-31"

5. f#i% 3R, FHIR update EBIER EHAWS 252 4 s FHIR S8 L SMART BIPUTER,
THcurl #EHIEEH HealthLake FHIPatientEiR. EEMBRES ) , FEBEER IR,

SigV4
SigV4 21

curl --request PUT \
'https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/Patient/id'
\

--aws-sigv4 'aws:amz:region:healthlake' \

--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json' \

--data @update-patient.json

MRARBERCERH , BHFERKED 200 HTTP MRER , MRBUFHEIR , AED 201
HTTP AREEHS,

SMART on FHIR

IdentityProviderConfiguration ERHEAEM FHIR £H SMART RIEEZHI,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
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ehr.example.com/user/revoke\",\'"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

B AR LAERME lambda FIEIRET A, MEFHMER , FSBOAuth 2.0 EE,
AWS Console

1. B A HealthLake & LW HITEHEM,

2. EEHBRERERT , BT THIEE,

- EREREID —BEEREHRE ID AELEHFH,

- BFHEA — FEF Update (PUT),

- EREE  EEEFEHHEVMN FHIR EREE,

- BRAX - EBEBFERN JSON AX , EEEEHERMN FHIR ERl,

3. 32 Run query (FI1T&#).

BBFRAFER FHIR &R

FREAEHTRERBRELZBFNESKRHEEFTREFTER , IFREBREE FHIR id, ERRFEEE
Wi, CEHE EREAEAERELSHRYTES  BERBRFBERIINE—EE,

A AR R RNV BMFEUR R B Z D EAFEE -

- REMBEE , FBRAXPRIdESR : ARB/EET FHIR &R,

« FAEEMABER. idEENANER  idAREESESRAEFTAELES,

- REMFFEE | idCRHBECERE : ARSFIEEEFMIFEAEIEFRL09 Conflict,

« One Match , RKidi2HER OR (AdIEENER , AEFEAKRINER ) : ARSI EHYEEFTNERS
TEH , LR, MREREESH , [ARET SHALL 2R 200 0K.

« One Match , idi2 M ER , ERFEHRINER ; ARSI EDL09 ConflictiEil , EHAFIR
ID #2152 WERE OperationOutcome

- Z{AHTEE ; FARESEMELL2 Precondition Failed$tss , IS AP BMIGHTHEREM K &
¥#{E F OperationOutcome
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THEHEEIMERA peter PatientWEIR , HERMA 20005 1 A1 B , EREREHLA
1234567890,

PUT https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
name=peter&birthdate=2000-01-01&phone=1234567890

R I R ST Y B FE AR

¥ FHIR BER , B LUBEREE x-amzn-healthlake-fhir-validation-level HTTP &%
RETEERNBHRZEL, AWS HealthLake BRI ETHIERZEBLR :

- strict : ERERBERNVBRERTRETRE , IRIERERE , A R4 RIE, ER2 WHERE
B/ AWS HealthLake,

« structure-only : ERERIE R4 BBFE , ZREASENRERE.

« minimal : ZRPBRBER , ZREL R4 RB. BE/o2HAMENEEBRERABNEREENASTE

BERES,

FRAREREFENEFTNERTVESHNEEREFEHE  IFEESKRIMENREBELAR. EEERER
T, BEEEHFASTE Healthlake 135 ERIEM |, MACHE LIRKB -

"url": "http://healthlake.amazonaws.com/fhir/StructureDefinition/validation-issue",
"valueString": "{\"resourceType\":\"OperationOutcome\",\"issue\":[{\"severity\":
\"error\",\"code\":\"processing\",\"details\":{\"text\":\"FHIR resource in payload
failed FHIR validation rules.\"},\"diagnostics\":\"FHIR resource in payload failed
FHIR validation rules.\"}]1}"
}

WA, LU HTTP BIERESZEE Mtrues NE :

x-amzn-healthlake-validation-issues : true

@ Note
AR, MRBRBLER , RiF R4 AREXT ERBANNER ML NERES.
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A PATCH BEEHER

AWS HealthLake X FHIR BiR#Y PATCH #4F , AIREERBHEEMNE, BAHMBRNBETER

ERER A6 MEFTENREER. EEFEANTTIEER , LLRERHER

- WARHEEFETEREEER

- BAOMBBREERE

- AR EERTEATRFIEXK

- BERALTEENRBEERE
« ERXARZ TEREPERER

X ENEHENER

AWS HealthLake X EMEZE % PATCH & :

JSON £##E=X (RFC 6902)

{8 JSON I51E5E % , HEBRBB TN UBRETETE.

Content-Type : application/json-patch+json

FHIRPath %= (FHIR R4 1% )

/A FHIRPath FEx , IKEABRHBERYETE , 24 FHIR FENBHA E.

Content-Type : application/fhir+json

Usage
S HHIRIE

B LAEA PATCH HTTP 5% |, B##7E FHIR R LU A PATCH 214E :

PATCH [base]/[resource-type]/[id]{?_format=[mime-type]}

EH4HH PATCH

PATCH IRETR LB EHEER batchsl B FHIR E#H{EAEB transaction , BEREMEE —FBR

P EMERREREEM FHIR B8 ( 8, FH. E5. MER) &5,

EHER
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- RZEH MEEBEHEURF IR EK
- MREH  BEEEHSBIEE

JSON ZERHENHEN

SZREN BRE

e Description

add EFEMEEER

remove RERBRE

replace B ERPHWRAEE

move R—ELEBKRE 6 UEETEES —ELE

copy BER—ECZEERD S —ELE

test AR EENENERESENEENE
R

JSON &#E XA JSON f51F5E % (RFC 6901) :

iR EE ]| Description
/name/Q/family BFHRIITER

/telecom/- MinZ=EESFEES
/active BREHRIERAPTER
/address/0/ E—UME 1T
line/1
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g5

BB ZEIRFENIERE JSON BRENFR

PATCH [base]/Patient/example
Content-Type: application/json-patch+json
If-Match: w/"1"

[
{
"op": "replace",
"path": "/name/@/family",
"value": "Smith"
.
{
"op": "add",
"path": "/telecom/-",
"value": {
"system": "phone",
"value": "555-555-5555",
"use": "home"
}
},
{
"op": "remove",
"path": "/address/0Q"
},
{
"op": "move",

"from": "/name/0/family",
"path": "/name/1/family"

Ilopll: Iltestll’
"path": "/gender",

"value": "male"
},
{
"op": "copy",
"from": "/name/0Q",
"path": "/name/1"
}
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]

£ E —1RENERE JSON EHRERES

PATCH [base]/Patient/example
Content-Type: application/json-patch+json

[
{
"op": "replace",
"path": "/active",
"value": false
}
]

E4HH JSON ERER

EFAEE baseb4 #wiE JSSON EHEXNREN = ENER :

"resourceType": "Bundle",
"type": "transaction",
"entry": [{
"resource": {
"resourceType": "Binary",

"contentType": "application/json-patch+json",

"data":

"W3sib3Ai0iJhZGQiLCJIwYXRoIjoilL2JpcnRoRGFOZSIsInZhbHV1IjoiMTk5MCOWMS@OwWMSIOXQ=="

.

"request": {
"method": "PATCH",
"url": "Patient/123"

]

JSON &=
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FHIRPath {&@#REN &=

SZXEWN BE

e Description

add BHTEFEBEER

insert EFEPWREMNERBA TR

delete RERBR TR

replace MRBRETENE

move EMEFBEERHN TR
BRAREEE

FHIRPath XA FHIRPath &REX , & :

- E5|HEFH : Patient.name[0]
- {#H &Fi#Zwhere() : Patient.name.where(use = 'official')

- WM{EEE . Patient.telecom.where(system = 'phone' and use = 'work')
o FEXEBRH : first(). last()

s FEMMRE : exists(). count()

- ZREEE . Observation.value

gl

Direct FHIRPath &2 55>

PATCH [base]/Patient/123
Content-Type: application/fhir+json
Authorization: ...

{
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"resourceType": "Parameters",
"parameter": [{
"name": "operation",
"part": [
{ "name": "type", "valueCode": "add" },
{ "name": "path", "valueString": "Patient" 3},
{ "name": "name", "valueString": "birthDate" },
{ "name": "value", "valueDate": "1990-01-01" }
]
1]

E4 91 FHIRPath 82

EiB FHSHERMAEEE Rmethod: PATCH :

{
"resourceType": "Bundle",
"type": "transaction",
"entry": [{
"resource": {
"resourceType": "Parameters",
"parameter": [{
"name": "operation",
"part": [
{ "name": "type", "valueCode": "add" },
{ "name": "path", "valueString": "Patient" },
{ "name": "name", "valueString": "birthDate" },
{ "name": "value", "valueDate": "1990-01-01" }
]
}]
.
"request": {
"method": "PATCH",
"url": "Patient/123"
}
}]
}

FHIRPath &R &R
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R IREH
g NE HiR
Content-T = application/json-patch+json &AM JSON &
ype #wfERXHapplication/fhir+json EAM FHIRPath
BHEX
If-Match &® £/ ETag KY43FE MR AR BB 4

=] & 5 1
BIFEEREEFIRFEANER LR -

HTTP/1.1 200 OK

Content-Type: application/fhir+json

ETag: w/"2"

Last-Modified: Mon, @05 May 2025 10:10:10 GMT

"resourceType": "Patient",
"id": "example",
"active": true,
"name": [
{
"family": "Smith",
"given": ["John"]
}
1,
"telecom": [
{
"system": "phone",
"value": "555-555-5555",

}

use": "home"

1,
"meta": {

"versionId": "2",

"lastUpdated": "2025-05-05T10:10:10Z"
}
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}

Behavior (1TA)

PATCH 124k :

. RIBEZ BB BERMERTE (RFC 6902 for JSON Patch. FHIR R4 for FHIRPath Patch)
- URFAXERRE - MERERDIHILITAK

- EFERRA ID SWETHNES RHER

- EEABEZY , REBLEHETHNRHRER

- ERBHENZRE FHIR BIRRE

- XEMA If-Match {Z5R#EE ETag ETIRHXEH

R

BRFSREIE T SIEHRRMRA

+ 400 SERRMIGER  EYMEAHEAFE L ( FTHENBERIBAERNEHEEN )
« BAE 404 : HAFER (EEMW ID FFE)

« 409 FR : RAFER (RHATEHDIEE FIRA ID)

c A2 BERENER BHEARFELIEAZEEENERLER

Thee M E
Thiee JSON &R FHIRPath &#RE=X
REER application/json-p application/fhir+j
atch+json son
BERER JSON #8%Z (RFC 6901) FHIRPath RiE=
Direct PATCH API X & XE
B4R XE (FEBTEN ) XE (BB2H)

Behavior (1T5) 111
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L JSON {725t FHIRPath B

EHRS ¥ (BBEM) %E (EBSR)

Rl S, BB DR, BB B 8. BA MR BR. B
N T B

PR 751

« IXEERRESEAIIFRAEN PATCH R
- EHPH JSON BHENLEFEMER basebs wHABTHN ZHEMLEIR
« EFH FHIRPath SRR L AFEHSHER

Ht &R

WNZE PATCH BREEEEER |

3
¢
dn

- FHIR R4 &/ ¥

* FHIR R4 FHIRPath 8#R2XF 1
+ RFC 6902 - JSON 2=

« RFC 6901 - JSON #g#&

#E FHIR BJR

FHIR Bundle® 1 FHIR ERESH A8: AWS HealthLake, AWS HealthLake X EMEEEFERE
BITANEHERE,

Batch EHEBVEERSEER. NREEERAY , RENERMATUKY . SEEERSER
RE , BEELERERN , b SRERE, BUREARR RIS RINKRERE , Sl LEZE
THEBARY B &R,

Transaction EHEURFAAKMEEREEAE-Ef, MAERRESREX , FE AWS
HealthLake IEXXEfI#R1E, ELFEEMBERNRESETRBMUK  FEAXZENS  HINENE
RHEBEENRGNEE  EPMAENLE i,
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HREAXZEHCENER

RBRIE

YT IEFF
2ETEM

RESAR

X

BERERESEIRIDTIEK,

BERBIRIERY , RENSEE.

TRBHITIERF
K5 BRAEEFIHIT.

AEZ D KB REERE,

R5

FRRFEHEUAE-RFEMHNER
R R B

MREME—RERR , ZEAZHE
L8

RFSHREENIEFEE,

S EFANARRSEEREFH
1To

MA—EE VN EHMAEEE IR,

BA LA EMRRERTEERMN FHIR ER , e85 FHIR REMNES |, Al

create. read, update, deletefl patch, MEFHMEN , FS2HE FHIRRY XHHFHERE

#o
AT REEEMERYEHERE.

#REH
- ERBEXNESHE  RTENRE LEZETHEENE L&,
« RELE-LEKTRAREBENEL YK,
- SASEER , fINEBNRRAE  HPEBIXBMTEREHMWER,
REEH
- EESHMATHERERLEFHBEENRENESE , EhMAERLE B,
- EMSARE BN EBEEYFENEBHRREA.
- BERER, BE, EFMIREEIANCESHEE/E-RTEN,

/A Important
BANMRZEHHEAERNBundleBRER, H—HNERR type MANE,
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TIEHBEREASBEREENRENIZEN

"resourceType": "Bundle",
"type": "transaction",
"entry": [
{
"fullUrl": "urn:uuid:4f6a30fb-cd3c-4ab6-8757-532101f72065",
"resource": {
"resourceType": "Patient",
"id": "new-patient",
"active": true,
"name": [
{
"family": "Johnson",
"given": [
"Sarah"

}
1,
"gender": "female",
"birthDate": "1985-08-12",
"telecom": [
{
"system": "phone",
"value": "555-123-4567",
"use": "home"

]
},
"request": {
"method": "POST",
"url": "Patient"
}
.
{
"fullUrl": "urn:uuid:7f83f473-d8cc-4a8d-86d3-9d9876a3248b",
"resource": {
"resourceType": "Observation",
"id": "blood-pressure",
"status": "final",
"code": {
"coding": [

{
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"system": "http://loinc.org",
"code": "85354-9",

"display": "Blood pressure panel"
}

1,

"text": "Blood pressure panel"
},
"subject": {

"reference": "urn:uuid:4f6a30fb-cd3c-4ab6-8757-532101f72065"
I

"effectiveDateTime": "2023-10-15T09:30:00Z",
"component": [

{
"code": {
"coding": [
{
"system": "http://loinc.org",
"code": "8480-6",
"display": "Systolic blood pressure"
}
]
I

"valueQuantity": {
"value": 120,
"unit": "mmHg",
"system": "http://unitsofmeasure.org",
"code": "mm[Hg]"
}
},
{
"code": {
"coding": [
{
"system": "http://loinc.oxg",
"code": "8462-4",
"display": "Diastolic blood pressure"

]
},
"valueQuantity": {
"value": 80,
"unit": "mmHg",
"system": "http://unitsofmeasure.org",
"code": "mm[Hg]"

HEER
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]
.
"request": {
"method": "POST",
"url": "Observation"
}
},
{

"resource": {
"resourceType": "Appointment",
"id": "appointment-123",
"status": "booked",

"description": "Annual physical examination",

"start": "2023-11-15T09:00:0072",
"end": "2023-11-15T09:30:00Z",
"participant": [

{

"actor": {

"reference": "urn:uuid:4f6a30fb-cd3c-4ab6-8757-532101f72065"

iy

"status": "accepted"

]
.
"request": {
"method": "PUT",
"url": "Appointment/appointment-123"
}
},
{
"request": {
"method": "DELETE",

"url": "MedicationRequest/med-request-456"

& FHIR ERAEABIEE
6 FHR RS TR B ER

HMABIBRNENS
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1. UWNEE HealthLake region#l datastoreld B, MFEFMEN , F2HEESERERERB .

2. f£A HealthLake regionfl WUEEREEFE RN URLdatastoreld. FZAHE URL HIEE
FHIR EREH, BEEAE T &M PRREME URL B , FRBEERIZH,

POST https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/

3. AFREME ISON AX , BEME HTTP BFIEEAmethod TR —ZB0 . T HIEEHI6EHE
Bundle ERMbatchER BB RETHH Medication PatientME R, FIEXERERHDTIH
i EE#F, EREEFNERN , F8EZRRFMTA batch-independent. json,

{
"resourceType": "Bundle",
"id": "bundle-batch",
"meta": {
"lastUpdated": "2014-08-18T0Q1:43:30Z"
1,
"type": "batch",
"entry": [
{
"resource": {
"resourceType": "Patient",
"meta": {
"lastUpdated": "2022-06-03T17:53:36.724Z"
1,
"text": {
"status": '"generated",
"div": "Some narrative"
1,
"active": true,
"name": [
{
"use": "official",
"family": "Jackson",
"given": [
"Mateo",
"James"
]
}
1,
"gender": "male",

"birthDate": "1974-12-25"
}
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"request": {
"method": "POST",
"url": "Patient"

"resource": {
"resourceType": "Medication",
"id": "med0310",
"contained": [

{
"resourceType": "Substance",
"id": "sub@3",
"code": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "55452001",
"display": "Oxycodone (substance)"
}
]
}
}
1,
"code": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "430127000",
"display": "Oral Form Oxycodone (product)"
}
]
},
"form": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "385055001",
"display": "Tablet dose form (qualifier value)"
}
]
I
"ingredient": [
{

HMABIBRNENS

118



AWS HealthLake HBEABER

"itemReference": {

"reference": "#sub@3"
},
"strength": {
"numerator": {
"value": 5,
"system": "http://unitsofmeasure.org",
"code": "mg"
},
"denominator": {
"value": 1,
"system": "http://terminology.hl7.o0rg/CodeSystem/
v3-orderableDrugForm",
"code": "TAB"
}
}

I

"request": {
"method": "POST",
"url": "Medication"

4. 8k FRo. FHIR Bundlefft R BMEEHEBAWS FEE 4 sl FHIR RAE LK SMART
MPOSTEER, THEXBHFIERA curlmH5 TRETRE,

SigV4
SigVv4 Z1#

curl --request POST \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/"' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json' \
--data @batch-type.json
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SMART on FHIR

IdentityProviderConfiguration ERHEEK FHIR LH SMART RIEZ A,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

B AR LR lambda FIEIRET A, MFFMES , FSBOAuth 2.0 EE,

AR ELEEE , BREBundlet/XERFERMEILMN Medication PatientME IR,

EHFFHRE PUTs

AWS HealthLake X EFA T EHSENEHCAFEXNEH -

® Note
HEHRX PUTSEXE batch E#, TransactionEBEH#FXEEHR PUTs.

- _id (#®)
- _idEBETIEP—IR
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FMBABER

_tag
« createdAt
+ _lastUpdated

ELEEMPERAKRLN PUTs i, SRIBEBEIR AWS HealthLake FIAEHSZE , WRIZARFLE

REWBE,
HRERNEFHITH
ESY]|
KiHE ID WER
BEE#H IDWER (THEFAF)

ERREIDWER (E—MHFHE

B)

ERREIDWER (EANEE

R)

EALRE IDWER (ID THEF)

ZEERT SR

EERHRGEXEFHRNTIEGFAESS , AEFESHRER
_lastUpdated=1t2025-04-20 PatientMERFT B476EH,

{

"resourceType": "Bundle",

"id": "bundle-batch",
"meta": {

HTTP #R&E
201 E&II
201 E&I

200 OK

409 ER

400 EHERAVEAR

412 SRR R B

"lastUpdated": "2014-08-18T01:43:30Z"

I,
"type": "batch",
"entry": [

{

"resource": {
"resourceType":
Ilidll: Il476ll’

"Patient",

EREVHY B 1F

— RV HNER,
ERAEEN ID BAFEIR,
EHETHNEIR.

BoiER, TEETENRE.

BoiER, TEETENRE.
3

BoiER, TEETENRE.

SEH FHIRID

R4 PUTs
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"meta": {
"lastUpdated": "2022-06-03T17:53:36
},
"active": true,
"name": [
{
"use": "official",
"family": "Jackson",
"given": [
"Mateo",
"James"
]
}
1,
"gender": "male",

"birthDate": "1974-12-25"
},
"request": {

"method": "PUT",

"url": "Patient?_id=476&_lastUpdated=1t2025-04-20"

"resource": {

"resourceType": "Medication",

"id": "med@310",
"contained": [

{
"resourceType": "Substance",
"id": "sub@3",
"code": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "55452001",
"display": "Oxycodone (substance)"
}
]
}
}
1,
"code": {
"coding": [
{

.7247"

R4 PUTs
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FMBABER

"system": "http://snomed.info/sct",
"code": "430127000",
"display": "Oral Form Oxycodone (product)"

}
]
I
"form": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "385055001",
"display": "Tablet dose form (qualifier value)"
}
]
},
"ingredient": [
{
"itemReference": {
"reference": "#sub@3"
I
"strength": {
"numerator": {
"value": 5,
"system": "http://unitsofmeasure.org",
"code": "mg"
I
"denominator": {
"value": 1,
"system": "http://terminology.hl7.org/CodeSystem/v3-
orderableDrugForm",
"code": "TAB"
}
}
}

I

"request": {
"method": "POST",
"url": "Medication"

R4 PUTs

123



AWS HealthLake HBEABER

#% FHIR ERHFAEAE—ER

M FHRERHAEAE—E8E

1. UWNEE HealthLake region#l datastoreld B, MFEFMEN , F2HEESERERERB .

2. f£A HealthLake regionfl HWUIEEREBFERMN URLdatastoreld, 7 Bundle URL H3&
FHIR EREH, BEEETHEHPRREME URL B , FRBEERIZRH,

POST https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Bundle

3. AFEREE ISON AX , EEES M FHIR BR, THIEHIEi& HealthLake FHI R
fEPatientBER 7. ERUEFNBEHN , FEERRFMFEFA batch-single. json,

"resourceType": "Bundle",
"id": "bundle-minimal",
"language": "en-US",
"identifier": {
"system": "urn:o0id:1.2.3.4.5",
"value": "28b95815-76ce-457b-b7ae-a972e527db4af"

1,

"type": "document",

"timestamp": "2020-12-11T14:30:00+01:00",
"entry": [

{
"fullUrl": "urn:uuid:f40b07e3-37e8-48c3-bflc-ae70fel2dabf",
"resource": {
"resourceType": "Composition",
"id": "f40b07e3-37e8-48c3-bflc-ae70fel2dabf",

"status": "final",
Iltypell: {
"coding": [
{

"system": "http://loinc.oxg",
"code": "60591-5",
"display": "Patient summary Document"

I
"date": "2020-12-11T14:30:00+01:00",
"author": [
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{
"reference":
"urn:uuid:45271f7f-63ab-4946-970f-3daaaa®663ff"
}
1,
"title": "Patient Summary as of December 7, 2020 14:30"
}
I
{
"fullUrl": "urn:uuid:45271f7f-63ab-4946-970f-3daaaad663ff",
"resource": {
"resourceType": "Practitioner",
"id": "45271f7f-63ab-4946-970f-3daaaad663ff",
"active": true,
"name": [
{
"family": "Doe",
"given": [
"John"
]
}
]
}
}

4. fEi% 53R, FHIRBundle XHERFEHREHR AWS Signature 5 4 [RBEBEA B EKIPOSTER,
THRRBEHFFEAcurlv S TEETRE,

SigVv4

SigV4 & #

curl --request POST \
'https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/Bundle’ \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json' \
--data @document-type.json
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SMART on FHIR

IdentityProviderConfiguration ERHEEMN FHIR LH SMART RIEH A,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

e AW LUERRAE lambda IEIRET A, MFFMER , F2EOAuth 2.0 EE,

ARFEECCEE  BEREBundle X HEEBERMEIHWRMEPatient &R,

REEHHREER

HE FHIR BRI , BAILLUBEBIEE x-amzn-healthlake-fhir-validation-level HTTP &5
RETERNEBZENR. LHEFBEBIUSHHY bundle PHFMEEILMEHFERRE. AWS HealthLake
BRIZETHRBER

« strict : ERERBERNREBTRETRRE , MRRERER , IS R4 B, ER WA

FE Bk AWS HealthLake,
« structure-only : ERERIE R4 BT , ZREMSENERER,
e minimal : RPBRBER , PHEEL R4 HAl, BE/9WAENEEREAMNERSEERASTE

BRES.

kg
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HERBREBERAECHNERTESHENIERNENRE , FEESRSIMENERI LK, EHtER
T , EREEFR AT E Healthlake S EIEM , AR LR K H , ™ Bundle BIEEFRMNIEEAEE
OperationOutcome &R , MFFFR :

{
"resourceType": "Bundle",
"type": "batch-response",
"timestamp": "2025-08-25T22:58:48.8462873427",
"entry": [
{

"response": {
"status": "201",
"location": "Patient/195abc49-ba8e-4c8b-95c2-abc88fef7544/ history/1",
"etag": "W/\"I1\"",
"lastModified": "2025-08-25T22:58:48.8012454457",
"outcome": {

"resourceType": "OperationQutcome",
"issue": [
{
"severity": "error",
"code": "processing",
"details": {

"text": "FHIR resource in payload failed FHIR
validation rules."

iy

"diagnostics": "FHIR resource in payload failed FHIR
validation rules."

WA, LU HTTP BEEEE S ST trues WET :

x-amzn-healthlake-validation-issues : true
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® Note
mER, MREBELHER , BERI BAREATERENNEN T EZMERES,

AN

¥ Bundle 83 "message" AR E

HealthLake message EBRIPEBREFIZMH FHIR Bundle EEMNAERIE, WXEBEARASEHK
EAEAERREFRECWER , HINRERERRAMEL ADT (Admission, Discharge, Transfer) g

/A Warning
L REEEBEN AWS IRFAFRE , EAEEB|FNIT FHIRR4 AREERBETEM, £

RAAREMH A , FFBtE AWS Support 75 R ERIRF

HEEFERENTEEZER

- AEREH (FHR A )  F—EEEXARSEHMERMessageHeadery , ERERAE
Blrequest¥# , MessageHeader B4R E R EE,

- HealthLake Processing : i&i8 B 84§ PUT R{EERIGBREERER , KASEHERAMRE,,
BEREBEVURERE K TERFHITASETEISETEM,

EERH

- REBHIFIT FHIR R4 A EEERA
- ERCERERSTEY

- RBBERESE

- EEHABRNIRFEAEE

AREHEEEH
{
"resourceType": "Bundle",
"type": "message",

# Bundle #H "message” AR E
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"entry": [
{
"resource": {
"resourceType": '"MessageHeader",
"eventCoding": {
"system": "http://hl7.org/fhir/us/davinci-alerts/CodeSystem/
notification-event",

"code": "notification-admit"
},
"focus": [{"reference": "Encounter/example-id"}]
}
.
{
"resource": {"resourceType": "Patient", "id": "example-id"}
},
{
"resource": {"resourceType": "Encounter", "id": "example-id"}
}

(@ Note

BEERBEEUFHT , BEEBER PUT REFREX—&K. IRFEETEMN FHIR ASFERD
2ETEMRE K FERXCIALTEEASEHIEFEAEABRRERE.

FESEHRS

AWS HealthLake X8I R FBundleEH transaction , AIZREIER R L 500 AERNRXH., EFR
RRIEELSKRFE , HealthLake EAEEBEATHIHETRIE , W EMEEE®HE URL, o] LIER I URL
REARESLHEECIE, E8E FHIR ERSEHER.,

IR ERAERL RS

- BEBEE-XZPRXEB 100 BER (FAFRH ).
c BRELEBREFERZEETREHEEAEN,
- BREREEFESREABNAKEMBER,
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/A Important

WMABREERZTHE 90 KRR, EIt 90 X 2#% , Wi URL TEBEERER. &
FHENES | EHREFERANFEFER.

@ Note

EZBundle & transactionBRHEXZERZ 100 HER , YERAZNEEEN, W

RIEERE Prefer: respond-asyncBEEMER THRRX transactionEH#EE 100 &
ERABundlefEH | HealthLake 2 E422 Unprocessable Entity#aiR. FERFE
EbatchT™XE BHNEH - REEIERSP IR BundlefEHE transaction ( &% 500 {Eig
).

(@ Note
PATCH JFRIZ EHR B T & BEMKMN PUTs,

RRFRLRS

EERRIIFERS , BMEMA Prefer: respond-asynciZBEEEPOSTHEREERNEHERE, E
H2XBEEFBEE transaction. IEAFTEHEEbatchTXHE BENEH.

HealthLake EERXFHEHFETREE. MREFTHKI , HealthLake SEE HTTP 202 B3#%
Hha28# URL Mcontent-locationE FEAETE,

£ IERLBundleE R transaction

1. HEPOSTEEREiX E HealthLake BRI 1ZHE i B,

POST https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/

2. HEAEH4ER BFEREHE JSON A transaction. ERNEFNEN , FEERFEES

async-transaction.json.

{

"resourceType": "Bundle",
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Iltypell :
"entry":

{

"transaction",

L

"resource": {

"resourceType": "Patient",
"active": true,
"name": [
{
"use": "official",

"family": "Smith",
"given": ["Jane"]

1,
"gender": "female",
"birthDate": "1990-01-15"
.
"request": {
"method": "POST",
"url": "Patient"

"resource": {

"resourceType": "Observation",
"status": "final",
"code": {
"coding": [
{

"system": "http://loinc.org",
"code": "85354-9",
"display": "Blood pressure panel"

iy
"subject": {

"reference": "urn:uuid:example-patient-id"

I

"request": {
"method": "POST",
"url": "Observation"

FRAFXH
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}

3. f#H Prefer: respond-asynciZHEEXFER, FHIRBundleXZEEFEHAEBAWS HEXE 4
fRE FHIR &8 LAY SMART BIPOSTEE R, THRNBEALEAcurlewt i TEETRE,

SigVv4

SigV4 & #

curl --request POST \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/"' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json' \
--header 'Prefer: respond-async' \
--data @async-transaction.json

SMART on FHIR

IdentityProviderConfiguration EREEM FHIR LH SMART RIEZ A,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}
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AWS HealthLake HEABEE
B AT LAERE lambda FIERET . MBEFMER , FSRBOAuUth 2.0 EE,

4. HRINERE , FARBSED HTTP 202 23, content-location EIfEEZEES S8 URL,
B RS R OperationOutcome &,

HTTP/1.1 202 Accepted
content-location: https://healthlake.region.amazonaws.com/datastore/datastoreld/xt4/
Transaction/transactionId

{
"resourceType": "OperationQutcome",
"issue": [
{
"severity": "information",
"code": "informational",
"diagnostics": "Submitted Asynchronous Bundle Transaction",

"location": [
"https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/
Transaction/transactionId"

]
}
]
}
B 5 38 52 IR RE

BRIFLERFZ 2% , FEHAcontent-locationEEBEERWERH URL iz
REXZE®HH URL,

SZRRE, KSGETH

Xt

@ Note

YA FHIR B9 SMART BRI ZHE , REFZFTMXEEETransaction&EREE M readsF
A, LEwRBARXZREE, NE FHIR EEA/Y SMART EMEA , 5528 HealthLake X ##H FHIR
OAuth 2.0 #8E E# SMART,

HEGETHRRBIEEMA URL. THEHIEA curlddtd TR,
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Sigv4
SigV4 2
curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/
Transaction/transactionId' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'
SMART on FHIR
FHIR & L/ SMART, BEFFHSEGSTransactionEREE W readst T,
curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/t4/
Transaction/transactionId' \
--header 'Authorization: Bearer $SMART_ACCESS_TOKEN' \
--header 'Accept: application/json'
TRRATENELE,
W 5 B FE X 1S
HTTP ARAE BER E) R
202 BEZ X5 AT OperationOutcome fAEFAE "SUBM
ITTED.
202 BEF FERERS OperationOutcome fEAFE "IN_PROGR
ESS"
200 OK REEHINTR Bundle £/ $E# transaction-respon
se
Axx/5%x Ra KN OperationOutcome E#5FRFFMER

TrgEHEREEREEE,

FRAFXH
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EHFATINRE (202)

{
"resourceType": "OperationOutcome",
"id": "transactionId",
"issue": [
{
"severity": "information",
"code": "informational",
"diagnostics": "SUBMITTED"
}
]
}

XBEE (202)

{
"resourceType": "OperationQOutcome",
"id": "transactionId",
"issue": [
{
"severity": "information",
"code": "informational",
"diagnostics": "IN_PROGRESS"
}
]
}

X5 BT (200)

{
"resourceType": "Bundle",
"type": "transaction-response",
"entry": [
{

"response": {
"status": "201",
"location": "Patient/example-id/_history/1",
"etag": "W/\"I1\"",
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"lastModified": "2024-01-15T10:30:00.000Z"

}
},
{
"response": {
"status": "201",
"location": "Observation/example-id/_history/1",
"etag": "W/\"1\"",
"lastModified": "2024-01-15T10:30:00.000Z"
}
}

R 5 KB (4xx/5xX)

{
"resourceType": "OperationQutcome",
"issue": [
{
"severity": "error",
"code": "exception",
"diagnostics": "Transaction failed: conflict detected on resource Patient/
example-id"
}
]
}
BRI EF

BFRNWER LS EHtransactionEHATS , EFEUBRIEWIRRIEFEE, HealthLake SR IER A
RENRBEEERFRELEE,

/A Important

FENRBRERIEFEENR S, FlM, WREFELF 10 : 00 2XKF A, ¥ELESF 10 : 01
RBXXZ B, X% B AREEERS A ZBITR. KENERAENRA !

« EIEout-of-orderse Ko
- FRAHHE URL BYEMREBRERXS,
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- MREHNEARPIEFREE , FEFERARABRIEF.
B 2R A PR
THEEMRRREEAREBDLS RS,
FELS R BB
[ Value CIEGE:
BEFRLRZNEXRER 500 )
BEERFHRENFEERS LR 500 =

- EESREZFEHA TEZNHE API EZER$|Service Quotas,
- WX FAREERE FHIR BRAVER (GET) IRELAHERBIM API EER &,
- MREFEINFEXRZRE , RBRERSELOER , EBEXRZTERBIE,

SRR

HR "G, BN, EHPESHME FHR ERFEEEARTRE, REPHABEERBLEAK
Y, BRAIEHRTEEREEMRE,

P EMEER : HealthLake B EEINIRRIER , UK EEEE B HEINAEERR,

P

R

Xt
?

HealthLake B ERXHBRIBEMS , YEXRZHEATIIZ A RS EEER. RRERTIEENR

) FHIR ERERFHER. TXENEREE, HiB 500 ERERS , URBERMXEGHFER
Prefer: respond-asynciZ#H., MRESEFNERFRENFEERZ RS , HealthLake EEE
ThrottlingException., BARRERE , XKIKTFHEATI,

REHRR
BREEREEXZHAMIERLE , WEBHKHA URL EE, SLEBEXSZER , HP 5 —EREBH

TEBRXZ—MINER , AREEHBENAREFESR. REREBHRE , T2YHRBSPHNERETE
AERET, #H3 URL &EEOperationOutcome EEHRFMETAN -

EEET) =



AWS HealthLake HEABEE
fHlBx FHIR &R

FHIR delete EEBIE& ¢ HealthLake ERIFHEBREEMN FHIR ER., MEFMER ,
R4 RESTful APl X#rdelete®dH

nl‘.H.
W%

28 FHIR

MR FHIR &R

1. Y& HealthLake region#l datastoreld B, MFFHMEF , FSBRNESERTHEBM,
2. JREResourceEMIRA FHIR FE , WIREMBABNiIdE, WEFHER , F2REREL

3. £ HealthLake regionfl WK EEREEFE RN URLdatastoreld, EREE FHIR
ResourceHA R HMBAMMN id, BEEE TI&HF PR EME URL BB , FRDEERRIZH,

DELETE https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Resource/id

4. B R, FHIRdelete EB)EAEBAWS HEFE 4 3 FHIR RE LH SMART WDELETERE
Ko THlcurl#Hl € HealthLake BRI FHMERREEN FHIR Patient ER. EERREE
#Hl , FRBEERZRME,

Sigv4
SigV4 & #

curl --request DELETE \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id"'
\

--aws-sigv4 'aws:amz:region:healthlake' \

--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

RIPRES =M 204 HTTP AREERE , FESR 2 # HealthLake BRI ZFHERBBRER, MEMKRSE
REB, BHEKEIL00—RE| HTTP HREETE |, EHFERABMWER,

SMART on FHIR

IdentityProviderConfiguration ERHEEM FHIR LH SMART REZ A,

"AuthorizationStrategy": "SMART_ON_FHIR",
"FineGrainedAuthorizationEnabled": true,
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"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\'"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

B AR LAERE lambda FIEIRET A, MEFHMER , FSBOAuth 2.0 EE,
AWS Console

1. B A HealthLake F#& LW TEHEHH,
2. T EHREERT , EITTIEE,

BRIEHE D — BREENEME D UELEEHTH,
- BHEHEE — #EF Delete,

- EREE — EEEMRN FHIR EREZ,

EJR ID—#A FHIR &R ID,

3. 32 Run query (BI1T&#).

RIBARAMER FHIR EJR
EETMERE FHR ¥R 1D, BEALEMRERNEMBIEAS , FEXMBEER.

R MR AT RERIFE S HRA M IFEE FHIR ID MBRREER. ERRF[EZMERFRE , ©8&E
REREENRELSRYHTES  UBENFRNE—ESE ID,

FHIR B9 {54 =X M BR 139
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iR =M BREYEE T =
ARBENBERRRA RS DERES

1. REMAEE : ARFER —RMERALBEEZCIFE (404 RABFTFENEIR , 204 T EMBREIR
HRE )

2. —EMERFIRE : ARBF[E AR ERIAIT —ARMIBR

3. ZEMAEE : EE 412 BRFHRBEER , BHRAF RN RETHREZEMNE

5] FE R 51

AWS HealthLake {# A LA T B FEAE =X R 12 15 44 =X M BRIg1E

R Ih ey e

- ERNESEERIBIINE—EATERE  RRASESTHRMEREER 204 BRAS , FGEZEMBR
ET%{IE_&O

LA 1D BE A5 4 =X MR

BIF id MEMBE (createdAt. tag= _lastUpdated) BATHRAMERE
- 204 AR  EREMBR

o BAE 404 : ERAFE

« 409 &R : ID HHAF , BEEHMBHETHER

Non-ID-Based &4 = il Bx

id RIEEMH REA createdAt., tagsl AW SEEF_lastUpdated :

« BFE 404 RFEMRER

CES P
BUERAIGEL 412 SERIGHF X HEE

- SEERGEEWRSMRE (HRETHER)

FHIR B9 {54 =X M BR 140
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- ¥ FH ETag BERHMAEZR If-Match
- EESTMBRRECEABREEREN

B T 45 A =X T BR 9 451
THgEFERBIFEFREMBRREER

DELETE https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
name=peter&birthdate=2000-01-01&phone=1234567890

LFEREMREEER , & :

- ZHWBA "peter,
- HEBHR 20001 A 1H
- EFE®REA 1234567890

REEH

1. EARENESEEREEZEAREE |, WL 412 §3R.
2. FEREWTIERE , 55E BEMRKZHR ETag £,
3. EHEMEEIHROE
- BN 404 : BELHIRSRE
- R 412 BIRGEERIFERREFR
4. EBFESAHTRRINKEAER , EPURESERSNMREE BB RER,

BRENILAT

AWS HealthLake X% FHIR POSTIR/ENEEL €8 , REBAMNEE | UBRERET BN ER
TEM, BEBERREFEFHKE—HN UUID EASELESR K BEREEAERSXYURIBSEFHIR &
BREVN X, EESREARTERELEHERNBER T2t

RN ERREARBIEE  DAEENBRCETREENBRENRR, BRI ERELHE
RAREBHEMBFERE | HealthLake EELQFRHKER  MARBILEENEIR, flm , EaEE
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AEROBNERE  IREAAREFBREE. FASEMER TR HealthLake #RFER - , @
RAREESEEREEN AP inERARENRHEEER.

B1F

POST /<baseURL>/Patient
x-amz-fhir-idempotency-key: 123e4567-e89b-12d3-a456-426614174000

{
"resourceType": "Patient",
"name": [...]
}
[ FE 2= 451

E—EFER ( TEL 201)

- BERUEBYHER

- EEZEEIRID
ERFER 409 FER)

- FRZEENERESR

- BEKRKBER

« REVUHNEIR
#IREER (400 EEKRHER )

- #EXEERRH UUID

- BROMER

RIEEH

- ABEMEREMLELM—K UUID

- ESFERSIBUERES

- EA-BEEHREN  BERERA UUID v4
- FREERBVNAFREREXFEE
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® Note
HREEBRRERNERENG L ESEBRTHNERRBRAKR , LIIEEHIEE,

AWS HealthLake F# ETag

AWS HealthLake £/ ETags % FHIR ERFERLH WL TES , RETENEFIREE A TS KM
HEER -, ETag RRREFRBERETHKE—ZBIFF , AEB HTTP ERMBARAEH KK, &
MRIERNERE , EARRN TR ETags R LENBENRFAERTEMY , RHREEFEEY
TEHNERT.

B EEH

// Initial Read

GET /fhir/Patient/123
Response:

ETag: w/"1"

// Update with If-Match
PUT /fhir/Patient/123
If-Match: w/"1"
{resource content}

// Create with If-None-Match

PUT /fhir/Patient/123

If-None-Match: *

{resource content}

// Succeeds only if resource doesn't exist
// Fails with 412 if resource exists

=] FE 2= 51

ERMER N (200 OK = 204 No Content)
- ETag & B IR
- BESWERET

FRAETR (412 SRR KB )
 ETag 22 B BIMRA TR
- EBEMUP LEERIEX
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= =
REER

- EFFEEFAMMBRIRIEFRITE ETags

- BFRBEIRAERNEFNBE

- f£H If-None-Match : * &R create-if-not-exists Z 4l
- BB —ERE ETag FTEE

LW TEHRFEREEBERRREANTEMEENEE , LEREERSAEAEIRREFRNIEH
HEERNREF.
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£ ## £ FHIR &R AWS HealthLake

£ FHIR searchE& , Rif— LEHRIEH1E HealthLake EREFEHEFES —#H FHIR EiR, &AM
£ GET=X POSTEERR#HITsearchEH, ¥TEA,*/F&1IA%ﬁ%kEJ§aH (PII) RZREEREF (PHI)
WiES K BEMFEAPOSTER , BA Pl # PHI S AR R — , S E g,

(® Note

AEFHRH FHIR searchEB 211 HL7 FHIR R4 BN EBERBERTHEMEE, ARE
£ HL7 FHIR RN R , BT E%EBE AWS CLI #1 AWS SDKsiEft, tNEFHMEN , FS
B FHIR R4 RESTful APl Xffsearch®® .

HealthLake X FHIR R4 S 28N TE£, NEFMEN , 52 B HealthLake By FHIR R4 £ 52
B,

IE
- £/ GET #& FHIR BiR
- A POST #£& FHIR BR
- FHR & —¥H4ER

A GET #£ FHIR BJR

O LAME R GET 55k KB & HealthLake ERHMEHIE. FH BGET , HealthLake X ERHIE S 21
AURLH—ED , EFRXEMARRAXN —E0, MEFMER , 552 B HealthLake BY FHIR R4
ES28,

® Important (2 E)

HRIREAGDEBER (PI) RZ {%E%#ﬁﬁéﬂ (PHI)EI’J?EE'? ZEREEKEMEH POST
5k, @A P A PH S8 ABRAIH — , WHEERHPNE, WEFHER , B2
BA{EA POST #5 FHIR &R

LUTRFEMmZEZMFER GETE S HealthLake ERZHIER EHI,
£ # 2 HealthLake EXFHIE GET

£ GET #2 145
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https://hl7.org/fhir/R4/http.html#search
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nl‘-H-

1. Y& HealthLake region#l datastoreld B, MEFEFMEF , FSBRNESERTHEBM,
2. REEESHNFHRERER K WWEHBBNiIJE. WFEFAEF A FS2REREE,

3. f{#H HealthLake regionfl KN EEREEFE RN URLdatastoreld,. EREE FHIR
Resource HENZENES2H, BEEETIEHHPBREME URL BB , FRBHEERIZHE,

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Resource{?
[parameters]{&_ format=[mime-type]}}

4. fEH AWS Signature % 4 iR= FHIR L& SMART REEIXGETFE R, T¥lcurl&Efl2EE
HealthLake ERFHEFHWPatientEREHY ., ZFEMARELS , BHEBHEERIRH.

Sigv4
Sigv4 &g

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
_total=accurate' \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

SMART on FHIR

IdentityProviderConfiguration ERHEEM FHIR LH SMART RIEZHI,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
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ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"

}

B AN LAERE lambda FIERET A, MEFEFHMER , FSBOAuth 2.0 EE,
AWS Console

@ Note
HealthLake =2 A E X & Sigv4 R#E, EiB AWS CLI # AWS SDKs & FHIR L£#Y
SMART R,

1. & A HealthLake & LW ETEHEM,
2. TEHREERT , EITTIEE,

- BRTFHE ID— ZEEERERE ID UEEEAFH,

- EFHEE — 18I Search with GET,

- BREE — ZEEEESMN FHIR EREE,

- BE2Y — ERESZ2HIRESSHES  BENEREPERERHE L.

3. i#4Z Run query (B11T£#).

ghl : FEH GET #£&

THREIERRUER BSEFE FHR BREENEPIGET, ELHEHIRELMAEFF R URLsHIEER
=3 8

@ Note
HealthLake £ &{E X & Sigv4 R#, EIB AWS CLI #1 AWS SDKs & FHIR £& SMART
HealthLake & FHIR R4 S SN F&, NFEFHMEER , FSRESSE,

GET £ S/l 147
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Patient (age)

HAFHTZ FHIR PEXNEREE , BHENAPatientEREEDHN TR, E£RATIIEH
£/ birthDate TEMeqiE S LB RHPatient ERBEERRHGETU SEBRNESFR , LIES
1997 FHAENME A

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
birthdate=eql1997

Condition

FEATSEHE ConditionERERIRHGETHE R, BE S HealthLake ERFREFSKRTE
SNOMED B &4 72892002 , HE®EE A Normal pregnancy,

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Condition?
code=72892002

DocumentationReference

THEH REBIMMEH EEHEKERDEN Patient() M BRI amoxicillin AR |
fEDocumentReferenceEREE LB T GETHE K,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/
DocumentReference?_lastUpdated=1e2021-12-19&infer-icdl@cm-entity-text-concept-
score;=streptococcal|0.6&infer-rxnorm-entity-text-concept-score=Amoxicillin|@.8

Location

FEATHEFE LocationERBEHEIBHGETHER, TH#ESZSEH I HealthLake EREHREFZE
WHEEE T EEA I —oNAE,

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Location?
address=boston

Observation

FERATYEH |, ¥ Observation ERERIZHGETI AERNESEHER, ESFEHvalue-
conceptESLHRESKERNE 266919005 , HEHEFEA Never smoker,

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/0Observation?
value-concept=266919005
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£/ POST # £ FHIR EJR

O LA FHIR searchBE 882 POST 585K 2K & HealthLake EREKE, £
BE¥POST , HealthLake 28 URL i@ RANHHIESSY  BEREEIEE—BERPEARME,

® Important (EE)

BRI REAGDEINER (PI) E jzﬂﬁ%%aﬁﬁﬁﬂ (PH) WES K ZeHREEBSER POST
=R, @A P PH 58 AB RN — , WA FER N,

UTREFAEE#EH FHIR R4 B searchHEEPOSTHIE & HealthLake BRI ZH R A ETH], Z LE&THI
NEIIN{AIE JSON B RAXHIEEESSE,

£/ # 2 HealthLake EXREH[E POST

1. W% HealthLake regionfl datastoreld B, MEFMEF , FSEANEEREHEB 4,
2. REEESHNFHRERER K WWEHBBNiIJE. WEFHER A FSREREE,

3. f£A HealthLake regionfl WUEEREEFE RN URLdatastoreld, BRI E FHIR
ResourceHH M _searchEE., FEXE NHEHFREEME URL BT , FHBEERIZE.

POST https://healthlake.region.amazonaws.com/datastore/datastorelId/x4/Resource/
_search

4. AFEREE ISON AN , EEEHSH FHIRER., ERUEFNEN , £i5E
SZ0bservation&R , MEREABBENEE, EEEECERNABARE Never smoker
$57E JSON FERAXvalue-concept=266919005+H & E . fEFERS search-
observation.json,

value-concept=266919005

5. &% R, FHIR searchEEfEAGETFHERZEE AWS Signature £ 4 ik= FHIR £# SMART #%
.

(® Note

EPOSTRERAXHFEAESSHIRLAERE ,
x-www-form-urlencodedf s EEHN —IB2 .

#EfEA Content-Type: application/

/A POST £2 149
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THlcurl&flSet¥ Observation EREREH POST HiBEFER, ERMEAHvalue-
conceptBEZHRK S, 26691900515 HE HNWEREXNBNever smoker, BEERRE(EE
Bl BEBEEREE,

SigV4

SigV4 #Z1

curl --request POST \

'https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/0bservation/
_search' \

--aws-sigv4 'aws:amz:region:healthlake' \

--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \

--header "x-amz-security-token:$AWS_SESSION_TOKEN" \

--header "Content-Type: application/x-www-form-urlencoded"

--header "Accept: application/json"

--data @search-observation.json

SMART on FHIR

IdentityProviderConfiguration ERHEEM FHIR LA SMART RIEZ A,

"AuthorizationStrategy": "SMART_ON_FHIR",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\'"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\",
\"permission-v2\"]}"
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}

iR AL RE lambda FIEIRET A, MFFMEES , FSEOAuth 2.0 EE,

Pl : R POST #&

THRSIEZERREEFER EEBE FHIR EREENWEFIPOST, ELEHHIREWMNAE URLsHIEER

® Note

HealthLake & E %2 Sigv4 2#, AWS CLI #1 AWS SDKs %1 FHIR L# SMART 2
8

HealthLake X FHIR R4 S22 8N T&, MEFHMEN , F2

\)ﬂ

B2 S

J“lll

28 ¥

Patient (age)
HRAFHIR FHR PERNERER , B APatientBRERPWN tE, FATIEH ,

¥ Patient EREHEEHPOSTUH AERNESHER, THESHPIFEHeqESLHLEERES
1997 EHAERE A

POST https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/
_search

EEERSPEEFHN 1997 , FETITEFTEEFRA,
birthdate=eql1997

Condition

FATHEEHEConditionE REEIBHPOSTER, HIEESE 21K HealthLake EREREHRSE
BEARIE WL E72892002,

IERAREERR URL MFBERA, LATREFR URL EH),

POST https://healthlake.region.amazonaws.com/datastore/datastoreId/r4/Condition/
_search
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FEEELERSNERAR T3 JSON TEIMBEFRA

code=72892002
DocumentReference

% E&EF HealthLake £DocumentReference&EREH FIRHPOSTEREBNESBEARESREE
(NLP) &R , FI T A A B HER,

POST https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/
DocumentReference/_search

EEEEESEZMWDocumentReference B 28 Y , T80 BES2HEE, THEHFHEEAZE
ESSRESHNELES NLP &3R8 Amazon Comprehend Medical API #24E,

_lastUpdated=1e2021-12-19&infer-icdl@cm-entity-text-concept-score;=streptococcal]
0.6&infer-rxnorm-entity-text-concept-score=Amoxicillin|@.8

Location

FERATHEFE LocationERERIEHPOSTIER, EHSEH K, HealthLake EREHEHEZE
&% Boston Attt —Epr B,

BB REEFR URL MFBERA, ATRFER URL H9£EH,

POST https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Location/
_search

EFEx#ESBostonFEE , FHE T ARNHBEFRAX :
address=Boston

Observation

FEATYIEH] , ¥ Observation BREAEIZHPOSTI AEBRNESHER, #SEMEMvalue-
conceptE 2B HKS#,266919005% H HEEEXBENever smoker,

POST https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/0bservation/
_search
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EEREEMRE | 551 JSON WX value-concept=266919005F 5% E Never smoker o

value-concept=266919005

FHIR £ & — 34 Bk

AWS HealthLake HI# & 35|72 SEARCH #R1EPOSTHI GETH S —HMER LB, ERASK—H
t, MREFBFENESREIERHN , BREERGHBRERN N1 RAE , BEERSIERTHR L.

AWS HealthLake HREQE BN —HMERHBERERNITRED, ARAETUEE "BR -
My, ERERITAR BB, . B—BUEATFEERERSRKRIEN2ERN N-1 REER
TEEBERERY, ETARNFERSXRSIENERTR , GBRPNEEMEERNEARS, EF A
LAMEHR x-amz-fhir-history-consistency-level FEREBEZHILITA,

—BMHER
BN — B

x-amz-fhir-history-consistency-level: strong REABEFMEMETNEE , BiF8
HEESXRIENNREHK. ELFTECENRINEESERE , FEALEE,

R — B

x-amz-fhir-history-consistency-level: eventual REAEBEEERIESESIEH
MEc#k. MREREE—BHERER , AL AFERTR.

{55 A€ 41
1. BEHERE:

POST <baseURL>/Patient
Content-Type: application/fhir+json
x-amz-fhir-history-consistency-level: strong

{
"resourceType": "Patient",
Ilidll: Il123ll’
"meta": {

"profile": ["http://hl7.0rg/fhir/us/core/StructureDefinition/us-core-patient"]
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},
"identifier": [
{
"system": "http://example.org/identifiers",
"value": "123"
}
1,
"active": true,
"name": [
{

"family": "Smith",
"given": ["John"]
}
1,

"gender": "male",
"birthDate": "1970-01-01"

3
2. %EES

GET <baseURL>/Patient?_id=123

REE®
- EEBEVHESREEFNDRE  BEABAN K

- SFHAISTRETEEN —REMER KK -3
- ZERVHT REMBERELE HVES

(® Note
—HMEBRREERECENERERSERTHENEE , EfeREERNERRT.
#&MAx-amz-fhir-history-consistency-level BHERES 'strong EFESEERNE
ABEFRA MG,
IR EBRARERARERERHNERTFRE (£2024 F£10 A 25 AZREVHNMEE
REFHRERRARA ).
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FH EH FHIR ¥ AWS HealthLake

£ JR4E AWS HealthLake E)fEREE), #AMFIH FHIR BHER. ERSUEELERIEA TS,
FERIFZEHERSLFIFO (kL ) FRRE, LAUGRBEHRELER & , BEBHEAT.
MREEET , EREHEATI, GEREERERSETRRI, R/ EHHMER FHIR BIR.

® Note

BB AT LU FHIR R4 $exporti®EH# HealthLake ERIZHEE L FHIR EXl, MEFME
;A , ESREA FHIR [EH HealthLake EX $export,

ES -]

- & FHIR EHER

- B8 FHIR EHEHEM
« 5| FHIR [EHER

BB FHIR (& 2T

A % HealthLake BB ZHIEStartFHIRExportJobEkE FHIR BH{ER. THIThaERES AWS
EEFES T AWS SDKs B AWS CLI Ml BB HIRF. MEFMEF , 5528 AWS HealthLake
APl 2Z /) StartFHIRExportJob,

Q® EE
HealthLake X EEARBEEREER TN FHIR R4 H1&, EIt , FAEEEREE R HELL
FHIR R4 & [EH.
B E FHIR E HER

BARER 7 EUR 172 E B FREE AWS HealthLake,
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AWS CLI # SDKs

CLI
AWS CLI
(&) FHIR BT
THstart-fhir-export-job&flREEn{aEH AWS HealthLake BB FHIR E H{E#,
aws healthlake start-fhir-export-job \
--output-data-config '{""S3Configuration'": {"S3Uri":"s3://(Bucket Name)/
(Prefix Name)/","KmsKeyId":"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56c-4216-a250-f4c43ef46e83"}}' \
--datastore-id (Data store ID) \
--data-access-role-arn arn:aws:iam::(AWS Account ID):role/(Role Name)
B
{
"DatastoreId": "(Data store ID)",
"JobStatus": "SUBMITTED",
"JobId": "9b9a51943afaedd0a8c@c26c49135a31"
}
« WNFE API BB , 528 (AWS CLI 552 2E) H# StartFHIRExportJobo
Python

B AR Python #9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")
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return cls(health_lake_client)

def start_fhir_export_job(
self,
job_name: str,
datastore_id: str,
output_s3_uri: str,
kms_key_id: str,
data_access_role_arn: str,
) -> dict[str, str]:
Starts a HealthLake export job.
:param job_name: The export job name.
:param datastore_id: The data store ID.
:param output_s3_uri: The output S3 URI.
:param kms_key_id: The KMS key ID associated with the output S3 bucket.
:param data_access_role_arn: The data access role ARN.
:return: The export job.
try:
response = self.health_lake_client.start_fhir_export_job(
OutputDataConfig={
"S3Configuration": {"S3Uri": output_s3_uri, "KmsKeyId":

kms_key_id}
I
DataAccessRoleArn=data_access_role_arn,
DatastoreId=datastore_id,
JobName=job_name,
)

return response
except ClientError as err:
logger.exception(
"Couldn't start export job. Here's why %s",
err.response["Error"]["Message"],
)

raise

- W API FMEF , 528 (AWS SDK for Python (Boto3) API 2&) H#)
StartFHIRExportJob,
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(@ Note
GitHub LR EZ &, SHTEEHH| , I 7T HEMNAE AWS BXBEHFREFEPRE
M#ITo
SAP ABAP

EAR SAP ABAP NREEH

® Note
GitHub LR E X & 6], SHTEEH , I 7HRUME AWS BRI HIFEFEPRE
M#ITo
TRY.
" iv_job_name = 'MyExportJob'
" iv_output_s3_uri = 's3://my-bucket/export/output/’
" iv_kms_key_id = 'arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012"'
" jv_data_access_role_arn = 'arn:aws:iam::123456789012:role/
HealthLakeExportRole'

oo_result = lo_hll->startfhirexportjob(
iv_jobname = iv_job_name
io_outputdataconfig = NEW /awsl/cl_hlloutputdataconfig(
io_s3configuration = NEW /awsl/cl_hlls3configuration(
iv_s3uri = iv_output_s3_uri
iv_kmskeyid = iv_kms_key_id
)
)
iv_dataaccessrolearn = iv_data_access_role_arn
iv_datastoreid = iv_datastore_id
).
DATA(1lv_job_id) = oo_result->get_jobid( ).
MESSAGE |Export job started with ID { 1lv_job_id }.| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
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CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
lv_error = |Access denied: { lo_access_ex->av_err_code }-{ lo_access_ex-
>av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_access_ex.
ENDTRY.

- WIE API BT , 2 E CGERAM AWS SAP ABAP B SDK APl 2#) dify
StartFHIRExportJob,

© A
RABFENANEE 2 EALEELANEEEDEEEERERE B,

AWS =7

1. & A HealthLake £## & LW EREFEHREERH,
2. BEEBHEHE.,
3. E#IZE Export (BEH),

BEE tH T B BN B Ko
4. HBHERERT K WATIER:

« Amazon S3 F i HE R E
o BHEES

5, EFEFITERT  BRECRREAN IAMEBEBAE  REXALLEBIERPENAE , &
BEY IAM AR,

6. EEFEFMMKER,
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® Note

EELHEE  ZEFARRRERE ENERER ID. BTGER JobIDRFERER EHE
B AWS CLI, MFEFMEF , FF2EEUS FHIR EHEB B,

S FHIR EHEKE M

{5/ ¢ HealthLake BE¥1ZM[EDescribeFHIRExportJobBIBEHEK B M. THIhRERIEM
AWS B XA F AWS SDKs ) AWS CLI Fl BB FIEF. MEHMEEHR , F2H AWS
HealthLake APl 2Z®H ) DescribeFHIRExportJob,

Q® EE
HealthLake X EEARBEERBEER TN FHIR R4 1k, EIt , FAEEEREE R HELL
FHIR R4 8 [EH.

iR FHIR EHER
BAREH FEUR T EBFEE AWS HealthLake.
AWS CLI #1 SDKs
CLI
AWS CLI
iR FHIR B H1E5

T%ldescribe-fhir-export-job&ifIFERI{AE AWS HealthLake &k FHIR [EHEH
My,

aws healthlake describe-fhir-export-job \
--datastore-id (Data store ID) \
--job-id 9b9a51943afaedd0a8c0c26c49135a31

B

MEEREBEN 160


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRExportJob.html#HealthLake-DescribeFHIRExportJob-request-JobId
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRExportJob.html
https://hl7.org/fhir/R4/index.html

AWS HealthLake HBEABER

"ExportJobProperties": {
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",
"JobStatus": "IN_PROGRESS",
"JobId": "9009813e9d69ba7cf79bch3468780f16",
"SubmitTime": "2024-11-20T11:31:46.672000-05:00",
"EndTime": "2024-11-20T11:34:01.636000-05:00",
"OutputDataConfig": {
"S3Configuration": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"KmsKeyId": "arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56c-4216-a250-f4c43ef46e83"
}

.
"DatastoreId": "(Data store ID)"

- W API B , 5528 (AWS CLI i 58%E) HH DescribeFHIRExportJob,

Python

EAR Python B SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def describe_fhir_export_job(
self, datastore_id: str, job_id: str
) -> dict[str, any]:
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Describes a HealthLake export job.
:param datastore_id: The data store ID.
:param job_id: The export job ID.
:return: The export job description.
try:
response = self.health_lake_client.describe_fhir_export_job(
Datastoreld=datastore_id, JobId=job_id
)
return response["ExportJobProperties"]
except ClientError as err:
logger.exception(
"Couldn't describe export job with ID %s. Here's why %s",
job_id,
err.response["Error"]["Message"],

)

raise

- INZE API B , 5528 (AWS SDK for Python (Boto3) API &) iy
DescribeFHIRExportJob,

(@ Note
GitHub LR EZ &, SHTEEH| , 3 7HINAE AWS BEXHEHHRBFEPRE
M#IT-
SAP ABAP

HEAR SAP ABAP WEREH

@ Note
GitHub FIREEZ &, SKTEREH , I 7 HMAE AWS 2 IFE P FERRE
MEATT,
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
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" iv_job_id = 'alb2c3d4e5f6g7h8i19j0k112m3n405p6"’
oo_result = lo_hll->describefhirexportjob(
iv_datastoreid = iv_datastore_id
iv_jobid = iv_job_id
).
DATA(lo_export_job_properties) = oo_result->get_exportjobproperties( ).
IF lo_export_job_properties IS BOUND.
DATA(1lv_job_status) = lo_export_job_properties->get_jobstatus( ).
MESSAGE |Export job status: { lv_job_status }.| TYPE 'I'.

ENDIF.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
DATA(lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I°'.
RAISE EXCEPTION lo_notfound_ex.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
ENDTRY.

- WIE API BT , F2E CGERAM AWS SAP ABAP B SDK APl 2&#) dify
DescribeFHIRExportJob,

© A
RABFENANDE 2 EALEELANEEEDEEEERERE B,

AWS =7

(@ Note
FHIR [EHEF K EFATEARM HealthLake £ &, R2Z , A AWS CLI ¥
DescribeFHIRExportJob RFERELEHEM , Hla JobStatus, WMEFMER ,
Btk B E AWS CLI BV Ea 45l

3
W

MEEREBEN
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HiH FHIR (& HAER

£/ ListFHIRExportJobs %I HealthLake BRI FEMEMN FHIR BEHER., THITheERREM AWS
EEXEA M SDKs B AWS CLI f1 AWS B IFEHFIEF, WFEFMEF , 528 AWS HealthLake
APlI 2Z/f) ListFHIRExportJobs,

Q® EE
HealthLake X EAREEREER MM FHIR R4 518, EHitt , T EEREERHE L
FHIR R4 X [EH.

5l FHIR B HAE%
BAREH FFEUR 173 BB EFIEE AWS HealthLake.
AWS CLI #1 SDKs
CLI
AWS CLI
B FFE FHIR B HER
T3 list-fhir-export-jobs BfI7REE a0 A fy <> SRARAR E20R 5 48 BARHAY (B HH(F 3555

=

aws healthlake list-fhir-expoxt-jobs \
--datastore-id (Data store ID) \
--submitted-before (DATE like 2024-10-13T19:00:00Z)\
--submitted-after (DATE like 2020-10-13T19:00:00Z )\
--job-name "FHIR-EXPORT" \
--job-status SUBMITTED \
--max-results (Integer between 1 and 500)

B

"ExportJobPropertiesList": [

{
"ExportJobProperties": {
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"OutputDataConfig": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"S3Configuration": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"KmsKeyId": "(KmsKey Id)"

}
},
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role
Name)",
"JobStatus": "COMPLETED",
"JobId": "cl1l45fbb27b192af392f8cebe7838e34f",
"JobName": "FHIR-EXPORT",
"SubmitTime": "2024-11-20T11:31:46.672000-05:00",
"EndTime": "2024-11-20T11:34:01.636000-05:00",
"DatastoreId": "(Data store ID)"
}
}
]
}

« WME API FHAEN , F2H (AWS CLI 55 2#) H# ListFHIRExportJobs,

Python

EAR Python B SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def list_fhir_export_jobs(
self,
datastore_id: str,
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job_name: str = None,
job_status: str = None,
submitted_before: datetime = None,
submitted_after: datetime = None,
) -> list[dict[str, any]l]:
Lists HealthLake export jobs satisfying the conditions.
:param datastore_id: The data store ID.
:param job_name: The export job name.
:param job_status: The export job status.

:param submitted_before: The export job submitted before the specified

date.

:param submitted_after: The export job submitted after the specified

date.
:return: A list of export jobs.
try:
parameters = {"Datastoreld": datastore_id}
if job_name is not None:
parameters["JobName"] = job_name
if job_status is not None:
parameters["JobStatus"] = job_status
if submitted_before is not None:
parameters["SubmittedBefore"] = submitted_before
if submitted_after is not None:
parameters["SubmittedAfter"] = submitted_after
next_token = None
jobs = []
# Loop through paginated results.
while True:
if next_token is not None:
parameters["NextToken"] = next_token
response =
self.health_lake_client.list_fhir_export_jobs(**parameters)
jobs.extend(response["ExportJobPropertiesList"])
if "NextToken" in response:
next_token = response["NextToken"]
else:
break
return jobs
except ClientError as err:
logger.exception(
"Couldn't list export jobs. Here's why %s",
err.response["Error"]["Message"],

Bt B S
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raise

- WNZE API B , 5528 (AWS SDK for Python (Boto3) API &) iy
ListFHIRExportJobs.,

(@ Note
GitHub LR EZ &, SHKTEEH| , 3 7THRINAE AWS BEXHEHHRBFEPRE
M#HIT-
SAP ABAP

EAMN SAP ABAP NERREH

(@ Note
GitHub EIRHEZ &6, SHTREH , I THMME AWS EX B HIHFEPRE
MEAT,
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
IF iv_submitted_after IS NOT INITIAL.
oo_result = lo_hll->listfhirexportjobs(
iv_datastoreid = iv_datastore_id
iv_submittedafter = iv_submitted_after
).
ELSE.
oo_result = lo_hll->listfhirexportjobs(
iv_datastoreid = iv_datastore_id
).
ENDIF.
DATA(1lt_export_jobs) = oo_result->get_exportjobpropertieslist( ).
DATA(1lv_job_count) = lines( lt_export_jobs ).
MESSAGE |[Found { lv_job_count } export job(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
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DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

- WNFE API FEHER
ListFHIRExportJobso

ﬂI‘H

B GEAR AWS SAP ABAP 1y SDK APl 2&) iy

® T RAEEES
BAEMENARE ? FRALEEARANRASREESREGRFREXNBHEH,

AWS 25

® Note

FHIR EHEKEATEAR HealthLake T2 &, Rz , £H AWS CLI &
ListFHIRExportJobs 5| FE FHIR BEHEK, MFFMEENR , FS B EE AWS CLI
R,
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HealthLake AWS SDKsHYE =, i & {51

THREXTFEFIREB a01a 5 A HealthLake ¥ E AWS BB EH (SDK),

Actions RAHEEBANENBRKR , LAEATHHT. HADFESEHFENAFUER KRB , B
LA LEEEBERTEFTRARPHEF,

WE AWS SDK A EERMEN BN TRIEE | 552/ B AWS SDK #H HealthLake, It
FTEHIEEEAFPNEAMNMERN SDK BFFEMAER.

X HE A
+ HealthLake AWS SDKs#y & 2 &
+ HealthLake AWS SDKsH EjE

+ CreateFHIRDatastore ## AWS SDK 5 CLI £/
+ DeleteFHIRDatastore ##; AWS SDK 5 CLI £/
« DescribeFHIRDatastore ¥ & AWS SDK 5 CLI £/
 DescribeFHIRExportJob #& & AWS SDK = CLI £
« DescribeFHIRImportJob ## AWS SDK = CLI £
« ListFHIRDatastores & AWS SDK 3k CLI £
« ListFHIRExportJobs #&# AWS SDK =% CLI £/
« ListFHIRImportJobs #&#it AWS SDK 3 CLI £
« ListTagsForResource & AWS SDK = CLI £/
« StartFHIRExportJob ¥&# AWS SDK = CLI £/
+ StartFHIRImportJob ##it AWS SDK 3% CLI £/
» TagResource ¥t AWS SDK = CLI
+ UntagResource & it AWS SDK 3k CLI £/

HealthLake AWS SDKsHY & 7 & {5l

T5REXiEE IR & a04a AWS HealthLake ¥&H. AWS SDKs £ WEAR# =,

&5l
+ _Heoalthl ake AWS SDKsHIEI/E
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+ CreateFHIRDatastore ## AWS SDK 5 CLI £/
« DeleteFHIRDatastore &8 AWS SDK = CLI £/
+ DescribeFHIRDatastore ## AWS SDK & CLI £/
« DescribeFHIRExportJob #&#it AWS SDK =% CLI £/
» DescribeFHIRImportJob ¥ AWS SDK = CLI £
« ListFHIRDatastores #&#i AWS SDK 3k CLI f£H
« ListFHIRExportJobs ##i AWS SDK =% CLI £
« ListFHIRImportJobs & AWS SDK = CLI £/
« ListTagsForResource ¥#t AWS SDK 5, CLI f£H
« StartFHIRExportJob #&# AWS SDK = CLI £/
« StartFHIRImportJob ## AWS SDK = CLI £
+ TagResource ¥l AWS SDK = CLI £/
+ UntagResource #&fit AWS SDK =% CLI £/

HealthLake AWS SDKsH EhE

THEXTEE ) REE AR AWS SDKs #1T{E 5 HealthLake EfE, F{E&HI19EE GitHub BYE
& Bu D EEEPRIRENBTENBHERRE,

THEFETEHREEANEE, NEXREE , F2H (AWS HealthLake API &) |

i 451

« CreateFHIRDatastore ## AWS SDK = CLI £/
DeleteFHIRDatastore & AWS SDK 3k CLI £

« DescribeFHIRDatastore ¥ AWS SDK = CLI £/
« DescribeFHIRExportJob #& & AWS SDK 3 CLI £
« DescribeFHIRImportJob ## AWS SDK = CLI £
« ListFHIRDatastores #&#i AWS SDK =k CLI £

« ListFHIRExportJobs ##it AWS SDK 5 CLI £

« ListFHIRImportJobs & AWS SDK 5 CLI £/

- ListTagsForResource #¥&# AWS SDK = CLI f£H

« StartFHIRExportJob #&# AWS SDK 5 CLI £/
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« StartFHIRImportJob ## AWS SDK = CLI £/

« TagResource ¥ AWS SDK = CLI £

- UntagResource ¥H AWS SDK 5 CLI £

CreateFHIRDatastore A& AWS SDK 5% CLI £

Ty R BEEF REIMFER CreateFHIRDatastore,

CLI

AWS CLI

#if 1 : B3I SigV4-enabled HealthLake ER K E

T%lcreate-fhir-datastore#iffl/REIM{AIIE AWS HealthLake R FHEREHE,

aws healthlake create-fhir-datastore \
--datastore-type-version R4 \
--datastore-name "FhirTestDatastore"

B

{

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
(Data store ID)/x4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "CREATING",
"DatastoreId": "(Data store ID)"

il 2 : £RUA FHIR B HealthLake BRHF M [E LB SMART

T%lcreate-fhir-datastore£ I REUMMERA FHIR B ERZMH[E in AWS HealthLake
EEIT K SMART,

aws healthlake create-fhir-datastore \
--datastore-name "your-data-store-name" \
--datastore-type-vexrsion R4 \

e
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--preload-data-config PreloadDataType="SYNTHEA" \
--sse-configuration '{ "KmsEncryptionConfig": { "CmkType":
"CUSTOMER_MANAGED_KMS_KEY", "KmsKeyId": "arn:aws:kms:us-east-1:your-account-
id:key/your-key-id" } }' \
--identity-provider-configuration file://
identity_provider_configuration. json

identity_provider_configuration.json WA :

"AuthorizationStrategy": "SMART_ON_FHIR_V1",

"FineGrainedAuthorizationEnabled": true,

"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-
lambda-name",

"Metadata": "{\"issuer\":\"https://ehr.example.com\", \"jwks_uri\":
\"https://ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint
\":\"https://ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://
ehr.token.com/auth/token\",\"token_endpoint_auth_methods_supported\":
[\"client_secret_basic\",\"foo\"],\"grant_types_supported\":[\"client_credential
\",\"foo\"],\"registration_endpoint\":\"https://ehr.example.com/auth/
register\",\"scopes_supported\":[\"openId\",\"profile\",\"launch\"],
\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://
ehr.example.com/user/introspect\",\"revocation_endpoint\":\"https://
ehr.example.com/user/revoke\",\"code_challenge_methods_supported\":[\"S256\"],
\"capabilities\":[\"launch-ehr\",\"sso-openid-connect\",\"client-public\"]1}"

}

B

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
(Data store ID)/x4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "CREATING",

"DatastoreId": "(Data store ID)"

- WE AP| FHHEF , F2E (AWS CLI S5 8#E) FM CreateFHIRDatastore,
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Python

EAR Python B9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def create_fhir_datastore(
self,
datastore_name: str,
sse_configuration: dict[str, any] = None,
identity_provider_configuration: dict[str, any] = None,
) -> dict[str, str]:
Creates a new HealthLake data store.
When creating a SMART on FHIR data store, the following parameters are
required:
- sse_configuration: The server-side encryption configuration for a SMART
on FHIR-enabled data store.
- identity_provider_configuration: The identity provider configuration
for a SMART on FHIR-enabled data store.

:param datastore_name: The name of the data store.
:param sse_configuration: The server-side encryption configuration for a
SMART on FHIR-enabled data store.
:param identity_provider_configuration: The identity provider
configuration for a SMART on FHIR-enabled data store.
:return: A dictionary containing the data store information.
try:
parameters = {"DatastoreName": datastore_name,
"DatastoreTypeVersion": "R4"}
if (
sse_configuration is not None
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and identity_provider_configuration is not None

):
# Creating a SMART on FHIR-enabled data store
parameters["SseConfiguration"] = sse_configuration
parameters[
"IdentityProviderConfiguration"
] = identity_provider_configuration
response =

self.health_lake_client.create_fhir_datastore(**parameters)
return response
except ClientError as err:
logger.exception(
"Couldn't create data store %s. Here's why %s",
datastore_name,
err.response["Error"]["Message"],

)

raise

THRXBRERA FHIR B HealthLake EEFHIE LK SMART S E&i44,

sse_configuration = {
"KmsEncryptionConfig": {"CmkType": "AWS_OWNED_KMS_KEY"}
}
# TODO: Update the metadata to match your environment.
metadata = {
"issuer": "https://ehr.example.com",
"jwks_uri": "https://ehr.example.com/.well-known/jwks.json",
"authorization_endpoint": "https://ehr.example.com/auth/
authorize",
"token_endpoint": "https://ehr.token.com/auth/token",
"token_endpoint_auth_methods_supported": [
"client_secret_basic",

"foo",
1)
"grant_types_supported": ["client_credential", "foo"],
"registration_endpoint": "https://ehr.example.com/auth/register",

"scopes_supported": ["openId", "profile", "launch"],
"response_types_supported": ["code"],
"management_endpoint": "https://ehr.example.com/user/manage",
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"introspection_endpoint": "https://ehr.example.com/user/
introspect",
"revocation_endpoint": "https://ehr.example.com/user/revoke",
"code_challenge_methods_supported": ["S256"],
"capabilities": [
"launch-ehr",
"sso-openid-connect",
"client-public",
1,

}
# TODO: Update the IdpLambdaArn.

identity_provider_configuration = {
"AuthorizationStrategy": "SMART_ON_FHIR_V1",
"FineGrainedAuthorizationEnabled": True,
"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-
id:function:your-lambda-name",
"Metadata": json.dumps(metadata),

}

data_store = self.create_fhir_datastore(
datastore_name, sse_configuration,
identity_provider_configuration

)

« NE API BB , 5528 (AWS SDK for Python (Boto3) AP £ ) m#y
CreateFHIRDatastore,

@ Note
GitHub LR EZ &, SHTEEH| , 3 7HINAE AWS BEXHEHHRBFEPRE
M#HIT-
SAP ABAP

HEAR SAP ABAP WEREH

(® Note
GitHub FIRHEZ &6, SHTREH , I THMME AWS EXBEHIHFEPRE
M#AT,

e
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TRY.
" iv_datastore_name = 'MyHealthLakeDataStore'
oo_result = lo_hll->createfhirdatastore(
iv_datastorename = iv_datastore_name
iv_datastoretypeversion = 'R4'
).
MESSAGE 'Data store created successfully.' TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllinternalserverex INTO DATA(lo_internal_ex).
lv_error = |Internal server error: { lo_internal_ex->av_err_code }-
{ lo_internal_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_internal_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
ENDTRY.

- WNEE API FEHEA , 5528 CERM AWS SAP ABAP #Y SDK APl &) H i
CreateFHIRDatastore,

WE AWS SDK A EERMEXNBEH N TEEE | 5520 B AWS SDK #H HealthLake, It
FTELITEEEAFNERAMEN SDK BFEHAE~R.

DeleteFHIRDatastore #&& AWS SDK = CLI £

THEXEE 5| ~EN{E A DeleteFHIRDatastore,
CLlI

AWS CLI

Mk FHIR ERZERIE
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T%ldelete-fhir-datastore#i I /RE AT MR E R FERER EE AWS HealthLake FREIFRT
BAR,

aws healthlake delete-fhir-datastore \
--datastore-id (Data store ID)

B

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
(Data store ID)/r4/",

"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/
(Data store ID)",

"DatastoreStatus": "DELETING",
"DatastoreId": "(Data store ID)"

« WE API SHHAE , 528 (AWS CLI s 2#) Fl DeleteFHIRDatastore,

Python

EAR Python B SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":

Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")
return cls(health_lake_client)

def delete_fhir_datastore(self, datastore_id: str) -> None:
Deletes a HealthLake data store.
:param datastore_id: The data store ID.
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try:

self.health_lake_client.delete_fhir_datastore(DatastoreId=datastore_id)
except ClientError as err:

logger.exception(
"Couldn't delete data store with ID %s. Here's why %s",

datastore_id,
err.response["Error"]["Message"],

)

raise

- WNZE API FHAER , 5528 (AWS SDK for Python (Boto3) APl &) iy
DeleteFHIRDatastore,

(® Note
GitHub LR EZ&i6], SHTREEH , X 7 HEMMAIE AWS BEXIEFIFHFEDRE
M#1To

SAP ABAP

AR SAP ABAP MR EH

(® Note
GitHub LR EZEHl, SHTEBEHH |, I 7HRIAE AWS B HEHIHEFEPRE
M#1T-
TRY.
" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n405p6"
oo_result = lo_hll->deletefhirdatastore(
iv_datastoreid = iv_datastore_id
).
MESSAGE 'Data store deleted successfully.' TYPE 'I'.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
DATA(lv_error) = |Access denied: { lo_access_ex->av_err_code }-
{ lo_access_ex->av_err_msg }|.
178
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MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_access_ex.
CATCH /awsl/cx_hllconflictexception INTO DATA(lo_conflict_ex).
lv_error = |Conflict error: { lo_conflict_ex->av_err_code }-
{ lo_conflict_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_conflict_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

- WIE API BT , F2E CGERAM AWS SAP ABAP B SDK APl 2&#) dify
DeleteFHIRDatastore,

WNEE AWS SDK A A EEmMENIBEFINTEEE | F2H 2l AWS SDK #/ HealthLake, It
FTEHIESEEAFNWERAMERN SDK FFMAER.

DescribeFHIRDatastore &K AWS SDK = CLI £

T O IG5 R E A E A DescribeFHIRDatastore,
CLI
AWS CLI
iR FHIR BRI =

T%ldescribe-fhir-datastore&fl/RE MM S K E R FHIE in AWS HealthLake BB
o

aws healthlake describe-fhir-datastore \
--datastore-id ""1f2f459836ac6¢c513ce899f9e4f66a59"

i

"DatastoreProperties": {
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"PreloadDataConfig": {
"PreloadDataType": "SYNTHEA"
1,
"SseConfiguration": {
"KmsEncryptionConfig": {
"CmkType": "CUSTOMER_MANAGED_KMS_KEY",
"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

}
I
"DatastoreName": "Demo",
"DatastoreArn": "arn:aws:healthlake:us-east-1:<AWS Account ID>:datastore/
<Data store ID>",
"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/

datastore/<Data store ID>/r4/",

"DatastoreStatus": "ACTIVE",

"DatastoreTypeVersion": "R4",

"CreatedAt": 1603761064.881,

"DatastoreId": "<Data store ID>",

"IdentityProviderConfiguration": {
"AuthorizationStrategy": "AWS_AUTH",
"FineGrainedAuthorizationEnabled": false

« W0FE AP| SFHIEF |, 5528 (AWS CLI s $52%E) FH DescribeFHIRDatastore,

Python

EAR Python B SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")
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return cls(health_lake_client)

def describe_fhir_datastore(self, datastore_id: str) -> dict[str, any]:
Describes a HealthLake data store.
:param datastore_id: The data store ID.
:return: The data store description.
try:
response = self.health_lake_client.describe_fhir_datastore(
Datastoreld=datastore_id
)
return response["DatastoreProperties"]
except ClientError as err:
logger.exception(
"Couldn't describe data store with ID %s. Here's why %s",
datastore_id,
err.response["Error"]["Message"],

)

raise

« NE API BB , 5528 (AWS SDK for Python (Boto3) AP £ ) m#y
DescribeFHIRDatastore,.

@ Note
GitHub LR EZ &, SHTEEH| , 3 7HINAE AWS BEXHEHHRBFEPRE
M#HIT-
SAP ABAP

HEAR SAP ABAP WEREH

(® Note
GitHub FIRHEZ &6, SHTREH , I THMME AWS EXBEHIHFEPRE
M#AT,

e
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TRY.
" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
oo_result = lo_hll->describefhirdatastore(
iv_datastoreid = iv_datastore_id
).
DATA(lo_datastore_properties) = oo_result->get_datastoreproperties( ).
IF lo_datastore_properties IS BOUND.
DATA(1lv_datastore_name) = lo_datastore_properties-
>get_datastorename( ).
DATA(1lv_datastore_status) = lo_datastore_properties-
>get_datastorestatus( ).
MESSAGE 'Data store described successfully.' TYPE 'I'.

ENDIF.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
DATA(lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
ENDTRY.

« WIE AP| SEHEA , F52E (EAMN AWS SAP ABAP #J SDK APl &) iy
DescribeFHIRDatastore,

W% AWS SDK B A ERREMENBEH N TEEE | 5520 B AWS SDK #H HealthLake, It
FTEHITEEEAFNWERAMERN SDK FFMAER.

DescribeFHIRExportJob #&& AWS SDK = CLI £/

THRAEEF REN{AEA DescribeFHIRExportJob,
CLI

AWS CLI

iR FHIR B HER
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T%5ldescribe-fhir-export-jobZifl#RN{I7E AWS HealthLake &k FHIR B H{EH
B,

aws healthlake describe-fhir-export-job \
--datastore-id (Data store ID) \
--job-id 9b9a51943afaedd@a8c0c26c49135a31

"ExportJobProperties": {
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",
"JobStatus": "IN_PROGRESS",
"JobId": "9009813e9d69ba7cf79bch3468780f16",
"SubmitTime": "2024-11-20T11:31:46.672000-05:00",
"EndTime": "2024-11-20T11:34:01.636000-05:00",
"QutputDataConfig": {
"S3Configuration": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",

"KmsKeyId": "arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56c-4216-a250-f4c43ef46e83"

}

},
"DatastoreId": "(Data store ID)"

« W13 API BB , 5528 (AWS CLI s 52#E) F# DescribeFHIRExportJob,

Python

EAR Python #9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":

Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.
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:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def describe_fhir_export_job(
self, datastore_id: str, job_id: str
) -> dict[str, any]:
Describes a HealthLake export job.
:param datastore_id: The data store ID.
:param job_id: The export job ID.
:return: The export job description.
try:
response = self.health_lake_client.describe_fhir_export_job(
DatastoreIld=datastore_id, JobId=job_id
)
return response["ExportJobProperties"]
except ClientError as err:
logger.exception(
"Couldn't describe export job with ID %s. Here's why %s",
job_id,
err.response["Error"]["Message"],
)

raise

- WNZE API B , 5528 (AWS SDK for Python (Boto3) API &) iy
DescribeFHIRExportJob,

(@ Note
GitHub EIRHEZ &6, SHTREH , I T HMME AWS EXHEHIHFEPRE
MEATT,
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SAP ABAP

EAR SAP ABAP NREEH

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
" iv_job_id = 'alb2c3d4e5f6g7h8i19j0k112m3n40o5p6"
oo_result = lo_hll->describefhirexportjob(
iv_datastoreid = iv_datastore_id
iv_jobid = iv_job_id
).
DATA(lo_export_job_properties) = oo_result->get_exportjobproperties( ).
IF lo_export_job_properties IS BOUND.
DATA(1lv_job_status) = lo_export_job_properties->get_jobstatus( ).
MESSAGE |Export job status: { lv_job_status }.| TYPE 'I'.

ENDIF.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
DATA(1lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
ENDTRY.

- WNEE API FEHIEA , 552 CERM AWS SAP ABAP #Y SDK APl &) H i
DescribeFHIRExportJob,

WE AWS SDK A EERMEXNBEH N TBIEE | 5520 B AWS SDK #H HealthLake, It
FTEHITEEEAFNERAMEN SDK BFEHAE~R
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DescribeFHIRImportJob #& & AWS SDK = CLI £/
THREAIFEF RE MR DescribeFHIRImportJob,

CLI
AWS CLI
iR FHIR EA(ERE
T %ldescribe-fhir-import-jobZiHlZ RN EA AWS HealthLake B E FHIR E A
B,
aws healthlake describe-fhir-import-job \
--datastore-id (Data store ID) \
--job-id c145fbb27b192af392f8ce6e7838e34f
B
{
"ImportJobProperties": {
"InputDataConfig": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/"
{ "arrayitem2": 2 }
o
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",
"JobStatus": "COMPLETED",
"JobId": "cl1l45fbb27b192af392f8ce6e7838e34f",
"SubmitTime": 1606272542.161,
"EndTime": 1606272609.497,
"DatastoreId": "(Data store ID)"
}
}
- N API FHIER , 328 (AWS CLI s 52 %) #HH DescribeFHIRImportJobo
Python

EAR Python B SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":

e
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Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def describe_fhir_import_job(
self, datastore_id: str, job_id: str
) -> dict[str, any]:
Describes a HealthLake import job.
:param datastore_id: The data store ID.
:param job_id: The import job ID.
:return: The import job description.
try:
response = self.health_lake_client.describe_fhir_import_job(
Datastoreld=datastore_id, JobId=job_id
)
return response["ImportJobProperties"]
except ClientError as err:
logger.exception(
"Couldn't describe import job with ID %s. Here's why %s",
job_id,
err.response["Error"]["Message"],
)

raise

- WNZE API B , 5528 (AWS SDK for Python (Boto3) API &) iy
DescribeFHIRImportJob,

(@ Note
GitHub EIRHEZ &6, SHTREH , I THMME AWS EX R HIHFEPRE
MEATT,
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SAP ABAP

EAR SAP ABAP NREEH

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
" iv_job_id = 'alb2c3d4e5f6g7h8i19j0k112m3n40o5p6"
oo_result = lo_hll->describefhirimportjob(
iv_datastoreid = iv_datastore_id
iv_jobid = iv_job_id
).
DATA(lo_import_job_properties) = oo_result->get_importjobproperties( ).
IF lo_import_job_properties IS BOUND.
DATA(1lv_job_status) = lo_import_job_properties->get_jobstatus( ).
MESSAGE |Import job status: { lv_job_status }.| TYPE 'I'.

ENDIF.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
DATA(1lv_error) = |Resource not found: { lo_notfound_ex->av_err_code }-

{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
lv_error = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
ENDTRY.

- WNEE API FEHIEA , 552 CERM AWS SAP ABAP #Y SDK APl &) H i
DescribeFHIRImportJob,

WE AWS SDK A EERMEXNBEH N TBIEE | 5520 B AWS SDK #H HealthLake, It
FTEHITEEEAFNERAMEN SDK BFEHAE~R
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ListFHIRDatastores ¥#H. AWS SDK = CLI f

THRN S G REWAEEA ListFHIRDatastores,
CLI
AWS CLI
Bl FHIR R EHE

T%llist-fhir-datastoresEiHIEERIMAER v , AREHAFEMMIEE AWS
HealthLake F Y E R FEH[EREEEE R,

aws healthlake list-fhir-datastores \
--filter DatastoreStatus=ACTIVE

B

"DatastorePropertiesList": [
{
"PreloadDataConfig": {
"PreloadDataType": "SYNTHEA"
},
"SseConfiguration": {
"KmsEncryptionConfig": {
"CmkType": "CUSTOMER_MANAGED_KMS_KEY™",
"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

}
},
"DatastoreName": "Demo",
"DatastoreArn": "arn:aws:healthlake:us-east-1:<AWS Account ID>:datastore/

<Data store ID>",
"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/
datastore/<Data store ID>/r4/",
"DatastoreStatus": "ACTIVE",
"DatastoreTypeVersion": "R&4",
"CreatedAt": 1603761064.881,
"Datastoreld": "<Data store ID>",
"IdentityProviderConfiguration": {
"AuthorizationStrategy": "AWS_AUTH",
"FineGrainedAuthorizationEnabled": false
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- W1 AP|I HHHEA |, :E2E (AWS CLI v $H2#£) fl ListFHIRDatastores,

Python

EAR Python #9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthlLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def list_fhir_datastores(self) -> list[dict[str, any]]:
Lists all HealthLake data stores.
:return: A list of data store descriptions.
try:
next_token = None

L]

datastores

# Loop through paginated results.
while True:
parameters = {}
if next_token is not None:
parameters["NextToken"] = next_token
response =
self.health_lake_client.list_fhir_datastores(**parameters)
datastores.extend(response["DatastorePropertieslList"])
if "NextToken" in response:

B 190


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/healthlake/list-fhir-datastores.html

AWS HealthLake HBEABER

next_token = response["NextToken"]
else:
break

return datastores
except ClientError as err:
logger.exception(
"Couldn't list data stores. Here's why %s", err.response["Error"]
["Message"]
)

raise

- WNZE API FHAER , 5528 (AWS SDK for Python (Boto3) APl &) iy
ListFHIRDatastores.

(® Note

GitHub L RMEZEHH, SHTEEH , I 7 FENAE AWS EXHEFHEFEPRE
M#1To

SAP ABAP

AR SAP ABAP MR EH

(® Note

GitHub bIRMEZ&H|, SHTEEHH , I 7HAAE AWS EXFEHI R FEFRE
METo

TRY.
oo_result = lo_hll->listfhirdatastores( ).
DATA(lt_datastores) = oo_result->get_datastorepropertieslist( ).
DATA(1lv_datastore_count) = lines( lt_datastores ).
MESSAGE |Found { lv_datastore_count } data store(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
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RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
ENDTRY.

- WIE API BT , F2E CGERAM AWS SAP ABAP #J SDK APl 2&#) dify
ListFHIRDatastores,.

WNEE AWS SDK A A EEmMENIBEFINTEEE | F20 Bl AWS SDK #/ HealthLake, It
FTEHIEEEAFNWERAMERN SDK FFMAEHR.

ListFHIRExportJobs ## AWS SDK = CLI £/
Ty R BEF REIMFER ListFHIRExportJobs,
CLI
AWS CLI
FIHFTE FHIR B HER

T35 list-fhir-export-jobs &4l &5404r 5 F an 5 A Am #R B2 0k = A6 BA B AY B 27575
B,

aws healthlake list-fhir-expoxrt-jobs \
--datastore-id (Data store ID) \
--submitted-before (DATE like 2024-10-13T19:00:00Z)\
--submitted-after (DATE like 2020-10-13T19:00:00Z )\
--job-name "FHIR-EXPORT" \
--job-status SUBMITTED \
--max-results (Integer between 1 and 500)

B

"ExportJobPropertiesList": [
{
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"ExportJobProperties": {
"OutputDataConfig": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"S3Configuration": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"KmsKeyId": "(KmsKey Id)"

}
.
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role
Name)",
"JobStatus": "COMPLETED",
"JobId": "cl45fbb27b192af392f8ce6e7838e34f",
"JobName": "FHIR-EXPORT",
"SubmitTime": "2024-11-20T11:31:46.672000-05:00",
"EndTime": "2024-11-20T11:34:01.636000-05:00",
"DatastorelId": "(Data store ID)"
}
}
]
}

- WNZE API B , 528 (AWS CLI s 522E) HH ListFHIRExportJobs,

Python

B AR Python #9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def list_fhir_export_jobs(
self,

e
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datastore_id: str,
job_name: str = None,
job_status: str = None,
submitted_before: datetime = None,
submitted_after: datetime = None,
) -> list[dict[str, any]l]:
Lists HealthLake export jobs satisfying the conditions.
:param datastore_id: The data store ID.
:param job_name: The export job name.
:param job_status: The export job status.

:param submitted_before: The export job submitted before the specified

date.

:param submitted_after: The export job submitted after the specified

date.
:return: A list of export jobs.
try:
parameters = {"Datastoreld": datastore_id}
if job_name is not None:
parameters["JobName"] = job_name
if job_status is not None:
parameters["JobStatus"] = job_status
if submitted_before is not None:
parameters["SubmittedBefore"] = submitted_before
if submitted_after is not None:
parameters["SubmittedAfter"] = submitted_after
next_token = None
jobs = []
# Loop through paginated results.
while True:
if next_token is not None:
parameters["NextToken"] = next_token
response =
self.health_lake_client.list_fhir_export_jobs(**parameters)
jobs.extend(response["ExportJobPropertiesList"])
if "NextToken" in response:
next_token = response["NextToken"]
else:
break
return jobs
except ClientError as err:
logger.exception(
"Couldn't list export jobs. Here's why %s",

e
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err.response["Error"]["Message"],

)

raise

- INZE API B , 5528 (AWS SDK for Python (Boto3) API &) iy
ListFHIRExportJobs,

(@ Note
GitHub EIRHEZ 6, SHTREH , I THMMAE AWS EX B IR FEPRE
MEATT,
SAP ABAP

HEAR SAP ABAP WEREH

@ Note
GitHub FIREEZ &, SKTREH , I 7HMAE AWS ZX IR #FEFRE
MEATT,
TRY.

" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n4o5p6"
IF iv_submitted_after IS NOT INITIAL.
oo_result = lo_hll->listfhirexportjobs(
iv_datastoreid = iv_datastore_id
iv_submittedafter = iv_submitted_after
).
ELSE.
oo_result = lo_hll->1listfhirexportjobs(
iv_datastoreid = iv_datastore_id
).
ENDIF.
DATA(1lt_export_jobs) = oo_result->get_exportjobpropertieslist( ).
DATA(lv_job_count) = lines( lt_export_jobs ).
MESSAGE |Found { 1lv_job_count } export job(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).

e
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DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

- WFE API FHE , F2H (ERAMR AWS SAP ABAP #J SDK API &) 1
ListFHIREXxportJobs.

WFE AWS SDK A EEENEARHANTREE , F2H EE AWS SDK A HealthLake, 1Lt
FTHEUESHEEAFNEFANER SDK WEFHEER,

ListFHIRImportJobs #& AWS SDK = CLI £
THRXBEFREBUMAFER ListFHIRImportJobs,
CLI
AWS CLI
HIHFTE FHIR EAEH

T%| list-fhir-import-jobs &I REMMAIFEA M SRR EIRFMHEBNMEEATE
HEE,

aws healthlake list-fhir-impoxt-jobs \
--datastore-id (Data store ID) \
--submitted-before (DATE like 2024-10-13T19:00:00Z) \
--submitted-after (DATE like 2020-10-13T19:00:00Z ) \
--job-name "FHIR-IMPORT" \
--job-status SUBMITTED \
-max-results (Integer between 1 and 500)

B
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"ImportJobPropertiesList": [
{
"JobId": "c@fddbf76f238297632d4aebdbfc9ddf",
"JobStatus": "COMPLETED",
"SubmitTime": "2024-11-20T10:08:46.813000-05:00",
"EndTime": "2024-11-20T10:10:09.093000-05:00",
"DatastoreId": "(Data store ID)",
"InputDataConfig": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/"
I
"JobOutputDataConfig": {
"S3Configuration": {
"S3Uri": "s3://(Bucket Name)/
import/6407b9ae4c2def3cb6flas6a@c599ec@-FHIR_IMPORT-
c0fddbf76f238297632d4aebdbfcoddf/",

"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:key/b7f645cb-

e564-4981-8672-9e012d1ff1la0"

}

},

"JobProgressReport": {
"TotalNumberOfScannedFiles": 1,
"TotalSizeOfScannedFilesInMB": 0.001798,
"TotalNumberOfImportedFiles": 1,
"TotalNumberOfResourcesScanned": 1,
"TotalNumberOfResourcesImported": 1,
"TotalNumberOfResourcesWithCustomerError": 0,
"TotalNumberOfFilesReadWithCustomerErroxr": 0,
"Throughput": 0.0

I
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)"
}
]
}
« WE API FHMAEN , 52 (AWS CLI @55 2#£) $H ListFHIRImportJobs,
Python
EAR Python B SDK (Boto3)
@classmethod
def from_client(cls) -> "HealthLakeWrapper":
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Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def list_fhir_import_jobs(
self,
datastore_id: str,
job_name: str = None,
job_status: str = None,
submitted_before: datetime = None,
submitted_after: datetime = None,
) -> list[dict[str, any]l]:
Lists HealthLake import jobs satisfying the conditions.
:param datastore_id: The data store ID.
:param job_name: The import job name.
:param job_status: The import job status.
:param submitted_before: The import job submitted before the specified
date.
:param submitted_after: The import job submitted after the specified
date.
:return: A list of import jobs.
try:
parameters = {"Datastoreld": datastore_id}
if job_name is not None:
parameters["JobName"] = job_name
if job_status is not None:
parameters["JobStatus"] = job_status
if submitted_before is not None:
parameters["SubmittedBefore"] = submitted_before
if submitted_after is not None:
parameters["SubmittedAfter"] = submitted_after
next_token = None
jobs = []
# Loop through paginated results.
while True:
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if next_token is not None:
parameters["NextToken"] = next_token
response =
self.health_lake_client.list_fhir_import_jobs(**parameters)
jobs.extend(response["ImportJobPropertieslList"])
if "NextToken" in response:
next_token = response["NextToken"]
else:
break
return jobs
except ClientError as err:
logger.exception(
"Couldn't list import jobs. Here's why %s",
err.response["Error"]["Message"],
)

raise

- WNZE API FHER , 5528 (AWS SDK for Python (Boto3) APl &) iy
ListFHIRImportJobs,

(® Note

GitHub LR EZ&i6|, SHTREH , X 7 HEMMAE AWS BERXIEHIFHFEDRE
M#1To

SAP ABAP

B SAP ABAP MR & EH

(® Note

GitHub bR EZ &6, SHTEEHH , I 7HAAE AWS EXFEHI R FEFRE
METo

TRY.
" iv_datastore_id = 'alb2c3d4e5f6g7h8i9j0k112m3n405p6"
IF iv_submitted_after IS NOT INITIAL.
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oo_result = lo_hll->listfhirimportjobs(
iv_datastoreid = iv_datastore_id
iv_submittedafter = iv_submitted_after
).
ELSE.
oo_result = lo_hll->1listfhirimportjobs(
iv_datastoreid = iv_datastore_id
).
ENDIF.
DATA(1t_import_jobs) = oo_result->get_importjobpropertieslist( ).
DATA(1lv_job_count) = lines( lt_import_jobs ).
MESSAGE |Found { 1lv_job_count } import job(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |[Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

« WE AP| FHHEF , F2E (EAM AWS SAP ABAP #J SDK APl &&) iy
ListFHIRImportJobs,

WE AWS SDK A EERMEXN BN TEBIEE | 5520 B AWS SDK #H HealthLake, It
FTEHLIEEEAFPNEANMERN SDK BFFEMAER.

ListTagsForResource ¥% AWS SDK = CLI £

Ty R BEF I REBUMFER ListTagsForResource,
CLI
AWS CLI
Bl B KT R B B R
T3l list-tags-for-resource &5l 15 E & ¥ 17 1k (B 40 B AV A28
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aws healthlake list-tags-for-resouxce \
--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/0725c83f4307f263el16fd56b6d8ebdbe"

B
{
"tags": {
"key": "value",
"keyl": "valuel"
}
}

- WE API SEA , 528 (AWS CLI & 52#£) il ListTagsForResource,

Python

EAR Python B SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":

Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")
return cls(health_lake_client)

def list_tags_for_resource(self, resource_arn: str) -> dict[str, str]:
Lists the tags for a HealthLake resource.
:param resource_arn: The resource ARN.
:return: The tags for the resource.
try:
response = self.health_lake_client.list_tags_for_resource(
ResourceARN=resource_arn
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)
return response["Tags"]
except ClientError as err:
logger.exception(
"Couldn't list tags for resource %s. Here's why %s",

resource_arn,
err.response["Error"]["Message"],

)

raise

- WNZE API B , 5528 (AWS SDK for Python (Boto3) API &) iy
ListTagsForResource.

(@ Note
GitHub EIRHEZ 6, SHTREH , I THMME AWS EX B HIHFEPRE
MEATT,
SAP ABAP

HEAR SAP ABAP WEREH

@ Note
GitHub FIRHEZ &, SKTREH , I 7 HMAE AWS ZXIFE I FERRE
MEATT,
TRY.

" jv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/alb2c3d4e5f6g7h819j0k112m3n405p6"
DATA(lo_result) = lo_hll->listtagsforresource(
iv_resourcearn = iv_resource_arn
).
ot_tags = lo_result->get_tags( ).
DATA(lv_tag_count) = lines( ot_tags ).
MESSAGE |Found { 1lv_tag_count } tag(s).| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
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DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

- WIE API SHHAEF , F2E CERM AWS SAP ABAP B SDK APl 2#) dify
ListTagsForResource,

W% AWS SDK B A EREEMENBE N TEEE | 5520 £ AWS SDK #H HealthLake, It
FTEHITEEEAFNWERAMERN SDK FFMAER.

StartFHIRExportJob & AWS SDK = CLI £
THRXHE G REAEA StartFHIRExportJob,
CLI
AWS CLI
(&) FHIR [E HE#

T%lstart-fhir-export-job#ifIF R A A AWS HealthLake B(E) FHIR (& HE#,

aws healthlake start-fhir-export-job \

--output-data-config '{"S3Configuration": {"S3Uri'":"s3://(Bucket Name)/
(Prefix Name)/","KmsKeyId":"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56¢c-4216-a250-f4c43ef46e83"}}' \

--datastore-id (Data store ID) \

--data-access-role-arn arn:aws:iam: :(AWS Account ID):role/(Role Name)

"Datastoreld": "(Data store ID)",
"JobStatus": "SUBMITTED",
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"JobId": "9b9a51943afaedd0a8c@c26c49135a31"

- 1% API F#HIEF , 528 (AWS CLI s 522&) F# StartFHIRExportJob,

Python

B AR Python #9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")

return cls(health_lake_client)

def start_fhir_export_job(
self,
job_name: str,
datastore_id: str,
output_s3_uri: str,
kms_key_id: str,
data_access_role_arn: str,
) -> dict[str, str]:
Starts a HealthLake export job.
:param job_name: The export job name.
:param datastore_id: The data store ID.
:param output_s3_uri: The output S3 URI.
:param kms_key_id: The KMS key ID associated with the output S3 bucket.
:param data_access_role_arn: The data access role ARN.
:return: The export job.
try:
response = self.health_lake_client.start_fhir_export_job(
OutputDataConfig={
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"S3Configuration": {"S3Uri": output_s3_uri, "KmsKeyId":
kms_key_id}
},
DataAccessRoleArn=data_access_role_azrn,
Datastoreld=datastore_id,
JobName=job_name,

return response
except ClientError as err:
logger.exception(
"Couldn't start export job. Here's why %s",
err.response["Error"]["Message"],

)

raise

- WZE API FHER , 528 (AWS SDK for Python (Boto3) APl &) iy
StartFHIRExportJob,

(@ Note
GitHub FRRMHE 2 &, SHTEEH , X 7 HRMAE AWS BB R FEFRE
AT,

SAP ABAP

EAR SAP ABAP MR & EH

(@ Note
GitHub LR EZ &, SHTEEH , X 7 HRMMAE AWS BB R FEFRE
AT,

TRY.
" iv_job_name = 'MyExportJob'
" iv_output_s3_uri = 's3://my-bucket/export/output/’
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" iv_kms_key_id = 'arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012"'

" jv_data_access_role_arn = 'arn:aws:iam::123456789012:role/
HealthLakeExportRole'

oo_result = lo_hll->startfhirexportjob(
iv_jobname = iv_job_name
io_outputdataconfig = NEW /awsl/cl_hlloutputdataconfig(
io_s3configuration = NEW /awsl/cl_hlls3configuration(
iv_s3uri = iv_output_s3_uri
iv_kmskeyid = iv_kms_key_id

)
iv_dataaccessrolearn = iv_data_access_role_arn
iv_datastoreid = iv_datastore_id
).
DATA(1lv_job_id) = oo_result->get_jobid( ).
MESSAGE |Export job started with ID { 1lv_job_id }.| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
lv_error = |Access denied: { lo_access_ex->av_err_code }-{ lo_access_ex-
>av_err_msqg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_access_ex.
ENDTRY.

- WIE API BT , 2 E CGERAM AWS SAP ABAP B SDK APl 2#) dify
StartFHIRExportJob,

WE AWS SDK A EIEmMEN BN TRBIEE | F2E B AWS SDK #/ HealthLake, It
FTEHIEEEAFPNWERAMERN SDK FFMAER.
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StartFHIRImportJob #&& AWS SDK = CLI £

THRA &G REBuAEA StartFHIRImportJob,

CLI
AWS CLI
8 FHIR [EA{ETE
T%lstart-fhir-import-job#iflR& 1A A AWS HealthLake BiE) FHIR EBEAE#,
aws healthlake start-fhir-import-job \
--input-data-config S3Uri="s3://(Bucket Name)/(Prefix Name)/" \
--job-output-data-config '{"S3Configuration": {"S3Uri":"s3://(Bucket Name)/
(Prefix Name)/","KmsKeyId":"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56¢c-4216-a250-f4c43ef46e83"}}' \
--datastore-id (Data store ID) \
--data-access-role-arn "arn:aws:iam::(AWS Account ID):role/(Role Name)"
B
{
"DatastoreId": "(Data store ID)",
"JobStatus": "SUBMITTED",
"JobId": "cl45fbb27b192af392f8ce6e7838e34f"
}
- N API B , 5528 (AWS CLI &8 522E) H# StartFHIRImportJob,
Python

EAR Python #9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":

Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.
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health_lake_client = boto3.client("healthlake™")
return cls(health_lake_client)

def start_fhir_import_job(
self,
job_name: str,
datastore_id: str,
input_s3_uri: str,
job_output_s3_uri: str,
kms_key_id: str,
data_access_role_arn: str,
) -> dict[str, str]:
Starts a HealthLake import job.
:param job_name: The import job name.
:param datastore_id: The data store ID.
:param input_s3_uri: The input S3 URI.
:param job_output_s3_uri: The job output S3 URI.
:param kms_key_id: The KMS key ID associated with the output S3 bucket.
:param data_access_role_arn: The data access role ARN.
:return: The import job.
try:
response = self.health_lake_client.start_fhir_import_job(
JobName=job_name,
InputDataConfig={"S3Uri": input_s3_uri},
JobOutputDataConfig={
"S3Configuration": {
"S3Uri": job_output_s3_uri,
"KmsKeyId": kms_key_id,

1,
DataAccessRoleArn=data_access_role_arn,
DatastoreIld=datastore_id,

)

return response

except ClientError as err:

logger.exception(
"Couldn't start import job. Here's why %s",
err.response["Error"]["Message"],

)

raise
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- WNZE API FHER , 5528 (AWS SDK for Python (Boto3) APl &) iy
StartFHIRImportJob,

(® Note

GitHub LR EZ&i6|, SHTREH , X 7HEMMAE AWS BEXIEFIFHFEDRE
M#1To

SAP ABAP

AR SAP ABAP MR & EH

(® Note

GitHub bR EZ&H|, SHTEEHH , I 7HAAE AWS EXFEHI R FEFRE
METo

TRY.
" iv_job_name = 'MyImportJob'
iv_input_s3_uri = 's3://my-bucket/import/data.ndjson’
" iv_job_output_s3_uri = 's3://my-bucket/import/output/’
iv_kms_key_id = 'arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012"'
" jv_data_access_role_arn = 'arn:aws:iam::123456789012:role/
HealthLakeImportRole'
oo_result = lo_hll->startfhirimportjob(
iv_jobname = iv_job_name
io_inputdataconfig = NEW /awsl/cl_hllinputdataconfig( iv_s3uri =
iv_input_s3_uri )
io_joboutputdataconfig = NEW /awsl/cl_hlloutputdataconfig(
io_s3configuration = NEW /awsl/cl_hlls3configuration(
iv_s3uri = iv_job_output_s3_uri
iv_kmskeyid = iv_kms_key_id
)
)

iv_dataaccessrolearn = iv_data_access_role_arn

e
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iv_datastoreid = iv_datastore_id
).
DATA(1lv_job_id) = oo_result->get_jobid( ).
MESSAGE |Import job started with ID { 1lv_job_id }.| TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllthrottlingex INTO DATA(lo_throttling_ex).
lv_error = |Throttling error: { lo_throttling_ex->av_err_code }-
{ lo_throttling_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_throttling_ex.
CATCH /awsl/cx_hllaccessdeniedex INTO DATA(lo_access_ex).
lv_error = |Access denied: { lo_access_ex->av_err_code }-{ lo_access_ex-
>av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_access_ex.
ENDTRY.

- WZE AP| SEMEA , 5528 (EHAMN AWS SAP ABAP #J SDK APl &) Fiy
StartFHIRImportJob,

WFHE AWS SDK A EEMNEARHRANTREE , F2H EE AWS SDK A HealthLake, 1Lt
THEUESHEBEAMNEFAMER SDK WEFHEER,

\

TagResource #&# AWS SDK = CLI £
THRX &G RE A EA TagResource,
CLI
AWS CLI
BEEHBEERFHRE
BUF tag-resource SfIREBUAKERFTEEERFHE,

aws healthlake tag-resource \
--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/0725c83f43071f263e16fd56b6d8ebdbe" \
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--tags '[{"Key": "keyl", "Value'": '"valuel'}]'

T rEEE@EL,

- W API FHEF , F2H (AWS CLI 8 H8#&) F# TagResource,

Python

EA R Python B9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":
Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")
return cls(health_lake_client)

def tag_resource(self, resource_arn: str, tags: list[dict[str, str]]) ->

None:
Tags a HealthlLake resource.
:param resource_arn: The resource ARN.
:param tags: The tags to add to the resource.
try:
self.health_lake_client.tag_resource(ResourceARN=resource_arn,
Tags=tags)

except ClientError as err:
logger.exception(
"Couldn't tag resource %s. Here's why %s",
resource_arn,
err.response["Error"]["Message"],

)

raise
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- W API FHHEF , 5528 (AWS SDK for Python (Boto3) APl $%) H#) TagResource,

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7 FENMAE AWS EXHE I FFEPRE
METo

SAP ABAP

EAMN SAP ABAP NERREH

@ Note
GitHub LIRHEZ &, SRTREH , I 7 HMME AWS ZXIFE I #FEFFRE
MEATT,
TRY.

" iv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/
fhir/alb2c3d4e5f6g7h8i9j0k112m3n405p6"’
lo_hll->tagresource(
iv_resourcearn = iv_resource_arn
it_tags = it_tags
).
MESSAGE 'Resource tagged successfully.' TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

- W% AP| SHHIEF , 528 (EAR AWS SAP ABAP #J SDK APl &) fif
TagResource,
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WFE AWS SDK A EEENEARHANTREE , F2H EE AWS SDK A HealthLake, It
THEUESHEEAFNEFAMNER SDK WEFHEER,

UntagResource #&#it AWS SDK & CLI /4
THEXEEFIREB A EA UntagResource,

CLI
AWS CLI
T3l untag-resource EHREMARERFHEBRER.

aws healthlake untag-resource \

--resource-arn "arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/
b91723d65c6fdebld26543a49d2ed1fa” \

--tag-keys '["keyl"]'
T rgEERE.

- W1 AP| BB , 5528 (AWS CLI s 52#) F# UntagResource,

Python

EAR Python #9 SDK (Boto3)

@classmethod
def from_client(cls) -> "HealthLakeWrapper":

Creates a HealthLakeWrapper instance with a default AWS HealthLake
client.

:return: An instance of HealthLakeWrapper initialized with the default
HealthLake client.

health_lake_client = boto3.client("healthlake")
return cls(health_lake_client)

def untag_resource(self, resource_arn: str, tag_keys: list[str]) -> None:
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Untags a HealthlLake resource.
:param resource_arn: The resource ARN.
:param tag_keys: The tag keys to remove from the resource.
try:
self.health_lake_client.untag_resource(
ResourceARN=resource_arn, TagKeys=tag_keys
)
except ClientError as err:
logger.exception(
"Couldn't untag resource %s. Here's why %s",
resource_arn,
err.response["Error"]["Message"],
)

raise

- WNZE API FHER , 5528 (AWS SDK for Python (Boto3) APl &) iy
UntagResource,

(® Note
GitHub LR EZ &6, SREREH , I T HAAE AWS B IFEFIH#FEPRE
MHATo

SAP ABAP

B SAP ABAP MR & EH

(® Note
GitHub IR EZ &6, SHTEEH , I 7HRUNAE AWS EXNHEHHIREFZEPRE
M#1T-
TRY.
" iv_resource_arn = 'arn:aws:healthlake:us-east-1:123456789012:datastore/

fhir/alb2c3d4e5f697h8i9j0k112m3n405p6"’
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lo_hll->untagresource(
iv_resourcearn = iv_resource_arn
it_tagkeys = it_tag_keys
).
MESSAGE 'Resource untagged successfully.' TYPE 'I'.
CATCH /awsl/cx_hllvalidationex INTO DATA(lo_validation_ex).
DATA(1lv_error) = |Validation error: { lo_validation_ex->av_err_code }-
{ lo_validation_ex->av_err_msg }]|.
MESSAGE lv_error TYPE 'I'.
RAISE EXCEPTION lo_validation_ex.
CATCH /awsl/cx_hllresourcenotfoundex INTO DATA(lo_notfound_ex).
lv_error = |Resource not found: { lo_notfound_ex->av_err_code }-
{ lo_notfound_ex->av_err_msg }|.
MESSAGE 1lv_error TYPE 'I'.
RAISE EXCEPTION lo_notfound_ex.
ENDTRY.

« WIE AP| FHHEF , F2E (EAMN AWS SAP ABAP #J SDK APl &) iy
UntagResource,

WE AWS SDK FZ A EERMEXN BN TRIEE | FF2E B AWS SDK #H HealthLake, It
FTEHLIEEEAMPNEAMNMERN SDK BFFHAER.
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B4 AWS HealthLake

T% AWS RIS EEZE &S AWS HealthLake , U ABRESHNBEARAESEE. SQL EHNELHAE

« Amazon Comprehend Medical 2 —ERF4& HIPAA ERHW B AZESEERI (NLP) , ﬁﬁﬁ%%ﬁﬁﬁ’
BN ER HealthLake P IEF B EEXFHREERNEEREER ., NEFHEA , F2E
Amazon Comprehend Medical Bi3 A B35,

- Amazon Athena 2 —BEBXEHRY , AIHREFEAEE SQL E#ETE Amazon Simple Storage
Service (Amazon S3) A FETHE 9 #T HealthLake E¥l, MFEFMER , 5528 Amazon Athena
BABIEE.

F&E
» HealthLake WE S EAEEEE (NLP)
 {#£/ Amazon Athena & HealthLake & ¥}

HealthLake WE S BAE S EE (NLP)

AWS HealthLake 2B AN BERES EE (NLP) BXE , ARSI, SRBIMMEFHRE FHIR
DocumentReference ERBE AR IEZEBILER,

® Important (2 E)

EAR HealthLake WE S NLP X AEIM. EESHBRR , FEA RIXEBERHFIAWS
Support Center Console, EEEVZNRS , FEALZN AWS IRF |, AR BEZFEIRH,

HealthLake 24 NLP #iE/EHR X2 Amazon Comprehend Medical DetectEntities-V2,
InferICD10-CMA InferRxNorm API BifE., EMEEERMINADocumentReference&ERAVEE
., & Amazon Comprehend Medical AP| E1{E{5 I SIGN, SYMPTOMFI/= EY4SFEDIAGNOSISHE |
THEEE FHIR Linkage EiR. ## Condition#l Observation ERZHELL SIGN,
SYMPTOMER 4$ MBI E R , DIAGNOSISI F A Linkage BEIRIER B 2R X #.
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® Note
SR HealthLake B4 NLP E4RK FHIR ERXEGETFHER |, 1B FHIR API searchIhgERIF
YE, EEE—F 7T HBNMAER HealthLake B2 Athena FWESRIES NLP ZEH1EE , F2H
SQL E5|FM&EH,

AR

« HealthLake &= NLP X E

- 5 FHIR REST APl B

- HealthLake &3 NLP S22 ¥
- HealthLake E& NLP #I5ER

HealthLake & NLP 2= &

HealthLake €/ Amazon Comprehend Medical F2 =\ E# BiDocumentReferenceEREE K F|
&R, Amazon Comprehend Medical API #4E DetectEntities-V2, InferICD10-CMF &#
BEREBERInferRxNormBEAI B, SEREDBRAETENEER.

A BEXE
Amazon Comprehend Medical AP| 2 ERSEAIR X FHEEEE,

+ DetectEntities-V2 : REZEEEREENERKRXYE , YEEESEER , fINEEER, MEMTE
E 758,

* InferlICD10-CM : iR BTN EFRIENAEE K TiSELERERZE CDC ERBERKETH
L (WHO) R ICD-10-CM A58 EE 2 AL B =38 B 7F o

« InferRxNorm : &Y ERNABELHPIHNER  WEHEEEZEEREZEZE RxNorm ERE
RV ZEE(LBL S B A,

1@ API BEXZEMSHEAS SIGN, SYMPTOMH DIAGNOSIS., MRERIZI4ESE , AIEiSEFIEAS
HealthLake ERIEHREFR TR ERN FHIR AR,
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iR T ARV IE

« DocumentReference : Amazon Comprehend Medical API R {EMEREHIEB A
DocumentReference EREH hHK FlextensionWEENXHH . EHEHETNER, ARER
o, BRLUREBEMY , ERERPEEEMURL,

* http://healthlake.amazonaws.com/system-generated-resources/
- EL R H HealthLake B S #THEE WEREE,
 http://healthlake.amazonaws.com/aws-cm/
* % Amazon Comprehend Medical API #/ERY R 158 L #7318 £ HealthLake ERFRENLE,

* Linkage : WERBEEEHNRESH NLP MHAEHET, BE LHGETHERELinkagefBEELR
ERNFE, EE# A HealthLake Linkage 2B EHIE |, BSHHEMW "tag": [{"display":
"SYSTEM_GENERATED"}]#8/{E¥, B EH— 7 ## Linkage B FHIR ##& , 5528 FHIR R4 XX

fFLinkage®# .
« Amazon Comprehend Medical B{EFFELER FHIR EiRER

« Observation : @& Amazon Comprehend Medical AP| EIfERV#E R |, DetectEntities-V2LL
R4EEA SIGNS, InferICD10-CMEFHI#E RSYMPTOM,

« Condition : @& Amazon Comprehend Medical AP EIfERI#ER |, DetectEntities-V2E R
HEA InferICD10-CMEFMYAERDIAGNOSIS,

- MedicationStatement : @& H Amazon Comprehend Medical API EifE f#E
RInferRxNorm,

£ FHIR REST API B &)

RIETERR , Amazon Comprehend Medical API R EERHGETERFFEERERNZNESH, BEE
EESNLP BENER , B4 EATS FHR ERERIEECHIDW .

* Linkage

* Observation

 Condition

* MedicationStatement

£#6E IDEH2E Amazon Comprehend Medical API @44 RIGETFE R |, Al fE
FDocumentReference&REE I MY HealthLake S NLP BE#E R,
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HealthLake &3 NLP HiE S 2%

T &% HealthLake S NLP W AJ#E S B4,

HealthLake NLP V¥ 28 &

BEESH

detectEntities-entity-category

detectEntities-entity-text

detectEntities-entity-type

detectEntities-entity-score

infer-icd10cm-entity-text

infer-icd10cm-entity-score

infer-icd10cm-entity-concept-code

infer-icd10cm-entity-concept-description

infer-icd10cm-entity-concept-score

infer-rxnorm-entity-score

infer-rxnorm-entity-text

Sk WHERFIER

DetectEntities FHE AR A B E ALK CM AWS iE
fRiE4E

DetectEntities FHE R B X FM KR CM AWS i
A 4E

CM ZE{H1E 485 DetectEntities AWS FIEF Ry EEE
Rl

CM ZEH#E4H A DetectEntities AWS FHE Y EEE
P E

CM E{HR1E4H InferlCD10CM AWS FIEHRPHNEE L

=

%

CM ZE{##E 4R InferlCD10CM AWS FIEE AP EE S
B

CM ZE{##E 4 InferlCD10CM AWS FZE{B R 2 B2 4
A

CM ZE{H1E 4R InferlICD10CM FIEM Y AWS B EE#L

CM ZEH#E4H InferlCD10CM AWS FIEHR P S BB #

CM ZE®HIEHA InferRxNorm AWS FIEH R EE 9
B

CM ZE{H#E48 InferRxNorm AWS FIiEHBPHNER T F

Wi
Jhu
W
s
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FMBABER

BEESH

infer-rxnorm-entity-concept-code

infer-rxnorm-entity-concept-description

infer-rxnorm-entity-concept-score

Sk WHERFIER

InferRxNorm FIE{#EARH BB SEXBNLN CM
AWS ZE{#1E4E

CM HE{R1E4H InferRxNorm FIEfRF ) AWS SRS
iR

CM ZE{##E 4 InferRxNorm AWS FIEH P EEMES
P

HealthLake 124358 S | LAAFS EntityTextM EntityCategory BRIEREEMELE. TRR

Bl HealthLake XENIFH®RIESSE,
EEZ2H

BEEBH

detectEntities-entity-text-category

detectEntities-entity-type-score

detectEntities-entity-text-score

detectEntities-entity-text-type

detectEntities-entity-category-score

infer-icd10cm-entity-text-concept-code

BEEMERFIER

WMRE DetectEntities FEBFELE—EHFE
entityText 1 entityCategory FIE &,

WMRE DetectEntities FEBFELE—EHFE
entityType # entityScore HEEE,

R E DetectEntities FEMPEDLE—ERE
entityText # entityScore K E .

IR DetectEntities FIEBEHELEH—RBFE
entityText 1 entityType FIE B,

MRELE—AEREFFE entityCategory
entityScore,

WK InferiCD10CM FEMHPEDLE —ERE
entityText WER , BEXEREDEF —ARSHENS
# conceptCodes

Wi
Jhu
W
s
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BEESH BEEMERFIER

infer-icd10cm-entity-text-concept-score IR InferICD10CM FEMBHRELF—BRE
entityText WEHR K BEXEREVE—EBRFEIEN
conceptScore,

infer-icd10cm-entity-concept-description- ~ #12R InferICD10CM FIEBRFHNEEBHELH —EH
concept-score SRFEBLEEIRF conceptScore,

infer-rxnorm-entity-text-concept-code MR InferRxNorm FIEBHEDH —ERFS entityTex
tHNER , BXERELVF —EAFESRRENEBN
conceptCode,

infer-rxnorm-entity-text-concept-score MR InferRxNorm FIEBHEDH —ERFS entityTex
tHNER L BXEBELE—HER/FS2EM conceptSc
oreo

&l

infer-rxnorm-entity-concept-description- IR InferRxNorm FIEMBHRHNEBHEDE —ES
concept-score HFE B 2R F conceptScore,

HealthLake 4 NLP & #I5E3K

&5 1 : #EELZE HealthLake ERIZFHERPatientic %k
UTERUEEEREE ABMPatienttBBAEBWERKIETE S,

® AHEHX
THEHPHNNFZRERRNE , TR RENRREF (PHI),

1991-08-31

# Chief Complaint

- Headache

- Sinus Pain

- Nasal Congestion

- Sore Throat

- Pain with Bright Lights
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- Nasal Discharge
- Cough

# History of Present Illness
Jerénimo599 is a 4 month-old non-hispanic white male.

# Social History
Patient has never smoked.

Patient comes from a middle socioeconomic background.
Patient currently has Aetna.

# Allergies
No Known Allergies.

# Medications
No Active Medications.

# Assessment and Plan

Patient is presenting with bee venom (substance), mold (organism), house dust

mite (organism), animal dander (substance), grass pollen (substance), tree pollen
(substance), lisinopril, sulfamethoxazole / trimethoprim, fish (substance).

## Plan

The patient was prescribed the following medications:
- astemizole 10 mg oral tablet

- nda020800 ©.3 ml epinephrine 1 mg/ml auto-injector
The patient was placed on a careplan:

- self-care interventions (procedure)

REEMR | ILEATE DocumentReference ERH LA baseb4 KX imiG. EAXRHFHEEE
HealthLake B Amazon Comprehend Medical API i EZ R , BEEERR , Bl
ftDocumentReferenceEREEWGETE KRR,

GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference

& Amazon Comprehend Medical API BR{ERZIEF , FEEextensionERETYEEHN ASRELE
E¥ "url": "http://healthlake.amazonaws.com/aws-cm/"
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"url": "http://healthlake.amazonaws.com/aws-cm/status/",
"valueString": "SUCCESS"
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/message/",
"valueString": "The AWS HealthLake integrated medical NLP operation was successful."

}

THRSIBERBETRNABIBERER | 8K HealthLake B R1ZHIE 3R & REEAY BB B0 8%,
DocumentReference

EEBEFE —DocumentReferenceERBHWER |, FHIRH GETHEK , HPEHEESE
BEid®y .

GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference/0e938f03-da7f-4178-acd8-
eea9586c¢c46ed

RIhEF , B E 200 HTTP EIERBM T5 JSONEE (ATERER , B8E ).

AT 2 http://healthlake.amazonaws.com/system-generated-resources/# %, &
A LLE FLinkage/e366d29f-2c22-4c19-866e-09603937935a B HIBHM . LA LLEE
HealthLake E#&H# B EEFENIB T4 E Condition ObservationMERERWMNLE.,

EREEELERBENEUNK  FREMERSIER.

"extension": [
{
"url": "http://healthlake.amazonaws.com/linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
},
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "Observation/c6e@a3ff-7al7-4d8b-bfd0-d02d7da®@9@c5"
}
},
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{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "Condition/0854elf3-894d-448e-a8d9-3af5b9902baf"
}
}
1,
"url": "http://healthlake.amazonaws.com/system-generated-resources/"

}

Linkage
EFEEFE —LinkageEREENFER |, B2 GETaEKR , HARMHEBIEERIDA .

GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/Linkage/e366d29f-2c22-4c19-866e-09603937935a

BB | BEWE 200 HTTP EIEAH , SAR T5IZETHRY JSON EFE,

EETE itemtE, H , R5|H#/{EE "type": "source"BigHAREHK B4
EDocumentReferencelE B , ConditionifObservations3IfER5|"type":
"alternate"#/ME¥ T,

BHEET metatBMYEHEREY "tag”: [{"display": "SYSTEM_GENERATED"}] , &
NELEE R A HealthLake #17,

"resourceType": "Linkage",
"id": "e366d29f-2c22-4c19-866e-09603937935a",
"active": true,
"item":
[
{
"type": "alternate",
"resource": {
"reference": "Observation/c6e@a3ff-7al7-4d8b-bfd0-d02d7da®@90c5",
"type": "Observation"
}
.
{
"type": "alternate",
"resource": {
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"reference": "Condition/9d5clef6-f822-4faf-b55f-7c70f2a4aa8d",
"type": "Condition"
}
1,
{
"type": "source",
"resource": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed",
"type": "DocumentReference"
}
}
1,
"meta": {
"lastUpdated": "2022-10-21T19:38:31.327Z",
"tag": [{
"display": "SYSTEM_GENERATED"
1]
}
}

Resource type: Observation
EELEFE —ObservationERERMNER , F1RE GETHER , HHPRMSEEIRIDY .

GET https://https://healthlake.region.amazonaws.com/
datastore/datastoreld/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/
Observation/e366d29f-2c22-4c19-866e-09603937935a

Amazon Comprehend Medical APl #EMNEREEHATIITE : code, metaFl
modifierExtension,

code

F|A M ;wFCodeableConcept,. EEH—FL TH , 52 FHIR R4 X CodeableConcept
M o

HealthLake S0 T 5 = E&EH.

- "system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/" : H&
URL 2145 E# Amazon Comprehend Medical API ##4E, FEERT , InferlCD10CM,

« "code": "A52.06" : Hh A52.062 ICD-10-CM 2R , AR EMREIE &It/ F B A E &
BB,
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« "display": "Other syphilitic heart involvement" : HEH "Other syphilitic
heart involvement"@ E£ETXH ICD-10-CM BEXBEHRER,

T &EEHY JSON EEETE codet®&,

"code": {
"coding":
[
{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icdl10/",
"code": "A52.06",
"display": "Other syphilitic heart involvement"
}
1,

"text": "Other syphilitic heart involvement"

}

EETHRENHIERN ICD-10-CM BRXBREEEMNAEE , 558 A modifierExtensiont
%,

meta

meta TEBEPEEHR , EHicodetRZREBIE Amazon Comprehend Medical API & 1EFTETI8
M EEMEE .

T 5| &8 HH JSON EEEZE metatE,

"meta": {
"lastUpdated": "2022-10-21T19:38:30.879Z",
"tag": [{
"display": "SYSTEM_GENERATED"
}]
}

modifierExtension

modifierExtension TEEEEBcodetZHIEERB 2 IEEBRNESHMEENA, TERE
BRsI®/EY  REAREEFERMIEE Linkage EREE K R DocumentReference BE#E

HASEHF BB codingtEk , BEEE entity-scorefl entity-Concept-Score $i#E
modifierExtension, BRE/EHFTHNEEE , ZFEEII2H. BR entity-score , kD E=Z
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Amazon Comprehend Medical {8 RIZERMNAIEE, ¥R entity-Concept-Score , k7 ¥

2 Amazon Comprehend Medical ¥ B 8 2/ E# F| ICD-10-CM B2 AIEE,

T 5| & #H JSON EIfEEEE modifierExtensiont®E,

"modifierExtension": [{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icd1l@-entity-
score",
"valueDecimal": 0.45005733
},
{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": ©.1111792
.
{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
.
{

"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
]

5c# JSON [EfE

{
"subject": {
"reference": "Patient/0679b7b7-937d-488a-b48d-6315b8e7003b"
},
"resourceType": "Observation",
"status": "unknown",
"code": {
"coding": [{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/",
"code": "A52.06",
"display": "Other syphilitic heart involvement"

11,
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"text": "Other syphilitic heart involvement"
1y
"meta": {
"lastUpdated": "2022-10-21T19:38:30.8792",
"tag": [{
"display": "SYSTEM_GENERATED"
}]
1y

"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10@/aws-cm-icdl@-entity-
score",
"valueDecimal": 0.45005733
},
{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": ©0.1111792

.
{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
.
{
"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
1,
"id": "7e88c7c5-21a5-4dd7-8fc2-a02474fba583"
}
Condition

EEBFFE—ConditionEREHMNER , BRE GETEKR , EAEHIBEEZERIDN .

GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/Condition/b06d343d-
ddb8-4f36-82cb-853fcd434dfd
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Amazon Comprehend Medical APl 2EMHE RSB XA TIITE : code, metaH
modifierExtension,

code

¥ 1) tECodeableConcept. HEHE—S TH , 52 M FHIR R4 X#CodeableConceptH
0 o

HealthLake €k 0T 5 = @R EE

- "system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/" : H
URL 23643 EH Amazon Comprehend Medical API g4, #ELL1ERT |, InferiCD10CM,

« "code": "I70.0" : Hh A52.062 ICD-10-CM 2R , AR EFIESIP ORI MR ED K
B HBE=,

« "display": "Atherosclerosis of aorta" : H "Other syphilitic heart
involvement" 27§ ICD-10-CM BX B RER,

TH&EER JSON BIEE TR codent®E,

"code": {
"coding":
[
{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/",
"code": "I70.0",

"display": "Atherosclerosis of aorta"
}

1,

"text": "Atherosclerosis of aorta"

}

EETHENHEKRMY ICD-10-CM BRIBEEEERNVEE , 8#H modifierExtensionit
%,

meta

meta TEITEHPHEER , BHcodetERABEE Amazon Comprehend Medical AP| 2 {EFTHTiE
R EFE

T 5| &8 HH JSON EEEIZE metatE,
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"meta": {
"lastUpdated": "2022-10-21T19:38:30.8772",
"tag": [{
"display": "SYSTEM_GENERATED"
1]
}
modifierExtension

modifierExtension TR EEEBcodetRHPEERB 2 IGEBRNESHFHEENA, TIRE
BXRS|B/EY  BEARELERMIER Linkage ERER K F A DocumentReference HIERE,

HRSEHENcodingtE , BEEF entity-scoreM entity-Concept-Score ¥igE
modifierExtension, HRE/EEHTHNEEE , ZFEFII2E. HR entity-score , kD EZ
Amazon Comprehend Medical {5 RIZERMNAIEE, ¥R entity-Concept-Score , k5 ¥
2 Amazon Comprehend Medical ¥ B 8 2/ E# F| ICD-10-CM B2 AIEE,

T 5|8 EH JSON EIfEEEE modifierExtensiont®E,

"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
score",
"valueDecimal": 0.94417894
.
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd1@/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": ©.8458298
},
{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
},
{
"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
]
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5cE JSON [EfE

{
"subject": {
"reference": "Patient/0679b7b7-937d-488a-b48d-6315b8e7003b"
},
"resourceType": "Condition",
"code": {
"coding": [{
"system": "http://healthlake.amazonaws.com/aws-cm/infer-icdl10/",
"code": "I70.0",
"display": "Atherosclerosis of aorta"
1,
"text": "Atherosclerosis of aorta"
.
"meta": {
"lastUpdated": "2022-10-21T19:38:30.877Z",
"tag": [{
"display": "SYSTEM_GENERATED"
]
.

"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
score",
"valueDecimal": 0.94417894
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": 0.8458298
.
{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
.
{
"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
1,
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"id": "b@6d343d-ddb8-4f36-82cb-853fcd434dfd"
}

&35l 2 : DocumentReference’@EMedicationStatement&EREREK

LT REHREAEBRERASZBNEKIFEEED.

A ERER
HEFHFHXFRERAR , TESZRENREEF (PHI),

Tom is not prescribed Advil

THXRSIBERETRNABIBERER  F4M HealthLake BB FEHKIE {5 HEEA) B0,
DocumentReference

EEEEE —DocumentReferenceERERMER , FIRE GETER , HPRHBZIEE
JRIDH o

GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference/c549125d-a218-421f-
b8bf-23614c5e796¢

BIhEE | BT 200 HTTP @AM T 5I#E# JSON [,

8/E¥ "url": "http://healthlake.amazonaws.com/system-generated-
resources/"RREANEFREHextensionB H Amazon Comprehend Medical API #4E#
B, BALEFEFHLinkageEREEMZEMedicationStatement&EIRo

"extension": [{
"extension": [{
"url": "http://healthlake.amazonaws.com/linkage",
"valueReference": {
"reference": "Linkage/394bb244-177b-4409-8657-26b20ed56dd7"
}
},

{
"url": "http://healthlake.amazonaws.com/nlp-entity",
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"valueReference": {
"reference": "MedicationStatement/cbf6afl0-b0b9-451c-bdde-99611e3498a8"
}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/9a89b0d3-6681-45ca-9926-27951edce5c7"
}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/4a01f6c8-5f3a-4122-80ab-405312f96aa2"
}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/fbfb77d8-70cf-4579-b4c@-d6fe3c01656b"
}
.
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/1340c9ce-9c48-4bf9-9b2f-d0ab027f5e0b"
}
}
1,

"url": "http://healthlake.amazonaws.com/system-generated-resources/"

}
Linkage
BEEFE-LinkageEREENER , FiRH GETHER , HFREHBEEIRIDN

GET https://https://healthlake.region.amazonaws.com/datastore/datastoreld/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/Linkage/394bb244-177b-4409-8657-26b20ed56dd7

IR, BEWE 200 HTTP EIEATEM T3 JSON EIFE,

EETE itemtE, HA , #/EE "type": "source"®IEHARE
tiMedicationStatement &R E I M 4EEDocumentReferenceld@ B,
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R

Ch

RRIELEEREM HealthLake 217,

"resourceType": "Linkage",
"id": "394bb244-177b-4409-8657-26b20ed56dd7",
"active": true,
"item": [{
"type": "alternate",
"resource": {

"reference": "MedicationStatement/cbf6afl@-b@b9-451c-bdde-99611e3498a8",

"type": "MedicationStatement"
}
},
{
"type": "alternate",
"resource": {

"reference": "MedicationStatement/9a89b0@d3-6681-45ca-9926-27951edce5c7",

"type": "MedicationStatement"
}
.
{
"type": "alternate",
"resource": {

"reference": "MedicationStatement/4a@1f6c8-5f3a-4122-80ab-405312f96aa2",

"type": "MedicationStatement"
}
},
{
"type": "alternate",
"resource": {

"reference": "MedicationStatement/fbfb77d8-70cf-4579-b4c0-d6fe3c@1656b",

"type": "MedicationStatement"
}
.
{
"type": "alternate",
"resource": {

"reference": "MedicationStatement/1340c9ce-9c48-4bf9-9b2f-d0ab027f5e0b",

"type": "MedicationStatement"
}
3,
{

A EE metatEMBEMWE/EY "tag": [{"display": "SYSTEM_GENERATED"}],
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"type": "source",
"resource": {
"reference": "DocumentReference/c549125d-a218-421f-b8bf-23614c5e796c",
"type": "DocumentReference"
}
}
1,
"meta": {
"lastUpdated": "2022-10-24T20:05:03.5012",
"tag": [{
"display": "SYSTEM_GENERATED"
1]
}
}

MedicationStatement

EEBFE —MedicationStatementBERBEHMNER  BIRE GETER , HhiRHIEIEE
JRIDMY

GET https://https://healthlake.region.amazonaws.com/
datastore/datastoreld/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/
MedicationStatement/9a89b0d3-6681-45ca-9926-27951edce5c7

MedicationStatement ERFHE E K E Amazon Comprehend Medical InferRxNorm API
BEZRNNE, FREBUATHTE  medicationCodeableConcept, meta#
modifierExtension,

medicationCodeableConcept

¥A W ;xHECodeableConcept, EEE—FH TH# , 2 H FHIR R4 X#CodeableConceptH
0 o

HealthLake & 0T 5 = EREY .

- "system": ""http://healthlake.amazonaws.com/aws-cm/infer-rxnorm/ : H
URL 2384 EM Amazon Comprehend Medical APl &4, FELERT |, InferRxNorm,

« "code": "731533" : HA 731533 & RxNorm #{= ID , th# A RxCUI,

« "display": "ibuprofen 200 MG Oral Capsule [Advil]" : HEr ibuprofen 200
MG Oral Capsule [Advil]& RxNorm BLZHI#EIR,
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THIEE#R JSON EIfEESEE MedicationStatement T,

"medicationCodeableConcept": {
"coding": [
{
"system": "http://healthlake.amazonaws.com/aws-cm/infer-rxnorm/",
"code": "731533",
"display": "ibuprofen 200 MG Oral Capsule [Advil]"
}
]
}

meta

meta TEEEHHEER |, iEHcodeTEREBEE Amazon Comprehend Medical AP| 2 {EFTETIB
MIEEAEE A

THIEER JSON EIEETE metatE,

"meta": {
"lastUpdated": "2022-10-24T20:05:02.800Z2",
"tag": [
{
"display": "SYSTEM_GENERATED"
}
]
}
modifierExtension

modifierExtension TEITSH/MEY , BHARDocumentReferenceEE AR MAEE
Linkage ERERN R ERE.

"modifierExtension": [
{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/394bb244-177b-4409-8657-26b20ed56dd7"
}
.
{

FEREH 236



AWS HealthLake HBEABER

"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/c549125d-a218-421f-b8bf-23614c5e796c"

}
}
]

£ Amazon Athena £ HealthLake & ¥

£ HealthLake [EAE#HAE , £k FHIR JSON ER &R ETL 2% , ¥ LA Apache Iceberg BIE
RREXNFER , EFESE FHIR ERERARTRA Athena PHERIERI K, EFEFEAEMEMA SQL
E#H FHRER , EFLEEHER. EREEE , RACTRGARBLENBDBERES FHIR &R, %
ER B PIR AR R HEE M PIRITZS, WNFE Apache Iceberg ERIR A1 Athena RIEERIFFMET |
=28 (Athena fFAEIER) T HIEFM Apache Iceberg E Rl iR,

® Note

HealthLake 3z Athena F HealthLake E#I# FHIR R4 read B &), MEFFMHER |
RIZEE FHIR R,

s
¢

AEPHEERBUMMAA HealthLake BERFHEERE Athena, WA SQL &£ , R AT #
REZH A AWS BRIGEBRUEITE S D7,

FHE

« Amazon Athena AF§

« f£A SQL &7 HealthLake B

- EEEMEENP SQL B

Amazon Athena AP

Z E4% HealthLake B2 Amazon Athena B4 |, BABREF A, BEEEKM , BASEI Athena £
., BEFAG , BT HealthLake EREHREH FHIR ERHNZEE,

- BYERAE, BESRAGY HealthLake ERF K EH 77 ENE (AWS Lake Formation E# & )
+ ERZE Athena IRF
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RIERE. BANABYE HealthLake EREKIEH FHUE (AWS Lake Formation

7a

® A : HealthLake EE &

HealthLake BEE S A/ E AWS Lake Formation PRI ERLHEE S, {9 F Lake
Formation § HealthLake EX R EHN ZEE,

HREEEINERFMRE , AWS Lake Formation AT EERMEEE, —EEERERE

. ERERAEB —FEUNBET, SHEREENSETHESFAAERNEBNHEE. HRME
HealthLake EREHE , £ A E RS E 2 HealthLake FRIEIRS . B —{EEE £ HealthLake RIEIR
F Y HealthLake ERFHE. LEFINTBREEAEREENERTRE,

EEE-STHRERER , 520 Lake Formation BIZ A Ei8M P M ERE W{T7E Lake Formation
FiEdE, AWS

EERMEAE. HENACRNEN Athena THER , BLARTERERENHERFFT, AR, &
AR ERR LR TREMNER,

HEB 1 : & T HealthLake BRI FREERERZE R ERN DESCRIBE 51

1. BB AWS Lake Formation E#£#A : https : //https://console.aws.amazon.com/lakeformation/

ERTFERFAIERANEZTAT , BE IAM ERAERAG,

EIAMEREHACT , £RAETHER (v) , ESLEBREE Athena FEHMN IAM E£RE, B
A

8. HELFEBIEHKERFT K BEEFERNEKEREE,
9. EERET , FAMTEHE (v) EELEHLAEFEEMHEMN HealthLake ERFHEE R E,
10. EERERZT T FANERERZTTT , EEFER,

2. EXEGEENH  EEERE,

3. HEXNEHREL A6 EEFRENFHESBINZEERHE,
4. BEEBE (7).

5. B Grant (&F)

6.

7.

ERTHRINE , RTAFTKDEEREELE, ®ERRERHRTHFT  FREERNTT. £ERX
hEREAE. FEANAG. EFUHAT  LEFIHREBE,
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https://docs.aws.amazon.com/lake-formation/latest/dg/resource-links-about.html
https://console.aws.amazon.com//lakeformation

AWS HealthLake HBEABER

BiE , SLACRERE LR TFRE TFTENETHAEENRNERNER,

HER 2 . BT HealthLake ERFREEREFE TR ER RN FEUE

1. BARX AWS Lake Formation 2 A& : https : //https://console.aws.amazon.com/lakeformation/
EXEEENF , REEHE,

EEREREL , EENBEREHERBZNERRE.

BEBE ().

BEHERERT.

ERTERFAIEENEZTIAT , BE IAM EHEHBE,

EIAMFERESAET , FHABTEHE (v) JESEBETL Athena PEH IAM FERE, #F#E
AR,

ELF EBIEHERFAT , BEEELENAHEREE,

9. EERET , £AMTEH (v) BELERTFFEIEMN HealthLake ERFHEERE,
10. EERKRT , BEEMBERKRIE HealthLake A E L AMBERK,

1. EERRFITFHNERRFAT , BEERTZER,

12. EFE Grant (BF).

N o o M Db

©

BERTR  SHARTFAUMNER. EERNEMERETLE Athena Y HealthLake ERF
EL#ETEM.

Athena AP

® HealthLake £/ &

HealthLake A &G E A Athena £ & AWS CLI , 5% AWS SDKsXZ& 3 HealthLake BEE S
B H H A #Y HealthLake BEEFHE.

HEMEH Athena EfERITFRE , ELEATTI=H#F.

« %@ Lake Formation #£F IAM FHEH B/ EY HealthLake BRI FHRENFEIE, MEHMAEA ,
RSB RTFHEAE. #EARY HealthLake EXRFHEMNFEUE (AWS Lake Formation 3%

B).
« BIEH HealthLake ERMFHIERE L TEEE.
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+ }EXE Amazon S3 REFITRRIFHREHIER.

= ERBER Athena , 5548 AmazonAthenaFullAccess 1 AmazonS3FullAccess AWS 3 & BUR#18
RENERAE, BESACE, £/ AWS SEBRRERRERAMRENTFFE. HFiclt , AWS ZER
RURETERTREFEARANKERERTT , RATCHIHAE AWS BEFFEH. BBE IAM BURH
O, AERTHITEBMENGT . BEE—DTH IAMXEAREER , F2E (AMFHE
Bl PYNEASEERE I,

/A Important
& E & Athena A HealthLake ERFHIE |, B4 A A Athena 5125 3 fR,

T
r

THEFER BR , RItETER IAM BEBRRZEFIESE TFERENTFR, e2E—FTH
By Athena fEFEIEm) TR TERHEREG EHFEIAMKA,

EEHR S THRIREILEEA , 528 (Athena FEH & IERhttps://docs.aws.amazon.com/athena/
latest/ug/workgroups-procedure.html) ## ,

(® Note
Amazon S3 FEFETRAEMNED , B Athena FE A& XL EHA.

IBMBAEE Amazon S3 RV EMERFAFIFBMAE  RESRYUTEN , ALK ACRAEEERT
frie , BEHERUESAFRREN TFHE. SERTHEANSEDRFREER,

W Athena R ATIEEEHRRUBHFEMET , F2H (Amazon Athena EAEIERE) T
{5/ Athena TR A EEEHRERMUE.,

& EEFWITE Athena F & HealthLake ERFHEMNE S| , 2B £ SQL £ HealthLake &

£ SQL &3 HealthLake &¥

E&# FHIR BRE A HealthLake BRFRER , AR JSON FHIR EXEREH#EIT ETL 2F , 3N
Apache Iceberg B E R RE R FEIEE Amazon S3 1, HealthLake BRI ZHEH N EE FHIR ER
FRMGEREER K , UHEMA Amazon Athena REH, ERXATLEREHRER SQL HEH M
REH. HRERTFHENGRE  CHNEREUSETRNERBEEA Athena, EEE—S THN

i
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.aws.amazon.com/athena/latest/ug/manage-queries-control-costs-with-workgroups.html
https://docs.aws.amazon.com/athena/latest/ug/workgroups-procedure.html
https://docs.aws.amazon.com/athena/latest/ug/workgroups-procedure.html
https://docs.aws.amazon.com/athena/latest/ug/querying.html#query-results-specify-location-console
https://docs.aws.amazon.com/athena/latest/ug/querying.html#query-results-specify-location-console
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RN A FEELEREER SQL £ , 28 (Amazon Athena EFEEmM) FNEHNEEEME
BNEREBES,

® Note

AEBEFNFEEHFIEMEAER Synthea B HWEBER., FEE— S THRNAEIBELEA
Synthea ERINERFHE , 52 E E I HealthLake ERFHE,

HREREETWEELE  FHRAKEEREY., tENERSERRARATERS RN TRM
LR, B SQL £k , BLASLEMAZE, flU , ERMEFEREE  FEFHN-EREH,

« TE  EWFHR REERERRER 0..%

TEREHEIRAMES,
[{
id = null,

extension = null,
use = official,
_use = null,
text = null,
_text = null,
family = Wolf938,
_family = null,
given = [Noel608],
_given = null,

= null,
_prefix = null,
suffix = null,
_suffix = null,
period = null

3]

prefix

£ Athena # , ZEEFNMHENERER K FEEARIREATESE, EEFBULRESIFH T
£, BUUERARRRE, UTR2EFEN givenH EREESH| family,

SELECT
name[1].given as FirstName,
name[1].family as LastName
FROM Patient



https://docs.aws.amazon.com/athena/latest/ug/rows-and-structs.html
https://docs.aws.amazon.com/athena/latest/ug/rows-and-structs.html
https://hl7.org/fhir/R4/patient.html
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« JTE : MaritalStatus FHIR RIS EHRES 0. . 1,

bt T EE A JSON,

{
id = null,
extension = null,
coding = [
{
id = null,
extension = null,
system = http: //terminology.hl7.org/CodeSystem/v3-MaritalStatus,
_system = null,
version = null,
_version = null,
code = S,
_code = null,
display = Never Married,
_display = null,
userSelected = null,
_userSelected = null

}
iF
text = Never Married,
_text = null

£ Athena 1 , EESFNAHINERER A FEERXRIMETESE, FEFHJSON #H
#2/EY , BAUUERMRTE, HRETEES, .EBT%E@@J%?M UTREN ENEEE
@Jtexto

SELECT

maritalstatus.text as MaritalStatus
FROM Patient

EEE—STHMMEFEMES JSON , 526 Athena EAEREHHEN JSON,

Athena Data Manipulation Language (DML) EFBRARX 2L Trino BEME, Athena T & Trino BYFT
BEYee K MEERANZE, EEE—STH , 52K (Amazon Athena EAEIERE) #FH DML &
i#H, HENEETF,
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https://docs.aws.amazon.com//athena/latest/ug/querying-JSON.html
https://docs.aws.amazon.com/athena/latest/ug/functions-operators-reference-section.html
https://docs.aws.amazon.com/athena/latest/ug/functions-operators-reference-section.html
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WA |, Athena ZEBRERE I HealthLake BRI EHEEHB BN EERER, EEE—F7T
fi# Athena RV ERIER | 528 (Amazon Athena fEFEIER) FHI Amazon Athena FHIERIEE

#, Amazon Athena

— & 7 #% SQL EFHWAIE Athena HIiB/E , 528 (Amazon Athena A EEFE) FHY
Amazon Athena #J SQL £#, Amazon Athena

BERSIERERIAIEA Athena BEIEEERERNARAB TRHNEH,
Element: Extension

THEextension ARNEERFRIEFE BT WL,

L EHIFRBA MM FE Patient BREE P K EIN extensionTtEIIEE,

E8W HealthLake ERFHIEE A Athena i , ERBERNTEEUASRN AT NN . BN B9E
Belement2A2H , A EEZEEBHERPTREE. BRTREZZEN  HIANTRENUF
BEABEE,

£ HERXRERFPatient , BALIEFlextensionf#ir s Wt FEarray<string> , EXRTE
AUEARSIEREREINTE, T8 , FEFNFENTE , BH4EFEA json_extract,

LTREEEERNRPEIM extensiontEME—IER,

[{
"valueString": "Kerryl75 Cummeratal6l",
"url": "http://hl7.org/fhir/StructureDefinition/patient-mothersMaidenName"
1,
{
"valueAddress": {
"country": "DE",
"city": "Hamburg",
"state": "Hamburg"
1,
"url": "http://hl7.org/fhir/StructureDefinition/patient-birthPlace"
1,
{
"valueDecimal": 0.0,
"url": "http://synthetichealth.github.io/synthea/disability-adjusted-life-years"
1,
{
"valueDecimal": 5.0,
"url": "http://synthetichealth.github.io/synthea/quality-adjusted-life-years"
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https://docs.aws.amazon.com/athena/latest/ug/data-types.html
https://docs.aws.amazon.com/athena/latest/ug/data-types.html
https://docs.aws.amazon.com/athena/latest/ug/ddl-sql-reference.html
https://docs.aws.amazon.com/athena/latest/ug/ddl-sql-reference.html
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}
]

ENfEIERAE MM JSON |, Athena NESEBBFE,

It SQL EHEHIREMAR I EE patient-mothersMaidenName#l patient-
birthPlacetEMNER K, BEEFNELRE , CEEFATEMNMES|ZES|M json_extract.

SELECT
extension[1],
json_extract(extension[1], '$.valueString') AS MothersMaidenName,
extension[2],
json_extract(extension[2], '$.valueAddress.city') AS birthPlace
FROM patient

EEE-STHIR JSON WEH , 528E (Amazon Athena EAEIERE) K JSON FEELE
Element: birthDate (Age)

FH 2 FHIR PREEREEN TR, ATEREBEFHEENESNMEEESL,

HAFEHTARE t& , HtEMEA birthDate AN SQL £, EEEER tEMTIEA FHIR , 5
EERRNBRTESERREE, B FICRERFTH,

gHl 1 ArEEEENE

LSS SQL i H |, RAERARNEN SQL TEM current_dateyear REELUE L TH. A
%, BMgefMix , MEEE2ENERFHEABA NEREage.

SELECT
(year(current_date) - year(date(birthdate))) as age
FROM patient

gl 2 BRhEZAIH4EBH2019-01-01% BEEmale,

SQL EHFRAMMAFER CASTEREAbirthDate T RERA A DATE , U R WN{AR IR WHEREF
AP RERGETER R, AR TRERSHNARRETSE | HERMSAECASTHHER AR
DATE., A% , B LER < BEEFHEHETREMN A E1THHE2019-01-01, FBFEMA AND , &8
A] LA 58 — (B R4 #T18 £ WHEREF A,

SELECT birthdate
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https://docs.aws.amazon.com/athena/latest/ug/extracting-data-from-JSON.html
https://docs.aws.amazon.com/athena/latest/ug/extracting-data-from-JSON.html
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FROM patient
-- we convert birthdate (varchar) to date > cast that as date too
WHERE CAST(birthdate AS DATE) < CAST('2019-01-01' AS DATE) AND gender = 'male’

Resource type: Location

WEIHERESETEEA Attleboro WU BEREHANE,

SELECT *

FROM Location

WHERE address.city='ATTLEBORO'
LIMIT 10;

Element: Age

SELECT birthdate

FROM patient

-- we convert birthdate (varchar) to date > cast that as date too

WHERE CAST(birthdate AS DATE) < CAST('2019-01-01' AS DATE) AND gender = 'male'

Resource type: Condition

EREARGSFHEREMABNZEER K EEMEC L AZBEEBMR. HealthLake HESE
BEEAEERE (NLP) 2483% DocumentReference Condition ERER PR FINFMERE
EHER, BEEHMERE  HealthLake iR B INSYSTEM_GENERATEDZE metast$ ., Lt SQL
EHEG RENTESEEERNRABEER , SYSTEM_GENERATEDHEAHHEREBIR.

EEH — 5 T # HealthLake WEABHAESEE (NLP) , 3520 HealthLake WEAXARESE
2 (NLP),

SELECT *
FROM condition
WHERE meta.tag[1l] is NULL

BHULERRENFZETERNES  E—PEHEEH, modifierextension TEEE
ERAWLDocumentReference ERARELE —HFHMEEMER. BN , EXLEFEH
json_extract REFERAFEH A Athena FIER JSON T,

W EH SQL B REIMIEESRIBISE ConditionEEMFTE DocumentReference, A #§
JSON JTERCASTREAFH , MELRTLER LIKE #THE,
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SELECT
meta.tag[1l].display as SystemGenerated,
json_extract(modifierextension[4], '$.valueReference.reference') as
DocumentReference
FROM condition
WHERE meta.tag[l].display = 'SYSTEM_GENERATED'

AND CAST(json_extract(modifierextension[4], '$.valueReference.reference') as
VARCHAR) LIKE '%DocumentReference/67aa0278-8111-40d0-8adc-43055eb9d18d%"

Resource type: Observation

EREA Observation BEFHEHRE, KESHMEBAAHAAEMNEERZH, HealthLake
MWESBARESEE (NLP) 2iRIBEObservationERFREINFMENE

4 FDocumentReference& R, L& Hl SQL EHZSWHERE meta.tag[1] is NULLEfE
ERTREEESYSTEM_GENERATEDRE R,

SELECT valueCodeableConcept.coding[1l].code

FROM Observation

WHERE valueCodeableConcept.coding[1l].code = '266919005"
-- WHERE meta.tag[1] is NULL

WHEEAS struct, Bt , B LAERRFREREIN TE,

Resource type: MedicationStatement

MedicationStatement 2—%& FHIR EREE , TAREREBEZECHER,. EEFEASIREREEAZ
BYINFEMER. HealthLake WEESEEEAESEE (NLP) 1R, DocumentReference &R
R KB K S EEFT B MedicationStatementy BiR, EEFHERE | HealthLake A5 ZH MK
BINSYSTEM_GENERATEDZE metajtik. &Sl SQL EH REBMMEVERH , FAHBBIFRIRE
— R EHTE® , 5K HealthLake S NLP EFEBHER.

SELECT *

FROM medicationstatement

WHERE meta.tag[l].display = 'SYSTEM_GENERATED' AND subject.reference =
'Patient/0679b7b7-937d-488a-b48d-6315b8e7003b " ;

EEH— 5 T # HealthLake FES BAESEE (NLP) , 552/ HealthLake WE S BAZEEER
E (NLP)
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https://iceberg.apache.org/spec/#schemas-and-data-types

AWS HealthLake AR
BEEMEENSS SQL &4

T3 &EF REMMEREEERENEN Amazon Athena SQL &£ , & HealthLake BRI FHRESH
FHIR &%,

ExampleiR & A O 5T E BHE I ERE R4

BINREEMER B CENFEEADRITESHIETEE, HEFHEHRRENMLER Trino BiRREM
json_extract R EFiZ HealthLake ERHZEHREHHIE R,

SELECT
id
, CONCAT(name[1l].family, ' ', name[1].given[1]) as name
, (year(current_date) - year(date(birthdate))) as age
, gender as gender
, json_extract(extension[1], '$.valueString') as MothersMaidenName
, json_extract(extension[2], '$.valueAddress.city') as birthPlace
, maritalstatus.coding[l].display as maritalstatus
, address[1].line[1] as addressline
, address[1].city as city
, address[1].district as district
, address[1].state as state
, address[1].postalcode as postalcode
, address[1].country as country
, json_extract(address[1].extension[1], '$.extension[@].valueDecimal') as latitude
, json_extract(address[1].extension[1], '$.extension[1].valueDecimal') as longitude
, telecom[1].value as telNumber
, deceasedboolean as deceasedIndicator
, deceaseddatetime

FROM database.patient;

&R LAER Athena 2B —SHFM T EHER,
Example &% 5% 5 5 EL A8 BB ok ¢ 22 3L & @ ik ¢F
THEHERRENAS KM HealthLake BRFHRIE K E 2w BV PR B HEI R4+

SELECT
patient.id as patientId
, condition.id as conditionId
, CONCAT(name[l].family, ' ', name[l].given[1]) as name
, condition.meta.tag[1l].display
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’

’

json_extract(condition.modifierextension[1], '$.valueDecimal') AS confidenc
category[1l].coding[1l].code as categoryCode
category[1l].coding[1].display as categoryDescription
code.coding[1l].code as diagnosisCode
code.coding[1].display as diagnosisDescription
onsetdatetime

severity.coding[1l].code as severityCode
severity.coding[1l].display as severityDescription
verificationstatus.coding[1].display as verificationStatus
clinicalstatus.coding[1].display as clinicalStatus
encounter.reference as encounterId

encounter.type as encountertype

FROM database.patient, condition
WHERE CONCAT('Patient/', patient.id) = condition.subject.reference
ORDER BY name;

IERLAER Athena R EE—FHFER A THERNETE- S D,
Example/ 8.5 & A8 BB E 2 M EnZ k¢
THEHEHRRENATZSHMNEEF HealthLake EREFBEF R B 2R ENFTEHEIBEE,

SELECT

patient.id as patientId

’

’

’

’

’

observation.id as observationId
CONCAT(name[1].family, ' ', name[l].given[1]) as name
meta.tag[l].display
json_extract(modifierextension[1], '$.valueDecimal') AS confidenceScore
status

category[1l].coding[1].code as categoryCode
category[1l].coding[1l].display as categoryDescription
code.coding[1].code as observationCode
code.coding[1l].display as observationDescription
effectivedatetime

CASE

WHEN valuequantity.value IS NOT NULL THEN CONCAT(CAST(valuequantity.value AS
VARCHAR), ' ',valuequantity.unit)

WHEN valueCodeableConcept.coding [ 1 J.code IS NOT NULL THEN

CAST(valueCodeableConcept.coding [ 1 ].code AS VARCHAR)

WHEN valuestring IS NOT NULL THEN CAST(valuestring AS VARCHAR)

WHEN valueboolean IS NOT NULL THEN CAST(valueboolean AS VARCHAR)

WHEN valueinteger IS NOT NULL THEN CAST(valueinteger AS VARCHAR)

WHEN valueratio IS NOT NULL THEN CONCAT(CAST(valueratio.numerator.value AS

VARCHAR), '/',CAST(valueratio.denominator.value AS VARCHAR))

eScore

B
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WHEN valuerange IS NOT NULL THEN CONCAT(CAST(valuerange.low.value AS

VARCHAR), '-',CAST(valuerange.high.value AS VARCHAR))
WHEN valueSampledData IS NOT NULL THEN CAST(valueSampledData.data AS VARCHAR)

WHEN valueTime IS NOT NULL THEN CAST(valueTime AS VARCHAR)

WHEN valueDateTime IS NOT NULL THEN CAST(valueDateTime AS VARCHAR)

WHEN valuePeriod IS NOT NULL THEN valuePeriod.start

WHEN component[1] IS NOT NULL THEN CONCAT(CAST(component[2].valuequantity.value
AS VARCHAR),' ',CAST(component[2].valuequantity.unit AS VARCHAR),
'/', CAST(component[1l].valuequantity.value AS VARCHAR),'

' ,CAST(component[1].valuequantity.unit AS VARCHAR))

END AS observationvalue

, encounter.reference as encounterId

, encounter.type as encountertype

FROM database.patient, observation

WHERE CONCAT('Patient/', patient.id) = observation.subject.reference

ORDER BY name;

Example &% 7% 5 & EL A8 B2 /7 2 ML &R @ iR ¢F

BEFEEIIFERERRERVEEZREH, 7% SQL #HEHRELAFEA FHIR Procedure
PatientMEFREERTHRULIEE, T3 SQL EFAEERL HealthLake BRI FHEF KEINFAEEE
EEMBRER.

SELECT
patient.id as patientId

’

4

’

4

’

PROCEDURE.id as procedureld
CONCAT(name[1].family, ' ', name[l].given[1l]) as name
status

category.coding[l].code as categoryCode
category.coding[1l].display as categoryDescription
code.coding[1l].code as procedureCode
code.coding[1].display as procedureDescription
performeddatetime

performer[1]

encounter.reference as encounterId

encounter.type as encountertype

FROM database.patient, procedure
WHERE CONCAT('Patient/', patient.id) = procedure.subject.reference
ORDER BY name;

IERLAER Athena E2E THERUETE -S04 , IWHETHF , LE-F THESR,

B
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Example 455 5 & EL A8 B8 B 75 2 M Em@ {5k ¢+

EEREANMEEERACEYNBEBEFRFEE. £ Athena , LR LURE SQL £ , £H

HealthLake ERZHMEF K EH MedicationRequest PatientMEFRER,

T 5% SQL =SB E A Athena B Patient# MedicationRequest&ERIER, CHEFEAERT

%, BEREBEIEERIEE

SELECT
patient.id as patientId
, medicationrequest.id as medicationrequestid
, CONCAT(name[1l].family, ' ', name[1].given[1]) as name
, Status
, statusreason.coding[1l].code as categoryCode
, statusreason.coding[l].display as categoryDescription
, category[1].coding[1l].code as categoryCode
, category[l].coding[1].display as categoryDescription
, priority
, donotperform
, encounter.reference as encounterId
, encounter.type as encountertype
, medicationcodeableconcept.coding[1].code as medicationCode
, medicationcodeableconcept.coding[l].display as medicationDescription
, dosageinstruction[1l].text as dosage
FROM database.patient, medicationrequest
WHERE CONCAT('Patient/', patient.id ) = medicationrequest.subject.reference
ORDER BY name

BT LAER Athena EEARIFHER | AT HERUETE T 54,

ExampleZ &MedicationStatement & R EH P KR BN E R

THEHERRBMAER SQL BBEA Athena I EA JSON, EFEA FHIR metatEREEH

HealthLake & BAESEIE (NLP) fTiBEMHKE. THEMEM json_extract REE JSON F
FEIARNER. MEFHER A F2EEAESEE.
SELECT
medicationcodeableconcept.coding[1l].code as medicationCode
, medicationcodeableconcept.coding[1].display as medicationDescription
, meta.tag[l].display
, json_extract(modifierextension[1], '$.valueDecimal') AS confidenceScore
FROM medicationstatement;
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&I LAE A Athena =2 & THEBFFELE R

Examplest ¥ 45 & 75 2 B 1 17 £ 12

eI REIMMILE —#8 18 2 75 MACHHE HBERFENEE,

SELECT patient.id as patientlId,
condition.id as conditionId,

CONCAT(name [ 1 ].family, ' ', name [ 1 J.given [ 1 ]) as name,
(year(current_date) - year(date(birthdate))) AS age,
CASE

WHEN condition.encounter.reference IS NOT NULL THEN condition.encounter.reference
WHEN observation.encounter.reference IS NOT NULL THEN observation.encounter.reference
END as encounterId,
CASE
WHEN condition.encounter.type IS NOT NULL THEN observation.encounter.type
WHEN observation.encounter.type IS NOT NULL THEN observation.encounter.type
END AS encountertype,
condition.code.coding [ 1 ].code as diagnosisCode,
condition.code.coding [ 1 ].display as diagnosisDescription,
observation.category [ 1 J.coding [ 1 ].code as categoryCode,
observation.category [ 1 ]J.coding [ 1 ].display as categoryDescription,
observation.code.coding [ 1 ].code as observationCode,
observation.code.coding [ 1 ]J.display as observationDescription,
effectivedatetime AS observationDateTime,
CASE

WHEN valuequantity.value IS NOT NULL THEN CONCAT(CAST(valuequantity.value AS
VARCHAR), ' ',valuequantity.unit)

WHEN valueCodeableConcept.coding [ 1 ].code IS NOT NULL THEN
CAST(valueCodeableConcept.coding [ 1 ].code AS VARCHAR)

WHEN valuestring IS NOT NULL THEN CAST(valuestring AS VARCHAR)

WHEN valueboolean IS NOT NULL THEN CAST(valueboolean AS VARCHAR)

WHEN valueinteger IS NOT NULL THEN CAST(valueinteger AS VARCHAR)

WHEN valueratio IS NOT NULL THEN CONCAT(CAST(valueratio.numerator.value AS
VARCHAR), '/',CAST(valueratio.denominator.value AS VARCHAR))

WHEN valuerange IS NOT NULL THEN CONCAT(CAST(valuerange.low.value AS
VARCHAR), '-',CAST(valuerange.high.value AS VARCHAR))

WHEN valueSampledData IS NOT NULL THEN CAST(valueSampledData.data AS VARCHAR)

WHEN valueTime IS NOT NULL THEN CAST(valueTime AS VARCHAR)

WHEN valueDateTime IS NOT NULL THEN CAST(valueDateTime AS VARCHAR)

WHEN valuePeriod IS NOT NULL THEN valuePeriod.start

WHEN component[1] IS NOT NULL THEN CONCAT(CAST(component[2].valuequantity.value
AS VARCHAR),' ',CAST(component[2].valuequantity.unit AS VARCHAR),
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'/', CAST(component[1l].valuequantity.value AS VARCHAR),'
' ,CAST(component[1].valuequantity.unit AS VARCHAR))
END AS observationvalue,
CASE
WHEN condition.meta.tag [ 1 ].display = 'SYSTEM GENERATED' THEN 'YES'
WHEN condition.meta.tag [ 1 ].display IS NULL THEN 'NO'
WHEN observation.meta.tag [ 1 ]J.display = 'SYSTEM GENERATED' THEN 'YES'
WHEN observation.meta.tag [ 1 J.display IS NULL THEN 'NO'
END AS IsSystemGenerated,
CAST(
json_extract(
condition.modifierextension [ 1 1,
'$.valueDecimal'
) AS int
) AS confidenceScore
FROM database.patient,
database.condition,
database.observation
WHERE CONCAT('Patient/', patient.id) = condition.subject.reference
AND CONCAT('Patient/', patient.id) = observation.subject.reference
AND (year(current_date) - year(date(birthdate))) >= 18
AND (year(current_date) - year(date(birthdate))) <= 75
AND condition.code.coding [ 1 ].display like ('%diabetes%');

BEGTLEN Athena EERARFFER , A THERNETE—L D

B
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BEr AWS HealthLake

BRI E e M, TSN, TAMNMEBENEEI S AWS HealthLake, AWS 214 T 5 iR
FEREEE HealthLake, TEEAESEIREOER , WiBRREE BB E,

« AWS CloudTrail €#EEUE AWS IPEF:E{JCE%"‘E’JIIJEF?éHjE’J API I'_FH%MHE%%#F WA BFERR
S EZIEEM Amazon S3 REFETEE., BT LGRBIFIAFEAE MRS AWS, E/THLARIER IP it
o, AR IR EFRE, WFEFMER , F28 "AWS CloudTrail fFAEER . -

« Amazon CloudWatch AWS £ EIRFESR B H AWS ERMEE LHTHEARER . S URERNE
Mg, BYBIERKR , URBREET , TREEEEIZEENRER BN S EIREE, Fl
m, BALARE CloudWatch &t CPU E A2 Htl Amazon EC2 #{TEIRER Y EFERAE
BB ITER. MEFHMER , 5528 Amazon CloudWatch £ &EIEFE,

- Amazon EventBridge A& RSB M4ERIERYE , I REREREEARINEREEERENERE
ME#R. EventBridge I BCHEAEN. AR (SaaS) EARERNM AWS RIGIZMHENRFE
RER , ARKZXENKEHAE Lambda ESEHE, ERELEREREPRENSSH  YEESHE
MMZEEE, MEFMER , 528 Amazon EventBridge £ &85,

&

- ] 8% HealthLake APl FEA4 AWS CloudTrail

- {8 Amazon CloudWatch E£#% HealthLake 354
« f£ Amazon EventBridge E£3% HealthLake 4

£ 3 524% HealthLake API FE04 AWS CloudTrail

AWS HealthLake B2 JRIEE S AWS CloudTrail , R IREEAE. ABDH HealthLake F AWS
RIS P EREN B YERY 52 4%, CloudTrail €& HealthLake KIFTAE AP| FEIUBEEN A E 4, HEEUHY FEILEIE 3R
B HealthLake =2 AL | LA ¥ HealthLake API BRERIRRRNISFIL, MREENEE E'J_IJ«X
# CloudTrail S4ERX 4 ZE Amazon S3 EZETE , 3% HealthLake WEH, BIFEKRFZEER
KA AT LUEIR CloudTrail ERAHFNEHE L RHEREFZHEM4. EALUEEAR CloudTrail Fﬁu&%ﬂﬁﬁ
F , ¥EE HealthLake IRHMEER, RHFBERN IP ik, RHFRHOALE, BRHBRNEB , UK
HFFHEEA

EEE—F T # CloudTrail , HZBAWS CloudTrail {EHAEIER) -
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
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AWS HealthLake CloudTrail ARy E A

BB AWS IRFIF | EEMIIRE EBUA CloudTrail, £ HealthLake R 4ESFEIR | X EHS
HEHBEPIREHNWEMRTE AWS EH —RECHBIE CloudTrall B4+, BulRE, BENTHR
AWS IRFHRIEH. MEFHMENR , FSBEA CloudTrail B4 ¥ 50 sk R =14+,

EEFEREE AWS IREFMEH , B3 HealthLake WS4 |, FBEVIEBH., #RZFEAEZE CloudTrail #
HEEE RIS ZE Amazon S3 FZATRE. RIBFERR  ELEIRASEVEMKSE , EREEZSERT
FiE AWS [Eif, REREH AWS FEEFFMERENES , Ui AFERINLFELIEEN Amazon
S3 RAEFETE. A, BAINEREHEM AWS RS , E—F 5 FEE CloudTrail HEEHFTNENE
HER, MEFMENR , F2ETIAS :

- B BMHEIE
 CloudTrail X EMRENES

« X% CloudTrail B9 Amazon SNS &4
- RRZ{EEEEW CloudTrail BFEFER , LRKEZEIRFEEW CloudTrail BFEFER

CloudTrail €528 T HealthLake BE , W2 H M HealthLake API 2 Z AR AERRED , UTH#
£/ FHIR REST API B {TEVE){E, #Hilan , BT HIEER FIUETE CloudTrail BFFERPELIER

* DescribeFHIRImportJob
* DescribeFHIRExportJob
* StartFHIRImportJob

* ListFHIRImportJobs

* StartFHIRExportJob

* ListFHIRExportJobs
 CreateFHIRDatastore

* ListFHIRDatastores

* DeleteFHIRDatastore

* DescribeFHIRDatastore
* UpdateResource

* CreateResource

* DeleteResource

* ReadResource
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* GetCapabilities
 SearchWithGet
e SearchWithPost

B-EEMHUARERNESUSELEFRENET. B EATHBEHE T3IEH !

- REMEAEH AWS Identity and Access Management (IAM) EH & ZE AERHEHFE R,
B RE  REEATHEACGYEHMES I EAENERLZERE,
EREAHEM AWS RERE,

hﬁ*

/|

MEFHHEN , 5528 CloudTrail userldentity T3,
T % AWS HealthLake HEE#EREH

BHtR-EEE , ERBHUERERNEARNREIEER Amazon S3 #F&E. CloudTrail BF
BRUS-—VSEEFER, —ESHAEARFRHNE-FR, jt@’%%%ﬂ?ibﬂi ARV B HA M B
B, FRBEFEA. CIoudTra|I BESENIEMLE API IR EREREEF Rt RS EMEEIR
FHE,.

LT EHBRUERET CreateFHIRDatastore EfEM CloudTrail B55ER

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA2B3ZHOADD20J4AHJX:git
full_access_iam_ro0le580074395690222150",
"arn": "arn:aws:sts::691207106566:assumed-role/
colossusfrontend_full_access_iam_role/_iam_role580074395690222150",
"accountId": "AccountID",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA2B3ZHOADD20J4AHJX",

"arn": "arn:aws:iam::691207106566:role/full_access_iam_role",
"accountId": "AccountID",
"userName": "full_access_iam_role"

iy
"webIdFederationData": {
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1,
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2020-11-20T00:08:15Z7"

}
}
.
"eventTime": "2020-11-20T00:08:16Z7",
"eventSource": "healthlake.amazonaws.com",
"eventName": "CreateFHIRDatastore",
"awsRegion": "us-east-1",

"sourceIPAddress": "3.213.247.1",
"userAgent": "Coral/Nettys4",
"requestParameters": {

"datastoreName":
"testCreateFHIRDatastore_GBYAZFCLLBLSUTOYYFQZRLBLQINFOYQVRPZBOJAITUAHICAEAGIWLNVQEYAMSXVWMBLXC
"datastoreTypeVersion": "R4",

"clientToken": "d737ffe@-14dd-44cc-9f0a-fdf59b26c66b"
.
"responseElements": {
"datastoreId": "datastoreID",
"datastoreArn": "arn:aws:healthlake:us-
east-1:691207106566:datastore/55576c487ff4975262b10d1d65eb4509",
"datastoreStatus": "CREATING",
"datastoreEndpoint": "datastore_endpoint/"
},
"requestID": "68e62bdd-d2d4-44cl-af69-e6f055a69f99",
"eventID": "7ef483dc-5dca-469e-823a-7d9%9e3a7fe924",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "691207106566"

£ Amazon CloudWatch B3 HealthLake 15&

& A LAE A Amazon CloudWatch E5# HealthLake , S WERKRER LS HEE B W E BT FAE
WiEE, EEFKIAERERE 15EA  REEGAUERZBLER , Y FEE Web EREXSBHE
M EE, BHALUREEERERENER , EREELEREREXBANNKINEE, MEFMEEN ,
5528 Amazon CloudWatch &5/,
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® Note
ZRIFEEWME B R AL HealthLake BIERI IR,

T£R%HE CloudWatch #R&E K HealthLake SEREMME, S HEUAERAEECTENBEVERH
N,

T %| HealthLake 82 &# &4 CloudWatch,

B CloudWatch k& #Y HealthLake 512

EE Description
AL 5T MU APISHIR B, BRILISHEIIRERIEENE

BHF R @ R EEF R

E{ : Count

BHATER BN, FrE

MR B1E. EBFHRE ID. ERfFREER
ol ok B FXIhE) APl B REE.

EE{¥ : Count

BN ER BN, ¥

HWE B, EBFRE ID. ERFRERR

£ &R HREREERMABRNBRIE,

E{¥ : Count

BN ER BN, ¥

WE  R¥E. EBFHE ID. EFRERE
AR 6 R MR ABRERIER M A MNFERHBE,

BE{¥ : Count
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EE Description

BRHERETEA | B, Fi5
HE B, BERERE D, EFRESE

ARV A ERENFEREE, KHERTCISHEERENM
ARBFERERET R F o

EE{¥ : Count

BB ER BN, ¥

MR BE. EBFHRE ID. ERFREEFR
HEE BREFREFBRAMENER , UEDHEN

By E®

BHTER : TR, LR, FHE

#WE  R¥E. EBEFHE ID. EFRERE

T % HealthLake #E g E# CloudWatch,

[ CloudWatch R HealthLake #E

HE Description

3 ERFEAN AP B4
DataStorelD FARPEANERFME ID
DataStoreType AERPEANEREREZRSR

B LAER AWS BE A AWS CLI, = CloudWatch API Bl 18 HealthLake RIS, &RATLA
ZEIBH A — {8 Amazon AWS BRI =4 (SDKs) ¢ CloudWatch APl T &3 A CloudWatch
APIl, HealthLake £ & 2RBR B CloudWatch APl B RIBERFEREF
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BABEEAEEER CloudWatch 377 , 82 CloudWatch E5#% HealthLake, MEFFMENA |
2R {Amazon CloudWatch fEFA&IER)Y F# Amazon CloudWatch B & £ FFEEE, Amazon
CloudWatch

¥R HealthLake 154&

EEMIRISIEZ (CloudWatch £ H)

BAAWS EEFES W CloudWatch Fi2 5,

BEER  BEMBER , ARZEE AWS/HealthLake,
BIEME, BIEFERAW , 521 Add to graph FTEEE).
EEFEHHHENE, mERNEENERTHEERERL S,

0N~

£/ CloudWatch 2y R

CloudWatch B E2EEEEHBEAANE —BE , XHT—RNZEENE . FEBEHE Amazon Simple
Notification Service (SNS) &5} Auto Scaling ik . BIERIRIBEEELEENBEHNBEAHEERIE
ERENE. EBRETRER , CloudWatch th AT LUEX SNS A BB IE,

® Note
CloudWatch B RARHERERE A SR ENHBRFEFER , T GUABF.

EEMIRISEZ (CloudWatch £ H)

& A CloudWatch £ &,

E#IF Alarms (B7T) , ARIEZF Create Alarm (BB R).

#1E AWS/HealthLake , REBEIFE,

H Time Range (RKE#HE) , BEEEELENKESEE , AREZE Next (T—2).
# A Name (% #8) # Description (#if),

SHEIRERY | B >= , RARBARKE,

MREFEL CloudWatch EEFERREFBEEFHN  FEDEERT , SHHSERETR B
BRES ALARM, $HHEXEANZE K ZEEFEE  NBENMEFEYRYRNEBTEE,

8. 1f Alarm Preview (B RTEE) ERTHEEE R, NRBRFESEMER | iBZ Create Alarm (B3I
BR).

N o o bk~ w0 D=
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£ Amazon EventBridge E5#% HealthLake B4

Amazon EventBridge = —E&EfIREERYE , ZRBEEASHEEAER THERT—E K BLER
RiEENERNEHESEERARER. EventBridge WEBRREVHKEHERHEEEMNHEL., AWS
HealthLake 12 fit¥f EventBridge i AMEBEB ERS, MFEFMEN , 526 (Amazon EventBridge
FEHEERE) P ER Amazon EventBridge ?

@ Note

EE T I HealthLake EHEIXZE Amazon EventBridge , 5528 AWS for Industries B
EEHH B9 Amazon EventBridge & AWS HealthLake,

&
 {&IXZE EventBridge #J HealthLake ZE4
« HealthLake E4#E1E

#3X E EventBridge #9 HealthLake £

T &5 HEIEZE EventBridge LAETTIRIEMFIE HealthLake E4,

HealthLake S8R State
ERERESH
BuENEHE CREATING
EREREERS ACTIVE
il R & RHF R = DELETING
EMRENFHE DELETED
BERERERMRHR CREATE_FAILED

MEFMEEN , 528 AWS HealthLake APl 2Z ) datastoreStatus o

EAEREH
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HealthLake 483 State
EAEBERX SUBMITTED
PEAEITHRIER IN_PROGRESS
EAEHETK , BHEERER COMPLETED_WITH_ERRORS
EAEBETK COMPLETED
FEAER KB FAILED

WEFHME , 52 B AWS HealthLake APl 2EH# jobStatus o

B RS
[EHEBERR SUBMITTED
FEE HH 1T R VTS IN_PROGRESS
[EHEBETK , BREER COMPLETED_WITH_ERRORS
FE A B TR COMPLETED
FE HHEFS KB FAILED

MEFHMER , 52/ AWS HealthLake API & H#) jobStatus o

HealthLake 44518

HealthLake E# 2 E%F JSON HEENYH , tIEPRERFHEF . BUUEAPEERMMAR
A, UENBYSHY THFMNEF. FrEHEBEBNPEERMRVEEIETREXNRHFA THERR
., MEFHMENR , F2HE (Amazon EventBridge EAEIER) FMAWS RIEE4HFHEE R,

(@ Note

& E 7 A HealthLake ZE4{&iX = Amazon EventBridge , 5528 AWS for Industries %f
EEHH B9 Amazon EventBridge & AWS HealthLake,

HealthLake B4 261


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ImportJobProperties.html#HealthLake-Type-ImportJobProperties-JobStatus
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ExportJobProperties.html#HealthLake-Type-ExportJobProperties-JobStatus
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events-structure.html
https://aws.amazon.com/blogs/industries/amazon-eventbridge-integration-for-aws-healthlake

AWS HealthLake HBEABER

ERERESHF

Data Store Creating

AREE - CREATING

"version": "Q",

"id": "514ad836-bb8a-4523-al@b-fa2756c3bdb0",

"detail-type": "Data Store Creating",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T08:58:127",

"region": "us-east-1",

"resources":

[

"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"datastoreName": "your-data-store-name",
"datastoreTypeVersion": "R4",

"datastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/
eeb8005725ae22b35b4edbdc68cf2dfd/r4/"

}

Data Store Active

AREE - ACTIVE

"version": "Q",

"id": "d57105bc-0d2d-4009-b34d-453e2567c599",
"detail-type": "Data Store Active",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T09:16:517",

"region": "us-east-1",

"resources":

L
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"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/
eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"datastoreName": "your-data-store-name",
"datastoreTypeVersion": "R4",

"datastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/

eeb8005725ae22b35b4edbdc68cf2dfd/x4/"
}

Data Store Deleting

AREE - DELETING

"version": "Q",

"id": "d135eelf-el4a-4730-8766-7b98f822c94a",

"detail-type": "Data Store Deleting",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T12:44:47Z",

"region": "us-east-1",

"resources":

[

"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,
"detail":
{
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"datastoreName": "your-data-store-name",
"datastoreTypeVersion": "R4",
"datastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/

eeb8005725ae22b35b4edbdc68cf2dfd/x4/"
}

Data Store Deleted

HREE - DELETED

HealthLake B4
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"version": "Q",

"id": "6d880b86-e115-4947-81a9-494db704571a",
"detail-type": "Data Store Deleted",

"source": "aws.healthlake",
"account": "123456789012",

"time": "2023-05-12T12:58:037",

"region": "us-east-1",
"resources":

L

"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,
"detail":
{
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"datastoreName": "your-data-store-name",
"datastoreTypeVersion": "R4",
"datastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/datastore/

eeb8005725ae22b35b4edbdc68cf2dfd/x4/"

}

ERERESH - PRERERER

=1

version

id

detail-type
source

account

time

string

string

string
string

string

string

Description

EventBridge 45 B HIR MR
,

REBEEHEENS 4R
UUID,

EEEENEHEE,
i Bl E £ B4 IRTE

ERTHRERBEN 12 (L3
AWS 1R 1D,

EHBRENKE,
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Z8 il Description

region string BB EREMER AWS [E
o

resources fE5| (FE) TEERFHE ARN #5 JSON
FE %1,

detail object TEEHHEBENL JSON ¥
.

detail.datastoreld string ERREREEHHEBNER
FHIE 1D,

detail.datastoreName string ERERERR,

detail.datastoreTy string EREFERE FHIR ARZA,

peVersion

detail.datastoreEn string ERERERE,

dpoint

EAEBEH

Import Job Submitted

AREE - SUBMITTED

"version": "Q",

"id": "25e606f7-800c-da4l-45df-0e68587250c9",

"detail-type": "Import Job Submitted",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T01:50:517",

"region": "us-east-1",

"resources":

[

"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

]I
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"detail":

{
"jobId": "08c60716d6321710893ff88410e902c2",
"submitTime": "2023-12-08T01:50:50.986Z",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"inputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/input/"

}

}

Import Job In Progress

AREE - IN_PROGRESS

"version": "Q",

"id": "cc886b49-2737-19c4-7cL4e-84ac9429ab73",
"detail-type": "Import Job In Progress",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T01:51:237",

"region": "us-east-1",

"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "08c60716d6321710893ff88410e902c2",
"submitTime": "2023-12-08T01:50:50.9867",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"inputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/input/"

}

}

Import Job Completed

AREE - COMPLETED
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"version": "Q",

"id": "36c865ef-dasl-76ef-c882-3ba8dad8656b",
"detail-type": "Import Job Completed",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",

"region": "us-east-1",

"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "08c60716d6321710893ff88410e902c2",
"submitTime": "2023-12-08T01:50:50.9862",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"inputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/input/"

}

}

Import Job Completed With Errors

AREE - COMPLETED_WITH_ERRORS

"version": "Q",

"id": "b61387d7-bffe-4f01-8291-65dc4be52ccl”,
"detail-type": "Import Job Completed With Errors",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",

"region": "us-east-1",

"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,
"detail":
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{
"jobId": "08c60716d6321710893ff88410e902c2",
"submitTime": "2023-12-08T01:50:50.9867",
"datastoreId": "eeb8@05725ae22b35b4edbdc68cf2dfd",
"inputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/input/"

}

}

Import Job Failed

ARAE - FAILED

"version": "Q",

"id": "c4d65575-d1a7-4040-9c6c-c225bf6723c5",
"detail-type": "Import Job Failed",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",

"region": "us-east-1",

"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "08c60716d6321710893ff88410e902c2",
"submitTime": "2023-12-08T01:50:50.986Z",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"inputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/input/"

}

}
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EAEBEH - hEERED

Z8 Ebid Description

version string EventBridge 4B IR MR
Ko

id string ASEEHEENSE 4 IR
UuID,

detail-type string FEEENSHER,

source string B EESH IR

account string ERTHEREEN 12 LY
AWS iR ID,

time string EHEANERE,

region string Bl ERHF R ERN AWS &
1o

resources %] (F&) TEERFHE ARN #5 JSON
R 51|,

detail object TDEEHHEBEFAR JSON ¥
£,

detail.jobId string EdRAE S E S MBI E A EE A
£% D,

detail.submitTime string BEAERE IR,

detail.datastoreld string EEMREEBEEHNEREN

detail.inputDataCo string Amazon S3 fEFET R A

nfig FEHRERE, HhIEEEAN
FHIR %,
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PEHERSEH

Export Job Submitted

AREE - SUBMITTED

"version": "Q",

"id": "f8af7d04-2221-4f02-a0la-6fc3ae4@3bab",
"detail-type": "Export Job Submitted",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T01:50:517",

"region": "us-east-1",

"resources":

L

"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "45e899e545bf774710388260fc60b143",
"submitTime": "2023-12-08T01:50:50.9867",
"datastoreId": "eeb8@05725ae22b35b4edbdc68cf2dfd",
"outputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/output/"

}

}

Export Job In Progress

AREE - IN_PROGRESS

"version": "Q",

"id": "7bb7e39c-707d-4a83-8532-cee®15299100",
"detail-type": "Export Job In Progress",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T01:51:237",

"region": "us-east-1",
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"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "45e899e545bf774710388260fc60b143",
"submitTime": "2023-12-08T01:50:50.9867",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"outputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/output/"

}

}

Export Job Completed

AREE - COMPLETED

"version": "Q",

"id": "d7629aa7-e63a-4b84-858c-96a62b57ebc8",
"detail-type": "Export Job Completed",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",

"region": "us-east-1",

"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "45e899e545bf774710388260fc60b143",
"submitTime": "2023-12-08T01:50:50.9867",
"datastoreId": "eeb8@05725ae22b35b4edbdc68cf2dfd",
"outputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/output/"

}

}

HealthLake B4 271



AWS HealthLake

FMBABER

}

Export Job Completed With Errors

AR&E - COMPLETED_WITH_ERRORS

"version": "Q",

"id": "5fa50bc5-50e3-4bc4-b66a-1bld2f7b07a7",
"detail-type": "Export Job Completed With Errors",
"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",

"region": "us-east-1",

"resources":

[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/

eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "45e899e545bf774710388260fc60b143",
"submitTime": "2023-12-08T01:50:50.986Z",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"outputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/output/"

}

}

Export Job Failed

AREE - FAILED

"version": "Q",

"id": "49fce45e-7e02-4846-8582-e7f19ca®39ch",
"detail-type": "Export Job Failed",

"source": "aws.healthlake",

"account": "123456789012",

"time": "2023-12-08T02:14:427",

"region": "us-east-1",
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"resources":
[
"arn:aws:healthlake:us-east-1:123456789012:datastore/fhir/
eeb8005725ae22b35b4edbdc68cf2dfd"

1,

"detail":

{
"jobId": "45e899e545bf774710388260fc60b143",
"submitTime": "2023-12-08T01:50:50.9867",
"datastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"outputDataConfig":
{

"s3Uri": "s3://amzn-s3-demo-source-bucket/output/"

}

}

L ERBEM - hRERER

zZ8 R Description

version string EventBridge S4E B H IR AR
K,

id string ABRSHEENE 4R
UuUID,

detail-type string EEEENSHER,

source string B EEBEH R

account string BERFEREREEN 12 L&
AWS IEF ID,

time string EHRENERE,

region string w | BRI ER AWS B
o

resources 5| (F&H) TEEREFME ARN #9 JSON
FE %1,
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=1

detail

detail.jobId

detail.submitTime

detail.datastoreld

detail.outputDataC
onfig

object

string

string

string

string

Description

TBEEMHHEEERAR JSON Y
o

BB S = M ER Y BB L
£% 1D,

FE i ERE R SRRV B
EERELESHNEREFR

=
oo o

Amazon S3 fZETEMNE b
FHERE HHPIsZEELHN
FHIR &%,
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%4 in AWS HealthLake

VERZEM AWS RERSEBEIEF. 5/ AWS BF |, B UZHRNERFONMBERESE  REBE
RPMERZEHBEBNFERMEE.

Z2MR AWS EECENARERE, AFSEEAKEERAERNEZSYE  NBRPN TS

- ERWEEM AWS EEREE AWS Cloud F#IIT AWS BRIV EREE. AWS B RBREHRAE
EERANERE. FAWS FRAEERT  EZARBRASSENAZNBRERMAZENENM. &
ETHERRM HealthLake WERFTE] , F2RSHAFTEH AWS REHE.

- BiRNReN - ENEEEURREMER AWS NIRE, SH4AHHMRRAE  SFERIRE
. BRFNERNERERNER,

XA BY I T #R 0T E A HealthLake RERAHBEMEEE ., THIEERAMMERE HealthLake
URERNRERERBR. BOFTHROFTEMRAM AWS BRE R 5B SEZE N fRE HealthLake B
Ro

FE

« ERRE in AWS HealthLake

« REST for AWS HealthLake 0%

« for AWS HealthLake &+ § 1%

« BEAR AWS HealthLake B9 & 2 M ZELE IE

« AWS HealthLake & RE T

« AWS HealthLake PR ER LS

« £/ #3 AWS HealthLake &R AWS CloudFormation

+ AWS HealthLake M5 E VPC ¥ & (AWS PrivateLink)

« AWS HealthLake FHZ £ REEK

- 58 in AWS HealthLake

ERHEE in AWS HealthLake

HESEEEEBERR AWS HealthLake AWS RV ERMREE, MLEREFNR , AWS EEREHITA
B NEEERRE AWS Bin, SEEEBEHERRE LREARTNEHE, SRS/ EMRER
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS HealthLake HBEABER

AWS BT MRS ERENEREY. NEENELENHEET  BSRENBLEEREEE, ©
EEONERREOHMET , BB —RERREER (GDPR) B

ERERREBEN , RPEZREMRE AWS IRFE EAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBIEAE. M—K , SEACHEBISEESRETH
HEKFABENRT. RPtEBRERATIANREES

- BERFHEEASEEZZRE (MFA).
« £/ SSL/TLS & AWS BEREBHA. BRMFEE TLS 1.2 WEHRMEA TLS 1.3,

- £ RE API MEAEEEIZCH AWS CloudTrail, 2NEERBEA CloudTrail BHHEEEN AWS SEEIH
B, 2 BAWS CloudTrail € fEA&ER) HHER CloudTrail 1B,

- A AWS MEBHBRAR , UARHPHMBEREERLLES AWS R,
- FERAERNZERZLRKE (B0 Amazon Macie) , HBIREFREFEFE Amazon S3 BB ER,

o MREE AWS BB RMEIN APl FEH BEE FIPS 140-3 BN R IGmEZEHR , 55EH FIPS
imeh. WFEAE FIPS M FIPS mHNELHEENR , F2RBBEFEEZFE (FIPS) 140-3.

B ZERCRHTEREFNEFE A SRERBRBEN , HEEEREAKNNXFR
o, flINE B, ESEE LA HealthLake SiEREEA. APIAWS CLI, AWS SDKskY HAth
AWS fR#% B, SHEEBRSEHEIANEZRUTRAANEMAERSBTEARTERDE A, WRER
HAIBERESH URL , RPAZIEZRF I ER B LHXAREFE RN URL FBEBREA,

REST for AWS HealthLake in%#

HealthLake TEERIZ N |, EFBRIEHER Y AWS Key Management Service (AWS KMS) & & 2R R &
BEHREFER, EFEENKMS £BEZRXE K MARERGFHEEANELERTEE., &
EHE-STHREFZE KMS €88 , 5528 Amazon Key Management Service, 23 & RERIER |
EFALUEE AWS HEW KMS £ EFEEN KMS £, BEYERTHEZER , SIEEZE8FE M
RiARE, MREREREFER AWS #EER KMS £8 , AIgiE R <"E AWS_OWNED_KMS_KEY ,
mMBETEEINANBENENFEER,

AWS B/ KMS €18

HealthLake B S AEL B EHMBBENHRBRENR , fINEAE SRR BELEREERA
(PHI) ¥, AWS HEEH KMS €8T SEFEHRELNIRE S, SR AWS SEENEEANZE AWS
REH KMS £|MEESHN—75. AWS IRIEATLUFER AWS #EN KMS £ RREBENER., BEZE
B, B8, £H AWS HEW KMS eRIBREFAAIR. T8 , EFEEETEANIEREER
AN RREMZERN S8,
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MBEER AWS SEEH KMS €88 | BFEEXNSRERASMERE  MAELEERTSHALIRS
B AWS KMS Bt 88, MNEFMENR , F2E AWS HEEN 2,

EFZEN KMS iR

HealthLake XEFEAERY, BENEENHBEFZE KMS i) , BUEBIRE AWS RV INEN
BE_EMR, EuATERFLEMNS , HLEHITUTES

- BUNHEZRSBBOR. 1AM BERMER T
- BRTRBHBRERZER

- BANFERAESRBER

- ¥ R

- BYEBAIA

« REESWAMER

Bt A LAEE A CloudTrail ZRIEME HealthLake AWS KMS X RIGEIXIE EER. AWS KMS EX {448
NER, MEFHMEN A F2REFHEENEE,

BAEFHESR

BaLAER AWS BIE XA AWS KMS APIs REZVHBEEFSE LS,

218 1& AWS Key Management Service R ABEREFEIYHBEFSESBNTER,

SHERERHEFZESBNEFEIER., SEAEFSESHBLERE—ESWBER , HHIERE
HUUFEASBEREFRAARNNRERR, EEUEFZESRET , TUEESRBE., WEFHEENR ,
=2 (AWS Key Management Service BB AS1EM) PN EEHEFZESHRNEFRL

EFEBEFZESBE HealthLake EREEFER , X EESBBE D R FF kms:CreateGrant ##1E,
EEEETHHEEFZESE | UIRFIHIETE KMS £ 1FHE |, EMEH & FH HealthLake FTERY
kms:grant 16, WHFHMEN , F2EREAE T,

EFEBEFZE KMS £#88 HealthLake EREEMER , X ETESRBEKRP AT T API 24E -

 kms:CreateGrant BB FHEEREETFZE KMS 88 , UAHFFIRTEE.

- kms:DescribeKey RItRBFCRAMENEFZESRFAMEA. ERMHE BENLEERER,
 kms:GenerateDataKey {2t 77EUE , UINBFEE ARENBREER,

 kms:Decrypt Al BEFRMZE RN BN ESRE,
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UTRBRRAXESF , RFFEAERYLERFHE in AWS HealthLake SWEEEEE) , ZERIFHE
HZEWRME

"Statement": [
{
"Sid": "Allow access to create data stores and do CRUD/search in AWS
HealthLake",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:HealthLakeFullAccessRole"

by

"Action": [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"

1)

"Resource": "*",

"Condition": {
"StringEquals": {
"kms:ViaService": "healthlake.amazonaws.com",
"kms:CallerAccount": "111122223333"

ERAEFZE KMS SIRFTERN IAM 551

EAZEFEZE KMS REMBA AWS KMS IEZENERFRER , B HealthLake BRI FHEM £
REFASFTESRBEMN IAM BERHIFF A,

A LAE kms:ViaService &8 | #% KMS 881 FE R F|IAE R EH HealthLake B95E3K,

MESRBENFMET , 528 (AWS Key Management Service Bz AEm) FHEA IAM B
X

BIUREEN IAM FERE, 1AM AE5 AWS IREXEEHR
kms:CreateGrant, kms:GenerateDataKey F1 kms:DescribeKey #F 7] , AR A EH HealthLake §F Ao
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AWS HealthLake HBEABER

HealthLake {4 AWS KMS H{ERA KR T

HealthLake EER TFTIREEAETFZE KMS 28, EFBRUEAEFZE KMS SR MEMNERFK
[EBF |, HealthLake &iEiB &% CreateGrant 58K E AWS KMS RAKRBETIZF., AWS KMS
FRARZF HealthLake EEEFIRFE & KMS €8 H#ER,

HealthLake X TREE L WER FFEEBB AR, NMREMEERNAAR T HealthLake EIRF FEH
AWS KMS £#85F TR F , HealthLake EESEFEULE R, MBI ERZHENEH FHIR ER
RERMEBEHRRELEER, BEEMETAA HealthLake Wi T | SFEVHISRA, ZEMBER
B, CEZMBRENERE K MARBBERTF. MERERFKRER , HealthLake R KREE KR T,

Bt HealthLake BN &8

A LAE A CloudTrail 3RiEH#E HealthLake EFEAZEFE 2 E KMS R REEIEHE AWS KMS HIFE
K. CloudTrail HFEH# HFE B &7 userAgent LR healthlake.amazonaws.com , SUEE [E
% HealthLake 12 HEIFE R,

T3 &if5l2 CreateGrant, GenerateDataKey, Decrypt #1 DescribeKey B CloudTrail B4 , A B %
HealthLake FFAY AWS KMS WiR1E , UIFIIEFZESR/MNBENER,

LATERBAIN{AIE A CreateGrant 2R /o 5F HealthLake ZEVE F1RIEHH KMS €88 | = HealthLake BESH(E
A& KMS €8 R INFrFmEREEFE R,

FEHETFAEERITBCMNRF, HealthLake EiFIB{EIX CreateGrant i8R E AWS KMS R RIBEL
BT, FHEF AWS KMS ARAE T HealthLake FHEFRFEF AWS KMS S8 EIER,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEROLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser0l,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:ro0le/Sampleuser@l",
"accountId": "111122223333",
"userName": "Sampleuser@l"
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iy
"webIdFederationData": {3},

"attributes": {

"creationDate": "2021-06-30T19:33:37Z",

"mfaAuthenticated": "false"

}

},

"invokedBy": "healthlake.amazonaws.com"
},
"eventTime": "2021-06-30T20:31:15Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"operations": [
"CreateGrant",
"Decrypt",
"DescribeKey",
"Encrypt",
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"ReEncryptFrom",
"ReEncryptTo",

"RetireGrant"
1,
"granteePrincipal": "healthlake.us-east-1.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN",
"retiringPrincipal": "healthlake.us-east-1.amazonaws.com"

},

"responseElements": {
"grantId": "EXAMPLE_ID_01"

I

"requestID": "EXAMPLE_ID_02",

"eventID": "EXAMPLE_ID_@3",

"readOnly": false,

"resources": [

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",

}

1,
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

THIEflRE £ A GenerateDataKey , BREAEEREFERN 2 HEMBRERNLERT,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEUSER",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l"”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:role/Sampleuser@l",
"accountId": "111122223333",
"userName": "Sampleuser@l"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-06-30T21:17:06Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "healthlake.amazonaws.com"
},
"eventTime": "2021-06-30T21:17:3772",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
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},

"responseElements": null,
"requestID": "EXAMPLE_ID_01",
"eventID": "EXAMPLE_ID_02",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

T3 HIFE R HealthLake S0fAIFEIY Decrypt 4 , UEAFHRHN MBER S|/ REFZRMEZHNER

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEUSER",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:role/Sampleuser@l",
"accountId": "111122223333",
"userName": "Sampleuser@l"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-06-30T21:17:06Z",
"mfaAuthenticated": "false"
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},

"invokedBy": "healthlake.amazonaws.com"
},
"eventTime": "2021-06-30T21:21:597",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
},
"responseElements": null,
"requestID": "EXAMPLE_ID_01",
"eventID": "EXAMPLE_ID_@2",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

T 5 HIFE R HealthLake 20 A DescribeKey BRIERER T AWS KMS B F#EEH AWS KMS &8
ERERTAME U EFEAERLEFRETHRERZE.

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEUSER",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:r0le/Sampleuser@l",
"accountId": "111122223333",
"userName": "Sampleuser@l"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2021-07-01T18:36:14Z2",
"mfaAuthenticated": "false"

}

I

"invokedBy": "healthlake.amazonaws.com"
I
"eventTime": "2021-07-01T18:36:36Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
},
"responseElements": null,
"requestID": "EXAMPLE_ID_01",
"eventID": "EXAMPLE_ID_02",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS: :Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

FRAEFSE KMS €#®FTEHN IAM 5517 284



AWS HealthLake HBEABER

— 5T
TIERREHAEFEERMENFAES.

mEFE AWS Key Management Service EXRBIEZWFFMER , 5528 AWS KMS X4,

WE AWS KMS XHHZ e HEEKNFEHEER

for AWS HealthLake {5+ Y 10 %7

AWS HealthLake £ TLS 1.2 FB A\ Eiw BN & iKRE MR ER T HNER,

ERAR AWS HealthLake K9 & 75 fFEE

AWS Identity and Access Management (IAM) 2 —%& AWS fR¥ , TR EEE L2 it EH
AWS ERHFEL. IAM EEEWHRHHITLETERE (BFA) NRE (A6FT ) REH
HealthLake &R, IAM REFLUREER AWS IR 19

F&E

- BEHR

- FRSIRE

- ERABREEFIE

o WAER IAM B AWS HealthLake
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HRMEFW AWS CLI X AWS API (9ERE |, BTAFERFREBEEEGHT. Rz , REAHFIA
B ERBMITZ API BIENBER AT,

EEXEEFE HealthLake , 5§ FTHIBEREEZE IAM FRERAG .
AmazonHealthLakeFullAccess#l AWSLakeFormationDataAdmin, &t Ei#E# HealthLake
RBRBER |, REAE. BREACERBEREN AM A6 , TREHTEE. IAM EEE T IAM
WEY, BUHNRRBRESE, NEFAEF K F28 (AMEAEER) PNEIABGUERETA
fa AWS fRi%. MERVAMERESCHARBERNHEBERNR , F260 E AWS HealthLake, &iE
B AWS Lake Formation £ A5 CLI # HealthLake B E35k%A AWS Lake Formation Data
Lake EXE &, MHEFHEF , FSBERE AWS HealthLake,

1£ #12EL an AWS HealthLake ERZ M [E Amazon Athena

MREBELEAFEHAENMAGERME F HealthLake ERFHIEH ZEUE Amazon Athena , A5 T 51 IAM
BEREZZAGHMEAE . AmazonAthenaFullAccess#l AmazonS3FullAccess, Select#
Describe FFAItHFEEH AWS Lake Formation 32 & F ) AWS Lake Formation EIE S iEIB CLI
AWS Lake Formation ##¥F AWS Lake Formation, MZEFMER , FFSBILE AWS HealthLake

TEAEREB SRR

WEHEREMNMBEILIBER , AFF IAM EFRERGEZIBACEAES2NARRZEBR, BER
SEEEFEAFHMEA FHAWS CLI AWS APl URBRREH AR EREBENSFT .

]|

7

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{

"Sid": "NavigateInConsole",
"Effect": "Allow",
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"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

AWS AWS HealthLake By SE&BE

AWS SEHEEH AWS AWS SEREEYHEENBIBNESEALSEARGIEMTT |, LUER
AR R EIRIGERE, FEANAE,

FARCE , AWS RERRARTERTRECARIINRKEERT , RRAELFITAHAE AWS &
FEM., RMI2BEERRERNEARFINEFEERCE , UEE-SRDFFT.

RIEEEE AWS SEBREPESNHT, 1R AWS E3f AWS SEHREFEPESHNST , IFFE
SRREZNTEZIAED (EAE. BENAR ), AWS BRI EHHN RESFTH AP B2/ETTH
BE REERAE , AWS RETBEERH AWS ZEHER,

WMEFEFHMER , F2EH AM EHERETH AWS ZEHE.

AWS ZE B : AmazonHealthLakeFullAccess

ltAmazonHealthLakeFullAccessBURIE# HealthLake TR FEE, SILBEREREIIEFERE
RA/BER , FAETUFER HealthLake RFE. &, EAFEL HealthLake FHER, EERE
HealthLake FETRIZEREF , ELERHMBRNEEFAESAR, NEFHER , F2E F
E AWS HealthLake #1 HealthLake & ¥EFEF A,
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A #% AmazonHealthLakeFullAccess BUERE#ESR IAM 54,

HRERTEBENSEENT , AFEAENABMER HealthLake £, BE, EAMES , 17
& HealthLake KR EFELFAINEAENSCIATIE.

ATARFEEA

HBEREE TR,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Action": [
"healthlake:*",
"s3:ListAllMyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation"”,

"iam:ListRoles"
]I
"Resource": "*",
"Effect": "Allow"
},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToSexvice": "healthlake.amazonaws.com"
}
}
}
]
}
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AWS ZEBUER : AmazonHealthLakeReadOnlyAccess

AmazonHealthLakeReadOnlyAccess BURE &R FIMET & F HealthLake FE M AWS IR
HERER. FLEBEERIECEER FEHNELIE HealthLake EREHEIIEENFERE |, BT 8
BURBEFARE,

& T4 AmazonHealthLakeReadOnlyAccess BUREEE] IAM B2

WHERF#4#5F 0 , RFFEAENABEN HealthLake,

HTRBER
HHEDE T ARER.
JSON

{

"Version":"2012-10-17",
"Statement": [
{

"Action": [
"healthlake:ListFHIRDatastores",
"healthlake:DescribeFHIRDatastore",
"healthlake:DescribeFHIRImpoxtJob",
"healthlake:DescribeFHIRExpoxtJob",
"healthlake:GetCapabilities",
"healthlake:ReadResource",
"healthlake:SearchWithGet",
"healthlake:SearchWithPost",
"healthlake:SeaxchEverything"

]I

"Effect": "Allow",

"Resource": "*"

AWS SEHE 297



AWS HealthLake

FMBABER

HealthLake & /EFNEF A

T &% H HealthLake Fay BRI

HealthLake 1&4E

£ HealthLake FE I ERFZEHE

£ HealthLake A flBRE E1F M E

£ HealthLake #H3IH, ESHEHERERE
F EHEREME Amazon Athena

& HealthLake [E A& X

& HealthLake [EHER

HealthLake & AWS & BURR B

 ARBITE

LR EFRNET,

AT

AmazonHealthLakeFu

11Access AmazonLakeFormatio
nDataAdmin . . ABRBURFIH EEW
AWS Lake Formation B &5 7] AWS Lake
Formation

AmazonHealthLakeFu
11Access . . AmazonLakeFormatio
nDataAdmin RWH#IBEEFIH EEMN AWS
Lake Formation B &5 7] AWS Lake

Formation
AmazonHealthLakeReadOnlyAccess

AmazonAthenaFullAccess = BB &
KM AmazonS3FullAccess . AWS Lake
Formation Select# DescribefF A AWS
Lake Formation

2R REEAEBIETT,

2R REEHEBNET,

1R B L AR F iR IE S Lo B B LR HealthLake AWS SEBREMNFHHEEN. NHELEEEEN
BE)1REE |, /5B HealthLake X B L L EE LA RSSHE,
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FMBABER

2% iR Date
AmazonHealthLakeFullAccess AmazonHealthLakeFu 2022 £11 A 14 H
11Access RHFTEFEH
HealthLake FREERBR.
AmazonHealthLakeRe AmazonHealthLakeRe 2022 £11 A 14 H
adOnlyAccess adOnlyAccess HealthLak
e HEBEIFIENBER,
HealthLake FAtRIEHEE E HealthLake FAtRIEHEE AWS 2022 £ 11 A 14 B
SEHRNEE,

S HEAE AWS HealthLake & 9 f12H

£ LA TN B ARG B B2 B M8 IE £ A HealthLake A IAM B A 8RB I F R EIRE,

IE

- REETE AWS HealthLake FHITEIE

« EAREBHIT iam:PassRole HZHE

- BBEZAFT AWS IRFAWAEFE my AWS HealthLake &R

KERE AWS HealthLake F#TEIE

WRAWS EEIF#EE HRECEREYT BF , AIXEBREENEESES R, ENEESRA/ER

HERERBNEBHAE,

AT 5I$EERE7E mateojackson IAM EAEEHFERA T REMIRERE mny-example-widget EiR

WEEMERN , BAIRAEMR healthlake: GetWidget FFAIBEE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
healthlake:GetWidget on resource: my-example-widget

EWBERT , Mateo EEREBEEEMMABER |, RFFMER my-example-widget BMEFER

healthlake:GetWidget &R,

bad 3713
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K AEEHIT iam:PassRole HIFZ#E

MRBRTISEEE |, SHEBEEHIT iam: PassRoleBiE , BMBIERXNEEH , UAHFEKACEERR
HealthLake,

BE AWS B AIREEREACEEGERE K MAREVFNBEACIRBEELE, NFH
TR , ELARERACBEEZ BB,

EEA K IAMmarymajor FAEERFEAETIEAE HealthLake PHITENER , B4 T FIEHIEH
B, BR , BERRBEEFEREACGR TN, Mary REKACEERGRENT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEERH , RAFFMHIT iam: PassRole Bk,
MBAREERE | BHEEN AWS BEE, ANEESRMANESER,
EEE R AWS IRF A A E7FE my AWS HealthLake &R

BRLEY—EAE  BEMIRFHNEREIEEBABHNASTFIRENER, EUIEEE R
EEENHENEXAR, HHXEERERNBIRNFEUEHIEE (ACL) BVARES , BT LUERA ALK
KRBT AETFRENE RN,

MEE-STH , F2RUATAS

« ZEE T HealthLake BB X EELIIEE , BB WAFEH IAM #£H AWS HealthLake,

- BETHRNMAWS 1RFE EEBEN ERBREFIE  F260 (AM EAEER) PHEEE
B AWS IRF 895 — 1@ IAM & PR HFEE,

- BETRINMIBERNEFIERMEKE=H AWS IRE |, 528 (AM EAEIERE) RS FEUER
HEEE=H AWS IRF #H,

. METRNAEBMA S RAFIE  F28 (AM EAEEE) PR EIRERENSDE
FEIBRBHERE BASD).

NETHRERAGNERARELTRESERMNER  B2H (AM EREEE) T AV
RS R,
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AWS HealthLake Y& 1R ER %

EZESHRTEDP , E=HERABEFTME AWS HealthLake IR MM AWS &, HR
HealthLake , iE34E HIPAA,

EETH RS AWS RE TR ESHRFTEEER , F2RAWS B SR EHEANRREFLRE
BHERTE, WF-—REA , FBHEAWS 558,

A LMER TEE=HFE&%I|E AWS Artifact, MEFMER , FSE THIMS in AWS Artifact

BER BRNESREME AWS R BURRERNEEN, BLANEREE , UAREAEENER.
WMEER BREREENFMEN AWS R , F2H AWS £ X,

AWS HealthLake FRVER R EZ £

EBZERI , AWS HealthLake %] Amazon Web Services : £ 2 F## A K EFRPTRRM AWS
SERPEREZLEFNRE

BRI LAER AWS 2 EMHY API FEIY | FEiB#EE% 7Y HealthLake, A FimZEZ & Transport Layer
Security (TLS) 1.0 REFIRA, BFEFEA TLS 1.2 EHMAE. AF RS AT EEMEREEALR
(PFS) MEZIREH , HlERERF Diffie-Hellman (DHE) = #5 Bl # #R % BF Diffie-Hellman (ECDHE), TR
% (f0 Java 7 MIEHRAE) KEZEXEELER,

WA, BROACAFEREH ID FE IAM TREEBNLAEENESR/REE, NF , BALLEB
AWS Security Token Service (AWS STS) RELXERZEBEREEHB R,

£ ZE3 AWS HealthLake &J& AWS CloudFormation

AWS HealthLake B 82 #& AWS CloudFormation , B8 R#E Al BRI MR E AWS BERMER |
LURA BN EBREREMERRGHER, SuUEYEXR | HREEENFE AWS &R , AR
CloudFormation fi 2 MR EIELE R,

5 BF CloudFormation , A LIEEFRAE AR —H B EE IR E HealthLake BiR., HREHNEIR
—R , REBEEZE AWS IRF # BEHZE—MHEERNER.

HealthLake #1 CloudFormation &7

EEMENERTE HealthLake MIEBERBMNEIR , B4 AT 8 CloudFormation &4, &ZAZLL JSON
= YAML BRALH SCARE R, ELEHARABEXE CloudFormation HEBFHENER, HNREFHE
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JSON = YAML , 2 A LA{E A CloudFormation %5t T E R B & B A EH CloudFormation &45, 0
EFHMER |, 7528 (AWS CloudFormation fEF &) HHI{TER CloudFormation 525125 7 o

® Note

AWS HealthLake XA B ERZMI[E CloudFormation, MEFMENR , SIEANGE
HealthLake EXFH[ER JSON F YAML £ &6 , 552 BAWS CloudFormation { A&
88 T K AWS HealthLake BEREH £,

— %5 7 ## CloudFormation

EE#— 5 T # CloudFormation , S5Z2RB T 3&ER :

« AWS CloudFormation

- AWS CloudFormation f£fi & Er

« CloudFormation AP| &%

« AWS CloudFormation s B 5| REFE A EIER

AWS HealthLake F15HE VPC %2 (AWS PrivateLink)

ST LA M AT E VPC %%, £ VPC B AWS HealthLake 2 M A EERR, NE VPC xR

A AWS PrivateLink B il , 871 LA IS IE £ 97 3R %A T 77HX HealthLake ; APIsEE AR R

. NAT £&. VPN #E#Z5 Direct Connect E#f, VPC FHHTHEEBAEELE IP it , BI7EE
HealthLake ; APIsi&&. VPC EE HealthLake 2 M FHE ; =22 Amazon B,

BENERHE R HE TR PN NS EEEERTER R

MBFHMEA , F28 (Amazon VPC EAEERM) PR ME VPC imEh (AWS PrivateLink),

HealthLake VPC ix B ZE2E1E

£/ HealthLake BRESTHE VPC imBh 28l , FHXmE (Amazon VPC £AEERE) PR THRME
ST

HealthLake X&) VPC I ERTA API B1E,
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5 HealthLake 23X /" H VPC %% ;

BRI LA A Amazon VPC E# &% AWS Command Line Interface () & HealthLake ; BRIEZE I VPC
InBAWS CLI, MEFMEEF , 528 (Amazon VPC FAEER) PWELTEHIKE.

A T 5IRR# &% HealthLake 23 VPC iH % :
* com.amazonaws.region.healthlake

MREFRRIRREIFAE DNS |, EF LUE M BEIRYFEER DNS & %[0 HealthLake 25 APl 553K, #la0

healthlake.us-east-1.amazonaws.com,

MEFHMER , F26 (Amazon VPC EAERERE) HHEB N Him i FEIRE,

5 HealthLake 23 VPC im BB R
T LA i B B B R T 2 4 HealthLake ZEREY VPC 158, HBERIEE THED -

- AHTBENER,
- AFITHEME.
« AHBTBENER.

MBPFHMET, , HSH Amazon VPC (A EIRH A VPC 5 B2 B IR FH,

gi/] : HealthLake B/YEHY VPC imBhBUER

LA 2 HealthLake iR BiBURRE G, EEZFHEE  HBERERFMEER LME T RYE HealthLake
CreateFHIRDatastoreE{ER IZEAE,

{
"Statement": [

{
"Principal":"*",
"Effect":"Allow",
"Action":[

"healthlake:create-fhir-datastore"

1,
"Resource":"*"

}

]

% HealthLake 23 NHE VPC ih 3 ; 303


https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html

AWS HealthLake HBEABER

}

AWS HealthLake P L2 HEET

AWS HealthLake IR#55ZZ 28 , HEERZNEFECHNZLZBEREBNUEZEE, UTREEKA
—RER|  WRARREBHNLZEHBRAIR, EEREERTRETEARELIRELNRESZR , AHE
KERABRHEERY K MAEEERER.

- HEFEREERF.

- ST AEfF A Customer-Managed-Keys(CMKs) RN BN E R, EEE—L 7 # CMKs ,
Amazon Key Management Service.

- ERERIFREDRN PHI Pl &, BEAESEE POST , M3EFER GET B2,

- BREHBBNEEZRRZEHEBHNFZE.

- BBEMIAZEAN APISELERE , F2EEA A RMALNEE FHIR ID (LID) A PHI
Pll, @ ERERENTEBHER,

- EIAEY, BEH, EHF. BBRRESHERE , FOER HTTP ZEFHH PHI,

« B AWS CloudTrail SAfE /A audit AWS HealthLake , 378 {R%2 B IETE HIRIEED,

- REAZLER Amazon S3 FEEIFRNREER, EEH P T#H , 528 (Amazon S3 FHEIE
B FHLZLBEEK,

3
¢
b

g8 in AWS HealthLake

AWS £IREREBRIU AWS BFEMAABEAEREE. AWS EFRHUZEEE S BANREEHA T
RES , ELXTHAEMRKLE, SHEENSHEBERE. SBTRAESR , S URTERENE
REANENE  EIARSCHEBREBEMASRETE., TARBNITANL, REERINER
BEH , IBE-FHZEERTONERERREES.

MBBEEEFANMIBFEHAERENRERARESN , BEH AWS Kt [EiE, AWS KfE 28—
ERhl, EEBXEEN AWS Eif, MEFAE AWS B , AWS A#EiHEE M AWS EFT4E
BEEEO

M AWS BEATARENHARR , HSH ANS £ REBBIE,
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AWS HealthLake £ #&

THZESEZERERAR FHIR, FHIR 1 £ SMART AWS HealthLake,

(® Note

ES]

FTE R4 HealthLake BIfEME R ERSEEBNSEZPRRIR, MEFMER , BF2E AWS
HealthLake APl &#,

« Wy FHIR E#Y SMART X #& AWS HealthLake

« BV FHIR R4 X #& AWS HealthLake

. HEHESE AWS HealthLake

. WX EZE AWS HealthLake

B FHIR £B SMART X #& AWS HealthLake

A FHIR B HealthLake ERIFHE LW TEREREARX NI EEFEAFEN (SMART) AFFER
4 FHIR WEATER LB SMART, HealthLake BRI 2 EZEBFERE=F R ERRSRBBNIRES
REER. Ht , BFREIR BB MEHERE AWS Identity and Access Management , M2 EARFE
FHIR & H EE M R2F LA SMART,

®

A LAEFH AWS CLI AWS SDKs A FHIR W& FHE L E# Y SMART, MNEFME ,

Note

HealthLake £ FHIR fxZ4x 1.0 #1 2.0 - X SMART, EEBH# - 7THELERE | §
R4 X H SMART FEARXEE,
HealthLake ERZEHEXE T % FHIR 53R LH SMART B0 BRFEMNIZHELEE

i

i
\

28 FHIR

« OpenID (AuthN) : BREAESAFIRERAEARMMEBBEHK (RHE) .

. OAuth 2.0 (AuthZ) : FIA2# HealthLake ¥R R E P HIBIL FHIR &R , BBRBHES
ALERSEEA, EeHRERRSIFFRENEEMER.

T
s

B2 37 HealthLake BRI ZHE,
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R FHIR WERTFHRIELEYT SMART 2# , B LUER EMHESREEERE | SERERAR
BPEER. EHE®E Lambda MEMZEK M UpdateFHIRDatastore, MEBEFMEN , FSHE
#1 HealthLake ERFHIE,

F&E

« FHIR £# SMART AF9

+ FHIR k£ SMART K HealthLake &% BEEXK

+ HealthLake Z#E# FHIR OAuth 2.0 EE £ SMART

- £/ BREEM AWS Lambda

« TERA FHIR MY HealthLake B 7 X E L E SMART EABHERE

£ FHIR #RZE# L #HEL SMART

- £ E A SMART 8K HealthLake BRI FHIE LR H FHIR REST API i8R

FHIR £&Y SMART A9

T3 EREEREA AR EA AWS HealthLake B FHIR #2# L #) SMART, EHaIiEERNARE AWS 1R
ErhHEMER. A FHIR B HealthLake ERMZMIE EE Y SMART , 2A% FHIR AFiRERRE
RN EA S HEE R ES A HealthLake ERHZ N B BN AY £5 451,

T8
« £ FHIR EEREEA M SMART HWER
« FHIR b @AM SMART WA FRERRER T/EHRE

£ FHIR LE&EHEA RN SMART HWEIR

T35 BRESE HealthLake Z1{IEE FHIR 53R £EA SMART , URRIFIENER, FTHTEREIE
RGP HEE/E , LAE FHIR 3R L33 SMART :

- RIXFERE . BE , RESBRKRELEE FHIR LERA%E =5 SMART RFH HealthLake ERFHK[E
PHER,

« FHIR £# SMART EAEX (BAAFREAER ) : BEFH HealthLake EREHREFKREIZ
B EARER,

- REMBRET : BFS OpenlD Connect XM FIARET , AL E A B 1 FEVER

« HealthLake BRI ZHE : A FHIR B9 SMART HealthLakeZ K [E , /8 Lambda & 2 [0 IR &
HFHTHM FHIR REST %R,
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FEREERE-BEE , ELAEYTIER.

® Note

BMERCESRERERARS. ERELWXEHE , WET AWS Lambda BEBUIREERE
HERBREZE , £A FHIR 19 HealthLake ERHMZ R E L2 7 EH SMART,

1. BRERE A R AT IR T

HEE FHIR £ LEM SMART , £FEXREF =N REMRS , BRIHEREFREREN FHIR
REST R, MEFHAEH , HBHFHIR £ SMART K HealthLake 59 BB ER,

2. EREMRES L EHEE , LES HealthLake EREHEFEUE R

FHIR L& SMART £ OAuth EIERYIBEMERERTFIMN FHIR ER , URTFHEE., E&
HERARBEERZFN—EFIRN, NFFMHEA , 552 B HealthLake X ER FHIR OAuth 2.0 £iE
#9 SMART,

3. REREAHMITEM ERMEMN AWS Lambda BEE

BAFEmERARERAERA FHIR 2 SMART WEREFEME LEIEM FHIR REST #XR&% JSON Web
Token (JWT), WFEFMEN , FSBEHEE IWT,

4. 7EBRA FHIR B9 HealthLake ERFHIE EE I SMART

% Z1E FHIR HealthLake ERZH[E EE# I SMART , BFEiRHt
IdentityProviderConfiguration., MHEFMEN , FSEE L HealthLake ERTFHIE,

(® Note
BUEBREHEZR , B LAEH REHFEDIRMEELARE | SlnmRERRE Lambda BE,
BEREMRSIPEER  NEFREERBEUpdateFHIRDatastore, MEFMEN , B2
B #7 HealthLake BRI ZHE,

FHIR LiEAM SMART WA FIREERER TERE

T —EifRBEM7E FHIR £EA SMART ARH R EB A FisEAER , £ HealthLake EREKE LR
HERIIE FHIR REST 53K,

1. 5 A P ik EAREX @ Well-Known Uniform Resource Identifier 12 HGETESS
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AWS HealthLake B ABIER
ERA SMART WA FIRERBEX S AR HGETHER , FTEES K HealthLake ERFEHREN R E RS,

iERIEI® Well-Known Uniform Resource Identifier (URI) 5RREKM . MEFHMER , FSEE
FHIR #R3R X L H#EEL SMART,

2. EREFHMNEE

AEFREARAFRARERARSNVZERY SEAETUEA, LEFSRIBEAE, EEANREZ
A FisEHARER I HealthLake ERMEHESTFEM FHIR ER., MFEFHMEN , F52 B HealthLake
) FHIR OAuth 2.0 5B L SMART,

3. FHVER

HEMFAECBERE»BRE L AFREAEXSRRERARSIZER JWT EBEHN. EAFRERER
&% FHIR REST 5 3k#5 HealthLake i , IR F/F. MEFHMENR K BLEFFRE.

4. ERA FHIR By HealthLake E# M [E L ¥ SMART 21 FHIR REST API R

BAEmEAERAREMUAERAREMNRSRERENEIER , & FHIR REST API FEREXE
HealthLake EXIFHEIR S, MEFHMEN , F2EEERA SMART IEER HealthLake ERFHE
i H FHIR REST API 583K,

5. Bad JWT FEUER

ZERE FHIR REST B R EANFEER , 5BFEA Lambda BREl. MEFMENR , BF2EEH B
EHEHR AWS Lambda,

FHIR £ SMART B HealthLake 8 0 EBRBER

= EZZERA FHIR Z HealthLake ERFHE LA SMART Ay FHIR EiR , AFmERERN4ZERH
OAuth 2.0 AR IZH M PRESIFHE , I FHIR REST API 53R £ OAuth Bearer ##, EESHKE
ERRENIRE , FEBWell -Knowni#t — &R BIFFE FHIR &R L{FE A HealthLake SMART,
EEE—STHRUERR , F2EE FHIR A XX LB SMART,

£ FHIR HealthLake B X FHIE L2 SMART B |, % EfECreateFHIRDatastore®ERH
metadata TEP ERRERARFNHEMNEZF IS, EEHE—FS T7THUNTESE metadatatE ,
B 2237 HealthLake EREHIE.

Y
r

BT ER EFREERERELN netadatat® ( BERENZH R
% ) UpdateFHIRDatastore, MFEFMEN , FFSEEH HealthLake ERHFHE,

ERARERRSRY  AFREABRXKERARERBRERFERAE, —ERENRE K REREEE
4 JSON Web Token (JWT) X EEGAFIREARR, FFIEATAFREARNFEAN FHIR
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EREE  EMRHEAETFINER, 3E K NREHTRBEE , ADEEISELFEET.
EEE— T # HealthLake XM FHIR EEE £# SMART , 528 HealthLake X&) FHIR OAuth
2.0 E5E L# SMART,

FARERARSERETH IWT , AFREARXSYHEA FHIR 1 HealthLake ERHZ M [E LK SMART
#4T FHIR REST API R0y, EEERR MM JWT , BEEE T Lambda B #, HealthLake &£ E
FHIR REST AP| SRR REWALL Lambda B, EEEE AM Lambda HEEHI , FSE £/H
ER BB AWS Lambda,

ERA FHIR By HealthLake ERHZHIE L3 SMART FTENRERREETE

fECreateFHIRDatastore®E kKA , LFEERUBERBNFZIRE , A
IdentityProviderConfiguration ¥4 metadatat &N —Z7 . RERENFFHFin AR %
EH, EEEFECreateFHIRDatastorefE R I{AIEEEH , FF2E E I HealthLake ERHFER

=
oo o

ERA FHIR B HealthLake ERZEMIE LT K SMART £# FHIR REST API F&RTE
HNEE

BB AWS Lambda R BEETHESE , TEEERA FHIR B9 HealthLake ERIFEHE LKA
SMART LE#IE® FHIR REST API &R,

e nbf: (FEZH ) EE —"nbf (EZE ) EESHAFEEZ IWT BREMNEE, BE nbf" BESE
B, BRI HH/RREAEABRRBER "nbf EEFHHNWTEA BB, RFEMEN Lambda RE
gEfliat R MRS CEERA nbf,

« exp: (IBHEE) E4 — NEHEE, (BHEE) E528E JWT EXB2ETEEZEE
Elgiﬂgﬂﬂ%'FEﬁo

« isAuthorized : HMERES True. IEHFRCEZEMRIZ LESTE,

caud: (%R ) 5 —"aud" (BR) EETEA JWT B H A, EXERRA FHIR 19
HealthLake BRI 1ZH [EiwE LB SMART,

« scope : EMEZEALR—EFHIR EREEEE, LEEEENREMRSLER. EEHE— DT TH
HealthLake #32# FHIR ERIHEEE , 552/ HealthLake By FHIR EREE 1 SMART,

HealthLake X #&#Y FHIR OAuth 2.0 & £/ SMART

HealthLake £/ OAuth 2.0 A REBAHE. ERERMRS LEALBABETRELAAFIRER
EX M FHIR EJREX HealthLake ERFHRIET (B, B, E#H. MERNES ).,
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FHIR L8 SMART REEZ —HE T U RERRB[FRNEE, Sl , ERFARFEERELER
ERRIMAEBEFAEANA P REAREN  BEEREF RreadsiE,

(® Note

HealthLake BB % FHIR V1 1 V2 L8 SMART , I A, B ERZFHER , SMART
on FHIR AuthorizationStrateqy@REA T =FEE2— :

« SMART_ON_FHIR_V1 - #%X# FHIR V1 L# SMART , E8%E read ( BEVES ) M
write(create/update/deletesF ml o

« SMART_ON_FHIR - %# FHIR V1 # V2 L& SMART , EfhaiF
create, read, update, delete® search#wl,

« AWS_AUTH - F85%H9 AWS HealthLake #Z# ¥R ; B FHIR LAY SMART 3,

B EEE
HealthLake X E& R E#E X EE launch/patient,

EBURBEXF , AFREARAEFREFIRENHKRES K RARFRERAEXTAEEAEMN
mE. Bt , AFREARANREFRENEFREDFRHE, FoRIFANR , REARSISH
HERFR , RSB RNBEHEEHE, AENEEAREEREARSVOEFEENFZN —E
=it

S ENBEBEXEE
Scope (EiE) B
launch/patient OAuth 2.0 REBRFHNBE , BRERERETERXHFEER.

HealthLake B FHIR &JREEE L# SMART

HealthLake £ FHIR BR&E Lt E& = BB KA SMART,

 patient HEERTE—HREBERTERNFIE,
- user HEERTFHEAFUTFRNSEERNFIE,
« system EBEG R T HealthLake ERFRERFIE FHIR ERNFEUE,
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html#HealthLake-Type-IdentityProviderConfiguration-AuthorizationStrategy
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THEEHHHEA FHIR V1 £ SMART & FHIR V2 £# SMART 2% FHIR EREBEMNFE Z.

® Note

BUVERGFHRER €% E FHIR L# SMART Z##%XH, MFEFMAEF , 528 AWS
HealthLake APl 2#&AuthorizationStrategyHH

HealthLake X &M FHIR V1 £ E £/ SMART

£ FHIR V1 LA SMART K , AR E % HealthLake B FHIR EREBEMN —MFEEZNT. EEE TS
gEHP IR EME URL B , FRDEERZRE.

('patient' | 'user' | 'system') '/' (fhir-resource | '*') '.' ('read' | 'write' | '*')

FHIR v1 XENRELE LK SMART

HEFEE &5 {5 €5 B R
patient/(fhir-resource | '*'). patient/A HEAPREARER
('read' | 'write' | '*') llergyInt SEEMAERENED
olerance.* 1T E R B A B
BEAFERE,
user/(fhir-resource | '*').('re user/Obse FEHERAFIRERRE
ad' | 'write' | '*') rvation.read NEBMAERHEERE
M 1T 1E B B A B
BEAFEE,
system/('read' | 'write' | *) system/* . * RERAPRERARER
EHFE FHIR BIR
ERNER/E AT
R

HealthLake X #E# FHIR V2 EE LK SMART

£ FHIR V2 L/ SMART B , R HealthLake # FHIR EREEHN —HRFEZNT. EEET
g hmERE URL BBE BB EERRE.
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('patient' | 'user' | 'system') '/' (fhir-resource | '*') '.' ('c' | 'z’ 'u' | 'd' |
Isl)

(® Note

EEf FHIR V2 LA SMART , BB EBE Apermission-v2HEE
¥lcapabilities¥#& , ER IdentityProviderConfiguration ERERNKE.,
HealthLake X EEMEE, WFFHEF , F2E FHIR ZEROBHERPZENBHE
.

FHIR V2 X ERNZELE LA SMART

SEFEE gHl V1 SiE fmR

patient/Observation.rs user/Obse ENAESEHIRE
rvation.read Observation &R

HYEF o

system/*.cruds system/* . * ReAFPREARER
BEBMA FHIR BR&E
Pl 5B create/read/
update/fl BR/#E £ FER
i

HealthLake X#&E® FHIR V2.2 EE £ SMART

V22 FERUESSHAERNEERER V2 5B, REMRS[BEVTUZRHRBRHESEERSHEER
HEE K MARERBEFRERF CRUDS #1E,

V2 B ARRIEFRE, V2.2 FREZM IR

- BEN V2 EB ( F28&E KRG ) SEESUT —KEE,
- V2 3GERLUERAM?param=value&EH FERIEM,
- EEER (patient/user/system), ERFEEH CRUDS FRZEEE,
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FRMRAF

FRTEE FHIER

£ FHIR V2.2 LA SMART 28l ,

- BREREFEMESEI , ¥i% AuthorizationStrategy %% SMART_ON_FHIR ( REX&E V1
M V2), A SMART_ON_FHIR_V1Z AWS_AUTH WERERETHFEERK,

. !&‘\E’JEﬂﬁﬁ|=E_nE',’F],'E*TicapabilitiesFEEUpermission—VZEFo V2.2 BigF V2 BERYH hnE
, A HEBMNFEA,

« f&HY IDP Lambda B ESBRBIEE V2.2 SiEE (S EHFELENEE )

By v2.2
BARREAREERIFTNERNERESERRENERNERE,

BUFNEREFERER , 5545 permission-v2. 2% 8= Metadata{uFH capabilitieskd
FlIdentityProviderConfiguration :

"capabilities": [
"launch-ehr",
"sso-openid-connect",
"client-public",
"permission-v2",
"permission-v2.2"

BRERERE

EFEEREEREME LA FHIR V2.2 LK SMART , 84% permission-v2.2¥i8=E
Metadatat@fIF#capabilitiesf#%| , IdentityProviderConfigurationdfEf R E
¥EUpdateFHIRDatastore, MFEFMEN , FSBER HealthLake ERTFHIE,

FEREXK:

« permission-v2 %XEREBEMEIP, V22 ERE V2, BLEBEA.
« AuthorizationStrategy %72 SMART_ON_FHIR ( &= SMART_ON_FHIR_V1g}
AWS_AUTH)o

- BB RMEAEESHET IR  AhFIEFMERENBAMINEEL R permission-
V2.2,
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SFEeVHENR , REFHURE, EERE  FHEI BRXHT (FE Sigv4)

GET {healthlake-endpoint}/r4/.well-known/smart-configuration

MREEPH capabilitiesf ¥ @ E permission-v2.2 , Bl FHIR V2.2 £# SMART €& AER
kR,

HEHREEERES
V2 SCERLGER N B FHEEM

V2: (patient|user|system) / resource . cruds
V2.2: (patient|user|system) / resource . cruds [? param=value [& param=value ...]]

V2.2 BEEHFHTH

T R EA

?param=value Search-parameter EFZ 4. RLEFSHRHEFNE RS EEFEL

&param=value HaEFRme. ZEEHZFRMF R ANDed - FTAE EREFA BB L BT
#HAl

- BEFGEERANEEPEENEREE. TXEERAFR (*) HEEREME,
- SRV ARBLENTHENESHEBHEREREEN (&B REGET /r4/metadata).

- TEREBEFSE (HIW patient/Observation.rs?category=laboratory) 2 H¥EE OAuth
2.0 EESHNFRFRscpEEFNEE.

- BEFERPEME RFC 6749 MY URL | wiB4SHF T ( HIM0 - %7C),

- HRBH., HFNHESY , V22 XBEFHLEE (HlW0 ?date=eq2023-01-01), V2.2 th%E
gE2gBuiER,
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sEE S

V2.2 & E 4
Scope (ZiE) & TFHIFE
patient/DiagnosticReport.rs? R A categoryA DiagnosticReport &
category=LAB JRLAB.
patient/Observation.rs?_sec REEEZLE® Observation HWE
urity=http://terminology.hl JRRestricted
7.0org/CodeSystem/v3-Confide
ntiality|R
patient/Observation.rs?date REAR#A2023F 1 A1 HEZ
=ge2023-01-01 #0bservation WER.
patient/Observation.rs?cate REERZE AND &#&RObservation K&
gory=laboratory&status=final Ro
user/Condition.rs?clinical- HEEA®Condition MWER,

status=active

MHFITITA

EFZHEE V2.2 #iERF |, HealthLake EERA S ERIEMNEHEIRY

SEREN V2.2 MFIBIT
e Behavior (174)
FEE (1) REEERFEMASEGZREMARS , 7K. BREED 403,
BE (s) HEGEREFHEEHER. ASELQAFHER,
EI/EFH (c/u) ERVAFCHEGRIRETREREA. RASEE 403,
i BR (d) BEERLANSHEGHEFG. TRSEE 403,
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sEEETIEF

- HEEREENZE V2.2 SESHE (BHEEHN OR),

- REGREHENEREZ V2 8B (M0 patient/Observation.rs) 8 FEEEFZEE , R
EREMPEAEEN V2.2 EE AT,

« Rpermission-v2.2BAANERERE LW V2.2 SESHEIE R 2B,

PR 1
V2.2 SEIEERIEHTXETYER :

- BEESSE (HIW code-value-quantity).
- BEES2% (HW subject:Patient.name=Smith),
_include/ _revinclude#E£2 ¥,

« $export/$davinci-data-export ( REEHR ) - TEA V2.2 thE GG , XKEELFERA V2 &
&

- BAFnERBEREGRIEGES (HlW, patient/*.rs?category=LAB & ).
RESSHERREE , BXEBTEHENERER (HlI patient/Observation.rs?
category=LAB),

SRR HEAR

Btk R &A BIE

AR THEE BEREMRELRERA V2.2 FERYEEFRE/.well-known/
smart-configuration 3IFEREX
;8

&R LF1EW 403 ERTRHEHEE R R4t BRIRSEESHBRIFERE,

TZTHESER HEEERRGLLEAEE ERREHNEGEGERENRE

InvalidScope #5328 HEANNENESSH iEiB /metadata Capabilit

yStatement RS &,
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Vit ¥ Ui 8451
=G| EERAENEERETR 2023 FLUEANRKRERERR,

1. EREENRERRRFBETR

patient/Observation.rs?category=laboratory&status=final&date=ge2023-01-01

2. A FimME Il HealthLake :

GET {endpoint}/r4/0Observation?patient=Patient/123

3. HealthLake &8 1T S E EFZ R, EIEE TS category=laboratory AND
status=final # date > 2023-01-01- BEMfEA FiwzERFIEEE=0bservation,

5 BRFBEH AWS Lambda

BRERA FHIR HERMZEME L2 I HealthLake SMART B |, 8% BfECreateFHIRDatastoref
SRR M# AWS Lambda BEEH ARN, Lambda EEH ARN 2/ IdpLambdaArn S&71E
IdentityProviderConfiguration ¥#H#E%E,

IEAAKREN Lambda BB, FEEE M EA FHIR 89 SMART EREHE, BYEREFEHREZR , &
ATLAEF LA R A RM Lambda IdpLambdaArn B #{UpdateFHIRDatastore, EE&EEHH]
AEREHREIREN Lambda ARN |, 55fF/ DescribeFHIRDatastore AP| BifE, MIEHMENA |
B2 EH HealthLake ERHEHIE,

£ EZE FHIR REST 3R ERA FHIR WERZEME LE SMART £3Zh , &8 Lambda BB BT
THEE :

- £ 1 DA EEERE HealthLake ER1FHE 2o
- BIEAFRERREXAER REST API RN EEEZHEDEHNENER.
- EMEEEHFFAN IAM R AEKHIT FHIR REST APl R,
- BETHEEFEETR FHIR REST API 55k, MEHMEEN , BF2HE LEEL,
* nbf
* exp
* isAuthorized
* aud

* scope

FRIRFE 317



AWS HealthLake HBEABER

5/ Lambda B , BR T Lambda 82/ , EEERVYHTACNEREBER, Lambda REHHIT
AR IAM 86  BFEBEEINHTEHEME AWS REMNERNGTT, SRERNEREBESLER
#F HealthLake R RE W A B R EL

AEEPNEHRARBAFREAEXNBBLEAEFFER, B AWS Lambda HBFTEN D
B, R WA HealthLake AT AN EIREBUX,

N
v

« 51889 : B3 Lambda ¥

- %25 . B AWS Lambda BB K HealthLake FRIEAE
- 5 3 &89 : ¥ Lambda HEBHHITAE
- £4 8D BERBKRFEE Lambda EHE

- £5E%9 . BEK Lambda EEMHEILTT

Y

ok |Dkr
N
L

Y

\

\

3 AWS Lambda &

WEBEFREITH Lambda BRE &£ HealthLake WEI¥ A FHIR B9 SMART EREHERFE KRB
%, REAFKEREIXNGEREE REST APl Bl | LRAEFNFHNIS#E#EE,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/
Authorization: Bearer i8hweunweunweofiwweoijewiwe

AEEHHEH Lambda BREIE EH AWS Secrets Manager KRB EFZERARI[HENZEAEZR, &
fEZIBRRT EEEE Lambda RHEFIRURERARSZFAFHER

ExampleEa & 2 S REAHFZAM FHIR REST 53K

Lambda BX (&5l /R &5 a0 B B EIE B EUA FHIR 2 SMART ERMEHER FHIR REST 53K,
& W E/ELk Lambda step-by-stepsiREA , 2B £ B Lambda BB AWS BEEEE A,

MR FHIR REST APl ERTE BN EREHNER S, FHFLHM REST 21 , Lambda BREH S
KM, BEEE— S THRLENEEARSE LR , F2E KESS,

import baseb4

import boto3

import logging

import json

import os

from urllib import request, parse

logger = logging.getlLogger()
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logger.setlLevel(logging.INFO)

## Uses Secrets manager to gain access to the access key ID and secret access key for
the authorization server

client = boto3.client('secretsmanager', region_name="region-of-datastore")

response = client.get_secret_value(SecretId='name-specified-by-customer-in-
secretsmanager')

secret = json.loads(response['SecretString'])

client_id = secret['client_id']

client_secret = secret['client_secret']

unencoded_auth = f'{client_id}:{client_secret}'

headers = {
'Authorization': f'Basic {baseb64.b64encode(unencoded_auth.encode()).decode()}’,
'Content-Type': 'application/x-www-form-urlencoded'

auth_endpoint = os.environ['auth-server-base-url'] # Base URL of the Authorization
server

user_role_arn = os.environ['iam-role-arn'] # The IAM role client application will use
to complete the HTTP request on the datastore

def lambda_handler(event, context):
if 'datastoreEndpoint' not in event or 'operationName' not in event or
'bearerToken' not in event:
return {}

datastore_endpoint = event['datastoreEndpoint']

operation_name = event['operationName']

bearer_token = event['bearerToken']

logger.info('Datastore Endpoint [{}], Operation Name:
[{}]'.format(datastore_endpoint, operation_name))

## To validate the token

auth_response = auth_with_provider(bearer_token)

logger.info('Auth response: [{}]'.format(auth_response))

auth_payload = json.loads(auth_response)

## Required parameters needed to be sent to the datastore endpoint for the HTTP
request to go through

auth_payload["isAuthorized"] = bool(auth_payload["active"])

auth_payload["nbf"] = auth_payload["iat"]

return {"authPayload": auth_payload, "iamRoleARN": user_role_arn}
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## access the server
def auth_with_provider(token):
data = {'token': token, 'token_type_hint': 'access_token'}
req = request.Request(url=auth_endpoint + '/vl/introspect',
data=parse.urlencode(data).encode(), headers=headers)
with request.urlopen(req) as resp:
return resp.read().decode()

5 23 Lambda KB AWS BB I A

THRFRFRESERMA FHIR 9 SMART EREME LEE FHIR REST API 583KE , BUFE
HealthLake BN RBAC, MREERELRBEAE , ZMATLUEY Lambda BHE, EAETH
EBREAEH ARN , Lambda BT sEiB{E, ZFEE—F THRNAEZREACEITE Lambda BEH
EEZAG , B8 Eﬁ 1 HealthLake BRI A & LAR R A REE JWT B AWS Lambda B #

B3 Lambda ¥ (AWS EEXEAR)

BB Lambda &+ M REEH,
EEETHRE,
ENRERRREE.

HEAEAT K GANBEE, EHRTHET , BIEFEL Python KREBAIHITIFE,
PITAG FEE B EHBER Lambda FFAINHAL .

o b w0 Dd =

Lambda SRV EBNHTAE , KABGER FEENE A LEZE Amazon CloudWatch BEF
A, Lambda HESHELWUARHEBRENTAR X EFERAFTARRKETL AWS SDK IEAE
o

6. BERXBRSIER , REHIEEH| Lambda BHE,

MREE KRS Lambda HREBEVYEFRANWREAR  RIXEXEIZAR | &5 Lambda RS
OB, EEH—F THRNAA Lambda REBENREA® , 5528 EI HealthLake [RIEAE
LU B R JWT B AWS Lambda BE,

import baseb4

import boto3

import logging

import json

import os

from urllib import request, parse

logger = logging.getlLogger()
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logger.setlLevel(logging.INFO)

## Uses Secrets manager to gain access to the access key ID and secret access key
for the authorization server

client = boto3.client('secretsmanager', region_name="region-of-datastore")
response = client.get_secret_value(SecretId='name-specified-by-customer-in-
secretsmanager')

secret = json.loads(response['SecretString'])

client_id = secret['client_id']

client_secret = secret['client_secret']

unencoded_auth = f'{client_id}:{client_secret}'

headers = {
'Authorization': f'Basic {baseb64.b64encode(unencoded_auth.encode()).decode()}"',
'Content-Type': 'application/x-www-form-urlencoded'

auth_endpoint = os.environ['auth-server-base-url'] # Base URL of the Authorization
server

user_role_arn = os.environ['iam-role-arn'] # The IAM role client application will
use to complete the HTTP request on the datastore

def lambda_handler(event, context):
if 'datastoreEndpoint' not in event or 'operationName' not in event or
'bearerToken' not in event:
return {}

datastore_endpoint = event['datastoreEndpoint']

operation_name = event['operationName']

bearer_token = event['bearerToken']

logger.info('Datastore Endpoint [{}], Operation Name:
[{}]'.format(datastore_endpoint, operation_name))

## To validate the token

auth_response = auth_with_provider(bearer_token)

logger.info('Auth response: [{}]'.format(auth_response))

auth_payload = json.loads(auth_response)

## Required parameters needed to be sent to the datastore endpoint for the HTTP
request to go through

auth_payload["isAuthorized"] = bool(auth_payload["active"])

auth_payload["nbf"] = auth_payload["iat"]

return {"authPayload": auth_payload, "iamRoleARN": user_role_arn}
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## Access the server
def auth_with_provider(token):
data = {'token': token, 'token_type_hint': 'access_token'}
req = request.Request(url=auth_endpoint + '/vl/introspect',
data=parse.urlencode(data).encode(), headers=headers)
with request.urlopen(req) as resp:
return resp.read().decode()

£ Lambda B EITAE

B3I Lambda B2 % , BREEFHMHATAG , LB EMM Secrets Manager B4 EFFA], 1£ Secrets
Manager A , BZ IS EWZEHE ARN, EEZEAREER , H1TACEREEFEH T Lambda B
BFTENER,

BATLAE IAM 32 A5 2 Lambda B , 37 Lambda =& FBIZ4HEARE | LB K Lambda B
HITAB, EEE—F THRUMEE Lambda MEBHITA® , 528 Lambda Hi1T7AE,

Examplei® F FEUER Lambda ERE#1T A GetSecretValue

7% 1AM B)EFTIE EGetSecretValueHTAELER FEH| Lambda BRELGE/EFTEMEF T,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource'": "arn:aws:secretsmanager:us-
east-1:123456789012:secret:secret-name-DKodTA"
}
]
}

WEF | BRI Lambda BB , TARERFEAES FHIR REST BHRH —BoRENEFEIZEST
EXZIERA FHIR B9 SMART BERIEHRE.,

ig‘!
B
%
9
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#37 HealthLake RI&A LA A A RENS JWT B9 AWS Lambda B E

® AY: 1AM EEES
ATFTIE SR IAM BUR | WEIFH IAM B HERE,

k% At

REAERREEETH IAM A€ | TREHTEE. IAM EEES T LHE IAM RET, BX
MMERBEEE, NEFMAET , 728 (AM EAEER)) FNELACUERTFTH
AWS BR#%

JSON Web Token (JWT) % , Lambda EERXE , TEEERE IAM A ARN, tAGBXEEFHIT
REST API S8RV A EFHT , SHERAF TR EMEYK,

£/ IAM BREBRT RN , REFRTAENRET. eBE-FTH  F2H0 (AM EREER)
R EARIEERET T

EY HealthLake BRI A B UERE Lambda HBHIEE TEMELR.

- B, BEEEY IAMEE, KBERXEARELSERERRSTA RHEEN FHIR BRFZEE,

- B HBEERY RKAR, ERRVAGE R SULUEEEALREER  YEEEESB 1 PEIN
BUR, EEBEREH HealthLake EEABRBEFTEA, ETEH | BEERTE HealthLake ERE
F[E ARN f1 AWS iR F ID,

B IAM B

FLEREARFRPERNEESRECHFEEAEE HealthLake ERMFHIEF AIFEH FHIR &R,
FAUESITEEREIN IAM BER | UAFEEERWEE,

&I LATE IAM BURBUREH ActiontEHRER A EE. HRERRActionFHEE , EAEE
% Resource types. & HealthLake 1 , ERFHERK —XENEFREE , 7% IAM FF T BERRKR

REXH ResourceTtEHRESE.

8% FHIR BERTREATUERA IAM FFAIBERF TEZNER.
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FMBABER

HealthLake EZ I E{E
BE iR
CreateRes HFHFEBIEIR
ource
DeleteRes  HEFMIBRE IR
ource
ReadResou #FFEENER
rce
SearchWit A GET FiESE&
hGet it
SearchWit A POST FitiE=
hPost &R
StartFHIR  #E#FFEA GET Bk FHIR
ExportJob B HEFH
WithPost
UpdateRes EHFEHER
ource
EERMBER

= oo E it

>

EREE (XE)

BERIEMIE ARN : arn : aws :

region :111122223333
fhir’'your-datastore-id

BRZMIE ARN : arn : aws :

region :111122223333
fhir’'your-datastore-id

BRZMIE ARN : arn : aws :

1111122223333
fhir’'your-datastore-id

region

BREMIE ARN : arn : aws :

: 111122223333
fhir’'your-datastore-id

region

BREMIE ARN : arn : aws :

: 111122223333
fhir’'your-datastore-id

region

BEREMIE ARN : arn : aws :

: 111122223333
fhir’'your-datastore-id

region

ERZRHIE ARN : arn : aws :

: 111122223333
fhir’'your-datastore-id

region

healthlakeyouxr -
: datastore/

healthlakeyour -
: datastore/

healthlakeyour -
: datastore/

healthlakeyour -
: datastore/

healthlakeyour -
: datastore/

healthlakeyour -
: datastore/

healthlakeyour -
. datastore/

& LAE AmazonHealthLakeFullAccess, tBERERFERERE
HFrE FHIR ERWER,. BA, BEAEL. FERTFTERTFRENKEENT , FEA
AmazonHealthLakeReadOnlyAccess,

FRIBE

324



AWS HealthLake HBEABER

EEE—F THUNMER AWS EE XA AWS CLIZ IAM SDKsEV BFTBE , 528 (IAM £
EiEF) PRVEN IAM BUR.

1] HealthLake WIRIEAE (IAM £ 58 )
FAKEFRREIREAR, BURER K SHFEEEE IAM BX,
I HealthLake WIRIEAE (IAM £ 5 )

1. BEAAWS BEEFiEA WFBULRA https : //https://console.aws.amazon.com/iam/ B IAM FE
AN
Ho

£ IAM EZEANEBEERTD , BEAEG,
AR |, iBIE Create role (BRI AR),
EENEEEREEL , BEATEEEE.

EE  TEEIEEBERTEMEFBE , TR, your-account-id SAUBMIIRSRE | S0HT
BEEEEASELTEPERANERZHREN ARN,

o > 0N

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Principal": {
"Service": "healthlake.amazonaws.com"
}I
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
}I
"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:us-
east-1:123456789012:datastoxe/fhir/your-datastore-id"
}
}
}
]
}
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6. ARREBEET—X,

7. EFEHAUEEL , BELEFEL HealthLake RERENBR, EESRENBER , FEF TR
RTETES.

8. AR%& , BEEEIK,
9. AREALEVBTHNERE. BRENBIEEH LBWAZE.
10. (B ) BEEHERT , AENASHEGEHEIL.

11. MR FRALCEBIACEBER , UHHERLAGHAE., ACEBELEN AWS
IRFRALARE B -, EMBEZEBXNNTETED. HlW, EEEZEM S5 PRODROLE
#l prodrole WAE®, AAFEEERAURESRAC K FULEZIEEYACGCRFEEARS
i S

12. MEAGHEENR K RRBERIAC,

EETHRUNAIEE S Lambda REHIEELE® ARN |, 5528 E3 AWS Lambda EHE,

Lambda #{TAE®

Lambda RN HTHAEER FTHREFE AWS REMERNFIHN IAM A€, XEREEEMME
M. BEMERE Lambda HEHITAECNEH,

BIFFER , EEMER B Lambda BNEAF , Lambda EEZV EERIFANHITAES AWS EE
A, FEEEATACHRTINAT , F2H Lambda RBASEREHPNE IAM TEAFETH
TA8.

AREEFRME Lambda EEE I A Secrets Manager KRB 1% # A RE 80 B

MEEERMNEM IAM A | FRLERFKEERKEER, EREFFUE  ARETRERTE
HAEBENF, EEERETRMAEHEBZE  REEBEERRBRRUETESLENTT, W0F
HEEA , F2E (AM EREER) PNEARIEER.

fUFF HealthLake f& 2% #&#Y Lambda BNEl

& Itk HealthLake ATMARREWA Lambda BE |, B4 B#IT T HIEME

- BEEWR BREARIdpLambdaArnERE %L HealthLake £CreateFHIRDatastore@EmRHPFAZ
Lambda BI2#Y ARN,

- WMEELERAEBRNBER , A5 HealthLake RFRZI A Lambda B E,
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E HealthLake ERA FHIR 9 SMART EXHFMIE LW FE FHIR REST API 3BRK , EZFEFHFURMK
REFAAERNEFERERIFIEEN Lambda BB, EER T HealthLake FHUE , B FERAUERAE
BOBK, EEE—F T7THNMAE Lambda HEEIEREBUER |, 28 ( AWS Lambda B A&
M) PR AFF AWS BRI Lambda B #.

AZH Lambda BB MEIL(T

/A Important

HealthLake FEE Lambda BREIH R AHITRELD R —# (1000 ER )
MRIE Lambda EEHBIBH TR , B=2UWE TimeOut HIZAAR M o

ATEEHREWRGINRR K BREREMELT. EAUEEMPUNEEMELT , RERMAFR
B ERRIEENNRCHTERARMA. BEE -5 T7THRNFAREMELIT , 5526 Lambda B
ABEERIEREMEIL T

EEEF Lambda HEWFI9TEE , BalsafEA Lambda £ A& £ Lambda BREHNEREE, 1R
B8R , Lambda SR ASRMUSEREER K ErIRSEABEEEHNTYE, RENEREE. &
B -5 THE Lambda BB , 5528 Lambda B A ST Lambda FI12 A P RYESIREE,

MRIEBE A Lambda HEMEN 1T , WAEAEEREY | 52 (Lambda AR AEIEE) FHEEY
1T

ERAA FHIR Y HealthLake EX7F M E L & E SMART £ A BHZRE

FEEETSALRUBREGHETENTHRETFIUBLERN X EERMY ., E/RA FHR W
HealthLake EXFHE LR T SMART FEER , FABHRETERESBRNEREYL. EEEA
YEHIIRME , FEECreateFHIRDatastoref KM IdentityProviderConfiguration Z2&Trues
# BREAFineGrainedAuthorizationEnabledER .

WA LAER B3 , FineGrainedAuthorizationEnabledBR AR ERBREEREREN BRE
#UpdateFHIRDatastore, MBFMEN , FFS B EH HealthLake ERHFHE,

MRERABHRE , ENRERARSSER R fhirUser#Eid_token AR FEER, EARFH
RAPmEARXENEREAENEA. AFPREARRER S fhirUserEERARKBAERAEN
FHIR &R URI, IWLETLASE Patient, Practitioner = RelatedPerson, Z#E{AREFHIEFEH
CEEHFERAEUFEINHLEE R user/HNEE, EEFERY FHR ERS ECHEMEBESEEEENE
pr
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https://docs.aws.amazon.com/ambda/latest/dg/provisioned-concurrency.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-access-metrics.html#monitoring-console-graph-types
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-concurrency.html
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user/(fhir-resource | '*').('read' | 'write' | '*')

AT Ra{fE AR EE — P I EE R FEER FHIR BEREE VA,

« & fhirUser’ BPractitioner , BillRESREFAETERNEEES, fhirUser ERFF
RESBE fhirUser A —MRREASNIPLHFEFE

Patient.generalPractitioner : [{Reference(Practitioner)}]

« B fhirUser® Patient={ RelatedPersonBFERF S ENEEHE FERKthirUser , BHlF#E
EREFFFEREEY fhirUserWEEE, EEKPatientWERPIEEBREE , AFEEL

Patient.link.other : {Reference(Patient|RelatedPerson)}

£ FHIR #RZR X 4 L #EEL SMART

SMART ERHRENH , AIBAF % 7 ## HealthLake ERIEFHE X EHNREIRE URLsHZIE, LE
A B A FiniG R R R EM ERNKE |, WEE HealthLake ERFREX BN IREF R,

= ERAFREARIAIIE HealthLake 2 FHIR REST &R , S AW HealthLake ERHFZHE
EENERER, TREAETN (RE) , KERTERS.

78K HealthLake B R1F KRR BRE X4

1. UK HealthLake region#l datastoreld {H. MEFHMENR , FSHANESERFTHEB .

2. {£H HealthLake regionfl MU EEREEFERM URLdatastoreld, Fiin/.well-known/
smart-configurationZ URL WimB, HEE FIEFPRIREME URL B , FRBER
QE&HO

https://healthlake.region.amazonaws.com/datastore/datastoreld/t4/.well-known/smart-
configuration

3. {HF GET &8 AWS Signature 5 4 IR BBEAHEREELFE R, EERGEEEHG A6 FEHEE

%Eﬂ()

curl

curl --request GET \
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
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'https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/.well-known/
smart-configuration \

--aws-sigv4 'aws:amz:region:healthlake' \

--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \

--header "x-amz-security-token:$AWS_SESSION_TOKEN" \

--header 'Accept: application/json'

HealthLake ERFHRENREXHEERE S JSON blob , BRI AEHEHPIKE
authorization_endpoint# token_endpoint , AR ER1FHKEHFIEFEZ DAL

{
"authorization_endpoint": "https://oidc.example.com/authorize",
"token_endpoint": "https://oidc.example.com/oauth/token",
"capabilities": [
"launch-ehr",
"client-public"
]
}

token_endpoint £E authorization_endpoint# FEERE A FimEARER,

- BREGRM — REAFREARAREAEMEN URL,
- BRImE — FFiw I AR R R ER 2 B EA R R A A AR 2R i R

3

B BA SMART Ih8EM HealthLake BRI ZHE LIZH FHIR REST API
43@

BRI LATEERA FHIR 89 HealthLake BRI F M E LA SMART £ H FHIR REST API :8R, T 5I£i45l
BRREAFIREARANGER , Hh 8 EFEERTN JWT , LUK Lambda FEM{AHEEEE, BF
WEARXNBERCBERENRER  YELRREARSKEEASFRF. T/ FHIR 89 HealthLake &
FlFEHE &)X SMART £# FHIR REST API 3EREF |, B AREEEFRNREFER

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/[ID]
Authorization: Bearer auth-server-provided-bearer-token

RAAEEEEEERPRIARZS , BREHZE IAMAWS 5% , AT HealthLake &0 A EZE A
SMART on FHIR #J HealthLake ERHZHE RIS EM Lambda &, E&EH Lambda BB EEF
05, AT 45| ESEIXE HealthLake,
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{
"authPayload": {
"iss": "https://authorization-server-endpoint/oauth2/token", # The issuer
identifier of the authorization server
"aud": "https://healthlake.region.amazonaws.com/datastore/datastoreId/x4/", #
Required, data store endpoint
"iat": 1677115637, # Identifies the time at which the token was issued
"nbf": 1677115637, # Required, the earliest time the IWT would be valid
"exp'": 1997877061, # Required, the time at which the IWT is no longer valid
"isAuthorized": "true", # Required, boolean indicating the request has been
authorized
"uid": "100101", # Unique identifier returned by the auth server
"scope": "system/*.*" # Required, the scope of the request

+

"iamRoleARN": "iam-role-arn" #Required, IAM role to complete the request

B FHIR R4 % AWS HealthLake

AWS HealthLake X FHIR R4 BSHEITEFREER T, T35 ZEHIRME HealthLake 211 fE
FHIR R4 R RKi#ENEFEA FHIR R4 RESTful APIls B2 & HealthLake ERIFHEFH FHIR &
RO EE .

FE

« B FHIR R4 ZhgERRIR T AWS HealthLake
HealthLake #J FHIR 5% EE R
HealthLake #) FHIR R4 X BN ERER
HealthLake #Y FHIR R4 82 #

« $operations & A HealthLake # FHIR R4

By FHIR R4 ThEERRE X AWS HealthLake

EESHIEA D HealthLake ERIZMER FHIR HHEIIEE (1758 ) , BXEHEIMEIIGERRR, Ihee
BA AEERR AR IEEMNBRR , ATERATERRESREENBRIRR. FHIR capabilitiesHE
S HealthLake ERFHREINAENR HX 1 FHIR RE2HIEEEEA. HealthLake E1E1#E FHIR
R4 ERER¥ FHIR StructureDefinition EiR¥EAL,

EX1§ HealthLake & #1722 KY Th BEBRR X
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https://hl7.org/fhir/R4/structuredefinition.html
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1. UWNEE HealthLake region#l datastoreld B, MFEFMEN , F2HEESERERERB .

2. f£A HealthLake regionfl WEEREBFERMN URLdatastoreld, EK#E URL H3&
FHIR metadatat®&, HEE FHIEHIF@RREME URL BXE , FHBEERKE,

https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/metadata

3. &% R, FHIR capabilitiesHEIfEAEH AWS Signature 5 4 IRBEEBBABHENGETHE
Ko FHlcurl&HIENE FrIEE HealthLake ERFHEN IEERR N datastoreld, HERRE
g , FEBHEERIZH,

curl

curl --request GET \
'https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/metadata \
--aws-sigv4 'aws:amz:region:healthlake' \
--user "$AWS_ACCESS_KEY_ID:$AWS_SECRET_ACCESS_KEY" \
--header "x-amz-security-token:$AWS_SESSION_TOKEN" \
--header 'Accept: application/json'

A8 &R E HealthLake BRHZHEM 200 HTTP EIFEREMIIEF RN, MTEHMAET ,
FHIR R4 3 #fCapabilityStatement#H#

3
W
&

HealthLake B FHIR 5% E 5B H

AWS HealthLake XEEAK FHIR R4 #1§, B FHIRR4 RiEHEE FHIR BRERE. REEH
R FHR ERER  UEAELREREENRIGRGFN/ILERREXZEFLERNERBRESR,
il , FHIR SR ER AT LGERBI LB , fIEMHEE MELE, ERUNXEZERERE, T8
HealthLake ER 7 [E & X EE M FHIR Profiles,

® Note
HE R FT8 E HealthLake BRFHER , TEEHIE FHIR fREE, NMREFMIERFEHERE
RIBE FHIR #HiRfE , AIERIRASRIZER FHIR R4 BRI RETRE.
FHIR &R &M FHIR 5RERSEMEA HealthLake 2 BIZEHEERT. Eit , FHIR 3RERE
SEEAHB A HealthLake B
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FHIR SR EREEEBEIEETIEE. FHIR B4EERN (IG) R—HERHE , RN FHIR BERRIEBEH
i&o HealthLake EBFE T EBEREHEZN FHIR RERE.

XM FHIR 5% E# AWS HealthLake
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]
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=x IR BiEEm ThgE X X X @I & o OB OB
K X X 2 M M
R R A # # K (B (f8
W HEE FE RN
B (% (B (& (& ) #A)
Z "5 % B RE)
) E ™)
]
it
#B)
EIFREER  2.C https:/hI7.org/fhir/uv/ 54 X X X X X X X X
Z (IPS) E ips/2024Sep/
=
mEEE 5.C https://registry.fhir.org/ B4 X X X X X X
package/hl7.fhir
.us.cqfmeasures%7C
5.0.0
HXBEHE  3.C https://build.fhir.org/ 54 X X X X X X
ig/HL7/genomics-re
porting/index.html
Bl R 2.C https://www.nrces.in/ B4 X X X X X X
o] ndhm/fhir/r4/index.html|
Ayushman
Bharat
Digital
Mission
(ABDM)
CA Core+ 1.1 https://simplifier.net/ca X & X

-core
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https://registry.fhir.org/package/hl7.fhir.us.cqfmeasures%7C5.0.0
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https://build.fhir.org/ig/HL7/genomics-reporting/index.html
https://build.fhir.org/ig/HL7/genomics-reporting/index.html
https://www.nrces.in/ndhm/fhir/r4/index.html
https://www.nrces.in/ndhm/fhir/r4/index.html
https://simplifier.net/ca-core
https://simplifier.net/ca-core
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=y IR BiEEm ThgE X X X @I & o OB OB
K X X 2 M M
R R A # # K (B (f8
W HEE FE RN
(B ( (B (2 & ) A
zZ & % 8 Rk
) E ™)
]
it
#B)
CA : 1.1 https://simplifier.net/CA X & X
eReC Pan- -eReC/~introduction
Canadian
eReferral-
eConsult
FEWE M 2.1 https://simplifier.net/PS X X
ERRA - -CA-R1/~introduction
(PS-CA)
Ontario 4.C https://simplifier.net/ XE X
Digital ca-on-dhdr-r4/~intr
Health Z&%] oduction
RirE
AU B0 1.C https://hl7.org.au/fhir/ x& X
core/
Magentus 1.2 https://fhir-vers & X

Practice
Managemen
t

ions.dev.geniesolu
tions.io/1.2.16/
downloads.html

REERF
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https://simplifier.net/PS-CA-R1/~introduction
https://simplifier.net/ca-on-dhdr-r4/~introduction
https://simplifier.net/ca-on-dhdr-r4/~introduction
https://simplifier.net/ca-on-dhdr-r4/~introduction
https://hl7.org.au/fhir/core/
https://hl7.org.au/fhir/core/
https://fhir-versions.dev.geniesolutions.io/1.2.16/downloads.html
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https://fhir-versions.dev.geniesolutions.io/1.2.16/downloads.html
https://fhir-versions.dev.geniesolutions.io/1.2.16/downloads.html

AWS HealthLake HBEABER

REERTIEEN FHIR RERE

HERE FHIRBRER , FERABFEETHEENRER URL , SEHEEE5EIERY profile T
e

BT ERTEEERENER  28BE FHIR REE., ZEFEER , £UUER
StartFHIRImportJob API &{E, RHEFIEERMPOSTHER , RIZH PUT UEHFREER.

Example- EEEERHPSEWL FHIR FERE

FRERE URL 2B E"meta" : "profile"$#/E¥HH profilen®. ATERER , cEEN
EiR.

{
"resourceType": "Patient",
"id": "abcdl234efgh5678hijk9012",
"meta": {
"lastUpdated": "2023-05-30T00:48:07.8443764-07:00",
"profile": [
"http://hl7.0xrg/fhir/us/core/StructureDefinition/us-core-patient"
]
}
}

Example— 21 2E AR BN FHIR 2 ERE

EERIIENFRRRER , FRERAEHNRERE URL #HE=E meta.profilesti, MAE
HE URL @2 EARER URL , REEZEEF T (|) MRARE. ATEREER  CEELEME

3
WMo

{
"resourceType": "ExplanationOfBenefit",
"id": "sample-EOB",
"meta": {
"lastUpdated": "2024-02-02T05:56:09.4+00:00",
"profile": [

"http://hl7.0rg/fhir/us/carin-bb/StructureDefinition/C4BB-
ExplanationOfBenefit-Pharmacy|1.0.0"
]
}
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8t T] AR A B 2 iR A2 HIY URL MEARFRERE URL. EMERATRERMN.

FMBABER

{
"resourceType": "ExplanationOfBenefit",
"id": "sample-EOB",
"meta": {
"lastUpdated": "2024-02-02T05:56:09.4+00:00",
"profile": [

"http://hl7.0xrg/fhir/us/carin-bb/StructureDefinition/C4BB-
ExplanationOfBenefit-Pharmacy|1.0.0",

"http://hl7.0rg/fhir/us/carin-bb/StructureDefinition/C4BB-
ExplanationOfBenefit-Pharmacy"

]
}

HealthLake # FHIR R4 XM & RER

TRIIE XEBH FHIR R4 BREE AWS HealthLake, MFEFHMEHN , F2H FHIR R4 XM E
RE5l.

HealthLake X &M FHIR R4 EiREHE

&= Detectedlssue BR REAE
ActivityDefinition ®E BEXE PractitionerRole
AdverseEvent DeviceDefinition B BF
AllergyIntolerance DeviceMetric BE =B

HNE DeviceUseStatement  Location E1%5
AppointmentRespons  DeviceRequest EE QuestionnaireRespo
e nse

AuditEvent - 582 BfE  DiagnosticReport MeasureReport RelatedPerson
3

—iEN DocumentManifest iR RequestGroup
BodyStructure DocumentReference gy ResearchStudy
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FMBABER

= - m2REE

CapabilityStatement

CarePlan

CareTeam
Chargeltem
ChargeltemDefinition
g
ClaimResponse
Communication

CommunicationReque
st

B

ConceptMap

CoveragekEligibilit
yRequest

CoveragekEligibilit
yResponse

EffectEvidenceSynt
hesis

BE

Endpoint

EpisodeOfCare
EnrollmentRequest
EnrollmentResponse
ExplanationOfBenefit
FamilyMemberHistory
i

BE

Group
GuidanceResponse
HealthcareService
ImagingStudy

52107

ImmunizationEvalua
tion

ImmunizationRecomm
endation

InsurancePlan

MedicationAdminist
ration

MedicationDispense

MedicationKnowledge

MedicationRequest
MedicationStatement
MessageHeader
MolecularSequence
NutritionOrder

RS

OperationOutcome -

wm2HER

R
OrganizationAffiliation
28 - F2HER
mE

PaymentNotice

PaymentReconciliat
ion

BA

PlanDefinition

ResearchSubject

RiskAssessment

RiskEvidenceSynthe
sis

Schedule
ServiceRequest
ik

B
StructureDefinition
StructureMap

E

SupplyDelivery
SupplyRequest
%

ValueSet
VisionPrescription

VerificationResult - &

SRR

BRER
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A FHIR 31 HealthLake

« ZTEEMFE A FHIR OperationOutcomeParametersfMERERIEH GETE POSTEE R,
- AuditEvent — A A2 37 S FEEY AuditEvent EJR , 1B &EFE #H kMR,

« Eff —HealthLake EEEHFB RN A ANESZE, WEFMHER , F2RHE FHIR BIR.
- VerificationResult — RE 2023 £ 12 A 9 BZREVYNEREHES B ERER,

HealthLake Y FHIR R4 2% %

£/ FHIR searchHE , {RiI%— L EIZEHTE HealthLake ERIEREFES —#H FHIR ER, &AL
M GETE POSTE KRR #ITsearchE B, HRBSREA T 5553 ﬁﬂ (PII) RNZREEBEEN (PHI)
WESE  BEMEHAPOSTER , BA Pl Ml PHI S8 AR XXH — , ST &,

(® Note
AREFTRR FHIR searchEE2EE HL7 FHIR R4 ZENBEFRRENREMEE. ANTE
2 HL7 FHIR BRIEM R R , HLtFEEIB AWS CLI F1 AWS SDKsizft, mMEFMENR , FS
B FHIR R4 RESTful APl X#search®H ,
Bl LAEH Amazon Athena 1 B SQL B HealthLake ERENE. MEFMENR , F

ZHEES,

'Iﬂ

HealthLake 3x#E T % FHIR R4 228 F&, MEFMEF , 52 HealthLake B FHIRR4 £ 2
8.

*ENEBSRER
T&RHER HealthLake A X ENESSEEA,

X ENEBSRER

BE2Y Description
_id E D (5% URL)
_lastUpdated FREFAH, FARSEATBITREEZABEE,

BE2Y 340
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AWS HealthLake HEASER

BEES2¥ Description

_tag HERERES,

_profile BEERRERNMEER.
_Tet EEEAZHERNZ2ER,
_source BE2ERNHIR,

_text BEE2ERMIR,

createdAt B ERAFTERYEE createdAto

(® Note

THEESHERE 2023 F£ 12 A 9 AZREVHNERIFMIE : _security , _source ,

_text , createdAt.

THRETNARBEEEREENEEERNEEEXERAFTENES ., ATHERR , @HMPRER
FRE KRR, FERIDETEN  FREEHFHC ERER.

BE2yE5
BE2yEA &R & 451
Number BEEEERYPNEE, BN [parameter]=100
IEENHT. ERHFHHY
EfRBsyEE hRyE  [parameter]=lel
2 , IEERA, AFFLERF [parameter]=1t100
H #i/DateTime BEERERNIE™E, & [parameter]=eq2013

HWEXZE yyyy-mm-d
dThh:mm:ss[Z]| (+]-)
hh:mm] , EAEEEEFMTE

o

-01-14

[parameter]=gt2013
-01-14T10:00

Wi
Jhu
N
s
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FMBABER

2L Eohic

String

B

AN E
EZTIENRE .

date, dateTime., Period.
instant® Timing., ME
EREPHEAELEEREEN
FHER , F2E FHIR R4
RESTful API X4 B 5,

RFFLERFE,

LEZANMNENARES—R
5|=F 7T,

[ B2 & HumanName #1
Address$EH, MEFME
A, FESE FHIR R4 XX+
B HumanName & #I3E R 15 H
FAddressERHAIER,

£/ : text S8z X RHEFEE

Fo

18 2 813 Jt F Hclose-to-exact
HAFER , BERE—HEERENR
BEMELL,

ES R NEEERIELEN
R EANERERM. UFTHE
RERNEHRENRDEE
DRDBHEBIEE RTE
BRR, | MAREE,

i 5

[parameter]=ne2013
-01-14

[base]/Patient?giv
en=eve

[base]/Patient?giv
en:contains=eve

[parameter]=[syste

m] |[code] :3&
B[system] BERB R

W [code] BEZRBERBEFIK
FNREXIBE,

[parameter]=[code]
TEER , ZNAKFTeERX
eSS

[parameter]=|[code]
it , BNBAKTEER
%, ERMEERERBIA.

Wi
Jhu
N
s
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https://www.hl7.org/fhir/search.html#date
https://www.hl7.org/fhir/datatypes.html#HumanName
https://www.hl7.org/fhir/datatypes.html#Address

AWS HealthLake

FMBABER

2L Eohic
Ba

HE
BEEHN

AN E

B/ EMFASH |, BRE , £E
—EREREFESSESH.

RIFLEEFE,

BEYF. RRENEHHNA
B, BBILEEE , BRK
NMEXABREAEB. BEH
EERER, MEHMENR ,
#S M FHIR R4 XHHRE

o

i@

FERAUTRERFEL [paramete
r]=[prefix][number
1| [system] | [code]

ESHMERNBE,

i 5

/Patient?language=
FR,NL&language=EN

Observation?compon
ent-code-value-qua
ntity=http://loinc
.0rg|8480-6%1t60

[base]/Group?chara
cteristic-value=ge
nder$mixed

[base]/Observation
?value-quantity=5.
4|http://unitsofme
asure.org|mg

[base]/Observation
?value-quantity=5.
4|http://unitsofme
asure.org|mg

[base]/Observation
?value-quantity=5.
4|http://unitsofme
asure.org|mg

[base]/Observation
?value-quantity=le
5.4|http://unitsof
measure.org|mg

[base]/Observation?
subject=Patient/23

test

K
Jhu
N
s


https://www.hl7.org/fhir/datatypes.html#Quantity
https://www.hl7.org/fhir/datatypes.html#Quantity

AWS HealthLake

FMBABER

EE2sgER FHMER
URI ESHEZNSEEERNET
T,
455 BIEESNEE NLP ZEHEHE
HEITES,
HealthLake X EWNIERESS2H
HealthLake X T3 PEE S 28,

=L EEPUN

_includ: ARBREZSFRFEDH
&R, ceEEhBERER
BITEESENER.

_revinc. ARBREEESFRPERHE
de HhER, cEBER2EFEE
RETERNER,

_summar' HERARBREERN FE,

_elemen %?E@—%ﬂﬁiﬂﬁﬁi : ﬂ&
AESERPERN—

a4

Encounter
?_include
=Encounte
r:subject

Patient?_
id= patient-
identifier
& revincl
ude=Encou
nter:patient

Patient?_
summary=text

Patient?_
elements=
identifie

i 5

[base]/ValueSet?ur
l=http://acme.oxrg/
fhir/ValueSet/123

XETIIRES
B : _summary=
true . _summary=
false .

text .

_summary=
_summary=data o

Wi
Jhu
W
s
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AWS HealthLake HEASER

ey iR & 4l IhEE
r,active,
link
_total HEEFEESSENERE Patient?_ %# total=ac
Ho total=acc curate ., _total=none ,
urate
_sort FERERDREE | IEHER Observati TEMAERA B
ESERNEEFIER. - 8B on?_sort= FNumber, String,
AARERREEPNEM  status, -date Quantity, Token, URI,
BEFRA , URREBERIER Reference . RHE 2023 £

12 B9 Bz RBIANERFR
EDated XEMK HiF. REX
& 5 EHEFR A

_count #EHESE4ESEELRZLE Patient?_ HEEA/NMNERA 100,
o count=100

chainine #E£8EZ&8 RN TR, 458  Diagnosti
EES BREZEERAN cReport?s
TE, ubject:Pa
tient.nam

e=peter

reverse RIESEERMNERTERE Patient?_

chaininc &K, has:Obser
(_has) vation:pa
tient:cod
e=1234-5
_include

HESEH_includeFEA L AFEREMIEEN FHIR EIR. A _include RIE M AlERHY
&Ko

Wi
Jhu
N
s
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Example- £/ _include REXRWZEHEO RN EEN B ERHAE

LEHSEELEHBEAR LY ConditionWERER , AERMEA _include EEHLEFEZD
Bisubjectty . £ Condition BREEF , subjectRIEFEBEERERRFHEERES,

RTBRERR , SflFNERFZ I RER. EEREARY  FREEH TS CERER.

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/
Condition?code=49727002&_include=Condition:subject

_include:iterate {&ci&5

_include:iterate E#iFAAFEMEBREL I ESSENER, Hlin

GET /ServiceRequest?
identifier=025C0931195&_include=ServiceRequest:requester&_ include:iterate=PractitionerRole:prac

#&E @ ServiceRequest, HiHBABEMY PractitionerRole ( BBHEXRESE ) , AR EOHEE
PractitionerRole 2Z# Practitioner, L& &H5E AR HealthLake FEVFIE EIREE,

_include=* {&kz5

_include=* ¥fiFAR—BEAF T , SEDESRSKRREESENMEER. flu

GET /ServiceRequest?specimen.accession=12345&_include=*

BRI M AR ServiceRequest RESZZWMEER (HlumE, REAE, BEAE) K MAEE@E5
EESE2ERE, WEMFERAR HealthLake PHFTEERER,

_revinclude

EESEM_revincludedFH L AFERHMIBEEN FHIR ElR. /A _revinclude REEM@M#E
BERENER,

Example- £/ _revinclude B8 B ERERENEBEHNBERERER

EEETHEE  SAXAXE_IdEESEIIEEHERRFPatient RERMBA. A% , BRI LUEA
#E®BEncounter:patient# IEEHM FHIR EJRObservation:patient,

RTBEER  SHTNRAFTEHRER. BEREARY , FREESHFRCERTR.

Bag
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GET https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/
Patient?_id=patient-
identifier&_revinclude=Encounter:patient&_revinclude=0Observation:patient

_summary

HEESEH_summaryHFH TEFEAESER FHR ERNFE, ©ULEETHESF—EE : true,
text, data, false, FTEMEHFRRAEN, BERENEREZE meta.tag 'SUBSETTED' F1E
A, RRERTTE,

« true : BEER (EFXER) PERA HE, NAEXERE,
. text : EEHE text', 'id', 'meta' TE , AR ESEREERFIETE,
- data: BERRT "XFi TEUNNRERRS .

- false : BEEERNMERD (ZHE)

HEE—#E2ERP , _summary=textHE%E _includes _revinclude 2B EHES.

Example- IS ERFRERHRRERN "XF,1 Tk,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
_summary=text

_elements

EEEEH_elementsHEA AFBFREFEN FHIR ER TR, EENEREE meta.tag
'SUBSETTED'HERA , RREFRTTE,

_elements 2HESLERTBHNEATERBREEE  SINEERNBEREENTE. RBHIHH
REFIEEE, NR_elementsB2HETSHANTE , ARFELZHKCMNALEDRFIETENER
:pavE

_elements THARSIENER (E3ERXA WEEERinclude),
HEE—EEERP | _elementsEEE_summaryB S22 8ES.

Example- BXf§ HealthLake ERIFHEPHFEERN "&EBIRF. . "EADL . "EHE. &k

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
_elements=identifier,active,link

pois
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_total

HESEH_total PEM EBLANEMBERESSHNERYE. HealthLake EH R
FBundle.total EEN FEEANERNVEARYH (EENESERXA HERmatch),

_total X accurate. none ZE{H, _total=estimate A% ., HAHMEEHFSHELE
W, _total TEAREENER (EEH BER , HBSERA include),

Example- RS ERFRERFRIERNVER :

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Patient?
_total=accurate

_sort

HESEM _sortPEM SRBEEFIFIER. ERERBIHEFRAUNER D REE , KELIEF
HF. EIFRARRRERNESSE. FMEAERESHRAEN.

RE-RBSFHRP , EHRZSALUER 5 BHEFES2H, EUNERER-ZFERRTERIERF. @K
SREREHERIEFHEF.

TENHEFESSESERAS  Number, String, Date, Quantity, Token, URI,
Reference. MREBESBHREEMR AR , AIFZBEHESSHETHF. fli , BSEFREEN
'name' fHE2E EH HumanName ERERY Patient.name TESHIRBE R, FHit , FREMK
FE28. FFREER.

Example- EERFREFHSHEER , WiKkH4E BHEEHF

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
_sort=birthdate

_count
Z2Y_countEXARABRBEAREE-—EETEEDZ L ERNVIER.
EEAR/PMERA 100, KR 100 BVEMESBIZENR . _count=01x%E .
Example- BB EER , LRSS EEMA/NRES 25 :

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?_count=25

s
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Chaining and Reverse Chaining(_has)

 FHIR PN OEETRUEEARZEERHENAARNEEENEN , BB ZEEBIEHN
FEXR, URFARASNEAEE S EHENER,

MREAEHRAEEEDER 100 E#ER , HealthLake #EE 4xx , ARBEEREREZNERILE
HZEDHE,

Example- $#& - EU1S778 DiagnosticReport , E2 5B 2B A Peter B B E,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/DiagnosticReport?
subject:Patient.name=peter

Example- k@84 - MSHIRER , HPREERAEL —BERSE  HPBENEXRR
1234, MBRREREESSBTNHEEER,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient?
_has:0bservation:patient:code=1234

X ENESEMHEH

ESEHASREFTEABMERFER, HealthLake PWFTEESEHAKERAMINBE, |, &
AlLL:containsiEE EBRANFZERMUEIE—EIFE  UESHIEEESERF,

X ENESEMHH

B SEHH Type

: missing BRT ZAAWFTES % Composite
. exact String

- 3E String

. not Rt

: text Rt

- ¥k 2EEH

>SN URI

s
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i
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X ENRSLEER

B LERAESLEBRREHESPEFEENME, ZUUEESHY, AHMNSEWEMEA LR
8%, T&RYH HealthLake X ENWESHEBFBEEEE,

X EE S LR
BEhEEN Description
eq ERH 2ENESREHRNE.
ne ERP SENETERERNE,
gt ERP SENEAREHENE.
It ERP 2ENENREHENE.
ge ERP SENEARIEREHRBE,
le ERP 2ENEPRIEFRERBE,
sa R 2BNESERHANEZRREE.
eb R S2BNESERHANEZIER.

HealthLake 7% & FHIR £ &2 %

HealthLake X & FHIR #E28 , BRSNS EERN. WF FHR SN TREE
28 FHIR #S2H B &HE,

3

TXENESSHY
Bundle-composition Location-near
EHRARIAF Consent-source-reference
Bundle-message EHNEE
Bundle-type BRAR

Bundle-timestamp BREH

Wi
Jhu
W
s

350


https://hl7.org/fhir/R4/searchparameter-registry.html

AWS HealthLake HBEABER

$operations B HealthLake Y FHIR R4

FHIR $ 1 (tBA "ExiRF. ) REHRNAREFHEHE , #H FHIR Read R HIFZE CRUD
(Create, Update. . Delete) ##fF, ELREE TS, FEEA , AMAEHERE, EREHEN
KRERE  ELBELFERAELE REST API FUBHURMERE, $BETUERKBR. ERE
HERSBEERATEELWUA , BHE FHR EREBNEMESR. AWS HealthLake & %@
FHIR$operations., MBEHAMFMEN , FSRUTEHEERNEM.

FE

« HealthLake #J FHIR R4 $attribution-status# &

- £ MBREFREE $bulk-delete

+ $bulk-member-match HealthLake #Y i&4E

+ HealthLake # FHIR R4 $confirm-attribution-listi /£
« HealthLake By FHIR R4 $davinci-data-exporti#{E
- R EE R $document

- R KABKREIR $erase

- £/ BB EEER Patient/$everything

« {8 #EEY ValueSet 2 $expand

« £/ FHIR [EH HealthLake E#l $export
 HealthLake B FHIR $inquireg 4

- A RS EF Slookup

+ $member-add HealthLake B9 I 1E

+ $member-match HealthLake #Y 124E

+ $member-remove HealthLake K #&4E

- A BBRBEEER $purge

 HealthLake #J FHIR $questionnaire-packagei®
* HealthLake B FHIR $submitig{E

- f5H B& FHIR &R $validate

HealthLake #Y FHIR R4 $attribution-statusig{E

HERRERENBMRE SO REHRAMABMERNES. HIRER FHR REBEMX (ATR)
BEIG21.0 BEN—H5.
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AWS HealthLake HBEABER

Endpoint

POST [base]/Group/[id]/$attribution-status

ERBE
BEESTIERASE
BY il FREA
memberld = B =F AREBMAREZKNER Memberld
patientReference BEER SEERRPRBEERNSE
(® Note

patientReference AT LR memberIdsl , M EHAREREE K,

aa R Ef
{
"resourceType": "Parameters",
"parameter": [
{
"name": "memberId",

"valueIdentifier": {
"system": "http://example.org",
"value": "MBR123456789"

}
I
{
"name": "patientReference",
"valueReference": {
"reference": "Patient/patient-123",
"display": "John Doe"
}
}
]
}
$iRfE
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FMBABER

=1 FE
BoesER R HEBEERNEN

BIR 2 Location
mE 1.1 Group.member.entity
HEEE 0..1 Group.member.extension
Organization/Pract 0.1 Group.member.extension
itioner/Practition
erRole
ERER 0..1 Group.member.extension
(5] P& &5 451
{
"resourceType": "Bundle",
"id": "bundle-response",
"meta": {
"lastUpdated": "2014-08-18TQ1:43:33Z"
.
"type": "collection",
"entry": [
{

"fullUrl": "http://example.org/fhir/Patient/12423",
"resource": {

"resourceType": "Patient",
"id": "12423",
"meta": {

"versionId": "1",

"lastUpdated": "2014-08-18T0Q1:43:31Z2"
},
"active": true,
"name": [

{

"use": "official",

"family": "Chalmers",
"given": ["Peter", "James"]

: coverageReference

: attributedProvider

: associatedData
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}
1,
"gender": "male",
"birthDate": "1974-12-25"
}
.
{

"fullUrl": "http://example.org/fhir/Coverage/123456",
"resource": {

"resourceType": "Coverage",
"id". 1"
// ... additional Coverage resource details
}
I
{

"fullUrl": "http://example.org/fhir/Organization/666666",
"resource": {

"resourceType": "Organization",
"id". 2"
// ... additional Organization resource details
}
}
]
}
SHREE

BRFSRIE T FISERRIRM

#HER HTTP iR&E Description
EBYHIRIESES 400 THENFRBEIESE
KRB BHEER 404 EEMNEE ID FFE
KA ERBEIR 404 EENRESETREE
BREMTEM
SMART #EER

RAFmR4AEREENER , Fe@NEFAERNMEERRER
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B2 FHIR REMFEARAEIRE

5 MEREFREE $bulk-delete

AWS HealthLake X # $bulk-deletet®fE , AIMIBRERFHEF B EEENMEER, BE2E

« FITEEHERENBER
- REEREEERE®BRH
- BREEERER

- EEERREBUR

Usage

O LAGE POST AEMA $bulk-deletelR{E :

POST [base]/[ResourceType]/$bulk-delete?isHardDelete=false&deleteAuditEvent=true

Parameters
S Type MHE
isHardDel #HHK{E B
ete
deleteAud HHE B
itEvent
_since string B
start string =
end string =

=

false

true

BIRE

BIURE

EBRRTEF
i

Description

ERtrue i, ERFEERAKABKRER

A true B, SMIBRAEEBERSEH

AR, FIRBERWastModified &
EHAREBLERERSRER, ELHE
B oA B A SRAE B f5E A

AR, FIRBERWastModified &
EIBILEBERSHRER, T end &
Fi 55 FH

AR, FIRBERWastModified i &
BEHERESLERFEUSKRER

SHER1E
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g4
BIHIFER

POST [base]/Observation/$bulk-delete?isHardDelete=false

(=] FE £ 451

"jobId": "jobId",
"jobStatus": "SUBMITTED"
}

EBAMRE
B EREXREMBRERIRE

GET [base]/$bulk-delete/[jobId]

RESELEHBREEA

"datastoreld": "datastoreId",

"jobId": "jobId",

"status": "COMPLETED",

"submittedTime": "2025-10-09T15:09:51.3362Z2"

Behavior (1T4)
$bulk-delete 1 :

LIRS FRAEEABRER

#E ACID XEMNERTEM
RUEERERMERET BV ERREIE K
XEHANEAMBERERX
BEMBRER N TR
RFFEEEMRE LRAMEZEH

I
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A%

$bulk-delete BEEEEH S StartFHIRBulkDeleteJob F1 DescribeFHIRBulkDeleteJob , EH @ &5
MMRIREEA.

B 751

« & isHardDelete §%4A true B , MR ERTFTEHBREESHERS_historyEHH,
o FEiB IR EMIBRA EIRERE A AL E R & LT E
- ERBELRAFREMEEE - deleteVersionHistory=false 7 ERABEREFZHEHT

$bulk-membex-match HealthLake B9 &4

AWS HealthLake X B EP BB ZEKELLEFERSbulk-member-matchiVIR{E, SLiRET EERE
RBEBEE-AEBFRPEAAORTNEEHEET , EFANEERBRRRPEXER M HEHE T
BERERME—RBIF, tINAEY R KR Epayer-to-payer&RI3#, HEERN CMS ARERERBE
T | B FHIR 5.

(® Note

$bulk-member-match BERLL B ERMATESEFMEBEFNER FHIR RIEAER, FE
ERRAEE L APIWITANAEHEER2EH., BERHE A SE AWS HealthLake R4
BEEMAEREN FHIR B EH , UEREETENEHZESNEMEE,

ELTEMTTIEER , LWIRERRER

- EFRBGEMPEAREZERS LY

- RENRAZENKEREEHR

- XBEABE CMS ERERTMER

- BANERGIEHEBRRRERAKRNKEEE

- B API FUEEREK , WRSAEBLHRHIVEREFERR

Usage

$bulk-member-match BERMEH POST A=EEHEER LFAANERLSIRE
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https://build.fhir.org/ig/HL7/davinci-epdx/OperationDefinition-BulkMemberMatch.html

AWS HealthLake HEASER

POST [base]/Group/$bulk-member-match

t

RRXARELHEBERE , BUUEAR T A XNEwHEHARE

%

GET [base]/$bulk-member-match-status/{jobId}

XENSH

HealthLake X #E T % FHIR $bulk-member-match 2% :

B Type MHE FREA

MemberPat R = FEELHCREAORTEANEEER,
ient

CoverageT HEEHE = AR R BREENEEE R,

oMatch

CoverageT  HE#HE & ttEREFRREEGENEEER.

oLink

Consent EE B RERZENWEZERCEME. EEAZTERE

K {EBI$member-match BEFRE,

RRXAERELEERR POST 7R

THEHBERRERAER B HLEHTKN POST K. SEKEHETEEMemberBundleZ #
FMemberPatient , EFREEHEM CoverageToMatch, H Consent EIR , AKERW
CoverageTolinko.

POST [base]/Group/$bulk-member-match
Content-Type: application/fhir+json

{
"resourceType": "Parameters",
"parameter": [
{
"name": "MemberBundle",
"part": [

{

SR {E 358



AWS HealthLake HBEABER

"name": "MemberPatient",
"resource": {
"resourceType": "Patient",
"identifier": [
{
"system": "http://example.org/patient-id",
"value": "patient-0"
}
1,
"name": [
{
"family": "Smith",
"given": ["James"]
}
1,
"gender": "male",
"birthDate": "1950-01-01"
}
},
{
"name": "CoverageToMatch",
"resource": {
"resourceType": "Coverage",
"status": "active",
"identifier": [
{
"system": "http://example.org/coverage-id",
"value": "cov-0"
}
1,
"subscriberId": "sub-0",
"beneficiary": {
"reference": "Patient/patientl123"
I
"relationship": {
"coding": [
{

"system": "http://terminology.hl7.o0rg/CodeSystem/subscriber-
relationship",
"code": "self"

3,
"payOI": [
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{
"reference": "Organization/orgl23"
}
]
}
I
{
"name": "Consent",
"resource": {
"resourceType": "Consent",
"status": "active",
"scope": {
"coding": [
{
"system": "http://terminology.hl7.o0rg/CodeSystem/consentscope",
"code": "patient-privacy"
}
]
},
"category": [
{
"coding": [
{
"system": "http://terminology.hl7.o0rg/CodeSystem/v3-ActCode",
"code": "IDSCL"
}
]
}
1,
"patient": {
"reference": "Patient/patientl123"
I
"performer": [
{
"reference": "Patient/patientl123"
}
1,
"sourceReference": {
"reference": "http://example.org/DocumentReference/consent-source"
I
"policy": [
{

uri": "http://hl7.o0rg/fhir/us/davinci-hrex/StructureDefinition-hrex-
consent.html#regular"
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}

1,
"provision": {
"type": "permit",
"period": {
"start": "2024-01-01",
"end": "2025-12-31"

I
"actor": [
{
"role": {
"coding": [
{

"system": "http://terminology.hl7.o0rg/CodeSystem/provenance-
participant-type",
"code": "performer"

]
},
"reference": {
"identifier": {
"system": "http://hl7.0rg/fhir/sid/us-npi",
"value": "9876543210"

},
"display": "0ld Health Plan"

}
},
{
"role": {
"coding": [
{

"system": "http://terminology.hl7.o0rg/CodeSystem/v3-
ParticipationType",
"code": "IRCP"

]
},
"reference": {
"identifier": {
"system": "http://hl7.0rg/fhir/sid/us-npi",
"value": "0123456789"

},
"display": "New Health Plan"
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}
1,
"action": [
{
"coding": [
{
"system": "http://terminology.hl7.org/CodeSystem/consentaction",
"code": "disclose"
}
]
}
]
}
}
},
{
"name": "CoverageTolLink",
"resource": {
"resourceType": "Coverage",
"status": "active",
"identifier": [
{
"system": "http://example.org/coverage-link-id",
"value": "cov-1link-0Q"
}
1,
"subscriberId": "new-sub-0",
"beneficiary": {
"reference": "Patient/patientl123"
I
"relationship": {
"coding": [
{

"system": "http://terminology.hl7.o0rg/CodeSystem/subscriber-
relationship",

"code": "self"
}
]
},
"payor": [
{

"identifier": {
"system": "http://hl7.o0rg/fhir/sid/us-npi",
"value": "0123456789"
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},
"display": "New Health Plan"

158 A Ay i ST AR AE S [ 8
EABEAK , OEETEBTFEERN FHIR 28ER , AP 320 BHFERN =EREER,

"datastoreId": "datastoreld",
"jobId": "jobId",
"status": "COMPLETED",
"submittedTime": "2026-03-20T18:45:26.3217",
"numberOfMembers": 3,
"numberOfMembersProcessedSuccessfully": 3,
"numberOfMembersWithCustomerError": 0,
"numberOfMembersWithServerError": 0,
"output": {
"resourceType": "Parameters",
"meta": {
"profile": [
"http://hl7.0rg/fhir/us/davinci-pdex/StructureDefinition/pdex-parameters-multi-
member-match-bundle-out"

]
1,
"parameter": [
{
"name": "MatchedMembers",
"resource": {
"resourceType": "Group",
"id": "groupl",
"text": {
"status": '"generated",

"div": "<div xmlns=\"http://www.w3.0rg/1999/xhtml\">Matched members group</
div>"
1,

"contained": [
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{
"resourceType": "Patient",
"id": "1",
"identifier": [
{
"system": "http://example.org/patient-id",
"value": "patient-0"
}
1,
"name": [
{
"family": "Smith",
"given": ["James"]
}
1,
"gender": "male",
"birthDate": "1950-01-01"
}
1,
"type": "person",
"actual": true,
"code": {
"coding": [

{
"system": "http://hl7.0rg/fhir/us/davinci-pdex/CodeSystem/
PdexMultiMemberMatchResultCS",
"code": "match",
"display": "Matched"

]
},
"quantity": 1,
"member": [

{
"entity": {
"extension": [
{

"url": "http://hl7.0rg/fhir/us/davinci-pdex/StructureDefinition/
base-ext-match-parameters",
"valueReference": {
"reference": "#1"

1,
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"reference": "Patient/patientl123"
}
}
]
}
I
{
"name": "NonMatchedMembers",
"resource": {
"resourceType": "Group",
"id": "Group2",
"text": {
"status": '"generated",
"div": "<div xmlns=\"http://www.w3.0rg/1999/xhtml\">Non-matched members
group</div>"
I
"contained": [
{
"resourceType": "Patient",
"id". "1",
"identifier": [
{
"system": "http://example.org/patient-id",
"value": "patient-501"
}
1,
"name": [
{
"family": "Carter",
"given": ["Emily"]
}
1,
"gender": "female",
"birthDate": "1985-06-15"
}
1,
"type": "person",
"actual": true,
"code": {
"coding": [
{

"system": "http://hl7.org/fhir/us/davinci-pdex/CodeSystem/
PdexMultiMemberMatchResultCS",
"code": "nomatch",
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"display": "Not Matched"

]
I
"quantity": 1,
"member": [

{
"entity": {
"extension": [
{

"url": "http://hl7.org/fhir/us/davinci-pdex/StructureDefinition/
base-ext-match-parameters",
"valueReference": {
"reference": "#1"

}
]I

"reference": "Patient/patient123"

"name": "ConsentConstrainedMembers",
"resource": {
"resourceType": "Group",
"id": "group3",
"text": {
"status": '"generated",
"div": "<div xmlns=\"http://www.w3.0rg/1999/xhtml\">Consent constrained
members group</div>"
},
"contained": [
{
"resourceType": "Patient",
"id": "1",
"identifier": [
{
"system": "http://example.org/patient-id",
"value": "patient-502"

]I

"name": [
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{
"family": "Nguyen",
"given": ["David"]
}
1,
"gender": "male",
"birthDate": "1972-11-22"
}
1,
"type": "person",
"actual": true,
"code": {
"coding": [

{
"system": "http://hl7.o0rg/fhir/us/davinci-pdex/CodeSystem/
PdexMultiMemberMatchResultCS",
"code": "consentconstraint",
"display": "Consent Constraint"

]
},
"quantity": 1,
"member": [

{
"entity": {
"extension": [
{

"url": "http://hl7.0rg/fhir/us/davinci-pdex/StructureDefinition/
base-ext-match-parameters",
"valueReference": {
"reference": "#1"

}
1,

"reference": "Patient/123"
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HealthLake A& X & 2 8 A B B4

#$bulk-member-matchimBRPRIVEBEXSHRGEBRFEEETHGE. BESBRNERERE
FX B FT7E B9 a0 Hh B AE.
1. #HBERE — MemberBundle REFS L EMNRER ? KUK : #5:R ( TREFRMEMED ).

2. BELLH — HealthLake AJ AR BIFEFTRRA QMRS B ER 2 KK -
NonMatchedMembers,

3. HMEEEMF — HealthLake RE AU/ NEIRE M EBEM CoverageToMatch FWEE ? kB
BF : NonMatchedMembers.,

4. AEFE - BXWRERERERSTUNES? (MRE=/AD K HEEZEE A , TUAREHT
% ). KRBBEF : ConsentConstrainedMembers,

5. % — FrEMERER, RETENTFHRENRER. REE MatchedMembers FEI K&,

SREFER  REREHBEE—EENLY, F—ELXMTBREHRENE. REBLSE2H3IWKE
BLAEERN ConsentConstrainedMembers f — ZEHAEEARRDEEEELEZHEENRE,

EIRFAFHAET (FEBR4):

c BE 1 — FEHEE . EFConsent.statusZER "EAH, ? MEFE -
ConsentConstrainedMembers,

- BE 2 — HEHE . E8provision.periodEEB B AH ? WR B /1 HHE period.end -
ConsentConstrainedMembers Z Biperiod.startsz %,

- BME3 —FITERE  EETUBRFConsent .performer2E ? NREEREHREFHKTTSE
HER , SREMERTHEZ BB > ConsentConstrainedMembers,

FIEREHSERIB , FTrESK B RMEE MatchedMembers # |, W FEEZEEE,
HEFRELLETA

ERELEHEE , RERBEEARANERFHREKLTCoverageToMatchBiF.
CoverageToLinkBREFIH/ERNARA , TERBENRANERFTHRELTRE. £
KCoverageToLinkH I E TEFEHFTNER.

ERVNWSERE + RENEAATSRBURE. A EFETNERTANESRET 8% R
 MASEEE SERBELNCEEHERTECHRR.

b

A

/|
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REHTESERE

MR ATRERE PEXRRSIAEEESE Consent .performer ( 0, 8 FEANHERS
#ZConsent.patient), HealthLake & BEIEITIELSE :

« R Consent.performer@ & HEMW RS E Consent .. patient , Bl HealthLake & ABAF
BIEKERRABERERFNEESE,

+ HealthLake & # Patient, RelatedPerson, Practitioner, PractitionerRole 1 Organization 38 Z! Y%
T8R2%E ( AREESZENBERRNTSE ).

s MRFITERFLAY (BERRTIIEMANEEREGREE )  HRESNER
ConsentConstrainedMembers F , M 2&EEI$E4,

mHEEER
ERRNEBEEmas=HAEEERNSHER
MatchedMembers E##8

BEMARYEEREN HESE  ARSEFRKAEATEEY. RESASEARTLIK
BEVIFHRERFRETHNESER, WFHASEERFRERHTERY  TEKR HEME

A$davinci-data-export,
NonMatchedMembers E¥#H

BEHERTIM - HAEEcKENZ2E, EERTFRETRERENSRENADRTEHE, £

MAFEERBEREENNESHE , RS EBEFSAOR ST, ASEBEERFRNE
EHE (BB ) B REREKE.

ConsentConstrainedMembers & 41

SERMESH (AORFTRBUENRELECHER ) EFREBIBTRARZHKENEESE, T
SLAZEAERFVKERN BEER. HEFNKE S S (Memberldentifier 1 Memberld) 18 &71E
A, REERARAZEHZEI RS,

Group.quantity MU @EeHZBFETHNEEE,

HEARESE .

« Group.member.entity.reference — ¥ MatchedMembers F
ConsentConstrainedMembers , ‘@& EENIRARKPEFARENEE ID, HR
NonMatchedMembers , 2EZ 3SR AKE,
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* Group.member.entity.extension (base-ext-match-parameters) —
BERERBWAFRNEE ID (BRARARKH ID, fT£H Patient. id.
Coverage.beneficiary.referenced} Consent.patient.reference),

/A Important

RENESERETEKRFAEBRTRAFTERNABTRRERELSZE, HealthLake TEEHHE
MEZNEERN , MEnZRERFRERHETNES,

EERRTFHREEZEESHTN HE  BER 8% - MatchedMembers AW E
B E#&BBEmember.entity.referencels MM FE , URIERATENAA FE
member.entity.extension(base-ext-match-parameters), A$iELEE FEH HFEWURKN

2%  DERARXETEZERS,
RENARETERENAR

T &REC 8% HealthLake £$bulk-member-match EEHBFZINERERENRNE , UREFERE
HEEFHAR

&R BFM? AlEiR fEsE
REST &
# 2
MemberPatient ( #iA ) B B ERARLYE ; TRE
CoverageToMatch ( &i B e ERAREEER
A)
CoverageToLink ( # & B REHERTFHERETRE ; BRHH
A) RTRA
EE (HFHNRE) = = —GET f#eBERMARAWEIEFFEST
[base] /
Consent/{id
}
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&R BFm ? aiEs fimsE

REST &

# 2
BE (ZRKE) & B KfEF. BEPPIEKXEF D
MatchedMembers &f#H = = —GET #17{@B81t ; & $davinci-data-export
(B ) [base]l / FEBEMEH

Group/id}
NonMatchedMembers 8 & = EPRIEF = FE
8

7|

a EREBEE

ConsentConstrained
Members B¥4H

B2 $davinci-data-export B &

EE# MatchedMembers B &R $bulk-member-match WA E#EE $davinci-data-exportig
EREFER , MERKAEREEHR

POST [base]/Group/{matched-group-id}/$davinci-data-export
GET [base]/Group/{matched-group-id}

HESATREENRAERRBEFRENSRITERE , AREAEENFEERE HETRZNEFNR
RERC 8%

B H 5 H $member-remove

MRBEEEMFACRIERIESEXEESL (Hln, REREEFTNEHBNEE ) , B
MatchedMembers&tfH $member-remove EEH .

/A Important
BB BBREKEESERETEESmember-removeBiE AIEEAT |, B$davinci-data-

export REEFHEEFTA "B MEBERSTSHRIIEAPHRE. WREENAEGEMN
REMyEtfH$davinci-data-export LM | BERHKENUESHBEEEHERF,
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TERTRE :

1. POST [base]/Group/{id}/$member-remove — K BB AFEERAF
2. PUT [base]/Group/{id} — B HEMREEFHAE "HIK,
3. POST [base]/Group/{id}/$davinci-data-export — EHBEHREBBRHKE

MEEAS
$bulk-member-match BEFAKEREBMRET , YLERLF HF BT
- 1T : BEEREFERERS 5 BAL1TERE,

- AIEEM  BERREZSWERE 500 EKE (5 MB EERH ) .
o FITHRE  HYTEAN, BEHIAEMBREFRE.

Authorization

AP| £ FHIR BB E LA SMART & TH L EHH

« system/Patient.read — EESMLH B EERFLIE

« system/Coverage.read — BB HEHEEAREE,

« system/Group.write —EBUERBHERFEE,

- system/Organization.read — Bf# , IR KEHESELABAUAMLE,

« system/Practitioner.read — BfffF , IR BEHESEREABARLE,

« system/PractitionerRole.read — B A NMRBELHESEREAEACAAMLE,
- system/Consent.write — Bf# , MRBRHEZERUAME,

IRt X RN ERETHZEMY AWS IAM Signature 28 4 iR (SigVv4) B,

BB A

THRFHRISEHAZTSE 1 WEE MemberBundle, RBBERFNRKESREAER , FTEHAE
g HBES,
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MemberPatient
Wiz HealthLake 2{AfE A & BFAM, MR
name.family AO#ETES R
name.given AORKETES B> (ELFE—@)
birthDate AORETES R
gender AO#HEES , MEFREFE, AIFE MHBEIFHERTETRE (hrex-pat-1)
HA Birth Sex ZE{&#
identifier FERTGEEESY  BEUEE KEFTZEHEM (EAH)
CoverageToMatch / CoverageToLink
Wiz HealthLake 2{AfEA & BRAN, MR
status HRHEEERTITH 7.8
beneficiary R EEEERE R R BREER R
payor FEZEREZEBRNESR RO ZENRA
relationship HERFTREEZ R ANBR R4
identifier (MB) FEFESER MEETFE
or subscriberlId
Eij=
Wiz HealthLake 2{AfE A © BRAM, MR
scope HREEEEAEERT RO REREBERBINRE
category BEBESE R®R>
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FMBABER

- fba

patient
performer
sourceReference

policy.uri

provision.type

provision

.period

status

(® Note

HealthLake f{AIfEAE

RIS

B FER R

ROk B BRIR

REERHFEE

KA REE HRex RIEFREEH
It o

HELR 4 FHENEEREIRE

HLBR 4 (EDER 1) FHE

RERW, MR

g ¥ ¥
S B S

B URI FEET = #regular %
#sensitive

BAHLE AL (2 T
B

BARHR BB/ R

KEFGERTEE 1 K —
HealthLake #Z{H G MARRE |, I
ESB 4 ETE

HRex BEREEGEREEEA "EAF .1 Wik, HealthLake WERELRE , FIEEH
PR E W B EEEN 238 (ConsentConstrainedMembers) , M~ 2IEEIEIEERE

MEFTR

- JREESE ( HB, 2) — HealthLake £ name.family + name.given ( #4{]l, TESKNE ).
birthDate (#4t] ). gender (#4] ; WRMEIFFE , BIEA birth Sex) M identifier (0
REEZ,ARER ) ETES,

- BEGEEE (B3 — RIZERBFREHE , CoverageToMatch 2AKRMNE—E. E
£ subscriberId® identifier(MB EH ) Ml LU EREREFEFEEEATHNRSHEE
e, KEEHE "AMu payor.

- BEFHME (TR 4) — EERSNHE—BREBRHT,

A2 LRESFMEFAET 8,
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SRR

BRFSREE T FISERRRM

400 SEERAVEER | EYHVFEREN, ROLENS B ATEIRX/NRE (500 ERLED 5 MB),
- A2 BERENER  EEBRITHRERER.

- ERIKEHE  ENEXEELIRER  BRESEBRIEFLRKE , I NonMatchedMembers &
P IEERFAET  LEABENERERNKRE, A0 , MemberBundlei&sk birthDate 28
TREMEN SEE T -

"errors": [

{
"memberIndex": 1,
"jsonBlob": {
"resourceType": "OperationOutcome",
"issue": [
{
"severity": "error",
"code": "invalid",
"diagnostics": "MemberPatient.birthDate is required"
}
1,
"statusCode": 400

REMEF TR R EWERIEGE  XEE

« numberOfMembersWithCustomerError : BABRB R ALEBRNRKESTE.
« numberOfMembersWithServerError : 24 EMRESHEIBE LMK E TR

MEER B1E

« the section called “$member-match” — {E Bl 5% & Ltk ¥ 18 1E,
« the section called “$davinci-data-export” — {EFABHEERAEEHE R,
« the section called “$1/F" — X ERENTEIBE,
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HealthLake By FHIR R4 $confirm-attribution-listi®{E

MEEEEHHEETEHEENEMEEHTEE, HRFEBEERBFETBRIEEATHRE, ik
REBTEA TR,  URHERRE , RERBREE, HREER FHIR REBM (ATR) ListIG2.1.0 B
1’EHIJ_I:I JJ o

Endpoint

POST [basel/Group/[id]/$confirm-attribution-list

TRESH,

POST [basel/Group/[id]/$confirm-attribution-list

o] fE
{&E HTTP 201 BEEFEEEA
(o] fE i 5

HTTP Status Code: 201

{
"resourceType": "Parameters",
"parameter": [
{
"name": "message",
"valueString": "Accepted."
}
]
}
R ERNEAAMRRE
BERYE , FHEHERNBUEEEREERA KK,
{
"resourceType": "Group",

"id": "fullexample",
"extension": [
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{
"url": "http://hl7.org/fhir/us/davinci-atr/StructureDefinition/ext-
attributionListStatus",

"valueCode": "final"
}
]
// ... other Group properties
}
SHRREE

BRFSREIE T SRR

fhER HTTP AR&E Description
YA IRIEES 400 TRHENERSEEESE
RABBEER 404 EENEE ID A EE
REMNZSMH
SMART EEER

BAEmMEEREENER , TrREBNHFHAZRNMEERERER
B $confirm-attribution-list , AF Rt A EEEE AR I MBS IBEER
ZX¥ FHIR REMTIER AT ERE

HealthLake #9 FHIR R4 $davinci-data-exporti®{E

$davinci-data-export BMER—TEHRES FHIR BIE , TARRTEHERREER AWS
HealthLake, WREXZEZEELHER K SIEREBM (ATR). PDex Rt&FH. Payer-to-Payer#l
REFE APls, ©21Z% FHIR $exportiBEMNSHKIRA , EEMHE DaVinci BERREHER,

EEIRE
- FRFSRE | BREFE FHIR FRSFRER

- BIEERED EHREREERTRENER
- ZEELEE  XEATR (KEBE ). PDex ZftEFH, Payer-to-Payerfl&FH APIs
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- 2HUBREEXE  @FEXEM . CARIN EGIZHFA PDex XER

- EMEE  XEMNRE. EREANGHSEEETEERE

- NDJSON #ii : #1755 Fs JSON B RHE R

BN,

GET [base]/Group/[id]/$davinci-data-export
POST [base]/Group/[id]/$davinci-data-export

3
%
%
®

28 B Description

patient 0.* EEHHEERNBENE. ERiF , SELHEE
R AR S,

_type 0..1 EEHNLUESR 2B FHIR 8 REREE, &

B, SO EEELHERENMEXEERE
B, N ATR EWH , EFEFRA 8 ABMHERE
B, ¥ PDex B , ECEFEBHERE
8 LR EBE®D, CARIN EEfIiZEF PDex
REETPHWERANESEREE,

_since 0..1 EOEEABANBEZRENNER,
_until 0..1 EgsE BB 2 ERNER,
exportType 0..1 EFTHELER., BRE : hl7.fhir.

us.davinci-atr . hl7.fhir.
us.davinci-pdex ., hl7.fhir.
us.davinci-pdex.p2p . hl7.fhir.
us.davinci-pdex.member . &

5% : hl7.fhir.us.davinci-atr o

_includeE 0..1 EERAREEBRUMBERKEE CARIN
OB2xWoFin BB 2.x ExplanationOfBenefit &R, &
ancial 5% : false,
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25 Y Description
_security 0.* fikmeta.security #mIGEEHEEHNER

£ system|code #®X (BEFTHLEMN

URL imi5 & %7C), RMHZEER , ERLAN
EFiIEE (AND X ) . £ system| (1Bt
EE, BEAB ) REHRBEERRHVEM
B,

_tag 0.* fkmeta. tagimiBEEZEHNER, £
B2 tHEIM system|code &KX F AND 55
E_security ., RIEHEE _tag_security

M K, ERAERTES M EEE RS

XENERER
XENEREEEBRNEEENELERE, RN ATR B , XETHERER .

* Group

* Patient
 Coverage

* RelatedPerson

* Practitioner

* PractitionerRole
* Organization

* Location

#7H PDex [EH (Provider Access, Payer-to-Payer 1 Member Access) , BR7 EIRER 4 | B
SEMEHERNESEREE, NEXRERBEANTREE A F2BEEEROEEER (STU
6.1). CARIN BB RMEIEIER , JAK Da Vinci BAREXEEFIER.

B g A

$davinci-data-export BEZETHIELER, B LUFEA exportType BHIEEEHER,
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PE i 3g A A& BEREE BF R PR 1
hl7.fhir.us.davinc REBMHFE B4 +E B B R i
i-atr

hl17.fhir.us.davinc R4 EFEL API BHEEENBRKNESEE 5%
i-pdex &

hl7.fhir.us.davinc Payer-to-Payer3 #t REBERNESREER 5%
i-pdex.p2p

hl7.fhir.us.davinc R E7FE API REBCWEEREER 55

i-pdex.member

(® Note
HTA PDex [EW , 5 FRERGTERR ATR ERER

(Group. Patient, Coverage. RelatedPerson, Practitioner. PractitionerRoleOrgani

EwmFHAM , —ZIATELER.

ATR (hl7.fhir.us : //.davinci-atr)

R ATR BEHER  SuUELREBMEESR., FHMEHBERRENFENKENBHHERE
Ro MEFHFMEEN , 5528 Da Vinci ATR [EHIZRE,

XENERER

Group, Patient, Coverage, RelatedPerson, Practitioner, PractitionerRole,
Organization, Location

A 8 B 2R
T2EAREENE, EWRBEHAN  HEEHMEHETNER.

PDex [E g8l

Fi8 PDex EHEAH AMBNZEREENEGREE, WFFMENR , 528 Da Vinci PDex 2 E
FELAPl, XETHIRER :
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- XE&ZL3.1.1, 6.1.0 7 7.0.0

- PDex B ( FXBREREN)

« CARIN BB 2.x E##R1E : ERHE. FIRDHMIE. EXNonClinician, A, %2

¥R PDex [EY , EHBAFETNEEAREREEARNESTER. EAFEEHAE
BERTHAESEELER. RESHESBRERRBRENFEREEEIR Condition
Coverage ( it Observation, MedicationRequest, . RelatedPerson, #
ExplanationOfBenefit), RA Patient., GroupHIEnon-patient-compartment ATR $FHE!
(Practitioner, PractitionerRole, Organization. Location) EEH#HE+HNMWBHESE,

RBMHEEE (h17.fhir.us.davinci-pdex)

FEMEANRMEHNERNEENEEER,
Payer-to-Payer(hl7.fhir.us.davinci-pdex.p2p)

EEESERBE  MANRAZENERRHE,
B EE (hl17.fhir.us.davinci-pdex.member)

AEREFNECHEFREER. KHELKRETRISESERTHHBEER.

REEZENTSEE

¥ PDex EH , $davinci-data-exportBEEMEA meta.profile TEHPMREREGTRRE
EHPETSMEER,

ExplanationOfBenefit & R EIE

ExplanationO0fBenefit (EOB) ERERiEHEmeta.profileEE# PDex EH I ERBEE -

- B CARIN BB 1.x 52 E## ExplanationOfBenefit ER & 1 H F HEBR
- EHEHERRARERE ExplanationOfBenefit &R, meta.profile
- —#@EE%E CARIN BB 2.x Basis #il#&#) ExplanationOfBenefit &R

- RIBTER  SHIREE TS M ERE CARIN BB 2.x SR EMHR ExplanationOfBenefit &R, RE
_includeEOB2xWoFinancial=true & , e SEMKER 2 EIF K W ERERASLEN
HBERER,

- —#EEE%E PDex BAREREREM ExplanationOfBenefit &R
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MBENER

EIRRE B_includeEOB2xWoFinancial=true , WIRFEEBBKREIEER , & CARIN BB 2.x
ExplanationOfBenefit & Rt & H ¥ FEHY Basis EQEF-?O f5lan , C4BB ExplanationOfBenefit
Oral&EREERA C4BB ExplanationOfBenefit Oral Basis , E2#R1E FHIR RIgHECHE D
DI E R,

TIMBENTRSEERBEBEK

- total TELWMBLIH
« EfamounttypeBiEM AT Badjudicationt®
- BEeHEEAANFEitem.adjudicationtE&

LR ESEERNBENREEPEESR

- meta.profile EE %14 Basis EREEX URL
- \RABEH A CARIN BB 2.x Basis Hi7A

- FTEBREREFEREFHNREER

- EHNERTSRELDERFRIE

REREERR A
BREEA TSR BIRERMEERER -
. H&Zliﬁiﬂ\ﬂ%U\meta profilelF X URLsBER

- MREMESHREBTSELRFS , AIEE2SER
%ﬁiﬁ%ﬁ%é&&&ﬁﬁﬂﬁf‘aﬁa_ 17

PDex [E H iy T £F B R &5

HMFA PDex EHEE | HealthLake BRFER LXEMNFEER 5 FHREEREG, TRHEH
EBIREBRANRABER , BT 0BHERARERIN , BREABRAMN , —2EEHELER

+ Patient
 Coverage
* Organization

e Practitioner
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* PractitionerRole
» RelatedPerson
* Location

* Group

ELEEENAORTEREHREN , EACMAREELERNELRARR, ATR EH TR E R
HYBR .

sESREHI
T % & 51 7R 8 40 4] B 45 R [5) BE S B AL Y BB L K
ATR [EH

GET https://healthlake.{region}.amazonaws.com/datastore/
{datastoreId}/r4/Group/example-group/$davinci-data-export?
_type=Group,Patient,Coverage,Practitioner,Organization&exportType=hl7.fhir.us.davinci-
atr

POST https://healthlake.{region}.amazonaws.com/datastore/
{datastoreld}/r4/Group/example-group/$davinci-data-export?

_type=Group, Patient, Coverage,Practitioner,Organization&exportType=hl7.fhir.us.davinci-
atr

Content-Type: application/json

{
"DataAccessRoleArn": "arn:aws:iam::444455556666:r0le/your-healthlake-service-role",
"JobName": "attribution-export-job",
"OutputDataConfig": {
"S3Configuration": {
"S3Uri": "s3://your-export-bucket/EXPORT-JOB",
"KmsKeyId":
"arn:aws:kms:region:444455556666:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}
}
}

£ i ExplanationOfBenefit &1 7% 1% kR 3R [E H it FE v 7 BX

GET https://healthlake.{region}.amazonaws.com/datastore/
{datastoreld}/r4/Group/example-group/$davinci-data-export?
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_type=Patient,Observation,Condition,MedicationRequest,Explanation0OfBenefit&exportType=hl7.fhir.
pdex&_includeEOB2xWoFinancial=true

Payer-to-Payer &

GET https://healthlake.{region}.amazonaws.com/datastore/
{datastoreld}/r4/Group/example-group/$davinci-data-export?

_type=Patient,Coverage, ExplanationOfBenefit,Condition,Procedure&exportType=hl7.fhir.us.davinci-
pdex.p2p&_includeEOB2xWoFinancial=true

BHERBENREFIED

GET https://healthlake.{region}.amazonaws.com/datastore/
{datastoreld}/r4/Group/example-group/$davinci-data-export?
_type=Patient,Observation,Condition, ExplanationOfBenefit, MedicationRequest&exportType=hl7.fhir.
pdex.member&patient=Patient/example-patient-id

(=] FE &6 451

"datastoreId": "eaee622d8406b41eb86c0f4741201Ff9",
"jobStatus": "SUBMITTED",
"jobId": "48d7b91dae4a64d00d54b70862f33f61"

EREA%R
RIFERBEENEBMBETHRRELENR

Group (Attribution List)

### Patient (Members)

### Coverage # RelatedPerson (Subscribers)
### Practitioner (Attributed Providers)
### PractitionerRole # Location

### Organization (Attributed Providers)

(® Note

LAEFREAREERAR ATR Eth. HR PDex EH , MANESERSEBRELESHFRK
R, AT EHAERTNAESE,
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BRI

BR
Patient

Coverage

Organizat
ion

Practitio
ner

Practitio
nerRole

RelatedPe
rson

Location

Group

EHEE

BREEFKIRE

FRLE
Group.member.entity

Group.member.exten
sion:coverageReference

Group.member.exten
sion:attributedProvider

Group.member.exten
sion:attributedProvider

Group.member.exten
sion:attributedProvider

Coverage.subscriber

PractitionerRole.location

LN

GET [base]/export/[job-id]

HUHAERS

DELETE [base]/export/[job-id]

E A anBE

« SUBMITTED - B WEIEFEIEHEA1T5
« IN_PROGRESS - FIEEEXEERE
« COMPLETED - EER IR , BRUMHTH

Description

BREMHEEMENEE

BYREREERAREEE

BEFMBER

BEMBHERKRAS

BEMBHNERARAE

MERENFIEE

BEUERASACHEBNLE

BHEELRS
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o FAILED - e84 Ea

BN

. REHKX . NDISON ( #1748 JSON)
- BRER  SEHEFREENERER

- EIfE# : .ndjson

- UE : IEEM S3 RIFETERMBR

SEERETE
SHYTHIER , BIELEEEH OperationOutcome B HTTP 400 $852555K -
RERER
£ FIEEM IAM BfDataAccessRoleArnR B BEHAMEF A RFTE HigiE, MEFTE S3 M
KMS SFAI T RIEE | B2RNEEHTHENT T,
S YT IER
« patient ZBMWHEXF R Patient/id,Patient/id, ...
- —HZERESEENSITBRIEENEAE
- exportType Z2EEFEIENELHRR
_type Z2HBEEECEHERRTTENERER

_type B8R4 hl7.fhir.us.davinci-atrEHERFAENERER
(Group. Patient, Coverage)

« _includeEOB2xWoFinancial S8 ELRRERNAME
ERBMEER

- BENBEEERTEERERNTERES

- EENBEERZIEHE

- —RBERERESEERNFHREFTFFENBEER

ZEMMNRE
- BAEE FHIR BHEHE
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- ERFRACHLEARSR S3 M KMS BRIEMEMR IAM A, MEMEAFAINTEEE  F2REREE
HAERAYET Ao

REEK

- EREAERE . EBRAENERER  UHEEE XM NEERERERKE

- DEEAERAENE : £/ _since BHETHEEEN

- MEEE  ERREERERENERE | FFEMA patient B8

- EREE  EHREAREHNEKARE

- HBREE  SHHARNIHEEFEENERRE

- EREEGRGRBA 5 PDex B , FEENEREERER 5 FYREHERE

- MBERBKR  ELFEREVKEANESLSER _includeEOB2xWoFinancial=truel A

- REEEE  HRAREREFEENRERES. EHRI#HHEERERETRRE  LERARTE
FRA IR R HI B TR

B 51

- BEFRZIIEE 500 BfFE patient

- EHERREEBRIRE

- EXESEEHERANBLAERERERE

. Bt —72% NDJSON #=

« PDex EHZERRK 5 FHHRAKMNE S E R

- MEEREREERAN CARIN BB 2.x ExplanationOfBenefit 3% & 1%

HAib &R

- DaVinci KEBMFE IG

« Da Vinci T RAERRH IG

« CARIN HEESRNRABRXE IG
- XEROVEBEEER

« FHIR REERFER%
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ffEA EEBRAKXH $document

AWS HealthLake RESZESREEMN $documentiRiE , IZE LA KEHMESENERHEZIE
—WEESENHT  LEEATENRKRX 4, HIREEHREE

- BUBRECERRH
 Exchange TR B &0

. FHEEMN BRI

- EXEEFMEMHERRNERE

Usage
BRI AR GET M POST AZEASRERLEWA $document iRk :
SEN BE

GET/POST [base]/Composition/[id]/$document

XENSH

HealthLake X #E T % FHIR $document 2% :

B Type HE FER% Description
persist mME & false mHE , BEHAREREETRELEN
XHEH
g5l
GET &%

GET [base]/Composition/180f219f-97a8-486d-99d9-ed631fe4fc57/$document?persist=true

BEESHM POST &R

POST [base]/Composition/180f219f-97a8-486d-99d9-ed631fedfc57/$document
Content-Type: application/fhir+json
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FMBABER

"resourceType": "Parameters",

"parameter": [

{
"name": "persist",
"valueBoolean": true

(=] FE €451

BRESED "X BENERHER  EhESaRAMAEZ2ENER

"resourceType": "Bundle",

"id": "180f219f-97a8-486d-99d9-ed631fedfc57",

"type": "document",
"identifier": {

"system": "urn:ietf:rfc:3986",
"value": "urn:uuid:0c3151bd-1cbf-4d64-b04d-cd9187a4c6ed"

.
"timestamp": "2024-06-21T15:30:00Z",
"entry": [

{

"fullUrl": "http://example.org/fhir/Composition/180f219f-97a8-486d-99d9-

ed631fed4fc57",
"resource": {

"id": "180f219f-97a8-486d-99d9-ed631fed4fc57",

"resourceType": "Composition",
"status": "final",
Iltypell : {
"coding": [
{

"system": "http://loinc.org",
"code": "34133-9",
"display": "Summary of Episode Note"

}
]
1,
"subject": {
"reference": "Patient/example"
1,
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FMBABER

"section": [

{
"title": "Allergies",
"entry": [
{
"reference": "AllergyIntolerance/123"
}
]
}
]
}
I
{
"fullUrl": "http://example.org/fhir/Patient/example",
"resource": {
"resourceType": "Patient",
"id": "example",
"name": [
{
"family": "Smith",
"given": ["John"]
}
]
}
},
{
"fullUrl": "http://example.org/fhir/AllergyIntolerance/123",
"resource": {
"resourceType": "AllergyIntolerance",
"id": 123",
"patient": {
"reference": "Patient/example"
},
"code": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "418689008",
"display": "Allergy to penicillin"
}
]
}
}
}
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]
}

Behavior (1T5)
$document 1 :

1. BIEEN S REFRMA X ER

2. BBINBEMEREESENIBEIR

3. BERMNAMAESENERHEIEES "X, WEHH

4. ERAMBBERER true i, BEENNHEHREEERFRES
5. BMBINEN SNEZESENER , LELESEAXM

$document RFBIIXEUTIBNENERSE

1. GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Resource/id

2. BiR/id

BRERFAXENERSEZRELNXHERL,
SRRREEIE
BRFSREIE T FISRRRIRM

- 400 SERRMVEER MMM $SdocumentiBE ( FTREHHER )  IEBNREENXHERFAMERES
true RFREREIZHN S E T AK FHIR B FE

o HAEH 404 : HABEKEIR

WNE $documentRERRMNFMET , FFSH FHIR R4 S $document X4,

EH KABKRER $erase

AWS HealthLake Z18 $erasei®RfE , AIKAMBRBEERREERS A, EREEZHTTHIEER
LWRESBIEA -

« KABKRERIER
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o THIBRYS TE Wi 2= B 5E RC 8%
- BEEREREWEL
- NERTEERBRER
Usage
BESerase AT AEREERWA
BER#ITERBR
POST [base]/[ResourceTypel]/[ID]/$erase?deleteAuditEvent=true
R A< 4% 7E B 4R
POST [base]/[ResourceTypel]/[ID]/_history/[VersionID]/$erase
Parameters
e Type HE FERR Description
deleteAud MHHME & false A true B, SMREBEBHNERSES
itEvent
#5451
#BIFER

POST [base]/Patient/example-patient/$erase

(o] FE £ 451

"jobId": "5df47e2f51ff3c731847678cb8cad48e",
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"jobStatus": "SUBMITTED"
}

EBAMRE
& EMERBREBHAMRE

GET [base]/$erase/[jobId]

RIFSEQEHKREE

{
"datastoreId": "36622996blfcecbh7el2ee2ee®85308d3",
"jobId": "5df47e2f51ff3c731847678cb8cad48e",
"status": "COMPLETED",
"submittedTime": "2025-10-30T16:39:24.160Z"
}
Behavior (17 A)

$erase B1E :

1. kRS RENRRER TEM
2. #E ACID X 3

3. REEEBREEH

4. KABKRIEENER R EMRA
5. BEMBRERIAY STRE K&
6. XEZEFMMBRELSEH

o8k
$erase BIESFLL DeleteResource B8k FE A& |ID, BFREBAEMNERFMHERA,

BR 51

- $erased ERTEHBRERSHERI_historyEHH,
- IEFEBRINEREEEE T TR EFER
- BEERKABRE , RERTESLAHAR
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A MBEEER Patient/$everything

Patient/$everything IREMAMEM FHIR Patient BIR , AN EZ HBENEMHME
BPatient, WREFATARBFEFNHRERSZ  IFRUEYTHFEEBHREERT
&, HealthLake Patient/$everything XEHERE id,

Patient/$everything 2 —% FHIR REST API &4 , aTLAM A | LA T &EAHIFT R

GET request

GET https://healthlake.region.amazonaws.com/datastore/datastorelId/r4/Patient/id/
$everything

(® Note

OGN ERSHRERBEMNER BEFid,
Ol fE— 2 =IE A Bundle.total.

Patient/$everything Z¥

HealthLake X E T 5 EHSH

28 FHEF

AP MSEERB B2 BNFIEPatient&EH,
end EEENBRBHZEESPatientFTEER.
since EEERBzREHPatient FIEER,

_type BEBEEREEWPatientEH,

_count HfSPatientBERAIEERE AN,

Example- NS IEEERB BB RNFIEEEER
Patient/$everything AISAEAstart R IFHEEHRRER P2 ERNER,
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GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/
$everything?start=2024-03-15T00:00:00.000Z

Example- £ 3§ E R # 3R B #i Z s N8 PatientPi B & K
HESFTEEAMUUEAendFEEY , AEBEARZIERER,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/
$everything?end=2024-03-15T00:00:00.000Z

Example- 7£35 7€ H Hi 2 & E #PatientFr & & ¥}
Patient/$everything AISAMEAsincefm&ERY , EEHBEAHZREHRNER,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/
$everything?since=2024-03-15T00:00:00.000Z

Example- BV8 4 E &R EE ) Patient&E &}

RESFAEBMANERA_typeBZBRUHREEETSELETIHNRBEEREE, KAUEERIRE
RETEESBEREE,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/
$everything?_type=0bservation,Condition

Example- EXf8Patient& £ 3 18 & B & K/
WESFTAEEBEHMALER _count REEEE AN,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/Patient/id/
$everything?_count=15

Patient/$everything start #l end Bt

HealthLake 18 Patient/ $everythingstartfl end&EHS N THERBM,

BiR BERTE
R E Account.servicePeriod.start
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&R

AdverseEv
ent

Allergyln
tolerance

HE

Appointme
ntRespons
e

AuditEvent
B

BodyStruc
ture

CarePlan
CareTeam

Chargelte
m

&

ClaimResp
onse

Clinicall
mpression

Communica
tion

ERtE

AdverseEvent.date

Allergylntolerance.recordedDate

Appointment.start

AppointmentResponse.start

AuditEvent.period.start

Basic.created

NO_DATE

CarePlan.period.start

CareTeam.period.start

Chargeltem.occurrenceDateTime, Chargeltem.occurrencePeriod.start, Chargelte

m.occurrenceTiming.event
Claim.billablePeriod.start

ClaimResponse.created

Clinicallmpression.date

Communication.sent

SHR1E
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&R

Communica
tionReque
st

B
Rt

=
=

gl

MEEE

CoverageE
ligibilit
yRequest
CoverageE
ligibilit
yResponse

Detected|
ssue

DeviceReq
uest

DeviceUse
Statement

Diagnosti
cReport

DocumentM
anifest

DocumentR
eference

ERtE

CommunicationRequest.occurrenceDateTime,CommCommunicationReques

t.occurrencePeriod.start

Composition.date
Condition.recordedDate
consent.dateTime
Coverage.period.start

CoveragekEligibilityRequest.created

CoverageEligibilityResponse.created

DetectedlIssue.identified

DeviceRequest.authoredOn

DeviceUseStatement.recordedOn

DiagnosticReport.effective

DocumentManifest.created

DocumentReference.context.period.start

SHR1E
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&R

Enrollmen
tRequest

EpisodeOf
Care

Explanati
onOfBenef
it

FamilyMem
berHistory

IEAR
BE
Group

ImagingSt
udy

5007

Immunizat
ionEvalua
tion

Immunizat

ionRecomm

endation

4

S

=
/B

BERTE
Encounter.period.start

EnrolimentRequest.created

EpisodeOfCare.period.start

ExplanationOfBenéefit.billablePeriod.start

NO_DATE

Flag.period.start
Goal.statusDate
NO_DATE

ImagingStudy.started

Immunization.recorded

ImmunizationEvaluation.date

ImmunizationRecommendation.date

Invoice.date

List.date

SHR1E
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&R

MeasureRe
port

R

Medicatio
nAdminist
ration

Medicatio
nDispense

Medicatio
nRequest

Medicatio
nStatement

Molecular
Sequence

Nutrition
Order

=

Questionn
aireRespo
nse

ERtE

MeasureReport.period.start

Hel, BT

MedicationAdministration.effective

MedicationDispense.whenPrepared

MedicationRequest.authoredOn

MedicationStatement.dateAsserted

NO_DATE

NutritionOrder.dateTime

Observation.effective

NO_DATE

NO_DATE

Procedure.performed
Provenance.occurredPeriod.start,Provenance.occurredDateTime

QuestionnaireResponse.authored

SHR1E
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&R

RelatedPe
rson

RequestGr
oup

ResearchS
ubject

RiskAsses
sment

Schedule

ServiceRe
quest

B

SupplyDel
ivery

SupplyReq
uest

VisionPre
scription

ERtE

NO_DATE

RequestGroup.authoredOn

ResearchSubject.period

RiskAssessment.occurrenceDateTime,RiskAssessment.occurrencePeriod.start

Schedule.planningHorizon

ServiceRequest.authoredOn

Bt i& B =,.receivedTime

SupplyDelivery.occurrenceDateTime, SupplyDelivery.occurrencePeriod.start,
SupplyDelivery.occurrenceTiming.event

SupplyRequest.authoredOn

VisionPrescription.dateWritten

£/ #E ValueSet 2§ $expand

AWS HealthLake BE X EBELLEF 5 2 #EEA ValueSets (ValueSet) $expandi¥E , AIZEEHEIE
BHEEL ValueSet EIRFHINRIBZRFE, ELFE !

« BEEUFTE TRV XIS LUE TR
- EERAENEPERYANER

APHTEENEARES

SHR1E
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Usage

&I LA GET M POST J534%E ValueSet iR LA $expandiRE :

EXEN BRE

GET/POST [base]/ValueSet/[id]/$expand

GET [base]/ValueSet/$expand?url=http://example.com

POST [base]/ValueSet/$expand

XENSH

HealthLake 8 FHIR R4 $expand 8K 75 :

2Y Type WNE

url uri )

id id =

filter string =

count integer o

offset integer )
#1451

fix ID By GET 553k

GET [base]/ValueSet/example-valueset/$expand

EREEIFEM URL 12 GET &K

Description
ERFZ ValueSet B9 IEZ URL

ERBM ValueSet EJR ID ( BHAM GET =
POST 184 )

BERABRREAER
EBONARHE

ERHERBNHETRBHE, EHREE
B, BEERAAMETHNRE , TEARER
ValueSet W, KEFEAR

SHER1E
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GET [base]/ValueSet/$expand?url=http://example.com/ValueSet/my-

valueset&filter=male&count=5

BB 8 POST R (4 ID)

POST [base]/ValueSet/example-valueset/$expand
Content-Type: application/fhir+json

{
"resourceType": "Parameters",
"parameter": [
{
"name": "count",
"valueInteger": 10
b
{
"name": "filter",
"valueString": "admin"
}
]
}

E2HM POST 5K ( #k URL)

POST [base]/ValueSet/$expand
Content-Type: application/fhir+json

{
"resourceType": "Parameters",
"parameter": [
{
"name": "url",
"valueUri": "http://hl7.o0rg/fhir/ValueSet/administrative-gender"
b
{
"name": "count",
"valueInteger": 10
}
]
}
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(=] FE £ 51

BRESEDOESR expansiontEN ValueSet R , EH B EEANERE :

{
"resourceType": "ValueSet",
"id": "administrative-gender",
"status": "active",
"expansion": {
"identifier": "urn:uuid:12345678-1234-1234-1234-123456789abc",
"timestamp": "2024-01-15T10:30:00Z",
"total": 4,
"parameter": [
{
"name": "count",
"valueInteger": 10
}
1,
"contains": [
{
"system": "http://hl7.org/fhir/administrative-gender",
"code": "male",
"display": "Male"
.
{
"system": "http://hl7.org/fhir/administrative-gender",
"code": "female",
"display": "Female"
},
{
"system": "http://hl7.org/fhir/administrative-gender",
"code": "other",
"display": "Other"
.
{
"system": "http://hl7.org/fhir/administrative-gender",
"code": "unknown",
"display": "Unknown"
}
]
}
}
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B ReE

- expansion.total : BB ValueSet FHIEXIBEH
- expansion.contains : BRENEXBESIRERKE. EXBANERE
- expansion.parameter : IERFERPFEHNSH

ME $expandRERIENFHMER , F2 8 FHIR R4 ValueSet $expand X#

£ FHIR [EH HealthLake ¥} $export

IETLAE A FHIR $export #1E , £ HealthLake BRI EHEAREEHE R, HealthLake X
EfexportfEMA POSTH GETHRM FHIR, BEEMFEH RHELFERPOST , B4 EREBEFLENT
B IAM ERE, BERAR, IBE SexportARRN—Hr , YEBRANF I EMENSE,

® Note

£/ FHIR 12 H#YFTE HealthLake [EHFER$export &L ndjson BXNEE , WEHE
Amazon S3 #1778 | Hh S Amazon S3 VI ESESE — FHIR ERER,
BT AR AWS 1R F RIS B 545 BB B AR BEAITF, MEFHMER , FS B Service

Quotas,.

HealthLake X E T 5 = EEE M KB E i H7FE R,

HealthLake KE$exportfHE!

FELH#E  Description B
i)

R & HealthLake FHIR falfR23[E POST https://healthlake
HATEE R, . region.amazonaws.com/dat
astore/ datastoreld /r4/$export

FiEwm ELUmERBEEMERBENMEE  POST https://healthlake

2 B SREEFEEEREREME . region.amazonaws.com/dat
B EIRE|E, astore/ datastoreld /r4/Patient/$expor
t

$ER1E 404
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[EH#  Description FEE
it

GET https://healthlake. region.amazonaw
s.com/datastore/ datastoreld /r4/Patie
nt/$export

REH EHEBEDMEEZ—ME POST https://healthlake

# BEHEBYAMEER, . region.amazonaws.com/dat
astore/ datastorelId /x4/Group/ id/
$export

GET https://healthlake. region.amazonaw
s.com/datastore/ datastorelId /r4/Group
/ id/$export

B 1R 2 |l

FETHESR , LUMEHAEAR HealthLake 9 FHIR REST API 2 HEHE R,

- BUAREERREEHBRLBZATNERE, FEIAC, NRFMAER K F2H R

E$exportiE R,

 BUBACBIURKEAE® , LR F HealthLake FEVEE H E X Amazon S3 R7FETRE. REAGWT
RBIETE HealthLake ARG T E, MEREFINFMENR K F2H REELEHENFFT,

R#E$exportidR
ZEMFA FHIR REST APl 2 H B THEVEE HEESK , A IAM = OAuth2.0. IREXEHE REAE,
A IAM BEFER

EERESexport@FRE , FAE, REAACKLEATEHREPIE IAM BifE, MEFHES
B 5% E B HE R RIFT Al

;!{_I_II
2
r:

£ FHIR EfEfA SMART #3555k (OAuth 2.0)

B8 A FHIR B9 HealthLake EREME ¥ SMART 2 $exportiEmRE , B4 A REENE
B, MEFHMAEF , 5528 HealthLake B9 FHIR EiREIE -/ SMART,

SR fE 405



AWS HealthLake HBEABER

® Note

$export EBGETFAEXRK FHIR FEMEMN F 5 BEH EZHEAHFHR (£ FHIR LEMA
SMART W1ERT ) REBERELNBEEER, £ FHIR $export HEE EHAERGETAHT
& 48 I,

EH$exportiEK
AEFRAEA FHIR REST API R HEHBERBLBHFEINW L ESER,

BTESE AWS BHIRFENEELER  BEREETREHSexportEEZWER TR HFBRKAFE
KIPOSTEHE K,

BERHFR , BLAMITTHEE :

1. EXRIHEHIPOSTEER URL $exportHIERE -
2. EEMLENEEZE,
3. EEERMNESEMERAN,

TR EXERFHHPOSTER URL $exportHIEE

HealthLake X E=BEHENAEBEHRMFR. FERHABEHBER , SL4AE=ZAXENRINZ
— EIRHPOSTH REMMFER, THHHIRHBEEFER URL $export'=F'1E EME,

* POST https://healthlake.region.amazonaws.com/datastore/datastoreld/t4/
$export

* POST https://healthlake.region.amazonaws.com/datastore/datastoreld/t4/
Patient/$export

 POST https://healthlake.region.amazonaws.com/datastore/datastoreld/xt4/
Group/id/$export

IERBLEPOSTRE R FEREA T IXENRESZH,
XENESSH

HealthLake £ X EE HFERPZETHESEH.
THEFBERHKFTT , ERXFRZILALER.
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=1

_outputFormat

—_type

_since

_until

_security

REAVE?

a

i

i

i

Description

EEENBRREER
BERERN, &2
W{EA applicati
on/fhir+n
djson . applicati
on/ndjson

. ndjson,

ERETSEED
EBRFHERD B
FHIR ERE R
FHR, KRR
€ , _typeEAEH
FIEERE , ETRE
SEFEA

EHHREELEX
R RIEXNERE
B, mMREREER
BEREFNER ,
efiesxEnE
Ho

EHHEEBEE
X2 BERNE
R, EEaE
B_since , \EEHE
HSERBEE,
MREFRFEHRAE L
REFWEE , g
# HHEBRTE SR 1Y B FE
.,

fikmeta.secu

rity fmiGEER

gl

&_type=Me
dicationS
tatement,
Observation

& since=2
024-05-09
TO0%3A00%3A00Z

& until=2
024-12-31
T23%3A59%3A597

& securit
y=https:/

SHR1E
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28 REAME?

7|

_tag

FR2 BEELEBENTESH

ZEZF A FHIR REST AP 2 HEHEER

» Content-Type : application/fhir+json

- fR% : respond-async

BEE SV RERRANTEELEN TR,

FRI:EE ERLESENFRAN.

Description

EHNER. £H
system|code &
X REZEER,
BERVAREMEE
(AND EE ), £
system| ( BHE
E, BEXH) Rt
HRBIEERENT
ARERT,

fkmeta. tagimiGE
BREHNER, £
FEE HREMsystem|
code #%&3XF AND
FEE_security

. FIRFIEE _tag
_security B,
ERVAFEMEER
BEIGRMG

, BUAEETIRESE,

FEHFAREEE JISON KRANAN, ANTUNEETIBH

gl

/myorg.co
m/tenant%
7Cclinic-A

&_tag=https://
myorg.com/dept
%7/Ccardiology

SR {E
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TR

DataAccessRoleArn

JobName

S3Uri

KmsKeyld

EERVE?
=]

=

&

=]

=

=

=

Description

HealthLake AR#%
@i ARN, R
R AENERE
HealthLake A IR#%
T,

[EHFARNERE.

OutputDataConfig &
W —o. ETH
[E & Rz B W ith
T7ETEEH S3 URIL,

OutputDataConfig &
wN—327. ARR
& Amazon S3 f#17ET

Value

arn:aws:i

am:: 444455556
666 :role/your-
healthlake-se
rvice-role

your-export-
job-name

s3://amzn
-s3-demo-
bucket/ EXPORT-
JoB /

arn:aws:k
ms: region-of-
bucket:123456789

82 AWSKMS €88 012 :key/1234abcd-
# ARN, 12ab-34cd
-56ef-123
4567890ab
ExamplefEf FHIR REST API 12 HEY [ 38R 2
EEFMH FHIR REST API IRHEWHFER , BLAEEARAX , W TFFIT.
{
"DataAccessRoleArn": "arn:aws:iam: :444455556666:r0le/your-healthlake-service-role",
"JobName": "your-expoxrt-job",

"OutputDataConfig": {
"S3Configuration": {
"S3Uri": "s3://amzn-s3-demo-bucket/EXPORT-JOB",
"KmsKeyId": "arn:aws:kms:region-of-
bucket: 444455556666 :key/1234abcd-12ab-34cd-56ef-1234567890ab"
}
}
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}

EENFERRE , EEFRIITHEHE,

[l FE AR R

content-location: https://healthlake.region.amazonaws.com/datastore/datastoreld/x4/
export/your-export-request-job-id

(=] F& A 32

"datastoreId": "your-data-store-id",
"jobStatus": "SUBMITTED",
"jobId": "your-export-request-job-id"

EEEWELSES

IR HEHER®E , BALMER BEERexport , SIEHRB BT EHZEROMEE | LUKk $exportE
SH B BIfY B HEEK,

E8fEM REST API BUBEHFBERE , ERAEXNEEECRXEUEBER 2 EHNES 2 ERNER.
3 £ RERR B (AT B ASiR RE S ENUE B BT Y FE HiFE K,

HYH B 5K

HRHUHEHFGER , FFIRHDELETER R HEF R URL RREHEETR ID.

DELETE https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/export/your-
export-request-job-id

X

ERNFEREYE , SR TAR.

-~

"exportJobProperties": {
"jobId": "your-original-export-request-job-id",
"jobStatus": "CANCEL_SUBMITTED",
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"datastoreId": "your-data-store-id"
}
}
EENFERTRNE , BEWRIIUATAR,

{
"resourceType": "OperationOutcome",
"issue": [
{
"severity": "error",
"code": "not-supported",
"diagnostics": "Interaction not supported."
}
]
}
R [ HFE KR

EEMBELERNME  BEA exportf R HGETFERexport-request-job-id,

GET https://healthlake.region.amazonaws.com/datastore/datastoreld/r4/export/your-

export-request-id

JSON [ElfE#SEE ExportJobProperties ¥4, CHREEE TR : EY.

Z8 ERANLE? Description Value
DataAccessRoleArn &5 HealthLake BRI A arn:aws:i
B ARN, ERW am: : 444455556
REAGBUEEE 666 :role/your-
HealthLake & 8k#  healthlake-se
£ rvice-role
SubmitTime B PE AR /Y B 5 Apr 21, 2023
s 5:58:02
EndTime v P& HH 1E 75 55 X /Y B R Apr 21, 2023
° 6:00:08 PM
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Ey rAANKE?
JobName &=
JobStatus ra
S3Uri =
KmsKeyld =

Description

[EHFERNE R,

OutputDataConfig ¥
B —8Bn. ETH

PE & Rz B i ithff

FETEE M Amazon S3
URI,

OutputDataConfig ¥
HH—Ho. ARR
& Amazon S3 #1778
2 AWS KMS &8
B ARN,

Example : R %A FHIR REST API 2 2 EHFBERHVAX

FIhE | g T3 JSON EfE,

{
"exportJobProperties": {
"jobId": "your-export-request-id",
"JobName": "your-expoxrt-job",
"jobStatus": "SUBMITTED",

"submitTime": "Apr 21, 2023 5:58:02 PM",

"endTime": "Apr 21, 2023 6:00:08 PM",

Value

your-export-
job-name

BRHENT :

SUBMITTED |
IN_PROGRESS
| COMPLETED
_WITH_ERRORS |
COMPLETED |
FAILED

s3://amzn
-s3-demo-
bucket/ EXPORT-
JoB /

arn:aws:k

ms: region-of-
bucket:123456789
012 :key/1234abcd-
12ab-34cd
-56ef-123
4567890ab

SHER1E
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"datastoreId": "your-data-store-id",
"outputDataConfig": {
"s3Configuration": {
"S3Uri": "s3://amzn-s3-demo-bucket/EXPORT-JOB",
"KmsKeyId": "arn:aws:kms:region-of-
bucket : 444455556666 :key/1234abcd-12ab-34cd-56ef-1234567890ab""
}
.
"DataAccessRoleArn": "arn:aws:iam: :444455556666:r0le/your-healthlake-service-role",
}
}

HealthLake Y FHIR $inquireig

$inquire BRETELRELNERINWELRERROMRE, IRESELE Da Vinci BARELE
(PAS) EEfEr |, IRMEER{LH FHIR T/ERTERA B sl BERE,

BTN

- BRREH  £KEEFHR EHR , Hh s LERENESTXIEER
- ¥ 2 : HealthLake BEENERFHETE S L ER ClaimResponse
- WEY : MENEETHY IR AR AR

- EIfE . BEWEEREREBNILEEE ({77, &, ERE)

(® Note
$inquire EHMBAAREBRENHERRE, SIS UIEFERFREFVENER,

AP| i 2

POST /datastore/{datastoreId}/r4/Claim/$inquire
Content-Type: application/fhir+json

AR
EHER
EHFERLARLATIERN FHIR EHER -

$IR1E 413
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 Bundle.type : #4E%& "collection"
« Bundle.entry : XHABE—HEETIEENEETER
* use = "preauthorization"

e status = "active"

- BEER . EA2ENMAERLACSSEEHT

(@ Query-by-Example
WAEHFHNERMAESEH AL, HealthLake EFEFARMNEARS KL EN

ClaimResponse,.

PENER
EIR HE HER Description
BEf 1 PAS E&5 &M BEEEANELERE
mE 1 PAS ZXARE WEAOMRTERA
Organization 1 PAS R4 RIAE S NG
(REZEE )
Organization 1 PAS &R RXFERNERREMLERS
(REE)

EERES RN

HealthLake £/ T~ %18 H # & ClaimResponse :

- REEFNEESE

- REEENREBXESE

- REEANRHEESE

- RETBRUNBH (BAKRBEERMT)
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©® ERBERBENERM
FEEHBLABEERERE. T

TREBERBINERREN.

gHIFER

POST /datastore/example-datastore/r4/Claim/$inquire
Content-Type: application/fhir+json
Authorization: Bearer <your-token>

{
"resourceType": "Bundle",
"id": "PASClaimInquiryBundleExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-pas-
inquiry-request-bundle"]
I
"identifier": {
"system": "http://example.org/SUBMITTER_TRANSACTION_IDENTIFIER",
"value": "5269368"

I
"type": "collection",
"timestamp": "2005-05-02T14:30:00+05:00",
"entry": [
{

"fullUrl": "http://example.org/fhir/Claim/MedicalServicesAuthorizationExample",
"resource": {

"resourceType": "Claim",
"id": "MedicalServicesAuthorizationExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-

claim-inquiry"]

I
"status": "active",
"type": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/claim-type",
"code": "professional"
1]
},
"use": "preauthorization",
"patient": {
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"reference": "Patient/SubscriberExample"

.
"created": "2005-05-02T11:01:00+05:00",

"insurer": {

"reference": "Organization/InsurerExample"
I
"provider": {
"reference": "Organization/UMOExample"
}
}
},

{
"fullUrl": "http://example.org/fhir/Patient/SubscriberExample",
"resource": {

"resourceType": "Patient",
"id": "SubscriberExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
beneficiary"]

.

"name": [{
"family": "SMITH",
"given": ["JOE"]

11,

"gender": "male"

}
},

{
"fullUrl": "http://example.org/fhir/Organization/UMOExample",
"resource": {

"resourceType": "Organization",
"id": "UMOExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
requestor"]
I
"name": "Provider Organization"
}
},
{
"fullUrl": "http://example.org/fhir/Organization/InsurerExample",
"resource": {
"resourceType": "Organization",
"id": "InsurerExample",
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"meta": {
"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
insurer"]
I
"name": "Insurance Company"
}
}
]
}
[ FEA% =
B 3h [El & (200 OK)

g RE PAS EHEEEN, K HPES !

- EERAIREAMREEN ClaimResponse ; MRFESESHEH , BIAZ{E ClaimResponse
- BRAVFIERBKER (EE/F)
- fHAEFER B

A[BERY ClaimResponse #& %R

BR Description
queued BREBRNEFGEX
complete EMHEBRERE (MEdisposition RECKMEEE )
error R TR HA R B A4 SRR
partial ERTFHoER
{
"resourceType": "Bundle",

"identifier": {
"system": "http://example.org/SUBMITTER_TRANSACTION_IDENTIFIER",
"value": "5269367"

iy

"type": "collection",
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"timestamp": "2005-05-02T14:30:15+05:00",
"entry": [
{
"fullUrl": "http://example.org/fhir/ClaimResponse/InquiryResponseExample",
"resource": {

"resourceType": "ClaimResponse",
"id": "InquiryResponseExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
claimresponse-inquiry"]

},
"status": "active",
"type": {
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/claim-type",
"code": "professional"
1]
I
"use": "preauthorization",
"patient": {
"reference": "Patient/SubscriberExample"
I

"created": "2005-05-02T11:05:00+05:00",
"insurer": {

"reference": "Organization/InsurerExample"
I
"request": {
"reference": "Claim/MedicalServicesAuthorizationExample"
},
"outcome": "complete",
"disposition": "Approved",
"preAuthRef": "AUTH12345"
}
I

{
"fullUrl": "http://example.org/fhir/Claim/MedicalServicesAuthorizationExample",
"resource": {

"resourceType": "Claim",
"id": "MedicalServicesAuthorizationExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
claim-inquiry"]
iy

"status": "active",
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"type": {
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/claim-type",
"code": "professional"
1]
},

use": "preauthorization",
"patient": {
"reference": "Patient/SubscriberExample"
.
"created": "2005-05-02T11:01:00+05:00",

"insurer": {

"reference": "Organization/InsurerExample"
I
"provider": {
"reference": "Organization/UMOExample"
}
}
},
{

"fullUrl": "http://example.org/fhir/Patient/SubscriberExample",
"resource": {

"resourceType": "Patient",
"id": "SubscriberExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
beneficiary"]

I
"name": [{
"family": "SMITH",
"given": ["JOE"]
1,
"gender": "male"
}
},
{

"fullUrl": "http://example.org/fhir/Organization/UMOExample",
"resource": {

"resourceType": "Organization",
"id": "UMOExample",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
requestor"]

iy
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B ABIERE
"name": "Provider Organization"
}
1,
{
"fullUrl": "http://example.org/fhir/Organization/InsurerExample",
"resource": {
"resourceType": "Organization",
"id": "InsurerExample",
"meta": {
"profile": ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
insurer"]
I
"name": "Insurance Company"
}
}
]
}
fERREFE
400 SEERIVFES

ERRBAERSERERNEEE,

{
"resourceType": "OperationQOutcome",
"issue": [
{
"severity": "error",
"code": "required",
"diagnostics": "Reference 'Patient/SubscriberExample' at path 'patient' for
"CLAIM' resource not found(at Bundle.entry[@].resource)"
}
]
}

401 (RICHEHE)

EFoRREBEEANENRED.

-~

"resourceType": "OperationOutcome",

SR fE
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"issue": [
{
"severity": "error",
"code": "forbidden",
"diagnostics": "Invalid authorization header"
}
]
}
403 ZE1t

ECRENERAERS FIAMBERERNFFTRED,

{
"resourceType": "OperationQOutcome",
"issue": [
{
"severity": "error",
"code": "exception",
"diagnostics": "Insufficient SMART scope permissions."
}
]
}

400 ERTH 6

EHH X T EERFH ClaimResponse BFE .,

"resourceType": "OperationOutcome",
"issue": [{
"severity": "error",
"code": "not-found",
"diagnostics": "Resource not found. No ClaimResponse found from the input Claim
that matches the specified Claim properties patient, insurer, provider, and created(at
Bundle.entry[@].resource)"

3]

415 A ENERHRR

E Content-Type IR 2 application/fhir+json FHEE],
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{
"resourceType": "OperationOutcome",
"issue": [{
"severity": "error",
"code": "value",
"diagnostics": "Incorrect MIME-type. Update request Content-Type header."
1]
}

429 KZ5FER

B IR R R BIRFEE,

{
"resourceType": "OperationQutcome",
"issue": [{
"severity": "error",
"code": "throttled",
"diagnostics": "Rate limit exceeded. Please retry after some time."
1]
}
B Rl

HealthLake ¥ N EHHTLEAERE
EHEFE

- ARG PAS ERFREHERE
« Bundle.type %% "collection"
- WEETE—EEEER

- EfP X ETEMESENER

Sh=) oE

(il

WERE PAS EEEHARER
Claim.use #7H "preauthorization"

Claim.status &7 "active"

HEWHL : patient, insurer, provider, created
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B

- FEERSAFSHE BN PAS EFHRER
- VEWXEERLARE (FE. RRAFER. RHEER)
- REBEREHPLEARBRETHENN

SHBEIANE

8 L

HRE BRS) SEES 500 EER
B K /NRS) 8% 5MB
FELOE

EEMFEA $inquire®RE , FRELN IAM BEEF .

« healthlake:InquirePreAuthClaim - FEAY #R4E

FHIR & L/ SMART
PRBEE TR :

« SMART v1 : user/ClaimResponse.read
« SMART v2 : user/ClaimResponse.s

EEE R

T}

BIRRXEHK |, HealthLake A T 515X # & ClaimResponse :

- REWMAEGTNERESE
- REBWA Claim HREEESE
- REWMASHTHWRERMESS

SR {E
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. WBAEERYAH (HBREEERESE )

ZEMRFIER  WRZ1E ClaimResponses A& B IESHH , Bl HealthLake EEEFIAEHAFE R,
IR E AR HTHIClaimResponse . created s & 58 35 Bl & ik &8,

EEHMES

MEFRERIERFELERENZEELRT (HW Claimvia, v1.2, v1.3), $inquirelRFERFEM
W18 SR AR R TR AR ClaimResponse.

MEE R 1E
$inquire #1E :

- EREURENREAMRE

- EEL&HH ClaimResponse
s MEAFEFEATEIR

- FEBIFHER

- TERBMNEREE

THERIZEH
HANFELEREEHR THERE

1. Provider submits PA request
POST /Claim/$submit
# Returns ClaimResponse with outcome="queued"

2. Payer reviews request (asynchronous)
# Updates ClaimResponse status internally

3. Provider checks status
POST /Claim/$inquire
# Returns ClaimResponse with outcome="queued" (still pending)

4. Provider checks status again later
POST /Claim/$inquire
# Returns ClaimResponse with outcome="complete", disposition="Approved"
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HEERRY R 1F

« Claim/$submit - ERFHFEERERRIEHN B ENWFELRERS
- Patient/$everything - #F A AREATHNTENEEER

A FEEE=FFHEE $1ookup

AWS HealthLake 3£ X # CodeSystem EiRH $1lookupiRfE , MEABBREABEXNBESHEBIENR |
HREXABRREPHESSNFEEN. EAEE

- EREEBRABNFEER

- BEEAREENEM

- FEBIRERMEIR

- ERERNNTEENERKRE

Usage
&I LAE GET M POST 55347 CodeSystem &R LA $1ookupifE :
TXEN BRE

GET [base]/CodeSystem/$lookup?system=http://snomed.info/

sct&code=73211009&version=20230901
POST [base]/CodeSystem/$lookup

XENSH

HealthLake %X FHIR R4 $lookup S8 F£ :

B Type PBE Description

code code = LEEHNB ST (20 SNOMED CT /Y
"71620000")

system uri = EXBRAEMIEN URL ( Flm "hitp://s

nomed.info/sct")

7|

BEREINEABRE

version string
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FMBABER

g4

GET 53k

GET [base]/CodeSystem/$lookup?system=http://snomed.info/

sct&code=716200008version=2023-09

POST &R

POST [base]/CodeSystem/$lookup
Content-Type: application/fhir+json

{
"resourceType": "Parameters",
"parameter": [
{
"name": "system",
"valueUri": "http://snomed.info/sct"
I
{
"name": "code",
"valueCode": "71620000"
I
{
"name": "version",
"valueString": "2023-09"
}
]
}
(2] FE &6 451

REFSECSHER , HhEsBaFEER

{
"resourceType": "Parameters",
"parameter": [{
"name": "name",
"valueString": "SNOMED CT Fractures"
},
{
"name": "version",
SIR1E
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"valueString": "2023-09"

1,
{
"name": "display",
"valueString": "Fracture of femur"
1,
{
"name": "property",
"part": [{
"name": "code",
"valueCode": "child"
1,
{
"name": "value",
"valueCode": "263225007"
1,
{
"name": "description",
"valueString": "Fracture of neck of femur"
}
]
1,
{
"name": "property",
"part": [{
"name": "code",
"valueCode": "child"
1,
{
"name": "value",
"valueCode": "263227004"
1,
{
"name": "description",
"valueString": "Fracture of shaft of femur"
}
]
}
]
}
@ fE 2 8

CEEEATAKIS TS
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BIB A BINT
25 =i Description
name string EXRRENERE
version string EXRREN MR
display string BB SNER
designation BackboneE SN H MR T E,
lement
property BackboneE BenHEMEYE (&, BREF)
lement
Behavior (1T4)
$1lookup IR :

1. REATEMNSE (code M system)
2. EE R EERTFHRENEERABRETESHR

3. HEEFHENEISEN L SIEETER. BEEBENBM,
4. Bt version BEEBXERTBENEH

5. {ETE B F ML HealthLake ERFHENEXBRK LIRE

SRR
BRFSREIE T ISR

* 400 SHRRAVEER : MW $1lookupRE ( FRHEMNBERIRILENSH )
« BAE 404 : RFFEABRE , IEEENBABRBPRFIERS

I

&5
HUMmAH  FXETHIEE :

* $lookup ZEiBF AU ERATE I ARBRIEST BRAE

« $1ookup CodeSystems L#J #24EMH HealthLake BIE , (B RkBABEREERERES
SBRfE
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MNE $lookupREREMEEMER , 552/ FHIR R4 CodeSystem $1lookup X#.

$membex-add HealthLake By 1€

FHIR $member-addRFERKE (FE ) MEEHEER , BIRKEBMBE, LEAER
DaVinci KEBHEFERHN—8H7 , YXEEEXEBENAREF.

1R AFm

POST [base]/datastore/{datastoreld}/r4/Group/{groupId}/$member-add
Content-Type: application/json

Parameters
REEZESTHSBASH FHIR 2HER !
BRIRE
BULERATIIEP—E2RES -
BIR 1 : BB ID + tFER NPI
memberId + providerNpi

memberId + providerNpi + attributionPeriod

BE2: WESE + REEESE
patientReference + providerReference

patientReference + providerReference + attributionPeriod

ZYFHEEF

memberld (&H )
EMEERE 2 RENHE BT
A : |dentifier

Rt RBEBI TR
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FMBABER

{
"name": "memberId",
"valueIdentifier": {
"system": "http://example.org/patient-id",
"value": "patient-new"
}
}

providerNpi (#&H )
BHRMAENBERREEEZB/F (NPI),
/A . |dentifier

R - https : //http://terminology.hl7.org/CodeSystem/NPI

{
"name": "providerNpi",
"valueIdentifier": {
"system": "http://terminology.hl7.org/CodeSystem/NPI",
"value": "1234567890"
}
}

patientReference (iEH )
ENMECREERNERESE,

BHR . &

"name": "patientReference",
"valueReference": {
"reference": "Patient/patient-123"

}

providerReference (i&H )
BESERMEER,

HR . a2

SR fE
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{
"name": "providerReference",
"valueReference": {
"reference": "Practitioner/provider-456"
}
}

attributionPeriod ( i#F )
HERRAREENE™E,
]A . HAMS

"name": "attributionPeriod",
"valuePeriod": {
"start": "2024-07-15",
"end": "2025-07-14"

sESREHI
FRAMKE ID MEHEE NPI

{
"resourceType": "Parameters",
"parameter": [
{
"name": "memberId",

"valueldentifier": {
"system": "http://example.org/patient-id",
"value": "patient-new"
}
I
{
"name": "providerNpi",
"valueIdentifier": {
"system": "http://terminology.hl7.o0rg/CodeSystem/NPI",
"value": "1234567890"

}I
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{
"name": "attributionPeriod",
"valuePeriod": {
"start": "2024-07-15",
"end": "2025-07-14"
}
}

ERARENRERESE

"resourceType": "Parameters",
"parameter": [
{
"name": "patientReference",
"valueReference": {
"reference": "Patient/patient-123"
}
b
{
"name": "providerReference",
"valueReference": {
"reference": "Practitioner/provider-456"
}
b
{
"name": "attributionPeriod",
"valuePeriod": {
"start": "2024-07-15",
"end": "2025-07-14"

Bl 4% =X
X Zh R 5T 18 (2] e

HTTP Status: 200 0K
Content-Type: application/fhir+json
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FMBABER

{
"resourceType": "OperationOutcome",
"issue": [
{
"severity": "success",
"code": "informational",
"details": {
"text": "Member Patient/patient-new successfully added to the Member
Attribution List."
}
}
]
}
SHERMEIFE

EYHVFEREE

HTTP #REE : 400 $E:58M9EER

{
"resourceType": "OperationQutcome",
"issue": [
{
"severity": "error",
"code": "invalid",
"details": {
"text": "Invalid parameter combination provided"
}
}
]
}
KAEEIR

HTTP #R&E : 3 F 404

{
"resourceType": "OperationQutcome",
"issue": [
{
"severity": "error",

SR fE
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"code": "not-found",
"details": {
"text": "Resource not found."
}
}
]
}
IPEN IS

HTTP AREE : 409 2

{
"resourceType": "OperationOutcome",
"issue": [
{
"severity": "error",
"code": "conflict",
"details": {
"text": "Resource version conflict detected"
}
}
]
}

Y B AR E

HTTP HREE : 422 EERIBNER

{
"resourceType": "OperationOutcome",
"issue": [
{
"severity": "error",
"code": "business-rule",
"details": {
"text": "Cannot add member to Attribution List with status

must be 'draft' or 'open'."

}

'final'.

Status

SR fE
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£33

B R RE R

REERENBMARES
 draft

« open

ERES K, TAFFREFEFInal,
PriEEERE

RZEERBUTHEWE—ES , BHILLFTBERIKE :
- REBBIRF
« IRABBIRF
- HEHERBT
WEMERE

Rt attributionPeriod B , X EZFEEREREHBNARR. XK :
- BERENKESEEER

- MRFEZE , FEASZEEZEE (&S versionld)

- RERBFERPEREBRREZHE

Eact &
ERRAMEENER (HENRMLE ) RHEIDANSER  RRSRICMARSHEZHENE
Ro

ERRAEBNER (HEREMHE ) EHE ID M reference.identifier WAL , SBIE 51,

SO ERRERE
WIREZEEH THIEE T FHIR L SMART 24 :

- BEGTT - RERE, RHEENEEER
- BEHT - KENFTESRER
- EHETH - EAFHEER
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FMBABER

BRETH

EREH
- EMEBEEERMRZAE D
- ERECHEYESRBERRENELCHEE
- EFA FEREEAZE Group.member FE3 :
- entity.reference FHHESE
- HiEM B
- EEEUPNREHENRAEENA
BMFELR
- BRI - BREXNSEES
- BREE-BEFENEE, RUENFEER
- BHARRE - EEREAMREBATIBH
- EERE-BHLHERERE
- REGERE - ERENHBTREHER

PR &1

- FEZ2ENERBLAFENERNERFRES
- REEEARKEREFERFAER

- BHEHRBRAAEREHER

- BEBAER THBK RENEE

$member-match HealthLake By 1

AWS HealthLake IREXE FEERSmember-matchiVigiE , ERERBREBEHAERA A DKM
BMEEHEEN K EFOEBERRBRAETSHERENKE —FBIF, LBREHNEE CMS SRAMNEERZS

payer-to-payer& £t , ARHERERAUEREE,

I3

BEE .

- BAEBcENZsBRREERIR
c B TERRENBEFERE
- XECMS EHRER

SR {E
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- (REFEBERRRENERKSHE5

Usage

WO LAER POST 5% , W EERLEWA $member-matchi®{E :

POST [base]/Patient/$member-match

XENBH

HealthLake X #E T %l FHIR $member-match 2% :

2% Type NE TEEx Description
MemberPat R = — BEEHRHIREAORETE
ient ANEBEER
CoverageT HEEE = — AR E R B ENEEER
oMatch R
CoverageT = E B — Lt EFHEEEENEEE
oLink R
Eib=s Eib=s B — RERAENEEER

i1

BEESHM POST &R

POST [base]/Patient/$member-match
Content-Type: application/fhir+json

{
"resourceType": "Parameters",
"parameter": [
{
"name": "MemberPatient",
"resource": {
"resourceType": "Patient",
"name": [
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{
"family": "Jones",
"given": ["Sarah"]
}
1,
"gender": "female",
"birthDate": "1985-05-15"
}
},
{
"name": "CoverageToMatch",
"resource": {
"resourceType": "Coverage",
"status": "active",
"beneficiary": {
"reference": "Patient/1"
},
"relationship": {
"coding": [
{

"system": "http://terminology.hl7.org/CodeSystem/subscriber-
relationship",

"code": "self",
"display": "Self"
}
]
},
"payor": [
{
"reference": "Organization/payer456"
}
]
}
I
{
"name": "Consent",
"resource": {
"resourceType": "Consent",
"status": "active",
"scope": {
"coding": [
{

"system": "http://terminology.hl7.o0rg/CodeSystem/consentscope",
"code": "patient-privacy"
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}
]
},
"category": [
{
"coding": [
{
"system": "http://terminology.hl7.o0rg/CodeSystem/v3-ActCode",
"code": "IDSCL"
}
]
}
1,
"patient": {
"reference": "Patient/1"
I
"performer": [
{
"reference": "Patient/patientl123"
}
1,
"sourceReference": {
"reference": "Document/someconsent"
I
"policy": [
{

uri": "http://hl7.o0rg/fhir/us/davinci-hrex/StructureDefinition-hrex-
consent.html#regular"

(=] FE €551
RFESECSHER  HHESHEFNER

{
"resourceType": "Parameters",
"parameter": [
{
"name": "MemberIdentifier",
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"valueIdentifier": {
"system": "http://hospital.org/medical-record-number",

"value":

"MRN-123456"

"name": "MemberId",

"valueReference":
"reference": "Patient/patientl123"

}

{

"name": "matchAlgorithm",

"valueString": "DEMOGRAPHIC_MATCH"

"name": "matchDetails",
"valueString": "Demographic match: DOB + Name"

"name": "matchedFields",
"valueString": "given,birthdate,gender,family"

Bl eS8

RIEMNEER , OEEE2TI2H

B8

Memberldentifier
Memberld

matchAlgorithm

matchDetails

i
BRI
BEEH

String

String

A
FERF A & Y ME — 58 B 7
BEERNZZE

FRANLEERELER (EXACT_MA
TCH. STRONG_MATCH 3 DEMOGRAPH
IC_MATCH)

e EFRNFHAER

SHER1E
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B EEitl A
matchedFields String ERERFN S ERLEE
MRREE

$member-match APl SR ZELEE HE | UERERNKERA
EXACT_MATCH
{F F B2 Coverage Subscriberld #&& #Y 22 & 58 Bl &

ABEBHHREHRESHNTEERER
STRONG_MATCH

EREARERNEREEF Y EERBRT

TREELEMFRGR , RUSTEE
DEMOGRAPHIC_MATCH

HBEEAAOMRAER
EEAETHRB TR LY RER

Behavior (1T4A)
$member-match 1 :

- BXBEAOREYE, REEEFAEFANZANREEARMSEAA
- BEARARZEEBRIME—XEBBIRT

- BEEZELY (Y, MR, AOMRE)  ARRETEBRRERKPERBBKE

s REEARMAVBEEAUHRARRZEZR
. XEZEpayer-to-payerERI R | EIFHEEERBIE
- FEEEERNREHMN CMS ER

Authorization

AP| £ FHIR BB B E LA SMART & TH L EHH

SR {E
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* system/Patient.read

+ system/Coverage.read

- system/Organization.read ( B#&#H)

- system/Practitioner.read ( Bi#f#)

- system/PractitionerRole.read ( B#E#H )
« system/Consent.write ( H&H)

sEme
BAEE R T ISR A -

« 400 Bad Request : EXMHI$member-matchiEf ( FTHFANBRIROSLENSZE )
« 422 Unprocessable Entity : RFEIMEFEE RZEHEAER

$membex -remove HealthLake By &4

$member-remove REREEK FHIR NEBMEE (BHHEER ) PBBRAE AWS HealthLake,
IIRVER DaVinci KEBMEFEEN -2 XX EEEREBENARER.

SRR

« AWS HealthLake FHIR Bz [E
« HealthLake R/EWEE IAM 357
- ERSHBGRENREBMEE (BHEER)

BRFEFHERR

Endpoint

POST /Group/{id}/$member-remove
ARFR

application/fhir+json

Parameters

RFEZERTIZASEN FHIR 2HER
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28 2H
memberld 0..1
providerNpi 0..1
patientReference 0..1
providerR 0..1
eference
coverageR 0.1
eference
XENSBES
XETIZ2HESE

Type
w8 Bl 1
a8 Bl 1

- memberId EIR - BRRIEEENEMNFTE B
- memberId+ providerNpi - BRIFEX BRI EHSHEM

 patientReference ER - BRRiIEEHRENMEEM

BT
EBRz BB 1Y EH 3B ~F
BHERAERN NPI

EE2E REER
BEESEZRMHEER (Practiti

oner, PractitionerRole = Organizat
ion)

MEHEERNSE

- patientReference + providerReference - BB ERERMHEHEHNEBM

- patientReference + providerReference + coverageReference - \RiIFHE, EBEHE T

EHEBRBERR

AR EE A

"resourceType": "Parameters",
"parameter": [
{
"name": "patientReference",
"valueReference": {
"reference": "Patient/12345"

SHER1E
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"name": "providerReference",
"valueReference": {
"reference": "Practitioner/67890"

}
}
]
}
=1 e
FX Zh [E] FE
{
"resourceType": "Parameters",
"parameter": [
{
"name": "result",
"valueBoolean": true
b
{
"name": "effectiveDate",
"valueDate": "2024-06-30"
b
{
"name": "status",
"valueCode": "inactive"
b
{
"name": "message",
"valueString": "Member successfully removed from attribution list"
}
]
}
Behavior (1T 4)
REFER

BEEEANRNRES draftsh WEBMHFE open

final JREER AVBEMRIERE 422 SR RE
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B BB BRIE

FMBABER

ERAREEE . KEZRAIERT (inactive: true), BHchangeTypeEHIBEEEH B

FRURERE . BUERMRENITS

EFE | RIEEE

BRFESE UK ECFIFER HealthLake ERFHRESF
NRERSERNEREERRBRIFTNSZ  CHALEHEREMEENER
BREXENEARESHES

SHERERIE
FRIEFREE
KAEIEIR (404)
{
"resourceType": "OperationQutcome",
"issue": [
{
"severity": "error",
"code": "not-found",
"details": {

"text": "Patient with identifier 'http://example.org/fhir/identifiers|99999'
not found in system"

iy

"diagnostics": "Cannot remove member from attribution list. Verify patient
identifier and try again.",

"expression": ["memberId"]

}

[u}

BB ERIKIREE (422)

)

"resourceType": "OperationOutcome"

’
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"issue": [
{
"severity": "error",
"code": "business-rule",
"details": {
"coding": [
{
"system": "http://hl7.org/fhir/us/davinci-atr/CodeSystem/atr-error-
codes",
"code": "list-final",
"display": "Attribution list is final and cannot be modified"
}
]
I
"diagnostics": "Cannot modify attribution list with status 'final'. List

modifications are not permitted after finalization.",
"expression": ["Group.status"]

MR E (400)
ES2HESERIEAT ERKED,

I ZERREE (412)
ERHNSBHBUEETNZEARERED,

"resourceType": "OperationQutcome",

"issue": [
"severity": "error",

"code": "processing",

"diagnostics": "Multiple members found matching the criteria"

[u-}

REEH

- FRABESR  STREARKENSBES , LEEZNBE

\
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- REFREMNRE . ERBRE , FLREBEEERE

- ERREHER S ATRNERFGEFEENERERE

- BRESE WEMASENERBEE  RRBREBS

FH BRFEZEER $purge

AWS HealthLake X#& $purgeiRiE , IR AMBRBEEREANFIEER. BELFEHNT FIEIMER
LRERRIEA

BEREARBMBBHN AR ER
BiER B ERBRER
EERBENEWIAY

YT E AR B SB R

Usage

BU A EREERLEWA $purgelRiE -

POST [base]/Patient/[ID]/$purge?deleteAuditEvent=true

Parameters
25 Type NE AR Description
deleteAud 7HHK{E B false A true B, SMIBRMEEBEEAEREH
itEvent
_since string = ERERE @WAK, 2REHlastModifiedhy i
33T B RS BB EBILREUSRER, LR
RS RO
start string & ERERE AR, SREERNastModifiedtE
BB BEIELRFERSRER. T end #
B fsE A
end string & EBRXE WAK , SREHlastModifiedh iR

L HERE LR EUSRER
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g4
BHIFER

POST [base]/Patient/example-patient/$purge?deleteAuditEvent=true

(=] FE €551

"resourceType": "OperationOutcome",
"id": "purge-job",
"issue": [
{
"severity": "information",
"code": "informational",

"diagnostics": "Purge job started successfully. Job ID:
12345678-1234-1234-1234-123456789012"

}

EBAMRE
EEREFREBHMRE !

GET [base]/$purge/[jobId]

RIFEELEBREES

{
"datastorelId": "36622996blfcecb7el2ee2ee085308d3",
"jobId": "3ddlc7a5b6c@ef8cl110f566eb87e2ef9",
"status": "COMPLETED",
"submittedTime": "2025-10-31T18:43:21.822Z"
}
Behavior (1T4A)

$purge BIE :

1. BEES A RREZ FEIR
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AWS HealthLake AR
2. #E ACID RZEWE R TEM

3. R EFERMBRFT MM EHREE R

4. KABKRBEERETWIBER

5. SIEMIBRIEBIAY ST R BT 8%

6. XEEFMMBRELSEH

B

$purge RIEF A StartFHIRBulkDeleteJob #1 DescribeFHIRBulkDeleteJob , R a &M R
E&E~A.

BR 1

- FERNERTEHREESOEF
- [EEBRMNEIREREEH B e EREEFE
- FERETNIAERBEKABIRK

HealthLake Y FHIR $questionnaire-packagei®{E

$questionnaire-package BREEHMTENEY K HPIE FHR BEREEENEEBSEIE
AT EMEMAM. IRESEE Da Vinci UHE AR Al (DTR) BEEER |, $rHBRITERERNXH
ERBABREREEE,

BER R

- R ZEXBIFMERAENSY (UREKEEENIEFRE )

- ¥EEY : HealthLake SWERBMATEMEMKYE (ValueSets, CAQL BREZ )
- B BERBURELCEIABEE—E

- B BB EREENERRENTEES

(i IEESY
- ARAREXM  WEFAAREF KRB ERKRES

- HEHEER  WERRNRAREZHE T RAAENHF
- WARERE  GRWAREMUEENRA
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AWS HealthLake HBEABER

- BERE  fRAAAEANSEEMNRENEEEE[S

AP| % 2

POST /datastore/{datastoreld}/r4/Questionnaire/$questionnaire-package
Content-Type: application/fhir+json

3
%
%

L

&£

N

ASE

ARANLESESERATIZ2HN FHIR 2BER :

25 Type HE Description

coverage HEFE 1.5 (BE) AREBINHHRENHEHEEN (&
EE5E ) ER

questionn IE5X 0.* EEEZHFEBEBHIETR URL (s)

aire ( ATBEEEMRA )

order &R 0.* ST EIR (DeviceRequest, Ser

viceRequest. MedicationReque
st. Encounter, Appointment) JAE 3L

AES
changedSi dateTime 0..1 MREEFEE , IRSERERERER
nce ZEREBENER

SYRIHRA
EORARMTIHF—H (BRTHEMN 29 coverage) :

« —HZflquestionnairelE s URLs
« —HZForder&R

BMWFERES -
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FMBABER

« coverage + questionnaire

* coverage + order

* coverage + questionnaire + order

BHIFER

POST /datastore/example-datastore/r4/Questionnaire/$questionnaire-package

Content-Type: application/fhir+json
Authorization: Bearer <your-token>

{
"resourceType": "Parameters",
"parameter": [
{
"name": "coverage",
"resource": {
"resourceType": "Coverage",
"id": "example-coverage",
"status": "active",
"beneficiary": {
"reference": "Patient/example-patient"
},
"payor": [{
"reference": "Organization/example-payer"
1,
"class": [{
"type": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/coverage-class",
"code": "group"
1]
},
"value": "12345"
1]
}
},
{
"name": "questionnaire",
"valueCanonical": "http://example.org/fhir/Questionnaire/home-oxygen-therapy|2.0"
.
{

SR fE
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FMBABER

"name": "order",
"resource": {

"resourceType": "ServiceRequest",
"id": "example-service-request",

"status": "active",
"intent": "order",
"code": {

"coding": [{

"system": "http://www.ama-assn.org/go/cpt",

"code": "94660",

"display": "Continuous positive airway pressure ventilation (CPAP)"
1]
},
"subject": {
"reference": "Patient/example-patient"
}
}
I
{
"name": "changedSince",
"valueDateTime": "2024-01-01T00:00:00Z"
}
]
}
B FEAR =
B Zh [E1 FE (200 OK)

RESERTE-JSBELGELHN FHIR BEER. SEE4EHHIE .

HEHH B
B % 1

QuestionnaireRespo 0..1
nse

Library (f2 = ) 0.*

ValueSet 0.*

Description
EEENES
FAREASBY TRAVEIE (EA )

BERAEANGHIEEN CQL BXE

EREM ValueSets ( BAR <40 BERMNER
B )

SHER1E
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Example [E] f& & 451

{
"resourceType": "Parameters",
"parameter": [
{
"name": "PackageBundle",
"resource": {
"resourceType": "Bundle",
"id": "questionnaire-package-example",
"meta": {

"profile": ["http://hl7.0rg/fhir/us/davinci-dtr/StructureDefinition/DTR-
QPackageBundle"]

},
"type": "collection",
"timestamp": "2024-03-15T10:30:00Z",
"entry": [
{
"fullUrl": "http://example.org/fhir/Questionnaire/home-oxygen-therapy",
"resource": {
"resourceType": "Questionnaire",
"id": "home-oxygen-therapy",
"url": "http://example.org/fhir/Questionnaire/home-oxygen-therapy",
"version": "2.0",
"status": "active",
"title": "Home Oxygen Therapy Documentation",
"item": [
{
"linkId": "1",
"text": "Patient diagnosis",
"type": "choice",
"answerValueSet": "http://example.org/fhir/ValueSet/oxygen-diagnoses"
}
]
}
I
{

"fullUrl": "http://example.org/fhir/Library/oxygen-prepopulation",
"resource": {
"resourceType": "Library",
"id": "oxygen-prepopulation",
"url": "http://example.org/fhir/Library/oxygen-prepopulation",
"version": "1.0",
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"type": {
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/library-type",
"code": "logic-library"
1]
1,

"content": [{
"contentType": "text/cql",
"data": "bGlicmFyeSBPeH1nZW5QcmVwb3B1bGF@awou. . ."

1]
}
I
{
"fullUrl": "http://example.org/fhir/ValueSet/oxygen-diagnoses",
"resource": {
"resourceType": "ValueSet",
"id": "oxygen-diagnoses",
"url": "http://example.org/fhir/ValueSet/oxygen-diagnoses",
"status": "active",
"expansion": {
"timestamp": "2024-03-15T10:30:00Z",
"contains": [
{
"system": "http://hl7.o0rg/fhir/sid/icd-10",
"code": "J44.0",
"display": "COPD with acute lower respiratory infection"
},
{
"system": "http://hl7.o0rg/fhir/sid/icd-10",
"code": "J96.01",
"display": "Acute respiratory failure with hypoxia"
}
]
}
}
I
{

"fullUrl": "http://example.org/fhir/QuestionnaireResponse/example-
prepopulated",
"resource": {

"resourceType": "QuestionnaireResponse",
"id": "example-prepopulated",
"questionnaire": "http://example.org/fhir/Questionnaire/home-oxygen-

therapy|2.0",
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"status": "in-progress",
"subject": {
"reference": "Patient/example-patient"
I
"basedOn": [{
"reference": "ServiceRequest/example-service-request"
1,
"item": [
{

"linkId": "1",
"text": "Patient diagnosis",
"answer": [{
"valueCoding": {
"system": "http://hl7.o0rg/fhir/sid/icd-10",
"code": "J44.0",

"display": "COPD with acute lower respiratory infection"
}
1]
}
]
}
}
]
}
},
{
"name": "Outcome",
"resource": {
"resourceType": "OperationOutcome",
"issue": [{
"severity": "information",
"code": "informational",
"details": {
"text": "Successfully retrieved questionnaire package"
}
1]
}
}
]
}
BREIERRE

HealthLake f0{A[RIBIEHIEER
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BB BF$questionnaire-package , HealthLake #1T R 55 :

1. BRI EERMARA : REH coverage SEFEE H FRIRER
2. SRIERNES -

« ¥H questionnaire 28 : FHKRMHEMIEN URL

- ffM order 28 : LY ETERE (CPT/HCPCS/LOINC) IR A , LERBENRES
3. WEMEKY : BRHINEZREMEN—

- COL BXE - AEAEANGRGXEERNBE

« ValueSets - ZRiBE ( MR <40 E:&E , HEHERH)

« QuestionnaireResponse - AR B ETH S 2 TR E FE
4. BAIERE—REHE

- HEMBER (BEEREZE—X)

- MREMH | AlfkchangedSince B EFR

« Outcome MREBXREMER , KEESHIEE

BR ERETEENTE, BYENK.
RO R

400 $EEEMYEES

R E R MEFEE,
{
"resourceType": "OperationQutcome",
"issue": [{
"severity": "error",
"code": "required",
"details": {
"text": "At least one of 'questionnaire' or 'order' must be provided along with
'coverage'"
}
1]
}
424 KRR

ERZHEIERERRER,
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FMBABER

{
"resourceType": "OperationOutcome",
"issue": [{
"severity": "warning",
"code": "not-found",
"details": {

"text": "Referenced Library 'http://example.org/fhir/Library/missing-library’

could not be retrieved"
}
1]
}

401 (RICHEHE)
ESORBEBREAINENRED,
403 £ 1+
ECRBENEAERDFIIERERET A RER,
406 EEES
EELRMHBEROATERRED,
409 3R
RERARLTEHRIGEE,

410 Gone
EFERNWERKAMBREFEE,
429 K %583

B 18 3 = PR I R [,

500 A &B{a] AR 2% $5 58

B4 TR AR (A AR AR SR AR AREE,
501 REE

RO R E R,

SR fE
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BERA

AR

« coverage BHALE (1." E¥ )

o BEdorderXBRMEP —@ questionnaires
- FFEREHEERBLARBYN FHIR EiR

- FIEFTEERSARERN FHIR &R

« IEX URLs AZBEBERL

« changedSince #ERBEMH I1ISO 8601 dateTime

QuestionnaireResponseB &

« status 4ZBEE (in-progress. completed. amended)
- BBLXAFESENBS

* basedOn BXASEBFRNITEEIR

« subject XEBEERNHEER

ERERERMER

- BEERASEEHPHE R
« BIARR : ATRER B B MR BRI T RRA
- BEBHEIERN URL FRAHREBIE IR

S BEIANE

R L

ERE RS SEE 500 EER
T NLY 8% 5MB
FELOE

EEFH $questionnaire-packagelRiE , BREELN IAM AREE
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« healthlake:QuestionnairePackage - FERY 4
« healthlake:ReadResource - #EEVEE M4k E R
« healthlake:SearchWithPost - # £ QuestionnaireResponse MI1HE &R

FHIR & B £/ SMART
FREEHE TR :

« SMART v1 : user/Questionnaire.read user/Library.read user/ValueSet.read
user/QuestionnaireResponse.read

« SMART v2 : user/Questionnaire.rs user/Library.rs user/ValueSet.rs user/
QuestionnaireResponse.rs

EEE R
&R R ER BE
B 58 5B L IET

« IExXX URL ( 1R #questionnaire2¥ ) - REEXIEF
o RTESMN (MRIEM order BE )
. HYIETEERES (CPT. HCPCS. LOINC) A EA BEE
- ERABEEHENRABRIRARSENES
- ZREMABHNERRE

AR AR AT

caL B E :

- BBEBERLEMNcqf-libraryEF R IhREREE

« JEB Library.relatedArtifactFEE LUEE ;5 X fEEEKFZE R E depends-on

- EffFaSmERERKN

ValueSets :
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- MRTENBSLR 40 |, AIEBER

- DEB KM ValueSets , EEER

- REBBNEXEERFT S EValueSets

QuestionnaireResponse & %18 A
THHERT , REATESEREETRELEAZERD QuestionnaireResponse :

- RERENETHRETKHEE
- BEENEFAY CQL M AT LAESR B s E &
- DESESZIMEEIEFNREREE

QuestionnaireResponsefViE S 4 -

BEES2¥ FHIR B Description
based-on QuestionnaireRespo ServiceRequest % CarePlan KY:E#E

nse.basedOn

patient QuestionnaireRespo MAETRNEE
nse.subject

questionnaire QuestionnaireRespo EIRN:ESE:
nse.questionnaire

BFEEREE

1t changedSince 285 :

- EEEEERBEEREUANER

- MRRESFETMER , 200 OK EUENEHREE

o B8 2 FEH A AREUE RS
- FEBKEEEAE REmeta. lastUpdated#i{u
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FMBABER

ZEREHEH

THERT , RETRSEELSEEGES
- BBEX URLsFERZEBSE

- ZEFTEFETRNES

- HEBBHNTEMRAEA
BEEHEHSBERELENRKEE,
LVEES ]

ERRM 1 FEREXH

x=f  RHEFBEREREHRIARTE L REH X

{
"resourceType": "Parameters",
"parameter": [
{
"name": "coverage",
"resource": { /* Patient's insurance coverage */ }
.
{
"name": "order",
"resource": {
"resourceType": "ServiceRequest",
"code": {
"coding": [{
"system": "http://www.ama-assn.org/go/cpt",
"code": "94660"
1]
}
}
}
]
}

BR BEONIEERERBENEN  FHAEARE EHR WEELGEMNDEE.
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ERRA 2 . BB EBBRA
A AEEEERERANEETRER

"resourceType": "Parameters",
"parameter": [

"name": "coverage",
n n, * *
resource": { /* Coverage resource */ }

"name": "questionnaire",
"valueCanonical": "http://example.org/fhir/Questionnaire/dme-request|3.1.0"

fBR B ESFAMRKMEAHELIMRZ 3.1.0 B DME FRES,
ERARE3: BEEH
=6 HEFAERER LAERUARREEAREARSEREEH.

"resourceType": "Parameters",
"parameter": [

{

"name": "coverage",
"resource": { /* Coverage resource */ }

"name": "questionnaire",
"valueCanonical": "http://example.org/fhir/Questionnaire/medication-request"”

"name": "changedSince",
"valueDateTime": "2024-03-01T00:00:00Z"

fBREBEE2024 F3 A1 BREANER , IRRELE  EEZBEH,

SR fE
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ERRG 4 . ZEFTE

b AEBRERXZEVEEETRBSHREFR.

{
"resourceType": "Parameters",
"parameter": [
{
"name": "coverage",
"resource": { /* Coverage resource */ }
},
{
"name": "order",
"resource": { /* ServiceRequest for imaging */ }
},
{
"name": "order",
"resource": { /* ServiceRequest for DME */ }
}
]
}

"R BEOZEEHES  SEEANEEE—E,
E2H A Da Vinci IGSE &

WMEHEFRKR (CRD)

THERERES .

HAEEREH EHR PETIEBR%E

CRD %% A HEREHEFER

RARAEE , EHEEXH

RN $questionnaire-package MR X HRE
- HEMTHES

« XHREIR PAS % CDex 123X

FEEREZE (PAS)
THERREES :
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FMBABER

« £ $questionnaire-package BRI XXHER

- ERAENERER K QuestionnaireResponse

« £/ Claim/$submit#EE 25K QuestionnaireResponseiR 3 78 St Z
- 5 WMEMRE Claim/$inquire

B R B3 (CDex)
THERRES :

. HBABER AR

+ $#ELEEA $questionnaire-package MEAEH{LE B E

- {HFEFEE R QuestionnaireResponse

« XHEIEB CDex EETERBRIBNRA

WEZHER
B . RELEREE
AEENRER :

« EX URL AFSEREFREPHNEA[S
« AIEABAREEENRABRBERFNEMBRSE
- HEHENRAREHEEBNBS

RRAR
- B ERX URL FRRERISEE
- MBEETENRE (CPT/HCPCS) RALERIEE

- BRENRABBERE[S

BE  EHFPRDME KT
ARER R A

SR {E
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FMBABER

. ZENERER ValueSet FHEEREREHES
- BEXESEZCHEHRTER
 ValueSet R X

RRAR -
« BME Outcome ZERABEERELANMEBES
- REBERFHEFFEEMESENER

« ¥R ValueSet URLsIEHE H A iR

& : & changedSince WZ=EH

AIEENRRA :
EREHNTA - BEREENRBE G URKEIEFMER

BRRTTE

- FEAEHNRERE
« BKchangedSinceZ28UENTEEHS

8 : RFESLEA QuestionnaireResponse
AJRENRE :

- KT EIRAEM QuestionnaireResponse

- CQL Library BEEEZHENAMENER
RRFE

- ETRERTENM - WM EREEHRARALEANEE
- REERERETREFEREEN
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- #B3 CQL Library 3B# L. 7 25 KHHEEVER

=8

i

1. BECRAE A ER URLs
EREBEEEE  BEMLEERARE

{
"name": "questionnaire",
"valueCanonical": "http://example.org/fhir/Questionnaire/dme|2.1.0"

}

FR : #R—3t , I EEFTESENENEE,
2. M A changedSince for Performance

HRAKEGZIRES , B A changedSince & RHEHEZEHIK :

{

"name": "changedSince",
"valueDateTime": "2024-03-10T15:30:00Z"

RE : EHEEREHFNER , URLEENEREFEHE,
3. 2B EEHEEH
RELHENREREFAES , SIRARERNYBEEE

{
"name": "coverage",
"resource": {
"resourceType": "Coverage",
"beneficiary": { "reference": "Patient/123" },
"payor": [{ "reference": "Organization/payer-abc" }],
"class": [{ /* Group/plan information */ }]
}
}

JRE : % Bh HealthLake BT RRASEN BB ER,
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HEERRY R 1F

« Claim/$submit - BREEEERXHNTE L RERES
- Claim/$inquire - RER RV TFRLREMRE
« ValueSet/$expand - BBEIFARERREIEN ValueSets

HealthLake B9 FHIR $submitig/E

$submit WIREAREUEF S ARIEALREFRIGHRALEITRA, WIREEF Da Vinci AL

RIEXE (PAS) HiFlErm , AEARERIREHRFENLN FHIR THERE.
BRI

- BR  BEEFHR B4, HP 388N ELREB RN ENRKER
- B#® : HealthLake 1R PAS EXRBFRR

- FAM  IEERBEME HealthLake ERFHEH

- EFE : BUBIWE Tl AREBHEFE

- BF HARAFRSREFERE

AP % 2L

POST /datastore/{datastoreId}/r4/Claim/$submit
Content-Type: application/fhir+json

A
EHER
EHRFERVARLETHIEEN FHR EHER -

 Bundle.type : #4474 "collection"
- Bundle.entry : XBEE—EEE WELEEIR use = "preauthorization"
- BEER . EESENEERLETEEEHT
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AWS HealthLake

FMBABER

VBN EIR

i

|
o

bl
o

Organization

(RBERE )

Organization

(REE)

HEEE

BEREIR

&R
’EAE

Practitio
nerRole

ServiceRe
quest

DeviceRequest

Medicatio
nRequest

DocumentR
eference

E=8

1 B %R

EH
0=HmMUE

0 =B L

0= E

4>

0 =2 L

0 =R E

RERE
PAS 54
PAS 5 &

PAS Insurer

PAS &5k &

PAS HZ=#E

RER
PAS ftRAE

PAS PractitionerRole

PAS ServiceRequest

PAS DeviceRequest

PAS MedicationRequest

PAS DocumentR
eference

Description
RS
mEANOHER
RER LN F]

RXFBROBRRBAES

REHEHEFAER

Description
BRRERREAR
REAEAE

ARV E R E

ARV B R R
ARV S m

> & R
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g HI5R>

POST /datastore/example-datastore/r4/Claim/$submit
Content-Type: application/fhir+json
Authorization: Bearer <your-token>

{
"resourceType" : "Bundle",
"id" : "MedicalServicesAuthorizationBundleExample",
"meta" : {

"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-pas-
request-bundle"]

.
"identifier" : {
"system" : "http://example.org/SUBMITTER_TRANSACTION_IDENTIFIER",
"value" : "5269367"
.
"type" : "collection",
"timestamp" : "2005-05-02T11:01:00+05:00",
"entry" : [{
"fullUrl" : "http://example.org/fhir/Claim/MedicalServicesAuthorizationExample",
"resource" : {
"resourceType" : "Claim",
"id" : "MedicalServicesAuthorizationExample",
"meta" : {
"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
claim"]
},
"identifier" : [{
"system" : "http://example.org/PATIENT_EVENT_TRACE_NUMBER",
"value" : "111099"
1,
"status" : "active",
"type" @ {
"coding" : [{
"system" : "http://terminology.hl7.org/CodeSystem/claim-type",
"code" : "professional"
1]
.
"use" : "preauthorization",
"patient" : {
"reference" : "Patient/SubscriberExample"
.
"created" : "2005-05-02T11:01:00+05:00",
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"insurer" : {
"reference" : "Organization/InsurerExample"
},
"provider" : {
"reference" : "Organization/UMOExample"
I
"priority" : {
"coding" : [{
"system" : "http://terminology.hl7.org/CodeSystem/processpriority",
"code" : "normal"
1]
I
"insurance" : [{
"sequence" : 1,
"focal™ : true,
"coverage" : {
"reference" : "Coverage/InsuranceExample"
}
1,
"item" : [{
"extension" : [{
"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-
serviceltemRequestType",
"valueCodeableConcept" : {

"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1525",
"code" : "IN",
"display" : "Initial Medical Services Reservation"
]
}
},
{
"url" : "http://hl7.org/fhir/us/davinci-pas/StructureDefinition/extension-

certificationType",
"valueCodeableConcept" : {

"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1322",
"code" : "I",
"display" : "Initial"
1]
}
I
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"url" : "http://hl7.org/fhir/us/davinci-pas/StructureDefinition/extension-
authorizationNumber",

"valueString" : "1122344"
.
{
"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-
administrationReferenceNumber",
"valueString" : "33441122"
1,
"sequence" : 1,
"category" : {
"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1365",
"code" : "1",
"display" : "Medical Care"
1]
},
"productOrService" : {
"coding" : [{
"system" : "http://www.cms.gov/Medicare/Coding/HCPCSReleaseCodeSets",
"code" : "99212",
"display" : "Established Office Visit"
]
.
"servicedDate" : "2005-05-10",
"locationCodeableConcept" : {
"coding" : [{
"system" : "https://www.cms.gov/Medicare/Coding/place-of-service-codes/
Place_of_Service_Code_Set",
"code" : "11"

]

"fullUrl" : "http://example.org/fhir/Organization/UMOExample",
"resource" : {
"resourceType" : "Organization",
"id" : "UMOExample",
"meta" : {
"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
requestor"]

iy
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"identifier" : [{
"system" : "http://hl7.o0rg/fhir/sid/us-npi",
"value" : "8189991234"
1,
"active" : true,
"type" : [{
"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/98",
"code" : "X3"
1]
1,
"name" : "DR. JOE SMITH CORPORATION",

"address" : [{
"line" : ["111 1ST STREET"],
"city" : "SAN DIEGO",
"state" : "CA",
"postalCode" : "92101",
"country" : "US"
]
}
},
{
"fullUrl" : "http://example.org/fhir/Organization/InsurerExample",
"resource" : {
"resourceType" : "Organization",
"id" : "InsurerExample",
"meta" : {
"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
insurer"]

I
"identifier" : [{
"system" : "http://hl7.o0rg/fhir/sid/us-npi",
"value" : "1234567893"
1,
"active" : true,
"type" : [{
"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/98",
"code" : "PR"
1]
1,
"name" : "MARYLAND CAPITAL INSURANCE COMPANY"
}

iy
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{
"fullUrl" : "http://example.org/fhir/Coverage/InsuranceExample",
"resource" : {
"resourceType" : "Coverage",
"id" : "InsuranceExample",
"meta" : {
"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
coverage"]

},
"status" : "active",
"subscriberId" : "1122334455",
"beneficiary" : {
"reference" : "Patient/SubscriberExample"
.
"relationship" : {
"coding" : [{
"system" : "http://terminology.hl7.org/CodeSystem/subscriber-relationship",
"code" : "self"
},
{
"system" : "https://codesystem.x12.0rg/005010/1069",
"code" : "18"
1]
.
"payor" : [{
"reference" : "Organization/InsurerExample"
1]
}
},
{
"fullUrl" : "http://example.org/fhir/Patient/SubscriberExample",
"resource" : {
"resourceType" : "Patient",
"id" : "SubscriberExample",
"meta" : {

"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
subscriber"]
I
"extension" : [{
"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-
militaryStatus",
"valueCodeableConcept" : {
"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/584",
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"code" : "RU"
1]
}
1,
"identifier" : [{
"type" @ {
"coding" : [{
"system" : "http://terminology.hl7.o0rg/CodeSystem/v2-0203",
"code" : "MB"
1]
},
"system" : "http://example.org/MIN",
"value" : "12345678901"
1,
"name" : [{
"family" : "SMITH",
"given" : ["JOE"]
1,
"gender" : "male"
}
]
}
I
FX 2h /= & (200 OK)

B ERE PAS OEEMSH , HhEE

- £/ outcome: "queued"# B ClaimResponse status: "active"
- BRPHVIAERBEIR
- HERREWNFEEER

"resourceType" : "Bundle",

"identifier": {
"system": "http://example.org/SUBMITTER_TRANSACTION_IDENTIFIER",
"value": "5269367"

iy

"type" : "collection",

"timestamp" : "2005-05-02T11:02:00+05:00",
"entry" : [{
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"fullUrl" : "http://example.org/fhir/ClaimResponse/
PractitionerRequestorPendingResponseExample",
"resource" : {
"resourceType" : "ClaimResponse",
"id" : "PractitionerRequestorPendingResponseExample",
"meta" : {
"profile" : ["http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
claimresponse"]

},
"identifier" : [{
"system" : "http://example.org/PATIENT_EVENT_TRACE_NUMBER",
"value" : "111099"
1,
"status" : "active",
"type" : {
"coding" : [{
"system" : "http://terminology.hl7.org/CodeSystem/claim-type",
"code" : "professional"
]
I
"use" "preauthorization",

"patient" : {

"reference" : "Patient/SubscriberExample"
I
"created" : "2005-05-02T11:02:00+05:00",
"insurer" : {
"reference" : "Organization/InsurerExample"
I
"requestor" : {
"reference" : "PractitionerRole/ReferralPractitionerRoleExample"
},
"request" : {
"reference" : "Claim/MedicalServicesAuthorizationExample"
I
"outcome" : "queued"
}
},
{
"fullUrl" : "http://example.org/fhir/Claim/MedicalServicesAuthorizationExample",
"resource" : {
"resourceType" : "Claim",
"id" : "MedicalServicesAuthorizationExample",
"meta" : {
"profile": [

$IR1E 475



AWS HealthLake

FMBABER

2.1.0"

"http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-claim",
"http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-claim]|

]
},
"identifier" : [{
"system" : "http://example.org/PATIENT_EVENT_TRACE_NUMBER",
"value" : "111099"
}
1,
"status" : "active",
"type" : {
"coding" : [{
"system" : "http://terminology.hl7.o0rg/CodeSystem/claim-type",
"code" : "professional"
1]
},
"use" : "preauthorization",
"patient" : {
"reference" : "Patient/SubscriberExample"
},
"created" : "2005-05-02T11:01:00+05:00",
"insurer" : {
"reference" : "Organization/InsurerExample"
},
"provider" : {
"reference" : "Organization/UMOExample"
I
"priority" : {
"coding" : [{
"system" : "http://terminology.hl7.org/CodeSystem/processpriority",
"code" : "normal"
1]
I
"insurance" : [{
"sequence" : 1,
"focal™ : true,
"coverage" : {
"reference" : "Coverage/InsuranceExample"
}
1,
"item" : [{
"extension" : [{
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"url" : "http://hl7.org/fhir/us/davinci-pas/StructureDefinition/extension-
serviceltemRequestType",

"valueCodeableConcept" : {

"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1525",
"code" : "IN",
"display" : "Initial Medical Services Reservation"
1]
}
I
{
"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-

certificationType",
"valueCodeableConcept" : {

"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1322",
"code" : "I,
"display" : "Initial"
1]
}
},
{
"url" : "http://hl7.org/fhir/us/davinci-pas/StructureDefinition/extension-
authorizationNumber",
"valueString" : "1122344"
.
{

"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-
administrationReferenceNumber",

"valueString" : "33441122"

1,
"sequence" : 1,
"category" : {
"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/1365",
"code" : "1",
"display" : "Medical Care"
1]
},
"productOrService" : {
"coding" : [{
"system" : "http://www.cms.gov/Medicare/Coding/HCPCSReleaseCodeSets",
"code" : "99212",
"display" : "Established Office Visit"
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]

I
"servicedDate" : "2005-05-10",
"locationCodeableConcept" : {
"coding" : [{
"system" : "https://www.cms.gov/Medicare/Coding/place-of-service-codes/
Place_of_Service_Code_Set",
"code" : "11"

]

"fullUrl" : "http://example.org/fhir/Organization/UMOExample",
"resource" : {
"resourceType" : "Organization",
"id" : "UMOExample",
"meta" : {
"profile": [
"http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-requestor",

"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-requestor|
2.1.0"
]
.
"identifier" : [{
"system" : "http://hl7.o0rg/fhir/sid/us-npi",
"value" : "8189991234"
1,
"active" : true,
"type" : [{
"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/98",
"code" : "X3"
1]
1,
"name" : "DR. JOE SMITH CORPORATION",
"address" : [{
"line" : ["111 1ST STREET"],

"city" : "SAN DIEGO",
"state" : "CA",
"postalCode" : "92101",
"country" : "US"
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1]
}
},
{
"fullUrl" : "http://example.org/fhir/Organization/InsurerExample",
"resource" : {
"resourceType" : "Organization",
"id" : "InsurerExample",
"meta" : {
"profile": [
"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-
insurer",

"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-
insurer|2.1.0"
]
I
"identifier" : [{
"system" : "http://hl7.o0rg/fhir/sid/us-npi",
"value" : "1234567893"
1,
"active" : true,
"type" : [{
"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/98",
"code" : "PR"
1]
1,
"name" : "MARYLAND CAPITAL INSURANCE COMPANY"
}
I
{
"fullUrl" : "http://example.org/fhir/Coverage/InsuranceExample",
"resource" : {
"resourceType" : "Coverage",
"id" : "InsuranceExample",
"meta": {
"profile": [
"http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
coverage",
"http://hl7.0rg/fhir/us/davinci-pas/StructureDefinition/profile-
coverage|2.1.0"
]
},

"status" : "active",

$IR1E 479



AWS HealthLake HBEABER

"subscriberId" : "1122334455",
"beneficiary" : {
"reference" : "Patient/SubscriberExample"
.
"relationship" : {
"coding" : [{
"system" : "http://terminology.hl7.org/CodeSystem/subscriber-relationship",
"code" : "self"
},
{
"system" : "https://codesystem.x12.0rg/005010/1069",
"code" : "18"
1]
.
"payor" : [{
"reference" : "Organization/InsurerExample"
1]
}
},
{
"fullUrl" : "http://example.org/fhir/Patient/SubscriberExample",
"resource" : {
"resourceType" : "Patient",
"id" : "SubscriberExample",
"meta": {
"profile": [

"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-
subscriber"”,

"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-
beneficiary",

"http://hl7.0xrg/fhir/us/davinci-pas/StructureDefinition/profile-
beneficiary|2.1.0"

]
I
"extension" : [{
"url" : "http://hl7.o0rg/fhir/us/davinci-pas/StructureDefinition/extension-

militaryStatus",
"valueCodeableConcept" : {

"coding" : [{
"system" : "https://codesystem.x12.0rg/005010/584",
"code" : "RU"
1]
}
1,
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"identifier" : [{

"type" @ {

"coding" : [{
"system" : "http://terminology.hl7.o0rg/CodeSystem/v2-0203",
"code" : "MB"
1]

},

"system" : "http://example.org/MIN",

"value" : "12345678901"
1,
"name" : [{

"family" : "SMITH",

"given" : ["JOE"]
1,
"gender" : "male"

}
1]
}
$H 5 0] FE

400 $EERAVFER

EFRBAERIEXF EREED,

{
"resourceType": "OperationQutcome",
"issue": [{
"severity": "error",
"code": "invalid",
"diagnostics": "The provided payload was invalid and could not be parsed
correctly."
1]
}
412 Fe R R

EREXMARNELREFRHEED (HRINEERX ),

"resourceType": "OperationQutcome",
"issue": [{
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"severity": "error",
"code": "processing",
"diagnostics": "PreAuth Claim already exists"
1]
}
@ BEH

$submit REREREN . SREXMEANBERIERLEENALRERER. Rz , E2KI
412 $538 , B REEA $inquire RBRERIKRIRRXMAREE,

422 EERENER

FHIR Bg7& X BB E
{
"resourceType": "OperationOutcome",
"issue": [{
"severity": "error",
"code": "required",
"diagnostics": "Bundle contains more than one preauthorization claim"
1]
}
EEAA

HealthLake ¥ R WIE X HITEHEH MR
E4ERE

- RARE PAS BREMHERE

« Bundle.type #7H "collection"

- INEBEZHEEEER

- TR, YELGE—EEERAREEANESER
- WERERLAREHPHNE—EER

- EHPXATEMESENER
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EERE
- LEARE PAS EEFHIRE
« Claim.use #7H "preauthorization"

o DAEM{L : patient, insurer, provider, created, priority

- EBRBAFLEAFEEEN

EREE

- MRERLANEHZ AN PAS REE

- VEWXERERLARFE (KA REHE. 88)
- REBEREHPLEARBRA TR

B

& L

B K NRS) 8% 5MB

R BURS) SEE 500 EER
FELOE

EEMA $submiti®E , EAEATLE FHIR LA AWS Sigv4 5 SMART :

. HBREN IAM BBEE : healthlake:SubmitPreAuthClaim- FEOY 384E

FHIR #iE £/ SMART

FREEETIR :

« SMART v1 : user/Claim.write & <all_resourceTypes_in_Bundle>.write

« SMART v2 : user/Claim.c & <all_resourceTypes_in_Bundle>.c or system/*.*

SR {E
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EEE iR

ERFAMK

- FEEHREHERERENEFREPNMEL FHIR BR
- BEFRHIDs SERHRFRE

- WRRAELEHAHERZA

- ERERATHILEERER

BRETA

- BEEMNERRXAIALESE—E ClaimResponse "queued"#E R
- BYURRFEME 400 =% 422 AREETE , Hh T SFHMMNERER
- RIRERSEEEER 5xx ARREHE

- MIERIEREESERE 200 MREELEFER ClaimResponse

EHER

« Bundle.entry.fullUrl E#ZER REST URLs= "urn:uuid: [quid]"#&=
« FIE GUIDSIRRX ZEHX4EARKE—H ( MEERMITERRA )
- BENERVATERESH DR ATFENT

MER B1E

- Claim/$inquire - ERRE RN FALRERE RIARE
« Patient/$everything - St FEARBEARHENTENEEER

FF B FHIR EJE $validate

AWS HealthLake BEX#E FHIR EfR$validateMViRiE , AIZELEE FHIR BIR[BER , ToE
EEHMERENREEREAERERE , MEEHTEMNRERE. ERE

« B8 FHIRCMS 8 ER

s EEEREPFEAERANETRE

- HEERAEREERERBRUENSRESEOE
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« BOERNERREIUEIMMERN APIs

Usage
BT LAMER POST 347 FHIR &R LA $validatelfE
TXEMN BRE

POST [base]l/[typel/[id]/$validate
POST [base]/[typel/$validate

R HAEE
BHER

HealthLake X#E T % FHIR $validate 2% :

2 Type WHE Description

resource &R = ERENER

profile EX B ERF2HEEEMNEN URL
mode code & BEER : creates update

EREHSHNERER

B Type MHE Description

profile EX B ERFCHREEMEN URL

mode code B EREX : creates update
& 45

55 ID MBREEH 2 ERHN POST FR
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POST [base]/Patient/example-patient/$validate
Content-Type: application/fhir+json

{
"resourceType": "Parameters",
"parameter": [
{
"name": "resource",
"resource": {
"resourceType": "Patient",
"id": "example-patient",
"name": [
{

"family": "Smith",
"given": ["John"]

}
1,
"gender": "male",
"birthDate": "1990-01-01"
}
.
{

"name": "profile",

"valueCanonical": "http://hl7.o0rg/fhir/us/core/StructureDefinition/us-core-
patient"

},
{
"name": "mode",
"valueString": "create"
}

ERBEHENSBUEEM POST X

POST [base]/Patient/$validate
Content-Type: application/fhir+json

"resourceType": "Parameters",
"parameter": [
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{
"name": "resource",
"resource": {
"resourceType": "Patient",
"name": [
{
"family": "Doe",
"given": ["Jane"]
}
1,
"gender": "female",
"birthDate": "1985-05-15"
}
I
{
"name": "profile",
"valueCanonical": "http://hl7.0rg/fhir/us/core/StructureDefinition/us-core-
patient"
},
{
"name": "mode",
"valueString": "update"
}

EH ID MEEEREAHNEIR POST X

POST [base]/Patient/example-patient/$validate?profile=http://hl7.0rg/fthir/us/core/
StructureDefinition/us-core-patient&mode=create
Content-Type: application/fhir+json

{
"resourceType": "Patient",
"id": "example-patient",
"name": [
{

"family": "Smith",
"given": ["John"]
}

1,

"gender": "male",
"birthDate": "1990-01-01"
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}

ERBENEEERARHN POST X

POST [base]/Patient/$validate?profile=http://hl17.0rqg/fhir/us/core/StructureDefinition/
us-core-patient&mode=create
Content-Type: application/fhir+json

{
"resourceType": "Patient",
"id": "example-patient",
"name": [
{
"family": "Smith",
"given": ["John"]
}
1,
"gender": "male",
"birthDate": "1990-01-01"
}
[ PE £ 451

RESEDEEREZRMN OperationOutcome EIR :

{
"resourceType": "OperationQutcome",
"issue": [
{
"severity": "information",
"code": "informational",
"diagnostics": "Validation successful"
}
]
}
B 7% 85 R AV [0 FE ST Bl
{
"resourceType": "OperationQutcome",
"issue": [
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{
"severity": "error",
"code": "required",
"details": {
"text": "Missing required element"
1,
"diagnostics": "Patient.identifier is required by the US Core Patient profile",
"location": [
"Patient.identifier"
]
1,
{
"severity": "warning",
"code": "code-invalid",
"details": {
"text": "Invalid code value"
1,
"diagnostics": "The provided gender code is not from the required value set",
"location": [
"Patient.gender"
]
}
]
}
Behavior (17 4)

$validate £ :

1. RIFFHIR A NELERERRIFER

2. #fit profile 28K K BRERENSIEENRER

3. RIFEEMNE X EITHE (create = update)

4. BEFMENBRELER  EER. BENEAMLAR

5. FHATEMRETFRE - ERF

6. AT B TR RER HTTP 200 OK , RSB RRRFHE

BREENX

- create : ERBEBEALEERN (FER)
- B BEFRRIBALEEN (REER)
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SRR
REFEED

« 200 OK : ERIHITERE (ERREBHERA/M)
* 400 SEEREVEER | BB REXHB R
« BAE 404 : BB EREHEYRERE

M $validateRERIEMHFHMENR , FSH FHIR R4 HERfvalidateX#.

W& HRE AWS HealthLake

AWS HealthLake 12t E E B REBMFIIRE APl FHEMINEE , LARFS CMS (Centers for Medicare &
Medicaid Services) EBEMHER, ELIIEETBEM CMS IEENERIR S API X5 , 3 B EHEEA
EEEUHERBREZA,

A THEENSESEE
/8 AWS HealthLake 2 CMS B EMIRE AR ELUIER CMS 618, B85 :

- BBENEBEERRMAEREE , & AP TERRBEEREZEEN CMS E5IiH2
- BEERE CMS EXNEE &5 RBEMNZEZS

- BREW FHIR ERMERTMRFTESEAN CMS ZRNEEER

« ERTEFEEIE CloudWatch 1548 , U ELNERBESES

- THEWL CMS RAEAREHAERS , WEEEEN AT RRERS

AWS HealthLake RHERREMTEUSIELNESRIE  BERLERBENESELREREE ME
RELIhEE, REZEBELHRENA API B  SNEREAMRTEEERFS CMS ER,

ES- |
- CMS & he

CMS &R Ih8E

AWS HealthLake 12 Zh&E | HBIIERFS CMS (Centers for Medicare & Medicaid Services) BB #
EHRER, ELINEEATESRMK CMS HEEH API AE , AERERERBNBRERAERER.
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&
« CMS Bi@E M2,
« CMS &£ 11858 % CloudWatch Ig§1Z

CMS BE@EMimE,
B

HealthLake R AtU{E% R CMS fE7E API EH5IH CMS EEttin®. HealthLake ERIFHIEA E#E

URL TE8E, SLinMERMESH CMS ®E BN BEMBK AP LK 5%,

3

ELEEMRENEIEANERT RN

« {k CMS ERIRZEH API X5
- BEIFRE CMS EEMNARIEE
- URILWEFEHEBEREN FHIR T/ERRE

ERECEAEEHRENERE FHIR IwE , FfE API ALK ThEEERFEE - ME— MY [E Bl 2 4RI 1E
CIoudWatch BEPRSERS.

XEN CMS BEBEMtinE

CMS 5| BB i {5 F &5 451
mEFE /patientaccess/v2/r4 baseURL/patientaccess/v2/r4
/Patient/123

REEFR /provideraccess/v2/ baseURL/provideraccess/v2/
T4 r4/0bservation?patient=123

BN ERE /payertopayerdx/v2/ baseURL/payertopayerdx/v2/r
T4 4/Practitioner/456

SR RTIRE /priorauthservice/ baseURL/priorauthservice/v2
v2/14 /r4/ExplanationOfBenefit?

patient=789

CMS
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EREMmENEERN

E X HealthLake API FE0Y :

baseURL/resourceType/[id]
baseURL/resourceType?[parameters]

/A CMS B@EMiRE :

baseURL/interoperability-endpoint/resourceType/[id]
baseURL/interoperability-endpoint/resourceType?[parameters]

EBEMnMBREAEAACHNESR URLNEREEZE, EEMRMEECRNMEARNSTHELE B
B9 API FEILSE £ A E

gk
g4l 1 : JREFEAPI

B BIEY AP Y (IARBR ) -

curl -X GET \
https://healthlake.us-east-1.amazonaws.com/datastore/abcl23/r4/Patient/123 \
-H "Authorization: Bearer <token>" \
-H "Content-Type: application/fhir+json"

ERRETHEET R (AR CMS EHRt ) :

curl -X GET \
https://healthlake.us-east-1.amazonaws.com/datastore/abcl23/patientaccess/v2/x4/
Patient/123 \
-H "Authorization: Bearer <token>" \
-H "Content-Type: application/fhir+json"

B

« REBEARURL : https://healthlake.us-east-1.amazonaws.com/datastore/abc123
- BHAWEEM RS : /patientaccess/v2/r4
- ERRETE . /Patient/123
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- MEFLREEEAERNEE

« CloudWatch URIType=patient-access/ iy & B BB it B & 14 i B4 FEOY
« POST. PUT. PATCH., DELETE #®{EREE S NMEE.

. BRAXRETR,

ImREESE

BEEMmE

baseURL/patientaccess/
v2/r4/Patient

baseURL/providera
ccess/v2/r4/0bserv
ation

baseURL/payertopayerdx/
v2/r4/Practitioner/456

baseURL/priorauths
ervice/v2/r4/Expla
nationOfBenefit?pa
tient=789

EERH

baseURL/r4/Patient

baseURL/r4/0Observation

baseURL/r4/Practit
ioner/456

baseURL/r4/Explana
tionOfBenefit?pati
ent=789

CMS %5l
REER

REEFE

FRAHARAERK
%

HAERE

- REYERER EEMEMNEE FHR mHESECEENDE |, XX ERRIRE

EZAR URL REE : 81 HealthLake ERIFHRERHERFFE

- BZES  EENER URL MEREE BB AEE KRBT

B EpEHE : CloudWatch 1EREREA N EE MR B B0 Fray
EMEE  RAEEBMRMNRSE API FISREERER
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CMS £ 118 A CloudWatch I81Z

B

ERFEH CMS B EMIREE | HealthLake 8 B 813 H E B E/HERIEEAE CloudWatch 818
Y8 CMS SREER, ELEEERFUES S, ERAEXHM CMS HEMN URI FHEEH API FHE , ﬁ'ﬁ
FEEEMEMBERE,

BER RN

EREREE NIRRT API FEIYE

# This call...

curl https://healthlake.us-east-1.amazonaws.com/datastore/abcl23/patientaccess/v2/r4/
Patient/123

# Automatically generates metrics with:

# - URIType: "patient-access"

# - Sub: extracted from your bearer token (SMART on FHIR datastores only)

# - ClientId: extracted from your bearer token (SMART on FHIR datastores only)
# - Plus all standard dimensions (Datastoreld, Operation, etc.)

FREFNNEAGRELE, AFEEREEMRS , AW A DEEUEREER,

® Note

B FHIR EREME LK IE SMART , S HEEURIType#E | BMEAT LMK CMS FEIE M
APl 2, REEZFHR B9 BB L{EHA SMART BRI A ELSENAEZHE , TrEMFEH
Subf ClientId#E,

M EREE

BRT I EMHEE (Datastoreld, DatastoreType, Operation) 24\ , FRAEEMIRHEBFHLEE
BFTIE T HIMHE

HE Description EHIEE IR
URIType CMS &R %5 patient-access |, ftEEMIRRREEH B
provider-access , E
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HWE Description EHIBE

payer-to-payer ,
prior-authorizatio

n
F REES D ERE BRI
Clientld e A 72 =X 38 I 75F portal_app ,

ehr_system

AANER

FRIEHRAMN HealthLake IERREH TS EA BB IRBFAVENEE

« CallCount - AP| FE0Y {2

- MEE - API EIERSR , WER BEN

« UserErrors - 4xx i FimER iR st &

- SystemErrors - 5xx fil IR EF &8 FR AV FH &

- BRI - BRARFBRAFE

« SuccessfulRequests - R Ih APl FEIUAYETEL

1£ CloudWatch R&EHIEE

CloudWatch Insights 2 58 &E 451

KEREXEHFEREFE APl L
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B A ERN FHIR BEAEBRR?
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2B EA EA FHIR B8 AWS HealthLake,
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EFHTEJIEE :

- MREREAR FAILEDEAREFE , AIAKETKSEER , il AER KNI ARRNEBEE L
HealthLake Ei%E.
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BRLERE R AR IHE A E R,
- MREAFEKRES FAILEDEABRARERE , o EKmHVUEUENERABTERER
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HABERAER , FEARBEER , AP E3EARZIEACERNBGAERER, BETE
HERE AERMLEMNITHR (lineld). FHIR EIEY# (UpdateResourceResponse) F[El FERY AR RERS
(statusCode),

I ERATREUTIAR

{"lineld":3, UpdateResourceResponse'{"jsonBlob":

{"resourceType":"OperationOQutcome", "issue":
[{"severity":"error", "code":"processing", "dlagnostics":"l validation error detected:
Value 'Patientl23' at 'resourceType' failed to satisfy constraint: Member must satisfy
reqgular expression pattern: [A-Za-z]{1,256}"}1}, "statusCode":400}

{"lineId":5, UpdateResourceResponse:{"jsonBlob":

{"resourceType":"OperationOutcome", "issue":

[{"severity": ":"processing", "d1agnostics":"This property must be an

simple value, not a com.google.gson.JsonArray", "location":["/EffectEvidenceSynthesis/
name"]}, {"severity":"erroxr", :"processing", "diagnostics":"Unrecognised

property 'etelecom'", "locatlon"'["/EffectEv1denceSynthesis"]},

{"severity": ":"processing","diagnostics":"Unrecognised

property '@gender'","location":["/EffectEvidenceSynthesis"]},

{"severity": ":"processing","diagnostics":"Unrecognised

property '@birthDate'","location":["/EffectEvidenceSynthesis"]},

{"severity": ":"processing","diagnostics":"Unrecognised

error", "code

code

error", "code

error", "code

error", "code
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property '@address'","location":["/EffectEvidenceSynthesis"]},

{"severity":"error", "code

property @marltalStatus'" "location":["/EffectEvidenceSynthesis"]},

:"processing", "diagnostics":"Unrecognised

{"severity":"error", "code

property @multlpleBlrthBoolean'" "location":["/EffectEvidenceSynthesis"]},

:"processing", "diagnostics":"Unrecognised

{"severity":"error", "code
property @communlcatlon'" "location":["/EffectEvidenceSynthesis"]},
{"severity":"warning", "code":"processing", "diagnostics":"Name should be usable as an
identifier for the module by machine processing applications such as code generation
[name.matches('[A-Z]([A-Za-z0-9_]){0@,254}"')]","location":["EffectEvidenceSynthesis"]},
{"severity":" :"processing", "diagnostics":"Profile http://hl7.o0xrg/fhir/
StructureDeflnltlon/EffectEv1denceSynthesis, Element 'EffectEvidenceSynthesis.status':

minimum required = 1, but only found 0","location":["EffectEvidenceSynthesis"]},

:"processing", "diagnostics":"Unrecognised

error code

{"severity":"error","code":"processing", "diagnostics":"Profile
http://hl7.0rg/fhir/StructureDefinition/EffectEvidenceSynthesis,
Element 'EffectEvidenceSynthesis.population': minimum required
= 1, but only found 0","location":["EffectEvidenceSynthesis"]},

{"severity":"error","code":"processing", "diagnostics":"Profile
http://hl7.0rg/fhir/StructureDefinition/EffectEvidenceSynthesis,

Element 'EffectEvidenceSynthesis.exposure': minimum required =
1, but only found @","location":["EffectEvidenceSynthesis"]},

{"severity":"error","code":"processing", "diagnostics":"Profile http://

hl7.org/fhir/StructureDefinition/EffectEvidenceSynthesis, Element
'EffectEvidenceSynthesis.exposureAlternative': minimum required
= 1, but only found 0","location":["EffectEvidenceSynthesis"]},

{"severity":"error","code":"processing", "diagnostics":"Profile http://hl7.o0xrg/fhixz/

StructureDefinition/EffectEvidenceSynthesis, Element 'EffectEvidenceSynthesis.outcome’:
minimum required = 1, but only found 0","location":["EffectEvidenceSynthesis"]},

{"severity":" :"processing", "diagnostics":"Unknown
extension http.//synthetlchealth.glthub.1o/synthea/disability—adjusted—

life-years","location":["EffectEvidenceSynthesis.extension[3]"]},

{"severity":"information", "code":"processing", "diagnostics":"Unknown extension
http://synthetichealth.github.io/synthea/quality-adjusted-life-years","location":
["EffectEvidenceSynthesis.extension[4]"]}1}, "statusCode":400}

{"1lineId":7, UpdateResourceResponse:{"jsonBlob":

{"resourceType":"OperationOQutcome", "issue":

[{"severity": :"processing", "d1agnostics":"2 validation errors detected:
Value at resourceId falled to satisfy constraint: Member must satisfy regular
expression pattern: [A-Za-z0-9-.]{1,64}; Value at 'resourceIld' failed to satisfy
constraint: Member must have length greater than or equal to 1"}]}, "statusCode":400}

{"1lineId":9, UpdateResourceResponse:{"jsonBlob":

{"resourceType":"OperationOutcome", "issue":

[{"severity": :"processing", "d1agnostics":"Missing required id field in
resource json"}1}, "statusCode".A@@}

information code

error code

error code

bad 3713 508



AWS HealthLake HBEABER

{"lineId":15, UpdateResourceResponse:{"jsonBlob":
{"resourceType":"OperationOutcome", "issue":

[{"severity":"error", "code":"processing", "d1agnostics":"Invalid JSON found in input
file"}]1}, "statusCode":A@@}

LRSHB R AERPE R AITHE 3, 4, 7, 9, 157K, HREIT , RAWMT :

- EE 3T, OERBAMAERSE 3 ﬁresourceTypeFﬂE{%E’\J pt::3 0 O
- EE 51T, ERARMARRNE 5 THFE FHIR BRFHER,

- EE 71T, BERPresourceIdR MY M A AR ERBREE,

- BE 9T, OERFRARRLEIEERNER ID.

EFE151T , BABEERNEERERTRERMN JSON B,

FHIR APIs
%8 . B /E FHIR RESTful APISEY 1R H#E ?
REERFRERERMEFERDN .

EEMFEH B Sigv4 &% BAR Python (Boto3) B9 AWS SDK , B2 B T 5 FIM s TS,

import boto3

import requests

import json

from requests_auth_aws_sigv4 import AWSSigVa

# Set the input arguments

data_store_endpoint = 'https://healthlake.us-east-1.amazonaws.com/datastore/<datastore
id>/r4//"'

resource_path = "Patient"

requestBody = {"resourceType": "Patient", "active": True, "name": [{"use":
"official","family": "Dow", "given": ["Jen"]1}, {"use": "usual", "given":
["Jen"]}],"gendexr": "female","birthDate": "1966-09-01"}

region = 'us-east-1'

#Frame the resource endpoint

resource_endpoint = data_store_endpoint+resource_path
session = boto3.session.Session(region_name=region)
client = session.client("healthlake")

# Frame authorization
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auth = AWSSigV4("healthlake", session=session)
# Call data store FHIR endpoint using SigV4 auth

r = requests.post(resource_endpoint, json=requestBody, auth=auth, )
print(zr.json())

BE  ATEHHERATFZE KMS RMENERFHREMEMA FHIR RESTful APIs KX

ZlAccessDenied$Esk ?

FREIACEEEFLFZESHBM IAM BERNHT , TEEMERERE, CAEXEAREFERE
FSESBAIEN IAMFo, MREREBBEIEARTF HealthLake FAEFZE KMS £8HVEF
A] , HealthLake #${#ElAccessDenied#f&R,

HealthLake ZHERFIEFERNE, MBREAERFRENFH FHIR BEIR , UAREFREHER
FHIR EiR. WIFEFHMEF , FSBBEDE AWS KMS FF7,

B8 . /A 10MB X4# FHIR POST API #4E[ HealthLake £[EI413 Request Entity Too
Large#tii,

AWS HealthLake B%& 5MB RIS EML MEH API BR&l |, LUBE S IEINIEENRE, S UFERKEE
A APl , £/ Binary ERBEREHEINERZ 164MB B KB X4,

NLP &
RSEE - {AIRERK HealthLake B AW B ARESEEINEE ?
BZE 2022 F£11 A 14 B , HealthLake BRI ENTERTACEE,

BB ERERIE : F7E B BifY HealthLake ERZHE #AS(E L A base64 iR
#DocumentReferenceBER LW BARESTEE (NLP), EXRTHETEFEA NLP 547
#DocumentReference®&EiR , t A ERBERBE PN X FELEFHDocumentReference&iR, ¥
REHEDocumentReference&R , FEiB NLP EENERMNERNERYE , EFFE 2023 F 2 A 20
HZBE#H,

HEREFEME : 2023 F£2 A 20 HZ&E I HealthLake ERFEHREAATZE base64s R
#EDocumentReferenceERETEHAEEEE (NLP),

% ZRRK HealthLake NLP B4 |, FBfEA B XERHIAWS Support Center Console, & BRI RH
RB, BEALHW AWS 1RF , AR BERURA, EEE— D THRUNABRIRFINRGIER , F2
RXE (FAEER) PTNEILIZERIFNZEFEE,
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RBRE > S HEESR NLP E3XZEEDocumentReferenceE&ER ?

M&%EDocumentReferenceEREM , HealthLake 2RMU R REBERNEM K MAREES
FERE NLP B iR, EESHRE NLP EEHBERRFEERDocunentReferenceE

B, A LAE A HealthLake By FHIR searchBE BB R & % 5|8 cm-decoration-status Mg &8
VALIDATION_ERROR, Wt# &g HEHBMBEHERMFTBEDocumentReference®&ER , UK IER
RN ENERAL, EXDocumentReferenceERHEERBHERNEHBUEBEELTHIE
il

"extension": [

{
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/status/",
"valueString": "VALIDATION_ERROR"
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/message/",
"valueString": "Resource led to too many nested objects after NLP
operation processed the document. 10937 nested objects exceeds the limit of 10000."
}
1,
"url": "http://healthlake.amazonaws.com/aws-cm/"
}
]
(@ Note

ISR NLP #8227 B 10 , 000 EE AR , VALIDATION_ERRORt AJBEZS 4 , BAIERE
B, XHSBEERE 293 REB S,

SQL E4

BIRE : 8B R E® Spermissions error: lakeformation:PutDatalakeSettingsH ,
AT BEERS Lake Formation ?

MR ERH IAM FRERBESE AWSLakeFormationDataAdmin AWS SEHFE | A|EEIi8ER
HEES, FERINEETIARRES
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User arn:aws:sts::111122223333:assumed-role/lakeformation-admin-user is not authorized
to perform: lakeformation:PutDatalakeSettings on resource: arn:aws:lakeformation:us-

east-2:111122223333:catalog:111122223333 with an explicit deny in an identity-based
policy

AdministratorAccess FE AWS ZEBR , T IAM FHAELACHIEA AWS Lake
Formation EXUHEE S, MREH IAM EHEH AR LT E AWSLakeFormationDataAdmin E)fE
& kB, AWSLakeFormationDataAdmin AWS Z&EHZE S S AWS Lake Formation API 4 &9
BifEIE&PutDatalakeSetting, BIfFER2E%E AWS £ AdministratorAccessZEBEZ TE
EHENEES W LlZ FAWSLakeFormationDataAdmin BRI PR Hl,

B8 : WfEBIEEM HealthLake ERZEHELAE A Amazon Athena SQL & ?

1£ 2022 £ 11 B 14 B2 8 I M HealthLake ERFZHE T IEFIEE , BEEEMEA SQL £ Athena &
BH, ZEM4H Athena ERFEAEENERERE K SXHEXKEBBEETNERENE.

#% HealthLake EXER EMHNERNFHE

1. BUYFNERERE,
2. WRREFENEREDNZE Amazon S3 f#FETEE.
3. & Amazon S3 EFArEBKENEAFNERFTRE,

(® Note
AREMELE Amazon S3 REFFESELBENAEM. BHBHICRREEHNER KN,

B . B SQL BESE VM HealthLake ERITFHER , ERERERETER BFE Creating.

MRBEHEILFH HealthLake ERFHE , BEREFEREREBE RTELFEE  AEEEH
Athena = BEf£ A AWS Glue Data Catalog, fFEFMEF , F2E (Amazon Athena AWS A E 18
) F#step-by-stepFHik E Glue Data Catalogo Amazon Athena

I F#R % AWS Glue Data Catalog , 2RI LAZ 31 HealthLake ERFEHIE,

EEBREMN HealthLake EREHE |, FBFEH B X EZRBIAWS Support Center Console, & B
MIERRG , BEALZK AWS IRE , AR BREBEVURG, EEHE—SPTH , FSRIE (FREE
) FHEILZERFMRAIEE,
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B : Athena A EKERE AR HealthLake ERIFRERELEE

HEREAFE HealthLake ERERER , ERAEEEVAER, E-RATEERNERFEREEE
Apache Iceberg E¥l&k, BHEEREH.

B : A% Athena FEVIE S REZT H i AWS IR 2

B84 Athena WESHEREHM AWS REHLAE , EEEH json_extract[1]#A SQL BE8&
AN —HoR , JEREEE, AESENHEE , BX4BEEHA CATVAR,

ERBYRGRR. ENE (BE) URE (BE) B £TASEIAE,
B AWS SDK f#/ HealthLake

AWS EREFEE 4 (SDKs) BARNFFZRAFNENXRFTES. 5@ SDK #iZH API, EXNHHHI MR
BN, REABRASRAFTERMURINESEERARZN,

SDK X # REEHI

EAR C++ ) AWS SDK BEAR C++ By AWS SDK X 5254

AWS CLI AWS CLI 2%l

BAR Go B9 AWS SDK BAR Go B9 AWS SDK 2 5 £ 4

EAR Java B9 AWS SDK EAR Java B9 AWS SDK X iH & i

E AR JavaScript B9 AWS SDK B R JavaScript B AWS SDK 2=\ 5 £ I

EHAR Kotlin B AWS SDK AR Kotlin B AWS SDK 2 3\, i £/l

BEAR NET B AWS SDK EAK NET 8 AWS SDK 2= 5 & 451

EAR PHP By AWS SDK ERAR PHP By AWS SDK F2 3\ i i 5l

AWS Tools for PowerShell AWS Tools for PowerShell 12 =\ % & 51

B Python (Boto3) B9 AWS SDK # IR Python (Boto3) B9 AWS SDK T2 & &
Bl

EAR® Ruby B AWS SDK B ® Ruby B9 AWS SDK 2= & £l
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SDK 24 R EBI

B AR Rust B AWS SDK B AR Rust B9 AWS SDK 2=\ IS &i 451

B AR SAP ABAP B AWS SDK B AR SAP ABAP B9 AWS SDK 2=\ 5 & 45
B AR Swift B AWS SDK AR Swift B AWS SDK 2= i5 &5 451

© T eI

BAEMENARE ? FEAFNEHRESHRASREHEELHFENBHEH,
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AWS HealthLake hxAx

TRETBMINEENERAI R AWS HealthLake, MMEBEMRAINFMEF , FSHI

i

R

g DU SR

$export # $davinci-data-expo  $export F $davinci- 2026 £ 4 A 30 H
nt NZEMANEREGE data-export BEBEX

¥ _security M _tag®E

HBE , LMK meta.secu

rity # meta.tag #wiGE

EEEHNER, EWEAE

¥ FHIR system|code #&xX

A %3 F B AS R R

il o

$bulk-member-match #4E AWS HealthLake BR7E X LA 2026 F4 A1 H
RS HFRNEELER S LE
&Kk $bulk-member-match
MIRME, LHIRETEERR
RIEBEE —KEFERPEAH
AORETFREHEEN |, £
TENEBERREBREPFERR
Hh b ¥4 0 F 18 B B Y i — 555
o

- BEBRZZAEE 500 18
RE , BEERTFHERS
AR 5 BN ITHRE

- %A MatchedMe
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mbers F ConsentCo
nstrainedMembers B4 A9 #&
e
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FESEHRS

EHREPNEFEAXE

« B4 B $davinci-data-

export BAHE{TIR¥ IR KE
ER ITEFHRFE end-to-end

WEHAET, | F2Bthe

section called “$bulk-member-

match’,

AWS HealthLake BEXZEIE
BZ%Bundle$EH transacti
on , AIEARRXEFRS 500
BEERNRH. HealthLake &
BRSZEATIETRE , &
M ENMEE R URL LI EARRE
WHEEER. MEFAER ,
ASRERTEHR S

HealthLake REX BEHE
HERX , RS MR
E#4BUA FHIRPath 1 JSON
BHERX , AREHEHER
AP| B FHIRPath, ItIhgET
FE FE#E Bundle BIEHE
HER, MAZFETEERE
B, BOEBEAND, BLES
TERRE , URBAEREN
ERHEEL,

2026 £ 3 H 24 B

2026 §3 A 20 H
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$davinci-data-export Y
DaVinci PDex [& H 38 #!
davinci-data-export

$export H $davinci-data-expo

rt B89 _until 2

_include S 2 ¥

CMS HiEMim %

E4AEERTE

$davinci-data-expo 2026 £ 3 A 20 H
rt BREREZERHEER

Hl. Payer-to-Payerflf &7

APIs PDex [EHEH!,

« ExplanationOfBenefit &R HY
HRERHNTESEE

« £/ _includeE
OB2xWoFinancial Z#
EITHEE R i

- BARNMESERN 5 FHFE
ER R {R M

B HIREN B EEHES B 2026 £ 2 A 26 B

HealthLake BEXERE : * 2026 £ 2 A 26 B
MEE : iterate

L IhRE A A4k CMS $ERlE 2026 £ 2 A 26 A
AP FHE K AREBENREEER
WIS AEEE,

HEEAREEN FHIR E4 2026 £2 A 26 B
BERNERZE
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FRHH IGs< &

$submit 1E4E

$questionnaire-package #R1E

SEMIERIE

$member-remove &4E

AWS HealthLake EiEREH ¥
CMS 0057F #J FHIR BEis®E
(IGs) X1& :

- & CARIN E&3%if 2.0.0
M 21.0

« 18 Da Vinci Payer Data
Exchange 2.0.0 1 2.1.0

« %18 DaVinci Payer Data
Exchange (PDex) ZEIZ4)
Bl 2.0.1 #2.1.0

« X# Da Vinci BRERE R 3
(CDex) 2.1.0

« X DaVinci BLEEXE
(PAS) FHIR IG 2.1.0

$submit WIRERREUEF
FRRXALRBBERGAR
A ITREE

$questionnaire-pac
kage BRESHNZENE
% HHPEEFHR BEERHE
HENEEBBITENFTAME
fie s

$inquire RETELRE
LR ERER RN
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HE,

$member-remove R E
B FHIR REBMBE (&
HER) PBBRKE AWS
HealthLake,

2026 2 A 26 H

2026 2 A 26 H

2026 £2 A 26 H

2026 2 A 26 H

2025 11 A 12 H
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$member-match &4

$member-add &4E

$davinci-data-export g4

$confirm-attribution-list & 4E

$attribution-status & 4E

FHIR FTE

ESERIRBENEX

AWS HealthLake R X B
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$davinci-data-export /2
—EFREAY FHIR B , AR
RAtrELREBMHEEER
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