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Open and recent issues (16)

Open and recent issues (16)
View events that might affect your AWS

infrastructure. 35 issues were resolved in the
past 24 hours.

Q

‘ Service: Elastic Compute Cloud X

Clear filter

Event summary

Scheduled changes (0)

Operational issue - EC2 (Ohio)

Last update: February 20, 2022 at 11:16:34 PM
UTC-8

us-east-2

Operational issue - EC2 (Ohio)

Last update: February 17, 2022 at 11:56:09 PM
UTC-8
us-east-2

Operational issue - EC2 (N. Virginia)
Last update: February 16, 2022 at 1:36:29 AM UTC-8
us-east-1

Your account health

Stay informed of important events affecting your AWS resources.

Notifications (3) Event log

Operational issue - EC2 (Ohio)

Details Affected resources

Event data
Service
EC2

Status

Open

Region / Availability Zone

us-east-1

Account specific

No

Description

Configure EventBridge

Get notifications for events that might affect
your services and resources.

Go to EventBridge [4

Back to list view &

Start time
February 20, 2022 at 11:16:24 PM UTC-8

End time

Category

Issue

Affected resources
1

[04:35 AM PST] We are investigating increased EC2 launch failures and networking connectivity
issues for some instances in a single Availability Zone (USE1-AZ4) in the US-EAST-1 Region. Other
Availability Zones within the US-EAST-1 Region are not affected by this issue.
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Q IAM-user ¥ Global Support ¥
-~
Last refreshed less than 1 minago| C
Event log
Q 1
Region: US East N. Virginia (us-east-1), US East Ohio (us-east-2) X | | Clear filter
Event Region / R Last update Affected
Event Status Start time v R
category ¥ Zone Info time v resources
Lambda operational QOctober 9, 2020 at October 9, 2020 at
) Closed Issue us-east-1 -
issue 2:03:48 AM UTC-7 3:11:09 AM UTC-7
EC2 operational October 9, 2020 at October 9, 2020 at
. Closed Issue us-east-1 11:54:16 AM -
issue 1:48:51 AM UTC-7
uTC-7
SNS operational September 30, September 30,
issue peratior Closed Issue us-east-1 2020 at 8:28:18 2020 at 11:42:54 -
AM UTC-7 AM UTC-7
. September 16, September 16,
EC2 t 1
iss eopera fona Closed Issue us-east-1 2020 at 7:30:41 2020 at 7:45:03 -
==t AM UTC-7 AM UTC-7
Storagegatewa September 13, September 13,
I v
J, 9 ) v Closed Issue us-east-1 2020 at 12:46:47 2020 at 6:32:24 -
operational issue
PM UTC-7 PM UTC-7
Deepracer August 31, 2020 at August 31, 2020 at
. . Closed Issue us-gast-1 -
operational issue 6:32:39 PM UTC-7 9:10:12 PM UTC-7

SHFHMER

ELRESMHR  SHERERRSHNER. FHEEHARSIERSERTIEN

PR %%
Status

[ 13/ ] A (BB 0

EHRERIRFRHE

77 4R 1 465 SR 5

=Wl

ERENERUE

- AESEHNERNMERFER

ERENERRCIEBREERZIZHRE 2EM AWS ERN THAERER :

EHFEER



AWS Health EREER

« R ID (f5lan , Amazon EBS BER[E ID , fl0 vol-alb2c34f) = Amazon Resource Name
(ARN) , nSR 7] SR,

- HRFFEMEMBHENS  HITFENERFELISERNENMRE (FE. RAHREHER). 1FE
ERES 24 MNEEMEE X, EHZUREE 72 NETERRE ATV AREE,

BANERERPHENER., SALMMEIR ID 3 ARN i/ MEREE,

Example : AWS Health event for AWS Lambda

TH&ERENEEMBER Lambda RYEBIE4,

Event log Lambda operational issue Back to list view E]

Q

Details Affected resources

Region: US East N. Virginia (us-east-1), US East X
Ohio (us-east-2)

Clear filter Event data

Event Start time
Lambda operational issue October 9, 2020 at 2:03:48 AM UTC-7
Event summary
Status End time
Lambda operational issue Closed October 9, 2020 at 3:11:08 AM UTC-7
Last update: October 9, 2020 at 3:11:09 AM UTC-7
us-east-1
- - Region / Availability Zone Affected resources
EC2 operational issue
Last update: October 9, 2020 at 11:54:16 AM UTC-7 us-east-1 -
us-east-1
SNS operational issue Category
Last update: September 30, 2020 at 11:42:54 AM UTC-7
us-east-1 Issue
EC2 operational issue Description
Last update: September 16, 2020 at 7:45:03 AM UTC-7
us-east-1

. . [RESOLVED] Increased Invoke Error Rate
Storagegateway operational issue

Last update: September 13, 2020 at 6:32:24 PM UTC-7
us-east-1 [02:03 AM PDT] We have identified an increase in invoke error rates in the US-

Deepracer operational issue EAST-1 Region and are working towards resolution.

Last update: August 31, 2020 at 9:10:12 PM UTC-7

us-east-1 [03:11 AM PDT] Between October 8 10:35 PM and October 9 2:25 AM PDT we
Sagemaker operational issue experienced increased Lambda invoke error rates in the US-EAST-1 Region. The
Last upd‘late: August 31, 2020 at 9:04:39 PM UTC-7 issue has been resolved and the service is operating normally.

us-east-

Batch nooratinngl lcciig

gL il
AWS Health E4EmMEHRD .

s NEEHRFFER RFNRBEMH, Fl, R FHY Amazon EC2 A E AWS B , AWS
Health 2REEHNHEBER , BIEEEXED P REARBRER.

E gt 14



AWS Health EREER

- IRFRHESHEBRENIRFHEBTRS. flm , NRE AWS EE E/H F8 Amazon EC2
ITERZELERE , AWS Health SRUEEHNZHE Amazon EC2 HTIERRBERNMEEIEA,

ERMERATHRERBHSHRLABERIKRFEE !
* £ AWS Health &+  ERSHZRHENERRSIER. ERERNSEHREBRENIRS, T
BEFRNSEHA/LEN , XIEEBRENIRSE, MHRFMER , FSBAWS Health BRRAF,

- £ AWS Health API [E] eventScopeCode 28, E# A& PUBLIC., ACCOUNT_SPECIFIC
= NONE {B., WEFMET , 552/ AWS Health APl 2Z iy DescribeEventDetails #4E,

TEEWE

TEBERAAIEHREERIEBETER , U AWS Health EHFREEBATER. REATERLE
EBERZ SEANMAR-—FNHERE,

AWS Health B4 &4k B B8R, #IBHUEREE AWS Health E4E —SHEBEFANAEE

o EHINFENSHEURCE T, EXANEHEUREETR. IR—ERHFEMENLHNSE
fr AREERRECNREEHNHE, EWMAHUEAZERFER AWS Health B4EE. &AL
ERAEEARPENSH , UETRSEHNERERA. AEEREFEES  TEEEREHMER,

TEBERKR 15


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html

AWS Health EREER

Scheduled changes Table

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled

maintenance activities.

QL Add filter Any event L
4 February 2024 >
Sunday Maonday Tuesday Wednesday Thursday Friday
28 29 30 31 1 2
2 Upcoming 2 Upcoming

1 Completed

=

30 January 2024 & X

Scheduled events starting on 30 January 2024 (Showing 3 of 3) View all on the table view
EKS planned lifecycle event (us-west-2)
Event status: Upcoming

EKS planned lifecycle event (us-east-1)
Event status: Upcoming

EKS planned lifecycle event (eu-west-1)
Event status: Completed

ZRENERER

AWS Health B4 A ESEEZ X ENFRER. EBALE AWS Health EHFNZ X EERR5IERF
BRESHENER, BEMEME , FEE AWS Health B4, MEFHETREAEERPZZENER
R5|EBH., HRFTEMNEGESRSEN , AWS Health S ERESFEERREN T AER.

MRSk AWS Health SHEEZHENERRSIFBRRERETNILENETRNERE. SRENER
FEAHENRESEREENRY. RENEGBEREHREAERRERUNSHRRES . BE
E—-STHRASNENBHENS , F2E W8 EmBHEN AWS Health,

ERFEVEBRERE , AWS Health S ERTAHAEZEIRFAMEZIFEERNRERE, HEIE
ZRHENRF , URRRFNEFEEREE &R, EIRRIFEEFRNBE , MERRFREBE,
IREFREREEAEES K EENSIFERFHNEREE, SRENERREHESRERED EER
IRV

BAUEZHENERRSIFEBRD , L CSVH JSON RXTHRZEENERBE., £#AMRES , T
HNERGOSIIHIRFHNFTEER. SEEEBREPNIRFER  UETHNERPETSKIRF

ZHENERRR 16



AWS Health EREER

HNER, THNERTESEASEENERH IS AWS IRF ID. eventARN, BEREM. entityARN,
REE , URERW LXEMGE, MRMAGERSE  THEHNERIASTSHRER,

B-—RRAETH-—EAER, SRS THIZEFNARTHEN RS , TEARE WERERS
BAWS B, EHEE. SHERARNTHAY,

Open and recent issues (0) Scheduled changes (1) Other notifications (0) Event log

Scheduled changes (1) Calendar |

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities. View scheduled changes that occurred

mare than 7 days ago.

Q. Add filter 1
Event v Status Region / Zone Info Start time v End time ¥ Affected resources v
Lambda planned lifecycle event 8 X
B 4 Pending 100%
4 May reqrane ation
0 Unk 0%
Affected resources o " __n, m:rwn .
Mot able to verily status
Resource data is typically refreshed evary B 0 Resolved 0%
24 hours o actions required
Affected resources (4) Download ¥
Q, Add filver 1
Resource ID / ARN Iy Resource status Last update time
arn:aws:lambda:us-east-1:95958660861 1:function:SpringClean-XUG3HHSR-AutoUpdateLambda-atNXDvDLUGP [4 @) Pending 2 months ago
arn:aws:lambdazus-east-1:95958660861 1:-function:SpringClean-XUGZHHS5R-FeatureCheckarFunction-cwZke PWUELAGY ] @ Pending 3 months ago

T =S
B [R5 TE

BRI EARMBFE S, UTC B9 AWS Health ERRPRIZEMH, WREEFE AWS Health ERR P HYEF
B, BXRRFNFIEREBRENAEE4HSETAEEENEE,

FHIENEBERE

1. 1£ https : //https://health.aws.amazon.com/health/home BIERIERHY AWS Health &Rk,
FEEMEKEE , #1F Cookie RIHFEEE.

EH /LT IEE Cookie, REBEBEFERIFRERE.

£ AWS Health BRRNVEBE KRS | BERFERE,

IEHL AWS Health ERIR TEFKERBVEF[E, 1ZEEIE1F Save changes (RFEF),

o & 0N

i R R 17


https://health.aws.amazon.com/health/

AWS Health EREER

SRR BB AR RE

AWS Health B2 B4 AWS Organizations , Bt E AT AR BEBE A ERENEGH, EVELREDR
REBEEBPNEYS, ZULFERHELEHRERER. RENERAEXNEE,

WEFMERA , FSRERFEE AWS Health S,

Enable organizational view
Key benefits
== ;
Organization-wide visibility APl access Chat integration
Aggregate your Health events from all member AWS accounts in your AWS If you have a Business or Enterprise Support plan, you can integrate with the  Using the AWS Health API, you can ingest events into your Amazon Chime or
organization. This provides a centralized view for all events, such as AWS Health API to programmatically use organizational view and look up Slack channel to get notified when an event occurs. Filter events to get the
operational issues, scheduled maintenance, and account notifications. details for events that occur in your organization. Learn more ones that matter most to your organization. Learn more
Get started
1. Set up AWS Organizations 2. Enable organizational view for AWS Health
You must have an AWS organization with all features enabled. After you set up AWS Organizations and sign in to the management account, you can enable AWS Health to
@ success aggregate all events. These events appear in the Personal Health Dashboard.
En. nizational vi View d tati
Manage AWS Organizations [£ | | View documentation ailaovapntzationatiview 1w documentation

AWS Health E4RYIREE

&1 AWS Health @Rk REFZEAEBIHE—BEFETR , AP ISRREDER. WIESETRE
B3R PR EERRLARIE AWS Health B4BE, LtEBTSRRESEAWS X261, f
il Amazon EC2, Amazon Relational Database Service (Amazon RDS), AWS Identity and Access

Management (IAM) 1 B9 E3E & AWS Trusted Advisor.

BEHEER EFRONEHREEXEENIRS. AR, BULLEEEESESE AWS Health ER4R
NS4, LEUSFHEER.

Example : BIRAEH#

TEFER 1kF N EFERMNBENEF,

BN DR EECAER (N 18



AWS Health EREER

Open issues

Scheduled changes

Other notifications

servic

Event log

% £ Amazon EventBridge

£/ EventBridge 168] AWS Health S#WEEXMERE, BAUERIRFPEENISE AWS
Health E4 , RERE HE , UEEEHEFER AWS Health BN ER BREEN1E,

&8 £ H EventBridge AWS Health

1. ¥ https : //https://health.aws.amazon.com/health/home BIRUER AWS Health &R 4R,

2. EEEEZE EventBridge TR AUEVKA | BHT T EAP—HRE :
REBHFXNEMEMREBEST |, #IF Amazon EventBridge.
TEF%E EventBridge T , i##E®ZE EventBridge.

3. BHEFENFALEIREH, FSBAWS Health FF Amazon EventBridge 7 P ESIR =4,

£ B EHE AWS Health BH AWS & A & & A

AWS iy SEBH AWS FREBXN IRERRNEELE AWS IkF M RBENSHEA. BELE
REER AWS XEBAHR AWS A ERA , B IEEEEIKR AWS Health WEHER], REETE
fraviadm  URIESHBEH , MFESERCUNEFBNG. NFNMURALERBENES  FSEK
AgiEA AWS Health FH) AWS ZEBZ AWS FHEBEA,

A DURE T 5 H A EE R IUE R AWS Health B4 AWS EAEBA :

- EFEH
- BIX
« HEIXBEHZE AWS Console Mobile Application

§%E Amazon EventBridge 19


https://health.aws.amazon.com/health/
https://docs.aws.amazon.com/notifications/latest/userguide/managing-notification-features.html
https://docs.aws.amazon.com/notifications/latest/userguide/managing-notification-features.html

AWS Health EREER

HRELBATMERE AWS Health TEFH , BEFRHE T ARG T ZRBEHF 210095 B EMNE
%,

(® Note

EESH T AWS Health E4FMENR  SESIFENER IDs, BaiikRE ( FARBEEIRT )
MERRE K REEXERFEATHEH —E AWS Health TE -

* AWS Health API
- Amazon EventBridge H /Y aws.health iR
« B AWS Health Dashboard

EETERUABTREXETFEANETHFEHANBENRFMEIKEF.

RESHH AWS ZEBHFTE AWS Health

BEREX AWS EBHFTE , FEATIILZER

?4'

-_—

£ FRAEEA TR AWS Management Consoleo
EEEBE®KT , BIEAWS SEBAFTE,

ﬂﬂi‘“ﬁﬂiﬁiﬁﬁ AWS EREBH 445 AWS Health BHIFHE , 7FEIA AWS Health &
H, EEFRARE WEFEH AWS Health |, Wit RAEM EAEEN. MEFMES , F2
EETE AWS Health PEAASIER B AWS ZEBH AWS FEREBEH

4. BAILUKERIEEEMN AWS Health EHBEH., MEFMEF , F2RE FHENBR AWS Z
EBH RSB A AWS FEREBH,

w N

(® Note

AWS Health EESEFHUHERINBEE - AWS SEBH AWS FHEEH, U TR —L&
EEAH

- BE2025F9 A 14 B EFEMAHBUER AWS ZEREA,

- 2025 9 A 15 B : AFERAEMN A AWS ZEBH AWS 1kRF, HRHNZEEH
AWS IRF |, TRERSRIA . &£AILATE 2025 £ 12 A 15 B2 ANERAZEB A,

- 2025 F 12 A 15 B : EAFARFRA AWS SEBH , BELZBFERELEH.,

BREBMH AWS ZEBHFTRE AWS Health 20


https://console.aws.amazon.com/notifications
https://docs.aws.amazon.com/notifications/latest/userguide/managing-notification-features.html
https://docs.aws.amazon.com/notifications/latest/userguide/manage-mns.html#Add-remove-account-contacts
https://docs.aws.amazon.com/notifications/latest/userguide/manage-mns.html#Add-remove-account-contacts

AWS Health EREER

BREEXREEAENME |, BN EEEK AWS Health B4HEH, A AWS SEBHE
HEr-LE8BENEEmINEE. WEFHAEA , F28H O PHBA AWS ZEBARFAE
E?AWSAWS FHEBHME REEETHNIXEEA,

AWSAWS EAEBHNE REAZEETHNIEEAM
B AWS SEBARETRE 2

BIETER:  FRSERIANETBHSEAZLEEGNIREBEA (R, BE. RENRSM
EFEMFHE ) . B AWS SEBHNKREINE FEHRE healtheaws . comMIE no-reply-
aws@amazon.com , BEEFHBHNBRAEEE, WREETERE AWS Health BRI E FEBH4R

Bl flankEFHE D HEAEFHA4IIEMEFBHARE , AIXEEFHILEREURFSHNE FBHS
X. MRBFEEEBHXBAETERC , BEEFTEEIR Amazon EventBridge &i% AWS Health #9
EH  UAZEBINERA R,

RBMABEBAREFEM , AR NARA L ThEE ?

AWS ZEBNSKEZEHEEMBABAZEIIRE AWS Health BIE4&# AWS Organizations BB —&#&
B, ZAUUEEERFNBEMNPOBRAZEES. SERANSEREBIUNE FBHEAGEERF
MWEEA. ATRLEENEFEMNH , AWS ZEBRANSEEENKERS = B H AIRF BSAREX
_ﬂﬂﬁiuo

EERASEA , B2 EB AWS Organizations FREXLR FEEIRSE AWS FHEBAN RE2BEHE
EFEUVE,

MBHMET BB AWS FHNEEBAEE AWS FAEBEA,

KRB NEBERA B AWS Organizations ZEEFE AWS EAEEH |, FTHER AWS S EBHEZINE
AE M4 2

2, AWS FHEBEA KRB PWZEFEFE AWS Organizations 24 EH,
£/ AWS Health 1 AWS Organizations B ZETEREMATRE AWS FEHEBH ?

EBEENEEHNEREESERABRKER , X RABEESRFINHERS ., WIEEERT
£3%EiB Amazon EventBridge {#i%#) AWS Health Dashboard, AWS Health BR#&F AWS Health =4
AWS Health BiAEBRER. WIEEFEMAWS FAEEN 7 HRABEM AWS FHAEBEM HE
# AWS Health BHl, HREENEFRTELA  ALEEASEARB I AIFEREEREES.

AWS SEBAE RBEE 21


https://docs.aws.amazon.com/notifications/latest/userguide/managed-notification-aggregation.html

AWS Health

BRI EHERRAZERA ?

ERAEER

% BUAZEBEA AWS Management Console, MEFHMEN , FESBE AWS Health REVAEEH
N AWS ZEBHNAWS FREBEH

REBFEAURBRNEECARIIREMEXFTEFHH?

B, BBREHKE , BRI F AWS Health EFBHEERH, MREEREFEHHRAKREESTEH
TERE , RPBRZRET(EEIB Amazon EventBridge 1% AWS Health WEHEABR AR,

AWS ZEBHERBES 22


https://docs.aws.amazon.com/notifications/latest/userguide/managing-notification-features.html
https://docs.aws.amazon.com/notifications/latest/userguide/managing-notification-features.html

AWS Health EREER

AWS Health && R

B LAEA AWS Health &R IR — BRIGEEARERRIRFTE BEEMRE AWS R, LtEEERE R
HBESROVBRBEEH AWS BiF, BFREEXADEE AWS 1R Bl A]FH AWS Health Dashboard — Ak
BEEREEH,

® Tip
ZMERERIE BENLAEEH AWS IRF, NMRZBERKE IRF , RPIEZBEEALRIR
AWS Health &Rk , WEEEETRAEXZEENRENBRENEYE, WEHMAEA 6 B2
BAWS Health &®&AR A9,

AR AWS Health & &R - IRIGEEARRE

1. BEZE https://health.aws.amazon.com/health/status EH,

® Note

MREERKREANEN AWSIRFEH , RS EEFHE[ME AWS Health Dashboard —
TR EEEMRERE,

2. ERBEEMRET , BERBANZIINMEE  URERERSNES. S UREESHNT5IEE
=

- EHEBANZTEENES, il , ERRE - Amazon Elastic Compute Cloud ( #&E Eidt
)

- RIBER

- BHNEEY , HIUZHERRER

- BEARIEEMNRR—ERK

- BRHEHTE AWS R K FE

® Note
B EREEFES UTC RRiRsd. UFEFHEER ,

Il
B
¥
&
ol
Teal
Xia
i

23


https://health.aws.amazon.com/health/status
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#update-time-zone

AWS Health EREER

3.

(BA) EEHE , BIE RSS HFTRLEHN RSS HE, SRS EREN PIBIBRILLER
BHYBEH AWS EH.

BEREE D SCHURBRBELRERE. LERKRETRBE 12 BANAE AWS BRF% F .

® Tip
O LAKBRFSAWS B35, 1B HIEITERR,

EETHHRBESHS  BEREE T
(®
DR SHnFEET.

(1BR) FESURARELENRE K FEESHBERE. EFESHAMPNEMSEMH, IR
BRESEPZBEESHOFAET.

Service history List of services

The following table is a running log of AWS service interruptions for the past 12 months. Choose a status icon to see
status updates for that service. All dates and times are reported in Pacific Standard Time (PST). To update your time
zone, see Time zone settings.

Q. Add filter

@ Note

EH 2023 £ 9 A2 RNEALEEH  EEBBRFEAKLE AWS Health EHHYE
fa. BEMERR  SUUERXBHAREREEEESHREAFE.

(3ZR ) B RSS LIFTB RSS HiE, BREEEEN PRI ETRHLSERBNER AWS E
o

(1EA ) SULRELAREER UTC FHEM4. NFFHBER , F2RBERE.

(B ) MREE RE , BRERABENIRFEEREREAN, BA% , BULBRIIKRFEHEN
EH, MEFMER , FSBAWS Health ERIRAF,

24



AWS Health EREER

METE|4 B A=Y AWS Health

T % BETEIE iBRIEH AWS Health,

ES- |

- HERRINEmBREMS?

- BERBWERBREABHE  ERPERLEGERR ?
- BUNARSERE

- FEUREINERIBREYS

TERAINERBHSH?

AWS Health 2B ETRRFERAEXTHMENERSE, £ AWS HESFMEKREH , AWS SERIE
B, BXE ERNERBRNERRGERESENELRS, T8, FELEFTETFEFIIHN , LUE
FELNWERREN, 8F% AWS Health BHEEENEE |, 6l .

- FMRARBHREELLERE - L AWS IR SITHRRRRIBRANEE, NRFARRRBBEERY
BEMANZE , SELEFERDNEBERARLERZERAREEF AWS BHAE,
« Amazon RDS for MySQL 5| ZiRA#& 1E X 2
« Amazon EKS Kubernetes MR A #& 1E 3 8
- HETREELBEAWSZHEERNESE,
« Amazon RDS Certificate Authority B iBH .

(@ Note
SR AEEARIER HE AWS Health A58 £ BHEH

- BREEFRMAEANAESNHPEER | REBRFBEANE AWS Health BHMNEHBY , £IFENERS
EAEERTERRENS HEERE AWS Health S4BV, SHENEREEEANERLT
LUARN #&#XIEE. MRLZFENERFTERTFEE , BIg TFE, MEIHELER, MRE
ZHENERCHTXEDHERERSMER , AIMEEEHA "RESOLVED,

(@ Note
- BRREEFRS L FRASNERHFRNAT , ERVBER T RS WLE 72 /N,

TERRENEmBERSEMS? 25


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/MySQL.Concepts.VersionMgmt.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-versions.html#kubernetes-release-calendar
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL-certificate-rotation.html

AWS Health EREER
- ERREBEEFOEFABERS , MARER "HE. & "EFR RENER , T2
ERAE AR EIR .
« AWS GovCloud (US) M+ Bl [EH T X ZREFRAREER.

KRN EmBHSHEHNE  BREMSREFTEERL?

BB LB EM AWS Health FYBRER AT BIERIBR 7 MBEIS R AN EMBHEE | WEHEET
FXo

HRER : HREEE
E4ERATE : AWS_{SERVICE} PLANNED_LIFECYCLE_EVENT
EHFHBREE EHHERFERENERZINEEENKREE,

EHEREE SHERSERSEEME AWS BRHATHAR B H.
B, FHLEREFERAZERY,

EERRE

%
N
¢t
7
frit
e
mE
frit

® Note

AT AW SEFEENEREHNE -S4 ARN , EEA B BRSEHRIZENER
EFSH. B2 NREBEXREZIZEN AWS 1RF 5 IR , I Tse2 W EI 2@ ARNs,

"ol TR ENES BRSNS  FFEANESBRSHRGTAETRNERT , EBRF/EBENREN
BEFEA 180 X , REMA/BENRERIBERFER 90 X

PBRERMRANNENTEER  RERIBEAE AWS Health BHH LB , BZHENERS
EAEARBEERRENZ T EERE AWS Health B4 MHEB, SXENERSETEANERL TN

ARN BRIEE, NREZFENEREFTEEFHE , AIgl TFE) RENHELER, WREZE
ERNERECHTHESERERCMER , AREEEHA "RESOLVED, .

® Note

« AWS Health BHIER T aEEZE R RUMREES , 8 AWS GovCloud (US) F1 B [E 15 Br
o

- ERREEHRSUERSINEH L RNT , EBPBIER T RS LR 72 N,

KEREWEGRRSHEAR  EFRPSREMATEER? 26


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html

AWS Health EREER

Open and recent issues Scheduled changes Other notifications Event log

Scheduled changes Calendar

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities.

Q  Add filter 1
Event v Status Region / Zone Info Start time v Endtime v Affected resources v

(o] EKS planned lifecycle event Upcoming us-west-2 January 30, 2024 at 6:00:00 PM UTC-8 9 pending

O DMS planned lifecycle event Upcoming us-east-1 January 29, 2024 at 6:00:00 PM UTC-8 1 pending

O DMS planned lifecycle event Upcoming eu-west-1 January 29, 2024 at 6:00:00 PM UTC-8 10 pending

O EKS planned lifecycle event Completed eu-west-1 January 30, 2024 at 6:00:00 PM UTC-8
EKS planned lifecycle event & X
Resource data is typically refreshed every . 0 Resolved 0%
24 hours. No actions required

Affected resources in account 745485236264 (5)

Q. Add filter 1
Resource ID / ARN v Resource status Last update time
arn:aws:eks:us-west-2:745485236264:cluster/prod-ops-cluster @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/nonprod-devs @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/n-preprd-eks @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/argoworkflows-refactor51 @ Pending 15 days ago
arn:aws:eks:us-west-1:745485236264:cluster/prod-refactor @ Pending 15 days ago

EEFENE4 B HBERE

1. MRER , REAIRESESHRA BB ZEZNEMNREEENEREEMERNEE,
2. MREBEXERERBB 2B RFTEER , Al AWS Health EHEBEAMRE Closed,

3. MRLHEBEAHEMBARERNER , Bl AWS Health EHSEEHRBEIERBBER 4 F (XN
R®E/E ) AREABMRE, EUHBME 2R , EMBR AWS Health E4,

EUNXREERE

Z'EiEEAiﬁ% AWS BEFCBNARRE, RIFMBORE  LAFAEEGHRBREEFNEER
B, ERAA g AWS B#F. EBENRFREIMERZRNERLEIRBRFAEREERRZ SN
E’\Jm:ﬁ:o BT RENZLEFHER BERE I  ERFERRHEFRERR ( 2BEMNZLEMHE
X ) MEMEREAEXHENECNERE AWS, NFFMEN , F2RELAEEEES,

EMNAREERE 27


https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/shared-responsibility-model.html

AWS Health EREER

CONTINUOUS TESTING OF CRITICAL INFRASTRUCTURE

CUSTOMER
WORKLOAD ARCHITECTURE
RESPONSIBILITY FOR
RESILIENCE “IN’' THE CHANGE MANAGEMENT AND OBSERVABILITY AND FAILURE
CLOUD OPERATIONAL RESILIENCE MANAGEMENT

NETWORKING, QUOTAS, AND CONSTRAINTS

HARDWARE AND SERVICES
AWS
RESPONSIBILITY FOR

RESILIENCE ‘OF’ THE
CLouD

FEMR BN £ B S
5T S P AR A A B F B R B0 B A

« fH Amazon EventBridge
« fEF AWS Health &R
- TEERR
- BRENERBER
« £/ AWS Health API

RSN EwBERSEF 28
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£/ AWS Health APl AWS Health EEEi RFEEES

AWS Health  —#& RESTful Web IR , 8 HTTPS # A& , X FEH JSON MARALEF I
K. BHEARIXERNEEEMHERERG AWS Health API B HFER, EXREZSER REST API B | &%
ARBLENEABRESNBBEMNFER. MFE AWS Health BRIEMS B ML , F28 AWS
Health API 2%,

(@ Note

B EBEERE NEKE. CEDERASLEZETE , AWS ZEFREEMA AWS Health
APl, MREEZEEE, DEFSILEIETEN AWS IRF I AWS Health API , &8
W ESubscriptionRequiredExceptionfii,

BRI BAEE A AWS SDKsR‘E% AWS Health REST API FEAL | SERT LB AR B R, &AL
EEEHN AWS BEAER  BERAESRALRES TRENFEREE,

AWS Health 87 F32 AWS Health & &4k AWS Management Console , t#&AR@RMESEH
MELENER, FSE AWS Health BRIRAM,

&

« 228 AWS Health API i8R

- JBE AWS Health AP| 53R K w2

o RE: BUERERET S N EEH AWS Health SHERNBE LR
- HEBRE | B Java EHIEH AWS Health API

ZZE AWS Health API 583K

B &4 AWS SDKss, AWS Command Line Interface (AWS CLI) [a] B H5EREE AWS | EXTES
BEFASERETIEREENFMESMREBHER, Hlm , MREHK BHR Java B9 AWS SDK A
REFNHNSTRAMEERE , IFTFEBTHEESEK

Java B S EEfI

MR AATHEES £ AWS Health API W E Z £ 6] AR Java B AWS SDK , F2 Bt g HIEE.
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https://docs.aws.amazon.com/health/latest/APIReference/
https://docs.aws.amazon.com/health/latest/APIReference/
https://aws.amazon.com/premiumsupport/
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ESREFBRE , BARBRETECRAEN AWS BIRFE A BB REHFE AWS Health, &AL
A IAM ERENEAER,. NEFHAER , F2H (AM E£REERE) FHEE AWS BHiRFRE
REFRER.

WMRIEBFEHR AWS SDKs= AWS CLI , BIXEBITHEEBFE K. RPEZZFEH AWS Signature 2 4
R, MEFHMENR , FSE PHEZE AWS APl F5RAWS — k2 ZE,

1#I1Z AWS Health API &3R8 ik 24

AWS Health AP| EEZEEERAENER  YEFBH-HBHEETERERS RS, EEXEIEH-K
) DNS BEEBHE , AWS Health 2B -2 EHmE, SN ELERE L#1T DNS &3 , S
ERRIRENEENEE AWS BiF, EUBBETHREEEXNBPEANRS , UMERXRIREEHE
A AWS Health,

Ei5m 2R BIRHERE , BX4EK AWS EREEREEABEERTIRY K TAEHREEE. &
Bl B BB AIEE AN, MEFHMEN , FSHEE AWS Health API 553K,

HRIPv6-onlyMFER , RFIEZBEH MK HIT DNS &5 , AHEERS , AWS EiF AREBIFIEX
[EEAY IPv6 X ENVEHERIRE,

TRAKRFERMARE,
iR HEEE Ui B4 BIAHE
EA us-east-1 health.us-east-1.a HTTPS
mazonaws.com ( &
PR IPv4)
health.us-east-1.a
pi.aws ( X#& IPv4
IPv6)
HED us-east-2 health.us-east-2.a HTTPS
mazonaws.com ( &
PR IPv4)

health.us-east-2.a
pi.aws ( X IPv4 fl
IPv6)
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html

ERAEER

AWS Health
iR HEREIY Vi B BAE
£ IKAR us-east-1 global.health.amaz HTTPS
onaws.com
(® Note

EZBHER

Hin N #HE

&35,

HEYENRMEDRERDIRE  FYH2ERE CNAME #117 DNS £ , REBIEMEATH & BRI
AWS [EiF,

Example : £iHim% L# DNS &£

T3S &£ global.health.amazonaws.com w2 E5E K DNS &ifl, S EE2EE us-east-1 [EiF
IR M e S R e AW ER R AWS Health,

dig global.health.amazonaws.com | grep CNAME
global.health.amazonaws.com. 10 IN CNAME health.us-east-1.amazonaws.com

® Tip
FE M B IR BB = EE AWS Health EXl, TiB , &FTH AWS Health EX REREVERA iR
BHB, REFBDHBNERNBRKESEIBHRYE . EELEEATREEBERENMET
il TERE,

RE : ETERET 5 UEEL AWS Health SHERINREEX

ETHRKXEEHIT , AWS Health S E S E % EA DNS ZHRHE/ER PN EERSENES
EiF. AWS Health EFEALLEFARBEIBE L RN EHERRET. IREATHREEE K EXBEE
HRE TETR IR

e

« R&0 : £/ Java HEEL AWS Health EHERNRER X

- TE : £/ Python #EEUB Xt X AWS Health WEHE R
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& : £ Java #EEL AWS Health EHERNRER L X

TERMRAF

WAL E Gradle,
£ Java &5l

1. # GitHub THAWS Health = 7] F M im 2 R E&,
2. EBEEF REIHEZXRhigh-availability-endpoint/javaB .
3. EWSIEED , MATIHS,

gradle build

4. BWATIRTRIEESEH AWS BAER,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

5. BWATH &GS REUTRE,

gradle run

Example : AWS Health =48 H

BABHEMSERSR AWS IRFFBEEXRRFKIEN AWS Health B4, ETHEHIF  WHIE
AWS Config BR# AWS Health 94,

> Task :run

[main] INFO aws.health.high.availability.endpoint.demo.HighAvailabilityV2Workflow
- EventDetails(Event=Event(Arn=arn:aws:health:global::event/CONFIG/

AWS_CONFIG_OPERATIONAL_NOTIFICATION/AWS_CONFIG_OPERATIONAL_NOTIFICATION_88a43e8a-

e419-4ca7-9baa-56bcdes4dba3,

Service=CONFIG, EventTypeCode=AWS_CONFIG_OPERATIONAL_NOTIFICATION,
EventTypeCategory=accountNotification, Region=global,
StartTime=2020-09-11T02:55:49.899Z, LastUpdatedTime=2020-09-11T03:46:31.764Z,

StatusCode=open, EventScopeCode=ACCOUNT_SPECIFIC),
EventDescription=EventDescription(LatestDescription=As part of our ongoing efforts
to optimize costs associated with recording changes related to certain ephemeral
workloads,
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https://docs.gradle.org/current/userguide/installation.html
https://github.com/aws/aws-health-tools/tree/master/high-availability-endpoint
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AWS Config is scheduled to release an update to relationships modeled within
ConfigurationItems (CI) for 7 EC2 resource types on August 1, 2021.

Examples of ephemeral workloads include changes to Amazon Elastic Compute Cloud
(Amazon EC2) Spot Instances, Amazon Elastic MapReduce jobs, and Amazon EC2
Autoscaling.

This update will optimize CI models for EC2 Instance, SecurityGroup, Network
Interface, Subnet, VPC, VPN Gateway, and Customer Gateway resource types to record
direct relationships and deprecate indirect relationships.

A direct relationship is defined as a one-way relationship (A->B) between a
resource (A) and another resource (B), and is typically derived from the Describe
API response of resource (A).

An indirect relationship, on the other hand, is a relationship that AWS Config
infers (B->A), in order to create a bidirectional relationship.

For example, EC2 instance -> Security Group is a direct relationship, since
security groups are returned as part of the describe API response for an EC2
instance.

But Security Group -> EC2 instance is an indirect relationship, since EC2 instances
are not returned when describing an EC2 Security group.

Until now, AWS Config has recorded both direct and indirect relationships. With
the launch of Advanced queries in March 2019, indirect relationships can easily be
answered by running Structured Query Language (SQL) queries such as:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'sg-234213'

By deprecating indirect relationships, we can optimize the information contained
within a

Configuration Item while reducing AWS Config costs related to relationship
changes.

This is especially useful in case of ephemeral workloads where there is a high
volume of configuration changes for EC2 resource types.

Which resource relationships are being removed?
Resource Type: Related Resource Type

1 AWS::EC2::CustomerGateway: AWS::VPN::Connection
2 AWS::EC2::Instance: AWS::EC2::EIP, AWS::EC2::RouteTable

SRER : £/ Java #EEL AWS Health S4ERNHEEREX 33



AWS Health EREER

3 AWS::EC2::NetworkInterface: AWS::EC2::EIP, AWS::EC2::RouteTable

4 AWS::EC2::SecurityGroup: AWS::EC2::Instance, AWS::EC2::NetworkInterface

5 AWS::EC2::Subnet: AWS::EC2::Instance, AWS::EC2::NetworkACL,
AWS::EC2::NetworkInterface, AWS::EC2::RouteTable

6 AWS::EC2::VPC: AWS::EC2::Instance, AWS::EC2::InternetGateway,
AWS::EC2::NetworkACL, AWS::EC2::NetworkInterface, AWS::EC2::RouteTable,
AWS::EC2::Subnet, AWS::EC2::VPNGateway, AWS::EC2::SecurityGroup

7 AWS::EC2::VPNGateway: AWS::EC2::RouteTable, AWS::EC2::VPNConnection

Alternate mechanism to retrieve this relationship information:
The SelectResourceConfig API accepts a SQL SELECT command, performs the

corresponding search, and returns resource configurations matching the properties.

You can use this API to retrieve the same relationship information.
For example, to retrieve the list of all EC2 Instances related to a particular VPC
vpc-1234abc, you can use the following query:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'vpc-1234abc'

If you have any questions regarding this deprecation plan, please contact AWS ##
[1]. Additional sample queries to retrieve the relationship information for the
resources listed above is provided in [2].

[1] https://aws.amazon.com/support

[2] https://docs.aws.amazon.com/config/latest/developergquide/
examplerelationshipqueries.html),

EventMetadata={})

Java ER

o WEHMET , F2E EAR Java B AWS SDK APl 2Z iy EHealthClientf R B E 1B,
- WF L REHR DNS EHFTARKNENFMEN , F2 [ GitHub H#Y dnsjava,

&0 : £ Python #EEUB A+t X AWS Health WS #&E #

SRR
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/health/HealthClient.html
https://repo1.maven.org/maven2/software/amazon/awssdk/health/2.14.2/
https://github.com/dnsjava/dnsjava
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B ARE Python 3,
{# /A Python #ifl

1. & GitHub T&EAWS Health = 7] F 14 i 26 7= &6 o
2. BEZREHEZXhigh-availability-endpoint/pythonH .
3. EWHIEEP , WATIWS,

pip3 install virtualenv
virtualenv -p python3 v-aws-health-env

(@ Note

HH Python 3.3 MEHRA , BAIUFEAARvenvERREY ERIRE L MIARRE
virtualenv, MEFMENR , F52E Python #ih LMY veny - EFIREBNE,

python3 -m venv v-aws-health-env

4. BWATIHTURAERRE.

source v-aws-health-env/bin/activate
5. WATI@TREEMKN.

pip install -r requirements.txt
6. BATI@RTREEEN AWS EAEHR,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

7. BATHSSRYTRE,

python3 main.py
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https://www.python.org/downloads/
https://github.com/aws/aws-health-tools/tree/master/high-availability-endpoint
https://docs.python.org/3/library/venv.html
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Example : AWS Health =48 H

EABESELDE AWS IREFiBEERXRAKIAA AWS Health B4, Ty&EHEER AWS &
£ 3®B4%0 AWS Health 9= 4,

INFO:botocore.credentials:Found credentials in environment variables.
INFO:root:Details: {'arn': 'arn:aws:health:global::event/SECURITY/
AWS_SECURITY_NOTIFICATION/AWS_SECURITY_NOTIFICATION_Qe35e47e-2247-47c4-
a9a5-876544042721 ",

'service': 'SECURITY', 'eventTypeCode': 'AWS_SECURITY_NOTIFICATION',
'eventTypeCategory': 'accountNotification', 'region': 'global', 'startTime':
datetime.datetime(2020, 8, 19, 23, 30, 42, 476000,

tzinfo=tzlocal()), 'lastUpdatedTime': datetime.datetime(2020, 8, 20, 20, 44, 9,
547000, tzinfo=tzlocal()), 'statusCode': 'open', 'eventScopeCode': 'PUBLIC'},
description:

{'latestDescription': 'This is the second notice regarding TLS requirements on FIPS
endpoints.\n\nWe

are in the process of updating all AWS Federal Information Processing Standard
(FIPS) endpoints across all AWS regions

to Transport Layer Security (TLS) version 1.2 by March 31, 2021 . In order to avoid
an interruption in service, we encourage you to act now, by ensuring that you
connect to AWS FIPS endpoints at a TLS version of 1.2.

If your client applications fail to support TLS 1.2 it will result in connection
failures when TLS versions below 1.2 are no longer supported.\n\nBetween now and
March 31, 2021 AWS will remove TLS 1.0 and TLS 1.1 support from each FIPS endpoint
where no connections below TLS 1.2 are detected over a 30-day period.

After March 31, 2021 we may deploy this change to all AWS FIPS endpoints, even if
there continue

to be customer connections detected at TLS versions below 1.2. \n\nWe will provide
additional updates and reminders on the AWS Security Blog, with a ‘TLS’ tag [1].
If you need further guidance or assistance, please contact AWS ## [2] or your
Technical Account Manager (TAM).

Additional information is below.\n\nHow can I identify clients that are connecting
with TLS

1.0/1.1?\nFor customers using S3 [3], Cloudfront [4] or Application Load Balancer
[5] you can use

your access logs to view the TLS connection information for these services, and
identify client

connections that are not at TLS 1.2. If you are using the AWS Developer Tools on
your clients,

you can find information on how to properly configure your client’s TLS versions
by visiting Tools to Build on AWS [7] or our associated AWS Security Blog has a
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link for each unique code language [7].\n\nWhat is Transport Layer Security (TLS)?
\nTransport Layer Security (TLS Protocols) are cryptographic protocols designed to
provide secure communication across a computer network

[6].\n\nWhat are AWS FIPS endpoints? \nAll AWS services offer Transport Layer
Security (TLS) 1.2 encrypted endpoints that can be used for all API calls. Some
AWS services also offer FIPS 140-2 endpoints [9] for customers that require use

of FIPS validated cryptographic libraries. \n\n[1l] https://aws.amazon.com/blogs/
security/tag/tls/\n[2] https://aws.amazon.com/support\n[3]
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html\n[4] https://
docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html\n[5]
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-
access-logs.html\n[6] https://aws.amazon.com/tools\n[7] https://aws.amazon.com/
blogs/security/tls-1-2-to-become-the-minimum-for-all-aws-fips-endpoints\n[8]
https://en.wikipedia.org/wiki/Transport_Layer_Security\n[9] https://aws.amazon.com/
compliance/fips'}

8. TER#&E , FWATI®TREREREMR,

deactivate

Python &R

- WMFE WFMEMAHealth. Client , FZ2EEAR AWS Python (Boto3) By SDK APl 2%,

. MBI REH DNS EHA AR ENEMER , 55288 GitHub L& dnspython T EMARHER
.

HERTE . B Java EHIEA AWS Health API

T 5l Java B IFEE G REBWAIFIAIL AWS Health A Fin , ARBEREHNERNERENR.

SR REEAER

TEEMHNEBEAER ST HEE AWS Health API B, B LAERAE AWS kP BIEE 2 217 1AM £ &
B,

B M4t AWSCredentials $11T{EEE :

AWSCredentials credentials = null;
try {
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https://github.com/rthalley/dnspython/
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ERAEER

credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. "
+ "Please make sure that your credentials file is at the correct "
+ "location (/home/username/.aws/credentials), and is in valid format.", e);

88 2 . 913kt AWS Health API B Fif

£ 2 B SRR B A BRI RE L AWS Health AP

import com.amazonaws.services.health.AWSHealthClient;

AWSHealth awsHealthClient = new AWSHealthClient(credentials);

S8 3 . £/ AWS Health API I2{ESRENBEHER

DescribeEvents

import com.amazonaws.services.health.model.DescribeEventsRequest;
import com.amazonaws.services.health.model.DescribeEventsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventsRequest request = new DescribeEventsRequest();

EventFilter filter = new EventFilter();

// Filter on any field from the supported AWS Health EventFilter model.
// Here is an example for Region us-east-1 events from the EC2 service.
filter.setServices(singletonList("EC2"));
filter.setRegions(singletonList("us-east-1"));
request.setFilter(filter);

DescribeEventsResult response = awsHealthClient.describeEvents(request);
List<Event> resultEvents = response.getEvents();

Event currentEvent = null;

for (Event event : resultEvents) {
// Display result event data; here is a subset.
System.out.println(event.getArn());
System.out.println(event.getService());

SEB 2 FHa1L AWS Health API A Fi
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System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

DescribeEventAggregates

import com.amazonaws.services.health.model.DescribeEventAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEventAggregatesResult;
import com.amazonaws.services.health.model.EventAggregate;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventAggregatesRequest request = new DescribeEventAggregatesRequest();
// set the aggregation field
request.setAggregateField("eventTypeCategory");

// filter more on result if needed
EventFilter filter = new EventFilter();
filter.setRegions(singleton("us-east-1"));
request.setFilter(filter);

DescribeEventAggregatesResult response =
awsHealthClient.describeEventAggregates(request);

// print event count for each eventTypeCategory

for (EventAggregate aggregate: response.getEventAggregates()) {
System.out.println("Event Category:" + aggregate.getAggregateValue());
System.out.println("Event Count:" + aggregate.getCount());

DescribeEventDetails

import com.amazonaws.services.health.model.DescribeEventDetailsRequest;
import com.amazonaws.services.health.model.DescribeEventDetailsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventDetails;

DescribeEventDetailsRequest describeEventDetailsRequest = new
DescribeEventDetailsRequest();
// set event ARN and local value
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describeEventDetailsRequest.setEventArns(singletonList("arn:aws:health:us-

east-1::event/service/eventTypeCode/eventId"));

describeEventDetailsRequest.setlLocale("en-US");

filter.setEventArns

DescribeEventDetailsResult describeEventDetailsResult =
awsHealthClient.describeEventDetails(request);

EventDetails eventDetail = describeEventDetailsResult.getSuccessfulSet().get(0);

// check event-related fields

Event event = eventDetail.getEvent();
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

// print out event description
System.out.println(eventDetail.getEventDescription().getlLatestDescription());

DescribeAffectedEntities

import com.amazonaws.services.health.model.AffectedEntity;

import com.amazonaws.services.health.model.DateTimeRange;

import com.amazonaws.services.health.model.DescribeAffectedEntitiesRequest;

import
com.amdescribeEventDetailsRequestazonaws.services.health.model.DescribeAffectedEntitiesResult;

DescribeAffectedEntitiesRequest request = new DescribeAffectedEntitiesRequest();
EntityFilter filter = new EntityFilter();

filter.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeAffectedEntitiesResult response =
awsHealthClient.describeAffectedEntities(request);

for (AffectedEntity affectedEntity: response.getEntities()) {
System.out.println(affectedEntity.getEntityValue());
System.out.println(affectedEntity.getAwsAccountId());
System.out.println(affectedEntity.getEntityArn());

DescribeEntityAggregates
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import com.amazonaws.services.health.model.DescribeEntityAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEntityAggregatesResult;
import com.amazonaws.services.health.model.EntityAggregate;

DescribeEntityAggregatesRequest request = new DescribeEntityAggregatesRequest();

request.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeEntityAggregatesResult response =
awsHealthClient.describeEntityAggregates(request);

for (EntityAggregate entityAggregate : response.getEntityAggregates()) {
System.out.println(entityAggregate.getEventArn());
System.out.println(entityAggregate.getCount());
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PR 2% AWS Health

MERZEM AWS REESEEIEF. 58 AWS BF |, BaUZHSRNERMPOMBIREE , ELRE
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AXHAHER T BMAEEA BFEARREEER AWS Health, % EERBMAERE AWS
Health AFE N L BEEHRBEE, Bt T HINMFEREM AWS BRI F B S ES = MR E AWS
Health &R,

FHE

- PR EBHRE AWS Health

- BEAM AWS Health#) Identity and Access Management
o £ PECHFELIE AWS Health

- WEHRRFTE AWS Health

- FHYSEME AWS Health

« AWS HealthH HER B LS

- PEVERERNIFIE D HT AWS Health

« AWS HealthtV Z £ RIEEHK

R EEIRE AWS Health
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ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- BERFHECRAZEZEZRE (MFA),
« £/ SSL/TLS & AWS BERBH. RMFEE TLS 1.2 WEHEMEA TLS 1.3,

. {$F SRE API MR EEEISE8E AWS CloudTrail, TNEAERI{EA CloudTrail B MHEEL AWS SEEIH
B, B2 BAWS CloudTrail  ER&ER) RHER CloudTrail B,

- EF AWS MEMARAR , UREPHWAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HWEIRE R,

o MRMEBE AWS BBHTHREIN API FEH BEE FIPS 140-3 BN R GR=EHR , FFEA FIPS
imEh. MEHER FIPS Ml FIPS iwHMNEZHEEN , B2RB B EFIRIEZE (FIPS) 140-3

B RZIBRECBUHTEREFNE T B4 U SREARBREN , HEEESIBEEANIFEH
A, PlEBEEAL. ESEESFER AWS Health SREAELA. API AWS CLISEH A AWS RS
AWS SDKs B, ZHEEEHEIBEHERANNFTHRAUTRANTAERBUEARGTERZEH AR, WRE
RUADBRRSEN URL , RFAZIEBFVERB LEZARBEFZRG URL P EBREBEA.
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AWS Health EREER

g4

EEMRLL AWS Health ERAEBRNWBERES , F2E BIEERERBEIEANHL,
LA AWS Health EEAER A RE
AWS Health X EELERIBRIBEEILR T FEL

AWS Health IAM B &
IAM AR AWS IREFREEREFITNEERE.
BB A REEAEE AWS Health

U BB BRESERAEREE. BT IAM 86  SIRREEREAG®, ELUEBML AssumeRole
= GetFederationToken % AWS STS AP| IRERIEERRESZEAER,

AWS Health XEFEARIFEAEE,
REEEAE

BRHEEACARAWS BBEFREMBREIFNER , MARETK BiF. REEXRALSRRER
B IAM BRF A | SAEHBZRBEATES. IAM EEE TR | BT REREERSERFT T,

AWS Health X8 BSHRIEER A ® AWS Organizations, FRIEEREA

& A AWSServiceRoleForHealth_Organizations, EEZEA®E
Health_OrganizationsServiceRolePolicy AWS ZEH®K, 2% AWS BE L5F AWS Health FEUAE S
RHEAM AWS IRF FIEEARREE 4,

& T LAE A EnableHealthServiceAccessForOrganization ##4E , LEREHEYRKEE AR, T
B, MREEERINEE |, BAA LM DisableHealthServiceAccessForOrganization #4E, A% |
BALLER IAM £ 4&. IAM API 5 AWS Command Line Interface () fBRA@&AWS CLI, NEFEAH
&, 528 (IAM FREER) PRERARBEEZRE,

WEFMES , FSRERFEE AWS Health S,

BHAE

LR ARREAREREREAC. LAGATRBREFNEMEREFINER , MAREZKEBFE. K
BAGEHRELN IAMIRF+ , BHXIRFA#ES. EXTIAM EESUESERAGHFT. T
1B, ER T RE S HUE AR IS AV ThRE
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AWS Health EREER

AWS Health T % & REAE.,
AWS Health & 2 8 B s &5 451

BIBTERR , IAM FAENAGTEBEILRIEH AWS Health ERHFFA. It EEER AWS
Management Console AWS CLIZ, AWS API #1171, IAM EXESXEAEEYT IAMBER , RFERE
MAGEEEERLBITHE AP EXNMET T, EEEEEV AR EE R REEZTEEELHT
B 1AM &R E A,

BETRAAERAELES JSON BERXH2Y IAM S5 RBXK |, F2H (AM EAEERE) PHNE
JSON ZE&] LB TR,

FE

- BRGEEK

- A AWS Health 3£ &

- AFERAERGMMBSHETT

- 1#HL AWS Health Dashboard 1 AWS Health API
- BIRERERBEERNRA

BREER

BrBERREHEECRFINEBASRE AR, FIEMER AWS Health B, ELBERIRES
REHN AWS IRFELEBM., ERBNSRES 2 BHBRE |, BERE T EARERSHE !

- FIEER AWS SEBRRYEBRRKEERTT - EERBRFIRTENCERAENTEER , FEH
BT R TS EREARGN AWS REBR., EATELN REMH AWS IRF, RAIEZREESR
BREREARI AWS WEFZERXR , ME-FRDH . WFEZEA , F2H IAM EAERE
PR AWS ZERRSEBBAENAWS ZEBXK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &7
UERERERG T AIUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETH IAM PR BERAFF T,

« A IAM BER PR E4GE— S REFEE - SO LUSHREFIEEBER |, UREIESEMERNEE.
flan , BB BBOR GG |, EEXBEMFEA SSL BIEFTERER. NRBBEE SEARBEE
AWS RFS |, &t o] LAGE B R4 3R 1% F E 12 EU AWS CloudFormation, INEFFMHER , 5526 1AM
FAEEETH IAM JSON BETE : Fé.

M IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE EE&4E — IAM Access Analyzer B
BHBERMBBEBEE , BERELBERER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
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AWS Health EREER

Analyzer 12 100 ZTHERRER VB ATHER , THPERELLBEANBXR., WEFHE
#A, m2E (AM E£AEERE) FHEEA IAM Access Analyzer B 78 BUR

- FESEERRT (MFA) - NMRZHRPIFE IAM EHES FHNREAE AWS tRE |, BB
MFA LIRS ReM, MEEMU API RERER MFA |, 1§ MFA (REFTEZEMER, W
EFHMEN , B2 (AM EAEIERE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.htm|# #1iEiB MFA fIZ 2 API FHL

WE IAM FREERNEEENR  F20E IAM FAEEEDN IAM 22 5EEK,

£ AWS Health =&

B ZFH AWS Health £ 8 |, BX4ARE —ERKEFFT. ELFALAAFET HMBER AWS IRF
1 AWS Health EIRIVFHEF . IREEVHSEESMEFATEREN S 7 HBEER , IEREAAK
RWER (AMEAERA.) NS , TEAREENARERE,

BTHFELERBNMATLER AWS Health 124 |, B LUEE TS AWS SEBE
AWSHealthFullAccess,

lAWSHealthFullAccessBIER R FER Y T 5EE WEEFZEUE -

- BMAREA AWS Health BB FIERE AWS RV BRIE ThaE
« AWS Health 1 & AWS Health Dashboard &

« AWS Health API 2 /EFNE XN

- BMIEERE AWS BB — o NRSHEBER

- BIREERFAVEBEN (OU)

Example : AWSHealthFullAccess

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"
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AWS Health EREER

"Resource": "*",
"Condition": {
"StringEquals": {

"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
1,
"Resource": "*"
I
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "health.amazonaws.com"
}
}
}
]
}
(® Note
B AT LAE A Health_OrganizationsServiceRolePolicy AWS ZEHE |, & AWS
Health AJLAMMBMEB P HMIRFNSEH, WFEFMER , F2REEA AWS Health#) IR ERE
Ak,
HRERW AWS CLI 5 AWS APl I %& , BAZTEAHRBEZRAHT. Rz , REAKFEFIS

BRERBNITZ APl EENBERMAL T
MEFHAEF , F2HE (AM EREER) PRIEFAIFEHSE,
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AWS Health EREER

ARFFERERAMMAE ST

LEHI S REMAEIBER , A5 IAM EAEREMMEFAERE S TNARRZEBR, WBER
BEEXEEHMEA 3 AWS CLI AWS APl IEERERET A TR LB FFT,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1)

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

b
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

7HL AWS Health Dashboard 1 AWS Health API

AWS Health Dashboard &R RFAE AWS 1RF, AWS Health API E#ERARER
Business. Enterprise On-Ramp = Enterprise Support 5T EIHRF, MEFHMET | &

i
W
i
‘sﬁ
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https://aws.amazon.com/premiumsupport/
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BEILAER IAMZVEE (FHE. BEdAR )  RERFELEREE AWS Health Dashboard
M AWS Health APl 8955,

BIBTESR | IAM & EE X FH AWS Health Dashboard 3 AWS Health API, &AL IAM BURE
EEE—FHE. CHEHESAR® K FEHAEFIIRS AWS Health WE . NEFHMENR , B2
BED (ERE. BEMAR) M IAM BEHE,

HIZEMN IAM ERECR , BUUAEEEAERAENNRR. KRR , wfIAUEALZNIRSE |, X
AR SR ENE A BERRE AWS Health EFl. WFFMEF  FSRLAELAMEANLENIRE,

(® Note

BEREFTH IAM FEHEHIIRE EFFE AWS RIEHEEMREEZ A AWS Health Dashboard
BEWMEFEE , GFETRER AWS &R IDs , #1420 Amazon EC2 #11T{H8& IDs. EC2 #4T
EBE IP thut M — AR L EA,

fFlan | IR IAM BUREE F AWS Health Dashboard #1 APl 89 AWS Health ZHUE |, BIBUGR
ERANFERERARTUEIAEERE AWS FMEEEREBNREES , BIEEAM IAM B
RTAFZEEE,

A LA E A M{E APIs ##4H AWS Health,

- {ERIRE — A LAE A DescribeEvents # DescribeEventDetails ZigERENBEIRSE AWS Health
EHHERER.

« HBIRFE — B LAE A DescribeEventsForOrganization 1 DescribeEventDetailsForOrganization
Z1RE , LIS BRAZERZIRF AWS Health WEH4EREE A,

MET A AP| RIENSEHMET , BB AWS Health APl B,

18 51 Ep 4

BA LG IAM BURHY ActiontEERES health:Describe*, EARFF1FEL AWS Health Dashboard
M AWS Health, AWS Health 1R eventTypeCode IR B4 EEURH,

PN EREE

LBUERBRIA RN €% F AWS Health Dashboard FI4Efi] Describe* AWS Health API R{EH FEUE,
m , EEBUERH IAM & 7 BAfZEL AWS Health Dashboard 1 #J AWS Management Console
WM DescribeEvents APl AWS Health #®4E,
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventsForOrganization.html
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Example : iR TFEUE

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"health:Describe*"

1,

"Resource": "*"

3]

BB FE

L BURBRIR N IE B FEL AWS Health Dashboard 1 AWS Health APl, EHF BRI IAM £/ & &%
248 AWS Health Dashboard F#J AWS Management Console , %P IL{E{ AWS Health API ##
(=

Example : E&1FH

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": [
"health:*"
1,
"Resource": "*"
1]
}
REmR
MREEER A WEBRE AWS Health , 82478 R FFFEL AWS Health #1 AWS Organizations B
£,

IAM BURH ActiontEMSLBEESTIET -

e iam:CreateServicelinkedRole
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* organizations:EnableAWSServiceAccess

* organizations:DescribeAccount

* organizations:DisableAWSServiceAccess

* organizations:ListAccounts

* organizations:ListDelegatedAdministrators

* organizations:ListParents

HE THREE APIs FTENRYIEEA , B2 (AM EAEIERE) FH AWS Health APIsHE X1 E H#Y
BfF.

® Note

ERAERARBEERFNZAER , BB 8EFE AWS Health APIs AWS Organizations.
yu%rﬁ%ﬂiﬁnﬂ 0 nﬁ £ Eﬁﬁ’imﬁﬁﬁ%«% AWS Health gﬁ:

AEFFIFEL AWS Health #8818
HWERRAX SR FYHEBRRIIEFTENFTE AWS Health #1 AWS Organizations E1#EH FEUE,

Example : fi5F AWS Health {B#&#1R17H

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
I
{

&5 B E I 60
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"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/health.amazonaws.com/
AWSServiceRoleForHealth*"
}
]
}
BB 1FEL AWS Health fERHRR

LB BRI 3B 48 7B AWS Organizations E1E , 1B RFFFEERINRF AWS Health I EI{E,
Example : 4 AWS Health {8#& 1R 17H

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"health:*"
1,

"Resource": "*"

"Effect": "Deny",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {

o5
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"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
.
{
"Effect": "Deny",
"Action": [
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
1,
"Resource": "*"
.
{
"Effect": "Deny",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/health.amazonaws.com/
AWSServiceRoleForHealth*"
}
]
}
® Note
MREBERFHUANEAELFECSE IAM BEE |, BRILUE AWS Health4$ E BUERFRIR = #
BEZBX,
BIEE R ERRBERN R

AWS Health X1 DescribeAffectedEntities Fl DescribeEventDetails AP| I&/ERY IAM &4, Ra] LAE
BERMEER R RES] AWS Health AP B2 EEAE. BHEIB/ENEH,

EEEFM , FEEH IAM BERM Condition B EHERE Resourcet®E, EBALAEAFEFEMG |, 1B
B45E AWS Health S48 ALK PR #11FHL

EREBRPIEE AWS Health B4-6F |, ATLAER T O

+ eventTypeCode

e service
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
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® fm&t

 DescribeAffectedEntities §1 DescribeEventDetails AP| i {EXEEREH/F T, Fln , &7
DR ST R R SRR 3EB 45 E AWS Health =4,

« DescribeAffectedEntitiesForOrganization 1 DescribeEventDetailsForOrganization API 4

TR EERERET.
- MFFHAEF , F2E (RBERESE) P AWS Health APIs MBAW E)E. EIRMFRE
58,

Example : HABM{EREBHRYE

L BUEBRIA R 12 F ¥ AWS Health Dashboard 1 Describe* API 4 AWS Health FEUE |, B34
FHUEE Amazon EC2 #HERV{E{T AWS Health =44,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "health:Describe*",

"Resource": "*"

},
{

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities"”,
"health:DescribeEventDetails"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"health:service": "EC2"
}
}
}
]
}
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AWS Health

ERAEER

Example : UERAERN RS

LUTHEEREMENHR , BER KA Resource t%,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"health:Describe*"

1,

"Resource": "*"

"Effect": "Deny",
"Action": [
"health:DescribeEventDetails",

"health:DescribeAffectedEntities"

1,

"Resource": "arn:aws:health:*::event/EC2/*/*"

]

Example : eventTypeCode & #

WBERBRR & FEH AWS Health Dashboard 1 Describe* API 24/ AWS Health f2EUE |, {B3E

BIFEUE{TEE eventTypeCodetHfF AWS Health BB HAWS_EC2_*,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "health:Describe*",

"Resource": "*"

},
{

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

1,
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"Resource": "*",
"Condition": {
"StringlLike": {
"health:eventTypeCode": "AWS_EC2_*"
}
}
}
]
}
/A Important

R RIFN DescribeAffectedEntities 1 DescribeEventDetails &4 , T B2 B FE AWS

Health EHHFFA , AI® R AccessDeniedException #5538, MEFEFHMEN , FSHY

AWS Health &2 MFZEETHEZ B,

¥ AWS Health B9 MERBLETHRERD
FRATHEFARLEANESERSA M IAM AWS Health B ge 82 E R REEE,
FE

s RAEREE BHITEIE AWS Health

o BAREREHIT iam:PassRole

- RERERERNENSE

- RREEE  MEAFHMAFZE AWS Health

« RBEAHF AWS IREHANABEFZIIEM AWS Health EJR

BAERBE FHITEF AWS Health

R AWS Management Console & EFEBRESRIT BIE , RAIXABMKRENEEES KRG, ZNERE

EREREERERBNEBHAL.

EEAEEAEEA AWS Health Dashboard 3 AWS Health API & /EREF AT B | &5

~AccessDeniedException#&ii,

EREBERT  ERENEESELARBREMB/AFEREFR.

RS0
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AWS Health EREER

AWS Health AP| EEHRE H¥75. Enterprise On-Ramp EEXEETEIAWS B, MBELERERE
Business. Enterprise On-Ramp = Enterprise Support 5 &I#9 1k 5 R AWS Health API , B €&E[E]
T 545556 : SubscriptionRequiredException,

REAREFZEHIT iam:PassRole

MBRKFIEE | SHEKREZEEIT iam: PassRole BIfE , BNBELEEH , ALK ACER
4 AWS Health,

Bl AWS R TRESREACEEAXES  TTRRUFNESACIRBELAE, NEY
TR , X BRERACEBEZRBHHT,

FH marymajor B IAM EAEERFEHAEE ST AWS HealthP#ITBERF | 24 T HIEEHIEEE5,
BR , BEERBRELEHBREAGE TN T. Mary REKACEEEXRENET,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WK AEEH , RAFFMHIT iam: PassRole Bk,
MREBEERGE , BHEEN AWS BEEEE, FNEESRHENEARR.
REERARNEFERSE

EEEY IAM ERAEEMESRE , SUUERRELNFNRER ID. B2 , BELIBABKRENILE
FHER, FRERTRRER  CL4ARUTNFHERY.

FHLEeIemMEND : FE S8 ID (5120 AKIAIOSFODNN7EXAMPLE) MARZEL £ 48 (450
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY), MEFERAEZRBNHE K S4E—EBERAE
HE® ID MARENESBRREBLENER, RNEENEAESBAZE—&K L2 EELNER

/A Important

B ENENSRBHEE=S , EERHBSHENZEEMFLRE D, EREHEKM , BILL
FEAKAEFZHUERN AWS 1RE,

BYFHERYE , S8RIRET , BEREEFNER D ILBEFHERAETEZ2UE. BT
HERMASELRITHRERETR X, BLERTLEENER , CLAEHMNFHESRHTEIG
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AWS E4ERIFE FER Amazon EventBridge 2 E#R A, WRAIZ ARENIIRSE AWS IEF RNHE
TRREREEAMENEREME AWS Health,
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MEFHAES , F2E (AMEAEER) PHEARKEERS S,

AWS 1y ZE B AWS Health

AWS SEBREH AWS AWS SERREYNEENBYBESEAT S EARGIRMST | LWES
A LABRRE T ARG EAE, FHEANAE,

saclE , AWS XREBRTURIAERTFRHECARFNFERRETT , HAELFAIAHAE AWS &
FER., RM2BEERERARFIEBNESFEERE , WMEE SRV,

FEESE AWS SEHRRPERNTT, R AWS EH T AWS EBRPERNGTT , IEHER
ERREZENAMEERTAS D (ERE, FENAG ) . B AWS BRI MBI API E1ET A
RER BRBE , AWS RETREMN AWS ZEHXK,

WMEFEFMER , F2E (AM E£RERERE) P AWS ZEBX,

AWS Health EET % SEBRK.,

AEN

« AWS ZEBK : AWSHealth_EventProcessorServiceRolePolicy
- AWS ZEHE : Health_OrganizationsServiceRolePolicy

- AWS ZEBUR . AWSHealthFullAccess

« AWS HealthAWS Z E BRI EH

AWS ZEHE : AWSHealth_EventProcessorServiceRolePolicy

AWS Health 8 AWSHealth_EventProcessorServiceRolePolicy AWS S &R, I EHFKERE
Z AWSServiceRoleForHealth_EventProcessor RS ER AR, WBERAHFRKGEZABRAE
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TREIME, BEEBLBERERE IAM BR., MFEFMER  F2HEH AWS Health#Y FR#E R £
1=

SEBREEETHET , AWS Health 725 £E. Amazon EventBridge #3 B LA 1T AWS =481
[ FE,

HARBER
BREDEUTHT,

« events — #IRFMBER EventBridge # 8l , W RFEFNIELLF AR B,

"Version": "2012-10-17",
"Statement": [
{

"Condition": {
"StringEquals": {"events:ManagedBy": "event-

processor.health.amazonaws.com"}

1,

"Action": [
"events:DeleteRule",
"events:RemoveTargets",
"events:PutTargets",
"events:PutRule"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"events:ListTargetsByRule",
"events:DescribeRule"

1,

"Resource": "*",

"Effect": "Allow"
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MEBKRESERBE |, 5528 AWS HealthAWS ZE B RN EH,

AWS ZEBUR : Health_OrganizationsServiceRolePolicy

AWS Health A Health_OrganizationsServiceRolePolicy AWS ZEBUR, WZEBREES
AwWSServiceRoleForHealth_Organizations REEFE AR, BRAFREKEZACEETK
B, SEELGUEBRERE IAMBR. MFEFMAER , F2EEA AWS HealthtV REEFE A S,

LBEER TR, AWS Health 7T FEUEEARBEBRIRFTER AWS Organizations F#E .
ST EEAE R
BRI EUTHA,

« organizations — iRBEA FHIRS AWS BRFE , AWS Organizations LA AT E& Organizations &8¢
EAM .

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListDelegatedAdministrators",
"organizations:DescribeOrganization",
"organizations:DescribeAccount"

1,

"Resource": "*"

MEBRBENEE , FSH AWS HealthAWS ZFEBEI FH#,

AWS ZEBE . AWSHealthFullAccess

AWS Health 8 AWSHealthFullAccess AWS SEBR, BERERTER (AMFRESAG ) &
AWS Health 5 FEE, WFFMER , F2EFEH AWS Health 2 &,
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FTAIRFAEEA

HHERBE U T,

« organizations - A ZEA AWS Health {8 HFrE RS AWS HABRRIIEE , WG EER
FHEBEN (OV)

« health - 7ZHL AWS Health API 2 4F& 41
o iam- B ELE RN AWS Health IAM B

"Version": "2012-10-17",
"Statement": [
{

"Sid": "OrganizationWriteAccess",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"

"Sid": "HealthFullAccess",

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

"Sid": "ServicelLinkAccess",
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"Effect": "Allow",

"Action": "iam:CreateServicelinkedRole",

"Resource": "*",

"Condition": {
"StringEquals": {

"iam:AWSServiceName": "health.amazonaws.com"

}

}

}
]
}
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BIMNEH. BAILERAEHRIRERBTISE AWS B, IREFMREPHEH,
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® Note

MREREAFEHAEFEN EEIRFEFHALLIHAE | X BT AWSHealthFullAccessBUE
£50, MEFMET , FSBAWS Health &9 BB EHI,

Enabling organizational view (Console)
&R BATE AWS Health T EBAMEBRER. SXEABA AWS HEBNERIRFE.
RAREBH AWS Health &R

1. 7E https : //https://health.aws.amazon.com/health/home BIRUIEHY AWS Health &E&R 4R
2. EEEBEERP  EEWEBEERET | BIFHERE,

3. ERAEAAMAERL  EERAESEE,
4

(EA) MREBZTEE AWS 88 , FIMEBMEN (OUs) , FEEEE AWS
Organizations.,

MEFHMER , 528 " AWS OrganizationsfEF E#Em 1 FH AWS Organizations AF9,

® fe&

- EERA AWS Health fEifie R  MRIRFBEARFEEERIT , TRFEELSEN
R T RETT . RATLABARA AWS Health =124 |, HEBRE , RAZTEEEHERFT
K. BREEREEH (LA ZIEINEN ) ZRZAREE 24 MEFSTE
HIREENABRED,
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- EXRAILIIAER | BB Health_OrganizationsServiceRolePolicy AWS Z&
BERAWSServiceRoleForHealth_OrganizationsWiREEEACSERAETHET
MEEIRE, MEFHMENR , BFSEMEHR AWS HealthtVfRIGERZ A,

Enabling organizational view (CLlI)

& A LAE A EnableHealthServiceAccessForOrganization AP| 2 4E 3R B R 4B B4R o

IETLAE A AWS Command Line Interface (AWS CLI) S4& B C W2 N 85 3R B AY 1L 3R 4E

® Note

« &V ZE¥EAE Business, Enterprise On-Ramp B Enterprise Support 512 g£/EAY AWS
Health API,

- BUAEAXBEIRE (SRR ) EFwE.

Example

T %5 AWS CLI s T ERENIRFERUABILINEE AWS . BUUREBIRFRRTREEELEFATZ
AENRFERALT S,

aws health enable-health-service-access-for-organization --region us-east-1

THREXBEH S EnableHealthServiceAccessForOrganization APl 324,

Python

import boto3
client = boto3.client('health')
response = client.enable_health_service_access_for_organization()

print(response)

Java
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ERAEER

SER LA T FsE £ FB AR Java 2.0 MREY AWS SDKG

import software.amazon.awssdk.services.health

import software.amazon.awssdk.services.health.

import software.amazon.awssdk.services.health.

import

software.

import

software.

import

software.

import

software.

amazon.awssdk.services.health.

amazon.awssdk.services.health.

amazon.awssdk.services.health.

amazon.awssdk.services.health.

model

model.

model.

model

.HealthClient;
HealthClientBuilder;

model.ConcurrentModificationException;

.EnableHealthServiceAccessForOrganizationReques

EnableHealthServiceAccessForOrganizationRespon

DescribeHealthServiceStatusForOrganizationRequ

.DescribeHealthServiceStatusForOrganizationResg

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;

import software.amazon.awssdk.regions.Region;

public class EnableHealthServiceAccessDemo {
public static void main(String[] args) {
HealthClient client = HealthClient.buildex()

.region(Region.US_EAST_1)
.credentialsProvider(

DefaultCredentialsProvider.builder().build()

)
.build();

try {
DescribeHealthServiceStatusForOrganizationResponse statusResponse =
client.describeHealthServiceStatusForOrganization(
DescribeHealthServiceStatusForOrganizationRequest.builder().build()

);

String status =

statusResponse.healthServiceAccessStatusForOrganization();
if ("ENABLED".equals(status)) {
System.out.println("EnableHealthServiceAccessForOrganization already

enabled!");

retuzrn;

client.enableHealthServiceAccessForOrganization(
EnableHealthServiceAccessForOrganizationRequest.builder().build()

R B AR

81



AWS Health EREER

);

System.out.println("EnableHealthServiceAccessForOrganization is in
progress");
} catch (ConcurrentModificationException cme) {
System.out.println("EnableHealthServiceAccessForOrganization is already
in progress. Wait for the action to complete before trying again.");
} catch (Exception e) {
System.out.println("EnableHealthServiceAccessForOrganization FAILED: " +

e);

MEFHMER , F2E8 EAR Java BWAWS BRBREN 2.0 FEASEE,

B ISR ILThAERS | B Health_OrganizationsServiceRolePolicy AWS Z &
KAWSServiceRoleForHealth_OrganizationsH R EEACEERETHBTHNEERIRS,

(® Note

BMALYERFRESERF , ALEE-LRBET TR, & A
DescribeHealthServiceStatusForOrganization e R ERR FHIAREE,

AR AE B ARAR

A LAE AWS Health £ ARG AWS AP EEREE4NEF BT,

FRE AWS X1 FHEIFE A LIE AWS Health AR EREBRE  BEFENEA,

@ Note

MREREBEAFEAEFNERIRFFAVLINEE , WL EH#ES AWSHealthFullAccessBUIRSF
AR, WMFRFMER , FSBAWS Health 5 5 B BRE S,

Viewing organizational view events (Console)

BB BRRE , AWS Health B R BB P FIEIRFVEFERESH,
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AWS Health ERERER
EIRFIMALAEBE , AWS Health € BBISIRF B ABMA. ERFHFASHERE %
IRENEATEBLEIERRES, B2, RANSHNATE , ENATUAERAELEHR
% 90 X,

AWS R EESIRFEMNEMABNRE , SREHRFHBERER 90 X, £ 90 RABEERE , &
AWS K X M BRIk F B9 TR BUR B #

- FEREBEFEREIR 90 X , B NUHEFEE, £WAILUE BT B1FE EventBridge R Al E
£/ , BEEFEFRE S3 RETET,

- REAWS REBKRER , ELREMFRMCRHRMAAIRSR , S8IRFER AWS EiRSREEE
8, WEREZIKRFHRBEBERER,

- MEFHMEF , F2EERAKRE

/A Important
#H AWS GovCloud (US) BIiHFHIEF :

- EFERIRFR , BABOIRFER , ARMER. EEMAMAIKRFR SR BFIELHE
PR

@® Note
ISR L IhRERF | AWS Health £#8A AJ BAEAWS Health &R AR - RIGEERERERB
L7 RKRNLEEH, EELNHEALIIFEBEREHEBTPIRSE, AWS Health ERRFPH
=4 - RISEEREEIREREN AWS R ES T AMHNAREA,

B AL T EE PR ASBREES
B RN R S =R

R LME ARSI EERSIRBRBR TS E R AWS ERBHES | Sl AWS MR
% MNBE  URFEBEEBH EF,

mREBRRENH

1. 7E https : //https://health.aws.amazon.com/health/home BIEIERY AWS Health & &4,
2. ZESEERY  EENESEFERET  EERBARIENERE  UIRERIERENEH,
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3. EEEH. EFHHEEARSIERL B IREE4N TSIHEEBER

- BHE8

+ Status
 [EIE/AH R
- ZTHENIRF
- FREE

o« TR

- $5l

- #R

HENSE

ERASESERSIEBRRRAIESHECEBNINSENG. EEEHTUNEE RBNIEHER
B,

HEA

ERABRAZRSIRERABE Lt RPURIEEBNAEEBNNGES 4. ENRIFESHN, H
MBRWLR, REBINZLRRE.
EHBFE

A LRSS BRRSIEB R AWS Health FEERENSH, ERMERERNTAELNE
RANRIINBERSIRR , EE4AFRITRTSENNERRNEREMHEER , SINEHE
Bl REMFHRRE,

EEMHERRIERTRREBRRES

1. ¥ https : //https://health.aws.amazon.com/health/home BIRUZREY AWS Health &R 4R.
2. EEBEERNEBERERRET K RESHAF.
3. HEEHART , BEESHEB., EULRBETIEESHNER

- BHER

+ Status

- EE/TA R
. BHBWIRS
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- FIREE
.« FEREFE
- 5
- R

Viewing affected accounts and resources (Console)

HEEBEERET  SUURKESTSZIEHNTEBERZENIRS, Hl0, R Amazon
Elastic Compute Cloud (Amazon EC2) #{T{ERRM#EZBEN R AESEH4 |, RIES+F ESF Amazon EC2
BT EBNIRFEHREFAEARSIESED, BUUBINBEER , ARBIBRFHEEE.

BRI FENIRFNER

1. ¥E https : //https://health.aws.amazon.com/health/home BIRUREY AWS Health &R 4R,
2. EESEERNEMEMERET  BEEP—ERIER.

3. EEFERZFERFENEH.

4, EEZIZENKRFRSIER,

5. EERTIRFHFHEAUBRBIRFNTIER !

- ¥EF ID
. EFET
. XEETHH
. EEE (OU)
6. EBINES MBI HEBNER.
7. MBA 10 ELLNER  FREREHADRURE,
8. BEMULBEBHNIES D ETEHE , BRTF5IBKE -
a ESHENESRIEEL  REFHEREE  REES D, ARBARS D, B
R A8 A—(BIRS ID.
b. EEEM. LHANESEETEEES,

Viewing organizational view events (CLI)

B LLIhEEE , & AWS Health BIRRESFEEBHIRFNEH, ERFMAZIBEBE , AWS
Health & B Ehi$ 1R 5 #7318 EHEMBMIR,
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@® Note
AWS Health FEERUABEBRIR B , TRRKMEBPBENEL,

EIRFRRCHERR  RFNFSEHTEFRKIEBRET, BER , RENEHNAEE ,
BMATUEHELEHRS 90 Ko

AWS R EESIRFEMNEMABNRE , SRERFHBERER 90 X, £ 90 RABEERE , &
AWS K X M BR iR = B9 FT B BUR B #

- EERBMHBEEEEB 0 X, BAUUNERE. LU TS ETEELR EventBridge B AR E
R, EEBERFRIE S3 fFTEt,

- AEAWS REBFER , ELEFHRCHARANIRFR | SIRFEH AWS I5RARKEE
B, YEEXIRFHRBEHEEH,

- WEFMET , FSREEEIKRE

/A Important
#HH AWS GovCloud (US) BifiHHIEF :

- EEERIRFR , BAROIRFER , ARMER. EEMAMIRFR SR BFIELHE
PR

AT L E A AWS Health AP| 2 ER B HBIRE @ B4,
Example : #EiREMBRRE4
T% AWS CLI s P EEEHBBH AWS 1R FEHEEMREBE4H,

aws health describe-events-for-organization --region us-east-1

FREB®RE

MRS EREBEBNSEH , B IREERFERALIIGE , LI UER
DisableHealthServiceAccessForOrganization AP| RVEXRE F R Em 1R

ERAERIR 86


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html

AWS Health EREER

Disabling organizational view events (Console)

AWS Health 5 It REEBT A EMIRFNSEHN. SUNRERBSEBIH LSS , BRI

FRERRER

1. 7E https : //https://health.aws.amazon.com/health/nome BIRKEHY AWS Health &R 4R,
2. EEEERYT  EEWEBEFERET | EFHEE,
3. ERAEEMEEEL  EEFERAEEME.

EARALLINEER , AWS Health TEBERMEEABTINEHS. T8 , A EEACERETEERIR
B | BEEZEIB AWS Identity and Access Management (IAM) £33 4. 1AM API 5 AWS
Command Line Interface () A EMIBr & LLAWS CLI, MEFMER , F2E "IAM FHEERE,
HRBRIREEZE A,

Disabling organizational view events (CLI)

Example

T35 AWS CLI sh T EREENIRF &AL Ih e,

aws health disable-health-service-access-for-organization --region us-east-1

@ Note

&t Al LAE A Organizations DisableAWSServiceAccess AP| 243 {= iR ThAE, LY
LRER , & AWS Health FLEEEABPMERMIRFWRESH, MREFWEBBRR
#9 AWS Health APl #4F , & AWS Health FE$E3R. AWS Health SREREE AWS Ik
FHEEMREEH,

ZRALINEER , AWS Health T EB{tABEAEH, TL HE?%L:%E@ EEREEEERFETP,
I8 B #85%i8 AWS Identity and Access Management (IAM) 32 &, IAM APl = A& EMIBR A 1E AWS
CLl, IMFEFHMER , F2H (AM EAEER) EFE’JHH*JI‘?HE?%JE‘F@@

= B BARIR 87


https://health.aws.amazon.com/health/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/organizations/latest/APIReference/API_DisableAWSServiceAccess.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

AWS Health EREER

BEEABNEREESWE

5/ B AWS Health , AR HEREE S INEE AWS Organizations , AFFEEIRF LIRS
FEAWS Health &R ERiEIB AWS Health APl AR ERET A N MREE AWS Health B4, ZEiRM
EEEMREATEERKEMEYE  TRENEEZEESNEEREBES. BSTRKETEREEER
BLUAH AWS Z2 BREEK,

&
- RENEBRREMEREES
- RIEBRETBREREES

AENEBRAEMEREERS

ATLWEABRAESRAR K LEZTUSEARTHNEERERFEMAZREERE, EEZERN , &
04 RegisterDelegatedAdministrator API #4E, SEEMREIRF® , IS EEREERS , B AL
# AWS Health ERARFE AWS Health #Ef#1R. MRIIRFEEE. EERESREEXEE , A
REE S LUER AWS Health APl FH AWS Health B #&#1R.

EERIUEZREES , BRABHHEEIRS W folowing AWS Command Line Interface (AWS CLI)
WH. BRI BEERFRUEAREESFIE AWS Identity and Access Management 3 7] & & 1Y
WREFEALGS. ETHEHGTD , & ACCOUNT_ID R ALEEMHUAERS ID , LKk AWS

Health BR#& = 88 "health.amazonaws.com",

aws organizations register-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com

EMEREES®  ATNEEHEEBEBIRS A AWS Health EtF, BTLURRIBE 00 X5
EAMRIA R ERBAMRBL S | UBHE AR, HIE  RASREEEDERERSE
F . BRSBE-DHETHEER.

BB RTBEREREES

EEBREBREEENFEE , 5EM DeregisterDelegatedAdministrator API 4,

RIEBOEEIRSE S , I T5 AWS CLI 55, UBREERFMAEREERE, E NV EHGT
i, # ACCOUNT_ID MR AZREBRIKEIRFE 1D,
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aws organizations deregister-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com
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AWS Health £/ Amazon EventBridge & HESIZRE#

&T LAE A Amazon EventBridge 3188 F1[E € AWS Health B4, A% , RBEEIWRA  ESH
HEEERAUPIEEWNER , EventBridge €A —RZE B Z81E, RBEHEE , BUUENEYS
B, MBHEMSEYH, EEEH, FESESERFTHMEE, Hln , MREMN hE AWS 1RF 5

EEH AWS BWEIR , Hl Amazon Elastic Compute Cloud (Amazon EC2) #{T{E 8 , EaILAEA K
AWS Health #E W E FE 4B A,

@ f&&

* AWS Health @8 I X EH. EHF—EREFE XN E EventBridge.

o BB WET EventBridge R A RgEREW WIBA AWS 1RFE ., BHEERE AEMIRFNA
=4 AWS Organizations , B2 BEAEBRBRENZ REE S FIESEE AWS Health =
#.

BT LALTE AWS Health T/EFRTEH &2 EventBridge WZ BB ZEE | IF -

« AWS Lambda K&

« Amazon Kinesis Data Streams

« Amazon Simple Queue Service (Amazon SQS) 175

- REBE (fl CloudWatch BREIE )

« Amazon Simple Notification Service (Amazon SNS) F &

flan | WAILAER Lambda BRE , £ AWS Health EH R4 RSB AEEZ Slack 38, HE , &7
LAEF Lambda 1 EventBridge , 7 AWS Health 484 K5i%EiB Amazon SNS &% BEI X F = EFA
‘A,

MFEE LA EIFE AWS Health EHMEBIY M BEBLAN BFTIRESE S , 52 GitHub FHIAWS
Health T&,

&

- BIKE AWS [EiF #ER/ EventBridge R Al

- BEEP MRPBEMNBEEH AWS Health

- REBBEZHGIUSEH AWS SHERIFEE
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« ¥R EventBridge £H AWS Health B4 2 E/EE

- ERESSENEREESFIUEREE AWS Health B4

 #§ AWS Health S4B FE AL JIRA F ServiceNow &

« EXJE EventBridge H B SMEX HEHHBEE AWS Health

- EHIXRERRENPERE Amazon Q Developer , LUEX hEHHEH AWS Health

- £ EC2 #4TERR L BBFTIRME , UEIE FHEH AWS Health

« 8% . AWS Health E4 Amazon EventBridge f&# iR

BIEE AWS B #E /Y EventBridge # 8l

BABEBEEIN AWS Health EHH S EEIZE EventBridge R Al, MREKREBIFA , AIFSUWRE
EH, flm, EEZRREXEAD (RPIM ) BEENES , EXEANEFEIRAL

EiRESTREBRANRAY , sELCNETERUZIFBSHRER | REN THEREHREREIND
BEHE. WOBEH AWS Health 2RKEXEZFENEANFBEORE. WFEFHES  F2HEER
AWS Health I ABE4, HREE AWS SEEFHNABEE , BUUREXBEAET ( REE ) &
HRAGSED , DEERESH  IEENIERARIFERENTE, XBES (RYKM ) B
BiEPEREXERE (#TEEIER) B,

fign | MREEZEN (EZWRE ) BEYNENS  BXESEREEER , Bl AWS Health B &1
ZEHAXNEXEAL (RYPM ) EE. EE , (B EventBridge RAUSHEHEEELIEENE
B, FERVROKAA  FERTIRERF , 3E EventBridge # I LAEE P EH4HYEH AWS Healtht
ERAXERL (RHF) EF.

FHL AWS Health B4 A ERFSE. IIRFERBNEHRBRASEENH., ELBIESR AWS Identity and
Access Management (IAM) XM EH, EEERSEHESG K BUEAFTEZEEFEIXERT (#S
EmitE ) BEMKRE , URAECESELIEZEAS (RHHM ) EBEHHRKREL,

EEE iR IEE 4 AWS GovCloud (US) , #R44ZE1E AWS GovCloud ( ZEIFES ) BEFRIH
Al,

B MRFEENLBEH AWS Health
YT EventBridge R BIRES BHE AWS Health , RAIGFREMIRSHENSHALEEH |

- IRFEESHERXEENIRFNER , fl0 B4 , HFE Amazon EC2 HIiTEBHMHERES
HHBEEH.
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« NFAEHEHBEEAWS Health EFRR - BRBEFERE, XLBEEHAFEEERN AWS 1kF | SRR
BRATAENLBET.

/A Important

EEBEWEMESHER | ENRBSEFEH "source": [ "aws.health"]E. BAF
gt , i "source": [ "aws.health*" ] FFSEEIFMNE4NER,

MRIEBH B NEEHS AWS EiF , RFIREBEEIAIBHERN. WAEEH AWS Health 2 E FEIX
EZEENESNERES. BEREH eventARN F communicationld ZREUH E# AWS Health =
#  RAEEEHHREEZHEOESE AWS Health WEAEMS , €/REF—3.

BT LAE A eventScopeCode 28 , 1 EventBridge BRI EH A LA ERIRFZE, SHTLE
PUBLICHE ACCOUNT_SPECIFIC, &t A IS8 FERER A,

#i45] : Amazon Elastic Compute Cloud /A EE 4

THEHBEREBRE (#MFREIER ) EEHF Amazon EC2 HYRERE,

"version": "Q",

"id": "fd9d4512-1eb0-50f6-0491-d016ae56aef0@",

"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-02-15T10:07:10Z",

"region": "us-east-1",

"resources": [],

"detail": {
"eventArn": "arn:aws:health:us-east-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE",
"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "PUBLIC",
"communicationId": "@1b0993207d81a@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Wed, 15 Feb 2023 22:07:07 GMT",
"lastUpdatedTime": "Wed, 15 Feb 2023 22:07:07 GMT",
"statusCode": "open",
"eventRegion": "us-east-1",
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"eventDescription": [{
"latestDescription": "We are investigating increased API Error rates and
Latencies for Amazon Elastic Compute Cloud in the US-EAST-1 Region.",
"language": "en_US"
1,
"page": "1",
"totalPages": "1",
"affectedAccount": "123456789012"

REBRBEFHOUER AWS SHERIR @ E

MREER RE AWS WEAHERIFEE  AIXBERFRR
#EAWSServiceRoleForHealth EventProcessorfRiGE#E A€,

A E{EFevent-processor.health.amazonaws. comfRE E BB EZ AR, BEEIHAE
EAWSHealth_EventProcessorServiceRolePolicy AWS ZEH X, WBEREIHAGTHIT
WIEFE , a0 AWS RS AEFEILEM

RE  HAGSHEENIIREDEI Amazon EventBridge S E#Al, RAEA
AWSHealthEventProcessor-DO-NOT-DELETE, LtEBIRE IRFHSEEBELE |
EventBridge FJ AAG & RiREEE E A REHIIR P EEE AWS Health,

HHEAE A
EER—STH, FOWTHEE:

- £/ AWS HealthH IR ERAE
« AWS ZE K : AWSHealth_EventProcessorServiceRolePolicy

18 EventBridge £#Y AWS Health S92 EFE

AWS Health & AWS Health resources®l HEEaffectedEntitiesEHFAE K/NEIB
EventBridge #9 256KB FAE K/NRHIF , XBEEH4SHE

AWS Health @ A EHMFTE resourcesH detail.affectedEntities #{z. WMRIF
BEM resourcesH detail.affectedEntities{EfBiB 256KB , Bl E#E/ERESH AWS
Health 2 E| A% {EEMHE , 3 7E EventBridge FA4ELEHEZMAMEAALE.,. SEAEEFSHRZHERHN
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eventARNF] communicationId{® , LGB EWEIFAE Efldetail . affectedEntities 2 B EH
4 resources™ WEE,

ELEENTETAESERTHXENAL | §lW , & EventBridge R ERZEFHHRMKREAETE
AHEEE, EEAETEENNEFEFTLA detail . page WMAIFEENZEY  LERES—H  ES
HBRRZEEERINTIHLERL,

EERERG | BMFERE 1 B , S8 communicationld #&& communicationld 2 £ EFIEEH
5, M1 detail.page® detail.totalPagesiRBA AWS Health EHHN BRI EBMNEER, 5@
PEAEHITENEFEMERE , 1B detail.affectedEntitiess KEER/resources, ELEF
BN EKREFMEERRER, SFENERNEREHEEIEF &R,

FHREASRANZSREESFEHEEE AWS Health B4

AWS Health X% Amazon EventBridge L2 # AWS Health E4MABBRRINEZ REE B FEE,
£ PEMBBRER AWS Health , EEIRFHEMREE BIRS AWS Health €1 HEBRNFTER
FEWEHE—HE AWS Organizations.

LIhaE EEREEPXRE , LB EEEEEME AWS Health Etf, EEEIIRFPREABREN
EventBridge # Bl T &= AiEM+H H MRS K EventBridge R 8,

NFEE LRAEBRANEREES FRENFFMAET AWS Health , FF2RER AWS Health =4,

# AWS Health E4EEEFBHE JIRA M ServiceNow &

BAI LA EES AWS Health E4FEE JIRA H ServiceNow , SUZRIREMIRF BN, EEHEENEE | L
R Service Management Connector (SMC) BEIE;E{EREE 4, B BAH SMC AWS Health 1L
£ &R EventBridge EiAMEEMREEH , BEENL. MEMEH JIRA EFEF ServiceNow EH#,

WA LEAEBRRENEREEEFEUE |, £ JIRA M ServiceNow AR EEZEEBNEERES
#, IHEERAEEES AWS Health B BB TERES,

WEMF A SMC #1T ServiceNow BEWFFMERN , 2B ServiceNow AWS Health FHVES

MEAFEA SMC #4T JIRA Management Cloud B& M FMER , 528 AWS Health JIRA 1

iXE EventBridge R AILAEE FEARBE X AWS Health

AT LA Y EventBridge #88 , LAEUSHR S & AWS Health E4MEH., B WE4HRAZH AWS
Health , FE#1T T 5IE)1E
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AWS Health

ERAEER

« B3 Eventbridge FMVEH. RAIMBER. WEFMEENR , 528 (Amazon EventBridge £ #&
EF) PR EER Amazon EventBridge ? M EventBridge — JEMtFIEIFE AWS ERHE T,

EventBridge
- BYERSEHRAPEAN—RNZEER.

A 31 EventBridge # Bl AWS Health

-_—

© © N o o bk~ 0D

N
o

11.

12.

BI{E https://console.aws.amazon.com/events/ BARX Amazon EventBridge £ &

HEEE AWS Bl , FEAEEA AN ESEER., BEELEER AWS Health EHHEH.
ESEEHKRD , EBEHRL,

BEEIRAL

£ Define rule detail (E&ABIFMER) EEF , I AR A2 BANER,

R E Event bus (BHERBE) M Rule type (RAIFER) WHEERME , RERE Next (T—F),
FEESHEXEEL , stEHSEHRR , BEAWS E4F EventBridge S1ERBHEH.
EEHEXT |, sStEHEHRR |, 2EFE AWS R

EEHENT , B8R AWS IRIE | BIEEFEARE,

. STHEARE  BETIEG—ERE,

BEEFEREERASH - & AWS Health SHERZBAbuseP EFFANBHEMLRAL
BEEERESH - ARESHEURE AWS iR% , 6120 Amazon EC2,

B UBBEARBEREE (&) RiE. WREBERFSERE , FBETIHFP —{EiRE .
BEEME4ERER  LEVEARMESHERERNR A,
BERSESHRRER  ARRBFEDEEE , fIWRBEE, RF B scheduledChange

(ScheduleChange). accountNotification scheduledChange

® Tip
- PEERBERKENAE AWS Health B4 , BB EEETMSHERENNEME
Fo B M FERIEH 3R A B 1 1848 E IR AV £ ] AWS Health B4 |, SIEEMHOEHE
BREE. mELEHIHRA , FSBE Amazon EC2 E44,
o WALENRARERZEREREHEHER, EEERM , EXAFHEHRIN
BEHER, NEFAER  F2EAZEARENERNZEIRA,

MRGERRBENRBENEAEEER , FASHRERRERET I —ERE,

5% TE EventBridge iR Al LMEIX EHAVEH
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AWS Health EREER

13.

14.
15.
16.

17.
18.

19.
20.

BETASHEEARE  LELERARTESHEEABHNRAL

BESEEHENESRE (&) ARV BEFEZE-—IZEE. ESEMEBEANS
EEHERKREBRELE, Hlin , NREEZE AWS_EC2_INSTANCE_STOP_SCHEDULED#!
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED , BlIZWRBIRSEIRF PR EELSH
BEA,

AEZENERZZFT I H S —@ERE,
- EBERMERUERYEREMBERNAL,

- EEESTER, ABWA—RNZEERIDs, Hln , BALIEE Amazon EC2 #i1T{EEE ID
54N i -EXAMPLEalb2c3de4 , \ESIRESE N ERNEH,

BEENRARE , FEFSENEHERER.
EE Next (-F_ﬁ)o

EIZHB 12 (Select target) EH L | BEZANRAUZIHWEEER K AERREZXEEMENENM
HibiE1E, fla , B2 EHERIEEIEZZE Amazon SQS 7513 Amazon SNS &,

iZ1ZE Next (T—%).
(ER) £ RESBHEE , METAER , ARBET -5,

J¥Z : EventBridge H#Y aws.health 2R B si A2 EIXER,
ERRYEVEEL , #RENRAURE K ITREHFEENEHERER,
EBEEISA

Example : FiE Amazon EC2 E4#YR Al

THEHFEIRA , = EventBridge Es42PTE Amazon EC2 £ , BREEAERER]. SHRBH
&R

£%%E EventBridge 1R Rl A S H B 96
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ERAEER

Event pattern info

AWS service

The name of the AWS service as the event source
Health
Event type

The type of events as the source of the matching
pattern

Specific Health events

[@ Event pattern form @ Custom patterns (JSON editor)

(@) This builder helps to build an event
pattern to get events from AWS
Health regarding health status of
other AWS services.

Any service

© Specific service(s)
EC2

(o] Any event type category
Specific event type category(s)

© Any resource

Specific resourcel(s)

Event pattern
Event pattern, or filter to match the events

1{
2 "Source ["aws .health"],
"detail-type"”: ["AWS Health Event"],
4 "detail™: {
"service": ["EC2"]
6}
il

[# Edit pattern

Copy

Example

: 4% Amazon EC2 4 HIR Al

THlgEfleEIHF A, F EventBridge E5#E T %1 B

« Amazon EC2 fR#&
+ scheduledChange B4 &R 5|

« AWS_EC2_INSTANCE_TERMINATION_SCHEDULED 1 MEH4BANREE
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED

- BEF ID WE{T{EEE i-EXAMPLEalb2c3des

5% TE EventBridge iR Al LMEIX EHAVEH
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AWS service

The name of the AWS service as the event source
Health v
Event type

The type of events as the source of the matching
pattern

Specific Health events v

(@) This builder helps to build an event
pattern to get events from AWS
Health regarding health status of
other AWS services.

Any service
© Specific service(s)

EC2 v

Any event type category
© Specific event type category(s)

scheduledChange v

Any event type code
© Specific event type code(s)

HEDULED

AWS_EC2_INSTANCE_TERMINATION_SC X ‘

AWS_EC2_INSTANCE_RETIREMENT_SCH X
EDULED

Any resource

(o] Specific resource(s)

-EXAMPLEa1b2c3ded

2 {18 AR %5 A1 58 71 22 31 7R A

t—ERFPHEFRAMNMAAE - RENSAEEERNEIRE, SETUAAZERBENE4EEE
BRBMHRA, ERTETHTEASREERNRBNENZLEBNRA, EEERM , BLARES
HERX  RERFBBOALE,
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SERBAMER T H H A —fEE T,

A IRE R B8 R A E R

1. 7E EventBridge F#EAMNANEE L , BEERAERE,

2. ®EARLA ,EE Edit (RE).

3. EE Next(T—%),

4. SHHEHERN  BEFREEX  AREXFRUPBALNEE,
5. BET—S , BEREZERENEFEE.

6. BREFHRAUREENEE,

AR 5T 18 AR5 A0 48 B

1. FEEfE PHREFEE EventBridge # AISMEE REHAEH AWS Health #1758 9.
2. S#HEHEN  BEFEEX K MARNBETEREE - RERE.

3. EXFHMNUTBMALNEE, FSREUTHIEXFREILBCHEHERNMESR,
4

BREASHEHER K RBERE D EHEATEFLE EventBridge 17 BILUEX HEHRYEH AWS
Health 2R 3 BRI 38 Bl

£/ APl = AWS Command Line Interface (AWS CLI)

HRAMNWHIREWRE , A PutRule API RES aws events put-rule@m SREFHEHER,
WMEEH AWS CLI i5 s , 7F2 B AWS CLI e T 8E ) put-rule,

Example &1/ : ZERFEMNSHEEER

THEHERNSELRAA , UER=8 AWS R# 2 issue, accountNotification#
scheduledChangeE#EAERIMNEH - Amazon EC2, Amazon EC2 Auto Scaling # Amazon
VPC,

{
"detail": {
"eventTypeCategory": [
"issue",
"accountNotification",
"scheduledChange"
1,

"service": [
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AWS Health EREER

"AUTOSCALING",
"VPC",
"EC2"
]
},
"detail-type": [
"AWS Health Event"
1,

"source": [
"aws.health"

EHXREREXFERE Amazon Q Developer , LAMEIX HEHE
H AWS Health

B VB EE X A B ik U AWS Health =4 |, #l30 Slack #1 Amazon Chime, #&7]
EREHRER TR EERAER AWS MERRBHNREH AWS RISREE, RE ,

B LB ABAWS Health ERIR , AE—F THREH. fl0, WREEZER AWS IRF
FAWS_EC2_INSTANCE_STOP_SCHEDULEDHYSE#HEHE | H| AWS Health EH AT U EZHBREEHN
Slack $8i&,

TERMRAF
BItAZ B, BBABMTIIER

- EIREREXPER Amazon Q Developer FRENBI XA Fim, BALAFRE Amazon Chime
Slack. MEHMENA , F2H (WXEAEXEEEIER) P Amazon Q BZEAEHXERER
Y Amazon Q B AB A,

o BRI FETBIMN Amazon SNS £, MREEHE SNS =& , BUUFERABRENEE, NEFHEE
A, 528 (Amazon Simple Notification Service BiZ A B3E®8) F# Amazon SNS AF9,

EHXEREXF A Amazon Q Developer #1X AWS Health B4
1. KBPNREFFRE EventBridge 57 A LUEIE FEHHIEE AWS Health#1THER 13,

a. EBLRERSB1ISHHEHERRER 6 FHERFTEEENRR 1T, XFIBUTTUR
2B AWS Health B4 BRI \EE’JHW?EEH B, 2/ %18 EventBridge LA AWS Health
EHSBEFE,

EWRERRR P RE Amazon Q Developer SUEEE /B A 100


https://health.aws.amazon.com/health/home
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"detail.page": ["1"]

b. BRESR 14 PEEBER , FEEOSNS TH, LR ENXREAERXEEEM Amazon Q
FRE A S ERAMEA SNS £,

c. TRHEBRERUEIURAL

ENREARXEEEFEESE Amazon Q FHEAS,
BELZNI KA FiG , fI0EH Slack SHEER , RAERBIEFE.
FEA-ZRERYD , SHEETERELES R 1 FIEENMEE SNS £E,
i#Z Save (fE1F).

o & w0 N

& AWS Health #$E4EE 3 FAEHF AN EventBridge B |, % AWS Health B4 H B £ S
KAFHH,

6. BIZEEHERE , BITE AWS Health EXRRPEEFMEA.
Example : AWS Health E4&% % Slack

LTRERRI (#FEEILED ) EZH+H Amazon EC2 H Amazon Simple Storage Service (Amazon
S3) MIEEHHIEH] , IEL AWS Health B4 H IR Slack SEEF,
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AWS APP 11:46 aM
ﬁ’ AWS Health Event | us-east-1 | Account: 123456782012 | open
Event type code: AWS_ECZ_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED

ECZ has detected degradation of the underlying hardware hosting your Amazon EC2
instance associated with this event in the us-east-1 region. Due to this degradation
your instance could already be unreachable. We will stop your instance after
2021-03-19 18:36:40 PST. Please take appropriate action before this time.\\n\\nYou
can find more information about retirement events scheduled for your EC2 instances in
the AWS Management Console https:/console.aws.amazon.com/ec2/v2
/home?region=us-east-1#Events\\n\\n" What will happen to my instance?\\\nYour
instance will be stopped after the specified retirement date. You can start it agai...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

AWS APP 17:08 PM
! AWS Health Event | us-east-1 | Account: 123456789012 | open
Event type code: AWS_53_OPEN_ACCESS_BUCKET_NOTIFICATION

We are writing to notify you that you may have exposed your 53 bucket/s to a larger
audience than you intended. AWS recommends that you review your bucket
permissions and ACLs to determine whether the access is appropriate. 53 bucket
permissions should never contain \\\"Principal\\\":\\\"*\\\" unless you intend to grant
public access to your data. Additionally, 53 bucket ACLs should be appropriately
scoped to prevent unintended access to \\\"Authenticated Users\\\" or
WA"Everyone\\\" unless your use case requires it.\\n\\nThe list of buckets with this
configuration is associated with this event.\\n\\nThe following links provide an overv...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

£ EC2 #1T{ERE L B BHITIRMF , LAEE FHISH AWS Health

BRI LB BV B FE Amazon EC2 #{TERBEREEHMNEIME, B AWS Health S E4EIZE AWS EH
RSB | 889 EventBridge R AIEE T LA B4Z |, #li0 AWS Systems Manager B B){t XX , A%
RIEBBRITEE,

f5lan , EHEFE Amazon EC2 Elastic Block Store (Amazon EBS) # %
EC2 #11T {8/ Amazon EC2 HUTEBRAAEFE , AWS Health &

£ EC2 HiTEE L BB TRENEESH 102
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#SAWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULEDZE4¥EA{EIX FHEM AWS Health
BRR,. EANKRAENEINEHERE  SULEBEFELENREHTEE, mtk—K , ERTFLFH
HITIE LB E,

® Note
= E BBt Amazon EC2 #i1TEBRMENE , 11TER X AR Systems Manager B,

WMEHMET , 5520 (Amazon EC2 FEAEIER) HH# A EventBridge B &1 Amazon EC2,
Amazon EC2

FORIRH

&L 7E3 I AWS Identity and Access Management (IAM) BUR, 23 IAM A€ | UREFARNEME
BER , FeeBiuRA,

B3 IAM BUE

BERLER  ACNACRIYEFEEBER, WBREHAGKREHNTHENGST., KEFE
IAM £ & A JSON BEimERS,

B IAM BUR

1. & A AWS Management Console , I¢7E https : //https://console.aws.amazon.com/iam/ BRX IAM
FEAE,

ESEERD , BEEBX.

i#IZ Create policy (B3I BUR).

FHIEFE JSON Z#,

BEHT 5| JSON , AEEmE\ERTHLTEER JSON,

o b~ 0N

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
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"ec2:DescribeInstanceStatus"

1,

"Resource": [

i n

]
.
{

"Effect": "Allow",
"Action": [
"ssm:*"

1,
"Resource": [
" n
]
},
{

"Effect": "Allow",
"Action": [
"sns:Publish"

15
"Resource": [
"arn:aws:sns:*:*:Automation*"

"Effect": "Allow",
"Action": [
"iam:PassRole"

1,
"Resource": "arn:aws:iam::123456789012:role/AutomationEVRole"

a. 1 Resource 28 | ¥ Amazon Resource Name (ARN) , @i A AWS ZHIRE 1D,
b. ZBUALERRKAGEBAFEATERE. WEHIFER AutomationEVRole,

BET—F . B,

(ZA )1@7@%*“%#%%&“@% 1 A E R EBUR,

BET-F : &,

ERFABREEEL , @MARRE , W AutomationEVRolePolicy iR IER

0. MERMEREUNERTBRRAINT. NIREHBRBIFE ,nﬁggﬁiﬁ%o

—‘©P°.\‘.°>
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AWS Health ERERER
LBRRERAGUURNNEE, ERFEEA , F2R (AM EAERER) PRET IAM BUE (2
ﬁzo

B IAM BB

BYBKRz#E , XHEY IAM A6 |, YEBERERIZAE,

A AWS RBEVAE

1. & A AWS Management Console , (7 https : //https://console.aws.amazon.com/iam/ BERX IAM
FEA,

2. EEEERT , EZEEAG  AREEEVAE,

3. ¥ Select type of trusted entity GEEVSERERIER) , 1#EF AWS service ( BRTE).

4. SHEEEAF BEILACHIRERERE EC2,

5. BET-—F: #.,

6. HABEIKNBERBR , §lf0 AutomationEVRolePolicy , REBZEHEENWE B,

7. EBET-F . ER,

8. (BA) BNFEARBEASREY K BPREENFEZEASG,

9. EET—F . mE.

10. $#HHABEME , WA AutomationEVRole, WWEBAEREEIN 2 IAM BEK ARN HHEBEHN A

HBHEE.
11. ((#H) 7£ Role description (A &RA) B , WAAEKNERHA,
12. REAE K AREEFERIAG,

WEFMEES , F2HE (AM EREERE) T8 AWS RBEVAE,
EREEERE

K%, BUNEMREYACNEERK, BLRATHIERF , TEE7E EventBridge A REILA
&

EMAGNEERX

1. & A AWS Management Console , (7 https : //https://console.aws.amazon.com/iam/ BEREX IAM
FEA,

2. HEEEHKD BEAE,
3. EAWSIRFHWABSESD  BELBIUNACERE , M AutomationEVRole,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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AWS Health EREER

4. EFF Trust Relationships (fEERIR) BH , AEIEIF Edit Trust Relationship ({fREFETEIR).
5. SHEBURMH , BRT5I JSON, BRFEERBER , WiERM JSON BEIHVE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": [
"ssm.amazonaws.com",
"events.amazonaws.com"

]

.
"Action": "sts:AssumeRole"
}
]
}

6. J&{E Update Trust Policy (B {EEBE).

MEFMEF , F2H (AMFAEER) PREREBEEEEE (E2E8).
#2131 EventBridge HI#7 Al

IR ILFEF1E EventBridge TR EPEVRR , SMELAILL B BF LB HERZ AR EC2 #1T{E
8

B EAR Systems Manager B El{t B1#E#Y EventBridge # I

1. 1&Fh https://console.aws.amazon.com/events/ B Amazon EventBridge £ &,
2. HEEEHIRM Events (BFH) T , 1#$E Rules (3R A),

3. EEVHRAEEL  @mARINEBNER,
4

£ Define pattern (E&#E ) T , i#F Event pattern (B4 E) , R%EIEZZE Pre-defined pattern
by service (K [RETALEERER),

S ARIEHIERT | 12 AWS,
SHERBERE  EEEFERE,
SHEEHEE | EREREEFRESH.
BERE (BE) B ARZEE EC2,

® N o O
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9.

10.

11.

12.
13.
14.
15.
16.
17.

BIERTEEHEAER (ScheduleChange) , %212 scheduledChange,
BESTEAREESRE (&)  ARRESEHAERESS,
flan | ¥ Amazon EC2 EBS X EH#IT(ERE | &2

AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED., &%t Amazon EC2 #1T{HEE
BimHITIERE | 582 AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED,

i#1Z Any resource (fEAIEIR),

SR ERIRET HI S5 E L.

Example
{
"source": [
"aws.health"
1,

"detail-type": [
"AWS Health Event"
1,
"detail": {
"service": [
"EC2"

1,
"eventTypeCategory": [
"scheduledChange"

1,

"eventTypeCode": [
"AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED"

]

}
}

¥718 Systems Manager Automation X B 1R, EEIWBERT , &% B Fi#EE SSM Automation,
¥ Document (3L f4) , F51##E AWS-RestartEC2Instance,

BRRE BBt S8 (Configure automation parameters) , A& R EEm A RS,
EBMAREHAET , WA {"Instances":"$.resources"}.

St — @MW , A {"InstanceId": <Instances>}.

BEFHAEEAGC , RRBELEBIMN IAM A6 |, fl0 AutomationEVRole,

WY B BRI R,

#13 EventBridge #9357 8 107
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Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets per

rule).

55M Automation L
Document
AWS-RestartECZInstance v

» Configure document version

¥ Configure automation parameter(s)

Constant

© Input Transformer

{"Instances""%.resources"}

{"Instanceld”: <Instances=>}

EventBridge needs permission to call S5M Start Automation Execution with your supplied Automation document and
parameters. By continuing, you are allowing us to do so.
Create a new role for this specific resource

O Use existing role

AutomationEVRole v

(@ Note

MREREEFVLE EC2 H Systems Manager FFAIFIEEBERNIEE IAM A& | BN A
EETEHBRERFER, MEFMER , FSELRES

18. 1E$F Create (B1I).

WMRENRFPREFESERAUNEHY | EventBridge BN BHEXZLIEEN B R,

$#3 EventBridge #9578 108
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24 . AWS Health 4 Amazon EventBridge & & # A

LT 2 AWS Health SHRERER, FHEASBHNAREE-—EERKRPUT, SHIEHSEEHE
WRERRREHR,

AWS Health E4EB#ER
AWS Health E4EBHER

B8 DU E

fim

version EventBridge
MRA, BETA

roJ [

fim

id EventBridge
ErRIME—E
B

detail-type FHEFARN
A, HR
AWS Health
B, XE
M{EA &AWS
Health
Event#l
AWS Health
Abuse
Event

fim

source EHERSE
RiR. BHR
AWS Health
=M, %
BNER
aws.healt
h

fim

$# . AWS Health E4 Amazon EventBridge #&#& & 109
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ERAEER

B8

account

#% AWS
Health =&
EE MRS
IDo

@ Note
R
|
T
8,
LUES
rE
Eik
FEs
&

B8
&S
ik
7,
2l
ER
B3
L 2
&S
G
HY IR
E.

AWS Health SLEREBER
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S PN HE

time BAEERE
EventBridge
WEFE,. %
N yyyy-
mm-d
dThh:mm:s
sZ o

fim

region AWS B B &
HZATHY o

(® Note

[lid

(VAN

g8

x)id
AWS
Health

E

=2

2

Y &

o

B

E H

H
#detail
entRegit

o

AWS Health E4FEEHER 111



AWS Health EHAEERE
B iR HE
resources REKRFRAZ B

HENWERE
B mMREAEMN
A
MRRESZE
NER |, Lt
NAZEA,
FHMEA a& AWS =

Health SE45%
MEFH E
B, itk EH
BHEHNEREK
TR,

'details' Z2EWEBELRNE

TR AWS Health E4EBERPHMBEASENASR,

AWS Health EHEBHER . FHSEAR
'detail' ZEIAR iR BE
eventArn 4 E B8 AWS Health E4/ =

H—ZBAF , SREEENEY
ID,
(@ Note
E/4 ARN $HiEE
AWS RF = EiFRER
Z:ITEEHE_HI‘JO
FR % = AWS Health &4 AWS BR B

&M , I , Amazo

AWS Health BB H#IR
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ERAEER

'detail' 28R A

eventTypeCode

eventTypeCategory

eventScopeCode

iR
n EC2, Amazon Simple
Storage Service, Amazon

Redshift 2 Amazon Relational
Database Service,

EERAY I —

W, Hlan : AWS_EC2_I
NSTANCE_NETWORK_MA
INTENANCE_SCHEDULED

F1 AWS_EC2_INSTANCE_R
EBOOT_MAINTENANCE_
SCHEDULED ., @&
E4BEEEZMAINTENAN
CE_SCHEDULED 7EBHtABSMR
BIAURIEHE

® Note
FrE SRt
HRE4HESH
A AWS_{SERV
ICE}_PLAN
NED_LIFEC
YCLE_EVENT o

EHNERRENE. XEW
£33 issue, investiga
tion . accountNo
tification
scheduledChange .

5 AWS Health E4 21
FREERNE. XEWE
£ ACCOUNT_SPECIFIC =
PUBLIC,

fim

fim

fim

AWS Health BB H#IR
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ERAEER

'detail' 2ERAZR

communicationld

startTime

endTime

lastUpdatedTime

DU

Itk AWS Health 4@ #Y iE
_ég%BIJﬁo

S EMEEA ID WAL AEER
EE — AWS Health B4/ &4
FEHEME. L5 AT Bk
F ID fAEEM , SAinBIEUHE
BAR.

£/ AWS Health B9 EX
B, BA ID eSS EHEE
%, BEF ID EREEHFRE
Me— , a0 12345678910-1,
MEFHMES , F2E "B
EventBridge £#J AWS Health
EHoEEE,

AWS Health S4B E
B , #%8=\A Dow, DD, MMM,
YYYY, HH:MM:SS TZ,

BFRESE MR FRAEB T ER
HAYEFE

AWS Health =419 45 R AF
B, %A : Dow, DD MMM
YYYY HH:MM:SS TZ.

BERPFRERRKENSEH
REERER.

AWS Health =4/ L)X EH
BFRS , #3X% Dow, DD MMM
YYYY HH:MM:SS TZ,

=
=

7|

fim

AWS Health BB H#IR
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'detail BBRE iR MHE

statusCode AWS Health E4EVARRE, =
X ENEDHE open.,
closed® upcoming,
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"version": "Q"
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"source": "aws.health",
"account": "123456789012",
"time": "2023-01-27T09:01:227",

"region": "af-south-1",
"resources": [],
"detail": {

"eventArn": "arn:aws:health:af-south-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE/
AWS_EC2_OPERATIONAL_ISSUE_7f35c8ae-aflf-54e6-a526-d0179ed6d68f",

"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",

"eventScopeCode": "PUBLIC",

"communicationId": "@1b0993207d81a0@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 27 Jan 2023 06:02:51 GMT",

"endTime": "Fri, 27 Jan 2023 ©09:01:22 GMT",

"lastUpdatedTime": "Fri, 27 Jan 2023 09:01:22 GMT",

"statusCode": "open",
"eventRegion": "af-south-1",
"eventDescription": [{
"language": "en_US",
"latestDescription": "Current severity level: Operating normally\n

\Nn[RESOLVED] \n\n [03:15 PM PST] We continue see recovery \n\nThe following AWS
services were previously impacted but are now operating normally: APPSYNC, BACKUP,
EVENTS."

31,
"affectedEntities": [],
Ilpagell: II1II’

"totalPages": "1",
"affectedAccount": "123456789012"
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"version": "Q",

"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2022-06-10T06:27:57Z",

"region": "ap-southeast-2",

"resources": [],
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"detail": {
"eventArn": "arn:aws:health:ap-southeast-2::event/
AWS_ELASTICLOADBALANCING_API_ISSUE_90353408594353980",
"service": "ELASTICLOADBALANCING",
"eventTypeCode": "AWS_ELASTICLOADBALANCING_API_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "©01b0993207d81a09dcd552ebdle633e36cf1f09a-1",
"startTime": "Fri, 1@ Jun 2022 05:01:10 GMT",
"endTime": "Fri, 10 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "ap-southeast-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"
1,
"page": "1",
"totalPages": "1",
"affectedAccount": "123456789012"
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{
"version": "Q",
"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2022-06-03T06:27:577",
"region": "us-west-2",
"resources": [
"i-abcdl111"
1)
"detail": {
"eventArn": "arn:aws:health:us-west-2::event/
AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED_90353408594353980",
"service": "EC2",
"eventTypeCode": "AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED",
"eventTypeCategory": "issue",
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"eventScopeCode": "ACCOUNT_SPECIFIC",

"communicationId": "©01b0993207d81a09dcd552ebdle633e36cf1f09a-1",
"startTime": "Fri, 3 Jun 2022 05:01:10 GMT",

"endTime": "Fri, 3 Jun 2022 05:30:57 GMT",

"statusCode": "open",
"eventRegion": "us-west-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"
1,

"affectedEntities": [{
"entityValue": "i-abcdl111"

1,

"page": "1",

"totalPages": "1",

"affectedAccount": "123456789012"

RS 45 E AWS Health =4 - Amazon EC2 ¥#17{E B8 17 1k [= R R4 S AE B B 4R 120



AWS Health EREER

ESfE AWS Health

Bii 24 AWS Health R E AL AWS SRS R TSN, THAENMRENEEDR S, AWS BZETSI
By TE | EEEE AWS Health, EIFREEES |, W BEREELENENE -

« Amazon CloudWatch AWS € BB B R ) AWS BRME7E LHITHEARR. SaUKRENE
MIsEE, BIYBFTEREK , URREER , B EEEEISEENRERENENRINEE, NE
SHMER , 5528 Amazon CloudWatch {FFH&IER,

BRI LAE A Amazon EventBridge , SAMEWEIFTREREREFE IR AWS Health WSEHEH, Hian
R AWS Health & #EE Amazon EC2 #{TERMNEH , B FEAELENKEEE , WRF
EFHIWMAER, WEFMEN , FSBAWS Health £/ Amazon EventBridge £ HESiR =4,

« AWS CloudTrail €HEVHREHIIRE AWS B HEA R HN API FRFIUMBRESH | YiSHFEERR
N ZZISER Amazon S3 fEEFETE., B LAEBIFE UM EREMIRE AWS, #ETFEUA R IP #
o, AR EEE, MFEFHMEN , 528 "AWS CloudTraill FAEEFE . -

&
o {#F 528% AWS Health APl 04 AWS CloudTrail

£ 524% AWS Health API 04 AWS CloudTrail

AWS Health B8 [R#EE S AWS CloudTrail , tRIERMHFERAE, AEH AWS REETHTPERBZE
YERYEC 8% AWS Health, CloudTrail €#EHL AWS Health 89 APl I E S, HEEH I EERE
AWS Health iAKW | URZE AWS Health API I24ERRREREL, MREETKEER | BAILUE
CloudTrail EH#FERXHZ Amazon S3 EEETE | 2% WEH AWS Health, BIfEERAREREEHE | 4K
AR LUER CloudTrail ER AN EHEEEHBAZHEM4. EALUEA CloudTrail FRRENER
FRYIETIR HAFER AWS Health, 12HFERMY IP ik, IBEFEROAS, BEBRNEHE , AR HM
FHER.

EEH— 7 # CloudTrail , SIEWAREREA , F28 (AWS CloudTrail fEH &) o

AWS Health CloudTrail A&

BEHEY AWS IRFIF | 2EEMIRSE EBUA CloudTrail, £ P4 X ENSHEERF AWS Health |
ZEBHEREHBELIRHFPNEM AWS IRIEEH — LK CloudTrail B4, ERILE AWS 1R

£ F 528% AWS Health API FEAY AWS CloudTrail 121


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/

AWS Health EREER

Frhmil, BEENTHRKIOINEN. UFEFHMEF , F2H (EM CloudTrall B4 E EiLHRASE

# https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.htmls

EEREBLHEEAWS IREHHES |, 31 NEH AWS Health , FEITEBH, EFR8EZE CloudTrail
B BRFERRMSE Amazon S3 fEFITHE, BIBETFENR K ELEIRAPEIUSGEN K BREERE
e AWS EiF, ZEMECERE AWS 2EIEGFEEESNENH , ¥ AFERINEBIEEN
Amazon S3 f1ZEFEE, A, B LR EEM AWS RIS , SUE—F 2 FEIE CloudTrail A5 Uk
ENEHER, MEFMAENRA  BF2ETIARE :

- By BMHEIE

 CloudTrail X EWRENES

« %% CloudTrail B Amazon SNS &4

- RRZ{EEEHIEW CloudTrail BFEFER , ARKEZEIRF 2 CloudTrail HEER

CloudTrail 52 #FTE AWS Health API #4E , M52 87 AWS Health API 2Eh, il |, ¥
DescribeEvents. DescribeEventDetails #l DescribeAffectedEntities B{EMHEIEH S
£ CloudTrail B ERHELEH,

AWS Health X #1& T 5 8{EfC8k A CloudTrail B ERPHEH -

- REFEREEAERS IAM EAERHEHES

- RHUEERES  REFRATHEACEBA G HERAENHERELZEBE
RESZHREM AWS RIFIEH

ig‘!
B

WMEFME , 520 CloudTrail userldentity T,

B LR EER A FERERIE Amazon S3 #EEFEAF, Bt TJLIESE Amazon S3 £ apiBHI R Bl L
BEEHFXAMERAFER. BHHFERTERFER Amazon S3 AREFHME (SSE) 1N,

EEE AGEENNEREELN |, BALEEE CloudTrail £ B R AR # Amazon SNS &
M, MEHMER , F2B A CloudTrail 3%E Amazon SNS &4,

B LU %@ AWS B ZE AWS IREH AWS Health B 5518 # 5|8 — Amazon S3 f#F7ET
B,

WMEFHMER , F2RUESEEHER CloudTrail HFEERMIES EiRF W CloudTrail HEFEER.

AWS Health CloudTrail Y& 122


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/health/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html

AWS Health EREER

&35 : AWS Health BE51EZE1EH

BHR —EERE , EREBHUARERNEARAREIEEN Amazon S3 f#FRT#, CloudTrail B
BRUS-—VSEAFER, —EEHAEARFRENE-FR , AIEFRBDE,. FRH BB
B, FRBEFEH. CloudTrail BFSELIFKAE API FFUYAEREHIEEF , Rt TS MER4EEIE
FHE,.

T 5 & 5§ R R & DescribeEntityAggregates B 4ERY CloudTrail B3$E B ,

"Records": [
{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:usexr/JaneDoe",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "JaneDoe",
"sessionContext": {"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-11-21T07:06:15Z"

11,

"invokedBy": "AWS Internal"
.
"eventTime": "2016-11-21T07:06:28Z2",
"eventSource": "health.amazonaws.com",
"eventName": "DescribeEntityAggregates",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "AWS Internal",

"requestParameters": {"eventArns": ["arn:aws:health:us-east-1::event/EBS/
EBS_LOST_VOLUME/EBS_LOST_VOLUME_123"1]},

"responseElements": null,

"requestID": "@5b299bc-afb9-11e6-8ef4-c34387f40bds",

"eventID": "e4deb9dc-dbc2-4bdb-8515-73e8abcbc29b",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

1,
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