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B,

EBHRERERN name MUBEPREREELNEBRERE.

streamsKmsRole l streamsKmsKey AR EZE AWS Ground Station FRi&Ei& AWS Ground
Station RERARNERNNE, F2H ERHABNERINZE AWS Ground Stations.

telemetrySinkConfigArn M 2ZEAMW , AIRESEBEHEEA AWS Ground Station &R, 15
ER , SELSNBEABTHRE , #8 FENRFAYERE R AWS Ground Station &EREZMIIRS, 0
ERENFERAERNNFMREN B2 EHEN,
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ERAEER

MissionProfile

-

‘“\\

%

aAntennaDownlinkDemodDecodeConfig

UplinkEchoConfig

Legend
contactPostPassDurationSeconds
Data source config
contactPrePassDurationSeconds
Data destination config
Data source minimumViableContactDurationSeconds
and/or destination
config
streamskKmsKey
streamsKmsRole
name
tags
trackingConfig
dataflowEdges
sourceConfighrnl | destinatienConfigArn
SﬂurcEC:;rHﬁgA.mN destinatinr'-lEIurrﬁgAmN
AntennaDownlinkConfig

DatafloewEndpointConfig

TrackingCenfig

SZRecordingConfig

AntennalplinkConfig

EHRER
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TIXHIES BN TREE,

« AWS::GroundStation::MissionProfile CloudFormation & REI

£ AWS Ground Station #H&E

#HRER BIR , AWS Ground Station AR EZHIEASEBRENZE., BEEENEREMEEEHER
B, ARHTERE  EFRZEKRER, Sl EEZETRERNER, B oA=EE
Al

- JBHtIARE
« Dataflow #H&E
- EAIARE

TrackingConfig =1 —HEHIEAREEE, TAREHREHBERERRNEBHERSTE , EEEEREED
=NEW,

AEEERERERNRERFEANBETRAERNREDNE K SEHRRXRTEERFWERH AWS
Ground Station REER, FEBEAEETET D —HELHALE , —BARRENRE , Z—RBARKREN
i, BLBABRHENTRAT.

fARER TR ERRERIER/ B #
AntennaDownlinkConfig IR
AntennaDownlinkDemodDecodeConfig RIR
UplinkEchoConfig IR
S3RecordingConfig BE
AntennaUplinkConfig B
DataflowEndpointConfig D EEIVEASE: OF

TelemetrySinkConfig 2 M —rERIARER, CARREENEREIBBHBARANNVE , EEKHR
EEGDREAN, 2EE , SELWBHEABITHRE | &AL FENEEME B AWS Ground Station &7
ZIRMIRE,
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WFE A A CloudFormation, = AWS Ground Station AP| £ 4848 F #1TIREMNSEMAE A AWS
Command Line Interface , 582 B T3 X4, $HEMAEBEEN X EZBRHENT,

« AWS::GroundStation::Config CloudFormation & R¥a 3!
« Config AWS CLI &#
« Config APl 2%

B MR RE

UL EEHREEDERAEBRER LY HESEEZEVWIENBRBaSEM, HEREE—2
2 : autotrack. autotrack Z2HAETFIE :

« REQUIRED - #EREZFEHM,
- PREFERRED - #ZW{RF BEEH , B)REEEEMR D THITER,
- REMOVED - f&/E10] B BhiE it FE A R 210K

AWS Ground Station #&F|ARXEEETEN , EXREA B HEHE , ZERSRBENTRERLRE
b, GFEMMFERE ephemeris HIEEMHEA T # AWS Ground Station Z1{AIf# f ephemeride , 528 .

Autotrack B fERAENEKR K BRI FEHWAK AL, —BREEEER , cAEBRBARNGEE
HEITIEHE,

WEMMER CloudFormation, X AWS Ground Station API JB#t 4R RER TR EREEMAE S AWS
Command Line Interface , 5828 T 5324,

« AWS::GroundStation::Config TrackingConfig CloudFormation &%
- #HEE AWS CLI 2% (#@2HBtrackingConfig -> (structure)—§fi)
- TrackingConfig AP| &%

RIRT1THERE

B LAMERRETTHERE , EBEHBERE TTHXRR. THBABERARER , EERXE T TBEH
BERAMNER, EEMEL,

HABARENRETNRRER, CREREREARENHML, I ROELRIGERAR
ERIP BN, MBNAEALARERERNRENFHEN , F2H EHERRE

MRENTITEAROFTERFNER , F2E R T THRHRIGERE,
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ME MM CloudFormation AWS Command Line Interface. = AWS Ground Station API £ X4&
T1THERE ESTIREMNEFMER , BFE2R T 53X,

« AWS::GroundStation::Config AntennaDownlinkConfig CloudFormation B 1%
« 48EE AWS CLI 2# (52 MantennaDownlinkConfig -> (structure)—£i)
« AntennaDownlinkConfig APl &%

KR TTHERRRARE

RETIIrRERBHER —BEERM AT ETWARER | TARYTEGHRAN/LBEN TTBIE
Ao MREBEEBHITELHBEMELE , 55FIB B AWS HE ZEAWS Support Center Console,
BMEHEZAFERARIER ERNBERINTERERE,

IHERAREREPHRRE R, CEAERERSERERNAUML , LATEEWERFAMER, EL
EMBERNERGERARA/MRBENERIP KX, NFNAEALECEBERRENFHREN B2
Bl EAERRE

WMEIAER AWS Command Line Interface, B AWS Ground Station API £ R4E T 1T RS R4 AE
F#ITIRENTEHE A CloudFormation |, 5828 T 534,

- AWS::GroundStation::Config AntennaDownlinkDemodDecodeConfig CloudFormation B %

- {HEE AWS CLI 22 ( §82MantennaDownlinkDemodDecodeConfig -> (structure)—
g )

« AntennaDownlinkDemodDecodeConfig AP| &%

RigEITHERE

BRMERAXRR ETHERE  EBBHBERE LTHXR. EMBHERER, BIENBEEERFOEH
R (EIRP) RIAFEEREME R, MEFMMARE LTEEBHEANFAER  F28 KR LTEEERE,

BABARENRETNEN®ER. CEREENBNEREFRRENFRER/BLIAR , WEH
HHUAAFEEEN, SRIGHARNERNFBFESTRERP KX, NWFNAERLAREZBERR
ENEFMER AR EHERRE

WE WA A CloudFormation AWS Command Line Interface. 3 AWS Ground Station API £ X 4R
FITHRE ESITIRENGFAER , B2 T334,

« AWS::GroundStation::Config AntennaUplinkConfig CloudFormation B
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-antennadownlinkconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AntennaDownlinkConfig.html
https://console.aws.amazon.com/support
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-antennadownlinkdemoddecodeconfig.html
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- #HEE AWS CLI 2% ( 552BantennaUplinkConfig -> (structure)—£i)
« AntennaUplinkConfig APl &%

Rix LITEFE/ERE

FTEEAEEBARFENAHT LITEIE, LTERETARRBELZINEAZEMOGS , EBTHAM
HPEER, EnEBREEHE AWS Ground Station XAREWIVERRASE (Bl LTER ) RER, EE
EEXREEEERRERENASR K BEFSERNAR. LTEEERES LITHEN ARN, X
MEBTLITEER , FHAKE ARN 5@ 2 LITHENSEL

AR RERRES E’Jﬁiﬁﬁ"%’io LB R R RNV EREFESARERP B, WF MR LA
EERBERRENFMENR , F20 LAERRE

W {afE B AWS Command Line Interface, 3% AWS Ground Station AP| £ £ T EIFE4HRE F #11T1%
YERYEE4ME S CloudFormation , 552 T 53X,

« AWS::GroundStation::Config UplinkEchoConfig CloudFormation B
- #H7E AWS CLI 2% ( #2BuplinkEchoConfig -> (structure)—f7)
- UplinkEchoConfig API &%

® Note
Dataflow i Bh4HREfE A A S B B 32 E Amazon EC2 , A€ AR E R Z{FE Amazon
S3.

B ERERRERREAEREEENREREFETNHEERRERY , AREFEEREBE
HEEHERSEERIBERE. ERREREEENRESHSEEENRERENEBNES. #
HEE AR, AWS Ground Station 87 REENERZERE , YEASKEEH AWS B2 EHFR
EREPEEENRE RS HEFIEEFMEENRERENERRBRIEE, NRKISENERR
PRI EAHE | B IRES SRR , BRIEE K FAILED_TO_SCHEDULE, fEBE A TJAEARREREE
B , 5528 AWS Ground Station B#& iR RE,

ﬁﬂuluﬁjﬁ‘ﬁgﬁ%ﬂﬁbm dataflowEndpothame Eﬁé?giﬁﬂmﬁijﬁgﬁﬁﬁq:E’Jﬂgﬂﬁbﬁﬂulﬁijﬁ
o, EBHSHIBERERE IR B TMEERRERR.
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AntennaUplinkConfig.html
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dataflowEndpointRegion BHM EIEEERRBERMEMENEL ., MRENERREREERESD

IEE TESE , 8 AWS Ground Station 2] EEEBEHFHERRERE R, MRKREEESE , AWS
Ground Station AR ABIS AN E TAEK R, WRENERRERIH @5 EBS AN EITE
WEFHAE , AIBEASEGEABERSENRTEIEA. IFEERSENRENFHEACLAERR
2,28,

MEERRETEAGR A ENMEENEREGFZHZMNFER AWS Ground Station Dataflow i B B 48 #%
B LA

MEMAEALARRBENRENFRER , F2R £AERRE

MEIAEHA AWS Command Line Interface, 3 AWS Ground Station API £ 3 #1712 i BiAE A& - 3
TIREMFEME A CloudFormation , 552 B T 5304,

« AWS::GroundStation::Config DataflowEndpointConfig CloudFormation &%

- #HRE AWS CLI 2% ( 552 B dataflowEndpointConfig -> (structure)—£i)

« DataflowEndpointConfig AP| £#

Amazon S3 #&HHAE

(® Note
Amazon S3 B EEEE AR ER R{TE Amazon S3 , T2 AR ER RZ{FZE Amazon
EC2,

HABARESRETHENLER. LEMHEEREERRERRAHNEABENBER pcap &
B MFUWAEALEEEBERRENFRENR , F20 EAERRE

BT LAE R S3 S RABREMRIETE Amazon S3 TR , BEER TTENREAN S RIESN —EXN
IRFEETR, UTHEEAEELSBNRHMFMER

« Amazon S3 REFIRB BB ALL aws-groundstation B,

- IAM BBXBEEEEBER , fAffgroundstation.amazonaws. comfRE BB EZ AR, MFE
#fl , FSRETIEFEEER -, EABRYHE , HEBER ID AEFE , GEBREYXEFERAE
8% (*) BUX your-config-id , B W LAEFEAMERER ID B2 REH.



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-dataflowendpointconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpointConfig.html
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sEHEERE

NMEFENAEFACEEBRNFRENR , F20 (AM E£AEER) FHEE IAM A6,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
""aws :SourceAccount'": '"999999999999"
}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:groundstation:us-
east-1:999999999999: config/s3-recoxrding/your-config-id"
}
}
}
]
}

- IAM BEXEER IAMBER , AT ACYHREETEEIT s3:GetBucketLocation B1E , W ¥ /REF
B HHIT s3:PutObjectBfE, MR Amazon S3 IR EAM#ERBEXK , AlIfFiIrE
BEEMUEAT IAM BEETELEE, MEEHN , FS2EUTHENSEHTE—.

#BHABBR

MFIAERNEZAGBRNFMES , F2R (AM ERAEER) PHEE IAM BUE.

JSON



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html

AWS Ground Station EREER

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"
]I
"Resource": [
"arn:aws:s3:::your-bucket-name"
]
}I

{
"Effect": "Allow",

"Action": [
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::your-bucket-name/*"

]

}
]
}

- MR SIERYHRSER FH., BULUEEEASMKREN , EEEKINRARE RBIEFHME
ANE B, Bl , {satellite_id}/{year}/{month}/{day}#EX BWF& , WEHEL
M HELE fake_satellite _id/2021/01/10

BERMNEARSIE . {satellite_id} | {config-name} | {config-id} | {year} {month} ||
{day} |

WEMME A CloudFormation AWS Command Line Interface. 3 AWS Ground Station API 7 S3 &
HiARE FHITIRENEMAER | B2E T X,

« AWS::GroundStation::Config S3RecordingConfig CloudFormation &%

- #HRE AWS CLI 2% ( 552BIs3RecordingConfig -> (structure)—£i)

« S3RecordingConfig API &



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-s3recordingconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_S3RecordingConfig.html
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& R I AR AR R

B AERERRBSRAEREECFEENEREHEEMBHBIMANMLE, EREWF[ALRE
B, BEMEEENEBRRER , UEERAENEIVEEA. LXT?EEEEQJE%’/@?&E?FE%U%H#
HMERR -

- IAM BEBXLEEREEBEK , fAffgroundstation.amazonaws. comfREEEIEEZ AR, ME
&4l , FSE T IEHIEEBEE—&,

EHIFEERER

NMFENMAEFACEEBERNFRENR , F20 (AM £AEER) FHEE IAM 6,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "groundstation.amazonaws.com"
1,

"Action": "sts:AssumeRole"

- IAM BBXEEEAHFABKESRR LEHIT kinesis:DescribeStreamkinesis:PutRecord#
kinesis:PutRecordsE{EH IAM BUR, WMELH , FSE U TE A G BE —8,

BHABBR

MFENMAEFNEZACBRNFMER , F2H (AM EHEER) PHEE IAM BEK.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html

AWS Ground Station EREER

"kinesis:PutRecord",
"kinesis:PutRecords"

]I

"Resource": "arn:aws:kinesis:us-east-2:999999999999:stream/your-stream-name"

}
]
}

ESEEBRERTESEREWI[ALER , AWS Ground Station ﬁEHﬁﬁ%ﬁEﬂ BAENEREREL
HiRF . MEEREE, ERRANRELE AWS ERNVFMER , F2ER EHER,

WE M {E A CloudFormation AWS Command Line Interface. 3 AWS Ground Station API 7£3& 8l
BEINEEARE FHITIRENFEMER | B2RTYIXH.

« AWS::GroundStation::Config TelemetrySinkConfig CloudFormation B

- #HEE AWS CLI 2% (2B telemetrySinkConfig -> (structure)—£i)

« TelemetrySinkConfig AP| &%

£ AWS Ground Station Dataflow i B & 42

Dataflow jﬁ"ﬁgﬁ Ea%@%tﬁﬁﬂﬁﬁ%ﬁﬁﬁ BRSEREMVNVE, ERRERE—FEBUAENRERE
BEAN—Ho. BEKZSEENRERMTEE—EEETD iﬁ*i—IEE—EﬂﬂﬂF—ﬁ_ﬁﬁéiﬁﬂ’Hﬁ
TE s B o ﬁ]ﬁu QU%EL&;E;HQM' FRIEER =ZEERAREREY BV AENEEEREEERRE
IR FERENE - ERRBERMEAP A = Eiw R,

Dataflow U 268 48 hix 4~

AWS Ground Station X EMEMRAN ERREZREAFAE
- DataflowEndpointGroup - RIFEE , XEFEAERAE RN LITNTIT , AREAWS Ground
Station X EE = in B 1T

. DataflowEndpothroupVZ EHRA , TR AWS Ground Station FRAEIREHN LITMT
TERRE , YREBEWEMINEE

Dataflow i 2 &40 20


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-telemetrysinkconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_TelemetrySinkConfig.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
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Dataflow i 2 B840 LEBR

Ihee DataflowEndpointGroup DataflowEndpointGroupV2
S ENmSAR DataflowEndpoint , A DownlinkAwsGroundS
wsGroundStationAge tationAgentEndpoint, UplinkA
ntEndpoint wsGroundStationAge
ntEndpoint
XELITHwWE DataflowEndpoint UplinkAwsGroundSta
tionAgentEndpoint
SETITHIRE DataflowEndpoint , A DownlinkAwsGroundS
wsGroundStationAge tationAgentEndpoint
ntEndpoint

DataflowEndpointGroupV2 EEXELITERNRE , XEERRE
ImRBEEAENESERMW., SHMEFRNERARS , RMERER
UplinkAwsGroundStationAgentEndpoint F1 DownlinkAwsGroundStationAgentEndpoint
% Bh#& B DataflowEndpointGroupV2, DataflowEndpointGroup A= EHAHEBM |, 8
DataflowEndpointGroupV2 21t 3838 Th 58§ 58 75 My #Y AH A& 18,

® Tip
HITHEAR  ERRERESUAEENERET, EEEBERPHAIZTERE—HSB
W, EATEAERNEESREERBEANTIREEMRKENZEBEZA. WMEREEEEHEE
BEBENEEERE  E2REMH. EUUERENREREHENEE  UGSEHEEERM
FTHEIREIZEE LR,

EENNERMHETN NS RERESEREREAR Eﬁﬁ%ﬁﬁ?&ﬂ&ﬁﬁ?sﬂ%&ﬁ%ﬂ&ﬁ%o %
AR RFEIT S EBIEA |, BEELBHEALRET BN ERRERIEFE LT,
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
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/A Important

Dataflow % 2 B¥fH A E R HEALTHY AREE | FREFEA CRHREBE A, UEMATHERER
HEALTHY MREEMNERRBIRBFHAETHEZENER , B2 8 REN HEALTHY ARAE
# DataflowEndpointGroups #1732 B .

WE MM ER CloudFormation AWS Command Line Interface. = AWS Ground Station APl £ & ¥}
IR BEE T HITRENGFMAER , BF2E T 53X,

» AWS::GroundStation::DataflowEndpointGroup CloudFormation &R 8 !
« Dataflow i BE 4 AWS CLI &
« Dataflow i BE4E APl 2&

ERRIE UG 3
ERREREHANRERENRERY. XENRBERTURREERNERREREFERAE,
DataflowEndpointGroup %

DataflowEndpointGroup X B F & Bl 12 i 26 B9 £ 1T Tﬁ LA K fEAWS Ground Station XIEFE
N TT. HREMBEENGRE  SEEEVENRERMFECEYXENER (6l P i
i) . WFEMEA ML ERIRIR I B R R DA R I ER Ei%@*ﬁﬁ)ﬂﬁﬂum&ﬂ’]ﬁ% , B2

THZERAME RN IR EE,

A Important

—ERRBERMEFENNEERREBERSLERAEREE, £EEBAWS Ground Station
%H&Aéﬁ%ﬂﬁéﬂ*ﬁﬂﬁ%ﬂqﬂm Dataflow iR FiB&. MRENEARFIFTEEMERENIRS |
BHAARBEBRERYERNERRERIEE.

H A DataflowEndpointGroupV2 , Al LA EHEEEF RS
UplinkAwsGroundStationAgentEndpoint #1 DownlinkAwsGroundStationAgentEndpoint,

AWS Ground Station X2 i 2

Agent AWS Ground Station Endpoint I AWS Ground Station Agent 2 &k 88 Jt 3%
RIEER, EEEE AWS Ground Station KERENinE , BRAFEA EndpointDetails

Dataflow % Bh Bt 4H 22


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-dataflowendpointgroup.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-dataflow-endpoint-group.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroup.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
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AwsGroundStationAgentEndpoint#I#fI, % AWS Ground Station KERXWFMER , &
BRTEMN AWS Ground Station KB FEHEIERE,

AwsGroundStationAgentEndpoint@& T 5IEE :

« Name - ERIREREERE, BEERSACALERNRERYE  HEBXAFESERRBRIAR
RERANE R,

- EgressAddress - AA%R# RERXE L ERE 1P FEZEMU,

« IngressAddress - ARGERMEA REEXH IP MiELR UL,

Dataflow % 25

Dataflow i ® R ABBEEARNMARB THRELER, EEEE FTEUAKRER. TITIR
50MHz WU AR ER , R TTHRFA/MBARERR , FEAERRERYE. EEEHE Dataflow i
2 | #1818 A EndpointDetails 8 Endpoint# Security Details 1,

Endpoint@& T 5IEE :

- Name - ERIREREARE. BEZHRACALERNRERS , LEBYLEFSENRERIERE
REEANE R,

« Address - EAK IP FiEZE#bHE,

SecurityDetails@& T %|EH :

« roleArn - AWS Ground Station #§#&F# VPC R &M EM MBI FE (ENIs) 2 &K Amazon
Resource Name (ARN), EL ENI Al RS HERRZERNEANE LI,

« securityGrouplds - EEEFEMERRENRLEHE,

« subnetIds - FHKBE , Hd AWS Ground Station AJREE M EBEEMMENE , SUERREE
ZENBTEE, NMREEZEFRE , cPXBUUBELEH, IRFEBNVNATEN T HESE
(AZs) , EucEELEETAESERERER,

BAWIAM ABroleArnX EEFEFEFEHE , Affgroundstation.amazonaws . comfR#% 881
A, NEHH , FSEUTHIIEEBE B, ERHEEVHB , KHERID FAEE , HikE
FEBELEEHAEL (*) your-endpoint-id, ENUERYRENAFERIRMER ID , UESEFE
BREERERZIFEERRZMEE
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https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug/
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IAM At BB R RLEF AWS Ground Station 5%E ENIsHY IAM B3R, WMEEHH) , FSELLTHEHIA
@:I‘E&gﬁ_g‘-o

BHIEEBR

NEFENAEHACEEHRRNFRES , F2H (AM EREER) FHEE IAM A6,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "999999999999"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:groundstation:us-
east-1:999999999999:dataflow-endpoint-group/your-endpoint-id"
}
}
}
]
}
&6 A B R

MEFENAEFNEZABPRNFMER , F2H0H (AM EAEER) PHEE IAM BUR,.

JSON

{
"Version":"2012-10-17",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html

AWS Ground Station EREER

"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:CreateNetworkIntexrfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups"

1,

"Resource": "*"

DataflowEndpointGroupV2 % 2

DataflowEndpointGroupV2 # H 45 FkRVim BT | AT R AL SE B MR RE ARV ThaeE -

« UplinkAwsGroundStationAgentEndpoint - #+¥f 1T & R REBHKIEN

« DownlinkAwsGroundStationAgentEndpoint - #H¥ FITERREKEL

iE L 43 R L iR Bh & AS — A% AwsGroundStationAgentEndpoint BUR B A E45 ERVAERE | BIE T ER MR
E* EIEE*)I'I)H;*EEO

47 AWS Ground Station X2 X ik 2

UplinkAwsGroundStationAgentEndpoint E& ETERIREMERET , LRAEEMNERRE, ELFE
E%ERHREA AWS Ground Station L EITEFHER , BEALIREER,

UplinkAwsGroundStationAgentEndpoint@& T3IER :

» Name - ER R HREEE, SEFHEACGALERNRERE  LEBXEATSERRERIER
RERANER.

« IngressAddressAndPort - E— P MiE#ER#hit , ARENRERENEAER

- AgentIpAndPortAddress - RERENEANEZIEEHE
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
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T4T AWS Ground Station X212 = ii% 24

DownlinkAwsGroundStationAgentEndpoint E&t¥ TITERREETRE , BIEE/TIT. BHER
IR, LR ETEERS,

DownlinkAwsGroundStationAgentEndpoint@& T5IEE :

* Name - ﬁ*“‘l‘l)lb Ejﬁ”ﬁﬂﬁ%ﬁo EE%W%KEFﬁﬁtﬁﬂum E%% ﬁtgﬁﬁgﬁﬁ'ﬁﬁﬂum E%%%ﬂ%
RERANERE,

« EgressAddressAndPort - REEXER @ LN E— 1P FEEE
« AgentIpAndPortAddress - RERERNBEANEZIREHE

B ERRER A
BALERATHIE— AR ERRERIEAE -
CreateDataflowEndpointGroup

f£H CreateDataflowEndpointGroup EEREIMEAYE , RELFTEFEA MK
AwsGroundStationAgentEndpoint 2 DataflowEndpoint 388! &,

CreateDataflowEndpointGroupV2

S EFTEEM#E A CreateDataflowEndpointGroupV2 , AAIAX B LT TITER
RN HRIFEER, It AP X UplinkAwsGroundStationAgentEndpoint
DownlinkAwsGroundStationAgentEndpoint,

BREEEH

WM REEBIEE A DataflowEndpointGroup , BITABEFE AR EWHERE K MEFEE, AWS
Ground Station E# 5T B EHME A M.

MRIGEEBRLERAFH DataflowEndpointGroupV2 , B B B IEE#E#4 & Dataflow Endpoint
Application £/ DataflowEndpoint R#ZEWKRE R , BIFEZERB LKA AWS Ground Station XEREZE R,
MREEREER AWS Ground Station REERENET T , B UEAHEENREEXNHTERETL
T - TEEENNREEHITESR,

EE#ZE DataflowEndpointGroupV?2 :

1. AR ¢ DataflowEndpoint B , 581 AWS Ground Station Zik ABAWS Ground Station £ &
EMREERAE
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroup.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroupV2.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug/
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug/
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BN ERREAOYEILBENREERE (UplinkAwsGroundStationAgentEndpoint
DownlinkAwsGroundStationAgentEndpoint)

N

3. B SEIELIHEK DataflowEndpointGroupV2

4. B KB BSEF DataflowEndpointGroupV2 B #T & £Hi i i 2 48 58
5. BV FMERERE , KERRBREEESEZRENRERE
6
7

. ERFTNER R ERREEBIEA
 EHBINEERE RGN ERE

METERIERENGEMEENR , F28 7# AWS Ground Station B0 o ZE L AHEE,

£ AWS Ground Station XIEER

AWS Ground Station Z kA & 7] BETE AWS Ground Station B#&HIEEW ( T1T ) BALSEEBNF
AR (DiglF) EXRRE,

EERRN
BRI AREMEERRAEE

1. BRXMAEEC2 HTER - ERXNELEHEMN EC2 HTER. KRILLEE AWS Ground
Station RERER., NREFEEFHRNERNRE , KBHTRKESE, NF EC2 ERXMTH
HEEH  F2REAERRE -,

2. BRRMNE S3 REFHE - EHNFELN AWS S3 f#REIFETEH BIE AWS Ground Station.
WE S3 ERRMFWMEEEN , F2E HKrFERER.

EMEERRMNERNTMEELRET —H AWS BR, EIEZREMER CloudFormation 2RE I AWS &
B, LR EM, ERUNXERD, SEBIEARESERNRNZE EC2 5 S3 , BFEERERMNE
&,

TERETEARBEEWERE (SDR) HELUXFER , f& AWS Ground Station XAR[EI1HE| EC2 #
1TEBE K DiglF EHRHRAE,
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroupV2.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateConfig.html

AWS Ground Station

ERAEER

Customer Destination Region
E Customer Receiver
ElP E

Public

@ AWS KM5S Key Encrypted P Dedicated Agent CPU Space Egress Address
Forward-Error-Carractad B ' UDP Socket
| L (FEC) H AWS G5 Agent H oi IF\ SSE
1 . — 1 Dataflow E . . D‘Ela ... AwsGroundStationAgentEndpaint
i EI ransmit (Tx . - UDP : > | Listener (e.g. SDR) Dataflow
i DiglF Dataflow |- 1% Ingress "
{ . Port !
P i Range ! :
\ o 2 i e“;"--—-. Jopt/aws/groundstationsete/
H : H aws-gs-agent-config. json

WMEFHMES , BSHETEMAWS Ground Station BRRA EEAE M.

\

EZ4
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https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug
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B 2R 62

Bazhl , BEZABBERNERE S AWS Ground Station, MNEFMEF , FSEBAWS Ground
Station iE{EA R

S AWS IEF

HERBRER AWS , BKFE AWS 1RF, MFEEY WHEBEF AWS 1kF |, 528 (AWSIRFEE
2EEm) T AP AWS IRF,

#& AWS Ground Station FF AI #Ti8 E AWS REIIRF

EEELTEREEFEHE AWS Ground Station WIER TR |, BEEER TN BERI A EEES
AWS EHIRE,

1. BAAWS EEEEE WHRIAM E2 4,
2. BMHBX. ERATIIR

a. EEEBE®KD , BIE Policies (BUK) , ARRIEIF Create Policy (BIHXE).
b. 7£ JSON &+ , FATHI{EZ—#wE JSON, FARESENERRERNMN JSON,

« ¥ Ground Station EE#IR , S E{EFXE S Groundstation : * , M TFFI7R :
JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:*"
]I
"Resource": [
wan
]
}
]
}
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https://docs.aws.amazon.com/accounts/latest/reference/getting-started.html
https://console.aws.amazon.com/iam
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- HIAMEER , 548 Action (B11E) 884 groundstation:get*. groundstation:list* #
groundstation:describe* , M AR :

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:Get*",
"groundstation:List*",
"groundstation:Describe*"
]I

"Resource": [

Mg

- MEFBZERFRIBMEZ LM |, 4 Action (BhE) ERE A groundstation:* F#& Condition/
Bool (&4 /4 #K) 32 E A aws:MultiFactorAuthPresent:true , S FF7R :

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "groundstation:*",
"Resource": "*",
"Condition": {
"Bool": {
"aws:MultiFactoxrAuthPresent": true
}
}
}

1
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3. EIAMEEZAYH  BEEUNBREEIAMENERE,

WE IAM EHEMEZBERNWGFMEENR , F208 AM FREREM.
MAFE

HEEEMA AWS Ground Station R —EZTRERF , A RERIKE, HNTRE. HELRE , URES
AR, LEEREHZE (NDAs).

EFEMARFBIE

FHEMAR—EFBHERE , 97 AWS Ground Station FEAEENFHEMNEREERKE|, LUTRHA
BEER,

1. #BJ AWS Ground StationfuEEE , I EHNEERSHF S ENB|RBHEREM,

2. FZEMBRFBEEMA AWS Ground Station , 757 AWS Ground Station EESEHNEENER
ERLRXFEMABS, FLSEBENFESRNEERE , S FELNEBEE. PIEMNER,
FHENRBIKE., GENHEER  UREREBTEIEA ££AAWS Ground StationE{ 5 &I
BEo

3. ERIHEMLHFERE , AWS Ground Station L EIFEANSENERFLIRAEE., KB
WiFEREERBENENTARELIRAMAEMTE,

4. BBUEER  SHNEHEENSRERMEER, AWS Ground Station B&* 5 EF B HEE.

(EH) wmEEE

A% GRS EEBHRLTHERSE  SUETEEHMMT. AWS Ground Station 15 FBHHEA
HEE , TRAENEREAEESNEESEUR Norad ID. BREEEBIREEHENERE
EMERNEE., EEERE , TIEREE,

B LAEA AWS CLI siE+ —1E AWS B EH , #EiB tag-resource API R#E52 AWS Ground
Station SDKs, https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.htm|zx
EESN R OAEER AWS Ground Station CLI £ RS A HE EEE £ Aqua (Norad ID 27424)us-
west-2,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://console.aws.amazon.com/groundstation/home#resources
https://console.aws.amazon.com/groundstation/home#resources
https://console.aws.amazon.com/groundstation/home#resources
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
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AWS CLI AT A2k E2 B &) AWS Ground Station., £ AWS CLI B2 ZNEE 2R , X B mE T
AWS CLI ZoiRi&4 :

- FEE AWSCLI BR# . MELEMNER AWS CLI, FBRELE AWS CLI £ 2 [}

- HE AWS CLI R E. MFEFRENHEEER AWS CLI , FEZERE AWS CLI £ 2 iR,

- BERANEEREMEAERFHELE AWS CLI#ENERT, fEEELRENEABRREZM
E¥ AWS Ground Station B##& A AWS CLI, MERFHBNEAERRENFHENR , F2EE
ENBEAERERRE,

AWS CLI 2B iF I 1T E % , MBI AWS Ground Station CLI s S 2ZEME , LB AN
T FALIRIE , 558 AWS CLI o8 , EA AW S MM EFEBgroundstation , BUEE
AWS Ground Station &S E# AR, MFE AWS CLI S EBNEFMENR , 528 AWSCLI B
ERH G TEE. UTRESSEBEM,

aws groundstation <command> <subcommand> [options and parameters]
wWREE
B K BEENSEELZEHEMN ARN (ASN), ERTLUEIR AWS CLI H /) list-satellites APl FERX :

aws groundstation list-satellites --region us-west-2

1T LR CLI sn B EEmBEULL T

"satellites": [
{
"groundStations": [
"Ohio 1",
"Oregon 1"
1,
"noradSatelliteID": 27424,
"satelliteArn":
"arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555",
"satelliteId": "11111111-2222-3333-4444-555555555555"
}
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https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/index.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
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SREEELNEE , Wi T satelliteArn, B —RBEEEEEIER , Tag-resource API %E
[EiF ARN , T list-satellites EEIH ARN 2£iHH, BRT—EFSR , LEZS ARN EXAZEE
EEBNEE (TRESLHENEE ). EHEHFP , RMAFEA us-west-2, FEBLEE , ARN Hvy
xR :

arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555
£

arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555

FEETEAPENEESR  GFEXARE “Name"ZEBMATR, I BAERMAEANE
AWS CLI , BISRAARFRRIEH, BREBEERSEL

{\"Name\ll :\"AQUA\"}
BE , £8%0 tag-resource APl RIZFEEE, EWSAEMA AWS CLI E L RFTH :

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~-tags
"{"Name" :"AQUA"}'

HAITUHIRER |, BHSEEME =32 A D AWS Ground Station EREAHERENERE,
BEFHENER

NRERESEFHENER , BUAEAMERN “Name” £ EXEAEE ARN FEIY tag-resource ,
BEEBFEETEANE. EEFRAENER I EFEAPETRTEE. YIS FIRIL I T
N

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~--tags
"{"Name" : "NewName"}'
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
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BREENEB

AT LAEA untag-resource AP| BRRFENBBE., It AP EEEFEBFEERSNEE ARN |, UARIE
BRO|IBEE, YREW , EBXRSIEA “Name”, fEFH AWS CLI Mt API B9E I AR -

aws groundstation untag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 --tag-keys Name

NEREBEHE

BRTYMAZLBECHWEEZSN , BEULUBERNAZELHEREE | LURE T LAEEIRN T ERAR
R, EMELEH %ln_‘%ﬁi AWS Ground Station T1T& %!,

® Note
BHRELR LEFEELFEE. CREERTLRENN TTEARE.

AWS Ground Station XEMATIEE BEEEER

* Aqua
« SNPP
+ JPSS-1/NOAA-20

 Terra

A% , A FEELHEUMIEFER, AWS Ground Station R ZTEEREN
CloudFormation &7 , EEFERR KR EARKE. 0% AWS Ground Station MAIE A HY & 45l €5 5
EBRERERE , FBE .

MEEREELEHE K URELFHEERNERERFMER ,
SNPP #l Terra,

BRE|IGHNERREBEARR

BULLEREFHE L BEABAREHNRINIERSEF. REBENFENEARS  BUTRFEE—EIM
BRE, ASBEARTAFEFNRN LTES  UREEANBERTTRE. FESTBEARCEXER
BNREETTRNE

#

28] Aqua. JPSS-1/NOAA-20 and
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/untag-resource.html
https://aqua.nasa.gov/
https://www.nesdis.noaa.gov/our-satellites/currently-flying/joint-polar-satellite-system
https://www.nesdis.noaa.gov/our-satellites/currently-flying/joint-polar-satellite-system
https://terra.nasa.gov/

AWS Ground Station EREEmR
ERFZE R R

EBAEERRTZE Amazon S3 , BRI EREUERS HF AR ELZIRF FH Amazon S3 f#7F
P, EMBRERSUH TR (pcap) BREE , AT KHBRERNEBEURERNERE
(SDR) , Sift pcap EREEERERETEE, EXRERBKEIHEERR  pcap BREBIIOHWEX
A& Amazon S3 RFEE , UAHESEREHATBEERZERN., KIE® , ZULUEHAE
CHERREEEHENMEA Amazon SageMaker Al 5 Amazon Rekognition EHE it AWS RIEREEE
. ERRZNZE Amazon S3 EBEARREETITER ; BEMR Amazon S3 ER LITEFHE,

AWS Cloud

S g

Satellite AWS Ground Station 53 Bucket

EFEFRANLER  BEEA B Amazon S3 ##1ZETH AWS Ground Station , UEERRFEHH,
ET—ELfBh  SUZEEET—(EALSBPET S3 HRMELE, MERFTEGEAmazon S3 #FHEE
RHRG , URIMIEE SREANTEEDS , 88

RLZERRN

RHERRMNE Amazon EC2 B , BRI BHEE RS SR E Amazon EC2 HTEE P &R, BT
Amazon EC2 #{TEIR LENRFRIRE R , B EENUETREBERE,

ZEFARSHRRE , BEEFH REE Amazon EC2 #1T{HEBEE |, I 7 — K %@ Dataflow i BhE¥
., BEERTE Amazon EC2 #1T{ERE , 5528 3% E Amazon EC2, &HE®EI] Dataflow i EEHA |, 55
209 /8 AWS Ground Station Dataflow 5% 25E#48 .

MREEANRERRERIMARE  NSBEREARE,
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AWS Ground Station
! Antenna Region ' Customer VPC
i E Customer Receiver

= 5 |
5'9"31—-—1- 8 Dataflow
[F ' | endpoint
| application

Satellite AWS Ground Station | Elastic Network Interface

|

*End to end data connection is established and maintained enly during the scheduled
contact duration.

WMREFERA AWS Ground Station RERERERE , AIGBERBEARR,
Customer Destination Region

At
1 RF
~ustormer Receive
ﬂ Slgnal EIP E Customer Receiver
Public
AWS KMS Key Encrypted P Dedicated Agent CPU Space Egress Address
Forward-Error-Corrected

(FEQ) = AWS GS Agent I:,iglF.JI'JF‘ Socket
. Transmit (Tx) Detetlon i i i N Data | AwsGroundstationAgentEndpoint
It ——— > UDP : *» | Listener (e.g. SDR) Dataflow
DiglF Dataflow = = ngress et
it % Port
\ EiE K — @ Jopt/aws/aroundstation/etc/
) aws-gs-agent-config. json

;Er iu sGh HlJ l/\IJ

AWS Ground Station &8l 2 —IEiZ A That , A EFHEBEHABASIEER AWS Ground Station X#R &
RE AWS BHIRFE, E A ZEAI TR BB S AMAE , WEREBITTERBERAE,

B AWS Ground Station 338 , 288 AWS Ground Station XIFHNIEESEZERINENIRE, &R
EREEBEHGENEEER  YTERERSHREEE. EAERRREEREKE , SLULFEIRE
NARRNEENRS, WER K SUUEAECHERREESRRREEER , HFEA Amazon Data
Firehose 5 & Hftt AWS BR# AWS Lambda,

REEHIER 36
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Sl Customer Destination Region

Gustnmer VPC

ElE]  AWS Antenna Region
Gusmmer Receiver
Dataflow
Data ' Endpoint
\_'/ Application

Elastic Metwprk Interface

O mm

Satellite AWS Ground Station

i) Customer Scheduling Region

Telemeat

Kinesis Data Streams

ET—@ASRP , BREIEBREEMENERE, MREBE/MAED , RTERERBNERER
B2, BEERMERNZKSRAR, NEFENRERY , F2H HEEH,

WNZE TelemetrySinkConfig BIEFMIEER , SR &0/ KB ERE,

ByHREE

ERSEGD LEHREELRNEE. BHAKRKEH IAM. Amazon EC2 #l Amazon S3 &R, fritH B
o, B8 Y AWS Ground Station AT E B B2 BRI AHEE,

ERRFHERE

ERVMNE—EACREFEERIMNNMENSNEE, £AL-—ESRNEF , EREBTIHS
HEREEE,

« Amazon S3 #HHHRE - BERRZMFEEHN Amazon S3 REFEE.
- ERRIERFERE - BREMRXNAEEN Amazon EC2 #T{EEE.

&R RE ( 1 H )

70 R AR A8 B 1L B AR B B E WUR P ENBFAYE R |, AT LA T TelemetrySinkConfig. LHAARERIZAM |, I
$8E AWS Ground Station SR EEEIERE R,
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- EREWESEERE - BENERXNEEMRE.

WERHMORERD | B
HEMERE

FHEARESEE AWS Ground Station MMAIEERNEEET. BAESEE PRENEANAGFE,

W

B EREE M.

- EBHHERE - RERFEBSHBNAUERERENER, EREIHRREEEBHILERE,
« RERTATHRE - RNBLEVERERARER.

- RERTITHFRBRGERE - KEBRANBHHREERRER.

- RRETTHERE - BER LITEENEE,

« RERLATEIEHERE - Y LTHAREREE,

B R ERE

BBE L —ESRPEBNERE , CERINMEREE, REEBFANTRERAN , URMAEBIEH
ITHIBRAIE FEIRGRER . FUSRP  SEER NS EEHRER. EBHREARTREEN
REK T EEHRENRENTRBITR,

MEREHSE , F2B AWS:GroundStation::MissionProfile CloudFormation & REH

1. RENIBEREDE. EUELRETHREAERKPNEAER. fla , WREE@E5satellite-
wideband-narrowband-nominal-operationsi® E #satellite-narrowband-emergency-operations,

2. EBRELKEHAERE,

3. BREZLMREATHEFERE, SETRLHGREBENBEA  UFEENEEER,

4. FHREAREEHIABMZBERH streamsKmsKey Fl streamsKmsRole, & B R FATE AWS Ground
Station IR ABERRE.

5. RELMERRE, FALEL—EBSBFEINER  BILNENREBUTSEEEENE.

6. D[EA] RELNEEMNEERBEHERAVEY. EANEBB 2N Ry Bt eE
WWEM, MEFHMEF , F52BAWS Ground Station # A 4 HB1L,

7. [EA] BREZMtelemetrySinkConfigArn LATEBAEHIBRURIE R, EWEREZEEIRE PRI

IEFENRFRER , ETERENS . MBEFRENR , B2REREN,

[EA] ZUUKERETKERAEERIEY., SETARBURXRFAXES EHNEEE
RAE
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BALBE SERREREERE  REF-LEBENER.

THREES R

RELEAEMANFENARNEBRHLE | BEEFHHFHEEHHIE AL EFEBEHA AWS Ground

Station,

B LGER TR H P —ES XFEBEA

« AWS Ground Station =12 &,
« CLI reserve-contact AWS 5 5,

« AWS BIZE#H, ReserveContact AP,

MFEAFE W4 AWS Ground Station B E 2B AR MAIFEAXERANENR , FSE 7H# AWS
Ground Station Z0{AI £ F ephemerides

AWS Ground Station E#Er 278 LR EM CloudFormation 74~ | BEF R R EARFERARE, W
% AWS Ground Station 2{afE f Y HIEHI{E LR ERRERE | B2E

BESMNTEBERER | St BHAEECHAFAFNBABEER AWS Ground Station , ASEURAEEE
FERARM, THIRERETHEIE T #F—La] HYiRE -

« {£/A AWS Ground Station Amazon S3 ER T BB {ritIRE R ( REMEEEBI GitHub REE

awslabs/aws-groundstation-eos-pipeline)
- A ERIEEHEER AWS
o HEKEEME A AWS Ground Station : #4A] 5|E&

+ {8 AWS Ground Station WideBand DiglF # Amphinicy Blink SDR ( & EABRFERY GitHub f&
17 /& aws-samples/aws-groundstation-wbdigif-snpp) 2 & & % 24 E E B T 17248 GitHub aws-
samples/aws-groundstation-wbdigif-snpp
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https://github.com/aws-samples/aws-groundstation-wbdigif-snpp
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AWS Ground Station{ &

AWS Ground Stationf2fft82 AWS Efl 5% [ 8 & BRI R R By £ R [ VA ARG . S8 W] BARREM
XENAWS BEREEHELNE, ETEXNERT AWS EFH,

AWS Ground
Station Locations

O

3 E vh BV EAWSHY [ 33

AWS Ground Station£IX{Ei IS E TFILUE , WHFBRUREERN AWS EiFgH, BT
#EiB AWS BREMH ListGroundStation ElFEREEVEEEFEAE T/EIEE., B 2026 £ 6 A 16
Hi#E , AWS Ground StationTB X EEBENXFER. thHGSNVENZEEENTAR. m2EA
FIiER , BENEEM GRS LB,

Ground Station Ground Station AWS [EiE & AWS EFR TS &t
=g NE

Fal 7 Hiv pn 1 %[5 P 57 H7 A0 XEIEES (RS us-west-2 TREBMRA
) AWSE 5
EHK 1 E K Middle East me-south-1
(Bahrain)
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ERAEER

Ground Station Ground Station AWS EE & B AWS BEA T fimst
28 g
FAEH 1 FEE N Africa (Cape af-south-1
Town)
Dubbo 1 EE, BN DmAME (EE)  ap-southeast-2 FREBMRN
AWS E 13
EHE1 ZEEHR ZEFEI (BH us-west-2 FREBMRN
) AWSE 1
ZHRE 1 ZHEW BN (ZHER) eu-west-1
B BEBM 1 EE B BN BRI (B us-east-2
B)
BEERM 1 EERHA EEIFEEP (RH us-west-2
)
Punta Arenas 1 Punta Arenas , MEM (BRE)  sa-east-1 FREBMNR
B AWS[E 13
Fhnig 1 #hn3g DRK[EE (Fhn ap-southeast-1
)
HT SR E 1 IRBHTE S BE  Europe (Stockhol eu-north-1

m)

AWS Ground StationXX /) AWS [E1F

BRI LUEIR AWS BIREM4 SRR ZEN AWS EHAWS Ground Stationi2 &R MR ELNBE A, &
Al LATE i B FIAWS Ground StationBit 28 448 X BB [ 15 & E AR BBt Ay ik 2
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Buo 5 A%

fEFHAWS Ground StationZ{{ 7 & Ih 82 BRARFTBAWS Ground Stationa[ £ Y AWS [EiF, Bz
B REEMEUENEIREAR  EXFEENA "8 5. EUEERE, i, "8usBHRXE
1, BB BHEY , 2 "HXX® 11 £EHEMBHEYE A,

SR KR

BT LERABIREMN B EEE 2 , AWS Ground StationBEHEAXIE, ERXREE—EHITE

BNXBRRFE , IRREBAWSEE . ERAXRTRREBEHIAWS Ground Stationttt ESL & , BJ AfE
AANEEIE AN IhEEREE | P AHRAWS Ground Station W2 ThEE, ERXKENMEMNINEERS
NEEBE,

MEERKRENFMER , 5528 AWS Ground Station BRI KiF, EE#—F THRIMBEAZEAKX
% , AWS X EFEEB Bif& AWS Support Center Console,

T # T TR uh A AR R AR

SEtEGENERE —RZERE. SOLMER ListAntennas API E#E TEMBIE REE. Lt APl &
EEENHEHEERDXRE S RESERENEHE,

KIS E AL ListGroundStationReservations APl & RIEEER , L THMEE IT/EUNBIENTH
M, MERBRDEVFMENR  BF2E RAEHLEHERE,

HEMNI ListAntennas , L4 ERFEMAZSHEY , HEF®EEN A USBRETET, M
FAMES  F2REHASVEKETREER,

545 - 5| e E TAEUL A KA

THIE A5 HAERERAR Python (Boto3) KIAWS SDK 2 ith El T E¥ERY FT R K 4R

import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# The ground station ID to list antennas for.
# Use the ListGroundStations API to find available ground station IDs.
ground_station_id = "Ohio 1"
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# List all antennas at a ground station.

# This is useful for understanding the capacity of a ground station

# and for planning multi-antenna operations.

print(f"Listing antennas for ground station '{ground_station_id}'...")

paginator = ground_station_client.get_paginator("list_antennas")
page_iterator = paginator.paginate(
groundStationId=ground_station_id,
PaginationConfig={
"MaxItems": 100,
"PageSize": 20,
},
)

for page in page_iterator:
for antenna in page["antennalist"]:
print(f" Antenna: {antennal['antennaName']}")

print(f" Ground Station: {antennal'groundStationName']}")
print(f" Region: {antenna['region']}")
print()

45 ih [ G BE AR EE

Al LAfE R ListGroundStationReservations AP , fEiH THEMBREBRENRE, AERRXELHN
BEER  SESNEERBE A, AWS Ground Station EA X BE th & E I HERER,

WERTHEE T RABBHEHRBOTG TR | WA T F0E T KR LRENER,
B R B

EEH|HERE |, BN ListGroundStationReservations , EFAE#E T/EMRBIFNMEREEE, AP
SHEEENEBERRA , SR hE TERFFEXENRE,

BEINREBORNENFIUER

« A8 AWS Ground Station F — S RERI B CHBIEARE.,. TEEHMIREHEEWHERFR
FIEEAE Ao

« AWS Ground Station ERXBREF — S EEAXBELIEEMERE , SEHERERNEAMD
IREHEENEIEA, ESSBEENEEANBIEAZRIT, MEFMER , F2BAWS Ground
Station A X#%.
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListGroundStationReservations.html

AWS Ground Station EREER

REEE

BEREHE —EEE , EEXREEHAR

- BRA —BERARBERRAGEEBARENXRHE, REFKNEREEARRTENRRRE ,
BREEEFNEEREE , MAARFHEEERER,
« HE —HERBAKRXBREHEMREZEANTE, #EBRESEmnaintenanceTypelE H#EER

FHEBE R B .

B

T % &35 65 F 5 FA A Python B9 AWS SDK (Boto3) B ARR 7 K E L ERE , SRMRZERE
igo

import boto3
from datetime import datetime, timezone, timedelta

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# The ground station ID to list reservations for
ground_station_id = "Ohio 1"

# Define the time range to query. Reservations include both your

# scheduled contacts and maintenance windows at the ground station.
start_time = datetime.now(timezone.utc)

end_time = start_time + timedelta(days=7)

# List all reservations at a ground station for the next 7 days.

# You can filter by reservation type to see only contacts or

# only maintenance windows.

print(f"Listing reservations for ground station '{ground_station_id}'...")
print(f"Time range: {start_time} to {end_time}")

paginator = ground_station_client.get_paginator("list_ground_station_reservations")
page_iterator = paginator.paginate(
groundStationId=ground_station_id,
startTime=start_time,
endTime=end_time,
PaginationConfig={
"MaxItems": 100,
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iy

"PageSize": 20,

for page in page_iterator:
for reservation in page["reservationList"]:

reservation_type = reservation["reservationType"]
antenna_name = reservation["antennaName"]
res_start = reservation["startTime"]

res_end = reservation["endTime"]

print(f" Type: {reservation_typel}")

print(f" Antenna: {antenna_namel}")
print(f" Start: {res_startl}")
print(f" End: {res_end}")

details = reservation["reservationDetails"]

if "contact" in details:
contact_id = details["contact"].get("contactId", "N/A")
print(f" Contact ID: {contact_id}")

elif "maintenance" in details:
maintenance_type = details["maintenance"]["maintenanceType"]
print(f" Maintenance Type: {maintenance_typel}")

print()

# For Dedicated Antenna customers, you can also filter to show only maintenance windows
print("Listing only maintenance reservations...")

page_iterator = paginator.paginate(
groundStationId=ground_station_id,
startTime=start_time,
endTime=end_time,
reservationTypes=["MAINTENANCE"],
PaginationConfig={

iy

"MaxItems": 100,
"PageSize": 20,

for page in page_iterator:
for reservation in page["reservationList"]:

maintenance_type = reservation["reservationDetails"]J["maintenance"][

"maintenanceType"

XM
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]

print(
f" {maintenance_type} maintenance on {reservation['antennaName']}: "
f"{reservation['startTime']} to {reservation['endTime']}"

)

AWS Ground Station #u5iE =

18 AWS Ground Station X#iF{u EEEHBEHNEALES, S EESEERE LS OEHEIEZNVE
WRGERRIZW , BEE LTS, ESTHEEERE

- RFEEHEMENIIEE -, ETERBUBNEEYESHEB/RTER (RF) KB LE
Lanfi byl N

- BREEERTE (RF)-ESFEER (FETTARE AWS Ground Station REREI/AEP RFI 3R
R ) M{E#E (AWS Ground Station XAREHRY RF FAEABBEKRFREREETE ) NN,

- EEEE - SEREETIEE AWS Ground Station R A #BIE IR IERTAERIERERS , SlMARER
WRIEERE,

ELPELESTASEEREAMEE, fln, FNEEYAUERFVLEMITEE , RFI RETEEE
B, RELEREVESGUTRMNBEHIEN. BEREWHZE (NDA) , BRI LEA AWS Ground Station
HIEE,

EFRENES

BR T BEMAIEH AWS Ground Station IHEZE 2/ , ERZECH ZEREEEEREPEFEERBA
HIBRE , BREEEHMIES, &1 LE AWS Ground Station case-by-casezX EEEIEE , LAFEREE
A AWS Ground Station BB ELE EBARTSRE, MEFMEEN , FBHE AWS Ground Station
B o

8 VA 3 O] A s R R
WEEAME : L7 (@H) MBEEATT (EK) EBEE,

£/ ListContacts 2 4E% H 7] A B B A& AF R BF | AWS Ground Station ERIBFEE T ES THIE
BEE ] MR, TANBESEARUERATTESTEMERAER, ERRELNEERAT
TESR  T2EZE-,

EERREREEERREEZIERBLTHERE TP EEUTSERZTANBIERRE, B9
REEATITORA T ABERES  IELTREBRR LTRBEEME S EEER, T8 , L1THAR
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ERBEHEBZANB A WVRFATRELZER, FELTEAR SLAABEEZERHUNEST
EE,

EEAN LITHBEH 2 ERBEHEHENEENT , MERRXBRVEN LTRMEEMAMTE, &
EANTTREEZEMCNESS  LFERBBRERE. AEMESFT , LTESETRESR TTHE
VEE  ENARSERAENBBFERBEEERA LT, ELTREAERAMIEZRE , NEa
WE SRR G R E B A

AWS Ground Station 5 2iIhEE

5 TE{LEREE , AWS Ground Station JRE—HE R RRFEEIE , ARG ZERRIBERH
HLIE, MAZRN—Ho IRRENEFERSEMNENRKREREE, FRBBAR , £ EE
YIETEAMRREDR, EHRACERSCHHEENEREERSERETE , ERFEAPLERER. AR
FEREME , SINBREZHNRR , BEANBEREEEMTE,

B, FRAMEESXETSIZhEE

(@ Note

BRIEZARA , BATRINE B EHBUNEARE, FEEENERT , URBREK
ey Z@EINRE , RFFRIKEMZ FBEARE.

heExm A 58 2R & [F HEEE Polarization Common izt

Name (BH

H )
antenna-d 7750 - 8500 50 - 400 MHz RHCP XEEEHET MWIEFEE
ownlink MHz 1T £/ AWS

Ground

antenna-d 7750 - 8500 50-400 MHz RHCP Station &
ownlink MHz B
antenna-d 7750 - 8500 50-400 MHz RHCP Alaska 1 8
ownlink MHz Punta Arenas
antenna-d 7750-8500  50-400 MHz RHCP 1f§g‘w3
ownlink MHz Reo
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Thee A

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-u
plink

antenna-u
plink

7750 - 8500
MHz

7750 - 8500
MHz

7750 - 8500
MHz

7750 - 8500
MHz

7750 - 8500
MHz

7750 - 8500
MHz

2200 - 2290
MHz

2200 - 2290
MHz

7750 - 8500
MHz

7750 - 8500
MHz

2025 -2110
MHz

2025 -2110
MHz

SRR

50 - 400 MHz

50 - 400 MHz

50 - 400 MHz

50 - 400 MHz

50 - 400 MHz

50 - 400 MHz

=3 40 MHz

S1E 40 MHz

ot

S1E 40 MHz

ot

S1E 40 MHz

ot

S1E 40 MHz

ot

=3 40 MHz

Polarization

RHCP

LHCP

LHCP

LHCP

LHCP

LHCP

RHCP

LHCP

RHCP

LHCP

RHCP

LHCP

Common
Name (BH
B

S BHETAT

X SEERRE
1T

S 5% L1TE
S

fmat

BREVESHE
AL py AR IR
BETBES
400MHz,

A S A 19 3R
EREHLE
TES,

—RABEfER
— {41t

—RABefER
— {41t

—RABEfER
— {1t

EIRP 20-50
dBW
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antenna-u
plink-echo

antenna-u
plink-echo

antenna-d
ownlink-d

emod-decode

antenna-d
ownlink-d

emod-decode

p=F

*RHCP = §FEFEMIL , LHCP = EFEFE®RIL, MERCHNFEMAEA |

SRR

2025 -2110
MHz

2025 -2110
MHz

7750 - 8500
MHz

7750 - 8500
MHz

N/A

SRR

o

2 MHz

2 MHz

=iZ 500
MHz

=iZ 500
MHz

N/A

Polarization

RHCP

LHCP

RHCP

LHCP

N/A

Common
Name (BH
B

LiTEE

X SEE AN
BT

N/A

fmat

HERBRLLT
BR 51

X EABER
MR ia it

AS2RRIEL,.
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T #& AWS Ground Station 21{AI# f ephemeride

ephemeris, plural ephemerides BIRMHA XY HHFNERREREE, HELLRE |, LEREE
REXER , EEXFEORTAZTHBFHNEEERESR

Ephemeris AP| 25545 B 5] E R &R EEZ) AWS Ground Station , AMEREERBFEH., ELER
HEREERE Space-Track WTERERMHER (FSH : )E: gﬁ?ﬁﬁﬂ AWS Ground Statlon
% & Orbit Ephemeris Message (OEM), #177t3%& (TLE) MAU LARANERMLEER ., UFEK
BENSREINEEEEREEHE , F OEM KX RHEREHER (F2HE 2 OEM ephemeris
&HD.

AWS Ground Station £ ephemeris & , 1£3% AWS Ground Station #3& 12 ephemeris F1E
oD RERYBEHE AT A, RIBFER , MRENEHEEBREN NORAD ID , IFEEHREUE
A EpESRIZ Mt AWS Ground Station ephemerides

tEBFTERLIUREERBE,. EERE YA Space-Track Rt H R EIIRE AWS Ground
Station , AR ZEIRE,

& , AWS Ground Station XESVRAKR , TBLEEEERREO O , MEFRUGEHNE
EF. EEARRAFBENSEATBRIARAMEZRERRIEONER.
FE
BEEREREER

- REBTERMEER
« EFA BT ephemeris T B A
- THRFEAK ephemeris

WEEENE s gREE
- BFEZEER ephemeris X

R EER

RIZFEEL , AWS Ground Station EFARE Space-Track WARAAER , M BT HEHKIEAE
YERIRM AWS Ground Station ELLTERR E R E K, BELERM TR IEEEE NORAD ID MBI
METTEE (TLES), FMIEFARERMYEEHNELIERFA 0. Et |, iEIB ephemeris APl L EH (T
RIBEIK BET ephemeride — 2 FLUEBE , HELXIEFSEA 1RES,
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328 NORAD ID WEEX B BITERMER EEZEHEAF AWS Ground Station, 1t |, RIBESHZ =
# Space-Track B #EHEMNEHETEE NORADID, MEAZEELERTNETM, WERHEBITER
MERWFAEN , F20  EHETERMEER,

REBTEREESR

/A Important
ephemeris API B 81 & A 78 BARAE

EEZEZRREME Ephemeris API WEE,. REEE LEHTEREERNING , FEB ML
AWS 3z ZEFEAWS Support Center Console, B EBKIGEREEE , BENBEEREA L ThEE,

BE

Ephemeris AP 5 5% B 5T E B B &%) AWS Ground Station |, SMEEREEREFER, ELE
RV ESBERE Space-Track WTERERMYE (F2H  EREHEER). EPZEE Orbit
Ephemeris Message (OEM), &1T7t% (TLE) MA B A KN KT FHEE R,

AWS Ground Station #& ephemerides R ABACAEE R, MEEERLEATIEE , AWS #EH
ephemeris BRI RIEZHHBELE X &,

HERFTERMLA AN B EMRE. BERE WA Space-Track EHF{LIE B W% AWS Ground
Station , AR ZERE,

EEHEVNETRMEE4ETHREDZE  F28 . JEZEERNEEMSES
) - £E FRAEFRMHEM ephemeride AWS Ground Station

MELRE FAFFRENTREERMFEMIE T AWS Ground Station , FESRBEL FHEFEHY
TR ER AWS Ground Station , AR EAHRBIBERY GitHub f# 72 aws-samples/aws-groundstation-

cpes
24t TLE ephemeris & ¥}

/A Important
ephemeris API B 81 & 78 EARAE
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EEEEREMEY Ephemeris API (I, WREEELEHTERMEERNIIGE  FEB B
AWS & ZFEAWS Support Center Console, R EBKGEREEHE , AENBEESREA L INEE

B

#170E (TLE) EREAFEHENEELKR, Ephemeris API 54§ TLE BRMHER LEZE AWS
Ground Station , LB EREFER, ELERMEYEESERRE Space-Track WA ERFHENE
(FESH : ERERMEER,

AWS Ground Station #& ephemerides R AB AL FHEEE, MBEFEHLZAIIEE , AWS B EH
ephemeris ERRIZHHEZE X &,

HERFT TLE ERLAT Ak E B mE ., RERE WA Space-Track ERHLH B H#E AWS Ground
Station , AR FTERE, T8 , TLE EEESSIERERNRS  YHEEEFENEBMREREK,. NE
BRREHNSEENNSRETRMEER , FZEMEH OEM B ( F2H 21 OEM ephemeris E#),

(® Note

£ B8 2 AR B S5 2 ARG T ephemeris B , ST LU 00000 TLE M2 B
SRSETEAEML , LUK 000 TLE BB EEMMA MBI RIEE S (520 24000AF R 2024 FREIH
=) .

N TLEs BAWHMET , BOWLGTAER,

TLEs ## Alpha-5 £ B &3R5

BITTEE (TLEs) FABEEERN , HPFHEBEFEEMN (F1TNE2T03-7H) REAB

S5ME , XEBRAE 99,999, ATRRBIBLRHEHNWESE B KK , XEZHAOERF T Alpha-5 iR
IEH =R, Alpha-5 LFRBFIT (A-Z, IR 1 F O, UBREBEF 1 M 0) R EERRMANE 1

g, SEKAEEEEE TLE #XAN TR TEHERKHFEEERE 100 , 000 EREF 339, 999,

Alpha-5 #ifE 2 TLE XFEANWETRRE. ERSEFEBEHRBTIZEE, API B/
noradSatelliteID AWS Ground Station M ZRFEH — API EFE , Hla0 ListSatellitesit
#f8GetSatelliteEEIBEE 2 B &4MRW5E , M= Alpha-5 fRiE&=N. Alpha-5 fRiS{EEE TLE XF
TS HE.

AWS Ground Station &8 & Alpha-5 fRiGEEHEN TLE ZHEMHER, EMRER CreateEphemeris
BELE TLE B , & AWS Ground Station IEFEZI4T Alpha-5 RISV E RN , W EATKERFTA
RN BIEE 458, 2 = Alpha-5 & (100 , 000-339 , 999) HEE B &EEHEE.,
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LTREFHEB&RIES 100, 000 WEERENE S| TLE, Alpha-5 fmiEXR~E—2 , 1@ TLE
THERIE 3-7 AVVOOFT R :

L

{
"tleLinel": "1 AQQQQOU 26001A 26120.50000000 .00000072 00000-0 24500-4 @
9991",
"tleLine2": "2 AQQQOQ® 97.4500 85.2300 0012345 45.6789 314.5678 15.20000000
10013",
"validTimeRange": {
"startTime": 1777680000,
"endTime": 1778284800
}
}

]

:I:II‘H

NFE Alpha-5 %5 RWFFEER , %52/ Space-Track Alpha-5 X f.

#3 TLE ephemeris

EALAE R API 9 CreateEphemeris B)fE3RE 3 TLE ephemeriso AWS Ground Station Lt Bh¥EH#E
FABRAXHPNERREIEEN S3 AEFTE LETRMEER,

EIEMLEE | L& ephemeris 1% ephemeris ¥ E 4 , VALIDATINGY R B)IER L THERIE , LABRTE
MEERE ephemeris KEBEBI & A. LB ephemeris BBt TEFRTER , ENABLEDF A HEAR
Biig Ao BHEXERFH DescribeEphemeris Y E R EARRE , SAEMA CloudWatch B4 3B it B B4 ik 8
8F,

EEHENNEREEHETREDE B2 (EIHERNETLESY
Pl ;- FEB API B ETuE (TLE) ESEEHM

AWS SDKs #1 CLI , AWS Ground Station i&i8 CreateEphemeris FEAU#E# 1Tt & (TLE) £ T4
R LEE, Jtl:gﬂﬂiﬁﬂﬂfﬁﬁ‘“ﬂlﬁﬁéﬂﬁﬁ SERMER (F2H ERTEEER). LEsIR
g anfEFAAWS 38 A A Python B SDK (Boto3) #1TILIRAE,

TLE ££2 JSON &MY 4 |, Al —= 2@ TLEs SEE—i2 , LEBEFEEHI, TLEs £+ K TLE
MARREBES , RATLRAREBEHY (B TLE £6F TLEsZ B E0E ) . 4] TLE £
TR :

{

44 TLE ephemeris &%} 53


https://www.space-track.org/documentation#tle-alpha5
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
https://docs.aws.amazon.com/pythonsdk

AWS Ground Station

ERAEER

"tleLinel": "1 25994U 99068A  20318.54719794
9997",

"tleLine2":
14.57114995111906",

"validTimeRange": {

"2 25994 98.2007 30.6589 0001234

"startTime": 12345,
"endTime": 12346
}
},
{
"tleLinel": "1 25994U 99068A  20318.54719794
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234

14.57114995111906",
"validTimeRange": {
"startTime": 12346,

"endTime": 12347

(@ Note

.00000075 00000-0 26688-4 0

89.2782 18.9934

.00000075 00000-0 26688-4 0

89.2782 18.9934

TLEs £6& 7 TLE WK EEELATEMA , TRRRABTREERN I,

&7 LUEIB boto3 AWS Ground Station AiFiw L& TLE & , MR :

import boto3
from datetime import datetime, timedelta, timezone

# Create AWS Ground Station client
ground_station_client boto3.client("groundstation")

# Create TLE ephemeris
tle_ephemeris

ground_station_client.create_ephemeris(
name="Example Ephemeris",
satelliteld="2e925701-9485-4644-b031-EXAMPLEQ1",
enabled=True,

expirationTime=datetime.now(timezone.utc) + timedelta(days=3),

priority=2,
ephemeris={
"tle": {

124 TLE ephemeris &%}
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ERAEER

"tleData": [
{

"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0

26688-4 @ 9997",

"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934

14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),

"endTime": datetime.now(timezone.utc) + timedelta(days=7),

iy

iy

print(f"Created TLE ephemeris with ID: {tle_ephemeris['ephemerisId']}")

WA EE ephemerisld , ATARTERRK S ZE ephemeris, HlaN |, B9 vT LA LRI 12 HY

ephemerisld 2K ¥4 3 ephemeris #REE :

import boto3
from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# First, create a TLE ephemeris
print("Creating TLE ephemeris...")

tle_ephemeris = ground_station_client.create_ephemeris(
name="Example TLE Ephemeris for Description",
satelliteId="2e925701-9485-4644-b031-EXAMPLEQL",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=3),
priority=2,
ephemeris={
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075
26688-4 @ 9997",

00000-0

124 TLE ephemeris &%}
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"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

iy

.
ephemeris_id = tle_ephemeris["ephemerisId"]
print(f"Created TLE ephemeris with ID: {ephemeris_id}")

# Describe the ephemeris immediately to check initial status
print("Describing ephemeris...")

response = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)
print(f"Ephemeris ID: {response['ephemerisId']}")

print(f"Name: {response['name']}")
print(f"Status: {response['status']}")

LA T 124 DescribeEphemeris B ¥Ry & {51 [ fE

"creationTime": 1620254718.765,
"enabled": true,
"name": "Example Ephemeris",
"ephemerisId": "fde4l049-14f7-413e-bd7b-EXAMPLEQL",
"priority": 2,
"status": "VALIDATING",
"suppliedData": {

"tle": {

"ephemerisData": "[{\"tleLinel\": \"1 25994U 99068A 20318.54719794 .00000075
00000-0 26688-4 @ 9997\",\"tleLine2\": \"2 25994 98.2007 30.6589 0001234 89.2782
18.9934 14.57114995111906\",\"validTimeRange\": {\"startTime\": 1620254712000,
\"endTime\": 1620859512000}}]1"
}
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BB DescribeEphemeris BB £ A CloudWatch B4 RKEH FENTRHEEHNRE K EE

CABLXRBIERL R TERE , FREERE S ENABLED 3 ] A BERE M ITEIAS Ao

IR, ELiR259948 6% | TLE SEHFFHE TLEsH Y NORAD ID X EFSEME EFE Space-
Track E¥EF A NORAD ID,

& - 1% S3 FEFETE L& TLE ephemeris E¥}

B LUEBE QTR S®  E1EK S3 R FETE L& TLE ephemeris 8%, AWS
Ground Station AR REHEEY 4, B PREERMZNFFMEA AWS Ground Station |, F2
B BB R IN%E AWS Ground Station,

AR 2% S3 #1787 L& TLE ephemeris &=/ &4

import boto3
from datetime import datetime, timedelta, timezone
import json

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "ephemeris-bucket"
object_key = "test_data.tle"

# Create sample TLE set data
# Note: For actual satellites, use real TLE data from sources like Space-Track
tle_set_data = [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=3),

iy

"tleLinel": "1 25994U 99068A  20321.54719794 .00000075 00000-0 26688-4 0
9998",
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"tleLine2": "2 25994 98.2007 33.6589 0001234 89.2782 18.9934
14.57114995112342",
"validTimeRange": {
"startTime": datetime.now(timezone.utc) + timedelta(days=3),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),
.
},

# Convert to JSON string for upload
tle_json = json.dumps(tle_set_data, indent=2)

# Upload sample TLE data to S3
print(f"Uploading TLE set data to s3://{bucket_name}/{object_key}")

s3_client.put_object(
Bucket=bucket_name, Key=object_key, Body=tle_json, ContentType="application/json"
)
print("TLE set data uploaded successfully to S3")
print(f"Uploaded {len(tle_set_data)} TLE entries covering 7 days")

# Create TLE ephemeris from S3
print("Creating TLE ephemeris from S3...")

s3_tle_ephemeris = ground_station_client.create_ephemeris(
name="2022-11-05 S3 TLE Upload",
satelliteId="fde41049-14f7-413e-bd7b-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=5),
priority=2,
ephemeris={"tle": {"s30bject": {"bucket": bucket_name, "key": object_key}}},

print(f"Created TLE ephemeris with ID: {s3_tle_ephemeris['ephemerisId']}")

£t OEM ephemeris E$}

/A Important
ephemeris AP| B BIEA A B AR RE
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EEEEREMEY Ephemeris API (I, WREEELEHTERMEERNIIGE  FEB B
AWS & ZFEAWS Support Center Console, R EBKGEREEHE , AENBEESREA L INEE

B

Orbit Ephemeris Message (OEM) & —BEENEN , ARKTRAZMENIFER ., Ephemeris API 7t
% OEM EBs{t L% AWS Ground Station , ERFERTHEH. ELTRUEYESERRE
Space-Track WFERERMYE (F2H  AREREER).

AWS Ground Station #% ephemerides SR A B AL HEE X, MREFEHLEATIEE , AWS BEH
ephemeris ER RIZHHBEDE X E,

EEEET OEM BB TR EEH RE, BRERAETA Space-Track HELH RHIRE AWS
Ground Station , AR5+ E&/E,

® Note

EALNEERRKEEB HFRIF 2R BET ephemeris B , AL satelliteId AR
OEM OBJECT_IDHIER % »
% OEMs &M E , 552 OEM ephemeris 13,

OEM ephemeris &=

AWS Ground Station 181 CCSDS Z# &R OEM B F£4t#Y Ephemerides , B8 — /MR
#l, OEM EREA KVN &, TxRBLHA OEM AR , LAk B CCSDS Z%# AWS Ground
Station WE R,

& B} R =% CCSDS AWS Ground st
Station ¥ E
258 CCSDS _OEM = = WEE : 2.0
_VERS
COMMENT & ra
W | & &
CREATION _ b P
DATE

4 OEM ephemeris &%} 59


https://console.aws.amazon.com/support
https://www.space-track.org/
https://aws.amazon.com/service-terms
https://www.space-track.org/
https://ccsds.org/Pubs/502x0b3e1.pdf

AWS Ground Station EREER

&= B WL FE CCSDS AWS Ground fmaE
Station ¥ E
RiA [ RS = =
MESSAGE_ID ) =)
s R META_START = =

COMMENT =) =)

OBJECT _NAME = =

OBJECT _ID s =

CENTER_NAME = P ME(E : #hBK

REF_FRAME = = BEIZH
8 : EME2
000. ITRF2000

REF_FRAME o T E TFE K

_EPOCH AEZH
REF_FRAMEs
BEHRE epoch

TIME_SYSTEM s = ME{E : UTC

START_TIME = =

USEABLE_S ) =)

TART_TIME

USEABLE_S o vy

TOP_TIME

STOP_TIME = =

4 OEM ephemeris &%} 60



AWS Ground Station

ERAEER

[ BR

Az

i

INTERPOLA
TION_DEGREE

META_STOP
X

Y

Z

X_DOT
Y_DOT
Z_DOT

X_DDOT

Y_DDOT

FZE CCSDS

a

7|

WD RO WD RD  AD KD D

7|

7|

AWS Ground
Station ¥ E

=
=

fim

fm A Fn AD FD FAD @D

7|

7|

{5

©E , FHit AWS
Ground Station
AT LA BB A B
EEBEDA
E.

KE | HIk AWS
Ground Station
AT LA BB A B
EEBNEDA
E. MR,
BEREENE
B, BEnNRER
PRERHANE
#, MEfEAR
REHNEE,

B RAK km
B K km
 RRE km
B RRE km/s
B PRE km/s
H RRE km/s
B AEK km/

sN2

B RHARE km/

sN2
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&= B WL FE CCSDS AWS Ground fmaE
Station 4 E

Z DDOT B = E PRE km/
sN2
HEBYARfE BB R B =
EPOCH & A
DISC_REF_ & A
FRAME
Ne#l o 7 _1= 1k = =

* IR OEM 1 AWS Ground Station 88 FXEMNFMAERF , OEM G KRB ERE,
B4 #) CCSDS {ZXMEZERZE AWS Ground Station % :

« CCSDS_OEM_VERS %ZAR 2.0,

- REF_FRAME #4782 EME2000%, ITRF2000.

« REF_FRAME_EPOCH 3% #& AWS Ground Station,
« CENTER_NAME #4782 Earth,

« TIME_SYSTEM %&£ UTC,

« INTERPOLATION #1 INTERPOLATION_DEGREE #:2 AWS Ground Station & F 2 #t#Y ephemeris
HSEIEH,

« AWS Ground Station AFFF 2SR HAE M E RN OEM EREREREN S1THEAE |, U=
CCSDS 5.2.4INTERPOLATION_DEGREE.7, FEMER T , AWS Ground Station #&FEH/ PR BIER
BT NWRSIEMHEEINTERPOLATION_DEGREE,

KVN #& BV €5 5] OEM ephemeris
LR R JPSS-1 A EEBEFHEMN KVN 183X OEM ephemeris B ET & 51,

CCSDS_OEM_VERS = 2.0

COMMENT Orbit data are consistent with planetary ephemeris DE-430
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CREATION_DATE 2024-07-22T05:20:59

ORIGINATOR = Raytheon-JPSS/CGS

META_START

OBJECT_NAME = J1

OBJECT_ID = 2017-073A

CENTER_NAME = Earth

REF_FRAME = EME2000

TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000
STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02
-6.944807075000000e+03 -5.784245796000000e+00
-1.657256863000000e+00
2024-07-22T00:01:00.000000  2.425572045154201e+02
-7.030938457373539e+03 -5.810660250794190e+00
-1.212889340333023e+00
2024-07-22T00:02:00.000000 -1.063224256538050e+02
-7.090262617183503e+03 -5.814973972202444e+00
-7.639633689161465e-01
2024-07-22T00:03:00.000000 -4.547973959231161e+02
-7.122556683227951e+03 -5.797176562437553e+00
-3.121687831090774e-01
2024-07-22T00:04:00.000000 -8.015427368657785e+02
-7.127699477194810e+03 -5.757338007808417e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03
-7.105671911254255e+03 -5.695608435738609e+00
5.932259682105052e-01
2024-07-22T00:06:00.000000 -1.484582479061495e+03
-7.056557069672793e+03 -5.612218005854990e+00
1.043421397392599e+00

#3 OEM ephemeris

-1.860082793999999e+03
4.347501391999999e+00

-1.595860765983339e+03
4.457103652219009e+00

-1.325569732497146e+03
4.549739160042560e+00

-1.050238305712201e+03
4.625064829516728e+00

-7.709137891269565e+02
4.682800822515077e+00

-4.886583601179489e+02
4.722731329786999e+00

-2.045451985605701e+02
4.744705579872771e+00

OEM ephemeris AT BAfE A API H# AWS Ground Station CreateEphemeris BIfEZ 3L, W EN1EAS

ARAXHHNERSEEEN S3 MEFE LETREER,
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IS LEER | L& ephemeris 1% ephemeris 5%E 4 , VALIDATINGY: A EIERZL THERE , U
FHMEERB ephemeris BBEBIZA. RBETE ephemeris BBl THERER | ENABLED?%ﬂ%EFﬁ
REBiFEA . BPEZERE DescribeEphemeris BB BFEARRE | SE A CloudWatch 44 38 Ht B Btk
HREEFE,

EEHENNERMESHETHRERE  F20 . HNEZEEXNEEESH
#f - # S3 AT #E L& OEM ephemeris & #l

BHaEBRE QR EFEBNY4 SR , BiERK S3 #EFEr# L& OEM ephemeris 83, AWS
Ground Station R FREEEM . B8 PRREERINZAFMEEN AWS Ground Station , 2
B : WRAREE R NZ AWS Ground Station,

LA 21 S3 #1788 L8 OEM ephemeris & &4l

import boto3
from datetime import datetime, timedelta, timezone

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "ephemeris-bucket"

object_key = "test_data.oem"

# Create sample OEM data in KVN format
oem_data = """CCSDS_OEM_VERS = 2.0

COMMENT Orbit data are consistent with planetary ephemeris DE-430

CREATION_DATE = 2024-07-22T05:20:59

ORIGINATOR = Raytheon-JPSS/CGS

META_START

OBJECT_NAME =J1

OBJECT_ID = 2017-073A

CENTER_NAME = Earth

REF_FRAME = EME2000

TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000
STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
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INTERPOLATION_DEGREE = 5
META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02 -1.860082793999999%e+03
-6.944807075000000e+03 -5.784245796000000e+00  4.347501391999999e+00
-1.657256863000000e+00
2024-07-22T00:01:00.000000  2.425572045154201e+02 -1.595860765983339e+03
-7.030938457373539e+03 -5.810660250794190e+00  4.457103652219009e+00
-1.212889340333023e+00
2024-07-22T00:02:00.000000 -1.063224256538050e+02 -1.325569732497146e+03
-7.090262617183503e+03 -5.814973972202444e+00  4.549739160042560e+00
-7.639633689161465e-01
2024-07-22T00:03:00.000000 -4.547973959231161e+02 -1.050238305712201e+03
-7.122556683227951e+03 -5.797176562437553e+00  4.625064829516728e+00
-3.121687831090774e-01
2024-07-22T00:04:00.000000 -8.015427368657785e+02 -7.709137891269565e+02
-7.127699477194810e+03 -5.757338007808417e+00  4.682800822515077e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03 -4.886583601179489e+02
-7.105671911254255e+03 -5.695608435738609e+00  4.722731329786999e+00
5.932259682105052e-01
2024-07-22T00:06:00.000000 -1.484582479061495e+03 -2.045451985605701e+02
-7.056557069672793e+03 -5.612218005854990e+00  4.744705579872771e+00
1.043421397392599e+00

# Upload sample OEM data to S3
print(f"Uploading OEM data to s3://{bucket_name}/{object_key}")

s3_client.put_object(
Bucket=bucket_name, Key=object_key, Body=oem_data, ContentType="text/plain"

print("OEM data uploaded successfully to S3")

# Create OEM ephemeris from S3
print("Creating OEM ephemeris from S3...")

s3_oem_ephemeris = ground_station_client.create_ephemeris(
name="2024-07-22 S3 OEM Upload",
satelliteId="fde41049-14f7-413e-bd7b-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=5),
priority=2,
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ephemeris={"oem": {"s30bject": {"bucket": bucket_name, "key": object_key}}},
)

print(f"Created OEM ephemeris with ID: {s3_oem_ephemeris['ephemerisId']}")

AR R ¢ DescribeEphemeris BIEEEMNERIEF , ZBESEHE L —EHEFIRXBER D LEN
OEM ephemeris FERY,

{
"creationTime": 1620254718.765,
"enabled": true,
"name": "Example Ephemeris",
"ephemerisId": "fde41049-14f7-413e-bd7b-EXAMPLEQ2",
"priority": 2,
"status": "VALIDATING",
"suppliedData": {
"oem": {
"sourceS30bject": {
"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem"
}
}
}
}

RIEFBKEREER

/A Important
FURAZGREFHENEREENRE  EZHEMA
HRERBENWTALEE, EMNEARA , FURATHUEIES R ESNFEES,. T
EERFRMUNERMEINGEERE. UECREFRARANEERREREFNFHEEN , FE
B B AWS X8 EFAWS Support Center Console, &/ BBk AS 5|8 18 52 5 43 7 5 F =41
R AHERERF.

B

FluARSTRERf—FEREERRERNTANGZE  MEFTREFENEEA, ETHLEER
FEDENTRMER K MREASEEENAINVANSEAE  AFRREREBEPHVE,
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AWS Ground Station #% ephemerides i & BA LA EE K. MREFANZEAINGE , AWS A
ephemeris BRI R HHED B X &,

BAEETIRMPEBRER

- RRIREXE ERENEMHERE (LEOP) HifF , MRRXERHENNEER , RHESBREER
HREE,
- BRITERER | BERREERFIIETREUESSHRERE,

(® Note

ERABVRAERER , TRESEHEAREFRTEREFE ARN, NRTEHREE ARN ,
ENELsEBBERNY  EF A LATRMENSERARRRED , MARRTERFEE
FIEF M. BABKESERSEREIGHEERS , YERXMENREFE@ G,

F KN ERER

FBREREERBEBELTANEREAR  AENER. SEERBISHERERBEEN
—RIFLANSES.

FBKETSEERNERETHES

- Ground Station : A LL 5 B W E b E T,
- AEBEN : AEKREEN (DEGREE_ANGLE = RADIAN).
- BE —fESZEFERINAFVANSEAESRS.

- FEFELAE EEHEBEEBENER S NS EE.

BREERHAFE :

- 2% epoch (ERMNERRRH )

- BRNSEEE ([ EROBARBNEREER )
- 245 @ARBEER S/ LAY

F LR F PR H R4

« HUE :-180° % 360°
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FBHELRE ephemeris FBERIEA. REEBREACEBYIEREEEREEA R, T EFEH
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import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Create azimuth elevation ephemeris
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azimuth_elevation_ephemeris = ground_station_client.create_ephemeris(
name="Azimuth Elevation for Ohio Ground Station",
ephemeris={

"azl": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
},
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.0},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
}

]I

}I

print(f"Created ephemeris with ID: {azimuth_elevation_ephemeris['ephemerisId']}")

TR EE B

o FBHRERE TEXME 1, thESHEER
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import boto3
import json

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "azimuth-elevation-bucket"
object_key = "singapore-azimuth-elevation.json"

# Create sample azimuth elevation data

azimuth_elevation_data = {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
.
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.03},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
},
{

"referenceEpoch": "2024-03-15T10:15:00Z",

"validTimeRange": {
"startTime": "2024-03-15T10:15:00Z",
"endTime": "2024-03-15T10:30:00Z",

},

"azElList": [
{"dt": 0.0, "az": 70.0, "el": 35.0},
{"dt": 180.0, "az": 75.0, "el": 40.0},
{"dt": 360.0, "az": 80.0, "el": 45.0},
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{"dt": 540.0, "az": 85.0, "el": 50.0},
{"dt": 720.0, "az": 90.0, "el": 55.0},
{"dt": 900.0, "az": 95.0, "el": 50.0},
1,
+
1,

# Upload sample data to S3
print(f"Uploading azimuth elevation data to s3://{bucket_name}/{object_key}")

s3_client.put_object(
Bucket=bucket_name,
Key=object_key,
Body=json.dumps(azimuth_elevation_data, indent=2),
ContentType="application/json",

)
print("Sample data uploaded successfully to S3")

# Create azimuth elevation ephemeris from S3
print("Creating azimuth elevation ephemeris from S3...")

s3_azimuth_elevation_ephemeris = ground_station_client.create_ephemeris(
name="Large Azimuth Elevation Dataset",
ephemeris={
"azl": {
"groundStation": "Singapore 1",
"data": {"s30bject": {"bucket": bucket_name, "key": object_key}},

iy

print(f"Created ephemeris with ID: {s3_azimuth_elevation_ephemeris['ephemerisId']}")

SIYHEDE JSON #£# , HPasHEZ LEHJIF R ERERN S LA ERKER.
REBEFH BRI A
FERAFNABRSERREHMEAR , BFEHE TLE M1 OEM ephemeris T :

1. f£ CreateEphemeris B3 5V &EBKEE
2. %1% ephemeris EZZIENABLEDR&E
3. £ ReserveContact ¥ HELIE & = K 78 B Bif% A
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import boto3
from datetime import datetime
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# First, create an azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")

create_ephemeris_response = ground_station_client.create_ephemeris(
name="Azimuth Elevation for Contact Reservation",
ephemeris={

"azgl": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
.
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.03},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
}

1,

iy

iy

ephemeris_id = create_ephemeris_response["ephemerisId"]
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print(f"Created ephemeris with ID: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
print("Waiting for ephemeris to become ENABLED...")

while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# Reserve contact with azimuth elevation ephemeris
print("Reserving contact...")

contact = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted when using azimuth elevation ephemeris

missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/

example-mission-profile",
groundStation="0hio 1",
startTime=datetime(2024, 3, 15, 10, 0, 0),
endTime=datetime(2024, 3, 15, 10, 15, 0),
trackingOverrides={"programTrackSettings": {"azEl": {"ephemerisId":
ephemeris_id}}},
)

print(f"Reserved contact with ID: {contact['contactId']}")

(® Note

REEGT BRI RIENBIE AR , TREEEMHK satelliteArn 28, RIREEBIEHEE

BEENFVUANSESE,

BI| T A Y B A

FERAAMNEAERMR | ListContacts APl BEHSESH -
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import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Step 1: Create azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="Stockholm AzEl Ephemeris",
ephemeris={

"azl": {
"groundStation": "Stockholm 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-04-01T12:00:00Z",
"validTimeRange": {
"startTime": "2024-04-01T12:00:00Z",
"endTime": "2024-04-01T12:30:00Z",
},
"azElList": [
{"dt": 0.0, "az": 30.0, "el": 15.0},
{"dt": 360.0, "az": 45.0, "el": 30.0},
{"dt": 720.0, "az": 60.0, "el": 45.0},
{"dt": 1080.0, "az": 75.0, "el": 35.0},
{"dt": 1440.0, "az": 90.0, "el": 20.0},
{"dt": 1800.0, "az": 105.0, "el": 10.0},
1,
}

1,
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ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Step 2: Wait for ephemeris to become ENABLED
print("Waiting for ephemeris to become ENABLED...")
while True:
describe_response = ground_station_client.describe_ephemeris(
ephemerisId=ephemeris_id
)

status = describe_response["status"]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break
elif status in ["INVALID", "ERROR"]:
# Check for validation errors
if "invalidReason" in describe_response:
print(f"Ephemeris validation failed: {describe_response['invalidReason']}")
raise RuntimeError(f"Ephemeris failed with status: {status}")

print(f"Current status: {status}, waiting...")
time.sleep(5)

# Step 3: List available contacts using the azimuth elevation ephemeris
print("Listing available contacts with azimuth elevation ephemeris...")

# Convert epoch timestamps to datetime objects
start_time = datetime.fromtimestamp(1760710513, tz=timezone.utc)
end_time = datetime.fromtimestamp(1760883313, tz=timezone.utc)

contacts_response = ground_station_client.list_contacts(
startTime=start_time,
endTime=end_time,
groundStation="Stockholm 1",
statusList=["AVAILABLE"],
ephemeris={"azEl": {"id": ephemeris_id}},
# satelliteArn is optional
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satelliteArn="arn:aws:groundstation::111122223333:satellite/a88611b0-f755-404e-
b60d-57d8aEXAMPLE",

missionProfileArn="arn:aws:groundstation:eu-north-1:111122223333:mission-
profile/966b72f6-6d82-4e7e-b0@72-f824QEXAMPLE",

)

# Process the results

if contacts_response['"contactlList"]:
print(f"Found {len(contacts_response['contactlList'])} available contacts:")
for contact in contacts_response['"contactlList"]:

print(f" - Contact from {contact['startTime']} to {contact['endTime']}")
print(
f" Max elevation: {contact.get('maximumElevation', {}).get('value', 'N/
Ao
)
else:

print("No available contacts found for the specified azimuth elevation ephemeris")

(@ Note
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WS RFSEAS PR RIS IS 18] | 07 2 AT 0 1 8 4 I P AT
85T ephemeris BB A

BLE

EABEFTERMYE (TLE. OEM AN EFH ) B, WA LA ReserveContact AP| R BE##& Ao ZANEFFR

AMEREBEANERTHERE , URBERRIZIBEANEEEESIER,

AWS Ground Station XiFRZEEFMHEFER,. EXRREFEBHEARRESN B EAREE  H

feEFNHARREEE I REXK R, At , FHLEBENBHEAERERIZES SCHEDULED ARRE
I B IR B2 EEEEENEE.

f# A B 5T ephemeris TEZB4&A

76


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ReserveContact.html

AWS Ground Station EREER

/A Important

HRANMNEBEAHZRM , AJaE2 % ReserveContactEBERPERE satelliteArn 28 , MAL
HZAtrackingOverridesiZELE B4 ID, ¥R TLE 1 OEM ephemeris , &R FEEiR M
satelliteArn,

BiEEAE TERRE
5/ 55T ephemeris A BB AEMEEET/ERE

1. List-then-reserve TYEFRIE : % fEM ListContacts 5 H AT AR B4R IS ER , AR BRI BRI ER
B, ERNETEECNEEMAETHANMER | LA EEEFR.

2. EEREIERE  EERBRFEFBRNBEA , MAEINEHTANBEA. ELESKRAEMEN
BENEN EEEATALAERNERER , kEEIFEEFTA.

EMETEREDBEERN , BEIUAREHNERESRR, THSHRESEL EZNEH,

THERE 1 FIHATHNBHEA , ARRE

L THERESAEATHNBERE ARRERENKR, ECRETRECNESHMETANKE
B, WWIhREEE B M.

g6l : FIHAYRELRNABKSE

import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Create azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="AzEl Ephemeris for Contact",
ephemeris={

"azgl": {
"groundStation": "Ohio 1",
"data": {
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"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
},
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.0},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
}

]I

},
ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:

status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# List available contacts
print("Listing available contacts...")
contacts = ground_station_client.list_contacts(
# Note: satelliteArn is omitted for azimuth elevation ephemeris

IERRE 1 FIHTANBEA  RRRE
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groundStation="0hio 1",

missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/
example-profile",

startTime=datetime(2024, 3, 15, 10, @, @, tzinfo=timezone.utc),

endTime=datetime(2024, 3, 15, 10, 15, @, tzinfo=timezone.utc),

statusList=["AVAILABLE"],

ephemeris={"azEl": {"id": ephemeris_id}},

if contacts["contactlList"]:
# Reserve the first available contact
contact = contacts["contactList"][0]
print(f"Reserving contact from {contact['startTime']} to {contact['endTime']}...")

reservation = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted when using azimuth elevation ephemeris
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-
profile/example-profile",
groundStation="0hio 1",
startTime=contact["startTime"],
endTime=contact["endTime"],
trackingOverrides={
"programTrackSettings": {"azEl": {"ephemerisId": ephemeris_id}}

iy

print(f"Reserved contact: {reservation['contactId']}")
else:
print("No available contacts found")

&5l - A TLE ephemeris 5l #1{R &8

import boto3
from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

satellite_id = "12345678-1234-1234-1234-123456789012"
satellite_arn = f"arn:aws:groundstation::111122223333:satellite/{satellite_id}"

# Create TLE ephemeris
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print("Creating TLE ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="TLE Ephemeris for Contact",
satelliteId=satellite_id,
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=7),
priority=1, # Higher priority than default ephemeris
ephemeris={
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  24075.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

}I

}I

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# List available contacts

print("Listing available contacts...")

start_time = datetime.now(timezone.utc) + timedelta(hours=1)
end_time = start_time + timedelta(days=1)
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contacts = ground_station_client.list_contacts(
satelliteArn=satellite_arn, # Required for TLE/OEM ephemeris
groundStation="Hawaii 1",
missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-profile/
example-profile",
startTime=start_time,
endTime=end_time,
statusList=["AVAILABLE"],

if contacts["contactlList"]:
# Reserve the first available contact
contact = contacts["contactList"][0]
print(f"Reserving contact from {contact['startTime']} to {contact['endTime']}...")

reservation = ground_station_client.reserve_contact(
satelliteArn=satellite_arn, # Required for TLE/OEM ephemeris
missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-
profile/example-profile",
groundStation="Hawaii 1",
startTime=contact["startTime"],
endTime=contact["endTime"],
# Note: trackingOverrides is optional for TLE/OEM
# The system will use the highest priority ephemeris automatically

print(f"Reserved contact: {reservation['contactId']}")
else:
print("No available contacts found")

THERRE 2 . EEBIEHES

L THERESERREBEA K MAFEIETANEER, ERCKEANEMFENBEREREETEFE
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import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
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ground_station_client = boto3.client("groundstation")

# Define contact window

contact_start = datetime(2024, 3, 20, 14, @, 0, tzinfo=timezone.utc)
contact_end = datetime(2024, 3, 20, 14, 15, @, tzinfo=timezone.utc)

# Create azimuth elevation ephemeris for the specific contact time

print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="Direct Contact AzEl Ephemeris",

ephemeris={

"azel": {
"groundStation": "Ohio 1",
"data": {

"azElData": {

"angleUnit": "DEGREE_ANGLE",

"azElSegmentList":
{

"referenceEpoch": contact_start.isoformat(),

L

"validTimeRange": {
"startTime": contact_start.isoformat(),
"endTime": contact_end.isoformat(),

I
"azElList":

{"dt":
{"dt":
{"dt":
{"dt":
{"dt":
{"dt":

]I

}I

L

0.0, "

180.0,
360.0,
540.0,
720.0,
900.0,

az

IlaZ

"az

"az":

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:

: 45,0,

az .

az .

"el": 10.0},
50.0, "el": 15.0},
55.0, "el": 20.0},
: 60.0, "el": 25.0%,
65.0, "el": 30.0},
70.0, "el": 35.0},
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status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# Directly reserve the contact
print(f"Reserving contact from {contact_start} to {contact_end}...")

reservation = ground_station_client.reserve_contact(

# Note: satelliteArn is omitted for azimuth elevation

missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/
example-profile",

groundStation="0hio 1",

startTime=contact_start,

endTime=contact_end,

trackingOverrides={"programTrackSettings": {"azEl": {"ephemerisId":
ephemeris_id}}},
)

print(f"Reserved contact: {reservation['contactId']}")

&5 : A TLE ephemeris E#{R &

import boto3
from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

satellite_id = "12345678-1234-1234-1234-123456789012"
satellite_arn = f"arn:aws:groundstation::111122223333:satellite/{satellite_id}"

# Define contact window (based on predicted pass)
contact_start = datetime(2024, 3, 21, 10, 30, 0, tzinfo=timezone.utc)
contact_end = datetime(2024, 3, 21, 10, 42, @, tzinfo=timezone.utc)

# Create TLE ephemeris
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print("Creating TLE ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="Direct Contact TLE Ephemeris",
satelliteId=satellite_id,
enabled=True,
expirationTime=contact_end + timedelta(days=1),
priority=1,
ephemeris={
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  24080.50000000 .00000075 00000-0

26688-4 @ 9999",
"tleLine2": "2 25994 98.2007 35.6589 0001234 89.2782 18.9934

14.57114995112000",
"validTimeRange": {
"startTime": (contact_start - timedelta(hours=1)).isoformat(),
"endTime": (contact_end + timedelta(hours=1)).isoformat(),

}I

}I

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED

while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# Directly reserve the contact
print(f"Reserving contact from {contact_start} to {contact_end}...")

reservation = ground_station_client.reserve_contact(

THERE 2 EEBIEHRZ
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satelliteArn=satellite_arn, # Required for TLE ephemeris

missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-profile/
example-profile",

groundStation="Hawaii 1",

startTime=contact_start,

endTime=contact_end,

# Note: trackingOverrides is optional for TLE

# The system will use the highest priority ephemeris automatically

)

print(f"Reserved contact: {reservation['contactId']}")

ERBSIRESE

REBBAZE  BELEREERE  DURREKINERS | SCHEDULEDIL 7£ 2% 4 T B E R UL 2138
4, &M@ Amazon EventBridge AWS Ground Station 2 HFr B B8 AAREES BN EH,

Biig ik B AL A aniB S

« SCHEDULING - [EfE R Bt A% A LAEE 1T HERR
« SCHEDULED - B B IhEFRE B iR A ARG 1T
e FAILED_TO_SCHEDULE - EZHFREBIE A ( HRImiRAE )

MEBEMRENEBRNFRES  BF2E THBEEDEDR,
£ EventBridge B{EB#& AR RBES 12

EEAFERBSRESE S LRESE Ground Station Bif&iRAEE FE#EE Lambda B
Amazon EventBridge #8l, #HBREBWHBEEME WA EZEERERATER,

BESR

1. 21 Lambda BB REEBIERERESH
2. B FE Ground Station B##&ARREE T E4H EventBridge i Al
3. 11 Lambda HE AR AH B Z

Lambda ESBURIEH H $E 4

WEREBERESFTEHRN Lambda BRBESTRE | , 5528 AquaSnppIpssTerraDigIF.yml
CloudFormation &A&AF# GroundStationCloudWatchEventHandlerLambda &R, LEAAI{E
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ERAEER

AWS Ground Station Z2F 1A Amazon S3 fEFErEFEE., MEFEULEAREREA |
RN BEHIM A& © s — i —8,

EventBridge #3 RI4H &8

EventBridge S BIEFERA THEHER , AFEFTE Ground Station B#iSARERE .

"source": ["aws.groundstation"],
"detail-type": ["Ground Station Contact State Change"]
}

HEMBRHEMRE (FIMKRK) , BULHEFREAEERYS

"source": ["aws.groundstation"],
"detail-type": ["Ground Station Contact State Change"],
"detail": {
"contactStatus": [

"FAILED_TO_SCHEDULE",

"FAILED",

"AWS_FAILED",

"AWS_CANCELLED"

A2RERR

MFEFEA Lambda BRI EventBridge R RINEFHREA , 2B (Amazon EventBridge £ 18

M) PREVHE4MHRENRAL

REBHLH EventBridge R 8l
A LA N EventBridge $ 8| , LB B E EEHIGARRERE, Hi0

- EREAELHIREREEEA
o 8% Lambda BNE , ATEBHIGHE A B ZE(HE R PREPASS
o FOEREHAS ST AEITRERX

WMEFEERE EventBridge AWS Ground Station E# R AIWFFHEGR , 52/ AWS Ground Station £

SHEB1.

BB RERE
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= [+ == =
REEBKNEZEE

RIEHFEE R

H M AWS Ground Station KIEEXAER , AiLtbE FHEBENEBEERListContacts e EME
FRE 6 RBETHEETRE.,. EEEEWEE

1. REEZ —EREHEMRE

2. ERERBRERERESE

3. AIREMGE  BERRAFAGHEA

4. £/ EventBridge 4R EEEFAILED_TO_SCHEDULEARRE

Ephemeris 5 5% I

iAa01E , ephemeris 2AZBE A ENABLED AREE |, FBEE A CRRBEIZ A, BIBZTRFMENERI A/
REEFEFTEELVETIL)ENEE, TEARBBEAZEH , BELEBERMRE,

BiRREEEE

£ F B 5] ephemeris B :

- RGN ERMEZEBRSEEEREFERE

- HRAVAASERY  FRIACTEAZBBED  AESRXBRRSEULHES LS
o RHERRBIZE  BEETREIBERRE

KERFMEEZRERN API £8

ReserveContact APl 91T A2 R ephemeris R MmMAEPAFE :

Ephemeris F# satelliteArn 4 E trackingOverrides 4
TLE = B (1EA)

OEM = B (1EA)

FALEH B (EH) =

BREBEXNZE 87
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T EFM ephemeris

Ephemerides EREEIERF. BHKEBNBANER, EL£T—BREEBENBARERN

ephemeris,

TLE 1 OEM 1t

¥ OEM # TLE B &R , SEFEREE —EEFHERERERAPRE, SEANTRMY
BERRHMAREEXIEFNERMEER , HBHRERARRNEE, BEIEFEEMARRELIEFE
=o ListContacts EEIMW A AEEREBRALTREAER, WMRZ{E ENABLED ephemeride EHF 1
ENELIER , AlefFRKRERIHEHI ephemeris,

® Note

AWS Ground Station ¥ S {E# 2ENABLEDE FREN EEMHE EEREE L

( 582 F : Service Quotas), BEEEREER -EERMEHER | BMER (£H
DeleteEphemeris) &M ( f£A UpdateEphemeris) RIEBELIEF/ REEINE FIRHER
HEH,

MBAREBVERFHEER , INRREERFEER EHBENABLEDARRE |, AIZIR A , AWS Ground
Station M EAFHENTARERMEER ( RE Space-Track), LLFEEE ephemeris WEXIEF % 0.
FIBKEEF

FHUAASRENYIERESRE OEM M TLE REALYTRE. SESNABR S RBESEH
HEWEHERY  YEREEEIEF, EAREEAFVAASTRENEBR K CESRREEEEB
trackingOverrides 88 FEAN A NAF S E R,

FUABRFETHEEEZR

- BELIEFRE - LARENSEBEANTRME
o 4 TE B TE UG - 5B i B T AR B4 TE b T U N A
- BABRA - UREENTRERBRTTH |, BiEga XK

T R {E R ephemeris 88


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListContacts.html
https://docs.aws.amazon.com/general/latest/gr/gs.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DeleteEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UpdateEphemeris.html
https://www.space-track.org/
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® Note

FBRF¥EFTAEE OEM M TLE ¥ & FHF. REBBAR , RS AREINE LB
A, BREEEEERBREEM.

MERMEES T HEREANTE
£ DescribeContact AP| FEBEE/ERFN T RUEEFRE , RRGETETHE EHEREANEE,

# OEM M TLE ERMHER , LEFHERMEERZIHFERNBERIKREZVEENBERR |
MARFEHEEREATEREER, NRATEMONVERBEATFHERMEEZERK , IBHRAZM
EEH/EREEESZNRE , ETRHGERREXENEEEBRBAEE. At , RMEBRLELE
B2 5 BT ephemeris R K Z R ephemeris 2% , BUE M EFHHERE R R BILE A

£/ DescribeContact API , &7 SALEEBERZ AV B4 AendTime M{EEIRY visibilityStartTime
startTimeR , LA ISR B 72 2550/ WO bk B B SR R RY A Z2 i T 48 0% 68 PR Y R SR B4R A 5D
ZDvisibilityEndTime, MREZBZFEUEMEMFERRNBBEE K HERKHAEEFSSEHITR
MIFEEEER 30 ¥, BUEABABERER  BEUEBRETHEEELERA, NFEBUEBHSANERE
# , 2M : Ground Station FAQs,

HRENABKFEST  FEBEAREAREBEARZERNBERS T, NREFEEFHEBRE
ANBZNURAER , EUUBCENEFHFEE SN TR IERBE A,

HSEE/Y B ai Z R 121l

E0Y GetSatellite 2% ListSatellites B4E , BN A #HEX B 81 AWS Ground Station AR EFENET
%, EMES EEEER B aiEA S ephemeris WHEER, HEEMPEERNENEEZ NEITE
B4 h 485 8l AWS Ground Station FTEER E iS4 P E R TR,

® Note
FAEKENASEF 2B | Btk GetSatellite 2 ListSatellites T &EE, EERIES

N ABHR¥EEFHMEEBEN , 55EH DescribeEphemeris API B4 EXEF ID, SfEA
ListEphemerides EB EIRENMATH¥XE T

BRBEARILETE sourcefl epoch #L. epoch 2# Space-Track IREXVHE1T TR EM epoch
BB EE AEEFH RN,
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
https://aws.amazon.com/ground-station/faqs/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListSatellites.html
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
https://www.space-track.org/
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Epoch_(astronomy)
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E15] ephemeris sourcefy{8% , CUSTOMER_PROVIDEDIf £ ephemerisId #{z P2t — 5l
o LLME—EBIRF ] FHAEIB DescribeEphemeris BIfEE# ephemeris, #1ER1E AWS Ground Station
iEiB CreateEphemeris B){fE LEZE HIEEREBE , REEEZEAnameM L,

mBLER  GRMERRER BREERH , AWS Ground Station H tLEEIRYE ¥ R B AL API BFIETE
EREREERRER,

5 FH785% ephemeris B{E £ GetSatellite 2[5 £l

"satelliteId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/elcfe@c7-67f9-4d98-
bad2-EXAMPLE",
"noradSatelliteID": 25994,
"groundStations": [
"Ohio 1",
"Oregon 1"
1,
"currentEphemeris": {
"source": "SPACE_TRACK",
"epoch": 1528245583.619

$F B5] ephemeris B{E £ GetSatellite &4l

"satelliteId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/
elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"noradSatelliteID": 25994,
"groundStations": [
"Ohio 1",
"Oregon 1"
1,
"currentEphemeris": {
"source": "CUSTOMER_PROVIDED",
"ephemerisId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"name": "My Ephemeris"

f FATERR ephemeris M £ GetSatellite = £l 90
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Sl AR SRELY

HRAGUEBERFETREERFEN K LCFEEATEN APIs REZMENARCFNER !

1. £/ ListEphemerides 5l & IREFHFIERE , LIEFVABIIRE. SRR EN TR EE
RIESTERIE,

2. £ DescribeEphemeris Bt 4%E ephemeris ID REWS 5 #BK ephemeris BIEEME Ao

3. f£ A DescribeContact & E A4S EBIAE A ID , UEVE AR BHE A MM ER

ListEphemerides [EIFEEEHI , ‘S I3E T L B ERFIME -

{
"ephemerides": [
{
"ephemerisId": "abcl2345-6789-def0-1234-5678EXAMPLE",
"ephemerisType": "AZ_EL",
"name": "Azimuth Elevation for Ohio Ground Station",
"status": "ENABLED",
"creationTime": 1620254718.765
.
{
"ephemerisId": "def45678-9012-abc3-4567-8901EXAMPLE",
"ephemerisType": "TLE",
"name": "TLE for Satellite 12345",
"status": "ENABLED",
"creationTime": 1620254700.123
}
]
}
(® Note

£ ListEphemerides EIfER , FABIKF¥E FiEEE groundStation L , MA=
satelliteld ¥y , EHZREE,
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B[R ZFE5% ephemeris EXl

E& LEBET ephemeris ERIE , TR B XSERE AWS Ground Station AR TEER
ephemeride, AWS Ground Station T & BRX A TEFX ephemeride , EEIB IR EMA. RBHNE
E iR ephemeride AT EA A 1L, AWS Ground Station B RN & %I H B 51 &F F iR ephemeris 18
HiRF R 2 BRIVERIE A |, BIEBOBHAREE 2 & BT8R ephemeris AT A,

(® Note

FUABKYEEFRERARE , BT EBEHEFSF, €A trackingOverrides 8%
BHEAR , RESHBEISEEER, NRETEBEFERAFZEKED , AERZBIEATT
EEEMBR A RESUAEATNEETKE,

=R TLE A OEM E 1L

EEREFZTEHEMTER Space-Track Rt , BEEHTTHIHE P —1TIRE ;

- MER ( A DeleteEphemeris) =M ( A UpdateEphemeris) FiIE ERA R FIRHEN T MHE
¥l EBOLAMER ListEphemerides SIHEFRENEHEE T4,

- ERMAERAEFREANTREEMBH.

A AR Y GetSatellite I7EFE B BT 289 ephemeris £ , AR source EEFE AR
ephemerisSPACE_TRACK, MERREREANFMEARZTRILER  B2H .

BELSNVAASRENY

MRS EBEARARENSABYREY  YEARGFEREBED  HLRE "EF, ARRENSH
2o Rz, BANERTIAFXNERLUEBHIIREY

- FEFLFEALSURATRY AEREMVBIEA , MAIEE trackingOverrides o
satelliteArnBHig AR RABEENFHESLAERAFH ephemeris,

- ZEBRAERANSNABIKESF £/ DeleteEphemeris BT BEEN S A EBR¥EEF.
IR, BELMBREEBS A BAIEEEAN ephemeris,
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EEHEEBRFPNMBA NS MNBK¥ESF , B ListEphemerides, HBK¥ESFH

LAH ephemerisType #{ 5Bl , B AT LA HgroundStationEl EFBMNM N FEREE , MF
BsatelliteId#fi,
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ERHERRE

AWS Ground Station fE A EEZRARREBERRE , URAERNSEREE, SEHHEBHE
RERHEENEERT, BERPLEES  FERH HERRRantenna-downlinkEiXE s3-
recording, antenna-downlink EifARBFEARLERNSH , BIRBEZNVE LI ELE
B, s3-recording KRB EWEAERNERDR , WiHFRE S3 RETFEP, EENERR
BEEBREENERE BBt RF EREFIRNE S3 RETENER.

EEBERES  BUUBUFZERRERREENER, THESHRANMREEE EEEAN
Hft AWS EJR , AWS Ground Station iR EZBERRENER., NESEHRITANWFEMRER ,
SREEEHEARREREWHEE |, 55268 #£H8 AWS Ground Station fA5E,

i
« AWS Ground Station &¥FHEHRE
- FRABEESERZ

Z%E Amazon S3

% E Amazon VPC

% E Amazon EC2

AWS Ground Station X FHEHEE

Fﬁi&ﬁﬂumhéiﬂ’]ﬁﬂ#*ﬁﬂlﬂ&ﬁ*\ﬁﬂmhﬂﬁ5E/J?o EBERANFAEASEHEEMATBRARS
o UTHERASEENREREMERNER.
+ antenna-downlink
- ( $EHless-than-or-equal-to 40MHz) ER& L VITA-49 FASFERIP X HIEIX,
« (KM 40MHz B94EE ) EHRELL AWS Ground Station Class 2 H#EHFER .
+ antenna-downlink-demod-decode
- BEREUHRAMBERP BXHINERR .
+ antenna-uplink
- BRMAL VITA-49 FsmER/IP X HSEIX,
« antenna-uplink-echo

- BEREL VITA-49 FRERIP A HBHEARN,
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AWS Ground Station ERERER
FRBEEHER Y

AWS Ground Station #5 @15 & 8 X 1 ThaE o] AR B E HAS E RIR REFEEZEEM AWS Ground
Station X AWS H [EiF, JaimeTLXEE AWS B #EEERRE , WEAWS Ground
Station{ & & A BVEAR] EHERERRAE Ao

£ Amazon S3 EZirE P EWENEEZERE , AWS Ground Station €A EEFAERNEHE.,

ﬁgﬁﬁﬁﬂs B E RS ZE Amazon EC2 #1T{E#E ( £ AWS Ground Station X EREXRERRRE
mes ) , XEEEB RN AWS BEAFEIERRERE , Hdataflow-endpoint-config B8 E HHEIHY
Eﬂiﬁﬁo AWS Ground Station R AEBEEBERFRFTER.

% Amazon S3

B LAE A Amazon S3 RFEFERIZWEA B T1TA AWS Ground Station, & EE I HAYith s3-
recording-config , RAERESIEE Amazon S3 EZETE M IAM A€ | IR AWS Ground Station #%
EREARTFITR,

Amazon S3 $## 5 4HAE INFE Amazon S3 FEFEFE. IAM AEREEEY MRS , 5528 AWS Ground
Station .

% E Amazon VPC

BREVPC WEEEmBHEASENEEB, MERATH 528 Amazon VPC FRHEEM,

EAREH |, ERAEM Amazon EC2 FE BRI IR B IME VPC WTETE. AWS Ground Station &

TESEENRENZEXRNY - BHSEERRESSKRIEAE— EC2 EWEE. ARKMEHRE—
EC2 #8 , BT RZAAESHEE. WESEREN VPC WERES , F2E SHEHHR
EAEAERE,
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£/ AWS Ground Station {XIEFERH VPC #HEE

Region AWS Ground Station !

Elastic Metwork Interface

H’ Security |

Elastic IP group

Private subnet
m EC2 instance

AWS Ground Station
Agent

IEHEEERSIRBATFIIREN AWS Ground Station KEBREXNHITEE, AWS Ground Station
REEBRNE2ZER , REEHEIRMEN AWS KMS £#@nZER ., SEEMEHSHR AWS BKRE

B RIR KRB EET B Amazon EC2 51 IP (EIP), BERIEEBIEREMN Amazon EC2 B R
M (ENI) EIZEW EC2 #1TEIE. Amazon EC2 &M EC2 #1TEE L , EL%EM AWS Ground

£ AWS Ground Station fRIZFZ2X# VPC 4 96
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Station R EEREMZRENER I HTEIXERMEE (FEC) LERTEMRENER  REBHERXSE
BHEREDIEERN IP FEEE,

LUTEESREETE VPC #4T AWS Ground Station ZRRA BT |, ISHE—NREEZE,

RE B - BREBEREER AWS Ground Station REMN Z2FH. LLXLFEEAT UDPBARE
LA IEIE Dataflow i B E T IEEMNMHENERIEEE., AWS Ground Station B#E AWS ZEFH
BE | BB R &I A ER AWS Ground Station IP #thiit, #NZE MAER BB EHAY PrefixListld B
HMENR  FE2EAWS ZEFEEE,

MRS SAE (ENI) - BFBER LRLSFEE ENI BV BB | YRHEREELE FEEG.

(® Note

@ ENI BENLZ B EREERIELA S5, ER2R%Z 16 EAURAEMNRES , 2B Amazon
VPC Quotas,

T % CloudFormation &2 7~ & #0{a] 2 3 AN i pT iR 9 B R 5 o

ReceiveInstanceEIP:
Type: AWS::EC2::EIP
Properties:

Domain: 'vpc
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpclId:YourVpcId
SecurityGroupIngress:
# Add additional items here.
- IpProtocol: udp
FromPort: your-port-start-range
ToPort: your-port-end-range
PrefixListIds:
- PrefixListId: com.amazonaws.global.groundstation
Description: "Allow AWS Ground Station Downlink ingress.'

InstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
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Description: ENI for AWS Ground Station to connect to.
GroupSet:

- IRef InstanceSecurityGroup
SubnetId: A Public Subnet

ReceiveInstanceEIPAllocation:
Type: AWS::EC2::EIPAssociation
Properties:

AllocationId:

Fn::GetAtt: [ ReceivelInstanceEIP, AllocationId ]
NetworkInterfaceId:

Ref: InstanceNetworkInterface

BEERRERER VPC ARE

AWS Ground Station

[ [
Private subnet Private subnet
E EC2 - Receiver E EC2 - Transmitter

Dataflow endpoint Dataflow endpoint
application application

Elastic Network Interface 1 Cross-Account
Elastic Network Interface 2

Security Group 1 Security Group 2

ENEEENSRMUGEERBENENRERYEEARETEE. A& K ERFFEBEIRS Amazon
EC2 BB S E (ENI) 1 38588 VPC {sﬁ_é AWS Ground Station, A% , BB BEZE
Amazon EC2 #1TE# A ENI ZiZ EC2 #11T{E8. Amazon EC2 A% , ZEMNERN R RHERRE
NEBHEXIEEREFEEN IP MEFEER, LTEFSBRLRRENRE,
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UTFBERERE VPC #ITERRERMX M , SRHE—NREER,

(® Note

@ ENI BEENLZ B ERERRIELA S5, E2RZ 16 EARAENERS , 526 Amazon
VPC Quotas.,

IAM B - IAM &2 Dataflow % ZhH) — , FEETREERY, AREINEIRE ENI A& HE#E
Z AWS Ground Station Amazon EC2 $}Hﬂ aE’J IAM A,

LTEFE 1 - RS2 BHESERET ENI, 3% ENI #SEZR S H Amazon EC2 #1TEEIEEIH . ©F
E £ dataflow-endpoint-group B A F1EEHEREIRE F AFFRBEZ L8 4H 2 1) UDP RE.

SEMMERSE (ENN 1 - BFEERRZEEE 1 HIL ENI ZU BB WEREE FEEG.

TH - BEEHRMRIIRE P Amazon EC2 HIITERENBEERREELE —RBITAMN IP thit, WFE
MR K/NEMER | B2 78K CIDR EH

RE B 2 - 1£ Dataflow in B S E LT £ 8, kTS BEMERES ENI, 3% ENI AWS Ground
Station ARG ERBALZHIKRSE,

Ef - MFEEERERIERHNFRENR  F2REABEESER T,

T %!l CloudFormation #3727 &5 404r] 2 3 A< B ATk B9 B REER e o

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: YourVpcId

AWSGroundStationSecurityGroupEgress:
Type: AWS::EC2::SecurityGroupEgress
Properties:
GroupId: !Ref: DataflowEndpointSecurityGroup
IpProtocol: udp
FromPort: 55555
ToPort: 55555
CidrIp: 10.0.0.0/8

EHERRERIN VPC R 99


https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-security-groups
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-security-groups
https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html

AWS Ground Station EREER

Description: "Allow AWS Ground Station to send UDP traffic on port 55555 to the
10/8 range."

InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: YourVpcId
SecurityGroupIngress:
- IpProtocol: udp
FromPort: 55555
ToPort: 55555
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "Allow AWS Ground Station Ingress from
DataflowEndpointSecurityGroup"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per

dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for

subent sizing guidelines.
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - Dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

% E Amazon EC2

B X 1% VITA-49 Signal/IP EHI5R VITA-49 Extension data/IP EE IF#EERE Amazon EC2 #11T1#

§8 , FBEEIR AWS Ground Station KEEXAFERREBHRERN. BRBENIFESER , BUNEREE
E—E#T{EE L#THI (FE) EERNBBERERE (SDR) , AELUREEFHEM EC2 #
TEE., BENMLZEEW FE X SODRBEAFEAEEENEE, NEREERRINFRER 2
B AWS Ground Station E¥FE £ E,

MFERBIRFRVAERER , FFSE AWS RIEHEK,

% Amazon EC2 100
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RENE REE

AWS Ground Station 2% R E |, LAt Amazon EC2 #1TEIEAERE,

AWS Ground Station IR

AWS Ground Station AR KB HEEE DigIF) FTTER , TWHAEZNERUBRATS
HH :

« & 40 MHz % 400 MHz $8E /) DiglF T1T7Zh86. MHz MHz

- BEEE, KRB DigIF ERRFE AWS MK ENE[ALE IP (AWS i IP),

- FREXERRIE (FEC) RHITENER,

- FRAEFESE AWS KMS £8#TE , UREER R,

WMEFMER |, 2 BAWS Ground Station ZIRAEFEHAEEE,

Dataflow i 25 FE ARZ

FH AWS Ground Station £ AWS Ground Station X#R{ & E Amazon EC2 #1T{EEE = R Eix F$E
WERNBBEERAER. eTARERN LT T,

BEREENESRE (SDR)
HEERNERE (SDR) , AIARBE/BUEREH AR EFHEBARIA
AWS Ground Station Amazon Machine Image AMIs)

ATBLOELERENBBENBERERR , AWS Ground Station iR EFEALREMN AMIs, MMATRE |
EHRFEIAFEAEEERREREHBEEAREIN AMIs MIERBERNEIRE (SDR), ZBANUE
Amazon EC2 i & F# 2F,F Amazon Machine Image (AMIs) REE Y , UK e, BEF
AWS Ground Station {S¥EAMIs 2 AFH , ATLLEIBE A Amazon Machine Image (AMI) i S i
HEYs , 7€ Amazon EC2 = AHKE, AMis
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£ FiE A

AWS Ground Station i& Bl £ & 2 Bi4& BRI & AWS Ground Station RiRIZHF FENEFMISE, &AL
FRERER RE LB MEE, EREREMRN , LHEHEEBBAMEPENRE,

ES -]

- ERKEESK
- ATHEREE
- BEATAM

- REER

- THERNEHR

&SRR EER N

EEMEAER , B LERE TelemetrySinkConfig , 3§ AWS Ground Station FETE Al BE &35 18 8 &
K. RE , BULMER telemetrySinkConfigArn BAGILARREHT I8 B BV AR IRE, EEAR
FERITHREE R ER MBS A MR , 2%&8/E 8 AWS Ground Station SR EENIRS,

ERURNERFNEESFROT :

1. A LAE AWS 1R FHE Y Kinesis Data Streams &3t , SUEPGERE R, BRLAECHREBE
ARMEERSMERFEL,

WA LEY IAM A8, RTFEEREBASRMN AWS Ground Station

B LR 2 E BRM 1AM B EBH TelemetrySinkConfigo

& T LA TelemetrySinkConfig #7118 = E 3848

4] LA P S R BR A& R h BB R AR S AR B A8 2R B HE AR B BAR Ao

EFEALERERENBSHRE , SL0LFENRN S XAERER AWS Ground Station R E &

B Kinesis Data Streams &

7. BAILER AWS BRBHEECHERAER | ERIANEEENER.

o g A w N

AHRERSRE

AWS Ground Station EB#4& HI R 1R E T 13 025 5 -
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® Note
AWS Ground Station EEER X ENENEREE

e mE A

R 1’I$?§ﬁ§HﬁF‘i9E%i¢aﬁFﬁE’J$EB§§aﬂo HERNEE -FEEBENRE: XIS ERNS
THVANGEASE, MFEFMER  F2EEMEN.

B HEE R
Eﬁi%ﬁﬁi&ﬁftﬂﬁﬁﬁﬁi&ﬁﬁﬁﬁﬂﬂﬁBﬁﬁ%ﬂo FEERERET A B BBHR , SEELERNERE,
%E¥%ﬂiﬁ§ﬂ nﬁ/ Mélﬁj

[ 35 AT A A

AWS Ground Station iZ/E FIFrE AWS [EE & o A&, EHETHE | #ERAIE® AWS Ground
Station XFEXEZHREBENESE  BHEESTE,

IFE AWS Ground Station B E ISR ERYZRIFE , 5B E AWS Ground Stationfy &,

X TEi l/\IJ

aX JE1E

AR TP R AL AWS Ground Station Bi& ASREER, STRILRER , BAERSEFEH
B E R Th BE MY (T 75 3R E 1 MY B AR HA R 33 1 B 48 MY Kinesis Data Streams &3, % Kinesis Data
Streams BIRA T & , 552 Kinesis Data Streams {#H &=,

SR 1 BM R AWS BIR

T 55 CloudFormation Jr B 7~ €5 aN4R] 22 37 &8I X Y o )Rk AWS BiR, WERBFBRSEN
Kinesis Data Streams &M IAM A€ , R FAAERNERE A BRA AWS Ground Station FF 1]

TelemetryStream:
Type: AWS::Kinesis::Stream
Properties:
Name: GroundStationTelemetryStream
StreamModeDetails:
StreamMode: ON_DEMAND
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RetentionPeriodHours: 24

TelemetryRole:
Type: AWS::IAM::Role
Properties:
RoleName: GroundStationTelemetryRole
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: groundstation.amazonaws.com
Action: sts:AssumeRole
Policies:
- PolicyName: KinesisWritePolicy
PolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Action:
- kinesis:DescribeStream
- kinesis:PutRecord
- kinesis:PutRecords
Resource: !GetAtt TelemetryStream.Arn

THBEESEREENRSE , BHHE—MEREZE AWS Ground Station,

Kinesis Data Streams &£ - BREARERERN , TREBHEZEEDERE. ¥R AZBEERARY
BEEFERALIhE, BRIBEARBER 24 N, RIBFER , BREFEH AWS ZENZE, EERE F
AEFZEM®E AWS Key Management Service , 55#738 StreamEncryption BMEXEH IAM B
BE LD E kms:GenerateDataKey A, MFHEFFMEA , 52/ Amazon Kinesis Data Streams
PR ERMRE.

IAM B - IAM B RfFgroundstation.amazonaws.comfREFEIEE AR | WAERER

B AZH Kinesis Data Streams &R, ABBKRER FHEML kinesis:DescribeStream,
kinesis:PutRecord#l kinesis:PutRecordsE)EMET AT, &R NEEERE MEREFTBEMN
ABBERNIES , F2R .

H4HAE - #iam: PassRoleRF AT T8 E &AM AWS Ground Station API FEILEY IAM R &
RA®, EAEELEREY TelemetrySinkConfig AWS Ground Station BHSE R ABERESE ,
TelemetrySinkConfig
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PassRole Bk &34

MENMEHFREZACBRWFHMEN , 5280 (AM FREERE) FHERE IAM X, 0FE
iam:PassRolefFJMFFMIER , B2RERTHEAEKACEEE AWS REHETH

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iam:GetRole",
"iam:PassRole"

]I

"Resource": "arn:aws:iam::999999999999:r0le/your-telemetry-delivery-role-name"

HER 2 . B1I TelemetrySinkConfig

# Y TelemetrySinkConfig , &% AWS Ground Station 21{il#%3& 813 ¥ X+ = Kinesis Data Streams
BiR. AL 1 F CloudFormation & H Y 57 ARN F A€ ARN,

(® Note

B &I TelemetrySinkConfig B , AWS Ground Station #$E B2 EERSIEL NEH
BIEAE0% |, REAFEY Kinesis Data Streams &7 FHtest,

WEE I TelemetrySinkConfig BIFEHIE R , 52 ERIZWERERE,
SER 3 iSEAFIE R BN ERRERE

BIUEBHERAE, NFEYERERENFHRENA , F28 £H AWS Ground Station B ERE.
# telemetrySinkConfigArn#EEEMEKRER , A EBBHRBBAENRN. EAELER 2
231K TelemetrySinkConfig #9 ARN,
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SER 4 EBHEA

A ERAE R RENEBRERERGEBE A, EBEHE , AWS Ground Station E#4i& /I &} &

R M Kinesis Data Streams &3,

B EENERENER

- ERIBL - ERESEBS A RBIRRKSER,

IE BN RFHY R AT - & RIS LU FENERH /5 )% IE Kinesis Data Streams &3,
- BEHERE - EREEARBBRRPIHEFE.
- BEBFL - EAESEBHSE RFE LSRR,

B
SERBMER T A A AEEERRY -

« Kinesis Data Streams 81518 - 2 CloudWatch PHIE AR, MFHMES , FSHER
Amazon Kinesis Data Streams,

- EARXAFE - BEEARSPRERANANEREE,
« Kinesis Data Viewer - A Kinesis Data Streams &7 X152 & #4558 B 5 57 Y 25552 8% .

®REI R

TRRER , B

it

- THEANERMSANMATHNERNEE, F2R THENER,

. BBEARIRERER B Kinesis Data Streams SERHERE R, MEFHMEF |
Amazon Kinesis Data Streams HJEE &,

* {£/ CloudWatch MHft AWS R E U ERIRMIZEE,
- MRLBINEE , FRERERES ., F2H BENETHREDH.

T
W
&4
-

TEEREF

&R E RE LA Base64-encodedfy JSON FE &k 2 RAF &MY Kinesis Data Streams &, =B &%
MEISEHEEREPBAKENEN , SRERBENIREENNENFREEN,
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BEENGZEBIET I M -

&R MR A

AR ERENENENREBBHERRE, EURECEERINAREERNEE, WESBELR
IRARFNFRER  F2E ERRELRAEFAEE,
gE ID

ERSEE R ME — BN, B RREHIE R E R RS E RS A L REER.
PREER

ERAVAEBA R ERA,
BEMEIERENIRESENNE,

2 EIERE

EBRREESUTHENER D EERSI#EIE T Kinesis Data Streams &£ :

SCOPE#scopeId#TELEMETRY_ID#telemetryId#TELEMETRY_VERSION#telemetryVersion

o EIERE R HERE —BSHWTE IS EEEMNERH R ZE Kinesis Data Streams &5 P EY 4
BE#EE , AZBENENRRERHFENIER,

EmE A

EoERMEFEEBHBRAREO S ONEREA. ILENEE - FEEBEHBEE,
ERMR{

sampleTimestamp

EEGE R ERIA R , 5A 1SO-8601 K UTC , BRREAZEY.
FiuH

RENERFVAE , LER/EN,
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ERAEER

37
RENERSERE  UEREN,

commandedAzimuth

NEAEREMNGTHUA, ERRBRERAZINBERSMLA,

commandedElevation

HEREMNNGTEEAE. ERAREREINERSEAE.

(® Note
A BRI RBHE AN EMIEE  BRRXRAUETRER S

RSB RHR L
groundStation

WEHERN B (S, TE%E 1. ).

satelliteld

FHEERMFE B AWS Ground Station,

contactld

Btig ARV BT

&i5] JSON

"telemetryTypeAndVersion": "POINTING#1.0.0",
"telemetryType": "POINTING",
"telemetryVersion": "1.0.0",
"scopeld": "12345678-1234-1234-1234-123456789012",
"metadata": {
"groundStation": "Ohio 1",
"satelliteId": "87654321-4321-4321-4321-210987654321",
"contactId": "12345678-1234-1234-1234-123456789012"

ERE,

EEER
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},

"data": {
"sampleTimestamp": "2025-12-08T12:00:00.1232",
"azimuth": 180.5,
"elevation": 45.2,
"commandedAzimuth": 180.0,
"commandedElevation": 45.0

I it E R

BHHE R R B RRERHRENERERNVEEES . ENBESEERIERT A B BIEH R R
EBEA BBEREEX,

® Note
R TrackingConfig # /Y autotrack 2HEE A REMOVED , AIFEEIXEHHER ., WMFEE
HERERMEFARERR , A2 R BHHERE,

BERMR{
sampleTimestamp

IEGE R E R , 5 A 1S0-8601 XK UTC , BHREAED.

trackingStatus

R#RHY B ANEHEARRE, ATRE(ER :

« TRACKING — RECRINEEEFSTHKEEAENAEL  WFEBHERTRET, ELBIEHRE
K& B RIEEE,

* ACQUIRING — RiRIEEEMMHEAN. KRB EEEARENARNER K RETREERS
8 o

* MASKED — EFENFRNEVNREDEREZERS  ERTAREBELZAFHEXEEEQ LB
ABEER, EEFRLEES RF TENES , HlaEBEH,

trackingErrorAzimuth

FvEPREHEHEER | UEREN,
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trackingErrorElevation

BEMTOBMEE  UEREM,

@ Note

BHEREEARRE EREEXRIWFE | £ A BEESEE AWS Ground Station Z I &
KLAHBE,

A R L
EBXENSSEEMENHEBNPEE M - satelliteId, groundStation# contactId,

&1/ JSON

"telemetryTypeAndVersion": "TRACKING#1.0.0",
"telemetryType": "TRACKING",
"telemetryVersion": "1.0.0",
"scopeld": "12345678-1234-1234-1234-123456789012",
"metadata": {
"groundStation": "Ohio 1",
"satelliteId": "87654321-4321-4321-4321-210987654321",
"contactId": "12345678-1234-1234-1234-123456789012"
I
"data": {
"sampleTimestamp": "2025-12-08T12:00:00.12372",
"trackingStatus": "TRACKING",
"trackingErrorAzimuth": 0.2,
"trackingErrorElevation": 0.1

# Kinesis Data Streams & #EBEE ¥

ERE RS EET SR Kinesis Data Streams &3t , W A AIUEASESREARKXRRA, #HER
ANERE | FREL TIIEE,

Base64 15

£ Kinesis Data Streams S5/ & # 110
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Kinesis Data Streams & P& ¥ 2 Baseb4-encoded, BHBEMBER , FEHZIWNA
JSON, WEFFMEF , B2 FEH Amazon Kinesis Data Streams.,

f£ A Kinesis Data Viewer
AT REFEGEBIESR |, Kinesis Data Streams B E2R A 1R Data Viewer TheE, FERHIMLINEER

‘iﬁﬁkﬁffﬂﬁﬁ%ﬁﬂiﬁﬁgmﬁPHﬁffﬁ$ﬁk
- FRFARVESRER PR HEIN.
- BURFERABEINES  UEA "IHEERC. FHRAUERBIEKREINE .

fEA Kinesis A FixEE

Kinesis Client Library (KCL) A B £ Kinesis Data Streams B R A ERNFZHBREMMY , BE®
FEE, RERNEHTEH, RMESE KCL AREEEEEEAREN,

WMEHMER , 2B FE A Kinesis Client Library B HE &,

SHENREEK
- BIEERERK - FHEREERIEE , LLER@IEEHR Kinesis Data Streams B EE , B R
e EEEK, MEFHMER  FSREARERABEREES,

- ER&ER - FHAEHA Kinesis Data Streams &7 # 1T AWS Ground Station i& &4, EEMERRE
_t/\FH $l IL—.I-H (3= %ﬁglﬁhiﬁﬂﬁﬁélﬂbﬁﬁﬁﬂﬁo

- BERE - EHEEMEER TZPZ Kinesis Data Streams &5 , URIBHEEHBHIERES,

- EEPRENXE - F CloudWatch IEZEERBRMRBRR. MEFMENR , F2EEE Amazon Kinesis
Data Streams,

TR Z I NRE

EBREBERCETHRAES , UXEBERBNHERMEE, SEGHEPtelemetryVersionfyi
L ER s HEBE R R,

REFEHEHRRE

« RIRAIBEE 5/ ERTHYE R FE
- RAENENERTRER Ugﬁijﬁ'fﬁ‘%ﬂ’ﬂﬁﬁﬂxo
- BHERARXETARERAERNEBEMMRE,
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AR BB 8%,

BMNEBREFITEREEZEEBHRRANRABAEARFIL , RENEARENEHE L TRAEE
PR (N

BRERR AR RS 112



AWS Ground Station EREER

{5 F Bt s A

BRI LA A AWS Ground Station ER A HEEEFEMNFES AWS SDK , mAFEER., BMBIXRNVE
AWS CLI, BANSREFIZEEENRRERE, SUUEREHRcIIRS 15 2ERE. BUENER
HREBATAE . CUUUNEMBEANEEERUEEE  SEHFLAMBIK, OEM = TLE BMtEHR |
REFEEFHE, WEHAER , FSREMBBANBIS ARASZES, i, WREEEFEH AWS
Ground Station RE D EEEEE , B UREAENRE pEEETEIFHEHR.

AWS Ground Station X BRERHER R, ERRBRMEEAESGENEBREEN - , ERE
BEREZIHERE. IFEAEERERIANFMET  F2HE ERAEESERRZT,

EEHREER , YERELNER. IREHAREER , 28 HKREA. ¥l ReserveContact
K , & AWS Ground Station B ERENIRER , YR EERATRERESEMBRPER. £
A UpdateMissionProfile 1 UpdateConfig APIsSHiELE RN EEFERMEEN 2B FABWBIEZA
P, IREFELEREFEAZTCHENBIEA , BMXELEMEM CancelContact BUEBHEA |, R
£ A ReserveContact EFHEREBIAE A -

*BUE KBRS ER | BUEBSTRESELER, WEBUEBEANEMAER , 528 : Ground
Station FAQs.

ES |

- TERBHEAE B H

.« THRBEIREE

o SERTHAR AR AS A RN A

T FRB AR A tn B

TRBSE B IHBEB R ESEA BB B AR | ERBE AWS Ground Station, T &
R AWS Ground Station B4 iBHA AR A BB R HNE4BESH. BHRLER
COMPLETED., FAILED, FAILED TO SCHEDULE., CANCELLED, AWS_CANCELLED #
AWS_FAILED R imiRE, BHEATEREHREER, NESEREBETRNAT , URER
CancelContact AJ % IL S ATEEAWS Ground Station B AR EREME |, B2
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BACTEK , BEEERANEIRIE
e
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ARRE HHA R AT EH AfEiE
TRMEEB R AREREEEIT LM
gihl,
CANCELLED (E Bt& A EHREEUH, = a a
HUH)
@ Note

MECEBCER O F LB ARVRESLEER |, F2H 7 BBISIRE.

Biig AERHMRE

AWS Ground Station £ & i} ReserveContact i 8RR BBIEAR , SRTEBESAER1F, 1 8§
HEz%  SmERBEAER,

NRLEEREWEENBE—F  ERLERBEMB 2 NELER., 0B 0TI E B A
ERNHEET  BSY .

« AWS Ground Station AP| &%

« AWS Ground Station CLI i 5 2%

T RS IREE

£/ B AWS Ground Station , R FEZ T 7 & A XERBE 1T AWS Ground Station .meters B#&
AE. $¥NESEBE  RESHEXMARIE RFENBESERE NIRRT AIRBENSE, T
ENERESREXBERANER,

BHERIURAMEETERE
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import boto3
import uuid

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# The contact ID of an existing scheduled contact to update
contact_id = "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

# Generate a unique client token for idempotency.

# If you retry the same request with the same client token,

# the API returns the same response without creating a duplicate version.
client_token = str(uuid.uuid4())

# Update the contact to use a different TLE ephemeris for tracking.
# The UpdateContact API applies all parameters in the request.
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# Any parameter set to null is treated as a request to clear that value,
# not to leave it unchanged. Include all desired values in each request.
print(f"Updating contact {contact_id}...")

update_response = ground_station_client.update_contact(

contactId=contact_id,

clientToken=client_token,

satelliteArn="arn:aws:groundstation::111122223333:satellite/a88611b0-f755-404e-
b60d-57d8aEXAMPLE",

trackingOverrides={

"programTrackSettings": {
"tle": {"ephemerisId": "b2c3d4e5-6789-0lab-cdef-EXAMPLE22222"}

iy

contact_id update_response["contactId"]
version_id = update_response["versionId"]
print(f"Update submitted. Contact: {contact_id}, Version: {version_id}")

# Wait for the update to complete using the ContactUpdated waiter.

# The waiter polls DescribeContactVersion until the version reaches

# ACTIVE (success) or FAILED_TO_UPDATE (failure) status.

# The waiter raises WaiterError if the version reaches FAILED_TO_UPDATE

# or if MaxAttempts is exceeded, so we use try/except to handle both cases.
print("Waiting for update to complete...")

from botocore.exceptions import WaiterError
waiter = ground_station_client.get_waiter("contact_updated")

try:
waiter.wait(
contactId=contact_id,
versionId=version_id,
WaiterConfig={
"Delay": 5,
"MaxAttempts": 180,
},
)
print(f"Contact updated successfully. Version {version_id} is now active.")
except WaiterError as e:
# WaiterError is raised when the version reaches FAILED_TO_UPDATE
# or when MaxAttempts is exceeded. Retrieve the current version to inspect.
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version_response = ground_station_client.describe_contact_version(
contactId=contact_id,
versionId=version_id,

)
version_status = version_response["version"]["status"]
if version_status == "FAILED_TO_UPDATE":

failure_codes = version_response["version"].get("failureCodes", [])

failure_message = version_response['"version"].get("failureMessage", "")

print(f"Update failed. Codes: {failure_codes}, Message: {failure_message}")
else:

print(f"Waiter timed out. Current version status: {version_status}. Error:

{e}")
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import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

contact_id = "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
2

version_id

# Describe a specific version of a contact.

# Use this API to check the status of an update or to view the

# configuration that was active at a specific point in time.
print(f"Describing version {version_id} of contact {contact_id}...")

response = ground_station_client.describe_contact_version(
contactId=contact_id,
versionId=version_id,

# Display version details

version = response['"version"]

print(f"Version ID: {version['versionId']}")
print(f"Status: {version['status']}")
print(f"Created: {version.get('created', 'N/A')}")

if version.get("activated"):
print(f"Activated: {version['activated']}")
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if version.get("superseded"):
print(f"Superseded: {version['superseded']}")

# Display contact details for this version
print(f"\nContact ID: {response['contactId']}")
print(f"Contact Status: {response['contactStatus']}")
print(f"Ground Station: {response['groundStation']}")
print(f"Start Time: {response['startTime']}")
print(f"End Time: {response['endTime']}")

if response.get("satelliteArn"):
print(f"Satellite ARN: {response['satelliteArn']}")

if response.get("trackingOverrides"):
print(f"Tracking Overrides: {response['trackingOverrides']}")

# Check for failure details if the version failed to update
if version["status"] == "FAILED_TO_UPDATE":
failure_codes = version.get("failureCodes", [])
failure_message = version.get("failureMessage", "")
print(f"\nFailure Codes: {failure_codes}")
print(f"Failure Message: {failure_message}")

S04 - F B AR
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import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

contact_id = "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

# List all versions of a contact to view the full history of changes.
# Results are paginated. Use the nextToken to retrieve additional pages.
print(f"Listing versions for contact {contact_id}...")

paginator = ground_station_client.get_paginator("list_contact_versions")
page_iterator = paginator.paginate(

contactId=contact_id,

PaginationConfig={
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"MaxItems": 100,
"PageSize": 20,
iy

for page in page_iterator:
for version in page["contactVersionsList"]:
version_id = version["versionId"]
status = version["status"]
created = version.get("created", "N/A")

print(f" Version {version_id}: status={status}, created={created}")

if version.get("activated"):
print(f" Activated: {version['activated']}")

if version.get("superseded"):
print(f" Superseded: {version['superseded']}")

if status == "FAILED_TO_UPDATE":
failure_codes = version.get("failureCodes", [])
failure_message = version.get("failureMessage", "")

print(f" Failure Codes: {failure_codes}")

print(f" Failure Message: {failure_messagel}")
if status == "UPDATING":

print(f" Update is currently in progress.")
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contactId contactId

H bR 5 BB AR A EBERER , 78 contactIld FAR
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UNPLANNED maintenan
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HERERRRBELIANREGEEAWHE, maintenanceType W5 H#E R PLANNEDIER
UNPLANNED., BEEFTEISNERER: , TTsE R BUHBREHERR R EEBBE A AWS Ground Station,

EREEMHAAERARR AWS IRFHBHEAR , RESLERRINREEF , BEFcontactId@
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R
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BN RETREEEANENERRR. BEEEMLHE AWS Ground Station X#REF , &5
REHMFEFHEENTRYE, EELXAFRRLETIHMIRFNERRRIRE,

MFFHARZWFMER  F2H pAHEEERE.
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T fREF BE AWS Ground Station

EEjR 2 #EEE AWS Ground StationA] g, ATAMMNENEEZIRE, AWS EETHERTERESR
AWS Ground Station, EI#REEER , WiE KB BEIE,

« Amazon EventBridge Events $2fitif FEIRFHY RIKBHBR , #iR AWS ERHNWEE, EventBridge
Events IR BB EHEEER K FAGTURERIRERIFESH , Y EREELENE
152 AWS HBRE+F A B BB %, IFE EventBridge Events WEHAEF , 552/ (Amazon
EventBridge Events R &IERE)

« AWS CloudTrail BN IR HFHA R AWS LIRS HE AP FEIFFEESEH |, X8R
FERERXINAELEIEEN Amazon S3 HEEE, SR LUEBIFIUANEREFMIIRE AWS, ETFEIA
FR IP k|, AR MEUAREE, NFE WEFEMEH AWS CloudTrail , 552 BAWS CloudTrail £
EHIERE) o

« Amazon CloudWatch Metrics 7 £ A R REEHERE B & ARIEE AWS Ground
Station, CloudWatch 152 A BRRIBSEE., WILHEE ID ROWER , LRBIBEAE A PR
EMER. MEFMENR , F2EEH Amazon CloudWatch 515,

- AWS FAEBEAN T ARBERTEE , LUEE AWS Ground Station E4HEH ., EEH/FEEIE
EWRAE  F2WREL, ZNEBSEAEEEREHNEAN , I/EFEHH, XEARESFH
#J Amazon Q Developer Bl K& &1 AWS Console Mobile Application#i% B4, #&t 7] LAE AWS
FRAEBHPLEFRHM, FAEREYN XEEE BTN ECERESHHEARINBENEE,

ERAT 5 EEREE AWS Ground Station.
e
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- £ 504% AWS Ground Station APl 04 AWS CloudTrail
« {#/A Amazon CloudWatch {3 i54&
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EHTREEEL AWS B , YEBEERKES  FINEARXTREBERERZE. XE
AWS BRBHNEHELUEFRIRNAARMN. SARBEEHENRR , REFEESNESH , UARESH
HERASFEEBDYUTHEE. TEDBERN - LBFESETIIEE :

« WA AWS Lambda B

- $8M Amazon EC2 #1Ttv

- BEHEEZE Amazon Kinesis Data Streams
- BXA AWS Step Functions #RREH#E 25

- JBH Amazon SNS /=, Amazon SQS 175l

BB FRSHM — L& H AWS Ground Station 23E :

o WA Lambda BRE , BIBFEZHREBBREFE L Amazon EC2 H1TE R,

- BEBIRABEMRER , BMHE Amazon SNS TE, ELTEARERAEHBHBEREREFHE
FEHHEBEA,

MEFMER , F2B (Amazon EventBridge Events A &1ER)

AWS Ground Station SB4ER

® Note
AWS Ground Station E 4 FTE E4#8E "aws.groundstation" #4 "source" V&,

AWS Ground Station &8 H SRESEMEANEH , AXEEBFTEELHEED, Bl , AWS
Ground Station X EBHERESFEMH, ENRBRMEHESESHNETFUEREBEEH, TS
RESERENFEESA,

BH&SHRER

AWS Ground Station BV Hiis AR ERER , FRHENH, NFELREBEURRELSTZEN
B , F2E THEBIRESEY . BEAPEANEAERRERBFARERINSHE , B
2%, sHRNKEBHEER , RALELACHNERNRBERMFERLEN. EAREEBHEENE
BRBRMEFER , SUUREGENNESERSHVBHER,

TEE RS BB AR EAEMERRERMEE R LARENEH.
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‘\1;, ‘\1;, ‘\1;, ‘\1; ‘\1;,
Hhr h* Th™ h The
Contact Status SCHEDULING SCHEDULED PREPASS PASS POSTPASS COMPLETED
\];, \l:f, \1:!, \1",
=z -2 -2 =)=
R i he Th™ e
Dataflow Endpoint Group Status PREPASS PASS POSTPASS COMPLETED

time
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AWS EventBridge
Event Emitted

Ground Station Bf4&iRESE

MREEBEEANR B RNBEESERERBTRERDE , ZUURERRBEBHTHEE, NREE
BWBEREEENHERBAN  EEAXMNIEETEN., IRECEEERIIELEHFEE |, B

1 ST L E #E B contactPrePassDurationSeconds # contactPostPassDurationSeconds, EH&E
EERBRREERNES,

BHIEHREDT,

"version": "Q",
"id": "@1234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
"arn:aws:groundstation:us-
west-2:123456789012:contact/11111111-1111-1111-1111-111111112111"
1,
"detailType": "Ground Station Contact State Change",
"detail": {
"contactId": "11111111-1111-1111-1111-111111111211",
"groundstationId": "Ground Station 1",
"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-
profile/11111111-1111-1111-1111-111211112111221",
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"satelliteArn":
"arn:aws:groundstation::123456789012:satellite/11111111-1111-1111-112121-1211112121111211211",
"contactStatus": "PASS"

B A RE{E contactStatusfE FESthe section called “AWS Ground Station B4SAREE",

Ground Station ERIRERHMFHEREESE

NMREEEFEAERRBRMFERBEBERBHITENDE , BULRE KRULBEBHITHEE.
L*%,U\EJL‘IL,{EIEIEEﬁﬂmL Zin MAAAREEERHTIRNEE, IREVECTWRIELSHEE

, A EBETE contactPrePassDurationSeconds # contactPostPassDurationSeconds H & ¥}
iz ”*”‘Eﬁﬁ%ﬁo HEHFEXZEENRERBFEANEE,

AT R &8 61,

"version": "Q",
"id": "01234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
"arn:aws:groundstation:us-west-2:123456789012:dataflow-endpoint-group/
bad957a8-1d60-4c45-a92a-39febd98921d",
"arn:aws:groundstation:us-west-2:123456789012:contact/98ddd10f-f2bc-479c-
bf7d-55644737fb0@9",
"arn:aws:groundstation:us-west-2:123456789012:mission-profile/c513c84c-
eb40-4473-88a2-d482648c9234"

1,

"detailType": "Ground Station Dataflow Endpoint Group State Change",

"detail": {
"dataflowEndpointGroupId": "bad957a8-1d60-4c45-a92a-39febd98921d",
"groundstationId": "Ground Station 1",
"contactId": "98ddd1@f-f2bc-479c-bf7d-55644737fb@9",
"dataflowEndpointGroupArn": "arn:aws:groundstation:us-

west-2:680367718957:dataflow-endpoint-group/bad957a8-1d60-4c45-a92a-39febd98921d",

"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-

profile/c513c84c-eb40-4473-88a2-d482648c9234",
"dataflowEndpointGroupState": "PREPASS"
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}

dataflowEndpointGroupState FJEERVARRE R HE PREPASS, PASS. POSTPASS Hl COMPLETED,

Ephemeris B4
Ground Station Ephemeris AREEEE

MRS EETRMEEEREEHTEE , BUURERIREBLLLEE, EVELHATTIENE
£, LAEIFEE R M EUARRE, Bl | BT LUE ephemeris B ERE BB E A BT EEENABLED,
WEHHNBAERE ephemeris LERERXE EH,

AT R &8 6

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "Ground Station Ephemeris State Change",
"source": "aws.groundstation",
"account": "123456789012",
"time": "2019-12-03T21:29:54Z",
"region": "us-west-2",
"resources": [
"arn:aws:groundstation::123456789012:satellite/10313191-c9d9-4ecb-a5f2-
bc55cab@50ec",
"arn:aws:groundstation::123456789012:ephemeris/111111-cccc-bbbb-a555-
bccccad05000"

1,
"detail": {
"ephemerisStatus": "ENABLED",
"ephemerisId": "111111-cccc-bbbb-a555-bcccca®05000",
"satelliteId": "10313191-c9d9-4ecb-a5f2-bc55cab050ec"
}

HY I REsiRRBephemerisStatus@¥E ENABLED, VALIDATING, INVALID, ERROR, DISABLED,
EXPIRED
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£ 524% AWS Ground Station APl 04 AWS CloudTrail

AWS Ground Station B 82 fRIEE S AWS CloudTrail , LIRS AR ERE, AGH AWS REEH
FEREL 2 B VERY E2 8% AWS Ground Station, CloudTrail 4% AWS Ground Station BFfE AP| FEAYH#E
BASH., HENMWEIERE AWS Ground Station iAKW | LAKR¥ AWS Ground Station
APl I2EMENBIEW, MBEEITIER , B LUE CloudTrail B4 FERZ Amazon S3 &1F
BrE8  S¥F MEH AWS Ground Station, BMEEARIREEBRE | kAT LUER CloudTrail £ &
NWEGR S LEBIBEFTEN, EBALUEERA CloudTrail FTUEER & AR ETIR HAYEER AWS Ground
Station, IBHFER IP ik, REFROAS, BEBERNVER , URHEMEFFHEER,

EEE—5 T # CloudTrail , 2B AWS CloudTrail (FEHAEERE) .

AWS Ground Station CloudTrail FHVE A

EIEREYN AWS IRFE , €EEMIRE LA CloudTrail. EJEEIE 284 F AWS Ground Station |,
ZEHEHEHR P REEP N EMIRIE AWS E4 — 2T CloudTrail E4A, BAILITE AWS IR
FrhgiR, BENTHERIONEN, NEHMER , F28 (FEH CloudTral EHRB S LHEREE

) https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html,

EERERKE AWS IREFHNEH | 315 HEH AWS Ground Station , FEEIIBHE, RREEEH
CloudTrail # A FE R ZE Amazon S3 fEFETHE. RIFFER , EAEIEAEIEMEKE |, Bt
ESERIIFTE AWS Bif, RRERHEAWS PEEFMERENENH , WA HRERINLERE
EM Amazon S3 fFZETEE. AL, BAILIEREH M AWS BRI , At —F 5 M FEE CloudTrail B
FIRENEHER, MEFHMEEN , F2RTIRE :

- By BMAEIE
 CloudTrail XEWRENES

« ER7E CloudTrail B Amazon SNS &l
. EZ{EEEEIW CloudTrail BFEFER , ARKEZEIRF#EW CloudTrail BFFER

CloudTrail €52 8FFH AWS Ground Station B)¥E , WFE#TE AWS Ground Station APl Z2Z 1, 4l
in |, ¥ ReserveContact, CancelContact # ListConfigs EjfEZ KM ETE CloudTrail i@
BERPELEER,

B-EEMIARERFE TS ELFRENENA. FoERATHEHE THIEE

- EHRMFERABHK AWS Identity and Access Management (IAM) £ & & A ERHBEHER,
- REZERK , RECEATHEACEBME I EFRAENERELRE.

£ CloudTrail 504 API FEOY 0


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
Welcome.html
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- BEREABHHEM AWS RBERE.

WMESHMER , 5528 CloudTrail userldentity JTT#,

T 2 AWS Ground Station AEERIER

B —EEHRE  EBEEHUBARERNERARSEEIEERN Amazon S3 f#FET#8, CloudTrail A&
Fﬁ?’?@ —FZEEFER, —AEHAEMARFRRENE—FR , XIEFREE. FROBHPME

5, FERBEEEH, CloudTrail BFEIIEMRAE API R HEEEMEF , Rt ASLUEAEEIE
f%'d:lfﬁo

LT EHE RN ERETR ReserveContact EfEM CloudTrail BEEER

&3] : ReserveContact

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-05-15T21:11:59z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:ro0le/Alice",
"accountId": "123456789012",

"userName": "Alice"
}
}
},
"eventTime": "2019-05-15T21:14:37Z",
"eventSource": "groundstation.amazonaws.com",
"eventName": "ReserveContact",
"awsRegion": "us-east-2",
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"sourceIPAddress": "127.0.0.1",
"userAgent": "Mozilla/5.0 Gecko/20100101 Firefox/123.0",
"requestParameters": {
"satelliteArn":
"arn:aws:groundstation::123456789012:satellite/11111111-2222-3333-4444-555555555555",
"groundStation": "Ohio 1",
"startTime": 1558356107,
"missionProfileArn": "arn:aws:groundstation:us-east-2:123456789012:mission-
profile/11111111-2222-3333-4444-555555555555",
"endTime": 1558356886
},
"responseElements": {
"contactId": "11111111-2222-3333-4444-555555555555"
.
"requestID": "11111111-2222-3333-4444-555555555555",
"eventID": "11111111-2222-3333-4444-555555555555",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "11111111-2222-3333-4444-555555555555"

f£ A Amazon CloudWatch #tR {5

EBi4& IR , AWS Ground Station & B E) fEEVE #130 4% HEX E CloudWatch #1720 47, B LAE
Amazon CloudWatch 12 & PR SN ER. WFEFE M CloudWatch IEENFMEN , FSEEA
Amazon CloudWatch 18,

AWS Ground Station &38| Zh 8& th 7] LA A 2R 12 B 4% HA R 432 WUR P BN BF BV #8482,  CloudWatch $8423iE F B
BEb R AT, B ATAE R B, CloudWatch t S EE - HIRBNIEE  EMREKERBHEE, &
BIThRER ALERIIERR , XU FENRFM AN EERTE AWS ZBHRF. MEFMEEN  F2HREHE

Ao

/A Important

AWS Ground Station &#§ CloudWatch 15128 ix | SR B 4% A BV ith [ T4EvE (v EAEBABERY AWS
B , MTREEHEA AWS WEE, EEREBIEANEE , SXAEHEIEEES
##HY CloudWatch, mMFEEEE LV EMEE <2 AWS BIENER , F28 St E L
HUBAWSH [EH, BEELHEBEANESEPEBGERER , BALER AWS Ground
Station & RIThEE, MBFHMEN , FSREEHEN,
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AWS Ground Station 2 MU E

B Al iR LA 7

T3 AT B8 AWS Ground Station.

(® Note

BHMSEREEIURRA EEEHA AWS Ground Station HIZhEE, RIBEHERE  TJERE%H
UTHRENTE,

EE EEHE Description

AzimuthAngle Satelliteld KR BILA,
EFWIEZ 0
E , mERm[Z 90
B

By E

BitErrorRate 818, {®mX. Satelliteld 8 EL T EEIX
Brh (TR SR

%, fTHBR
MR, KER
FEFEH

B : BBk
B TR

BlockErrorRate $HE, f®m*. Satelliteld EEEEKER
B [EBEEER
£, BHRIFER
BT EBFTE,

By : SFREHR /
[ 52 48 2
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EE EREE Description

CarrierFrequencyRe #Hl, Config, Satelliteld BREMEEN

covery_Cn0@ BRMAREL
£,

BE{¥ : decibel-
Hertz (dB-Hz)

CarrierFrequencyRe ¥5l. Config, Satelliteld U RIISEE (S
covery_Locked ERREFEE

HER , ’RA
1, BRRREEE RFER
E OO

By : BN

CarrierFrequencyRe 5, Config, Satelliteld fhEtAASR OB
covery_OffsetFrequ BAERONMERY
ency_Hz BB, ER2
HAKRZEMIXR
RARB 2B E
b Eh R B T < 4
RESERBATE
o
B (¥ : hertz (Hz)
ElevationAngle Satelliteld RN EEA
E. thF#REA 0

E , MBA 90
E.
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SymbolTimingRecove
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SymbolTimingRecove
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EEEE

#81E. fmYt. Satelliteld

&1t,., Satelliteld

#5l,. Config, Satelliteld

#5l, Config, Satelliteld

#5l, Config, Satelliteld
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BEMNIRAER
BERNLE,

R R ER/ RS AR
REBIWAR
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By : HERE
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LE]:ESRE R
EEER B
FEREE RN,

By 870k

ERBEASREt
B REENE
B WA, W
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B, ER
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£ FAMRLE 4B AWS Ground Station ?

B A LAE A T BI#EE 852 AWS Ground Station &¥l.

HWE Description

Category R

Channel BEBENEEEZE—. =, | (BH) M Q(EX).
Config R T T REBATERE an,

Polarization SEBEELEE LHCP (£ HIE&{t) & RHCP
(GRIE®L).

SatelliteId #HE D ZEBBREEN ARN,

w8 EE

BEBFLERE  FELIEEEARESRENMTERENEE, ERIERCE , BighNEE
BEHSFEELE 3 PMRYBRERAEYER., CloudWatch Metrics &M EREE ALKIRB 3 /)
RENSSEER, NIREZZERFRESVENEENEE  EREBERIERE 3 NNsARIREH
BH, A HRBE CloudWatch 1EEZ 7. 0% CloudWatch REHFFMEA , 582 Amazon
CloudWatch #& - I8ERE,

sk, BT 60 WAFMEBNEAERBTELSRUELAERIEENER  MATERFIEETR. A7
REEEZNER , BREE 60 VIBRERRER.

Pass Metrics 2020-03-16 (20:23:00) - 2020-03-16 (20:3411) = | Line ~ | Actions ~ - e
dBm Bit/Block Error Rate
274 1
132 05
o B
—_— - — ——
\ — — —
I
-1.03 0
2023 20024 20:24 20:25 2025 20:26 20:26 2027 2027 2028 20:28 2029 2029 2030 20:30 20:31 2031 2032 20:32 20:33 2033 2034 20:34
@ | RHCP Es/ND I LHCP Es/ND QRHCP Es/NO @ Q LHCP Es/NO @ One RHCP BitErrorRate @ One RHCP BlockErrorRate @ One LHCP BitErrorRate @ One LHCP BlockErrorRate Two RHCP BitErrorRate

Two RHCP BlockErrorRate Two LHCP BitErrorRate Two LHCP BlockErorRate

All metrics Graphed metrics (12) Graph options Source
All > Groundstation > Channel, Polarization, Satelliteld | Q, Search for any metric, dimension or resource id Graph search

WZETE CloudWatch F#&%& AWS Ground Station 8B N FMEF , B2REREERK.
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R TEERRER

1. YErEEHE T/EV BB AWS [E18, AWS Ground Station & 7£ EEB4E A b E TN E
THEAEEAY [B i R 2 ) CloudWatch 1818, MEMH LBV ER HHE AWS BEHNEE , F2H8
245 i Tk B BAWSH [E 35,

2. BB CloudWatch =4,
3. EEEBE®KT , BEIEF Metrics ().
4. 3ZE GroundStation fr & Z=R,

All metrics Graphed metrics Graph options Source

Q Search for any metric, dimension or resource id

157 Metrics
EBS EC2 Events GroundStation
18 Metrics 89 Metrics 5 Metrics 14 Metrics
NATGateway S3 Usage
26 Metrics 2 Metrics 3 Metrics

5. EEMENEEHE (flwm, 558, M1k, Satelliteld),

All metrics Graphed metrics Graph options Source

All > GroundStation = Q Search for any metric, dimension or resource id

28 Metrics
Channel, Polarization, Satelliteld Polarization, Satelliteld
24 Metrics 4 Metrics

6. All metrics (FTAER) RoIEREBM RGP ZHPRMENFEER. BUUITTIBHE

a. HERERKRIF A FEAEWSE.

b. FERREFEF K FEIEESMEBEBNZNAR. EERBMAER , FENENRERE
5 BV B

c. EERERENE , FHEEELR ID, REKEE Add to search (FIBEE S,
d. ZEERIEEENE  BHEBEREZER , REEE Add to search (FTIBEES),
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A WREE AWS CLI

AWS Ground Station £ E2Bii#% A B9 it TAEuh {7 EMEBABRY [RiH 8 H CloudWatch 154F. WFEHME
B AWS EENHEEVERE K F2RESRMEUEHVEAWSH @, & ground-station-

region-code MR BENEEVE AWS WEFAE (S0, us-west-2EARREEMN 1, B
LR 1 SPAET M 1), WWREFFHME®RE AWS CLI in S H X EEAMERBERN R,

1. TEAWSCLI BERE . MERKMWEF AWS CLI , 2B %% AWS CLI 2 2 i,
2. R EEbTE VRV EAHEAERRY AWS B,

3. f#H CloudWatch CLI # get-metric-data FEREEABUNER , MEELREBNERZR , R
#AREHAELIEE,

EEIERM , BFHAT T EE : aws cloudwatch get-metric-data --region ground-
station-region-code --generate-cli-skeleton, EMSELEZELUUTHE@EDL

"MetricDataQueries": [
{
"Id". ",
"MetricStat": {
"Metric": {
"Namespace": "",
"MetricName": ""
"Dimensions": [
{

"Name": "",
"Value": ""

]

},

"Period": 0,

"Stat": "",

"Unit": "Seconds"
},
"Expression": "",
"Label": "",
"ReturnData": true,
"Period": 0,
"AccountId": ""

11
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"StartTime": "1970-01-01T00:00:00",
"EndTime": "1970-01-01T00:00:00",
"NextToken": "",

"ScanBy": "TimestampDescending",
"MaxDatapoints": @,

"LabelOptions": {

"Timezone":

4. FEB#T FIH A AM CloudWatch aws cloudwatch list-metrics --region ground-
station-region-code ¥81&,

RS EIFFEAB AWS Ground Station , S EEERSE T EENE@ L :

"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "Polarization",
"Value": "LHCP"
.
{

"Name": "SatelliteId",
"Value": "arn:aws:groundstation::111111111111:satellite/aaaaaaaa-
bbbb-cccc-dddd-eeeeeceeeeecee"

}

}I

(® Note
WRER FRERCEIB 2 8 AWS Ground Station , BIAEEFEfE A HIEEN
BRE  UERIEEMBEBTHN AWS/GroundStationtiEELZBNMHE, ME
CloudWatch FRHIFEMER , F2E @A ANIEE
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5 EREESE 2 FEYK JSON BER , LUFESE I WHLEE , film
SatelliteIdfPolarizationfEMIEE, Lo\ , BHELEH StartTime, H EndTimef® ,
LARFE IR ERIR A, Blan -

{
"MetricDataQueries": [
{
"Id": "receivedPowerExample",
"MetricStat": {
"Metric": {
"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "SatelliteId",
"Value":
"arn:aws:groundstation::111111111111:satellite/aaaaaaaa-bbbb-cccc-dddd-
eeeceeeeeeceee"
.
{
"Name": "Polarization",
"Value": "RHCP"
}
]
.
"Period": 300,
"Stat": "Maximum",
"Unit": "None"
.
"Label": "ReceivedPowerExample",
"ReturnData": true
}
1,
"StartTime": "2024-02-08T00:00:00",
"EndTime": "2024-04-09T00:00:00"
}
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® Note
AWS Ground Station 1R1B51E , 5 1 3l 60 WM — X518, MRPeriodBHENR
BENERMPE , ITEEEEE,

6. aws cloudwatch get-metric-data ERENSRPEIMNERERINIT . U TRMEHH,

aws cloudwatch get-metric-data --region ground-station-region-code --cli-input-json
file://<nameOfConfigurationFileCreatedInStep2>.json

EESEABEPAKBEE —ERMA. UTR AWS Ground Station 1R i Hi €551,

"MetricDataResults": [
{

"Id": "receivedPowerExample",

"Label": "ReceivedPowerExample",

"Timestamps": [
"2024-04-08T18:35:00+00:00",
"2024-04-08T18:30:00+00:00",
"2024-04-08T18:25:00+00:00"

1,

"Values": [
-33.30191555023193,
-31.46100273132324,
-32.13915576934814

1,
"StatusCode": "Complete"

1,

"Messages": []
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h Y Z 4% AWS Ground Station

MERZ2M AWS BREEEBEIEF. 55 AWS BF , BRZENENF ONMMEREE  XRBER
MERTEHBABHIER, AWS RtZ2RBENTENIEE , HERERRLBE, EELTEML
fEOERRTet, AREE, FIEHNERNZSM,

5 B AWS Ground Station , ZfIZZ R ER/RERREEL L EEend-to-endi ., AWS 2
APl , AIZEZEESMEMERRE., WFE AWS ZEMWEFHHEN , BF2H AWS Z2B{NAEKRE.

R EA TR T BMAREERN B,

FE

 H9 Identity and Access Management AWS Ground Station
AWS #y ZEBZE AWS Ground Station

£ A Ground Station HIRIGERE AR

I EFREE R INE AWS Ground Station

S B E R % AWS Ground Station

B Identity and Access Management AWS Ground Station

AWS Identity and Access Management (IAM) 2 —& AWS fR¥E , AT HBIEE B R e T H¥ AWS
BERNER. IAM EEETRGIETTETRE (BA) MRE (EFHFT ) XRKEA AWS Ground
Station Eif. IAM 2ETLUREMER AWS RS 89 .

£}

- BEHR

ERS D HE

EABREEFIE

AWS Ground Station A £ 1AM

Y 5 5 BUBUEE &5l AWS Ground Station

¥} AWS Ground Station & % #117EUE 1T E 2 B
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BEREHER

FA A AWS Identity and Access Management (IAM) R IBEN AEBMEFRTE :

- BRBERE — BREAFNHELNE , FOEEERFMRT (F2H H AWS Ground Station &
2 MEEETHREER )

- REEEE — EEXEFEHAEFIELIERMEEEFTUFRER (FF2/ AWS Ground Station #0{ {5
IAM)

- IAM BEEE — REBEXUESEFEES (F2E 15 2B BUEEE B AWS Ground Station)

(i

549 ﬁ%E“AWSﬁﬁEﬁﬁﬁﬁlmHﬁoﬂMﬁMAWSEFEEﬁ%‘MME%%Q%E
IAM B 5 91HTE 98RE,

BT LAER B2 R EAER , Hla0 AWS IAM Identity Center (IAM Identity Center), E—& A&
7B FH Google/Facebook EAER , LB sWEXEA. NEEBEANFHEENR , F2H
(AWS EA EREER) FHNAEAEHN AWS IEF,

HWRENRFTFE , AWS 12t SDK M CLI AR IGHmFL NBEEF R, WFFMAER , F268 (AM
EREERE) T API FEREIAWS 5 4 IREBEEREF

AWS tRF RERE

BERI i AWS IRF |, g1t — @& A AWS 1RF theroot ERENZEAFTBS , RE D TXER
HS&FJ?‘ﬁ_ AWS f#5 Ml BiR, BARBIEEAREAERATHEESE. ARFEREAERENE
%, #F2H (AM EREER) PHWEEREAEBENER.

CEg)

&=

REBBRERABCEREERABS S O RMHAE , JLAWS BE ERAKRBEEFN

BEgGsR2REEBHNELEBEK. Web B EBENERE , REARB F 9 REN AWS R BEF
EY Directory Service » BiG B0 ERIAC A MXACSRAREREE.

EHERCEEFEUER , 2= A AWS IAM Identity Center, MEFHMER |
Identity Center A &5 RVt =2 IAM Identity Center ? .

AZ2E AWS IAM
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IAM {3 & F B4

IAM i F§ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html2 —E & 7 E{HE A=
EARARXNSEFT#, ERURREENRKEGRIEREN IAM £AE, WFEFEEA , F2E8
(AM EREERE) PHERAECRAEEABS SO RMUER AWS FAKGRBETH .

IAM BHESIEE IAM FHEES  FEEAEFAENHFIREMNRR, NEHASH , F28
CIAM EREERE) PH IAM FERENERZ6,

IAM A&

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIBI B D BG4S EFTE |, H
AR ERER R, BULUEBRERETRE IAM A6 (E8EA ) W AWS CLI 5 AWS API
RERBEIAR, NEFHENR , F28 (AM £RAEFER) PHEBEASNEE,

IAM B EBRRBE 5o ERAEFI. W IAM EAER T, BikRFFERREBRBFE , URE
Amazon EC2 TR AEN., MEFMENR , F2H (AM EAEER) P/ IAM FHVRIRFE EIR
B

EHBRREEFEUE

ZAILUEIB R Y BUR Y S HIEE R & 5 RNER AWS RIZ2H AWS R FER. BERERES 2 HERM
BABERRT A, ERFARHFERE AWS | SFHMEELBK. KRZSHBEKEL JSON XH AWS EX
FHRIE . FE—F TH JSON BERXH |, 268 (IAM EAEER) T/ JSON BEEHS.

EEESEMEANK  ERERWLEETRUTEWLRG THRLEERNTEE , UEETFINHEE,

HEREBERT , FRAENAERBHT. IAMEEESEY IAM BXRIEHETEEAG , #HEAERE
B, IAM BERERBMENFTT , ERRAMERXHIT.

BoBEER

BoRARRENMESD (ERE, FAEFANAR) K JSON FFABERNH. EEBEREH & DA
HPLERNITHLESE , UAREANGKRE. NFTHROMELSDHEBER , F28 (AM EREE
M) PREBEFEERRERHE] IAM 55,

BoBERRAD/ARBER (EEABRRE—52) BEXERXR (ANMNESES 50N BEMLBER), 0F
THNAEZERRRABRBRR BMEE  F2H (AM EAEER) PREZEBREXNRBE
ZEEE,
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BERBEHR

BEREBRRMH IR EIRA JSON BRI fF. #6|aHE IAM AEEEBRE Amazon S3 fFRTEE
R, EXEEREBRNERET , REEESAUERACARZHHREE RN FIER. EXAEE
BREBRPEEEE.

EREBRRURAZBHEPNARBE, SEEEEREBEPERARE IAM B AWS REBK,
HtBeREE

AWS X EHMBRER  IREESERBREER TR :

« FARR —REFPHEBETRE IAM BEBHNRATT, MEHMEN , F28 (I AMEREE
) BH IAM BRI R,

« BRIGIEHIBK (SCP) — & AWS Organizations PR E B SR ABBENIEER A, MEFMENR |
5528 (AWS Organizations {EF&1ER) Y RIEIEHIBEE,

- ERZEHBEK (RCP) — RELIREHERTAF TN LR, MEFHASE
Organizations £ &) PR EREH BE (RCP),

. THEREBBR — EUERRFTARAACIEBES G/ FAERIRF TERERE , USBENEE
MR R, MEFMER b F2 (AM EHERRE) S0 TIERBRBE,

illll

, 2B (AWS

ZRBRER

E%Eiﬁﬁuﬂﬁﬁ%iﬁﬁﬁﬁv REF, EEMNFFUSESMMELRER, B2 7THNMAWS E45 K& ZER
REHFRERBAFNBER , F2H0H (AM £REER) PHBERLEE.

AWS Ground Station Z{al{# A 1AM

EEER IAM BB Y N1EELZ BT AWS Ground Station , 555¢ 7 f## 7] {8 FABFLE 1AM ZhEE AWS Ground
Station,

B A LAFE B (E AR IAM Zh8E AWS Ground Station

IAM ZhEE AWS Ground Station %18
R E =
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IAM Ih &g AWS Ground Station X &
BRBEBE e
BREE =
BREIR =
BERERHREIE RBRE) =
ACL &
ABAC (LR HER) =
e Hi] =
REHE &
REEZEAE =

EE4SME 7T AWS Ground Station FE M AWS RS INAEE K Z 8 IAM ThEEHEEFER |
(AWS IAM ER & IER) FHYE IAM EBEFRE R,

3
¢
dn

0 &9 B BE AWS Ground Station
TESHEBEK 2

B BBERR ALK NI S 2 (Bl IAM ERE. EREFHERAE) K JSON FFAIBERXHF, ELEHK
REEF &0 EMERG TRREBLEFRATHLEDE, MFTHROAMELSSEBK , F26H (IAM
ERERERE) FHEBEFERBRESRBR] IAM A,

A IAM B2 EEE | BULUSEASRESWBENDE , UREAERE T AFRIEBBE, 0
T T MAEE JSON BT ERNFETE , 88 (AM EAEIEE) 8 IAMJSON BETES
=,

1 & 9 BBKEH AWS Ground Station

& ERR AWS Ground Station B9 B BURIWE I , 28 BB 9 B BEEE | AWS Ground Station,
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AR ERBBE AWS Ground Station

XEERERXK &

ERE PR EM IR EIRA JSON RN, BEREBRNZE REHR IAM ABEEBERMN
Amazon S3 RFATEER, EXEEREBRNEES  BREEESTUEAEMARZHEEEER
HEDRER, BRIFNBRNER  BREEREENEB AIUAZERAITHBEAREMERGT
HITHEME, EXAEEREBRRITEELZR. ZEXATNEHEKRSE,. £RE, At M5OI ERE
= AWS BR7.

MERRABIRFFIRE , U EREMIRFNIEEMBIRFN IAM BEREABEREBRNER. WF
HAES , F2E (AM EREER) P8 1AM PR RIEEEIREF .

BB B 4E AWS Ground Station
TEBKREE:: 2

EESWLER AWS JSON BURRIEEH T AFHAR, tWpER , MEERE M ERE T o AE A
EERHAITHLEBIF,

JSON BURRE Action TEHRE TR AFHIEBBRPFRNEF, BREERADERRTH
1TAABABR BN ERVRT 6

&EEF AWS Ground Station BIMEFE |, B2 E (RBERESE) v EZHE1E AWS Ground

Station,

Y BUR BhETE B 4E 2 B AWS Ground Station fEALUTFH :

groundstation
BEEE-RAAPEEZERE  FRERS R,
"Action": [

"groundstation:actionl",
"groundstation:action2"

]

& ERR AWS Ground Station B9 B BURWE I , B2 BB 9 B BERE | AWS Ground Station,
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N IEEE IR AWS Ground Station

XERRER: =

EESWLER AWS JSON BURRIEEH T AFHAR, thpEaR , BMEERE M ERE T oA
FEER#ATIRLE B

Resource JSON R tEZ IS EEEAENYH. REEKRFEHAE Amazon Resource Name
(ARN) RIEEER. BBEFTXEERERFT , FABAF R () X ZREXNBEBARFEER.

"Resource'": "*"

ZEEZE AWS Ground Station ERER K H ARNs , F2H (RETESE) dW EEMNER AWS
Ground Station, BE T R LA AL EIEIEEZEERN ARN |, 28 AWS Ground StationE
= EE,

= EZMAR AWS Ground Station 9 B BRI EF] |, FES8 V5 5 B BUERE Il AWS Ground Station,
K BUR 4 & 5|88 AWS Ground Station
TERBEERRHFEGESER . 2

EESWLER AWS JSON BURRIEEH T AFHAR, twpi2R , MEEREERE T oA
EERHAITHLEBIE,

Condition TEERBEBRMNHRYE , BEERBANITRE, BUURIERFMES FNVFRHER
X (PIHERTPR) , REHBRPORGENFRDNVE, EBEFME AWS 2ERFRCIR , F2
B IAM EREIERE) FHAWS £EFRGFASTREIE,

&=EEF AWS Ground Station R4 RS5|RIVEE , F2HE (RERESE) B IFEM4ESIE AWS
Ground Station, HBE T RE A ERAFRHREIEBNEENER , F2E EEMEH1E AWS Ground

Station,.

£ E 13 AWS Ground Station B0 BBUERNE S| , B2 15 9 B BEEE 5 AWS Ground Station,

A #Y ACLs AWS Ground Station
TEACL: B

FHUEFIEE (ACL) FTEFIBLERE RFKE, FRAERNAG) HEFHERRNFFT. ACL EER
EREBR , BEMAER JSON BERXAEN,
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ABAC # B AWS Ground Station

X ABAC (ERHFHER) : 2

B R FEUES] (ABAC) R—EREXRE , KBBEARRNBHRERT T, LU UEREREEE IAM
B AWS MER , REKET ABAC BUR , MEEZREANRERNTSER LOVERE RFHRF,

MERBERILEZE , 556 aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R# &5 , EECRNIEGTESD , BHEREA.

MRBHEXESEEREEN B =ERG SR  ABEZBBEMS , EA Yes, IRBBEIERLE
REEN 2R =@ k4R , RIEA Partial.

WMFT ABAC WIEHHEH , F2E (AM EREER) PHER ABAC RIEESRTT. NEEESAR
TE ABAC ZERMHEZRE , F2H (AM £REERE) PREHABEEFEES (ABAC).

R HE A EREEE AE R AWS Ground Station
TEREBERE 2

RS EAERREM AWS BRNVEMFEIE K ESERABSRVRACK K SEBREI. AWS EEL
BEELAHREAEN  MAREARMENE®R. UFEFMAES  F2H (AM EREER) P8
IAM A | R s 2 & B RE BE 1] £ |AM FE BB ERIAWS AR#S o

K BRI B EF A AWS Ground Station
Y EESEIMITERE (FAS) : £

EXEM IR (FAS) AN METAFT AWS B, 4 AWS BRI BRE ToRBIKRHE
Ro MBRH FAS BREMBHFHMET  B2REREFNTERE,

B AR #E A AWS Ground Station
YEREAE . B

REACRRBEETN AM S€  AIREMTEE, IAM EEE LR IAM RE, 18K FNM BRIRKE
Af, MEFMEER , F2H (AM FHERERE) PNEIAELUEIRFITHE AWS Ri%,

/A Warning

ESFRE AN st E AWS Ground Station ThaE. R B AWS Ground Station 12
HIESIR , TREmREBREA G,
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%, EhEeRBEGACHTN Yes, BIEFERER , SURAKRBHNRILES A BXH.

0 55 BB K &35 AWS Ground Station

BIBEFER , FAENAETEHBREILTIE R AWS Ground Station ERNER., EER FEHAEYHHEHM
EEEREHTHENST , IAM EESTUET IAM BEE,

NFE T RMAERISLES JSON R XMFET IAM EABEEE , F28 (AM EAERERE) FHE
3 IAM BUR (£ B).
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- AEAEREMMHECHET

BRBEER

SoABEEYEEREFINEBASERETLIEN., FEEMPER AWS Ground Station &R, ELLE
ETREE RN AWS IRFELER, EREUSHEES P HBRER  BERETIERRERSE

- FIEER AWS SEBRRYEBRKEERTT - EERBRFTRTENCERAENTEER , B
BT R TS EREARAN AWS REBKR., ©ATELN REMH AWS IRF, RAIEZRLESR
BREREARI AWS WEFZERXR , ME-FRLHT. WFEZEA , F2H (AM E£REE
) T AWS ZEBURREBBEENAWS ZEBK.
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AWS Ground Station EREER

- £ 1AM BUR R BV R — SR B FEUE - BRI LSRG FIBZEER |, RHIEEMERNEFEE.
flan | WA AR B BEERRG , EEXAMEM SSL BEFAERER, MREBRFE SHERARKEE
AWS FR#& , &t ] LUGE B R4 R 1R F HZEUE CloudFormation., MEFFMER , 528 (AM £
Hi5E) PH IAM JSON BUEETE : 1§45,

£/ IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 IE BE&4E - IAM Access Analyzer B
BHFBENREBER , BRELBFEMR IAM BERFES (JSON) #1 IAM EEH. 1AM Access
Analyzer 12fit 100 ZEBERERVEATHESR , THHEREXLBEEANBE, NEFHEE
A, F2E AM FHERER) PHEEA IAM Access Analyzer B FE BUR

- FEZEEERE (MFA) - IREHRPIFE IAM E£REDR FHRERE AWS IRF |, BRI MFA
DIREREH. MEEFU AP BERER MFA , 1§ MFA REFEZEHEKR. MEFEE
7, F2H (AM EREERE) FHEIR MFA Z% APl FHL.

WE IAM RREEENHEBRENR , F20 (AM FHEER) B IAM Z£HEEK,

58 AWS Ground Station £ &

ZEZEFH AWS Ground Station 124 |, BXNEHEE —HRKFT, ELHFALARFEY HMEER
B AWS Ground Station BRI EMEA AWS IRF, RGBT LEEARMLEFTEREN S 2K
R, IEREERBRNER (FAEIAR) MS , TRAMRELMAEERE,

HAERW AWS CLI 5| AWS API WERE | BREEAHTREEREHT. Rz, REAHERF
SMMERBNTZ AP BIENEERTLT,

ATHRRERAEMNAGMATLUEER AWS Ground Station £#4& , 4% AWS Ground Station
ConsoleAccessT ReadOnly AWS SEHFREZIER, WEFAEF , 528 (AM EAEE
M) FRFETRAFERAE,

TERERBEMFIBECHET

WEHEREMMRILIBER , AFF IAM ERERGH MEBAERE S 2N ARRZEBR, BER
SEEEEAFHMEA HAWS CLI AWS APl URBREREH A X ER B ENSFT .

]|

7

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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AWS Ground Station

ERAEER

iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

¥ AWS Ground Station & 2 MFZEUEITHEZ B

ERAUTERARGBEZE IS EMFER AWS Ground Station 1 IAM B A 8E1&

&
- RERE PHITHHE AWS Ground Station
« RAEBHIT iam:PassRole HIiZE
« BEEA UAWAE AWS 1RF FEXFEM AWS Ground Station &R

RERET d#TE¥E AWS Ground Station

IANE REE,

yu%a_,\l‘lﬂ Uidtn/\ y El%u/u\*yégE*}l?TEﬂE j@ﬂ’]l&%%ﬁ%%ﬁ , anq:/u\$}1?i-§bﬂzo
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TlgEfIgEsREgEmateojackson IAM EAEERER TR ERE —BERE ny-example-widget
BRNFFMEN , BAMEER groundstation:GetWidget FFAIRFE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
groundstation:GetWidget on resource: my-example-widget

EHBERT , HBEH mateojackson FRHEBEBHBER , i
YEEE my-example-widget BiRo

Z{F A groundstation:GetWidget Bl

MREBEEWHE) , BREEN AWS EEE, FHNEEESREENEERE.
K AREBFH 1T iam:PassRole RyIZHE

MBRSRUNTEER  SHEKREEESIT iam: PassRole BifE , BHNBESLEEYN , ALK ACEERE
# AWS Ground Station,

BE AWS B AIREEREACEEGERE K MAREVFNBEACIRBEELE, NFH
TR , ELARERACBEEZ BB,

£ A marymajor B9 IAM EAEERFERAEEEE AWS Ground StationFETENMERF , 4 T 55
53R, B2 , BFERBEEFEREAGR TN T. Mary REKAGEERGRENT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WKL BES , AFFMEI1T iam: PassRole Bk,
MREEEGE , BBEEN AWS EEE, fHNEEESRMENEERE.
BREARF UWABHAE AWS IRF FEFEA AWS Ground Station &R

LAY —EAe , BEMKRFPNEREREEBATHASFIENER, EUEEZE LT
LEEAVHIREZAR. SHEXEERERNBERSFEUEHIEE (ACL) RIBRES |, &7 LUE R BRL R
KRBT AEFRENE RN,

MEE—FTH , F2EAUATRE .

- BEETH A AWS Ground Station ZEELINEE , F5ZRE AWS Ground Station Z{AE A 1AM,

- BETHRNMAWS 1RFE EEBEN ERCBREFIE  F260 (AM EAEER) FHEEHE
B AWS 1RF 895 — 1@ IAM /& PR FEE,
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AWS Ground Station ERERER
- FEETHRINMUEERNFERERMEEE=5 AWSRF , F28 (AM FERAEER) PR FEER
HIEE=5 AWS tRF #H.

. ZIEI THEMAEBRBS &2 RUFEE  F20 (AM EAEER) PHEFEERHEEENSE
TEIRENERE BMSE D).

- MFTHREALSENEREBRRETEIRFFRNCEANZR , F28 (AM £RAEER) 8 IAM
PR EBRE ERFE.

AWS B S EBE AWS Ground Station

AWS ZSEBREH AWS AWS RERFRBUMEENBUBREERTSERARGIRMHAT , UEL
AR ARG ERE, BEANAE,

FARCE , AWS RERRARFTERTFTRECARFINSKEERTT , RAELFITAHAE AWS &
FEM. RMI2BREERRENEARFINEFEEZRE  UEE -SRI,

FEEBE AWS SEBRPERNTT, R AWS EH T AWS EBRPERNTT , IEHER
EHREENMBERRIAGD (ERE, BHEANAG ) . EFMHN AWS BRI REISHAT API R4AETTH
BARBEAR , AWS RETREMH AWS ZEHX,

WEFMENR , 20 IAM EREBERFHN AWS SEBE,

AWS ZE XK : AWSGroundStationAgentinstancePolicy

B #% AWSGroundStationAgentInstancePolicy BKEREE IAM &%

LBERE S AWS Ground Station KIBREXFF A% F Amazon EC2 #{TEE , AFHITEEE Ground
Station Bi#& BB EAMBRER . LLEEHPNFIEFIE KB Ground Station BR#E

ATAIRFAEE A
BRI EUTHT,

 groundstation - AFFERREIREFAITEEM U Ground Station Agent APls,
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AWS Ground Station EREER

HEMRRETRAK JSON BERX 4 |, F2H (AWS ZEBRRSERRE) 1
AWSGroundStationAgentinstancePolicy.

AWS ZEBR :
AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy

IR £ % AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy EiZZE IAM B8, HBUER
SEEIREEL AR , AWS Ground Station FF KREBTEVE, MBJFHFMEN , FS2REEAR
BEFZAE,

WBEEET ALY &2 AWS Ground Station & IPv4 #iitfy EC2 557,
I EEAE R

LB RIEUTHA,

« ec2:DescribeAddresses - 25 XK E AWS Ground Station | 5 E2 EIPsAERIERRI AT A IPs,

« ec2:DescribeNetworkInterfaces — fofF X F®E AWS Ground Station EXNSEE EC2 #1T{EE
ERBER BN T E A

HEMRRETRAK JSON BERX 4 |, F2H (AWS ZEBRSERRE) 1
AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy .

AWS Ground Station AWS & BRI EH

iR B RIS IB HHE L E AWS Ground Station LA |, AWS SEHFREHMNHEMAEF. EH
EEEEN B EIEE |, 55T AWS Ground Station XFBF L EE LM RSS HE,

2% HR Date
AWSGroundStationAg AWS Ground Station #7318 7 2025 £ 11 A 13 H
entlnstancePolicy - B E & AFREERXEREKEE

BHE

AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy 165
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AWS Ground Station EREER

gF iR Date
URLsHAE 1T858 E Ground
Station B/ERIEF T

AWSGroundStationAg AWS Ground Station #7138 7 2023 4 A 12 H
entinstancePolicy — HTBE FECE , R ERRERE

#ITEREEA AWS Ground

Station Agent BIFF T,

AWSServiceRoleForG AWS Ground Station ¥7i§ T 2022 F11 A2 H
roundStationDataflowEndpoin ~ FTEVBUR |, |&F EC2 557 , KA
tGroupPolicy — # B A 2K 8 EIPs tAEFRHRY 2

AWS Ground Station & IPv4
Mk, ANEE EC2 B TEEE
BB AN T,

AWS Ground Station BA#5E#t AWS Ground Station 2BBE 20213 A1 H
g% Mt AWS ZEHERNEE,

£/ Ground Station R ELEAE

AWS Ground Station use AWS Identity and Access Management (IAM) fRi$E&E A, REEEAE
ZEEERZE Ground Station FYME— IAM A% E, Ground Station B A EERKEL AR , 3
EZRBRREFUEM AWS RIEFFENFIERFT.

RBEEAEEREEZMIETE Ground Station , RABRT A FEHFHIEHLEMNFT., Ground Station
EEHRBELE/EWEHET , BRIESEEREZ , BRIRE Ground Station JUAREEHAR®, EEWFET
SREEEBKRNFTBER , B UBGREENMEREM IAM B8,

NEREXERBEFACGNEM RBENEF  FSHEAWS €4 IAM KRS , W RBERS A CH
FEREARNEK. BEEEAERNE , IRAZBRBENREESSEX .

Ground Station RIS ERE A BFA

Ground Station {# & & AWSServiceRoleForGroundStationDataflowEndpointGroup K RIS E#E A &
— AWS GroundStation A Lt fRISEE A BRI EC2 REIXANE IPv4 it

AWSServiceRoleForGroundStationDataflowEndpointGroup R EE AR EE T RBEREIZAE

ERARBERAE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS Ground Station EREER

* groundstation.amazonaws.com

& A& AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy B £ €& 5 7] B3R 7] # Ground
Station $HIEEMNERTH T 5IEE :

« B1YE: all AWS resources (*) £ ec2:DescribeAddresses

B)1E T Ground Station %/ 2 EIPsAHEIEEYFT A IPs,
o BE: all AWS resources (*) EM ec2:DescribeNetworkInterfaces

E){E T 3 Ground Station EXSEE EC2 #{TIER MM < MR N ENVHEEF

BYERENT , IAM BER (NERAE. HENAG) TURY, FEIMBREKERAE, MFFM
&, B2E AV EHEEETNRBESE AR,

5 Ground Station EY RIS EFE AR

BREEFHEIYRKESEAE , EBTE AWS CLI 5 AWS API 1] DataflowEndpointGroup
BF , Ground Station 8 AR B RKEEZAE,

EEMBREBREEEAR  CREEFREL , ZUUERFHEAHEEFEFRIAR, EFRENT
DataflowEndpointGroup B , Ground Station @B X AL REEE A,

WA LER IAM 24 |, BBERRZE Amazon EC2 ERARGIRELRKEL AR, £ AWS
CLI 5\ AWS API /1 | RSB BE T groundstation.amazonaws.comfREEE B R, WMEFHA
&7, F2E (AM EREER) 7K "EIRBEEAE) . NREHMRILBRHEELEAER , B
FAKERNEFUABREIZAR,

#m¥8 Ground Station RIS EE AR

Ground Station 7 ftEF#&#wE AWSServiceRoleForGroundStationDataflowEndpointGroup AR¥E#E &
B, RAEREERTHSSERKELAR , FIUSELIEEIACGCRABFAGER. AWM , &1
F/ IAM RiFEAGHR, MEHEET , F28 AV FAEER) THRERBEEAE,

fIB& Ground Station IR EEZAE

EETBEARERBESGACHIIEDRYE  RAZBRERGRZAC. - , ERREREDE
EREENARERAER.
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AWS Ground Station EREER

8 WA Z8 5 1 R IR 75 E 4 /& 2 MIBR DataflowEndpointGroups , FREMIBRIRISERE AR, EFABREETR/N
{888 DataflowEndpointGroups T A, R ARIEE R A @8 % E DataflowEndpointGroups #& B &
B, 88 S MR R RIS ERE A B FTAE DataflowEndpointGroups , = REAS EL M Bk

(® Note

R Ground Station FRIEELRERMBREREFEAAE |, BIMBRIESLAK, BFHIBERZLE
EESEIERYBRERRE,

B AWSServiceRoleForGroundStationDataflowEndpointGroup Fif Fi#9 Ground Station &R

- 1&EiB AWS CLI =k AWS API fiiB& DataflowEndpointGroups.

£/ IAM FERBRBRBEEEAE

£/ IAM E#4& AWS CLI, = AWS API 3l Bk
AWSServiceRoleForGroundStationDataflowEndpointGroup FRISER A, MEFMENR |
(AM EREIER) FHRBRESEZAE,

Ground Station R EE A ERN [E 1T
Ground Station X EEFMERERENVES T FERAREEEZAR, MEFMAENR  B2HESR,
S HERR

NOT_AUTHORIZED_TO_CREATE_SLR - ER &R F AR CreateDataflowEndpointGroup API
HNAEKEE iam:CreateServicelLinkedRole®F [, B iam:CreateServicelLinkedRolesFA]
NEBEXNEFBHALNIRFEY RISELZAE,

3
¢
a1

i
%

\

WiFEEE R IN% AWS Ground Station
AWS Ground Station FAEXIZENER , LMEA AWS SEENINZ R REBELNTFERBER,

- AWS BEER £ - 85X AWS Ground Station fFAEL SR BB MB TEZRFIEAS 2 HWERH
IFMER, BELRE. EENFEHAEE AWSH SR  SIRRAEFEASRK | T8 , BLFER
BREAEBERBEEXNREREBMZERNN SR, WHEFHEF , 528 ( AWS Key Management
Service BB ABIEFE) P AWSHENER.
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AWS Ground Station EREER

RIBEFER , MPBEENAPRBEEREBHRBRERFTSRNRERBNER L, FE , EAUEYFS
E"&%bﬂ@é%ﬁ%&&%ﬁ%?ﬁ’]ﬁé@)ﬁfﬁo

AWS Ground Station i FTE IR BEE R MEIITNE , T8 , HREL AWS Ground Station &
B, GlnERMER  AULLREFAEFSESRRELTERRIN AWS ZSE SR,

. BEEZESH# - AWS Ground Station XEFALRY, HEANEENHBESSELRADRRE
1 AWS A ME, BANELEEHLENS , RLERTHUTES -
. BUAEES M
. RIAEE AV BREAE TR
- BRI S MEE
. BRSRBEEBEN
. $iH
 RUSRAE
. RS WM

MEFMER , F2B ( AWS Key Management Service B A Ei5m) FNEFZE S,

TREEZR AWS Ground Station TEFHAEZFSESBNER

arEa AWS BB &R = EFHES®RME (ER)

Ephemeris ERIARGTEHE SBA 2R A
(9 B 5

ARG T RENTUBKRER ERA ERA
1 Hh 4R

@ Note

AWS Ground Station 8f£F HEBIMATEMNER AWS HEN TR |, UEBREEB/AS DE5
B, 7B, FARFSELMEEE AWSKMS B, MEEENFHMENR , F280 AWS
Key Management Service E1&,

WMESFHMER AWS KMS |, 5288 AWS Key Management Service % A E15/,
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AWS Ground Station EREER

NESEEREENBEENA , B3 :

5
W

« TLE #1 OEM ephemeris & ¥l REMNZ
- BRSEERMENTFENS

BUEFBETR

A LAER AWS BE I AH AWS KMS APIs REVHBEFZE SIS,
BUHBEFZETR

EfE € AWS Key Management Service B ASEFE) PEVHBEFZIETRNIR,
TRBUERBLE

SHEREREHEFZESBNEFEIER. SEAEFSESHBLERE—ESWBER , HHIERE
HULUEASBEREFEASINRRN., ERIEFZESRI , TAEESRBER., NEFHMEBEA ,
528 ( AWS Key Management Service FiZ A B1ER) PR EEHEFSZE BN T,

EEBEFZESHME AWS Ground Station EREE R , BABERESWMBEURF AWS Ground
Station R BEENF T, BEFITMNBERARERR B EENZNERER

-« 0% TLE # OEM ephemeris ¥} - IFERFESWBERFERMEBHITLE 1 OEM ephemeris E RHH i
ENE , F2H .

- MEANREAGHEER - IFRESRERFERVNGEF LTS ETRHENFENE , F2H

(® Note

SIMBEEAREE ephemeris BE ZBBEFTFTRE, TLE 1 OEM ephemeris EXHEAR F 2877
B, MANERFA ephemeris FABZSBBENT T, BHREEBRBENZENHEERERRE
ESWBUR,

MEAEBRFPEETINMEHER SR NWFHRER , 5528 AWS Key Management Service B2
ABEM.

BEE WEEZE 4S8 AWS Ground Station
O UEEEFZESBRMNZTHEIR
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#overview-policy-elements
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AWS Ground Station EREER

 Ephemeris (TLE, OEM MBE{IEH )

BYERE , B LUIRME kmsKeyArn RIEEER T8

« kmsKeyArn - AWS KMS EF ZE iR SR8 5IAF

AWS Ground Station IIZRAR
ZRBE—R—HEANSER/EY  HETh3sERERNEMABTEN. AWS KMS £ A NZBRAEM

ABFANCRIER  UXECRENNE. ELENEENNERTFIENERNRK , SBNER
B AWS KMS BREEMFENER. EEHRZER , BELAEFRPTEHENMERE.

AWS Ground Station RIFMNZENERERATENMERS , TABERYNSRBEBIEERERNE
AEN

NMEFEERBENNEANRFMENR , F2

81

« TLE 1 OEM ephemeris & ¥l BV FRRE MR
- B ETRMENFENE

TLE #1 OEM ephemeris & #}#9 58 88 N &7
TLE #1 OEM ephemeris HJBE&BUIR E K

£ EE ephemeris ERMEAEZFZE SR  SNSRBERMSAE THEAIHEF AWS Ground Station
BR# :

« kms:CreateGrant - EREFZESR I BIUGFHRE, RFEEFZESR LHITR FIREN
AWS Ground Station ZEUE , ABEAREEINZNE R

« kms:DescribeKey - REEFZEL|FMEF , AWS Ground Station AFF HERFERRHENE
WZARELER,

MEFRARENGFMER , 3528 AWS Key Management Service Bi% A B35,
FREFSELBET ephemeris B IAM FEHEFFT

E AWS Ground Station EZIGHRERIETPFERAEFZESRE , TERREI ephemeris ERIVfE
A&,
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https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
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AWS Ground Station EREER

BECABEFZESBEY ephemeris EIR , EFAEXEEFERFZESR LW TSR EMNGF
1

« kms:CreateGrant - RFFRERREFZESM/E LR T AWS Ground Station,
« kms:DescribeKey - AFEAERREFZESHFMEN , UBRH 28,

WA LAE S MBERHTE IAM BERHFIEEEL MV EMNTT (MRESBEK A, EEFVARARFERE
AT LA HE K KA1 AWS Ground Station FREFZESRIETMRRE,

w{al £ A AWS Ground Station AWS KMS 2 (TEHRMER
AWS Ground Station EESRIZESEEFEALNEFRFZE DR,

ERLEFEREFZESRMMERN ephemeris i , EiEIBEIA CreateGrant FHRE REKE AWS
Ground Station B £ % AWS KMS, iR T AWS KMS AR#EF AWS Ground Station &1k
B AWS KMS €81 7 EUE,

iE 7] ZE AWS Ground Station #11T7 T FIE4E :

« MY GenerateDataKey AEEMZNERSBIKETHR , RATEULAEHERS|ETNE,
- WY Decrypt AMERREFHMBEER S BRFIMBHER,

« Y Encrypt AERAEREBRMBEEHR,

. BREAAZFEA , LAKFRBERA RetireGrant,

ST LABERS SR IR T EEE., MREEEM , AWS Ground Station BIE X EHEFZE LB INZH
FAER  EEHERBRERNIRE, Fl0 , MRER BB ARBHER ephemeris BBREBET |
AWS Ground Station B A& A E B & HARE F A IR ephemeris ERIRIBEE X, ESEHEHIHZA
LA FAILED AREE#E R,

Ephemeris IIZ#RAE
1Nz ephemeris ERN BB TFTEBEEZHENEE ARN,

"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

}
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® Note
THREESHHEENSREEHEERERA,

ERINE R A EITER

ERFEAERBEFSESRANFERMEERE , St EAEKEENBRFFNMERABTRELZF
FZERNERAAN. MBARLEHBIE AWS CloudTrail 5 Amazon CloudWatch Logs 7= 4 Y

ERNEZERBTEFEEFZESRIVF

BT UESRBEEN IAM BEH , £AMZEARRTHES conditions REFFHREBEFZESRN
FHL, B ER TR EMINERB KT,

AWS Ground Station ER FHEAMBEARRS , SEFHHERFIESTEFZESRNFI. &
FROESERBETFAFNREEAEENNERNR,

UTRETFTRENFZARCEFZESRFIENSRBCKRANEH . HBERFAXFHRGESER
EREENEANRNNZRBHRE,

THEHERBEZEHEZ ephemeris BRI SMRBUR :

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexrvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resource": "*"
}I
{

"Sid": "Allow AWS Ground Station to Create Grant on key",
"Effect": "Allow",
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"Principal": {
"Sexrvice": "groundstation.us-east-1.amazonaws.com"

},

"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms :EncryptionContext:aws:groundstation:arn":
"arn:aws:groundstation::123456789012:satellite/satellite-id"

}
}

Bt i ephemeris N £ 48

EIR¥EE ephemeris EREMA AWS Key Management Service & F S E 88 , LA LR AWS
CloudTrails{, Amazon CloudWatch logs3&iE#t AWS Ground Station EiXHIFER AWS KMS, T %#3
5l 2 CreateGrant, GenerateDataKey, Decrypt Hl DescribeKey # CloudTrail =4 , AR ES#E AWS
KMS RN B934 AWS Ground Station , UEMBEESE L@ INEZNER,

CreateGrant

EIRER AWS KMS EF Z & €883 ephemeris ERE , 2R K%&E AWS Ground Station &%
CreateGrant 383K , LAfEEUE AWS IRF /) AWS KMS €88, 23/ AWS Ground Station #F
HEERHEETF AWS KMS ZESRHEABMNEIR. s , AWS Ground Station &M BREIRE
2/ RetireGrant 2ERBRFF,

T I 55| =4 & 52 8% ephemeris B CreateGrant 2 4F :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2022-02-22T22:22:22Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"operations": [
"GenerateDataKeyWithoutPlaintext",
"Decrypt",

"Encrypt"

1,

"constraints": {
"encryptionContextSubset": {

"aws:groundstation:arn":

"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"

}
1,
"granteePrincipal": "groundstation.us-west-2.amazonaws.com",
"retiringPrincipal": "groundstation.us-west-2.amazonaws.com",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
1,
"responseElements": {
"grantId":

"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@daaafSAMPLE"

.

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [
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{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DescribeKey

ERMER AWS KMS EFE 2 E €88 1N1% ephemeris ERE |, 2/8KME AWS Ground Station &%
DescribeKey 883K , UBRFE B RN ESB/ESFERENWIRS P,

THIEHIEHFFC#H DescribeKey #1E -

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/User/Role",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Role",
"accountId": "111122223333",
"userName": "User"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

3,
"invokedBy": "AWS Internal"

}I
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"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

EIREH AWS KMS BEFEZE £ 8K % ephemeris EIREF , &% GenerateDataKey

Ground Station EiEE |, LEXARMNEZERNER 8,

T 5B 5 =4 & 52 8% ephemeris B GenerateDataKey #R1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

.

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",

a5k AWS
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"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn":

"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",

"aws:s3:arn":

"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

iy
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

iy

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"eventCategory": "Management"

Decrypt

EI8ER AWS KMS BEFE S E SR INE ephemeris EREE , MREFEHAEERNEFZES
#&i% , 8l AWS Ground Station &4 Decrypt IBIEREZIZHEM ephemeris, HlN , IR

ephemeris IEFE#¢ S REFTB LE , WFAEEN SR EXRFIFRP N,

T g HIEH G ephemeris B Decrypt R 1E

"eventVersion": "1.08",
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"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

I

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba@SAMPLE"
"eventCategory": "Management"
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EBReETRMENFRENE
FURAETRENBRBERESR

EEREFSESRESURATRMENBESER , ZNERBEL A TIFTRT AWS
Ground Station k7§, EEEARFH TLE A OEM ephemeris E¥A[E , azimuth elevation ephemeris
SEEAEESBERFAURETNERE, EREE FAUNEAEN S| EBES Z.

« kms:GenerateDataKey - EXARMEFNRAZTRHMHERNER LR,
« kms:Decrypt - FRRAVRATRHMEERBBEZNBENER SR,

BT EFZEE® AWS Ground Station FFEUVER & #& B €851

(® Note
ERAVRAGRMER K SXAERESRBERPREELH T, BAHE
B LB BUERBHAR 12 F @i AWS Ground Station FRIEERE ( Fl4n
groundstation.region.amazonaws.com) E&FFA, MR LFEELHEZSHRBENKR
A= , AWS Ground Station i EFERRFEEN BT A IR A E M4,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexrvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resource": "*"
}I
{

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
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},

"Action": [
"kms : GenerateDataKey",
"kms :Decrypt"

1,

"Resource": "*"

FHREFZESBEV A NVREATRMEN IAM FEHETT

E AWS Ground Station EZIRHmERIEFFEAZFZESRET , c8RREERY A NVRATREE
BROERE,

EEFRAEFSESREVSURATRMEER , CAEXEEEEEFRZESHR LW TIIRENET
1

« kms:GenerateDataKey - A FEAEEEARMEZESNEATREERNER S,

« kms:Decrypt - AFERAEEFMANRATREERKFRBERER,

« kms:DescribeKey - A FEAERATFZESHRFHFMENR , URESR,

BRI ESRBERDE IAM BRPEEELLENFTA (MREWMBER LT, ELFAARRERE
A LA R K& AWS Ground Station ERAEFZESRETMERE.

e AWS Ground Station A& A8 R AN F IR A S

ERERAEFSELRIREHAVIEAERMERE | AWS Ground Station € A £ 8 BERREFZHUE
NNZEE, Fa2EB AWS Ground Station £BBEFARNEEEFH , MAR2EGEH TLE
OEM ephemeris Efl — K EBRFRFERF.

MBEBHRYEFEZE LB AWS Ground StationfZEUi , AWS Ground Station B2 FEZ &8
MBHEMER , ESHEMEXERNRME, fln , MBEEBRETARBENALAASEEMEN
SIMBUEKRFFA , AWS Ground Station B EEZEMEHEAEARMN S UAASERNRG SRR, ES
ERELE ALL FAILED AREERE R,

FAREKEMBERR

E AWS Ground Station fE K AWS KMS £#RMEFMIRATRFMHERR , RESEEMNEZR
B, MERABRRENNRIER (AAD), AWSKMS ARBERERTEMN, AMBREEEMZEARAR
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H% , WRBLARBRRREEERARNNBERAR, BR , BESXM. MBABTHERA CloudTrail
B, LGB T BEREE AWS KMS &8 ERE. &1 CloudTrail B AIEEEEFF 1R AWS
KMS R ERAVIER  ESEBFHEEPNMNBARTHBEHEZSECRNRR,

AWS Ground Station I8 EA TNZEAR , EEFAEFZESREHAVEADRE LHTRBRER
1ERF -

{
"encryptionContext": {
"aws:groundstation:ground-station-id": "Ohio 1",
"aws:groundstation:arn": "arn:aws:groundstation:us-

east-2:111122223333:ephemeris/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/00a770b0-082d-45a4-80ed-
SAMPLE/raw"

}
}

mERTEE :
aws:groundstation:ground-station-id

E275 { A Bk M AR BA B AV I U5 & A

aws : groundstation : arn

ephemeris &R ARN,

aws : s3 : arn

FHAE Amazon S3 # ephemeris #J ARN,

ERAMBEAREHEEFZESRNFR

BRI SAER IAM R4 BRIA R H ¥ B 2 E I AWS Ground Station 8L, #
kms : GenerateDataKey# kms:Decrypt B LTI R4 RIR N EPRH AWS KMS 7 S5 F #Y ith [
Yo

UTREBBIRBRIRXE S , ATA§ AWS Ground Station FEER FREMHEMBIERTIPHNESFZ
EER. KBRS REERBEEFSERBRPHREZNBATN WM ATE MBNER
ﬁﬂl*go
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"
}I
"Action": "kms:DescribeKey",
"Resource": "*"
},
{

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": [

"kms : GenerateDataKey",

"kms :Decrypt"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"kms :EncryptionContext:aws:groundstation:ground-station-id":
"specific-ground-station-name"

}
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#F AWS Ground Station FRZEHLM cFEFZESRN SIMBEREH)

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"
}I
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": [

"kms : GenerateDataKey",

"kms :Decrypt"
1,
"Resource": "*",
"Condition": {

"StringlLike": {

"kms :EncryptionContext:aws:groundstation:ground-station-id":

"specific-ground-station-name-1",
"specific-ground-station-name-2"
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ERSNNFReRESR A REATRM

BEIEE AWS KMS BEF S EL8E VIR H ephemeris BRIZEFEAE , BAILUER CloudTrail 5
CloudWatch H#RiE#H AWS Ground Station EiARIFERK AWS KMS, T 5I£i#| 2 GenerateDataKey
# Decrypt #9 CloudTrail E4F , FAARESE AWS KMS FEI A2 4E AWS Ground Station , AFEEF
ZESWMEBENER.,

GenerateDataKey

EEMERA AWSKMS BEESESRRMBZESMIRATRMERE , 4% GenerateDataKey 78R
AWS Ground Station % ZE , AWS KMS UELXARMBZRERNER L&,

THEflEHEREAUAHSERMMN GenerateDataKey 84 :

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2025-08-25T14:45:487",
"mfaAuthenticated": "false"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2025-08-25T14:52:027",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
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"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn": "arn:aws:groundstation:us-
west-2:111122223333:ephemeris/bb650670-7a4b-4152-bd60-SAMPLE",
"aws:groundstation:ground-station-id": "Ohio 1",
"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/bb650670-7a4b-4152-
bd60-SAMPLE/raw"

iy
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

iy

"responseElements": null,

"requestID": "ef6f9a8f-8ef6-46al-bdcb-123456SAMPLE",
"eventID": "952842d4-1389-3232-b885-123456SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "8424f6b6-2280-4d1d-b9fd-0348b1546cha",
"eventCategory": "Management"

Decrypt

EREMN AWSKMS EFXEERRMBLSNEATRHERE  NREHN S VEATHEER
EFAMEENEFZEESBMNE , Bl AWS Ground Station & A Z 1R ERBR MM ATIREN S
A TR EER,

THgEfEteRHF A VAASTRENFEEERE
"eventVersion": "1.11",

"userIdentity": {
"type": "AssumedRole",
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"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {

"type": "Role",

"principalId": "ASIAIOSFODNN7EXAMPLE",

"arn": "arn:aws:iam::111122223333:role/Admin",

"accountId": "111122223333",

"userName": "Admin"

iy
"attributes": {

"creationDate": "2025-08-25T14:45:487",
"mfaAuthenticated": "false"

iy
"invokedBy": "AWS Internal",

"eventTime": "2025-08-25T14:54:017",

"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn": "arn:aws:groundstation:us-
west-2:111122223333:ephemeris/bb650670-7a4b-4152-bd60-SAMPLE",
"aws:groundstation:ground-station-id": "Ohio 1",

"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/bb650670-7a4b-4152-

bd60-SAMPLE/Taw"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "a2f46066-49fb-461a-93cb-123456SAMPLE",
"eventID": "e997b426-e3ad-31c7-a308-123456SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "477b568e-7f56-4f04-905c-623ffl46f30d",
"eventCategory": "Management"
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WEHHERFTE EEMAREFEE., TRMEE NWEEMBIMSMH , AWS Ground Station 3 A3 TR
B 435 1E #8451 5% TE P ER

mAEEREERHR , EUUIATARNEN S EFERFENBARE, EXEHF , BN
&7E AWS Ground Station fii5& iR JPSS-1, EBSZ |, BMANABESEERK 1 (JPSS-1)
Spacecraft High Rate Data (HRD) | Direct Broadcast Stations (DBS) Radio Frequency (RF)
Interface Control Document (ICD) R5Ep &6, tboh , EREEMNZ , JPSS-1 B2 NORAD ID 43013
FE RIS
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® Note
B SMD BE#RE T+ A AWS Ground Station , Bt EHIfEREH T E 2 R ER,

® Note

B ICD fFREEDT (L1T) MER ( F4T) BE , WEBEELRER , RibERARRHEN
ERHEE,

£/ Amazon S3 ERIRTH A EERHREE

LeEHIEN 1 EAEERR JPSS-1 - RLEEEEE (PBS) - SHEEERP TR D,

HEREHF  BEERR—FERM -- BEEN HRD BARCHEIMBEBMNHEER  WiECEHR
HARIREE, EVHERRELFEER (RF) HERFPER (1/Q) BAEBMLzE. ERBA
Amazon S3 EFEE®Z , BUUEAEMELENRRERABNRBER. NEFHHREEHD  F2
B MathWorks 2 RiE. FALEHIE , BRI LLEEHIE Amazon EC2 Spot EE TR EEE K I
B B BB SR T B AR

B

REREFAIENERREBAREAM,

THFmESEARRNIE N RHBERE AN EREE CloudFormation

Resources:
# Resources that you would like to create should be placed within the Resources
section.
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® Note
W CloudFormation ARBNFMEN , FSREAELEEH.

BEREMGE - BARERNTE Amazon S3 WIER , BHELKREEE —FRLIIMNEE. Big R
FERRINER , BHBAER Amazon S3 EfFETER,

# The S3 bucket where AWS Ground Station will deliver the downlinked data.
GroundStationS3DataDeliveryBucket:
Type: AWS::S3::Bucket
DeletionPolicy: Retain
UpdateReplacePolicy: Retain
Properties:
# Results in a bucket name formatted like: aws-groundstation-data-{account id}-
{region}-{random 8 character string}
BucketName: !Join ["-", ["aws-groundstation-data", !Ref AWS::AccountId, !Ref
AWS::Region, !Select [0, !Split ["-", !Select [2, !Split ["/", !'Ref AWS::StackId]]]1]11]]

o, ERFERIMEENABNBOR , LT ERARMFRT AWS Ground Station .

# The IAM role that AWS Ground Station will assume to have permission find and write
# data to your S3 bucket.
GroundStationS3DataDeliveryRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action:
- 'sts:AssumeRole'
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
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"aws:SourceArn": !Sub "arn:aws:groundstation:${AWS::Region}:
${AWS: :AccountId}:config/s3-recording/*"

# The S3 bucket policy that defines what actions AWS Ground Station can perform on
your S3 bucket.
GroundStationS3DataDeliveryBucketPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- 's3:GetBucketlLocation'
Effect: Allow
Resource:
- !GetAtt GroundStationS3DataDeliveryBucket.Azrn
- Action:
- 's3:PutObject’
Effect: Allow
Resource:
- 1Join [ "/", [ !'GetAtt GroundStationS3DataDeliveryBucket.Arn, "*" ] ]
PolicyName: GroundStationS3DataDeliveryPolicy
Roles:
- IRef GroundStationS3DataDeliveryRole

AWS Ground Station #H&E
AERREIEEAM,

BEECRERER  FEE LEAEBEREERIEE. BN PREFERRED A B BhEH T Ak
EFRME , BHM JPSS-1 ephemeris MEBEEH , AU A EEFESARRA

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JIPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"
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BRBEARE , EFBERRE T THERAREES D , SR s3 SBHRBEEMEIA Amazon
S3 FATER

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
JpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station S3 Recording Config that defines the S3 bucket and IAM role
to use

# when AWS Ground Station delivers the downlink data.
S3RecordingConfig:
Type: AWS::GroundStation::Config
DependsOn: GroundStationS3DataDeliveryBucketPolicy
Properties:
Name: "JPSS S3 Recording Config"
ConfigData:
S3RecordingConfig:
BucketArn: !GetAtt GroundStationS3DataDeliveryBucket.Azrn
RoleArn: !GetAtt GroundStationS3DataDeliveryRole.Arn

P

AWS Ground Station {E#& 1R §E
AERRE T ERHERE A,

RECDEMBBOEL  STAEACHRESRITE. CHEALBSHNARE.
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to downlink data.
JpssAsynchMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "43013 JPSS Asynchronous Data"
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref JpssDownlinkDigIfAntennaConfig
Destination: !Ref S3RecordingConfig

A% ERAE — i

EALERER , BWIRIEALABERR JPSS-1 Big A , MEREMEMAN ETIERD ST ER T AWS
Ground Station AWS Ground Station{i &,

LT 252K CloudFormation 45 , ER @S AEHMANAAER , SHATUERAR WE—$X

CloudFormation,

£ 5 B CloudFormation &i2SAquaSnppJpss-1TerraDigIfS3DataDelivery.yml @& Amazon
S3 FFETEE | IR HERRBHAR A FNHZUR VITA-49 Signal/lP EZEBERFTER AWS Ground Station &

3
Do

MR Aqua., SNPP, JPSS-1/NOAA-20 # Terra RMAZBKIIRE |, B2 MAFHE,

(® Note

BHLAERBMN AWS BE2AERRFEEFMA Amazon S3 7T , LUFEE

R, UTEFEFEAE Amazon S3 HEETE. Fus-west-2EHE , AREEET
CloudFormation &Ky ¥ FE R 15,

s, FHERER YAML, B2 |, EiRRKRA YAML #1 JSON &=, EEMEMH JSON ,
ETHEAR . jsonfF g . ymlBIEZIRA .

3

EEMH THEAK AWSCLI, FFEATISGS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml .
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A ERERPRAEELT URL , LEERAPBREN THELX

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

B A LA CloudFormation A T @ EEZRE PIEEE A :

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

EHENRERMNABRERBEE (FHEF)
BEHIR Y E (R EIREN JPSS-1 - AEEIEEE (PBS) - SRR AN AT

EETHRILES | BEERR—AEARM -- FEE HRD BAR KT HEEA B D #IEZR (DiglF) , X F
Fi SDR £ Amazon EC2 #1TER LW ER KRB IRHEARERN KBS MLLEE,

B

REREZRE N ERREBEAREAPT . EREPIF |, EHIECloudFormation$d A Fp 2 31 W 18 [=
R 2BNERER.

® Note
WZE CloudFormation £ AN A BBV FEAHE A |

fn'lu

FEAEH,

SHUSHER , BB THS28, BEiBCloudFormationE A BV HEE  FigiIEEELE,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:
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Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(@ Note
BREERETS®Y | WiRMH Amazon EC2 EC2Key SBH B, 2B AEM Amazon EC2
HITEREVERY.
b5k, #iCloudFormationste @iy |, SR ERHIEMNEFHIFE AMI ID, F2E AWS
Ground Station Amazon Machine Image AMIs),

FIeRVEAEXN T RBA &AM &R [E R CloudFormation,

Resources:
# Resources that you would like to create should be placed within the resource

section.

—_

ERNBEMRE-BABERINE EC2 HTEENER , EHHEE-—RIRXIBE. Rig FTERX
HER , EXEFERENRERMEARENFRE Amazon EC2 #i1TER , YR Y —HZEAERRRER
BhEHE,

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverlInstance:

Type: AWS::EC2::Instance

Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup

SubnetId: !'Ref ReceiverSubnet
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BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:
VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]

UserData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

2>8&1

echo “date +'%F %R:%S'" "INFO: Logging Setup" >&2

GROUND_STATION_DIR="/opt/aws/groundstation"

GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"

cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{

"ddx_streams": [
{

"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

3
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep

echo "Configuring dataflow endpoint application streams"
python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName

"${STREAM_CONFIG_PATH}"
sleep 2
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python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS

Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888

ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup

Description: "AWS Ground Station Downlink Stream"

# The security group that the ENI created by AWS Ground Station belongs to.

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup

BARE

198



AWS Ground Station EREER

Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Example VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per
dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
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CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverlInstance
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

WA BEEERVEENBERANAG , LA EIRF PAWS Ground StationZ 37 58 M4 {8 3& R H
(ENI)s

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
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- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess

:policy/service-role/AmazonEC2ContainerServiceforEC2Role

- arn:aws:iam: :aws
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

# The instance profile for your EC2 instance.
GenerallInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:

Roles:
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- IRef InstanceRole

AWS Ground Station# &
RERKRELEEAM,

REEEMAEBRARE , T%E LEREBDERRRERFRE, ## PREFERRED 1R B BhEHE AT L
REAEMRE , ERRZHH JPSS1 ERtRE  AKFEEREARME.

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

RBEBARE  LFEEBRRTTHERARGEES D , ARERGRIHFMAET 2 ERRE R EE
RV E BRI R AR,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"
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# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground StationfE#& iR 1

RERRE L EHEILE AP,

RHESCHAMEEBNER  SUUERAEMRERERRE. SHERAEKSBNAERE.

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig

A% E BE — i

A ERER , BIWETT LR JPSS-1 Blt&A |, UEREM S MAN BLZERKFFAWS Ground
StationAWS Ground Station{ & .
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LT R5EEMCloudFormation®Ei A& , HR @ EAXAEHHFFMIRANFEER , StATLNEEFERANE —&
ZCloudFormation,

£ A #CloudFormation#EZ&xAquaSnppJlpssTerraDigIF.yml § £ BEPIEFE , BRER
Aqua, SNPP, JPSS-1/NOAA-20 f Terra #F 2 E L P HEIE= (DigIF) E¥l. EEE Amazon EC2
1TE B MW RS DiglF EEEBERPTER CloudFormation& iR

MR Aqua. SNPP, JPSS-1/NOAA-20 1 Terra RIMABHIIRE |, BHS8W MAFHE,

i

(® Note

BALAERAERNWAWSEAEREREF A Amazon S3 T8 | LIEEER, LUTE
#EE A E1E Amazon S3 fEZETHE, B Fus-west-2EBEBURREBEEEFRIHEBMN
CloudFormation¥t fE [E 13},

s, FHERER YAML, B2 |, EiRRKRA YAML 1 JSON =X, EEMEA JSON ,
ETHREAR. jsonkFig. ymlBIEZERE -

3

EEFH THHARAWS CLI, FFEATIGS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnppJpssTerraDigIF.yml .

FAIERERPRAEELUT URL , LEERAPBREN THELX

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpssTerraDigIF.yml

& 0] LA A CloudFormation A T iE#E EiZE RIS EE A

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJlpssTerraDigIF.yml

HAERTMEHMER ?
AquaSnppJpssTerraDigIF EAEE THEMER :

- (1#HA ) CloudWatch Event Triggers -AWS Lambdaf i B##&AWS Ground StationB# B X/
CloudWatch Events #&Z5H B #, AWS Lambdai 2% BB I# F M it 1= 1F BN E T EE,
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- (IEA) BHEM EC2 BB - £/ Lambda AEH SNS BHMEIZELE Amazon EC2 #1T{EE R
RIRMVIEIE (SNS), BKLIE  EUHSELER , EEUAREETNAE.,

« Ground Station Amazon Machine Image Retrieval Lambda - AR ZEETEEHZENKE LUK

REN AMI WIRIR, HREHSIEENRERMERES K ERESAYEERNERSE, BE
HtREEHMNINaeskm  ELREAREEE.

- BEMEHIERE - Hb A EEEEHE (Aqua, SNPP # Terra) BWEKHEIRE,
- B RETITHRE - HE LN BEEBEE (Aqua, SNPP # Terra) B X T 1THERE,

EHhEARF  HFENENSHOREL, EESEOELBERMAWS Ground Station I BIEiELFH 2
BEFER, SAEEXRTETECWE , BN EFERLLEARAWS Ground StationBEfEH . B2 , A LLH
FELE , BEANERRNENERRS,

AT LATEAT 4t 75 B R RV B KL 2

ERRBEREFENSE , RFEAUERN —B2BINBZREHTERBRAT, BREHTER
FRENREREEARES , Eﬁﬂ/)lbﬁjﬁgﬁm§ﬂﬁﬁ?§i§AWS Ground Station LR B BWERIS
o BUWEILAE , ERFATLUSEIR UDP E#EIE 50000 EEZKEHTEBNEENE FLFER, WER
EERAREIRYBANFMEET , 55208 AWS:GroundStation::DataflowEndpointGroup.

EHENRERMNAREEREE (HEANER)
AR E (R EIREN JPSS-1 - AEREIEEE (PBS) - SRR AN ST

EETAHIES  BEERE—EARM - CRECAERNRERY , UBRNBRRNEZEBEERD
ﬁﬂﬁmHRDﬁﬂ%QOm%ﬁﬂﬁﬁmNmmomaR%mMstﬁ?GWSWGﬁwmmnf
HER , Atgssl R —EREFEE,

B

AERERE W ERREEAREAP, EREHIF , &R ECloudFormationFa A 51 2 37 W 1 [=
R BENERER.

® Note
m#FECloudFormation AR BN HME N , FLREAEE.

HHESHEER |, SEHETHSE, BEBCloudFormationEZR A BV HER | BB EIELHE,
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Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:

Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(@ Note
REEREITSBY | Wik Amazon EC2 EC2Key ZBH BT, FH2BW AL Amazon EC2
BITEBEISBY,

s, BiICloudFormation#f &k | BEEZRMEEENEFIFE AMI ID, FSE AWS
Ground Station Amazon Machine Image AMIs),

Flerpy EARE N H ERB R 81 4/Y & R [2 B CloudFormation,

Resources:
# Resources that you would like to create should be placed within the resource
section.

%Eﬁﬂl"iﬂ%“—iﬁ%ﬂﬂ%fmﬁﬁi EC2 #ITERMNER , ERERE-—RLSXNBEE. RE RBIERT
TEER , SXAEAERRRIRHMEARNRE Amazon EC2 #1TEiR , Y BV —HZEERRER
RhEEAE.

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:
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Type: AWS::EC2::Instance
Properties:

DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:

VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]

UserData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

2>8&1
echo “date +'%F %R:%S'" "INFO: Logging Setup" >&2
GROUND_STATION_DIR="/opt/aws/groundstation"
GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"
echo "Creating ${STREAM_CONFIG_PATH}"
cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"
{
"ddx_streams": [
{
"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false
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3
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10; done

echo "Configuring dataflow endpoint application streams"

python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName
"${STREAM_CONFIG_PATH}"

sleep 2

python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS

Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group that the ENI created by AWS Ground Station belongs to.
DataflowEndpointSecurityGroup:

Type: AWS::EC2::SecurityGroup

Properties:

BARE
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GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "AWS Ground Station Downlink Stream"

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
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CidrBlock: "10.0.0.0/16"

Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"
ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
Subnet"

- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

# The instance profile for your EC2 instance.
GenerallInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:

BARE
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- IRef InstanceRole

LHEEEENBRE. AEFRER , AWS Ground StationZF BEsF EIRE PR EMEKR AT
(ENI),

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
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Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
"sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

AWS Ground Station#H &

RERR ERAERERMELEREN

LEREEEMEBRARE , Ta%E LERAEBDERRRERFRE, #E PREFERRED {ER BB EHE AT L
REAFME , BEHREHAN JPSS1 ERMEME , Ak FFEEREARME,

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JIPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

RFEARR , BEEEZantenna- downllnk demod-decodefl RERRFREHE , AR B RBER TR IR
;EE%EMK&%E§ %’i#%ﬁiﬁﬁﬂﬂ’]ﬁ 2 l)lb Eﬁﬁﬁﬁo

(® Note

MFWMAIERE DemodulationConfig, M EMFFMHEMDecodeConfig , FFSE KR T1T
R AR ISARRE
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# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum

used to

# downlink data from your satellite.

JpssDownlinkDemodDecodeAntennaConfig:
Type: AWS::GroundStation::Config
Properties:

Name: "JPSS Downlink Demod Decode Antenna Config"

ConfigData:
AntennaDownlinkDemodDecodeConfig:
SpectrumConfig:
CenterFrequency:
Value: 7812
Units: "MHz"
Polarization: "RIGHT_HAND"
Bandwidth:
Value: 30
Units: "MHz"
DemodulationConfig:
UnvalidatedJSON: '{
"type":"QPSK",
"qpsk": {
"carrierFrequencyRecovery":{
"centerFrequency":{
"value":7812,
"units":"MHz"

.

"range":{
"value":250,
"units":"kHz"

}

1,
"symbolTimingRecovery":{
"symbolRate": {
"value":15,
"units":"Msps"

.

"range":{
"value":0.75,
"units":"ksps"

.

"matchedFilter":{
"type" :"ROOT_RAISED_COSINE",

AWS Ground Station#H &
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"rolloffFactor":0.5

}
}
}
3
DecodeConfig:
UnvalidatedJSON: '{
"edges": [
{
"from":"I-Ingress",
"to":"IQ-Recombiner"
I
{
"from":"Q-Ingress",
"to":"IQ-Recombiner"
I
{
"from":"IQ-Recombiner",
"to":"CcsdsViterbiDecoder"
I
{
"from":"CcsdsViterbiDecoder",
"to":"NrzmDecoder"
I
{
"from":"NrzmDecoder",
"to":"UncodedFramesEgress"
}
1,

"nodeConfigs":{

"I-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"I"
}

1,

"Q-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"Q"
}

1,

"IQ-Recombiner":{
"type":"IQ_RECOMBINER"

AWS Ground Station#H &
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},

"CcsdsViterbiDecoder": {
"type":"CCSDS_171_133_VITERBI_DECODER",
"ccsdsl171133ViterbiDecoder": {

"codeRate" :"ONE_HALF"
}

},

"NrzmDecoder": {
"type":"NRZ_M_DECODER"

.

"UncodedFramesEgress": {
"type":"UNCODED_FRAMES_EGRESS"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data

# from your satellite.
DownlinkDemodDecodeEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink Demod Decode Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground StationfE &3 R §E

REREK ERERBEEREHLED .

RESCHAMEEBNER  SUAERAEMRERERRE. EHERAERSBNERE.

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to

# uplink and downlink data to your satellite.

SnppJpssMissionProfile:
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Type: AWS::GroundStation::MissionProfile

Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:

- Source: !Join [ "/", [ !'Ref JpssDownlinkDemodDecodeAntennaConfig,
"UncodedFramesEgress" ] ]
Destination: !Ref DownlinkDemodDecodeEndpointConfig

e BIE— i
A ERER , BIBE LR JPSS-1 Bt A , LEREMEMAH B E R FAWS Ground
StationAWS Ground Station{ &,

LT R5EE/ CloudFormation#iZA , HPEEAREHMANFAEER , SR ERERNE -
ZKCloudFormation,

£ A #ICloudFormationE A& AquaSnppJlpss.yml § £ BEPIEFE , LABAREEW Aqua. SNPP
JPSS-1/NOAA-20 HEMER, ©E8E Amazon EC2 #{TEE ML EMAWS Ground StationE IR , LA
BB AN RANRENEEEEER.

W%

MR Aqua. SNPP, JPSS-1/NOAA-20 # Terra RIMMABKIIRE |, BHS8E MAFHE,

® Note

B LAMERERWAWSEAERZEE S A Amazon S3 #1288 | LUZEEAR, UTE
fEEAEE Amazon S3 EFErE., 8Fus-west-2EBBURKREEREHEFETHEMN
CloudFormation¥t FE [ 15

sk, FIIERER YAML, ER , SR E R YAML 1 JSON #xX. ZEMEA JSON ,
ETHREAR. jsonk g . ymlBIEEERAE .

3

EEMFH THEARAWS CLI , FEATIGS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/AquaSnpplpss.yml .

BRI REREPREELUT URL , LEERAPREM THELX

BemRE—R 216



AWS Ground Station EREER

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss.yml

& 0] LA f# F CloudFormation A L BEIEE FIEEE K

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJpss.yml

HARESR T WLEHAMER ?
AquaSnpplpss SERTE T I HMER :

(i#HA ) CloudWatch Event Triggers -AWS Lambdaf$ A B #&AWS Ground Station i &%
CloudWatch Events B2 B8, AWS Lambdaf £i% BB 312 2 M it 4= 1E B A Z UGB 1T E BB,
(iBF ) Bi4&H EC2 BaR¥ - £ Lambda BE A SNS BEHHEAEEXE Amazon EC2 #{TEEEE
RIRWIEIE (SNS), BHEYLEE  EFRHGELER , EBURREETNAE,

« Ground Station Amazon Machine Image Retrieval Lambda - A ZESTEE DL EWEKE UK
BEEN AMIBEE, BREFECEENREREEAEN K ERECHEURERNERE, BE
A B4 DiglIF ERRFMAWS Ground StationfCEBRER |, 582 #/H AWS Ground Station X2
EXN EEREE (55 )., BEHMESRENNIERMN K ELBENRKEEEE,

- HMERFIRE - Htt N EEBEE (Aqua. SNPP H Terra) RSB,

- HttRFET1THHRE - b N EEEBEE (Aqua. SNPP # Terra) KR T 1THERE,

EhEARF  HFENENSHEREL, EESH U ELRERMAWS Ground StationIZ BIEELEHE
EEER, STEEREEBCHNE , BN EFEH L EARAWS Ground StationB A . ER , B LR
FELE  BEANEAREHERARG,

RAILAFEAT it 75 BN RV B L 2

ERREREFENSE , REANEARN —B2EINEREHTERMERAE, BRESTER
FRENREREEARS L FEARER %E%E’JE%L%AWS Ground Station LR B BWEFRIH
o BWERILAE , ERFATLEIR UDP E#IE 50000 EEZWEHTEBNEENEFLERA, NER
EERRERBHANFMENR , 5528 AWS:GroundStation::DataflowEndpointGroup.

£ A AWS Ground Station REEERXNWAEEBHE (E5H)

LeEBHIEN 1 ERAEERR JPSS-1 - RLEEEEE (PBS) - SHEERP TR D,

/A AWS Ground Station RERERXN LA EEBEFHE (EH5H) 217
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EETRILES  BEERER—ERH - EREE HRD BARCHEINATEBI{LHEER (DiglF) ,
I 1E Amazon EC2 #11T{E & £ 8 AWS Ground Station REBE R FH SDR UM EE,

(® Note

B JPSS HRD BHAKREHRMNIEES 30 MHz , BB RERIB TTHHEE | HIEAKESE
5 100 MHz BEASE , LUIEE A LR AR AWS Ground Station {RIEFE R £ I &5 4) PIZUN K EFER
=,

B

FERERAEEHERREEAR LA, ELEHIF , BFEE CloudFormation #8248 fsf R H b £
PIRR 5 [ B h E A B B SN B R

(® Note
NZE CloudFormation EERNA R ER , BSREARE,

B % , 7£ CloudFormation £ F A4k [E 5% HHY AWS Ground Station FEEEREMEG ER, BT
#Z Amazon EC2 ${TERLZ L HERRSETHEE, WEFEAFTEBENFREN , #2080 £4
AWS Ground Station XIEFEZR A VPC #7E,

Mappings:
PrefixListId:

us-east-2:

groundstation: pl-087f83ba4f34e3bea
us-west-2:

groundstation: pl-0@cc36273da754ebdc
us-east-1:

groundstation: pl-0e5696d987d033653
eu-central-1:

groundstation: pl-03743f81267c0a85e
sa-east-1:

groundstation: pl-098248765e9effc20
ap-northeast-2:

groundstation: pl-059b3e@b02af70e4d
ap-southeast-1:
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groundstation: pl-0d9b804fe@l14a6a99
ap-southeast-2:

groundstation: pl-08d24302b8c4d2b73
me-south-1:

groundstation: pl-02781422c4c792145
eu-west-1:

groundstation: pl-03fa6b266557b@d4f
eu-north-1:

groundstation: pl-033e44023025215c0
af-south-1:

groundstation: pl-0382d923a9d555425

HYSHER , ZEHE T IS H. EB CloudFormation TR AR R | BlEEELE,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

AZ:

Description: "The AvailabilityZone that the resources of this stack will be created
in. (e.g. us-east-2a)"

Type: AWS::EC2::AvailabilityZone: :Name

ReceiverAMI:

Description: The Ground Station Agent AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(® Note

BEERES®Y | WIRMH Amazon EC2 EC2Key 2B E R, ESE AL Amazon EC2
HITERE T S8Y,

-
]illll
58
R
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b5, B3I CloudFormation &K , BFEERMERNEFSE AMI ID, F2H AWS
Ground Station Amazon Machine Image AMIs),

RN EAREXNBTH REBAEHANEREER CloudFormation o

Resources:
# Resources that you would like to create should be placed within the Resources
section.

BERBEMEE—BARLRNE Amazon EC2 BTEBH RS , ZHELKEEE —RPTRIFHEE,
BiE BSERZIEER , BAAER AWS Ground Station Agent 58 E Amazon EC2 #1{T{E8E , W2
M-S ZEERREREEME, 5%, £48%A AWS Ground Station fRIEBFERXERE Amazon VPC,

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
EnableDnsSupport: 'true'
EnableDnsHostnames: 'true'
CidrBlock: 10.0.0.0/16
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

PublicSubnet:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref ReceiverVPC
MapPublicIpOnLaunch: 'true'
AvailabilityZone: !Ref AZ
CidrBlock: 10.0.0.0/20
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent Public
Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
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RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref ReceiverVPC
Tags:
- Key: Name

Value: AWS Ground Station Example - RouteTable

RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !'Ref PublicSubnet

Route:
Type: AWS::EC2::Route
DependsOn: InternetGateway
Properties:
RouteTableId: !Ref RouteTable
DestinationCidrBlock: '0.0.0.0/0'
GatewayId: !Ref InternetGateway

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: AWS Ground Station Example - Internet Gateway

GatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
VpcId: !Ref ReceiverVPC
InternetGatewayId: !Ref InternetGateway

® Note
ZE AWS Ground Station R X E < VPC {HEMNEMET , 528 AWS Ground
Station REEXER - VPC B %%,

BE  SEREERE Amazon EC2 #1T{EER.

BREE 7
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# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# This is required for the EIP if the receiver EC2 instance is in a private subnet.
# This ENI must exist in a public subnet, be attached to the receiver and be
associated with the EIP.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref PublicSubnet

# An EIP providing a fixed IP address for AWS Ground Station to connect to. Attach it
to the receiver instance created in the stack.
ReceiverInstanceElasticIp:
Type: AWS::EC2::EIP

Properties:
Tags:
- Key: Name
Value: !Join [ "-" , [ "EIP"™ , !'Ref "AWS::StackName" ] ]

# Attach the ENI to the EC2 instance if using a separate public subnet.
# Requires the receiver instance to be in a public subnet (SubnetId should be the id
of a public subnet)
ReceiverNetworkInterfaceAttachment:

Type: AWS::EC2::NetworkInterfaceAttachment

Properties:
DeleteOnTermination: false
DeviceIndex: 1
Instanceld: !Ref ReceiverlInstance
NetworkInterfaceId: !Ref ReceiverInstanceNetworkInterface

# Associate EIP with the ENI if using a separate public subnet for the ENI.
ReceiverNetworkInterfaceElasticIpAssociation:
Type: AWS::EC2::EIPAssociation
Properties:
AllocationId: !GetAtt [ReceiverInstanceElasticIp, AllocationId]
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NetworkInterfaceId: !Ref ReceiverInstanceNetworkInterface

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:
Type: AWS::EC2::Instance
DependsOn: PublicSubnet
Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
AvailabilityZone: !Ref AZ
InstanceType: c5.24xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:
- Ref: InstanceSecurityGroup
SubnetId: !Ref PublicSubnet
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
# agentCpuCores list in the AGENT_CONFIG below defines the cores that the AWS
Ground Station Agent is allowed to run on. This list can be changed to suit your use-
case, however if the agent isn't supplied with enough cores data loss may occur.
UserData:
Fn::Baseb4:
Fn::Sub:
- |
#1/bin/bash
yum -y update

AGENT_CONFIG_PATH="/opt/aws/groundstation/etc/aws-gs-agent-config.json"
cat << AGENT_CONFIG > "$AGENT_CONFIG_PATH"
{
"capabilities": [
"arn:aws:groundstation:${AWS: :Region}:${AWS: :AccountId}:dataflow-
endpoint-group/${DataflowEndpointGroupId}"
1,
"device": {
"privateIps": [
"127.0.0.1"

1,
"publicIps": [
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"${EIP}"
1,

"agentCpuCores": [

24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,72,73,74,75,76,77,78,79,80,81, €
]

3
AGENT_CONFIG

systemctl start aws-groundstation-agent
systemctl enable aws-groundstation-agent

# <Tuning Section Start>
# Visit the AWS Ground Station Agent Documentation in the User Guide for
more details and guidance updates

# Set IRQ affinity with list of CPU cores and Receive Side Scaling mask

# Core list should be the first two cores (and hyperthreads) on each
socket

# Mask set to everything currently

# https://github.com/torvalds/linux/blob/v4.11/Documentation/networking/
scaling.txt#L80-L96

echo "@reboot sudo /opt/aws/groundstation/bin/set_irq_affinity.sh '@ 1 48
49" 'ffffffff, fEFFffff, FFFFffff' >>/var/log/user-data.log 2>&1" >>/var/spool/cron/root

# Reserving the port range defined in the GS agent ingress address in
the Dataflow Endpoint Group so the kernel doesn't steal any of them from the GS agent.
These ports are the ports that the GS agent will ingress data

# across, so if the kernel steals one it could cause problems ingressing
data onto the instance.

echo net.ipvé4.ip_local_reserved_ports="42000-50000" >> /etc/sysctl.conf

# </Tuning Section End>

# We have to reboot for linux kernel settings to apply
shutdown -r now

- DataflowEndpointGroupId: !Ref DataflowEndpointGroup
EIP: !Ref ReceiverInstanceElasticIp
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# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- AwsGroundStationAgentEndpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
EgressAddress:
SocketAddress:
Name: 127.0.0.1
Port: 55000
IngressAddress:
SocketAddress:
Name: !Ref ReceiverInstanceElasticIp
PortRange:
Minimum: 42000
Maximum: 55000

FHEEBEENBR, AEFMEREE , AWS Ground Station FREAFF ERFHE U EMERA®E
(ENI)s

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- CidrIp: 0.0.0.0/0
Description: Allow all outbound traffic by default
IpProtocol: "-1"
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
Description: Allow AWS Ground Station Incoming Dataflows
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ToPort: 50000
FromPort: 42000

SourcePrefixListId:
Fn::FindInMap:
- PrefixListId
- Ref: AWS::Region
- groundstation

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM
- arn:aws:iam::aws:policy/AWSGroundStationAgentInstancePolicy
Policies:
- PolicyDocument:
Statement:
- Action:
- sts:AssumeRole
Effect: Allow
Resource: !GetAtt GroundStationKmsKeyRole.Azrn
Version: "2012-10-17"
PolicyName: InstanceGroundStationApiAccessPolicy

# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

BARE
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ERAEER

# The IAM role that AWS Ground Station will assume to access and use the KMS Key for

data delivery
GroundStationKmsKeyRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action: sts:AssumeRole
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:${AWS::Partition}:groundstation:
${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action: sts:AssumeRole
Effect: Allow
Principal:
AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"

GroundStationKmsKeyAccessPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- kms:Decrypt
Effect: Allow
Resource: !GetAtt GroundStationDataDeliveryKmsKey.Azrn
PolicyName: GroundStationKmsKeyAccessPolicy
Roles:
- Ref: GroundStationKmsKeyRole

GroundStationDataDeliveryKmsKey:
Type: AWS::KMS: :Key
Properties:

KeyPolicy:
Statement:
- Action:
- kms:CreateAlias
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- kms:Describe*

- kms:Enable*

- kms:List*

- kms:Put*

- kms:Update*

- kms:Revoke*

- kms:Disable*

- kms:Get*

- kms:Delete*

- kms:ScheduleKeyDeletion

- kms:CancelKeyDeletion

- kms:GenerateDataKey

- kms:TagResource

- kms:UntagResource
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"

Resource: "*"
Action:

- kms:Decrypt

- kms:GenerateDataKeyWithoutPlaintext
Effect: Allow
Principal:

AWS: !GetAtt GroundStationKmsKeyRole.Arn
Resource: "*"

Condition:
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:

${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"

Action:

- kms:CreateGrant
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:root"

Resource: "*"
Condition:
ForAllValues:StringEquals:
"kms:GrantOperations":
- Decrypt
- GenerateDataKeyWithoutPlaintext
"kms:EncryptionContextKeys":
- sourceArn
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EAEER
- sourceAccount
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId

Version: "2012-10-17"
EnableKeyRotation: true

AWS Ground Station #H&E

AERRETEEAM,
CEEMFAERERE  FetE LEABHEMREMRFIRE. EE PREFERRED 4 B BB Mt v LAk
ETEME , BAHRA JPSS-1 ephemeris MEEH , AT EEFAARMRE,

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:
Autotrack: "PREFERRED"

BRBEARE , CFBEERRR TTHERAREERN D , UARERFRIFAEANERRR RHFE
K ERIR IR R HE &,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink WBDigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
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Units: "MHz"
Value: 100
CenterFrequency:
Units: "MHz"
Value: 7812

Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Terra Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station {E#& 1R §E

RERFRE L AEBEILE AP,

RECCHAEEBRNAR  GUAEREMARERERRE. CHEAERSBIVERE,

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: !Sub 'JPSS WBDigIF gs-agent EC2 Delivery'
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 120
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig
StreamsKmsKey:
KmsKeyArn: !GetAtt GroundStationDataDeliveryKmsKey.Azrn
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StreamsKmsRole: !GetAtt GroundStationKmsKeyRole.Arn

A% ERAE — i

ZEiRERER , BIBETLUHERE JPSS-1 BiE A |, LERETASMAN EFER R AWS Ground
Station AWS Ground StationfZ &,

AT 255 ZM CloudFormation 848 | ER @ EARHFIRANMMEER , A TUEEFEANE —SK

CloudFormation,

%2% 9 CloudFormation #iZxDirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml E¥E

FRPORTEE , LABATAIEW Aqua. SNPP, JPSS-1/NOAA-20 Fl Terra FER B L HRESEZR (DiglF)
E¥l, ©8%E Amazon EC2 #1T{EEE , AR AR AWS Ground Station Agent #Z W R DigIF BE#EE
EERIFTEM CloudFormation &R,

R Aqua, SNPP, JPSS-1/NOAA-20 H Terra RIMAZHIIRE , F2E MAFE,

(® Note

BELAMERBEMN AWS BEAERRFEEFMA Amazon S3 7T , LUFEE

K, UTEZFEAEE Amazon S3 @#7FEFEB. BFus-west-2EEIE , KREEE
CloudFormation 3 & #Y ¥1 FE[E 15,

A, THERER YAML, BR |, SRR KREMH YAML R JSON #&=X., HEEfA JSON , &
ETHER. jsonFi . ymlBEBZRNRE .

EEMFH THEAR AWSCLI , FEATHGS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/agent/ec2_delivery/
DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml .

FAIERERPRAEELT URL , LEEZRAPBREN THELX

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

& A LA A CloudFormation LA N EEEIZE FIETEH A :
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https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

HAERT HLEHMER ?
DirectBroadcastSatelliteWbDigIfEc2DataDelivery SiIREE T HMER :

- BREHTEEEMMEAT - (X ) NRBEEMLBEAE , AI®7E PublicSubnetld EEM
FRBPEVEEERAE, IREZREHTEBUALE FEED , IKAXEERE, BEHERR
EASEE EIP 2 BN , WiEETERERTHEE.

- BEWEHITEEEM IP - AWS Ground Station A5 EFRIVEM IP, EREEZZWEHTEEDEY
R R,

o FHIHFP—{EzEM P A5
o B EHITEREEEMY P BB - IR KIEE PublicSubnetld , BIZEM IP B E HITHEEAE

B, JEEE Subnetld 2Z,. 8 7K.
- BWEHTEREMER R ENEEMY IP BB - IRIEE PublicSubnetld , BISEMY IP BEERES
17181 B8 53 14 4 B ST A9 R S
(2 ) CloudWatch Event Triggers - AWS Lambda f# A B##& AWS Ground Station Bi#& B EiAH
CloudWatch Events #SZ¥HEE, AWS Lambda B B RUE) 112 12 14 315 1 SRRV 2 UL E ST (E RE

- (#HA ) Amazon EC2 B#&E8%¥ - £/ Lambda A E7H SNS BHHE#EERE Amazon EC2 #11T1E
BEERANIREE (SNS BA ) . B4R, EVAERBEETNEREEEER.

- HMERERE - Htt N EEBEE (Aqua. SNPP H Terra) RS HERHE,

- HiRFTITHRE - Hb N EEBEEHE (Aqua. SNPP # Terra) B KRR T 1THEE,

EEARF  HENENZSHEREL, EXSH I FLE SR AWS Ground Station BIEELEFHE
BEFER, BTFPFEEREBCHWE , BNuEMFERAILE AR AWS Ground Station BfER ., B2 , Al LA
HiELE A6 HEAXBERARENERRN,

A SUE AT i 5 AV E R 2

ERRBREFENSE , REAUERN -2 BN EREHTERMBERA®E, &

W EHITEER AWS Ground Station ﬁiifz‘t EERRR R ERVEREE AWS

Ground Station FEWRE NWERER. IERTERARERMFENFRENR , F28
AWS::GroundStation::DataflowEndpointGroup, IE REBERAFEMEF AWS Ground Station , 55
ZB B2 AWS Ground Station {fAIEFES ?

el
a
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5E B AR

Ty Xt Bh iR e R E A B eE R A A B RE AWS Ground Station,

F&E

o WEERRFZE Amazon EC2 BBI& NETHED

o BRI K BRI B A% 2R A1

- BEREHABRNBEEN

- ¥FEZH FAILED_TO_SCHEDULE B#& A

o $HHAREN HEALTHY #RAERY DataflowEndpointGroups i 17 # k& 22
- HERHEXNETEHES

- HRKEERWBSARITRER

- ERERIMITRER

S E R ZE Amazon EC2 B E4& A EITHED T
N RIS SE R I FERAWS Ground StationBit#& , BIFEEMFR Amazon EC2 HTERERBEEHIT.
RERARERMEARIEEHT , YERENREREERAESNNRRC IERRE,

(@ Note
DataDefender (DDX) = B 8l X B ERRE I HEAEXEHIAWS Ground Station

BRI

T3 REFERE& Amazon EC2 MI{TEEBERE. &EE HERE Amazon EC2 #1T{ERAWS Ground
Station , F2E A,

SRR 1 FERDAERY EC2 BT EEMIT
THIRR R R0 MAHE T2 4 o BHREH Amazon EC2 HTEE | S RETHEEIHIT (ERE.
1. RIMREEEEUR L BHE AL Amazon EC2 S1/TEIE. EATHSHE .

a. #ECloudFormationf& R+ , EEAE Amazon EC2 H{T BB #E,

BB R E Amazon EC2 RIBAZ AEITHRFED BT 233
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b. BEEFRRSIEZER , XEEE D MPSHKREHN Amazon EC2 HITEE. BRBHTERELE

Status (#R&E) WP EIL,

c. TEER ID#F , iEE Amazon EC2 I{THEBMNER., ESFEEE Amazon EC2 EEF 12
AN
Ho

2. 1 Amazon EC2 BE XA |, REMN Amazon EC2 #ITEEAMEEEIIT,

3. WMRENHITEBEEHT , FEET —ELSR. WRENHITERBRIT , FREUATIRED
HTERR :

« IZH Amazon EC2 #ITERE & , BEEF > HITEEMRE > B,

SR 2 HEEANERREEAE SR

MREFER AWS Ground StationREBRERETERRST , FEHMEM@ME AWS Ground StationE AR A
ESER . T8, WREMEH DataDefender (DDX) FEFATES , FE#EME the section called “F 5§
3. RENREEREXNEESHIT

T3 ERENREERAEXEESHT

B4 3% DataDefender ARREEEFELE R Amazon EC2 FHI#ITEE., NEEETHTEEMNGFAE
A, BESEEEE Linux #1TEE,

THREFRME SSH AR R ERBTHRELES R,

1. BRRE#IDHIRTRIET , WEH SSHELHEE Amazon EC2 #I1T{EE., &iX *““I%E’JJ_?ﬁ
12 80 , LA##R DataDefender Web Ul, THar S REBM{AEH SSH EBM A EZEEIEINE
EHiEZE Amazon EC2 #i1T{EEE,

(® Note

BN ALVIEE SSH €88, B2 T HEEHM Amazon EC2 #117{E 82 = # & BHEL <SSH
KEY>. <BASTION HOST> #1 <HOST>,

B A Windows

ssh -L 8080:1localhost:80 -o ProxyCommand="C:\Windows\System32\0OpenSSH\ssh.exe -o
\"ForwardAgent yes\" -W %h:%p -i \"<SSH KEY>\" ec2-user@<BASTION HOST>" -i "<SSH
KEY>" ec2-user@<HOST>
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AR Mac

ssh -L 8080:1localhost:80 -o ProxyCommand="ssh -A -o 'ForwardAgent yes' -W %h:%p -i
<SSH KEY> ec2-user@<BASTION HOST>" -i <SSH KEY> ec2-user@<HOST>

2. E#%% DataDefender ( th# A DDX) RAREFWE P EEE A ddx WHITIEFEIT grepping ( B
B), UTRHE—@EHTHEERREFMN—ERIhEFE@ HA Grepping REH T

[ec2-user@Receiver-Instance ~]$ ps -ef | grep ddx

Rtlogic 4977 1 10 Octle ? 2-00:22:14 Jopt/rtlogic/ddx/
bin/ddx -m/opt/rtlogic/ddx/modules -p/opt/rtlogic/ddx/plugins -c/opt/rtlogic/
ddx/bin/ddx.xml -umask=077 -daemon -f installed=true -f security=true -f enable

HttpsForwarding=true
Ec2-user 18787 18657 © 16:51 pts/0 00:00:00 grep -color=auto ddx

1R DataDefender IEFE#1T , 5B ZE the section called “FE8 4 : RSN ERRRERER S
RERE B, BEET —ELXR.

3. {FERALL TS EE DataDefender,

sudo systemctl start rtlogic-ddx

IR DataDefender £ MO RIEEHIT , FBBZ the section called “F B 4 : VBN ERR
BREAEXERERE ., B  BHEEZT —HEISR,

4. FRAUTHSBETIER , LEBFZENRE DataDefender B2 BB EMEEES,

cat /var/log/user-data.log
cat /opt/aws/groundstation/.startup.out

(® Note
BRESEERERENE RREERE Amazon EC2 #1TEEE H P #ITH Amazon VPC &
E17EL Amazon S3 THRZLZHER, NMREERAFTRBNERE , F8E EC2 HITEEN
Amazon VPC MZ£FHERE , LERECMHTASEHEE Amazon S3 HI7FEL.
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R DataDefender EREEH Amazon VPC RER IEEHIT , BHEME the section called “F B2
4 BFELNERAEEAEXSREHRE . MRBEFERLE | FHiig AWS Support Y &% H
WiEREEEHRR

T4 BRENERREERERXNERERE

1. 1£ Web BIEZS | BEBE U5 E A T 5 i it R1ZE DataDefender Web A& N
A : localhost : 8080, A& Enter £,

2. 71t DataDefender &R+ , i#1E Go to Details (B EFHMEN).
3. RERBFEPEIER , ARIERE Edit Stream (fREEHETR).
4. 7£ Stream Wizard (BRBEE) B AP , T THIEE -

a. 1E WAN E@Eg+ , #ECRINERG B WAN = LAN,

b. £ Port (E#R) FiH A BELCABERRERMFEEREN WAN EEERFE, ERE
AX 4 55888, RIKEEFET—H,

Stream Wizard

-y = [

WAN Transport Local Endpoint Finish

Configure DataDefender to communicate across the WAN

Stream Name [ R E ©
Stream Direction IS EREENY ~

WAN Transport 1

Enable Multicast g

(2]
Port  [EETES o

> o (G

c. 1E Local Endpoint (A#ix2) BT , BERENRERIETFTER Port (EEIE) Bk, LhiEE
B¥EEE A 50000, E 2 DataDefender #£AWS Ground StationfRI§ZWERE |, LexEHd
BRERERE, RBREET %,

FR 4 BRENWERRREARASRERE 236
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Stream Wizard
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"invalidReason": "METADATA_INVALID",
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Y CreateConfig I TelemetrySinkConfig B |, &N BISER -

Unable to write to Kinesis Data Streams stream. Ensure that Ground Station has
kinesis:PutRecord permissions for the given stream

R &A

« TelemetrySinkConfig F1§EH IAM B3R BB A Kinesis Data Streams & RATIHENETF T,
- 1AM A e FHEFEBERT LFFAWS Ground StationfBEZAE.
« TelemetrySinkConfig 1 # Kinesis Data Streams &7 ARN F EFES B R 1FE

R B

1. BT IAMACGREREFE , YEBERNTY. REFE 2 | B TelemetrySinkConfig it fE{R & &
mMETER,

2. ¥rEAWS Ground Station2 & A LABEER IAM B :

aws iam get-role --role-name GroundStationTelemetryRole

HEREMTBEEE groundstation. amazonaws . conf{ BE T RFEEFEA.
3. ®HFIAM AEEEXEM Kinesis FF A :

aws iam list-attached-role-policies --role-name GroundStationTelemetryRole

BERBESEEMRM kinesis:DescribeStreamkinesis:PutRecord. #
kinesis:PutRecordsF ],

4. FEER Kinesis Data Streams &7 B ARN IEE :

aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

o

MRFEAZFZEME , FER IAM AEEBAWS KMSE£i#&#kms : GenerateDataKeyFF A,

PassRole FFAJ¢R 5
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Ol BfCreateConfig , EEREI BRI B UEE IAM S BRIEER,

R TT B

BRIEN IAM EAERACESER IAM AtHiam: PassRoledFdl, B TIBKRHFEZENERE
HAE

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
1,
"Resource": "arn:aws:iam::99999999999:ro0le/your-stream-name"
}

Kinesis Data Streams & /i #E R[5 8
ik

&R AT AT K B R BR o

RE&A

+ Kinesis Data Streams & RN BEF ZURHIBANEIZE,
- HhEARBEXEEFEASER , EREARRK.

R R

1. WMERRAREE :

aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

2. {£A CloudWatch I8EBEIHE AR :
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aws cloudwatch get-metric-statistics \
--namespace AWS/Kinesis \
--metric-name WriteProvisionedThroughputExceeded \
--dimensions Name=StreamName,Value=your-stream-name \
--start-time 2025-12-08T00:00:00Z \
--end-time 2025-12-08T23:59:59Z \
--period 60 \
--statistics Sum \
--region us-east-2

3. MRERBRRK , BFEE :

- YIRIIEERERNLUETEHER.
- EHAEASERHEITAWS Ground Stationi& |,
- MRFEAKRESR K FENBSEE,
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RERMNENER
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155 PR PS8 U Th BE O TS SR REBEE A% | Kinesis Data Streams SR TR B TE M EF .
AT BEH R B FIARR 5 22

1E 36 3 A% SR BRI

BFEARBEANTEIEREDTE telemetrySinkConfigArn :

aws groundstation get-mission-profile \
--mission-profile-id 12345678-1234-1234-1234-123456789012 \
--region us-east-2

BE telemetrySinkConfigArn HuUMEH, MRFFE , AIEBERERBAEA,
IAM & & 5T ] &

R Y IAM BRI SR B HERR S BRIAM FF AT 85 R
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aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

Btig A el R BALA

ERR N REBIEFRAREMRIG. MEBIEARE , #EEBEACRS

aws groundstation describe-contact \
--contact-id 12345678-1234-1234-1234-123456789012 \
--region us-east-2
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