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WEMEIER AWS CloudFormation, 3% AWS Ground Station API JB#t 4R REH 1TIREMEEMRE
AWS Command Line Interface , 5528 T 5l 324,

« AWS::GroundStation::Config TrackingConfig CloudFormation &%
- #HRE AWS CLI 2% (52ZBtrackingConfig -> (structure)—fi)
- TrackingConfig AP| &%

KRR T{THERE

BRLMERRRTTHERE  £BEHERE TTNXRR. SMBARARER , BE TTESHBEE
RRVER, HEEMEL,

HARARENRETNRRGR, CAEREREARENHML, RIERHFRRNERIGEREAR
BER/IP 18X, MFNMAEALEREBERRENFRET , F2H EAERRE

MRENTTEARGFERRNES  F2E AR T THFARIGERE

WE MM ER AWS CloudFormation AWS Command Line Interface, 3 AWS Ground Station API 1£
R TITHRE ESTIRIENGEER , B2RE T 53X,
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« AWS::GroundStation::Config AntennaDownlinkConfig CloudFormation B 1%
- #H5E AWS CLI 2% ( 582RantennaDownlinkConfig -> (structure)—&i)
- AntennaDownlinkConfig APl 2%

RiR TATHR R AR IR /A RE

RKETTRFARBEES —EEEMETRFTWHERBER | AT AREIT TTEE A EERN/ LB,
MREEEBHTELERNBIE , FEXEFHMHZE < aws-groundstatione@amazon. com> B
#& AWS Ground Station BBk, ZMI2iHEIRAMEARGIERERNVBRNTHEIER.

IHERARENREPHNRRE R, CAEKERSHARERBAL , TRREEHTHERANER, #
L ER R BRM B RS EER R/ MIBTNER/P KX, NFNAEALEEEBERRENFHET B
2H ERERRE

WMEMMEHA AWS Command Line Interface, = AWS Ground Station API £ K& T 1T RS AR IS4 AE
E#ITIRENTEHET AWS CloudFormation , 5528 T 53X 4.

« AWS::GroundStation::Config AntennaDownlinkDemodDecodeConfig CloudFormation B

- #HEE AWS CLI 22 ( 2B antennaDownlinkDemodDecodeConfig -> (structure)—
B )

« AntennaDownlinkDemodDecodeConfig AP| 2%

Rix EIT4ERE

B LAMER R LITHERE , EBEHBERE LITHXRR. EMABEREER, RENEEERFAESHY
2 (EIRP) RYSAREEEA R . WEMMAERE LTEEBIEANFHEER , F20 RIR LTOEARE,

BHABARESRETNEN®RER. CEREENBNVBERERRERTREBRABELAR , WY
CURFEEN, FRIGHARNVERNFEBFSTRERP KX, NFNFAEHLERERERRE
MEFMAES  FSE EHERRE

WEMAIFEHR AWS Command Line Interface. = AWS Ground Station AP| £ X4 E{THERE E#1TiR
YERY EE4HHE S AWS CloudFormation , 552 T %34,

« AWS::GroundStation::Config AntennaUplinkConfig CloudFormation B
« #HEE AWS CLI 2% ( #2HBantennaUplinkConfig -> (structure)—£i)
« AntennaUplinkConfig APl &%
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-antennadownlinkconfig.html
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AntennaUplinkConfig.html
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Rix LITEFEMRRE

FTEEAREBARRNAHT LTEIE, ETRETARRBELIEAZEMNGS , XBTHA
MR, BERFEIBCHEH AWS Ground Station XIGERMWEBRAN (BN LITERE ) REEREM, E
SOEXBEZRERRERENASR L BEFSERNFAR. LTEEARSS LITHEN ARN,
RIFEHTLITEER , FHAKE ARN i@z LTHENSE,

HABARERRETNRRER, RUEBHBRNERETSARER/IP X, MFNFAER LE
EERBRENRENFRES  F2R EAEMRE

WMEIAER AWS Command Line Interface, = AWS Ground Station API 7 L {TEIfEHRE #1178
ERY MM B A AWS CloudFormation , 5528 T 5130 ¢

« AWS::GroundStation::Config UplinkEchoConfig CloudFormation &%
 Config AWS CLI £# ( #2MBuplinkEchoConfig -> (structure)—£i)
- UplinkEchoConfig API &%

BRREREARE
@ Note
Dataflow i Bh4HREfE A A S B B 3Z A E Amazon EC2 , A2 AREE R Z{FZE Amazon
S3,

A AEAERRERARE | 15EEEB&H B D EREER S E RN B A R L SRR
. ERREREEAENMESESETERNRERENEBNES. REBEAR , AWS Ground
Station @2 BB ENTBREE , LERE AWS BEFASKRENREREHE , b3 sEKR
EETEENERNREREERMEENMEERRERE. URKISENERRERIEFE B
AREEHGE B SCHEDULED , B RI#$# A FAILED_TO_SCHEDULE, fER& OJREARRERNZEMEF |
528 AWS Ground Station B8 ARRE,

BRI IR AAERER dataflowEndpointName B &8 E & FRE In R A 4E A TR L & B2 i
R, EBSHEERTERER,

dataflowEndpointRegion B EEERREBRHEMENESE. NRENERREBREEARTIEE
7 Iu__ni:JZ & AWS Ground Station SR IEEREPHNERRERE. MRKRKEEEE , AWS Ground
Station 4 TERX BB AN M E T EE, NRENERRIER B [E 5B EBHIE AR i E T/ R
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-uplinkechoconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
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TR, AEASHAEAEERENRTBIEA, ERERE NEERIENRENFHRER
28

MEERRETRADBARNMAZLNERROIZRZMMERER AWS Ground Station Dataflow i B &
i, FBE

WMENMFAEALAREBERNRENFAES  F2HE ERERRE

WMEMMEHA AWS Command Line Interface, 2 AWS Ground Station API £ & ¥Rl BHHAE E 3
TIREREEMME S AWS CloudFormation , 5528 T 532 i,

« AWS::GroundStation::Config DataflowEndpointConfig CloudFormation &%
- #H5E AWS CLI 2% ( f582RdataflowEndpointConfig -> (structure)—&i)
« DataflowEndpointConfig AP| £#

Amazon S3 $#&RHAE

® Note
Amazon S3 i 4HEE AR ER (T ZE Amazon S3 , TAEARBERRZNZE Amazon
EC2,

WHERRENRETHNENIET R, LETHEAER ﬁ ERRERRAHNEAERHES pcap B
B, mEMMEABEZBERNRENFMEN K B8 FHERRE

BRI LAER S3 s RIEREREEERERAMN B A B —RBXMA TTERR B & Amazon S3 TR,
UTiEEELSHHNREINFEES

« Amazon S3 fEF AT BB AL aws-groundstation BHEE,

- IAM AN BEEEEHBEK , AfFgroundstation.amazonaws.comfRE T BEIZAR, WE
#Hl , FSEUTHHEEEE -, EABRYHE , HEBER IDFAEFE , GEBREXEFRHE
8 (*) B your-config-id , W ERLAERN 2 % FERMBARER ID EF.

sEHEERE
NFENAEHACEEHRRNFEES , F2H (AM EHEER) FHEE IAM A6,



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-dataflowendpointconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpointConfig.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "groundstation.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-account-id"
1,
"ArnLike": {
"aws:SourceArn": "arn:aws:groundstation:config-region:your-account-id:config/
s3-recording/your-config-id"
}
}
}
]
}

- IAM BEXEEE IAMBER , AFACYRTFITEHIT s3:GetBucketLocation B , WHREF
BB HHIT s3:PutObjectBifE, MR Amazon S3 IR EAHEEBEXK , AlIfFIrE
BERt A EAF IAM ACHITELEE, NFEEHF , FSEUTHEHHG A EEE &,

BHABBR

MEFENMAEFNEZACPRNFMER , F2H (AM EAEER) PHEE IAM BUR.

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"
1,

"Resource": [
"arn:aws:s3:::your-bucket-name"



https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
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]
iy
{
"Effect": "Allow",

"Action": [
"s3:PutObject"
iF

"Resource": [

"arn:aws:s3:::your-bucket-name/*"
]
}
]
}

- A SIERYHE , BERH FE, BuEEEASHBRIN , ELESINR AR B EBIEFFH
BEAWHEENRA, flan, WFE{satellite_id}/{year}/{month}/{day}&E , A EH
Bl WY fake_satellite_id/2021/01/10

BRMNEARSIE . {satellite_id} | {config-name} | {config-id} | {year} {month} ||
{day} |

WEMEI{EH AWS CloudFormation AWS Command Line Interface. 3 AWS Ground Station API 7£
S3 SRFIERE FHITIRENFEMER , BF2RE T,

« AWS::GroundStation::Config S3RecordingConfig CloudFormation &%

- #HRE AWS CLI 2% ( 552BIs3RecordingConfig -> (structure)—fi)

« S3RecordingConfig API 8&

£ AWS Ground Station Dataflow i 25 E¥#H

Dataflow in#EREHEHEBBHBRIBREMNULE, ERRBRM —FELAERRERE
HE—Eo, EBKSEENRERMESE—EAFED  LESTEE—ERT-BEALBNEE
B fla, MRBUFERLENSFEEI=BEERNRERY A SLAENSERRELERRER
MEENE-ERRBERMEFAPE =R,

Dataflow i 2 &40 18
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® Tip
HITHEAR  ERAERMSHSRENEEEN, EEEBERFPIIEERKE—NA
8, iﬁﬁﬁﬁl*ﬁﬂﬂ’ﬁﬂ%‘”*ﬁﬂHTﬂ?TTHﬁEﬁX%iE’J%{IHﬁ%AO MREEEEMEE
BEBENEE ,EREM, BAUERENREBRMEFENEE K UFSEHEERFMSE
I E R BiAS 2B J:ISEO

EENNBERMFETN-—NSEEREAEREREAR  BEFEEZEKTBEAZEREAE. &
A AR BT ZEBHE A |, BELBHE AL RET BN ERRERBEE LT,

/A Important

Dataflow ¥ BB AH A B E R HEALTHY iREE | FeEE A CIHERBZA. MENAHRER
HEALTHY MREMN ERREBIREFHETHEZENER , 28 SHEREN HEALTHY k7
# DataflowEndpointGroups #1T#FE2 8 -

WEMMER AWS CloudFormation AWS Command Line Interface, 3% AWS Ground Station API 7£
BERREmMEE ESTIRENFRER | B2E T X,

« AWS::GroundStation::DataflowEndpointGroup CloudFormation &R 8!

- Dataflow w28 AWS CLI &%

- Dataflow i B840 APl 2%

ﬁﬂl)lb*ﬂ ity B \E

BERREBREBANKERENRE R, ERRERMEEMERE . AWS Ground Station E g A

EiRFENERRERN. HREMERENGY  SEEEIENREREFECIEYIXENES
(fBlan 1P btk ) . FFSE FHERAE URSEFHEEFANERNREREBERURNAZE EE
BHER.

THEERAWE ERIRIEE,

Dataflow i 2 &40 19


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-dataflowendpointgroup.html
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/A Important

E-ERREREHEANMEERRAEREXEBAEBER, BEEXEAWS Ground
Station ERA EinE AR B P H Dataflow HEREES. NMELNEARGIEEEmEER
Mins BN EASEEREITERBNERRE ”‘”‘%Eﬁ%ﬁo

AWS Ground Station (X2 im 2

Agent AWS Ground Station Endpoint FJF AWS Ground Station Agent {4 & 2R 88 jT {4 2R #& 1k
EiR, BERRBERARN 50MHz WBYZFARER 1T , A AWS Ground Station X212
RERARERE, EEEE AWS Ground Station KERERInE , BRAFEA EndpointDetails
AwsGroundStationAgentEndpointKy##{z, #NFE AWS Ground Station XEREXMFMEN ,
ST EM AWS Ground Station KB F A HE IR,

3

AwsGroundStationAgentEndpoint&@& F5IEE :

* Name - ﬁﬂ/)lbinm‘%%ﬁo Eggﬂﬁ%ﬁkﬁﬁﬁﬁtﬁﬂuminm% ﬁtgﬁ«%ﬁf?’dﬁﬂmﬁnm%%ﬂﬁg
hEANERE,

- EgressAddress - AR RERXE L ER 1P FEZEMI,
« IngressAddress - AR ERBAZE REREXHN IP MELEREMIE,

Dataflow 3 25

Dataflow i BRI A RAEARN MABB THRK LER, ESEEFTHUARER. TT0
R 50MHz B FASRER , R TTERFA/BBHFARERE | FBFEH Dataflow iw S, EEES
Dataflow w2 , &A$1E A EndpointDetails B Endpoint®l Security Details #{i

Endpoint@& T 5IEE :

* Name - ﬁﬂulb %jﬁ%%ﬁ Hg%wfﬁg‘*ﬁﬁﬁﬂ?bﬁﬂum %jﬁ%’i Jtt%*ﬁ%éﬁﬁ'é“ﬁﬂum nm%’i%ﬂab
REANERE,

« Address - AR IP FEEZEM L,

SecurityDetails@ET%|ER :

« roleArn - AfH Amazon Resource Name (ARN) , & AWS Ground Station #§IBE1EEH
VPC A MK SRE (ENIs), EL ENI Al ABREHBE R ERNEANEL .

Dataflow i 2 &40 20


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
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AWS Ground Station EREER
« securityGroupIds - EEEFEMERRENRLEE,

« subnetIds - F#KFE , Hf AWS Ground Station AJfEE B EMMAEBNE , USSR ERE
ZENPTEE, NMRIEEZEFRE , ePAXEUKLESR, IRFERVNATEN AR
(AZs) , BTREEEAET A EHEREREF,

BEE W IAM AfroleArnXBEEBEMFEEK , Affgroundstation.amazonaws . comfR#& £ 58
EEZAC., NEHG , FSEUTEHIIEEBE B, EREEVHBE , wHER D FEE , FHit
EERRSEFRELR (*) M your-endpoint-id, EUEBYEREFAFERIRIEERID, LUE
BETBXREERENAZIEE R REREE,

IAM &4 BB A 7 AWS Ground Station 52 E ENIsHY IAM BUR., MEEH , FSEUT ACHK
FEH—8,

EHIEERR

NFENAEHACEEHRRNFRES , F2H (AM ERHEER) FHEE IAM A6,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "groundstation.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-account-id"
b
"ArnLike": {
"aws:SourceArn": "arn:aws:groundstation:dataflow-endpoint-region:your-
account-id:dataflow-endpoint-group/your-endpoint-id"
}
}
}
]
}

Dataflow 3 2 B4R 21
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A EBER

0%

{

BN EZABBRNFMAES , F20 (AM EAEER) PHEE IAM BUX.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups"

£/ AWS Ground Station XIEER,

AWS Ground Station Z R A B 7 FEE1E AWS Ground Station Bi#& AW ( 71T ) RS EEEVH
HIEZR (DigIF) BRI,

BRI

R

/Ch

1.

AR EWEERREE -

BRXANE EC2 $ITEEE - BRI N EEBEAR EC2 HITMEE, EALIEE AWS Ground
Station KRR, MREFEZAFEIRNEREE , WBRARKESE. WF EC2 BRI
MEEH , F2REAERRE .

BRRNZE S3 RFEE - BTN ELN AWS S3 f#iFIFET4LH &8 AWS Ground Station.
WE S3 ERRFWWIEREER , BB MBFEAERM.

AWS Ground Station X225 22
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ERAEER

EMEERRNEAREE

R

IL‘\

Eﬁ_%ﬁ. AWS ﬁi No gﬁ

B, R SEME, ERENTERD, SEBEAR

m%o

TEEREARBESRNERE (SDR) SREMERERERN

1T{EEH DiglF ERIRE,

RF
- .

AWS KMS Key Encrypted

Customer Destination Region

Elp Customer Receiver

Public
P Dedi

ZUIR B EFE A CloudFormation RE M AWS &
IBEAAERRE EC2 H S3 , BEFRERBERNAE

#£ AWS Ground Station XK{EEHZ EC2

gress Address

UDP Socket

}\wxG roundStationAgentEndpoint
> 1 Listener (e.g. SDR) Dataflow

cated Agent CPU Space E
Forward-Error-Corrected S
AW Agent

(FEC) : g DiglF

) Dataflow 2 Dat
EI Transmit (Tx) | —» UDP j Data

DiglF Dataflow % Ingress
% Port

Ht&E
WMEFHEEA

Range

fopt/aws/groundstationsetes
aws-gs-agent-config. json

HSETEMAWS Ground Station BRAEFEHAEIER.

AWS Ground Station X2

23
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B 2R (€

Ha2Hl , BEZABHBEPNEARB S AWS Ground Station, MEFME |
Station BEH R .

FEZ2REAWS Ground

LLUR 2 AWS Identity and Access Management (IAM) W REBBUREBEENFGT, REEENAE
2%, BRI LBRREBREHENIS R,

S AWS IRF
MRIZRZE AWS IRE | SBEK T HIZZERRET —1E,
M AWS IRFE

1. BB https://portal.aws.amazon.com/billing/signup.
2. FEERLETRET

AMEFN—H7 A FEREFAXNFAS  AEEFRB FRARER.

B B AWSIRF , AWSIRFREAESEY . REAEFRFEIRFFHIFRE AWS IR
#NER. FRZERARR  FREEFIEETGERSE  YEECRAREAERUTER
REMEFIENES,

AWS EEIMEF TR B EEBERE FEMFH B, BT LAFER & https://aws.amazon.com/ 3%
BRORS , RSB INIREEEIEEIRS,

BEVEREEFIUERNEAE

S 2% AWS tRF , 5BRE AWS IRFIRFEAE. BA AWS IAM Identity CenterFfl 22 3 B H
DR RERAERANABEK.

REBEIER AWS tRFRERH

1. BERFERELTA AWS IEF SWEFE 4t , LURS#HE EAWS Management Console &
DEAN. ET—EH , WARHNRE,

FEARERAEEANGRR , F20 AWS B A EREEMTINURERAES I EA,
2. agﬁfsmﬁﬁﬁﬁﬁﬁtﬁkﬁ%iiiﬁﬁ (MFA),

S AWS 1RFE 24


https://portal.aws.amazon.com/billing/signup
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
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WERNA  F2EHE (AM EHEER) PSSR AWS IRF BEAE (F28 ) BAESR
MFA ﬁl_o

BEVEEEEREGFRHENERSE
1. BA IAM Identity Center,

MERT , F2E (AWS IAM Identity Center fER & E®E) FHIEA AWS IAM Identity Center,
2. 7£ IAM Identity Center 1 , i EBRFEER FHERAE.

mEMEA IAM Identity Center B # 4 5 2 RKIENWHZERE , FSBAWS IAM Identity Center
CEAEER) PFERATERERESEAEFE IAM Identity Center B §,

UERERFRENERESTEA

EEFEAEH IAM Identity Center EFAE2E |, FEEAEIL IAM Identity Center EA EHREIAE
BE B EEE URL,

MFEAFEMA IAM Identity Center EAEZ AWRE , F2HEAWS BA ( EAEERE) FHEA
AWS FERA O#8E,

EREFIEREHMERE
1. % IAM Identity Center  , B —EFF I £ RE/BERAKEERNREER,

MEER , F52E (AWS IAM Identity Center FFH &) dWEVHFE
2. KEAERREFE 6 ARYUSBHABERE S AFIRE,

WMEFET , 5208 (AWS IAM Identity Center EFEERE) FHFIEEE

#& AWS Ground Station FF A #7182 AWS ZHRF

EEEFAEREEMEHE AWS Ground Station WIER TER , BEERT BRI S HEES
AWS ZHIRF,

1. A AWS Management Console YRR IAM 32 &,
2. BIUNBE. FRATISR

#& AWS Ground Station FFAJ #7118 E AWS &R 25


https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
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AWS Ground Station EREER
a. HEEEBKRD , BIZF Policies (BUR) , /AR IERE Create Policy (B BUER).
b. £ JSON 28+ , FHT5{E<z—#wE JSON, FRAKHESENERERHN JSON,

« ¥/ Ground Station EE R , A4 E{EFRE A Groundstation : * , MR :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:*"
1,
"Resource": [
Hn
]
}
]
}

- HAMETEMERR , 5575 Action (B11E) 38 groundstation:get*. groundstation:list*
groundstation:describe* , M AR :

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"groundstation:Get*",
"groundstation:List*",
"groundstation:Describe*"

1,

"Resource": [

nin

]
}
]
}

- MEEBZERITRIGINEZ M | #§ Action (BNE) RE A groundstation:* 14§ Condition/
Bool (f&#F/f#k) ERE B aws:MultiFactorAuthPresent:true , I FFF7R :

#& AWS Ground Station FFAJ #7118 E AWS &R 26



AWS Ground Station EREER

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "groundstation:*",
"Resource": "*",
"Condition": {
"Bool": {
"aws:MultiFactorAuthPresent": true
}
}
}
]
}

3. EIAMEEZAYF  BEEUNBREEIFMENERE,

WFE IAM R EMEZBRNFRES , F268 IAM EAEEM.

MAEEZ

HEE A AWS Ground Station E—EZSBER , S RERNE., BITERE. BERE 6 URES
MAE. LFEEREBRZE (NDAs).

EFMAREFSE

BEMARFERERF , A[1fE AWS Ground Station TEAEHEMEEMNERERPHEE. UTRARE
BF.

1. ®E AWS Ground Station [V E R E , ¥IEIZHNFERE TS ENBESHERIESN,

2. ZERBEEMNEEIMA AWS Ground Station , sEEXEFEHLER
<aws-groundstation@amazon.com> , EFEEATKNEEETRNEERE , SELNAR
2, FEMNER, FENBBEE, FENHEEE  UREREBFEIFER #£H AWS Ground
Station By 2 & IhEE,

3. ERIZHELENERE , AWS Ground Station SEEHEIFERANBSENERB ERTE, LI
HiEEEESRBNENEMNBREEEZEMAEMTE,

4. HIBBER  BHNFEERSETIEEER. AWS Ground Station 81X R Ih EH B EHHK T,

MABE =7


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://console.aws.amazon.com/groundstation/home#resources

AWS Ground Station EREEmR
(ER) mnBEE

AR, U EELBMEEFEENG , LEFREMEHET. AWS Ground Station FRABEFE A
HERK K FTRASENERFERAEECENEESBIUK Norad ID, BTRFEEBTELEHERERR
HEZRERNEE, EEEEM , IUEAER.

B LAEA AWS CLI siE A —1E AWS B EH , #EiB tag-resource API R#ZE52 AWS Ground
Station SDKs, https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.htm|zx
BB B R AWS Ground Station CLI 7£ 1252/ B EEE E Aqua (Norad ID 27424)us -
west-2,

AWS Ground Station CLI

AWS CLI AT A2k E2 B &) AWS Ground Station, £ AWS CLI R ZNEE <28 , X B mE T
AWS CLI JcRIEH -

ﬂI‘H

- #E AWSCLI BE&%& . MELRENEF AWS CLI, 52BN Z%E AWS CLI 5 2 .
- H#E AWS CLI BRE. WEREWMHEBAER AWS CLI , FSREEE AWS CLI 5 2 Ji,

c BERAWEESENBABRFHIFE AWSCLIMENERD, SEESERENEAETRREAEZRN
E¥ AWS Ground Station B##& A AWS CLI, MERFHEEBNBEAERRENFHESR , F2EE
REMEAERERRE,

AWS CLI 52 EF W BT A% , 35%8EI AWS Ground Station CLI s 52 ZHE , UBRRAT AN
T FALLRIE  FFER AWSCLI mh#iEE , XFER ASiNEFEgroundstation , BUEE
AWS Ground Station #{ & EEFE AR, ME AWS CLI S EBHEMAEN , F2BA AWSCLI B
EFHSSHEE. UATRMEGSEEBEL,

aws groundstation <command> <subcommand> [options and parameters]
mEEHE
B, BEENMBEERLRZEHERN ARN (ASN), ERTLUEIB AWS CLI FHY list-satellites APl SER :

aws groundstation list-satellites --region us-west-2

#HITER CLI i AERECUUTHE S
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https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/index.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
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{

"satellites": [

{

"groundStations": [
"Ohio 1",
"Oregon 1"

1,
"noradSatellitelID": 27424,

"satelliteArn":
"arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555",
"satelliteId": "11111111-2222-3333-4444-555555555555"

SERCEERNEE , X T satelliteArn, ERW—BEEXEEIER , Tag-resource API &
@13 ARN , T list-satellites EEIH ARN 2£EHMH. SR T —ESER , BEZE ARN EXALEES
EEENEE (UREELHENES ). ERHEHIF |, TMFER us-west-2, FEBIEE  ARN #
RE :

arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555
ESR

arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555

BEAIREPEEEER  FELHAER “Name"BEBMAER. A REARMEANE
AWS CLI , 5l ARMREH, BEREBRESEM

{\"Name\" :\"AQUA\"}
BE , £48%0 tag-resource AP| XRIFZFCEE, E AR AWS CLI EHEL REK :

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~-tags
"{"Name" :"AQUA"}'

(1BR) mEEE 29


https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
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BATHLRER | BUGRESHTE AP AWS Ground Station EEELABERENE R,

PEHENER

MREGCRESLEHENER , BULERAMEREN“Name” R5|#FEXFEAEE ARN Y tag-
resource , BEEZBEFEETRNE. EXEFHRENESR , YEFEASPETHBRE, HILHEHIHE
WA T PR :

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~--tags
'{"Name" :"NewName"}"'

BREENER

AILAE A untag-resource APl BRREENBBE, Lt API EEEFEBMEEEMNEE ARN |, LIEEZE
BRo|BREE, UREE , EBERSIEA “Name”, £H AWS CLI Itk APl W EEHIE0 T AR

aws groundstation untag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~--tag-keys Name

NEEBEFEE
BRTYMAZECHEEZN , BEUUBRNMAZEL,AREREHSE , UIEHTLAREINMN T TERRE
B, EMELFER RELEE AWS Ground Station TITEH,

® Note
TRELn LEFEELEE, BRARERATARFMN N TEARE,

AWS Ground Station XEMATHIEE , L TTEEEEER -

* Aqua
SNPP
JPSS-1/NOAA-20

 Terra

NEEREER 30


https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/untag-resource.html
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A% , BN EEELEHEUMIEEM. AWS Ground Station E#EF S A LRERN AWS
CloudFormation €87 | A ERR M FRERRKE. T AWS Ground Station 2RI 2 #Y Z i £5 451
EHKEREEERE , F28 .

MEEBELEHE K UNELHEERMNERERFMERNR , 528 Aqua, JPSS-1/NOAA-20 and
SNPP # Terrao

BREEHNERREEARE

BULLERFHE L BEABAREHNRINIERSEF. REBENFENEARS  EUTRFE—EIM
BRE, BPBEARTAFE TR LT8R  UREEANBRTTRE. FETBEARCEXESR
BNRETTRNE,

R ERRMA

FEIBERRZNZE Amazon S3 , EBNEZRERGUERFZ AR RFEERS PH Amazon S3 EFET

. EHBHEAEREUHIEE (pcap) BRHIEARM , UAFEBEAERNEBRZRRERZNE
#RE (SDR) , Bt pcap ERHEEVEARERETRE, EXGERKIBEERE | pcap BRE 30
MERMIHEN Amazon S3 7T  MEEZZEREBEHBERBREER, IR K SUUER
BCHEREEHERMEA Amazon SageMaker Al 5 Amazon Rekognition ZH bt AWS FR#5 5K R 2

B, ERRAE Amazon S3 EBARRENEETTER ; EEZ%® Amazon S3 BER LITEEN
FHE,

EUH AWs Cloud

hi

=

O

Satellite AWS Ground Station 53 Bucket

FEMFEALER , BFEEA B Amazon S3 EFETE AWS Ground Station , BUSERRFEH A,
ET—ELSRS  SHUEEET—ELSBPEY S3 $#RIEE, MERMEIFAmazon S3 $ERAAERSD
BHRE | LR IS EERFIEANTRES , F2H .

AR R U 3


https://aqua.nasa.gov/
https://www.nesdis.noaa.gov/our-satellites/currently-flying/joint-polar-satellite-system
https://www.nesdis.noaa.gov/our-satellites/currently-flying/joint-polar-satellite-system
https://terra.nasa.gov/
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RZERRN

HKE R RZE Amazon EC2 B | B EEEREEARE Amazon EC2 #TEE R PR, BT
Amazon EC2 #1TEE LEIRFREER K NEEAERUETRERE,

EEGHARSERRE , BEEFH KERE Amazon EC2 #TEEE | W — =K %@ Dataflow i ELE¥
#, ZERE Amazon EC2 #1T1E# |, 5828 55 E Amazon EC2, ZEE® ] Dataflow imBhEH4H , 58
20 {8 AWS Ground Station Dataflow i 2t &40

MREEANRERRBERMER  MEeERBEARE,

AWS Ground Station
! Antenna Region i ' Customer VPC
E Customer Receiver

Slgnal 3 > — » Dataflow
[F ' endpoint
application

Satellite AWS Ground Station | Elastic Network Interface

*End to end data connection is established and maintained enly during the scheduled
contact duration.

WMREFERA AWS Ground Station RERERERE , AIGBERBEARR,
Customer Destination Region

i na Reg
1 RF
~ustormer Receive
= Signal EIP E Customer Receiver
@ T » [r Public
AWS KMS Key Encrypted P Dedicated Agent CPU Space Egress Address
Forward-Error-Corrected -

| (FEC) ! AWS GS Agent i IF‘JDP Socket
§ o ] Dataflow = " 9 AwsGroundStationAgentEndpoint
Transmit (Tx) | —————> UDP | Data » 1 Listener (e.g. SDR) Dataflow
DiglF Dataflow |- ¥ ingress *
~% Port
A Range i Fr— @ Jfopt/aws/groundstation/ete/
B aws-gs-agent-config. json

B AERE

ERSEGD  LEEEEHRNEE. BHAKEH IAM. Amazon EC2 #l Amazon S3 &R, 1EiLtS B
o, B3 I AWS Ground Station 17 EE RIS BRIV RE,

BZER M 32



AWS Ground Station EREEmR
BRI RRATHARE

ERVMNE—EACREFEERTIMNNMENSNEE. £AL-—ESRNEF , EREB TS
HEREEE,

« Amazon S3 #HIHRE - I ERRFE Amazon S3 F#FETE.
- ERREIRBAEAE - BRI E Amazon EC2 #IT{EE.

X

B

) -El%ﬂzun

B

HEREEZRAR AWS Ground Station WA E EBEH. FHESEZE PIRENEAMAEE,

- EHHERE - RERFEBSHBNMUERERENER, EREIHRREERBHILERE,
« RERTITHEE - INBILRVRRBRERER.

« RRTTHERBBERE - XNEFANBRHNEREERER,

« RERLETHERE - BER LITRENEE.

« RERLATEIEHERE - Y ETHAREREE,

BV ERRERE

R E—EFRPEBNERE , SEBNMERFEURRAFEBANTRERLN, EITRP |, B
BR-SZEEHHRERE. FHEIEARTEEBNREX TEZHFENRENEHTA.

MERFSE , 528 AWS:GroundStation::MissionProfile CloudFormation &R 3E

1. ABNERHERESE. EVRERETBEERRFHOMER. Flm , 0REHER satellite-

wideband-narrowband-nominal-operationssatellite-narrowband-emergency-operationsi# £,
2. BRELHEHERE,
3. BRELMNRETVTHESERRE. EUELHEBENBBA , UFSENEEER.

4. REAREEHIABMNZBRERH streamsKmsKey Hl streamsKmsRole. & B RFTE AWS Ground
Station E R AEERBHRE.

5. REZMNERRE, FALEL—EASRPEUNERE , EYENERREAFSECFEEAN

6. [EA)] BFELHNEENNEEABEISESREPDE, Eo3AREB S AR ESEBES
B, MEFEZEH , FSBAWS Ground Station £/ SHEE1l.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-missionprofile.html
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M

7. [ER] SuLSEREEHREERIREE, ELARGUEARFTRED ENEHH
A

BALBE SERREREERE  REF - LEBENER.

THREES R

RELEAEMANFENARNEBHLE | SEEFHHFHEEDBHE AL LR EBHA AWS Ground

Station,

B LGER T HIH P -SRI A

« AWS Ground Station =12 &,
« CLI reserve-contact AWS 5 5,

« AWS BIZE#H, ReserveContact AP,

WEBRE W[ AWS Ground Station BtE 2R A FEAXEANENR , B28 7 AWS
Ground Station #1{aF & E TR M E R,

AWS Ground Station E#tEr 278 LR EM AWS CloudFormation &7 | B8 5 85 5 1t BA 15 4 A AR
%, % AWS Ground Station In{a £ WEIHIEIHIEKERERMERE , FSE

BRESMNTEERER | St BHEAECHAFAFNBAIBEER AWS Ground Station , ASEURAEEE
FERARM, THIRERETHEIET #F—La] HRYiRE -

« {£/A AWS Ground Station Amazon S3 ER T BB {rithIRE R ( REMEEEBER GitHub REE

awslabs/aws-groundstation-eos-pipeline)
- A ERIEEHEER AWS
o HWIKEEMEH AWS Ground Station : #4A]5|E&

+ {8 AWS Ground Station WideBand DiglF #1 Amphinicy Blink SDR ( & EABRFERY GitHub f&
17 & aws-samples/aws-groundstation-wbdigif-snpp) 2 & & % 24 E E B T 17248 GitHub aws-
samples/aws-groundstation-wbdigif-snpp

THREESR
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https://console.aws.amazon.com/groundstation
https://docs.aws.amazon.com/cli/latest/reference/groundstation/reserve-contact.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ReserveContact.html
https://aws.amazon.com/blogs/publicsector/automated-earth-observation-aws-ground-station-amazon-s3-data-delivery
https://github.com/awslabs/aws-groundstation-eos-pipeline
https://aws.amazon.com/blogs/publicsector/virtualizing-satellite-ground-segment-aws/
https://aws.amazon.com/blogs/publicsector/earth-observation-using-aws-ground-station/
https://aws.amazon.com/blogs/publicsector/building-high-throughput-satellite-data-downlink-architectures-aws-ground-station-wideband-digif-amphinicy-blink-sdr/
https://aws.amazon.com/blogs/publicsector/building-high-throughput-satellite-data-downlink-architectures-aws-ground-station-wideband-digif-amphinicy-blink-sdr/
https://github.com/aws-samples/aws-groundstation-wbdigif-snpp
https://github.com/aws-samples/aws-groundstation-wbdigif-snpp
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AWS Ground Station &

AWS Ground Station 282 AWS B[RS S RARIEERR NS IR E LA, &0 LT
TEN AWS BEREFRAELNE, ESREXMNERN AWS EiF,

AWS Ground
Station Locations

[:] Antenna Location

AWS Ground Station Console and Data

@ Detivery Region

SHMEERNVE AWS B [EE

AWS Ground Station £EkE T SHhE T/EWMNE , EEMNEWIFERMVREEREN AWS EiFHF,
A LAEIR AWS SDK  ListGroundStation Bl EREEUE G EFERI M HE T/EMBE, LB VENT
BEBNMTHR, ISHEES, B2EAMERE , UFHERENEHENRUERZE,

Ground Station Ground Station AWS EiF & 7E AWS EiF 5 fim 5t
B8 NE

B+ 5 A0 1 3% B Pl hz A hn EEPE (RH us-west-2 TEBRMR AWS
)] 235
Bk 1 Bk R (BHF) me-south-1

SRGHEERVERN AWS B 35


https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListGroundStations.html

AWS Ground Station

ERAEER

Ground Station Ground Station AWS EE & B AWS BEA T fimst
28 g
PR 1 EERGEEE IEMN (FAER) af-south-1
Dubbo 1 EE, BN DmAREE &E)  ap-southeast-2 FEBMR AWS
[ 35
EHE1 xBE , ERE ZEFEI (BH us-west-2 FEBMRA AWS
) =%
ZHRE 1 ZHEW BN (ZHER) eu-west-1
B EBM 1 EE B BN BRI (B us-east-2
B)
BEEHRAM 1 X B R EE EEIFEEP (RH us-west-2
)
Punta Arenas 1 Punta Arenas , mEM BHRE)  sa-east1 FEBAMR AWS
B [ 13
BHE 1 L NL DAEE (H8)  ap-northeast-2
g 1 Fhnsg DK & (0 ap-southeast-1
)
Hr SRR 2 1 mHITESEE BN (MESHE eu-north-1

)

AWS Ground Station X£EH AWS [E1F

Ba LUEIB AWS R EG SRR ZEMN AWS [EiF, AWS Ground Station 2 E R R R E LR EAE A
O] LAE s B FIAWS Ground Station BLREFR BRI EN EiE R EMEERN mE,

AWS Ground Station Z#£# AWS [Eig] 36


https://docs.aws.amazon.com/general/latest/gr/gs.html

AWS Ground Station EREEmR
Buo 5 A%

5/ AWS Ground Station {2 & IhaE R[#EFTA AWS Ground Station AIEF Y AWS [E 15/ fF
Ho 8up BHEREEMHENBEIEIAR , FEA "898 B Ground Station Name, 420 |
T sBRXEB 1, BB BEY , A T8XH 1) £ESEUNETREIA,

AWS Ground Station #u5E =

B8 AWS Ground Station XF (L E#AHBBAVENES, SLESSREARESORHEZVE
MRRERIER  BERIL TR, ESTEEERE !

- BRXENMEMFIEE - flH , ESFGRLUBIEEYSEHHEREAR (RF) AR LLE
WAvEE,

- EFEEETE (RF) - ESFEEKR (S0 RFI BREE AWS Ground Station XKAEH T1TAE )
F{E#EH (AWS Ground Station X E#H RF FASEAZUEERETEE ) ML

- EERE - EEEESEPEE AWS Ground Station A B L RE A SFSERS , SIWARNE
BRI EEAE,

ELPMESTREREEREMEE, Sy, MEREYIUERRVEMIIES, RFIRAES
2F K [EZEBREVREUTENRFEN. EIURBERZHZ (NDA) £H AWS Ground Station
MBS,

EFRBENEE

BR T S @A AWS Ground Station fINEZE 24\ , HREECWEERERS , EihEEFPHE
HEBH , BUEAHMES, EFEEZ0LTE AWS Ground Station FRiZEcase-by-cases®E , A
BREFEA AWS Ground Station EEELHEBARMTERE. NWEFMEENR , FHIL AWS Ground
Station BBk,

ML EEE T B SENRE
WEEAME : L7 (@H) SBEEATT (BEK) BB,

58 ListContacts ##/E%I H 7] A B 4ERERIRF | AWS Ground Station R BHFEMARESSR |, XHRE
ETTEETH , R EMERE, TANBEREBEERUEETTESTRMEBERARR, EUERE
LHEERATTEEZN  T2EER™,

Hiuo 5 TRA% 37


https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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LITRUEEETEERETRANBIKKRE  BEETEREETENREEEZTES RELTHERE, ER
REERTINRATRBERRD  BIELTRERN ETRLESMELER, T8 , LITARERS
2 HREFFEMBANBSEATRELSH, FELTERER K LFEAEZBREMHUNLTES,

EEANLITHBBEH 2 ERBEHENEEDN  MERRRVUEN LTRLEEMEAMTE, £L
THNTTRBESEFECNESS , HIFEREEERE, sEGESS , LTEETRESR TTHENK
BEE , EWRgSdAENBRGERBEEACER L1T. BENRIREFBEEZAR LT , NEQER
BN BHEREEM.

AWS Ground Station %5 2iIhEE

5 THILEMIER | AWS Ground Station SRE—#% B RIERE A  REBSERRDEIM
B, MASBN 52 TREENEEREEUENREREE, BEBEAR | £ HE
UEERNRGED, ETRRECESENARENBRESBERSETE  BREABLERR, HR
FEREME , GINBRBNER , BHEANBEREEEFITRE,

B, RAMEESXET5IZhEE

® Note

BRIEZARA , BATRINE-FHEEHBUNEARE, FEEENERT , URBREK
P Z@ENRE , AFFREKER S EBARE.

heEsg A 58 2R & [F] R EEE Polarization Common izt
Name (BH
A1)
antenna-d 7750 - 8500 50 - 400 MHz RHCP XEEEHET MWHEFEE
ownlink MHz 1T A AWS
Ground
antenna-d 7750 - 8500 50-400 MHz RHCP Station &
ownlink MHz B
antenna-d 7750 - 8500 50-400 MHz RHCP Alaska 1 8
ownlink MHz Punta Arenas
1 AXZEI
o

AWS Ground Station 3k 2 ThAE 38


https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug
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ERAEER

Thee A

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

7750 - 8500
MHz

7750 - 8500
MHz

7750 - 8500
MHz

7750 - 8500
MHz

7750 - 8500
MHz

7750 - 8500
MHz

7750 - 8500
MHz

2200 - 2290
MHz

2200 - 2290
MHz

7750 - 8500
MHz

7750 - 8500
MHz

SRR

50 - 400 MHz

50 - 400 MHz

50 - 400 MHz

50 - 400 MHz

50 - 400 MHz

50 - 400 MHz

50 - 400 MHz

=3 40 MHz

S1E 40 MHz

ot

S1E 40 MHz

ot

=3 40 MHz

Polarization

RHCP

RHCP

LHCP

LHCP

LHCP

LHCP

LHCP

RHCP

LHCP

RHCP

LHCP

Common
Name (BH
B

S BHETAT

X SEERRE

1T

fmat

BREVESHE
AL py AR IR
BETBES
400MHz,

A S A 19 3R
EREHLE
TES,

—RABEfER
— {41t

—RABEfER
— {1t
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AWS Ground Station

ERAEER

Thee A

antenna-u
plink

antenna-u
plink

antenna-u
plink-echo

antenna-u
plink-echo

antenna-d
ownlink-d

emod-decode

antenna-d
ownlink-d

emod-decode

pF

*RHCP = §FEFEMIL , LHCP = EFEFEM®RIL, MERCHFEMEA |

R

2025 -2110
MHz

2025 -2110
MHz

2025 -2110
MHz

2025 -2110
MHz

7750 - 8500
MHz

7750 - 8500
MHz

N/A

SRR

2 MHz

=iZ 500
MHz

=iZ 500
MHz

N/A

Polarization

RHCP

LHCP

RHCP

LHCP

RHCP

LHCP

N/A

Common
Name (BH
B

S 5% L1TE
S

LiTEE

X SEE AN
BT

N/A

fmat

—RABEfER
— {41t

EIRP 20-50
dBW

HERBRLLT
BR 51

X EABER
MR ia it

AS2RERIEL,.
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https://en.wikipedia.org/wiki/Circular_polarization
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T #& AWS Ground Station f0{Al{# & E EFEE R

T, BBERYE K RRERXRXVDHFOFNERIERGEHE. KRELLRE , KEREEREXE
B, ERHEERERTAZHNFNSEER/ESR.

AWS Ground Station i F & B BB S T B AR A IS ATt BB EMEA |, WIEF S S AWS Ground
Station PN RRIERENEE. BIFFHER , WRENFHEFERN NORAD ID , BIFEERIE
A EH¥EZR AWS Ground Station 2L E M E R,

£

- ERERMER

- REBRTERMEER

- TRE L ephemeris

- ISEENERTREER

- EREERIRUEESR

AREREHEER

BIRFEEE , AWS Ground Station AR E Space-Track WABATAER , MEFEEHRKIEME
YERZ Mt AWS Ground Station ELTERMWEEH, ELERMETEREFE NORAD ID HHBIBIMN E
TLERE (TLEs). FIEERNEEMHEHNELIEFA 0. H , FEB ephemeris APl EEEAR
BHNEITERMERN —F2EREE  HELEFSE-—FA1HES,

2B NORAD ID WEE XA FEBET ephemeris ERZHAF AWS Ground Station. Hlan , BIRKE)=
ZIZ M Space-Track B k& REMEE , S FEE NORAD ID, MEFELBRTERMEER, WFER
HETERMENFHRES  F2R  REEFTZHEER.
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https://en.wikipedia.org/wiki/Ephemeris
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https://en.wikipedia.org/wiki/Satellite_Catalog_Number
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Two-line_element_set
https://www.space-track.org/
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EEFERRMHY Ephemeris APl NFH, NREFELEEFTEREERNED , BEZBHE

<aws-groundstation@amazon.com>, AWS Ground Station i EFHEERMEABALAESE

o MREERIEATRE , AWS #&E A ephemeris ERIRBHBED B &,
B

Ephemeris API 7t 5% B 5T B St 4 £ B %) AWS Ground Station , SAEEEEREFER, E&E

RMEMESERRAE Space-Track WHARERFMNE (F2H  ARTHMEER), RFIZEL Orbit

Ephemeris Message (OEM) M# 17t %& (TLE) KRR ERMHER,

HEBFTERMLIAREEREE. BERE A Space-Track TRHVLH R R IE AWS Ground
Station , AR ZEI&%E,

(® Note

ERFEERREE B FRB a2 85T ephemeris B , B ALL& 00000 AR TLE MEE
B $%SR IS , A% 000 AR TLE =X OEM FEER 2B IEEM N B RTIH D (5
mn , 2024 FRAENHIEER A 24000A),

WME TLEs BAMFMENR , F2RETLES, WF OEMs BAMFMER , 52K OEM
ephemeris ¥ o

OEM ephemeris # =,

AWS Ground Station 181§ CCSDS #Z#EE OEM & Fi2t#Y Ephemerides , 188 — /MR
#l, OEM EREA KVN &, TxBLHA OEM AR , LAK% B CCSDS Z# AWS Ground
Station WEE,

=6 W1z ZE CCSDS AWS Ground ek
Station 4 E
258 CCSDS_OEM = -3 MEE 2.0
_VERS
COMMENT & &
S| & &

2]
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https://aws.amazon.com/service-terms
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https://en.wikipedia.org/wiki/Two-line_element_set
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=6 WL Z=E CCSDS AWS Ground fBsE
Station A&

CREATION_ = =

DATE

RiA [ RS ~ ~

MESSAGE_ID a =)

&R META_START E E

COMMENT =) =)

OBJECT_NAME = =

OBJECT _ID = =

CENTER_NAME £ = ME(E Bk

REF_FRAME = -3 ESZWE :
EME2000,
ITRF2000

REF_FRAME a5 e TEE,

_EPOCH AEZH
REF_FRAMEs
BEHERE epoch

TIME_SYSTEM = = WE{F : UTC

START_TIME = =

USEABLE_S ) =)

TART_TIME

USEABLE_S i &

TOP_TIME

STOP_TIME = =
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ERAEER

3] Az FE CCSDS
EPOCH e
DISC_REF_ =
FRAME

Ao AT _1F1E -

AWS Ground st
Station ¥ E

a

a

a

* NERIZ L OEM & AWS Ground Station 88 X EWNEMERS , OEM HEERTE KB,

B2 1y CCSDS ZXWEERZE= AWS Ground Station 5 :

« CCSDS_OEM_VERS #%47H2 2.0,

« REF_FRAME %722 EME20003 ITRF2000,

« A% #& REF_FRAME_EPOCH AWS Ground Station,
« CENTER_NAME #ZH= Earth,

« TIME_SYSTEM #4782 UTC,

« CPE AWS Ground Station % INTERPOLATION # INTERPOLATION_DEGREE,

KVN #& =X €565 OEM ephemeris

LT R JPSS-1 AN EEBEFEN KVN %3 OEM ephemeris & K &4l

CCSDS_OEM_VERS = 2.0

COMMENT Orbit data are consistent with planetary ephemeris DE-430

CREATION_DATE

2024-07-22T05:20:59

ORIGINATOR = Raytheon-JPSS/CGS
META_START

OBJECT_NAME = J1
OBJECT_ID = 2017-073A
CENTER_NAME = Earth
REF_FRAME = EME2000

KVN &= Y5 5| OEM ephemeris
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TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000
STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02 -1.860082793999999%¢e+03
-6.944807075000000e+03 -5.784245796000000e+00  4.347501391999999e+00
-1.657256863000000e+00
2024-07-22T00:01:00.000000  2.425572045154201e+02 -1.595860765983339e+03
-7.030938457373539e+03 -5.810660250794190e+00  4.457103652219009e+00
-1.212889340333023e+00
2024-07-22T00:02:00.000000 -1.063224256538050e+02 -1.325569732497146e+03
-7.090262617183503e+03 -5.814973972202444e+00  4.549739160042560e+00
-7.639633689161465e-01
2024-07-22T00:03:00.000000 -4.547973959231161e+02 -1.050238305712201e+03
-7.122556683227951e+03 -5.797176562437553e+00  4.625064829516728e+00
-3.121687831090774e-01
2024-07-22T00:04:00.000000 -8.015427368657785e+02 -7.709137891269565e+02
-7.127699477194810e+03 -5.757338007808417e+00  4.682800822515077e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03 -4.886583601179489e+02
-7.105671911254255e+03 -5.695608435738609e+00  4.722731329786999e+00
5.932259682105052e-01
2024-07-22T00:06:00.000000 -1.484582479061495e+03 -2.045451985605701e+02
-7.056557069672793e+03 -5.612218005854990e+00  4.744705579872771e+00
1.043421397392599e+00

#3I BFT ephemeris

AT LAE A API 89 AWS Ground Station CreateEphemeris BIfERE M BT HRMHER . WEIES
FERABERAXHNERSHRIEEN S3 B LETREER,

R AEE , L& ephemeris 1% ephemeris iXE 4 , VALIDATINGYE BN IR L TERE , ABE
MELERE ephemeris BB EBIEA. RBEE ephemeris BBt TERRER | ENABLED?QH%EFHF‘\
Bi& A, BPER®E DescribeEphemeris SAERS B RFEARRE | SEA CloudWatch 436 Mt & Bt
REEEE,

EEHBEVNTRESHETREDE

3

2R BEDHENNETESEH
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html

AWS Ground Station EREER

g5l FEB API B #1TTE (TLE) £4 ephemeris

AWS SDKs # CLI A Fi %k AWS Ground Station 3&i CreateEphemeris FEY |, ## 4Tt %& (TLE) £4
ERMEREES , HERUEEREARBREENTERERMHEY (F2RERTELER), e
{51 7R B 7 AT {5 FH AWS B 3 A Python B9 SDK (Boto3) #{T bR 4E,

TLE ££2 JSON BN , i —=NZ1E TLEs RELE—i2 , LEREEHI, TLEs £E4+HH TLE
MARREBES , RATLARAREBEHY (B TLE £6F TLEsZ BRI E0E ) . 44| TLE £
TR :

# example_tle_set.json
[
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0@
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12345,
"endTime": 12346

},
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0@
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12346,
"endTime": 12347

@ Note
TLEs £6% TLE WREHELATEMEN , FRRAE NN EGDIT,

&7 LLEIB boto3 AWS Ground Station AIFiwm L& TLE & , MR ;

il : FEB API B #1TTE (TLE) &4 ephemeris 47


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
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tle_ephemeris_id = ground_station_boto3_client.create_ephemeris( name="Example
Ephemeris", satellitelId="2e925701-9485-4644-b@31-EXAMPLEQL1", enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=3), priority=2,
ephemeris = {
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7)

}
1)

I PP OY A E] ephemerisld , AT AR ERK S #E ephemeris. BTN , FAFIwT LA LR rEL FRiR LY
ephemerisld 2R¥ 5 ephemeris #REE :

client.describe_ephemeris(ephemerisId=tle_ephemeris_id[ 'ephemerisId'])

LA T 124 DescribeEphemeris B ¥Ry & {51 [ fE

"creationTime": 1620254718.765,
"enabled": true,
"name": "Example Ephemeris",
"ephemerisId": "fde41049-14f7-413e-bd7b-EXAMPLEQ1",
"priority": 2,
"status": "VALIDATING",
"suppliedData": {
"tle": {
"ephemerisData": "[{\"tleLinel\": \"1 25994U 99068A 20318.54719794 .00000075
00000-0 26688-4 @ 9997\",\"tleLine2": \"2 25994 98.2007 30.6589 0001234 89.2782
18.9934 14.57114995111906\",\"validTimeRange\": {\"startTime\": 1620254712000,
\"endTime\": 16208595120003}3}]1"
}

il : FEB API B #1TTE (TLE) &4 ephemeris 48


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
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}

BB DescribeEphemeris B CloudWatch B4 3B FENERHEHNRE BB
M\?Eﬁ'ﬁ‘fé‘c BFRLEHEBIERE , THEEHIES ENABLED , I o] AR BITHEIE A

FEE , ELR259948 6% | TLE £+ FTA TLEsH ) NORAD ID BERSEHE EHE Space-
Track E¥EFIEIRE NORAD ID,

g4l : $& S3 T L& Ephemeris X

B LB BIE R FIRNY4 S8 | EER S3 @FETE L& ephemeris 8%, AWS Ground
Station R REMENH4. B PREBERMBNFMEN AWS Ground Station , FF2E : BAR
AWS Ground Station FIFREEE ¥} N

AR 2% S3 178788 £ & OEM ephemeris 1=/ &4

s3_oem_ephemeris_id = ground_station_client.create_ephemeris( name="2022-10-26

S3 0EM Upload", satelliteld="fde41049-14f7-413e-bd7b-EXAMPLE@1", enabled=True,

expirationTime=datetime.now(timezone.utc) + timedelta(days=5), priority=2,
ephemeris = {

"oem": {
"s30bject": {
"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem",
}

1)

LA 21 DescribeEphemeris B)fEE RN E RG] , ZBELA L —EEHIEXNBTER S LEH OEM
ephemeris FERY,

"creationTime": 1620254718.765,
"enabled": true,
"name": "Example Ephemeris",
"ephemerisId": "fde4l1049-14f7-413e-bd7b-EXAMPLEQ2",
"priority": 2,
"status": "VALIDATING",
"suppliedData": {
"oem": {
"sourceS30bject": {

#i5 : £ S3 17T EE L& Ephemeris Bt 49


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://www.space-track.org/
https://www.space-track.org/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
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"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem"
}
}
}
}

4| - i FRAEFIRMEM ephemeride AWS Ground Station

MERLL FRAEFRAENTREERNFEMIET AWS Ground Station , FF2BENR FRAEFREH
/9 E B E R AWS Ground Station ( AR HEEEE GitHub fE1ZE aws-samples/aws-groundstatlon-

ope)

T BR(E A WRLE ephemeris

Ephemerides ERELIEF. BHFENBANESR. ELXEe—RBAEEZEANFENTRNE. SEHF
ERgA—EERER,

BEANTEEENRRARSEXAIEFNERMEER K HBHBERARNERE., BXEFEEAEX
TMBEIEFHES, ListContacts EEI o] ABE BB R AL TR AER, MEZEENABLEDEF4HE
HEEHRNELXIERF , AeFERAREEIRENN DRSNS,

(@ Note
AWS Ground Station ¥i B {E# 2ENABLEDE F RN T ERN M E L FRKEEE
( 528 : Service Quotas), & EFEET A 5% L8 ephemeris BX , FMER ( £
DeleteEphemeris) Bf&H ( £/ UpdateEphemeris) RIEBEIEF/ ZEREEINEFFEM

#) ephemeride.

MREARBIERY  RENRRZELRMLEBENABLEDAREE , Al AWS Ground Station #$7£ 7] A
RifEAETE ( 2RB Space-Track) WTARR E 1, TR ephemeris WEEIEF A O,

MERMEHSTaEREANEZE
£ DescribeContact AP| FEBEE/ERFIN T REEFRE , RRGEHTETHE LHEREANEE,

L EF ephemeris 2 BIBFREMBE AR E RN HENBREERE , mMXBEMRSFERERPH
ephemeris, MREARZEMWNERBERATHNEREZERERA , AIHRAKEMESR/ZWIEEES 2 5

g5 : $EE EHFEFIRMHMN ephemeride AWS Ground Station 50


https://aws.amazon.com/blogs/publicsector/using-customer-provided-ephemerides-with-aws-ground-station/
https://aws.amazon.com/blogs/publicsector/using-customer-provided-ephemerides-with-aws-ground-station/
https://github.com/aws-samples/aws-groundstation-cpe
https://github.com/aws-samples/aws-groundstation-cpe
https://docs.aws.amazon.com/general/latest/gr/gs.html
https://www.space-track.org/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
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BE, EVRSERRRXENEEEBRERE. BRIt , RMBBEE LEEH ephemeris BR X
ZREMF ephemeris 2% , BUBFEFHERER R BEAZ, £ DescribeContact API , ] LA LLEBIEREY
PEREBAR AMEER visibilityStartTime startTime endTime# , LA ER 5 3 K /UL
HIDEZIMREN R TMTMEEFERANBE AT DvisibilityEndTime, MRERZBECEM B HE
BARRMEE (M)  BESESEETEER 0¥, BUEABITBEEHEE , BUENBESTREEL
BA., IEBUEBBNEFEFRERN , 528 : Ground Station FAQs,

HSEENE T RFEER

AWS Ground Station 4 EE 2 A B el TR TR | 1EBF I GetSatellite 5§ ListSatellites B
ERBEEN, EME S EHSERE BB EAT ephemeris WHEER, HERFEPEEHHEALEE B
BETEEMEPEER AWS Ground Station BRI EFEHEERTE,

BEREZRAEEE sourcefl epoch 1. epoch 2% Space-Track RERHE 1T TEEM epoch ,
BBl iEfE AEEFEENEIF,

E15T ephemeris sourcef9{8% , "CUSTOMER_PROVIDED"If#f ephemerisId {2 & Mt — 5l
o LErE— BT o] AR IEIB DescribeEphemeris BIfEFE A ERFHEE R, WR7E AWS Ground Station
i#Ei1B CreateEphemeris B){E LB E BB ephemeris £ , Rl EEZEAname L,

WEBAOEE , BRERENTRMER , AWS Ground Station R It {EE MY E R R R API BFIEE/EA
TRMEENMIRE,

{# i 785% ephemeris GetSatellite/E[ol & £ 1Y &5l

"satelliteId": "elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/elcfe@c7-67f9-4d98-
bad2-06dbfc2dl4a2",
"noradSatelliteID": 12345,
"groundStations": [
"Example Ground Station 1",
"Example Ground Station 2"
1,
"currentEphemeris": {
"source": "SPACE_TRACK",
"epoch": 8888888888

WEHENBMETREER 51


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
https://aws.amazon.com/ground-station/faqs/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListSatellites.html
https://www.space-track.org/
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Epoch_(astronomy)
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£ 85T ephemeris BYGetSatellite## E &l

"satelliteId": "elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/
elcfe@c7-67f9-4d98-bad2-06dbfc2d14a2",
"noradSatelliteID": 12345,
"groundStations": [
"Example Ground Station 1",
"Example Ground Station 2"

1,

"currentEphemeris": {
"source": "CUSTOMER_PROVIDED",
"ephemerisId": "elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",
"name": "My Ephemeris"

EREFRREREER

ELLEBRITERMERNK , ca8BEX S EFE AWS Ground Station £ AR T RIEEHR.
AWS Ground Station TEBXERAERERKEELR , EXBIRERA. RBHENEFREHATRKMEE
BAREAR/LE. AWS Ground Station s N &5 H B siF FIRET R ERIB S E 2 REVBHEA |
BB R < R MAERREHEERTA,

EEEFRRTRRRM Space-Track M E R | BFEMIT FIHEHP —REHE -

- MR ( £/ DeleteEphemeris) &M ( £/ UpdateEphemeris) FIERANE FRHEN TEMHE
¥, BATLAER ListEphemerides 5| B FIRENEER T4,

- SRMERAEFREANTREEMBEH.

IBA LA I GetSatellite jﬂiﬁi”ﬁ EﬁﬁEE’J ephemeris & , LA source EfE AR
ephemerisSPACE_TRACK., MERREEMNFMEARRTREER , F2H8

A 85T ephemeris fGetSatellitefd £ &l 52


https://www.space-track.org/
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UpdateEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
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ERHERRE

AWS Ground Station fE A EEZRARREBERRE , URAERNSEREE, SEHHEBHE
RERHEENEERT, BERPLEES  FERH HERRRantenna-downlinkEiXE s3-
recording, antenna-downlink EifARBFEARLERNSH , BIRBEZNVE LI ELE
B, s3-recording KRB EWEAERNERDR , WiHFRE S3 RETFEP, EENERR
BEEBREENERE BBt RF EREFIRNE S3 RETENER.

EEBERES  BUUBUFZERRERREENER, THESHRANMREEE EEEAN
Hih AWS EJR AWS Ground Station , WIRHEBERRENES, NESESRTANFMEER ,
SREEEHEARREREWHEE |, 55268 #£H8 AWS Ground Station fA5E,

i
« AWS Ground Station &¥FHEHRE
- FRABEESERZ

Z%E Amazon S3

% E Amazon VPC

% E Amazon EC2

AWS Ground Station X FHEHEE

FIEERREEENERERIRNENRENRE. EERANFAEASEFEENARNBRMRS
&, UTHERAANRSEERRENKN,

+ antenna-downlink
- (BEE/R 54MHz) ERE L VITA-49 FARER/IP BXBHENERR .
« ( 38 greater-than-or-equal-to 54MHz) ER& L5 2 AWS Ground Station fFH 3R KT,
+ antenna-downlink-demod-decode
- ERSLBRA/MBER/IP BXHIHFEXR.
- RiRLETT
- ERMAL VITA-49 AFER/IP BAHIHNEARN.
« antenna-uplink-echo

- BEREL VITA-49 FRERIP A HBHEARN,

AWS Ground Station EXFH R H 53


https://www.vita.com/Standards
https://www.vita.com/Standards
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ERABEREERRZN

AWS Ground Station & [E 15 & ¥l X {J T 8E o] B B E G B BHE R IFEX ZEE/7 AWS Ground
Station XM AWS B, ERXRTEBULSERREHETE — AWS EBiFA , WFEAWS Ground
Station i & &N A B {E{ AWS Ground Station Lt HEFZBELE A

1£ Amazon S3 RFEFE P EWENEZERIE | BAIFTA AWS Ground Station S 81 [& 15 &8 7 £ A
ESEIFHER 3T, AWS Ground Station € A EE IR EE.,

P& antenna-to-destination[E 13 & A £ ;| AWS Ground Station REBRE R G EEIHER ZHZE Amazon
EC2, Wi ETTEEH —WHRIZE,

FRERRERENBEREEERRFZE Amazon EC2 F85& A T 1E T Fllantenna-to-destination [& 18] A {5
A%

o BRI (BXEB) BiF (us-east-2) TEB AP (BR#HR) [E1F (us-west-2)

- XEBED (REME) B (us-west-2) EXERE (H%H) EiF (us-east-2)

EEFABESERRNE Amazon EC2 #{TER , X EELB RN AWS EiFHE Y ERRIZiR
2} . Hdataflow-endpoint-config#t 818 E AH I #Y [E 13

THRAEZRABRHEMITNXERBANI NG A,

Method of Receiving Antenna Region Receiving Region

B EMA AWS Ground AFBAWS Ground Station &1
Station AWS Ground Station

vE

Amazon S3 &3¢

B EMA AWS Ground AFBAWS Ground Station [E15]
Station AWS Ground Station

vE

AWS Ground Station Amazon
EC2 R ERER

Amazon EC2 L& R HRIZ iR
%E*

KEIRER (M) B (us-
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KEIFER (REM) B (us-

west-2)
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*R 5 H #Y E fbantenna-to-destination [E 13, & E4F % #Y Amazon EC2 FIE B E., MEMARE |, BE
EEFHHZE <aws-groundstation@amazon. com> B#& M,

5% F Amazon S3

BRI LAE A Amazon S3 fRFET B RZWAER B T1TEAS% AWS Ground Station, HEE I B #ith
s3-recording-config , A ERESMISE Amazon S3 HEZETEM IAM A€ | A EIZE AWS Ground
Station #ERE AR FETE,

Amazon S3 # S 4HRE INFE Amazon S3 EFETE. IAM &5 AWS Ground Station #HEEZE 17 YR
#l , FESE

% E Amazon VPC

ARE VPC WaBiERBELAEENEE. WERATHE , 28 Amazon VPC EAEEM.

EAREGH | FRPEM Amazon EC2 MERREZ KB MME VPC AEE. AWS Ground Station

TEETERNRENZAXNE - BEHSEERNRERSKRIEABE— EC2 KR, ARERMERRE—
EC2 #Uizs , AMBEFRRZTWAEEHRE. MEKFEREN VPC MEREH |, FSR SHER%
EAELERE,

% Amazon S3 55


https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html

AWS Ground Station EREER

£/ AWS Ground Station {XIEFERH VPC #HEE

Region AWS Ground Station !

Elastic Metwork Interface

H’ Security |

Elastic IP group

Private subnet
m EC2 instance

AWS Ground Station
Agent

IEHEEERSIRBATFIIREN AWS Ground Station KEBREXNHITEE, AWS Ground Station
REEBRNE2ZER , REEHEIRMEN AWS KMS £#@nZER ., SEEMEHSHR AWS BKRE

B RIR KRB EET B Amazon EC2 51 IP (EIP), BERIEEBIEREMN Amazon EC2 B R
M (ENI) EIZEW EC2 #1TEIE. Amazon EC2 &M EC2 #1TEE L , EL%EM AWS Ground
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Station R EEREMZRENER I HTEIXERMEE (FEC) LERTEMRENER  REBHERXSE
BHEREDIEERN IP FEEE,

UTEESERE VPC HUH#1T AWS Ground Station EIRA BRI , iIEHE—HNREEE,

ZEEHE - BREEER AWS Ground Station REMNZ 28 H, ZEEEAS UDP BARE
MR IZIE Dataflow WG E B AP IS EN R ERIEEHE, AWS Ground Station 2#E AWS ZEFH
BE | BIEHNFFTRHI AR AWS Ground Station IP tbiit, T MMEVKERE EHAY PrefixListld #Y
HMER  FBEAWS ZEFEHFE,

SEMRERE ENI - BFER L RRSFFAHEN ENI BB, YiERNEELAE FBEBTP.
T %! CloudFormation #3727 &5 404r] 2 37 A< B ATk B9 B REER e o

ReceiveInstanceEIP:
Type: AWS::EC2::EIP
Properties:

Domain: 'vpc'

InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId:YourVpcId
SecurityGroupIngress:
# Add additional items here.
- IpProtocol: udp
FromPort: your-port-start-range
ToPort: your-port-end-range
PrefixListIds:
- PrefixListId: com.amazonaws.global.groundstation
Description: "Allow AWS Ground Station Downlink ingress."

InstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: ENI for AWS Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: A Public Subnet

ReceiveInstanceEIPAllocation:
Type: AWS::EC2::EIPAssociation
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Properties:
AllocationId:
Fn::GetAtt: [ ReceiveInstanceEIP, AllocationId ]
NetworkInterfaceld:
Ref: InstanceNetworkInterface

BEERMRIEREA VPC HRE

i F Region AWS Ground Station
I:Fitj
Private subnet Private subnet

E EC2 - Receiver E EC2 - Transmitter

Dataflow endpoint Dataflow endpoint
application application

4 A 4

Elastic Network Interface 1 Cross-Account
Elastic Network Interface 2

Security Group 1 Security Group 2

FHEHEERNSRHEFERBNERNRERHEAENMTHERE. A% 6 ENEBEBERS Amazon
EC2 BEMAAE S E (ENI) 1 A/ VPC 3% AWS Ground Station, A% , B EEBEEZD
Amazon EC2 #1T{EEEAY ENI B;EZH EC2 #1T{EHE., Amazon EC2 A& , ZEMNERREIRMIE
AREASKEEXIGEREFEEN IP FEEER, HMEFSBRELRENRE,

LUTBEESHERE VPC #ITERRERMXNE  EHE—NREEE,

IAM & - IAM &2 Dataflow i%ZhHI — , AEEREBRY, AREIEIRE ENI Y i§HE#E
Z AWS Ground Station Amazon EC2 #M‘HI 28 IAM B,
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LREFE 1 - L2 BESEET ENI, 3% ENI HSEZERS FH Amazon EC2 #1TERRIERHE. ©F
E £ dataflow-endpoint-groupB# A F1EE W ERIRE F AFFRBEZ L8 4H 2 1) UDP RE.

MM SAE (ENN1 - BEELLT B 1 Btk ENI BB | WAAHERERE FHRETF.

TR - BFERRIRFE P Amazon EC2 HITERHNBEEMREEL A —ETAN IP ik, MFF
Mg R/FFAER | FF2E T CIDR &3

T2 FHE 2 - £ Dataflow i B RS2 E L Z 28, LhZEBHESERES ENI, 3% ENI AWS Ground
Station # AR E R A EZKIRSE,

Ef - MFEEERERIERHNFRENR  F2REABEESER T,

T % CloudFormation &2 7~ € 40 {a] 2 37 AN B Pl 9 B REER HE

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
Vpcld: YourVpcId

AWSGroundStationSecurityGroupEgress:
Type: AWS::EC2::SecurityGroupEgress
Properties:

GroupId: !Ref: DataflowEndpointSecurityGroup
IpProtocol: udp
FromPort: 55555
ToPort: 55555
CidrIp: 10.0.0.0/8
Description: "Allow AWS Ground Station to send UDP traffic on port 55555 to the

10/8 range."

InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: YourVpcId
SecurityGroupIngress:
- IpProtocol: udp
FromPort: 55555
ToPort: 55555
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
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Description: "Allow AWS Ground Station Ingress from
DataflowEndpointSecurityGroup"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per

dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - Dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

% E Amazon EC2

B 1% VITA-49 Signal/lP BRI VITA-49 Extension data/IP EEEIE#EEXE Amazon EC2 #1T1@

§2 , T 88 %A AWS Ground Station KEEARERRERERN. RBENEFESER , BTN EREE
B —E#TE8 L#1TRIN (FE) EERI BB ERERE (SDR) , AELARFEFHEM EC2 &
T{E8E., BIFEMLEEW FE X SORBEASEAEEENEE, NFEREERRINFRER A F2
B AWS Ground Station X FE R Ho

BRI ERNAABIET , B2 H AWS FRBHEH.
RENE RHRE

AWS Ground Station 12t % REVEREE |, LAE{L Amazon EC2 TR HERE.

AWS Ground Station {XEZR

AWS Ground Station KEEASZREMLHPEIER (DigIF) TTER , W HAERNWERLIRA TS
BR

« & 40 MHz % 400 MHz $8E /) DiglF T1T7Zh86. MHz MHz
- BEEE, KRB DigIF ERRFE AWS M ENE[LE IP (AWS EH IP),
- FREXERRKIE (FEC) RHTENER,
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- HARTFEE AWS KMS RETINE , MRBERRT,

WMFEHMMER , FHSBAWS Ground Station ERAEFEAEIED.

Dataflow i 26 FE 2 =X

A AWS Ground Station £ AWS Ground Station X#R {7 & B Amazon EC2 #1T{E B = X f4E
WERNWEBEERREN, eTHARERN LETMTT,

BB ERNERE (SDR)
BB ERNEIRE (SDR) , 78 E/EUH B E AR B EBANRAR.
AWS Ground Station Amazon Machine Image AMIs)

BTRVELZHENWEBMBERERRE , AWS Ground Station thi2HFEEEREMN AMIs, MATKE |
EHRFEIAIFEAEEERRERHHBEAREIN AMIs MEBERNEIRE (SDR), &EAILE
Amazon EC2 £ & # £F 48 Amazon Machine Image (AMls) Rt E Y , LK FeM. EF
AWS Ground Station {$¥EAMIs 2 AFH , AJLLEIBTE/NHE Amazon Machine Image (AMI) HiE S
MY , £ Amazon EC2 E# A HKE, AMIs

AWS Ground Station Amazon Machine Image AMIs) 61


https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug
https://console.aws.amazon.com/ec2/home?#Images:visibility=private;search=groundstation;sort=imageName
https://console.aws.amazon.com/ec2/home?#Images:visibility=public-images;search=groundstation;sort=imageName

AWS Ground Station EREER

{5 F Bt s A

BRI LA A AWS Ground Station ER A HEEEFEMNFES AWS SDK , mAFEER., BMBIXRNVE
AWS CLI, BAMBEMEGEENRERE, BUUEBRERBIIRS 15 2ERE. BUENEHRBERE
Bi&TEE i, NREFEANRER»EEEER , B UREK AWS Ground Station TAHE 7 #&7E
EREETEEN

AWS Ground Station X BRERBHER R, ERRBRMEAESCENEBREEN -2 , ERE
BEREXIHERE. IFEAEERERRANFMRET  F2HE £ERAEESERRZT,

EEHREEKR , YERELNER. IREHAREER , F2H0 HRBREM. ¥ ReserveContact
iF , & AWS Ground Station HEBIKEREENRR , YREERATHESELH—EER. £
UpdateMissionProfile M UpdateConfig APIs¥liEX E RN EBEFTERMEEFH 2o FEENBEAR,
MRLEEKEREFERAZTCHENBIEA , BUALFEH CancelContact BUEBE A , REEH
ReserveContact EFTHFREBIE Ao

*BUE KBRS ER | BUEBS RS ELER., WEBUEBEANEMAER , 528 : Ground
Station FAQs.

ES]
o TREHE A anIE A

T RS oy B HA

THRBSEMEPRERHUENAERES RS , URERESFFANE, TEETR

AWS Ground Station Bif& £ B R £ B HHER N E4BEES, BFB4F

= , COMPLETED, FAILED, FAILED_TO_SCHEDULE, CANCELLED., AWS_CANCELLED #
AWS_FAILED R imikRE, B ATERKRHREELR, NESERERMRTABTNFMRERAWS
Ground Station Bi#&ARRE , FSME .
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AWS Ground Station Bi4% iR &E

AWS Ground Station B##& AARRETBIERA T BZ IS A TR ERFERENER.
LU 2B & AT AEE R ARAEBE -

- AA - B ATHRE,

« SCHEDULING - Bit#& A ETEHEITHER,

- BHRE - SR HERB S A

 FAILED_TO_SCHEDULE - B#& A L HERE

- PREPASS - Bifg ABN#§BA%S , X B EEERE IR,

- PASS - Bff8 ABRIEE#IT , Y HIFRHEFEBEA,

- POSTPASS - BRAE T , EEFEANEREEER.

- BER-BIEABTER , REHESE.

o KRB - B8 ARERERBEMXK.

- AWS_FAILED - Bi##& k<8t , B4 AWS Ground Station fR# 24 &,

- BUH - Big A EEEUH,

« AWS_CANCELLED - AWS Ground Station R EBUEBHEA . KRNI HEE | IR ETRHERE
RUBEREEEERNEDH,

- BEUE - B AEBEEUE,
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£ AWS Ground Station {0 & Ih &g

W B 7 B ThEE AWS Ground Station AZRMAIRE , B UEHPAHENESHFEAEEEN G
BHEE, s STETELAEERE. BREAEBNEENHEREE A MEEFEREERRRE, A
SEBV D B IEER AWS Ground Station B T Z L RRENEBHEBEHEEREEEEL, TE
A EZUBIE AWS Ground Station APIsTI & B FEHEERERFTEREIRE.

EERBER  FERE MAGE , B RMABNS HIheE, —BEENEEMABNS ST , BRT
LASHE 8 2 B 3t T b B HERE B AR . SBATLLEIB AWS SDK ListGroundStations [E FEREEV & A # 17 EHY
W E TSR, Bus SHmELE 5 At E LA BIARAWS Ground Station fuE , F&
A TBNS S, WihHELEE, ESRERRIENFREER , SFEETRARILESFER GPS &
B, Bl , Bu2 FUEETZE PR ER R EHERRE,

A%, By BThae 2% K4 ERE R Amazon EventBridge B4 API [T FE | 20 ARFR
RAWS Ground Station £/ S4B Eb., EEEHAREMTAALENERREIREEE,
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T fREF BE AWS Ground Station

EEjR 2 #EEE AWS Ground StationA] g, ATAMMNENEEZIRE, AWS EETHERTERESR
AWS Ground Station, EI#REEER , WiE KB BEIE,

« Amazon EventBridge Events $2fitif FEIRFHY RIKBHBR , #iR AWS ERHNWEE, EventBridge
Events IR BB EHEEER K FAGTURERIRERIFESH , Y EREELENE
152 AWS HBRE+F A B BB %, IFE EventBridge Events WEHAEF , 552/ (Amazon
EventBridge Events R &IERE)

« AWS CloudTrail BN IR HFHA R AWS LIRS HE AP FEIFFEESEH |, X8R
FERERXINAELEIEEN Amazon S3 HEEE, SR LUEBIFIUANEREFMIIRE AWS, ETFEIA
FR IP k|, AR MEUAREE, NFE WEFEMEH AWS CloudTrail , 552 BAWS CloudTrail £
EHIERE) o

« Amazon CloudWatch Metrics 7 £ A R REEHERE B & ARIEE AWS Ground
Station, CloudWatch 152 A BRRIBSEE., WILHEE ID ROWER , LRBIBEAE A PR
EMER. MEFMENR , F2EEH Amazon CloudWatch 515,

- AWS FAEBEAN T ARBERTEE , LUEE AWS Ground Station E4HEH ., EEH/FEEIE
EWRAE  F2WREL, ZNEBSEAEEEREHNEAN , I/EFEHH, XEARESFH
#J Amazon Q Developer Bl K& &1 AWS Console Mobile Application#i% B4, #&t 7] LAE AWS
FRAEBHPLEFRHM, FAEREYN XEEE BTN ECERESHHEARINBENEE,

ERAT 5 EEREE AWS Ground Station.
e
« AWS Ground Station £/ 481t

- £ 504% AWS Ground Station APl 04 AWS CloudTrail
« {#/A Amazon CloudWatch {3 i54&

AWS Ground Station £ =4 B &1L

(® Note

AN ER "E#H . —F, CloudWatch Events #1 EventBridge =2+ [E #Y E 7% BR 7S A
APl, BUUERE—REREENSEASHLSEEHE B EETRENRAL
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EHTREEEL AWS B , YEBEERKES  FINEARXTREBERERZE. XE
AWS BRBHNEHELUEFRIRNAARMN. SARBEEHENRR , REFEESNESH , UARESH
HERASFEEBDYUTHEE. TEDBERN - LBFESETIIEE :

« WA AWS Lambda B

- $8M Amazon EC2 #1Ttv

- BEHEEZE Amazon Kinesis Data Streams
- BXA AWS Step Functions #RREH#E 25

- JBH Amazon SNS /=, Amazon SQS 175l

BB FRSHM — L& H AWS Ground Station 23E :

o WA Lambda BRE , BIBFEZHREBBREFE L Amazon EC2 H1TE R,

- BEBIRABEMRER , BMHE Amazon SNS TE, ELTEARERAEHBHBEREREFHE
FEHHEBEA,

MEFMER , F2B (Amazon EventBridge Events A &1ER)

AWS Ground Station SB4ER

® Note
AWS Ground Station E 4 FTE E4#8E "aws.groundstation" #4 "source" V&,

AWS Ground Station &8 H SRESEMEANEH , AXEEBFTEELHEED, Bl , AWS
Ground Station X EBHERESFEMH, ENRBRMEHESESHNETFUEREBEEH, TS
RESERENFEESA,

BH&SHRER

AWS Ground Station BV Hiis AR ERER , FRHENH, NFELREBEURRELSTZEN
HEEA , 2R TEBISE BN . BigAPERANEAERREREFARE —EBMHNESF,
tEgRE, FHARNEEEER , KRN ERRBERMFHER LS. EERECHHEREN
BERRERMFAR  SUNREEENNEEREHMBREKRE.

TEE RS BB AR EAEMERRERMEE R LARENEH.
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‘\ul ‘\1;, ‘\1; ‘\1;, ‘\1;,
Hhr h* Th™ h The
Contact Status SCHEDULING SCHEDULED PREPASS PASS POSTPASS COMPLETED
.._\]’f _‘\]“’, _‘_\Lf, 1‘\13,
- - - : - : - -
R i he Th™ e
Dataflow Endpoint Group Status PREPASS PASS POSTPASS COMPLETED

time

¥

Legend

%

- =~

‘s

AWS EventBridge
Event Emitted

Ground Station Bf4&iRESE

MREEBEENRERNBZEEREBFATRERE , EUURERAREEBCLEE, MREERE
WEHERERENWMHEEBEN , EEAFAMIEEEE., IRERERKRIELEHREE | BB

B %5 E 8 M contactPrePassDurationSeconds Hl contactPostPassDurationSeconds. EH&Ei%
PEISHERERNESE,

THRHAREGEH,

"version": "Q",
"id": "@1234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
"arn:aws:groundstation:us-
west-2:123456789012:contact/11111111-1111-1111-1111-111111112111"
1,
"detailType": "Ground Station Contact State Change",
"detail": {
"contactId": "11111111-1111-1111-1111-111111111211",
"groundstationId": "Ground Station 1",
"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-
profile/11111111-1111-1111-1111-111211112111221",
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"satelliteArn":
"arn:aws:groundstation::123456789012:satellite/11111111-1111-1111-112121-1211112121111211211",
"contactStatus": "PASS"

FcontactStatusE&H T B AIBE{Ethe section called “AWS Ground Station Ef#&AREE”,

Ground Station ERIRERHMFHEREESE

NMREEEFEAERRBRMFERBEBERBHITENDE , BULRE KRULBEBHITHEE.
L*%,U\EJL‘IL,{EIEIEEﬁﬂmL Zin MAAAREEERHTIRNEE, IREVECTWRIELSHEE

, A EBETE contactPrePassDurationSeconds # contactPostPassDurationSeconds H & ¥}
iz ”*”‘Eﬁﬁ%ﬁo HEHFEXZEENRERBFEANEE,

AT R &8 61,

"version": "Q",
"id": "01234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
"arn:aws:groundstation:us-west-2:123456789012:dataflow-endpoint-group/
bad957a8-1d60-4c45-a92a-39febd98921d",
"arn:aws:groundstation:us-west-2:123456789012:contact/98ddd10f-f2bc-479c-
bf7d-55644737fb0@9",
"arn:aws:groundstation:us-west-2:123456789012:mission-profile/c513c84c-
eb40-4473-88a2-d482648c9234"

1,

"detailType": "Ground Station Dataflow Endpoint Group State Change",

"detail": {
"dataflowEndpointGroupId": "bad957a8-1d60-4c45-a92a-39febd98921d",
"groundstationId": "Ground Station 1",
"contactId": "98ddd1@f-f2bc-479c-bf7d-55644737fb@9",
"dataflowEndpointGroupArn": "arn:aws:groundstation:us-

west-2:680367718957:dataflow-endpoint-group/bad957a8-1d60-4c45-a92a-39febd98921d",

"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-

profile/c513c84c-eb40-4473-88a2-d482648c9234",
"dataflowEndpointGroupState": "PREPASS"
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}

dataflowEndpointGroupState FJEERVARRE R HE PREPASS, PASS. POSTPASS Hl COMPLETED,

Ephemeris B4
Ground Station Ephemeris AREEEE

MRS EETRMEEEREEHTEE , BUURERIREBLLLEE, EVELHATTIENE
£, LAEIFEE R M EUARRE, Bl | BT LUE ephemeris B ERE BB E A BT EEENABLED,
HEHNBISE LETRMEEHREEE BHE,

AT R &8 6

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "Ground Station Ephemeris State Change",
"source": "aws.groundstation",
"account": "123456789012",
"time": "2019-12-03T21:29:54Z",
"region": "us-west-2",
"resources": [
"arn:aws:groundstation::123456789012:satellite/10313191-c9d9-4ecb-a5f2-
bc55cab@50ec",
"arn:aws:groundstation::123456789012:ephemeris/111111-cccc-bbbb-a555-
bcccca®05000",

1,
"detail": {
"ephemerisStatus": "ENABLED",
"ephemerisId": "111111-cccc-bbbb-a555-bcccca®05000",
"satelliteId": "10313191-c9d9-4ecb-a5f2-bc55cab050ec"
}

HY I REsiRRBephemerisStatus@¥E ENABLED, VALIDATING, INVALID, ERROR, DISABLED,
EXPIRED
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£ 524% AWS Ground Station APl 04 AWS CloudTrail

AWS Ground Station B 82 fRIEE S AWS CloudTrail , lWIRISREHERE, AGH AWS REEH
R ERERHY B VERC 8% AWS Ground Station. CloudTrail €% AWS Ground Station BYFFHE API FEALHEEY
AEH, HEHEWEFER AWS Ground Station EZRA KA | L& ¥ AWS Ground Station API #
ENRERBEWN, MREETHER , AITTLUE CloudTrail B4 EFERFE Amazon S3 #EFE | &
¥& BEH AWS Ground Station, BIfEZRREREEMRE , KA LUER CloudTrail TEAFHNEHEE R
HERAETEMN. £ CloudTrail WEMERR , AT LAHIETR HAYEER AWS Ground Station, BHFE
KEY IP bk, REFBRIALS, REFBROER , ARHAMFHAER.

EEE—5 T # CloudTrail , 2B AWS CloudTrail (FEHAEERE) .

AWS Ground Station CloudTrail FHVE A

EIEREYN AWS IRFE , €EEMIRE LA CloudTrail. EJEEIE 284 F AWS Ground Station |,
ZIEEBEEERIE CloudTrall E4H |, UREBHEBS EHFFHVEMRKE AWS B4, ERILE AWS 1§
FrhgiR, BENTHERIONEN, NEHMER , F28 (FEH CloudTral EHRB S LHEREE

) https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html,

EERERKE AWS IREFHNEH | 315 HEH AWS Ground Station , FEEIIBHE, RREEEH
CloudTrail # A FE R ZE Amazon S3 fEFETHE. RIFFER , EAEIEAEIEMEKE |, Bt
ESERIIFTE AWS Bif, RRERHEAWS PEEFMERENENH , WA HRERINLERE
EM Amazon S3 fFZETEE. AL, BAILIEREH M AWS BRI , At —F 5 M FEE CloudTrail B
FATRERNEHER, MEFHENR , F2ETIAS :

- By BMAEIE
 CloudTrail XEWRENES

« ER7E CloudTrail B Amazon SNS &l
. EZ{EEEEIW CloudTrail BFEFER , ARKEZEIRF#EW CloudTrail BFFER

CloudTrail €52 8FFH AWS Ground Station B)¥E , WFE#TE AWS Ground Station APl Z2Z 1, 4l
in |, ¥ ReserveContact, CancelContact # ListConfigs EjfEZ KM ETE CloudTrail i@
BERPELEER,

B-EEMIARERFE TS ELFRENENA. FoERATHEHE THIEE

EREMFEHABIER AWS Identity and Access Management (IAM) R EEAERHEH,
REZFERE , REEEATHEACEHME I EFAENERELRE.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
Welcome.html
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- BEREABHHEM AWS RBERE.

WMESHMER , 5528 CloudTrail userldentity JTT#,

T 2 AWS Ground Station AEERIER

B —EEHRE  EBEEHUBARERNERARSEEIEERN Amazon S3 f#FET#8, CloudTrail A&
Fﬁ?’?@ —FZEEFER, —AEHAEMARFRRENE—FR , XIEFREE. FROBHPME

5, FERBEEEH, CloudTrail BFEIIEMRAE API R HEEEMEF , Rt ASLUEAEEIE
f%'d:lfﬁo

LT EHE RN ERETR ReserveContact EfEM CloudTrail BEEER

&3] : ReserveContact

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-05-15T21:11:59z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:ro0le/Alice",
"accountId": "123456789012",

"userName": "Alice"
}
}
},
"eventTime": "2019-05-15T21:14:37Z",
"eventSource": "groundstation.amazonaws.com",
"eventName": "ReserveContact",
"awsRegion": "us-east-2",
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"sourceIPAddress": "127.0.0.1",
"userAgent": "Mozilla/5.0 Gecko/20100101 Firefox/123.0",
"requestParameters": {
"satelliteArn":
"arn:aws:groundstation::123456789012:satellite/11111111-2222-3333-4444-555555555555",
"groundStation": "Ohio 1",
"startTime": 1558356107,
"missionProfileArn": "arn:aws:groundstation:us-east-2:123456789012:mission-
profile/11111111-2222-3333-4444-555555555555",
"endTime": 1558356886
},
"responseElements": {
"contactId": "11111111-2222-3333-4444-555555555555"
.
"requestID": "11111111-2222-3333-4444-555555555555",
"eventID": "11111111-2222-3333-4444-555555555555",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "11111111-2222-3333-4444-555555555555"

£/ Amazon CloudWatch #RI5E

EBEHAE , AWS Ground Station & B By fEEVE Rl i% HEIX E CloudWatch 1T 047, &R LAE
Amazon CloudWatch 12 & PR SN ER. WFEFE M CloudWatch IEENFMEN , FSEEA
Amazon CloudWatch 18,

AWS Ground Station IEEMEE

B Rl LR AR 7

THIEERT# B AWS Ground Station.

(@ Note
HH R EIERIURN EEFEA AWS Ground Station HIZhEE, BIREHERE  ErRsEERH
UTHEENTFE.

f# A Amazon CloudWatch #R{51E 73
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Satelliteld
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1iE IR b

SymbolTimingRecove 5. Config, Satelliteld R S SR A ek =

ry_Locked RFEFREREE
R, BREAR 1,
iR BR 8K E BF RR E
50

By . BN

SymbolTimingRecove 5, Config, Satelliteld fhET R R SR Ed 38

ry_OffsetSymbolRate BARFREZ
BB, E2
RAEH bR
BMAEIREZR
EAZEMAMKLR
Rz EmBT
o

B : fFR/

5 FAMRLE 4 B AWS Ground Station ?

& 0] LAfE B T B4 E R EFIE AWS Ground Station E¥l,

Category e TR RN

Channel SEBENEEEZE—. =, | (FH) M Q (EX).

Config RETITHFABEHELE arn,

Polarization BEBENELEZE LHCP (ZRIE&{t) 5 RHCP
(BRIE®&L),

SatelliteId HE ID I2BHEEEN ARN,
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B8 BE

BAEBLEERRN K BELIZEEREERENTERENIEE, ERIENZR , BiEPHNE
EEENSFEE 3 /NFHERAERASVER., SN EREH CloudWatch EEZEEEAKIB 3 /)
RHBZEZSIENER., NREZTERGSVEREENEE K BREERIERE 3 /NEAR
BRER | A HRBAE CloudWatch 825, TZE CloudWatch R EIFEMEF , 552 Amazon
CloudWatch 8= - IEERE,

b5k, BT 60 WAFMEBMEAERSTIELSRUELEAERERNESA  MATERFTEETR. A7
REAEENER , BEREE 60 ViBRBREER.

Pass Metrics 2020-03-16 (20:23:00) - 2020-03-16 (20:3411) ~ | Line - Actions ~ ol [>)
dBm Bit/Block Error Rate
274 1
13.2 0.5
. /A\ m .
20:23 20:24 20:24 20:25 20:25 20:26 20:26 20:27 20:27 20:28 20:28 20:29 2029 20:30 20:30 20:31 20:31 20:32 20:32 20:33 20:33 20:34 20:34
@ | RHCP Es/NO I LHCP Es/NO QRHCP Es/NO @ QLHCP Es/NO @ One RHCP BitErrorRate @ One RHCP BlockErrorRate @ One LHCP BitErrorRate @ One LHCP BlockErorRate Twa RHCP BitErrorRate

@ Two RHCP BlockErrorRate Two LHCP BitErrorRate Two LHCP BlockErrorRate

All metrics Graphed metrics (12) Graph options Source
All > Groundstation > Channel, Polarization, Satelliteld | Q Search for any metric, dimension or resource id Graph search

WEFE CloudWatch H#&%& AWS Ground Station 2B MHAEF , F2RERIEEERF.,

£/ TRERRER

1. BB CloudWatch £ &,
2. HEEEHIKD  BIEZ Metrics (1B1E).
3. 3ZH! GroundStation #7 % Z= 5,

All metrics Graphed metrics Graph options Source

Q Search for any metric, dimension or resource id

157 Metrics
EBS EC2 Events GroundStation
18 Metrics 89 Metrics 5 Metrics 14 Metrics
NATGateway S3 Usage
26 Metrics 2 Metrics 3 Metrics

4. BEFIEMNIBEHE (Hlwn , S8E&E, M{t. Satelliteld),
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/graph_metrics.html
https://console.aws.amazon.com/cloudwatch
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All metrics Graphed metrics Graph options Source

All > GroundStation = Q, Search for any metric, dimension or resource id

28 Metrics
Channel, Polarization, Satelliteld Polarization, Satelliteld
24 Metrics 4 Metrics

5. Al metrics (FTAHER) R3IFREF| R ZHPRMENFEER. BUUITTINMEE

a. HERERKRIF , BFEAEWERE.

b. EERREFEF A FENEEFMERBMOYKISR. SEZITEER  FENENRERE
5P B BCER T R o

c. BEMKRERENE  HEEER ID, R%EEE Add to search (FTIEEEE),
d. BEMKRIEEZENHE 6 HEEREEZEEE , REEE Add to search (I EES),

A WREE AWS CLI

1. BRAWSCLI BER%K . MERKNHEBEN AWS CLI, 52B %% AWS CLI 5 2 i,

2. f£HA CloudWatch CLI 9 get-metric-data F3ERELETERNER , MIEEEREBNIEE , A
BRAREHELIEE,

EEHTUIRE , BT THEE : aws cloudwatch get-metric-data --generate-
cli-skeleton, EMELEBLUMTHEL :

"MetricDataQueries": [
{
"Id": """,
"MetricStat": {
"Metric": {
"Namespace": "",
"MetricName": "",
"Dimensions": [
{
"Name": "",
"Value": ""

B 5 78
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]

.

"Period": 0,

"Stat": "",

"Unit": "Seconds"
.
"Expression": "",
"Label": "",

"ReturnData": true,

"Period": 0,

"AccountId": ""

1,

"StartTime": "1970-01-01T00:00:00",
"EndTime": "1970-01-01T00:00:00",
"NextToken": "",
"ScanBy": "TimestampDescending",
"MaxDatapoints": @,
"LabelOptions": {

"Timezone":

3. FEB#HIT HIEATAK CloudWatch $§#aws cloudwatch list-metrics.

MR EHIEFE B AWS Ground Station , FEEZESEOESSTHEEMNEY -

"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "Polarization",
"Value": "LHCP"
},
{

"Name": "SatelliteId",
"Value": "arn:aws:groundstation::111111111111:satellite/aaaaaaaa-
bbbb-cccc-dddd-eeeeeeeeeeee"

}

iy
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® Note
H 7 CloudWatch BRI , 21R&EF EXER LR EEIB 2 58 AWS Ground Station , £l

LEEFIREAJAEENERSE , LEEEH B ZHHPSKAWS/GroundStationiEE
BWMEE. WFE CloudWatch RHEINFMAER , F2H : R THNER

4. EBHEESBR2HEIHN JSONER  UFELE 3PS EE , 0 SatelliteIdH
Polarization 888, ttoh , FHAES StartTime., H EndTimefd , AFESEHEBELE A, B
-

{
"MetricDataQueries": [
{
"Id": "receivedPowerExample",
"MetricStat": {
"Metric": {
"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "SatelliteId",
"Value":
"arn:aws:groundstation::111111111111:satellite/aaaaaaaa-bbbb-cccc-dddd-
eeeceeeeeeeee"
},
{
"Name": "Polarization",
"Value": "RHCP"
}
]
},
"Period": 300,
"Stat": "Maximum",
"Unit": "None"
},
"Label": "ReceivedPowerExample",
"ReturnData": true
}
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1,
"StartTime": "2024-02-08T00:00:00",

"EndTime": "2024-04-09T00:00:00"

(@ Note

AWS Ground Station 1R1BHE1E , 5 1 3 60 W EMH—IXIEE, MRPeriodBVHENR
BENZGHE , IFTSEEEE,

5. aws cloudwatch get-metric-data AT RPEIWEARBERHIT . UTRMEEHH,

aws cloudwatch get-metric-data --cli-input-json file://
<nameOfConfigurationFileCreatedInStep2>.json

ERSREBSPHREREL —BREM. LUTRA AWS Ground Station 1515 H#Hl,

"MetricDataResults": [
{

"Id": "receivedPowerExample",

"Label": "ReceivedPowerExample",

"Timestamps": [
"2024-04-08T18:35:00+00:00",
"2024-04-08T18:30:00+00:00",
"2024-04-08T18:25:00+00:00"

1,

"Values": [
-33.30191555023193,
-31.46100273132324,
-32.13915576934814

1,
"StatusCode": "Complete"

1,

"Messages": []
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MERZE AWS BEREEXIEF. 5AAWS BF , BRI HSRERTOMBIRER  XRBEETR
EREZEBEBABNER, AWS BRHZ2BENTENIIEE , HEHBRERRLBE, ELTEMINEE
TeEERet, HEEE, FREANENZEM,

£/ B AWS Ground Station , BERESERBERRKEER W E Fend-to-endNZF, AWS 124 API, 7]
FREASMZBNMERMRE, WFE AWS Z2MHNFMEN , B20 AWS Z2BNMEEE,

R EA TR T BMAREERN B,

FE

 H9 Identity and Access Management AWS Ground Station
AWS #y ZEBZE AWS Ground Station

£ A Ground Station HIRIGERE AR

I EFREE R INE AWS Ground Station

S B E R % AWS Ground Station

B Identity and Access Management AWS Ground Station

AWS Identity and Access Management (IAM) 2 AWS fR# , AIHBIEE E R thinH¥ AWS &
BRHEE. IAM EEEWRGIEATETRE (BN ) MRE (EFHFT) XREA AWS Ground
Station Eif. IAM 2ETLUREMER AWS RS 89 .

£}

- BEHR

ERS D HE

EABREEFIE

AWS Ground Station A £ 1AM

Y 5 5 BUBUEE &5l AWS Ground Station
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BEREHER

&5 AWS Identity and Access Management (IAM) A REEARE , BURREHITH THE AWS
Ground Station,

BRIEERA & — MREMER AWS Ground Station FRIERHITER , FHNEEESARIRHMENEAE
RIFEFR, EERMFEAES AWS Ground Station HAERBIT TR |, BRIEEEENNGT, THER
WEB AR RO EESREREMBNETR, &2HE%FH AWS Ground Station I EIBIHEE | &7
2/ ¥ AWS Ground Station & 2 M EEE THER B,

REEES - MRMEEEF /T AWS Ground Station KWER , IBOJRERER MY TR FZEUE AWS Ground
Station, REVERE 2 ¥ ETARTS & EEFEEUHL AWS Ground Station ThEEMER, EE |, BH4EHK
ERERBEN IAM EEE , REFERBEFEAENT T, RELEELNER , TH IAM HEXRHE
2. EEH—STHMELRINAEE £/ IAM AWS Ground Station , 28] AWS Ground Station 201
fAIER IAM,

IAM B8 : IRER IAMBEEE  BRLEENMAREBERLLEE AWS Ground Stationfz ERRERY 5%
HER. HEERIBETLUE IAM REAB L AWS Ground Station &7 ABRBHBERES , F3E 1
5o BB E B AWS Ground Station.

EF & 2 B

BErBREBFEEAWS FHAF S BRRBZANAR, BHSALLAWS IRFRERES D, IAIMERES DR
RBE IAM AERERE (ZEA AWS),

BOERZERE D RREENEE , UBESED AWS B9 8D 82859 FEA . AWS IAM Identity
Center (IAM Identity Center) fEfi#&. B RRMNE—BZASDEE , LUREH Google =% Facebook &
ABH  HEHWESEONEF, BUBMSEIBAE  SHNEBEEANCRESH IAM BENHE 5
2. BEMGABE AWS B ER K, £EBERTIAG,

BIENFEREREME , B LLZ A AWS Management Console 5, AWS ZELA O#@iE, MEZE AN
FHES AWS | FBEZEAWS EA ( FREEE) PHNAEAEEN AWS RS

WMREL AWS BXFZFTHFRFER , AWS ERMHHKBEZEH (SDK) Man=3IRE (CLI) , KUfE
BEH BRUBRBRZSREZBLENGER, MEETEHR AWS T2 | AIXERTEEFER, 0F
SEREBENFEBTEEFRNFHENR , F28 (AM £REER) PHEAR AP FERHAWS
Signature 28 4 ko
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EREERAES S REL L SURBFERMENNREMEN. flln, AWS EREFERZE
EZRE (MFA) RESIRFNEZEME., WFEEZEF , F2E (AWS IAM Identity Center £/ &5
M) PHZEEZBREN (AM EREERE) T8 IAM FIAWS ZEEZME.

AWS IEF RERE

BY B AWSIRF , B8R —EZEASG DS , XS ATBEEFRIRFPHMAE AWS B MEIR,
L&A AWS 8k F Theroot fEA & , ALEIBEREARELIRFHNE F B4 u MZEBEARE
H, BMEBETEUREAERERRER. RELNREAERE , YK EARIATAERHRER
ERTHER. WEEBLEIBNTREE , TREURERAERANGEE , F28 AM FAEERT
MEZEREAEBIFNER

BEeD

REREER K ERALECRE  RTECEESFIENERE K ERSIRMENBS AWS &
% 5 20 RAEF BB RAFEL o

BEGosRRELBLEFEAERHK. Web 1R AE. AWS Directory Service, Identity Center B
SHEAEABERS D KRB EE AWS B#H FENERE. EBE 527K AWS IRF |, ©
BRI AC K MACLERMUERZEIAEHR.

HREFXEREEE , RPEZEEA AWS IAM Identity Center, XTI ELIE IAM Identity Center #
BAUMGHENEE  CUNEENESIEECH S RRPH—HEFERAE AWS 1RFE MEHE , UE
EE MERAEXFFEA, WE IAM Identity Center BIEHAE T , 55289 AWS IAM Identity Center

FEHAEEEPHEER IAM Identity Center ? o

IAM fi£ i & M A48

IAM EAER PHE D AWS tkRF , EAE-ASSEBARRNSEN . ERERTRKERNE
&, MARERELRYBRE PINEBNEFNEER) 09 IAM E£AE, ERURBECARIIZENRER
REBEN AM £AE  ERECHPAENSR. NFEZEN , F2E AV EAEEETHATER
HBENERARIIERRBRTFMER.

IAM B#ER —BIEE IAM ERESEN S D, SREUFESHEE, EUNERFEER-—XAZ
BERAEEENT, HEATREEABREAEFTNEFEEEARS. flU , BABEE—EEA
IAMAdmins HYEFE , Wi FEREHEERE IAM BRI,

EREREAGTE, ERAEASHRE-ASIEAENEZLEN EACNENREARAEECHA
EHE. EAEHAXKANRUER K CARERHAKKER. NWFEZEHA , F2R (AM £/ %
R PR IAM ERENER RS
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IAM B

IAM AR FEERERT AWSIRFE 825, TELIAM EHE , EFESENASHER, 2E
5L FIEE IAM B AWS Management Console , A LA RFEAETIRE IAM A6 ( E2A ).
B LUEB AL AWS CLI 2 AWS API 2 EEA BT URL RigEAC, NIEERAABNEEFHE
#A, B2E (AM EAEER) PHNEBEACHNEE,

FRBEEEN IAM AGETHERHIEEER :

- BESoFERAETFH — NENBRESSSERSTT , FEVAG , YARCERTT. EHEEDE
TEYHRER , X/ SHEACEVER , YERTHAGERNGT. NEEHRHSACHNHERE
A, w2l (AM EAEER) PHAE=S5oRHE #e) BX A, MREFEA IAM Identity
Center , IZREREHNATE, ARFSFIREFRAUFIHAZS , IAM Identity Center #5F 7] SR EE
IAM R A EHEER . MEGRETISENEN , 528 AWS IAM Identity Center £ F ISP T
G

o HEFIAMEAENT - IAM EFAESRAETLUETE IAM S REFHESEEXEATRNTT,

- BIRFEIE : BALUER IAM A8 |, AFTEIRFRHEA (FENERE) FRERFHER.
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(IAM EREER) T8 1AM PR EIRF EIRFE.
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AT A SRR,

. PRI EIBE SCPs) - SCPsE JSON B , WIS in. FAEMREMEN (OU) WEAZFT AWS
Organizations. AWS Organizations @ —BAR 7 HEMEFEEELEREE AWS IRF 2% @ R
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WNE IAM FREEBWHERBEN , F20 IAM EAEEESHN IAM 22 HEEK,

58 AWS Ground Station £ &

& EZFH AWS Ground Station 32 4& |, BA4EEE —HRENEF, BEEFAXARFEY HMBER
i AWS Ground Station ERIVFFHAEZERA AWS IRF, MREBIHHEEARMLEFTERENE 2K
R, IEREERBRNER (FAEIAR) ME , TEAMRETNAERERE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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HAERFI AWS CLI 5t AWS API BSERE | BF AFRBEEEAFT. Rz , REAFFIA
B ERMITZ AP BIENBER AT,

ATHERERENAGMNMATLLER AWS Ground Station £ 4 , thiE#% AWS Ground Station

ConsoleAccessD ReadOnly AWS SEBREZIER, WEHMAER , 528 (AMEAEE
M) PHFEFAEEAE.

ARFFEREREMMAECSHFT

WESE REBMMEIBER , AFF IAM FRERAKMEMBAEAE SN AREZIERR, WBEE
AEETEA EE/RMEMENSFT , SEHA AWS CLI 3 AWS API R R RS A X TR B ER FF
A,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"jam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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]

¥} AWS Ground Station &9 MEFEEEITHEZ B
FERAUTERARBBEZE MG EMSEHA AWS Ground Station 1 IAM BEAJEE N E R REE,

TE

« BRAERERE PHITEHIE AWS Ground Station

o RAEEBHIT iam:PassRole HIIZHE

« REERF LA AE AWS IRF FHFHA AWS Ground Station &R

RAREBRER PHITEE AWS Ground Station
MREBWRERS  SHERERESTHE , EHOBERSLEER , REFEHITHE,

T5IgEFIgEsR g Emateojackson IAM EAEERERA TR ERE —BERE ny-example-widget
BERWVGEMEN , BAIEEM groundstation: GetWidget FFAIBER 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
groundstation:GetWidget on resource: my-example-widget

FEHRBERT , BAFEFH mateojackson FEAEWER , AFFFEA groundstation: GetWidget &
YETZE my-example-widget BiRo

INRBEEGE , FREEN AWS EEE, FHNEEESRHENEXERE.
K AEEHIT iam:PassRole HIIZH#E

MBRKFIEE | SHEKREZEEIT iam: PassRole BIfE , BHNBELEEH , ALK ACER
# AWS Ground Station,

BE AWS i TRESREACEEGZRE A MARBUFNEBEEALIRBEEAER, NEH
THAER B ARERACEEEZRBIFT .

£ A marymajor B9 IAM EA B ERFERAEEEE AWS Ground Station P TENMERF |, 4 T 5651
k. B2, BFEERBRBEERBRBEAGR TN . Mary REKAREEEZRBENF,
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEBRT , Mary WBERAAEH , AFFHEIIT iam: PassRole Bk,
MREEERGE , BBEEN AWS BEEE, SHNEEERMENEERE.
BEEAF LA AE AWS IRF FEFA AWS Ground Station EJR

BAHUEY —Efe  BEHMIRFHINERAERNEEBATHNASTRENER, BUNEEERH
LEFYHDERAR, #HITEERERNBERIFIUEHIEE (ACL) MR , &R LUE A ARL
RRET AEFRENE R,

MEE-FTH K F2EUTRE

- ZPETH 2 AWS Ground Station SZEELINEE , FZ B AWS Ground Station ZI{AE A 1AM,

- BETHRNMAWS 1RFE EEHEN ERCBREFIE  F260 (AM EAEER) PHEEE
B AWS 1RF B 5% — 18 iR R FEER IAM R,

- BETHNEKERNFIREBRMHBE=S AWSIRF | F2R (AM EAEER) B FEUER
HInE =5 AWS IRF BB .

- WETHNMEBKE S RMUEIE , F2H IAM EAEERPNEFIEEHGEATETS
SHMENERE BESD).

- METHERAAGNEREBRETEIRFFINCENEZR , F2H (AM £REER) P IAM
Y Bk F ERFE.

AWS By ZE B AWS Ground Station

AWS SERERE AWS AWS SERERUNEENB I RESEANSEARARMHET | UEL
THUBIREH TR ERE, RANAS,

aclE , AWS XREBRTRIAERTFRECARFNFERRETT , HAELFAAIHAE AWS &
FEA. RMEREEREARFIEBNEFEEBER , MEE—SRDFFA,

REEESE AWS SEREPEZWNST, R AWS EFHZ AWS EREPERWNGT , IFHE
EPXREENTEETIASD (EHE. BENAR ). AWS RE EFHN RBIEHH AP BETH
RIRBERKEE , AWS RREsEE#H AWS ZEBEK,
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WMFRFHMER , F2EH (AM EREERE) P AWS ZEBXR,

AWS ZEHE : AWSGroundStationAgentinstancePolicy

&A#E AWSGroundStationAgentInstancePolicy BURERET IAM B9,

WBERE# AWS Ground Station REBREXF IR FEH Amazon EC2 H1TEE , AFFHTERE
Ground Station B & HIB X MBRER, WBEFWFIEFAT SR B Ground Station RF

AT A EFAEE A

HBEREE LT,

« groundstation - AFFERRRIRFEFAITEEM I Ground Station Agent APls,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"groundstation:RegisterAgent",
"groundstation:UpdateAgentStatus",
"groundstation:GetAgentConfiguration"

1,

"Resource": "*"

}
]
}
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AWS ZEBK :
AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy

I8 5% % AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy Ei#ZE IAM £, BUER
SEEIREELZAE , AWS Ground Station 2FF RREHTEE. MFFHMENR , F2EEAR
BEHAE,

HBEREEF A 242 AWS Ground Station & IPv4 th#it# EC2 557,

FTAIRFAEEA
BRI EUTHT,

« ec2:DescribeAddresses - 25 K&K E AWS Ground Station | 5 2 EIPsERIERRI AT E IPs,

« ec2:DescribeNetworkInterfaces — fifF X FE AWS Ground Station EXN{§EE EC2 #1T{EE
TEER N < B N E MV AEEE E Ao

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:DescribeAddresses",
"ec2:DescribeNetworkInterfaces"

1,

"Resource": "*"

}
]
}

AWS Ground StationAWS SEBRENEH
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15 B IR E HHE L8 F AWS Ground Station AR AWS SEBRREFNFMER. WFEHE
HEEMNBEEIEEE , 55578 AWS Ground Station XHEBFEEEE A RSSHE,

8% iR HEH
AWSGroundStationAg AWS Ground Station #7318 7 2023 %4 A 12 H

entlnstancePolicy — ¥ BUR B , UIRHERRER
E#HITEBER AWS Ground
Station Agent BEF T,

AWSServiceRoleForG AWS Ground Station {8 7— 2022 11 A2 H
roundStationDataflowEndpoin ~ EFTEXE , 8#F EC2 5 ®l , M
tGroupPolicy — ¥ B R 2 EIPs BB AL

AWS Ground Station & IPv4
ik, LA EE EC2 #{T{ERE4E
BBV RN T,

AWS Ground Station Bi#81EH#t AWS Ground Station S B%RE 2021 3 A 1H
g5 Mt AWS SEHERNEE,

£ A Ground Station R EE AR

AWS Ground Station use AWS Identity and Access Management (IAM) R EfE A6, REEEAE
EBEEERZE Ground Station FIE— IAM AEEE, REEFEAEH Ground Station FALEESR , I
SRR KRG E A AWS BRIEFTENFIEFT,

REELEAC T EEREERZMEZTE Ground Station , RAB R AL FEHFIGHEMEFT. Ground Station
ERHEBREEEACNTT , BRIESEESE , AR A Ground Station ATLLIBEH AR, EHMWEFT
SREEEBERMFTEE , BT UTBERELHM MEEM IAM B8,

NEXERBEGALNEM BRENEF , F2EAWS €4 IAM R , TERKELAEHPS
REARNERE, BEEFERNE , DIREKBRBHNRBEE LS.

Ground Station RIS ERE B EFA

Ground Station {# f & & AWSServiceRoleForGroundStationDataflowEndpointGroup BRI E#E A
— AWS GroundStation AR EFZARRIA EC2 RERLE IPv4 Hitik,

ERARBERAE 5


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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AWSServiceRoleForGroundStationDataflowEndpointGroup R EHE ABEE T HRERIZAE

* groundstation.amazonaws.com

& A AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy B £ €& 5 7] B3R 7] # Ground
Station $HIEEMNERTH T 5IEE :

« B1YE: all AWS resources (*) £ ec2:DescribeAddresses

B)1E T Ground Station % E2 EIPsAHEIEEYFTE IPs.
o BE: all AWS resources (*) EH ec2:DescribeNetworkInterfaces

B)/EM = Ground Station U582 EC2 H/TEEMBEE < BB TENMHEEEA

BAARERNT , IAM ERR (NEAE. HERAR) T TEY., REIMRRBEEAE, WEFH
ﬁ%ﬂ nﬁ/ Eﬁ IAM {Eﬁﬁ%?aﬁﬂpﬂﬁﬂﬁﬁﬁﬁﬁﬁiﬁ@ﬁ_lo

A Ground Station B RIS EZ AR

BAEEFHET —ERKELAR. EFE AWS CLI = AWS API 1 E 3 DataflowEndpointGroup
¥ , Ground Station 8/ Z BRI RBELAE,

EEMBRUEBREELEAR  CREFEBREL , UL EREHEAEREFENRIAR, EFREI
DataflowEndpointGroup B , Ground Station @B X AL EI R EL A,

BT LER IAM 24 |, FBBERRNE Amazon EC2 FRRFIREN R ELE AR, £ AWS
CLI =X AWS API 7 | EFIBRE B BE I groundstation.amazonaws. comfRIGEFE AR, MEFM
EA , F20 (AM EAEER) P "TEYRBEEAE,) . NRERRLEBEEZAE , B
ERALEARNEFUBRAEYZAR,

#mE8 Ground Station W EE AR

Ground Station 7 /¥ #&#4m# AWSServiceRoleForGroundStationDataflowEndpointGroup BRI EHE £
B, AAESEERTLESSERKEERLAE  FMULEIEEVAGCAEFTAGERE, AWM, &9
FA IAM RiEAGIER, NEFHMAEA , 28 "IAMEAEERD, NRBRBEZAE,

fB& Ground Station IR EFZAE

EETBEARERBESRACHNIRIRYE  RAEZBERGRZAE. -, ERREREDE
EHEENRERER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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8 WA Z8 5 1 R IR 75 E 4 /& 2 MIBR DataflowEndpointGroups , FREMIBRIRISERE AR, EFABREETR/N
{888 DataflowEndpointGroups T A, R ARIEE R A @8 % E DataflowEndpointGroups #& B &
B, &AL MBFTE R RIEELRE A E/ DataflowEndpointGroups , = REAS EL M KR

(® Note

R Ground Station FRIEELRERMBREREFEAAE |, BIMBRIESLAK, BFHIBERZLE
EESEIERYBRERRE,

il B AWSServiceRoleForGroundStationDataflowEndpointGroup & Ground Station &R

- 1&EiB AWS CLI =k AWS API fiiB& DataflowEndpointGroups.

£/ IAM FERBRBRBEEEAE

/A IAM X34 AWS CLI, =% AWS API &%

AWSServiceRoleForGroundStationDataflowEndpointGroup RIS EE A, MEFMER , F2H
"IAM A &ML PRBRREERZAE,

Ground Station FRIGERF A X ER BT

Ground Station XEEFMERMUBENEFSFEARKELZAR, WEFAEN  F2EEEE.

WPER

NOT_AUTHORIZED_TO_CREATE_SLR - ER &R F AR CreateDataflowEndpointGroup API
HNAEKEE iam:CreateServicelLinkedRole®F [, B iam:CreateServicelLinkedRolesFA]
NEBENEATNREFBEY RISELEAE,

WiFEEE R IN% AWS Ground Station

AWS Ground Station {kTEFRIRH NG , AEH AWS AN INZ SR RRELNFREHRRESR,

- AWS BB R £ - FEE% AWS Ground Station EfFAEL SR BB MBI EESNEASZIHNER
MEEFMEER, SZEEIRE,. EBFEHA AWS BENSHR | ZJZ?’@V,HJEFHHT B, BFEE
EREMBSEIBEEARREBNBERN SR, WEFHEENR , F28 (AWS Key Management
Service FIE ABIER) M AWS HEER £88 AWS Key Management Service,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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RIBEFER , MPBEENAPRBEEREBHRBRERFTSRNRERBNER L, FE , EAUEYFS
BEMNBSRUEURERERNEZEEAEN,

AWS Ground Station $IFTE BB BFEEREE BT NE , T8 , HRAEL AWS Ground Station &
B, FINERMER  BULLREFRAEFSESMRELTERN AWS ZE LR,

- ZFEZ&$48 - AWS Ground Station X IBFREEY, HANEENUBEFSELE K &8E
AWS BEERINE EFIBE—EMNE, BT ERGWEME , KIS TUTER
- BYNHZBSRBER
- BYHEE IAM BEERR FRE
- MANERERBER
- RNSREBRERZER
- FIBER
- BASREA
- RHEEREMER

MEFHMEF , F2E (AWS Key Management Service FIE AEIEE) PHEFSESE,

TREERHE AWS Ground Station XEFHAEZFSELEBMNER

R AWS HEK £\ INE EFEES@MNE (ZH)
Ephemeris ERARGTEFZ =958 2RA

A B R

(® Note

AWS Ground Station /A AWS #IENSWMBBMAFTENE , LaBREBEEBAZDHE
B, T, FAEFZELREIN AWSKMS EF, NEEHEEENFMAEN , 28
AWS Key Management Service E1E.

WE AWS KMS WEFHRERR , F2B AWS KMS FH# A BB,

WA 1E AWS KMS A AWS Ground Station &%
AWS Ground Station EES B FESEEERALNEFLSE LR,

w{a7E AWS KMS 1 F AWS Ground Station ¥ 103
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AWS Ground Station EHAEERE
ELRLEFERAEFZESHRMNZN TR ERE , 2FIBEIX CreateGrant 5K E AWS KMS R E

# AWS Ground Station 2 £ #., AWS KMS HiyZ#Z AR F AWS Ground Station &R FE /
KMS £ 8 FEVE,

AWS Ground Station EERF , Tt EFZESHAR T I RIBIRE -

« # GenerateDataKey FEREIXE AWSKMS |, LIELEHEFSESRNEZNER S8,
SIRFFEREEZE AWS KMS LUBEZMZNER €8 , UMEARMNBENEHR.
A
s

R
INBEEREEE AWS KMS LUnZ2 S EE,

.
:I.x:

.«

nlh+

BOERBSRTHFIE  IBREEEEFSESRNEIE, MRESEEM , AWS Ground
Station | EZENEFSESRMENTMAER , EEFEMKNREXERNERME, flo , MRBERE
B 51 AR Bi4&HY ephemeris @F?%ﬁﬁﬁﬁ AWS Ground Station Bl #% &4 E & HAE £ A RN
ephemeris ERIRIEMKXIR, ESE WAL FAILED MREFE R,

BURFZETR

BRI LAMER AWS BEEHAH AWS KMS APIs REVHBEFZE SR,
BYHBEFAETR

EfE AWS Key Management Service IR A EEEFREIHBEFSESBNSER,

SHBERERFEFSESHRNFIVER, SAEFSELRBLEARE—BSRECK , HAPITERE
HALFEASBERAEAFANERRN, ERYEFSESRE , JUIEESRBER. WEFAEA ,
22 # AWS Key Management Service R ABEREFNEEREFSE RN FEUE,

EFEBEFZESM|E AWS Ground Station EREEFER , X BEEESBBERP AT T AP 24E -

kms:CreateGrant - R FHEEEFZELR, RTEFIYEE KMS €8V EFE , AFFFIER
T#&4E AWS Ground Station FIFER . MHEEARENFHEN , F2E AWS Key Management
Service B A BIEE,

JE AT 3% Amazon AWS 1T TSI E1E :

« W04 GenerateDataKey AELEMBZNWERSBIELER , RATSLAFEAERSBETMNR,
« WY Decrypt MEARENMBEERS|/REFIMBNER,
« B4 Encrypt AERAERSBRMBEEH,
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AWS Ground Station EREER

o BREBAAZFTEALUAF BRI E RetireGrant,

kms:DescribeKey - RIHEFZESHMIFMEN , LA CEATTRANESR LEITRF 28 AWS
Ground Station B £48,

T RELA FEH IAM BERBR &6 AWS Ground Station

"Statement" : [
{"Sid" : "Allow access to principals authorized to use AWS Ground Station",
"Effect" : "Allow",
"Principal" : {
"AWS'" o M
},
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant"

1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "groundstation.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
I
{"Sid": "Allow access for key administrators",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"

},
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
I
{"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:root"
},
"Action" : [
"kms:Describe*",
"kms:Get*",

"kms:List*",
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"kms :RevokeGrant"

1,

"Resource" : "*"

MEEBER PIEEFITHNFMET , 528 AWS Key Management Service Bi% A &5/,

MESHSW|EF ETRMMNEFMER , 5528 AWS Key Management Service BiZ A &35/,

BE NWEFZE 4S8 AWS Ground Station
BAUEEEFZESBRMBETHER :
. ¥REE

BYERE | B LURH kmsKeyAr RIEEER &8
« kmsKeyArn - AWS KMS BE S E 81 &858 5 5F

AWS Ground Station JIIZARAE

hEZERAER—ARANSREY  SSENNEGEERNTER. AWS KMS E£RAMZERBMATEN
HERFER  UXERENE, ELAENBERNBRIESMBARTE , AWSKMS ENEAR
BEENENER, "ERTER  SXAEFRPIESHENMNEAR,

AWS Ground Station JIRAR

AWS Ground Station ERIFMFNERERATENMBEAR , Y ASERINSRREEERFERN
ZARR,

Ephemeris IMZRA :

In% ephemeris E RN BB TFTEBEEZRTENEHE ARN

"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"
}
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® Note
THREESHHEENSREEHEERERA,

ERAMZRAREEITE S

ELEAEBEFZESRRNBEREERE , BUUUEARKEHNBFTHMNEABSRELZ
EZESRBNERAFR, MEAZHEEHEE AWS CloudTrail 3t Amazon CloudWatch Logs 4
HEEH,

ERMEZRRTEFEEFZESRVFN

BB UESRBERN IAM RS , £AMZEARBHES conditions REFHRNEBEFZESRY
FEL S AR T £/ INE B FRE.

AWS Ground Station R FHREAMBRARTRE] , UEFHHEIRFREAPEFZESR/NEFR. &
FRESGERZFAFNREEAEENNEZEAR,

LTRETFRENZARCEFZESRFIENSRBKRENES . HBERFAXFHRGESER
S REEMR AR INERABREE.

{"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"

iy
"Action": "kms:DescribeKey",
"Resource": "*"

},{"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"

I,
"Action": "kms:CreateGrant",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"
}
}

AWS Ground Station IIZ AR 107


https://docs.aws.amazon.com/location/latest/developerguide/encryption-at-rest.html#example-custom-encryption
https://docs.aws.amazon.com/location/latest/developerguide/encryption-at-rest.html#example-custom-encryption

AWS Ground Station EREER

}

Bt fNZ2 €48 AWS Ground Station

EEH AWS KMS BF ZE €485 AWS Ground Station ERIEEFE A , B LAER AWS
CloudTrail 2 Amazon CloudWatch logs3RiE# AWS Ground Station £ ZE AWS KMS K&K,
T5|€%| 2 CreateGrant, Decrypt., GenerateDataKeyEncrypt# #9 AWS CloudTrail =
#DescribeKey , FIREE#E AWS Ground Station FEILEY KMS 24E , IFIEFEFSE SR NBNE
o

CreateGrant (Cloudtrail)

ERMER AWS KMS EF Z &8 R NZEM ephemeris EREF , /KM AWS Ground Station
BAFEUE AWS IRE A KMS €88 CreateGrantiER, B AWS Ground Station EFEBR
B AWS KMS EFZESRMEBBNER, i , EEMBREIRE , AWS Ground Station £/
RetireGrantiR{ERBBRE T,

THNEGESHSICH CreateGrant B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAAAAAAAAAAAAA:SampleUser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AAAAAAAAAAAAAAAAAAAAA",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"
}

}
"invokedBy": "AWS Internal"
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},

"eventTime": "2022-02-22T22:22:22Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "111.11.11.11",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"operations": [
"GenerateDataKeyWithoutPlaintext",
"Decrypt",

"Encrypt"

1,

"constraints": {
"encryptionContextSubset": {

"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"

}
},
"granteePrincipal": "groundstation.us-west-2.amazonaws.com",
"retiringPrincipal": "groundstation.us-west-2.amazonaws.com",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
1,
"responseElements": {
"grantId":
"Qab0ac0dob000f00eaddcc@aeddfcOObce@00cO00f0000000cObcPad@00aaafSAMPLE"
1,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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}

ERAEER

DescribeKey (Cloudtrail)

EIRMER AWS KMS EF Z &8 R MBZEM ephemeris EREF , XK AWS Ground Station /&
iADescribeKeyiER , UBEFBRNSBFEREWIRS B,

THMWEHI S48 DescribeKey B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAAAAAAAAAAAAA:SampleUser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/User/Role",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AAAAAAAAAAAAAAAAAAAAA'",
"arn": "arn:aws:iam::111122223333:role/Role",
"accountId": "111122223333",
"userName": "User"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

},

"invokedBy": "AWS Internal"
},
"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

},
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"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey (Cloudtrail)

EI%ER AWS KMS BEF ZE SRR IMBRIEM ephemeris EREF , & AWS Ground Station &
ixGenerateDataKeyF®ER#E KMS , LEXARMNBZERNER S8,

THEHMNEFEHE5CH GenerateDataKey B :

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

},

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
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"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

iy
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

iy

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "ff000af-00eb-00ce-0e00-ea®@0fb@fba@SAMPLE",

"eventCategory": "Management"

Decxrypt (Cloudtrail)

BERMER AWS KMS EF Z &£ K NE ephemeris EiREF , 1R ephemeris EEAMHENEF S
E£8®naE , Al AWS Ground Station & DecryptR{ERBZHIRER ephemeris, i , IR
ephemeris IEfEf¢ S3 EEFITFBLE  YFEAEENSREXBREFEITER N,

THNSEFSHEEEE Decrypt BRIE -

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

},

"eventTime": "2022-02-22T22:22:227Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",
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"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventCategory": "Management"

EHig BRI M E RN AWS Ground Station

AWS Ground Station RIFFAREMNE , JEEHBEREBLVNBRER ., REBREREEME |
A LLE B W 5 N7E AWS Ground Station XER{ZEF Amazon EC2 #1TEE 2B ERE R

« AWS Ground Station XZEfE=R

« Dataflow 525

BESREMNTEZHREUTEAN S XNEEEBPHNERME, UTEHRATE L E,
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AWS Ground Station XEERERFE K

AWS Ground Station KEEREFHAETFZE AWS KMS £#8MBZBH B, T8/ Amazon EC2 #
1T1ERE E#1THY AWS Ground Station REER S BBHMRZRR , IRHMBZNER.

£ streamsKmsKey Z#MissionProfile &I B | ﬁ? EARMZRFRH AWS KMS £48.
& T 288 AWS Ground Station FEXE I BT &= EiREEE| B AWS KMS B EBERRE

¥ streamsKmsKey,

Dataflow i 2 & 7%

BERRERERMEMEMA Datagram Transport Layer Security (DTLS) 1T, ERFERABREER
BERW , TEEEINNER,
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sIHMER SR E B AE R

RUNEH REIIMELEREREE YRV EZHENERRERE. EENEARTIHEETL
BEEBEHEDES , YIHHEMHAREHEENARE,

£

« JPSS-1- NEEHEEE (PBS) - 7

- £/ Amazon S3 BRI RN AEEEEE

- FRERAERENAEEEEE (FEF)

- FAERMRERMNAEEREE (BHANRE)

« {8 AWS Ground Station REEXNW A EEBEHE (EH )

JPSS-1 - N EEREEFE (PBS) - §F4

LEFERNE EENAEFHE. CRHEE WEHEHEBTMEI , AWS Ground Station 36 AL T4
EgHIERE PR

mAEEREERSHMR  EUUIATARNENEEGESFEENBARE. EXGHH , &M
g7 AWS Ground Station fiifgEH#iR JPSS-1, #EASZE , BRMEABESBEERK 1 (JPSS-1)
Spacecraft High Rate Data (HRD) F| Direct Broadcast Stations (DBS) Radio Frequency (RF)
Interface Control Document (ICD) RFEREHI, b\ , E/EEMNI , JPSS-1 B NORAD ID 43013
FERAHH

JPSS-1 FERM—ELITN=BEEZETTEFARKE , M1 ICD HE 1-1 iR, EEREBEAREF , R
BRE—SEXEHR (HRD) TTEABEARLAEA. RiEk  S2FILREHLEREERNEN
ERHARRERN, DMEREMTAR :

o HOMERA 2067.27 MHz WG BB ( L1T) , ERHEEE 2-128 kbps, BT AT AFFE.

o AR E 2247.5 MHz BEBIBERE ( T1T ) , ERIEEE 1-524 kbps, BRI LHFE.

« SMD B ( T ) , FO0MEEAE 26.7034 GHz , ERHIEE A 150-300 Mbps. BRI\ B 1E
B

. BRIEFRA 15 Mbps B 7812 MHz FUSEEM HRD BE& ( T1T) RF, HIEEA30MHz ,, BA
right-hand-circular-polarized, E#&EA A JPSS-1 B AWS Ground Station , iE 2 & W A ZELH
BAKE, HEFRLEERABZER, RATREEN. RABNERNMEEAENERES.
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AWS Ground Station EREER
EBRMLEBBENERRRE  BMAEYGS (L£17). &8 ( T1T) MHRD ( FT) BEHFE
HSER, EEMNZEEIITEHIIEE AWS Ground Station, SMD BEFRHE , AR MMERBHR
BENENEE, mEZEDEENGFHENR , 528 AWS Ground Station U5 25 IhEE

® Note
B SMD BE#RE T+ A AWS Ground Station , Bt EHIfEREH T E 2 R ER,

® Note

B ICD fFREEDT (L1T) MER ( F4T) BE , WEBEELRER , RibERARRHEN
ERHEE,

£/ Amazon S3 ERIRTH A EERHREE

LeEBHIZENE ERAEER JPSS-1 - RLEEEEE (PBS) - 514 BRPTHAITH.

HEREHF  BEERR—FERM -- BEEN HRD BARCHEIMBEBMNHEER  WiECEHR
HARIREE, EVHERRELFEER (RF) HERFPER (1/Q) BAEBMLzE. ERBA
Amazon S3 EFEE®Z , BUUEAEMELENRRERABNRBER. NEFHHREEHD  F2
B MathWorks 2 RiE. FALEHIE , BRI LLEEHIE Amazon EC2 Spot EE TR EEE K I
B B BB SR T B AR

B

REREFAIENERREBAREAM,

THFmESHARNIE R RHBEREARNEREE AWS CloudFormation

Resources:
# Resources that you would like to create should be placed within the Resources
section.
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® Note
% AWS CloudFormation SN R B FFMER , FSRERE,

BEREMGE - BARERNTE Amazon S3 WIER , BHELKREEE —FRLIIMNEE. Big R
FERRINER , BHBAER Amazon S3 EfFETER,

# The S3 bucket where AWS Ground Station will deliver the downlinked data.
GroundStationS3DataDeliveryBucket:
Type: AWS::S3::Bucket
DeletionPolicy: Retain
UpdateReplacePolicy: Retain
Properties:
# Results in a bucket name formatted like: aws-groundstation-data-{account id}-
{region}-{random 8 character string}
BucketName: !Join ["-", ["aws-groundstation-data", !Ref AWS::AccountId, !Ref
AWS::Region, !Select [0, !Split ["-", !Select [2, !Split ["/", !'Ref AWS::StackId]]]1]11]]

o, ERFERIMEENABNBOR , LT ERARMFRT AWS Ground Station .

# The IAM role that AWS Ground Station will assume to have permission find and write
# data to your S3 bucket.

GroundStationS3DataDeliveryRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action:
- 'sts:AssumeRole'
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
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"aws:SourceArn": !Sub "arn:aws:groundstation:${AWS::Region}:
${AWS: :AccountId}:config/s3-recording/*"

# The S3 bucket policy that defines what actions AWS Ground Station can perform on
your S3 bucket.
GroundStationS3DataDeliveryBucketPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- 's3:GetBucketlLocation'
Effect: Allow
Resource:
- !GetAtt GroundStationS3DataDeliveryBucket.Azrn
- Action:
- 's3:PutObject’
Effect: Allow
Resource:
- 1Join [ "/", [ !'GetAtt GroundStationS3DataDeliveryBucket.Arn, "*" ] ]
PolicyName: GroundStationS3DataDeliveryPolicy
Roles:
- IRef GroundStationS3DataDeliveryRole

AWS Ground Station #H&E
AERREIEEAM,

BEECRERER  FEE LEAEBEREERIEE. BN PREFERRED A B BhEH T Ak
EFRME , BHM JPSS-1 ephemeris MEBEEH , AU A EEFESARRA

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JIPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"
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BRBEARE , EFBERRE T THERAREES D , SR s3 SBHRBEEMEIA Amazon
S3 FATER

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
JpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station S3 Recording Config that defines the S3 bucket and IAM role
to use

# when AWS Ground Station delivers the downlink data.
S3RecordingConfig:
Type: AWS::GroundStation::Config
DependsOn: GroundStationS3DataDeliveryBucketPolicy
Properties:
Name: "JPSS S3 Recording Config"
ConfigData:
S3RecordingConfig:
BucketArn: !GetAtt GroundStationS3DataDeliveryBucket.Azrn
RoleArn: !GetAtt GroundStationS3DataDeliveryRole.Arn

P

AWS Ground Station {E#& 1R §E
AERRETEHRERE AM,

RECDEMBBOEL  STAEACHRESRITE. CHEALBSHNARE.
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to downlink data.
JpssAsynchMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "43013 JPSS Asynchronous Data"
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref JpssDownlinkDigIfAntennaConfig
Destination: !Ref S3RecordingConfig

A% ERAE — i

EALERER , BWIRIEALABERR JPSS-1 Big A , MEREMEMAN ETIERD ST ER T AWS
Ground Station AWS Ground Station &,

LT R5EEAH AWS CloudFormation &i48 | EF @S ARTHAMANMEER , SHATNERZAR WE
— &5 AWS CloudFormation.

&5 B AWS CloudFormation #4<AquaSnppJpss-1TerraDigIfS3DataDelivery.ymlE8&
Amazon S3 fEFETEE | LU R HERRBHE A MU VITA-49 Signal/IP Ei2EEE BT EN AWS Ground
Station &R,

MR Aqua., SNPP, JPSS-1/NOAA-20 # Terra RMAZBKIIRE |, B2 MAFHE,

(® Note

BRI LAERABERH AWS EAERRFEEZEFNA Amazon S3 f#/7Erie , LIFEE AR,
DT EZEEAER Amazon S3 #FiriE. 8Fus-west-2EEHE , KREEEIL AWS
CloudFormation &Ky ¥ FE R 15,

s, FHERER YAML, B2 |, EiRRKRA YAML #1 JSON &=, EEMEMH JSON ,
ETHEAR . jsonfF g . ymlBIEZIRA .

3

EEMH THEAK AWSCLI, FFEATISGS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml .
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A ERERPRAEELT URL , LEERAPBREN THELX

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

& A LA AWS CloudFormation JA T iE#E EEE RIS EEA

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

FEREHREREN A EEEE (EEY)

LegEBIE M EEMAE R JPSS-1 - NEEEEE (PBS) - 71l BERPTHHI D,

EETHRILES | BEERR—ARM -- BEE HRD BAR S HEEA B D #IEZR (DiglF) , X F
Fi SDR £ Amazon EC2 #1TER LMW ER REIRHEARERN KRB MEE,

B

AEFRRFRE G ERREBEARCAM, EHEHIF |, £A47E AWS CloudFormation E34 A 2 37 /i
BEE : 2HENERER,

® Note
WE AWS CloudFormation S8R AR FFHHE A |, B2 BEEARELH,

(i

HYESHEER , CHEHETHSE, FiB AWS CloudFormation EEABVHEEE | HiSIEEE
=T

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:
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Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(@ Note
BEERUSBY | AIRH Amazon EC2 EC2Key SEMEHE., FHS B AEH Amazon EC2
HITEREVERY.
L5k, I AWS CloudFormation &k , BFEZRMEERNEHEE AMI ID, FSE AWS
Ground Station Amazon Machine Image AMIs),

RN EAREXN B REBAEANEREER AWS CloudFormation

Resources:
# Resources that you would like to create should be placed within the resource

section.

%ﬁﬁ‘ﬁﬂ"ﬂﬂ%“—iﬁ%ﬂﬂ%@?&ﬁi EC2 HITEEBNER , EHARE-RIRXMRE. RE FIERK

TEER , EXAERAERRRRAEARNRE Amazon EC2 #1TEIEE , Y BV —HZEERRER
BhEHE,

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverlInstance:

Type: AWS::EC2::Instance

Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup

SubnetId: !'Ref ReceiverSubnet
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ERAEER

BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:
VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]

UserData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

2>8&1

echo “date +'%F %R:%S'" "INFO: Logging Setup" >&2

GROUND_STATION_DIR="/opt/aws/groundstation"

GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"

cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{

"ddx_streams": [
{

"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

3
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep

echo "Configuring dataflow endpoint application streams"
python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName

"${STREAM_CONFIG_PATH}"
sleep 2
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python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS

Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888

ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup

Description: "AWS Ground Station Downlink Stream"

# The security group that the ENI created by AWS Ground Station belongs to.

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
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Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Example VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per
dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
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CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverlInstance
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

WA, BEFERIEENBRMAR® , LA ERFF AWS Ground Station 2 37 5E 14 #8357 H
(ENI)s

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
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- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess

:policy/service-role/AmazonEC2ContainerServiceforEC2Role

- arn:aws:iam: :aws
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

# The instance profile for your EC2 instance.
GenerallInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:

Roles:
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- IRef InstanceRole

AWS Ground Station #A&E
RERKRELEEAM,

REEEMAEBRARE , T%E LEREBDERRRERFRE, ## PREFERRED 1R B BhEHE AT L
REAEMRE , ERRZHH JPSS1 ERtRE  AKFEEREARME.

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

RBEBARE  LFEEBRRTTHERARGEES D , ARERGRIHFMAET 2 ERRE R EE
RV E BRI R AR,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"
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# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station {F#& 3R 1

RERRE L EBHEE A

RHESCHAMEEBNER  SUUERAEMRERERRE. SHERAEKSBNAERE.

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig

A% E BE — i

A ERER , BIWETLAHERE JPSS-1 Bit&EA |, UMEREMEMAN BT ER R T AWS Ground
Station AWS Ground Station {Zi&.,
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AT 25528 AWS CloudFormation 848 | EFR @ EAREHFIANMMEER , S ATLUEEERANE
— &4 AWS CloudFormation.

&% 1 AWS CloudFormation #84xAquaSnppJpssTerraDigIF.yml §7E B RERFE , LABRE
W Aqua. SNPP, JPSS-1/NOAA-20 Hl Terra ETEMNWE L P #EIEZX (DiglF) E¥l. ©8E Amazon
EC2 # 1T MW/ DiglF EEEBERFTERN AWS CloudFormation &R,

MR Aqua. SNPP, JPSS-1/NOAA-20 1 Terra RIMABHIIRE |, BHS8W MAFHE,

(® Note

BRI LAERA B AWS EAERFIREFMA Amazon S3 RFIFBRIFIER, UTER
F A [E1E Amazon S3 FEEE, B us-west-2EHBURREBETEHEIMHEN AWS
CloudFormation ¥J FE[E 15,

s, FHERER YAML, B2 |, EiRRKRA YAML 1 JSON =X, EEMEA JSON ,
ETHREAR. jsonkFig. ymlBIEZERE -

3

EEMH THEH LR AWSCLI , FEATHHS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnppJpssTerraDigIF.yml .

FAIERERPRAEELUT URL , LEERAPBREN THELX

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpssTerraDigIF.yml

& A LA AWS CloudFormation JA T iE4E EEE RIS EEA

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJlpssTerraDigIF.yml

HAERTMEHMER ?
AquaSnppJpssTerraDigIF EAEE THEMER :

- (1#HA ) CloudWatch Event Triggers - AWS Lambda £ [ Bi##& AWS Ground Station BI#& H EiEH
CloudWatch Events #8242, AWS Lambda B RL Eh 3 132 12 14 it 4= 1E SR A0 2 I B ST (E BE
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- (EA) BEM EC2 BRFE - £/ Lambda A EA SNS BAIWEHRERE Amazon EC2 #{TIERRF
RIKAVEIA (SNS), FHAIE , EVRERBEENNERARELER,

« Ground Station Amazon Machine Image Retrieval Lambda - 21 #1788 i % 2 1Y 81 B8 LA I SRR T
f AMI B8, BRE82IEEE DDX 2.6.2 OnlyM DDX 2.6.2 with qRadio 3.6.0, EEH
LB EM M e , ELBESEEER.

- HMEREIRE - Htt N EEBEE (Aqua. SNPP H Terra) RSB,
- HMRBTITHRE - HMONEEBEEFHE (Aqua. SNPP # Terra) R T {THRE

EhEARF  HENENSHERKEL, EESEAELER L AWS Ground Station M ENEEELEFHE
EEERA, STEEREBCHNE , BN EFEHILEZAR AWS Ground Station BEH . B2 , &AL
BEELE , FHAEARNEHWERRG,

B SE AT i T BV E R 2

ERRBRREFENSE , REAUSERN — B2 EUNBEREHATERMERAE., BRESTEEE
RAERRERERMEAER , Eﬁﬂuwﬁﬁ#ﬁ&%ﬂ’]ﬁ?&iﬁ AWS Ground Station EiZIkE WER S
o BUWEILAE , ERFATLUEIR UDP E#EIE 50000 EEZKEHTEEBNEENE FLERA, WER
EERREIREFENFMENR , 528 AWS:GroundStation::DataflowEndpointGroups

EHENRERMNAREEREE (HEANER)

ttEfgZEfEMAEERE JPSS-1 - NEEBEE (PBS) - Hh ERFTHB D,

EETHLES , AFERBR AR - FRECAERRTBRE , UHEFANRBHNEEEBERN
X HEE HRD BIAM K, MREFTEI6E A NASA Direct Readout Labs 8 (RT-STPS #1 IPOPP) &
BER , AltEsl R —EREFNEE,

A

REREFREBENERREBEAREAP . FLEHIF , E487E AWS CloudFormation #4822 3 /Y
BEE : 2BNERER.

® Note
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-dataflowendpointgroup.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-anatomy.html
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HESEER LB TS 8, EB AWS CloudFormation TIEABR T HEBE , BIFEEEL
B,
Parameters:
EC2Key:

Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html

Type: AWS::EC2::KeyPair::KeyName

ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:

Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(® Note
REERENSRY | WiRM Amazon EC2 EC2Key ZBH BT, FH2BW AL Amazon EC2
HITEREIERY.

o, B3 AWS CloudFormation # & | SR ERMERNEIHISE AMI ID. FZE AWS
Ground Station Amazon Machine Image AMIs),

FRNE AT BRBRERNEIRER AWS CloudFormation

Resources:
# Resources that you would like to create should be placed within the resource

section.

f«%ﬁé‘ﬁﬂ"ﬂﬂ%“-iﬁ%ﬂﬂ%@?&ﬁé EC2 SITERHNER , ERERE-—RLSXNTBEE. RERPBIERT
TEER , EXAERAERRRIRAEARNERE Amazon EC2 #1TEIlR , Y BV —HZEERRER
RhEEHE.
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# The EC2 instance that will send/receive data to/from your satellite using AWS

Ground Station.
ReceiverlInstance:
Type: AWS::EC2::Instance
Properties:

2>8&1

DisableApiTermination: false
IamInstanceProfile: !Ref GeneralInstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:

VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]

UsexrData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

echo ‘date +'%F %R:%S'" "INFO: Logging Setup" >&2

GROUND_STATION_DIR="/opt/aws/groundstation"

GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"

cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{
"ddx_streams": [
{
"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",

"lanConfigPort": 50000,
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"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

}
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10; done

echo "Configuring dataflow endpoint application streams"

python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName
"${STREAM_CONFIG_PATH}"

sleep 2

python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS

Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group that the ENI created by AWS Ground Station belongs to.
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DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "AWS Ground Station Downlink Stream"
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ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"
ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
Subnet"

- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface

# The instance profile for your EC2 instance.
GeneralInstanceProfile:
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Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

FHEEBEENBR, BEFMEREE , AWS Ground Station FREAFF ERFHE U EMERA®E
(ENI)s

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
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Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
"ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

AWS Ground Station #H&E

REAR ERERMELHEEN

BEEMCHERER ST LEHAEBDERBERFRE. ERN PREFERRED A B BB Mt v LAk
EFERE , BAER JPSS-1 ephemeris RERHA , A TFEEFAAER

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

BEBEFAKRE , BEEEHantenna-downlink-demod-decode HERRKRFER D , UREH KR
BHERSEZERIHBFMETNER R IRBEHE,
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® Note

WMEWMAELE DemodulationConfig, 1 {EK

fR AR R AR RE .

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum

used to
# downlink data from your satellite.

JpssDownlinkDemodDecodeAntennaConfig:

Type: AWS::GroundStation::Config
Properties:

Name: "JPSS Downlink Demod Decode Antenna Config"

ConfigData:

AntennaDownlinkDemodDecodeConfig:

SpectrumConfig:
CenterFrequency:
Value: 7812
Units: "MHz"
Polarization: "RIGHT_HAND"
Bandwidth:
Value: 30
Units: "MHz"
DemodulationConfig:
UnvalidatedJSON: '{
"type":"QPSK",
"gpsk":{

"carrierFrequencyRecovery":{

"centerFrequency":{
"value":7812,
"units":"MHz"

},

"range":{
"value":250,
"units":"kHz"

}

iy

"symbolTimingRecovery":

"symbolRate": {
"value":15,
"units":"Msps"

Ff#lEADecodeConfig , B XET1T
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I

"range":{
"value":0.75,
"units":"ksps"

I

"matchedFilter":{
"type" :"ROOT_RAISED_COSINE",
"rolloffFactor":0.5

}
}
}
}l
DecodeConfig:
UnvalidatedJSON: '{
"edges":[

{

"from":"I-Ingress",
"to":"IQ-Recombiner"

},

{

"from":"Q-Ingress",
"to":"IQ-Recombiner"

},

{

"from":"IQ-Recombiner",
"to":"CcsdsViterbiDecoder"

},

{
"from":"CcsdsViterbiDecoder",
"to":"NrzmDecoder"

},

{

"from":"NrzmDecoder",
"to":"UncodedFramesEgress"
}
1,

"nodeConfigs":{

"I-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"I"
}

iy
"Q-Ingress":{
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"type":"CODED_SYMBOLS_INGRESS",

"codedSymbolsIngress":{
"source":"Q"

}

},

"IQ-Recombiner":{
"type":"IQ_RECOMBINER"

.

"CcsdsViterbiDecoder": {
"type":"CCSDS_171_133_VITERBI_DECODER",
"ccsdsl171133ViterbiDecoder": {

"codeRate" :"ONE_HALF"
}

.

"NrzmDecoder": {
"type":"NRZ_M_DECODER"

},

"UncodedFramesEgress": {

"type" :"UNCODED_FRAMES_EGRESS"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDemodDecodeEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink Demod Decode Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station £ 15
AEREX FHEREELEERERE,
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Join [ "/", [ !'Ref JpssDownlinkDemodDecodeAntennaConfig,
"UncodedFramesEgress" ] ]
Destination: !Ref DownlinkDemodDecodeEndpointConfig

A% E AE — i

A ERER , BIWETTLHERE JPSS-1 Bi&EA |, MEREMEMAN BFER KT AWS Ground
Station AWS Ground Station &,

AT 25528 AWS CloudFormation 848 | EF@E AR FIANMMEER , S ATLUEEERANE
— &4 AWS CloudFormation.

&5 1 AWS CloudFormation #84xAquaSnppJlpss.yml B EZEEPUREFE , ABBRER
Aqua, SNPP #l JPSS-1/NOAA-20 BEME . ©IE Amazon EC2 H1TEEMAER AWS
Ground Station EJR , UHFREB& A M Z AR NR BN EEEEER.

W Aqua, SNPP, JPSS-1/NOAA-20 #l Terra RIDABWIRE |, 3828 MAFHE,

(® Note

B AERABERN AWS BAERREFREF A Amazon S3 77T , UFIER,

DA E#EEREE Amazon S3 A FEFE, 8Fus-west-2EFHE , KREBEEIL AWS
CloudFormation & Y ¥ FE[E 1T,

ok, FIIERER YAML, BER , SIAERHRA YAML 1 JSON X, HEFA JSON ,
ETREAR. jsonkFig . ymlBIEBZERAE .

4
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EEMMH THEAR AWSCLI, BFFEATISGS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/AquaSnpplpss.yml .

FBAINERERPRAEZLUT URL, AEFRAETBREN TRER

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnppJpss.yml

B A LA AWS CloudFormation JA T iE4E EEE DS EEA

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJpss.yml

HARESR T WLEHMER ?
AquaSnpplpss ST E THHAE R :
« (&M ) CloudWatch Event Triggers - AWS Lambda £ A B§#& AWS Ground Station BI#& H X

CloudWatch Events @3B, AWS Lambda B EUASREN I Z 1B M {5 1H B IZRE BT EEE,

(EA ) BiEH EC2 B - £/ Lambda A8 A SNS BHAYEEERTE Amazon EC2 #{TERERE
RIKAVRIR (SNSBH ) . FHAIE , EVRERBEENNERARELER,

« Ground Station Amazon Machine Image Retrieval Lambda - 21317888 i 2S£ 1Y 81 B8 LU B IR 12
B9 AMI #9388, #88EE4HE DDX 2.6.2 OnlyH DDX 2.6.2 with gRadio 3.6.0., WRE
HEFE A EE DigIF ERRSH AWS Ground Station RERR , 5526 £ AWS Ground Station
REEXNLAEEREGE (54). BEHGORBEFRNINERM , ELERSEERER.

- HMEKERE - Htb NG EBEE (Aqua. SNPP # Terra) BNEBERE,

- HttRFTITHHRE - Hb N EERBEE (Aqua. SNPP # Terra) KR T 1THERE,

EhEARF  HENENSHOREL, EXESHELIAEELEE AWS Ground Station ¥ B £
B, BTEERTEEHCHWE , BN EFE A L& AR AWS Ground Station B . B2 , B LLEETE
By  HERNERARENERARA,

B BEM B S ERRNER ?

ERRERMEFANRE  SEANERN 2B AVEKSENTEEBRRAE, BWEHTEERE
REMREBERMERARN , tERREREERN AWS Ground Station EHEHEENE R BR, BT
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L& , ERF AT SLEIR UDP EH#E 50000 EENEFEHTERNEE N EFLEA. IEREERRE
TmEh AR EE AR , 582 AWS::GroundStation::DataflowEndpointGroup.

£ A AWS Ground Station REERXNAEEBHE (E5H)
WEIBIEE FREIERN JPSS-1 - NEERBEHE (PBS) - it BERP TR D .

EETRULES K SEERR—MARY - £ERE HRD EAR TR A EZHEV D #SEEX (DiglF) ,
I £ Amazon EC2 #1T{EE& L& AWS Ground Station RIBFZ XA SDR ZUREMLAERE,

(® Note

B JPSS HRD BRI RMWIEES 30 MHz , BEEHERERB TTHEE | HIEAKES
5 100 MHz B9EA%E , LUIEE A LR AR AWS Ground Station {RIEFE R £ I &5 4) PIZUN K EFER
=,

i g

REREFREECNERREBAREAP . HELEHF , EFEE AWS CloudFormation 48 & KR 7E
H SR IR 5 [ B E VBN B BR o

(® Note
% AWS CloudFormation B8R A RRIEEMAE SR | SES B EAREH,

B % , £ AWS CloudFormation £84<# A4k [E 15 51 HAY AWS Ground Station F & EEREMETE
B, iETE Amazon EC2 HI1TERLZ+HIEIRRSEFHEE, NEFHFEBEENFMAENR , B2
B £ A8 AWS Ground Station KIEFERH VPC #HEE,

Mappings:
PrefixListId:
us-east-2:
groundstation: pl-087f83ba4f34e3bea
us-west-2:
groundstation: pl-0cc36273da754ebdc
us-east-1:
groundstation: pl-0e5696d987d033653
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eu-central-1:

groundstation: pl-03743f81267c0a85e
sa-east-1:

groundstation: pl-098248765e9effc20
ap-northeast-2:

groundstation: pl-059b3e@b02af70e4d
ap-southeast-1:

groundstation: pl-0d9b804fe@l14a6a99
ap-southeast-2:

groundstation: pl-08d24302b8c4d2b73
me-south-1:

groundstation: pl-02781422c4c792145
eu-west-1:

groundstation: pl-03fa6b266557b@d4f
eu-north-1:

groundstation: pl-033e44023025215c0
af-south-1:

groundstation: pl-0382d923a9d555425

SHHSBER , BEHET IS8, EIB AWS CloudFormation FIRA B HER  FigEEEL
B,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName

ConstraintDescription: must be the name of an existing EC2 KeyPair.

AZ:

Description: "The AvailabilityZone that the resources of this stack will be created
in. (e.g. us-east-2a)"

Type: AWS::EC2::AvailabilityZone: :Name

ReceiverAMI:

Description: The Ground Station Agent AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

R

rﬁ]
]E}.‘_I_III
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Type: AWS::EC2::Image::Id

(@ Note
BREERET WY | WiRMH Amazon EC2 EC2Key SBH B, 2B AEM Amazon EC2
HITEREVERY.
b5k, #31 AWS CloudFormation 3t , SR ERHERNEHIEE AMI ID, F2E AWS
Ground Station Amazon Machine Image AMIs),

RN EAREXN B RBAEANEREER AWS CloudFormation

Resources:
# Resources that you would like to create should be placed within the Resources
section.

ERBMAEE—BARERATE Amazon EC2 HITREEBHRA , BAELKEEE — RS ITBE,
BiE AL ERZIEER , B4 AFER AWS Ground Station Agent 58 E Amazon EC2 #1788 , &
Y—-RZEERREREEME, Bk, B18% 5 AWS Ground Station REFRER 5% E Amazon VPC,

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
EnableDnsSupport: 'true'
EnableDnsHostnames: 'true'
CidrBlock: 10.0.0.0/16
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

PublicSubnet:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref ReceiverVPC
MapPublicIpOnLaunch: 'true'
AvailabilityZone: !Ref AZ
CidrBlock: 10.0.0.0/20
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Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent Public
Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref ReceiverVPC
Tags:

- Key: Name
Value: AWS Ground Station Example - RouteTable

RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !Ref PublicSubnet

Route:
Type: AWS::EC2::Route
DependsOn: InternetGateway
Properties:
RouteTableId: !Ref RouteTable
DestinationCidrBlock: '0.0.0.0/0'
GatewayId: !Ref InternetGateway

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: AWS Ground Station Example - Internet Gateway

GatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
VpcId: !Ref ReceiverVPC
InternetGatewayId: !Ref InternetGateway
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® Note

W% AWS Ground Station KEBEX X &2 VPC HENFMEN , 28 AWS Ground
Station fXIEEXFER - VPC Elk.

T

BE  SRREEWE Amazon EC2 #ITER.

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# This is required for the EIP if the receiver EC2 instance is in a private subnet.
# This ENI must exist in a public subnet, be attached to the receiver and be
associated with the EIP.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !'Ref PublicSubnet

# An EIP providing a fixed IP address for AWS Ground Station to connect to. Attach it
to the receiver instance created in the stack.
ReceiverInstanceElasticIp:
Type: AWS::EC2::EIP

Properties:
Tags:
- Key: Name
Value: !Join [ "-" , [ "EIP" , !Ref "AWS::StackName" ] ]

# Attach the ENI to the EC2 instance if using a separate public subnet.
# Requires the receiver instance to be in a public subnet (SubnetId should be the id
of a public subnet)
ReceiverNetworkInterfaceAttachment:

Type: AWS::EC2::NetworkInterfaceAttachment

Properties:
DeleteOnTermination: false
DeviceIndex: 1
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Instanceld: !Ref ReceiverInstance
NetworkInterfaceId: !Ref ReceiverInstanceNetworkInterface

# Associate EIP with the ENI if using a separate public subnet for the ENI.
ReceiverNetworkInterfaceElasticIpAssociation:
Type: AWS::EC2::EIPAssociation
Properties:
AllocationId: !GetAtt [ReceiverInstanceElasticIp, AllocationId]
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:
Type: AWS::EC2::Instance
DependsOn: PublicSubnet
Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
AvailabilityZone: !Ref AZ
InstanceType: c5.24xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:
- Ref: InstanceSecurityGroup
SubnetId: !Ref PublicSubnet
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
# agentCpuCores list in the AGENT_CONFIG below defines the cores that the AWS
Ground Station Agent is allowed to run on. This list can be changed to suit your use-
case, however if the agent isn't supplied with enough cores data loss may occur.
UserData:
Fn::Baseb4:
Fn::Sub:
- |
#1/bin/bash
yum -y update

AGENT_CONFIG_PATH="/opt/aws/groundstation/etc/aws-gs-agent-config.json"
cat << AGENT_CONFIG > "$AGENT_CONFIG_PATH"

{

"capabilities": [
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"arn:aws:groundstation:${AWS: :Region}:${AWS: :AccountId}:dataflow-
endpoint-group/${DataflowEndpointGroupId}"
1,
"device": {
"privateIps": [
"127.0.0.1"
1,
"publicIps": [
"${EIP}"
1,

"agentCpuCores": [

24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,72,73,74,75,76,77,78,79,80,81, €
]

}
AGENT_CONFIG

systemctl start aws-groundstation-agent
systemctl enable aws-groundstation-agent

# <Tuning Section Start>
# Visit the AWS Ground Station Agent Documentation in the User Guide for
more details and guidance updates

# Set IRQ affinity with list of CPU cores and Receive Side Scaling mask

# Core list should be the first two cores (and hyperthreads) on each
socket

# Mask set to everything currently

# https://github.com/torvalds/linux/blob/v4.11/Documentation/networking/
scaling.txt#L80-L96

echo "@reboot sudo /opt/aws/groundstation/bin/set_irq_affinity.sh 'Q 1 48
49" 'fffEfffff, fEFF e ff, FFFFffff' >>/var/log/user-data.log 2>&1" >>/var/spool/cron/root

# Reserving the port range defined in the GS agent ingress address in
the Dataflow Endpoint Group so the kernel doesn't steal any of them from the GS agent.
These ports are the ports that the GS agent will ingress data

# across, so if the kernel steals one it could cause problems ingressing
data onto the instance.

echo net.ipv4.ip_local_reserved_ports="42000-50000" >> /etc/sysctl.conf

# </Tuning Section End>

# We have to reboot for linux kernel settings to apply

B 150



AWS Ground Station EREER

shutdown -r now

- DataflowEndpointGroupId: !Ref DataflowEndpointGroup
EIP: !Ref ReceiverInstanceElasticIp

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- AwsGroundStationAgentEndpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
EgressAddress:
SocketAddress:
Name: 127.0.0.1
Port: 55000
IngressAddress:
SocketAddress:
Name: !Ref ReceiverInstanceElasticIp
PortRange:
Minimum: 42000
Maximum: 55000

BHEEEENBE. SEMEER , AWS Ground Station FREARF ERF P E VT EMBK AT
(EN)o

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- CidrIp: 0.0.0.0/0
Description: Allow all outbound traffic by default
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IpProtocol: "-1"
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp

- IpProtocol: udp
Description: Allow AWS Ground Station Incoming Dataflows
ToPort: 50000
FromPort: 42000

SourcePrefixListId:
Fn::FindInMap:
- PrefixListId
- Ref: AWS::Region
- groundstation

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM
- arn:aws:iam::aws:policy/AWSGroundStationAgentInstancePolicy
Policies:
- PolicyDocument:
Statement:
- Action:
- sts:AssumeRole
Effect: Allow
Resource: !GetAtt GroundStationKmsKeyRole.Azrn
Version: "2012-10-17"
PolicyName: InstanceGroundStationApiAccessPolicy
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# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

# The IAM role that AWS Ground Station will assume to access and use the KMS Key for

data delivery
GroundStationKmsKeyRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action: sts:AssumeRole
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:${AWS::Partition}:groundstation:
${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action: sts:AssumeRole
Effect: Allow
Principal:
AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"

GroundStationKmsKeyAccessPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- kms:Decrypt
Effect: Allow
Resource: !GetAtt GroundStationDataDeliveryKmsKey.Azrn
PolicyName: GroundStationKmsKeyAccessPolicy
Roles:
- Ref: GroundStationKmsKeyRole

GroundStationDataDeliveryKmsKey:

BARE
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Type: AWS::KMS: :Key
Properties:
KeyPolicy:
Statement:

Action:
- kms:CreateAlias
- kms:Describe*
- kms:Enable*
- kms:List*
- kms:Put*
- kms:Update*
- kms:Revoke*
- kms:Disable*
- kms:Get*
- kms:Delete*
- kms:ScheduleKeyDeletion
- kms:CancelKeyDeletion
- kms:GenerateDataKey
- kms:TagResource
- kms:UntagResource
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"

Resource: "*"
Action:

- kms:Decrypt

- kms:GenerateDataKeyWithoutPlaintext
Effect: Allow
Principal:

AWS: !GetAtt GroundStationKmsKeyRole.Arn
Resource: "*"

Condition:
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:

${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"

Action:

- kms:CreateGrant
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam: :${AWS: :AccountId}:root"

Resource: "*"
Condition:
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ForAllValues:StringEquals:
"kms:GrantOperations":
- Decrypt
- GenerateDataKeyWithoutPlaintext
"kms:EncryptionContextKeys":
- sourceArn
- sourceAccount
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId
Version: "2012-10-17"
EnableKeyRotation: true

AWS Ground Station #H#E
AERREIALEAM,

CEEMFAERERE e LEABHEMRERFRE, ER PREFERRED A 8 BB M v LAk
ETRME , BHEM JPSS-1 ephemeris MEEH , AKAEEF SRR

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:
Autotrack: "PREFERRED"

BIFEBEFARRE , LEEERRARTTHRBRRARFEN S , ARERFHFAEANERRZ R MEE
HERRR R ARE,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
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Properties:

Name: "SNPP JPSS Downlink WBDigIF Antenna Config"

ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:

Bandwidth:

Units: "MHz"

Value: 100
CenterFrequency:

Units: "MHz"

Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to

downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config
Properties:

Name: "Aqua SNPP JPSS Terra Downlink DigIF Endpoint Config"

ConfigData:
DataflowEndpointConfig:

DataflowEndpointName: !Join [ "-" ,
DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station {E#& 1R §E

P

RERRELEBREE A

RELCHAEEBRNAR  SUAEREMARERERRE. SHEAERSBINERE,

# The AWS Ground Station Mission Profile that groups the above configurations to

define how to

# uplink and downlink data to your satellite.

SnppJpssMissionProfile:

Type: AWS::GroundStation::MissionProfile

Properties:

Name: !Sub 'JPSS WBDigIF gs-agent EC2 Delivery'
ContactPrePassDurationSeconds: 120

ContactPostPassDurationSeconds:

MinimumViableContactDurationSeconds:

"AWS: :StackName"

"Downlink" 71 ]

AWS Ground Station {E# R &
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TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJlpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig
StreamsKmsKey:
KmsKeyArn: !GetAtt GroundStationDataDeliveryKmsKey.Arn
StreamsKmsRole: !GetAtt GroundStationKmsKeyRole.Arn

HERE—E

FEiRLERER , BRI LAEEE JPSS-1 B A |, LEREMEMAN BLEZERR T AWS Ground
Station AWS Ground Station {Zi&.,

AT 25528 AWS CloudFormation 848 | EF@E AR FIANMEER , St ATLEEERANE
— &4 AWS CloudFormation,

&% 1 AWS CloudFormation &3
ZADirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml 87 EERERFE , LAFAMRE
W Aqua. SNPP, JPSS-1/NOAA-20 Hl Terra EENWE ML P #EIEE (DiglF) E¥l. ©8E Amazon
EC2 #1T1ER , LARAMEMA AWS Ground Station Agent R DiglF EEZEBERFTEN AWS
CloudFormation &R,

WME Aqua, SNPP, JPSS-1/NOAA-20 # Terra RITAIEHIIRE |

e
W

B MAEE,

(® Note

BRI LAERABEMH AWS EAERRFEEFNA Amazon S3 f#7Erie , LAFEE AR,
DT EEFERES Amazon S3 fFir8. Fus-west-2EiHIE , KREEEY AWS
CloudFormation &Ky ¥I FE R 15,

A, THERER YAML, B2 |, SRR KREMH YAML f JSON #&=X., HEE£EA JSON
ETHEAR . jsonfF g . ymlBEIEZIRA .

3

EEMH THEH LR AWSCLI , FEATIHHS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/agent/ec2_delivery/
DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml .

FBAIERERPHEELUT URL , LEERAPREM THELX
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https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

& A LAE A AWS CloudFormation JA T iE4E EEE DS EEA

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

HAERT PLEHMER ?
DirectBroadcastSatelliteWbDigIfEc2DataDelivery SiIREE T HMER :

- BESITERESERRAE - (RN ) WREHEMERAE , RIEE PublicSubnetld 1EERY
FREPEVEERKRARD. NREREDTERVALEFRES , ALAXERE, EHERR
EA&EE EIP BRI , WiEEIERENITER,

o EWEHITEEEM IP - AWS Ground Station & EARHEM IP, ESEERENEHTEEREM
HBBE R,

o THIEAP—EEM IP BB
o EREHMITEREEEM P BB - R KIEE PublicSubnetld , RIFEM 1P Bk E T EERES
Hﬁﬁo E%g Subnetld %%ﬁﬁ%ﬁ%o

o BEWEHITEEEMERAmEEENY IP BB - WRIEE PublicSubnetld , RIEM IP EEZUNEH
1TE B8 o 1 A BK SR E A ER Bt

« (&M ) CloudWatch Event Triggers - AWS Lambda £ A Bf#& AWS Ground Station BI#& H X
CloudWatch Events @3B E, AWS Lambda ENEUG R BN IR IZ M it /= 1L IR AV IR E S 1T (E B8,

(iEMA ) Amazon EC2 B##&5R® - £/ Lambda A EH SNS B BiFEEXE Amazon EC2 #1T&
BEERANIRE (SNSBA ) . B4R, EVAERBEEINFEREEEER.

- HMERERE - Htt N EEBEE (Aqua. SNPP H Terra) RS HERHE,

- HiRBTITHRE - HMb N B EEEFHE (Aqua. SNPP # Terra) B KRR T 1THRE,

EHhEARF  FHFENEMNSHORKELE, EESHOELER M AWS Ground Station M ENEELEEFHE
BEERA, BFAEERTEHCWE , BNa[EFF L&A AWS Ground Station BfER . {E2 , &AL
B ELE 6 FHABAREWERRS,

B SE AT i T AV E R 2

BERARERBBENGRE , RERAUEARN -9 BT WIZRESSTEEBEKAmE, #
WE#HITIEEEFE A AWS Ground Station ﬁfi&'ﬁ EERRERMESNIEREE AWS

HEeRE - 158
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Ground Station L#WRE WER SR, WERETERARERBFENFREN  F2H
AWS::GroundStation::DataflowEndpointGroup., 1% RERERAFFHMEA AWS Ground Station , 7
S ERE AWS Ground Station {EER ?
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¢ B AR

T 5T i5 By e BFRRE 3 A A R REE 1T SR BE HERR AWS Ground Station,

F&E

- Wi ERRAE Amazon EC2 BB AETTIRERD

- WEERD B K B B A% 2R A1

- WMEPE FAILED_TO_SCHEDULE Bfg A

« $HHARER HEALTHY #RAERY DataflowEndpointGroups i# 17 # B& 22 B
- MEDEERNETHSY

- R AWREIERNEBE AETHED

5 E R ZE Amazon EC2 B E4& AEITHED T
R IEEE R IR AWS Ground Station B#& , AIFEEE T Amazon EC2 #{TER 2 S EEHIT.

BEENRERMEARAEEHNT  IRBENRBRIEAEXNRRC EMHRE,

(® Note
DataDefender (DDX) 2 B 8IXENE R RiZin B EAEE 5 AWS Ground Station

DB R

T 5 REFEREE Amazon EC2 HI{TEEBERE, &EE HERE Amazon EC2 #11T{E# AWS Ground
Station , FBFEZE AP,

SER 1 HEERIER) EC2 BT ERR EESHIT
THRFRAMMAETIRED2RIEM Amazon EC2 #ITEEE , W ERMITEREEITEE,
1. RIARGCERHHR 2 BILE AR Amazon EC2 #{TEE, A TSR :

a. TEAWS CloudFormationf& xRS , :ZHEE Amazon EC2 #T{EEAHE,

b. BEEFRHSER , WEE ID HPESRAEH Amazon EC2 #4TEE, BRBEHTEREE
Status (FREE) WP EIL,

BB R E Amazon EC2 RIBAZ AEITHRFED BT 160
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c. TEER ID#F , iEZE Amazon EC2 I{THEBMNER., EFEEE Amazon EC2 BEEF 2
=38
2. 7 Amazon EC2 BB XA | HIFEM Amazon EC2 #/T{EBEAREE EE 1T,

3. WMREMNPITEBEENT , FRET —ELSR. WRENVITERBRIIT , FREBUAT SRR
BTERE

« IZH Amazon EC2 #1{TER & , B EFBF > HITEEME > B,

SR2 ¥ ERANESRERAENER

MREER AWS Ground Station KEBREXNETERRN , FEMEmMELEHHH AWS Ground
Station KRR — &, BRI , MBEFEMA DataDefender (DDX) AR , 55/ the section called
‘S 3 BN REERAEX EEHIT,

PRI BmRENREEARX EEHT

B 3% DataDefender MREEEELRELEE] Amazon EC2 HHH{TEE, NMEEZTHITEENFME
A, BSEEEZE Linux #ﬂlfﬂlﬁ*

THREFRME SSH AR R ERABTHREZES R,

1. BIRURIBHMHHSIRTR , LA SSHIEEE AR Amazon EC2 #{TEEE, &% *““I%E’JJ_E
18 80 , LA#x#8 DataDefender Web Ul, T3l up‘%ﬂ'\?ﬂﬂﬂﬁﬁﬁ SSH ZEBR A EEBREENE
H4EZE Amazon EC2 #1T1E &,

@ Note

BHALGETE SSH 288, B2 X #EZHM Amazon EC2 #1T{E 8 = #Z #EWL <SSH
KEY>, <BASTION HOST> #1 <HOST>,

B M Windows

ssh -L 8080:1localhost:80 -o ProxyCommand="C:\Windows\System32\0OpenSSH\ssh.exe -o
\"ForwardAgent yes\" -W %h:%p -i \"<SSH KEY>\" ec2-user@<BASTION HOST>" -i "<SSH
KEY>" ec2-user@<HOST>

B AR Mac
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ssh -L 8080:1localhost:80 -o ProxyCommand="ssh -A -o 'ForwardAgent yes' -W %h:%p -i
<SSH KEY> ec2-user@<BASTION HOST>" -i <SSH KEY> ec2-user@<HOST>

2. B#%% DataDefender ( th# A DDX) RAREFWE P EEE A ddx WHITIEFETT grepping ( B
B), UTRHE—EHTHEERREFMN—ERIhEFE@ HH Grepping REH T

[ec2-user@Receiver-Instance ~]$ ps -ef | grep ddx

Rtlogic 4977 1 10 Octle ? 2-00:22:14 Jopt/rtlogic/ddx/
bin/ddx -m/opt/rtlogic/ddx/modules -p/opt/rtlogic/ddx/plugins -c/opt/rtlogic/
ddx/bin/ddx.xml -umask=077 -daemon -f installed=true -f security=true -f enable

HttpsForwarding=true
Ec2-user 18787 18657 © 16:51 pts/0 00:00:00 grep -color=auto ddx

R DataDefender IEFE#1T , 5B ZE the section called “5E8 4 : BN ERRRERER S
RERE B, BEET —ELXR.

3. {FERALL TS EE DataDefender,

sudo service rtlogic-ddx start

IR DataDefender £ MO RIEEHIT , FBHZ the section called “F B 4 : BN ERR
BREAEXEARCHRE B8 , BEET —ESE,

4. FRAUTHSBETIER , LEBFZENRE DataDefender B2 BB EMEEES,

cat /var/log/user-data.log
cat /opt/aws/groundstation/.startup.out

(® Note
BRESEERERENE RREERE Amazon EC2 #1TEEE H P #ITH Amazon VPC &
E17EL Amazon S3 THRZLZHER, NMREERAFTRBNERE , F8E EC2 HITEEN
Amazon VPC MZ£FHERE , LERECMHTASEHEE Amazon S3 HI7FEL.

IR DataDefender EHEHEA Amazon VPC RERIEEHIT , 5HME the section called “FH BB
4 BRENERREERAERLREERE ., MRAEBISFERE | FHIE AWS Support I &% B
SEREBERER,

HR 3 MRENREREARKXEEST 162
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SR 4 LN ERREREARKXSERERE

1. 1E Web BB | BB 5 E A T 5 #h it R7ZE DataDefender Web A& N
| : localhost : 8080, A% Enter &,

2. 71t DataDefender &R+ , i#1E Go to Details (B EFHMEN).
3. RERBFEPEIER , ARIERE Edit Stream (fREEHETR).
4. 7£ Stream Wizard (BRBEE) B AP , T THIEE -

a. 1E WAN E@EH+ , #ECEINERG B WAN = LAN,

b. & Port (E#R) FlH A BELCABERERMFEEREN WAN EEERFE, ERE
FARR A 55888, REREET—H,

Stream Wizard

-y = [

WAN Transport Local Endpoint Finish

Configure DataDefender to communicate across the WAN

Stream Name [ R E ©
Stream Direction IS EREENY ~

WAN Transport 1

Enable Multicast g

(2]

> o (G

c. 1E Local Endpoint (A#ix2) Bi&H , BERENAERIETFTERN Port (EEIE) Bk, LhiEE
BFER A 50000, iE & DataDefender #& AWS Ground Station FRI§#EKERE K LEREHT
BRERNERE, RBREET %,

FR 4 BRENWERRREARASRERE 163
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Stream Wizard

s +>= [
WAN Transport Local Endpoint Finish

Configure DataDefender to communicate with a local endpoint

Local Endpoint 1

Protocol uoP M o

Enable Multicast g

o
Local Consumer 127.0.01 °
U 50000 °

¢ oo > oo (G

d. WMRECEFEME , FEBHERTHEERIERE Finish (). & BIERILAHE Stream Wizard
(BRBE) WEERBUH,

IR E R Amazon EC2 $11T{E#& ] DataDefender #C ERFITHMERE , SUZWRH HWER
AWS Ground Station, ##Ei1Tthe section called “*FB 5 : TEE R ZIWEHNTEE ( 2@ ) T
A EHE A A IP bk,

SRE MESNEREHTERE (26 ) FRETEEANTH IP it

THREFRANAIE L AR Amazon EC2 EIKRESEFHTEEFSHATAMN IP it BE,

1. SHEAREERHR BRI S E Amazon EC2 EWEHTHER. EATISER

a. TEAWS CloudFormationf& &+ |, iZBHEEZ S Amazon EC2 #TEEMNHEE,

b. BELERZES|ER , WEBE ID #@P2RMAEH Amazon EC2 #1T{H8E, BEHTHEREE
Status (R 5&) WAL,
c. TEEf ID#F , iEE Amazon EC2 #I{THEBMNER. EXFEEE Amazon EC2 BEEF 2

Ao

2. 7 Amazon EC2 EEEX#ZAH , BIKE—T Amazon EC2 #ENEHTEBHNHTHERBEF
By FHEER ID i, ERFEMEHEN Amazon VPC EE XA,

SRS MELCHRRENTER (/) FREDPERZANTA P it 164
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3. £ Amazon VPC B XA FZEEFTN FEK , WE FREKNEFEEAUEES RN IPv4
st MBUHBFAREAFEH L Amazon EC2 EIWEBHTEENERREREY , BT THH
=

a. ¥E ¥ AWS CloudFormation £54<¥J FEHY F#82% CidrBlock LAIETERAEE K/, WEE FHEEE K
MEFMERR , 2B 7K CIDR [E#,

b. FHEHEM AWS CloudFormation BB BHE,

MREFBERIBRE , FHE AWS Support,

& 2 B 2K B Y B A 3= 45

& AWS Ground Station {81 2| & RIEEREK |, Biig ARV IRBiE AREHR R FAILED, A TRHER
AEE R FAILED BH& ARVE RERRS| , AR HEIREZ BT R,

(® Note

AIEEEM AR FAILED BHEAREE - T EA R E MK BGRRE | 4N
AWS FAILED., AWS CANCELLED = FAILED TO SCHEDULE, WNEBERERNFFEE
Z , 552/ the section called “AWS Ground Station Bf#& Ak 2E”

Dataflow iz 25 FAILED {3 24|
BT R A SRS R RS BB S R RAEM FAILED BH&IRAEN = B 265 -

. BRGRRIEKETEEL - AWS Ground Station A ET —HZEER TN REHEE R RER
BhEHE 2 ERERR,

« Dataflow i B & EEERR - AR EBEcREL — L ZEERREN AWS Ground Station X#R
£2 Dataflow i Bh 840 < BIAVELR

« Dataflow Wm0 FHRZETARN IP it - AR BEKESEITERN FREPIETMATHAN IP i
ik, Bk AWS Ground StationfV BRI RS RS RELTE LN B MEEE P EIL ENI,
HAEMERREREARERS K BEEETYER

- EBHEFRRIEE A , #EEEWE Amazon EC2 #1TERR E I RLE,
- BRENRERMEECEBRSHERBALIANT.
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- BASEZERITER FEENEEERREBERMEDT —ETAN IP it

MEFEREEERZNE Amazon EC2 B S AN ETHEZ BN HNED B LB |
AWS Ground Station {CIBE =, 2k B9 58 F =41

LTRUTREHERASHENREBEREXRBNEREARIFE !

%

m2E LN —H,

« AWS Ground Station IR A BRABERE - EEHGHERABFEHFE L —RZEERAREZE
BRAHNERASRKRKINERE REE AWS Ground Station. IAREFE I EEBIRERERNLDE
AHETT o

« AWS Ground Station R A BIEER A - B E 15 Dataflow imEEH F —HZEERFREER (T
HERAES , EHERBFERIEERLR,

¥ PAE{] AWS Ground Station EIRAEERRELARRS , BEFEFTHER

- EBHEFRREE A , #EEEWE Amazon EC2 #{TERR E I RLE,
- BRERAESRAEX S EBEERBRNBEMEB LT,

- BRAERAESEAERXNT Amazon EC2 HTHEB REBEERE 15 VAN, ENEERAES
2 500 RS ) & ARRE AWS Ground Station,

MEEERE K ERZNE Amazon EC2 BB METHIEDENHRED PR |

ﬂI‘H

WPERZ B FAILED TO SCHEDULE B##& A

B EREEFRALERAIBRAER B BEE AWS Ground Station , Bif& ASRERE
FAILED_TO_SCHEDULE k&€, # 3R A FAILED_TO_SCHEDULE AREER B A& A S BIEM iR
errorMessage NS HMAR ., MERRBIEZANER , 55288 DescribeContact API,

LT RE TSR FAILED_TO_SCHEDULE B AMVE REARS| , U R BBI R HBFBN TR,

(® Note

AIEmEFI &t ¥ FAILED _TO _SCHEDULE Bt#&ArAE - M A E AR EM L BUIRAE | flan
AWS_FAILED, AWS_CANCELLED = FAILED, WNEBEIREHNEFMEN , 5526 the
section called “AWS Ground Station B#& Ak &E”
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TXEERRTTHBEAETIEENRE

FRBERR LB A& A R E BB |MM antenna-downlink-demod-decode #H &

SHIRA® AntennaDownlinkDemodDecode #A &€

- MBEK antenna-downlink-demod-decode tRRERZITCEE - T ERHRE 2T , FEEZELaNEE
B AR AR

- MRERHBREHENZEZLETE  SLENRENERTERIIERE  BERBT—ELSER , THOM
A¥THY AntennaDownlinkDemodDecode #HEE,

¥ E I # AntennaDownlinkDemodDecode #H&E

AWS Ground Station B $ZHi#& LU ARK R, FH AWS Support B3 RflcontactId , BFE
FAILED TO SCHEDULE iREEFEREH

— SRR E S B

R R R B AR 5 BREEA MR IE RV R

- ERAMENERRERENERIERBASIES —EBEA. NFENAREBEANESA , F

BY ReserveContact.

. MBRSHERE IR ERMN FAILED_TO_SCHEDULE #R&E |, s5Hi4% AWS Support

3
¢

¥ R ER HEALTHY #REERY DataflowEndpointGroups HE{THER
i}

THRERRRIREBMETREREN HEALTHY REMNER , UK EFIMNEE S EEE,

- NO_REGISTERED_AGENT - B(& EC2 #i1TEIRE , EEFMRERER, B2 , BXEHREEMHE
HISSHHEER | FeEELFIKT, MEREZERNVFMENRASEH AWS Ground Station {LIEFZ
3 , nﬁ/ ﬁ o

« INVALID_IP_OWNERSHIP - £ DeleteDataflowEndpointGroup API fiBRERI AR BB A |, RE
£/ CreateDataflowEndpointGroup API , £ 8 EC2 /T {EREMEIBA IP it MIEIZREHE T
BERRE BB,

« UNVERIFIED_IP_OWNERSHIP - IP #bil s RERTE, BREFSEHHET , HLERZBITHR,
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« NOT_AUTHORIZED_TO_CREATE_SLR-IREREREEIVENRKELEAC, BE PHSEHEER
$E2 {#/ Ground Station WIRIEEZ AR

HEZHEYNETESH

EBITERMER EEZ B AWS Ground Station , EE4AKBIIELSHE TERE
ENABLED, It TEREAIHERE R BT, EF%EﬁJH%ﬂEMBT\ﬁ’WO

, B

& ephemeris Ba ¥ K BB | DescribeEphemeris&{&M[El EphemerisinvalidReason , &R A T f#
ephemeris B2 X BBERE ., EphemerisinvalidReason BB EENT :

Value

METADATA_INVALID

TIME_RANGE_INVALID

PO

RENAKZMmBBIR , Sland
E ID X

BAtE. BERIEIHEE (¥)
RENTREEREN

HIER BB F

BZE ephemeris BRI FIRMEH
NORAD ID =k H 1th 58 Bl &F

HRERBIFEFER now (2
R EIB LR ER B RE

B )., HREBBRARRERD
, DA #k 5RO B ] R A 1B A R S

TRAJECTORY_INVALID 12 ephemeris BESEN  EREMNBFREEY A
B AR ZE R B R BEAREENEE.
VALIDATION_ERROR BRIE ephemeris E{TEREER ERLE
4+ A EPAR S 85 2R

LA 2 ephemeris INVALID H#i#jlDescribeEphemerisEIfE :

{
"creationTime": 1000000000.00,
"enabled": false,
"ephemerisId": "d5a8abac-8a3a-444e-927e-EXAMPLEL",
"name": "Example",
"priority": 2,
"status": "INVALID",
"invalidReason": "METADATA_INVALID",

"suppliedData": {
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"tle": {
"sourceS30bject": {
"bucket": "my-s3-bucket",
"key": "myEphemerisKey",

"version": "ephemerisVersion"
}
}
iy

}

(® Note
MR EEFARAES ERROR , AIE R ZENABLEDH M AWS Ground Station fRFE 3£ R E, &FE
ZEHEIR BIXIEM ephemerisCreateEphemeris, ENABLED MR REIERERMN |, FH
RS S e T RN,

® Note

AWS Ground Station #ERHERMEABALEHEER, MREEHIZERAIIEE , AWS BE
F ephemeris ERRIZFHHEDE &,

IR AW R E R RV BE NEITHREDE

Btg AW REE RS , BMARBREEMER, ERRRTERIIZAM PCAP R , EMRE
£/ S3 BRI , AIE£RA PCAP R, EARATZRE, UTWm—LRRE , URMMA#ER
BERRA,

TATHRET L
#HE2ERERNSEBEARSERBY X8 TTASR KB TTRARBEE . MRIEEHE

REERATEEBMMASELT —3 , AWS Ground Station i & =B ER TS, EFEHRARKIFAER
AWS Ground Station,

EREENEE , FRESEANEERASEEERNFAR. flW , BRECKREERNPOER, 11
B, &t , YRFEEHEBANRERSH
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/8= = 42 450
HERE

R FBETVESITEE  TREHAEISIBEARRE. BEGURAEEEREHFHENME,
AWS Ground Station A EIZRRB R EWMAECEHENARE  REUNREANTREARENR
AWS Ground Station XfRiEEXZH AR FEHENWNE,

MREERE NOAA EEN LN EEREHEES , B LK NOAA FEIREF S HH L 3% 2 H#if o &
HRENFE . ARATRIGEFHFENERSNRENKEH , NE T RBEREAED,

MRERACHEERT , CAETTHRENEERE , URETESHEHE B AWS Ground
Station. MREMTHEFEXEHEENN  EVRCERHUENNBTTREES. NFRHEEFT
TRMERNFEESD , F2R EHETEREEER,

AWS Ground Station 5 &

R AWS Ground Station B8 BB #& X B BUE , AWS Ground Station EA5Bt#ERERE R
AWS_FAILED 3 AWS_CANCELLED, MEBEEMBHWFMENR , F20 7THBEEEDBEY, &£
RLUERT , AWS Ground Station ATRER AR , EFEREERFEZENIRSE , EFSERBIEARE
A AWS_FAILED = AWS_CANCELLED #t&&, 4 EEERE , AWS Ground Station FEXAGIR P45
EEHZMHELRN AWS EEREERIR. MEEMERE AWS BERRVFMBESR , FSBEAWS BE
ARRESE B 5

HERRE 170


https://www.ospo.noaa.gov/Operations/messages.html
https://www.ospo.noaa.gov/Operations/messages.html
https://docs.aws.amazon.com/health/latest/ug
https://docs.aws.amazon.com/health/latest/ug

AWS Ground Station EREER

B, 28 A PR

B ERENEEFRRE X ENES. HEHEEBHNAWS Ground Station i 2 M ELEE,

A LA{E A Service Quotas 1A, AWS APIEEAWS CLITE EERERIGNERE,
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AR 75 45 K

Y% AWS Ground Station BRI , FFLE AWS BREF R
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AWS Ground Station £ &5 X4 FE S 50 8%

T&REE AWS Ground Station FREIRBEEERENEEZEEE,

g5 R H &8

XA EF MIBERECREERBKE 2025F4H4H
BAEERHA,

#IhAE EHEREREELULEE AWS 2024 58 A6 H
Ground Station E{u 4% &,

XA EF CEEFEREERENGESE 2024 £7 A 18 H
&, aRFEXR. #HZ,

XA EF B4 RSS WEHIEE FHE 2024 £7 A 18 H
B,

XAEEF # AWS Ground Station Z R 2024 £7 A 18 H
AEFEAEREESEIRERN
EREERM.

#IhAE P& AR E O LAE ] BB 2024 £3 A 26 H

EENHREREZ 30W, AR
4 B5 82 & 7£ DescribeContact
O,

XHEH CREHRBILHE "EC2H1T 202453 A6 H
ERZER CPU K&, EER.

XHEH BN REBKIHIEE AWS 2024 2 A 23 B
Ground Station KEREXEH
&g/ , LIEE AWS Ground
Station REER#IT REMNE
Fo

XHEH HEERA SRR EEEE. 20242 A 21 H
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ERAEER

SAEH

FH AWS ZEBUR

#Thee

FH AWS ZEBUR

A
s
ap
[\{ay

A
s
ap
[\{ay

#1184 DirectBroadcastSat
elliteWbDiglfEc2DataDeliver
y SEARFRE R AE F RN X
%

FEERX g AWS fE
REBEA BHERE.

#1187 EH E &£ AWS Ground
Station FE A HE TN B EIE
LEENETR.

¥ T EAMNESE DigIF &
B2 AFhRAH AWS Ground
Station REEXNFEHEIER

AWS Ground Station #718
£ A AWSGroundStationAg
entlnstancePolicy BT BUR

E# T CPE AEMREITHIEH
EiEE,

AWS Ground Station 718

7 AWSServiceRoleForG
roundStationDataflowEndpoin
tGroup service-linked-rol
e(SLR) , EHEEEA
AWSServiceRoleForG
roundStationDataflowEndpoin
tGroupPolicy BIFTER .

BN EREERNEE NES
AWS CLlI,

EMTHERAERR , UWE3eH
CloudWatch IEEZEHNES.

2024 52 A 14 H

20238 A6 H

2023 7 A 26 H

2023 4 A12H

2023 4 A12H

2022 % 11 A9 H

2022 % 11 A 2H

20204 A 17 B

20202 A 24 H
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ERAEER

H g2

A
s
ap
[\{ay

XHEH

XHEH

B9 B B 0 8 B

MAAPIERE

Kindle iRZA

#HY AR A EatE R

NEEEBEE (AquaSnppJpss
A ) EFEZE AWS Ground
Station £ & 1ER.

EEHMEAERR , WABE
HEREE,

B3 AWS Ground Station {£
A CloudWatch Events # 1T B
R EEHIFNERER o

HAUECDESH , BB
"AFL W TEHERE. B
o

WESEHEHEHEE AWS
Ground Station & ™.

EEFAMREE K HPTER
789 AWS CloudFormation &g
R,

AWS Ground Station A &g
B B4 Kindle RN,

EE =& AWS Ground Station
AWS Ground Station E A &g
Y ¥ R AR AR

20202 A19H

2020 2 A5H

2020 2 A4 H

2019 12 A 19 H

2019 11 A7H

20195 7H1H

2019 6 A20 H

2019 5 A 23 H
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AWS FER

MEHITH AWS #izE , F2H AWS AR SEHHAWS FER,
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