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5. EREFRYF , EEFHMEE , @A Directory Service B S HITTEER , AR BEFHETE.
6. EXMERLEBANGEEENEBINERR K FROAEESRFHNERAESBNER.
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® Note

B L A TR EZ B NetBios BB , BHEERFMRE (), ARBAAFEHAERR
FERERFIH A Admin, BTN , corp.example.com\Admin B corp\Admin,

7. BEEBLEMARBHALRZER  FEFTRBATER K BEELEN
8. iEiB RDP EXEREHTIER , A EA Directory Service B EEEFAENEAESBAER
BEABITER,

BELSNFTEEES MARBE , EEEHIFEIL Amazon FSx R R K.

SRE5 BUBHNERRR
BUBERG (ERA)

1. BRI https : //https://console.aws.amazon.com/fsx/ B9 Amazon FSx £ &
2. HEERRL , BIZ Create file system (BB RZMR) LUHBERZEEBIRE,

3. 7 Select file system type (EEUERRHEE) HETF , i##F FSx for Windows File Server , A%
iZIZ Next (F—%). Create file system (B #ERZHK) EHEPEENE R,

4. HREMNFZE , BEERERY,

BRRARFMER

1. 7 File system details ((BERRMKFMEF) BB  WARRRENEE, ECTBERERIAR,
E%‘r%&' W EBRENERRE. BRZSTLER 256 18 Unicode &, ZHRMEBF |, i 455k
FrA4-=._:/

2. SHEIERRE K RER#RISHEORE-RESHES

- RERBRSROUBZIUVRITHRIEEEANERRR, HETEE SSD M HDD f#
7o

- ERE-TREUNEREEE-—THEITNERRK. E-—TJAE 2 R&HI—ANE—T
REEERERHI , <& SSD M HDD #17.

MEFAET  F2EAAMNMAY . E—TAENS ATHEERRZR.
3. HRREEE , BULLEE SSD:)ZHDDO
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FSx for Windows File Server 12t E & RE (SSD) MERE (HDD) fzEA, SSD #iFEEA
BEMENREEHBN TEEEMRET , SHEERNE, EREEIEEHNER S TERRE
X HDD EEBEAEZN I HEEEMEGT , SFEXH&. FAENIMAEREA  URARE
BRXK. NEFHAEF A6 F2REERARTFERER,

Y SSD IOPS |, BRI LURE BB A EMEES,

MREBIZEEFESR , FSx for Windows File Server & B B)iERE#Y SSD IOPS , LA#ESE GiB
f#1FAE 3 18 SSD IOPS, MREMFBIZEFEAEMEE , 58 A 96400 , 000 £HE R EM
By, EREIB 80, 000 18 SSD IOPS HMARXZERE (#MEEEILE ). XEES (=S
). XERHE (BZB). BN (EEE ). EAEE (RE) MEAKES (#HnNE ). @
EHMER , F2EEE SSD IOPS,

HREERR , B GB ARURARRARNEERE. NREEAWE SSD fF , HHA
32-65 , 536 EEEANE B, MREELHNZE HDD #7F , FWA 2, 000-65 , 536 £EE AR
EAEN. STUERTRRAMZE  REAETONRESE, NRHAET  FoMEER

fR 8 Throughput capacity (Mix B E) WFEERE. BIAERERAERERRAANERMARIITN
RUHERNEEERE, EENHEAERERTIVANZEENRERE, NREZEEHEBEZRN
BHEERE A FEFETWZERE K AREBEE, WEFHMEER , 528 BFSx for Windows File
Server M&E,

® Note

MREERAREEERERZ , B4 BREZE32MBps RESNHEEZERE, NEFHMEA ,
EZRFRAEREIRREEEREREFI

BUNERIERRRRBRATECHREERTE, NFFRER ,

e
W%
=
i
iz
&
=
bl
0%
o

il e

1.

S=*

ERRRELZLERD , BELERERIRELRBEMN Amazon VPC, ¥t APIRE ,
& 5B Directory Service B 81 Amazon EC2 #11T1EBE;&Z# R Amazon VPC,

i
W

¥R VPC 228 , 5% Amazon VPC MERZLHECHEEZ I RAPHERRKE. NRE
TREMARZLHIE A FRELCEENZEHEREHNERRE AWS BE VAHEBEHN F. &
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THRRETLA EC2 HITERELSNERIRER  CEERTIHRAFEERRENZH
4 -

a. FETHEANMEHRA LA TIEEE,

Rules iR
UDP 53. 88. 123, 389, 464
TCP 53, 88. 135, 389, 445, 464, 636, 3268, 3269.

5985, 9389, 49152-65535

BEERPFIRERRREZAFPHESEHTERBHBSMN P it 2 2FH IDs #E # .
b. FEELBRR  UAHMEREROEEMAERIAEN Active Directory, EEHITILER

£, BHTUTHP —HERE .

- AHFEHREZIE AWS Managed AD B MBI 2284 1D,

- AHFEHREEXTIEBRER Active Directory #3iEi 12 HI A AHRIERAY IP it

@ Note

EREEBERT , BB RFEREREE R AWS Managed Microsoft AD Z£ & AR A,
MRZBER , FRENLZEFHHEAEXENEARA , LAFFRE Amazon FSx BR R
HRE. WEAMFEEARANFMAENR , 55268 ( AWS Directory Service EEErR)
BIAWS Managed Microsoft AD 53R 14 o

WMEFHMEDR , FSBFEH Amazon VPC WIERRFEFEEES,

3. ZUAERHERAREATENFHERARSE  SEAFARFSHEECHTABEMN FHEEF, W

REEEVZARABERRE (F2RLRL) , FATEERARFZEREN FHEEBE , LS
o RARESEREFH FRRE,
NREEBVE-THEERRR  FEEERRENTFEE.

4. SHEEREHE | ZEEIPv4 (EEAR IPv4 X&) EHEE (BRAR IPv4 M IPv6 X&) . &1
VERESERFERARNVEREE., WEFHRES  F2REEEREE,

SER 5. BULHERRK
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® Note
MRGEERVFRAEHEERXA FSx for Windows File Server iR R4k , BHAEN
Amazon £4#) IPv6e CIDR BRI VPC MFMEK ., MEFMEN , 5528 (Amazon
Virtual Private Cloud fE A& 8F) FHVFE VPC Y IPv6 i,

Windows & 7 E@ 5%

¥ Windows B9 B , BETH&EE :

MREEEEERRFEIMA R BEEM Microsoft Active Directory #815 , 55122 AWS Managed
Microsoft Active Directory AWS , fR#&#t7FE HIBIEEM Directory Service B #., MFBFHE
&, S BER Microsoft Active Directory.

MRGEERERZAEMA BEREEMN Microsoft Active Directory #818 , FREBHREEN
Microsoft Active Directory , 332 Active Directory B FHIFFMIER. MEFZLEH , FSEEH
B & EEM Microsoft Active Directory.

- Active Directory HJ T2 i E 8,

/A Important

HRE—THE 2 MFAEZATAERERRS , Active Directory fIE BB TEEHEIB 47 &
F T, ILPR&IEEE R Directory Service #1 B K EEM Active Directory 815 & 1,
Amazon FSx EEBEEEZEAZREZEA DNS IP tbit, T EZEIBABRAERFE
B, Rz , 5B5#EH AWS Virtual Private Network VPC ¥4 Direct ConnectEiE, I
AWS Transit Gateway B35,

- DNS falfkzs IP #hik — #3835 DNS fRAR=FHY IPv4 5 IPv6 Hthiit,

® Note
&1 DNS falf2R 4 A RX A EDNS (DNS WiEZ# &l ) . 2REH EDNS , BHERR
MATRE R,

« Amazon FSx FAZRMERZM M A Active Directory FRIEIRF B AE R, BAILRET
HEP-FELHR :

SR 5 BIURWERRK 22


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-migrate-ipv6-add.html

Amazon FSx for Windows File Server Windows £ & ER

« i#1E 1: AWS Secrets Manager #% ARN - @& Active Directory #8135 L RISIR E R £
EEZBNRBEHONE, NFEFMEER , FSBER T Active Directory & AE £ AWS
Secrets Manager,

- BE 2 EXFEAEH

- RIBIRFEFERE R - A Microsoft Active Directory FIRISIRFNERER .
BEFEREE. Sl , HHR EXAMPLE\ADMIN , A ADMIN,

« RFIRF B - RBIRF R,
- (EH ) BBEM OU) - EEMABRRBEZARMEMHNHRBEERRE,

- (1B ) ERERRKEEEEHE — Active Directory PRI EERERRANEEZ T, FEHR
A "TREEES, . WEFMEENR , F28Amazon FSx RIEIRS

i
)
@
p

n#, #E%FMIFE (DNS BIE )

1. $HEME | BEARNEFEERRMLEBN AWS KMS key MBEHR, SALEBEESR
B9 ARN AWS KMS , ZEH EENTER aws/fsx (R ). RETRATFZELH, WEFE
&, F2EBEEERMNE,

2. #HEEKR-ER K AREFAERFIREZ. NIFRANZEERFIERNFEET A F2H
ERERTFREKCEERERE TN

3. HYFE-ER A BWALEEERZREMEBNEM DNS 5l&. SELEBBMLARLS
TEMEEE (FQDN), MFEFMEEF , F2HEEE DNS 5l&,

TR M=

NEEHERRONATRRENFAET  FE2HE LREHRELENER.

1.

EXEHASEHEBED. NRETFTFE Amazon FSx BXBEEBEOERRE , BT UEALLR
Eo

MERBAEHES , CMEEBAEORBENPRIARE, R ERAERGE K EESEEST
ERIEN B B R0 B ERBIR B,

HRBBRORBEE , B AEFRATERERE 30 X , 5i4& Amazon FSx SR BREERRFKEHBEH
BHOWERES 13 90 K, WRETEANEAEZERBNER , N I HEH AWS Backup.

HRER - 2, BARSIBNEUSEBRTEEERRR. EREES XN NBHNEER |, A1
REE, BENESERRR. NFFHMBEN , F2HEE Amazon FSx B,

igg—lt_ﬁ;_o
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BEENEREI T

1. MBIFE/RTE Create file system (BIUERZMRK) EHLMWERRKERL, HES2E K EUlEEHE
BUERRKZE , JUMNT LS AL RRKFZTE. B#IZ Create file system (BIUERR
7)o

2. Amazon FSx ZMVERRMRE , FRERREERRNBEPEREZERRE D, UBRFAE
Ao BEFEE  YEMKERZLREIEBPETERREN DNS 28, ETIEFF , £FET
TREASHZMEE EC2 BITERE,

S ER 6. BRERELZHE EHIT Windows Server B EC2 #1T{E &

BIFE A LA Amazon FSx BRRKHZHRE| 2 A Directory Service B #&HI Microsoft Windows
Amazon EC2 #{TER. EXRAZTNEREERRENEBTRE.,

/8 GUI £ Amazon EC2 Windows $11T{EBE FMRSERAE

1. £ Windows #I{T1EE L HBEERAZ 251 , BXELKRE EC2 Hi1TEE , WHEMARRRE
2 i1 A AWS Directory Service for Microsoft Active Directory B . & E#{TIHLBE |, 3B AWS
Directory Service EEiEmPEE T IHP —EREF

« LI A Windows EC2 #{T{EEE
« FHNA Windows #1T{EEE

2. ERIENBITEE. NFFEE
AT ERE

E#R#% , BIRX File Explorers
REBEEETS , ARREENASR (BR—TEREAH8 ) BE A AR BIZNG HEIREERE,
% Drive iRIZRIRIBIV BB,

B LAE A Amazon FSx 18IRAVTEEX DNS £#8 |, Siff A ZEZER DNS BB RMAERRK, It
BEFRAEHATER DNS EBRFAERLET, MRELEFHA DNS HIBHERRAE F2E E
F DNS Bl&ZZEER,

%II

, 2@ (Amazon EC2 R &EIERM) PHIEHEZE Windows

2

SHEERK  MAEERKDNS ERNLAEHE, THEEM Amazon FSx HEH A \share, &7
LA#E Amazon FSx E#&. https : //https://console.aws.amazon.com/fsx/, Windows File Server
> Network & Security EE% , 5 CreateFileSystem=} DescribeFileSystems API 5 Y Bl FE A 3% 2
DNS &7,

- HRIMA AWS Z & Microsoft Active Directory FWE — T FIERERRHK , DNS BB TR
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7.

fs-0123456789abcdef@.ad-domain.com

- HRIMABKERE Active Directory WE—TAERERRE , UAREMAZSTHEERRMKE , DNS
BBWM TR

amznfsxaallbb22.ad-domain.com

fBlgn |, g A \\fs-0123456789abcdef®.ad-domain.com\share,
BREERASEREEERARENER K REEETH.

TRT BERNBAERKE

RELCKERAZTMFAZHTER , B LK Windows REFWEMEHME H - KERAERERRE,

RENBAERAE

1. BRESAXFRER,

2. EXFRERTEE-LRNR, fIW : ###World#

3. BERREFEERAZTHHTBNAR.

4. f£HR File Explorer, SEEEERAZ I S HRERRFHXFER.

SR 8. B EBNERRMR

RELCHEMEMEA Amazon FSx BRREREERAE , BabliEf T, BRIFER  SRRKHEE
ERRFEN 30 D EROFRPBEDREN., T8  SUUEREYERAERRVES. BHOBREME
BABNEAER, NRROEENFEES , F2H EE,

REZEBYERRENHED

1.

2
3.
4

£ https://console.aws.amazon.com/fsx/ : /| BFAEX Amazon FSx £ A&,
REFEERIRP , BEECALRBEEINERRKEERE,
RERRENBERSIEEY  BEEIHRD.

ERBNELBOHFELS RS  RABONEE, LLEBHRZT IR 256 {8 Unicode #& ,
BEE., BENTIRRFT  +-=._ ¢/
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5. 1#{E Create backup (BiLIE#).
6. FEMAFEDHNMAERS , MELEUTULERERRAIMERER , FEERD.

ELRVYFNROR , EREEERURRES CREATING, EFREEX I ENKE. ERHATH
R, AREE8ELATH,

SR 9. BREIR

TERARBER , BEZERELSBEREFEERILRE AWS EBHIRE,

EEER

1. £ Amazon EC2 =& L , RIEZBHHTEE. WEFMEN , 5528 (Amazon EC2 &S
) PR IEENSITERE,

2. 1 Amazon FSx £ A L , MIRENERRKE. MMEBBECHZEBMER. B , BNMAETE
MERFBEINER. TITBBRLER

a. 7E https://console.aws.amazon.com/fsx/ : // BB Amazon FSx £ &,
b. REFABRKRD , BELAUMREREILNERRRERE,
c. &HH Actions (BI1E) , B8 Delete file system (HBRIERRHK).

d. HERBMNMRERRKKHFZLSRD  REERBERILGEREND. NREEEY , FRHEKKE
BRI EE, LERRETEDRINED,

/A Important

BAURBHRLFTHERRR. ERLBRIUSREOUAREEREYR. MRERRE
—REBRITET , EUUMRLEGNEGFBEIAHD.

e. HEERRMIDARF , WALEMERHERRZM D,
f. EEMRERRE,

9. BERZRAELEEMER , BEERRFHRESLELMR. RMRERIER e FTEBHR
EERRP

h. RELSTUMBRERIRNEAFBELNRES. REAEEHR , ZERD,
i EERRF , BERERRNERRE D AERNEMRES  RARBEMRED
. MEREGOHESREERE. AZEFERS ID HEEGTR , RREEMRESD.
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&K Amazon FSx I RRAMAEEL B B E 403 S MER.

3. EZEMREAUBREEIN Directory Service B & , 5528 ( AWS Directory Service EIE15r)
A 8 I BR B Y B %o
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FEUERNESR

EAIERSEXENAFRMAEE , & AWS Ein M AEIERRFE Amazon FSx R R,

ES-]

- XENAFIR

- % AFERER AWS Eix

- RATIEBLFIER

- fEATEER DNS BB EFNER

- XBEPHAERRHM (DFS) i & 22 H
« {£/ DNS BB FHER

- FRERAZEEFRESR

- B, FH, BRERHA

X B P

FSx for Windows File Server X E Al lREFFA S [EH (SMB) BFAWHE 2.0 F 3.1.1 hk , AIRBE T HAE
AEEEEHTREBNEXRRERIERRR.

T% AWS EE#HTEE X E B Amazon FSx #BEFEMA -

+ Amazon Elastic Compute Cloud (Amazon EC2) #1{T{E#& , =3& Microsoft
Windows, Mac, Amazon Linux 1 Amazon Linux 2 #{T{E#&, WMEFMEN , BE2EMEERL
=

+ Amazon Elastic Container Service (Amazon ECS) &85, MEFMENR , 552 (Amazon Elastic
Container Service FE A B3E8) HH FSx for Windows File Server FifE[E,

« WorkSpaces #{TEE - EEE S TH , FF2E AWS ZEREFEH FSx for Windows File
Server ¥&H Amazon WorkSpaces,

« Amazon AppStream 2.0 #{TEE - EEE—F T , FSBEFEMA Amazon FSx #&H Amazon
AppStream 2.0 #) AWS ZBER X E,

« f£ VMware Cloud on AWS environment F#{TVMs - BEEE -5 TH#E 528 AWS PEKRE |
£ VMware Cloud on AWS Environment 72548 = 3 88 FSx for Windows File Server # FE®R.,

THEZRFEZEE Amazon FSx BEEA :

XEN R PR 28
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* Windows Server 2008, Windows Server 2008 R2. Windows Server 2012, Windows Server 2012
R2. Windows Server 2016, Windows Server 2019 # Windows Server 2022,

 Windows Vista, Windows 7. Windows 8, Windows 8.1, Windows 10 ( ‘@%& WorkSpaces
Windows 7 #1 Windows 10 RE#% ) # Windows 11,

o Linux , fff cifs-utilsT &,

* macOS

it AFIER AWS Ein

18 Amazon FSx &R R #BEE Virtual Private Cloud (VPC) 1HBAE. R AEHABM , BAEF UL
RERRFKEHN VPC RHYEMIEZE FSx for Windows File Server R Rk, S LIRERER
RA R AWS IRF VPCs =% AWS B FEERRMK. BT U T ZEFTREE FSx for Windows File
Server ERMNERZH , CUFTERRERERRRFEN VPC Z28H , UMEFERNEBRRETERE
RRRNAF KBRS, WEFAMFEZESIERLHTHENFHENR , 528 £ Amazon VPC
WERRKEFIIEH,

O AREERZFKMNAMERE VPC B2 #E A FiwfEE FSx for Windows File Server &R & #f.

TRHHA Amazon FSx XERBEXERRTHVAFHEFIRNRE  BURRERRKELNFEE.

LRA... A FiR FEL2019 £ 2 A 22 HZBiEUME FH 2020 F£12  FH 2020 £ 12

ERE&K B17 BzaiEiZ B 17 B2RBEI

NERRK NERRK

BIAERREN

748 v 7 4

BAERRERT

£ VPC X E v v v

CIDR E#

BIAEZRREN £ RFC 1918 #A

VPC X Z CIDRs 5P HbhtgoE P MHEBHT
AP sty @S 3 CIDR EHE

Hh CIDRs ¥ i E:ET;:G

A% . 10.0.0.0/8 -
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NA. HABER FHU2019 F 2 A 22 HZ B2 WHE FHL 2020 F£12  77H 2020 F 12
EF45 B 17 BzEi@Y A 17 BzREN
HIERRK HIERRK
« 172.16.0.0/12
« 192.168.0.0/16

® Note
ERERRT , AU REAIRLSE P it SE , EAHPFEFE 2020 F12 417 AL
BEVHERRR. ERERHN , FRERRENFERERLFNERRK. NFFEER
SHERRMRELNER.

RAEKN VPC EHE R AWS IRF |, 5 AWS [Ei5

BE RN RTE VPC R EAFIR AWS tRF , iR VPC HEEERERFEEREERRK
AWS [E15) 1BRFBERY A F i , 7EL FSx for Windows File Server iR %5, E&MER VPC HEHE
NEHFEERER VPCs B , £— 1@ VPC FHESE#TER I UAFIS — @ VPC F# Amazon FSx
BERRK. BIE VPCsEBRATREMN AWS tRF , BIfE VPCsRATREMN #F , tFEE RN AWS E
o

VPC BHEHEEM{E VPCsz M MBER , B UERFE IPv4 = IP 5 6 kR (IPv6) thik 7 © 1M
ZEBHERE, SAUERA VPC $HEEEREZEMER AWS EFRZE AWS EFZEH VPCs, 1%
VPC EEMFMET , 20 (Amazon VPC EEIERE) HHHERE VPC HiE 7,

EhFEERERERTE S AREMEERE VPC NRSFNEME. WEMLR VPC BaFENF
HER , F2/ Amazon VPC E#HREE T EREEAFM,

RE VPC BEEEHERFERRER , LU UERERRR DNS EBREFIERRKE. MEKEAEE
Bt VPC MIVEEHTERINT &,

RS HEBFRER

FSx for Windows File Server x££/ AWS Direct Connect 5 Site-to-Site VPN , It AZIZPBIEEH,
TERBEINENERRZR, BB WX AWS Direct Connect , FSx for Windows File Server 7] Z&&
BANHEBRENEAERERFIIERRM. FEB BIXE Site-to-Site VPN , FSx for Windows File
Server AIEAERLZLMNLEEE , RRAFBELEFIERRRK.
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KA BIRIREREE Amazon FSx EERRFMEEBIR VPC 2& , BRI SAMEAH DNS £ DNS
BB REIERRK. BEHE VPC ANEEHTER —8. WF Direct ConnecttVFFHlIER , FSH

{Direct Connect {FFH&EIEmE)Y . WMFERTE Site-to-Site VPN ELEREFMMEEA , 528 (Amazon VPC
FEAEER) PH VPN EiR,

(® Note
EREEERT , BB EFHIENE IP it E |, RAPHBBEFI 2020 F 12 A 17 B2
HEVHNERRK. EEEEM , BFREZRXENFEOELITNERRSK, MEFMEN B
2HERENRELNEER,

FSx for Windows File Server 83 #{# F Amazon FSx File Gateway , {t AZ 2B IEE H1TE IR H
{KHEE, #EAEFHUE I FSx for Windows File Server R E =, MEFMENR , 5528 (Amazon FSx
EXFEFEREER) -

(® Note

Amazon FSx File Gateway T B H#EHEF . FSx File Gateway WIREZEF A LIBBIEEF
PR, FEEL FSx File Gateway HITHEE |, SR EBER T E,

EHATESE DNS EBEIER

FSx for Windows File Server /B {EERERFRMLBIFEZBERE (DNS) B, BALUFERL DNS &
B, BEEHTERE AR IRBETE Amazon FSx &R £ = | LUfFEL FSx FSx for Windows
File Server ER R &, MEH—FTH K BHZH FAERAZEFEER,

/A Important

R EEF Microsoft DNS #AFEZ% DNS , Amazon FSx R 25 E R R DNS 528k, W
RIZFERE=75 DNS , BIABEFEIFRTE Amazon FSx £ ZRKEH DNS IEEH, NERIZEH
RERXKWIERE P thut WFEHHERR , F2W BSHANFTE DNS EEEWIEHERRK IP i
b1

HESH DNS £ :
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- £ Amazon FSx =# &7 , BEERRRK , AR REFMREN. ERBERLERTRIE DNS £
o
- 5% , 7£ CreateFileSystem®, DescribeFileSystems AP| S5 S HIE EHRIRE,

R IA AWS Managed Microsoft Active Directory FIFTBE — T A ERERRH , DNS ZERBMER W
T : fs-0123456789abcdef0.ad-dns-domain-name

HRMABRKERE Active Directory WFTEE—TAAERERRR , UREMAZATAEERZRRMA , DNS &
BRI T : amznfsxaallbb22.ad-domain.com

£ Kerberos B 7 BB H, DNS &1

R FREE Amazon FSx B A Kerberos B 5 9 EFMINER, Kerberos BEFEIERZRENA
FiRRHEZENE P RE. EEA SMB TERERRAER+TERMN Kerberos B 5 5 BFBEMINZ |
saFF Amazon FSx IREMERFR K DNS BB RENENERRRK.

MREE AWS Managed Microsoft Active Directory FAEEBE Active Directory Z B E 7 /A EBME
£ , ZE A Amazon FSx Remote PowerShell £ Kerberos B 7 B%E , BL4BEH Fis L EREARK
BABK , UEEHERESIER. MEFMENR , 5528 Microsoft XHFHEIEETE Kerberos i R & =

JEFF (KFSO).

X EDHANERRM (DFS) B ZEE

FSx for Windows File Server X#{#F Microsoft DFS fF B2/, £/ DFS "R 2R |, AR ZERE
REARLVERLAEABR —BEAERKEE (HEZH ) , HEAREHEEAERERE, &1
LAMER DFS n BZ=RHP B |, #§ Amazon FSx ERRAMNER B EREABERMN DNS 28 |
DEMZERRE. MEFMEER , BF2BEFEH DFS tn & ER#& %18 FSx for Windows File Server #&
REFEoH,

£/ DNS B|& FHEF

FSx for Windows File Server BB HEERRFEREM DNS B , £ AREFEERASZ, B ablsE
it FSx for Windows File Server #£3R R#t# DNS 5|8 , LAEHATFEEL DNS ZFELUIH DNS BHEREF
BERRE,

£ DNS BI& , A L& Windows &R A E R E FSx for Windows File Server , REEEFEFH
AR DNS ZFHR1ZE Amazon FSx L E R, DNS RIZtha B EAEEENER K BLEERE

5 Kerberos & % B EHL DNS &8 32
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WEERETENERAENLUERE Amazon FSx BRRFE. B—IX&Z T 50 &l DNS 5| ZEERRF
BB, WEHS DNS 5% B FSx for Windows File Server 18R &5 32 B A BUH BBV EEAE
A, FSE EE DNS 38,

EE#H DNS BIBEREY FSx for Windows File Server £ RZFENFE , BLEHIT TSR -

1. #% DNS Bl & BB ER R GEE I
2. B ERZRERN DNS CNAME 528% , LI EEHHRAEAY DNS Bl&,

WMEFEFEE FSx for Windows File Server IR R DNS BIZHFHMER , 52 23 DNS BlE,

£ Kerberos & 7 B8 M NZA 5B DNS Bl &

RMIEBEE Amazon FSx Bl {#E A Kerberos 5 9 EBFEMINER, Kerberos BFEERRENH
PR REZ2NE BT, EE A A DNS BI& FE Amazon FSx B9 FimE A Kerberos 5 2B
F, BAEIFIEYEZE Amazon FSx R R # Active Directory Ef#¥1# = DNS BB REEEEZRE
(SPNs),

EE/EE A DNS B EEIERZRFEFRTE Kerberos 0 BEBENMINE | 5528 % E Kerberos B IR
E\Eﬁ%%ﬁ (SPNS)O

BRI LLREAEFEA DNS BB FEERRKWAFIRER Kerberos S0 RFBEHNME , FERE
Active Directory & E T 5B A BUER Y (GPOs) :

« BR&INTLM : B NTLM REZEHMARES - FRALBRERE , ERIEREEREL NTLM RE
Z#1T Windows {E#£ R EE M AR ES.

« BR&I NTLM : & NTLM B o BRFJAIGEIHARSF[OIAMRN - MRBEMBEZ L : BREINTLM : #&
NTLM REFHZRIFFARIFEKRRE , FEALBRBREREBILAFAFKEEMSEA NTLM 55
B 7B YR I ] AR BRI A AR LB EE

EEEF A DNS BB FEERRKEEFBIT Kerberos 0 RBAMNE |, FFSE ERABEBREYH
(GPOs) & #l#11T Kerberos & 0B

WERERRARERERM DNS BIBNFMEF , F2ETIER !

« 7% DNS Bl & BB E R R E B
« X7 Kerberos I IR#EE A (SPNs)
« EFEEIT DNS CNAME 5t 8%

5 Kerberos & % B M IMZEEE DNS Bl & 33
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- FRBEBERYH (GPOs) #1117 Kerberos & 7 B &%

A% DNS 5l #& B IR RV 18 3 R4 2 M B

B LERVHERRER | LUREA Amazon FSx 124 . CLI M AP {80 BRI FTREERER |
1% DNS BIZ BB A/ FSx for Windows File Server £ RZRKEM BB, NREEFATENMBEEERE
BiURE K FRATEZRE , SREXRA\E , LIEL BB ER,

LR FERA WA ERE A Amazon FSx TR ABUHMERRARFEIRE DNS 58, MEAS DNS & EH
EREERGEVIEHMNIEREEN , LUREA CLI F AP NEHAEER | 5528 S DNS &,

R FIERRKREINE DNS Bl &

1. BARX Amazon FSx i #& , #8ik A https://console.aws.amazon.com/fsx/ : //o
2. FEBAM—EGFZRS EVECHNERRRPIAREIFTERRENER.
3. HEERVERRFBENTR - ZARRY , WALEEERRKE BN DNS BlH,

1ETE DNS BIE K , FEEATSIZER -
- HEENILAETEPBIHZTE (FQDN)hostname . domain , 40

accounting.example.com,
- AJEESRBFTMETR ().
- BBHABRIERTER/ETH ().
- ALRBFHE,

¥ DNS BIEEH , Amazon FSx B FBFRAREEADNEFTHE (a-2) , THETHEEAKE.
PEFRREHBPNEEFT,

4. SHEHBRERE  ETEALZRENEE,

5. EEH - ZRERY , HELEENTMER , AREET D,

6. MBIEETRIE Create file system BRUERRK) EELNERRKKHERE, BEEUERIRKUERYT
BEERRK.

AXTE Kerberos B IR = B8 & 8 (SPNs)

FKPEZRIEE Amazon FSx B Kerberos 2 & 9 BFBEMINE, Kerberos AEIERRAENA
FiniRHREZENE 2 BFE,

#% DNS Bl % ERIR A 45 58 R gt 22 M1 B it 34
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EE AR DNS Bl& FE Amazon FSx K FimEUA Kerberos &7 8% , BARFIEHES
Amazon FSx {2 R ## Active Directory Efé#¥1#F £ DNS BIE R EBRE (SPNs). SPN —X R

AEEEEE — Active Directory EREYI M BABE, MNRIEHFRIAIERRR Active Directory BRI #HEE
#) DNS EBBREH SPNs , LB EEMBREM,

Kerberos 89 BHEEZ™M{E SPNs :

HOST/alias
HOST/alias.domain

WRAIEA finance.domain.com , BI TSI EMESLEH SPNs :

HOST/finance
HOST/finance.domain.com

® Note

&8 S M BREE Active Directory E&¥14F £ DNS Bl & ¥ M {EMIRAE HOST SPNs , F#E
Amazon FSx #& & X # Active Directory (AD) E ¥ 2E ##H HOST SPNs, M8 AD EFT?
£ DNS BI&SPNs , BIEHERE Amazon FSx R R HH SPN #E& kB,

T AR FRRBB AT T 5 E4E -

- ERBERRHEMN Active Directory B LS HAEMIRER DNS BJHE SPNs,
- MIBRIXZFIMVIRE SPNs , MREWFE.
« B Amazon FSx #E R R &K Active Directory B Y42 7 #1#9 DNS 5|#& SPNs,

ZHEFTER PowerShell Active Directory 1 #H

1. BASIMAR Amazon FSx 18R R# 2 Active Directory #Y Windows #{T{E .
2. LIEEE S5 PowerShell,
3. FEATH&SRE PowerShell Active Directory #48.,

Install-WindowsFeature RSAT-AD-PowerShell

FR7E Kerberos HI RIS EREE B (SPNs) 35
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T RIRERREMN Active Directory B4 L SR AMERIRE R DNS Bl# SPNs

MREEEH EIBIRAE Active Directory P EYIM4 £ 5 —EERRHA DNS BIEERE SPNs , &4
BARBBRIEL SPNsFAEAS SPNs FiBERRRKNE Y4,

1. HEATHGSSREMBEEN SPNs, alias_fqdn # BRAZESE 1 PEERRFKEREBN
DNS Bl&,

## Find SPNs for original file system's AD computer object
$ALIAS = "alias_fqgdn"

SetSPN /Q ("HOST/" + $ALIAS)

SetSPN /Q ("HOST/" + $ALIAS.Split(".")[0])

2. FEATIEHESHEMERE—EZRFERIEA HOST SPNs,

« alias_fqdn # BMRAZES R 1| PEERRKIEEBMNTE DNS 5E.
- file_system_DNS_name # R ARBIERRKH DNS B,

## Delete SPNs for original file system's AD computer object

$Alias = "alias_fqgdn"

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSPN /D ("HOST/" + ${Alias}) ${FSxAdComputer}.Name
SetSPN /D ("HOST/" + ${Alias}.Split(".")[@]) ${FSxAdComputer}.Name

3. HHBESR | PREERZFHEEABNFE DNS FlE 58 EADE,

£ Amazon FSx IR R # M Active Directory EiE#I# £ 5% E SPNs
1. BT TGS, BEK Amazon FSx ERRMKEIREFHH SPNs,

« file_system_DNS_name #% BUMX A Amazon FSx 1EEHERRHAMN DNS B,

ZEE Amazon FSx THEALERERRZKHN DNS B , FEEERRE AR EEERRE
HMEAEE LNBEREZEERK,

&t 7] LAFE DescribeFileSystems API #4E#) [ FE R EL1S DNS & #,

FR7E Kerberos HI RIS EREE B (SPNs) 36
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Amazon FSx for Windows File Server Windows £ & ER

« alias_fqdn #§ K ABES R 1 FEERKEMEEBTTE DNS BlE.

## Set SPNs for FSx file system AD computer object

$FSxDnsName = "file_system DNS_name"

$Alias = "alias_fqgdn"

$FileSystemHost = (Resolve-DnsName $FSxDnsName | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity $FileSystemHost)

##Use the following command to set both the full FQDN and Alias SPNs
Set-AdComputer -Identity $FSxAdComputer -Add @{"msDS-AdditionalDnsHostname" =
@($Alias, $Alias.Split(".")[0])}

(@ Note
MRERBERRENER Y HH AD 77 DNS BJ&# SPN , RIFRTE Amazon FSx 1§

RRMFKH SPN SELH., MESHEAMMBERIRE SPNsWER , FSH ERHERRZKN
Active Directory EEY L SR FMERIRER DNS BJ#E SPNs

2. EATIEHHFIECE  BFREA DNS BB REHM SPNs, B ERL EISME HOST SPNs
HOST/alias® HOST/alias_fqdn , MIATEF L RIFIR,

file_system_DNS_name # BU{X B Amazon FSx $8iRIEER RN DNS B, EEHE
Amazon FSx XA LSRERZAN DNS B , FRERRRA AR BEERIZAFMHENR
BEH WK EZSEE,

&t 7] LAFE DescribeFileSystems API #E/Y B FE R EL1S DNS & #.

## Verify SPNs on FSx file system AD computer object

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@].Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSpn /L ${FSxAdComputer}.Name

3. HHBESR | PREERKFEHEEABIAFE DNS FlEEE LARDE,

FRE Kerberos H RIS ER BT (SPNs) 37
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Windows £ & 155

EFE L DNS CNAME F2éx

FERERRRARN SPNs 2% |, B LlEBNERRERRRNSE DNS &R ARBNTA
Amazon FSx R R M Ak DNS & #EHY DNS 528k , LA % Amazon FSxo

ZE dnsserverfl activedirectory Windows ##H F BT AH P BE RGBT,

ZHEFTER PowerShell &8

-_—

EH DNS EEFAMBEENES D (PHAWS ZERBEHEBRKEE S AWS Managed
Microsoft AD , AR #BEBEBEREEEBREE Active Directory FZE )k DNS BEIEFF Al My H b
B4H ) , BABMA Amazon FSx {85 R 2 HE Active Directory By Windows #1T1EEE.

WEFMER , F2H (Amazon EC2 FEAEERE) HHERZE Windows #1TEEE.
LIEE & 5 9 B PowerShell,
PowerShell DNS Server R ZEEHTHEFHNIE R, FRAUTHTETRE,

Install-WindowsFeature RSAT-DNS-Server

BEHHEIT Amazon FSx IEERFKEMNBET DNS B8

1.

LLEH DNS EEFFAMNBEEMNE S D (AWS Z& Active Directory AWS FHZEIRBIEFEBRHK
EEE , UREBREE Active Directory F &)k DNS EEFIWREEEES R HMEHHE ) 5
7, EREEEE Amazon EC2 #11T{HEE,

MEFHMEA , F28 (Amazon EC2 FAEIER) FHERELR Windows #ITERE,

ERTERFERF , ST TIESE. LIESTHLBEMREER DNS CNAME BEEBIEHN
Amazon FSx 8RR K. WRKTE , ©@AMMalias_rqdnk Amazon FSx IERRMRTA
DNS & ## DNS B& 2 ## DNS CNAME E2#%.

PITESE

« alias_fqdn # B BIREER R FEIEEEAN DNS Bl&,
« file_system_DNS_name #% BUX B Amazon FSx BIERIEE R A MK DNS B,

$Alias="alias_fqgdn"
$FSxDnsName="file_system_dns_name"
$AliasHost=$Alias.Split('."')[0]

FEHHET DNS CNAME 8%

38
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$ZoneName=((Get-WmiObject Win32_ComputerSystem).Domain)

$DnsServerComputerName = (Resolve-DnsName $ZoneName -Type NS | Where Type -eq 'A' |
Select -ExpandProperty Name) | Select -First 1

Add-DnsServerResourceRecordCName -Name $AliasHost -ComputerName
$DnsServerComputerName -HostNameAlias $FSxDnsName -ZoneName $ZoneName

3. HHEESR | PRERZFHEBASEDNS 5l& , EELAET R,

BBREC AEHE DNS BIEH Amazon FSx EERREHTE DNS CNAME (B, EIRIEALUER DNS 5
BREFIENEHR,

(® Note
¥ # DNS CNAME s AEm@ERIiEm S — AR RRMKH Amazon FSx BRRKEK , AF
ﬁ#‘aﬁlﬁ‘éﬁiﬂﬁiﬁﬁ%\ﬁﬁﬁ—/J\EQH#F% E A Fi% DNS tRENEFH BB | tfIEZsEHER
DNS Bl BH#ITIER, MEFMER , FSEEEFEH DNS BB FEUERRZR R,

B EBERYH (GPOs) i@ #l#1T Kerberos B 7 B &%

& ] LAFE Active Directory R E T HIBHEBER Y4 (GPOs) , A EFEUE R KA FR T 1T Kerberos

B9 RFE

« FR&INTLM : B NTLM REZERIHFARES - FALBERRE , ERABERERKEL NTLM RE
Z#1T Windows {EZ R AW E A2 5% 7 IR BF

« BREINTLM : & NTLM & 5 B R EinMRERGIIRRN - MREREMEHE T L  BRHINTLM : 4§
NTLM REEH ERHARF[BRRE , FEALBRRERELATAFREEEA NTLM 55
B 7% 1Y = v A BR 2R 5 AR B EE

1. EABIA Active Directory B Windows #{T{EEE , "‘EI’J Amazon FSx ERRARELUEEES
DMAED, MBREERTEBHREEM Active Directory |, FEEENSEL S BERZEH Active

Directory.,
2. EERK , EFEEIR  ARREFEBKXEE.
3. EBEBEBERYMH.
4. MRENBFHEBRYETEFE , FEULE,

fEFABHABER Y (GPOs) 38 FI#11T Kerberos & 7 BR 7 39



Amazon FSx for Windows File Server Windows £ & ER

5. RHEBRANMWEKREL : REI NTLM : # NTLM REEHEERAKRFEEK. (WRREREK
R, BRUFNBER. ) EARLZLRERSITRY , AT (B-—TEBERR) EE A6 AR
BEEBM,

6. BEFEEIIEE,

7. EREAURERERE.

8. HEAMAFPWmNREREERMMKIFH NTLM ERFIIGRIR , FSERMEERE RS NTLM : #iE
1 v ] AR 2R B SAAR S o

i

AR (B—THEEA# ) RE A AREFARLZERERSITRPREBM.
9. WMAEMEEHINMRIEENEARMRIRSE R,
10. BEERURERERE,

EHERKEFRER

Microsoft Windows ERHAZREERZRFE LN B EER KRG B #%, ETEWRFENTAFERK,
AFmgEARKRIALER (SMB) BABEFRERRR LWERLE, B FSx for Windows
File Server I RRFKFEM B A HITEEE Windows ER#E Ashare, BAILAEA Windows # A E R K [E
FEAERAENTE (GU) IE  SEEEVNEEIEHENHMERAA,

Microsoft Windows &R A (CA) REREHENETEEEE , IFEEANRRISEHEHIE | #HIFHLA
BERNTHEEER. £A CABRAZULARSEARIEERRRERRENE K BEHRERER
EELERAZNPERERK,

WNEFE FSx for Windows File Server ERRFE LB U EBRERHAEMNFMEN , @ CAHRE B
S B, EF. BRERAR,

RAERAE

EEFREHNERAZ | 55FH Windows Map Network Drive Zhat | #$E &3 1T L A RIREM R
METE Amazon FSx BRAZ, SERAZTMHF T EFHTEE LHBEENEFBAE Linux FHER
BEAZ, HEFSRBRESHTERNERNEERREMEMTRE. RAERAZ2R  ENWERE
XNMEAEATUFIERAZT LHNERNERRK K REEMRABERNER K —K,

MBS B MRS AU F I RR G L SN ORAER , BSRTIES

o BR&F Amazon EC2 Windows #{T{EEE FMERHLE.
« 1£ Amazon EC2 Mac #{T{EEE L BERALE

EAERAZEEIESN 40
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« 1£ Amazon EC2 Linux #{T{EE L HEERLS

&+ Amazon EC2 Windows #{T{EE FMWERLE

&) LAfE A Windows File Explorer s B2 RF 7t , 7£ EC2 Windows #11T{E#E EMPAERALZ LT
HY FSx for Windows File Server #£ R & .

#£ Amazon EC2 Windows #1T{Elf8 L BRETIE R L= (File Explorer)

1. FXE EC2 Windows #{1T{EEE , WA HEZELE A Amazon FSx R R Microsoft Active
Directory, &EEH 1 , 551t AWS Directory Service EEBIERHIREZE T HPD —EREF

« EHEINA Windows EC2 #4117 {E &
« FEINA Windows #1T{EEE

2. E#EZFE EC2 Windows #TER. WFEFMEF , F2E (Amazon EC2 £AEIER) PWERE
Windows #i1T{E .,

BEiRR  ARERRE.

HEEERT  FRAERNAR (E-—TEEAR ) BE A ARBEZMFWIUEBRE,
SRR | R IBRBRAR,

SHHERR  MARERRREN DNS RN ERRKAAEIBIAY DNS 5l& , IRARAEHE,

2

/A Important

M IP it M3E DNS B RS ERE ST AR RRAANAEREEFHBELME
H. ki, 2T RAEME—THERERIRFZERH Kerberos B B 7 BRFEEE DNS BB E
BREARY DNS BI&,

& 7] LA Windows File Server, Network & Security , £ Amazon FSx £# & E S
BERRHKH DNS BBAEEREIHEAY DNS BlH. HE , BAILLFE CreateFileSystem
DescribeFileSystems APl ##{EREIEH X EIEM. WFEMEA DNS BIZNFMEN , F2HE 8
DNS Bl#&,

- ¥R A AWS Managed Microsoft Active Directory FWE — T [E#E R R , DNS BB TFr
o

fs-0123456789abcdef@.ad-domain.com

AR &t Amazon EC2 Windows #1{T{EE EMERA= 41
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- HRMABRKERE Active Directory WE—TJHERRRFK , URTAZTHERERRSE , DNS
BB TR

amznfsxaallbb22.ad-domain.com

plan , BEERE-TARERRM DNS B8 , FEEHRFBATIIAR

\\fs-0123456789abcdef@.ad-domain.com\share

HEERAZTAREERRMN DNS B8 , FEEHRFAATIIAR

\\amznfsxaallbb22.ad-domain.com\share

HEEAEERRMEREBA DNS 518 , FEEHRPBATIAR

\\fgdn-dns-alias\share

7. ERRFAREMNERNEE  BEHERAZRTRERARENER , AREETK,

#£ Amazon EC2 Windows # TR LMHAERLAE (HTRT)

1. R EC2 Windows #1T{EEE , WA HEZELE A Amazon FSx R R MY Microsoft Active
Directory, ZE#ITILHEZE , 551 AWS Directory Service BEEIEEHEETIEF—EREF
« 4D Windows EC2 #{T1ERE
« FE A Windows #1T{HEE

2. LA AWS Managed Microsoft AD B #&H I EHE & 2&EHRZE EC2 Windows #1TER. nFEFH
B , 552E (Amazon EC2 A &EERM) FHIELRE Windows #ITEEE,
3. ERz#& K BEHBOBSRIRE.

4. FRSEENUMBEEAE. ERXEN DNS EBNLALZBRHBBERLA., BOEE
Windows File Server, Network & Security , BAfEf Amazon FSx £ &Sk DNS £, ¥ ,
& T LAE CreateFileSystem=k DescribeFileSystems AP| R EEHHK T,

- HRAMA AWS Managed Microsoft Active Directory fJB — 7] A [EBER R4 , DNS BBUTFR
o

AR &t Amazon EC2 Windows #1{T{EE EMERA= 42
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fs-0123456789abcdef@.ad-domain.com

- HRMABRERE Active Directory WE—TJHERRRK , URTAZTHEERRMSE , DNS
BRI RO

amznfsxaallbb22.ad-domain.com

UTRHBERAENEND T,

$ net use H: \\amzfsxaallbb22.ad-domain.com\share /persistent:yes

&t a] LAE R 2B M PowerShell S RIBHBERHLE | MA R net use®d o

£ Amazon EC2 Mac #1T{EE L HEERAZE

BT LAIEE A Active Directory 50k il Af2EX FSx for Windows File Server #£ 2 & ## Amazon EC2
Mac #1TEE LHBERREZ, MREHTEEBRMALZL Active Directory , B L EHETEBFIE
#9 Amazon Virtual Private Cloud (Amazon VPC) §J DHCP J&18£ , LI‘@& Active Directory 815 #Y
DNS & fkeE. AREFRBHTESE.

#£ Amazon EC2 Mac #4T{EI# (GUI) L HBERA=

1. BXE) EC2 Mac #1T{ERE., HEEEHEM , B Amazon EC2 A EEEHBRIET I H D —ERE
-

- EAEEARE Mac BITEE

- 5 B(& Mac #1718 AWS CLI

2. HEAERPERKEH (VNC) EHRE EC2 Mac TR, MB/FMER ,
AEEE) PREA VNC EREFHITERE,

3. £ EC2Mac #1TEBE L | EHEZE Amazon FSx BRHXZE |, IR :

:I:I'H

B {Amazon EC2 &

a. BRUFinder , 1#1F Go , AR BEEEZ @RS,

b. HEMEMRBYEFARP , WAERRHEAN DNS B BNEERRTEBEBA DNS 54 |
URHAMAEE, RREE ER.

1£ Amazon EC2 Mac #{T{ERE L HEERAZ 43
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& 1] LLi#E 2 Windows File Server, Network & Security , £ Amazon FSx ¥ & LS

EBRRHH DNS EBATIIEEEBEAY DNS Bl& . ¥ , BRI LLFE CreateFileSystem

DescribeFileSystems AP I{EMEIEEHR K EITCH, WFEMEH DNS BIBMNEFMER , FSE
S DNS Bl&,

& Connect to Server

1smb:i,-‘amzntsxw%nmybn.example.com;share{

Favorite Servers:

FREE TRC SR Cornect

c. ETF—EEEL , EFERUEE,

d. #A Amazon FSx fR#EMR S B Microsoft Active Directory (AD) Z AE R , 20T 5 & 6IFT R,
REBIEE ER,

Enter your name and password for the server
m “amznfsxw4anmybn.example.com”,
SRR Connect As: | Guest

© Registered User

Name: admin

Password: ‘coo.-oo..{ |

Remember this password in my keychain

e. MREERI , BAILAE Finder HE M E T EF Amazon FSx A,

£ Amazon EC2 Mac #i1TER L HEERAZ (w55)

1. BRE) EC2 Mac #i1TEE. ZEEHM , F% Amazon EC2 FREREETERETIHS —EHRE
F:

s FAEEARE Mac H1T1E R

1£ Amazon EC2 Mac #11T{E# L HBERA=E 44


https://console.aws.amazon.com/fsx
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystem.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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« £/ BB Mac #1T{E# AWS CLI

2. HERAEHRMKES (VNC) ERE EC2 Mac #H{TER. MFEFMEN , F2H (Amazon EC2 £
REERE) PRVER VNC EREHTERE,

3. FERAUTHTHEERAE,

mount_smbfs //file_system_dns_name/file_share mount_point

&7 LLiE$E Windows File Server, Network & Security , £ Amazon FSx £##& ES3# DNS &
M., ;E , BOLME CreateFileSystemDk DescribeFileSystems API #{ERE FEH K EIT
.

- HRAMA AWS Managed Microsoft Active Directory BB — 7] A ERERR# , DNS BBU TR
o

fs-0123456789abcdef@.ad-domain.com

- HRIMABRKERE Active Directory WE—TAEERRK , URFEASTHEERRMK , DNS
BB TR,

amznfsxaallbb22.ad-domain.com

LEFPEANBSEDSEEEERAT TIEBHE

« //file_system_dns_name/file_share - IEEEHENERIZHKN DNS BBHMEA,
« mount_point - REHEERRMK 2 EC2 #ITEE LM B &,

#£ Amazon EC2 Linux # TR LHEERHE
IEALATE DA Active Directory 35k il A f2HX FSx for Windows File Server #&XR X & Amazon EC2
Linux #117{E 58 L # & FSx for Windows File Server &= # =,

@ Note

- THGTEESE , 520 SMB BAME., RE , URBERNBABRGEXRD , EMAE
Bl Linux cifsie TS BREUREAN Linux BORA , ATEEE K E A Finfl Amazon
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-launch-cli
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-vnc
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FSx BRRM BNV ERREREENEERE, WEFMER , F2REEEFEAMN Linux IR

iRleSE"JIFFo
 Linux AFmAXEHE DNS 2 REBE, WFFHEA , F2ELnux AFRNBHBE
B,

FEH0A Active Directory B9 Amazon EC2 Linux #1178 tHSERAL=
1. WMREEKRAGEITHH EC2 Linux 1TEE A Microsoft Active Directory , 5828 ( AWS
Directory Service BE#/E) FHFENMA Linux ITEE |, LLEVSHITIHEEIE R,

2. EMRZE EC2Linux #1TER, WFEFMEEN , 528 (Amazon EC2 FAEIER) PRLERSE
Linux 17 {E &8

3. BEREW cifs-utils B , FEAT TV oS  WEHARARBEARERRE , AW Linux £
B Amazon FSx.

$ sudo yum install cifs-utils

4. BIHEBEB% /mnt/fsx. EREHHER Amazon FSXx ERXERFENMLE

$ sudo mkdir -p /mnt/fsx

5. {EATHa5 U kerberos B .
$ kinit

6. HAUTHSHEERAR,

$ sudo mount -t cifs //file_system _dns_name/file_share mount_point --verbose -o
vexrs=SMB_version,sec=krb5, cruid=ad_user,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize, cache=nc
file-server-Ip

&7 LLiE$E Windows File Server, Network & Security , 7 Amazon FSx £## & ES3# DNS &
M, BF , BULME CreateFileSystem= DescribeFileSystems API RENEEHKEIE
o

- HRAMA AWS Managed Microsoft Active Directory BB — 7] A ERERR# , DNS BBU TR
o
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_linux_instance.html
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fs-0123456789abcdef@.ad-domain.com

- BHRMABEER Active Directory WE—TTAEBERRK , AREMNSATHEEZERRM , DNS
BRI TFIRo

amznfsxaallbb22.ad-domain.com

CIFSMaxBufSize # BB U ARFFNEAE, FIT TS UEELIE.

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

BEERNETEARNDLERA 130048,
7. HITTHGS , EERERARBHEBERRSE (CIFS) BENERRR , UERERIKCHE,
$ mount -1 -t cifs

//fs-0123456789abcdef@/share on /mnt/fsx type cifs
(rw, relatime, vers=SMB_version,sec=krb5,cache=cache_mode,username=user1@CORP.NETWORK.COM, ui

HREFREANBEGSEEREERBT TIEHE

« //file_system _dns_name/file_share - I8 EEHEHNERRHKH DNS ZBAH A,
« mount_point - BEREERRF 2 EC2 HTER LW A &,

« -t cifs vers=SMB_version-IEERRERHKNERL CIFS #1 SMB BHAWBEMA., Amazon
FSx for Windows File Server X SMB 2.0 & 3.1.1 iRo

« sec=krb5 - IEE A Kerberos £ 5 RETH DB,

« cache=cache_mode — 3REREER ., CIFS tREXAYILLIBIE A e @ L EMEE |, BIEORIE HRLL
REBBEALENZOMIEERE ( YR Linux X#H ), none BHMEA strictM &\  BA
looseTMEERBAEREBREMERERN T —H,

« cruid=ad_user - BEAERRIEETEDN uid 58EA AD BEREEE,
/mnt/fsx — 18E EC2 #1T{E# £ Amazon FSx R A= HEHE,
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« rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize - ¥sBMMBEAEFE X NMEES
CIFS BIAMEATFM R AKE, CIFSMaxBufSize ¥ XA O ATNRKE, BT T
A CIFSMaxBufSize & .

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

BHBEREEHEA DN ERA 130048,
« ip=preferred-file-server-Ip - B/ IP iR EBERRARFERFREN IP itb
3t
B LEBER R R R ERARES P thak , TR :
« £/ Amazon FSx 14 , EERRRFMEATENMRELZ L R5IER L,
« £ CLI describe-file-systems i w5 [E% DescribeFileSystems APl as S EIFEAH,

FEARIIA Active Directory B9 Amazon EC2 Linux #1T{EE LS RA=S

THREFE4 Amazon FSx EERAZHEEIKR A Active Directory (AD) B Amazon EC2 Linux 1T
EEE, HMAKRMA AD 89 EC2 Linux #1T{EEE , BRAeFEAHEIE IP it H & FSx for Windows File
Server BRHAZ, BALAMEH Amazon FSx =& , ERFNWERMARES IP it HBKHEZ 2 R5|E
BB ERRENIAE IP Hit,

LEFIER NTLM B2 58HE. EEHMTIHEXE , SFBERIAHBAERSE , MAEAER FSx for

Windows File Server R X MA# Microsoft Active Directory fBIBIHI K E., FRERFHNEAER
SHEMLEEC2 HTER LBEINNFERPEMcreds. txt, WERTEFRAENERAESR. B
A1,

$ cat creds.txt
username=userl
password=Passwordl123
domain=EXAMPLE.COM

BB FIE%E Amazon Linux EC2 #1T{Hg&

1. fEMH Amazon EC2 £ & & Amazon EC2 #{TEE. MEFHMEA , 528 (Amazon EC2
FRERRE) PHREHTHEE,
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https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
https://console.aws.amazon.com/fsx
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2. EHFEELH Amazon Linux EC2 #1TEIRE., MEFMENA , F52E (Amazon EC2 EREREM)
PHERE Linux $/T{EEE,

3. BFEZRHEWY cifs-utils EH , BHT YD  HEGCRANBHERABESRREK , #lW0 Linux £
# Amazon FSx.

$ sudo yum install cifs-utils

4. B3 /mnt/fsxxBETEIHE Amazon FSx ERREMH R,

$ sudo mkdir -p /mnt/fsx

5. FEALXRBERNIER , & /home/ec2-userB#HE U creds. txtBEAERER
6. Ecreds.txtBRHFT , LERER (#HEHE ) TUHTTIGIRBRAMEARR,

$ chmod 700 creds.txt

BEERRR

1. BUILEREALE IP tut AR M A Active Directory HIERE A, BaLUER Amazon FSx &
2E , ERFVERMARS IP i WRKELLRSIERL  NSERRENTE IP i,

2. FERAULTHTHEERRRE

$ sudo mount -t cifs //file-system-IP-address/file_share /mnt/fsx
--verbose -0 vers=SMB_version,sec=ntlmsspi,cred=/home/ec2-usex/
creds.txt,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize,cache=none

CIFSMaxBufSize #§ UM AR O AFFHNRKRE, #TTH T URELIE,

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

B REEHEAD ERA 130048,
3. HTTSIaT , EEE CIFS EXRRK , UREFEERRRKCHE,

$ mount -1 -t cifs
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://console.aws.amazon.com/fsx
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//file-system-IP-address/file_share on /mnt/fsx type cifs
(rw,relatime,vers=SMB_version,sec=ntlmsspi, cache=cache_mode,username=userl, domain=CORP.EXA

HRERFREANBHEGSEEEERBT TIEHE

« //file-system-IP-address/file_share - IEEZLEHBNERREN IP st M A,

e -t cifs vers=SMB_version- #BERRAENERIEES CIFS 1 SMB BEAHERA, Amazon
FSx for Windows File Server x# SMB 2.0 %l 3.1.1 ko

« sec=ntlmsspi - ¥EEMFEA NT LAN Manager £ X ER & R E (NTLMSSPI) 1T 5 2B,

« cache=cache_mode - ZREMREUER ., CIFS RELAYILIZIE A a2 S E WAL |, BRI HRLe
BREREESENZONIEASE ( XEARE Linux X ) o none BRMEMA strictf BE , @A
looseMEERBABEREREMERERT—H,

« cred=/home/ec2-user/creds.txt - IEEEMEMESHERAEEXAESR,
e /mnt/fsx - ¥E8E EC2 #1T{EEE L Amazon FSx R A ZRHEFE,

« rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize - SEBERMMBEABHEXNNMNEES
CIFS BAWMEAHTMBEAME. CIFSMaxBufSize #§ BRAZR L ATNHZEE. FITTH6H
S CIFSMaxBufSize ¥

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

1£ Amazon EC2 Linux #H1{TEE B BHEEREE

& E] LA B BB & FSx for Windows File Server i8R E = | SUEEREM Amazon EC2 Linux #1T{E R
B E 7 EL FSx for Windows File Server 8RR, &EiEHM , 5515 HEHIEE EC2 HT{E®
F# Jetc/fstab BR, /etc/fstab ERTERERRENEN , EHTERBEH B ITmount -
afiin e S E/etc/fstabBERPHIHHERRHK,

HRAFRIMA Active Directory # Amazon EC2 Linux #1T{EE , B ReeEAEFLE IP it # & FSx for
Windows File Server R HE, &ALAEA Amazon FSx 12 & |, ERFNERMFRES IP it fE
BELZLRE|IEBRLINBERRENTAE P thit,
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https://console.aws.amazon.com/fsx
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T3 Microsoft NTLM &2 5. BAUKERRKHBBAFERE , MHEMHE R FSx for
Windows File Server &R X M A K Microsoft Active Directory iR &, BRI LAER Ty aw , #
creds.txt EREREABRFNEAER,

$ cat creds.txt
username=userl
password=Passwordl23
domain=EXAMPLE.COM

FERMA Active Directory B9 Amazon Linux EC2 #{T{E#E F BEEBHHERAE
BREIFIE%E Amazon Linux EC2 #1T{E &
1. fEMH Amazon EC2 £ A & Amazon EC2 #1TE ., MEFHMEA , 528 (Amazon EC2

EREER) FHREHTERE.

2. ERIENMITER, WFEFMEEFR , F2B (Amazon EC2 EAEREF) FHERE Linux H
1T1ERE

3. BEZHEMY cifs-utils EH , BEAT TGS  WEHANBHIEMRERZSR , AW Linux £
#J Amazon FSx.

$ sudo yum install cifs-utils

4. E3 /mnt/fsx Bk, EREAEBE Amazon FSx BREARHME.,

$ sudo mkdir /mnt/fsx

5. 1£ /home/ec2-userB#H B creds.txtBEAERER,
6. RREERHT , UERELR (HEE) UMUIHTTIGTESREBIER,

$ sudo chmod 700 creds.txt

HEBHEERRR

1. BLERERE IP it , BEHEKRIMA Active Directory WIEERKZE, BALUERA Amazon
FSx F2 A& , ERIFVERMMRSS IP it WFERERLR5|EH LSERIKNIE IP i
i.lto

2. FEFEAERAANLSE Pt EBHEERAA  FRUTEITHEE/etc/fstabER.
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https://console.aws.amazon.com/ec2
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
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//file-system-IP-address/file_share /mnt/fsx cifs
vers=SMB_version,sec=ntlmsspi,cred=/home/ec2-user/
creds.txt,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize,cache=none 0 0

CIFSMaxBufSize # B AZ O AHTFNRAE, HT TGRS LIE,

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

BHBEREFEEREAX/DLERA 130048,
3. fEA mountin S EHE ‘fake' iIBIELAK 'all' Ml 'verbose' BIERBIFA fstabE B,

$ sudo mount -fav
home/ec2-user/fsx : successfully mounted

4. ZERHERHLEZ  FEHRE Amazon EC2 #1T{ERE,
5. EFTEBBXRTAHE K BT TITSREZIERRFERECHE,

$ sudo mount -1 -t cifs
//file-system-IP-address/file_share on /mnt/fsx type cifs
(rw,relatime,vers=SMB_version,sec=ntlmsspi, cache=cache_code,username=userl, domain=CORP.EXA

EWNEBFHFIEE /Jetc/fstab BRENWITSEREEHIHIT T EE -

« //file-system-IP-address/file_share - IEEZLE#HEH Z Amazon FSx ERRHKEHN IP
kR,

« /mnt/fsx - EE EC2 #1TEE = Amazon FSx R RFAH B,

+ cifs vers=SMB_version- BERRFENERIEEA CIFS 1 SMB BIAHERA, Amazon
FSx for Windows File Server 21 SMB 2.0 E| 3.1.1 hix,

« sec=ntlmsspi - EEMMA NT LAN Manager £ X B2 & R EREHE NTLM KE-EES
D ERFE.

« cache=cache_mode - BREREUERX, CIFS REH BB EF L ENBE , LIEBORIEHHLE
REFBESEHNRZOMIEASE (MBI Linux X ) o none BEMA strict iBE ,
£ looseTRERBAMERERREMENER T — K.

« cred=/home/ec2-user/creds.txt - EEEMERESERAEEXAER,

1 Amazon EC2 Linux #1{TE#8 t BB EERA= 52
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_netdev - FHERRAERZRUATERRFINRE, FRHIRERPIEHTEREH
ERRE , EDEAFK LRARBREAL.

- 0-BHNMEERRFERIEEZEdump , FEEH EHP. BH® Amazon FSx , lL{EEA 0.

- EEER#KfsckREERRENIEF. HR Amazon FSx ERRHM , IWEEEH
fsck N EHE BB RF#IT.

ZL_—L E*ﬁ- EF?E*/\

REBER\MAEBATTIIEBREEERAE.

E—LﬁEIJE*/\
- BARENERAA
gﬁ%IﬁﬁEﬁE*/\

A LAE A Windows R4 H BB #E GUI #1 Amazon FSx CLI 7£ PowerShell F#TiRIFEE |, LA
‘B FSx for Windows File Server ERRXMELHEREA, FAXAERK GUI (fsmgmt.msc) B ,
Ba e EE - AEARNRTRAERRRZAANAREERBIEE, ATHRELIEERE 6 FEH
PowerShell REEBURZEEBRIAK LOERLA

Microsoft Windows &5 H|#11T a5 B ERM B &R MERF, & Tﬁﬁﬁ"‘—ﬂ«}{ﬁilﬂﬁiﬁﬁﬁlﬁﬂ@l :
IBRZBIFIEL Windows IEEF#Han BERME &, MFFMER , F2RDEEL.

/A Warning

Amazon FSx 3k SYSTEM EA&EEZREY SMB EXHLANSEER R LTI
NTFS ACL 7, A EEZNERR LBFEIFERAEN NTFS ACL 31 , HAEKMEEEN
E*zxﬁﬁﬂlfﬁﬁyo

ERAHAERNR GUI EERERALH

HEEE Amazon FSx BRRBLMERAR , EUUERHAAERK GUI, HAERK GUI 5%
h{E , AREE Windows fIARER LHVATE H Fﬁﬁﬂﬂéo TIRFRANMAIEREHERLR
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https://learn.microsoft.com/en-us/windows/win32/fileio/naming-a-file#naming-conventions
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gL AE R REREZZE FSx for Windows File Server iR R4k

1.

B EIEH Amazon EC2 #1TERE , WASHEEFEA Amazon FSx R RFKEFTIIAR Microsoft
Active Directory, &E#H{TILERAE , 3 AWS Directory Service BB PIRIET Y HAp —{EFRE
F:

o EHEINA Windows EC2 1T {E &

« FEHA Windows H{1T{EE

DERRXREEEFHEREFINFEAE T ERELNHTER. £ AWS ZF Microsoft

Active Directory AWS # |, LB EBAZE I FSx BEXE S, £ B HKEEH Microsoft Active Directory
o GEEBANEEERS L ERYHBARMENEESHERTER. NEFREN K F2H
{Amazon Elastic Compute Cloud Windows #{TEBEAEERM) FHERZEZH Windows #,
1T{ERE.

FRABIAIAER , WEAUEEE B 2#1T fsmgmt.msc, EXRMERBMIAAER R GUI T &,
SHEEE  BEERES —HEM.

$HE 53 —IPEMK , WA Amazon FSx ERRRHNBIHB BRI (DNS) B , fil0

amznfsxabcd0123.coxp.example.com,

EEE Amazon FSx A LSHRERRFAEN DNS B8 , BRERERRK. BREERRK , R
REERZAFHFMSTEENFERERLER, BWALITE DescribeFileSystems API & 4E#) B FE
FH{S DNS &%,

EBEEE, A%, Amazon FSx ERRAMNEESGHEBEELAERKRITENEES,

HEHAERREERESLH Amazon FSx BRRER , BULUEERRKELEE Windows EREA,
AR A \share, B LAER T HBERBITILIRE -

BUYMNERAR -EHRERRIES  BELAESHETNLA , LEE Amazon FSx BERRR
HERAPHA, BETARYEHEVLAENREE,
BMATRBEYABERR  FREUFTNERAA. EAUATUTERE

- ERAARENRIE  EEABENREER , BT "BE,  RRER-T "BUFERRK, X
BYABERR,

- FRTEY

New-Item -Type Directory -Path \\amznfsxabcd0123.corp.example.com\D$\share
\MyNewShare
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/launching_instance.html
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- BUERAH -EHRERRIED  AREEEAAERPBRACERAANAR (E-TEBE
A) BE K RREEBM. SUENE K RAREEREE.

- BRERAA -EHAEHRIES  AREEERAERTBERNERAAART (B-TBRA
#) BE K RRREFLHAA

® Note

HRE-THE2 NZTABERRK , REEEMEA Amazon FSx ERZRHKK DNS &8
ERE fsmgmt.msc B, FREFAAHAERR GUI TEBREREARBIEREAR (2
FEEMT., FRERHMEMEY ), MREFEAERIRHKEN IP itk DNS 5lE BBt
TER , AIEAERK GUI TEXRZEELEE %,

® Note

MREER fsmgmt.msc HAERK GUI TERFELR ZE FSx for Windows File Server
ERZAENHA , AIEF-—RERURTEAERRARZHLANERLARBTEER , ke
BREE, EERRELIE  EALEH PowerShell EEEREA , TR,

EIEE PowerShell WiEE=H A

& 8] LA PowerShell B9 BT FSx for Windows File Server R EER O REEERLH, EEHS
A S EBSEBEREAEE , W
- BERLARREERMFRIZFERZE Amazon FSx
® Hiﬂ":’ E’J*;*/\FH AWS Eij L}\L’?j_-j\;ﬁfg}?
s UBARAAAEEHENEREATERE , fINEKRERLAME

ZE T AN{AI1E PowerShell £fEH Amazon FSx CLI EE{TIRHETE |
for PowerShell,

@

52 £ /A Amazon FSx CLI

TF&R%|H Amazon FSx CLI 2% EIE PowerShell i 9 , B UAFEHELH S RKEIE FSx for Windows
File Server ERZFK LNERHHA

EEERAR 55
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HAEEGS iR

New-FSxSmbShare BIUNERTLA,
Remove-FSxSmbShare BRERLA

Get-FSxSmbShare HERAENERLA
Set-FSxSmbShare REHLZREM,
Get-FSxSmbShareAccess FRENH AR FEURSIEE (ACL),

s

Grant-FSxSmbShareAccess BEETENAFFEIUEFIIEE (ACE) HiEEH AN LR
=

Revoke-FSxSmbShareAccess MEZENZEERFTFHRRZETENFIE AL ACEs,

Block-FSxSmbShareAccess EZFEAWIER ACE il EHENZ 2 WIRIE,

Unblock-FSxSmbShareAccess REZEMNZLWATHBRZETENFIEIER ACEs,

BETTHRELRPRUMEGTRENSE, EEFBULERE , BEA 1T ®H-2, H10 New-
FSxSmbShare -7,

BEAEBREEZE New-FSxSmbShare

B LA B A ERHMEEE New-FSxSmbShare , LMEZR A UBRIATEAER , LETHERE TE
/\?— ﬁ'ﬁZ;Mg;ﬂE%ﬁﬁl%lﬁﬂo

FEATHE b —{EiZ1E |, #&7E FSx for Windows File Server iR ABB LB VERZRLAMENZEA
BB,

s ZELEEARNELEEZAERYH  BEATI®HS,
$credential = Get-Credential

- ZEMEA AWS Secrets Manager ERELEBEAERYH , BERATIHT,

$credential = ConvertFrom-Json -InputObject (Get-SECSecretValue -Secretld
$AdminSecret).SecretString
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$FSxAdminUserCredential = (New-Object PSCredential($credential.UserName, (ConvertTo-
SecureString $credential.Password -AsPlainText -Force)))

EMYFETHN (CA) XE

& T LAE A Amazon FSx CLI for Remote Management on PowerShell Z 3 3 & 7 A (CA) #

=, & FSx for Windows File Server ZAIAEREERRKELEVYN CAHLHAEGSEMAEN

SR M, Amazon FSx E—TAERERRFKEIEE—HTHEE L, Rt , FE—-THERE
REARLEYN CAHRAXEMA , BAIFSEAA. £H New-FSxSmbSharefr & , I# -
ContlnuouslyAvallable BIERER $True , UEEHERSETANRE, UTREY CAH
EHEFTET

New-FSxSmbShare -Name "New CA Share" -Path "D:\share\new-share" -Description "CA share"
-ContinuouslyAvailable $True

B LAMEA Set-FSxSmbSharem FSHIRBRRAZ LM -ContinuouslyAvailablei®IE,
YR ENERLEAREHER

EATH R SREBREAERAZTNFETRAEMLE.

Invoke-Command -ComputerName powershell_endpoint -ConfigurationName FSxRemoteAdmin -
scriptblock { get-fsxsmbshare -name share_name }

WMRERA CA, BEEETSATIT

[...]
ContinuouslyAvailable : True
[...]

WMRKREA CA, BHEIEUTIT

[...]
ContinuouslyAvailable : False
[...]

ARERAERAZELRAKETH , FERATS

)
dl>
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Invoke-Command -ComputerName powershell_endpoint -ConfigurationName FSxRemoteAdmin -
scriptblock { set-fsxsmbshare -name share_name -ContinuouslyAvailable $True}

New-FSxSmbShare = E R EE XK

Amazon FSx T X BESLHEEEREE , BEAEMENBERERE AEEE Amazon FSx BR R
AR A MBI A1 T #4T New-FSxSmbShare PowerShell a5

R LMER T A E P —EfR T RRFREETB N

* #1T New-FSxSmbSharef TR A ELAE FSx ERRRUNRERABEE+.

- BRI LUMEA fsmgmt.msc GUI EERRFE LB HE, MEFHEEF  F2REALAER K GUI
MIE*;*/\

New-FSxSmbShare a5 A E @ EE XK 58
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ARENMAY  E—AAENZTHEERRMRK

Amazon FSx for Windows File Server iRt MERRRZAKTBHE . E—nHAEMZUAE, TIEE
RENEATHBEATEEFRIZIRNIEEE, MERKTHAM SLA ( REBRHZE ) WIEE
BEA , 520 Amazon FSx fRIEEBikiHE,

E-TAERSERRMBE— Windows ERARF[ATERBME—THESE (AZ) RN —BFHEF
WREERK, FRE-—TRAEERRKR K ENSBER U LEXRSBERATE - THE

€. Amazon FSx B EERBERWE  WEBMAKENERRETH  BBRBMESHHER, B
—THEERAMEFSEAEERSHNE  UREAERZRRENTEEERRYE , BEAW
30 T EMNEFHRERE. ERE-—THEERRER  EXRXRMEEBLBIERTUREEZER , Hlu
HRZETHEE  SHRE-EXRARSFSXERBZERNKE , SERERIKERT —BHMRE , &
ERBEAT , SR REEFNIEDERERRZR,

ZUAREERRREAIHEMBEAZs (REFNTHESMNGHATAEE ) B Windows {ERMAMRR
S AT AEESERK , FIA Windows Server REEBERE S (WSFC) RIMTMMEIAZs LAY — 8 &7 MR
2, ERERESERESEMEL AZ ANWME AZs 2B, HERE-—THERNE K STHEHESEE
E-SEBEAZSHERREHEENMAY  LEBEHFHEBEINGTHIRAE £ 8NRKHER
MEFEARB BT R RS T A, ERRGREFIER  YHBREBENSRUTERKENTA
[E2 13 B o

22— TAERZTARKRRASEER

ZRIZTABHERZARRANS TRAMNMAMER  RAZBEASHBLEETFEREASZTH
EFERRR. E-TAERHBRTANERANBENHRATR , BARAENRAZTFEH, 2B
ERERAEABNBELETFER , AFTFERINNREERGFEE , UARFEERTHENERR
BE (RPO) NAEETIFEH. EEERTAMMN RPO BRNWIEESH  EHEMERREHKERR
ATEIRVRIS R TR , WARERAEZTAMRE 20 78 , ®ELHEBERT , SRKIENEDURIEX
BEREHN.

EAtEBRCREAERIMANTHMEER  IRREWIEEHAEHEECEERRRHE. AXER
ERFNSABRBPESEHUBMERNERANERERTR.

EBRREREANIIEE

TRIBER FSx for Windows File Server &R RGN ESHA L EMNINEE -
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EEBER SSD HDD DFS % DFS 8 E&] DNS CA #=
fE1zE8 e B 2R
B v v v v
AE 1
B v v v v Ve
AE 2
Multi-AZ v v v v J*
@® Note

*HAREBULEE—THAEE 2 BREAKLETSETHAN (CA) £ , BEEZE SQL
Server HA BN Z T A EEHERRZAK LFEH CA £,

BFAM
MRFEUTEAER , STARARRARL S DRRFOERABBIAHSEESHRRARS |

° %Eﬂﬁﬁl&iﬁqqﬁo
- RIFWVERFARSFEEER.
- RIFNERFARF[IETIHEINKEE,

ER-—EERARFREREI S —EERARSEN  FNFEATERARFESEDRAEHMAESR
REBEMMBEARE R, ERFFHEBIOERT AR , Amazon FSx & B Bk BB fR 4 + #83% P BV R 4F
BRARR, FEBEEFSEENFERAPERMARS LHAKERTE 30 WATH , BEREFHER
AR EAR/ERAPRESL. RESTABEAENRENEES 0 VAT , MARBEERT
MEPNERABRFRTEERRISHE,

ERRRARREBENDEXRMNETHEA , /O ATEEEEF , ™ Amazon CloudWatch 5 ATEEE
TRELZER. SRZTABEERRR  REBBNAELENERENEAERFERNZ D
FEETENREERABRB2EREL. HREHR HDD RENERRE , URBAEEN IOPS #&E
MIFEEH A LEFRZURFEFNENREE. BNEZBCEERARAHEERAZSEBEYHE
RAEXANEE.
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Windows Al Fin I A iR B E R

ER-—EERARFAEEEIE —EERMARSEN , FNFATERARFSEDREAMEERR
HERMBABREHRERR. £EAFEBTNERTAR , Amazon FSx € BB XMEER T+
MEAERMARS. ARERIZKN DNS FBERETE  RLFEBESH Windows BAEAME R
ERAN  ZEARAESFIN AN TREERZKRE, FEBEEESERAFERAPERMRKRS L
MAMBERE 30 WATHK , EXRGHERARSFEARERAPREA L, RERKS A AEERED
EEFE O VAT MARASEEAFREPHERARITEERRELE,

Linux Al Fimky R EEER

Linux AFIRTxE B8 DNS #RERE, Fit , eMFEEFERENHEDERIFoERMAMR
. EZUAEBEERARBEZELEREN FHEBFHERMARSKI 2R  EMEEBNEERRKER
=

EEERMLAARERE

BUERZTHESERRARNAXERE , LARAEBE, EASUERRENGEIERE
K , Amazon FSx BB HERRXRNVERFARSE. STAEREHERRREEBHAEBEE REMRR
2% , ™ Amazon FSx 8 EBMR R FH RIfREEERAREE. AR A EXEXRASEDHEEHHNEZERR
2% , Amazon FSx B ER R AR

RATLAIE Amazon FSx 12 A. CLI M AP| FEZRXEREFTHERNEE, —BEFHFRIITK ,
BHREERERELZREBEZAEMRS , B L ROFTEMRSE. IECUARERRFENALERE
MESIRBEREENFMEN  F2H EEREERE,

E-THENZTHEERRKER
E-TAESNS TAEAERRAER TORNBLBEN AN TR | WA TEHHE,
¥

ELEVERNEER (VPC) K, EEFBHY MBI ESR (AZs) AWS EFHl, ATHEERART
BHVE , ExERBEEMTARENHE. B VPC 2#& , BUUERETARENE —NZEFHE
B, ¥R VPC EBETRARETEHE FHEKE. FHRIEN VPC il IP it $iE, FRSEMRE—
A ES.

FSx for Windows File Server E— T A EERZAREE—E MK A BEBRUBEEX FHK, BREE
N R ERRERRAEYFMENTAESE,
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ZUAREERRARTEMEFAR , —EARANMRFNERARS , 5 —EARGoERARSE. &F
EmEF R4 ANVRERE AWS BE AR AR A AR,

HRAWS ERERA , RMERCERREFERARSFEBNTHERETRB A iR , USIEERE
=3 ig

ERRAEERENE
WY@K ER VPC FHREBHET A | RREREKF. HARIT Amazon FSx HERH
B , Amazon FSx BESARERRR MBI VPC FHE- RS EEEEENE. BEEENET

HAFME BRRAREFLHE., BEERRNERRAE Amazon FSx WRBEER , BIETERE
RFEH VPC —#5, ZHABEERRREMEELERENE , SEERARSIE—E. E—TH
EEERRRE —EEEEENEH.

/A Warning

A7 U M PR EE AR SR R AR AR B A SR MEARBR T T, S R MIBRABER T E AT REE BB VPC M
ERRBEZEERKRAPE.

TRBEREA FSx for Windows File Server Single-AZ 1 Multi-AZ R ZFENERFERAE -

BRABDEHE THREBE EMERETENEE IP it B &
E—-wHIE 2 1 1 2
BE-THE 1 1 1 1

Multi-AZ 2 2 4

BYERAKE  HIP it EMBRERRK T EEE,

/A Important

Amazon FSx A &t FEERRMR , RERRRLAELFRKREN. WREME IP it
b, BN AR E R N (P dhhh | EEEEERRARAEMMETE , Amazon FSx 88
B E DB
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{$ B Microsoft Active Directory

E 88 FSx for Windows File Server 2R R il , A LUEE A Active Directory #8138 , LA
FREEPBREBFNERNERREBHREZEEIZEE, Amazon FSx T B2 Microsoft Active Directory ¥4 i
A, LLEZRB AR Microsoft Windows IRIEE S, Amazon FSx #Ei Active Directory {# i {2 # FSx
for Windows File Server B R R IR MM EIREIE : #E £/ Amazon FSx AWS Directory Service for
Microsoft Active Directoryf f£ /i B ¥ Microsoft Active Directory,

Active Directory & Microsoft B #BR# , ARREFERE LYHNWMHEEENR Y REESNEAERRS
BMEALER. ELYHBEBEISHAER , SINERFARSE. BEREAENERIIRS,

A& | A& T LAE Active Directory FERHEBENFERES P RBFBES , WFE FSx for
Windows File Server IR %, EAEGTUERAEEEN S 2 K2 H @B RNER KRB FE.
A, BAILEEAENERNENRREHEZ S FEUEFEE (ACL) #HEEEBE Amazon FSx , MAE
HEITEAE S,

® Note

Amazon FSx X # Microsoft Azure Active Directory Domain Services , AL Microsoft
Azure Active Directory,

BREERREIBIED Active Directory #HER | BREEEH 5B -

- BRBEREZAER
 DNS fAlfk=7 IP bt

BIUBRRKR , BEELZEF S INA Microsoft AD I B -

* DomainName
» OrganizationalUnitDistinguishedName

» FileSystemAdministratorsGroup

T, BULREAEIFTNERRSE , YEFHERIZFEL Microsoft Active Directory BEHREHEE
ELEM, WHEHFHEN , F2RES ECEREFTNIERRERK,

63


https://docs.microsoft.com/en-us/azure/active-directory-domain-services/overview
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-whatis
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-whatis
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® Note
Amazon FSx X #& Active Directory Connector 1 Simple Active Directory,

WMRIERY Active Directory fHREES £ B F M P BT EEE R RKAVELR , B8 FSx for Windows File Server
AREREREER. EESERRAREC THAMRE | 557 Amazon FSx TR AFEMERERILE

B TE Amazon FSx APl {3 A F M StartMisconfiguredStateRecovery@is, MEFME
A, F2H EEREERREHRME,

&
- B £H Amazon FSx AWS Directory Service for Microsoft Active Directory
- EF BEREEM Microsoft Active Directory

&8 8 Amazon FSx AWS Directory Service for Microsoft Active
Directory

AWS Directory Service for Microsoft Active Directory (AWS Managed Microsoft AD) £ ElxiR it £
ZE. 5 UHAMHER Active Directory B #&. SRR UETIEEHIBE P EHIEL Active Directory B
%o

MREHAEBER AWS Managed Microsoft AD REE S MEE , HPIEZREES Amazon FSx
ERRHK AWS Managed Microsoft AD, 1kt —3& | BFE AT LAEH Amazon FSx with AWS Managed
Microsoft AD. RS EMRA R, 8 AWS REMERBHIE., B/E. STHME, THEE, T4
MERES  BLEIRENREECSHIEAE,

& ERBEH AWS Managed Microsoft AD 5% E £ Amazon FSx , ] LA#E A Amazon FSx £
B. BREFTEAPFEIFH FSx for Windows File Server ERRZ K , 551212 Windows REEERT
HAWS Z & Active Directory, B A JARZFEFANKSER &%, WHEFHAEF , FSRTR5 EX
B ERRH

BAB TR S 7E B IR EEM Active Directory #818 ( AHBERER ) LEESHFEE, B2W
It , BAI LA Amazon FSx BERRAKEZMAREN B REE Active Directory #18, MFEFFMER ,
E2REEH B REEN Microsoft Active Directory,

LA BEAUREEHRRE , fEREREHERP IR, FHERG Sl ERERH K IEL
) Amazon FSx R R #M , EEAEMENERIEREK T EH Active Directory R,

f£F AWS Managed Microsoft AD 64


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_ad_connector.html
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/A Important
HRE—-TTHE 2 MIFMEZTHAEERRMR , Active Directory TEMIH AT (FQDN) F5HIB
47 {8+ 7T,

B ST IR R AT

FEEI A AWS Microsoft Managed Active Directory #8139 FSx for Windows File Server R X ##
2, BRESCENWERE T HIEERAERE

« B VPC Z2FHE , 3R Amazon VPC MERZEHECHEETRETNERRK, FHRESR
B FSx BERRM FRBENZTLEMEN VPC Mk ACLs AFFEEELNRE , YRR TEARH
ERo

FSx for Windows File Server port requirements

You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCPPorts 88, 135,389, 445, 464, 636,

3268, 3269,9389,49152-65535
UDP Ports 88,123, 389, 464
S
Active Directory
TCP Ports 53 domain controller
UDPPorts 53
. ~
i -~
N, DNS server
FSKQ E
: TCP Ports 445 C\
e
< | |
. A
FSx for Windows VB et
TCP Ports 5985
.
Ty

=5

Administrator

TRERSEERENAG,
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B E EiRE

E‘\_'III
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B E EiRE
TCP 49152 - 65535
/A Important

BE-TAE2MFEZTAEBERRRITBEZE A TCP EH#EIE 0389 LHNELRE,

® Note

MBEFEHANR VPC 8 ACLs , BIESEAAHFRE FSx BERFN B REEZIE
(49152-65535) L HyEH T &,

o MREBEH Amazon FSx BRRRERE TR VPC HIEFE HH AWS Z&E Microsoft Active

Directory , FEfERZ VPC ERIEER TR RRHAM Amazon VPC 2 BB ER, MEHMEN , B2
EEARR/ VPC SR FE F AWS Managed Microsoft AD £l Amazon FSx &,
/A Important
B Amazon VPC R FHEEREEBEUERRERKN AR , 8 VPC #8i& ACLs
EREEEE O

5 Amazon FSx #8EE 5 7E T E3RERFHEE Active Directory #8112 &l uh RV EAR

RS SR IRAE 70
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FREREREEHER

WA LSRR R HKE A AWS Managed Microsoft AD §%E. A% , B LESREIH AWS Managed
Microsoft AD #iZi B2 IR 5 B K EE Active Directory #81gi < B B M # RETREFHR. B Amazon
FSx FH) Windows B 7 5% , SRAFEQRRET , HP AWS ZERRET L AREEHER,

BN TRBEREEEMEN AR | M Directory Service SERFARIETHBENAR, BRENS
PTEREBRAGU—EFOEAEGCEEH , AFELIBEFNIEFYSIERISPRANERET
BoBE., EHERT , Amazon FSx REE AWS SEMIBEE), £ Kerberos B0 BBRMIG | K
BARAFHRNESBRBHEREHLARPEETRE , ARHE®28%E AWS Managed Microsoft AD , &
KA FimEgMm FSx for Windows File Server ERZMERERBERER. NFEEENFHEENR , 728
AWS Z2EERPHNE LEHEEHHE EEMNATEHEEEEF AWS Managed Microsoft AD,

BIERBE Active Directory #2378

B3I Amazon FSx ERRMH 2wl , BEEM A Amazon FSx B T E3RER T Active Directory #8
SR ER. MEFMENR , 52 B EE Active Directory #8112 il 15 #9843

T %8 E3 & JR 7T 173 Bh ¥ AWS Directory Service for Microsoft Active Directory ¥ B2 FSx for Windows
File Server £/ :

 AWS Directory Service EXEEREH M A A Directory Service
{ AWS Directory Service EE1E®) HHEI AWS Managed Active Directory
{ AWS Directory Service BEEigr) FHE M S1ERRAYEFHE

EREH VPC ZiREH AWS Managed Microsoft AD £ Amazon FSx #
[iY

ST LMER VPC HEHIE | #§ FSx for Windows File Server R Z#EMAE —REHFRE VPC F1
AWS Managed Microsoft AD H #. & LAEA AWS Managed Microsoft AD B # A , BERR
HIMATRE AWS 1R F Y B .

(® Note
LR ERE R R AWS E1E #HEH AWS Managed Microsoft AD REE , MREEEF
RIBEE VPC BERE , BERMFER BEKEEMN Microsoft Active Directory, MEFFHMER |
E2HEHA B REEN Microsoft Active Directory,

ERERE R FRRER 71
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Amazon FSx for Windows File Server Windows £ & ER

BRERZFEMATRRE VPC #H9 AWS Managed Microsoft AD I TEREEBETHILER -

1. RELNBRRR,
2. L HEN B &,
3. BERREMAHARB &,

WMEHMERR , 5528 ( Directory Service EEIgrR) FHHFHEM E &,

EEXRTERNBEIRE | B LER AWS Transit Gateway 38 Amazon VPC 23 VPC HiEE#R,
o, EREME VPCs 2 AR RE,

EWHEERRERERTDIE  SUUBARERERE VPC NBESPEMEK, NEFEH VPC EHEENE
MMER |, 528 (Amazon VPC EEEEERE) &R EE A,

VPC $IEEEREME VPC 2 EMMARKER, LERTELEALEHEBERBIABHESE 4 R (IPv4)
NAAMR R BEAES 6 X (IPve) it , EEMZBERBARE. BUUFER VPC BEEERKEREME
AWS [B1F W& 2 EH VPCs AWS [Eif, 1% VPC BEEMFFMERN , 5528 (Amazon VPC Ei&E
B B EZE VPC HiE?,

ELKERZBENMARERRZKTEMN tREFH AWS Managed Microsoft AD B &85 |, 2B % —
B %R IE4, Bt EEEHM 1k S H£ A Microsoft Active Directory, & EEHM , B LAEH AWS
Managed Microsoft Active Directory B B &L A TheE, EEE—F TH , 528 ( AWS Directory
Service EE1EM) PHHA LK B #%.

ER 5% Active Directory #A1E 12 &I Uk 1V E 4R

B3I IA Active Directory B9 FSx for Windows File Server #£ R R 281 , A Amazon FSx Active
Directory 587 T E3RER7¥ EE Active Directory MREHER. E|FmEFEMA FSx for Windows File Server
B AWS Managed Microsoft Active Directory =% B 3 ‘&2 Active Directory #HAE , & AT SAfE A ikt
o MG EIE S RIE (Test-FSxADControllerConnection) A~ ¥ 4813 fh 19 =58 48 13 122 1 v
TEENBERERREEN. Rz , FEAAEYE — BTN RIS THERERRE.

ERTH B Active Directory #8312 &l vh A B 47

1. TEMREFHEFRE Amazon EC2 Windows #1TE#E , &AM FSx for Windows File
Server ERRFKEMAER Amazon VPC Z£F . HRNEMESROTBEE , FE FRKAAR
HHER P ERRA RS

2. # EC2 Windows #{T{E#& N A Active Directory, MEFFMER ,
Service EEIER) R FEMA Windows #ITEEE.

ﬂI‘H

28 ( AWS Directory
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_directory_sharing.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/peering/Welcome.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_directory_sharing.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
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3. EREEC2HTER., WHEFMEF , 528 (Amazon EC2 A EEmM) PHERELN
Windows 1T 1E 8

4. 7£ EC2 #{T{EEE LBERX Windows PowerShell {8 8& ( ERUEREE 5 2 #H1T).

EEAHREE L E Windows PowerShell FTEE# Active Directory 148 , BEA T HRAIEG S,

PS C:\> Import-Module ActiveDirectory

MR LR EEER , FEATISRTETRE,

PS C:\> Install-WindowsFeatuxre RSAT-AD-PowerShell

5. AT wTTHMERRIELR,

PS C:\> Invoke-WebRequest "https://docs.aws.amazon.com/fsx/latest/WindowsGuide/
samples/AmazonFSxADValidation.zip" -OutFile "AmazonFSxADValidation.zip"

6. FAUTHTERMzp BR

PS C:\> Expand-Archive -Path "AmazonFSxADValidation.zip"

7. #% AmazonFSxADValidation #E#A#718 = B gipY TERER,

PS C:\> Import-Module .\AmazonFSxADValidation

8. ERE Active Directory #BiZiiR 414 IP it B  YEA THHSEHTEZRAR !

$ADControllerIp = '10.0.75.243'
$Result = Test-FSxADControllerConnection -ADControllerIp $ADControllerIp

9. THHHIREMEVAFIE , SURBINERBFENER,

PS C:\AmazonFSxADValidation> $Result

Name Value

TcpDetails {@{Port=88; Result=Listening; Description=Kerberos
authentication}, @{Port=135; Resul...

ER7E Active Directory #81Zi12 |k #9247 73


https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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Server 10.0.75.243

UdpDetails {@{Port=88; Result=Timed Out; Description=Kerberos
authentication}, @{Port=123; Resul...

Success True

PS C:\AmazonFSxADValidation> $Result.TcpDetails

Port Result Description
88 Listening Kerberos authentication
135 Listening DCE / EPMAP (End Point Mapper)
389 Listening Lightweight Directory Access Protocol (LDAP)
445 Listening Directory Services SMB file sharing
464 Listening Kerberos Change/Set password
636 Listening Lightweight Directory Access Protocol over TLS/SSL (LDAPS)
3268 Listening Microsoft Global Catalog
3269 Listening Microsoft Global Catalog over SSL
9389 Listening Microsoft AD DS Web Services, PowerShell

o HIRERATRFH LG RBER,

PS C:\AmazonFSxADValidation> $Result = Test-FSxADControllerConnection -

ADControllerIp $ADControllerIp

WARNING: TCP 9389 failed to connect. Required for Microsoft AD DS Web Services,
PowerShell.

Verify security group and firewall settings on both client and directory
controller.

WARNING: 1 ports failed to connect to 10.0.75.243. Check pre-requisites in
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/self-managed-AD.html#self-

manage-prereqs

PS C:\AmazonFSxADValidation> $Result

Name Value

TcpDetails {@{Port=88; Result=Listening; Description=Kerberos
authentication}, @{Port=135; Resul...

Server 10.0.75.243

UdpDetails {@{Port=88; Result=Timed Out; Description=Kerberos
authentication}, @{Port=123; Resul...

Success False

FailedTcpPorts {9389}

ER7E Active Directory #81Zi12 |k #9247 74
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PS C:\AmazonFSxADValidation> $Result.FailedTcpPorts
9389

Windows socket error code mapping

https://msdn.microsoft.com/en-us/library/ms740668.aspx

(@ Note
BT LRREF 25 |, AT LUER AWSSupport-ValidateFSxWindowsADConfig
Runbook B3 B R EEH Active Directory 088, MEFMEN , FSH
AWS Systems Manager Automation Runbook 2% H#J AWSSupport-
ValidateFSxWindowsADConfig,

# F B & EEM Microsoft Active Directory

MR BHAREE A AL B R E IR B REE Active Directory EXE S0 MEE | BAIUEB VS
FSx for Windows File Server R R # M A Active Directory 81,

BB ERRKMABREEN Active Directory B | #&# FSx for Windows File Server #&RZHUR
HE#Y Active Directory B3 (Active Directory fAREH B EMIE, FRENEMNZ LEBERET ) |
UREENFERENMREEER ( BERANERMAMRS ) AMERBE/M Active Directory I,

@ Note
BRI LA BEIR - ‘238 Amazon FSx IER R - REtZIBEER EFEERTREMN Active
Directory f R, BEEiEEM , FHEENERRHEMA AWS Managed Microsoft Active
Directory , M #%  #9 AWS Managed Microsoft Active Directory E2IREH B &R EE Active
Directory 2 B2 B @& REEBER.

- Active Directory #8i8 L RIEIEF A E BB ZEE , F Amazon FSx AXRFERRMAMA Active
Directory #8318, BAUMELBEAERREMAMNTF , FHFKRE , AWS Secrets Manager I
B ARN (B3,

I B F&E T Active Directory 75
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- (EA) RECHPMARZRRKZREFHHEBEN (OU).
(ER) CEZRBESERIRYTEEDENREEHE, flun , LBSFETEgER
Windows LA, EEERRKRER KR LN FEIRHIEE (ACLs), IBERNMERRWHEEE
%, MRERIEELEHE , Amazon FSx TR SR ILIREZEIRA Active Directory #8151 Hy {815 & 8
BRI,

(® Note

IRIR A BT B 4H B FBTE Active Directory 4B R ME—HY, FSx for Windows File Server &
SETIER TR EFA -

- MREAGEEABNHECEFE
- MREKRIEEER , B Active Directory FEFEE R "HEEES ) WEE,

WMEHMER , 55281 Amazon FSx ERRFAEMA BEEE K Microsoft Active Directory #8135,

&

. SERIRHE

- BRIBIRFFFA

. EABREE Active Directory B REETR

+ Amazon FSx JRIEIRF

« BT E IR Amazon FSx IRISIR B sk B4R

« BRFEIRMY Active Directory #HRE

« # Amazon FSx BERER K MA BEEER Microsoft Active Directory #15
- NSARFE DNS IHH W ERERRMAR IP it
« EHFBEREE Active Directory #HRE

« #F Amazon FSx RIIRF

- EREBIREE Active Directory EHT

FeRIRH

#& FSx for Windows File Server f£R R IMA B EEE M Microsoft Active Directory #8IiH 2 8l , FE
BT 5 SR | LU BHRERE AT LU Amazon FSx ERZRFERIIMA BREER Active Directory,
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RERERZHERE

ELR HéHJI])\ Amazon FSx R XK BREE Microsoft Active Directory B 75 RIEH | BHER

« Active Directory #3112 &l
- HZEBH Windows Server 2008 R2 = F & MR < K #8151 Th BE fE i o
- BAAT A
- EL—ERLERESEHLSERBRNEE A .
- DNS RSV EREMBNER , WTAR
- EEMARRREHRAEH
- EBRNREEP

- DNS falfR2§H Active Directory #8igii &3k IP it XBRFE FHER | iEBURMRE L Amazon FSx
BRIAFHEE

BN 2020 £ 12 A 17 B2l BUMERRSKE ¥R 2020 £12 A 17 B2 REBINEREREK

IP it BN RFC 1918 FAF IP Hb it #5E \P tth 31t AT ATEAEATSEE A , (BATBRSN -

A . £ BRRHEFFEHN # , B€ Amazon Web
« 10.0.0.0/8 Services #EH AWS [E1F #Y IP b & 22/
. 172.16.0.0/12 IP edit, MNEAKEEYIHA AWS #EH IP ih

WEE |, FFSE AWS IP #hitEE,
- CIDR [E#i#5E %A 198.19.0.0/16 B9 IP Hbit

+ 192.168.0.0/16

MREBEEFEHIEFNLSE P i SEEFH 2020 F 12 A 17 B 282 I FSx for Windows File
Server ERR#H , EALUEBERERRFANEARELFTNERRK. WEFHEENR , F2845
ROERZFNERRK.

- BIEEE Active Directory WS ZEBULEFETHER :
- MEEBTRE—ZEEBREE (SLD) #=X. Amazon FSx ~X#& SLD #1,
- HRE-TRAE 2 NIFMEZTABRERRR , MAEBTERB 47 BF T,
« BB EHRMEM Active Directory #UE S BT A T 5 %R IG4
- VPC HERIEHE R R AHBIHR F /8% 24 B 7E Active Directory 8P E =,

pEy R Lt LB —


http://www.faqs.org/rfcs/rfc1918.html
https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html
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Amazon FSx EEEIRE &1 Active Directory BiEfh E & A MB1Ti #2435 = Active Directory #8

¥ho Amazon FSx #% 72 B8E 18 389 L#i88 TCP M UDP M{E#BiEE sk, ¥R Active Directory
Ry EH e EE IR | SRR TS Amazon FSx EEER, ML | SEREEREH RIGIR S NIEM
SFHSEEI A ELMBEEHL,

/A Important
BUERRK®R , 5285 Amazon FSx £ OU HE VM EKYH. EEBEERENER

R E TR

A LAE A Amazon FSx Active Directory 5t 58 T E3RE8 % Active Directory 858 , ‘B35 RIE Z @HEE
BHLER, EERFFEZESNVRAERSIGEE R TUEASBSABEGLE 2HEIE
{F£B8%& AWS Managed Microsoft AD, MNEFMEN , FSREREREREHEDR,

/A Important

MR EEH Microsoft DNS A 785% DNS BR#%& , Amazon FSx R &aEMERRKHH DNS &2
%, MREFEHAE=5DNS , IFEEEUERRKEZEZFERE DNS L#HIEEH,

AERABERREMA BEEE Active Directory R HRETER, BIIBBREHEESSERRKMN
ABRE® Active Directory Z 8 , £ Amazon FSx Active Directory 5@ 7% T B 3R B R Eo

o« FERIEHIPL X SR B AS SLFF Active Directory #8153 %135 82 Amazon FSx 2 Y ICMP H &,

- RETELERIERIZHNBEER Active Directory B Amazon VPC 2 B EEF. B LAE
A Direct Connect, AWS Virtual Private Network, VPC ¥Z HE % Ri&E HELZAWS Transit
Gateway,

« JEF% Amazon VPC BT8R VPC R EHHXAFE R Amazon FSx B AFBEZNERRK, BE
BRIERRBC FRERMNELZSEERN VPC K ACLs RFHEEZEN LHNHRE , W TEMR.
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FSxa

FSx for Windows

TRBBBA B E.

TCP/UDP
TCP/UDP
TCP/UDP
TCP/UDP
UDP
TCP
TCP
TCP

TCP

FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCPPorts 88, 135,389, 445, 464, 636,

3268, 3269, 9389, 49152-65535
UDP Ports 88,123, 389,464 ﬁ
—
-

TCP Ports 53
UDPPorts 53

Active Directory
domain controller

N

—~
>
DNS server

TCP Ports 445
e
<

TCP Ports 5985
.
Ty

L]

SMB client

EEREREAG,

EEE
53

88
464
389
123
135
445
636

3268

=5

Administrator

Role

#1 B R (DNS)

Kerberos & 7 58 7%

BERERT

RERE HFEUEAWE (LDAP)
mEEEEABE (NTP)

2B EH R /IR ARG 3% (DCE/EPMAP)

B #%R% SMB xRt A

BB TLS/SSL i E M B 17 BUEA W E (LDAPS)

Microsoft £k B &

TR RAF
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BIAWE EEE Role
TCP 3269 i#iB SSL B9 Microsoft Global Catalog
TCP 5985 WinRM 2.0 (Microsoft Windows Zix & IE )
TCP 9389 Microsoft Active Directory DS Web Services,
PowerShell
/A Important

BE-mHE2NZAAEERRRIBBZFENT
TCP E#Z3E 0389 FHNEHARE.

TCP 49152 - 65535 EAR RPC K E R =R
BERERABEEEEREEE Active Directory #8iZi#2 4135, DNS f@RES. FSx A FiM FSx
EEEN AR EER,

@ Note
MREEANR VPC Mk ACLs , BEMXAANRBERRRNBRBIERE ((49152-65535)
J:Eljﬁttlll)lb%o
/A Important
R Amazon VPC Z2FHEEREETHBERREMN H 0 LFEBUERHRE | EXZH Windows
By A HEF VPC #88% ACLs E R [ B RUE IR,
AR % & = 35

BEEREBHEEEM Microsoft Active Directory B IRIEIRF , EEK SR IMA BRERE Active
Directory 1B EREF . RIFIRE 2 BREE Active Directory FEERIBIEEBKNFERERE,

UTRYEABZMGEEMAERRMZ OU 1 Amazon FSx BRIk F Y —HERIKFT A,
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« MR Active Directory EFAEMEfK MMC R {ERAZMIEH

- EREB

- BEUNE ARE RS

- BREEADNS THER

- REBARKEIRER

« MR Active Directory EFAEMEfK MMC R {E AEEThEE

- ISR

- BUEBKYH

- MIRRE Y4

INEFFMMERA |, 3528 Microsoft Windows Server XX 558 : EWMEREHNIIEEEEFHEE
SUS BRI ER , FEUEE.

MEREFFFIANFEES , F2H BT EIRIE Amazon FSx FRIIRF B8,

FHABZERE Active Directory B REER
&
- f5F 778 Active Directory B AE ¥ AWS Secrets Manager

EBEBEH Amazon FSx for Windows File Server 2R R MA B HEEM Microsoft Active Directory
i, BEELREER. ELREERTHSEHSEERRENGE. THEETAM,

£/ Amazon FSx #Y{E Bl BR SR B

{55 A 1B Bl 9 AR S R 5 2R Z 3k Amazon FSx FREERERR , UEEEE A BHERE Active Directory
WERRK, TEZALBNEAREEES,

{# F Active Directory &4l

£ H Active Directory FH#HREE B Amazon FSx ARFIR F A EREEEY Active Directory 55 ] MAHRE,
PRBtAELE /L (OU)

ATERRESHRFMEE Amazon FSx ERYIH , BEE#E FSx for Windows File Server i8R R %
FrEFAMAREEE L (OV) BEEE B & vt B RE 5 B o
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# Active Directory #&up-to-date

BB IERRHM Active Directory # B8R fEup-to-date , FBEEITEMEE, Hla0 , MREH
BREHE Active Directory FAUKRREAERNZIBERBR , —BERFR , FELEFERR
HELENRKEIR R, WEFMEEN , FSREHERXEE Active Directory #HEE,

#%F Amazon FSx FRIGIRF

MREERFBRBIREFERERRME , ©LHAER/MA Active Directory FRFERIFF AT MR | I
BERERAREER R EERMHNTREGF T, NFFMAER , F2EEE Amazon FSx
RIEWRS o

& F #8B% 48 k45 BE — Microsoft Active Directory #81k5

R Active Directory IRIEE AEWREIEH|LL |, FBEA Active Directory MU R R |, A
Amazon FSx ERAMEAN FREIEREES RS TAMNATE R E — Active Directory #3
vho FAHEEDCs £H VPC Z2&F##H. VPC #85& ACL, Windows BrAMER A , AR IERTE Active
Directory R iE P B WM H LB BRG] , AR ESEREREE F# Amazon FSx #1T
B, MR Windows % FE ISR Active Directory #834 , & 1] 3 Windows &R E H b2
Hluh, MEFHFMENR , BFSBMEH Amazon VPC HE R A K EFEURH,

ER R FHERRIRRBIRE

FAZEHERNEERLEER (VPC) PEEREERRE, EBAUFER VPC L2 FHER AR
REERATFNEANSELARRERE, flN , RMBRZEAFELREZNEREEN Active
Directory #8igiz&luy B EEFAN FREILZEFHEARN, WEFHEN , F2BEAH Amazon
VPC HWiERRKEFEUEH,

ENBEEIMM Amazon FSx ESYIH

/A Important
BURRRHKR , 5288 Amazon FSx £ OU HE VN ERYH. ERBESEBENE

RAMREHR

BB R Active Directory #H5E

EEHE A FSx for Windows File Server 2R R & MA Active Directory Z 81 , sEZVEZRZFER
Amazon FSx Active Directory §&7% T B 3REF Active Directory #H %,
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£ M Active Directory Z A E R AWS Secrets Manager

A LA AWS Secrets Manager Z £ #hZ i FIEE Microsoft Active Directory #8igiHs 45 BRI IR 5 &
AER, EBAETHZERBRBEABNUMXFERAEREEARIEXNRRERERS | ELE
= EHREE,

B A LAERE IAM BERREEH W BN FE , WREZTBN B BBIBBER.

1£ AWS Secrets Manager ( £# & ) #7171 Active Directory B2 A &R

SR 1 B KMS £

B KMS €8T nZMAEZ Secrets Manager H#J Active Directory EAE .

Busil

® Note

HAMZES® K BUFNEE  BF2FEH AWS TR KMS £88, B34 AWS KMS key £8
EEREMA Active Directory 2 ERRZAWHEEEEFAEIL .

1. 1E https : //https://console.aws.amazon.com/kms FARK AWS KMS F# &,

2. BEERVER,
3. HREWMEH  REHHE.
4. HREW/AR , BENENEE,
5. HREMREE , BT THIEME
a. HREWMMBRE , EE KMS,
b. $#HEHMN K BEE-EESSRK A ARBET I,
6. EET—%,
7. HREBIE B KMS £|HIBE,
8. (BA) BRI , R4t KMS RMVEIR,
9. (EA) #HYER , RAH KVMS TRHNER , RREET -5,

10. (A ) BRLREES , FREFEEELSERN IAM FRHENAE,
11. $HHSH/MER  FREZDATESREESMBRLSB/O SR  RBBET D,
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12. (BR ) YRERERE  FRUREEENBFRFREPEALSEHRN AM £RENAE, B2
E-F_io

13. $HEESBEEK | BEFBYEBRBERAXFIELUTAR , LAFF Amazon FSx £ KMS
288 RBBET -5, FBLHE us-west-2 IR AZPE AWS BiE BE2RHEN , A
123456789012 MR BIEHI AWS IRF ID,

{
"Sid": "Allow FSx to use the KMS key",
"Version": "2012-10-17",
"Effect": "Allow",
"Principal": {
"Service": "fsx.amazonaws.com"
b
"Action": [
"kms:Decrypt",
"kms:DescribeKey"
1,
"Resource": "arn:aws:kms:us-west-2:123456789012:key:*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:SecretARN": "arn:aws:secretsmanager:us-
west-2:123456789012:secret:*",
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com",
"aws:SourceAccount": "123456789012"
b
"ArnLike": {
"aws:SourceArn": "arn:aws:fsx:us-west-2:123456789012:file-system/*"
}
}
}
14. BEZTH.
(@ Note

O LAME R Resource® aws:SourceArn M AEHER ERZMERRSE  BUHREERM
M EEE &,
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HER 2 : I AWS Secrets Manager M

EEETMR

1. FBEBIRRAIR https://console.aws.amazon.com/secretsmanager/ IR EBEBH &,
2. EETEBHTHEE,

3. SHEMEER  REHMBERNEER,

4. HREW/EY , BETTIBERFTEBENME LS

® N o o

a. HRE—{E£E8 , ¥ A CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME,
b. HRE—ELBNE A6 EWAAD FAENFERAEER FEEFFH).

c. HRE_{E£E8 , ¥ A CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD,
d. HRE_ELHBNE K BALEREE LA AD FREEINER.

HRMEZESE K WALEL—ESBPEIN KMS 85 ARN , REBBET -5,
HRRZER K BATHDEBESREBNERESERE,

CER) 8RER  mAREZBHHER,

ST BRI |, EERE.

BTYBERFEEF B , LA Amazon FSx EAME , RBBET -5, FHEMLAE us-
west-2 MR AZFE AWS EiF BREREN , XA§ 123456789012 BMR BIEH AWS BEF 1D,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "fsx.amazonaws.com"
3,
"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"

]I

"Resource": "arn:aws:secretsmanager:us-west-2:123456789012:secret:*",

"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"

iy
"ArnLike": {
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"aws:SourceArn": "arn:aws:fsx:us-west-2:123456789012:file-

system/*"
}
}
}
]
}
® Note
B LAME R Resourcef aws:SourceArn M AHERS ERBRINERRRK , BUREE
B FEUR S,
9. (&M ) BTLLERE Secrets Manager HBISRIEHNBEAER, BET—F,
10. BIEZKo

£ AWS Secrets Manager (CLI) H 7784 Active Directory & A&

S By KMS 248

B KMS €8 nZ MR Secrets Manager B#J Active Directory E A& ¥,

EEET KMS £3% , A AWS CLI a5 create-key,

HI@wTH

ARE --policy BEIUEEESR KMS RFFAINEREEK. BRLAEBSTHIERE :

Amazon FSx AR 8 , B) fsx.amazonaws.com,
MHER KMS B)4E : kms:Decrypt# kms:DescribeKey,
& AWS [BiF M IRFHEIR ARN X,

PRESEBARN KRGS -

« kms:ViaService HAFE{RFERK B Secrets Manager,

* aws:SourceAccount [REIBEZHIES,

* aws:SourceArn fR#| A4 E Amazon FSx R R K.

THEHIEEA LT Amazon FSx A SRETHREN B BHRRENBERRELHBINE KMS
4., HOREBEMEN AWS IEF 1D MBS , REEASEERTSRIE | LRRKR Amazon
FSx. Secrets Manager 1 KMS £ 2 B E EFEUZH, BREEMW AWS CLI FRIFEIMA
Active Directory FIIE RRRAUR BRI EHF,
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# Set region and get Account ID
REGION=${AWS_REGION:-$(aws configure get region)}
ACCOUNT_ID=$(aws sts get-caller-identity --query 'Account' --output text)

# Create Key
KMS_KEY_ARN=$(aws kms create-key --policy "{
\"Version\": \"2012-10-17\",
\"Statement\": [
{
\"Sid\": \"Enable IAM User Permissions\",
\"Effect\": \"Allow\",
\"Principal\": {
\"AWS\": \"arn:aws:iam: :$ACCOUNT_ID:root\"
},
\"Action\": \"kms:*\",
\"Resource\": \"*\"
.
{
\"Sid\": \"Allow FSx to use the KMS key\",
\"Effect\": \"Allow\",
\"Principal\": {
\"Service\": \"fsx.amazonaws.com\"
.
\"Action\": [
\'"kms:Decrypt\",
\"kms:DescribeKey\"
1,
\"Resource\": \"*\",
\"Condition\": {
\"StringEquals\": {
\"kms:ViaService\": \"secretsmanager.$REGION.amazonaws.com\",
\"aws:SourceAccount\": \"$ACCOUNT_ID\"
.
\"ArnLike\": {
\"aws:SourceArn\": \"arn:aws:fsx:$REGION: $ACCOUNT_ID:file-system/*\"
}

]
}" --query 'KeyMetadata.Arn' --output text)

echo "KMS Key ARN: $KMS_KEY_ARN"
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® Note

O LAME S Resource® aws:SourceArn MU AEHER ERHZMERRSE  BUHREERM
M EEE &,

$ER 2 : B3I AWS Secrets Manager #%

EHE A Amazon FSx 2 I M3 LUFEUEM Active Directory , 8 A AWS CLI @5 create-secret 5%
ETH2H :

« --name : BMEHEBIF

« --description : % BN HEIR,

e --kms-key-id : BELE 1 PEILARMBBRERREZ KMS €885 ARN,

« --secret-string : JSON F& , HHIEUTHERXW AD BEAEHR :

« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME : 2 E#MEFEMN AD RBIEFFEAE
2%, Bl sve-fsx, BEREHEEFEE , 570 CORP\svc-fsx.

« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD : & AD BRISIRF 215,

« --region : B Amazon FSx BBRZRFKEH AWS [EiF . IRAWS_REGIONKEZE , BIFERAER
ER @i,

BYWHE , £ put-resource-policy M EEEREEK , YRETHSH .

« --secret-id: EEEBERNWZRABH ARN, THEHIFEH FSxSecretl A --secret-id,
« --region : EEMNWE AWS B HE,

« --resource-policy : #F Amazon FSx FFEXZFT ATHY JSON IR X #4. BERMLEITETSIE
B :

« Amazon FSx Y IR#EE 8 , B) fsx.amazonaws.com,

- AEM Secrets Manager EifE : secretsmanager:GetSecretValueX
secretsmanager:DescribeSecret,

- & AWS B M IRFHEIR ARN X,
- RFFENTIREEE
- aws:SourceAccount PREIBEMWIRS,
* aws:SourceArn [R#| B4 E Amazon FSx R R#,
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THSEFEELEEMERNNME | WiER AR Amazon FSx EAMENERBR, LESEE
HEHUEEY AWS BRF ID MR , AREAELEREEREE , LUK Amazon FSx SRR 2 BRYIE
EFEEH,

B A BUCKMS_KEY_ARNAZELZR 1. M PEUZ SR/
ARNCUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME , CUSTOMER_MANAGED_ACTIVE_DIRECTORY
KB EW Active Directory IRIEIRFRE. LI , FHEFDEN AWS CLI IRIZEREREMIMA Active
Directory 2R R KRN EH,

# Set region and get account ID
REGION=${AWS_REGION:-$(aws configure get region)}
ACCOUNT_ID=$(aws sts get-caller-identity --query 'Account' --output text)

# Replace with your KMS key ARN from Step 1
KMS_KEY_ARN="arn:aws:kms:us-east-2:123456789012:key/1234542f-d114-555b-9ade-
fec3c9200d8e"

# Replace with your Active Directory credentials
AD_USERNAME="Your_Username"
AD_PASSWORD="Your_Password"

# Create the secret
SECRET_ARN=$(aws secretsmanager create-secret \

--name "FSxSecret" \

--description "Secret for FSx access" \

--kms-key-id "$KMS_KEY_ARN" \

--secret-string "{\"CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME\":\"$AD_USERNAME\",
\""CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD\":\"$AD_PASSWORD\"}" \

--region "$REGION" \

--query 'ARN' \

--output text)

echo "Secret created with ARN: $SECRET_ARN"

# Attach the resource policy with proper formatting
aws secretsmanager put-resource-policy \
--secret-id "FSxSecret" \
--region "$REGION" \
--resource-policy "{
\"Version\": \"2012-10-17\",
\"Statement\": [
{
\"Effect\": \"Allow\",
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\"Principal\": {
\"Service\": \"fsx.amazonaws.com\"

iy

\"Action\": [
\"secretsmanager:GetSecretValue\",
\'"secretsmanager:DescribeSecret\"

1,
\"Resource\": \"$SECRET_ARN\",
\"Condition\": {
\"StringEquals\": {
\"aws:SourceAccount\": \"$ACCOUNT_ID\"

.
\"ArnLike\": {
\"aws:SourceArn\": \"arn:aws:fsx:$REGION:$ACCOUNT_ID:file-system/*\"

echo "Resource policy attached successfully"

(® Note

B LME M Resourcef aws:SourceArn MU SEHER ERBZMNERRA  BUHRTEERBA
B FER R &,

Amazon FSx RGP

A BEREE Active Directory B Amazon FSx R R FEEH £ miBH A EEE R R

Fo. Amazon FSx fff lREIRF REEEBRNERRE , UHTEESEKYWHFECEMANER N
A Active Directory B EEF %, ELEBKTIFIR AR ER R AREEFNIEH Microsoft Windows
Server EiB8, & EFE Amazon FSx #ITIELEH , Amazon FSx FRISIRFE EV BB RIEIRF&F
AEMIGZIRF 2 AR — 7T,

HAMSEESRANREE ZHNERKHTELER , RMBZIEREFEREBNRIERSE | &7
FHREPRZE M4 Amazon FSx,

ME A EA Active Directory A EFME MMC #x AR I ERIE HI SRS ThAEThRE B TRIEPR AV EE
B, B2 BHTZERE Amazon FSx JRIGHR F = BH4H.
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MREERFRRBIRSE EMERRME , AIFRBIRFELAEB A Active Directory Fr &R AT M

R, WHERREERRRHEAEB AT ERYHNTERRIFA, NEFHEER , F2HEEE Amazon
FSx HE;]'%IIJEFO

RTHERTZSM | BEEE Active Directory lRIEIRF B AERFRIE F AWS Secrets Manager . i

HERT UM FERBREAERNER A LZLBEER. UEFHMET K F2RAELAEREE

B Microsoft Active Directory,

A4 EF A Zik4E Amazon FSx BRIG MR 5 S & 4H

Amazon FSx RISIRF R EE BB E N AEEH FSx for Windows File Server i RRZFMAB R
‘B2 Active Directory HBIBFTEHNEIR. HBEZRIMS LA , AL Active Directory User and
Computers MMC Snap-in £ ZiRIEHI R ERETIEE , I T HIRREFAR,

38 P 2 AR ) B TR
3 FA BT S 2 T HS TAS BR A 0 5 R B

LA Active Directory BB EE 8 & 5 ZE A BN R,

B RR Active Directory EF & FMEfE MMC R A,

EERERD , EREEEH.

KEWEBEEBRZ OUMAR (E—TEREER) BEE K ARREEZREH,
EERHEREEEEL  EET -5,

BRI LARTIE Amazon FSx IRIRFHEENER , RAREET -5,

£ Tasks to Delegate (EZIRAVEH) HE L , 1EIF Create a custom task to delegate (B EZE
TRE BETERE) , RBIBIZE Next (T—2H).

BEREEERRTNTIINGE , RARBEFERYHF.
9. BREEMBERRDEIMBINNMG  URELRESRPMRZMOIH. RRBET -5,
10. &FHEFFE , BETIER .

N o o bk~ w b=

®

- EREG

- BEFAIBARE RS

- BREEADNS B

- BEBARBIRER
11. B1E Next (T—2) , RERZFEIE Finish (K)o
12. B8EA Active Directory £ & FIE K MMC # A

PR ZE IR Amazon FSx
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X B D RE SRR A

LA Active Directory fEMMEEEE S 55 ZE ALNREK.

BB Active Directory £ EFMEfE MMC Hr A,

BB SRERR | WRRCEAERIIRE (NRBUALIIE  ZESBERZEGER) .
EEBERT , REESER,

KEWBN (R—TBEELEE ) CEBSRZ OUNRKRARE , REBBEBML.

£ OU BMERT , EMT2MR5|ER,

EREREIEEP | ERER., AREIEE,

EMAHEEEEL , BERINETA , REBBWA Amazon FSx BRIIRFRBFENEE, BREA
E:  BEUYHANFAETRER. FRECENTIIER

©® N o g bk 0w Db~

o {BCREFA
- BUERYH
- MHBRE R4
9. EWMER , AREIHEE,
10. BAPFA Active Directory £ & FIE K MMC # Ao

ER S 18V Active Directory #H7E

B B A Active Directory B FSx for Windows File Server R RZ &2 vl , BZHEAME A Amazon FSx
Active Directory B& 58 T E3RE&F Active Directory 58, FEEE , FEE LA ER T EER IR
Active Directory #H&E,

ER B9 Active Directory #A&E

1. TEHHRE F#3E R ERE Amazon EC2 Windows #11T{EEE , It 5 &AM FSx for Windows
File Server R R KRG Amazon VPC Z£ i, HEREHN EC2 HITEREELEN
AmazonEC2ReadOnlyAccess IAM §F A, BRI BAERA 1AM BURIEBESR RERE EC2 #HTER AR
A, MEFMEN , F2E (AM EAEER) FHERA IAM BERERSE 1AM BUE,

2. # EC2 Windows #{T{EEE N A Active Directory, MEFMEN , 5528 ( AWS Directory
Service BEXEIER) FHFEMA Windows HITEE.

3. EREEC2HTEE, WEHMEN , 528 (Amazon EC2 FAEER) HHEHZE Windows
#ITEHE.

4. 1 EC2 #1788 LBARX Windows PowerShell 188 ( fERALEEES & 5 #17).

ER ¥ IR Active Directory #HAE 92


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
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EBRRERE S L% Windows PowerShell FTEE#Y Active Directory #&48 |

AEATIRESGS.

PS C:\> Import-Module ActiveDirectory

MR ER BOER , FEATIGTHEITRE.

PS C:\> Install-WindowsFeature RSAT-AD-PowerShell

5. AT wTTHMERRIELR,

PS C:\> Invoke-WebRequest "https://docs.aws.amazon.com/fsx/latest/WindowsGuide/
samples/AmazonFSxADValidation.zip" -OutFile "AmazonFSxADValidation.zip"

6. AT GTRER zip BEX.
PS C:\> Expand-Archive -Path "AmazonFSxADValidation.zip"

#%AmazonFSxADValidationtEE#Ti8 = B sl iy T/ERER,

PS C:\> Import-Module .\AmazonFSxADValidation
8. K BRATIHWTRIELENBEH

« Active Directory #315&# (DOMAINNAME . COM : /])
- EATHP —EBEERRKIRFZRNSCredential ¥,
- BEELUEHAXELEZAERYG , BEATISS,

$Credential = Get-Credential

- HEMA AWS Secrets Manager EREEBRAERYH , FEATIG S,

$Secret = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString
$Credential = (New-Object PSCredential($Secret.UserName, (ConvertTo-SecureString

$Secret.Password -AsPlainText -Force)))

- DNS faBREE IP #3it (IP_ADDRESS_1. IP_ADDRESS_2)
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o FHEEE ID (EAREFEIZEIL Amazon FSx ERAMMN FM#8EE ) (SUBNET_1, SUBNET_2 ,
30 subnet-04431191671ac@d19),

PS C:\>

$FSxADValidationArgs = @{
# DNS root of ActiveDirectory domain
DomainDNSRoot = 'DOMAINNAME.COM'

# IP v4 addresses of DNS servers
DnsIpAddresses = @('IP_ADDRESS_1', 'IP_ADDRESS_2')

# Subnet IDs for Amazon FSx file server(s)
SubnetIds = @('SUBNET_1', 'SUBNET_2')

Credential = $Credential
}

9. (BR) EHTREBEIE2H , BEFHREADME .mdERFHMWIER , REELBEN, ZEREES
4. DomainControllersMaxCount 3 EX A IR #50& B 3 Al B 3%,

® Note

MBEERFEFTRHEL , BlIDomain AdminsBESETEN B, Flwn , BEEEX
EERFERAAINInistrateurs du domained &, MREKRIEEE , AEFEHTE
#%Domain AdminsBHEEE , BERRKEIL XK,

10. EARGSHITRELE,

PS C:\> $Result = Test-FSxADConfiguration @FSxADValidationArgs

1. AT RARhRIESERNEH,

Test 1 - Validate EC2 Subnets ...
Test 17 - Validate 'Delete Computer Objects' permission ...

Test computer object amznfsxtestd53f deleted!
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SUCCESS - All tests passed! Please proceed to creating an Amazon FSx file system.
For your convenience, SelfManagedActiveDirectoryConfiguration of result can be
used directly in CreateFileSystemWindowsConfiguration for New-FSXFileSystem

PS C:\AmazonFSxADValidation> $Result.Failures.Count

0

PS C:\AmazonFSxADValidation> $Result.Warnings.Count

0

BT REBAESBREAIES RS

Test 1 - Validate EC2 Subnets ...
Test 7 - Validate that provided EC2 Subnets belong to a single AD Site ...

Name DistinguishedName
Site

10.0.0.0/19 (CN=10.0.0.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=SiteB,CN=Sites,CN=Configu...

10.0.128.0/19 CN=10.0.128.0/19,CN=Subnets, CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=Default-First-Site-Name,C...

10.0.64.0/19 C(CN=10.0.64.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=SiteB,CN=Sites,CN=Configu...

Best match for EC2 subnet subnet-092f4caca69e360e7 is AD site CN=Default-First-
Site-Name,CN=Sites,CN=Configuration,DC=te

st-ad,DC=local

Best match for EC2 subnet subnet-04431191671ac@dl19 is AD site
CN=SiteB,CN=Sites,CN=Configuration,DC=test-ad,DC=local

WARNING: EC2 subnets subnet-092f4caca69e360e7 subnet-04431191671ac@d19 matched to
different AD sites! Make sure they

are in a single AD site.

9 of 16 tests skipped.
FAILURE - Tests failed. Please see error details below:

Name Value

SubnetsInSeparateAdSites {subnet-04431191671ac@d19, subnet-092f4caca69e360e7}
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Please address all errors and warnings above prior to re-running validation to
confirm fix.

PS C:\AmazonFSxADValidation> $Result.Failures.Count

1

PS C:\AmazonFSxADValidation> $Result.Failures

Name Value

SubnetsInSeparateAdSites {subnet-04431191671ac@d19, subnet-092f4caca69e360e7}

PS C:\AmazonFSxADValidation> $Result.Warnings.Count
0

MBREEHTHRIETLEBKIIBERESR  F2RRETEEH (TROUBLESHOOTING.md) # &
SEMNWMEZ B EEAmMazon FSx HEZ K,

1% Amazon FSx IERZ R MA BEREEMN Microsoft Active Directory #Bi5

E IR HHY FSx for Windows File Server {8 R Rkl , A LAERE Microsoft Active Directory
& , FEEMAZK BEEE Microsoft Active Directory #818l, EE#TIH/EZE |, FEIRME Microsoft
Active Directory B T 5IE& R :

- IRAEERE Microsoft Active Directory B 89 24152 %8 (FQDN),

(® Note
Amazon FSx B B F X B E —E&K @ (SLD) W,

- #8135 DNS A RESHY IP thit,
« Amazon FSx AR ERRMIMAMITA Active Directory FRISIEF I EAESR, BAINEHRTHE

R-EHR :

- i®IF 1 : AWS Secrets Manager #% ARN - ‘@& Active Directory #813 L IRIER S ERE
BBANRBEHREE, NEFMENR , FSEEH 7 Active Directory & AE R AWS Secrets
Manager.

« BIF2: IXFEAER
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- RBIREFERAERE - £ A Microsoft Active Directory RIRISIEENERERR. BV2EH
BEFEREE. Fli0, YK EXAMPLE\ADMIN , A ADMIN,

- RFIRF B - RIBIRS BT,

HE& , BHALEEATAR

« WEPEFE Amazon FSx ERRFMAN B EEBBEN (OV).

- BEBRENETE K HXEEES Amazon FSx ERRANEEHR., SIRHNAEEEEREE
Active Directory P4 H2KE—HY,

IEELERR , Amazon FSx B AZRENBREIRSE , BFHNERREMABREEN Active
Directory #8135,

/A Important

MREMAERRHE Active Directory #815f£F Microsoft DNS #A7E5E% DNS , Amazon
FSx AgMiER KK DNS ic#k. WREEAE=SDNS , AIEBUERRK2R , &8
FTEFFHEFLE Amazon FSx fERRAMA DNSIHE., NMEERZFZANERRRZIER IP ity
FRER , F2E BSANFE DNS IHE W IERERRMEK P ik,

FR2R Z |l
AEELRBE TR P AREEFRN FHBEREER Microsoft Active Directory,

B MABRERE Active Directory 9 FSx for Windows File Server 8R&RZ#F ( 88 )

1. ¥ https://console.aws.amazon.com/fsx/ : // BIEX Amazon FSx £ &,

2. TEERIRL , BIZE Create file system (BRI RRZR) URBERRAEIBE,

3. 1#1E FSx for Windows File Server , ARZEE T —F, Create file system EZIUERRHE) EHEHFE
ENFE R,

4. BIENRERZRFEMEE., EHZULUER 256 @l Unicode &, Z=HRMEF , I E4SBKEFETT + -
=._

5. HARERE K FBLUGB AENMARERENBERE, NREFEHANVE SSD #1788 , FaA
32-65 , 536 BEIEIAMEEY, MREFEHAN HDD fF , 8 A 2, 000-65 , 536 EEAH
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Y, ZANERYERRKEZE  BRASERNREEE. UEFHAEN  F2REER
FAE.

6. fREE Throughput capacity (XA E) WFERRE. WX EFERAEERRARNERMFRI T
REERNNEERE, BEENRZEEFERNTIARLRENRTFRE, NREETEHRBEEN
HWrERE A FEEEEHXERE 6 ARBEE, NEFMEEN , 52 BIFSx for Windows File

Server 3 BE,

BANERYERRMERKRTECABEIERE, NFFHAER K F2REEREERE,

7. BERELZHERRREIBEN VPC, ERARAMEKEENER , 551 EEH Directory Service H #
# Amazon EC2 #11T{ERE/EEIHY VPC,

8. EEFETNHEREN FHERHEME,

9. HM VPC Z£EHH , AEX Amazon VPC WHERZ£HMHECHEE T EAPNERRRK, FEE
Y FSX BRAKZ FRBHNZLEEN VPC #i% ACLs (ITEFR ) AFFEREE LR

=,

FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon F5x file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCP Ports 88,135,389, 445, 464, 636,

3268, 3269, 9389,49152-65535
UDPPorts 88,123,389, 464
.
Active Directory

TCP Ports 53 domain controller
UDP Ports 53 E

h
>

Y DNS server
FS/(Q E
;
- L
<

FSx for Windows SMB client

=5

Administrator

TCP Ports 5985

TREBSEEZENAE,
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Windows £ & 155

BEARE EER
TCP/UDP 53
TCP/UDP 88
TCP/UDP 464
TCP/UDP 389
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Windows £ & 155

BEAWE R
UDP 123
TCP 135
TCP 445
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BABE

TCP

TCP

TCP

ERE

636

3268

3269
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BAAWE EiEE Role

TCP 5985 WinR
2.0
(Micrc

Windc

=)

TCP 9389 Micro:
Active
Direct
DS
Web
Servic
Powel

TCP 49152 - 65535 i

/A Important
E—THE2 N2 TRERRRKNZFE R TCP EHIE 0389 LHEHRE.
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® Note

MREERN R VPC 3% ACLs , BIELAAFRE FSx BRRMNBRBELE
((49152-65535) LMY EHRE,

- RHFERERMEEBRERE Microsoft Active Directory #8138 DNS {7] R 25 A 4813 35 5 v 4 B9
By 1P st E R A, MEFMER , 552 Microsoft HEd A Active Directory B R EP
KABH o

- FREELEHRERABSEERZSE Active Directory #Bigi#2 4|3k, DNS AARES. FSx AF %
M FSx BEEEMB AR LES.

® Note

MRAEKESE Active Directory 8L , BI X EREREE Amazon FSx iR RFEHEEIBIH
VPC F#)F#BEE1E Active Directory #8¥RES , M A VPC FH FHEBMHEMLEA PN F
R BT EEER, B LUER Active Directory #834F1ARIE MMC #i A R 18 M THiE

EERTE,

/A Important

# R Amazon VPC Z&FHEEREXERBRIREN T O LFARBEREE  BEXSH
Windows B5 X i&H VPC #8E% ACLs R @B RUERIE,

10. ¥ Windows & 2585 , i#I1E B REEM Microsoft Active Directory.
11. B A BREE Microsoft Active Directory B $&H) T BIH BB E,

@® Note
BEEBTBAE—ERPE (SLD) =X, Amazon FSx B eI~ X #& SLD i,
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/A Important
HRE—-TTHE 2 MIFEZTAEBERRMR , Active Directory #i8i B BT EEREIB 47 BF
TCo

12. A BEREE Microsoft Active Directory B $&HEEE N E,

® Note
REESRUENEBEBIRFEEE MG EEREEEZ OU WFTH , RMREKRIEETRR
OU W&EFH,

13. R EHKEEH Microsoft Active Directory B #k#i A Z > — @ B FHEiBW{E DNS I ARES IP ik #Y
=

14. RBIRFEAER - BRAARBBRBIRFEAER

« J®I1E 1: AWS Secrets Manager #% ARN - @& Active Directory 815 L RIEIRF N ERE

ERANEBEBNWE. WRFMENR , F2HEA T Active Directory & AE R AWS Secrets
Manager,
- BIF2 NFEAER

- RIERFEFERAERRE - A Microsoft Active Directory FIREIRENERE BB, BUE2EHE
HFEHEE, Hla , ¥ EXAMPLE\ADMIN , #{# A ADMIN,

- RFIRF B - RIBIRS KRR,
- HERER - REIRFHER,

/A Important
MARBIREFERAERRE , B232WEFE (corp.com\ServiceAcct) SHfFEE

% (ServiceAcct@corp.com).
WARKERFERAERR ()&, BOFERAHNERE
(DN)CN=ServiceAcct,OU=example,DC=corp, DC=com,

15. HRERERRFKESHEEEE , 5 EDomain AdminsBEF BT ERERRMEESEHE (W
RIEBEY )., BIEEN HEEEERERE  TELNERRALATERER. URERER
{8 , Amazon FSx €A R EDomain Admins##H., 5= , Amazon FSx A X EERERESET
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¥ Delegated file system administrators group ( ZfEERDomain Admins#&#l
HEFTEE )

/A Important

MREAREABZREZRKESESHA , RIRTEK , Amazon FSx B EHEEM Active
Directory #8i5iFF fEAA AEDomain Admins# . MRIARFENEZBEEE K JER
FATENFAETRAEER 6 X AENRERMUZRBFENERE,

/A Important

RUFEEBBYHE , F222WEFE (corp.com\FSxAdmins) 815 E i
(FSxAdmins@corp.com),

B RACAPRETE (DN), HEEBNEG A
CN=FSxAdmins , OU=example , DC=corp , DC=com,

BIAMABERER Active Directory B FSx for Windows File Server & & # (AWS CLI)

THEHIFEIL FSx for Windows File Server R %
##iSelfManagedActiveDirectoryConfiguration , ¥ ffus-east-2AAEFHAFEA

aws fsx --region us-east-2 \
create-file-system \
--file-system-type WINDOWS \
--storage-capacity 300 \
--security-group-ids security-group-id \
--subnet-ids subnet-id\
--windows-configuration
SelfManagedActiveDirectoryConfiguration="'{DomainName="corp.example.com", \
OxrganizationalUnitDistinguishedName="0U=FileSystems,DC=coxp,DC=example,DC=com",FileSystemAdmini
\
UserName="FSxService",Password="password", \
DnsIps=["10.0.1.18"]}", ThroughputCapacity=8
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/A Important
BUERRKR , 5285 Amazon FSx £ OU HE VM EMYH4., EEBEERENERR
MR E TR

S AMN FE) DNS H B ERERRE IP it

R & E A Microsoft DNS A 7E5% DNS fR# , Amazon FSx R MERRKR DNS ok, IR
IBERAE=5 DNS , BIEEFE)ERE Amazon FSx R XK DNS IEH ., AERAMAESERHN
BRRARK Pt , MEEEZLAFEHBERRAFNIEE DNS BFERH. FiE  BARERRKEER &£
MERERRMza , & IP it TEEE,

WATER{S A DNS A TE B M E R R4 IP itk

1. 7 https://console.aws.amazon.com/fsx/ : // # , BIEEEE IP it ERRK , UETRERRR
HMEFAEE.

2. EMREZERSIREP MO TIHEP—E:

- HRE—TTHE 1 ERRK

o EFHAREIRY , EBEMARIE T HEREMERAERRE , AE Amazon EC2 A HH
R R EEH,

- EFANE-TTARE 1 ERRKH IP it ERMRETELE IPv4 IP .
- HRE-THE 2 RS THEERRH

- EREFNFRERERT  EFEBAE TS ERNEEMERESAE , BAE Amazon EC2 £124
B R B SR R .

- BEERAZREFHERE IP it SBRERENE IPv4 IP RH.

« £ Amazon FSx @ FHBERYT , BEMRAE T HETSWEMEFERESRE , BAE Amazon
EC2 X AH MR AEETR.,

- BEFEANSHFHERE P it B REXRXEILS IPV4 IP #,

EUEF 5 DNS HE R IP it 106
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Amazon FSx for Windows File Server Windows £ & ER

® Note

MRBEEAE—THARE 2 Z A AEERRZHKIRE Windows 121 PowerShell 1% 25H) DNS
HE  BEZFERATENLE IPv4 it ARE FHARNESRBKR AT, MEFHMAER , 2
B A Amazon FSx CLI for PowerShell,

EH BREE Active Directory #H7E

EEWBIEMR Amazon FSx BRRKNFE., THEHEIAY , BSEE T HE Active Directory B4
BERFEHMERRMAMN Active Directory FARE :

- DNS falfR2S IP bt
- BEREE Active Directory I IRFEIRFE & A E R

& & # Amazon FSx 1’;%%’*\, Y B EIE Active Directory fARERF , EEAFEHE , BRXFEHME
SRUAVRIEH. BREREEEAEFRVBETR -FEE , EFUREEEL P ETETRK
MEFHMEN  FSRERER ?&'"’“IE Active Directory E#.

HU%E%TE’J B EE Active Directory #HRER 4 BB , ERAAMRESYRIIFREHR, ikEEEE
ZE. APl fl CLI WERRKE RS ERERASNBZRNIEIEEE, %HS(E%E’M“IEEME?& , AR TERR
ERRXANRERKEFRTH,

/A Important

MREERFNRBIRS ERMERRE , FRANNBEBIRFEERERRRHEEAMNIREE
B 14 B9 ST B IR IR T

NFE B HEE Active Directory {AREMERBEN R E LM ET , BF2R BEERBERREHRMAE

IBATLAER AWS B F2 A, Amazon FSx APl 5 AWS CLI REFHERZMKBERERE Active
Directory #HAEHY IRIEIR 5B M DNS IARES IP sk, SATLABERSER AWS BEE XA, CLIM
API Bt B FRE®E Active Directory AREFEHWEE, NEFHMENR , FSEERBEREE Active
Directory E#

FH B REE Active Directory fA8E ( A )

1. 7E https://console.aws.amazon.com/fsx/ : // BABX Amazon FSx £ &,

EH EREE Active Directory 107
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EEFRERRA AR EBELEFHEKERE Active Directory #HEER Windows BER R #.

ERRELL RS EEP |, BIFEFH DNS [R5 IP wutBRERSFEAESRE , REEEHN
Active Directory B E.

EHBENEE AR P AT DNS [R:S IP it |, RFHRBIREZRAER (FHEZBNE
1) s ARN, ZAJLAER AWS Secrets Manager RIZBUEH B AE R, MEFMERA , 5
SR A 7H Active Directory EAER AWS Secrets Manager,

BIEFEFHLAELE) Active Directory #HREE #1,

BT LAMER AWS EE R A 5 EIREHERE AWS CL,

FHBERERE Active Directory #H5E (CLI)

& EF # FSx for Windows File Server I8 RZ M B K EE Active Directory #H8E | A AWS
CLI &84 update-file-system, FRE TFHSH :

« --file-system-id ZEREEEFHZERRHKEH ID,
« UserName HIEE®E Active Directory IRISIRE W ER & B,
« Password BEE®E Active Directory IRFEIR F I FT B8

« DomainJoinServiceAccountSecret @& Active Directory #3813 L BRIEIRFE M E A& B BH
M AWS Secrets Manager &

(@ Note

FEERRRMCEAES B/ EHNEIHEREIRSHE , LEREELM Active
Directory, fERMH—HEHEAEH,

« DnsIps BE&KEE Active Directory DNS A IRESHY IP bk,

aws fsx update-file-system --file-system-id fs-0123456789abcdef@ \
--windows-configuration
'SelfManagedActiveDirectoryConfiguration={UserName=username, Password=password,\
DnsIps=[192.0.2.0,192.0.2.24]}"

MREHBERT , RIFSER HTTP 200 EIfE, EEFAIAdminstrativeActions¥ 4R
AR R EHAMRE,
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#%¥ Amazon FSx [RIBIRF

MRIGERFIRBIRFEFRERRE , AFBRBIRSESXHEEF A Active Directory P FEBIFF A A
ER, YEFEERAGEBHMREERYHNTREZFFT. I, FREFRVERBIRF RS/
RFEBREREBBERRNEERFH -2 : AFERKRFERIANANBERER.

KM ZUB =R Active Directory B0 2K & 32 B2 iR 75 0k = AHBFE# AV Active Directory 3F /] F#HRE,

£% Amazon FSx HIREIRF R , FRERBIRFEE TIIERE :

- FEVRISIRE ( REKEM Active Directory ##l ) EFEERRFHEBEHNREERNHNTE
EHIFF,

- AT RBIRE ( REKEM Active Directory B8 ) 2EEEMBRFIMNEERE (RE
{E#Y Active Directory B840 ) B9—&B4% : RFFE Active Directory H /A #8182 4 vh L RR B B 18 B 45
BEABRBREHEERFERAEKIRS.

MRBHIRFAFEELER , TRRERLETIIER

- HRAE-TTHEERRZL , EXRZAETEEEE R MISCONFIGURED_UNAVAILABLE,

. WRSTABEMERG , MERHETEEEA MISCONFIGURED , i RemotePowerShell 855
BARERE,

20 T MR R O 1 BUAR B

T3 Microsoft 32 5542 - 552 B3 a0 {a 6 P 48 33042 h uh A M BUR RERE RFFB EBUR

REMFEFIEN AFFEEBER

1. EBEKEE Microsoft Active Directory FHIFIE X B B ME =65 =% 2023 F9 A 12 H
HEFMRAH Microsoft Windows E#f

2. EEAZBRERE Active Directory FFTEMRBIZEFI ML IR BREBEES |, FRE T HIERE.

a. EEZEMERE > BE>Windows :RE > T MERTE > ABBUEK > T2 M&81E,
b. M TEEZEFES  AHERAENMASEEEFEREMIKRS.,
c. EBHERMBERFZREY <REZEMH.. >,

d. ERAYHRESR K BEENERRFELENERENERENFAENTEEANTT. (&E
BERRMZESREMER FERNET. ) FONERTRIABENERERS.
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https://support.microsoft.com/en-us/topic/kb5020276-netjoin-domain-join-hardening-changes-2b65a0f3-1f4c-42ef-ac0f-1caaf421baf8#bkmk_take_action
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/A Warning

HBRNEEERRHAI/EENEAENRBIRS. FOSEREBNERE, IAA
FHMABFEMEERBER. ke  FHBEEENERENRBIRSFEEEH
18, WAE LR R E EBUR.

SRR ENEERR , AEMEREIESgpupdate /force E# 1T,
4. TR HKLM\System\CCS\Contro\SAM — “ComputerAccountReuseAllowList” & &k H5 2 1E A P E
#9 SDDL. EZFBmEEHE,

5. EXMACLR#E 2023 F 9 A 12 HHEFNBRAERNER, BREKDIIHHNES —@ERFH#ES
ZEMIRE, RRFRARELZHERRBA NetloinLegacyAccountReuse €88 ( FREA 1). MR
HEtRE LB, 5ME c:\windows\debug\netsetup.log.

Bt B IR EE Active Directory EE#T

BELAMER . AWS BEEXEA API 5 B 5K EE Active Directory HEEEFAHEE AWS CLI, 10
THRERTR,

EREHMEERFENBRERE Active Directory 1R | EREHE , BERZFANRESRTAIR
BEH. FEHMTKE , MRESYIRE T H, Active Directory fAREEH AEEEL /D EN B T RET
o

EXEAhEREH

EREZRFHFMEFIRBETINEFESIERD , B URASEEFEEN 10 BREEH.

Updates

1 &
Update type Target value Status Progress % Request time A
Storage capacity 154 @ Completed - 2020-05-22T12:14:58-04:00
Throughput capacity 64 @ Completed - 2020-05-22T12:14:50-04:00
Throughput capacity 128 @ Completed - 2020-05-21T13:55:58-04:00
Storage capacity 140 @ Completed - 2020-05-21T13:55:30-04:00
Storage capacity 122 @ Completed - 2020-05-18T11:36:33-04:00

EE BB EE Active Directory B#T 110
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HRBIEREE Active Directory B , B LURR T 5IEA,

ERTEE

XENERENT

- DNS falfkas IP ik

- BHIRFEAER
B&E

EFEHERRAEBUENAEE. SRBBRFEAENERN , ERERERAERRE , BRBIRFRHE
TeagsElmuT.

ARRE
FHAWBRIAREE, WA BREE Active Directory B#7 , WREMNEM TR :
« fF7E - Amazon FSx EREIE#FFBER , B REHREE,
« #4TH — Amazon FSx IEfE RIBF#7E Ko
- EXEN - BRRREHMSHIITHo
- R -RERRRERAY, BEFRRE (?) AEFRMNFEAEA.
HEE %

RHERRREFTEERTNATAE D L.
R E

Amazon FSx W E| EFHEERER AV B/,

£/ AWS CLI 1 API BS iR E 5

B LAE A describe-file-systems AWS CLI @55 # DescribeFileSystems API BifE |, 48 MBS 11T
FHRERRAEFHHER. AdninistrativeActions IS HESEEEEEREMN 10 BREEFH
1k,

T5|€HIF R CLI describe-file-systems fp S EI BRI F#%. @ HESET~MEEHKERE Active Directory
BRRAREH.

"OwnerId": "111122223333",

EE BB EE Active Directory B#T 111
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"StorageCapacity": 1000,
"AdministrativeActions": [

{

1,

"AdministrativeActionType": "FILE_SYSTEM_UPDATE",

"RequestTime": 1581694766.757,

"Status": "PENDING",

"TargetFileSystemValues": {
"WindowsConfiguration": {

"SelfManagedActiveDirectoryConfiguration":

"UserName": "serviceUser",

"AdministrativeActionType": "FILE_SYSTEM_UPDATE",

"RequestTime": 1619032957.759,

"Status": "FAILED",

"TargetFileSystemValues": {
"WindowsConfiguration": {

"SelfManagedActiveDirectoryConfiguration":

"DnsIps": [
"10.0.138.161"

}I

"FailureDetails": {
"Message": "Failure details message."

ELi B R EE Active Directory B3
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FSx for Windows File Server 3X&E

FSx for Windows File Server It i RRFKHEREREE , LUmEZEREER, LT Amazon FSx 18
REFWEEHIBIE | HpEEm T T AR SAEAE AR 18 R 5 F A9 SWBERU R,

£}
- ERRHEMEE
. ﬁﬂﬂ%l“b%§$lﬁ

. ﬁﬁﬁﬁﬁﬁﬂﬁ?%ﬁ&ﬁ?ﬂ’]
- il . BEAEN®EIA
 f£H CloudWatch ?a’f“—‘/ I E%

- HERRBENERELETHREDE

2

ﬁggg%élbikﬁg

1@ FSx for Windows File Server R R A& ET S — 1@ Windows ERFRES , AFRZHEZERN , A
E—HEEIERARSNRFEEURERUE, SEERMARESEMEARENGCIEEANIRE , RIEHEEK

FEINEBAIMEE.

T EIEREA A FSx for Windows File Server R R K EFEE R,

File server
Key property: Throughput capacity

Storage volumes
Key properties: Storage configuration (Storage
capacity, Storage type, SSD IOPS)

EI NetworkThroughput FileServerDiskThroughput
—s

Disk I/O

DiskThroughput (HDD)

F
—

|| !! Network 1/0
——
El FileServerDisklops

—= CPUUtilization
MemoryUtilization

(1
((

Disklops (SSD)

ERFRFNEEFECREEBARNFTHERE  ENSERBAREEE /10 REEFERAFR

REBRFTEMR FIEB AR LERFIAMEBURNREE /0 BRHIFFC R A RERI AN,

o RBERM

ERAMMEE
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ERFRENAERNPNERR  ERARFSRURFINREABKRMAEER /0, KRR ERE
HEtE SR A ARER SRR /0 PN R APk, HERFER MEEBURRMEEE 1/0 BRFBIMELRR 1/0 R
#lo

B /0 MENERAMRBLCEBARMEANERRANEEZESE, WK /O MEEBURREZER
EBNFEFEHEENES, BRZAFMEINZAHE /0 MEE , S SHBHEENUE IOPS Bk , H&
K&A :

- ERARFEEOERR /0 MEFR , RBE/ERZRENNBEETEME.
- EFERBEHAEE /O MESFH (CAERRREDNNFTEE, MEHEEMNSSDIOPS &
&) o

HithgeZEESIEH
ERARUEBBEUHEE, BIXEMNSTH 1/0 B4E (1OPS) K,
Latency (3E3E)

FSx for Windows File Server iR fAlRFHKAREL BB AR , UERETBEFRERN —HEV NI
B, IRTELRERBARRMTINER , R  HRFEECERFETUBRELHT /0 RENERR
& , Amazon FSx 1Rt E R MEHx (SSD) REMNEREVNERIRELE , LARER (HDD) REiFHE—
VHEVILE,

wIXEH IOPS

Amazon FSx &R RFEEMA R Amazon FSx AWS &1 Ak [EIR 4 53E 2 GBps # 80 , 000

|IOPS , EXBIRE (MHZEEIEP ). EEAE (RHM ), ZERM (BB ). BN (BEHE
M), DAEE (KR ) MEKES (#Hm ) =% 12 GBps WX &R 400, 000 IOPS, TE&
BUEERZAALESNISERIZEN IOPS EFAAERRANRIEIERE, REFRENREE
B URIEEENME , SEERPIEEHKRD,

E— R FinWee

£ Amazon FSx , A LU FEERRAENE—AFE A NESERRKNTEHIZEN IOPS &
%o Amazon FSx & SMB Z4HiE, I ZE—FAFHmEFRENERRK , EHEE2E GBps
MWEAENE T+ EE IOPS, SMB Z$EiE [E FEE A F S H [ IR EE < B0 2 E8RER , UREAEK
SEELEBRBAMERAE, HA Windows XEH SMB EEBEERES , BURELLEEAEN , ™
BER LETUBERREEMN SMB ER,

HithgeEE2E1E 114
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1= ]
ﬁi x& Be

BERETHEHEERE K BHAREY. ZENS /0O BB , URBRECHNABRRERE, ATXE
RigTHEEH , BRTEERMUTUMSHNERERE 25 , Amazon FSx B AR /0 MR /0 BRIFR
H—REFEANIBEEESEERNINEE, Amazon FSx £/ 1/0 BEME , RIEBEFHEARREERIXE
M IOPS — ERRMEEBWEEM IOPS HARKNEEERFIKGEREE , WEHNIT /0 BRIERME
RELHEE,

WEEREHNMENTE

WEEBRERETHEBINERRENREE

- R 10 - ERARB[IUUARUERERGRAFRFIERENNEE.

- BRMMRE CPU MECEE - TARREHERERNBITERZFINER , fINERERMBRNER
B,

« BER 1/0 - ERARFIEERARFEFREFEREZBXE /0 EE.

TREAEHESEMENEZSHABIF RS 2K /0 (EEER IOPS) MEE /0 (#WIXEM

|IOPS) B ABMRMEFHMER , ARTARRBRAZEST S ZDNEEREE , fINEEERMRTE
e, #ARELRMER Amazon FSx API 5 CLI K , A LURES KR 32 MB (MBps) WHIIZER
E , BFERE  ELEEBREANAIEZNRRIEEE K mMAREEIEESRH,

@ Note

AR BETIEEXE 4,608 MBps RESNEIZERE | XERI (#MHSEEIL
). XEEE (RHEE ). XERI (HEXE). BN (EEE ). TAEEH (RR) M
DmARREE (MK ).

3% 1/0 MEREe

FSx Bk 1B #% 8 (MBps) #85% 10PS 2iE8E (GB)
(MBps)

2 BRE (BXR%y

bk

BREWEE 115
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FSx Bk 2 W EI%X 8 (MBps) #3E IOPS sci=ie (GB)
(MBps)
32 32 600 BT 4
64 64 600 BE 8
128 150 1,250 8
256 300 1,250 BE 16
512 600 1,250 32
1,024 1,500 - 72
2,048 3,125 - 144
4,608 9,375 - BEE 192
6,144 12,500 - 256
9,216 18,750 - 384
12,288 21,250 - 512
BARRBa A/
FSx WA & HiRRI= & (MBps) WiBE 10PS
(MBps)
BHAE BRE (88X 30 HiE BRE (88X 30
DEE) 7iE )
32 32 260 2K 12K
64 64 350 4K 16K
128 128 600 6K 20K
256 256 600 10K 20K
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FSx B% 8 BiRLE% B (MBps) BB 10PS

(MBps)

512 512 - 20K -
1,024 1,024 - 40K -
2,048 2,048 - 80K _
4,608 4,608 - 150K -
6,144 6,144 - 200K -
9,216 9,216" - 300K’ -
12,288 12,288 - 400K’ -
® Note

MBS TARSERRGEEESER 9, 216 5 12, 288 MBps , BIERE A TR
MEEPRFIA 9 , 000 MBps # 262 , 500 IOPS, &8l , HIRFIEZ A EEHERIZFENEBIUR
E, IEE—THESRERRAFNEBERNNEARE , UEMEEMAZEREER , CHER
R EBERRPE TR MEERF,

EEEENREERERER

E & F A Amazon Web Services EE X/ ERRKE , Amazon FSx ERIFEEARENREER
E,BHALHNERREIBZEZNRIEIERNEER. HARBNHIEIEREREUESAZHIEA
B, BETNEEEEER  UREREHENWEERE , AR IEEENER, il , WREN
THEERFERED 1 GBps WREBZNERRK , BEBENMED 1, 024 MBps WBIZERE, TRIE
BHRENREREE K RUERIREZNREWEERTERER.

SSD 17X & (GiB) HDD A £ (GiB) BIKZB#H%E (MBps)
&iZ 640 =i 3, 200 32
641—1 , 280 3201—6 , 400 64
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SSD A& (GiB) HDD #F& & (GiB) BRIKEZEEE (MBps)
1281—2 , 560 6, 401—12, 800 128
2,561—5 , 120 12 , 801—25 , 600 256
5,121—10 , 240 25, 601—51 , 200 512
10 , 241—20 , 480 >51, 200 1,024
>20 , 480 NA 2,048

HRZERBMEEERRAR LRANIIGE , SUREERENBWEERER. HlW , BA Shadow
Copies AJIRERELKBZERERS AN THFEHN = , SIRFERFRSIRTUERATHN /0
BAERERHEBRREL, NREHATEEERMERINGE , CREXNERERRRRHIEES BB
HMEEREHE , YERARUERERERIRZER KN,

AL ERYBREC R A RBRARRE, NFFHEN  F2REEHEERE,

&R LA Amazon FSx 2 AW ERENEE > MEEREIRR , REZE T A Y E R AR MEE
RONEAR  YHSEENCHEIERENES. BEREELENRRPETIE , UEARSZEIRNE
RS TEEFNNERTR. BRSTHESERAR , RMtLEBAEERRREENERLERER
BEFNFE. BEEREETE  URBINEBTEHE TEERHNTE  IRFRECHEZHNEIS
ERE UL EELESEHNEERMERE, NFEFEET , F2REFERRRES.

AREREBHNENTE

BERABRNREFRE, FFEEN SSD IOPS BRMEXEERR MR /0 Mg, B UREE
EER , RIENTHEEREHMENREFR.

BRI R IR F R EMERE SSD IOPS. MEFMEN , F2H EERGFEE M €3 SSD
IOPS, &t AL ER R HDOD REFREARE SSD RFHE., NFFHEES K F2HREEESR
RN EEEE,

BRABEHRTIIFERBERNEREEEMN IOPS :

A REEE SR AE 118
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Akt RiEWIZE (S TB RAEEMN K IOPS (&E TB WERE
MBps) 2 )

SSD 750 3, 000"

HDD 12 BE%E ;80 NIFE (BE 12 @BAE%E ;80 XEE

ERRM&ZZ 1 GBps)

(® Note

"WREH SSD B EANERRE  SALMEENN IOPS , 518 GB RS ALES
500 IOPS , SERERRZHKHZFALLERA 400, 000 IOPS,

HDD # &% &e

¥R HDD f#FHERE , Amazon FSx ERBRER T BREREHMEE. MREXNNRAECHEKEN
EEHEE  ERUKERRBEERENLR, BREANMRELUEENRERLIE K ERFH
EETAREREENLER, #RERK , EENREREENES, CHRERENEERS Y
HEIREBREEES /0 HBERAR

HDD R FHEREN TRBEEEN T I ARXRTR
(Volume size) x (Credit accumulation rate per TiB) = Throughput

$H 1-TiB HDD B[R |, IEEBWIX 2R 4|5 80 MiBps , EEFEFEELL 12 MiBps WHEEER , W HA
LREEIE 1 TiB WEE,

HDD MR E SRR BmENNER , EREUAAT/EEE, IOPS EiZERARY

AR E R M AERE 1K, DiskThroughputBalancelgE R REREH% 2 AR IOPS £
AXRBGEEEHENHBENA. 60, MRENTHEEHEBEXEE HDD IOPS [REl (= TiB f#

1788 12 IOPS) , Rif¥ IOPS & (HDD) #4818 100% , W EHERBREEEHE  BITUE
DiskThroughputBalance ISEHEE, ATELN T EEHBEHEIS S KEN 1/0 , B EEEH
TTIHHESP—IFIRE

- BETHFEINBA/BEER SR BEEE R,
- WIERRENRERE , URHBSEEB RN IOPS,

HDD /B £ #E 119
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« AMERRMUUER SSD fFR |, TREESEERBRAEE IOPS , LENSETHFEHNTE
Ko

#FHl - ERENHEERE
THEHIRAREISENAERETENMATERERRFMEE,
EXE 2 TiB M9 HDD EAEH 32 MBps WEIXENERRREE T HEEEBR

. MAMREIXE - 32 MBps E¥%1 600 MBps 1RE ( BSE@WZEEERR)
- BifREDEE - E¥% 24 MBps ME# 160 MBps , HEHIK :
- ERMARIFXEN 32 MBps EEEM 260 MBps S HWHREIXEER , UERRENBEERER
i
- FREHBREEN 24 MBps E%¥ (42 TB 12 MBps * 2 TiB) A1 160 MBps 1#& ( & TiB 80 MBps
*2TiB) MErIIAEEHR , URFEENTERER

Hit , ZEIERREN TEEH S B EERARSEEBARRNP IS FINERATHESR
B®1E , BBESIE 32 MBps FWEXF] 600 MBps HIREWIEE , UK FIREUE & T EE— R R
M REE , RIEEE) 5iE 24 MBps WEXR 160 MBps WIREHIXE,

£ CloudWatch 158 & 3% AL

B A LAfEF Amazon CloudWatch RKBIEMEEER R KN EMIZEMN IOPS, MEFMES
A Amazon CloudWatch E5#2,

HERRRNEBBEETHEDZE

FSx for Windows File Server R R AN MEEEURALERE K SELCEHINEZRENARE. ﬁuﬂ i
BREERK , LRCRANYDEERMERANER , fINENEERE FRIAR, NETHRERRFENEEN
HIEF , 552 BFSx for Windows File Server 3 &&,

illI
3
o
dn
=

ES |

o HIETE R R ER X E A IOPS BRI ?

- HEER /O MHRR /O cEMNEERME? [T ERNMER /0 E2HRR /10 TE ?

- STEREN CPU SICREAERS , AMERAMAE /0 RIK ?

- HERBE? BNERRARERAZOBRE? EREREATRHEREMBER?

0l RERENRZERE 120
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s REERHEYNGEERLEIES - BARAEEE2ERERARNMARE?
- BNEETRIEX , REXELE?

MTHEERR TN EIZEN IOPS PR 2
EERAERRAOBREN OPS R, FSHRBGERHRESBBE T WABRNERE,

WS 1/0 MuERR 1/10 2N EZERME ? AT ERAVMEE /0O Bk /0
[= ?

Amazon FSx IERRMAE —RNZEERM[RE , PEBABKERNRHEEFIERRBENA PR, 8
R 110, ERABRFEARENCREARN , THEASKEFHNERNNEE. BRABRFLEHER
EEDITEERRAMENNREURE, ERMWE /0. TEFRHA Amazon FSx ERRFHIMER
HEER 1/0,

Network /O metrics File server metrics Disk /O metrics Storage volume metrics

_5 S——
5 — —

] = =

—= ——— I ———

Storage capacity metrics

MEFHMER , 528 FH Amazon CloudWatch B2,
ATEEY CPU SR AERS , BIFERAVMAR /0O RIK?

ERMAMR2R CPU M RBAETERRRECEDNMERERE , ERRREEERRE LA I8,
AR EMBRRELIIRE T REE R E CPU NS BRBEAR,

ETHPHNESERMBRERTREEALREE. EUNBERERENMBRERNERE , IR ERRE
FXRo Bl , BULRFIRECAEREERBEEFERR LT , IRERECHRNMERA/DNEH
R BMtt2BEERERRRERRLE  REEREMMBREREHEHNBINT, WHEFMENR , F
2 REHESERMBRREKRHEE R

MREEMAUTFRARRNIR  EfNEREAERAIIEEREA S ERERERTKN
BRIEVLPEERHAR , BERE RS CPU X, MEFMENR , 552 H Microsoft Storage XHHHY
EomB =l ERAFERESE,

Y ERRRMEEEFN IOPS Rl 121


https://docs.microsoft.com/en-us/windows-server/storage/dfs-namespaces/enable-access-based-enumeration-on-a-namespace
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TERBRE? FNERRREAZSIRE? EREEEAXKIREMNER
w7
MERATHANELRE  BRREY. TENHE 0 BE , URBEXHNEENE. A7 XEEL

BHENTHEEH  RTERRBAMISHEERE 25 , Amazon FSx ERMBE /0 MR 1/0 BE
RE-BREEABREEESEERINRE.

Amazon FSx f£f I/0 BEMBIRIRFHEARRKEEREZEN IOPS — ERRKEEHIZEMN IOPS
EREEREEERGFSREHEE  YEFEREHELEEFERREERS (RERERH ).
MERRARBRERFNSEFBOFMENR , BB BFSx for Windows File Server 3X#E,

REERRREARN LEIES - RREAFEEERRRAENERE?
ERRNEEESLES  HHRIN TFERERABEINBBLRERRERAN T RADRENE

BRRE, EfF—ERTEFESEHERE , ENRETRIEBNEE , CHERRETRARHHEITHESR
FET R

MRERESHWITHEEREFAEN K MASRHCTASRE  BIFREVEME) IR ) E IR &/
RUREREE, T, IREXEGHITHFAHERAEYN K MALHEHTCERE EEgER®  BNE
REREBNBFERESERAMRBNE (BBENHEERE ) IRSAFHKRENE (BEBEM
REAE , S HDD $1#2 SSD &7 ) -

(® Note
HUEBERRRSH e HAEHER /0 NEEER , L ARBHUEES, Hlu -

- BEFEERNSECRBRAUEEAENNOUMBEELE W bk FEAEE M, BESR
R AL

- HAZTHAEBREHERRSK BEEREERE. TEREESTAESTHESESH4ASEREHE
ERENAREOESH. FHPERENTMENEFHEEETEMRERRMARSZME
B , ™ Windows Server #11T i LLEVRHER 110 ERNER RS EH, MEFHER ,

w2HEEREERE,

BOERTREXR , KEXE LS ?

ERERRMGHEE, ERRELIGERUARTABRHEEAEAR  E-TJABRSERRREBEELER, &
LA | EEREEER,

TERBE? RIWERAREAZLBRE? EREEERATREREMFERR ? 122
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HEWFELSHDEBESR , Amazon FSx EEBEFRNTAEREHHENEZRFHERAME. R
BRERMEBIEZNANBRBEPE , Amazon FSx EEBREBEEREERARS  BLEEBEETNE
B, EFFEINA, TERRARREBBNLOEAUNETHEA , BETRSTRELER,

ROIEEERHEL |, RERIE L ? 123
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& FSx for Windows &R &

Amazon FSx IR ZEEEINEE , IiHBEREREEFIER Amazon FSx for Windows File Server #&
RRTE , URRTEHRILN I HEERNEAESER , URENEBZAMNERAT R, UAT2ETLUFE
F AWS CLI #1 API AWS B XA, £ PowerShell E#{TIRIGE M Amazon FSx CLI , AR R4
Microsoft Windows Server Bl R EREEHN —LERRFERLEE,

- BERE

- EEREE
+ SSD IOPS

- BIARE

- DNS 5l

- EEERMBR
- BEEA

« RFEHE

- ERFEREX

. EsE

THEHRUEUEANERRREENRENRENERER. RMSMAIES , HEIEHETHLIER
REEENER , URBANREER,

&

« Amazon FSx R R EE

- fH Amazon FSx CLI for PowerShell

+ BXE Amazon FSx i&iix PowerShell T/EBSER

« ffH Amazon FSx CLI 7£ PowerShell F#{TIRIGEEBN —AMERRKEREES
« ¥ PowerShell £ Amazon FSx CLI K FEUE {THER B

- BREARUEZBRER

- BEBIBHERR

- & DNS BI&

- FAEIERERNRBNER

+ FSx for Windows File Server FHEERARBEREES

124
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« &IE FSx for Windows File Server - 1%

- {£F DFS i A%E™

- EERZXERE

- EERRER

« #Z5C Amazon FSx &R

- £/ EFERRHK AWS CLI

Amazon FSx {E = R#FIREE

BT LAE A Amazon FSx £ 4. AWS CLI 3% describe-file-systems 5 API ##4E
DescribeFileSystems 2K# 4% Amazon FSx R RFHAMEE,

AVAILABLE
CREATING
DELETING
UPDATING

MISCONFIGURED

MISCONFIGURED_UNAVAILABLE

R

Description

BERABRERYT , JFEMER,
Amazon FSx [EEE VU HHVERRK.
Amazon FSx [EEMBRBENERRR,
ERRABREEETEFREIARER.

A Active Directory IRIENEE , BRRRE
REZEMRE, CHEZRREWELER , HF
KETRAMEWNER , mEEOTREEERD. W
HﬁLJ?TFﬁﬁE’Jﬁnﬂ : nﬁ/ Eﬁ ﬁﬁ%\ﬁubfﬁém

TE SR RRAREE,

A Active Directory IRIEFHEE |, ERRHK
BB EEH. WEERTAMNER , F2E
ERIARENAREREAREE,

« BIUHMERZMLE  Amazon FSx EEET
MWERRR,

- BRRBEEEFER,
. REREZRLELE , Amazon FSx EEEREE,

Amazon FSx & RRFHARRE

125
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EERFAME Description
« Amazon FSx L %17

£ Amazon FSx CLI for PowerShell

AR Z R BN 1E PowerShell L 17HL Amazon FSx CLI 1T IRIHEIR , LAEI{T FSx for Windows iR %
HHERRREETE, St LUEH Microsoft Windows RAEBFEHENE (GUI) R#IT—LLEE
£3%,

PowerShell - ARIZREEMN Amazon FSx CLI I AE R AR EEEHETNEAERAERRRE
B, EEE FSx for Windows File Server 1R % # LB E)iEix PowerShell T/ERER , BABEFET
HI S S RAE4

- BESMEFRZEEE FSx for Windows File Server £ 2Rk E A MAMELREE DM Windows EEH TEE.

s UIERAREEESFHEAMNKES D E A Windows EEHTEE. MREFEHHE AWS Managed
Microsoft AD , BIAWS Zifk#) FSx EEE#H. MREEAN I B REEMN Microsoft Active
Directory , MG ER UV ERRARBACTEECNRIEEESH AN BTHE. NEFHMENR , F2
B{E A B REE Active Directory BRI RIE BT,

- BERMHN VPC T2 HEBAR R AFHERIR 5985 EHRE.

PowerShell F ARIE#EEH Amazon FSx CLI fFAL T L £ ThaEE :

« £ Kerberos B0 BB RBEBEFERERE,
 ERAFRIERRFKECEANEE TERBBEAESMER Kerberos %,

EEMERIERE Amazon FSX BERKRLHITEREE CLI 5 :

- BULEVREBEEITHIER PowerShell TEMEE , W E THERBRAMITH T,

o BOLMER Invoke-Command#TE - PHRE—HTEHR K MESEIRFEIHITHERR
PowerShell TYEFER,

MR ERESY N TASHYHBEEERHFEESDD , AIEEMEH Invoke-Command,

£ Amazon FSx CLI for PowerShell 126
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® Note
HRSTHAEEERRR , LRECTEERREAHREFWERMMRSSR , £/8 Amazon FSx
CLI for Remote Management, MFEFMENR , FSEAUAMANMAY . E—aAEFNZ A
EERRXHK

IREEMFEAERRZHERN Windows Remote PowerShell i B 3R 7 EUE % PowerShell,
BHEEREIRBNERA anznfsxctlyaalk.ActiveDirectory-DNS-name , 40
amznfsxctlyaalk.corp.example.com, A LAER Network & Security R5|1ZH AWS EE X
e LERRRFAEFEEPHN REKHHEE, F£H AWS CLlI describe-file-systems@p®
RIpIEE FEFEE K RemoteAdministrationEndpoint B4,

A LAfE A Get-Command cmdlet #EEX PowerShell A cmdlet, BB BIZ WIEREER, MFEH
B | 552 Microsoft Get-Command X,

B LAEA Invoke-Command cmdlet , ERERRZELFERA THIEEE |, £ PowerShell &85 L#AT
Amazon FSx CLI T RIREIE CLI :

PS C:\Users\delegateadmin> Invoke-Command -ComputerName
amznfsxctlyaalk.corp.example.com -ConfigurationName FSxRemoteAdmin -scriptblock { fsx-
command}

WMEFEW{AITE FSx for Windows File Server 8RR L MBI REAER PowerShell TERSERXHIEREA , 552
B9 B8 Amazon FSx i&if PowerShell TYER B

EXE) Amazon FSx &% PowerShell T/ERER

AR ERERMTE FSx for Windows File Server 18 %= {A] ik 25 L By B) R Hii= i% PowerShell T/EPSERAIEREA
ERERRZRFK LBEIRR PowerShell T/EREER

1. UBUERRANMEENZR FSx EEEFIERE Sy , EEZEARERARBBERELN
EE#HTERE.

2. 1EEHEHTEE LR Windows PowerShell 1%

3. 1 PowerShell # , I A T HI&H T , 8K Amazon FSx R R &K FRABR RS T/ER
B, Remote-PowerShell-Endpoint % BN AZLEEENERRHKR Windows Remote
PowerShell i 2, £ FsxRemoteAdminfiiA TR RIBERTE,

X&) Amazon FSx &l PowerShell T{EREEX 127


https://docs.aws.amazon.com/v2/documentation/api/latest/reference/fsx/describe-file-systems.html
https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/get-command?view=powershell-7.3
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PS C:\Users\delegateadmin> entex-pssession -ComputexName Remote-PowerShell-Endpoint
-ConfigurationName FsxRemoteAdmin
[fs-0123456789abcdef@]: PS>

MR BHHAITEETBEHA Amazon FSx Active Directory #818 , RS R RIEERBER BB A
AEBAER. BAFSx EEEREREBNERERRE. NRENHTERSMARSE , BTE
EREBREHEBEAEHR,

/A Important
IMRIEHER B REEM Active Directory #HRE | W ERABEE Active Directory FFHHBIRR
ERNERTEEREIRS , Windows Remote PowerShell i B AJAE 2B E ., MEFHEE
7, F2H 2 F Amazon FSx [RIEIRE LS HMEA

£ Amazon FSx CLI £ PowerShell - 1T 2 EEN — A MESR
RIFREETS

{# A T~ % Amazon FSx CLI for Remote Management on PowerShell &% , K BRI REEHRE
E{lﬁﬁ%%\l L%IE1£3%O

EEMEFRERAR
EATHG S REBCHERRARTREAR,
- EEERARHRNREEEMER  BRT TR,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Enable-FsxDedup }

FE L EATIGS  EEUERRVANGERLNEEERMREE MIAITECAERRER
HH,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FSxDedupConfiguration -MinimumFileAgeDays 0 }

MEFHMET , F2RALAEEERMBRREERT R
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- ERUTHTHE NER, EXPRREAERTFERSE , SEARNKRSEN , MEBRFIRNIT,

$QuotalLimit = Quota limit in bytes

$QuotaWarningLimit = Quota warning threshold in bytes

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Enable-FSxUserQuotas -Track -DefaultLimit
$Using:QuotaLimit -DefaultWarninglLimit $Using:QuotaWarninglLimit }

WEFRES  FEREERFEE.

FRERER , BEREEHEERASERVNENRERE LBHRE
ERBERHE (THEBLF 7 BRHF 128 ) BRRKES TR,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxShadowStorage -Default }

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxShadowCopySchedule -Default -Confirm:$False}

B

MBERMET | ERPER O EARREERARE,
5 il 17 /5800 P Y DN &2

ToamTEHEREERRKN AP REHHTME,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxSmbServerConfiguration -EncryptData $True -
RejectUnencryptedAccess $True -Confirm:$False}

ISR LABREA PR R B RUEY TARRE By |, 3R %) B wlE AR A A P U £ A b2 ERTEAR

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Close-FSxSmbSession -Confirm:$False}

WFEFMES , F2REEEGH PN NEREME TFEERMNFERAES
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¥ PowerShell £ Amazon FSx CLI W ZEUE T E 2 BT

BFZBERREH BEFEHRR PowerShel ERZEZNERRSE , BEARRABEECWHENE , W
1INz

EEARELT LK INERE Windows Remote PowerShell ix % |, Bt Al ABTEAEHRIER. 4
m , |E LT test-netconnection endpoint -port 5985% T,

EERRFNZSEERD AR PowerShell SE#EFTENE AR A

EREXARNZ2HELAEEEARA , AFFERE 5085 LHRE , T 88 MiEl% PowerShell T4
PR, MBFHFMEF , 52 BAmazon VPC £ FiH,

IBIE AWS Z & Microsoft Active Directory M AEFEZFE Active Directory 2 &
BRE T ASEE

ZEHEA Kerberos &9 B F A Amazon FSx Remote PowerShell , R EE £ Bk L35 E A #
HEBRULETERESIEF, MEFMEH , F52E Microsoft XX E Kerberos R EZ|EF

(KFSO),
BB E)E % PowerShell T/EMSERAF 2845 BRI EEER

BEERTHIIEE -SessionOption#FBEMGT : -SessionOption (New-PSSessionOption -
uiCulture "en-US")

n||||
13

LT REERRHK LEEIRE PowerShell T/EREX-SessionOptionkE A KRV EE 5,

PS C:\Users\delegateadmin> Invoke-Command -ComputerName Windows Remote PowerShell
Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {fsx-command} -SessionOption
(New-PSSessionOption -uiCulture "en-US")

PS C:\Users\delegateadmin> Entexr-Pssession -ComputexName Windows Remote PowerShell
Endpoint -ConfigurationName FsxRemoteAdmin -SessionOption (New-PSSessionOption -
uiCulture "en-US")

ERRAEEEBRFER

Amazon FSx for Windows File Server €8+ ¥% H &1 Microsoft Windows Server Bk 8 i 17 /51| {7 &k g&
1&id, HERRSEE—BTMNE—X , URNHHBEFHERNOED, SUUEERRAAEIHBEE

% PowerShell £ Amazon FSx CLI By 17 EUE 1T R FE =2 B 130
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WERRNFERPE, WREKREE , AR 30 PENTAREBRBRR, HERRNGERBER
RRZERE , 2EHERE , UREASZTARSERRANEIENRZEAR 2B EEZHBRE
MEAERBERNSAEBNER. UEFHEES , F2REFXK.

FSx for Windows File Server Al 2 S ABERERNRABER , MFSITHEEENREETR, EN
RETHERHHBERBNBERERE , iREEDLS 14 REE—XRHEBRFRAREE, NREHERX
BT , MBEKRE 14 RAPEEMHERFER , FSx for Windows File Server SEEHERERRK , LUE
REZEMNITEYE, NFENABRBEEERAEZBRERFALREENFHENR K S280 EE5EKER
28

EEMHETETR K RUEHE-THEERRRELER  BETE 20 2, SAAESERRR
PATA  YEBFERE Y ERFN NEaERARSFcBRE, IFFHAER  FBHEEFE
B AREHESROERZENEHIRERARF < ANBTERENRERE , Rt EBERE
MEMERFRNBZATHHRLAEREN NSaERARB[EARL, ATHREEHKHE , RME
BEEERRARAHFINHEN B E#ERR.

(® Note

ATHREHEIDHHRENERTEM | Amazon FSx for Windows File Server @£ #ER 152
B, A EERRAANERBEURESRTASTENE ARE,

PEFBEHERER

FSx for Windows File Server T B EERRANW MBI FHRBERE TEESSFNIRIEZRIFHETRE,
SO LA AWS BIE X4 AWS CLIF] Amazon FSx AP| , S BE#ERFERBEREEE K WTHRE
FR,

BEGEEERRNEHREE (28 )

1. 1E https://console.aws.amazon.com/fsx/ : // BAEX Amazon FSx £ &,
EEREERPEERERRER.

EELESFHEBEAMERRNERRR. BAERERRRFAEAETH.
EEEENERNERRAREEREE R

BEEFUBREERERE,
WAGHETBHBIRFREBIN B PNERE,

BERE  URTFEE, FHHERASEEE R EEEREERF,

N o o~ Wb

BEBERERA 5


https://console.aws.amazon.com/fsx/
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&= ZE#F A update-file-system CLI s T @ E S EHERRBVERKRE , 528 £/ EMEREK AWS
CLlo

EIE DNS Bl

BT Amazon FSx IR TERM BB BRE (DNS) B2 |, B LUSEIZIZEN DNS BIREER
RIEEUEBE, FiB DNS Bl& , BB ERRRREBFRAILIEZEELE Amazon FSx i , #EEA
HEM DNS BFBERZE Amazon FSx L FHMER A MAZTEEFHETMAIEREAER,

BaTLAER A A% DNS BB EFHNFIB AR FSx for Windows File Server i8R R KB BBH | W 7EAS
BOERZFWERRKEBEIL AWS EEXEAS BB AWS CLlI, ZB—X&Z A% 50 {8 DNS 5|5 &
BERRE IR,

@ Note
FSx for Windows File Server f£ = &£ 0[1E 2020 £ 11 B 9 BRZPEBTF 12 : 00 2B E
B DNS Bl x#&E, ZEHE 2020 F 11 B 9 HREPEFEHRF 12 : 00 2HI BV HNERRHK LME
FH DNS 5% |, @817 T3 E1E :
1. ERRENERRRK. MEFHENR K BSRERAEREREBNED.
2. et EREFNERRK. WEFHMAEN , F2EEHEDEREEFNERRK,

—BHERRKEATR , BTG DNS 5l# |, EAREHRENEFARFRNZERRR,

(® Note

LEE TN EARBRRBTLETE Active Directory R T/ , MEFTZFERINE DNS HER, £=
7 DNS #tEEE A e EHENT B,

MREMATERRHEH Active Directory #835fEF Microsoft DNS #A7E5% DNS , Amazon
FSx AgMERRHH DNS ik, REEAE=ADNS , IFETBEUERRKZERF
B)ERE Amazon FSx IR R DNS HE, NMEREZEEANERRKZIER IP it WEFAE
7, ESE BIEHAAFE DNS BB W IERERRE P i,

BU L ERIFERRRE  URREORIFERZAR | % DNS 5IREIRE A FSx for Windows
File Server ERZAMKE A, B—IX&Z A 50 E DNS 55 B8R R MR E LB,
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https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html

Amazon FSx for Windows File Server Windows £ & ER

BR T #% DNS B2 RIEMERRMEMEAB 2/ , EERAFIWER DNS BB BEREERRMR , KE
HIEHAT T FIEE -

« FXJE Kerberos &7 BFE MMM R = E B (SPNs).
- BENE Amazon FSx R R TEX DNS ZHH DNS 5/H 5% E DNS CNAME ité#%.

WMEFMES , FSELEA DNS Bl B FHER.

FSx for Windows File Server &R X & H DNS B2 BBSHBRFES THER :

- AN ATEEEEE (FQDN),
- TEERBFTNEFR ()

« BEREIERETRER/ETR ().

« ABAREBFHE,

¥7A DNS BIE B , Amazon FSx B FZRFAMEFANEFE (az), THRETRKEEAKXRE. IR
FRFEHBPIHIHEFS,

MREEFRCHERRFEEVBABNEEEURE , ITEREAXE. NREEFBUE &8 RE
ERERMEYEBANERRKAEB | Amazon FSx &0 EERINVFERER.

® Note

E Amazon FSx EREEZERFE L EIBRAER , ERNAFPRSERPEER , Y EBEMH
EREERRFK. ETHEHEEFER , B Enon-Continuously-Available ( 3E CA) X A/ A FixE
BUA 4RI A8 R EB 4 B B A ik E R B AR

FE

- DNS Bl & ikAE

« AL Kerberos &7 5 & A DNS 5l&
- BIEERRIFHENEDE DNS BIE

- # DNS Jjll % B8 R R 2 7 B Hh

- EEBREEERMKL DNS BIE

DNS Bl% 133
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La)|
DNS Bl & AR RE

DNS 5#& A A8 T A H A —fEAREE :

- A A - DNS BlI# E& Amazon FSx R R8BI,

 E3 — Amazon FSx IEfEZ 3 DNS BB W AS HEER R KB BEH

- B} — Amazon FSx IE1EEUH DNS Bl E BEEERRKMNEE | LASEMIBR,
« HEE Y - Amazon FSx £#& DNS 5l & B8 R Rt BB,

o« fEIEMIER — Amazon FSx EEEUE DNS 5l & BEIE R R E B

BB Kerberos B 7B & H DNS Bl&

KR EIEB Amazon FSx {EAE# TR Kerberos B & 5 EHEFMINER, Kerberos BEFIERZR
BHAFRREHBLRLNE2EBR. EEAFH DNS BIE 7 Amazon FSx R R & A B ik BUE
Kerberos &0 Bz , M BREHEERRRM Active Directory EFSY# £ DNS BB RE B A
78 (SPNs),

MRESEH EIEIRAE Active Directory P EYI4 £ 5 —EERRHKA DNS BIEERE SPNs , &4
AAEBRIEL SPNsH RS SPNs ST B EERRBNERYH., WFEFHMBEF , FSEERE Kerberos
M ARTE EREE M (SPNs).

BRERRENBDH DNS BIA

BRI LAEA AWS CLI, 1 API #:48 B 5182 FSx for Windows File Server #& R R &M {H P BN
DNS AWS EEBX#EABIR , M T IREFA,

WARELE R A EABAAY DNS Bl#&

- FRAERS —EEERRARURAERRAHFHEFA TR, BEERERLR5|ZEH R DNS
BlAE,

- ffM CLI & APl — fff describe-file-system-aliases CLI &89
DescribeFileSystemAliases API &4,

AR B2 4R 10 AR R BRAY DNS A&

- EREEE —EEEERTD  BERO  ARBELERANRE. ERHEEST , 18 DNS Bl
=L G

DNS Bl&ARRE 134


https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
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« fM CLI 8 APl — f£f describe-backups CLI @ 8 DescribeBackups AP #

% DNS Jl| & B2 1% 3= Rt 22 1/ B B

SO L R FERI IR ML ETHY FSx for Windows File Server =Rk , REH F APl BEQEREEZIHHN
ERRFGRE AWS BT A AWS CLI, #5 DNS BB , RBETIRER.

HEUMIERRKEEE DNS 58 ( £28E)

1. BRI https : //https://console.aws.amazon.com/fsx/ B9 Amazon FSx &,
2. EBfg AF—EFZR5 BEUEHNERRREPRELHERRRENER.
3. HEUERAABENTFIN - ZEAERY  WALEHEERRFKEILEBIA DNS 51E.

v Access - optional

Aliases
List any custormn DNS names that you want to associate with the file system

financials.corp.example.com
acctsrcv.corp.example.com
transactions.corp.example.com

Specify up to 50 aliases separated with commas, or put each on a new line.

4. ERERZRTAE , EULEBRERKEEEEE (SPNs) UREHREILHIEH DNS CNAME
FC#% , £/ DNS BB RERME. WEFHMENR , F2BFEH DNS FlHFIESR,

EEIFHH Amazon FSx R R (CLI) BEEE3E DNS Bl&

1. BUFNERRRKR , BEMAL S EURE CreateFileSystem API #4E |, 4§ DNS Bl & BV
ﬁ%l LEﬁEﬁHﬁo

aws fsx create-file-system \

--file-system-type WINDOWS \

--storage-capacity 2000 \

--storage-type SSD \

--subnet-ids subnet-123456 \

--windows-configuration Aliases=[financials.corp.example.com,accts-
Ircv.corp.example.com]

#% DNS 5% 8248 52 R 3 R Bt 135


https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeBackups.html
https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/fsx/latest/APIReference/API_Alias.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystem.html
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2. ERERARBARE , EULUEBERERS TR B (SPNs) AR EREE I B H DNS CNAME
AC#% , £ DNS Bl RIFHE, MFEFMENR , F2HEEH DNS 5l& FMEHR,

IR R IR0 BT B ER DNS BI& (CLI)

1. REAERAFENBEOEILIFNERRER , BUUER L2 BHER
CreateFileSystemFromBackup APl ##4E , I FFI7R :

- RIBFEER , BRimtd ARV EMB B H S ETHNERRFAEBEB,
- BERVERZEMAREZROPNEMBIE , BEM Aliases BEREZESE,

= EEABIEM DNS BI# , MM Aliases B , RIS REMHABBNRAHENER
BABRY#T BB

T%l CLI S S EASMERI BB Amazon FSx BRI N R RIFEIE BB,

aws fsx create-file-system-from-backup \

--backup-id backup-0123456789abcdef@

--storage-capacity 2000 \

--storage-type HDD \

--subnet-ids subnet-123456 \

--windows-configuration Aliases=[transactions.corp.example.com,accts-
rcv.corp.example.com]

2. ERERREUTAN , BULIEBRERKEEREE (SPNs) UREHHEMLBIEH DNS CNAME
o8k , A DNS BIBREFRE. MEFMENR , F2EEH DNS 5B FEER,

EEHRBERRFER DNS 58

LA LAEA R IR AR FSx for Windows File Server {8 Rk L3118 AWS BE T4 MBRBIE
AWS CLI , InTFHIREF i,

EEERRKEDNS BIE (Ex2A

1. 1E https://console.aws.amazon.com/fsx/ : // BAEX Amazon FSx ¥# &,
2. BEERERRHKE , ARBIELEEE DNS BB H Windows BRRHK,
3. ERRELZLRS|IEH L | RIEETE DNS BB UEREE DNS BB RE,

- HEFEH DNS BlE - EEBFH BB AP |, MABEEBA DNS Bl&, BRFE,

EEFABFERRMAHN DNS BlH 136
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- HEHUHEE DNS BIBMEAR: - EERIBIBBEES , BEEDCEEBMNE B EEDUEEB.

BRLUERRMBEFETERGEENENRE, EMBEEFEUATMNRE. HEEERRKEL
FBNEEEBRZEE 2.5 7,

4. ERBTAAR S IEBRERBEEREME (SPNs) AR EHHE I BIE K DNS CNAME 72
& , £/ DNS BB FEUENERRM. MFFMEF , FF2EEA DNS B2 FIER.

#% DNS 5l & BB B ERRH (CLI) BB

1. f#H associate-file-system-aliases CLI as 53 AssociateFileSystemAliases API #4E ,

#% DNS 5l & BB B RERRFE A

T35 CLI SR E#$ M8 5l & B4 E W AB R R E L REH,

aws fsx associate-file-system-aliases \
--file-system-id fs-0123456789abcdef@ \
--aliases financials.corp.example.com transfers.corp.example.com

Bl FER R Amazon FSx 1E1E B2 48 R R4 2 I BERR Y Bl & AR RE,

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": CREATING
},
{
"Name": "transfers.corp.example.com",
"Lifecycle": CREATING
}
]
}

2. f#H describe-file-system-aliases CLI @55 (DescribeFileSystemAliases =R H API
B1E ) REIZBIETERBIBIR BB ARRE,

3. EMELifecycleBAA (REZTEEE 25 2ENERF ) B, B LIEA DNS B& FZEUER
BRRFE  HERREREETEET (SPNs) , ARFEHHRETL B H DNS CNAME icék. mME
SMMES  FSBEH DNS Bl FEIER,

EEREREIRMAL DNS 5lAE 137


https://docs.aws.amazon.com/fsx/latest/APIReference/API_AssociateFileSystemAliases.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
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HUH DNS 5l % B8 R RFHIBAE (CLI)

f£H disassociate-file-system-aliases CLI as 52 DisassociateFileSystemAliases API

R4F , BUH DNS 5l& RR A ERRFENEB.

THla S EEUE — 85 & EERREAIBIE,

aws fsx disassociate-file-system-aliases \
--file-system-id fs-0123456789abcdef@ \
--aliases financials.corp.example.com

Bl fEE R Amazon FSx IEEERRE R XK EUH BB Bl B Ak RE,

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": DELETING
}
]
}

£/ describe-file-system-aliases CLI @5 (DescribeFileSystemAliases ZRI%H API
B1E) REZREWARE, MBRIEHZSEE 25 i,

e & /e R MRV E R

BOLERALAERKRTE | EREENERE T/EMRE , 31 FSx for Windows File Server &%
FLERABER, HAERRIEREAERNE  TEREREEERERFENAE , UIRFERMLERERIUR
R, EuLAERLL T EHITTHIEE -

- EREHEEEZENEE.

- FENEEGRET/ERE , ESEARERAERBNMERR,

AT LAE A Windows JREH AE R GUI T EF Amazon FSx CLI £ PowerShell LTIRIRER |
LA#E FSx for Windows File Server ERZ# - EBFH & TIERERFMBERBESR,

e E TR ERMBERAES 138


https://docs.aws.amazon.com/fsx/latest/APIReference/API_DisassociateFileSystemAliases.html
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£/ GUI EEER &N THERER

T 5|2 R 5¥40ER BA a0 A Microsoft Windows &R K TE | £ Amazon FSx BERRFE L EEE
A& I ERBRFNBERER,

RBHHERRIE

1. REEH Amazon EC2 #1T{EEE , WA H B E LK Amazon FSx R R FTI0A R Microsoft
Active Directory, & EE# M , 351 AWS Directory Service EBERmHPIRETYHP —EREF :
« 4D Windows EC2 #1T B2
« FE) A Windows #1T{HEE

2. UERRREEESRERENERAES ) ERELWHTER. £ AWS ZE Microsoft Active
Directory AWS A | ttEH B AZIR FSx EEE, £ HEEEM Microsoft Active Directory A |
LWEERAREEERES K JILERYHHEREANEEESHERITAR. NEFHAEN L F2H

{Amazon EC2 &™) PHEHRZE Windows #ITEE.

3. BARKBAMATHAER , WA 1T fsmgmt.mscRun As Administrator. EEMERBLAER K
GUI T &,

4. SHHEMF , BRERES —HEMK.

5. #¥E—ZPER , 8 A Amazon FSx R R/ DNS 18 |, i
fs-012345678901234567 .ad-domain.com,

6. EEME. A& , Amazon FSx ERRFENEEEHREHHERNRITENFTES,

EEMERAEITERE (GUI)

EHABERKRTIESR  BETIEREBLUREERZE FSx for Windows File Server 2R RKWFIEEA
EITERE, NRFERAERERERNELEFTI Amazon FSx BRRMLENERAT | HIERNESER
HTERE, SBUUBERIERBNAR (R—TEBEAE ) MR , AR BEEMAIERE , U4
BT T 1P ER AV E AR o
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/launching_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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Amazon FSx for Windows File Server

g2 Shared Folders — O >
File Action View Help
e ARA e (RENEYN 7 -
52| Shared Folders (F3-0CCB|| Jger - Computer Type 2 0g
@] Shares &, Admin EC2AMAZ... Windows 1
gi Sessions % :
2| Open Files Close Session
All Tasks »
Refresh
Help

HEDENEEMARMMN TFEER  FRBTERROIRE (B-—TEEA® ) RE  EEDPEEE

FRR TIEREER , REMBIENEIF,

@i Shared Folders

File Action View Help

e 2E C= HE

User a Computer Type
& Admin EC2AMAZ.. Windows 1

| Shared Folders (F5-0CCE. 0y

| Shares

i: ;E:: Disconnect All Sessions
All Tasks ¥
View
Refresh
Export List...

< Help

hsconnect all sessions

EERBIESR (GUI)

EHAERNRTIES  ZERBERIRERRLETHBNAMEER, BRUSERBLERERR
TERIERR, WEARBRNEREMERERELIFABBEERNER, BT UABRERERER
BOEAER  RERMBFEFEREENRE (E-—TEEAR ) BE A ARZZEMFARBESRE

LI
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2/ GUI EEREAE M TERER
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g2 Shared Folders — O
File Action View Help
e nE a2 HE
z Shared Folders (F5-0CCE|| Open File Accessed By Type
53'- zhar.es || hsresve Admin Windows
*52'__' GESSIDE_Sl' Dshare\Market.., wser 2 Windows
RS Close Open File
All Tasks -]
Refresh
Help
£ > £
Clase this open file
HEPENEEERRKLAARBNER  BBERNRE (BR—TEERE ) RE K RAREESF

BT A AR RAELR , REREREBHE,

g2 Shared Folders — O
File Action View Help
e n@E 6= HE
2| Shared Folders (F5-0CCE. Open File Accessed By Type
55'- zhar.es hErvsve Admin Windows
*E'_' sssiens Dihshare' Market... user_2 Windows
g Ope : :
Disconnect All Open Files
All Tasks »
View »
Refresh
Export List...
<
Disconnect a Help

£/ PowerShell EEB{E A& TERERFMBEMER

A LAME A Amazon FSx CLI 7 PowerShell 11T

£ Ll o

1= Uy B

B 6 EEERRRLEEERTNERETHE

REERFBRBIER, EETHMMERL CLI, 5528 A Amazon FSx CLI for PowerShell,

LT RAARERE THEERNBBEREENSD S,

/A PowerShell B3 £ & TEFREERMBERBIESR
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we Description

Get-FSxSmbSession W E R EERRENAERBA F i BRI < AREFAS ER
(SMB) TEFEERAVAEBAE o

Close-FSxSmbSession #ER SMB IT{ERKER,

Get-FSxSmbOpenFile HHEREERRR AP REBERNHEREN,

Close-FSxSmbOpenFile BRI A& SMB fRIAREEHEH + —E A FimBABMIESR,

BETPTHELRPRHEMEGTRENSE, EEFHULERSE ,
FSxSmbSession -7,

3

£ #1T @ 5-? , Bl Get-

FSx for Windows File Server L e ERREEREES

File Server Resource Manager (FSRM) 2 —#& Windows Server Zhat , Al BB EE B M9 |ERIE
Amazon FSx for Windows File Server ERRHAE LMW E R, FSRM RHBBL BEREFBITMIRETh
gE , MBS ER A, #HITEREERENSHRY  UREBBEKFIRERSE,

£/ FSRM , BRI AREREFRS , UL ERAEERBSHE. BRIV BHRER, HEX

REENERFARFIERERR  URELEABRTFAEEXNFRRE., SELMRAHEEHEE
BIRTE. ARRASHRNERRZR  MEFASEERIENRFEN A

HREE .

o EIBPRHIGE A B M BPFT T AF S DR R 2 B R R R A A
- HEBIBRER , FIUE A 5 2B E SR IS R 8%

- BHEBTEBREERRPAFBLEERERNEE

- EXERHENRE. EREAEIRTAERNSHREKS

- REREMEBOMERRTEO TR

BRI BE
- BEEE - REANKHEERE , URSIEAZNEARR TUEANEYE, £T0REEMEE

B, UpLEERAEEEEENFER AT ERNRENEMEER, BEVHBEEEMERA , X
IEEAEREFIEATREHNRTFE,
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- EEEE - ZRERETUARFIREENRNEREE., SUNARERERENERER | fluwd
HTHE, FRERIFEENRPHBEAX . BRGRAGERFATERNEERER, BEE2
BB, WEHIEFEBERNRTREE,

- BEIE - RBEERVARTINE K EDHTREMBUEERGER, 28 THEEREER. &5
HRER, EAREERE , YRBERBEEERS. EUNRENHRME, A, REPNEER
MAEMELBTBERT BER

- BERS - EEARERRRARNGFARE  SREAREER, EEER, REEENER. KER
JIHWERNEEAE, REREGUHYETHERFENEALN, B THEFHMBRNESR UK
HiFFREEMHAERNIRE,

FE

« File Server Resource Manager A P9
- BEEEE

- EREFE

- EREGE

- BRDE

- BERS

- EXEEEK
- FSRM R&7E
- EHHHF

- BEAXM

File Server Resource Manager AF§

SO AR M TR Amazon FSx for Windows File Server &2 Z &R File Server Resource
Manager (FSRM) , B AT AR B IERRFKELARA FSRM,

FSRM EZEE SSD f#FEHEHIXERES 128 MB/s HE =B Amazon FSx for Windows File
Server BREAKLZTTE, BULEERURERRFECE  BREHEEFEEEREHRA SSD WEHEEE
RE, MEFHMET , FSBEH FSx for Windows EZRFENFEFEAREERIAERE,

HEEUERRKEBA FSRM ( £#28 )

1. 7E https://console.aws.amazon.com/fsx/ : // FARX Amazon FSx i &
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MRERARFEREESER  EFSRA.
SHHEMFRFENN  EETHHEP—ERE

2. HEBRIRL , #IF Create file system (BUERRR) UHBERRKREILBE.
3. i®#E Amazon FSx for Windows File Server , RRIBET—F,

4, ERUREEVEIER

5. RHLEEF

6.

7.

« CloudWatch Logs - i#EX CloudWatch Logs H&FE&H#H AWK FSRM E4 B35, CloudWatch
Logs HEERHEM BBAEAL ' /aws/fsx/ ' FTEHHE,
« Kinesis Data Firehose - i#H Kinesis Data Firehose {48 RAIZW FSRM E4 BHEFE
8. EHHEER 6 AREZBRIERRR.

HRMERRFERRA FSRM (CLI)

& B E FSx for Windows File Server {83 R RUA FSRM , 75/ AWS CLI 85T create-
file-system, £ --windows-configuration 28 HEE T %] FSRM fHAE :

« FsrmServiceEnabled : 58E% true

« EventLogDestination - #§%E FSRM E4 A5 B WYY Amazon Resource Name (ARN), AT LA
2 CloudWatch Logs B &4 ARN = Kinesis Data Firehose R {3 & i#i ARN,

aws fsx create-file-system \

--file-system-type WINDOWS \

--storage-capacity 300 \

--storage-type SSD \

--subnet-ids subnet-0123456789abcdef@ \

--windows-configuration

"ThroughputCapacity=128,WindowsFsrmConfiguration={FsrmServiceEnabled=true,EventLogDestinations=

east-1:123456789012:1og-group:/aws/fsx/fsrm}"

ERAERRRKLENFSRM ERE ( £#2A)

1. 1E https://console.aws.amazon.com/fsx/ : /| BAEX Amazon FSx £ &,
2. BEEERRMR , RARBELEBUH Windows ERR#.

3. EEFEEXRSIER.

4. EERFARKFEREEERRF , BEEE,
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5. BITHENEE

- PESTFEHAGFEN , FEEREM CloudWatch Logs B 5E##H 5 Kinesis Data Firehose
T BER

- ZEA FSRM |, FHEECHKA

- EEEHFSRM , BRECEHA

/A Important

EBES , SUTAERSAERRRKEI EDREBBNAELESSH K ME—THES
ERZBEKEREEHEEEN,

6. EERTF

AL EERRRFRET EENENRSIRRPERENEE.
EIRAERRME (CLI) £A FSRM #HRE

£ E £ EH A FSx for Windows File Server R R K -BAMER FSRM , 55EH AWS CLI i
update-file-system,

A FSRM
EERA FSRM , 387 --windows-configuration 28+ EE T %] FSRM #HEE :

« FsrmServiceEnabled : $%EA true

« EventLogDestination - #§7E FSRM E# A3 B M #: 8 Amazon Resource Name (ARN), AL
2 CloudWatch Logs B 54 ARN = Kinesis Data Firehose X {383 ARN,

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef® \
--windows-configuration
FsrmConfiguration="'{FsrmServiceEnabled=true, EventLogDestination="arn:aws:logs:us-
east-1:123456789012:1og-group:/aws/fsx/fsm”}"'

£ FSRM

A E{FH FSRM :
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aws fsx update-file-system \
--file-system-id fs-0123456789abcdef® \
--windows-configuration FsrmConfiguration='{FsrmServiceEnabled=false}'

/A Important

EBES  SUAERSERRRREI EHREBBNAELESSH K ME-—THEISER
RS EEEENEAER.

FSx i=2im PowerShell

ZERTEMNFEH FSRM The |, B4 AR Amazon FSx CLI £ PowerShell E#E#TRIBEIE, WFEHE
BIE A |, 552 E Amazon FSx iEi% PowerShell T/ERER,

BLREEE

& B LAE A File Server Resource Manager (FSRM) it 8 & 1 3k 2 %I F§ & 7€ FSx for Windows File
Server ERRFELFEANRTFEEE. ESBRFITEREREERRPNERE  UREREA
ERfREBERNREREERA , REPWEEERERE.

EEENEEAR
BEEEEREMERHENESE Sl EAZERRKLNERK -
EMEALRE

Pt EREEEIEARHIRFFER. ELAEERRFEAEBRINERE , REFERK,
BEAEEWIERAS

Lo\
REFFEREECHKESRNEBEERS, REBEARERFFRAE , MERASBERE,
BLERSIA

BHREARHAIESFEANERE , TERRERE , SFADES, REEE (#FXx#EHA ) NERE
B, BUEHESEA R, EULSEERESEERNRK , MALBREFNREMRNRE, BEERMR
BOREEARE KRR E A SR AL EE R,
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ERECESEAREEER

- —HM - BRECHENXRERHARNEEER
c BR-REBEBEREEAEZSEER R
AR - BB NE A REH S EE R R ERERE

BBEMBER

ERERARESRBEENHAEHRL TERRNER., ECERENRLEVEDHEREHE
5, FSRM EHBABERR TERRNEAERREINEMH FENRELERE. LEZEAR
BREEZECRE B KB ERR CEEA —BEBERHNER.

F{EEA

M{EE%® FSRM KBS EBFENARER. SUALASEEERESZERE , XESERERESE
BERHNE L. ERFEABREIREBTDLLE , FSRM AIL#IT R HIEE

E SR

S E 52822 Amazon CloudWatch 5 Amazon Kinesis Data Firehose SUETEEIE M 2047, &AL
EEEHBREMSMR (BF. BEREBE ) , WRHEATASAN, EHTCHRERELRRER
E 6 WEHBEANWEERRKES,

REHE
ELRERREE  RUCARFEMZRRANEHRNHEET., BESETHHERAMEE

RESERRAERARASRZHNERR  YMEEERTEREENHERRE, NHFHAER , F2RE
FHE,

BRUABERERESBERTRBFENRE. Sl , ETER 75% HENEASZHH 90% A
BNESEHREREERHE.

Quota Management &5 &
& LA EER =18 FSx &% PowerShell S S R 5IREEE 4 -

1. BEGS - EREERRLEEY, HE, BR. BRNEREE. 5% Efolder-by-folderE A %E
i, BEAEEDD,

2. MBS AGS - B, MEABSHRERTERCEAGREERBNIEEA, FHELHDRES
BHEBE , EULSELERFEERAZZEERR,

e

H

GREH v
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3. Auto Quota 8% - B3, #Hl, X, BRNEFNEDHERLRSE  LABELE TERRNEHE. E
REEBEZETFERREA—HNEERY K MEFTFHEVERNEER A FEAELDT.

Quota Management FSx i&¥% PowerShell ts S H/FE

@ Note

LB FTE EAIERER R EEAERRAMN Windows Remote PowerShell i 3 7E 2
$FSxWindowsRemotePowerShellEndpoint##, BRI EERRANFMEAEE LN
Amazon FSx =& R EILixS: , EA AWS CLI describe-file-systems@To

[y
New-FSxFSRMQuota

HERRLEUHMNER, BRSRIIEAETUFREENRTNERE, SR EMERTER
B, UAEEEAEEAEERERELEA,

B

« Folder (string) - #E., ERAGRENERRER,

« Size (string) - FEASABREAMLE : BLEEKR/NRES,

- Template (string) - ERA. EfANRELRESHELEHE, ELETELE | BREFAER
8 MEHMEREHSRABER,

« Description (string) -i2f., EHEMNER,

« SoftLimit (boolean) -iBf. MRFHKA true, DEIEETE , AT FEHABERFKERFEBR
#llo

- Disabled (boolean) -#MA, MREA true, SUERAMREBEIRE.

« ThresholdConfigurations (array) -#HR. REHEMES]  EEETERAEBRERINNE
£, BEEEEETIEBME

« ThresholdPercentage (number) : MR EMENEERHF B D L. AR 0 | 250 2EH
=8

« Action (array) : EFREREFRIRN —SZESE. SESEBETIIEMY
« ActionType : E¥THEIEETR, BAIEETIIE
1. Event : BEH4RHIIERIRENSHAF. ECETEHR WX EBETIIEME

%

EFEEE 148



Amazon FSx for Windows File Server Windows £ & 58
« EventType : EFl. BEWIER
« MessageBody : ERAEHEHNALNF,
2. Report : EXREAERS.

g4 -
1, B 5GB A& , M A A B EE A,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMQuota -Folder "share\test" -Size 5GB

2. R REBANE M KEE

$thresholds = [System.Collections.ArraylList]e()
$warning = @{
ThresholdPercentage = 75
Action = @(
e{
ActionType = "Event"
EventType = "Warning"
MessageBody = "Quota usage has reached 75%"

$thresholds.Add($warning)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList ($thresholds) -ScriptBlock {
param($thresholds)
New-FSxFSRMQuota -Folder "share/test" -Size 1GB -Description "Test quota" -
SoftLimit -ThresholdConfigurations $Using:thresholds
}

Get-FSxFSRMQuota
RERRFHEN—=ZEEE, T ELEEAENFEENR  SEAPRS., REMEFHE.

S
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* Folder (string)-:&HR. ERTHEINEFANERNRER. IREREEEHARERE , ot EE
E’%%\l Ltmﬁﬁﬁ@ﬂﬁo

&
10 Hy?%ﬁﬁ%l Ltﬁﬁﬁiﬁﬁﬂggﬂrﬁo

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMQuota

Remove-FSxFSRMQuota
RERRZK LEENERRBRERE,
B8 -

« Folder (string) - #E, ERPBREENERRERL,
« PassThru (boolean) -i&M. MREREAL true, SELBROEZEYHF.

g4 -
1, BRECEE.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMQuota -Folder "share\test" -PassThru

Set-FSxFSRMQuota
SR B ECEERERE,
28 .

« Folder (string) - 4E, SEEENEENERREE,
- Description (string) -i®#M. BENFER,
- Size (string) -iEM. EERF KR,
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« SoftLimit (boolean) -iEH. MRZA true, SEEESEAEBMRS K SEAEELHKER
BFERIB R H,

« Disabled (boolean) -&MH., MRKXA true, EFEHETE, MRRES false , FFERAEZE,
« ThresholdConfigurations (array) -i#fH. FREMARBHNES, SEREHEERETIE
3
« ThresholdPercentage (number) : R EMENERERHE B D L. WMANK 0 2 250 2EH
=
« Action (array) : EFREREFRN —RZESE. SEBERETIIEM
« ActionType : EHTHEERE., SRUEETIE
1. Event : BB RHIERRENSHAF. ELETEEHE , WX BEETIIEM
« EventType : EFfl. BEIIER
« MessageBody : FRAEHEHNARNF.
2. Report : EXREAHERE
« PassThru (boolean) -i#M., MRFREA true , BEEEREZNEEHF.

g5 -
1, EHEFE R/ NDIHER,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Set-FSxFSRMQuota -Folder "share\department" -Size 2GB -Description "Updated
quota for department share"

}

2. FRBEE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMQuota -Folder "share\department" -Disabled: $true

Update-FSxFSRMQuota
BiE ERRUHEEREANEZHEE  LEFRFTEREN B AERTER.
SH

REEE =
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« Folder (string) - #E, S2EFTHMVEENE R KRR,
« PassThru (boolean) -#A., MRRES true , SEEEHMNEEN 4.

g4 -

1. ENFTEREEERHENBABRTER.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Update-FSxFSRMQuota -Folder "share\department" -PassThru

}

TR EE RN

New-FSxFSRMQuotaTemplate
BUMNRESES  EREAN T ERERBRE,
B8

- Name (string) - #E, BHEHALRNZRE,
« Size (string) - ¥E, EEHEIAABIEAITHK/NERSE,
« Description (string) -i#H. EEHARNRA,

« SoftLimit (boolean) -iEH. MRFZA true, SABMEREEVER | UKEHE |, BR8]
TR,

« ThresholdConfigurations (array) - #M. REMREMES K EEETEAERBREINE
£, BEMBERBETIIBM

« ThresholdPercentage (number) : R EMENEERHF B D L. AR 0 | 250 2EH
=8

« Action (array) : EFRERERDN —SZEEE. SEBDERETIEBMLE
« ActionType : EMITHEERE., SAUEETIE
1. Event : #EBHEHIERRENEHBF. ELEE Event iF , X ABETIIEM :
- EventType : EF. BEIER
« MessageBody : ERASEH4EHNARNIF,
2. Report : EXREFAERS.
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g4 -

1, B 1 GB PR&IEA,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMQuotaTemplate -Name "1GB Hard Limit" -Size 1GB -Description "Standard
1GB hard limit template"
}

2. 83 5GB MERFIEA , BHRER 90% HE

$threshold = @{
ThresholdPercentage = 90
Action = @(
e{
ActionType = "Event"
EventType = "Warning"
MessageBody = "Quota usage has reached 90% of the limit"

$thresholds = [System.Collections.ArraylList]e()
$thresholds.Add($threshold)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $thresholds -ScriptBlock {
param($thresholds)

New-FSxFSRMQuotaTemplate -Name "5GB Soft Limit" -Size 5GB -Description "5GB soft
limit with 90% warning" -SoftLimit -ThresholdConfigurations $Using:thresholds

}

Get-FSxFSRMQuotaTemplate
RERRFGEN - SR EE A,
BY .

* Name (string)-#ER., EHBNBERRELAEHE, MREREEER , o 2ECMELREE
o
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g4 -
1, HEVERRK LN EE S,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMQuotaTemplate
}

Set-FSxFSRMQuotaTemplate
1SN BL S AR B
SH

« Name (string) - #E, ESRNEBEHEARERE,
« Description (string) -i#M. SEARNHER,
« Size (string) -iEHA. &R AR/DREH,

« SoftLimit (boolean)-iEM. MRFEH true, SEFHALEBYHMEERKEHARE , BF"
1T BR & o

« ThresholdConfigurations (array) -#fH. REMEREMES] , EEETERAERERKERNE
. SEBREHETIIEMY

« ThresholdPercentage (number) : R EMENEERHF B D L. AR 0 | 250 2EH
=

« Action (array) : ZZRERERNN —SZEEE. SEEBEHETIEY :
« ActionType : EMITHEERE., SAUEETIE :
1. Event : B4 REHIIERRENSHAFR. EFIETE Event i, WX EIRETIIEM
« EventType : EFl, BEWIER
« MessageBody : ERAEHEHENALNXF,
2. Report : EXREAERS.
« UpdateDerived (boolean)-iEM., MRBEL true, BEENRLEREL NI BERE.

- UpdateDerivedMatching (boolean) -#MH. MRFA true , Bl AEEFHRNHARETERE
MBABR I R AS A B KR

« PassThru (boolean) -i#M., MRFREA true , BEEEERENELRYH,

g -
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1o & NBCHRFE A B RN IR

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Set-FSxFSRMQuotaTemplate -Name "5GB Soft Limit" -Size 10GB -Description "Updated to
10GB soft limit"
}

2. BUEBEHAN , WEHMEHREINIEERE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMQuotaTemplate -Name "1GB Hard Limit" -Size 2GB -UpdateDerived

Reset-FSxFSRMQuota

ERMENANSIEESARNRE

Parameters

- Folder (string) - #E, @2EEREENERRER,
- Template (string) - 4E., EERANEEHLRZE,
L)

gl EREHEUNAEREHEAPERNRE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Reset-FSxFSRMQuota -Folder "share\department" -Template "1GB Hard Limit"

HEOEDD
New-FSxFSRMAutoQuota

New-FSxFSRMAutoQuota iR EERENER KR BV EBHEAESE. BEBDEARESEESHER
BEFERKRWIEEER , UREREERKRPEINEMHFER KX , BBEEDEE,

BEEE 155



Amazon FSx for Windows File Server Windows £ & ER

Parameters

- Folder (string) - #E, B BBERGIREMNE B KR,
« Template (string) - EMA. AREBBEAGRENRERASHLEE,
« Disabled (boolean) -EHA., WRFA true, ESEEANRETELEBHERGRE,

g4
1o BYBBEALRSE , AEDBEENEEIEREME FERRK,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMAutoQuota -Folder "share\department" -Template "250 MB Extended Limit"

Get-FSxFSRMAutoQuota
Get-FSxFSRMAutoQuota T ERERRAHMN—RZEEHEHE R,

Parameters

* Folder (string)-Ef. ERfFHENEBEARBENENREE, S0TN. . EBEERER
RUEMBTERR,

MRBREEERRERE , a8 ERERR LECEEDERERE,

g4

1o MEERRK LOFFEEBERARE.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMAutoQuota

Remove-FSxFSRMAutoQuota

Remove-FSxFSRMAutoQuota i T EREENERXRBREBEALLE, EXBKREDERESE
B, o ERITE BB R RS AN FER RERFT AR,
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Parameters

« Folder (string) - #E, ERHTRBREDEARENERRER,
« PassThru (boolean) -i&H., MMRFREA true, SELBRNEBEAEREYH.

g4
1o B EERRBREBERESE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMAutoQuota -Folder "share\department" -PassThru

Set-FSxFSRMAutoQuota
Set-FSxFSRMAutoQuota i T &N BEBEAEEMNHALERTE.,
Parameters

- Folder (string) - #E, @EES Az BEBHEATENER KR,
« Template (string)-ER. EERANEESELEZE,

« Disabled (boolean) -i&H., MMRFKAtrue, SEHEHERAGETE, MRREA false , AIFA
HEERBGAE,

- UpdateDerived (boolean) -i&MH. MEFA true, EEFITEBUN BB ERARENFEREN
£,

« UpdateDerivedMatching (boolean) - #MH., WMREA true , REFH BEIL LUK RIEHH
PTHERLEE,

« PassThru (boolean) -i#MA., MRFZEA true , EEEE BN BBERABRED 4.

g4
1. BFERBEREHEMEANEEREAR,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMAutoQuota -Folder "share\department" -Template "100 MB Limit"
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2. FREBEMESE  YERITE BB ENAEEHE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMAutoQuota -Folder "share\department" -Disabled: $true -UpdateDerived
}

Update-FSxFSRMAutoQuota

Update-FSxFSRMAutoQuota S EBEMTEEHEAGRENEBMY , URKPITENEEE , LR
i BRI ERERANZEE,

Parameters

« Folder (string) - #4E, @2EFHNEHEARENERKER,
« PassThru (boolean) -i&MH, MMRZEA true, SENEFNEBDERAEREYH.

g4
1. EFtEAERMNER  XEENEHRNEDERAREDH.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Update-FSxFSRMAutoQuota -Folder "sharel\department" -PassThru
}

EREE

EREHSERERZTBEANBEES KL AEREEREEARER U NEREELR TR
EREA. ERFEISES (ELHNER ) FHRER (ERLBTHRNER ) | BTNHE
REEEESZE K MARSRKEERBIER.

Wn{el £ AR AR SR AFAE

T35 FSRM hRe R EREREHE -

- BREM - CXAEE-—SSERRFE , UEREHHIELZNEREE,
- BREEFINARR - BLREE-—SEERFE , LERERERRPHHEREMF RFTIRLRE
REE,

- BEREEHAN - ELAEE-NSARRFE , AERHRNSHHENELNEREE,
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T3 FSRM Zheg A& AAE SR=E+E

- RERE - UESHBRERFAGERS WO MEEERRRENREAE, flm , BaE
SERTIEANE R ERNES,
BREBERN

ERBEFABAZAEARLEERER, SUNRKEEISEN (ELHHER ) NHERER
( EfeLLEPPRAER ) o

FSRM X ETHERF T :
- B () - FEEELIZEFTR
- B (?)-E2HFE—EBER
flan | X * . doc*HFA report.doc . report.docxH H#ZRdocument.doc , MPEKRER ~
$* & HEBR Microsoft Office ERERNEIINEFER,
IR R
EREEERMRLBA FSRM B , RS EBHET THEREA
EAMBAER

=
=

HEEANIANBAERER , 818 *.mp3,  *.wav, *.avi, *.mpeg., *.mps&F *. wmv
HRHER
FEEPERERER* . backup , B *.bak, # *.old

HERENBEERER , 88 *.zip. *.rar, *.7z, *.gz# *.tar
EFEHER

FEETHHASNERERN*.eml , BFF *.msg, M *.pst
ATHATHE

FEAHMTEMNIECHEERER , 8% *.exe, *.dll. *.com, *.bat., *.cmd# *.vbs
REER

TEERNEEERERX , 88 *.jpg.  *.jpeg. *.png. *.bmp., *.gif#Hl *.tif
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Office &%

& Microsoft Office XHHER , B *.doc, *.docx. *.xls, *.ppt. *.x1sxH *.pptx
%\I Lﬁﬁ

4 Windows RFEREKR *.d11l, 84F *.sys. *.ocx, M *.drv

EEER

FEEREERERX*. tmp , 8% *.temp, M ~*
XFER

HFENFHEREN*.log, FF *.txt, *.csv, F*.xml
HERER

BFE Web RBERERSER , B *.html., *.htm. *.asp, *.php. *.aspx¥ *.js

UL EEREANRTRE P UACEAELERERFE , S TUBREMAUFESENEEER.
EREEEEST

FSRM 2t PowerShell s 5 REV MEBERIFEH, FRAELGSREBENSLEBEREEBERMN
EHE-ES:3 8

® Note

LEEPWFTE &S B REBREEEAERRIAMN Windows Remote PowerShell i B E 2
$FSxWindowsRemotePowerShellEndpoint# &, Bu U EERRANFMAESHAER LN
AWS FSx A K FtkiwE: , A CLIAWS describe-file-systems@,

New-FSxFSRMFileGroup

BUEEEREBEABERCNEREE, EERATRARNERER. EREEMNMRANRETR

Ho
S
- Name (string) - #E, ERFENER,

« Description (string) -i#H. BRBEANER,
« IncludePattern (array) -iEH, BEEEEEZERNEXFTHET,
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« ExcludePattern (array) -iEA. BEEEHRZERNEXFHET,

gl
1. BN N FRERNEREE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMFileGroup -Name "My Text Files" -IncludePattern "*.txt"
}

2. EREENMEREXARBRELERTE.

$includePatterns = @("*.cpp", "*.h", "*.cs", "*.py")
$excludePatterns = @("*.tmp", "*.bak")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList @($includePatterns, $excludePatterns) -ScriptBlock {
param($includePatterns, $excludePatterns)
New-FSxFSRMFileGroup -Name "Source Code" -Description "Programming source files"
-IncludePattern $includePatterns -ExcludePattern $excludePatterns

}

Get-FSxFSRMFileGroup

RERRAEN— I EARERFE. ERBEACEERGENRSPEANERERNES,

28

- Name (array)-EHA. EFERNERFEEBES, MEEZRIEEERE , 0T HEEERRKL
WATEEREHH,

gl

1. BEERRKE LNMEEREHE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileGroup

FEETE o
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Remove-FSxFSRMFileGroup

RENERIEBR-—RSEERFE. BER  ERFAELIEEREEIERETAISMR R H £
Mo

2% .

- Name (array) - #4E, EBRNWERBERBES,
« PassThru (boolean) -i#MR., MRFREA true, SEELBRNERBEYH.

gl
1. BRRE —EREE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileGroup -Name "My Text Files" -PassThru

Set-FSxFSRMFileGroup
B RAEEREFENEMY.
28

« Name (array) - #E, ESNNERFFHEBEBMET,

- Description (string) -iEM. BREENFER,

« IncludePattern (array)-iEM. FWEXFHEES , EEEZTEVER.

« ExcludePattern (array) - iEM. FWEXFHES , EEEZHRPIER.

e PassThru (boolean) -i#H. MREFREA true , EEEEINBHERTFEMH,

gl
1. EFRERBEANERANEN,

$includePatterns = @("*.docx", "*.pdf", "*.rtf")
$excludePatterns = @("~$*", "*.tmp")
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList @($includePatterns, $excludePatterns) -ScriptBlock {
param($includePatterns, $excludePatterns)
Set-FSxFSRMFileGroup -Name "Documents" -Description "Updated document types" -
IncludePattern $includePatterns -ExcludePattern $excludePatterns -PassThru

}

ERENE

EREGEZFEAETLEBLERENERRTEERRM LOERIR, 5603 015 B SR 58T &
FHER, BLERAEEENERER  URESEBTERNEHRML.

@ Note

EREAFHERHERERENHIERNEREE, NFERVVNEEERFANFEE
A, FER BRI,

FSRM X EMEEENEREM :

1. EATEREE - HEEAERENCEEERBENER Y ECAEEARTHENERRE
LB, ERFERHATREREENRPAFPLEEREENBRBURE , FEAEATER
BH.

2. HBEREH - EFFEREFNCEEERFENERFERNRSE  ETHLREERE, E8A
EEMERCEAEAMATEHERAETERER  FEAKDEREHE.

EREMEAEAN

ERENSARATEREANAR  TERERGERE  CRENHIERNERTE , UREE
EMEA. BUEREEELR  CULUSEERAEZEENR , MALEBRENREMENRE. B
REMEREEEALR , BTN REREEFERAERBELIBRINAAERER,

ERAEREMSATLEER

- —EHM - BERECNERREFHRNERSRERE
c BE-REFERGEREEAZSEENR
- AHEEN - BBBURER , ESEENRENERERE
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EREEHISNARR

BREEFAMRAEBREAEEAZTERNREEMBETFENRNERGERA., ECEVERE@S
AR, BALEEEABLEEREE  ERXENRTEESFEMAHHNERER. EEFTER
AMRETERRPHBEEREE  ARTENXRBENESBRESERZNRFE  EREEHII
RRIEER A

Bl EAUHEREXANTHTE  BEAEEETEFRREERNBET ERREIHARR,
EREEEA

EEAEEARETEHERAPEREENHENERE , FSRM AIULELBAREEEESHRMUEAR
ERE, EAILERE THERENEA

- EHECEE - ESEHEC4E2 Amazon CloudWatch 5 Amazon Kinesis Data Firehose LA¥E{TES#5 45
o BAILUEEEHNBREMSHR (EHA. BEHER )  LIREBITAERAN. EH4REERN
EBHEREMMER K WEBEAEWERRKES,

- RERE - EERTERERS  RUAERGEITDNFEER. RERSUHBEEIERAFER
FEES | YHERGERRBHAENRE. NUFFAET  F2EREERE

EREETEDD

BA LB =18 FSx 12 PowerShell i S RIIREEEREM

1. EREEGS - TR EERKRLEN., BE, EX. BRANEXREHNERERD. ERFEEfolder-by-
folderEBEREENR , BEABLEH D,

2. EREEEHADD - BY., HEH, SR BKRERTEEFAERHBEAENEREMELR, £H
EBEGESRBEVELEERGERE S SLEREEAZLSAETR K,

3. BREMEHIAMRRSGS - B, ., SHMNBREBEESRENKRFEREGZRANEREmMHINR
N BEREEAFTREFERRTNEERERER  FARHESEREZNRFE  BEAELEGS.
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& 2 BRI FSx i=i% PowerShell s S HIEE

@ Note

WEHE P FTE EAIERER R EEARERRMAMN Windows Remote PowerShell i 3 7E 2
$FSxWindowsRemotePowerShellEndpoint##, BRI EERRANFEMEAEE LN
Amazon FSx X &K EILLinE: , S#EA AWS CLI describe-file-systems@o

18

A
L
dp

TEl 85

New-FSxFSRMFileScreen

e

VEREH  HEEAEREERENERRBEFEERR,

\B

g .

« Folder (string) - #E, EEAEREEANERRER,
« Description (string)-iZf. BXRE@MMRA,
« IncludeGroup (array)-#EM. EEENHGERPLEERNERBEASBET,

« Active (boolean) -iEH., MRFBEA true, EBRVYHEEENEATERER, WREBES
false, BRIV EERERNEBEREM., EFRA true.

- Template (string) - EFA. EFANREEREERELER,

- NotificationConfigurations (array)-#H. EfAEEXABFHENERE , BAMWE
REfES, SEARHETIIEMY

« ActionType (string) : EETHEMEERSR, BAUEETIIE :
1. Event : #EM4CHIERRENEHBF. ELEE Event i, UAABETIIEY :
« EventType (string) : . BEHER
- MessageBody (string) : EREHRHENARF,
2. Report : EAREFAERE, ELEEHER , U4AEE .

+ ReportType (string) : S&#IER, EALUIEE TSI
{§ : DuplicateFiles, FilesByFileGroup. FilesByOwner, FilesByProperty, LargeF
2 QuotaUsage,

EREE 165



Amazon FSx for Windows File Server Windows £ & ER

1. B HEEAERNEREAPERER,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMFileScreen -Folder "share\department" -IncludeGroup "Audio and Video
Files"

}
2. BV HEEHAERNEREN  YECREEERERHFERRELESHARER,

$notifications = [System.Collections.ArrayList]e()
$eventNotification = @{

ActionType = "Event"

EventType = "Warning"

MessageBody = "File screen violation detected"

}
$null = $notifications.Add($eventNotification)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {

param($notifications)

New-FSxFSRMFileScreen -Folder "share\projects" -IncludeGroup "Audio and Video

Files" -NotificationConfigurations $Using:notifications

}

Get-FSxFSRMFileScreen

RERRAEN— L EERERE.,

28

« Folder (string)-#H. ER+TPHEERSENERRER, IREBRETERNRER , o1 E
ERERAKLOFMEERENR,

g4 -

1. FRERRAK LN EERENR,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreen
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}

Set-FSxFSRMFileScreen
EHEEEREANEM.

B8

- Folder (string) - #E, @EEE U EREAMNE R KR,

« Description (string) -2, BREBEMFER,

« IncludeGroup (array)-EA. fIWERFEEERES K ETREFNHIERPLESR,

« Active (boolean) -iEH. MRFREA true, SEEREM
HREA false, EEEREMRIEABDES (ERER),

« NotificationConfigurations (array) -i&MH. FHEXHEREES,
« PassThru (boolean) - EMA., MRFBEAR true , SEEEIBNERETN4

g4 -
1. ERREREANRPFNEREE,

$includeGroups = @("Audio and Video Files")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $includeGroups -ScriptBlock {

param($includeGroups)

Set-FSxFSRMFileScreen -Folder "share\projects" -Description "Updated screen" -

IncludeGroup $includeGroups

}

2. BEREARERFERAPREXLHFTEEA.

$notifications = [System.Collections.ArraylList]e()
$eventNotification = @{

ActionType = "Event"

EventType = "Warning"

MessageBody = "File screen violation detected"

}
$null = $notifications.Add($eventNotification)

REREAPENX (HEH ), R
%EEQE’ true,.
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {
param($notifications)
Set-FSxFSRMFileScreen -Folder "share\projects" -Active: $true -
NotificationConfigurations $Using:notifications -PassThru

}

Remove-FSxFSRMFileScreen
REENERXBREREM.
2% .

« Folder (string) - &4E, ERfPBREREENERRER,
« PassThru (boolean) -i#M, MRFREA true, EEEBRNERETYIH.

gl
1. B EERRBBREREMR,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileScreen -Folder "share\projects" -PassThru

Reset-FSxFSRMFileScreen

EREREAUAFSEESEANRE.

B8 .

« Folder (string)-&4E, S2ESRZEREANER KRB,
- Template (string) - #E., ZEEAMNBEREREEHELER,

g4 -
1. EREREALUFAEREMEBEAFERNRE,
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Reset-FSxFSRMFileScreen -Folder "share\department" -Template "Block Audio Files"

EXEEHELXGT
Get-FSxFSRMFileScreenTemplate
Get-FSxFSRMFileScreenTemplate i P ERERRZAHNM —HZEREREME L.,

Parameters

* Name (array)-iEf. EEINEREAHLBBES, IREREEEHE , dTEEERRK
MENFFEEREEEAEL.

g4
1. A EREESA.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreenTemplate

New-FSxFSRMFileScreenTemplate

New-FSxFSRMFileScreenTemplate T EBEUEREHELR , UEREREANTEEFEHE
B, SIASEEEHHENERTE  UREEAEEARFHENERFEEENEN,

Parameters

« Name (string) - #E, EREASBLANEZRE,
- Description (string)-iZH., EREMEAMNRHA,
« IncludeGroup (array)-EMA. EEENHGEREWPLERNERBEASBET,

« Active (boolean)-iEH. MRZREA true, SEUHEEEZNERAPERZREMELR, MRETE
A false, BERVNEERERNEHE AR, FEFRA true,
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« NotificationConfigurations (array)-#H. EfAEELARBEFHENERE , BAMWE
RS, SEABHETIIEMY !
« ActionType (string) : EETHEMEER, BAUEETIIE :
1. Event : BEHRHIERIRENSHAF. ECETEEHE , WX BEETIIEM
« EventType (string) : . BEHHER
« MessageBody (string) : ERAEHRENASFE,
2. Report : EARTFRAERES. EREERSH , BEXEEE !
« ReportType (string) : SREMEER, BAUEETS
{8 : DuplicateFiles, FilesByFileGroup, FilesByOwner, FilesByProperty, LargeF
LeastRecentlyAccessed=} QuotaUsage

g4
1. ERABAEYEREEEASR,

$notifications = [System.Collections.ArraylList]@()
$eventNotif = @{

ActionType = "Event"

EventType = "Warning"

MessageBody = "Blocked file detected"

}
$null = $notifications.Add($eventNotif)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {
param($notifications)
New-FSxFSRMFileScreenTemplate -Name "Block Executables" -Description
"Blocks executable files" -IncludeGroup "Executable Files" -Active: $true -
NotificationConfigurations $Using:notifications

}

Remove-FSxFSRMFileScreenTemplate

Remove-FSxFSRMFileScreenTemplate T ERERIAABR A2 AR REAMELR. ELBR
BAR  RREAEINEREARSETE,

Parameters

- Name (array) - #E, EBRNERSEHEARZBMET,
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« PassThru (boolean) -i#R., MREBEA true, EELBRNEREMERY 4,

g4
1. BRE—EREESA.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileScreenTemplate -Name "Block Executables" -PassThru

Set-FSxFSRMFileScreenTemplate

Set-FSxFSRMFileScreenTemplate T B AR EERETHEANEBY., BEMHERFERBK
EABIMNEREM,

Parameters

« Name (array) - 4E, ESUNEREMELRZBES],
« Description (string) -i#H. EARKFHEIR,
* IncludeGroup (array)-EA. fINWERFEEHERES K EHREFNHIERPLER,

« Active (boolean) -iEM., MRERES true , BREAREAEATER (HE ), MEREA
false , FEASEI AR EABIEN (BER ), FEFERA true,

« NotificationConfigurations (array) -i&MH. FHEHHEREMES,

- UpdateDerived (boolean) -iEM, MEFA true, EFEHMRUEARBRINFMERERERER ,
ERELEREMETEME R,

 UpdateDerivedMatching (boolean) -i#MH. MREA true , Bl AEEFHM UL ETAREE I B 4
RIEWWIEREM,

« PassThru (boolean) -i#M., MRFREA true, BEEENBEBNEREMEARY 4.
&5l
1. ERAFNERBEETEREME LR,

$includeGroups = @("Audio and Video Files")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $includeGroups -ScriptBlock {

S =
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param($includeGroups)
Set-FSxFSRMFileScreenTemplate -Name "Block Executables" -IncludeGroup
$includeGroups

}
2. BEREABAEF/EATER  AEFAMBITENERER,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMFileScreenTemplate -Name "Block Executables" -Active: $true -
UpdateDerived

}

EREESINGS
New-FSxFSRMFileScreenException

New-FSxFSRMFileScreenException T BEIEBREHEHIARR , UBBETANELASERAEE
REREMEFERKRNERGRAR, EAFEFAARRERNRPEUFERREE  IFEMHER
ERRPHEREEIH,

Parameters

« Folder (string) - #E, EAERKEEAINMRNHNER KRB, ISR 58 B R Lt E R R & HAR
BETERK,

« Description (string) - EMA. BREBEHIAMRTAERA,

« IncludeGroup (array) -iEM., ERFESBET K BEEERTERXRENAREANTAHEERS
|, RFFHLEER,

g4
1. SHE B EERRNERFAZUEREEGI SRR

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMFileScreenException -Folder "share\department" -IncludeGroup "Text
Files"

}

2. ERZEERFAELEREEAIIRT.
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$includeGroups = @("Audio and Video Files", "Documents")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $includeGroups -ScriptBlock {
param($includeGroups)
New-FSxFSRMFileScreenException -Folder "share\projects" -Description "Allow media
files in project folder" -IncludeGroup $includeGroups

}

Get-FSxFSRMFileScreenException

Get-FSxFSRMFileScreenException B ERERAKEN - NS EEREBEAISRIR.

Parameters

* Folder (string)-#EA. ERFTPHEIREREEFINRINERRERE, MREREEER KK
&, w T EELERRR LNMBEEREEGI IR,

g4

1. HRERRR LNAEEREEAAMRR,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreenException

2. VB EER RN EREREHISNIR.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreenException -Folder "share\department"

Remove-FSxFSRMFileScreenException

Remove-FSxFSRMFileScreenException i T EBREENERRBEREREAAINMRT. B
%, ENREEFERREZ I ETHFIARRTER 2 RE R KW EAEREESR PR,

Parameters

* Folder (string) - #E, ERPBREREEHINKANERIREE,
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« PassThru (boolean) -i#M., MREREA true, EEEBRNEREMEHI AT

g4
1. B EERRBREREEAIARIR.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileScreenException -Folder "share\projects" -PassThru

Set-FSxFSRMFileScreenException
Set-FSxFSRMFileScreenException s T &S SEREMHI RN B,

Parameters

« Folder (string) - #4E, S2EEUANEREEAINMR RN ER KK E,

- Description (string) -EH. BREEHISNR T ER,

« IncludeGroup (array) -iEMA, FHERFERBED K ERERIEXENKREANTMAFHE
REME, ZAFBLER,

« PassThru (boolean) - &M, MRREA true , EEEERBHNEREEAINMR T4

g5
1. EFEREEPISNAM R LFFEREE

$includeGroups = @("Audio and Video Files")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $includeGroups -ScriptBlock {
param($includeGroups)
Set-FSxFSRMFileScreenException -Folder "share\projects" -IncludeGroup
$includeGroups -PassThru

}

BRTE

BRIFSVRBERNAR. VEIHMEBENE  BDEPEERBHERGER. 28 TG EERE
R, BEBTENEERR , UARBRTEHBET. BRRERXEINNTEREHBNER , U
BERER,
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BRDENEELN

ERIBEEA=ALSRNERF :
1. ERBM - BUSPEBMER , MEELEERGERNPEERESR | S0 "Data
Sensitivity"= "ContainsPII",

2. BEVRA - RESERA  REBEEENREEDEBHERERIGESR  AINERATE
ARERRUE, fl , BEHERLHRBEFEXMNER(XXX-XX-XXXX) T BB D ER

ContainsPII=Yes,

3. T E - YT BEREFURHEHERYEARA. BUUREE, IEIETRFENTIE,

TETERE , BUUAEAERNBERELERERS. EA EXEEEY  IRSEARERFENE

£

DTHEBEES

PHEBHTEESEEUEREERNTREERNEE, SEABHEEHERE. BEEE , UKERANA
HEBE, flmn, BALIENEE WEBM , "Data Sensitivity"HAEE OrderedList FHEH
AIREMIME : Public, Confidential, Internal# Restricted,

XETIBEER

* OrderedList - $FFBE , HREEARERSY (HlW K, . &), EENIEFHRREHK
RARBREER , FEALERE,

* MultiChoice - RFEBEFENZEE (HlW , BRIRERER "#H M TEEFE Eil) .

« SingleChoice - EAFFEFEFTEN—EE,

» String - RERAERBENE - XFE,

» MultiString - RERLEERBENZEXFE,

- Integer - 8{E,

* YesNo - #K{E (true = false).

« DateTime - BEAFIBEREE,

BUHERTEZEs BRATESEFER, BEUBMERCR , EUNEZERRBUHERENETS E
RARBETL,
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TESA

STEANSEREE  UABSBHERRGER. SERANEE
ERENEBM

- ERRiGZBIHENE

- ERARNNVE (LEERK)

- IR B ENER, ERSMERAMED EHH

\

>
%
5
?BﬂF

5

RESERERHEREXFZEAFRAREANERAR, ERALEHRBERMESNATREEE
R, WP EREH=ZELEERRITNGRA

« ContentString - BEFEF N NBNXFFH, ERVESHREENEFTRLF , BERANESR
i, MAILERLRR, fim, 88 "HE EFe "THE, . THEE N TRE,

« ContentStringCaseSensitive - BEEHFP K NENXFFHE, EAEHENESREER , 7
FEALIEE, fl0, B "SSN" #FE "SSN" , EFRFFE "ssn" = "Ssn", EBEARBEFBHEE.
EmRBREMAERNFT , EPRXNNBREE,

- ContentRegularExpression- FARAARENESEN, ELFTELHEHNENR B KN
R, SEEALEE, W, S UERRRREXRER :

« XA 123-45-6789 WHELZEIREE :  \b\d{3}-\d{2}-\d{4}\b

- EEBRATEEIBITHENERFMHEE . \b\d{4}[\s-1?\d{4}[\s-1?\d{4}[\s-1?
\d{4}\b

- ETEMF U, BERBRHEMERLCER
BUNEE-RAPEESEFRIER , IREZNATHSEMEENE , AEsBER,

ERRDEHRERBERNEFRUEE RBIEE. ERLES  AERTENRBEPNVERD EE
7|<o ﬁjyu .

« REEBXHERRTARERNREHEEM
- FRAERBRNRECBEERENRFHAEESR
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WA, B LAERA ReevaluateProperty S8 REFI P EEES BHENERLHTHSRENE
Mo BALUBENT SIAERE -

« Never - EPEREHBHENESR
- Overwrite - EEREFRFINRRENE
- Aggregate - BFEMEHEREE (HRARZEEBMY)

EEEM

EEBMEEAZENRMIFRERN,»EEYE, EUUEHAEEBEREEBN 2P EERREREFNE
Bk, BERSERAUBBIERNERBETRE , BULUERHA Set-FSxFSRMMgmtProperty@eF
BHREEEEMY.

EEDEERK , B FolderUsage_MS B, BRI LIEETIIE :

* User Files

* Group Share

* Application Files

* Backup and Archival

HITHHE

B LBEBR=BFANHTERDE :

1. F8 49 - Start-FSxFSRMClassification R M Bl# 170 8, A EBAMNREFRAISIT X
Mo BEK,

2. iR 9 %8 - Set-FSxFSRMClassification AR E BB 0 B HERE, U ESBAREAERER
BHIToE, FEPEERANECRERH, TEINSERTHASBEERE,

3. BB P % - Set-FSxFSRMClassification¥& Bt Continuous Z28EH , URASEITHNE = E.
BB ESEFERNEUREREYSEFER VBB 28, kHERMup-to-daten 8 , BEE5E
AEZRZHKER.

EERBDEE , BALUEE RunDuration RRFBFHITHRERE. MRS EREEENREAR
TR, EEET - RABENHTHERRNECERXFERMBEFLIEE,

SRETHE , BA LI Windows File Explorer FIER LIR—TEE AR , ENEMY , AR EESE
RE|ER , UREERGERNSEBM. KRSIZESETERNAEsEBEREE.

BRYE 177



Amazon FSx for Windows File Server Windows £ & 58
SHEEFERE
O ERAT YO RERENEH 2 ERERF -

- Get-FSxFSRMClassification - #2& % 88 B BiAR & (Running., NotRunning, Queued3}
Unknown)

« Stop-FSxFSRMClassification - {E1EHITHH 2 BEATHIN 5 BEH
« Wait-FSxFSRMClassification - EEETHRHIT , EE 7 ETH IR KB

AAEET&:HEEE@E?%E%J‘%O o, EELEBCRR 7 BRERBUNREERSG 28 , 8IS

BEELREER  URABNRABTRNERS .

RBESBEFEREER , B4 FSRM A FBRNFHERAR,
FRARNEERELNRA - BOBRAEAZREERRK Y , FEARENERSEH L HEE
TR, URECHRENELERE  XEFrBEFTESZRER.

- REARFEEE - ARESPBEEEAREER , AACEEBIERAS. F£H Namespace 28§
BAIRFEHREERR , MTARBEEEAERER,
AEEFERER RS E - ERRSPERLRABT 2 ERRESZ , RACTEEEFNERAST, EERT
*E%ﬁulELﬁﬂ B, AERERRDESEMIIERAR D EES

- ERHERBHESE - ERRAREDHBUTHEIE  SUEAENENTERERE, BRER
BRI EEREBRERTOE

« BREEER RunDuration PR&l - A RunDuration 28 LS EHITAELHERKNEE, MR
PHEAERERSATH , IGET —XEENSTHERE.

o BB BEMEL - Get-FSxFSRMClassificationARBESFRAE  WEA s BEELERBHE
HEE, REESTHIETVERIRUZERMEL  IRXKEEESER,

2. AR

- FRABENRIRIES - £/ BContentReqularExpression , FRTAEE®ZAER |, LU
REFRER. TEEREPHERAUKERN 28 , FRKARRAIRER,
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- BREHESZEEN - BeME6REEZE ContentString=,
ContentRegularExpressionEME—HAl , MARABUNEXNBRIEBHHAA, EAED
FSRM # S EERIENXE.

o HERRTAEMNERIK - A T8 ExcludeNamespace 28 Set-FSxFSRMClassificationZ&HE
BREFE® , URHMAFEESENNE,

3. BHEE

- REENBUERER - EBEURAU AR EN D EEBY. ZEHE. SRANEREEBRMEN
B,

« XHBUHER - FRERHIRRASEBENESRREEASR. ERPREMERS THEN D
HiEBsiEr,

4. BHBHE

- EHREIEER - EARERS  URBOERTUEREE , URERETRI EHNBMHE,
- REEEHRD - BERESNEREEERET  FEFIERUURBRFNBERIEEER,

- BRAFEANEBY - BRTBEENBUHEESMNBRA |, LS BHENTEEM,
PEEETT

ol LA EPY{E FSx iEi#% PowerShell in S RYIREEER 94 -

1. BEERST - BEUNEESEBMESR , MEELTUERGERNPEEREE,
2. 7B/ DT - EVNERERBERABRUER RBHEN BB 2 ERA.

3. EEEMS T - EERRMELER LERENEM D HEM.

4. 7 EREFST - BB, FiE, ERNRESEERF.

EZE 9 FSx 2 PowerShell fs S HIBE

@ Note

WEHEANFEEAERERZSEARERIMAMN Windows Remote PowerShell i 3 7E 2
$FSxWindowsRemotePowerShellEndpoint##, BRI EERRANFEMEAEE LN
Amazon FSx X2 &R K EILinE: , S#FEA AWS CLI describe-file-systems@<o
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BHERDD

New-FSxFSRMClassificationPropertyDefinition

New-FSxFSRMClassificationPropertyDefinition : B AR EREN I EBUHER. B
MERERIERDERABERGEERNEML,

28 .

- Name (string) - #E, BHEERNER,
- DisplayName (string) - EA. BHEERNETER,
« Description (string) -EM. BHEERMNER,
« Type (string) - #E, 2 EBMHNER, BAUEETIIE :
« OrderedList : ATREEMHEFIBE
« MultiChoice : fEAJREMEFBIEZ@EEE
« SingleChoice : AIRE(EMVE —EEF
- String : E—XFFH
« MultiString : ZEXFFEH
« Integer : B
* YesNo : M{E
- DateTime : HEARIEFREE

« PossibleValueConfigurations (array) - M. OrderedList, MultiChoice 3% SingleChoice
BEHEANERED, SEEREE TIIEMY

« Name (string) : BENER (XE)
- Description (string) : ERHER (F£H)
« Parameters (array) -#MA. AREMHERERN "name=value"BXFHE5,

g4 -
1, B3 Pll BRI BMHEE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationPropertyDefinition -Name "ContainsPII" -Type OrderedlList -
PossibleValueConfigurations @(
@{ Name = "Yes" },
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@{ Name = "No" })

2. BN ERBRENEFBEBML,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationPropertyDefinition -Name "DataSensitivity" -Type

OrderedlList -PossibleValueConfigurations @(

@{ Name = "Public" },

@{ Name = "Internal" },

@{ Name = "Confidential" 1},

@{ Name = "Restricted" }

Get-FSxFSRMClassificationPropertyDefinition

Get-FSxFSRMClassificationPropertyDefinition : RN ERRFEHEN—RZ B EBHEE
o

S

- Name (array)-#EM. EHENBUHERERBES, MRERIEECERE , T HEEERRKL
HrTEBHER.

g4 -

1. HEERRFELNME2EBYES.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassificationPropertyDefinition

Set-FSxFSRMClassificationPropertyDefinition
ERRES EEEESRNEM.
Parameters

- Name (array) - #E, EANBHEERBES,
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DisplayName (string) -iER. BEERNHTERER,
Description (string) - iEMH. BHEZHNHFER,

PossibleValueConfigurations (array) - M. OrderedList, MultiChoice % SingleChoice
BHEFERERES, SEEBREEHE TIIEMY

- Name (string) : ENER (HE)

- Description (string) : ERER (EH)

Parameters (array) -i&HM. "name=value" &N FFEET,

PassThru (boolean) - &M, MIRERES true, EEEENENBEEZTH.

g4 -

1. ERAREBEERN R ER TREREH,

$values = [System.Collections.ArraylList]@()
$null = $values.Add(e{
Name = "High"

Description = "High Risk Content"
1)
$null = $values.Add(e{

Name = "Medium"

Description = "Medium Risk Content"
1)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $values -ScriptBlock {
param($values)
Set-FSxFSRMClassificationPropertyDefinition -Name "RiskLevel" -
PossibleValueConfigurations $Using:values -PassThru

}

Remove-FSxFSRMClassificationPropertyDefinition

RERZEBR-—FSEIEELEER. RAEBRIABERNBIEESR.

Parameters

Name (array) - 4E, EBRHNBUHEBBET,
PassThru (boolean) -i&MH., MREREA true, EEEBRNEBHEEZYH.
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g4 -

1. BRE-BMEER,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMClassificationPropertyDefinition -Name "RisklLevel" -PassThru

SERAGS
New-FSxFSRMClassificationRule
BIYBBH2ERA , REEENGREEBHEEREER. SERNSSAE -BHEREE.

Parameters

« Name (string) - #E, ZERAINERE,
« Description (string) -iEM. 7 ERAHER,
* Property (string) - #4E, ERENIEBHEE. YERRENEBEMEERER.
« PropertyValue (string) -iEM. EERE BEWE, XEHEEN S BEEEN.
- Namespace (array) - 4E, EARANRERER KRBT ES,
« Disabled (boolean) -i&H., MRERES true, SLUEFAMREEIHFA,
« ReevaluateProperty (string) - #EMA. EEMAREFTEER. BTUEETIIE
* Never : EFHMEIREREBHENER
* Overwrite : ERRREEW B TR A EREHTME
« Aggregate : ERERBEWHRFEGESR , ENFTMG
« Flags (array) - #MA. EERINBERITR. BAUEETIIE :
* ClearAutomaticallyClassifiedProperty
* ClearManuallyClassifiedProperty
* Deprecated
« ContentRegularExpression (array) -i&H. FEEEATNBRARERET,
« ContentString (array) - iEfA. EERXRRBZHESNTES KNEFRMET,
« ClassificationMechanism (string) - &, AR EERNWES, BTUIEETIIE :
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« Content Classifier : BHEREFRIHRAUARERNEINERRE. ELEERE D HEE
&I LAE A ContentString, ContentStringCaseSensitive 2% ContentRegularExpression 2 £ E
HRERSHRE.

- Folder Classifier: RIBERNERNRNESIBEER
« Parameters (array) -#EA. ARHEMEREN "name=value" FHE5],

gl

1. ERAERREXNEAHLERERE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationRule -Name "Detect_SSN" -Property "ContainsPII" -
PropertyValue "Yes" -Namespace "share" -ClassificationMechanism "Content Classifier" -
ContentRegularExpression "\b\d{3}-\d{2}-\d{z4}\b"

}

2. EA—REFNEERFRE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationRule -Name "Detect_CreditCard" -Property "ContainsPII" -
PropertyValue "Yes" -Namespace "share" -ClassificationMechanism "Content Classifier" -
ContentRegularExpression "\b\d{4}[\s-1?\d{4}[\s-1?\d{4}[\s-12\d{4}\b"

}

3. EER 7 FREHBENERNRT 2 ESEESR.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Contracts_Records_7Year" -Property
"RetentionPeriod" -PropertyValue "7 years" -Namespace "share/Legal Documents" -
ClassificationMechanism "Folder Classifier"

}

Get-FSxFSRMClassificationRule

RERRFEN—HNZE D ER A,
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Parameters

* Name (array) -iER. EfRN I ERA2BES, NREREEEE , w7 2EEERRKL
RIFFE R A,

gl
1. HEERRE LN E S ER AL

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassificationRule

Set-FSxFSRMClassificationRule
ENRELERUNB M.
Parameters

- Name (array) - #E, EEHN 2 BRSBTS,
« Description (string) -i#M., RAVHFER,
« Property (string)-EHR. EXRENIEBEHEE,
« PropertyValue (string) -i#M. EERE BENFE,
« Namespace (array) - ER. ERARANMBEHNERRERES,
 Disabled (boolean) -i#fA., WMREHXA true, EEAKRA, MREFRES false , Bl ERAHRA,
- ReevaluateProperty (string) -iEA. BFEMAREHTHEER. BUUEETIE :
* Never : EfFMERIEREBHENER
* Overwrite : ENRREEW B TR A EREHTME
« Aggregate : EMFHERMBEEVEREERZS
« Flags (array) -iERA. RANFTRKTH. EAUEETIE :
* ClearAutomaticallyClassifiedProperty
* ClearManuallyClassifiedProperty
* Deprecated
« ContentRegularExpression (array) -i&M. FHHRARZEXMES,
- ContentString (array) -i&H. TEI X/NENFHIESFTHMEI,
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- ContentStringCaseSensitive (array) -#M. B XK/NENFHESFRMET,
« ClassificationMechanism (string) - #EH. EFEANF 2 E#E,, BTUEETIIE :

« Content Classifier : BREBFEFFIRAUREXEINERAR. EREEAR D EERN
EALAE A ContentString, ContentStringCaseSensitive 5 ContentRegularExpression 28R E
REHENAS.

« Folder Classifier: RIBEEERNERRVED EER
« Parameters (array) -#EMA. #E "name=value"HHEF R[5,
PassThru (boolean) - i#HA. WRFEEA true , EEEEIBHRANIH,

il -
1. ENBEEPERANFA BN S =/,

$namespaces = @("share\finance", "share\accounting")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $namespaces -ScriptBlock {

param($namespaces)

Set-FSxFSRMClassificationRule -Name "Detect_CreditCard" -Description "Updated PII
detection" -Namespace $Using:namespaces -ReevaluateProperty "Overwrite"

}

Remove-FSxFSRMClassificationRule
RENERREBER-NZ @D ERA.

Parameters

- Name (array) - #E, EBRN S EHRAZBES,

* PassThru (boolean) -iEMH. MRBREA true , SEEBRHR Y4,
g4

1. BRE—28HRA,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMClassificationRule -Name "Find Confidential Files" -PassThru
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}

EEEMRT

Get-FSxFSRMMgmtProperty

REENENRANEERE. EERMEREAZENRMFERN S BEM.
Parameters

- Namespace (string) -i&H. BRI KRR,
« Name (string)-#EA, EMBNEEBMHERE. IREREEER , o SHIFEEEEMT.

« Recurse (boolean) -iEMH., MREBREL true, EHEHBTEHAFMEERXNEEBY, EE
WEZEE2E,

« Effective (boolean) -iZM, MRFBTEH true, ERNNEEEEERBZRIIERRNEES
%, ESTEREENTREERERXKE, EE Name 28,

g1 -

1. BEERRK ELNMEESEB M,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMMgmtProperty

2. HHSEERMRNEEREBM,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMMgmtProperty -Namespace '"share\department"

Remove-FSxFSRMMgmtProperty
REENERRBREEBEM.
Parameters

« Namespace (string) -#H., ERRHEKE,
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- Name (string) - #E, EBRNEEBMHERE,

« Recurse (boolean) -iEM, MRFZEA true, SERTRBEEAFMEERXNEEBY, FE

THEEESE,
il -

1. BREEBMENAENITER.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMMgmtProperty -Name "FolderUsage_MS"

2. B EERRBREZBM.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Remove-FSxFSRMMgmtProperty -Name "FolderUsage_MS" -Namespace "share\department"

Set-FSxFSRMMgmtProperty

BFEETETANEERME. EEBMREAZERRN 2 EBY , BRRELEEE,
Parameters

« Namespace (string) -i#H. ERREE,

« Name (string) - #E, ESUNEEBMLER., YEARERAZERKXNEG I EBMY,
« Value (string) - &, BEEREEEBENNE,

il -

1. REERKRAERM,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Set-FSxFSRMMgmtProperty -Namespace '"share\department" -Name "FolderUsage_MS" -Value

"User Files"
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}

PEEFTD
Get-FSxFSRMClassification
HERBTPER>EEFNMRE, MEAURTIHEHA—EE :

* Unknown : ¥ Ef o BARAE

« NotRunning : BEIRBEEHITHN D
« Queued : P EEHATHILARE

« Running : 7B AT EEHITH

Parameters

4o

PARYY

&l :
1. FREX B 318 20 FAR BE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassification

Start-FSxFSRMClassification
BBERSERER  SoBRNERERRIEE S ERE.
Parameters

« Queue (boolean) -EH., MRFREA true, BB TEKHIEE(TS , MEEETRN 5 piE
AT, FELHABBEA TN EAEREE —EE1T,. MRFREA false WAKRIEE , 2 LENFE
o

* RunDuration (number) -#H., BEEPEEFEEHZEHTZA NG, ERE: -1 5
2147483, $S0K(E :

« -1: #1T EEIHUE
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« 0 : #IT UEK
- MRKREE, YT EEERK.

gl
1. B2 E , RERRERE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMClassification -RunDuration @

Stop-FSxFSRMClassification
FLEERRKE LEARTPHREBATIN D EER,
Parameters

4o

PARYY

g4 -
1. FLEHITHN D E,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Stop-FSxFSRMClassification

Wait-FSxFSRMClassification

3
m

FHERIEREFTH. BERFBITHORR 7 BXABBER , SINRBIBERELERSK
RS,

Parameters

e Timeout (number) -EM, BEETEERNESHE K UV AEN, NIERFESETH 2B
B, AlteEn  EBsESESSPEENT. BWE : -1 3 2147483, 5%IE :
e -1 MEHEFSIETHK (AKX
- 0: REBRMELTENER K EEESF
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g4 -
ERPEEETK.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Wait-FSxFSRMClassification

Set-FSxFSRMClassification
ERIER D BEWERERE,
Parameters

« ExcludeNamespace (array) -iEM. ERSEPHRNEMER KET],

« ScheduleConfigurations (hashtable)-i#A. @2 EF T BMHNHIRARBHIEE
- Time (datetime) : IEEMEHMITERE DateTime Wk ( XE)
« RunDuration (number) : B{TEBNEE (EH)
« Weekly (array) : T/EHMES| (iEA)

Monthly (array) : B HIMES & —XER -1 (FA)

« Continuous (boolean)-#EMA., MRFBEA true, SRAEBETRIE,

* PassThru (boolean) - EMA. WRF[EAR true , EFEEMSIBHN 5 BEED 4.

gl
1. BMAEE D &

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMClassification -Continuous $true

2. REBBHERNITDE.

$schedule = @{
Time = ("12:00am")
Weekly = @('Monday', 'Wednesday', 'Friday')
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $schedule -ScriptBlock {

param($schedule)

Set-FSxFSRMClassification -ScheduleConfigurations $schedule

3. REEBHFTHRNE AHE,

$schedule = @{
Time = ("12:00am")
Monthly = @(1, 15, -1) # 1st, 15th, and last day
RunDuration = 4

}
$excludeNamespaces = @("share\folder /s")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList @($schedule, $excludeNamespaces) -ScriptBlock {
param($schedule, $excludeNamespaces)
Set-FSxFSRMClassification -ScheduleConfigurations $schedule -ExcludeNamespace
$excludeNamespaces

}

EFHRS

REBREGRUEEERRBAENFESN , BBETHERENEASLN, BRI THEIMBRNER , UK
EREREERERNERAM. BUlELZEERENES  UoMERMEE. EREE, E8ER.
REER, EXHENLERE.

HEEE

AT THREER .

* DuplicateFiles

BRIBERAPAMELR , S EEHEATHESR, FALBRERSKEATLENREFZENG
BER, RESKEENERSEE—E YRR EBRKREEEARERNEZHE,
* FilesByFileGroup

HERHEREERSER2E , YETESEERFENRFEAE. ERALHRERT BBLRRN
BR (XH. BB, THTES ) SRARZHNREEEZME.
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* FilesByOwner

KBEEESEER  YHEASEERAEIFEEANREEZE, CALBERANEAZSREFEZE
WERE , WEEEERFEXNAINERE.

 FilesByProperty
KEHESEER  THETEEBMEENERABANMTREA, CALBREEBEERN S EETS
o, FlnERBREE, HBMSRER, EHREFEER 2BERSER A,

e FileScreenAuditFiles

SIHEREEARFFEATEREENECERNEREGEZER. EALREREREREZERN

RN TRICEEAREFACREEREENERE.
* FoldersByProperty

HERBHERERRSE  YRETEEBHENREFEAR, FRALBRERENKAR TRHTRE
RE  fInERAEER, BFEXASERAENESR.

* LargeFiles

FIHBBEEXDRENER, EALBERENEAXERFZANESR , EEERTRRHE.
B S M BRAV RSB IR B -

* LeastRecentlyAccessed

FIHEERBARFINESR, FRALBRSRERIUHFIBEERNFERNFEERAPER,

* MostRecentlyAccessed

JIHERERBAFRIESR,

* QuotaUsage
BRORERBACERRNAEAERTER, ERAKBRERERRBSHME , WA EHL AR
HERRK,

HwEE

BU U EESBEANRE , LFESTRNERRS :

« DHTML - B8 HTML XX , EBHEFMEHRE BB IhEE,
« HTML - BEHEREXEFHEMNTE HTML B,
« XML - ARERRTEENEBLERER,
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- CSV- AREAREXREAERINEZR 2 BEKK,
- Text - AABERRBIEENHFHEN,

BANRE-REEESEER.
BEEBXMERE®RS
BAR T MER RN R RS

1. EBRERE - BURMYEET , BEHT R EAEHAREETHERREI MRKEDLE. B
BRN|MEREHRE  BEEEURBR. EEFTE —EEBHIRE , ELEACEHATENEBEL
M E|E

2. FERHRE - RERENFEEDHHT. CRAERSETEHERNEREE. SUUEE
HEERERESESIBAYT. HENREATUERASEHER , BHWAIER Start-
FSxFSRMStorageReportin TREF#IT , MBEFZFFHRERME,

PATHRS
BUHSREHRE2® , BUNEBSEAXBTERS -

- BEET - RS SERENHERE BET,
« FEHIT - Start-FSxFSRMStorageReport AR BEEHAITHRERE , MEEESHREER,

BT LME R EESIRRE 1T , Get-FSxFSRMStorageReport AR & AR &E,

FHFEEHRS

FSRM ELXRBEFHRER , HEERERFIERAENERNE. BEFNELRE , LEERSGE
RRBMNEE DS HH,

R SRS
1. ERATIRERAHEEE DS £ :

\\file-system-dns-name\D$

Hlgn -
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\\amznfsxaallbb22.corp.example.com\D$

2. BEZ StorageReports EXI R, HLERKDSHMBMEERNHTHAREENFERK,

(® Note
FHEE DS HAEFREEEERAENR.

REHREREER

EBEELRERR , UEASHEARNREERE

+

R BE

aft
o

N

BEBREELEFTEREER , A FSRM L ERHEREESR.

- RREIEREEE - £/ Namespace SEBBRERFIEHEERKR , MTAERHEEERRK. BHEX
HEKEBEEREER , JEEEZE KT EETK.

- EEERBIERS - TERARETDHB[BHTHERS , SEVENTERZERK., BREHDFR
N H BRI BEITRS.

- RECENRE - FARES8EHRERHRAIATRENER., fl0 , LargeFileMinimum#§ 5%
ERABNESHAENERNE K MTAESEEE 1MB WER,

 {#/H RunDuration PR#l - 82 RunDuration S8 U IEREFTARYFER K MEE, WRFKE
RERBRHIRTR , IGET —XHEENSTHEEE.

o EEPIREMBE - Get-FSxFSRMStorageReport AR EHR LG TRAIENRKE. IRBEFETEAR
W , FERBMRNEES R BITEE,

i

c EAMBEEE - REGSEOESUEEE  HHCHINOARANTHD | i THEALE
%-MBAT, A TSARMEE - FARL .

C BOHEMSH - BERREEMELSEME MR | HEASEReportType BRI E—HE |
FEBINEE. EEARE , BH FSRM RBERHE REM— K.

. ERERREE - FARREXSUREIRGERRARORE, AU, 5T AREES | ST
BULKER, BREERASTEROBENES e 5 TREFREARL.
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« MAZEBEY - EAFilesByPropertyHERBERNIERDTER. ETREEFTEENE
R

- EHIREAKRT - FEREREREER  THBEFERNEF. RERFELEATCHRMERE
EERRKTREE.

- HEERS - BEEReREEREARRLEAREEE. ABREEREUREEE , XMBKRIHES
BEREENERS.

« BIERRERE - EVEBABRELVAEABREERE , YEBYHFERA 2 BREBCMAEERRER.

| —]

REREEED T
ZAAFENMI{E FSx ik PowerShell i S RIIRERRIFRE

1. REERDT - I, HIN. BRANBRAFHREMEE , UEEEZINBLER, MEHTEHRS
UREEENER,

2. MEHTHT - FKH. FL. ERVNSHELARERE. AL T TRSUITHREXNEERK
BEITHRSES.

Storage Report FSx &l PowerShell a5 5 HEE

® Note

HWEESHNFEEIFSHRREEEAERRZALN Windows Remote PowerShell % ZhE &
$FSxWindowsRemotePowerShellEndpoint# 8, EBu U EERRANFMAESHAER LN
Amazon FSx AR KE|tkixSh , EMA AWS CLI describe-file-systems@i®,

HERWD
New-FSxFSRMStorageReport
New-FSxFSRMStorageReport : BV #FHE , DMEENEHRUELE NS EAHRESHEE,
BY

- Name (string) - #E, FERENERE,
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- Namespace (array) - #E, EDHMNWERLERRERNES], BLIEESEREANER
- ERELDE, Bl , [FolderUsage_MS="User Files"]
- ReportType (array) - #E, EELNREGEHBMES], BRI UEETIE :
* DuplicateFiles : REFEERZRXNNNABTIANEENER
« FilesByFileGroup : IkiERFEKEERBERSHE
« FilesByOwner : kBB E D HEER
« FilesByProperty : Ik EBMUHBERSE
« FileScreenAuditFiles : 7| HHiERENHEER
« FoldersByProperty : IKEEBM 25 K K
* LargeFiles : JIHBIBIEE X/ PRENESR
« LeastRecentlyAccessed : J|HERIEARERHER

« MostRecentlyAccessed : J|HBIEFEHER
- QuotaUsage : ETOLEEAERTESR
« ReportFormat (array)-#EMH. BEHEANES, ERILUIEETIE !
« DHTML : B)&& HTML #8=X
* HTML : 8% HTML &=
+ XML : XML #&3X
« CSV:EMRDREERX
« Text : #EXFHER

« Interactive (boolean) -iEH. MRZEA true, SELAEBHAF{E, EBXNREELITEEYT
BIEW,

« ScheduleConfigurations (hashtable) - RIFHFEAEHN K FRALE, S EEETIE
M2 BRI E

« Time (datetime) : IEEMEFHITEIH DateTime Wk ( HE )
¢ RunDuration (number) : BITEBEE (EH)

« Weekly (array) : T4#EBMES| (&H)

« Monthly (array) : BoBMES , -1ARKER—X (EA)

197

%
W



Amazon FSx for Windows File Server Windows £ & ER

FileScreenAuditDaysSince (number) -i#M. & ¥f FileScreenAuditFiles ke , EEEEE
BEREBEHNXRE,

FileScreenAuditUser (array) -i#F. & ¥f FileScreenAuditFiles 3% , IEE BT EHEHREH
WERERFMES, REEELFEAENERGRERISEEEA,

FileGroupIncluded (array) -i&H. & ¥ FilesByFileGroup 3% , s E BB SN EREHE,

FileOwnerFilePattern (string) -i#MA. &¥ FilesByOwner % , EEEMHEZERNER
B,

PropertyName (string) -i#F. &% FilesByProperty 3% , IEE D EKIBEN D EB M.

FolderPropertyName (string) -i&f. ¥ FoldersByProperty 3% , I8 EED AN ER KB
,

PropertyFilePattern (string) -i#H. & ¥ FilesByProperty fl FoldersByProperty , I EZE
EERERNEREN,

LargeFileMinimum (number) -i#M. ¥ LargeFiles 3% , EEUA N THABEMNNZRNMER
Ko

LargeFilePattern (string) -i#M. ¥ LargeFiles % , EEEMHBRERNEREL,

LeastAccessedMinimum (number) - &M, &¥ LeastRecentlyAccessed % |, I8EH LXE
EUARBI KRBT R

LeastAccessedFilePattern (string) -i#M. & ¥f LeastRecentlyAccessed ke , IEEEE
BRERNVERER,

MostAccessedMaximum (number) -i#M, &¥f MostRecentlyAccessed % |, #8E B LIXFE
PASRE KRB L FR,

MostAccessedFilePattern (string) - EM. ¥ M MostRecentlyAccessed & , IEEEEH
BERNERER,

QuotaMinimumUsage (number) -iEMH., ¥H QuotaUsage e , EEET N RIKEEAER
oL,

gl

1. BN B AXREERREE,

$schedule = @{

Time = ("3:00 AM")
Monthly = @(1) # Run on first day
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}

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $schedule -ScriptBlock {
param($schedule)
New-FSxFSRMStorageReport -Name "Monthly Large Files" -Namespace '"share
\data" -ReportType "LargeFiles" -LargeFileMinimum 1@@MB -ReportFormat "HTML" -
ScheduleConfigurations $schedule

}
2. BV ERAZAGAZANKANSREERERES.

$schedule = @{
Time = ("12:00 AM")
Weekly = @('Sunday')
RunDuration = 4

$namespaces = @("share\docs", "[FolderUsage_MS=User Files]")
$reportFormats = @("HTML", "CSV")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList @($schedule, $namespaces, $reportFormats) -ScriptBlock {
param($schedule, $namespaces, $reportFormats)
New-FSxFSRMStorageReport -Name "Weekly Duplicates" -Namespace $namespaces -
ReportType "DuplicateFiles" -ReportFormat $reportFormats -ScheduleConfigurations
$schedule
}

3. BNV EIFITHWEBNHE.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMStorageReport -Name "Find large files" -Namespace "share" -Interactive
$true -ReportType "QuotaUsage"
}

Get-FSxFSRMStorageReport

Get-FSxFSRMStorageReport : RREMNERRAKHEN — S S BREEFRE. ERHEHEEBNARENFEHE
E#o

S
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* Name (array) -iER. EDNNBERBES, NREREEER o 2BQERKK LA
BREFHRS

gl
1. HERERRR LNFERERS,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMStorageReport

Remove-FSxFSRMStorageReport

Remove-FSxFSRMStorageReport : BN ERRRBR—ZBREERS. CELZBRENEES
TH|SE,

2 .

- Name (array) - HE, EBRHHKREEBES,
« PassThru (boolean) -i&MR. MREREA true, SELBEROKEWH-

g4 -
1. BRE—FEERS.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMStorageReport -Name "Monthly Report" -PassThru

Set-FSxFSRMStorageReport
Parameters

« Name (array) - HE, ERHNHREBRET],
+ Namespace (array)-iEf. ESMHNBREHERRER @], BAUEESERINER
- ERIKDE, B, [FolderUsage_MS="User Files"]
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« ReportType (array)-EH. EEEMNREEBES|, BRI UEETIE :
« DuplicateFiles : REBERXPMNARBNEENER
« FilesByFileGroup : IkERBEAKEERBERSE
« FilesByOwner : {kBEEE D HER
« FilesByProperty : Ik BB ERSE
« FileScreenAuditFiles : 7| HHiEREHEER
« FoldersByProperty : IKEEBM 2 HE R K
« LargeFiles : 3|HiEBIEE X/ NERENESR
« LeastRecentlyAccessed : FIHHIEREFRNER
« MostRecentlyAccessed : FIHRIEFEMNER
- QuotaUsage : BB ERITEHR
« ReportFormat (array) - #EM., WEHEXNMES, BALEETHIE :
* DHTML : Ej5& HTML 13X
* HTML : 8% HTML #&3X
« XML : XML #&=
- CSV i EHomERN
« Text : X FHER

« ScheduleConfigurations (hashtable) - RIFFEAEHN K FRIALE, SEEETIE
MR HERRIARER EE

- Time (datetime) : IEEMEFHITEIKE DateTime Wk ( HE )
¢ RunDuration (number) : BITEBNEE (EH)
« Weekly (array) : T/EBMES (iEH)
« Monthly (array) : AHES , -1ARKER—X (ER)
« PassThru (boolean) -i&M. MREBEA true , EEEERREWH-

BERESH

I
i
X8
@
INp

« FileScreenAuditDaysSince (number) -EM. #¥f FileScreenAuditFiles
BERSBHNXE.
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FileGroupIncluded (array) -i&H. &% FilesByFileGroup 3% , IEE BTSN EREHE,
FileOwnerFilePattern (string) -i#M. &¥ FilesByOwner #i% , EEEGERERNER
B

PropertyName (string) -i#H. & ¥ FilesByProperty 3% |, I8E S HEKBHN D BB,

FolderPropertyName (string) -i#M. ¥ FoldersByProperty k% , s EED HNERRE
i 8

PropertyFilePattern (string) -#H. & ¥ FilesByProperty f FoldersByProperty , I EZE
EEERNEREN,

LargeFileMinimum (number) -i#M. ¥ LargeFiles 3% , EEUAN THABEMNNRKRNMER
Ko

LargeFilePattern (string) -i#M. ¥ LargeFiles % , EEEMHBRERNERES,

LeastAccessedMinimum (number) - &M, &¥f LeastRecentlyAccessed s , IEE B LXF
AR RE TR,

LeastAccessedFilePattern (string) -i#H. & ¥ LeastRecentlyAccessed k% , EEEER
BERNEREN,

MostAccessedMaximum (number) -iEM, & ¥ MostRecentlyAccessed % |, #8E BH LIXFE
PASREY K8 L PR,

MostAccessedFilePattern (string) - iEM. & ¥ MostRecentlyAccessed e , IEEEE
BERNEREL,

QuotaMinimumUsage (number) -, ¥R QuotaUsage He , EEETENREREAES
k.

g4 -

1. ENBEBHRENFREMERK,

$schedule = @{
Time = ("3:00 AM")
Monthly = @(1)
}
$reportFormats = @("HTML", "CSV")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList @($schedule, $reportFormats) -ScriptBlock {
param($schedule, $reportFormats)
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Set-FSxFSRMStorageReport -Name "Monthly Report" -ScheduleConfigurations $schedule -
ReportFormat $reportFormats -PassThru

}

REMITHRS
Start-FSxFSRMStorageReport

Parameters

- Name (array) - #E, ERBHNHREEBMES,

* Queue (boolean) -EH., MRKRES true , SEJEFIBEITY , UEEET RN 5 DEARH
1T. FELHBBEAFIINE RS EE —EH1T. MREREA false WARIEE , AIIREL AR,

« RunDuration (number) -iEA, EBEREEBUCEZBIEATSONE, BRE: -1 3
2147483, 450KME :

© 0 : BT BATEA
- -1: 84T EFIEUH

MRREE , EYT ERE/K,

g4

1. VBB R TS

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Monthly Report"

2. ERFEFERFSREFRSHEATS.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Quarterly Report" -Queue: $true -RunDuration 4
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Stop-FSxFSRMStorageReport

Parameters

« Name (array) - #E, EFLHNBREEBES,

g1l -
1. FLEE—FFHRS

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Stop-FSxFSRMStorageReport -Name "Monthly Report"

Wait-FSxFSRMStorageReport

Parameters

- Name (array) - #E, BEZEFHNHREABMES,

« Timeout (number) -#A, EEREZRNESRE , UV AEN., IRBRBERSZERZEIB
B AlGseER K EBREELSETSPEEDT. BRE : -1 3 2147483, 455 E .
- -1 ERMEFEIRERTK ( FEER
- 0: MEEHWARELVEER K BEESF

gl
1. BERPEFRERE K.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Wait-FSxFSRMStorageReport -Name "Monthly Report"

EREEEH

Amazon FSx for Windows File Server 7% FSRM EREEIHE., T8 , B UREERERRERE
HRIFEVERN A Fini#esF A R4 PowerShell i , RERE RWFERRS |, HlnERHEZEMREZH
8
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Flgn | BT EA FIRER L EH PowerShell 856K :

- BEEEHIA LLAENEEBHRBTEER

- MBREBRGHH 2 ERER

- BB EBUSERERIHERETE

BATLAE Get-FsrmClassificationm S EIEREM , WARBEFIE £,

ZEZR/A P PowerShell 55 H57FE FSRM 2 EB M S Hitt FSRM REER |, AP RSt MV ER
# FSRM.

FSRM %7

FSRM RERMKERMNARE , TREBFTTALBEEE, EAELRENRESH FSRM M1A7E
BERRRTEF , TREFRRE , MELCEUNREREFRSVNERGES IR,

AREE A
FSRM REZ A =1E% A :
EREEREX

EFAEEAREFERATEREANENERK  EREEEKLH, LEFAHRNERERGEBRN
RN URBIRFERARTEARREEREENEREEZHEER.

y

* ReportFileScreenAuditEnable - ItEREE#2H] FSRM RE T L HERERIER, WRE
A ,FSRM A" SRR EREMER , MAFileScreenAuditFilesBEREEREMER, B
ARALERESEEAERENERERE.

* ReportFileScreenAuditDaysSince - R ERBERENERBENRARFEEER, E4E
JFileScreenAuditFilesHEMAIEEERA M ELIER , FSRM EFEAE, REEENTER
B (Hlm30 X ) ARRBEEEIRRENER K MIAETSBENEEER,

- ReportFileScreenAuditUser - R ERMUECEERREMERREPNEREAEFTE, E
BET R EESEWMEFERAENE R TEILFileScreenAuditFiles$RE R , FSRM A LS
B, mMREAZ  RBRLEHERSTEMEERE, EULMEALRERSEIRSEAAEHERITHN

= =
Ho
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FARR S BRI

FERBERRRTRERHEBELFEFRERAMEANE R MEFTEERES Y, ELEARETHILEHRE
By, WHERBEOSRE 2 BN — 3.

BEHESEANEHBBNERRE
o REMERIRE - ReportLargeFileMinimumiR EFERAR/DER KD ,
dReportLargeFilePatterni%E A A IE RE N ERBIRMG

- BOEHHERRE - ReportLeastAccessedMinimumERE B LR FEUARMTER R EL |
A ReportLeastAccessedFilePatterniX EFERMEREX BB IRM.

- REEHHNERRS - ReportMostAccessedMaximumz&E B LR FEUAREIFERR R E LR |
I ReportMostAccessedFilePatternikETE XA & RE X R KM

- EEBEREWIER - ReportFileOwnerFilePatterniR EFERERE R EHRIRY |
dReportFileOwnerUsersR EETEMNFEAEFRRFE,

« BEDENRERBRE - ReportPropertyNameslREE DV TER D EBM |
dReportPropertyFilePatternik & FE %1 RE N BB IRM,

« RIERBEBREMWIER - ReportFileGroupIncludediREE B EMNEREHEAEREE,

- BiEEFAERE - ReportQuotaMinimumUsagefR EFERMN R/ NEEAET O L.

BYBRER  GAULEBEHRSACTHREE SHRBESETAELERE. £HRRERBEER
BEEERTEM.

5 PR

BERFREZFHNBZLSERFHRETHEREHE LR, SERHAWMEMRER :

1. MEEEE - REIBETNREHETH LBEELEIEABSRAREFRNBEBR. 2MBEEE
BROABRE IREFTERNNTS ReE AR E RFMEE,
2. BREAAMY - FRTERENHEREREAN DT, BERF THRABSEINREBENER.

SEA AR EH RS RER SRS

« ERRF - ReportLimitMaxFile REMEAMEFNIEREE , BERBEE /M,
* Per-report-typePR#l - &1 ReportLimitMaxFileGroup, ReportLimitMaxOwner#l &i&E
BReportLimitMaxPropertyValuelRHETEERERSTHEPNEFE, HEEIBHEER

=
==N
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- S{EEFEPR% - 20 ReportLimitMaxFilesPerFileGroup,

SRy

ReportLimitMaxFilesPerOwnerfl £ ER
ReportLimitMaxFilesPerPropertyValuefR#HE P BEFHENETERNEREE,

EHTEZRFE  FSRM E2EERZHRFEEARNEAREREKMEBNIRE , YEHREHELE

EFRF,

FSRM RE# T

FEA AR S RERAME RS EHERE, EAELEmIREBEERB/RAEN FSRM 175,
FSRM £%%E FSx i&¥% PowerShell tn = #YEE

@ Note

HWEHEANFEEABRERZSEARERRMAMN Windows Remote PowerShell i 3 7E 2
$FSxWindowsRemotePowerShellEndpoint#8, BN EERRAVFHMEATE LY
Amazon FSx A HKFSLixE , HEMA AWS CLI describe-file-systems@ito

Get-FSxFSRMSetting

FSxFSRMSetting 1§ B’ E

2% .

i3

g4 -

1. #EFR A B A1 FSRM 3R 7E.

K

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Get-FSxFSRMSetting

}

FSRM & E
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Set-FSxFSRMSetting

Set-FSxFSRMSetting : SERRM LN LB ERARBEREEERTE. ELERERMURBFHRE
FiEF FSRM T AHITERRE.

28

EREEEERE

« ReportFileScreenAuditEnable (boolean) -i&H., T4 RFERKSHRBTEEE
FSRM &,

« ReportFileScreenAuditDaysSince (number) -i#MA., E4% FileScreenAuditFiles &R |
EHERGEERNERXE.

- ReportFileScreenAuditUser (array) -iEM., ESE7 FileScreenAuditFiles & EYFERR
ERERPBERES,

TR E ERRRRE ¢

« ReportFileGroupIncluded (array) -i#H. RIFEFER A ESSERGTPIERFEAEEME
5,

« ReportFileOwnerFilePattern (string) -iEH. KEEEREFNERERERERX, X EE
RAZFT (* # ?),

* ReportFileOwnerUser (array) -iEM. IHEEERSZEEMN Domain\User X EHEME
5,

« ReportLargeFileMinimum (number) - BA., AEERBENTERFNMERKD , SMLTEA
B,

« ReportlLargeFilePattern (string)-#EA., AEERFENEREREN. IBERAFT (*
N ?)o

+ ReportlLeastAccessedFilePattern (string) -iZH. REFIERBENERERER,
XEEBERAFT (M),

- ReportLeastAccessedMinimum (number) -#H. LRTFRELPFRERFERNERRERX
o

« ReportMostAccessedFilePattern (string) -iZf. REFINERBENERERER,
XEERAFT (M),

- ReportMostAccessedMaximum (number) - #M. B LAFMAZSEEFEERKELIRNTER
KRB LR,
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- ReportPropertyFilePattern (string) - EH. BMRENFERERERX, XBERFT (*
M ?2)o

« ReportPropertyName (string) -i#EM. BHRENERBHEERE,
« ReportQuotaMinimumUsage (number) -i#f, BEAERENWENRSKEEEAEG L.

HEPRFIFRE :

- ReportLimitMaxDuplicateGroup (number) -EA, EEERERBEHPOSNERERE
BB E LR,

« ReportLimitMaxFile (number) -iEH. ZESEEMBTFHREPHEREE LR,

« ReportlLimitMaxFileGroup (number) -i&f, EEEERETHNERBEHE LR,

- ReportlLimitMaxFileScreenEvent (number) -, EREAEZBETETENERSER
EHEE LR,

« ReportLimitMaxFilesPerDuplicateGroup (number)-iZf. EEERBRETSEEEEHE
WEREE LR,

« ReportLimitMaxFilesPerFileGroup (number) -iEf, BERFHEBREHESEARRFENER
HE LR,

« ReportLimitMaxFilesPerOwner (number) -i#H., RBEEERE A SEAREEEERDH
BREE LR,

« ReportlLimitMaxFilesPerPropertyValue (number)-i#H. KBERESED , BRHESE
BHENERYE LR,

« ReportLimitMaxOwner (number) -EH., KHEEEREITSERRPIEEEHE LR,

« ReportLimitMaxPropertyValue (number)-#H. KBERSEEEERTINWELEERE L
PR

« ReportLimitMaxQuota (number) -#H. BEAEREFHFECTSHNHREHE LR,

HMERE -
« PassThru (boolean) -i#H., MREKEA true , SEEEHNERED 4,

g1 -
1. £/ 30 KBS SRR EEREREAER,
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMSetting -ReportFileScreenAuditDaysSince 30 -PassThru

}

2. REFARABEBERBERE.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMSetting -ReportLargeFileMinimum 1@@MB -ReportlLargeFilePattern "*.iso"
-PassThru

}

SR

ERERERRHK LA FSRM B, AWS FSx for Windows File Server @ E£ B REETENEHA
7, WiSHEXSERENEB M (AWS CloudWatch Logs 5 AWS Kinesis Data Firehose), iE4H
wm\—ITﬁ'J’JEJJ!&‘\E.'?}"'“ FSRM 124E, SREHMEE , URHEBEREETDHNERER,

FSRM HEEHIAR

EREREERHK LA FSRM B, AWS FSx for Windows File Server iE# 4 WS HEIXEHER
ENBE M, #ERETHIEH -

- BERGRESR - EEREERRTHEARSHENSFNERERERNERK
- BRERERA - EEFAREI EASHBADFEN CRERER
- FSRM BRBEH - HEDBEARE. RBERNRERR

7H FSRM H##
1&17H FSRM A S BEURASIERA FSRM BERER B B
CloudWatch Logs

FEREEEAREENAFEE , & CIoudWatch Logs I AF R A, ELEER CloudWatch
Logs Insights # &, EHEM 2 A& , AEE CloudWatch BRRBAEFEEH,
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Kinesis Data Firehose

H#2Ei% 2 Kinesis Data Firehose X ERRHPEREN B # , 140 Amazon S3, AWS Redshift
= AWS OpenSearch Service, RAIAEABEEHN RS ERESHN TENREREEN 2 B,

Y ESY]
AEBERME B File Server Resource Manager {E#&#step-by-step&iffl, B L& FI/RE A EHFE
YE FSRM ThEERFREABNEREEE,

® Note

WEEA W FTE E AR A S EAERRMAMN Windows Remote PowerShell i 2 E 2
$FSxWindowsRemotePowerShellEndpoint#8, BN EERRAVFMEATE LY
Amazon FSx =&k EIbkix S , EA AWS CLI describe-file-systems@fo

HEERMR LEREBRMERSR
SEIREMARIBEE , UL EAEE TEFI ER KRS RFEIB 10 GB,
EEREERRNEE :

#3710 GB FRAIMBEMELLE :

—

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMQuota -Folder "share\department" -Size 10GB -Description "1@ GB hard
limit for department folder"

}

2. (ZER) BREFENE 5% RENRMERA :

$thresholds = [System.Collections.ArraylList]e()
$threshold = @{
ThresholdPercentage = 85
Action = @(
e{
ActionType = "Event"
EventType = "Warning"
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MessageBody = "Department folder has reached 85% of quota limit"

$null = $thresholds.Add($threshold)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList ($thresholds) -ScriptBlock {

param($thresholds)

Set-FSxFSRMQuota -Folder "share\department" -ThresholdConfigurations
$Using:thresholds

}
3. WRCEMEHR :

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMQuota -Folder "share\department"

ERERFERIITEERER

M EHIRE M EFATESR "Audio and Video Files, HEREHME K HEFERAESSTANEHERE
FEHEXHERRK,

FEEAERFARRFIEREE .
1. BUAHETANL I ERNERTERS

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMFileScreen -Folder "share\business-documents" -IncludeGroup "Audio and
Video Files" -Description "Block media files in business documents folder"

}
2. (EBA) BEFEXREE , MECAEEARFHHEHNERRNHNEEA
$notifications = [System.Collections.ArraylList]e()

$eventNotification = @{
ActionType = "Event"

Y 212



Amazon FSx for Windows File Server Windows £ & ER

EventType = "Warning"
MessageBody = "User attempted to save blocked media file"

}
$null = $notifications.Add($eventNotification)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {
param($notifications)
Set-FSxFSRMFileScreen -Folder "share\business-documents" -
NotificationConfigurations $Using:notifications

}
3. T

o

ERMEREMN :

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreen -Folder "share\business-documents"

B0 Pl ER

HEHIRPUAEBHERINTEULERLRBOIER  AKEI BRI E/ASIHBER (PI),
HERBIMDE P ER

1. B PIHSEBY

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationPropertyDefinition -Name "ContainsPII" -Type
OrderedList -PossibleValueConfigurations @(
@{ Name = "Yes" 1},
@{ Name = "No" })
}

2. BAUTEBRRBUEAHELLHREE

(@ Note

THRARKEXNGESERE XXX XX-XXXX X FER, HREEAR  FEEFERE
BRNEARE S SEERE %,
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationRule -Name "Detect_SSN" -Property "ContainsPII"
-PropertyValue "Yes" -Namespace "share" -ClassificationMechanism "Content
Classifier" -ContentRegularExpression "\b\d{3}-\d{2}-\d{4}\b"

}

3. HITOE:

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMClassification

4. (ER) REBBIBUEDHDEMESR

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMClassification -Continuous $true

5. BEME (1 XRFETK ) :

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassification

}
6. DEFEKE , B LIFE Windows File Explorer FIER FIRZ—TEBBEAR | ZHEM , REEE
PERS|ER , URREREERNI>EEYE., LRSIEBEFERERNAEIEBHEREE,

BYRERNFREFBE

LtE G RN ARBERNENRME , KEFHBIEER , ARETLURE A Fis PowerShell 5
TIRREF M ERIE R,

EREVERNREEK
1. BYREHEND HEM
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2

4.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationPropertyDefinition -Name "RetentionPeriod" -Type
String -Description "File retention period"

}
BYTEREHN D EHRA
« BRIREBH T EREXMH 7 FREHY

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -
ConfigurationName FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Legal_7Year" -Property
"RetentionPeriod" -PropertyValue "7 years" -Namespace '"share/Legal Documents" -
ClassificationMechanism "Folder Classifier"

}
« BERRK Finance T B0 8%H 3 FREH -

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -
ConfigurationName FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Finance_3Year" -Property
"RetentionPeriod" -PropertyValue "3 years" -Namespace '"share/Finance" -
ClassificationMechanism "Folder Classifier"

}

BEAUKERABT S EYRESFHE , fln "TREBLF, . EEERLBAN , FEA
ClassificationMechanism "Content Classifier"#l ContentString "Retention
seven years',

PITHBEUAERREEN

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMClassification

(1BR ) REFBEI2BUBB D EHESR

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
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Set-FSxFSRMClassification -Continuous $true

}
5. BEMRE (1 XRTEEMK)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassification
}

6. DEFEKE , B LLFE Windows File Explorer FIER FIZ—TEBE AR | ZHEM , REEE
PHERS|ER , URREREERNI>EEYE., LRSIEBEFERERNAEIEBHEREE.

7. BER2BARBHER , B LAEHAAFE PowerShell G , BEBEER
fRetentionPeriod BHMIFHEHRHFHMERER., fl , EAURHERRR , LK ERD

FEMEARERSBETLER, NFFRER  F2REREELH,

REFERNREERS

RERPMARYMEEANREFERS  ARERBSVRBEFTERSHESR.
REERBE

ttgEflERd gAY LRI AR 200 MB BiE SR,

BEEVARBEERERE

1. BAUHENABEERKRS :

$schedule = @{
Time = "2:00 AM"
Monthly = @(1) # Run on the 1st of each month

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $schedule -ScriptBlock {
param($schedule)
New-FSxFSRMStorageReport -Name "Monthly Large Files Report" -Namespace "share"
-ReportType "LargeFiles" -LargeFileMinimum 200MB -ReportFormat "HTML","CSV" -
ScheduleConfigurations $schedule

}
2. (BA) YEABTHRELUNR -
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Monthly Large Files Report"

MFEFEREHVER

LEflgRyZBHRE  BREAEERNEER.
ERMARERTEIER

1. MBEEBRERIHEER .

$schedule = @{
Time = "3:00 AM"
Weekly = @('Sunday')

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $schedule -ScriptBlock {
param($schedule)
New-FSxFSRMStorageReport -Name "Weekly Files by Owner Report" -
Namespace "share" -ReportType "FilesByOwner" -ReportFormat "HTML","CSV" -
ScheduleConfigurations $schedule

}
2. (GERA) UEBTHMELUIE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Weekly Files by Owner Report"

BB EE DS HAREFNEENRE, NFFAES  FEN FRHEEFRS.

EIE FSx for Windows File Server LI f#7F

ERARNRFACCSSHEREFIENHE. RERE  URNRFEEEERERBER (SSD) , AlA
SSD IOPS WH &, ZALUERUERAMBNEURRRAK 2R [REELERURERRFNBIA
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ERE  DNERIEEEMENNEE, TRUNMNER EBERRARNBEMNREFHBENEE AWS B8
FEEHE AWSCLI, UREBIFEZTHIEEEE PowerShell LT EIHEEHN Amazon FSx CLI,

FE

- BREFERAIZEL

- EERERE

- EEERRAENREER

- & SSD IOPS

- EREEERMBRRERBEERE

- EERFARE

- BIERIRREERE

- ERRTAESEM

- EpREIR AN FSx for Windows File Server BRZMHNEERE
« BE¥T FSx for Windows R R #KM REFER
- ERRTEEREN

- EFERZHM SSD IOPS

. ESPEMiEEM) SSD IOPS EH

- EEEEERMER

- HEEERMBRETHED

w5 T EE B A BRE 1L
A LAE R FSx for Windows FIR M RF M AL ERBE(LRERE,

7 ABIEE - FSx for Windows File Server IRt mE 7 EE . ik (HDD) MEREMER (SSD) , A
BERENMRAINE , UFEITEERER, HDD REEBEEEZN ITEEHMLS , SFEE B &,
FHEMNBMARE , URAREERK. SSD REREARSVNENFEERRRN TELE MR,
SEENE, EREETHEEENERSTEARN. IEREERNERRAMENFHENR L F2

RBIFSx for Windows File Server 3 gt.

ERERMER - RAEREREERREEN  ESHNENFREERE, Sl , FHEERAZTUER
ZERZEACAEFRNEREREE. HRRBHAZTUISHSREEINRERBFTEN ZEN
B, EALRMERRENERERMERINGE , S EERFEERAR, BRE , ERERRMGRE 8 BR
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DECERIGER , FERABFENENEEN D —R. UFERERMBRNFMRES , IRWAE
Amazon FSx B RAMERFMEBVENMERIRE , F2R EAEEERMERREERFEERE.

EEHEEE

B ABEEREEREE |, 180 FSx for Windows ERRRNHREFERE. BOLUEA Amazon FSx £
2A. Amazon FSx APl 8 AWS Command Line Interface () R {TULIREAWS CLI, REIEMFHEER
ERFEERNERTETHRAKREELNFETEIE. T Amazon FSx MAIRERFTAREEM , X
REMRFEMBRNVEE, SRESNEZRRRNRTEE  EELIALRFRE.

® Note

IREEIEIN 2019 £ 6 A 23 HZRIBU CERRARNFEERE | B EREN 2019 F 6 A
23 A2 A B Y 2 BRZFNRDERERRR,

R Amazon FSx ERZRFENREFZEER , Amazon FSx EEE R AN ERREHE —EHF

B, BRAMEER. A%, Amazon FSx BEERHTRTRENER , MERAXKERLEUEER
FIFHER. RERECTRFSESRIERNER , BBRARFERANEMER , Y TESHUEER
HEWTFHNY, EhRECHRE , FROAESTRRES A RAVFERGEUREHISEERRKERE
B, SEMBREUBEE , AR Amazon FSx BMEE R EFER ZE R thae s S 1 H {0 EVE M
BR. FAESCtERTURETEOSERABREEH 2R  EREHANEEER. EFN
RBEREVAR K SREIXNFINREREER.

TE®R Amazon FSx A MERRFN B EFRERAEANLEEZEDER,
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Step 1: Storage capacity
increase request to 800 GiB. Step 2: Amazon FSx adds the new, larger disks.

FS:‘H ] 11 ! ElkllJE
[ . ‘ — —
— — — — —
— — — — e —o
e = — |
=— — E—— —d
SR S—— Y= e = ==
200 GiB 200 GiB 800 GiB
Storage volumes Storage volumes
Step 3: Amazon FSx migrates data to larger disks. Step 4: Amazon FSx removes smaller disks.

IIIII c Ll
FSxa o FSxa

|||||
|||||

LA Ll
TTnTT

LLLLL

‘ —— a— S S—
Ly e e Data ey S N __ __
[— e  S—
EE == S
————— — e Emm
200 GiB 800 GiB 800 GiB
Storage volumes Storage volumes

O LAE Amazon FSx £#24A. CLI = API , FERF B FE&IE({L. SSD EEFEAEE ML SSD
IOPS B EE., WHFMEN , F2RERFEEAEE N,

BINERRARNEERERA

LTREENBRFREREEZERN —LEESH .

- EREM - CRARBNERRENFEFTEE , LEIRIREFRE,
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- BB - BEENNRERELAELAERRRENRATEEMN 10% , ZBSAFES 65, 536
GiB,

- REREIERE - EEENBRERE  EXRRLEELH 16 MBps NRXERE, ERRARE
RECTRRBEERENERF.

- WINCENEE - EZFERKERIENER 6 NF , REFRERELEFTH , UKARRER
#® BIRE-DRNERRENRFRE. MERECTREFELDHIERNEBTETH. B
TRERREFRECHTENRERERE  ERECERNIREREZN , THNERRKNBEER
B (REERTHE , TUMRRZERE )  YEERRRLRERIRENRERE.

(® Note
REERRARSHATRGERMUE /0 HEER FlW
RERERRNSECRRTESHEMUREZE  YTREHNEES, WEFHAEA ,
BREMALEE RS,

3

HEMFEINETFRE

EREZRFNTARTRETRY , FiREHMFTEE, £/ FreeStorageCapacity CloudWatch
BEREEERZARLITANTARTEE. B AEIEZE L# Amazon CloudWatch 7R |, SWHE{R
REERERIKEIEN, WFEFMENR , F2HEH Amazon CloudWatch B2,

BMEBREEREERRARLERED 20% WTARTRE, FRALHNMEREFRETREHEMEE
AEEME  YARSHENT -

ENAMEREARALEENEERER , R BHENERRANREERE. FH AWSHENE
i] CloudFormation EIARREBEEEEBLERS RFIENFIB T, MEFMER  BFSEEBEE M
REAE,

MEZTEEM, BERRHNEE

REZETIHFEHEFTNREFRETAR , £ Amazon FSx RESHITREFRELCEFF , 23K
HMEERE, T8 , EA HDD REEENERRMR  URSRAERKRERE, S IO NEFAE
PERENERENTHEAE  TRSTREENE. FELEERT , RMEBELTENMERRENS
KERE K ARBENFEFEE. HRELEANTIAER  BMUERRLEERRAREHESZIE &
HMENBEERAERE, EVRLCREBRHEARKENGZE  UREBARXHMEER. NFEF
WMER , F2REEREERE,
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EEERRENHFERER

BEILAER AWS EEB XA N BERXRRBREFHER HDD ¥ A SSD AWS CLI, EFKRAREFERE
BFAHSSD B, Bt , EBERBE—REFR 6 VRIARBERENEBFERZE , BEEZBREHR
BRARER , UNKHAREEA%E, RERENTHESELANRILRVFBSETR. ATHE
BRERZERE K BRMEBLEERRARESP>RBENENRBTEE., UEFHEF K BSEEHN
FSx for Windows #& R R GEFEE,

BEERERRRBEEERK SSD #F A HDD, MRLVEMERRENRBEERR SSD BEA
HDD , AIZRERERRENROEREEREMEA HDOD FEFHHERRK. NFFMEA K F2EE
BREREFNERRL.

BAR 7R E
SEALARRE FSx for Windows File Server R4t , LUt M EIRERERK (SSD) B (HDD) 758

#,

SSD FREANEASHEFRNEEHRENASHEETFESE, EETHFEHENE/TREE
BE, ERoH, FREENFERAEN, RMtES SSD ARSI RAREREERE. S I/0OH
EERENEBERCERNENFEARA. % K NRSITERARSES , EREFER SSD #FE.
ZAILAER SSD RIFRAKERRRI[ENERE SSD IOPS |, B EER HDD REFRREMER SSD
IOPS.,

HDD FREAEZHN I/EEE MRS , @ETE&K. FAENTMAERELA , UERRBREERK
B SSD f#77REMEL , HDD RFRERHNAASRIR , ESEMNRFRNEENMUGREIZE MR IOPS K%
BS, CARESEERBAMEZT RN —BARCEAELANEZESK. TEFERNERNARRARE
EZM% (CMS) , REELBAEBRNERE,

IMEHMET, , FHMRFEEINEL.
B SSD IOPS

HAMH SSD REERENERRM , SSDIOPS WHESRAERRRAML EBNER T KEREA
BB AMEER /O B2 , MARMEPHER, BoLLEEMER SSD IOPS HEE , MAZ R
HFREXE., EUUMENSRA SSD IOPS BEURREABRRRENNREFERENRAERE., R
RERHE SSD IOPS BINEEBHIEEREZENRE , BUREFEZENALERE , UEEHER
#) SSD IOPS, MNEFHMET , 552 FSx for Windows File Server A M EEBEERE,

LUTREBREFNERRFEME SSDIOPS W —ELEEEIE

« Z#Z I0PS & - A W& IOPS EX AT HRE
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- BE) - BEWHER , Amazon FSx S HEBIEREH SSD IOPS |, LIS GiB f1EZAE 3 @ SSD
IOPS , BEERRZFHKHKZ 400, 000 {& SSD IOPS,

- FREME - BELES | IEETLIEE 96-400 , 000 EE XA SSD IOPS &, ATFEH
Amazon FSx WFTE EEE GiB AWS BE FEFEAE 3-50 IOPS 2 ENEF , REZERIP (#
SHEemdeEp ) . EFEAET (RHM ), BRI (BXEB). BN (BEE ). ZKEEH (X
R) MEKEE (FHK ) 5 GB HERE 3-500 IOPS 2N EF., EFRIEFRALIRMUMNIE
X, BRIEER SSDIOPS BETRST GB 2 3I0PS B , ARELH. HRESBHRNHE
SSD IOPS , £FEABRARERRMK TS IOPS BiBE GiB 3 IOPS,

- BEREFH -NRGENMERRENFESE  BMFERFEN SSD IOPS HE XA BRIFERE

#iZ2H SSD IOPS E#k , Amazon FSx EE B ENERRAVRAEHER , HENERRAS

GB #FBAEZ48%H 3 @8 SSD IOPS,

- BXEBREEN - WREGENMBEERE  BMBIEEXEARKA SSD IOPS BREAEMEN
SSD IOPS Bk , Amazon FSx € H B ENERRRUBRAEBHEN,

* SSD IOPS HYSERE I - HEFERKER —REME 6 MERREFREIEFTHZA , BEIE-F
N SSD IOPS, EMAXERENEMERIMLNRERE  UKBARREA%E, RERENLT
REFELDRHIERNEBIETH. BRTRERBEBEFRECAENREARESRE , RAIZBEER
RimRERDEREE SSD IOPS,

@ Note
IR, BEUTHEESDXE 4,608 MBps RESMEIEERE | AWS EFXERE (#

SemdLEt ) . REIAES (R ), BRI (HmXE) . BN (ZER ). SKES
(RZ) MEEAKEE (K)o

W& AN E#H FSx for Windows File Server iR R &2 SSD IOPS B EWFMHES
RZERHH SSD IOPS,

{5 F 5 45 B R BR 2R B AR e 1 AR

ERERMBRBEERES Dedup , BEIRREEEESEREEEEERHEEBM KA, FEB FSx for
Windows File Server , #&a] LL{# f Microsoft Data Deduplication 3% BIFEBREEER ., KBEERE
BEEEREER , E2EMERRBERL, Hlan .

illI
e
s
&5
8
#
ik

- EREERAZTRAFSHEREUERNEZ.
- HERZAZUUEHSREEIRERSTEN EME,
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BULAERRREMAEEERMERIGE  UAREENRERE, EEENRMGREBERFERENE
B —RRBLIHRTEGER . ELRMAEEENMERE  AREMAENER , TEEERMER
ZRBMER  UHEESHE, EEERRMKRTRELTISG  MASBHEREENRTEN. BER
BERMRMEAEREFHT  FEYABFRANSELENERRE , EHERAENERNAFRMS
=EHN.

EREEERMER  EUNBRNREFHEIARERNENLE S RERCBAEEZLVEE. — KA
BRERLANAREHEFIY 50-60%, EREF , FHEXHEE 30-50% HNHBHABEREHE 70-
80%. BT LAER M T FrilfiMeasure-FSxDedupFileMetadatai®i% PowerShell fi 3B &8 1
NWEEERMREE,

FBET L BITERERMER , MFELNBEREER, i, EAUSERERMRBZEAEERE
BRER LT, bR EITEBEE, ARESERRREIBTHESEARRARSZER , B8
BER EnEEERMREKARREGet -FSxDedupStatus,

NEARNERERALREEAERNBRNET  Bo8 SEEEERNE,

MEFRERERMIREBEEENER , F2H
ERT3EF , AR E SRR ENERAEEERMBREHN —LE RBE.

£

- ERERMBRELEE

- ERERMBRESARESR O

- BBRERR  EXRRETEENZE
ERERMBREREF

EEEEEEERMBRA B RIAREE | 51T Get-FSxDedupStatus PowerShell S S LUIRHHHESE
ERMBRERNTEAME, MR —HZEEHELE , IERRRLUEELEETANREEIEEM,

ERERMBRERRAMNEERRERLERTE.

- Microsoft B IFHES 1 TB BEERN 1 GB iLEE (HE 1 TB BEERELD 350 MB), £
Amazon FSx EERRYBHEERZRA X EREMABBMNIIER  YRRCEBERZURKE
WERKDN, MREFR , REEHERRANBZEERERSZNEE 1 TB BEERNIEEER 1
GB KB #K.

- ERERMBREKIRES Windows BEMNTERE 25% i BRERE K ERXRTHRESR 32
GB iR EBMERRE , 8 GB AR ERER MR, LEBEERTREN (£ Set-
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https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/install-enable#faq
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FSxDedupSchedule@r T H S8 -Memory). AR , FABRENEEREEETHRTES
LRERRMUEE.

« BULBRERERMBRERERE , URDENRERE, Sl , BRI KECUERFERE
REAFERR LT, AIREKECHRPERAPNAR, ELNERZREIROE , RE
BB EESEMMBRERERERBNT,

MREEERMBREBNEBREMBEETK , BUAEEIER, ETRFEEEEIBNEREGER

B, WA R EEERMBREFE,

NMRERERMBREBREBAY , BELPBERZR LNENAREE  AIRESEEERMRER
TREFEESERTEEE XA T Ko

EREMMBRESINRESR O

SavedSpace Ml W{EE N OptimizedFilesSavingsRate® 0 , R REEEPRE T EEERMIER
HiERR K.

ECHNERRHOREEES  ETARERFRALBRTRE, EOMNERRKNRTEE
% , Amazon FSx BERERELER BEIERENERENMEELS , BAR R ERREB IR
KRR, RERELAEBRRE , Amazon Fox BERERR LEMEBREPNG, NERIRGE
ENRGRELNIMAS  AONEEREAE,

MERERR  ERZGETEENZE

EEERMBRNERTAR , WREMBRNER R dedup HETZEE , AIESSRIKEEBHITZA ,
ERRARLTISEREBERZMA.

BARERREANMERRENRE , LEEMBRAEERB UM TIRKEEE. WRKEEKT
B, SR SRR E SRR M B [RIARRE . & ATFER G AT LA BRI BR P IR EEH 22 o

ERATIERF , SURREEHRRERE 5 T ERHIT.

1. FERFZEMAEEREBMERIEE , M Get-FSxDedupStatusti®. MFE - REFEE
HVEFHEER |, B2 RECREZENRE,

2. ERATIIRESE , REERMK 5 2EFTIURKREER,

$FiveMinutesFromNowUTC = ((get-date).AddMinutes(5)).ToUniversalTime()
$DayOfWeek = $FiveMinutesFromNowUTC.DayOfWeek
$Time = $FiveMinutesFromNowUTC.ToString("HH:mm")
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Invoke-Command -ComputerName ${RPS_ENDPOINT} -ConfigurationName FSxRemoteAdmin -
ScriptBlock {

Set-FSxDedupSchedule -Name "WeeklyGarbageCollection" -Days $Using:DayOfWeek -
Start $Using:Time -DurationHours 9

}

3. WRBWEEBHTAZHCBUR  FRIEREHRKKRE.

o

MEERERMERNFMEESR , 2R Microsoft 7 i 5 48 & R BR X4+,

/A Warning

FEZHTEESEEEHMBRAISE Robocopy HF , RAELEGS RS ERRERERN
BERTEY, MEFHMET , 5528 Microsoft Data Deduplication B & 14 X4,

EHEEERMRENRERR
UTREASEERMBRN - LREE -

- IRERRRARAERBTEEERMBREYE  BRHEQS8E8TEK . 8
iBGarbageCollectionfE#H UTC BEHN 2 : 45, MREWERRKELEXREERFR KL , 78
FEYIRTRETH. NREEBFAEESENIAESH  FHERTHEHHERRERERREH
7o

- RERHANBEEFEUTHECSERMER BeNBxETREESEBRNECER. Microsoft
EE 1 TBEBEERNE 1GBWREEBRIMTEEERMBR, A Amazon FSx 3K aE R 2 H K S 848
RAFWEEFNEMEBHNLER  IRRCEBEREUREZER KN,

- BITEEERMREE , URARENRERTRERAUBRBRESR  BUURHSKELCAERERR
FRARERKRLHT , IREKECHRDIERXNNEABR, WFEE—-STH , F28 £AE
BEE R BRREIERERE,

EEFEEFORE

AL EERRR LR ECRERELRSE , SIRHEAETUEANERRETFE, RERER , BTN
EHEEREUEZHE YEFERAEMNKEBAESE,
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B EBRIEEREENEAESAREFERIARATESE. ELREHNTHREAR , BHEED
ERESRE "HRZEETE. HRAL.

AR EEREREELRE !

- B - ARERERENFARTEORAERS , EHEEHMEEE.
- RE - ERERFENRFERERS

AL ERRESE  SLREBSEAIFRERRENERANTERE  SLERBESEMAIBEREN
EREE, SHTULRERE  THESECAEIFEAEAZOREEZE  URGEMARETERBEHE,

EREERNFFREAESRBERERRETER. REERAREAEEERNNTE , MR
BEREANERERRTEH. ERBARERK  SERERAERFRHA.

EHMZEEAENLRER K FTEASEAEAENT REFGS  WEERAEEBARE , YERZXH
EVEEE,

O] LABEA Amazon FSx CLI £ PowerShell LT RIGERE , TERRR L EEFAERFHRE. &
ET7HBUAERL CLI, 2B #EHA Amazon FSx CLI for PowerShell,

UTRAAREEFERAEREFEENSD S,

FREGEFEIEGS iR
Enable-FSxUserQuotas BB R EFHTEAERTEE , AWME,
Disable-FSxUserQuotas EFiHERMEREIHTERER TR,

Get-FSxUserQuotaSettings HEERRKNEBEEAERFFOIERE.
Get-FSxUserQuotaEntries HEERRKELENERENFEN B FEAEMEREEER,
Set-FSxUserQuotas BREMBIGEHERNBFENCEHERTRE, REEAU VU THEAE

UIEE.

BEGSHRLLRARMMESTRENSE, E2FEULERA , FEA #iT @5-7, HI Enable-

FSxUserQuotas -7,
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BINERRREERE

BOLIFEEF#IFEEREE |, 10 FSx for Windows File Server £ RZFENFEIFEE., F£H Amazon
FSx £# & AWS CLI, = Amazon FSx API RIEINERRZFKNHEERE , W TYEFR, WEFA
B, F2REERERE,

BNERRENRERE (XE28)

1. ¥ https://console.aws.amazon.com/fsx/ : // BIEX Amazon FSx £# &,

2. SEZERRR , AR EELEZHENRFEEN Windows ERRMK,

3. SHYENME, EREENRER. 3E 0 TREZERY  EEEERRNREFEIEZNER.

EMREEREAERALE,

4. HHWARE K REFILUBAFREIEMAEBNENEILEE  BEFEHU GB @
A%ﬁ-ﬁo

5. WAFMENRERE,

@® Note
MENBSEASEEZL KA BERIEN 10% , ZFXELRA 65, 536 GiB,

6. EREFNURBREREERN,
7. B AEERRRFHAETEEANENRSIERIEREREE.

BINERRKENFESRE (CLI)

= E I FSx for Windows File Server SRR ENRERE , FFEA AWS CLI i5 T update-file-
system. FRET5IS :

« --file-system-id ZREEEFHZERIRHEN ID.

- --storage-capacity WEZEADHLBRIEKX 10%,

IETILAE R AWS CLI 855 describe-file-systems RESIREHEE, F#tHadministrative-
actionsH &K .

WMEFMES , 52 AdministrativeAction,
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https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_AdministrativeAction.html

Amazon FSx for Windows File Server Windows £ & ER
= ool =1
ERmFEER

BMERRENRTERER , B LFEA Amazon FSx E12 A, API X ERRFAERMNEE AWS
CLI , R3EFFTR,

EEEEPEREMN
ERRRBRFHMEARETINERRSIERF , LA SEENEEN 10 BHRFEF.
WERBEFREEH , BURKRTIER.

ERTEE
ARENERFEFRE.
BERE
EHMERRARNEERERENE,
AR

EFHNBRIRE, SRREEFEIEEH , UENENTAR
- FERE - Amazon FSx B EIEFHFER , EEKRFAREE,
« #{TH — Amazon FSx EE BB EH K,

« EH®EIL - Amazon FSx ERINERRENRERE. MEREILEFRELESERRIRKE
BB EHN KB,

- B - REREEMEKIITK.

- KB -REFEEMRY. BER[R (?) ABEBREEFARFERNFEENR.
HEE %

RERECEFNEERERATRED L.

77 5K B

Amazon FSx W EIE FEERE RV IR,

EEmEhEE AWS CLI 1 API g in

A LAE A describe-file-systems AWS CLI #55 # DescribeFileSystems API B3R #2457 F B= 4%
REREBRESEEMER, AdninistrativeActions IS HEREEEESERREN 10
BEREEFEIE, EREBMERRENREESER , AdninistrativeActions@E4AME :
FILE_SYSTEM_UPDATE#! STORAGE_OPTIMIZATIONEIfE,
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T %% BE R CLI describe-file-systems tp S EI Ik, BERRXAENFEEFEZEIEA 300GB, MAEF
ENEEEME , TEREREEINZE 1000 GB,

"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 300,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"StorageCapacity": 1000
}
},
{
"AdministrativeActionType": "STORAGE_OPTIMIZATION",
"RequestTime": 1581694764.757,
"Status": "PENDING",
}

Amazon FSx 2 £ EIEFILE_SYSTEM_UPDATEENE , BTN AR R EFUBRMEBEEERRK. EFMOR
FAHERRAEMAR , FILE_SYSTEM_UPDATEMAEEEEE A UPDATED_OPTIMIZING, RERE
SHETHNEBKE , Amazon FSx 2B A EESTORAGE_OPTIMIZATIONE E 8iE, iE €8 /R CLI
describe-file-systems 5% [El FERY T 5l &+

ProgressPercent B BRETREFREIEFNEE., BRERXELLEFRIER
# , FILE_SYSTEM_UPDATEB)ERMARAEEEE A COMPLETED , ESTORAGE_OPTIMIZATIONEER
SHHE,

"FileSystems": [

{
"OwnerId": "111122223333",
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"StorageCapacity": 1000,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "UPDATED_OPTIMIZING",
"TargetFileSystemValues": {
"StorageCapacity": 1000
}
},
{
"AdministrativeActionType": "STORAGE_OPTIMIZATION",
"RequestTime": 1581694764.757,
"Status": "IN_PROGRESS",
"ProgressPercent": 50,
}

MBERFAREEMNAK , FILE_SYSTEM _UPDATEEBIERIARAEERE E A FAILED, FailureDetails
BHRUEEEABNENR , WT HEF TR,

"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 300,
"AdministrativeActions": [
{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"FailureDetails": {
"Message": "string"
b
"RequestTime": 1581694764.757,
"Status": "FAILED",
"TargetFileSystemValues":
"StorageCapacity": 1000
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MEREZEAMBENERER  FE2E BEIREETEFTH AN,

B BEHE I FSx for Windows File Server R FENRERE

BRTREFENEREEI , FEIE I FSx for Windows File Server R ZEMNBEDEN , BT
LAfER CloudFormation S8 B B8 INfEF. RPN BENBASREETARERERREEENE
ZRHER K BEEIEREFNFBERE,

It AWS CloudFormation EiA € HE)HNEBEECETAREREREMENME LY. ERALREREN
Amazon CloudWatch 7~ , UREBNERRZKRBEEEM AWS Lambda EHE,

BRAEREATISH

- BRRHKID

- THF#FRERE (BE)

- EEEf (Ao [FER] = GiB)
- BENMRERENBEIL (%)

 SNS FTEME FE it ut

- ARETRE (2/F)
ES]
- REHE

 CloudFormation &7
- fF BEIEPE CloudFormation

REBE

HEBLHBRSREE AWS BEinFRE THEIR,
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Parameters:

-FSxID

- Free storage threshold
- Adjust Alarm Flag

Amazon FSx for ‘ xxhc
Windows File Server CloudWatch Alarm Amazon SNS

F5x Reports CloudWatch

Free Space to - O
FS\( CloudWatch - & Triggers Alarm %
i « "Ool—
1

1 .

Expand Adjust Alarm
File System Threshold = Yes

| \

h

AWS Lambda

LLERREA T THISER

1. CloudFormation #8ZR& & CloudWatch /R, AWS Lambda BEH#{. Amazon Simple Notification
Service (Amazon SNS) 175 , AR FIE X4 E AWS Identity and Access Management (IAM) &
&, IAM BERAt Lambda BB I Amazon FSx API #R4ERIEF AT,

2. ERRERENTAREREBRANIEENERER , CloudWatch S#ERE R | WA EMEEZE Amazon
SNS 5%,

3. RAREESHBITEIL Amazon SNS =R/ Lambda E&,

4. Lambda HEBERBREENESLENEHEFNERRRARBEIE , IRTEFTNERRIRHEERS
=,

5. Lambda BRE A LR AR T AR EIERE  FESAERRRATRESENEEE S L.

6. R CloudWatch B /RARREF Lambda BEUIRER & RE/EIXE Amazon SNS 1751,

EEEIWIES CloudWatch B REIEFSTEMENEA | BXERBITRERE FBH4PIRMENERZRK
FEEE Amazon SNS EREETRY,
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CloudFormation &7

W ERR T EAMEH CloudFormation B BIZFE ok |, B T4 AN B 18N FSx for Windows File Server
ERXENHEERE, EEFHAMMBRIG R , B TEH IncreaseFSxSize CloudFormation &4,

BAERNTARNZ2E. REEASERAERRE , YRBERKENEREREH,

FileSystemid

EERE. CEEDENREFIENERRE D,
LowFreeDataStorageCapacityThreshold
EBHERE, BEEVRUARESERE  UBRBETIYBHENI GB EENERRARNREAES

E, IUERRKERERENBE I (%) *T. BB D LRRE , CloudFormation Si8& &
HEtE A GiB , LAfF4 CloudWatch BRERE.

LowFreeDataStorageCapacityThresholdUnit
FE5% A %o, LA LowFreeDataStorageCapacityThreshold GiB =B i EREMN A 2 LLRIE
E MNEL

AlarmModificationNotification

AR, MRREHAR , Y088 LowFreeDataStorageCapacityThreshold&#Z Ll A%
fBE RER{EPercentIncreasety &,

Bt , & PercentIncrease %% 20 B AlarmModificationNotification %4 Yes B , GiB HigE
# A FAZ A REI{E (LowFreeDataStorageCapacityThreshold) ¢t R BREEAEE NS4
Hn20%.

EmailAddress

E|HERME, EERM SNS FTRNEFHA it , YIRKWRFRERERE,

Percentincrease

BHERE. FEEIRERENEE  UBNREFENEILERT.

£ BEIERE CloudFormation

THREFERENMEE CloudFormation H& | LLE BN N FSx for Windows File Server &R XK
FRE, HBANEES &,
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Amazon FSx for Windows File Server

® Note
BERLBRSREEEMEEAH AWS RBMNIRE., WEFAEN K F2RELRBNEEFH
EAHEMHE,

B el , BAEE AWS RS HH Amazon Virtual Private Cloud (Amazon VPC) HF#11T Amazon
FSx ERZRHM ID., MF/EE T Amazon FSx BERMFFMEFA , 582 B Amazon FSx for Windows File

Server A9,

BRED B 1 S B AR R R

3
¢

1. T # IncreaseFSxSize CloudFormation 45, #MZEZE L CloudFormation &M EEMMER |
BIAWS CloudFormation A& ) TMTE AWS CloudFormation 12 & FETHE,

® Note
Amazon FSx B Bi{E B ARIEE AWS EiF, BABEERER Amazon FSx B AWS [E1F]
FRABI RS R, NBFMENR , 52 DK Amazon FSx ix BiAIELFEAWS — ik 2

=

REFAET T  BABRBREREEMERST RNE.

2. TEIETEH

i

BEENRFERE
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Specify stack details

Stack name

Stack name

FSxWindows-Dynamically-Increase-Storage-Capacity

Stack name can include letters (A-Z and a-z), numbers (0-9), and dashes (-).

Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

File System Parameters

FileSystemid
Amazon F5x file system ID

fs-0123456789abcdef0

Alarm Notification

LowFreeDataStorageCapacityThreshold
Low free data storage capacity threshold (GiB or %)

200

LowFreeDataStorageCapacityThresholdUnit
Specify the Storage Capacity threshold Unit (GiB or %)

GiB v
EmailAddress
The email address for alarm notification.

mmajor@example.com
Other parameters
AlarmModificationNotification
Would you like to adjust the percent increase for the next FSx storage increase event proportionate to the requested increase?

Yes v
Percentincrease
Provide the percent increase for File System Storage. This value should be between 10 and 100

30

Cancel Previous Next

WAERERE,

HR 28 FRBEAN2H  IRBERIRNVIREREM. RREET -,
WABBRERFIENEMEERRE , RAREET —F,

SHEME  BREXRIERSRFBE, BV ARIEREAEL IAM EROZES R,
BERN B HESR,

N o o bk~ ow

BRENRERE
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BT LAEARRERE Y CloudFormation X2 A iR ENRE, BEZSEAN S 2 EARFTE
CREATE_COMPLETE #R&E,

ERTIHED

T
*

BUMEBCR  EBuFERHERNERLSHHSERMFTNERENEE, MEFHAEA
BAWS CloudFormation  fFR&EIER) PHEZEHHESE,

E# FSx for Windows ERR KN FEFEREE

IER LA EEM HDD 7 REM SSD RENERRENRERE, & LUEM Amazon FSx £24
AWS CLI, = Amazon FSx AP| REEERZENREEE K MTIEFAR. WRFMEHR , F2
REEERZENEEFEE,

EHMERRENREFEE (X£8)

1. ¥ https://console.aws.amazon.com/fsx/ : // BIEX Amazon FSx £# &,
2. EBFEERRE  AREBEELEFNRFEIEMN Windows EBERH

3. EBMET , EREMFRERER. 3E , EHEERD , #EH HDD ZNEMRE. ENHETEE
BHEERELR,

4. HYFMENRFRER , EE SSD, BEEMUMBRFERERN,

AT MER AN CL EREEEREFNLE.

EHMERRKBENFEEEE (CLI)

= ZEFE# FSx for Windows File Server iR RENRFHE |, A AWS CLI a5 T update-file-
system. FRET5IS :

« --file-system-id ZREFHZERRHEMN ID,

- --storage-type £ SSD, & LM SSD EFRERYMRE HDD fFEFEEE,

IETILAE R AWS CLI 855 describe-file-systems RESIREHHEE, F#tHadministrative-
actionsH &K .

WMEFMES , 52 AdministrativeAction,

T

&
b
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-direct.html
https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_AdministrativeAction.html
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B i B

BERZXFENREFHEEN HDD EFA SSD #EF2% , BuLAEMA Amazon FSx £# & AWS CLI,
AP ERGEELFEHNEE , T EFIR,

i EREAPERERRREN

ERRRRFMEARETNENRSIER L , ZAUURESEEHHEEN 10 BHRFTER.
WERFREER , EURKRTIHER.

L3 g kil

THEHE R R,
BB

SSD
AR RE

ERTHY B ARG, HRREREEN , TRRNENTHA®

« 3R - Amazon FSx W EIE#HFER , B RKFARERE,

« ¥4TH - Amazon FSx EEEEEFHF R,

- EHMREL - SSD REHETHRBEARE. ENSFEAENKELRE  BEFERINE , &
LEHAR , MEBURMETE HDD M SSD BB MAEER. EMBETHE , A SSD MeE I H#H&
BMBAEM.

- BREMK - REREEEFRSHIITK,.

- KB - REEEEMAN. RE[WR (?) LEBFBEA,
HEE %

KEAN B D LB RERELCEFNEE,
77 5K B

Amazon FSx W EIE FEEE RV R,

£/ AWS CLI 1 API BS1R E 5T

B LAE A describe-file-systems AWS CLI @55 M DescribeFileSystems API B3R #2457 F B= 4%
BRAREEERFHBER, AdninistrativeActions [E5IEH HSESTEEEHREMN 10 @
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EIREHEE, ELEMERRFEN SSD IOPS i |, AdministrativeActions&E4A 1A :
FILE_SYSTEM_UPDATEF STORAGE_TYPE_OPTIMIZATIONEI{E,

EHERRMEH SSD IOPS

HAFER SSD fFRIRAENERRE , HER SSD IOPS B AERRRKMLABTNERLAEE
PEAMKETHANEE IOEE K MASENREARNFANER, BALER Amazon FSx x
&, AWS CLIZk Amazon FSx APl EFER R SSD IOPS , N HREFFR, MEEE SSD
|IOPS MIFFHIE , 552 B & SSD IOPS,

FHMERRHKM SSD IOPS ( £##4A)

1. ¥E https://console.aws.amazon.com/fsx/ : // BIEX Amazon FSx £ &,
2. gﬁiﬁﬁ%\l L, %?ﬁ&#!@ggiﬁ SSD IOPS Elg WindOWS ﬁﬁ%\l Lo

3. HEBMET ,EBEEHH SSDIOPS, & , ERHEEMRTP , EHME SSD IOPS S ERLH. &
#1 10PS 2 #3 & FE B B AL

4. #Y EX  REEDUEAEME. MREEZFBE , Amazon FSx EHBABNERRRE
GiB A EME 3 {il SSD IOPS, MREEEFEAEME , A 96-400 , 000 LERAYEM
BH.

5. EFEMURBIMHER SSD IOPS EHf.
6. BALEERRKHFMNETEANENRSIER LEREMNER.

FHERZRAM SSD IOPS (CLI)

& EE# FSx for Windows File Server f£ 2= R4/ SSD IOPS , A --windows-
configuration DiskIopsConfiguration B, WEBEEMESE IopsH Mode :

- MREEEISTE SSD IOPS HWEIE |, 55 Iops=number_of_IOPS , FEXx#& AWS HWEEH &
EBR%A 400 , 000Mode=USER_PROVISIONED,

o MRIEFHE Amazon FSx BEE N SSD IOPS , & A Mode=AUTOMATIC , EEZEMA Iops &
B, Amazon FSx BERRRAK LB BHHES GiB 175 E 3l SSDIOPS , X AWS EFHH
% 400 , 000 1@,

B LAE A describe-file-systems AWS CLI i S REESZEEHEE ., FE#itadministrative-
actionsH &K .

WMEFMES , 52 E AdministrativeAction,
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https://docs.aws.amazon.com/fsx/latest/APIReference/API_AdministrativeAction.html
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B MmER SSD IOPS E#T

EHMERIZRAENME SSD IOPS BE®R |, B LIE A Amazon FSx £#4& AWS CLI, 1 AP| Ef32
SSD IOPS EFfMIEE , MR YR FFTA,

EEEAPERERM
EERRAARFAETARETNERNRSIFERT , EULRESEEREEN 10 BARIEN.

HAMER SSD IOPS B , B LB UATER.
X g ctidl

RAIEERV{E A IOPS M SSD IOPS,
BRE

EHERRME IOPS R SSD IOPS WY HEZE.,
AR RE

FHWERREE, ¥R SSD IOPS &1 , WREMNEN TR :
s FIRE - Amazon FSx BRBIEHFHER , B RkAKRERE,
« #1TH — Amazon FSx [EE RE B #HEK,

- EFTEREIL - WA IOPS B TARTHFEHNBARE, ENERSTEAETMRELARE |, It
REBEFERNE , FUHHE , TERENFIRELT L —EBRINFERZEEE IOPS ¥
RE, EHMBETAE , #TRY IOPS BREITARBERFE A,

« B5TA — SSD IOPS E#HE KM TE Ko
« KB -SSDIOPS E# kM, EEFERMHR (?) UEBREEFAUMERNFAE
EE %

&II{

[¢]

BERECEFNEEERATAE D L.
R

Amazon FSx W E| E FH BN ERE RV EFRE .

£ AWS CLI 1 AP| EE4= & ¥

B LAE A describe-file-systems AWS CLI @55 M DescribeFileSystems API B3R 447§ B= 4%
R R SSD IOPS E#5EK, AdministrativeActions [EHEHHESESEEIEERMN 10
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BEFEHBIE, ELEMERREMN SSD IOPS i , AdministrativeActionsEE4A 1A :
FILE_SYSTEM_UPDATE# IOPS_OPTIMIZATIONEh{E,

BEEEERMER

A LAE Amazon FSx CLI £ PowerShell LETRIGERE , REEBERRAEN EEE LM BRERE,
WNZETE PowerShell E{#f Amazon FSx CLI i BEEMEEMEA , 2R £ Amazon FSx CLI for

PowerShell,

LT RAAREEERMBRNGT.

ERERMERD T

Enable-FSxDedup

Disable-FSxDedup

Get-FSxDedupConfiguration

Set-FSxDedupConfiguration

Get-FSxDedupStatus

Get-FSxDedupMetadata
Update-FSxDedupStatus

Measure-FSxDedupFi
leMetadata

Get-FSxDedupSchedule

New-FSxDedupSchedule

iR

EERAR LRAERERMR. ELCRAERERMERE &
REMAEEERM R RO ERBE.

FRERAA LNEEERMEREE.

HERERERMRERESR  eBRECHNRPIERKDNER
i, BREEE  URFFRNEREENER K,

SFEEERMRERRE , SRREILNRNMERKPNH
PR, BHEERE , ARBEBRNEREEMERK,

HHNESERMBRRE  TESHRBY , HEERREKREL
HEMERRAEMRE, B , URERRFE LSREEERMER
EHH TERAMEE,

HEREEERMRSECPRER,
ATENENENRNERERMREEER,

MREMBR—BERK , FREBNMERETUERERRF LK
NEEREFEE, EXEFEEREHMERRAHNER K ME
BEERMRSIZEFEMLERERLZME—8Y , ASHEMER.

HREL B B E =M EEE R REERE
BYMBTEEERMEREERE.

EEEEERMER
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EEERMBRES iR
Set-FSxDedupSchedule EERAEEERMBRIERENHEREEE

Remove-FSxDedupSchedule  MIBREEE R BRIERE,

Get-FSxDedupJob B FTE B 1T ST 5 EE E R R TR ARREFE ..
Stop-FSxDedupJob BUE — = Z B EN EEE R MBRER,
BEGTWRLRPAREMEGTBENSE, EEFHIMERSA , EFEA BT w , 530 Enable-
FSxDedup -?,
B A ERE R BR

EALAE A Enable-FSxDedup#s 5 #E Amazon FSx for Windows File Server EX{Z FRAEEE
RHMER , IR,

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {Enable-FsxDedup }

ECMAEEERMRE  SEVRERSIENER, SUNUERAUTHTEY, SRMBRIEEME
&

A LAE A Disable-FSxDedupm T RELEEFEAERRK LN EEERMBRINEE,
B ERERMBRIERE

HATERHBREASHIBERTEEERE , BEALUEMA New-FsxDedupSchedulefr TN E
BERMBRYEE , TR, ERERMRIEEFER UTC B/,

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {

New-FSxDedupSchedule -Name "CustomOptimization" -Type Optimization -Days Mon,Wed,Sat -
Start 08:00 -DurationHours 7

}

LHSEEIAZA CustomOptimization WHERE , HEH—, EFM=MERAANKHT , #EXL
£8:00 (UTC) BAAER , RERIFEREA 7 IR , 2RNRERNELT , AEEL,
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AR BUNNEIESENMRMRERIETSERABRAANERFRE, BY B TEEERMER
EHEl , MREFTFE , ERLEERERES.

A LAE A Set-FsxDedupSchedulef B REAFERERERMEREERE , TR

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com
-ConfigurationName FSxRemoteAdmin -ScriptBlock {Set-FSxDedupSchedule -Name
“BackgroundOptimization” -Enabled $false}

& T L E A Remove-FSxDedupSchedule -Name "ScheduleName" & #BEREE & BMBREERE
EEE , M E®SEBackgroundOptimizationE BHHBRHFEELZEXI B , ALETERAE
Ao

ERERERMBRRE

BELAEA Set-FsxDedupSchedulefm B RIEBRENERTERMBRERE , WTFIR.

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {

Set-FSxDedupSchedule -Name "CustomOptimization" -Type Optimization -Days

Mon, Tues,Wed,Sat -Start 09:00 -DurationHours 9

}

P HEENCustomOptimization#ig , MEEH—ZEH=NERHXEHIT , #KE8X
E49:00(UTC) FHtEER , RREEREA 9 /N 2REBNEENEITEEL,

EEEREIERECHBARERERERS , &M Set-FSxDedupConfigurationiif,
BRECREFEZEANEE

FERBERATEEERMBRPHENUKRZHE , FEM Get-FSxDedupStatusii & , MTAT
o

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FsxRemoteAdmin -ScriptBlock {

Get-FSxDedupStatus } | select
OptimizedFilesCount,OptimizedFilesSize,SavedSpace,OptimizedFilesSavingsRate

OptimizedFilesCount OptimizedFilesSize SavedSpace OptimizedFilesSavingsRate

12587 31163594 25944826 83
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® Note

TSN TERPERNERNTE  BTEXERAELE
Capacity, FreeSpace, UsedSpace. UnoptimizedSize # SavingsRate,

HEREBMBRETHED

EATHER , UBER B RREANE A BEERMRE ) — L% R,
3

- EEERMS L

- EEERMRESARES O
- BBRERR  ERRABETEERZE

ERERMBREREF

EEEEEEERMERMN B RIARRE | BT Get-FSxDedupStatus PowerShell s S UAMIRZHEE
ERMBREBHTTRARE, WR—RZSEEHEAY , ABRRF L TEELIFITHNFESEEM,

ERENRBRERRAMNEERRRRLERTE.

- Microsoft 2@ & FHER 1 TB BEERMN 1 GB iLEE (ST 1 TB BEERZEL 350 MB). £
Amazon FSx MEERRYEBRERRFRIZEFTEMEHNLEE  YRALEREREUBTHE
WERKDN, MRFR , REESERZANHEERTERESENEE 1 TB BEENITEBEER 1
GB K E#R.

- ERERMBREKIRES Windows BEMNTERE 25% i BERERE K ERXRTHRESR 32
GBiEREMNERRA , 8CB UTARERERMER., LEHBEERUREN (A Set-
FSxDedupSchedulef B H 28 -Memory). AR , FABRESNEREEETHRTEZE
EREEREUEE,

o BWAILMERERERMBRERNERE , LURDFIENGCERE, flu , BUURKRENMAERERE
RENFERK LT, AIREKENMHARNMERRDNNHR,. ELANERRKESTZIONE , Bfw
BEERREEEERMBREEERERBIIT,

NREEERMBREBNRERTEMEETH , ZEAEEIHER. CUTREFEEEIBNERIGER
B, WPrmR g EEE R BREE.
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https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/install-enable#faq
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MREFERMBRABREEAY , BELYBERRR LNENAREE  AIRBEEEERMRER
AREERE S ERTRESE — IR IR

ERERMBRERNRESR O

SavedSpace fl BWEE/OptimizedFilesSavingsRates 0 , RREBEEFRE T EEERMBR
WIERRR.

EERNERRRNRERER  EVRSEREFRE(BESTRE, EAENERRARENRERE
BF , Amazon FSx B ERF&EILEFHEBCER AN EEERMBRESR , KERNREUMKER I
KRB, RERELEBTRE , Amazon FSx BEERRM LBBEEEERMER. NFENRES
EN@REFREICHFMAET K FSREEFELESE.

MERERR  ERZETEBAEZD

ERERMBRNERTAR , WREMRNER R dedup HETZE , AIESSRIKEEBIITZE ,
BRAKLTEERERZRA.

BRRERERRANMERRENRE  UEERBRABERR UM T RKEEHE, WRKEEHT
&, BRI SRR B R ARRE . & ATFERE T LA BIREMIBRh RIEE R /.
ERATHER  SURREEBRER/E 5 DERHT,

1. FERFZEMAEERERMERIIEE , A Get-FSxDedupStatusin©. WMFE - REFE @
HAVFEAER  F2H A CREZENEE,

2. ERATIIRESRE , REERMK 5 2EHTHURKREER

$FiveMinutesFromNowUTC = ((get-date).AddMinutes(5)).ToUniversalTime()
$DayOfWeek = $FiveMinutesFromNowUTC.DayOfWeek
$Time = $FiveMinutesFromNowUTC.ToString("HH:mm")

Invoke-Command -ComputerName ${RPS_ENDPOINT} -ConfigurationName FSxRemoteAdmin -
ScriptBlock {

Set-FSxDedupSchedule -Name "WeeklyGarbageCollection" -Days $Using:DayOfWeek -
Start $Using:Time -DurationHours 9

}

3. WRREEBHTAZHECEHR K FRIEEREHFRKEKRE.
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£F DFS r B = E

DFS & ZZ 2 — & Windows Server &k , ATARSVRATERERS XA ER K2 HE—
R EBELEETETHE, EEFABTUERBRAAER®K  EFE-RKESEMURZEARERR
HENER , TEMTR. RTHEBNHRE " EZEAERAFREERLANERZH ,

5/ DFS & ZE A% % @ FSx for Windows File Server iR &4 48

B LAE A Microsoft 2 8N IER R (DFS) v & Z=M , 5% 1@ FSx for Wlndows File Server #£%
R LNWERIAEA—BEAENREBITEEE. FADFS MEZEMHE , BUUEERFEFIE
BIEBAEERENENE —ERRMK 64 TB) RARTERE , Ei%ﬁli%%lﬁ PB. Z<HifREA aa7E
% {8 FSx for Windows File Server #R X #t L5 E DFS @& 2,

DFS @& ZZ M2 — & Windows Server Bk , TRARSNR TR AR LW EAER K2 EAE—
REZEBELFETETE, EEFAZTUERBRAAAERK  EFE-KESEMURZHERERR
HEMER  WTEFRR. RTHEBNR—EZAERERFHEREANETRZN

Names; erver 1 nespace Server
! nce) EC2 instance)

FE G
A0
Viexample.comi\corp Ws-012345678%abedef example.com\finance
F N
b wnance A0
r Ws-9876543210fedcba. example.comimarketing
F ‘ \marketing
X
- e m
Cl
on E

ients Ws-abedef0123456789.example.com\sales
2 instances)

FSXa

43210, phe.comihome

MEFEA DFS & ZE B2 #H Windows BER R step-by-stepfeF , FESH EE—HEZEBTEZ
EERRFKEPHE. FSx

£ AT 7 o e

Amazon FSx for Windows File Server X Microsoft 78R &R K&K (DFS), EiBFE A DFS &
R, WAL ERER 5 BEIZE Amazon FSx ERFRZMK , WERMEE (EBEERMBA ) REM 10
REMTHEESH, AR, EOARATUZIEARIN —BTEZH TERK —HEER. KR RIRE
FHRERERSEABRINERERER , YRHRFETANERREF. RS EFTERBFRER
WEABRX TR TERNBEANEERS |, UER SKERN K,
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BRI AR PIRENBRARMEH DFS A ZERERER , LEBRERIERMEE , £%18 FSx for
Windows File Server E R AP K — o EERN B/ E AFIE,

EE-wRZRTHZEERRRIE

ERERFY S EMEBETAZHEMARSS LEBIE - PiREaE 2™ (example. com\corp) , AEHf
FIE %8 FSx for Windows R R#H ( B1#. 1788, $8E. Home_directories) LWERILA, &t
BEGEZETRENEERLA  SEAERAANSERHEEAEEHEQEFTEEREE FSx for
Windows ERARMKLVHLA. ERLNEAEFEABATEEZAFIERLA L MAXATERR
HANEEERRKIEE DNS BH,

® Note
Amazon FSx £ #7118 % DFS £ AKREHE B 8%,

HZEERREDEZERR DFS R =M

1. WMRENEKRZFE DFS v B = RFREFHIT , BRI LAEA setup-DFSN-servers.template
CloudFormation &4~ E) — ¥T|—J_IFH'I”£EI’J DFS s B =R fReT. WMFEEI CloudFormation &
HIEFHEERR , FE2BIAWS CloudFormation  fEA&#EE) FHITE AWS CloudFormation =32 &
FEIME,

2. LIAWS ZEREBEFHETINEAEEY  EEEL—ESBHBEBNVES—E DFS tr & Z=E1E
k5. WMEFHMER , F2H (Amazon EC2 EAEEE) PIERZEELZN Windows #1T{EE,

3. BB LATFELDFS EEEE A, BRBHBINEERIEEIT dfsmgmt.msc, EEBHRL DFS
Management GUI T &,

4. EEDHE, AREEFHEZE  BALKARFAEBNE—E DFS & ZEMAMRFNERS
B, RREET S,

5. #HEE WALEEIMNGAZM™ (61 corp).
6. BEFERTE , WIRBENERBREEENT T, 1BE Next (F—F),
7. REEXRNVPEHESEEEIZEE , REEA Windows Server 2008 iREIE | RBBET—F

(® Note
Windows Server 2008 #& =, 2 @5 1 2= 8 Y & 5T 7] 218,

8. MEABMEZEERE A ARREBEFEI.

BERARIEA—EHE=H 247


https://solution-references.s3.amazonaws.com/fsx/dfs/setup-DFSN-servers.template
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html

Amazon FSx for Windows File Server Windows £ F &7
9. HEHBIMNGBEZEATERMEUNGAZER  BEDE  ARBENEGEZBRAMRKER.

10. WALRDEZBAMRB[REAE @ DFS v & ZEAKRF[HEME R

1. BRRESRTE  RBENFERREEENHT , RAREZERE,

12. FRZERIZIzTmBZEHENAR (B—TERAE) BE  BREWERK K WAERXNEE
(B0, financedt¥ BB , RBRBERTE,

13. WABRFLE DFS mBAZEMER KL UNC XN IEEERLHM DNS 28 ( Hlm |, \
\fs-0123456789abcdef@.example.com\finance) , AEREIEOERKBE , RE 1B ER
Eo

14. IRHEAFEFE -

a. EERREIMT,
b. REMHMAARGHRT , ERIE.
c. EBERBEMK, K DS TEMFENKR , RRBFHEE.
d. REEENLRAFT , AREFHTE,
15. {REMERKRYEFL RS , BIERE, HERREERRZHTEIL.
16. SHHEHMEGRZE THANEMERR  EEKEMNEDSE,

f£F DFS B Z2REREMER , LEREOERENEE

T Y RFE5/8%EE Amazon FSx L2 DFS R AR , LESEOIER NG, FEHEfl+ , TRE
corp MABAZEBPHENSKFTRBIEFEF. ERMER "A-F, . "G-MJ M "N-Z, BEREFRENE
*,\;ﬂlﬂ ﬁ%ﬁﬂxﬁﬂ“\ 110 K/NA |/o FERER  SEZAENAESEAERAZ AR TS E
R, BESRHEH, #1110 FEGREFTEIFEANFERERAA, Fick , BEGEEHRSXE
50 , 000 1I1’?'-?=.<,\Fﬁ DR ABETEE PB H’Jﬁ%ﬁ@;o

£/ DFS WA EERERER , UBRERER WL 248
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J U

Namespace Server 1 Namespace Server 2
(Amazon EC2 instance) (Amazon EC2 instance)

FSxa

\\example.com\corp Ws-012345678%abcedef.example.com\A-F

- FSX@

| L—| —\G-M Ws-9876543210abcdef.example.com\G-M

L L e

Clients
(Amazon EC2 instances) F \(
S/ 0

\\fs-abcdef0123456789.example.com\N-Z

RERBMIERMEEN DFS R =™

1.

WMRIRGRFE DFS v B ZERIAIRERHIT , BRI BAEH setup-DFSN-servers.template
CloudFormation &3 4<Bx &) — ¥T|—J_IFH'I”£EI’J DFS R =R [ARES. MFEE L CloudFormation &
HEEMESR , 552 BAWS CloudFormation  fEF&ESE) FHITE AWS CloudFormation £ &

FEVESR,

BAWS ZEREESHETNERAES D  EREL—EASRPEBHHE S —{E DFS B =M
AR5, MFFMEF , 528 (Amazon EC2 EAE M) FHERE Windows HITEEE.

FHDFS BB XA, FRMBABINEERIHIT dfsmgmt.msc, EERR DFS Management GUI
TE,

BEPE  RAREEFHEEE  WALRARFREBNE—(E DFS h & ZBAMRBFNEMKS
B, RREET S,

HEER K WALERIMNGEZEZ[ (HIW corp).
BEFERE , URBENERBREEHENT . #E Next (T—%).

REZEINFER VB R ay 2 22 B8 1E | R EBIZHUA Windows Server 2008 #3218 |, RE&BRE
E-F_io

@ Note
Windows Server 2008 & =, £ ip & Z= B /Y & 37 7] iR 1E,

BREGEZERE , RERER,
EEENGEEZE T REEUN®E ZEE | EEEE , AREENEGTEZBMAMRESE

£/ DFS WA EERERER , UBRERER WL 249
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10. WMABAWAEZEMAREIAAERZE—E DFS s & = RFARI[IVER AR,
1. BEFERE K RECZNFERB[EEEWTT , AR BERTE,

12. ABERZL B ZHENAR (E-—TEEAR ) BE  ZEFERR BAS—ERAINE
BRERE (FIWA-F, 1) , RARBEHRE,

13. MAFRELBE cEREALHAN DNS B8 |, XA UNC KX (Hln\
\fs-0123456789abcdef@.example.com\A-F) , BERIEOERKRBE , AR BERTE,

14, MREAREE :

a. EERREIT,
b. MREMHABFARSD  EFIE,
c. EBERBEMK , WK DS TEMFENRK , RRBFHEE.
d. REEENHRAFT 6 RAREBEWETE.
15. BEMBTHANENRER , FRERE.
16. SHHEEMEZHEDEZHANEMES  EESREES R,

EERRESE

ER MRV ERRENEEERE |, UHBBREEENEE, BAERERHP—BEHE , TR
EFEE FSx for Windows File Server ERAZAMVERARB[ULERERNREE, EENRIEERE
tEEERMARSFLERESHNED /0 24 (IOPS) BN AXENIRIGEE, MEFMHENR , F2
BFSx for Windows File Server 3{#E.

ES-]

WEERENEFSK

ELEUERRENEIXESER , Amazon FSx B ERRAFENERMARSFUBRAETERESESE
ELBMIZENERMARSE. ¥AZTHEERRS , RIFHVERMFRIFTZE Amazon FSx BREF
WEERARINMAEERZARSVREEZEHRERENREDNE, CEHERERERIBIRESR
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AR==RE  E-TAEERRREBEEICERL E. FNhEERE—BTHERRRER  Begaf
WEVE M.

@ Note

ERIENHEBRIENRE  RRBR (SRBEERTENB R ) THRILEE, HEBRETEEE
HRBERTEATS , ETMETEE.

HREZTHAEERRR  BrEFERERSENEHAFEBENAEEE , M Amazon FSx BIEEIFA
REFNFREERMARSE. TEHEFEEEURERRRHEBNENARETENE  BRIXENTMA
BERESHFAKNERARFRGE. ERRNERMFEREFIRE LER , FSx for Windows #1117 E#
BEFER , URARERRELS EHEHERFRES.

FSx for Windows EEMMEFRELS EZBHEARANEAENTERERK. T8 , ENESEFY
REASRBEBEFHNER . EXRTAFEEEH—NED , KEENERDURFTEDSEE. At , &
MESHHETEERRRNENRANEBE  EHURRNERRK LENRANMEE, IRENTHEERER
BRERAMNIOPS , AIEHESEFARZIEERNEE , YEEBINNREER,

HULHE  SHERREKEETAR  EATRIENEBSHIFERE , RMAEBCEERRARAER
D, EURENBNBEIERE, RMUERCRAERRREEONWEERE  RTIHEEH
A, BEHMTREDSER  UBLERESHFRERE. &%  EMNERCEERRARAHRERAUER
ERENTE,

HEMEERMEERE

Amazon FSx E& Amazon CloudWatch & , A ZAEREZRENSENZERERK. B LUEB
ERXRRFAEEHONEE (BWXEMN IOPS) BUARBEL/EEENEY  URERRFNREXERE., &
FRENREEFEE, B LERA CloudWatch IEENRREES F LM E RAEMBE, MEFMENR |
FS B A Amazon CloudWatch B5#2,

FSx for Windows File Server €4R3% Amazon FSx I AME R RFFMAET Em P Y BB M EeE
RIRFPERRZFAL CloudWatch IBEE , BIHNFERE, EEFRRZEERE  URTHHEXEREE N
FERNEMERRRIEE, NEHAEN , F2RVEEENES,

ATLNERZARABRERCANBEERE , TEFEIEEENERRE  EREXBELAEERRK LR
FAWINEEFTENBENAREEER. N, MREBEEHTEEERMER , HEERNBEXERE L AR
EHNERRE , URBEMEENRERFITEELERMER. NREFANREFER , BFRBEER
EENIZELATEEHAHEEEN =1 , LUB%K Windows Server fIBRE FEZA, WMFFHMEHR ,
ESENEERELHVMENTFE,
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EmEERE

BRI AR Amazon FSx £#A. AWS Command Line Interface (AWS CLI) 2 Amazon FSx API 3
BRI ERRENBIEAERE , W TFIRFATR,

BEARERENREIERE (EEEH)

1. BARX Amazon FSx XA , #8it A https://console.aws.amazon.com/fsx/ : [IWww.o
2. BEERERRLE  ARBELEEMNAIEZEREN Windows BERRMA.
3. SEEE  BEFHRIEE,

FE A6 EREZEERT  EEERRARBEETEZNERN.

BN ERERERENER,
4. BEEPRERIERENTE,
5, REEHNUMBBEEREEN.

@ Note

ENrERRER  SUAEAERRRETHBEYHERE  YETLAH, E—1
AEERRAREENHEREFEETNEEEM.

6. LU EERRRFNEAAANENRIBEBTFERENEE,

&I LAE Amazon FSx £ A, AWS CLIFI API REEIREIERE, MEFMEN  BFSEER
HIXEREFEH.

BUERRENHEIELERE (CLI)

EEEMFREOERRENEEERE | BFEH AWS CLI %% update-file-system, RE FHISZH :

« --file-system-id EEREFH 2 ERERHKN ID,

« ThroughputCapacity ZEE ; AREA
8. 16, 32, 64, 128, 256. 512, 1024, 2048, 4608, 6144, 9216, 12288 MBps.

SO LA Amazon FSx 324, AWS CLIFI API REEREIHEE, MEFHMET , FSEEEH*
EREEWN.
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ERREEREEHN
BRI AR Amazon FSx 1A, APl fl EREEEREEHNWEE AWS CLI,

EEIRAFERREIERESE

ERZRRMFAMEARETFNERRSIREP , ERSEEMBERRN 10 BESRITEMBE.

Updates

1 &
Update type Target value Status Progress % Request time 'y
Storage capacity 154 @ Completed - 2020-05-22T712:14:58-04:00
Throughput capacity 64 @ Completed - 2020-05-22T712:14:50-04:00
Throughput capacity 128 @ Completed - 2020-05-21T13:55:58-04:00
Storage capacity 140 @ Completed - 2020-05-21T13:55:30-04:00
Storage capacity 122 @ Completed - 2020-05-18T11:36:33-04:00

HRBEBREEMBE , EUURETIER.
ERTRE

RN ERREERE,
BRE

BEEERRARREETEFMENE.,
R G

BN BERIRE, RAXERETH , JeENENT ;
« 57 - Amazon FSx B REIEFHFER , EEARBEREE,
« 17T — Amazon FSx [EE R B #HEK,

« E#FHZREI - Amazon FSx EEHERRKAVMEEE /0. CPU MEREBEIR. FAVHTR 1/0 MeE
FMATARBARE, EHNBIURERER L —ERERERER BT /0 MeE , BEREN
ﬁ%%ﬁ?’@ﬁﬁéﬁtﬂk%&%io

- EX-WIAERBENEHIITH.
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s KM -MAEREFH AN, BERBR (7)) UEBREEFNMABERWFHEENR.

AREE

Amazon FSx WEIEFH BRI EE,

£ AWS CLI 1 AP| Efi28 &

& LAME A describe-file-systems CLI #55 # DescribeFileSystems AP| Bi{ER IR M ES IR E R R K
FEEEWEER, AdninistrativeActions Y5 HEEEESHIEREEMN 10 BREEFHEE, E
BEUERRENMEERER , @EEFILE_SYSTEM_UPDATEEE B 1E,

T 5 HIFER CLI describe-file-systems i SHEIER#&. BERENEEXESFESH 8 MBps
HEHXEREA 256 MBps.

"ThroughputCapacity": 8,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"ThroughputCapacity": 256
}
}
}

E Amazon FSx B TR REBIER | ARRESBE A COMPLETED, A% , INWZERETHERR

#REERA , I1E ThroughputCapacity BHEHHER . E®HETRE CLI describe-file-systems 8= H T
S Bl e 8%

"ThroughputCapacity": 256,
"AdministrativeActions": [
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{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "COMPLETED",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"ThroughputCapacity": 256
}
}
}

MRBEEFTEMBHAN , RESEE A FAILED , M FailureDetails B =M AKMNIEEE
Ao MEMEZH AREIENHBEN , B2E REIREEREETR L,

EEHERER

B3 FSx for Windows IR R , B4 BEEHERER HEXARTHES —Ei#E

« IPv4 AFENERRRECEAPBRBEBARESE 4 R (IPv4) ETER.
« Dual-stack JELNERRREFEARBERBEAGES 6 iR (IPv6) M IPv4 #EITEH.

RO LARERFE A Amazon FSx B E# 4. AWS CLIAWS API i EA—1{E AWS SDKs FRE
FSx for Windows IERRAENMERER, fla , MREMN FRERERXE IPv4 F IPv6 B4t , &7 B
RENERRFAERIPvi-only EFAEHEBER K S HBERIREH AIPv4-only,

e SRR

MREBEER IPv6 AFIRREFINMEE Amazon FSx ERR& , CEXFEHEHEEN, B8

# Amazon FSx IERZMREAFHEHE T | B LR IPve AF RN IPv4 BB Fix, #E
Amazon VPC, % —1{@ AWS tkF VPC R HBERBFIERER,. 0, 4 Amazon FSx 182
RIFREBERAEHBNERT , BULIEREYN IPv4 AFIRMFH IPve AR REREREERR
RPRNERER,

HBIEFEER , Amazon FSx #l Amazon VPC €4 H IPv4 EuHERBE. Fik , AR IPve B & R1E
|, BAAE KR Amazon REH IPve EIERIBIEHEEE (CIDR) E#igRi VPC M F#5 , Tee#
Bl Amazon FSx R R IPv6., MFEA VPC A IPve W& , 2 (Amazon Virtual Private
Cloud ER&¥ER) FMEERN VPC $iE IPve X iE,

EEARERR 255


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-migrate-ipv6-add.html
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55 ¥ |
SBERERER

BAILAE A Amazon FSx £#&. AWS Command Line Interface (AWS CLI) 2 Amazon FSx API &
WERREOEREE,

PEFERRARNEREE (££8)

1. 7E https://console.aws.amazon.com/fsx/ : // BARX Amazon FSx &,
2. SEZERRR , AREELCEZEFHMERERM FSx for Windows ER R R,
3. HHEMFE, BEEENMERKRER, 3F K THEREZLSEARTD  EEERRARERERENEE,

BT EREAERALE,
4. SIEFENRRER | BEF IPv4 S8R,

- MRIEEE IPv4 , AITFEE—TWHERE,
o WMREFEEFE Dual-stack , BEERERRIZARHHASFERADN IPv6 bt &E

. H VPC HWKEE IPv6 bt 5B — Amazon FSx € H & —{& VPC # IPv6 CIDR #iE
BIEAAN /118 IP it FE | LLUAEERRFEN RS IPv6 i EE,

5. BEEWN.

ERERRFN AR (CLI)

EEBSURRRENPBRER | BEA update-file-system CLI &5 ( REZEH
UpdateFileSystem API #4E ) , B T~ 5IE BT R,

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef@ \
--network-type DUAL

Z =2 Amazon FSx &R

BTHBEEEERRFEMEM FSx for Windows File Server B8 , KA UEBRERIEE SN PEE
PIEMGEBEER. EBUZLUTRANARNDEAWS ER , flin , kAR, HEEHRE, X
FZEREENERNE , EHERER , RA—SEBUMUMKIRAIIERNER , REERIBENER. &~
FERAEEY REBMMAEL M.

ES]

sgEERER 256


https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
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Amazon FSx for Windows File Server Windows R E15E
- ERETH=

- BB BIR

- BEERRS

. BEERFBNTT

BRESE=
BEEAETE AWS EENER. SERRSQhaERN—AeRR—EEAE,

EBHRUELUTENSRNDE AWS BR , flin , (A&, HEERIRE, Hl , B LA IRF# FSx
for Windows File Server ERRZAEZ—HER , HBEEMRBESTEREBNHESENEEREIR,

RMERCABEEREMNBIUNALERNERSE, FA—MNEELRETELFRREEEN
BR, Bu L RBEHMENERESNGRER, NENMEEERNERERKBNFMEN K F2H
AWS AR EZEGEHKEER,

BEY Amazon FSx RARMEERE  YBERSIAFTAFH. I EBRITSEDERGENE
Ho BALRESRBSR/NE , YA TUERREERBEERER, SUEEBRNERAZATE , B8

ELREBNERS Null, SRR EEREAHEREENERMEIZRER , AINESEREE. W
REMRER , LEMREMZXERNER.

WREEHK R FSx for Windows File Server API, CLI AWS 5 AWS SDK , #&A[ LA
TagResource AP| BIMEEBERAZTEEER, i , BLEEREVHETELEREIERBIEEE
BHER, EEEELEERELRER  RMeERERELRER, EVHAERT_RETERRE

N, RETEEY , AERMSHTEATEARENER. BHERIKAEREVER &9
OB AEERBZARUTEIIRERESTHNAL4E, NEFBREAEERLRAERN LEBRNFRE

F, ESH ERVHMETERERNHT,
B iEm IR

BT LUESE 1R B 2 7E R FSx for Windows File Server EiR, MR &FEAMNE Amazon FSx Fi24 |

U UERAEREERER LMNEBRRSIER K SEBREAZTER, BEUYERE  SULERAEBRS|E
HE K YEBYFNERREBRERAGZENER, T EATAESREBEEBEERASER  BERY
FSx for Windows File Server RIS E B AZEZES,

AL IAM R EBRRAERERGFIERE X EE I FEZESH FSx for Windows File Server
AP| Bi1E | LBV BAERERNEREMBEESERMEZES, CENERREVIBECESEER

EREAHS 257
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£, HREREVAERAIENER , RtEFEAERNEAERXERERFT IHSLER. &
AU EEBRNERNBEENER. EULRHFEREARR  FTRHIBLERSR/NESELNE
R ERE o

BB LG ERERFITERZE IAM BEH M TagResourcefl UntagResource FSx for Windows
File Server AP Bi1E , A2 FIERBER LR ENERR S BNE,

MERENEREIEMAEBOFMEN , 528 AWS Billing £/ E 58 #Y Using cost
allocation tags (£ A A7 BLER).

BEER

UTEXRRGBERARER

- B-ERKZFEEH - 50

- IRNB—EER, SEAERSRLEARK—N , ESEEREBRRE —BE.

- RE|BEE LR - 128 @ UTF-8 Unicode F T

- EMRE LR - 256 f&l UTF-8 Unicode F T

» FSx for Windows File Server BB AN F LA : S UTF-8 RRWFR, HFMZER , LR THF
TLi+-=._ 1 [ @

- EBREREEEED XNNE,

- Faws: HEREMAWS . UREREFLFENEEEH , SELFEIMBRERN SR
HE. B aws: FENER , TEEZERRFENERTEA.

FELERBERNEBMBRER ; ZXEREEERBAT. fl , EEMREUAE R HEB SR
EXHNERRHDeleteMe , BHAEMH DeleteFileSystemBEEEERRAERRBN , Hiln
fs-1234567890abcdef0,

ELBRRLEIHAERK , SREROVEREM/EN £ AWS 1RF |, Hftt AWS tkF #EFREL
BR. HRLARERNEREFEIRS , S8 AWS 1RF #HXAERE SN —AFEBREHHERN
38

BRE RN

WEEE N BFAERE Amazon FSx BRFTEFMEFMER , B20 EEVHER T ERERNT T,
WMESEARBRESFE IAM BEFH Amazon FSx ERNFMEN | 20 FHERTIZEY
Amazon FSx BREH1ZHL,

RER 258
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e EHRERRHE AWS CLI

ZBULERARERTNEFREN=AxR, EAUEFRERRENAMBEEMITE , B T2
AHTIERE, EEEFBRECEAMER E AWS CLI REWRE . MEHFMEET , FSHAWS
Command Line Interface ( fEAEIERE) PR LEMEE.

« AutomaticBackupRetentionDays — & LR B ERR KB BIHHOHRE.

« DailyAutomaticBackupStartTime - %2 & H B B im0 B ERBERH — X P EIPRZEZERR (UTC) KB
B, RIIEEEBER , REA 30 v, LERELIHESEHERDFRES,

« WeeklyMaintenanceStartTime - 8 FEHEBRFBRRABRN —HIKE, 51 X2EH—  F2X2EH
=, BAkEEE, REEERBERESR , REA 30 piE, KEBRELESABBHEMFRESR,

TOIRFER A fER EMERRZRE AWS CLI.

EHMENERRKEHREAREZA

1. EEMLABGSRRT TSKIHE,

2. BAITHSS , MERREN D RERRRID, ARECEREABHRONKE.

aws fsx update-file-system --file-system-id fs-0123456789abcdef® --windows-
configuration AutomaticBackupRetentionDays=30

EHERRKENE BiRMFR
1. HEMELRAMGTRRFTIERE.
2. BITH®S , MERRMKN ID RRERRR ID, XUEEERBRENEBIRAKE.

aws fsx update-file-system --file-system-id fs-0123456789abcdef@ --windows-
configuration DailyAutomaticBackupStartTime=01:00

EHERRENFEEERTR

1. HEREABGTRRF TR RE.

2. BOTIGS , SERRK D BRAERRSAEN ID, XA ABNEERRALERBREENE
Faﬁo

fER EHIERRH AWS CLI 259
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aws fsx update-file-system --file-system-id fs-0123456789abcdef® --windows-
configuration WeeklyMaintenanceStartTime=1:01:30
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EAED. BEERNIEEEIREARBLENER

BRTEBERSERRENERUERSMAMZI , Amazon FSx BERHTIEREIER , LE-TRBEFK
EREERMLNESR

« 4% Amazon FSx {#3 3 # Amazon FSx AR REBMERER,

« AWS Backup Amazon FSx R Z AN IEMN RERMAILLE S E AWS RIEEH HBEBLiRHEER
FRN—F5

« Windows £ FEAXRAELANFEAERREREREE  UEBKERERZELINNMRARLEERESR
R

« AWS DataSync BERE# 81 Amazon FSx BERRAEBIFE —EAERRAEITRMENRENER.

&

- FRBEOREBLNER

- FRAREELARBLENER

- £/ BEEEE AWS DataSync

E AR REBEENEF

BRI LIEIR E R E R R R IR E FSx for Windows File Server &R & L& X, Amazon FSx
ATCRMZEROERIRNEE, EUNFEHESESREOREXED. BB ERRRET
ERERHRNED. S ER AWS Backup 4 AWS EREFHEOERAEEN—30. ELMHE
PR ARAGBEREERRE. EXMNEHRFR,

BMEREER ERARESBANBEB S AEN , UREM B AWS Backup WER KB #RG =
AWS BR#. AWS Backup AIRIEREERFTEER (FlM , R, SRIFBEZR ) MERBHNH
bttt &,

£/ Amazon FSx , {3 EH&file-system-consistent, BMfAMEINBEM, SEHROHTSEITE
RRMENEET , BRERERRFEMpoint-in-timeREB, B THEERERZRFKE -3 , Amazon
FSx &7E Microsoft Windows £ AR BB AR (VSS), A THRAESMAM , Amazon FSx &
#{# 10 12 BAE Amazon Simple Storage Service (Amazon S3) H,

Amazon FSx iR R &k} , EMEEA DB ARNERERAERENHEOIRESL, ERXRTAE

RELRII-—XBOREBENERRKLNER, ERAREMRSELFEOMENRRE , LEBR
BRENRBE TR
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EROEFNELEHEY , FE VO JESETEE , BERLYE, BN VSS REFEREMRE 1/0
ZHEBHHMBENEIMARREA  ALNRENITEEREEEVAEBARE (), EENEERSET
fEgE RDataWriteOperations, XZHHEREAENEARIEZL /10 EERAEEN 0T
F. REBENREFN K CNEABRITHERFREETRNBRBE.,
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® Note

HREBBERES 0 RRFNENBERRBEKETS BBRG. BARBEHBEREMERE
ENRENERRE , €A BB RFHND

WA LAER AWS CLI SRE A — 1 AWS SDKs REERERRFENHAOBENERREZH. £H
UpdateFileSystem APl #4E= update-file-system CLI @, MEFHFMEN A FSHEAE
MERFR#HE AWS CLl,

/A Important

MR EBE R RONREVBEERENNRE KR ZAKIAMBRFED, EREZH
BTBEEELEHRENRND.
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7
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fsa F 2 F & RRED BV fm {0

£ Amazon FSx , B AR F B P ERRMK. B LIER Amazon FSx £ & . API & AWS
Command Line Interface () 3R#1TLLIREAWS CLI, &FEHEREH Amazon FSx ERRAKHEMD K=
T2 MERELRERZCM , ELHEOMAULIER, IFEERBREBONERRR , bR
BERAEBEBNER. BR8EMEM Amazon FSx £#2 4. API 5 CLI MIBRfEA & RE %3, Amazon
FSx KETEBEEBMBREM. MEFHMENR , F2 /Eﬂﬂﬂﬂﬁ?ﬁﬁ

MREBIERRRERBED (FINEEFREERENBAETERRIRERNE ) , HOFRS
BEARS , WHEE e R

ERETHRUNHSERRRNERERKRFHD , F2R B EAERINFHD.

AWS Backup #&H Amazon FSx £/

AWS Backup ZEiBfg? Amazon FSx BRR#K , UHEARBEEEN S ARBLNER., AWS
Backup 2 —E#H—MiriRE , EEBEL. BH, ER. FMRRkES. BAREHIENEE
MR, AWS Backup AIZEZERR ALK, R, MEXSH. AWS Backup t13E REEH
AWS REHBREE., ERE. 1 EXRRXREGE  RHETUHTTIBEN P OLE :

- RENBRLEERD AWS HER,
- BEMLEDHERE,
- REREHX,
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- B AWS EIEHME AWS ik FERED .
- ERMARENHES. ERNEFREER,

AWS Backup £/ Amazon FSx WA E{EThEE. & AWS Backup E#ZEAWEBNEHR EFEER
Amazon FSx FEEMENHEOHERNERRAK —FENNEERR , URMERNEREE, & BSH
{519 AWS Backup ¥R SR TMEM Amazon FSx fBEEY , EREERAEREBREH,

WMRIEMER AWS Backup REEELED , LA LESHEMIIEE | HIMNERNREEER , UK/
BUSIERONEEN, o, BEMBRFFEERRR . 18 AWS Backup RELH T AI&HEG. EW
Bt AR EEMBRAVIE R L,

TR B AWS Backup SRR ERAEMBNES , it A Amazon FSx M A & BB Bl &R,
& T LATE Amazon FSx E£# 4. CLI M APl AWS Backup FEEMER KB ERD. T8 , £EEM
B} 7 Amazon FSx £##&. CLI 5 APl AWS Backup FERVBH &R . MEMAER AWS Backup fii
{3 Amazon FSx IR RXKMFFMEN , 552E ( AWS Backup B A B HHIFEH Amazon FSx
ERR#K.

BRmD

A LAE A Amazon FSx #5#8E AWS tRFE P RHA FEERES —E AWS Bl ( BEHER )
HAHE AWS B ( BERER ) . BRETHRN AWS 2EIERETEEFHER, BUEAR
Amazon FSx £# & AWS CLIZ APl EY FRAEMBNHEAESR., ELEIFEAERHENERER
B, HIEH B USER_INITIATED,

& e UEA AWS Backup 3 AWS B M5 AWS tIRFER B, AWS Backup 2—EBLZERK
EERYE , TRERREFEOHENPRAE. EBHEIRFER K SUUBBERAROBER |, #iEh
FTEIERAEEBANKRS,

BEESFEAEAHRERESHERBIEE, SRS HENESEEREE —E AWS EiF , 2
BEFXE AWS B4 KB  ZUURENER , YREFEREMESPWTHAME AWS , &t
ALERERER  SEREHNEERDE —E AWS EESHHEE AWS EEiR, EaL#ER Amazon
FSx E# A= Amazon FSx API AWS CLI , F£4#HE AWS 1RF ( BEERESE ) ARMLEHER, &
A LAE A AWS Backup#{THEE SR BEE R E B E .

BRFHROEIHNREERERER , #REOERIBHIRFFEERTR. cMLRABEANERR
ZE , B LB RNEEMBRES. BEREAERTARE AWS KMS iR, BIRFROXERR
( Bl RSEEZERFERD —EfRREOERIKRF ) NER (HROR-—EXERFERIIZE
Rt R EARS ) o
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&AILAEF AWS Backup #& Bt AWS Organizations X8 , B EIRFEOEAER, BIRFEARNIIRSR
BR B AWS Organizations BUSR E&. ME A AWS Backup B BIREROERWFEMERN , FSHE
{ AWS Backup & ABIEm) R BEEHER AWS RS,

Tt 8 R PR
T REERE R B — RS

- EEEMEEZEAWS BigzE. PE (kR ) NHE (28 ) EBiEzBE , A% AWS GovCloud
( ZBERZB ) M AWS GovCloud ( XEBED ) BEFHzEXEEREFEHEDS , EFTEHARELE
&,

- BEEMABREFAZEE R HAER,

s BULEEMEERELEHRERER AWS

- RRBEOHMENES , AVAILABLEF BEHEITIERL,

- MERFREGEEER  AIEEMBRZIED. SENBHEOTHER , URAFFEMBRRRFDE
AREEEEENEER, MREEHMBRRERESD , BEKICFIIEER,

- BERFEZANERERAERBRETETIE - BN AWS EiF,

BEEHEGEARNETE

IERBAMER 1AM BURBUR R R FEHT RO ERRENFTT. FEERE AWS EEBERANBRIERE
BB EA , BFEE (IAM B8 IAM £/ E ) LEEAFIHRRDNREFE AWS EH.

B LAMER BURR B F i ERIRIEZ CopyBackupBEBERIEF T, EOLAIEBURM Action g
EBE , WEBGRK ResourceUFIBEERE , BT HEBIFTR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fsx:CopyBackup",
"Resource": "arn:aws:fsx:*:111111111111:backup/*"
}
]
}
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WE IAM BRI EHEER , F28 (AM E£RAERERE) T IAM FEYBEMEF A,
TREARNEEER

EER RO ERRBECERETEN B AWS EHE Vi AWS IkRFE | E—EEFXETEHED
B, BEEE AR KMS S8R 0% &40 89 RN B Ry E A,

EE-RipttEA R  MEREROHBSEEEMEE AWS IRFHHEE B ER , sIREEE K
MR B+ TR RN FFEHRS , BESEAMEN AWS KMS £if. IRTFHEE—KRYE , AIER
RIFEELETE (FBE) ROBEDS.

EETROTERERRANOES , FBH ERHERIRS FHHES.
RiEt EREFRNERRZR

BRI ERTRANBORELFTNERRM  ARERS —ERERRKpoint-in-timetR IR, &R LA
£/ £# 4 AWS CLISIEH — 1@ AWS SDKsRERHED. BB EREMERIKAMFENEE , 2
HEVFERRABRMENKEMER, #ECERNENSEEFAERRZR  FLHBEEKEIHESH
HESE

ARTHAREAEITUEEFTIERNERRR , FHREEEFRERRKBIAY Active Directory #8i3Ed
FHERRFEHEE , ZFRBEREERFRM Active Directory #BIFi{E1E. @15 Active Directory B EEE
A, 5528 £/ Microsoft Active Directory,

BRI EERERR FSx for Windows BRR#K , F2R BiEHEREMNERRK,

%

(® Note

BRERERRARFENEREEREHSEENREREMARNTERRRE. EUTNERER
RENRERETARENEFRE. NEHEES  F2REERERE.

BIENEREFNERRRR , EUUASETIEAERRKRE
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. TAES,

. FHER%

« VPC security groups (VPC &£ E#H)
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« Active Directory #25E

« AWS KMS &<

- BREDREOFBERE
- BIBHERER

B ERERE D

BRT BB EERERKBO I , LA LIRERER Amazon FSx 124 2 A& MBHNERRKR
10, MTRIEFFTIR.

BAERERMBNVERRZRES

1

2
3.
4

£ https://console.aws.amazon.com/fsx/ : // BIEX Amazon FSx £ &,
REZAERRT , BELERONERRRKER,
EBED  BEELHED

ERBNELBOHELS RS  RRECHEE, HOBBRZSTES 256 @ Unicode FT , &
BFEE, 28K, BFARKFET. +-=_ 1/

i#4Z Create backup (B iL{&)-

LRECEIERRKFES. EUUELRAEERREHFH , 7£ Amazon FSx TR EFRKEIFMETE
PHERR, ENFEAERRENER BHUSER_INITIATED , HAR&E%A , CREATINGE FIE 5K
AIEAVAILABLE, MIEFHMEN , 2R EAFEAERBNES.

il B fig £2

WA LAE A Amazon FSx 1A . CLI = API IBRERRENEACEAERBNEBZAES , W
THRFAR, &ZME AWS BackupEH Backup R FrEREXAWS &% , BAEFEH AWS
Backup £##&. CLI % API, MiERfEMD2 KA BELERNEE, LEMBREMEBRESDPHEME
Bl RIIELEERRTEEZXHESD , TRIFIMBRES .

MR RA (F2E)

1

2
3.
4

£ https://console.aws.amazon.com/fsx/ : // BARX Amazon FSx &,

4,

REZSERRP , REABEPREZRS.
iR ERRTZZEMBRN RN , ARZEMBRED.
ERBAMBREQHES RS , BREOR ID THEE EEMERNED,
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5. R HIEEMERAY iR M QRZETT R
6. BEIEFEMBERED.

ERRBNFESENENRESE KR AELEF LML,
Tz By R

BROXDREAERRABRPEABNRBERIORE , MTARRMERTRE. RONKDERRERIR
MRFRE  URERRELNENRAE, AENEREERRENRFERET I MNTARES
FHREME , BNREOAERAIRARIIREEANRERE, BEERRERE  REBRIFEDS
BHEHR,

5 T iR fitfile-system-consistent, A BB EM{H , Amazon FSx B EEBRERIFELTER . BRRK
NRFUERELNERTESEZERRMFET  ERIAREARNEBEENER. Hit , HHOAEMNEKX
N AREERFELEENB SN/, BELUE AWS Billing Dashboard = ##% B2 8 {&
3R EFM KA AWS Cost Management Console,

ERAREREE AWS 1RE |, URRE B CHRAER. BEERMY , Ffl UGS RBR51#
EHEY AWS IRF 1RE, #F K FEEFSHERNKE , FREEFHEERRENERREELHN
WREEA. fl , BALEARERARXABRELREER A ARBEREEANEEXEAES
BRERBNERE, WEFMER , F268 (AWSBIling ) EAEREHIERRASDEER,

(® Note

ECENREEER K RERAREARFHRERIH. BANERFHURNEF TREE3R
DABREREN , EXMREEARFHRAERBNBOA/L. REENREFREZHIL
DEAERRENFHRETR  AFEERIHURNERNNTRARRARFHE LFENE
BRD. ENREERREDABREMIFHNREFRER R, CRXERBENETFRER ROR

BN E,

BRMEERS PR RS

BT LAER AWS EEEERE M AWS CLI , EATIER , ##8E AWS IRFHN RO FEIERES
—fE AWS EfE ( BREEA ) MEE AWS EBE ( BEEIA ) .

EREEAEMEEKRF (BESXNES ) AEREND
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2. ESEBEERKRT , BEROD.

3. HERHRKT , BEELEERNGEG  AREEEREFED.

4. 7 Settings (FRE) B , BT T5IEE :

- EENMEESFES  EEEZERBOHVER AWS EEl, BRI TR S — @8 AWS B
(BERBER ) HHEE AWS BER ([ EBRER ).

- (2A) ENERER  BERERRFEOERIBNtiED. MREESR 6 BEHERE
BRI FEER , SO ERE,

5. SHEE | 1BIE AWS KMS E MU MZERB RS

6. HRER-EZR K WARSIBNERAERNHEONERR, NMREELEFERE K XESR4
ENERER  ASSHAMBERR.

7. EEREREND.
LR EEMEER AWS IkRF FER RN AWS B,
£/ CLI #MEKRF (BEESxESE ) ARRED

£/ copy-backup CLI #5553k CopyBackup API 2ERERE — AWS IRFE KD , BRE2E
AWS BIFZHE AWS EFA,

T ol Sbackup-0abc123456789cba7&# us-east-1EFHER ID B HHEL.

aws fsx copy-backup \
--source-backup-id backup-0abcl123456789cba7 \
--source-region us-east-1

ElfE S B RATEREOHHER,

B LATE Amazon FSx £## & L RBfE# , SifFEA describe-backups CLI i H DR
DescribeBackups AP| RELAE X ERET F N R R D

AR IR R ERMAVE SRR

IERBMER AWS EEEEEA. CLI M APLERERZFERES  UBMFTNERRE , MTIEFH
&
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‘it ERERRR

1. BABK{IR https : //https://console.aws.amazon.com/fsx/ B Amazon FSx £# &,
2. fREEABERRP  REAEEDEEHED
3. RIEHERRPEELEZEENHESG A ARBZERED.

EEMEHMERRRELRE, IREEEEERRARELGENE , EECRERERENGES
AE A6 BELEFE, T8, AuBFHEERE, MHEKY VPC MEMIRE , URRBREEE,
RBEERFERA SSD , BEAUUETIRGTHAHEES HDD
- BRARTBEAARMESHORNE—EHRSHHD 2.
- BFREEL A 2,000 GiB,

4. EHRE A RBEERUFERIKR &

5. i##Z Review and create (MBIFEI),

6. REIEA Amazon FSx BRRRBEMNRTE , AREERIERRRK.

Amazon FSx EEE VT HHERRE , —BHREESF A AVAILABLE , B UEEFEAERR
o

ERHESEAREBLNER

Microsoft Windows & F# 722 Windows ERIAFEEEREHNORE, AR ERR K FHE
AVRREREHREREE LNCRIBRIEENER  HBERRE, REEEETURERIEREGER
Windows PowerShell is 5 E S HEBENES I,

FTRIAERLNERRRERN —BFA , YEHHBFNERTIEAERRRRERE. MAER
EERRBRTHEEIFAHELSEERRRFHED P,

® Note
BTG FSx for Windows File Server tRIAREERE, EREHAREERRRREBERRR
THER  SLAEERRR LRAREERYRERYERIE. NFHBER , FEHE
EERERAERBRAETRNE.
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/A Warning
e RIAEERNES. NREBARSER  FRECRBENITEHRS.

FE

- ERAREERAENREERR

- RERFER

- REREERUGSAERRTENRE
- BERFERRTENEAEE

- BEREERRT

- BIUBHFTRRFEREE

- BEREERIE

- BuRSER

- BERENEFEL

- MBREESIAEAR

- RIRREEERYE

- RMREEERRET. HENMBREER
- HESERETHED

ERREEARNREER

BRI LARRRERAREEIAR | LAHFKEERE T Windows File Explorer 8 2 iy R BB A48 AR
J?1/”JHE§ZE§*$WEO Amazon FSx { B Microsoft Windows Server 12t ERThEE, B TIHK
EXARETER .

- BRENERZKEEEHNKEEER - Microsoft Windows copy-on-write 5352508 B EXE TFE
HELURNEE | Hitcopy-on-write ZEI R Z A BB EERBEAREEE=E /10 B4,

« FH SSD REVIESHWXERE : BA Windows EESBRM /0 MeERMERIER  FitRK
MEREMHER SSD &7 , UMREERERSINEHENIEEREN=1E. EEIRBREHERR
MERHANER , LBRARBRTETENT FRINE[E,

. 1‘*%&?&”’1?22 HTEABE  NREBEREXTEXR, flW , BB 64 AHEFNLFELS , HHE
ﬁf%\%}tt{ﬁﬂﬂ REMFZEE (TBHR) NEFER , FERENRELESEFURTEE—-
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EEANRE, ERRA FSx for Windows EEHREFERFEFEAT —HMEME, BHR FSxfor
Windows FE#E S FEARBEEH Tcopy-on-writeth ATRE LB S /Y /0 RIEEE, EEKEF
BANTHAENNESERZRE  FFHMRAEANEFER , IREETHEHMBRERRE
FHEFFEA,

® Note

ERBESHDERRMNBEBESH™E |, FSx for Windows E#1T —HtERE , MK
FERPERMARSR LR  FERHERRARLNESERFEFTE. —BMRENEER
FEERAR LEXERNHEUREANFFRER. ATHILIETEREBENREDNES
# BEREEERRARLERIRN 64 A FEEX , ARETISREHELNRBRRENS
FHEAR,

RERFER

Al LAE A Amazon FSx E&M Windows PowerShell 5 , EERZK LR ANGEESRS
&, LT 27 FSx for Windows File Server IR Z % LR ERFEIABHN=BETERT :

REBRFERTEERRAR LEANGAREE
- (BA) RETEERRAMLEFRNE TERYHE LR, FERES 20,
- (BA) REHE  ERERE TRIANEENER  SIUER. SBNFA

BREBALUABERERARMATRS 500 HREER ; T8 , RMAIBBEFEZIN 64 BRIEX
LR AMNNEE. ERETWRFHE , ZHENT EARSEREIRKRENBIER, BRH
EIRFENRFELRE MRS ARENRSER  UATARSEREHEANRES
LI

MEBBEWNMFERATERR Amazon FSx SR ERERAMEREHE FEANEN , F2E JEBFER
LAfE FA FERR e E B AN HEAR o

ERXERFBTFENEEREHE

FTERRA LR TERURFMETERSENERBERER, TEeEREEAER K AgEREE,
Hit , EERBEETSERREENERMEEANREFEZE. ARSENHKREZBTRRBENTHR
FMEATE. BRERK  BEERNEANREZEIAREN TFERH., EEREBR/T TELE
BEZLOREZER K CEZZERIFEHNERRBEEAEL,
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EEBASTERR  LUUEERS FETEERRR LUUERANSARTE, BRRIS/ERRE
B 10%. MRENEAERCEFEIERER , RMABBERSRE. REBPHRFTREEHK
ENR TRIALLERE AN EREBMER,

IO LSRR ERFB TR EARER (Set-FsxShadowStorage -Maxsize "UNBOUNDED"), &
B, TERFNEETASEFAEF TERERLCNERRARESR, ETHSERENIEERR
ERANRERE, NRERTEERFNGRT  FELEEIRSERBIFERRBERE, UEEE
FEABTRIEABEXNNSERFNVFHEN 20 REEFERRTFENEAEE,

RARTEALZE  CUUBRYTEARANREZNE. IRHOET  RSHRERYELG
i

NERENNE FRENER

EERRAETELR  SUMEEFREERRAR LNE FELAHE LR, ERRHE/20, BTH
SHEANTRAMENMELERERE , Microsoft @R ERNHE LIRREADR 64, AR
Windows FRESEMRE /0 MEERHEEL FEAXN , R BRMEREMEM SSD ffrE , YWIAERE
eI ERMTFEEHEN =G, ERBRBRENERRREEANER  LBLRBRTRENE T8
AEBE,

RO ERNEE FREES 500, TiE , NREEAERFVERSRTVERETE —ERRK
HFHEAREREZRE (TBHK ) , RERENAERNESEFTRELEREAR, EERA Windows F
EEEEERGEE LHT-BERE, BN Windows EE#HTcopy-on-write’EE) , EHER 718
A, AEeEB BN /0 BELE,

SRRITNERRRESR
UTREARSESINERRRESR,

- FBLARERRR LN IEESERMERHNMESE. Amazon FSx #2#tH Microsoft Windows
Server 2RSS RTHEE, BIBERET , Microsoft Windows copy-on-write /5 3% 3R 50 8% B & ¥ 8 F
BRELURAEE | fcopy-on-write’ EBRZZASHEHBEEREAREEE=M 1/0 BE, WR
Windows AR FERE@A 110 RENER TG EBMEF FELEZINEG , RACELE
FEiBcopy-on-write RifEBE FER,. it , FEVLABRRR LN ITEEIEFTRMEZHN /0K
AR (SIEAEERMARES /O MENHEEREHE  URAERE IO MENRBFEENSE
E)o

- RMEFEBLEMAT FEARR , FAL SSD FFERENERRKE , MFE HDD HEE ,
A Windows AR EM /0 MEERERBS FEAR , WHMKRER HDD 78 A /0 RIEREHBIEN

bbb =
X&ﬁg‘ﬁ“io
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- RTHRENERYERBEELR () 20, CHERRFKEZLEH 320 MB AT HZE
BMaxSpace, il , MREHE E 5 GB MaxSpacehE FRIA& , BHERRZMKRT 5GB 24 |, FE
—#Z8EH 320 MB By AT A ZEMaxSpaces

/A Warning
RERTERFER K FRECEEBENIFENTERENMBRERE , REERRE
R, ELAHERRERER  CEZHEREEF. NFERERTRIERIENENR , F
2H BY BRI BEERIE,

12 R 8 BUAE R E R R

# Amazon FSx ERRZM LERERLEIARR , LAV E T SUPURIE F1E B RE B R LRI
, WEFERSMEREIESR,

EHEEAREMN Windows File Explorer NEHMEREZERZER. EEERER , ZUNEEERR
WER K ARRABTEEFEEEREINEER (BR—TEEAE).

e
it
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O & B = uy-2019

Home Share View

« v A [ s ThisPC 5 share (\\fs- > Documents > July-2019
" Mame Date modified Type Size
7 Quick access )
B Deskt [£] staff-minutes07092019  7/30/2019 1:57 PM Text Document 2 KB
eskto =

] g |=| staff-minutes( - ent 2 KB
= . n

=] Documents |£| staff-minutes] pe ent 7 KB
* Downloads Print

=| Pictures Edit

& Sh
[} July-2019 = s
Open with >
[ This PC Restore previous Te}rsions

- 3D Objects Send to S

=2 Con

- Cut
B Desktop

. Copy

[ZZ| Documents
‘ Downloads Create shortcut

] Delete
J‘l Music
Rename

=| Pictures
H Videos Properties

= Local Disk (C:)
== share (\\fs-
|_-||J Documents
|| July-2019

M test R
3 items 1 itern selected 1.19 KB

A&, R E A LI LRI MRASE B AR MIE R SE BT AR A
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General Securty Details Previous Versions

Previous versions come from shadow copies, which

- are saved automatically to your computer’s hard disk.
File versions:
Mame Date mu:u:lxi"r'iecl
~ Today (2)
—| staff-minutes07202019 7/30/2019 1:52 PM
=| staff-minutes07202019 T/30/2019 1:30 PM

QK Cancel

SR E R B A P TR R AR

BAAERERNEEEREFRENIRE  EERRAR L RERERFER, AREFERBERE
TEEFEREZEAERRRAREREN 10%. NMREBNERRENHEFZRE  BoEENER
BERFEFETSERE M.

FERHREgEE UTC WEB—., B=, B=, BEMBELF 7 :00 MTHF 12 : 00 BSHHEEE FE&
K,

RERFERBEFNARER

1. EREZHENERZFEERRRERENN Windows EFHITERE.

2. UERXAEEESFHENRE T S5 E A Windows EE#H1TEE., £ - AWS Managed Microsoft
AD , EFHERAWS ZRW FSx EEE., EEHEEEM Microsoft AD # , ZFERBEHEES ,
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En o
Ax AE

REEBRYERRRRAEEEENBIHE, NEFHEE
Y FHERZE Windows #1T1EE

FEATHGORERRNEEMER, FSxFileSystem-Remote-PowerShell-Endpoint #%
BRABZEEE 2 ERRHEM Windows Remote PowerShell i 2, &R BAfE Amazon FSx E i3
B. BERRXAHHEAETMNPEREZLER , 5 DescribeFileSystem APl ##ER EIFEF K

Zl Windows Remote PowerShell i 25,

A, 552 (Amazon EC2 EA &S

PS C:\Users\delegateadmin> Invoke-Command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {Set-
FsxShadowStorage -Default}

E{ER#ER I T Ro

FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

0 0 10737418240 20

EHERREEEREE

BEREREHERRITERRRERE D Windows EFHTERE

URERRKEEESHENKE T 9 EA Windows EE#HTEE. £ - AWS Managed Microsoft
AD , EFHERAWS Z K FSx EEE, EEREEM Microsoft AD F , ZEHERREEEESS
BEBMERRKSEEERIEENETEHE, NEHMAEA , 528 (Amazon EC2 EAEE
) PHEHEZE Windows H{T1EEE

AT B TRERRBIERGE.

PS C:\Users\delegateadmin> Invoke-Command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {Set-
FsxShadowCopySchedule -Default}

ElEEBERRERENERERE.

FSx Shadow Copy Schedule

Start Time Days of week WeeksInterval
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2019-07-16T07:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1
2019-07-16T12:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1

FETHEMERYEY BFTIRIERGE  F2H BB EBEERIE,

REEYERETRNRAHE

B LAMEFASet-FsxShadowStorage BE] PowerShell i , EERFER M ERERRK LEHD
BRAMEFE. BALUFERA -Maxsizes -Default 28 , BERFERTRREINV KD LR, FH
Default EEAR REARRRRBEFEREN 10%, BELIEHRNGSFIEE -MaxsizeH -
Default &,

\ﬁ

f£H -Maxsize , BAUERREEHREE , WTAT

« MU AEN . Set-FsxShadowStorage -Maxsize 2500000000

« LLKB, MB, GB sE B A& : Set-FsxShadowStorage -Maxsize (2500MB) = Set-
FsxShadowStorage -Maxsize (2.5GB)

- UEBRHBFRENEILRTR . Set-FsxShadowStorage -Maxsize "20%"
- #EPRF| : Set-FsxShadowStorage -Maxsize "UNBOUNDED"

£ -Default REXLFREFR , UMEATIE 10% WERRM : Set-FsxShadowStorage -
Default, BEE—STHUMAERAEARER , F2H [ERTEXRUAFEAEZRRFRAERE,

1£ FSx for Windows File Server R Rk L A EREERFEEFE

1. LERRREEESHENKES Y  BEREZEERERRAAAREFREINEEHTEE, £ F
AWS Managed Microsoft AD , ZEHERAWS ikl FSx BEEE, E£BREER Microsoft AD
B, RBROEROEEER A ERIERAAFACEEENBTHE, NEHABEN , F2H

{Amazon EC2 A &) PHELRZE Windows #1TEE

2. TEEEHITEE LBIRK Windows PowerShell tRE.

3. EATHHSESER Amazon FSx R R L BRUEY PowerShell T 4R
Bt FSxFileSystem-Remote-PowerShell-Endpoint #% BV ABEEB cEERFEN
Windows Remote PowerShell i 2, &AL Amazon FSx X4, BRRKFMETEEMNAE
FREELLEE , X DescribeFileSystem API #E/Y E FE # % E| Windows Remote PowerShell
Uit 2o
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PS C:\Users\delegateadmin> enter-pssession -computername FSxFileSystem-Remote-
PowerShell-Endpoint -configurationname fsxremoteadmin

4. FEANTHT , BREARAEERRR LRERIERMEFE.

[fs-1234567890abcefl12]: PS>Get-FsxShadowStorage
No Fsx Shadow Storage Configured

5. f£M -DefaultiBIH , BKEXRFERES WIKRERN 10% , YEXUHERE LRFRES 20,

[fs-1234567890abcef12]: PS>Set-FsxShadowStorage -Default
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

0 0@ 32530536858 20

A LAE A Set-FSxShadowStoragefn H#EL -MaxShadowCopyNumber 28 , d#5E 1-500 B9
B, RIRFIERAFLEATFNREERH LR, RIF Microsoft HEAP T HEEBENER , BRESHEE
FEAEE LRERE 20,

BEREERMEE

B A EERRKHIRIG PowerShell T/EFSER P A Get-FsxShadowStorage® s , RBBRERRK
MIXFELRBNFEANRTE. UFEEEERR LBEER PowerShell TEEERHREA , F2E &
A Amazon FSx CLI for PowerShell,

[fs-1234567890abcef12]: PS>PS>Get-fsxshadowstorage
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

0 0 10737418240 20

WHEERNERERTEARE  WTHR

* AllocatedSpace - BRRK LB ERBEELANRTE  UUTHEAEMN. —FKH , LESR
0o

« UsedSpace - ¥ FEXRBFEANRER , Myt AEMN, —FHH , IKEAO,
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* MaxSpace - X FREFAUMRNEARTFE , MuxBHREMN, EREMEA Set-
FsxShadowStoragem T AR T ERREFHRENE.

« MaxShadowCopyNumber - BRRFEARENEZ FELAZKE LR , #& 1 2 500,

EUsedSpaceBEEFRENREERMHEFE LR (MaxSpace) T EREFINRENLTER

212 LR (MaxShadowCopyNumber) B , BHEN T —ERFERENASZENRIZER ., NREFR

REARENTTELR  BERSTELARER  URRALERANREEFZEAERFNEFER, 0R
LEEESZZEE , BUURKBRBAENEFELR , ENE FELRFRNEAEE.

® Note
ERFEREBRFHEURN , cMEEALREARERINEEEERERE. BRFERE
BERF R A/ |, RIA CloudWatch FreeStorageCapacity IEZEB RN AR EER |
EFRENRIERFMFE LR (MaxSpace).

e VA=HII-3-7: F3: 0

SR BERBEGHEA Microsoft Windows FHVBFEERERREEMREEBMEEEER, BUERF
BALAZEBRESE  ATRUEFSHEEN, " ARARFE—ARXERFE, SLARRERT
EREFE  TREVEBEERIRE,

ERERBRRM LT Set-FsxShadowCopySchedule@ Tl , @B BTMRENE FERHRE,
MRENAFIHERMN UTC RE , B LAFEA Windows BFEF -TimezoneIdEIERIEE B
WEFE, IE Windows BEHEE |, 5528 Microsoft HITERLEFE S , S1E Windows iR IRTRETT
FEITTHIEME : tzutil /1. BEEH#—F 7 # Windows EI5#EERTEF , 55281 Microsoft Windows
MEAEDLXHPHEEBERRER.

BB LER -Defaul tBERERERRBEZERE. NFEFMET , F2H REBFELUE
AR FHEEFENEEE,

BYHFREERRE

1. BM—# Windows HIREK#EER , UEREREZERIBHIHIREERNER, T4AMERLE
# PowerShell F{fH new-scheduledTaskTriggerin &R E Z E#EE,

THSEHISEIBTREERYRE  HEE UTC BIB—ZBAMLESF 6 : 00 M T 6 : 00 #HEL
REER, RIBER , RIELEEIYMN Windows SFEEHBRPEERE , SRIFEAEI UTC
REN
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PS C:\Users\delegateadmin> $triggerl = new-scheduledTaskTrigger -weekly -DaysOfWeek
Monday, Tuesday,Wednesday, Thursday,Friday -at 06:00
PS C:\Users\delegateadmin> $trigger2 = new-scheduledTaskTrigger -weekly -DaysOfWeek
Monday, Tuesday,Wednesday, Thursday,Friday -at 18:00

2. f#M invoke-command#i{T scriptblock@®®. EEMERBEDE , UERIEInew-
scheduledTaskTriggerWV{EREREEREE. FSxFileSystem-Remote-PowerShell -
Endpoint # B BEZEEENERRZHA Windows Remote PowerShell 2, &0 LUE
Amazon FSx XA, BEXERAHFHEASEENBRELL[EER |, 5 DescribeFileSystem API
R @ FEH R E] Windows Remote PowerShell i B,

PS C:\Users\delegateadmin> invoke-command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {

3. E>>ERRHPBMALLTIT , LA set-fsxshadowcopyschedulem TR ERFERIEE,

>> set-fsxshadowcopyschedule -scheduledtasktriggers $Using:triggerl,$Using:trigger2
-Confirm:$false }

CEEENEEERRR LRENBIEREE,

FSx Shadow Copy Schedule

Start Time: : 2019-07-16T06:00:00+00:00

Days of Week : Monday, Tuesday,Wednesday, Thursday, Friday
WeeksInterval : 1

PSComputerName : fs-0123456789abcdefl

Runspaceld : 12345678-90@ab-cdef-1234-567890abcdel
Start Time: : 2019-07-16T18:00:00+00:00
Days of Week : Monday, Tuesday,Wednesday, Thursday, Friday

WeeksInterval : 1
PSComputerName : fs-0123456789abcdefl
Runspaceld : 12345678-90ab-cdef-1234-567890abcdef
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BEETERRE

EERARERRFLRENE FERERE | BEERRFKNIRL PowerShell TEREE R AT 5
Wh. NWEEERRFK BRI PowerShell T/EPSERAVEREA , 552 E £/ Amazon FSx CLI for
PowerShell,

[fs-0123456789abcdefl]PS> Get-FsxShadowCopySchedule
FSx Shadow Copy Schedule

Start Time Days of week WeeksInterval
2019-07-16T07:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1
2019-07-16T12:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1
— /,
BIURSER

EEFHRIULTAEIALR  BEERRAEMNER PowerShell TERERFPHATIGS. MEEERRRK
R EEuw PowerShell TYERSERBVERER |, 382B £ Amazon FSx CLI for PowerShell,

[fs-0123456789abcdefl]PS>New-FsxShadowCopy

Shadow Copy {ABCDEF12-3456-7890-ABCD-EF1234567890} taken successfully

BRERENEFER

EERAERRELBENEFEARE  BEERRFEMNERE PowerShell T/EFEE o AT 5 dn
To MEERRRKE LEEIRL PowerShell T/EFEERHVEREA |, 582 B /4 Amazon FSx CLI for
PowerShell,

[fs-0123456789abcdef1]PS>Get-FsxShadowCopies
FSx Shadow Copies: 2 total

Shadow Copy ID Creation Time

{ABCDEF12-3456-7890-ABCD-EF1234567890} 6/17/2019 7:11:09 AM
{FEDCBA21-6543-0987-0987-EF3214567892} 6/19/2019 11:24:19 AM
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il B 2 248 A

B L ERERRENIEL PowerShell TERSER A Remove-FsxShadowCopiesin® , MBRIESR
RELN—RNZERERFELR, UFEEERERRK LBEER PowerShell TESERHIREA , F2E &
A Amazon FSx CLI for PowerShell,

EATHED—EXEEER  EEERMBRNY FEXR

« -Oldest MBREENRIZER
- -All MIBRFFIERBNE FER
« -ShadowCopyId &k ID MRS ESE FEA,

BHRRERE s ER—EEE, IREREEEMBRENEIER, BEESERIER Ds , FIEEHE
HHREER D, EBEHR,

FEMRERRRLEENR FEIR , FEERRMAER PowerShell TEMBBRHBA TGS

[fs-0123456789abcdef1]PS>Remove-FsxShadowCopies -0Oldest

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FSxShadowCopies" on target "Removing oldest shadow
copy".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y": Y

Shadow Copy {ABCDEF12-3456-7890-ABCD-EF1234567890} deleted

FEMBRERRRLNBER FEIAX , FERRERMKAER PowerShell TEEERF@WATIIGRS,

[fs-0123456789abcdefl1]PS>Remove-FsxShadowCopies -ShadowCopyId "{ABCDEF12-3456-7890-

ABCD-EF1234567890}"

Are you sure you want to perform this action?

Performing the operation "Remove-FSxShadowCopies" on target "Removing shadow copy
{ABCDEF12-3456-7890-ABCD-EF12345678903}" .

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y":>Y

Shadow Copy \\AMZNFSXABCDE123\root\cimv2:Wind32_ShadowCopy.ID{ABCDEF12-3456-7890-ABCD-
EF12345678903}".1ID deleted.

EZEMBRERRKLBRERS TELRANBEHE |, 55 -MaxShadowCopyNumber 2B EFHALEER
BHETEAEE, T8, HBFREERET —BRXERNBELEN , LERASEBHMERZE
WEEHER, EREERFIES PowerShell T/EBEFFERAUTHS,
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[fs-1234567890abcefl2]: PS>Get-fsxshadowstorage
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

556679168 21659648 10737418240 50

[fs-1234567890abcefl2]: PS>Set-FsxShadowStorage -MaxShadowCopyNumber 5

Validation

You have 50 shadow copies. Older versions of shadow copies will be deleted, keeping 5
latest shadow copies on your file system.

Do you want to continue?

[Y] Yes [N] No [?] Help (default is "N"): y

FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

556679168 21659648 10737418240 5

MERERRERE

EEMBRERIFALBENE FTERERE  BEERRKENIRIE PowerShell TERERFE AT
Wh. WEEERRK LENER PowerShell TEPSERAVEREA , 552 £ Amazon FSx CLI for
PowerShell,

[fs-0123456789abcdef1]PS>Remove-FsxShadowCopySchedule

Confirm
Are you sure you want to perform this action?
Performing the operation "Remove-FsxShadowCopySchedule" on target "Removing FSx Shadow

Copy Schedule".
[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y"): Y
[fs-0123456789abcdef1]PS>

MR ERER. FENAEERRER

BUUMREEEREE S EMERANRESERVNEBRERIE, BN , SUUEERRKLER
=3 Z: b or e B
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EEERM , FERERRMRIIER PowerShell T/ERFER ¥ A Remove-FsxShadowStoragefs
To MBEEERRK LMEIER PowerShell TEREERMVEREA , 5526 £/ Amazon FSx CLI for
PowerShell,

[fs-0123456789abcdef1]PS>Remove-FsxShadowStorage

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FsxShadowStorage" on target "Removing all Shadow
Copies, Shadow Copy Schedule, and Shadow Storage".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y": Y
FSx Shadow Storage Configuration

Removing Shadow Copy Schedule

Removing Shadow Copies

All shadow copies removed.

Removing Shadow Storage

Shadow Storage removed successfully.

B ERNETHEDE
EYTERNEARELTFIE , BB ERRE , M NEAR,
FE
- ROBRENREEIAR
- ROBRHAMEE FEXR
BECRIDERREFNWERIZMK LE T Amazon FSx EH0 HFEEEE AR

R R ER EREIAR
ETHHEHA-—BIEAT , RENEBREXSHMER

WMRER 500 EREER , T EARSELFIENRAKENRBIELX , BERESELINGNEER
T?‘:I:Faﬂ&ﬂo

- MREIRENBHERBEFELR , T-ERXERGER—JSARENEILER , AFEEHEE
FER DR 500 @,

EMEERBRANTA. IREAFTELERENREFZEATE  FEBRENERENREFE™M,
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ROBIRMEE FEXR

BRARLZEZHAN /0O KERE (Hlm , RAZEMER HDD #1778 , §A HDD REBHNBRERET
B, RRXEFRETE ) THREZFEH Windows Server MIBRFIEE FER  HATCEELTHAMN /0
RAEBHEN TEA, FEEBTIER , UHBFERHLLEAE -

- WREER HDD %77 , 3BEH Amazon FSx 32 &5 Amazon FSx API §1#:E| £ SSD f#1F. 0
EHMER  ASREEERRRNBREEE,

- BERRENEEEFTEE NI CERITEERN =14,

- RTRENBEXERBERE LR , FRELNERRRELE 320 MB N TAZ™E,

- ERTEHIRRRERER , FIEREER,

MEFMENR  B2EEEAANERRRES,
EEIAERIEFRLEFTMERRK LE T Amazon FSx RS FZENE S E A

ERFAMNITA. Amazon FSx BRI ERNERZR LERRIXERRE , TANEERETREF
HEEERENED,

£ HEREEE AWS DataSync

& LAE A AWS DataSync #% FSx for Windows File Server B RAREHEB I E —FEERRK.
LOEEERARESANBEREHE, EEHE—STH , F2RAERERA BREERERZE FSx for
Windows File Server AWS DataSyncH #J FIAWS DataSync  FEFH &) FHAWS GHFRIE 2
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#% FSx for Windows File Server B2 Microsoft SQL Server &
B {2 A

= Al At (HA) Microsoft SQL Server BE ZB& 1 Windows Server BB EE K (WSFC) P ZEE
PIEE  SEHBHFTUAEREAERREET. BULUEEA FSx for Windows File Server &= 7 A
# (HA) Microsoft SQL Server BN HARER , F2EME . HAERATERNERNREER , UK
% SMB ERLARE.

® Note
B8l , Amazon FSx 7% # Microsoft SQL Server IFl ( BIEFER#LA1L ) ThEE,

SQL Server & fEA SSD 78, SSD RFREARSNENRKILEHRN THEREMKRGT , 2
ERE.

WEM A Amazon FSx B&{K SQL Server S A BNE MMM AWEEMEN , 5
Storage ZPER LMW THIXE .

W%
aa
=
%)

« fEH Amazon FSx for Windows File Server f&{t, Microsoft SQL Server & 1] A £ 8
- £ EBE/EAAM SQL Server ZBEHI LA AWS
- fEF AWS BRENFEE M Amazon FSx 1t SQL Server Always On Z3&

£ F8 Amazon FSx for Active SQL Server ERE =

Microsoft SQL Server AIEAfEA SMB EERLAHE , MAEAPERERNFEFEE. Amazon FSx

RiBREL , BERXERFETAN (CA) EBEHLA , & SQL Server ERERMILART. BLERHL

FAREA SQL Server EREETHEFRAAERENNEARNAEF. ACTUEE—THE
2RERMKLEEN CAHRE | BESEEME SQL Server FENSTHERZRELER CARE

wmREEE HA,

BYRETHAE

&R LAE R Amazon FSx CLI for Remote Management on PowerShell R CA #E, ZEEEH
EREBUHANAEE | 5B5# A New-FSxSmbShare , 3§ -ContinuouslyAvailableiBHERES
$True. MFFHMENR , FSRELFETHN (CA) HE,
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https://aws.amazon.com/blogs/storage/simplify-your-microsoft-sql-server-high-availability-deployments-using-amazon-fsx-for-windows-file-server/
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X SMB iR EFERE
WA , STARREBENAEEATASE /0 BE | BEEE 30 DAER. BED
EER , BH SQL Server ERRR AL RBRES TN BRE,

BRI LAFHE SMB AR iR THERERE , UERENEARAHSTRAEERRARREBEESE
., EALUERHEBENRERENMERRARNGEIERERAEREAEANTA  ESRBEBRE
BENAHEEE,

£/ Amazon FSx ##A SMB XA R F

Windows Server RE B EBEENEEESNESVB ERXLARE  UHSEEERNAR., REE
EHEAFELENREFEREHRHATEAZREF., Amazon FSx R R A LA Windows Server &
EREEEN2N SMBERLARE,
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Amazon FSx for Windows File Server Windows £ & ER

KIRENIERFHEFEEZE Amazon FSx

Amazon FSx for Windows File Server EBIhaE. REEMABRMY , B ERERGCEXERAREIEAM
EZE Amazon Web Services Cloud, #&RZFEE& Microsoft Windows File Server f#ZH#E# £ FSx
for Windows File Server WIEFE FHIMBEFELSER -

1. BIENEZREBRZE FSx for Windows File Server, MIEFMAES , FS2RERENERFEZERE
FSx for Windows File Server,

2. W RE SR FAHREE B E FSx for Windows File Server, MEFMEF BB EAPPEESR
HAHEEERE Amazon FSx.

3. IR EH DNS ZEEHE A Amazon FSx 2R XA DNS BB, MFEFMENR , F2 84 DNS 7l
Z B Amazon FSx 23 g8,

4. Y)#2ZE FSx for Windows File Server, MEFMER , 2B B R EVIHRZE Amazon FSx for
Windows File Server,

BRBMEUAT &P RIEFFSESBRNFEEA.

&
- BBEENEERFHFFZERZ FSx for Windows File Server

« BANBEERLAELEERE Amazon FSx

- BFRIEBE DNS #HAEE B E FSx for Windows File Server
o BHREYIMZE Amazon FSx for Windows File Server

IR ANERFEERZE FSx for Windows File Server

EERREREEBBZE FSx for Windows File Server iR %4 , BREFER R LERERRE AWS
DataSync , ZR# EEE{L. BELAINEE AWS FERKEBERAKEER, DataSync EiBH
BRI\ MR ER Direct Connect, FAEZE R , DataSync BEENEAREN. FHRIEDE

REBERE., MEFHMENR  B2EEH $HEEREZREBZE FSx for Windows File Server AWS

DataSync,

WEBRBAAR , B LB ERER S Robocopy , iIER Microsoft Windows B a5+ 5l B &
EREZHTE. MENAEERA Robocopy #ERFAFBRZE FSx for Windows File Server fFE#HTE
Fr , %28 £/ Robocopy B IREEEEB E FSx for Windows File Server,
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IR AR RFEFTERZE FSx for Windows File Server WER{EER

EERRERKEERBEZE FSx for Windows File Server , 55 8 £ F B RERERE (SSD) REFEREMN
Amazon FSx EERR#HK. BEREHE , MRENERABRINNRERRS R , B LUERER (HDD) f#
FREEREBE Amazon FSx R R K.

HEMEA SSD #FRAAERE Amazon FSx BRR KB EE HDD #78 , LR LUITTIILER,
(#EE  HDD EXRFNRETEEL R 2TB , BELERBEHERNEERERE, )

1. fB 108K SSD ERRK., MFFHMESA , F2REELEHERINED.
2. £/ HDD RE#ENEREERRR. WFFEESA  F2RBEHEEREFNERRK,.

A BREEREBE FSx for Windows File Server AWS DataSync

BRI AWS DataSync 7 FSx for Windows File Server &R R &2 BE#&E R, DataSync —
BERMEGRE , ISk, BERCFNMEESBERERS K TASBERTRAEEELM AWS #7R
Bz EBEMEEZE R Direct Connect, DataSync AIAMEBMERRZFKERNMPEER | HINEEE,
R B e M FEGF W o

DataSync X E#E S NTFS ZHUZRHI/EE ACLs) , t X EEREREKIZFHENR , tiBA NTFS RFE
HUiR /55 (SACLs) , HHEE B FREHIFE A B ESFIUE RN &,

#& T LA A DataSync £ {E FSx for Windows File Server &R Z 2 HEHER w8 ER
BETRE AWS B 5 AWS IRFHPFHERRFK. BRI LR DataSync #E FSx for Windows File
Server ERRFETHMER., flW , BT AMERER. EHERsBXITEEBNE
B, UREEENETERMMRENER.

£ & AWS DataSync , FSx for Windows File Server FJ{\i& & FSx for Windows File Server #i% 2
#& 7] LATE FSx for Windows File Server Wiy EERHMERRFNVEZHAERER. NEFHEENR ,
2 BAWS DataSync  FHEEM) FWNERVE.,

DataSync € A A RESFAEEHR (SMB) B EFHUER FSx for Windows File Server, EEREE
AWS DataSync £ A5 HERENFERAE B BB ETH 2 58F AWS CLI,

FORIFAF

£ EERBEZE Amazon FSx for Windows File Server :8E , BEE/H S DataSync ERM FIARES
MNP, EEHE—FTH , F2BAWS DataSync ( FHEIERE) S DataSync ER,
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MREEHTABENER IS RASNEERNER  BMNEBEERAESR SSD REEHEMN
Amazon FSx R R, ERREA DataSync FB S RFHIERTEER , ESTHSE HDD ERRMKH
R 10PS R , BRRKBAIITEBNERRENRERE. WEFHEN , F2H SREERES

BB E FSx for Windows File Server B R{EE %,

MRENERERIBD RH/DEERAR , BERFTBLIEEAEN , REEHLE — DataSync £
BEREZHNUAMKER  SEuERAONEREBNEEREEH, MEFMEN , B20 . asE
A AWS DataSync 1& [0 & /& 2848 b0 & B E .

BRI LA A FSx MEEiEEERER R RER /0 FAXR,
£ H DataSync EBERNER SR
EEMMA DataSync BiERERFENESRE BNV E , FHT FIEXTER .

- EENRETHIREAREER | IRAZNERER,
- BUMRERFERNHBVE,

- BYWREER.

« FITERUSERRRREREE N,

EETHRINMEERREENRBIBBERRAEREET FSx for Windows File Server , 552 BEAWS
DataSync  FAEIER) FHEREERFHE 2BEHNERER AWS, B SMBLE , UAEkE

Amazon FSx for Windows File Server 2B V&,

EETHRINTEERRBENERERRRERTE FSx for Windows File Server , 552 BAWS
DataSync ( FR&EIEFE) PSR EREXIE S Amazon EC2 H1T{EE.,

EM{E Amazon FSx B R R K2 BEEK

I&ALAE A DataSync EM{E Amazon FSx ERRF BB ER, NRLEELTEEHREEE
REAMBEEETEHEBHHERRE , fIntE—wARBESTHEHRRE , EVscearmER. &
A LA A DataSync EMEERRAZE 2SI THEEE,

UT REBBEFNHEMSS

1. B RIRA B M ib g R KAV DataSync UE. FEE , RIEME Wb L EBRERK Active
Directory (AD) #15, , i HBiE 2B EE AD FERBR.

2. B YWERE DataSync £5 , S ERKEREERE BN, SAIN—XMHTEBBHTER , I8
EBRRERARBERENHEEE BT
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3. EBARINEME , ENERRKTNERRRRENEIER, FEE A LEFRTFERFEESR
RELNEABABDHERER , AR ERK. RE , BALEHEE B Wi ERRE , WMBEREK
RIERRM

REEERAKER 2N , EUMERKIIROERNERRRELARBBEF. EVRERAMLERE
BWEFFEESRER , YE LY DataSync $HRETHELE

EERYRKERERE , BB LT DataSync £ , KA, ERARBEERRKBEE N
BRRZR. FLERERRENRER , BUASIT-RERELEEE , UESBFILREUNRHFENR
HEER , RRLIRE B RIBERRR,

8T LA# DataSync FHREAEERERHP T , RIERHFRIBERE, MREFTHITSEE
%, NECREBR-MoNER , EREM.

&R LATE B A B R AR LB U ERRE SRR M DNS BFEHERY DNS BlE., ERRESKRERENE
RARAREERRFERRFEN DNS BBREFIERER ., MFWMERE DNS BIBMNFMER |, &
28 . £/ DNS Bl&EFEER.

BITERERE , RAIBBE TSR .

- HFRZANER , LBRTERRKEN. SBEEEREMData Deduplicationft
¥, ERWME K NRERELRENERER , BEEEHRKData Deduplication
GarbageCollectionfE#,

- BEHREMBENHERRKEFER SSD fHE, B LIREMIER , /£ HDD # SSD fizEE >
B0, MEHMER , F2H  KRENERFEFTEBZE FSx for Windows File Server,

- SFEHEEEERNERNE  RTEEFEAWEENREN B NHERRMK. 7 DataSync FKEFH
B, EREREMBNhERRENREEAR, WHEFMENR , F28 £8 Amazon CloudWatch
B,

« BRE DataSync 12 , BB T HRETHEBNEE, B DataSync HEEIEE Amazon
CloudWatch Logs ###H , LAE I8 RT I EE 2515 B B E 881175

$/ Robocopy 4R BEEERLZE FSx for Windows File Server

Amazon FSx for Windows File Server 2L Microsoft Windows Server £E®# | A B RENERIE
TEEBBE Amazon FSx BRR#. EUERSAERNER. SHUNERMEHBERPEE
B SEBM, BERRK. FHEURHIEE (ACLs), HEEEANEZEMNA. Amazon FSx ZE I
RER  AESKKBELEEREREN Windows THEEEBHFMERAERXEZE Amazon Web Services
Cloud.

{# A Robocopy BB #ER 292


https://docs.aws.amazon.com/datasync/latest/userguide/monitor-datasync.html

Amazon FSx for Windows File Server
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ERATHEEMAERARTERENEFNIEE. BELHTHERK

Amazon EC2 t BEREERERAMRBIFAEERIEER.

5 Robocopy E B 1E RAY 5o R IR

FRIG Bl , I LEAT T 5 EN1E -

, EERERMHEERDOR

- EHIFEPE Active Directory MIEEE T Amazon FSx ERRZRHM VPC 2BV BKER (FH

Direct Connect 5 VPN),

« 1f Active Directory FE M RIEIRS , W EBSEMMABBHNERTT. WEFHEFR ,
AWS Directory Service B {EmE PN ERZEZRG BN REIIES.

2
W

B

« B3 Amazon FSx BRRMK , MAZHNBEREE ( AZBZPE ) Microsoft AD H .
- BEEREHA (AEZBEY B \\Source\Share) WILE (i AWS) , EFhBELEERE

Amazon FSx W AEXR,

o EE Amazon FSx BRRZK LERELANME ( #la0 \\Target\Share) , FEZBREERE

o

TREERA=ZEEREAEFIEEN RN ENiERRRTFREER,

EBREAEFIRE

EEEB/REATARE

RS R ERE
B BERFHGETH

WEAEES (xB) #
RIZE | IERFEGTH

RFERRRAIFIMEER

FREEOEEHEE
BHERANERKRES
EHFT T (NTFS ACLs)

FEHEXERRIIE
Active Directory {3 1EE
FEEAMNRKE , XHEMA/

b HEZ# B RoboCopy,

FRENERRGE
£ Active Directory #3
HEESHMENKE,

B FSx fE=M
fR 25 o] EE M SR

FREZELEEHEE
BHERNERNKRHEES
BASFA (NTFS ACLs),

EAEXLHAR Amazon

FSx BERRAMEESR

B HIRE | WA
RoboCopy £/ /b &R,

FRENAER Amazon FSx &
REKEEESHBA WRE ,
I ¥ Bl RoboCopy £/ /b HEZ

{# A Robocopy BB #ER
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® Note

* ¥ A AWS Managed Microsoft AD FITEZR R , Amazon FSx BRRAMEEEFHFE
BAWS ERH FSx EEE, EHEEEM Microsoft AD F |, Amazon FSx ERZRREEEH
EARBEEEE IR ERIERRARFAESEEENET#H#A.

£ Robocopy BHER

BAILERTYRER , SEREREENRSBEREERFKERZE FSx for Windows File Server IR %
%o

£ F Robocopy #HEEREBE Amazon FSx

1. 7£E2 Amazon FSx IR Z#H B Amazon VPC F X E Windows Server 2016 Amazon EC2 #i,
171888, FSx

2. EREIER Amazon EC2 #ITEIE., MEFMENR , 52E (Amazon EC2 Windows #{T{EEEfE
AEIERE) PREKEEM Windows H1T{EEE,

3. BMRBGTRTIER , USRARERARSFLOREERLA (APBBRAI AWS) BT ERIER
BRE (BFlmy:), TR, Al , BERARIEEFE Active Directory BB EESFHENNE
REZEAER,

C:\>net use Y: \\fileserverl.mydata.com\localdata /user:mydata.com\Administrator
Enter the password for ‘fileserverl.mydata.com’:

Drive Y: is now connected to \\fileserverl.mydata.com\localdata.

The command completed successfully.

4. # Amazon FSx ERRFK LA B ERERHELAME ZE Amazon EC2 #H1TEE LT RIRIBEHR
B (Bl z ), MR, Ak, Z2AFERERFEMEAER , XIRF 2B EIE Active

{# A Robocopy BB #ER 294
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Directory #A5IEE S8 HF Amazon FSx ERRMREEEFHENKE, HRMA AWS Managed
Microsoft AD KSR R4k |, %E&H4EB AWS Delegated FSx Administrators. EEEEEN
Microsoft AD Domain Admins® , AR EEBIERRAKFACTEREENBFTH#E.

WMEFMES , F2EH PRRENE R ERREEFIMERERREM Robocopy BEBERAY L
RIRME

C:\>net use Z: \\amznfsxabcdefl.mydata.com\share /user:mydata.com\Administrator
Enter the password for 'amznfsxabcdefl.mydata.com':

Drive Z: is now connected to \\amznfsxabcdefl.mydata.com\share.

The command completed successfully.

5. RABRIMBERTBEUEEES S HT. UEHES/HBGHRERTIFELR Windows
PowerShell , 3#11T % Robocopy i F , ERRRKERAEREBEHLA,
ROBOCOPY T R—EETENERER A AER , A EAREREFHENMERREF. AR

LLROBOCOPYHHEF , REREHLANMERRNE FHSEHE Amazon FSx BEH A, &
AEREERMERK NTFS ACLs, Bit, BFEBIC. HEEEAMEREA.

robocopy Y:\ Z:\ /copy:DATSOU /secfix /e /b /MT:8

LR SEHIEA T I TREMNERRE

o Y- EBNURRAEBERE Active Directory % mydata.com FEIRRHE A,
« Z- &} Amazon FSx £# B EHEZ \\amznfsxabcdef1.mydata.com\share,
« Jcopy - BEEEBRNTIERBM :
- D-&#
- A-B
T - A&
S - NTFS ACLs
- O-BBEEEA
- U-BREH,
 /secfix - BEFMERERLNERZEM , EERHBNERZ M,

5 F RobdCopy B hiees Hxo 295
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* /b — £ Windows FEVEHMERERRERER , BIEH NTFS ACLsIEAE B s £ F & YT
CIB
« IMT : 8- EBEEZEARMTSHTHELINMITHREBE.

® Note

NMREEZBEREIT RN ERERABER | LT UER /bR AR T EMHAEE
3 , robocopyIF BV /biRIR, EAATEMMBENE , MRAEERNS@PE , AREN
Robocopy BREF LAEEHBEFREN , MAXRBAEMEREFEER. MATEFRBER
o] DA R R B RS8R

KA BIERLAEEEBEZE Amazon FSx

A LERTHRER , BEENERLAEEEBBZE Amazon FSx, EHEFD | RKFEERFARERSR
EERZE Amazon FSx MIEE L FERERE R M ARES.

@ Note

BEAKERERZE Amazon FSx , AR BEBERALRAERE, NEFHMAER , F2RSEEN
ERFEEEBZE FSx for Windows File Server,

BIRAREELAHERE FSx for Windows File Server

1.

ERFRERFARSDI L , RABNERPEBEUEEE S 2817, UEEE F 2B Windows
PowerShell,

£ PowerShell FSmbShares.xml# T Rl , SRBERFARSNVERLAELERAS WE
R, ELEFF B F: IRALZELEREAERARET LR AE,

$shareFolder = Get-SmbShare -Special $false | ? { $_.Path -like “F:\*” }
$shareFolder | Export-Clixml -Path F:\SmbShares.xml

fmEE SmbShares.xml i8R , & F : ( WHEHASR ) WAMESZEBMA D : \share , B4
Amazon FSx EREZMHMM D : \share,

KR ENERLAHEREE A FSx for Windows File Server, £ AI1ZHL B #93t Amazon FSx &R &
BANRFERFARS[NVAFP R L  BRBFHVERLAER, REREATIHGSBEEAZE,

BRERARMAR 296
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$shares = Import-Clixml -Path F:\SmbShares.xml

5. FERATHEHP—EiEE , EfHTE FSx for Windows File Server £ XMk LE VXL AMEN
EAERYH

FEUEDAFRELEBRAERYYS  FEATIRS,

$credential = Get-Credential

=ZEFEH AWS Secrets Manager ERELEBEAERYH , BEATIT .

$credential = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString

$FSxAdminUserCredential = (New-Object PSCredential($credential.UserName, (ConvertTo-
SecureString $credential.Password -AsPlainText -Force)))

6. FEATIRSEKERLAERBEBEZE Amazon FSx ER[R:S.

$FSxAcceptedParameters = ("ContinuouslyAvailable", "Description",
"ConcurrentUserLimit", "CATimeout", "FolderEnumerationMode", "CachingMode",
"FullAccess", "ChangeAccess", "ReadAccess", "NoAccess", "SecurityDescriptor",
"Path", "Name", "EncryptData")
ForEach ($item in $shares) {
$param = e{};
Foreach ($property in $item.psObject.properties) {
if ($property.Name -In $FSxAcceptedParameters) {
$param[$property.Name] = $property.Value

}

Invoke-Command -ConfigurationName FSxRemoteAdmin -ComputerName
amznfsXXXXXXXXxX.corp.com -ErrorVariable errmsg -ScriptBlock { New-FSxSmbShare -
Credential $Using:credential @Using:param }

}

HE R EBERE DNS #BEEE#E E FSx for Windows File Server

FSx for Windows File Server £ E{ERRRIRMBZMEZBRE (ODNS) 88 , B LIARFZEE
RRFELNER, BHT LR EIRIZMNET DNS BB REIERRE | FEREEA DNS B8R
EA Amazon FSx £ R R DNS BI&,

B ARERERZ DNS 4HAEEB B E FSx for Windows File Server 297
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iR DNS BlH , B UEERRAERBELRADIIBZERLE Amazon FSx i , BEFEHREN DNS &
FRIEFH Amazon FSx L EHHNE R, EBGBHEBREERE Amazon FSx i , EFTAERAEH
DNS BBz ITEREARERNNER, BAUEELFTERRRE  URRKEORBRIFERRAE , &
DNS 5lI&E2IREH FSx for Windows File Server i8R RMR B BEH, E—IXFKZTH# 50 18 DNS 5lH
BEERRREIBE ., WEFHEEH , FSEEE DNS &,

DNS BRI B BBABRFETHEKR :

- HEENILETEPBIEHEZTE (FQDN) , #l#0 accounting.example. com,
- AIBEREFITNETR ().

- BRREIFERTERAEFR ().

« AR FHE,

¥ DNS BB B , Amazon FSx ERFRFAMERANEFE (az), THEFERKEEAKXRE. I8
FRFEHFFHHEFZH,

THRRFHRBINMAER Amazon FSx 32 4&., CLI F API #% DNS BI& BB A FSx for Windows File
Server BERFE VAN, NECRIFEZRFAFAE DNS BIZWEHEET  9EREHDNEE
REM , BF2B A DNS BIREERRKEBER,

74 DNS Bl SRR B RRAFEMEAR ( F28)

1. 7£ https://console.aws.amazon.com/fsx/ : // BABX Amazon FSx £ &,
2. EEERERRFE , ARBIEFELEEDNS BIZEILBEA Windows ERRH
3. ERRHELZLZSIERL , FIFEEE DNS 5IH LBEMERE DNS B8 H5E .

ERERERE DNS HAEBR E FSx for Windows File Server 208
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Manage DNS aliases X

Associate new DNS aliases

transactions.corp.example.com|

i
Specify up to 50 aliases separated with commas, or put each on a new line.
Assoclate
Current DNS aliases
Q 1 &
DNS name & Status
financials.corp.example.com ) Available

If you associate or disassociate DNS aliases, your file system will experience a temporary

loss of availability.

4. HEBRBSTBIR ST  WALERBIAY DNS Bl&.
5. RIEEM KRB NEEERRZR.

F U ERE TR B FETRRIEBN B RE. EREENATHE , HIESEERRKEE
B ((RZSUREEE25 78NEF)
# DNS BIB BB EERRF (CLI) B BB

+ f#f associate-file-system-aliases CLI a8 5= AssociateFileSystemAliases APl 24E |

#% DNS Bl & BBE B ERRFE BB

T3 CLI FEREMmER & BiEENERRTE ML EH,

AR ERERE DNS {HAEER = FSx for Windows File Server 299
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aws fsx associate-file-system-aliases \
--file-system-id fs-0123456789abcdef® \
--aliases financials.corp.example.com transfers.corp.example.com

[l FEE 8N Amazon FSx IE7E B2 SR R 2 M BRI Y Bl & ik 8.

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": CREATING
1,
{
"Name": "transfers.corp.example.com",
"Lifecycle": CREATING
}
]
}

EEERSITEEBMNBIBMEE , BF A describe-file-system-aliases CLI %%
(DescribeFileSystemAliases B RIEM API 1E ) . & Lifecycle BIBMNEATARK , B LUfE
FAERFEERRSE (RZUKEFE 25 7EBNER ).

HIR/EYIHRZE Amazon FSx for Windows File Server

EEBRANDBEEEMT. EXHLBEREN DNS R , T—FEEIREMRBZE FSx for
Windows File Server {8 R#., ZE4#23] FSx for Windows File Server R Rk , FHT T 5
R -

- YR,
- ERRE SMB A P B R IR R R A ER
- BITHRRERNERLAZHERY,
- BIEW Amazon FSx BRRKBZERBE EH- B (SPNs),
- E# DNS CNAME i A5 &/ Amazon FSx 1B R R #.

UT&BRHEBTEESBRNER.
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Amazon FSx for Windows File Server Windows £ & 58
&

- %fEYI# 3] Amazon FSx

- ERTE SPNsLA#1T Kerberos & 7 B FE

« ¥% Amazon FSx 8RR #H DNS CNAME &t #

XE B Y#2 2] Amazon FSx
£ EXEEYIRIIERN Amazon FSx BEREREK , BAEHIT T HIENE :

- PEIATE R ARKBERREN A FRAER.

« £/ AWS DataSync = Robocopy #ITREERED ., WHEFHMEN , F2REERENERHEFE
#Z FSx for Windows File Server,

- PTBRRERAZERRSL, NFEFAER  F2ELSRATEERAHBEREERE Amazon FSx.

% SPNsLA# ST Kerberos 5 7 B 5%

KPR EEA Kerberos B 5 9 B MINZZEL Amazon FSx E#, Kerberos AFEERRFENAF
WRUHREZENE PR, EEAMFR DNS 5I&FE Amazon FSx A FisBUA Kerberos & 7 5&
B EFIEYERE Amazon FSx FE R R # Active Directory B4 = DNS BIZ MR X E LB
(SPNs),

Kerberos B 2 B EE/M{E SPNs,

HOST/alias
HOST/alias.domain

Flgn , MR BILAE finance.domain.com , BIM{EHSER SPNs 1 R R

HOST/finance
HOST/finance.domain.com

SPN —X R #EEEE — Active Directory E ¥ B, MR ARBERRHM Active Directory
ERYHERER DNS BBEBEEM SPNs , B ALEMBREM , T84 Amazon FSx BRRAMREL
SPNs,

THREFRANASIKEMRERN SPNs, MEREM , AKX %A Amazon FSx IEER#E Active Directory
BRI ESHH SPNs,

{12 2] Amazon FSx 301
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ZHFTER PowerShell Active Directory 18 #H

1. BABMAZE Amazon FSx R RMATIMA Z Active Directory B Windows #1117 {E 8.
2. LNEEE 57K PowerShell,
3. FRALUTHHZE PowerShell Active Directory 1 #H,

Install-WindowsFeature RSAT-AD-PowerShell

HERIBIERREM Active Directory SR 4 = SR FAMBRIER DNS 5l& SPNs

1. FEAUTHSSREMBERN SPNs, alias_fqdn # B AZE DEERRFHEBBLN DNS
BB A& RERERE DNS #HAEE R ZE FSx for Windows File Server,

## Find SPNs for original file system's AD computer object
$ALIAS = "alias_fqdn"

SetSPN /Q ("HOST/" + $ALIAS)

SetSPN /Q ("HOST/" + $ALIAS.Split(".")[0])

2. FERATIEHFESERRLE—ELSBEHERAEA HOST SPNs,
« alias_fqgdn # BRAEBE PEERRAEREBATE DNS IR AILEE DNS HEER

% FSx for Windows File Server,

e file_system _DNS_name # BRBRBIERZ KL DNS B

## Delete SPNs for original file system's AD computer object

$Alias = "alias_fqgdn"

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSPN /D ("HOST/" + ${Alias}) ${FSxAdComputer}.Name
SetSPN /D ("HOST/" + ${Alias}.Split(".")[0]) ${FSxAdComputer}.Name

3. YT PEERKKMEMEBNEE DNS A EEELLS RS R EIEEE DNS #HEEB E FSx

for Windows File Server,

R E SPNsLAETT Kerberos & 7 BR5% 302



Amazon FSx for Windows File Server Windows £ & ER

£ Amazon FSx IR R H# Active Directory &I £ 5% E SPNs

1. BITTHGHS , BEN Amazon FSx ERZRFKREHH SPNs,

« file_system_DNS_name #& Bl B Amazon FSx ¥R ER R DNS B,

EE Amazon FSx I A LESRERAMKHN DNS 21 , FREEREM , ARBREBELNER
Rif. BEERRAHMEFEANRAREZEERE, BT LE DescribeFileSystems API #
{ERY EI FEHREX1S DNS & 78,

« alias_fqdn #& BMKREHE FEERRFMEEBA TR DNS BlR & A EEE DNS HHEER

% FSx for Windows File Server,

## Set SPNs for FSx file system AD computer object

$FSxDnsName = "file_system DNS_name"

$Alias = "alias_fqdn"

$FileSystemHost = (Resolve-DnsName $FSxDnsName | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity $FileSystemHost)

Set-AdComputer -Identity $FSxAdComputer -Add @{"msDS-
AdditionalDnsHostname"="$Alias"}

SetSpn /S ("HOST/" + $Alias.Split('.')[@]) $FSxAdComputer.Name
SetSpn /S ("HOST/" + $Alias) $FSxAdComputer.Name

(® Note

MRERERRFENVEKYHH AD 777 DNS BB K SPN , BIFRE Amazon FSx &
REAMKH SPN XK., NMESHEANMERIRE SPNsWER , F28 ERHBERRKN
Active Directory EEYIH L SR FMERIREH DNS Bl#& SPNs

2. FEATHEHHIECT , 22 A DNS BIBRREHK SPNs, BREIETEME HOST SPNs
HOST/alias# HOST/alias_fqdn,

file_system_DNS_name # BU{X B Amazon FSx $EiRIGER RN DNS BB, EEHE
Amazon FSx XA L SHERRAN DNS B2 | BEEERRR AR EEERRAFMER
BEH LR EZSEE,

#& A LLFE DescribeFileSystems AP| #24E#Y B FE R EX1S DNS & #,

ERTE SPNsLAETT Kerberos & 2 By 5% 303
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## Verify SPNs on FSx file system AD computer object

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSpn /L ${FSxAdComputer}.Name

3. #HHEE PREERKFMAEBINSE DNS 5l&ER LARSEREAEEZE DNS #HREER E FSx

for Windows File Server,

® Note

& B LATE Active Directory HEXE T YIBH A BRI (GPOs) , EB A DNS FIREREER
R AP IR |, sAHEBTEE P Kerberos &7 EEMMNE

- BR#INTLM : #& NTLM SREEH =8 in AR5
o BR&INTLM : & NTLM B 7 B 3% 57 38 3 b A AR B3 66 SR 5

MEHMER , BB ERAEEBERYH (GPOs) @ E|# 1T Kerberos &0 B EMR 5 : £H
DNS 7l & FEUENIE R R K.

E ¥ Amazon FSx R R A DNS CNAME F2 &%

AEERRIEMERE SPNs & , B LUSHBITE RARERRKENEME DNS LEENR AT A Amazon
FSx ER R TER DNS B ¥EAY DNS 5248% , LAYI#E] Amazon FSx,

LZHEER PowerShell cmdlet

-

B ABEIA Active Directory By Windows #A{TEEE , & Amazon FSx ERRKESUERAES
DMA , ZEMAERESE DNS EEFIHNEMEKE (AWS Managed Microsoft Active Directory
AWS FHERMEEEBRAMREES , URBEEES , B2 EHHEEE Active Directory FZ&
ik DNS EEFF A HMEFAE )

WEFMENR , 55208 (Amazon EC2 A &) FMIELEZE Windows #17E
2. L\EEE G2 PowerShell,
3. PowerShell DNS AR EEEEFHTHEFPNIE R, FAUTHSZEE,

FE# Amazon FSx {2 R R#H DNS CNAME FE# 304
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Install-WindowsFeature RSAT-DNS-Server

E#HREH DNS CNAME E&

1. THESHE® WETHRE DNS CNAME ie#kE#alias_fqdnk Amazon FSx ERRHKMNE
Y. MRHBTE , ©@Aalias_TfqdnfEHTA Amazon FSx iER R TEER DNS B A DNS
Bl& E 3 #HH DNS CNAME F2 8%,

BITESHE -

- alias_fqdn #% R ABREERRFAIEEEAL DNS BlE,
« file_system_DNS_name #& Bl B Amazon FSx BIERGERRFHAITEER DNS B,

$Alias="alias_fqdn"

$FSxDnsName="file_system_dns_name"

$AliasHost=$Alias.Split('."')[0]

$ZoneName=((Get-WmiObject Win32_ComputerSystem).Domain)

$DnsServerComputerName = (Resolve-DnsName $ZoneName -Type NS | Where Type -eq 'A' |
Select -ExpandProperty Name)[0]

Add-DnsServerResourceRecordCName -Name $AliasHost -ComputerName
$DnsServerComputerName -HostNameAlias $FSxDnsName -ZoneName $ZoneName

2. #HEE PREERKFEHEBBNSE DNS 5l& , ER LASBRE A EE DNS HREER E FSx

for Windows File Server,

FE# Amazon FSx {2 R R#H DNS CNAME FE# 305
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Ef45 FSx for Windows File Server {8 & #%

Bty R4 FSx for Windows File Server fl AWS R A RAIFEM, ATAMMUENEES S, BHE
M AWS FERAFRNAIES O WEEZRER  WEERENERERRMEE., T8 , EAKERE
FSx for Windows File Server 281 , REZEVERE  HEPaETHHEENER

- EMBERME?

. EESREFLLER ?

- BERELERNERAM?

- EFFPPLEETE ?

o FEASHITEEIR(ERS ?

- BERBEREZENG ?

WNEFE FSx for Windows File Server 8 M ESIREFMIER , B2BR T EE,

E-|

- BEINFEER

- /A Amazon CloudWatch E#%

- {3 58 Amazon FSx for Windows File Server API FEIY AWS CloudTrail

BENMFEEE

AWS IEHEETE | & o] LA AMREEIE FSx for Windows File Server, &AL REHE P —L T B BEH,
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BPENAEDESN. THHBRENEMNENSEREEETENAREERARSKZERE
% , M Windows Server @117 Al LABUA#RR /10 ERNERRESEK. WEFHMEA , B
ZREEREIERE,

MERRREREENFAE

FHERRRER

BRI LUEB T A AR EF CloudWatch B9 Amazon FSx I54&,

R , 58 FSx for Windows File Server 3#€.

« Amazon FSx £# &
+ CloudWatch x##&
+ CloudWatch CLI
+ CloudWatch API

THREFRANAEACERBEIERFRERRAKNER.

£/ Amazon FSx EEERBERRKEE

1. 7£ Amazon FSx E£# A BB https : //https://console.aws.amazon.com/fsx/o
2. FEMTERRAFHENER , FEEEERTPEEERRRK.

3. ERLERAHEERENERRR.

4. EERGERRREEENER  SEE AR LBEFERNYEE,
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© Summary

Storage

Warnings and CloudWatch alarms info

Shows any Amazon F5x generated warnings and triggered CloudWatch alarms that you have created

File system activity Info

Shows a high-level summary of file system activity.

Available storage capacity

Performance

CloudWatch alarms

Th  3h 12h 1d 3d 1w Custom ‘ C ‘ v H Add to dashboard

Total throughput (bytes/sec)

Total IOPS (operations/sec)

No unit No unit No unit
34.26G 1.00 0.033
34.26G 0.50 0.017
34.26G a 0]
17:15 17:15 17:15 17:15 1715 17:15

@ Available storage capacity

Client connections

Count

1.00

0.50

0

@ Total throughput (bytes/sec)

17:15

@ ClientConnections

17:15

@ Total IOPS (operations/sec)

MEFRET  F2REAERRRERS

AREETHEER , EREMEATHNESEM CloudWatch BR , URERRFEBER.
BERTFURAREFRENEARER.
BEEMREURRERARB[NRETREER
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IEE % CloudWatch A HRBIEEZERH , BTEERR , W TEMR.
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Favorites and recents »

Dashboards
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All metrics

Explorer
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» X-Ray traces
» Events
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» Insights

Crbbinme
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Details
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2. BREERALANFEEERR , ESEHM CloudWatch £#2 4,

3. WRBESEEFEHAMN CloudWatch EXRM , REIFWERNR. MEFMAEA , F28 (Amazon
CloudWatch A& $ER) FHIEA Amazon CloudWatch &R 4Ro

& FHUEE AWS CLI

« fEAEA --namespace "AWS/FSx" WRZEMM list-metrics v H. MEFHMESR
{AWS CLI t5 582 ) https://docs.aws.amazon.com/cli/latest/reference/s

g"'
T
W
&

$ aws cloudwatch list-metrics --namespace "AWS/FSx"
aws cloudwatch list-metrics --namespace "AWS/FSx"

{
"Metrics": [
{
"Namespace": "AWS/FSx",
"MetricName": "DataWriteOperationTime",
"Dimensions": [
{
"Name": "FileSystemId",
"Value": "fs-09al06ebc3adbb087"
}
]
.
{
"Namespace": "AWS/FSx",
"MetricName": "CapacityPoolWriteBytes",
"Dimensions": [
{
"Name": "VolumeId",
"Value": "fsvol-0cb2281509f5db3c2"
.
{
"Name": "FileSystemId",
"Value": "fs-09al06ebc3adbb087"
}
]
.
{

"Namespace": "AWS/FSx",
"MetricName": "DiskReadBytes",
"Dimensions": [

{
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"Name": "FileSystemId",
"Value": "fs-09al06ebc3adbb087"
}
]
},
{
"Namespace": "AWS/FSx",
"MetricName": "CompressionRatio",
"Dimensions": [
{
"Name": "FileSystemId",
"Value": "fs-0f84c9al76a4d7c92"
}
]
},

f£ A CloudWatch API

£/ CloudWatch API ZEUE=Z

MY GetMetricStatistics. MEFMER ,
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8% CloudWatch 7R ( £##&)

AT LA#E Amazon FSx £# A5 CloudWatch ¥ A B E R,
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https : //https : ///
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Amazon CloudWatch

1. WREFEL CloudWatch EERREBBBEREXEFEMHRN SNS BAKE , FASENRER
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HEIEHISNS =& , FEEZEB BRI SNS T&E, NREGENEVEE , ITANEFEH4FIRE
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® Note

MRGBERE FTEREILHN Amazon SNS =E |, ESFE G4t X BE K RARIITE
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#3I CloudWatch &R 323


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-missing-data

Amazon FSx for Windows File Server Windows £ & ER

£/ CloudWatch AR EER

1. BAAWS EEFES |, WL https : //https://console.aws.amazon.com/cloudwatch/ FaRK
CloudWatch £ &,

2. EEEBVETUMBEIEREE.

3. BIEFSxIBE , REHEE Amazon FSx BIE , ISKEEHHRHETNIEE, BEEELYES
WP ERER Amazon FSx 168 , B SERRARMNERRK ID. ENERVETHIEE , REE
BT—%,

4. IEAISIEHN Name (&%), Description (8288) #1 Whenever (B8) &,

5. WRMEFLE CloudWatch EZER B RNREREEE FBHHRE , 51 Whenever this alarm: (B8
HWER ) HiEE State is ALARM (IREEAER). £ Send notification to: (BEBHE : ) & , &
EHRE SNS £E, MRBENMEVTE , A ANEFBH4ITRFERERBNE FE M4,
WEEERELEREMNCPHRRERER,

@ Note

MREEREITERETHA Amazon SNS £# |, EFEM K ALKEBRIESTS
BEYEH, EFBEHREEEREABRIRER T EEE, IREBETREETHEE 7
Rt IBRAERE | RASWEEA.

6. WK K BRAERSTRLHEBNSELINER. EFEVETR

% E CloudWatch &7 (CLI)

e
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W

« WM put-metric-alarm, MEELHMEN , FSE AWS CLI mHE8E,

ER (API)

FEAY PutMetricAlarm. MEFMEN , F2E Amazon CloudWatch APl 2%,

{5 A 524 Amazon FSx for Windows File Server API FE04 AWS
CloudTrail

Amazon FSx for Windows File Server 282 fR#EE S AWS CloudTrail , ZR#EIRE Amazon FSx
AWS HFEfE, ARREFTFEIEEENT . CloudTrail 1% Amazon FSx HIFTHE API FEAL#EEY
AEM4, MR IIER Amazon FSx EEA MW | IR ¥ Amazon FSx API REMERIEMEL,
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MRERVURER , BALBKA CloudTrail ES4##E3X{4ZE Amazon S3 7T , &% Amazon FSx
WEH, BIFEERFREEM  MATLLER CloudTrall EERATNEHELCERERTTEH. FH
CloudTrail WWEERIEF , BRI LUK BT Amazon FSx IRHMGER., IBHEFERK IP ik, BHEBROA
B, REBRNKRE , URHMGFBENR,

EEH—5 7T # CloudTrail , 528 "AWS CloudTrail fEH &M -

CloudTrail 8 Amazon FSx &

BUWRFE AWS IRF B , 889 E€RUA CloudTrail, & Amazon FSx FE4AZEIE | ZOTBIERHER
CloudTrail B4+ |, UREHBIEHEFHNEHMBRE AWS B4, EBAILE hgR, SN THKIAN
EH AWS IRF., MFEFMENR , 5280 "/ CloudTrail EHELEHBIAEH.

EEIZETE PSS AWS IRE |, G3E Amazon FSx WE# |, 5B EM, #EZEEE CloudTrail #
HEE R ZE Amazon S3 EFETE, KTER  ESETEAPEYERE ZERHSERZFMAN
AWS EiF, BHECE AWS 2EIEFFE EENEH , ¥ RFERIGEEIEEN Amazon S3
RIFETE, WA, B LREHM AWS ;R , LLE—F 2547 CloudTrail BEEARRENEHER L EHH
RETE, MEFHMER  FSRTIAE :

- BIBHHEIE

« CloudTrail Z BEHRENES

« %7 CloudTrail B9 Amazon SNS &1

- EWZEEFR CloudTrail HFEERMBWZERF CloudTrail BFEER

Fi8 Amazon FSx B)E#& M CloudTrail 528k , WEEEETE Amazon FSx APl 2& 1, filn | &
CreateFileSystem, CreateBackup # TagResource EjfE3 HEYFIEE CloudTrail &EER
REAER,

B-FEHVARERNSUTELEFRENET. B EATHBIEHE T5IEE !

FEREMFEHAHEH AWS Identity and Access Management (IAM) A& E AERHEH,
- REZERK , RECEATHEACEME I 2 EFRAENEREZLRE.
EREREAHEM AWS RERSE,

WMEFME , 520 CloudTrail userldentity TTH.
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T # Amazon FSx AEERIER

BHR —EERE , EREBHUARERNEARAREIEEN Amazon S3 f#FRT#, CloudTrail B
BRUS-—VSEAFER, —EEHAEARFRENE-FR , AIEFRBDE,. FRH BB
B, FRBEFEH. CloudTrail BFSELIFKAE API FFUYAEREHIEEF , Rt TS MER4EEIE
FHE,.

THIEHIFERE CloudTrail HF6EE , RERETEABICERRKERMEMN TagResource B1E,

"eventVersion": "1.05",
"userIdentity": {
"type": “Root”,
"principalld": “111122223333",
"arn": "arn:aws:sts::111122223333:root”,
"accountId": “111122223333"”,
"accessKeyId": "AKIAIOSFODNN7EXAMPLE”,
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-14T22:36:07Z"

+
"eventTime": "2018-11-14T722:36:07Z7",

"eventSource": "fsx.amazonaws.com",

"eventName": "TagResource",

"awsRegion": "us-east-1",

"sourceIPAddress": “192.0.2.0",

"userAgent": “console.amazonaws.com”,

"requestParameters": {

"resourceARN": "arn:aws:fsx:us-east-1:111122223333:file-system/fs-

abl2cd34ef56gh789”

},

"responseElements": null,

"requestID": “aEXAMPLE-abcd-1234-56ef-b4cEXAMPLES1”,

"eventID": “bEXAMPLE-gll12-3f5h-3sh4-ab6EXAMPLE9pP”,

"eventType": "AwsApiCall",

"apiVersion": "2018-03-01",

"recipientAccountId": “111122223333"”
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T5I€E 5| RE CloudTrail HEFEE , REREEAMBRZERRAEEEN UntagResource &
{(=H

"eventVersion": "1.05",
"userIdentity": {
"type": “Root”,
"principalId": "111122223333",
"arn": "arn:aws:sts::111122223333:roo0t",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-14T23:40:542Z"

.
"eventTime": "2018-11-14T23:40:5472",

"eventSource": "fsx.amazonaws.com",

"eventName": "UntagResource",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",

"userAgent": "console.amazonaws.com",

"requestParameters": {

"resourceARN": "arn:aws:fsx:us-east-1:111122223333:file-system/fs-

abl2cd34ef56gh789"

I

"responseElements": null,

"requestID": "QEXAMPLE-abcd-1234-56ef-b4cEXAMPLES1",

"eventID": "bEXAMPLE-gl12-3f5h-3sh4-ab6EXAMPLE9P",

"eventType": "AwsApiCall",

"apiVersion": "2018-03-01",

"recipientAccountId": "111122223333"
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Amazon FSx &4

VEREZEM AWS RESEBEIEF. 55 AWS BF | BRI UZHRNERPONMERRE | SLREHE
RATRERRLHRBEBNERMEE.

ZEMR AWS BEECBNAREE, AFSEEE SHERAERNZENERANET S !

- BIRMNZR LM - AWS 8 ERETE Amazon Web Services Cloud F#11T AWS ARFGH EREERIE
AWS L ARIRH L2 FEANRE. £ AWS &RFTED , F=SFEKESEHAFELRIFRMN
T2, BETHERM Amazon FSx for Windows File Server &R El | S BAWS &3R5t
21 %5 3 Y AR o

- BElRN RSN - ENEFEORNEER AWS HRE, ShXAHHMRZEE K SFERNER
., BRANERNMBREENER.

A BN T SR I 1E6E A Amazon FSx for Windows File Server BREAHRIEEER, Tolx
REFRBA A{AIERE Amazon FSx for Windows File Server A &N L £ EEREE, Btg THOM
EREM AWS BRI 3R 17 By R ES 2 KR Amazon FSx for Windows File Server &R

&

+ Amazon FSx for Windows File Server FHERHRE

+ f£A Windows ACLsH1E REM A E KRB R FIILH

« f5H Amazon VPC MR R KEFEUEE

- FAEERFIEREHSEREAETN

« Amazon FSx for Windows File Server B & 9 M EHEE

« Amazon FSx for Windows File Server # & 35 B 5%

« Amazon FSx for Windows File Server 1/t VPC i 2

Amazon FSx for Windows File Server Y& B E

AWS HEHSEERBERARR Amazon FSx for Windows File Server FHIERHRE, Db ER PR |
AWS ESREHITE B 2IREBRE AWS Eif, CASHERLERRELLTEABTHNREE,
LU ERAEMER AWS R HELERBNEETE, IEENBLENFRET  F2RERE
MEEEEESE, NEEBERBNERRENHEBENR , F28 AWS KM IEK LN AWS HEWE
{FHE R F GDPR &R E,
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HERERREZBERN , BBERE AWS 1RF ZAER , WA AWS IAM Identity Center 3 AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- BERFHECRAZEZEZRE (MFA),
- £ SSL/TLS B AWS EifEBH. RMEFEE TLS 1.2 WEZRFEA TLS 1.3,

- M RE API MEAEZEIFZ 8 AWS CloudTrail. 2EEEAEA CloudTrail BHHAREER AWS SEEIH
B , FF2BAWS CloudTrail  fEAEIER) FHIERA CloudTrail B,

- EF AWS MEMARAR , UREPWAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

o MREE AWS FZBGTTHIRES AP FE BFEE FIPS 140-3 BREN R IGH=EHR |, 55EH FIPS
UnEh, WEAER FIPS M FIPS In W E S HEEER , B2 EB T EARIEZE (FIPS) 140-3,

BRI ERCRETESEFNE FE i i SMESHREN , REEES BHENHXXFHNA
 FlINBZEHWAL, EBREEEMER FSx for Windows File Server SR £ 4. API AWS CLIER
AWS SDKsHYHfth AWS fR# B, BEEBIEHBRIXFRUPHMANTAERTAIEARGTER

DET A, MREREMENIBEREEN URL , BMEZIEZF I ERBLEZARSEF RO URL a2 E
:é‘x?éﬁnﬂo

FSx for Windows File Server 1 & £} i1 %

Amazon FSx for Windows File Server X IR ER MEMER P ER MW IMNER. I Amazon FSx &
RRGEE K SHBRABEERME, X8 SMB BABE 3.0 NEHMRAKEE H1TEE RS
ERLAAZIEERINERNE., ERFEERRMAE , Amazon FSx A SMB % B BimEEeH
PNER K MAEESRERARER,

{5 FH N 23 B

MRENEBFEETLRATEREER , ZIBRERBBEERNPREETNE , RAEREER
BRPHERNZE L HEERRENMEERRR.

NMREVEBZRAFENFZFBEERNTRENVLQATEREE , ENEREEDFENER, R
tEBEEREH P ERNMBREFEERRE , URASRTERNINE,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
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FTS L >4 M [
e E B InE

FIE Amazon FSx R R KEEEFEH AWS Key Management Service () BEEH &R HETHRENR
AWS KMS, EREEE ARRRAAZHEHNE , Y EENFEBHE, ELEFH Amazon FSx &
PHEE , AETEEBCLEARER.

Amazon FSx fF ¥ FR1ZEER AES-256 INEEE AR INZ Amazon FSx BREEERMAPEER, WEH
HER , 5208 (AWS Key Management Service FiZ A Bi5/8) DR EmEER,

® Note

AWS £REBERREEABBETREEZEE FIPS) 140-2 MAHENZBREEE L, BB
HERF & B REZZER M FEAT (NIST) 800-57 IR,

Amazon FSx @A/ {# A AWS KMS

Amazon FSx B2 & AWS KMS LT 8EE, Amazon FSx £ AWS KMS key R iNZEHIER
Rift. HBAILLREBARMBNBEZEZRMN KMS 268 (ERMPEER ), BaLRAH. FREH
S5t KMS £8HR T, L KMS €RILETIMERR » — :

c AWS ZESIR - ERTERKMS 88, JREMFH,

- EESEDR ERFAERKREEN KMS 28, RAZTURECHSRBENRTFZRAERAE
R, MEBRIEFZESRNGFMERN , 528 AWS Key Management Service (BZ A&
B FNEILEE,

NMREFEAEFZESRBARRERMENBEN KMS €88 , BB AERKTE, RASREER
i, AWSKMS BFEREmRESR IR, It/ ERAEFZESS  SULUERARER. EFK
A. RMERSEEE KMS RN FERE, WEFEER , F260 (BRASER) FH®mE AWS KMS
keys, AWS Key Management Service

#J Amazon FSx £88B%k AWS KMS

LRBEEEHE KMS R FINIELFR. NELRBENFIET  EF28 (FERASKRE)
RETE FERS|BE AWS KMS, AWS Key Management Service T 555 E B Amazon FSx X
BERARTEEEZRRRNBNMEHEEB AWS KMSFFT :

« kms:Encrypt : (i) SN FTNBANBEXF. LFTESMATERNS|/BEED,
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https://docs.aws.amazon.com/kms/latest/developerguide/crypto-intro.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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« kms:Decrypt : (HE) HEZEIETHRE, MBEXFAZIENBNMNTF, FTEMATERN SR
BEH,

« kms:ReEncrypt— (#H ) FAFKH KMS £BNERRFHOER , MASLHAFHRERNEX
F. EREERE  REBEFNE, KT TEMATERNSBEE D,

« kms:GenerateDataKeyWithoutPlaintext — ( %4E ) EEIL KMS €8 MZNER MBS, T
2 A kms:GenerateDataKey* TR SBBUERT,

« kms:CreateGrant : (X E) ¥R FHIBE LR , LUEEHITUAERSBINERAGFG. BRTESBBCR
MEFARFT# S, MERFHFMENR , 528 ( AWS Key Management Service g% A B15F)
FHERAET. LFTEMATERNSBEEED,

« kms:DescribeKey — ( % E ) BHIEE KMS £BHNFFMEN. WEFUSWATERNSB/BERH,

* kms:ListAliases : (ZR) JIHIRFHAIAEREIE. ELRER TREEYNBNERRKE |, LT
AEEAKMS £REE, RMZBECEALT , UARHEEERERR. KFFTSWATERNE
WBR,

nz8mhnER

£X & SMB BAWE 3.0 AEFMMANEEHTEEB LMSNEREAZIEERPIPNERNE, E2
FE ¢ Windows Server 2012 1 Windows 8 BIRHYFTE Windows iRZA , LUKk EH Samba A Fi% 4.2
MR EFTMRARIFTE Linux A Fim. EZFBUERRHKE , Amazon FSx for Windows File Server & 1&
A SMB inZB&8MHEHTPHNER , MAFTEBREARER.

SMB tn#{EF AES-128-GCM =, AES-128-CCM ( IR A F ik SMB 3.1.1 , BI&iZ#E GCM #
) MAHMBEEE  WFEH SMB Kerberos THRREBIEHHFBERTEM., FH AES-128-
GCM AR FHEE |, Hilan | FEBINE SMB EiFERARERE | RERASIE 2 5.

HENE —@EiNEdata-in-transitE R ER , BAILEERRRFERG AE AT XE SMB MENAF
ﬁﬁ”ﬁﬁﬂio &TL,{EQFEjrﬁﬁ§1ﬁ1§*,\;§§¥1ﬁl1’?ﬂ?$%\ﬁﬁ’91§$ﬁqﬂﬂﬂ%’?.*o iE A REEMENERRR

B EH =

& 7] LA —#8 15T PowerShell #39 3842 4] FSx for Windows File Server R R &M A F i 2 BE
HPRNERNNE, ZUUSERRRTFIRIAESE SMB MENAFR , LUE—E N data-in-
transit, BX A data-in-transitiNZ @ EH 1T , T ZE SMB 3.0 MENAFHFRERIRENFERE
HBEEFRCHARMENERLA
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B R FIE R ABR ENdata-in-transithn 2 , M3EERAREBBR. WREEEZHHETHR
ERNEEERAZTREBTERINE , YAFMECAEFERHMERRAE ﬁﬂﬂﬁﬁﬁﬁ??ﬁ%;
BiEmzzs , ZR—ERIARLESNBNAMEZNERLZ, 2ARINBENELXIEFSALARE
B, MEBASEME , AISELZEHERASELRNMNE,

B LAEA Amazon FSx CLI £ PowerShell E#TIRIGERE  ERERRFALEEERPNR, BET
EwAEA L CLI , 5528 £ Amazon FSx CLI for PowerShell,

UTRETURAREEERRBE LEREERPMEND S,

BapmnEens

Get-FSxSmbServerConfigurati
on

Set-FSxSmbServerConfigurati
on

Set-FSxSmbShare -name
name -EncryptData $True

PO

HEUR AR2R A S B4R (SMB) R ARERHAE, ERFEEH |, HATLL
iB¥E EncryptData #l RejectUnencryptedAccess B
WE , HIEERRENER P NERE.

o TEREEEAEERRR L EREFB PN

« -EncryptData $True|$False -—ASUHBEHEEE Trueld
FRERTPERMNE, BHSHRA False AERAER P ER
nz,

« -RejectUnencryptedAccess $True|$False - # it
BYERER True , AR AFAIZENENAFPHFERERR
o KBILBEEREA False , UAFTIEMEZN A FIRFER
EER

LS RERR True IBBAENEH T ERNE, BILSHER
False ERMAAZNE@HPERME.

BEPTHRLRAREFESSREANSE, EFEULRA , FEA 1T 85-2, HIN Get-

FSxSmbServerConfiguration -?,

£/ Windows ACLsHV g KRB R M E X R B iR FEE F

Amazon FSx for Windows File Server 3%&i Microsoft Active Directory i&EiB A REFFAEELE (SMB) B
IAMEXEE SR FHEHE, Active Directory £ Microsoft B $&MR¥ , AIGFEK L WHENMEEER |
WEEEENFEHAERRSKNERALEN. EEYHBEETSHAER , flERMARES , UARMER

Windows ACLs
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FRENMEKIES, ZEEH—2 7# Amazon FSx Y Active Directory X8 , 582 £/ Microsoft

Active Directory,

DA #1518 B 3,17 {E B8 7] LAE A Active Directory B ZHL Amazon FSx R AZ, B IFERHE%E
Windows ZEUZEHI7EE (ACLs) ETRHERNEREBMMER RERTFEIEH, Amazon FSx BRR
MEEDRBEFIERIRERNFERAERE , LUAHETIEL Windows ACLs,

18 Amazon FSx &R R EBFEM & B AIFEER Windows Rt Fshare, HEAERRACLs FREH
RHFREFEAENEIEALER,. S8 AHY Active Directory AN EREEEFEAETEEEH
FBEBERELNERRELITEERE, MELBRAERRMKE AWS Managed Microsoft
AD , RILBHERE AWS ZiRkH FSx BEEHE, NMREERERRKERREEMN Microsoft AD REE
4 BIWBETURBEHEES, 5, U RAERIRRRAMKIEENEITEREESHE, &
EZ8E ACLs , BB EAZREESFHENKE,

/A Warning

Amazon FSx E3X SYSTEM & B RERRBTIEERREFTLZH NTFS ACL 7F
A, BAEENERR LSBT HFEAEN NTFS ACL 5F7l. ERMERENERAETELE
FEL, WEHIEERRBIRO T HRER.

FRRIERE

{ AWS Directory Service B #gm) B E=Z AWS Directory Service ? o
CAWS EEI5E) FRYE T Managed Microsoft AD B ., AWS Directory Service
{ AWS Directory Service BEEigm) FHESEBRNERE,

- B 1. 5% Active Directory.

£/ Amazon VPC WIERRFZEFHUZR &I

& 0] LU B s M AR B SRE 77 BX Amazon FSx B R R MR, HWRENHBBEEERRRELBEHN
Amazon Virtual Private Cloud (Amazon VPC) fR# , MR EERFEEIR (VPC) 1, ZRALUEBRAEE
FRTE (DNS) BRIELZEZE Amazon FSx IER R #. DNS ZEREME E VPC FRERRAKBHMEAE
WAE IP i, RAERIE VPC AMEIR, &R Direct Connect 5 VPN E2ZEEE} VPC EHENER |, =
HE VPCSAMER , THEFRERRENMRRE. MEFHMENR , 528 (Amazon VPC £HE
f5F) HHVMTER Amazon VPC ?,
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/A Warning

BRI EREER R B AV E MR E (). BRMBRARAEAIEEES VPC
MERRH < BEHVER KA PE

FSx for Windows File Server X#& VPC # A , AIZEERR. B, BRFMERS — 1@ AWS REFriE
B2 VPC HEAFHEBRAINEIR, MEFHENR , 5528 (Amazon VPC EREERE) 71 £AH
= VPC,

Amazon VPC Z4£ &1

HEE—FREER VPC MERZFELBRAENMARARE  FEALREHERRFHERRZEN
T?HBIO REFAR—BEEMRER A, WERE HEARRBERNENRE, FHERT , AEBNE
RRIEERREOBENE ().

EEMFHALTSBEEREHYE Amazon FSx BRAFHNEE , FHEEAMNELRA, EARAEE{E
ARE , BHRAEHREERRANELRE. BREEENZ2HEPEERNVBRRERA | &
Amazon FSx ERRAFLHBRLAMFEZENEEHITER LHERK,

MERLEERUNFMENR , 520 (Amazon EC2 A EEmM) L 2EEREl. Amazon
EC2

7 Amazon FSx &£ B4

1. BERULR https : //https://console.aws.amazon.com/ec2 B Amazon EC2 A&,
HEEEEES |, 1BF Security Groups (X2 &#8).

i#$Z Create Security Group (B2 Z£&4).

EEZ&HENBBAHEER,

gH¥ VPC , EREFEERRKMEEIBA Amazon VPC |, £8 VPC RE U L8 H.

2

METHRA, LA TIEEE FNEHRKRRE

a. HMNVPC ££&40 , sk Amazon VPC WERZ B ECHEEZTREPNERRM. &
BELEY FSx BRRARZ FEBNZEFMEMN VPC #8358 ACLs ( MTEFTR ) fRFFERE
BEEHRE.
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html#security-group-rules
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FSx for Windows

FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCP Ports 88,135, 389, 445, 464, 636,

3268, 3269, 9389,49152-65535
UDP Ports 88,123, 389, 464
>

TCP Ports 53
UDPPorts 53

Active Directory
domain controller

>~
>

DNS server

i TCP Ports 445
< H
<

TCP Ports 5985

SMB client

TRENSEEZRENAG,

BABE
TCP/UDP
TCP/UDP
TCP/UDP
TCP/UDP
UDP

TCP

TCP

TCP

TCP

EEE
53

88
464
389
123
135
445
636

3268

=

Administrator

Role

W1 R (DNS)

Kerberos & 43 &8 7%

PERERT

BEHFKTFHERATE (LDAP)

B B BB A E (NTP)

2 W EE IR IR ik B 5T 27 (DCE/EPMAP)
H#kR#% SMB £ R+ A

FEiB TLS/SSL WEREH B 27 BUE A E (LDAPS)

Microsoft Global Catalog

Amazon VPC £ &8
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BIAWE R Role

TCP 3269 iEiB SSL B9 Microsoft Global Catalog

TCP 5985 WinRM 2.0 (Microsoft Windows Zixm & IE )

TCP 9389 Microsoft AD DS Web Services, PowerShell

TCP 49152 - 65535  EAMN RPC W EREERE

/A Important
E-TAE2 AMBEZTARERRMRDEZE N TCP EHIE 9389 LHWEHR
B,

b. FHREELRERAUACEEGEEMESE AD BEIZF|E, DNS AMRR. FSx AFmM
FSx B ERIFL K iE,

/A Important

&R Amazon VPC Z&BEEREERBERREN S O LRABERRE  BEAXZH
Windows B A& VPC #85& ACLs Z5R % [0 f BUE#HR,

@ Note

MRBBEEZE Active Directory #YL |, BN AEE Amazon FSx &R RFAHRIRA VPC
R F#8E. 27 Active Directory #¥EFESR , M E VPC FH FHEBRAME Atk & Py 14
BB EEER, LA LUEMA Active Directory #835 MR MMC R A SRR AME EE L

=1 —

axX AE o

(@ Note

EREBERT , BUECRERFREE KL S AWS Managed Microsoft AD F#EAY# Al
MRIBEE , E%EEE t R BEAEEXENEASRLA , LAFFRE Amazon FSx IR R
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HRE. WEAMFEEARANFMAENR , 5528 ( AWS Directory Service EXEEr) F
BAWS Managed Microsoft AD %3R4

RELEEI RS EE (Amazon FSx ERERMMEMMEKAE ) -
L2 EEESH Amazon FSx 18R R 522 3 BAH

1. BRI https : //https://console.aws.amazon.com/fsx/ B9 Amazon FSx A&,
2. EBRIRL , BEEENERRREURKHEFHRENR.

3. ERPERELZLRCIER K RARBEERIFNMIRSAE (520 ENI-01234567890123456), #
RE-TAEBERRZR  LE5IE-RKRAE. YRZTARBERRR  LEEREN FHER
hEI—EMEEAE , YESFH FEETER M,

4. SHSEMARAE  ERREAE A RAREBFFEREER2HFHA,
5. HESFRLFAUFAINT , REECRANRZEHE , AREE/RT

TAFERERRZR

ERERBULRFFEAFRFIERRR  SUABKREERAFELRRAMEEBRNAMA RS
1, WHEBRKAREEA/BHARINEE,

Amazon VPC #3& ACLs
RE VPC AERRZRREFIEN S —EiREEE VMR FEURHEEE ( #5& ACLs), #% ACLs EEZ %

BHETRE , BEEEELNIIGE , ITA VPC FHNERMIBENNZEE, NEMI ACLs HEFMER |
=20 (Amazon VPC fEAEIER) FHIMEE ACLs,

£ FHE RIS A sk R EH B FE

Amazon FSx for Windows File Server X ERRRFEHEHER., ERXAERAENEFIVE, &
—IJ«X&%%*&?E%\% NRREHHFEEZRE—HEEThEN AWS Hit R, ESRHRAEHR. B
B, MENHEFEAR. RHEANEREE  LE—SREALNZLNEREE,

MEERAERFIRERRRATBEFREAYEFERRERETDNREMBANFEEN
REFERESIENEFESREAETINTEHBEA.

, B2 EIE
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_getting_started_prereqs.html
https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_ACLs.html
https://aws.amazon.com/blogs/storage/file-storage-access-patterns-insights-using-amazon-fsx-for-windows-file-server/
https://aws.amazon.com/blogs/storage/file-storage-access-patterns-insights-using-amazon-fsx-for-windows-file-server/
https://aws.amazon.com/blogs/modernizing-with-aws/implementing-security-notifications-for-end-user-activity-on-amazon-fsx-for-windows-file-server/
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® Note

REHZERES 32 MBps HE S H FSx for Windows E*%%ﬁ?i‘i%ﬁfﬁ-ﬂlﬁ&o &
DERRERRZFNALERE, NEHMET A F2REEHEERE,

BEREFNEZTELZRBECENWREZIEHIE  CRENER, ERXANERELANGKRER %ﬁﬂyo
R EEthEA NTFS RREFHIREIEBEE SACLs), MRECHERERERER LRERKILEE |
A LAEIB 2 3 3K Amazon FSx for Windows File Server Ef%ﬁiéﬁﬁﬂiﬁﬂﬁﬁﬁfﬁﬂyﬁﬁo

Amazon FSx T ETHER, ERXAERAZFEN Windows EEEH :

- HREREW , EXE 28, AEERR/ATER. JIHENKR/ENER, HIUBE. EXER/
BAER., BAENR/MMER. BABE. BERTERRNER. MR, FEGFA. 2EFTM
WEmAERE,

- HRERAZEN , XE  EREERAE,

HERER, ENRNERAZFEF , Amazon FSx XERLHRINER (HINMEFEAFINERE
RO FRERFERLAT ). KUNERATIME

BALBRERERUERNERR, EHERAAIMBETFIRZ, S ERERCHNFIE
B (ERYER. EXAKER K IWE ) ,m\&TL)\FEEanEEEET?HEEVO

@ Note

ERFIEEASEEMARHNEKREAEFNEN. tRER A ERFIREETEELER
AEREIRKZIMBECRREREER, ENRVNERAAFIEBNEESHR.

XENTFERREEHERLRABY 5, 000 EEH. FERRZEHATRHHBEERFINEARE
EE K MEHUSEERTEERRFEEE R, JINEERAERM., RBEMRERE,

ES- |

- BEEHHFERM

- ERENEKRIZTIE

- BREHHER

« REEENERREZIZFE
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- ERERFEEX

BEREHBFEM

AR RFIFERZE , BB E Amazon FSx EIAEZEMH B AWS IR, B SR ZEN
H#&1% E Amazon CloudWatch Logs A 5584 #Y Amazon CloudWatch Logs H &3 Amazon

Data Firehose R {¥ &, B LAEE I Amazon FSx for Windows File Server IR R , IEHR

BERERRBRZENTMARR , EEERE4AFENG., IFEHAEN K F2EEEERTFIER.

UTR-EER , THEREZZEBERZSEMAAFEMN

- WMREBERE Amazon CloudWatch EERAEHREFR., BANESEZEHFAFE. F£A CloudWatch
Logs Insights £ B L #1TE® , AR #EE CloudWatch /R Lambda Tl*_fl%( , ARIRE
CloudWatch Logs,

- MREBEEBFEEEHBERE Amazon S3 FHIfEFE. Amazon Redshift FHYERIE, Amazon
OpenSearch Service 5 Splunk 5 Datadog & AWS S 1EB R A RLETE -S04 , BiRIE
Amazon Data Firehose,

RIEFAEE , Amazon FSx BEZMNR S PRI F ATEER CloudWatch Logs BB EMAREXEHH
WEWH, MRMEEEMFEH BT CloudWatch Logs HiFEEHAE |, SifEF Firehose i ARZEHAFEN
i, UTREEXSHAZENENZIBANMNEER -

« CloudWatch Logs BSEBHEMBBSEALL /aws/fsx/FEHE, MRELEEEHA LBEISFEHE
REFKEFLZEREM CloudWatch Logs A& & H#H , Amazon FSx AJLAfE CloudWatch Logs /aws/
fsx/windows AFEHEPEVNEATARBFRR. WRETEFEHAERAFFRE , BB U TZH
BEFRELEVREHRERERFKKREL CloudWatch Logs B F###H,

« Firehose R{TERRINBBAEL aws-Fsx-FEHHE, MREREHEMN Firehose R{TEBR , &7
J*/{T:I_: ?IIZIE—L:RE%Eg%%\%JLH?E—L 10

 Firehose X B RMHNARELFEH Direct PUTHAENRIR, SEEXFEHEAEN Kinesis ERE K
WA FERNER TR,

- BHtb (CloudWatch Logs A &4 Firehose RX{J & ) A4 ZEEE Amazon FSx BRI AWS [E
= AWS 1RF VRMERER AWS 2 EIEH,

BU L ERSERZEHAFEN (I, # CloudWatch Logs 2% 5 Firehose), EZiEH M
B, IR E4HAFRSEEEHNE E’\Jiﬂzo
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BERAZHIREEHFARM

—RME , BREH AFLHEELI7EARNEANN , EERTREEERNKEE, EERIDEER
T, TS EREZEMARREE. NRENFEARIZERENZEES (N, BRTISEREMARE
BEH)  RARBEERT TERERZRERNES. SUUREERRRLNERNERRE
B, URRERNEH,

BB ENERIESIE

MBRBEERERERER LERERRIESE SACLs) , B LLE T Amazon FSx B RR&HK , ¥EERER
EHHERRK. BEFH AWS DataSync S E R MIEEEE A SACLs 1%?1 |#=#9 Amazon FSx &%
Rit. BMABRBRAR , B LEA Robocopy ( MANERER ) . WEFHMEN , F2HKER
BHERRBFERZE Amazon FSxo.

BIASH B

BT LATE Amazon FSx BB HEREH A ZRBRR e, R EFNNEN A RBUAREREH
EEF=N:0F:

« BELAHIE CloudWatch XA WIBERZEHAFTEEATNAFHANAFESER , R
CloudWatch Logs 6. MEFMENR , 5528 (Amazon CloudWatch Logs A& IER) PR
FREEZE CloudWatch Logs B HiEE #t.  Amazon CloudWatch

B LAE A CloudWatch Logs Insights AEB A XIESM ST AFER . NEFHMAEHR A F2E
{Amazon CloudWatch Logs fEA&EEr) FHIEA CloudWatch Logs Insights 7541 H#EE L,
Amazon CloudWatch

BRI LR EH BFEN E Amazon S3. WMFEFMER , F28 (Amazon CloudWatch Logs
FEAEER) P EFEREHZE Amazon S3, Amazon CloudWatch

« IBMEETE Firehose L IREREH AT, T1B , B LFRE Firehose #§ B EIA R B A LIREHE
HUAY B #9it, B #938#E Amazon S3, Amazon Redshift, Amazon OpenSearch Service 1 Splunk
M Datadog EEERHAF R , WEFMEN , 528 (Amazon Data Firehose F# A E1EF)
RAYEE B RV,

EE4EN
KAERARZEGHHFINET , UREKBHHEH,
LA 2 Windows F&ZE#H salient B /Y R,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html
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« EventlD 2318 Microsoft E&H Windows E4BFEEH ID, NEERRZAKEHMNEREASZHNE
A, 552 B Microsoft 3L,

* SubjectUserName RIEE#ITFINERAE.
 ObjectName REFHRHBEEER. ERRIERLE,

* ShareName BEARAERAZFIMELENSH. Fl0, EventID 5140 SHEFEUERLAYH
RFEXE.

* IpAddress RERMBERKZESHNAF IR,

- BRFUAR , F2RERFRREANHAR. BRKIEFN , ER 0x8020000000000000.
HRXBNER , E4 0x8010000000000000,

 TimeCreated SystemTime 2 EEHERBKPELEI L <YYYY-MM-DDThh : mm : ss.s>Z & ER
EI‘JE%FEﬁo

- ERZEEERRAN DNS &8 Windows Remote PowerShell i 2 , A1 AR B BIER R K.
« AccessMask AJAKF , RIEFTEITHREREFEEER ( fl0 ReadData, WriteData)s

« AccesslList RIEFERBR FYHNEFEIE, NEFMEER , HSE T XM Microsoft X4 ( 40
Event 4556),

FEER FEES Value

FEVE R REE A & 0x1 %%4416
BAERSMEER 0x2 %%4417
Bt hn &R R HTIE 1 B 8% 0x4 %%4418
BB R B 0x8 %%4419
BALBEM 0x10 %%4420
17/ Ak 0x20 %%4421
B 718 0x40 %%4422
EEB M 0x80 %%4423
BABM® 0x100 %%4424

BB H o


https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-file-system
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/audit-file-share
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4656
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FEER FEUEES Value

i B 0x10000 %%1537
FEEL ACL 0x20000 %%1538
EA ACL 0x40000 %%1539
BEAHEE 0x80000 %%1540
EE7 0x100000 %%1541
FHZ4 ACL 0x1000000 %%1542

UTR-EEFHFINBREN. FIE , XML ERRLAHEEL

MIERYIHES | EECERE4 1D 4660,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid='{54849625-5478-4994-

A5BA-3E3B0328C30D}"' />

<EventID>4660</EventID><Version>0</Version><Level>0</Level>
<Task>12800</Task><0pcode>0</0Opcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-05-18T04:51:56.916563800Z"' />
<EventRecordID>315452</EventRecordID><Correlation/>

<Execution ProcessID='4' ThreadID='5636"'/><Channel>Security</Channel>
<Computer>amznfsxgyzohmw8.example.com</Computer><Security/></System><EventData>

<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x50932f71</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='HandleId'>0x12e@</Data><Data Name='ProcessId'>0x4</Data><Data
Name="'ProcessName'></Data>

<Data Name='TransactionId'>{00000000-0000-0000-0000-000000000000}</Data></EventData></
Event>

S ID 4659 SRCHEMPERERNFER L,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />
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<EventID>4659</EventID><Version>0</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0Opcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-0603T19:18:09.951551200Z"' />
<EventRecordID>308888</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID="'5540"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</
Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device\HarddiskVolume8\shar
\event.txt</Data>
<Data Name='HandleId'>0x0</Data><Data
Name="'TransactionId'>{00000000-0000-0000-0000-000000000000}</Data>
<Data Name='AccesslList'>%%1537
%%4423
</Data><Data Name='AccessMask'>0x10080</Data><Data Name='Privilegelist'>-</Data>
<Data Name='ProcessId'>0x4</Data></EventData></Event>

EYHLESITRERER , S5CHEMH ID 4663, THEHIERK ERBINER , A/t #
2AccesslList %%4416,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
ASBA-3E3B0328C30D} "' />
<EventID>4663< /EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0pcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:10:13.887145400Z' />
<EventRecordID>308831</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID='6916"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
<EventData>< Data
Name="'SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113< /Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\event.txt</Data>
<Data Name='HandleId'>0x10@lc</Data><Data Name='AccesslList'>%%4416
</Data>
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<Data
<Data

Name='AccessMask'>0x1</Data><Data Name='ProcessId'>0x4</Data>
Name='ProcessName'></Data><Data Name='ResourceAttributes'>S:AI</Data>

</EventData></Event>

THEFERRE EBROBA/MMER , T BEAccessList %%4417,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D}"' />
<EventID>4663</EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0pcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:12:16.813827100Z' />
<EventRecordID>308838</EventRecordID><Correlation/><Execution ProcessID="'4"
ThreadID='5828"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>

<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</

Data>
<Data
<Data
<Data

Name="'SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
Name="'SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
Name="'0ObjectType'>File</Data><Data Name='ObjectName'>\Device

\HarddiskVolume8\share\event.txt</Data>

<Data

Name='HandleId'>0xa38</Data><Data Name='AccessList'>%%4417

</Data><Data Name='AccessMask'>0x2</Data><Data Name='ProcessId'>0x4</Data>

<Data

Name='ProcessName'></Data><Data Name='ResourceAttributes'>S:AI</Data></

EventData></Event>

E4 ID 4656 RREE RGNS EFE. ETHEFH , FBEIEREMEE ObjectName
"permtest” , EER ALK , N HWEIRFEFM R0x8010000000000000,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
ASBA-3E3B0328C30D}' />
<EventID>4656</EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0Opcode>
<Keywords>0x8010000000000000</Keywords><TimeCreated
SystemTime='2021-06-03T19:22:55.113783500Z"' />
<EventRecordID>308919</EventRecordID><Correlation/><Execution ProcessID='4'
ThreadID="'4924"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
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<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</
Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\permtest</Data>
<Data Name='HandleId'>0x0</Data><Data
Name="'TransactionId'>{00000000-0000-0000-0000-000000000000}</Data>
<Data Name='AccesslList'>%%1541
%%4416
%%4423
</Data><Data Name='AccessReason'>%%1541: %%1805
%%4416: %%1805
%%4423: %%1811 D:(A;0ICI;0x1301bf;;;AU)
</Data><Data Name='AccessMask'>0x100081</Data><Data Name='Privilegelist'>-</Data>
<Data Name='RestrictedSidCount'>0</Data><Data Name='ProcessId'>0x4</Data><Data
Name='ProcessName'></Data>
<Data Name='ResourceAttributes'>-</Data></EventData></Event>

SBEYHNFTIR , %S4 1D 4670, THEHIFERERAE "admin" &tk ObjectName "permtest”
WEFA , S AHEE SID "S-1-5-21-658495921-4185342820-3824891517-1113", M MAMEREF
ATEFMERA , 52 Microsoft X4,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />

<EventID>4670</EventID><Version>0</Version><Level>0</Level>
<Task>13570</Task><0pcode>0</0pcode><Keywords>0x8020000000000000</Keywords>
<TimeCreated SystemTime='2021-06-03T19:39:47.537129500Z"' /><EventRecordID>308992</
EventRecordID>

<Correlation/><Execution ProcessID='4' ThreadID='2776'/><Channel>Security</Channel>
<Computer>amznfsxgyzohmw8.example.com</Computer><Security/></System><EventData>

<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\permtest</Data>

<Data Name='HandleId'>@xcc8</Data>

<Data Name='01dSd'>D:PAI(A;0ICI;FA;;;SY)
(A;O0ICI;FA;;;S-1-5-21-658495921-4185342820-3824891517-2622)</Data>

<Data Name='NewSd'>D:PARAI(A;0ICI;FA;;;S-1-5-21-658495921-4185342820-3824891517-1113)
(A;OICI;FA;;;SY)(A;Q0ICI;FA;;;
S-1-5-21-658495921-4185342820-3824891517-2622)</Data><Data Name='ProcessId'>0x4</Data>
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<Data Name='ProcessName'></Data></EventData></Event>

BRFRERAZRESICHESEMN ID 5140,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D}"' />
<EventID>5140</EventID><Version>1</Version><Level>0</Level><Task>12808</
Task><0pcode>0</0pcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:32:07.535208200Z"' />
<EventRecordID>308947</EventRecordID><Correlation/><Execution ProcessID='4'
ThreadID='3120"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-2620</
Data>
<Data Name='SubjectUserName'>EC2AMAZ-1GP4HMN$</Data><Data
Name='SubjectDomainName'>example</Data>
<Data Name='SubjectlLogonId'>0x2d4ca529</Data><Data Name='ObjectType'>File</Data><Data
Name="'IpAddress'>172.45.6.789</Data>
<Data Name='IpPort'>49730</Data><Data Name='ShareName'>\\AMZNFSXCYDKLDZZ\share</Data>
<Data Name='SharelLocalPath'>\??\D:\share</Data><Data Name='AccessMask'>0x1l</Data><Data
Name='AccessList'>%%4416
</Data></EventData></Event>

EREEHERERIEEFIR , 258834 ID 5145, T5|EHIEERYE ShareName "demoshare01" K12
HUE1E,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />
<EventID>5145</EventID><Version>0</Version><Level>0</Level>
<Task>12811</Task><0pcode>0</0pcode><Keywords>0x8010000000000000</Keywords>
<TimeCreated SystemTime='2021-05-19T22:30:40.485188700Z"'/><EventRecordID>282939</
EventRecordID>
<Correlation/><Execution ProcessID='4' ThreadID='344'/><Channel>Security</Channel>
<Computer>amznfsxtmn9autz.example.com</Computer><Security/></System><EventData>
<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-
1113</Data><Data Name='SubjectUserName'>Admin</Data><Data
Name="'SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x95b3fb7</Data><Data Name='ObjectType'>File</Data>
<Data Name='IpAddress'>172.31.7.112</Data><Data Name='IpPort'>59979</Data>
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<Data Name='ShareName'>\\AMZNFSXDPNTE@DC\demoshare@l</Data><Data Name='SharelLocalPath'>

\??\D:\demoshare@l</Data>

<Data Name='RelativeTargetName'>Desktop.ini</Data><Data Name='AccessMask'>0x120089</

Data>

<Data Name='AccessList'>%%1538 %%1541 %%4416 %%4419 %%4423 </Data><Data
Name='AccessReason'>%%1538:

%%1804 %%1541: %%1805 %%4416: %%1805 %%4419: %%1805 %%4423: %%1805 </Data></
EventData></Event>

MREFER CloudWatch Logs Insights & BFER , B UES4MAL LBTER , T HEHIRT
N

- FEEHBESHID:

fields @message
| filter emessage like /4660/

- FEEHNAREEREBINAESEH

fields @message
| filter emessage like /event.txt/

% CloudWatch Logs Insights EfFES RIFMES , F2E (Amazon CloudWatch Logs £/ % 5
) HEEA CloudWatch Logs Insights 2047 B 5% £, Amazon CloudWatch

SR RS A SR I

REBHEHUEAEFNERETRERNERNERRRERKES, BREHHEBES NTFS R
M7 EUEHIEE SACLs).

Bal LAE A Windows R4 GUI RE KA Windows PowerShell i S AR RET AR R EREZIZE
H, MRMAREE LEEREECERHKEIENTEREE R R FERERZIEHIE,

f£ /8 Windows GUI 3% ER % HUE

EEMFA GUI EERMNER K LEBRERZIZESE , F5FEH Windows File Explorer. EIEEMNERZE
#3k k|, B Windows File Explorer , RRIZEEM > 224 > #ERE > X ESIER,

THRZEHESRZERNRNEIIEN,, SEEEEFERAERIIBEMZESRBLAHEIRE , 2
4 Windows B4 BHEF1EHE,
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Advanced Security Settings for Users O X
Mame: Ch\Users

Owner: SYSTEM Change

Permissions Auditing Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access  Inherited fro... Applies to
a Success  Admin (i ) Read MNone This folder, subfolders and files |
Add Remove Edit

Enable inheritance

[ Replace all child object auditing entries with inheritable auditing entries from this object

Cancel Apply

FRERMUEHCERZNEME. SURUREARDUABZEINER., KRMHNERARNER 2
AR AR M R M E R

MERKIEE WUNFRES , 528 Microsoft XA HHNHERHERRERELFEZEE,

B EHE

£/ PowerShell i85 E%E

& LAE A Microsoft Windows Set-Aclin® , EEMERKER KR LFRER® SACL, NELGS
BB EF , 52 B Microsoft Set-Acl X4,

LT RER—R3 PowerShell 885 M BRERER N ERERIFEUENES|, BT AREELE L0
T, AREEERENER.

$path = "C:\Users\TestUser\Desktop\DemoTest\"
$ACL = Get-Acl $path

$ACL | Format-List

$AuditUser = "TESTDOMAIN\TestUser"

$AuditRules = "FullControl"
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$InheritType = "ContainerInherit,ObjectInherit"
$AuditType = "Success"

$AccessRule = New-Object System.Security.AccessControl.FileSystemAuditRule($AuditUser,
$AuditRules, $InheritType, "None", $AuditType)

$ACL.SetAuditRule($AccessRule)
$ACL | Set-Acl $path

Get-Acl $path -Audit | Format-List

EEERTHREX

Al LATE R ST Amazon FSx for Windows File Server R R FGEMAEREIRERZ,. E&1%
Amazon FSx E2 A B EERAR , BREAEREIERX,

EERARREINRENBEERERRRL , B 8FEREFIRKRE K SEEFERNERLARE
BN ERERER  UKEREHEFENM, B LMEA Amazon FSx £ A& AWS CLIZK API 3R #H
TE BT,

(@ Note
EREREERES 32 MBps E S Amazon FSx for Windows File Server R R K L
BREFINERZ,. NRBABRRERER , AIGELIEIREFRWEIERE /DN 32 MBps HER
Rit. BUUERBIURERRACERBREBUWEIERTE, NEHAEN K FSREERIEESR

o

[¢

ERVERRREMAERTIEZ (X28)

1. BABUYR https : //https://console.aws.amazon.com/fsx/ BJ Amazon FSx £ &,
2. FEE AM—HIRS BEULNEZRRETMRABE L ERRENER,

3. FREZ-EZAER. ERTIERERAER.
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v Auditing - optional

Log access to files and folders Info
Once you enable logging here, Windows generates audit logs for files and folders on which you have enabled audit controls (also known as
Systemn Access Control Lists or SACLs).

(@ If you don't already have audit controls configured for your individual files or
folders, use the Windows GUI or PowerShell to do so. See documentation. [4

Log successful attempts

Log failed attempts

Log access to file shares Info

Log successful attempts

Log failed attempts

4. EFERMRANREERFIER , FHTTIIEF,

- SHEIERMER KRN AFTE , BRHIIAN/RARERNGL K. WRETETIEE , AEeER
EEMER R,

- SPHERATVEFER , BRI/ AREANCH, NMRETEEERLZ | AIgEA
ﬁaﬁo

- SHNRERREH A E M | 582 CloudWatch Logs B Firehose, ARZBZEZFREMNAE

RRABER , RBUFHAFTIARTHER. EHM CloudWatch Logs , Amazon FSx ] LATE
CloudWatch Logs B &P E MFEMATER/aws/Fsx/windows BFEHE R,

DTRERFIEREERNES 6 ZACKERBKREAEHER, ERRAMEREANRINF L
MIFRER., EEHAFHBEEETERK CloudWatch Logs /aws/fsx/w1ndows AFEEEE W
b,
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v Auditing - optional

Log access to files and folders Info

Once you enable logging here, Windows generates audit logs for files and folders on which you have enabled audit controls (also known as

Systern Access Control Lists or SACLs).

@ If you don't already have audit controls configured for your individual files or
folders, use the Windows GUI or PowerShell to do so. See documentation. [4

Log successful attempts
Log failed attempts

Log access to file shares Info

Log successful attempts
Log failed attempts

Choose an audit event log destination

© CloudWatch Logs
View and search audit logs in the AWS management
console and run queries on logs using CloudWatch Logs
Insights

Choose a CloudWatch Logs destination

Jaws/fsx/windows
Create new [4

Pricing

Kinesis Data Firehose

Continuously streamn audit events to 53, an Amazon
Redshift database, Amazon ElasticSearch, or to partner
solutions such as Splunk and Datadog for further analysis

Standard Amazon CloudWatch Logs pricing applies based on your usage. Learn more E

REDTERRRBILBENT —H,

EERZRUTRAE K SRAEREFIERIIEE,
HERIERRME (CLI) BRAAERTFIEX

B ERRRR

&, DI AFERZRNERFIEX.

aws fsx create-file-system \
--file-system-type WINDOWS \
--storage-capacity 300 \
--subnet-ids subnet-123456 \
--windows-configuration

A AuditLogConfiguration B & Hl CreateFileSystem API ##

AuditLogConfiguration='{FileAccessAuditLoglLevel="SUCCESS_AND_FAILURE", \
FileShareAccessAuditLoglLevel="SUCCESS_AND_FAILURE", \
AuditLogDestination="arn:aws:logs:us-east-1:123456789012:1og-group:/aws/fsx/my-

customer-log-group"}'
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2. ERERZXRUTRAE , SRABEREIREKIEE,

PEERFIR&AER (££8)

1. ¥ https://console.aws.amazon.com/fsx/ : // BIEX Amazon FSx £ &,
BESERRAE  AREELEETEERTFIREZMN Windows ERR#,
BEEERS|ER.

EREFFIEZERLE  BEEE,

Network & security Monitoring Administration Backups Updates Tags

> w0 Dd

File Access Auditing

Log end-user access to files, folders, and file shares

Log access to files and folders Audit event log destination

Log successful attempts; (5) Disabled None
Log failed attempts: ) Disabled

Log access to file shares

Log successful attempts: © Disabled
Log failed attempts: () Disabled

5, EEEERFIEKREHFEIRT , BEMENRE

ERERTIER
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Manage file access auditing settings X

Log access to files and folders

Amazon FSx can log successful attempts to access files and folders, failed attempts to access files and
folders, neither, or both. Once enabled here, audit logs are generated for files and folders on which
audit controls {also known as System Access Contol Lists or SACLs) have been configured.

Log successful attempts
Log failed attempts

Log access to file shares
Amazon FSx can log successful attempts to access file shares, failed attempts to access file shares,
neither, or both.

Log successful attempts
Log failed attempts
Choose an audit event log destination

Amazon FSx supports access audit logging to one of the following audit destinations. If you change
your audit destination, events will no longer be published to any previous audit destinations.

© Cloudwatch Logs Kinesis Data Firehose
View and search audit logs in the AWS Continuously stream audit events to
management console and run queries 53, an Amazon Redshift database,
on logs using CloudWatch Logs Amazon ElasticSearch, or to partner
Insights solutions such as Splunk and DataDog

for further analysis

Choose a CloudWatch Logs destination
Use a default CloudWatch Logs log stream created by Amazon FSx, an existing log stream, or create a
new log stream.

[aws/fsx/windows ¥ | create new [4

Pricing
Standard Amazon CloudWatch Logs pricing applies based on your usage. Learn more [

o SHEERMER R BFRFFE , BEURIA/HARERANTEFK. MRETETEE , AEER
BRNER KW,

« SHYEERAZTHEREFE , BERRIAN/HEAMERANRLEK, MRETEEERLA=E , AEEFER
Ac#%o

o SHENBERKEHAFE NN | 22 CloudWatch Logs = Firehose, REIRIZBBEAM AFRK
FER , REBIALFH BFIRTER,

6. EERF

S FRERFEFEKERE (CLI)

« f#M update-file-system CLI S =[EF UpdateFileSystem API #1E,

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef@ \
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--windows-configuration
AuditLogConfiguration='{FileAccessAuditLoglLevel="SUCCESS_ONLY", \
FileShareAccessAuditLoglLevel="FAILURE_ONLY", \
AuditLogDestination="arn:aws:logs:us-east-1:123456789012:1og-group:/aws/fsx/my-
customer-log-group"}'

Amazon FSx for Windows File Server i § 9 M EE

AWS Identity and Access Management (IAM) 2 AWS fR# , AT HBIEEE R £ tiTH¥E AWS &
BHFE. IAM EEEWIEHIHATETSIEE (BA) FRE (EFFFT ) , UUFEH FSxfor
Windows File Server EiR. IAM 2R EEHR AWS R 8 .

&

- BEHR

- ERESBRE

- FRABREEFIE

« Amazon FSx for Windows File Server Z0{aE2 |IAM #24 5 & F

+ Amazon FSx for Windows File Server # & 2 B Bk €41

« AWS Amazon FSx for Windows File Server 1 S EBUE

+ ¥ Amazon FSx for Windows File Server § % #1ZBGETHER
« ¥# Amazon FSx F ER

« #¥ FSx for Windows File Server fFFAlREERZ AR

HEHR
Al A AWS Identity and Access Management (IAM) € REN AEMAERTE :

. REFERE — %iﬁ‘}i’f?ﬂyiﬁ“m““ , R EEERBEAENT (B2E ¥ Amazon FSx for
Windows File Server & % M FEUE 1T FE 2 )

- REEES — EEREFAEFIELRIMEEBFT IR (728 Amazon FSx for Windows File
Server FN{AEE IAM FEBELAE )

« IAM BEEE — BEISRUUEEEEEZES (528 Amazon FSx for Windows File Server # & % FU
K& HI)
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VAN =
FHE DRI

SoBBREEANS FAFIBREBRANAR, BHLERES AWS IRFEFEAE. IAM EHAERIEE
IAM B,

B LAMER & 9 R EAER , a0 AWS IAM Identity Center (IAM Identity Center), E—& A&
2 ERFH Google/Facebook EAER , LBEEsWEXNEA. NEEBEEANFHEENR , F2H
(AWS & A EREER) FHRIAEAERN AWS IRFE,

HREAKRETFEL, AWS 2t SDK M CLI AR IGwm=ZS ABEF R, NFEFMAER , F2H (AM
EREERE) T API FEREIAWS 5 4 IREEREF

AWS tRF BRERE

EREY B AWSIRF , B#8#—E&%8 AWS IRF theroot ERENEAT DFHKE , ZE 2 EBHFA
B AWS BR#% NERNTREFEE, RIESTECRARERAERUTEEEE. ERFTERERE
BENER  F2H (AM EREER) PHEEREAEBENES.

i)
BERBEERASEAEEABRSESRHE L AWS RE ERAKEERTH

HEGsRRELLEBHK. Web BHREENERE , IEAKREB H 2 REN AWS IR BEFE
Directory Service (WfEf &, BIESoBRTAC K MEAACERMHEEREE.

EEERLEBREEHER , BEMEH AWS IAM Identity Center, MMEFMER , FFSE AWS IAM
Identity Center £ A& EE P A ER IAM Identity Center ? .

IAM {5 FA & F &4

IAM EHER—ESS , ERE-ASHEARANEENT. EBURREENRERRIBREN
IAM fER &, MFFMER , F2H (AM EAEER) PHERAEEREERBS S S RHEER
AWS {5 F e B B R 7 B o

IAM B#EEEE IAM EREES  FEEREFEAENFUTEMER, MFFMAER , F2H (AM
EREER) 0 IAM EAENERAZEM.

IAM A&

IAM AER—EBERSEHRTNEG D , TREAKRNEE. BUUBBREAETBRE IAM AR (F7E
A ) I AWS CLI 2 AWS APl RERIBEAR. NEFMEA , F28 (AM E£AEER) F
WREABNE .
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IAM BEEARBE S0 EAEFIR. WK IAM EREFT. BERFFIEEEREEFN , URE
Amazon EC2 #ITHIEAEN, MEFMEN , F2H (AM ERAEER) P IAM FHVRIRFEEIR
FE

ERABREEFEE

BRI LUEIB R M BUR Y G HIE D & 5 RNER AWS RIZ2H AWS R ER. BRERRES 2R EIRE
BABEAYET A, ERFEARHBRE AWS |, SfMEELEK. AZSBBERE L JSON XX AWS FERX
FHAE . WFE—F TH JSON BERXH |, 268 (IAM EAEER) T/ JSON BEEES.

EEESEEARK  ERERWETRUTEWLRAG THRLEERNTEE , UEETFINHEE,

HEREBERT , FRAENACRBFT. IAMEEESSEY IAM BXRIEETEEAG® , #HEAERE
B, IAM BERERBMENFTT , ERRAMERXHAIT.

B o BEE

BoRHRRERMES D (ERAE, EFAEFHEDAR) K JSON FFABERNH. EEHEEH S DT
HMLEFRATWLERSE , UREANGRSE. IFTHROARISDEBE , F2H8 (AM E£REE
M) PHEBEFEEBRRERHEE] IAM A,

BEOBBRAD/RNRBEK (EEABRRE-—52) ESERX (ANMNESE S 5HBEMLBEER). 0F
THRNAESERREARBRcEEE , F260 (AM E£REER) FNEZERERNARBEE
B,

EREBE

ERAEPER 2R ERA JSON BUERN ., #HEHE IAM A EEEBRE Amazon S3 FRTREE
R, EXEEREBRNEET , REEESJUEACAREHEREERNFIER. BLAEER
BREBRPEEER,

EREBRRNVAZBRBEFHRAREEK, SEEFENEFRAERNBRDEARE IAM B AWS ZE
2§ 8

HttBREE
AWS TIRHMBRER  IREESERBREER TR :

« FFARR — RESDHEBKRARE AM BRNSZAF . NEFHEF , F28 (IAM EREE
) B IAM BEREFATRRE.
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o PRFEIZEFIBUER (SCP) — A& AWS Organizations VRSB BEBEMNIEER A, MEFMER ,
=2 B (AWS Organizations fEA&EEF) I RFEIZ HIBUER,

- EREHEEK (RCP) — RELRFHERITAF TN LR, MEFHMBER , 528 CAWS
Organizations £ EI8F) P EREH EZE (RCP),

- THEREBER — EURRRFTARAACEBS s FAERIBRFTEREER , USBENEE
MR R, MEFMER  F2 (AM EHERER) P TIERBREBE,

SEBRER

EZREENBRERANFERE  EENUSEEMMEIER, fETHRNAESRSERRER
B AWS SRERBRFFER , F2H (AM ERERERE) FHBERTEEE,

Amazon FSx for Windows File Server f0{aEd |AM 38 {&

£/ |IAM B FSx for Windows File Server BI1ZEUEZ B , 5558 7 FEMFLE |IAM ZhEERTEE FSx for
Windows File Server &£ A,

#0] LU Amazon FSx for Windows File Server £ IAM Thig

IAM Zh &g FSx <&
BoBEE =
BRBEBX e
BREE =
BRER =
BERGEHREIE RBBE) =
ACL &
ABAC (BUERHFHER) =
MR =
HE IR TERE =
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IAM Zh&E FSx %X
REAE vy
RIEEE A =

HESME T # FSx MHEM AWS IRBMMERSZH IAM HeeBEER |, 260 (AWS IAM EAEE
) FHE IAM EBEERN B

FSx BV 5 2 BBR

XESOBEBEK: B

SO BBERR ALK ME S (Fla0 IAM ERE, EREHERAE) K JSON FFAIBERXH, ELEHK
R 57 EMERG TRREBLEFRATHLEDSE, NFTHROMELSSEEEK , F26H (IAM
EREER) FTHEBEFEEBRERHEF] IAM 51,

A IAM BDEBER | BUMEEARRIEENBENER , UREMAERGET AFRIESEE, W
ETHRETE JSON R EANFAE TR |, 520 (IAM F£HEIER) B IAM JSON BERTES
EO

FSx B9 & 20 BB SR €0 5

& E 1R FSx for Windows File Server & 2 B BURI &I , 55288 Amazon FSx for Windows File
Server MY 5 5 B BUR &4,

FSx AR EIRBBUR

XEERERX &

EREBERZMMEIERAN JSON BRX . EREBENEEREHIZ IAM ABEEBEN
Amazon S3 EEIBEX, EXEEREBRNEEY , REEEETUFERACAREHESEER
WEFEER. HRMNBENER B EREEN TR UUHZERATHWEEAREMERSET
HITHEE, EXAEEREBRYIEELE, ZXEATLITERE, £HE. AG. BEEIHERE
=; AWS R,

MEBRABIREFIE , UM ERMIRFREEMBIRFN IAM BERFEAEREBRNER. WFE
AEEA , F2R (AM EREER) B8 IAM R RIES ERF .
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FSx BYBURENE
TEBFEEE: 2

EEE A LMER AWS JSON BURRIEEH AU ERAR, WH2HR , WHMEERE T BERAE T oS
EERHAITHLEBIF,

JSON BURHY Action TEHRE T AR AFFRIEBERPEIRNEF. BEREERABERRTH
1T HEEAE BN RV ET T

FEBEFEFSx HMERE |, F2HE (RERESE) FI Amazon FSx for Windows File Server EEZHY
Bk

FSx PR BRBFEEBFEZBERA TIFE !

fsx

BEEE-RAXPEESEBE ,

S
H
fedi
o
IS)>
&

"Action": [
"fsx:actionl",
"fsx:action2"

]

£ EmR FSx for Windows File Server & 2 B BRI &6 , 5528 Amazon FSx for Windows File
Server i 5 2 B BUR €41,

FSx WK EIR
TEHERER : 2

EESWLER AWS JSON BURRIEEH T AFHAR, R , BMEEBE M BERS T o8
EERHAITHLEBIF,

Resource JSON BUR T WIEEEZEERBENYH., REEBEHKRMEHAE Amazon Resource Name
(ARN) RIEEEER. EHEFAZXEBERBRTT , FABAFR () RAZBERXNERARMEER.

"Resource": "*"
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FEEEFEFSx EREENH ARNs |, 52 H (RERESE) FI Amazon FSx for Windows File
Server EENER, BETHRETLUERMBLESHEREESMEERN ARN |, 5528 Amazon FSx for
Windows File Server E&ME1E,

& E R FSx for Windows File Server & 2 B BURI&Ei 6 , 5528 Amazon FSx for Windows File
Server M 5 2 B BUR &4,

FSx M BUERRIF 3R 5|88

XEBRBEERRRG SR 2

EEESWLER AWS JSON BUERRIEEH T UAFHAR, tWpi2R , MEEREERS T oA
EERHAITHLEBIF,

Condition TEERBERNKRY , EERBXNBITRHE, SR ERFRTESETNREFER
X (PIUERTIR) , REHBRPORGNFRDNVE. EBZEEME AWS £ERFRSIR , F2
B {IAM EAEIEE) FHAWS £EHRGEREREIE,

EEEEFSx KU SRBE B30 (REZERESE) B8 Amazon FSx for Windows File Server #J
BHEiR, EETHETUEREGESRNBENEIR , 5528 Amazon FSx for Windows File Server
EENBE,

& ERR FSx for Windows File Server 8 2 B BURI&Ei 6 , 55288 Amazon FSx for Windows File
Server 5 5 B BUER &4,

FSx Y ACLs
XEACL: B

FHUZRHBE (ACL) AT H LR (IRFXE, ERENAR) BEFHEERNFTA. ACL BZHUR
BERBEBER , BEMFER JSON BERIXHFHEN,

ABAC ¥t FSx
X ABAC (ERHHER) : B

B EFEUES] (ABAC) R—EREXRE , KBEARRNBMHRERT T, LU USREREEE IAM
B AWS MEIR , ARERFT ABAC B , MEEZREANEBASER LNRBE RFHREF,
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MERBERIZHIEE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R %58 , EEERNFRGELED , RUHEBREA.

MRBHEXESEEREEN LB =ERG SR  RBEZBHEMS , EA Yes, IRBHEIERLE
REEN =@ k4 iR , RIEA Partial.

% ABAC WEHHEF , 526 (AM EREERE) PHEM ABAC REESRT, IEEFEHR
T ABAC ZENHEBRE , F2H (AM ERHEER) PHERBEEFEIRE (ABAC).

fEEL FSx AR EAER
X EREEHE =

R EAERRM AWS BERNEMFEIE K ESERBS S IRAGKEEBEL. AWS EE
LBHEELRERFEAEN K MAREARMEFIER, WFFEEA , 528 (AM £RAEER) +
B9 IAM AV RIS 2 £ B B nT B2 IAM HEEEERVAWS AR,

X FSx BWIFER T/EREER

XEESFFIMTERER (FAS): B

BIXFE TR B (FAS) SERMAY MZEFEAFTAT AWS BRI |, WHkES AWS BR#E FBRkm T RER H
AR, WMERL FAS BFRENBERFHER , F2REXFMTFRER.

FSx RIS A&
YEREAR B

REAGRRBEEN IAM AE , AIMREHTERE, IAM EEE UK IAM REY, SRR
At. IFEFMES  F2H (AM ERERER) PHNEILACUEIRET A AWS R,

/A Warning
SERBACHFT I e PE FSx Thae. RBHE FSx BEIESIK , TeiRBERBAEG,

FSx WRRIBEF A

xERBELAG : 2
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BREEACRERE H—ERBAE AWS . BETUBERREATHENAS, HER
ABGHLRELN B AWS IEF | WABBHE, AV ERETLRE , BT LRBREEERA SN
A,

TR HEE FSx for Windows File Server RIS EFE A CRREEMEN |, 528 &% FSx for
Windows File Server A RBEZE AR,

Amazon FSx for Windows File Server § 5 % 8 B 5k €1 451

BB , FRAENAEZEEIHIE N FSx for Windows File Server ERfEFT], EERFHEHAE
HHEHMEERATEIENGFT , IAM BES A LIET IAM B,

WET MR AL JSSON BURX M2 IAM S5 RBR |, F2H (AM FEAEERE) PHE
M IAM BUR (E#8

ME FSx EEXMEMEMERBERNFMEN , SREEEEREEM ARNs R |, 28 (RERES
#) B Amazon FSx for Windows File Server B981{E. B RMIEHZESI8#,

ES- |

- BRREER

- £ FSx £ &

- RAFHEAEREMM B CHETT

BREER

BEoBBRRESYEEIRFANEBAEREALAEN, FHEMBR FSx for Windows File Server &
Fo ELEMETRESHEN AWS IRFELAER, EREVRFES 2 HBURE | BERTIEARE
®mBE

- FIEER AWS SEBRRAEBRRKEERTT - EERBRFIRTENCERAENTEER , B
BT R TS EREARGIN AWS REBK., ©ATELN REMA AWS IRF, RAIZREESR
BREREARI AWS WEFZERXR , ME-FRLFH . WFEZEA , F2H (AM E£REE
) T AWS ZEBURREBBEENAWS ZEBR.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &7
UERERERG T AAUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZEEENR , F260 (AM EREER) T/ IAM PR BERMET,

o EA IAM BUER ARV IR — S IREIFEVE — B U R FTEEEE , URFIBENE R FE
i, WU LRBBOREMS | BELAMER SSL BEMBRER. NREBRTE SEMABRBKBE
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AWS FR#& , &t ] LUGE B R4 R 1R T HZEUE CloudFormation., MEFFMER , 528 (AM £
E1E/) B IAM JSON BETE ;| &4,

- M IAM Access Analyzer B8 3 IAM BUE |, BERFT AT 24 B W IE EiE4E - IAM Access Analyzer &
BHBEMNRBBER , BRELBKER IAM BERFES (JSON) # IAM HEEH. 1AM Access
Analyzer 12ft 100 ZIEBERERVEATHNER , THBERETLBEEANEXR, NEFEE
#A , BF2H (AM EAEERE) PRIEA IAM Access Analyzer 5278 BUER,

- FEZEFEERE (MFA) - MREHRFIZE IAM FHER PHBEFERE AWS IRFE | BB MFA
LIRS L4 M, MEEFI AP R/ERER MFA | 5318 MFA R4 ELNBEE., NEFHASE
A, F2E (AM FREER) PHIEE MFA E £ APl 77H

WE IAM RREEENHEBEENR , F20 (AM FHEER) B IAM Z£HEEK,

fEH FSx £ A&

# E17HL Amazon FSx for Windows File Server £ & , S4B E —{EREHF T, ELEHFAMER
85 H AR & FSx for Windows File Server EREVFFHHEA AWS IRF, RGBT HLHREARNL
EFUEBRENESBEBER  ISREEZBENER (FREIAR®)ME , T EAMELZNTEHE
1E,

HREFW AWS CLI X AWS API (IERE |, BTFEAFREBEEEST. Rz , REAHFFIA
Bt ERMITZ API BIENBER AT,

RTRREAENACMATLUFEA FSx E12E , 157 FSx
AmazonFSxConsoleReadOnlyAccess AWS SEBCREZZIER., WEFHMEENR , F28 (AM #
AEER) PHFETEERE,

AFFEREREMMAE ST

WEHEREMMBEILIBER , AFF IAM ERERGM MEBPERE S 2N ARRZEBR, LBER
GEEFEAHER H AWS CLI AWS APl URRRERET AR TR BENTF T,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

AWS Amazon FSx for Windows File Server #J S &%

AWS SEHEEH AWS AWS SEREEYNEENEBIBRESEAASEARGIEMST |, LWERL
AR ARG E A E, BEANAE,

FARCIE , AWS RERRABTERTFTRECARIINSFEERT , RRAELFITAHAE AWS &
FfEM. RMI2BEERRERNEARFINEFEERCE , UEE-SRDFFT.

FBEEESE AWS SEHRRPERNTT, 1R AWS EH T AWS EBRPERNGTT , IIEHER
EHREENMEIRE Y (£RAE. FEANAR® ). AWS KK EFHH MBI APl RETHIR
BRBEMAE , AWS &B TREEH AWS ZEH K.

MEFHMET , F2HE IAM EREERETH AWS ZEBR.
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AmazonFSxServiceRolePolicy

FUFF Amazon FSx RREBEE AWS Bif. MBE - TH , 52 EEHH FSx for Windows File
Server EABRBERZAE,

AWS ZE B : AmazonFSxDeleteServiceLinkedRoleAccess

BB H AmazonFSxDeleteServicelLinkedRoleAccess EiZE| IAM B, HWBEESEHEE R
B, WERARZBRENWREEEAG, BELERE, BUEEE, SREMBRLEBER, MEFMAER , B
SR #H¥ FSx for Windows File Server £ ARG EZ A€,

WBEREFEEHT , £ Amazon FSx filBRE Amazon S3 FEIM R EE B E |, E4 Amazon FSx
for Lustre £,

AR

WHEREE HMEFATiam , oFF Amazon FSx 48, MIBRFN#248 FSx Service Linked Roles for
Amazon S3 1ZELHY Fﬁﬂﬂ(!ﬂeo

HEZRBMNEERNT , F2H (AWS RERRSEER) T/

AmazonFSxDeleteServiceLinkedRoleAccess,

AWS ZEBE : AmazonFSxFullAccess

A A% AmazonFSxFullAccess EBIEZE IAM B8, Amazon FSx th &% 1k BUEREREZE A 5F Amazon
FSx RREBHITEENRERE,

121 Amazon FSx W B EFZEVEMIERES AWS RIS MY ZEUE,
SR EEAE R
WBERSEUTH,

« fsx - RFERZTEFEUABITAE Amazon FSx BfF , {8 BR
S\BypassSnaplockEnterpriseRetention,

« ds - AAFFEEM4E Directory Service B #&HHBEF.

* ec2
- AFEFREEENRGTELER.
- RFTETHE VPC BEFANZLFHERMERARLFERSE.
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o iam- AFRARKRFEAEREITI Amazon FSx lREEFE AR, ERLER , LUME Amazon FSx AT LA
REREAEEE AWS BiR,

« firehose - AFFEEEAEECEE A Amazon Data Firehose, EEHEN , UEFERAETLUEBEX
B EE A2 Firehose BREEE FSx for Windows File Server 1R R &7 E

- logs- AFEBEIHFEHAE. AFER , UREEGHBEARFGSER, ERLEN , BEERET
BB EIEFEZFE A2 CloudWatch Logs 2RE5#E FSx for Windows File Server 18 R R A FEL

& ERBUEENT , F2H (AWS SERKSEERE) F# AmazonFSxFullAccess.

AWS ZEBE : AmazonFSxConsoleFullAccess
A AmazonFSxConsoleFullAccess BUREREZ] IAM B 4%,

BRERTFEENA , LA TEFE Amazon FSx &8 FEUEEE AWS BR# AWS B X2

-IéI\o
TR

HBEREELTH,

o fsx - AFFEBETE Amazon FSx BB X AFHITAAEEE , B K
S\BypassSnaplockEnterpriseRetention,

« cloudwatch - RFFFEHEE Amazon FSx EE & MR CloudWatch B RMIEE,
« ds - AFFE %Y Directory Service B &K HBE .
s ec2

- AFERERARLEVYER. JIHERN E,. BER. REFHE. FRABKAKRE Amazon FSx
ERR GBI VPC,

- AHERAMEWE VPC BEEANZ2HEARMERE LT RERRE.
- AFFERBRE Amazon FSx ERRMAEBB A BB E.
« kms — AFFEEFIH AWS Key Management Service €881 518 -
« s3- RAFFERIIL Amazon S3 RIFIFRTHNHB oS LHBYH (K= 100018 )

- secretsmanager - AFFEBE S5 HME AWS Secrets Manager , SUZEAEE A BRIE IR &
AEH,
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o iam- HFFEIREGELAE  LLAFF Amazon FSx KREREHTHE,

EFERBUBERNETT , 28 (AWS ZEBXRZEEM) PH AmazonFSxConsoleFullAccess,

AWS ZEBUER : AmazonFSxConsoleReadOnlyAccess
& A #% AmazonFSxConsoleReadOnlyAccess BUREEE IAM B4

L BUR S iG MEERT AT T Amazon FSx M#HEE AWS BR¥E , MEREAIUE PR ELRENMEEE
A AWS EEFEA,

AT
BBEAEUTH,

o fsx - AFEHEE Amazon FSx BEE XA F MR Amazon FSx ERRAMWIEEEEN , SITEMERE
®,

« cloudwatch - RFFF B 7 Amazon FSx EE I A F 4R CloudWatch B RHMIEE,
« ds - AAFFEE1E Amazon FSx B X & Directory Service H#43 B &M HHBEE A,
* ec2

o AREFTEEE Amazon FSx BB XA PR E Amazon FSx B RRFGHBHNMERNEH. o8
#H. FHEEER VPC,

- RFETRAFMEAE VPC ERiEANZLBFARMERATLRFERE.
- RFFEBRRE Amazon FSx ERRFAHBEBAEMEBENE.

 kms - AFFEBETE Amazon FSx BEE X & P K11 AWS Key Management Service £#8HI B & -

- log- AFEBHERERHFERWIREHEEEA Amazon CloudWatch Logs B8, ERME
B, SAE E BB A LUAR FSx for Windows File Server BRRZAFEHN R ER REFIFEKMALE,

- secretsmanager - AFFEBE F5IEHIME AWS Secrets Manager , SUZEUB I 1A BRFE R 5 &
AERL,

« firehose - fAFFER AR R HFE KRR FEBIBERY Amazon Data Firehose XY &H . ERME
B9, LAE E B8 AT LAAR4R FSx for Windows File Server R R FEN R B EREFEFEZERE,

EEMALBERNEET , F2H (AWS REBRSEER) T

AmazonFSxConsoleReadOnlyAccess,
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AWS ZEBUER : AmazonFSxReadOnlyAccess

& T4 AmazonFSxReadOnlyAccess BUREREER| IAM B2

o fsx - AFEHEE Amazon FSx BEE XA F MR Amazon FSx ERRAMWIEEEEN , SIEMERE
®,

« ec2- RFARTWER VPC #EMEANZLHERHEMARZSHERE

EERRNBERNETT , 528 ( AWS ZSEHXRSEERM) M AmazonFSxReadOnlyAccess.

AWS S EHEM Amazon FSx B

iR B RIS EIEHE Amazon FSx AWS S EBUREF RN EN . ENEEEENEBIR
B2 , 85T R Amazon FSx XHEFicek B H L RSS fHE,

g% iR Date
AmazonFSxConsoleFu Amazon FSx #7118 7 ¥l EF 2025 % 11 A5 H
lIAccess - EFTRBBUR Al , secretsmanager:Lis

tSecrets RHFETEE
i 5l R4 22 AWS Secrets
Manager , SUZERAEE A BR

R P RE
AmazonFSxConsoleRe Amazon FSx #7118 7 #AVET 2025 11 A3 H
adOnlyAccess - BHIZIRABEM T , secretsmanager:Lis
K tSecrets AERE

H 5l 3% AWS Secrets
Manager , BUZERABEE A BR

KIRE B
AmazonFSxServiceRolePolicy =~ Amazon FSx i1 7 3 #95F 20257 A 22H
-EHMERBER Al , ec2:AssignIpv6Addr

esses fETEREH IPv6 it
ik g4 BB AmazonFSx
.FileSystemId EHBHWE
FREENHE,
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Windows £ & 155

gE

AmazonF SxServiceRolePolicy

-EHMERFEE

AmazonFSxConsoleFu

lIAccess - BB ABER

AmazonFSxConsoleFu

IAccess — BB BBUER

AmazonFSxConsoleFu

IAccess - BT ERBBUER

AmazonFSxFullAccess — BT
BEBE

AmazonFSxFullAccess — BT
BEBGR

DU

Amazon FSx #7318 7 #AVEF
Al , ec2:UnassignIpv6Ad
dresses AFEFBRIEER
AmazonFSx.FileSyst
emld BENEFBENEE
JHIER IPV6 Hudik,

Amazon FSx #7118 7 #HFF

A , fsx:CreateAndAttac
hS3AccessPoint fRFFEXHE
BY S3FHMHIL&HERET
FSx iR [E,

Amazon FSx 718 7 #AVET

A] , fsx:DescribeS3Acce
ssPointAttachments 7
FrERTE RIH AWS 1RFE &
WPATE S3 FEE AWS B,

Amazon FSx #i8

T fsx:DetachAndDelet
eS3AccessPoint AFFEHE
IER S3 EERBEMFTET o

Amazon FSx 738 7 #HVEF

a] , fsx:CreateAndAttac
hS3AccessPoint FAFFrEEe
BB S3 FEE I AS HEREE
FSx Wik [E,

Amazon FSx 718 7 #AVEF

A] , fsx:DescribeS3Acce
ssPointAttachments 7
FFEBRE PIH AWS IRF
M S3 FEE AWS &1,

Date

2025 7 H22H

20256 A 25 H

20256 A 25 H

2025 6 A 25 H

2025 6 A 25 H

20256 A 25 H
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gE

AmazonFSxFullAccess — BT
HAEBXK

AmazonFSxConsoleRe
adOnlyAccess - EFZEH A
®

AmazonFSxConsoleFu

IAccess - EFTBRABBXK

AmazonFSxServiceRolePolicy

-EHMERBEE

AmazonFSxReadOnlyAccess

-EHMERFEE

AmazonFSxConsoleRe
adOnlyAccess - EFZEH A
K

DU

Amazon FSx #i8

T fsx:DetachAndDelet
eS3AccessPoint AFFEHE
fIBR S3 FENBEAYFET AT,

Amazon FSx #7387 ¥ AV EF
] , ec2:DescribeNetwor
kInterfaces RAHFTE®
REHERRAEEEABR E
BT HE,

Amazon FSx 738 7 $#IEF
A , ec2:DescribeNetwor
kInterfaces RHFEER
AR ER HLAE 3R R AR AE BR B Y B 1
B HE,

Amazon FSx #7318 T #AVEF

Al , ec2:GetSecurityGro
upsForVpc RAFERAE
A[EE VPC BEEAN R LEHE
REERE TS BEARSE.

Amazon FSx #7318 7 #EVET

Al , ec2:GetSecurityGro
upsForVpc RFFBAME
A[E VPC BEEAN T2 EH
Rt EHERE,

Amazon FSx #7318 7 #EVET

Al , ec2:GetSecurityGro
upsForVpc RFEWAFE
AJEE VPC BEEAN TS EHE
Rt EERE,

Date

2025 6 A 25 H

2025 2 A 25H

2025 2AH7H

2024 1 A9 H

2024 1 H9H

2024 1 H9H
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gE

AmazonFSxFullAccess — BT
HAEBXK

AmazonFSxConsoleFu

IAccess - BB BBER

AmazonFSxFullAccess — BT
BEBER

AmazonFSxConsoleFu

IAccess - EMEZEBRBEE

AmazonFSxFullAccess — B3
BEBEER

AmazonFSxConsoleFu

IAccess - BB BBUER

DU

Amazon FSx #7318 7 #AVEF
Al , ec2:GetSecurityGro
upsForVpc AHFERAME
AEE VPC BE AN LT £ EH
REERE L BAERSE.

Amazon FSx #7318 7 #EVET

Al , ec2:GetSecurityGro
upsForVpc RFERAFME
AJE VPC BEEAN T L EH
Rt EERE,

Amazon FSx ¥738 7 ¥RV EF
A, EEHEREMNA FSx for
OpenZFS 1ERRMANITE EIH
MEBERFEREER.

Amazon FSx #7318 T #THIFT
A, EFEHEREMNA FSx for
OpenZFS BRRAKHITEESE
MBRFEREE,

Amazon FSx #7118 7 #AVEF
A, EEAEEMEIT FSx for
OpenZFS &R R FHIFEFHiER
EEE.

Amazon FSx 718 7 #AVET
A, EEAEREHHIT FSx for
OpenZFS &R R KR FE TR
EEE,

Date

2024 1 H9H

2024 1 H9H

2023 12 A 20 H

202312 A 20 H

2023 £ 11 A 26 H

2023 11 A 26 H
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gE

AmazonFSxFullAccess — BT
HAEBXK

AmazonFSxConsoleFu

lIAccess - BEHTIRABER

AmazonFSxFullAccess — BT
BEBE

AWS ZEBR : Amaz
onFSxServiceRolePolicy - &
MRBBER

AmazonFSxFullAccess — BT
BHEBXK

AmazonFSxConsoleFu

IAccess - EMTERBEE

AmazonFSxConsoleRe
adOnlyAccess - EfTZERA R
K

DU

Amazon FSx #7318 7 8V EF
A, EEAEEARER., A
F=H FSx for ONTAP 20 A
EIFHEZRRFHVLEA VPC X
&

Amazon FSx #7318 7 8V 5F
A, EEAEEARER. A
F=H FSx for ONTAP Z 0 A
EFHERRHFHVLEA VPC X
=

Amazon FSx #7387 #AVEF

Al , LASSEF Amazon FSx B
FSx for OpenZFS Z A A EHE
ERRARAMERIERE,

Amazon FSx {6 T B HE

M cloudwatch:PutMetr
icData FFH , BA{E Amazon
FSx # CloudWatch $51E 2
EIAWS /FSxan & ZE o

Amazon FSx B EHTBIR LA
BBRfsx: *FFuI I HTIG45
ﬁifsx@j'flﬁo

Amazon FSx BB BIR LA
BBRfsx: *FFa I HIG4S
EfsxBE,

Amazon FSx #7i8 T #THIFF
A, EEAEREMIE Amazon
FSx E# & B4R FSx for
Windows File Server #& R &%

RIS RE R R M R B

Date

2023 11 A 14 H

2023 11 A 14 H

2023 8 A9 H

2023 7 H24 8

2023 7 A 13 H

2023 7 A 13 H

20229 H21H
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gE

AmazonFSxConsoleFu

IAccess - EFIREBUER

AmazonFSxReadOnlyAccess

- FIRIEHEBR

AmazonFSxDeleteSer

viceLinkedRoleAccess — B4

BHERR

AmazonF SxServiceRolePolicy

-EMERBEE

AmazonFSxFullAccess — BT
BEBE

AmazonFSxConsoleFu

IAccess — EMTERBHEE

AmazonFSxConsoleFu

IAccess - EFTIRBBUER

DU

Amazon FSx 8 7 #HHVEF
A, EEAEREHE Amazon
FSx £ & 4R FSx for
Windows File Server 2R &

By R MR IR RN R B 1F,

WBRER T A Amazon
FSx ¥R 58 H B3 Bt 2 £ AI4E
B EFEUE,

WHERERTFEEHT , A
Amazon FSx MIERE Amazon
S3 EHW RS ERL AR,

Amazon FSx #7387 #HVEF
Al , LA EF Amazon FSx &
I Amazon FSx for NetApp
ONTAP &R RFAV AR ERE

o

Amazon FSx #7318 7 8V 5F
Al , BLAAEF Amazon FSx 7
EC2 ¢tk Lt AZE M/ A F
22 ST E

Amazon FSx #7118 7 L FF
Amazon FSx £ NetApp
ONTAP Z ] Al B8 R R
# 3 Amazon FSx MIEF T,

Amazon FSx 738 7 $#IEF
Al , LA EF Amazon FSx 7
EC2 R L A& EMRE/ T
2 28,

Date

2022 9 H21H

20222 H4H

20221 A7H

2021 9 A 2H

2021 £ 9 A 2H

2021 £9 A 2H

20219 A 2H
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gE

AmazonF SxServiceRolePolicy

-EHMERFEE

AmazonFSxServiceRolePolicy

-EHMERBEE

AmazonFSxFullAccess — BT
BEBE

DU

Amazon FSx #1187 o 5F
Amazon FSx #HiRAFME A
CloudWatch Logs HEEEFRH
]

ERMNEWN  BEFERAETUE
F CloudWatch Logs #2#% FSx
for Windows File Server &%

REHNERFHIER B

Amazon FSx #1187 i FF
Amazon FSx iR F1E A
Amazon Data Firehose & 1 &

REVEF

ERMEWN , BEAETU
f#F Amazon Data Firehose
38 FSx for Windows File
Server ERRFENERFEE
¥ HEo

Amazon FSx #7387 #HVEF
A, RFFERERMET
CloudWatch Logs B 55848,
SR , UAREEHEAR
A==

EEAERN , AEEEALUE
H CloudWatch Logs #:#8 FSx
for Windows File Server &%

RN EREFEERZ B,

Date

2021 £ 6 A8 H

2021 6 A8 H

2021 £ 6 A8 H
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gE

AmazonFSxFullAccess — BT
HAEBXK

AmazonFSxConsoleFu

lIAccess —- BT A BUER

AmazonFSxConsoleFu

lIAccess - BB BEBER

DU

Amazon FSx ¥Ti8 7 A fFE 8
HIRFCER WA EHE A Amazon
Data Firehose BEF ] o

EMSEN  BEAETU
5 Amazon Data Firehose
48 FSx for Windows File
Server fERRFENERFEIE
AR

Amazon FSx #7318 7 8V 5F
A, A ERERERE R
SREY R S AHEIEERY Amazon
CloudWatch Logs H&&E##8.

ERMNEN , LEXRERE
FSx for Windows File Server
EERENERFEIEXE
AT LLEEHRAEH CloudWatch
Logs HEEFHE.

Amazon FSx #7318 7 8V 5F
A, AFFERHERERHEES
HI R F A EAE#EY Amazon Data
Firehose X {J &R

ERMEN , UEXBERE
FSx for Windows File Server
ERRAENERTFIEXKE
AILLEER AR Firehose X AY

EBio

Date

2021 6 A8 H

2021 £ 6 A8 H

2021 £ 6 A8 H
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gE

AmazonFSxConsoleRe
adOnlyAccess - EFZEH A
xr

AmazonFSxConsoleRe

adOnlyAccess — EFTE A BUR

Amazon FSx CRBESE

DU

Amazon FSx #7318 7 8V EF
A, A ERERERE LR
SREY R S AHEIEERY Amazon
CloudWatch Logs H&&E##8.

ERVLEN , UEEEI
38 FSx for Windows File
Server ERRBENREERT
ENFE % AHRE,

Amazon FSx ¥1i8 7 ¥ &F
A, A TERREREHES
K WR F FH BB AY Amazon Data

Firehose X &,

ERVEN , UEEXEI
38 FSx for Windows File
Server ERRFENREERT
ENFE % AHRE,

Amazon FSx BREME AWS
SEHERNEE,

Date

2021 £ 6 A8 H

2021 6 A8 H

2021 £ 6 A8 H

¥ Amazon FSx for Windows File Server & 9 fMZEETHED

AL T B KB 82 B F1& IE 5 FSx for Windows File Server 1 IAM B AR 8 FI M & B RERE,

ES |
- BREHEE FSx PHITEIME

o BRAEBHIT iam:PassRole K IZE

- RBEAF UHHAE AWS 1RF FEEKK FSx BIR

BB FSx PRITEIME

MR B EIEER

, BHEARERENITEE , ENBRLEAERH , £

ST ENE

SEBHEAR
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TlgEfIgEsREgEmateojackson IAM EAEERER TR ERE —BERE ny-example-widget
ERWFMERNR , BAVEER fsx:GetWidget FFAIRFERLE,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
fsx:GetWidget on resource: my-example-widget

FEHBERT , HEEH mateojackson FRHEHNHE , AFFER fsx:GetWidget BYEFE my -
example-widget BiR.

MREEEEHE , FHEEN AWS EEE, ZNEEERMUENEZRE.

R AREBHIT iam:PassRole K ZH#E

MRBWBEER |, EHNEEEHIT iam: PassRoleBF , BNBERLAERH , UAFEKAGEES

FSx for Windows File Server,

BE AWS B IRESREFACERGRREYR K MAREUFTNERACIBRKELACR. NFEH
TR L AR ACEEEZRBAIFT .

E&5A W IAMmarymajor fEA & ERFEH TR A FSx for Windows File Server R {TEIER | &
BATHEHIER, BER  BEFRBREEERELER TN, Mary RESACEERRIREHET
A,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEFERBRT , Mary WBURABEEH , AT iam: PassRole Bk,
MREBEFEERE , BHEEZN AWS EEE, FNEEESRHENEZRE.
RAEE AT UAHNAE AWS 1RE FEIEM FSx BEIR

BRLEY—EAE  BEHMAIRFHNEREIEERBABHNAESTFIRENER, BUIEEE R
EEENHENEXAR, HHXEERERNBERIFEUEHIEE (ACL) BVARES , &I LUE A ALK
RRBEFAETFIENE RN,

MEFEE-FTH  F2EUTRE

« BEE T # FSx for Windows File Server 2 & X EIELIHAE |, 552 B Amazon FSx for Windows File
Server fN{a[EE |IAM ¥ BE{FEA,

i
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- BEETHOMREEHES AWS IRF WERFEIE , F28 (AM FAEIER) PHESLSES AWS
RS WS —1@ 5 IAM R &R HEIVE,

- EETHRIMIEERNFZEEREGRE=7 AWSIRE |, 528 (AM FAEEE) PWSEFEUER
HIGE =5 AWS 1RF #H.

- METHRIMMEBHS B RMERE 528 (AM FAEER) PNSEEUERMHEEN DI
TEPRBENERE BEES).

- METHEAACHNEREBRETEIRFFIRZANZEZER , 28 (AM FAEIER) T8 1AM
PR IR P EIRFE.

& fit Amazon FSx {FHEE

BT LA E B RIEH Y Amazon FSx ERMNEFE , AR BEBMHRFEIESE (ABAC), FHEEESR
o, T EBR VB EEERE Amazon FSx B,

ERY ST ERERNET

BB EJRM FSx for Windows File Server APl B){ER ZLER U E RIS EEER., B LERE
FEBREEBMHREFEES (ABAC), MEFMEN , 520 (AM EFHAEER) T ER ABAC
for AWS,

FRAEEECEVRERER , X EEREYEREE (W0 fsx:CreateFileSystem

= fsx:CreateBackup) WEAA,. EEBREREILEBIEIEE , Amazon ¥
fsx:TagResource B)fERTHAMIRE , UEFZCHAEERELEBNT Y. Hit , FAEX AR
B A fsx:TagResource EERIBRFERF T,

THHFREBHBRATRERAEERE PREUERRE  UEEBRERAZERRME AWS 1RF,

{
"Statement": [

{
"Effect": "Allow",
"Action": [
"fsx:CreateFileSystem",
"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/*"
}
]
}
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EE , LTHRAHAEAEEREERRARLELGES L ERCEVHBEAERERERND.

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateBackup"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/file-system-id*"
},
{
"Effect": "Allow",
"Action": [
"fsx:TagResource"
1)
"Resource": "arn:aws:fsx:region:account-id:backup/*"
}
]
}

REEERENBEFER TERE , 54 fsx:TagResource BifE, At , EREEREHIIE
MTE , BERERPRIEEER , IERERBAUFINEAETTEMH fsx:TagResource BIEMET
A, A , EXEAESERIEAEBNERAREMMER fsx: TagResource EENFFA |, AR
AREAHK,

WEEAZEFE Amazon FSx BERMFFMEE |, 5520 125 Amazon FSx iR, MEFFZEIES FSx &
REEMNGEFMET B2 FRAEERZEEY Amazon FSx BRI EFE

AR RZEYE Amazon FSx BRI IFE

EERHE Amazon FSx ERFMEMEMFE , B LURIBAZE £ AWS Identity and Access
Management (IAM) BUR, BRI SUEIBME S NI EEE

1. BIBPELER LNERIZEHH Amazon FSx BRI FEL

2. EHIE A LAE IAM FER G4 P EERLER,

MEFBNAERERRZES AWS EREFEINEN , F28H (AM FHEKER) hNERAERZEHE
B, WFEAEY R Amazon FSx BERMFMEN , F20 EEVHBRTFERE RN . NFE
EBRERWEFMERN , 208 252 Amazon FSx B,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
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RIBERNVERIZH T

HERFERAENABTIUE Amazon FSx BEIR BTN EE , BANEERLERER, fla, &
TREERBER LEBNERER , AFNEBERRKER LOVETE AP EE.

Example BUR - R ERBRE LEVERRE
BBREAFEAEETUARERRRCIBEHRCERRERBIERRR  ELHEHPA

key=Department, value=Finance,

"Effect": "Allow",
"Action": [

"fsx:CreateFileSystem",

"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/*",
"Condition": {

"StringEquals": {

"aws:RequestTag/Department": "Finance"

}

Example BUR - EE M E B4R EBRER Amazon FSx EERRFENEHR

BEAHFERAEERINSREY ERNERR KN E{Pkey=Department, value=Finance,
I 5 FEE B fEfDeparment=Finance,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateBackup"
]I
"Resource": "arn:aws:fsx:us-east-1:111122223333:file-system/*",
"Condition": {
"StringEquals": {
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"aws:ResourceTag/Department": "Finance"

"Effect": "Allow",
"Action": [

"fsx:TagResource",

"fsx:CreateBackup"
]I
"Resource": "arn:aws:fsx:us-east-1:111122223333:backup/*",
"Condition": {

"StringEquals": {

"aws:RequestTag/Department": "Finance"

Example X - R E B R EEBNHEOELEERERBNERRR
WEER AFFEAERUDepartment=FinancefE#R A ERNEHO N L ERENERR

#fDepartment=Finance,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateFileSystemFromBackup",
"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:us-east-1:111122223333:backup/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"
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},
{

"Effect": "Allow",

"Action": [
"fsx:CreateFileSystemFromBackup",
"fsx:TagResource"

1,

"Resource": "arn:aws:fsx:us-east-1:111122223333:file-system/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"

Example BUR - MIBREFHERBNERRE

R A3 A B EMIBR L B R R FDepartment=Finance, MR MR &KIEH , Bl
AfEH Z5tDepartment=Finance,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"fsx:DeleteFileSystem"
1,
"Resource": "arn:aws:fsx:us-east-1:111122223333:file-system/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"
}
}
}I
{

"Effect": "Allow",
"Action": [
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"fsx:TagResource"

]I
"Resource": "arn:aws:fsx:us-east-1:111122223333:backup/*",
"Condition": {
"StringEquals": {
"aws :RequestTag/Department": "Finance"

}

#t ¥+ FSx for Windows File Server AR EE A E

Amazon FSx for Windows File Server ffEf AWS Identity and Access Management (IAM) R 324 £
&, REEEAER—ERRSN IAM ACER | WEEERZE FSx for Windows File Server, BRE
#& A H FSx for Windows File Server A% ER , W B SZRE A REFUE A AWS IRIEFTELFT
BF W,

RIS EAE A 6 EREE R M ERE FSx for Windows File Server , AR A F B IGLENE

A, FSx for Windows File Server B EEHREERE A BN , RIESHEER , BRIRE FSx for
Windows File Server AIM B HA G, EEMNFFUSREETBEMFTRE , BXFT U BERELM N
EHA IAM BB,

B ALMBRRESEEARNEREIR , T EMBR, EJRELEM FSx for Windows File Server
BR, RAZTERN N BRENE RN,

NERRAXERBEFACNEMRBENET , F2RETEE IAM EENAWS R , HIK Service-
Linked Role (RIEfRAE) METR Yes (B) %K. BEEFERENR , LR RBHN R ERS
BEXf.

FSx for Windows File Server RIS EE A E T

FSx for Windows File Server £ & & BRI ERE AT AWSServiceRoleForAmazonFSx — £ & HY
REPRITISEEE , HINEELEHN VPC P AN ERRFET EMHAKR AT,

&R A2 5F FSx for Windows File Server TEFrEEAK AWS R EZR T HIENE :

#5588 AmazonFSxServiceRolePolicy Ei2%E AM B, HWEFSEEIBKERZAE® , 05F FSx
REREBEE AWS BER, MEFHMER , FSBEE FSx for Windows File Server {# F IR #5E#E A
&,
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MEEMUEE , 5528 "AmazonFSxServiceRolePolicy i o

LBERERTFEENA , RFF FSx RREAEEE AWS IR,
ATARFAEER

AmazonFSxServiceRolePolicy £ &5 /] £ H AmazonFSxServiceRolePolicy AWS 3 & BURFTE
. AmazonFSxServiceRolePolicy 8 T 5IFF :

(® Note

P8 Amazon FSx ERRFKEREEFEH AmazonFSxServiceRolePolicy ; L5 A FF ] 7]
BER B AR FSx for Windows.

- ds— UFF FSx #R, REMEUE R Directory Service B & HERER,
- ec2 - foFF FSx T T HIENE :
- BB, BN FMECHEEBIEE Amazon FSx R R KB BENTE.
« @B Amazon FSx R R FHE MR — NS EEM IP #bil,
- B1REE Amazon FSx IERRKHEBEIR Amazon VPCs, T2 EHEM 7%,
- # IPv6 it $ERAA B AmazonFSx.FileSystemIdZB N EF S BB N HE.
- B HF AmazonFSx.FileSystemIdZE M E MR NEHEUESR IPV6 ik,
- RFTEWE VPC BEFANLT LB ERMERARSHFHERE.
- RAWSEHEEREZEEYT , A EMERAE LRITRERE,
* cloudwatch - ft7F FSx £ AWS/FSx mn & =@ TH$ IR E R F# M= CloudWatch.
 route53 — fFF FSx # Amazon VPC E2FAHE & =i 31 BBt

 logs - fo&F FSx #IRFE A CloudWatch Logs HEEERFR. a1sk—3K , £ HE L& FSx for
Windows File Server &R RHRIERFEE# B EIXZE CloudWatch Logs &,

« firehose - f5F FSx iR FE A Amazon Data Firehose X{4&EH. E2A T HRERAETUEL
FSx for Windows File Server 8RR AN IERFHFE® B 553/ E Amazon Data Firehose X {J &

o

JSON

{
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"Version":"2012-10-17",
"Statement": [

{
"Sid": "CreateFileSystem",
"Effect": "Allow",
"Action": [
"ds:AuthorizeApplication",
"ds:GetAuthorizedApplicationDetails",
"ds:UnauthorizeApplication"”,
"ec2:CreateNetworkInterface",
"ec2:CreateNetworkIntexrfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DescribeAddresses",
"ec2:DescribeDhcpOptions"”,
"ec2:DescribeNetworkIntexfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVPCs",
"ec2:DisassociateAddress",
"ec2:GetSecurityGroupsForVpc",
"route53:AssociateVPCWithHostedZone"
1,
"Resource": "*"
},
{
"Sid": "PutMetrics",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": [
wxn
]I
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/FSx"
}
}
}I
{
"Sid": "TagResourceNetworkIntexface",

"Effect": "Allow",
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"Action": [
"ec2:CreateTags"
1,
"Resource": [
"arn:aws:ec2:*:*:network-intexface/*"
]I
"Condition": {
"StringEquals": {

"ec2:CreateAction": "CreateNetworkIntexrface"

},
"ForAllValues:StringEquals": {
"aws:TagKeys": "AmazonFSx.FileSystemId"

"Sid": "ManageNetworkInterface",

"Effect": "Allow",

"Action": [
"ec2:AssignPrivateIpAddresses"”,
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:UnassignPrivateIpAddresses"

1,

"Resource": [
"arn:aws:ec2:*:*:network-intexface/*"

]I

"Condition": {

"Null": {

"aws :ResourceTag/AmazonFSx.FileSystemId":

"Sid": "ManageRouteTable",

"Effect": "Allow",

"Action": [
"ec2:CreateRoute",
"ec2:ReplaceRoute"”,
"ec2:DeleteRoute"

]I

"Resource": [
"arn:aws:ec2:*:*:route-table/*"

1,

"Condition": {

"false"
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"StringEquals": {
"aws :ResourceTag/AmazonFSx": "ManagedByAmazonFSx"

"Sid": "PutCloudWatchLogs",

"Effect": "Allow",

"Action": [
"logs:DescribelogGroups",
"logs:DescribelogStreams",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/fsx/*"

"Sid": "ManageAuditLogs",

"Effect": "Allow",

"Action": [
"firehose:DescribeDeliveryStream",
"firehose:PutRecoxd",
"firehose:PutRecordBatch"

1,

"Resource": "arn:aws:firehose:*:*:deliverystream/aws-fsx-*"

HBRNEMENREHEE PRAEAWS ZEBEN Amazon FSx E#f.

BYMERERNT , IAM ER (WERAE, HENAR) T RN, REIMREKERAE, MFFM
&, F2H (AM £REER) PHERBEEAEF .

A FSx for Windows File Server B2 RIS EZ AR

BAEEFHEIRBELSAE K ELEAWS EEITES. IAMCLI = IAM AP FEITERREGK
B FSx for Windows File Server € B18E RIS ERZ B,
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/A Important

LR EF AR UBEREENIRS  RENEMBRFPTX—REFER , TUERAXEL
AENIE. EEE-STH K F2EEN IAMIRFHRHBNTAE,

EEMBRLERFEELAE K 2EFEBXREY , KU EREFHEAHEERFENEIAR, EEEY
RERERHEE | FSx for Windows File Server @ B X BB R ERZ AR,

#W& FSx for Windows File Server IR EFE A E

FSx for Windows File Server T AT EREREEZ AR, RAESEERTEESZERKELAE
FIAGELEERYACCABERAGEEB, AW, £UFEA IAM RFEAGHER, NEHMESHA , B
28 (IAM FRERRE) PHRERSEEAE,

i B& FSx for Windows File Server RIS EZE A

EETBEARERBESRACHNIEIRY  RAEZBERBRZAE. -, ERREREDE
EHEENARERER. T8 K SLALERBRAEERRGENRED , TEFIMERBESSE,

(® Note

R FSx for Windows File Server RIS EEERMBRERIFEEFER A€ | AIMERTEES X
B, BHBERELE  BESFHISERYBRERRE,

£/ IAM FERREEESSE

£/ IAM £ 4. IAM CLI = IAM API fiBf fREEFEAE, MEFHMER , F2H (AM FREE
) FHRRREEEAE,

FSx for Windows File Server [RI§E#E AR X ENEIT

FSx for Windows File Server X BREIRERBENFIEEEFFERAREEEAR, MEFHMEER
AWS [E 35 8 i 2,

:I:I'*
W

By

Amazon FSx for Windows File Server B4 18 B 5%

BET##AWS R BE ECI%E FTEIEER , F2ERAWS B SR EEEARRBIFLRER
MERETE. mE-—REF , F2EAWS SHRETE,
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O LAER THEE=ZHFREZIBE AWS Artifact, MEFMEN , F2E TFHEHKS in AWS Artifact

BER BNESREME AWS R BURRERNEEN, BLANERER , UARERAEENER.
WMEER B REETNFMENR AWS R , F2H AWS T2 X,

Amazon FSx for Windows File Server f T E VPC % 2,

B BA% Amazon FSx s EAM AN T VPC w3 , LltkE VPC WEE£MRE, NMHE VPC inEHKA
AWS PrivateLink$: 17 , AIZR A ERMREMREFAE,. NAT &, VPN E#D Direct Connect E#R
15 R T FA T 2B Amazon FSx APIs, VPC RIVEIITER T EELE IP tbit |, BN EE Amazon FSx
APls &, VPC Fl Amazon FSx 2 B RET 2B AWS M

BENE VPC mEBRFREPHN —RNZEEEEBRNERT. BBENEREHELAE P it | 5
Amazon FSx AP REMEA B, Amazon FSx XEMEAIPv4-onlyMEHE (IPv4 7 IPv6) IP it 35
RISZTEM VPC %, MEFMEN , 55208 (Amazon VPC FHEERM) DPHEINNE VPC ik,

Amazon FSx /' VPC BN EZEE1E

% Amazon FSx 5RENTE VPC B2 8l , SFHE 4B (Amazon VPC FEREERM) PN E VPC
Vit ok B 14 A1 PR

EAI LA VPC HOUE{T] Amazon FSx APl #84E, flzn , BeJLA#E VPC AN CreateFileSystem
API , LLE 3T FSx for Windows File Server & &#. FE Amazon FSx APIs N EEFE | F2H
{Amazon FSx API &) &),

VPCHEHEZE

BALAER VPCsHEHIE | EBN T VPC A& H M VPC E#EZE VPC, VPC HHER EEME
VPC 2 BRI ER, EAUEBECH™ME VPC 2BEY VPCs BEHE |, ES —1E VPC 21
VPC AWS tRF, VPCs th A LA AR EIREH F AWS EiF,

HE VPCszBNRESREE AWS Bl L, MTAERAELAEBERMEK. —B VPCs BHEHE , M@
VPCs H#J Amazon Elastic Compute Cloud (Amazon EC2) #1T{EEEE R LUEIBEF —1& VPCs
HhEYHSNE VPC % B RFE Amazon FSx AP,

2 Amazon FSx API 23 /& VPC i 2

& LAE A Amazon VPC £ A 8 AWS Command Line Interface () 2 Amazon FSx API 231 VPC
i BEAWS CLI, WMEFMER , 528 (Amazon VPC FAEER) FHEINE VPC %3,
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- com.amazonaws.region.fsx — B3I Amazon FSx AP| R{ER iR 2

-« com.amazonaws.region.fsx-fips — B Amazon FSx AP| B fFF & B E R EIZ X (FIPS)
140-2 B im 3o

EEMFAFAE DNS#1E |, BNAERE VPC 9 enableDnsHostnamesHl enableDnsSupport &
., MEFMER , F52H8 (Amazon VPC EAEER) FHBEFER VPC B DNS &,

AWS BiF EHP BRI , MEBABBAFTAE DNS , RIF[LAERA VPC imEHTEER DNS BiEM
Amazon FSx 12 API 553k AWS [EiF , #If0 fsx.us-east-1.amazonaws.com, HRHE (it
H) MPE (FE) AWS Bl , £A[LAfsx-api.cn-northwest-1.amazonaws.com.cn% BI{E
F fsx-api.cn-north-1.amazonaws.com.cn®l £/ VPC im 2R H API 35K,

MEFEFHMEF , F2E (Amazon VPC EAEER) PHEIBNTE VPC i f 7 IR

/A Amazon FSx 13 VPC i BEiBUK

=B — SR E ¥ Amazon FSx API IFEEL , &7 BUEEAE AWS Identity and Access Management
(IAM) BUEREREZE VPC ind, LBESEEUTER :

- AHATEIMERVERR.
- AEATHIENE,
- ATHHIATEFNER,

MEHEET , H2H (Amazon VPC EREIERE) RIIEMA VPC 85I #6751,
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BT Amazon CloudWatch AWS Identity and Access Management AWS CloudTrail, # AWS
DataSyncz 4t , i Windows File Server B FSx th & R %18 H B4 AWS IR :

« Amazon WorkSpaces FE B T2\ — WorkSpaces Applicationsis R — B2 ZERFARNEHRKRE , o
EEAERT M A NEERESEEAER. WorkSpaces EAREXN TEBAENATEARIXA
TN AWS BER. BEBER , UKESRUFEAEFIHE. THROIVABENEAEELFAMRET ,
It 6 F§ WorkSpaces FEFT2#£ FSx for Windows File Server R R LR S FERHERLAHE.
MEFHMET , FSEEBEFEH Amazon FSx B2 Amazon WorkSpaces FEFRTEZR o

« Amazon Kendra — Amazon Kendra 2 —BEEREESRKE , FHERES RENERMBIETE
EEERRERESHENSEER., A Amazon Kendra , B LUEBH ZEE R ZEERESD
#5| , ARERAMCEX 4 , RELFE—NIESRE. WFERE FSx for Windows File Server £/
Amazon Kendra FIEE#IEEA , 582 B 2B Amazon Kendra £/ FSx for Windows File Server,

&
- ¥EE A Amazon FSx B2 Amazon WorkSpaces f&FFE
« ¥&H Amazon Kendra £ FSx for Windows File Server

FEEL £ Amazon FSx B2 Amazon WorkSpaces FERTE

BB ERRSFAEER (SMB) BIAHE , Amazon FSx for Windows File Server X E# Amazon
EC2. VMware Cloud on AWS, Amazon WorkSpaces #1 Amazon WorkSpaces FEAENHITEEE
BIEMERR K. WorkSpaces EARX R RERAEBRERE. BAUEHRERE WorkSpaces
EARALNRAEAERR , UERLRAEMEREM LA RIESS, W0FE WorkSpaces FEF
BRAWEMER , 5528 Amazon WorkSpaces FERE X EIEIEE, MEEBUMMEL Amazon
WorkSpaces EFRXMGMEFHEENRA , 528 AWS ZERXEEEE 5] AppStream 2.0
Windows BR{,

T2 FREA A EH Amazon FSx ¥ & WorkSpaces FEFIRER , A EFEAEREBEASTAMEF
7, WIRHARAERNR  EZECFHAETUERERER,
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AEREERERABAAGALRE

SET LAER Amazon FSx &##F #y BB A E 1R WorkSpaces B AR & i TAEME B h E — B f&#
PRI, FRESBEREFIEENRNY, MRHEERRTFRRFARSEDHE K MHEE
RENEUEENEREERRTERR B EBRE,

BEEHNT=ZERF T rEZR TR,
£/ Amazon FSx AiEEERERLITER K

1. B3 Amazon FSx XXk, WMEFMER , FZ2BAmazon FSx for Windows File Server A
(s

2. BRIRRUAE , 54 Amazon FSx BRRHKP NS EMEIE WorkSpaces EARAFEAERIL —
BERRK, UTEHHERA FRENREERAEEBHANEENXRNER, ERHEREFLRT
BERERERHLZM UNC B , LMEMFE A Windows IRIESE BEM S Susername%,

3. REEENRAASHAERNR, WEFMES A FSHEEL. B BERERAA.

FRED i A MBI HY WorkSpaces FEFREX MG EE S

1. & A WorkSpaces FERTERE 1A : https : //https://console.aws.amazon.com/appstream?2

2. REBIHeERPRIFBKMARE K AREVBKAEYH., MEFMENR , 52E (Amazon
WorkSpaces FERZEEErRE) FEFEE A Active Directory B2 WorkSpaces FERE.
Amazon WorkSpaces

3. EEREZ. REEESR A ARBBIFTNREEESS.

4. EBELXNERGEESMBEEPEVN B FERYMG |, SREEESEINALZH Active Directory
s,

5. 7B Amazon FSx IERRHHMEMN VPC FRBIMERER . FHLBREEEH[EIMA Amazon
FSx EERRMMMERE AWS Managed Microsoft AD B &2 VBB, SEMGEEIRELBHRN
VPC Z£ B M AR FEIEN Amazon FSx EER#E,

6. —BERGRERTH , FERERGEESR , XERAPSERSIKRFEA,
7. REZHERRER,

# Amazon FSx #& R # F 82 WorkSpaces FEREER

1. EMBEEBSRY , FATIHGFTELIMXIESE  UKHFRECHNERNVE (fiw: C:
\Scripts\map-fs.bat), THIEHFIER S : MAMBEMEAI , SIBLS Amazon FSx IERRM LAY
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2

RERR, BAUERESHESREA Amazon FSx IR RMMN DNS & BN ELIE R RFH BN
DNS BI& , AT LA Amazon FSx X2 &P HNERRRFMEARRIIS.

MREEANRERRHD DNS 25

@echo off
net use S: /delete
net use S: \\file-system-DNS-name\users\%username%

MREFEANREERRFEEEIBR DNS BlE :

@echo off

net use S: /delete

net use S: \\fgdn-DNS-alias\users\%username%
B PowerShell 2/ RIE#1T gpedit.msc,
#EfE A & HHAEIR I Windows FRE , REBBEE A,
EEEREHEFNE—BSRPEUNHMRIETTE , RREET,
HEEERED | B2 Windows BIEEAR, R , RBBEREICK,

BEHRRREERAESHILEE, MABKLEY WEMEIEE0, W EEMABRECRERE S
R LERE RSB ITHERAERAESE.
B MG S H IS4 WorkSpaces FERZN B, BB ER A WorkSpaces FER T2\ 448 0

AERARREEEZRRIMEE Active Directory #818, £ Amazon FSx EERRAATFEAMMEE VPC
hEE MR, CEMBEE YR VPC T2 A X ERA Amazon FSx IBRRMKHNFEE,

fFH SAML SSO BB =R TR, EEEHFEEIMA Active Directory FI#E: | 55 H SAML i
FEEREE—BEABES, MEFHMEN , 5528 (Amazon WorkSpaces FERREXNEEIER) &
HIfE SAML 2.0 ¥ AppStream 2.0 FYEE —& A 17 HL,

&8 Amazon FSx ERAZTEMHEERTEMEPR S | BBRBEAR.

REBEAENZIRAERR

SETLAER Amazon FSx BB EAERHLARER R, LABENRTAREZEFRBERERE
MERER (flw, "eEER. BEXNREL. BErFHF).

BEEUT=ERFTRETRUER.
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£/ Amazon FSx B2 HAER K

1. 33 Amazon FSx BR R K. MEFMER , 552 Amazon FSx for Windows File Server A
Mo

2. RIRTEEX , 18 Amazon FSx ERRAHAISHAER K , BRI LAFERAMUE \File-system-
DNS -name\share 2 \\fqdn-DNS-alias\share R7FE, EOLAFEABEREARELIFRNHEA
ERR, MEFHMER  FSHREL. F¥F. BRERHLA,

X E WorkSpaces ERREXNMGERER

1. 1% WorkSpaces BERAREREEA , RBFHWRGEERIEREREWMGEERE. £ Amazon
FSx BERRMAEANMER VPC PR EIMGEERS, RHEMGRESRE BN VPC T2 84E
WA RFFFEUERN Amazon FSx IR Rk

2. —EMBGRERTH 6 BUEEEEAES I ERERBGRES.
3. MUEHEESGIRENEMENEAREN,

#& BRI E WorkSpaces FERTE S E &

1. WEREFARZMSRETSE , MEEERERBDERTFERSEDHIHAENR, BE
ERETE , KFEBERRMH DNS 2 BREERREABEBIA DNS Bl& ( &F LK Amazon
FSx TEAEPHNERRMFREARERE )  URFRAAERRNEAER,

MREFERNRERRMA DNS B

@echo off
net use S: /delete
net use S: \\file-system-DNS-name\share /user:username password

MREFEANREERRFEEEIBR DNS Bl# :

@echo off
net use S: /delete
net use S: \\fgdn-DNS-alias\share /user:username password

2. BMEENE , E8XEREZEARBHTRHILESE. EULERL—HAMRHNAERETR.
3. EBUMRGIMEHEETIGHE.
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4. BEBBFRIEEER. LREEXSEIHAER KB BRE ERBREAR.

B Amazon Kendra f# 8 FSx for Windows File Server

Amazon Kendra e —ESE XA B ERMNIE F R, FSx for Windows File Server 8RR A LA H
YE Amazon Kendra HERIRR , A BRI N EEESERERERKTIHNHFIEENER.

- 1% Amazon Kendra BIE¥#EEFA , 5528 (Amazon Kendra B2 A E15R) FHI TR Amazon
Kendra.

- WFMAAERREIIES Amazon Kendra ERIRFEHNFMER , 28 (Amazon Kendra B
ABIE™E) T Amazon FSx ERIHR ( £#4A ) A,

* 1% Amazon Kendra WWIBEEA , 72 E Amazon Kendra #8115,

« WFEMAFEA Amazon Kendra ESERERMKNWELSHER , FFSBAWS Machine Learning#55& 48
#9f5E B3 38 A 73 Amazon FSx for Windows File Server #) Amazon Kendra &85 Windows &R X
MLt SIEERILER.

ERRFNEE

E 12%18 FSx for Windows File Server IER A KM AERRIRE , Amazon Kendra € LLEHIEI S AR
MERRRFLHOERNERR  UBYNHEHES RS, (LU EEIESHZRNESER, )
R E Amazon Kendra HREREFEEZHSREAERRZKER , BURELEBEIEEHFZEERRIREN
EH,

BRENVERRFACREEHANER  BLENIEEHEVNETZEE, BEENS , REHTEAKE
EBERERZRS , RMHRELFEHEE SSD #EEANERRSE AT ECIREHBENSRIESRE
BNHKEEEN IOPS B#k, fZE Amazon FSx MEEE BN FFMAEA |, 532R FSx for Windows File
Server ¥ BE,
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TR, e LT #EHA Amazon FSx for Windows File Server FFRIEL 58,

£

- B RS HVECE

- BEERAENEREE

- AftiE S

« Microsoft Windows 4 #9 Bit &8

&R AR SRV BEC AR

LT R AWS 1RF AWS EEEEE T I8 K Amazon FSx for Windows File Server Ei%E,

BiR FEE% iR

Windows &R &% 100 B LATE IR PP I AY
Amazon FSx for Windows
Server ERZHKEHE LR,

Windows B ERE 10240 R B s FrE Amazon FSx for

Windows 18 23R R4t /o 5T HY %
EEARE (MBps)o

Windows HDD EARE 524288 LR E R FTE Amazon FSx for
Windows File Server #£& %
iR LFFH HDD REZBRE LR

(LA GiB BE)

Windows SSD #EAE 524288 LR E HFTE Amazon FSx for
Windows File Server #£%& %
R SSD RAERELR
(LA GiB BE)
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BiR TEER

Windows SSD IOPS # 3t 500,000

Windows {12 500
ERESEE

1. BB Service Quotas A&,

2. EEBEBE®KP , B#E AWS services (AWS AR#).
3. #iE Amazon FSx,

4. BEEBHE.
5
6

BEEFEINFERER , ARKBIERHEREMEE,

DU

R B PTE Amazon FSx for
Windows File Server & &%
FEFHY SSD IOPS 8,

BENRF R UEENME

Amazon FSx for Windows File
Server ERARKENERAERDD
Bt & E LR,

EERBREFRNMRE  FETELEEERPEEREFRELL K.

WMEFHMER , FSB "Service Quotas EAEEM. PHBERRESEE

BEERZFNE R

LT R hEEERZEMN Amazon FSx for Windows File Server ERELZE AWS B,

&R
BEBBELR
BEREONRRFERE

BEKRFNE-BNEESEEETHROERGERBE
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BEERZFNRE
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32 GiB
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&R BEERRRARE
REF#EFEE. HDD EERHK 2,000 GiB
EAXfF#FAE. SSD M HDD 64 TiB
1K SSD IOPS 96
SSD IOPS LR 400,000
R/NBIAE 8 MBps
S PN RS 12 , 288 MBps
ERAAHB LR 100,000

HitnZ 8

A EEETHES

« WA LAMERZ 125 B Amazon FSx R R & L FE A S AWS Key Management Service (AWS
KMS) €8,

- WMFE AWS Bif TEVERRENFE , F28 PH Amazon FSx im#MAFEAWS — 2%,

« BULEREERLEZR (VPC) H Amazon EC2 #TERMNERHL A EHEEE BARTH (DNS)
BEETIRE,

Microsoft Windows 45 E R B 58

MEFFME , 5528 Microsoft Windows Dev Center L) NTFS PR#l,
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£/ T 5B K 5 By 88 Amazon FSx MR REE TSR S HERR

WRIBEEHA Amazon FSx BRERILL T RSB RERE , BB E S Amazon FSx sRiE R HHRERE,

FE

- BELAGIRENERRSE

« EIHH Amazon FSx BRRAH LK

- BERRENREEBARE

- BEEESATARRE—AARE 2 BRRHKLERE DFSR

EEEIFINENERRK

FHZBERRERBELFNENERRR  BARKEEACHBREER , WA,

£ |

- ERRBEMRERKE 18 Bk

- EfREREERRBEEERSREAYEY P ik

- BERRARZTBHERDZENBEASEHRA
EHTEBNZLBERDSENELHRA

o EEHTEBARIMA Active Directory

- BRARATEFE

+ Active Directory i i & R D> A BERYEFA]

- RHABRTLIEE NTFS ACL FF 1]

- EEEARSGHERAFIRFIERRER
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RERRFE R S C 18 M BR

BARBEARMBRERRAEM R AT, SHEMBRERAEDUESER VPC IERRK BN
EFEKAFRE, BUFNERRE  B2EXUEMER Amazon FSx BHMEEE N EH. MEFMENR , B
2 BE A Amazon VPC WIERRHKEFEURH,

B M BRIEE $32 2 48 3R R AR S 1 A B SR THD AV S84 1P bk

Amazon FSx A X ER L\ EHRBRBAEREFIERRMK. Amazon FSx B EHE 7 BT MEM IP it | ER
Al EHEBR BB BRI A P thil | BEEFERRFKNEMHRERAE. NEHMAENR K FSEFEEN
B,

BERARZEHERDLENBAIBHRL,

BB PIEENEARAAMazon VPC £ 8 , WidRELERREEEHRNZHEEAHENE
AR

BEHNTEENZEFERDLENEHRR

BE PEENELRAAMazon VPC Z2FE , Wit RESHTERHBABNN T2 HEEGYHREN
EHR A

EEHITEBARIMA Active Directory

EHEEHTER T EERMARME Active Directory BRI 2 — -

- ERREMAH AWS Managed Microsoft AD H &,
. BB 83 B RS RETEEEN AWS Managed Microsoft AD Microsoft Active Directory B .

EREEHEEFTEBCMAMERZKERENEF S —, HP—BERERRIRMAHN AWS
Managed Microsoft AD B #, % —E#E 2 Microsoft Active Directory B & , EH5 8 AWS Managed
Microsoft AD B 2V HNEBERHBREEHR. WHEFMENR , FSEEE £H Amazon FSx AWS

Directory Service for Microsoft Active Directory,
BRARTEFE
REREFEEH Microsoft Windows R AFEE,

MREEANRRANERAST  FHREERRK DNS EBNHLEZZBEEHEE. eEEELNE
RAE F2EEBN. BH. BREZRHAAM
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BELAERRWERL AR Windows FEUZRHIEE ACLs) WERFT I AFEREERFIEH Active
Directory fER &

ARHFBBRTEES NTFS ACL 557

MREBELANER R LR SYSTEM EAEMN LFFELEH NTFS ACL 71 , LA REE 25
B|EAFN , MEARZFEEMENSNEAERRRFHEO TREEER,

REREMBUSHENERAE, WFEFMET A FSHEEL. T BRERHAA. ENEVER
RFLARA &, BULEEEHTERRS L AEM Windows BRI,

EEERBRSEHER P iRFIERRRK

& A Direct Connect 5§ VPN RRAZPEPEBFEHEH Amazon FSx BRRE , YAFERARIEEBERE
W IEFAE IP bt &5 E,

Amazon FSx EX BT 2020 £ 12 B 17 HZREBUMNERRR L EG LS IP ity AEREE A
FiwEEL

MREGEEFHAIELE IP thutEEIFE 2020 & 12 A 17 B 2B LK FSx for Windows File Server
ERZFL , BULERBERERZANBEOREBILTNERRSL,. NEFHMEN  F2REARSRE
BHER,

HEVE R KRB ARE DNS Fatf

HA A BEEE Active Directory FWIEER R # , Amazon FSx T8 E I ERRH DNS il , E
AEFRBT6EA Microsoft DNS,

W RIGHIHIRR 5 =5 DNS BRI M 3E Microsoft DNS , Amazon FSx &7 DNS FEFERR

fFo BAAFHRE Amazon FSx ERFRMANW DNSAHE, HRE—THE 1 ERRHK , BEEHE
—{E DNSAEEH  HRE—THAE2 MZTAERERRR , REEZHEMME DNSAER, AT
BEFIEFEHE DNS A BERBEFANERRR P thit,

1. 7E https://console.aws.amazon.com/fsx/ A , BEERE IP thit WERRK , LB TERRRH
MEAEE.
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- HRE—TTHE 1 ERRK

« EFERERS , REFERRAE T AR ESERKSE , L Amazon EC2 H R RUEEE SR
HHH,

c EFANE—THAR 1 BRZEN IP i EBRETEFNE IPV4 IP 4,
« HAE-TAE2 ZTAERRERG

- BRI FRERERT  ZEFRERAE T I ETNEERERESAE , SUE Amazon EC2 H5
R SR E R,

- BEFEAZRE TFHEERN P it SBREXEILE IPv4 IP i,

« £ Amazon FSx S FHREBERT , BEMAKAE T HETSWEMERESRE , BAE Amazon
EC2 XA HBERATmETR,

- EFHANSHFREE IP it SEREXELSE IPV4 IP @5,

R fER DNS Bl & FHER R

WMREEEMER DNS BB FEERRS , BEATIEFHBEEETRHEFE,

1.

BT THEP—ESR | #R5& RERKFAAEID -
a. M Amazon FSx £#28 - RELEREFRNERRR. AERZXRFMAEART L , DNS
HEgR N EMREZ2REIRE L.

b. {#H CLI = API -/ describe-file-system-aliases CLI @& ER
DescribeFileSystemAliases AP| IR VER#EEN B 5l B 18 R RFEHEEBI B &,

WRARFIL DNS Bl# , B4 EREEERRKELEY, NFFHES  F2REEARERR
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Rk, F2H CEEAFIHENERRE UBESHMERESEDE,
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B HTHY Amazon FSx lERERHK LM
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- RBIRFFATE

- BiBRBIEFRE

» Amazon FSx A EUAEME L (OU)

- RBIRFEELFINEESHE

« #BIEFH Amazon FSx B4R B

- RIBIRFZE ERNFTA

« AREMNZEM Unicode FTT

- EERBORYRRFRELS HDD XK

SRR VPC REBAMMBIE ACLs

R AR B R S BB AEREE VPC 22 RANMBE ACLs, MEMETR |
.

ERNERRREESHERR

B MABRERE Active Directory BB RRF LAY , WHERTIERAR -

3
¥
8
o
Wt
B
2

File system creation failed. Amazon FSx is unable to apply your Microsoft Active
Directory configuration with the

specified file system administrators group. Please ensure that your Active Directory
does not contain multiple domain

groups with the name: domain_group.

Amazon FSx REMVERRK , BARSHAZAEESHEERFHAENERE.

MREREERERRE , Amazon FSx S EREATERE "RMATES, MATEEHE. WRE—@
R EMEBECRAERN THEEEE) B8 AEREERA.

2/ T 5 5 BRAR AR

1. REEERZEMABREE Active Directory B 56 R4

2. HEEIMABRERE Active Directory B FSx for Windows File Server 8RR K21 , S
Amazon FSx Active Directory §i 7% T S RERFE A H B KEE Active Directory #HRE,

3. FAAWS EEFZA S BEVHNERRHE AWS CLI, MEFHMENR , F2/48 Amazon FSx
BERFEMABEREER Microsoft Active Directory #8135,

4. SH¥BEKEE Active Directory , REBEEHAH -—NWERRKEESHEEE.

REERERM VPC BB 404
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FSEIEAR DNS {a] AR 25 2 W8 13 422 il v
BIMMABREE Active Directory WIERRFAAN , XERTIEERAR

Amazon FSx can't reach the DNS servers provided or the domain controllers for your
self-managed directory in Microsoft Active Directory.

File system creation failed. Amazon FSx is unable to communicate with your Microsoft
Active Directory domain controllers.

This is because Amazon FSx can't reach the DNS servers provided or domain controllers
for your domain.

To fix this problem, delete your file system and create a new one with valid DNS
servers and networking configuration that allows

traffic from the file system to the domain controller.

B T 55 BRAR S H PN AR B E.

1. HREACSEMFAERI Amazon FSx {ERRMM FHEERE B REE Active Directory 2 22 M #3518
RRAER BB SoR R, WFBFMEER |, BFSE TR

5 Amazon FSx Active Directory B 55 T 2 3B 54 1 Ba 38 18 LL M BK ER E o

® Note

MRIBEE T %18 Active Directory 1% , FFHEIREE Amazon FSx 1R RFAHRIRIA VPC
Ry FHEERTE Active Directory WEFRES , WA VPC Y 7 #8582 H b uh B AR 49 8 R%
ZEREFE IP &R, EAILAEA Active Directory Sites and Services MMC kR A X #2457 F1
BEISLETE,

2. WEFREBEFREE Amazon FSx IERRAHEREEA VPC Z2 8 , LURET VPC #85& ACLs , 2
AREFFMEERE LWEHBERRE.

(® Note

MRECEEBERIEHER , BREAFFELREZIE Active Directory #8512 HlI vt BEAFT
TR EERE, WHEFHMEER , 552 Microsoft Active Directory 3 4.

\

3. SR Microsoft Windows #E R AR REEBMENERESnon-Latin-1 FJt, il , LIRE
&/ Dominen-Adminsi BRERZKEEERIENEE  IBRZARKETS LK,

4. HEFR Active Directory #8139 DNS {a] fR 25 M B 1Z 2 5 b EE A EF P ARRE | I B AE$0 [ FEFT IR 4
BHERK,

#SRIE AR DNS fa] BR 25 S AR 422 6l vh 405


https://support.microsoft.com/en-us/help/179442/how-to-configure-a-firewall-for-domains-and-trusts
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5. FBfEE Active Directory #81EHI TIBEE K = Windows Server 2008 R2 = & & ix 4%,

6. FEWETE Active Directory #8IEiEEI12 Hluk L AYBS AR B /235K B Amazon FSx ERRFHRE.
WMEFHMER , 52 B) Microsoft Active Directory 3U#,

FEUNRBEIRFEAER
B A BRERE Active Directory WERRFXAHY , WHERTIERAR :

Amazon FSx is unable to establish a connection with your Microsoft Active Directory
domain controllers

because the service account credentials provided are invalid. To fix this problem,
delete your file

system and create a new one using a valid service account.

£/ T 51| 5 BR 2R 5% S B R AN R R BT RE
R0 1 WMRIEFEH AWS Secrets Manager 3% R 1211 Active Directory & AE R

1. B £ 175 Active Directory B A& AWS Secrets Manager,

2. W% ARN Y 2IEFEH , WEBF/ERAME : arn:aws:secretsmanager:region:account-
id:secret:secret-name-6chars,

3. BRNE IS EAIEZHENMEXLERN
« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME - #&#) AD fRISHR S EAE BB,
« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD — #&#) AD BRISHRF 2.

4. BAWBENEREAUERAEBRNBER , 8F Amazon FSx IR X BEERMEE

B fsx.amazonaws.comiF A,

=62 MREBERAMELFEAERRIMA Active Directory

1. HERREBEBRERE Active Directory fAREServiceAcctFEMAFHERZBMBREIRSFERHE
ZBMEA , Hl0,

/A Important
WARKRFERAERRR , 78 2WEFE (corp.com\ServiceAcct) RBEFHEH

(ServiceAcct@corp.com),
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WARBIREEAESBE  F2ERAYLERE (DN)
(CN=ServiceAcct , OU=example , DC=corp , DC=com),

2. WESRMMRGLMMRISIRSFAER Active Directory MBI,

3. FHRELECEMENITERGERMNBBIRS, RBIRS XARAEEMAERRKENBEH

B AMMER OU MV ERYMH. RBIRFED BT EEFYT T IIBENFTT

- EREBR

- RERFERNEAER

- BRE B A DNS THEBRIRE
- CRERARARBEIREE

MBI BHERI T ZRIIRSHHMER , 28 Amazon FSx BRIBIRS .

Amazon FSx #;%7FH ##Y Active Directory FRISIR F & A E X AWS

Secrets Manager
T 5 & ERATE R RBRE R ] ##RE LR RE,

BERZHEMABRER Active Directory k8 , WEER T ISERAL -

You can't provide both username/password and a domain join service account

secret to connect to your Active Directory. Provide only one set of
credentials.

Fi# R L R

1. BELEIRMEMIE Secrets Manager B ERMENFEHNEAER,
2. 1OA Active Directory i , EiREHEEFP—ESEH , TREME,

EEREMABRERE Active Directory k8 , WHE R THIERALR -

The domain join service account secret ARN format you entered isn't
valid. Use the format: arn:partition:secretsmanager:region:account-
id:secret:secret-name-6chars

Amazon FSx 3£ 17EL F#Y Active Directory ARISIRF & A& # AWS Secrets Manager
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fi# R L R R

1. B9 6 FH Active Directory & A ¥ ¥ AWS Secrets Manager,

2. HEREBWMAN ARN B EMH, EEMNBNEH R arn:aws:secretsmanager:us-
east-1:123456789012:secret:MyDatabaseSecret-Ab3d5f,

BERZFEMABRER Active Directory k8 , WEER T IEERAL -

Amazon FSx can't access the domain join service account secret [ARN]. Add
a resource permission to the secret that grants the FSx service principal
(fsx.amazonaws.com) permission to access it.

Fi# R L R

1. B9 6 75 Active Directory & A% ¥ AWS Secrets Manager,
2. TRFLIBIRMA Secrets Manager ## EH 25T Amazon FSx EAMZRI IEFBUK,

REERBEMABRERE Active Directory k8 , WHER T HIERALR -

You don't have permission to access the domain join service account secret
[ARN]. A resource permission needs to be added to the secret to grant you
access.

Fi# R L R R

« Secrets Manager M EHEEREEEFTERTENRFEALMENFIE, NIEFHEHE
el e

3

S

EREEREMABRERE Active Directory k8 , WHE R THIERALR -

The domain join service account secret format or content isn't valid. Make
sure the secret includes both CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME
and CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD fields with non-empty
values.

f R L B 2R

1. #B FEH 75 Active Directory E A& ¥ AWS Secrets Manager.
2. RIGIR MY Secrets Manager #% B A8 W {E X4 EH 1L,

Amazon FSx 3£ 17EL F#Y Active Directory ARISIRF & A& # AWS Secrets Manager 408


https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_iam-policies.html
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RIEEFEF IR R
BIABKEE Active Directory WIERRF AR , XHERTHERAL -

Amazon FSx is unable to establish a connection with your
Microsoft Active Directory domain controllers. This is because the service account
provided does not

have permission to join the file system to the domain with the specified organizational
unit.

To fix this problem, delete your file system and create a new one using a service
account with

permission to join the file system to the domain with the specified organizational
unit.

152 F T 572 Fr SR 5% S R R A R B R

+ FRELEKRENFIERGERMANEBRBIRS, RBIRSXARAEESMAERRRNBEHH
B AMMER OU MV ERYMH. RBIRFELEFTEEFHT FIIBENFTT

- ERER

PR bR S MBS A&

- BREBE A DNS THEBIIBED
ERFEEARTARBEEREE

MERIEFERIT U 2REIRSWEFHMERR , 552 B Amazon FSx FR#ERF,

HBRBEIRFAE
BIABREE Active Directory FIERRFAN , WBRTHERAL -

Amazon FSx can't establish a connection with your Microsoft Active Directory
domain controllers. This is because the service account provided has reached the
maximum number of computers that it can join to the domain. To fix this problem,
delete your file system and create a new one, supplying a service account that
is able to join new computers to the domain.

EEMRNEE  BREIRCRERHVBRBIEFSEZEZTMAMSNERKESE LR, WREER LR,
REVEREEFUNFRERE. CSAMNBRBIREXEIHTNVERRRK, WEFHHENR , 72
B Amazon FSx IRIEIRF .
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Amazon FSx &£ FEUABER (OU)

BIUMABBKERE Active Directory WIERRF LR , W R THIERAL -

Amazon FSx can't establish a connection with your Microsoft Active Directory domain
controller(s).

This is because the organizational unit you specified either doesn't exist or isn't
accessible

to the service account provided. To fix this problem, delete your file system and
create a new one specifying an
organizational unit to which the service account can join the file system.

152 FA T 5 2 B R 5 8k B 8 A R R RE

1. FRFRERMH OU R Active Directory fBiFH,

2. FRELEKAMENFIERGERERENRBIRS ., REIIRFXARATEEMABRRENAE B
BIUFNMER OU HIVEREYIH,. RBIRFEDEFEEZEEFHIT T IIEBENF :

EREBN

REIWR S BERMEAER

R E A DNS =HEBIEED

ERZBEABARBEIRER

22T A28 i SR R 3 A BR B R 44

B TR EELI B AR PR &R 8E D

MBI B ERI AT ZRIIRSWHMER , 28 Amazon FSx BRIBIRS .

R IRE B L FINEEEHE
BIABREE Active Directory IEERRFLAN , LB R THEERAL -

Amazon FSx is unable to apply your Microsoft Active Directory configuration. This is
because the file system

administrators group you provided either doesn't exist or isn't accessible to the
service account you

provided. To fix this problem, delete your file system and create a new one specifying
a file

system administrators group in the domain that is accessible to the service account

#EFEL OU 410
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provided.

B T 55 BRAR SN BREE.
1. FRELARAHENEBHATESREZENTS,

/A Important
REFESBSHE , F2ISWEFE (corp. com\FSxAdmins) S#8EH 2

(FSxAdmins@coxp.com),
R RASAPREE (DN), HEEBNEG A
CN=FSxAdmins , OU=example , DC=corp , DC=com,

2. HMEARUNEESHHEESENARZRRNEESNRHERM Active Directory #8iEH .,

3. MRERBEHEESHFHES Y , Amazon FSx B EHEEM Active Directory B EABuiltin
Domain Admins##H, MRELFENEZBECEE K RNELFEATENFHELTREERE , AIFE
AEEREZRER.

#8138 By Amazon FSx B4R # K
B MABIKERE Active Directory IWRERRF LAY , WHERTIERAR -

Amazon FSx is unable to apply your Microsoft Active Directory configuration. To fix
this problem, delete your file system and create a new one
meeting the pre-requisites described in the Amazon FSx user guide.

BIURERERME | Amazon FSx BESELRE| Active Directory #8121#9 DNS fal [RES FAB1Z 40 |, 1§
EERRMATHINA Active Directory #818, iR , EERERRHEIUER , Amazon FSx XX EZ A
% NEERIER, TS BRREHHE RN FRRBEE,

1. WERIEH Amazon FSx R ZHM Active Directory 2 B BEEMBRER. A BBFERAKH
KA, VPC R BHMRAI. VPC #83& ACLs AT H MBI AMER R AR REECH B
B2 3 A

2. F5WEE Amazon FSx A& Active Directory #BiEF I ERAREI W B NHERIER FAREE |
BRI BR R A H 5 R 1E,

B P A Amazon FSx E 4R T 211
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fR#R P2 B IERERET A

BIABKREE Active Directory IEERRFAN , LB R THEERAL -

File system creation failed. Amazon FSx is unable to establish a connection with your
Microsoft Active Directory domain controller(s).

This is because the service account provided does not have permission to join the file
system to the domain with the specified

organizational unit (OU). To fix this problem, delete your file system and create a new
one using a service account with permission

to create computer objects and reset passwords within the specified organizational
unit.

AATEEL ORI BIRIGERANRIBIRS . £/ T 525 BRI 5T 8 HE#F M AR B RE
BHIRFEDEEERTIIFA -

- REIREH  LEMNMBREBSERRKNBEER OU PR ERYH
« EEMAERRER OU REER THIFFA

- BEHERER

- BEARFIRFERMBAER

- BREE A DNS THEBNEEND

- CRERABARBIREE

- BES9 (WEIR ) EMMMERERD4

- BRREMAME ARSREIRVEED

- BURFTAREED

MBI BHERI AT ZRIIRSHHMER , 28 Amazon FSx BRIBIRS .

AREILSBEI Unicode FJT
BIABKREE Active Directory FIEERRAAN , WBRTHEEBRAL -

File system creation failed. Amazon FSx is unable to create a file system within the
specified

Microsoft Active Directory. To fix this problem, please delete your file system and
create a new one

meeting the pre-requisites described in the FSx for ONTAP User Guide.

R HRFIR B EREAET A 412



Amazon FSx for Windows File Server Windows £ & ER

Amazon FSx % & Unicode FJt, ﬁﬁiuﬁﬁﬁcﬂ}iiﬁﬂﬁﬁ Unicode F 7t , flNEZFER. E
SEUREZANSEH  Hh 2 HIEATERE, BWE Active Directory PHHETEREHLTEE
Unicode ZFJt,

EEREORURETFEREE HDD XM
RFMRIUBERGEY , LERFHHEBAL

Switching storage type to HDD while creating a file system from backup
backup_id is not supported because a storage scaling activity was still
under way on the source file system to increase storage capacity from less
than 2000 GiB when the backup backup_id was taken, and the minimum storage
capacity for HDD storage is 2000 GiB.

EFRFEMERELEE , MK KREEEEYL SSD 2F S HDD, RIBEHERXYN , RAERKE
REAMLAEEREENE  SETEERNFED, EEMNBERZE , BRRK SSD HEREIR
2000 GiB , EREY HDD ERRRAENRERERE.

AR A T 572 e 2R AR R UL S

1. % IREREBEMBREZRX , BERRKELEHF 2000 GiB #Y SSD #EiFRE. MFEFMESA |
AE2REEREEEEM.

2. HERRBETERAERBNGEG. MEFMES K F2RELALAZRINES.

3. A HDD RESERAERIDNEDERENNERRRE. NFEFMEN , F2AREHEEREHN
M ERRH.

illll

ERRAMENREFHRAMRE

EE)E*‘ Active Directory JRIEH I E | FSx for Windows File Server #& R R IJ & A SR ESEE2AVAR
B, EUMRET , CHNERKREIEEIER  IFXETAMENER , mEHEG TaEE LK.

REHBRMEBIEHRAL , UREFALUER Amazon FSx 12 &, APl = FEHEZRE EEE AWS
CLl, ZREMEEBIMER , FREERRAMNVREEKEEES Available-FEE , LBFERRFEHE
Ej bjﬂﬁko

BHERZRR TSR ZERRMEARERRIRE , Fl0

- DNS fafR=% IP i3t FEH K,
- BRBIRFZABRTEAY , IRDLEWFFA.

EEREOBYRFAFEEERNZE HDD &H 413
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- HRPBEERREE , fIINEY VPC K28, VPC M8 ACL REXHRERE |, BEEHIEEMm X
TEERE |, ESEEARE Active Directory #8112 %185,

/A Important
BUERRKR , 5285 Amazon FSx £ OU HEVMEMYH., EEBEERENERR
MR E TR

( 205 Active Directory R TEFE |, B2 LR G4, EHEALIER Amazon FSx Active

Directory §# 5% T 2 | B& ¥ Active Directory RER B ERREUFSELER, )

REP - EHEEEEEEHREERM Active Directory {HREFH —RZESE , HlINEE DNS
ARES IP bt , REBFERBIREFFEAERBIFTE. EELERT , ENEEBESXARATRER
Amazon FSx £# 4. API 5 AWS CLI REFFMENEESE,

HittEE T gEF HF 28 E (217 Active Directory #HRES H , SIS F @I HIBRH NBRER VPC &
SR, TR, BELRRAT , BFERIE—THEE , BRRMA LKA Available, R
Active Directory IRIEZZEEER , 557 Amazon FSx R AFREGERREREZNWEREFRIRE |
=HTE Amazon FSx £ &, API & #fEfA StartMisconfiguredStateRecovery@+ AWS CLI,
e

o REHDBRNIERRM | Amazon FSx S EEMER DNS {7l AR=s SRR Hl vk

- RERBHNERRSE  RBEREFEAEHEN

o BREHENERRME | RIEFERE AWS Secrets Manager B, KMS €8

- REHBNERRS  RENBBIRF ZERERRZBMAFEETA

- RERBNERRE  RBIRE ELESTAERMAESE

- BREHRBNERRM | RBIRF EEFE OU

RREHRNERRMR - Amazon FSx LB A DNS {7 Bk 25 A8 133 &l
Yo
& Amazon FSx £ E R Microsoft Active Directory 3SR & ik IR I B R , BRRFGEA

Misconfigured #RE&E,

BEMAEEBN , FMITTIIEE

RESHRIIERRHM | Amazon FSx HEEEEMER DNS A IR =5 AR B, 414
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1. FRELANBRERATRERRRIVEEHIFZNRE.

2. A Amazon FSx Active Directory B2 5% T ERAIGMERF B HLEE Active Directory FIHEEK X
E., MEFHMEN , FBFSBEERHBEREEMN Microsoft Active Directory,

3. 1£ Amazon FSx EE AP RBEERRAN BEXERE Active Directory #H5E,
4, EEFHRERERFENEREE Active Directory #HEE | BT LAE A Amazon FSx 24,

a. HEEEBERT , BEERRE A AREZEFFTNERRR ; ERARFAEATERER H
Ho

b. ERERRAFAMEFEEL , BEARNZEMRSIER ENER.

&l LAE A Amazon FSx CLI update-file-system@ <8 APl #4E UpdateFileSystem,

IRRVERRE | RBIRFEAERER

Amazon FSx &£ E2&H Microsoft Active Directory #BiZii # vk sk i | Ih B S ER ., ER R BFTIREMN
REIIREEAERER, MEFMER , FSEEHBEREEM Microsoft Active Directoryo

B BHOREREER YT TIEBE

1. WREERNRERNBHIRSE , MESEAXIRFHEESAER,

2. REMEM Amazon FSx £ 4 , A ERNRBKIRFIRFEAEHEMERRBVER.
a. EEEERT , BEERRE  RARBEREHERVERRRETER.
b. ERERRAEFAMEFREL , BEABRNZEMRSIERTNERR,

B A LAEH Amazon FSx APl ##4E update-file-system, EE#—S5 T , FHSH
{Amazon FSx API %) ® iy UpdateFileSystem,

RESEBRMNERRR | RIEMESZE AWS Secrets Manager #Z = KMS £ 58

Amazon FSx ;£ E2/E M Microsoft Active Directory #BIiZi iR HI SR FI BT EiR, ERRALHN
AWS Secrets Manager #2 AWS KMS key SR IEFERRE. MFFMENR , FSREEH T Active
Directory A E# AWS Secrets Manager,

BEHOREREIRR |, BRI THIEME

REHRNERIR  RBIRFEAERENR 415
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1.

EmEWE ARN BEERE | WIEEIEMRATE

I : arn:aws:secretsmanager:region:account-id:secret:secret-name-6chars,

BENFESERFZAENMELEZML

« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME - &8y AD RISIRF A& EHE,
« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD - &8y AD FRIGIR F 215,
- ENZNEBEBFUERARERNWBER |, T Amazon FSx IR BB ZRE

B fsx.amazonaws.comiF A,

REHRVERRE | RENEBIRF RESERZIENABEFTT

Amazon FSx ;£ % 31 B2 Microsoft Active Directory #B1ZiiR | Ih B, ERRARENRBIRERE
FRAEE OU SERREMABZNFFT,

B EEABREER  FUTTIERE

1.

P EMRF AT ETI8 E Amazon FSx IRIEIRF , BV EEFTEF TN HIRISIIRS, WEHTIE
EWEEMER , 552 Amazon FSx FRIEIRF,

REFEATVRBIRSF BRENERRAN BREE Active Directory AR, EEFHHERE , &7
LAEF Amazon FSx £# &,

a. HEBERT , BEERRE A AREZEFFNERRNR  ERRAFFAEAREMER G
B,

b. EERRFEFAMEFEREL , BEABRNZEMRSIER LWER,

& LAE A Amazon FSx API #4E update-file-system, BEEHE—F TH ,
{Amazon FSx AP| 2%&) ®#y UpdateFileSystem,

3
¢
an

AREHRVERRE | BBIRFEEZESEMNERNABESE

Amazon FSx &£ % 37 8 Microsoft Active Directory #8IiFi#R S|V ELR, ELERT , EREARMEMN
FRISIRE EER A N AMBISM EKEE LR,

B BHOREEHER | BT TIEE

1.

i Bl 55 — B AR IS R P SRR LAY AR ISR S | LUK E R0 A .

ROERRR . RHNBRBIRFREBERIEMA BT 416
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2. AREMEMA Amazon FSx £ & , FAFVBRERFEAENEFRERRAHEREE Active
Directory #H&E,

a. HEEBERT , BEERRE A AREZREFFNERRR ; ERZFFAEATERER G
B

b. ERERRFFAMEFEEL , BEARNZEMRSIER LNER.

e
W
fot

B AT LA Amazon FSx APl ##4E update-file-system, EE#—5 T ,
{Amazon FSx API %) H i UpdateFileSystem,

REHRVERRE | RBRSEEFH OU

Amazon FSx &% 37 82 Microsoft Active Directory #8Iigi#2 | ih #YELR , K AR RIS &L FEH
EER OU,
B ERREREIERR  BEIT T HEE -

1. A% —ERKEIEFRELFHTFE OU WAREIIRS.
2. RBECEAFNBRBIRFBEENERZERENBERERE Active Directory #HEE,

a. EEEERT , BEERRR RARZEETFTNERRE  ERAKFEHEFTEREREEH
IE!O

b. ERERRFEFAMEFTREL , BEABRNZEMRSIER LNER,

3
¢
an

B A LA Amazon FSx API ##4F update-file-system, EE#— T ,
{Amazon FSx API %) ® iy UpdateFileSystem,

REZEZTHARHE-THE 2 ERRHLERE DFS-R
5 TREANE—TAESE 2 BRAMET ZE Microsoft 5 BXMERHER (DFS-R).

ZUAESERRARCREAREEZ AFEMEINGEE. E)ﬁiﬂlﬁ*ﬁfﬁ%%ﬁm K ZERE
BHERSTAL, MFFRER  F2RUTAMNHAY  E—THENZ A A EERERK.

REIBEEREEHMRN

BRARFEENGZIEREFNFRAMEHZEERR , SEFRBAECHHERT R,

SESRENERRSE | RIERS&EEFER OU 417
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BEREEMAHK , AA Amazon FSx HEEFIERRKEHN AWS KMS key

REAEEMBREAY , BH Amazon FSx EEFRARMEERRMKN KMS 8,

BEEMIR Amazon FSx AT M FERARMBER KK KMS 88 |, IBTEEBE. £ATIEAR
R TR TR,

- MREMBR KMS £88 , AIEFA MR KMS €N ERRANETAEOEELIER. NEFAE
# , FBEAWS KMS key B AEIER) FHMER . AWS Key Management Service

- MR KMS £MEFEH , BECEREEFZESR  SEEEFMAT , ARESARFIEEMER.
WEFFMENR , 5828 ( AWS Key Management Service Faﬁ?ékﬁ?aﬁ>> B MNER S8,

- MRSBRABSMBRMER , BLEESB|PER PendingDeletion AREERFEUE 2B MIBR, —
KMS €885 , oL ERBEKREnabled,

- MREBABFEAMEN , EXEEINEATH , AREHRBFIEMER,
- MRBBESWPR TR , BLEFREMESWNR THE, NFEFMHER , F2E ( AWS Key
Management Service FEABERE) PHEREE., RTEEEMNE , FEAREFE NGB R,

BEIHEEREENLAN , HABKREE Active Directory X E#H7R
RBERETWEIERETHMFREAY , FAZERRKHNBREE Active Directory BREXE R

R,

EEMARERCHBORE  F2H BERRERREHBME,
HREXERETE A REREEMEAK

RESBEMBRAN  RARERANREBERERES 8 MBps.
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