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LERERFRENERAESSEA
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2. BERERRERE  RRAZFAERE -2 AFIHE,
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ZZE# H Amazon Fraud Detector , 5558 EFHU Amazon Fraud Detector =12 & 1 AP B/ERFF A,

BRERZERIEEKEIL AWS Identity and Access Management (IAM) £ & |, EEFEUEERR
Amazon Fraud Detector 4 , Y EBXLEMFFA, BAUREENREHMETA,

T 5|24 A Amazon Fraud Detector FTEMIEF T :

* AmazonFraudDetectorFullAccessPolicy

& A6 P L BUR 2R 41T T 5 ENE -
« ZEUFTE Amazon Fraud Detector &R
« B IR SageMaker Al FEY A 18 B i B
« SIHRFHEIFRE IAM B8
BT Amazon S3 #1788
- fFF IAM Pass A& ABEES Amazon Fraud Detector
* AmazonS3FullAccess

AREFTEFE Amazon Simple Storage Service, MR BREERIEERIE EEF| Amazon S3 , iE
EHEN,.

BAUTERBA IN{AI 2 3T IAM 2 & S 38 RFT B RYRT Al o

B GERELIERSENHT
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2. EEEBE®KD , BIF Users (FAE) , RERIEIFE Add user (FTBERE),
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AEZARUUERRZE,

i#1Z Next: Permissions (F—2% : ™).
BIEEEA,
ST B 4E 2 ¥ A AmazonFraudDetectorGroup,

FEBERBES |, BH AmazonFraudDetectorFullAccessPolicy 1 AmazonS3FullAccess B EL S
R, EEEVEE,

10. EEHEBED | BEEBHEANKE AR, MREEFEPETINFE  FEEEMEHE,

11. iB#E Next: Tags (T —% : E®),

12. (ZR) EREEERYARSIR/EE  BPEERMEEEAE. MFNAE IAM FEAERN
R, F2RER IAM ERENAR,

13. BET -4  RRUEEHNEAENEREFEEANFIRE. ECERETEER K SEEEY
Ed L=

© © N O

R ERMEEAER FH Amazon Fraud Detector

A LAE A Amazon Fraud Detector 32 & AWS CLIZK AWS SDK 7B Amazon Fraud Detector, &
WEFERTE AWS CLI 1 AWS SDK , FgEfFEH© 1M,

1ZH Amazon Fraud Detector =&

& A LLER FH Amazon Fraud Detector 2 & FE M AWS IR AWS Management Console, &HY
AWS IRF & F & W ZEUHE AWS Management Console,

# E17H Amazon Fraud Detector £ 4& |

1. BIfE https://console.aws.amazon.com/ 3z & A& AWS 1RFE,

2. EEZ Amazon Fraud Detector,

f£/ Amazon Fraud Detector 324 |, SR UEB Y NEEERMNFEREER |, flwnE828. S8,
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A LAMES S % Shell F#11TarH , BUEA AWS Command Line Interface (AWS CLI) £ Amazon
Fraud Detector E&, FiBZADREAE , BaLIER AWS CLI , R IEHEAPMNGDIRTET , $HYE
Amazon Fraud Detector EiE AR HEANELITHEEHITH T,

X E AWS CLI

ﬂl'ﬂ

TEMEEE AWS CLI, NESRBE |
=N

2B AWS Command Line Interface  EA&EE) W THIE

« £/A AWS TSI REETRE
- BREAWS iR SIRE

WZE Amazon Fraud Detector s S HIAEEEN , F2RETANG S
2 E AWS SDK

B LAER AWS SDKsERERNIBREVNEEFFRENER , URESFEREMN. AWS SDKs X
& JavaScript # Python (Boto3) F#Y Amazon Fraud Detector,

ERE BAR Python (Boto3) B AWS SDK

BRI LAE R EA R Python (Boto3) By AWS SDK RE 1, REMEE AWS ri§. FEMA%E Boto
MR , BFZBAWS B AR Python B SDK (Boto3), iefEERME AR 2 Boto3 SDK 1.14.29 lRHE
FTRR AR,

\

k2 #% AR Python (Boto3) B AWS SDK , 558117 T 5 Python 4 , REsRANIBE B ERR
E. MEREER , OESLSENEEE. NRREIENE , ABEEATA,

import boto3
fraudDetector = boto3.client('frauddetector')

response = fraudDetector.get_detectors()
print(response)
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s

o BHERTE . BIRMEMA Amazon Fraud Detector £ 4
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1. IS
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registration_data_20K_full.csv. #EZR{Eregistration_data_20K_minimumE & m{EE
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« EVENT_TIMESTAMP — E&E 438 4 i i
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STHTERME | BEEFEALBERE,
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o EABREEERTER

/A Important
BN , FREACERE NET BUSH LS ERE
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EXHEBERED , FNEEEARFRTIRFEM. EEXBEARME , ERLEESERE
VIEREAENNENER HERUHEEVEREMENENAREE, ARLZE LETEMIR
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a. BRAWS EEFEAWBALNWIRE, EEZE Amazon Fraud Detector.

b. EERIEEERP  EEERERZES,
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EERBEHNRAEREHNERFERARAT | EBEFIRSFER.
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HEASRTE : BAMR{FE A Amazon Fraud Detector £32 & MR latest 17


https://console.aws.amazon.com/

Amazon Fraud Detector EREER

e.

SR 2.
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EEHEREES , BEE,
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SHEER  EERVERE.

EEVEREMET , WA sample_customerf{ AERERERE, NE K GASRENNE
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EEHEYT , st BRENTERLE4NEY | BERIIRENEPENEY,
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2. SHELB1-EREBFMER , @A sample_fraud_detection_model i BEREZRE, =
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6. IEE Next(T—2%).
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F#R5ERHK % , Amazon Fraud Detector € 15% WE R RERFRBKAE |, MELE R I IEARIIE
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a. 1 Amazon Fraud Detector AN AL AIEEEIRH | BIEER,
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&R AT HA PR B FI#RIBRY Amazon Fraud Detector IR BB FEAHBREH B I ERMEEE
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HEERBIFRERNRERERLERFERR  BUEEFRER  EMHEEE,
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EA#BOF , B, IERMNFBERE, EBHIH , B8 ARsample_registrationBHEHEE
ERIZE, FEMBOER, BURBFRANSATIER , AREE RN G AR E 4 R TRR A BRI 28 ik
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SR BEEAR
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SRR 2 FTiEER
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$FBIZH : low fraud_risk
=R . approve
FER

$sample_fraud_detection_model_insightscore <= 700
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2. BERVERNSR. BYR  GRUENE-ERFISFHRECENFREERRTD , HhE8SDraftik

&

1 T] LAE P AR AR A SR B AR 2R

HER 6 AIEMBUR ERIZRRA
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email_address E#THE , YREERET WA,
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CreateBatchPredictionJob API REF(LBEAREM ., MEFERFERNWEMERNR | F2H FHE
il

TERAHBRER , BETR T UATRE

- EREPIEHERSE LEZE Amazon S3,

- FREHIEREREIL K Amazon Fraud Detector FEER{EAIE R,
- ¥4 Amazon Fraud Detector 4R E R K EE D B H At BEIE .
- HREFFREUNER,

- BRI HIEIMBHEE,

- FIERA. RBBITIEFRERBRNER.
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- RETENE AL RERNNBANBTIEF S WNFAEMEE , LUNEERISE.
- BRI SR R AERISR.

WERRE . FBFEA ERAR Python (Boto3) A AWS SDK

A BRI MR E M Amazon Fraud Detector 188! | REFEHANERRELFH WENFSERE
Bl B A Python (Boto3) B9 AWS SDK, HEFERE EEZE Amazon S3 REFEITEAIRSMEEFIE
BHERETIR

EXRHBREERE | SR T HIEE -
« BERMINFK Amazon Fraud Detector & H!
o EABNBFFEERTER

SRR

LU R EREZN SORGH TR,

« BRAK 5%E Amazon Fraud Detector,

MREEH ]E AWS SDK , FFHRESLFEAMN R Boto3 SDK 1.14.29 kxS E#HhRA .
- BREAHBREMFBIEN LEHFEHNEERNRA,

B 16 1 FH
SR 1 RELRFBEN Python IRIE

Boto iE R Python #9 Amazon Web Services (AWS) SDK, &R LAEREREN, REMNEE
AWS ¥, WFEMMZE Boto3 MR , FSEEAR Python B AWS BB EH (Boto3).

Z#E 2 % EAR Python (Boto3) B AWS SDK , FB#11T T %I Python &Eflar© , UAHERENIRERTE
i, MRENIRBRELERE  NESTSENEE, MRREIERE , ABERAZH,

import boto3
fraudDetector = boto3.client('frauddetector"')

response = fraudDetector.get_detectors()
print(response)
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SER2 BVEY BREENER

HEUFZRP  LEEYRAREREE, SHNRUNER,
BYEH
PYREHNETNERNRE  CREAREYEAEE, EHANRA,

ETHEHIH | CreateVariable API AR EZV MBS, 88 A email_address# ip_address,
BEMBRGE BN EEER . EMAIL_ADDRESSH] IP_ADDRESS., ELEYRELENEHFIERE
W—Er., EREESBIEEEF | Amazon Fraud Detector & 748 B 5 &R 2 B A EN S T8 RI RS AR FE 2 8,
REEEHBHEEEANEE T EARERIE,

import boto3
fraudDetector = boto3.client('frauddetector')

#Create variable email_address
fraudDetector.create_variable(
name = 'email_address',
variableType = 'EMAIL_ADDRESS',
dataSource = 'EVENT',
dataType = 'STRING',
defaultValue = '<unknown>'

#Create variable ip_address

fraudDetector.create_variable(
name = 'ip_address',
variableType = 'IP_ADDRESS',
dataSource = 'EVENT',
dataType = 'STRING',

defaultValue = '<unknown>'
)
ByUERER

BERARITEHNARE MEREREsFER. @7 EFEF. BARIIKRS,

ETHEHIF |, PutEntityType APl AR I sample_customerEBiEEA,

import boto3
fraudDetector = boto3.client('frauddetector')
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fraudDetector.put_entity_type(

name = 'sample_customer',
description = 'sample customer entity type'
)
BUER

BERERSEH2ERFRISE , WHRIGRERENER, HERESBERAELERERSES
o

ETHEFIS | Putlabel APl AREZIMEZER fraudf legit,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_label(

name = 'fraud',
description = 'label for fraud events'
)
fraudDetector.put_label(
name = 'legit’,
description = 'label for legitimate events'

SRIBEUBHER

£ Amazon Fraud Detector , A A ZEE B KT HRABMEEBHNEHNERERN. ESHEREEE
=B ESHNESE,

ETHEHIF |, PutEventType APl AR B4 A sample_registration. BALUEIBEER
ELt—RBALSBHPEINES (email_address, ip_address), BEEA (sample_customer) FiZ
® (fraud. legit) REZEHEE,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_event_type (
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name = 'sample_registration’,

eventVariables = ['ip_address', 'email_address'],
labels = ['legit', 'fraud'],

entityTypes = ['sample_customer'])

FEB 4 B, RNBERE

Amazon Fraud Detector 2FI#FER  LUEBFENSESHEENER. TL—ELBS  LEITE
HER, FHSED  BUUBRYNIGEEHERNER, KERTMAERREANESE. SXIIGHE
By | HEERIFHREK,

FEATHEHIREXERELMIRELIETERER, EREL
sample_fraud_detection_model, JERsample_registrationst¥ A& LEZF Amazon S3

Bk FaE s Al BRSNS HEE,

% Amazon Fraud Detector X BN A EERBHNFMET A FSHE BEELER,

\

BUKH

ET5IEHIG |, CreateModel API AR &R,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_model (
modelId = 'sample_fraud_detection_model',
eventTypeName = 'sample_registration',
modelType = 'ONLINE_FRAUD_INSIGHTS')

AR A

T B HIF , CreateModelVersion APl FIRFNGRIER, 'EXTERNAL_EVENTS' {EEETF
&I ERIEM trainingDataSourcef Amazon S3 V& , LAK% Amazon S3 #1ZTEERY
RoleArnexternalEventsDetail. #¥f trainingDataSchema 2% , $&8& Amazon Fraud

Detector ZI{AEFEFIER ., EERMER  HEETSMEEY , URNFADBEEHER.

import boto3
fraudDetector = boto3.client('frauddetector')
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fraudDetector.create_model_version (
modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
trainingDataSource = 'EXTERNAL_EVENTS',
trainingDataSchema = {
'modelVariables' : ['ip_address', 'email_address'],
'labelSchema' : {
'labelMapper' : {
'"FRAUD' : ['fraud'],
'"LEGIT' : ['legit']

}
}
},
externalEventsDetail = {
'datalocation' : 's3://amzn-s3-demo-bucket/your-example-data-
filename.csv',
'dataAccessRoleArn' : 'role_arn'

BRI LS RINRER, SXGIEERE  HEETHURE, BERIIETHE  BRRREESER
£ TRAINING_COMPLETE, BAlLABE R MEE 0 A HMER MEEEE,
T BE AR B Sk BE

£/ Amazon Fraud Detector W —REES R R FERAEBEE 5 BN NEEEERTFAER AV EREM, BR
F#R5ERK % , Amazon Fraud Detector € 15% K E R REBIE R WAL | IS L E R I IEA R
BE, ceELEINEED B EMNEEREE,

5 DescribeModelVersions AP| 5R#EE R %ee, EEEBWEEEE 58 , LLX& Amazon Fraud
Detector &R FE L WA HAigE,

— S THRBRENEDBNUERER , F2HE B2 BN RENEER.

Ea L A EAFT B FI#RIBAY Amazon Fraud Detector 2 E I E A EE tH AR FEFREBINEEIEE | BHEAK
HEREPWIBERLL,

EEEE

REIFER N REEISER | B BEE | W= Amazon Fraud Detector EAFEERTER, EEZE
ARER | FBFEH UpdateModelVersionStatus APl, E TH&EHIH | ©HARGERIRAREET S
ACTIVE,
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import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_model_version_status (

modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
modelVersionNumber = '1.00',

status = 'ACTIVE'

HERS: BMEAER, BR. RAUNGERBF/RE

BRI ESEES  FINERMBFR, HEEEARNECEETGERNEEESH, RARKEESS

Amazon Fraud Detector ZNAIEFERI AR MR ZEBENRYE. FRIEFEHEANE R, EREETUESR
ZEMRAE , SEMRAMNAREES DRAFT, ACTIVE = INACTIVE, {ERISEMmANEZT DA —EEEHIBES

BtEVR B,

ERATHEHREXBREMERRE. KRR, ER  UARBEHERR.
By ERIRE

£ T 5|&HId | PutDetector APl A M sample_registrationE#HEH Wsample_detectorfd
AR,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_detector (

detectorId = 'sample_detector’,
eventTypeName = 'sample_registration'
)
BIURR

R ABATENGERBEIAGRELER. ETIEHIH , PutOutcome APl AR E M ={E#E
8 : verify_customer., review#l approve, E&ERBER I MMBRL,

import boto3
fraudDetector = boto3.client('frauddetector')
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fraudDetector.put_outcome(
name = 'verify_customer',
description = 'this outcome initiates a verification workflow'

)

fraudDetector.put_outcome(
name = 'review',
description = 'this outcome sidelines event for review'

)

fraudDetector.put_outcome(

name = 'approve',
description = 'this outcome approves the event'
)
ByuSRA

RAGESREENEN —HSELE. BEREX , UAR—FSEER.

ETHEHIF |, CreateRule API AREI=BFREMHKREA : high_risk., medium_risk#l
low_risk. B HAIFKERN , ERKEED
$lsample_fraud_detection_model_insightscore BB ERMEBERTILLER., ERATHEEH
WERER , YigkE—EALSBHEZNER,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_rule(
ruleId = 'high_fraud_risk',
detectorId = 'sample_detector’,
expression = '$sample_fraud_detection_model_insightscore > 900',
language = 'DETECTORPL',
outcomes = ['verify_customer']

)

fraudDetector.create_rule(

ruleId = 'medium_fraud_risk',

detectorId = 'sample_detector’,

expression = '$sample_fraud_detection_model_insightscore <= 900 and
$sample_fraud_detection_model_insightscore > 700',
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ERAEER

language = 'DETECTORPL',
outcomes = ['review']
)

fraudDetector.create_rule(
ruleId = 'low_fraud_risk',
detectorId = 'sample_detector’,

expression = '$sample_fraud_detection_model_insightscore <= 700°',

language = 'DETECTORPL',
outcomes = ['approve']

)

B ERIBRRA

HRIBRR A E & R R EUSFEER TR R R B AR A

ET5I& s | CreateDetectorVersion APl AR BN ERIZERA, ©EBREEAMAFMEN. &
RIFNR B 1TE X FIRST_MATCHED R#{TIHHRE, RAMTEASEETERUNNFS, HAHT
#3X FIRST_MATCHED EERBESABEF L  BIEFENE B - XATENEAEEL,

import boto3

fraudDetector = boto3.client('frauddetector')

fraudDetector.create_detector_version(

detectorId = 'sample_detector’,
rules = [{
'detectorId' : 'sample_detector’,
'ruleId' : 'high_fraud_risk',
'ruleVersion' : '1'
.
{
'detectorId' : 'sample_detector',
'ruleId' : 'medium_fraud_risk',
'ruleVersion' : '1'
},
{
'detectorId' : 'sample_detector’,
'ruleId' : 'low_fraud_risk',
'ruleVersion' : '1'
}
1,
B BER
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modelVersions = [{

'modelId' : 'sample_fraud_detection_model’,
'modelType': 'ONLINE_FRAUD_INSIGHTS',
'modelVersionNumber' : '1.00'

} 1,
ruleExecutionMode = 'FIRST_MATCHED'

HR 6 EEERER

AYERENRE—FALSBERA L —ELBPsample_detector B HEEIES , BIRFE
4 sample_registrationEHEAWFETRTE R, ERIFSFT L LEE Amazon S3 WEHIE R, E
FEaEER N B, LA B AR R AR BB Y (45 R

FETHIEFIF , GetEventPrediction AP AR B ERBRKBE—IRFEMNER, EHHBHRE
| ERIRFEMESIERERIEBEE R (email_address # ip_address), [HIRIEBETEENE—1T
(%) KRKBE-IRFEMEHHNER,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.get_event_prediction(

detectorId = 'sample_detector’,

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",

eventTypeName = 'sample_registration',

eventTimestamp = '2020-07-13T23:18:217"',

entities = [{'entityType':'sample_customer', 'entityId':'12345'}],
eventVariables = {

'email_address': 'johndoe@exampledomain.com',

'ip_address': '1.2.3.4'

THRAHBRIER , BT TIHIEE

- EREHSEHERE LEE Amazon S3,
- BEVEY, ERNER  AREMNIIBRER,
- ERAEAENEEYNIRELR,
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- ¥#2 Amazon Fraud Detector 4 FIHE B 388 5 BRI H b AL B,

- WMEFEREUEE,

- BYERISBEHIEHENELR,

- EMRRAI RABMITIEF MG RIATEEERIR.

- BEMERISERE,

- RETERNEALRERAMNSRUATIEF 2B NBERREE , ORGSR

(1ERA ) £ Jupyter (iPython) ZE5EA# & Amazon Fraud Detector APIs

W mfAIHE A Amazon Fraud Detector APIsBIE Z &if , 752 & aws-fraud-detector-samples GitHub
BEE. ERARENEETIEFEA Amazon Fraud Detector APIs ZEERFERIZE , ARFEH
GetEventPrediction APl 2 #it )R FEERTERIFE R,

RET R

BEGCEVEENENSR  SUNERAMRREFHELRBNEREE  WEEFFRE,

Amazon Fraud Detector £ A & 5K T 51| & EiR A B A 1 E BB an I £ Amazon Fraud
Detector 315 8I5E5R .

- EigWEVENEHERE  IIRENEE,

- BUSEH4ER

- BIUEHR

- BMERISE

- ENSFEERTE A

- EEEH Amazon Fraud Detector ER ( 4SHIREE, BB, FRENER)
« §XTE Amazon Fraud Detector ARFE RN L2 MEHRBZ

« EZ¥ Amazon Fraud Detector 52 8% Amazon Fraud Detector API FEAY

« ¥ Amazon Fraud Detector #9 B # TR ED

(#HA ) A Jupyter (iPython) 52 A&k E Amazon Fraud Detector APls MR ZK latest 34
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SHERE

EHERERELNTNELERER ., Bt E BRI Amazon Fraud Detector , SAZE S FESR 1S
RER,

Amazon Fraud Detector fE IS 2 B EARELFFERN, SEERHEAER G ETIIER, B3
BRHETRARIIFERNEE ENER, BRIRIFEASRHENERNEREY IENERE4HEDR
NIEF., MEFMEN , 5528 Amazon Fraud Detector FYIE/ES =,

RAREVFREMEENENERHEHGNFMET. SHEMGERARNERESR. HlU , kRFEE
AR SN, HIRFEMEFERBNER TUREHERSE. Amazon Fraud Detector £/ b & %}
SRFTMAIR S EEMEFR.

EERIERME4S Amazon Fraud Detector LBV EBE 251 |, BHEMEREYRAWEE, BHEER
EMAFERAER W EHRBE , LA EERSRBENISESESRIIT,

Bl | EEMFHERF MR FFREIEEN BERNT -

- BERESRREM.
- HEEGGFERALLAE B RAE,

EEEEEEZE  T—SRRAELLENMERER, 5 RE R R M EER A — L& 5
/(1 N

« AR SENR S MY DB EFER 608,
- ARB/EAAIRSEMVRERET .

ARAEREE YN ISR
« HIT-BEREETHNEIEE,

« A Y% RE|EBREE X% FFEREL M.
- BXR% 5% WFEER B B ROEREM.
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SHERERRE

Amazon Fraud Detector E3R& L UTF-8 X EAEHR D FEE (CSV) EXFEEDRMEHFER
. CSVERERERNE—THXETERRER, ERXREFTSSHPEERNEHEE , TiFREE
EHHEHNESEAER TR, EHEAEZEESHER., S 1THIEREE—SHNERTER,

- EEER - 2HE4MNMEEER, 0, EVENT_TIMESTAMP REEEHZERENES
PEER, RENEREARFMARELMIRERENERNBERERTmE , Amazon Fraud
Detector EERZIREIFENEHPRER, £ CSV EREEHIEEEHPRENE  BEMARE
Amazon Fraud Detector I5EMMHESEHHEERER  LEFAKREFTH,

- B8 - AKRECEEZARBUNIFEFREINEREHBFENER TR, RBENERFERRG
MARBEIY MIEFEFREERWERER | Amazon Fraud Detector ATAEE ERKEZBEIRBEE
EHBY, fETLUREMHEHEMSHEY  BLESERIIFRELBGSELEY, FLAME
HHEHEHES TR EFEAbut, 1P ut MEFFRE, £ CSVEREZETECSHEEER
R, REALEENEINEYEE  YEFRIEFTS,

- EHER - ARNCERSHUENER, EEN CSVERY , EXERERANE-IBIERAE
—EHNENTER, fiI, ERELEMEAENERD S JHESREE-ZEMHER. ERI
S EEN TEHLAREENSHTFRENEHEEAER.

LT 2 CSV BRW&EA , HhasRARFEMEANER. BRIZEABHNEHAPRERNIE
MEFEY  REESE4EN. ERETHNESEERIBASRE-IRFEMEBBNERN TR 3
BERTREAE REHE,

Event metadata Event variables
! EVENT_TIMESTAMP, EVENT_ID, EVENT_LABEL lemail_address, phone_number, billing_street, billing_state, ip_address‘ +— Header
2020-12-06T03:13:347, R12345, fraud, regularl@example.com, 110-345-0990, mayhem ave, OH, 112.136.132.151 ¢— Event data
2020-11-13T12:47:00Z, P56890, legit, premiuml@example.com, 112-890-4532, howie lane, KY, 192.169.234.143
2021-02-19T722:52:43Z, R10001, legit, regular2@example.net, 078-777-5555, lankhurstdr, HI, 185.112.224.79 Event
2020-11-29T00:16:09Z, R56099, fraud, regular3@example.edu,  777-213-0033, noland ave, L, 68.73.183.186 dataset
2021-01-16T07:30:03Z, P08954, legit, premium2@example.net, 444-040-8344, oakwood apt, MA, 117.65.246.206

{#/ Data Model Explorer RISEH#HERIEFRK

BREEVEINERNENSTEFRERENER, Amazon Fraud Detector 1 SR HIER ERE
M MRS FEER S BIAE EL, £ Amazon Fraud Detector BIR BV ER I , CEREEHERTH
BRND, BRXAEMER, NMRERNETHESER , AIEREVNIFRS KM, SULERERERE
ERBAFANREREARGINERER WRATHECEBNELEHNWEREER,
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BERERRIERS

BEREREER Amazon Fraud Detector EIEAFHP T E | AJZEEKF A RHIEE Amazon Fraud
Detector X EMWEAFARF B, ERERBEE HIRM Amazon Fraud Detector 2 31 FF5R {5 AIE &
FIENERTRBR. HRERFSHERNEZN , BFEAERMERBE R E Amazon Fraud Detector
ERAREENERER UREFEVEREMENALE, BRNBEAENTREE,

FEEAERERRES

1. FABAWS EEFZAWEALHIRE, EEZE Amazon Fraud Detector,

2. TEEAEEEKSD  BESREIRIES,

3. HEREANABREAMNERERARGT | BEEETAERERNELER R,
4

Amazon Fraud Detector BRI SBEBEARFINEZEIER, EREAFESE Amazon
Fraud Detector A SRAERFESREANERAEE %, EFRIeEMER,

R TESRNERER, HRBEVERR  SKEEMER,

® Note

MRERFRNENEREARG , FEAFHRPHBERMAEGREUEREEARGINF
MER. RMEBEER EREE  AENEBERARGEYFRENER,

5, BRERNRRERERMSE, EBVNRAERTRARR | IAEK R 6E M RGIE M MAIRFR
HREE, ERFRERTHEARKRESHEN  UETENE,

WEEHER

WESHEHMREURENEEZESR, ERRAREFERFRNUEIRRRENENmE. EERKBY

ESNEAEHE  BFRAEHERREREMRCARETENENERNTERE, LEEWEMSE

mEE (FHPEER ) B8 IRBEVEENER , REZESWEESIVNRANENLIE (B

H2Y ). EERLRELEZETENEEEHFEHNRN  UIRERENHB KRN,

EHENERE

FRNERENEmEERE , RABETISE
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« WERANESR - FRAKFNERTBRENZFNFRER. T8 , E2EAFREARS , Fi
APERER. HMHBEURNEHN RS  TRFEEMBI=EANERE, Sl , MRENEHIEE
A+xX% , AERNIRSETREBARERA TN HFYBRAEASMEREMTEERNFE,

BRARIEERNERER ZHN FEBBRENELR .

- BMRERDHFEAXIEREE - Amazon Fraud Detector B IR FEH , W EE
EVENT_TIMESTAMP 2 E|&RI&E, Hlin , MRENERELIESRIBE 6 EARINERSH , B
REsREBE—EANESEEN IR HEEAARRNTERE. TRENERETREEEIER
Hee P HRE. IRERAER > MAERE , FEEEBRERUB ER D MHNERREE
BRE,

- BREMEARKREFEMSEENFERARS - B8, At TEERE. REEEAREBHIES
FMIEEZEARGBA , BENEREEEAEEAIRENBEEER/EBNEREETIIR, Rk, BR
W AT RER R |, AAFTARNEERBEERBANRTRENEREARER,

EHFEMRBN

Amazon Fraud Detector EEERIFBREF , AW ERNHBRAFMENER, TiB , B URR
A —SEERARKEBEMER , HEBIAE Amazon Fraud Detector B ERIEC B AR EREE, T
RIEMRHESREHPEERERWNES,

(® Note
ERE CSVERE , FRLBASHTRERER , WTHT , BAEFERT.

FREERERE B NE
EVENT_ID MREMH  AMBEFETHIE BUR A S R gAY
R

. ZEHRHE—N,

- ERKXBEBHNEREERD
&R

- CEERARKERNEX (F
w, ~0-9a-z_-1+%.)

c RTLERERZH , BR
BAER BB M ME
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FREREE a0 ME

EVENT_ID, E&£EHEH
B, BRI eSS
B, ERFAWMREER
iy, BERMTEHEEH
EVENT_ID,
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EVENT_TIMESTAMP
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- FSHEEBEN B/
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BREX :

- MRIEERBZ 1SO 8601

BE  AMATEHE L
IR AE

BEEHER
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ERAEER

FREREE a0

- MREFERHIHAER
22— , RIEEEwsENY -
- HRAMAB , B LR

MEBNHRENE, I
m | 1/12/2019 BREX
/9 B E,

o WMREEZE hh : mm :
ss (tLFEER , &7
DEEREAE ) |, Al
FTEEEE hh:mm:
sSo &R AT LAIRfLE /N
R EMNFE (B
#m , hh : mm), FXE
ERE N, BFXE
Z¥,

. MREREMH AM/PM Z
® , A=/ 12 D E
#l. WMEREH AM/PM
&5, Alg®ER 24 N e

o
o BUTLAER " ;M
ABHTENDRE
B, BFEBRETESR
B,
ENTITY_ID - EHAEERFRARESE
™ : "[0-9A-Za-z_.@
+-1+% o
- MREE D EHHBEELME
B, FRERBDEEAX
Hlo
ENTITY_TYPE BA LA ERE TFE

HURA R B A

HURA R R A
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FEER R B HE
EVENT_LABEL & LUE R TAEE | Bl WMRAE LABEL_TIM
8%, . "&%. . "1 =  ESTAMP, HIAMKE
rOJ )
LABEL TIMESTAMP CHEBEREEEEER. R ‘4aE EVENT_LABEL , 8l
MESHEHNMEEENR | B2 25,
/A Important

&

MREERVIRFEERR (AT)) RE | F2EH UBSERNENE R EREHNFEER,

Null SERME

EVENT_TIMESTAMP # EVENT_LABEL 818 3&E null EHiEXE, B AHMEEERE
null B ADE, T8 , BMESRERHELESHERADE null, IR Amazon Fraud Detector ¥ i
HEEEARZ nul BEREXLE , ISEBRENEREKREE,

BEH

BUEHE  BRTAENSHTRENZN  EREELRAESEIMESHERY. MESHEBLEA
BBRERE.,

EEERHE AN

BE

THERESBEFETHIERER | THRDIIGER,

. B 100 EEHEEH,

. AREXAALED 50 EHERFEROEL (ERT) .

2E
RAEBEHEREDSTIER |, SR IGRER AR TSR WA,
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- GEELZBHELER  BRSAEANER.
- AEED 10K ERBHEHR,

- GEED 400 EOEAERNEH (5) M400 BoEASENEHR ().
- MREHENBEREFEZTENTITY_ID, FEEHRIA 100 ER—HNEHE,

ERERE

£ Amazon Fraud Detector BRIV EE 8] , cEREERNEF T ENEEERFTSERN K,
BAMEMER, MREEHNERBBRE , IT2EIER, SXEXBERABERINES K BEY
&, Amazon Fraud Detector BB ER DT , I EEFEBIRER 251 , AR BERBIFE
EERENEE

BRHRE

Amazon Fraud Detector It RBHE LT E , AR T NERERUETEREIIR. LEBLER
BRAETHSEERERNEREMRER , XEIBENRERE , fINMHERESER K SEMES
HEANEEREESE, PMESSELEBEESENERERS  SESEMTER. EROM.
DENBEIN , UREBHENERED. cRESHEBEENES , UREEREEHA Amazon Fraud
Detector FRE & VIR IE,

15 A B RHE IR AR

HEMLER 9B 2 A AWS CloudFormation BEEBEMA , RERYUTEBE , AR
B, Github F1RRMEFAIERE. WEEBRNAFERAER 2N ER , FFEAERRN Amazon Fraud
Detector # B B){L ERl D ATEs , ERE#EFEELEAE Train BEAAIETR

FREHAENEHER

LAF & Amazon Fraud Detector ZRBEHEREREIN —LERBE, MTERMRER , £4
WEEERVBRBCHREERERERERR,

- CSVHEERFTRE UTF-8 &,

- EREPHEHEIR 100,

- BRIRFFERIEENSHHEDR 50 E,

- BFFEREMEEBNE —BRAELN 100,

- EVENT_TIMESTAMP Hi#iB 0.1% MEZE Null X EH B H/FE& & X UANE.

- EVENT_LABEL H#i8 1% HESZE null HE , MFESHERFERNE.
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- DRARMELEEARERIIR,

EREREE

EBWEERE % , B LUER Amazon Fraud Detector H$E R EFZREREL , HAEH Amazon
Simple Storage Service (Amazon S3) #FE/NE. KMEZLERBARELFFRANER  RIEFF
HERENNE, MEERERNFRET K F2REEEREE, NEFEHRERENFRENR , 2
BEHERRT.
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e E:]

£/ Amazon Fraud Detector , A IEXEHMNFERTER. SHEESEREEE Amazon Fraud
Detector Z B BIEHMNEE, EE2E KU EBREMNERZN , LA ESHERNER,

SHNERERETIIER .

- BEREE  2BIITEHNAR, EERNEE  EEEREENER D RERSHAITE,

- BY . ERWLEESRALMEASAN—T2EE. ERNFASERSBORFTAFRERR, FiEE
BEEENSEHREPBREBH

- BR  BE40BERAFRISE, EEEIIRBBEER, HER  EREIEHAREDBERER,

BEUSsHEHE

BYFRENERE z , EAAXEVEARE, BEYSHEESRERENEBEE (B4 ) XK
hEFR. EREHIRBIBZCSEERETNEHERLUETEERTMG. EERBSEHNER UK
2 EEHHER,

B SHEEMN SRR
FIEMEHEE a , FRELCTARTIRE

- fFF ERERBIER T ERA T Amazon Fraud Detector B FEREAERAENER TE,

o« EAEH Data Models Explorer ENSHE RREBIEHERE | WA ERE LEF Amazon S3 f#7F
BTHEE.

- B3 Variables, EEM ZE , BFHE Amazon Fraud Detector Fi 2R A& =478 37 FE SR 15 8118
B, FRELEINEY, ERERANEBNISESHERER,

#0] LA1E Amazon Fraud Detector 324, £/ API, /8 AWS CLISK#EHA AWS SDK By E458
A,

£ Amazon Fraud Detector Fi= A @ B4 ER

BEEVEMARE

1. FARAWS EEFZAEWEALHIRE, EEZE Amazon Fraud Detector,
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https://console.aws.amazon.com/

Amazon Fraud Detector (EE
2. EEQBSEERTD , BESEH,

3. EEHEEEES , EERI

4. HEEHEEFHEAT ,

a. EEWH K BASHNER

b. MRS  EEMME AR,

c. HERY K ENLASHBRUMNERER,

5. EEHEHT,
EEZRNAERLEHNEHSD
- MREEAMEHENEHEE  FREFETENES Y , ARESHTENERLEHF
BIYNEH

- MREEHRASUSHEYEY  FEINRIIFRENSEZNEH ,

« EIAM B&eF | BEUEFE Amazon Fraud Detector AREFEEESE R E 2 Amazon S3
HETEN IAM A2

- FERUETFAAEREMNENRE, EFRRLUATABTHNSS URIEE : S3://your-

bucket-name/example dataset filename.csv.

° iggtﬁo

- E2ET , §E R Amazon Fraud Detector # BRI ER RNV FIESHE2H SR,
MRERETSEEREMER  BFEESHREPENSYEL, BEBR , REIENE
B BERIGETRERER, SHEEPHNBESHERILISR,

6. EEE (BA) T, 288 , ENEALSARINER, FHLHUFFRNS LSS, 25
B —ERE.

7. MREBLERBUBHREBD TIHFREE , FEMEA Amazon EventBridge WEHHHAT - EA , B
£ Amazon EventBridge RAASE AR, MESHHANFMEESR , F2H EHHH.

® Note
oAU EETEFRE REASHHHAE.

8. EEBRVEMHEE,

1£ Amazon Fraud Detector £ AP ET EHER MR latest 46
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B BUEHERE BARK Python (Boto3) B9 AWS SDK

T3 HIEE R PutEventType API FVEEBIFER, WEIHIREREBEEIEE ip_addressHl
email_address., &% legit M fraud , ARERIERE sample_customer, MEMMEILELE
BNER , F2REER.

® Note
o ARBUEY, EREENER A BScffEEs48E,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_event_type (

name = 'sample_registration’,

eventVariables = ['ip_address', 'email_address'],
labels = ['legit', 'fraud'],

entityTypes = ['sample_customer'])

MRS H RS HEE

= IR MIBRE4EF , Amazon Fraud Detector @ K AR EH , BEREZEHHEBRBNERTEBEERE

Amazon Fraud Detector #,
MB& Amazon Fraud Detector 3% GetEventPrediction API s{HHIE4

1. & A AWS Management Console 3B Amazon Fraud Detector £ & , @it A
https : //https://console.aws.amazon.com/frauddetector,

EEXEEMNEAEEERSD , ZERSBENEA.
BREEMBRNSEH

BEEE , REBRIBEMBREM,

WA delete , REIBEZEMBREH-

o A 0N

A BYEH4ER EARM Python (Boto3) B AWS SDK MR latest 47
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® Note

ESMBREZEH ID HEABAFT AR , B EEESendEventBRENEMEHER , UK
ZEiBGetEventPredictioniBEELENEMTERIER

= E MR MAE Amazon Fraud Detector 1B j=i RV EH ( BIIEIB SendEventiREF KA
EH) , B AEREDeleteEventBERAIEEEH ID MEHER ID, MREEERRMREH
MEZEHEEB NI MTERNELCHE , 45 deleteAuditHistory ZEMERES trues o
EdeleteAuditHistoryB¥EEA "trues B, SHERTERBRREETNER , EBBSIEHRZ 30
¥,

il BRER = I BRIV FR B B4

1. EXEANEASESHKTD  EREHEE
2. BRELFEMBRMESHNSHEE,
3. BEEREFNEARIER , AREEMNRFBENSH

BREEHEANETECHEE A MRFAEEAESHIREFSE LR, flin, 1GBERE (—MREF
KHEE1 3200 EREH ) FEERLY 2 /NETeEMBR, ELHIE , BEEGQUHEHERM Amazon
Fraud Detector WHTEH T ST , (B LUEIR GetEventPredictiont®/EREEE £ FETRTER,

RS EE

BEEMBRERRIEEPEANSAHEE  FEFEBNATSEN. EMRSAREZH , B4AM
BREZ B BB AEBMNATE S,

IR MIBREHEREF | Amazon Fraud Detector @ kK A MIBRZEHEE | BERNTSHERIE Amazon
Fraud Detector #,

1. 1 Amazon Fraud Detector T2 AMNEREBEEF IR , BEER , ARBEEH,
2. EELERBRNSL4ERE,

3. EEHE , AREBEMBREHEE,

4., BWMASHERER 6 AREERRS4ERI,
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SHERREE

WEERE % , LA LAER Amazon Fraud Detector TEREBFERE RIEE |, SHAEMA Amazon Simple
Storage Service (Amazon S3) A FRERIE., BMERERBANRELFREANEE  REF
HERENNE, AT REMERFEENFFMAM.,

- REFETF - BWEREERR Amazon Fraud Detector, BEHHBBNFIESHERSHE -
EW. B LAREREE EEEMAE Amazon Fraud Detector WEHERIE, BUU—XEEHERE
Amazon Fraud Detector API , SifE At REATISEEA KRB ERE (&2 1GB), EXRFHHE
Amazon Fraud Detector —RFHHNERIERIFEERE , BRI LIEERESERRHEREN K
Po

. NERGETT - B EREEZBIE Amazon Fraud Detector SASNBI SN ZBERI RS, B Al , Amazon
Fraud Detector X A&tk B 89 H Amazon Simple Storage Service (Amazon S3), MMREHEHR (v
R EEZE Amazon S3 IR L | AIZERTREER 5GB WABRBER ., MRBBIE , BELE
BERENRESE,

THREHAFEERERER A E c ERRFENFHAER,

RERE AR IRE R R
REFFRER NERFETE. REREE
RZEMwER REEE1F
MR SR E TR KRR

WEMEA Amazon Simple Storage Service EAIBEHRERIENE , FSHB F£H Amazon S3 §EH
EREFRIENT . WEFEMA Amazon Fraud Detector EREIREFERIENEF , FSE £H Amazon
Fraud Detector EREFHREHER.

£/ Amazon S3 EEHFERFRESMER

MBBEFEIRE LR RER | SO LLEEFEH Amazon S3 BEEHERERENS. EEKEH
BERFEEE Amazon S3 |, BABERLEYN CSV AN NERR, HEBEHER K REB CSVERL
{&ZE Amazon S3 17T EE,

A Amazon S3 EHERMERIEINE MR latest 49
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® Note
R SRR MR EER RELER R ZEEA Amazon S3 FHREINGBHERIE

B CSVER

Amazon Fraud Detector E3R & CSV RN E — 5T SERHWIEE, CSV BRI ERBZBELEY
EEEHERPESNEY, NEHHERE K F2HE SN LEEHERE

Online Fraud Insights R EFEWFIREREZLER 2 HEY , &2 100 AL RTEHERZ
A, IREBEL AT TIEE !

« EVENT_TIMESTAMP - EXE4 4R
« EVENT_LABEL - $E4 28 AERREE. EREFNELX AHEZTE4ERARERNE

AT g6 CSV ERNRRKEMLBRNELEMEH

EVENT_TIMESTAMP,EVENT_LABEL,ip_address,email_address

4/10/2019 11:05,fraud,209.146.137.48,fake_burtonlindaeexample.net
12/20/2018 20:04,1legit,203.0.112.189,fake_davidbutlere@eexample.org
3/14/2019 10:56,1legit,169.255.33.54,fake_shelby76@example.net
1/3/2019 8:38,1egit,192.119.44.26,fake_curtis4@eexample.com
9/25/2019 3:12,legit,192.169.85.29,fake_rmirandaeexample.org

(® Note
CSVEMERTESEMAIRMABERN -7,

HENEAHBENELREO T R. EHEHEEE CSVERPHNIESR , M K
{EEVENT_LABELHEZEEBEFEHPHE.

(
name = 'sample_registration’,
eventVariables = ['ip_address', 'email_address'],

labels = ['legit', 'fraud'],
entityTypes = ['sample_customer']
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)

EHEERRHEN

BRENSHBEBCALERN, FAEERERFN -2 , # L Fraud Insights EEFHSRIF
SHFEBERREFENER , Y7 EEHNERUFIRNMAFE A, B TESHENLFEML , K2
EEEIRENE LETIR  RAREARERSE DAFER,

Amazon Fraud Detector X EERIIHREVENT _TIMESTAMPHAR FEM T %I B H/REARZER
* %yyyy-%mm-%ddT%hh : %mm : %ssZ ( ERZEZEMH UTC FHY I1ISO 8601 =% )

gifl : 2019-11-30T13 : 01 : 01Z
* %yyyy/%mm/%dd %hh : %mm : %ss (AM/PM)

g3l - 2019/11/30 T4 1 : 01 : 01 5 2019/11/30 13 : 01 : 01
* %mm/%dd/%yyyy %hh : %emm : %ss

&1l - 11/30/2019 T4 1 : 01 : 01, 11/30/2019 13 : 01 : 01
* %mm/%dd/%yy %hh : %emm : %ss

&5 - 11/30/19 T4 1:01:01, 11/30/1913 : 01 : 01

HME4RERECH B H/FREBEEIE , Amazon Fraud Detector 4 T 5K :

- MREFEARE 1ISO 8601 5% | AIBAZTEHFE LRRK
- MREEAEEES BB  ERHEMEN .
- WRANE , BUURHECHTELR Hl, 1/12/2019 BRERW B,

- WREZE hh : mm : ss (taht BEANEZREAH ) , IFFEZE hh: mm : ss, BHATL
REENEFNSENTE (HIW0, hh : mm), FTXEERMNE. BFZEEY,

- MRERM AMPM RE | AIE/RER 12 NEF, WNRRE AMPM B |, BIERER 24 NEH
« BEBMER R - A BHTEN SRR, BERALTERERA" "

BREIREERSE

BMRRCRGADEHREROFRASEMH, 1, NREREES 6 BANKREN , £t
ERRHTPOBEERBENAESE., NRENENESEBETYINHRNALEHS , 6T
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REEWEILITHER . "ENENFERI AT AIESINER. BEEEIBERE, o —BRMS , thiE
ENREESESARRAEREHNSEIEHTHEANKREEEAETE9MmE. NREEERER
BAFERAIRERE  BUREEERRER,

MBRBEEZEEZHANERREIFEOMHNERE  Eh—EH 2 BELEHM
EVENT_TIMESTAMP , FE ¥ 5, TiB , EBFEFSEIMEEEEZETTER , B4 Amazon Fraud
Detector £/ EVENT_TIMESTAMP RiF it EREF B ESH FEMNER,

Null FE k{8

Amazon Fraud Detector @ EE null EMEXRE. T8 , 88 nul B0 LEZZRIR
%], EVENT_TIMESTAMP #1 EVENT _LABEL EREFESSTMEHRINE,

EREFE
R BT 5{ETEHY , Amazon Fraud Detector AS £ 5I|RiE R -

« WMRBEEZHT CSV
- MRERWMNEREETIER

S EHE R LEE Amazon S3 #EFATRE

EREHERRIL CSVERR , FERLEE Amazon S3 fEFTE.

&% Amazon S3 f#1FErEE

1. & A AWS Management Console BRI https : //https://console.aws.amazon.com/s3/ B
Amazon S3 £# &,

2. J#IE Create bucket (B fH1ZETEE),

Create bucket (B #7ET8R) BESHAEL
3. £ Bucket name (REFEFHRER) B , AREFITBEB|ARS DNS REBNWEE,

RETEAWLA

« TEFFHE Amazon S3 REAM —,
- REXKENNIE3EFT2M,

® Z:‘gj(g?io

=B R EEZE Amazon S3 #1170 WA latest 52
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« UNEFRHHFRE.

BURBFIFRE K ERLIBFHER, NEEEATERTIRNEN , 528 (Amazon Simple
Storage Service A EEmM) PHREFEEG AR,

/A Important

BREREFTRESBTESHRBENR  HIMIRFHRE. HiEOREFIEPZUHH URL
b EENEETREERE.

4. EEIH | BELEREETEFEN AWS EiF, BAEZEER Amazon Fraud Detector B 48 [E
EiF , BIEERE (MSEIE ) . EBRS (BB ). ZEEP (RHE ). BN (B
B ). BAEE (FK) NEREFH (EHR),

5. 1£ Bucket settings for Block Public Access (F#H\BFIMN R FITRRTE) b , BREEEAE/HRE
BN EHEAFEFIERE.
BERBRAMAERERSGHAMRE, NEHHEHLAFAERNFMENR , 528 (Amazon Simple
Storage Service £ EIERM) PHVEHY Amazon S3 REEFRIN BT

6. BEBEIUMTFITSE.

7. BIFEERMER LEEEM Amazon S3 @#FETR. FEEIRERMN Amazon S3 VERE (i
40 s3 : //bucketname/object.csv),

f£ A Amazon Fraud Detector TE N ZBIEHEHE R

BT LOR B AS E 4 ERHEEE Amazon Fraud Detector 1 |, SWHETEERFERRENERRIFER, &
BASEHERFETZE Amazon Fraud Detector & |, BT LAIGRE A BB ESEBRNEREE. BLE
HEHRIE , UREFFFREBUEAMSRSTNREIENEE, S4SERESHEREREBR ,
WEREHEENMEEHTE —BEEREEEHELEREd, EERSHEEE , £ULLEERE
Amazon Fraud Detector £ &RV BHHEEGRE , MEERBTEEHXBHEENSH.

&0 LATE Amazon Fraud Detector W EHE—SHREAXRESHERE, BT LUER
GetEventPrediction APl 2 SendEvent API B8R E —%E#, {# Amazon Fraud Detector =12 & H Y
HIREAIBES A CreateBatchimportJob API , Bl A[RUERER SR it i& K B E R £ E A Amazon Fraud
Detector,

B O] LABERS 8§ Amazon Fraud Detector T ARBECATEEHEREEHRNEGHEE,

£ Amazon Fraud Detector ff REBE R EHE R WA latest 53
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Amazon Fraud Detector EREEmR
EpRENSHER

Amazon Fraud Detector AZPFRHN B4 EREEFEREEVvent TypeEREMR. Hit , REHREHH
FIESEHERBLEMEE— FEvent Type, BENEHEEZTARIIEHIERREHRIIFREE
B, FARENSHERIGERELR Sl ZEZEEESHNEESEER , SIRFFDIREREH KN,

)X £ Amazon Fraud Detector £# 4. SendEventAPl 2 CreateBatchImportJob APl &%l
ZMAE Amazon Fraud Detector B , Amazon Fraud Detector #i&E R E 2 HIREBENE R, WRE
WERBRIFRE , ITERESHER.

£ Amazon Fraud Detector £ N 2R 612 & B HY 58 3R IG 4

- ATHRRENSHERNBRRFERERERIFHT , FRESL A Data Model Explorer 124tHYE
BRERERE,

o ABEE Amazon Fraud Detector —R2FHNWEHERBZIEHER, MREERE , FERET
RENEHER,

ESENRE

E 872 Amazon Fraud Detector £ &/ EEERE L THIRE AR , Amazon Fraud Detector &
FEREERERRTE (SDV) EEAEHZIRFBERE, SDV ERELENERER , XEAEX
B, BXTERREREREEE, RTERBERNEZS , SDV wiRftEERE |, JIHSHAN
FIERE , YRRFENEERBEREFENWEE, SDV BN ELEBMEREE , XN ELR
R , Amazon Fraud Detector F8E X E AR ERIE, NMEFHAEF , F2REZERNRTRS.

SDV 8EERERNER (X ) BRRREENENE, EERER , SDV sRHEENENESR
WEBIEE  SINFRERNFTAE, BRANER, ERRANER (BHTPRERNSEHE
H). RERER , SOV ERESESHEN (ERY)  XBITERNEREX, ERRE. &
BBEEXMN nul BER—E,

EE2E P B BERE AR Amazon Fraud Detector 14 , HFER SRR, NREEFTFE
Amazon Fraud Detector FEEAEREZRIFEAEEERRE , BE LEEREREE Amazon Fraud
Detector £ & R ERE .

£ APIsZ{, AWS SDK B ¥ HEENER

i#Ei® SendEvent, GetEventPredictions{ CreateBatchImportJob API g -EEH
B , Amazon Fraud Detector @B FE T 5IEE

- ZEHEAM Eventingestion 52 E A ENABLED,

ERFETENEAER IRZ latest 54
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- BEENEHREBRK. EREREMF ID MAE EVENT_TIMESTAMP NEHH IR SRR,
- BEEBNEFSEHAHNKR, UFFMET K FSHEILEH

- LENBHEEAE.

- FFEEHRERRHTEER 18 EA , BFSERNK,

ERAAREATRSHER

FERHREATIRE , BUUAFEREEA. API 5 AWS BAEEH , £ Amazon Fraud Detector F11RIE
RE TEARERIEHERE, EEMRAREAN , B CSVERAXEBITEMEESHERNE AR
=, 1% CSVERLEZE Amazon S3 77T , AEMEEAEH. Amazon Fraud Detector & %48
BEARIREBER  AZEDEANREERNE, BEAEHNE  TARIGHTERREFRIFEEGE

A,

WANBWHESR

WA CSVERLATSNESHRAMSEHEEPESRNEBN L NEXZSHNRE, NRFMER
w2RERRBEOEHER. BABERERN AN LRSS 20 GB (GB) 549 5000 BEE#4. EH4HHE
BRBENEHRPMEFRTE. MREAEZR  EEERAZ, MREAKRY , BHERE2
2HERA.

By CSVER

Amazon Fraud Detector S #5252 R{E (CSV) BXHNIEREAER, CSV EENE

— X ADSRMANEHREPERNEHTSHATNERMRIER , IR EERSITE
2 : EVENT_ID, EVENT_TIMESTAMP, ENTITY_ID 1 ENTITY_TYPE., &t A LLiEE
M8 E EVENT_LABEL 1 LABEL_TIMESTAMP ( f182‘@%& EVENT_LABEL , BIEZE
LABEL_TIMESTAMP),

ERBHERH

MEMSAAAEHTRES  LAUKXREEE, BHPRERSABESEREIET. TRIIH®
HEBYH, SESENHER , UREBNLEEN.

=g iR ER
EVENT_ID EHNEBSE, fln, mRE - IABEBAEBREE
HNEHRELXS , EVENT EVENT_ID,

- REHLARE—N.
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28 DU R
_ID ARERRHEEEFNR - TEIRRHLEHNELEE
S E . EWEA,

- EHAEAFERARENER
(%@, ~A[0-9a-z_-]+
$.)

. BT EBSESEERH
tnZE EVENT_ID, &%
MEHE  EREMTREEE
BEE, ERRAMRRE
By, XEREZEMEEHN
EVENT_ID,
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&8 R ER
EVENT_TIMESTAMP EHBLERNEBERSE. BE s HRXEAEBEE
B4 E7E UTC B9 1ISO 8601 EVENT _TIMESTAMP,
BREF, « RALTHEBD—FEXE
iE :

* %yyyy-%omm-%ddT
%hh : %mm : %ssZ (£
PREZFH UTC HEY 1SO
8601 2% )

&35 : 2019-11-30T13: 0
1:01Z

* %yyyy/%mm/%dd %hh :
%mm : %ss (AM/PM)

#4 : 2019/11/30 T&F
1:01: 012 2019/11/30
13: 01 : 01

* %mm/%dd/%yyyy %hh :
%mm : %ss

#41 : 11/30/2019 F4F
1:01:01, 11/30/2019
13: 01 : 01

* %mm/%dd/%yy %hh :
%mm : %ss

g6l : 11/30/19 F&F 1 :
01: 01, 11/30/19 R4
13 :01: 01
- FSHEEBEN B/
BB |, Amazon
Fraud Detector &1+ T %l

&% :
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28 i ER

- WMREFEAHZ 1SO 8601
2 AXETEHFE L
R

- MREFEHANIHMES

—ER , EEHME

4

- HRAMAB , BALR
MEBENHRENE, I
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Amazon Fraud Detector P EHE R RKIEHEE . Amazon Fraud Detector B 8 X B/ ZBA T
2 Amazon Simple Storage Service (Amazon S3), MR FERANBRERE , ENEHERENXE
LLEHR 2 RE (CSV) # LEE Amazon S3 7T, EEEIIFERLT K SELERRBTEERA
EXTERNAL_EVENTS ( EARNAIRET ) M INGESTED_EVENTS (BARABHERE ). WETH
BERRRUARMAEERFTREETPNFHET K F2RSHERRET

EimER

ERCREENEHERNAESM (Amazon S3 5 Amazon Fraud Detector) , # - 5E5RE RIE R
W EREMERE,

EMERENEDEERHEE EVENT _LABEL, WEHEKEH I EAERIEE. FH CSVER
(NEGETFE) B SXEAERTNEESHESE EVENT_LABEL, WRARERFETE , EVENT_LABEL

WMURZRAN , BEFfESHHE4EMEER T EEIIFRERER, RERBIEE , BRI LURE
RERPBAELSNSEH., BEREITBHNEEIER K NBEMERELSHNERESR.

EEER

EZRWESHER , LEBZEERINGRE L3RR R ERNMEEER.

Online Fraud Insights S €818 EVENT TIMESTAMP RE& NS SRS &R, LFEEFHIE
B ERMTESHSNERERELEETE,

SHeY

BRTVDENSHTEER N  RLFRIRERELOTEMNESY  SLEHRCBEBERIIRNE
FEE  SEREKZ AR 100 B2, — KNS , CRUNEBEES K EREREIFRNEESE
#+o # R Online Fraud Insights RE AU EHHESY , LFEATER , ERMEREITE P it
METEMF  RASLEHEEREMEA ZTEHNER,

EIEEFSY  SLERIESRBERNE  RHTREFERRIGNERNRERE, BRERZ
# , Amazon Fraud Detector #$HREUE ENBIERBERENEL, ESEBLBEENRERENE
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&, BBBREFENRERENESY , IBHERIFLERIIREF. WFFMES  F2HEER

8B

25 R

Transaction Fraud Insights #&Z 388! 5 12 15 Al#R L S card-not-presentX B §Efi. Transaction Fraud
Insights R SEENMEREEERE K ERTECHEAERNEGLERS M ETS S5 RI|RER,

Transaction Fraud Insights ZR B (F AMESBEEELNES , WETERNER. BRNERIE, ©
FABHAIESIZREVEBERNSHERER., EAERIEEFW—ZB2 , Transaction Fraud
Insights B RS = FEEREEFRERTE , HI20 1P i 7 BIN 355 , f10 1P i fy A E
REAFHRITIRT. BRTE=HFER 25, Transaction Fraud Insights BEFRRE2EEEE , &
Amazon FTRVFESRERNMAZE , M AWS ELERENSEATERIEREE L  NABENE A
Ihee.

A TIREMEE , Transaction Fraud Insights %18 B EHRECEFRENEHBEIEREELNES
g, FATANERSY (flUBAEE, BARE., SEIENELYEE ) KFIIRETETRB
BE  UERBUSOBGBEEENVUREEBENERESTRNZECERE,

EAERIGFEFN—Hr , XEFEREANBB IR ZSHEIREREANSEE —SENE , UL
Bk EFERTER., Bl , EJIEBE D , Amazon Fraud Detector @ EMEZHEE EXETHEERN
B, WHES XTI GetEventPredictiondk SendEvent API BFEVREE #It B, TERESRTERIEAR |
EHESYSHAMERNEHTREERES , UBARXE 2GR,

EHE B RIR

Transaction Fraud Insights #& Z £ & ¥ 8 F Amazon Fraud Detector INGESTED_EVENTS) REEFEK
BRI ER TR, iETZE Amazon Fraud Detector IFEEM B EEFT L ERNGTEE, WETH
BRRENFHEN , F2E SHERRET

&R
T &FN#R Transaction Fraud Insights #E 2 &) , FRELNEMERT S EFESHEREPATRRIPT

B8, Transaction Fraud Insights R &R EIWHEREERERNERNS L EREFETL
B, AtASEERREUTZEHGHREEL,

Amazon Fraud Detector E B Bl ENESHERNEERAFENIIEEN . BERTHINRE , BT
BENEEEE , WHEREESEBHIEEIHRERE,
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EEE R

RIEFEER , Transaction Fraud Insights ¢ ¥ ERBNE4EE | SrHENERERETEEREETI
R EBALUREBEM R ERBEE , AL ARIIEERNEY, SERESEER , FREARIIEE
BHEGEEEANBEKE. BHER , CBEANERE , IBRSENERICHKC ERER,. flm,
SHEHFRGER , BEETEGC AREANSBSELEEBNERENH. ATESREEINE  BEE
JRE RSP E RS 2 R

BAEEZMARIBAEFEREWEERIEE, Amazon Fraud Detector € B B/ EURIEME R , LLIEFESR
., BESHENSETHCEIWEYE,

MREGEENSHAEMBER D IRER A KEEE , Amazon Fraud Detector &7 R 2|4 &
Cl e R, HRRTHERSE , EVENT_LABEL M 2ZAN , ESHLEMEERR  FRE2HE
ARERESR, REREIRE , EUTNEERBZBAELNELH, BRERELEHNGEER R
BERRLEHVFERER,

EHE2H

ARIGEENSHERXNATESED 2 B2, RTXENSESHPEERZI  BLEYEEBRE
FEE  HRZTEE 100 BE2E. —MmMES , CEMNEHES K BHBEESERNE LB,
&SR Transaction Fraud Insight BRI R+ EEE , SEEFTEY  ERMEZREITE IP it
b, SFEM4Hu, FRITEER, FTEEERFMFR BIN,

BREER

FEFIBREF , Transaction Fraud Insights EEIJIREREREE R ERRIENERRER
B, BFERRE , Amazon Fraud Detector EFREUEEN BEREEFENER, SOERLHBETER
mMEBENES. EBREFENRERENEY , IBHERWFLERIFREF. UEFHE
7, FSRERERE.,

BN —EENEE /R 1, 500, Amazon Fraud Detector 8 HES  ESMEI)GER K RAE
e EIHERNRE., NREKIINES  FRBENEEE,
IR EE S

IREEERE AT) BRENFBEARFRETEBEZEE. ARVATEBENEAERAR , K&
BIFEERAR L8, Account Takeover Insights 2 — B2 T KR  FRHREBFELERNEAZHR
AIfRIEE,

B LATE RN B AR R A JI#RBEY Account Takeover Insights & | LUERIRE2BEERIA
R, WERSTHRESI>RIFNZAEE, HPIE Web BEAEXNEA. API E S5 EEMN
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single-sign-on(SSO). &ZE A Account Takeover Insights &£ | FHEBERERXNEABRFEFEY
GetEventPrediction APl, AP| 8E4 78 , LE{tIRFEIARNEK. Amazon Fraud Detector &
FAI>HENEERNHAA , REE—RZBEBZRASHNER. ERRERENER. REBEEKIING
R, BUSHEREARREERE, WRER , BUURERRBEAEEARHENEAER, Hlun,
B LAVERIRF PIN M ABEANRE |, REFEEAER,

BB AT LAE A Account Takeover Insights R BUIERI L AR FEAEIREEA |, WS EIR S HKENE
£, Bl | AT ERRIREHEERAETY , FAIERAEYBERTERIE—SEE |, flNEE
RE,

Account Takeover Insights EEFHAUSHEEBELZASHNEREETIIR,. ZRMELER, &
ALLEERIRFERLR A S EDFFR. T8 , EXFIFREENALERYE, RFEERNRERERIFIRS
BRNWBEANBECHENERE. HEUETHROMENFEAETATNEERERL MELEEELETRE
BRFEESHNEREM, SN, EEREREESEN IP it B ANERE, EREEEERTE
MEBMEBUEZEA, KENSELEETINEARS Y , BEERERRFEENTEREL

£ FI#R Account Takeover Insights # 8 2 5] |, Amazon Fraud Detector & #352 BRK i HIE S R
BITERER, EREENERER, A%, EIlFHRBEYP , Amazon Fraud Detector & 7 B &R ALY
FHRERTE, RHRERTRNEFTIE P hut MEHERERER, Amazon Fraud Detector £ FiE
ETERBIERSAERNH A, ELWAITLE, BESMNHEMER A, Amazon Fraud
Detector i EEARIRMUNBAESR , FEEFHERBEFEAETANEREY, FAETANES
SREEAERISE IP it B AHXE ., Amazon Fraud Detector A SAFE B LL BN IE TR ThRE NS48
Ihee , MEBEASHN —/MAE AELBAWERIREE,

Account Takeover Insights BREEEAHRTRITAEFENSZIRFHNHTER K ERZETETAER
ABERMBEA, WEREELE 28 , EHIRFEIARNEERR. THECEARNIRFEER
AERABIKRE, ZUEBMEARNZ —REESEKBIES. SULUGAHBTEANS 2EBE, HE
B IR FEEETIETFHRE,

EHVE B R

Account Takeover Insights ## 27 Amazon Fraud Detector AERZ R E R £ E TR, BEEFE
FA Amazon Fraud Detector FENBASHER , FEA EAENEASHEL CSVER, R
BEEH K FEEZAEH , flNEHREEERE. £AF D, P, FHAEREER , URBEAE
REEEM. B CSVERRE , BAERLEZE Amazon Fraud Detector , A& A E AIhRERF
MER. RE , B LFEARENERRIIFER, MFEMEA Amazon Fraud Detector Z B4 & ¥
EWEEMET , 5528 # A Amazon Fraud Detector £ A E EHE £
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&R

Amazon Fraud Detector E3RZ LA UTF-8 IR MRIBHIZSE 2 RE (CSV) BEREHFERAERFEAE
B, CSVERNE—THXECSRERER, EREHTEEMHPREENNELRSEERN TENEHE
B, EHERERE EH,. SHERTHNETHEERBE—BEASHNESR,

HRIRFZERRER | S48%E CSV ERNERITRATIESHTFEERMBFE2E
SHhEER
BBEHE COVEREETRATIFREN, EHPREBMLE/SKEF,

« EVENT_ID - 2 A S 4R K —BBIRF,

« ENTITY_TYPE - BifTEASHNER  fIIBRIEF.,

« ENTITY_ID - ifTBASHZERNABIR.

« EVENT_TIMESTAMP - 42 A S4B, REBRKHSEE UTC F4 1SO 8601 BE,

- EVENT_LABEL ( ##& ) - #EHD BRIFRXSZNER, SAUEREMARE , i "5F
R, . "&%1 . "o FH 0L,

® Note

- SHPRENLERRBFE, BEDRIE,

s BABHTEEER, T8 , ZRMEZBEETS EVENT_LABEL F#EER | WIREEAEZHH
ER, IREBFBINER | KBE. NRERMEES , Amazon Fraud Detector #{#
CHEBTERFEERER  WEHEBEREERNEERNER KA,

EHEH

HRIEFEERRER SN ERMUE (EFMN ) SBEAEAEE., BUBHE K BHLEEEE
TRAGEEN SR, EBERIEEFH —3B2 , Amazon Fraud Detector & Fl B2 £ EAHRIBIAY
BB TEBEXNISEIE,

® Note
SHEREBLANNEFERT. EMEFKRNE,
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ERAEER

ERe -3

%R Accounts Takeover Insights R FEE T 5,

%5
IP ith ik
BERNEKE

BRHNEAER

BERSE

THE2EE IS Accounts Takeover Insights HEE AEFHEH,

=3 kil
IP_ADDRESS

USERAGENT

VALIDCRED

DU
BASHREMA IP #uk

BEABHREANRER. &
B MER R

ETRRAREANEZEABRRS
B

E=he1] Type iR
BIERRNEE FINGERPRINT 8IS 23 20 2% B 15 AU Y Mt — 52 B
=
T #EBEER ID SESSION_ID ER 38 T VERE BBV A8 B AF
EE EVENT_LABEL BEHDEAERIESENE
8, BULEREMAER , 5
wmrEEERL . TEREL . T4
Ejz rOJ o
EASESE LABEL_TIMESTAMP EREFEEFNRERR.
w2t EVENT_LABEL , HI
WANEIFE,
IR F SR AR 7S latest 79




Amazon Fraud Detector EREER

® Note

- WA AMERGHESMEASERERATMEEEE., FHELEEERETEABEIS TG
EHENEEEE,

- BALIREFENNER, T8 , Amazon Fraud Detector 722 5B LB BRI Account
Takeover Insights #& 3,

EEE
WEERRBUIRSEERNREENEESHN, SOMBKRESAERE  FERTIERMES
BE

- BEED 1, 500 EERERFHS , BEKRE ZEDEREMBBNEASH,
- BNERELAZTOEE 30 RNEASH. BAURREEERRIIRERNEHEERBEER.

- BREREESXRRBEASHNES, SLREKELRMNBARRLS 5H. R "E&%.
- FRBEBRANEANEASHERELESR  AES 100KEEE,

MRIEBRECHEBEERNERE | 52 EMW SendEvent AP| ##4E , I EHERHERE Amazon

Fraud Detector,
BREER

ERIURFIEEREMER 281 , Amazon Fraud Detector ERELERET TSN PR ER SR |, KL
IREREZERFERPAERNER, NEFHMHEN K F2RERERE., cthEREEMER, IRE
BEXRBEBRE 6 AFSEVTER, EERYEIRE  BESXEBRIEZIEERBERIBNE
o

FRNEREER

B E R E LGB Account Takeover Insights & , Amazon Fraud Detector F #HE LR ENH
fLEE , WEBE —NZ AR E R E §ERR,

- CSVHERTE UTF-8 =,
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« CSVREREBZDVFTEIETIEHP—@EFEESR : EVENT_ID, ENTITY_IDE
EVENT_TIMESTAMP,

- CSVEREHETTETIEBEANEL —EE% . IP_ADDRESS., USERAGENTZX VALIDCRED,
- B—{E LSS EEA RN S SRR AR

« FiEIB 0.1% W{EEVENT_TIMESTAMPEE null Si{E , MIEXEN BHAMFER KR,

- BE-ESHNSRR—ESHZBENXEPLR 30 Xo.

. HBiB 10% KB IP_ADDRESSHEA 2 MM null,

. BB 50% KB BUSERAGENTEE AT E null,

« VALIDCRED EBEANAMESHHTERES false,

b= RVR CFid

Amazon Fraud Detector R @28 GRS EEHEENFER. £ Amazon Fraud Detector A |, 2&
GSEVER HAEBARAKNESE, BRIIGERNE  HMESEIHTORE, IEWMAIEH AWS £i24
BUNIGEERWFAER  BSEPB 3 EUELR,

SEENFEHENER > HEY, ELEVHEIR | Amazon Fraud Detector A KREER T I EH,
BU U ERAREXNPFEANLEE , UEFFIGHEABREERE DB,

FE JFEFZBEBER BEHM Python (Boto3) B AWS SDK

BRRARIERBMNW CreateModel M CreateModelVersioniBERET ., ECreateModel BEIE
B ABRREANASE, ECreateModelVersionBEBIGHRERF , EMELISERAKNWIER, 5
RN CreateModelVersion HREEE 3 789 R R R/ARA,

T 5 EHIFER CreateModel API FYEEHIEER, LLEHIRE L Online Fraud Insights R EH | IR
RIBE BN EHER sample_registration, NMERVEHERNEMEFMEN , BTS20 B4
B|A,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_model (

modelId = 'sample_fraud_detection_model',
eventTypeName = 'sample_registration',
modelType = 'ONLINE_FRAUD_INSIGHTS')
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£/ CreateModelVersion API FI#REH ZE — B4, #¥ TrainingDataSource#
ExternalEventsDetailiEEIHRERIEMRIRA Amazon S3 LB, ¥

M , TrainingDataSchema#&XE Amazon Fraud Detector FEINMA 2R E R | B R ET S ML
EHEY  URNMSEEHEZER, BIFTERR , Amazon Fraud Detector @2 RIZEFLWEH, LEHI
FEXNEEEA AUTO unlabeledEventsTreatment3R$EE Amazon Fraud Detector JRE 201/ F R 1E
RNEH,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_model_version (
modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
trainingDataSource = 'EXTERNAL_EVENTS',
{
'modelVariables' : ['ip_address', 'email_address'],
'labelSchema' : {
'labelMapper’' : {
'"FRAUD' : ['fraud'l],
"LEGIT' : ['legit']

trainingDataSchema

}
unlabeledEventsTreatment = 'AUTO'

}
},
externalEventsDetail = {

'datalLocation' : 's3://bucket/file.csv’',

'dataAccessRoleArn' : 'role_arn'
}
)

MINEERAGEEMRES WFER RATRAINING_IN_PROGRESS., fEFIMREAR , &0 LAREREMELY
UpdateModelVersionStatus WASMREEE # A REUHIIBRTRAINING_CANCELLED, FNESERE ,
BARAREESEH A TRAINING_COMPLETE, &R LA Amazon Fraud Detector 12 & = /L 3R
WEE R M AEDescribeModelVersions, MBIAHEZER 5 BRKAENFMEEN , FSH EEY
B ERMEEEE,

WEER YRR  FRAEE | FEUBFUERRFERER P FERAERE, Amazon Fraud Detector 71F
FHREDHERNZETAERSEPIEEE  UERAEEEEAEEETHEREISEMER. BEK
R | ML UpdateModelVersionStatus API SASHREEE #1 A ACTIVE,

import boto3
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fraudDetector = boto3.client('frauddetector')

fraudDetector.update_model_version_status (

modelId = 'sample_fraud_detection_model',
modelType = 'ONLINE_FRAUD_INSIGHTS',
modelVersionNumber = '1.00',
status = 'ACTIVE'
)

BEESE

Amazon Fraud Detector EAREN A RELEFEERERNER 5B,

# A Account Takeover Insights (ATI) # 2 | Amazon Fraud Detector R&FEAEMEE ( EBES—E
FHREHFTENE ) RELEES Y., FERNE—ESHEEE 1 N8, BHARARR. ERE
AHNFNER K BRATEEENESBER null, Account Takeeover Insights (ATI) #E R & &t ¥+HE
ERNREEENMELESHELENR 03T 1000 2EHNER S S |, Hd 0 R MEFETREAMR , 1000
RT=aEmER, R ATIER  HR 5 HERER (CR) BE#EMEE. 60, 2% 500 HERTEGH
5% PREE | Mo B 900 HENTEMLE 0.1% HEE,

HARR EFEERSETE (OFI) MR BFEmEF1E (TFI) #H | Amazon Fraud Detector @ R ME (HE—
HRESEGTENE ) NRKBE (RABYEREENE ) REEEE ., BRI EALNK 0 2 1000

2B, 0 ®RNEFESRERE , 1000 RESFFMEMR. ¥R OF M TFI R | ERH)HEABHEMER (FPR)

BEiZEE. flm, 28 600 HERMEETH 10% BBEER | M2 B 900 HERMEETH 2% RBEMER, T
REHESERE ) BN MEAARBRREBMNFHEN.

BEDE Ffk FPR
975 0.50%
950 1%

900 2%

860 3%

775 5%

700 7%
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RE S Fafh FPR

600 10%

B IR

EARIIERTKE , Amazon Fraud Detector 2EH 15% HNERIREFER KEE , MELE R I IEMK
leriE R, LA LLFERI 2 3I#RA Amazon Fraud Detector # 8 B 5 BB B AL IS 2 N B R EERE

R EE

BALE K SBUNBETEENEZHR , URASLZEFENESER - ENEYE., A7 HENEREEREN
S , Amazon Fraud Detector 12t T % T B3R 5E(LE B WAL -

- DESMHE - RE DB M RKEMRER 100 , 000 EE4A IR, £0 Y MAREEEH,
AR Y BAKRFREMH, EUUR-TEXRESKENFENRERE, EMENEFEMEM ROC
B &P ERSR.

« BB -ZBHBRERFINERER  REREESBRENERERM, Amazon Fraud
Detector £1{85% 100 , 000 EAEHNEH A O, FEFMNESEETHN O HEEBERLEDHERE,

- B - WERTTERER  ME4ERLERER.
- FR3R - WERERFR 0 BEEHEBRLERSEN.
- EFMER . EREISE K MEAERLRESEN.
- SHEREH BRENSE  BEHER LERHER.
- EBMER (TPR) - ERENIINEERE 2L, BBABEEURE,
- BBEMER (FPR) - SR AERNESEIEHE L.
- BINEEE THIE (ROC)-EFETRENERSBRES , UAGHERERIEELNEBEHEER, 2
BERREZERRIRLE R,
- MR THEE (AUC) - BEFMETEEER 2 HEREMN TPR M FPR, R EFEREEHWER AUC A
05, MEEEHNIEAE 1.0,
s THEECHE -cEBERERTER AUC WEIE, SER KX (AUC LIRFMTRIER >0.1) RTERT
BEMBRS., IRTHREMEERK (>0.1), FZEBRHEZCECNSHLEFRIIHER,
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ERER IR

1. ROBOBERMAE A WEFEBNSESHAEESBNS M. BRBERT  LSEFRNESESEMH
ZEERENER., ERTERTUERRDBLESHRFREMS  BERSENSEN. R—TH
RESLLUERERRE, SUARIRREE S BRENASEENEBREMBEEER,

® Note
PEOMEREEMETEN Y B LERFERNESESM4. 20l Y MAKREESH , 64
Y SR RFERE M

2. WEIREEME, REGENNERESBEIE , SR 100, 000 ES4HHEHFIRENT
g, FMNSEEHN I HEEBELETNFRR, EALEFASKREGHEERNBEERZEH
IEfE P,

3. WMFEHMFHMAEN  FEBERER, £/ ROC BRRTHEMER S HEENESERNEE
MR BREE&KR, ROC iR EMBAEGERMABG LR B EE,

(® Note
B LLEEBEREX | LERREARBEE,
ERRBELERETEERRE., FHERSHTBIAERNATESH4MEL , ERFEAAFE
SREHNE D .

4. ERAMREERER , RBENEENFRENCARS  HEERNSKERIERE. S0, MREFE
/A EREMMRFERIEASRER., FERRIERE , AIFTERRMERES B , MELT
LIS g = @R A RHE , TR
- DE>X 2EAEE
- DE<XE>Y AFERR
- DE <Y RERRE

BRSHEE

BREHETIEME Amazon Fraud Detector (1 —IHIh8E , AIEE R RAPEEREBELETHR, SE
BHESMMERBEHNSERNERYENEENEEMERE, EERSENERSEHNERMS X
BARAENETHHMEREBEEEE , Fi2yEERK. Bt , EEREENEREBHERZS
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HRE , BEMERSHARCT  HEENKE. CARESREEMNE , BULURAT@ERLE A
BEE) 7B AYEE.

& B[ LATE Amazon Fraud Detector 32 & 5 £ f DescribeModelVersion API 3R 4157 FIl {5 I& & ir 4 fY 18
HESHTEME,

RESHEEMSRANIIREE RN EBESERHTI —EE.
- SR  SREA (HlWIPBUANEFEN ) . WFEFHAES , FSREEEEE, HR Account

Takeover Insights (ATI) ## | Amazon Fraud Detector BRAMNELASSEHEHEHEELE,
RESYBASEREERANEY, RESEEAFIERIE —# Amazon Fraud Detector & 8tHY
R  UFERREEME,

- BYEE . ARIIRERREIHNSEHEEEE (Hiw
ip_address, email_address, )are_creadentials_valid. HAEESLER <%5|HH
RETEREEHEEHENMEEEEE,

- BYREENE ARFHEFIRASIWELYEAHEEENHT. BAEEE : 0-10

£ Amazon Fraud Detector =&/ , SR LFESER (OF) R ZFEFAR (TF) BENENEBSHEE
MEETUNT, RFEERR AT) BERTRABENEEMHEZN , ESRUEANEZEEY
B, REBIERTELARZHEFEEEESERNEH CENEEEEY Y RUSSHEEHEEN
BENS8E,

Model variable importance - new

Variable Importance gives you an understanding of how each variable is contributing to your model's performance. The chart below lists model input variables in the order of their importance to the model, indicated by the number. A variable with a much
higher number relative to the rest could indicate that the model might be overfitting on it, while variables with relatively lowest numbers could just be naise. For details, refer to documentation [

Variable name & Variable type & Importance valuea

billing_state Billing Address: State or Province 1.03
billing_postal Billing Addres: Zip Code 0.35

user_agent User agent 0.26

email_address Email Address 0.25

ip_address IP Address 0.1

phone_number Phone number 0.01

billing_address Custom - categorical 0.00

Amazon Fraud Detector & %% {# Fraud Detector EE R AEL ST EME K BEFZHNEH,

/A Important
2021 7 A9 AZRiBZVMBERARETRERME. SLOFIRMRENEE , TRE
ERBESYEEME.
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EHREESREEME

BRI ERAEESHEEMERRATHBLERNREBS RN RREANFE , URBLELHERS
Ko REABRCHREUNERENEE,

FERMER AT XEERNE , FHBEIRERTVESARNGEBERETSERMNE, flw,
MRERRF ID MAERNEAA  BHEIIERR FEEHTS2EENEH, NRSHEEZUHERES

RESE , IGHNERTRSBEEREENERESX (S0, AEFRS4EHREERARS ID).

T, MREHECRANFRER , L IRRERERRRNER. RIBRENBENBIMER , Bl
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HEHIE R SBEE
MRETEERBBORIIGER | FHRLEFERTESBNWERSIER, FTERNEHERERY

RREHEANEEREENE., CHEASERERUESSHERE  KIREZEARENE4EEA
BRI,

BALRBBEREMN-—ERLERNEHER  SHP-E/FTEBIEE | FREE_FORM_TEXT,
CATEGORICALZX NUMERIC,

ISR ERRSHEANEE B

1. MIRBHFESHP —BEREATENEHER K BEEAT. FHECEHEAHESTEY, fw, MR
&% ip_address B 15 M EMAIL_ADDRESSE A | Al ip_address BH T &7 E ASN, ISP,
wBEMNBNARBSEEThEE, NEHAET K F2REEERIE.

2. MREBYAFEAMALEERNEHERE  FRETIEBRERNE P —EEFTE8EE,

3. BCATEGORICALEHERERIEERE XA AREFNER , YA TURAER, BERIEHE. &
FRRINFERNERETEES ID 25, H120 merchant_id, acampaency_id =X policy_id, &L
BRKREE (flwn, EFMEE policy id WAMIEEFREREE ) . YABREETIERNER
CATEGORICAL £g38a -

« ‘@& customer_ID, Segment_ID. color_ID, compartment_code = product_ID F& KIS,
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- BEEE true, false T null BN mKENEE,
s AIBAMABEASIENNEY Sl RER,. EmER. FREEQHEERRE,

® Note

ENTITY_ID 2 Amazon Fraud Detector FiZR3$Eik#E ENTITY_ID B8WFEBZEEE

B, ENTITY_ID BB LB M2 BENER ID. IREERIRZFERER (TFI)

BRER  AFEERMENTITY_ID 88, SFEREE R Y HHE S 80t — 35 5 B &
ENER , WAEHEEA ENTITY_ID 22, #% CATEGORICAL 28 BB ERGERESD
WPATEHM IDs , REL ID FEAEHEAEMETERIER. Hitt IDs #HF—EER
EHhHERE | TR merchant_ID, policy_ID  campaign_ID.

4. #FREE_FORM_TEXTE BRI RG TSN FERNWE S, FREE_FORM_TEXT 28RN E
BlE  ERERE. . BHNMHEENRE. FREE_FORM_TEXT EXEEZEUD RBEFED R
WFR. PRFARTUREEF TR RAANTMAET. Flan , EHEHREMNZTHRTUR
Mg, 2BAESR , BRHNGETUERAEFRBAIREE , UoBFE. BBNPED
7o Amazon Fraud Detector £ % @ fF3k# FREE_FORM_TEXT 22 fEEE R,

5. # NUMERIC 28 BRERCEERFTEEFREEHFNER ., NUMERIC &K %5
‘@& day_of_the_week, invent_severity, Customer_rating, AR ELLAE LB ISR
CATEGORICAL 28  ERMEAZIEZKEEEEIEFHNFIEESEEIERE NUMERIC 28

B|A,
BRETINEE
Amazon Fraud Detector 8 BRI —LRBERTE |, 0 IP thut, $RITEFBISRES (BINs) FIE
RS AAELERTENERETENNE ALIRANREE, EXINEEEBIR BB BEN T 15
W, WiBIE B R E 255w
EEGEETINEE

Amazon Fraud Detector @ FHEHENE, REBEXENEFEEHERNMHEBNENEARTE

THEMIBER. 2021 F£12 A 13 ARz RIENMEER  HEFER RN ESRAESTERBERT
g, WA BER/MER (+xxx), MREBEEREEDISEFERHTEE , W7E 2021 F£12 A 13 HZHl
EITIE , FEFIRENEDR | UMEX D FIALERIIEE,

MAEBRCHHWERRBEBEATIBK , UBRRENEREARIETR.
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HONE # (+xxx) EREFEE T — i

SHIPPING_ a2E

PHONE

IR EEFTTINEE

#2022 £2 A 8 HEA , Amazon Fraud Detector €3 E A HIRHMW
IP_ADDRESS. BILLING_ZIP 1 SHIPPING ZIP BB ERES, ;TEMNEHSA/EFRENER
K& Ao

EEMARENERRR , ENSHERLAZI S =AEATFHWE !

IP_ADDRESS. BILLING_ZIP = SHIPPING_ZIP, 1t} , & BILLING_ZIP M SHIPPING_ZIP fg4%
A2 BIBHEMH BILLING_COUNTRY R#EH SHIPPING_COUNTRY K%, MREHHE 2022 £ 2 A
8 HZmIfRMER  BEFISELEY , ALAEMIIREE A RV ERTIEE,

MR BHAEREN , Amazon Fraud Detector &% B E 4+ 82 IP_ADDRESS. BILLING_ZIP

= SHIPPING_ZIP EMEBHNMNLE , AIeXASKEBNLEE. flil , BREHFEEEN

#9 IP_ADDRESS #1 BILLING_ZIP {& , 18 SHIPPING_ZIP E&%¥%. EEEBRT , EitH
IP_ADDRESS—> BILLING_ZIP ER{&E%. IP_ADDRESS—>SHIPPING_ZIP # BILLING_ZIP-
>SHIPPING_ZIP A" &5%/iiERx. kit , FEUEBEEARENE. ERCVERITMAMENE
Ex , BRNMETTISEE,

B LA BILLING_ZIP #1 SHIPPING_ZIP #8#R 51 ZE CUSTOM_CATEGORICAL #8UH3 | LUERE
THEMBEVE, SESHERITESECRENMEE,

IV BN

MAEBRCH W BMERBEATIRR | UBRRENVLEENSRINRER,
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Code 28 B 1= 5%
WF FL A Er 71 = B AR 99988
YT SHES Syuse
ZA 3k 9988

EAEREBEEXEREE

IR &SI Account Takeover Insights (ATI) #28 | BIXBEEREFRHuseragent BHHANWE
B, LEHASBEASHNIAERE. BRENEXERKER. Amazon Fraud Detector & F H & A K
ZEFERAERERRNESR , HlM0 user_agent_family 0S_family., M device_family,

BEYEBH

#& 8] LATE Amazon Fraud Detector 32 & F{# create-variable 35, A CreateVariable S fEH &
A Python (Boto3) #9 AWS SDK

£ Amazon Fraud Detector 15 & & 1 2§

WEHEEY MEEE email_addressH ip_address , Wi CMiERGYH BN SEER
(EMAIL_ADDRESS #1 IP_ADDRESS), EL&H A&, MRELEREVEBLIARBERIER , 3
FRLZENEDESEEARINEY., BUSBERERIIsizH , FELHE S8EEM,

30

BEEVEY,

1. BARKAWS BEEFEAEWEABWIRS,

BEZE Amazon Fraud Detector , EARIBEHIRIZEE K REBBEE,

EFEEHEEYT , WA email_addressWABEERE, HE , WARENER,

EEEERTD  BESFE M4,

Amazon Fraud Detector & B ElZEUL BBEANERER K NACHEAERNEEER, NRAE

WEIREBEREHEE K FBREETEZFSHER., WEFHEN , FSEEHEE,

6. MRLVER/ESHRMARE K FENEREFTHRE K ARWABYRNERE. WREEEILE
5l , FEEEBIL S ER,

7. ¥ Create (B3),

8. 71 email_address BIBREEH , I EREY 2 SHHFHEA,

o K~ 0N
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Amazon Fraud Detector EREES
MRLBEEEH  FEEREBIWIRMEER., 1#1F Save changes (RFEE).

9. EXRUEFREISE—EEHip_address , WiRIFSEHAM P i,

10. SREESRTRTELNEH,

/A Important

BAERERENEEVIEHENEY, EUNERYEAEER K BRATESSHLES
SR AR AR B LA R 5 B 3 7 AE FR R ARl

R B BN Python (Boto3) B AWS SDK

T %I &5/ B8R CreateVariable APl B95EKR, MLEHISE I MEEE email_addressH
ip_address , WA ©MIEREGE FEA B SIEA (EMAIL_ADDRESS 1 IP_ADDRESS).

ELBUTAHFEL, MREEZVEBBUANKREIR , FEALERETERRNENERARGINE
. BENEREEREZ , FHLER SHEEN

ERVEEEENRE, CERENEHETENNE. WREERFEZ EVENT , JIS8HES/E
A GetEventPrediction RH —EB 0 Eix, WMREBEE A MODEL_SCORE , Bl€H Amazon Fraud
Detector A, #M5E EXTERNAL_MODEL_SCORE , 28BS HEAM SageMaker Al #EHIE A ,

import boto3
fraudDetector = boto3.client('frauddetector')

#Create variable email_address
fraudDetector.create_variable(
name = 'email_address',
variableType = 'EMAIL_ADDRESS',
dataSource = 'EVENT',
dataType = 'STRING',
defaultValue = '<unknown>'

)

#Create variable ip_address
fraudDetector.create_variable(
name = 'ip_address',
variableType = 'IP_ADDRESS',
dataSource = 'EVENT',

By EY MRS latest 124


https://docs.aws.amazon.com/frauddetector/latest/api/API_CreateVariable.html
https://docs.aws.amazon.com/frauddetector/latest/api/API_GetEventPrediction.html

Amazon Fraud Detector EREER

dataType = 'STRING',
defaultValue = '<unknown>'

)

il BR 42 24

EIEMIBREZ BT , Amazon Fraud Detector €k AMIRZEE , BER T EBFEMAE Amazon Fraud
Detector #,

8L MIBR 2 &7 Amazon Fraud Detector FEHEAE N E Y, BB LMBREBBEBEHBNEHE
B REMBREE,

&L F BMBR Amazon Fraud Detector R 8 % i 8 B f] SageMaker Al ER &g HEH, EEMERE
HIB% | Amazon Fraud Detector & B B il Bri& B 1 8B 8,

& A LATE Amazon Fraud Detector £ & F £ delete-variable CLI 5 5. {8 DeleteVariable API |
=5/ B R Python (Boto3) B9 AWS SDK

EREEAMERER
EEMBRER

1. & A AWS Management Console 3Bk Amazon Fraud Detector £ & |, #1t A https:/
console.aws.amazon.com/frauddetector : //

#£ Amazon Fraud Detector T2 AN ERIEBEE KT , BEER A ARBEEY,
BELEMBRNVESR,

BEBME , REBIBEMER,

WABHER K RRZEMBREE,

o M @D

FF MIBREE EAM Python (Boto3) B AWS SDK
THIFRXBEIH S A DeleteVariable API B E 2 customer_name.,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.delete_variable (

name = 'customer_name'
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)

1:3;5
5=

BRERSHIEAFRISE. ERESHREMBE , XAMNIB Amazon Fraud Detector HIHY

HREBRERR, MREITHIRELFFRER (OF) ARFZFHHmBR (TF) RE | AFIREREFED
400 BSEHLATBAFRIEE. BUNERAEMER SR, EE, 13 0 Ry EIRERE
HHES, JIRTHE  NIRERSTAEHRERENR  AEASLERSE4HI BAM RIS E,

BYATERIREREFERANERYER  AREEREARZENIFERENRENSHER
BB,

BYER

&7 LA1E Amazon Fraud Detector £#& A put-label &85, PutLabel APl Si{EH B ZEH #E A
7 Python (Boto3) B AWS SDK.,

£ Amazon Fraud Detector T & BN ER
EFEEREVER ,

1. BBAWS BETEAEIZALHIRS,
2. EEZFE Amazon Fraud Detector , BELAIEEFWER K REBIBEE,

3. EERVEBEET A BABEANERSBHARESE, EREBLARIIRENEPAREF
FEBNRBANE, E , BARRNEL,

4. BEEEVER,

5. BUS_EARE 6 YBASEEHNERSE, FREEREBHREARIREREFSLED
K {E.

FH ZIER BAR Python (Boto3) B AWS SDK

T 51 @A Python (Boto3) # AWS SDK &2 IR E A PutLabel API EY R EZER ( 5E8. &
E). BYEEE B eMMEEE4EE  UoBERESH.

import boto3
fraudDetector = boto3.client('frauddetector')
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fraudDetector.put_label(
name = 'fraud',
description = 'label for fraud events'

)

fraudDetector.put_label(
name = 'legit',
description = 'label for legitimate events'

)

EHTRR

o RIRH B4 E R E 1 HAE Amazon Fraud Detector & | 2 WAL BEH W B R B4R |
BINEEHSHATREHRES  LOEHMEE T R LER,

IETILAE A update-event-label 34, UpdateEventLabel API Si{EH RFTEREHBEEHNER B
A1 Python (Boto3) By AWS SDK

T 51 @A Python (Boto3) B AWS SDK #i 2\ i #T I8/ UpdateEventLabel API StV E
4 3E AR BB Y AR R RE AR

import boto3
fraudDetector = boto3.client('frauddetector"')

fraudDetector.update_event_label(

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",
eventTypeName = 'registration',

assignedLabel = 'fraud',

labelTimestamp = '2020-07-13T723:18:21Z7"

E I 1FEMFE Amazon Fraud Detector WEHERHFHEHZR

IR REEE A B FHMTE Amazon Fraud Detector WA FTIB R EFERIZR , flNE B TSHHIBH
MEERALE , WEERRAMREERRER K, &EEMHMZFME Amazon Fraud Detector VB H1R
% , #f£H UpdateEventLabel API #&4E, LA TEER UpdateEventLabel API ML Ay &5,

import boto3
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fraudDetector = boto3.client('frauddetector')

fraudDetector.update_event_label(

eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428"',
eventTypeName = 'sample_registration’,
assignedLabel = 'fraud',

labelTimestamp = '2020-07-13T23:18:21Z'

il ER AR &R

EIEMBRZESBEF , Amazon Fraud Detector 8 kK AMIBRZZEER , BER AT EBEFEMAE Amazon Fraud
Detector #,

&4 L MIBR‘E & £ Amazon Fraud Detector FEHERNEZER., SHELMBRIEREES ID WER,
RAZE M BR AR B4 1D,

#0] LAfE Amazon Fraud Detector 312 & {# A delete-label a5, # DeleteLabel APl , SEH &
FI# Python (Boto3) #J AWS SDK

£ 12 8 MEBRER
il BRAR R

1. B A AWS Management Console It B & Amazon Fraud Detector =2 & , 8t & https://
console.aws.amazon.com/frauddetector : //o

#£ Amazon Fraud Detector T2 AN AERIEBEE KT , BEER , AR EBEER,
BEELEMBROAER.

BEBME , REBIBEZEMER,

WASEREE K AREERRER,

o M w0 b

FF MIBRESR #EA M Python (Boto3) B AWS SDK

T %I @A Python (Boto3) By AWS SDK £ HIFE X IFE £ A DeleteLabel API fiBRIZEE IE E 14,

import boto3
fraudDetector = boto3.client('frauddetector')
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fraudDetector.delete_event_label (
name = 'legit'

)

Al

HBIR & Amazon Fraud Detector 2M{AI{EFESRTE R B A F 2 BEN R4, RAURERFEEN —
o, BTFITEERK :

- BHYEE - BEARAKREAENETNEN LR , FEEEEREANPER, FEREHENES
SN —EWmAEN TR, RAPFERANEEXEETHNEAERbELEER , BRABFERNE
BXARSEEAMEN. WEFMENR , 528 Variables # FE,

- REX -RAPHRENSHIENEEES, WREZEHRNFEAEE , MRS, HLBE
BEF,flm> <, <= >= == REBHENHRAURKER , UK BH. NREEAHVIEE , HAXK
EXSEBAFEEBIn, NEELR. WFEHEER , F2BKRAESSE. BAUEA andM
BEZEREXNFEESE —RBor. TEREXNBLAFTEBAME (true =X false) , BERE/DR 4, 000
BFxt. TXIE If-else BRI FRHF,

o R - £ R R Amazon Fraud Detector £33 BIfBRFRHER MW R FE, FRISHFERERNGER, &0
NABETRNEREIRZIER  WKHEMEERA, MEHEER , F2EEE

ERHBRSEELE—EHEBRHNRA, HAKZANE IEEE , MEANSERSTLE 30 @FE, &
AUERANREVEFTEYRA, SUAUEYHRAL , Yi§HRREERZREIREB.

RAZESSE
T &R Amazon Fraud Detector P FRIER, ( BIRAIRE ) Ihee,
EREH

BRI AFERFAAESHREEPERNEAEHBARENN . FAEZTHFRRERREH .
$example_variable < 100
FEREE

BRI LFE R ESEENHBEHRNEEE  WSEEEARANRESNP, FAETTHRREREEER
& :
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ERAEER

$example_list_variable in @list_name

. NEERNE D EE T

Amazon Fraud Detector @& T3 HBREE T : >, >

EHWT -
gifl . <

$variable < 100
&5 : in, notin
$variable in [5, 10, 25, 100]

g 1=

$variable = "US"

$variable == 1000

1=, ==, in, notin

BEEFERK

BEF Amazon Fraud Detector Operator
RN ==

TER =

KR >

PR <

KRBEFER >=

PREFER <=
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EEf Amazon Fraud Detector Operator
In (A) in
X PR
/) /4
Not ]
HEXYE

BUNEREXNPEAEXABBER T (HlM+, -, *. /), BENEARFREFEHEZTESHE
B,

ETEMNRINP  ZME$variable 1M FHi®EH$variable_ 2 , WREBEEE /PR 10,

$variable_1 + $variable_2 < 10

BEXYBERKRER
BEF Amazon Fraud Detector Operator
Plus +
&/ME -
;E *
BR /
Modulo %
FREAEFERX (regex)
B LAEA regex RESHERN , HAREXN -2, IRECEELHEP —FEBNBETH

RBE , E4SEIEM. Amazon Fraud Detector EHEFARAUEERN B ELE (fln , c2RIER
MY FERRERBEERXBR , BE True/False)s Amazon Fraud Detector R BIRZEX T ER L
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Java By .matches() HE® (FH RE2J RARERNERNE ), HBER L EHEERANAL , TH
AT R R A FRERER,

ETEHMNE—Eg#plh , RMEELKEEERBemail/ B, A%, BMIEHEREXR
Begmail.comit email ¥+, FEE K FEHBERY , UERFMTUABERETFTS . com.

regex_match(".*@gmail\.com", lowercase($email))

EE-ESEHD  RMSREEHE B phone_numberBEEIFR/MEBT+1 , LYEEERBERERE
XBE, FEERY  UERMITUARERETS +1,

regex_match(".*\+1", $phone_number)

Regex E#l&
BEEF Amazon Fraud Detector 345l
LEEBRTE A BV &R regex_match("*mystring" , $variable)
TEHEFFH regex_match("mystring" , $variable)
LEE T AT F T regex_match("." , $variable)

LE¥$BR "mystrings BIVFTITUAANEEZEE  regex_match(".*mystring" , $variable)
FIT

B HSRF T \

BERBRERE

AEBREEESELAEEER, & Amazon Fraud Detector 1 |, iEE€ L null ®RR. BAIEATHIE
ERBITILIRE -

$variable != null
Bt , MREHREREBEILEERE , BRI T T EE -
$variable == null
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% IR

WA LAER andf ZERERNFESHE —#or. Amazon Fraud Detector € 1E K EEE — true B
FEORKIEXFZELL | WEKFIE — false [EANDEFTE AELE,

ETHENEMF , RAER FRERBEREandFt. EF—EREX+S  BAEERESH 1 BRE
PR 100, EEZERR , RfigRELH 2 EEFEXE.

HRRRER and , BB ERGELER TRUE , F8EFHER TRUE,
$variable_1 < 100 and $variable_2 != "US"
B AERE RS MERESE TR :
$variable_1 < 100 and $variable_2 != "US" or ($variable_1 * 100.0 > $variable_3)

HttREXEH

DateTime B4

B HiR 451
getcurren LA 1S08601 UTC # XM AIFIT  getcurrentdatetime() == "2023-03-
tdatetime() BB e, BE LA getepochm  28T18 : 34 : 022"
illiseconds(getcurrentdatetime()) 2R
BITHAMERAE
isbefore( MR A DateTimel R isbefore(getcurrentdatetime() ,
DateTime1 DateTime2 , BMEE MM (True/Fal  "2019-11-30T01 : 01 : 01Z") ==
. DateTime2) se) "False"

isbefore(getcurrentdatetime() ,
"2050-11-30T01 : 05 : 01Z") ==

"True"
isafter(D MR A DateTimel BRRA isafter(getcurrentdatetime() ,
ateTime1 , DateTime2 , R/ E A #{E (True/Fal  "2019-11-30T01 : 01 : 01Z") ==
DateTime2) se) “True"
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B3 iR &1 451
isafter(getcurrentdatetime() ,
"2050-11-30T01 : 05 : 01Z") ==
"False"
getepochm %A DateTime , 3 LA epoch ZEM{E  getepochmilliseconds("2019-
iliseconds(DateTi  E13% DateTime. EARE BHEIT  11-30T01: 01 : 012") ==
me) EBIRE 1575032461
FHRERET
EEf 23451
BrRERAKRE uppercase($variable)
KrEERR N NE lowercase($variable)
Hith
EE T g
i # B TR
Ei HRA

A LA7E Amazon Fraud Detector 32 4&. £ create-rule i85, A CreateRule API S EH I
#E 8l 5BAR Python (Boto3) B9 AWS SDK,

BEANBSETESE—KRERX , UHERNENEHEEE, AEREXNHBXETHATMNE (frue K
false) , BRE/)R 4, 000 FT. TXE&E If-else BREH., EEXNPEANFTEELEHLEETME
WE4ERPELER, Rkl  EEXPEANMEEERNXERLEESR. HAUSHEREEE |, WiE
AIEH,

THEHSEIEEEREE high_riskR Hlpayments_detector. RAIEHKERXFE
Rverify_customer 2R A2 31 B H#
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Amazon Fraud Detector EREER

FRMRAF

FEERTRIR , FHLETR TSR , BEERMLRA

- BV ERIER
- BYER

MREBER/ERARFIRYERZR, RANGER  FREHENFEE, RAUBHE, RAREXNERS
BRARREEARFMEENBBNREL,

£ Amazon Fraud Detector F32= & hE T HHH Al

1. FABAWS EEFZAWEALBHIRE, EEZE Amazon Fraud Detector,
2. HEERESEEES  BEENRN A ARBBINEACERARGEIINEREE , Flm

payments_detector,
3. % payments_detector EEHF , BEBBNRARSIER , ARBEFREIKRA,
4. HEHBHRAEED  GATIAS .

a. HEEEH K WARANERE , #6] high_risk

b. 7E#ER-ZAD , BEFEHEubI AREER , Hla0 , This rule captures events with
a high ML model score

c. EREXF , FAREARESEETRACARFINRIREN, &

5] $sample_fraud_detection_model_insightscore >900

d TEERP 6 EELACEHRGIEMMER , Bl verify_customer, ERZFERMBANER ,
MRF[ANEFTHHEEL , EERER,

5. EEREARA
BEAERIEEIFNHRE, iEK Amazon Fraud Detector B B)2 RIS E AR EIZE 1 Mo
F BuF B BARM Python (Boto3) B AWS SDK

THEFRXNIEEM CreateRule API REV R EERIZE high_riski# Hlpayments_detector,
BRI BEESRANREANERFTIEEverify_customeriRAl,

TERMRAF
EEEREMRERNS K FHRELCSTATIRE  ARBEBEYRA
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Amazon Fraud Detector EREER
- BEI{ERIEE
- BYHER

MREBERERARFIEY AR, RANGER  FREAENFEE, RAUBE, RAREXNERS
BHRSRSERRAEBENEBNMREN,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_rule(
ruleId = 'high_risk',

detectorId = 'payments_detector',

expression = '$sample_fraud_detection_model_insightscore > 900°',
language = 'DETECTORPL',

outcomes = ['verify_customer']

)
BEE FAIME 1 M, Amazon Fraud Detector & B E#i§ H 2 44 EBIBS E A,
ER A

B LERERRA  FERMEREMRAUELR, ERRAUREN , IFEIBRRAANER. EE
EHMARRNE , FRIMHARARAE,

& 1] LATE Amazon Fraud Detector £ #8& AR A update-rule-version T, A UpdateRuleVersion
AP| S AWS SDK RE ##3 8l

EHFRAIE  BRELAEFREWERSFARA , SAERFERRIRA,
£ Amazon Fraud Detector 3= A& P E 5 Al
FEFEHRA

FEAWS EEFEAWBALNIIRSE. EEZE Amazon Fraud Detector.
EERSBEERYT , BEEUR

FEERBRERTD |, EIEAEE 5 RAEEB N R
EEAUREED , EEEBNRAUZRS|IER , ARENEEEMIRA
ERAUEES , BEFE K RBBEEIRA,

BEE  RADEE, RAERNER, REXHIER.

I
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7. EERREHRE

/R EHHEA BEAR Python (Boto3) #9 AWS SDK

T oI HIFZXEEE A UpdateRuleVersion API , #$R BIBYEI{Ehigh_riskf 900 B A 950, LR Al
B35 8128 #E@Bpayments_detector,

fraudDetector.update_rule_version(

rule = {
'detectorId' : 'payments_detector’,
'ruleId' : 'high_risk',
'ruleVersion' : '1'
},
expression = '$sample_fraud_detection_model_insightscore > 950°',
language = 'DETECTORPL',
outcomes = ['verify_customer']
)
= oo
/B

FEEEHERNEFEEN AR AER, SR LEEERSEEHN BT ERRAER., B
B 2 & &F Amazon Fraud Detector #0472 5F5m 78 B HA R R 2w A E RV R ¢F. flan |, BT
M IP i#hiEE | REBEMRA , LUERSTE IP it ASESREREEFR, FRABFENSRASE
$ip_address_value @list_name XK o

5/ Amazon Fraud Detector , A AFTIERBRERNREEFE K MATEEMEEABNAL, HEHE
HEEMBHRNANSESNATTIERNBRNER,

BERZUEE 100, 000 @ —1EE , B#EEENRERZIE 320 BFT. BIFTER , BERA
AN SEFEEEE Amazon Fraud Detector By S Z¥E 5 FREE_FORM_TEXT fHE3Ht, &AL
FERS IS S EEA IS RGNS E, RUUERITPEASRS 3 EBE,

A LAERA API, {8 ZHEA AWS SDK , £ Amazon Fraud Detector T2 AREVEE, BEEH
WZEEE AWS CLI, MIBRBE , SIMIBRBEEFN—ZEEE |, SIS BIERIERGEE,

BIURE

BULESHENETFEVES2BBAERNNEE (HE ) , YERAREXNEABFE, FEF
MIEEUABEEE K MEFTERCRABENRA,
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EFERVEE LSV AREERE , AREEM S EER Amazon Fraud Detector £ 2 A T 1Y
BB, BIRTEER , Amazon Fraud Detector €{R5%/58E A FREE_FORM_TEXT 88 a,

& A LATE Amazon Fraud Detector £ 4&. £ API, £/ AWS CLIS R AWS SDK ZiFE,

f£ A Amazon Fraud Detector IR A EVFE

BiEE
1. FARAWS EEFZAEWEALHIRE, EEZE Amazon Fraud Detector,
2. EEfIBEGFKT  BEFE,

3. EEEFMERAT

a. WEERBRYT K BABENERE.
b. RS , EFEMEAHER,
c. (ER) #2BEEF  REWFEENEBEE,

/A Important

MBREBFESS IP i | FHELER IP. ADDRESS #AE 888, MBEHKER
£83EA | Amazon Fraud Detector 81R5%EE A FREE_FORM_TEXT S 2g8,

4. HEHFWBEERG , MBBEEE , ST —EHE. ShUNREEREENE LHB,
(® Note

ARERBETREAERSR , BEEFEPRE—N, R AWMEHERNEE , AIRE
#HiE—EEE.

5. 1#$E Create (B1I).

FH #3EE BARM Python (Boto3) B AWS SDK

BALEBEERERBRENLBE, BIBER , G bLUERREMHAER, EVSIHARME ¥R
BFEERE, HEF K LALUBREBHMEEEREEARENFE, MRECERLBEREAREREH
BHE | ARLUERSESBEEERGEE, BENEBEEEERERELEE,
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/A Important
MREWFEGLES IP it |, FFIEXHE IP. ADDRESS i8RASEIER, MREBREREEIE
#  Amazon Fraud Detector 8RB E A FREE_FORM_TEXT £83g3,

T5&HIER CreateList AP R4E |, BBRMER, SEEANHEUMEallow_email _ids/EEIEHR
XEESEEO

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_list (
name = 'allow_email_ids"',
description = 'legitimate email_ids'
variableType = 'EMAIL_ADDRESS',
elements = ['emailId _1', 'emaillId_2', 'emailId_3', 'emailld_4"']
)

HEFEPHIGIEE

BUEEZ#® AU UBREEERHERMMER, EREEFEFHEIMMBER , EFEEEHR
EEEARBNRR. RASBABMWAFENER,

BN EERZTEE 100, 000 fEE—IER , BEEE &S AE 320 EF .

&7 LATE Amazon Fraud Detector 32 & EMA API. AWS CLISifER AWS SDK #18IHE .

£ Amazon Fraud Detector XA EEEFHIPIER

EBEPHIE—SZEEE

FEAWS EEFEAWBALNIRSE. EEZE Amazon Fraud Detector.

EEREBEERT  BEBE

EEEEEY , ENMENEREANEE,

EREFHMEAREEY , BERIIHERZSIER , AREENEER,

EFEFEER SRS , #8ETLNE —EEE  IRFERERNYE LEE., FRETERA

EiEDRER.

o K~ w0 Dd =
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6. BIENE,

A EEEPHEBEE EARM Python (Boto3) BY AWS SDK

T 5 HIEER UpdateList API #4E , #£allow_email _ids’BEFFEMEFER ., FRELLEEH

HHNIREEEBEPRE—/,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_list (
name = 'allow_email_ids',
updateMode = 'APPEND'
elements = ['emailId_11', 'emailld_12"']

HEBEREIETIGRE

SR A E AN SEBEE XA Amazon Fraud Detector By 28 R S BUE R ERAEE, BiETE
2% , Amazon Fraud Detector € {5858 A& FREE_FORM TEXT £2EH, JFH4IE G2 IP i
B E A BB IP. ADDRESS &S5 R fH BRI,

BRI ERVBFERIERERGEERESRBEREVEN, MRECKEFERSBERE VN I
FEMERHEEE  ALFABUNNEE., SEZSEFENSHEL,

& 8] LATE Amazon Fraud Detector 32 & F{EH API, =HEA AWS SDK AWS CLIZRIE REHER,

5 Amazon Fraud Detector 12 &S BERIERIGFE

e B IERIGIEE

1. BEBAWS EEFEZEAWEALZWIRE, EEZE Amazon Fraud Detector,
EERAIEEERS | BIEBE,

EFEEET , ENEERRESERNMNBE,

ERERMENEET , BESE  ABBIURESFE,
EREEESRT | BEIEEENSEER,

i#IZE Save ().

o a0 b~ w D
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Amazon Fraud Detector EREER

F A KEBERIEIRIEEE EAR Python (Boto3) B AWS SDK

THIEEFIEA UpdateList APl #4ERIEMEallow_ip_address¥l HEVEBEA,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.update_list (

name = 'allow_ip_address',
variableType = 'IP_ADDRESS'

IR E

A LA BR K A RMEMAR BIEYEE ., EEMBREER , Amazon Fraud Detector 8K A MBREZ B E S
BEhWEER,

EATLAEA API. AWS CLI 5 AWS SDK , # Amazon Fraud Detector £#2 & H iIFRFE.

{# F Amazon Fraud Detector 1% & M5 EE

fIBRIEE

1. HABMAWS EEFEREWFZIAEHNIRSE. EEZE Amazon Fraud Detector,
EEREBEERT  BERE

EEEREYT , EREEMBRNBEE,

EREFMEREEF , BEDHE , ARBIMBREE,

BEMBREE,

o > DN

FF MIBREEE EAM Python (Boto3) B AWS SDK

T & HIEA DeleteList AP BREZRMIER allow_email_ids.

import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.delete_list(
name = 'allow_email_ids'
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WEFEFMEREE

BRI LARERIEBEFRMBR—ZEEE ., EEMBREFEFRHNEER , ETEEEFHHRA |, FESHCE
IR, RASEBSHERNEE,
A LAEA API, AWS CLI 5 AWS SDK , # Amazon Fraud Detector 2 &AM EFETRIRIEHR,

£ Amazon Fraud Detector & EE T MIRIER
RBEHMBR—=ZEEHE

1. HABAWS EEFEZEWFZIAERHNIRSE. EEZE Amazon Fraud Detector,
EEREBEERT  BEBE

EEEEEY , BN ESLEMBRZEBENEE,

EEEFHMERAEEY , ERSIHERRS|ER , RERENEMBRNIER,
BEMBR , RABREOEIEMBRETRR,

o M w0

R BEFPMERIER BARM Python (Boto3) By AWS SDK

ETHEHIF |, UpdateList APl #g#EE#allow_email_ids/EEFHMBRIER.

import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.update_list(
name = 'allow_email_ids’,
updateMode = 'REMOVE',
elements = ['emailId_4', 'emailld_12']

WEREFMERMBERE

MRBAPREREBE , EAILURBRFETNIEERE, ERMBREEFNAEER , HEBHEMH
EBEFRIER,

AL ER API, AWS CLI 2 AWS SDK , #£ Amazon Fraud Detector 3= &M FEFMIRER .
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£ /8 Amazon Fraud Detector &R FEFMBRATEER

WBEFMBRATEIRE

1. FABAWS EEFEEWIBEALNIRSE. BEZE Amazon Fraud Detector,
EEREEERP , REFE

EFEEEY , ENISLEMBRZERNBEE,

EREFMEAREY , BRI HERRSIER , RREZF2TMER,
EMERFTESRST , WA delete all TR , RBBEMBRIMEEEER,

o & w0 DN

A EEERMERATEIEER BAR Python (Boto3) K AWS SDK
FET5EHIF , UpdateList APl B{EERallow_email _ids/BEEHMERFIEEE.,

import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.update_list(
name = 'allow_email_ids’',
updateMode = 'REPLACE',
elements = []

e R

EREREREANER, ZULASEVENEREIAGRELER, 6l , BrugEsEERRKER
JE#& (high_risk. mediad_risk F low_risk) REMF ( Bk, BE ). BYRBR2E , B —HZE
HERIEEHRE, £ GetEventPrediction EIfE® , Amazon Fraud Detector €& E{EA TR AN E
=R,

b= RvE S

A LATE Amazon Fraud Detector 32 &, A put-outcome %, M PutOutcome API S 2
MAESR BAR Python (Boto3) B9 AWS SDK,
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Amazon Fraud Detector

ERAEER

£/ Amazon Fraud Detector TR &E B ER

BEEV-HBSEER,

1.

2
3.
4

FRLAWS EEFESI BT ALNIKRSE, E¥ZE Amazon Fraud Detector,
EERAEEERY , BEER

ERREEY , BEE,

EENFEREEY , BATIRE :

a. ERREBT , BABRNERE.
b. MERREARP , BEM I AHER,
BEREER,

ER/SR2 35 REVHMER

FH ZBIFER BEAR Python (Boto3) B AWS SDK

T 5Bl A PutOutcome API REY =EiE R, ©FfR verify_customer,

a

pprove. BURR2z% , BB EREBERGHRA,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_outcome(

name = 'verify_customer',
description = 'this outcome initiates a verification workflow'
)

fraudDetector.put_outcome(

name = 'review',
description = 'this outcome sidelines event for review'
)

fraudDetector.put_outcome(

review#l

name = 'approve',
description = 'this outcome approves the event'
)
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il B SR
252 U P 0 AR s R B P O o

EIEMIBR#E R EF , Amazon Fraud Detector 8 kK AMIRZER , BER AT EBEFEMAE Amazon Fraud
Detector #,

&8 LATE Amazon Fraud Detector 32 & F A delete-outcome #59S. A DeleteOutcome API SR fE
F B R Python (Boto3) #9 AWS SDK

£ Amazon Fraud Detector 3124 th | BriE R

i B SR

1. & A AWS Management Console 3B Amazon Fraud Detector £ & , #81tA https://
console.aws.amazon.com/frauddetector : //5

#£ Amazon Fraud Detector T2 AN EREEE KT , BEER , AREBEELER.
EEECEMBRNER.

BEEME , REBIBEZEMER

WARRER  RAREEMRER.

o M w0 b

FF MIBRFER EARM Python (Boto3) B AWS SDK

T5IE 66 DeleteOutcome APl MiBRverify_customerfE R, MIBRERE  SEEBSHEEBRG
A,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.delete_outcome(
name = 'verify_customer'

)

T

BERAKREEITEANARSYG. ERFESKERIE. H78IREF. AR, EAENK
F. SERHBEEA ENTITY_TYPE) MEREBIA (ENTITY_ID) MASHFEREN —22 , BiE
LT EFNEERR,
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Amazon Fraud Detector F I EBEIRELEHMNERER , UIEHEHHTE, REEFEREA S
FANEEER | KA%TE Amazon Fraud Detector FEY , RAEEERYE4ERBFIETEYS,

BEVEREH

#£7] LATE Amazon Fraud Detector 12 & £/ put-entity-type . PutEntityType API S
BUEEEA EHM Python (Boto3) B AWS SDK. A F&EHI&FE Amazon Fraud Detector 12
BcustomerFFAEA R Python # SDK (Boto3) BV ERER, MRLEEVEEERREEHE
R RN AIRFERERNERE K SERAEAREARMNEHERETNERER,

£ Amazon Fraud Detector IS 2V ESEER
LERURBED
1. BRAWS EEEEADEAENIES,

EEBEF Amazon Fraud Detector , IBIZEXRIEBEFHNERE K REBIBIERT,

2.
3. EEVEREEY BAZFUMABREBERERE. 3E K WAERNIER,
4. JiB4E Create entity (B EE),

A BUERER BEAR Python (Boto3) B AWS SDK

T % BAR Python (Boto3) B AWS SDK 2N E&IHIEH PutEntityType APl REN B HH
customer, MREEEVERBRRESHRANBVEY , LIIRERENER K BEALSE4ER
EREAREERRANERS.

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.put_entity_type(

name = 'customer',
description = 'customer'

M pRE R A

1£ Amazon Fraud Detector A | A MIBREHER I SN ERER, B8 S MIBREEE 58 48 BB
HEHER REMKREEER,

BUHE

3
e
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ERMBREEEREE | Amazon Fraud Detector @ kK AMIBRZERFER  BHERTSEFERIE Amazon
Fraud Detector F,

& T LATE Amazon Fraud Detector £ # & AR A delete-entity-type 5%, A DeleteEntityType API
;A BAR Python (Boto3) B9 AWS SDK

£ Amazon Fraud Detector 12 & F IR EaEmR
EEMpRERER |

1. & A AWS Management Console 3B & Amazon Fraud Detector =12 & , it A
https : //https://console.aws.amazon.com/frauddetector,

#£ Amazon Fraud Detector T AN ERISEE K+ , BEEER AR B2EFER,
BELERRNVEREER,

BEIZEME , REBIZEZMIER.

WMABRENER  AREERKRERER,

o ~ w b

F/ MIREEER BEAHRM Python (Boto3) By AWS SDK

T 5| EAR Python (Boto3) B AWS SDK #ifIF2=X 5 & A DeleteEntityType API IBRERERE
Fo

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.delete_entity_type (

name = 'customer'

)

£ & Amazon Fraud Detector & & AWS CloudFormation

Amazon Fraud Detector 2 82 ¥4 AWS CloudFormation , 3£ 18 fR 7% A t# Bh 48 2 3. M1 5% E Amazon
Fraud Detector ERWER  BRUBLBEIVNEBRERMEBRENRE, B BETEHA | #HiR
R EM A Amazon Fraud Detector &R ( HIaN{ERIZE. B2, EntityType. EventType, &RFE
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%) , AR AWS CloudFormation iR EELER, B LEEFHAEA , £2E AWS IEF
MESF -—HEEEHEENMRZEER.

£/ AWS CloudFormation EEZENEH.

37 Amazon Fraud Detector £i7x

= EMEMERE Amazon Fraud Detector MABBRRBHNEIR , L4 E T #H AWS CloudFormation &8
A, EARLL JSON 5 YAML BRLN X AER, ELEARALBEE AWS CloudFormation HEE
FHENER, MRETHAE JSON = YAML , B LAEH AWS CloudFormation %5+ T B 3% Bh &
B EA AWS CloudFormation E7<, MFEFMER , FSEAWS CloudFormation ( FAEIE™)
Ry EEE AWS CloudFormation 585t T & ?

&t a] LAGEFH AWS CloudFormation 842, FEF MM BER Amazon Fraud Detector EiR, MEFF
ME , 2IE EIRA JSON # YAML EAREf |, 552 BAWS CloudFormation ( fEA&EEFM) H1
Amazon Fraud Detector &REH 8%,

MR EEMER CloudFormation , IR FEEETEH M IAM BERE CloudTrail 52 8%,
&I Amazon Fraud Detector #&

A LUEIB CloudFormation 1 & %18 AWS CLI ZE3Z. E#H FMER Amazon Fraud Detector 3#

o

i

EERVHEE  SBUAF—EEX , 588 AWS CloudFormation S8 MEERIEHNHES, Bt
A LA B 2 B Amazon Fraud Detector &R E A CloudFormation E¥EF |, AERASHE AFHRIA
BHMEE,

MEEEMBAFERA

O
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28 AWS CloudFormation fEF &8 , THRUN{AIZESL, & 5 MM BRr 3

e
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48 AWS CloudFormation B AR TLHERE, —BME , REEXRKEDTBEHRNEEE
RiEBHER, EXRERNOEFTRNEEEEER | ZﬁHﬂﬁEE%ﬁﬁﬁE’J%Lﬁﬁ%ﬁo

BOLVEEASREERNSREGENEE (HRE, 88F ) B HEERAMHERE, NREFEANR
H R , BEZERBREBEA Amazon Fraud Detector EiREH M RGNV ERHEBE —#2, Hm
A LB B E Kinesis ERHVER | DHEBINEERFEEEZRH Amazon Fraud Detector £, &
ARERERAPTERENER —EEENERS .
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T ## Amazon Fraud Detector CloudFormation 2%

BX T FT & CloudFormation E874x PR AVIZXEZ B2 5% , Amazon Fraud Detector iE # HH R B8 S\ 2
& TR EENBITAE, WRETIEEHP—ELMESE , CloudFormation #& Fa0 T Fr RV
FEERE,

B8 | HERE

DetectorVersionSta ACTIVE : B0/ EFHWERSBRAREAER ER
tus FR iR RE

B . B/ ERERABRRARESERRE

AR TRUE : fEcreate/update/deletelti Bi% | A FF TRUE
CloudFormation creating/updating/deleting®&

N
VI o

FALSE : 7t5F CloudFormation B8 E MR BT
£ BETSHYHETEIAEE,

Amazon Fraud Detector BRI £55] AWS CloudFormation #4x

LA 2 AR E B {8 8 25 A1 45 BA B (58I 33 AR A< Y AWS CloudFormation YAML &2 &5 451,

# Simple Detector resource containing inline Rule, EventType, Variable, EntityType and
Label resource definitions
Resources:
TestDetectorLogicalld:
Type: AWS::FraudDetector::Detector
Properties:
DetectorId: "sample_cfn_created_detector"
DetectorVersionStatus: "DRAFT"
Description: "A detector defined and created in a CloudFormation stack!"

Rules:
- RuleId: "over_threshold_investigate"
Description: "Automatically sends transactions of $10000 or more to an
investigation queue"
DetectorId: "sample_cfn_created_detector"
Expression: "$amount >= 10000"
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Language: "DETECTORPL"
Outcomes:
- Name: "investigate"
Inline: true
- RuleId: "under_threshold_approve"
Description: "Automatically approves transactions of less than $10000"
DetectorId: "sample_cfn_created_detector"
Expression: "$amount <10000"
Language: "DETECTORPL"
Outcomes:
- Name: "approve"
Inline: true
EventType:
Inline: "true"
Name: "online_transaction"
EventVariables:
- Name: "amount"
DataSource: 'EVENT'
DataType: 'FLOAT'
DefaultValue: 'Q'
VariableType: "PRICE"
Inline: 'true'
EntityTypes:
- Name: "customer"
Inline: 'true'
Labels:
- Name: "legitimate"
Inline: 'true'
- Name: "fraudulent"
Inline: 'true'

1 — 5 7 ## AWS CloudFormation

ZEEHE— 4 T H AWS CloudFormation , F2E T3 &R :

AWS CloudFormation

AWS CloudFormation f£ i & 155

AWS CloudFormation APl £&#&

AWS CloudFormation S8 S5 R E A EERE
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A F 5w Y8 A

&I LAE A Amazon Fraud Detector ENEFERSE — =4 FERTER |, BEERE —HEHMNFERTE
B, PEEAE -S4 —HAESHMNERTER , BEERMETHIERALE Amazon Fraud Detector :

. FREAES
. BhEER

AF B 2RI B 58

FEERTEABEMEA — S ER AR AESHHEEABNER , ARRUEBERNFEREN S H. BAIUE
AT5cHEFRERES -

- BHEE - EREHNEE

- BE - ERFERAFRNEEEZNERER

- BY - ARESHHEBNER TR

A - &% Amazon Fraud Detector 21{a 72 3£ SR TR R HA B AR = 2 BB

- BR-FWEAMEENGER

- BRI - SERESHNFERTEREE

MEARBILFRERZBE Y THHFMER , 5528 Amazon Fraud Detector 82, FIRELEFER
BHze  FRELCEILRATESEREAEENERSERAE, B AERAERENSEERAT
AP| 2 MEBMERIZRRA, WEEH TBRENET , F2RAMN (26 ). WEEH APIWEE
w, B2RE{EREEMA,

EHFRER

EHTRENEREETECESHMNFEEN. CETENSES4HBL4 AT S REREFRAHEBEBN
EHEATEEASHNE. A ENSHPEENXATETHIER !

« EVENT_ID - S#REBIRF. fltn , MRENEHRRE LS , EVENT_ID AJRERBRHIEEFNRS
BERB,

EVENT_ID BWEE &t
. BEHBARKE -
. ERRRHENEREESHEN
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- HAMBRAUFKENEN : "0-9a-z_-1+$.
- %ERE. EVENT_ID RE4M2E  ARYEHETERE , SIURBREH,

- TESXEHARTKHINE EVENTID, RATCTREEHEZCVEENEHRHRLE[E L RAK
FRRMATEMEER EVENT_ID,

« ENTITY_TYPE - BIfTE4NER , fINIERIEFF.

» ENTITY_ID - TS 2 BRI, ENTITY_ID XEBE THRAURERXER : ~[0-9a-
z_-1+$. MRFFEEFEEMER ENTITY_ID , FEERANFEH,

- EVENT_TIMESTAMP - S4B 4 KA EEEGRKE. FEBLA AT UTC F4 1SO 8601 X,

LSS ER:]

RO LLEB I GetEventPrediction API ENFE LR LR B R EBFER. B LlRHEEEKRH
BE-EHMNHEREER , YRIERIEEERSZEEBMNESRTERZEE K BPERER>ENER,

BB FFBm TR AV IEAF 5 X

GetEventPrediction APl A EMNERIZMRA R EASHEHNB4PEEN, EFTHE
@ , Amazon Fraud Detector 8t A IEZHABRANEREEER Y , ARKEREEZHA A
TG, RASKRFAUMTENIEBEERT (FSEELERZERA), EEFEF , Amazon Fraud
Detector 2R MR R 58 , LA EEAH A48 Bl AH BB (2T 7E R

H 1S BN &5 FF 5w T8 R
EEMBARFRER  BRECCRISBAOSHREUERARNNENS K2 RAE,

B LAMER AWS @S5I RE (AWS CLI) SE A —18 Amazon Fraud Detector SDKs FEMY
GetEventPrediction API #4F , ENEFES S HRIZERTE R,

EFEFA AP, BESERERPRERHE—SHNENRA. EARERN—Br , BAEEE detectorld
Amazon Fraud Detector i REFEEH, B LUREMIEE detectorVersionId,
RdetectorVersionId&3IEE , Amazon Fraud Detector A& {ERIZFH ACTIVE RRA,

B LGEEM X ER | BBE MU EEERRIA SageMaker Al 1

HexternalModelEndpointBlobs,
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£ B FESRTE R 1B A M Python (Boto3) BY AWS SDK

EEELERTER , 5™ GetEventPrediction APl, AT EHIHREREETHK B 90 : EAEFER
Al EREIEN—Iy , ERREIER S , UREMHEFHRANEENER, BAUE aws-
fraud-detector-samples GitHub f##FE L% F|GetEventPredictionFE Ry H &5,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.get_event_prediction(
detectorId = 'sample_detector’,
eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",
eventTypeName = 'sample_registration',
eventTimestamp = '2020-07-13T23:18:217"',
entities = [{'entityType':'sample_customer', ‘'entityId':'12345'}],
eventVariables = {
'email_address' : 'johndoe@exampledomain.com',
'ip_address' : '1.2.3.4'

#ERFEA

O LAfEF Amazon Fraud Detector REV#ERTERIER | LLEE —HAA S ERRFT 2 EHTER,
BN | 0] LU 3T R TR RME IS SR B 1T B iR proof-of-concept , RE MM EE N, SARFTBNE
H Rk,

B A LAfEF Amazon Fraud Detector =32 & 2 37 #t )X 78 RI{EH , SifEH AWS Command Line Interface
(AWS CLI) s H & — 1B Amazon Fraud Detector SDKs FERY CreateBatchPredictionJob APl $&4E,

e

- RORFERIREES K

ARG HIER

IS #HE R FE A

IAM £ &35 5|

5 BRS#t R FEERTER B A R Python (Boto3) B AWS SDK
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#RFERIHEEST X

CreateBatchPredictionJob APl & {EMERIEEMERIZEMRA |, RIFM A Amazon S3 REFETEDN
A CSVRERTIRUNERIETER, API EESEELEMN CSV BRELE S3 fEFITHE,

BRFAREBELLEGetEventPredictionBEMHBEN A A EERE S BMAANER., B2 8
flGetEventPrediction , EEZMHXTARESR  LEXEUEMARE, BEMHIIRER KRR
2R R B R AS REFAG BERAE S F RV S Ao

R FEAMER LN E 4RSS BEEHE GetEventPrediction API BN P B EEBHEE, MESF
MMEF , 5528 Amazon Fraud Detector E1E,

85— R R R BT — BRI
T A M B AER

WA CSV EXREESNEEMBAASRRAHABNSHEENERE, BAERERNANLERA
1GB. EHEEEREHAIME,

BRIEZEREEERHEETRMNMAE , B Al Amazon Fraud Detector & 71E B2#i A {8 AR M 7 AT #
BYBHER, AHERTSRABAERNRAERI TSI INE LR

 MODEL_SCORES — F¥#HiR A BEFME RIS A HEB 2 BEEENSHER S H.

« OUTCOMES — FF#lIFRBAFTEERISBMAR HR AN EHER,

« STATUS — EHEH4RECHIFTME. UWREARRINTML , RSB TABNERRRE,
* RULE_RESULTS — RIEFER BBTEX LLH N MERAFE.,

H G #E IR TR R

THSRBRECELUEHEE, FAXSHEEIRER (2R )  URAREHREENGRS
AR AR o

VS LR FE R

1. & A AWS Management Console 3tF X Amazon Fraud Detector 125 , @it A
https : //https://console.aws.amazon.com/frauddetector,

2. 7 Amazon Fraud Detector FIEEMABIEEEFTKF | BEHMXTER , RRZEFEFHIXTER,

3. EAEHERY , EEM#XRBAEBENEE. NREREESRE , Amazon Fraud Detector EFE#E
EEBERE.
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4. FEEBISFP , EERUAOXTERNERSR.

5 EERISFEMRAY | BFHAOXFEANERSERE, S GEZEAREBNERSRERET, REN
BRIFEFER Active REBMERIZEBRA , AIgEBHBENEEREY , EEREAUEEESE IE
18,

6. EIAM AT  BEFEVEEHANGLE Amazon S3 #FITFERENNS AZIENAE, W
TEZEA , F2BEAM AEES

EEMEMRTER , i CreateBatchPredictionJobiR4ER IAM A X EEGE A S3 f#
FErENEBERET , UkEE S3REEFIENBEANT., NEREFTEFUNEMRET  F2H
{Amazon S3 EA&IEE) PHMEHEBEEH,

7. EWAERHMLED , EEBWAERN Amazon S3 LE., MRBREKAHERKETRN S3 f#
RS  FENS RERMCEETEE |, WiRAEHER Amazon S3 L E,

8. (EA) RENYXRFEAEBRIER,
9. EIE RKEM

Amazon Fraud Detector @ 2 I #tXFERIEHR , BEKHMES In progress., #UXFEREKE
ERNEERBES4HHENGARFRAERMEMTE.

HEFLERETHRFEAER St ARAERFAEARR , BEEF , AREEFLLHX
TR, MREEFLHRFIER , ERTIFREEBNEMER,

EHRTEAEENRERE S BFComplete , BAILARIEEN & H Amazon S3 fE1ZATERE
BEHRNRE L, BHEEREBAOERAB batch prediction job name_file creation
timestamp_output.csv. fll , REEB AR 2EKH & EHIEZRmybatchjob® mybatchjob_
1611170650_output.csve.

HERSHRFAEBTENEESH , 557 Amazon Fraud Detector TR AN EREEEF RS |, =
BESBENER,

HEMBRETERNARFRES , FoIEHRARAERFMAEAETE , BEBME , RAREEMEBRARTE
Ao

IAM & &5 5|

EEEMTER , WO CreateBatchPredictionJob #4EH IAM B SEEF#E A S3 #EFITFENE
EGEFE , WASEFA B AR S3 REENTE., NEMETEFUNEFMAENA , 528 (Amazon S3 #H
ZEE)) PHFEHAEBREE, £ Amazon Fraud Detector 3 A £ |, &8 = {118 A1 Z Buit x 7858
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1. BRI FPHRFEAERRELAE,

2. IBHUE £ B117E Amazon Fraud Detector T AFREIUMWIEST IAM B, STIHTRBZE , FELE
S3:PutObject FFAFEEAE,

3. BERIEME IAM B A BT ARN,

MREKEE IAM AEHEERNER  FRETIIEE

1. &89 Amazon S3 & A& H A 7 Rr B R ERI R VR AE R Y B 1,

2. BEAWN IAM BEEB# A S3 REFriEMNs3:GetObjectFF A , ARk S3 fEfFiree
#s3:PutObjecti .

3. BERAN IAM BEEEREEE NEFBKfrauddetector.amazonaws . coms
£ BEHREERTER EA K Python (Boto3) ¥ AWS SDK
T %I &i5| B~ CreateBatchPredictionJob APl BV EEHIFESR, #LAXTERER MBS ETIREER : &

BIES., ERRRANBEHERER, THEHBRRECEBIEHER sample_registration, &7
2% sample_detector FMERIZFARA 1,

import boto3
fraudDetector = boto3.client('frauddetector')

fraudDetector.create_batch_prediction_job (
jobId = 'sample_batch',

inputPath = 's3://bucket_name/input_file_name.csv',

outputPath = 's3://bucket_name/',

eventTypeName = 'sample_registration’,

detectorName = 'sample_detector’,

detectorVersion = '1"',

iamRoleArn = 'arn:aws:iam::**:role/service-role/AmazonFraudDetector-DataAccessRole-

* k!

TRRIFR A

RRARATRERATHEBESHEBUNMALERENFREN D , Y EDEE MR —
. SEFFRERNERS AR 1 F 1000 <EH. FRARBRERASESHESHERD (05,5 /K%
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Prediction explanations - preview

This prediction is based on contribution from each variable to the overall likelihood of a fraudulent event. Prediction explanations give you better understanding of how an event's input variables
influence fraud prediction scores. For details on calculations, refer to documentation [

@O show raw prediction explanation value

Variables that increased fraud risk

Name Value Relative impact @ Raw explanation value (@
comp_255 whatsapp dek ok Ak 0.49
req_255 0 * 0.29
sentiment_description 0.2 * 012
desc_255 this Is the company description 0.07
title king 0.07
required_experience 5 0.04
required_education masters 0.03
has_questions true 0.0

Variables that decreased fraud risk

Name Value Relative impact @ Raw explanation value @)
has_company_logo true Hrd ok -0.26
req_desc_similarity 0.3 * -0.21
employment_type emp * -0.21
Jeb_location california -0.1
jeb_function engineer -0.06
industry software -0.05
sentiment_requirements 0.5 -0.01
telecommuting yes -0.00
company_desc_similarity 0.0 -0.00

AR FE R ER AR

EAFESRTERIE | /A LAE Amazon Fraud Detector 12 & PR FERISREA, BEFEH AWS SDK
APls B8 FERIEREE , WS BLXMN ListEventPrediction APl LR B4 TERIBREBEST , A&
Ny GetEventPredictionMetadata APl LAER{SFERIZREA,

£ /8 Amazon Fraud Detector 312 & #4778 38|53 BF
EFEFEAFEAWATERRE ,

1. BRBAWS EEAABABLNIRSE . EEZE Amazon Fraud Detector.

2. EERMEEERT  EEEIBENTEA,

3. fFA B, EEFNERERGRENECERENTEA,

4, EEDEHFERBRGEED , FELENEERENTENEERSBE[,

5. REERSRETECHERRELENMAERAEE., B—THEANSH ID URKRFERERHA,
6. BTEBERIRBES.
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7. & LREETRAFNSRERE  UeRmE2BNREFERNSREE,

A EAR Python B9 AWS BIEEH (Boto3) 43 78 AIFR BF

THEHIZERFEA AWS SDK #9 ListEventPredictions#l GetEventPredictionMetadata
API| /R FERIEREAE HIFE K, APIs

&5 1 : fFA ListEventPredictions API N BB &HFEAIMNEE

import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.list_event_predictions(
maxResults = 10,
predictionTimeRange = {
end_time: '2022-01-13T23:18:21Z2"',
start_time: '2022-01-13T20:18:21Z'
}

&1 2 ; A ListEventPredictions API EXSE4EA T3, MBEFEABE

import boto3
fraudDetector = boto3.client('frauddetector')
fraudDetector.list_event_predictions(
eventType = {
value = 'registration'
}
maxResults = 70,
nextToken = "10",
predictionTimeRange = {
end_time: '2021-07-13T23:18:217"',
start_time: '2021-07-13T20:18:21Z'
}

&35l 3 : EN{BfE GetEventPredictionMetadata APl ZiEEHIRNEL ZIEESH ID. E48
7 {ERIES ID FMERISFARAS ID BB EFERIGEMAE A

B ListEventPredictions API 5RERB AR predictionTimestampiEEH -

import boto3
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fraudDetector = boto3.client('frauddetector')
fraudDetector.get_event_prediction_metadata (
detectorId = 'sample_detector’,
detectorVersionlId = '1"',
eventId = '802454d3-f7d8-482d-97e8-c4b6db9a0428",
eventTypeName = 'sample_registration’,
predictionTimestamp = '2021-07-13T721:18:21Z'

TERRAERENFTES N

Amazon Fraud Detector £ SHAP (SHapeley Additive exPlanations) , BB EARERIIRZE
BEH4Z2ENRERBERBEENS4EN, EEENN K RERBERERFEAIEEEL
W—8r., ELREBBERRSEN A ERERYBAFTNER. RHEHERE (1 -infinity B8R4
+infinity) EFEARFBRASEEFEE (-5 £ +5). TEEBRABREENHETXEERRER (EH)
NEE (BH) #RENNWAY , BEERS THRERNRE,
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ZEMR AWS BECENAEEE, HESEEEREHRAZTRNZEMHNERPHNLSM

- EigHLEHE - AWS B EREHE AWS Cloud R #1T AWS IRIGHERERE. AWS hBZRIEHAIL
2FERANRE, FAWS ERED  F=HFRERASSEHIENRIRMARZENEN . BET
&8 A A Amazon Fraud Detector W& 518 |, SBZRBEAEHRFTEIN AWS RIGEE,

- BT et - ENEEEURREER AWS NIR®, SH4AHHMRREE  SF/RERNIRE
. BRFNERNERERNER,
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AWS HEHSFEEBAR Amazon Fraud Detector FHIERMRE, MLERFHR , AWS BER
BHITITE 1 £IKERS K AWS Eif, CEASHRECHERNE LEEATHNEHE, CHRKE
BEERA AWS BRI ML HEBNEEREE. IFERNBAENFRE A BSRERNBILEERRE
E&E., NEFHRBMNERMRENEBEN , F20 AWS T2 MIPEE LW AWS HEHSEERT
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« £/ SSL/TLS & AWS BERBH. RMFEE TLS 1.2 WEHEMEA TLS 1.3,

. {$F SRE API MR EEEISE8E AWS CloudTrail, TNEAERI{EA CloudTrail B MHEEL AWS SEEIH
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o MRMEBE AWS BBHTHREIN API FEH BEE FIPS 140-3 BN R GR=EHR , FFEA FIPS
imE, WEHRR FIPS M FIPS IWwEMWEZHEEN , F2EB A ETREEE (FIPS) 140-3,

BRZIBRCBETEREFNE B SRERBBEN , HEEERS B HEERN X FR
& FlINBZEEAL, EBREEEMER Amazon Fraud Detector SREHAEERA. API AWS CLISEH Aty
AWS fR# AWS SDKs K, BEEHESERAXANFHU P ANTAERETEANRTERZE R
o MRZBREMAITMEREEN URL , RFAZIEBFVERBLEHZAMEBFZ RN URL P EBREBE
Fo

mEBEER
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« AWS BEAH KMS 2R, MRBREBEENESR K ARSEALSR/RNZER.
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Amazon Fraud Detector R ZWIRFERER |, W HEAZ AWS RREPREEER ., RIFTHE
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B8 Key Management Service B A BIEETH FHZEE AWS KMS AWS €48,
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{
"Effect": "Allow",
"Principal": {
"Service": "frauddetector.amazonaws.com"
.
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:RetireGrant"
1)

"Resource": "*"

MESRBENET , 5520 Key Management Service BiZ A BI8EHHE AWS KMS hERE
WBE. AWS

EAEFEZE KMS £ mz&ER

£ Amazon Fraud Detector #9 PutKMSEncryptionKey API , BB EF 2 & KMS £ I EHN
Amazon Fraud Detector #REE R}, &R LARERFEA PutKMSEncryptionKey API #F i ERE,
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MREFEFZE KMS SRCMBRBEEMER , AIEHNENTTRREEZER. WEFEEF ,
KMS £,

Amazon Fraud Detector M ST VPC %2 (AWS PrivateLink)

BRI LA M A VPC %% , £ VPC # Amazon Fraud Detector 2 BB YA HELR, N HEIFEHRA
AWS PrivateLink$ 1i7 , AR ETE R B R EAE. NAT £E&, VPN E#HI AWS Direct Connect &
FHERT , T ZE Amazon Fraud Detector APls, VPC HHEI{TEEAEZELNEA IP it |, B7]
B2 Amazon Fraud Detector APIsiE&l. VPC #1 Amazon Fraud Detector 2 BHREF 2R Amazon
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MEFHMENR , 55268 (Amazon VPC FREERE) RPHRME VPC imE (AWS PrivateLink)o

Amazon Fraud Detector VPC iR B ZEE 18

A Amazon Fraud Detector 32 E M VPC i 2 8l , i8R (Amazon VPC £ &IER) F
A9 S\ T s 26 BB 1 1 BR 71

Amazon Fraud Detector X B VPC HIYEFTHE API B1E,

Amazon Fraud Detector X VPC im B BK, RBIETERR , A EBIRE TEFE Amazon Fraud
Detector, MEFMENR , 552 (Amazon VPC FREIRFE) RHEH VPC inBii% &1 RGN 7
B,

A Amazon Fraud Detector Z 3/ HE VPC i 25

BRI L ME R Amazon VPC E# A5 AWS Command Line Interface () & Amazon Fraud Detector BR#%
B3 VPC iwBEAWS CLI, WMEFHMEF , 528 (Amazon VPC EAEER) HHEL N HiH S

FERAT 5 R EZ S Amazon Fraud Detector 237 VPC iw % :

« com.amazonaws.region.frauddetector

MREERIBAFLE DNS | &oLAE A EEAYFEER DNS & # @ Amazon Fraud Detector 12 API
R , 0 frauddetector.us-east-1.amazonaws.com.

MEFHMER , F260 (Amazon VPC EAERERE) HHEB N Hin i FEIRE,

5 Amazon Fraud Detector 237 VPC i BhBU R
&0 LA Amazon Fraud Detector 2371 H VPC in B BER , LEEETYEE

- AEATEIMERNEFEA
- AEATHVENE
- TEHEPHITEENER

MBHAEH , HS Amazon VPC (A E R PHIEA VPC thE SR L,
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{
"Statement": [

{

"Action": "frauddetector:*Detector",

"Effect": "Allow",

"Resource": "arn:aws:frauddetector:us-east-1:123456789012:detector/
my_detector",

"Principal": "*"

}

FEEMELHIF , EEUTHHE

« H+#b Amazon Fraud Detector API EjfE
« DY F Amazon Fraud Detector GetEventPrediction API

(® Note
EWEFIH | FEHEMATLE VPC AZEREVE M Amazon Fraud Detector AP| EE, 2N
TEBWAIERRRK VPC AT APl MU EFA , 582 B Amazon Fraud Detector & 7 BB
Ko

BIEE A B E BB SE RS

CRHGIGFEANELEAINES EHERMERNEHNHEZZNWRE., LLEREOTEERARNE
Amazon Fraud Detector WmE., BHEE. BLAENAZTHNZEHRBRMANRSELIER , WHEARE
M ERFERMEENEARE, NEFMAEN  BA2RENELAEERBEE

ZALLEETESHER AR ZRNKE Amazon Fraud Detector WRE , FERIER AWS
Organizations EAEEEHPHN Al REEZFRHBRER , WEBEPRANER.

(® Note

K AWS IRFFEZEH AWS Organizations SHERE , BFEFEAEEREBE. REEK
AAWS IREEVER  BEFEUANEEEBER , YEBFEEFRBENER.
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AWS Identity and Access Management (IAM) 2 —%& AWS fR¥E , AT HBIEE S R e T H¥H AWS
BERNFE, IAM EESARFIRATETESRBE (BA) NRE (EBHT) , UEA Amazon
Fraud Detector &R, |IAM 2EATAREERA AWS BRI #9 .
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EABREEFIE

- Amazon Fraud Detector #N{iJE2 IAM $&Fit 55 F

« Amazon Fraud Detector & 7 IR &4l

BEEREA

- ¥} Amazon Fraud Detector & 2 M FEUE 1T R FE 2 B

BREHR

&5 AWS Ildentity and Access Management (IAM) IS REEFIARE , BURRA R Amazon Fraud
Detector FEL1TH T4k,

BRI & - MREFER Amazon Fraud Detector IRIEREITER , BN EEESARREMENE
ABERMFT, E&FERAE S Amazon Fraud Detector THAEREIT TIER | B AIsE EEHIIFFT,
THREIGFINERARN G EREESRREBRNFTA., MREHEFE Amazon Fraud Detector
FRIThAE |, 5528 ¥ Amazon Fraud Detector & % fM1ZEGE THEL K.

REEEE - MRELEE/LTESE Amazon Fraud Detector EJR , & A gE¥EA Amazon Fraud Detector
W EEEFEVE, B2 AR 6 & FEZENRLE Amazon Fraud Detector ThREME IR, 3 ,
BLBERBRERGEN IAM EEE | REFELREEAENGTT. REAKERLNER , TH IAM
WEAES., EEE—F 7 HE /0T E Amazon Fraud Detector £/ 1AM , 552 Amazon
Fraud Detector 1A/ B2 IAM ¥ EfE o

IAM EEE - MRER IAM EEE , BRA T HREBEREILEE Amazon Fraud Detector BRI 7
MER, BERELEATUE IAM F£HAB Amazon Fraud Detector 9 BIBREH , 5528 Amazon
Fraud Detector & % B B SR €451,
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FHEAERURERESNRBENE R, IRETREH AWS ITE | AIXEBITHBHER. 0FE
SEREBRNSEBTEEFRNFHRENR , F28 (AM £REER) PHEAR AP FERHAWS
Signature 28 4 ko
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B (MFA) RIESIRFHNZEM, MEEZEH , 528 (AWS IAM Identity Center A& 1ER) +
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REBBEN IAM £AE  ERECHRAENR. NFEZEH , F20 AM EAEEETHATER
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(IAM EREER) T8 1AM PR EIRF EIRFE.
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Amazon EC2 #{T{EEE L#ITHEAE,
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ERSGSRNEFMABEBE , SERANT, EZEA (£RE REAEIAGITHERER ) BHF
RE, & AWS FHEELBR, BERFHFFRERB AN HIEERE R, KSEBREL JSON X
F AWS ERXEFRE . WF JSON BRXHEBNARNFMEN , F28 AM EHEERETH
JSON BB
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iam:GetRole BIEMV IR, EBZEBERMEAE A LLHE AWS Management Console AWS CLI, =
API AWS BR8ABE M.
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) PHEZEBCRMABRBEERE,
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EREBRRURZBBEPHRRBEK, SEEZEUNEFRAERNBERPERARE IAM B AWS Z2E
H&R,

FEIRFIFE (ACL)

FHUZRHEE (ACL) ATZH LR (IRFXE, ERENAR) BEFHEERNFTH. ACL ELUR
EREBEK , BEMAER JSON BERMXHER.

Amazon S3 AWS WAF#1 Amazon VPC 2 ACLsH RIS E 6, mMFEE—L 7#E ACL , 52E
Amazon Simple Storage Service BiZ A Ei5EH AN FEUZRHEE (ACL) #HE#,

HBUREE

AWS XEEMBFIERNBRESR, ELRREETRERE REREER T ENKRKAF T,

- FFARR-FFUSHER -EERDRE  IHERES D EBERERT IAM B (AM £AEHAR)
MBRARFFA. BUUAEERREFAIRR. MEENFITERERNS 2 EBERMEFT I RRAR
o B Principal MuPEECRENACNEREBRATSZINFARRES. EEER
RPN AREBHESBERXR N, NBFTRRNFHES  F2H AM ERERERSTH IAM B8
AT A SRR,

- FRIFIEFHIBR SCPs) — SCPs2 JSON BUR , A[{EE HAMSEME N (OV) WERAFFA AWS
Organizations. AWS Organizations f — AR 7 EMEFEREEEREE AWS IRF W@ KR
%, EEBABBTHNFTEIhEE , B LU REIEHBER (SCP) ERAREAHRFTEIRS, SCP &R
FIRXERFHERNGTT , SESEEE AWS IREREMAE, WE Organizations 1 SCP #Y 54
B, 5528 (AWS Organizations fEA&E1ERM) R RIEIEE BER,

+ EFREHBE (RCP) - RCP 2 JSON BiE , AARBELRS ARG TAHT LR , RAUE
BEAFXABRIAEEENHMELAHEENESEERN IAM BEK. RCP SRFIKEIRSE FEIRVET
A, WATREES TN BN , 2 AWS IRFRERE  ERTMREBRENHERS, WFE
Organizations 1 RCPsHIF¥#I&EF , TDIE AWS IR#& & RCPs FE , 552 BAWS Organizations

(ERAEER) PHERZESHBEE (RCPs).
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- THERBRBE - THEERBRE-EERBER , STAEEBREEAN S XELSCRBIS EH
ENTRTERRE K MAZEEE. MEEATERENFITSREAEIAGN ST EBERMIE
PEERBURMI RS, FFAHRAIURAEREHK, AMEEEBRRTNAREENSERX AN, WFEH
WMER , F2H IAM EREERPH TERBRBER.

ZRBREE

HEBBREEERIFRE , HERTENFISEARM, EMHELUEE, FETHOMAWS #
BREBERRBHEGRERBANER , F2H0 (AM £REER) PHECRMLER.

Amazon Fraud Detector Z0{aEd |AM & B

5 IAM B Amazon Fraud Detector BV ZEUE 2 81 , I&FER 7 FRWRLE IAM ZhEE M B2 Amazon Fraud
Detector 2B EH, BEELME 7 # Amazon Fraud Detector f1E h AWS PRAEn{AIEE IAM EBEFEA |
B2 (AM FAEERE) PHEE IAM AWS L FE AN R,

FE

 Amazon Fraud Detector & 2 B R

« Amazon Fraud Detector ERE BE

- 1R Amazon Fraud Detector {ZE K Z#E
« Amazon Fraud Detector IAM A&

Amazon Fraud Detector & 9 B &

A IAM B REER | BUUEEAHREENEENER , UREMERGT AFRIEEH
fE, Amazon Fraud Detector X EB{FE B, ERFEHEB, BE T HEE JSON BERFFERMFAT
Bk, 720 AV FEAEERDPHN JSON BELRSE,

EERMBAAFEA Amazon Fraud Detector , B &2 3 £ R FEH Amazon Fraud Detector BR{EFI A EFF
ANERAE, BUUREENEEMETAT. THERREMER Amazon Fraud Detector FTERIETH -
AmazonFraudDetectorFullAccessPolicy# AmazonS3FullAccess, MEMFAIELBERRE
Amazon Fraud Detector BV ¥#E A , 2B 5%E Amazon Fraud Detector,

BF

EEE A LMER AWS JSON BURRIEEH AU ERAR, WHEHR , BMEERE T ESRAFT ot
EEREITH LB F,
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Amazon Fraud Detector EREER

JSON BURRE Action TEHERETURARAFRIEBBRFFRNEFE. BRBEEE EFEMEH
Bt AWS API REMREN B, B LSRR , FIaUL BART APHRENERFTEEFE, L&
EEFZBRTNZEEBE. ELBMANBEBAMKEIE,

BREERBERE TUTHBBBENFTT.

Amazon Fraud Detector FHIBERBIEEEMEZBIEA T 5F 8 : frauddetector:, fl

m | ZE4H Amazon Fraud Detector CreateRule APl ##4EEVRA , FEBESTES
frauddetector:CreateRule®ifE, BURRIRXNHEEE Action B NotAction Jt&., Amazon
Fraud Detector 8 €& H S W —#EEF , RS SAE A L IREAITRIER

FEEE-RAXHEEZEEE , FRERSRE , TR :
"Action": [

"frauddetector:actionl",
"frauddetector:action2"

3
@

BHALERERET () RIEESEEE, Fla , BEREMER Describe XFHAEENE
ELLTEME -

"Action": "frauddetector:Describe*"

& EZ&EF Amazon Fraud Detector B)E/EE |, 52 (IAM FEREERE) P8 Amazon Fraud
Detector & Z M B 1E,

&R
EEEWLUER AWS JSON BERRIFEEH T UAFIAR, 2R , BMEZBE A BERA T o E
EEREITH LB F,

Resource JSON BHERTZWIEEEEABENYH. RN EEE Resource = NotResource
TE, REEBEEMFEAH Amazon Resource Name (ARN) RIEEER, B tH X EREERER
HEME (BAERBRFTT) REEM.

HRAIXEERBERFFAINEE (P05 HRE) , FEABRAFER () RRTEEXERARAEER.

"Resource": "*"

Amazon Fraud Detector E &M E R E A &% HFTHE Amazon Fraud Detector ER ARNs,
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Amazon Fraud Detector EREER

Bl | BEEEFRERRFIEENY_detector{EfIzs , EMEA T3 ARN :

"Resource": "arn:aws:frauddetector:us-east-1:123456789012:detector/my_detector"

IE ARNs XK FMEF , 5528 Amazon Resource Name (ARNs) AWS F R n & 22 i,

EEEEBREERFHMAENG  BEABAFRT ()

"Resource": "arn:aws:frauddetector:us-east-1:123456789012:detector/*"

BL Amazon Fraud Detector BMFEEEREE R LAT , SIMMAREYERNEF, EELRBR
T, BSAERBAFT (Y.

"Resource": "*"

£ EEF Amazon Fraud Detector ERER K H ARNs FEE |, F20 (IAM FERHEER) 71
Amazon Fraud Detector EEHE R, BE 7 BEALUIEESEERNY ARN WEIE , 528 Amazon
Fraud Detector &2 i B4k,

R 8

ERE A LMER AWS JSON BURRIEEHAIUENAR, tWH2HR , WHMEERE T BERAAET oAt
EEREIT LB F,

Condition jt3 (8 Condition E#R) AIREIEEERAXE MR, Condition TERERAE
H. AN FREEEE FHREEER BINSERSPIR) , REEBERDHEENFERDOE,

HERERBNPIEESZME Condition k& , HREE— Condition TEFIEESERSIR , AWS
EEMAELE AND BRIFFTE M. WRE/E—RUERSIREESEE , SEMEEORRE AWS FHE
Rt BAFEMBHEGL , T ERERRANFFT,

BT EEERFBEAEECERY. M, BAUREEAEERAR IAM EAERBERLE
HENERNFFARTXIAM ERAE. IFESEF , F2H IAM £AEERETHN AM BETE &
BHER.

AWS X ELEFRG ERNBBRBEN IR SR, EEZEFTME AWS 2EKFR4FRSI8 , F2H (AM
EREERE) PHAWS 2EERHERE RS,

Amazon Fraud Detector B €& B —HIFH SR K wXEFH - ELEKEGE8, EEEEME
AWS £ EH£i®  F2E (AM FAEER) PHAWS £EFEFRE SR,
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Amazon Fraud Detector EREER

& E&EEF Amazon Fraud Detector R4 £ #5E |, 528 (AM EHERRE) FH Amazon Fraud
Detector Wik €8, BEETHRETUSERFHFSBOEIENER , 528 Amazon Fraud Detector
EZNENE,

g4

£ E#43 Amazon Fraud Detector &7 B BRIV E 6] , 5528 Amazon Fraud Detector & % B BUKR &
i

Amazon Fraud Detector &R X

Amazon Fraud Detector X ELERAEBRMEBER,
#2848 Amazon Fraud Detector £ &R IZ#E

BT LS B BIEREE Amazon Fraud Detector EiR , REBRFEEREES

Amazon Fraud Detector, MFERIFERZEFIFE , 55 aws:ResourceTag/key-

name. aws:RequestTag/key-name = aws:TagKeys &4 &E5I8 , EHRENFRETESF | RHEE
BEA.

Amazon Fraud Detector IAM B &
IAM BERE AWS IREFHPEERERTHER,
F&H Amazon Fraud Detector {F G ZE A B R

U BB BHESERAEREE. BT IAM 82  SIRREERFAG®, ETLUEBMLW AssumeRole
= GetFederationToken Z AWS STS AP| IEX RIS LB AER,

Amazon Fraud Detector X EFRABRREAER,
R EZEAE

BHEEADARAWS BBEFREMRBINER , MARETK BIF. REEERALEETER
B IAM BRE | SWHZRIEATES. IAM EEE UM |, ETREREEL S ST,

Amazon Fraud Detector X ERBEEAE,
R¥&EAE

LR ARRBEAREREREAC. LAGTRBREFNEMEREFNER , MAREZTKEBFE. K
BACEHRELN KF , BEHZIRF#ES. EXT EEETUEFEHAGHNT, T8 , E&Y
AE S BT L AR A5 A9 Th BB
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Amazon Fraud Detector EREER

Amazon Fraud Detector X ERBE AR,

Amazon Fraud Detector & % B! B 5K £ 4

RIBFESR , FAEN IAM BE838 88K Amazon Fraud Detector ERIFF T, f{fth & E£EH
AWS Management Console AWS CLIZ, AWS APl #1171 %., EEEXEREY IAM B , REFRE
MAGEEETERLBITHE API REMENGT T, EEEEENEAKELERREZEZTTEELNT
B9 {55 A & = B AEL

BE T RNMIERAELES JSON BERXMHEY IAM B2 BEBER |, F260 IAM EREERTHNE
JSON RE5IER EET K,

FE

- BRSEE®

« Amazon Fraud Detector B AWS Z& (FAXESE ) BER
- AFEAEREMME ST

- AFFEEFE Amazon Fraud Detector R

. FOEFMEFETFEL Amazon Fraud Detector &R

- AHFFIEEER

- FAEES AP BAEREEER

- RIBEBRFIFE

BR&EER

BoRABREHEHECRFINEBASREIUEY., FIHMER Amazon Fraud Detector &R, i&
LEMERAERBEEMN AWS IRFELEBR., ERRYRRES P RBEN , BERETIENRERS
18 :

- FREER AWS SEBRRLBEREERTT - eERBRFTRTENCEAENTERSE  FEH
BAARTHSEREARIN AWS REBER. ©MTELN HER AWS tkF. RfIRBEES
BERERARM AWS HEFZERR , WE—FROFA. NFESEHR , F2H IAM EREE
AN AWS ZEBRBEBBAENAWS ZEBR.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFFT. KERLEN , &7
UERERERGE T AIUHBEERKINEF , EUBARBERITT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETN IAM PR BERAFF T,
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Amazon Fraud Detector EREER

o EF IAM BUR B R4 — S IREIFEE - B LUSRAFTIEZEBER , URHIEBEMNE RN ER.
il |, B LRBBOR GG |, IEESBMFEA SSL BIEFMERER, MRFBBEE Sl £HRKEEE
AWS FR# , &t 0] LAGE R4 3R IR F E 2B AWS CloudFormation., INEFEMER , B2 1AM
EAEEEHPR IAM JSON BETE | E4.

- M IAM Access Analyzer B& 3 IAM BUE |, BERFT AT 24 B W IE EiE4E - IAM Access Analyzer &
BHBCRABEABER , MAELBERER IAM BERES (JSON) 7 IAM RIEEH. IAM Access
Analyzer 12t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. NEFEE
#, F2E (AM EAEERM) PHEA IAM Access Analyzer B2 F BUE

- FESEERRT (MFA) - MRZHRPIFE IAM EHES FHREAE AWS tRFE |, BB
MFA R EZ &, WMFEEFNU API BRERFER MFA | 8 MFA (RETEEEBER, W

FHMER , BF2E AAM EHEREE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.htm|# #93&EiB MFA fIZ 2 API FHL

WE IAM R REBEBNHERES , F28 IAM EREEREPH IAM Z2HEEX.

Amazon Fraud Detector B AWS & (FALEER ) BXE

AWS ERRMH BEYMEBENEIL IAM BER |, AFZERNFERAZRM AWS, B AWS ZEH
RFERTEACHRANMSENT , BEETLBEFTEMWLF T, MEFMER , F28 (AWS
Identity and Access Management EXEFEAEIERE) P AWS ZEBEE,

T 5 AWS S E B3R E Amazon Fraud Detector 381 , B LUEEREIRFHNERE -

AmazonFraudDetectorFullAccess : ¥ Amazon Fraud Detector EiR. B{EM X BIRIEN TR
FHUE | 3IE -

« BIH IR Amazon SageMaker Al 5 B Fir A 18 2L s B,

- JIHIRFHWMAE IAM AR

- Y| FTE Amazon S3 #EEiTEE

- fFF IAM Pass A& A BEES Amazon Fraud Detector

HWBER A RMUAZREIN S3 7B, MREFTEFERIFRERNELESR S3, HIEFE
AmazonS3FullAccessEERE ( HiE/NEEH BFT Amazon S3 FEUBE ) »

WA LB IAM AT RBERERIES , LREBENEGET, StallBIBCWEET IAM BUR |
AR EE £ 5F Amazon Fraud Detector BMEMERFFA, BRI LS EL BT HREEETEEELH
KH EHEREE,
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Amazon Fraud Detector

ERAEER

ARFFERERAMMAE ST

WESlE RENMEIEBER , AFF IAM EREREKMBMBAEAE SN AREZEBRR, WBEE
SeEEEAHEA H AWS CLI AWS AP URRRERETA R TR BEN T,

"Version": "2012-10-17",
"Statement": [

{
{
}I
{
}
]
}

"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

iam:ListPolicies",

jam:ListUsers"

1,

"Resource'": "*"

B 7ZH Amazon Fraud Detector &R

THIEHI AT EE FHE AWS IRFE EEBEZEFTAE Amazon Fraud Detector &R MENE,

~

AN

=1

o5
E

t
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ERAEER

"Version":

"2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": [
"frauddetector:
1,
"Resource": "*"
}

* 10

A EFMEE 7E Amazon Fraud Detector &R

ELEHH | 854 Amazon Fraud Detector EJR AWS IRF WK EBEFZEER T F£RHE,

"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

]I

"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:

"Resource": "*"

GetEventTypes",
BatchGetVariable",
DescribeDetector",
GetModelVersion",
GetEventPrediction",
GetExternalModels",
GetLabels",
GetVariables",
GetDetectors",
GetRules",
ListTagsForResource",
GetKMSEncryptionKey",
DescribeModelVersions",
GetDetectorVersion",
GetPrediction",
GetOutcomes",
GetEntityTypes",
GetModels"

o5
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]

RAFIREER
HEUHERBERBEREHF , BRT E£AE AWS 1kRF FEER—ERERNRERUANTERENE
o

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"frauddetector:*"

1,
"Resource": "*"

},

{

"Effect": "Deny",
"Action": [
"frauddetector:*Detector"
1,
"Resource": "arn:${Partition}:frauddetector:${Region}:${Account}:detector/
${detector-name}"
}
]

FREER API BAFEFEESEER

Amazon Fraud Detector 12t & XS Al E B4 List 1 Describe ®EAPIs, FEM B | R EEMAS
BHEER AP 2EEHE HEBNIEEEREE AWS IRE, /A S8 i, 8 AP 2EEE
EERNEFMEN, ERTLURER, 88 SHEANERER,

E1E APIs X & IAM BERHPFHERBHRT T, T8, REEBERFEHE—JZESEEF , T8
RERBHRFFT. lm , mBEFEHAEFWY GetVariables AP WiIRHEBHEHE K MAFEEZEHE
REEEEZEM IAM EEBEE | BIFEAEZWEIAccessDeniedExceptionsail, MEFEHEMFY
GetVariables API BEXRIEEEEERE , AISEREMEEE , EUEEHEARR.
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Amazon Fraud Detector EREER

EERFFEAEERRBEERNWFMENR , 551% IAM EENotResource IR R EA IAM BUR T
F, SEBRTEFEE IAM ELEBER , FHERERKR NotResource B IEENERFME
Fo MEFHMENR , 520 (IAM FHAEIER) P IAM JSON B T%E : NotResource,

T Il &5 451 B 3K S 55 468 A & 12HX Amazon Fraud Detector BIFFE &R, 718 , NotResource R TEH
A# GetVariables APl RIURHEI AR BEFE A user*, job_*F HWEHEMBvar*,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "frauddetector:*",
"Resource": "*"
1,
{
"Effect": "Deny",
"Action": "frauddetector:GetVariables",
"NotResource": [
"arn:aws:frauddetector:*:*:variable/user*",
"arn:aws:frauddetector:*:*:variable/job_*",
"arn:aws:frauddetector:*:*:variable/var*"
]
}
]
}
5] fE

EMREFIHEF , QEFERTIITA

- TEEEHBB/H GetVariables MIEEHAccessDeniedExceptionitii , AABRSME FE
BERIR .

- DETAFHEHEZ BN GetVariables I EEHAccessDeniedExceptionifii , HA#E
HEBTEHEENotResourceBRAPMEBHER, il , EHEEHEZBM GetVariables ¥

Memail_address®EHAccessDeniedException#iiis,

« AEMFENotResource B EEZB B E BB GetVariables IS MFEHAERG, Flmn , 3
B8 B GetVariables FEIL & job_cpatEl job_cpa@ & & T,
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BB EE R HFE
1L & 5 B R R B A Al AR IR R E B BR #1% Amazon Fraud Detector B91ZE, L EEHIRER :

- HEN P AWS IRF |, FEEEMERENEE , BA Team1 M Team2
- BEBRMMEERZR

« BRERFF Team! WK ETE 2 E{ERIZR LT AP FEAY
« BRE G Team2 WK EEEAM 2 EERIZR EHEST API LY

EHIE API FEIY R 7 HURE (S841)

1. BEBLRProject NENERAFIEE Team1 E£ANERIER.
2. #%EHE €WProjectNENEBBHIEE Team2 FEAMERIZE.

3. EBEIEEHFHEH IAM BiXkResourceTag , ERFNMEERSI#ProjectFE ZEEAERIZEB ,
WA EREZEE Team1,

4. EBIEFRHH IAM BiskResourceTag , EREFNMEERSIEProject M{E EHVERIZEA
Wi ZBUREEZE Team2,

AT RIEBEET Amazon Fraud Detector ERETIHEBEN BRG] , ZEREEREIEA
Project BEA HWEHB :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "frauddetector:*",
"Resource": "*"
},
{
"Effect": "Deny",
"Action": [
"frauddetector:CreateModel",
"frauddetector:CancelBatchPredictionJob",
"frauddetector:CreateBatchPredictionJob",
"frauddetector:DeleteBatchPredictionJob",
"frauddetector:DeleteDetector"
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]I

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Project": "B"

B EREA

ERBYTHEFTNER ST ERENERITHER  REREREREARE. NREREHE=
F (BABIRE) REM AWS R (BABRYK) FEUERFEFRNER , AWS SEMATHEIRRE
REMNIE,

E— @R (Wi ARES) WS —ERE (WUNERSE) & TReREERBEFNEA—RE, TR
MR REAEFTT , AEFEAFITAIN A AHEMTFNERRNEFE. HFEHLLEER
R, BALEYEBER  WEBERTRBEERFIENREER , HEREME RENER.

Amazon Fraud Detector T EEZNFAIREREARKELAE , UATFRBERKREFTRHMBRENE
R, AEEERMARRK EEAHAEACHIBNACEEEE  UREEAGTHTEENT TR
K, ERBRRERTIACK  LEATREERATACGEEEE M sts:AssumeRole BifE, &
fRFE L Bfsts:AssumeRole , AWS STS 2EE—ERIKEZEEAERN  HREZFTAARERA
B BERFT AT E R

B TBHIEERKEENREARE , Amazon Fraud Detector EZ B EAREFHRERFEH
aws :SourceArn# aws:SourceAccountZIHREHGABRERSIR K BACHENRFAERTEHER
EENFER.

aws :SourceAccount EEWRFE ID , M aws: SourceArnis i B4 ¥% IR 75 17 EUAE BR Bt 10 5 R
ARN, aws:SourceArn 4B ARN ##XIBE . #ER aws:SourceAccount® aws:SourceArn
EMRNBERBRARN R EAERANKRSE ID,

hEEEREBAREBENSANRSG EREH aws :SourceArn £ EHFRNBEERSIR , LRERNTE
ARN, MREFTHEERNTE ARN IEEZEER , Fi¥aws:SourceArnE AR KRY S i#f
ERAFET (*) AR ARN BIARAEZBD . 0 arn:aws:servicename:*:123456789012: %, tNE
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ERETLESTBESFEHAMN Amazon Fraud Detector ERMEENE A , 5382R Amazon Fraud
Detector BV B)E, ERFMIFRHZREI 8,

THAGEEBREHEaws: SourceArnfR R BPEAEAF T (*) , AAFF Amazon Fraud
Detector FEUEZIRF ID MERHMY ZBEE IR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"frauddetector.amazonaws.com"
]
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
I
"StringlLike": {
"aws:SourceArn": "arn:aws:frauddetector:us-west-2:123456789012:*"

T35 A EFEBEEK L Amazon Fraud Detector f£7FH external-model EiR, BEEEFRHFEHRF

Haws:SourceArnZ28, EREEFARXEARARIEIT PutExternalModel API FEIY#Y#8 BY i BE T 2
=,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"frauddetector.amazonaws.com"
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]
iy

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"

},
"StringlLike": {
"aws:SourceArn": "arn:aws:frauddetector:us-west-2:123456789012:external-
model/MyExternalModeldoNotDelete-ReadOnly"
}
}

}
]
}

¥} Amazon Fraud Detector & % MZEUEITHEZ B

FERAUT ERARGEIEZ B FEIESE A Amazon Fraud Detector l IAM B AJ 8B ZIH E R B &,
&

« REMEE Amazon Fraud Detector B #1TEN1E

« BAREEHIT iam:PassRole KR

- RBE A AWS tRFAM ASFEFEMN Amazon Fraud Detector &R

+ Amazon Fraud Detector A B TIEEN AR

REEE Amazon Fraud Detector F#{TE)1E

IR AWS Management Console HiFEREREHIT B1E , AIBLEBBEES SR, £HNE
HERARERHEEZIRIENALE,

EmateojacksonfEAEEHFERA T RAERR411#NFHER | 15”’
Efrauddetector:GetDetectorsEFaliF , &34 T 5 E1HIEES,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
frauddetector:GetDetectors on resource: my-example-detector

FEHBERT , Mateo EFFREEEFEHMABUER , AFFMER my-example-detector BI{ETFEL
frauddetector:GetDetectors &iR,

RS MRS latest 185



Amazon Fraud Detector EREER

K AEEHIT iam:PassRole HIFZ#E

WMREWEIGERR | HAEEEHIT iam: PassRoleBF , ENHRLEEH , URFEKBCEER

Amazon Fraud Detector,

BE AWS B IREEREACEEGEBRE A MARBUFNEBEXALIRBEETAE, NFEH
TR , ELARERARBEEZ BB,

EXA B IAMmarymajor A& ESFEAEEAE Amazon Fraud Detector FEIITEIER: , 4%

THEHER, ER , BEFRBRBERBRBEASR TN, Mary REKACEEEZRBEGF
o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEFERBRT , Mary WBURAEERH , AT iam: PassRole Bk,

MREBEEWHE |, BHEEN AWS EEE, FNEBEERMHEENESEE,

EEE AT AWS IRF A EEFEIEL Amazon Fraud Detector iR
BB — At FHORFHINEAEZEIEEBASHAEFERENER, S EE T
LETYHIRBXAR, SHHXEENERNBERSFEURHEE (ACL) WERFS , &7 LAfE A FRLE B
REREBEFAEFNENERWETT,

WMEFEE-FTH K F2EUATRE

(@i

« ZETf# Amazon Fraud Detector & X EELEThEE | 552 B Amazon Fraud Detector Z0{aE2 |AM
BHEER,

- BETHNMAEEHES AWS IRF 0 BRcERHFIE , 268 (AM EHEER) THESE
B AWS 1RF 05 —fi PRHEFEERG IAM £/ S,

- BETHNEKERNFIRERMHBE=S AWSIRF | F2R (AM EREER) B FEUER
HInE=5 AWS IRF BEM .

- WEFETHNMAEBBES S0 RUEDE , F2H IAM EAEERPNSEFREE#GENTETS
TERMENERE BEED).

- METHERAAGNEREBRETEIRFFINCENEZR , F2H (AM £REER) P IAM
B RF EiRFE.
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Amazon Fraud Detector =BT EENAE

MmREUWE| Amazon Fraud Detector S EBTIEEACNIER , AIXEEHMEEACNETEBR.
#EB#& Amazon Fraud Detector EEAFENER , REAUBEBEIZAC, EZEMFEH Amazon Fraud
Detector B A& , EHBREREERR. BRFESIEH Amazon Fraud Detector B IZEY IAM
ABEBINETER.

B HAAEE Amazon Fraud Detector BEERI%

1. 1E https : //https://console.aws.amazon.com/iam/ BIRX IAM £#8 &
2. HEEBERKRT , REAG,

3. ERZEEUNALER  RAREEFCSERARIIETER,

4. BEREEITHRRZR.
5

£ Policy Document (B X ) T , BEETHIAZR , AR%Z1EIF Update Trust Policy (E#{E £
K)o

{
"Version": "2012-10-17",
"Statement": [ {
"Effect": "Allow",
"Principal": {
"Service": "frauddetector.amazonaws.com"
.
"Action": "sts:AssumeRole"
1]
}

£ Amazon Fraud Detector A1 50 #& A1 EE 7

AWS EHTFIE T B 3KEEE Amazon Fraud Detector, EEASERREEER , LR BRFENBE S
1E -

« Amazon CloudWatch AWS S EIRFEE IR AWS ERFEE LHTHEARES, WE
CloudWatch FIEF#IEF , 528 (Amazon CloudWatch FHEEFE) .
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« AWS CloudTrail €#IEH AWS EBHRF B HSA R HN API FRFIUMABRESH | WiSHERERR
FELEIEER Amazon S3 EFEFEE. WF CloudTrail WEFMAE , 5528 AWS CloudTrail EH#
EFE.

3

INFEEEHE Amazon Fraud Detector BYE¥#IEEA , 752 B8 EZ4%2 Amazon Fraud Detectors

Amazon Fraud Detector B9 & R E; &

E=FRBRAEREEZESRITEDITML AWS RBNZ 2N AWS S8 , flm
SOC. PCIl, FedRAMP #l HIPAA,

BETHAWS R REEERESSRENEER , F2HEAWS B# SR EHEARREFECRE
BHESHRE. WFE-MREFA  FSHEAWS 5K E.

A AMER TEE=HFB&%I|E AWS Artifact, MEFMER , FSE T HIMS in AWS Artifact

IBER BNESREME AWS R BURRERNHEEN, BLANERER , UARERAEENER.
AWS R TIEREHEIER

s ZEEREARE - BEMRIREFEEARTRTEEZE  YRUNBLRLESRIENTE,
« HIPAA &1 R#&2ZE - JIH HIPAA 1 ARTE. WIEFFE AWS RIE BRRFS HIPAA B,
« AWS EHRER - W THEFMANEENESTREERARENEENNVE.,

- AWS BEFEHIEN - ZERERANAETHRAREEEE, NENHERPEZEEE ( BEERE
ER MR (NIST), T FEXLZLEEZEE (PCl) MEREEAR (1S0)) RE AWS RS
MRS IERmERSEHNREER,

{ AWS Config I8 A B15F) IV EA R AIFTEE IR — AWS Config RS & 54 ERERES R
B, EXENFZROEE,

« AWS Security Hub — & AWS fr# AIEELERBH P L £ AREE AWS, Security Hub EF L&
#l, TEFEEN AWS ERIBELNEHER/ECHTERLEREENGEER, NEXENWRE
Miz#)EE | 5528 "Security Hub ##|22£  ,

« Amazon GuardDuty - EEERENIRERBSEURMNEREE , L AWS RIE ERIHE AWS 1R
E. I#E&R. RENERNBERESE., GuardDuty IR ERESHRRBAREENAGEAER ,
LA Bh &K FE PCI DSS £ {8 ERARNEEER,

« AWS Audit Manager — & AWS R AT GBI B EREZ AWS A& , UELEERRKBN A , U
REEERMEREENFR,
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Amazon Fraud Detector H#y5& M4

AWS £RERREN AWS BEFETAEZAFORE, AWS BEREHZES R AERBENERTRAE
B, WEHKIEE, SWEENSEREMBEMEEER. BBTAES , AU NRTEEFNEARERAMN
ERE  ETAESEABREBEMASRETE,. TAESNTAY, REEINERTED , 3
RE-HZEENPLONERERREES.

WFE AWS EFNATRABRENFAESR , F2H AWS £ REMER,

Amazon Fraud Detector P ER R LS

Amazon Fraud Detector EZE R , T3 AWS 2B LZSNRE, WE AWS 22 R
] AWS REERRENEN , F2EAWS Exids, EEFRAERRBLZENREELRERGTEN
AWS IRIT , F2E L L X AWS Well-Architected Framework R E S5 e R &

O LAGEF AWS 49 APl FELY | 3B BB FEL Amazon Fraud Detector, R ZERSEATE RTHE

=:

- Transport Layer Security (TLS)s BMFEE TLS 1.2 WEZEFEA TLS 1.3

- BRTEXEEFRPFS)NWEBEM , 0 DHE (Ephemeral Diffie-Hellman)s ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), BRARM(M Java 7 IEFBRR) A S EZEBELEN,

WA BRLACAFEREH ID FE IAM TREEBNLAEEHNESR/REE, NF , BALLESB
AWS Security Token Service (AWS STS) RELXERZEBEREEHB K,
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B3 Amazon Fraud Detector

Bt R4 Amazon Fraud Detector F1E it AWS R F R, THAMMAENEELI S, AWS
BHTHIE R T B REEE Amazon Fraud Detector, 1EE$4SERERFMEIR | U KBRS BB E -

« Amazon CloudWatch AWS & HIRFEE IR AWS BRMEE LHTHERARER. SallkEME
HHERE, BYBITEREK  URKREET , BB EREEIAEENREFENE L ENEE, NE
SHMER |, 5528 Amazon CloudWatch {£ f & 18/,

« AWS CloudTrail €H#EENE AWS i&’?ﬂ’ﬂ'ﬁﬁﬁ‘s‘étﬂéﬁﬁﬁﬁtﬂﬂ’ﬂ APl FEIUFMEESEH , WG AFERR

FEIBIEEN Amazon S3 EFETEE, BATLAHR B R ME A MRS MW AWS, 2 HMFWARIER IP
Hat , AR PN EERE, NFE nﬁﬂiﬁﬁﬂ 5528 AWS CloudTrail EF&IER™,

B
« {8/ Amazon CloudWatch B53%# Amazon Fraud Detector
« {# M 524 Amazon Fraud Detector API FE0U} AWS CloudTrail

£ Amazon CloudWatch E£#% Amazon Fraud Detector

IETLAE A CloudWatch B2 Amazon Fraud Detector |, S €W E R A E B Wi H R E A 0] & Hif FAD
REE., EERTATERERE 15EA , LELFIMELENR , XFEFRE Web ERAERRREHEL

THEE, BHUURERERERENET , EREELEEREABARFIMEE, MEFMBENR ,
5528 Amazon CloudWatch &,

3]
« {£ A Amazon Fraud Detector £ CloudWatch ¥§4&,

« Amazon Fraud Detector &

£ Amazon Fraud Detector BY CloudWatch 154&.

BEMAER , BLABETIER :

- IEEDETEHE, vRZEEE Amazon Fraud Detector AR ZEMHEIEEM CloudWatch B85, IR
#{# A CloudWatch ListMetrics APl & list-metrics 5> 3 #2#8 Amazon Fraud Detector FYIS4E |
F5AWS/FraudDetector BB ZREEE »

f£F CloudWatch 1T B4 MR latest 190
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- ERHEE, HERSBEY , TiHBEH —RAER , Sl , Detector IdAIARHERT, EEE
FHEERZEAN,

- IEELZ , 5l GetEventPrediction,

BT LALEA AWS Management Console, AWS CLIZ; CloudWatch API 3RER#§ Amazon Fraud
Detector FYEE1RE B, BT LUEIBE A —1{E Amazon AWS BRI E 4 (SDK) = Amazon
CloudWatch APl TEf#H CloudWatch APl, F# & &1R#% CloudWatch APl B /R1EE BB R — R
B, BEBEFER , BueEFEAERINEEESEFNEFRI B APl HEHEF

THFERF—EERNERAR. SELRMBERANER K MARTREEE,

REWM? FHERIEAE
B EITH RS E ? Et}® GetEventPrediction iE#&E,
tn{EEfEGetEventPrediction #EE87? £ GetEventPrediction5xxError

GetEventPrediction4xxError &,

M{AEEHE GetEventPrediction  MEMYZE £ GetEventPredictionLatency 1§
iE? o

AR EER CloudWatch 577 , F8EfEH CloudWatch E532 Amazon Fraud Detector, H1EFEAH
BH , 5528 Amazon CloudWatch & % Ba 3% BBz EUIE 41,

1FHY Amazon Fraud Detector 15&

T3 SERERBAI{AFEA CloudWatch F#2 & FE Amazon Fraud Detector 1518,
BREE (FESH)

1. 3EiB https://console.aws.amazon.com/cloudwatch/ BAEX CloudWatch £ &,
2. EEER, ZEMAEERLIER , AREEFRERR.

3. EEERHEE.

4. WEEHEEFRFESR  AREZEEENHE.
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ERAEER

BYETR

WA LA I CloudWatch B3R , E B B FARREEEIX Amazon Simple Notification Service (Amazon
SNS) AR, BETFEELEENHEERE—BEE. EreRfBEE8ENEEEEREMBNIESRE ,

REIT— AR ZEEE, B R EE R Amazon SNS =] Auto Scaling BURRYE .,

ETESHHSEREEEFUEE, CloudWatch BERFEERATCMERFEMREMUABE, R

ELRABEBF WM —BRIEENFE,

BEREETR (E28)

1. & A AWS Management Console , I7E https : //https://console.aws.amazon.com/cloudwatch/

BB CloudWatch £# &,

EEEERT  BEET, AREEEVER, SEFABETETRE.
BIEERER.

EFMBEERSIERD |, BREFFRENR

BEMERIZE ID , ARIEE GetEventPrediction 51,

22 Graphed metrics (BIR{LIEE) ER.

£ Statistic (fEFTE ) FIEE Sum (FR),

BIEERER.

© © N o g M b

E—F_io

=
o

SHERA  FHERERERERE  StHEMRR. BEEA , RROACEENZEAE, &

. BEFEAETIIEEAN Amazon SNS £ | BEEEBHNE | BEPRZFEREMW SNS FE, &

EREHETFBHITRBFENEBNE LBt , FHEEHEBFE, CloudWatch BRI FFEL

AEEBURE MM UEETUERERRERRNE R,

(® Note

W RS E A EBEE R A Amazon SNS 88 |, Bl X AETAER 4 AU R)E H 2 5l %
E 7M., Amazon SNS REHEEREABTRESISELAETFEH. MRERE

EFBHui o BRENBRRERE | FHRGATSREEA,

11. &E—F_io ﬁiﬁﬁ/TE’J%ﬁ*ﬂlgﬁﬁrLo IEET 50
12. BEEEVETR .,

{# A Amazon Fraud Detector 8 CloudWatch #4&,
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Amazon Fraud Detector 15&

Amazon Fraud Detector &% T 53542 FiX E CloudWatch, FiEEEMZEELKITE
# : Average, Minimum, Maximum, Sums

BEE R
GetEventPrediction GetEventPrediction APl 583k &,

BERUEE : DetectorID

GetEventPredictionLatency [ FESR B GetEventPrediction 58K #Y F F ikEa SKRPAE
Er R RERERE.

ERUEE : DetectorID
By EZN

GetEventPrediction4XXError Amazon Fraud Detector 8 4xx HTTP [E FETSHY
GetEventPrediction 58 REE, ¥R EE 4xx EIFE |
2E% 18,

BEMMEE  DetectorID

GetEventPrediction5XXError Amazon Fraud Detector &[5 5xx HTTP [El FERERY
GetEventPrediction 55R& H . HHASE 5xx EFE |
2EX 18,

BEMME  DetectorID
Prediction FREE. mMR/KZ, AgEE1,

BEMHME  DetectorID . DetectorVersionID
PredictionLatency FRAREMCENREER.

BEMME  DetectorID . DetectorVersionID
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BE iR
PredictionError Amazon Fraud Detector BRISEEMTERAHE, MR

BRER , REeEiE 1,
BEMMEE  DetectorID . DetectorVersionID

VariableUsed EFHMEBE P FERZEEM GetEventPrediction 53K
BE,

BEWMEE  DetectorID . DetectorV
ersionID ., VariableName

VariableDefaultReturned EEHBUPT T EEEEH GetEventPrediction 53R
g$E A FtEFEHEERAEENTERE,

BEMMEE  DetectorID . DetectorV
ersionID ., VariableName

RuleNotEvaluated HRALBRBAAR , itk ARFFALR BB GetEventP
rediction 53R & H .

BMME  DetectorID . DetectorV
ersionID ., RuleID

RuleEvaluateTrue HAIEEA True BEER B RN GetEventP
rediction FEREE,

BEWMEE  DetectorID . DetectorV
ersionID ., RuleID

RuleEvaluateFalse R BIZEL A False B9 GetEventPrediction 55R& 8,

BEMMEE  DetectorID . DetectorV
ersionID . RuleID

RuleEvaluateError 35 BI$E 55T {4 A9 GetEventPrediction s8R &2

EMMEE  DetectorID . DetectorV
ersionID ., RuleID
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BE iR
OutcomeReturned EEEERERH GetEventPrediction FILEE ,

BEMHMEE  DetectorID . DetectorV
ersionID ., OutcomeName

ModelInvocation (Amazon EFHMEBEF TR SageMaker 18 8 i 2 Y
SageMaker model endpoint) GetEventPrediction 58 RE( &,

BMME  DetectorID . DetectorV
ersionID . ModelEndpoint

ModelInvocationError (Amazon FF SageMaker & 8 i 26 1E 54t B BB @ §5 3R A0
SageMaker model endpoint) GetEventPrediction &R E(H .

BEXMHMEE  DetectorID . DetectorV
ersionID . ModelEndpoint

ModelInvocationlLatency # Amazon Fraud Detector #2457 [E A #& 2 [5] FEFr 1t &
(Amazon SageMaker model WEEEER. LERESSERERAA.
endpoint)

BEMMEE  DetectorID . DetectorV
ersionID . ModelEndpoint

By E®

ModelInvocation EFHMERETFAERERN GetEventPrediction 55K &

o

0

BMHERE : DetectorID . DetectorV
ersionID ., ModelType . ModelID

ModelInvocationError Amazon Fraud Detector & & 7 574 B B {E B $5 35 1Y
GetEventPrediction S5R &8 .

BMHMEE  DetectorID . DetectorV
ersionID . ModelType . ModelID
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R iR

ModelInvocationLatency #£ Amazon Fraud Detector #2438 , Amazon Fraud
Detector Model EIfEFr{t B iFEIE MR, ttERES
SEBEHAA,

BWHERE : DetectorID . DetectorV
ersionID . ModelType . ModelID

By 2%

£ F 524% Amazon Fraud Detector APl FEOL AWS CloudTrail

Amazon Fraud Detector B 82 fR#EE S AWS CloudTrail , ttARFE AR EH Amazon Fraud Detector
AWS HIEAE. ABIRBEFTEREZ BIfERFE#%. CloudTrail @#% Amazon Fraud Detector &
APl EIUEEEN A SEH |, 28K B Amazon Fraud Detector £ AL | L& K BHRERBEE Amazon
Fraud Detector APIsFERY,

MREENIEH , BIA L CloudTraill SHFER{4ZE Amazon S3 #FET#E , B8 Amazon Fraud
Detector FVE#., BIEEREREEHE , AT LUEIR CloudTrall EEATHNEHELEHEREARTE
. BAILAERA CloudTrail FTUEERE A , ¥BI [ Amazon Fraud Detector 2 HIFER. B HFERM
IP ik, REFBROAR., REBROEE , UREMEFHEA

EEE—L TH CloudTrail , 5528 "AWS CloudTrail fEFA&IER . »

CloudTrail 9 Amazon Fraud Detector & A,

EHREN AWS IREE | €EE0ERSE LB CloudTrail, & Amazon Fraud Detector 34 SEENRF |
ZEBHEREHELRHEPNEMRE AWS EH — L HE CloudTrail E4EH, EAILE AWS IR
P, BENTHREHENSEH, WEFHMAER , 528 (FEH CloudTrail EHE L REHERIAE

) https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.htmls

£ B EREE AWS IREFREH , 23 Amazon Fraud Detector W4 | SRV BHE, RFRAEE
CloudTrail # BRI E Amazon S3 REFEITE. RIFER , ELEERAE N EME &R |, Bit
HEEERIRE AWS Bif, BRRERHEAWS PEEGTMEEENENH , YA BFERINTELRE
EM Amazon S3 fEZETRE. WAL, BABEREHM AWS R , A#E—F 2 M FEE CloudTrail B
PRTRENEHER, MEFHEER , F2ETIIRS -

- BEMIEHEIE

f£ F 528% Amazon Fraud Detector API FERY AWS CloudTrail RR7K latest 196
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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» CloudTrail X EHRBMES

« §%JE CloudTrail #5 Amazon SNS &Al

- #EZEEFEK CloudTrail BFER , MRS EIRF#K CloudTrail HFFER

Amazon Fraud Detector X Zi§ B EBF (API 1 ) 8 A CloudTrail BFFERFNEH. MFEFHA
&, BF2EEE,

B-EEMHUAREXRNSUSELEFRENETA. B EATHEEHE T5IEH !

Y/

ﬁ?ﬁiet
EE
N‘%b
T A0

BEARIERAETRRD,
ARE , REERATREAGEBE S EAENTREZEEE,
- FREBTHHEM AWS RIFREH,

i

WMEFMER , 2B CloudTrail userldentity 7T,

T f# Amazon Fraud Detector HE5{E1E H

Bt —EARE  seEEHUARERNEIRMSEEEERN Amazon 83 ﬁ‘%ﬁ-ﬁ?ﬁg CloudTrail B
1’%%@‘%—@2%155.55-%0 —EBEHRREMRRREHE—FER , BB RZBIENNEREE
A, BREWAHMEFE, FRBHZFZE, CloudTrail BFFERILIEAK \ﬁ API| FENYFY BB BEHE | &
AU S EIEFEHER,

AT & 4|8 REY CloudTrail B35 B € /R& GetDetectors ##4E :
"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",

"principalld": "principal-id",
"arn": "arn:aws:iam::user-arn",
"accountId": "account-id",
"accessKeyId": "access-key",
"userName": "user-name"
.
"eventTime": "2019-11-22T02:18:03Z7",
"eventSource": "frauddetector.amazonaws.com",
"eventName": "GetDetectors",
"awsRegion": "us-east-1",
"sourceIPAddress": "source-ip-address",
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"userAgent": "aws-cli/1.11.16 Python/2.7.11 Darwin/15.6.0 botocore/1.4.73",
"requestParameters": null,
"responseElements": null,

"requestID": "request-id",

"eventID": "event-id",

"eventType": "AwsApiCall",
"recipientAccountId": "recipient-account-id"
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5T 2 PE R

T O ZE A7 B8 8+ £ 8 Amazon Fraud Detector B AT 8EI8 2 HY B REE 1T SR B PR

IR E R B A LE BB AR

BRI E ARG B BT MR REEINEGEEREE | Amazon Fraud Detector X2 & WER |52
B E &P ae B B RIE,

BREIERDEERPETNEES ENT ., BREENERBURNEERER.

O

?

- BEPEAFIRAR. BDEFRELRE , AT AR,

- EPEATREE  ERLBRRESEIREFPESGR. REAHPHMEEES , ik
ERENmE,

& W ug >
)1113: DH

&R (B ) - TeXE8ERIKR , AFMARBHARIIR. BREESAHTAMEEIES , Ul
— S UEERENEENENRE,

ES]
EEERETNTRESFRE

- ERTRE

o RDFH TR EVENT_LABEL 8

o ROJAEHRN EVENT_TIMESTAMP &

- ERARBEN

- BETE

- BHEABAHTIERE

- ROBRE

- E—HNEBETE

- BYREXTIER

- H-EETE
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EEEREFHNIAEBEFFRE
BEED : $5:E

Description
EEENFTHNFREREREENRTRE., FRELNERNSESHERIZIRHER —HEK,
R&A

MREBEFNHRNSEEMHOMTET , ARTENKFRIGE , AIEREL#ERR, Amazon Fraud
Detector HEIIEREFE 6] , WARME EVENT_TIMESTAMP D EIERIE, Hl , MREHERETE
B 6 MARIMN RSN  ERESBRR—EANGESEN  AERESRRATERE, TRE
MEREA RS EREYEETETNRE

BRI B
AR REABRBRNGFRNSEE4ER  MAFRETEREREMAERE.
ERTE
1. EREEE : §ER
Description

DR 50 BERISRERFREN. BRFBNSEZAHHEBR 50 EHNREFE , LEMIRE

A,
RE

MRBNEREELAFRNEGCOAERIEMENSEH |, B4 EEER. Amazon Fraud
Detector EEZE 4 50 EFESRE 4 RANFBZER,

R B
ARELNENEITESED 50 BFFEFSH. MEFE , BULEERRNHBRERE .
2. EERE  #HR

Description

DR 50 EERISRLEAEESH . BEBFNSESHEER $threshold MRIKFTR , L EH
AERIEEL,
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R &A

MBREBHNEREETRAESENSEHLIRERIFFIENSH , ISR EIEESR. Amazon Fraud
Detector EEZ 4> 50 A& EEHRINFREER,

fRR B

BREENERNETEED S0 BEEEH. WEFE , BUKERRNVHABRERE— B,
3. EEEE  #HR

Description
SEFFSRABIM M —EE BB DR 100, BEETLESIFMERNEH , UHB R,
R&A

MELWNERNEEENFEREHEROAERIFMENER |, BIgB4 thEEER, Transaction
Fraud Insights (TFI) R FEE A 100 BEFFREHNER , URRAERZENZXEEEHE,
MRFEEREHHEH—/NHEREHNT , AEITRET2E BFHWELEM.

R B

ARELNENEIEED 100 BEAFRSHNER, NAEE  AUURFREEERNKME.
4. BERE : #HR

Description
BEEEMEBRNE —BERHE/NR 100, ZERISESEELERMNE , IEHEE.
RE

MBEEHNEREEESEEHNERLOAERIIFMENER | BSR4 kEESR, Transaction
Fraud Insights (TFI) EREZEED 100 BEESZEZEHNER  UEARFEFRZEENEAREZEHE,
MBEFMESEEHEE—/ I HEEHT , IERTRETSZERE,

R TT B

ARELNENEIEED 100 BEAESEEHNER, NAEE  AUURFREEERNKRE.
5. B : #HR

Description
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EREDRDRN 100 BERG, BEBEHNSEDEEB 100 BERI , BEED 50 FERFIREL R
5 o

R &A

MBENERELIENTHELN 100 E , e EWEEER. Amazon Fraud Detector EEZE 4> 100
BEEREEH (Bt ) WER , TrEETERIIE,

R R

ARESNERETRREER 100 BEHHER,

T

RO HAERY EVENT_LABEL B
1. EEER : /R
Description

KR 1% B9 EVENT_LABEL ERHERE null B , M RERERE AEZMHNE$Label_values,
ETEEZH EVENT_LABEL EREFRPVHVELIN 1% , BELERERIERE A EEN
{E$1label_values,

R &

HATIER—ERRE , BELEER

- BRIIERERN CSVERYF , BB 1% KEEH%TE EVENT_LABEL ERE T BRAE,

- ARIIRERH CSV ERTEB 1% H5Fcsk , H EVENT_LABEL ERMR T ERSBHEEAE
B ETRE,

R EFETRBER (OF) R ERSEREPH EVENT_LABEL ERREA RSN E4EREEBNE
h—EEEH ( RE PS5 CreateModelVersion),

BRI R

MR UEBRMARD EVENT LABEL {8 , HEBAELRETEZNER A EHERES
Ee5Res, MBNHRERAKLRENERTE 2Mlabel_values , 544 EVENT LABEL
WA ER S E SRR EE | WERREY RS ERGERA A (K B%) .

2. BEER . EF
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Description

&8 EVENT _LABEL EREAEE Null EERE , BERERE DESWER
4 $label_values, EEXFT—HMWELEIIRICEHRE "FEHFEHR, -

R &

HRATHESF—EERER , f2WILENR :
- AEIFEERH CSVERT | D 1% WIECEET7E EVENT_LABEL # iR {E

- FEIREMH CSVERPDIRN 1% WSk , H EVENT_LABEL ERMEPHEESHEEEE
BRYETE,

i3

E
E

i3

EMERR THERIRFERD, T8 , ELEFELATIARFERENEHNERESEIRS
B, MRER/ERMEE , FERBUATRHENERE R,

BRFR
MREHNEREDIRD EVENT_LABEL B , FERREBERFZELLH, MRAEL
EVENT_LABELS R ERRS , FRAMBEELEHRFADNSEESHNEFFREE (B &
E) o

RAOFAIEERN EVENT_TIMESTAMP &

1. EEEE : §ER
Description

BHIHEEREZTE EVENT_TIMESTAMP , ERFBEBREATESEZINER, BEREAREH—
EESH B 8/EREEER,

R &

R EVENT_TIMESTAMP EREZ S ET RS Amazon Fraud Detector X ER BB K |
Rler3g 4 th85ER,

R B
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R4 EVENT_TIMESTAMP ERMRMHMNERSXENKEREESX, UREE
EVENT_TIMESTAMP iR ME , BRI EAXENREBLCEAREEELE , IEEETE
BREEH MARBMAFS , Hl0 none, nullm missing,

2. BB  #HR

LI ERESSHRDER EVENT TIMESTAMP, SERESLESEERNE
REH

MREREFRE EVENT_TIMESTAMP ERBHRAE , g4 tiHES. Amazon Fraud Detector
EREREFH EVENT _TIMESTAMP BERHEERE,

PSS

EREERESH EVENT_TIMESTAMP EXHESE , EELERFASXENFREHTHEN, mE
&1 EVENT_TIMESTAMP #AF A E |, S UFERAXENBEEEKAROEELE K RNEZE
TEREEHR  MARWMAFE |, flf none, nulls missinge

B RIREEE

BEEE R

Description

BB ARIREEIES , FRrELNIIRERE,
RE

WREFE A Amazon Fraud Detector T EHERZVER | BEMRKBIIGER 2B RiGERERE
A Amazon Fraud Detector , Bl &34t 8858,

R R

{5 Amazon Fraud Detector £#2 A H# SendEvent API #4E, CreateBatchImportJobAPI #E4E
HHREATIEE , KEASZSHER , ARIEER, MEFHAENR  FSRARENESHERE,

(® Note
BRCETREAERREDF 10 0E  BEAERRIIEREE,
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A LAfE A Amazon Fraud Detector TR ARBRECAFESHEAERNESHHE, NEFHEE
A, FSRRREEEHNEE,

BHIE

BREER : R

Description
BEREXEELTE 2 AEGIRNER,
R&A

MRBHWERETELR 2 EESERIFRNES , AISREWEESS, RBEE Amazon Fraud Detector
BEFMERIER K JTE2ZREAERIENEE, WRSHEBAN , ISEERIEDHER , £
ERBIEZHHERALE,

R B

BRENENEZVEMEEAELFEEMEERNRENEY, FIE A LERUENBERENSH
FREERER S (EVENT_TIMESTAMP, EVENT_ID, ENTITY_ID, EVENT_LABEL & ) A& A£
o

SRELERANTIERE
BEEE . B
Description

WA EREH$variable_names NUMERIC, &R $variable_name PR BIMEH , WEH
RIS R,

R &

MREEHEEA NUMERIC 28, BEEREPEELIEREA NUMERIC H{E , AIgWFLES,
It , B REERIEF,
RRAR

MREELEZEREZ S NUMERIC B8, FRELEMRNETUERAZEY, B8, 1RE5a3
SEANE , BAESFREAHS | HlI0 nonene, nullm® missing, MREHIESIEHE , 3B
BEEHEIA CATEGORICAL 5 FREE_FORM _TEXT S8 #,
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ROEEHE

MESR B

Description

R E R EE$variable_namefit > KA $thresholdVE, FEZEEE R ES$variable_name &
A BRI , SAEKBE

R &

MREENEHFAELEAZMERE , FSRBILEE. Amazon Fraud Detector RFFIEAEEMNE,
B, mE—EE2HERIOAZE , AHERPNERTA , MEXEBBEERIIRTFSERRE,

R R

Bt BREELEXETRHRENMNENERERR. NREMRER , EUUEEHERERT
PR, T8 MRGEEELEXEREEE , ENFEREREY , BT UEERIRMENKH#
WP EBFEIEABEKRE,

W—HNEFETE
BEER . BE

Description

fE—{EFTE$variable_namelKR 100, FEE R E$variable_namePRBIFIER , W EHFIEHE

i
R &A

NREESBNE—EHE PR 100, EERILES. RESRBEBEEMAHRTE, £REDH
H—E 6 TREFENETH-KRNER A BXREZBHNEBERZTE. Rit  ERERNRTR LT
TERREFIBES.

R B

B, K FREES2HIMRREBNEERE. A%  SUURAEZKEFHIGEESESNEE ,
FlanfERA full_customer_namef3E first_namefM last_name D BIER , SSBEREF A
CATEGORICAL , AR FFEEEIEK,
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BYRENTIER

1. BEEEE &

Description

KM 50% $email_variable_namefV BT RS FEEMH AIRIZER hitp://emailregex.com, FEERE
EE&E P ESemail_variable_name &R T HF IR , LAKEREE,

R &

MREBEFEIR 50% NEHEETHE —REFBHREANEFHMHE , BRI RY , Bg
ERILER,

R B

B CEFHHABHEUFSRIRER, NERRIEFHHE , EBREECHREER , TR
A none, nulls EF&HE Amissing,

2. BEEHE . &/
Description

KA 50% $IP_variable_namefI{ETFE IPv4 5 IPv6 #iilt https : //https://digitalfortress.tech/
tricks/top-15-commonly-used-regex/ R BIF&RENX . FERBEERESIP_variable_nameH 8K
W FEFANER , SAEMEE

J5¥53
WMREREFEIB 50% WM IP ERFE—MK IP REX , HtBREXRR , AgBRELER,
R R

BRI IP EUAFERARER, MEEEXNIPE , BREBEMREEAR , MR none,
nullsy EF&EAmissing,

3. BEER . &R
Description

K 50% $phone_variable_nameVEFRFESEAREFERAKEN /Spattern/, FEEEER

£ $phone_variable_name &I EH I , LLEKEE o
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R &A

MREBERHE 50% U ENEHENEFERBT IS —HREFERBREX , LRI RY , IgER
L&A

R R

BAEFERBUFSHRAKER, MRRDEFRE , ERLCKEERBRE=ZL , mMT=2A
none, nullsf FFHEAmissingo

i —EHT 2

MESE - &9

Description

- ERGBE DR 1500, EEORES ERIRUE K,
RE

MRENERNEEEHERYEF K —BERBYE , AISETEEM. Transaction Fraud Insights

(TF) BEEREAREFIREN — BRI EE , URMHRENE. NMRENENEEERADHE—
BEf , Al IP_ADDRESS, EMAIL_ADDRESS $A#7 —MER AR A —NE, AE , LERE
ERLEEZEBERFHTANEERR., At , EREELIRFHAREFERN RS ET K
1t

fRRT B
GEEZHEB. UAFE  FERIIKERSHHEE.
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[0

& AWS tRFE BB & {8 Amazon Web Service FVTERRELRE , XBIBART . FRIEZERA , [FAE
EEFEHREHISERE, EUSH TRIPRIWAME ARG EFRIEMERE, WEFMAER , B
SRFERESH A

T FRATHSLR Amazon Fraud Detector Bt ¥8,

Amazon Fraud Detector & #!

BLEEE TRERECHR CIEGE:
ARER AN 5GB -
BERSNERE 50 -
BEEHENRA 200 &
FERF R HER IR 5 B
BERF N LATIRER 3 )
B EE B R AT ERAETS 1 )

Amazon Fraud Detectors/& &/ 8 /17 8

kR TARRECHE BECE:S
BEKRFHEH 5000 -
=18 RF YR AR 5000 "
BERANBE 3 a
BERFER 5000 a
FEWRS AR 100 a
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[k TARRECHE BECE:S
BEGRBENFE 30 )
BEERNBNERRA 100 )
B ER R SRR ANV R B 10 -
FERSHRER 100 -
BERFHSEHEE 100 -
BERFHERER 100 -

Amazon Fraud Detector API

MEZRE JEERELEE A
#H# GetEventPrediction API 200 TPS =

IFE Y 25

&)X GetEventPrediction API 256 KB i

IR AL Y R 3 K /)

&% GetEventPrediction API 5000 )

Il Ey A B2
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ERAEER

M R S AT 8%

TR Amazon Fraud Detector fEFAEBIERANEEL F, Tt &EEH Amazon Fraud

Detector EAEEmM , MEELBEEGRANEREE.

g5 HR

S ERER Amazon Fraud Detector # H
FNESEERNERER | 1
FREEEE ANER.

EHHHE EHH R TELEEHR Amazon

it
0
1]

Data Models Explorer

REEERRER

E RIS

SRR INEE

EventBridge R EHEEE
AWS R SIEIT TIFRE,

BEERAURESE—E
filan 1P hik s E F E bt |
MARAN -0, ERRR
R FER A IR TR

X5

Data Models Explorer 24
Amazon Fraud Detector 231
FERENEREMENER TR
WER., EEFESHEREZ
B, EEAERERBES,

FHRKRFEE RS ATI) &
B O EAEEEEEE. MK
NASEBEAERMREN
RE.

£ AR Amazon Fraud
Detector W EMERAEFHEN
=3}

BB EIR G5 SRR
FUEE  SRTHEREL AR

B #

2023 6 A5H

2023 5 A 30 H

20232 H14 8

2022 £12 A 15 H

2022 7H218

20224 A 118

20222 A 8H
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ERAEER

EEFRHEER

AR EREA

BUSHERE

RIS

%
fiR
¢
%

RZaFamiE RER

EBE®E 20222 A8 H
Z IRz B Y M RE

FEHEEFRLEBERREET
BFEHERANMEEINE
Amazon Fraud Detector B i

EO

BYBER , Uk E=FE
BHEREMERTTINE
2, MRENGBEIRFTE
R A9 7BV

ERELSHERSEPRHAN
Eal , EEMBEE R IR
BE,

ERFERRAIRA T #E=21E
EHEBNMTEE TR
FaR 2 Bl

FEARIRER EER S E P
W& , LA B RS BT AR R
BEIFREREFE Amazon
Fraud Detector 32 & # ] AE
EXWEE,

AR ZFRER (TFI) BEERK
{8 BI#R £ S card-not-present3
255

20221 H6H

202112 A6 H

202111 A 22 H

202111 A 10 H

2021 £10 A 11 H

2021 £10 A 11 H

MR latest 212


https://docs.aws.amazon.com/frauddetector/latest/ug/opting-out-of-using-your-data-for-service-improvement.html
https://docs.aws.amazon.com/frauddetector/latest/ug/confused-deputy-prevention.html.html
https://docs.aws.amazon.com/frauddetector/latest/ug/create-event-dataset.html
https://docs.aws.amazon.com/frauddetector/latest/ug/prediction-explanation.html
https://docs.aws.amazon.com/frauddetector/latest/ug/troubleshoot.html#troubleshoot-training-data
https://docs.aws.amazon.com/frauddetector/latest/ug/transaction-fraud-insights.html

Amazon Fraud Detector

ERAEER
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Al
H

I

B BT

B AWS CloudFormation®4&

BEXFER

BEEM
B R

HBEHEREFERIE Amazon
Fraud Detector & , 3t {5 F &
FHERRIFER, EiB
HEHERRFHETE Amazon
Fraud Detector & , &0 LAFI
REABESEESERAEN
gE, B{LEREHIR , UK
EHERER I BRAKEEE
ERESTEEMNER,

ERAEASHEEERRAT
i BE B 42 2 AR 1R T B PR R Y
JRE | LA WP L5 45 B 42 20 55 ik
RK, REFABEHRE K
EEREME.

£ AWS CloudFormation
EIRIEH Amazon Fraud
Detector ER,

{5 A LR ORI SR BN — 4B 1R
BRI D 2 EHRTER

EMAMMEMELDS
HERA

2021 £10 A 11 H

20217 H9H

2021 5 H10H

2021 3 A 31 H

2020 7 A17 B

2019 12 A 2H
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