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ftEE= AWS Fault Injection Service ?

AWS Fault Injection Service (AWS FIS) @ —BZERE , IHEE AWS TEEH LHTHEIEAE
B, BRIARUBHIENRAUAER., GLERSEBEVHEMNESHIEATAERARER , LEET
DBEREARABENSR. A%, SUUERALEARNSEARINRENEY | FHOEHRE
{(=h

HEMEA AWSFIS , BALREMHTER  HHEEYMENERGRY , UBRRBIUBRRNERAR
ABE. AWSFIS REELTENER  UREELEEREPHITERAMFNZFENER , ST
HERERMHSEDERIFLER.

/A Important

AWS FIS 88 RAEHPHNEE AWS ERBTEREIE. Rtk , EEFEH AWS FIS EEEIRE
FETER A  EBRETERREIRER  YELEENREFHITER.

MERBEERNFMEEN  B2EUETESEN REEN AWS FIS BB, WFE AWS FIS HIFFAE
#: , 5528 AWS Fault Injection Serviceo

AWS FIS #%:

HEMEM AWSFIS , 5% AWS BER L#1TEER , LAIERERAEXSRBKERERE T UOMHAITHE
e AEHTER  FEEVERSELR, BERALFRLERNER. cI2BERNEE. BENFLE
o BYEREAR  LUNERATCRATER, BERITH , EUEREEESREEIRE, E8
BRTPNFABFERCHATE BRI

]
&b


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/test-reliability.html
https://aws.amazon.com/fis/
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Experiment template A Experiment template B
Targets Targets
Specific EC2 instances EC2 instances with specific tags

Action 1

Actions Action 1 Action 2 Actions
Action 2 Action 3

Stop conditions = Stop conditions Ul ‘ ==

Amazon Amazon Cloudwatch
CloudWatch alarm alarms

BF

BER AWS FIS ZERBBEYH AWS ER#ITHEE . AWSFIS SRR AWS EREEREMH—BEFEL
RENEF, SEDHFESEERMBHUTEENFERD  FEINEEFELERS L. BFEATUEFSE
BFEIAT (F4T) o

B

BEEREERIE AWS FIS 1TEMEN —NZE AWS iR, BALLEEREER , W URIREE
RFEN—EER , SINERIARE.

= IR
AWS FIS 247 AWS THAR L X2 HMTRRAIBENREHENEN. FLEFE—EMs T8

BERIEDEER A Amazon CloudWatch B RIEERFLER, MREERIAITFERE LRE
AWS FIS gF L&,

SN AWS BRIE

AWS FIS &85 AWS RN EER A EREHBELRENEE, NEXERBEEBENEE ,
B AWS FIS Bi{E2 %,

3
$

B 2


https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html
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HRE-RFER , BRERLEA AWS IRF (VRARERMARM . BRILER AWS FIS 2 AWS ik
FiRFER , YUTUTERIKRF R ERA B RN AWS FIS 85,

WMEFMENR , FSBAWS FIS B E1E,

ZH AWS FIS
A LLUEB T HIEA A EH AWS FIS :

- AWS B XA — RETAKREZE AWS FIS B Web . MEFHMEA , F2RFEH AWS B
BEEA,

- AWS Command Line Interface (AWS CLI) — BEEZH AWS FRISIZMES , QI AWS FIS |, L1
Windows, macOS # Linux £EX# ., MEFMEH , F2EAWS Command Line Interface, NE
AWS FIS en IR ER , F28 ( AWS CLI 58 %E) HH fis.

« AWS CloudFormation — 23 iR AWS ERINE AR, BuFERAELX  HELEEELERMA
BB, MEFMEN , 5528 AWS Fault Injection Service ERER &,
« AWS SDKs — 1258 nﬁEE’J APls , WEB B ZERFMEN , FINFTESE, BREFREFAN
RIETEER, MEFMEN , F2E AWS FREH.

» HTTPS APl — REHERILAE R HTTPS R ALAVIKRE API B)E, WMFEFHMER , F2B AWS
Fault Injection Service APl 2%,

AWS FIS Ef&

REERNVERIRFBE , S EFTIVDFERABIGERATNER. WFFMESR
AWS FIS EfE&.

3
¢
&n
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/cli/latest/reference/fis/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_FIS.html
https://aws.amazon.com/tools/#SDKs
https://docs.aws.amazon.com/fis/latest/APIReference/
https://docs.aws.amazon.com/fis/latest/APIReference/
https://aws.amazon.com/fis/pricing/
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R AWS FIS EE

HETAREHRELBEMSEN |, AR FER AP RR , HARREEREFHRARZN
BOINERF, ZEBBRAELEHNGX , EUNEERE, ELERKRLIITERS , ©UHENZ
ELAAERBEETEH  UARELBHTERBERRNESF, AR, EUNEBHRREE , LUK
I SRR R

FIAHER AWS FIS STHE I AER A , BRELAETIRAMER,

/A Important

AWS FIS SHRAHIHNEE AWS ERBTEREIE, Rtk , EEBHKRER AWS FIS #1TE
Epewl  BIIBBEAEEENSAERE D THRBIRERANAE,

B s
- EXRFRANEES &

. EERSBIES

EXRBINEE &

FRIAGER AWS FIS E1TER A , FFRIT TSR
1. HAERNBEREE — BB BEENE. WRERENE—EER , RMEBEREENIONR
REFRRA,

2. REERAREARE . SV ARECRNSETHNFmEERAER TH. HOUENERERF. #HREH
FEAEXNEBREKR, SEAEXME , 28 AWS Well-Architected Framework,

3. ERREMETRH  REEENRINNRBERERERRENBEMRREITS , SINLEE, CPUE
. FrEZALY, ERXRHIERRARE,

4. R BRHR — ERERPRBITAEERDEHIALENRR. RREREFEATHER

MR ITaansss | Qpppps a4 T ERIB #,

Bl , HoRRREMNBRERATES N THER : "NREREEEMN 10% , IBRARBENDIR
1%. 1 BREAER 6 CETERARABEERENSENEBNEMER.

EXRRMES S & 4


https://docs.aws.amazon.com/wellarchitected/latest/framework/
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HEEM AWS FIS B , BRfjth 22 EEE LAEA -

- —REARREDREHER AWS FIS, XKEFTEREERERY. BECETHEIAER , £9
UERAREREUNANEMERRRIRHETER.

o feNE EENERER , HlE—EBZE LT aws : ec2 : stop-instances EfE , LAEE 3 & E Bk
HEAREENE D,

- BEVEATREENEREE, FEEET , TRARENERIREIARTIEABTERL , E&K
EFRTEZIZE,

- HE, AEMAREZ, HEIAEEZERZERENERETZIRREPEE, EURLHERAER
MIBEMWEENEIED , UERSHENWIRE,

- RABARBEERK 2 , SHEZEENERNRESE, RRAT , ERBELXTHINESR
IRNE  EHREENMEIANEBEHEE.,

BB a2

5/ AWS FIS |, &0 LLE AWS ER L HTER , SUAREAEX R REBEFRE T i THE

Mo

LT RBAE AWS FIS EErEZ®ER,

- REFEELLE — RESRRNENHENEM4. ENHYERT RREREEREN LR
B, ARERKLHTERZA , CEZBARBKTIHNEARENH R,

- BB EAEBRALENRE — WEENRE YR BLEHERERAERNTEFERAZLENRE.

- BAERRR — BERRREHTERNRRE. MREVIXER AWS FIS | SIEARMTIBHEEA
B BREAELEENSONERK LATER,

- RHEEHNERK : ARt ME. SRUEYRFREATEEMMNERE. St U HHENE
BrufI TR OMT B, WWABERLIERWER RARE © JIEKAMERRERE, RIFEBRVESR
ERBR , AUREHEERRRERENFAES.

- MEENERAREARE  BENARIEARNETRER  TRARECHINSELHNAMERARER
T, BERENERER.

BEE%mEI AWS Well-Architected 2218, R BB EABARIXNIEEREERS. 5N
ge, BMESMEBHERNE, MEFHMER , FF2E AWS Well-Architected,

. BBERAMNIEE — & LA A Amazon CloudWatch JEEREEIREERY AWS E RN L, &ALl
FRELEERYEEAEAURKEARNHTENEES "BEMRE, . AR, BULIEERBEN

BERRE%ER 5


https://aws.amazon.com/architecture/well-architected/
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ZERERSLER , LHETE, MEFMHEN , F2EEA Amazon CloudWatch B2 AWS FIS
AEEE.

s AEMARERTESINRERE — BAIRKKIRKTES, BEMREBHNIEE. ZHEFERHLEERE
3 —= %@ CloudWatch B/r , ERXREBRNEFLHRYE, MRBRETR K BERESEHEL. MFEFA
B, BSEAWS FIS M= 154
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AWS FIS EBR#i 24 o4

B AER T T REREREA

BF

BEHITH AWS FIS E11F. BIfFAT MRS ENREIBFHT , LA LR R#HT, MEFAE
:?I. , m2EEE,

m
Sl

PITREDFE AWS WER, MFFMAESA ,
1% LE R4

T
W
&5
L

EREABRAMERLIEZT ZRER CloudWatch BR, MMREERIATIRBRFLLESE , AWS
FIS ér—.u:ﬁgﬁo §U;n¥{ﬁ|ﬂ§nﬂ nﬁ/ ﬁrﬂ:{b%#r'o

ERAE

BT AWS FIS XEFFAIM IAM A, REAURREHTER. WFEFMET K FSHRERS
=

BERmS AR

RABRBENHERE, MEFMER  F2HAWS FIS WERKRSHERE.
BRI

BEREARMNERE, MFFHEES , F2ENERSEE AWS FIS.

BHIRF EHE AWS FIS HENERHE, fln , SEEREANBEREFERE. NEFMER
B8 PR I M AL 2

SIANEE

LT RERSBANEE.

3
¢

{

"description": "string",
"targets": {3,
"actions": {},

BAFEE 7
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ERAEER

"stopConditions": [],

"roleArn": "arn:aws:iam::123456789012:role/AllowFISActions",
"experimentReportConfiguration":{},

"experimentOptions":{},

"tags": {}

MFEEH , FB2E fh HA,

B IR L H

EEMFHA BUSRERAWS BEEFEES K B2HE EUEREL,
EEMFHEUSHET A AWS CLI, 528 AWS FIS EEFE A& 4,

AWS FIS BV EhE

FERVERELX K LLAER-—RNSEBE, 0F AWSFIS RENBELEERBFEEE

2%,

BREEERBENT-RBE, EEEHARERDZRATHEN AWS FIS BifF

BZREEMBEER,

B 8%

- BIFFEE

- BFERERIR
- BESH

- BFEE

- BFEEERE
- BHEEEH

B FRRS

LT B BERREE.

"actions": {

it
%

¥

AEATRIN A

R ER
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"action_name": {

"actionId": "aws:service:action-type",
"description": "string",
"parameters": {
"name": "value"
I
"startAfter": ["action_name", ...],
"targets": {
"ResourceType": "target_name"
}

ELRERBER , FRMATIEE
action_name

BN A,

actionld

BERRI

description

BEEERVHEIR

parameters

ERBESEL
startAfter

VARTROEMEE , FERBILEF. B8, BFeEERBARKENIT.

targets

FAEEER E,
IEEH] |, 5528 the section called “B)/EZT 1",
BEE B
=18 AWS FIS BMEEB LA T ERBIAT

BRI 9
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aws:service-name:action-type
flan | FHIEERZ 1 B #E Amazon EC2 #11T1EEE :
aws:ec2:stop-instances

MEBENTRFE , F2HR AWS FIS BiF2 =,

BESH

BEL AWS FIS BIEERBERANHMESH., ELSHAREDENTHEERNBER AWS FIS.

AWS FIS XA aws:ssm:send-commandB)ERY BRTSRRREEE | B EEMFE A SSM Agent F
SSM @S M 7E B ZH1TEE L BN SRR K M. aws:ssm:send-command BIfEEE L SSM XHH
Amazon Resource Name (ARN) #iA B documentArn2 ¥, B4 BENIEETEBRE A | &0
LIEESEHNE,

WEEE aws:ssm:send-commandEMES BRI FFHER , 552 E £ A aws:ssm:send-commandEp
1E.

BULETRESFSETRABRERE (LBAREDF). REDFSHEELERBEAITHR
BHRE, REBFEEBFSFERBEENRE CRIAT, WIFMABERAIUZER-XEF, §
m, WREEK L Amazon EC2 #ITEEE , AISEZEITERK L REBRERATEE.

BFEER
BFEELEENBERERLHT. ERERZR BN EERDFREEHEEH,

"targets": {
"ResourceType": "resource_name"

}

AWS FIS BIfEX BB B EN TSI ERER

« AutoScalingGroups — Amazon EC2 Auto Scaling ##H
. f#178788 — Amazon S3 f#1FETEE

« HE&E - Amazon EKS #5%

BESH 10



AWS #FESE AT (&SR
- B£ - Amazon ECS, Aurora DSQL = Amazon Aurora B E#E

- DBInstances — Amazon RDS & ¥} E #1788

« BEIE - AWS Lambda B

- #7185 - Amazon EC2 1T {E B

- KinesisStreams — Kinesis E¥ &7

« ManagedResources — B{fl ARC EFEBH Amazon EKS #£., Amazon EC2 Application and
Network Load Balancer #1 Amazon EC2 Auto Scaling #H,

» MultiRegionClusters — Amazon MemoryDB % [EiF# &
- HEIBLEE4E — Amazon EKS EiBhEHE

« Pod : Amazon EKS E£# Kubernetes Pod

« ReplicationGroups — ElastiCache ¥ & &#H

- A -1AM B8

« Spotlnstances — Amazon EC2 Spot #{T{E &

. FHIEE - VPC T#HIR%

- EHFE - Amazon DynamoDB ZEFHE X MHK —BLHER K
« {£3 - Amazon ECS £#%

« TransitGateways — &% &&

« Virtuallnterfaces — Direct Connect FE#RH

o WiBE[E — Amazon EBS Rk [E

« VPCEndpoints — Amazon VPC %2}

WEEH , 552 B the section called “B)/EE 1",

B ERE

MRBETESH , B AREEBHENFERRE , AREBER  REEEENHEREBER , I8
KEZBERATR. MREEEemptyTargetResolutionMode BEIRIBERES skip , AITEREEM
EMEEE , BESVEITHK , REAR THIB, . 6l , MREIEE S5 7 ENFERE , AWSFISE
BEERAES PERTH. AR K CERET—E&DE , EXMEBESHTRA L,

FRNBTUARESBERINKERE  SELEENKBARE. fl , EEEEEENKEARZE
Ao HRIEFEIRGHBEIFERE , Sl IEBTEE  SEEENSERERE LFRE,

BESERRE 11
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NRBEEDESBIISREDE , ARBBFEEDFETHENT. TREEBDFEMFLFEATEE
SEFEEHEFESERET —EDERE (NERGR , IRFEEGBAERTR ) <HNIEER,

Bl

BT R B,

g4

- {£1F EC2 #1T1EEE

- HEf Spot #1T{ERE

- PETRERRE

- #&1E EKS THE&

- B8 ARC EBEEBER

g4l : F1E EC2 #1T{ER

T EEREFELEREBA targetInstances W B REFTREBIN EC2 MITER. MOER , ©EEM
BB B EHITER,

"actions": {
"stopInstances": {

"actionId": "aws:ec2:stop-instances",

"parameters": {
"startInstancesAfterDuration": "PT2M"

1,

"targets": {
"Instances": "targetInstances"

}

g5 : S E Spot H1TIEEE

THEEESEILERBA targetSpotInstances B EEFTEBIM Spot HITEE, CEZFMD
$% , BrhE Spot #ITIERE,

"actions": {

Ea iR 12
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"interruptSpotInstances": {
"actionId": "aws:ec2:send-spot-instance-interruptions",
"parameters": {
"durationBeforeInterruption": "PT2M"
},
"targets": {
"SpotInstances": "targetSpotInstances"

g6 : PETRERRE
THEFEEEERFEREABTRARYF FRK BN RE.

"actions": {
"disruptAZConnectivity": {

"actionId": "aws:network:disrupt-connectivity",
"parameters": {
"scope": "availability-zone",
"duration": "PT5M"
},
"targets": {
"Subnets": "targetSubnets"
}

Eifj | 4R 1F EKS ITE&

THEEREFERBA targetNodeGroups B B ZFTEBIE EKS BEFKIE 50% B EC2 #1T1E
B,

"actions": {
"terminateWorkers": {

"actionId": "aws:eks:terminate-nodegroup-instances",
"parameters": {
"instanceTerminationPercentage": "50"
},
"targets": {

"Nodegroups": "targetNodeGroups"

Ea iR 13
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}

ERAEER

g5l . BE ARC EBE B EBER

THEEERE ARC EFEBER , $ZEERRS M duration-in-parameteresaz-in-
parameters B, EREHManagedResourcesE A% AWS FIS BEgiAh B ERBHNERSIE,

{
"description": "aaa",
"targets": {
"ManagedResources-Target-1": {
"resourceType": "aws:arc:zonal-shift-managed-resource",

"resourceArns": [

"arn:aws:elasticloadbalancing:us-east-1:0124567890:1oadbalancer/app/
application/11223312312516",

1,

"selectionMode": "ALL"

}
},
"actions": {
"arc": {
"actionId": "aws:arc:start-zonal-autoshift",
"parameters": {
"availabilityZoneIdentifier": "us-east-1a",
"duration": "PT1M"
I
"targets": {
"ManagedResources": '"ManagedResources-Target-1"
}
}
},
"stopConditions": [
{
"source": '"none"
}
1,
"roleArn": "arn:aws:iam::718579638765:r0le/fis",
"tags": {3},
"experimentOptions": {
"accountTargeting": "single-account",

"emptyTargetResolutionMode": "fail"

Ea iR
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}

AWS FIS fy B &

BEREERABME Fault Injection Service (AWS FIS) AWS H{TEIERN —=Z @ AWS BiR, BEH
DUREREREEN AWSIRFH , A MUAEASIKRFERNTRIIRER. BEE—F 7 HIN{AH
EFERFHNER , F28 £HZRFER.

BUNEZVEREARERE R, SUUSBERIAXTNSEDFEAMERNE K,

AWS FIS et ERRBKBRIMAER , BREBDEESTINEMESE, AWSFISEEREARER
EENMBEER, NREKTINEE, BERIXY

)

Y
i

F

==

HD

1=

R

- BE B EER
- ERERERMST
- ERBR

- BEELN

- SHIEE

. EIRIERERM

W
%

B3R5

kij_ﬂEquEEGnn/ o

"targets": {
"target_name": {
"resourceType": "resource-type",
"resourceArns": [
"resource-arn"
1,
"resourceTags": {
"tag-key": "tag-value"

B 15
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ERAEER

},
"parameters": {
"parameter-name": "parameter-value"
I
"filters": [
{
"path": "path-string",
"values": ["value-string"]
}
1,
"selectionMode": "value"

ELERBER , FRHTIIERE :
target_name

BENEHE,

resourceType

EREE,

resourceArns

5 EERH Amazon Resource Name (ARN),

resourceTags

EREREERNER.

parameters

FERAREEMEREIEENSY,

filters

ERBERTEEARSEBEREELEHINERER.

selectionMode

EREE RN REE,

WMEEH| , 552 the section called “&3 4l B &7,

BERFEE



AWS HFEE A BRHS

ERAEER

EREH

=8 AWS FIS BIfFEREH4E AWS BREE L#HT, ELEREER , LEAREE—EEREE,
ELEEHFNBERR  BRELAR BFEXENERERE,

AWS FIS XE T ERER !

© aws :
© aws :
© aws :
© aws :
© aws :
. ec2 : ebs-volume — Amazon EBS Wik [E

: ec2 : instance — Amazon EC2 #11T{E &

: ec2 : spot-instance — Amazon EC2 Spot #1715
: ec2 : subnet — Amazon VPC T #83%

* aws

* aws

* aws

* aws

* aws

© aws :
© aws :
: ecs : task — Amazon ECS £

: eks : cluster — Amazon EKS #%

: eks : nodegroup — Amazon EKS EiBiE4H

* aws

* aws

* aws

* aws .

* aws .

* aws .

* aws .

* aws .

* aws

* aws

* aws .

* aws .

arc : zonal-shift-managed-resource — [6] ARC EiFE B AWS HEIR
directconnect : virtual-interface — Direct Connect E# SR

dsql : cluster — Amazon Aurora DSQL #5%

dynamodb : global-table — Amazon DynamoDB % [EiE £ 15 & &

ec2 : autoscaling-group — Amazon EC2 Auto Scaling & #8

: ec2 : transit-gateway — & &

ec2 : vpc-endpoint — Amazon VPC i B
ecs : cluster - Amazon ECS #5%

eks : pod — Kubernetes Pod

elasticache : replicationgroup — ElastiCache £ B &l
iam : role - IAM &

kinesis : stream — Amazon Kinesis & # 87

lambda : function — AWS Lambda B &

: memorydb : multi-region-cluster — Amazon MemoryDB % [Eig# %
- rds : cluster — Amazon Aurora BRI EE £

rds : db — Amazon RDS & ¥} E# 1T {E &
s3 : bucket — Amazon S3 f#1FErgE




AWS R EEE A BRES ERAEER
5l B R E R

ESE AWSFIS IR AP ERBEER , EUEREHENKRE AWS BR (BEEREE ). =
&, J&A LR AWS FIS RIRER SR R4 R8BI EIREF 48

HEAPENERER , BUEETIIERE :

- &R IDs - HEERNEIR IDs AWS . FREEIR IDsBLBERKREREENEIR,

- EREE - EAERTE AWS BERVER,

- BREGERNG - KAREFREBUCERNBENE. WEFHET  F2RERFERMF.
- BRZE - ARFERBERHCERNZE,. NEFHER K FBREESH.

ZEBEIN

- BEZRREEMREENER ID NERER.
- BEEZEAREEREERNER ID MEREZRMS.

- MREEEERFZARBRENERER  ACTFEAREAFT. ENGEREREERRREIEM
ZARBREIEBNER.

- MREEEZEER , AMEEENEBRLAFTERERERL , Xt RIER (AND).

&R R R

ERGEFGERBESEBUALN B EEFRNEN. AWSFIS EREBEEENEREE K BEHAER
EQE AWS BREXFRE AP BifFlih. EENSEHZBENERETESEERERT.

BEGEREHSUBMESNTENERT. BRRUNUBSBHTERRFS , BREERNEREE
WP ERE BENRE, SERBREK tENER. SETRIB LA Pascal RHIRT , BIEER
IR B ER B H B ERBE RG], BN |, BERMER AvailabilityZone , ™3E availablityZone
E’lﬁiio

"filters": [
{
"path": "Component.Component.Component",
"values": [
"string"
]
}

HA B RER 18
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ERAEER

]I

T 5@ EARAEEREE RS

AND

MRRERSESRFG  SEEFHERENEGRRSE AR ERGFBLENSTRENER

MRRE-BERFEESEE , AEM—EERLATSSEENER : OR
MRERR AP UK BREMERIIZEE , B —EERLEANES , FTREINER: OR
HEHERR/EY , CERIIAKEBRENERER (F2HLR ).

TXREIE API BMER] AWS CLI 5 , B LARMESESEERERNERNER, AWSFIS gRKE
HITELEME , LERZIEENEREYS. BRIFTER , HENHEERAERTIENER, 0, &

JE& 1E 9 1T{EBE DescribelnstancesAREEHI L ATRE S HIRFE RS R R,

Resource Type (ERER)

aws:arc:zonal-shift-managed-
resource

aws:directconnect:virtual-i
nterface

aws:ec2:autoscaling-group
aws:ec2:.ebs-volume
aws:ec2:instance
aws:ec2:subnet
aws:ec2:transit-gateway
aws:ec2:vpc-endpoint
aws:ecs:cluster
aws:ecs:task

aws:eks:cluster

API B)4E

ListManagedResources

DescribeVirtuallnterfaces

DescribeAutoScalingGroups

AWS CLI 5%

list-managed-resources

describe-virtual-interfaces

describe-auto-scaling-groups

DescribeVolumes

Describelnstances

DescribeSubnets

DescribeTransitGateways

DescribeVpcEndpoints

DescribeClusters

DescribeTasks

DescribeClusters

describe-volumes

describe-instances

describe-subnets

describe-transit-gateways

describe-vpc-endpoints

describe-clusters

describe-tasks

describe-clusters

HA B RER


https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeVirtualInterfaces.html
https://docs.aws.amazon.com/cli/latest/reference/directconnect/describe-virtual-interfaces.html
https://docs.aws.amazon.com/autoscaling/ec2/APIReference/API_DescribeAutoScalingGroups.html
https://docs.aws.amazon.com/cli/latest/reference/autoscaling/describe-auto-scaling-groups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVolumes.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-volumes.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeInstances.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-instances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-subnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeTransitGateways.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-transit-gateways.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcEndpoints.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/cli/latest/reference/ecs/describe-clusters.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeTasks.html
https://docs.aws.amazon.com/cli/latest/reference/ecs/describe-tasks.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/cli/latest/reference/eks/describe-clusters.html

AWS HFEE AR

ERAEER

Resource Type (ERER)
aws:eks:nodegroup

aws:elasticache:replication
group

aws:iam:role
aws:kinesis:stream
aws:lambda:function

aws:memorydb:multi-region-c
lustern

aws:rds:cluster

aws:rds:db

aws:s3:bucket
aws:dynamodb:global-table

aws:dsql:cluster

API E)4E

DescribeNodegroup

DescribeReplicationGroups

ListRoles

DescribeStreamSummary

ListFunctions

DescribeMultiRegionClusters

AWS CLI 5%

describe-nodegroup

describe-replication-groups

list-roles

describe-stream-summary

list-functions

describe-multi-region-clusters

DescribeDBClusters

DescribeDBInstances

ListBuckets

DescribeTable

GetCluster

WEEF |, 552E the section called “&3 5 EFZEH"

ERSH

ERZHERBIFERFHER ERER.

TIEREREXESH.

aws:ec2:ebs-volume

describe-db-clusters

describe-db-instances

list-buckets

describe-table

get-cluster

« availabilityZoneIdentifier - @2 HEHMERENTARFENERE ( W us-east-1a).

aws:ec2:subnet

« availabilityZoneIdentifier - @2HEFBB2TAREMNERNE ( HIW0 us-east-1a)

= AZID ( fl40 uset-az1).

« vpc- BEEEFREHN VPC, BEKRFAXEZE VPC,

HA B RER

20


https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeNodegroup.html
https://docs.aws.amazon.com/cli/latest/reference/eks/describe-nodegroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeReplicationGroups.html
https://docs.aws.amazon.com/cli/latest/reference/elasticache/describe-replication-groups.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListRoles.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-roles.html
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_DescribeStreamSummary.html
https://docs.aws.amazon.com/cli/latest/reference/kinesis/describe-stream-summary.html
https://docs.aws.amazon.com/lambda/latest/api/API_ListFunctions.html
https://docs.aws.amazon.com/cli/latest/reference/lambda/list-functions.html
https://docs.aws.amazon.com/memorydb/latest/APIReference/API_DescribeMultiRegionClusters.html
https://docs.aws.amazon.com/cli/latest/reference/memorydb/describe-multi-region-clusters.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeDBClusters.html
https://docs.aws.amazon.com/cli/latest/reference/rds/describe-db-clusters.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeDBInstances.html
https://docs.aws.amazon.com/cli/latest/reference/rds/describe-db-instances.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/cli/latest/reference/s3api/list-buckets.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://docs.aws.amazon.com/cli/latest/reference/dynamodb/describe-table.html
https://docs.aws.amazon.com/aurora-dsql/latest/APIReference/API_GetCluster.html
https://docs.aws.amazon.com/cli/latest/reference/dsql/get-cluster.html

AWS HFEE A BRHS EREES

aws:ecs:task
« cluster - @2 A BEEBHNES.
- service - @8 BEEHHRK.
aws:eks:pod

 availabilityZoneIdentifier - #MH, @& HE Pod WAIAESE, #l0 us-east-1d. &
fEB LB H hostlP MFEE FHEEEA CIDR R E Pod KT A B,

« clusterIdentifier - XE, BE EKS EEMNEBREI ARN,

- namespace - &, BHZE Pod ¥ Kubernetes 5 & 22 /il

« selectorType - X E, ZEFEZRER, TJHEMES labelSelector. deploymentName
podName,

- selectorValue - &, BIEHREH, WEIUAN B{EselectorType,

 targetContainerName - EEM., Pod iIEFERNEERHEH, FERERSERE Pod R
BPEERNE—ERESE.

aws:lambda:function

« functionQualifier-#MA., EHEMNHERAREE, MRREETMEER , AgEREH
FIEFAARABE, NREEEELEREANEE , REFAIERIAEMN ARN BABIAE , BlA
P EENFERAIHBERRABE. WRSLATESTHERASHKAA , AleEZBEHEARKE ARN
FEAY , BARTE ARN SLATESTH I EMIFIEITSRERIE A, MFE Lambda \RAWNFHER |, F2
BIAWS Lambda ( fEAEEE) HHEE Lambda B ERA.

aws:rds:cluster
- writerAvailabilityZoneldentifiers-i#H., EREBESAHBNAAREE, ATHENE
A ATREREEBFRERTREE | all,
aws:rds:db
« availabilityZoneIdentifiers-EM. EZXENERERTERTAESE. ATENE
A ATREEEBIFRERSREE | all.
aws:elasticache:replicationgroup

« availabilityZoneIdentifier - #E, SSEEHHZATAERHNERE (10 us-
east-1a) 2 AZ ID ( &0 use1-az1),

BEERN

ZALZEBEEERRARRECHFNERNEE. AWS FIS XETIRIE !

EEES 21


https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html

AWS #FEE AR EREER

« ALL - $IFr B B EE#1T Bk,

« COUNT(n) - ElEBENBEZELHTEE , LERANREEBBIN B ZDEE, flin , COUNT(1)
SEmMES—ESEBN B E,

« PERCENT(n) -¥i5sE B LW BEESTEME , XEER2REERIN B EREEEE, 5
i , PERCENT(25) &i2H 25% K 235 B &,

MREEFTENERIIEE 50% , AWS FIS €53, il , REFHIEH{E Amazon EC2 #1T1E
WAEBEE  #EA50%, AWSFISENERAALAMEHNTEER, SEEZEEIRA—BERNE D L.
Flan | IR EA&IYE Amazon EC2 #TEBMEBEFIEE 5% , AWS FIS B L IZEHTEE,

NREERERNEREREEERZMEER , AWSFIS AJ LS ENMARNEIR.
EREGEAPEZEERS  WREEENHERBRER , BRI KM

g6 B R
AT 24618 42,
#51

- EAEERRCEE VPC RHHTEE
- EEEEZENAER

g4 : 5% VPC FEAEERBRNIITER

LRy A aE B R R IEE VPC F 8 Amazon EC2 #1T{EER , EE& A env=prod., BEEXFIEE
AWS FIS FE#ZZEE S — @B %,

{
"targets": {
"randomInstance": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
},
"filters": [
{
"path": "VpcId",
"values": [

ERIR 22
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ERAEER

"vpc-aabbccl1223344556"

}

15
"selectionMode": "COUNT(1)"

gfl . EREESENER

WEHNAREEERRERIEEEEN R Amazon ECS 118, BIEERNEIEE AWS FIS FEIZEE

H—EB&.

{
"targets": {
"randomTask": {
"resourceType": "aws:ecs:task",
"parameters": {
"cluster": "myCluster",
"service": "myService"
I
"selectionMode": "COUNT(1)"
}
}
}

50 I ERE IR
SAF R I ERE A
i1

- EC2 #1T1EREE

g4l : EC2 #i1T1ER

BB AZE aws : ec2 : instance ERERNEBERREEFBEMHR , AWSFIS € H Amazon EC2

describe-instances@r & I & F 852 &4 3R 3% Bl B 12,

FPIEFE IR

23



AWS HFEE A BRHS EREES

describe-instances tr T E{EE JSON Bt , HHASEHTEEER THEEInstances, AT 2H
P ER SR ROENMN. RMOSREEF |, FHELHMIE JSON I HNEBIEEB %K
=,

{
"Reservations": [
{
"Groups": [1],
"Instances": [
{

"ImageId": "ami-00111111111111111",
"InstanceIld": "i-@Qaaaaaaaaaaaaaaa",
"InstanceType": "t2.micro",
"KeyName": "virginia-kp",

"LaunchTime": "2020-09-30T11:38:17.000Z",
"Monitoring": {
"State": "disabled"

I,

"Placement": {
"AvailabilityZone": "us-east-1la",
"GroupName": "",

"Tenancy": "default"
b
"PrivateDnsName": "ip-10-0-1-240.ec2.internal",
"PrivateIpAddress": "10.0.1.240",
"ProductCodes": [],

"PublicDnsName": "ec2-203-0-113-17.compute-1.amazonaws.com",
"PublicIpAddress": "203.0.113.17",
"State": {
"Code": 16,
"Name": "running"
},
"StateTransitionReason": "",

"SubnetId": "subnet-aabbccll1223344556",
"VpcId": "vpc-00bbbbbbbbbbbbbbbbb",

"NetworkInterfaces": [

{

"Groups": [
{
"GroupName": "sec-group-1",
"GroupId": "sg-a0011223344556677"

FPIEFE IR 24
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ERAEER

"GroupId": "sg-b9988776655443322"

1,
{
"GroupName": "sec-group-1",
}
1,
I
I
{
}

1,
"OwnerId": "123456789012",

"ReservationId": "r-aaaaaabbbbbl111111"
},

ERERERGERFZNBETHEISTVHATER , FEE (VB EAvailabilityZone M A

RAEZSNEXRMS E. flm:

"filters": [
{

"path": "Placement.AvailabilityZone",
"values": [ "us-east-1a" ]

1,

EEERERMRFAZIEE FREPNYTER , FEE WEBMRESubnet IdM FHEEEAY ID %

A{E. flan

"filters": [
{
"path": "SubnetId",
"values": [ "subnet-aabbccl11223344556" ]

1,

FPIEFE IR
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EEERNERSERTERMREBNHTER 6 FiEE WEMEEName , Y THHEP —EMRELBE
EAME : pending|running || shutting-down terminated | stopping || stopped. #l#0 :

"filters": [
{
"path": "State.Name",

"values": [ "running" ]

]I

FEENCERESRELZLHENNTEE K FEE
B —EnE kM. Him

\m

28 GroupldMZBEZ£EHH IDs BT

"filters": [
{
"path": "NetworkInterfaces.Groups.GroupId",
"values": [
"sg-a0011223344556677",
"sg-f1100110011001100"

1,

FRENCEEMABERZSHENBTER  FEEEABERENZEERRRME , GroupIdil Kk
BEERRATWE—R2BE D, Hl

"filters": [
{
"path": "NetworkInterfaces.Groups.GroupId",
"values": [
"sg-a0011223344556677"

]
},
{
"path": "NetworkInterfaces.Groups.GroupId",
"values": [
"sg-b9988776655443322"
]
}

1,
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&l : Amazon RDS 5% ( BREEE)

BB E aws : rds : cluster ERER M B)ERS EEFRIFHR , AWS FIS %117 Amazon RDS
describe-db-clusters@i = I & F 852 5 4 2K 3 Bl B 2,

describe-db-clusters if T 2HE B EEREEEELOELTHH JSON ., UTEXomE , Ha
SELU#AB RO, RMASREES , FHELHME JSON BENERBEEBHERE,

"AllocatedStorage": 1,
"AvailabilityZones": [
"us-east-2a",
"us-east-2b",
"us-east-2c"
1,
"BackupRetentionPeriod": 7,
"DatabaseName": "",
"DBClusterIdentifier": "database-1",
"DBClusterParameterGroup": "default.aurora-postgresqlll",
"DBSubnetGroup": "default-vpc-01234567abcl23456",
"Status": "available",
"EarliestRestorableTime": "2020-11-13T15:08:32.2117",
"Endpoint": "database-1l.cluster-example.us-east-2.rds.amazonaws.com",
"ReaderEndpoint": "database-1l.cluster-ro-example.us-east-2.rds.amazonaws.com",
"MultiAz": false,
"Engine": "aurora-postgresql",
"EngineVersion": "11.7",

HEERERGRGY K RENEAREENESIENERERS  BFHEMREEER Engine , ¥
HEIEES aurora-postgresql , R HIEFIFTR,

"filters": [
{
"path": "Engine",
"values": [ "aurora-postgresql" ]

1,

SIfIERE IR 27
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EEZERERGRFMG , REQRETABREPNERNERSE  FECBMHRENE , MTH&EHIFT
Ro

Hll-

"filters": [
{
"path": "AvailabilityZones",
"values": [ "us-east-2a" ]

AWS FIS M= L4

AWS Fault Injection Service (AWS FIS) IRt HEMER , BLLLMHME AWS THEER LHTE
B, BLIRHRE—EME K THEERZEDEESE S Amazon CloudWatch B RHWREREILER, MR
EERPEEBELESE , AWSFIS 2FILER., SELIEBEFLINER,

EEEVELGRY  BARALNEARIASIBREERBERE. BEREBREAERINUSREARH
T8 UEBHEMIEEES, W, I8, CPUEHRER A, BaERBERERE
CloudWatch B~ , MR AN EARN SR ET L EZIHYENRE , BUUEARBERREL
B, MEFMEEN , 520 (Amazon CloudWatch R &) HHFEH Amazon CloudWatch
o

ECHRPFEHRAEGTUEEREARATPIEENELHRGBEEE ., MEFMER , S B Fault Injection
Service AWS R Z8 A1 PR .

= LRI 5RS

BUYBREARE , BKALLEBRIEESREUN CloudWatch B RRIEE — 2 EF &K

{
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:region:123456789012:alarm:alarm-name"
}
]
}

THIgEHIE L EREAREERF LHRE,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html

AWS HFEE A BRHS EREES

{
"stopConditions": [
{
"source": "none"
}
]
}
E—5 7 R

MBRBMTRI CloudWatch B RIS L AN ERREAWKSRRE | BSM EHTEERL
#4117 CPU B .

M FIS %E2 HREETAH CloudWatch AWS BN FAEHR , HBHUTAS

+ f£/ CloudWatch BB 1TERE

+ Amazon ECS CloudWatch $§4&

 f£/ CloudWatch E&#2 Amazon RDS 52
- {5/ CloudWatch EEfZEH{Ta S IEE

AWS FIS ERH IAM B &

AWS Identity and Access Management (IAM) 2 —& AWS fR¥ , JiBIEE S L& iR HI% AWS &
RINER., ZEFFH AWSFIS , AR RF AWS FIS FTERFATH IAM B | LI{E AWS FIS 1]
DR&FEHITER. EUNEZEVERGANEELERAR, HRE—IRFER , ERACH IAM
BRYLEARTHA , MEREEERBEAPIEEABENER, HRZIRFER  ERABXLARTH
FAEACHT , UASEBEERFRE IAM A, MEFMAENR , F2RZIEFERWT,

BMERCERR TREERNEEZLER., SUUEBRRPIEEREER ARNsHEBRHITIER
(=

AT HBERERAER AWS FIS , HRIRM AWS ZEBE , AU UEZEVERACKEEELER
Ko BE , BUTERYBCHRRBERXAE  CRAELHRMARE,

B &
- FTRGRA

- BE 1 EBEVERAGIERE AWS ZEHE
- BH 2 BEVERAGIHBARBEMS

E—57# 29


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/monitoring-cloudwatch-metrics.html
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FORIRAF

Ba2Hl , 55R% AWS CLI ¥ E I PENEFEBE.
&% AWS CLI

R Al , AR EWERTE AWS CLI, EEERE B AWS CLI , R R REB@MA AWS EAE
o ZIK&FEFE’J?:E"@HEM!&E RETHENR "EiF, . B, 84 --region BIEHIEESEG T,
MEHMER , B2 LEHEH AWS CLI fMEZE AWS CLl,

BMEERAREE

ERAGKLEEEFEEEE , AFF AWSFIS REBEEIZAG. BUEA WXFER , fis-role-
trust-policy.jsondt# 8 T FSERERBIR.

JSON
{
"Vexrsion":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"fis.amazonaws.com"
]
}I
"Action": "sts:AssumeRole"
}
]
}

BEEER aws: SourceAccount A aws:SourceArn &5  REEHCAZEENREARM
ENRE. RRRFEERNVESE , MRIRE ARN 2ERN ARN, Flin , BEZHE T 5IRGESR
B EEEBUR,

"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
I,
"ArnLike": {
"aws:SourceArn": "arn:aws:fis:region:account_id:experiment/*"
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html

AWS HFEE A BRHS EREES

}

MEFTUBEERIRFAE (ERSIKRFER )

HRZIRFER A SEEABARIRFREEFIRFACHNT, ERMEXRT5IEEH , Wi #
BABRBRBERXY , MBEERIRFAS !

{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": [
"arn:aws:iam::target_account_id:role/role_name"
]
}

BIE1 . BEVERAGI ERE AWS SEEE
5 AWS FIS W E A — {8 AWS ZEBERREAM,
BUYERAGIYERE AWS SEHX

1. HBFEENERTN AWSFIS BEEZERXR, Bl , AEFTERREVBCHRBRBERXXH. W
EFHMER , 53 Mthe section called “AWS ZEHE",

2. {EA T create-role A REN AR |, WIIBEELRFEEDIEINEFEEK,

aws iam create-role --role-name my-fis-role --assume-role-policy-document
file://fis-role-trust-policy.json

3. AT attach-role-policy 5 XE#E AWS SEBXK.

aws iam attach-role-policy --role-name my-fis-role --policy-arn fis-policy-arn

He fis-policy-arn B TFHHFA—1F :

+ arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorEC2Access
« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorECSAccess
« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorEKSAccess

« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorNetworkAccess

BIE1 BEUERAGIIERE AWS SEHR 31


https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
https://docs.aws.amazon.com/cli/latest/reference/iam/attach-role-policy.html

AWS HFEE A BRHS EREES

« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorRDSAccess

« arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorSSMAccess

BIE 2 BV ERA G ARBERNMHS
SHERESERRNBEERLEE  RECLREERFENFT.

B 37 R 307 4 P R SR S 4

1. AT create-ole HARBUAE , WHHMAETE LREM R IMEERE.

aws iam create-role --role-name my-fis-role --assume-role-policy-document
file://fis-role-trust-policy.json

2. BYEBEWNNFEEE , fis-role-permissions-policy.jsondF@EFAIEK, WETAE
EENEG , F2RAUATRE

- EHREABRE - RTIIBERRS.

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowFISExperimentRoleFaultInjectionActions",

"Effect": "Allow",

"Action": [
"fis:InjectApiInternalExrrox",
"fis:InjectApiThrottleExroxr",
"fis:InjectApiUnavailableExrrox"

]I

"Resource": "arn:*:fis:*:*:experiment/*"

}
]
}

« Amazon EBS BiE - %€ T %I BURB A,
JSON

BIE 2 . BUERAGWHERNRBEE M 32


https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:PauseVolumelIOQ"
]I
"Resource": "arn:aws:ec2:*:*:volume/*"
}

}

« Amazon EC2 B)4E — #£ AWSFaultinjectionSimulatorEC2Access BURB A

« Amazon ECS B){E — #£ AWSFaultinjectionSimulatorECSAccess BURB A

« Amazon EKS B - # AWSFaultinjectionSimulatorEKSAccess BUR B A

- BB ENE - ®® AWSFaultinjectionSimulatorNetworkAccess BURBIE

« Amazon RDS EE - # AWSFaultinjectionSimulatorRDSAccess BUR B 1A

- Systems Manager EiE — #£ AWSFaultinjectionSimulatorSSMAccess BUERBIA
3. A5 put-role-policy S RET MBI L —EHBPEI N AIHRE,

aws iam put-role-policy --role-name my-fis-role --policy-name my-fis-policy --
policy-document file://fis-role-permissions-policy.json

AWS FIS W E B ERE

B LARLA AWS Fault Injection Service (FIS) RELXBERIHE , A EEERihE L EMRIGFHNF
B, ERWMER POF XM, HEERBE , LBELEHEEIEEN CloudWatch ERREEEAER
EfE, EEEFHFERBSE , FELETH zip BR.

EERANBREAEREANERERNR LU ERERMINERBEARE. ELIEE CloudwWatch
BRIRE , AWSFIS BEaBERXRFAAENIENRRER , Y EEEENHFERBARIER
FRIG M R |, A TS HIFT R

m
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorECSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorNetworkAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorRDSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorSSMAccess.html
https://docs.aws.amazon.com/cli/latest/reference/iam/put-role-policy.html
samples/FisExampleReport.pdf.zip

AWS HFEE A BRHS EREES
hEHREHNTERERETARSE (AZ) PHFE, £ AZusel-az6 HEIAHTERR , REER

usel-az6 B F| usel-az4 , FEZAZ PN EEHFHESEEEN NV TEHESEHD .

&

BERH

If

[¢
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NLB ProcessedBytes usel-az4
Bytes
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Bytes
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20.00M é
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|
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EERERE SR AWSFIS EEATHERE , LA LFHRE Amazon S3 T+, W
RIBEHREMEEFIE CloudWatch &R , Lt 2EESENITENFR. BREABERE I
PcancelledHHMITHER ( #5 actionsMode FREL ) , FTEELEHREskip-all, — BEEREBE
BERHRERSE , M REEHR Amazon S3 RFEFRENE. REAMEBRMABWESEA , BEX
NHHEHSWE AWS FIS BR, MBFHMEN , 552 B AWS Fault Injection Service EEM Fault
Injection Service AWS FYELEERI PR, RIBETE X 11 GetMetricWidgetimage #1 GetDashboard 53R #Y
Amazon S3 # CloudWatch AP| E R EEFEFTER. MEFMEH , F28 Amazon S3 EEFM
CloudWatch Ef&,

UTRERBEERENEE , ERERELTHNERER,

i

{
"experimentReportConfiguration": {
"outputs": {
"s3Configuration": {
"bucketName": "my-bucket-name",
"prefix": "report-storage-prefix"
}
.
"dataSources": {
"cloudWatchDashboards": [
{
"dashboardIdentifier": "arn:aws:cloudwatch::123456789012:dashboard/
MyDashboard"
}
]
.
"preExperimentDuration": "PT20M",
"postExperimentDuration": "PT20M"
}
}
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https://aws.amazon.com/fis/pricing/
https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/cloudwatch/pricing/
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£ experimentReportConfiguration , BB ECEEERBREFERNE L BN, &
AERMEBSHEE , EHEEEMTH AWS FIS ERNFENER, ELCEERREHEER  F
RMHTHIERE :

outputs

B ERexperimentReportConfiguration , IEEERBEMNRIME. £ Foutputs , &1
LR T5H B s3ConfigurationRIEE

« bucketName - FHERER Amazon S3 EFERE., MEFESFHRERNVAEBNES,

« prefix (&R ) - Amazon S3 BETEFEEFRBENFE. MIEREALME  UEERR
RERHY FENFE,

dataSources

HiZ A ERexperimentReportConfiguration , EEEEEHEERBEFNHMAE R KR,

« cloudWatchDashboards - @& &+ CloudWatch &&RR[FES|, EPR—1E CloudWatch
BRM.

« dashboardIdentifier- CloudWatch &&iRA ARN, EFEREmetricER 2 HHE/NT
BRERBEITSEHRETH , EBEZIEEZRN

preExperimentDuration

HiZ A EERexperimentReportConfiguration , ERELERE P EE < CloudWatch &E&RR
EENERIISERRE , RRWE 30 2iE, EEZXERKREAERXBEMREBNE[E, fm, &
BUFEREA S P  RIRBEFEEERMKE 5 7EISEE. BFERBENKERXA 1SO
8601 , FAFR{EA 20 7i&,

postExperimentDuration

HiZ A ERexperimentReportConfiguration , % CloudWatch B RRIEEEIESHERE T
WERZFERRE K SRTE2 /M, EEZEAREARABERESIERPENFERRE. §
m, MREIEE 5 P ENEARBBERE  RBEXSISEE, EERERE S 2EAL. &
BREEMNKRAE 1SO 8601 , THIRES 20 D&,

ERBETA

EEZE AWSFIS EENFEHERBES , BFER AWS FIS BB IAM A A THIERE -

* cloudwatch:GetDashboard

BR|MEFTH 37
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* cloudwatch:GetMetricWidgetImage
* s3:GetObject
* s3:PutObject

EMEBRER AWS Z2HEER  AKERACRIAREFETFENTE, UATRRIERSEEN
By B R BRIR X g8

JSON

"Version":"2012-10-17",
"Statement":

[
{

"Action": [
"s3:PutObject",
"s3:GetObject"
1,

"Resource": "arn:aws:s3:::my-experiment-report-bucket/my-prefix/

xn

"Effect": "Allow"

},
{

"Action": [
"cloudwatch:GetDashboard"
]I
"Resource": "arn:aws:cloudwatch::012345678912:dashboard/my-
experiment-report-dashboaxd"”,
"Effect": "Allow"

},
{
"Action": [
"cloudwatch:GetMetricWidgetImage"
1,
"Resource": "*",
"Effect": "Allow"
}

BRHREHT 38
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ERAEFZE L\ (CMK) IZER Amazon S3 R FATRE XA RENEMEFT

MRIEE FIEEM Amazon S3 FEITEES3Configurationf A CMK % |, BEE T HIEENFT
BT KMS £RBER LW FIS BERAR .

* kms:GenerateDataKey

* kms:Decrypt

LT 2R FIS ERAGKBEEANERFIENES KMS SREERRA !

"Sid": "Allow FIS experiment report",
"Effect": "Allow",
"Principal":
{
"AWS": [
"arn:aws:iam::012345678912:ro0le/FISExperimentRole",

]

3,

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource'": "*"

}

ERBEREER

BUT R AWS FIS EERH &S ASN B ET

- BRERZY  BELEEHE  URRANEREACNENLTRE. AERESEARRESD
BENERET. NENEET  BoH AEREFELAERY,

- BETEARKEZEHAMNER. ke , FEAERARREHIFRERER. BNEBRTEHE
I EMTERD TN ERKBERS

- REER AM AGKRELIEY S3 BENtREFEFENFENYHFN. RMNEBREKFHEETE/F
BEEARN AWS FIS ERHE , YEFERTFEMERH AWS FEULFHEFITENFEAER,

« £/ Amazon S3 YI4HEHE , UL EBEERERERAAMBRI BT RS, E2E—PTH
BRE Y EEHEY o

nl‘-l-}

5L 2
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html

AWS HFEE A BRHS EREES

- WMREK CloudWatch ERIRM AR ERFHANEBIRSE , B LEEMA CloudWatch EtR 5w
BIME | 3% AWS FIS 1SR FRUA BERIRE |, WHERIRSBA AR E M AWS CLI APl FH
CloudWatch EE AR ABRAMTFREEEWTHRFIRSF. BEE—D TH , 52/ CloudWatch
ESIR 5 T8RRI .

K EBREIE AWS FIS

ERZERERNBARE., SUNEEREF LERREERMER, ECHEERK K SREHME
BIETH,

LTRETERES L ERNEREBEERTE.

{
"experimentOptions": {
"accountTargeting": "single-account | multi-account",
"emptyTargetResolutionMode": "fail | skip"
}
}

NMREHEBVERERGREEEMERSEE , AeEASERBANERE.

LT REERBERKRENEREERE L,

"experimentOptions": {
"actionsMode": "run-all | skip-all"

MREERBERBRIEETMERER , BErun-all1EARRE,

B %

- IRF AR

- ZHABEMER
© BFRI

BE®EE 40


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
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&kEEE

MREBZEAWS tkF , EFE2EEERTHENER , BUNERUERA B RAIRFEHRR
ERZIRFER. SUUREESEERRFHFERNGRB[IRFAITSIRFER. HHRB[IRFHS
AWS FIS BERpEiANER., BERFREEAES AWS FIS ERFEERNER AWS tkRF, NFE
AEA , F2REA NZIRFER AWS FIS,

BRLMERRFEERELERERNVE, UK KRSF B RREREE :

E—iRkF - k. BERIAGLUAWSFIS BR#TZ AWS IRFHHERABE,
- ZIRF - BRATLUEESZE AWS IRFHHEIR.

BRIk FERE

EEHTZIRFER SV EEE—SZEEERFERE, BEERFACESREESEIREN
accountld, roleArn FER , WHEBRFPUERABEE, ERSANEZRFHEARBWIRS IDs XER
HE_EI‘JO

BRI ZIRFEREAR  EREASECHEMN targetAccountConfigurationsCount ,
ERBEREANE B ERFHEEBNFE.

UT2EERFHEENTEE

(i Hlﬂ}

{
accountId: "123456789012",
roleArn: "arn:aws:iam::123456789012:role/AllowFISActions",
description: "fis-ec2-test"

}

ERENBERFARR  BIREMETHER
accountld

BEWRFH 12 I8 AWS IRF D,

roleArn

®F AWS FIS FFA LUFE B BRIk P ERELEN R RY IAM B &,

description

EEMERHER,

RF BB T
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EER—STROAEABRIRSER , B2H B/ W2IRFER AWS FIS,
Z B B RFEITR

B B RERAREN , WEX BT REERE RFFERT R,

« R - TRk, MRBBERBMEMER , ERS AL  RER failed,

- BB - REBERFNEMER , IERGEE  YRBEMIEFENTEENSE, BLHKBER
R BB ESR 2 BEZMNENE , §l0 ARNs, MBERFEFEHAM —BRIITEZNEEZ , AIERS
SLENERLE | AREEA failed

BFEERN

BFEEARRASY  BUNERBERKEE. SUEEBFERNFRESR skip-all , BIESKE
EABRERCELBERRE, BEEETRERITIIEE -

- CERERALARERUECHHNEFRAER, ELRBLERK , BEENERERTREREST
B, RAERTREESEHEBER, EMIEK.

- BHRCEIEREC EHRRE,

- HRZSIRFER , KEAEEERIRFERERRE AM A6,

(® Note

skip-all XA AHERBLERETEEHNIT AWS FIS BRILEFA , W ERKIE
.

BFERASBIEZTIIE

« run-all- ( E&ER ) ERESYEEERENEE,
« skip-all - EREIBERER LNABEEIE,

i

ERE-—S TRINERHEREREDFRASH , F2R tERELELBEEER,

ZABERENERX 42
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AWS FIS Bj{gs&

EiER & AWS Fault Injection Service (AWS FIS) £ B2 EHITHISEIRE AT S, AE AWS R
BB EEINEZ AWS FIS RMFEARENEE, ZULUSEEREZEERELR , REARIHITE
B

LBERA FHE RBEIME AWS FIS , BREEBFESBAME IAM FFAIVERER, SR TUER AWS
FIS £ A H AWS Command Line Interface () B9 list-actions &35 5 H 8 AWS FIS fV B4
AWS CLI, VB EEENBBE , BULER get-action S HBEBENFMER. MBEE £
A AWS FIS tn THIFFHEERR AWS CLI , 5828 ( AWS CLI s 58¥E) HIAWS Command Line
Interface £ & IR M fiso

WME AWS FIS BMEEES RNWWFFMENR , 5528 AWS FIS B EIER Fault Injection Service AWS 1
TE IAM B EA.

B

- SEEEABME

- BEEE

- E58E

 Amazon CloudWatch B
» Amazon DynamoDB B/
+ Amazon Aurora DSQL BjfE
« Amazon EBS B

+ Amazon EC2 B1E

« Amazon ECS B#E

+ Amazon EKS BE
 Amazon ElastiCache Ei{E

+ Amazon Kinesis Data Streams EjE
+ AWS Lambda B)4E

« Amazon MemoryDB )£

- HEEBE

« Amazon RDS E{E
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AWS R EEE A BB EREES

« Amazon S3 BifE

Systems Manager i

AWS Direct Connect Bj{E

B AWS FIS £ Systems Manager SSM X4
£ AWS FIS aws : ecs : task BiE

{5 AWS FIS aws : eks : pod B1E

/8 AWS FIS aws : lambda : function Ei{E

R ARKE
AWS FIS 3 8 T 53T A B e
B

» aws:fis:inject-api-internal-error

 aws:fis:inject-api-throttle-error

» aws:fis:inject-api-unavailable-error

aws:fis:inject-api-internal-error

HEATREREA B R IAM ASRHNFERD. BELEBEURRSERBEM AP, MEFHBER ,
B BR#HY SDK A API 3.

En
%

Resource Type (BRER)

* aws:iam:role

Parameters

+ duration - FERFE , —28EF 12 MR, £ AWS FISAPI # , ER ISO 8601 #ExX W =FH, 4l
m, PTIMRKER—28, £ AWSFIS A , Bl ANE., 2B/ NEH,

« service - B AWS AP s B 22, XEHES ec2M kinesis,
« percentage - #&#EFRF AR FHNFIL T 5 L (1-100),

« operations - TAMERNIRE , BUEH SR, WFec2@mAZEM API BIEBE |, H2E Amazon
EC2 APl 2ZH]1 Amazon Kinesis Data Streams API 2%,

SEEEAEME 44
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AWS HFEE A BRHS EREES

A

« fis:InjectApilInternalError

aws:fis:inject-api-throttle-error

%
=

BIRREEVEABE IAM AEENER, BSELEEUANS@EREM APl, MEFMENR ,
FR#&H SDK #1 API 3245,

Resource Type (B/RER)

e aws:iam:role

Parameters

« duration - B |, #—28ER 12 N, £ AWSFISAPI & | {H2 ISO 8601 XM =FHE, 4l
W, PTIM RE—78E. £ AWSFIS £EAF , BUEADE, PEHR/DEE.

- service—- B AWS APl in B2, XIEMES ec2M kinesis,

- percentage — #&#EEE AR PRI EF 5 H (1-100),

- operations — FAMERIRIE , LUESRDIE. WFec2mBEHM AP BIEEE |, 528 Amazon
EC2 API 22Z f Amazon Kinesis Data Streams AP| 2%,

AT A

 fis:InjectApiThrottleError

aws:fis:inject-api-unavailable-error

BEEFERANERIABEE IAM ACRHNBERF, BECLEIURASERET AP, MEFME
A, FERRE] BRI SDK 1 API X4,

Resource Type (& REH)

e aws:iam:role

aws:fis:inject-api-throttle-error 45
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Parameters

» duration - A& , £ — 2 8EF 12 1B, £ AWS FIS API #1 , {HR2 ISO 8601 XM F . H
m, PTIMRRER—28, £ AWSFIS XA F |, B ANE, 2EHH DB,

- service—- B AWS APl i B ZM. ZXEMWES ec2Ml kinesis,

« percentage - ##EEE AR PRI EF S (1-100),

- operations - FAAMEMNIRIE , LUEKE DR, NFec2mBZEHM API BIEFE |
EC2 API 22ZH] Amazon Kinesis Data Streams AP| 2%,

3

28 Amazon

S|

« fis:InjectApiUnavailableError

BREF

BITERDERATRERBRIEZBERERAREN,

AWS FIS X BT 5 EFRE %,
aws:arc:start-zonal-autoshift

HESXEERNRERTASENTHES (AZ) 88 , WiHERKAEHAR AWS BiFHiEHE
MRERHFN AZs, ERFER FIS BRESBEHER., EiHBEBHEBE Amazon Application Recovery
Controller (ARC) H¥—IHIhEE , AFF AWS REEBEEFRNWREBH AZ , E AWS ¥EFEARETE
AZ R EFHEBEER,

B #{Taws:arc:start-zonal-autoshiftE{ER , A StartZonalShift, UpdateZonalShift

# CancelZonalShift APIs 2k AWS FIS EE RIFER , WiELHERMN expiresIn MURER 1 5

BEHATRLET, EUE EREMRTEIRABEEENSHIFE AWSFIS , REEFRESRER, &
ARC AWS FISE#Z &R , BHRERUERERIIE K MERNTHEHBHERRRHERBESEEN

B,

Resource Type (ERER)

« aws:arc:zonal-shift-managed-resource

BREE 46
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EFEEZEEREULUMA ARC EFEBEBNERER , @48 Amazon EKS #5£. Amazon
EC2 ERAR MR A H T &S , A% Amazon EC2 Auto Scallng BifH, MEFMEN  F2E
(ARC FHZAEEE) PN ENERNBAESBEHEEER,

Parameters

duration - S EBRENEFERE, £ AWSFISAPI #F | E2 ISO 8601 XK FHE, Hla , PTIM
RER—DEE, £ AWSFIS EEF , WAL AR E, DEHBRNER.

availabilityZoneldentifier - RES R AT A EHBHA. ETUR AZ B (us-east-1a) = AZ ID
(uset1-az1),

managedResourceTypes - REMEHPEBHNERER |, LLEH 2R, TEERNEETIE ASG(Auto
Scaling ##8 ) . ALB (Application Load Balancer), NLB(Network Load Balancer) 1 EKS(Amazon
EKS),

zonalAutoshiftStatus — LR ESHEM EiRzonalAutoshiftStatusiiiE, RIRERYIEIE A ENABLED
DISABLED. #1 ANY., FE3%{E4A ENABLED,

AT A

arc-zonal-shift : StartZonalShift
arc-zonal-shift : GetManagedResource
arc-zonal-shift : UpdateZonalShift
arc-zonal-shift : CancelZonalShift
arc-zonal-shift : ListManagedResources
autoscaling : DescribeTags

tag:GetResources

F5EF

AWS FIS X E T HEFEE,

aws:fis:wait

#1T AWS FIS E5811E,

EEBE 7


https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.resource-types.html
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AWS HFEE A BRHS EREES

Parameters

« duration — $FERR | R—2 48R 12 /M, £ AWSFISAPI & |, EE IS0 8601 BXHNFH, 4l
W, PTIMRKER—28. £ AWSFIS =A% |, Bl ARE. 2B/ DEFH,

)

o =

ANNY

Amazon CloudWatch B1E

AWS FIS X # T % Amazon CloudWatch B4k,
aws:cloudwatch:assert-alarm-state
BEEENBETRRTERES —([EiEENBERMRE,
Resource Type (ERER)

o
72N

Parameters

« alarmArns — Z/RARNs , LLiESE SR, BEZSTLIEEREE R,

« alarmStates - B R | LLUESE OB, TTREME RARAEA OK. ALARMA] INSUFFICIENT_DATA,
G|

* cloudwatch:DescribeAlarms

Amazon DynamoDB EjE
AWS FIS X #& T % Amazon DynamoDB Ej{E,
aws:dynamodb:global-table-pause-replication

E{£ Amazon DynamoDB ZEEH£IFERKETEAMERER K. EHERKE K ERRESTHE
BER 5 oiE,

Amazon CloudWatch Ej#E 48
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ZEEEN — % (MRSC) £ H &R &

THIBR X AS By REM H1 = B 2 DynamoDB MRSC £ & B &R BUX :

{
"Statement": [
{
"Sid": "DoNotModifyFisDynamoDbPauseReplicationEXPXXXXXXXXXXXXXXX",
"Effect":"Deny",
"Principal":{
"AWS'" A
1,
"Action":[
"dynamodb:UpdateTable"
1,
"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable",
"Condition": {
"DateLessThan": {
"aws:CurrentTime": "2024-04-10T@9:51:41.511z7"
1,
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:role/aws-service-role/
replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"
}
}
1,
{
"Sid":

"DoNotModifyFisDynamoDbPauseReplicationEXPxxxxxxxxxxxxxxxForApplicationAutoScaling",
"Effect":"Deny",
"Principal”:{

"AWS': MM

3,

"Action": [
"dynamodb:DescribeTable",
"dynamodb:UpdateTable"

1,

"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable",
"Condition": {
"DateLessThan": {
"aws:CurrentTime": "2024-04-10T09:51:41.511z"

I
"ArnEquals": {

aws:dynamodb:global-table-pause-replication 49
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"aws:PrincipalArn": "arn:aws:iam::123456789012:role/
aws-service-role/dynamodb.application-autoscaling.amazonaws.com/
AwWSServiceRoleForApplicationAutoScaling_DynamoDBTable"

}

NMREBRERRREEMEZENERECR , AEEERNEEYEREBUR |, W1 ERE REEEMER.
B, HERAXEFARBTRRTD , MASHRAERREXNETEMEANB R, AR, WERR
NEEERFERBRBERP B,

B #& Amazon DynamoDB MRSC £ &R R FE X NENANEE, LEESEEHT , £ 7 RONEDEF
BA, RETME-—ERKRTEZEER S5, 040 7 ENEE,

% EE S —H (MREC) £ B8N &
T HIRRR = #& By REF SN = B 2 DynamoDB MREC £ 153 Bl RV BUER -

"Statement": [
{
"Sid": "DoNotModifyFisDynamoDbPauseReplicationEXPXXXXXXXXXXXXXXX",
"Effect":"Deny",
"Principal”:{
"AWS" . "EM
I
"Action": [
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem",
"dynamodb:DescribeTable",
"dynamodb:UpdateTable",
"dynamodb:Scan",
"dynamodb:DescribeTimeToLive",
"dynamodb:UpdateTimeTolLive"
1,
"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable",
"Condition": {
"DatelLessThan": {
"aws:CurrentTime": "2024-04-10T09:51:41.511z"

aws:dynamodb:global-table-pause-replication 50
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iy
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:role/aws-service-role/
replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"
}

T HIBRR A B RERY AN E) B 42 DynamoDB MREC £ & Rl &R 8 RBUX

"Statement": [
{

"Sid": "DoNotModifyFisDynamoDbPauseReplicationEXPXXXXXXXXXXXXXXX",
"Effect":"Deny",
"Principal":{

"AWS":

},

"Action":[
"dynamodb:GetRecords",
"dynamodb:DescribeStream",
"dynamodb:GetShardIterator"

1,

"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable/
stream/2023-08-31T09:50:24.025",
"Condition": {
"DatelLessThan": {
"aws:CurrentTime": "2024-04-10T09:51:41.511z"

1,
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:ro0le/aws-service-role/
replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"
}

NMREBERKRIBRREEMEZNEREEK , SEERHBRIERBR Y EEREREED
MigR. &R , HEREAXNEBBARBTERTD K MAFEREBERRAXETEMENANER. RE , &
EREXEEERE REEBRPBR,

aws:dynamodb:global-table-pause-replication 51
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Resource Type (& REH)

« aws:dynamodb:global-table

Parameters

« duration — £ AWS FIS API # |, {E= I1SO 8601 X F&E, #lan , PTIMXR—28E, £ AWS
FIS A |, Bu Ll ARE., DEHIH/DEFEL

e

* dynamodb:PutResourcePolicy

» dynamodb:DeleteResourcePolicy
* dynamodb:GetResourcePolicy

* dynamodb:DescribeTable

* tag:GetResources

* dynamodb:InjectError *
*REHEELMRSC £ HERNKRABER , T8E 5H

Amazon Aurora DSQL B4k
AWS FIS % # T %I Amazon Aurora DSQL &4k,
aws:dsql:cluster-connection-failure

EIEENSERREA , 7£ Aurora DSQL B E Y ZIEHIMERKK , LUAIREAREXIRERE D,
Resource Type (ERER)

« aws:dsql:cluster

Parameters

o duration — #HERR , £—28EF 12 /N, £ AWSFISAPI # |, E2 1SO 8601 B FH,
m, PTIMKER—248, £ AWSFIS A , Bl ANE, 2B/ NEH,

Amazon Aurora DSQL B 52
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« percentage - #EREUVEA RPN EF 2 (1-100),

A

* dsql:InjectError
* dsgl:GetCluster

* tag:GetResources
EEM M Aurora DSQL R ENESR , 552 (Aurora DSQL EAEERM) PHYEHEE AR,

Amazon EBS BEj4E

AWS FIS £ # T %| Amazon EBS &k,

BF

» aws:ebs:pause-volume-io

» aws:ebs:volume-io-latency

aws:.ebs:pause-volume-io

£ B 1% EBS #fRE LEF 110 #E. BEMKREXAVAMEENTARESE , B4 RERSTEER Nitro
RIRAVHITERE, HERESEEZEEE Outpost LAYHITERR,

ZEFH Amazon EC2 T AREIER , 528 (Amazon Amazon EC2{EREIER) FHI Amazon
EBS # & Al .

Resource Type (ERER)

* aws:ec2:ebs-volume

Parameters

« duration - @R , #—F3 12 /N5, £ AWSFISAPI 1 | B2 ISO 8601 XK FHE, Hl
m, PTIMRER—28 , PTSS RRER , PT6H KRADE, £ AWSFIS E#8AF | B LA
PE, oEHSEE, MRBERBERE , Sl PTSS , /0 EEEENFERBAEE , EAR
VB CERFIENEE K THEEZEERNEESETHER.

Amazon EBS Bk 53
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A

 ec2:DescribeVolumes
» ec2:PauseVolumeIO

* tag:GetResources

aws:ebs:volume-io-latency

7£ 518 EBS MREER /O B SEAIEE, BEMREXANAERNTRES  BABEES Nitro
/TR, BRESEERET Outpost H HIBITEE.

ZEMFH Amazon EC2 B ERMEER , 528 (Amazon EBS &) FH Amazon EBS Lt
Y BRI,

Resource Type (ERER)

* aws:ec2:ebs-volume

Parameters

- readlOPercentage — X AIEEMEE /O BEB D , £ 0.1% £ 100.%., EREFEERPEZE
ﬂﬂﬁmﬁl“__“tfﬁ-ﬁ Hy I/O]: 1IEEIJE J:to %Eﬁl% 1000

. readIOLatencyMiIIiseconds - BEI/O BELZEANEEE , AEVREN , €1 2W (02 ik
E) H10EW (Fio2®WKRE) F60®, ERSTERYBER /O EEB DL LBRIINIE
B, EE&A 100,

- writelOPercentage — X AIEEME A /IO BREB DL , #£0.1% 2 100.%. ERSETERPEZE
ZHHURELLMEBA /O BENE S . FEERA 100,

- writelOLatencyMilliseconds — B A /0O RELFANIEEE |, LEWAEN , 1 ZER (02 i
E) R10ZEW (Fio2HWRE ) F60W., ERFEERPHBENR /IO NI EE DL LBREIIME
B{E, FERA 100,

* duration - JEANIEBREFERERE | 1 823 12 NE,
Al

e ec2:DescribeVolumes

* ec2:InjectVolumeIOLatency

aws:ebs:volume-io-latency 54
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* tag:GetResources

Amazon EC2 EjE
AWS FIS X #E T %] Amazon EC2 Bk,

B

» aws:ec2:api-insufficient-instance-capacity-error

» aws:ec2:asg-insufficient-instance-capacity-error

» aws:ec2:reboot-instances

« aws:ec2:send-spot-instance-interruptions

» aws:ec2:stop-instances

» aws:ec2:terminate-instances

AWS FIS 13 #i%i8 AWS Systems Manager SSM Agent Y8552 ABIYE. Systems Manager
SSM X , EREE EC2 HITHEB LATHWEE, EUUFEHAECHXXHRIGEABETIER , LA BUE
R LREN SSM X, MFEFHMER , F2Bthe section called “SSM X E)1E”,

aws:ec2:api-insufficient-instance-capacity-error

HEE IAM ARRHENERFEAInsufficientInstanceCapacity$Eiim g, XEMNIRIEIHE
Runinstances, CreateCapacityReservation, Startinstances, CreateFleet FEAl, FZEBHEZ@ETH
ESFESREEHNFER. LBEFTXECAERER. GRRGINBHRERBE.

¥H Auto Scaling Launchinstances #4E , InsufficientinstanceCapacity S22 £ [E EMY errors ¥
I {EE , {B Auto Scaling BHHEFTEMNBRENEEN , AFRTSEREFTERBHTER. &
EFEEZ#RE Launchinstances WARERETE , FE RSB B B EfF Athe section called
“‘aws:ec2:asg-insufficient-instance-capacity-error”,

Resource Type (ERER)

* aws:iam:role

Parameters

« duration — £ AWS FIS APl 7 , fER ISO 8601 R =FHE, i , PTIM KERK—2 ., £ AWS
FIS £ AF , BA L ARNE., 2B/ NEE,

Amazon EC2 BjE 55
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« availabilityZoneldentifiers — A] A ERBHIEHE D IREE, XEEHF IDs ( HlE0 "usel-azl, usel-
az2") MEEZHERE (Bl "us-east-1a"),

« percentage — #&#EEE AR PRI EF 5 H (1-100),

S|

« ec2:InjectApiErroriéiEr&RSI#ec2:FisActionIdEREA aws:ec2:api-
insufficient-instance-capacity-error , ¥i$ec2:FisTargetArnsi&H&5IRHRELE
EZIAM A,

MEHKRES , F2E 66 FH NIREZESIE ec2: InjectApiError,

aws:ec2:asg-insufficient-instance-capacity-error

¥ B 1E Auto Scaling B #HIE HHEERSE A InsufficientInstanceCapacitysiEiEIfE, thEIEES
B A B EAH Auto Scaling ###H, ZEHE—F THRHTERSTERZHEE , 2/ Amazon EC2
FEAEER.

Resource Type (ERER)

+ aws:ec2:autoscaling-group

Parameters
« duration - £ AWS FIS APl & , fER ISO 8601 BRI =FE, i , PTIMKXR—28E, £ AWS
FIS £ A% , Bl ARE, 28I/ N,

« availabilityZoneldentifiers — A] A BB EsE o fREE. XEEHE IDs ( Bl "usel-azl, usel-
az2") MEFHEWE (Bl "us-east-1a"),

- percentage - M. ¥ A$EERMY B 1Z Auto Scaling AR ENFERME 2 (1-100), FEERA 100,

S|

« ec2:InjectApiErrorff# % 58 ec2 : FisActionld HiREA aws:ec2:asg-insufficient-
instance-capacity-error , ec2:FisTargetArnsi®# 3R 5|85 E %S B+E Auto Scaling B
#Ho

* autoscaling:DescribeAutoScalingGroups

aws:ec2:asg-insufficient-instance-capacity-error 56
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AWS R EEE A BB EREES

MBBUEREH , FSB €6 . FH WEREZESIE ec2: InjectApiError,

aws:ec2:reboot-instances

B & EC2 #1T{HE L#1T Amazon EC2 API Ei¥E Rebootinstances,

Resource Type (& RIEH)

* aws:ec2:instance

Parameters

o fH
NN

o

e ec2:RebootInstances

 ec2:DescribeInstances

AWS S EBEE

* AWSFaultinjectionSimulatorEC2Access

aws:ec2:send-spot-instance-interruptions

R T B &R Spot #ITER. £ K Spot #MITERH MY , 8% Spot #1TER T EENZE B RHIT
fEgg. FERBEBURRIEER duratlonBeforeInterruptlon %?ﬁlo PETRFE M o % |, Spot BITERS
BIESEL  SEPETRAME. EEEHRER , AWS FIS £1EH Spot BTERSRIFEE LR

e,

BERE% , EEFTEEBSIENKE EC2 HTHEBENTEHES. WREEE
durationBeforelnterruption , EFF#HRREPEB XN 2 B RSB LEE,

MEEFMER , 552 Rthe section called “AI&E Spot #HITERFE". & , EEFEA Amazon EC2 %
BERBER , F2H (Amazon EC2 R &) FHIEE Spot #1171 K,

Resource Type (BRER)

* aws:ec2:spot-instance

aws:ec2:reboot-instances 57


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_RebootInstances.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
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Parameters

« durationBeforeInterruption - HETEITERANESFEE , £ 2 28 15 2iE. £ AWS FIS API
B2 I1SO 8601 XMW F&E, Hlm , PT2M REM P #E, £ AWSFIS £EAF , BAUBWA D
EE,

)

« ec2:SendSpotInstancelnterruptions

* ec2:DescribelInstances

AWS ZEBER

» AWSFaultlnjectionSimulatorEC2Access

aws:ec2:stop-instances

£ B & EC2 #11T{E 88 L3117 Amazon EC2 API BjE Stoplnstances,

Resource Type (ERER)

* aws:ec2:instance

Parameters

- startinstancesAfterDuration - #F., BEBEFTERINESERE  £—283F 12 M, £ AWS
FISAPI # , {2 I1SO 8601 & XM =F&H, il , PTIM REX—5 8, £ AWS FIS £i#EAF , &7
D AWM, 7EHHNEYH, MRHTEABEFMEN EBS WKRE , BH4HEME AWS FIS A&
FTRARMEHREN KMS £if , IS ERACHIEE KMS £REBEK,

« completelfinstancesTerminated - M, R %A true , BWR startInstancesAfterDuration
2 true , BIE FIS APV ERIFERE LB Z EC2 BITERBBEELEMAEE , LBEETEX
B, pltn , FEHEMESERZET , Auto Scaling B FTREREHIZHI TR LEF LR EC2 #TERE.
FEEREA false,

AT A

* ec2:StopInstances

aws:ec2:stop-instances 58


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_StopInstances.html

AWS HFEE A BRHS

ERAEER

* ec2:StartInstances

« ec2:Describelnstances -2/, /A completelfinstancesTerminated BAMSE | LAIIEEERER

B BR RE B 1T (B RBHIR &

« kms:CreateGrant - EMH., A startinstancesAfterDuration EXTEI E B INZRHEEN I TEE

BEE,

AWS SEHE

» AWSFaultlnjectionSimulatorEC2Access

aws:ec2:terminate-instances

E B EC2 #1T{HE L #1T Amazon EC2 API E1YE Terminatelnstances,

Resource Type (BRER)

* aws:ec2:instance

Parameters

o
PARYN

S

e ec2:TerminateInstances

e ec2:DescribeInstances

AWS SEHE

« AWSFaultinjectionSimulatorEC2Access

Amazon ECS EiE

AWS FIS Z# T % Amazon ECS 8k,

BF

aws:ec2:terminate-instances

59
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AWS R EEE A BB EREES

* aws:ecs:drain-container-instances

* aws.ecs:stop-task

+ aws:ecs:task-cpu-stress

* aws:ecs:task-io-stress

» aws:ecs:task-kill-process

» aws:ecs:task-network-blackhole-port

» aws:ecs:task-network-latency

» aws:ecs:task-network-packet-loss

aws:ecs:drain-container-instances

#1197 Amazon ECS API B)E UpdateContainerinstancesState , AR B {Z&# % E E®# Amazon EC2
HITEBNIEER D .

Resource Type (BRER)

* aws:ecs:cluster

Parameters

- drainagePercentage — B % Lt (1-100).
o duration — B , R£—28ER) 12 /M, £ AWSFISAPI & |, BEE IS0 8601 KXW F&E, 4l

mwm, PTIMKER—248, £ AWSFIS A |, Bl ANE., 2B/ NEH,
B ]|

* ecs:DescribeClusters
* ecs:UpdateContainerInstancesState
e ecs:ListContainerInstances

* tag:GetResources

AWS ZEBER

* AWSFaultinjectionSimulatorECSAccess
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https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_UpdateContainerInstancesState.html
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AWS HFEE A BRHS EREES

aws:ecs:stop-task
#1177 Amazon ECS API 84E StopTask LAf= 1k B 2 #.
Resource Type (ERER)

* aws:ecs:task

Parameters

o
72N

G|

* ecs:DescribeTasks
e ecs:ListTasks
* ecs:StopTask

* tag:GetResources

AWS ZEBER

» AWSFaultlnjectionSimulatorECSAccess

aws:ecs:task-cpu-stress

YEEFEHHIT CPU L, A AWSFIS-Run-CPU-Stress SSM X4, FI§H4BEH EE AWS
Systems Manager. MEFHMEF , FSBECS EHEE1E,

Resource Type (ERER)

* aws:ecs:task

Parameters

« duration — B 7 BIERR ISERE , A 1ISO 8601 &=,
- percent-iEMA, BEBHBES L , 0 (&EEH ) 2100 (28R )., A 100,
- workers - 2R, EFANELSREE. BREAO, TERAMEERLE,
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https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_StopTask.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorECSAccess.html
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AWS HFEE A BRHS EREES

« installDependencies - M, MRWLES True , Systems Manager 87 ¥ K =8 SSM REERH
MEBRRE L ZRLENHEKYE, BERER True. MAMS stress-ng.

AT A

 ecs:DescribeTasks
* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws.ecs:task-io-stress

HEEEHHT /0 BH, A AWSFIS-Run-10-Stress SSM 4, {E#44BH EE AWS Systems
Manager. MEFMEF , FSHECS BB E.

Resource Type (BRER)

* aws:ecs:task

Parameters

e duration - BRI FERRE , A 1SO 8601 X,
- percent- EA, ERAKLEERBRHIAFZHEBEANTAZEE . ERES 80%.

« workers - 1Zf, THFEFHE. THEESHTESF. BRNCRERFHNFEINSARE, BHES
MRDERNBES. ZETFTEFSER-—ERLIATTEN /10 BE, BERAB 1.

« installDependencies - &M, MRIES True , Systems Manager 1 # Ak Z 8 SSM REBERH
MEAR TR MLENMEMKYE, BRES True, HEKMES stress-ng.

AT A

» ecs:DescribeTasks
* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-IO-Stress/description

AWS HFEE A BRHS EREES

aws:ecs:task-kill-process

FH kilallfF S ELLEEFIEENER. FH AWSFIS-Run-Kill-Process SSM X4, EHEZz
ZpidModeiREH task. EE4BEH EE AWS Systems Manager. MEFMENR , FHSBECS £
Bak.

Resource Type (B/RER)

* aws:ecs:task

Parameters

» processName - EFILWEFER,

- signal - #H. B s P —EBEENAR. TEEMNEA SIGTERM ( BB TLURIZEZEL )
SIGKILL ( X7 8% ), TAFR{EA SIGTERM,

- installDependencies — i/, MRIES True , Systems Manager i kL% SSM REREXH
MEBASR LR LENMEMKYE, BERES True., BEKMER Killall

S|

 ecs:DescribeTasks
* ssm:SendCommand
e ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-network-blackhole-port

£/ Amazon ECS #fEX Nin % , IRRIEEBAMENERENEASELHRE. £H AWSFIS-
Run-Network-Blackhole-Port-ECS SSM X #., ¥ E&R L HpidModeiRE A task. FHKLER EE
AWS Systems Manager. BEEEEHEZbridgednetworkModes BRES . MEFMENR , 55
ZRECS £ B1E,

E useEcsFaultInjectionEndpoints &4 HBifalse , BEEEA iptablesTE |, W EH
AWSFIS-Run-Network-Blackhole-Port SSM X,
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Kill-Process/description
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AWS HFEE A BRHS EREES

Resource Type (& REH)

» aws:ecs:task

Parameters

« duration - BIFAFHERE , £ A ISO 8601 &=,

* port - BRI,

« trafficType - MEBHEE, AEEMNES ingress M egress.

« protocol - A, BIAWHE. TEEMNES tcp M udp. TEFRES tcp.

« installDependencies — iZ2f., MRIES True , Systems Manager i R Z % SSM KEEXH
MEBARS ERELENBKM, FERES True. HAKMA atd, curl-minimaldigf jq.

- useEcsFaultinjectionEndpoints - Ef . MRERER true , BIGHEA Amazon ECS #FEE A APIs,
FEER{E A false,

A

» ecs:DescribeTasks
* ssm:SendCommand
* ssm:ListCommands

 ssm:CancelCommand

aws:ecs:task-network-latency

£/ Amazon ECS #EE Alm® , S RENEENR B EEMIRAE. £H AWSFIS-Run-
Network-Latency-ECS SSM X#. FKE&R X HpidModeiXE A task., EHLER EE AWS
Systems Manager, & EEFKEZbridgedFnetworkMode#s EL . MEFMENR , FS
BIECS 81,

E useEcsFaultInjectionEndpoints BREH Bfalse , HEEMFEA tcTE |, A FEH AWSFIS-
Run-Network-Latency-Sources SSM 34,

/A flowsPercent B8 E—EB DLW ER L HIEHERE, ZEFH flowsPercent 28, ECS
Agent KRZAFES 1.100. 0 E#ARAS,

£E sources BEHEH AZ BB AZ IDs , BIENFIE B EH L EMABREN VPC L.
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AWS HFEE A BRHS EREES

Resource Type (& REH)

» aws:ecs:task

Parameters

« duration - BIFAFHERE , £ A ISO 8601 &=,

- delayMilliseconds - #H, & , LEW REN, FEFRES 200,

- jitterMilliseconds - M. H& , AERWAEN. FHFEZA 10,

« flowsPercent - 2A, #Z3 BEXENHERRET D L. K B 100%.

- sources - EM, KR , SUEHEDRE , T2, AIEEMNES : IPv4 thit, IPv4 CIDR E#f, #BiEHA
M. AZ B8 (us-east-1a), AZ ID (use1-az1)DYNAMODB, ALL. #S3, MREIEE DYNAMODBER
S3, EEEARBRIERETHNESKE. ARESR ALL, EFEAME IPv4 RE.

« installDependencies - i, MRLES True , Systems Manager BE H R Z % SSM REEXH
MEBAS FRELENBKME, FEFRES True, HKMS atd, dig. curl-minimaljg#l Isof,

- useEcsFaultinjectionEndpoints - Ef. MREZER true , BIGHEA Amazon ECS #FEE A APls,
FEER{E A false,

AT A

* ecs:DescribeTasks

* ecs:DescribeContainerInstances
* ec2:DescribeInstances

* ec2:DescribeSubnets

* ssm:SendCommand

* ssm:ListCommands

* ssm:CancelCommand

aws.ecs:task-network-packet-loss

£/ Amazon ECS #fEx Ain % , #EHIBEXAFEERERE , UEREWEERERR. FH
AWSFIS-Run-Network-Packet-Loss-ECS SSM X, E#EZ 4 BpidModeiREA task. FHHA
H B AWS Systems Manager, ZELETHKERbridgednetworkModefi§ FREH . WMEFME
7, BFBHECS F#F1E,
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/fault-injection.html
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AWS HFEE A BRHS EREES

E useEcsFaultInjectionEndpoints BREH Bfalse , HEEFEA tcTE , A FH AWSFIS-
Run-Network-Packet-Loss-Sources SSM X4,

£ flowsPercent Z28E—TEBE DN ER I AFHAER, EEFH flowsPercent &
2, ECS Agent \RAFER 1.100. 0N EFThRA

ZEE sources 2P EH AZ B AZ IDs , BiEMNFE B 284 BN RAMBEBEH VPC L,
Resource Type (EREHR)

* aws:ecs:task

Parameters

« duration — BIFA B , %A 1SO 8601 X,
* lossPercent - Z2f, HEEBEXLXNWBE D, FEREAS 7%,
« flowsPercent - Z2H, KZIHEFENREAET L. R B 100%.

- sources - B, KR , UEM DR , TS, ATHENES : IPv4 thit, IPv4 CIDR B, BiEFE
. AZ B (us-east-1a). AZ ID (usel-az1), ALLDYNAMODB, #IS3. 1R &E$EE DYNAMODBER
S3, EEEHARBHESRTHELSRE. HREAR ALL, ERFEAE IPV4 RE.

« installDependencies - i, MRES True , Systems Manager BE H Rk Z % SSM REEXH
MBARSE L LHNENHEKY, FBRES True, MMM A atd, dig. curl-minimaljg# Isofo

- useEcsFaultinjectionEndpoints - M, MRFRZEH true , AIEHFEA Amazon ECS #&EE A APIs,
TEEXEA false,

AT A

* ecs:DescribeTasks

* ecs:DescribeContainerInstances
* ec2:Describelnstances

* ec2:DescribeSubnets

* ssm:SendCommand

* ssm:ListCommands

* ssm:CancelCommand
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Packet-Loss-Sources/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Packet-Loss-Sources/description

AWS R EEE A BB EREES

Amazon EKS Bh{E

AWS FIS X # T %I Amazon EKS Bk,

BF

» aws:eks:inject-kubernetes-custom-resource

* aws:eks:pod-cpu-stress

» aws:eks:pod-delete

* aws:.eks:pod-io-stress

« aws:eks:pod-memory-stress

» aws:eks:pod-network-blackhole-port

« aws:eks:pod-network-latency

* aws:eks:pod-network-packet-loss

« aws:eks:terminate-nodegroup-instances

aws:eks:inject-kubernetes-custom-resource

EE—BEEE FH 1T ChaosMesh 5 Litmus B, BXEEBEZEE L ¥ ChaosMesh 5
Litmus,

ELEVERGAYESEE M EEaws  eks:cluster , BAREM I E1EEE 5E — Amazon
Resource Name (ARN), WEMEFXEFEAERER. FEFREISEREREZF.

Z 4 ChaosMesh I | 4B EEENASHAITER, ® Amazon EKS 1.23 kB , ERB TR
& Docker ¥ A& containerd, # 1.24 iRBA%R , Docker E&ER,

Resource Type (& REH)

» aws:eks:cluster

Parameters

* kubernetesApiVersion — Kubernetes Bi] EJRHI APl lRA, RIBERY{EA chaos-mesh.org/
vlalphal | litmuschaos.io/vlalphal,

+ kubernetesKind — Kubernetes BT ERET, BEEURM AP| kx4,
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https://kubernetes.io/docs/concepts/extend-kubernetes/api-extension/custom-resources/

AWS HFEE A BRHS EREES

- chaos-mesh.org/vlalphal - ATEEAY{EA AWSChaos | DNSChaos | GCPChaos | HTTPChaos
| I0Chaos | JVMChaos | KernelChaos | NetworkChaos | PhysicalMachineChaos
| PodChaos | PodHttpChaos | PodI0Chaos | PodNetworkChaos | Schedule | |
StressChaos | | TimeChaos |

« litmuschaos.io/vlalphal — AJAEMI{E A ChaosEngine,
« kubernetesNamespace — Kubernetes @& Z= .,
* kubernetesSpec — Kubernetes BEI EIRH specEE , BA JSON &K,

 maxDuration - BE{LFAT AN TERBE LR , ft— 28 12 I, EAWSFISAPI # |, ER
ISO 8601 XM FER, Hla , PTIMRKR—58E, £ AWSFIS T EF , BALBMARE, 5E&E
BN RFE

o

B EREE AWS Identity and Access Management (IAM) 5F 7], /R L EEFTEMEF AT 2 H
Kubernetes £ RBAC R#EXRZS], MBFEFHMER , FZHE S Kubernetes XHFHEHA RBAC &
#, WE Chaos Mesh WF¥MIER , S B E S Chaos Mesh X ff. % Litmus HEFMER , 2
BIE 5 Litmus X4

aws.eks:pod-cpu-stress

£ B 1R Pod L#1T CPU Bh., MEFMER , F2BEKS Pod 81k,

Resource Type (B/RER)

» aws:eks:pod

Parameters

« duration - BRI EFERR |, %A 1SO 8601 &=,
- percent-iEMA, BEBHBS L, #£0 (&£EH ) 8100 (28R )., A 100,
- workers - 2., EFANELISREE, BREAO0, EEAFMEBEEN]

« kubernetesServiceAccount — Kubernetes IRIEIRF ., B/ S EHWFFMAE , 552 Bthe section
called “5% & Kubernetes FRIEIRE ",

- fisPodContainerlmage - 32, FAREINLHEE AL Pod HERFFMEG, FERAFER BEAMRSK AWS
FIS, MEFHMEA , 52 Mthe section called “Pod BEERE”,
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https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://chaos-mesh.org/docs/
https://docs.litmuschaos.io/docs/introduction/what-is-litmus/

AWS I A B RS
« maxErrorsPercent - 1M, EHEIALXBMZAITRABMNEBEFERT S L. FEREAR O,

- fisPodLabels - M., EEZE FIS B < #53R 1 ELEMF Pod B Kubernetes R,

- fisPodAnnotations - B, E#EZE FIS Bz R 1% EE/E Pod B9 Kubernetes F#.

- fisPodSecurityPolicy - M. AR FIS MERMERI[AME L 2 FE 1 REHE Pod B Kubernetes &
SIZEEBK, THEMNES privileged. baselinef restricted. MWENMEEIFTA BUERERE
o

AT HE

 eks:DescribeCluster
 ec2:DescribeSubnets

* tag:GetResources

AWS ZEBR

« AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-delete

fHBR B & Pod, MEFHMER , FSBEKS Pod B)fE,

Resource Type (& RER)

» aws:eks:pod

Parameters

- gracePeriodSeconds - M., %#F Pod EERLHNFERE , URDAEN. IREA 0, BRfEX
BN 1TEIE, WIREA nil , TR Pod HWFERERHA

« kubernetesServiceAccount — Kubernetes IRIEIRF . MEMSEHFAINFMAET , 552 REthe section
called “5%E Kubernetes FRIEEFE",

- fisPodContainerlmage - 2., FARZEINLHEE AL Pod PERFEFMEG, FERAFER BEAMRSK AWS
FIS, MEFFMEN , S Fthe section called “Pod BEFIRE”,

« maxErrorsPercent - i2f, EHEIALXBCHARELABMNBEZERT D, FAERES 0,
- fisPodLabels - i, E#EZE FIS B 2 $5551%H E)EE Pod By Kubernetes 2%,
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https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html

AWS #EEE A BT EREEE
« fisPodAnnotations - I, BE#EZE FIS B 2 B3R 1% EIZE/E Pod B Kubernetes 51,

- fisPodSecurityPolicy - A, AR FIS M TR RI[ME L 2 HE1HRIEHE Pod B Kubernetes &
SEERE, TREMNES privileged, baselineM restricted. MEMEERFTABRERIE
Bo

AT A

* eks:DescribeCluster
* ec2:DescribeSubnets

* tag:GetResources

AWS ZEBER

» AWSFaultlnjectionSimulatorEKSAccess

aws:eks:pod-io-stress

B 1R Pod L3117 11O B, MFFMEF , 2 HEKS Pod EF,

Resource Type (& RIEH)

» aws:eks:pod

Parameters

« duration - BRI B , %A 1SO 8601 X,

« workers - 1Zf, TFEFHE. THEESHTESF. BRNCEERFNFEISARE, BHES
MRDERNES. ZETEFSER-—ERLIATFEN /0 BE, BERB 1,

« percent-EH, BERKLEZEEBRIAHZYTBEANTAZEE D L. BARES 80%.

« kubernetesServiceAccount — Kubernetes IRIEIRF . MEMSEHFAINFMAET , 552 REthe section
called “5%E Kubernetes FRIEEFE",

- fisPodContainerlmage - 2., FARZEINLHEE AL Pod PERFEFMEG, FERAFER BEAMRSK AWS
FIS, MEFFMEN , S Fthe section called “Pod BEFIRE”,

« maxErrorsPercent - i2f, EHEIALXBCHARELABMNBEZERT D, FAERES 0,
- fisPodLabels - i, E#EZE FIS B 2 $5551%H E)EE Pod By Kubernetes 2%,
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https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html

AWS #EEE A BT EREEE
« fisPodAnnotations - I, BE#EZE FIS B 2 B3R 1% EIZE/E Pod B Kubernetes 51,

- fisPodSecurityPolicy - M. AR FIS MERMERI[ATE L 2 =i RE % Pod B Kubernetes &
£EEBEK, AHEMNES privileged, baselinefl restricted. LLEIEERPREBUREMRAE
o

S|

 eks:DescribeCluster
» ec2:DescribeSubnets

* tag:GetResources

AWS ZEBR

» AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-memory-stress

K BR Pod LHITRERBE D, MFFMEF , 2 HEKS Pod BF,

Resource Type (& REH)

« aws:eks:pod

Parameters

« duration - BRI ESERE , %A 1SO 8601 3,
- workers - 2, EFANENSRHE, BERA 1.
« percent-EMA, BHAGRPBECANERCERE k. FHRESR 80%.

« kubernetesServiceAccount — Kubernetes RIGRFE . MMESLEFAWFMAET ,
called “s%E Kubernetes BRIEERS",

- fisPodContainerimage - i, FREIHET AL Pod WA EG, FERAFER REMNBE AWS
FIS, MIFFMESR , 52 Ethe section called “Pod B ESMRE,

« maxErrorsPercent — iZ2H, EHEFALXKR A e AR EBEET D, TAFRES O,
- fisPodLabels - i, EEE FIS B3 2 53515 EE % Pod B Kubernetes 1Z%,
« fisPodAnnotations - 12, EIEZE FIS B 25551 EE/E Pod B9 Kubernetes 5118,

a2 Bthe section
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https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html

AWS HFEE A BRHS EREES

- fisPodSecurityPolicy - #MA. AR FIS MERHARMEY 2 W ERFE Pod B Kubernetes 224
ERR, WHEMNEA privileged, baselinef restricted. LLEMEERFIBEBEEHRER,

A

» eks:DescribeCluster
 ec2:DescribeSubnets

e tag:GetResources

AWS ZFEBER

» AWSFaultlnjectionSimulatorEKSAccess

aws:eks:pod-network-blackhole-port

REETBEAHENEZEENEASBEERE, EHE Kubernetes Z2F %privileged BURAER. 0
FMEF , FFSBIEKS Pod E11E.

Resource Type (& REH)

» aws:eks:pod

Parameters

* duration - BIFAFHERE , $ A ISO 8601 &=,

« protocol - BIAWE. FREMES tcp M udp.

« trafficType - BRI FERE, WEEM{ES ingress M egress,
* port — EEIRIENE,

+ kubernetesServiceAccount — Kubernetes FRIEIRF . MELEHFAIWEFMEER |, 552 Bithe section
called “3%E Kubernetes IRIEMERE",

- fisPodContainerlmage - {2, FAREILHEE AR Pod ARG, FTERAER REMNBRSE AWS
FIS, MEFMEA , 552 Fthe section called “Pod B ERE”,

« maxErrorsPercent - iZH, EHEFIALRRZE , e kMW EEBT DL, FEFRES 0.
- fisPodLabels - i, EEZE FIS B 2 $5551%H E)E/E Pod By Kubernetes 2%,

aws:eks:pod-network-blackhole-port 72


https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
https://kubernetes.io/docs/concepts/security/pod-security-standards/

AWS HFEE A BRHS EREES

« fisPodAnnotations - I, BE#EZE FIS B 2 B3R 1% EIZE/E Pod B Kubernetes 51,

AT A

 eks:DescribeCluster
 ec2:DescribeSubnets

* tag:GetResources

AWS ZEBR

« AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-network-latency

SYEHBERENRE , FA tcTESEEMHNBHIEEMIE R M, E5H Kubernetes T4 12
$privileged BRMEE. MEFMER , FSBEKS Pod 81k,

£/ flowsPercent B8 E—ER D LLAVER EHIEIEE,
Resource Type (BREH)

» aws:eks:pod

Parameters

« duration - BIFEFFERE , 5 A 1SO 8601 &

- interface - M. MERAE , LUEHHE DR, XX ALL F DEFAULT B, FEF%{E4 DEFAULT , HigsH
EEERENEEMENE,

- delayMilliseconds - &, B , LEW AEN, FEFRES 200,

- jitterMilliseconds - M., B8 , LERAEN. FHEZA 10,

- flowsPercent - M., 23 BEFENMERRET L, FEER A 100%.

- sources - M., RIR , LUESR DR , TS, AENES : IPv4 bk, IPv4 CIDR E#f, BiEFE
. AZ B (us-east-1a), AZ ID (use1-az1)DYNAMODB, ALL, #1S3, NR&EE DYNAMODBES
S3, EEEARBREESPHNEHIKS, HRERERE , SEH 10 /X DNS @ RKE IP i,
M DNS E&FEH Mt  BEMETSESHE TRV AME TR IP thit, BERES ALL ,
ERFEFE IPv4 RE,
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
https://kubernetes.io/docs/concepts/security/pod-security-standards/
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AWS HBESE A RS R
« kubernetesServiceAccount — Kubernetes IRIEIRF . MEMSEHFATNFMAET , 552 REthe section
called “5%E Kubernetes IRIEIERE",

- fisPodContainerlimage - {2, FAREILHEEAES Pod WA EG, FTERAEFER REMNBRE AWS
FIS, MEFHMEN , S Mthe section called “Pod BEgRE”,

« maxErrorsPercent — i#f, EHEEAKLKZE , ek BEERD L, FARKES 0,
- fisPodLabels - iZBH, HEEZE FIS B 2 &R EE/E Pod B9 Kubernetes 2%,
« fisPodAnnotations - B, EIEZE FIS B 2 5521 EE/E Pod B9 Kubernetes 511,

AT A

 eks:DescribeCluster
* ec2:DescribeSubnets

* tag:GetResources

AWS SEHE

« AWSFaultinjectionSimulatorEKSAccess

aws.eks:pod-network-packet-loss

FAtcTEHTELATEEHEEN T, EHE Kubernetes Z£Z#EprivilegedBERER, MEFM
& , B2 BEKS Pod E11E,

£/ flowsPercent 28 —E B FLEHER LI AHTIEK,
Resource Type (BRER)

« aws:eks:pod

Parameters

« duration — BIFAFERRE , %A 1SO 8601 &=,

* interface - 12, MKAE , LLUEHR DR, X1E ALL 1 DEFAULT B, FEZR{EA DEFAULT , HASHH
EEERFENETERENE,

* lossPercent - 2, HBEANEDL, FARES 7%.
+ flowsPercent - iZ2H, 23 BEFEMNBERRET 2. R A 100%,

aws:eks:pod-network-packet-loss 74


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
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AWS HFEE A BRHS EREES

- sources - EM. RIF , UERDR , TEZ=HK. WEENER : IPv4 Hhik, IPv4 CIDR B3, #EA
M. AZ B8 (us-east-1a), AZ ID (use1-az1)DYNAMODB, ALL. 1S3, NREIEE DYNAMODBER
S3, EEEAREESFNES IR, BR\BEERE , FE 10 )X DNS FHTRUE IP i,
A DNS EHFEHNwmE , hBETREFTSBEHE IMTHATE IEE IP thut, FEFES ALL ,
ERFEFE IPv4 RE,

- kubernetesServiceAccount — Kubernetes FRIEIRS . MBELEFFAINFMESR , 552 Blthe section
called “§% % Kubernetes JRFEIRE",

- fisPodContainerimage - i, FAREIHET AL Pod WA EG, FERAFER RENBE&E AWS
FIS, MIFFMES , 52 Ethe section called “Pod B ESMRE,

« maxErrorsPercent — iZ2H, EHEFT ALK E , TTeEAMNWEET D, BREAS O,
- fisPodLabels - iZBH, EEZE FIS B 2 #5511 EE/E Pod B9 Kubernetes 12,
« fisPodAnnotations - B, EIEZE FIS B 2 5321 EE/E Pod Y Kubernetes 5118,

S|

 eks:DescribeCluster
 ec2:DescribeSubnets

e tag:GetResources

AWS SEHE

» AWSFaultinjectionSimulatorEKSAccess

aws:eks:terminate-nodegroup-instances

EBESHEEE 1T Amazon EC2 API EifE Terminatelnstances., {£8 Amazon EKS S & &2 814H
B, TXEAREEHHEE, NWEFMENR  F2B EKS EHEE,

Resource Type (ERER)

» aws:eks:nodegroup

Parameters

« instanceTerminationPercentage — E# IE W 1T{EE B 2 Lt (1-100),

aws:eks:terminate-nodegroup-instances 75


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_TerminateInstances.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-compute.html

AWS HFEE A BRHS EREES

A

 ec2:DescribeInstances
e ec2:TerminateInstances
* eks:DescribeNodegroup

e tag:GetResources

AWS SEHE

» AWSFaultinjectionSimulatorEKSAccess

Amazon ElastiCache Bj{E
AWS FIS £ #E T %l ElastiCache EiE,

aws:elasticache:replicationgroup-interrupt-az-power

S ERAREE LS HHH B R ElastiCache EREE , PHEETRARETHHNER. BEERE
H-—RAFE-—ETHES. EXEHXASEER , EARDESTENEBERENELSR
ARTEDH. EHEBFEHE , EETARSTHNERTENEFSRSEIHE K EXRTEREERHE
BURENBEEE, HWBENBERRXE Redis M Valkey 512, BEFTXE TEMRR, HBEE
H,

Resource Type (& RIEH)

+ aws:elasticache:replicationgroup

Parameters

« duration — FHBFE , —28EF 12 ., £ AWS FIS API A , E=R ISO 8601 &M =F&E, i
w, PTIMRREX—28, £ AWSFIS £ &7 |, Bl ARE., »EHI/NEFH.

Fra

* elasticache:InterruptClusterAzPower

 elasticache:DescribeReplicationGroups

Amazon ElastiCache BiE 76


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html

AWS HFEE A BRHS EREES

* tag:GetResources

(® Note

ElastiCache H i AZ EREEREXZXEMEERHEEE , I1F Valkey M Redis, & 7 B
AR RILIIEE , CEH TS B, MREEBIEEMEMA aws:elasticache:interrupt-
cluster-az-power , RfIEZELEREFH B Faws:elasticache:replicationgroup-
interrupt-az-power , LA & HI AL,

Amazon Kinesis Data Streams Ej{E

Amazon Kinesis Data Streams X # T %l Kinesis EifE,

BF

» aws:kinesis:stream-provisioned-throughput-exception

» aws:kinesis:stream-expired-iterator-exception

aws:kinesis:stream-provisioned-throughput-exception

¥t B #Z Kinesis Data Streams 95K AProvisionedThroughputExceededException#giiEl
e, ZEMIRIETIE : GetRecords, PutRecord, GetShardIterator# PutRecords.

Resource Type (& RER)

* aws:kinesis:stream

Parameters

« duration — FHEERE K S#EK—2ED 12 P, £ AWSFISAPI # |, HR ISO 8601 XN FE,
Flan , PTIM RER—2 88, £ AWSFIS £ &7 |, Bu LAV E, 2ESE DR,

- B - BEAHENFUED L (1-100).

AT

* kinesis:InjectApiError

Amazon Kinesis Data Streams Bk 77



AWS HFEE A BRHS EREES

aws:kinesis:stream-expired-iterator-exception

A LUEE Kinesis Data Streams A& BH1ZE#GetRecords™ i} AExpiredIteratorException$si
[E1FE,

Resource Type (& RER)

» aws:kinesis:stream

Parameters

« duration — HHERKE , SMER—28ED 12 NF, £ AWS FISAPI # |, B2 ISO 8601 &AM F .,
Flan , PTIMREKR—28, £ AWSFIS B AF , Bl ARE., 2EHI/NEE,

- B - BEAHENFUED L (1-100).
AT A

* kinesis:InjectApiError

AWS Lambda BEh4E

AWS Lambda X#E T %l Lambda B1E

B

« aws:lambda:invocation-add-delay

* aws:lambda:invocation-error

« aws:lambda:invocation-http-integration-response

aws:lambda:invocation-add-delay

HEEENEEVNIEEMB RS, LBFNRRELUR Lambda SKE , BENNESESREE
BERERET  YEAEMAUTRE , MFELENNIITRE. EXRTETREEFEE Lambda
BB RILIEE, FERAGIEEEREASM Lambda RE ERENRE , LBFLERESREER
AR R ENAE

aws:kinesis:stream-expired-iterator-exception 78



AWS HFEE A BRHS EREES

Resource Type (& REH)

» aws:lambda:function

Parameters

« duration — BMEFENBEERE, £ AWSFISAPI # |, 2 1SO 8601 KXW FH, Hia , PTIM 1]
R—748E, £ AWSFIS £2AH , Bu Ll AN E., 2EHEHNEE,
- invocationPercentage - 12, EX AMENRESFA B2 L (1-100), FEFZA 100,

- startupDelayMilliseconds — #fA, EWAMBTEBERX B 2BEFEFNERE , LZEH (0-900 , 000)
REf, TS 1000,

AT A

* s3:PutObject
* s3:DeleteObject
* lambda:GetFunction

* tag:GetResources

aws:lambda:invocation-error

#% Lambda BREF AR ARR. LBFEAMNIEHEREEMRS  SINBRNERERE, EALE
Bl , BALIERRRERERERATREENR,

Resource Type (& REH)

* aws:lambda:function

Parameters

« duration - EMERFBEHNRERE. £ AWS FIS API # , {H=2 ISO 8601 XM F &, Hla , PTIM R
K—28, £ AWSFIS T#AH , AWM ARE, 2EHI/NER,

« invocationPercentage - A, EX ABENRFEA BT L (1-100), FEEFZA 100,

« preventExecution - f1REA true , AIBEEEEEEMAHAITREL

aws:lambda:invocation-error 79



AWS HFEE A BRHS EREES

A

* s3:PutObject
* s3:DeleteObject
« lambda:GetFunction

* tag:GetResources

aws:lambda:invocation-http-integration-response

B HEMNITE. EULUBERAERN HTTP EERRIEE | L% ZE ALB, API-GW H VPC
Lattice WE S, EEMAZEMNFELI KR THES , SN ZZEEAEEEOBSRENTE B
ERECERATEIITHEIL IR EFE,

Resource Type (& REH)

* aws:lambda:function

Parameters

- contentTypeHeader — #& Lambda BKE{E R HTTP AR EAEEEFHE,

- duration - B)FIFEN FREIRE. £ AWSFISAPI # , ER 1SO 8601 XM F&H, film , PTIM K

K—7#, £ AWSFIS T#&A&H , BUMARE., 2EHN PN,
- invocationPercentage - #M., EX ABMENRKEFAA T 2L (1-100), FEEEA 100,
« preventExecution — MREA true , BIBESER BB M AAITERE,
- statusCode — % Lambda B EE R HTTP AREEHF (000-999) &,

AT A
* s3:PutObject
* s3:DeleteObject

« lambda:GetFunction

* tag:GetResources

aws:lambda:invocation-http-integration-response

80
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Amazon MemoryDB EjfE

AWS FIS X #& T % MemoryDB Bk,

aws:memorydb:multi-region-cluster-pause-replication

Ee—EEgEfESESEENMEHMESEECENEE., BEEEFEERHT FISERNE
BHHNESE. EEREERK , ZEREREELEN. BFETRE  SEREEEAVEFTEL P ENFES
BEREI A AARRE, BB — T # Amazon MemoryDB Z &1 , 552 Amazon MemoryDB % [E 155
BABEM. WEEHTAM , F2E MemoryDB % [& 15 o AR 4 F R i

Resource Type (&R H)

« aws:memorydb:multi-region-cluster

Parameters

« duration — B , —28EF 12 B, £ AWSFISAPI & |, R ISO 8601 XA =, 4l
wm, PTIMKEXR—28, £ AWSFIS £ &/ , Ul AR E, 2ERE /P,

S|

* memorydb:DescribeMultiRegionClusters
* memorydb:PauseMultiRegionClusterReplication

* tag:GetResources

A8 B B A

AWS FIS & T 5#8 81k,
Bk

« aws:network:disrupt-connectivity

+ aws:network:route-table-disrupt-cross-region-connectivity

« aws:network:transit-gateway-disrupt-cross-region-connectivity

» aws:network:disrupt-vpc-endpoint

Amazon MemoryDB Ej#E 81


https://docs.aws.amazon.com/memorydb/latest/devguide/multi-region.html
https://docs.aws.amazon.com/memorydb/latest/devguide/multi-region.html
https://docs.aws.amazon.com/memorydb/latest/devguide/multi-region.prereq.html

AWS HFEE A BRHS EREES

aws:network:disrupt-connectivity

BB ERFERE B E FARERERN R BARFIURFIEE (48K ACL) , EFEZBEEFHBRNEER
E, FIS g/4EE A A EEERMNMAR ACL , HEFER managedbyFIS=true , I EEEREASH
BBV B, BETAAF , FIS EMRERNMAER ACL , WIER R B ACL BIH.

Resource Type (& RER)

* aws:ec2:subnet

Parameters

- scope - BB REER, EHETE Fall , # ACLsHMIEE®E LRA 20, AIREEMT :
- all - ERFIBEL FRENRE, FEE , WBEANFREARE , SETRFRERPHERNT

ER R E

« availability-zone - EEEHM A A ERIEHPFIR FRKHN VPC AE. VPC FAIRABRE
M 7B BB LBRA 30,

« dynamodb - #ERREFIR B #I[E1HF DynamoDB #Y [& 15 i B o

« prefix-list -#ERFREEFHFENRE.

- s3 - 3EBAFRAB FIEEAF Amazon S3 EBiFin N RE.

« s3express — IERBEANE L B ZEFMEE AZ & Amazon S3 Express One Zone [&13]ir ZiHY 7
2, BETPRSANNB A AIEA S3 Express One Zone AZs 1, WFHEFMEN , FS0 S3
Express One Zone ] A &g &5

- vpc - EEEH VPC HNRE,

« duration - BB , #—28EZ 12 /M, £ AWSFIS API F , fER I1SO 8601 XK FH, fi

W, PTIMREK—2#., £ AWSFIS £ AF , BAMBMAVE, DEEN/FH,

- prefixListldentifier — MR EE A prefix-list , IEREFZEFTB/FEMNBART. BULUEESR

. IDARN, FEEBEERZALA 10 @EHE,

S|

« ec2:CreateNetworkAcl — A managedByFIS=true 23 #2% ACL.
« ec2:CreateNetworkAclEntry - & ACL 4 ZHEFHEE managedByFIS=true,
* ec2:CreateTags

« ec2:DeleteNetworkAcl — #83& ACL 28 BB 1ZEEE managedByFIS=true,

aws:network:disrupt-connectivity 82


https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-Endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-Endpoints.html

AWS HFEE A BRHS EREES

* ec2:DescribeManagedPrefixLists
* ec2:DescribeNetworkAcls

* ec2:DescribeSubnets

» ec2:DescribeVpcs

* ec2:GetManagedPrefixListEntries

* ec2:ReplaceNetworkAclAssociation

AWS S EBEE

« AWSFaultinjectionSimulatorNetworkAccess

aws:network:route-table-disrupt-cross-region-connectivity

HEFEEETFREBENHARRERENRE. BUKHEX , HHhISERHNESNMERKH,
EEAFFISENELKRHEEK , 18 1 Amazon VPC B8R S routes per route tableZE 250
( R regionZ 8 A us-east-1 , 8|4 350) , MELBEERBARPHEHEBE,

Resource Type (& RER)

* aws:ec2:subnet

Parameters

« region- ERBENEFSRENE ( HlW0 eu-west-1),

 duration - B)EFENERERE. £ AWSFISAPI # |, 2 ISO 8601 XM F &, flw , PTIM
RER—D8E, £ AWSFIS E#EAH , BA M AW R, 2EHD/NEH.

AT A

* ec2:AssociateRouteTable

* ec2:CreateManagedPrefixList t
 ec2:CreateNetworkInterface t
* ec2:CreateRoute t

* ec2:CreateRouteTable t

» ec2:CreateTags t

aws:network:route-table-disrupt-cross-region-connectivity 83


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorNetworkAccess.html

AWS HFEE A BRHS EREES

* ec2:DeleteManagedPrefixList T

« ec2:DeleteNetworkInterface t

* ec2:DeleteRouteTable t

* ec2:DescribeManagedPrefixLists
« ec2:DescribeNetworkInterfaces

* ec2:DescribeRouteTables

* ec2:DescribeSubnets

* ec2:DescribeVpcPeeringConnections
» ec2:DescribeVpcs

* ec2:DisassociateRouteTable

* ec2:GetManagedPrefixListEntries
* ec2:ModifyManagedPrefixList t

* ec2:ModifyVpcEndpoint

 ec2:ReplaceRouteTableAssociation

t EAEEK NEEmanagedByFIS=true, BAFEEEHEFER. TERHAB AWS FIS BB RILE
N

AWS ZEBER

« AWSFaultinjectionSimulatorNetworkAccess

aws:network:transit-gateway-disrupt-cross-region-connectivity
HEREENGAEERSZ B EERMENSEERFNRE.
Resource Type (EREHR)

* aws:ec2:transit-gateway

Parameters

« region- ERBEMNEIHENXE (W0 eu-west-1),
« duration- EMEIFENBREEE, £ AWSFISAPI & |, HL IS0 8601 AW FHE, i , PT1IM
RE—948E, £ AWSFIS AT  BA M ARE, 2SR/ PN,

aws:network:transit-gateway-disrupt-cross-region-connectivity 84


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorNetworkAccess.html

AWS HFEE A BRHS EREES

A

* ec2:AssociateTransitGatewayRouteTable

* ec2:DescribeTransitGatewayAttachments

* ec2:DescribeTransitGatewayPeeringAttachments
* ec2:DescribeTransitGateways

* ec2:DisassociateTransitGatewayRouteTable

AWS ZEBER

« AWSFaultinjectionSimulatorNetworkAccess

aws:network:disrupt-vpc-endpoint

HEBENE VPC ImRNEBANBHRE, FISERLEAZARANIEREHA , XEBEE VPC
mENZERETRRAALZERSHE. NREDFEITHEREXERER  BFSEXM , BE
BT EEREEERIRE, W IREDFEUITHBERFIS RERLEHA , Al FISTEKE
il BR o

Resource Type (ERER)

* aws:ec2:vpc-endpoint

Parameters

« duration - EMEIFEHNERERE. £ AWSFISAPI & |, H=2 1SO 8601 #&X K F&HE, Hltn , PTIM
REX—28E, £ AWSFIS FiAth | BalMARE, 2EHRNER

o

* ec2:DescribeVpcEndpoints

* ec2:DescribeSecurityGroups
* ec2:ModifyVpcEndpoint
 ec2:CreateSecurityGroup

* ec2:DeleteSecurityGroup

aws:network:disrupt-vpc-endpoint 85


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorNetworkAccess.html

AWS HFEE A BRHS

ERAEER

* ec2:RevokeSecurityGroupEgress
* ec2:CreateTags

* vpce:AllowMultiRegion *
*AEELEHERRES VPC WER , TEE T

Amazon RDS Bh4E

AWS FIS Z# T %I Amazon RDS Bk,

BE

» aws:rds:failover-db-cluster

* aws:rds:reboot-db-instances

aws:rds:failover-db-cluster

£ B & Aurora BRI E#E & F#1T Amazon RDS API Ej4E FailoverDBCluster, % # RDS #5£f

DocumentDB &%,
Resource Type (B/RER)

* aws:rds:cluster

Parameters

7NN

AT A

 rds:FailoverDBCluster
e rds:DescribeDBClusters

* tag:GetResources

AWS S EBEE

» AWSFaultinjectionSimulatorRDSAccess

Amazon RDS EiE

86


https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_FailoverDBCluster.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorRDSAccess.html

AWS HFEE A BRHS EREES

aws:rds:reboot-db-instances

EEHEERNEHTHEE L $1T Amazon RDS API E14E RebootDBInstance, X1 RDS # &
DocumentDB # £,

Resource Type (& RER)

e aws:rds:db

Parameters

« forceFailover - 1., MREA true , BHTERAEZME S HEHD , Bl @RFR—EUTAERHTER
BRI S—EARESE. EAFREA false.

oy

 rds:RebootDBInstance
 rds:DescribeDBInstances

* tag:GetResources

AWS S EBEE

« AWSFaultinjectionSimulatorRDSAccess

Amazon S3 Bk

AWS FIS Z# T %I Amazon S3 Bk,

BE

» aws:s3:bucket-pause-replication

aws:s3:bucket-pause-replication

FEHEERRFETFEIENHFEETENES, ENtFEEFETUVATEN AWS EiF |, th]
DNRERRFFITFBERNESAN. EHERKRR K BEYHESTHREESE — M, LEBFEESE
LUEBAEEE, EBE—5 T7# Amazon S3EE , 5528 Amazon S3 FHEIERM.

aws:rds:reboot-db-instances 87


https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_RebootDBInstance.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorRDSAccess.html
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AWS HFEE A BRHS EREES

Resource Type (& REH)

* aws:s3:bucket

Parameters

« duration — HERFE , —28EZ 12 /N, £ AWSFISAPI & |, R I1SO 8601 &M FHE, 4
wm, PTIMKER—28, £ AWSFIS &/ , U AR E, 2ERF /P,

- region - BV EFETERATEN AWS B,

« destinationBuckets - i#M ., LUESR7D FEAY B BVt S3 RFETRE/EE (S3 RFITHR )

- prefixes - B, LUEHRDRH S3 YA ERFEFERERRAGRRNT. EERTFIENERR
Al (BREBFENERKMS ) BSEE,

e
« S3:PutReplicationConfiguration {&# 3 5/88S3:IsReplicationPauseRequestiXE A
True

« S3:GetReplicationConfiguration &% % 5|88S3:IsReplicationPauseRequesti%E &
True

* S3:PauseReplication
* S3:ListAl1MyBuckets

e tag:GetResources

MTFBEREH , S0 &6 . £ WIRHFRSIE aws:s3:bucket-pause-replication,

Systems Manager BjfE

AWS FIS X #&E T 5l Systems Manager E{E,

BF

* aws:ssm:send-command

* aws:ssm:start-automation-execution

Systems Manager EjfE 88



AWS HFEE A BRHS EREES

aws:ssm:send-command

£ B £ EC2 #1171 88 L #1117 Systems Manager API E1fE SendCommand. Systems Manager X
# (SSM X4+ ) E Systems Manager E#TER LT EE. WEFMEA , F2HREA

aws:ssm:send-command E k.

Resource Type (& RER)

* aws:ec2:instance

Parameters

« documentArn — X4 # Amazon Resource Name (ARN), & £ AH , R ERBEBRR PREY
EEH A —ETE%RTE AWS FIS SSM XHME |, BlgALTRILS .,

- documentVersion - M., XHWRAE, MNRAZ |, BIFERRASEHT,

- documentParameters — 4. XHEZHLENEASY., K2 JSON Y4, HEBAFH
BEAFHEINFHEMET,

« duration - FEE , K —2EF) 12 B, £ AWS FISAPI & |, ER I1SO 8601 X F &, Hi
m, PTIM RE—288, £ AWSFIS X AEF , BULBMANE, DEHSNEFE,

AT A

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

AWS S EBEE

« AWSFaultinjectionSimulatorEC2Access

aws:ssm:start-automation-execution

#11T Systems Manager API Bj{E StartAutomationExecution,

Resource Type (ERER)

o
PAYYN

aws:ssm:send-command 89


https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_SendCommand.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_StartAutomationExecution.html

AWS HFEE A BRHS EREES

Parameters

« documentArn — B 81t 3X4H Amazon Resource Name (ARN),
« documentVersion - A, XHNRE, MRAZ , AIFERREEHIT.

« documentParameters — {f4 =X, XHESIHHEMNEZASE, K2 JSONYH  HERAFSH
BEAFEBFHMET,

* maxDuration - BELEAT ARV ERFE LR |, €— 28R 12 /N, £ AWSFISAPI # | HER
ISO 8601 W FEE, M, PTIM KER—7DiE, £ AWSFIS £ a+F , EULWMARE, P&
LGNS

S|

e ssm:GetAutomationExecution
* ssm:StartAutomationExecution

« ssm:StopAutomationExecution

- iam:PassRole - iEf., MR BB XHETAE , AAXE,

AWS SEHE

« AWSFaultinjectionSimulatorSSMAccess

AWS Direct Connect Ei4E

AWS FIS % # T %] AWS Direct Connect B4k,

BF

» aws:directconnect:virtual-interface-disconnect

aws:directconnect:virtual-interface-disconnect

BRERFFEASEBMAKERZEENT (VIFs) HEBYEE B2 R MERE (BGP) TEMKE ,
BIE AWS Direct Connect E#RHVEM., FRRERZH , FIS ERFERPBEENME VIFs BER

AT, ARRE , MESE VIF MEEE "WHAL MREM "L, BGP ARREMNFTE BGP #%, EEREN
B, BEEEENHEHN BGP $HE TS ENREIRAMMAE, W5 Direct Connect A s B EAFHMNFHE
A, 55289 AWS Direct Connect X 4,

AWS Direct Connect EjfE 90


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorSSMAccess.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/resiliency_failover.html

AWS HFEE A BRHS EREES

Resource Type (& REH)

* aws : directconnect : virtual-interface

Parameters

« duration- R , # 10 £4EZ 12 /M, £ AWSFISAPI # |, R I1SO 8601 ERHFE,
Fln , PTIOM KRR+ 208, £ AWSFIS £ AF , Bl ARE, 2EEE/NEFE,

AT A

* directconnect:DescribeVirtualInterfaces

* directconnect:StartBgpFailoverTest

» directconnect:ListVirtualInterfaceTestHistory
* directconnect:StopBgpFailoverTest

* tag:GetResources

B AWS FIS £ Systems Manager SSM X #

AWS FIS & AWS Systems Manager SSM Agent Fl AWS FIS B4 B BETHERE
Baws:ssm:send-command., BJAREILE RIEHRF ABENTELERE Systems Manager SSM X4
(SSM X4 ) , aIEEBITES AWSFIS- ZEHAHE AWS X4,

SSM Agent A £ Amazon EC2 #1T{EE. A B RRFNEREST (VM) LLZEFEZEDN
Amazon BB, VMs iE A Systems Manager EEBELER, REBEEXZEERE Systems
Manager BI5ER , AR KBHERPWIEERTEM. BT EECH SSM XHRFBABFTEHER , =
SEZH—E.HE Amazon BEE I X,

ER
HMNEE SSM Agent £ B E L HITEMENEME , B4 BRRTHIEE -

- REEAZHEBEZEL, BIFEER , L Amazon Machine Image (AMIs) %% SSM Agent, &
Bl , BAl AESTER 28 SSM RERX, WEFHEEF , F2EAWS Systems Manager ( £
BEEE) PN FEHLRE EC2 HIT{EER SSM Agent,

SSM X #EE 91
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« Systems Manager E5EZHNHTER LETEIENFTT. BUUER IAM HTERERERT
FHE, WEFHMAEN , F2E (FRAEERE) PAIEI Systems Manager BY IAM #1788 ##iA
B IAM BT EREREEES EC2 #1788, AWS Systems Manager

£ aws:ssm:send-commandE1{E

SSM X #E & Systems Manager EZ E#TEE LBITHIEIfE, Systems Manager ZE7F %
ERENNMG , BHANEBIBEHXH. MERIEEHSH SSM XHMEFMER , F2BAWS
Systems Manager ( fEA&ER) HHIZEI Systems Manager X #. NFE SSM X4 —AkEFAE
# , FBEAWS Systems Manager ( EA&EERE) PRIAWS Systems Manager X ¥,

AWS FIS 12 TE % EREM SSM X, EAILAIE AWS Systems Manager 1AM X H TR FE LR
EHM SSM X : https : //https://console.aws.amazon.com/systems-manager/documents, &4 7] LA

£ AWSFIS AR RIBTEAREN X4, MEFHMEN , FSBETELREN AWS FIS SSM X,

EEE AWS FIS EERFEH SSM X4 |, Ba[LAMERA aws:ssm:send-commandE{E. LLEIMESEEN
BEH1T{EE I SITIEER SSM X4,

EREEREAPFER aws:ssm: send-commandEERF |, B4 ER BIEIEEHMSE , @FETHIE
B :

« documentArn - A&, SSM X4 # Amazon Resource Name (ARN),

 documentParameters — {f#x. SSM XHESHW L EFRASH, AR JSON Y , HE8 A
FE BEAFERIFHRMET,

« documentVersion - i, E#HITH SSM XHRRA,

] LAE A Systems Manager £ & 5 RE SSM XHNWER ( SEXHHNSE ) .
FRAFEAREK SSM XHHIHEENR

1. 7£ https : //https://console.aws.amazon.com/systems-manager/ FiE AWS Systems Manager

vn L
T Ho

2. HEEEHIKD &2 Documents (3XH).
3. BRI, RREEFAEARSIESR,

£ T 5IME SSM XA MHEEEERR

5 FH SSM describe-document 55
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AWS R EEE A BB EREES

E—F T BEERRE

SSM B EARREH SSM an BARAERE.

TEEERTER AWS FIS SSM X

BRI AEBERE AP EATELREN AWS FIS SSM XA #E aws : ssm: send-command Bk,
L33

- AWS FIS IRt FE LR E SSM U EX B T HIEERE

* Amazon Linux 2023, Amazon Linux 2
* Ubuntu

* RHEL S8, 9

+ CentOS 9

« AWS FIS R TERERE SSM XHEXE EC2 HTER. HttEENIEHRTIEZELEHH
Bl a0 R &R E0F A AR 25 o

HEE ECS EBMNERTFEAEL SSM X , FBEAHFER the section called “Amazon ECS &
16", fltn , aws:ecs:task-cpu-stressE)E & A AWSFIS-Run-CPU-Stress X4,

XA

* AWSFIS-Run-CPU-Stress
AWSFIS-Run-Disk-Fill

* AWSFIS-Run-10-Stress

* AWSFIS-Run-Kill-Process

* AWSFIS-Run-Memory-Stress

* AWSFIS-Run-Network-Blackhole-Port
* AWSFIS-Run-Network-Latency

+ AWSFIS-Run-Network-Latency-Sources
* AWSFIS-Run-Network-Packet-Loss

* AWSFIS-Run-Network-Packet-Loss-Sources

AWS FIS SSM X # B8 B # DurationSeconds 2 A EZR

FEKFRER AWS FIS SSM 324+ 93
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BL SSM XHERE B CHEITHER |, il , FLEFEERERN AWS FIS SSM XHEH
DurationSeconds 28, EiItt , BEEHE AWSFIS BHEEHZFIEEMEBINISERR :

* Action duration : 5HREFE-BFENER , BFEFERESFRANRERFERKE. EAZEDER
BERFESEIORAER BESEREBRHEHATIEF. AWS FIS ERESEEE , EXHBESE
B EASE A Lk,

« X2 % DurationSeconds : SSM XHA&HITHIFERRE | U BEN,

A AMESREFEEERETRNE :

« Action duration exceeds DurationSeconds : SSM X4 # TS EETR 2B TH. AWS FIS %
IEERFERBRBZE K BRBEREDE,

« Action duration is shorter than DurationSeconds : SSM X4 &£ B{ET R EEEH 1T, WER SSM
XHHTMEETS  BEBESESECE , ISERESHREETR. AWS FIS REESEHIT |
BEEBEFEREIBT AL,

AR, B SSM WHEEREEERE., 0 AWS | FIS SSM 4 LLUBEBE L& R4 | E
Al LA B B 3 1T IHE R R IE B 2B IEE M DurationSeconds 281, Rt , i REAS B EIF BRI
DurationSeconds R EAMHRBIMWE , SSM ESBNBTEHE TS EBEERFERR.,

AWSFIS-Run-CPU-Stress
£ stress-ng TEE#HTER L#1T CPU B, A AWSFIS-Run-CPU-Stress SSM 3 4,

BEER (ERIEE)

aws:ssm:send-command/AWSFIS-Run-CPU-Stress
ARN

arn:aws:ssm:region::document/AWSFIS-Run-CPU-Stress
XS

« DurationSeconds - &, CPU BRI IFERR , UV AEN,
. CPU - igﬁﬁo Eﬁﬁﬁﬂlg CPU Eﬂﬁgg&%o %EEQ{E% 0 , Eﬁﬁﬁﬁﬁﬁ CPU Eﬂ%ﬁo
 LoadPercent-i#MH. BE CPU B8 ESLL , %80 (EEHE ) 2100 (Z28H ). FEFRA 100,

« InstallDependencies - A, MREA True , Al Systems Manager 87 B E#TER L L& MFH
RAEMM | MREEHTERERRZE, FAREAS True, HEKMS stress-ng.

FALERER AWS FIS SSM X # 94
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LT RETE XA AR FREH,

{"DurationSeconds":"60@", "InstallDependencies":"True"}

AWSFIS-Run-Disk-Fill

BENTEEBRURE LNEKRZRE , UREHRTEHE, £F AWSFIS-Run-Disk-Fill SSM X+,

MRFAUBENEREFL , EREFHEREBEFLEY , AWSFIS BUEEITHH SSM XHR
EXEIR, T8 , MRHWHESRW 100% , TeE2HABESHEN L EARNEE , Systems Manager
AREEE SN EBUERE, Eit , MREAREFEFLER , FRAMBETE 100% ER.

BEER (ERFEES
aws:ssm:send-command/AWSFIS-Run-Disk-Fill
ARN

arn:aws:ssm:region::document/AWSFIS-Run-Disk-Fill

Xt

« DurationSeconds - &, MREFHFENSERRE K UMW AEN,
« Percent-iZf, EHBEERIRZTBMERENUKRE oL, FERES 95%.

* InstallDependencies - A, WREA True , Bl Systems Manager 7% B B TERE - 2EAME
MK  IRELHTERIERELE, FHREAR True, HIKMS atd. kmodF fallocate,

LT RETE XA AR FREH,

{"DurationSeconds":"60@", "InstallDependencies":"True"}

AWSFIS-Run-lO-Stress

£ stress-ng TEE#HTEE L#1T 10 EH, £H AWSFIS-Run-10-Stress SSM XX #,

BEER (ERIEE)

aws:ssm:send-command/AWSFIS-Run-lO-Stress
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ARN

arn:aws:ssm:region::document/AWSFIS-Run-IO-Stress
XHSH

« DurationSeconds - &, 10 B REMNSEERE , LW AENL

« Workers - M, #1TEF. MEAMNGCEEMGEIRSARE, BHRINREBRENESIT/EEE
B, ZEFEFEER—ERLIFITFEN /0 BE, FEEE 1,

« Percent- A, BEREZAKRLEE IO BRLHAFHBEANTAZEE S, FBRES 80%.

« InstallDependencies - #A., MMREA True , Al Systems Manager 87 B E#/TER L L EMFH
RARMME | MREEHTERE RRZE., FAREAS True, HEKMS stress-ng.

LT RETE FREP I AR FREH,

{"Workers":"1", "Percent":"80", "DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-Kill-Process

A kilalls S ELEHTEREFIEENERF. F£H AWSFIS-Run-Kill-Process SSM X #,

BERE (EREEA
aws:ssm:send-command/AWSFIS-Run-Kill-Process

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Kill-Process
X428

« ProcessName - % &, EEILWEFER,

- Signal - 1M, FE v H—REXEMNAN. TEEMNES SIGTERM ( ERERLLEERZE )
SIGKILL ( £ 8% ) . TAER{EA SIGTERM,

* InstallDependencies — EM., MREA True , Bl Systems Manager 81 B E#HTEB L REFSE
MMM, MRELHITEREREZER, BRES True., HEKMER Killall,

LT RETEE FREP @ AR FREH,

FESERRER AWS FIS SSM X # 96
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{"ProcessName" :"myapplication", "Signal":"SIGTERM"}

AWSFIS-Run-Memory-Stress

£ stress-ng TEE#TER L#TEIEBE D, £A AWSFIS-Run-Memory-Stress SSM 3 4,

BEER (EREER)
aws:ssm:send-command/AWSFIS-Run-Memory-Stress

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Memory-Stress
NH28

« DurationSeconds - &, iBEEBAENSERRE  UWAEN,
« Workers - 2, ERGCERBBRIENEE, BEA 1,
« Percent- &, EiEBBR I AEHEAEFANERIEERE S .

* InstallDependencies - A, WR{EA True , Bl Systems Manager €7 B B8 TEE L2 KAME
RAEME | MREEHTERE RARZE, FEREAS True, HEKMS stress-ngo

LT RETE FREPE AR FREH,

{"Percent":"80", "DurationSeconds":"6@", "InstallDependencies":"True"}

AWSFIS-Run-Network-Blackhole-Port

5/ iptablesTERZBEA B EFNEZBENEAREHRE, FH AWSFIS-Run-Network-Blackhole-
Port SSM XX,

BERE (EREHEA
aws:ssm:send-command/AWSFIS-Run-Network-Blackhole-Port
ARN

arn:aws:ssm:region::document/AWSFIS-Run-Network-Blackhole-Port
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XHBE

* Protocol - X E, BAWE. AEENES tcp M udp.

 Port- XE, EEERE,

. TrafficType - A, REHH, AIsEMWESA ingress M egress. FAFRES ingress,
« DurationSeconds - &, #BEAFRNEFERRE , LW AEN,

InstallDependencies - M. WR{ER True , Bl Systems Manager 8 B E#TER LREMT
FABARME , INRELH TR RELE, HRES True, HAMA atd, Isof, dig#H iptables.

LT REFWE FREP I AR FREH,

{"Protocol":"tcp", "Port":"8@80", "TrafficType":"egress", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Latency

FA tcTEMERIHIBEMEAE, A AWSFIS-Run-Network-Latency SSM X #,

BERE (EREEZEE)
aws:ssm:send-command/AWSFIS-Run-Network-Latency
ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Latency
X428

i |nterface - iri_gﬁﬁo lﬂ%%ﬁﬁo ﬁ%ﬁﬁ% etth
- DelayMilliseconds - i#f, EE , UEMW AEN, FEFRES 200,
« DurationSeconds - A&, WHRIEERFENFERR K URAEN,

« InstallDependencies - #A, MMREA True , Al Systems Manager 87 B BE# /TR L L& MFH
AR, MRELHITERERZER, ARER True, HEKMS atd, digH tc.

LT REE FREPI AR FREH,

{"DelayMilliseconds":"200", "Interface":"eth®", "DurationSeconds":"60",
"InstallDependencies":"True"}

FESERRER AWS FIS SSM X #
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AWSFIS-Run-Network-Latency-Sources

HYELBERRNRE , A tcTEKEENNBMEEMEAME. 8 AWSFIS-Run-Network-
Latency-Sources SSM X #,

£ FlowsPercent 28E—EH 7 LLHER LB LE,
BEEE (EREER)
aws:ssm:send-command/AWSFIS-Run-Network-Latency-Sources
ARN

arn:aws:ssm:region::document/AWSFIS-Run-Network-Latency-Sources

X428

* Interface - B, WEAE , LUEH S M. ¥ ALL fl DEFAULT {B, FAFX{EA DEFAULT , HA§8H
EEERFHEEMENHE.

- DelayMilliseconds - #M. & , AEW AEN. FBFRES 200,

- JitterMilliseconds - #MA, £8 , LEW REMN., FHERA 10,

* FlowsPercent - M, #23 BEZENPBRRER D L. R A 100%,

« Sources - &, KR , LUESR DR , TEZEH, WEEWES : IPv4 ik, IPv4 CIDR E#R, #E3
M. AZ B (us-east-1a), AZ ID (use1-az1)DYNAMODB, ALL. 1S3, NREIEE DYNAMODBER
S3 , EEEAREEFEFHEFH IR,

- TrafficType - iBA, REHH, ATsEMWESA ingress M egress. FAFRES ingress,
- DurationSeconds - £ &, f@RILERNGRNIFERE , U R/EN.

« InstallDependencies - i&fH., MREA True , Bl Systems Manager €7 B Z811TEE - 2 £ FE
MMM , MRBLEHTEBERZE, FARES True, HEKMS atd. dig, Isof, joi tc.

ERAAXHE  BRAGEETIIF

 ec2:DescribeInstances

 ec2:DescribeSubnets

LT REE FREP I AR FREH,

FESERRER AWS FIS SSM X # 99
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{"DelayMilliseconds":"200", "JitterMilliseconds":"15",
"Sources":"S3,www.example.com,72.21.198.67", "Interface":"etho",
"TrafficType":"egress", "DurationSeconds":"6@", "InstallDependencies":"True"}

AWSFIS-Run-Network-Packet-Loss
FRtcTERHEERTETHRNE, F£H AWSFIS-Run-Network-Packet-Loss SSM 3245,

BERE (ERERA

aws:ssm:send-command/AWSFIS-Run-Network-Packet-Loss
ARN

arn:aws:ssm:region::document/AWSFIS-Run-Network-Packet-Loss

XH2H

* Interface - #H., WENH. FERES eth0,
 LossPercent-iZf, HEELXNWED L., FERES 7%,
DurationSeconds - 4 &, @R TEXAENFERRE UV AEN,

InstallDependencies - i&H. MREA True , Systems Manager £ B 81T EE - 2 £ FFEHE
fiktE, FERR{EA True., MAKMES atd, dig. Isoffl tc,

LT RETE FREF I AR FREH,

{"LossPercent":"15", "Interface":"eth®", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Packet-Loss-Sources

SHEEBBERRNRE , A cCEHTERMEERENE. A AWSFIS-Run-Network-
Packet-Loss-Sources SSM X 4.

A FlowsPercent 28— EB 7 LLIER LI AHIESK,
BEER (EREEA)
aws:ssm:send-command/AWSFIS-Run-Network-Packet-Loss-Sources

ARN
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arn:aws:ssm:region::document/AWSFIS-Run-Network-Packet-Loss-Sources
X428

* Interface - EH, ﬁﬁﬁﬁﬁﬁ PUESE PR, ¥ ALL 1 DEFAULT {B., TAEX{E4 DEFAULT , HA§#H
EERERFHNETEM@BRN

« LossPercent - &, ﬂ@lﬁ?&ﬂ’]ﬁ T, FERRER 7%,

* FlowsPercent - #2/H, #23 BEXENHERREAIS L. AR B 100%.

- Sources - X E, KRR , SLEHR DR , T2EK. AJEENES : IPv4 bk, IPv4 CIDR B3R, H#EE
. AZ B (us-east-1a). AZ ID (use1-az1)DYNAMODB, ALL, #S3, fR&E$EE DYNAMODBER
S3 , EEEARB R EEPWN RN,

* TrafficType - BEA., REHE, AI8EMWES ingress M egress. FAFKES ingress,

« DurationSeconds - &, #EHTEXARNFERE , U BENL

« InstallDependencies - i&fH., MREA True , Systems Manager €1 B Z# TEE L ZHEFTEMNE

fiktE, FERREA True., HHAMA atd, dig. Isof. jgq#l tc.
FRARXHE K ERACEETIHT :

e ec2:DescribelInstances

e ec2:DescribeSubnets

LT RETE FEEPE AR FREH,

{"LossPercent":"15", "Sources":"S3,www.example.com,72.21.198.67", "Interface":"ethQ",

"TrafficType":"egress", "DurationSeconds":"60", "InstallDependencies":"True"}

g4

WMEEHIERE A , FESE the section called “BI1TFE L EXER AWS FIS SSM X7,
MEHRERELES , F2REHITER LT CPU B,

B %1

o THSXHEEFITHIT
* AWSFIS-Run-Network-Blackhole-Port
+ AWSFIS-Run-Network-Latency

nl‘.H.

I T
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* AWSFIS-Run-Network-Latency-Sources
 AWSFIS-Run-Network-Packet-Loss
 AWSFIS-Run-Network-Packet-Loss-Sources

BRESH

AWS FIS SSM X#HEEBEVERETH  MAEHEIAERRERRERENRZEHE, BLE
TIRTHERARNERFERMIEINEL  SEBREANER.

BERESHREL
ERFEIATERRLE K RREABELERETH,
BIEFHMER

. UB -IESBEE /var/1lib/amazon/ssm/ B #&HEI,

- WWBER - FAULT _NAME-FAULT _IDENTIFIER-Rollback.sh®m FAULT IDENTIFIER 2Fe#é
EEW 32 @FTFH

- KE - E8EEREAERRER  EHERIEARBZNEL,
- AR - AL ENRREBAS T , UREBRERR

filan , MR EER TS E BYERIESHE/var/lib/amazon/ssm/NetworkLatency-
abcl123-Rollback.sh,

EIRFC &
ERETHEEFEERS , LENAMAERED , BUETREFENER.
AEERNE

EERESHITH , ceEmBENMERIL B

- HFHER - /tmp/aws-fis-rollback-TIMESTAMP-PID.log
- RFBF - £ BREEIEE syslog locald.info

AREERGE

EREr RS IEREAU T B 18

HREST 102
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/tmp/aws-fis-rollback-YYYY-MM-DDTHH:MM:SSZ-PID.log

Hrh YYYY-MM-DDTHH#MM#SSZ 2 UTC BB , PID BEIRIESTBIWIERE ID,
Syslog #H&E
118 B E U T SIEAREIX E syslog :

« BH - aws-fis-rollback
« B%JERF -1ocald.info
« ¥ - [YYYY-MM-DDTHH:MM:SSZ] log_message

WREIR B
EATH G TREBRRRCBAFPNAMEERB

sudo journalctl -t aws-fis-rollback

5¢ 2 DR
R TSR F B TR ED B
SFHHR SSM U BE

1. 7£ https : //https://console.aws.amazon.com/systems-manager/ B AWS Systems Manager

7Ba,.

HEEERTD  BEHHEE. JTH5,
EoTELRERSIBTRLE | ERAGERERSRTHHIHIT.
EEGTH ID AFABEFMEARE.

EEFEHTERN ID. WEEESRVEHMER,

ok w0 b

5 AWS FIS aws : ecs : task BjfE

BAILAGER aws : ecs : task BifE , #F#EERE A Amazon ECS 7. X1 Amazon EC2 # Fargate &
ERA,

ELBEEFEA AWS Systems Manager (SSM) X RFEAERR. HEE M aws:ecs:task BifE

REEK B SSM REBEXWAEFHIEZE Amazon Elastic Container Service (Amazon ECS) {3 E

(i

Y

G

bad 3713 103
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£, R|/EHIT AWS FIS EERETH , £ SSM BRI Amazon ECS FHEMAZ EHITEE.
A, ETREEIERTEER  BERNEEIENTER. REMK A AWS FIS @B FE
. WEBERETETHRE.

BT HEEMN AWS FIS BEiffaws:ecs:task , AWSFIS € HERER |, IEE AWS
FIS EERE A5 EM B ZE Amazon ECS IS E —#H SSM ZEH1TEBEECS_TASK_ARN, EH
ERFEHIT SSM X 42 tHE3HE Amazon ECS 78 ARN, LLESE 218 TEH#Y Fault Injection,

TETREER—ERERF[NEBNREMEREA

Fault Injection

Service (FIS)
Initial state . Setup - Fault injection
. . inject fault
E:i ECS Task m ECS Task E ECS Task
Existing Container . Existing Container Container that runs . Existing Container Container that runs
. an SSM agent with . an SSM agent with
a AWS FIS defined script : a AWS FIS defined script

BF

» the section called “aws:ecs:task-cpu-stress”

* the section called “aws:ecs:task-io-stress”

» the section called “aws:ecs:task-kill-process”

» the section called “aws:ecs:task-network-blackhole-port

the section called “aws:ecs:task-network-latency”

the section called “aws:ecs:task-network-packet-loss”

BR 7

o TOBEEEFITEIT
» aws:ecs:task-network-blackhole-port

+ aws:ecs:task-network-latency

Bk 104
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» aws:ecs:task-network-packet-loss
- WMREEA Amazon ECS Exec , B4 BLRERT , TREFERELEE,

- BIFEERMREBAETR , SSM XHHTHIUESEBUEME. #1T Amazon ECS BiEls , BEE
Exh ) B {EIS B RF B A1 Amazon EC2 Systems Manager (SSM) X 4GB ERFERAEFIRENR
BEE. BMBBER , SSM XHFEE—LEETEMBHT. it , EEIEENBEFERR
BF , SSM XHATse B 4 EMRERERES T, ERNERBEFERER , BffgFEL B
SSM XH#ITEEUE. WEE AR,

- BTHFFA#IEE AWSFIS ERAS :
* ecs:DescribeTasks
* ssm:SendCommand
* ssm:ListCommands
* ssm:CancelCommand
- BT HIFFAI#T8E Amazon ECS £# IAM B :

e ssm:CreateActivation

* ssm:AddTagsToResource

 iam:PassRole

AR BULKZEHTEEA®N ARN IEEA W& Riam: PassRole,
« 3 Amazon ECS F##117 IAM A& | WH# AmazonECSTaskExecutionRolePolicy Z &K,

- EEBESD , BRIESHMANAGED _INSTANCE_ROLE_NAMEER EASEFTHEEACHNERE., &
A EZTE SSM FEMAZEHTEEBECEENAE,

- BTIFAHMEESERTERAE

e ssm:DeleteActivation

+ ssm:DeregisterManagedInstance
* # AmazonSSMManagedinstanceCore SEBRHMEBESZEHTHEEA G,

- # SSM REEXB[HFIEE Amazon ECS FHE&E. TS BEE4$ Amazon ECS E#EMAS
EHITERE,

"name": "amazon-ssm-agent",
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
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"image": "public.ecr.aws/amazon-ssm-agent/amazon-ssm-agent:latest",
Ilcpull: 0’
"links": [1,

"portMappings": [],
"essential": false,
"entryPoint": [],
"command": [
"/bin/bash",
noen
"set -e; dnf upgrade -y; dnf install jq procps awscli -y; term_handlex()
{ echo \"Deleting SSM activation $ACTIVATION_ID\"; if ! aws ssm delete-
activation --activation-id $ACTIVATION_ID --region $ECS_TASK_REGION; then
echo \"SSM activation $ACTIVATION_ID failed to be deleted\" 1>&2; fi;
MANAGED_INSTANCE_ID=$(jg -e -r .ManagedInstanceID /var/lib/amazon/ssm/registration);
echo \"Deregistering SSM Managed Instance $MANAGED_INSTANCE_ID\"; if ! aws
ssm deregister-managed-instance --instance-id $MANAGED_INSTANCE_ID --region
$ECS_TASK_REGION; then echo \"SSM Managed Instance $MANAGED_INSTANCE_ID
failed to be deregistered\" 1>&2; fi; kill -SIGTERM $SSM_AGENT_PID; }; trap
term_handler SIGTERM SIGINT; if [[ -z $MANAGED_INSTANCE_ROLE_NAME ]1]; then
echo \"Environment variable MANAGED_INSTANCE_ROLE_NAME not set, exiting\"
1>&2; exit 1; fi; if ! ps ax | grep amazon-ssm-agent | grep -v grep > /dev/
null; then if [[ -n $ECS_CONTAINER_METADATA_URI_V4 1] ; then echo \"Found ECS
Container Metadata, running activation with metadata\"; TASK_METADATA=$(curl
\"${ECS_CONTAINER_METADATA_URI_V4}/task\"); ECS_TASK_AVAILABILITY_ZONE=$(echo
$TASK_METADATA | jq -e -r '.AvailabilityZone'); ECS_TASK_ARN=$(echo $TASK_METADATA
| jg -e -r '.TaskARN'); ECS_TASK_REGION=$(echo $ECS_TASK_AVAILABILITY_ZONE | sed
's/.$//'); ECS_TASK_AVAILABILITY_ZONE_REGEX='A(af|ap|calcn|eu|me|sa|us|us-gov)-
(central|north|(north(east|west))|south|south(east|west)|east|west)-[0-9]{1}[a-z]
{1}$'; if ' [[ $ECS_TASK_AVAILABILITY_ZONE =~ $ECS_TASK_AVAILABILITY_ZONE_REGEX ]1];
then echo \"Error extracting Availability Zone from ECS Container Metadata,
exiting\" 1>8&2; exit 1; fi; ECS_TASK_ARN_REGEX='"arn:(aws|aws-cn|aws-us-gov):ecs:
[a-z0-9-1+:[0-9]1{12}:task/[a-zA-Z0-9_-1+/[a-zA-Z0-9]1+$'; if ! [[ $ECS_TASK_ARN
=~ $ECS_TASK_ARN_REGEX ]]; then echo \"Error extracting Task ARN from ECS
Container Metadata, exiting\" 1>&2; exit 1; fi; CREATE_ACTIVATION_OUTPUT=
$(aws ssm create-activation --iam-role $MANAGED_INSTANCE_ROLE_NAME --
tags Key=ECS_TASK_AVAILABILITY_ZONE,Value=$ECS_TASK_AVAILABILITY_ZONE
Key=ECS_TASK_ARN, Value=$ECS_TASK_ARN Key=FAULT_INJECTION_SIDECAR,Value=true --
region $ECS_TASK_REGION); ACTIVATION_CODE=$(echo $CREATE_ACTIVATION_OUTPUT | jq
-e -r .ActivationCode); ACTIVATION_ID=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e
-r .ActivationId); if ! amazon-ssm-agent -register -code $ACTIVATION_CODE -id
$ACTIVATION_ID -region $ECS_TASK_REGION; then echo \"Failed to register with AWS
Systems Manager (SSM), exiting\" 1>&2; exit 1; fi; amazon-ssm-agent & SSM_AGENT_PID=
$!; wait $SSM_AGENT_PID; else echo \"ECS Container Metadata not found, exiting\"
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1>&2; exit 1; fi; else echo \"SSM agent is already running, exiting\" 1>&2; exit 1;

fi"
1,
"environment": [
{
"name": "MANAGED_INSTANCE_ROLE_NAME",
"value": "SSMManagedInstanceRole"
}
1,

"environmentFiles": [],
"mountPoints": [],
"volumesFrom": [],
"secrets": [],
"dnsServers": [],
"dnsSearchDomains": [],
"extraHosts": [1,
"dockerSecurityOptions": [],
"dockerLabels": {3},
"ulimits": [],
"logConfiguration": {3},
"systemControls": []

MEESBEESBNRE , 528 the section called “I§ S B SE A",

 FEBTE Amazon ECS FHEZHELE enableFaultInjection ¥ , Bt Amazon ECS #f&EE
A APls :

"enableFaultInjection": true,

« £ Fargate {£# £ aws:ecs:task-network-blackhole-portaws:ecs:task-
network-latency, = aws:ecs:task-network-packet-lossE)fERE , EMEXL A
useEcsFaultInjectionEndpoints SEEES true,

- £/ aws:ecs:task-kill-process. aws:ecs:task-network-latency.
aws:ecs:task-network-blackhole-port= aws:ecs:task-network-packet-lossEE
BF , Amazon ECS F#E& &4 EpidModeiREA tasks

- EEB EC2 MBEHENEK LFEH aws: ecs:task-network-blackhole-port,
aws:ecs:task-network-latency= aws:ecs:task-network-packet-lossEERF , F5#
EFE P BREEXNERES awsvpc® host,
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ETBHNSERA

UTRERERPUHBABNNESHRRE , #2822,

#!/usr/bin/env bash

# This is the activation script used to register ECS tasks as Managed Instances in SSM
# The script retrieves information form the ECS task metadata endpoint to add three
tags to the Managed Instance

# - ECS_TASK_AVAILABILITY_ZONE: To allow customers to target Managed Instances / Tasks
in a specific Availability Zone

# - ECS_TASK_ARN: To allow customers to target Managed Instances / Tasks by using the
Task ARN

# - FAULT_INJECTION_SIDECAR: To make it clear that the tasks were registered as
managed instance for fault injection purposes. Value is always 'true'.

# The script will leave the SSM Agent running in the background

# When the container running this script receives a SIGTERM or SIGINT signal, it will
do the following cleanup:

# - Delete SSM activation

# - Deregister SSM managed instance

set -e # stop execution instantly as a query exits while having a non-zero

dnf upgrade -y
dnf install jq procps awscli -y

term_handler() {
echo "Deleting SSM activation $ACTIVATION_ID"
if ! aws ssm delete-activation --activation-id $ACTIVATION_ID --region
$ECS_TASK_REGION; then
echo "SSM activation $ACTIVATION_ID failed to be deleted" 1>&2
fi

MANAGED_INSTANCE_ID=$(jq -e -r .ManagedInstanceID /var/lib/amazon/ssm/registration)
echo "Deregistering SSM Managed Instance $MANAGED_INSTANCE_ID"
if ! aws ssm deregister-managed-instance --instance-id $MANAGED_INSTANCE_ID --region
$ECS_TASK_REGION; then

echo "SSM Managed Instance $MANAGED_INSTANCE_ID failed to be deregistered" 1>&2
fi

kill -SIGTERM $SSM_AGENT_PID

}
trap term_handler SIGTERM SIGINT
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# check if the required IAM role is provided

if [[ -z $MANAGED_INSTANCE_ROLE_NAME ]] ; then
echo "Environment variable MANAGED_INSTANCE_ROLE_NAME not set, exiting" 1>&2
exit 1

fi

# check if the agent is already running (it will be if ECS Exec is enabled)
if ! ps ax | grep amazon-ssm-agent | grep -v grep > /dev/null; then

# check if ECS Container Metadata is available
if [[ -n $ECS_CONTAINER_METADATA_URI_V4 1] ; then

# Retrieve info from ECS task metadata endpoint

echo "Found ECS Container Metadata, running activation with metadata"
TASK_METADATA=$(curl "${ECS_CONTAINER_METADATA_URI_V4}/task")
ECS_TASK_AVAILABILITY_ZONE=$(echo $TASK_METADATA | jq -e -r '.AvailabilityZone')
ECS_TASK_ARN=$(echo $TASK_METADATA | jq -e -r '.TaskARN')

ECS_TASK_REGION=$(echo $ECS_TASK_AVAILABILITY_ZONE | sed 's/.$//')

# validate ECS_TASK_AVAILABILITY_ZONE
ECS_TASK_AVAILABILITY_ZONE_REGEX='A(af|ap|ca|cn]|eu|me|salus|us-gov)-(central|north]|
(north(east|west))|south|south(east|west)|east|west)-[0-9]1{1}[a-z]1{1}$"'
if ' [[ $ECS_TASK_AVAILABILITY_ZONE =~ $ECS_TASK_AVAILABILITY_ZONE_REGEX ]] ; then
echo "Error extracting Availability Zone from ECS Container Metadata, exiting"
1>&2
exit 1
fi

# validate ECS_TASK_ARN
ECS_TASK_ARN_REGEX="'"arn: (aws|aws-cn|aws-us-gov):ecs:[a-z0-9-]1+:[0-9]{12}:task/[a-
zZA-Z0-9_-1+/[a-zA-Z0-9]+$"
if ! [[ $ECS_TASK_ARN =~ $ECS_TASK_ARN_REGEX ]] ; then
echo "Error extracting Task ARN from ECS Container Metadata, exiting" 1>&2
exit 1
fi

# Create activation tagging with Availability Zone and Task ARN
CREATE_ACTIVATION_OUTPUT=$(aws ssm create-activation \
--iam-role $MANAGED_INSTANCE_ROLE_NAME \
--tags Key=ECS_TASK_AVAILABILITY_ZONE,Value=$ECS_TASK_AVAILABILITY_ZONE
Key=ECS_TASK_ARN, Value=$ECS_TASK_ARN Key=FAULT_INJECTION_SIDECAR,Value=true \
--region $ECS_TASK_REGION)
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ACTIVATION_CODE=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e -r .ActivationCode)
ACTIVATION_ID=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e -r .ActivationId)

# Register with AWS Systems Manager (SSM)
if ! amazon-ssm-agent -register -code $ACTIVATION_CODE -id $ACTIVATION_ID -region
$ECS_TASK_REGION; then
echo "Failed to register with AWS Systems Manager (SSM), exiting" 1>&2
exit 1
fi

# the agent needs to run in the background, otherwise the trapped signal
# won't execute the attached function until this process finishes
amazon-ssm-agent &

SSM_AGENT_PID=$!

# need to keep the script alive, otherwise the container will terminate
wait $SSM_AGENT_PID

else
echo "ECS Container Metadata not found, exiting" 1>&2
exit 1
fi
else
echo "SSM agent is already running, exiting" 1>&2
exit 1
fi

A ERREA

LU & the section called “aws:ecs:task-cpu-stress” B #E ) B BR 1 A £ 451,

{
"description": "Run CPU stress on the target ECS tasks",
"targets": {
"myTasks": {
"resourceType": "aws:ecs:task",

"resourceArns": [
"arn:aws:ecs:us-east-1:111122223333:task/my-
cluster/09821742c0e24250b187dfed8EXAMPLE"
iF

"selectionMode": "ALL"
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},
"actions": {
"EcsTask-cpu-stress": {
"actionId": "aws:ecs:task-cpu-stress",
"parameters": {
"duration": "PTIM"

},
"targets": {
"Tasks": "myTasks"
}
}
.
"stopConditions": [
{
"source": "none",
}
1,
"roleArn": "arn:aws:iam::111122223333:ro0le/fis-experiment-role",
"tags": {}

£ AWS FIS aws : eks : pod EfE

A LAE A aws : eks : pod B)E , #HFEIE A EKS BEHHITH Kubernetes Pod.

RABENERE , FIS €#EEX FIS Pod BEEM 5. A% , KEBRANREBZE EKS B2EHE Pod, FEL
H) Pod B &7EA, BHEIMEIRHE, YWHABR aws : eks : pod-delete ASNKIFRE FIS EKS BifE , B

EAREBEATRMARRER , ERANERSA Pod PEN ERAEH Kubernetes ThEE, ERE
ARSEHPERFHANGEZETRE , YHTHAENEREIATE, IRREEEERS, Alg
BE Pod RPN E—ERSBHAEE,
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eks-pod-actions.html#eks-pod-container-images
fis-actions-reference.html#pod-delete
https://kubernetes.io/docs/concepts/workloads/pods/ephemeral-containers/
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@

T Target pod

@ Create ephemeral container

@ Create FIS pod First Container
o : (default target)

g x AN

Second container context

@ Control and monitor

FIS Pod i .
Fault Injection ; @ Inject fault
Service ;
FS i
FIS Ephemeral Second Container
: Container (explicit target)

1. FISEEERHEATIEENBEREREPE FIS Pod,

2. FISPod ExEBEERFMEENNREZ[T , RER Pod FEY ERKMERR,
3. ERMARSEEGAINGEZB/IEAHR.
4. FIS Pod #ZHIMEERE MR/ | LUK FIS ZHEIFEE FIS Pod,
ERERIBLEREG , SBRTFEREEN FIS Pod,

BF

the section called “aws:eks:pod-cpu-stress”

the section called “aws:eks:pod-delete”

the section called “aws:eks:pod-io-stress”

the section called “aws:eks:pod-memory-stress”

the section called “aws:eks:pod-network-blackhole-port”

the section called “aws:eks:pod-network-latency”

the section called “aws:eks:pod-network-packet-loss”
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PR 75l

- THIEEFERAR AWS Fargate :

» aws:eks:pod-network-blackhole-port

« aws:eks:pod-network-latency
» aws:eks:pod-network-packet-loss

o FTHEERLZE bridge FHER :
» aws:eks:pod-network-blackhole-port
» aws:eks:pod-network-latency
» aws:eks:pod-network-packet-loss

« FHEBERETRMERB[AMRT,
» aws:eks:pod-network-blackhole-port
» aws:eks:pod-network-latency

» aws:eks:pod-network-packet-loss

FRMAFEREE Pod WRERBEAHF T, WREFELUERERE S 21T Pod FHIE
2, BULA B Pod PN ARRZEMBEINEZEAR,

- BELITEEREAPFEHER ARNsHERZERH A aws : eks : pod HAEWBEE, EXAFERR
ENERSERER B E,

 B){E aws : eks : pod-network-latency #l aws : eks : pod-network-packet-loss TNEF{TH T , LA
HHEH Pod BEE, RIBEIEENmaxErrorsZ28{E , BEE @A RAC TR K BHREE !

- R maxErrorsPercent® 0 ( Ei% ) , BIEERAKBRE,

- BAl, kB ENESImaxErrorsPercentBE, MR EABAEARERESIRER
maxErrors , BIMERKEERTHAMEE,

« BB R Pod FEE ATRMERRNAFPREBIELRM, TERE MAMEXit Code: 16,

- B){E aws : eks : pod-network-blackhole-port NHEEELAMEE Pod & B B FEAMER HWEMEEFIT
#iTtrafficType. XEFEATRAREZRENFETBE.

« FIS RAEEFEE1E Pod securityContextll RES BFESIEHEE AN
H&readOnlyRootFilesystem: false. MREZHUIERE , FTH EKS Pod EEEIE KB
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https://docs.aws.amazon.com/AmazonECS/latest/bestpracticesguide/networking-networkmode.html
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=R

- AWSCLI EEBEZ%E . REELKER B IAM B€K , AWSCLI T FEEK&M. NFEFHE
A, m2REZEIHERH AWS CLl,

- BEEKERE kubectl, ERFEEE EKS BEREPRREXERBERRARER, NFFHEF , 7
2/ https : //https://kubernetes.io/docs/tasks/tools/.

+ EKS BEXERAES 1.23,

BEVERAE

EEYTER  LEEZAERNRTEIAM A6, NEFMEN , 52 Bthe section called “ER AR, It
ANV EHTECRREEEERANEE, B2 BEABAWS BZM FIS aws:eks:pod BiE , LA
ERBENSERT,

% E Kubernetes RIGIE P

ER7E Kubernetes FRIEIRF |, LAETEE Kubernetes s B M B EHTER., E Y EHIS | IR
HWRF 2 myserviceaccount , A ZEEBR##M. BEER , default2E % Kubernetes i A ZEMEZ

o

% Kubernetes FRFE IR F

1. BUEAE WE=Rrbac.yaml , ¥FIETHEE,

kind: ServiceAccount
apiVersion: vl
metadata:
namespace: default
name: myserviceaccount

kind: Role
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
namespace: default
name: role-experiments
rules:
- apiGroups: [""]
resources: ["configmaps"]
verbs: [ "get", "create", "patch", "delete"]

=R 114


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://kubernetes.io/docs/tasks/tools/
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#eks-actions-reference
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- apiGroups: [""]
resources: ["pods"]
verbs: ["create", "list", "get", "delete", "deletecollection"]
- apiGroups: [""]
resources: ["pods/ephemeralcontainers"]
verbs: ["update"]
- apiGroups: [""]
resources: ["pods/exec"]
verbs: ["create"]
- apiGroups: ["apps"]
resources: ["deployments"]
verbs: ["get"]

apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:
name: bind-role-experiments
namespace: default
subjects:
- kind: ServiceAccount
name: myserviceaccount
namespace: default
- apiGroup: rbac.authorization.k8s.io
kind: User
name: fis-experiment
roleRef:
kind: Role
name: role-experiments
apiGroup: rbac.authorization.k8s.io

2. BATTH®BT.

kubectl apply -f rbac.yaml

BT IAM ERE A Y Kubernetes APIsTZELE

FHEMBEKSX S |IAM 549 B Kubernetes 5F A1 22 3 BB P ERBAN L B,
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https://docs.aws.amazon.com/eks/latest/userguide/grant-k8s-access.html#authentication-modes
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BIE 1 BNV FHUER

HRPEZEFER Access Entries, B LAERA T A SREMLFEIER | % IAM S Kubernetes
A& fis-experiment BB, MFEFHMEN , F2EFH EKS FEUEER T IAM FREY
Kubernetes B 2B,

aws eks create-access-entry \
--principal-arn arn:aws:iam::123456789012:role/fis-experiment-role \
--username fis-experiment \
--cluster-name my-cluster

/A Important

ATHAFERIEE  EKS EEN S BREBENXMNEIRES API_AND_CONFIG_MAPER API &
No

#IE 2 : %18 B # ™ E aws-auth ConfigMap
BHAUERA TGS REBL S DRE, MEFEFMER , FFSE eksctl XHFFH Manage IAM users

and roles —&f,

eksctl create iamidentitymapping \
--arn arn:aws:iam::123456789012:role/fis-experiment-role \
--username fis-experiment \
--cluster my-cluster

/A Important

KA eksctl T EAHRERE & 2 MREASEHIE ConfigMap aws-auth FEYIEE, BHAE
=, GEEEANEETZEOSRR . Hit , REHHEAW AN ARN FEE2ERKE
B (#l# arn:aws:iam: :123456789012:role/service-role/fis-experiment-
role),

Pod B3R &

AWS FIS 124t Pod BEEM &S E £ Amazon ECR #1, & Amazon ECR SZM &  SAFEH
Egﬂy&@ URlo
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ERAEER

Pod & a5#R {5t A] LA1E AWS ECR Public Gallery .

AWS [E

XEIRER (%)
XEIRER (HEH Bt
&h)

KBRS (MR B e

b1

XEIFER (REF)

FEM (FAER)

DARME (FE)

DARME (HE)

BAEE (KR)

DAREE (BH)

SIXEE (F70R)

DARME (EH)

TAESE (RX)

AR5 URI

051821878176.dkr.
fis-pod:0.1

731367659002 .dkr.
fis-pod:0.1

080694859247 .dkr.
fis-pod:0.1

864386544765 .dkr.
fis-pod:0.1

056821267933 .dkr.
aws-fis-pod:0.1

246405402639 .dkr.
fis-pod:0.1

524781661239 .dkr.
aws-fis-pod:0.1

148336246925 .dkr.
.com/aws-fis-pod:

526524659354 . dkr.
.com/aws-fis-pod:

316401638346.dkr.
.com/aws-fis-pod:

488104106298 .dkr.
.com/aws-fis-pod:

635234321696 .dkr.
.com/aws-fis-pod:

ecr.

ecr.

ecr.

ecr.

ecr.

ecr

ecr.

ecr.

0.1

ecr.

0.1

ecr.

0.1

ecr
0.1

ecr
0.1

us-east-2.amazonaws.com/aws-

us-east-1.amazonaws.com/aws-

us-west-1.amazonaws.com/aws-

us-west-2.amazonaws.com/aws-

af-south-1.amazonaws.com/

.ap-east-1.amazonaws.com/aws-

ap-south-1.amazonaws.com/

ap-northeast-3.amazonaws

ap-northeast-2.amazonaws

ap-southeast-1.amazonaws

.ap-southeast-2.amazonaws

.ap-northeast-1.amazonaws
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https://gallery.ecr.aws/aws-fis/aws-fis-pod
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ERAEER

AWS [EiF

IEKX (FEB)

BN CERAE)

BN ()

BN ()

B (KE)

Europe (Paris)

BN (PR EEST)

BUM (ErfEST R E)

BUM (BRERH)

Middle East (Bahrain)

R (MHEBE AL

=)

rAEN (ERE)

AWS GovCloud ( &
BIRER )

AR5 URI

490658072207 .dkr.

aws-fis-pod:0.1

713827034473 .dkr.

aws-fis-pod:0.1

205866052826 .dkr.

fis-pod:0.1

327424803546 .dkr.

fis-pod:0.1

478809367036 .dkr.

aws-fis-pod:0.1

154605889247 .dkr.

fis-pod:0.1

395402409451 . dkr.

aws-fis-pod:0.1

263175118295 .dkr.

aws-fis-pod:0.1

604225987275 .dkr.

aws-fis-pod:0.1

065825543785 .dkr.

aws-fis-pod:0.1

438374459301 .dkr.

aws-fis-pod:0.1

767113787785 .dkr.

fis-pod:0.1

246533647532 .dkr.

aws-fis-pod:0.1

ecr.

ecr.

ecr

ecr.

ecr

ecr.

ecr

ecr.

ecr

ecr.

ecr

ecr

ecr

ca-central-1.amazonaws.com/

eu-central-1.amazonaws.com/

.eu-west-1.amazonaws.com/aws-

eu-west-2.amazonaws.com/aws-

.eu-south-1.amazonaws.com/

eu-west-3.amazonaws.com/aws-

.eu-south-2.amazonaws.com/

eu-north-1.amazonaws.com/

.eu-central-2.amazonaws.com/

me-south-1.amazonaws.com/

.me-central-1.amazonaws.com/

.sa-east-1.amazonaws.com/aws-

.us-gov-east-1.amazonaws.com/
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AWS [E3F BR{% URI

AWS GovCloud ( 3% 246529956514 .dkr.ecr.us-gov-west-1.amazonaws.com/
B 7EEE ) aws-fis-pod:0.1

A ERREA

LU & the section called “aws:eks:pod-network-latency” B ¥ 1Y B 5 &5 A< & 41,

"description": "Add latency and jitter to the network interface for the target EKS
Pods",

"targets": {
"myPods": {
"resourceType": "aws:eks:pod",
"parameters": {
"clusterIdentifier": "mycluster",
"namespace": "default",
"selectorType": "labelSelector",

"selectorValue": "mylabel=mytarget"

},
"selectionMode": "COUNT(3)"

},
"actions": {
"EksPod-latency": {
"actionId": "aws:eks:pod-network-latency",
"description": "Add latency",
"parameters": {
"kubernetesServiceAccount": "myserviceaccount",
"duration": "PT5M",
"delayMilliseconds": "200",
"jitterMilliseconds": "10",
"sources": "0.0.0.0/0"
b
"targets": {
"Pods": "myPods"

}

"stopConditions": [
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{
"source": "none",

}
1,
"roleArn": "arn:aws:iam::111122223333:ro0le/fis-experiment-role",
"tags": {

"Name": "EksPodNetworkLatency"
}

£ AWS FIS aws : lambda : function Ei{E

O LAfE R aws : lambda : function B)4E , #8855 E A AWS Lambda BRI A,

EEHEFER AWSFIS ZERERINEEREAT#E R, EEMA aws : lambda : function Ei1E , BFEEAH
HEREAR A layer iE#ESE Lambda B8 , YW ERE Amazon S3 fE1ZETEE LUIE AWS FIS FEE{HRELH <
Faﬂié%ﬂo

R ITLL aws : lambda : function 2 B &R AWS FIS B8k , &% Lambda EE{ AWS FIS BH
Amazon S3 #H7E |, WHESEEE AB A B AR EMN Amazon S3 & , M FEFTR.

LD I
/)

Read config

A

Write config ( ,.? » )
Heartbeat H

Lambda 53 Bucket Fault Injection Service
Function Configuration Storage

BF

+ the section called “aws:lambda:invocation-add-delay”

* the section called “aws:lambda:invocation-error”

» the section called “aws:lambda:invocation-http-integration-response”
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PR 75l

« AWS FIS Lambda #E{R#E LM A B ES RNV RS FER, BIEREMESR , AWSFIS
Lambda ZEfEE b MG RRERE, WEFMEN , 528 (AWS Lambda EFHEIER) RN
Lambda BKE{HY B FE R TR o

SoRARF
£/ AWS FIS Lambda BifE2 8l , sBREELRE TR T 5 — X HEEK -
. EEFTEIRDHEBRERMWIERSSEIT Amazon S3 ﬁ%ﬁﬂ?ﬁg fﬁ‘fﬂﬁﬁﬁﬁ— Amazon S3 fE1FErEE

ETZEER , YEZME AWS RF 2B AREFE, , B8 MLARER FEFATE AWS
B,

« B3 IAM BUE |, #§ Lambda ZE{#Y EEVFEUER T Amazon S3 fE7FETEE - E TSI AH | 45 B
fmy-config-distribution-bucketB&EE LA EBIH Amazon S3 REFETRER , Wi
FisConfigs M AZEEFE K Amazon S3 HEFETHNERRERE,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowListingConfiglLocation",
"Effect": "Allow",
"Action": ["s3:ListBucket"],
"Resource": ["arn:aws:s3:::my-config-distribution-bucket"],
"Condition": {
"StringlLike": {
"s3:prefix": ["FisConfigs/*"]
}
}
},
{
"Sid": "AllowReadingObjectFromConfigLocation",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": ["arn:aws:s3:::my-config-distribution-bucket/FisConfigs/
*"]
}

R oY


https://docs.aws.amazon.com/lambda/latest/dg/configuration-response-streaming.html

AWS HFEE A BRHS

ERAEER

1

« BY IAM BUR |, #& AWS FIS BRNE AT T Amazon S3 #FATE - ETHIEERYF |
B fXmy-config-distribution-bucket&&E LFEIM Amazon S3 REFETRER , A&

FisConfigs BMAAZEEFE K Amazon S3 HEFETHNERRERE,
JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "AllowFisToWriteAndDeleteFaultConfigurations",

"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:DeleteObject"

1,
"Resource": "arn:aws:s3:::my-config-distribution-bucket/FisConfigs/*"
"Sid": "AllowFisToInspectLambdaFunctions",

"Effect": "Allow",
"Action": [
"lambda:GetFunction"

1,

"Resource": "*"

"Sid": "AllowFisToDoTagLookups",
"Effect": "Allow",
"Action": [

"tag:GetResources"

1,

"Resource": "*"

TORIRE
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% E Lambda =X

HYLEZENSME Lambda B , FFEBETIIER

1. BEREIH Amazon S3 FBEVFEUBKREEE Lambda ERE,

2. #% AWS FIS IEMHEHEMA layer EiEE KB, WEE ARNsHFFHER , 528 Lambda E#R
AWS FIS IhAERY AT AR A,

3. #&AWS_FIS_CONFIGURATION_LOCATIONZ®ERE A Amazon S3 #HREE KA ARN , i1
arn:aws:s3:::my-config-distribution-bucket/FisConfigs/.

4. #% AWS_LAMBDA_EXEC_WRAPPER 2#:EE A /opt/aws-fis/bootstrap.

E AWS FIS BB

EYITERZH , FRELEKEELAFMGTHEILLN Amazon S3 EAFIBEREESIER AWS
FIS Lambda B)fEMEER AR, WFEWMMERE AWS FIS ERMNFMEF , F28 2 AWS FIS E5
LR

=t
17X

AWS FIS Lambda IEFZIEESE HEFE A TIZ A CloudWatch BiE. &R LAEH
AWS_FIS_LOG_LEVELEBUIRREiCiF,. XEMNES INFO. WARN F ERROR, HiFEAELLA Lambda B
HETEHWEFEIRE,

T RXFHEAY B FEEH

2024-08-09T18:51:38.5999847 INFO AWS FIS EXTENSION - extension enabled 1.0.1

AT 2 JSON #X /Y B 584 -

{
"timestamp": "2024-10-08T17:15:36.9539057",
"level": "INFO",
"fields": {
"message": "AWS FIS EXTENSION - adding 5000 milliseconds of latency to function
invocation",
"requestId":"0608bf70-908f-4al1l7-bbfe-3782cd783d8b"
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}
}

A B 558 Amazon CloudWatch 1B EE G4 ERER , MELBTEE, NEEEGHRGM4
HEFHERR , 5828 (Amazon CloudWatch Logs fEFEIER) IR EHERIRERLE B FEHELIE
&,

£/ CloudWatch Embedded Metric Format (EMF)

BT LA AWS_FIS_EXTENSION_METRICSEEEREA , LAFRTE AWS FIS Lambda ZE{R 52 i EMF
Aitall. RIFFER , LHEE AEHE EMF BiE , BAWS_FIS_EXTENSION_METRICSTERRA
none., EMF B &7E CloudWatch E# &aws-fis-extension namespacely HE i,

Faws-fis-extension®WRZEMA , B LLEMEEB K HE RIS ERIE, U TEHER aws-
fis-extension MBAZEE T — L HEE,

Apply time range 2

1.98

1.01 f —
| E—
13:20 13:21 15:22 13:23 135:24 1'}'211 325 | 1326 13:27
2024-10-21 13:25 Local
1. O ActiveFaultsRead 1.91780821918 f;‘-
‘ Add math ¥ ‘ ‘ Add quet 2. O ErrorsReadingConfigurations 0.08218178082 £\
3. O ConflictingFauli=Read 0.02054T94521 J’:,'?-
Browse Multi source query ) UnracognizedFaultsRead o A source
5. O ExpiredFaultsRead 0o 4
‘ Add dynamic label * ‘ Info ‘ Average ¥ H 1 minute v H Clear graph
[ Label Details
] LambdaBetaHelloWorld ActiveFaultsRead # aws-fis-extension « /
B LambdaBetaHelloWorld UnrecognizedFaultsRead # aws-fis-extension - |
[ | LambdaBetaHelloWorld ConflictingFaultsRead ,# aws-fis-extension « (
| LambdaBetaHelloWorld ErrorsReadingConfigurations & aws-fis-extension |
[ | LambdaBetaHelloWorld ExpiredFaultsRead ,# aws-fis-extension « |

m
!
=
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EFE £

AEFR AL ANMAIE A Lambda AWS FIS ZERIEE M4 FREE A RPN K&

FE

- THEET
- THIT

- THRARBADL

« SnapStart WiFHZEE

- REFTEHEANEHREE

« /] Lambda #1178 AP| RIFERE ZEMEHIEHE
- £/ AWS FIS Bl A REITIRE

« AWS FIS Lambda IREEH

ar

T iR

BURE IR ENERRFEMERAAZE , BEHREZA60M, EREA Lambda EHELAES
FERRBETERBERERA, EALIEREAWS_FIS_SLOW_POLL_INTERVAL_SECONDSIRIE&EE

(FEEX 60 # ) RP\PRHARIE. BENEKEHEERE  BEHRENREANEEETR, EEAERZ
%, AURtEIEIEERERSZ 20¥. ERAALEMEASHEERITHERE RN,

THRIAT

B R RAE R ZEEFRMERE Lambda RBAE K. WRBFERLTE , ASEAMBBE. 5
W, A SEBEERZIFMENGEEE, IREMEARNGRNBEERETHENEHE , AIREE
& R B B BV ENE.

T E#E M {EE R ENE : aws : lambda : invocation-error # aws : lambda : invocation-http-
integration-response , E&, —BA% , aws : lambda : invocation-error &7 11 : 38 EHI#H 1T 2 &
$8, A% , aws : lambda : invocation-http-integration-response 2 E &t 11 : 39 B , BEE —1@E
ENER R 2B 11 40 TEEN, A THIFERERB , aws : lambda : invocation-http-integration-
response EEZRVINFEERRE 11 : 41 THKo
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Error (% affected) Response code (% affected)
Start action 2 End action 2 Start action 2 End action 2
100 Eeen L — x86 100 { “Artact — x86
75 4 75 4
50 4 50 4
254 251
0 0 : ;
11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45 11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45
dat dat
100 4 —arm 100 —arm
75 A 75
50 4 50 4
25 4 25 4
0 0 : ¢
11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45 11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45
date date

THARED L

AWS Fault Injection Service Lambda EifEf£Ef aws : lambda : function B1E , W] BARE — = 2@
AWS Lambda B8 ARNs, fFiEL ARNs , AWS Fault Injection Service Lambda B)#Ea] LAEE X
W FAREA Lambda EREEEASERR, EERAAFEEHREIA—/NBINFARGT , SESESAK
BIEEMEA 0 F 100 MinvocationPercentageZ2#, £/ invocationPercentage 2% , BIfE
FHEDLEER 100% , BT URERBSERIITH,

SnapStart W HREZEE

AWS Lambda B{AH SnapStart #9 B E S FE —EER44E
BEAWS_FIS_SLOW_POLL_INTERVAL_SECONDSZ I , EBESHN M EESF NEBISERE , BIEFE
ERCEHTP, EREA Lambda SnapStart FHE —REBHAZSERTRENDHBMRE  UREE
BEfETE. ¥ AWS Fault Injection Service Lambda ZE# , ©E2REWHER | W KBWHBILBTRE
RVt iE B E, T Lambda SnapStart FEFHIER , FF2E ( £AEERE) FHEH Lambda
SnapStart ZEREI K EE. AWS Lambda

RBETEERHBAVIEHREE

MEZH Lambda EEEHTERBAORFHHRHFERRD 70 ER |, ARARTREIEEES AR
HSEEERERE, MRKWBATEHIT , HlE 15 DEHT X, AKEFSEX@WA. B THRABHY
ITHEATLASE R , FEERE AWS_FIS_POLL_MAX_WAIT_MILLISECONDS 2%, iE#EESEINEAEH
FERBERENSEREER  BRBRE, FiE , ESENMENRESERE , Y EFREHAN
BEHNEE,
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£ Lambda #1178 API REEERE Z AR

Lambda ZEHEHE A AWS Lambda #4TH) AP RIEBRIBFE ST  REBIEHTH., EHCE
=44 AWS Lambda #17H API WREBLBEES/TH |, 3W7E AWS_LAMBDA_RUNTIME_APIZEAH NS
HiE,

TE®REM Lambda #1TE API RIERY E — GEHIRAEAVAERE .

m Lambda Execution Environment (AWS Managed)

Lambda runtime API

Polling for work at: original value of AWS_LAMBDA_RUNTIME_AFPI

m FIS extension using runtime API praoxy

FI5 Extension - Lambda runtime APl proxy

Polling for work at AWS_LAMBDA_RUNTIME_API
m Lambda Runtime (AWS Managed)
| Function
Library code (layers)

FIS Extension code (layers)

ZEF A AWS Lambda #4781 APl RIEBE XA AWS FIS Lambda ZE{H1E4H B 55 — B ZE {48 40 $& F 58
B, EEFHBTC|EiESBiEECE, AWSFIS Lambda EHERIES THIIRIESE

« AWS_FIS PROXY_RUNTIME_API_ENDPOINT - ££/FH127.0.0.1:9876/%& AWS
Lambda $1TEFR API F9ZAKE P FiZEEXEZERXNFEE, EUR WEREH
fEAWS_LAMBDA_RUNTIME _APIZHEMKEMMLE.,

HEREERE 27
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+ AWS_FIS_PROXY_LISTENER_PORT - 1R15785% , A AWS FIS EZIERE K TEMHREEEHE L
BEBE SR E100,

FEBELERTE , B LAMER Lambda #1THE API KB , LURETREMIEFA# AWS FIS EFIERHES —
{BEIZE 515 B 82

m Lambda Execution Environment (AWS Managed) m Lambda Execution Environment (AWS Managed)

‘ Lambda runtime API

‘ Lambda runtime API ‘

K
Polling for work at: AWS_FIS_PROXY_RUNTIME_API_ENDPOINT == criginal value of AWS_LAMBDA_RUNTIME_API| Polling for work at: original value of AWS_LAMBDA_RUNTIME_API

m FIS extension using runtime API proxy m FIS extension using runtime API proxy

| FIS extension - Lambda runtime API proxy ‘

Other extension - Lambda runtime AP proxy

x A
Polling for work at: AWS_FIS_PROXY_LISTENER_PORT Polling for work at: AWS_FIS_PROXY_RUNTIME_API_ENDPOINT == Other extension proxy
m Other extension using runtime API [proxy m Other extension using runtime API [proxy
’ Other extension - Lambda runtime API proxy ‘ ‘ FIS extension - Lambda runtime API proxy
A _ £
Polling for work at: AWS_LAMBDA_RUNTIME_API Polling for work at: AWS_LAMBDA_RUNTIME_AP| == AWS_FIS_PROXY_LISTENER_PORT
C | 9 C |
{4 Lambda Runtime (AWS Managed) : {4 Lambda Runtime (AWS Managed)
Function Function
Library code (layers) : Library code (layers)
FIS Extension code (layers) : FIS Extension code (layers)
Other Extension code (layers) Other Extension code (layers)

WMFE AWS Lambda #i1TH API REBMFFMER , 528 ( AWS Lambda EAEEE) HHEA
AWS Lambda #17H AP| RIBAERRIEEHTHLZSMMNERE | URSH BETHTHER Lambda #
1THA API,

£/ AWS FIS B AR 1T R

HAEAEEZAWS_LAMBDA_RUNTIME_APIRIEEH M RS GE) AWS Lambda BRE , AT LUK T
GILER  #% AWS FIS Lambda ZE{H1E4H 8 T S ESMG & -

1. REBERFHEEEFREHEMN layer ARN, MEIMMSH ARN BWEFHAENR , F2H 5XE Lambda
o
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https://aws.amazon.com/blogs/compute/enhancing-runtime-security-and-governance-with-the-aws-lambda-runtime-api-proxy-extension/
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2

3

£ AWS Command Line Interface (CLI) 3RFERBEAEMELE FIFFMEHaws lambda get-
layer-version-by-arn --arn fis-extension-arn. BEIEASE—fELocationtf ,

HPESHAEEN URL , BB FISIERIERTRA ZIP £,

HIEHEENANBHEEBHEZE /opt Docker R R MK, LLTRLL NodelS Lambda #{TEE A ERE
#9 Dockerfile &4l :

# extension installation #

FROM amazon/aws-lambda-nodejs:12 AS builder
COPY extension.zip extension.zip

RUN yum install -y unzip

RUN mkdir -p /opt

RUN unzip extension.zip -d /opt

RUN rm -f extension.zip

FROM amazon/aws-lambda-nodejs:12

WORKDIR /opt

COPY --from=builder /opt .

# extension installation finished #

# JS example. Modify as required by your runtime
WORKDIR ${LAMBDA_TASK_ROOT}

COPY index.js package.json .

RUN npm install

CMD [ "index.handler" ]

MEBRBREOFEET , FSBAWS Lambda ( EAEER) PHEABERREE Lambda &

.
AWS FIS Lambda IRIES &

LA 2 AWS FIS Lambda IEREENIRZEEFE

AWS_FIS CONFIGURATION LOCATION - XE, AWSFIS HEAEFA PSR HAEHHE{H
ARG EEEE SRR B, LB EA Amazon S3 ARN & , iEREFEHEMKRE, Hl

arn:aws.sB...my-fls-conflg-bucket/FlsConflgs/°
AWS_LAMBDA_EXEC_WRAPPER - £ &, FREEE AWS FIS Lambda ZEMEHER AWS Lambda 22
HXIETHBNE. EREXRES EHREEFEMA/opt/aws-fis/bootstrapiE =ik,

AWS_FIS LOG_LEVEL -, AWS FIS Lambda ZEHFFRHA SN ARBER. XENEA
INFO, WARN #1 ERROR, MR KFZKE , AWS FIS IEFX KA INFO,

AWS_FIS_EXTENSION_METRICS -i#M, W&EES all M none, MRFREA EFallIhse , Al
£ T%Y EMF #§#2aws-fis-extension namespace,

g
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https://docs.aws.amazon.com/lambda/latest/dg/images-create.html
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-modify.html#runtime-wrapper
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-modify.html#runtime-wrapper
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« AWS_FIS_SLOW_POLL_INTERVAL_SECONDS - £/, MRRE KEEWAER (AW BEN) |,
MEREAREAERL S FERABTETHABNE, FERA 60,

« AWS_FIS_PROXY_RUNTIME_API_ENDPOINT -i#M., MRFKZE KEBEE W
{EAWS_LAMBDA_RUNTIME_API , LAXEZ AWS FIS ZEHEHEE AWS Lambda BT API
BEWME , 4R EUA, B IP: PORT, #ii1 127.0.0.1:9000, 1FE WHEMAE
FAAWS_LAMBDA_RUNTIME_API , 5528 ( £AEIERE) P& Lambda #1THEE API AR BETH
7K@, AWS Lambda

e AWS_FIS_PROXY_LISTENER_PORT -#HM. E% AWS FIS Lambda &7 ZhaE2F AWS Lambda
HITRE AP REAEREE | IS —EEZTERFTHESA, BEA 9100,

e AWS_FIS_POLL_MAX_WAIT_MILLISECONDS -i#fH, MR{EAIFEZH , L EHS ERIEHIER
SRR RRFAAMTREZE , SEERTIIRATHATHANEYE. HRA 0.

Lambda &7 AWS FIS ThEERY 7] F ik ax

AREDE AWS FIS Lambda ZEBRMRAKMEEEEN. LM EEH x86-64 M ARM64 (Graviton2) £ &
BZEY Lambda BEl. &H Lambda BREABRREAE Y B BIFEER F£HAYSER Amazon Resource
Name AWS [EiF (ARN), ZAILAfE TEEER AWS [E15 1 ARN FHHE~R.

ES-
» AWS FIS Lambda ZE{RE#E MR A< g5t

« Lambda ZE{R1E#H ARNsHYZERIE R
o EREH Lambda ZEHIE LR A iR

AWS FIS Lambda ZE{fE B R AE5E
TREREAYE AWS FIS Lambda ZE R & EHRAFI AV EE

TN S ElSE fmst

1.0.0 2024-10-29 BILSITEN

Lambda ZE#E# ARNsHFZEUIE =

BE AWS IRF M AWS B AL REDE—ESH , TEM TRARSNF2E. EERRLE
2  F2REZSEEHRERRRLBSE,
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AWS BN R fEAE R
FREFE

1. £ https : //https://console.aws.amazon.com/systems-manager/ B AWS Systems Manager 1%

L
Ho

FEEHIKF |, B Parameter Store (BEBERE).
i#1Z Public parameters (A B2 &) R5|EZH.
#1Z Select a service (EEUARTS) THEE, RTHNEERED , BEE fis,

(1BA) BREESIFTHMAETZETARBZLZENNSE, BN arm64 2248 |, B A "arm64" REF
BSE, ¥ x86_64 22 |, Wi A "x86_64" REFRSE,

BELEEANLBSR
7. RBHEGFHEERAP , KE ARN B, EH ARN LLARERE B F Lambda B & LAY EIE(R,

o &~ 0N

o

AWS CLI ZHY :

SSM 28 &R

T3 SSM 2B E2BERRTEAIRE

1. arm64 : /aws/service/fis/lambda-extension/AWS-FIS-extension-arm64/1.x.x
2. x86_64 : /aws/service/fis/lambda-extension/AWS-FIS-extension-x86_64/1.x.x
AWS CLI s 5=

= EREEUE R INAE ARNs |, SEEA T 5 AWS CLI @183 , E& parameterName REBEBHNERE , M
region 2 B 1R AWS [E1F :

aws ssm get-parameter --name parameterName --region region

15 Al g 51

aws ssm get-parameter --name /aws/service/fis/lambda-extension/AWS-FIS-extension-
x86_64/1.x.x --region ap-southeast-2

o] 4% =X

TEEELTESEFFMETN JSON 1 , I TFFFR. Lambda FE#Y ARN BEESE W HHER
., B ARN LLAAERE B 1ZE Lambda ERE LB,

AWS FIS Lambda ZE{##& 48 iR 4% 131
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"Parameter":

{
"Name": "/aws/service/fis/lambda-extension/AWS-FIS-extension-
x86_64/1.x.x",
"Type": "String",
"Value": "arn:aws:lambda:ap-southeast-2:211125361907:1layer:aws-fis-
extension-x86_64:9",
"Version": 1,
"LastModifiedDate": "2025-01-02T15:13:54.465000-05:00",
"ARN": "arn:aws:ssm:ap-southeast-2::parameter/aws/service/fis/lambda-
extension/AWS-FIS-extension-x86_64/1.x.x",
"DataType": "text"
}

R FE

FEAERKEARENE (1aC) EBHERE Lambda B , UEXERFANERELLESE. LHZE
BERERAZFTH layer lxZ< ARN ﬂi%ﬁ“ﬁ Lambda B8 , MAEETE AWS FIS % B ARN KiBER
EHERETFIEAREN. THERTEUNAEAERN laC FAERAESH

- £/ AWS SDK BN ESH
« f£/ AWS CDK #& AWS Systems Manager 2B EZHRENMESLAEZH
« £/ Terraform BN E S H

SHEH Lambda HE R B RR AR5
fEATHIRFRSREE FIREZ AWS FIS Lambda ZE AR K AR AR

£ https : //https://console.aws.amazon.com/lambda/ BARL AWS Lambda 2 5&,
BIEZEHIBEAWS-FIS-ExtensionfE# Lambda EHE,

EEERERT , EERE,

EREEEERY  EEHMEERE

EREEEERYT , EEEE ARN,

B A BRH AWS [E15 A BB FER AWS FIS ZEfH[E ARN, B LAER 24 AWS CLIsE LR
EHMMANERRETEINSGEZRS K ARN,

.07.0":“.0-’!\’.*
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https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/ssm_parameter
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AWS HFESE AR A% ER
7. BIEZRFELEFIEE ARN B , RRBIENE,

8. FERARIRARSIRBARAHK

9. AIRZRE MR ARKEL., EHTHFMETAERPSEK AWS FIS Lambda ZEHEAEMRAS .
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EHE AWS FIS EEFi A

A LAER AWS FIS SR ARG RIIREVNEEERSELR, ERITLALES —RNZEEERDBHNE
EBELBTHEE, CETEHLERBEHRRNELESG. NEEREBARTHNFEEEN , FSH
EREATY, BUBREACE  BUUEATRAITER.

1%

- BUBRER

- BMRERER

- RERHBLAELAERE

- REAFHKRER

- EHNERER

- BERERER

- MBREERE R

- AWS FIS BBk &5 A< &3 5

BUERER
B2, BRRARNTER -

- REENER,

< BM IAM A8 | &£F AWS FIS RIBERAREHATEFENFTT. MFFMEEF , FSBEAWS FIS ER
B IAM B,

- ELREHFH AWS FIS, MFFMEE , F2H AWS FIS BUR#H,

ERAFEAEVERER

1. 7 https : //nttps://console.aws.amazon.com/fis/ BERX AWS FIS &,
2. EEEERP  EEEBREL,

3. EEREEVEREL,

4. SHTR1, BEHLFHER , SITTIEHE .

a. SHHWARFERE , WASHKRWHER |, HlE0 Amazon S3 Network Disrupt
Connectivity,
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AWS HEE AR (EE
b. (ER) #HHIRFER , BEZEARFURESIRFERER,
c. BET-—F 6 ARBEIR 2 EEBFENER.

5. #YWEIMF , EEHARN—EBE. SHHESEBE  BEFEBELTRTIEE

. EEBY , BABENEE.
ABNTRAERTR, ETH () AER ). SBELEUTENE. TUEARE, Eiix
| SEBESBRLERE .

. (EA) SHEEE  BABENER, BELERS 512 BT,

- (EA) 8RRk BRMEATERNS —EEF  XAEBNBERBZIITR. B
A, BFeEERRARKHNIT.

- SHEEMERER | JBIE AWS FIS BfE,

- HHEEHE  BEELECHEERYTEENEE, NREEAERLEIENERE , AWSFIS 2A5K&
BUFKNBE,

- HHBESH , BEEBENSH. RBEE AWSFIS BEEFBHE , TEETAH,
° &Eﬁ%ﬁo
6. #HHEFE, EREEHTHTHENEEER. ELEEEEL —BER ID XA—EERERGA

BiR, BEREBURE AWSFISEL—ELRTIAEEUNER , NBEFFNEEF., sSHFEE
B, BT TIEME -

- EEBD  WmAEBENERE,
REFNETAEEFT, EFR (-) NER (). BBWSEUFTHEEA, FAFEAZEE, SEBEEZE
BBEL AP NAERRE—M,

- SFHEREE  EE BEXENEREL,

- SHEBERE, BT TIHP—IE
« BIEER IDs , AR BEIFICEIR IDs,
 BEEREER. BERENSE  RABRMELEENEZRMNEGRGEE. WEFMENR ,

Bthe section called “3% 5| B &R,

- HABREES | BEFHLUEEEHENCEN BEEHTHE , BET o LLUEIEER 2 LR

2 al B EHTEHE. BIBER , BESEMEESEINBEZE LT,

T
*

* &Eﬁ%ﬁo
7. BEFALBEUNBEENDE  BEBETSREE  REFE , ARENBEE. SUUHEZ
EEEFERAEEN B &,
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8. (EA) BRERER , ENZHBEEREMEXNTA.
9. BET-—IUBESRI , RERBFE.

10. $HEIREER  BEFREEN IAM AR ARBELEIHN IAM A6 | IARHEBREMN STORE
R, MRENACKETR , BHEBEEEGMENEERR. WEFHMER , F2Bthe section
called “BRAR®",

1. (ERZIRFER ) YREERFHERE , AEEEZERFHIEAE ARN MBABR, ZEFEH
CSVIEXRLEBHEIRFAER ARNs , FFEELEFMEEEIRFNAE ARNs , REBBFIREFE CSV
EES

12. BET—SLUBELR 4, REERARE.

13. (R ) $H¥ELEE | BEYELEFHH Amazon CloudWatch /R, MEFMET , F2
BIAWS FIS B 1= &4

14. (BA) BAAFE , REBNEE, EEFAFEEE S3 FREITFE , HFEEFEEZE Amazon
SIfREETE K ARWARTETrREEBNTE. BEKBFEEZE CloudWatch Logs , FRiBEEFIA
Z CloudWatch Logs , A& A B84,

15. (BA) #HEER K ZRENMESERIEEREBERSIBNERE. CHENEREEAZERH
K, MAREAEEHNITHER,

16. BET-—SUBESRS , MRIEY,

17. BMREAR , AREZFEVEREALR, HBRBRETE , BA create, AREZEFRVEREAL,

M CLI B EE K

£/ create-experiment-template %

&R LATE JSON EREABREA,

M --cli-input-json 8#,

aws fis create-experiment-template --cli-input-json fileb://<path-to-json-file>

WMEFMENR , F2EAWS Command Line Interface  EAEIER) FMWES CLI B2R&AXR, ME
SIS |, 5B AWS FIS EEREIAETF,

WA ERE AR

BRI R BB R E R A,
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ERAEEEREERER

1. ¥ https : //https://console.aws.amazon.com/fis/ BARL AWS FIS &,
EEEERT , BEEREL,

AEMBREHELANERES  FENERSEX D,

EFMEARRP , BT U R A HIR A E LR
HEMGEREANDE  FEEDE.

HEMGEREANEE  FEEEL

HEMGERELANER K FEREER.

N o o bk~ w b

£/ CLI R B A

£  list-experiment-templates in P EVSBREAFE |, WFEA get-experiment-template T R EUS4F
EEREANHEEER.

/,

REREAELEBERE

FRuERH , EUUELERRE , UREENEREACRERURPERSER. ECHKER
ERE  BRERTREAERPHERTE , RRAERTRSEEBER. ENSEHEK. ELELER
HER K SeRBemEmaBFNER,

(® Note
ELXEERETAMECRELRSERHERRNBFENLEF,

ERAEEEMBERRE

1. 1£ https : //https://console.aws.amazon.com/fis/ BIRL AWS FIS £# &,
EEBHRKT , BEEERESL,
ERRERSANEE , FEEEE

=
FERTERALFANERER , FERELHE, EAYTERE  LERHREEEDHEHNARE
RO ERNE R,

w0 N
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£/ CLI BAB B RHE

#17 T % start-experiment 5%, UEBSHWERARFEE,

aws fis start-experiment \
--experiment-options actionsMode=skip-all \
--experiment-template-id EXTxxxxxxxxx

AR ER
RUBRBAZ % , BT EALRA L ER,

EXFRERE  AASRLEEHANRR  YEAZRBRUTER, Hit, MRERERETER
BTREMDMER , EESEFSLEUTHINER.

ELHARERE , AWSFISERREGEIRKEZA®, MEFMEENR , BESB £ A Fault Injection
Service AWS RIS EE AT,

RERR A LSUUEREFELE. IFFMAETR  F2HRELER.

FERAEEARRER

1. ¥ https : //https://console.aws.amazon.com/fis/ BARL AWS FIS 2 5&,

2. EEEERP  EEEBREL,

3. EMERSER  RRBERKER.

4. (ER) FEXKERVEZER A FEENEER K ARBWARBRZRSIBIERE.
5. iEIF Start experiment (AR EER), HRBERIETE , WA start ILBEFRBER,

£/ CLI BB EE

{# /i start-experiment &%

EHREREAR

BULEFRRENERES, ELENEREAR  BEFSREAMAEARBEANPTHER.

EREEEENERER

1. £ https : //nttps://console.aws.amazon.com/fis/ BIEX AWS FIS A&,
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AWS #EsE ABRAE (EE
2. EEEEKT , BEEREAL,

3. ENMERESR , RRBEDF, ENEREAL,

4. REEBREAFMENR K ARBEEHERELS.

£/ CLI B EREL

£ f update-experiment-template o

ZCERE A

ALK BCHEBREAZEREL , UGB EREEER, SO AUBEBFERE IAM BUR |, SIRHH
EREARNEFE,

ERAEEERECERER

1. 1E https : //https://console.aws.amazon.com/fis/ BIRL AWS FIS &,
2. EEEERP  BEEEBRSEL,

3. ENERSEX 6 RAREEDHE. EEER.

4., FEMEBER A FEENEER  AREERIENE,

EEBRER K FARREERBK.
5. EERTF

£/ CLI ZERRERE K

PN
er)

£/ tag-resource @

R E B ST A

MRETEFEERER , TLUEERMBR. EEMRERSXE  EAEAXEANATHERBIS
ZIXE, ERSRENT , EXETHIFLA/ILE. 718 , BMBRNEREARENE TRENEREE
B

o

ERAEEEMRERER

1. 7 https : //nttps://console.aws.amazon.com/fis/ BERX AWS FIS &,
2. HEBHRKT , BEEERESL,
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AWS R EEE A BB EREES

3. EmMEREAN K ARRREHHE. MREREXR,
4. HIBWERIERE  BiA delete WiBIEMREBERET A&,

£/ CLI MIBREAR A

£ delete-experiment-template &5

AWS FIS & B & 7 i 5

MREFEH AWS FIS APl Siap I TEREVBERE AR , EA[LAE JavaScript Y4HEEEE (JSON)
BEEA, NEERGEATHNFMEN , F28 AWS FIS ERE AR T,

EEGFREF—(EAHFEREIER , BEEMEE JSON EXR ( flI0 my-template. json) , A&
BEMNERR4#NFEBVLEE , REEIT T 5 create-experiment-template i3

aws fis create-experiment-template --cli-input-json file://my-template.json

5l A

- RIBEZREHEL EC2 BITEE

- FLEEHEN EC2 #i1TEE

- BITHREEREMN AWS FIS SSM X #

- HITFELEEZM Automation Runbook

- EEEE IAM A6 EC2 #/TER LHNFRE API B1E
 Kubernetes # &7 Pod KB 1 8I5 CPU

« ¥8XE Kinesis Data Streams &/ & 1E S ISR R
- ERAGKTEHS

BIREZRAHF L EC2 FITIEER

T s gFELIEERETAAEHITHH Amazon EC2 HT{ER , Y EREN VPC PEFRENE
B, cEEmoBRETRBEM,

{
"tags": {
"Name": "StopEC2InstancesWithFilters"
3,

FEES T


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/delete-experiment-template.html
https://docs.aws.amazon.com/cli/latest/reference/fis/create-experiment-template.html
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"description": "Stop and restart all instances in us-east-1b with the tag env=prod
in the specified VPC",
"targets": {
"myInstances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
I
"filters": [
{
"path": "Placement.AvailabilityZone",
"values": ["us-east-1b"]
},
{
"path": "State.Name",
"values": ["running"]
},
{
"path": "VpcId",
"values": [ "vpc-aabbccl11223344556"]
}
1,

"selectionMode": "ALL"

},
"actions": {
"StopInstances": {
"actionId": "aws:ec2:stop-instances",
"description": "stop the instances",
"parameters": {
"startInstancesAfterDuration": "PT2M"

I
"targets": {
"Instances": "myInstances"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

RIBERRIRAF 1L EC2 HATER
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ERAEER

}

LS EBE EC2 $117/HE

THgEflEFLtEREEERN=(Ex/TER. AWSFIS 2ZNEMEEFLNBEERTER. 88X
Mo ERERREELHTER.
{
"tags": {
"Name": "StopEC2InstancesByCount"
},
"description": "Stop and restart three instances with the specified tag",
"targets": {
"myInstances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
b
"selectionMode": "COUNT(3)"
}
},
"actions": {
"StopInstances": {
"actionId": "aws:ec2:stop-instances",
"description": "stop the instances",
"parameters": {
"startInstancesAfterDuration": "PT2M"
b
"targets": {
"Instances": "myInstances"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,
"roleArn": "arn:aws:iam::111122223333:role/role-name"
}
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HATTRSCERER AWS FIS SSM 34+

ERAEER

T %I a5 65 FA 78 o R EHY AWS FIS SSM X4 |, 1EI5ER EC2 #1178 £ 11T CPU #FE5E A 60
# , AWSFIS-Run-CPU-Stress. AWS FIS S EIREE 2 HiE,

{
"tags": {
"Name": "CPUStress"
1,
"description": "Run a CPU fault injection on the specified instance",
"targets": {
"myInstance": {
"resourceType": "aws:ec2:instance",
"resourceArns": ["arn:aws:ec2:us-east-1:111122223333:instance/instance-
id"],
"selectionMode": "ALL"
}
.
"actions": {
"CPUStress": {
"actionId": "aws:ssm:send-command",
"description": "run cpu stress using ssm",
"parameters": {
"duration": "PT2M",
"documentArn": "arn:aws:ssm:us-east-1::document/AWSFIS-Run-CPU-Stress",
"documentParameters": "{\"DurationSeconds\": \"60\",
\"InstallDependencies\": \"True\", \"CPU\": \"O\"}"
.
"targets": {
"Instances": "myInstance"
}
}
1,
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,
"roleArn": "arn:aws:iam::111122223333:role/role-name"
}
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HMITFE L EHZM Automation Runbook

T5IgHIEFE A Systems Manager, AWS-PublishSNSNotification $124t#) Runbook #§38 &% #i =
Amazon SNS, PublishSNSNotification A& X4EEFHBHEMEIEE SNS EEMFFA,

"description": "Publish event through SNS",
"stopConditions": [

{
"source": '"none"
}
1,
"targets": {
.

"actions": {
"sendToSns": {

"actionId": "aws:ssm:start-automation-execution",
"description": "Publish message to SNS",
"parameters": {

"documentArn": "arn:aws:ssm:us-east-1::document/AWS-

PublishSNSNotification",

"documentParameters": "{\"Message\": \"Hello, world\", \"TopicArn\":
\"arn:aws:sns:us-east-1:111122223333:topic-name\"}",

"maxDuration": "PTIM"

1,

"targets": {

}

}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

BEEHE IAM A1 EC2 #1TEE LWFEE API BE

ThgEfgtt B EERTREEN IAM B (IAM) B HAY API Y | 588 BfEERFIEEN 100%
AP FEIY,
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® Note
MREEELBM Auto Scaling FH#ER EC2 #ITEEABE , 55X aws : ec2 : asg-

insufficient-instance-capacity-error EifE , 3¢ LA Auto Scaling i A B &, MEFMENR , 5
2 @aws.ec2:asg-insufficient-instance-capacity-error,
{
"tags": {
"Name": "ThrottleEC2APIActions"
1,
"description": "Throttle the specified EC2 API actions on the specified IAM role",
"targets": {
"myRole": {
"resourceType": "aws:iam:role",
"resourceArns": ["arn:aws:iam::111122223333:role/role-name"],
"selectionMode": "ALL"
}
1,
"actions": {
"ThrottleAPI": {
"actionId": "aws:fis:inject-api-throttle-error",
"description": "Throttle APIs for 5 minutes",
"parameters": {
"service": "ec2",
"operations": "DescribeInstances,DescribeVolumes",
"percentage": "100",
"duration": "PT2M"
1,
"targets": {
"Roles": "myRole"
}
}
b
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,
"roleArn": "arn:aws:iam::111122223333:role/role-name"
}
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ERAEER

Kubernetes #5 /' Pod Y& J7 8|5 CPU

TH&EHI{ER Chaos Mesh ¥ Amazon EKS Kubernetes # £ % #) Pod CPU & HAIR—28E,

"description": "ChaosMesh StressChaos example",
"targets": {
"Cluster-Target-1": {
"resourceType": "aws:eks:cluster",
"resourceArns": [
"arn:aws:eks:arn:aws::111122223333:cluster/cluster-id"
1,

"selectionMode": "ALL"

iy
"actions": {
"TestCPUStress": {

"actionId": "aws:eks:inject-kubernetes-custom-resource",
"parameters": {
"maxDuration": "PT2M",
"kubernetesApiVersion": "chaos-mesh.org/vlalphal",
"kubernetesKind": "StressChaos",
"kubernetesNamespace": "default",

"kubernetesSpec": "{\"selector\":{\"namespaces\":[\"default\"],

\"labelSelectors\":{\"run\":\"nginx\"3}},\"mode\":\"all\",\"stressors\": {\"cpu\":

{\"workers\":1,\"load\":50}},\"duration\":\"1m\"}"

},
"targets": {
"Cluster": "Cluster-Target-1"
}
}
.
"stopConditions": [{
"source": '"none"
1,
"roleArn": "arn:aws:iam::111122223333:role/role-name",
"tags": {}
}
THIEHIEA Litmus ¥ Amazon EKS Kubernetes # 5 H#) Pod CPU #TE hBIE — 208,
{

"description": "Litmus CPU Hog",

Kubernetes #&+ Pod #9 B 3815 CPU
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"targets": {
"MyCluster": {
"resourceType": "aws:eks:cluster",

"resourceArns": [
"arn:aws:eks:arn:aws::111122223333:cluster/cluster-id"
15

"selectionMode": "ALL"

I
"actions": {
"MyAction": {

"actionId": "aws:eks:inject-kubernetes-custom-resource",
"parameters": {
"maxDuration": "PT2M",
"kubernetesApiVersion": "litmuschaos.io/vlalphal",
"kubernetesKind": "ChaosEngine",
"kubernetesNamespace": "litmus",

"kubernetesSpec": "{\"engineState\":\"active\",\"appinfo\":
{\"appns\":\"default\",\"applabel\":\"run=nginx\",\"appkind\":\"deployment\"},
\"chaosServiceAccount\":\"litmus-admin\",\"experiments\":[{\"name\" :\"pod-cpu-hog
\",\"spec\":{\"components\":{\"env\":[{\"name\" :\"TOTAL_CHAOS_DURATION\",\"value\":
\"60\"}, {\"name\" :\"CPU_CORES\",\"value\":\"1\"}, {\"name\" :\""PODS_AFFECTED_PERC\",
\"value\":\"100\"}, {\"name\" :\"CONTAINER_RUNTIME\",\"value\":\"docker\"}, {\"name\":
\"SOCKET_PATH\",\"value\":\"/var/run/docker.sock\"}1},\"probe\":[]1}}]1,\"annotationCheck
\":\"false\"}"

.
"targets": {
"Cluster": "MyCluster"

iy
"stopConditions": [{
"source": "none"

11,

"roleArn": "arn:aws:iam::111122223333:role/role-name",
"tags": {3}

}8 & Kinesis Data Streams (& 1Y #7222 #X 2 6l 5\ AR50

THEFEEE 100% EEEERBN TR Z A A Kinesis Data Streams 553K 18 H #r 2 85% 2 fl S AR
Mo AWSFIS EEM#EIZEMEFENER. 5 TERSBRRWE,
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"description": "Kinesis stream experiment",
"targets": {

"KinesisStreams-Target-1": {
"resourceType": "aws:kinesis:stream",
"resourceTags": {

"tag-key": "tag-value"
1,
"selectionMode": "COUNT(5)"

I
"actions": {
"kinesis": {
"actionId": "aws:kinesis:stream-provisioned-throughput-exception",
"description": "my-stream",
"parameters": {
"duration": "PT5M",
"percentage": "100",
"service": "kinesis"
1,
"targets": {
"KinesisStreams": "KinesisStreams-Target-1"

iy

"stopConditions": [

{

"source": "none"

1,
"roleArn": "arn:aws:iam::111122223333:role/role-name",
"tags": {3,
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "fail"

BERACTAE

THF A BEHEE 50% FRWIFERREIT aws:kinesis:stream-provisioned-
throughput-exceptionfl aws:kinesis:stream-expired-iterator-exception&kE,
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kinesis:InjectApiError",
"Resource": "*"
"Condition": {
"ForAllValues:StringEquals": {
"kinesis:FisActionId": [
"aws:kinesis:stream-provisioned-throughput-exception",
"aws:kinesis:stream-expired-iterator-exception”
1,
"kinesis:FisTargetArns": [
"arn:aws:kinesis:us-east-1:111122223333:stream/stream-name"
1,
.
"NumericEquals": {
"kinesis:FisInjectPercentage": "50"
}
}
1,
{
"Action": [
"kinesis:DescribeStreamSummary",
1,
"Resource": "*",
"Effect": "Allow"
}
]
}
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EIEMRE AWS FIS EE

AWS FIS A[EZE &7 AWS THEEH LHTHEIAER, ZERKREH
FARE  BULERACRERER.
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)

BEAR, BVE

BAETIHHP-ERBRE , ERENTK :

- EAPHNFBEFEEHREKIITX,

- EERE LR,

- AREBAEER , METREBE, flm, MRRFRER,
- BREFHEL,

BELEBECFLIAMNER, CHELENITETANER. T8 , BUNARMERNERELRER
MTNER, SRLLEREMHENERELR , REBAFERTEIEE.
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- RIBER

- BIBLNER

- BECER

- FULEER

- JHEMRTHEE

BRI E R

RO AREREAREER. WEFAET K FERLELFHLEER,
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E
i

B AR BERFREA R HEEBEREE T Amazon EventBridge, MFFMESR
T  FEEEER.

R BAMERA T SR ThaE REE IR E B -

- EAWSFIS AT RBELENER, WEFMREN , FE2RBELHNER.

- MR EERYS HEEJRM Amazon CloudWatch $64E , SR AWS FIS FAEE, MEHMENR ,
2B A CloudWatch B&#2 |

2

FIRER 150



AWS HFEE A BRHS EREES

- MAERZEYRE  UEERITHENERNFMHET. WFEZEF , F2EERLE,

IR ER

FAURBRHITHIERNEE , ETUREE TR, EELRAKRNER,
Fib, TRMABNEREE 120 REBBRENIRSE FBER,
EREEAREER

1. ¥ https : //https://console.aws.amazon.com/fis/ BARL AWS FIS £ &,
2. ESEERKRT  BEER.

3. EEFEERNER D UHMEFAERAEE.

4. AT THIHEHAP-EHZIE :

- REFEEF. ERARENMRE, 272

- BEBFRSIGBRUATGERDFENVEBER,

- EFBERSIERUNSERBE ENMEEER,

- RERBBHREIER , REBFNFEENEREEURBLTXERBHEF.

£/ CLI M EER

£ list-experiments s TEVSERIEE , M FH get-experiment s S EVS4SEBRNVMEEER.

BERTUERT I AR —ERRE !

- BE - ERENMTEMRE.

- BB - ERETERRS.

« HTH - EREEHITH.

- BREMK - BRTPFREEFEHRES RN,

- FIE - BRELFRGIFERELER.

- BEFL-ERPDHFEITHREEDFEDSFL,

- R -BERRERMAK , FIMFFITREHFEETIER,
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*TTEEE A

BADKERERZER  UHHEEECM, SHUEFEERE IAM BERREGHHERNFE.

FEHREEAERER

1. 1£ https : //https://console.aws.amazon.com/fis/ BIRL AWS FIS £# &,
2. HEEBHKT , BEEFEER.

3. ENER A6 AREEIE EEER,

4. FHEFEES K FEENEER K AREBEERSIBNE

EEBRER K BAERZEBRK,
5. BERE.

£/ CLI BiLER

AL
ey

A tag-resource

(o]
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AWS R EEE A BRES EREES
FLER

BULEREFLHTHRNER, EEFLERK  AANREXBFENREBFHREEERFILZHIT
B, EELRECFELNER,

EREEAFLER

1. 1£ https : //https://console.aws.amazon.com/fis/ BIRL AWS FIS £# &,
2. EEEERYP  EEER

3. ENER A6 AREBEFLER.

4. EREFHFEHRD  BEELER,

£ CLI Z LB

{# /i stop-experiment 59

P EEATRY B R

B L B EETERERRERCHTBERNES.

ERAFEERECHETNE R

1. ¥ https : //https://console.aws.amazon.com/fis/ BARL AWS FIS &,
2. EEEERP  EEER

3. EHER , AREERL

4. EERTRECHNMVEZREA,

£/ CLI A BTN B R

# A list-experiment-resolved-targets &%
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Fault Injection Service AWS #2572

TR ERERAMMEA Fault Injection Service (AWS FIS) AWS B MBTER,

Bz

- HBERE  AEFTERELRBBER AWS FIS

- HEBRE 8 AWS FIS EHITEE L#1T CPU B X
- HERRE . £ AWS FIS IE Spot #4117 1E B B

- HEFRE  EREREH

- HBERE  HESEER

HERE  AEATEEFLNFERER AWS FIS

A LAE A AWS Fault Injection Service (AWS FIS) XA ERARER R BT ERE ENKE, £
AUhHBREREERE AR  ZEARFEH AWS FIS aws:ec2:stop-instancesEERE I —EH
TEE  RAERELFE_ERTEE.

FERMRAF
EEXRAYERE  BRELHT THBE -

- ERFHREMERE EC2 HITERE. MEBBTEER  FEEMEHTERIDs,

« BYTE AWS FIS RIERKREHTaws :ec2:stop-instancesEEN IAM A€, MEFEE
7, ESBAWS FIS ERMN IAM A,

- BRETFEAWS FIS, MEFMER ,

I:I‘l|+

2R AWS FIS B,

SR BUBRSELR

fEF AWSFIS TR ABRUERER, FEHAF  SUEEMESE , SEDESKRFHT=2E.
FE—EBFESELEP—EREATER , B AWS FIS B#EZERE, F_(ESHESFLMERENITE
8

BUBEREA

1. 1£ https : //https://console.aws.amazon.com/fis/ BIRL AWS FIS £## &,
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ERAEER

2. EEEEKT , BEEREAL,
3. EEBVERSL,
4. IR, BERAFAET , AT TIBE

a.

b.

SHEIRF BT M ASARMWER |, 120 Amazon S3 Network Disrupt

Connectivity,

BET-—F  RARBELSR 2 EEBENBER,

5. ¥R Actions (B11E) , BT T HIEHNE

a
b.
C.
d

e.

f.

BEEEE,

BWABENETE, Hln, B A stopOneInstance,

S EERER | 588 aws : ec2 : stop-instances.

HRAEE , RE AWSFIS AZENHNBEE,

HREEFSY , EENBERBHTER , BIEE 3 28& (PT3M).
i#12 Save (1),

6. ¥R Targets (B1E) , BT T HIENE :

a
b.
C.
d

e.

f.

¥ AWS E—EX B+ FIS BEBALRINWEE , BERE,
DEHRENEBIRATEREB. 60, 8 A oneRandomInstance.
BEREREE A aws : ec2 : instance,

SHEEESE | BEEIR IDs , ARBEMERNZB/TERD Ds,
SHENREUES | BIFFE. HHERHEE @A 1,

i#IZE Save ().

7. BREFEERALHNITTIIEE

a
b.
C.
d.

e.

WABENEE, i, A bothInstances.,

S EIRER | #IF aws : ec2 : instance,

Y EELE , BEER IDs , ARBEMEUZB/TERD IDs.
SEhHEEUES | BELE,

i#1Z Save (E1F).

8. WEMFERYT , BEMNBEFE, FHITTIIRE:

a.
b.

HYERE  WMABENER, 0, @A stopBothInstances,
SHEEERER | 5BIF aws : ec2 : stop-instances.

SR BUBRELR
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c. ¥R | BRIEFELHIENE —EEE (stopOneInstance),
d. #HEE , BESHENSE B (bothInstances),
e. HRBESE A EREFBREBHITER 6 BEE 3 P& (PTIM).
f. 1#I1F Save (5.
9. BEET—SUBESR 3, RERBFEL

10. $TEARIEEE | BEBFHEBEEAN IAM A€  RAZBEBLEEIN IAM 86 | ARHEBREN ERE
HrrR, MREHNARKRER , BEREEEFMENESEIRER. WEFMERN , 52 Bthe section
called “ERR AR,

1. BET-—SUBEDR 4, REBMRE,

12. (2A) #HEER  REFEER  IEEEBRIBVNERE. CHENERSEAZERE
X, MAREAEEHNITHER,

13. BET—SUBESRS, @RIEY,

14. MBEAR AR BFEVEREL, HRBRETRE , WA create, ARBEEEVEREL,

(1EA ) MAEREE JSON
BEEHRSIER, UTRLATEEEFFTEYL JSON HWEH,

{
"description": "Test instance stop and start",
"targets": {
"bothInstances": {
"resourceType": "aws:ec2:instance",

"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id_1",
"arn:aws:ec2:region:123456789012:instance/instance_id_2"

1,

"selectionMode": "ALL"
},
"oneRandomInstance": {

"resourceType": "aws:ec2:instance",

"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id_1",
"arn:aws:ec2:region:123456789012:instance/instance_id_2"

1,

"selectionMode": "COUNT(1)"

}

iy
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ERAEER

"actions": {
"stopBothInstances": {

"actionId": "aws:ec2:stop-instances",
"parameters": {
"startInstancesAfterDuration": "PT3M"
.
"targets": {
"Instances": "bothInstances"
},
"startAfter": [
"stopOneInstance"
]
},
"stopOneInstance": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"startInstancesAfterDuration": "PT3M"
.
"targets": {
"Instances": "oneRandomInstance"
}
}
},
"stopConditions": [
{
"source": '"none"
}
1,
"roleArn": "arn:aws:iam::123456789012:role/AllowFISEC2Actions",
"tags": {}

S22 ARER

THREVERELE  BAUEAERAKRER,

FInE R
1. ZBERMNEMZICEREANFAEN R, BR , FRIFEREL  ARZEERHATH

ID ARG EAEE,
2. J&IE Start experiment (FAER).

3. (ER) FEXEBRFEEZER , FEENEER  ARBARERRSIZNERE.

SB2 HRER
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4. JEIE Start experiment (R EER), HIRMERRTE , WA start WRFFKRER,

SER 3 EMEREE
O LB THERNEE  BERNERTK. FIEHEBAL,
EHRERNEE

1. BEZNVRERRGcERNFEETRR. 58 FREER  ARZEFERMN D SIFHRGH
EFHME,

2. HFERRERNAE K FEFAETESTRERE, NFFRER , F2RERKLE.

3. EERMREEEHTHE A FOET—EZER

b

=\ |

TR4 REBERER
B L BB TERESNEAERE L MEE.,
BREERNER

1. EFNBIBRZRSIERSIEE B Amazon EC2 124 |, #ikA https://
console.aws.amazon.com/ec?/ : I/, E Al BIEMBEE AWS FIS EEEAHEMEBRERE K REE
Amazon EC2 AT HREERE R,

2. MEEEHEIKD | BIZ Instances (FITEEE),

3. BEE—EABENRERSEBEAHTT AWSFIS X248 ) B, Hh—EEEHTEEMNRE
SRJTHPEEREELL (Amazon EC2 £#A ) .

4. =9iEE  F—EDENRESEFACTR. E_EBHENRESEFAEITY K MEMEES
TEEBNREEEFEACEL,

5. =ZoiER  E-EBHENRESEFAEETHK , EEHTEBNRESEEALEHT, MERN
MESEFAC TR,

F$EB5: &5k
MNBEETBEELANEREIANAGE EC2 S11TEE , A& e,
RIESITIEE

1. 1£ https://console.aws.amazon.com/ec?/ FAEX Amazon EC2 £# A&,
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AWS HFESE A BRTS R
2. EBEBEKD , EIEF Instances (B1T{EE).

3. EWMERFRBITERE , ARIEE Instance state (HTEEAMEE). Terminate instance (}& LLE1T
E%8),

4. HIRMENRERE , HEERIL.

MBREBFBEEEHREAR |, AT UASE MR,
£/ AWS FIS £ A MIRE R & A

1. 1 https : //https://console.aws.amazon.com/fis/ BARL AWS FIS £# A&,
2. EEEERP  EEEBREL,

3. ENERSAX K RRBEDE. BRERIEL,

4. HEERRETE , BA delete , ARIBIZEMPRERE A,

HERE | £/ AWS FIS EHTER L#1T CPU B )

& LAE A AWS Fault Injection Service (AWS FIS) R BIHEAREXNNMEE CPU B, FALLHKE
FEREVEREAN  HEARFEH AWS FIS REITEHTER LT CPU BHMFELRE SSM X
., ERTHEEN CPU FAXREBRENRER K HEFRESFERAELEGRELER.

WMEFMER , 52 Ethe section called “FELZER AWS FIS SSM 3247,
SRR

AR SERK R B SRR, X REER AWS FIS #1417 CPU B 5,

Bi IAM AE

BYAGWEEBR , B AWSFIS RREFEH aws :ssm:send-commandBE{E, MEFMEA , 5
BIAWS FIS BB IAM &,

\\‘ﬁ

B SR ¥ AWS FIS FEY

RELEMFE AWS FIS, MEFMER , FFSE AWS FIS BUREHI,

#0585 EC2 #1TE R
- BRIBFELRER SSM THMESR |, £ Amazon Linux 2 5 Ubuntu BXE) EC2 #1T{EEE.

EHITER L#T CPU BX 159
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- MITEBXEH SSM EE, EEREFHTERRH SSM B | BB Fleet Manager &
e, NRFITERTR2H SSM EE |, FHEFERE SSM REREX , AT ERERHE

AmazonSSMManagedInstanceCore BURE#ER IAM B, HERE S TEMN SSM Agent
EENBTEBEHT IS,

3

AR

Amazon Linux 2

yum info amazon-ssm-agent

Ubuntu

apt list amazon-ssm-agent

- BABTERNFAER, E8% 1 7ERNRHRER , FENANE, ENHTER , RR2ED
1B, BN, EEFMAEE.

S 1 BELGFEHRET CloudWatch /R

AE CloudWatch B/~ , AE7 CPU EAREBEEENRERFLER. THEFEKERATE
BHRMERES 50% CPU AR, MEFMENR , F2EEFLENS

BYETR , i CPU EARMKEBRE

1. BI{E https://console.aws.amazon.com/ec?/ FARX Amazon EC2 £# 5.,

2. HESEBEWRF , BEITHEE.

3. EMBEEHTER A6 RRZBEBE, EENEHIME, B CloudWatch BR.
4. HRBETRBEH , FEAVEREBE Amazon SNS EX,

5. HRETREE K FEATIEE :

o DHEEFMRIR : Maximum

- EREWERERE  CPU EA%E
- BZLE: 50

- Hif : 1 Minute

6. TERBETHNRER  FREEIL.

S$EB 1 AEILEHEI CloudWatch BR 160
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ERAEER

FR2 BUEBREBL

A AWSFIS FEABUEREAR, HEHAF  BULUIEEEHTH T HEE : aws : ssm : send-
command/AWSFIS-Run-CPU-Stress,

BUBRELR
1. ¥ https : //https://console.aws.amazon.com/fis/ BIRL AWS FIS &,
2. EEEBEKRD , BEEREL,
3. BEBIVERELX,
4. SHETER1, BESARFHRENR , FTTHEE
a. SHEERNEE  WASHRWER,
b. BET—¥ K6 ARAELBELSR 2, EEBENMBEE,
5. HR Actions (BIE) , BI1T 5 Eh4E :
a. iggﬁsﬁ-ig@'ﬂzo
b. WMABENER. B0, WA runCpuStress.,
c. StHEMEREA  1BIE aws : ssm : send-command/AWSFIS-Run-CPU-Stress., & BHE#%
SSM X 4#9 ARN ¥7i8 E 324 ARN,
d HRBEE,6 BREAWSFIS AEEVNEE,
e. HEBHESH. XHSH, BATIAR
{"DurationSeconds":"120"}
f. S$HBEBESH. FERRE , X5 28 (PT5M),
g. Egﬁﬁo
6. ¥R Targets (B1E) , BT T HIENE :

HER 2':'33&;%%& 7

a. Y AWSFISEL—ELSRIEBDHALEYNER  BERE,
b. UEHAMNEBINAERERE., fla, @A testInstance,
c. FEREREHA aws : ec2 : instance,

d. $HYBEESZE , BEER IDs , ARBEFASSNTEEN D,

e. SHERUER , BEL2E,
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AWS #EsE ABRAE EAEEE
7. ERET-SUBESLSR I, REBRBEI.

8. SHYRBERN , BEFEHABEAN IAM AR K ARBBELEIHN IAM A€ | IARHEBRIZR LRIE
B, MBRENABGKER , BHEREEEGMENEERR. MEFMENR , B2 Bthe section
called “BR AR,

9. BET—SUBESR 4, REEARE,

10. $rEEILRG | BEUEEDSE 1 PEUH CloudWatch BR,

1. (BEA) $tHEE  EEMEERYEEEELSIBNERE. CHENEESEREERE
X, MAREABRBITHESR,

12. BET—SUBESR S5, RELEI,

13. MEEHA K ARBEEVERESEAR, HREFRETE , WA create , ARBEEVERE X,

(1EA ) MAERSEA JSON
BEEHRSIER, UTRLATEEEFFIEILR JSON £,

"description": "Test CPU stress predefined SSM document",
"targets": {
"testInstance": {
"resourceType": "aws:ec2:instance",
"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id"
1,
"selectionMode": "ALL"
}
},
"actions": {
"runCpuStress": {

"actionId": "aws:ssm:send-command",
"parameters": {
"documentArn": "arn:aws:ssm:region::document/AWSFIS-Run-CPU-Stress",

"documentParameters": "{\"DurationSeconds\":\"120\"}",
"duration": "PT5M"

},

"targets": {
"Instances": "testlInstance"

}

}
.

"stopConditions": [
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{

"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:region:123456789012:alarm:awsec2-instance_id-
GreaterThanOrEqualToThreshold-CPUUtilization"

}

15
"roleArn": "arn:aws:iam::123456789012:role/AllowFISSSMActions",

"tagS": {}

$EB 3 HRER

SEREVEREARE  BUUEATREABRER.

HRER

1. BEZNRERNEZICERSANFHEAEH. 58, FEEERESEEX , ARENERH LN
ID ARG EAEE,

2. 1&IE Start experiment (FARER).
(EA) EESERTEZER A FEEMEER K ARWAERZRS|IENERE.

4. IEIE Start experiment (RIRER). HIRMEFRIRRE , FF1&— T start, 1#ZF Start experiment
(BARER).

SR 4 EHERER

B LUERITHRERNERE  EXERTHK. FLERABALE,

EHERNER

1. BEZNVAEHREcERNFREFARR. 8| FREER  ARENERDN D UHMER
K EFAEFA R,

2. HFERRERNAE K FEFHETESTRERE, NFFRER , F2RERKLE.

3. EERMEA/ITHE 6 FBRET—ELSR.

TS5 MEBEERER

BA A EERTRERINTERN CPU AR, B CPU EAXREIRER , SBRE R, AER
EREFLLREMELL,
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REBERNER

1. EEREFLEARSIER. xe@RANKEIERERRTIETHIAERES 0K, ARRTER
ME., MRERFEFHEANETR A FEDTEDERPEERKN

) awsec2-i-00bd623950830e01c-Gre. X i

Enlarge

100.00 Refresh

o _ . _ View in metrics [
CPUlization == 50 for 1 datapoints within 1 mi...

50.00
View in resource health [A
View logs [A
. View in alarms [
19:00 20000 21:00

2. ECPUEMAREBBRER , FLEARSIGEINIICEANMICRERE RRFENAECDE
E& ALARM, EFMEFERT K BERNVREACHEL. NREENMRE , ABETRHARS "H
FLERAF LR -

A awsec2-i-00bd623950839e01c-GreaterThanOreq. . §

100.00

50.00 CPUUtilization == 50 for 1 datapoints within 1 mi...

20:30 2045 21:00 21:15

3. E CPUEARERRER , RE@RNReZNTRENRTEMMECEER 0K,
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ERAEER

4. (FER) ®DIEDRRPBEEERTRE. ESHE CloudWatch T2 A FFRME RFHER

HE  SANELT IS ERNHARARREE RRE

HER 6 : EBR

MRETBEFERNERETHRE EC2 #TER , BT LUEHK L,
EERIHITER

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 #5&,
2. EEBEHKP , BEEIITERE.

3. EBEVAIEBTER A AREEFEHTEBRME. KLFITHEE.

4. HBRHEFRTE  FEELL,

MRETFBEEEERELX |, JUUSEMER,

£ AWS FIS 2 AMBREREA

1. ¥ https : //https://console.aws.amazon.com/fis/ BARL AWS FIS &,
2. EEEERP  BEERELR,

3. EmMEREHA 6 AREEZDE. REREREL,

4. HERFPRETER , WA delete , RAERBIEMPRERE A,

FERRE | £H AWS FIS BIFH Spot #11TEIRE # &

Spot HITEEERTTANEH EC2 B8 , HBRRNEEEE , RS TESE 90% WTHl. £

8 , Amazon EC2 AIAEFEBMERERPET Spot H1TERE. £ Spot BT , BLEERE
FRRBIENPE, WMEFMENR , F2B (Amazon EC2 EAEEF) T Spot #HATEE K.

& A LAE A AWS Fault Injection Service (AWS FIS) R AIFEERRER A EREE Spot #1TEEE

Bi. FRALKBEBRERBIERER , REARFEH AWS FIS aws:ec2:send-spot-instance-

interruptionsE{ERFPETE + —1{E Spot HITEEE.

®E , EEMFH Amazon EC2 X AERBER , 528 (Amazon EC2 FAEIER) FHEE Spot

1T (BB o

S$B 6 BR
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FORIRAF

BUARZR TSR | AL AWS FIS S Spot 417 {ERE.

1. B IAM A&

BYAGIWERERE , ZEAWSFIS R RE#H Taws:ec2:send-spot-instance-
interruptions®fE. WHEFMEF , FSEAWS FIS ERH IAM B,

2. BeR ¥ AWS FIS BY7FEL

BRIETFE AWS FIS, MIEFFMER , 5328 AWS FIS BUK i,

3. (A ) EII Spot HITEEER

MREBHLBENERPEHAFH Spot HITHEEE , FBEMH run-instances T HREER Spot 1T
B8, FERAKRLAPER Spot Fi1TEE. WREKPEITARESR stop , BEXAN BRHEES
persistent., EXRHBREF , FOKPEITRRESR hibernate , RAKEREFE ALK,

aws ec2 run-instances \
--image-id ami-0ab193018FEXAMPLE \
--instance-type "t2.micro" \
--count 1 \
--subnet-id subnet-1234567890abcdef® \
--security-group-ids sg-111222333444aaab \
--instance-market-options file://spot-options. json \
--query Instances[*].Instanceld

LLR 2 spot-options.json ERMEH,

{
"MarketType": "spot",
"SpotOptions": {
"SpotInstanceType": "persistent",
"InstancelnterruptionBehavior": "stop"
}
}

EHWTHH --query:BIHFEHREMHD T ED Spot HITEEAFNITER ID. THAEHE@EL.
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"i-@abcdef1234567890"

4. FTBIEE | 2E AWS FIS TJLAFE B B & Spot #1TEEE

£/ create-tags T B G ZEEFTIE EName=interruptMe R i B #Z Spot #1T1E .

aws ec2 create-tags \
--resources i-Qabcdef1234567890 \
--tags Key=Name,Value=interruptMe

S BUEREX

FH AWSFIS TR ABVERE AR, £ &EiARd  BuLEEESTHEE, BESHEHEEEEER
B Spot #1TERE., WERE—E LA Spot HITEREEEE , AWSFIS SRE#EEH D —E,

BUBRELR

1. ¥ https : //https://console.aws.amazon.com/fis/ BARX AWS FIS £# A&,
2. ZSEERY  BEEREL,

3. BEBRVEREXK,

4. SEPR 1, EESERFRER , FITTIEE

a. SHEERNEE K WASEINERNEE,
b. BET—% A AREBELSBE 2, EEBHENEE,
5. ¥R Actions (BiE) , B1T T 5 Eh4E :

a. EEFEDE,
b. WMABENERE. Bl , WA interruptSpotInstance,
c. SHYEMERER | #BIE aws : ec2 : send-spot-instance-interruptions,
d HREEZE,RE AWSFIS AEEIMNBEE,
e. HRBESH TN EERE , BE 2 58 (PT2M).
f. 1&fF Save (RF)-
6. ¥ Targets (B1E) , 1T T HIENE :

a. $HAWSFISEL—EXBHEBALEINBERE , BEFS.
b. UEHRAMHNBBEIKTEREE. Sl , WA oneSpotInstance,
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c. MEREREEA aws : ec2 : spot-instance,

d. S$tHBEESZ K REEREER. GFEEENSE.

e. HHUERER , BEEMEER A ARWASRZSIBNERE. £AEHEE Spot HTEE
WEBRPE , ARHBREN KRIFEFTR,

f. STHERERGY  BEFNEEHREGE , ARE A State.Name ARKRE , WA
running{ A E.

g. SHENERUER | BEME. SFHERYE , WA 1,

h. i®## Save (%)

7. BET—SUBESR I, RERKFE.

8. SHHIREEE , ZREFABEN IAM AR  ABBELEIN IAM AR | MARKZBREMNLRE
HrrR, MRENACKER  BRSEEEGMENEEREER. MEFMER , 52 Bthe section
called “BER AR,

9. EET-—SUBESLSR4, REERRE.

10. (A ) #HEER , BENEER Y EERERRCIBINERE, SHENERSEAZERE
K, MAREAEEHNITHER,

1. BET-—SUBESRS , REALE,

12. WMEHA , RRZERVERAA, HREFRETH , WA create , RARZEEVEREAL,

(1EA ) MAERSEA JSON
BEEHRSIER, UTRELAETEEEFFTEL JSON HWEH,

{
"description": "Test Spot Instance interruptions",
"targets": {
"oneSpotInstance": {
"resourceType": "aws:ec2:spot-instance",
"resourceTags": {
"Name": "interruptMe"
I
"filters": [
{
"path": "State.Name",
"values": [
"running"

]
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1,
"selectionMode": "COUNT(1)"

}

.

"actions": {
"interruptSpotInstance": {

"actionId": "aws:ec2:send-spot-instance-interruptions",
"parameters": {
"durationBeforeInterruption": "PT2M"
I
"targets": {
"SpotInstances": "oneSpotInstance"
}
}
},
"stopConditions": [
{
"source": "none"
}
1,
"roleArn": "arn:aws:iam::123456789012:ro0le/AllowFISSpotInterruptionActions",
"tags": {
"Name": "my-template"
}

S$ER 2 RKRER
SEREMNERSAR S LEATCREKRER,

FRIER
1. BEZNVAENZLcERBANFAETART, §R , FEFERHEL  ARBEFERALH

ID AR REREE,
2. J&JZE Start experiment (FAER).
(ER) FENEBRTHEEER A FHEENMEERY R ASERRSIBNERE.
4. 1B Start experiment (ABRER). HIRERIRERE , WA start B ERBER.

SR3: ERERERE
EULEHATHEROEE  BENERER. BLRARAL,

SR 2 RRER 169



AWS HEEEA B EREEE
EHEERAVER

1. BERVAERFRG<ERNFEETRR. 58 FREER  ARBIFERMN D SFHRGHHE
EAHEMH,

2. HRERRERME BEFAETERTIRERE. NFFHBER , F2RERKE.
3. EERMREEEHTHR A FET—EDE

SR4 . BRERER

HEBRNBETRE  FRETHER

- B8 Spot $/T R BNEIHIT B EH FHRH,

+ Spot 147 {A 8 & B B & 1E Amazon EC2 # LESifE 1L ST ERBEY 23 S AT B

- M7 EEH , Spot HITEEESKRIERELE,
« FIS AWS =1L Spot #HITERSRISELRE  EILEFTRB AL,

BEHTERSSHERTE
1. ¥ https://console.aws.amazon.com/ec2/ B Amazon EC2 £ &,

2. REEERKRD  EEBNBRBRRSIEBRIHRE PR Spot Requests (Spot 5&3K) M Instances
(BTER).

3. ¥R Spot Requests (Spot F3K) , #EX Spot #I1TEREFER. EIAMRES fulfilled, BRTK
%, REBEE  WTMAR:

terminate - MREELF A instance-terminated-by-experiment,

«  stop- REEEE S marked-for-stop-by-experiment , REEE A instance-
stopped-by-experiment,

4. ¥ Instances (F1T{ERE) , EE Spot #1TEMR, EIBARES Running., Y EI Spot FHITERE
BIBAEMoE  MEEEF  WTHR:

stop - MEEEEE A Stopping , REEF A Stopped.
terminate - MEEFEE A Shutting-down , RELBF A Terminated,
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S5 BR

MEEALERSEHA WPETAEI R Spot H1TER , stopBETEBEFEET , B LAEUE Spot #1117
BR85S R IL 48 1E Spot HITEEE,

£ BUBRE R LS ITEE AWS CLI

1. {EH cancel-spot-instance-requests a5 REUH Spot #ITEEE K.

aws ec2 cancel-spot-instance-requests --spot-instance-request-ids sir-ksie869j

2. {#F terminate-instances #3454 1E ¥ 1TEEE,

aws ec2 terminate-instances --instance-ids i-0Oabcdef1234567890

MBEBABEEEHREAR | AT UASE MR,
£/ AWS FIS = A MIRERE A

1. 7£ https : //https://console.aws.amazon.com/fis/ BRI AWS FIS &,
2. ESEERT , BEREEREL,

3. EmMERSAEX , ARBEDE. MEREREA,

4. HEAEFRTE , @A delete , ARIBEZEMRERE X,

HERE | REERSH

&R LA R AWS Fault Injection Service (AWS FIS) REBR S EEREHNH, AWSFISEBTHHEA—
B SR E AR R AR R SR

- all - EEFFAE L FHEBNRE, FEE  LBEREAHFRERARE  SRERFEKRPERNE

EIJIJILEO

« availability-zone - fEEEHM A A EIHP IR FREEHN VPC ARE,
« dynamodb - {E@REFIRE HIEEH DynamoDB #Y |2 15 B o

« prefix-list - ERFREEFEBEENRE.

- s3-ERFTRBFEEF Amazon S3 EiFi B RE.



https://docs.aws.amazon.com/cli/latest/reference/ec2/cancel-spot-instance-requests.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/terminate-instances.html
https://console.aws.amazon.com/fis/

AWS R EEE A BB EREES

+ s3express - EEBEATNEL BEFHE AZ F Amazon S3 Express One Zone EFiHHHNFHE.
BREFHEBRLENREBIRER S3 Express One Zone AZs 1, MEFMMENR , 5520 S3 Express
One Zone ] A [EiFH &1,

« vpc-EEBEH VPC NiRE,

FERALHEREEIEREAN | HEARFEH AWS FIS aws :network:disrupt-connectivityBiE
B EFME 5| AEE Amazon S3 KERF B,

F&E

. FREH

- $B1:EY AWSFIS BRE X

« %% 2 : Ping Amazon S3 i %

- B3 BBEN AWS FIS BER

- $B 4. BRIEH AWS FIS BEREE

- B 5. B Amazon S3 #BE% P ER

- 5B

FeRIRH

FRHBAHERECH , BEEE PEAEENTNA® AWS IRF |, LA AIE Amazon EC2 #11T1@
B -

HEW FPERFFANAE AWS 1RF
BUAGIEREERK , #AWS FIS KFXEH Taws :network :disrupt-connectivity&fE,
1EHY IAM ABFEETFIBCR

« AWSFaultlnjectionSimulatorNetworkAccess — & F Amazon EC2 #85§ fE 1 X EIRFEH AWS FIS
BRIGET A , ASITEA B B R SR e A BARY AWS FIS Bk,

(® Note

RTEL , NABREEH AWS ZEBR. HREERAR , RMNEBLERXRERTERARESL
FRENRIEFT .
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-Endpoints.html
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WMEMAEI IAM AGWNEFMER , F20 (IAM FEREIER) B AWS FIS BB IAM A
& (AWS CLI) RE I IAM & ( £#4A ).

B3 Amazon EC2 #1117 {E &8

BB I EAR E R Y Amazon EC2 S 1TEIRE, BRI LA T 5 2BRERE L IELRZE Amazon EC2
HITEEE : 2EEE - Amazon EC2 R EIER) HH Amazon EC2 Linux #1T7EE AP, Amazon
EC2

FHER 1 B3 AWS FIS BEEEIK

£/ AWS FIS B EEEi4A AWS EE XA, AWSFIS BAZHEE. BE. FLEHNERS
EBFERK. MFEEAEFELTNWFMER , FF26 AWS FIS BVERE A,

iz hl , FREEEMHMIZTIIER .

- EFIERHFTHN IAM B,
« Amazon EC2 #{T1E .,
« Amazon EC2 #1TEB /Y F#E& 1D,

BUBREAR

1. ¥ https : //https://console.aws.amazon.com/fis/ BARL AWS FIS 2 &,
2. EEREEERKRF | BEEBREL,

3. EREVEREL,

4. HHTR1, BEHALFAER , ST TIEE .

a. SHEWAFNERE , WASHAMNHEIR , Hl20 Amazon S3 Network Disrupt
Connectivity,

b. BET—F K REBELSR 2, BEEBENBE K,
5. HEBET , EZEEHMEDWF.

a. S$HEMW , WA disruptConnectivity,
b. SHHENMEEA | IEE aws : network : disrupt-connectivity.

c. HEEBAEBHT , BEERBRESR 2 minutes,
d. Eﬁ-lt , igﬂy s3.
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https://docs.aws.amazon.com/fis/latest/userguide/getting-started-iam-service-role
https://docs.aws.amazon.com/fis/latest/userguide/getting-started-iam-service-role
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted
https://docs.aws.amazon.com/fis/latest/userguide/experiment-templates
https://console.aws.amazon.com/fis/

AWS HEEEA B EREEE
e. EERm , BEME.
6. EEET K LEZSEICEDHEYNER. BERFE.

a. WRERERZA aws:ec2:subnet,

b. HEEFZET , BWMER IDs , REE L RFEM S BRPREFEEREI Amazon EC2 H1TERE

B} FIT {5 FH B9 F 48 3% o
c. MHRERERXS/EE,
d. EERTE

7. BET-SUBESRI , RERBFE.

8. HERBEENT , BIEEUN IAM A6 , MAHBREN L REEME, IRENAGKRET ,
EEREEAMENGERER. MEFMENR , 552 [Bthe section called “EE AR,

9. BET-SUBESR4, REEMARE.

10. (A ) EELLEHT , BILLER CloudWatch B~ , EF4REREILER, MEFHAE
7, F528 AWS FIS B2 L1584

1. (A ) EHFET , B LLEE Amazon S3 #FETEE |, 2% B EIEE CloudWatch #1TEER,

12. BET—SUBESR S, RELEYT,

13. MEHLR K ARBEBVERS A, HREFRTK , WA create , ARBEBRVERE L,

B8 2 : Ping Amazon S3 i 2

HESRIRE Amazon EC2 #1TEBE RE#91E 4R B Amazon S3 w2,

1. EREFELBERMFGETZEBREILL Amazon EC2 #1TEE.

WMEFEREZE , F28 (Amazon EC2 EAEER) HHEREHNITEEAREDE.

2. BELUEF AWS BE $ITERMEN . BAILTE Amazon EC2 £ AHEIT 5l w5 REIT
LeiRAE,

hostname

fltn |, wREE FEEE) Amazon EC2 #1T{EBus-west-2 , B HFETHE@ L,

[ec2-user@ip-172.16.0.0 ~]1$ hostname
ip-172.16.0.0.us-west-2.compute.internal
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https://docs.aws.amazon.com/fis/latest/userguide/fis-tutorial-disrupt-connectivity.html#disrupt-connectivity-prerequisites
https://docs.aws.amazon.com/fis/latest/userguide/fis-tutorial-disrupt-connectivity.html#disrupt-connectivity-prerequisites
https://docs.aws.amazon.com/fis/latest/userguide/stop-conditions
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting
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3. &M F Ping Amazon S3 imEh AWS [EiF, #& AWS ## BMR BIEH E1T,

ping -c 1 s3.AWS ##.amazonaws.com

HR@h  SEZEEINHITIERX 0% KK ping , 20T FIEEHIFTR.

PING s3.us-west-2.amazonaws.com (x.x.x.x) 56(84) bytes of data.
64 bytes from s3-us-west-2.amazonaws.com (x.x.x.x: icmp_seq=1 ttl=249 time=1.30 ms

--- s3.us-west-2.amazonaws.com ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 1.306/1.306/1.306/0.000 ms

S 3 BEER AWS FIS EE
ERERIE BRI RER,

£ https : //https://console.aws.amazon.com/fis/ BIRL AWS FIS £ &,
EEREBEERYD , BEFEEREL,

BEEEINWERER D, UFAREHAEAER,

i#IZF Start experiment (FAFAEER).

(BR) EHRIEETD , RAENERTEER.

EHFZEEY , ZEERRER.

o gk~ w N~

$E 4 BEMERRY AWS FIS EERERE
ETLEMS TR EROERE  BEIERER. SLEREBRSILE,

1. BERRUAERRAE<ERNFAETAER. NRTR A FEEER , RARREFER ID UK
HEFMEAEHE,

2. HERBBERNE , FEFMETERTRERE, NFFMET  F2RERRE,
3. EERNREEEITH K FBRET @SR,

B 5 : BiT® Amazon S3 §35% &

& ] LLEB ping Amazon S3 iR B RBBERERE
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https://console.aws.amazon.com/fis/
https://docs.aws.amazon.com/fis/latest/userguide/experiments.html#experiment-states

AWS HFEE A BRHS

ERAEER

#IZH Amazon EC2 #11TEE S , ping #& H#Y Amazon S3 %% AWS [EiF, A5 AWS ## BUXA

L EE,
ping -c 1 s3.AWS ##.amazonaws.com

HR@h  SEZEEINHITIEKX 100% KKK ping , 21T FIEFIFTR.

ping -c 1 s3.us-west-2.amazonaws.com
PING s3.us-west-2.amazonaws.com (x.x.x.x) 56(84) bytes of data.

--- s3.us-west-2.amazonaws.com ping statistics ---
1 packets transmitted, @ received, 100% packet loss, time Oms

S5 BR

mR

BABREEALERN AWS FIS SRR Amazon EC2 #{TER , RIFTLUSHBER.

¥ Amazon EC2 #11T{E %

1.

2
3.
4

BI1E https://console.aws.amazon.com/ec?/ BIEX Amazon EC2 A,
ESEERYD , EEWTERE.

BEECRIEFTER | BEHNTEERE , ARBEFRLATER,
HIREFRR TR, FEER L,

fFF AWS FIS £ A MiBRE B &4

> w0 D

£ https : //https://console.aws.amazon.com/fis/ BARL AWS FIS 2 5&,
EEEERT , BEEREL,

EMEREAR  ARZEZHE, MERERELS,

HIRERIERE , A delete , AR BEMBRERE L,

S$B5:BR
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AWS BB A BRI EREEE
HERE  HIEERER

#EiB AWS Fault Injection Service (AWS FIS) , EA[ LA AWS THEEBHTHEEIAER. 8
CERSEHALHT  Hha3e—SZEEREETEELHTHNEE, EEBEA B Amazon
EventBridge , ‘BRI LS ERHIEA — R IR EEHTRE.

fE AL BERIERE T EventBridge HFi2 , 8 5 7817 —IR AWS FIS BERE A,

%

- SRGH

- S8 1B IAM ABNBER

« B8 2 : 3 Amazon EventBridge HFfE25
- SR 3. BRELNER

« HEB 4 FE

FeRIRH

R AHBREZN , YEELEHEHITH AWS FIS EERE A, MRECHEIEEREX  FLT
7 ID #1 AWS EfE, BRI, B LUKR RV RE L F A the section called “BIE #1718 88 5 1L FEL
B, RRRERHBRE,

FBR1BY IAM SEMBEE

B IAM AMBUER

1. BI{E https://console.aws.amazon.com/iam/ BAREX IAM 32 &,
2. EEAISEBERY , BEAR K AREEEUAG,

3. EEEEERX , RREATIEXBTH R , LALFF Amazon EventBridge HFiEsR KR EEEA
&

JSON

"Version":"2012-10-17",
"Statement": [
{
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"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"

3,

"Action": "sts:AssumeRole"

EE—F_ﬁo
4, TEFIEFFAIT , BEEVBR,

5. IEIE JSON , RABRBATIER, ERALRRESTRPNWEREAR ID B your-experiment -
template-id {Eo

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "fis:StartExperiment",
"Resource": [
"arn:aws:fis:*:*:experiment-template/your-experiment-
template-id",
"arn:aws:fis:*:*:experiment/*"

1

ST L PREISERERE RHITEABS EEHREN AWS FIS BEEIA, flin , THBFREEF
FiE AWS FIS BEtHIStartExperimentFF A , ERFIHER REHTEL A NWERE
ZXPurpose=Schedule,

JSON
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AWS HFEE A BRHS EREES

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment/*"
},
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/Puxpose": "Schedule"
}
}
}

EBET-—% : BR,

BET-F : 8&.

EREABET , BIEHWEER®E FIS_RecurringExperiment , REIBEBE T HIR,
EFEFTT |, BHFIS_RecurringExperiment ERHIBELN AR , REBET -4,
EEE. MBAMELT , 8 AT FIS_RecurringExperiment_role , AR BERIAG,

© © N ©

B8 2 : B3I Amazon EventBridge HEf285

3 Amazon EventBridge #Ef288

1. BIfE https://console.aws.amazon.com/events/ BARX Amazon EventBridge 2 &
EEREBEERT , BEHE

BB AWS FIS BRI AWS E15 MR/ H,
BEEVHE , AREAUTRE :

> D

- EHEREBBT , A FIS_recurring_experiment_tutorials
- EHREEXT | EEUEHMHERE,
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https://console.aws.amazon.com/events/

AWS HFEE A BRHS

ERAEER

10.
11.

- EHREEET  ERUERRSEROVERE.
- BEERREXT , BE S5 HE,
- EEMRERT , EIERE.
(BA) EREHEET , ERENEE.
- BET—F,
EEMBET |, BIEFTA APIs , R%ESE AWSFIS,
#1E AWS FIS , A2 1E1F StartExperiment,

HE@AT , AT JSON EE, # your-experiment-template-id EERAXBERE R
ID, ClientToken ZHFfZERhIME—H AR, EXRHEBRRED , HMEH Amazon EventBridge HE
BEATNARBET. MEFHMEEN , 528 (Amazon EventBridge £AEER) FWHIEAR

zB%.
{
"ClientToken": "<aws.scheduler.execution-id>",
"ExperimentTemplateld": "your-experiment-template-id"
}
EE-F_io

(BR ) BERET , £AUREERBR, BRFRT5 (DLQ) MMEZRE. HE
R

EHAT  BEERABREAR®  R%EES FIS_RecurringExperiment_roles
EET_io
EREMEZIHRET , REAESHEER K RBBERUHE,

SR 3 RELENER

EREIEH AWS FIS ER R B IRHIERT

1.
2.
3.

£ https : //https://console.aws.amazon.com/fis/ BIEL AWS FIS E£# A,
EEASEEERT  BEER.
BIUERADE K LEXSFINEREEHT

, WA LAMRE

SR 3 RBEWEER
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T4 B

£ F4&8 Amazon EventBridge #2288

1. BIfE https://console.aws.amazon.com/events/ B Amazon EventBridge £# &,
2. EERAIEEERY , BEHE,
3. BEREHEYMNBRER K RAREEFA
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5/ AWS FIS =HIFEXE

REGERFEFUUEANSEHIRS , LAEREEREXNEL , fINEARXATHRENEEER
. ROIA AWS BUYMBES  WEBALRM-—ARLEREENKESRE (Hlw , FLEDE
BREETH 30% HTEE ) KELERNEARAZE MK REINEETFREERE.

ROIREBERILANROIBERE , AWSFIS UFABRELHT. HTEARGIBMITESR
BRREEXETENRS, EEFSLIARSFRETANSE , YKEAREFRIRFFHNERER,
£

O ES]

- EARM

- BEHRPM

- RIBE

AR S

EEFEATEAERERM

1. £ FARX AWS FIS E 12 & https://console.aws.amazon.com/fis/o
2. TBEERY  BERHEXE,
3. EEMBBERVINMEEEN , BEIMERSFHUERD EIER,
- EEERSNSEERPHERRSIZESD , SO URE RGN EEHIR, & daUREILRE
HHEERE  HTSSmENERERRE , UARERERUARZLIMENTAEFE. &
%, O EEERRGTEENBENEMENR , UREBRIUTARBRENIBTRNBERE
B,
- EEHEHEFN2ERNABRERSIEEY , ZUUEERBRRIIBIINERE RIS EARE,
- EEERSINSERPOFAEARSIEERFT , ZUUKRIBERFINFMARA, ETEIE
IMAE S RGIMERBENFHEER. TEANERLT , SEUUEEEREFLHZENEE X
RAKRKERTPEFNTHAIM. K2 , CERINATEREENERERNER,

(EEESE

ARERTREERARA
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1. 1£ BARK AWS FIS E#2 & https://console.aws.amazon.com/fis/o
. EEEERD  BERMIERE.

. AERBRSERGNMERES  FERERSFHUERS FER
BEERARS , FREINEF  RRBECEHARVIBZLER,
ERVERSARAD  EAEMABEXRNEER,

a. FERFITRLREESEBFRERCBHANSE, LIREEEHRFIETENRERRF
A, oEZBLRSBREREETEE, BREMALINE , FEIRELASHRE. EREDRE
B RRENFEFRE,

b. ELERHAATRRVBEHERSE , EHEBENEREFLRBET. ERERFANE
iRl MRRONEF  RREIMFH LHREFRE,

c. i BAMEFERHEFNHITAC, EUNERRANAE  RALERELBYMNAR,

d. BEZEREAEN AWS CloudWatch B~ , MEZ—RZEZANELLESE., E—2F5 7 H AWS
FIS K= IE &, MNBBIEARFREE R , B LUBREMEH Amazon CloudWatch 2 RAMIER |
HEBENERER,

e. RFIEBRAZAER A= Amazon CloudWatch logssl Amazon S3 78w, #—% 7 #
AWS FIS VB, MREHRREEENER , BAUBREMERELS,
6. EEVEREAS  ERNEVEREL,
7. R AWSFIS AN BRELRET , BEHKRER. £ 7H 32 AWS FIS BRE T,

oA W N

[ i 3= 451

RORERTEENER, HARORNEREX  ERFAFFTBNERAR , BELZEEEAN AWS
FIS, IREEEFARFBAECHEBLB—B D , BAILMEAMERE2—
1. BB AT REARZOIEIL BN AWS FIS BEgA | I & HZEA,

2. KRS 3 MREVPNLER  RARKRSIBBERIBRERIAT , RARFEMERINSH
UEY BN EREAR,

=HBE

ROEFIENRFEERIREAER , MASARGHSHRRGIFR TRFHNEELXNED
THLERE, EAULUEAELALERNEBRRELER , I UERARASHFEERRRFEAD
MERER (F2HE E£RAEM).
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https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
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B ERP AWS FIS ROIEHHNERRH, BwATLAER AWS FIS £ A5 H X EHEH,

WMHBFHMER , FSEBEH AWS FIS ZHIENE,

AWS FIS Z#E T 5| Amazon EC2 fl., ELRFIUEREENHTERASEE. SAUUEABRCHE
B, IEARJFIENERER, HP—ERFIFEH SSM Xt

« EC2 B : TR HE - EBF L —HZE EC2 HTERRRRUTEBAENE,

\

BrESFEERBERRN B REHNTER, FItRAP , RARFLELEHTERE X EBFFE
REGEREETREEM , BRA 5 7E.

« EC2 BN : BiTR - IRRWUBRER XM EC2 RERNEARANTE
EHRGF , BB RSP EERSERERN EC2 HTHEERABRE. BLRMF , LFLE

AIEBMFRERER , EEREC2 HTEEB L\ ANMKRERAREN  SEUKBIBFERRA S
2,

-« EC2 B : CPU - BERE MK CPU B EC2 RERMNEARERNZE,

EERGF , BB EREPEERSEERN EC2 HTHEERABRE. BELRMF , £FALE
A EBEFEREA , FEE EC2 $ITMER LI AR CPU ELEE M , B8 CPU ELBETEER
5 D&,

- EC2 B : iIiREE - RRERBEAREMH L EC2 RERNEBAEANIE,

ERHERFH BB ESPEEREERBN EC2 TERRAB R, EURHIP , BNE
HTEEJWIE*—:%EHTWW HBEREC2 HTER LIANGKREBELIEEN , BELCRERNBFERR
R5%

- EC2 BX : BIRIEE - RRMIBILEE MHLL EC2 AERNERAEXNRE,

HUERHP , KBRS T S ERBFERR EC2 TERRAB R, ELHRAF "‘—IU\E
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Stop-Instances

EAZERHPEHE , S¥E AZPH EC2 BT AR, ERERRE , SITERSENKI.
AZ Availability: Power Interruption@& aws : ec2 : stop-instances , AFEF B REEILZHE AZ 71
FIERTER, HEREBR 6 HITERSENME ., FLLH Amazon EKS EEH EC2 #i1TEERSE
B MIBRAE KA EKS Pod, f=1EEH Amazon ECS B EC2 HITEESE MMM ECS FHKEF1E,

LLEMEAZ B AZ PRIITIV EC2 FIITERB A BE. RIBEHER , CEUERBEA
AzImpairmentPower B{EA W {TEE A BEZEStopInstances, B EEREAR TG ERH
BEHTER , IULZACHEBRRRERER. BEER , ARRTIERNHTER , EKBLt
Bk,

Stop-ASG-Instances

£ AZ ERDETHE AT EE AZ T8 Auto Scaling BEEIEH EC2 HITERS 2R, ERER
%, HITEREEFRE. AZ Availability: Power Interruption®@& aws : ec2 : stop-instances , LAfE
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AzImpairmentPower BEA WHTEEEBEEIceAsg, B UEERE RPN EBTIEETHT
B  RUACESNEBRMAERER., RIFER NIRRT ERNHTER , ASKBLHEE,
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LEENEA A SRR ITERA IAM AEABE., SEXAER ARN ESBE, RIEHER , MRKTE
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{2 ASG Scaling

£ AZ EIRPETHAR , Auto Scaling 2| FE HAEY EC2 API HIlg X , LIER AZ hiEX
MWAE, BAIR2 , T APIs @FF|¥E : ec2:StartInstances, ec2:CreateFleet#
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Auto Scaling B8 A B EIceAsg, BAIUEBREA DA UZEITIEE Auto Scaling Bl , UEB
CHEBIRRTERER, BIBER , WRKRTEERH Auto Scaling 8 , BIZEKIB LB,

I RER

EAZERDEHRE , AZ PHBRBEELFEH, REEEERE , BE AWS REEEEL D EN
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Bl I CECHESRRRERER. RERR , NIRRT EMNEREE , AISKBILEE. F
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BEBER K ZERNTARSSRTEHE , AWS 2EAPEMNBEBERRE. HALBIINEET
FMHE  BRGEERERENATERRLE,
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BE, BIFEEN% , cUEEEEBESI# AzInpairmentPower F{E WERAR
RecoverAutoshiftResources, ZRAIUEERBAFHUHEBEFEBEER , IUEESHWEERR
RIEFZER, fln , EUBLEFHEARISENESR. BEER , IRRTIERNER , A
B L B E,
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AZ EFRTE# , —BEERRE , @PBoNHTERTESEDECIEN EBS #iikE, AZ
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BIFFERR  REREATHTERK L BARENHBRESERABE. KBENEEEREA
AzImpairmentPower B{EA Wi E S BEAPIPauseVolume, BRI BRE AP AL ER T
EHRE  RUCEBCHEBRAERER, RIFER NIRRT ERWHURE , AISKBLEE,
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MEEFEHBFITBBENER  SHESRBERNTHEH AP RERE, SESHEAZ PHRETERL
B RF , {58 A Lt B R 2ORIE A .

WEMELLFRRABE, KTHER , TEUEEE A AzInpairmentPower HEA B FHEKAH
BDisruptSubnet, BANEERSEBATEILERTEZFEE , SIUNECEESHNEBRRERER.
RIFFERR , MRETEERN FHEE , AlFEiBtBE,

BR 51

- WRHIFTBEELFEY. ERAEXERNELREESEEEREAS,
- EEZAZ F |, £ EC2 L#1TH Amazon EKS Pod #$L EC2 TEEEE#R 1L , W H BRI
EC2 Hi%. T8 , T ETE AWS Fargate L #117# Amazon EKS Pod,

- EEEAZ P, £ EC2 L#1TH Amazon ECS EH#5 5L EC2 TEE B L | W HHRE I
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R

- BAENFFAHIEE AWSFIS ERAE,
- EREBLAEAIEREGNER. EETUERALECSNRLEF IR P EERNRRER,

AT

ARC EiF B BEBFEA IAM IRIGELE A BAWSServiceRoleForZonalAutoshiftPracticeRunf
REFTEHERE, LAGHKER IAM ZEBXK AWSZonalAutoshiftPracticeRunSLRPolicy, &
TEEFHREIUAR, EEM AWSCLI, = AWS SDK 1y AZ ELHFETRHIEIERE AR AWS B
BEXEAK , ARCEAZEIRKERAR, NEFMEEN , F2HEARC PEARKELAGE
TESEBSHES.

THBEREF AWS FIS HEMEFT |, LLE{TEHE AZ Availability: Power InterruptionRIHI &5, 1L
RUOAEEIERAE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowFISExperimentLoggingActionsCloudwatch",
"Effect": "Allow",
"Action": [
"logs:CreateLogDelivery",
"logs:PutResourcePolicy",
"logs:DescribeResouxcePolicies",
"logs:DescribelLogGroups"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:network-acl/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkAcl",
"aws:RequestTag/managedByFIS": "true"
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Y,

"Effect": "Allow",
"Action": "ec2:CreateNetworkAcl",
"Resource": "arn:aws:ec2:*:*:network-acl/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkAclEntry",
"ec2:DeleteNetworkAcl"

1,

"Resource": [
"arn:aws:ec2:*:*:network-acl/*",
"arn:aws:ec2:*:*:vpc/*"

1,

"Condition": {

"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

"Effect": "Allow",
"Action": "ec2:CreateNetworkAcl",
"Resource": "arn:aws:ec2:*:*:vpc/*"

"Effect": "Allow",

"Action": [
"ec2:DescribeVpcs"”,
"ec2:DescribeManagedPrefixLists",
"ec2:DescribeSubnets",
"ec2:DescribeNetworkAcls"

1,

"Resource": "*"
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"Effect": "Allow",

"Action": "ec2:ReplaceNetworkAclAssociation",

"Resource": [

"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-acl/*"

"Effect": "Allow",
"Action": [

"rds:FailoverDBClustexr"

1,

"Resource": [

"arn:aws:rds:*:*:cluster:*"

"Effect": "Allow",
"Action": [

"rds :RebootDBInstance"

1,

"Resource": [

"arn:aws:xds:*:*:db:*"

"Effect": "Allow",
"Action": [

"elasticache:DescribeReplicationGroups",
"elasticache:InterruptClusterAzPower"

1,

"Resource": [

"arn:aws:elasticache:*:*:replicationgroup:*"

"Sid": "TargetResolutionByTags",

"Effect": "Allow",
"Action": [

"tag:GetResources"

1,

"Resource": "*"
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"Effect": "Allow",

"Action": [
"ec2:StartInstances",
"ec2:StopInstances"

1,

"Resource": "arn:aws:ec2:*:*:instance/*"

"Effect": "Allow",
"Action": [
"ec2:DescribelInstances"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"kms :CreateGrant"
]I
"Resource": [
"arn:aws:kms:*:*:key/*"
1,
"Condition": {
"StringLike": {
"kms:ViaService": "ec2.*.amazonaws.com"
},
"Bool": {
"kms :GrantIsForAWSResouxce": "true"

"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:PauseVolumeIO"

1,
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"Resource": "arn:aws:ec2:*:*:volume/*"

"Sid": "AllowInjectAPI",

"Effect": "Allow",

"Action": [
"ec2:InjectApiExror"

1,

"Resource": [

g

1,
"Condition": {
"ForAnyValue:StringEquals": {
"ec2:FisActionId": [
"aws:ec2:api-insufficient-instance-capacity-errox",
"aws:ec2:asg-insufficient-instance-capacity-errox"

"Sid": "DescribeAsg",

"Effect": "Allow",

"Action": [
"autoscaling:DescribeAutoScalingGroups"

1,

"Resource": [

Mg

ESVIAES

THRAEZTRH. bt JSON AT AREE , ¥ FEH AWS &S 5IFRE (AWS CLI) FH) create-
experiment-template AW SREBILERE LR, MBEZIMAHERS , 5BiEih FIS EEEPHERFIER
E.

"targets": {
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"IAM-role": {
"resourceType": "aws:iam:role",
"resourceArns": [],
"selectionMode": "ALL"
},
"EBS-Volumes": {
"resourceType": "aws:ec2:ebs-volume",
"resourceTags": {
"AzImpairmentPower": "ApiPauseVolume"
I
"selectionMode": "COUNT(1)",
"parameters": {
"availabilityZoneIdentifier": "us-east-1a"
I
"filters": [
{
"path": "Attachments.DeleteOnTermination",
"values": [
"false"
]
}
]
},
"EC2-Instances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"AzImpairmentPower": "StopInstances"
I
"filters": [
{
"path": "State.Name",
"values": [
"running"
]
},
{
"path": "Placement.AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL"
I
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"ASG": {
"resourceType": "aws:ec2:autoscaling-group",
"resourceTags": {
"AzImpairmentPower": "IceAsg"
},
"selectionMode": "ALL"
},
"ASG-EC2-Instances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"AzImpairmentPower": "IceAsg"
I
"filters": [
{
"path": "State.Name",
"values": [
"running"
]
},
{
"path": "Placement.AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL"
I
"Subnet": {
"resourceType": "aws:ec2:subnet",
"resourceTags": {
"AzImpairmentPower": "DisruptSubnet"
},
"filters": [
{
"path": "AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL",
"parameters": {3}
I
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"RDS-Cluster": {

"resourceType": "aws:rds:cluster",
"resourceTags": {

"AzImpairmentPower": "DisruptRds"
},

"selectionMode": "ALL",
"parameters": {

"writerAvailabilityZoneIdentifiers": "us-east-1a"
}
I
"ElastiCache-Cluster": {
"resourceType": "aws:elasticache:replicationgroup",
"resourceTags": {
"AzImpairmentPower": "DisruptElasticache"
},
"selectionMode": "ALL",
"parameters": {
"availabilityZoneldentifier": "us-east-1a"
}
}

iy
"actions": {
"Pause-Instance-Launches": {

"actionId": "aws:ec2:api-insufficient-instance-capacity-error",
"parameters": {
"availabilityZoneIdentifiers": "us-east-1la",

"duration": "PT30M",
"percentage": "100"

},
"targets": {
"Roles": "IAM-role"
}
},
"Pause-EBS-I0": {
"actionId": "aws:ebs:pause-volume-io",

"parameters": {
"duration": "PT30M"

1,
"targets": {

"Volumes": "EBS-Volumes"
I

"startAfter": [
"Stop-Instances",
"Stop-ASG-Instances"”
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]
I
"Stop-Instances": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"completeIfInstancesTerminated": "true",
"startInstancesAfterDuration": "PT30M"
I
"targets": {
"Instances": "EC2-Instances"
}
I
"Pause-ASG-Scaling": {
"actionId": "aws:ec2:asg-insufficient-instance-capacity-error",
"parameters": {
"availabilityZoneIdentifiers": "us-east-1la",
"duration": "PT30M",
"percentage": "100"
},
"targets": {
"AutoScalingGroups": "ASG"
}
},
"Stop-ASG-Instances": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"completeIfInstancesTerminated": "true",
"startInstancesAfterDuration": "PT30QM"
},
"targets": {
"Instances": "ASG-EC2-Instances"
}
},
"Pause-network-connectivity": {
"actionId": "aws:network:disrupt-connectivity",
"parameters": {
"duration": "PT2M",
"scope": "all"
},
"targets": {
"Subnets": "Subnet"
}
},
"Failover-RDS": {
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"actionId": "aws:rds:failover-db-cluster",
"parameters": {3},
"targets": {
"Clusters": "RDS-Cluster"
}
.
"Pause-ElastiCache": {
"actionId": "aws:elasticache:replicationgroup-interrupt-az-power",
"parameters": {
"duration": "PT30QM"
},
"targets": {
"ReplicationGroups": "ElastiCache-Cluster"
}
}
.
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": ""
}
1,
"roleArn": "",
"tags": {
"Name": "AZ Impairment: Power Interruption"
.

"logConfiguration": {
"logSchemaVersion": 2

},

"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"

},

"description": "Affect multiple resource types in

and explicit ARNs, to approximate power interruption

}

AZ: Application Slowdown

a single AZ, targeting by tags
in one AZ."

BRI LAE A AZ : Application Slowdown 6l , FE— AR (AZ) AWERZ B 5| ABENNIEE,
GRS ECEARNSENTZER , ER—EBIHE K ERBAREHE, c8ABEERZ
B RS NEERE, BRAEARKREEERCANRE — RAHFER., DENERHS , URAR
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2. ARNREEHNEMBER. WRIIBENBIABAMRE. ARETRE. RREARAHE
BNHRBE  URKRE AZ RBSHRRBRERE,

E"E“

RBER , LEFIRS 200 SHNEEF N EFHET A ESA B EER2 B 100% BEAR |, &
@M 30 28, LTLEM AWS FIS TRATHFEELASBYT IR ERHBRAR TS
B REERSERDE

- ARAESE - BALENREERFFEENATAESE,

- ZE¥ (ms) WIEE - RIFEABRINNBRBENZRETRAE, U, EANAEBBRNEARIRE
BREMNIZE , IREESNEERAIGARKEE, SZREFAENEARNEENSEMARE,

- RERESL-BAONBE—SHoNRE, S, BATLFTIE 200 EWIEE | € 25% WERRRE |
LAHE AT E AR AR,

- BEKE - REERITHEBRE. ZUUEE LETERNIE , IBTERNFENE. §
W, BIFERERES 2 /MR, UERGZENER T RSN ERES,

- EREE-GUUFERER (BEARN EC2 #ITEIE EC2 5 Fargate L# ECS 171 ) HEHK
(EAM EC2 £H EKS Pod) , AERBRFIEREEER. ZAEETECHERINER K FEA
REIPREHTFERE. VRETEFEAEEIER , EUUEREEEMSE  BBERELEESR
Ro

- BEF] - IREFTEH EC2 X ECS ERFZAEE , ANURBEEEEREENEE, ERTERIME
MEEENER , MESKBEHE, T8 , WRETHEE EKS BERFXABE , LERRRfh=L
BEREKS BMEFNER , RATEERM EKS BEHAT. NEEBHANERT , BUlEZESNE
ERE Ay E BB 1,

BF

UTBEEBEMEBREFSIABANLE K RREEBERAENEE , HEAHHEE - AZFEMYER
BB ZER. ELBFEFITHNT , SEDEFERSHIE 200 EVWIEE 30 7iE. FUHHEZ
® EESEIEEBR. ERFAEDVPFEETIED-—BEEFREETEHNT : EC2 HIT{EE. ECS £
#%5 EKS Pod,

ECS R iLIE

AZ : Application Slowdown 8% aws : ecs : task-network-latency , SA5| A\ ECS {EHHEE, B
ELAFTE AZ FIVEKR A BE, RIBFERR , ©EUUEShitps:/docs.aws.amazon.com/AmazonECS/
latest/developerguide/ecs-using-tags.html# & AZApplicationSlowdown B4 BWEKAH
FLatencyForECS, BAUFEAHEESHERIMRERER , II¥RFIEBFEEZTH. NREKTIE
MHETH , BISBBLEE, £ ECS LHTERZH , BEEMR ECS EXEENERES R,
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EKS #8538 258

AZ : Application Slowdown @& aws : eks : pod-network-latency , BA5| A EKS Pod HIZEE, EjfELA
FTiE AZ FY Pod BB, RIBEFEE , cEUEEREK key=value EBNEERMN Pod BEF. &
HHTEERIZE B AZApplicationSlowdown=LatencyForEKS, &ALAEA B CHERETERE
%8, USHERFIEE Pod, MRERTIERMN Pod , BIEEIBIEEE, £ EKS LHTER T , &
FEZEE EKS Pod BI{ERIERES B

EC2 #85 iTiE

AZ : Application Slowdown £/ aws : ssm : send-mand E#EXRH 1T AWSFIS-Run-Network-
Latency-Sources X , BABI A EC2 #1THEIBMIEE, EELPNE AZ PN HTERABEE. BIE
FEE% , ©E2EUEShttps://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/Using_Tags.html& &
AZApplicationSlowdown BfEA WEITERABZELatencyForEC2, EALAER EHCWERRNK
BERER K HEBMEEHTER., NIRRT ERNHTER , AISHKBILEE, EFEHA SSM
£ EC2 LHITEBR 2 , BERKELE AWS Systems Manager fRIEFE,

PR 751
- WRHIFLEELEE, BRARXERNF LG4 B EEERNER,

23R

- BYXENFFAHEE AWSFIS BERAE,
- BEERTS 3 ERETNEMN—EERRSBER  EC2 #{T{E. ECS E#H = EKS Pod,
- RBIKFRE B EHLAMRERR VPC H,

S
BEHTHRS , CEEEFEEERN IAM B , AFF FIS #HHEEERTPEENERELREIA

BMZERE : EC2, ECS M EKS, E#&#% AZ : Application Slowdown A ERE AR  FISE
FEAEEERMTY AWS SERERALEY At

« AWSFaultinjectionSimulatorEC2Access

« AWSFaultinjectionSimulatorECSAccess

« AWSFaultinjectionSimulatorEKSAccess
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ERAEER

MREEABEEN IAM A ERHIT AZ : Application Slowdown Rl |, BE]LUEE T I BUERRZEF
AWS FIS AEHFFH :

"Version": "2012-10-17",
"Statement": [

{

"Sid": "DescribeTasks",

"Effect": "Allow",

"Action": "ecs:DescribeTasks",

"Resource": "*"

"Sid": "DescribeContainerInstances",
"Effect": "Allow",

"Action": "ecs:DescribeContainerInstances",
"Resource": "arn:aws:ecs:*:*:container-instance/*/*"
"Sid": "DescribeInstances",

"Effect": "Allow",

"Action": "ec2:Describelnstances",
"Resource": "*"

"Sid": "DescribeSubnets",

"Effect": "Allow",

"Action": "ec2:DescribeSubnets",
"Resource": "*"

"Sid": "DescribeCluster",

"Effect": "Allow",

"Action": "eks:DescribeCluster",
"Resource": "arn:aws:eks:*:*:cluster/*"

"Sid": "TargetResolutionByTags",
"Effect": "Allow",

"Action": "tag:GetResources",
"Resource": "*"

AZ: Application Slowdown
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ERAEER

E VAR

"Sid": "SendCommand",

"Effect": "Allow",

"Action": [

"ssm:SendCommand"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*",
"arn:aws:ssm:*:*:managed-instance/*",
"arn:aws:ssm: *:*:document/*"

"Sid": "ListCommands",

"Effect": "Allow",

"Action": [
"ssm:ListCommands"

]I

"Resource": "*"

"Sid": "CancelCommand",

"Effect": "Allow",

"Action": [
"ssm:CancelCommand"

]I

"Resource": "*"

THABRERT EH|, Itk JSON ATARMERF , LA AWS a5 5IRE (AWS CLI) H#Y create-

experiment-template I8 S REMLERE LR, MBEZIREHERS ,

B, YEIERARRIER.

EER
aRlE

# FIS TR AFHRMER

{
"tags": {
"Name": "AZ: Application Slowdown"
},
"description": "Add latency between resources within a single AZ.",

"actions": {
"LatencyForEKS": {

AZ: Application Slowdown
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"actionId": "aws:eks:pod-network-latency",
"parameters": {
"delayMilliseconds": "200",
"duration": "PT30M",
"flowsPercent": "100",
"interface": "DEFAULT",
"kubernetesServiceAccount": "fis-service-account",
"sources": "us-east-la"
},
"targets": {
"Pods": "TargetsForEKS"
}
},
"LatencyForEC2": {
"actionId": "aws:ssm:send-command",
"parameters": {
"duration": "PT30M",
"documentArn": "arn:aws:ssm:us-east-1::document/AWSFIS-Run-Network-

Latency-Sources",

"documentParameters": "{\'"DelayMilliseconds\":\"200\",\"Sources\":\"us-
east-1a\",\"Interface\":\"DEFAULT\",\"TrafficType\":\"egress\",\"DurationSeconds\":

\"1800\",\"FlowsPercent\":\"100\",\"InstallDependencies\":\"True\"}"

3,
"targets": {
"Instances": "TargetsForEC2"

},
"LatencyForECS": {
"actionId": "aws:ecs:task-network-latency",
"parameters": {
"delayMilliseconds": "200",
"duration": "PT30QM",
"flowsPercent": "100",
"installDependencies": "true",
"sources": "us-east-1la",
"useEcsFaultInjectionEndpoints": "true"
},
"targets": {
"Tasks": "TargetsForECS"
I
"startAfter": []

iy
"targets": {

AZ: Application Slowdown
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"TargetsForEKS": {
"parameters": {
"availabilityZoneIdentifier": "us-east-1a",
"clusterIdentifier": "",
"namespace": "default",
"selectorType": "labelSelector",
"selectorValue": "AZApplicationSlowdown=LatencyForEKS"
I
"resourceType": "aws:eks:pod",
"selectionMode": "ALL"
},
"TargetsForEC2": {
"filters": [
{
"path": "Placement.AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"resourceTags": {
"AZApplicationSlowdown": "LatencyForEC2"
},
"resourceType": "aws:ec2:instance",
"selectionMode": "ALL"
I
"TargetsForECS": {
"filters": [
{
"path": "AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"resourceTags": {
"AZApplicationSlowdown": "LatencyForECS"
I
"resourceType": "aws:ecs:task",
"selectionMode": "ALL"
}
I
"experimentOptions": {
"accountTargeting": "single-account",
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"emptyTargetResolutionMode": "skip"

.
"stopConditions": [
{
"source": "none"
}
]

Cross-AZ: Traffic Slowdown

BRLMEREBERES  RESEARICEAHESX , IhET MRS T ESE (AZs) < ERE. H
BEAEFEETARET. Mol FRBARCHE, CEXEERERZENBERRELEAH
BER, MEREAREFEFR<BNRE — AHBR, QENERHS , URMAREE. B[NRE
ZENHMET. WROIBRBEAUBAMRE. ARERRE. EETHESBEATRREARER
BREMMBMKRYE | DIRRE AZ RRFERRIERRK,

BIRFER , BOISHK 15% HIEKXRFA 100% REMME AZ < BERERNELRRRE , $ERER
30 ZiE. EALAEM AWS FIS TREFNRELRASBYRELR , ERIIBERFRTISH , A&
EREEREE

- JRAES - GAREELENTHES , MHSEASRZTRAEIEAZEIRNEMWAZS,

- HEIBEX - BHLBREEETHAMAPERNE , 6l 5% RES , UAERBRENBARRMER
HEH , Bl 50% , WEE 100% NWEERTE

- REESL - BAOUBE-—SoHRE. HlW, BALUEA 15% WEGENK , & 25% WRER
2, BUETEMBATRIE.

- FEKE - REERVITHREARE., SUAMRE LETERNAE , IRTERNFENE, 5
W, BEHERERES 2 /ME , URBESBHRGTRAEEREE,

- EREE-BALUEAER (EAR EC2 #1T{E8Z EC2 5 Fargate L# ECS £ ) HER
(EAM EC2 LM EKSPod) , AEBRFIEZEZER, BUNEEECHERNES , SEHR
REFEENTERE, NRETEFEAEBRER , BUUEREEHMWS Y  BEERELABEZES
o

- BE] - IRETEH EC2 X ECS ERFZABE , ATMUREEEEREENEE, ERTEHRIME
MEHENER K MESKBEE, TiB , MRETEN EKS ERZRAEE , CEZINRhTS
BBREKS BMEFERE , RATEERM EKS BEEAT. NEEBMANEL , BUUEZBRE
B A o i B B B
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BF

UTBFEEER , BBKREBR AZs NEHBEAHLEXRSIABEEERSTNEM AZs , HEIE
AZ c BEMKEREBNIER, ELEBESFTHT , BEDFEEREEA 15% HEEX 30 7E, &
LB z®  BASREEE, KLREEEINN AZ PELFETIEP—EERER T REHIT | EC2
#{TERE. ECS £#3 EKS Pod,

ECS Mk HaEX

EAAESE  REEIE ST aws : ecs : task-network-packet-loss , BUEA ECS £ Ha&

Ko, BEUFTE AZ FNEBABE , YIBEHREHT B HM AZsHELHER, LaILUE
BREBELR Sources MUIERBIR AZsE— S BITFENEE, RIBFER , cEUE
Ehttps://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-using-tags.html#& &
CrossAZTrafficSlowdown B{EA W{E# A B#EPacketLossForECS, B LA B S HWERE
RERER , ERVIEBFTEEEE. URBTIERNEE , AEmBLEE. £ ECS LHTE
Ehonl , BIEREE ECS EHBENRES B,

EKS Wi H B X

B AR : RESIEEHE aws : eks : pod-network-packet-loss , BLUEA EKS Pod B &iE %, Bk
AP AZ Hi Pod RER , YR EHHEERBHAEHM AZsEHBEF. EUNEBFREESELR
Sources WU IERBIR AZsE— T BIIFENEE, BRIETERE , C2UEEFKR key=value BEEH
EEAN Pod BEE, RUENTEREESE CrossAZTraffic=PacketLossForEKS, &aLAFER B
CHESRRERER , I LEBHTIEE Pod, MRKTEERN Pod , AISHBLILEIE, £ EKS
FETERCH , BEBEE EKS Pod BIEMERES R,

EC2 @R H 2R X

=Tl A [E : Traffic Slowdown £/ aws : ssm : send-mand B)YEX®R#11T AWSFIS-Run-Network-
Packet-Loss-Sources X , BUEA EC2 BTHEIEBHNHBIEX , WIEREHEES R MAEHMAZS
BEHBERA. BULUEBFEEELR Sources MBI BIR AZSE—S BT ENEE, BE
DAPME AZ FIVEIITEIR A B &, RIBFERR , ©8UEKNttps://docs.aws.amazon.com/AWSEC2/
latest/UserGuide/Using_Tags.htm|®& & CrossAZTrafficSlowdown BEEA N TEE AR
¥EPacketLossForEC2, B AFABECHERRNRERER , B LEBMEEHTEE. WFR
BABERNETEE b MSRBLtEE, 7£6H SSM £ EC2 LHTER 1 , BERKRTE AWS
Systems Manager RIZFE .

BR
- WRAITEEELES. BARXERNE RGBT EEERESL,
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R

- BAENFFAHIEE AWSFIS ERAE,
- BEERTH IS ERRFNEA-—BERRABR  EC2 #11TE#E. ECS EH = EKS Pod,
- RHIMNFrE B RBLXEVRERR VPC H,

S|

BEHMTHRS  SEEEREEHEN IAM A€ , RFFFIS HHEEERTBEENEREEEEIA
BMZERR : EC2, ECS MEKS, EZRETAE : RERERIIEZVERALRE , FISEHEARE
EHEMTI AWS SEBRRAEEY A6

« AWSFaultinjectionSimulatorEC2Access

» AWSFaultinjectionSimulatorECSAccess
« AWSFaultlnjectionSimulatorEKSAccess

MBEBERAREN IAM AERBHTENHE : REFZERS , ELUEZETIBEREEF AWS FIS %
EWET
{

"Version": "2012-10-17",
"Statement": [

{
"Sid": "DescribeTasks",
"Effect": "Allow",
"Action": "ecs:DescribeTasks",
"Resource": "*"
I
{
"Sid": "DescribeContainerInstances",
"Effect": "Allow",
"Action": "ecs:DescribeContainerInstances",
"Resource": "arn:aws:ecs:*:*:container-instance/*/*"
I
{
"Sid": "DescribeInstances",
"Effect": "Allow",
"Action": "ec2:Describelnstances",
"Resource": "*"
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},
{

"Sid": "DescribeSubnets",

"Effect": "Allow",

"Action": "ec2:DescribeSubnets",

"Resource": "*"

},
{

"Sid": "DescribeCluster",

"Effect": "Allow",

"Action": "eks:DescribeCluster",

"Resource": "arn:aws:eks:*:*:cluster/*"

},
{

"Sid": "TargetResolutionByTags",

"Effect": "Allow",

"Action": "tag:GetResources",

"Resource": "*"

},
{

"Sid": "SendCommand",

"Effect": "Allow",

"Action": [

"ssm:SendCommand"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*",
"arn:aws:ssm:*:*:managed-instance/*",
"arn:aws:ssm: *:*:document/*"

]

},
{

"Sid": "ListCommands",

"Effect": "Allow",

"Action": [

"ssm:ListCommands"

1,

"Resource": "*"

},
{

"Sid": "CancelCommand",

"Effect": "Allow",

"Action": [

"ssm:CancelCommand"
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]I

"Resource": "*"

E VAR

THRBEEZRTRH. tk JSON AT AREE , MEA AWS S FIFRE (AWS CLI) FH) create-
experiment-template AW S REBILERE LR, MBEZITMAHERS , FFiEih FIS EREPHERFIEN
E , XeIFERARRIER,

{
"tags": {
"Name": "Cross-AZ: Traffic Slowdown"
I
"description": "Inject packet loss to disrupt and slow down traffic between AZs.",

"actions": {
"PacketLossForEC2": {
"actionId": "aws:ssm:send-command",
"parameters": {

"duration": "PT30QM",

"documentArn": "arn:aws:ssm:us-east-1::document/AWSFIS-Run-Network-
Packet-Loss-Sources",

"documentParameters": "{\"Sources\":\"us-east-1b,us-east-1c,us-
east-1d,us-east-1e,us-east-1f\",\"LossPercent\":\"15\",\"Interface\" :\"DEFAULT\",
\"TrafficType\":\"egress\",\"DurationSeconds\":\"1800\",\"FlowsPercent\":\"100\",
\"InstallDependencies\":\"True\"}"

},
"targets": {
"Instances": "TargetsForEC2"
}
},
"PacketLossForECS": {
"actionId": "aws:ecs:task-network-packet-loss",
"parameters": {
"sources": "us-east-1lb,us-east-1c,us-east-1d,us-east-le,us-east-1f",
"lossPercent": "15",

"duration": "PT30M",

"flowsPercent": "100",
"installDependencies": "true",
"useEcsFaultInjectionEndpoints": "true"

}I
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"targets": {
"Tasks": "TargetsForECS"
}
I
"PacketLossForEKS": {
"actionId": "aws:eks:pod-network-packet-loss",
"parameters": {
"sources": "us-east-1lb,us-east-1c,us-east-1d,us-east-1le,us-east-1f",
"lossPercent": "15",
"duration": "PT30M",
"flowsPercent": "100",
"interface": "DEFAULT",
"kubernetesServiceAccount": "fis-service-account"
I
"targets": {
"Pods": "TargetsForEKS"
}
}
},
"targets": {
"TargetsForEC2": {
"filters": [
{
"path": "Placement.AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"resourceTags": {
"CrossAZTrafficSlowdown": "PacketLossForEC2"
I
"resourceType": "aws:ec2:instance",
"selectionMode": "ALL"
},
"TargetsForECS": {
"filters": [
{

"path": "AvailabilityZone",
"values": [
"us-east-1a"

1,
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"resourceTags": {
"CrossAZTrafficSlowdown": "PacketLossForECS"
},
"resourceType": "aws:ecs:task",
"selectionMode": "ALL"
.
"TargetsForEKS": {
"parameters": {

"availabilityZoneIdentifier": "us-east-1a",
"clusterIdentifier": "",
"namespace": "default",
"selectorType": "labelSelector",
"selectorValue": "CrossAZTrafficSlowdown=PacketLossForEKS"
.
"resourceType": "aws:eks:pod",
"selectionMode": "ALL"
}
.
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
.
"stopConditions": [
{
"source": "none"
}
]

Cross-Region: Connectivity

A LAE A Cross-Region: Connectivity R IR HE EREFHE BNt EHNEREERRE , X
' {£ Amazon S3 fl Amazon DynamoDB ZEE£IHER KN EREFEE., BE : EReFERE
LHTERCEINELEARINRE (BERESE), RELEERMERES (BNHESE) 2EFHH
EREBEARETETZERNEHE, RE AWS ZERENRE TREELEHE,

EEEINERESEFNE N ESPNERE | LRI AR RES EEERREN T ImEREE,
COREBEHEERFENKER  HEXEREFSI AN ESNERRE, CHEEE S3
DynamoDB £ &R KRN EEFHER. HEREHKBRTE B ENEE,
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BF

THSESHEHEFFEZE AWS RENEEFER, BESFETHT. RIBER , LEFSHERE
3/ RS AEM 12 N ERRE,

o G B & B E AR

Cross Region: Connectivity @& aws : network : transit-gateway-disrupt-cross-region-connectivity ,
DHHEHRERESEP VPCs ElIEHAEFNEZB Wi EHFT VPCs WERFHERRE. ETERE
HEREHRK VPC inHMNFE , EEHEREENESP VPC inR BNt 2 EREBHRE,

B EEERESNBNEEFNERFERAB R, RIEER , c8UEEEEEA
DisruptTransitGateway BfEA WERMES B FEAllowed, B UEERE ARG HZR T
ZEHFE , IUCEHEHEBRRAERER, RIZHER , IRKTIERNERFE , ISR BLLE
(=N

o B - B AR

Cross Region: Connectivity @& aws : network : route-table-disrupt-cross-region-connectivity , JAEf
SHtEREE S VPCs FIEMEEFANE AWS IP BN EEIGMARRE. BXNE IP BRIFER
Y3t R E AWS FRIGiRE , Bl S3 EBEinS , URZERBH AWS IP B |, flmARERFE
2571 Amazon API Gateway B9 IP #itit, LtE)FthE@HERERESIENBEFNISES VPC B
ERRRER, eTEREHEREED VPC inMMFE , EESHERE BNESF VPC wEE
Hyith 2 BEREFHNRE,

HBEAERESTH FEBEAER, RBERER , EEUERA R/ DisruptSubnet BER K7
ABEAllowed, LR UEBREAPRLEERFEE 7HEE  UEACHEBRRAERER, 1B
B, MRRTI AN FHEE , AEmBLEE.

i VPC i BELR

Cross Region: Connectivity @& aws : network : disrupt-vpc-endpoint 1§82 B 2 VPC i B FHEE <
FRASHYELR, a0 | IR VPC i B I com.amazonaws.us-east-1.ec2 WG ER |, BIZXRIEHELR
e,

LLEMELBREFFH VPC inHABE, RIETER . ©EUEEFE A DisruptVpcEndpoint ZEN N E
VPC % ABE , HEA Allowed, BAUEEREAFNHEBHIEE VPC K , UEECH
EHEIRTERER, BIBEENR , NRETIERW VPC wE , BISRIBILE#E,
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HZS3EE

Cross Region: Connectivity @& aws : s3 : bucket-pause-replication , AEEREREET B ERFE
FRENESN S3ER. RENGEFSIEREFNEEKIZEE. ROIGERE , RETREER
SREENIFENEERE. FIiE  EEREMEVHARSAHENRRE K SREBERSESBIURYG L
EERFIBNWERMARMTRE,

EERBAEESES (CRR) WERESTH S3RFFEESERABNLESFTHN S3 REFHE,
RIBTER , CEUERE S BEDisTuptS3R NEEFITEABEFEALLowed, BHEEREBAD
LEBFEERETE UL ECHEERRAERER, REER , NIRRT IATRNREEFTE | A
SHIB L EE.

¥{Z DynamoDB £ &

Cross-Region: Connectivity ‘@& aws : dynamodb : global-table-pause-replication , SAE {55 & [E 13
HAHMtERcENER , SEENEE. EUhLEERIERESRI , EFEREHMER
BHEE. ROGERE , ERRETERTIFNKEREE. FI5  EEREMEENEALSMENK
B, eRBEERFERBANENRNEERMERFTE,

EMEL B RIS F DynamoDB £ EiFH BN NRE —HLHERKAB R, BIEER , c8UERS
A DisruptDynamoDbBEA HER KA BZEALlowed, B EEREAPSHERFTIEETER
®, UL ECHWEBIRRTERER, BIBER , NRRTIAERN2HER K , MK BIEIE,

¥{= MemoryDB ZEHEE

Cross-Region: Connectivity ‘@& aws : memorydb : multi-region-cluster-pause-replication , AE &1
EREFTHNEINEEEEEIEESESEETHMOBEENER. HEHREEECBNEER
TREE RIGERE , ERERTENKEMEE. Fi58 K EREAEERSECERSERNNKEES
BEERSEREAUARBEABRENEREZRMAMTE,

LLEMEUBREF T EFEEKEM MemoryDB ZEIFHEEAEE, RIFER , EUE
Bhttps://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Tagging.himIEEE A
DisruptMemoryDBEEA WZEHEE A HEZEAllowed, B EEREATELERTEEZE
HEE K FIULACHEBRINRERER. REER K MRERTIERNESE , ASHBLEE,

BR 5
- WRHIFLEELGES. ERARXERNF LG4 EEERERL,
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R

- BAENFFAHIEE AWSFIS ERAE,
- EFEBAAEAINEREENER. ELWUERALECSNELELF NI/ PERNRRER,

S|

THIBERIEF AWS FIS XEMFFT , LL#1TE A Cross-Region: Connectivity RFINE R, LLEER %
REZINERAE,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "RouteTableDisruptConnectivityl",
"Effect": "Allow",
"Action": "ec2:CreateRouteTable",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity2",
"Effect": "Allow",

"Action": "ec2:CreateRouteTable",
"Resource": "arn:aws:ec2:*:*:vpc/*"

"Sid": "RouteTableDisruptConnectivity21l",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateRouteTable",
"aws:RequestTag/managedByFIS": "true"

}I
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{
"Sid": "RouteTableDisruptConnectivity3",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface",
"aws:RequestTag/managedByFIS": "true"
}
}
I
{
"Sid": "RouteTableDisruptConnectivity4",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateManagedPrefixList",
"aws:RequestTag/managedByFIS": "true"
}
}
I
{
"Sid": "RouteTableDisruptConnectivity5",
"Effect": "Allow",
"Action": "ec2:DeleteRouteTable",
"Resource": [
"arn:aws:ec2:*:*:route-table/*",
"arn:aws:ec2:*:*:vpc/*"
1,
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"
}
}
I
{
"Sid": "RouteTableDisruptConnectivity6",
"Effect": "Allow",
"Action": "ec2:CreateRoute",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
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"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity7",
"Effect": "Allow",
"Action": "ec2:CreateNetworkInterface",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity8",

"Effect": "Allow",

"Action": "ec2:CreateNetworkInterface",

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Sid": "RouteTableDisruptConnectivity9",
"Effect": "Allow",
"Action": "ec2:DeleteNetworkInterface",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivitylQ@",
"Effect": "Allow",
"Action": "ec2:CreateManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

Cross-Region: Connectivity
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iy

"Sid": "RouteTableDisruptConnectivityll",
"Effect": "Allow",
"Action": [
"ec2:DeleteManagedPrefixList",
"ec2:ModifyManagedPrefixList"
1,
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/managedByFIS": "true"

"Sid": "EC2DescribeResources",

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeVpcs",

"ec2:DescribeVpcPeeringConnections",

"ec2:DescribeManagedPrefixLists",

"ec2:DescribeSubnets",

"ec2:DescribeRouteTables",

"ec2:DescribeVpcEndpoints",

"ec2:DescribeTransitGatewayAttachments",
ec2:DescribeTransitGateways",
"ec2:DescribeSecurityGroups"

]I

"Resource": "*"

"Sid": "RouteTableDisruptConnectivityl4",
"Effect": "Allow",
"Action": "ec2:ReplaceRouteTableAssociation",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:route-table/*"

ec2:DescribeTransitGatewayPeeringAttachments",
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{
"Sid": "RouteTableDisruptConnectivityl5",
"Effect": "Allow",
"Action": "ec2:GetManagedPrefixListEntries",
"Resource": "arn:aws:ec2:*:*:prefix-list/*"
I
{
"Sid": "RouteTableDisruptConnectivityl6",
"Effect": "Allow",
"Action": "ec2:AssociateRouteTable",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:route-table/*"
]
},
{
"Sid": "RouteTableDisruptConnectivityl7",
"Effect": "Allow",
"Action": "ec2:DisassociateRouteTable",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"
}
}
I
{
"Sid": "RouteTableDisruptConnectivityl8",
"Effect": "Allow",
"Action": "ec2:DisassociateRouteTable",
"Resource": "arn:aws:ec2:*:*:subnet/*"
I
{
"Sid": "RouteTableDisruptConnectivityl9",
"Effect": "Allow",
"Action": "ec2:ModifyVpcEndpoint",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"
}
}
},
{
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"Sid": "TransitGatewayDisruptConnectivityl",

"Effect": "Allow",
"Action": [

"ec2:DisassociateTransitGatewayRouteTable",
"ec2:AssociateTransitGatewayRouteTable"

1,

"Resource": [

"arn:aws:ec2:*:*:transit-gateway-route-table/*",
"arn:aws:ec2:*:*:transit-gateway-attachment/*"

"Sid": "S3CrossRegionl",
"Effect": "Allow",

"Action": "s3:ListAllMyBuckets",
"Resource": "*"

"Sid": "S3CrossRegion3",
"Effect": "Allow",
"Action": "s3:PauseReplication",
"Resource": "arn:aws:s3:::*",
"Condition": {
"StringlLike": {
"s3:DestinationRegion": "*"

"Sid": "S3CrossRegion4",

"Effect": "Allow",

"Action": [
"s3:GetReplicationConfiguration",
"s3:PutReplicationConfiguration”

1,

"Resource": "arn:aws:s3:::*",

"Condition": {
"BoolIfExists": {

"s3:isReplicationPauseRequest":

"Sid": "DynamoDbPauseReplication",
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"Effect": "Allow",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:PutResourcePolicy",
"dynamodb:GetResourcePolicy",
"dynamodb:DeleteResourcePolicy"

1,

"Resource": [
"arn:aws:dynamodb:*:*:table/*"

"Sid": "DynamoDbMrscPauseReplication",
"Effect": "Allow",
"Action": [

"dynamodb:InjectError"

]I

"Resource": ["*"]

"Sid": "ResolveResourcesViaTags",
"Effect": "Allow",

"Action": "tag:GetResources",
"Resource": "*"

"Sid": "MemDbCrossRegion",

"Effect": "Allow",

"Action": [
"memorydb:DescribeMultiRegionClusters",
"memorydb:PauseMultiRegionClusterReplication"

1,

"Resource": [
"arn:aws:memorydb::*:multiregioncluster/*"

"Sid": "DisruptVPCE1",
"Effect": "Allow",
"Action": "ec2:CreateSecurityGroup",
"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:security-group/*"

Cross-Region: Connectivity
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}I
{

"Sid": "DisruptVPCE2",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:security-group/*",
"Condition": {
"StringEquals": {

"ec2:CreateAction": "CreateSecurityGroup",

"aws:RequestTag/managedByFIS": "true"

"Sid": "DisruptVPCE3",
"Effect": "Allow",
"Action": [
"ec2:DeleteSecurityGroup",
"ec2:RevokeSecurityGroupEgress"
1,
"Resource": "arn:aws:ec2:*:*:security-group/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/managedByFIS": "true"

"Sid": "DisruptVPCE4",

"Effect": "Allow",

"Action": "vpce:AllowMultiRegion",
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*"

"Sid": "ModifyVPCE",

"Effect": "Allow",

"Action": "ec2:ModifyVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*",
"arn:aws:ec2:*:*:security-group/*"
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THREEZRTRH. tk JSON AT AREE , MEA AWS S FIFRE (AWS CLI) FH) create-
experiment-template AW S REBILERE LR, MBEZITMAHERS , FFiEih FIS EREPHERFIEN
E.

{
"targets": {
"Transit-Gateway": {
"resourceType": "aws:ec2:transit-gateway",
"resourceTags": {
"TgwTag": "TgwValue"
},
"selectionMode": "ALL"
},
"Subnet": {
"resourceType": "aws:ec2:subnet",
"resourceTags": {
"SubnetKey": "SubnetValue"
I
"selectionMode": "ALL",
"parameters": {3}
},
"VPC-Endpoint": {
"resourceType": "aws:ec2:vpc-endpoint",

"resourceTags": {
"DisruptPrivatelLink": "Allowed"

I
"selectionMode": "ALL"
I
"S3-Bucket": {
"resourceType": "aws:s3:bucket",
"resourceTags": {
"S3Impact": "Allowed"
},
"selectionMode": "ALL"
},
"DynamoDB-Global-Table": {

"resourceType": "aws:dynamodb:global-table",
"resourceTags": {
"DisruptDynamoDb": "Allowed"

Cross-Region: Connectivity 223


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/create-experiment-template.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/create-experiment-template.html
https://docs.aws.amazon.com/fis/latest/userguide/experiment-templates.html

AWS HFEE A BRHS EREES

1,
"selectionMode": "ALL"
1,
"MemoryDB-Multi-Region-Cluster": {
"resourceType": "aws:memorydb:multi-region-cluster",
"resourceTags": {
"DisruptMemoryDb": "Allowed"
},
"selectionMode": "ALL"
}

1,
"actions": {
"Disrupt-Transit-Gateway-Connectivity": {
"actionId": "aws:network:transit-gateway-disrupt-cross-region-
connectivity",
"parameters": {
"duration": "PT3H",

"region": "eu-west-1"
1,
"targets": {
"TransitGateways": "Transit-Gateway"
}
1,
"Disrupt-Subnet-Connectivity": {
"actionId": "aws:network:route-table-disrupt-cross-region-
connectivity",
"parameters": {
"duration": "PT3H",
"region": "eu-west-1"
1,
"targets": {
"Subnets": "Subnet"
}
1,
"Disrupt-Vpc-Endpoint": {
"actionId": "aws:network:disrupt-vpc-endpoint",
"parameters": {
"duration": "PT3H"
1,
"targets": {
"VPCEndpoints": "VPC-Endpoint"
}
1,

"Pause-S3-Replication": {

Cross-Region: Connectivity
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"actionId": "aws:s3:bucket-pause-replication",
"parameters": {
"duration": "PT3H",

"region": "eu-west-1"
},
"targets": {

"Buckets": "S3-Bucket"
}

}I

"Pause-DynamoDB-Replication": {

"actionId": "aws:dynamodb:global-table-pause-replication"

"parameters": {
"duration": "PT3H"
I
"targets": {
"Tables": "DynamoDB-Global-Table"

iy

"Pause-MemoryDB-Multi-Region-Cluster-Replication": {

"actionId": "aws:memorydb:multi-region-cluster-pause-replication",

"parameters": {
"duration": "PT3H",

"region": "eu-west-1"
I
"targets": {
"MultiRegionClusters": "MemoryDB-Multi-Region-Cluster"
}
}
},
"stopConditions": [
{
"source": '"none"
}
1,
"roleArn": "",

"logConfiguration": {
"logSchemaVersion": 2
1,
"tags": {
"Name": "Cross-Region: Connectivity"
1,
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
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1,
"description": "Block application network traffic from experiment Region to
target Region and pause cross-Region replication"

}
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A NWZIREFER AWS FIS

EAILAER AWS FIS S ARG RIREVNEEZIEEFERI A, BULUEUERABENIRS
BIEEEAR , YNGR EIRFHERE "multi-account" , MEUZIRFER, BYSIKRFEREAZ
® , BULERERAITER.

EBZIRFER  SAUNEBEHEESRNZE AWS IRFNEAEXPRENMTEEHRAMERS., &
AR EZE B RIRF P ERN BFRIRF AT SIRFER,

ELBTZIRFERE , EEZHEERNEERFKEBHE AWS Health BERRKEEHN , £ B EIR
FHREAERHEER. BBSRFER , B2

- A AWS FIS R P RIZFBENER K EEUSERFNERRERN LHTEE M RRERM,

- FRAEERMETTNEERN AM AERFZSRFERNEE  UERSHEEENEE,

- EHhREAWS EEEXHA M EB AWS FIS BRESMEIRS - AWS FIS FREUHEE,

- £/ AWS CloudTrail B MEZ S /RS AWS FIS By API Iy,

ANEA T B BRI E A SR P E AR
£

- ZIRFERNEE
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- BUSIRFEREAR
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- BRIRFERE - B LUEBK B RIRFEENEEEREARERBRER —H oM B RIS, BE
RFEERSIRFERIENEREARATE, BUURERF ID. 1AM ﬂ@iﬂl&ﬂﬂ W , REE
B AWS tRFE&—1E,

ZIRFERNREER
UTREA SIS EROBERT .

- BERRESIRFERNEER  RMEBREMEEERFHFEA —BNEREBREEBE, AWS
FISERKEBITESEEERFPEE—HEBNER. BEXARRATMEZRFPEL—BEEE
R S LM, B emptyTargetResolutionMode i85 MEERskip, EERFHEHE
EELER. MREBERER ARNs B ERERABEE , ISEBEERAEBNE RSB,

- EREAZEBIGRFRGE-NZBETRERIETNERRABER , REZEEAZID, AR AZ
B, AZID RERFIAEBRENVE—-B -SRI, BET7HNFASKRIRSHATARENTHE
5 ID, FF28/E AWS ERH AT A E1F IDs,

Z ik FERM STIRF A

LEEASRFERNELEN  CAALRERESET, BARTSREFERISH TS
IAM £, TR Y B2 BRI AN 1AM B B,

oES

. BIEFERNHT

. BIEFEROELEE GBA )

. BIRFERNESESIE (RA )

ZIRFERNFTH

ZIRFERER IAM AEEERT 5F7 AWSFIS |, UH BFRIRFPHNERRKINEE, HRZIRFE
B, B LAEEE B ZEIRF MIHFERIRS PERE IAM A&, X IAM ACEEZREIRFEGFERIRS
2B, IRk SR 2 B EEER AWS FIS,

BERFH IAM S8 8HERENBEMENGT , WEBHIEEERFACAERELRET, &
KAGFASRIKRERL IAM AR  YERETEEZRFNAG®  WERZEIEFERBEER AWS FIS, 1Lt IAM
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EEE—STHAGHE K F2H (AM EREER) FNAGIENEE,

ETHEF R , BREREHTRIRS A WFFA , IEZBFEIRS B aws:ebs:pause-volume-ioH &
A #$TER.

1. EWRFE B, B EAHTHERESFTIN IAM A6, NESESERENGT , F28 5
E2E, THEHHIFEREERFE FTHIT EBS BEHEE 10 B1/E WEFAlthe section called

“‘aws:ebs:pause-volume-io”,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"
]I
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": [
"ec2:PauseVolumeIO"
1,
"Resource": "arn:aws:ec2:us-east-1:123456789012:volume/*"
},
{
"Effect": "Allow",
"Action": [
"tag:GetResources"
]I
"Resource": "*"
}
]
}

2. #EE , HRIRF A BMEEBRNIRS B FHEEERKR. /IRF AN IAM AERESE , &8
HLSER 3 HEMERAR.
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "AccountIdA"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringlLike": {
"sts:Externalld":
"arn:aws:fis:region:accountIdA:expeximent/*"
},
"ArnEquals": {
"aws:PrincipalAxn":
"arn:aws:iam::111122223333:role/role_name"
}
}

}

3. BIRF A, BY IAM A8, tBAGEBLANSEESR 2 NEARRITEENAR, BEUS
BIRFABEE  BUNARTFHARBEISELCHFA, THEGAETIRS A BERS B WFFT.
MREBHMBEBIRF , S HEMAE ARNs MBS HEE, SEERIRFARE—EAE ARN,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": [
"arn:aws:iam::111122223333:xo0le/role_name"
]
}
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}

4. 1RE A ML IAM A REEREANroleArnty , THIEHIETR IAM ABFFIENEEBER , BT
AWS FIS FFaI LAfREIRF A, HFRSRIRE,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"fis.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}
]
}

BB AT LAfE A Stacksets — IR ZE IAM B, EE A CloudFormation StackSets , REE
£ AWS IREFEREMER StackSet 55, EBHE—F TH#E , BFSBFEH AWS CloudFormation
StackSets,

ZIRFERNFLLESE (EA)

FLRGR—EHE  TEEREIECERZAETHRERFLER. EERESIKRFERNEFILK
#, BALERBIRFETR, SLRAESEBRIRFTFRALR | FaE6E AR R FER RS 7L
ERAER, AR  SAUUERERBERESRETRABERIRFINIER. AR, B HE LB R
ABEBRNF LIRS,

EEHE—S THREBEIRFERIR , F2BE CloudWatch FEUA B R F IhEE,
SIRFERNZSEFHRE (#A)

ZERHRITRAREFELABEATHINESR , WHIEHOERRE, EUREEEAREERERLEE
HEMENEEEARENEFRREE RN FIS B, SE AWS tkRF &8 — AR £E518 AWS B,
ERAZEEHER  eXEERZ2RFEMEENIRFNESPHITHMEER. BEFLEMP LS
FER  LAEITERNMEEIRENESFEHRZSEFE,
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AWS HFEE A BRHS

ERAEER

B ZikFERSEAR

THMMEER ZEYEREAR AWS EEEEA

A2R BUERER,

M CLI BB K

1.
2.

BIEL AWS Command Line Interface

BERMFN JSON EREVER Y EERAEREEMNIIRS "multi-account™ ( 4l
m , my-template.json), FEUEECSHERR4##NTABZVLERE , REHITT I create-
experiment-template #8%

aws fis create-experiment-template --cli-input-json file://my-template.json

EgEDETERERIES, id REEER K ERERELN D,

#1T create-target-account-configuration a8 , A5 B IR FHEMIBEEMETLR, EASER 2
idF iy #EA --experiment-template-id 28N E , S##NWHEBNEERRALECHE
REHITTHEE, --description BiZASE. EESEEERFESELITE,

aws fis create-target-account-configuration --experiment-template-id EXTxxxxxxxxx
--account-id 111122223333 --role-arn arn:aws:iam::111122223333:role/role-name --
description "my description"”

#,1T get-target-account-configuration a8 % , AEEVSE B EIR S AR FHER.

aws fis get-target-account-configuration --experiment-template-id EXTxxxxxxxxx --
account-id 111122223333

HFigrr e B EERFARER | BRI LABI{T list-target-account-configurations 75 , &N B ZIR

FriEE R,

aws fis list-target-account-configurations --experiment-template-id EXTXxXXXxXxXXXX

BB A LABIAT get-experiment-template a5 5 , BB LS IEERIRFEL, SASEREE
fItargetAccountConfigurationsCount , EREBERE AN LG BERSHEENFTE.

BIREGER | SR LUMER start-experiment By S EITEREIA,

BIYZIRFEREAR
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aws fis start-experiment --experiment-template-id EXTxxxxxxxxx

BB Rk FAERE

MREBESFIRFNHAS ARN R | KU EHRENERIRFERE, ELEHRBRIRFHER
i SFFEXETMERELINMTHER,

£ EH B EIRFHERE AWS EEFEAL

£ https : //https://console.aws.amazon.com/fis/ BRX AWS FIS £ &,
ESEERD , BEEERELN

EMERSEA , AREEDE. EMERIEL,

EREERD , BESR I, RERBER.

BB RIRFERE K RREBEEHMERIAL,

BRSPS, MBIWE,

o gk~ w N~

£/ CLI E# B Rk FHERE

#11T update-target-account-configuration A R % , MEBSNERR4#NFEELEHE, --role-
arn Ml --description 28 EEAN , WRKXETE , UIFEEH.

aws fis update-target-account-configuration --experiment-template-id EXTxxxxxxxxx
--account-id 111122223333 --role-arn arn:aws:iam::111122223333:role/role-name --
description "my description"

il iR B R0k FHERE

NMRETBFEBRIRFERE , AITTBUEERER, EEMEREFIRFARE , AAEAEEANHNITHE
REBIEZIRE, ﬁﬁﬁﬁ?—*ﬁ‘ﬁiﬂl , BEISEREFLER L,

EF MERE BIRFHERE AWS EEFEE

1. 1 https : //https://console.aws.amazon.com/fis/ BARX AWS FIS £##4&
2. ESEERT  BEERELR,
3. ENMERELX K ARBEZBE. BN
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/update-target-account-configuration.html
https://console.aws.amazon.com/fis/

AWS HFESE AR A% ER
4. HERERERT , ZESR I3, REBBE

HEBERIRFHEET | stEEEMERN B FEIRFAE ARN ZEBER.

BHSERS , MEYEY,

BEHA K AREZEFEFERELR, BREBBVETHE  BA update LEFFHEREAL,

N o o

£/ CLI MIBx B Rtk S/ RE

#11T delete-target-account-configuration & 9 , AIEEH S WERR##NTEZ VL EE,

aws fis update-target-account-configuration --experiment-template-id EXTxxxxxxxxx --
account-id 111122223333
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HEIEE

£ AWS Fault Injection Service (FIS) , AL AWS THEEHEHTHEEIAER, ELERSEEH
AEHT , EPEE—RZAEEREEELHITHEE, BRETUKXFIS TREKERIEER—
RMEEEREEEH. BRTHERAZH , FIS REERM THOHEREIIEE. FIS IRTEE EventBridge
HRESRES , YRAREEIRA, EventBridge HIfEEI R B M RETHEIERS , TR RE—ZEN PRI
BRI, BITREREE.

/A Important

BB WERIEFEES AWS Fault Injection Service FiEA A AWS GovCloud ( E£BIXRER ) M
AWS GovCloud ( B ) .

e

- BUBESAE

- BYERIE

. ERINBEREE

BUHERAS

#HITABE AWS FIS BEH IAM A& | LUMEE EventBridge HEF2E3 H B , A% 3 Event Bridge HEfE
BB FIS BE, BULSHTBEREREZLAR , LR F EventBridge HEIZ25 A FIS BERRI1ZEL
B, THSBRRBUMABRMIFHATABIBER , LLAFF EventBridge BIAEER,

5 AWS CLI B HEfERAE
iE2 Event Bridge B AIXKREFHBRERFTEN IAM €,

1. ERTHREAE JSON B , YA HRFEES fis-execution-role.json. WEEBERAH
EventBridge SIS R RER T A,

JSON

"Version":"2012-10-17",
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-schedule.html
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"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}

2. #& AWS Command Line Interface (AWS CLI) i A T 5@ S RE ML FHH A
5, FisSchedulerExecutionRole #§ IR ALERELACGHETE,

aws iam create-role --role-name FisSchedulerExecutionRole --assume-role-policy-
document file://fis-execution-role.json

MRKY , EERITIEL

"Role": {
"Path": "/",
"RoleName": "FisSchedulerExecutionRole",
"RoleId": "AROAZL22PDN5A6WKRBQNU",
"Arn": "arn:aws:iam::123456789012:role/FisSchedulerExecutionRole",
"CreateDate": "2023-08-24T17:23:05+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"

iy

"Action": "sts:AssumeRole"
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3. BEEVMMBUR , LASLFF EventBridge HE28R WA &S , FEHR T 5| JSON , THRES
fis-start-experiment-permissions.json, T3IBE LFF EventBridge BEfZESTEIEIR P
FHEEREIA EML fis:StartExperimentEifE, MREGEEKAGRFIAE —BHE
A"arn:aws:fis:*:*:experiment-template/*" , 51§ * RN R BEERE XM D,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": [
"arn:aws:fis:*:*:experiment-template/*",
"arn:aws:fis:*:*:experiment/*"
]
}
]
}

4. HATT IS KRBT ITBE, FisSchedulerPolicy # MRKALERMHLBRNER,

aws iam create-policy --policy-name FisSchedulerPolicy --policy-document file://fis-
start-experiment-permissions.json

WMRAY , BEFEITIE@EE. FEEHE ARN, BUUET—ELSRPERAL ARN | ASEERER
ERMVATHE,

ol

"Policy": {
"PolicyName": "FisSchedulerPolicy",
"PolicyId": "ANPAZL22PDN5ESVUWXLBD",
"Arn": "arn:aws:iam::123456789012:policy/FisSchedulerPolicy",
"Path": "/",
"DefaultVersionId": "v1",
"AttachmentCount": 0,
"PermissionsBoundaryUsageCount": 0,
"IsAttachable": true,
"CreateDate": "2023-08-24T17:34:45+00:00",
"UpdateDate": "2023-08-24T17:34:45+00:00"
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}

5 MIT TGS , BRBEKREREENHITAR. your-policy-arn WEE £ —ESBRPEIHWBEER

ARN HIfX . FisSchedulerExecutionRole #§ B BEHMITABNEHE,

aws iam attach-role-policy --policy-arn your-policy-arn --role-name
FisSchedulerExecutionRole

attach-role-policy BEFE2HEGTIEREFE,

6. BAILARHIHIRES AHMTEA R EEREN AWS FIS EREAX, filal , THEEEEFAR
B AWS FIS BB fis:StartExperiment®Fd , ERRFIHIRESR[ REITER S WERER
Purpose=Schedule,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment/*"
}I
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Schedule"
}
}
}
]
}

BUHERAR
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AWS R EEE A BB ERAEER
BUERIE

HHEERH  SRE-—SSE SR EREATHHE. BUNERARAHN AWS B , &
MATH E IR o

BEREARIR , B-TEF K ARENFEER. RRSSECEFEQZHEERER. $EAGE
ABENEBHE,

EBEFEEAER  ARBEF-AUIEREEIE. ER4ENWAMULBEEEFT,

aws 253 Services ‘ Q Search [Option+S] (2] 2% ® Select a Region ¥

® S3 & Amazon EventBridge @ AWSFIS B CloudFormation @ CloudWatch 1AM Bl ez @ Aaws Organizations %3 Application Composer

Schedule pattern

Occurrence  Info
You can define an one-time or recurrent schedule.

@ One-time schedule ’ ‘ O Recurring schedule ‘

Date and time
The date and time to invoke the target.

‘ YYYY/MM/DD ’ l hh:mm ‘ ‘ (UTC -04:00) America/New_... ¥ l

YYYY/MM/DD Use 24-hour format timestamp (hh:mm) Timezone

Flexible time window
If you choose a flexible time window, Scheduler invokes your schedule within the time window you specify. For example, if you choose 15
minutes, your schedule runs within 15 minutes after the schedule start time.

Select v

Schedule state

Enable schedule
You can choose not to enable the schedule now. You will be able to enable the schedule after it has been created.

@ Enable

FEREERAMA, 5 IREERHFEMRRE  BEEEVHE ST HEER.
AWS FIS BEEHFEsR B E EventBridge HFiEsR 2z £, BAUSEXENBEHFERIN XK,

ERAEZRaEMER

1. R AWS FIS 25,
2. EEAIEEERTD  BEEERELS
3. ERZEAHENENERAL,
4. B—T8F , AR THXNFEDENGEER.
a. EHHERRET , eBBEARHE,
b. EHEENT , EEUBHEHRE.
c. EHFEEAET , BULENMMERSERNERE A FSRFEEE .
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AWS #FESE AT (&SR
d. ERERREXT , BELEBRPTHEIENER | flw 5 5,
e. EREEET , BERUENEE .
f. EFRBRBEMEET , I5EMRK B EME[,
g ERERBHNMEET , IEEMAR B BAMEERE
h. EHERMRET , R AHEER,
i. EFFAT , BEREAREAR , A%RESE FisSchedulerExecutionRole,
. BET—%,
5. ZEMEYRHR., BEUERRFMEN K RREZRVHRE,

EiERERE

BRI ENERIRE , MEEEALNESE A F—EET,

FREEAEMERIANT

1. BIBX Amazon FIS 24,

2. FEEHEKT | BEEBREHLK,

3. BREZRER . CEVHENEREA,

4. —TEHANER ID, REBREBEZHIE Tab,

5. RERAEHERMEEBNREHRE, EIMEBEBNEERE  RARE—TRAFEHEE,

1= A= M BRE B HEFE

EEFILERKEESTHIET , EULUMERIERRE, THTREZTHERNMER AWS £84
MR = B EBREIT

I BR == F 48 A

1. BABX Amazon FIS 24,

2. EEEBEKT | BEBREK,

3. BEERER . CEVHENEREAK,

4. B‘i_—ltﬁzkﬂlgggﬁ IDo %&g%f;ﬁﬁi Tabo

5

6

. RERTRHEERMEMNREHE, EEAEBRBOE , ARE-TRAFHIE.
BTN TEE R
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https://docs.aws.amazon.com/fis
https://docs.aws.amazon.com/fis
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a. HEMERERE , FRIURRIMBREEZAVEER. WA delete , RERE—TRBRIEERE,
b. ERFMHE , FEIEFRIERRZHRE. @A disabledZ—TFERAFRERH,
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NWEZE2EHR AWS FIS

ZEEFERTAREFELFFERTHNER  XEIUEFNERMS ., BUREEFARSERERBLE
REMERCEEAENEFRREE RN FIS B, SE AWS RF#E —EX 2518 AWS B,

HRBZERHEFELINETHER  SAFINEREFLZTHTHEESERE. BXREBNER
TEELEMAER, THSHRAENMUFBMBERARZERFEENERA.

£

- ZERHENEE

- ERAREEFIE

ZEEFRNEE

REEHETUEADIUEES,

- WREA , WA FIS BB, RRER , R2EHERSH,
 NRBR, EAFEREEL  BFAFRBFOER.
FReEHEYRNEREUTHIR P —ERE-R -

- BEL, MRERRERARSBHIEHEEHT,

- IREREERLEHECHEAKME , RIEEUE.

RELRENENITCEFLREUENER. T8 , 2RRSER B NERARNEREA B
HER.

Saftey #ZH|1REIR

Z 24|12 2H Amazon Resource Name (ARN) EBEHE R, R HESETISEH -

{1y

- R, HEZ2HEHBUES .
- KR, ERERAEAREEA/TESERBRHERENFRB A,
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AWS HFEE A BRHS ERAEER
EHZ SRR

AGHHARA WAEN AWS FIS TRADGDTIRRE, SRASWRLILHAE,
BT S RHE

BRLMKIR T HSER | mAREIRF MEESN RS ZHRARE,

ERAEREREREERE

1. FHBAWSFIS X#£&

2. EBEHEKRYT , BEHER.

3. MREBEAZLEFE  LEEEEEREIRERE. IRRIFETHIE  ASHBRLTLES
o

£/ CLI R =22 HE

ERATHGS :

aws fis get-safety-lever --id "default"

ZEEFEATUER T I E R —ERE -

- FH-ZEEFETEXEFTMNER. ERAULIAHIT. AREERTLERHFNERE,

- BHE-ZEEFREERIBBELASHE, JRERMKREFLNER, ERIWIRER  BE8F%S
HIE,

* Engaged - Z2 B FIRERERADMRE , BEREEREEHNT. EAEFRERLEFNEESERBHN
MERMEECH.

ERREEFE

EREEERZLRHERD

1. BARXAWSFIS £#A
2. HEEEHKD  BEER.
3. EEEFILMEERRHE,
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https://console.aws.amazon.com/fis/
https://console.aws.amazon.com/fis/

AWS HFEE A BRHS EREES

4. WARZ2EFEEDHNERE,
5. BIERR.

£/ CLI A Z £ H#E
- FEATI oT. FALECHEEEANRRRNM,

aws fis wupdate-safety-lever-state --id "default" --state
"status=engaged, reason=xxxxx"

FRESEHE
EAEBARKRESEHIE

R AWS FIS X2 &
HEEERTD  BEER,
BERRT BT RE,
BABRZEEFENERR.
EERR,

o b w0 Dd =

5/ CLI BBREZ =B HIE
- FEATHGS:

aws fis update-safety-lever-state --id "default" --state
"status=disengaged, reason=recovered"
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https://console.aws.amazon.com/fis/
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Bty AWS FIS B &

& O] LAME A T %) T B3R EE$E Fault Injection Service (AWS FIS) AWS ERH i E ML,

AWS FIS £#Z & AWS CLI

£/ AWS FIS £ A AWS CLI REBRHTHERNWEE., EUUREAERTESEBIENME ,
LR SEBIENER. MEFHMEA , 552/the section called “HEEHNER",

CloudWatch FAAEEEZEME R

£/ CloudWatch AERERREMEHNIEFY ERAEN T R4, AWSFIS AZIEEHEZ AWS
RIEELEE, BUUREER , EENAERIRBEESREER. UHKFREA , F2REAR
CloudWatch E5i% ,

B AT LA ST CloudWatch BRI A AWS FIS BERENFILRY  ZBEREXERMEELR
R, BRERK K BRSEFEL. NEFAEH A6 FSRELEH. WHEEIL CloudWatch BRH
&R , 52E (Amazon CloudWatch A EIERE) PHRIRFERERE Y CloudWatch &
RMREEEEHZET CloudWatch CloudWatch 7R, Amazon CloudWatch

AWS FIS BEs &

RAERBFLE , MEERITHENERNFMAEN. NFEFMER  F2H BRI,
BERIREREEHS

Amazon EventBridge I BZ BB EIERMBH I EREE, AWSFISEEERRESERZHE
H, ZulALBREBNEHEYRARE  EEESHASRAARERIN BB EE, fln , ExEXH
Z Amazon SNS FEZ WA Lambda BHE ., MFEFMEENR , FSRB A EventBridge Ei#%,

CloudTrail B

£/ AWS CloudTrail 2R#EEVEf AWS FIS API B HEVFFILEEFMHERA , YA EFEE S Amazon S3
FH BFEER. CloudTrall B AEHMITERNERICHKY R APIs ZHAFFW, SAIUERELE
CloudTrail BESHR¥IGRE 7 BRLrPAY, RHEFUAYRIR IP ik, REFUNHASRKEES.

AWS B {EAR B4R ZRARE A
AWS Health I &R T AEEIFMAEE , Uk AWS IRBAIRFHATAYE. EXREHBERE , AWS

FIS €@ AWS EEREBERRZHEN, BASESERFINERSESBALE  Hhag
ERTEEANER K SEZRFER., E8E aws:ssm:start-automation-execution®
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Anomaly_Detection_Alarm.html

AWS HFEE A BRI A
LZHEECEENSIRFERaws : fis:wait TR HEHN. ARAHERNACNEBEASS
ESEENERT. EE#H—5% 7 # AWS Health Dashboard , 5528 (AWS Health FH &5
) FH AWS Health Dashboard.

® Note
AWS Health 88 h XS4,

£ Amazon CloudWatch E5#2 AWS FIS AEIEE

Al LA{#EF Amazon CloudWatch REE#2 AWS FIS ERRY B ENSEE, B a LA B AWSFIS A

=,
MERBERRENHAET , F20 HELHER.
B AWS FIS BB

EIERHRE AWS FIS EEEF |, 5535l CloudWatch 161 , fARBHIEREEERERNERES "BE
MREE, . FRERR , B EREBEREEAEN 2 BEMN CloudWatch 151,

M AWS FIS X482 B EERERN TA CloudWatch SEENFHEET , FBHTIAS |

£ CloudWatch EEREHE1TIEEE

« Amazon ECS CloudWatch 1E#&

- £/ CloudWatch E5# Amazon RDS 51&
- fE A CloudWatch EEfEHTan S IEE

AWS FIS HE1E&E

O LAEA CloudWatch FEREREMHEIIRFNERAETRE, FHELIEE , L CloudWatch
RANERHEEBLE N REERAMT

AWS FIS FBEBRHEE AWS lREEHE., BLREET , £ 4N A BRI REERER R HE TR,
#FE CloudWatch B REVFEME , 588 Amazon CloudWatch & 15/,

AWS FIS &7 AWS/Usage fr & ZE B &M T SIEE,
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https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/monitoring-cloudwatch-metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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BE iR
ResourceCount TBHIRFHREEHITHREERES, ERHEHE
BEMBEBNHEEESR,

TOHERRNEE AWS FIS BN ERER.

i3 R
Service e BRAWS WEREETE, ¥R AWSFIS A

BER , LLEENESR FIS,

Type EERENERER, Bar, AWSFIS AER
ENHE —BMEA Resource,

Resource EEHTHERER, AIsER{EEXperimen
tTemplates EANBREZR , LU
FActiveExperiments FEIEE.

Class HHESREHBEEER.,

£ Amazon EventBridge E5#% AWS FIS E&

EERREEFR , AWSFIS @R HEA, ELBEANEER Amazon EventBridge ( ERIEA
CloudWatch Events) iR E#1EMt. AWSFISBESRAB IR EELEH., SHSLEAARNA
IEEZ EventBridges

£/ EventBridge , A BUE U BB REXRFTEMFLA LI EEMHAVR A, Hlan , BT AERERIY SNS =
BUBEETEHAEMNARA , SHFW Lambda BB EABRE— LB 1F,

MEHF EventBridge WIEFHIE , 552E (Amazon Eventbridge £ &ER) H# Amazon
EventBridge AF9,

T RERRESEEHMGE

{

"version": "Q",
"id": "12345678-1234-1234-1234-123456789012",
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"detail-type": "FIS Experiment State Change",

"source": "aws.fis",
"account": "123456789012",
"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "region",

"resources": [

"arn:aws:fis:region:account_id:experiment/experiment-id"

"experiment-id": "EXPaBCDlefg2HIJkL3",
"experiment-template-id": "EXTalb2c3de5f6g7h",

"new_value",
"reason_string"

"old_value",
"reason_string"

1,
"detail": {
"new-state": {
"status":
"reason":
},
"old-state": {
"status":
"reason":
}
}

experiment-id

RECEERNER D,

experiment-template-id

BEREHANERSEZS D,

new_

value

BERAVFTIRE, WEEMT

old_

completed
failed
initiating
running
stopped
stopping

value

BEERR ek, WREEMT

f§ /A EventBridge E5i%
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* initiating
* pending
* running

+ stopping

AWS FIS HWEBREC &%

18 0] LAE A B R AT SR R EN AR B AT BF RV SRR B AL

LEERBHESEAFENGEREBBNRAINERBFLRENER., UEFHEF  F2E
Amazon CloudWatch EE (ENEAE. BF. B&LEAFET ) M Amazon S3 EE,

5T A

BART AWSFIS 351 , ## BFExZARENEEBFENH, MEFHMBENA , F2H

{Amazon CloudWatch Logs £ &Em) FHUATAZR :

« {&IXZE CloudWatch Logs #Y H &
« {E3%ZE Amazon S3 WY Bt
HESEBER

UTRAREREHENEREZR. BNEBIERREA 2, WiMdetailsBURR B
fElog_type. HM{iresolved_targetsBURM W{Etarget_type. MEFHMEF , FSBthe
section called “H FEFC & 51",

"id": "EXP123abc456def789",
"log_type": "experiment-start | target-resolution-start | target-resolution-detail
| target-resolution-end | action-start | action-error | action-end | experiment-end",
"event_timestamp": "yyyy-mm-ddThh:mm:ssZ",
"version": "2",
"details": {
"account_id":"123456789012",
"action_end_time": "yyyy-mm-ddThh:mm:ssZ",
"action_id": "String",
"action_name": "String",
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"action_start_time": "yyyy-mm-ddThh:mm:ssZ",
"action_state": {

"status": "pending | initiating | running | completed | cancelled |
stopping | stopped | failed",
"reason": "String"
I
"action_targets": "String to string map",
"error_information": "String",

"experiment_end_time": "yyyy-mm-ddThh:mm:ssZ",
"experiment_state": {

"status": "pending | initiating | running | completed | stopping | stopped
| failed",
"reason": "String"
I
"experiment_start_time": "yyyy-mm-ddThh:mm:ssZ",
"experiment_template_id": "String",
"page": Number,
"parameters": "String to string map",
"resolved_targets": [
{
"field": "value"
}
1,

"resolved_targets_count": Number,

"status": "failed | completed",

"target_name": "String",

"target_resolution_end_time": "yyyy-mm-ddThh:mm:ssz",
"target_resolution_start_time": "yyyy-mm-ddThh:mm:ssZ",
"target_type": "String",

"total_pages": Number,

"total_resolved_targets_count": Number

R A {5t

- B2MHEE -

« target_type 1L M Fi&resolved_targetsHu it ARNs BEEEAYHE
B, resolved_targets ¥HHNERBUBURRA W{Etarget_type , ERBENEREE,

o #Fi®account_idMIMY action-errorf target-resolution-detailEH4EHL,
o 51 RERDBRA,

R 2P 250



AWS HFEE AR

ERAEER

B &5 B Ryt

AWS FIS XE# ARFXNETSI B

« Amazon S3 f#z T8
+ Amazon CloudWatch Logs H&6EH#H

Lj-llll-

S3 BEXf

AAEEEE TIVE,

=11

bucket-and-optional-prefix/AWSLogs/account-id/fis/region/experiment-
id/YYYY/MM/DD/account-id_awsfislogs_region_experiment-id_YYYYMMDDHHMMZ_hash.log

REFREESENRE , BRI EXNTERETRE,

CloudWatch Logs H#&&33{¢

HRHERXNERA /aws/fislexperiment -id B B &7

AREERE - HEANXNE B RRA,
H #5AC 8% 50 51

AT BERE#GERRY EC2 $1T{EEE L3117 aws:ec2:reboot-instances B #E 2 B & Ay #1451 B 5550 8%,

AOE%

* experiment-start

target-resolution-start

* target-resolution-detail

 target-resolution-end

* action-start
* action-end
* action-error

- BRER

experiment-start

BB
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LR Rexperiment -startEH4H E145I50 8%
{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "experiment-start",
"event_timestamp": "2023-05-31T18:50:4572",
"version": "2",
"details": {
"experiment_template_id": "EXTCDh1M8HHkhxoaQ",
"experiment_start_time": "2023-05-31T18:50:43Z"
}
}
target-resolution-start
AR Rtarget-resolution-startEH#HEHIEE &,
{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "target-resolution-start",
"event_timestamp": "2023-05-31T18:50:45Z2",
"version": "2",
"details": {
"target_resolution_start_time": "2023-05-31T18:50:457",
"target_name": "EC2InstancesToReboot"
}
}
target-resolution-detail
AN Rtarget-resolution-detail EHMEHIGEH. MRBERNTAN , BHKELRIE
error_information 1,
{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "target-resolution-detail",
"event_timestamp": "2023-05-31T18:50:457",
"version": "2",
"details": {
"target_resolution_end_time": "2023-05-31T18:50:45z",
"target_name": "EC2InstancesToReboot",
"target_type": "aws:ec2:instance",
H R 8 &4l 252
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"account_id": "123456789012",
"resolved_targets_count": 2,
"status": "completed"

target-resolution-end

MREEET ALY , ikt EEE error_information M. MR total_pages KR 1, IS
WHWEEEEEB —FRHEN KPR, EEHMIEHACH NN BZEtarget-resolution-end®
ERE =

LAR 2 EC2 BhfEtarget-resolution-endE 41 &5 8%,

{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "target-resolution-end",
"event_timestamp": "2023-05-31T18:50:452",
"version": "2",
"details": {
"target_resolution_end_time": "2023-05-31T18:50:46Z",
"target_name": "EC2InstanceToReboot",
"target_type": "aws:ec2:instance",
"resolved_targets": [
{
"arn": "arn:aws:ec2:us-east-1:123456789012:instance/
i-0f7ee2abffc330de5"
}
1,
"page": 1,
"total_pages": 1
}
}

LA 2 EKS BEifftarget-resolution-endSE 4y €515 8%,

"id": "EXP24YfiucfyVPJIpEIn",

"log_type": "target-resolution-end",
"event_timestamp": "2023-05-31T18:50:457",
"version": "2",
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"details": {
"target_resolution_end_time": "2023-05-31T18:50:46Z",
"target_name": "myPods",

"target_type": "aws:eks:pod",
"resolved_targets": [

{
"pod_name": "example-696fb6498b-sxhw5",
"namespace": "default",
"cluster_arn": "arn:aws:eks:us-east-1:123456789012:cluster/fis-demo-
cluster",
"target_container_name": "example"
}
1,
"page": 1,
"total_pages": 1
}
}
action-start

LA FRaction-startEHmEHIEEHE. NRERSXNISEE BENZE , AIRKBESES

parameters i,

{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "action-start",
"event_timestamp": "2023-05-31T18:50:56Z2",
"version": "2",
"details": {
"action_name": "Reboot",
"action_id": "aws:ec2:reboot-instances",
"action_start_time": "2023-05-31T18:50:567",
"action_targets": {"Instances":"EC2InstancesToReboot"}
}
}

action-error

LT Raction-error 4 WAl #k. RBEEDFRAUE , TEELLEHN. SHEBFERRNE
Bk S EE,

H #5 50 s & 5 254
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"id": "EXPhjAXCGY78HV2a4A",

"log_type": "action-error",
"event_timestamp": "2023-05-31T18:50:56Z2",
"version": "2",
"details": {

"action_name": "pause-io",

"action_id": "aws:ebs:pause-volume-io",

"account_id": "123456789012",
"action_state": {
"status": "failed",

"reason":"Unable to start Pause Volume IO. Target volumes must be attached

to an instance type based on the Nitro system. VolumeId(s):

}

action-end

LT Raction-endE 4 E B2,

{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "action-end",
"event_timestamp": "2023-05-31T18:50:56Z7",
"version": "2",
"details": {
"action_name": "Reboot",
"action_id": "aws:ec2:reboot-instances",
"action_end_time": "2023-05-31T18:50:56Z",
"action_state": {
"status": "completed",
"reason": "Action was completed."
}
}
}
BRER

LA Rexperiment -end S 4 i & 550 8.

"id": "EXPhjAXCGY78HV2a4A",

[vol-1234567890abcdef0]:"

B FSRCExE Bl

255



AWS HFEE A BRHS EREES

"log_type": "experiment-end",
"event_timestamp": "2023-05-31T18:50:57Z7",
"version": "2",

"details": {

"experiment_end_time": "2023-05-31T18:50:57Z",
"experiment_state": {

"status": "completed",

"reason": "Experiment completed"

RR BB EC 8%

EREEERAEFA. EEERERNERAS  ZXARCRATENERELAEVER, 5K
BITREACALENARATANCHENENENERE , RMNSEEERRRESEE L BN BFER
I, BERHNTFEE 15,

EREEARMARRR &

1. 7£ https : //https://console.aws.amazon.com/fis/ BIRL AWS FIS &,

2. EEEBEERP  BEEREGL,

3. ENMERSHL K ARBEFEDHE. ENEREL,

4. AR , REBMMEE, EEFAFEEE S3 REAEFETR |, FHEEMEIEAZE Amazon S3 f#
iR  ARBARETEEBNTE. EEKBFHEEZE CloudWatch Logs , FEEEEIXE
CloudWatch Logs , A% & A HEEE A,

5. BREEMEREL.

58 B EECE AWS CLI

£ update-experiment-template a5 Y18 E H#EHRE,
FRERICH
MREFEBRINERN AR , BUUERAERBFRLE.

EREEEFHERGCE

1. 1£ https : //https://console.aws.amazon.com/fis/ BIRL AWS FIS £# &,
2. HEBHERKT , BEEERESL,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/update-experiment-template.html
https://console.aws.amazon.com/fis/

AWS #FESE AT (&SR
3. EMEREL , ARBEDF. ENEREL,

4, HRBEF , BBREZEZE Amazon S3 f#ZEr BB M EIX = CloudWatch Logs.

5. EEENEREL,

5 FRERMCH AWS CLI

{# A update-experiment-template iS5 EZE B H 54048,

fE A 524% API A4 AWS CloudTrail

AWS Fault Injection Service (AWS FIS) B8 4 AWS CloudTrail , SLIRIEIRHERE. BB AWS
FIS B AWS BRIGFTEREXENERYFC#%. CloudTrail 4§ AWS FIS WPTE API EILEEER A4, #EELAY
AL $E FIS AWS AR | SARY AWS FIS APl 2ENBERBFW, MRERIHFER , BT
LARRA CloudTrail EH#FERHE Amazon S3 f#7riE , B3 AWS FIS =4, EMEERREREE
B, AR LUER CloudTrail ERAPNEHEREHBRIEZHEH. F£A CloudTrail KENESR ,
WO LK ETES AWS FIS 1R EMIGER, BHFERW IP ihuk, BEFBROWAE, BHBERWEE , UK
HFHEA

EE#—5 7 # CloudTrail , 28 "AWS CloudTrail fEEH &M -

£ CloudTrail

BUWRFE AWS IRF B |, 889 &R CloudTrail, E5EBNfE AWS FIS FE4r | ZTBSHE
£ CloudTrail B4/ |, UREHBE P EEFFHNEMRKE AWS E4, BAILE FRE, ESATH
RIENEMH AWS IRF, MFEFHMEN , F28 (FEH CloudTrall SHEELRRHRIEEMH) https://

docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html,

B RIHERE FEM AWS IRF | 218 AWS FIS WS4 |, FFEIIER, #R%EERE CloudTrail # B
BRI E Amazon S3 7T, BIBER  EGEIRAPEVERE  EMEEAEME AWS
EfE. EHtEicE AWS FEIBFAAE BENSEH , Wi BFERINEEIEERN Amazon S3 # 78T
B8 UeHh  EEBERTEE M AWS BREE , BUE—ZF 54 CloudTrail B WA E4E R I0H ELERET
B, MEFMEA , F2ETIRE .

- B AWS SRR BB

» CloudTrail X EHRBMES

 FXZE CloudTrail B Amazon SNS &4

- #EZEEFEW CloudTrail BFER , MRS EIRF#EK CloudTrail HFFER
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CloudTrail &52#FFHE AWS FIS B){E , Wi E%7E AWS Fault Injection Service APl 2Zmh, HRTEH
EERLLATHEREE  BFREEEERZRKEN API Z2E X4, flan , InFEFE Amazon EC2 #1T
EI88 L3 ITHEIME | 528 Amazon EC2 APl 8%,

B-SSEMHUAREXRNSLSELFRENETA. FoEATHEEHE T5IEE !

« R REEERARIEAERER L.
- REZFERE , RECATREACIBMSE I ERENERRZLEBR.
- ERETHHEM AWS RIREH,

MEFHMEN , 528 CloudTrail userldentity T3,
T AWS FIS BFERERIEH

EMtE—EEHRE  EEEHUAFERNERARMSRZRIEERN Amazon S3 f#FEF 8, CloudTrail B&E
EREGE—HZEAFER, —ESHAEMRFREME—FER , XITESHEREIE. BFRWB PG
B, BFRBEEEA. CloudTrail BFEILIEMANE API FEILAHBEMHEF |, R RS LUERSEIE
FHE,

LUR 2P AWS FIS StopExperimentEEHR) CloudTrail B8 B &4,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:jdoe",
"arn": "arn:aws:sts::111122223333:assumed-role/example/jdoe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/example",
"accountId": "111122223333",
"userName": "example"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2020-12-03T09:40:427",
"mfaAuthenticated": "false"
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AWS #BEE A BR#E ERERER
}
}
},
"eventTime": "2020-12-03T09:44:20Z2",
"eventSource": "fis.amazonaws.com",
"eventName": "StopExperiment",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.51.100.25",
"userAgent": "Boto3/1.22.9 Python/3.8.13 Linux/5.4.186-113.361.amzn2int
Botocore/1.25.9",
"requestParameters": {
"clientToken": "1234abc5-6def-789g-012h-ijklm34no56p",
"experimentTemplateId": "ABCDE1fgHIJkLmNop",
"tags": {}
},
"responseElements": {
"experiment": {
"actions": {
"exampleActionl": {

"actionId": "aws:ec2:stop-instances",
"duration": "PT10M",
"state": {
"reason": "Initial state",
"status": "pending"
},
"targets": {
"Instances": "exampleTagl"
}
},
"exampleAction2": {
"actionId": "aws:ec2:stop-instances",
"duration": "PT1OM",
"state": {
"reason": "Initial state",
"status": "pending"

I

"targets": {
"Instances": "exampleTag2"

}

}
},

"creationTime": 1605788649.95,
"endTime": 1606988660.846,
"experimentTemplateId": "ABCDE1lfgHIJkLmNop",

.x86_64

T AWS FIS AFFERIEE
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"id": "ABCDE1fgHIJkLmNop",
"roleArn": "arn:aws:iam::111122223333:role/AllowFISActions",
"startTime": 1605788650.109,

"state": {
"reason": "Experiment stopped",
"status": "stopping"
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:example"
}
1,
"tags": {3},
"targets": {
"ExampleTagl": {
"resourceTags": {
"Example": "tagl"
},
"resourceType": "aws:ec2:instance",
"selectionMode": "RANDOM(1)"
I
"ExampleTag2": {
"resourceTags": {
"Example": "tag2"
I
"resourceType": "aws:ec2:instance",
"selectionMode": "RANDOM(1)"
}
}
}
I

"requestID": "labcd23e-f4gh-567j-k1lm8-9np01q2341r56",
"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"

T AWS FIS AFFERIEE
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AR =2 APl B1ERI €845 CloudTrail BFEIEE , A3 & AWS FIS aws: ssm: send-command AWS
EEERN —HoMFAA. userldentity tRERMEBRTACHESHNEREAERMEL
MEER, BENACEBEHER FuserName, EERH ID EXP21nT17WMzA6dnUgz & HIRTE
B, principalIdAHAIEEAEN ARN W—3 5,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROATZZZ4JPIXUEXAMPLE:EXP21nT17WMzA6dnUgz",

"arn": "arn:aws:sts::111122223333:assumed-role/AllowActions/
EXP21nT17WMzA6dnUgz",

"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROATZZZ4JPIXUEXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/AllowActions",
"accountId": "111122223333",
"userName": "AllowActions"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-05-30T13:23:1972",
"mfaAuthenticated": "false"

},

"invokedBy": "fis.amazonaws.com"

Iy
"eventTime": "2022-05-30T13:23:1972",
"eventSource": '"ssm.amazonaws.com",

"eventName": "ListCommands",
"awsRegion": "us-east-2",
"sourceIPAddress": "fis.amazonaws.com",
"userAgent": "fis.amazonaws.com",

"requestParameters": {

"commandId": "51dab97f-489b-41a8-a8a9-c9854955dc65"
b
"responseElements": null,
"requestID": "23709ced-cl19e-471a-9d95-cf1la@6b50ee6",
"eventID": "145fe5a6-e9d5-45cc-be25-b7923b950c83",
"readOnly": true,
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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HFERZE AWS FIS

EEHERETHEDE , a1 GetExperiment AP| # FIS B Hi AWS FIS BEGFHtES, B
ERREANE  fRSERAERREN —Br. ESEBEXREE , F—BXMNBEEEEA

E%FWOuTumﬁﬁMHsﬁﬁaﬁ%EﬁEﬂEM? o BE THRNMAREHMEE AWSFISE
Eh , B2 B2 AWSFIS BE,

RIBRMAVER | SRSV T EH —EHR

- BB  BEXMBOFAELR, RRETEAREEY  BAECMIREEE,

- BAR  KRNWEE, RITREZEEE , SAEXABETEAREDL  RACSLEREAE
%,

- [UE  ARERELS ERORE , flW BEHBER.
- WRF ID : KREREEE AWS RIIRF,

RS

FHERICER B HHER

ConfigurationFailure BiE., BiZ. ERVEAFRERRE. wEH
R, locationt RS HUMMAREIERE,

DependentServiceFailure — {8 AWS R XLB. BREHRFTER.

InternalFailure HITERIFZEAIPIER. DA SRR 5 ERE
BE1t .

InvalidTarget E B EBRMTESEBERKE  BEBETER,

S W AR T 5 Eh — R RS -

- BEXREE , HlNEMKEH ARN RERE,
- BHEEE—EEE , TEBTEAER.
- E—EBERERZEEE,

EEETHEDLE  FRRAN B, B
LREEARBER REMEDERBTEREHR
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$EEANRTEE ERBHER
B URENERID IEBEREFE , AR
BBtFEERE,

AuthorizationFailure REFTHERENERAMNETERREMME :

- BEEN IAM BEREEENFT I RENE
ERHERKINEE, EEMEEWER, FE
FIS BMEZ2E P REIBERTEMNETA , XAEH
MIEEER IAM AE,

- FISAWS WREERZ A (SLR) B EEIA
B RIS IR HIBUER (SCP) B4, FIS £/
SLR REEERNELRNEREE, NFEH
MEF , BFSEAWS FIS RS EE A B
Ao

QuotaExceededFailure CHEBERARENERE, EEHERBERS YU
0 , 55283 Fault Injection Service AWS HIER
EEAFNBR o
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AWS HFESE AR T
BRBEEER

BoRRREYESIRFANEBASRETUEY., FIMEMER AWS FIS EIR, ELBETREEER
BH AWS IRFEABR, ERBYRRES 7 EBURE |, FER T EARERSE

. BIAMER AWS SEREL BB RERRYT - EERREH TETOANERENTEAR  BEA
BETEFHSEREARAN AWS SERE, CHTELN HEA AWS IEF, RMARNEES
HERERRES AWS HEFZERE , Lt —SHOHT, NEESEA , BSH (AV EREH
W) P AWS ZEBEREBRAMAWS FERE,

. ERBERRIT - BE AM BEGHTE | SESTHTERABNET. ARRLEN 67
NEBERERATTASRTERRDN DA , SBAREREHNT, NBEM AM ERAHT
MESHBEET , HSH (AM EAEIEE) B AV HOBERNHT,

- £ 1AM BUR RV R — SR B FEUE - BRI LSRG FIBZEEER |, RHIEEMERNEFE.
flan | WA R B BEERRY , EEXAMEM SSL BEFAERER, MREBRIFE Hlun FHREENE
AWS FR#& , &t ] LUGE B R4 R 1R T HZEUE CloudFormation., MEFFMER , 528 (AM £
Hi5E) PH IAM JSON BUEETE : 1§45,

« f£/ IAM Access Analyzer B IAM BUER |, f{RFT I 24 B 7 IEEEE - IAM Access Analyzer B
THBEMBEER |, BRELBERER IAM BURFES (JSON) fl IAM HRIEEH ., 1AM Access
Analyzer 12t 100 ZIEBERRERVETTHNER , IHBERERLBERANBE. WEFEE
A, F2RB (AM EAEERM) PHEA IAM Access Analyzer B F BUE.

- FESEEERT (MFA) - MRZHRPIFE IAM EHES FHRERAE AWS tRFE |, FBBR MFA
DSR4, WEEFWY AP BERER MFA | Bi& MFA IREHBEENBER, NEHNAE
#A, m2HE (AM E£AEERE) #1EEB MFA &Z £ APl 17EL

&II

WFE IAM FREBBWERER , F2H (AM EREER) 1 IAM Z25EEH,
g5l : R AWS FIS =128

EEFH AWS Fault Injection Service £ & , BUHBHE —HKEHFT. ELHFAMLAAHFETIHM
B2 B AWS FIS ERIFFMEEN AWSIRF, MRERILHEEARAVEFIEREN T 2 EBEE | A
HREEZBENER FAEHAR)ME , TRARELNEREE,

HRMEFW AWS CLI X AWS API (9ERE |, BTAFERFREBEEEGHT. Rz , REAHFIA
B ERBMITZ API BIENBER AT,

THEHBERRFHET , LEHR AWS FIS A HMIEFTE AWS FIS BiR , BFREEERIL, B
RMBRELER, TERFHT , UREAETUEEREARFISENFTE AWS FIS EMEFTEAR A A
BiR,
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AWS HFEE A BRHS EREES

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "FISReadOnlyActions",
"Effect": "Allow",
"Action": [
"fis:List*",
"fis:Get*"
1,

"Resource": "*"

"Sid": "AdditionalReadOnlyActions",

"Effect": "Allow",

"Action": [
"ssm:Describe*",
"ssm:Get*",
"ssm:List*",
"ec2:DescribelInstances",
"rds:DescribeDBClusters",
"ecs:DescribeClusters"”,
"ecs:ListContainerInstances",
"eks:DescribeNodegroup",
"cloudwatch:DescribeAlarms",
"iam:ListRoles"

1,

"Resource": "*"

"Sid": "PermissionsToCreateServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "fis.amazonaws.com"
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}

45 ;- FIH AR AWS FIS BiE
THBRESEDFLHE , UFIHTRKG AWS FIS BE.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fis:ListActions"
]I
"Resource": "arn:aws:fis:*:*:action/*"
}
]
}

#H . AR EBERUERE R
THBER TR , LB B WERE RNaws:ec2:stop-instances.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"fis:CreateExperimentTemplate"
]I
"Resource": [
"arn:aws:fis:*:*:action/aws:ec2:stop-instances",
"arn:aws:fis:*:*:experiment-template/*"
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]
}I
{
"Sid": "PolicyPassRoleExample",
"Effect": "Allow",
"Action": [
"iam:PassRole"
]I
"Resource": [
"arn:aws:iam::111122223333:x0le/role-name"
]
}

4| - FARER

TIBRBFEAEE IAM SENERTAMBERNTT. TEAF AWS FIS RERFEAEBE RS
EREAG, MFEFMER , F2BEH Fault Injection Service AWS W RIS EFE A E,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"fis:StartExperiment"
]I
"Resourxce": [
"arn:aws:fis:*:*:experiment-template/experiment-template-id",
"arn:aws:fis:*:*:experiment/*"

"Sid": "PolicyExampleforServicelLinkedRole",
"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
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"Condition": {
"StringEquals": {
"jam:AWSServiceName": "fis.amazonaws.com"

g6l . ERERZEFERAE

THBRRFREEER NEREAHTERNIFITPurpose=Test, EFRERFEI RSN ERE
RWEFY , REAREEEEBENERHTER.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Test"
}
}
}
]
}

#H - MBREARFEEBHNERSELR
THBERFHT , URBREERAS WERE ARPurpose=Test,

JSON
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fis:DeleteExperimentTemplate"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Test"

g4l . REEAERRAM B ST

WEHSREBMMBILIBER , AFF IAM ERERGEZIBACEAES2NARRZIEBER, BER
SEEFEAFHFEH H AWS CLI AWS APl UK AR TR BENF T,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
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iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",

n
"iam:ListPolicies",
n

jam:ListUsers"

1,

"Resource'": "*"

5 - A WIRG%ESI$ ec2: InjectApiErrorx

THEFIEEER ec2: FisTargetArns®R X5 RBREH B EERNEE, LLBERAFF AWS
FIS B11F aws:ec2:api-insufficient-instance-capacity-errorfl aws:ec2:asg-
insufficient-instance-capacity-error,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:InjectApiExrror",
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:FisActionId": [
"aws:ec2:api-insufficient-instance-capacity-errox",
"aws:ec2:asg-insufficient-instance-capacity-errox"

"Effect": "Allow",

"Action": "ec2:InjectApiErrox",
"Resource": "*",

"Condition": {
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ERAEER

"ForAllValues:AxrnLike": {
"ec2:FisTargetAxrns": [

"arn:aws:autoscaling:*:*:autoScalingGroup:uuid:autoScalingGroupName/asg-name"

]
}
}
}I
{
"Effect": "Allow",
"Action": "autoscaling:DescribeAutoScalingGroups",
"Resource": "*"
}
]

&5 A WIRHESI$ aws:s3:bucket-pause-replication

THIEHIBRMER S3: IsReplicationPauseRequestifiK 5|

# , GetReplicationConfigurationR7E AWS FIS B WREHEA AWS FIS A

PutReplicationConfiguration®l aws:s3:bucket-pause-replication,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"S3:PauseReplication”
]I
"Resource": "arn:aws:s3:::mybucket"”,
"Condition": {
"StringEquals": {
"s3:DestinationRegion": "region"
}
}
}I
{

"Effect": "Allow",

2F
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"Action": [
"S3:PutReplicationConfiguration”,
"S3:GetReplicationConfiguration"

]I

"Resource": "arn:aws:s3:::mybucket",

"Condition": {

"BoolIfExists": {

"s3:IsReplicationPauseRequest": "true"
}
}
},
{
"Effect": "Allow",
"Action": [
"S3:ListBucket"
]I
"Resource": "arn:aws:s3:::*"
}I
{
"Effect": "Allow",
"Action": [
"tag:GetResources"
1,
"Resource": "*"
}

{# A Fault Injection Service AWS WIRIGEFE AT

AWS Fault Injection Service A AWS Identity and Access Management (IAM) fRI&EE A, R
EEAGRERERE AWSFIS HE— IAM B2EHE, RBEEAEH AWSFISBEER , XE8R
ZHRBERAREEWUEMM AWS RIEFTENFTIEF T,

REEFACTREEERMERTE AWSFIS , RAST L FENELENFAIREEERNERNE
HiEE. AWSFIS EEREBRKERACHNT , RIEZHEE , BRIRAB AWSFIS AlLREHA
B, ERNFF LB EEBERNFTEER , BERFFITBREEMMEH M IAM B,

BRTYREEZEAGZHN  BEXEEE IAM AR  RFEEREATEHIEELBEZERNFT,
MBHMENR , FSBAWS FIS EEN IAM B,
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BLASTMBREEN ER , TRMBRREKERZAE, EREBELN AWSFIS R , RAZETET MO
BRENERNFTT,

AWS FIS VR ERE BB
AWS FIS £ H & & AWSServiceRoleForFIS MR ER AR |, BTAEASEERNELRNEREE,

AWSServiceRoleForFIS R EFABEE T IREBEETZAE -

+ fis.amazonaws.com

AWSServiceRoleForFIS fREZE A EFEA ZE B AmazonFISServiceRolePolicy, Lt BER A
ZAWSFIS EEERNERNERIEE, WEFHENR , F20 (AWS ZEBEZZE) ¥1

AmazonFISServiceRolePolicy,

BAERERT , IAM BB (NERE, BHERAR) ITWEY., FEIMBRBREEEAR, EERI
#3I AWSServiceRoleForFIS fRI&EF AR | A8 FH AWSFISH IAM B9 SN BEEBXLEMNFT,
EERFLENHT  BETYBFREEZE IAM B9

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "fis.amazonaws.com"
}
}
}
]
}

WEFMES , F2H IAM EREERPHERBEEA G,
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B AWS FIS RIS EZ AR

BRAEEFHEYRBEZAR  EHE AWS EEXES AWS CLI, = AWS API B E AWS FIS
ERIF, AWSFISEAREYRKERZAG,

HEMBRERBERAE  CRFTEBREY , EANTRFHEAEREFEFELAC. EEHE
AWS FIS IS , AWSFIS EBRALENRBERAE,

fmEE AWS FIS WIRTSELE AR

AWS FIS R A FF & 4mE AWSServiceRoleForFIS RS EE AR, RAEREER S SEREER
At FIUGEZIEERIACCABFACERE., AMm , B0FEH IAM RiFEAGER, MEFMAE
A, F2R (AM FHERRE) PHRERSEESE,

Bk AWS FIS HEREEZEAE

EETBEAFTERBESACHIIERRE , RAZRERHEZAC, - , ERREREDE
BEHREENARERAER. AW, EFDRERBRBESACCH , ELALBTRER.

(® Note

R AWS FIS R ELRERERERFEAAE , AIFERIUEEAH, BRHEBERRE
FHOEERYBRERIRE,

3
%

&S AWSServiceRoleForFIS EHEY AWS FIS &R

b

AEE B AR BHTRENER. NEL4E  FELENER, NFFEES K F2RELER.

£/ IAM FERREEESSE

£/ IAM £$2& AWS CLI, 5 AWS API 3Bk AWSServiceRoleForFIS lRISEFEA®, MHFME
A, F2H (AM EREER) PRRERRFEEESE.

AWS FIS R EFEAEXEYN EiF

AWS FIS XEBEEMERERBNESPEARBELZ AR, WHEFMBEN , 528 AWS Fault
Injection Service i 2h M ELEE
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AWS Fault Injection Service AWS By ZEHX

AWS EERERH AWS AWS SERRRUAEENBIRE S EAFSHARARMKET , UEL
TUMARH TG EAE. FENAL,

FARCIE , AWS RERRARTERTFTRECARFINRFEERTT , RRAELFITAHAE AWS &
FfEM, RMI2BEERERERNEARFINEFEERE , UEE -SRI,

RIEEEE AWS SERFEFESNT T, IR AWS EFS AWS EREPESNST , IEHEY
EPREENTETERE Y (FHE. BENAR® ), EHN AWS R REBHEHH APl BETHR
RERKE , AWS REATREEMN AWS ZEBXE,

WEFMES , F2H IAM EAERERPR AWS ZEHXE,

AWS ZEHE : AmazonFISServiceRolePolicy

HBUEREEE B B AWSServiceRoleForFIS HRISERZ A | LLAFF AWS FIS EEEERMERNE
RIRIE, MEHMET , B2 Fault Injection Service AWS BRI ER &,

AWS ZEBE : AWSFaultinjectionSimulatorEC2Access

EERACTHFERHLBERRRE T AWS FIS 551 , AEITER AWS Amazon EC2 B FIS BN E R,
WEFMEER |, 552 Blthe section called “EER AR,

BEMAMWBERNTT , F20 (AWS REBRSE) #1
AWSFaultinjectionSimulatorEC2Access.

AWS ZEBE : AWSFaultinjectionSimulatorECSAccess

EERAGPFERHLEER T AWS FIS Al , A#4TEA AWS Amazon ECS FIS BIfERVEER. MFE
SMMEE |, 552 Bithe section called “BE AR,

BEMAMWBERNETT , F20 (AWS REBRSE) #1
AWSFaultinjectionSimulatorECSAccess.

AWS ZEBE : AWSFaultinjectionSimulatorEKSAccess

EERACPFEHALEERT AWS FIS 578l , AZI{TEA AWS Amazon EKS FIS EiER BBk, W5
SMMEE |, 552 Bithe section called “BE AR,

BEMAMWBERNETT , F20 (AWS REBRSE) #1
AWSFaultinjectionSimulatorEKSAccess,
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AWS ZEBUER : AWSFaultinjectionSimulatorNetworkAccess

EERACTHFERLBERREF AWS FIS 551 , ABITER AWS FIS BEE/ENEER., MEFHMASE
2, 552 [the section called “EE A",

HERAUNEERNT , F2H (AWS RERKRSE) 71

AWSFaultinjectionSimulatorNetworkAccess.

AWS ZEBUER : AWSFaultinjectionSimulatorRDSAccess

EERAGHFERILEBER T AWS FIS 557 , AET#ER AWS Amazon RDS FIS BifERVEER, NE
SHMEE |, 552 Bithe section called “BE AR,

HEMAMNEERNT , F2H (AWS RERKRSE) 71
AWSFaultinjectionSimulatorRDSAccess.

AWS ZEBER : AWSFaultinjectionSimulatorSSMAccess

EERACPFERALERIR T AWS FIS 578l , A#1TEA AWS Systems Manager # FIS B){EIVE
By, MEFHMER , 552 [the section called “ER AR,

HEMAMNEERNT , F2H (AWS RERKRSE) #1
AWSFaultinjectionSimulatorSSMAccess.

AWS AWS ZE BRI FIS B3

AR B RIS RIEHE FIS AWS AWS ZEBUERE R LR FEME R,
8% HiRr Date
AWSFaultlnjectionSimulatorE ¥118 TAZ : Application Slowdown | 2025 F 11 A 12
C2Access - E# R B BUR H TCross-AZ : Traffic Slowdown J H

ROIFTEMNGTT. FFUA :ec2:
DescribeSubnets

AWSFaultlnjectionSimulatorE ¥1i® TAZ : Application Slowdown | 2025 F 11 A 12
CSAccess - B IRBBE H TCross-AZ : Traffic Slowdown | H
RBIFFFENF AT, FFAIEHE : ecs:
DescribeContainerinstances, ec2 :
DescribeSubnets #l ec2 : Descr
ibelnstances
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AWS HFEE AR &L
g% iR Date
AWSFaultInjectionSimulatorE 8 LEF AWS FIS f#47 ECS BHEEM 2024 £1 A 25
CSAccess - EFIRBBER . H
AWSFaultinjectionSimulatorN #1182 5F AWS FIS £ aws:netwo 2024 £ 1 A 25
etworkAccess - EFTIRBHE rk:route-table-disrupt-cross-region- H

AWSFaultInjectionSimulatorE
C2Access - EFIRBBE

AWSFaultInjectionSimulatorE
KSAccess - EFIRBEEK

AWSFaultInjectionSimulatorR
DSAccess - EHBEBBUER

AWSFaultInjectionSimulatorE
C2Access - EFEBBUR

AWSFaultInjectionSimulatorS
SMAccess - EFMBEHBEE

AWSFaultInjectionSimulatorE
CSAccess - EFBEBBE

AWSFaultInjectionSimulatorE
KSAccess - BB BER

AWSFaultlnjectionSimulatorE
C2Access — FBUER

connectivity®l aws:network:transit-
gateway-disrupt-cross-region-conne

ctivity B {E BT EBRAVFT W .

¥18 f T AWS FIS &4 EC2 814718
REAYET T,

718 L5 AWS FIS f###1 EKS B/
AT,

¥T18 L7 AWS FIS f## 47 RDS BEMN
AT,

¥1EFTH , SLFF AWS FIS £ EC2
#ATIERE 31T SSM X4+, W& IE
EC2 #1T{ER.

I8 L5F AWS FIS £ EC2 $h1T{EEE
E#11T SSM XHHIEF T,

7118 A 5F AWS FIS f# A #raws:ecs:t
askEMERITERMNET T,

8 LEF AWS FIS £ #raws:eks:p
odBEBITERMNGT T,

HIEBUR |, LLAAEF AWS FIS #1784
Amazon EC2 £ AWS FIS E{ERY

'R

2023 £ 11 A 13
H

2023 £ 11 A 13
H

2023 £ 11 A 13
H

2023 F 6 A 2
H

2023 6 A 2
H

2023 6 B 1
H

2023 6 B 1
H

2022 10 A 26
H
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ERAEER

gE

AWSFaultInjectionSimulatorE
CSAccess — $TBUR

AWSFaultInjectionSimulatorE
KSAccess — #TBR

AWSFaultInjectionSimulatorN
etworkAccess — ¥R

AWSFaultInjectionSimulatorR
DSAccess — #BUR

AWSFaultInjectionSimulatorS
SMAccess — FTEUR

AmazonFISServiceRolePolicy — ¥
EHREHE

AmazonFISServiceRolePolicy — T
ZEHEBFBER

AmazonFISServiceRolePolicy — T
ZEREHRX

AmazonFISServiceRolePolicy — &t
ZEREHREX

AmazonFISServiceRolePolicy — B £t
EREHE

DU

B BUR |, LLAEF AWS FIS #1178t %
Amazon ECS £ AWS FIS B{EHY

'R

B BUR | LLAEF AWS FIS #1178t %
Amazon EKS £/ AWS FIS BEHY
B,

HIgBER |, LLAEF AWS FIS #1171
AWS FIS B EEEER,

B BUCR | LLAFF AWS FIS #1171/
A Amazon RDS AWS FIS Bi{ERVE
B

FIBEUR |, BLARF AWS FIS #1117 A
Systems Manager AWS FIS Bj{E#Y

B8,

18 L FF AWS FIS #iR F#EE N FF
A,

18 /LEF AWS FIS #i EKS &M
AT Al

18 ALFF AWS FIS 5Il A 55 2 £
EHEFFA,

28K events:DescribeRul
e HjfFevents:ManagedBy K&
%,

FIgEFA |, LASAEF AWS FIS HEEUA R
Z1E &4 2 CloudWatch B2 RIES
FC8%,

Date

2022 £ 10 A 26
H

2022 £ 10 A 26
H

2022 £ 10 A 26
H

2022 £ 10 A 26
H

2022 £ 10 A 26
H

2022 £ 10 A 26
H

2022 7TRH7
H

2022 2R7
H

2022 1R 6
H

2021 6 A 30
H
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2% iR Date
AWS FIS FREMESE AWS FIS FREBEME AWS SEBEER 2021 £ 3 A 1
HEE H

Fault Injection Service AWS RV EREERELZ =M

EAZER , AWS Fault Injection Service 2| AWS £ IR ZLMRE, WE AWS TR
Einfa AWS REEBRENEH , F2HRAWS Elnis, EEFAERRELZENBEEB RS
B AWS IRiE | F2 R L £ AWS Well-Architected Framework Ry E 72 ERF R E,

&R LAER AWS B4Ry API FELY | BB AWS FIS, ERERLEAXIETIESR !

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEH TLS 1.3,

. BiE=EEXHHPFS)HHIEEL , §I1 DHE (Ephemeral Diffie-Hellman)3 ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman). RARFE(M Java 7 MIEFMBR ) KAZEZRBELEN,

FERANE VPC w2 1FE AWS FIS (AWS PrivateLink)

BRI LA M AN HE VPC %% , £ VPC 1 AWS Fault Injection Service 2 B2 HEL, VPC imER
Fi AWS PrivateLink Bl , AIZREER EMRMREKEE, NAT £E. VPN &= AWS Direct Connect
EENER TFABEZE AWS FIS APls, VPC FHEITERBTEZELNE IP it , BI7 B AWS FIS
APIsE#.

BEN EwEEH AP —ERZEEERE N ER R
MEFHMENR , 5528 ( AWS PrivateLink 18/) RHIAWS g% &8 FHL AWS PrivateLink o
AWS FIS VPC in BtV EZ 2518

EEERTE AWS FIS WA E VPC imBh 2wl |, 584 < AWS PrivateLink ¥88) FHAWS BR#E AN
H VPC 2 17E

AWS FIS X ERE/M VPC I EHAE API B1E,
37 AWS FIS B4 VPC 2

BT LAE A Amazon VPC E£# A5 AWS Command Line Interface () & AWS FIS RFZ L VPC im
AWS CLI, MEFHMEF , F28 (AWS PrivateLink 88 FHET VPC in %,
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws

AWS HFEE A BRHS EREES

FRA TR BATBEIL AWS FIS #9 VPC i% 2 : com.amazonaws.region.fis,

MRERHHATE DNS | LR LUER EEAYTRER DNS & [ AWS FIS 215 API &K |, filan

fis.us-east-1.amazonaws.coms.

23 AWS FIS Ky VPC ¥m R BUR
RS R BB E 24 AWS FIS FERE) VPC B8k, IEBUREISE FHIEM -

- AHATEIMERVERE.
« AHATEVENR,
- AHBATEEREIR.

MFFMEF , F2R (AWS PrivateLink 5/) FHYEA mFEBEREZH VPC i &6 H 7L

g1/ : % E AWS FIS B1{EHY VPC im B BUR
T% VPC BB BEEEMEERLYIHM AWS FIS BHENEZEEE TMEZET A,

{
"Statement": [

{
"Effect":"Allow",

"Action":[
"fis:ListExperimentTemplates",
"fis:StartExperiment",
"fis:StopExperiment",
"fis:GetExperiment"

1,

"Resource":"*",

"Principal":"*"

}

}

Pl ERREE FIH VPC ImEEER AWS 1RF

T35 VPC in RBURIEBIEE AWS 1RF FEFEBENER , BRTAEM AWS IkF A
ENERAVER.

{
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html

AWS HFEE A BRHS EREES

"Statement": [

{
"Effect": "Allow",
"Action": "*",
"Resource": "*",
"Principal": "*"

},

{
"Effect":"Deny",
"Action": "*",
"Resource": "*",
"Principal": {

"AWS": [ "123456789012" ]

}

}

E VPC imB R 292



AWS HFEE A BRHS EREES

FLIZHY AWS FIS ER

BEHEIER AWS Bie AWS ERNTEEESR., SEESTaSREE. HREERNER &
ALERRS|EEE, W, BB ERS ERtest® purpose , ¥HEERS -

BB B EMITUTRE

- BATEBEH AWS BR. F5AWS BHXEER , BT HENEBIHTERE TR B
BHHER , LU & RAAR.

- BHEH AWS BRNEFR. MFFEER , F2R8 (AM £REER) FHEASERESFIER,

RECR &
THIEARSEAR AWS FIS ER EH0EE -

« BULERGERNERBELIR : 50

- RE|ERE LR : 128 {8l Unicode £t

- HERE LR : 256 {8 Unicode ¥t

- REENENERET a-z. AZ, 09, ZEEMTHZET:_.: /=+-@
- BNESES KNE

- BAEFEA aws: ASH/NTFE , RATE2REM AWS £

FRE

T % Fault Injection Service AWS (AWS FIS) &R B2 :

- Bk

» Experiments

- EREX

BUER ERAREEERNERSANESR, NWEFHEES , F2ETIARR

- BECER
- RECEREE

RRECR A 293


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html

AWS R EEE A BB EREES

B LAMER T 5 AWS CLI s S REFABIE, BRMERERNER

- tag-resource - #EBI B EE IR,
+ untag-resource — B RBIRER.
« list-tags-for-resource — 5| H4FEE RNV ER,

ERER 294


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/tag-resource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/untag-resource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/list-tags-for-resource.html

AWS R E A BR#E

ERAEER

Fault Injection Service AWS K9 B¢ %8 F1 PR &

BH AWS tRF EREE AWS IRFMNAREHE , EoBARS, BRIEZARA , TASEEEDNRE
BSER. BANETRAPFREMFECSTHRNERHE,

EEMEIRFE D AWS FIS WELEE |, 35H X Service Quotas Fi2A, FEEEHKF |, 212 AWS R,
RZIZEL AWS Fault Injection Service, &x&4A BB BB ERENESINER, BB ENEEE
BIRAR TROERET, MREEEEBEHRERGNEZE  FRIXFER, BEEEHRERFINES

HEFXEEE A YHRAEKHE,

BEARIESHEHE , F2B (Service Quotas A EEM) PHFERRESEH.

&/ AWS 1RF BB T 588 AWS FIS MHEERVEC .

=1

BFRFERE , VNS REN

aws : dynamodb : global-table-pause-
replication E{ERV BB EiF @ — %
(MRSC) 2 &RV BEDER

SEEREANEE

ERPER

=n

BEXENESE

12

BEXENESE

5, 040

BEZTZENE
15 : 20

BEZTZENE
5

IIE'

i

i

| Him

7|

7|

Description

HEuIEEHR , RFFEL
RS 1T — BB ERY &
REFH

1@ aws : dynamodb :
global-table-pause-repl
ication B MRSC £ 15#&
BRNEBBIHEDER L
PR, ATBATE 7 REVRBD S
BH#HEEE,

&R LATE B A (B P iR
FHBREAPEIH
RREBEHE,

&R LATE B A B AP L iR
FHREREHTHFERARE
RBELR,
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https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-BCE218FA

AWS S A BRI &L
Z8 B4 Cl) Description
B
TRERERMRE X SEXENEE: & FLEF AWS FIS RE B &1l
120 B A RFHETKE
BERMNRAXRE.
ERSERRE , WKRAEN BEXENES : 5 EEHEEF , £FFEL
12 bR PP EIT—EERN S
REFE,
BREA BEZZENE & EE A EE IR
13 : 500 WREPEINEREARE
B EBR,
aws : network : route-table-disrupt-cros ESREZZENE B BEBEATFNRAZ
s-region-connectivity P ZEFEEE i : 15 ETFHBEEHE aws :
2(H LR network : route-table-
disrupt-cross-region-
connectivity,
aws : network : route-table-disrupt-cros SRS ZENE B BEBEATFHNRAKH
s-region-connectivity FHRRHKRBE L i : 10 REE aws : network :
PR route-table-disrupt-cross-
region-connectivity,
aws : network : route-table-disrupt-cros ESREZZENE B B EEBEATFHR AR
s-region-connectivity PHRHEHE LR 8 : 200 2 aws : network :
route-table-disrupt-cross-
region-connectivity,
BEEMNTEITEE BEZZXENE B &R LATE B i R SR
17 : 10 FHHERPFTEHTH

RABERE.

296



AWS R E A BR#E

ERAEER

=1

BEEREANEILHRYE

aws : dsql : cluster-connection-failure

B/ERY B £ Aurora DSQL £,

aws : ec2 : asg-insufficient-instance-ca
pacity-error # B #Z Auto Scaling 48

aws : s3 : bucket-pause-replication #Y

B R FTE

aws : ecs : drain-container-instances R

BERE

aws : rds : failover-db-cluster 1y B Z#
$

=n

BEZZENE
5

BEZXENE
15 : 100

BEZXENE
15 : 500

BEZTZENE
15 : 25

BEXXENE
15 : 100

BEXENES

160

IIE'

i

i

| o

| i

| o

| Him

| Him

Description

&R LATE B A R P #T I
EWIRFHERELRNE
IEfRHRE ER,

BRERFEAEERHRE
2B | aws : dsql : clus
ter-connection-failure A]
LUSEERY Aurora DSQL #
£8E LR,

BXERERAZEEAR
BHERK , aws : ec2 :
asg-insufficient-instance-
capacity-error £ Auto
Scaling E#HEE LR,

BXEREAERALE
#ZBE | aws : s3 : bucket-
pause-replication 7] LA$H
EW S3 RTFIRYME L
PR

BREERSAERER B
ZB% |, aws : ecs : drain-
container-instances #J B

BREHE LR,
BREREMARER5E

#ZRF , aws : rds : failo
ver-db-cluster A LA$HEHY
EEHE LR,
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https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-FA07612D
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-97338E0D
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-4B06CB4E
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-B2CDA938
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-7D222253

AWS HESE A BT R EEE
Z8 B4 Cl) Description
B

aws : rds : reboot-db-instances WEE SBEXZXENEE: £  SIKERCAERIRE

DBInstances reboot-db-instances 130 EHF , aws : rds : reboot-
db-instances A SA$HERY
DBlInstances & H LR,

aws : ec2 : reboot-instances #J B Z# BEXENESE: =K SXEREASEERAELE

T{ERE 600 1ZBF |, aws : ec2 : reboot-
instances A SASHTE WY #L1T
ERE=E LR,

aws : ec2 : stop-instances WEE#HT SBEXENESE: £ - SXERCAERALE

e 400 ZBE | aws : ec2 : stop-
instances ] LASHTE Y #L1T
EEe=E LR,

aws : ec2 : terminate-instances WEE HSESIENE £ BRERERERFRE

HITER 13 : 300 ZBE | aws : ec2 : termi
nate-instances B LA$87E
WETEEEE LR,

aws : ssm : send-command B E#H1T BEZIXZENE = BREREREERSR5E

fEge 13 : 200 #ZBE | aws : ssm : send-
mand T SA$HE Ry 14T {8
BHELR,

aws : kinesis : stream-expired-iterator- BEXENERH: £ - SRXERCEHAERED

exception E)YEHY B 1Z Kinesis Bl & 280 B fZ#F , aws : kinesis :

o

stream-expired-iterator-
exception A LASH E #Y
Kinesis ERlEREHE L
R
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https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-6CBFC7D2
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-9C6F1F94
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-3F98B425
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-EE64095D
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-D0A62255
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-E7DA8AFD

AWS R E A BR#E

ERAEER

=1

aws : kinesis : stream-provisioned-throu
ghput-exception Ej¥E#Y B £ Kinesis &
BER.

aws : arc : start-zonal-autoshift EJYERY

B #Z ManagedResources,

aws : eks : terminate-nodegroup-

instances BV B 2 & BB 4H

aws : eks : pod-cpu-stress #J B #Z Pod

aws : eks : pod-delete #J B & Pod

aws : eks : pod-io-stress #J B #Z Pod

=n

BEXENESE :

280

BEZXENE
15 : 200

BEZXENE
15 : 100

BEXXENE
15 : 1,000

BEXXENE
15 : 1,000

BEXZENE
15 : 1,000

IIE'

i

| Him

| o

| i

| o

| Him

| Him

Description

BREREAERER
B8 , aws : kinesis :
stream-provisioned-
throughput-exception ]
LASETEM Kinesis B ¥} &
REE LR,

BEERFEAEEHR B
&% | aws : arc : start-
zonal-autoshift 7] LA$HE
NWEEEREE LR,

BREREAEERG
B ZEF , aws : eks :
terminate-nodegroup-
instances A SASHTEHY
Nodegroups £ LR,

BEEREASHER B
ZBE | aws : eks : pod-c
pu-stress A LASHTEHI & K
Pod #&.,

ESFERSHENSEE
EREYB#ZRF |, aws : eks :
pod-delete ] LA$HE MY &%
X Pod &,

BRERFEAS Y& E
B |, aws : eks : pod-i
o-stress Al LASHTE I & K
Pod &£,

299


https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-C3959863
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-4BEF8075
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-CCA14F79
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-5A59540D
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-08B3DB00
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-397A8E65

AWS S A BRI R EEE
Z8 B4 Cl) Description
B

aws : eks : pod-memory-stress WEE  SEZXZENE o BXERERSEERE

Pod 13 : 1,000 B |, aws : eks : pod-m
emory-stress Al SASHERY
&K Pod &,

aws : eks : pod-network-blackhole-port B EZXENE 2 BREREAZHHEGE

7 B 4 Pod 13 : 1,000 ZBF | aws : eks : pod-n
etwork-blackhole-port A
LASHER Pod & LR,

aws : eks : pod-network-latency WEE HBESZENE = BREREAZHHEGE

Pod 15 : 1,000 ZBF |, aws : eks : pod-n
etwork-latency B] LA$87E
# Pod E(& LBR,

aws : eks : pod-network-packet-loss ) B ESZENE = BRERERSEHERE

B#Z Pod 15 : 1,000 #ZBF |, aws : eks : pod-n
etwork-packet-loss B 54
$HEM Pod (& LR,

aws : elasticache : interrupt-cluster-az- #SESZXENE = BRERERAERZH

power B B & ReplicationGroups - 23 3 : 5 =5l B |, aws : elasti

g% A

cache : interrupt-cluster-
az-power A] LASH TE /Y
ReplicationGroups (& L
FRo
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https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-B8FF73F5
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-52F95FBE
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-5AC5092A
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-CFF34A14
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-B0012750

AWS R E A BR#E EREES

%7 &

Description

IIE'

i

aws : elasticache : replicationgroup- BEZZENE BEERTUHEN

interrupt-az-power #J B £ Replicati 5 : 20 ReplicationGroups £

onGroups £ L PR : elasticache : r
eplicationgroup-interrupt-
az-power, = HPBRFEA
AL ReplicationGroups
ABEE, MEFHAER ,
F51&5h © https : //https://
docs.aws.amazon.com/fis
/latest/userguide/fis-quota
s.html,

| o

aws:ec2:send-spot-instance-interrupt BEZZENE BRERFEAEERS

ions B9 B 1Z Spot #1T{E S 17 : 100 BB, ATSAHERN
Spotinstances A HE
aws : ec2 : send-spot-
instance-interruptions,

| Him

aws : network : disrupt-connectivity £¥ BEZZENE BREREAERRE

B &R FR% 17 : 100 ZBE | aws : network :
disrupt-connectivity AJ LA
HEN FHRBHE LR,
=R 5 NEFEEERARS
HEHE . 23, WREF
ERSHMESERIAA
f, AR EFPXE.

| i

aws : network : route-table-disrupt-cros EEZXZENE BXERFEAERALE
s-region-connectivity i B 2 7 #85& 15 : 50 B, AT DASHE B 48 R%
B2 LR aws : network :

route-table-disrupt-cross-

| i

region-connectivity,
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https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-9BD15E96
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-F3F4B54A
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-1F59732D
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-100E963F

AWS R E A BR#E EREES

Z8 B4 Cl) Description
B
aws : ecs : stop-task #J B ZEH BEZXENE 2 BREREAEEREGAE
13 : 500 1ZEF , aws : ecs : stop-
task AIASHE N TR EHE
R,
aws : ecs : task-cpu-stress VB EEH SBEZZIENE = BEERERAEER/ZHH
15 : 200 Bl B #Z8F |, aws : ecs : ta
sk-cpu-stress B LA$HE Y
FREE LR,
aws : ecs : task-io-stress B B Z{E 1§ BEZXENE P BRERFEARR/SEHE
15 : 200 BB #Z8F , aws : ecs : ta
sk-io-stress AJ LASHE MY 1E
BEE LR,
aws : ecs : task-kill-process WEBEH BEIXZENE B BREREAESRZHHE
1% : 200 BB ZRF , aws : ecs : ta
sk-kill-process T] LA$H &
WEBEE LR,
aws : ecs : task-network-blackhole-port B EZZENE E SEAEREAER/ZS8HE
B RE® 13 : 200 B B AZ8F , aws : ecs :
task-network-blackhole-
port JASHEMNEHEHE
LR,
aws : ecs : task-network-latency WEE HBESZENE 2 BREREAERZHHE

T35 15 : 200 Bl B #ERF |, aws : ecs : ta
sk-network-latency A 34
HENEBHE LR,
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https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-48D12416
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-C901BF0F
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-4939706C
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-0A7016E5
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-5035601B
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-B34128D0

AWS R E A BR#E

ERAEER

=1

aws : ecs : task-network-packet-loss £Y

BEREH

Target TransitGateways for aws : netwo
rk : transit-gateway-disrupt-cross-reg
ion-connectivity

aws : directconnect : virtual-interface B9

BREHNE

aws : ebs : pause-volume-io B B 1ZHj

RE

BEEREAN ERIRFAR

aws : lambda : invocation-add-delay B

EV B B

=n

BEZXENE
= : 200

BEZZENE
15 : 50

BEZZENE
5

BEXENES :

160

BEZTZENE
15 : 40

BEXENES

140

IIE'

i

| o

| Him

| i

| i

|

| Him

Description

BREREAESR/SEE
BIE R , aws : ecs : ta
sk-network-packet-loss £Y

BEEBHE LR

SEEREASEERHES
BER , AISHEHENE
HEFEHE LR aws :
network : transit-gateway
-disrupt-cross-region-
connectivity,

BRERMEAEERER
B1E8F | aws : directcon
nect : virtual-interface A]
DSEENERNESE L
FRo

BEEREAERALE
2R |, aws : ebs : pause
-volume-io A LASHE Y &
REHEEHE,

BRI LE B AT EE A AL
RE PR EREAEILN
BRRFEERE LR,

BRERFEAERRRE

Zhi% | aws : lambda : in

vocation-add-delay BJ A

$HEM Lambda BREBE
EBR,

303


https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-52F5389C
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-2CF2B517
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-143DCE03
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-B993CA05
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-47D4AE5B
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-06C992A0

AWS R E A BR#E EREES

Z8 B4 Cl) Description
B
aws : lambda : invocation-error B)EH)  BEXENEE: £ 2« SXERCEAERALE
BEER. 140 B |, aws : lambda : in
vocation-error T] LA 88 TE Y
Lambda B & & LR,
aws : lambda : invocation-http-integrati  SEXENEE : = B EEREAEERHR B

on-response EN{ERY B BB H, 140 B |, aws : lambda : in
vocation-http-integration-
response A LASHTE Y
Lambda K& R E LR,

aws : memorydb : multi-region-cluster- SEZZENE BRERFEAREHELE

pause-replication EIEH B EZ EFE 13 : 50 ZBF | aws : memorydb :

£, multi-region-cluster-
pause-replication 7] LA$H
EH MemoryDB Z[EE#
EHELR, MREFEE
EEWEE , FEEEF
X &,

| i

aws : dynamodb : global-table-pause- BEXENES : BEERTAHEN S

replication E{ERY B EE R &K 60 ERRYE LR aws :
dynamodb : global-table-
pause-replication,

| i

1&H) AWS FIS A X T EL A RHBIFIR

=g R 1

aws : elasticache : replicationgroup-interrupt- REABRXESERESERSHEBZE 20 #
az-power HJ B #Z ReplicationGroups & H R #l ReplicationGroups. &R LATE AWS Support
Center £ &RV X ERFIZRFERE M,
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https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-C32797AE
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-4E30A9A5
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-31F77559
https://console.aws.amazon.com/servicequotas/home/services/fis/quotas/L-9FC608C5
https://console.aws.amazon.com/support
https://console.aws.amazon.com/support

AWS HFEE A BRHS EREES

M R S AT 8%

TR AWSFault Injection Service A& EEHNEE X HEIH,

g% iR H &
HETEIEAWS Direct Connect A LA{EH aws : direc 2025 €12 A 18 H

tconnect : virtual-interface
£, BBERFPERITHER
REAEEENEHEBEBHEE
ZERERAFEBABETL
EREER , ZRBIAAWS Direct
ConnectiZ#RHY 3 1,

IES) EHRIE R LR TAZ 2025 F 11 A 12 H
Application Slowdown
F TCross-AZ : Traffic
Slowdown_ 241,

SSM XS H AWSFIS-Run-Network- 2025 F 11 A 12 H
Latency-Sources Hl AWSFIS-
Run-Network-Packet-Loss-
Sources SSM X #IREXE
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