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}
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Amazon Resource Name (ARN) BB documentArn2 8, EXH BEMBETEREARE , &7
LIEESEHNE,

WMFIEE aws : ssm:send-commandBIES B FFMEF , 52 H £A aws:ssm:send-commandE)
e,

ERENERT , EUNEBSESRTRABRERE (LBAREDE), REDFSKEELNEAD
FEHTHRERANRE, REDFESEDFFERBEENREZRIIT. XFMEEIMFERATUXERX
BE, Hlan , MRBEIE Amazon EC2 #4TEER | RISEEENITERK LRERIANITER,

BFE &
DESECEENEEEREHT. EREEL % AUNEERDEREELER.

"targets": {
"ResourceType": "resource_name"

}

AWS FIS BiEX EEEB EN T ERER .

« AutoScalingGroups — Amazon EC2 Auto Scaling ##H

. f#1787H8 — Amazon S3 FEFiTEE

- &5 - Amazon EKS &%

- #% - Amazon ECS #%5 Amazon Aurora EFE# &
- DBInstances — Amazon RDS & ¥} EE #17{E 88

- #1T{EEE — Amazon EC2 1T {EE&

« ManagedResources — B{f ARC EFEBH Amazon EKS #5., Amazon EC2 Application and
Network Load Balancer 1 Amazon EC2 Auto Scaling ##H.

BESH v
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- EIEHE¥E - Amazon EKS EiEEEHAE

 Pod : Amazon EKS Lt #) Kubernetes Pod

« ReplicationGroups — ElastiCache # & & #H

- A - 1AM A&

« Spotlnstances — Amazon EC2 Spot #{T1E &
. THAM - VPC T

« ER XK - Amazon DynamoDB £ &R X
 {£3 - Amazon ECS 5

« TransitGateways — E#i &

- BiRK[E — Amazon EBS #i#[E

WEEEH |, 552 the section called “B)/EE 1",
BESERE

MRBETESH , B AREEHFENFERRE , RIBEHER , RAEEEENHEREBRER , 88
BERAETHK. MREEKemptyTargetResolutionMode BERIRIBERES skip , BITE REMTEM
BAER , BMESAITR , A TBEB, . fli , MRBIEE 5 2 ENFERE , AWSFIS 2158
ERAE S 7ERTH. AR, CERHBT —EEE , EFFMEBRETHA L,

FRERBTUARESBERENKERE  EE2EENRBRE. S, EEEEEENRERE
Ao WL TR EFEREE | SN EHTER  SEEENKBRERE L&Y

NMRBEEDESBHIISREDE , AIRBEBFEEDFETHENT. TREEBDFEMFELFEATEE
SEREEBFEFEREET —EDERKE (RNERER , WRAMEEGBERTR ) <HVEE,

B fEEE
BT R BB
5l

- =1k EC2 #11T1EEE
il Spot #ITERE
- FETRERRE

« #&R1E EKS TH#&

BESERRE 12
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- BB ARC BEEHEHBER

g4l : F1E EC2 #1T{ER

THEESEILFERRA targetInstances BB ZEFEBIN EC2 #H1TER. MoER , CEEH
B E B EETEE,

"actions": {
"stopInstances": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"startInstancesAfterDuration": "PT2M"

},
"targets": {
"Instances": "targetInstances"

}

&35 : BT Spot #ITEEE

THSEEEILERBA targetSpotInstances BB P BIA Spot H1TEE., TEEFETMOE
B Spot #ITERE,

"actions": {
"interruptSpotInstances": {

"actionId": "aws:ec2:send-spot-instance-interruptions",
"parameters": {

"durationBeforeInterruption": "PT2M"
.
"targets": {

"SpotInstances": "targetSpotInstances"

}

g6 - PETRERRE
THEFEEEE R FEREE MR RYF FRK BN RE.

Ea iR
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"actions": {
"disruptAZConnectivity": {

"actionId": "aws:network:disrupt-connectivity",
"parameters": {
"scope": "availability-zone",
"duration": "PT5M"
.
"targets": {
"Subnets": "targetSubnets"
}

g1 : 41k EKS ITE%&

THEEREFERBA targetNodeGroups B B ZFTEBIE EKS BEFKIE 50% B EC2 #1T1E
B,

"actions": {
"terminateWorkers": {

"actionId": "aws:eks:terminate-nodegroup-instances",
"parameters": {
"instanceTerminationPercentage": "50"
b
"targets": {

"Nodegroups": "targetNodeGroups"

g5l . BB ARC EFSEBER

THEEERE ARC B BEBEY K BZTEERKSHduration-in-parameteresty az-in-
parameters ¥, BREHManagedResources& A AWS FIS EEE A+ B ZZBHRSIE,

{
"description": "aaa",
"targets": {
"ManagedResources-Target-1": {
"resourceType": "aws:arc:zonal-shift-managed-resource",

Ea iR 14
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ERAEER

"resourceArns": [

"arn:aws:elasticloadbalancing:us-east-1:0124567890:1oadbalancer/app/

application/11223312312516",
15

"selectionMode": "ALL"

}
},
"actions": {
"arc": {
"actionId": "aws:arc:start-zonal-autoshift",
"parameters": {
"availabilityZoneIdentifier": "us-east-1a",
"duration": "PT1M"
.
"targets": {
""ManagedResources": '"ManagedResources-Target-1"
}
}
},
"stopConditions": [
{
"source": '"none"
}
1,
"roleArn": "arn:aws:iam::718579638765:role/fis",
"tags": {},
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "fail"
}

AWS FIS W B &

BEA—RZE AWS &R , H Fault Injection Service AWS (AWS FIS) € BRI H E#H1TH
£, BEMUNAEERMERN AWS tRFH , b MURERAZIRFERNTREKRF P, EEE—F

THRIOASEERERFHINER , F28 £HZRFER.

BRLERVERELIRERE R, SUUEEREARPHE S ERFEERAARN B K.

AWS FIS EEERMREFEBEMEEE , BRBBEEFNEMEE, AWSFISEFREAREE

RIZNNERER, MRKTINER  BERERYK

BE
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ERAEER

AR
° Eﬁnn/
° ﬁ?ﬂ?%ﬁﬁu

- BE B EER
- BERENERM

- ERBR
< EEERN
- EHEE

- EIPIERE R

E*Enl:l/

L)\TIEEﬁEﬁnn/ o

"targets": {
"target_name": {

[

"resourceType": "resource-type",
"resourceArns": [
"resource-arn"
1,
"resourceTags": {
"tag-key": "tag-value"

.
"parameters": {
"parameter-name": "parameter-value"
},
"filters": [
{
"path": "path-string",
"values": ["value-string"]
}
1,
"selectionMode": "value"

EXERBRR , FRHETIIEE

B1ZEE
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ERAEER

target_name

BEENERE.

resourceType

EREE,

resourceArns

1B EE IR Amazon Resource Name (ARN),

resourceTags
ERAEREERNER,
parameters

RS EBMERE B EN S,

filters

EREERIEEREEBERRECHNNERERER,

selectionMode

BH AR RBER,

INEEH) |, 5528 the section called “&3 4l B &,

EREH

518 AWS FIS BHESEEIEE AWS BRERHT. BATHEER  KENE—BERER. B2

EEBENERE , BREL4AR BFEXENEREE,

AWS FIS XETIIEFREE .

« aws : arc : zonal-shift-managed-resource — [@] ARC EFER M AWS BWEIR
- aws : dynamodb : global-table — Amazon DynamoDB £ 15 & ¥l &

 aws : ec2 : autoscaling-group — Amazon EC2 Auto Scaling ##l

« aws : ec2 : ebs-volume — Amazon EBS R [E

« aws : ec2 : instance — Amazon EC2 #17{&g&
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« aws : ec2 : spot-instance — Amazon EC2 Spot #1T1E &
- aws : ec2 : subnet — Amazon VPC F#3&

« aws : ec2 : transit-gateway — {EH# R E

- aws : ecs : cluster — Amazon ECS #£

« aws : ecs : task — Amazon ECS £

- aws : eks : cluster - Amazon EKS £5%

« aws : eks : nodegroup — Amazon EKS EiBiE4H

» aws : eks : pod — Kubernetes Pod

- aws : elasticache : replicationgroup — ElastiCache & B &2
« aws : iam : role - IAM B

+ aws : lambda : function — AWS Lambda B

- aws : rds : cluster — Amazon Aurora BRI E#E

« aws : rds : db — Amazon RDS & ¥} E# {T{EE

- aws : s3 : bucket - Amazon S3 f1FETE

Al B REIR

B8 AWSFIS TREHERB RN , BUUESFEHENRE AWS BR (HEEREE ),
& |, IEF LR AWS FIS RIREGR A A R4 R B EIREF A

EERREEER , BULUEETYIEE -

- BJR IDs - BEERNEIR IDs AWS . FFEEIR IDsBHLRRRMEREENER,

- BREE - EAERE AWS BRNVER.

- BREGERNG - AREAREBUCERNBENE. WEFAET  F2RERHERM.
- BRSH - AXFABERFCERNSE. NRFMEF , F2RERZE.

ZBEIN

- BEEEREEMR B ENER ID NERER.
- BEEEAREEREREERENER ID MEREEERMS.

- MRCEEERFZARBRENERER  AIETSEANERAFT. cetHEREREERRR|#
NZARBRECEBNER,

HA B RER 18
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- MRBEEZEER , AERERLLAFEMEEENRR | TRERIEER (AND),

EREE R

ERGEFRGEERBEEBMRIBRERNER. AWSFIS ERBEEENEREE K KEHEA
EWE AWS BREXFERHN API BFEH, EANESEHCBUENEREESHEEREERT,

BEERGESHUBMB SN AENERT. BERUAMIBHTERS , HREERNERE R
HAPEEBMHNEE, SEQMREK TENER. BETEMSEL Pascal K/NERR , BIMEERNE
REMENREARRERNE, fli0, BEZER AvailabilityZone , A2 availablityZone
HABHETE,

"filters": [
{
"path": "Component.Component.Component",
"values": [
"string"
]
}
1,

T5@8EEAREEREE R -

- MRRHSEHREGS  SEEFHEBRENGRRSE , AMAGHERGESBLEANS T RENER !
AND

- MRAE-BERAREHMZEE , AEM—EESRLEATSSENER : OR

« MREMIR API FUREREMERIZEE  IEI-EERFTERFSTEENRER : OR

- FELHERR/EY  CERIIA/KEREZNERER (F2EHLR ).

T&REIE API BIEF AWS CLI s , RO LLARMESSEERERNERNER, AWSFIS gRKE
HITELEME , LERZIEENERFRYE. BIFTER , HENAHEERERTIENER, W, &
IE#& 1L 31T {E B8 DescribelnstancesMI AR RE L AT RE S H IR EFE R 1,

EREE AP B4 AWS CLI &7 55
aws:arc:zonal-shift-managed- ListManagedResources list-managed-resources
resource

HA B RER 19
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ERAEER

BRER
aws:ec2:autoscaling-group
aws:ec2:ebs-volume
aws:ec2:instance
aws:ec2:subnet
aws:ec2:transit-gateway
aws:ecs:cluster
aws:ecs:task
aws:eks:cluster
aws:eks:nodegroup

aws:elasticache:replication
group

aws:iam:role
aws:lambda:function
aws:rds:cluster
aws:rds:db
aws:s3:bucket

aws:dynamodb:global-table

API E)4E

DescribeAutoScalingGroups

AWS CLI 5%

describe-auto-scaling-groups

DescribeVolumes

Describelnstances

DescribeSubnets

DescribeTransitGateways

DescribeClusters

DescribeTasks

DescribeClusters

DescribeNodegroup

DescribeReplicationGroups

ListRoles
ListFunctions

DescribeDBClusters

DescribeDBInstances

ListBuckets

DescribeTable

WMEEH| , 552 the section called “E3 45l EFZ &4,

ERSBH

ERSHERBITERMFHED B REER.

THEREEZESH.

describe-volumes

describe-instances

describe-subnets

describe-transit-gateways

describe-clusters

describe-tasks

describe-clusters

describe-nodegroup

describe-replication-groups

list-roles
list-functions

describe-db-clusters

describe-db-instances

list-buckets

describe-table

HA B RER
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https://docs.aws.amazon.com/autoscaling/ec2/APIReference/API_DescribeAutoScalingGroups.html
https://docs.aws.amazon.com/cli/latest/reference/autoscaling/describe-auto-scaling-groups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVolumes.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-volumes.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeInstances.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-instances.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-subnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeTransitGateways.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-transit-gateways.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/cli/latest/reference/ecs/describe-clusters.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeTasks.html
https://docs.aws.amazon.com/cli/latest/reference/ecs/describe-tasks.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/cli/latest/reference/eks/describe-clusters.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeNodegroup.html
https://docs.aws.amazon.com/cli/latest/reference/eks/describe-nodegroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeReplicationGroups.html
https://docs.aws.amazon.com/cli/latest/reference/elasticache/describe-replication-groups.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListRoles.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-roles.html
https://docs.aws.amazon.com/lambda/latest/api/API_ListFunctions.html
https://docs.aws.amazon.com/cli/latest/reference/lambda/list-functions.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeDBClusters.html
https://docs.aws.amazon.com/cli/latest/reference/rds/describe-db-clusters.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeDBInstances.html
https://docs.aws.amazon.com/cli/latest/reference/rds/describe-db-instances.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/cli/latest/reference/s3api/list-buckets.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://docs.aws.amazon.com/cli/latest/reference/dynamodb/describe-table.html

AWS Fault Injection Service EREEmR

aws:ec2:ebs-volume
 availabilityZoneldentifier - @€ B ZHEEN TAHEFNENXEE ( Hl0 us-east-1a),
aws:ec2:subnet

« availabilityZonelIdentifier - @2 BEFBBZAIRARENENL ( 0 us-east-1a)
= AZ ID ( #l4n use1-az1),

- vpc - TEBEFMEHN VPC, BEKRFEFXEZE VPC,
aws:ecs:task

« cluster - 32 BEEBHESE,

- service - @8 BEEHH R,
aws:eks:pod

« availabilityZoneIdentifier-#MA. @& B Pod WATAEH, B0 us-east-1d, &
fZEB LB E hostlP MESE F#KAY CIDR HHE Pod WAl A EHH,

« clusterIdentifier - &, BE EKS HEMNEBI ARN,
- namespace - &, BHZE Pod ¥ Kubernetes 5% 2= /.

« selectorType - X &, BEEREE, WEEMNES labelSelector. deploymentName
podName,

- selectorValue - &, E#iEHEHEH., HWEBUAN B{EselectorType,

« targetContainerName - EM, Pod P EXRNWEERREHE, HRERSMEERE Pod R

KPR ERNE —BEES.
aws:lambda:function

« functionQualifier-#EH., EHENHEIRASINE. WRKREETMRER , AIGEEAH
FMERARARAEE, MRETCEEZEMRANEE K REFHAIERIEM ARN WARIZ |, BlA
FEAENFMERAHESWIEAEE, MBSLATESTHEASKAE |, BEeZEBHEARKE ARN /Y
WA , AR EETE ARN SLATESTHHVILA , BAEITEHEREA, W5 Lambda MRAWFFEER |
A2H ( AWS Lambda FA&EIER) FEE Lambda BE R,

aws:rds:cluster
- writerAvailabilityZoneldentifiers-EM. ERNEZEEEARNTAEE., TENE
7 TRAEREABNFNERSREE , all,
aws:rds:db
« availabilityZonelIdentifiers - EMH. EZFENEREMTERTAESE., AENE
7 TRESHANFNERIREE , all,

EEEE T >


https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html

AWS Fault Injection Service EREEmR

aws:elasticache:replicationgroup

« availabilityZoneldentifier - #E, @B EHFHZAARENERT ( Hl0 us-
east-1a) 3 AZ ID ( #I%0 use1-az1).

EFEEN
B BB SRS X R IRE MBI ERHE. AWS FIS XE T FERUER -

- ALL - £ B B & L8117 B1E,

« COUNT(n) - EEEHENEELATEE , BEECSHINBEZEDERE, Sl , COUNT(1) iEE
HEh—@EEEWE &,

« PERCENT(n) -FIEEBESLHNBEEZELHTEME , LIE# AR EEFIN B EPRE, §
i , PERCENT(25) 2i&H 25% W E &5 B 2,

MREEFTENERIIEE 50% , AWS FIS 253, it , REFHIEH{E Amazon EC2 i 1T1E
HMAEBEE K #EAS50%, AWSFISERAEMEHRNTERE., SELIEEINR—EERNES L. 5
m, WREHIE Amazon EC2 TR EEFIEE 5% , AWS FIS MELEZISTEE,

NREERAEENESEEREEERZMEER , AWSFIS AJ L ZERMERNEIR.
BRCEABEZEES  WRECEENEERDRIEMER , ABRSXRH.
5B R

LUF 2 &1 8 &,

g

- EREEERCERE VPC HHTEE
- EEEESENER

g6l : 55E VPC FEREERBRNIITER

L HIRY AT aE B R R IEE VPC F 8 Amazon EC2 #1T{EER , EFE& A env=prod. BEEXFIEE
AWS FIS FE#ZZE R — @B %,

{

BEEN 22



AWS Fault Injection Service EREEmR

"targets": {
"randomInstance": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
I
"filters": [
{
"path": "VpcId",
"values": [
"vpc-aabbccl1223344556"
]
}
1,

"selectionMode": "COUNT(1)"

g6l . EREESENER

WEHIHNTTRE B ZE A G EEEMRHEH Amazon ECS 13, #EEXEIEE AWS FIS FEiiEE
EI:P _1 E go

{
"targets": {
"randomTask": {
"resourceType": "aws:ecs:task",
"parameters": {
"cluster": "myCluster",
"service": "myService"
b
"selectionMode": "COUNT(1)"
}
}
}

50451 B R R A

AT R8I ERE R Mo
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g4

- EC2 #1T{ERE

g5 - EC2 #fTEER

ERBEXTE aws : ec2 : instance ERE R B EIE EEFZFMHEF , AWS FIS €45 Amazon EC2
describe-instancestn & I E A E5& 4 k58 5 B 12,

describe-instances i T &{E[E JSON & | EhSEHTEEES R THEBInstances, A TP
PEH  HPEESU##EROBM. RS REEHG  SLEHIERELRMALE JSON @ HIEEIE
EBMEE,

{
"Reservations": [
{
"Groups": [1,
"Instances": [
{

"ImageId": "ami-©©0111111111111111",
"Instanceld": "i-0Q@aaaaaaaaaaaaaaa",
"InstanceType": "t2.micro",
"KeyName": "virginia-kp",

"LaunchTime": "2020-09-30T11:38:17.000Z",
"Monitoring": {
"State": "disabled"

I

"Placement": {
"AvailabilityZone": "us-east-1la",
"GroupName": "",
"Tenancy": "default"

1,

"PrivateDnsName": "ip-10-0-1-240Q.ec2.internal",
"PrivateIpAddress": "10.0.1.240",
"ProductCodes": [],

"PublicDnsName": "ec2-203-0-113-17.compute-1.amazonaws.com",
"PublicIpAddress": "203.0.113.17",
"State": {

"Code": 16,

"Name": "running"

FPIEFE IR 24
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ERAEER

}I

"StateTransitionReason": "",
"SubnetId": "subnet-aabbccll1223344556",
"VpcId": "vpc-0@bbbbbbbbbbbbbbbbb",

"NetworkInterfaces": [

{
"Groups": [
{
"GroupName": "sec-group-1",
"GroupId": "sg-a0011223344556677"
1,
{
"GroupName": "sec-group-1",
"GroupId": "sg-b9988776655443322"
}
1,
I
I
{
}

1,
"OwnerId": "123456789012",

"ReservationId": "r-aaaaaabbbbbl111111"
},

HRERERGERAZIBETHESTVHATER , FEE (VEMEKEAvailabilityZone M A

AESNEXRMS E. Hlm .

"filters": [
{
"path": "Placement.AvailabilityZone",
"values": [ "us-east-1a" ]

1,

FPIEFE IR
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ERAEER

HEERAERREMEIGE FREBTFNITER , FiEE NEMHRESubnet IdM F#8E% ID A
{Eo ﬁ'ﬂlﬂ .

"filters": [
{
"path": "SubnetId",

"values": [ "subnet-aabbccl11223344556" ]

1,

EEENERSERTERBMREBNETER 6 FiEE WELEREEName , Y THHEP —EMRELBIE
EAME : pending | running | shutting-down | terminated | stopping || stopped. %0 :

"filters": [
{
"path": "State.Name",
"values": [ "running" ]

}
1,
EEENCEEZARSFHENTAHTER , BIEEEA GroupldMZEL L FHE IDsE —EHEMK
. Bl -
"filters": [
{

"path": "NetworkInterfaces.Groups.GroupId",
"values": [

"sg-a0011223344556677",
"sg-f1100110011001100"

1,

FRENCEEMEBERSHENYTER  FEESEAGRKMG: , R 2 SBHEREE GroupIdH
BEEEFRFNE—Z2EH4E D, Fla

"filters": [
{

"path": "NetworkInterfaces.Groups.GroupId",
"values": [

SIfIERE IR 26
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"sg-a0011223344556677"

]
},
{
"path": "NetworkInterfaces.Groups.GroupId",
"values": [
"sg-b9988776655443322"
]
}

1,

&l : Amazon RDS #5% ( BRIEEE)

ERAXE aws : rds : cluster ERER W ENMEIS EEFREHEF , AWS FIS %17 Amazon RDS
describe-db-clustersip© 3 & F EFZ 544 LA B B 12,

describe-db-clusters i T EEERNEEEELEL TSI JSON ., UTE2XowEH , He
SEUH#HERNBNAL, RPIAGIREEF] | B & HIFEHIELLMAE JSON B HNEBIEEBHERE,

"AllocatedStorage": 1,

"AvailabilityZones": [
"us-east-2a",
"us-east-2b",
"us-east-2c"

1,

"BackupRetentionPeriod": 7,

"DatabaseName":

"DBClusterIdentifier": "database-1",

"DBClusterParameterGroup": "default.aurora-postgresqlll",

"DBSubnetGroup": "default-vpc-01234567abcl23456",

"Status": "available",

"EarliestRestorableTime": "2020-11-13T15:08:32.211Z",

"Endpoint": "database-1l.cluster-example.us-east-2.rds.amazonaws.com",

"ReaderEndpoint": "database-1l.cluster-ro-example.us-east-2.rds.amazonaws.com",

"MultiAZ": false,

"Engine": "aurora-postgresql",

"EngineVersion": "11.7",

mnn
’
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EEEAERGERY  REEFEAREERESIZNERERSE  FHEMREIEEAR Engine , X
¥ {EISES aurora-postgresql , T 5| EHIFT R,

"filters": [
{
"path": "Engine",
"values": [ "aurora-postgresql" ]

1,

HRZEREERRETRAESTENERENERMHERNG  FEEBMRENE , MT AR,

"filters": [
{
"path": "AvailabilityZones",
"values": [ "us-east-2a" ]

AWS FIS B {= LE 544

AWS Fault Injection Service (AWS FIS) IRt HEMEBH , HERLME AWS THEER LHTE
B, FLRHRE—EME K THEERZETEERS Amazon CloudWatch B RHREREILEER, MR
HERPEERESILEY , AWSFISEEILLER, SELIEEFILINER,

EEBUECILGRY  FAALNEARXIREERBERE. BERERERAERNUREARH
78 LEERBENEEESR. §li, EE, CPUAERRERANE., BUUERABEMREREY
CloudWatch B~ , IR EHNERAEN R EDNELIEZIHRENRE , BUUEARBERREL
B, MEFMEEN , 528 (Amazon CloudWatch A &) H#FEH Amazon CloudWatch
o

EBHRFEHREU U EEREARAFIEENFELLRHEHEEETE, NWEFHMER , 52 BFault Injection
Service AWS RYELZEF PR &l

LR AR

BUYBREARE , BAALUEBIEESREIUN CloudWatch BRIRIEE — 2 [EF L&A

{

"stopConditions": [

L TRFE 28
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{

"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:region:123456789012:alarm:alarm-name"

}

THIg6IE HEREAREEF LRAF,

{
"stopConditions": [
{
"source": '"none"
}
]
}
®—5 T

1B RE AR CloudWatch BRILIE L HAFTAERRBANKSBRE | HH0 E2/T/HE L
$117 CPU fE0.

M FIS XE2 ERER TR CloudWatch AWS BN AR , BSMUTRE

 f#/ CloudWatch EER 8 HEI1T{HEE
 Amazon ECS CloudWatch 1§1&

- f£/ CloudWatch E£## Amazon RDS E#&
- fE A CloudWatch EEfEHTa S IEE

AWS FIS ERH IAM A&

AWS Identity and Access Management (IAM) 2 —%& AWS fR¥§ , ATiRBIEEE L& iR FIE AWS &
RNER., ZEMEH AWSFIS |, 4 ERI IAM B&KEF AWS FIS FrERFT ,  AWSFIS [
DRREHTER. BUUEEVERSLFEELERACR, HRE—IRFER K ERACEH IAM
BRVEARTHA , MERAEERELAPIEERBENER. HRZSIRFER  ERAGKARTH
FAEACHT , MEESEEEREFN IAM A€, MEFMER , F2RZIRFERNITT,

HMEZLERBETRERRNEELZLER., LAUEBRPEEREER ARNsHZRRIAITILR
=
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html
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(EE
R T HBEREFRBER AWS FIS , HIRRM AWS SERE , AU UEZEVERACKEEELHR
R, }E , CUTUERI ACHRRBERHE , ERELBERMARE,

B s

. FTRFH

- BE1:BEVERAGIERE AWS ZEBR
- BIH 2 BEVERAGIHEARBEXM

FORIRAF

FIRZ A, SBR%E AWS CLI Y E I FrENEEBRXK,

&% AWS CLI

Rz hl , HALEWERTE AWS CLI, EERE B AWS CLI , REEERREBH A AWS BEAE

B, AEFFWEFIBRREHRETER "TEBiF, . B, @i --region BEHEEESEG S,
WMEFMENR |, FB2EETENEH AWS CLI FE&E AWS CL,

BV EERREE

ERAGLEEERFEEHE , AFF AWSFIS RERBEIZAG, BIRA WXFER , fis-role-
trust-policy.jsondt# 8 T 7S EREHRBIR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"fis.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}
]
}
Rk
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BEBFEH aws:SourceAccount M aws:SourceArn FHZESIE | REHC RS EEREAM
BEHEE. REREESERNHEEE , MARF ARN 2ERMN ARN, Flin , BEZE T HIGEER
B EETBUER,

"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
I,
"ArnLike": {

"aws:SourceArn": "arn:aws:fis:region:account_id:experiment/*"
}

}

MEHALUREIERIRFAR (ERSIKRFER )

HRZIRFER  SREAFBARRFREBEFIRFACHNT, BRMERTSIES |, Wig #
BARNBRBENYE , UBEESRFAR .

{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource":[
"arn:aws:iam::target_account_id:role/role_name"
]
}

EBIE 1 BEUERAGIER AWS ZEBER

58 AWS FIS WE+F — 1@ AWS ZEBERREAM,
BUYEBRAGIYERE AWS SEHX

1. WREHNERPH AWSFIS BIMEFEZEEHR., R, BEEERAEIBCSHRBBE X4, W
EHMER |, 552 Bthe section called “AWS ZEHE",

2. fEATH create-role M BREVAEG |, WHFHE LRFGPEINEEBR,

aws iam create-role --role-name my-fis-role --assume-role-policy-document
file://fis-role-trust-policy.json

3. AT attach-role-policy 5 HiE#E AWS SEBHX.

BIE1 BEUERAGIIERE AWS SEHR 31


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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aws iam attach-role-policy --role-name my-fis-role --policy-arn fis-policy-arn

Heh fis-policy-arn BTHHHP—IEF :

« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorEC2Access
« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorECSAccess
« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorEKSAccess
« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorNetworkAccess
« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorRDSAccess

« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorSSMAccess

BIE 2 B ERA G HIEARBRA

SHEREZERRNBEEAIER  ESSREERFTFENFTT,
B2 37 B BR 0 T 18 PO HR BRS¢
1. AT create-role M HREVAE , WHIEHEERRFREPELNEEIBR.

aws iam create-role --role-name my-fis-role --assume-role-policy-document
file://fis-role-trust-policy.json

2. BIYBAMNNFEHERER, fis-role-permissions-policy.jsonItFIBEFAIBER, METTHE
RENES , FE2EUTRE,

« SHREABRE - RTIIBERRS.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowFISExperimentRoleFaultInjectionActions",
"Effect": "Allow",
"Action": [
"fis:InjectApilInternalError",
"fis:InjectApiThrottleError",
"fis:InjectApiUnavailableError"

1,

BIE 2 . BUERAGWHERNRBEE M 32
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ERAEER

}

"Resource": "arn:*:fis:*:*:experiment/*"

+ Amazon EBS B){E - & T 5| BURR 1A

"Version": "2012-10-17",
"Statement": [

{
{
}I
{
}
]
}

"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:PauseVolumeIO"

1,

"Resource": "arn:aws:ec2:*:*:volume/*"

« Amazon EC2 B){E - # AWSFaultlnjectionSimulatorEC2Access B BIA

« Amazon ECS B){E — # AWSFaultlnjectionSimulatorECSAccess B BIA

+ Amazon EKS B — #£ AWSFaultinjectionSimulatorEKSAccess BUERBIA
. B E1E — #£ AWSFaultinjectionSimulatorNetworkAccess BURBILA
+ Amazon RDS B — &£ AWSFaultinjectionSimulatorRDSAccess B BIA

+ Systems Manager B4E — £ AWSFaultinjectionSimulatorSSMAccess BUR B

3. AT put-role-policy iR RFIBEE L —BSBHEINFITBEE.

aws iam put-role-policy --role-name my-fis-role --policy-name my-fis-policy --

policy-document file://fis-role-permissions-policy.json

BIE 2 . BUEERA GIHTE R EBRBUER A
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorECSAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
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https://docs.aws.amazon.com/cli/latest/reference/iam/put-role-policy.html
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AWS FIS WEEIREHRE

IE A LARLA AWS Fault Injection Service (FIS) RELXBERNHE , A EEERihE £ EAIFHNF
B, ERWMER POF XM , HEERBHFE , WLBFELHEEIEEN CloudWatch ERRWEEAER
EfE, EEEFHHIEREE , FELETR zip BHR,

FERANREABREENBREAR , EUNAEREREANERBEEE, EEETE CloudWatch
BRIRE , AWSFIS BE8EERXRTAENTIENRRER , XEESEENERE A LERE
WA RSB AREE , AT EHIFT R,

WEHIREHTBEAERTE VAR (AZ) PHFE, £ AZusel-az6 F5| AHTIEXR , RESHR
usel1-az6 B3 usel-az4 , FEZAZ PERTEHBEEM L THEBERD,

BRI EHERE 34
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EERERE , METUR AWS FIS XA TH , X HBEME Amazon S3 REEE+H. MR
FEREHEEPITE CloudWatch ERR , tEHEESEPNIENFR. HARABEREE I
PcancelledHITHER (45 actionsMode ;FREAH ) , TEELEHEskip-all, —BEEREB
ERERMREMRSE , HmMEKEREER Amazon S3 REFIFRING. RBEEATEBRMABNBREN , 8
RS EmE ML WE AWS FIS BA, NIFEFMEF , 5528 AWS Fault Injection Service EEM
Fault Injection Service AWS HIELZERM PR |, Amazon S3 # CloudWatch AP| E AR R EEH
BEAR GetMetricWidgetimage 1 GetDashboard 583K, MEFMEN , FBFZS B Amazon S3 EEM
CloudWatch Ef&,

UTRERBEERENEE , ERERELTHNERER,

i

{
"experimentReportConfiguration": {
"outputs": {
"s3Configuration": {
"bucketName": "my-bucket-name",
"prefix": "report-storage-prefix"
}
.
"dataSources": {
"cloudWatchDashboards": [
{
"dashboardIdentifier": "arn:aws:cloudwatch::123456789012:dashboard/
MyDashboard"
}
]
.
"preExperimentDuration": "PT20M",
"postExperimentDuration": "PT20M"
}
}
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£ experimentReportConfiguration , BAILLBFT#H B Wih, WMAERNKGEEE , BER
TEEERRET , ETHRMEETH AWSFIS ERNEZENER, ELACRERBSHERER , Bk
HTHIEAE :

outputs

# EEexperimentReportConfiguration , EEBRBERFHME. £ Foutputs , &A[
DR T 5B s3Configuration RIFE

« bucketName - FHIRER Amazon S3 EFITRETHE, METFBELARERMVAERNES,

« prefix (3ER ) - Amazon S3 REFrETHNFTE , ARNFHRERS., BARBEA LR , LUE
ERHHFTERERN.

dataSources

HiZF[ERexperimentReportConfiguration , IEEETSHEERFEFHNHEMER KR,

« cloudWatchDashboards - @& #HEFTH CloudWatch ERIRFESI, PR —1{& CloudWatch
BRI,

« dashboardIdentifier- CloudWatch {&&41RA ARN, BRT BEEHIEEZN , H#EFHLEEE
AltERBEmetricBEZBSENM T ENREBE.

preExperimentDuration
HiZ A ERexperimentReportConfiguration , % CloudWatch R REEETESHERE+H
WERIHERRBE , &K 30 piE. EEZRARREARIBEMRENEE, Sl , BERaFER

BA57E , RIRBEFSEERRAKA 5 PEIESER. FERENKRAEL 1SO 8601 , K
B4 20 i,

postExperimentDuration

HiZ A ERexperimentReportConfiguration , E# CloudWatch B RRIEEEISHERE T
WERZREERRE &R 2/ K, SEZXEAREAERBERERERBEMIFERE. Hlw,
MBERIEE S5 »ENEBRRISERE , RBEXEISEE , BEIERERE 5 7, FEREN
#%3XA 1SO 8601 , FARR{EA 20 7 &,

ERBETA

EEZE AWSFIS EENFEHERBES , BFER AWS FIS BB IAM A A THIERE -

* cloudwatch:GetDashboard

BRAETT 37
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* cloudwatch:GetMetricWidgetImage
* s3:GetObject
* s3:PutObject

EMEBJRERE AWS Z2HEER  YKERACRIAREFETFENTE, ATRRIERAEEN
By B R BRI X g2

"Version": "2012-10-17",
"Statement":

L

"Action": [
"s3:PutObject",
"s3:GetObject"
1,
"Resource": "arn:aws:s3:::my-experiment-report-bucket/my-prefix/*",
"Effect": "Allow"
},
{
"Action": [
"cloudwatch:GetDashboard"
1,
"Resource": "arn:aws:cloudwatch::012345678912:dashboard/my-experiment-
report-dashboard",
"Effect": "Allow"

},
{
"Action": [
"cloudwatch:GetMetricWidgetImage"
1,
"Resource": "*",
"Effect": "Allow"
}

FRAEFZE L (CMK) 1M Amazon S3 BETERTHRENWEHMEFT

MRIEE FIEEM Amazon S3 FEETEES3Configurationf A CMK % , BEEE T HIEENFT
BT KMS £RBER LW FIS BERAS !

BRHREHT 38
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* kms:GenerateDataKey

* kms:Decrypt

LU 2 AFT FIS BERAGKEBEREANEZERFIEBNES KMS SREERRZAR :

"Sid": "Allow FIS experiment report",

"Effect": "Allow",

"Principal":

{
"AWS": [

"arn:aws:iam::012345678912:ro0le/FISExperimentRole",

]

b

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": "*"

}

ERBEREER
SRR AWS FIS BRESEEHREET -

- RpERcH  FELEEHEE  URRENERSACUFANKRE. EERESRGRAFER
HERBEENEA. IFTE-STH A F2R RXERELELEERE.

- METEARKEDHARNER. ke FEAERAFREHFAERER. RMABRBSEHT
B 8T A TR ERR R RS .

- REIER IAM ACRE , YEEY S3 BEMNtREFTFENFTFENYHEIE. BRMEBREEHER
B/FEEARN AWS FIS BERHE , YHEFERTFEMRE AWS FEULFEFIT BN FHAVHER,

« £/ Amazon S3 ¥I#HIRE , U EHBEEBEERBREARERMEIMGRIERS. BBE-FT
B, F2REAYMEEEHED .

o WMREH CloudWatch ERIRM AR EFHAMEBIRE |, &0 LA CloudWatch Bk F o] £ 58
% , 3B AWS FIS HFARIRFMAEEIIRE , YAERIIRSMARIRIRS , #& AWS CLI # API F#Y
CloudWatch T AR A HAMEFENEEETT. B2 E—FS TH , 5528 CloudWatch BEiRF o
B,

BERREREER 39
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=
FEEEE AWS FIS

EREHEERNBEARE. KUNEEREX L ERHEEREH, ELARKERK K SREHME
BETE,

UTRETEERES FESNERBEE L.

{
"experimentOptions": {
"accountTargeting": "single-account | multi-account",
"emptyTargetResolutionMode": "fail | skip"
}
}

NREEBVERALSFRIEEAMERREER , AIEEASEERENEARE.

UTREERKRERKRENERBIREE,
{
"experimentOptions": {
"actionsMode": "run-all | skip-all"
}
}

MREERBERBRIEETMERER , BIErun-all1EARRE,

B 8

- IRFBE

- ZEERTEERN
- BEER

&kE B &

MREELZEAWS IRF , Eh ISR EEERDPHENER , BUUEHAUERABENIRSRE
REXZSIRFER. B ESEBERFHIERNIGARREEHAITZIRFER. HANESHES
AWS FIS ERgEiANER., BEERFREGERNMER AWS tkF , ELERTHEEZE AWSFISE
BNTE, WEFMEEN , F2EEH WZIRFER AWS FIS,

B LAMERRF B EREH BERERNNVE. BUUARKIKRF BRRAREE

BE®EE 40
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E—iRF - EiR. BERIASLUAWSFIS BRITZ AWS IRFHHERASBE,
- ZIRF - BERTUHEESE AWS IRFHHER.

B Rk FaRE

EEHTZIRFER  ZX4EEEZ—RZEEERFHARE, BERFHAESIEESHEIREN
accountld, roleAm M#ER K HHP I EERTEEANER. ERSAANWEZERFHERNIRS IDs &4
ﬁ%uﬁ_ﬂgo

m E@

RN SIRFEREAN K ERHEASECMHFEM targetAccountConfigurationsCount ,
EREREAMA B ERSHEEBNFE.

UT2EERFHEENTEE

{
accountId: "123456789012",
roleArn: "arn:aws:iam::123456789012:role/AllowFISActions",
description: "fis-ec2-test"

}

ELREVEERFERER  BIREETYER :
accountld

BEWRFH 12 I8 AWS IRF ID,

roleArn

T AWS FIS FFA L7 B IR P ERELENERY IAM B,

description
BEMRER,
EEE-STHRUMNEABEIRFERE  F2REHA NZIRFER AWS FIS,

BRETERN

BEXTREREAFERTK , BEERERKREN,

« KM - TR, MREBARFEMEMNER , AERS UKL , REA failed.
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- BB - MRBERBNEMER , AEBESEE  YBEMKREMBITEENEE, EE5EHAK—
HBAEE 2 BENEE , 0 ARNs , EXRIB, MRBRFIEAHE BT ESZNWEEZ , AIER
SUERIE | REEA failed

BRI

BEEARERASY  BUUERKERKIEE. B BEERFRES skip-all , LEKHE
EABRERCUELEBEHE, BEREURERITIIER .

- BEREERAAUHELHHNER, ELRBLERE  BENERERTRERESE , RA
BRI EMBER. EMEUR.

- BWRCHAR D EMERTE,

- HRZIRFER , KEAESEBERIRFERBERRE AM A6,

® Note
skip-all RAT R EHBLRTEBHUIT AWS FIS BRI L EFFA , WHERREE
fEo

BEEXSBIZZTHE :

- run-all - ( EEY ) ERSYEHEERKNEE,
- skip-all - ERErBEEER LNMEBE,

ERE-STHRINFERHERNKREDFENSY , F2RANERIETELEERE,

BEER 42
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AWS FIS Ej{gz&

B R &FEH AWS Fault Injection Service (AWS FIS) £ B EHITHWEEREAEE. BE AWS R
KU EEREZ AWS FIS RMUFELARENE . EUUSBENEEERELR , ARARYTE
B,

BERA FNEREBE AWS FIS , SREBESHAMET IAM FANHEBEER. SHRATUER AWS
FIS A MEE AWS Command Line Interface () # list-actions 3% X AWS FIS HIEIE
AWS CLI, RIS EBENEBE ﬁﬁmﬁﬁﬁ get-action IR B RBRREIENFMEN . WHELE
£/ AWS FIS S S HIFEHERA AWS CLI , 5528 ( AWS CLI is58%E) FHAWS Command Line
Interface £ A& EFEM fiso

WME AWS FIS BiEI{EERFEMERR , 7S AWS FIS B ENIER Fault Injection Service AWS 1
fEE IAM B EM.

B

o SEEUEABNME

- EREE

- EE5EE

+ Amazon CloudWatch B4
+ Amazon DynamoDB Ej{E
« Amazon EBS E{E

« Amazon EC2 Bk

« Amazon ECS Bk

« Amazon EKS B{E

+ Amazon ElastiCache BjfE
« AWS Lambda Bi1E

- HERBE

« Amazon RDS B

+ Amazon S3 BjE

+ Systems Manager Bj{E
« ¥&B AWS FIS f§H Systems Manager SSM 3 4
« £ AWS FIS aws : ecs : task EjfE
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AWS Fault Injection Service EREEmR
« £/ AWS FIS aws : eks : pod Bj{E
« {5 AWS FIS aws : lambda : function Ej{E

ﬁﬂnn/ l@'ﬂz

AWS FIS X & T SISEERE A B F.
B

 aws:fis:inject-api-internal-error

 aws:fis:inject-api-throttle-error

 aws:fis:inject-api-unavailable-error

aws:fis:inject-api-internal-error

BAIBEIUEABE IAM AGRENERF., BEREIRRSERE AP, MEFHMAENR ,
B BR#&H SDK # API 3245,

s
%

EREE

* aws:iam:role

S

« duration — FHBIFE , —2 R 12 ., £ AWS FIS API A , E=R ISO 8601 &M =F &, i
m, PTIMRREX—28., £ AWSFIS A F , BA Ll AN S, 2EHSNFE,

+ service— B AWS API iR ZEE, XEMWNEA ec2,

* percentage - #&#EFRFE AR PRI T 2 L (1-100),

« operations — A SRERIVIRIE , LUESR DR, MFec2mAZEM API BEFE |, 528 (Amazon
EC2 APl &) N E1E,

G|

 fis:InjectApiInternalError

5t
l’u—
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aws:fis:inject-api-throttle-error

HKRBEIIABE IAM AGRHNER, ¥ EREECARSEREM APl, MEFMEN , BFRE
R#GHY SDK 1 API X4,

EREE

* aws:iam:role

B8

 duration — B , R— 982 12 /M, £ AWSFISAPI 1 |, HR IS0 8601 R FE, 4l
W, PTIMRKER—28., £ AWSFIS 247 , Bl ARE., 2EHT/NEE,

- service—- B AWS APl i B 2=, XEWEAS ec2,
« percentage — #&#EEE AR PRI EF 5 H (1-100),
- operations — A ASERAVIRIE , LLUEHR DR, NFec2mBZ=HEH API BIEBEE |, 5528 (Amazon

EC2 APl &%) hiBE,
=)

 fis:InjectApiThrottleError

aws:fis:inject-api-unavailable-error

BEEFERANERIABEE IAM ACRHEABERP, FEEEIURRASERE AP, WFEFMAE
A, FRE RIEH SDK 1 APl X4,

EREE

e aws:iam:role

8

* duration — ﬁ%ﬁﬂﬁ'ﬂ 1& $EF 12 M, £ AWSFISAPI 1, {HR2 I1SO 8601 XNV F &R, 4l
W, PTIM KER—2 &, Tf AWS FIS &% , BH WAV R. 7EHINFE

- service—- B AWS API i B ZfE. ZEMNES ec2,
- percentage — #§#8 FF AR P I T 5 H (1-100),

aws:fis:inject-api-throttle-error 45


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_Operations.html
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- operations — FASERMIRE , BUER DI, WFE ec2 mBAZEMEH API BIMEBE |, 5528 (Amazon
EC2 APl &) N E1E,

A

 fis:InjectApiUnavailableError

BEREE

BITERBERATRERRSIEZEERREBEEARER,
AWS FIS X & T 5EREE,

aws:arc:start-zonal-autoshift

BESSTEERNRERTASENTAESD (A2) 8% , WiSHEHRKHATHE AWS EFHiEE
MRERFH AZs, EAFFER FIS BRESBEHER, EiFHBEBHEBE Amazon Application Recovery
Controller (ARC) ¥ —I8IhEE , AFF AWS REREKEFRNWRERE AZ , E AWS HETZE 2
AZ R EFHEBEER,

E&#Taws:arc:start-zonal-autoshiftE){EEF , &M StartZonalShift, UpdateZonalShift

A CancelZonalShift APIs 3R AWS FIS B BIHER , WKELFE RN expiresIn WUERER 12

BEHAREEE, EUE EREMRPE I RRBEEENSEH4RE AWSFIS , REEREFHER, £
ARC AWS FISE#ZA&F , BHNERUEERTE A MEBRNFEAHBEHERAEREERBERIEEN

BFERE,

ERER
« aws:arc:zonal-shift-managed-resource

EFEESEERIVUMA ARC EFBBEBNWERER | T Amazon EKS £, Amazon
EC2 EREANMEREEHFET , L% Amazon EC2 Auto Scaling ##. MEFHMENR , F2HB
(ARC FHEA B PHZENERNBAEE BHEBE R,

B8

« duration - REFEBNKERE. &£ AWSFISAPI # , R ISO 8601 XM F&H, Hln , PTIM
RKER—28E., £ AWSFIS E#EAH , BA M AN H, SEHS/ DR

BREE 46


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.resource-types.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-autoshift.start-cancel.html
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availabilityZoneldentifier - JREELL ] A RIF BB, EATLE AZ B8 (us-east-1a) = AZ ID (use1-
az1).

managedResourceTypes - REMS P EBHNERER |, LUEH SR, TWEEMEIETIE ASG(Auto
Scaling ##H ) . ALB (Application Load Balancer), NLB(Network Load Balancer) #1 EKS(Amazon
EKS).

zonalAutoshiftStatus — L EHEM ERzonalAutoshiftStatusikEE, AIRERYIEIE A ENABLED
DISABLED, #1 ANY., FEF%{EA ENABLED,

S|

arc-zonal-shift : StartZonalShift
arc-zonal-shift : GetManagedResource
arc-zonal-shift : UpdateZonalShift
arc-zonal-shift : CancelZonalShift
arc-zonal-shift : ListManagedResources
autoscaling : DescribeTags

tag:GetResources

FEEF

AWS FIS XE T 5&E 581,

aws:fis:wait

#1T AWS FIS E581k,

8

duration - #BRE , E— 2 8ES 12 I, £ AWS FISAPI # | {H2 ISO 8601 X F&H, fi
wm, PTIM AR —288, £ AWSFIS EZAEH , BB AYE. DEHHPNRE.

S|

i3

PANNY

EEBE 47
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Amazon CloudWatch B4k

AWS FIS % # T %I Amazon CloudWatch E1E.

aws:cloudwatch:assert-alarm-state

REEENERIETENEP —EEENE RRE,

EREE
B8

« alarmArns — /RARNs , LUERE DR, BHEZALUIEEREE R,
« alarmStates - B IREE | LLUESE DR, TTREME RARAEA OK. ALARMF] INSUFFICIENT_DATA,
S|

* cloudwatch:DescribeAlarms

Amazon DynamoDB EjifE
AWS FIS X #& T %l Amazon DynamoDB Ej{E,

aws:dynamodb:global-table-pause-replication

Z{F Amazon DynamoDB £ ERXEREEMELERR, EDFEHHAER K BENREZTEERR
5 8.

THBRRR G EREM I ZE B E DynamoDB £ &R RIEUER -

"Statement": [
{

"Sid": "DoNotModifyFisDynamoDbPauseReplicationEXPXXXXXXXXXXXXXXX",
"Effect":"Deny",
"Principal":{

Amazon CloudWatch Ej#E 48
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"AWS":"arn:aws:iam::123456789012:role/aws-service-role/
replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"

},
"Action":[

"dynamodb:GetItem",

"dynamodb:PutItem",

"dynamodb:UpdateItem",

"dynamodb:DeleteItem",

"dynamodb:DescribeTable",

"dynamodb:UpdateTable",

"dynamodb:Scan",

"dynamodb:DescribeTimeToLive",

"dynamodb:UpdateTimeToLive"
1,
"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable",
"Condition": {

"DatelLessThan": {

"aws:CurrentTime": "2024-04-10T09:51:41.511z"

THBR G B RERS N E B 2 DynamoDB £33 & ¥R AR RBUR -

"Statement": [
{
"Sid": "DoNotModifyFisDynamoDbPauseReplicationEXPXXXXXXXXXXXXXXX",
"Effect":"Deny",
"Principal":{
"AWS":"arn:aws:iam::123456789012:ro0le/aws-service-role/
replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"

b

"Action":[
"dynamodb:GetRecords",
"dynamodb:DescribeStream",
"dynamodb:GetShardIterator"

1,

"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable/
stream/2023-08-31T09:50:24.025",
"Condition": {

aws:dynamodb:global-table-pause-replication 49
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"DateLessThan": {
"aws:CurrentTime": "2024-04-10T@9:51:41.5117"

ZZD%Ef”ﬁﬂﬁ:ﬁ%umlxﬁEﬂLEE’Jﬁiﬁﬁl% CAIEEERNERVERIK , YEERERKED
MR, &R, BRRAXNSEBBARBTERTD , MAFEREBERRAXETEMENNER. AR, &
ERARNEEERE RERBRPBER,

EREH

+ aws:dynamodb:global-table

28

« duration - £ AWS FIS API #1 , {ER& ISO 8601 ## X F &, #ln , PTIM KX — &, &£ AWS
FIS EZ2&H , LALLM AVE. 7ERSNRE

AT A

* dynamodb:PutResourcePolicy

dynamodb:DeleteResourcePolicy

* dynamodb:GetResourcePolicy

dynamodb:DescribeTable

* tag:GetResources

Amazon EBS Bj{E
AWS FIS & T % Amazon EBS BjfE,
aws:.ebs:pause-volume-io

£ B EBS Bk E L E=F /0 k. BEMKREXRVRARNTARE , BXREZEERERE Nitro
REWBITERE, HREEKZEEE Outpost LHYHITEEE.

Amazon EBS Bk 50
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ZEMH Amazon EC2 E#EARBIER , 5528 (Amazon Amazon EC2{EREIER) FH Amazon
EBS #BERIE .

EREE

* aws:ec2:ebs-volume

8

duration — IHEEE |, ®—FF 12 B, £ AWS FISAPI /| Z{ER I1SO 8601 &AM FE, #l
m, PTIMREX—2 & , PT5S RRER , PT6H KERADEK. £ AWSFIS £iEAF |, B @A
ME, B8 EFY, nRSERBRE , fl0PT5S, Bl /10 EEEENSEREAEE , EH
RUBCERMENERE  ERVESEERNEBTETH.

AT A

 ec2:DescribeVolumes
* ec2:PauseVolumeIO

* tag:GetResources

Amazon EC2 BjE

AWS FIS Z# T %] Amazon EC2 B1E,

BE

» aws:ec2:api-insufficient-instance-capacity-error

» aws:ec2:asg-insufficient-instance-capacity-error

e aws:ec2:reboot-instances

« aws:ec2:send-spot-instance-interruptions

» aws:ec2:stop-instances

* aws:ec2:terminate-instances

AWS FIS th 3 #i%EiB AWS Systems Manager SSM Agent K553 E ABIYE. Systems Manager £
SSM X4 REZEM EC2 HTEE LHTHEME, BULEAECSHXHRBEABTER , L BUE
FATALEER SSM X, MEFMEN , 52 Bthe section called “SSM LHENE,

Amazon EC2 BjE 51
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aws:ec2:api-insufficient-instance-capacity-error

HEE IAM ABEEMNEREAInsufficientInstanceCapacityEREIfE, X ENIREZDE
Runinstances, CreateCapacityReservation, Startinstances, CreateFleet PR, FZEBEZ @ H
ESTESREEHNFER. LBEFTXECAERER. GERRGCIBHRERBE.

EREE

e aws:iam:role

B8
« duration - £ AWS FIS API # |, ER ISO 8601 AW FE, #Hli , PTIM KX—28E, £ AWS
FIS A% , Bl ARE., DEHI/NEE,

- availabilityZoneldentifiers — A F B kY Z 55 2 FR/EE ., ZEEIH IDs ( HliN "usel-azl, usel-
az2") MEFHEWE (Bl "us-east-1a"),

- percentage - #ERFE AR P T 5 Lt (1-100),

AT A

e ec2:InjectApiErrori§&#&5I#ec2:FisActionId{ERES aws:ec2:api-
]

insufficient-instance-capacity-error , ec2:FisTargetArnsi®4EsIBREAEE
IAM B,

WMEBCREH , FDE 6 EH WIRTFESIE ec2:InjectApiError,

aws:ec2:asg-insufficient-instance-capacity-error

# B4 Auto Scaling B EIR HIFEREAInsufficientInstanceCapacity$iEiEIfE, thEHHEE
S EEAMEE AR Auto Scaling . EEE— S THHTERIETZNER , F2H Amazon
EC2 ﬁﬁﬁ%*ﬁﬁo

EREE

» aws:ec2:autoscaling-group

aws:ec2:api-insufficient-instance-capacity-error 52


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/troubleshooting-launch.html#troubleshooting-launch-capacity
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/troubleshooting-launch.html#troubleshooting-launch-capacity
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8

« duration — £ AWS FIS API F1 , {2 ISO 8601 XM F&E, I , PTIM KER—7#E, £ AWS
FIS XA , BALBMAVE. 2EHINRE

« availabilityZoneldentifiers — A] A ERHBHIEE D IREE, XEEHF IDs ( HlE0 "usel-azl, usel-
az2") MEEHEBRE (Bl "us-east-1a"),

- percentage - i, ¥ ASEFEM B 1E Auto Scaling B AR BIZE R E 2t (1-100), FEEZA 100,

S|

« ec2:InjectApiErrorf&##& 518 ec2 : FisActionld fH3% 5 aws:ec2:asg-insufficient-
instance-capacity-error , ec2:FisTargetArns{f# 3R 5|8 %A BE Auto Scaling B,

* autoscaling:DescribeAutoScalingGroups

MBBEREH , FSB €6 FH WIEREZEREIE ec2:InjectApiError,

aws:.ec2:reboot-instances

£ B 1& EC2 #1T{EE L #1T Amazon EC2 API Ei4E Rebootinstances,

EREE

* aws:ec2:instance

28

. fH
7NN

AT A

* ec2:RebootInstances

e ec2:DescribeInstances

AWS SEHE

« AWSFaultinjectionSimulatorEC2Access

aws:ec2:reboot-instances

53


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_RebootInstances.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
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aws:ec2:send-spot-instance-interruptions

H T B & Spot BITERE. £+ K Spot FITERM M #ERI , X Spot FTEETENEAE B EZ#T
g, FERBBCRARER durationBeforelnterruption 28, FEIRFREM 0% , Spot HITEES
RIERELE  REPETAME. EEEFHREIF , AWS FIS Z1EH Spot BTEBERIFERS LR

=&,

EEREN. , BT EESIENKRE EC2 HITHEBEFTFEES., NREEE
durationBeforelnterruption , EFFEHRBHPENB XNz B ESHLEE,

MBFHMEN , F5SBthe section called “8IE Spot #MITEEFTE". HEF , EEMEA Amazon EC2
REMBER , 528 (Amazon EC2 EAEIERE) FHEE Spot #1TEE i,

EREE

« aws:ec2:spot-instance

28

« durationBeforelnterruption — RET TR AT S50 | £t 2 D8R 15 D8E. £ AWS FIS API
P, ZER IS0 8601 XK =FHE, filtn , PT2M KXW EE. £ AWS FIS ZiRAH , BA Ll A
D EEE,

)

* ec2:SendSpotInstancelnterruptions

e ec2:DescribelInstances

AWS ZEBER

« AWSFaultlnjectionSimulatorEC2Access

aws:ec2:stop-instances

£ B & EC2 #1T{E 8 L3117 Amazon EC2 API BifE Stoplnstances,

EREE

* aws:ec2:instance

aws:ec2:send-spot-instance-interruptions 54


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-interruptions.html#spot-instance-termination-notices
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/rebalance-recommendations.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/initiate-a-spot-instance-interruption.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_StopInstances.html
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8

- startinstancesAfterDuration - #F., BEBETERINNESHRE 6 £—2EF 12 M, £ AWS
FIS APl 1 , B{E R ISO 8601 XM FH, HlM , PTIM RE— 5. £ AWSFIS TAH , &
A ARE, 7EHSNEFY. NRBTEBESMNEN EBS B#RE , B24A AWS FIS 551
RTFARNMZBHBREEN KMS €18 , I ERACIIEE KMS £ BUR.

+ completelfinstancesTerminated - A, R A true , BWR startInstancesAfterDuration
2 true , BIE FIS AP ERIERK L BZ EC2 BITERBBEELEHAEE , BEKTEX
B, fltn , L BESERIZ BT , Auto Scaling BE AT SAEHZH T LLEE LR EC2 #TERB, &
R{EA false,

AT A

* ec2:StopInstances
« ec2:StartInstances

« ec2:Describelnstances -i#H. A completelfinstancesTerminated BEAME | LIEBERKR
FrBR 38 1T {E RE AR RE,

« kms:CreateGrant - &M, A startinstancesAfterDuration EZTENEN BB IR = 5 1T 88

R 2o

AWS ZEBER

» AWSFaultlnjectionSimulatorEC2Access

aws:ec2:terminate-instances

EB & EC2 #1T{HE L #1T Amazon EC2 API E1YE Terminatelnstances,

EREE

e aws:ec2:instance

aws:ec2:terminate-instances 55


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_TerminateInstances.html
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A

e ec2:TerminateInstances

* ec2:DescribelInstances

AWS ZEBER

+ AWSFaultinjectionSimulatorEC2Access

Amazon ECS EjE

AWS FIS X # T %I Amazon ECS 8k,

B

e aws:ecs:drain-container-instances

* aws.ecs:stop-task

* aws:ecs:task-cpu-stress

* aws:ecs:task-io-stress

» aws:ecs:task-kill-process

» aws:ecs:task-network-blackhole-port

» aws:ecs:task-network-latency

* aws:ecs:task-network-packet-loss

aws:ecs:drain-container-instances

#17 Amazon ECS API B4 UpdateContainerinstancesState , AR B Z# % E E# Amazon EC2
HITERBNIEER 2L,

ERER

* aws:ecs:cluster

B8

- drainagePercentage — B % Lt (1-100).

Amazon ECS 56


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_UpdateContainerInstancesState.html
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« duration — $FHERR |, R— 28R 12 /M, £ AWSFISAPI & |, ZER IS0 8601 KXW F =, 4l
W, PTIMRKER—58E, £ AWSFIS A | BuLl AN E, 2B/,

AT A

 ecs:DescribeClusters
* ecs:UpdateContainerInstancesState
» ecs:ListContainerInstances

* tag:GetResources

AWS ZEBER

» AWSFaultinjectionSimulatorECSAccess

aws:ecs:stop-task
#1177 Amazon ECS API 84E StopTask LAf= 1k B 2.
ERER

» aws:ecs:task

o

 ecs:DescribeTasks
e ecs:ListTasks
* ecs:StopTask

* tag:GetResources

AWS S EBEE

» AWSFaultinjectionSimulatorECSAccess

aws:ecs:stop-task 57


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorECSAccess.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_StopTask.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorECSAccess.html
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aws:ecs:task-cpu-stress

HEEEKHIT CPU EEH, EA AWSFIS-Run-CPU-Stress SSM X4, E#HAEH EE AWS
Systems Manager, MFEFMEFR , FSRECS EK B,

EREE

» aws:ecs:task

B8

« duration — B BIEAISFERE , %A 1ISO 8601 &=,
- percent-iZH, BEEEHE L, %0 (EEH) 100 (Z2EH )., EHRA 100,
- workers - 2., EfFANELISREE, BREAO0, EEAFMBE LR,

- installDependencies - i, MRLES True , Systems Manager BE # Rk 2% SSM REEXH
MEBASR L RELENBMKM, FEFRES True, HEKMS stress-ng.

AT A

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws:.ecs:task-io-stress

HEEEBHT /0 BH, £H AWSFIS-Run-I0-Stress SSM X 4, 14 EH EE AWS Systems
Manager. MNEFMENR , FSREECS XK,

EREHE

» aws:ecs:task

B8

* duration - BORIEKNFERRE , A 1SO 8601 13X,
* percent- ER, BRRAFKLEEBRVAFZBEBEANTRZEES L, FARES 80%.

aws:ecs:task-cpu-stress 58


https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-CPU-Stress/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-IO-Stress/description
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« workers - 1Efl. THEFHE. THEESIHTEF. BRANCRERFNFIVEARE, BEES
FMREERPES. SEFEFESHMERNERMTTEN 110 BE. BERA 1,

« installDependencies - iZ/H., MR WES True , Systems Manager £ 8 KA Z % SSM KEERHY
MEBRRE L TRLENHEKYE, BERER True. MAMS stress-ng.

AT A

¢ ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand
aws:ecs:task-Kill-process
A kilallf S B LEEEFIEENEF. FH AWSFIS-Run-Kill-Process SSM X #, EEERH

ApidModefRER task, EHHEH EE AWS Systems Manager. WMEFMEF , FSHEECS (£
BEE.

EREE

* aws:ecs:task

B8

» processName - EFILWEFER,

- signal - B, B v S —EBEENWAK. WEENES SIGTERM ( EWETLLRIZEZRE ) M
SIGKILL ( X7 8% ), TAFR{EA SIGTERM,

- installDependencies — i#/H., MRIES True , Systems Manager i kL% SSM REREXH
MEBAR LRELENEKRY. BRES True. BKMES Killall,

S|

 ssm:SendCommand
* ssm:ListCommands

 ssm:CancelCommand

aws:ecs:task-kill-process 59


https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Kill-Process/description
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aws:ecs:task-network-blackhole-port

£/ Amazon ECS Fault Injection i3 , BRERIETEABENEZENEASELRE, A
AWSFIS-Run-Network-Blackhole-Port-ECS SSM X #., EHE&Z X HpidModeitEA task, E#H
Al B AWS Systems Manager., & EEHKERbridged networkModen FRES . WMFTHFFAM
& , ESEECS E%E1E.

E useEcsFaultInjectionEndpoints BRER Kffalse , HEEMEA iptablesTE |, X FEHA
AWSFIS-Run-Network-Blackhole-Port SSM 3 #,

EREE

* aws:ecs:task

28

duration — BRI FERR , £RA ISO 8601 1&=,

« port — BEFIEHER,

« trafficType - RERFERE, WHEM{ES ingress M egress,

« protocol - A, BAWHE. TEEWES tcp M udp. TEFRES tcp.

« installDependencies — & fH., MR IES True , Systems Manager 2 i KL% SSM REBERN
MEBARS ERELENMHMKM, FBRES True, HMHES atd. curl-minimaldig# jq.

- useEcsFaultinjectionEndpoints - /., MREZES true , BIGHEA Amazon ECS #FEE A APls,
FEER{E A false,
S|

* ssm:SendCommand
 ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-network-latency

£/ Amazon ECS #EF Ain% , MAHRENEENRN B EEMERE , WEEXERBERF, £
A AWSFIS-Run-Network-Latency-ECS SSM X #, B E&Z 4 EpidModeiREA task., EHHLE

aws:ecs:task-network-blackhole-port 60


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/fault-injection.html
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Blackhole-Port-ECS/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Blackhole-Port/description
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/fault-injection.html
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Latency-ECS/description
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H ¥ AWS Systems Manager, ZE L ETKERbridgedtnetworkMode#§ BREL » WFEFME
A, BBEECS B,

= useEcsFaultInjectionEndpoints FRER Kifalse , HESMEA tcTE , Y HEAH AWSFIS-
Run-Network-Latency-Sources SSM 34,

EREE

* aws:ecs:task

B8

« duration — BIFEFFERRE , B A 1SO 8601 X,
- delayMilliseconds - i#M, IEE , LEW BEN, FERES 200,
- jitterMilliseconds - M. B8 , LERAEN. FHEZA 10,

« sources - 1Zf., WE , LLUEEDR , TS, AEEMESL : IPv4 ik, IPv4 CIDR EBE. #EIE A
8. DYNAMODBHI S3, HIRMEIETE DYNAMODBE S3 , EEEAR BRI EFEPHEEHIHE., TR
£ 0.0.0.0/0 , BFEFTE IPv4 RE,

« installDependencies - i, MRIES True , Systems Manager B H ARk Z % SSM REEXH
MEBARS L RELEWMEMME, FBRES True, HEMES atd, dig. curl-minimaljg# Isofo

- useEcsFaultinjectionEndpoints - JEf ., MREZES true , BIGHEA Amazon ECS #EE A APls,
FEER{EA false,

G|

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-network-packet-loss

£/ Amazon ECS #EF Ain % , #HIBEXAFEBERERE , UEREWEERERR. FH
AWSFIS-Run-Network-Packet-Loss-ECS SSM X, E#EZ 4 BpidModeiREA task. FHHA
B AWS Systems Manager. ZELETHKERDbridged networkModefi§ FREH . WMEFME
7, BFBHECS F#F1E.

aws:ecs:task-network-packet-loss 61


https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Latency-Sources/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Latency-Sources/description
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/fault-injection.html
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Packet-Loss-ECS/description

AWS Fault Injection Service EREEmR

E useEcsFaultInjectionEndpoints BREH Bfalse , HEEFEA tcTE , A FH AWSFIS-
Run-Network-Packet-Loss-Sources SSM X4,

EREE

» aws:ecs:task

28

« duration — BIFRIEERFE , A 1SO 8601 &=
« lossPercent - iZf, HEELXNED L. FERES 7%,

« sources -2, KE , LUERDME , 728218, AJElNEL : IPv4 i3k, IPv4 CIDR B, #BiEH
7. DYNAMODB# S3, MREHEE DYNAMODBE, S3 , EEEAR B EETIMWEE KL, FERE
£ 0.0.0.000 , FEFFE IPv4 RE.

- installDependencies - M., MRLEA True , Systems Manager BE # K ZHE SSM REEXH
MEBASE L ZHELENHEKE, TBRES True, MHAKMS atd. dig. curl-minimaljq#l Isof,

- useEcsFaultinjectionEndpoints - Ef., MREZER true , BIGHEA Amazon ECS #FEE A APls,
FEER{E A false,
S|

* ssm:SendCommand
* ssm:ListCommands

 ssm:CancelCommand

Amazon EKS BEj4E

AWS FIS Z# T % Amazon EKS Bk,

BF

« aws:eks:inject-kubernetes-custom-resource

» aws:eks:pod-cpu-stress

» aws:eks:pod-delete

» aws:eks:pod-io-stress

» aws:eks:pod-memory-stress

Amazon EKS Ej{E 62


https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Packet-Loss-Sources/description
https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Packet-Loss-Sources/description

AWS Fault Injection Service EREEmR

» aws:eks:pod-network-blackhole-port

» aws:eks:pod-network-latency

» aws:eks:pod-network-packet-loss

» aws:eks:terminate-nodegroup-instances

aws:eks:inject-kubernetes-custom-resource

EE—BEEE F#1T ChaosMesh = Litmus B8, B4 BEEBEEE L% ChaosMesh 5
Litmus,

ELEBEVEREATEHEE WEERaws eks:cluster , BAE L EIMEEAE — Amazon
Resource Name (ARN), WEIMEFR X EFAEREER. BFERHRSERERBIE,

Z 8 ChaosMesh B |, BB EEENBSHITRBE. % Amazon EKS 1.23 iRBiA , FEXHITERE
& Docker ¥ A containerd, & 1.24 WRBA%R , Docker E#ER,

EREE

» aws:eks:cluster

28

kubernetesApiVersion — Kubernetes HF] EIRH API lixZ, FJEERI{E A chaos-mesh.org/
vlalphal | litmuschaos.io/vlalphal,

 kubernetesKind — Kubernetes BT EREE, EHURK AP| kx4,

- chaos-mesh.org/vlalphal - AJEEAY{EA AWSChaos | DNSChaos | GCPChaos | HTTPChaos
| I0Chaos | JVMChaos | KernelChaos | NetworkChaos | PhysicalMachineChaos
| PodChaos | PodHttpChaos | PodIOChaos | PodNetworkChaos | Schedule | |
StressChaos | | TimeChaos |

« litmuschaos.io/vlalphal — A[EEMY{E A ChaosEngine,
« kubernetesNamespace — Kubernetes a5 Z= [,
* kubernetesSpec — Kubernetes BE] &R spec[@E , BA JSON #& 3,

« maxDuration - BEMt#IT AN TEREE LR , *—2 &% 12 /M, £ AWSFISAPI | ZER
1ISO 8601 XNH =&, #la , PTIMREK—28E, £ AWSFIS F#EEAH | Bu i AR S, »iE
£ N

aws:eks:inject-kubernetes-custom-resource 63


https://kubernetes.io/docs/concepts/extend-kubernetes/api-extension/custom-resources/
https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
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A

E)EREE AWS Identity and Access Management (IAM) 5F 7], /A L EEFTEMEF AT 2 H
Kubernetes £ RBAC R#EXRZS], MBFEFMER , FSHE S Kubernetes XHFHEHA RBAC &
., N Chaos Mesh WEHMIE , S E S K Chaos Mesh X4f, W% Litmus MEFMAER , S
BIE 5 Litmus X4,

aws.eks:pod-cpu-stress

£ B Pod L#1T CPU BH, MFEFMER , FZ2BEKS Pod E1E,

EREH

» aws:eks:pod

B8

« duration - BRI EFERRE , %A 1SO 8601 &3,
- percent-iZH, BEEEHEBOL , %0 (EEH) 100 (Z2EH )., EFERA 100,
- workers - 2., EfANELISREE, BREAO0, EEAFMBE LR,

« kubernetesServiceAccount — Kubernetes [RIEIRF ., MESLEHFAINFEMET , 552 RBthe section
called “5% & Kubernetes FRIEIRE ",

- fisPodContainerimage - i, FAREIHETE AL Pod WA EG, FERAFER BEMBE AWS
FIS, MEFMEN , 52 RBlthe section called “Pod B 25L&,

« maxErrorsPercent — iZH., EHEFAKLXK A , e XBNWEBER D, AFRES O,
- fisPodLabels - iBH, HEEZE FIS B 2 511 EE/E Pod B9 Kubernetes 12,
« fisPodAnnotations - iZ A, EIEFE FIS B 25551 E&E/E Pod B9 Kubernetes 511,

- fisPodSecurityPolicy - M. AR FIS MERMERIRME L 2 HE#HF Pod B Kubernetes Z£1%
EBE, AEEMNEA privileged, baselinef restricted. LLEMEERFIBEBEREMRMER.

o

 eks:DescribeCluster
e ec2:DescribeSubnets

* tag:GetResources

aws:eks:pod-cpu-stress 64


https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://chaos-mesh.org/docs/
https://docs.litmuschaos.io/docs/introduction/what-is-litmus/
https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://kubernetes.io/docs/concepts/security/pod-security-standards/
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AWS ZEBER

» AWSFaultlnjectionSimulatorEKSAccess

aws:eks:pod-delete

MBR B #Z Pod, WMEFMER , BB EEKS Pod F1E,

EREE

» aws:eks:pod

8y

gracePeriodSeconds - M. %% Pod EERIEWIFERRE , U AEN, WREAO0, RfiEgX
BNFTEIE. MRER nil , HMIEA Pod MFERERS,

« kubernetesServiceAccount — Kubernetes [RIEIRF ., MEMLEHFAINFMET , 552 Bthe section
called “5% & Kubernetes FRIEIRE ",

- fisPodContainerlmage - 2., FARZEINLHEE AES Pod P ARG, FERAFEH BEHEAMRSK AWS
FIS, MEFFMER , S Fthe section called “Pod BegRE”,

« maxErrorsPercent — iZ2H, EHEF ALK 2E , TJeEAMNWEBEET D, EFREAS O,
- fisPodLabels - iZH, HEEZE FIS B 2 5211 EE/E Pod B Kubernetes 12,
« fisPodAnnotations - iZ A, EIEFE FIS B 25551 EE/E Pod B9 Kubernetes 511,

- fisPodSecurityPolicy - #MA. AR FIS MERHASRTEY 2 ERFE Pod B Kubernetes 2248
ERR, WHEMNEA privileged, baselinef restricted. LLEMEERMMEBEEHRER,

G|

* eks:DescribeCluster
* ec2:DescribeSubnets

* tag:GetResources

AWS S EBEE

» AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-delete 65


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html

AWS Fault Injection Service EREEmR

aws:eks:pod-io-stress

B 1R Pod L3117 1/0 B, MFFMEF , FZHEKS Pod B F,

EREE

» aws:eks:pod

2

« duration - BRI EFERFRE , %A 1SO 8601 &K,

« workers - Efl. THEFHE. THEESIHTEF. BRANCRERFNFIVEARE, BEES
MRDERNBES. ZETFEFSER-—ERLIATFEN /10 BE, BERE 1,

- percent- EA, ERAKLEERBRIAFZHEBEANTAZEE . FERES 80%.

+ kubernetesServiceAccount — Kubernetes IRIFIRF . ME ML EHF MBI , 552 Bthe section
called “5%E Kubernetes IRIEIERE",

- fisPodContainerlimage - {2, FAREILHEE AR Pod WA EG, FTERAEFER REMBRSE AWS
FIS, MEHMET , 552Bthe section called “Pod BESR G,

« maxErrorsPercent — #f, EHEEAKLBZE , ek BEERD L, FARKES 0,
- fisPodLabels - i, E#EZE FIS B3 2 53515 EE % Pod B Kubernetes 1Z%.,
« fisPodAnnotations - B, EIEZEZE FIS B 2 5521 EE/E Pod Y Kubernetes 511,

- fisPodSecurityPolicy - #MA. AR FIS MERHEARTE L 28 ER EEHE Pod Y Kubernetes &
LEEBE, WHEHWES privileged. baselinefl restricted. WEIEERRTEBURERE
o

AT A

» eks:DescribeCluster
e ec2:DescribeSubnets

* tag:GetResources

AWS ZEBER

» AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-io-stress 66


https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
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aws:eks:pod-memory-stress

(B Pod LHTRERE D, MF/FMAESA ,

BFZBEKS Pod Bk,

EREE

B

4

aws:eks:pod

&

duration — BRIV IFERFR , B A 1ISO 8601 &=,
workers - 12, EFANELHSEHE, EFRA 1.
percent- A, BHAHMEECANERCCERBE L. FBRES 80%.

kubernetesServiceAccount — Kubernetes lRIEIRF . MEMSEHANEFMAZA |
called “3%E Kubernetes IRIEIERE",

fisPodContainerimage - &M, FARZEIMLHEEAES Pod PWARFMEG, FERAFEH BEHMRESK AWS
FIS, MIFEFMER , 2 Rthe section called “Pod B EFHRE”,

maxErrorsPercent — iZH., EHEFAKLXK A , e XBMNWEET DL, TAFRES O,
fisPodLabels - i#F, EIZZE FIS B 2 85515 EE/E Pod B Kubernetes 2.
fisPodAnnotations - &, HE¥EZE FIS B 2 $H551HEIE/E Pod B9 Kubernetes 51,

fisPodSecurityPolicy - #MA. AR FIS MERHARRMEY 2 ERFE Pod B Kubernetes 2248
ERR, WHEMNEA privileged, baselinef restricted. LLEMEERFIBEBEEHRER.

52 RBthe section

A

eks:DescribeCluster
ec2:DescribeSubnets

tag:GetResources

AWS ZEBER

AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-memory-stress 67


https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html
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aws:eks:pod-network-blackhole-port

REETEAHENEZENGEASELRE, EHE Kubernetes £ FE%Eprivileged BERHER. W
FAMEF , FFSBIEKS Pod E11E.

EREE

» aws:eks:pod

B8

« duration — BIFEFFERRE , B A 1SO 8601 X,

« protocol - BEAWE. AIRERIEA tcp A udp,

« trafficType - MEBEE, AEEM{ES ingress M egress.
- port — EIZFEIRE,

« kubernetesServiceAccount — Kubernetes [RIEIRF . MEMSEHFAINFMET , 552 Rthe section
called “5% & Kubernetes FRIEIRE ",

- fisPodContainerlmage - {2, FREILHEE AR Pod ARG, FERAER REMNBRSK AWS
FIS, MEFMEA , 552 Fthe section called “Pod B ERE”,

« maxErrorsPercent — iZ2H, EHEFEAKLKZE , TJeEAMNWEET D, EREAS O,
- fisPodLabels - i, HEEZE FIS B 2 $h:21%HEE/E Pod B9 Kubernetes 2%,
« fisPodAnnotations - iZ A, EIEZE FIS B 25551 E&/E Pod B9 Kubernetes 511,

AT A

 eks:DescribeCluster
e ec2:DescribeSubnets

* tag:GetResources

AWS S EBEE

« AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-network-blackhole-port 68


https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html

AWS Fault Injection Service EREEmR

aws:eks:pod-network-latency

SHEEHESERFENRE , A cTEGERENMNBINEE MR A M. E58 Kubernetes Z£ 12
$eprivileged BRMEE. WHEFMER , FBRBEKS Pod 81,

EREE

» aws:eks:pod

B8

duration — BIEAHER R , 5A ISO 8601 K=,

* interface - M. MW E. FHRER etho,

- delayMilliseconds - #M, #EE , LERW AEN., FEFRES 200,
- jitterMilliseconds - #MH. ¥& , LEW REN., BEEA 10,

- sources-1ZM. KE , LUEEDME , TS, AENES : IPv4 b3k, IPv4 CIDR EBR, fHBEA
7. DYNAMODBHI S3, #REIE5E DYNAMODBE, S3 , EEERAARBmEEFTMWEES RS, ERE
£ 0.0.0.0/0 , BFFEFFE IPv4 RE,

+ kubernetesServiceAccount — Kubernetes JRIEIRF ., MF/ S EHUHFFMAE , 552 Bthe section
called “5% & Kubernetes FRIEIRFE ",

- fisPodContainerimage - i, FRENHET AL Pod HASMEG, FERAFER REMNBE& AWS
FIS, MFFMES , 52 Ethe section called “Pod BESMRE,

« maxErrorsPercent — iZ2H, EHEF ALK CE , TJREAMNWEET D, EREAS O,
. fisPodLabels - iZBH, HEEZE FIS B 2 &R EE/E Pod B9 Kubernetes 12,
« fisPodAnnotations - B, EIEE FIS B 2 55517 EE/E Pod B Kubernetes 511,

AT HE

 eks:DescribeCluster
 ec2:DescribeSubnets

* tag:GetResources

AWS S EBEE

» AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-network-latency 69


https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html

AWS Fault Injection Service EREEmR

aws:eks:pod-network-packet-loss

FAcIEHTBEBRFNEZHBENE. EE Kubernetes Z£1Z%privileged RS, MEFMA
B , FESBIEKS Pod Bk,

EREH

B

=

aws:eks:pod

LS

duration — RIEEFERE , %M 1SO 8601 &K,
interface - iBH., MENH. ERES etho,
lossPercent - #ZH, HEEBEXNWBE DL, FARES 7%.

sources - IZH, KR , LLUEE DR , TS, ABEM{ES : IPv4 ik, IPv4 CIDR [ESE, #EiE A
7. DYNAMODB#I S3. MEREIEFE DYNAMODBEY S3 , EEEBAR B i@/ =ik 2, ERE
£ 0.0.0.0/0 , BHFEFTE IPV4 K E,

kubernetesServiceAccount — Kubernetes lRIEIRF . MEMSEHFANEFHEAEZA |
called “5%F Kubernetes FRIEIRFE",

fisPodContainerimage - 2. ARZBIULKEEAZS Pod WEFIM G, FERAER RBEMNREK AWS
FIS, MEFMEN , 552 Rlthe section called “Pod B 25",

maxErrorsPercent — iZBH., EHEFALXK A , e XBNWEBEET DL, TAFRES O,
fisPodLabels - &, EIZZE FIS B 2 85515 EE/E Pod B Kubernetes 2.
fisPodAnnotations - i, BIEE FIS B 2 8551 EIE/E Pod B9 Kubernetes 1.

a2 Fthe section

AT A

eks:DescribeCluster
ec2:DescribeSubnets

tag:GetResources

AWS S EBEE

AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-network-packet-loss 70


https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html

AWS Fault Injection Service EREEmR

aws:eks:terminate-nodegroup-instances

£ BEESEEHE F 1T Amazon EC2 API E4E Terminatelnstances,

ERER

« aws:eks:nodegroup

28

+ instanceTerminationPercentage - E#& 1L 1TEBE B 2 b (1-100),

AT A

» ec2:DescribelInstances
e ec2:TerminateInstances
* eks:DescribeNodegroup

* tag:GetResources

AWS ZEBER

« AWSFaultinjectionSimulatorEKSAccess

Amazon ElastiCache Bj{E
AWS FIS X #E T %l ElastiCache EifE.

aws:elasticache:replicationgroup-interrupt-az-power

S ERMAREE LS HMH B R ElastiCache ERE#E , PHEEATRARETHHNER. BEEREH
H-XRAgEFE-—ETAES. EXBHHASEER  EARIERTENHEEHENERSREH
AREIREH. ELBEYRRE  BEETHESFHEABENEAEREEIHE  EXTFEFERHFAN
EfFFESRE, LBEFENBRERRXE Redis M Valkey 5|%, BIFTXE "EMAMRSR, HBER,

EREE

+ aws:elasticache:replicationgroup

aws:eks:terminate-nodegroup-instances 71


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_TerminateInstances.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html

AWS Fault Injection Service EREEmR

B

« duration — B , R—28EZ) 12 /E, £ AWSFISAPI |, {ERE IS0 8601 {8 F=, 4
m, PTIMRER—28, /£t AWSFIS E#AF , BAILEMADE., 28/ DEE,

S|

* elasticache:InterruptClusterAzPower
* elasticache:DescribeReplicationGroups

* tag:GetResources

(® Note

ElastiCache i AZ EREBEREXZEMEEEHEAERE , B1F Valkey M Redis. & 7 B
R RILIIEE , CEHGE B, MREBBIEEMEA aws:elasticache:interrupt-
cluster-az-power , MR EEBEFNEfFaws:elasticache:replicationgroup-
interrupt-az-power , AR AHKHFHITHEE,

AWS Lambda B

AWS Lambda X # % Lambda E/E

BF

» aws:lambda:invocation-add-delay

» aws:lambda:invocation-error

» aws:lambda:invocation-http-integration-response

aws:lambda:invocation-add-delay

EEEENEEVNILEMBRE. LEBENBRELURN Lambda /HHE , BEANKEEREE
FTERERET  YEAEMAUTRE  MARAREFTNIATRE, ERTEVESRFKESR
Lambda /mRAB) ML IEE . FBASIEBEREASR Lambda BN ERRERRE , WBIFHERHES
REERF S 409 FIE,

AWS Lambda Ei{E 72
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EREE

» aws:lambda:function

8

+ duration - BMERFEBHEBERE,. £ AWS FIS APl /| %{ER ISO 8601 XK FHE, Hla , PTIM
RER—2EE, £ AWSFIS FiAth | B lMANE, 2EHRPNER

« invocationPercentage - #M., X ABMENEHE WA T2 LE (1-100), FEEEA 100,

« startupDelayMilliseconds — #fA., ZUAMBTEHIEXNB ZBESHNER , LZER (0-900 , 000)

RHEN, FERA 1000,
AT A

* s3:PutObject
* s3:DeleteObject
* lambda:GetFunction

* tag:GetResources

aws:lambda:invocation-error

#% Lambda BREIM AR TR ARR. LHBFEANIREEREELS  SINBERNERERE, EALE
Bl , BALIERRRERERERATREENR,

EREH

* aws:lambda:function

B2

« duration — EMEFEBHRERE. £ AWS FIS API # |, 3 {ER 1SO 8601 XK FH, Hltn , PTIM
RER—2EE, £ AWSFIS i AH , Bl ARE, 2EHR DB

« invocationPercentage - M. EX ABENRIWA T (1-100), FEEEA 100,

« preventExecution - f1REA true , AIBEEEEEEMAHAITREL

aws:lambda:invocation-error 73
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A

* s3:PutObject
* s3:DeleteObject
« lambda:GetFunction

* tag:GetResources

aws:lambda:invocation-http-integration-response

B HEMNITE. EULUBERAERN HTTP EERRIEE | L% ZE ALB, API-GW H VPC
Lattice WEES, EERAZREMHFE L FRTHES , B ZERREEEESHENTE | &
EEREERITEANTHREI WA S E,

EREH

* aws:lambda:function

2%

- contentTypeHeader — #& Lambda BKE{E R HTTP AR EAEEEFHE,

« duration - BIEEHEMN BRI REE., £ AWSFISAPI & |, Z{ER IS0 8601 BRAMW=FH, Hlwn , PTIM
REFE—98E, £ AWSFIS A  SBa g AN E., DEFHFNEE,

- invocationPercentage — 2., EFX AMENEREWA B2 LE (1-100), FEERA 100,
- preventExecution — S1REA true , BMEASERE O EM A HITERE,
- statusCode — % Lambda B EE R HTTP AREEHF (000-999) &,

AT A
* s3:PutObject
* s3:DeleteObject

« lambda:GetFunction

* tag:GetResources

aws:lambda:invocation-http-integration-response 74
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EFEE IR

AWS FIS X & T 58K EE,

BF

» aws:network:disrupt-connectivity

» aws:network:route-table-disrupt-cross-region-connectivity

» aws:network:transit-gateway-disrupt-cross-region-connectivity

aws:network:disrupt-connectivity

FEBERRRE B E 7R A R FEURFIEE (#5% ACL) , EEZBEFHERNEER
E, FISEERRAFMEERINWBE ACL , HEBER managedbyFIS=true , WEEEH RS H
SRR BB, BETAKEF , FIS EMRERNME ACL , XWIER R B ACL BRI,

EREE

* aws:ec2:subnet

B8

- scope - BB REFE, BEHETR Fall , HE ACLsHWIEE & B LREA 20, ATEEWT -

- all - ERBFIBEEL FHREBNRE, nﬁ)},== BB AT FHRKARE , SIEEIR FHARE P REEE AT
HHRE,

« availability-zone - EEEHM A A ERIH P EIR FRKHN VPC AE. VPC FAIRABRE
W FHEERE B LBRA 30,

« dynamodb - #E&REFIRE HIEHH DynamoDB H) [ i3 i &
« prefix-list - EBFREEFEBEENRE.

- s3-ERFTRBAEEF Amazon S3 EiFin BN RE.

- vpc - EREH VPC HRE.

« duration — ZHHERRE , R—28EZ) 12 /BE, £ AWSFISAPI |, EE IS0 8601 &K FE, fi
wm, PTIMRKEX—28, £ AWSFIS £2&% |, Bl ARE., 2EHI/NEH,

- prefixListldentifier - M1 REE A prefix-list , HEREFSEFEHAENEIM. BALIEER
7. ID L ARN, ZEFERZTLE 10 EEE,

B EE 75
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A

« ec2:CreateNetworkAcl - EF#Z5 managedByFIS=true 23 #83% ACL,

« ec2:CreateNetworkAclEntry - & ACL 4 ZHEBEFHE5 managedByFIS=true,
 ec2:CreateTags

« ec2:DeleteNetworkAcl — #8& ACL %A EH#ZE managedByFIS=true,

« ec2:DescribeManagedPrefixLists

* ec2:DescribeNetworkAcls

* ec2:DescribeSubnets

* ec2:DescribeVpcs

* ec2:GetManagedPrefixListEntries

* ec2:ReplaceNetworkAclAssociation

AWS ZFEBER

« AWSFaultinjectionSimulatorNetworkAccess

aws:network:route-table-disrupt-cross-region-connectivity

HEREEEFBEREENARERENRE. BURKAR , AP ERHENESNFERKE. &
ERFFIS BIUELEKAEK , B M Amazon VPC El&EiR B routes per route tableZ| 250 fn
FRERHARTHBEHEE,

EREE

* aws:ec2:subnet

B8

« region- EREENEFSRENE ( HlW0 eu-west-1),

« duration- EMERFENEREEE., £ AWSFISAPI & |, HE 1SO 8601 18X F&, Hltn , PT1IM
REX—94, £ AWSFIS T#ED LAl ARE, DER/NEE,

aws:network:route-table-disrupt-cross-region-connectivity 76


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorNetworkAccess.html

AWS Fault Injection Service

ERAEER

A

* ec2:

ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:

ec2:

AssociateRouteTable
CreateManagedPrefixList t
CreateNetworkInterface t
CreateRoute t
CreateRouteTable T
CreateTags t
DeleteManagedPrefixList t
DeleteNetworkInterface t
DeleteRouteTable t
DescribeManagedPrefixLists
DescribeNetworkInterfaces
DescribeRouteTables
DescribeSubnets
DescribeVpcPeeringConnections
DescribeVpcs
DisassociateRouteTable
GetManagedPrefixListEntries
ModifyManagedPrefixList t
ModifyVpcEndpoint

ReplaceRouteTableAssociation

T EAEEK NEEmanagedByFIS=true, BFAFEEEEIER., TERHM AWS FIS BB RILE
%,

AWS ZEBER

« AWSFaultinjectionSimulatorNetworkAccess

aws:network:transit-gateway-disrupt-cross-region-connectivity

HERBENAEERE . B RERREHSTEERFIRE,

aws:network:transit-gateway-disrupt-cross-region-connectivity

77


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorNetworkAccess.html
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EREE

« aws:ec2:transit-gateway

8

« region- ERBENEFRENE ( HlW0 eu-west-1),

» duration- BEFENRERE. £ AWSFISAPI & , H=2 I1SO 8601 &N =F&E, fi
wm, PTIMRREXR—28E, £ AWSFIS A F , Bu il AV S, 2EEINEH,

AT A

* ec2:AssociateTransitGatewayRouteTable

* ec2:DescribeTransitGatewayAttachments

* ec2:DescribeTransitGatewayPeeringAttachments
* ec2:DescribeTransitGateways

* ec2:DisassociateTransitGatewayRouteTable

AWS SEHE

« AWSFaultlnjectionSimulatorNetworkAccess

Amazon RDS Eh4E

AWS FIS Z# T %I Amazon RDS &1k,

B

» aws:rds:failover-db-cluster

» aws:rds:reboot-db-instances

aws:rds:failover-db-cluster

£ B & Aurora EREE &£ F#1T Amazon RDS API E1{E FailoverDBClusters

Amazon RDS Ej#E 78
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EREE

» aws:rds:cluster

AT A

e rds:FailoverDBCluster
e rds:DescribeDBClusters

* tag:GetResources

AWS ZEBER

» AWSFaultinjectionSimulatorRDSAccess

aws:rds:reboot-db-instances

EBEEREHITERE L#1T Amazon RDS API E1YE RebootDBInstance.

EREE

e aws:rds:db

2%

« forceFailover - i, MREA true , BHTERAEZME S HH , B @HFR—EUAEEHTER
EBI S —EHAESE., EAFREA false.

|

 rds:RebootDBInstance

» rds:DescribeDBInstances

tag:GetResources

aws:rds:reboot-db-instances 79
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AWS ZEBER

» AWSFaultinjectionSimulatorRDSAccess

Amazon S3 Bj{E

AWS FIS Z# T %I Amazon S3 Bk,

BE

» aws:s3:bucket-pause-replication

aws:s3:bucket-pause-replication

FEREEREFRETFEIENHRBEETENES, BENtFEETFEBUUVATEN AWS Bl |, th1]
DNRERRFEFIFEBERNESAN. EHEMBRR  BEYHRSTHREES — K, LEBFEEXE
DERAEERE, BE#—F5 TH Amazon S3EE , 5528 Amazon S3 FHEEM.

EREE

* aws:s3:bucket

B8

« duration — B , R—28EZF 12 /M, £ AWSFISAPI # , HR ISO 8601 XK =FE, 4l
wm, PTIMRKER—2E, £ AWSFIS A |, Bl AN E, 2ERE/NEE,

* region - BV EFETREATEN AWS B,
« destinationBuckets - iEM ., LUER7D FEAY B Vit S3 RFETRE/EE (S3 RFETR )

- prefixes - A, LUEHRDRH S3 WA ERFEFERERANGRRNT. EERTFIENERR
Al (BREBFENERKMS ) BSEE,

A
« S3:PutReplicationConfiguration {&# 3 5/88S3:IsReplicationPauseRequestiXE A
True

« S3:GetReplicationConfiguration &% % 5/88S3:IsReplicationPauseRequestiE &
True

Amazon S3 Bk 80
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* S3:PauseReplication
* S3:ListAl1MyBuckets

* tag:GetResources

MEHRES , FSE &6 FH NIRHEZESIE aws:s3:bucket-pause-replication,

Systems Manager EjE

AWS FIS X & T % Systems Manager Bk,

B

e aws:ssm:send-command

* aws:ssm:start-automation-execution

aws:ssm:send-command

£ B #Z EC2 #1171 88 L #11T Systems Manager API E1fE SendCommand. Systems Manager X
# (SSM X4 ) E# Systems Manager EHFTER LT EE, WEFMEA , F2HREA

aws:ssm:send-command E k.

EREE

* aws:ec2:instance

B

« documentArn — X4 # Amazon Resource Name (ARN), & £ AH , R ERBERR HIREY
FEAE A — B8 %55 E AWS FIS SSM XH/E |, BlgAETRILS .

- documentVersion - . XA, MRAZ , BFEFRREAEHIT.

« documentParameters — {f4F =X, XHEZIHHENZASE ., K2 JSONYH  HEBRAFH
BEAFHRBFHMET,

* duration - #FERRE , E—D#EF 12 . £ AWSFIS API # , {2 ISO 8601 BXMF &, Hi
wm, PTIM AR —288, 7 AWSFIS EEAEH , BB AYE. DEHHNEE.
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A

* ssm:SendCommand
* ssm:ListCommands

 ssm:CancelCommand

AWS SEHER

« AWSFaultinjectionSimulatorEC2Access

aws:ssm:start-automation-execution

#1117 Systems Manager AP| Ei4E StartAutomationExecution,

EREE

o =
ANNY

B8

« documentArn — B 81t 3X4FH Amazon Resource Name (ARN),
« documentVersion - #H. XHHRA, MRAZ , BFEFRREAEHIT.

« documentParameters — {f4 X, XHEZHHENZASE ., K2 JSONYH  HEBAFH |
BEAFHRBFHMET,

« maxDuration - BEMLBIT AN TREEE LR , f—28EF 12 /NF, E AWSFISAPI # | ER
ISO 8601 R FE, i , PTIMKER—20EE, £ AWSFIS FiZAF , BA @ ARE., o
2R NEEL

AT A

* ssm:GetAutomationExecution
e ssm:StartAutomationExecution

* ssm:StopAutomationExecution

- iam:PassRole-i#M., MEBHHLXHEEFAR , AIAXE,
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AWS ZEBER

» AWSFaultlnjectionSimulatorSSMAccess

FEB AWS FIS £/ Systems Manager SSM X #

AWS FIS i&i8 AWS Systems Manager SSM Agent & AWS FIS B XEBTHERE
Haws:ssm:send-command. HJFAREILE RIEEIE ABENTASLERE Systems Manager SSM X+
(SSM 34 ) |, AJEABITEA AWSFIS- ZEMAE AWS 34,

SSM Agent A7 Amazon EC2 #{TERE. AZFERE M AR N ERMST (VM) L L RMEREHN
Amazon B(88., VMs iE A Systems Manager EEELE R, REEXNZEE Systems Manager B
R, ARKBBERIVEEBTEM. BUUEEECH SSM XHRFABFTHER , XASEHP—
28 Amazon #EE K .

ER
HMNEE SSM Agent £ B E L HITEMENEME , WXL BRRTHIEE

- REEAZHEBEZE L, BIFEFER , L Amazon Machine Image (AMIs) &% % SSM Agent, &
Bl , Al ESTER 28 SSM RERX., WEFHEEF , F2EAWS Systems Manager ( £
BEEE) PN FEHLE EC2 HTEEA SSM Agent,

- Systems Manager EEE SN HITER LEFITBHENTT. SRSER IAM #FTERERERT
R, mEFHAEA , 528 (EAEERE) FHE I Systems Manager B IAM #,47 (& 88 ##i8
B IAM STEEEREEEZE EC2 #11TEE. AWS Systems Manager

£ aws:ssm:send-commandEh{E

SSM X #EZ Systems Manager £ 2 E#1T{E# L #ITHEI/E, Systems Manager 2 EFFZTE LR
ERXH , BHBA BTN, NEETBCH SSM MHMEFMER , 552 BAWS Systems
Manager  FFA&EIERE) FHEI Systems Manager X4, ME SSM XHH —RHEENR |, 72
BIAWS Systems Manager ( fEA &™) PHAWS Systems Manager X4,

AWS FIS 2HFE %R ER SSM X, B LUFE AWS Systems Manager T2 AR 4 THRIRTE LR
EH SSM X4+ : https : //https://console.aws.amazon.com/systems-manager/documents, &4 A] LA
£ AWSFIS R APEEREEREN Y., WEFHEF , FSBELHREN AWS FIS SSM X4,

EETE AWS FIS EERh{FEH SSM X |, A LAERA aws:ssm:send-command#{E. LLEIEZEEHN
BEH1T{EEE LI HITIEER SSM X4,
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EEEBREATFER aws: ssm:send-commandBERE , BB BEEEHMSEY  BFETHE
B :

- documentArn - 4E, SSM X ## Amazon Resource Name (ARN),

« documentParameters — &4, SSM X HESHLEMNERASE, KX JSONYH K HLEA
FE BEAFEGFHEMET,

« documentVersion - M., EHITH SSM XM,
B LAE A Systems Manager £ A& H i T HIRMMA SSM XHNER ( SREXHNBE ) .
FERAEEEWE SSM XHHHEBEN

1. 7E https : //https://console.aws.amazon.com/systems-manager/ BAEX AWS Systems Manager

7a.

2. TEEBHEKF , #IE Documents (3TH).
3. EEMXH  RBRBEFMEARSIER,

FERTS YRR SSM XH4HHHEBRER
A SSM describe-document &85
FEEERER AWS FIS SSM X 44

WO A EREAFFERAFALIRTEN AWS FIS SSM XHH B aws : ssm: send-commandEE.
ER

« AWS FIS Rt FELRE SSM XHHEX B T HIERE R
« Amazon Linux 2023, Amazon Linux 2
+ Ubuntu
« RHEL 8, 9
+ CentOS 9

« AWS FIS R KRE SSM XHHEXE EC2 #TER. HEENIEHNRIIEELEHH
Bl a0 R &R 50 E A AR 25 o

BRI ECSEBNERTERAEL SSM X+ , FFEFAE R the section called “Amazon ECS Ej
1B, Bl , aws:ecs:task-cpu-stressEIEE £ AWSFIS-Run-CPU-Stress X #,
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Documents

« AWSFIS-Run-CPU-Stress
« AWSFIS-Run-Disk-Fill

* AWSFIS-Run-IO-Stress

 AWSFIS-Run-Kill-Process

» AWSFIS-Run-Memory-Stress

 AWSFIS-Run-Network-Blackhole-Port

» AWSFIS-Run-Network-Latency

+ AWSFIS-Run-Network-Latency-Sources
 AWSFIS-Run-Network-Packet-Loss
 AWSFIS-Run-Network-Packet-Loss-Sources

AWS FIS SSM X B {EF=F#BRF B A DurationSeconds 2 BRI ER

B SSM WHEREIBCHHITRE , flan |, ELFEEFREN AWS FIS SSM XH 2 H
DurationSeconds 28, Eit , BFEEHE AWSFIS BiEEEPIEEMEB NGBS

 Action duration : REBE—BENER K BESEBSESENERSERNE. FRZESER ,
ERSEREICRRENSEFEREEESTIEF. AWSFIS SEESEE , BEXEBERSE
H%Faﬂ,@ﬁkplto

o NM#HZ8 DurationSeconds : SSM XA ST FERRE | U AEN,

LAl AMESREKEELRETRMNE -

« Action duration exceeds DurationSeconds : SSM X4 # TS EEETR 2B K. AWS FIS %
INBERERBEREZER L BRBEERE,

« Action duration is shorter than DurationSeconds : SSM X & EEETK AL EH T, R SSM
XHEHTHEETH  BESEFERECE , AIBFERESRAESTER. AWS FIS REEZH1T |
B I BEFERREIBT AL,

FEE  RFESSMXHEETEEERRE. Hl0 AWS | FIS SSM X4 LLUBIE L 8 R EH | 18
AT LG B 0 1TIS B B E R 2 BB 18 EM DurationSeconds 28, Hit , MR EHEEVEISE R
DurationSeconds % E AR E , SSM EESEN TR At S EBEESERE.

FEKFRER AWS FIS SSM 324+ 85
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AWSFIS-Run-CPU-Stress

£ H stress-ng TEEHTER LT CPU EEH, A AWSFIS-Run-CPU-Stress SSM X #.

BEER (EREEA)
aws:ssm:send-command/AWSFIS-Run-CPU-Stress

ARN
arn:aws:ssm:region::document/AWSFIS-Run-CPU-Stress
X228

 DurationSeconds - #E, CPU B AN FERRE , U AEN,
- CPU-EH, EfFHN CPURBLREHE, BREAO, BSEAME CPUEBHES,
 LoadPercent-i#MH. BE CPU 8 BEDLL , #£0 (EEH ) 100 (E2EH )., FEFRA 100,

* InstallDependencies - A, WR{EA True , Bl Systems Manager 8% B E#ITEE L2 KAME
PR | MREEHTERE RRZE, FEREA True, HEKMS stress-ng.

LT REWE FREPE AR FREH,

{"DurationSeconds":"60@", "InstallDependencies":"True"}

AWSFIS-Run-Disk-Fill

BENTEEBRURE LHNMKRZRE , UREHRTEHE, £F AWSFIS-Run-Disk-Fill SSM X+,

MRFHRBEBEILFERELFASHENESR , AWS FIS SEUEHITHE SSM XHREFE
R, T8 , MMRHEER 100% , AleE R HAMERKEMN L EARERNES , Systems Manager A 8¢
FEAESTKEUERE, At , IREUREEEFLER , FRAUBETE 100% EM.

BEER (EREERA)
aws:ssm:send-command/AWSFIS-Run-Disk-Fill
ARN

arn:aws:ssm:region::document/AWSFIS-Run-Disk-Fill
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XHBE

« DurationSeconds - &, MEEFRBFENFERR K UWAEN,
« Percent-iZA, FHGEZAFPEERENHBER DL, BARES 95%.

« InstallDependencies - i#H, MRES True , Al Systems Manager 87 B EH{T{EE - 2 EE
MR  MREEHITERARRZE., FARES True, HEKMS atd. kmod#H fallocate,

LT RETE FREF I AR FREH,

{"DurationSeconds":"60@", "InstallDependencies":"True"}

AWSFIS-Run-lO-Stress

£ stress-ng TEE#ITEE L#11T 10 BH, FH AWSFIS-Run-I0-Stress SSM X .

BFEEE (EREEE

aws:ssm:send-command/AWSFIS-Run-10-Stress

ARN
arn:aws:ssm:region::document/AWSFIS-Run-IO-Stress
NH28

 DurationSeconds - &, |10 BORIEMEERRE , LW AENL

« Workers - 2, #17EF. BEMNGCEEMGEEISEARE, BHRIMNREBRENESITEEE
E, ZEFEFSERD —ERLHTTEM /0 B1E., FBEA 1.
« Percent- A, BEREZAKLEE IO BRLHAFHEBEANTAZEE 2, FBRES 80%.

- InstallDependencies - A, WMR{EA True , Bl Systems Manager % B 28T ERE L Z#FE
AR , INRELHITER B RLE, ARES True, HAMS stress-ng.

LT RETE FREF I AR FREH,

{"Workers":"1", "Percent":"80", "DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-Kill-Process

A kilallis S ELEHTEEFIEENEF. F£H AWSFIS-Run-Kill-Process SSM X #,
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BEEE (ERE2A

aws:ssm:send-command/AWSFIS-Run-Kill-Process

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Kill-Process
NH28

« ProcessName - &, EEINEFER.

* Signal - #fA, B S —REENAKE. TREMNER SIGTERM ( EWETLLEZEZRE ) M
SIGKILL ( X728 ), TAFR{EA SIGTERM.

« InstallDependencies — M. WMREH True , Al Systems Manager 7 B EHTER L REME
MM RELHTEREARRTE, FHRES True. HEKMES Kilall,

LT RETE FREPI AR FREH,

{"ProcessName" :"myapplication", "Signal":"SIGTERM"}

AWSFIS-Run-Memory-Stress

£/ stress-ng TEE#HTER L#TEERBE D, #£HA AWSFIS-Run-Memory-Stress SSM 3 4,

BEEE (EREEA)
aws:ssm:send-command/AWSFIS-Run-Memory-Stress
ARN

arn:aws:ssm:region::document/AWSFIS-Run-Memory-Stress
X228

 DurationSeconds - &, iBIEBBRAENEERRE U AEN,
 Workers - igﬁﬁo Eﬁ%ﬂ'ﬁﬁ%@ﬂ)ﬁﬂ'ﬂﬁ%o %EEQ% 10
« Percent- &, EREBEBRIAFHEEFANERIREER DT,

« InstallDependencies - #A., MREA True , Al Systems Manager 87 B BE#/TER L L& MFH
RARMME | MREEHTERERRZE., FAREAS True, HEKMS stress-ng.
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LT RETE XA AR FREH,

{"Percent":"80", "DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-Network-Blackhole-Port

£/ iptablesTERZBEABENEZENEARELRE, FH AWSFIS-Run-Network-Blackhole-
Port SSM 32 #-

BFERE (ERERA
aws:ssm:send-command/AWSFIS-Run-Network-Blackhole-Port

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Blackhole-Port
XHSH

* Protocol - &, BABE. AREMNES tcp M udp.

. Port- XE, EEERER,

« TrafficType - i BA, REHH, AsEMWESA ingress M egress. FAFKEA ingress,

« DurationSeconds - # &, #EBMARNFERFE , U R/EN.

- InstallDependencies - A, WMR{EA True , B Systems Manager 7 B 28T ERE L Z#FE
MR MR | IRIBLHTEE N RRE, FERES True, MEKMA atd, Isof, dig#l iptables.

LT RETLE TREFIARNFREEH,

{"Protocol":"tcp", "Port":"8@80", "TrafficType":"egress'", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Latency

FAtcTEERIFIEEMERE. A AWSFIS-Run-Network-Latency SSM X #,

BEEE (ERIEA)
aws:ssm:send-command/AWSFIS-Run-Network-Latency

ARN
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arn:aws:ssm:region::document/AWSFIS-Run-Network-Latency

XH2H

* Interface - #H., WENH. FERES eth0,
- DelayMilliseconds - &M, & , AEW REN., FEERES 200,
 DurationSeconds - # &, #RILEGENGERRE K URABEN,

« InstallDependencies - i&fH, MREA True , Systems Manager 1% B E#TEE F ZEFTEMNE
ikt , MRBELEHTREBERZE, RFRER True., HEKMS atd, digH tc.

LT RETE FEEPE AR FREH,

{"DelayMilliseconds":"200", "Interface":"eth@", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Latency-Sources

SHEEHEBERRENRE , /A cTEKEEBENR B EEMEAE. F£H AWSFIS-Run-Network-
Latency-Sources SSM X4,

BEER (EREER)
aws:ssm:send-command/AWSFIS-Run-Network-Latency-Sources

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Latency-Sources
NH28

* Interface - EA, M EH. FARKES etho.

- DelayMilliseconds — i, EE , UEW AEN, FERES 200,

. JitterMilliseconds - i#fH., #8 , LERVAEMN, FEFRA 10,

« Sources - X E, R , LUEEDIRE , TSZ=HK, AIEEMN{ES : IPv4 Hbit, IPv4 CIDR E#R., #@EA
F&. DYNAMODB# S3, mEREIEE DYNAMODBE, S3 , EEEAR B s EE T/ [EHiHE,

* TrafficType - B, REFE, AJHEMES ingress M egress. FEERES ingress.
« DurationSeconds - &, WBIEENFANEERE , UV AEN,
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« InstallDependencies - i&fH., MREA True , Systems Manager 21 B E# {TEE F LEFMEMNH
it MRELHITEE R ATE, FERES True, HAKM A atd, dig. Isof. jgqFl tco

LT RETE FREF I AR FREH,

{"DelayMilliseconds":"200", "JitterMilliseconds":"15",
"Sources":"S3,www.example.com,72.21.198.67", "Interface":"eth@",
"TrafficType":"egress", "DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-Network-Packet-Loss

FRtcTEHIBERATETRERNE, £H AWSFIS-Run-Network-Packet-Loss SSM 345,

BERE ((ERIEHEA
aws:ssm:send-command/AWSFIS-Run-Network-Packet-Loss
ARN

arn:aws:ssm:region::document/AWSFIS-Run-Network-Packet-Loss
X428

* Interface - &M, WENMH. FERES eth0,
 LossPercent-iZf, HEEXLXNWED L., FERES 7%.
DurationSeconds - 4 &, @R STEXVENFERE , UV AEN,

InstallDependencies - & H. MR EA True , Systems Manager &7 B 11T {E - 2 & FTEHE
fiktt, FHRR{EA True., MAKMES atd, dig. Isoffll tc,

LT RETE FEEPE AR FREH,

{"LossPercent":"15", "Interface":"eth®", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Packet-Loss-Sources

SEEHBBERRNRE A cCEEHTERMEERENE. A AWSFIS-Run-Network-
Packet-Loss-Sources SSM X 4.
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BEEE (ERE2A

aws:ssm:send-command/AWSFIS-Run-Network-Packet-Loss-Sources
ARN

arn:aws:ssm:region::document/AWSFIS-Run-Network-Packet-Loss-Sources

XH2H

* Interface - ‘&2, WENMH. FERES eth0,
 LossPercent-iZf, HEELXNWED L, FERES 7%,

« Sources - &, KR , LUESEDIE , TEZ1&. WHEEMNES : IPv4 ik, IPv4 CIDR EE, #BEA
7. DYNAMODBH S3, HIERMSIEE DYNAMODBER S3 , EEE AR B i =15 Y =154 2,

- TrafficType - A, REHH, AIsEMWESA ingress M egress. FAFRES ingress,
- DurationSeconds - #E, @R TEXAENFERRD , UV AEN.

« InstallDependencies - i/, MEEA True , Systems Manager &1 B ¥ 1T{H8 t ZH#FTERH
fiktE, FEERR{EA True., MHAMA atd, dig. Isof. jg#l tc.

LT RETE FREP I AR FREH,

{"LossPercent":"15", "Sources":"S3,www.example.com,72.21.198.67", "Interface":"eth@",
"TrafficType":"egress", "DurationSeconds":"6@", "InstallDependencies":"True"}

]

MEEHEEREX | 52 the section called “E{TFALERER AWS FIS SSM X4,

MEHBREZES , FS2REHTERE BT CPU B,

HBE Rz @T
FEHATIREFSEEETRER,

EEBHER SSM XY R RE
1. 7E https : //https://console.aws.amazon.com/systems-manager/ BAE AWS Systems Manager
28,

2. HEEEERT , BEEHNEERE, BTH5,

g5 92
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3. EWTEERHRSIFERL  EAGRRAERSEXFNHT,
4. EEFEwTH ID LUEBEFMAEARE.
5. EEHITERA D, wEEED RN L MER,

£ AWS FIS aws : ecs : task Bh4E

BT LAE aws : ecs : task BE |, #§EE5R7E A Amazon ECS 7., X Amazon EC2 # Fargate &
EFA,

EBEEESER AWS Systems Manager (SSM) XHRFA$HFR, FEMFA aws:ecs:task EE
BREERER SSM KERENXWAEZHEZE Amazon Elastic Container Service (Amazon ECS) £ E
F. DEREHIT AWSFIS EEMIEDHE , £ SSM IR+ 4% Amazon ECS K EMAZT EHITEE.
A BEBeRIREEPEER  BEBHMEESIEHTER, RESAFF AWS FIS fi#iT B ZF
%, WERERETERNEE.

EEHMITLL BB/ AWS FIS BEiffaws:ecs:task , AWS FIS € HERER |, HEE AWS
FIS BEEREAPIEEM B 1ZE Amazon ECS FHMEIZE —#H SSM ZEH1TEBECS_TASK_ARN, ZEH
EREHIT SSM 3+ 2 tHEFHE Amazon ECS £ #) ARN. LLESERIETEF A Fault Injection.
TEREEE —EARERFMNEENRENMBEREA

Fault Injection

Service (FIS)
Initial state - Setup : Fault injection
. . inject fault
E:’ ECS Task E ECS Task E ECS Task
Existing Container . Existing Container Container that runs . Existing Container Container that runs
. an SSM agent with . an SSM agent with
a AWS FIS defined script : a AWS FIS defined script

BEF

» the section called “aws:ecs:task-cpu-stress”

* the section called “aws:ecs:task-io-stress”

» the section called “aws:ecs:task-kill-process”
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+ the section called “aws:ecs:task-network-blackhole-port”

« the section called “aws:ecs:task-network-latency”

« the section called “aws:ecs:task-network-packet-loss”

R 751

« THBMEEEFITHT
» aws:ecs:task-network-blackhole-port
+ aws:ecs:task-network-latency
» aws:ecs:task-network-packet-loss
- WRIEERA Amazon ECS Exec , B4 BRERE , FREFERELEE,

- EIFERMREADTR , SSM XHHTMHHESEUEMRRE. #1T Amazon ECS BifElF , 8% E
B h MY B 4EIS B RE I A Amazon EC2 Systems Manager (SSM) X4 3B R EAEFIRHENE
BESR ., BERNEE , SSM XHFE— BT EABRHAT. Hit , B EEENBFSERE
RF , SSM XHATaE B LMW EMNRREREXES T, ENERBDEFEREE , BESEL , SSM
XHHITHEECE, MEEAKI,

=R

- BTHFFA#HIEE AWSFIS ERAS :
* ssm:SendCommand
* ssm:ListCommands
* ssm:CancelCommand
- B THIFFAIHTI8ZE Amazon ECS £5 IAM B :

* ssm:CreateActivation

* ssm:AddTagsToResource

e iam:PassRole

AR, BT EHTERACKH ARN IEEA WERiam: PassRole,
« #3 Amazon ECS F##1T IAM A& , X H#¥ AmazonECSTaskExecutionRolePolicy & BUK,

- EEBESED | BRIESHMANAGED _INSTANCE_ROLE _NAMEREASEHTHEEACHNERE, &
= EEDE SSM FEMAZSEHTEECEENAE,

- BTIFAHMEESIENTREEAS
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ssm:DeleteActivation

ssm:DeregisterManagedInstance

« # AmazonSSMManagedinstanceCore SEH XTI EZEHTEERAEC,
- #% SSM RERX BB E Amazon ECS B ER. mHIETHEEA Amazon ECS FKEMAR

EHFITHEE,
{
"name": "amazon-ssm-agent",
"image": "public.ecr.aws/amazon-ssm-agent/amazon-ssm-agent:latest",
"cpu": Q,
"links": [1,

"portMappings": [],
"essential": false,
"entryPoint": [],
"command": [
"/bin/bash",
noen
"set -e; dnf upgrade -y; dnf install jq procps awscli -y; term_handlex()
{ echo \"Deleting SSM activation $ACTIVATION_ID\"; if ! aws ssm delete-
activation --activation-id $ACTIVATION_ID --region $ECS_TASK_REGION; then
echo \"SSM activation $ACTIVATION_ID failed to be deleted\" 1>&2; fi;
MANAGED_INSTANCE_ID=$(jg -e -r .ManagedInstanceID /var/lib/amazon/ssm/registration);
echo \"Deregistering SSM Managed Instance $MANAGED_INSTANCE_ID\"; if ! aws
ssm deregister-managed-instance --instance-id $MANAGED_INSTANCE_ID --region
$ECS_TASK_REGION; then echo \"SSM Managed Instance $MANAGED_INSTANCE_ID
failed to be deregistered\" 1>&2; fi; kill -SIGTERM $SSM_AGENT_PID; }; trap
term_handler SIGTERM SIGINT; if [[ -z $MANAGED_INSTANCE_ROLE_NAME ]1]; then
echo \"Environment variable MANAGED_INSTANCE_ROLE_NAME not set, exiting\"
1>&2; exit 1; fi; if ! ps ax | grep amazon-ssm-agent | grep -v grep > /dev/
null; then if [[ -n $ECS_CONTAINER_METADATA_URI_V4 ]1] ; then echo \"Found ECS
Container Metadata, running activation with metadata\"; TASK_METADATA=$(curl
\"${ECS_CONTAINER_METADATA_URI_V4}/task\"); ECS_TASK_AVAILABILITY_ZONE=$(echo
$TASK_METADATA | jq -e -r '.AvailabilityZone'); ECS_TASK_ARN=$(echo $TASK_METADATA
| jg -e -r '.TaskARN'); ECS_TASK_REGION=$(echo $ECS_TASK_AVAILABILITY_ZONE | sed
's/.$//'); ECS_TASK_AVAILABILITY_ZONE_REGEX='~(af|ap|calcn|eu|me|sa]us|us-gov)-
(central|north|(north(east|west))|south|south(east|west)|east|west)-[0-9]{1}[a-z]
{1}$'; if ! [[ $ECS_TASK_AVAILABILITY_ZONE =~ $ECS_TASK_AVAILABILITY_ZONE_REGEX ]];
then echo \"Error extracting Availability Zone from ECS Container Metadata,
exiting\" 1>8&2; exit 1; fi; ECS_TASK_ARN_REGEX='"arn:(aws|aws-cn|aws-us-gov):ecs:
[a-z0-9-]+:[0-9]{12}:task/[a-zA-7Z0-9_-]+/[a-zA-Z0-9]+$"'; if ! [[ $ECS_TASK_ARN
=~ $ECS_TASK_ARN_REGEX ]]; then echo \"Error extracting Task ARN from ECS
Container Metadata, exiting\" 1>&2; exit 1; fi; CREATE_ACTIVATION_OUTPUT=
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$(aws ssm create-activation --iam-role $MANAGED_INSTANCE_ROLE_NAME --
tags Key=ECS_TASK_AVAILABILITY_ZONE,Value=$ECS_TASK_AVAILABILITY_ZONE
Key=ECS_TASK_ARN, Value=$ECS_TASK_ARN Key=FAULT_INJECTION_SIDECAR,Value=true --
region $ECS_TASK_REGION); ACTIVATION_CODE=$(echo $CREATE_ACTIVATION_OUTPUT | jq
-e -r .ActivationCode); ACTIVATION_ID=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e
-r .ActivationId); if ! amazon-ssm-agent -register -code $ACTIVATION_CODE -id
$ACTIVATION_ID -region $ECS_TASK_REGION; then echo \"Failed to register with AWS
Systems Manager (SSM), exiting\" 1>&2; exit 1; fi; amazon-ssm-agent & SSM_AGENT_PID=
$!; wait $SSM_AGENT_PID; else echo \"ECS Container Metadata not found, exiting\"
1>&2; exit 1; fi; else echo \"SSM agent is already running, exiting\" 1>&2; exit 1;

fi"
1,
"environment": [
{
"name": "MANAGED_INSTANCE_ROLE_NAME",
"value": "SSMManagedInstanceRole"
}
1,

"environmentFiles": [],
"mountPoints": [],
"volumesFrom": [],
"secrets": [],
"dnsServers": [],
"dnsSearchDomains": [],
"extraHosts": [],
"dockerSecurityOptions": [],
"dockerLabels": {},
"ulimits": [],
"logConfiguration": {3},
"systemControls": []

MEETBEZBAINRE , 752 the section called “IE TR S ZERA",

« EIBTE Amazon ECS FHEZFERE enableFaultInjection #{ , BxA Amazon ECS Fault
Injection APIs :

"enableFaultInjection": true,

« 1 Fargate {£# L aws:ecs:task-network-blackhole-portaws:ecs:task-
network-latency, = aws:ecs:task-network-packet-lossEifERF , BIfELER
useEcsFaultInjectionEndpoints S8ERES true,
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£/ aws:ecs:task-kill-process, aws:ecs:task-network-latency,
aws:ecs:task-network-blackhole-port#l aws:ecs:task-network-packet-lossEE
B , Amazon ECS ¥ E&E % EpidModestEH tasko

£/ aws:ecs:task-network-blackhole-port, aws:ecs:task-network-latency®l
aws:ecs:task-network-packet-lossEER , Amazon ECS EHE&E X EnetworkModed®
ER USHEDbridge,

BERRSERAK

UTREREBERPAHBNNESHRRE , #2822,

#!/usr/bin/env bash

# This is the activation script used to register ECS tasks as Managed Instances in SSM
# The script retrieves information form the ECS task metadata endpoint to add three
tags to the Managed Instance

# - ECS_TASK_AVAILABILITY_ZONE: To allow customers to target Managed Instances / Tasks
in a specific Availability Zone

# - ECS_TASK_ARN: To allow customers to target Managed Instances / Tasks by using the
Task ARN

# - FAULT_INJECTION_SIDECAR: To make it clear that the tasks were registered as
managed instance for fault injection purposes. Value is always 'true'.

# The script will leave the SSM Agent running in the background

# When the container running this script receives a SIGTERM or SIGINT signal, it will
do the following cleanup:

# - Delete SSM activation

# - Deregister SSM managed instance

set -e # stop execution instantly as a query exits while having a non-zero

dnf upgrade -y
dnf install jq procps awscli -y

term_handler() {
echo "Deleting SSM activation $ACTIVATION_ID"
if ! aws ssm delete-activation --activation-id $ACTIVATION_ID --region
$ECS_TASK_REGION; then
echo "SSM activation $ACTIVATION_ID failed to be deleted" 1>&2
fi

MANAGED_INSTANCE_ID=$(jg -e -r .ManagedInstanceID /var/lib/amazon/ssm/registration)
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echo "Deregistering SSM Managed Instance $MANAGED_INSTANCE_ID"
if ! aws ssm deregister-managed-instance --instance-id $MANAGED_INSTANCE_ID --region
$ECS_TASK_REGION; then
echo "SSM Managed Instance $MANAGED_INSTANCE_ID failed to be deregistered" 1>&2
fi

kill -SIGTERM $SSM_AGENT_PID

}
trap term_handler SIGTERM SIGINT

# check if the required IAM role is provided

if [[ -z $MANAGED_INSTANCE_ROLE_NAME ]] ; then
echo "Environment variable MANAGED_INSTANCE_ROLE_NAME not set, exiting" 1>&2
exit 1

fi

# check if the agent is already running (it will be if ECS Exec is enabled)
if ! ps ax | grep amazon-ssm-agent | grep -v grep > /dev/null; then

# check if ECS Container Metadata is available
if [[ -n $ECS_CONTAINER_METADATA_URI_V4 ]1] ; then

# Retrieve info from ECS task metadata endpoint

echo "Found ECS Container Metadata, running activation with metadata"
TASK_METADATA=$(curl "${ECS_CONTAINER_METADATA_URI_V4}/task")
ECS_TASK_AVAILABILITY_ZONE=$(echo $TASK_METADATA | jq -e -r '.AvailabilityZone')
ECS_TASK_ARN=$(echo $TASK_METADATA | jq -e -r '.TaskARN')

ECS_TASK_REGION=$(echo $ECS_TASK_AVAILABILITY_ZONE | sed 's/.$//')

# validate ECS_TASK_AVAILABILITY_ZONE
ECS_TASK_AVAILABILITY_ZONE_REGEX='~(af|ap|calcn]|eu|me|sa]us|us-gov)-(central|north]|
(north(east|west))|south|south(east|west)|east|west)-[0-9]1{1}[a-z]{1}$"
if ! [[ $ECS_TASK_AVAILABILITY_ZONE =~ $ECS_TASK_AVAILABILITY_ZONE_REGEX 1] ; then
echo "Error extracting Availability Zone from ECS Container Metadata, exiting"
1>&2
exit 1
fi

# validate ECS_TASK_ARN
ECS_TASK_ARN_REGEX="'"arn:(aws|aws-cn|aws-us-gov):ecs:[a-z0-9-]1+:[0-9]1{12}:task/[a-
zA-7Z0-9_-1+/[a-zA-20-9]+$"'
if ! [[ $ECS_TASK_ARN =~ $ECS_TASK_ARN_REGEX ]] ; then
echo "Error extracting Task ARN from ECS Container Metadata, exiting" 1>&2
exit 1
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fi

# Create activation tagging with Availability Zone and Task ARN
CREATE_ACTIVATION_OUTPUT=$(aws ssm create-activation \
--iam-role $MANAGED_INSTANCE_ROLE_NAME \
--tags Key=ECS_TASK_AVAILABILITY_ZONE,Value=$ECS_TASK_AVAILABILITY_ZONE
Key=ECS_TASK_ARN, Value=$ECS_TASK_ARN Key=FAULT_INJECTION_SIDECAR,Value=true \
--region $ECS_TASK_REGION)

ACTIVATION_CODE=$(echo $CREATE_ACTIVATION_OUTPUT | jgq -e -r .ActivationCode)
ACTIVATION_ID=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e -r .ActivationId)

# Register with AWS Systems Manager (SSM)
if ! amazon-ssm-agent -register -code $ACTIVATION_CODE -id $ACTIVATION_ID -region
$ECS_TASK_REGION; then
echo "Failed to register with AWS Systems Manager (SSM), exiting" 1>&2
exit 1
fi

# the agent needs to run in the background, otherwise the trapped signal
# won't execute the attached function until this process finishes
amazon-ssm-agent &

SSM_AGENT_PID=$!

# need to keep the script alive, otherwise the container will terminate
wait $SSM_AGENT_PID

else
echo "ECS Container Metadata not found, exiting" 1>&2
exit 1

fi

else
echo "SSM agent is already running, exiting" 1>&2

exit 1
fi

gHEREAR

LR & the section called “aws:ecs:task-cpu-stress” B #E Y B ER &5 A & 5,

"description": "Run CPU stress on the target ECS tasks",

EHIEEREAR
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"targets": {
"myTasks": {
"resourceType": "aws:ecs:task",

"resourceArns": [
"arn:aws:ecs:us-east-1:111122223333:task/my-
cluster/09821742c0e24250b187dfed8EXAMPLE"
1,
"selectionMode": "ALL"
}
I
"actions": {
"EcsTask-cpu-stress": {
"actionId": "aws:ecs:task-cpu-stress",
"parameters": {
"duration": "PTIM"

I
"targets": {
"Tasks": "myTasks"
}
}
},
"stopConditions": [
{
"source": "none",
}
1,
"roleArn": "arn:aws:iam::111122223333:ro0le/fis-experiment-role",
"tags": {3}

£ AWS FIS aws : eks : pod B1{E

BRI LAE R aws : eks : pod BIE |, #SEFEE A EKS BEHRHITH Kubernetes Pod,

RAEVENERT , FIS SHEEL FIS Pod Bk, A% , L BGANEER EKS BEHE Pod, #HEL
B Pod 8 & E A, EHIMEIREIR, YWHABR aws : eks : pod-delete ASNIFRE FIS EKS B){E , #FE
EAREBFEATHMERERER , ERANERSE Pod FEIN TEHAN Kubernetes ThAE, EHFMH
AREEHEERAR[EEANTEZEATPRE , YBTAMENEREIATE. IRKRIEEBERS , Alg
EE Pod P E—RBARSEMABE
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@

T Target pod

@ Create ephemeral container

@ Create FIS pod First Container
o : (default target)

g x AN

Second container context

@ Control and monitor

FIS Pod i .
Fault Injection ; @ Inject fault
Service ;
FS i
FIS Ephemeral Second Container
: Container (explicit target)

1. FISEEERHEATIEENBEREREPE FIS Pod,

2. FISPod ExEBEERBUNMEREG R ZE B R Pod R TREAR,
3. ERMARSEEGAINGEZB/IEAHR.
4. FIS Pod #ZHIMEERE MR/ | LUK FIS ZHEIFEE FIS Pod,
ERERIBLEREG , SBRTFEREEN FIS Pod,

BF

the section called “aws:eks:pod-cpu-stress”

the section called “aws:eks:pod-delete”

the section called “aws:eks:pod-io-stress”

the section called “aws:eks:pod-memory-stress”

the section called “aws:eks:pod-network-blackhole-port”

the section called “aws:eks:pod-network-latency”

the section called “aws:eks:pod-network-packet-loss”
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B 1

- THIEEFERAR AWS Fargate :

» aws:eks:pod-network-blackhole-port

« aws:eks:pod-network-latency
» aws:eks:pod-network-packet-loss

o FTHEERLZE bridge FHER :
» aws:eks:pod-network-blackhole-port
» aws:eks:pod-network-latency
» aws:eks:pod-network-packet-loss

« FHEBERETRMERB[AMRT,
» aws:eks:pod-network-blackhole-port
» aws:eks:pod-network-latency

» aws:eks:pod-network-packet-loss

FRMAFEREE Pod WRERBEAHF T, WREFELUERERE S 21T Pod FHIE
2, BULA B Pod PN ARRZEMBEINEZEAR,

- BELITEEREAPFEHER ARNsHERZERH A aws : eks : pod HAEWBEE, EXAFERR
ENERSERER B E,

 B){E aws : eks : pod-network-latency #l aws : eks : pod-network-packet-loss TNEF{TH T , LA
HHEH Pod BEE, RIBEIEENmaxErrorsZ28{E , BEE @A RAC TR K BHREE !

- R maxErrorsPercent® 0 ( Ei% ) , BIEERAKBRE,

- BAl, kB ENESImaxErrorsPercentBE, MR EABAEARERESIRER
maxErrors , BIBERK SRR TRAREE,

« BB R Pod FEE ATRMERRNAFPREBIELRM, TERE MAMEXit Code: 16,

- B){E aws : eks : pod-network-blackhole-port NHEEELAMEE Pod & B B FEAMER HWEMEEFIT
#iTtrafficType. XEFEATRAREZRENFETBE.

« FIS RAEEFEE1E Pod securityContextll RES BFESIEHEE AN
H&readOnlyRootFilesystem: false. MREZHUIERE , FTH EKS Pod EEEIE KB
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https://docs.aws.amazon.com/AmazonECS/latest/bestpracticesguide/networking-networkmode.html
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=R

« AWSCLI ZE =% , REREEEMEH AWS CLI B IAM AT EEiRE, NEFEE
A, B2ELEHFH AWS CLl,

« BEREMERE kubectl, EEEANREEKS REEH , UREREZBFREAREN. NFEFHRE
# , 2 E https : //https://kubernetes.io/docs/tasks/tools/.

+ EKS BEXERAES 1.23,

BEVERAE

EEYTER  LEEZAERNRTEIAM A6, NEFMEN , 52 Bthe section called “ER AR, It
ANV EHTECRREEEERANEE, B2 BEABAWS BZM FIS aws:eks:pod BiE , LA
ERBENSERT,

% E Kubernetes RIGIE P

ER7E Kubernetes FRIEIRF |, LAETEE Kubernetes s B M B EHTER., E Y EHIS | IR
HWRF 2 myserviceaccount , A ZEEBR##M. BEER , default2E % Kubernetes i A ZEMEZ

o

% 7E Kubernetes RIGIRF
1. BUEAE WE=Rrbac.yaml , ¥FIETHEE,

kind: ServiceAccount
apiVersion: vl
metadata:
namespace: default
name: myserviceaccount

kind: Role
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
namespace: default
name: role-experiments
rules:
- apiGroups: [""]
resources: ["configmaps"]
verbs: [ "get", "create", "patch", "delete"]
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- apiGroups: [""]
resources: ["pods"]
verbs: ["create", "list", "get", "delete", "deletecollection"]
- apiGroups: [""]
resources: ["pods/ephemeralcontainers"]
verbs: ["update"]
- apiGroups: [""]
resources: ["pods/exec"]
verbs: ["create"]
- apiGroups: ["apps"]
resources: ["deployments"]
verbs: ["get"]

apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:
name: bind-role-experiments
namespace: default
subjects:
- kind: ServiceAccount
name: myserviceaccount
namespace: default
- apiGroup: rbac.authorization.k8s.io
kind: User
name: fis-experiment
roleRef:
kind: Role
name: role-experiments
apiGroup: rbac.authorization.k8s.io

2. BATTH®BT.

kubectl apply -f rbac.yaml

BT IAM ERE A Y Kubernetes APIsTZELE

FHEMBEKSX S |IAM 549 B Kubernetes 5F A1 22 3 BB P ERBAN L B,
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EIE 1 BUFHEIEE

IR B & Access EntriesiBfER F IAM £ & £ EKS ZHUE B 7H Kubernetes A ERBARY H BB R
5/ .

aws eks create-access-entry \
--principal-arn arn:aws:iam::123456789012:role/fis-experiment-role \
--username fis-experiment \
--cluster-name my-cluster

/A Important

ATHHAEFERIEE  EKSEEN B EBFBERXMNEIRES API_AND_CONFIG_MAPEX API &
No

EIE 2 : %18 B #8 E aws-auth ConfigMap

BB AR TG SREL G SRS, MEFMER , 5F28 eksctl XHFHH Manage IAM users
and roles — £,

eksctl create iamidentitymapping \
--arn arn:aws:iam::123456789012:role/fis-experiment-role \
--username fis-experiment \
--cluster my-cluster

/A Important

FIA eksctl TEMHRE 5§ 2B EHEEHIE ConfigMap aws-auth RN IEH, BHELEE ,
ELEENEETXECSBRE . Eit , REBABW AN ARN T EEEBRER (fiw

arn:aws:iam::123456789012:ro0le/service-role/fis-experiment-role),

Pod B3R &

AWS FIS 2t Pod A2RRKFTEE Amazon ECR . E#&HE Amazon ECR SEZMRGH , KAFEA
SEEME URI,

Pod AE5MR &t A LATE AWS ECR Public Gallery R,
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ERAEER

AWS [E

XEIRER (%)
XEIRER (HEE Bt
&h)

KBRS (MR B e

b1

XEIFER (REF)

FEM (FAER)

DREE (BE)

DXKEE (£8)

DAEE (BW)

A B (F7 )

DREE (BEH)

TAEE (RX)

INEX (FE)

AR5 URI

051821878176.dkr.
fis-pod:0.1

731367659002 .dkr.
fis-pod:0.1

080694859247 .dkr.
fis-pod:0.1

864386544765 .dkr.
fis-pod:0.1

056821267933 .dkr.
aws-fis-pod:0.1

246405402639 .dkr.
fis-pod:0.1

524781661239 .dkr.
aws-fis-pod:0.1

526524659354 . dkr.
.com/aws-fis-pod:

316401638346.dkr.
.com/aws-fis-pod:

488104106298 .dkr.
.com/aws-fis-pod:

635234321696.dkr.
.com/aws-fis-pod:

490658072207 .dkr.
aws-fis-pod:0.1

ecr

ecr.

ecr

ecr.

ecr

ecr.

ecr.

ecr
0.1

ecr
0.1

ecr
0.1

ecr.

0.1

ecr.

.us-east-2.amazonaws.com/aws-

us-east-1.amazonaws.com/aws-

.us-west-1.amazonaws.com/aws-

us-west-2.amazonaws.com/aws-

.af-south-1.amazonaws.com/

ap-east-1.amazonaws.com/aws-

ap-south-1.amazonaws.com/

.ap-northeast-2.amazonaws

.ap-southeast-1.amazonaws

.ap-southeast-2.amazonaws

ap-northeast-1.amazonaws

ca-central-1.amazonaws.com/

Pod & ERER &
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ERAEER

AWS [EiF

BUM CEBERAR)

BN (ZFER)

BN ()

BUM (K BA)

Europe (Paris)

B (PEEST)

BUN (TSR E)

Middle East (Bahrain)

rAEN (ERE)

AWS GovCloud ( %=
BIRER )

AWS GovCloud ( %
B 7SR )

A ERREA

AR5 URI

713827034473 .dkr.

aws-fis-pod:0.1

205866052826 .dkr.

fis-pod:0.1

327424803546 .dkr.

fis-pod:0.1

478809367036 .dkr.

aws-fis-pod:0.1

154605889247 .dkr.

fis-pod:0.1

395402409451 . dkr.

aws-fis-pod:0.1

263175118295.dkr.

aws-fis-pod:0.1

065825543785 .dkr.

aws-fis-pod:0.1

767113787785 .dkr.

fis-pod:0.1

246533647532 .dkr.

aws-fis-pod:0.1

246529956514 .dkr.

aws-fis-pod:0.1

ecr.

ecr.

ecr

ecr.

ecr

ecr.

ecr

ecr.

ecr

ecr.

ecr

eu-central-1.amazonaws.com/

eu-west-1.amazonaws.com/aws-

.eu-west-2.amazonaws.com/aws-

eu-south-1.amazonaws.com/

.eu-west-3.amazonaws.com/aws-

eu-south-2.amazonaws.com/

.eu-north-1.amazonaws.com/

me-south-1.amazonaws.com/

.sa-east-l.amazonaws.com/aws-

us-gov-east-1.amazonaws.com/

.us-gov-west-1.amazonaws.com/

LA & the section called “aws:eks:pod-network-latency” Ei{E i) B By S5 2~ 2351,

EHIEEREAR
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{
"description": "Add latency and jitter to the network interface for the target EKS
Pods",
"targets": {
"myPods": {
"resourceType": "aws:eks:pod",
"parameters": {
"clusterIdentifier": "mycluster",
"namespace": "default",
"selectorType": "labelSelector",
"selectorValue": "mylabel=mytarget"
1,
"selectionMode": "COUNT(3)"
}
.
"actions": {
"EksPod-latency": {
"actionId": "aws:eks:pod-network-latency",
"description": "Add latency",
"parameters": {
"kubernetesServiceAccount": "myserviceaccount",
"duration": "PT5M",
"delayMilliseconds": "200",
"jitterMilliseconds": "10",
"sources": "0.0.0.0/0"
1,
"targets": {
"Pods": "myPods"
}
}
.
"stopConditions": [
{
"source": "none",
}
1,
"roleArn": "arn:aws:iam::111122223333:ro0le/fis-experiment-role",
"tags": {
"Name": "EksPodNetworkLatency"
}
}
EHIEREA 108
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£ AWS FIS aws : lambda : function Ej4E

O] LAEF aws : lambda : function B)E , #&#553)F A AWS Lambda BREBV A,

ELEEFH AWS FIS ZEBEFRINERE AR, BEEMFH aws : lambda : function B1/E , BEEAH
BRI B REERES Lambda B8 , 5% E Amazon S3 fFEFE LIE AWS FIS MiERNAEZ &
Ao

IR ITLL aws : lambda : function 2 B &K AWS FIS EEF , € Lambda B AWS FIS EE
Amazon S3 #2588 | WiGEEEE A EAB AR EN Amazon S3 V& , 1T EFFR.

: Read config Write config

(‘b
~ M
Heartbeat H

Lambda 53 Bucket Fault Injection Service
Function Configuration Storage

A

BF

+ the section called “aws:lambda:invocation-add-delay”

* the section called “aws:lambda:invocation-error”

» the section called “aws:lambda:invocation-http-integration-response”

BR 7

« AWS FIS Lambda ZEfEHAELEEA O ERRNVREREEA, BIFERERAER , AWSFIS
Lambda ZEfEE b MG BRAEREL, WEFMEN , 520 ( AWS Lambda EFHEIER) RN
Lambda BK (/Y B FE R o

FORIRH

A AWS FIS Lambda EifE2 81 , S8 EZRE TR T 5 — X HEER -
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-response-streaming.html
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o EBRETEIRDPBIBRERMIESPET Amazon S3 RE1FEFE - B LUMEHAE — Amazon S3 FFFE
HEITZEER  IEZEAWSKREZELARETE., T8 , SEAGErEIALEERENNREER
B AWS [EiT,

« BY IAM B3R |, # Lambda IERHFEFEUER F Amazon S3 #FETRE - E T 5IEAH |, & B
fmy-config-distribution-bucketB&EE LFEIH Amazon S3 RFEFEAERE , LA
FisConfigs IR BZEFE MK Amazon S3 RETEPNERRER,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowListingConfiglLocation",
"Effect": "Allow",
"Action": ["s3:ListBucket"],
"Resource": ["arn:aws:s3:::my-config-distribution-bucket"],
"Condition": {
"StringlLike": {
"s3:prefix": ["FisConfigs/*"]
}
}
b
{
"Sid": "AllowReadingObjectFromConfiglLocation",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": ["arn:aws:s3:::my-config-distribution-bucket/FisConfigs/*"]
}

« B IAM BR |, #§ AWS FIS BRI B AFEUER T Amazon S3 fFATEE - £ T HISEAH | #&
Effmy-config-distribution-bucket B&E EHFEIHK Amazon S3 RETEER , WA
FisConfigs IR BEEMEAK Amazon S3 RETEHINERRERE,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowFisToWriteAndDeleteFaultConfigurations",

SRR 110
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=n
axX

"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:DeleteObject"
1,

"Resource": "arn:aws:s3:::my-config-distribution-bucket/FisConfigs/*"

"Sid": "AllowFisToInspectLambdaFunctions",
"Effect": "Allow",
"Action": [

"lambda:GetFunction"

]I

"Resource": "*"

"Sid": "AllowFisToDoTagLookups",
"Effect": "Allow",
"Action": [

"tag:GetResources"

]I

"Resource": "*"

E Lambda

S S BN ESE Lambda B , BEETISH -

1. #§ ERZEIH Amazon S3 BEVFEUBCRE#EZE Lambda BEE,

2. # AWS FIS ZEMREHE M A layer EIZE HE, WFE layer ARNsHFFHER , 5528 Lambda &
7t AWS FIS Thaefy o] A AR Ao

3. HAWS_FIS_CONFIGURATION_LOCATIONEBEREA Amazon S3 HHREE R KA ARN , 540
arn:aws:s3:::my-config-distribution-bucket/FisConfigs/,

4. #% AWS_LAMBDA_EXEC_WRAPPER B#EXE A /opt/aws-fis/bootstrap.

ZXE Lambda BE 111
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RE AWS FIS B8

EHTERCH , BECECBBELRGEEREIN Amazon S3 BEAFIBEREZEISFER AWS
FIS Lambda BIfEMER AT . MENAERE AWS FIS ERMNEMET , 520 S AWSFIS ER
"X,

B &

AWS FIS Lambda IE#Z hee 2 B E A EIZ A H CloudWatch BEs, BRI LAFEA
AWS_FIS_LOG_LEVELEBURIZER %, XEMES INFO. WARN #l ERROR, HiFEASEAA Lambda B
BEEMHFERARE,

LT R FHE A B 56

2024-08-09T18:51:38.599984Z INFO AWS FIS EXTENSION - extension enabled 1.0.1

LATF 2 JSON #X Y BEEEE A -

{
"timestamp": "2024-10-08T17:15:36.9539057",
"level": "INFO",
"fields": {
"message": "AWS FIS EXTENSION - adding 5000 milliseconds of latency to function
invocation",
"requestId":"0608bf70-908f-4al1l7-bbfe-3782cd783d8b"
}
}

%K #) A A8 Amazon CloudWatch JEBEFRIEHIIER , UEEBITIRE. NHERRERHEY
HEMER , HSB (Amazon CloudWatch Logs fEFI &K oAy (E M ENE A1 F B4R 1735

ci
I~ 0

£ CloudWatch Embedded Metric Format (EMF)

BRI LAAG AWS_FIS_EXTENSION_METRICSEBERTER , LARE AWS FIS Lambda {2 % i EMF
Hitall, RIRFERR , ERTIEET R E EMF B5 , EAWS_FIS_EXTENSION_METRICSTERR A
none., EMF B &% CloudWatch £#&aws-fis-extension namespacefy ##ff,

Faws-fis-extensionmRBZEEH , B ENEBEEBEFHE RIS ERE, UTEHIER aws-
fis-extension MBZEEHH — L HIEE,

SE AWS FIS B8 112


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
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Apply time range (=]

1.98 .
1.01 o
I
13:20 13:21 15:22 13:23 135:24 'IEII-211 325 | 1326 13:27
2024-10-21 13:25 Local
1. O ActiveFaultsRead 191780821918 L\
‘ Add math ¥ ‘ ‘ Add quet 2. O ErrorsReadingConfigurations 0.08219178082 £\
3. O ConflictingFauli=Read 0.02054T94521 J’:,'?-
Browse Multi source query ) UnracognizedFaultsRead o A source
- 5. () ExpiredFaultsRead 0o 4
‘ Add dynamic label * ‘ Info ‘ Average ¥ H 1 minute v H Clear graph
] Label Details
[ | LambdaBetaHelloWorld ActiveFaultsRead aws-fis-extension « /
B LambdaBetaHelloWorld UnrecognizedFaultsRead # aws-fis-extension - |
[ | LambdaBetaHelloWorld ConflictingFaultsRead ,# aws-fis-extension « (
| LambdaBetaHelloWorld ErrorsReadingConfigurations aws-fis-extension |
LambdaBetaHelloWorld ExpiredFaultsRead ,# aws-fis-extension « |

EFE £

REFR A MNAIEA Lambda AWS FIS EREB 457 LA RN HAMBER,

ES-|

i1 k)

THRIAT

THAREDH

SnapStart HWEH(REE

RETEHBNEHREE

£/ Lambda #1175 API REBERE ZEIEHREH
£/ AWS FIS R BB HTRE

HEREEE
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« AWS FIS Lambda IBiE &%

T iR

BRI ENERRTEMERAAZE , BEHRZA 60, EREA Lambda EHEHAES
FERBEBFTEHBEREENA, BT EAWS_FIS_SLOW_POLL_INTERVAL_SECONDSIREEE
(FEER 60 ¥ ) RAEHmABEIR. BENESFHEERS , EHBENHNETNEFEE KR, EEAHER
%, BURELEIEIEEREARZ 20, ERRALMEESEERITRERE MR,

THRRIAT

B LERAERZEEFRMERE Lambda BBABE K. WRBFERLTE , ASEAMBBNE. 5
W, AV EBEERZIFNIENGEEE, IREMEARNGRNBEERETHENEHE , AIREE
& R B B RV ENE.

T EET~MEE RN ENE : aws : lambda : invocation-error #1 aws : lambda : invocation-http-
integration-response , E&, —Bi%A , aws : lambda : invocation-error &7 11 : 38 EHIHIT 2
$&, A% , aws : lambda : invocation-http-integration-response S E & # 11 : 39 B , BHEE—@E
BER R BN 11 40 TEEN. ATHBERIRE , aws : lambda : invocation-http-integration-
response NEEKANEERE 11 : 41 TKo

Error (% affected) Response code (% affected)
Start action 2 End action 2 Start action 2 End action 2
100 —'w art a n 1 i End :.‘ n1 ; — 486 100 4 Start act — x86
L]
50 A : : : : 50
25 A 25 A
0 : : 0 : :
11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45 11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45
Aot At
100 4 — am 100 — am
75 A 75 A
50 A 50 A
25 A 25 A
0 . o . .
11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45 11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44 11:45
date date
THFARBDL

AWS Fault Injection Service Lambda BjfEfE aws : lambda : function B , Al EAERN — R Z A
AWS Lambda B8l ARNs, fEFiEL ARNs , AWS Fault Injection Service Lambda B){E 0] LAFEE X
Y F#ELEY Lambda BB EASRRR. BEERAAFCBBEIA—PNF2HRAA+S , SEBIEB AT

R ERE 114
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BIEEMEA 0 F 100 MinvocationPercentage2#, £/ invocationPercentage 2% , BIfE
FAE D AR 100% , B URERBERIITH,

SnapStart W HREE

AWS Lambda B{A SnapStart #9 B EE 5 — @ ER
REAWS_FIS_SLOW_POLL_INTERVAL_SECONDSZHI , EEBEMN REMEEF WEBSERE , BIE
BRCOEHTP, ERREAB Lambda SnapStart FAHE—RBHAZEHTRENDENRE , YREBY
17, ¥H AWS Fault Injection Service Lambda ZEf# , EEREWHAEER , WK BHRICHATRE
RV At MERERE, T Lambda SnapStart HFFMIER , F2R ( FAEERM) FHEA Lambda
SnapStart XER B M EE. AWS Lambda

RBEFEERBAVIEHREE

MREK Lambda REETREIOREIORAFERE 70 ER , ARBAHTEVEETES AR TEE
IBEEERERE, MERBTEYT , s 15 PEHT X , IXKEFEEXHHE. EERRRAH
ITHETTLASERR |, 55RE AWS_FIS_POLL_MAX_WAIT_MILLISECONDS 2%, i{h1EH %3Gk ER
PERBARENSEREER  BRIEE. FIE , ESBENFENREGERSE  TERELFARAY
BENIER,

£ Lambda $1/THI APl RIEBSE S EEHELR
Lambda ZEHiEHEEH AWS Lambda #4TH AP RIEBRBEHTW  BREHTH, HEZEE
AWS Lambda #1178 E AP WREBLBEEH /TR , 37 AWS_LAMBDA_RUNTIME_APIZE A NS

HiuE,

TEERER Lambda #1THI API XIERYEE — IEIEAHAVARAE -



https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html
https://docs.aws.amazon.com/lambda/latest/dg/snapstart.html
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m Lambda Execution Environment (AWS Managed)

Lambda runtime API

Polling for work at: original value of AWS_LAMBDA_RUNTIME_AFPI

m FIS extension using runtime API proxy

FI5 Extension - Lambda runtime APl proxy

Polling for work at AWS_LAMBDA_RUNTIME_API

m Lambda Runtime (AWS Managed)
Function
Library code (layers)

FIS Extension code (layers)

%E{Eﬁﬁ AWS Lambda #1783 APl {RIBHE X AWS FIS Lambda ZE {1840 B8 55 — (B ZE A2 4H B B
IR EEFEABITS| B CEELNE, AWS FIS Lambda ZE#EHES THIREESE !

« AWS_FIS PROXY_RUNTIME_API_ENDPOINT - ££/H127.0.0.1:9876/4%k& AWS
Lambda #1THFE AP YA 1P FiEEEEZERNESR, EUR NEE
{EAWS_LAMBDA_RUNTIME APISREMMKIEM{IE,

* AWS_FIS_PROXY_LISTENER_PORT - 1B1#5E5% , BHUS AWS FIS IEFX T FER B R IBH E#
BHEIE9100,

BEBIELRE , LA LER Lambda #1TH API K | UMBET B IEF#E AWS FIS ZERIFHEES —
1B ZE 15 B 82 o

HERE 8 116
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m Lambda Execution Environment (AWS Managed)

‘ Lambda runtime API

Polling for work at: AWS_FIS_PROXY_RUNTIME_API_ENDPOINT == original value of AWS_LAMBDA_RUNTIME_API

m FIS extension using runtime AP proxy

| FIS extension - Lambda runtime API proxy ‘

Ly
Polling for work at: AWS_FIS_PROXY_LISTENER_PORT

m Other extension using runtime API [proxy

’ Other extension - Lambda runtime API proxy ‘
Polling for work at: AWS_LAMBDA_RUNTIME_API
{4 Lambda Runtime (AWS Managed)
‘ Function
Library code (layers)
FIS Extension code (layers)

Other Extension code (layers)

m Lambda Execution Environment (AWS Managed)

‘ Lambda ru

ntime API ‘

A
Polling for work at: original value of AWS_LAMBDA_RUNTIME_API

m FIS extension using runtime AP proxy

Other extension - Lambda runtime API proxy

A
Polling for work at: AWS_FIS_PROXY_RUNTIME_API_ENDPOINT == Other extension proxy

m Other extension using runtime API

proxy

| FIS extension - Lambda runtime API proxy

Polling for work at: AWS_LAMBDA_RUNTIME,

AP| == AWS_FIS_PROXY_LISTENER_PORT

{4 Lambda Runtime (AWS Managed)

Function

Library code (layers)

FIS Extension code (layers)

Other Extension code (layers)

WME AWS Lambda #1TH API RERFHMERR , 528 ( AWS Lambda EA &) RHEA
AWS Lambda #1178 AP| REZEMIIFEEHTHLTEMANEE , URSHB BFTHTHERA Lambda 3

1788 AP,

5/ AWS FIS BB AT HTHRA

A A2 AWS_LAMBDA_RUNTIME_APIRBEESEH M RS MRMGERHE AWS Lambda BB , AT LUK T
5|5 88 | # AWS FIS Lambda ZEHIEAR H HE B R EFMEF

1. REERPEEEMEED layer ARN, MFMAIS K ARN WEERAEA |

o

T
W

B 5% Lambda &

2. {#MA AWS Command Line Interface (CLI) RFER B RBIEMIEH AEEMEHAaws lambda get-
layer-version-by-arn --arn fis-extension-arn. B8 E—ELocationtfu ,

HPIGERAHEN URL , BRI URFE FIS IEXETHEHA ZIP BXE,
3. KBEMEENABRHBHEZE /opt Docker IERRMHK. L TR NodelS Lambda TR B AEHE

8 Dockerfile &4 :

# extension installation #

FROM amazon/aws-lambda-nodejs:12 AS builder
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https://aws.amazon.com/blogs/compute/enhancing-runtime-security-and-governance-with-the-aws-lambda-runtime-api-proxy-extension/
https://aws.amazon.com/blogs/compute/enhancing-runtime-security-and-governance-with-the-aws-lambda-runtime-api-proxy-extension/
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-api.html
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-api.html
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COPY extension.zip extension.zip
RUN yum install -y unzip

RUN mkdir -p /opt

RUN unzip extension.zip -d /opt

RUN rm -f extension.zip

FROM amazon/aws-lambda-nodejs:12
WORKDIR /opt

COPY --from=builder /opt .

# extension installation finished #
# JS example. Modify as required by your runtime
WORKDIR ${LAMBDA_TASK_ROOT}

COPY index.js package.json .

RUN npm install

CMD [ "index.handler" ]

NERBRGHMET, , HSHAWS Lambda ( EAEIERE) THEASEMREET Lambda
.

AWS FIS Lambda IRiBEE
LT AWS FIS Lambda ZEHEENIRISSHFE

« AWS_FIS_CONFIGURATION_LOCATION- 4ZE, AWSFIS B AEA 5554048 H HE{
ARG EENEESRAHRE I B, LB EA Amazon S3 ARN & , iERFEEMKRE, Hl
arn:aws:s3:::my-fis-config-bucket/FisConfigs/.

« AWS_LAMBDA_EXEC_WRAPPER - A&, FARERE AWS FIS Lambda ZEH#EEK AWS Lambda ‘@2
HAETHNE, SEXRES EMEHEREMKN//opt/aws-fis/bootstrapiE+ ik,

« AWS_FIS LOG_LEVEL -#M. AWSFIS Lambda EHFAEHASHBEZER. XENEE
INFO. WARN #1 ERROR, MR KFZKE , AWS FIS IEFX KA INFO,

« AWS_FIS_EXTENSION_METRICS -i#MH., W#EEA all M none, MRRES HEMFallEH A
£ T 4H EMF f5#8aws-fis-extension namespace,

« AWS_FIS_SLOW_POLL_INTERVAL_SECONDS -i&H. MRERE KEEHHABR (AW AEN) |,
MERBRAREABRE S SFEERBARMEEHEBNE, FHEA 60,

« AWS_FIS_PROXY_RUNTIME_API_ENDPOINT -#fH., MRBESBE W
{EAWS_LAMBDA_RUNTIME_API , LAXEZ AWS FIS IEHIEHEE AWS Lambda #{TEE API
BEEWME , SR ESWUA, Y IP: PORT, #ii1 127.0.0.1:9000, FE WHEMAE
FAAWS_LAMBDA_RUNTIME_API , 520 ( £AEIERE) P& Lambda #1THEE API AR BETH
7K@, AWS Lambda
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https://docs.aws.amazon.com/lambda/latest/dg/images-create.html
https://docs.aws.amazon.com/lambda/latest/dg/images-create.html
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-modify.html#runtime-wrapper
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-modify.html#runtime-wrapper
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-api.html
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-api.html
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« AWS_FIS_PROXY_LISTENER_PORT -i#MH. E% AWS FIS Lambda ZEH1&#H 2 B8 AWS Lambda
AT AP RIBMVEEE A S —EEHREEARBITEREER, 85%A 9100,

« AWS_FIS_POLL_MAX_WAIT_MILLISECONDS -iEH. MRZRXEAIFZEH , HEHSERITHER
EFEHEEARYRAFAHTERCE  SEERTIERLHRHBTRNENE, ERA 0.

Lambda &7 AWS FIS ZhRERY AT A iR AR

AEDE AWS FIS Lambda JERMRAWEBEIE . LEMFXZEEH x86-64 M ARM64 (Graviton2) &
FER Lambda B, &£H Lambda BB RREAEHE B AIFEE AWS EE B9 EA%SER Amazon
Resource Name (ARN), 7 LA7E T ERH AWS E15 1 ARN FFHEA

&

« AWS FIS Lambda ZEff#E MR AfRmEE

 Lambda ZE{H#E40 ARNsHY ZEUIER

AWS FIS Lambda iE{H1&#H MR A 5T
TRRBEY AWS FIS Lambda IS4 S HTARAFTH 2 5

TN SEIlSE fmat

1.0.0 2024-10-29 BILSI TN

Lambda ZE{H#E# ARNsHY IS

I8 AWS 1RF M AWS BHE R4 AZLE—ESH , TRER TRABSLE2H. FERRLAE
2 F2RESHEHETRRLEZE,

\

FERAFW

1. 7 https : //https://console.aws.amazon.com/systems-manager/ BAEX AWS Systems Manager F 12

Ao

2. EEEEK S | 1212 Parameter Store (B HEHRE).
3. i#4Z Public parameters (A B2 8) R5|ER,
4. 1B1E Select a service (EZEUR) ThNEE, TR IEFERES , &E fis,

AWS FIS Lambda ZE{##& 48 iR 4% 119


https://docs.aws.amazon.com/systems-manager/latest/userguide/parameter-store-finding-public-parameters.html
https://console.aws.amazon.com/systems-manager/
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5 (A ) EBREEENTHATZEARGREZNNSE, B arm64 £ |, B A "arm64" R EF
BSE, ¥ x86_64 248 , BiA "x86_64" REFESBE,

6. RELEFEANLBSH
7. (e BEFMEFT |, HE ARN H, ER ARN LARERERE Lambda BB E B,

AWS CLI f7HY :
SSM 28 & H
T5| SSM 2B EBEARTRAIZERE :

1. arm64 : /aws/service/fis/lambda-extension/AWS-FIS-extension-arm64/1.x.x
2. x86_64 : /aws/service/fis/lambda-extension/AWS-FIS-extension-x86_64/1.x.X
AWS CLI tp 51& =

ZEHEUERINEE ARNs , AT % AWS CLI a5 5183 , A parameterName 2 BHNEE , M
region & B & AWS &1 :

aws ssm get-parameter --name parameterName --region region

152 A g5 451

aws ssm get-parameter --name /aws/service/fis/lambda-extension/AWS-FIS-extension-
x86_64/1.x.x --region ap-southeast-2

[E] FE4% X

WL EELNISSHFMEFN JSON 14 , MTFIR. Lambda B ARN B2 HES B4V ERL
. & ARN LUHREE B R Lambda BB LR EZE(H,

"Parameter":

{
"Name": "/aws/service/fis/lambda-extension/AWS-FIS-extension-
x86_64/1.x.x",

IlTypell: IlStIingll’

AWS FIS Lambda ZE{##& 48 iR 4% 120
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"Value": "arn:aws:lambda:ap-southeast-2:211125361907:1layer:aws-fis-
extension-x86_64:9",

"Version": 1,

"LastModifiedDate": "2025-01-02T15:13:54.465000-05:00",

"ARN": "arn:aws:ssm:ap-southeast-2::parameter/aws/service/fis/lambda-
extension/AWS-FIS-extension-x86_64/1.x.x",

"DataType": "text"

}

EXERFTEE -

FERAERREEERE (1aC) EEHERE Lambda HEE , UEXRGFTHREEEL LN EZH., tHZE
BBAEARIFIEBMRA ARN R#E Lambda BKE , M AEETE AWS FIS ZEH[E ARN LiBER iR
BEETFHIEABEN., THERTEBUNMNEAERN laC FAERLAES2E

« A AWS SDK BREANE 28
+ #% AWS Systems Manager 28 ERERESLAEZE
o {#H Terraform BB A B2
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EHE AWS FIS EEFi A

ZAILAMER AWS FIS IR A S RIIRBELNEREREL. ERFELIE IS BEERPEARE
EEELHTHNEF, CELSHLIEREHRARNFLES. WFERERNTHNFRES , F2
RERGEATH. BUEBRES R  BAUMERECRUTER.

1%

- BUBRER

- BMRERER

- RERHBLAELAERE
- REAFHKRER

- EHNERER

- BERERER

- MBREERE R

- AWS FIS BBk &5 A< &3 5

BUERER
B2, BRRARNTER -

- REENER,

< BM IAM A8 | &£F AWS FIS RIBERAREHATEFENFTT. MFFMEEF , FSBEAWS FIS ER
B IAM B,

- BRETEFI AWS FIS, MFEFMEAR ,

ﬂlh

28 AWS FIS BUR#i 6.

ERAFEAEVERER

1. 7 https : //nttps://console.aws.amazon.com/fis/ BERX AWS FIS &,
2. EEEERP  EEEBREL,

3. EEREEVEREL,

4. SHTR1, BEHLFHER , SITTIEHE .

a. SHHWARFERE , WASHKRWHER |, HlE0 Amazon S3 Network Disrupt
Connectivity,
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AWS Fault Injection Service fEREEE
b. (ER) #HHIRFER , BEZEARFURESIRFERER,
c. EET—F, 6 REBESR 2, BEBHENEE,

5. #YEIME , EEHEANBESE, SESERE  BEREBSELTRTIIEE

- HHEW  BADENERE.
RAFRRARHF . BEFR (1) MER (). BBLAUFTRFE, TEHER, LLEARPH
BESEEBBLEARE M,

- (EA) $EHER  mABENELR. REELRA 512 @F T,

« (BA) B8R 2&RFAR  BRLEXAPERN S —EBE , KAEBNBERBZITRK. &
A, BFeEERRARKHNIT.

- SHEEMERER | JBIE AWS FIS BfE,

- HHEEHE  BEELECHEERYTEENEE, NREEAERLEIENERE , AWSFIS 2A5K&
BUFKNBE,

- SHEBESH , BEEBENS . RBE AWSFIS BEEFSHE , T SERAH,
° igj% Save (ﬁﬁ)o

6. HHER K EREEHFHTHENERER. ELAEEEL—EER ID H—EERERMS
BiR, BEREBURE AWSFISEL—ELRTIAEEUNER , NBEFFNEEF., sSHFEE
B, BT TIEME -

- HHERE  BABERNEHRE.
RAFRRARHF T, BEFHR (1) MER (). BBLAUFTIHE, TAEAER. BEEES
MBI M E AP AARME R

- SHHEREE | RE BFEXENEREE,

- SHEBERE, BT THHEP IR .
- EEER IDs , RRBZFHFTIEEIR IDs,

 BEEREER. BERENSE  RABRMELEENEZRMNEGRGEE. WEFMENR ,
Bthe section called “3% 5| B &R,

- HRERES | BIEFEUEEEBENCRARNBERLHITEE  REFEFILEEER DLW
EEA B R EITEE. RBRR , BESEMACHEBNBE R LT

° igj% Save (ﬁﬁ)o

T
*

7. REERAERINBEEENEE  FEDETSREE  EERE  RARENEFR, EAUHHS
18 Bh 4= FA 4 [E] 69 B 4R o
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8. (ER) srHERREE , ENZHBEEENEXNTA.
9. BET-—IUBESRI , RERBFE.

10. $HEIREER  BEFREEN IAM AR ARBELEIHN IAM A6 | IARHEBREMN STORE
R, MRENACKETR , BHEBEEEGMENEERR. WEFHMER , F2Bthe section
called “BRAR®",

1. (ERZIRFER ) StHBEERSHERE , AEEEZERFHIEAE ARN MBABR, ZEFEH
CSVIEXRLEBEIRFAE ARNs , FFEEAMEBEIIRF LEAE® ARNs , REBBFIREFE CSV
EES

12. BET—SLUBELR 4, REERARE.

13. (R ) $H¥ELEE | BEYELEFHH Amazon CloudWatch /R, MEFMET , F2
BIAWS FIS B 1= &4

14. (BA) BAAFE , REBNEE, EEFAFEEE S3 FREITFE , HFEEFEEZE Amazon
SIfREETE K ARWARTETrREEBNTE. BEKBFEEZE CloudWatch Logs , FRiBEEFIA
Z CloudWatch Logs , A& A B84,

15. (12A) #HEER K ZREFEER  IEEEBRIBVNERE. CHENERSEAZERE
K, MAREAEEHNITHER,

16. BET-—SUBESRS , MRIEY,

17. BMREAR , AREZFEVEREALR, HBRBRETE , BA create, AREZEFRVEREAL,

M CLI B EE K

£/ create-experiment-template %

&R LATE JSON EREABREA,

M --cli-input-json 8#,

aws fis create-experiment-template --cli-input-json fileb://<path-to-json-file>

WMEFMENR , F2EAWS Command Line Interface  EAEIER) FMWES CLI B2R&AXR, ME
SIS |, 5B AWS FIS EEREIAETF,

WA ERE AR

BRI R BB R E R A,
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ERAEEEREERER

1. ¥ https : //https://console.aws.amazon.com/fis/ BARL AWS FIS &,
EEEERT , BEEREL,

AEMBREHELANERES  FENERSEX D,

EFMEARRP , BT U R A HIR A E LR
HEMGEREANDE  FEEDE.

HEMGEREANEE  FEEEL

HEMGERELANER K FEREER.

N o o bk~ w b

£/ CLI R B A

£  list-experiment-templates in P EVSBREAFE |, WFEA get-experiment-template T R EUS4F
EEREANHEEER.

/,

REREAELEBERE

FRuERH , EUUELERRE , UREENEREACRERURPERSER. ECHKER
ERE  BRERTREFAEFHNERTE K RABERTRSE#EBER. ENMIEER, ERELERR
By, LEReRBFMEBENER.

(® Note
ELXBERREELIRLCRREESERBERERNBFHLEFT T,

ERAEEEMBERRE

1. 1£ https : //https://console.aws.amazon.com/fis/ BIRL AWS FIS £# &,
EEBHRKT , BEEERESL,
EERGERELANEE , FEEEE,

FERTERALFANERER , FERELHE, EAYTERE  LERHREEEDHEHNARE
RATERN B R,

w0 N
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ERAEER

£/ CLI BiEB B2 E
#17 T % start-experiment i %, BRBERRKAZBESHE

aws fis start-experiment \
--experiment-options actionsMode=skip-all \
--experiment-template-id EXTxxxxxxxxx

AR ER

BYBRESEACE , BUNERAXELARHRER,

EXFRERE  AASRLEEHANRR  YEAZRBRUTER, Hit, MRERERETER

BTREMDMER , EESEFSLEUTHINER.

ERFARERE , AWSFIS@RREBEIRKELEAE®, MEFMENR , F2B A Fault Injection

Service AWS RIS ERE A E,
HRERE A B BEREFEILER, NWEFMAEHR  BF2EEFELEER,

FERAEEARRER

1. ¥ https : //https://console.aws.amazon.com/fis/ BARL AWS FIS 2 5&,

2. EEEERP  EEEBREL,

3. EMERSER  RRBERKER.

4. (ER) FEXKERVEZER A FEENEER K ARBWARBRZRSIBIERE.
5. iEIF Start experiment (AR EER), HRBERIETE , WA start ILBEFRBER,

£/ CLI BB EE

{# /i start-experiment &%

EHREREAR

BULEFRENERES, ERENEREAR  BETSREMTAEAEINATHIER,

EREEEENERER

1. £ https : //nttps://console.aws.amazon.com/fis/ BIEX AWS FIS A&,

REARFMIAEER
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2. HEBERT , REEREL,

3. ENMERESR , RRBEDF, ENEREAL,

4. REEBREAFMENR K ARBEEHERELS.

£/ CLI B EREL

£ f update-experiment-template o

ZCERE A

ALK BCHEBREAZEREL , UGB EREEER, SO AUBEBFERE IAM BUR |, SIRHH
EREARNEFE,

ERAEEERECERER

1. 1E https : //https://console.aws.amazon.com/fis/ BIRL AWS FIS &,
2. EEEERP  BEEEBRSEL,

3. ENERSEX 6 RAREEDHE. EEER.

4, FEMEBER A FEEMEER  AREESBRNE,

EEBRER K FEEBRER.
5. #IE Save (RF).

£/ CLI ZERRERE K

PN
er)

£/ tag-resource @

R E B ST A

NRETBREERER , AT ERMER, EERREREARE | RAEHAEEANATHFERBTE
ZIXE, EREFEYT , EXEHEFLALE. 718 , EHRNEREAEEZE TRENERE
.

o

ERAEEEMRERER

1. 7 https : //nttps://console.aws.amazon.com/fis/ BERX AWS FIS &,
2. HEBHRKT , BEEERESL,
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3. EmMEREAN K ARRREHHE. MREREXR,
4. HIBWERIERE  BiA delete WiBIEMREBERET A&,

£/ CLI MIBREAR A

£ delete-experiment-template &5

AWS FIS B B &5 2 & 45

MREFEH AWS FIS APl iip I TEREERE A , HAILAE JavaScript Y4 (JSON) R &
BEA, NEBREARTHNFEMEEN , F28 AWS FIS BEREAR T,

EEFRAHT—EEpSEARER  FHHEMATE JSON ER (filn , my-template.json),
LECHERR#NEBNEE , RBEITT Y create-experiment-template Ho

aws fis create-experiment-template --cli-input-json file://my-template.json

& 5| g5 A<

- RIBEEEMHEL EC2 #ITEER

- FLIEEHEN EC2 #1T{EE

o HITTELERER AWS FIS SSM X4

« BITELEZEH Automation Runbook

- EFEEIAM A2 EC2 H{TEE LKA AP B)1E
 Kubernetes &&H Pod #B 718I5 CPU

RIRERERMF L EC2 BTERE

T o€l e L5 E B P FIAEITFM Amazon EC2 #i{TERE , WEEEMN VPC P EFEENE
B, cEEmIBRETRBEM.

{
"tags": {
"Name": "StopEC2InstancesWithFilters"
},
"description": "Stop and restart all instances in us-east-1b with the tag env=prod
in the specified VPC",
"targets": {
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"myInstances": {

"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
},
"filters": [
{
"path": "Placement.AvailabilityZone",
"values": ["us-east-1b"]
I
{
"path": "State.Name",
"values": ["running"]
I
{
"path": "VpcId",
"values": [ "vpc-aabbccl11223344556"]
}
1,

"selectionMode": "ALL"

I
"actions": {
"StopInstances": {
"actionId": "aws:ec2:stop-instances",
"description": "stop the instances",
"parameters": {
"startInstancesAfterDuration": "PT2M"

},
"targets": {
"Instances": "myInstances"
}
}
I
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"
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ERAEER

FLEEHER EC2 #1T{EE

TrgEflestEEEEERN=EHNTEE. AWSFIS € ZNERKELLNEEHNTER. c2F
o0 i 12 E T RUENE LM AT (E R
{
"tags": {
"Name": "StopEC2InstancesByCount"
1,
"description": "Stop and restart three instances with the specified tag",
"targets": {
"myInstances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
.
"selectionMode": "COUNT(3)"
}
1,
"actions": {
"StopInstances": {
"actionId": "aws:ec2:stop-instances",
"description": "stop the instances",
"parameters": {
"startInstancesAfterDuration": "PT2M"
.
"targets": {
"Instances": "myInstances"
}
}
1,
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,
"roleArn": "arn:aws:iam::111122223333:ro0le/role-name"
}
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HATTRSCERER AWS FIS SSM 34+

T %I a5 65 FA 78 o R EHY AWS FIS SSM X4 |, 1EI5ER EC2 #1178 £ 11T CPU #FE5E A 60
# , AWSFIS-Run-CPU-Stress. AWS FIS S EIREE 2 HiE,

{
"tags": {
"Name": "CPUStress"
1,
"description": "Run a CPU fault injection on the specified instance",
"targets": {
"myInstance": {
"resourceType": "aws:ec2:instance",
"resourceArns": ["arn:aws:ec2:us-east-1:111122223333:instance/instance-
id"],
"selectionMode": "ALL"
}
.
"actions": {
"CPUStress": {
"actionId": "aws:ssm:send-command",
"description": "run cpu stress using ssm",
"parameters": {
"duration": "PT2M",
"documentArn": "arn:aws:ssm:us-east-1::document/AWSFIS-Run-CPU-Stress",
"documentParameters": "{\"DurationSeconds\": \"60\",
\"InstallDependencies\": \"True\", \"CPU\": \"O\"}"
.
"targets": {
"Instances": "myInstance"
}
}
1,
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,
"roleArn": "arn:aws:iam::111122223333:role/role-name"
}
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HMITFE L EHZM Automation Runbook

T5IgHIEFE A Systems Manager, AWS-PublishSNSNotification $124t#) Runbook #§38 &% #i =
Amazon SNS, PublishSNSNotification A& X4EEFHBHEMEIEE SNS EEMFFA,

"description": "Publish event through SNS",
"stopConditions": [

{
"source": '"none"
}
1,
"targets": {
.

"actions": {
"sendToSns": {

"actionId": "aws:ssm:start-automation-execution",
"description": "Publish message to SNS",
"parameters": {

"documentArn": "arn:aws:ssm:us-east-1::document/AWS-

PublishSNSNotification",

"documentParameters": "{\"Message\": \"Hello, world\", \"TopicArn\":
\"arn:aws:sns:us-east-1:111122223333:topic-name\"}",

"maxDuration": "PTIM"

1,

"targets": {

}

}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

EEHE IAM A2 EC2 #1TEE LWFEE API EE

THgEfgtt R B EERTREEN IAM B (IAM) AT API Y | FBE BfEERFIEEN 100%
AP FEIY,
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® Note

MREEEFE BN Auto Scaling FHEKER EC2 #1TERERABZE , XA aws : ec2 : asg-
insufficient-instance-capacity-error E)¥E , £/ Auto Scaling A/ B 12, MFEFMESR
a2 @Maws:ec2:asg-insufficient-instance-capacity-errors

iﬂl

{
"tags": {
"Name": "ThrottleEC2APIActions"
1,
"description": "Throttle the specified EC2 API actions on the specified IAM role",
"targets": {
"myRole": {
"resourceType": "aws:iam:role",
"resourceArns": ["arn:aws:iam::111122223333:role/role-name"],
"selectionMode": "ALL"
}
1,
"actions": {
"ThrottleAPI": {
"actionId": "aws:fis:inject-api-throttle-error",
"description": "Throttle APIs for 5 minutes",
"parameters": {
"service": "ec2",
"operations": "DescribeInstances,DescribeVolumes",
"percentage": "100",
"duration": "PT2M"
1,
"targets": {
"Roles": "myRole"
}
}
b
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,
"roleArn": "arn:aws:iam::111122223333:role/role-name"
}
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Kubernetes #& &/ Pod #YE 1 38|5 CPU
T 5516 A Chaos Mesh ¥ Amazon EKS Kubernetes # 5 ##) Pod CPU #1TB I — o8&,
{
"description": "ChaosMesh StressChaos example",
"targets": {
"Cluster-Target-1": {
"resourceType": "aws:eks:cluster",

"resourceArns": [
"arn:aws:eks:arn:aws::111122223333:cluster/cluster-id"
15

"selectionMode": "ALL"

iy
"actions": {
"TestCPUStress": {

"actionId": "aws:eks:inject-kubernetes-custom-resource",
"parameters": {
"maxDuration": "PT2M",
"kubernetesApiVersion": "chaos-mesh.org/vlalphal",
"kubernetesKind": "StressChaos",
"kubernetesNamespace": "default",

"kubernetesSpec": "{\"selector\":{\"namespaces\":[\"default\"],

\"labelSelectors\":{\"run\":\"nginx\"3}},\"mode\":\"all\",\"stressors\": {\"cpu\":

{\"workers\":1,\"load\":50}},\"duration\":\"1m\"}"

},
"targets": {
"Cluster": "Cluster-Target-1"
}
}
.
"stopConditions": [{
"source": '"none"
1,
"roleArn": "arn:aws:iam::111122223333:role/role-name",
"tags": {}
}
THIEFIER Litmus 3% Amazon EKS Kubernetes # £ F1#) Pod CPU # 1T 135 —
{

"description": "Litmus CPU Hog",

O

Kubernetes #&+ Pod #9 B 3815 CPU
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"targets": {
"MyCluster": {
"resourceType": "aws:eks:cluster",

"resourceArns": [
"arn:aws:eks:arn:aws::111122223333:cluster/cluster-id"
15

"selectionMode": "ALL"

iy
"actions": {
"MyAction": {

"actionId": "aws:eks:inject-kubernetes-custom-resource",
"parameters": {
"maxDuration": "PT2M",
"kubernetesApiVersion": "litmuschaos.io/vlalphal",
"kubernetesKind": "ChaosEngine",
"kubernetesNamespace": "litmus",

"kubernetesSpec": "{\"engineState\":\"active\",\"appinfo\":
{\"appns\":\"default\",\"applabel\":\"run=nginx\",\"appkind\":\"deployment\"},
\"chaosServiceAccount\":\"litmus-admin\",\"experiments\":[{\"name\" :\"pod-cpu-hog
\",\"spec\":{\"components\":{\"env\":[{\"name\" :\"TOTAL_CHAOS_DURATION\",\"value\":
\"60\"}, {\"name\" :\"CPU_CORES\",\"value\":\"1\"}, {\"name\" :\""PODS_AFFECTED_PERC\",
\"value\":\"100\"}, {\"name\" :\"CONTAINER_RUNTIME\",\"value\":\"docker\"}, {\"name\":
\"SOCKET_PATH\",\"value\":\"/var/run/docker.sock\"}1},\"probe\":[]1}}]1,\"annotationCheck
\":\"false\"}"

I
"targets": {
"Cluster": "MyCluster"

iy
"stopConditions": [{
"source": "none"

1,

"roleArn": "arn:aws:iam::111122223333:role/role-name",
"tags": {3}
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EIEMRE AWS FIS EE

AWS FIS A[EZE &7 AWS THEEH LHTHEIAER, ZERKREH
ARz SO FERATCREREER,

3
i
<t
)

BEAR, BVE

BAETIHHP-ERBRE , ERENTK :

- EAPHNFBEFEEHREKIITX,

- EERE LR,

- AREBAEER , METREBE, flm, MRRFRER,
- BREFHEL,

BELEBECFLIAMNER, CHELENITETANER. T8 , BUNARMERNERELRER
MTNER, SRLLEREMHENERELR , REBAFERTEIEE.

%

- RIBER

- BIBLNER

- BECER

- FULEER

- JHEMRTHEE

BRI E R

RO AREREAREER. WEFAET K FERLELFHLEER,

%I
s
¥
&n
E
i

B AR BERFREA R HEEBEREE T Amazon EventBridge, MFFMESR
R HIREEEER,

R BAMERA T SR ThaE REE IR E B -

- EAWSFIS AT RBELENER, WEFMREN , FE2RBELHNER.

- MR EERYS HEEJRM Amazon CloudWatch $64E , SR AWS FIS FAEE, MEHMENR ,
2B A CloudWatch B&#2 |

2

FIRER 136



AWS Fault Injection Service EREEmR

- MAERRE , UEERITRHRENERNFREN. NFESEA , F2RERLE.

IR ER

FAURBRHITHIERNEE , ETUREE TR, EELRAKRNER,
Fib, TRMABNEREE 120 REBBRENIRSE FBER,
EREEAREER

1. ¥ https : //https://console.aws.amazon.com/fis/ BARL AWS FIS £ &,
2. ESEERKRT  BEER.

3. EEFEERNER D UHMEFAERAEE.

4. AT THIHEHAP-EHZIE :

. BREFMET. ERREGRE, 222

. BEBDERERUNEERBENHEEN.

. BIEREREERUBSER B ENEEETN.

. BEBBHRER  REDENEANEREEUREB LI ZRDE,

£/ CLI M EER

5 list-experiments iR HEVSEEIEE |, WA get-experiment T S EVSISEER VBRI E A

BERTUERT I AR —ERRE !

- FE-BREFE.

- BB - BRIEEERBLR,

o TP -BEREEHITH.

- EXH - BERTHAMESEHES A TR,

- FI - BRELHEGIFEELER,

- BFEL-BRITHAERTTIISESEDRSE L,

- KRBy -BEREERMAN , SIWNHFATREREETFER,
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- BHUE - HRESENZ2EFE |, EREFLEIEE/ME,

B {EARRE
BT SRR TSI E A — TR A

- BE-DEERSERE , RAERE KRG  ABDFERRSEERTFRA.
- BB - BEEEREBRE.

« HITH - BEEEHTH

- BEK - BEERIITEK.

- BEUE - ERERFRBZIFL,

- CHSIB - BEEHIE,

« F1t - BFIEEFLE

- BEFL -BERPNFERTHREEDEDSFL,

« KM -BIFRAFIREIEERMAKR , FIANFFAI TR HFEET ER,

==

EﬁEEEE A

BADKERERZER  UHHEEECM, SHUEFEERE IAM BERREGHHERNFE.

FEHREEAERER

1. 1£ https : //https://console.aws.amazon.com/fis/ BIRL AWS FIS £# &,
2. HEEBHKT , BEEFEER.

3. ENER A6 AREEIE EEER,

4. FHEFEES K FEENEER K AREBEERSIBNE

EEBRER K BAERZEBRK,
5. BERE.

£/ CLI BiLER

AL
ey

A tag-resource

(o]
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=L ER

BULEREFLHTHRNER, EEFLERK  AANREXBFENREBFHREEERFILZHIT
B, EELRECFELNER,

EREEAFLER

1

2
3.
4

£ https : //https://console.aws.amazon.com/fis/ BIREX AWS FIS £12 A&,
ESEERD , BEEER.

EEER K AREBEELER,

ERFHEART  BEFLER,

£ CLI Z LB

{# /i stop-experiment 59

P EEATRY B R

B L B EETERERRERCHTBERNES.

ERAFEERECHETNE R

1

2
3.
4

£ https : //https://console.aws.amazon.com/fis/ BARL AWS FIS £ &,
ESEERD , BEEER,

ENMER , AREERS

£ ERTRECSHEMNBEEA.

£/ CLI A BTN B R

# A list-experiment-resolved-targets &%
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Fault Injection Service AWS #2572

TR ERERAMMEA Fault Injection Service (AWS FIS) AWS B MBTER,

HEBRE

- HBERE  AEFTERELRBBER AWS FIS

- HERE 8 AWS FIS EHITEE L#1T CPU B
- HERRE . £ AWS FIS IE Spot #4117 1E B B

- HEFRE  EREREH

- HERE  HESEER

HERE  AEATEEFLNFERER AWS FIS

A LAE A AWS Fault Injection Service (AWS FIS) XA ERARER R BT ERE ENKE, £
AUhHBREREERE AR  ZEARFEH AWS FIS aws:ec2:stop-instancesEERE I —EH
TEE  RAERELFE_ERTEE.

FERMRAF
EEXRAYERE  BRELHT THBE -

- ERFHREMERE EC2 HITERE. MEBBTEER  FEEMEHTERIDs,

« BYTE AWS FIS RIERKREHTaws :ec2:stop-instancesEEN IAM A€, MEFEE
7, ESBAWS FIS ERMN IAM A,

- BRETFEAWS FIS, MEFMER ,

I:I‘l|+

2R AWS FIS B,

SR BUBRSELR

fEF AWSFIS TR ABRUERER, FEHAF  SUEEMESE , SEDESKRFHT=2E.
FE—EBFESELEP—EREATER , B AWS FIS B#EZERE, F_(ESHESFLMERENITE
8

BUBEREA

1. 1£ https : //https://console.aws.amazon.com/fis/ BIRL AWS FIS £## &,
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ERAEER

2. EEEEKT , BEEREAL,
3. EEBVERSL,
4. IR, BERAFAET , AT TIBE

a.

b.

SHEIRF BT M ASARMWER |, 120 Amazon S3 Network Disrupt

Connectivity,

BET-—F  RARBELSR 2 EEBENBER,

5. ¥R Actions (B11E) , BT T HIEHNE

a
b.
C.
d

e.

f.

BEEEE,

BWABENETE, Hln, B A stopOneInstance,

S EERER | 588 aws : ec2 : stop-instances.

HRAEE , RE AWSFIS AZENHNBEE,

HREEFSY , EENBERBHTER , BIEE 3 28& (PT3M).
i#12 Save (1),

6. ¥R Targets (B1E) , BT T HIENE :

a
b.
C.
d

e.

f.

¥ AWS E—EX B+ FIS BEBALRINWEE , BERE,
DEHRENEBIRATEREB. 60, 8 A oneRandomInstance.
BEREREE A aws : ec2 : instance,

SHEEESE | BEEIR IDs , ARBEMERNZB/TERD Ds,
SHENREUES | BIFFE. HHERHEE @A 1,

i#IZE Save ().

7. BREFEERALHNITTIIEE

a
b.
C.
d.

e.

WABENEE, i, A bothInstances.,

S EIRER | #IF aws : ec2 : instance,

Y EELE , BEER IDs , ARBEMEUZB/TERD IDs.
SEhHEEUES | BELE,

i#1Z Save (E1F).

8. WEMFERYT , BEMNBEFE, FHITTIIRE:

a.
b.

HYERE  WMABENER, 0, @A stopBothInstances,
SHEEERER | 5BIF aws : ec2 : stop-instances.

SR BUBRELR
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c. ¥R | BRIEFELHIENE —EEE (stopOneInstance),
d. #HEE , BESHENSE B (bothInstances),
e. HRBESE A EREFBREBHITER 6 BEE 3 P& (PTIM).
f. 1#I1F Save (5.
9. BEET—SUBESR 3, RERBFEL

10. $TEARIEEE | BEBFHEBEEAN IAM A€  RAZBEBLEEIN IAM 86 | ARHEBREN ERE
HrrR, MREHNARKRER , BEREEEFMENESEIRER. WEFMERN , 52 Bthe section
called “ERR AR,

1. BET-—SUBEDR 4, REBMRE,

12. (2A) #HEER  REFEER  IEEEBRIBVNERE. CHENERSEAZERE
X, MAREAEEHNITHER,

13. BET—SUBESRS, @RIEY,

14. WEEA K ARBERVERELR, HRWERRETRE , 8A create, RRRFEVEREL,

(1EA ) MAEREE JSON
BEEHRSIER, UTRLATEEEFFTEYL JSON HWEH,

{
"description": "Test instance stop and start",
"targets": {
"bothInstances": {
"resourceType": "aws:ec2:instance",

"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id_1",
"arn:aws:ec2:region:123456789012:instance/instance_id_2"

1,

"selectionMode": "ALL"
},
"oneRandomInstance": {

"resourceType": "aws:ec2:instance",

"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id_1",
"arn:aws:ec2:region:123456789012:instance/instance_id_2"

1,

"selectionMode": "COUNT(1)"

}

iy
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"actions": {
"stopBothInstances": {

"actionId": "aws:ec2:stop-instances",
"parameters": {
"startInstancesAfterDuration": "PT3M"
.
"targets": {
"Instances": "bothInstances"
},
"startAfter": [
"stopOneInstance"
]
},
"stopOneInstance": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"startInstancesAfterDuration": "PT3M"
.
"targets": {
"Instances": "oneRandomInstance"
}
}
},
"stopConditions": [
{
"source": '"none"
}
1,
"roleArn": "arn:aws:iam::123456789012:role/AllowFISEC2Actions",
"tags": {}

S22 ARER

THREVERELE  BAUEAERAKRER,

FInE R
1. ZBERMNEMZICEREANFAEN R, BR , FRIFEREL  ARZEERHATH

ID ARG EAEE,
2. J&IE Start experiment (FAER).
3. (EA) FESEENEZEER A FEEMEER A ARWAZERS|IBNERE.
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4. JEIE Start experiment (R EER), HIRMERRTE , WA start WRFFKRER,

SER 3 EMEREE
O LB THERNEE  BERNERTK. FIEHEBAL,
EHRERNEE

1. BEZNVRERRGcERNFEETRR. 58 FREER  ARZEFERMN D SIFHRGH
EFHME,

2. HFERRERNAE K FEFAETESTRERE, NFFRER , F2RERKLE.

3. EERMREEEHTHE A FOET—EZER

b

=\ |

TR4 REBERER
B L BB TERESNEAERE L MEE.,
BREERNER

1. EFNBIBRZRSIERSIEE B Amazon EC2 124 |, #ikA https://
console.aws.amazon.com/ec?/ : I/, E Al BIEMBEE AWS FIS EEEAHEMEBRERE K REE
Amazon EC2 AT HREERE R,

2. MEEEHEIKD | BIZ Instances (FITEEE),

3. BEE—EABENRERSEBEAHTT AWSFIS X248 ) B, Hh—EEEHTEEMNRE
SRJTHPEEREELL (Amazon EC2 £#A ) .

4. =9iEE  F—EDENRESEFACTR. E_EBHENRESEFAEITY K MEMEES
TEEBNREEEFEACEL,

5. =ZoiER  E-EBHENRESEFAEETHK , EEHTEBNRESEEALEHT, MERN
MESEFAC TR,

F$EB5: &5k
MNBEETBEELANEREIANAGE EC2 S11TEE , A& e,
RIESITIEE

1. 1£ https://console.aws.amazon.com/ec?/ FAEX Amazon EC2 £# A&,
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2. EEEBKD , BIF Instances (F1TEE).

3. EWMERFRBITERE , ARIEE Instance state (HTEEAMEE). Terminate instance (}& LLE1T
E%8),

4. HIRMENRERE , HEERIL.

MBREBFBEEEHREAR |, AT UASE MR,
£/ AWS FIS £ A MIRE R & A

1. 1 https : //https://console.aws.amazon.com/fis/ BARL AWS FIS £# A&,
2. EEEERP  EEEBREL,

3. ENERSAX K RRBEDE. BRERIEL,

4. HEERRETE , BA delete , ARIBIZEMPRERE A,

HERE | £/ AWS FIS EHTER L#11T CPU FEX

& LAE A AWS Fault Injection Service (AWS FIS) R BIHEAREXNNMEE CPU B, FALLHKE
FEREVEREAN  HEARFEH AWS FIS REITEHTER LT CPU BHMFELRE SSM X
., ERTHEEN CPU FAXREBRENRER K HEFRESFERAELEGRELER.

WFEHMMEER |, 552 Bthe section called “FELZZER AWS FIS SSM 32447,
SRR

R AWS FIS #1147 CPU FE D28l , FEEST R T 5l SRk 4o

Bi IAM AE

\»

BYAGWEEBE , BAWS FIS RREFEH aws :ssm:send-commandB{E, MEFMEN , 72
BIAWS FIS BB IAM &,

B SR ¥ AWS FIS FEY

ARG FE AWS FIS, MFEFMER , F2E AWS FIS BUR# A,

{5 R1E EC2 #1T{ERE
- RIBFALEIRER SSM X4 , A Amazon Linux 2 5% Ubuntu BXE) EC2 #1T{HEEE,
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- MITEBXEH SSM B, %Eﬁﬁz TEBEH SSM EE |, FERRK Fleet Manager £
2, MREHTHEETRRH SSM ERE |, 52 SSM Agent E',zt%z B TERERHE
AmazonSSMManagedInstanceCore E&%E?&E’J IAM B, EEREBECLEMN SSM Agent ,
EENBTEBEHT IS,

3

AR

Amazon Linux 2

yum info amazon-ssm-agent

Ubuntu

apt list amazon-ssm-agent

- BABTERNFAER, E8% 1 7ERNRHRER , FENANE, ENHTER , RR2ED
1B, BERNHELDE. EEFMAEE.

S 1 BELGFEHRET CloudWatch /R

AE CloudWatch B/~ , AE7 CPU EAREBEEENRERFLER. THEFEKERATE
BHRMERES 50% CPU AR, MEFMENR , F2EEFLENS

BYETR , i CPU EARMKEBRE

1. 1£ https://console.aws.amazon.com/ec?/ FAEX Amazon EC2 £# A&,

2. HEEBEHIKF , IBIE Instances (H1TEE),

3. EMBEFEHTER A6 RRZBEBE, EENYEDE. €3 CloudWatch BR.
4. HRBETRBEH , FEAVEREBE Amazon SNS EX,

5. HRETREE K FEATIEE :

o DHEEFIMER : ER

- EHGINEREE  CPUEAE
- BZLE: 50

- Hif : 1 Minute

BEMREERE , FREEL,

()]
EU}
.

S$EB 1 AEILEHEI CloudWatch BR

Sl
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FR2 BUEBREBL

A AWSFIS FEABUEREAR, HEHAF  BULUIEEEHTH T HEE : aws : ssm : send-
command/AWSFIS-Run-CPU-Stress,

B ERER

1. ¥ https : //https://console.aws.amazon.com/fis/ BIRL AWS FIS &,
2. ESEERT , BEEEREL,

3. EEBRVERHL,

4. $HETR1, BEERFMAEF , BT TIEME

a. SHEERNEE  WASHRWER,
b. BET—Y A AREXBELSE 2, EEBHENBEE,
5. HR Actions (BIE) , BI1T 5 Eh4E :

a. iggﬁsﬁ-ig@'ﬂzo
b. WMABENER. B0, WA runCpuStress.,

c. StHEMEREA  1BIE aws : ssm : send-command/AWSFIS-Run-CPU-Stress., & BHE#%
SSM X 4#9 ARN ¥7i8 E 324 ARN,

d HREEZE, REAWSFIS AEEVUNERZ.
e. HYWHESH, XHBH, A BATIIRE

{"DurationSeconds":"120"}

f. S$HBEBESH. FERRE , X5 28 (PT5M),
g. ¥ Save (R
6. ¥R Targets (B1E) , BT T HIENE :

a. ¥ AWS E—EF B+ FIS BEBALBRINBE , BERE.
b. UEHAMNEBINAERERE., fla, @A testInstance,
c. FEREREHA aws : ec2 : instance,

d. $HYBEESZE , BEER IDs , ARBEFASSNTEEN D,

e. SHERUER , BEL2E,
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7. BET-SUBESR I, RERBFE.

8. SHYRBERN , BEFEHABEAN IAM AR K ARBBELEIHN IAM A€ | IARHEBRIZR LRIE
B, MBRENABGKER , BHEREEEGMENEERR. MEFMENR , B2 Bthe section
called “BR AR,

9. BET—SUBESR 4, REEARE,

10. $rEEILRG | BEUEEDSE 1 PEUH CloudWatch BR,

1. (BEA) $tHEE  EEMEERYEEEELSIBNERE. CHENEESEREERE
X, MAREABRBITHESR,

12. BET—SUBESR S5, RELEI,

13. MEEHA K ARBEEVERESEAR, HREFRETE , WA create , ARBEEVERE X,

(1EA ) MAERSEA JSON
BEEHRSIER, UTRLATEEEFFTEL JSON HEHI,

"description": "Test CPU stress predefined SSM document",
"targets": {
"testInstance": {
"resourceType": "aws:ec2:instance",
"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id"
1,
"selectionMode": "ALL"
}
},
"actions": {
"runCpuStress": {

"actionId": "aws:ssm:send-command",
"parameters": {
"documentArn": "arn:aws:ssm:region::document/AWSFIS-Run-CPU-Stress",

"documentParameters": "{\"DurationSeconds\":\"120\"}",
"duration": "PT5M"

},

"targets": {
"Instances": "testlInstance"

}

}
.

"stopConditions": [
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{

"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:region:123456789012:alarm:awsec2-instance_id-
GreaterThanOrEqualToThreshold-CPUUtilization"

}

15
"roleArn": "arn:aws:iam::123456789012:role/AllowFISSSMActions",

"tagS": {}

$EB 3 HRER

SEREVEREARE  BUUEATREABRER.

HRER

1. BEZNREREZICERSANFHEAEH. 58, FEEEREEX , ARBEERH LN
ID ARG EAEE,

2. 1&IE Start experiment (FARER).
(EA) EESERTEZER  FEEMEERYH A AEERSIBNERE.,

4. IEIE Start experiment (RIRER). HIRMEFRIRRE , FF1&— T start, 1#ZF Start experiment
(BARER).

SR 4 EHERER

B LUERITHRERNERE  EXERTHK. FLERABALE,

EHERVER

1. BEZNVAEHREcERNFREFARR. 8| FREER  ARZEERN D UHMER
K EFAEFA R,

2. HFERRERNAE K FEFHETESTRERE, NFFRER , F2RERKLE.

3. EERMREBEAITH K FaET—ESR,

TS5 MEBEERER

BA A EERTRERINTERN CPU AR, B CPU EAXREIRER , SBRE R, AER
EREFLLREMELL,
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ERAEER

REBERNER

1. EEREFLEARSIER. xe@RANKEIERERRTIETHIAERES 0K, ARRTER
ME., MRERFEFHEANETR A FEDTEDERPEERKN

) awsec2-i-00bd623950830e01c-Gre. o i
100.00
50.00 CPUlization == 50 for 1 datapoints within 1 mi...
0
19:00 20:00 21:00

Enlarge

Refresh

View in metrics [
View in resource health [A
View logs [A

View in alarms [

2. ECPUEMAREBBRER , FLEARSIGEINIICEANMICRERE RRFENAECDE
MREER MRE , IBTRHARS "FLE

E& ALARM, EFMEAERTD K BRNREAEFEL,
REEIEERR,

A awsec2-i-00bd623950839e01c-GreaterThanOreq. . §

100.00

50.00 CPUUtilization == 50 for 1 datapoints within 1 mi...

20:30 2045 21:00 21:15

3. E CPUEARERRER , RE@RNReZNTRENRTEMMECEER 0K,

SR5: RBERER
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ERAEER

4. (FER) ®DIEDRRPBEEERTRE. ESHE CloudWatch T2 A FFRME RFHER

HE  SANELT IS ERNHARARREE RRE

HER 6 : EBR

MRETBEEELALERBIMAE EC2 H/TERE , B LUEHK L,
EERIEFITER

1. ¥ https://console.aws.amazon.com/ec2/ B Amazon EC2 £ &,
2. EEEBKD |, BEIF Instances (FITEE).

3. EBEVAIEBTER A AREEFEHTEBRME. KLFITHEE.

4. HBRHEFRTE  FEELL,

MRETABEEEERE LK , QIS EMER,

£ AWS FIS 2 AMBREREA

1. ¥ https : //https://console.aws.amazon.com/fis/ BARL AWS FIS &,
2. EEEERP  BEERELR,

3. EmMEREHA 6 AREEZDE. REREREL,

4. HERFPRETER , WA delete , RAERBIEMPRERE A,

FERRE | £H AWS FIS BIFH Spot #11TEIRE # &

Spot HITEEERTTANEH EC2 B8 , HBRRNEEEE , RS TESE 90% WTHl. £

8 , Amazon EC2 AIAEFEBMERERPET Spot H1TERE. £ Spot BT , BLEERE
FRRBIENPE, WMEFMENR , F2B (Amazon EC2 EAEEF) T Spot #HATEE K.

& T LAMEF AWS Fault Injection Service (AWS FIS) 2RI FE AR A EE Spot HITEE

Bi. FRALKBEBRERBIERER , REARFEH AWS FIS aws:ec2:send-spot-instance-

interruptionsE{ERFPETE + —1{E Spot HITEEE.

®E , EEMFH Amazon EC2 X AERBER , 528 (Amazon EC2 FAEIER) FHEE Spot

1T (BB o

S$B 6 BR
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ToRRH

BUARZR TSR | AL AWS FIS S Spot 417 {ERE.

1. B IAM A&

BYAGIWERERE , ZEAWSFIS R RE#H Taws:ec2:send-spot-instance-
interruptions®fE. WHEFMEF , FSEAWS FIS ERH IAM B,

2. BeR ¥ AWS FIS BY7FEL

BRIETFE AWS FIS, MIEFFMER , 5328 AWS FIS BUK i,

3. (A ) EII Spot HITEEER

MREBHLBENERPEHAFH Spot HITHEEE , FBEMH run-instances T HREER Spot 1T
B8, FERAKRLAPER Spot Fi1TEE. WREKPEITARESR stop , BEXAN BRHEES
persistent., EXRHBREF , FOKPEITRRESR hibernate , RAKEREFE ALK,

aws ec2 run-instances \
--image-id ami-0ab193018FEXAMPLE \
--instance-type "t2.micro" \
--count 1 \
--subnet-id subnet-1234567890abcdef® \
--security-group-ids sg-111222333444aaab \
--instance-market-options file://spot-options. json \
--query Instances[*].Instanceld

LLR 2 spot-options.json ERMEH,

{
"MarketType": "spot",
"SpotOptions": {
"SpotInstanceType": "persistent",
"InstancelnterruptionBehavior": "stop"
}
}

EHWTHH --query:BIHFEHREMHD T ED Spot HITEEAFNITER ID. THAEHE@EL.

SRR 152


https://docs.aws.amazon.com/cli/latest/reference/ec2/run-instances.html

AWS Fault Injection Service EREEmR

"i-@abcdef1234567890"

4. FTBIEE | 2E AWS FIS TJLAFE B B & Spot #1TEEE

£/ create-tags T B G ZEEFTIE EName=interruptMe R i B #Z Spot #1T1E .

aws ec2 create-tags \
--resources i-Qabcdef1234567890 \
--tags Key=Name,Value=interruptMe

S BUEREX

FH AWSFIS TR ABVERE AR, £ &EiARd  BuLEEESTHEE, BESHEHEEEEER
B Spot #1TERE., WERE—E LA Spot HITEREEEE , AWSFIS SRE#EEH D —E,

BUBRELR

1. ¥ https : //https://console.aws.amazon.com/fis/ BARX AWS FIS £# A&,
2. ZSEERY  BEEREL,

3. BEBRVEREXK,

4. SEPR 1, EESERFRER , FITTIEE

a. SHEERNEE K WASEINERNEE,
b. BET—% A AREBELSBE 2, EEBHENEE,
5. ¥R Actions (BiE) , B1T T 5 Eh4E :

a. EEFEDE,
b. WMABENERE. Bl , WA interruptSpotInstance,
c. SHYEMERER | #BIE aws : ec2 : send-spot-instance-interruptions,
d HREEZE,RE AWSFIS AEEIMNBEE,
e. HRBESH TN EERE , BE 2 58 (PT2M).
f. 1&fF Save (RF)-
6. ¥ Targets (B1E) , 1T T HIENE :

a. $HAWSFISEL—EXBHEBALEINBERE , BEFS.
b. UEHRAMHNBBEIKTEREE. Sl , WA oneSpotInstance,

SR BUBREN 153


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
https://console.aws.amazon.com/fis/

AWS Fault Injection Service EREEmR

c. MEREREEA aws : ec2 : spot-instance,

d. S$tHBEESZ K REEREER. GFEEENSE.

e. HHUERER , BEEMEER A ARWASRZSIBNERE. £AEHEE Spot HTEE
WEBRPE , ARHBREN KRIFEFTR,

f. STHERERGY  BEFNEEHREGE , ARE A State.Name ARKRE , WA
running{ A E.

g. SHENERUER | BEME. SFHERYE , WA 1,

h. i®## Save (%)

7. BET—SUBESR I, RERKFE.

8. SHHIREEE , ZREFABEN IAM AR  ABBELEIN IAM AR | MARKZBREMNLRE
HrrR, MRENACKER  BRSEEEGMENEEREER. MEFMER , 52 Bthe section
called “BER AR,

9. EET-—SUBESLSR4, REERRE.

10. (A ) #HEER , BENEER Y EERERRCIBINERE, SHENERSEAZERE
K, MAREAEEHNITHER,

1. BET-—SUBESRS , REALE,

12. WMEHA , RRZERVERAA, HREFRETH , WA create , RARZEEVEREAL,

(1EA ) MAERSEA JSON
BEEHRSIER, UTRELAETEEEFFTEL JSON HWEH,

{
"description": "Test Spot Instance interruptions",
"targets": {
"oneSpotInstance": {
"resourceType": "aws:ec2:spot-instance",
"resourceTags": {
"Name": "interruptMe"
I
"filters": [
{
"path": "State.Name",
"values": [
"running"

]
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1,
"selectionMode": "COUNT(1)"

}

.

"actions": {
"interruptSpotInstance": {

"actionId": "aws:ec2:send-spot-instance-interruptions",
"parameters": {
"durationBeforeInterruption": "PT2M"
I
"targets": {
"SpotInstances": "oneSpotInstance"
}
}
},
"stopConditions": [
{
"source": "none"
}
1,
"roleArn": "arn:aws:iam::123456789012:ro0le/AllowFISSpotInterruptionActions",
"tags": {
"Name": "my-template"
}

S$ER 2 RKRER
SEREMNERSAR S LEATCREKRER,

FRIER
1. BEZNVAENZLcERBANFAETART, §R , FEFERHEL  ARBEFERALH

ID AR REREE,
2. J&JZE Start experiment (FAER).
(ER) FENEBRTHEEER A FHEENMEERY R ASERRSIBNERE.
4. 1B Start experiment (ABRER). HIRERIRERE , WA start B ERBER.

SR3: ERERERE
EULEHATHEROEE  BENERER. BLRARAL,
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EHEERAVER

1. BERVAERFRG<ERNFEETRR. 58 FREER  ARBIFERMN D SFHRGHHE
EAHEMH,

2. HRERRERME BEFAETERTIRERE. NFFHBER , F2RERKE.
3. EERMREEEHTHR A FET—EDE

SR4 . BRERER

HEBRNBETRE  FRETHER

- B8 Spot $/T R BNEIHIT B EH FHRH,

+ Spot 147 {A 8 & B B & 1E Amazon EC2 # LESifE 1L ST ERBEY 23 S AT B

- M7 EEH , Spot HITEEESKRIERELE,
« FIS AWS =1L Spot #HITERSRISELRE  EILEFTRB AL,

BEHTERSSHERTE
1. ¥ https://console.aws.amazon.com/ec2/ B Amazon EC2 £ &,

2. REEERKRD  EEBNBRBRRSIEBRIHRE PR Spot Requests (Spot 5&3K) M Instances
(BTER).

3. ¥R Spot Requests (Spot F3K) , #EX Spot #I1TEREFER. EIAMRES fulfilled, BRTK
%, REBEE  WTMAR:

terminate - MREELF A instance-terminated-by-experiment,

«  stop- REEEE S marked-for-stop-by-experiment , REEE A instance-
stopped-by-experiment,

4. ¥ Instances (F1T{ERE) , EE Spot #1TEMR, EIBARES Running., Y EI Spot FHITERE
BIBAEMoE  MEEEF  WTHR:

stop - MEEEEE A Stopping , REEF A Stopped.
terminate - MEEFEE A Shutting-down , RELBF A Terminated,
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HER5: 8

MEEENLERGER WHETAZEIREE Spot B1TEE |, stopETFBEETY , LW LLEUE Spot #11T
{EEEEERI 4L 1L Spot #I1TEEE,

£/ BUHRBR LA LS 1T {ERE AWS CLI

1. f#H cancel-spot-instance-requests & REUH Spot #ITEEER.

aws ec2 cancel-spot-instance-requests --spot-instance-request-ids sir-ksie869j

2. {#H terminate-instances 5 R4 1E #1TEEE,

aws ec2 terminate-instances --instance-ids i-0Qabcdef1234567890

MREFBEEERER | AT LEE MR,

£ AWS FIS £ A MIRERE A

1. 1£ https : //https://console.aws.amazon.com/fis/ BIRL AWS FIS £# &,
2. HEEBHKT , BEERER,

3. ENEREHAX 6 ARBREDHE. MBRERSAK,

4. HIBHERIERE , WA delete , AR BIEMPREBIRE A,

HERE  BERERSH

AT LUER AWS Fault Injection Service (AWS FIS) JRig# & EEHEEH, AWS FIS EBTHIEH—
B H SHER ER SRR REREH -

« all - EEFAEL FEBNRE,

EIJIJILEO

« availability-zone - fEEH M AT AEE P ER FHEEH VPC RARE.
- dynamodb - $E#8 B &1 [E15# DynamoDB EEim MM FIRRE.

- prefix-list - R FTRIEEFEFENRE.

- s3-{EE B AT EEHF Amazon S3 EBE iR ENTRRE.

- vpc - IEEEANBEE VPC R E,

y

AR, WEBHEAFFREARE  SFBEERFRETHEERNE
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ERLSBRERE BN | ZEAMEH AWS FIS aws :network:disrupt-connectivity®)
{E1E B Z 7% F 5| A8 Amazon S3 HYER K,

e

. FRGH

- SR BT AWS FIS BRE A

« B8 2 : Ping Amazon S3 i 2

- SR 3. RMENVEEY AWS FIS B

- SR 4 EBREHN AWSFIS BREE
- B 5 BiF¥ Amazon S3 #83E  Ef

- FER5 Bk

FORIRH

RBAHERECH  FEELC FEEEEHFTNAE AWS RS | LUK BIE Amazon EC2 11718
B -

HEW PERFFANAR AWS 1RF
BUAGIEREEEK , #AWS FIS KFXEH Taws :network :disrupt-connectivity&fE,
£ IAM BEEETHIBCR

« AWSFaultlnjectionSimulatorNetworkAccess — 7 Amazon EC2 @R ME S ERE PR F AWS
FIS BRFFF A , AT R ER R EAAREAY AWS FIS BifE,

(® Note

BTE , AHBRRER AWS TERE, YREEAR  RARBCUAERTEARS
FRENRESRT,

MBEMAER IAM BEHFMET , FSH (AM EAEIEE) T8 AWS FIS BRI IAM £
£ (AWS CLI) REJ IAM At ( £8E ),

HIEX Amazon EC2 #4T{HEE
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BRE) I ER Z RIE Amazon EC2 B{TERE, EuLAERA T HIZERERREILELEE Amazon EC2 #]
1TERE - ZZERE . Amazon EC2 fEFIEISETH Amazon EC2 Linux #1T{E# AF9. Amazon EC2

SEZ 1 B AWS FIS EERE K

FH AWS FIS B EER &4 AWS Management Console, AWS FIS S84 2MEIE. BE, BIKFHF
MEBRACENR. NMEHEFEFELSXNFMEN , FSE AWS FIS HERE,

iRz hl , FRELCHZTIIEE :

- BEFIEHEHFTHN IAM A6,
« Amazon EC2 #1T1E %,
« Amazon EC2 #1T{E & F+#83& ID,

BUBREAR

1. £ https : //https://console.aws.amazon.com/fis/ BRI AWS FIS £# &,
2. EERMEEERT  BEEBREL,

3. EREVEREL,

4. SHETR1, BEERFMER , BT TIEE

a. STHERNERE , WASHRNER , I Amazon S3 Network Disrupt
Connectivity,

b. BET-—F K REFBESR 2, BEEBFENE K,
5. EBMFET , EFEMEEE.

a. $¥EMW , WA disruptConnectivityo
b. &rHEMEFRRE | EH aws : network : disrupt-connectivity,
c. TEHESHT , #RFERBRES 2 minutes,
d H#HET , EHs3,
e. HEER, BEERT.
6. HEET K LEXSEINEDEYNER. EERE.

a. MEFRERERAE aws:ec2:subneto

b. HEEFZET , BMER IDs , REE L REM S ERPREFLHEREI Amazon EC2 #1TERE
B} {5 FH B9 F 4 3% o
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AWS Fault Injection Service EREEmR

9.

10.

11.
12.
13.

c. WREIUEXALIE,
d. % Save (EE).
BET—SUBESR I, RERBEF.

EREEDRT , ZBIEEIN IAM A6 | NARKBREWN A REHFIR, IRENAGKRET ,
EHERHEEMENEERER. WEFHMEN , 52 Bthe section called “ERA G,

BET-—SUBESR 4, REEARE,

(EA) EELEHT , BTLLER CloudWatch R , UERGBEREIIER, MEFRE
7, F2E FIS AWS KYZ L4

(FEA) EBFT , BALUER Amazon S3 f77ErEE , 3§ B EIXZE CloudWatch #E#1TERR,
BET-—SUBESES, SEALET,

REEA  RARBEEVEREA, HERERIETE , @A create , AR BEEUERES,

B8 2 : Ping Amazon S3 i 2

HEERIRRY Amazon EC2 #1TEBE BES 2)5E Amazon S3 w3,

1.

HIGEBERGH S EBHEIR Amazon EC2 #1T1E R,

MEHEDE , F28 (Amazon EC2 R EER) FHEREANTERBNBEDE.

BRE UEEF AWS B #BTERAEN . B LE Amazon EC2 X AHHIT FIan S RELT
LeiRAE,

hostname

flan |, REE FEE Amazon EC2 #1T{EBus-west-2 , BEEF T Y@ E,

[ec2-user@ip-172.16.0.0 ~1$ hostname
ip-172.16.0.0.us-west-2.compute.internal

f£ 1 Ping Amazon S3 ix 3 AWS EiF, #% AWS ## R ABHESE,

ping -c 1 s3.AWS ##.amazonaws.com

HR@L | SEISEINHITIERX 0% KK ping , 20T ISR,

PING s3.us-west-2.amazonaws.com (x.x.x.x) 56(84) bytes of data.
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64 bytes from s3-us-west-2.amazonaws.com (x.x.x.x: icmp_seq=1 ttl=249 time=1.30 ms

--- s3.us-west-2.amazonaws.com ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 1.306/1.306/1.306/0.000 ms

$E2 3 BMEER AWS FIS EE
ERERIE T ERE AR LER,

£ https : //https://console.aws.amazon.com/fis/ BARL AWS FIS £ &,
EEREBEERY , BEFEEREL,

BEEEINWERER D, UHAREHAEAER,

iZ1ZF Start experiment (FAFAEER).

(ER) ERIEET , RAENERTEER.

EHRFZEEY , EBEERRER.

2 o

S 4 BMIER AWSFIS EERERE
ETLUEBMBT I ERNEE  BEIERER. SLREKSEL,

1. BERURERRAERNFAETARE, WRTR A FREER , ARRFERN ID U
HEFMEAER,

2. HREMRERNE K BEFAETESTIRERE. NFFHBER , F2RERKE.
3. EERMREEENTH A FBBET—EDE

HER 5 : BaF¥ Amazon S3 #8E& KT
&) LLEB ping Amazon S3 iR B RBBERIERE

#HIZH Amazon EC2 #11TEE S |, ping #& H#Y Amazon S3 %% AWS [EiF, A5 AWS ## BUXA
R E

ping -c 1 s3.AWS ##.amazonaws.com

HR@h  SEZEEINHITIERX 100% KKK ping , 21T 5L FIFTR.
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ping -c 1 s3.us-west-2.amazonaws.com
PING s3.us-west-2.amazonaws.com (x.x.x.x) 56(84) bytes of data.

--- s3.us-west-2.amazonaws.com ping statistics ---
1 packets transmitted, @ received, 100% packet loss, time Oms

S5 FR

MBEBABEELRBMEESN AWS FIS SR 7 # Amazon EC2 #1TERE , BIT LIS EHBER,
#2B& Amazon EC2 #1T{E &

1. ¥ https://console.aws.amazon.com/ec2/ BRI Amazon EC2 £ &,
2. HEBEHIKF , IBIE Instances (H1TEE),

3. EEAIEITER  BEEITEERE K RREERLEITER.

4. HBHERETRE  FEERKLE,

{5 AWS FIS 24 MR E B Ei A<

1. 1 https : //https://console.aws.amazon.com/fis/ BARL AWS FIS £# A&,
HEEEERT , BEERELS,

EMEREAR  ARZEZHE, MERERELS,

HIRFERRERE , WA delete , AR BEMRERE A,

> w0 DN

HERE  EEEER

i#EiB Fault Injection Service AWS (AWS FIS) , &I LA¥f AWS TEEEHAITHEEAER, B
LCERSEHALHT , APEE 2 EEEEEAELHTHEE, EEHBER B Amazon
EventBridge , ‘BRI LS ERHFER — R EEEIEEHTRE.

AL BRIERE T EventBridge HFi2 , 8 5 81T —IR AWS FIS B,

%
.« FTRIFH
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- $B1:BY IAM ABHNBEEK

« B8 2 : 3 Amazon EventBridge HFf285

- SR3:BRBENER

- SR4. B

FeRIRH

RBAHMERECH , XEELEHEHITH AWS FIS EREAX, MRECHEIEERELX  FLT
g7 ID M AWS EiF, B, B LUIRR RRVIERE I EAthe section called “BIE 17 {E 88 1= 1k FBX
', ARIRERHBRE,

$EB 1 By IAM A B

B IAM BEMBUER

1. BRI https://console.aws.amazon.com/iam/ B9 IAM 32 &,
2. EEAISEERT  EEAC K RAREERIUAG,

3. EEBRGEEE 6 ABRBATIEXNBHE , LLAFF Amazon EventBridge Scheduler &R &
EXAE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

iE#E Next (-F_i)o
4. EHEIAT , BEEIBUR,

EIE JSON , RAEBATIHE., FRARKRUESBHPNWERE R ID your-experiment-
template-id,
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": [
"arn:aws:fis:*:*:experiment-template/your-experiment-template-id",
"arn:aws:fis:*:*:experiment/*"
]
}
]
}

B L RFIH RS RMITEAREEBEN AWS FIS BEREAR, fltn, THBERERT
FiE AWS FIS EERfYStartExperimentsFd , BRGIBIERIRABTEERL NWERE
ZAKPurpose=Schedule,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment/*"
.
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Schedule"
}
}
}
]
}

igg-lt_i . Eﬁo
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6. BET-F: wH.

EREABET , BIEHWBER®E FIS_RecurringExperiment , REBEBE T HIR,
EFIEEFAI T , AFFIS_RecurringExperiment ERFBELN AR , REBBET %,
EEZBT , MBEMEILA® FIS_RecurringExperiment_role , REZBEREU AR,

© © N

B8 2 : B3I Amazon EventBridge HEf285

#3 Amazon EventBridge HEf285

1. BIfE https://console.aws.amazon.com/events/ BEX Amazon EventBridge £ &,
2. EEASEERD , BEHRE,

3. HEREMIAE AWS FIS BEEIAR AWS E1F HEHN H.

4. EBEEVHRE K RREAUTRE

- EHREZ®WT , A FIS_recurring_experiment_tutorials
- BEHREXT , ERUBHMERE,
- EHREREAET | BRURRAERNIRE,
- EERERENT , BES5 5,
- TEREMRRT , EEER.
(BEA) EREHET , BRENEE,
« B Next (T —%),
5. EEWBET , BIEFE APIs , REE S AWS FIS,
6. HEiE AWSFIS , A& 1EE StartExperiment,

7. HEEAT , AT JSON EF, # your-experiment-template-id ERAKBERRE R
ID, ClientToken EHFfZeRhIME—F AR, EXRHEBRRED , HMEH Amazon EventBridge HE
ERAFNARREET, MEFMEN , 5528 (Amazon EventBridge FF &) RHFIER
BEM,

{
"ClientToken": "<aws.scheduler.execution-id>",
"ExperimentTemplateld": "your-experiment-template-id"

igﬁ Next (-F_b]:)o

$E% 2 : 3 Amazon EventBridge HFf285 165


https://console.aws.amazon.com/events/
https://docs.aws.amazon.com/scheduler/latest/UserGuide/managing-schedule-context-attributes.html
https://docs.aws.amazon.com/scheduler/latest/UserGuide/managing-schedule-context-attributes.html

AWS Fault Injection Service

ERAEER

8. (EA) ERET , BUUREERERKR. BXFET5 (DLQ) MMERE. HE
EERE.

9. TEHUT ,ZHERAEEAR , AR%EESE FIS_RecurringExperiment_role,

10. i##E Next (T—%),

1. ERANEVHET , ERFESRFHER , ARBEEEVHRE,

PR3 RBENER
ERFEIEH AWS FIS ER R B IRHIERT

1. 1£ https : //https://console.aws.amazon.com/fis/ BIEL AWS FIS £## &,
2. EEAISEERYT , BREER.
3. BUHRERL E K LEZXSFIEREEHIT

SR 4. B8
f£H Amazon EventBridge HEi225

1. BIfE https://console.aws.amazon.com/events/ B Amazon EventBridge £# &,
2. EEREEERT  BEHRE,
3. ENMSMBEYNIRESR K AREBEEFA.

, B ARE

SR 3 RBEWEER
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5/ AWS FIS =HIFEXE

REEREFFAUUEANSHIFESG  LARERARANEN  fINEAEXHTHENEEERF
. =4I AWS BUNEER A UEBACRH-EREERNEENKESRE (FlW, FLEBE
BREETH 30% HTEE ) KELERNEARAZE MK REINEETFREERE.

ROIREBERILANROIBERE , AWSFIS UFABRELHT. HTEARGIBMITESR
BRREEXETENRS  EEFSLITARBFRETANSE , YREREFRIRFFHNERER,
£

O ES]

- EARM

- BEHRPM
- RIBE

AR S

EEFEATEAERERM

1. £ FARX AWS FIS E 12 & https://console.aws.amazon.com/fis/o
2. TBEERY  BERHEXE,
3. EEMBBERVINMEEEN , BEIMERSFHUERD EIER,
- EEERSNSEERPHERRSIZESD , SO URE RGN EEHIR, & daUREILRE
HHEERE  HTSSmENERERRE , UARERERUARZLIMENTAEFE. &
%, O EEERRGTEENBENEMENR , UREBRIUTARBRENIBTRNBERE
B,
- TEERINI2IERNABREZSIEEF , B UABERRFIB LN ERERIDEARS,
- EEERSINSERPOFAEARSIEERFT , ZUUKRIBERFINFMARA, ETEIE
IMAE S RGIMERBENFHEER. TEANERLT , SEUUEEEREFLHZENEE X
RAKRKERTPEFNTHAIM. K2 , CERINATEREENERERNER,

(EEESE

ARERTREERARA
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1. 1£ BARK AWS FIS E#2 & https://console.aws.amazon.com/fis/o
2. EEEERP , BERHEXE,

3. BEMBRERGINVAEENR , FEIEMFHUERDEER
4. BEERARD , FEINRGF  ARBREEARMEUEBR,

5. ARV ERSARATD  EAEMEBEXRNER.

a. FERFITREAEBRBEZHDFEIERZBLRANSH, LIS ELHRIETEMNEE
RIEA  SREBAEZHFEEETEE, sEEALYRE K FENRBEAERSEIRE, £EE
TRESH , AREREFIRE.

b. ELERHAATRRVBEHERSE , EHEBENEREFLRBET. ERERFANE
iRl MRRONEF  RREIMFH LHREFRE,

c. i BAMEFERHEFNHITAC, EUNERRANAE  RALERELBYMNAR,

d. BEZEREAEN AWS CloudWatch B~ , MEZ—RZEZANELLESE., E—2F5 7 H AWS
FIS K= IE &, MNBBIEARFREE R , B LUBREMEH Amazon CloudWatch 2 RAMIER |
HEBENERER,

e. RPIEZBAIZ A EE B2 Amazon CloudWatch logss, Amazon S3 f#1Zirig, E—5 T#
AWS FIS VB, MREHRREEENER , BAUBREMERELS,

6. TEVEREAF ZIEBUBHREAN,
7. R AWSFIS EZRANERIEARR+D | BEBHHRER., E—F 7H 52 AWS FIS ERE K,

[ i 3= 451

RORERTEENER, HARERALEL , ERFAFFTBENERAR , BELZEEEAN AWS
FIS, IREEEFARFBAECHEBLB—B D , BAILMEAMERE2—
1. BB AT REARZOIEIL BN AWS FIS BEgA | I & HZEA,

2. KRS 3 MREVPNLER  RARKRSIBBERIBRERIAT , RARFEMERINSH
UEY BN EREAR,

=HBE

ROEFITENRFEERIREAER , SERJIBDSHRRHERN LRGEHNEESAZEHHH
VERR, EULUEAELALEERNERRELER , LA ERAXRESHIFRERRREH CHE
® (F2R EAEM).

B th 52451 168



https://console.aws.amazon.com/fis/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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B ERP AWS FIS ROIEHHNERRH, BwATLAER AWS FIS £ A5 H X EHEH,

WMHBFHMER , FSEBEH AWS FIS ZHIENE,

AWS FIS Z#E T 5| Amazon EC2 fl., ELRFIUEREENHTERASEE. SAUUEABRCHE
B, IEARJFIENERER, HP—ERFIFEH SSM Xt

« EC2 BN : TR HE - ZBF L —HZE EC2 H1TERE , RRUTEBAENIE,

\

B ESFEERRERBRNBEEHTER. £EEEBAT A EfSFLELHTHEE A LEDER
BRNEERSENRMBEM  FEERA 5 D&,

« EC2 BN : BiTR - IRRWUBRER XM EC2 RERNEARANTE

EHRGF , BB RSP EERSERERN EC2 HTHEERABRE. BLRMF , LFLE
AIEBMFRERER , EEREC2 HTEEB L\ ANMKRERAREN  SEUKBIBFERRA S
2,

-« EC2 B : CPU - BERE MK CPU B EC2 RERMNEARERNZE,

EERGF , BB EREPEERSEERN EC2 HTHEERABRE. BELRMF , £FALE
A EBEFEREA , FEE EC2 $ITMER LI AR CPU ELEE M , B8 CPU ELBETEER
5 D&,

- EC2 B : iIiREE - RRERBEAREMH L EC2 RERNEBAEANIE,

ERHERFH BB ESPEEREERBN EC2 TERRAB R, EURHIP , BNE
HTEEJWIE*—:%EHTWW HBEREC2 HTER LIANGKREBELIEEN , BELCRERNBFERR
R5%

- EC2 BX : BIRIEE - RRMIBILEE MHLL EC2 AERNERAEXNRE,

HUERHP , KBRS T S ERBFERR EC2 TERRAB R, ELHRAF "‘—IU\E
AIEBFEEFERERIABRR EC2 TERNMBKREERE N , SEEESHFEERAS D

AWS FIS X # T % Amazon EKS R4, ELRHILAER Kubernetes EARERNIZEMN EKS Pod £H
B, BuUFEABCHER  IFRARITISNTEREE. MEMFA FIS 2 EKS WEFMAENR |, 22
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Stop-Instances

EAZERHPEHE , S¥E AZPH EC2 BT AR, ERERRE , SITERSENKI.
AZ Availability: Power Interruption@& aws : ec2 : stop-instances , AFEF B REEILZHE AZ 71
FIERTER, HEREBR 6 HITERSENME ., FLLH Amazon EKS EEH EC2 #i1TEERSE
B MIBRAE KA EKS Pod, f=1EEH Amazon ECS B EC2 HITEESE MMM ECS FHKEF1E,

LLEMEAZ B AZ PRIITIV EC2 FIITERB A BE. RIBEHER , CEUERBEA
AzImpairmentPower B{EA W {TEE A BEZEStopInstances, B EEREAR TG ERH
BEHTER , IULZACHEBRRRERER. BEER , ARRTIERNHTER , EKBLt
Bk,
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LEMEAZ HE AZ PHIITH EC2 FIITERABR. BRIBHER , TCEUEREAR
AzImpairmentPower BEA WHTEEEBEEIceAsg, B UEERE RPN EBTIEETHT
B  RUACESNEBRMAERER., RIFER NIRRT ERNHTER , ASKBLHEE,

T EHTEERE
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PEEERBETAFESRY DNS WEEBEER , A AZ BEEEFER,

LEMELFRERABE. RIBER , CEUEERE A AzInpairmentPower BEA WEE AR
EDisruptSubnet, ZANEEREATKILEBEFBEFHEE , IUECECSHEBRRERESR.
BIETERR , MRR TR ERHN FHEE , IS8 EE,

REEBE RDS

£ AZERPEHE , SXE AZ P RDS SRS EEM, SHE AZ PHE— AZRDS HifgT2
EEER. SRZTAREES  EAGRTHEAEREEIZIFENTARE , EZXENTRAES
PENGESNEELERA. YRZSTAREES , IRFARURZIZENTARE , €4 aws
rds : failover-db-cluster AZ Availability: Power Interruptionfi A B §5 ¥,

EIELL RDS B R B K, RIBETRR , c8UEEE AR AzImpairmentPower BES WEEAB
BDisruptRds, BAINEERE AT UEBHEEEE , IULBCHEBNNRERER. BiEE
F, IRERTIERNESE |, AISrIBLLEE,

¥ (% ElastiCache 5 5842

£ AZ ERPETEIRE , AZ ) ElastiCache EiZEEFE A, AZ Availability: Power Interruption@&
aws : elasticache : replicationgroup-interrupt-az-power , SA#& 1t Z & AZ i) ElastiCache EiZ,
EHEHRE , TEESFEN AZ FHEFNBTER K REEEREAKRBERERD,

Lt BELL ElastiCache BB E#HEA B R, RIBETER , CEUER EBNEFHEARRB
EAzImpairmentPower , H{E% ElasticacheImpact, BA L EEREATEHERFTIEEES
Bl I CECHESRRRERER. RERR , NIRRT EMNEREE , AISKBILEE. F
AE L REZREAZPEASTENEERETEHRAABREE
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AZ ERPEFRBN A DER , EEEfEaws:arc:start-zonal-autoshift2 BB ERGERE
ENAZ BHERPEINFRIER 25 i, EXFERBR K RESBHEFRKR AZ, 52, MERA

AZ Availability: Power Interruption 172


https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#network-actions-reference
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#failover-db-cluster
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#failover-db-cluster
https://docs.aws.amazon.com/fis/latest/userguide/fis-actions-reference.html#interrupt-elasticache

AWS Fault Injection Service EREEmR

BEBER K ZERNTARSSRTENE , AWS 2EAPENBBERRE. HALGBIINKES
BATE , BERAEEREFAANATERRE,

I EELARRF Amazon Application Recovery Controller (ARC) Autoshift W& RA B 1E, BIEFER , ©
SLUEFEBFESIE AzImpairmentPower F{E &R A B #ZERecoverAutoshiftResources,
B EEREATKLEEETIEZEER , IULEBCHEBIRRERESR, Hlw , BB EFEAE
AR ENER. RIFER , URRTIERNER , IS BILBE,

E{F EBS /O

AZ ERFE®R , —BERMRE  MOMoNMTERTESEDECIEN EBS WiRkE, AZ
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BRIFER , AEREATHTERR L ZRENURETERAEER. LBEUEEEEEA
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EHKE  IUCECHEBRRAERER. REBEREE , IRRTIERNEUEE , AgHBHEE,
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- WRHIFIEELGES. EFRAEXERNFLIGA R EEERESL,

- EEZ AZ F |, £ EC2 L#1TH Amazon EKS Pod #§L EC2 TEEEE#R 1L , W H BTN
EC2 #i%. T8 , T ETE AWS Fargate L #117# Amazon EKS Pod,

- EBEAZ F |, £ EC2 L #1THI Amazon ECS F##$LL EC2 TEE B BRIE | WH SHBAIBITH
EC2 %, 78 , FX#EE AWS Fargate L#1T# Amazon ECS £,

s FRXEEEMETERGHEREHNITERN Amazon RDS Multi-AZ, FEIERT , BITERAGK
Ik, RDS #AHEBE  BRERVAMEZLAZHEN AZ, XXE AZ PV HRFHERETA,

=R

- BAEWNFAHMEE AWSFIS ERAE,

- EREBAAEAETEREENER, ELTWUEALECHNELEL RN/ PERNARER.
S|

ARC EFEHBERMER IAM R EZL A BAWSServiceRoleForZonalAutoshiftPracticeRunf®
REHTESER, LAGFHERH IAM ZEBER AWSZonalAutoshiftPracticeRunSLRPolicy,
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ERAEER

Management Consolef§ , ARC BAZEVRKERZAR, NEFMEER ,

ERFACETEREHER.

2 B1E ARC A RS

THBERTF AWS FIS HEMFFT , LLEI1TEHE AZ Availability: Power InterruptionREIHI BB, 1L
ROAEZIERAE,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowFISExperimentLoggingActionsCloudwatch",

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups"”

1,

"Resource": "*"

"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:network-acl/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkAcl",
"aws:RequestTag/managedByFIS": "true"

"Effect": "Allow",
"Action": "ec2:CreateNetworkAcl",
"Resource": "arn:aws:ec2:*:*:network-acl/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Effect": "Allow",
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"Action": [
"ec2:CreateNetworkAclEntry",
"ec2:DeleteNetworkAcl"

1,

"Resource": [
"arn:aws:ec2:*:*:network-acl/*",
"arn:aws:ec2:*:*:vpc/*"

1,

"Condition": {

"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

}
}
I
{
"Effect": "Allow",
"Action": "ec2:CreateNetworkAcl",
"Resource": "arn:aws:ec2:*:*:vpc/*"
},
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeManagedPrefixLists",
"ec2:DescribeSubnets",
"ec2:DescribeNetworkAcls"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "ec2:ReplaceNetworkAclAssociation",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-acl/*"
]
},
{

"Effect": "Allow",

"Action": [
"rds:FailoverDBCluster"

1,

"Resource": [
"arn:aws:rds:*:*:cluster:*"
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]
I
{

"Effect": "Allow",

"Action": [
"rds:RebootDBInstance"

1,

"Resource": [
"arn:aws:rds:*:*:db:*"

]

},
{

"Effect": "Allow",

"Action": [
"elasticache:DescribeReplicationGroups",
"elasticache:InterruptClusterAzPower"

1,

"Resource": [
"arn:aws:elasticache:*:*:replicationgroup:*"

]

},
{

"Sid": "TargetResolutionByTags",

"Effect": "Allow",

"Action": [

"tag:GetResources"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"ec2:StartInstances",
"ec2:StopInstances"

1,

"Resource": "arn:aws:ec2:*:*:instance/*"

},
{

"Effect": "Allow",

"Action": [
"ec2:DescribeInstances"

1,

"Resource": "*"

I
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{

"Effect": "Allow",
"Action": [
"kms:CreateGrant"
1,
"Resource": [
"arn:aws:kms:*:*:key/*"
1,
"Condition": {
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com"
I
"Bool": {
"kms:GrantIsForAWSResource": "true"

"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:PauseVolumeIO"

]I

"Resource": "arn:aws:ec2:*:*:volume/*"

"Sid": "AllowInjectAPI",

"Effect": "Allow",

"Action": [
"ec2:InjectApiError"

]I

"Resource": [
"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"ec2:FisActionId": [

"aws:ec2:api-insufficient-instance-capacity-error",
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"aws:ec2:asg-insufficient-instance-capacity-error"

]
}
}
},
{
"Sid": "DescribeAsg",
"Effect": "Allow",
"Action": [
"autoscaling:DescribeAutoScalingGroups"
1,
"Resource": [
" n
]
}
]
}
ZHARE

THREEZT RH. bk JSON A AREE , WEHA AWS S FIFE (AWS CLI) FH) create-
experiment-template SR FREBIL ERE R, MEZIFIREANERS , FHFEH FIS EREPHERFER

E.
{
"targets": {
"IAM-role": {
"resourceType": "aws:iam:role",

"resourceArns": [],
"selectionMode": "ALL"

I
"EBS-Volumes": {
"resourceType": "aws:ec2:ebs-volume",
"resourceTags": {
"AzImpairmentPower": "ApiPauseVolume"
},

"selectionMode": "COUNT(1)",
"parameters": {
"availabilityZoneldentifier": "us-east-1la"
},
"filters": [
{
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"path": "Attachments.DeleteOnTermination",
"values": [
"false"

},
"EC2-Instances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"AzImpairmentPower": "StopInstances"
I
"filters": [
{
"path": "State.Name",
"values": [
"running"

"path": "Placement.AvailabilityZone",
"values": [
"us-east-1a

1,

"selectionMode": "ALL"
I
"ASG": {
"resourceType": "aws:ec2:autoscaling-group",
"resourceTags": {
"AzImpairmentPower": "IceAsg"
},
"selectionMode": "ALL"
},
"ASG-EC2-Instances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"AzImpairmentPower": "IceAsg"
I
"filters": [
{
"path": "State.Name",
"values": [
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"running"
]
},
{
"path": "Placement.AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL"
I
"Subnet": {
"resourceType": "aws:ec2:subnet",
"resourceTags": {
"AzImpairmentPower": "DisruptSubnet"
},
"filters": [
{
"path": "AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL",
"parameters": {3}
I
"RDS-Cluster": {
"resourceType": "aws:rds:cluster",
"resourceTags": {
"AzImpairmentPower": "DisruptRds"
},
"selectionMode": "ALL",
"parameters": {
"writerAvailabilityZoneIdentifiers": "us-east-1a"
}
I
"ElastiCache-Cluster": {
"resourceType": "aws:elasticache:replicationgroup",
"resourceTags": {
"AzImpairmentPower": "DisruptElasticache"
},
"selectionMode": "ALL",
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"parameters": {
"availabilityZoneldentifier": "us-east-1la"

iy
"actions": {
"Pause-Instance-Launches": {

"actionId": "aws:ec2:api-insufficient-instance-capacity-error",
"parameters": {
"availabilityZoneIdentifiers": "us-east-1la",

"duration": "PT30M",
"percentage": "100"

},
"targets": {
"Roles": "IAM-role"
}
},
"Pause-EBS-I0": {
"actionId": "aws:ebs:pause-volume-io",
"parameters": {
"duration": "PT30QM"
I
"targets": {
"Volumes": "EBS-Volumes"
},
"startAfter": [
"Stop-Instances",
"Stop-ASG-Instances"
]
I
"Stop-Instances": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"completeIfInstancesTerminated": "true",
"startInstancesAfterDuration": "PT30M"
I
"targets": {
"Instances": "EC2-Instances"
}
I
"Pause-ASG-Scaling": {
"actionId": "aws:ec2:asg-insufficient-instance-capacity-error",
"parameters": {
"availabilityZoneIdentifiers": "us-east-1a",
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"duration": "PT30M",
"percentage": "100"

},
"targets": {
"AutoScalingGroups": "ASG"
}
},
"Stop-ASG-Instances": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"completeIfInstancesTerminated": "true",
"startInstancesAfterDuration": "PT30QM"
},
"targets": {
"Instances": "ASG-EC2-Instances"
}
},
"Pause-network-connectivity": {
"actionId": "aws:network:disrupt-connectivity",
"parameters": {
"duration": "PT2M",
"scope": "all"
},
"targets": {
"Subnets": "Subnet"
}
},
"Failover-RDS": {
"actionId": "aws:rds:failover-db-cluster",

"parameters": {3},
"targets": {

"Clusters": "RDS-Cluster"

iy

"Pause-ElastiCache": {

"actionId": "aws:elasticache:replicationgroup-interrupt-az-power",

"parameters": {
"duration": "PT30QM"

},

"targets": {
"ReplicationGroups":

iy

"ElastiCache-Cluster"
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"stopConditions": [

{
"source": "aws:cloudwatch:alarm",
"value": ""
}
1,
"roleArn": "",
"tags": {
"Name": "AZ Impairment: Power Interruption"
.

"logConfiguration": {
"logSchemaVersion": 2

1,
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
1,
"description": "Affect multiple resource types in a single AZ, targeting by tags
and explicit ARNs, to approximate power interruption in one AZ."

}
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SIBLL B,

¥{Z£ DynamoDB #£ &

Cross-Region: Connectivity ‘@& aws : dynamodb : global-table-pause-replication , SAE {55 & [E 13
HAHEMERcENER , SEENEE. EUhLEERIERESRI , EFEREHMER
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BHER. REGERR , ERRERSRTFNREREE. FiZ A ERREMEEHNEALSHENRK
BEREERGERBNENRNEBERMAMRTE.,

LEEMEABERREFH K DynamoDB £ E R R ABE., RIBEFER , TEUESER
DisruptDynamoDbE{EA HWE R KRB BEEALlowed, BALEEBREARDIHEBFEZTERRK ,
RSB ECHERINAERER, RIBFER , IRBRTIERNLFER R |, AISHEBLEE,

BR 5
- WRETEBEELFES. BRARKXERNELRAEHEEERES,

=R

- BHLENFFAHEE AWSFIS BERAE,
- EFEBAAEAZTEREENER, ELTWUEALECHNELELHRNRIPERNARER,

AT

THIBERE T AWS FIS XEMEFT , LL#1TEH Cross-Region: Connectivity R ER. LLEER %
REEIERAC,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "RouteTableDisruptConnectivityl",
"Effect": "Allow",
"Action": "ec2:CreateRouteTable",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"
}

"Sid": "RouteTableDisruptConnectivity2",
"Effect": "Allow",

"Action": "ec2:CreateRouteTable",
"Resource": "arn:aws:ec2:*:*:vpc/*"

}I
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{

"Sid": "RouteTableDisruptConnectivity2l",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateRouteTable",
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity3",

"Effect": "Allow",

"Action": "ec2:CreateTags",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface",
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity4",

"Effect": "Allow",

"Action": "ec2:CreateTags",

"Resource": "arn:aws:ec2:*:*:prefix-list/*",

"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateManagedPrefixList",
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity5",

"Effect": "Allow",

"Action": "ec2:DeleteRouteTable",

"Resource": [
"arn:aws:ec2:*:*:route-table/*",
"arn:aws:ec2:*:*:vpc/*"

1,

Cross-Region: Connectivity

186



AWS Fault Injection Service

ERAEER

"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity6",
"Effect": "Allow",
"Action": "ec2:CreateRoute",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity7",
"Effect": "Allow",
"Action": "ec2:CreateNetworkInterface",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity8",

"Effect": "Allow",

"Action": "ec2:CreateNetworkInterface",

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Sid": "RouteTableDisruptConnectivity9",
"Effect": "Allow",
"Action": "ec2:DeleteNetworkInterface",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"StringEquals": {

Cross-Region: Connectivity
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"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivitylQ@",
"Effect": "Allow",
"Action": "ec2:CreateManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityll",
"Effect": "Allow",
"Action": "ec2:DeleteManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityl2",
"Effect": "Allow",
"Action": "ec2:ModifyManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityl3",

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeVpcs",
"ec2:DescribeVpcPeeringConnections",
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iy

"ec2:DescribeManagedPrefixLists",
"ec2:DescribeSubnets",
"ec2:DescribeRouteTables",
"ec2:DescribeVpcEndpoints"

]I

"Resource": "*"

"Sid": "RouteTableDisruptConnectivityl4",
"Effect": "Allow",
"Action": "ec2:ReplaceRouteTableAssociation",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:route-table/*"

"Sid": "RouteTableDisruptConnectivityl5",
"Effect": "Allow",

"Action": "ec2:GetManagedPrefixListEntries",
"Resource": "arn:aws:ec2:*:*:prefix-list/*"

"Sid": "RouteTableDisruptConnectivityl6",
"Effect": "Allow",
"Action": "ec2:AssociateRouteTable",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:route-table/*"

"Sid": "RouteTableDisruptConnectivityl7",
"Effect": "Allow",
"Action": "ec2:DisassociateRouteTable",
"Resource": [
"arn:aws:ec2:*:*:route-table/*"
1,
"Condition": {
"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"
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{

"Sid": "RouteTableDisruptConnectivityl8",
"Effect": "Allow",
"Action": "ec2:DisassociateRouteTable",
"Resource": [

"arn:aws:ec2:*:*:subnet/*"

"Sid": "RouteTableDisruptConnectivityl9",
"Effect": "Allow",
"Action": "ec2:ModifyVpcEndpoint",
"Resource": [
"arn:aws:ec2:*:*:route-table/*"
1,
"Condition": {
"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity20",

"Effect": "Allow",

"Action": "ec2:ModifyVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*"

"Sid": "TransitGatewayDisruptConnectivityl",
"Effect": "Allow",
"Action": [

"ec2:DisassociateTransitGatewayRouteTable",

"ec2:AssociateTransitGatewayRouteTable"

1,

"Resource": [

"arn:aws:ec2:*:*:transit-gateway-route-table/*",
"arn:aws:ec2:*:*:transit-gateway-attachment/*"

"Sid": "TransitGatewayDisruptConnectivity2",
"Effect": "Allow",

Cross-Region: Connectivity
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"Action": [

"ec2:DescribeTransitGatewayPeeringAttachments",
"ec2:DescribeTransitGatewayAttachments",

"ec2:DescribeTransitGateways"

]I

"Resource": "*"

"Sid": "S3CrossRegionl",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets"
1,

"Resource": "*"

"Sid": "S3CrossRegion2",

"Effect": "Allow",

"Action": [
"tag:GetResources"

]I

"Resource": "*"

"Sid": "S3CrossRegion3",
"Effect": "Allow",
"Action": [
"s3:PauseReplication"
1,
"Resource": "arn:aws:s3:::*",
"Condition": {
"StringlLike": {

"s3:DestinationRegion":

"Sid": "S3CrossRegion4",
"Effect": "Allow",
"Action": [

"s3:GetReplicationConfiguration",
"s3:PutReplicationConfiguration"

]I

"Resource": "arn:aws:s3:::*",

"
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ESVIAES

"Condition": {
"BoolIfExists": {

"s3:isReplicationPauseRequest":

"Sid": "DdbCrossRegionl",

"Effect": "Allow",

"Action": [
"tag:GetResources"

1,

"Resource": "*"

"Sid": "DdbCrossRegion",

"Effect": "Allow",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:PutResourcePolicy",
"dynamodb:GetResourcePolicy",
"dynamodb:DeleteResourcePolicy"

1,

"Resource": [
"arn:aws:dynamodb:*:*:table/*",

Iltruell

THRBEZT =M, Itk JSON AJHRRERE , WEHA AWS e5SFI5E (AWS CLI) FHY create-

experiment-template AR REBM ERE AN, MERHF IR ZH

B,

"targets": {

"Transit-Gateway": {

Sz
, AR1E

W FIS TEAFHRFIENX

"resourceType": "aws:ec2:transit-gateway",

"resourceTags": {

"TgwTag": "TgwValue"
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}I

"selectionMode": "ALL"

},
"Subnet": {
"resourceType": "aws:ec2:subnet",
"resourceTags": {
"SubnetKey": "SubnetValue"
I
"selectionMode": "ALL",
"parameters": {3}
},
"S3-Bucket": {
"resourceType": "aws:s3:bucket",
"resourceTags": {
"S3Impact": "Allowed"
I
"selectionMode": "ALL"
I
"DynamoDB-Global-Table": {
"resourceType": "aws:dynamodb:global-table",
"resourceTags": {
"DisruptDynamoDb": "Allowed"
},
"selectionMode": "ALL"
}

1,
"actions": {
"Disrupt-Transit-Gateway-Connectivity": {
"actionId": "aws:network:transit-gateway-disrupt-cross-region-
connectivity",
"parameters": {
"duration": "PT3H",

"region": "eu-west-1"
},
"targets": {

"TransitGateways": "Transit-Gateway"
}

I
"Disrupt-Subnet-Connectivity": {
"actionId": "aws:network:route-table-disrupt-cross-region-
connectivity",
"parameters": {
"duration": "PT3H",
"region": "eu-west-1"
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}

},
"targets": {
"Subnets": "Subnet"
}
},
"Pause-S3-Replication": {
"actionId": "aws:s3:bucket-pause-replication",
"parameters": {
"duration": "PT3H",
"region": "eu-west-1"
},
"targets": {
"Buckets": "S3-Bucket"
}
},
"Pause-DynamoDB-Replication": {
"actionId": "aws:dynamodb:global-table-pause-replication",
"parameters": {
"duration": "PT3H"
I
"targets": {
"Tables": "DynamoDB-Global-Table"
}
}
},
"stopConditions": [
{
"source": "none"
}
1,
"roleArn": "",

"logConfiguration": {
"logSchemaVersion": 2

1,
"tags": {
"Name": "Cross-Region: Connectivity"
1,
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
1,
"description": "Block application network traffic from experiment Region to

target Region and pause cross-Region replication”
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EAH NWZRFER AWS FIS

AT LA AWS FIS AR GRIREINEESIREFERE AR, BULUEBRKUER A BEENIR
FEIEEEA REVYLIEFER "multi-account" , XHIEEERFHE, BUSIRFEREAR S
% BU L ERATCERHTER,

EBZIRFER AN EBEHEESRNZE AWS IRFNEAEXPRENMTERRERG, BTN
REEZEERRFHFERNIBRBIRFHNITSIRFER.

ERBTZIRFERK  EASRXEERNBBIRFEBHE AWS Health BRRWEEX , 5B Fik
FHuERAERHEER. BBSRFER , LN

- EEARK LHITEENHERS , SLEAEXEBZEIRSE , XEH AWS FIS R iz dl
HMEM

- FREERBHEFTNERN IAM AGRZFZSIRFERNIYR , UERSEBEENEE,

. #% AWS Management Console 1 i&i8 AWS FIS BHiEEHRRSERSF AWS FIS HREH B,

- £/ AWS CloudTrail ES3#Z MEZEERS H AWS FIS #9 API FEAY,

ANEAT R B R BAIR EE A SR F B AR
*RE

- ZIRFERNES

- ZIRFERNREER

- ZIRFERI EREHH

- BUZIRFEREAR

- EXEBIRFARE

- MIBRE Rk FAERE

ZIRFERNBE
NUTREBFERHIERS

« Orchestrator B F - Orchestrator IRE T EFRIRSE , ATE AWS FIS FHEAPRENEREER , U
RERHk, HABENIESIES AWS FIS BEREAMNES,
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- BRIRF - BRIRFREFEFRNMER AWS IRF |, ELERAEEZE AWSFIS ZiRFERNSY
&

- BRIRFERE - B LUEBK B RIRFEENEEEREARERBRER —H oM B RIS, BE
RFEERZIRFERAMENEREAR TR, BAUREIRF ID. IAM AEMRAHER , AEEE
B AWS IRFEZ—1E.

ZIRFERNREER
UTRERSIESEROBERT .

- ERRESIRFERNEEZER  RAZREMEEERFHFEA—BNEREBREEEE, AWS
FISEREBRTESEEERFHPEE—HEBNER. BEXERRATANEZREFPEL—BEEE
R, BRI AR, 1B/ emptyTargetResolutionMode %A BRI skip., SEIRSEE
FEMERLRE. MREEEMRER ARNs SHEER , ISESEERHERNE—IRERE,

- ERFEASHIAFERGEE—RSETRABEFNERE , BEKIBEAZID, MTE AZ A
B, AZID RBIRFAAEENKE —B—HNBFT, EETHRNASKRIEFPAIAESENATAES
ID , 28 AWS BRI AT AR Ds.

Z ik F ERE TRIRGE

EEEASRFERNELKN  CAASRERESETR, BORTSREFERESN TS
IAM 865, T LA R ST 607K 2 BTER STASEE) 1AM B 5,

b

. SIEFERNHT

. BIEFEROELEE (2R )

. BIEFERNE RIS (B )

ZIRFERNFTH

ZIIRFERFER IAM A2HEE  SFTRT AWSFIS |, UH BERFHHNERENEE, HRASIRFE
BR , ZULUESEERRFANGRARBIRFEFRE IAM AR, EX IAM AGEEBRIRFEBRAER
FeB , UARkinHEERFSRE B EEBE&E AWS FIS,
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BEIRFH IAM A2 a8 ERENEBERENGTT , WEBHMEEERFACAERERET, &
KABRAR[KRFEY IAM At YEERIEHERFAGWET , WEEIEEMEE AWSFIS, It
IAM AEREEREANroleArnty

EER—STHAGHER  F2H IAM EAEERPHASMENEE.

ETHEHIF , BiEEEBFRKRS A WA , LEITEHERF B aws:ebs:pause-volume-ioH
M EE,

1. ®BRFBH , EYEEHITHEMEFTN IAM A, NESEDEMENTT , F2E D
E2E, THEHIERBEIRF R TFHIT EBS HFHIKRE IO BfE AYFF Althe section called

“‘aws:ebs:pause-volume-io”,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:PauseVolumeIO"
1,
"Resource": "arn:aws:ec2:region:accountIdB:volume/*"
b
{
"Effect": "Allow",
"Action": [
"tag:GetResources"
1,
"Resource": "*"
}
]
}

2. BE  HIRF B PHEEERE , LBV EHIRF ANEEER. EFRF AN IAM BEEHE , &
HESR 3 PEUZAR,
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "AccountIdA"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringlLike":{
"sts:ExternallId": "arn:aws:fis:region:accountIdA:experiment/*"
.
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::accountIdA:role/role_name"
}
}
}
]
}

3. EIRF A, BY IAM A6, LAGEBLANSLESR 2 FEBRPEENAC, BEHES
BRF , BAILRTFHRAERESESCHFTT. THELFBRIRS A BERFS B NFFA, NRE
BHMERIRF , FiSHEMAE® ARNs SiEELHBR., SEBFIRFIAEE—ESE ARN,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": [
"arn:aws:iam::accountIdB:role/role_name"
]
}
]
}

4. IRE AW IAM BEeEAEEREARroleArnty » THEFIER IAM B€DFAENGESEREK , &
F AWS FIS SF T LUREIRFE A |, BN SRR,
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": [
"fis.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}

BB AT LAE A Stacksets —IXMEZE IAM B, &EZ/ A CloudFormation StackSets , EE
£ AWS tRF PR ENXEM StackSet 551, EEH—F T , 5528 FH AWS CloudFormation
StackSets,

ZIRFERNFLLESE (FEA)

FLRGR—EHE  TEEREICERAEINRERFLER, ®ERESIRFERNELLMK
f, BALERBIRFER, SL4EAMASEERIRFEPHLR | FaE6E AR R FERR S 7L
ERAER, AR K SAUUERERBERESRETRBERIRFNER. KRR, ST UHE LB R
ABERNEFLIFRE,

EER— 5 TREIRSERR
ZIRFERNZEZER (ER)

ZLBHRTRARELFARTTNER , B IEFNERNAK. CTREECEARBMHE  E8E
£ o B FE P P AR SRABAE SR AR R BB UL FIS BBR. 5B AWS IRFS A —ER L2418 AWS Efl.

EAZEEGER  ceRETREZRHEARNKFNREFIATHREER, BEFLEMPBIES
IRFER  LATHTERNERIRFNESTEARESRHE,

B ZikFEREAR
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£/ CLI 2 B A

1. BABX AWS Command Line Interface

2. HEWFMFH JSON EREVER , WL ERSBENIRSEEKRA "multi-account” (i
m , my-template.json) , AR ECHERR#NEBNERE , RABEIT T create-
experiment-template %

aws fis create-experiment-template --cli-input-json file://my-template.json

EEXEOEPEDNERIER, id ROEER K ERERHELN D,

3. ¥1T create-target-account-configuration a8 % , K B ER AR IEEERE R, FHISR 2
idHHy ¥ER --experiment-template-id B8ME , K14/ EBNVLERE , RARET TS
BfE, --description BEZASE ., ABEEERFERLIE,

aws fis create-target-account-configuration --experiment-template-id EXTxxxxxxxxx
--account-id 111122223333 --role-arn arn:aws:iam::111122223333:role/role-name --
description "my description"

4. $1T get-target-account-configuration % , SAEEEUSE B ZIRFAREBHFEHEER.

aws fis get-target-account-configuration --experiment-template-id EXTxxxxxxxxx --
account-id 111122223333

5. BB EERFERER , B LABIT list-target-account-configurations T8 , EE BB IR
BRI FHERE,

aws fis list-target-account-configurations --experiment-template-id EXTxxxxxxxxx

BB A LAEAT get-experiment-template SF S REBEF RS HIE HERFERL, HAKERHEE
fItargetAccountConfigurationsCount , ZMML R ERE AR LFTHE B ERFHEBFTEL

6. EXREFEEFE  BELUEER start-experiment S HTERE K,

aws fis start-experiment --experiment-template-id EXTxxxxxxxxx
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EHERIRFERE

MREBESFIRFHNAS ARN R | BAUEHREN B RIRFERE. ELEHBRIRFER
i S2EFEKEFTMER EXNUITHER.

£/ E 5 B ZEWRF A AWS Management Console

£ https : //https://console.aws.amazon.com/fis/ BRI AWS FIS 2 &,
EEEHERD , BEEERELX

EMEREA , AREEDE. EMEREL,

EREERT  BESR 3, RERBKFE.

B B RIRFERE K RREEEHMEREL,

BESERS, REYR,

o a0k~ wbh =

5/ CLI E¥TEEIRFHRE

#11T update-target-account-configuration S TS , AEBCHWERR#NEZNVNEE. --
role-arn fl --description 28 2EAN , MRKRIE , IFEEH.

aws fis update-target-account-configuration --experiment-template-id EXTxxxxxxxxx
--account-id 111122223333 --role-arn arn:aws:iam::111122223333:role/role-name --
description "my description"”

il BR B Rk S ERE

NMRETBFTEBRIRFERE , AITTBUSEMER. EEMEREFIRFARE , AAEAEEANANITHE
RETEZIRE, ERSVRENT  EXTHIFLERIL.

£ 8 Mk B 2Rk F A AWS Management Console

£ https : //https://console.aws.amazon.com/fis/ BIRX AWS FIS £3#2 A&,
ESEERYD , BEEEREL,

EMERSEA , RAREEDE. EF.

EREEARG , BESR I, RERBEFR.

EBEIRFART , stHEEMERN B FEIRF S ARN ZEEER,
BERSERS, REYE,

I
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ERAEER

7. REASA K ARBEEFEREAS, HREBERERE @ Aupdate N RIFEEHERIA

£/ CLI MR B Rk SRS

#11T delete-target-account-configuration #9 , AIEEH S WERR##NTEEZ VL EE.

aws fis update-target-account-configuration --experiment-template-id EXTxxxxxxxxx --
account-id 111122223333
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HEIEE R

£ AWS Fault Injection Service (FIS) , &L AWS THEBHTHEIANER, ELERSEEH
AEHT , AP EE B2 EEEEEAELHTHEE, SBRETUKEFIS TREKERIEA—
REEEREEEER. BRTHERAZH |, FIS BERREMFHIERZEINEE. FIS BTEEE EventBridge
Scheduler 4 , WRKRMEEIHAl, EventBridge HEfEes R EMAREIHEESS |, WEARE—SENF
RIEFEML., BITREEREE.

/A Important

BH WERIEFEST AWS Fault Injection Service F B AWS GovCloud ( EEXREE ) #
AWS GovCloud ( E=BEIFEER ) -

&

- BUHRESAG

. RURBIE

. ENEBRIE

. EARMBERE

BUHERAS

HITHAERE AWS FIS IBE8 IAM B | LU{EEE EventBridge HEf228 8 , JA K Z Event Bridge HEf2
BSRERE FIS BEY, BRI LUSHFAIBEREZEZ AR | LI F EventBridge Scheduler 8/ FIS EERMNTE
B, THSHRRANMEIFTOEATACTEBEE , LLAFTF EventBridge BB ESR.

£/ AWS CLI B HIEsR AT
iE Event Bridge eI KREFHBRERFEN IAM €,

1. BHTHREACH JSON BK , A HFEEA fis-execution-role.json., LLEFEEAR
#F EventBridge Scheduler R REIBERZA R,

"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
.
"Action": "sts:AssumeRole"
}

2. #& AWS Command Line Interface (AWS CLI) i A T 5@ S RE ML FHH A
5, FisSchedulerExecutionRole #§ IR ALERELACGHETE,

aws iam create-role --role-name FisSchedulerExecutionRole --assume-role-policy-
document file://fis-execution-role.json

MRKY , EERITIEL

"Role": {
"Path": "/",
"RoleName": "FisSchedulerExecutionRole",
"RoleId": "AROAZL22PDN5A6WKRBQNU",
"Arn": "arn:aws:iam::123456789012:role/FisSchedulerExecutionRole",
"CreateDate": "2023-08-24T17:23:05+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"

iy

"Action": "sts:AssumeRole"
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3. BEEEVHMEEEK , LA EventBridge Scheduler WA EER , 5EER T 5| JSON |, WS HFEES
fis-start-experiment-permissions.json., TIBE LFF EventBridge Scheduler FEIL 4
WREPMABEREAfis:StartExperimentVEE, MRECRELACRIAE—BERELR , 5
# * FEEH B "arn:aws:fis: *:*:experiment-template/*" BEERSIAMN ID,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": [
"arn:aws:fis:*:*:experiment-template/*",
"arn:aws:fis:*:*:experiment/*"
]
}
]
}

4. HATT OGS REMIMBFFIBEK, FisSchedulerPolicy # MKALERMHILBRNER,

aws iam create-policy --policy-name FisSchedulerPolicy --policy-document file://fis-
start-experiment-permissions.json

MRKY , EEFRTIE@EE, FEEHE ARN, EAUET —ELZRFERA L ARN |, AR ER
ERMNBITAE,

"Policy": {
"PolicyName": "FisSchedulerPolicy",
"PolicyId": "ANPAZL22PDN5ESVUWXLBD",
"Arn": "arn:aws:iam::123456789012:policy/FisSchedulerPolicy",
"Path": "/",
"DefaultVersionId": "v1",
"AttachmentCount": 0,
"PermissionsBoundaryUsageCount": 0,
"IsAttachable": true,
"CreateDate": "2023-08-24T17:34:45+00:00",
"UpdateDate": "2023-08-24T17:34:45+00:00"

}
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ERAEER

5. T RIS , BBEREEZZENHITAR, your-policy-arn # VAR
KB ARN, FisSchedulerExecutionRole # M AHITAECNEE,

aws iam attach-role-policy --policy-arn your-policy-arn --role-name
FisSchedulerExecutionRole

attach-role-policy BEF2ERG Y LW ELE,

kEE—ESRHEL

6. BAILARHIHIRES AHMTEA R EEREN AWS FIS EREAX, filal , THEEEEFAR
B AWS FIS BB fis:StartExperiment®Fd , ERRFIHIESR[ RABITER S WERER

Purpose=Schedule,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment/*"
.
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Schedule"
}
}
}
]
}

BYERIE

HHEERCH  CEE-—NZHE  EREATHIRUAGE, EUNERAREN AWS ER ,

BMHHEIR.

BUERHE
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EREAZVR , B-T8F , AREZENUEER, RRSRCEFEQEZHEERARN. $EAKE
BHRENEE,

BREFEREXER , ARBE-AUEIEREEE. ER4EN@WAMULBEEEF,

aws 252 Services ‘ Q Search [Option+S] 2] PaN (©) Select a Region v

© s3 & Amazon EventBridge @ AWSFIS 83 CloudFormation @ CloudWatch & 1AM @ Ec2 8] AWS Organizations & Application Composer

Schedule pattern

Occurrence  Info
You can define an one-time or recurrent schedule.

’ ’ O Recurring schedule ‘

Date and time
The date and time to invoke the target.

l YYYY/MM/DD ’ l hh:mm ‘ ‘ (UTC -04:00) America/New_... ¥ ‘

YYYY/MM/DD Use 24-hour format timestamp (hh:mm) Timezone

Flexible time window
If you choose a flexible time window, Scheduler invokes your schedule within the time window you specify. For example, if you choose 15
minutes, your schedule runs within 15 minutes after the schedule start time.

Select v

Schedule state

Enable schedule
You can choose not to enable the schedule now. You will be able to enable the schedule after it has been created.

@ Enable

BFREREERAMA, I8  IREFRIERE  BESRYHE , S TSHEER,
AWS FIS EiHFiZas @ B EventBridge HFiggiz £, BUNUBEZEN T EHEHE N XM,

ERAERaEMBER

1. R AWS FIS 25,
2. EEAISEERTD  BRERELS
3. ERZEAHENENERAL,
4. B—T8F , RRETHXNFEDERGEER.

a. EHHERRET , eEBEARHE,
EHREENT |, EEUEHMEEERE.
c. HEIEERAET , BWLLERLIER A ERAVHERE | nﬁﬁﬂﬁ?ﬂ BHE,
d. EERKEXT , BELERITHEEMNER S5 5
e.
f

=

EREHEET , BRNENEE
. KRB BHNEET , BEMKBBNEE,
9. EERBBNKET , EEERBBNKED
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h. EHERMRET , R AHEER,
i. EFFAT , BEREAREAR , A%RESE FisSchedulerExecutionRole,
j. 1BE Next (FT—2%).

5. ZEEMENEIERE. RERUERRFMEN K RREZERVHRE,

EXMERIRE
CALEHRRIR , UEEEALORE B BB,
ERTRATHERAT

1. BBk Amazon FIS £ &,

2. EEBEERYD , EEFEREL,

. REERER CEVHENEREL,

4. B—TEHANWESR D, AREBEFTHRERSIER,

5. REREBFEHERMEAMNREHRE, ERMEBAHNIRE , ARR—TRAEHIR,

1= A= MR E R HERE

EFECEILERTEHEPHTIIHT , BULMEBRSEFERARE, THTREZELS 5| EEMAIER AWS E
BEAEMBREEAERHIT,

i BR =R 15 A 43 8

1. BABX Amazon FIS E£i#2 &,

2. EEEBEKT | BEBREK,

3. BEERER . CEVHENERESEAK,

4. H—TEHANER ID, AREEETHERSIER,

5

6

. RERDHFERERARBNRAHE. EERMEEBNE  ARR-TEREAEHNEE,
CHATU TR & :
a. ZEMBREERE , FRIUEAMBREREZ M EE. WA delete , RER—TRIERIEERE,
b. EEFAHE , FENFAHIERAZNZE. wAdisabled iz —TERAHFERE,
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NEZEEF AWS FIS

ZEEFEARNELAMEITHINER  XHIEFNERRE, SRS EEATSEREREER
EHE RO EERARENEFREE RN FIS BR., 28 AWS IRFHE —ER£2H|E AWS B,

HRBZERHEFELINETHER  SAFINEREFLZTHTHEESERE. BXREBNER
TEELEMAER, THSHRAENMUFBMBERARZERFEENERA.

£

- ZERHENEE

- ERAREEFIE

ZEEFRNEE

REEHETUEADIUEES,

- MREUHER | A FIS KR, REER  ReEHERSH,
. MRS ETPEBREEL , AFAFRBIER,
FReEHEYRNEREUTHIR P —ERE-R -

. BEL, MRRRERSEHESRE EERT.

- IREREERLEHECHEAKME , RIEEUE.

RELRENENITCEFLREUENER. T8 , 2RRSER B NERARNEREA B
HER.

Saftey #ZH|1REIR

Z 24|12 2H Amazon Resource Name (ARN) EBEHE R, R HETETISEH -

{1y

- R, HEZ2HEHBUES .
- KR, ERMEREARCESMEERBIERERENFTEEA,
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EHZ SRR

AHHHARA WAEN AWS FIS TRADHDTIRRE, SRARRRLILHAE,
BT S RHE

BRLMKIR T HSER | mAREIRF MEESN RS ZHRARE,

ERAEREREREERE

1. FHBAWSFIS X#£&

2. EBEHEKRYT , BEHER.

3. MREBEAZLEFE  LEEEEEREIRERE. IRRIFETHIE  ASHBRLTLES
o

£/ CLI R =22 HE

ERATHGS :

aws fis get-safety-lever --id "default"

ZEEFEATUER T I E R —ERE -

- FR-ZEEFETEXEFIMNER, BERULIBHIANT. ARFERT , KLEHESHUHEE,

- SR -ZEEFREERIBBELASHE, AJeNARMKREFLNER, ERIWRER  BE8F%S
HIE,

* Engaged - Z2 B FIRERERADMRE , BEREEREEHNT. EAESERLEFRESERBHN
MERSEEUR,

ERREEFE

£/ FREAEZERHEED

1. BARXAWSFIS £#A
2. HEEEHKD  BEER.
3. EEEFILMEERRHE,
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4. WARZ2EFEEDHNERE,
5. BIERR.

£/ CLI SREZR £ H#E

- FEATI oT. FALECHEEEANRRRNM,

aws fis wupdate-safety-lever-state --id "default" --state
"status=engaged, reason=xxxxx"

FRESEHE
EAEBARKRESEHIE

R AWS FIS X2 &
HEEERTD  BEER,
BERRT BT RE,
BABRZEEFENERR.
EERR,

o b w0 Dd =

5/ CLI BBREZ =B HIE
- FEATHGS:

aws fis update-safety-lever-state --id "default" --state
"status=disengaged, reason=recovered"
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Bty AWS FIS B &

& O] LAME A T %) T B3R EE$E Fault Injection Service (AWS FIS) AWS ERH i E ML,

AWS FIS £#Z & AWS CLI

£/ AWS FIS £ A AWS CLI REBRHTHERNWEE., EUUREAERTESEBIENME ,
LR SEBIENER. MEFHMEA , 552/the section called “HEEHNER",

CloudWatch FAAEEEZEME R

£/ CloudWatch AERERREMEHNIEFY ERAEN T R4, AWSFIS AZIEEHEZ AWS
RIEELEE, BUUREER , EENAERIRBEESREER. UHKFREA , F2REAR
CloudWatch E5i% ,

B AT LA ST CloudWatch BRI A AWS FIS BERENFILRY  ZBEREXERMEELR
R, BRERK K BRSEFEL. NEFAEH A6 FSRELEH. WHEEIL CloudWatch BRH
&R , 52E (Amazon CloudWatch A EIERE) PHRIRFERERE Y CloudWatch &
RMREEEEHZET CloudWatch CloudWatch 7R, Amazon CloudWatch

AWS FIS BEs &

RAERBFLE , MEERITHENERNFMAEN. NFEFMER  F2H BRI,
BERIREREEHS

Amazon EventBridge I BZ BB EIERMBH I EREE, AWSFISEEERRESERZHE
H, ZulALBREBNEHEYRARE  EEESHASRAARERIN BB EE, fln , ExEXH
Z Amazon SNS FEZ WA Lambda BHE ., MFEFMEENR , FSRB A EventBridge Ei#%,

CloudTrail B

£/ AWS CloudTrail 2R#EEVEf AWS FIS API B HEVFFILEEFMHERA , YA EFEE S Amazon S3
FH BFEER. CloudTrall B AEHMITERNERICHKY R APIs ZHAFFW, SAIUERELE
CloudTrail BESHR¥IGRE 7 BRLrPAY, RHEFUAYRIR IP ik, REFUNHASRKEES.

AWS B {EAR B4R ZRARE A
AWS Health I &R T AEEIFMAEE , Uk AWS IRBAIRFHATAYE. EXREHBERE , AWS

FIS €@ AWS EEREBERRZHEN, BASESERFINERSESBALE  Hhag
ERTEEANER K SEZRFER., E8E aws:ssm:start-automation-execution®
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SHECEHENZIREFERaws : fis:wait T EREEH. ARAFERNACHWIEEEREY
ESEENERT. BEH -3 T AWS Health Dashboard , 5528 (AWS Health FEH &g
) FH AWS Health Dashboard,

® Note
AWS Health 88 h XS4,

£ Amazon CloudWatch E5#2 AWS FIS AEIEE

Al LA{#EF Amazon CloudWatch REE#2 AWS FIS ERRY B ENSEE, B a LA B AWSFIS A

=,
MERBERRENHAET , F20 HELHER.
B AWS FIS BB

EIERHRE AWS FIS EEEF |, 5535l CloudWatch 161 , fARBHIEREEERERNERES "BE
MREE, . FRERR , B EREBEREEAEN 2 BEMN CloudWatch 151,

M AWS FIS X482 B EERERN TA CloudWatch SEENFHEET , FBHTIAS |

£ CloudWatch EEREHE1TIEEE

« Amazon ECS CloudWatch 1E#&

- £/ CloudWatch E5# Amazon RDS 51&
- fE A CloudWatch EEfEHTan S IEE

AWS FIS HE1E&E

O LAEA CloudWatch FEREREMHEIIRFNERAETRE, FHELIEE , L CloudWatch
RANERHEEBLE N REERAMT

AWS FIS FBEBRHEE AWS lREEHE., BLREET , £ 4N A BRI REERER R HE TR,
#FE CloudWatch B REVFEME , 588 Amazon CloudWatch & 15/,

AWS FIS &7 AWS/Usage fr & ZE B &M T SIEE,
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BE iR
ResourceCount TBHIRFHREEHITHREERES, ERHEHE
BEMBEBNHEEESR,

TOHERRNEE AWS FIS BN ERER.

i3 R
Service e BRAWS WEREETE, ¥R AWSFIS A

BER , LLEENESR FIS,

Type EERENERER, Bar, AWSFIS AER
ENHE —BMEA Resource,

Resource EEHTHERER, AIsER{EEXperimen
tTemplates EANBREZR , LU
FActiveExperiments FEIEE.

Class HHESREHBEEER.,

£ Amazon EventBridge E5#% AWS FIS E&

EERREEFR , AWSFIS @R HEA, ELBEANEER Amazon EventBridge ( ERIEA
CloudWatch Events) iR E#1EMt. AWSFISBESRAB IR EELEH., SHSLEAARNA
IEEZ EventBridges

£/ EventBridge , A BUE U BB REXRFTEMFLA LI EEMHAVR A, Hlan , BT AERERIY SNS =
BUBEETEHAEMNARA , SHFW Lambda BB EABRE— LB 1F,

MEHF EventBridge WIEFHIE , 552E (Amazon Eventbridge £ &ER) H# Amazon
EventBridge AF9,

T RERRESEEHMGE

{

"version": "Q",
"id": "12345678-1234-1234-1234-123456789012",
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ERAEER

"detail-type": "FIS Experiment State Change",

"source": "aws.fis",
"account": "123456789012",
"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "region",

"resources": [

"arn:aws:fis:region:account_id:experiment/experiment-id"

"experiment-id": "EXPaBCDlefg2HIJkL3",
"experiment-template-id": "EXTalb2c3de5f6g7h",

"new_value",
"reason_string"

"old_value",
"reason_string"

1,
"detail": {
"new-state": {
"status":
"reason":
},
"old-state": {
"status":
"reason":
}
}

experiment-id

RECEERNER D,

experiment-template-id

BEREHANERSEZS D,

new_

value

BERAVFTIRE, WEEMT

old_

completed
failed
initiating
running
stopped
stopping

value

BEERR ek, WREEMT

f§ /A EventBridge E5i%
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* initiating
* pending
* running

+ stopping

AWS FIS HWEBREC &%

18 0] LAE A B R AT SR R EN AR B AT BF RV SRR B AL

LEERBHESEAFENGEREBBNRAINERBFLRENER., UEFHEF  F2E
Amazon CloudWatch EE (ENEAE. BF. B&LEAFET ) M Amazon S3 EE,

5T A

BART AWSFIS 351 , ## BFExZARENEEBFENH, MEFHMBENA , F2H

{Amazon CloudWatch Logs £ &Em) FHUATAZR :

« {&IXZE CloudWatch Logs #Y H &
« {E3%ZE Amazon S3 WY Bt
HESEBER

UTRAREREHENEREZR. BNEBIERREA 2, WiMdetailsBURR B
fElog_type. HM{iresolved_targetsBURM W{Etarget_type. MEFHMEF , FSBthe
section called “H FEFC & 51",

"id": "EXP123abc456def789",
"log_type": "experiment-start | target-resolution-start | target-resolution-detail
| target-resolution-end | action-start | action-error | action-end | experiment-end",
"event_timestamp": "yyyy-mm-ddThh:mm:ssZ",
"version": "2",
"details": {
"account_id":"123456789012",
"action_end_time": "yyyy-mm-ddThh:mm:ssZ",
"action_id": "String",
"action_name": "String",

BEERLHE 217


https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/s3/pricing/
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"action_start_time": "yyyy-mm-ddThh:mm:ssZ",
"action_state": {

"status": "pending | initiating | running | completed | cancelled |
stopping | stopped | failed",
"reason": "String"
I
"action_targets": "String to string map",
"error_information": "String",

"experiment_end_time": "yyyy-mm-ddThh:mm:ssZ",
"experiment_state": {

"status": "pending | initiating | running | completed | stopping | stopped
| failed",
"reason": "String"
I
"experiment_start_time": "yyyy-mm-ddThh:mm:ssZ",
"experiment_template_id": "String",
"page": Number,
"parameters": "String to string map",
"resolved_targets": [
{
"field": "value"
}
1,

"resolved_targets_count": Number,

"status": "failed | completed",

"target_name": "String",

"target_resolution_end_time": "yyyy-mm-ddThh:mm:ssz",
"target_resolution_start_time": "yyyy-mm-ddThh:mm:ssZ",
"target_type": "String",

"total_pages": Number,

"total_resolved_targets_count": Number

R A {5t

- B2MHEE -

« target_type 1L M Fi&resolved_targetsHu it ARNs BEEEAYHE
B, resolved_targets ¥HHNERBUBURRA W{Etarget_type , ERBENEREE,

o #Fi®account_idMIMY action-errorf target-resolution-detailEH4EHL,
o 51 RERDBRA,
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ERAEER

B &5 B Ryt

AWS FIS XE# ARFXNETSI B

« Amazon S3 f#z T8
+ Amazon CloudWatch Logs H&6EH#H

Lj-llll-

S3 BEXf

AAEEEE TIVE,

=11

bucket-and-optional-prefix/AWSLogs/account-id/fis/region/experiment-
id/YYYY/MM/DD/account-id_awsfislogs_region_experiment-id_YYYYMMDDHHMMZ_hash.log

REFREESENRE , BRI EXNTERETRE,

CloudWatch Logs H#&&33{¢

HRHERXNERA /aws/fislexperiment -id B B &7

AREERE - HEANXNE B RRA,
H #5AC 8% 50 51

AT BERE#GERRY EC2 $1T{EEE L3117 aws:ec2:reboot-instances B #E 2 B & Ay #1451 B 5550 8%,

AOE%

* experiment-start

target-resolution-start

* target-resolution-detail

 target-resolution-end

* action-start
* action-end
* action-error

- BRER

experiment-start

BB
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ERAEER

LR Rexperiment -startEH4H E145I50 8%

"id": "EXPhjAXCGY78HV2a4A",
"log_type": "experiment-start",
"event_timestamp": "2023-05-31T18:50:4572",
"version": "2",
"details": {
"experiment_template_id": "EXTCDh1M8HHkhxoaQ",
"experiment_start_time": "2023-05-31T18:50:43Z"

target-resolution-start

LA Rtarget-resolution-startE#H M EHIEE 8%,

{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "target-resolution-start",
"event_timestamp": "2023-05-31T18:50:45Z2",
"version": "2",
"details": {
"target_resolution_start_time": "2023-05-31T18:50:457",
"target_name": "EC2InstancesToReboot"
}
}

target-resolution-detail

LT Rtarget-resolution-detail EHMEHIFE . R BEMMTKREK

error_information 1,

"id": "EXPhjAXCGY78HV2as4A",
"log_type": "target-resolution-detail",
"event_timestamp": "2023-05-31T18:50:457",

"version": "2",

"details": {
"target_resolution_end_time": "2023-05-31T18:50:45z",
"target_name": "EC2InstancesToReboot",
"target_type": "aws:ec2:instance",

AREtEaEs

B FSRCExE Bl

220



AWS Fault Injection Service EREEmR

"account_id": "123456789012",
"resolved_targets_count": 2,
"status": "completed"

target-resolution-end

MREEET ALY , ikt EEE error_information M. MR total_pages KR 1, IS
WHWEEEEEB —FRHEN KPR, EEHMIEHACH NN BZEtarget-resolution-end®
ERE =

LAR 2 EC2 BhfEtarget-resolution-endE 41 &5 8%,

{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "target-resolution-end",
"event_timestamp": "2023-05-31T18:50:452",
"version": "2",
"details": {
"target_resolution_end_time": "2023-05-31T18:50:46Z",
"target_name": "EC2InstanceToReboot",
"target_type": "aws:ec2:instance",
"resolved_targets": [
{
"arn": "arn:aws:ec2:us-east-1:123456789012:instance/
i-0f7ee2abffc330de5"
}
1,
"page": 1,
"total_pages": 1
}
}

LA 2 EKS BEifftarget-resolution-endSE 4y €515 8%,

"id": "EXP24YfiucfyVPJIpEIn",

"log_type": "target-resolution-end",
"event_timestamp": "2023-05-31T18:50:457",
"version": "2",
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"details": {
"target_resolution_end_time": "2023-05-31T18:50:46Z",
"target_name": "myPods",

"target_type": "aws:eks:pod",
"resolved_targets": [

{
"pod_name": "example-696fb6498b-sxhw5",
"namespace": "default",
"cluster_arn": "arn:aws:eks:us-east-1:123456789012:cluster/fis-demo-
cluster",
"target_container_name": "example"
}
1,
"page": 1,
"total_pages": 1
}
}
action-start

LA FRaction-startEHmEHIEEHE. NRERSXNISEE BENZE , AIRKBESES

parameters i,

{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "action-start",
"event_timestamp": "2023-05-31T18:50:56Z2",
"version": "2",
"details": {
"action_name": "Reboot",
"action_id": "aws:ec2:reboot-instances",
"action_start_time": "2023-05-31T18:50:567",
"action_targets": {"Instances":"EC2InstancesToReboot"}
}
}

action-error

LT Raction-error 4 WAl #k. RBEEDFRAUE , TEELLEHN. SHEBFERRNE
Bk S EE,
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"id": "EXPhjAXCGY78HV2a4A",

"log_type": "action-error",
"event_timestamp": "2023-05-31T18:50:56Z2",
"version": "2",
"details": {

"action_name": "pause-io",

"action_id": "aws:ebs:pause-volume-io",

"account_id": "123456789012",
"action_state": {
"status": "failed",

"reason":"Unable to start Pause Volume IO. Target volumes must be attached

to an instance type based on the Nitro system. VolumeId(s):

}

action-end

LT Raction-endE 4 E B2,

{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "action-end",
"event_timestamp": "2023-05-31T18:50:56Z7",
"version": "2",
"details": {
"action_name": "Reboot",
"action_id": "aws:ec2:reboot-instances",
"action_end_time": "2023-05-31T18:50:56Z",
"action_state": {
"status": "completed",
"reason": "Action was completed."
}
}
}
BRER

LA Rexperiment -end S 4 i & 550 8.

"id": "EXPhjAXCGY78HV2a4A",

[vol-1234567890abcdef0]:"
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"log_type": "experiment-end",
"event_timestamp": "2023-05-31T18:50:57Z7",
"version": "2",

"details": {

"experiment_end_time": "2023-05-31T18:50:57Z",
"experiment_state": {

"status": "completed",

"reason": "Experiment completed"

RR BB EC 8%

EREEERAEFA. EEERERNERAS  ZXARCRATENERELAEVER, 5K
BITREACALENARATANCHENENENERE , RMNSEEERRRESEE L BN BFER
I, BERHNTFEE 15,

EREEARMARRR &

1. 7£ https : //https://console.aws.amazon.com/fis/ BIRL AWS FIS &,

2. EEEBEERP  BEEREGL,

3. ENMERSHL K ARBEFEDHE. ENEREL,

4. AR , REBMMEE, EEFAFEEE S3 REAEFETR |, FHEEMEIEAZE Amazon S3 f#
iR  ARBARETEEBNTE. EEKBFHEEZE CloudWatch Logs , FEEEEIXE
CloudWatch Logs , A% & A HEEE A,

5. BREEMEREL.
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FRERICH
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3. EMEREL , ARBEDF. ENEREL,

4, HRBEF , BBREZEZE Amazon S3 f#ZEr BB M EIX = CloudWatch Logs.

5. EEENEREL,

5 FRERMCH AWS CLI

{# A update-experiment-template iS5 EZE B H 54048,

fE A 524% API A4 AWS CloudTrail

AWS Fault Injection Service (AWS FIS) B8 4 AWS CloudTrail , SLIRIEIRHERE. BB AWS
FIS B AWS BRIGFTEREXENERYFC#%. CloudTrail 4§ AWS FIS WPTE API EILEEER A4, #EELAY
AL $E FIS AWS AR | SARY AWS FIS APl 2ENBERBFW, MRERIHFER , BT
LARRA CloudTrail EH#FERHE Amazon S3 f#7riE , B3 AWS FIS =4, EMEERREREE
B, AR LUER CloudTrail ERAPNEHEREHBRIEZHEH. F£A CloudTrail KENESR ,
WO LK ETES AWS FIS 1R EMIGER, BHFERW IP ihuk, BEFBROWAE, BHBERWEE , UK
HFHEA

EE#—5 7 # CloudTrail , 28 "AWS CloudTrail fEEH &M -

£ CloudTrail

BUWRFE AWS IRF B |, 889 &R CloudTrail, E5EBNfE AWS FIS FE4r | ZTBSHE
£ CloudTrail B4/ |, UREHBE P EEFFHNEMRKE AWS E4, BAILE FRE, ESATH
RIENEMH AWS IRF, MFEFHMEN , F28 (FEH CloudTrall SHEELRRHRIEEMH) https://

docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html,

B RIHERE FEM AWS IRF | 218 AWS FIS WS4 |, FFEIIER, #R%EERE CloudTrail # B
BRI E Amazon S3 7T, BIBER  EGEIRAPEVERE  EMEEAEME AWS
EfE. EHtEicE AWS FEIBFAAE BENSEH , Wi BFERINEEIEERN Amazon S3 # 78T
B8 UeHh  EEBERTEE M AWS BREE , BUE—ZF 54 CloudTrail B WA E4E R I0H ELERET
B, MEFMEA , F2ETIRE .
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CloudTrail &52#FFHE AWS FIS B){E , Wi E%7E AWS Fault Injection Service APl 2Zmh, HRTEH
EERLLATHEREE  BFREEEERZRKEN API Z2E X4, flan , InFEFE Amazon EC2 #1T
EI88 L3 ITHEIME | 528 Amazon EC2 APl 8%,

B-SSEMHUAREXRNSLSELFRENETA. FoEATHEEHE T5IEE !

« R REEERARIEAERER L.
- REZFERE , RECATREACIBMSE I ERENERRZLEBR.
- ERETHHEM AWS RIREH,

MEFHMEN , 528 CloudTrail userldentity T3,
T AWS FIS BFERERIEH

EMtE—EEHRE  EEEHUAFERNERARMSRZRIEERN Amazon S3 f#FEF 8, CloudTrail B&E
EREGE—HZEAFER, —ESHAEMRFREME—FER , XITESHEREIE. BFRWB PG
B, BFRBEEEA. CloudTrail BFEILIEMANE API FEILAHBEMHEF |, R RS LUERSEIE
FHE,

LUR 2P AWS FIS StopExperimentEEHR) CloudTrail B8 B &4,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:jdoe",
"arn": "arn:aws:sts::111122223333:assumed-role/example/jdoe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/example",
"accountId": "111122223333",
"userName": "example"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2020-12-03T09:40:427",
"mfaAuthenticated": "false"
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}
}
},
"eventTime": "2020-12-03T09:44:20Z2",
"eventSource": "fis.amazonaws.com",
"eventName": "StopExperiment",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.51.100.25",
"userAgent": "Boto3/1.22.9 Python/3.8.13 Linux/5.4.186-113.361.amzn2int
Botocore/1.25.9",
"requestParameters": {
"clientToken": "1234abc5-6def-789g-012h-ijklm34no56p",
"experimentTemplateId": "ABCDE1fgHIJkLmNop",
"tags": {}
},
"responseElements": {
"experiment": {
"actions": {
"exampleActionl": {

"actionId": "aws:ec2:stop-instances",
"duration": "PT10M",
"state": {
"reason": "Initial state",
"status": "pending"
},
"targets": {
"Instances": "exampleTagl"
}
},
"exampleAction2": {
"actionId": "aws:ec2:stop-instances",
"duration": "PT1OM",
"state": {
"reason": "Initial state",
"status": "pending"

I

"targets": {
"Instances": "exampleTag2"

}

}
},

"creationTime": 1605788649.95,
"endTime": 1606988660.846,
"experimentTemplateId": "ABCDE1lfgHIJkLmNop",

.x86_64
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"id": "ABCDE1fgHIJkLmNop",
"roleArn": "arn:aws:iam::111122223333:role/AllowFISActions",
"startTime": 1605788650.109,

"state": {
"reason": "Experiment stopped",
"status": "stopping"
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:example"
}
1,
"tags": {3},
"targets": {
"ExampleTagl": {
"resourceTags": {
"Example": "tagl"
},
"resourceType": "aws:ec2:instance",
"selectionMode": "RANDOM(1)"
I
"ExampleTag2": {
"resourceTags": {
"Example": "tag2"
I
"resourceType": "aws:ec2:instance",
"selectionMode": "RANDOM(1)"
}
}
}
I

"requestID": "labcd23e-f4gh-567j-k1lm8-9np01q2341r56",
"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"

T AWS FIS AFFERIEE

228



AWS Fault Injection Service EREEmR

AR =2 APl B1ERI €845 CloudTrail BFEIEE , A3 & AWS FIS aws: ssm: send-command AWS
EEERN —HoMFAA. userldentity tRERMEBRTACHESHNEREAERMEL
MEER, BENACEBEHER FuserName, EERH ID EXP21nT17WMzA6dnUgz & HIRTE
i, principalld¥ i AEBEAEH ARN H—EB%,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROATZZZ4JPIXUEXAMPLE:EXP21nT17WMzA6dnUgz",

"arn": "arn:aws:sts::111122223333:assumed-role/AllowActions/
EXP21nT17WMzA6dnUgz",

"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROATZZZ4JPIXUEXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/AllowActions",
"accountId": "111122223333",
"userName": "AllowActions"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-05-30T13:23:1972",
"mfaAuthenticated": "false"

}

},

"invokedBy": "fis.amazonaws.com"
},
"eventTime": "2022-05-30T13:23:192",
"eventSource": '"ssm.amazonaws.com",
"eventName": "ListCommands",
"awsRegion": "us-east-2",
"sourceIPAddress": "fis.amazonaws.com",
"userAgent": "fis.amazonaws.com",

"requestParameters": {

"commandId": "51dab97f-489b-41a8-a8a9-c9854955dc65"
b
"responseElements": null,
"requestID": "23709ced-cl19e-471a-9d95-cf1la@6b50ee6",
"eventID": "145fe5a6-e9d5-45cc-be25-b7923b950c83",
"readOnly": true,
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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ERMEMEZ AWS FIS TIReRET TIFE | BrIsEFERHEANET T, THREFIFFTNEES X T8
EEER SR RIERNFTA,

REEES - MRBEATEE AWSFIS EiR , BuJ6eEE AWS FIS WREBEEE, EHNEEEY
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B BRE

EOBRBELAWS FAEIBREANAR, BHXALLAWS IRERFERES D, IAMERES D
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BRI LAERA AWS CLI 5 AWS API FEIEVRREEAER, R, B UFERAELEEREAERRE
HLAWS, AWS BERLBHEELBREAER K MIAREARBENRES®R, WEFHASH  F28
IAM RV E L2 BE.

AWS FIS B RIS EBEF A
TIEEEFETERE (FAS) : 2

EREA IAM EFRERACRE PETEER AWS , BEHRAERTEA. CARLRKR SRS
BITEEEE , EMETRBRBEPREE S —@EFE. FAS FERAMFN WEFEAFFT AWS R , F&
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AWS BR#% FERE TERBREFER. IRERBRIFERE M AWS RF = BERE B RETRHY
ARE , TERE FASHER. BERIERT , ELEEFATEMEDFENFTA, WHFERE FAS FRE
HBCRFMER  F2EEREMTFEEE,

AWS FIS RIS A E
TERBAE 2

REAGRREETN AM A€  ATREMTEE, IAM EEE LR IAM RE, 18R FN M BRIRKE
A, MEFHMEENR , #F20 (AM FAEEE) RPWEIAGLERTIESR AWS Ri%,

AWS FIS RIS EFZE AR

XERBEFAS 2

BREFACREGE N —EREAE AWS . BB TURERAREATHENAR. RIEHERS
AESHRELEN P AWS IRF |, YHREHE. IAM EEEAURE  EFERERTEEAEHN
AT,

MERIRER AWS FIS RIFEFAGHWFMET , 28 £/ Fault Injection Service AWS I R
BEEAE,

AWS Fault Injection Service B3 &l

RIBTER , FAENACKREEINSIEN AWS FIS ERMNEFT, It LM AWS Management
Console, AWS Command Line Interface (AWS CLI) 2 AWS API R#1TEH. EERFHERAEHE
FFEERAITEENT , IAMBEETLET IAM BER, RE , EEETLE IAM BERHEBEA
B, FAEERRTELAE,

WNEE T MR fE RIS L8 JSON BRI IAM B 2R BER |, F2H (AM EREERE) FHE
M IAM BUR (£ 8).

WE AWS FIS EEMEENEREENFMEEN S ESEEREEMN ARNs B |, F2H (RER
#2£E) F/ Fault Injection Service AWS W EIE, ERMIEHEZESIE,

Sk

- BRREER

- E36I . BEF AWS FIS =824

- EI6I : SIHATA/ AWS FIS B
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AWS Fault Injection Service AR
- Hifl . AR EBEEVEREL

- Ei5)  ARER

- 56l FRAEREIERAE

- 5100 MBREAREERNERER

- 6l AFERAEREMMABE ST

- £l . A NIRHEZERESIE ec2:InjectApiError

- B34 : FH WEHZESI8 aws:s3:bucket-pause-replication

HRREER

BOEBREHESRFINEBASREAINEY, FHEMER AWS FIS BiR. ELBERRER
IR AWS IRFEAEA. ERRYSRES 7 EBERE , FEE T EIRERER

- BHBEAAWS SERRLBORKEERTT - EERBRBTIRTFENERAENIEES , BEA
BHFARFHZERFEARMN AWS ZEHR., cPUESEN FEHA AWS IR, BFIRBREESE
BERFERARG AWS WEFSERXR , ME—SSRELDHT. WEEZEA , FSHE IAMERERE
EHE AWS SEBSRREERAENAWS ZEBER.

- EAREHERT - 5RE IAM RN AK  FERTHTERAFTNTT. KERLBEN , B9
QESRERERGTIUBEREERRDNEFE K ELBAREERFTT. WFEEA IAM ERFFA
MEZHBER , F2H IAM ERAEERERH IAM P BERAFF A,

- £A 1AM BER PR E— D IREIFEE - SO REFTIEEREE | URHIEBENERNFE.
flan | BAILARBEBERRY , EEXEMEA SSL BEFTAER R, MREBIE Sl FHRKEE1E
AWS BR#E , &t 7] LA R4 2R 2 F HZEUE AWS CloudFormation, IIEFMET , 5F52E IAM
ERAEREPH IAM JSON BEETE © Hf.

M IAM Access Analyzer B IAM BUR |, HRFFAI 22 B o] IE E1E4E - IAM Access Analyzer B
BHBEMBAEER |, BRELBERER IAM BUREES (JSON) 1 IAM HRIEEH ., 1AM Access
Analyzer {2/t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
A, ESE (AM EAEERE) PEER IAM Access Analyzer B2 58 B,

- FESFERRTE (MFA) - MRZHNRFITE IAM FHES FHRERAE AWS 1RFE |, BRI
MFA BURE R £, MFEMFU AP HEFERER MFA | 551§ MFA fRHE5T8EEMBER, W
FEHMET , B2 (IAM EAEIEE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.htm|$ #3&i8 MFA BIZ £ AP| ZHL,

mE IAM FREBBWAMER , FSMH AV £AEEEFRN AV ZEREEY,
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£ . £ AWS FIS £#2A&

£ EZH AWS Fault Injection Service 124 , B4 BHEE —HREHF T, ELFTLEARHFEYIHH
B8 AWS FIS ERMEEHERA AWS IRF, MRZLEILBEANEFITEREKNE D HBE | 8
HREERBENER (FREIAR) ME , TRAEMNELNFEEE,

HAERW AWS CLI S AWS API I E |, BTFTEERHFREXEZEAHT. k2 , REAHFFILAF
EMMERMNTZ AP BIENEBERTTLT

THIEHBERRFEFAI , SAER AWS FIS T2 A FIHMMRIBFFE AWS FIS BiR , EREEEIML., EH
FMERELER. TERTHA , UIRRETUEEREARFIEENFIA AWS FIS BIEFTER N AT A
ﬁj AXe]

"Version": "2012-10-17",
"Statement": [

{
"Sid": "FISReadOnlyActions",
"Effect": "Allow",
"Action": [
"fis:List*",
"fis:Get*"
1,
"Resource": "*"
1,
{
"Sid": "AdditionalReadOnlyActions",
"Effect": "Allow",
"Action": [
"ssm:Describe*",
"ssm:Get*",
"ssm:List*",
"ec2:DescribeInstances",
"rds:DescribeDBClusters",
"ecs:DescribeClusters",
"ecs:ListContainerInstances",
"eks:DescribeNodegroup",
"cloudwatch:DescribeAlarms",
"iam:ListRoles"
1,
"Resource": "*"
I
{
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"Sid": "PermissionsToCreateServicelLinkedRole",
"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",

"Condition": {
"StringEquals": {
"iam:AWSServiceName": "fis.amazonaws.com"

4 - HIH AR AWS FIS BiE

THBRRTEFE , AFIH AT AR AWS FIS BifE.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fis:ListActions"
1,
"Resource": "arn:aws:fis:*:*:action/*"
}
]
}

g6 AR EDFEELEREL

THBERE T , LB EF MBS RNaws: ec2:stop-instances.,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"fis:CreateExperimentTemplate"
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]I

"Resource": [
"arn:aws:fis:*:*:action/aws:ec2:stop-instances",
"arn:aws:fis:*:*:experiment-template/*"

]
iy

{
"Sid": "PolicyPassRoleExample",
"Effect": "Allow",
"Action": [
"iam:PassRole"

1,
"Resource": [
"arn:aws:iam: :account-id:role/role-name"

4 - FARER

THBERBRFEREE AM AENEREAMBERNGT T, CEAF AWS FIS KRERFEAEBEIRKE
EREAG, MEFMER , FSBEH Fault Injection Service AWS B RFSE#E A€,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"fis:StartExperiment"
1,
"Resource": [
"arn:aws:fis:*:*:experiment-template/experiment-template-id",
"arn:aws:fis:*:*:experiment/*"

"Sid": "PolicyExampleforServicelinkedRole",
"Effect": "Allow",

"Action": "iam:CreateServicelinkedRole",
"Resource": "*",
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"Condition": {
"StringEquals": {
"iam:AWSServiceName": "fis.amazonaws.com"

g4 ERERRFERAE

TIHHRERTFREAER WERALHITERNFFTPurpose=Test, EFRER TR IIENEERE
AHEFFR , REAREEERBNBARANTER

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Test"
}
}
}
]
}

g MERERFERBRNEREXR

THBEREFFH , URBRERA NWEREARPurpose=Test,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fis:DeleteExperimentTemplate"

]I

BrREf) 250



AWS Fault Injection Service

ERAEER

g5

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Test"

 RAHEAERRAEME ST

e fIE REMAREIYBER |, FF IAM EAERREERIBMHEAES I NARRZERR, WEE

SerEIEAHEH H AWS CLIAWS AP UEBRETHARTR I EENEFT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"jam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
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"Resource": "*"

#H - A WIEGESIE ec2:InjectApiExror

THEFIHEMEA ec2: FisTargetArns REZRSIRBREH B EERNEE, LBER A AWS
FIS B)fE aws:ec2:api-insufficient-instance-capacity-error#l aws:ec2:asg-
insufficient-instance-capacity-error,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "ec2:InjectApiError",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"ec2:FisActionId": [
"aws:ec2:api-insufficient-instance-capacity-error",
1,
"ec2:FisTargetArns": [
"arn:aws:iam:*:*:role:role-name"
]
}
}
},
{
"Effect": "Allow",
"Action": "ec2:InjectApiError",
"Resource": "*",

"Condition": {
"ForAllValues:StringEquals": {
"ec2:FisActionId": [
"aws:ec2:asg-insufficient-instance-capacity-error"

1,

"ec2:FisTargetArns": [

"arn:aws:autoscaling:*:*:autoScalingGroup:uuid:autoScalingGroupName/asg-name"

]
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ERAEER

}
1,
{
"Effect": "Allow",
"Action": "autoscaling:DescribeAutoScalingGroups",
"Resource": "*"
}

&5 A WIRHESI$ aws:s3:bucket-pause-replication

THEHIBFEFER S3: IsReplicationPauseRequestifH 3R A|
# , GetReplicationConfigurationR1E AWS FIS EifE WARFEH AWS K5
PutReplicationConfiguration®l aws:s3:bucket-pause-replication,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"S3:PauseReplication”
1,
"Resource": "arn:aws:s3:::mybucket",
"Condition": {
"StringEquals": {
"s3:DestinationRegion": "region"
}
}
},
{

"Effect": "Allow",
"Action": [
"S3:PutReplicationConfiguration",
"S3:GetReplicationConfiguration”
1,
"Resource": "arn:aws:s3:::mybucket",
"Condition": {
"BoolIfExists": {
"s3:IsReplicationPauseRequest": "true"
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},
{
"Effect": "Allow",
"Action": [
"S3:ListBucket"
1,
"Resource": "arn:aws:s3:::*"
.
{
"Effect": "Allow",
"Action": [
"tag:GetResources"
1,
"Resource": "*"
}

A Fault Injection Service AWS WIRIGEFE AR

AWS Fault Injection Service £ AWS Identity and Access Management (IAM) fRi5E#E A, R
ERACREZERE AWSFISHE— IAM AGEH, RKERKACRH AWSFISBELAER , 38
ZRBAREFWUEMM AWS REFFENFIEHF T,

BHEFEAGAREEERBIRE AWSFIS, RAGTREFMELENFAIREEERNVERMN
ER#EE, AWSFIS EERHRKEFAGHNT , RIZEER , BRIRE AWSFIS AJLUEEH
A, EENATIREERENFFIBR , EXFTUBCREENMERM IAM B,

BRTYBRBERZARZN  LEXARBE IAM AR , BRFHFIREREEERILPIEERBENE
Iﬁo Zzu n¥%ﬂ1§nﬂ nﬁ e BﬂAWS FIS ;%‘AE’J IAM ﬁ@:

BAASTMBREEN ER , TRMBREKERZAE, EREBELN AWSFIS R , RAZTET MO
BRENERNFTT,

AWS FIS BRI ERE AT
AWS FIS EFH & A& AWSServiceRoleForFIS RIS ERZ AR L BTUEENEEERNERNEREE,

AWSServiceRoleForFIS R EFAREE T IRKETZAE

e fis.amazonaws.com
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AWS Fault Injection Service EREEmR

AWSServiceRoleForFIS fREEZE A EFEA ZEBEEK AmazonFISServiceRolePolicy, LthBER A
FAWSFIS EHERNEZRMNERRE, NEFMAER K F2H (AWS ZEBKRSE) BW

AmazonFISServiceRolePolicy.

BABRRERST , IAMER NFEAE, #HESAR®) T WEY, REIMEBRBREELEAR, ZEERI
#3I AWSServiceRoleForFIS fRI&EF AR | B F/H AWSFISH IAM B9 S BEEBXLEMNFT,
EERFLENT , B TIHBEREREE IAM B2

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "fis.amazonaws.com"
}
}
}
]
}

WEFMES , F2H IAM ERAEERPHEREEEA G,

B AWSFIS iR EFE AR

BAEEFHEYT —ARKEZL AR, EEE AWS Management Console AWS CLI, 5 AWS API &
FXE) AWS FIS EEREF , AWSFIS BAZBRIREERLAE,

EERRBRLEBEEEAE  2REERREY UL ERFYEAHEEFENELAR, EEKE
AWS FIS EElF |, AWSFISEBXALERIRBEZAR,

W& AWS FIS WIRBERZEAE

AWS FIS F A FF 8 4wEE AWSServiceRoleForFIS R E#E AR, RAESEER T2 ZRBEER
At MUGELIEEBEVAGCEEEAGEHE, AM , BuUEH IAM RiFELAER, MEFME
A, EZE TIAM EAEER, WREBREEZAE,
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Bk AWS FIS HERIEEZAE

EETBEAFTERBEGACHIIERRE , RAZRERHERZAC, -, ERRIEREDE
BEHEENARERAER. AW, EFDRERBRBELGACCH , ELALBTRER.

(® Note

R AWS FIS R ELRERERERFEAAE , AFERIUEEAH, BHEBERRE
FHOEERYBRERIRE,

3
%

& B AWSServiceRoleForFIS A AWS FIS &R

b

AEE B AR BHTRENER. NEL4E  FELENER, NFFEES K F2RELER.

£/ IAM FERREEESAE

£/ IAM £$2& AWS CLI, = AWS API 3Bk AWSServiceRoleForFIS RIS EFEA®, MHFME
A, FSHE TIAM EAEER. PRREREREEES G,

AWS FIS R EF AT BN ESE

AWS FIS XEEMERERBNESPEARBELZ AR, WEFMBEN , 528 AWS Fault
Injection Service i 2 M ELEE

AWS Fault Injection Service AWS By ZEHX

AWS ZEBRZH AWS AWS SEBREVNEENBIBKEEATSEARGIRMET , UESR
AR ARG EAE, HEANAE,

FARCE , AWS ZEBRARTERTFTRECARFIINSIEERTT , RAELFTAHAE AWS &
FfER. Rf2BREERERARFIEBNESEERE , WEE -SRI,

FBEESE AWS SEHRRPERNTAT, R AWS EH T AWS EBRPERNGTT , IIEHER
ERXREENAMEIRG D (£RAE, FENAE ). AWS ¥ EFH REBZFH AP RETAR
BRERBE , AWS RBETREH AWS REH K.

WMFRFHMER , F2EH (AM ERAERERE) P AWS ZEBXR,
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AWS ZEBUER : AmazonFISServiceRolePolicy

LBUEREEE & A AWSServiceRoleForFIS I RISERZ AR |, LLAFF AWS FIS EEERME RS
RIRIE, MEHMET , F2B A Fault Injection Service AWS RIS ERE A,

AWS ZEHBE : AWSFaultinjectionSimulatorEC2Access

EERACTFERABEREF AWS FIS 577 , LU#EI1TER AWS Amazon EC2 #Y FIS E{EREER, 1N
FHME |, 52 Ethe section called “EE AR,

BEMBUBERNET |, F20H (AWS REBRSE) #H
AWSFaultinjectionSimulatorEC2Access.

AWS ZEBE : AWSFaultinjectionSimulatorECSAccess

EERAEPFEHALBERRF AWS FIS 377 |, LA#I1T#ER AWS Amazon ECS FIS BI{EVERR., WFE
&R |, 552 Bthe section called “EE AR,

BEMGBUBERNET , F2H (AWS ZEBRSE) #H
AWSFaultinjectionSimulatorECSAccess.

AWS ZEBE : AWSFaultinjectionSimulatorEKSAccess

EERAGHFERIILEERF AWS FIS 377 |, A#{TER AWS Amazon EKS FIS BifEVEER, NE
&R |, 552 Bthe section called “EE AR,

BEMBUBERNET |, F20H (AWS REBRSE) #H
AWSFaultinjectionSimulatorEKSAccess,

AWS ZEHBE : AWSFaultinjectionSimulatorNetworkAccess

EERAGHFERIILEERREF AWS FIS 5501 |, ABIITHER AWS FIS BHiEEENEER., MEFME
|, 552 Bithe section called “BE AR,

EEMAMBERNET , F2HE (AWS REBERSE) hH

AWSFaultinjectionSimulatorNetworkAccess,

AWS ZEHBE : AWSFaultinjectionSimulatorRDSAccess

EERACHERALLBERRF AWS FIS 377 , A#TER AWS Amazon RDS FIS Ei{EHV BB, WE
&R |, 52 Bthe section called “EE AR,
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HEMBUBERNETT , F2680 (AWS ZEBRSE) #H
AWSFaultInjectionSimulatorRDSAccess.

AWS ZEBUER : AWSFaultinjectionSimulatorSSMAccess

EERACGFFERALBRIRF AWS FIS 557 , LT AWS Systems Manager FIS B1{EH B,
MEFHMEF , 552 [the section called “BEER AT,

BEMAMWBERNETT , F20 (AWS REBRSE) H1
AWSFaultinjectionSimulatorSSMAccess,

AWSAWS ZE BRI FIS B

BRE W REFBIER FIS AWS AWS ZEBEREFHUARNFHEER,

g2E

AWSFaultInjectionSimulatorE
CSAccess - EFIRBBIR

AWSFaultInjectionSimulatorN
etworkAccess — EFTE A BUE

AWSFaultInjectionSimulatorE
C2Access - EFTHRBBUR

AWSFaultInjectionSimulatorE
KSAccess - EFIRBEEK

AWSFaultInjectionSimulatorR
DSAccess - EHMBEBBUR

AWSFaultInjectionSimulatorE
C2Access - EFEBBUR

DU

#718 S28F AWS FIS 247 ECS BB
A,

¥7i8 L 3F AWS FIS £/ aws:netwo
rk:route-table-disrupt-cross-region-
connectivity®l aws:network:transit-
gateway-disrupt-cross-region-conne

ctivity B {EBIATEBRAVFT W .

#18 f T AWS FIS &4 EC2 814718
REAYET T,

#7185 AWS FIS BRAT EKS B A
T,

¥T18 L7 AWS FIS f## 47 RDS BEMN
G

FERTA , LARET AWS FIS £ EC2
#ATIERE 31T SSM X4+ | W& IE
EC2 #1T{ERE.

B

2024 1 A 25
H

2024 1 A 25
H

2023 £ 11 A 13
H

2023 £ 11 A 13
H

2023 £ 11 A 13
H

2023 F 6 A 2
H
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ERAEER

gE

AWSFaultInjectionSimulatorS
SMAccess - EFT IR B BUR

AWSFaultInjectionSimulatorE
CSAccess - EFBEBBE

AWSFaultInjectionSimulatorE
KSAccess - EFIRBEEK

AWSFaultInjectionSimulatorE
C2Access — FTBUR

AWSFaultInjectionSimulatorE
CSAccess — FTBUR

AWSFaultInjectionSimulatorE
KSAccess — $TBUR

AWSFaultInjectionSimulatorN
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