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%, AWSStorage Gateway 2 EREH, WRESRENMTRARERRAER,

i

« Amazon S3 EXEEE

Amazon S3 &=/ E

Amazon S3 {EREE— 2 HEE S3 XM BRI IFAmazon Simple Storage Service (Amazon S3) , M#E
ARBEERGEERKE, BRERAEEES S ERAELEERREBAHE BINBERERR
% (NFS) M ARESH S (SMB) Y HFHRMEEZE Amazon S3, HEEHIFHESHBEZENR
EEPBIRIE M ABTE VMware ESXi, Microsoft Hyper-V = Linux /0B E RS (KVM) Hypervisor £
HATRYEHBER (VM) FERFIN S3 FNYHMARRIERAZHER, £H SIEREE , &7
BT T HIES -

« IBATLAER NFS 5 3 iR 4.1 OB E EEFERANEIER,
« IBALAER SMB ERREE 2 IR E 3 RBA D EEBEERANREEER,
o RTA[LATE Amazon S3 {AJAWSE FE A2 7 = IR 5

« BULAERAEMBHBEER, BEESESHMRAIEHIRER S3 ER, Bl S3 EXEMERA
Amazon S3 EERRFEHR.

S3 ERFMEAIHL Amazon S3 PFVERRFET. EREXEEERRRET M ERSEZREEAR
X, URRHRSHEREVERLYZERF R, CHEBERALAERIREHERNKILERF
Hl, S3 NHMAMEEEANMEHNEBERAWSTEFEAEANMAKEE, RENMMFITER
B, UREEBAERAE, S3 XHBEEAWSERE , Sl T5EE

« f AWS Identity and Access Management (IAM) 9 & 17 E &

« £/ AWS Key Management Service (AWS KMS) Nz

« f Amazon CloudWatch # 17 E5#2

« FERMEAAWS CloudTrail ( CloudTrail )

« fFAWS Management Console®l AWS Command Line Interface (AWS CLI) By #® 4
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- REHERANEE

ETROIX e, S REREFREREERAREEANAF/NG , LA UREIFERERE M. A
FI NP R OISR E. BANRERENFE. ERNHBERNMEERENER

- RENMAEMNES S3 ERBAENDH, CEATUMEVERAE, BEBRMHEES Amazon S3
AT  UREERNER R LEE Amazon S3.

- RANFARITRERESERENERNEEER,

EXRIEFEH  BEET LK B MR AWS Management Console?R i BB IR E, MREEELE
REEFT AR BITIELIR/E , FF2HAWSStorage Gateway APl &%,
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Storage Gateway Y T/EJRIE ( B BEE )

2% , A LLEK 0 A Storage Gateway R T RIWEEBE,

ES]

« Amazon S3 {2 =&

Amazon S3 EZ=/EE

ZEMFH SIERMAE , JURTEREARBEN VM &R, A% , BALHKAWS Management
Console= @i Storage Gateway AP ¥ 1Ta5. BB A LAER Amazon EC2 BRIREE I S3 HERME
&,

A SIERFEZR , AANUBUYNRERRAET , WEVZHZEE Simple Storage Service
(Amazon S3) B EE, E& , FRHUUERREERRK (NFS) S[ARSEALER (SMB) B
EENHAE, BEAZREAETNERERA Amazon S3 FREEASERNYE., BREYHCBER
—¥ -G, MAESELEERRFIERDLFEH Amazon S3 FEIYIH. Amazon S3 EEFETEFH
BEYMHESERAER K MSBRSRBBE, £H Amazon S3 — ARSI INZ &8 (SSE-S3) TN
2, IEEREWEREB HTTPS M.

ZRBELTREMAWSEA TR FT LER NV TESEETH , LEBEREATHNER, HEX
BREL , SRAKIFNEMNVERLERFR , YEREERELHEM. CloudWatch 515 A LUR A BR##
VM ERERER AR EHNERERAWS, EimEHFIA APl I,

£/ S3 ERFERMET , LALUERER TS B E Amazon S3, HTRHRONFE., 2ERFE
HAREBBEAWSE R, TEBRTEFRENERREFIE,

Customer Premises t - el Y

.

SHB Direct Conmect

ﬁ and/or ! * *

NFS —

Internet

Application Storage Gateway o : Amazon Amazon Amazon
Server "y B i 83 S3-1A Glacier

Amazon VPG i

S3 X BB ER X EBZ] Amazon S3 FH§ X EIR S S3 HR, ¥ S3 XAHEEIM S3 WR LM
NHHREIITHNHRECENREFTEEXHANHR CEETEIRRFEEBRELRE.

FRXARFEEANHTEE  KMERMERER S3 HRIAZEMHA S3 R, TRETRT R
HHRELUR ¥ S3 HRINTE,
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N HRE S3 M8 REARER

EfmAER BEMRA SSHRMABEX  WREWEURAIMERE AN
frRIZ —E#EY S3 HR RE

EfmAER BRFARAE S3HER , HA ] He & W B AR B BR 25 AR AR
NHERGEBTFNFEXGRN  RE
NHRIEHE S3 HR

B /S R AERR BEMRA SSHRMABEX  WRESWRBURAIMERE A NS
2 S SR B2 — (@ HT Y S3 RE
EE

BRI RFTRE BMRBEA SSHRHASHENX  TREWHERATMERE AR
R S SR A — (E#T Y S3 RE
R

P H0 Y 324 BEMRBEA SSHRHASHENX  TRESWHERATMEREA MR

R — @R S3 HWR

RE

EXfFHE NFS 5t SMB & IS A S3 X4 BB , XHREES AR BIR LEE Amazon S3 , &
RETHE (FEHE. BEEF ), LEXHBBEAE—ESIHR , LEXHNTBBEEHN S3
HROTHE, LBEKMEHRNSE —@ERA , RMEEMERSITER. DREA S3 RAEH
AlgREFEMMEARA.

E X £EB% Amazon S3 #& , NFS 5 SMB &/ it S3 XAHMBBE IS4 i , S3 MRS LE
MBBRERRNEE , MR LEREX . XHESEERIEERIE S3 BRI,

E S3 MM RELERANNHE  CURERZEF S IRTAEA S3 X428 &8/ H
. EHRMHN - LREEEBAEREZERSRAXMAHENER, ESBHSIRETRTERSZE
WA RR A o

ARELWENRBUSHKBBITRNFREZH , LEZER S FRBUBREFES VEHR
R, BEZARHRAEELGBERBHY  UKARERBD S3 FRBTFHRWRABE, £ S3
FEm<EERAERESER (SRR) REEFER (CRR) & MATEMANFRZRE,
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=X7E Amazon S3 EEXREE

REIR A Amazon S3 IEREEAFIER. EERK , BXEXAZMAWS, MRERE-—XRER , &
MERCBERIENEREHVE,

£

- §Efft Amazon Web Services

- EY IAM FERE

- BEEREREER

- ZHL AWS Storage Gateway

- XEWN AWS E1F

=X Amazon Web Services

MREERE AWS IRFE | B THLSBEIHIRE,
S AWS tRF

1. BARK https://portal.aws.amazon.com/billing/signup,

2. FREfEMRLETRET.

HoEMEFFEBRE , Y ESHRERE RIS,

B IAM EAE

BIAWSIRF |, SBEH T HILSBREIAWS Identity and Access Management(IAM) FIF, &% , &
SRZAFMAZEREESHFITNELEAYF,

ALECEY - EEESERAE K IRKERAENEESEEIRE (X2A)

1. 1##F Rootuser (ABRFEAE) M ALW AWS IRF SFE#ibit , RFHEEF S EA IAM £
frllg_-lél\o T:E-F_E':F ’ ﬁﬁl;{gﬁggﬁﬁo
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® Note

PR B IEME Administrator IAM EHENREER K Y IXEREREAEERE. R
EZEEHTLOHIREFANBEEETEE  TUBRERAEE D E A,

2. EEEBE®KD , BIF Users (FAE) , RERIEIE Add user (FTIBERE),
3. % Username (EAE &) H# A Administrator,

4. JZH AWS Management Console access (AWS Management Console BE X2 A FH) EMZE
Fif. ARZIEE Custom password (BET#E) , EEEXFH R P A BN EE.

5. (ERA) EREREAT , AWS EERMERAEEE —RBEABEBILMNEBER, LA LUERR User
must create a new password at next sign-in (& T XE AL BRI FHZE) SHRES R |
EHMEAERARUUERFR,

i#1E Next: (T—25 : ) Permissions (55 ).

£ Set permissions (X E&FH) T , i#{F Add user to group (R EFIEEEE),
i#1Z Create group (B E#H).

£ Create group (BRI #H4H) BFE A A , MW Group name (BFHEB ) @A

Administrators.

10. i##2 Filter policies (EFZIR) , AZIZH AWS managed -job function (AWS Z & - {EIEERAE) X
ERERBRR,

1. EBERBEF |, #H AdministratorAccess FIZE R, #EEI1EF Create group B &),

© ® N o

@ Note
BB IAM ERENAGYIRENFEUE | FEEMEH AdministratorAccess #F A
REFH AWS IREEMAEE 4, BEERM , FERS REIRE LA FEUEM
AHEBRENTER 1 dET.

12. ERIFEBE | BEEEFEANREA R, YER | #IF Refresh (EFERE) UERFEPWEE.

13. B Next: (T—2F : ) Tags ().

14. (ER) BEHEEZERERSR/MEE  BPEERNFTEEFERAE. NEEHRE IAM FEAZERNF
MEF , F2E (AM EAEER) FHIERL IAM B,

15. BE Next. (T—% ;) , EEEFEREFFEAENRIENEERTE, EieEER  HEE
Create user (B FEH &),
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_billing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_tags.html

AWSStorage Gateway EREEmR

BRILERMEENEFELESRHENERE YR TEREFIUER AWS 1kF BIRNER. &7
BUBERRFBIEREB IS E AWS ERNEFTH , F2REFNEEMEHEBE.

ERFEREER

BRIES A , BAILITERE BAWS Storage Gateway, BHREBESAFSARTHPNER, EHE
MEBze , FEEEARWBERENER,

£}

- DEWERGHE

- ERRREFHER

o HEEREARH AMEER

« XMW Hypervisor B2 #E K

- BEBEXEN NFS AFi%

- EXFEXEN SMB A F iR

- BERBEXENERRBRE

WAZE B9 SO R R4

A Amazon FsX IERFE (FSx BRME) 281 , BHARFELUTER :

« H 3T FME% FSx for Windows File Server R Rk, MERP , F2E ", TB 1 BEUERRKH
B Amazon FSx for Windows File Server AP 1E®.

« BEZE Microsoft Active Directory (AD)s

- ARMEAMAWS, KB TH, BEMEFRBEELFEE 100 Mbps.

- BEZRMNEAMAIE. VPN 5AWS Direct ConnectfE & #9 Amazon Virtual Private Cloud (Amazon
VPC) MZEE FSX BEFENRIFZFREZME,

- BRENMEE AT UBTENEE B HINRFBRNE R, B A LE Active Directory 5 # £ DHCP K
RIZFEMT , RERMEAL G AN "TRBRERE, XEPFHIEE DNS iRKEH.

ERRHEHER

TR RHFEERENROEBNRENEERGE , URAFMENFEFRD BN R/DERER.
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NFEERREREREEBNFRER , F20 FER X EE N EEER,
Bi5EE VM ERER

ERSHELHEER , BLABRRBEEREES (VM) BEBENEBERITEARTIRIER

. BRI VM BN EE R EIES
- 16 GiB E¥ RAM ARAEXRMEE
o ZHE VM BREMAHKERD 80 GiB MRz’

WEFMEN , F2H ZELFENEE. NMFEERIERE VM etz A ANWESR , F2H XL
ZHEHE.

Amazon EC2 #{TEREA MW ER

£ Amazon Elastic Compute Cloud (Amazon EC2) - EBEMEER , SITEBHN K NSLEED
Axlarge AMEENPHEETIE, B , St EERENMBTEBRSY , KB AED K2xlarge,
AHHZNRAESRE  FATIEP—ERENHTERED,

ERRERENERERE

- —RARBTERRY —md = ms FITERER,

- EERECHTEERRS —c4 W cd5 BTEERERE, EH 2xlarge HESHHATERBAPRHFS L
ZH RAM &R,

- CRBERELHTEERY —r3 HTEEEE,

- ERSELHTHEERSY —i3 ATEERERE,

® Note

EIRTE Amazon EC2 HRAEN R RE , W HSZREMWHTEREA S BTRERER
WS EHIH, WFE Amazon EC2 HTERREFRNFHEN , F2UTERERHTP
#9Amazon EC2 £ &5/,

EAEXBEASESEFRERNRY , Y SIRL LEE Amazon S3 HHAREFERE. BE
RERTFERTERE LETARFLEMESX , HERRPEEEREFA Amazon Simple
Storage Service (Amazon S3) WE R A REIE R, EEREFELFTEFENHTEREE , Bk
maCachePercentDirtyCloudWatch {51220, MEERMERBRFNFMEN , FSRERE
7% EC2 BB & H. WFE Storage Gateway 2 BRI EMNFHMER , BSEEE
EJLPER
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HIERELN S3 RBEEPEEB 500 BEYHE , YBELFERANR—MRAR SSD #ikE ,
AATECNREZRBRESTESINNEE , E2FE 350 GiB 11 EBS #ikE, WFE
AT 38 INRERE B KNV ERR |, S £/ Elastic Volumes 181 EBS Mk [E (2 H).

REER
BT VM B9 80 GiB B{fRZ= Mz 5\ , BRI FE th FERMANVRER,

FEER BEETF (R SEEEF(®
ME ) KE)

EREFE 150 GiB 64 TiB

(® Note

ETUREERE - ERSEAEDE B3 TENSARE.
RREVAIMERBHRER | RS ELHEH (ER(CEEREFR Amazon EC2 H1TIEER)
PRV, B EKEGRREARN , F2EER BB KN,

NEMERENHAET  B2H MEATORE,
8% B2 R N TR R

BHREFTEFEIAMRMAR, AREK, @EEBRY (DNS) AR, XM, ARS.

MEFERERNBE LENTENBBEMRE. AW TH, BUENEHBERELFEE 100Mbps. &HY
BREHRAEREXRFIEEHEMTENTR,

BT BAFE AT AR IR B A EEEOR R A0 S FREIR B A & % F 2R 1T F IRV AR B E AR

(® Note

ERLEERT , BEBERE Amazon EC2 L &8%# FSx File Gateway , 2 A H B HH
(BIEBIBIE) ERFIAWSIP thut £iE, FELERT , FHNRETAESRERKEFEE ,
EAWSIP #EE 4+ 21, ﬁL,LJttAWS REFEAN IP it EEE , WRAWSEE R BUEF
EWESE, BEER IP #EE , FSHAWSIP i #HEPFHAWS—iFSE,

HER ERFH MR R API k7 2013-06-30 9


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/requesting-ebs-volume-modifications.html#modify-ebs-volume
https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html

AWSStorage Gateway

ERAEER

&

- EEEEXR

+ Storage Gateway & B2 5% fim AV #8 2% B2 B X A% T 5K

o AFFFEBBL X HESHY AWS Storage Gateway 7 EX
- 5 Amazon EC2 HE#THEBRER LM

EEEER

Storage Gateway FEEAFFHENEZES RRETRE, TERENELEAT-—ERENBEANNL
BEEZE, FLUERRAMARERENLRERE  HtNAABERERENSEEREE, NFE

BEEERNFHRET  F2REEEER,

FIERERENE RERE
UTRAMAREEERE RAERE  MAREMBEEERZ

BAWE EiER Direction BT

TCP 443 (HTTPS) {&H Storage
Gateway

TCP 80 (HTTP) BgA ferpERE
FAWS
Management
Console,

Destination

(BRYith)

AWS

Storage
Gateway

ERA R

e
Storage
Gateway Z|
AWS BR % i
2, mER®E
iR E A

, B2E 1
FFIEIB B K ik
HERHARHY
AWS Storage

Gateway &
B

B AR
WiSFHE

FERMAE
iR, ERE

BRREERE A MR R R

API iz 7 2013-06-30 10
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ERAEER

BABE

E‘_\'III

UDP/UDP

ERE

53 (DNS)

Direction

&

HR

Storage
Gateway

Destination

(BRYit)

DNS fAfR=7

RN

XA Storage
Gateway &%
sl , g
EAEEE
80,

Storage
Gateway T
FTERER
£ 80 A
FEL, E#
12 80 FTEM
17 BV PR AR B
/;EP&/U\E,J%E

Eg_rl,r—‘ﬂ -l—l-{ﬁ-{

=LA Storage
Gateway F
BEEEBEN
FiE , BEE
BREEEAR
FHLEBRE
B EE IR
80 Wy TZENHE
FRo

A Storage
Gateway E2
DNS falfkzs
Z BN EHA.

M EER AR R R

API R4 2013-06-30 11
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BIAWE pER ] Direction R Destination ERAFX
(B B ith)

E‘\_'III

TCP 22 (XEEE) E#EH Storage -3 REFEE U
Gateway FREFEE |,
SRR
ERE, TF
ERG LR
KRHEHNEE
BREFER , B
HEITER BEHE AR
REZAE,

UDP 123 (NTP) g NTP & Fi% NTP fr] Bk 28 RHERBEAR
# VM HY B S
T AR P
&

ERMEREREE

TEERES S3 ERFERBMAEEE,

HER ERFH MR R API R4 2013-06-30 12
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Microsoft Active NTP DNS
Directory Y
+
3 DNS
NetBIOS/LDAP 4 NTP *
=)
r HTTPS Amazon S3

—

GATEWAY
1 -
ﬁ hNFS ;’SMH e 7 SSH/HTTPS ey

Fi lceii_fi:]e;re File Gateway (—‘
8
I HTTPS |l I

AWS Storage
Gateway

HTTP/HTTPS l—.—'l
l Amazon
Cloudfront
Traffic X y
e
Light
Medium Web
Heawy — browser
(® Note

MERBERAER , FBHEEESESR,

EREEREFERAEEAEERESASESR (SMB) BRAZE |, BRAFEMEA Microsoft Active
Directory #8B3. &7 LA &0 18 2= B8 il AERIE R Microsoft Windows #335 (RTEH DNS ##47).

&t ] LA F§AWS Directory ServiceZ 3 AWS Managed Microsoft AD ({1 Amazon Web Services
Cloud), A KXZEAWS Managed Microsoft ADEREBR , BMEEALEN VPC REBRET TR
#& (DHCP) fR#%. WFEE M DHCP BEENFMEF , F2 21 DHCP ZIFEEFKAWS Directory
ServiceBEE M.

HER ERFH MR R API k7 2013-06-30 13


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
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AWSStorage Gateway

ERAEER

BRTERANEREBZI , Amazon S3 EEXEMEERETE T HIERIE,

B E

E‘_\'III

TCP/UDP

TCP/UDP

TCP/UDP

ERE

2049 (NFS)

111 (B
HEE=fEe
)

E-EEE

Direction

BA

BgA

BA

HR

NFS & i

NFS3 & /= i

NFS3 & iR

Destination

(BRYit)

Storage
Gateway

Storage
Gateway

Storage
Gateway

AT

EA B R RE
HERERE
NBIRY NFS

H=,

RARA tth R
EEFEE L
[ Y s 1 AR S5
o

(® Note
[lidiy
nfE

ARr
NFSv3,

EA B R AT RE
HERERE
NFRVEEL

(@ Note
[
A&

AR
NFSv3,

M EER AR R R

API R4 2013-06-30 14
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Storage Gateway & 88 5% {ig BV #8 B B2 B X B T K

1B Storage Gateway B EHEZU T HRERTE -

- HRTFH— BIBREESE ENEAMERED | BREERE Internet E#R,
- DNS fR#§— FARTEEER{EEE DNS RSS2 EEA /M DNS BRi%.

- BERS— HEEHFIREBFREN Amazon NTP B AR

o IP #hit— $EIRAE DHCP SHEREE IPv4 Hhht, BTEEIEIR IPVE Hht,

Dell PowerEdge R640 fAlfREE# A H 5 AERMBEKERE, #E£IE (AORAREFNEHEH) , BLEsE
BUTRAR :
1. iDRAC
2. eml
3. em2
4. em3
5. em4
BRI LA IDRAC EEERANERARIFEE,
HTTP, Port 8080 HTTPS, Port 443
(activation CII][‘,I’]
Q SSH, Port 22
_T_I_T_ - > . » 54.201.223.107
UDP/NTP, Port 123
Q AWS Storage Gateway >
Corporate on Hardware
Network OIS, Port >3 = DNS server(s)
ﬁEE%nX1FFEELXTl_§i$?E&l_'ﬂEO
BEABE EEE Direction IR Destination (B#  #EAAR
ih)
SSH 22 & Wl 54.201.22 YEEE
3.107

HER ERFH MR R API R4 2013-06-30 15
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ERAEER

BAEE EEE Direction IR Destination (B &Y
i)

DNS 53 B EReER R DNS Al iR 25

UDP/NTP 123 B EREER (R *_ amazon.
pool.ntp.
org

HTTPS 443 g EReER (R * _amazona
WS . com

HTTP 8080 BA AWS W lE

BEKERFTAAIT , ERRIBEFEZN T RAREE B K ERE

- ERBEFEAREMAEENFERNE,

« REREBEMER ST E AL ME— 8 FHER .
 REFTEEEERE T E AT LA SN 7 BN G0 HE AY B 2 A 5 A i R

- EORE—EEBNEARIERERE. NFFMAER , F2E ZEFESE

@ Note

AT

BT

By [ [) 2

B (R
BEEH
)

EEEERRARFEFEAREERENGE K F2AREZLENEHRBIFEERSE

e

B —{E#EEE N E (NIC) EWFRA P it BAANER —E 7  EREARFMENEH, TEETR

TENEE,

HER ERFH MR R API R4 2013-06-30 16
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4 N

Configure on Hardware console

. Host IP
eml . ﬂf{//)

NIC

— Single subnet

H"‘- Configure on Service console

\SEWiCE IP

__ Y,

MEMAMSEEESENFMEN , 558 F M Storage Gateway BEHE R &,

RFFE B R E M B EH AWS Storage Gateway FH

EHRELAFITSImES , FREERAWS, HEMEAR MR s REnNENRHIMEIKRE |, RIXA
REP X EMERART |, L SLFHE LRI v B T EEAWS,

/A Important
HURRIEHHEBAWS R , B4+ RBEIRE M P ER ERNESFRFS.

THRB R AFRERFERLBRENLEEE,

S3.amazonaws.com: 443

FRIE RS EE LT IR im B R IEHB (anon-cp. client-cp. proxy-app ) MEIREE
( dp-1) #4E,

anon-cp.storagegateway.region.amazonaws.com: 443
client-cp.storagegateway.region.amazonaws.com: 443
proxy-app.storagegateway.region.amazonaws.com:443
dp-1.storagegateway.region.amazonaws.com:443

HER ERFH MR R API R4 2013-06-30 17
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AT API FERY B 4B S8R T 5 R E AR B i R o

storagegateway.region.amazonaws.com: 443

THEEH R ER AL (REM) B (us-west-2,

storagegateway.us-west-2.amazonaws.com: 443

TERE RN Amazon S3 R mEEHERFESEA, EXFEEENHERFIERLAZMEH
Amazon S3 f#17ETEE,

s3.region.amazonaws.com

T5Ig 62 Amazon S3 EEIREP (B BEM) B (us-east-2,

s3.us-east-2.amazonaws.com

(® Note

MREHBEEEBREAWSSS REREBMENESD , LREHEERFE A3 . us-
east-1.amazonaws.com. HMEBEAFHEEBRI ( FFEEILIP ) BE (us-
east-1) , UREHFEMAMENRESE , AR S3 RETEBMENEE,

T %2 Amazon S3 R 2 , ARAWS GovCloud (US)ih &,

s3-fips-us-gov-west-1.amazonaws.com (AWS GovCloud (US-West) Region (FIPS))
s3-fips.us-gov-east-1.amazonaws.com (AWS GovCloud (US-East) Region (FIPS))
s3.us-gov-west-1.amazonaws.com (AWS GovCloud (US-West) Region (Standard))
s3.us-gov-east-1.amazonaws.com (AWS GovCloud (US-East) Region (Standard))

THIgEHI 2 S3 FFRIBAY FIPS BRI umH . AWSGovCloud (XEBIFER) B,

bucket-name.s3-fips-us-gov-west-1.amazonaws.com

Amazon CloudFront i # A A EIEE |, Storage Gateway = BEEVS A HAWSHE[E,

HER ERFH MR R API R4 2013-06-30 18
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https://d4kdq@yaxexbo.cloudfront.net/

EIFREEE VM RE/EA TSI NTP [ARES.

.amazon.pool.ntp.org
.amazon.pool.ntp.org
.amazon.pool.ntp.org
.amazon.pool.ntp.org

NN RS

- FREAE — ARXEAWSEIFFMAWSH EE Storage Gateway — 2 i i H9 IR IS #L Im B B
BIAWS Storage Gatewayiin st M EL B P IAWS — iR 2 &,

- Storage Gateway BB {E — ¥ X EBHAWSHEEHRFE —EFERANESE , 52 M Storage
Gateway @45 {E EEHHFHAWS — R 2E,

3
¢

A Amazon EC2 ME#THEEBRELZ <A

INAWS Storage Gatewayls , Z2 #2415 B Amazon EC2 BEHTREMNFRE, EERRELZLHE
B, BREATIRE:

« REBETEXAFRANBEBBINVEANER, CREZAFREREFAANHITERERE
B

NMREFZATITERREZ2FENTERERE , IEBER LFHERE 3260 (AR iSCSI
E#R) M 80 (BARRMA) EAVELR,
- BERBRFBERSEINE Amazon EC2 THRBMARIE , A LFFERE 80 LREZRTMZ IP it

BV EAERR, MNREEEVIETRA EHA 1P bt | RIRTLARRUERSE 80 , LRAAFE , RBETK
R & BARRIE R 80 LY fFEY,

- AEELERMEDEMER XE K, T AFEEE 22 7H. NFEFMEFR  F2H fEENX
EEBEHERR EC2 MBEEHIE,

EREERT , BAseE A Amazon EC2 #TEIBMAREEE (LHMEFH , EHRZE Amazon EC2 £
HEFELH ISCSI BE), REBEAT , EREAMESRNGE

1. BEZRBREREER 2B ATNRBBEHTEE,
2. BEREEFEE , BB R T UREHN FERET.

HER ERFH MR R API R4 2013-06-30 19


https://docs.aws.amazon.com/general/latest/gr/sg.html
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NMFEERHEREFRMERENER , F2REEETR,

> 1 Hypervisor B2 E #E R

B A LA Storage Gateway ##zs (VM) RERYEFRZHBEER , AIREAWSHITHEBRES
Amazon EC2 #1T1E &,

Storage Gateway X E TSR EEEFRANE T #

« VMware ESXi E{L BEERER (6.0, 6.5 6.7 hR) — VMware BB AT BVMware B 7 #1k,
SHEILERE , B EE VMware vSphere Bk LUEAR B F 44,

» Microsoft Hyper-V E#{L EERRF (2012 R2 =X 2016 MRA) — Hyper-V R B, BIRAT B
TEH D, SHELERE , BEE Microsoft Windows F FimE 8 =8 Microsoft Hyper-V B & LUE
FREE M,

o Linux OB EEEEE (KVM) — RENBABRBERLEN. KVYM @EEMERZK 2.6.20 REH
A, B&H¥ CentOS/RHEL 7.7, Ubuntu 16.04 LTS B Ubuntu 18.04 LTS Z/ThR#E/TRIE A X
B, HAHEHAMIRAK Linux BITHRETLLEE , EFREFDES HE, MRLSKMEBALFIT KVM IR
B mMAZERKEE KM PBEERR |, BEEMEH®RIE,

« Amazon EC2 #1T{E 8 — Storage Gateway 2t I & Fi& VM BR&EY Amazon Machine Image
(AMI), fIFELN{A7E Amazon EC2 L EfEFEMNER , 87 Amazon EC2 T# I HEEXRFE.,

- Storage Gateway FEBEE%fif — Storage Gateway AR SHEBRELR , BEEEREERESZERL
HERY{ B R At YR R 3R 0l

® Note

Storage Gateway B X EFEBRERR, F—@ARE VM HER | 2 REH Amazon EC2
AMI EYV M VM ERBE, EEMNEE VM RERE  BRAFNBEEL SN EREREX
FiE, MEFMER , B2 KEANEERBERRPIRE.

Storage Gateway F X E BB BN E R BEBE A,

ERRIEXER NFS H FiR

BRBEXETIMBRERRE (NFS) AP

* Amazon Linux

% &M Hypervisor BEEEH#E R API R4 2013-06-30 20


http://www.vmware.com/products/vsphere-hypervisor/overview.html
http://www.microsoft.com/en-us/search/Results.aspx?q=hyper-V&form=DLC
http://www.microsoft.com/en-us/search/Results.aspx?q=hyper-V&form=DLC
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« Mac OS X

® Note

EPEEEErsizefwsize B BIFIRE A 64KB , LIRS E Mac OS X L& NFS X #
HS MR,

« RHEL 7
« SUSE Linux Enterprise Server 11 & SUSE Linux Enterprise Server 12

* Ubuntu 14.04

« Microsoft Windows 10 12 k. Windows Server 2012 & Windows Server 2016, EXRAFiw R X
£ NFS A 3,

« Windows 7 &2k & Windows Server 2008,

FERAFHATE NFSv3, SENJRANFSI/O X/NA 32KB , Rt A ae & 155 LA A Y
Windows LB E|3KEERR KA RRE,

(® Note

RIRTE A LATE EEEIB Windows (SMB) A Fif (MJF Windows NFS A Fif) # 1T EEF |
£/ SMB ERHE,

ERFAEXZEN SMB AF ik

EXFEXETIREASER (SMB) AF i :

« Microsoft Windows Server 2008 & & #i k4~
« Windows SEMRA : 10, 8 & 7,
« Windows Server 2008 K& E#hix A< _£IiE1THY Windows Terminal Server

(® Note
R HERMZEFZELRF SMB v2.1 BNEF %,

EREEXEN SMB AF ik API R 2013-06-30 21
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ERFEEXENERRKRE

M NFS = SMB AIFIwAI B A, EH. MBRNEBEER. EEF SR ARIXEIAWS Storage
Gateway , BI@RALSEARMRT. HESEBRE(LER , RS EA Amazon S3, ERELER
AEIREVIR S, BEERELER , EG)E S3 A EZEEIVREEE,

BANENEETREN. AEREAFRNBL T EEBEHRMESRH. MBER Amazon S3 BERY
. BEREHE S3HFHMABERRYMHER , F£MHE Amazon S3 A HFHEEBMNEZE.

HTTP #4E (420 GET., PUT. UPDATE X% DELETE) iR ZTINER, EEBREFET TS
SERMWEN, EE. FEFHRMER (CRUD) Ihak,

7ZHl AWS Storage Gateway

B LAMEAAWS Storage GatewayZ B RHMITREREREHEEREEK. AEENAF—SHIREME
ETENESHSER AR RNERENINEE,

WA, AT LAER AWS Storage Gateway AP REVER G A AR EREBLNFEE, WNE API (E
A AP|) BVE¥HHEER , 5528 "Storage Gateway By APl 2% | ,

B A LMERAAWSH B EH | I E Storage Gateway BB ERRER. FTALLAWSIERR
Java, .NET, PHP MR EHHSIEEM Storage Gateway AP| , HBIRBELIEHNRERRFTHER.
METH SDK EMFMER , FSAWSEHEEF L.,

MEEEWFHMERN , 5528 AWS Storage Gateway E1E,

XEN AWS [EiF

« Storage Gateway — ¥R Z ZIFAWSEIHFMAWS A B2 Storage Gateway — 218 i I RIS HL im &
2 | 52 BAWS Storage Gatewayim B M ELZEFHIAWS — iR 2 &,

- Storage Gateway B3 — ERTHEHRBERSFEANZXZFEE , F2HAWS Storage
Gatewayt# B85 [E 15 P WAWS — RSB #,

XENERRRERE API R4 2013-06-30 22


https://console.aws.amazon.com/storagegateway/home
https://aws.amazon.com/code
https://aws.amazon.com/storagegateway/pricing
https://docs.aws.amazon.com/general/latest/gr/sg.html
https://docs.aws.amazon.com/general/latest/gr/sg.html#sg-hardware-appliance
https://docs.aws.amazon.com/general/latest/gr/sg.html#sg-hardware-appliance
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{# f Storage Gateway & g2 {&

Storage Gateway B fEE A LR R ERLRIFHNREEEFEE LK Storage Gateway BBk H. & A
DAfefE R 5 E L MWAWS Storage GatewayE£#2 A&,

FERERRIER S WAL 1U AMRES , B LHEELNERFOARRSHEEL AL ABA, ﬂﬁﬁﬂﬁ
RAERRER , MARFSKERRERBMEAWSIRS ., MAZE  SHNERRBEHRETE

B, EAEREBRCEN ) AELNABALENER, SUURERRFERFREAERFE. TIE'%*
RENHMEKERESRE, CAREEERFE LLBENMAELERERENESF , BEEERTE LAR,

Storage Gateway B 3% fis Al A IE # £ AWS Storage GatewayX#ZE &,

ST BREM e

1. 3TBH Storage Gateway £ & , {4 R https://console.aws.amazon.com/storagegateway/home , A
BIBEAWSEHERIBFIENESE,

2. EEERERAEEHRK,

3. EEFIBRE , ARBEFEE, CEHENERNZAWSTRRIENRFERRH SFRBER
B,

4. BERLEEREIERFRER,

FEERBERR  BERKEERE , EUTNRETBRELRIRBITE , RLHFAELK
EREMHRIBAVAERENTERE B iC ik

1. 3TBH Storage Gateway £ & , {4 https://console.aws.amazon.com/storagegateway/home.,
2. BEEREBEEEMR,

3. BREREMTE A ARBFERE. CEeWEHNEQEAWSAERFBNRHEERHEERTRER
BNFTERE LK,

ETHEEHF , B ARBMARE, RE. BMEMER Storage Gateway E IR BAIEBIZ A,

FE
- XEMN AWS B
° HQE{,‘H’JEEEEHXTI:
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- BELZEENEHRIBELFHEEIER

- REREZH

- AL ERRIE

- BRBRE

- AFERE IP it

- RELNEE

o ERE A ER fi M BRAR B

- MIBRERYIE SRRl

SE AWS [EiF

Storage Gateway BH B EXBEBMEZEAFNAFEHONERT , IELXEERNER., WEEEB
S ENEFAAWSESE , 5528 Storage Gateway BB L HEHFHAWS—iZ 2 E,

RELER R

W Z| Storage Gateway BB fEz% , B FEAEREFEEARBRERME , BAWSIH BT ENER
s, BUBRENRREAWSIKRFBARER. MARIE2R , BRI LA Storage Gateway 12 & MEIE
R, WRERRTHE,

B ERERNREEHE R

-

RERIBHE IR L | R EEFRNERER, MEFAER , F2E BERLEENERIR
BEEEIER.

%EEEE %1 (E#8) M Storage Gateway (fR#§) ERIE Internet TESE 4 W (IPv4) Huiit, MMEFME
y nﬁ%ﬁ }Eﬁﬁﬁﬁ%o

3. HMERGHALMWEARBEEREE LNAWSTRENER, WEFMER ,
nXﬁ%o

4, TEIBHVTEREER{E %8 Storage Gateway, MEFFMEN |

N

m2E BASHEE

:I:I'H

F2R RELNBE,

IETLAE A BE1E VMware ESXi, Microsoft Hyper-V, Linux #%/0 8 E #1385 (KVM) = Amazon
EC2 LERERIERMEE A RZEN FE

18 b0 =] A Y IR B 17 B

XEN AWS BiF API kg7 2013-06-30 24
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BA LSRR R B L T A RE1Z BB 5 TB 8 IIE 12 TB, EWAYAWS, MREETHE 5 TB &k | &
AILABBE 5 {8 1.92 TB EREMERR (B REMERR) , AS T AREFRIEME 12 TB, BR(RRCEY | ) HEH L
NEBELHFER, BuLURRITEBESRIEI M Storage Gateway 2l A KRB EREMHENETE
TRIERETBEEAW SSD,

A&, B EMMAZERRES , AREMAERRG. NMRECKAERRBLBE KRR
LT AREREME 12 TB , FEIT T 5IEHE :

1. BERRBERAFEMRE. BIFAWSSupport ZAEAITLLAERRI A

2. #& A8 1.92 TB SSD #i& 21,

MO FIEE
BIREFTBRERIRELS: | ©AI8EM % 10G-Base-T SHE M~ 10G DA/SFP+ i+,

- 10GERTHFEE :
- IR 1G, EA 10 RRAHEE
« 10G DA/SFP+ fFHLE :
- EARES KNWEHTERERSR
- BB/ SHIRE SFP+ X2EH (SR LR)
- SFP/SFP+ $ElEa% , AN 1G KE T 5 10G-Base T

BRZRENB RIS EZRER

#& Storage Gateway EERERFEEVEDEER , FRBROREANHHA , SAKR[HRIIKE L, &
RIERBHES 1U MASYHASERETZES (IEC) EESTEM 10 ML,

HEREWRRE , EFETIH

- EFRR  —RALE., BEBWIF,

- XENPEBMAR (BIRREARET S ESNMBEEDF (NIC) ) - EBIRAR DAC, SFP+ X&EH (&
BHRERE ) 5 SFP ZE/ T A aE:s.

- BENERSR , NRE, RANBE (KVM) TIHRERTG =,

EERmERY

BRZRWGERRBEEEEBR API R4 2013-06-30 25
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Za

TOP VIEW Xb
Bezel or
outer most
feature. {
_
Y
A
0 SIDE VIEW ]
Za (with Za (without .
System Xa Xb Y bezel) bezel) Zb Zc
482.0 mm 434.0 mm 42.8 mm 35.84 mm 270 733.82mm  F72.67 mm
1025 (18.97- (17.08- (1.68 (1.41- . é;‘mh (29.61- (30.42-
Inches inches) inches) inches) inches) (0.87-inches) inches) inches)

BRRIERY API kg7 2013-06-30 26



AWSStorage Gateway EREEmR

RHERREEEEER

® Note

BITTHRFZE , BRESLKE Storage Gateway BERERENFIEER , MStorage
Gateway & B8 55 fi B9 M 3% B2 B A AR E Ko

1. BERREAMEBESREES. TUREA—ESER , EEBMESRUERBAEL,

ETEY , &5 UEETHE%?MEEE“mﬁO

: -

Power Power
l = =md | Connection 1 Connection 2

iDRAC eml em3

2. BZKPBBEAAN eml EEE | URHSFEANERAKER. enl EREREHETEEE
MR EER (RRARA) FRYE—E,

® Note
BRI & VLAN i, SEREmERENRNBIRORESFEFE VLAN w0,

3. WARBNETRR,
4. EAIEARK Power (BJR) it (W TEFTR) , MEARFEIR,

Power
button
. ; - ¥ @ O 1
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FRREFEKE K FERIEASHREERSG L, FRIZSRUEFIERAWS , B EAEREE
EARBRSE, BAUREELSY  BREEZEEAWSY R X BREETHEDR , Bik
AWSSupport,

EEMAERIES  BREBWAXFEMEA Up, Down, Right # Left Arrow #LUIEESEE
BRELBEH, FARK Tab BLUUKFRNREEELNER, EREREL , BAFERA Shift+Tab #
KFEm#EBEE, £/ Enter BURFIRE , IR EEE DRFRMA,

EEERAREET

1. 1E Set Password (REZ) F , MAZH AR Down arrow,
2. & Confirm (FEER) F , BIRE ABN R , AKIEIE Save Password (REZEE).

LeBE | U EREREIRES , MR,
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T—5R

REFEZSH

RERESH

AREMEEE  CTUEERIRATHALNE—ERE MBS ANEASEILELEETE
SBRRR.

BE  ERRIRAITTIIRRZERRSE , BENERRFBITEEIIAWS,
B B ER R it

1. 1EE Configure Network (X EMEL) WX Enter 88, EH T T ATREY Configure Network (5% 7E
%) B,
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2. ¥R IP Address (IP #thiit) , AT H A —ERRE A B KL IPv4 st
- FABRIMERTEBEAGE (DHCP) FAREFERIGEERBEREZEEWN IPv4 i,

MBREERM B TEME IPv4 bt |, UEBRARBRASE,
o FEIRERE IPv4 Holit, BEEHTIERE  FEEFETINenlBo WX TEnter , ER

Configuration (X E#HE IP) EH , W T R.
eml PO ABEERRERENE L5,
BWABMH IPv4 ik | 3 Down arrow = Tabo

(® Note
MREREEMEMED |, ISR RHERAWSER D FIH RS,
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¥ Subnet (FH#BE) , MABXN FHBIES , RERET Down arrow,
N Gateway (F1B) , I ABEKFEERN IPv4 itk | REBIZT Down arrow,

¥ DNS1 , 8 AMEZ BARE (DNS) RIRSESHY IPv4 st , REIRT Down arrow.

(EA) B DNS2 , B AE 1@ IPv4 sttt , AR IEZT Down arrow., 3§k —1& DNS fRRES A
LATE%E — 1@ DNS fAliRESEELE/ER |, BEBANRE.

7. IEIE Save (E1F) , AERIX Enter URFRIBNTFEE IPv4 i FRE,

o o &~ W

HETHERTEA

1. ##F Back (E—H) LREIFEMH.,
2. 1E#F Logout (BH) SUREIZE AEZMH,

%8R

BASHERRIRE
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AR E B R

ERE IP Mt | BEEEES Hardware (HE88) HE L& ALL IP it , (TR, MAEFERIL
WIEE EEEEEN LT BB AR EFMEAWSIRS

BA BB ET —EZENAWSHHE, NEXENFEAWSES ,
EFFPHAWS— B E,

i52 M Storage Gateway TEBE L i

AR B XABARBNEAWS K EEEIR R

1. B AAWS Management Console , A% T B Storage Gateway #2#|#& , FEFHBAWS Storage
Gateway &5 F 12 & U R AR BUEEHIRF B,

MREREHEAWSEEH S  LEFIRBEE, FHEBIBFERAWSES , RRRETBET.

(® Note
ERBA , BEFE T IR

. SR BIBEE NE  A TE R R (B 0 — E4ERE L,
. SRHIRE KBS E A SRS 8080 LS IBHM A TR HTTP 75,

2. REMKREALET "AIRER. B8 ARZEERBRREEEIHFTEEELNFAER , O
TR

3. i##E Next (FT—%5) ¥4 Connect to hardware (BIZZIF ) EH , W TR

4. HEARIP bt FHIConnect ZE B EE D , WARK{EH IPv4 il | RBBEFERBZE Activate
Hardware (BUAHER) EE , W TFITo

5. A Hardware name (B E W) MARBHNERE., EBEZUITE 255 BF T , TAZERKF
TCo

6. EBANEREET , WALKHTHERE,

FFEEFIRETERER  UEHKE LT 2 MEAERRE,

® Note
BAEBRRERBENRE K BAESRE—MRIEXRUNANEEEHERE,

7. (iZA) # RAID Volume Manager RAID (R{EEEE T E) 5REA ZFS,
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ZFS REEA e LR RAID BEER , LIEM Eﬂﬂ’ﬂ’l‘iﬁ'ﬁﬂ%{%ﬁ: ZFS REBARBMELR
BERRAFNBEUREEETE, ERREEMHEH ZFS RAID #17 7T HE., MF ZFS RAID

WERER , 528 ZFS Wikipedia HH,
8. BEIE Next(T—%) TR,

EREE BTN EIREEE  FHERRFBEEKIBA , TR,
LeBF | RIGEHELEWIRFER,. T—EASRREENRFBELABER. TR EERE.

Storage Gateway ®  Successfully activated hardware appliance.
Next step is to launch a gateway by selecting the hardware appliance and choosing 'Launch Gateway' from the Actions menu.

Gateways
File shares il

Order appliance Quotes and orders Activate appliance Actions o
Volumes

Y Fiiter by hardware appliance name, ID or launc d gateway type.
Tapes

Hardware Appliance Name ~ Hardware Appliance ID Model ~ Launched Gateway
| Hardware ) .
@  praksuji-bh viSloueix9yotyns Dell PowerEdge R640
praksuji-hw-pdx wlydOdghgjTkg4no Dell PowerEdge R640 File Gateway
Details
Name  praksuji-bh Vendor Dell
ID viSloueix9yotyns Model Dell PowerEdge R640
Time Zone GMT Serial Number 5Q8Y0M2
RAID Volume Manager ZFS
T—H8R
S
R ED 8

B EIBE

AL ERB LB =ARTRENTM-—EEEFE — EXFE. MKERE (RI) EFRE.

EREERERRE LLREEE

1. & AAWS Management Console , A% T Storage Gateway &l & , FFahEhttps:/
console.aws.amazon.com/storagegateway/home,

2. 1&#E Hardware (FEE8),
¥ Actions (B14E) , i##F Launch Gateway (BXEIFE),

HH Gateway Type (BEER) , &2 File Gateway (£ XMi8). Tape Gateway (Fi# EiE) =
Volume Gateway (Cached) (Ri{REERE (HRER)).
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5. % Gateway name (FERB) WMAFENEE, EBATIE 255 @F K , TAIERRTF T,
6. iE#ZE Launch gateway (BEIRE).

EFMEREEE Y Storage Gateway B ELEERM L. RZUREFES-10 2 ENKRE , HETE
BERBBRLEEEAES,

B EHFE P S RIGERERE , BT RFREFMENRRAE , RENEABRXTUERE.
T—5R

REERRE P #biit

AFERE IP it

ERUEEM R E2E , B4 P it p REHYERKED, BELERERELERL LB T

Storage Gateway , BEEAEEHERHE LIEITH Storage Gateway EH# DL S — 1@ IP ik, HE
AT P it iSRG R R L R RN FE |, BRAREZARE IP tbit, EHERERX (HI2 NFS
=, SMB A Fif. iSCSI MBS SEEEEM IP thit, BUUREEREIZEAFIRAEARKE

7Aa,
EEARBLRE IP it MERAERARER
1. EEEEHEAL | ##2 Open Service Console (BIRURIE £ A) UHMBEELAMEIRANEAE

Ho
2. ®A localhost B2 A , REIR Enter,

FEERWRF & admin , EEZEWER password,

3. BEHERMEE. BIE Actions (BiE) , ##%F Set Local Password (X EAMZEE) , AREBTE Set
Local Password (R EAMZT) HEHRPBAFTNEAER,

4. (EF)FXE Proxy X E. MERA , F2HE BELRELWEAREASEHEZIER,
5. EEZEMEARIIEAMN Network Settings (#BIE%E) HE , M TR
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AWS Storage Gateway Configuration

HEHUBHBAHAENSUUBRAAERUBUEERAHENIARERRAHBHNUBRRIHBUERE RO RRRY
it Corrently connected network adapters:

e

## ethd: 18.8.8.45
BURARBRBUBEUBARBNNUEEUR AN BRENRUHEER AN RNUERR AR RNRARYE BapanaRRENAY

5]
: Stop AWS Storage Gateway
" to exit se

Enter command: _

6. A 2 8i7E Network Configuration (H8E&#H5E) BHE , W TFiR.

AWS Storage Gateway Network Configuration

Describe fAdapter

Conf igure DHCP

Conf igure Static IP
Reset all to DHCP

Set Default Adapter
Uiew DNS Configuration
Uiew Routes

=] O LA oB LN =

Press "x" to exit

Enter command: _

7. EEEEEHH:&EW%EEEE’\M,JDHCP IP st , LERER, MEENUTFERERRE
No EME IP b HBENRE R ERUAEIREFTA IP it E — M%ﬁﬁt

BREEAERE
o ECrtl+] (BN B8, BRIRAEET.

@Note
RERRFERFAEAE TR ANME—F,

T—58R

REEEE
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=, = 3
X E SRR A E

BRRYER EEERER  FNRBEERETEAY, BELTLUEY A ENBEEERE, BEBELZESR
NEEEE, WERER , F2H BEZH Amazon S3 X #E,

TERE 3% 1 = I BR A

HENEBRBBREAERRE , FEA TSR, BTHRFER K FERBSRENEERRIEHERE
%,

HERERRIABREE

1. EERENEEAR.
2. ¥ Actions (B11E) , 12 Remove Gateway (BEREE).
3. 1 Remove gateway from hardware appliance ({tTE B8 BB BREAE) HEFEFHHF , ##F Confirm

(FERR)o

(@ Note
MpREE®R K SELERLEE, ERSENFERRE K MBRETESELER , Bil2
REVEVE R, WFEMBREEMNFEMERR , FSBEH AWS Storage Gateway 12 & fitl Br
& A K B BRAE BB R o

RERREEL T EREZEAMBRTERRE. TRRFEIREUMBREERE.

fi Bk 2% ) 0 28 B ffe

BORIBH BRI RAWSIRS , LA REFEBBAETRNAWSIES, EEBERT , BERAWS

bR/ I HE S —EAWSHRS . EAREEFERAWSIRSE , RALTETET., KRS LR P RMEREN
EERE.
i R RE 4 R i

1. NREECEBRRIELLZERE , ELATBREBE , cRS EMERERF. NFNMRENERE
RIEBREAENFRER , 52 RILE 5 R MR8 E,

2. 1% Hardware (FE88) EE L , Z1EEAMBRAVER R,
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3. 7 Actions (B)E) #iZ$E Delete Appliance (MBREZ %)

4. 7E Confirm deletion of resource(s) (FEERMIFREIR) BIFE AT |, BIEEEEEG R , REREE
Delete (fIBR). 18 H B S MIBRAVEA S BEEN B R

MiBREEREER R AT , L EMBRRB LLZENFTEREER , ETSMRERRBES LHER,

T R A28 Y T B R i AP WA 2013-06-30 37
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AWS Storage Gateway A P9

EAREGH | B LR B R MR ERAEMNE |, 582 EAWS Storage Gateway, BIAZ AT ,
EEELNRERFSFTEN £ REHFERE Amazon S3 IEERFE,

&
o BN FEE Amazon S3 iEEEE

23 FESE Amazon S3 B XE/EE
FEARES |, B LR E MAEAWS Storage Gateway.
&

« E%7E Amazon S3 {EEMEE

o #&H Amazon S3 M ##E8 Connect EIAWS

- BEREIWBUEEKN Amazon S3 43RS
- BLESEM Amazon S3 L H-#EES

% 7E Amazon S3 EREE

B EREMNM S3 EERFE

-

B RIAWS Management ConsolefEhttps://console.aws.amazon.com/storagegateway/home/ , $&
BEBEAWS Bl , FERVEENVLE,

. EEFBRVRERBREMERBIECEY ) EHLNEBELEFER,
3. & PRBRENDPEITTIIEME

a. %4 Gateway name (FERR) WAFENZE, SIEBHAR K SUUBRKER , UEE
AWS Storage GatewayE£1#2 &,

b. BRAREERER , AEZEEPTSHABEN TR RIERBEE,
4. £ REERIEIY , FEEE | EEAmazon S3 EXBEE,
5. £ REHRBEDHPEITIYENE -

a. HARFIHTED K ZELEEXEFRENTER. REBIRE Storage Gateway ##HI A HE L
BRHNBEERNEENSHARESHNEIMTES, BRI URTHRIERERE !
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« VMware ESXi— f£/ VMware ESXi T 8. &M HE M6 EE%,

« Microsoft Hyper-V— {# A #4# Hyper-V T&. =B S 480 E K,

* Linux KVM— £/ Linux OB EE#ET (KVM) TH, HBNEEFEEEE,
« Amazon EC2— EiE FEE Amazon EC2 #{T{ERE R E FiE.

- EHRE—TREANYEREGRE  BRAWSTEELNFE,

b. HEARERREMET , BEUEELSRUERECAMBIRFEATHESR, IET
BRARERREERT A,

6. BELNFECRY , ELRARELFLECUNERLE ZBREAWS, EEFET -—REEEINT

rJo

&GI8 ) Amazon S3 X4 #EEE Connect EIAWS
HiEFH S3 XA BB EZFIAWS

1. BERATIAEZE , BERERE Amazon S3 ERFE, TRE , FEET —EHRBERIIAWSH
BEELHFTREIAWS Storage GatewayE#Z A&

2. EHiREBEEDS  RERED , EELFESAREZBENIRIEEIAWS, B RTIE
IHRGERE -

- ARRFHN— ENEERAWSELAREREMRER, BEEIULIEE | FEMAFIPS BAR
HERLTH  UEEEREELAETHBESRERE FIPS),

® Note

WREEFEE , FE FIPS 140-2 BEHNNEEBAWS , FBEA FIPS BENRKE.
WEFMEN , F2HABBEARERE FIPS) 140-2,

FIPS FlRiGinB REI DAWSHEE., MT/FMER , 528 "1 AWS Storage Gateway
i A LB P AWS — fiE B,

- §tE VPC— B HEEAEEAWSER IR Virtual Private Cloud (VPC) B FAHEERR , AFFERIEH R
WRERE, MRFZFWER , AXABBRTHUIIRPERER VPC KRinEiE ID REERE
VPC R infi B, BB LIRME VPC InHiB BB R (DNS) BB IP it

3. H HEEEREBENS , EREED , BENTELENBEAWS, S0 URETIRIBRERE

#EIRE) Amazon S3 X 4#-#8E8 Connect EIAWS AP WA 2013-06-30 39
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o IP ihit— EMENFRPEHEFEN IP hit. 4t IP it HERNREN , HEARERHELEP
S, W HELARESYE Web BIBSRERTIEX IP it

U BBRERKEBRREFEF IR BB A iEE A% Amazon EC2 EfIFFIEER
HERZEE P it RIEEVHEED IP ok,

- BASB— EHENTRDYALEERMMASEB., S EAREN AR S RERBE
?fha\ﬁ%o ﬂu%ﬁﬁggﬂg IP ﬂi’,i.”:;[;ﬂﬁﬁ HE](—EJHZIEIEO

4. B K LEREZTLFEEBEREIAWS , RIS EHIMERE, BT —EEERT "L .

B EHRE W BIEER Amazon S3 X H4-43E3
BUEFEY S3 X4 HEES
1. BERBITHAEE  BEXTINEEPRNTBHNER :

« EXE Amazon S3 EREE

o 8K Amazon S3 X4 #8E3 Connect EJAWS

SERE , FEET —EHBRNBRANBBELHFTRIAWS Storage GatewayE## 5,
2. EEHHELEEINSNRERFESE.
3. MREED2EEHEN , FREBEdt(RE)RDEHENREEMLETER,

/A Important
BUERRER | SEESIEEBREIEERE,
4, BEZLEBERE K SXFERBTEEAIEA M FHEMENEE BFLK. BET —EEEH
'/fi- rJ )
ft & &/ Amazon S3 X 44#8E8
EF S3 XHMEBE LHTEREE

1. BERBTHAER  BERTIEEFNTENESF

%7 Amazon S3 = E
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o BIEH Amazon S3 X4 #8E8 Connect E|AWS
« BEREIWBUESEN Amazon S3 XX 4#3RE

ST, FEET —ERMGERENZBELFTRIAWS Storage GatewayE12 &,

2. E FRERNEESIT , FATHUIXREDHTE—EETEED A 150 TIKFH (GiB) KA #bH
BOUREL, AEPIHNAEEREETHTE LARENYEFREYEE,

3. 1t HCloudWatch BEZ9 # |, BEW{TE&E Amazon CloudWatch Logs A ES12 8RR IE1TAR
To BRI T HIRIERIERE -
- BN BFH— REHHNAFERERBE,
- FABREAWHFREE— MENTRIIRPEEREBFAE,
- ZH BECHE— 52 H Amazon CloudWatch Logs R ES12= &R #EER .

4. 1£ HCloudWatch B REpoF , BEMNMERE Amazon CloudWatch B3R , LMEERBNIEERE
ERWRFIBFBEANEZ, B LRT 58 IERKRE
- EHEBT— TEMA CloudWatch B RiEZWEEMAERIEENE,

« 337 CloudWatch ZR— BEHH CloudWatch Z3RLUIZIWERBMERIEENEH, BERY
¥R Amazon CloudWatch XA ERIEELIEECEHREE, MFERA , FSE ", £H
Amazon CloudWatch /R #JAmazon CloudWatch EF &R,

5 (WE) ZEEBIo P , BEINMFTER , AEBAED K PNENES|IRER , UiBBIEEAWS
Storage GatewayE1# &, ERLTBRHNTEBTEZHENER.,

6. ( AlE ) 7EEFE VMware High Avile #HREE 7 , IR EHNFEZERN VMware T# - | ERER
A VMware High Avalvate (HA) W EEN —E5 , FFiEER VMware HALUEIE HABLER B ERE
T,

® Note

I ER D E S E VMware T & LETHREBER.
ERBEREEBEAEEN TSR, SRS AEREEN HA HRE, BREELSE
BER , REBEHEEF Storage Gateway E## (VM)

7. EERERTHAEENEMNER,

EEREMAENARE  FEMENFTEEEEAWS Storage GatewayE1#E &,
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BELCEEMRE  SLABRNERAZUMHEER, NERH , FEHR "1 BUAERH
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AWSStorage Gateway EREEmR
—r —5
BIUERAEE

EAREGH , BUUKRINARVERAZNIA, BANELEBREEERRK (NFS) S AREEA
BB (SMB) BABEFIMHERKE,

@ Note

EXHH NFS =% SMB &P i E A BRI , XA X HH IR EEE Amazon
S3, #RHEE (FiERE. HEBE ). LEXHEESAR—ESIHR , LEXHNT
HIEEEH S HRNWTEE. HIBEKAIEERNS —ERAE , #MEEREBEREAHER.
WMREAT S3 MA#EH , Bl F MR ERRA.

MREREFEREXHRBEPIOXHENTEE , ISEIE—E#HH S3 HRALFHIRE S3 Y
R, WITATRREXHRFEFREXY , EXHRAPREXHIEEREN G, AE
IR5T &I B 09 P SUHF IR EAWSStorage Gateway |, LAE IR B 7 45 1B SCAF IR ME TR B2 Amazon
S3 FRXEH,

EER 4R L EEIRE | BB MEEE Amazon S3 HfEMA S3 MR EiEE R
(CRR), RN S3 MrAIEH , A REH X 4H#BE LEE Amazon S3 , HIZELE2EEW
B S3 HR.

HESRABYHNMIGEABRRINIER (OXHLE)  BBZESBHIT , T8 M
HFft SSHRRANHE, IRXHRBEEREEXHBEARRSMEEERZRE , B4
BZE S3HRRA, MRMAT S3 MAES , ELHREEM S3 7/ , WP MEE CRR 4
BRI B A, R 85T BIEE Storage Gateway — iR ATE XFIR1E | LUEBBSE Y
B EIN{TEE Amazon S3 X H,

# Rsync EARFREEZN X4 HEBRESERA T ERFPAIZER XM , IE Amazon S3 F
Rl SSHR, ERSE SSEE —FTEEN (SIFEE —IA) MSIEZHR,ERTFE
Bl EERHMRER,

BB NFS HE0 | BIBTER , (A AT LAZE NFS ARSI A B HEEFINFS BRAZ, &AL
iEiB IP it BR&IFELA Fik.

#t¥ SMB , BRI LMEA =BT ESNRERPHEP—F

- B {& Microsoft Active Directory (AD) FEUMERHZ, EfIEIR S B ERFER Microsoft AD 58 & #f
BEFEULERAZER,

- EiRARFHN SMB ERAZ, RAALCEENRERIEREMBHETLUEFN (ZB IR, tB
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- EfRSHEFIA SMB ERAE, EARMEHDPERRNEREHEFIULERLE,

® Note

ﬁJr%]‘ NFS BERAEEMBEFAEEHNWERAEE | #E POSIX FF], ¥HKN SMB ERH
, RO LAE R EFEEUEEEE (ACL) REBERAZTHERMERRWETFT, MEFMEE
, 5528 # /A Microsoft Windows ACL #24| SMB &R ZH1FHL,

W

BRAETEZ-HZEFEARENERAE, EULEERBELHERZME NFS Ml SMB R

/A Important

FERUYRERHRAE  EXRBEFEEEBAAWS Security Token Service(AWS STS, HEEAWS
STSHWHEUEHEAWS B , BEERIEXHHEET, WRAWS STSRBIEAWS B , #H
SE. WFEWMEIEAWS STS , F2 A FEHAWS STSEAWS [EiEHEIAWS Identity and
Access Managementff &5/,

(® Note

I&A LAE FAAWS Key Management Service(AWS KMS) bﬂ%“"‘ﬂ’]ﬁfﬁﬁi_ﬁﬁﬁ Amazon
S3 NI, EEMEA Storage Gateway TIZEAHITILIRE , FBEIL NFS EXHEHEE
I SMB iEREHE=, EWAILAE A Storage Gateway API K%ﬂ?ﬂthfﬁo MERE , F2E

1 CreateNFSFileShare= % CreateSMBFileShare F FJAWSStorage Gateway APl 2%,
RIBTREE , SERE A S3 REFIrR , ERXFEESMEA Amazon S3 (SSE-S3) EE M Al iR =z
W, MREEIT SSE-KMS (FFAWS KMS— & £488) & S3 RFITFEMNTER NS B
REFROMHREER SSE-KMS &,
ZE A SSE-KMS LUEEHCH AWS KMS €88 % , BBV ERMA SSE-KMS &, E&
BITUHEXR , FERMENERLZRIEM KMS 2888 Amazon Resource Name (ARN),
& e LUE A UpdateNFSFileShare 5 UpdateSMBFileShare APl i1 , BIENEREEZETH
KMS %2E. LEFBEBAREMRERE Amazon S3 RFETERPNYH,
MR XA REEE AMEA SSE-KMS #TN% |, X BEFER
hokms:Encrypt. kms:Decrypt. kms:ReEncrypt., kms:GenerateDataKey ,
Mkms :DescribeKey#ERFZERERELZHBEHN IAM BE, NMFEFHEA

"1 5F Storage Gateway 9 5 2 BE BUR (IAM BUEE).

i
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FE
- BY NFS ERHZE

° ETL SMB %%/\—?L

BHBINFSEREHE

R T EFRILMERERRZE (NFS) BRAE,

(® Note

NFS B mAE X4 B A4 EEER , XA BB 4 EIE &R Amazon S3 , RERH
TEIE (FTERE. KBS )., LEXHBEERE—ESIHR , LEXHNABEBEEH
SIHRNTEIR, LBRKAIEHRKNS —ERA , #MEEMEREINE R, MEBAT
S3 MRSl | BlF MM B,

MEERFREXHRBEPIO XN TEE , IZAIE—EHHN S HRIBIREAEF S Y
Ro WITATRAREXHREPREY , EXHRAPFEREXHTEERAIBH XM, AH
1851 8I{E B M P e XX IRYEAWSStorage Gateway , LAfE & BE 7 5B ST 4H 1R 4E IN{AT B2 Amazon
S3 FRE,

IR N B L EEIRE | B FMAEEE Amazon S3 F{EA S3 RAEHINEREEER
(CRR)., MREAA S3 MRAEH , A XU REH XA B LEE Amazon S3 , AIZVRELEW
B S3 B,

RUBRABYHEMIGEARRANIER (OXHLE)  BBSESRHIT , TESEM
FE SSHRRANEE, NRXHBBEEEEX4EARRESMETERZERE , AITE=E4
BZE S3HRRA, MRMAT S3 iRAES  EESREEM S3 Ff/E , LI ME CRR M
BRI B A, RIE 85T BIEE Storage Gateway — iR FTE XHFIRIE | LIEBESESH
BRAEMTE Amazon S3 EREX B,

# Rsync ERAR RGN X4 REEBESEATUERFPRIZER XM , 7 Amazon S3 F
IR S3 ¥R, ERERE S3FEE — FTEFI(SIFE —IA)MS3EERSERFE
Bl ELE REAMBREA.

B NFS ERHE

1. BARXAWSStorage Gateway R https://console.aws.amazon.com/storagegateway/home/o
2. EREVERAZAMERAEZRERRECEYL ) HELNEBELEHTER,

3. BEARMFE , BRBEPEE Amazon S3 EXRE.,
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4.

5.
6.

7.

BAMAmazon S3VE , BT HEAP—IBFE :
- EERERRZEEEEE S HEITE  BRESIREMESTE  AERWA S3FHEEE

MNHHZRRNBRNRERE (NHE ) ., ENRBEEALEFRERERNREXYS. NIFE
BEIUFRETRNFMAESN  F2UATEYT S3 FFEE ? HiAmazon S3 A EERM,

- EERERATEERE S3RFTREBFIE  FRESS FEH  RARWA SSEARER

MANHEHZRRNHERVERER (NHE ) ., ENFRERBLARERBF BRI RGEA
o, NEEHHENFMAES , FSEH Amazon S3 EREEEEREFRNEEIEFZEREE
BB Amazon S3 A& B,

- EEBEANBBE N HATERES S3 /T , FFRESS FEREIE , REWA S3EAR

BIBAMXHAZRAZNERWARBERE (&), REEFLEE , XA BERELIARTIN
AWS Identity and Access Management(IAM) &R EEFIBEK, BXLERERE IAM AR
WEFH S3 TRy, NEFRHIENFMENR  F2LLNEFRHEARFIRER
# i Amazon S3 A EE.

® Note
- MRBATNRBER  NEEBBBEARNTIBEARBZETERE , AIXFEWANXGHLESR
o
- FHEBLEUERER (/o
- BYRRAER , BEEUIMER,

- MECERANREBNFEES , F2EAFTERZEYHHPIAmazon S3 ERAEERE,

BARAWS EEF , REFEAWS BHS3 fFHE.
BRARERAZEED  BAERAZNEE. RRBBA SSRAFTFEEBIATIHERE,

(@ Note

c MRHGATHRERE  VERBEBEZAMBIEAMNB B ETERE , AINFERANHHRE
=18

« AIBRXHAHER  EERBRXHHERR,

( 71i& ) HHAWS PrivateLinkS3 , #1T T FIR4E :
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8.

9.

1. EEBERAEHEAZBEERLEER (VPC) ANZENREEREZ S3 , HAWS
PrivateLink , iZ#ZE#H VPC iwmH,

2. EEREHENHFAZTEREN VPC EOKIRER , FFEREVPC in¥ IDHEVPC ink DNS &
B, REEHERFRPEHRAEES

(@ Note
- MBEBYHHZIER VPC EARREIBE VPC IZAHBHMNBIZEED S3, IIEEY
T B,
. FRAEELZHAWS PrivateLinkfE FIPS 8B LA S X #,

« HNZEAWS PrivateLink , 552AWS PrivateLinki#E H A Amazon S35 #Amazon S3 £/
#Zigm,

&1 ¥t Access objects using (f£/A T 5 A XNIFEU ) , 752 #F Network File System (NFS) ({815
REM (NFS)).

&H¥F Audit logs (€& A 5%) , BETYIHP—IF .

- ZE@EFAA , #iEDisable logging (2 H &5 8%).
- FEEUHNERBR  BEEIFHNAR.
- EFAREEXAR  FEETEARENAR , ARREEDEEEKAF.

WERBRNFRES  F2RBEE X HEEER .

10. BRARYE S3 BBRIFES , EEXERFER , XREEAERFRRE (TTL) BIFMXHRAZEFH

BER (K, DSR2 ), TTL RELARFURNEBERE. TTL BiREiE% , HBEEHIEHR
N HEREE 1 Amazon S3 FREBRIFZ B EHNRE.

11, BEARERLERA  EERVKE MUEEXHEETS LES S3 KRB, S22

VFEUYAENEFEREFREANHNRE —EARERCREFNVE , AERBE

M ObjectUploadediBAl, HREFFImAIUENHETHZIEAN , Bt RIFETERIBERE L
Y, UBREBENREAAR —XHERSEEN, WEFHEENR , B0 BEUF LER
o
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® Note
HEREHR EES S3NEREARERE , EXEBANEE,

12. (BH) £ Add tags (FTEER) BERT , GASRINE , UEEBRNEEENERAE. BRAE
DRNBHNRSIRER , THYHEEE, GENESERAE,

13. 1B Next (T—&F). FTLALLELE Amazon S3 HFHMERN AN EEPEEIHR,
14, BRARFYHKNWERET , FREE Amazon S3 REFEAEYNFTYHEFRANREEZEER

- FEEBHEEFREZETRAMEBELETAREFTHREFTIHNYGESR , FEESI FE, W
TSI EEFEFEINFHEN , FSLEFRYHNFFE S ZFHIAmazon Storage Service
FERAEER.

- FEADRERBERRBEENREREIE , UREILRENEK , FFEESS Intelligent-
Tiering, W% S3 BEERHE, ERFEHINFHEN K B2 EISENMRKEFIWHETEFRY
Y FE 1788 5 R BYAmazon Storage Service A& R,

- FEEBREASNEZETRGENETAREERTERRNMGER | FEESI EX
—- 1A, W% S3 BE A REFEINFHEN , BT EFRHNREFES ZPHAmazon
Storage Service A& R,

- FERTEERNYGERNEREE-—THARERESD , FEESIEEE - 1A, 1% SSEREE —
A REENNFHEF , FBTEFIYHH T8 ZPHAmazon Storage Service A&
B,

EEBhEL R S3 BREE | SEMFE AAWS Trusted Advisor, MNEFMEF , F2H ) EigTE
#Amazon Storage Service FH &I,

15. #H¥f Object metadata (I EER]) , BELEFTANPEESR

- EEMANRIEZSAERN LEYHER MIME EEAIFAR | FRERB MIME 82,

- FERTERIIERTHMEENFS BERAZW SIHEFTREESE R REEERRESER
2, NEEAERRAEFNS —EBRFEERETBTZYHNFHREN K FSEHAERL
EETEBRSFR.

- MRLERETRLFALERAET MAEATTREEFEEIBZENE , MIARRFRFITRBES
ENE K FEEMABRENR. WEFHEF A FSEFRESRHEFITE,

16. BAMREFE S3 FEEETE S |, iBIBAWS Identity and Access Management(IAM) B | BHEER

8 A RFZEURR Amazon S3 FEFETEE -
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- FEMAEEREREZELTN IAM £ REFEBER |, BRERIEHTN IAM AR, TIRX
HHEFEFAEARRRERES Amazon S3 , BB EARA A,

- EEERG IAM BB FEREHERR , FEEFARE AM AC, RN XHHREFER
EARBIZEREE Amazon S3 , BIXAFALEE, £ PIAM AEEFR , B ARARTFERER
FETEM A K Amazon Resource Name (ARN), 1% IAM BRWER , E2. IAM AEF
#IAWS Identity and Access Managementfff &£/,

WMEFH S3 MEENFEES  F2RKRTH Amazon S3 FEFTEHFEE,

17. BAMEncryption (INZ) T , FHEEFELNWERBEFEHRE Amazon S3 R Y4 IMZRFTANINZE S
w|a .

- #EHH Amazon S3 (SSE-S3) BEMMREBIHMNE , HBIES3 TELH (SSE-S3),

- ZEMFARRSIHMNFAWS Key Management Service(SSE-KMS) , i#EKMS EE &8 (SSE-
KMS), & HPrimary key (EZR5IR)EF , BEHRBHAWS KMS keySBIZFRIFHH KMS €
8 1EAWS Key Management Service(AWS KMS) £## 4., MNEFE NEFMEFHAAWS KMS | 5B
241 BERAWS Key Management Service? FHIAWS Key Management Servicefi 8 A E357,

@ Note
EEEAWS KMS#EE R H Y Bl & — R FEAAWS KMSEXR B TRIKAWS 1RF |
& VB {E FIAWS Command Line Interface(AWS CLI, fIEHMER , F2H
1 CreateNFSFileShare FJAWSStorage Gateway APl 8%,
T2 #FIEHB KMS £,

18. BET—HEEXHHBEKRE.

BLEERFHRE

1. BARAFHAFPERT , EERAFERRFISEAF RFIHENERAENEIE, REER
HYA P imiR 4t IP #ak 5K CIDR #REEE. MFEXE NFS AFmMMEEERN , F2REERESXE
By NFS A F i,

2. EHARBEERT K EESBRERARERSFHMELS,

£/ Squash Bk , BETEHHS —EZEE .
- 2Bk . TEEAEFRERSMH EFEHE ID (UID) (65534) 1 GID (GID) (65534),
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o EBEEIK  RIHHEREAE (root) BHEUW root HFEEVE,
- REEDK (BRFEE) BREMHREMAE (root) WFEESMS E UID (65534) # GID (65534),

£/ Exportas (B A) B , EEFETHHP —EEE .

- BEUBA

=]
L

® Note

HREEE Microsoft Windows F i LR XHAHE | MREZFMHE  AFTESEIAR
FEREEZENERRCEINERNAE . ERUBBLAS

3. £ File metadata defaults (&R EERTERE) B , BT LUREE Directory permissions (B #&&5F
), File permissions (#&ZRFF ), User ID (/% ID) # Group ID (Bl ID), MEFMEN ,
26 fmiE NFS BERAZH T BIBRHEE.

4, igj% Next (-F_i)o
5. MENERAZHERE , RAREETH.

HEHNFS BERAZRI 2% , BULEERAEN Details (FHEF) BEBPEINEHERH

FRRE
BRESR

FERAP RSN NFS ERAE

1 SMBERHAE

EYUARSFASI (SMB) BRAZZH , FRECHREERFEN SMB 228 E, FESAGE
Microsoft Active Directory (AD) A B FERETE 7 EE. BERAZIARME—EEEMN SMB FE.
WERA , BFSE "L HEABEN SMB FRE.
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® Note
MRIFCHRLEPESHEMENIRO , BH SMB BERAZTEEEEIEEE, NBFFHFHEA ,
RS EEEER,

® Note

SMB B Fimag 4B A4 , XA EBER X HNEIR EEE Amazon S3 , AERH
TR (AR, BERE )., LEXH4EESRE—ESSHR , LEXHNAHIBEEEN
SIHRMTHIR. LBREAEHRNS —ERE , EMEEMERETNHE R, MRBAT
S3 xA 2 &, AlF M ERR AR,

MREXREFREXGBEBRH XN TR  AIEA2 —E#H SSHRALFHMAE S3 H
Ro WITRATRAREXHRAEPFREXHY , EXHREFFREXHTSERRBH XH. A
RS8BT E R EAWSStorage Gateway , BA{E 8B 7 5B SUAFIR /E {2 Amazon
S3 #XE,

BRI EE L EEIRE |, FB{FHZETE Amazon S3 F{EA S3 A EHIME EiHER
(CRR)., MR S3 MRA#ZE& , A5 X IEEH X BE LEE Amazon S3 , AIEVEELEW
EMRASHY S3 R,

RUEFPRABVHNXHEBARRNIER (OIXHLE) K BBZELSRHIT , WaE=HE M
it SSHRRANHE, IRXHBERARFEEX4EARRSMETENZ™E , AlTEE4
BZ@E S3HRRAK, WRMAT S3 irAESl  EL L REEMN S3 7/, WFME CRR M
AR EE R AN, AR 5T 88 Storage Gateway —i2 I FTAE SR E |, WERBRBEE X4
R EM{TEE Amazon S3 ERR E,

# Rsync EAREFEZN N4 HEBESERA TR ERFPRIZER X4 , 7 Amazon S3 F
RIREREF S3 HR, WIENGTE S BEE — TEFE (S3BE —|A) M S3 EERSERTE
AP EERHAMBRER,

B SMBERHE
B SMB ERHAE

1.  BBXAWSStorage Gateway R https://console.aws.amazon.com/storagegateway/home/,
2. EREBUERAZFAMERAERE(RECEL | ) HELNEBELEHFER,
3. HEARME , FREEHEE Amazon S3 IERFE.
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4.

5.
6.

7.

BAMAmazon S3VE , BT HEAP—IBFE :
- FERERRZEREEE SSHEFTE  BEESIHERESE  ARBAFREIBAX

HHEAZNERNIREE (R ) . ENREEEALERBREFRERNRR S, UFEFHEE
VIR FERNFMES B2 0AET S3 fFErE ? PHAmazon S3 FEAEEM.

- EERERATEERE S3RFTREBFIE  FRESS FEH  RARWA SSEARER

MANHEHZRRNHERVERER (NHE ) ., ENFRERBLARERBF BRI RGEA
o, NEEHHENFMAES , FSEH Amazon S3 EREEEEREFRNEEIEFZEREE
BB Amazon S3 A& B,

- EEBEANBBE N HATERES S3 /T , FFRESS FEREIE , REWA S3EAR

BIBAMXHAZRAZNERWARBERE (&), REEFLEE , XA BERELIARTIN
AWS Identity and Access Management(IAM) &R EEFIBEK, BXLERERE IAM AR
WEFH S3 TRy, NEFRHIENFMENR  F2LLNEFRHEARFIRER
# i Amazon S3 A EE.

® Note
- MRBATNRBER  NEEBBBEARNTIBEARBZETERE , AIXFEWANXGHLESR
o
- FHEBLEUERER (/o
- BYRRAER , BEEUIMER,

- MECERANREBNFEES , F2EAFTERZEYHHPIAmazon S3 ERAEERE,

BARAWS EEF , REFEAWS BHS3 fFHE.
BRARERAZEED  BAERAZNEE. RRBBA SSRAFTFEEBIATIHERE,

(@ Note

c MRHGATHRERE  VERBEBEZAMBIEAMNB B ETERE , AINFERANHHRE
=18

« AIBRXHAHER  EERBRXHHERR,

( 71i& ) HHAWS PrivateLinkS3 , #1T T FIR4E :
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8.

9.

1. EEBERAEHEAZBEERLEER (VPC) ANZENREEREZ S3 , HAWS
PrivateLink , iZ#ZE#H VPC iwmH,

2. EEREHENHFAZTEREN VPC EOKIRER , FFEREVPC in¥ IDHEVPC ink DNS &
B, REEHERFRPEHRAEES

(@ Note
- MBEBYHHZIER VPC EARREIBE VPC IZAHBHMNBIZEED S3, IIEEY
T B,
. FRAEELZHAWS PrivateLinkfE FIPS 8B LA S X #,

« INEAWS PrivateLink , F52AWS PrivateLinkiE F 7 Amazon S3H AJAmazon Storage
Service EAEEE,

&1 ¥t Access objects using (f£A T 5 A X FEU4) , 1#$F Server Message Block (SMB) (fal Bk 28
FEEH (SMB)).

&H¥F Audit logs (€& A 5%) , BETYIHP—IF .

- ZE@EFAA , #iEDisable logging (2 H &5 8%).

- FEEUHNERBR  BEEIFHNAR.

- TEFARENEFE  BEEEARENAR  ARREEDEEERAR.

WERBRNFRES  F2RBEE X HEEER .

10. BRARYE S3 BBIRIFESF  EERERFER  RRREEALEFRE (TTL) BIHMXHRZERT

WEFRE (R, PREMNDE ), TTL RELEARFLURNEBEERE, TTL BiERE% , SHHEEEZE
BH4BRIE £ Amazon S3 FREBRIFZE SN ANE.

11, BEARERLERA  EERVKE MUEEXHEETS LES S3 KRB, S22

VFEUYAENEFEREFREANHNRE —EARERCREFNVE , AERBE

M ObjectUploadediBAl, HREFFImAIUENHETHZIEAN , Bt RIFETERIBERE L
Y, UBREBENREAAR —XHERSEEN, WEFHEENR , B0 BEUF LER
o
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® Note
HEREHR EES S3NEREARERE , EXEBANEE,

12. (W) #ERBoH , BEMIFEREL  ARBASRANEUSERTEZENERAE, R
AESXNENRSIRERE , THHEEE, GENESERAE,

13. 1B#E Next (T —2). FrBAlltAmazon S3 EfFRBEHEMEAIHER,
14. BARNFHRNFRET , H5EEE Amazon S3 #FFEPEUNFVGEERNRERER

s FEEBRESRNEZETEAMEBVETAREEREEFTINNHES , FEESIFE, W
T S RERFEINFREN , FBEEFIRYHNFEFES ZHHAmazon Storage Service
FERAEEE.

- FEADRERBERRBEENREREIE , UREILRENEK , FFEESS Intelligent-
Tiering, W% S3 BEERHE, ERFEHINFHEN K B2 EISENMRKEFIWHETEFRY
Y FE 1788 5 R BYAmazon Storage Service A& R,

- FEEBREASNEZETRGENETAREERTERRNMGER | FEESI EX
—- 1A, W% S3 BE A REFEINFHEN , BT EFRHNREFES ZPHAmazon
Storage Service A& R,

- FERTEERNYGERNEREE-—THARERESD , FEESIEEE - 1A, 1% SSEREE —
A REENNFHEF , FBTEFIYHH T8 ZPHAmazon Storage Service A&
B,

EEBhEL R S3 BREE | SEMFE AAWS Trusted Advisor, MNEFMEF , F2H ) EigTE
#Amazon Storage Service FH &I,

15. #H¥f Object metadata (I EER]) , BELEFTANPEESR

- EEMANRIEZSAERN LEYHER MIME EEAIFAR | FRERB MIME 82,

- FERTERFER TMSEE SMB ERAEZN S HEETREEGE  FEEETREHEEES
2, NEEAERRAEFNS —EBRFEERETBTZYHNFHREN K FSEHAERL
EETEBRSFR.

- FERTERFER TS ZE SMB ERAZM S3 FBFITEEEE  BEEERABRRENLR.
MBFHMEF , F2RBRESRFEFITE.

16. BAMREFE S3 FEEETE S |, iBIBAWS Identity and Access Management(IAM) B | BHEER

8 A RFZEURR Amazon S3 FEFETEE -
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- FEMAEEREREZELTN IAM £ REFEBER |, BRERIEHTN IAM AR, TIRX
HHEFEFAEARRRERES Amazon S3 , BB EARA A,

- EEERG IAM BB FEREHERR , FEEFARE AM AC, RN XHHREFER
EARBIZEREE Amazon S3 , BIXAFALEE, £ PIAM AEEFR , B ARARTFERER
FETEM A K Amazon Resource Name (ARN), 1% IAM BRWER , E2. IAM AEF
#IAWS Identity and Access Managementfff &£/,

WMEFH S3 MEENFEES  F2RKRTH Amazon S3 FEFTEHFEE,

17. AR Encryption (112 T , FEEEFELMNEREEFZMIE Amazon S3 RV INZFT AN MEZE S
w|a .

- #EHH Amazon S3 (SSE-S3) BEMMREBIHMNE , HBIES3 TELH (SSE-S3),

- ZEMFARRSIHMNFAWS Key Management Service(SSE-KMS) , i#EKMS EE &8 (SSE-
KMS), & HPrimary key (EZR5IR)EF , BEHRBHAWS KMS keySBIZFRIFHH KMS €
8 1EAWS Key Management Service(AWS KMS) £## 4., MNEFE NEFMEFHAAWS KMS | 5B
241 BERAWS Key Management Service? FHIAWS Key Management Servicefi 8 A E357,

® Note

BHEEEAWS KMSEELR 5| H /Y B & —EEAAWS KMSE R H FNEKAWS R

B, B4 AEHAAWS Command Line Interface(AWS CLI, MEFMET , FSH
1 CreateNFSFileShare FJAWSStorage Gateway APl 8%,

T2 #FIEHB KMS £,

18. ##E Next (T —%). PIALERFEREREMBEIHR.
19. BRARS RIS LS  EELAEFANS ORISR E.
- BEM/ALHLTE Microsoft AD , #1T SMB ERAEZNFEAERIBFIE , FEEActive
Directory, ZrI1E R FEXEMARE,

- EERUREFBER  BEESEFN. UREGERLSORIELS L BEEFETTER
Microsoft AD #8EiH —#8%0 . BHRAIUERASA AD BERENERFE  REYEEHEFN
BNERAE, SL4AEHENFRDT A SMB RERZEREER,
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® Note
MEFIEEEAEREER,

20. £ FSMB HAREHT |, BEEHNKRE.

£/ Exportas (B A) B , EEFETHHP —EEIE .

- BEUB A (FHRE)

=]
L

® Note

HREMILE Microsoft Windows B/~ 5 X #F R E , MBREER , ATEEEIAS
MACRERY SRR BARBORL. STURBLASL.

¥ File/directory access controlled by (1£%/8 7 BUZ &%) , FEEUTHP —1H .
« HERTE SMB iERAZFERNMERRZEMNFTA , 751 EEWindows Storage Control List
(- WNEFFMER , 552B FA Microsoft Windows ACL i #| SMB EREEZMZE

- BEMEA POSIX Bl RZHEIB NFS 5 SMB ERAZERZERN B HNFEUE |, FiE
EPOSIX #[R,

MRIE 51758 T 5 £ 2 Active Directory, AR EBEERAF/MES , A AD FAENEENEZHR D
[BEE, WREELEEEEFRAEEEENERRAZTIMERRNERN R FEUEHIEE (ACL)
R , FEEM. EEFEAENFENSHERAZEFEEEHR, —EEETELAM
F@=FFAF, i , @groupl,

BRARESRNBT , BETIEP R

- EAFRBRFES XNE , FREFFREE.
- ERFEFREHES AN FEEBRHES KPR,
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® Note

- MPFEPPIE , WEFREMIEEARIHTH SMB BFimiERE, RE SMB B imERENSE
BT SC A EREEE  RREWMERE , SRETREN

BRARERFRNKRET  EETHEP—F

- EEAZ FWNHNNHRESESENGEERNAF AR , FERYXHNE KT,
- EEESNBYBEAZ ENXANXHREMERAFTR | FEESXHNE S&BA.

@ Note

ERFBNBER—EREK  EREBAZNHBEHFIR (ACL) B8 SMB XHHE LK
SRS SRR

BRARKESHEET | BETIHEP—IT
s EAMHHAEFERAKESEEREBICHEEGKE , 55 21ZEnabled, EAZEERLT , BRAK
SHEHTEMIRSMRE , 352 E Windows E N EESFH,

- EfpIEFEAMREHETE  FERECSFM. IRRERNZE Windows & iniEH E iHiwE AR B
X, AIEAMEHERRERE MR

@ Note
HRSRIBATRANNENEEXFNITEER , TEBHEI XN SNV ERAKEH
TEo

21. (W# ) EAPMEXHHRZEFBEE D+ , BELENRE.

HARAHWAPANGE  BEFEANCEAEIENEAHNEYRALEAFFIERAEN
AD & group, EEBEUAFRBEEATEUEZHNAFPMNE,
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BRARBIEENAFNE  BENEEEEAEREN S EENEEYAACEEBERAZTEN
REFRAY AD EAE group. ERNIBEARBERZREBESHENAF ME.

® Note

Fr LAt A P A8 X £ =55 B 0 Z £ Active Directory 232 HY,

E@A AD ERERFHERE, NEEBERHARENAZEE AD MBI R EEEATE
Ro
MREAREEFEMARIEBNEAENER , AMEMSERFR AD £/ & 2 7 LUE 48

RHEE,

22. #iF Next (F—%),
23. MENERAZERRTE  RABBRETK.

BN SMB ERAZTEY 2R , MU NEERLEN Details FFHAEF) BRHPBIEHERHT
FRRE,

®rESR
ERA PSR SMB ERA=E
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KWL ERAEHXHHRE

ETXH , BRI NMAEAFHHEERSE, FAGNHEE, AELNERBEE K URKREE
BERERNMEEEHA, NEIIRCHEBERRISE (NFS) AFRWEAEN K F2RERREXEN
NFS A Fim, MEZTXECZRBEALSES (SMB) AFIRMEFHMENR , FERERFELZERN SMB A

B KBS ER A EHETE AWS Management ConsolefEHlan S, £ THEEH , BRIAKE0
AEAFHHBERLAE, FACHRE, IHECHEREE K URBREEERERNFEESA,
e

- ERAPRHEEN NFS ERA=

- EAFHEEEN SMB ERA=E

- EEEHAFENHSNERBLEAXHARE

 BIEEH S3 HHBES

o BETORURLEATRE 2

ERPIREHEEN NFS ERHAE

BHELES NFS BERAZHIFECHP RN EEHE F | ARE TR FE Amazon S3 #EFRT
-8

HEERAZIARAHRIE Amazon S3 fEEFTE

1. WMREFERAH R Microsoft Windows FiFis , BELET SMBIERHEE  WHEACLZEE
Windows Fl Fisfy SMB B FisREFH., tREFEHA NFS |, 558 Windows H 8 Services for
NFS.

2. HEHEHNFS ERHAE .

« BR Linux AP , FESTRIKAATIIGS,

sudo mount -t nfs -o nolock,hard [Your gateway VM IP address]:/[S3
bucket name] [mount path on your client]

« BHA MacOS AP , BEGTRIAATI®GS,
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sudo mount_nfs -o vers=3,nolock,rwsize=65536,hard -v [Your gateway VM
IP address]:/[S3 bucket name] [mount path on your client]

« &4 Windows AP , FERTRRERATIISGT,

mount -o nolock -o mtype=hard [Your gateway VM IP address]:/[S3 bucket
name] [Drive letter on your windows client]

Hlan | BRERIETE Windows AAF AR VM IP bt A 123.123.1.2 , &K Amazon S3 fEFETEE
#BRtest-bucket. HHBREATMETBME T, HEEERT , LHHSERRENT
SR

mount -o nolock -o mtype=hard 123.123.1.2:/test-bucket T:

(® Note
BHEERAZR  BHIETIEHE
o IBTIEEREE] Amazon S3 RFEFBHPERIBCERRMNWHNMRRT. EEBERT , W
BYHEBERTEEHE  EXMETRSETERK, flin, NMRFEITFEIER
BtestHBtest/MBBtest/testl , Etest/Mtest/testlEXHMBEFT AR,
- BUREEECERAFIRENBARE K ENMHIELNERAEE,

« Windows TEERE A MM HEHRBEHEH NFS £E, R4AFERER K KUHHEES
REF, RMAEBLEAELEE  RAFLEBEERS , tHFEFREEN. B4BE
R EE -0 mtype=hard 28, Windows BEHEHSSEM -0 mtype=hard £
L

- MREHEANRE Windows PR , FHEBE R , #1T mount % B FEEAEAEE
RigEEH mount H#IH, CEEREREERAZEEALRMUNRINZRLEHEH,
ElRF X L ERBETREARMVERE , EFEED 60 WERBRER,

BRESR

RIFER S3 X HEET
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ERAPmBEHEN SMB ERAE

REGEHE SMB ERAS | W TR IER Fin il FIAEE#HEE. TEANERREERS
BRETRARN SMB AP RN ZXEHEG T, SUETXHRE - LHEANBEEREAZE

BUAERZBTRN G EREE SMB ERAZ , @8 TIHEE !

- WHRR (cmdkeyFnet use) — FABTRAFAHBRERAZ., BENBEBFREEcndkey ,
REBASEEEZZE FInet use , RBEIE/persistent:yesHl/savecredfifd , MREFLEE
BERRENSISHEARSEE. ERGSSEAMTE , EREURRER S EHE Microsoft Active
Directory (AD) FEXSREH B FENAVEEEE, AT R4,

- XHERE IE%E(ERQ\T&%%EIEEJJ%%) £/ Windows X EREERRFHBALHXMHHAE, BEERE
MIEERBEFEERERREMN I BHERE LR RO ABBEER,

» PowerShell i< — g2 B E% PowerShell IAUEKB A4 HAE, REEERNERFEENSH ,
BMAERMEFTRBRRER , MARZETEHEBOERRGTERIER,

@ Note
WRERZ Microsoft AD FIfERE , AN EESR K HRELEHEEZH SMB ERAE , B
EREAZHE I BN EAERR,
MREBRBEFERE  FHRELESIELAZREFNEE  BERHBERAE,

FRAGTRRFETHEHEEARERE Microsoft AD FHEH SMB = -

1. FEHETE Microsoft AD fEFEEAMLEMN SMB BRASE , BRERAZHEI AR,
2. EGHTRTIEEATIGTUHEERAS

net use WindowsDriveletter: \\GatewayIPAddress\FileShareName /
persistent:yes
ERAGSTRAFIHESEAREAFBENERHN SMB ERL= .

1. FREAFIKRFEREEN SMB ERAE  BEERATHEIRK,
2. EWTRTKRAATIGS , & Windows BIREERPREASBE

cmdkey /add:GatewayIPAddress /usex:DomainName\UserName /pass:Password
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3. EMTRIHAATISTUHEERKE

net use WindowsDrivelLetter: \\GatewayIPAddress\FileShareName /
persistent:yes /savecred

EARTRAIFIHBLEARGEEREN SMB ERAE

1. FHRELEVEEABRFNER K BHEERREE,
2. EDSETRFEEZALUTHS , LAE Windows BIEEERMTRERERE :

cmdkey /add:GatewayIPAddress /userx:DomainName\smbguest /pass:Password
3. EWMTRERRFBATIGS,

net use WindowsDrivelLetter: \\$GatewayIPAddress\$Path /user:$Gateway
ID\smbguest /persistent:yes /savecred

HEERAER , FEETISE

- BAIREREE] Amazon S3 REFRPERB2ERKMMENMT. EEEERLT , WRY
HEBERTEERE  ERFAEHRRSETERRK, flun , MRFFERBIERAtestH
Etest/MBBtest/testl , Etest/Ftest/test1EXHPET R,

« BRI XM HAEZEEREARTFAFBRIERREFTBNERE K BAEITERTER
BREFBBEF mABSEMEHFHE,

£ Windows EREEHE SMB ERXRHX=E

1. 3T Windows &3 # AFile ExplorerH i€ SHE OMES , HIZEWin+E,

2. ESEEKT , BENPC, AREEREBNERERUBMEFEREBUTRYE  WTIERE
HREEE Ao
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M| [/ | = ThisPC - a X

Computer View 9

L & Yninstall or change a program
v W -~ )

(B4l System properties

Properties Open Rename Access |Map network|Add a network Cpen
media ~ drive = location Settings l;]Manage
Location == Map network drive System
= v P = 5 ThispcC =g Disconnect network drive w 0 Search This PC o

e

i
3+ CQuick access ~ Folders (6)

|= Docurnents i

Desktop 2= Documents
Projects l J

; Downloads

) ‘ Downloads $ Music

| Pictures

AWS Keys
I Desktop Pictures ﬁ Videos

[ —
SMB
SME figures ~ Devices and drives (1)
05Disk (C:)
[ This PC i I
I Desktop Mgy 171 GE free of 236 GB
2| Documents ~ Network locations (2)
; Downloads iR workspaces
Yaonamazon.comihomeibosl.. Ml wasamazon.com..,
. — O -~ : .
P Music ¥ ¥ ==
= Pictures
ﬁ Videos
2o O5Disk () W
% items = &=

3. MEESGMRUMBEEESRS | B EUBRSAN BRI,

4. BHRERK @A \\[File Gateway IPJ\[SMB File Share Name] , SiZIZZIERMEE
FHER SMB R =,

5. (iEHA) EH Reconnect at sign-up (B AREHER) , IREFEEEFHBBRITHIE.,

6. (iEA) EH Connect using different credentials (EA TR EAERHER) , MREHLEFHER
A Microsoft AD BEASGHEEFIRFERAEZRR.

7. 1E# Finish (EX) TRENHEE,

IR A LATE Storage Gateway EEFZEATPREERLZIRTE., REESAHNZIIEENFERAENE
B, UREEFHEEIER, SOAUEREEERAZTRMPNESR  YRFEAMBRERAE,
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£ SMB ERAZNE M

1. Storage Gatewayhttps://console.aws.amazon.com/storagegateway/home,

2. HEEBEBE#HKL , EIZE File Shares (BERHE),

3. *E File Share (lBERLZE) EE L , KELEEHA SMB ERAZ;ZEUZEN S 1,
4. &t¥f Actions (B)E) , BEEFEMNEE .

- 1EIF Edit file share settings MREBERREZRTE) BRAREEFEL

- 1EIZ Edit allowed/denied users (§R¥E A FT/IERBNERE) FIEDMBREABENEE , REE
Allowed Users (fe8FHIE A &), Denied Users (JEERFERE). B Allowed Groups ([ FFHVEE
#8) F Denied Groups (BB EHAE) AP A RFTAIERBEAEMEE. £H Add Entry
(FTIBIER) BB N FEE | MFEA (X) R|BREFERE,

5. A& , & Save ().
EfmARGNERENZRR  SRERM AR, BEALFIR  EERESHREN

Microsoft AD £ f E#REFHL SMB BRAE, AR EENERENAMSHBIIEREIIXR
TREEFH SMB ERAE, HHEEIRMAFIRPNERAENATER , ERBFIRE L,

R LATE SMB ERAZ FRAFEURHIEE (ACL), MEMAA ACL MWEFHEER , FSHE
F Microsoft Windows ACL {2 & SMB iR X Z /Y FHL,

BRESR

R S3 XX HEET

EERRAFENHRNEFRERA LERAXHRE

AT MER NFS 5 SMB , 72 B AR EERIEAFFEM AL Amazon S3 I FEHEELS,
RECRAEMEARYIONNE  EENRERGASRENTHE  &ERA NFS 5 SMB #EX
GRERE, EENTBRELRERE (POSIX) FREANTEARRERT, SBLKRERE
Amazon S3 RTFEFIES | {EERE B AL A MR Ate0 R 7 BUAE.

B LABERS S L EE S3 RETR, ZERRATKELRIEHMENYHERAER  REEEN
BIB Q3 fEfFETEE, WTESHMMEEA |, 552 B the section called “Fl#T Amazon S3 EFEFE R YH",
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® Note

EMTEZE— @ Amazon S3 REFErRESNIEE. WREEZMEE K FHELE "B
Amazon S3 B ERUEZMESE ? 1 —& FHStorage Gateway E R,

ERRPRENFARERERIGHER NFS ERHV 4 , FE2EEELN Amazon S3 E RIFEIF A wE
R E R E.

&H¥t SMB , AT LAEA Microsoft AD SEH B FNAEBAXFEYHE Amazon S3 FEFITREHH
Z, BB SVMBERAZEHNYHSEARE F—ERE %N POSIX FRIEEMET, BERKXTHY
Rl ME AR B SR 7 EUR4I7EE (ACL), BB # ACL WA E B smbguest , BRI T A 666 , BiEA
777, EERARFIE R FE (Microsoft AD MFHE).

BIERIEHY S3 RS

B ERNER RER DB RET R, EREBE LEEHLMN Amazon S3 fEFETHE,

&1 Windows A F i & #E = L& ZE Amazon S3

1. HEZW Windows AAFRE , BEICHBERAZTHHEL., CHHBRESBIEREM S3 f#
FETRER,

2. BERIERRERTI RS,

3. £ Amazon S3EEFEA L K BEINEHNMHRFEFITE., CEZSEIECERIIEE Amazon
S3 RIFETHRMNIERNER K,

WA LB R ERRAZZEBRFMAWSStorage Gateway BEEIEH A
&HY NFS ¢ SMB AF IR RE A, EE. Mk, EfaSNEEESR.

(® Note
BREAEFNREERAZTEUEMHTRERS.

IR TIERFENMER S3NEIR :
- REEFEIUREEE, #5< , MRERTATH |, BIHE S3 HEELILHT 8 2 REL
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ERAEER

- RASHEAERRE , @EBKRECHN DR EBEIEET S3,

- RANENMERBRENL  AMUARABBERIBEBNIL S EBHEREH,

- MIERER S3 BERY

- BEHEE SIHHABERRYHERE , FHEE Amazon S3 TEAFMHENEE, BAUEHWEZE

B #%.

c SEERERRBBREREE (HIW 1s -1) BBRACRETRTIHUGRE.

®REIR
BT RMEHE?

BT RAMEEATRE ?

ERIXZHFR , BEUVFHREAERFE , S FHIERAZNARENRE.

FEENHMAEH IS WMARAIT FIMERNEBER

i

- PEEEERFE , BZ2REESER Amazon S3 ERE,

\

3

- BERFILERRE  F2REELFEENE

- FESFEREETHREDE 28 AENEEETHEDE.

- HET#E Storage Gateway IEEREREREHTRRIN AN ,

BRI EENER

2R,

MREECEYFERALEFREIRNE , FERER , BRELESNIFLENER,

BRTIFENEIR

1. BREGFBREEARE  SRIFSEMER. NFEFEE

EE A MBREE AR BEREEBEIR.

, 20 £ /A AWS Storage Gateway

2. WBIGZEBEHMBR Storage Gateway B8 VM, MREEFE Amazon EC2 HT{EE LB IRE ,

AR LT ERE

BT RMEAE 7
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EERMEERPEARE

BRI ERZHERRRFEURERFEFERRECBAELILEER, AREUUFEARBRESE
RHERIAWSER , MEFZHEABBEAWSELAERBMER L REREERKE. FHAEEE VPC R
%, O LURBIAWSE IR, &R RA Virtual Private Cloud (VPC) RIZFBEHPEEERE , Bl IP bk
giE, FHAK. BERNEREE, WFE VPC WFEHHEEMR ,F2 ", "B Amazon VPC? J H
#IAmazon VPC User Guides

EE17E VPC H#4E Storage Gateway & VPC im Bt F A RE , FBHT T 5IEE !

- £ VPC & ARENBAR Storage Gateway B VPC 1% % , WEE VPC %% ID, 1ERIEFEY
SEHARARSIE Bt VPC RIRETE 1D,

- MREAEERE , 54 Amazon S3 E1 VPC i %, EEBEARXHHER , BTl VPC
RIRET R,

- MREVEMBERMAE , FREHTTPRE , YEZBERFE VM AE XA HETRE, BFE
£ B Hypervisor AEBHREPIFEERFE (HlEL VMware, Microsoft HyperV F Linux #& /0
EEMEE KVM) BEBRNADHBEREE) SREHRE, EELERT , LEEREUAZERER
VPC A& #7ER Amazon S3 A F iR E. WMERTE HTTP REWNFMEN , FSERE HTTP KE,

(® Note

LHEEXSEREN VPC BN E— EE P EE,
HAEZREE K AERHZRTEN Amazon S3 EREMSBNEEMLERAM Amazon S3 Y VPC
Ui B4 = — 1B [E 45 .

o
<t
i

& A Storage Gateway BY VPC i B
REMEE HTTP KB (ERA 48R )
s REFRER HTTP REFAEIRO

BB A Storage Gateway B VPC ¥m B

BRELIETRREL VPC h%, MREESKEHEAR Storage Gateway B VPC im B , BIE A LUfE
'—I—|
Eo
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BB Storage Gateway B VPC w2

1. & A AWS Management Console , 3¢ 7E https://console.aws.amazon.com/vpc/ BRI Amazon
VPC =128

2. EEBEEKP , EE Endpoints (in ) , ARIEE Create Endpoint (1L i &),
ERVHHBEE L  BREFEAWSEE A T IRK B #%.

4. 1£ Service Name (fRIEB ) & , i##2 com.amazonaws.region.storagegateway, #l
4l : com.amazonaws.us-east-2.storagegateway.

5. &% VPC , BIBSN VPC , YRR THAAEEM FHEK.
6. WESERARIZE Enable Private DNS Name (X%, DNS &),

7. ¥ Security group (Z£E#H) , BEERANEN VPC WXL H, BULUIESHERNTZ S
., BBLENLZLBBEPEARFMETY TCP EEIE .

w

 TCP 443
« TCP 1026
« TCP 1027
« TCP 1028
« TCP 1031
« TCP 2222
8. 1EIF Create endpoint (B ik %), WmEHRAARRER pending BEH), BImEE , S TATH
2 VPC imE# ID,
9. BUIREE 6 & Endpoints (i) , REIBIEHM VPC %%,
10. 7£ DNS Names (DNS &£78) BB , FAXREETAREEHE —E DNS &, &8 DNS &

BERRFBIEK : vpce-1234567elc24alfe9-62qgntt8k.storagegateway.us-
east-1.vpce.amazonaws.com

RELE—E VPC ink , BURIENRE

/A Important
MREBERZVEREE , Bt EEZITEHN Amazon S3 HWikE, KB LR "TEIEHA
1 Storage Gateway By VPC in % EFFHHMEREILER , B8/ X com. amazonaws . us-
east-2.s3%E "HRFEEHE, T, EHFENEFE SIS HBEBNEAR K MTRFRKR/ZLH
., WERA , FT2H "1 BEUFERH,
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aXEMEE HTTP LR ( ERZAN 0 S H8ER )

MREHBERFEE  SEERE HTTPREBEYFARRFAEERKSAKIEARE, RESIHE
EXRXEEFE VPC S ZH Amazon S3 FAEIRHEEWMARIE, WMREE Amazon EC2 AEHE HTTP X
B AEBAIUERAE. T8, FEERILMBEPETECAHMETY TCP EEEIE ;

- TCP 443

. TCP 1026
. TCP 1027
. TCP 1028
. TCP 1031
. TCP 2222

WMRERE Amazon EC2 R |, FBEM THEFRFREMEE HTTP RIE,
HEREMFRES

1. BXE) Amazon EC2 #1TER, RMEZREACHBREHWIITERRS , HI0 c5n.large,

2. BEATHGHLE squid: : sudo yum install squid. E&7%/etc/squid/
squid.conf,

3. MEBARENABTUATIREIN

#
# Recommended minimum configuration:
#

# Example rule allowing access from your local networks.

# Adapt to list your (internal) IP networks from where browsing

# should be allowed

acl localnet src 10.0.0.0/8 # RFC1918 possible internal network

acl localnet src 172.16.0.0/12 # RFC1918 possible internal network

acl localnet src 192.168.0.0/16 # RFC1918 possible internal network

acl localnet src fc@0::/7 # RFC 4193 local private network range

acl localnet src fe80::/10 # RFC 4291 link-local (directly plugged) machines

acl SSL_ports port 443
acl SSL_ports port 1026
acl SSL_ports port 1027
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ERAEER

4.

acl SSL_ports port 1028
acl SSL_ports port 1031
acl SSL_ports port 2222
acl CONNECT method CONNECT

#

# Recommended minimum Access Permission configuration:
#

# Deny requests to certain unsafe ports

http_access deny !SSL_ports

# Deny CONNECT to other than secure SSL ports
http_access deny CONNECT !SSL_ports

# Only allow cachemgr access from localhost
http_access allow localhost manager
http_access deny manager

# Example rule allowing access from your local networks.

# Adapt localnet in the ACL section to list your (internal) IP networks
# from where browsing should be allowed

http_access allow localnet

http_access allow localhost

# And finally deny all other access to this proxy
http_access deny all

# Squid normally listens to port 3128
http_port 3128

# Leave coredumps in the first cache dir
coredump_dir /var/spool/squid

#

# Add any of your own refresh_pattern entries above these.

#

refresh_pattern ~Aftp: 1440 20% 10080
refresh_pattern ~gopher: 1440 0% 1440
refresh_pattern -i (/cgi-bin/|\?) 0 0% 0
refresh_pattern . 0 20% 4320

MREFTEHEAREMRSR , B FREETEMEE  AFRALRBEA TGS
SHEMARSFFAEEEHERNE,

=

=

Ly

A
™

BREMEE HTTP L
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sudo chkconfig squid on
sudo service squid start

BB ETUREEAR Storage Gateway B HTTP RERFEA T, REMBEUEANER  FEAR
SR squid 28 3128, EAEM squid conf EERFEREHE T HIERM TCP EiZE .

. TCP 443

« TCP 1026

« TCP 1027

« TCP 1028

« TCP 1031

« TCP 2222

FEAERMSSAMTIAERTE HTTP 18

1. ALREN VM AgEmE, MFEERBEANGFHRER  S2REAIXHFESEEES,
2. EEXEINRERT , iBIE Configure HTTP proxy (EXE HTTP KIE),

3. 7t Configuration (#1%8) Thaesk , i#E1E Configure HTTP proxy (8% HTTP K¥E),

4, REKRERARSIZNEHEBINEEE,

WMEMAERE HTTP REBHFMENR |, B2 E HTTP RE,

RFRER HTTP REBRMER O

MREHER HTTP KB |, R E ALK Storage Gateway EEI T3 B Wt fEZ BN RE,

<;&III

E Storage Gateway BB~ BB , ©E®E T 5| Storage Gateway fR¥E&E

anon-cp.storagegateway.region.amazonaws.com: 443
client-cp.storagegateway.region.amazonaws.com: 443
proxy-app.storagegateway.region.amazonaws.com:443
dp-1.storagegateway.region.amazonaws.com:443
storagegateway.region.amazonaws.com: 443 (Required for making API calls)
s3.region.amazonaws.com (Required only for File Gateway)
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/A Important

BURREHWMEEBAWSESE, , it EinEPEASENES TR, flm, HEE
EEES (HBBRAMN ) BEEVFE , WHEA : ¢ : storagegateway.us-
west-2.amazonaws.com: 443,

E Storage Gateway & VPC in BEAR , EEEAWSHRMIEIR Storage Gateway VPC i 3 FHY %
EE IR LA Amazon S3 FAB in B LM EHHE 443 | RBITEIRE.

- Storage Gateway VPC in % E#Y TCP EiZE,
« 443, 1026, 1027, 1028, 1031 F 2222

. S3IFEHE LK TCP Eizie
. 443
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EEALH Amazon S3 {E =43

B LELTHRIEBUNAEE Amazon S3 EXBEERNEA.

. WREEHEEIRY SMB FRiE

- #miE SMB ERHAENEE

* WIFT Amazon S3 REFEBTHYH

« ¥fit Amazon S3 1EXFERA S3 YHHEE
o BFXHHLZARGE

7/
- BERASEEER

MEERAE

HEERMAMFIT SIERFE 2R , TUMBHMERAE | SIREF Amazon S3 FEiFiTRFEUE,
FBAURFERENERFIIBISETEAWS IRFLEEHXHRE, NENAFEERLAZNE
A, BBRELERAE,

e

« BFH Amazon S3 fEFITEH FEUE

- ERBREEBEREA

- FABRAZTETERSEFR

3 Amazon S3 FEFEFE M ZEUE

RIEXHRER , B4R EEHEERT 8845 X4 LEE] Amazon S3 FfEME , WHEARERE
AFERENEMEAMSIERLEE (VPC) RinTHHTRE. ERTFUHFEER , B XHBEER
FEAWS Identity and Access Management(IAM) & | kA GER FILFEER IAM BUR B,
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HEBEEM IAM BEM Security Token Service (STS) W{EER&H. BERELBAUAITHE
B, LS\, B9 S3 REFEFRBAEMEBNEIRER VPC RinHHSLEE A IAM AEZEEMNE
R

B BITERY AEMNEFEBER , IR%FE?EF-%L_IJ«X%"‘LIE{F'L NREREEAGETIEE , It
BREEE SIHENEE, MEAGHNFTNMHEENR , B2EIACLUSHFIZEREAWS RiEH
#JIAM User Guide,

THEHREEBER , AFEHERRERE IAM BE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "storagegateway.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

NMRETHERRAERECEYIK , BAURYBCHER , Y EERIENERAZ. nF0M
EITRRBNFAER  F2REELERAZ,

THEBIBR AT ENERBENITEERISINFTA Amazon S3 Biff, RIRKXNE -0 RFFHE R
TestBucket Ky S3 @ EFAFBHTABIILNEF, F @2 RFFY TestBucket WAIBEYMH#IT
5| H B B F o

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"s3:GetAccelerateConfiguration",
"s3:GetBucketLocation",
"s3:GetBucketVersioning",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:ListBucketMultipartUploads"

¥ S3 RIFTRAER API iR 2013-06-30 74


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWSStorage Gateway

ERAEER

1,
"Resource": "arn:aws:s3:::TestBucket",
"Effect": "Allow"
I
{
"Action": [
"s3:AbortMultipartUpload",
"s3:DeleteObject",
"s3:DeleteObjectVersion”,
"s3:GetObject",
"s3:GetObjectAcl",
"s3:GetObjectVersion",
"s3:ListMultipartUploadParts",
"s3:PutObject",
"s3:PutObjectAcl"
1,
"Resource": "arn:aws:s3:::TestBucket/*",
"Effect": "Allow"
}

LT ROIR B SR mI H AV RS EL , EAFFENNHRBEIITERZEAMSE TR ERNRE,

"Version": "2012-10-17",

"Statement": [
{

"Action": [

"s3:
"s3:
"s3:
:GetObject",

||53

AbortMultipartUpload",
DeleteObject",
DeleteObjectVersion",

"s3:GetObjectAcl",
"s3:GetObjectVersion",
"s3:ListMultipartUploadParts",
"s3:PutObject",
"s3:PutObjectAcl”

1)

"Resource": "arn:aws:s3:us-east-1:123456789

TestAccessPointName/*",
"Effect": "Allow"

:accesspoint/

BT S3 REFENEFR
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]

(® Note

MREFERB VPC RInEIRAS X L ZEEF S3 718 |,
EHHAWS PrivateLinkfE & HE /.

nl‘-H-

2 FAmazon S3 Bk B

Tar B REERREA

BEREABEBRZEMERE , HFRAUTHFFTNERTURH ERESH TN ERIITXE
B EAWS | ERRBERTREESRBERNEABE., ERERS (WIUIRES) Wil5 —ERES (1
WILARTS) By , ATREE B AR ER. TOURGNIURBRERAEFT , AETERERFTIN AR
HHMEFNERKINEE, RTHEBEERER , AWS RENTEAHERBEMBERBHER , M
BLREERERSEIRFFERNFIE,

= ZPBR%| AWS Storage Gateway BERIEME —ERBEHHTT , BRMBRBEERBKRHPHEA

aws :SourceArn M aws:SourceAccount £FFEHARTREIE, NMRRKEASEEGERETRS
&  REMEBERRARFEHaws: SourceAccount EH aws:SourceArn EHRHIRFE | HEME
FHERRS ID,

My {Eaws : SourceArnM4 AR HE X H L ZEIBER Storage Gateway #J ARN,

IR ERFREENSRER S EZREHaws :SourceArn2 B L T XRBREE RN TE ARN, 1R
THEERNTE ARN , IBLREREZEER , mFMHaws:SourceArnEEBEANER/ LT X
B8 (*) , BE ARN R, B0 : arn:aws:servicename: :123456789012:*,

LA R EHIEE R I F aws : SourceArn#laws : SourceAccount 2 F & #H £ T X & Storage Gateway
By LR E B AR RE,

"Version": "2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "storagegateway.amazonaws.com"

}I
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"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"

3,
"ArnLike": {

"aws:SourceArn": "arn:aws:storagegateway:us-east-1:123456789012:gateway/
sgw-712345DA"

}
}
}

]

}

ERERAZETERS FH

BIRFEFEREIER 2 Amazon Web Services IRF XA ERBSRE , BUEFEINERN S — 1B Amazon
Web Services IRF 2 ERNER. BBEREBE , &7 LAEA—1E Amazon Web Services tRF AT
BREAT  FEEBR R —1E Amazon Web Services &7 2 Amazon S3 fEFEFE M Y4,

= EZ{FAH—1E Amazon Web Services tIRFHEENERLE | FE5E 5 —18 Amazon Web Services
MR/ B RY S3 F1FIrEE

1. TR S3 BEFEBEEECETEN Amazon Web Services kP FREEERFEZ S3 @ FH
B URVAZBFETETYGNER, IFENARTILEFIENER , F280 2 BEERT
P2 BR 417 BT B8 5% 7] R AYAmazon Simple Storage Service A8, MELEHFINFE | HF2
B3R F ¥ Amazon S3 fEFET RN FEUE,

2. BREERAZARTFE S3 FFITEHN IAM AT EHRRE s3:GetObjectAcl

s3:PutObjectAcl FHREMNFA, LI, FHEE IAM HSEIE AFEMRFIER IAM BEH
FERRK, MBLBEEBRRNES , F2REETYH Amazon S3 FEEFATEAYFEUE.

ELNERREFAREACTFN S3 EETE , BEEE s3:GetObjectAcl
s3:PutObjectAcl REMNFFT., ABELSZFEAFENIRFRESLHAGHEEEER. NELE
EEBERNESF , F2EE T Amazon S3 f#EZETEHN FEUE,

3. #TB Storage Gateway E 1% & https://console.aws.amazon.com/storagegateway/home,

4. 1EE Configure file share setting GRERERHLZRTE) HFEH R P B Object metadata (HHEE
#1) WH Give bucket owner full control (#& TR TS & TR EH),
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ELEVSENENBIRFFIRERAEZ  YAERGHBHBRERAZR | RfANEZLAHEN
WE., BALUEBYHBHNAR , AR ARG ERLEFTERE S3 RETRBIPETRA/NY , RET
i (=

/A Important

PR BERRELER  BFTERFEGEERAZEAMNIKRE, BERRBATIAERN
i, EBARSHNERARAETHERENSTSERELMEAMN Amazon S3 FEFRTHE,

=y
MBEEREEN IR EEN L MER  FSEUTAE -

{55 F 3214 2 [Z BV 3R i 18 (Y 2 Bl R 9 Amazon Simple Storage Service i F 18R

FEREEE (ACL) B8 A9 Amazon Simple Storage Service FAF 15/

MERERKE

MRETBEERERHAZ | BT Storage Gateway T A FURBKR., EXBRBRERAZR K €9
BHEEEE R T FTIRETAY Amazon S3 EFETE., T8 , T2MBk S3 EETFENERE.

EERRERAER  IRENFEEEKEN LEE S3 REFE  AIRFLEMEER , TRAMEKR
BEFTEER. RFTE LEER K FRIERLZEA DELETING (IEFEMER) AREE,

MREEZTS LEER  FEEFEALTMH To delete a file share (MIBRERAZ) BF. NRETEE
E3ERTE LE  BSEAARETEDTEEM To forcibly delete a file share (EFHIMBRERKE) BfF.

MBRERLE

1. $JB8 Storage Gateway F 12 & https://console.aws.amazon.com/storagegateway/home,
2. #EIZ File shares (BRAE) , ARBELEMBRHERLE,

3.  &¥ Actions (B11E) , i#1E Delete file share (MBRERHELZ), THIBEEEHRMEEIHE,
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Confirm deletion of resource(s) x

Deleting these file shares does not delete your data in your Amazon S3 buckets. Data
written to the file shares prior to deletion will be uploaded to S3

v Check the box to confirm deletion of the following resource(s):

» share-449AE02E - Deleting
= share-6E95AD0S - Deleting

4. HEHERBEART  EREEMR -—RNZEERAZHRETR , AREE Delete (MER).

HEEEFERT  BREEMBRERAZZN  FTESFI LERAZTMBRERRR (NFS) ERAZ LE
RNFFEER, flM  EREHERECEAEBMRLENER. £5 —E&HH+ , TR ERE
RHAEM Amazon S3 fEFEIFEIMH , EXRTECEEB LEBEENEHR,

EELEBRT , B LAFEHAAWS Management ConsolesDeleteFileShareAP| #&4E, LigES S
IHER FERRF, EEME  BRAST S A FORCE_DELETING (IE1Esa&IMER) AREE, EEREE
BRFIMBRERLAR , F2RTIER.

HEMERERAE

1. 3TBH Storage Gateway F 12 & https://console.aws.amazon.com/storagegateway/home,

2. IEIF File shares (BRHAE) , AREELETAFMBRNERAE W FSUVENEE. MERA
B &% Details (FFHHER) BB T,

Details

Data already written fo the file share is being uploaded to your Amazon S3 bucket, chrisreesfileshare. If you don't want this data to be uploaded, you can delete the file share immediately
¥ Check the box to confirm forced deletion of|share-17F2A172 | This operation cannot be undone

Force delete now
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® Note
#4118 IR R I M BRI 4

3. 7 Details (FFMHEH) BEPAAEHRNALS  BIVETAFIMBRNERSLE D, ILEERFERS
B, #R#I1E$E Force delete now (3ZEN5RFIMIER).

BRI LAE A DeleteFileShare API B EXREHIMIBRERHE,

#miE NFS ERHAERVERERE

B LAfREE Amazon S3 FRMMNERE. XHRAERE, R TBE. HEBRE, EHANBBERF
RIFTERE -

(® Note

BARRERANHHAZUEOFTNFREBIIEAR , B FTRER VPC RinHIRRE, £
REERUNERAZRTREBEELRE,

mMEERAERE

1. 3TBH Storage Gateway F 12 & https://console.aws.amazon.com/storagegateway/home,
#1Z File shares (BRHAE) , ARBELEENRNERLE,

BRAREE  EFRELZRE,

BT THHP-EHHZIE :

w0 N

- (LB ) BRAERAZED BAERAENFHER.
- &H¥ Audit logs (6% A5) , BE T HP—1H .
- E{EDisable logging (= F B F55C8%) LABAEA B &%,
- EERVHNAREERUFTNERBR.
- BEEFARBNAERE K RREBFEDEERAENEKAF.

MERERNFAES  FSEERE X EEEZ AR,
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« (THE ) HRKE SSHBEBEERHT  EREEELREFEAEFRRE (TTL) R XHHR
ERFOEB (UX, MENDEREMN ). TTL RE LRRIFURNEERRE. TTL BEiRiE
% , B B SEEI AR E Stit Amazon S3 FRME R B HNAR.

o (TR ) WRERLEBEHSD |, B S3 XHRBESX e LHE S3 KRFIEANER
B, SEURBEUDR/BEMNRIERIF GRRAXANRR —BREMHIRSENDE , ARBE
FXObjectUploaded&Xl. AREFEF W AIUBEXFETHZNEA , Bt &RFETRRIERE
S8 LEREBRENKERARE -—XHERSERE, MEFMAENR , F26E BN L
EEA,

(® Note
BEREWR LET S NKEARAERE  EXEENNKEE,

- BRARFMERNEFFET , 22T Amazon S3 REFFBTPEUNTVHECANRFRER

- j#1Z S3 Standard , EREESXNEZETAESE (FTRBENE) FRREFRNYLGE
#l. WFE S3IBEERFEANFHEN , FBLEEFIYHN TR I EHRRIAmazon Simple
Storage Service A8/,

- iE1Z S3 Intelligent-Tiering (S3 EE2H 2 E) , BEBHKERBERRBEENREEIE , UK
FLRETFHA. W% S3 ERIBRFEINFHEN , F2EISEIKEFIYHETE
FEY 4 % 17 88 75 2 B Amazon Simple Storage Service FAF 8/,

- J#F S3 Standard-IA , EBRHEAFXNEZETAESE (FTRHEVE) FRAERFRNN4E
Bl WF S3 FE — A RBFEINFRESR , F2TIEFIYHNREFRS EZ+FHAmazon
Simple Storage Service AF /.

- ##E S30ne Zone-A , EE—THAEEHPERTEFZRNNGHER, MFE S EEFH —IA
RBEEINFRENR , F2TEFIYHHN 785 ZPHAmazon Simple Storage Service
R PR,

- &H¥f Object metadata (MIHHFHEER) , BELEFANPEES .

- EIE Guess MIME type (¥ MIME H) , RAAMKEEIES B LEWHH MIME FE,

- IE1ZE Give bucket owner full control (#5 FRFIFRBHE ETELEG) KTERFIER TFTHRHAE
BRZBEERRE (NFS) SARSEFAEER (SMB) EREZW S3 REFEITEBEEE. WE
FABRAZEENS —ERFARERFIEBIZYHNFEREN  F2REAERAZES
BEERFFE.

- MRZERETFRLFEALERAEZ METTREEFFEIFEXILAFINER , mMT2
FEITREAENE , 3522 Enable requester pays (A BEENR). MEFMEA , B
SRR ENRREITE.
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- ¥} Squash level (Squash /B#Rk) , BELERAMN NFS E#RHEEZH squash BIRERE , AR EE
Save (7)o

® Note
IR BEETE NFS EREEM squash BRFRE. SMB EREEZEFEMFA squash 5%

==

Ko

AIEEMNENT :

« Root squash (default) (Root squash (F85%)) — RixBRFEAE (root) WEEEEME ZE UID
(65534) F GID (65534).

« No root squash (& root squash) - R ImBRE A& (root) E#UK root BV FEUE,
« All squash (Fi& squash) - FIE A EFEVEE SRS Z UID (65534) F GID (65534),

squash B FARR{E R Root squash,
Fﬁ#ﬂ-f&ﬁ%qﬂ lgg*;*/\?—ﬁﬁlglﬁo ﬁ {EP_’ Read-write ( 4%)0

® Note

HRBEHEMEBEF R LN XHHE  NREEHFATEELAR , EUREED
BRBRGEEIRIENRCBINERNVERAS . LERFAEREHM NFS £ 3 iME
B, B BRI S

5. igj% Save (ﬁﬁ)o

#miE NFS ERHERV TBIRAREE

NRERBEFETEIERIEFNFEERE , A SSERBESRERERTHRENE, ELEER
EREEMNERIEH Unix FFA], BT LU Storage Gateway T2 A L iRiE T 2URRERE,

EEH S3 ERMEBERERNERKIZME Amazon S3 K, Unix BRFITESEHRENHPRERR,
EIEH S3 EERERRT S ERFAEAFRNIM4R , ELWHSEEIRTER Unix BRFFI, &
A LE T RAPHEITERR Unix 71,
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hEER iR

B $&5F Al Unix B #&#E= , =X %A "nnnn", #I0 , "0666"
REERAZANFAEE SN FIER, FAFRE
A 0777,

CES ) Unix EREX , XA "nnnn", Hli0 , "0666"
REERAZHHEREN, FEERES 0666,

A& ID ERAZPIERNTEREES ID, FBRES
65534,

4 1D ERASTWEREME ID, FEFRES 65534,

mE P EERTER

1. 3TBH Storage Gateway F 12 & https://console.aws.amazon.com/storagegateway/home,
#1Z File shares (BRHAE) , ARBELEENNERLAE,
&4 Actions (E)fE) , 1212 Edit file metadata defaults (fREEHE R P EE B FERE),

£ Edit file metadata defaults ({fREERPEERFERE) BFEAHRP , BHPEBEERER , REE
¥ Save (&%)

w0 DN
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Edit file metadata defaults x

Chjects in Amazon S3 which were not created or modified by your gateway will have the
following metadata defaults.

Directory permissions = 0777
File permissions 0666
User ID 65534

Group ID | 65534

#miE NFS ERAENFHGEE

BREEE NFS ERAZHAF NFS AFRRE. BRI , MR LVEMAFRHB I UHREERH

=
==o

fmEE NFS FHERE

1.

2
3.
4

#TB8 Storage Gateway E 12 & https://console.aws.amazon.com/storagegateway/home,
#1Z File shares (BRHE) , ARBELEREN NFS EXEHE,
&% Actions (B4E) , i##Z Edit share access settings (fREE X ZEZEERE).

£ RREEAFNAFREEFRS | BEFIGEE L AEEAFNWAPHREMS IP it CIDR 2
0L , ARAREESave (E1F)o

WmEEERIRY SMB RE

BBk SMB X EAFFEAME LK SMB XHHEREZL KB, Active Directory 3585, REH
B, AR GREZT B4,
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fmEEMERAR SMB &

1. $TB8 Storage Gateway F 12 & https://console.aws.amazon.com/storagegateway/home,
2. BERE , AREZEAHRE SMB RENFIE,
3. #RBETHUNEREHREFRFE SMBBRE , AREBELERBNRE,

WEFHESR , FBETIEE,
FE

- RRBERELRERE

« i/ Active Directory JRER % i /=
- REFEHNHEHZNFHEER
- RENEELREAHER

- RENXHHAZAREM

ARERERERA

£/ S3 EEFER , BUNUAREEERERA ., BEREERRELER  BUURERERXFTEM
fREFFAEESR (SMB) #FH=Z SMB % , R EMA SMB RAE 1,

RERZER

1. 3TBH Storage Gateway F 12 & https://console.aws.amazon.com/storagegateway/home,
2. EERE K AREBEEZALAHRE SMB REREIE,

3. REBETHXNEENEERFE SMB RE , AREESVB Z£HE.

4. ¥ Security level (R£B#R) , FEEUTHP—1H .

(® Note

IEERERE APl BEHh B A SMBSecurityStrategy.,
BENRLBREZENEE.

o MEFIEITING — MRERIZLWIZEE SIERFAEIANFRECEAMNEZ SMBv3 A FixHY
Hif, SREEHBERMNIRE  SIIESREHIEE, 1iRIEEAR Microsoft Windows
8. Windows Server 2012 S E#IRAH SMB A F i,
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- BMEHMITHEE— MREBIFNEE , SSERFAERAFKRESHMAZEEZ SMBv2 5 SMBv3
FA P e ELSR. HIBIEE AR Microsoft Windows Vista, Windows Server 2008 & 5 #7 iR A< #Y
SMB A F i,

- BBAFRE— IREEFIEE  FREBVBAFHKAISINRAETMEL. EEEEKKAL
REPTEAFRZENERTYE  BRERAIER,

® Note

HME 2019 F6 A 20 Az HIRANEE , AN R LERR Client negotiated (33351
A Fi%)o

HMNE2019F 6 A 20 B (B) ZEMANREE , RN L LEK= Enforce encryption
(GEHNZE),

5. igj% Save (ﬁﬁ)o

& Active Directory JRE& 3 F

EEMFEHEIN T Active Directory , ZBEFEAERFE SMB BRAZMEEE , A Microsoft AD #
HEAERRIREFERN SMB R E., EEMZELMNEE A Active Directory #8138 | 3 o FF#AE K
EfFH SMB ERHE,

® Note
{# FIAWS Directory Service , A LAFEEAWS Eif,

FEAATREERZBHASHEEIE SMB ERAZNHEFFIUE,

i“l
3
e
&
H

B A LAE SMB ERAZ FRIAFEEIRFIEE (ACL), WFEMMBA ACL EFHESR
Microsoft Windows ACL 332 SMB iR EZMFEL

B Active Directory &1 E2 7%

1. $TB8 Storage Gateway F 12 & https://console.aws.amazon.com/storagegateway/home,
2. BERE , AREZEAHRE SMB RRENFIE,
3. REETHXIEERF |, BIBMHFE SMB RE , REiEZEActive Directory &,
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4. &% Domain name ({815 B ) , RHELERMEMANRE, BOAERREN P i sLAABE
RMA#HE, BBENMR Active Directory 2 [E , JHFEFEAE. FilE. SRMEMABEN

® Note

MR BRI FIEREEMA Active Directory B # , & £ A JoinDomain API 84 , EA B
$%HY 1P k3R 0 A

® Note

ZRERARIIMAHE , Active Directory status (Active Directory AR %&) €8~ Detached
(EEER).

5. RHEWBERBZENBIERE , RREE Save (7)o

FiE B2 Gateways (FHiE) BERERNASE HENEESRIIMA AD B,

REERAZHIFIE AD E£HEMEFENFE

1. 7Z Storage Gateway F#ZAaH , EELERHFHHEFIRNERAE,
2. REBETHXIhERP  BEFEXHFLZIHBEER
3. EHAFNEXHHESRANSF , BEENRE

BRARAFHAFNE  ZEEFEAHNAERENEAMNEZEALWACEAHFIERLAEN
AD EREHRE. ERLBERUAAFBRBEFZZAFETRSHAF MNE,

BRARBIEENAFNE  BENEEEEAEREN S EENEEYAACEEBERAZTEN
BN AD EFAEREE. ERLBEARBFEEEEETESHENA/ME,

® Note

Fr ALt A P MBS £ = 35 R B 49 £ 7E Active Directory IR A IE AR RE,

E@mA AD FHERFEEE, REEBEHBEMAZYE AD BIEN K& E KT
o

MBEBREEFMATRIERNEAEDRE , AEMAEEHEN AD FHEHITUAELHER

#H=,
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4. BRTHRABEBE , FHEE Save ().

RESFANHFAZAIERER

MRERIABRMUFEFFEE | Al S3ERBEFER—ER Microsoft AD #BIZH —E 0, BLa[ LR
BEAAD @EKEN SIERFEE , REVEFHEFFIHENERAZ, EXBELASERRZE , &
BEFERSETFIREREIEREE,

BESHETNER

1. 3TBH Storage Gateway F 1% & https://console.aws.amazon.com/storagegateway/home,
2. EERE 6K AREEERHFEE SMB RENRFE.

3. RBETHXINeERD , BIFMHE SMB BRE , AR BEIEHERHERE.

4. HERARGFERE , RHURE  AREESave (RF)o

AENREEEAN tEE

A HARRE AR T Active Directory FiF B BB £ SMB X #FE ZM AR,
EAERABBREIRABEESRR, BIEEETUEMLEXHRE Microsoft ERBHAE
520 58 5. 560 B P 4T B RIS O S

@ Note
BXRARNEL—RBREREEERFSE , AR REASHERIINAZ Active Directory 13,

PEMEREES

1. 3TBH Storage Gateway FE 1% & https://console.aws.amazon.com/storagegateway/home,

2. EEFE , AREEERHRE SMB ENFE,

3. REBETHNREAHREZBHE SMB RE , REiEEZLocal group REo

4. 7 Hlocal group sREH D HF , BELNRE. LIS ESHERAEHESFNXGHERT.

HARBHEEEES  PNERFAHPEEESERNEIBHEZAFRNHE. STRN—EAFPR
# , /B, HIW : coxrp\Domain Admins, EEJHMIT  BEEFNEREES,
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® Note
RERREESEMEREYEMEREME SMB XHHE,

5, ERRFEE K AREBFHEERETHESHEE,

ENHFHXZEARAE
ERMAFRMAER  ERAZTRETURFREE LHHRE,
EI#F/\?——IE’EE

1. $TB8 Storage Gateway F 12 & https://console.aws.amazon.com/storagegateway/home,
BERE K AREBEESHFEE SVMB RENMIE,
REBETHNIERYD , BEFE SVB BRE , AREEXHLETREMARE,

BRARA REMRES , EPZERETEOAFIIEAZTRETREAB LNRE, REBHRREER
11: L/{{ET:E[‘_JFEFEutﬂxx?—HTTﬁamﬁtﬁ@tEﬁ/\?—o

w0 N

ﬁiﬂ SMB *;*/\;EIQEQE

fl2 SMB XHHER , B LUREE Amazon S3 FREBHNERE. BRABE. ESRNIE. ERF
BRKE, BEXEF. BBERERFH , AREANHAZNRET L.

(® Note

BARRERANHHAZUEOFTNFREBIIEAL , B FTRER VPC KRinHIRRE, B
REERUNERAZR T REEELRE,

HEMmiE SMB BERAERTE

1. 3TBH Storage Gateway F 12 & https://console.aws.amazon.com/storagegateway/homes,
#1Z File shares (BRHAE) , ARBELEEFNERLE,

BAREE , BEERELERTE,

BT FIEP—HRZIA :

nal S
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« (MHE ) HRERAZED  BAERAENFHER.
¥ Audit logs (% BF) , BETHHD—157 .
- 1#i#EDisable logging ({£F B 55 &) LABAEA B 55,
- BEEBRVHNAFEERUFTNERBR.
- EECRARENAERE  ARREETEERANEKER.

MERRNFAES  F2RBEE X EEERZ AR

- (WE) AR S BERHMETT  BETEEELREFRLEFRB (TTL) R X4HRERE
RYBERE (AR, DEMDEREN ). TTL RELARMURNEERE. TTL BRB#% , 5
B B S8 X8RI & £ & Amazon S3 FREMRBIFZ B FNAR,

o (TR ) WRERLEBEHSD |, B S3 XHRBESX e LHE S3 KIRFIEANER
B, SEURBEUDRBEMNRIERIF RREAXANRR—BREBMHIRSENDE , ARBE
FXObjectUploaded&Xl. AREFEF W AT LB XHETHZNEA , Rt &RFETRRIERE
S8 LEREBRENKEARE —XHERSEREN, MEFMAENR , F26E BN XHFL
EEA,

(® Note
BEREWR LEF SSNKEARAERE  EXEENNKEE,

- BRARMERNEFFET , 22T Amazon S3 REEFFBTEVNTVHECANRFRER

- j#1Z S3 Standard , EREESFXNEZETAESE (FTRBENE) FRREFRNYLGE
#l. WFE S3IBERFEANFHEN , FBLEEFIYHN T I EZ+PRRIAmazon Simple
Storage Service A6,

- iE1E S3 Intelligent-Tiering (S3 EE2H 2 E) , BEBHKERBERRBEENREEIE , UK
FLRETFHAE. W% S3 ERIBRERFEINFHEN , F2EISEIKEFIYHETE
FEY 4 % 17 88 75 2 B Amazon Simple Storage Service FAF 18/,

- J#1F S3 Standard-IA , EBRHEAFXNEZEATAESE (FTREHEVE) FRAEFRBI4E
#lo WF S3 FE — A RBFEINFRESR , F2TEFIYHNREEFRS EZ+FHAmazon
Simple Storage Service AF /.

- J#1E S30ne Zone-A , ZE—AHAEHTERTEFRNN4EER. NF SSEEH —IA
RBEEINFRENR , F2TEFIYHHN 78S ZPHAmazon Simple Storage Service
RAFE®E.

- &H¥f Object metadata (MIHFHEER) , BELEFANPEESR .
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- 1EIE Guess MIME type (8 MIME ) , BtAAKIREIE S #8 EEYMH4H MIME B2,

- 1E1ZF Give bucket owner full control (& FRTFIFBHEEETELG) KT ERFIER FRHE
BERCHERERRK (NFS) SARFAEER (SMB) BRAEZH S3 RETEEEE, G
FRAERAZENS —ERFEEREFITEBTPYENFRET  F2ACHAEERRZETER
FPFE.

- MRAERETBELEAMERAZT METTEBSERFEIFEINFINER , MT2
RETBHEEESE %2 Enable requester pays (BUARBEE M), WEHMERA , F
BRRFENRRTIE.

- HARNKELAD  BEERAZMNIREE, FARESR Read-write (BE).

® Note
A ETE Microsoft Windows EFim ENXHHE  MBREHELS TKEL AR,
RS R I ERELAEZIRVERN R E/NERNERAR, HERASRCHN
NFS % 3 H&Fﬂﬁ%o jﬁﬂLX@mﬁﬁtgﬂzéso

« ¥1 File/directory access controlled by (18%%/8 & FEURHI#F) , FEEFEUATHP -7 :

- 1E1F Windows Access Control List (Windows ZERIZ#IEE) LA7E SMB ERAZHNIERNE
Rk ERERENETT. WHEFMENR , F28 &4 Microsoft Windows ACL #2 %l SMB
ERAZTHNFE

- 1#1E POSIX permissions (POSIX 5F®) RfEMA POSIX FF A , SAEHER NFS =% SMB 8%
HEFHZERAE &N FEE,

MR A B 17 58T 5 £ FActive Directory, AR EEERF/MEY , A AD FHENEHEMNE
RoRRE, NREFLEEEEFAEEEENERREFHMEERMERKZ ACL HIER ,
RIEEY, EXEHAENFENSHERAZEEEEEHER., ZHTELAAN LLeFRH , 6

M@groupls
- BAREDKPNEDR , BEPZEREUAALTEBREGFES KNE , UERREZREUAFTE, IR
BEHED KN,
® Note

« MEREHLEIRE  WERERIMEERRF SMB FFimiE#E, RAE SMB &/ iniE
ELAMRMRXAHENERE  RREMERE , RETREN
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- MREFRIERE | HREVREEHEREHEBEEENPNEFRNXHAIEH
PR

- BRARERFRHMES  BREREUERE ENXHENX4RES EGREEGBERNAS
AR, RIFBRZEEE , UERE LN XHNXFREESEMBHBHMBEAFTR,

(® Note

ERFENRER—ERE , CREAZHEEEHFIX (ACL) B8 SMB XHHEE
BY SR M S SRR

- HARMEH (oplock)® , BETHHH—IF .
. J@%Enabled;unﬂlﬁ: IZEHEARSEERBIUXHEEERR , EEASHIERATUURESH
, % BI 21 Windows E FXXES T,
. EEEFFHJ«XIZEJJ:{EFH%‘%iiﬁﬁEO WMRIREHH Z{E Windows & F i £ % [E B 4w 28 48 E)
WX, IZAMESHEERERS M.

® Note
HRERIBTRAXNNBHNEAZ AN ITFAR , ERTEHEI XN ENWAZHAMKS
SHTE

5. i##Z Save changes (RREEE),

¥ Amazon S3 FEFETEE R4

NFS % SMB AP IRETRERRMRER K RESHREERAZTEVREB 2 S3 REEBPUHNE
£, ENREERALRIEE , REK S3 FRIIEENBER, HRFEFTSHXMHFEA S3 XHEEIE
FEfED. CEENRFREURR S3 FRETPTHRBFETNENL,

EESHEREERASH S3 T | BT LA Storage Gateway 32 A . RefreshCachelR1E |
HEAWS Lambdak &,

REEZ AR S3 MEITEFAMH

1. #TFA Storage Gateway E 12 & https://console.aws.amazon.com/storagegateway/home,

2. EfEFileshares BEHE) AR BEHELETEFRREL SSHREFEERVEABNERAS,
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3. &Y Actions (Bi1E) , 112 Refresh cache (EFEERE),

ENBRERFARENSEEUARBEE LRI RE , URHEE S3 RFFBIREPBROY
HHE,

£ FHAWS LambdaZhgg

1. WETE S3 XHHERAEAK S3 FREMR,

REEHBIATH. EHESEHER.

A2 IAM #& , ¥ 2FF Lambda V{5 1EEHR1ambda . amazonaws . coms
EATHBE,

> W D

"Version": "2012-10-17",
"Statement": [
{
"Sid": "StorageGatewayPermissions",
"Effect": "Allow",
"Action": "storagegateway:RefreshCache",
"Resource": "*"

"Sid": "CloudWatchLogsPermissions",

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents"

1,

"Resource": "*"
}
5. ¢ Lambda £# &A% Lambda EKHE,

6. ¥HEM Lambda EEFEHAUATEHE,

import json
import boto3
client = boto3.client('storagegateway')
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def lambda_handler(event, context):
print(event)
response = client.refresh_cache(
FileShareARN="'arn:aws:storagegateway:ap-southeast-2:672406774878:share/
share-E51FBDOC'

)
print(response)
return 'Your FileShare cache has been refreshed'

7. BARBTAGY  BELBRIN IAM AE,
8. T™I& : & Amazon S3 7 INfE 3R IR FEHObjectCreated s & ObjectRemoved,

(@ Note

RefreshCache EEHERMB S —EERE I TN —BiER, BEEEFHENPRIZESNMERET
%%Tgﬂﬂ-r MRETREERRK. Atk , RMBBTEMA S3 #E%E5. Mk , BFEALUTHE
R HY Amazon CloudWatch R 8l,

9. £ CloudWatch ##|& L £I2 CloudWatch R BIN R NETE], —ARREH , BRPBRBEEHEERI0 o
&, B2 , AU UEARE S3ERBLER 1—2 /N,

10. 4 CloudWatch B4R INETIEEER , AR BZERIRISZAVRR,

11. REFEEH Lambda BLE. F#IE Test CAIF).

12. BES3 BAYRBENERBAERAH.

13. BIEEZERT. MRRE , FREEHEREH JSON L EFHAH.

14. #TB8 Amazon S3 #2#l A , WEMB L AIEMSE4M Lambda B ARN 71,
15. fEA Amazon S3 £ AW LEE S3 EFEFEAWS CLI,

CloudWatch ¥ AEELFE LI TH CloudWatch &,

u'Records': [

{u'eventVersion': u'2.0', u'eventTime': u'2018-09-10T01:03:59.217Z",
u'requestParameters': {u'sourceIPAddress': u'MY-IP-ADDRESS'},

u's3': {u'configurationId': u'95a5lelc-999f-485a-b994-9f830f84769 "',
u'object': {u'sequencer': u'@0549CC2BF34D47AED', u'key': u'new/filename.jpeg'},

u'bucket': {u'arn': u'arn:aws:s3:::MY-BUCKET', u'name': u'MY-GATEWAY-

NAME', u'ownerIdentity': {u'principalId': u'A30KNBZ72HVPP9'}}, u's3SchemaVersion':

u'l.o'l,
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u'responseElements': {u'x-amz-id-2':
u'76tiugjhvijfyriugiug87t890nefevbck@iA3rPU9I/s4NY9uXwtRL75tCyxasgsdgfsq+IhvAg5M=",
u'x-amz-request-id': u'651C2D4101D31593'},

u'awsRegion': u'MY-REGION', u'eventName': u'ObjectCreated:PUT',
u'userIdentity': {u'principalld': u'AWS:AROAI5LQR5JHFHDFHDFHJ:MY-USERNAME"'},
u'eventSource': u'aws:s3'}

]

Lambda F A S EE LN TR .

u'FileShareARN': u'arn:aws:storagegateway:REGION:ACCOUNT-ID:share/MY-SHARE-

ID',

'ResponseMetadata’: {'RetryAttempts': @, 'HTTPStatusCode': 200,

'RequestId': '6663236a-b495-11e8-946a-bf44fal13b71f",
'"HTTPHeaders': {'x-amzn-requestid': '6663236a-b495-11e8-946a-
bf44f413b71f', 'date': 'Mon, 10 Sep 2018 ©01:03:59 GMT',
'content-length': '90', 'content-type': 'application/x-amz-

json-1.1"

}

B E P i L E A NFS HEAE R AR L EHT,

(® Note
HRESFREEEHRNAEERERBPENAEE RAZNMBROET , ENTESE
BB

16. £ Amazon S3 1 & F Bt BR ¥ 4 RAWS CLI,
17. EBEEFFHLEHN NFS =, BRBEHNHREEX (RALNEERF ) .
18. MELEMW CloudWatch BES , EF S MBERH AFE0bjectRemoved:Delete,

u'account': u'MY-ACCOUNT-ID', u'region': u'MY-REGION', u'detail': {}, u'detail-
type': u'Scheduled Event', u'source': u'aws.events',
u'version': u'@', u'time': u'2018-09-10T03:42:06Z"', u'id':
u'6468ef77-4db8-0200-82f0-04el16a8c2bdb’,
u'resources': [u'arn:aws:events:REGION:MY-ACCOUNT-ID:rule/FGw-RefreshCache-CW']

Rl Amazon S3 fE1ZETEE PRV 4 AP WA 2013-06-30 95



AWSStorage Gateway EREEmR

}

® Note

B cron (EERETEET , B8 CloudWatch BFFEE#HAu'detail-type':
u'Scheduled Event',

ENERERNASRKRENEERE, RNEHBERAE I FRTREREFHEECTR. 2EY

EIRERENEERERSERAN , ERNEFEERLALNHERZH , BFEA refresh-complete
B, BEESTUEE | BT LUEB Amazon CloudWatch B4 T RefreshCachelRET K, ME
HHEF , F2E SRR ERRENEA,

Bt Amazon S RERBEEFEA S3 YHEHE

Amazon S3 ERFE X EFRERA Amazon S3 ¥#HEEHER S3 fFETE. Amazon S3 ¥IHEEETH

BERMEIAER "TEEZE, (WORM) EXXREMMHY, EEMER Amazon S3 ¥IHFSHER , AT BB LE
1’.\}EI’J S3 RPN YHESIMERNES. Amazon S3 Y4 E AT B WA S HI RIZBENE
o

WRIERA Amazon S3 ¥IHHEHTE | RIS, Hlan , ATLUZEIR S3 ERFAE LERAZHET
BA. MRIEHDE. EEREFRESM4E , S ERRETHENHNTIRE K MAELER
WA ( BISHEMNIH ) o

Blan | MREER S3 ERMIE NFS 5 SMB R ERMIERER , W AHEN S3YHEHE , FESK
B S3 MERRECMAT —ERANDH | XRBNWHRERERE. Bt , 2R S3 BRFEE
HEHENHHIRBHPEESR e LEEREENYHTRE , BYHNRAHEREFERER
£,

FE Amazon S3 YIH-HEMNFHER ,
Storage Service AAF 1R,

=2 {£ A S3 Object Lock SHE Y4 HIAmazon Simple

BRAF S AR K E R EE

BEERAZTHE —EHEBEBAKE  TRE-—RENERAZTNEFRE. KSEEH  FAREREL
BRAZERERF, ffﬁﬂfé’ﬂ:%ﬁﬁéﬂl&ﬁﬁ%o Ei% BRT , BORRESS W B 3% 4 SURT 35 BAGEREN
B FRY R
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B LATE Storage Gateway T2 A L EBRRHAFMRE, HEFBEERAEZNERAZTHERSH
BE Status (RAE) M. FEBAEZEREZTHIREES AVAILABLE (T ).

ETRP , BUURISEERATRENHEL , mEREEZRBRAERNBIFR, ERAZTEEH
R, TR AE 2 KB EREZEHR AVAILABLE (AT A) A&,

AR RE =%

AVAILABLE (7 ) BRAZHNREER , MBAMERA. AVAILABLE (ATH) REEAERL
ENEEHRITIREE,

CREATING (Ef£E BRASTFEARY , YEMEEER, CREATING (EEE) RERIBE

i) B, |EXREEMEE, IRERAZEFELRE , AIFRRATERRE
VM EHETEAWS,

UPDATING (EEE¥E EEEHERASZHERE, MRAERAZEFELRE , IRRTERRE
#) VM EHETEAWS,

DELETING (EE#EMIBR) EEMBRERKE, EXMEERESBLEZAWS, DELETING (EEZEMIER)
RERBEN , T EFFEERBEAEE.

FORCE_DELETING FHEHMRERAEE, ERAZTSVEIFUMBR , X EEFEAWSH
(IE7£ 58 5 BR) 1k, FORCE_DELETING (IEFE58 M ER) iR & RIBER , BT FEERN
EIEES

UNAVAILABLE (#2 RBEHAZERARAFTEME, ELREAETESERERAZTEARRTRE

f£/) REE, BN , AEBRERTHEGERLEE  IEERLAZEMHNERE
K Amazon S3 REETEE, RAERRITERENEER K BEXS
%185 AVAILABLE (7] F) AR&E,

ERAZREER

EAHF , BUUKRIERAZTEVREEBNE

%ﬂ

&
- FRIEZEERLZTE AL Amazon S3 fEFZErEE
. RFEBEN NFS B im#lEIHHRE
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R ZEERELZE AERN Amazon S3 fFFiTE

ELBYRERASR  BESRTE Amazon S3 7R , RE—EAERAZAUEARS, WRER
EZEERAZTERAN S FEIE , ATREREEIRANGER, EERABEEBNRR , FE
M S3 REFIEEBEK , RIEEMEAE (BARERAZNACKRIN) UERETEPRESMERY 4.
RBBUBREEE S3 REE.

THEHBRESERFIEARG , EERURBFIEREAZE S3 RFITENAGRI, ERE
s3:DeleteObject AN ZFIEABE s3:PutObject M "TestUser" BifE, LWBRBEAR
"arn:aws:s3:::TestBucket/*" fEfFErEPWMTEYH,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"DenyMultiWrite",
"Effect":"Deny",
"Principal":"*",
"Action":[
"s3:DeleteObject",
"s3:PutObject"
1,
"Resource":"arn:aws:s3:::TestBucket/*",
"Condition":{
"StringNotLike":{
"aws:userid":"TestUser:*"
}
}

[a

AFHEEN NFS FF iR E N HFHE

BRCEEERAZNAF NFS AFRERE. B8, @R LVEAAFRSTUHEERAE., WF
W{A#WEE NFS R FImEENEF , B2 EHIEE NFS ERAZNFEGEE.
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EREREE

&0 BABS 2 SO 4 RA A 4 B B IRAWS Storage Gatewayf#F Amazon CloudWatch IEM X HHEE
¥ B, BEALUEA CloudWatch BA4EERBRETHBFVRIEHN,. NEERFEEREENEBE
7, F2REAERFE,

£ |
« £/ CloudWatch HFFAEEE X HHEETEITARR B &
« {#/A Amazon CloudWatch 3§42
RSBERERRENEA
- THREEEEZ
- BRENHHEES
- BRENHEEEZBER

£ CloudWatch BB E A HEEEE TR B &

& A LAE A Amazon CloudWatch Logs ERS B RAfE REEEFEMRENERERNEH. EUUFERH
SHREEEEBTNESR, A, B LUER Amazon CloudWatch TERERM , BENENEFRIE B 553
Fo MEFMER , FSE "L FHTHEEEE B FERHHAmazon CloudWatch £ &R,

flan |, A LARRE CIoudWatch HESEREEFE K UEEEFESE LS ER LEZE Amazon S3 f#
FErFRERINEIEAN, S ERARERSERA. MBMNEERBTZER , REEH,. WEEEB
{7 B A B R & E CloudWatch BFZEHENEN , F2EELH Amazon S3 X HHERI, W
CloudWatch BFZEHEN—REA , F2EH BEEHE. AFFRET IT/ERRAmazon CloudWatch
FERAEER.

LT RERFEREVEREH,

"severity": "ERROR",

"bucket": "bucket-smb-share2",

"roleArn": "arn:aws:iam::123456789012:r0le/my-bucket",
"source": "share-E1A2B34C",

"type": "InaccessibleStorageClass",

"operation": "S3Upload",
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"key": "myFolder/myFile.text",
"gateway": "sgw-B1D123D4",
"timestamp": "1565740862516"

I EEERE R E BRI L E¥ RmyFolder/myFile. text® Amazon S3 , BB EE# Amazon
S3 ZERBEFHERBIEBEZE| S3 Glacier BiEHER I S3 Glacier Deep Archive 755,

ERRFEEFERERRS  ELRBEERENER !

« source: share-E1A2B34C RIBANEBNERRE,
« "type": "InaccessibleStorageClass" FRABEMNERER, ERIFERT , FMEEHGEE

K ¥4 LB ZE Amazon S3 S Amazon S3 FEHUAF |, A MEER, BR , EEEBRT , %HEEE
B4 Amazon S3 Glacier, "type" WEFAI R ERFEBIINEMER. MEAENEREFE ,
EZ2RRHERERRERE.

« "operation": "S3Upload"RTFHEERMLY 4 LEZE S3 KR4 IERR,
« "key": "myFolder/myFile.text" #§HE&ER KB WH,

- gateway": "sgw-B1D123D4 RN SERNEREE,

. "timestamp": "1565740862516" & NI MBS,

NEERNMARSESHENEEELRHERNFMEN  F2REREIHRERRE

BUEEE 2 B35 E CloudWatch B

T3 REF#ERNAERARFEZZE CloudWatch HEFEZER,

#% CloudWatch HESERESAERENERRE

1.

& AAWS Management Console , AT 5 Storage Gateway 12l & https://
console.aws.amazon.com/storagegateway/home,

HEEEERD  BEFE K ARBELEAHE CloudWatch BFFEZMNFIE,

BAREME , BERREEREEH. NE , AFAEHEEF , FiEIT Health BFEHNARRA |, &
#ERE HREZ B REdt (W) & EBEBYE LR,

BRARBEEEFERERSS  EETIEF—IF

- Disable logging (£ BF5acs%k) ( MMRERF LA CloudWatch BHEFHEARMEE ) -
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- BN AFEMELIEIK CloudWatch HFFZEH.
- ARG BEFEMEUFEASFEMN CloudWatch HEE#,

"B\ A BFEYIR
5. 1#{Z Save changes (RREEE),
6. ERGENBEENEERERT , BT TNIEE

1. EBEERT | BIEFE , RRIBELABHEE CloudWatch AFENFEE,

2. BIFFHMENIEIEF , £1817 Health BFE , iB1ECloudWatch Logs. PTLALt AFEZEBEFFME
FAEEHEE CloudWatch 2 41A H$TB,

#% CloudWatch B ZHREAFERAENEREE

1. & AAWS Management Console , A% T B Storage Gateway 2l & https:/
console.aws.amazon.com/storagegateway/home,

2. EERE K ARBELEER/HE CloudWatch HEFZERRIE.

3. ERREME, BEREBEREER. IE 6 EFBEARERF , SENAFE, ETAARBA , BER
EHRZERREREREEAHTE LR,

4. HEARBERR  BEEEARBNAEREE  AREFCECANBRER,

WMRIERE BEEEE , 5522 Create new log group (B #H BEEEHA) KRBT BEFHE, XD
#1838 [ ZE CloudWatch Logs £#A , BUMEEGRI AFEHE, MRESEIHHNBFEAR ,
RREENEERS , RTANFEDRATN AFEME,

5. TR , iE#E Save (#EF)o
6. EEEELRENABN , BEERE , ARBIEFHERESR,

MF MM HGRERNVFMESR  F2RRYIRERFEBE.

£ Amazon CloudWatch 5&

& A LAE AAWS Management Console® CloudWatch APl, 2 A &4 CloudWatch APl FIRAE
RER—RYIEF. CloudWatch API th AJ LUBIBAWSEI 8 E 4 5% Amazon CloudWatch APIT &,
RIBER , BUREREFFERAETIATEATNEFRSE API FEEHN BT

EWMEGERAERNGTEAMW , ERLAEETIER
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- EFEANEEEE, #ER —BAREBHBIEENEBEHR. Storage Gateway HH#EE
AGatewayIdHlGatewayName, 7E CloudWatch ##I&H , A LAfEHGateway MetricsiiEi#E
BRERBEENKE., NEHENFEER , B2 ERAmazon CloudWatch £ E IS,

- I6ERM , i1 ReadBytes,

TREEHAAEEMEA 2 Storage Gateway IEZE BRI ER,

Amazon HE iR

CloudWatch &

Z= [

AWS/Stora GatewayId , BLEESHRERAFESEENIEEER, BULLESR

geGateway GatewayName EEFISE GatewayId # GatewayName #HEE , 275!
EfANERREE.

FENEEENIEEER RURMETNAEHKRESE
#,

Bk 5 PEREEBRHEEN.

RENEREENER ST NEUELMERBEENERA TN, EFSEL T HE CloudWatch X4 F#%
I-EREREREBNR

- BRARANER

- HSEENHKETEH

« 33 CloudWatch 7

HEBERERRERNBEA
IR RIBEST K |, Storage Gateway AT LLERE) CloudWatch 4 :

- BUNERETHSERRERAZIERS LEE Amazon S3 BIKEIEH., fE
FANotificationPolicyZHHERER LEEH, ESHESECD TR X4 LEZ Amazon S3
BIABH, MEFMER  FSH B LEEA,
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« BULEREBETRAEEN THEEREFER D LEE Amazon S3 KFIREIEA., £
FNotifyWhenUploadedAPI 4FFER THEXHE LEEHN. ESELFEERETHNAAERSBE L
&= Amazon S3 B , ERXEH. NFFHMET , F2HE BT EXHELERA,

- BUERETRENRER S3 BIErBNRIEWRIEAN, EEFEMRefreshCachelRfE , FHE
BRETHERTRA, MEFMER , F2H EREHEFER,

IR RIVE RIRVESTEF , Storage Gateway &i%iB CloudWatch Events @& EE B, &AL
F%XE CloudWatch Events EiBZE# B2 (4120 Amazon SNS, Amazon SQS =AWS Lambdafi &, 4l
m, BAILAERTE Amazon SNS B #Z L AS @ &EE 4G Amazon SNS JHEE (FIUNE FE4HEA). B
B CloudWatch EH4MEER |, F2 B ER CloudWatch SEB) ?

Z%TE CloudWatch Events J& 1

1. BB (#l30 Amazon SNS FREf Lambda BKE) , LA #E3 B E Storage Gateway FFERHE
HFEEIE AL,

2. 7 CloudWatch Events EEEFRE UM E , LURHR Storage Gateway FEYEH4FEIY B 1,
3. HEHAID , AESHRAENSE4ES. S4FSLARNEXE | ISBREL,
4. EHNBE , URBREELRE,

THESEHIFMBARNRASRBFIEERETNIEESHEE , YEAWSEE, fl, B EE
Storage Gateway File Upload Event fiAZE4EE,

"source":[
"aws.storagegateway"
1,
"resources":[
"arn:aws:storagegateway:AWS Region:account-id
:gateway/gateway-id"
1,
"detail-type":[
"Event type"
]

WMEMMEA CloudWatch S4B R AINE |
#Amazon CloudWatch Events £ &5,

nlh
\Xt

M S #EER CloudWatch SR Al
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B4 LEEA

BRI LMERER LEBANNWEER R

- HRAMMEEEREERPEENBBL , B UAFUNotificationPolicyZ # IR E—{&E Al
ID, B LEZERMEA ID B AP EEREX ID HHEK , HEBXEN, WRELE LB ID KL
BHE TENERBE  SUBREAWSELEREEMEE ID WEHE,

- HRARSBEARS , B EmMEEREELEZEE Amazon S3 7f##. Gatewayl B9
ERAZAP BTSN ESR LES Amazon S3 , MEREHE Gateway2 EHWERAZAF K
BEHL, EEERE LEZE Amazon S3 , EFE¥ Gateway2 B~ , KA EEA Amazon S3 H1E
RN BIRERA, EFEXHEMBE 2 PAIR , ATEANotificationPolicyB#FERRE
Gateway! WIERLEEH , U LEXKRFEANER, A&, BALUEA CloudWatch EH B 813
fiRefreshCachefER1E Gateway2 LERHEE, ERefreshCacheFERETK , BIFTXHEHEEE 2
CIECR

Example ] — B L {EEA

THEFBERESHHFESEBEINF A , FiB CloudWatch EIXEERNER LEBHN, BB
JSON ¥, BALUEREEM@ERN , AXFHABELEBE, detail-type & Storage Gateway
Object Upload Event,

"version": "Q",

"id": "2649b160-d59d-c97f-3f64-8aaa9eabaed3"”,

"detail-type": "Storage Gateway Object Upload Event",

"source": "aws.storagegateway",

"account": "123456789012",

"time": "2020-11-05T12:34:56Z",

"region": "us-east-1",

"resources": [
"arn:aws:storagegateway:us-east-1:123456789011:share/share-F123D451",
"arn:aws:storagegateway:us-east-1:123456789011:gateway/sgw-712345DA",
"arn:aws:s3:::do-not-delete-bucket"

1,

"detail": {

"object-size": 1024,

"modification-time": "2020-01-05T12:30:00Z",
"object-key": "my-file.txt",

"event-type": "object-upload-complete",
"prefix": "prefix/",
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ERAEER

"bucket-name": "my-bucket",
} }
WirER iR
version IAM BURHY B BTARAR
id #5l IAM BUERRY 1D,
AEAEE BB EXBACEHNER,
source FRAALLAWSER TS |, © R FERMBHRKIR,
R 5 HY IDAWS 4 535 3K M@ H B #R 3%
time B RAGER LB ZE Amazon S3 KRR,
region FIT AL AW S35 55 SR 138 H1 69 HER (2 15
resources BERBERAN R EFREEER.
WD K PRI KN (L ThE).
1& o &P iRig e S A R A
YR s 8 ERERKRE,
event-type 8@ AH CloudWatch Events,
FE S3 REFIFRAAIRERE,
bucket-name S3 RFITRNEHE,
ERITEXHE LEEA
EMEASIT , EUMERATEXHELEEA
BERLIEX 5 LA API A 2013-06-30 105
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- BRI EEEREERTFEEN BB , B AFUNotifyWhenUploadedAP! & [ —1E3&E &
ID. B LECERNTERFERNEHN D E AP EE/EHN ID HERK , MEBREHN. MRE
LS EA ID BUERE EEBNERBE , KUBREAWSELERERMEE ID NEHE,

- HRARBDBERARY , B EMEERFEY ERIHEE Amazon S3 F#BE. Gatewayl HIER
HEAP RS ER LEF Amazon S3 , MERE A Gateway2 LWEREZH A IwmER.
BELERERE EEZE Amazon S3 , B EY Gateway2 R , RATHEA S3 i RA AR EIRELR
X, BEFEHEMR 2 bR |, 5#ANotifyWhenUploadedAPI #24E5ER K B Gateway1 HiER £
HEA , UE LEEARBEANR, A&, BALUER CloudWatch =4 B 818 ffiRefreshCachef&R
£ Gateway2 FEEHEZ, ERefreshCacheFBERETHK , BIFHERSERE Gateway2 H, It
ETEEXHEAXHBBREERT. CEEHRTFEURM S3 ZFRMTPEHKFERNEL.

Example R~l- THEX 45 LEB X

THEHBERESHREEELHNRAR |, #EiB CloudWatch XK BN ITEERELERBA, It
A JSON #&X, ZBAILREEEBEA , UNFEAFEEEBE, detail-type A& Storage
Gateway File Upload Event,

"version": "2012-10-17",

"id": "2649b160-d59d-c97f-3f64-8aaa9eabaed3"”,

"detail-type": "Storage Gateway Upload Notification Event",

"source": "aws.storagegateway",

"account": "123456789012",

"time": "2017-11-06T21:34:427",

"region": "us-east-2",

"resources": [
"arn:aws:storagegateway:us-east-2:123456789011:share/share-F123D451",
"arn:aws:storagegateway:us-east-2:123456789011:gateway/sgw-712345DA"

1,

"detail": {

"event-type": "upload-complete",

"notification-id": "11b3106b-al8a-4890-9d47-ala755ef5e47",
"request-received": "2018-02-06T21:34:427",

"completed": "2018-02-06T21:34:53Z"
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ERAEER

i EVEE
version

id
AEAEE
source

R =

time

region
resources
event-type

notification-id

request-received

completed

JE HY il 7 % 17 8 Al

iR
IAM BUREY B BIARAS

# 5 1AM BUERRY IDo

BB EXBACEHNER,
FRAABLAWSERTE | & RFFR B A HIR,
#9 IDAWSEE 4 55 5K ME A9 iR 5%
FERGER LEZE Amazon S3 KR,
Pt AR AWS 35 55 3R 138 & HY SR [ 35 o
B BEA® Storage Gateway &R,

B EB AR CloudWatch Events,

BN BEHMPEMESR ID. It ID £/ UUID #%
Ho EERMWY NotifyWhenUploaded &
/Y& A 1D,

BEUWEl NotifyWhenUploaded FESRHVEE
.

THEEHRHVFAIEERE EEF| Amazon S3 &,

S EREERBBAEARS , BUUEREERFERF EAEE Amazon S3 fEFEFE , M

Gateway1 B9 NFS AP RS FNER LEE S3 #EFE, RIELEHRERE , FRIELERS
2 FEZE Amazon S3 , EFR2HIB T Gateway2 F, ERR A Gateway2 £ Amazon S3 FERH
AEIREVRA, EFBERIMERE | BBEEHE Gateway2 FIERERMTEEEE, KBEERTEE

FE-BRIFES GHRE Gateway2 F , HILLET

RRFEETRMEMBETHRRIEA, ETTAHE

KR EH Gateway2 WEMHEEREEH , AEFIERERE TR Gateway2 BREEHE,

ERRIFHEFBRA
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Example €86 — E 2 EREUE A

THEFBERESHRFESEEIMNBRAE | FiB CloudWatch BB BN ENBERIUEAN, HWEHNA
JSON ¥, BAUEREEM@BEM , AXFEHABEELEBE, detail-type & Storage Gateway
Refresh Cache Event,

{

"version": "2012-10-17",

"id": "2649b160-d59d-c97f-3f64-8aaa9eabaed3"”,

"detail-type": "Storage Gateway Refresh Cache Event",

"source": "aws.storagegateway",

"account": '"209870788375",

"time": "2017-11-06T21:34:427",

"region": "us-east-2",

"resources": [
"arn:aws:storagegateway:us-east-2:123456789011:share/share-F123D451",
"arn:aws:storagegateway:us-east-2:123456789011:gateway/sgw-712345DA"

15

"detail": {

"event-type": "refresh-complete",

"notification-id": "1cl4106b-al8a-4890-9d47-ala755ef5e47",

"started": "2018-02-06T21:34:427",

"completed": "2018-02-06T21:34:53Z",

"folderList": [

II/II
]
}

}
e iR
version IAM BUZREY B BIRR AR o
id B IAM B ID,
FHERER B EEB A BB N ER,
source FrLALEAWSER#E |, 1E A RS SR FE A RKIR
R = 9 IDAWSE 4 FE R B A KRR
time ARENEBEEIEER2ERNERE,

EHURI TR FE A API fR7s 2013-06-30 108



AWSStorage Gateway EREEmR

HWuER iR

region P AL AWS 34 55 SR M@ Z Y SRR 2 35

resources BURIE AR Storage Gateway &R

event-type fE %% @ A#Y CloudWatch Events,

notification-id BEBEMEMESEWN ID, It ID A UUID #
o ERMI RefreshCache MEEIMEH
IDo

started BiEWZIRefreshCache FERIFIKE FHEIE
7

completed TSN EFHRNEIE TR,

folderList ERINGPEHREE, UERSBEHNER KRS
B, A"

THRFRBEE

TRHRA SIERFENER. SERERE - EHFEENER. FLREEBEREBEERAEE
BEENEHEMEE, ELEEARMARRENAE K BEHEABMEMFERAE,

—FREFASCEEREELAEFAREEREREE, ERBMES , FARERER , BX4A
JEEGateway Namedt¥f B ERAHIEEERNWEE., MEFMENR , 528 FH Amazon
CloudWatch ¥1&,

TRBPER , BULLANEIES3 BERMES.

BEE iR
AvailabilityNotifications iEEe RS HEREEEWN A AHEEEEMRRE
BHEE,

BB AT 8

CacheFileSize IEESEBM Gateway Cache FRERMI K/,
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BE DU

it iEREAverageiFT BIRR A EMBEEFT
MR RD, HibEREMax et BIRAA
EWEBRTPXFHZRAKRN,

B vt |
CacheFree EESREFERNMFAH A FEHE,

EE{: fz T4

CacheHitPercent REFENERAEABIURER L. BEHR™
EREFEEUR,

ERAREFENEAREARNRER , ILER
EEH 100%.

BEM: Bk

CachePercentDirty i ARRFR N FEREER 2 LLAWS, #HiEH
B 45 R EU

EEN: Bot

CachePercentUsed FIERNRBEEEERNET s, REHBEE
REE.

BEMN: BXk
CacheUsed EEEFESRE FERNTERFHH.

BB v Tl
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ERAEER

BE

CloudBytesDownloaded

CloudBytesUploaded

FilesFailingUpload

FileSharesUnavailable

FilesRenamed

Pd

DU
FiE EEEMN A TEBBAWSEAR RS AR
.

FAIIEERE Sum AT ERTHEREE
EE Samples #HFTER R EFH I A /L ig
EZE (I0OPS),

EEE{L: Tk

FERE T S TR B BAWSTE A& PR
.

FERAILIBERE Sum RETER THERIZE |
FEE Samples #EHE R 1RIE IOPS,

EE{: fz T4

EEESEERARELERAWS, ELEXH#E
EREEARAEENFRESRETRIE
Hlo

AL ERESUNR AT BUIRRE R E R &% LEE
AWS,

BB 5T
tEERMALEE LN XHHREH , BEXHH

E U Unavailable AR A&,

MR ERREEAXHRERTH , RIEEA
RFERE , TRegERTERETE. 28L&
EhEESHREFFBERFELER,

GESVRETE
ERERTERES SNES S WHENE,
GETVEETE

THERERESR
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BE iR
HealthNotifications WiEEREHREHE B BBRERNETRE
HNEE,

EIEEf: FT&

IoWaitPercent IEEEH CPU A AKUKEEEN BT 2
e

EEf: Bott
MemTotalBytes iEEHREEB LNRATFEE,
B {: T4l
MemUsedBytes LiEEREEELEFRANAREER,

EIEE{s: ST

NfsSessions EfEESHRERE LEATH NFS T/ERE
HE,

(EERAE
RootDiskFreeBytes iEESREFAEREE TN RAFHH.

MREEEFEBREZRPNR 20 GB , AIFEE IR
BEY KD,

R AR |

S3GetObjectRequestTime LIS EREMEITR S3 EEY RFBERMEE,
BEN: EW

S3PutObjectRequestTime BLIgEmE MBI TR S3 MBH REFERMVEAE,

BE: ZR
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R iR
S3UploadPartRequestTime WIEEREMETHK S3 LES BRFERNERE,

BEL ZF

SmbV1Sessions EfEEZEREFE LLERATR SMBv1 T/ER
Eﬁﬁio

B 5T

SmbV2Sessions EEEEZSREFE LLERATR SMBv2 T/ER
BREE,

EEf: T

SmbV3Sessions EfEEgREFE LEAHH SMBv3 T/ERE
BR®E,

BN 58
TotalCacheSize LERRE SRR TR,
& & {: fzTia
UserCpuPercent EEREANBEEENEBE S L,

BRENFREES

BRI TR BEEERRLZ 2 Storage Gateway IEENHREF . BEERLAZHE —EHER
HER, FLERAZTEEERREEREEBERNEBAER. ELEERRMEAEENAE , B
BERAERAE,

—REFEREEZEELAEFARAEERERAZIEE, HEMS K EFEAEREZEER
WBIETE File share ID, BEIZERRIEENERAEZ, NEFHMEEN , F2H8 F£H Amazon
CloudWatch ¥1&,

TRRALALARIBERLZEAN Storage Gateway E1F,
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ERAEER

BE

CacheHitPercent

CachePercentDirty

CachePercentUsed

CloudBytesUploaded

CloudBytesDownloaded

DU

RERIBB ERAZNERAEXFIRER
arb. B H B RS EEK,

ERARAERAZTVEARAFIRER | It
EEFEEEH 100%.

BEMN: Aot

HARRFIHNRERNEZRBE D LEFERAZEN
LEEAWS, & B EE R,

fffCachePercentDirty & , LEFM K
REZNHFEERINEET 2 LLAWS,

EEMN: Bott

FERNFFEEEEAE P ERAENL
E, HEHBEEREEE.

£ CachePercentUsed IEZTIHREEE MR
HMFEENEEERA 9L,

EEN: Bt

FiE L EEMN A TEEBAWSEAR RS PR
.

EFA LIS EFEE Sum METE R TRE&HIEE |
FEEL Samples KT ERAEIE IOPS,
{EEE{: {ucil

B T SN TR BAWSTE AR RS FTIRER
.

FERALEZERE Sum FETER TR EEIXE |
EE Samples #FHER R EFY WA/ LR
EZLB (I0PS),

BEXHHEEES
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BE DU
BB {: {u Tl

ReadBytes BREHESEEREE  RERSHBEAER
SRRV TR AR,

FERALIEEEE Sum AT ERATAEHIEE |
B Samples #HETE R AHIE IOPS,

EE{: T4

WriteBytes BEHBRBAZERHHERARANVITAR
Ho

ERALIEEEE Sum AT ER AEEIEAE |
FEEL Samples KT ERAEIE IOPS,

EEE{: {7t

BRAE M A E R B &%

Amazon S3 IERFIE (S3 ERMFE) B AFTRHECEFREFTAEFIEREIEZEANERMNER KXY
FHHEF. EUUEHAEMRERERETS , XEIRNTENTBEXKFERIITE,

BRI
TRR\ERFERR B FEURE.

BRERR ExR

ANER ARERNRE,

BAEH FAERNAE,

By BUHBERIERRK,
EfS EFERANERTERRK.
Delete il BR A SR E R
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ERAEER

BRIEERH
BEABMH

Bt

THRRH S3 BERAERKAFFIEILE,

B

accessMode

accountDomain ( ERF/NEMPE)

accountName ( ERFP/NEDE)

bucket
clientGid ({£ NFS)

clientUid ({£ NFS)

ExR

EHERNERRPEESN (ACL, #EE, ¥
. FFAo

E&

YIEEYFF AT ERRE o

P Fimtk F P #Y Active Directory (AD) #81H.
RPimeEE B & (BE) ERERRE.

S3 EFiTEERE.

HREHE R AP ZEE

Bk es: O N OE 4 L

ctime HAFRREEIN AR P EERRIEE,
groupId VI BAEBEE E R RIS
fileSizeInBytes HAFKREEREVRRENERAND (MMLT
BAEN),
gateway Storage Gateway ID,
mtime M A FiRREE DG ABRNEE,
newObjectName MY EH TS RN TERE,
objectName VI TEE R,
objectType ERYH_RERERER R,
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R E&
operation i FEURER B 8,
ownerId YDA & BT R RS
securityDescriptor ( ERF/PER LA SDDL # B R4 £ 3R E R ¥ Bl X 7 EE
%) 45588 (DACL),
shareName FEFRNLAERE,
source EEBRHERLE D,
sourceAddress BRAZAMAFPRMERN P ik,
status BRIERIRRE, RERCET (BrcE AN , BEH
ST AT EIE PR £ WY R BRBRAN).
timestamp BIEFENEXRE AR TRENTEE,
version B B FEBAARA,
BERETC KA BT

THRH\ESERERFIIRFEPICHEN S3 ERFERKBFBIL,

‘BB BA 2 By Em fil BA BA EA BA
BB E&E® uE B BX Kx BYE BEBg Bt B
P i #HIX (E (& (chgrp)
T R G4 ®)
ACL-&
==\
IS

)

access X X X
e
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ERAEER

FEE BEA B B B Al BEA BEA BEA BA
=g B8 IE BR RBX BRI B B B B
ERPS "I HIX (& (& (chgrp)
#& i X ')
ACL-£E
R/
Eit hrf o
%)
accour X X X X X X X X X X
main
(&
PR
':F“J\
TS
%)
accour X X X X X X X X X X
me
(&
PR AR
N
EithToy
%)
bucket X X X X X X X X X X
client X X X X X X X X X
(&
NFS)
client X X X X X X X X X
(#
NFS)
ctime X X
groupl X X
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ERAEER

FEE BA B By B A BA BA BA BA
&5 &8 A& BR ABX 37 B BB B B
ERPS "I HIX (& (& (chgrp)
#3 H3k X ")
ACL-{&#
/N
i chy
)
fileSi X
nBytes
gatewa X X X X X X X X X X
mtime X X
newObj X
Name
object X X X X X X X X X X
e
object X X X X X X X X X X
e
operat X X X X X X X X X X
ownerl X X X
securi X X
escrifp
(&
R
/J\
EaL b
%)
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ERAEER

- 1:)

shareN X

source X

source X

ress
status X
timest X

versic X

BA

2
vE
B

By E@

BR BX

I

1 3%
X X
X X
X X
X X
X X
X X

A BA
BR3 Bt
132 (¥
3 '
ACL-#

(==} N

IS

%)

X X
X X
X X
X X
X X
X X

BA
-3
(@=!
)

BA BEA
B B
(chgrp)

X X

X X

X X

X X

X X

X X

B S AR E R B RS
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HEEENFEE

HELHRELSGRRERNFERR LEEFE=H , URET —RE#E THEUMELRFERN MR
FEHK, EEERERAAREREMSEEE R,

T

- ERZKNEE VM

- &I Storage Gateway HYJ7S ith fif B8

- EEM Amazon S3 XHFIERE

« f£ AWS Storage Gateway XA EEREEH

- EREERE ERITHBEE

- 5 AWS Storage Gateway 12 & il B FiE A Rk B BRAE BA B B R

EARAERYFIE VM

BARFTEENEEMARIENRE VM , fINEEHEAERZERICEEREFK., BE VM 2
Bl , KAXFILRE, SHERRE , ERAFERE VM, BALHZENEARTREEERIRER
BNFILRE  BEEAUMER VM AT R AHFHFRE AP RBNEFLRE. EERMRVMHE
REF , SRR SEMBBFE,

BARFEENEREMEARIERTRE VM , SINEEHREXERZERVCEERFK. SHERR
B, ZREEBHE VM, ERERRE. HALHEENEARTFHREEEIZARBNEFLEE , B
EWELMER VM AR ANHEFRE AP BRBANFLRE. EERK VM NEREK , FRGEMH
BERE,

- FE VM ARERE —F2EAREES FHTHETE.

==

- Storage Gateway API — 582 B ShutdownGateway

B2 Storage Gateway Y7 ith g 58

FEEE#ES (VM) FAESRSHNBN A BB RETEERFHERE. £ Amazon EC2 #1TEE EE
M EEE A Amazon EBS Rk [E i A A RIRE

ES-
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« REXRMBBFHE

- BERSZENEFEREAD

- FIEREET

- BIRKFHEEC2 BMBESER

REAHBERHE
EHREHMERBHUBYE RANEHERE. BETETAEMHETE .

EERFMEFEEL @K , ARBARN. TRHEVEMBTENFEEZSIRERRFRAN, &7
DERERERAR TEEEFREME  MEESFRRFR.

AT bl UPEECE:d

REVA TR TREN 17 58 i A 3R S EP B N—
AERE , GHES LEE ERME
Amazon S3 XU RKWE

@ Note

ERERRTRERSHE VMware PUERNTFRERT, ELHERE VM B , EEREER
BVM ERNERFRE, EEMEAMER (B MARNETRE) &, SR ERERY
BRERER VM HENERERES , IREMENFREF.

ERAEB—EEREFRE , RMEZEBREARDHFFREE-—EERFRE, EFARE
—EREVEEEXENERFRER , SEAFRERNEFENFEOR , TRaERER
MTEHMEERTE. EXERODAMEBRER RAID R (H120 RAID1) B tiEE,

EEMENDRBENBERRE | TSR ARDEBFHBRBE SRR,
EEZESD ENEEFEAD

FHRESFEAERIFEFEREMEREFRZENNRTEFR, REFEFRHARSBBMAR
KRE , FHEFLEZE Amazon S3 I XHRANER . WENAGFERRBEEFEEANDWFRER ,
=SB Storage Gateway RIS R
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5T A e 8 PR B RS (E ARARR IR ER G 7 MR A0 B, S48 T LB Amazon CloudWatch HAESEBRE: 12
REFFRAR  YREECATIRANRESHER, NEEAEENRTETOET  BEHY

HiEREU 7

EELEARANTEREE  SUUENFAENRIRTFERE. EUUHMEESROFBEREEZEN
Mg, MEFATEHRANFENR. TENMEESFRRER  BHRE VM SEEERFRRBURE,

/A Important

MERNERRNRER  FRLEENEH (ER(LEERFHN Amazon EC2 #1T{ERE)
BUMNER, IRAHNECKEREEARDNRFR A AFVE2ERFUKRNKD. FLEB
BR BB A TREUR 17 B8 AV IR EREL R

TIRFERAECHEERERRFEEFRHS N,

MENRESRTHE

1. AN TP EETONE (ERCEEREFR Amazon EC2 #1TEH). MENAEERLEE
BFHHEHEGENET  F2RERVCEEEFEAEFM. SUUSLEEZR/ETHRE.
Storage Gatewayhttps://console.aws.amazon.com/storagegateway/home,

EBBEHED , EFE Gateways (BERAKERIE).

£ Actions (B)fE) JBEF , i#IZ Edit local disks (R A HERIRE),

£ Edit local disk (#R¥EAMER) HRELRP , BB EHENEEK  WAELFERERDNFETE
HYBERR

ERNHRAET , 552 F Refresh (EFEIE) 1,

6. 1EiF Save (#7F) AR FENERERE,

o ~ @D

7% RS 17 R ER EC2 RS S fE M
AR MR R R A RE RN R RME | AR LA ERINS R,

ERRA Amazon EC2 #TERRETHNEREBRFTEZEH. ENERESEMKEEEEERN
TRRATR , fluREERFETFREIHNER, EEFEH Amazon EC2 Amazon Machine Image 3REXE)
FHEE  BREZENFTERERAIEERMRAT , AIRRS BB HEE  BULEEHEY—@
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HEREREHFEERRPVER . MFFMAENR , 528 "1 Amazon EC2 #1788 F K EF BIAmazon
EC2 Linux 11T ERFERAEIER,

FERAEXBAMKRERIFHERNT , Y EFEL LBE Amazon S3 FHTHAMER. BFHE
FRMRTETNERRE Amazon EC2 #{TEEBE LEERAFELMER , MERNFLEER -EE
Amazon S3 BRI AIREIER. EMBMBIFLRHERMEN EC2 HITEER 2 , FKRRT ISR
17, BB REFERLEX,

(® Note

MREEERERERT  BFLRARRBRE  LRESKARER SRERBERARRAD
EMERRTHE. LEEREMALE  RItEXARRILREE , WEHH EC2 HTERL
& R T R E

TIRFNSTREARERRE,
BREATFUHHBNERFEPREEER

1. ELEEEAREESNFERERR.
2. ETBIBUEINSRE CloudWatch B##EH, MEMBET , HSMH NEPAEREANEA,

3. WMLEEAP HENEEINTREREFERSL , BANERNEHIFAFHEFE Amazon S3
FHERWREEA,

4. FFAPIERK , BFWREIEH ID,

BINZIEBHRBEEA ID 8 CloudWatch E4,

5 MFEERHLEMN CachePercentDirty EEA 0, EAHRFMEERERE A Amazon S3, M
FRERAZEENFAER  F2RBEEXAHHEZEES,
6. BREAULUEFRBIFLEREE , MTEEXEAERNERE.

EIRSH Amazon S3 X HEEHEE

BRI REN LEFEHERRAAWS |, UZFIREFANMERER. MEVEAT , BENRERE
BRRE,

&R LAE FAAWS Management Console , —fEAWSE B2 B 2 E 4 (SDK) 5 AWS Storage
GatewayAP| ( FEZ2 B E# % E R 585 E R P HIAWSStorage Gateway APl &, )., FRATEER
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RRHFE  BUNUERFIEEAE - RN - BRNEBER. MFFMWER , 52K £ Storage
Gateway %15 EF MiREHEIH = R ERRRHFTE,

® Note

Amazon FSX XH BB BRI A X R EFRER R MEFBR.

e

- {£ Storage Gateway #Z#I A EE MR EBEANHEEERHIFTE
- FAEFAERAEERERFERR Java B AWS SDK

- FAEMFAEETERREFEAR .NET By AWS SDK

- FRAEFRAEREERERERFIAWS Tools for Windows PowerShell

£ Storage Gateway & #| & & F& MiFEEHREEN T EIERR H5TE

AR BA A AR AR M AR BB R E M SR B R R R B &

FEERNREBATERREHEE

1.
2.
3.

Storage Gatewayhttps://console.aws.amazon.com/storagegateway/homes,
EERSBEERYT  BEERE K ARERELEETENBIE.
BRAREE  BEERETEERRRGIFE

MENENSREERRFGFEBETERETERRRHGFEBECEY |) HRALNEBELFE

£, MBBERT , FRBELEERNFRERRH,

(GER) BEMFN S ERRRBEHN TR EBRANBETE S, HRESHENESERR @A

THEHR :

- LER WA LERERS , LIKNLER (Mbps) BE., &/MEA 100 Mbps,
- BRHNE— EEEZEAREERN ANITEIHRE., ZANEIER (EH—ZFBH).

BR (EHANERE ), " BPNE-—XIBE—EARERHEARERER. EERAE TN

FAREES, FEMEATRERRS  FREEFE,
- RERE— B ATERRNRAKE  £A8 HH: MM BXNBEEN UTC KERBE.

mETRRRRHGE

ERAEER

API hZs 2013-06-30 125


https://console.aws.amazon.com/storagegateway/

AWSStorage Gateway EREEmR

® Note
TERERRRFIBEREESEIIEEN D EFR,

- BREE—-GATREEBRONGERERD , £8 HH: MM X NBEN GMT BERBE.

/A Important
FTRERRFBRELEEEN D EFREHE R, BEFH8E—/RERSE RO EREE
f@ , SFEA59,
EREENEEBR , £/ ERRETER K MAEESERR , FRASERSE
—EERRNERDE. EnterodE AR ERERERBAIRR D &,

5. (EF)RBEEEECINSER , BERZNETRRRHFTEISER, WREZHRETEIAMBEREREE
b® , E1&ERemove (BER).

/A Important

TRERRGIERTEEED, KRR 5 1A I 20 78 3 A 1E B — 18 5 12 75 PR A 7 2R B i
Z &, WA LT iy [ ) B Y B 4 B oz T

6. TR A6 FEEREFEE,

EHENRERARERRRFBEHR Java BY AWS SDK

FEREEANSAEFEERRRS | £TNADHE—RBHRELER | FI0ERHE0E
%, THIEHRENAEREAR Java ) AWS SDK, ZEFAGHRRTE , LEZBENTHT
Java TR ARARR, MEXM@ET  BSE T, AFIHLEAR Java #) AWS SDKEISA BI5H.

Example : EAEHFEETERRFEAR Java B AWS SDK

T5 Java BEXHEHPISEHMFENEERERS, EEFEALRARE , EXARURERR, FE
Amazon Resource Name (ARN) , A& EER&|, BEEAWSTHEE Storage Gateway — &2 5 F #Y AR 7%
RISETE | B2 BAWS Storage Gateway i 2 F il 28 P AWS — iR 8%,

import java.io.IOException;

import com.amazonaws.AmazonClientException;
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import com.amazonaws.auth.PropertiesCredentials;

import com.amazonaws.services.storagegateway.AWSStorageGatewayClient;

import com.amazonaws.services.storagegateway.model.
UpdateBandwidthRateLimitScheduleRequest;

import com.amazonaws.services.storagegateway.model.
UpdateBandwidthRateLimitScheduleRetuzrn;

import java.util.Arrays;
import java.util.Collections;
import java.util.list;

public class UpdateBandwidthExample {
public static AWSStorageGatewayClient sgClient;

// The gatewayARN
public static String gatewayARN = "*** provide gateway ARN ***";

// The endpoint
static String serviceURL = "https://storagegateway.us-east-1.amazonaws.com";

// Rates
static long uploadRate = 100 * 1024 * 1024; // Bits per second, minimum 100
Megabits/second

public static void main(String[] args) throws IOException {

// Create a storage gateway client
sgClient = new AWSStorageGatewayClient(new PropertiesCredentials(

UpdateBandwidthExample.class.getResourceAsStream("AwsCredentials.properties")));
sgClient.setEndpoint(serviceURL);

UpdateBandwidth(gatewayARN, uploadRate, null); // download rate not
supported by S3 File gateways

private static void UpdateBandwidth(String gatewayArn, long uploadRate, long
downloadRate) {
try
{
BandwidthRatelLimit bandwidthRatelLimit = new
BandwidthRatelLimit(downloadRate, uploadRate);
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BandwidthRateLimitInterval noScheduleInterval = new
BandwidthRatelLimitInterval()
.withBandwidthRateLimit(bandwidthRatelLimit)
.withDaysOfWeek(Arrays.asList(1, 2, 3, 4, 5, 6, 0))
.withStartHourOfDay(Q)
.withStartMinuteOfHour(0)
.withEndHourOfDay(23)
.withEndMinuteOfHour(59);
UpdateBandwidthRateLimitScheduleRequest
updateBandwidthRateLimitScheduleRequest =
new UpdateBandwidthRatelLimitScheduleRequest()
.withGatewayARN(gatewayArn)
.with
BandwidthRateLimitIntervals(Collections.singletonlList(noScheduleInterval));

UpdateBandwidthRateLimitScheduleRetuzrn
updateBandwidthRatelLimitScheuduleResponse =
sgClient.UpdateBandwidthRateLimitSchedule(updateBandwidthRateLimitScheduleRequest);

String returnGatewayARN =
updateBandwidthRatelLimitScheuduleResponse.getGatewayARN();

System.out.println("Updated the bandwidth rate limits of " +
returnGatewayARN);

System.out.println("Upload bandwidth limit = " + uploadRate + " bits
per second");

}

catch (AmazonClientException ex)

{

System.err.println("Error updating gateway bandwith.\n" +
ex.toString());
}

FHAENFEEERRESEAR NET 89 AWS SDK

FEREEANSAEFEERERE | CUNADHE—BBERNELRS  SINERERYE
%. THEHRENAERAVS NET KEEREH (SDK), EEEABHRIE , LRZME NS
7 NET TRAREARR, NERMESR  HSH T, AFIRWEAR NET # AWS SDKEIR A 815
m.
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ERAEER

Example : EAE#HFERTERRHEARN NET By AWS SDK

T C# B REFSEFNRENERERRRS, EECEAUROIRE , BXERERK IR, HE
Amazon Resource Name (ARN) , AR &R G, KI/FEAWSHEE Storage Gateway — 2 3 A 1Y B 1
RIGETEE | 5ESBAWS Storage Gateway i B F il 28 P AWS — ik B %,

using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using Amazon.StorageGateway;

using Amazon.StorageGateway.Model;

namespace AWSStorageGateway

{
class UpdateBandwidthExample

{
static AmazonStorageGatewayClient sgClient;
static AmazonStorageGatewayConfig sgConfig;

// The gatewayARN

public static String gatewayARN = "*** provide gateway ARN ***";

// The endpoint

static String serviceURL = "https://storagegateway.us-

east-1.amazonaws.com";

// Rates
static long uploadRate = 100 * 1024 * 1024;
100 Megabits/second

public static void Main(string[] args)

{

// Create a storage gateway client

// Bits per second, minimum

sgConfig = new AmazonStorageGatewayConfig();

sgConfig.ServiceURL = serviceURL;

sgClient = new AmazonStorageGatewayClient(sgConfig);

UpdateBandwidth(gatewayARN, uploadRate, null);

Console.WriteLine("\nTo continue, press Enter.");

Console.Read();
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public static void UpdateBandwidth(string gatewayARN, long uploadRate, long
downloadRate)
{
try
{
BandwidthRatelLimit bandwidthRatelLimit = new
BandwidthRatelLimit(downloadRate, uploadRate);
BandwidthRateLimitInterval noScheduleInterval = new
BandwidthRatelLimitInterval()
.withBandwidthRateLimit(bandwidthRatelLimit)
.withDaysOfWeek(Arrays.asList(1, 2, 3, 4, 5, 6, 0))
.withStartHourOfDay(Q)
.withStartMinuteOfHour(0)
.withEndHourOfDay(23)
.withEndMinuteOfHour(59);
List <BandwidthRatelLimitInterval> bandwidthRateLimitIntervals = new
List<BandwidthRateLimitInterval>();
bandwidthRateLimitIntervals.Add(noScheduleInterval);
UpdateBandwidthRateLimitScheduleRequest
updateBandwidthRateLimitScheduleRequest =
new UpdateBandwidthRateLimitScheduleRequest()
.withGatewayARN(gatewayARN)
.with BandwidthRateLimitIntervals(bandwidthRateLimitIntervals);

UpdateBandwidthRateLimitScheduleReturn
updateBandwidthRateLimitScheuduleResponse =
sgClient.UpdateBandwidthRateLimitSchedule(updateBandwidthRateLimitScheduleRequest);

String returnGatewayARN =
updateBandwidthRateLimitScheuduleResponse.GatewayARN;

Console.WritelLine("Updated the bandwidth rate limits of " +

returnGatewayARN);
Console.WritelLine("Upload bandwidth 1limit = " + uploadRate + " bits
per second");
}
catch (AmazonStorageGatewayException ex)
{

Console.WriteLine("Error updating gateway bandwith.\n" +
ex.ToString());
}
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FEREFBEERAEERRRHIAWS Tools for Windows PowerShell

ERFEEEANAFRENERERRRG , B EDRAE-—RFBRNELRS , flanERAEENTE
. T %545 R & an{aE FAAWS Tools for Windows PowerShell, &Z#ERA&FIRRNTE , BEZFER
Wm{IE 1T PowerShell I8 E. MFEFMER , 5528 AWS Tools for Windows PowerShell £ & 1§
FHI AP,

Example : SERAE#HFEETERERHIAWS Tools for Windows PowerShell

T 5l PowerShell IEGTHEHIE EFHFENAERERS, EECALEGHEST , ZXERERER
2. Ri& Amazon Resource Name (ARN) 1 &R &,

<#
.DESCRIPTION
Update Gateway bandwidth limits schedule

.NOTES
PREREQUISITES:
1) AWS Tools for PowerShell from https://aws.amazon.com/powershell/
2) Credentials and region stored in session using Initialize-AWSDefault.
For more info, see https://docs.aws.amazon.com/powershell/latest/userguide/
specifying-your-aws-credentials.html

.EXAMPLE
powershell.exe .\SG_UpdateBandwidth.psl
#>

$UploadBandwidthRate = 100 * 1024 * 1024
$gatewayARN = "*** provide gateway ARN ***"

$bandwidthRateLimitInterval = New-Object
Amazon.StorageGateway.Model.BandwidthRateLimitInterval
$bandwidthRateLimitInterval.StartHourOfDay = 0
$bandwidthRateLimitInterval.StartMinuteOfHour = @
$bandwidthRateLimitInterval.EndHourOfDay = 23
$bandwidthRateLimitInterval.EndMinuteOfHour = 59
$bandwidthRateLimitInterval.DaysOfweek = @,1,2,3,4,5,6
$bandwidthRateLimitInterval.AverageUploadRateLimitInBitsPerSec =
$UploadBandwidthRate

#Update Bandwidth Rate Limits
Update-SGBandwidthRateLimitSchedule -GatewayARN $gatewayARN °
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-BandwidthRateLimitInterval
@($bandwidthRateLimitInterval)

$schedule = Get-SGBandwidthRateLimitSchedule -GatewayARN $gatewayARN

Write-Output(" nGateway: " + $gatewayARN);
Write-Output(" nNew bandwidth throttle schedule: " +
$schedule.BandwidthRateLimitIntervals.AverageUploadRateLimitInBitsPerSec)

{#F AWS Storage Gateway FIEAEEBEEEH

Storage Gateway EHiB{TERHENEEHNRELH ., BULLF B EFHEMKE Storage Gateway EE
FRAEL  SEESFERENERBHEDIEBHEAEH. #A Storage Gateway B EERERRE
i, EREERHEBELEEEMEENRE.,

RERGERRITERERFERREFTNLLEHESF L ELEMEFCHAWS, ELEHMEEZARE
AEMH—IR , AEENEZRRTEREEBBAENBREN 2 BH.

(® Note

FEi#& Storage Gateway FZEHRAZERANRE , LEFEEAUEAAFRFRHEIEL
E, EREAEEMABEERMEBEUANSE (o SSM RERBEREFTIE ) ZEREH
B4 B AR S B BHEE H IR E,

EREEHFEREENMEEEZE , AWSSTE Storage Gateway ##|A LB R—FEEBHE ¥ B
AWS Health Dashboard., MZEFMER , 552 AWS Health Dashboarde VM A& EHE , BE
EHMEFRSE  FBEEESEARNSEEER,

EEHNBNAECNEER  ERERRNSBHERIE, SUERERHEZELE. BEFTA

B , Details (FA#EF) REBREBTHEAS . BEH Details (FHEF) BEBRPEINEME LAY E
FEFTH B AR,
CEEE $rTE

1. Storage Gatewayhtips://console.aws.amazon.com/storagegateway/home,
2. HEEBEERKL , ##E Gateways (M) , ARBELBEZBUENMHENFE,

3. 7E Actions (Bi4E) ZhAEZXR L |, 1232 Edit maintenance window (AREEHEERFER) , LUEE Edit
maintenance window start time (fREEH#ERERFER AR EGR) EEE A .
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4. ¥ Schedule (HETR) , iB1E Weekly (5i8) = Monthly (8 8) LLBEEE
5. MRIEEE Weekly (F8) , 152X Day of the week (EHI%) # Time (B5ME) BB,

R 552 Monthly (B 8) , 18X Day of the month (B K B) M Time (B5R) WE, MRELEE
BB B RA R RTIEHNBEERERE SR ABREETRAE,

(® Note

AASATHNERRENZAER 28, MREET 28, RIEERKKESEZANE 28
Ko

B EERERESEREFAEAREF TR RFAEARETR,

EREEERES EHTHETE

B AR EMN A ERERET T IHBERE. EFUE VM E# Amazon EC2 #1T{EE L3
TEAEEREEE. FZEBETRIHEER  EERF LEL,

e

« EVM AHEIERE (XH4RE ) EHTER

e 1£ Amazon EC2 ZA#hiZdl A ( XH4#E ) EHITEK

- FHFELREEES

- RENREERERBEESR

VM AEERE ( XHFFE ) LHTER

HEERSIENEREE , BUUFEA VM TN AR T REHATTIHETE. SEIER
VMware, Microsoft Hyper-V #l Linux #%/O0 B E## 2T (KVM) Hypervisor BE BE,

eS|

« BARXHEERETES

- BREHTTP RE

- BEMEIEERE

- BIEBEBAERER
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- EEMERKERIRE

- PREREBBEBEBE (NTP) AAR:E

- EXiiRds LETEFREEG T

- RIEHFERE MR EE RS

BARMNHEERARERE

B VM AHEEAE  BEREAEE., IREREE—XBEALREIRE K LEMHERNERSE
ERNEZREA, ELABRNBAEHTELTFINREFERBRENEE , URREAKIREEBER
5. AWS Storage Gateway ] BIE 1 Storage Gateway TR AREEHCHWEE , MIARRAKERA
BELAR, STEENEFEREBRAUNURENNER, NEHEEA , BF28 BAZXHFRESHE

E

AWS Storage Gateway

Login to change your network configuration and other gateway settings.

For more information, please see:
https:irrsdocs.aws.amazon.comsconsolesstoragegatewaysLocalConsole

localhost login: _

BEAERENEAHEES

s WMREREE-RBALKIES BEABEBRNBEAEREBZEA VM, ERFEAEEBEA adnin
B#WB R~ password, BE , HEALNEAEREA,

@ Note
RMEZSTERDE, AT EI1RE (8L LWE 6 18) #1T passwd S EIAT MK
WEBR, MENMHITHTHNER , F2E EAMEGH S LETERBERGS. BHAL
£ Storage Gateway =R AR EFT. MEFHMER , F2HE EAZXHREERE T

=)

o

1t Storage Gateway 12| & FRE A # 2% & E

BRE-RBATKIEAR  fEAAERNEAEREA VM, SAFMEEENEE , SEAERE
AER, FAERHES adnin BFER passwordo
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BB RBEBRUFBAERIAREFNEZR, WREFE , B LK AWS Storage Gateway £ A
RENEE  MARRAEERARE. ETFEENEEREZBRMAUUREHRNERE,

EFHFEEREAPRELRE I Storage Gateway i

1. Storage Gatewayhttps://console.aws.amazon.com/storagegateway/home,

2. HEEBEBE#®KL  #IE Gateways (FiB) , AREELERENBHRHEE.

3. HR Actions (BiE) , i#$2 Set Local Console Password (5% EA#E F 132 & % H%).
4

£ Set Local Console Password (FREA = ARG Wi AT | MAFNRE, BEREE
R IRIZ Save (E1F).

BN R BEER AR B, Storage Gateway BN EEZRE , MK TR HEHE VM,

® Note
RFATNIEREBE—F 5, REA 1512 @F .

WE HTTP G2

ERFEXE HTTP RENERE,

(® Note
BEREEME - RNREARR HTTP,

MRZHEEXAFEARER RS EFREEEN , FAEEARERE HTTP RERE. LEIBE
E IP it M T RIEBN I MOEIZIRIREE , REKMEXE, THUIEXER |, Storage Gateway EiEIBFT
BAWSKIHHREEBENARERRES, PENKIRENEESSHEMNES , BIEEER HTTP RER
B, MERMEZRBERNENR , FSEMERER IBER.

REXHREN HTTP K
1. BALFENAHEERE

o WIFEZ A VMware ESXi A E R AWFMENR , B2 EFEH VMware ESXi FEUFEE A F 12

&,
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2.

3.

« WFEE A Microsoft Hyper-V A F 2R AR FMER , FS B LM Microsoft Hyper-V 7ELEIE
Z'K%EE fu I:I o

« MFEE A Linux OB ERKER (KVM) WA EZESNFHER , F2EEA Linux KVM 7EY
MEAHEEES.

HEAWSHK BRHUE-BBI A T RIHEERLFAKERE HTTP RIE,

AWS Appliance Activation - Configuration

HodaHngnd gttt
#t Currently conmected network adapters:

i3 1)

gt eth@:

HodaHngnd gttt

! Configure HTTP Proxy

! Network Configuration

: Test Metwork Connectiwvity

! View System Resource Check (B Errors)
: System Time Management

: Command Prompt

Press "= to exit session

Enter command:

£ HTTP Proxy Configuration (HTTP {RIE4HRE) BE L , I A 1 WM HTTP KIEFARESHY
£,

AWS Appliance Activation HTTP Proxy Configuration
Note: setting is only applicable to AWS Storage Gateway

1: Configure HTTPF Proxy
Z: View Current HTTP Proxy Configuration
3: Remove HTTP Proxy Configuration

Press "x" to exit

Enter command:

RO AR EREHM HTTP 88E , W TFFIRo

VM ARERE
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= BMATULAESE

HE HTTP {3
A 1,

BEERUEIHBBNERBRS BETRERE.

W ERIM HTTP {RIE4HRE
#wA 2,

MBARZE HTTP RIE |, BIGERFAL HTTP
Proxy not configured ., WIE&E HTTP
RE , ISEREIUABNRENEZEE,

B HTTP REHERE
WA 3

SR RFE HTTP Proxy Configuration
Removed .

4. EXMBEBEN VM UEREN HTTP BBRERTE.

B B RAMRAE R E

FENERMAREEADETHIREBAGE (DHCP), £/ DHCP , £ FESE BB EIK IP #thit.
AEREERERT , EURFEFDRERENRIE IP BFE P it , TFFAR,

BRELNFEEFAREE IP it
1. BALRENREIEE

o WHEEA VMware ESXi ZEEF R ENFMENR , F2HAFEH VMware ESXi FEUFEA# 1=
L

- WMEFEFE A Microsoft Hyper-V X2 SN FFHEN , 52 BEA Microsoft Hyper-V FELFHE
AEEFEE,

- WEEAKVM RAEEZRANFMER , FSEEM Linux KM FEREBAREEZES,
2. FEAWSHREHE-EEW A TEINRER2FAHEEMIE.
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AWS Appliance Activation - Configuration

i E SRR
it Currently connected network adapters:

1§ 1)

it ethB:

i E SRR

Conf igure HTTPF Proxy

Network Configuration

Test Network Conmectivity

View System Resource Check (A Errors)
System Time Management

Command Prompt

Press "x' to exit session

Enter command:

3. 7£ Network Configuration ({@&#H5E) EE t | EETHHP —EREIE,

AWS Appliance Activation - Network Configuration

Describe Adapter

Conf igure DHCP

Conf igqure Static IP
Reset all to DHCF

Set Default Adapter
Edit DNS Configuration

UView DNS Configuration
Uiew Routes

(= Iy RS R I o N

Press "x" to exit

Enter command:

= AT LIRS

ESHEREEESNEEENR
@A 1,
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= AT IR

BAETEEREBNEE , RRERTEBWA
BEREE , flletho, EREENEERA
RS, REREESFNTHENR :

| REEERE (MAC) Hbit

IP ithiit
W =
& IP bk

DHCP BB ARRE

IERRERRIE IP it (BIR 3) MERELFER T
AERHIERRER (BIR 5) i , B EAMEERERESR
B,

% DHCP
wA 2,

RS RRICREMH A EAEA DHCP,

AUS Storage Gateway Network Configuration

1: Describe Adapter

Z: Configure DHCP

3: Configure Static IP
4: Reset all to DHCP
5: Set Default Adapter
6:

?

ew DNS Configuration
ew Routes

Press "x" to exit
Enter command: Z

Available adapters: ethB
Enter Network Adapter: eth@d

Reset to DHCP [ysml: y
Adapter ethB set to use DHCP
You must exit Network Configuration to complete this configuration.

Press Return to Continue_
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ERAEER

BE

BMATULAESE

A 3,

RERNERATHEARRERE IP

T T

. IP bk

e

| ERMEsL

| E@EEABRS (ONS) it

. #5Bh DNS bk

/A Important
MREHNFEERA , BL4ESHBIF
I £ Storage Gateway A ER , &%
EXREN. WREFHEF A F2EE
BAS Y FIE VM,

MREHREER B W@ AE , B4E
A ERANRERERMEM DHCP JFRE
|P b3k,

Bl , BERENFE VM ERAMERE S DHCP
MR E, MREBRE—EARERERFE P,
F—ERESER. EERT , EERAR
H , BLERERERFE P,
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= AT IR

MRMEREZERERFEATLE IP it |
BB %R EMESEA DHCP , BIWM{ER mEE
£/ DHCP,

EXRFTERENBEERES DHCP
B 4

FREKM R EERER/EM DHCP,

/A Important

MREHNFEERA , B4 EEHBIF
I 1E Storage Gateway XA EREN
B8 , BRETREEN. MEFHMENA ,
A2 Bﬁﬁﬁf&ﬂﬁﬁﬁ & VM,

REREN AR R EESS
A S5,

EENERFE T ANEESR , RRSRRIEER
Hep—{E#E428 — filtletho,

fmEERER DNS fARE
iﬁk 60

FEENFE R EEMRE DNS BB ARFN T AE
E%ﬁo %\: LQEE_\!&’R\E{#%E@ |P i‘H_’,iJJ:o
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= TR
MR EER DNS #HRE
B\A T,
FEENEE R EEAMXE DNS A B A MRRH AT A E
BeRo
@ Note

HRAFLLRAR VMware Hypervisor ,
B A B E P iR E SRR,

WA H R
WA 8

FEENEE R B FRARER H o

R BA R AR A E 1

BRI EAREN A ERSAREERER, WAREEKEDEFENREREER , REEE,
AR RERN R @R EE T

1. BALRENAHMERZSE

o WFEEA VMware ESXi AHEEZEENFHMERN , FSEFEH VMware ESXi 7B B 24 # + 1=

L
- WMEFEFE A Microsoft Hyper-V X2 SN FFHEN , 52 BEA Microsoft Hyper-V FELFHE
Z'K*%HE fu =} I:I o

« WEBAKVM AEERANFMAESA , F2REA Linux KVM FREEAREEES,
2. RAWSKERE-REXRER , MAMEBHNBFLEFEREMBEERED.

MRENWBEAE | BEAEB LR, HREARBENEE , ELAEER RSB
AWS B , AT HZBRAR,

3. MREHBENERBUE , FAAREBNRFLRIFERN KRS REE,
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4., MPBRFBTAHKIGHRER  FWAMEENEFLLEEAWS EFREEREN, XEAWS E
HHFEAWSTH B Storage Gateway — 2 A IR ImET B , 55 BMAWS Storage Gatewayii
HABEPHAWS— RSB E,

BEARNER  SERMTSERPASSED|HE[XHK] , RNERNAMRE , MTFAAR :

Message B
[PASSED] ([i&if]) Storage Gateway E B MK EEE,
[FAILED] ([ B1) Storage Gateway 2 B Bi&EE,

EEBRRKERRE

ERMERBE , TEREEER CPU &0, REREX/PN RAM, RRYHEELRRERESTEN
FEERER, EAUERENAEEREE ERBLBRENGER,

BARBKEFRRERIRE
1. BALRENA#EEZES

:"I.“

o WIEZ A VMware ESXi EEAMNFMEN , 2B FEH VMware ESXi FEREEAR KR A

- WFEE A Microsoft Hyper-V R F R AN FFMER , F2BFEH Microsoft Hyper-V FELFE
ZM%I?I Ho

o MEBA KM REFIEENEFEER , 2B EA Linux KYM FERFEEARKEERE,
2. £ PAWSEEBHE-BEM AT ENRRIIBRERFEERRENER,
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AWS Appliance Activation - Configuration

i E SRR
it Currently connected network adapters:
1§ 1)

it ethB:
ittt dttE iR BB E R EHY

Conf igure HTTPF Proxy

Network Configuration

Test Network Conmectivity

View System Resource Check (A Errors)
System Time Management

Command Prompt

Press "x' to exit session

Enter command:

FERAESHHBEEIRET [OK] (OK). [WARNING] (B%) = [FAIL] (k&) MALR , T RAR

R,
Message iR
[OK] HERDBBERRERRE,
[WARNING] (B HERRFEEZNER , EENBEETEEE
{E. Storage Gateway BB TRIAEFRBRERR
WA,
[FAIL] (k) HERRFEREER, ENHEETREELESR
E{E, Storage Gateway BB TRIAERRER
RHAL.
FERAUEEERBEEERESERERNESNEE,

AFEREMEKERHE (NTP) [R:S

BA AR AR EA R R E (NTP) ARESHERE | WASEE LN VM BB ERA Hypervisor EH#[E
&
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EE R

1. BACRENAHEEE

o WFEEA VMware ESXi A EZEENFHMEN , FSEFEA VMware ESXi 77ELE B A< # + 15
AN

« WFEE A Microsoft Hyper-V A 2R AR FHMER , FS B LM Microsoft Hyper-V 7ELEIE
Z'K%EE fu I:I o

« WEBAKVM AEERANFMES , F2REA Linux KVM FREEAREEEA,
2. E PAWSKERE-HEW AT ENRERSKEERREE,

AWS Appliance Activation - Configuration

HodaHngnd gttt
#t Currently conmected network adapters:

i3 1)

gt eth@:

HodaHngnd gttt

! Configure HTTP Proxy

! Network Configuration

: Test Metwork Connectiwvity

! View System Resource Check (B Errors)
: System Time Management

: Command Prompt

Press "= to exit session

Enter command:

3. 7t System Time Management (RfERFEIEIE) BEH , BETIHP—ERIE,

System Time Management

1: View and Synchronize 3Sysztem Time
Z: Edit NTP Configuration
3: View NTP Configuration

Fress "x 1o exit
Enter command:
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= HMATULAESE

WAL EL VM BRI NTP [RRESERE,
A 1,

BIEER VM L BRI ERE, SNEREESY
ERE VM WEEEZE  NTP ARSKREEEERE
RNERE VM BB NTP B,

HELHTHER  EZELERT , HE VM
WIFEUREEELEEZR, N, RERHBERKE
B FE | &M Hypervisor =8 FEE &%
IMESHEEH. EERT , BE VM HEK—E
SHEBERETE, BEEEZEW , BITRE
(BlaNRER) BIEERBNRERENBERFESR
HIRER,

SHEERBAE VMware ESXi LHIRE |, SREEE
{CEBEREFEHEEIEE VM RREEIEES
ERUBRSEEEERE, NEFHMAEHR A F2
B B VM R E TR,

$H¥7E Microsoft Hyper-V LS B EE |, 23
FLEHBRE VM R, NEFMER , F2
B ESREN VM -,

HRE KVM LERENFE , BT UER KVM
Y virsh @55 5 R ERBRE I ) 25 & 5 R

Faﬁo
iREE NTP {alPRES/HAE
A 2,
RIRSRERNERHFBHFWFIIRIEN NTP R
2%
R NTP A PRES4HRE A 3

FEENFEREM NTP Rl R2R4E A8,
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EARMEG A BT ERERER T

Storage Gateway ) VM AT A A H B REARBRENZE FERENZTLIRIRE, FRAKRHEE
BAEDT , BEUHTHEETE , HNFHEFNREBRIEEZE Amazon Web Services vice Support &,

HITHERDHE G
1. BALRENAHEES

o WFEE A VMware ESXi AT B A WEFMER , F2BEEH VMware ESXi ZEUFE B A+ 12
AN

Ho

- WMEFEE A Microsoft Hyper-V R X 1= SN FHER , 528 £ A Microsoft Hyper-V FELFEE
ZM%%E T I:I o

- MEEAKM ZEEEENFHAEN , F2REA Linux KYM FEREEFREFEZES
2. HAWSKEHE-BRE@WATIEDERS T TRR.

AWS Appliance Activation - Configuration

i E RSN
it Currently commected network adapters:

131

it ethB:

i E RSN

: Configure HTTP Proxy

: Network Configuration

: Test Network Commectivity

: UView System Resource Check (B Errors)
: System Time Management

: Command Prompt

Press "x" to exit session

Enter command: _

3. HEAWSKEBRE-wTRIFMFESE AT —F) , RARREDE,

ZEHEASHE R AVAILABLE COMMANDS (ATA&®) BEHEGSHARE , Ty EEHENER
PR
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AVAILABLE COMMANDS

ip Show ~ manipulate routing, devices, and tunnels
save-routing-table Save newly added routing table entry

ifconfig Uiew or configure wnetwork interfaces

iptables Administration tool for IPv4 packet filtering and NAT
zave-iptables Perzsist IP tables

passwd Update authentication tokens
open-support-channel Connect to AWS Support

h Display available command list
exit Return to Configuration menu

Command: _

4. ERTRIFRPRALECANG T IERE RET

EETHST  FEGTEIFTHRETBAGTER,
AN RIEREMEEE RS

RIFTERR , Storage Gateway BEEREAMA E1000 B EIERER  BEULERREENBEERE
F VMXNET3 (10 GbE) Mg E s, B AILARRIE Storage Gateway , EBE TR ZE IP thut FHL,
RELNWREESAZERBREZESUATRILESE,

ES-]
- RELHNRELA VMXNET3 #BE8E R 25

RELHREER VMXNET3 #3858 E R 25

Storage Gateway £ VMware ESXi 1 Microsoft Hyper-V E#{L EEBEFF T # A8 8 E1000 #E&
WiERER, T8 , VMware ESXi EH L EERE A% VMXNET3 (10 GbE) #8558 ER,

B RE 2 R VMware ESXi Hypervisor f | #% A LU B #7522 09 BB 5 A VMXNET3 (10
GbE) B3R EE ., NFNHEBEENFRER , F28 VMware {81,

¥ KVM BBt EEBREFTH | Storage Gateway XEMFAvirtio@ERBESEF. TXE KVM
FHAEA E1000 fB58 FEZESEE,

/A Important
B EEE R H A BR Other Linux64 (Efth Linux64) , = 8EZE VMXNET3,
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ERAEER

AR EREUT 5B BRARER E SR RE A VMXNET3 828

1. BERTEERA E1000 kR,
2. ¥ VMXNET3 BE#38,

3. ENRAE BV RIE,

4. REMBREBERR,

En o
. AXE

AT RESE L RO FHAET.

BBRFEERM E1000 B W R E RN EE S VMXNETS Bz

1. 7 VMware ¥ , R FENRE (RAR) BE , AREREF Edit Settings (REXE).
2. 7 Virtual Machine Properties (EE#EH#25B14%) B+ , 1#1F Hardware (FE88) EH.,
3. #H¥ Hardware (2 #8) , 75i2E Network adapter (#3&81£383), 5= , Adapter Enter (EiEZ8E
B BB aiMEEES - E1000, &FEHA VMXNET3 EiZessEU L EEES,
[ VTL-CommonTest - Virtual Machine Properties =l
m'ions| Resources | Virtual Machine V
Device Status
™ Show Al Devices Add... | Remave | M Connected
¥ Connect at power on
Hardware Summary T
M Memory 7680 MB Current adapter:  EL000
H crus 2
£ video card Video card MAC Address
=2 VMCI device Restricted 00:0c:29:F1:6F b
& sCSIcontroller 0 Paravirtual & (o
= Hard disk 2 Wirtual Disk
= Hard disk 3 virtual Disk DrectPath /O
= Hard disk 1 Wirtual Disk Status: Not sunported ©
§® Network adapter 1 VM Network ] Network Connection
L Metwork label:
[ M Network -]

4. BIE E1000 #gERERE | ARRIEE Remove (BER).

adapter 1 (W3R E$235 1),

® Note

EABIF | E1000 #EEEZE 2 Network

Bt ARIE T LAE SR BB R R E1T E1000 F1 VMXNET3 M8k &2  BERMAFAEBREIER

i, AR CEEIEKEE,

5. 1E#E Add (¥7318) BARK Add Hardware (¥7381888) #5
6. FRIRIE Ethernet Adapter (Z A#IEEF) , RRIEIE Next (T—%),
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7. T TiRigE AL BEG  RBVMXNETIE THEHBRSRBAA K RRBET-E.

8. 7 Virtual Machine properties (FEE##22 B 14%) BFEH , #5¥ Adapter Enter (B1Z2888) ERHN
Current Adapter (B BIRVE1ZEE) RBE%A VMXNET3 , REZIERE OK (FEE).

9. 1 VMware VSphere Al Fim , BARRZRH FE,
10. £ VMware VSphere AFwH , EFRB A EE,

ENMMEBENFER  FERRERBRENEESS | HAE L ABRERVERER,
REMmEERR

1. 7 VSphere AAFImH |, i#1F Console (X2 R) EEURMBAMERE, FHAERNEAERRE
AREBENAEEREUEBEHERELE. UFENAEATEREAERREANEN , F2HEEAT
XHEEAEERE,

AWS Storage Gateway

Login to change your network configuration and other gateway settings.
For more information, please see:

https://docs.aws.amazon.com/consolesstoragegateway/LocalConsole

localhost login:

AWS Appliance Activation - Configuration

HEddHgHgHEE gt gt g ud it ud it u i u i
it Currently connected network adapters:

1§ 1)

it ethB:

HEddHgHgHEE gt gt g ud it ud it u i u i

Conf igure HTTPF Proxy

Network Configuration

Tezt Network Conmectivity

View System Resource Check (A Errors)
System Time Management

Command Prompt

Press "x +to exit session

Enter command:
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2. RIFIERE | BWA 2 BUEE Network Configuration (W3R8 4HAE) , SRE R Enter FIRUBRRAHAER

o

3. RMIBTE , @A 4 LUEE Resetall to DHCP (£2BE% A DHCP) , AR ERKIBREREE
ESRUFEABREMEREBANE (DHCP) B , A y (KRR yes (B)). B TRHEERREAME
F DHCP,

AWS Storage Gateway Network Configuration

: Describe Adapter

: Configure DHCP

! Configure Static IP

: Reset all to DHCP

: Set Default Adapter

! View DNS Conf iguration
: View Routes

=] O U b L) DN =

Press "x" to exit
L L I - DM . [
Enter command: 2

fivailable adapters: ethB
Enter Network Adapter: eth#

Reset to DHCP I[yrsnl: uy

fidapter ethB@ set to use DHCP

You must exit Network Configuration to complete this configuration.

Press Return to Continue_

MRENFECHA K SLASERALRERAFEEREIRAER. REENRB <R , BL4EH
R PR RS AV BB AR . FNRAEERERNER , F2EAERBENEREE,

£ Amazon EC2 A3t & ( AR ) L3iTER

E#MITHEE Amazon EC2 MITERNBER  FLUHBIBETELBEALKIESR, EFEERY
BRI KRB BN AR AR EERE W HITHBIENENR,

£

« BFEH Amazon EC2 @R MIZHI A

- B HTTP NEBRAEIEAR EC2 LAVHEES

- BEMEIEIERE

- BIEBEBA RS ER

- BEERBERRERAARE

- EXRMIEF &S EIETT Storage Gateway R
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4% 3|18 H) Amazon EC2 #BRAA 14 &

A LAE A Secure Shell (SSH) A Fim&E#RE] Amazon EC2 #i1T{E. MEFMENR , F2EESE
BT ERPHAMazon EC2 EAEERE. FEUEEAFNER , CEEERBHTERBRIEEN

SSH £#& ¥}, #E Amazon EC2 Zi¥IMEEA , 52 Amazon EC2 ¥ AAAmazon EC2 A&
B,

EREFAEERE

1. BALHAEETES, WRERR Windows ERHEREEH EC2 #1TER , B admin B2 F
Ao

2. HBEAR K LEFIAWSKEHE-EEIEE , MTHIHBRRA R,

AWS Appliance Activation - Configuration

#######################################################
## Currently k adapters:

i

## ethoO:
FHFEFFFFRFRFFFFFAFFRARF AT AR R A A IR TR RFFF SRR

: Eﬁntlwnlh HTTP FProxy

Configuration
; rrit:;rr
‘e Check (0 Errors)
o exit session

er command: I

HEE—DTHEILE AR EE

REHRIERE HTTP BB HTTP KM B EEE EC2 L HEE
RIEH R E MR E R 5L 4 B Y A G 1 4

R R AR R 54 4 B Y A G 1 4
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BEE—S TRILIE BSOS EE
BERKERRE 245288 Amazon EC2 {BRAA iR 4I A
iE{T Storage Gateway A H T fEA 324 & LB 1T Storage Gateway 5

HZEHFEE , FEA 0.

BEmARMERBTERER , FEA x RERBE,

BB HTTP RERMEERE EC2 LB

Storage Gateway X #EZFEE Amazon EC2 #l SOCKS5AWS,

MREHNREELEFEANEMRSFRRERARET , SCEAFE/RERE HTTP RERE, BFEBE
E IP it M TREN ERELRIRET | REMILER, TTHRILERR | Storage Gateway EEiB AT
BAWSKImREBBENKERRR, WENK K BNBEEHEMER , BIEEER HTTP KERKt{
=ik,

BB AEAERRRIR B G RERRERRE

1. BALRENAEETEE, MEET , 28 2853EH Amazon EC2 BRI AR #IZE &,
2. HEAWSHEBHE-BEWMATEINAEXRIFBHRIRE HTTP RIE,
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AWS Appliance Activation - Configuration

FHFFFF AR FFF AR R SR F AR AR RIS R RS RFAH
## Currently connected network adapters:

i

## ethO:

FHE AR AR F AR A A AR A AR AR AR F A F AR AR SRR AR AHH

Configure HTTP Proxy

: Network Configuration
Test Network Connectivity

: View System Resource Check (0 Errors)
Command Prompt

Press "x" to exit session

Enter command: [

3. EETIHP—EEE 6 FEAWSKEHE-EHTTP RBHEEE,

BWS Appliance Activation HTTP Proxy Configuration

Note: setting 1s only applicable to AWS Storage Gateway
1: Configure HTTP Proxy

2: View Current HTTP Proxy Configuration

3: Remove HTTP Proxy Configuration

Press "x" to exit

Enter command: [Jj

5= AT LIRS

RRE HTTP R
WA 1
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BE BMATULAESE

BEERUIMEBNERBS RETHHRE.

kg

WE BB HTTP /KIE4ERE
BA 2,

MBREBE HTTP KB , SERAE HTTP
Proxy not configured . #IE2&E HTTP
RE A BRI BARENERE,

BB HTTP REBfARE
WA 3,
SERHAE HTTP Proxy Configuration
Removed o
B A ERBEERE

BOLUEBAMERES | RENREEMNMAIE SRS (DNS) :RE
B FEEAFE P thut

1. BAZRENAIHEIESG, IFER , F2RE
2. HAWSEHEHE-EBEEWMATEDRR2MAKEE

8228/ Amazon EC2 {BRA b4l &
DNS fr#% 25,
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AWS Appliance Activation - Configuration

S
## Currently connected network adapters:

##

## ethO:

HH#fHFFHF A FF A F A F R F A AR AR AR F A F R A S EFAFF AR FAF A

1:

_h:_k (0 Errors)

Co muni Pl mpt
FI ress " A " t 0 e i

Enter command:

3. 7t Network Configuration (838 #HRE) iIBE & | BET I H P —@ERIE,

WS Appliance Activation - Network Configuration

Edit DNS Configuration
View DNS Configuration

m w7 ] t o e .

Enter command:

= AT LIRS

iRIEREER DNS A58
A 1,
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= AT IR

FEENFE R EEMRE DNS BB ARSFNTAE
B, RESRTERMHTN P thit,

WAREER DNS #HRE
ﬁﬁk 20

PRV R EE MR E DNS BB AR AT HE
#3238,

RIS BB Y ARG E S
ZAEAMENABERAARERER. LARCAKEYHRENMERER RN,

ARRENEE T

1. BALRENAKERS, WEET , F2H 2 &2EH Amazon EC2 fBREAR#IESHI 5,
2. MAWSHEBHE-BEEXXREd K W AHENEFZLUREIEMRKRERED,

MRENREERE , EEAESIABR. BRERBENEE , BXEEERGEEEE R
AWS B , AT SRR,

3. WMREMBEEARE  FEAMENEFTUREZRBENKIREREE,

4. MBBREBTAHKIGHIEERE  FBWAMENEFLLUEEAWS BEFAREEAEN, XEAWS E
B EEAWSTH B2 Storage Gateway — 2 AW IR K inEI R , FSBAWS Storage Gatewayiim
LA EEE P HAWS — S,

REARNER , SERNFEERPASSED|RE[KRY] , RERHMRE , MTFFAR

Message iR
[PASSED] ([iEi8)) Storage Gateway E & @& EE,
[FAILED] ([ &) Storage Gateway R B #3#&EEE,
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EERBRREFRMRE

ERAEER

EMEMBE , CEREEER CPU ZO., BREIREXIN RAM, REHEELRRERETEH
FEERER, ERUERENAEEEE ERBLRENGER,

BERKEFRERIRE

1. BAZLBHENAEERE, WFET , F20 ZH2EH Amazon EC2 AL &,
2. £ "Storage Gateway AR A T ENRERLLUBRRKEFRENE R,

AWS Appliance Activation - Configuration

FHFFHFFFAFFFFFFFFFFFFFFFRFFRFFFAFFFFFFFFAFFAFFFFFFFFFFAF
## Currently connected network adapters:

i

## ethO:

FHF R AR R R AR AR RS IR IR S AR FAH

1:

Check (0 Errors)

2 command:

FHRASHEESEERET [OK] (OK). [WARNING] (B4%) =% [FAIL] (k) WAL , IMTRAR

R
Message HiR
[OK] hEREBBREERRE,
[WARNING] (B& HERRFSEBNER , EENFETEEE
{E. Storage Gateway B TRIAEFRBRERZR
WS,
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Message iR
[FAIL] (&) HERRFEREER, ZHNRERRERELIER

iB4E, Storage Gateway SERRPERBRERS
%EI\JEHI%\O

IRAUEEEIREREERSHENERVNEENHE.

AR H| & EIEIT Storage Gateway

AWS Storage Gateway EE S A RHEARBRENZEHHERENLZLRE, FAXESTS &
BRI ITHERBER |, BIanfAFEE R EEE Amazon Web Services vice Support,

BITHEESRZE BT

1.
2.

3.

BEALHENAKEIES, NERR , B2HE Z&2E Amazon EC2 BEAMIZESIA,
£ PAWSKRIEBUEM AT EThEERSA TREEEA,

S R R R kR
## Currently connected network adapters:

i

## ethO:

F AR AR AR A A A A5

1:

: View em Reso
: Command Prompt

Enter command: I

ERTSERPEA h, AR%EIL Return £,

£ EC2 A iRl A ( XHEHBED ) L3TER API iR A% 2013-06-30 159
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ZEEASHE R AVAILABLE COMMANDS (FTA&®) BEETHMNG S, METZREREREE
REKBRECR , T HEREHENERM T

AVATLABLE COMMANDS
' 7 / manipulate ro 11t1n|1, de and tunnels

cket filtering and NAT

Command :

4, EHSERITHBALEERNSS L ERETHET.
ZETHHS  BEOSETREATETAASS SR,
FHEEA#EEZES

WMAFEUEH VM A RS | BURREHFE VM SBFT1EM Hypervisor FE, fEAREH , &7
AR B0 E A Linux & O BEEBES (KVM), VMware ESXi 1 Microsoft Hyper-V &2 & FH VM
AEFEAENEN,
X8

« £/ Linux KVM ZERFE A 15

« £ VMware ESXi 1ZHUEE A F 12

- £/ Microsoft Hyper-V 17 ER 88 A= 4 3 375

fEA Linux KVYM FEIEEAR#EEZEES

IBIBAEAL Linux B1THR , £ KVM ERTHEBREEREN S E. RIESTHER KVM ERZIENY
BRIT, ERTEEREN KVM BETBRTE.

5 KVM ZEREE fY A< i = 4
1. FEATHGSHE KVM & B &7 K E S,
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# virsh list

&R LUEIR Id REFE T AR EREER.

[root@localhost vms]# virsh list

SGW_KVM running

[root@localhost vms]# virsh console 7

2. FATIGSREFIRAEAKERS,
# virsh console VM_Id

[root@localhost vmsl# virsh console 7
Connected to domain SGW_KWVM
Escape character is =]

AWS Appliance

Legin toe change your network comfiguration and other settings.
localhest login: _

3. HENMBEREAXHIZANERZEAER , F2H EAZNHRESAEEZRE,

4. BAR , BAULBANRELSHRE.
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AWS Appliance Activation - Configuration

B R R R R R R R R R R R R R R R R R R R R R AR AR R R R
## Currently connected network adapters:

##

## ethd: 10.0.3.32

B R R R R R R R R R R R R R R R R R R R R R AR AR R R R

: HTTP/SOCKS Proxy Configuration

: Network Configuration

: Test Network Connectivity

: View System Resource Check (B Errors)
: System Time Management

: License Information

: Command Prompt

: Get activation key

Press "x" to exit session

Enter command:

£ VMware ESXi FELFEBAKTEE

A VMware ESXi ZEIFEEBH A#EEE &

1. 7 VMware vSphere A FixH , EBEUERNFEE VM,
2. HECHRBEE,

® Note
NRERBMENEE VM , BIgBEREEesTHERE VM BR , T & EHEIREEM
o MEBERBEREHEE VM , BITTLURE Toolbar (LE%) IBE L& Power On (8
) B =FUBRG
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File Edit Yiew Inventory Administration Plug-ins Help
£y Home b gf Inventory b [F Inventory
r BB & D @ e

""""" myAWSStorageGateway

el =l Summary | Resource Allocation | Performance | Events | Console | Pen

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer. runs an operating system and

3. i#IZE Console (X2 A) ER,

File Edit View Inventory Administration Plug-ins Help
ﬁ ﬁ éﬁ Home [ g Inventory D @ Inventory
niyr &8 @GR e e @

= @ 10.56.252.45 myAWSStorageGateway
(T3 [ myAWSStorageGateway
(f3 MyExampleGateway

el R i Summary ' Resource Allocation | Performance | Events | Console ' I'en

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer. runs an operating system and

E-BREEZZ , VM B8 ERBHFIHEZA,

® Note
BERTECREBRLZFE | 7% Ctri+Alt,
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AWS Storage Gateway

Login to change your network configuration and other gateway settings.

For more information, please see:
https:irrsdocs.aws.amazon.comsconsolesstoragegatewaysLocalConsole

localhost login: _

H-ll-

4. HEFEARRBEABREA  FREZ AR ERAREIEARER.

£ Microsoft Hyper-V FEIFEEA KT Z A

FEERERN A ERE (Microsoft Hyper-V)

1. 7£ Microsoft Hyper-V B 8# Virtual Machines (E##35) FE & | BEUEEE VM,
2. HECHBEE.

(® Note

MREHEE VM ERBBUREE | Running@BRABR , T EBRBIR. BN
B VM R, BRI LUEIBTE Actions (BIE) B &2 Start (BXE) KRBT,

Actions

Virtual Machines

= HYPERVSERVER -
Mame State CPU Usage Assigned Memary

AWS-5Storage-Gateway e

= |

=i Connect..

Settings...
(@) Turn Off...

=
®@ Shut Down...
(0]

Save

3. 1f Actions (BIfE) B+ , iEIE Connect (E#R).

FHREREEEES API fR7s 2013-06-30 164
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ERAEER

Virtual Machine Connection (E##E5ER) RENEET. FHRSMRBRE , F@AERL

EEEFEESRHEGENERAEEBRER.

% BampleGatewayHyperV on HYPERY-SERVER - Virtual Machine Connection = || =E @
File Action Media Clipboard View Help

@0 Nkl ks

Connecting to "ExampleGatewayHyperV'...

Status: Running

E-BREEZE , VM e EmIFaHEZEA

AWS Storage Gateway

Login to change your network configuration and other gateway settings.

For more information, please see:
https:srsdocs.aws .amazon.comsconsolesstoragegateway-LocalConsole

localhost login: _

4. FEFEARAREAEHEA  FREEAIIXHREFEETESRERF.

RIEH FERREMR EiRES
EXREHT , ETURIEEOAACHMERES BRREERNEN.

xR
o &H¥ VMware ESXi Y25k NIC 5 EZH B

AN RBERERBEER
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+ 7£ Microsoft Hyper-V £ #/ 5%k NIC R EL N RE

gr¥t VMware ESXi ¥R Z5R NIC SR EEREE

THEFERRENEE VM EEE — B EE:S K mAZSem8E —@EEsS, TIEFERN
{18 VMware ESXi Ry E #2388,

HEERTEAER VMware ESXi 8 i) H b 48 2K w1235

1. EAHRE.
2. £ VMware vSphere A Fix™H , ZEUEWEE VM,

LR FR VM AT SUR 35 B RRAR B
3. HEAFIR® , MMEE VM AR (KRAR) ZE , REREEF Edit Settings (FWEERE).

File Edit View Inventory Adminustration Plug-ins Help
E = | £y Home b 2 Iventory b [l Inventory
mu S D GRS

= [ 105625245

: myAWSStorageGateway
L [y AWSEbrganfaknumn
& MyExampleG Power (9 urce Allocation | Performance | Events
Guest B
Snapshot 3
IE Open Consale are computer that, like a
U5  Edit Settings... operating system and
Add Permission Cil-p yslem installed on a virtual
I [y +

perating system

Report Perf
T T ine is an isolated computing

iMual machines as deskiop or
hs testing environments, or 1o
Ons

Rename

Open in New Window... Corl+Alt+N

Remove from Inventory
Delete from Disk

R

bis. The same host can run

4. 7f Virtual Machine Properties (JERE#2s B 1) ¥I55 5 AY Hardware (HE88) & L | #I1F Add (3
1B FEEE,

AEREREMEREESR API fiZ< 2013-06-30 166



AWSStorage Gateway

ERAEER

(%) myAWSStorageGateway - Virtual Machine Properties

[T Show &l Devices

Hardware lwﬁom | Resources |

§-
"

Memaory
CPUs

Video card
VMCI device
SCS1 controller 0
Hard disk 1
CD/DVD Drive 1
CD/OVD Drive 2
Network adapter 1
USE controller
Floppy drive 1

cdfProocrndo N

5. JB1& Add Hardware (¥iE8TERE) B | R AT AR EIEER,

Summary

1024 MB

1

Video card
Restricted

LSI Legic Parallel
Virtual Disk
cdromi

cdrom2

WM Network
Present

floppyd

a. 1£ Device Type (E£EBER) Bt | i#IZF Ethernet Adapter (& KM@ EIEET) FigaEiEss |
REBIRIE Next (F—F).

-
(%) Add Hardware

Device Type

What sort of device do you wish to add to your virtual machine?

Device Type

Metwork connection
Ready to Complete

Choose the type of device you wish to add.

(D) serial Port

&) Parallel Part

= Floppy Drive

ok CD,OVD Drive
e USE Controller
LISE Device (unavailable)
[ PCI Device (unavailable)
Ethernet Adapter

e 5CSI Device

— Information

This device can be ads

b. 7E Network Type (fB5EH!) BEKH , ECEHY Type (FEH!) iZH Connect at power on (£
FMERER) , ARIEE Next (F—),

AN RBERERBEER
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ERGEOAR E1000 M E %350 Storage Gateway, MFEAREHREEBEREEP2E

ERENFMEN , 528 ESXi # vCenter Al PR EZR[EE,

c. 1E Ready to Complete (EfgFK) BT , MBAER , REREE Finish ().

@ Add Hardware ﬁ

Ready to Complete
Review the selected options and dick Finish to add the hardware.

Device Type

Options:
Ready to Complete Hardware type: Ethernet Adapter
Adapter type: E1000
Metwork Connection: WM Netwaork
I Connect at power on:  Yes

Help | < Back | Finish I Cancel |
X A

6. BEMEREF K RRBEEFLIEZIBNIP #itHE, Virtual Machine IP Addresses (FE#E#a5
IP thit) RESBERETRAREIRFEENFTE IP ik, BRETEHMES HE—E IP i,

A

(@ Note
REFE-LEE K BEREFEIGLERAEHEE VM HEEA
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TEEHRRA. BRLE , Eh—{E P it S R FEMRE AWS BRI , M5 —EibugR
TEF R PRy L.

Resource Allocation ! Performance - Events | Consale - Permissions

SECEing Startedh: Ik eh

General Resources
GLIESt DS: CEntOS 4,"5 (Elq"l:"t:l CDnSUmEd HDSt ':PI_I:
WM Version: 7 Consumed Hosk Memory
R R Ackive Guest Mermary:
Mermarsy': 7e80 MEB
Memary Overhead: 177,89 MB Provisioned Storage:
Wiware Tools: IUnmanaged Maot-shared Storage:
TP Addresses: 192,168,93,179 Wig &l Used Starage:
DS Mame: localhost, localdomain Virtual Machine IP Addresses » b
Skate: Powered On IP Addresses:
Host: localhost, localdomain 197 168.99.179
Active Tasks: o
192.168.99.145
Commands IPv6 Addresses:
T p— feB0:: 200 296 febE: f2e1
Uk Davwn Gues
fed:: 200 291 fehE: f2eb
00 suspend

7. 1£ Storage Gateway F# & L , FREE.

8. £ #Navigation (BE)&E 1% Storage Gateway , BRIERME , AR BELCHWHIESNRAE, ®ER
£ Details (FFHIE ) BE P HIHE — @ IP ik,

WZE VMware, Hyper-V fl KVM =¥ A T2 A E BEKWFMENR K BF2EE M A s
( XHBE ) E#ITER

£ Microsoft Hyper-V #5255k NIC FREZRH FE

THREFBRFRENEE VM EER—ERKEES K mMASSSWEE_ESZsE. KEFERNMA
A Microsoft Hyper-V F¥#rig 85225,

£ Microsoft Hyper-V ¥R EZNFEE , UEABEANBEREES

1. 7 Storage Gateway ¥## &+ , EEARE,
2. 1E Microsoft Hyper-V BEXE &7 , ZEUENEE VM,
3. FHVM KRB , BFRBMERENAR (RG8) EE , RERERE Turn Off (EEA).
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ERAEER

4. HTERFEwT , FRERE VM WABEE | RBIEE Settings (FUE).

ﬁi Hyper-V Manager
54 File Action View Window

«=| 2@ EE

33 Hyper-\ Manager
Ha HYPERVSERVER

5. 7E VM H9 Settings (5%

Helg

Settings...
Start
Snapshot

Export...
Rename...
Delete...

Help

CPU Usage

Connect...

L
|

e has no snapshats.

Assigned

) §EES RS , ¥ Hardware (FE88) , 1### Add Hardware (¥7iEE88).

6. 7E Add Hardware (¥7i81#88) B , 122 Network Adapter (HERE1EE]) , ARIEE Add (3718)

LAHTEEE,

7. RREMMREESE  ARRERE Apply (EA) LEH

ETHIEFH , EAFAVEERRZE Virtual Network 2 (E &R 2).

1=

ax E o

AN RBERERBEER
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ERAEER

A___ settings for AWS-Storage-Gateway

AWS-Storage-Gateway

e

W

2 Hardware

¥ Add Hardware
& BIOS

=S [emory
E! Processor
2 Wirtual processors
= B} IDE Controder 0
=& Hard Drive

e oy T

Eil IDE Controler 1
Bl 5C5I Controller
© Metwork Adapter

¥ HNebwork Adapter

Virtual Hetwork 2

T com 1

i

U Metwark Adapter

Specify the configuration of the network adapter or remove the network adaptes.
Metwork:
Wir bl Hetwork 2 ~

MAC Address
@ Dymamic

Static

[7] Enable spoofing of MAC addresses

[ Enaihe virtual LAN identification

8. 7E Settings (FXXE) HFEHRH , ¥ Hardware (HE88) , T ESHEE —EE SR , REBEE OK

(FEXE)o

9. 7E Storage Gateway £# & L , FEEE,

10. 7£ Navigation (B %) B F , iBIE Gateways (i) , AR BIECHMIGEESNNFEE, BRE
Details (FEAEA) EEPHIHE =@ IP bk,

WME VMware, Hyper-V Ml KVM T AT AE REBNFAER , F28E VM FEFES

(XHEE ) E]ITES

£ AWS Storage Gateway 12 & il BR B8 LA & 32 BR A R Bt & R

MREFTEREFEARE

ZERNER , YiHBIRESAIRE.

mERRERRENEAEBRER, BRERITEEEEETITERELH

BE—BEMBER , MTA2BETR AWS Storage Gateway EE X2 A4H , T SEIAHEEKEIZEH iSCSI
Eif. IEREEENRERREFBELHERE ; TiB , RELERBROPBEERUREE LHBEHE
B, CEEREFERARBREEBEIR.

BRI LMERFRREEEZEASURAR A ARMBREE, EAIUELTRAE PRI MAERRE

FEEMER Storage Gateway HAHEBEER . WMREBEURNEFHXMBREE ,

GatewayAP| 2%,

ES ]
MERMEARBRER

FEZAWS Storage
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AWSStorage Gateway (RS
« [ Storage Gateway 12 & MR R E

RBIGHENRFEBRRER
* % Amazon EC2 # 1T LFrEf BN MEBRER

{# F Storage Gateway 1% A MR E

FrERESENFERBREFHER. T8  RECERMRNBESRUREE LHERENIH , &
TRFENTEIMB T EBREREZVYEBHNER, BRELERVHHEREINFTTECAZ
ERNEM.

® Note

&% Amazon EC2 #i1TER LFTHBENRE , RIEERBRETER K SHRTERERER

o

S EREEE (VM) LATEBMEIE , ZEAMBREE 2R , FiE VM MASFERENERL
R, ZEBRERMSS , 5568H VMware vSphere Al F i, Microsoft Hyper-V BB &5

Linux # OB EEEET (KVM) AERERE M BIRZERMEE, B8  BELEER
FAEMBREIEE VM REA I FE,

it B &

1. Storage Gatewayhttps://console.aws.amazon.com/storagegateway/home,
EBEHKRD , EZF Gateways (FE) , RARZEZLEMBRNFEE,
&%) Actions (Bi1E) , 112 Delete gateway (HBREAE)

> WD

/A Warning
PITHSRZAE , FREANIAERAEARAZMENHMIRE, WREMEREMFHE
B, ERTREER,
RE—BMBER , MEERUER.

EHBENBEREFEARF | RIS RUAEREMER, FEESHARE D EEEEMBRVE
B, REBIZIE Delete (MIBR)o
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Confirm deletion of resource(s) x

[#] Check the box to confirm deletion of the following resource(s):

s Phil-cached - sgw-0593766C

/A Important

EEMBRFEZR K BRTIBEEXNRBER , ESRFERET. Elastic Block Store
(Amazon EBS) tR¥F] Amazon EC2 BIITEREEER. SZHSREXXTELERNER, &
AT LLEH Amazon EC2 5TR , LLURIZR KR Amazon EC2 #H{T{EBEH Amazon EBS tRER, MR
IR EREET , BT LAEA Amazon EC2 32 & MK Amazon EBS HRE,

RSB ENFEBRER

EANEATIRS  RESHENMEBRER.

& VM LR B R EREBRER

WREBMR M MEBEEERME (VM) £, URBERNT S BEIBR R
- BRRE,

% Amazon EC2 #1T{ERE LFrEBE N MERREIR

WMRIEEMBR Amazon EC2 #1TERE LFTEIEMNRE , AIRBEFRAWSEFEREEANER , E
BRMBBRBRENNEHE,

& Amazon EC2 LFrZfEB M RENVE ERRER
MREEHE EC2 LHBEEREUMEENFE , AIEZEEINT Y SERMERFEEURBREER

1. 7 Storage Gateway XA+ , MBRRFE , 20 A Storage Gateway = &R FEE.
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2. 7£ Amazon EC2 £ A&+ , MREITEBRREAHTER , AIFEFEL EC2 #ITHEE, TR, HFK
IEETER, MREITEMBRUKRE 6 AL TEEZHTEBNERBERZFRIEARRBERE
WEBIRF , BRLEBTER. ZFEETELEE FTREAFNCEMBROUEER,

3. £ Amazon EC2 &+ , IREFITEBXERAMBEZEZHTEEA Amazon EBS #Ek[E ,
BIZEFUBKR, MEFHMAES , F2E ) FEENEFMNEHPHAmazon EC2 Linux B 1T{EREE
AEEE.

& Amazon EC2 #11T{EBE L FrEf B REBRER API hZs 2013-06-30 174
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HERA XA EEERANEDS

AR BN EERNERIWNIIAWSEHNERRE, MREFEXRBBHINEFNETHT
AHEMM Amazon EC2 BH , RIF KBRS [E4 , BITTEEFEEHMITULRE,

BEMERETUBRBEENXHERE. TRERTEESZNERHNRE. FALER  EERBESE
MRBERENTE  RARSETHMEENZ FHBESR.

FE A BRFHENEE D
BRI SREH

FE 2 EREREHENG
#E8 ID B & sl

R RAER (B BUR BEEWE EWBRSHERE, BREFHBIRRAWSE iR, W
NMREHBEAEERANEE RENERAEFEARTRER
W HECHEREFEE HSAERERWEE, AllTE
FHEEENREERNEES KEARARENITHERH,
2, AT EFEERA.
FHES R EEBBRES , BNBERKE REFHER. BERETHN
RBERRREE 1-2 /N, RERERERER 538
BEREMBRR L, EEA®
ERER K FTXEZEZARE
FFo
Fi& ID MEBtTERNPEEEARE BAERENERBEEEE
B 1D, Ky E — 48R3 1D
(® Note

BIEAREMARBEENFEEBE.

FE BETUENER D EBINZREH

ERNHRBNEFHENGEEE D BRI BREN

1. FLEERARBEERENAERAREN,

FHATUTRE

FE A SR FHENEEE D BB IERE
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2. B CachePercentDirtyWigEERIZEF B0,
3. BBEAERMEEREFEHBEEIRERE (VM) NWERRERARE 4R,

WF R Amazon EC2 B{TEERNFMEN , F2F LS FTEEPHIAmazon EC2 EAE
B,

BERR KVM, VMware = Hyper-V EREBAFFHEER , F2HEEREERFUE,
4. WREMEE VM IBEFTERE  SERME, BEUBN LEETFEME,

(® Note

A0 MR M S ID AN BB ARTL B RABAVIERET ID, BFEERRN D RP IR E R
NEFRAEERREERF D 5.

WMRIEFERA Amazon EC2 EflEAHBEER VM |, 552801& Amazon EBS #i#% [ZE2 Windows
HAITEE » B E S Amazon EBS HEEEEE Linux #1T1EEE 2 B AAmazon EC2 &M,

MEHBEE KVM, VMware 5 Hyper-V VM 2 S#HHBENESE  F2ENERBEERRF
WER,

5. EIFAWSStorage Gateway ERMEBRREFERMES K EFERERIARRE. ERENS
B, I VM B ERAERENEE.

WFEE A Storage Gateway VM BWEFMIER , B2 EEFTHFE AT FE VM,

(@ Note
AR VM RIMEEHE. It VM EERREE VM £RNMEEREFHE,

6. #A5FTH Storage Gateway VM ELE A EEE VM HHEHNBERE

FENFERMREEADETMIREBAWE (DHCP), £/ DHCP , £ FEE 8BS IP it
tko

MREBEEFHREFE VM WEREE IP it |, F2 R ELNREERRE.

MREHEE VM AEMEA Socket Secure 5 ik (SOCKS5) REMHRE , F2ERBRERHENIR
GERE FIE,

7. BUEEH Storage Gateway EH#,
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8.

10.

11.
12.
13.
14.

15.

A SRR VM 2 BEAYRLBE P DB RTAVAEREE VM, SRR B R EEMNEE VM 2 8.

(® Note
ERDER , IEMEBLARIETE, BB HIEMESERTEET -3, &tM
PE LR ThE R

BEBEALTHRAN URL EERF VM R BBEEERBE
http://your-VM-IP-address/migrate?gatewayld=your-gateway-ID

HREHEE VM, SR EREERE VM R P ik, &K URL BRREZMTSIEH
http://198.51.100.123/migrate?gatewayId=sgw-12345678

RBERSEA cURL R HITEA L URL.

K RBEEERR , SERUTHER

Successfully imported Storage Gateway information. Please refer to Storage Gateway
documentation to perform the next steps to complete the migration.

ZLERPERERRAHITPHAAWSStorage Gateway 4, BRIBARAEE , HBESZSEE 10
DB

{ZIE T Storage Gateway FEHit,
MEFAES HERBENRUE (BEIRETHSEID),
BB T Storage Gateway E##,

MREEEAE A Active Directory #8815 , BEFMAZE . MERA ,
Active Directory f7H,

3
¢
an

% Microsoft

® Note
B E A BB AR RERE R R E S i,

RGN HEEHRMEB VM E IP it FATA |, REMBRERERE VM,

/A Warning
RE—BMBER , MEETUER.
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https://docs.aws.amazon.com/filegateway/latest/files3/CreatingAnSMBFileShare.html#configure-SMB-file-share-AD-access

AWSStorage Gateway EREEmR

EMBR Amazon EC2 #TEBMEEMERN , B2 KL ILENET{EE P BAmazon EC2 FH & 18
ﬁo WMEMBR KVM, VMware = Hyper-V VM HEHIEF , B2 LN EREREEEFNER,

FE 2 ERAERFHBNEREER D HiREs

EFAZRFHUENFNER D REBRXHERAES , FHTUTRE

1. FLEEEAREEEZRRENMERARER, FRFECachePercentDirtyWiEEERER A0,
ﬁfﬁﬁ&%ﬁﬁ@t&lﬁj1¢/\?—o

2. fEFAWS Command Line Interface(AWS CLI ) , BB#TUTRERKES REEEEE XHE
BANXGREENRESE. :

a. REXHRBHEREERSS

aws storagegateway describe-gateway-information --gateway-arn
"arn:aws:storagegateway:us-east-2:123456789012:gateway/sgw-12A3456B"

tep S JSON # , HPEsMEMBN THE , fINESE, @BRRH, RENRE ,
Lx&ﬂkﬁ? (BRFEERTEHTH).

b. FEFERFENRAKRFFEELR (SMB) FRE.

aws storagegateway describe-smb-setting --gateway-arn
"arn:aws:storagegateway:us-east-2:123456789012:gateway/sgw-12A3456B"

WSt —{@ JSON #2 , Hh G256 SMB XHEHLEZW TEIE |, HlNHE A . Microsoft
EHEHMRE, RARERERBURLERBNWEE,

c. AXHRAEIFE SMB MBIEXHERM (NFS) XAAEREFEXHAEER
« ¥ SMB XHHEEANTHT.

aws storagegateway describe-smb-file-shares --file-share-arn-list
"arn:aws:storagegateway:us-east-2:123456789012:share/share-987A654B"

s sEH—{8 JSON R , HPEEHE NFS XHHRENTEIE , fINEEE. FHE.
Hﬂ:ﬁ:\ IAM A Amazon EREZ T (ARN), AFFHBXHBEENEFIRIKZUAR SMB &
PP P AE SR 2 S B BR 1B
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« ERANFS ERAEN TGRS,

aws storagegateway describe-nfs-file-shares --file-share-arn-1list
"arn:aws:storagegateway:us-east-2:123456789012:share/share-321A978B"

tranHE i —f8 JSON $2 , HPEEHBNFS XA AENTEIE , SIMEERE. FRE.
AREE, IAM A ARN, RFFRIBXA BB imSI KRR NFS B/ in AR RE E H
BB,

3. BBITUTEREFLRAEXHRE :

a. FLEEBARGERRENMEEARERN. FMECachePercentDirtyWERERER
R0, REBENHEBELREXHHE,

b. BEBEAFEEMENERE (VM) ERRELRE XHHEE.
4, BUFREREE,
. HETERBELRENXH4HE,
6. FERFMEAIIELEE , A% Storage Gateway #2414 FMIBREAIE

/A Important

MERRE < , FREBMRIAERABRABAZERFENEEFT. WREMRER P
BREE , IENTREEX.

/A Warning
FE—BEMER , MEETUER,

7. MREEERERE#Z EC2 BHl,
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7%& ab
XX Be

ARG | ALK T E Storage Gateway REERIE A

£
- BRXHRBEEHY AL’
- RE(LEEMEE

« % VMware vSphere (VMware vSphere) 2 Storage Gateway ¥ i £ F

A 8B R RETE

HLWEE , BRI RERFE VM ERTRENERES. & Amazon EC2 RHPK#TER A/
BRLED , EHBE,

EEESRENRE  YARREERADREIEREERSH KD, ERASERBEIRIVRE , #EH
FITEREREERANEE , RS IOPS,

ETRPRINGHFBEIMELERERARIBECERAZNENE, REKGHBEIEZRIERB
Amazon S3 R ERHAZHEIE,

® Note

BERTERERTRERET. OFERTRERBENFEES  F2EKSERFFHE EC2 5
e M.

LT RRAINHEREE,

S3 X HHBEATE Linux B/ i LR ERE

BB RE BAABE EASHE (X HREGHERE  REEREIRES
HRNB1GB) ZEE ZEE

1BRIRE - 80 NFS3-1 iR 110 /B 590 MiB/s (4.9 310 JkJk/® (2.6

GB. 4,000 IOPS (0.92 F Ik ) Gbps) F Yk 1)
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ERAEER

giflxaRE

REVBERR

512 GiB &

HY, io1, 1,500
fEIFEE IOPS

RKHEER 3R EE -
10 Gbps

CPU : 16 vCPU |
RAM : 32 GB

HEAR Linux
# NFS %

Storage
Gateway fERE %
B

B R W8 W EE -
10 Gbps

BRI

E‘_\'III

NFS3-8 {E#R72

NFS4-1 E#F52

8 fEl#x7E

SMBV3-1 {E# T2

SMBV3-8 {E#RTE

NFS3-1 {E#R*2

NFS3-8 {E#xiE

NFS4-1 {E#F5E

8 fE#RTE

SMBV3-1 {H#RTE

SMBV3-8 {H#RTE

BEABHE (X
#HAR/NE1GB)

160 MiB/s (1.3
Gbps)

130 JEIK/B (1.1
F Ik 1)

160 MiB/s (1.3
Gbps)

115 MiB/s (1.0
Gbps)

190 JKIK/% (1.6
FIkti)

265 MiB/s (2.2
Gbps)

385 JEIK/F (3.1
F Ik 1)

310 Jk3K/® (2.6
FIkti)

385 JkIk/F (3.1
T IRAL)

275 KW (2.4
FIK/BD)

455 MiB/s (3.8
Gbps)

REX AR A R B

XE

590 MiB/s (4.9
Gbps)

590 MiB/s (4.9
Gbps)

590 MiB/s (4.9
Gbps)

8% 325 KM/

(2.7 F kA1)

590 MiB/s (4.9
Gbps)

590 MiB/s (4.9
Gbps)

590 MiB/s (4.9
Gbps)

590 MiB/s (4.9
Gbps)

590 MiB/s (4.9
Gbps)

8% 325 k¥

(2.7 F k1)

590 MiB/s (4.9
Gbps)

REVE W R

XE

335 MiB/s (2.8
Gbps)

295 MiB/s (2.5
Gbps)

335 MiB/s (2.8
Gbps)

255 JKIK/B (2.1
F k1)

335 MiB/s (2.8
Gbps)

310 JEIK/H (2.6
T Ik 1)

335 MiB/s (2.8
Gbps)

295 MiB/s (2.5
Gbps)

335 MiB/s (2.8
Gbps)

255 JKIK/ (2.1
F Ik fx)

335 MiB/s (2.8
Gbps)

S3 XHMBRATE Linux B/ LAY MEEE
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AWSStorage Gateway

ERAEER

giflxaRE

RERE -

80 GB., io1
SSD. 4,000
IOPS

BEHE 4x2
TB NVME #&1F
g

RKHEERIREE
10 Gbps

CPU : 32 vCPU |
RAM : 244 GB

HEAR Linux
# NFS %

BRI

E‘_\'III

NFS3-1 {@#R72

NFS3-8 {E#R72

NFS4-1 {E4RTE

8 fEl#x7E

SMBV3-1 {E# T2

SMBV3-8 {E#RTE

BATHE (X
HRNZ1GB)

300 MiB/s (2.5
Gbps)

585 MiB/s (4.9
Gbps)

355 MiB/s (3.0
Gbps)

575 MiB/s (4.8
Gbps)

230 MiB/s (1.9
Gbps)

585 MiB/s (4.9
Gbps)

Windows & F i L #Y X8R £ se

giHlxaRE

ERITE : 80 GB
io1. 4,000 IOPS

TREVELRE : 512

GiB tREX, io1. 1,

500 {B7&EE IOPS

KRR RNEE : 10

Gbps

CPU : 16 vCPU |
RAM : 32 GB

B E

SMBV3-1 E#R

=

SMBV3-8 {E#%
=

NFS3-1 {E#R52

NFS3-8 {E#F52

BARHE (X
HRNB1GB)

150 MiB/s (1.3
Gbps)

190 JKIK/F (1.6
FIk1)

95 MiB/s (0.8
Gbps)

190 JKIK/H (1.6
T IR f)

REX AR A R B
EE

590 MiB/s (4.9
Gbps)

590 MiB/s (4.9
Gbps)

590 MiB/s (4.9
Gbps)

590 MiB/s (4.9
Gbps)

BY 325 /MW

(2.7 F31x)

590 MiB/s (4.9
Gbps)

R BX A A 38 B
EE

180 MiB/s (1.5
Gbps)

335 MiB/s (2.8
Gbps)

130 JEIR/B (1.1
FIk1)

330 MiB/s (2.8
Gbps)

REVE W R

XE

BY 325 /W
(2.7 F kA1)

580 MiB/s (4.8
Gbps)

340 MiB/s (2.9
Gbps)

575 MiB/s (4.8
Gbps)

245 MiB/s (2.0
Gbps)

580 MiB/s (4.8
Gbps)

REE W R

RE

20 MiB/s (0.2
Gbps)

195 JKIK/H (1.6
FIK1z)

20 MiB/s (0.2
Gbps)

190 JKIE/® (1.6
FI1)

Windows % F i £ B9 ST RS M AL
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ERAEER

giflxaRE

BERARGENF

ApsichiaE 7 F

Storage Gateway

BHBE

B R W8 W EE -
Gbps

RRLEE

80 GB, io1
SSD. 4,000
IOPS

10

BEHE 4x2
TB NVME & 178

4

B R W8 W EE -
Gbps

10

CPU : 32 vCPU |

RAM : 244 GB

BRARRENF

ANEICMISE

4
%II
S
it

SMBV3-1 {E#R
=

SMBV3-8 {E#R
=

NFS3-1 {EiFT2

NFS3-8 {E#F52

SMBV3-1 {&#z
=

SMBV3-8 {E4R
=

NFS3-1 {E#F1E

NFS3-8 {E#F1%

BATHE (X
HRNZ1GB)

230 MiB/s (1.9
Gbps)

835 MiB/s (7.0
Gbps)

135 JKIK/H (1.1
FIkt)

545 JkJK/% (4.6
T IKAz)

230 MiB/s (1.9
Gbps)

835 MiB/s (7.0
Gbps)

¥ Gbps)

545 JE IR/ (4.6
FIgt)

TREX &R A R B
EE

255 JEIK/H (2.1
T Ik 1)

475 MiB/s (4.0
Gbps)

185 JEIK/H (1.6
F K1)

470 MiB/s (4.0
Gbps)

265 MiB/s (2.2
Gbps)

780 MiB/s (6.5
Gbps)

220 MiB/s (1.8
Gbps)

570 MiB/s (4.8
Gbps)

R EE S 7R B

XE

20 MiB/s (0.2
Gbps)

195 JKIK/H (1.6
T Ik 1)

20 MiB/s (0.2
Gbps)

190 JEIK/B (1.6
F Ik 1)

30 MiB/s (0.3
Gbps)

250 JKIR/B (2.1
T Ik 1)

30 MiB/s (0.3
Gbps)

240 MiB/s (2.0
Gbps)

Windows % F i £ B9 ST RS M AL
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(@ Note
MEE T RESRIBEN TR SHRNERAEM BT TE,

1L FEMAE

BRLETIHIARPRIRECREREN T ZEA. AEERUEERTEELENRE , UEREER
MEEENERARA ARSEAER,

g EREENFE
BANFATIRF —RSES %, ERFETENMEE | LSRERERE,
62 7 S SR B

EERECRENREE , B8 SN , fINEREER (SSD) M NVMe #2488, BRI
BEBUBRHETERESME (SAN) EEEEIEN VM |, T3EHR Microsoft Hyper-V NTFS, &
WM B EBUREFENRAER SV A/ L IRES (IOPS), MEMBRBRNENR , &
SHFIEREFER.

EEABHZEE  FFFFReadBytesfWriteBytesiEESamplesAmazon CloudWatch #iEHE&E
Ao flan | #% 5 HEEHIHAB A Samples IEIEM ReadBytes METE BRI 300 # , EATES
IOPS, #A—MRFAA , ELREFENELIEER , FSREHEERK IOPS BE | U5k
MEEIRY IR SE,

(@ Note
CloudWatch fEEFEARMEHEB. BXNXERNEES , FERERERFE.

18 CPU ERELAIRE T H

FEFRARFENRETRANBERREER., FEKELRENRE  FREERGFE VM T
BERZERZIMEROHZE, I, BERERIFBETREHMAMKIEN CPU,

AEEESN CPU M RIFE X HARSER , CERSFENRERE. ERMIURENREFRT
ERENRENEREXERELN A EET ARSI ER EBZE Amazon S3, FSLEY CPU thr]
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HEERENEEETMEEM VM HE8 | HeEES 2 CPU ER, RHEEZHM CPU BRY
RUESEEEERE —MRENBER,

MStorage Gateway XEELNBEEEHARKEE PR 24 8 CPU, EALUER 24 {8 CPU KiE
WELNFEERE. RMERLNEEETHARSEATIIFEHRRE

- 24 {8 CPU,
- 16 GiB & RAM AR X 4#43E3
- 16 GB WREBRE , AREEEF K/ SIE 16 TiB HHEE
- 32GBHMREBARE , AREEBEA/NA 16 TB E 32 TiB HH8E
- 48 GIB WREATF , ARSEZEFA/NA 32TB £ 64 TiB HIHEE
- EEIeEREREIEE 1 WK1, HARBRIER , TR
- £/ NVMe ZHIB8H SSD,
- EEFSERRHE 1 NER 2, HARELEREER , TR
- £/ NVMe ZHIB8H SSD,
- EFFSERRHSE2NUEI, HARMELEREER , MTAR:
- £/ NVMe ZHIB8H SSD,
« £ VM #8538 1 EEREMPBRRERES 1
-« fER VM 8RR 1 RETIE A REEER VMXnet3 (10 Gbps).
« VMK 2 FRENPERERES 2.
- fEA VM #85% 2 RFTEARERE AWS ) VMXnet3 (10 Gbps).
B {18 51 B B TR A 1% i R JE A R AR
HEREMER , MAEBLTEACAHAERERATBUBRN THFA RO ERBUTE. 5
o, §H¥ VMware ESXi , ERBERFEFTRERGUEREHERT. ELBERE VM K , 28

BEFH VM ERXNERERE. EEMEBERUEE (HI0 : A LEEE) K , LA LUSEREER
FHESRE VM RS TRV ERFRE.

EEARE—EERNEFRE A BMNANEBLASELLEEUNARREATRERRE—EEY
FHE. RAA-—EERERHRIENEREFRE  TREHRNEETE, EEEMEEMREKRR
i%?ﬂﬂlﬁﬁﬁ*%ﬂﬁﬁﬁ&iﬂlﬂtﬁ%ﬁﬂﬁ f‘ﬁ/EH BB—@6F. Bt , EARDEMEE RAID
HERE (Bl RAID 1) XENERFRE , TR .
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B ERIENERARERNIRE

BinEEARENARSENFEEZBNER

EERECHAENRE  FERSEABRINBEZENEE R UAMECEARINER. BUUE
FAReadBytesHWriteBytesEENR A EEBBELE,

SHEENERER  BARENGEEEAENMEEETLER, FRENEEEERAFENEIE
B, AEERAMER , BnEAEXERECBNEAREIRENEE, A& , & VM MAEE
BRRAEEERE  SuLUEnmEBNER,

g CPU BRI LN EARNIRER

HEMNERAEATERENG CPUER , AIEMES CPU AIiGBIENERARAERE /10 &,

# VMware vSphere (VMware vSphere) B2 Storage Gateway &t
{5

Storage Gateway EiB 82 VMware vSphere High AvAvAvaisphere High Avalable (VMware HA)
SEAEXBHREFERERE , £ VMware LIRMUS AT AMY LA AR BB SERERELEERERE
§8. Hypervisor @R HIE, EEBREREHER  AINERRFNERLANHMEERLE
Ho

ERNKHES | £ VMware FRIBER PR =HE VMware Cloud on AWS RS ZHWREE K SEAXZSER
BHEEFEEEER, HREEBESHE O WUATHK , MAFTZELRER,

EE % VMware HA E2 Storage Gateway £ EERA , EHT T ISR,
£}

« 5% vSphere VMware HA #5&

- THENREEREMN .ova B

- BEMIE

- (ER) RESLWHM VM FTEEREIE

- BARE
« JAIE VMware High Availability #H5E
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X E vSphere VMware HA #5&

s
9
&

B, MRERKREY VMware BE&E |, FEEY, WFNAEY VMware BENHBER |
VMware S H#IE I vSphere HA #5,

ETXR, #% VMware Bl E A B Storage Gateway #EEFEH.
ERE VMware # 5

1. 7E£ VMware vSphere #J Edit Cluster Settings ({REHR KX TE) EE L , BFES &Y VM MEAER
ERRE VM ER, BEHTHERE  FREIHABTRETINERE !
- FHWMPEERE  EFH/E VM
- THIEREERE  BEEAY EMRE VM
- E5PDLHNERENE : 2FH
- BEEAPD WERTFHE : EH
- VM B2 . VM FIERERX EE

MELS , F2RTIEFENEMR,

Edit Cluster Settings ~ Cluster

vSphere HA ( )
Fallures and responses Admission ntro Heartbeat Datastores
Yo nf I
SUE 1: h t
E h 1 1 (
Host Fallure Response Ractart VMs 5

Response for Host Isolation
Datastore with PDL
Datastore with APD

VM Monitoring VM and Application Monitoring §

2. MRAETINEUMBAZEEHBE !
- KMEfR— EtERE , MRREE VM RIER  RISEHEE VM.
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- REEEETRE— ZE VM BBURKER VM TENARE  EEESFEREENRRE,
- BE VM HNBAERRE— ERAERKBEERN , EESEFME VM IR KXRE.
- RAERKHEE— AESE VM ERNERERRENKEEE.

MRETREEREWLERE , FEASLERERD

« Failure interval (X E &) : 30 ¥
 Minimum uptime (REHITIFE) : 120 ¥
- B VM R KXEFRXH : 3

« Maximum resets time window (xR K EFXRFREIEEE) : 1 /N

NREEBEELAEMBEEINTH VM, EURERERE AR VM ERNELE, #iE ova HE
VM HI , ERER M. WEREELENFMENR  F2RER) SEE LN EM VM HTEERE
Ho

TEHENFEEFEREL .ova RE
SEATHRERTH .ova R,

THRENRERERN .ova REF
RTIER—EVETRENREZRRR ova BRE :

- BRREE —

SESILPE
HEERENEESD | & ova REESBINEPh —EHEETHE,
EREBEE .ova BRE

1. # ova REFEINBEEFNEP—EEH,
2. WRECEERARBRERNERNTERENARRNAHEEPHAMAEERER.

(BH) AES LAVHEM VM ATEERRER
MRLEHE L ERGEERTH VM, ETRSEERETHEME VM SANREE,
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AEEFNHM VM 8B BIRE
1. 1£ VMware vSphere f§ Summary (B E) EE L | BEEEUFEAREEET , A%IBIZ Configure

(BXTE)o
2. 1#$F Configuration (#H5E) & , A%EE VM Overrides (VM BE).
3. FEVMEBEEREUEESHEE.

NMEBREE , F2RATIESENER,

Add VM Override Cluster

« 1 Salect a VM

2 Add VM Override
¥SphaTe HA

A RIE

HEMEH ova & , FRALHRE. WERPASRSEREEREMBRTE,
A RE
RiIFEHNRERERERMARS :

. EEME —

HIE VMware High Availability #85E

BARER , FHRENAER.

R ARE
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JAIEE VMware HA #B&E

1. $TBd "Storage Gateway. ##l|#& , F&hhttps://console.aws.amazon.com/storagegateway/
home,

2. EEEBEB®KD , BIE Gateways (FiE) , AR BELERAH VMware HA HFE,
&4} Actions (B4E) , 112 Verify VMware HA (B VMware HA),.

4. TEHBK Verify VMware High Availability Configuration (B23% VMware High Availability #25€) 75
| 1B OK (FEXE).

® Note
HIE VMware HA {HRE S SEHTRAEIRE VM I BTREEER, AT T4 SRR
FTETHo

WRBEKID |, Verified (EER) REGBE R EFTEASFENFAEREZESF,
5. igj% Exit (J\E‘_H:Il)o

&0 LATE Amazon CloudWatch B4 AP EIEE VMware HA EHHEA . MEFMHER ,
A CloudWatch B 5&#AEE 4 #REE TR B &8,

T
W
&5
=

IE VMware High Availability 4858 API WA 2013-06-30 190
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t ) Z = AWSStorage Gateway

RREELE AWS RERN R, SR AWS TFNE , Bt ERPONMRRENEEPEZE U
mEEERSBBHNEEER,

ZE R AWS BEAERBANERF. HEANSEEAREBATRNZ2ENBERPHEESM

- ERAGNERE  AWS B EREE AWS Cloud F#1T AWS BRI ERRE. AWS thiRETL
2HEANERE, F=SFRERASSEHASTNRBEMAZEHENENRE , 1EA AWS ERFTEIRN—3F
Do BEETEERAMAWSStorage Gateway , SHZAWSEHRETEIN R EE,

- BinABNEL - BENETEURAAERN AWS R, ZUXAHHEMREES  SRENNER
. BRFNERNERERNER,

AKX HEBRET BUNMEFE A Storage Gateway BERAHXEETERE, TR EEAEHPMMERE
Storage Gateway , LERZN LT MESHEE, ZETUEZNMERAHMAWSERE , EBREE
IR Storage Gateway &R,

£

- PFHERREAWSStorage Gateway

- T7f# Gateway K & BT M FEUZFI

« AWS Storage Gateway A i 50 8% Hl =42

- A RBMBAWSStorage Gateway

- YIRS RE DAWSStorage Gateway

- FREREEZR SAWSStorage Gateway

- Storage Gateway W& £ RITER

i §) & RHREBAWSStorage Gateway

FrLALLAWS # 5] 51148 2 8 i AAWSStorage Gateway., MILERFTR | AWS EEREHTHME
AWS Eif HERKERRR, LA EHETLHERRELRECATHNEFE, AR SIEEFT
£/ AWS REBNRLEBNEETE., IEEHRENBAENGFRERN K F2RENBALEERD
E&E., NEFHRBMNERMRENEBEN , F20 AWS T2 MIPEE LW AWS HEHSEERT
GDPR ZB&EE X E,
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HERERREBERN , BEBEFEH AWS tRF (IAM) fRE AWS Identity and Access Management ‘&5 |
WEEREMBBIERAERS, tk—XR , SEEAEHRASESRTENETHMAENTT. RMEESR
EERATIHARNREER

- SERFHEAZEERRE (MFA).

- f£EF SSL/TLS B2 AWS BE/RE. BEMEA TLS 1.2 HEHTRA

- 5/ AWS CloudTrail %% API R/ & T E5C 8%,

. fEF AWS MBBRAR , LR AWS BREANFTETERZ 24,

- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIAER,

- MRBEFBHSHNER API FELAWS B | EE FIPS 140-2 BRFEHINZREE | 55EH FIPS i%
2, WEERI FIPS M FIPS In B ER |, FESRBIi B EFREZZE (FIPS) 140-2 #EE,

B ERCRBETEREFPNEFE A4 M ERZIBRBEN , AEERI ARV F |
520 Name (& 18) W1, ERIEEERFEH Storage Gateway SLEMAWSIRIEFEHIZFIE, APL, AWS
CLI, RAWSERFREH., CEEBIEARIMUPB AN MERBAEARGTERNZ B,
MRERMEAIBEREEN URL , BMEZIBEBRB D ERIBELEXAREIFRN URL FEEBREBEH

FEANERIMZEAWS KMS

Storage Gateway B SSL/TLS (X2 EEFE/EREZ M) RNZEEEHELEENAWSHT

BB, EFERIBENT , Storage Gateway £ Amazon S3 ZENH £ 48 (SSE-S3) E MR IHIMBER
£ Amazon S3 HWFFEE R, B LURIZEF A Storage Gateway API REZERE |, #AKRBZIHMNZTH
BEEEAWS Key Management Service(SSE-KMS) &F £ &8 (CMK),

/A Important

BB FERAAWS KMSCMK AR RIS EFiRNZ R , AU ERFHE CMK, Storage Gateway
A EIEETE CMK, MEFHMAENR , 528 (AWS Key Management Service FiZ& A B35
M) PREASBNFEEEER,

MEERAE

HANHHRE | SO LiSREEEAFEAAWS KMS— BiBfEAH SSE-KMS TEZ#®., WEFEH
Storage Gateway API RINZEABERLEZMNER |, 552 CreateNFSFileShareFHIAWS Storage
GatewayAP| 2%,
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& R

MEMEEER |, F2 0 5E FSX FREUS 1% F A Amazon FSx for Windows File Server £l &1
28

EfEA AWS KMS IZ S E R |, FERL TSR .

- BHERNREERPHOBERETNE, LREH , ELERETE Amazon S3 FNE,

- IAM EREXBEERIENFTA , FTEEFLAWS KMSAPI ##4, MEHMER , 28 "1 A
IAM BLERAWS KMSHBIAWS Key Management Servicefi 3 A B35/,

- EERMBRRERALZN CMK ZRBBRTHZER , FEELFIREERHT LNER, NEFHEE
A, BE2E T MBREEEESEPHAWS Key Management ServiceBi 2% A B35/,

o BERKMS MENHRERYRR , RELSERMERE, RESEEAUKTEEN KMS £48,
=
x

181 KMS tIZERRBEMHNHRE  BEERELCEERMNZRE, EUUSFTNEKEEE
Ei KMS €38,

(® Note
Storage Gateway B X ER KMS MERHEED KMS INZ R BRH 15 7B 3 RN R
&,

WE AWS KMS WEFHE |

7@ Gateway B & 7 B 75 A 17 B2 %

2
s

B+ EER AWS Key Management Service ?

f7BL AWS Storage Gateway lFEEZRMHEEAER |, U AWS BEENFE R, ELBAERMKEAT
FEMEFATAWSE R , fliNEE, BRAZ, BREF. THSHRME THMEER , HBPETNMAE
FAWS Identity and Access Management(IAM)#] Storage Gateway , EBZFH T ZEN AL |, #BhHE
RIEERNZE .

- BoEE

- FHEURH

g b
S AGE A T 5 & 5 AL RAZ L AWS
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- AWS IRF BERE  EEBEXEIY AWSIRF i , BEXREFE-WNEASD , IUTEFRIRF
FiE AWS BRFEEIR, kS5 BA AWS 1kRF REMAE , EARMIRFRAERANE 7B
ZREAAEALFN, BARBETEURCEAEREARFERX  BEREEAER, Rz , FEEE
EREAEAREIEE—E IAM FRENSESY. BEFZEHERERERE , AARAT
DEMIRF RBREEERERE,

« IAM ERE— —fEIAM £/ EREHAWS IRF ) BB EN BT (HINEREREPELR

EBREFFR), BULAER IAM FAERBIBBEARSE AWS 8 , fltn , AWS Management
Console. AWS BiEREH AWS & Hl.

RTEAEEBNERZI , LUl ASEFRAEELFIER. ZUUFERAELEH , UBXRK
STV AR EE AWS BRFE , EREFEBE S —1E SDK S H AWS Command Line Interface (CLI)o
it SDK# CLI TEFAFME®R , UNESXEZBENFR. MRETEHAAWS I8 | BH4ER
1T BFEKR, Storage Gateway X #ESignature 5 4 iR , ELFAXREFEEA API FERNWHE. MER
HERNFHER , F28 (AWS —8E) PHEERE 4 HEEF,

« IAM B8 IAM BEREAUERFHPEYNE —&E IAM 55 , EARBENFF. IAM B8R
IAM ER & , BARKRE AWS &2 , b AT BERTRERS 2 H AWS R A #THRTHTHIR
., BR , AEMNENERRFTECHNEFNATRA K MAREBHEIEASEE, W K BERE
HEBABNREERBR  fINEBREFNER, ke, ELREACK K HEALNWASITHERR
RERKLZEUEEAER, FARKEABZRN IAM BEETIERFEEEA !

- BMESOERAERE : WHEEVT IAM EAHE , MEEARE AWS Directory Service, BRI ZEME
FEB&S Web SO HERRENERAES Y. EEBABESI»FERE., BiBS VD HERNKE

REWE , AWS 8ERARKBES IS ERE, NIFHSSOERENFRET  F2HIAM &
REEMPNBSSHERAENAE.

- AWS RBEFE - R A ERRBEEN AM AE , TREHITEE. IAM EES U IAM &
By, BRAMREEAR, MEFMAET  F26H IAM EREEETNELAGURIRT G
AWS BR#5.
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« 1£ Amazon EC2 T #I{THERRE : ¥ & EC2 HTEE LTI R H AWS CLI F1 AWS API
ERNEARER , BULEA IAM ACREEBRIFEAER, ERE EC2 HTHEEAFHRIFE
SBPBEAFR, EEERAWS ARG EC2 HTERBNIRMEAMEERARENER , BUNEL
EEIFTEBNSTERSRERE. STERREETSXAE , X ARZHEEC2 #HiTER LH
THEXNSEHESE. NEFEER , F2EIAM FREERETNIA IAM BEeREFHFIR
Amazon EC2 #{TEB LHITHEAER.

TrER 2

BOLUBEEREAERNABCHNERETEHRRE , BEAEMT YT 8EE IR FH Storage Gateway
BiR, Bl | BHBEEFY , FEETE Storage Gateway FRE I FiE,

LA EZE&EH AT EE Storage Gateway HIFFAl, BRFIRZBEERERE,

- B Storage Gateway EUFF a] 81 &8
- SO BABXK (IAM BUR)
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E1E Storage Gateway HVFF A L #

HEAWSERH Amazon Web Services vice IRFFTEFE , MEBU R EFERERNF THBHFTBERE
B, REFEEES WU TBURERT IAM 5% BIERAE, B#EHEAR) URELRE (Flin AWS
Lambda) bz A3 AT BUREEZEIE R,

® Note

EFEES (REEEEAE) REAEEESRRNEAE. NEHMET B8 (A BAE
$EE) Y IAM REES.

EERTHUR , fARENFFTANER, ELHRINEFANER , URTH EREFRETHNEE
BF,

e

« Storage Gateway &R MIEE

- THREFRMER

- EEERER

- BEBERRE : B, MR, ERREFA
- EBRRPIEERE

Storage Gateway &R MR /E

£ Storage Gateway F , TEERZRME, Storage Gateway EXE T HMERER  BRHA=Z,
WRE, EEUS. ISCSI BEMNERMEE (VIL) £EB, eMBATER , X AHEMEMBEH T T

o

Bt

i LR & REE B — £ —# Amazon Resource Name (ARN) E2E #AEFEE | 21T~ RFT o

BiRma ARN #=

& ARN arn:aws:storagegateway: region:account-id :gateway/ gateway-
id

ERAE arn:aws:storagegateway: region:account-id :share/share-id

ARN
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® Note

Storage Gateway &R ID A KE. EZRFEAELER ID Bl & Amazon EC2 API B , Amazon
EC2 Z#ELERID A, BXERERIDEBERNE , TS THE EC2 API BEEA. Al
W , 1£ Storage Gateway F , BiRR[EHY ID AJ&ER vol-1122AABB, {EEREAL ID BE&
EC2 AP| B |, BB TCEE S vol-1122aabb, &I , EC2 API TR E N A HAIE/E,
2015 9 B 2 A2 ERAMREIE ARN , BN EFEZBMT2ME ID, BFEA
DescribeGatewayInformation APl &4 , LUEVSERER ARN,

EEZFIEE AP BIENEFT (MBI HH) , Storage Gateway AR E—4H API BE , LEMH
EHEELERNTFER. WF API BIEEE , F2B{EHHAWS Storage GatewayAP| 2%,

EERFREE AP REMFFT (I RF) , Storage Gateway BEE —HE T EFTEERHIEEN
BiE , RTFIFE API BRIENFT . APl RESZEESEBENFTA. WMFEFIIFTE Storage Gateway
API BHER EFTER 2 ERNER R , S Storage Gateway AP| #E[R : 81, ERMIKHSE,

THRERMEE

—BERIEEERAEE RN Amazon Web Services 1RFF, R , ERBEEERRETAEEAR
R, IAMEREDS IAM B6) , REBBEIERMNER, THEEFIRBEENMERE :

. WMREHEH Amazon Web Services vice IR HVIRIRF B2 A ERREAARE , 28 Amazon Web
Services vice IR B R ER#EE & (1€ Storage Gateway # , EfRARE),

« IMRIZIE Amazon Web Services lRF R IAM FHELR FActivateGatewayEBE , ZERAE
AU ARE, B , &8 Amazon Web Services vice IR ( th 2% E R EFTBHIIRS,) HEEZE
BER.

- WMREIE Amazon Web Services vice (R R EGRARERFTH IAM A€ , AMEMTLURE
ZABNASERARBE, &8 Amazon Web Services 1R° (L 2ZACBMBHWIRS) ERBER
o

BEERFE

AT A BURHRE T SAF VL B R, T —EARTREA AT A 2R ML 5T AT BUR RV IR
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® Note
AEI R UMM Storage Gateway FRIEFEH IAM. EFRM IAM RBVFHEER. WFEST
BH IAM X, F2MHERE IAMFHIAM R EERE. FEH IAM BERFEENRANE
A, FERIAM EREEEPHN AWS IAM BERS £,

EED IAM BN BEREE 2 BEREBE (IAM BXR), mMEZEIERNBRBASRERNHE
%R, Storage Gateway EXEUH 5 AEBHEER (1AM BUEER).

*iE

- SOERBER (AM BUER)

- BEREBUE

Bo BB K (IAM BUER)
BT LS BURIERR IAM B2, Hlin | Sl LT T HRE

- B UBCREEESRFPNFERAESE— RFEESFEAEBSEFEAEEBRBNGT TR |, K
RTFZERAEEI Storage Gateway ER (FlaiE. HEREET) BT,

- BEFTBREEZEACG (RFBIRFHT) : UK »EREFTEREEE AM A6 | BikE
FEWRFEF T, flm , iREA PN EESAUENAE , BEIRFFITRTS — 18 Amazon Web
Services vice 1R/ ( BNk~ B) SRAWSHRTE , M TFFI7R :

1. IRF ABEEEY IAM A6 , WA TBEREED TREIRFE A RERFINAE,

2. IRF AEBEEREARFERZEZAR , BIRF B MATREIXANETA

3. 1RF B EEBAAHKBRIXACHIAIZRIGIRS B PREMERAE, EREMATERS B HEH
FEIZEFEIIRE ANER, MREELERT AWS RERTIXACGHHT , AIEERRFNE
FEAtATLLR AWS IRIEZEFE A,

MBE IAM RERF TORMER , B2H (AM EREER) HERESR,

THE—BEHBER , ZBRRTHMBERETAE List> BFRIFT AT, LBIFRERBIF,
b, BERTF A EREREERIMRE,

{
"Version": "2012-10-17",
"Statement": [
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{
"Sid": "AllowAlllListActionsOnAllResources",
"Effect": "Allow",
"Action": [
"storagegateway:List*"
1,
"Resource": "*"
}

WMEFLEL Storage Gateway FAUS D AEBRHNBERNFMER , F28H8U5 9 HERMNEEE (AM B
%) A Storage Gateway, MEFEAE. BiH. SENFINFHENR , F2E IAM EAEERTF
WD (ERAE. H#ENAR).

BEREBE

HMARH (Hl40 Amazon S3) th X MU ERAEBRNEFTERK, flm , B LS BEEREE S3 f#EERT
B LEEZMETENEFEIEFTY., Storage Gateway A X EEREREEK,

BEEBRRTE : BF. ¥R, BRREFRA

$ A =@ Storage Gateway &R ( 552 B Storage Gateway API #[R : B4, ERMFEHSE ) |
ZRBERT —#H API B (B2 E1E. EERTHIEL API BRENFFT , Storage Gateway
SER—HBIUEBERPIEENEE, Bl , ¥ Storage Gateway &R E &K BN

T : ActivateGateway. DeleteGateway , BAKDescribeGatewayInformation. FEE , #

1T API RIF T REEEZ BB EVFT T,

UTREESWBERTE !

« ER - EBED , B LMEA Amazon Resource Name (ARN) REBIEERABERNER, ¥R
Storage Gateway £ , BI—2FERERAFT(*), MFEFMEN , 52 B Storage Gateway &R
Bk

- BF  BEABEREFEINECEAFTNIEENERRE. fll, BEEE
MEffect , storagegateway:ActivateGatewayFF Al RFFRIEBH1T Storage Gateway KI5
HFFA[ActivateGatewayoperation.

« MR - BULEEEREERBTEDFERSEMTERR ; TAAFIIER., NRERFER TEN
(7FF) BIR , QRS HERFN. SHAUAREEEREFN , EXMUTRREAZEBEELENER ,
BEREBRR FERER —HK,
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- BFEA  EUBSAEBRNER (AMBER) b , BEFMBEENFEREMRREBERTA. HRE
FEAEER , SUUEERERIFINERAE. tRE,. RESHMER (EEANERERER
K)o, Storage Gateway T EEFRERBUR,

WEE—FTHEAE IAM BERFEEZNRANFHAES , F268 (AM E£REERE) P AWS IAM &
%%%o

MFEFSIFTE Storage Gateway API BIfERI &KL &R |, 7B Storage Gateway API 1R : Bk, EIRA
B®’HE2E,

HEBUR P E R4

EERTHAR , £ER IAM BEREBESREER TR , BREZMAREMN RS, Fl, 2=
RERERBZREARR, NEFEABRESEERGFNFMAEN , F2HIAM EREEBTIRE

ﬁ

METGRYE  EAUERRAEEENFRE S|, KRB Storage Gateway BENREGS®, T8, &7
DEAESHNTE AWS 4S8, MEL AWS SRNTEETE | F28 (AM FHEER) Bl
THRANER, .

LG5 BERIBUER (IAM BUER) AR Storage Gateway

EEEERMNS S AEROBERNS  ERRETIES TEETUSHTRREEE AV 55 (814
R, BENAS),

/A Important

E RBERATMEEERFRT Gateway ERFHZEARSEHBENNEEE, WEFHENR ,
;528 B Storage Gateway EXFF Al B E o

REEFHEEHHETIAR :

- {#F Storage Gateway £ AFFEMN A
« AWSStorage Gateway HJEEE KB
- BEEZEBXRES

BT BURFT A BUREE A
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowsSpecifiedActionsOnAllGateways",

"Effect": "Allow",

"Action": [
"storagegateway:ActivateGateway",
"storagegateway:ListGateways"

1,

"Resource": "*"

1,
{

"Sid": "AllowsSpecifiedEC2ActionsOnAllGateways",

"Effect": "Allow",

"Action": [

"ec2:DescribeSnapshots",
"ec2:DeleteSnapshot"
1,
"Resource": "*"
}
]
}

BEEMARRN FEEMEMRRKEE Action M Resource tHK) :

- B—ERRR 2R FMIE Storage Gateway BIERIFFH]
(storagegateway:ActivateGatewayflstoragegateway:ListGateways ) EHRBEEIR L,

BER=F ( )§$¢tﬁLTTLXﬁA1fﬂ§/ L, TEIE E%/RT ZEBan
#FFstoragegateway:ActivateGatewayHlstoragegateway:ListGatewaysTEF{ATHAR L
TR, HEEREAFT T, AAGEERLFERTIEHNELRIR ID. NFENAEBRERFEAERF
7T (*) WER , FFSEEH 2 . AFTH Gateway K MEFEFEL

® Note

ARN HE—ZRBIAWSHE R, % ARN MEFHAER , 28 AWS —fkZ2EZF 1 Amazon &
A& (ARN) B2 AWS R &=/,
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HAERFBERNENRBEDETT , FEBRPAZXDEEZLEBNRAR , YEZRAXFIEE
B 1D,

- EEPRARRIREF ec2:DescribeSnapshots f ec2:DeleteSnapshot BIERFFR, EL
Amazon Elastic Compute Cloud (Amazon EC2) BIfEFEEFFH , B AKX Storage Gateway BE4E
B R EB 12 BE Amazon B EBRFHTF (Amazon EBS) B2 & A Amazon EC2 &R , At EMEE
HERY EC2 BifF, MFEFHMEF , F2H "1 BFEPRIAmazon EC2 API 2&, FHAEL Amazon
EC2 BIMEF X BERBMRFIH , FIABEEEEERAF T (*) HResourcell , MTRIEERH
ARN,

WEFEF 5P A Storage Gateway API BIMER HFrEAZ BRI TG , 588 Storage Gateway AP|
R : Bi{E. ERAMEHZE,

£/ Storage Gateway 2 AFTEMNFFA

= EM M Storage Gateway A& , EFERTHEN T, MREITERARR , BEFEWTHIFF
BT , BRIPENBENFA -

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowsSpecifiedEC2ActionOnAllGateways",
"Effect": "Allow",
"Action": [
"ec2:DescribeSnapshots"
1,
"Resource": "*"
}
]
}

WAXENENGTT , AR Storage Gateway E 4R Amazon EBS (RIEZE A Amazon EC2 &
B

%

= B EBIE Storage Gateway FIRAFIENWRKIRET ™ , B2 EH 2 . AFFE Gateway BYMEEFEL
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AWSStorage Gateway HIEEE K I

Amazon Web Services vice EBIZE B IR IAM BERRBRFZERARM |, ELBERHBAAWS, B
BREEERFEARMADPHXENGT , EEANEHEEMENT, NEFE NEFEMAEFAWSTEER
KR, BBAWSE EBEHAIAM User Guide,

MTFFIRAWSE EBUERE B Storage Gateway , ALEEEIEBIRFPHNFERE -

« AWSStorageGatewayReadOnlyAccess — & AWS Storage Gateway &R kY 1 B 7 BUE,
- AWSStorageGatewayFullAccess — ¥ AWS Storage Gateway &R TEZERE,

® Note
BAUEA IAM R AW EZRBEFTEECR , RKREIE LI AT HR,

BT LB B2 BET IAM BUR |, BLAAFF AWS Storage Gateway AP| BIERIRF AT, IR A BAASIELE
BIIBCREZEEFTEE LN IAM EAEDREE,

EFEZEBREN

FEAREF |, B LK BT FEFE Storage Gateway BIEFF AT E A B BREfl, EEBREELFER
AWSEBHEZREHFNAWS CLI, ERFERAEEAR  FEERTFIRABENENANT , E8E A
Storage Gateway EZSFIEMNETF AL B F LA,

® Note
FrIEgEsIEFEAXEEL (REM) B (us-west-2) REHEIKRFS ID,

FE
- 585 1 : RAFFEPTERE L#IT(E Storage Gateway #&1E
- Eifi
- Eifi
- Eifi

2.
3 RFFFEUSE Gateway
4 :
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- 5165 AHEERKENRNBE L HITAEERE

g6l 1: AFFEFTB AR L#ITE Storage Gateway #1E

LT BER RS E R & HITFIE Storage Gateway BE, LEBUR th L 5F6E & 11T Amazon EC2 B)1E
(DescribeSnapshots#DeleteSnapshot ) 7 Storage Gateway 4 B #Y Amazon EBS 1R L,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowsAllAWSStorageGatewayActions",
"Action": [
"storagegateway:*"
1,
"Effect": "Allow",
"Resource": "*"
},

{You can use Windows ACLs only with file shares that are enabled for Active
Directory.
"Sid": "AllowsSpecifiedEC2Actions",
"Action": [
"ec2:DescribeSnapshots",
"ec2:DeleteSnapshot"

15
"Effect": "Allow",
"Resource": "*"

g5l 2 : Y Gateway HIMEEFZE

THBRAHFEBEERMITAE List* M Describe* BifE, XX , ELBERME
B, Rt , KBERAAFEAESETMAERNME , SRER , LBERAAFERAENIT
DeleteGateway. ActivateGateway #l ShutdownGateway EEE,

WBER th fo3F DescribeSnapshots Amazon EC2 BiE, MEFMET , FFSMH
1 DescribeSnapshots#BJAmazon EC2 APl &%,

"Version": "2012-10-17",
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"Statement": [

{
"Sid": "AllowReadOnlyAccessToAllGateways",

"Action": [
"storagegateway:List*",
"storagegateway:Describe*"

1,

"Effect": "Allow",

"Resource": "*"

I

{
"Sid": "AllowsUserToDescribeSnapshotsOnAllGateways",

"Action": [
"ec2:DescribeSnapshots"

1,

"Effect": "Allow",

"Resource": "*"

[

HRBRFAREABAFR (), BUASHEERNEFERERRFMEENER , T HIEHIFAT
To ARE , BRAAFHEBENRERITEIF,

"Resource": [
"arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/",
"arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/*"

EREER , BAE—- SR EREERFEERFBEURE , MTIFEHIFTR

"Resource": "arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/volume/

* 1

g6l 3 : AFFFESE Gateway

THRRAFERERENTHREEF, ERAEXRE , TREINETRCHEBNEBEE,

"Version": "2012-10-17",
"Statement": [
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{

"Sid": "AllowReadOnlyAccessToAllGateways",
"Action": [
"storagegateway:List*",
"storagegateway:Describe*"
1,
"Effect": "Allow",
"Resource": "*"

"Sid": "AllowsUserToDescribeSnapshotsOnAllGateways",
"Action": [
"ec2:DescribeSnapshots"
1,
"Effect": "Allow",
"Resource": "*"

"Sid": "AllowsAllActionsOnSpecificGateway",

"Action": [
"storagegateway:*"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/",
"arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/*"

MRBFEZENERAEFER API LAWSSDK 3R, TiB , R EAEEMEA Storage Gateway
EBE , BEMXBEEEF K ListGatewaysBE |, T HIEHIFTR.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowsAllActionsOnSpecificGateway",
"Action": [
"storagegateway:*"

1,
"Effect": "Allow",
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"Resource": [
"arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/",
"arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-id/*"

]

},

{
"Sid": "AllowsUserToUseAWSConsole",
"Action": [

"storagegateway:ListGateways"

1,
"Effect": "Allow",
"Resource": "*"

}

g6l 4 RFFRAFSBABES

THRRAFEAEHREN B ERRENITEEF, BAERERRKREGEMETA , FIABKRS
PREIEA & R e F RIS ERNHERE,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "GrantsPermissionsToSpecificVolume",
"Action": [
"storagegateway:*"
1,
"Effect": "Allow",
"Resource": "arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-
id/volume/volume-id"

1,
{
"Sid": "GrantsPermissionsToUseStorageGatewayConsole",
"Action": [
"storagegateway:ListGateways"
1,
"Effect": "Allow",
"Resource": "*"
}
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MRBREZENFEAEFER API SAWSEHHR TEIRFEE, ER , MRLAFEEHAWS
Storage Gateway X2 & , BUARTFHA , UAFFListGatewaysEIE , T & HIFT R,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "GrantsPermissionsToSpecificVolume",
"Action": [
"storagegateway:*"
1,
"Effect": "Allow",
"Resource": "arn:aws:storagegateway:us-west-2:123456789012:gateway/gateway-
id/volume/volume-id"

},
{
"Sid": "GrantsPermissionsToUseStorageGatewayConsole",
"Action": [
"storagegateway:ListGateways"
1,
"Effect": "Allow",
"Resource": "*"
}

g6 5 : AAEERRENRNRE LNITERE
THBRAFEAEERBHEERNFE LHITFAA Storage Gateway EjfF, DeptX. LBRER

#fDescribeSnapshotsAmazon EC2 EifE , MREFTERRIRR |, AL EEE,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowsActionsGatewayWithPrefixDeptX",

"Action": [

"storagegateway:*"

1,

"Effect": "Allow",

"Resource": "arn:aws:storagegateway:us-west-2:123456789012:gateway/DeptX"
1,
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{
"Sid": "GrantsPermissionsToSpecifiedAction",
"Action": [
"ec2:DescribeSnapshots"
1,
"Effect": "Allow",
"Resource": "*"
}

MRBFEZNEREFER API S]AWSSDK 5hR#BE, B2 , R A5 8EAAWS Storage
GatewayE#E & , BLERTHAMFA , W6 3 : AFFFEUSE Gateway,

F FZEB R EZEHE BN Gateway FERHEE

EERFHREERMEBENTFE , BALRBERER AWS Identity and Access Management
(IAM) B3R, &R LUEB M E 5 iR

1. RBEELERNEREFERHEE RN F.
2. IR LAE IAM BRIk EEBLERRE,

MFEMAEARBEREZFEIMNFMAER , F2REAERZHEFH.
BRIFE R LR HFEUER

EEEFEAENACTUEREER LHTHEE , EUUEAREERNER, flW , SAEEE
RBERLEBNSREE  AFFIEEERREER ENEE AP RF,

DTEHEAFEAERACEMBER LT ListTagsForResource, ListFileShares #
DescribeNFSFileShares Biff, REEER LHNERCHKESMEZXES allowListAndDescribe
MIGERES yes B , TEEAMBUR.

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"storagegateway:ListTagsForResource",
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"storagegateway:ListFileShares",
"storagegateway:DescribeNFSFileShares"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

"aws:ResourceTag/allowListAndDescribe": "yes"
}
}

I
{

"Effect": "Allow",

"Action": [

"storagegateway:*"

1,

"Resource": "arn:aws:storagegateway:region:account-id:*/*"
}

]
}

BIR 1AM 53R PRV R R 2 ) 7 EUE R

HEEZE IAM EAETUEREERLBITHEE , BUURBERER IAM BERHHHRS, Bl ,
BURE—EBER  REEREEVERSAMEHNER  RAFFIIER IAM EREHNITIRE AP
BRIERBED

ETHEFF , E—EREXRASEEAEEZLMERFRENEBREIREES Department
Finance i , RFFEAEEIURME. £/ AP RER , ESRLEBFEIRMABR,

F_ERRXASEFELNEBRSREEATER K AMFEAEERELEYRBERRK (NFS)
ARESA S EH (SMB) R FADepartmentMFinance, A | EHES B ERITILTIHHE
R, A MEEBNLBEHANES Department  Finance, BEEERIERAEARKFSEBHMEBIE
EHHMA, %8 AddTagsToResource = RemoveTagsFromResource RIEMRERR | Kk & &%
ERESEREA LHTELIRE,

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",

"Action":[
"storagegateway:ActivateGateway"
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1,
"Resource":"*",
"Condition":{
"StringEquals":{
"aws:RequestTag/Department":"Finance

}

}

I
{

"Effect":"Allow",

"Action": [
"storagegateway:CreateNFSFileShare",
"storagegateway:CreateSMBFileShare"

1,

"Resource":"*",

"Condition":{

"StringEquals":{
"aws:ResourceTag/Department" :"Finance",
"aws:RequestTag/Department":"Finance"

}

}

}

£ A Microsoft Windows ACL R#Z#| SMB ERXEHEH1FE

Amazon S3 &% Gateway XEMBERREMN A ZE , RiZHFEB SMB ERXZHEFRZERN B HHNFE
& : POSIX #ERHRE ACL,

EARE S | &0 LA B a1 2 BB Microsoft Active Directory (AD) B9 SMB i#RH£ =+ | £
Microsoft Windows FEUZ#75E (ACL) WHHEEA. F£H Windows ACL , RHJLA7E SMB ERHA=
WEREMER R ERERENIT,

AT R SMB X2+ = F Windows ACL F— e EEM 4 -

- EXHREEMAZEE B &KiFE , MEBBERT A SMB XHHEEE Windows ACL,
« ACL RAAIBF , ACL EAERETE Amazon S3 I+ #EE K,
- S ERERGERK , FERZRE 10 @ ACL,

- EACERA ACL B SMB BRASZRIFEEREBE/NDEILRN S3 WHE , MHSEEARXERR
ACL &E#l.
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« SMB BRAZMERR ACL RETEFEERGEMEA , BETUEER ACL B9FFAI, EAILUE

AR ACL REFIERAZNFI, SUUREHTUHFERAE (RFWHEE) , URERAEEE
RAZPLUEES X THERNERREGHL T, T8 , RAIRBEE SSREFTRNKLEEER
BIRERTELFFA] , 20tk AT DR F4EHY ACL,

EI&E A CreateSMBFileShare API B4EE M HH SMB R =85 |, A LABKA Windows ACL.,
& | Bd o] LAEA UpdateSMBFileShare APl #4E , 3R A/ SMB R X = EBAA Windows ACL.,

£33 SMB # =+ = F BAH Windows ACL

AR TSR, EFH SMB EXRAZ ERA Windows ACL.

EZEETH SMB ERXAZRFRA Windows ACL

1.

2
3.
4

MREERBERRAE  FEYL—E. WEFHEEA , B o
MREEERMARE , FEEMEI P, WFFEET , F2H .
EY SMB ERHA=,

¢ Storage Gateway FEAEERHZ LA Windows ACL,

3
3
¢

s

£ E(#F A Storage Gateway £ A , BHIT FHENE

a. BERERHEZ  REIBIE Edit file share (fREBEXREHE),

b. ¥1 File/directory access controlled by (1£3€/H #&FEU2H &) 1#18 , ##F Windows Access
Control List (Windows fZEU2 #l;5 E8),

(ER) MRLFZLEEEEFAEEEEMERAZIPAMEREENER K Z ACL HWHER ,

BEfAH#&EZS AdminUsersListo

EHMBRERRTHARER KN ACL, EEEEKM , FHEMA Windows EREEE SMB ERHAEM

ERRERE ACL,

30
&
i

#

&

(® Note

MREEBERER R LEERE ACL, MIFERTHHIRER K LEETE , ACLFFIFAEREBE
Amazon S3 &,

HAEZREERAZREFNRELEERRRE ACL, MTREERAZNRE RER
ACL, EBFEEKERRER Amazon S3 HIVYIHHEERL

E

Xa
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7. BEERAEE,

(® Note
IETLAS 2019 £ 5 A 8 A REMNERAZRARE,

7N SR AR B AR AR AR LG SE 5 BB E#HEF A |, Storage Gateway €% 37 S3 RFFETNMEYH. B
BRETETEPNVYGEE  ERUREETE-LERETETN.

£IRE SMB BEREHAZ FRA Windows ACL
AR TSEER , £EF POSIX FFAIHYIAE SMB fER A= FRUA Windows ACL,
EEF A Storage Gateway BEX#EAERE SMB BERXHE A Windows ACL

1. BEERHEZ  ARZRRIE Edit file share (REERAEE),
2. ¥ File/directory access controlled by (1§2%/H # 7 EUZH1#&) 218 , i##F Windows Access
Control List (Windows FEUZR#IEEE),

3. HREERARE,

(® Note
BEMRTESJEERBIRRE ACL , RANREEREMIAMERT FE , EFEBRER
ACLO

o0 SR AR R MR LU 75 TURIE B #TRF Al | Storage Gateway B E#T S3 RENBIHNAEN 4. B
BETTETNYHRE  EFURFRE-LERBIETHK.

% F§ Windows ACL B89 BR %l
f£ A Windows ACL K& #l| SMB 2R X ZRIFEEE | ERERC T HIRHF -

- E&EH Windows SMB Al FisRIZEUER AL ZEF | Windows ACL XA Active Directory #Y

BRAE,

- HHEBEERNBE  EXRAESKSZXE 10 8 ACL BB,

- 18X Gateway T EAuditMAlarmE R , ERRKEFEIIEH)EE (SACL) HE, ERXRFEEXE
Allow # Deny IHEB , ER¥ AN FEIZHFE (DACL) HE,
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- SMB ERAZMR ACL FRERVAREL , WHLFRESEREENNENNE <BHFEFE.

(@ Note

MREBERER K ERE ACL, MIFEERTHFHRER K LERE , ACLFUTFEREBE
Amazon S3 #,

EELMEMNT , FHLHITTIIEE
- MREREZEREFIMERER Amazon S3 EFTEE , FFESERIE LFRER ACL LURIFFTH

_ﬁﬁo
- MREMBRERLZIEMEER Amazon S3 REFIFR EEMEY , FRAEGEAMERBRNR ACL
RIE o

Storage Gateway API #R : Bk, ERMGEHS2E

ERREFIEFIRBREMEREE IAM SN UTERE LS AEBRNEBE) K, I2E TR,

T 5% 1@ Storage Gateway API I1E. EAI LIS EHELIEE R FHTHEMNT U EESE
DURAWSER , BRI URFELE RN, BEBEN Action B PIEEERE , AREBEN
Resource W HEEERE,

WA UERAAWSRER RIGHE LR, NESL AWS 2RBNTREE | F28 (AM FHEER) 1
rﬂﬁﬂgﬁﬁﬁJ o

® Note

EEIETEEE , FBEARE AP REBBMW storagegateway: F& (4l
1 , storagegateway:ActivateGateway). &AL AE @ Storage Gateway EEIEEE
RAZFx (*) HAER.

WEE ARN #&XHY Storage Gateway EIREFE |, 582 Storage Gateway EIFRMIRE,

17 Storage Gateway AP| EEE)EFT YT A1 20 T PR 730

ActivateGateway

B)fE : storagegateway:ActivateGateway
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BR:*
AddCache

Bj{F : storagegateway:AddCache

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id

AddTagsToResource

Bj{E : storagegateway:AddTagsToResource
&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id
5

arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

G

arn:aws:storagegateway:region:account-id:tape/tapebarcode

AddUploadBuffer

B1E : storagegateway:AddUploadBuffer

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id

AddWorkingStorage

B1E : storagegateway:AddWorkingStorage

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id

CancelArchival

B){E : storagegateway:CancelArchival

&R : arn:aws:storagegateway:region:account-id:tape/tapebarcode

CancelRetrieval

Bi4E : storagegateway:CancelRetrieval

&R : arn:aws:storagegateway:region:account-id:tape/tapebarcode
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CreateCachediSCSIVolume

B)fE : storagegateway:CreateCachediSCSIVolume

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id

CreateSnapshot

B)fE : storagegateway:CreateSnapshot

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

CreateSnapshotFromVolumeRecoveryPoint

B)1E : storagegateway:CreateSnapshotFromVolumeRecoveryPoint

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

CreateStorediSCSIVolume

Bi{E : storagegateway:CreateStorediSCSIVolume

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id
CreateTapes

Bj4E : storagegateway:CreateTapes

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id
DeleteBandwidthRateLimit

B)fE : storagegateway:DeleteBandwidthRateLimit

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id

DeleteChapCredentials

B)1E : storagegateway:DeleteChapCredentials

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id/
target/iSCSItarget

DeleteGateway

Bi4E : storagegateway:DeleteGateway
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&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id

DeleteSnapshotSchedule

Bi{E : storagegateway:DeleteSnapshotSchedule

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

DeleteTape

B){E : storagegateway:DeleteTape

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id

DeleteTapeArchive

B1E : storagegateway:DeleteTapeArchive

BR:*

DeleteVolume

1€ : storagegateway:DeleteVolume

ER : arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

DescribeBandwidthRateLimit

B)fE : storagegateway:DescribeBandwidthRatelLimit

EJR : arn:aws:storagegateway:region:account-id:gateway/gateway-id

DescribeCache

B)1E : storagegateway:DescribeCache

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id

DescribeCachediSCSIVolumes

B)fE : storagegateway:DescribeCachediSCSIVolumes

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id
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DescribeChapCredentials

B)fE : storagegateway:DescribeChapCredentials

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id/
target/iSCSItarget

DescribeGatewaylnformation

B)fE : storagegateway:DescribeGatewayInformation

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id

DescribeMaintenanceStartTime

B)4E : storagegateway:DescribeMaintenanceStartTime

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id

DescribeSnapshotSchedule

B)1E : storagegateway:DescribeSnapshotSchedule

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

DescribeStorediSCSIVolumes

B)1E : storagegateway:DescribeStorediSCSIVolumes

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

DescribeTapeArchives

B){E : storagegateway:DescribeTapeArchives

BiR  *

DescribeTapeRecoveryPoints

B)4E : storagegateway:DescribeTapeRecoveryPoints

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id

DescribeTapes

Bj4E : storagegateway:DescribeTapes
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&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id

DescribeUploadBuffer

Bj{E : storagegateway:DescribeUploadBuffer

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id

DescribeVTLDevices

B)fE : storagegateway:DescribeVTLDevices

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id

DescribeWorkingStorage

B)1E : storagegateway:DescribeWorkingStorage

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id

DisableGateway

Bi4E : storagegateway:DisableGateway

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id
ListGateways

Bj{E : storagegateway:ListGateways

BR:*
ListLocalDisks

Bj{E : storagegateway:ListLocalDisks

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id

ListTagsForResource

B)4E : storagegateway:ListTagsForResource
&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id

G
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arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

/)

arn:aws:storagegateway:region:account-id:tape/tapebarcode

ListTapes

Bi{E : storagegateway:ListTapes

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id

ListVolumelnitiators

BjfE : storagegateway:ListVolumeInitiators

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

ListVolumeRecoveryPoints

Bi{E : storagegateway:ListVolumeRecoveryPoints

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id

ListVolumes
B)fE : storagegateway:ListVolumes

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id

RemoveTagsFromResource

B)fE : storagegateway:RemoveTagsFromResource
&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id
5

arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

G

arn:aws:storagegateway : region:account-id:tape/tapebarcode
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ResetCache
Bi4E : storagegateway:ResetCache

&R : arn:aws:storagegateway:region:account-id

RetrieveTapeArchive

Bi1E : storagegateway:RetrieveTapeArchive

&R : arn:aws:storagegateway:region:account-id

RetrieveTapeRecoveryPoint

B)1E : storagegateway:RetrieveTapeRecoveryPoint

&R : arn:aws:storagegateway:region:account-id

ShutdownGateway

B)1E : storagegateway:ShutdownGateway

#EIJR : arn:aws:storagegateway:region:account-id

StartGateway

B)fE : storagegateway:StartGateway

EIR : arn:aws:storagegateway:region:account-id

UpdateBandwidthRateLimit

B)1E : storagegateway:UpdateBandwidthRateLimit

ER : arn:aws:storagegateway:region:account-id

UpdateChapCredentials

Bj{F : storagegateway:UpdateChapCredentials

&R : arn:aws:storagegateway:region:account-id
target/iSCSItarget

UpdateGatewaylnformation

B)1E : storagegateway:UpdateGatewayInformation

:gateway/gateway-id

:gateway/gateway-id

:gateway/gateway-id

:gateway/gateway-id

:gateway/gateway-id

:gateway/gateway-id

:gateway/gateway-id/
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ResetCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_RetrieveTapeArchive.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_RetrieveTapeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
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&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id

UpdateGatewaySoftwareNow

B){E : storagegateway:UpdateGatewaySoftwareNow

BJR : arn:aws:storagegateway:region:account-id:gateway/gateway-id

UpdateMaintenanceStartTime

B)fE : storagegateway:UpdateMaintenanceStartTime

&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id

UpdateSnapshotSchedule

B)1E : storagegateway:UpdateSnapshotSchedule

ER : arn:aws:storagegateway:region:account-id:gateway/gateway-id/
volume/volume-id

UpdateVTLDeviceType

Bi4E : storagegateway:UpdateVTLDeviceType
&R : arn:aws:storagegateway:region:account-id:gateway/gateway-id/
device/vtldevice

HEBEE

- FHUZH
- EEZEBURED

£/ Storage Gateway RIS EE AR

Storage Gateway fEFIAWS Identity and Access Management(IAM)R#5EE A, REEEACGEE
EEEE Storage Gateway B — 4% IAM AEEE, REELAEH Storage Gateway BEER ,
W& BRI E At AWS BRI &

BRI EFE A B EERE Storage Gateway EAHE , RABTLFEFMBLEMNFT, Storage
Gateway BEEHRBEEFZEACHWET , BRIESAER , BAIRE Storage Gateway Al EEZAE,
ERMNFUIESEEREMBFTEER , ¥ BAZFFUBERTEM MBEMEME M 1AM B8,
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateVTLDeviceType.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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NEERXERKEZACHEMBRBNENR , FSE RO IAM EEN AWS R , Sk
Service-Linked Role (lRISER B E) ERMBETA Yes (B) WK, BEFEEAERW Yes (B) , UAm
R AR IS W BRI B B B3

Storage Gateway I IRIERE A EFT
Storage Gateway i i & &/ RIS EL A EBAWS RIEFRHBIE— AWS REEHBE.
AWSServiceRoleForStorage Gateway FRSERZABEFET TIREREIZAE !

* storagegateway.amazonaws.com

A @A R L 3F Storage Gateway 718 EE IR LT T FIEh4E -

« B)fE : fsx:ListTagsForResourceonarn:aws:fsx:*:*:backup/*

\\

".}M/EEQE.:‘F—I IAM B8 (PlufERE, BHESAR) TARYNRERKESAC. WEFME
, w20 (AM ERAEER) PHRBELA S,

# 1] Storage Gateway R EEAE

BAEEFHET —ARKEZLAE, AIZ Storage Gateway BfAssociateFileSystemAP| FEAY
AWS Management Console , AWS CLI , SRAWSAPI B , Storage Gateway & &R RIGELE A
=N

/A Important

LREERE AT UERNEENIRE , WRENREMREPTX—BEEER , TUFERAZER
ABNIIEE. B, BETE 2021 F 3 A 31 H2BIfEA Storage Gateway B , EFHEX
EHE?%E%*%@HT , B EESRAEIRE B AWSServiceRoleForElasgeway 2, £E
E—S5TH, F2EENIAMIRERHENTAR,

EEMMBEBREERAR  2REEFREY , AUUEREFHEAEMEEFENEIAR, AR
Storage Gateway lRfAssociateFileSystemAP| FEALEF , Storage Gateway & &R B IXE 3 IRIEE
‘ARe,

U LER IAM EERAEVRKEZRAR  XEAAWS REFRBEEMRRA. £ AWS CLI CLI
= AWS APl /| B — RIS B AB storagegateway.amazonaws.com HWREEZ AR, NFE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
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HEEA , F2E AM EAEEETNEYRKERAC. URERMKRILBHESASE  ETNUER
RN EFABREYZAR,

#m¥E Storage Gateway M RFGEiEA R

EHEET 584w AWSServiceRoleForStorage Gateway RISEE AR, RAESEER A
SSERBEGLAE  MULELEEVACGCREFACER, AWM , BAEA IAM RiGELAGH
R, MBFFHMEA , F2E (AM EAEER) PRRERBEZEAE,

fBx Storage Gateway B RIS EZ B E

Storage Gateway BT & B B)ffl Bk AWSServiceRoleForAWSServiceRole &, ZEk AWS
REEFERABAR  SEEFMHiam:DeleteSLRAPI, MREAEKRBARKEEZELAGNTE

RBEER , AIMBRAERT , FRIMRAS LK. MREMREREKEZAE , IFEFEH IAM
APliam:DeleteRolem&iam:DeleteServicelLinkedRole, FEEEEN T , LEEMFH Storage
Gateway API & & fiIBRIR - P VBRI X RKEH , AR BEBEFEHiam:DeleteRoleD
#iam:DeleteServicelLinkedRoleAPl, E& A IAM MIBRIRKEEIZACE , BMFEMFA Storage
GatewayDisassociateFileSystemAssociationAPI| & %&MIBRIRF FEFTE XX FEBE. TA
I B R M 2K B

(® Note

IR Storage Gateway FRIFEELHEMBRERFEEEAZAR , MERTEFAK, FHER
B4 BERSEIERYBERERERE,

fIBx AWSServiceRoleForAWSServiceRoleForMateway Ff i F #9 17 B & & R

1. FARMNKREESE,. CLIH API E£THA , FEERLMERAR , A IAM #H A&, CLI
= AP| S ITHIERRE, EEBEBRT , BFEEMA Storage Gateway AP| R & S MiIBRIE - R EVE
AT BA AN S 4 R R B

2. WMREER IAM E2E, CLIH API, A IAM MR ERL A EDeleteRolesk
#DeleteServicelLinkedRoleAPl,

£/ IAM FERBRREEESE

/A8 IAM 324 , AWS CLI , SRAWSAPI MilE&
AWSServiceRoleForAWSServiceRoleForAWSServiceRoleForAWSServiceRole B f, MNEFME
A, F2B (AM FREERE) PHRBREEEZSE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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ERAEER

Storage Gateway R ERFZ AN ZEREE

Storage Gateway X BEFMERERBEN EEHF , FARKEEHACE. WEFHEF , F28 AWS ik

5 im Eo

EREERENES—EREEH , Storage Gateway T X EFEARKERZ AR, EAUETHIEHPER
AWSServiceRoleForAWSServiceRoleForAWSServiceRole &,

EEA 8

KBRS (M e 4LER)
KBRS (H%MHR)
KEFEER (h0FHEEEEALER)
XEIFRER (BREF)

TRES (28)
BAREE (KBR)
DREE (BH)

DIREBE (7 03K)

TARESE (B
DXESE (RR)
EX (FEB)
BUN CER=4E)
BUM (ZRH)
BUM (fR3X)
BN (EB28)
rEEM (ERE)

B & 2
us-east-1
us-east-2
us-west-1
us-west-2
ap-south-1
ap-northeast-3
ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-northeast-1
ca-central-1
eu-central-1
eu-west-1
eu-west-2
eu-west-3

sa-east-1
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https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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EiE &8 B & 2 Storage Gateway
AWS GovCloud (US) us-gov-west-2 =

AWS Storage Gateway ARV 5 8% FE542

Storage Gateway EEAWS CloudTrail , ER—ERMRHEAE. AERRAWSH Storage

Gateway, CloudTrail €% Storage Gateway BWFTHE APl RRILHEASH., A | HENFILIIE
£ Storage Gateway &S ETHIFEM | LAK ¥ Storage Gateway API #R/ES HHIVFENIEMEIY, IR
BENER , BB CloudTrail B4 B+ ZE Amazon S3 125788 |, 2¥E Storage Gateway &
B4, BIEERREBRK , A TLUEB CloudTrail £ A Event history (B4 E £ 504%) BiR
BHEH, EJLARIA CloudTrail FrUtEER EFAR¥IET @ Storage Gateway B HAIFER , AR B HE
REY IP bk, AB., REMEMFEMER.

EEH—2 7T # CloudTrail , 5528 (AWS CloudTrail fEH &) .

CloudTrail A #Y Storage Gateway &

ERBMRFE , RREIEE AWS IREF A CloudTrail, L4, , Storage Gateway B8 4 SEENEF |,
RRESHKBTHELHE CloudTrail B , WEHMAWSRESHEHE L LK, ZAURE. B8
MTHEAWS (REFNEFHEH. WHEFHMEER , F2EEA CloudTrail SH4EHEHBREM,

& EFERHAWSIR, (@& Storage Gateway BWEH# ) |, BEIURR, BEHEEEE CloudTrail #% B
FRERE Amazon S3 fEFETE, RIBENR  ELETEABRYEEREE  BESEAIIFE AWS B
B, ZEMESELHERE AWS 2EIEFFAEERBNEH , AWi§ AFERIAEEIEERN Amazon S3 f#
FETEE. WAL, B EHM AWS R , UE—S 5 RERE CloudTraill BEPFIRKENEHE
. MEFHMEA , F2RETIRES :

- BEMIEHRBLER

» CloudTrail X EHBRBEMES

« EXZE CloudTrail B Amazon SNS &4

- RZEEFEW CloudTrail BFER , IRRKEZEIRF W CloudTrail HFFER

FIEH Storage Gateway BifEH ik HESEEE, Hlw , H
ActivateGateway, ListGateways LAK ShutdownGateway EjfE2% HAI IS E CloudTrail B
WERPELIEE,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_Operations.html
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B-SSEMHAREE NS ELEFBRENET. B3O EATHEEHE T3IEE !

- ZFERRBBEBIRZE AWS Identity and Access Management (IAM) £ & BRERIRH,
- REZERK , RECEATHEACEBMES I EAENERLZERE,
- ZEREEHS —E AWS RERE.

WMEFME , 520 CloudTrail userldentity T,

T % Storage Gateway BEERIER

BHtR—EERE , EREHUBRERNEARNEEIEER Amazon S3 #FATE. CloudTrail B
EEE-—HZEEREE., —AFHARARRRENE-—FR , XTSFHRBE. FRNBHMNE
B, FRSBEFEF. CloudTrail BFEE LR LHE AP IR HEEREREF , REFE MBS EIE
FFHER,

AT &SR 2B~ BIER CloudTrail BF$EB,

{ "Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",
"arn": "arn:aws:iam::111122223333:user/StorageGateway-team/JohnDoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "JohnDoe"

1,
"eventTime": "2014-12-04T16:19:00Z2",
"eventSource": "storagegateway.amazonaws.com",
"eventName": "ActivateGateway",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.6.2 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": {
"gatewayTimezone": "GMT-5:00",
"gatewayName": "cloudtrailgatewayvtl",
"gatewayRegion": "us-east-2",
"activationKey": "EHFBX-1NDDQ-PQIVU-PI259-
DHK88",
"gatewayType": "VTL"
1,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"responseElements": {

"gatewayARN":
"arn:aws:storagegateway:us-east-2:111122223333:gateway/cloudtrailgatewayvtl”
},
"requestID":

"S54BTFGNQI71987UJD2IHTCT8NF1Q8GLLE1QEU3KPGG6FOKSTAUUR",
"eventID": "635f2ea2-7e42-45f0-
bedl1-8b17d7b74265",
"eventType": "AwsApiCall",
"apiVersion": "20130630",
"recipientAccountId": "444455556666"

3]

LT €567 R 2R R ListGateways E4EHY CloudTrail B5$EH

{
"Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",
"arn": "arn:aws:iam::111122223333:user/StorageGateway-
team/JohnDoe",
"accountId:" 111122223333", " accessKeyId ":"
AKIAIOSFODNN7EXAMPLE",

" userName ":" JohnDoe "

},

" eventTime ":" 2014 - 12 - ©03T19: 41: 537 ",

" eventSource ":" storagegateway.amazonaws.com ",

" eventName ":" ListGateways ",

" awsRegion ":" us-east-2 ",

" sourceIPAddress ":" 192.0.2.0 ",

" userAgent ":" aws - cli / 1.6.2 Python / 2.7.6
Linux / 2.6.18 - 164.el5 ",

" requestParameters ":null,

" responseElements ":null,

"requestID ":"
6U2N42CU37KA08BG6V1I23FRSI1Q8GLLEIQEU3KPGG6FOKSTAUUG ",

" eventID ":" f76e5919 - 9362 - 48ff - a7c4 -
d203a189ec8d ",

" eventType ":" AwsApiCall ",
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" apiVersion ":" 20130630 "
" recipientAccountId ":" 444455556666"
1]

& R ERFEAWSStorage Gateway

= H KA BEIFEAWSStorage Gateway /EA ZEAWSE R ETE], BELERIIE
SOC. PCI, 1SO, FedRAMP, HIPAA. MTCS, C5. K-ISMS, ENS High, OSPAR #l HITRUST
CSF,

MEBESHRITEN AWS RIEEEEE
AWS &#RETEl.

3
¢

BEMREN AWS RBHE, MFE—REHA , F2H

BA{EA AWS Artifact TERE=FRZIBE. WEFAER , F2E AWS Artifact PRI T EHIRS

')

& {E A Storage Gateway FWEHREE , BURREREZM, BTN EREEREREENE
Fo AWSEBTIER , AiHBIER -

- R2BESERBEAPIER - SLHBIEENAESEZE | YIRMHE AWS LBBLURLRARABELD
CEEREN SR,
-« HPAA Z2BEEHREEBEEE - AARERAL T TIIER AWS REIL HIPAA SR ERRE
Ko
- AWS S ER - EHEFMAEETEAREHELNUE,
(AWS Config BiZ% A BIER) HYEFHEBIFHEE R - AWS Config RE &GS FIEEEADE
%, 2REBFERSENSERE,
- AWS Security Hub — tt AWS FRIS Tl St 1885 AWS IR MRE | THBRERS
ENREBEL.

Y/

RHEREEFRE

H #Y 1iR 18 8E D AWSStorage Gateway

AWS £REMEERI AWS BEEAAERAT OEEN. AWSEESRHAZES ARV ER AT
RESE , WARIEE, ShXENSEREMEEEELER. EBTRAESE , SR ERENE
RAEXNERNE  ETAEScHEBREREMASREDE . THESNTRAYE, FHEINER
BEh , BRE-HEEAERPONERERFEES.
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://d0.awsstatic.com/whitepapers/compliance/AWS_HIPAA_Compliance_Whitepaper.pdf
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
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BT AWSEIKE LM , Storage Gateway IRIEEBEINEE , Wi EBER N EMMiEHER,

£/ VMware vSphere &t (VMware HA) , HBIREBEREL/EEHENER. EEEIHEBK
B, MEFMER , 5528 ", # VMware vSphere B2 Storage Gateway &ELE A,

« {5 AWS Backup RIGD RN REEE, MEFMER , FSBW "1 FEHAWS Backuplisd &9 &
&,

- REFXERCHURE, NFFHEF  F2HE "1 EREUT,
- BERMTFEE Amazon S3 kI, MFFMEES , F2H ") FEERUT.

F Y B RS i =2 £ AWSStorage Gateway

EARFEE RIS , AWSStorage Gateway SAWS2 FBIE R LIBE |, #1852 M Amazon Web
Services : ZEREBMBARE.

RERAWSEM AP LY | FBERTFIEFERFE, AFiRM4ZAZE Transport Layer Security
(TLS) 1.0 REFMRA, BEEMR TLS 1.2 REMRAE. APt A BEZEEMTEEEFAR (PFS)
ZIEEN | HIMEEEE Diffie-Hellman (DHE) Sk Bl ih 4% iR B Diffie-Hellman (ECDHE), RA RS (0
Java 7 MIEHIRA) KZEXEELEN,

A, BRAEFEAFIREE ID ME IAM ZFEAEBEBNILAZFTRSBREE, IE , ZAUFEH
AWS Security Token Service (AWS STS) REL ERLZ2 BERESBH R,
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AWSTERBIR MBI A DN R LA | WEEEM Storage Gateway RENSER LA, UTH
SEHE LR PFRREBHREMALE, ELBEEETETEARELRECNRET
R, AEFESEAAEARERET  HASEERET. NEXMER  BHSH T, AWSLLBER
5%,
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https://docs.aws.amazon.com/storagegateway/latest/userguide/Performance.html#vmware-ha
https://docs.aws.amazon.com/storagegateway/latest/userguide/backing-up-volumes.html#aws-backup-volumes
https://docs.aws.amazon.com/storagegateway/latest/userguide/backing-up-volumes.html#aws-backup-volumes
https://docs.aws.amazon.com/storagegateway/latest/userguide/managing-volumes.html#clone-volume
https://docs.aws.amazon.com/storagegateway/latest/userguide/managing-gateway-vtl.html#archiving-tapes-vtl
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://d1.awsstatic.com/whitepapers/Security/AWS_Security_Best_Practices.pdf
https://d1.awsstatic.com/whitepapers/Security/AWS_Security_Best_Practices.pdf
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BEZEE , BIEIHEBE VMware ESXi # Microsoft Hyper-V A F i EE, ERAZHWHEDEE
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BEFAEARETFRERE., FERENKESEHEAERRMER CloudWatch IEEMNER. &A%
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F&E
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« A Microsoft Hyper-V &8 #ITHED B
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- MEYHERRERE

- REHRERFERE

- BHUBERAZRE

- & AT MEEARREE A

- RMEZEHSTRAMEE
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RBGERE FERED
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EITHED .
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EHRTEIRERN IP #bilt, ERERCEERFAFPRERIENIH , SKFE IP bt
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ENFE,

iz VM BB ER. MREH VM FTHIFRR , FERRFEEL &
FeRETERFARF,

JUET B fE A E B E R

WMRIEME RS A B EE R R EFR N RFIMERRE | BIBERER
RIEFER AR , RS LR IR T ATEAWS, MFERE M A
fa R RE AR , SRR B NiETE R,

RIZM A Fifx ping VM , @ER A T ZEEE VM,

BRELN VM 2EERBEBNRARKER, 78, ZFERE
SOCKS ¥, MEEEEXENFAERN , FSBAEFEEN RS
E#E.

BREFHIGBERER. THEARTESERRE S B EMAREEG
E (NTP) AfREEESL , UK EE VM BEREER, NERSE
BUCEERFRIMAN VM BENER , S2BAFERERRKER
i E (NTP) fA1BRES,

HITEEL L ERE |, MO LUER Storage Gateway R & MFRE
M EREEE,

WEREH VM Z4 8 7.5 GB 9 RAM, 118 RAM 2R 75GB
HEREEAK. IEFEER , F208 EXFEREER,

ABREHNEREREDE
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ERAEER

L]

BEEREFEEAWS,

&£ 7E Microsoft Hyper-
V E A (§8%8) Storage
Gateway,

PRENE1E

B SATE MR B2 ER (NIC) ERE BN AEER B AWS HYERR | BLERER
FERRXFEE VM MWERERR , AEREHEET AWS HWIEE,
MREBESHEEN AWS BiE , MELERREETH , LHEER
RIRERE , L AEFEEH. HREFUHETEERER , &9
LA FAWS Direct Connect®2 M AZBEEFEMAWS, HEEAER
FEZ AWS WERER , BEAREN CloudBytesDownload
ed # CloudBytesUploaded #54&., MF LR FENFMENR ,
BB MEL. BAMBRKRERENEREREN LEREGETS
A&,

- EMFEH L , BAEIE Storage Gateway B VM Y IP it B &
MEBRFERAENERICEEREFAFREE (B2 VMware
vSphere i F %=k Microsoft Hyper-V Manager) #9 IP b1t #8[E],
MRERFATHEYT , BRAETHREIRAENREBENEE , WE
FAEHIEE VM, EFEE% |, IP #utit 5K+ Storage Gateway
BREENMFESSHN P thit , EXFSERERICEERFH
FimRER FIE IP ik,

« £A VMware ESXi , VM 8 IP #b3t A] £ Summary (IBE) 2%
B vSphere A FImH K,

« & A Microsoft Hyper-V , AR EIZSEITKRE VM 1 IP it
ik,

- WMELRES AWS KERR | R AY A E E T AR

- RELCFENMRERSFAR fﬂiﬁﬁFﬁﬁﬂ%%FﬁﬁE&ﬁﬁE’Jﬁ@
E'?E',Eﬂlﬁﬁo EREELHENMREBESFAR FRRAEHNEFE
AR E MR E B R P Y 1B R IRAE i&mﬁﬁ“%ﬁﬁ%%ﬁ“ﬁﬂﬁﬁ
o

B A LA Amazon CloudWatch iR ARRELEFEEH ANEXE,
MEAEEFMER AWS 2BEXENFMBEN , FSBEUEE.

828 A Microsoft Hyper-V Z## 1T EZE , B T ##1E Microsoft
Hyper-V S ZFENFE RE&E

ABREHNEREREDE
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L] PREUEN

fEaRI—HESE : TRE WNRENFE VM RS —ERE VM NERIRBATEY , gl
THHEEFHEREELE AR, MRTRERBER , FHMBEXE,
ERFEAWS T,

R X R B B HERR A 1t FEE R M RA iR =

Storage Gateway 2t —EAMEZE S , BUULIARAITHEHEZETE , SERMAZIEUEIEE | %
Bt EmEN B, RIFER , XEANEEEENEREFEAN. BUNEBFEHNAEERES
ALtFH. SXEFRENEER  SXEAXBATHENAETIRE | RAREEE Storage Gateway
WERE , BRI ERRSE.

R X B R AY B8
1. BALEHNAEIES,

« VMware ESXi — MFEFHMEN , 52 EH VMware ESXi FERREEAREEZES,
* Microsoft Hyper-V — tFHEFME , 5F52 £ A Microsoft Hyper-V iFElHEREEZE,

AEETEBRUW TR,

AWS Storage Gateway Configuration

BHAHNBHBHHBHEHEREAEH BN HERNBRE R AU RN EHE R RERARE BHERRRRERREY
it Currently connected network adapters:

R

it ethd: 18.8.8.45
HugnEERAnERRUERRRABRNAARERRNEERANERRANERROHBERRANANEARE BORAENARERDAN

¥y Conf iguration

Enter command: _

2. HRETRK 6 WASHBZEEELREHS,
3. B A h LBIR AVAILABLE COMMANDS (TH& %) R&.
4. BITTFIE—FR .
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- MREHWRHESERA L AERY  BFETAGHEODD , 8 Aopen-support-channeliE#Z|
Storage Gateway W& X5, fFF TCP E#HIE 22 , IR EEEBAWS., ELERIE
F X &M, Storage Gateway BiER—EZ EHRBHE R, Bic N ENZERS,

. MBHHEEER VPC 18 | 557 AVAILABLE COMMANDS (] &%) # & 8 A open-
support-channel, MIREHNFEERRA , FiRM VPC imEigl IP it , SUEREE Storage
Gateway WA X1, AR TCP E#E 22 | AT BHRXEEEAWS, EXLERIZEFXE
i , Storage Gateway Bigik— B EREHIEGE, B TENZERE.

AVAILABLE COMMANDS
type 'man <command name>' to find out more information about commands

and tunnels

filtering and NAT

nfigquration menu

(® Note

HEERBEFTSEREFEANE/ ERAEERTEAWE (TCP/UDP) EEIRERE, R
2 , &L Secure Shell (SSH) (TCP 22) ##%%| Storage Gateway faliR2F , IR ALLE
M EEE,

5. BUYXEEER , FRUECHIERBRBE XEAMUZETURMKEHREDR,

6. EXETERERTRE, F@A q8HEZER, £ Amazon Web Services Support #8938 H &L 1+
SETHRZE , EIBEAER.

7. Enterexit®&H Storage Gateway £ A&,

8. MEETRERAHEEAS,

A Microsoft Hyper-V Z 8T HIER2 B

TR B HE Microsoft Hyper-V £ & L &% Storage Gateway B , — % A gL B 2 A9 R RE

% Microsoft Hyper-V 25 BB 1T B2 B API fR A% 2013-06-30 235
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L] REUEN

LEFREARE , T BWE IHEBNBERERNOT
DTREEBRAR . "EAX
B, Unable to find virtual
machine import file under

- MREFRIEOBRBERERFERNRE&H. £ Import
Virtual Machine (EEAESE#2R) HEARPIEE 2N EN KR —E
o FESZ R AWS-Storage-Gateway , M1 RBIEHIFTR

o "
location ...",
Hyper-V Manager @ L Imp'ﬂl't Virtual Machine @
(@) A server error occurred while attempting Spacty the kcation of the folder that containa the vitual machine files
= toimport the virtual machine. ! :
Import failed. Location: C '-pu:d-galm_.-‘wunzi;:c-edSr:uu:e"/ll\"A'-"J'S-Slaroge-Ga*.Ewa:.-'k [ Browse
Import fziled. Unable to find virtual machine import
files under location 2
‘C\prod-gatewayunzippedSourceV M hyperv-pro..\', Settings
You can import a vittual machine anly if you used
Hyper-V to create and export it |!11|:l|21|‘t ae‘:tnga:
(~) Hide details [ Ciose | Mowve or restore the witual machine fuse the essting unigue 1D}

@ Copy the vitual machine (create a new unigus [D)

| Duplcate all files o the same vitual machine can be impoded again

u The zame virtual machine cannot be imported again f you do not copy the files unless you
have backed them up to ancther location first.

oot | [ Concel_]

- MREEHEMEE  EREEFERERMUR[BRIEFERAEE
REFFNEAERMBUFED , VM SEELENFEERTED
VEZY , WHEERLVEBREA, [EELEE , FEER
MNVMRBREFERFRESR  RARERIFHOMLE. ERAMNLEM
REARR, MRETER—ERBERFEERNVERLZER
E , LTS5 RIESADREE,

L Impaort Virtual Machine @
Speciy the location of the folder that contains the vitual machine files.
Location: C\prod-gatewsy unzipped Source VMW AW S-Storege-Gateway', [ Browse |

Settings
Import settinga:
Mowe or restore the witual machine fusa the exssting unigue 1D}
@ Copy the vitual machine fcreate a new unigue: D)

/| Duplcate all files o the same vitual machine can be impoded again

u The zame viriual machine cannot be imparted again F you do not copy the files unless you
have backed them up to ancthes location first.

ipot_) [ Cance ]
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REREARE , Tk
BILLTERERAAE . TEA
% B, Import task failed to
copy file.",

REVENE

MEBERFE , MEEHEECEATHERERERNERMERERE
ERNWAZRERR  AgREIER, AEELLRERE , 557 Hyper-V
Settings (Hyper-V & E) HFEF R P IEEHMNMLE,

rd

- Hyper-V Settings

,:'6:, A server error occurred while attempting
= toimport the virtual machine.

Impert failed. Import task failed to copy file.

Import failed. Import task failed to copy file from
'Ci\prod- gateway\unzippedSourceVNMVAWS- .\ Virtual
Hard Disks\AWS-5Storage-Gateway.vhd' to

'Ci\prod- gateway'\gate. \AWS-Storage-Gatewayvhd
The file exists, [0x80070050)

(A) Hide details

Hyper-V Manager @

LERAEARE , TBKE

UTHERAR . TEAX
BY, Import failed because
the virtual machine must
have a new identifier.
Select a new identifier and
try the import again.",

[ " | A server error occurred while attempting
= to import the virtual machine.

Import failed.

Import failed because the virtual machine must have a
new identifier. Select a new identifier and try the
import again.

() Hide details

Hyper-V Manager @

BB

Server

B virtual Hard Disks
C:\prod-gateway\gateway 2,

21 virtual Machines

i YmrmA-natew sy =y
Liprod-gateway \gateway.)

[

Spedfy the default folder to store vir
Ci\prod-gatewaygateway 2\,

Virtual Hard Disks

ARAEREEREREUSRBREYBEPERFIERERE
BERNEAERESHERES VM RIBHHNM — ID. UTEHIER
Import Virtual Machine (BE A EE##ES) ¥ 55 5 R IS EXF A RYIR
H,

ez Import Virtual Machine

Spaciy the location of the folder that contains the virtual machine files.

Location:  Clprad-gatewsy unzipped Sounce VM AW S-Slorege-Gateway',

Settings
Impiort settinga:

"1 Mowe or restona the witual machine fesa the endsting unigue 1D}

'

[ Bowse |

@ Copy the vidual machine (create a new unigus [0}

| Duplcate all files $o the same vitual maching can be impoded again

!1, The zame viriual machine cannot be imparted again F you do not copy the files unless you

have backed them up to ancther location first.

|

| Impot

% Microsoft Hyper-V & BREE THERS

-]
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BEEREBEE VM , T8
KR AT EEERALR : "The
child partition processor
setting is incompatible with
parent partition."

Hyper-V Manager

Q An error occurred while attempting to start
= the selected virtual machine(s).

'AWS-Storage-Gateway' could not initializ

The child partition processor setting is inco
parent partition.

mpatible with

'AWS-Storage-Gateway' could not initialize. (Virtual
machine ID BOAGAT41-3896-4D11-8803-02CE9L CAFBSC)

The child partition processer sefting is inco
parent partition.

mpatible with

| Close

A Hide details

2
i

LEHRBBEE VM, T8
WEIATEEERAL ",m,z‘“:
BusE ERTRE , £%
TREROER. |

Hyper-V Manager ==

Q An error occurred while attempting to start the
selected virtual machine(s).

‘AWS-Storage-Gatewsy' could not initialize.

Failed to create partition: Insufficient system resources exist to
complete the requested service. (0:80070544)

'AWS-Storage-Gatewsy' could not initialize. (Virtuzl machine ID
SDE14579-8474-40F0-9EEB-BBEATT50DD2C)

Failed to create partitio 1 rr sources exist to
complete th requested 5 (Dxﬁm?ﬂsan]
) Hide details Close

SRV IR IR A R B SRR A
BRNABENAERNEET
HO

EEERBEREN
Microsoft Hyper-V Storage
Gateway BE R HRE EHE

%/ RiVLo

PRENE1E

LERRATRE R R A FIEFE CPU MEM WA CPU 2 EH CPU £8
Fﬁiﬁﬁko mREEERERVCEERFXE VM CPU &,

N Storage Gateway ERNFFHHAENA , BB ERFEEREER,

R RE R E AREFE RAM M # 0 H RAM 2BH RAM £
Eﬁﬁl_ﬁi

H

g"'
s
¢
i
it
&
i
2
Fl
t
;}(_};

W% Storage Gateway FERHFFMES

FiE VM WFER SR SR BERNRERE K BARERER, BEAXK
m%ﬁidﬁ;ﬂ:ﬁﬂowﬂﬂ*ﬁﬁlﬁ MESFEIF VM VBB, NEFHEE
A, B2 HE AREREMREEBEHE (NTP) @RS

BIE¥ — % Microsoft Windows Rl BREFFF Y — 8 , FEREHE, 4l

m, MREEBEBREFEIHE S hyperv-server , BIEAIfE
FLLT UNC B \\hyperv-server\c$ , ERE& hyperv-se

rver BHEAEABEIRERTBTNER.

A Microsoft Hyper-V %8 A REME 1T 8 FE 2
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L] PREUEN

ERINERCEERFR, £ Sconfig.cmd TEFMBENFERERZAER , HAERILEER
RrERTERMEAE FERNAIHEES,
#o

Windows Security =]

BEBR Amazon EC2 {3RARERE

ETHEES , £ BEHAIEE Amazon EC2 WRER |, — X ATAEBEINREE, NMERIEIPER
EMEZEBE Amazon EC2 MEMEBRBM 2 ZENFHMEN , 5527 Amazon EC2 # FHEIE R
JER

NECEAERUERENFAET  F2REERFFHE EC2 BEESEM,

ES |

- BHREBBUE R ERERBRE

- BEEEEIRDKRE EC2 BEEH
- REENZEEBEHRR EC2 BEME

BHRBERRE,BERERIERL:
F57E Amazon EC2 X AHMBETHER :

- DRBTERMERBNZTSEATRAERE 80, NEFELTLOMEBRANEMER K B2 HFN%
4 #8457 Bl fh 9 Amazon EC2 Linux #{TEEFE A EIE™.
- FEHTERERBHITH, £ Amazon EC2 XA , BIREES RINNING (#1TH).

. WEEESZRMN Amazon EC2 HIITHEBERFESREER , MHEEFEER,

HERR Amazon EC2 #BREIRIE API hzZ 2013-06-30 239
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FEEMER K FERABAMBDFE, BEHITIERAE , FITH Storage Gateway #2Hl & |, BIEFHE
Amazon EC2 LEZMEE , AREF@ANITERA IP #ut,

BEEEENIRPIRE EC2 REAED

MREIARBYHATEERNEFRER , REFSYTEREENT , EXHEREB 7T HEHTERS +
SR, FEBBRT , BAUSTUTENE , SKRAEHTER

- EHITERK Description (#iR) 2% L #Z Amazon Machine Image (AMI) B9 &%, LA Storage
Gateway AMI AE B H1TERR , BIEXFE Haws-storage-gateway-ami,

- WMREBFHEI Storage Gateway AMI AEBHETHEE A FREHTEEAREBERE , USKIE
R BITER,

REEN X EEEHRR EC2 HBREHIE

Storage Gateway Rt — AR EREE , BUUARBTHELETE K SEMAIEUFRFEE ,
MR EENEE, BEER  SEEWEEEEIIEREFERAN. S LUER Amazon EC2 &
BEZABBLER, ELUEIB Secure Shell (SSH) & A Amazon EC2 A4, EEiERE SSH
BRINEAN , BHTEBNZSFEALEERE TCP EEIE 22 R A,

® Note
MREEFHORAFEERENLZLER  FNRANBERIFEAXZEHENMEHTHE
B, NELZLRBEURNAFIEZ AR BNFFMERR 582 Amazon EC2 £ EHF
K Amazon EC2 fEA & M.

ATEXZRERTENRER B4 A%E A Amazon EC2 SITEEMNAKTIES K REEESF
Storage Gateway HYE 12 & W 1R 77 E.

By %55 Amazon EC2 Bl - 21 &

1. & A Amazon EC2 H{THEREMAMERA, MENSHMAEN , BFoFEEZEENHTER S
M Amazon EC2 A &1Em™.

BAIUERAUL T SEA EC2 HiTERBNAEERE,

ssh -i PRIVATE-KEY admin@INSTANCE-PUBLIC-DNS-NAME

EHTERIRPHRTE EC2 MEHITHEE API fR7s 2013-06-30 240
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® Note

FrAlb ####2 . pemiER |, HBEE EC2 £ key pair WAERE , B0 AR E Amazon
EC2 #{T{ERE. MFFMEN , F2H " HEHEREN 2B 2\ HIAmazon EC2 £
EE™E,

FREASL##-## DNS-NAMERFRR#ITRIEZ Amazon EC2 HITEBHN LA B HEBRMR
(DNS) B8, BT LAE EC2 £ A HIZE Amazon EC2 #11T{EEE , RER— T HEHRE
.

2. TERIRIT#A6 - Command PromptBIRZEBEEZEH A,
3. # A h LBIEK AVAILABLE COMMANDS (TA®4) B&.
4. T TIME—FER .

- MREHEAEFEALEIREY  BEUTHASDTEOTF , @ Aopen-support-channeliE#E|
Storage Gateway B X5, fFF TCP EHEIR 22 , IR EEEBAWS, ERERIE
F X &M | Storage Gateway BiER—EX EHRBHE R, FHic T ENZERES,

- MREHBEEH VPC %% , 357 AVAILABLE COMMANDS (R &%) REF# A open-
support-channel, MREWEERKA , FRM VPC in Bk IP bk , LUIE#EE Storage
Gateway WA F X &, A TCP E#FZE 22 , M EEEAWS, ERERIEFFXE
B , Storage Gateway 215K — B X BHITH L, B TENZERER,

® Note

HEERET S Em et EA R E/EAEERNTEABE (TCP/UDP) BEEERRER, K
Z , BB LA Secure Shell (SSH) (TCP 22) i##%%| Storage Gateway fAlfRzs , Wi 1t E&E
MO ZEEE,

5, BUXEEER 6 FRHUCHIERBRIBEEIATE TR MR ELBREE,

6. EXETERETRE , @A q 8HFER, £ Amazon Web Services Support P98 A& L 1+
BRETHRZE , FOBAEE.

7. EnterexitiBH Storage Gateway &,

8. MKEBEIEEHBEEIRIMEERL Storage Gateway H1TEEE.
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PSR B B8 5 e R R
T EEHHRE TR IBEIR R Storage Gateway , AR HEDEHNEE.

SRR ERRTS P bt

EREETIRER , A ERARKEN IP it , MIEEH P that, EREELEPERERE IP i
i, WEBEIEARETH P ihit, EXRBERRFEETSEINFRIRS, EEXERIEAH
R EEA |, 5522 Open Service Console (BRI EEA).

MAHITER HETARRE ?

MRBREBEEERBEBITERREMTERE , FHE Storage Gateway AR BBKIAFES
Support , I 5| "X#& | o TR,

BREMERESEHE IDRAC X7

Dell PowerEdge R640 falfR2SFEM Dell iDRAC EXERH, RMEZETHIEE

- MREMEH IDRAC BEEAME , RIEXBERTER., WFE DRAC BEMNFMENR
PowerEdge-iDRAC IR B BB ME 2,

- EREHEESTME , UHILRLRE,

- #% iDRAC M A EBE—i% (em) BIZE | AIEEEBRALE B M 1L 58 8 IE & fE,

s
N2
&

BABEFRERF IR

EERBEHEBENFYI , FFEEEREE Storage Gateway TP
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®
Storage Gateway @  Successfully launched File Gateway on praksuji-bh
Gateways )
File shares Order appliance Quotes and orders Activate appliance Actions ~ c | e
Volumes T
Tapes Hardware Appliance Name « Hardware Appliance ID Model » Launched Gateway -
i "
| Hardware @  praksuji-bh vi5loueix9yotyns Dell PowerEdge RE40 File Gateway
praksuji-hw-pdx wlydOdgh6|7kg4no Dell PowerEdge R640 File Gateway
Details
Name praksuji-bh Vendor Dell
ID viSloueix9yotyns Model Dell PowerEdge R640
Time Zone GMT | Serial Number  5Q8YOM2 |
RAID Volume Manager ZFS

RIEESEGRIESRE
E B Storage Gateway B4R R FEBF |, BB2RE X E,

FIARXEERAREEEREHAXERE  LERERHIREERE, THEERILEZRRRBIGRE
MIERRECLR  BETREESTEAD, SUUREBRTREAMAXEEE , MU TEFAT.

BRITAXEEEAWS

1. FEAREREES,
2. iZ#E Open Support Channel (BIRAZEEE) , M TFFRo

Need assistance with your hardware? Open support channel below.

el

MR BERERTP KBNS | RV ERRRTEXSE 30 WARET.
3. FARC FimARARMBE<E,
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RHEERFERE

E 18817 VMware vSphere /& /] 1% (HA) B , A LA A Amazon CloudWatch AFEHERERER
MiE, MREEEHN , FEUIERFEEERERERBEEZINERNEEEAN, BUNE
CloudWatch Logs H#% i e dE SR FLEEAR BB A MEEEE A

ETHIZE , SRR EMEEER , BEETHESEAGBRNER., EFEREEA , UREERENS
Ho

ES -]

i
i

2 . InaccessibleStorageClass

 : S3 EIER
2 : InvalidObjectState

i
g

®

[ ]
5
q;un'e

2 1 ObjectMissing

- Notification 2 37 B #4
: Notification HardReboot

* : Notification HealthCheckFailure

* : Notification AvailabilityMonitorTest
. §&52 : RoleTrustRelationshiplnvalid
« M CloudWatch $54Zi# 1T HE

#552 : InaccessibleStorageClass

RATLABE|—fBInaccessibleStorageClass EYWH 2B H Amazon S3 BERFFERIR XL

E/I_-"\ o

it , ZHERFBEEASEEYH LEE S3 REFIFERK S REFIFBERYHGS , BEERLE
$535, HIRLLEREAEE | WHEE BB E Amazon S3 Glacier , Y {7 S3 Glacier 2 S3 Glacier Deep
Archive fEFE 5,

fi#R InaccessibleStorageClass #5852
o ¥ S3 Glacier = S3 Glacier Deep Archive f#ZEB|#E S3,

MBEAEYHRE S3 REEFEBLMESE LEES  SRERELE, NREKYHEE S3 #iEire
LIS EFBEERES |, FRERE B RY SMB = NFS F Fim BN A B EUAE 2=

RHRERRERE API 7 2013-06-30 244
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§HER : S3 AR

YRATLAB B —{ES3AccessDenied @R HEZ M Amazon S3 fEFETEE 2 EUEF tHEEAWS Identity and
Access Management(IAM) B, EIIERT , S3 MEFITFEEN IAM A€ HroleArnEHBERPFTRA
FFE KRB, B Amazon S3 BIRIEE 2 B P RIMHRTAT | R AFFILERE,

£ E R S3AccessDenessDening 538

o« &R INZEIHY Amazon S3 SFRKBEroleArn A A FF Amazon S3 BREMEF A, FBRERERBET A
FEHEIEMNIBREST, A, FBAH prefix 2 BRFPFFIEEMN B &I, WFE Amazon S3 &F
AIEEMERA |, B2 EBE I8 EFF 7/ f£Amazon Simple Simple Storage Service A8/

EEIREMBE @ E B S3AccessDenied SRFREAE -
* S3HeadObject

* S3GetObject

* S3ListObjects

* S3DeleteObject

* S3PutObject

#552 : InvalidObjectState

RO LABE —{@InvalidObjectState B ENERAEBUNANBEAREHIEEN S3 HEITFEFM
EERRE  SRAER, Bt , ERFENERRETHTSESETE Amazon S3 HIRRE, BB LEE
2% Amazon S3 H % Amazon S3 BERFE RS K,

R BB RN S B
MRERERNIEEASIUpload ES3GetObject , 1T FHIBNE -

1. BERNSHEIRFHETE SMB X NFS AFRNEABIERRRK (CFETSTR4 hER
AR ) . WR Amazon S3 FVERMARRITRAE , B TRZRE, BAIER AWS
Management Console 5, AWS CLI #1Tlb{EZ,

2. Amazon S3 FHAAWS Management Console=&AWS CLI,
3. fEAEM SMB =k NFS Aif , RERMEMRER.

fEFRER SMB 5 NFS AP i , s EES R 1 PREFHERNSMRAERE Amazon S3, Ei
IEERBEBIT AR,

§532 : S3 BRMIEE API R 2013-06-30 245
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#552 : ObjectMissing

RAT LS E —fEObjectMissing B EMNERBEEUANEAER S3 REFTEBRIREENERE
SEAEE, RETAYHLEZE Amazon S3 ¥ Amazon S3 BEZ Y EH = KK,

fi#3R ObjectMissing $5352
MRERERNIEEASIUpload ES3GetObject , 1T FHIBNE -
1. BRERNKEFEIRFHEFTZE SMB 5 NFS AFRNABERRE (BEEELE 3 FERIE

),

2. {ERAZH SMB =5 NFS Bis , RIEEXZREMRER,

3. fEAEH SMB X NFS il , EREESE 1 FRHENERNETHRE.,. FBENERRES
THEE,

- Notification 2 3T B

EFE VM EfMER , AU EFBEBEH. E9LAEA VM Hypervisor Management I 1%
ARREEFAETRARENRBEE VM, &t 0] LUTE BB EE 5 5 R R B e B SR E TR EDo

MREFRBNKEEREMREHEZFABREN 10 7ENA , KEFRBUTREREENERL , M
TREMEENHK. MREFRBREEHFBERNRE  FREFNERTETFHEFRI.

. Notification HardReboot

ERE VM ENEFRENR , BAeEZ U S HardReboot B4, EREHFRBE ERRAERH.
FRHEREMENS, &2 VMware & , B vSphere High Availability Application Monitoring 11T Y
ERTREEEELEES,

EHEEEERERHITH  BFME HealthCheckFailure BHIEEFE , 2B VM B VMware
EHECE%.
. Notification HealthCheckFailure

&= VMware vSphere HA LB , EEEMREBREXKEFE R VM EFEE R , BHJ6E
2% HealthCheckFailure B, WEHCEEERTAMNAKBERE  YERR
AvailabilityMonitorTest BHIF, FEIIFERT , BIFEHE K EIHealthCheckFailure EA,
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® Note
138 &N{EE A R VMware &,

MRPLEHERE AvailabilityMonitorTest BHNER TEERLE K BFRELEN VM ERFEEL
ERERE (RF=E. ZRRE) ., WREEEHMIGE , FBEXE,

. Notification AvailabilityMonitorTest

fREBE —{EAvailabilityMonitorTest BB ETARNIAMNERAEFELERK LETE
VMware vSphere HA £ & LR L,

$835 : RoleTrustRelationshiplnvalid

ERERAEN IAM BEEEEHEEN IAM SEEERE (tERE IAM BETREER
Astoragegateway.amazonaws.com, Hit , ERFEZELIEGEAEHNREFOERREEZM S3
REFETR EHITEMRE,

f#R RoleTrustRelationshiplnvalid $§52

- £ IAM £ A IAM APl ‘@& storagegateway.amazonaws . comfEBEE R L EZ iAMRole Fif
FEENETA. WF IAM BEHNFRES  F28E  BAWSER IAM B8RS

£/ CloudWatch JE1E 1T &

B E T ERAFREEL A Amazon CloudWatch #51ZE2 Storage Gateway H#E S K EIEFTEH
I B

T

- BIEEHK , BERERE

- BNRESEERE

- B EEEEE R R Amazon S3 HIEERIE

- BHHBEEFITH Amazon S3 RELTEHES

« 8% Amazon S3 REFIFETETIER

- BHBEEROEBEAYN , SIEAZREERZLEER

: Notification AvailabilityMonitorTest API W78 2013-06-30 247


https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartAvailabilityMonitorTest.html
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BB B &, AR ERE

NMREEFEREEE  EEHTIsHONBELE , F0
BIndexFetchMIndexEvictionCloudWatch 1E4& :

* MRIndexFetchBEAR 0, ERETIsw TREABEB KK , CNERFECERAITERHK
RAENEEMNERTRE , X BEXAFE Amazon S3, REHHZ B KARNBEREERTK.

« WRIndexEvictionEEBEAR O, RIERFECEINEEETTUEENHERS . FLHER
T, EXRFELEARKOFRN ESER - LREAFEE , TRIHHME &K, REEBEM[E, X
HiteeARE®  FBMEBEXE.

BB EME S3 RETERNABTNER , BURBER R RAIRAMEE.

BRI EERE
MRERBERBLE , BT TIIERE:

- MBEERENEHMFAMRKBEER , AIFEES I0WaitPercent 1BE, WIBESBERESRRTRE
B /O BRE CPU BERBNE L, ERELEERT , BOLLAERS (10 R L), MATRER
ARBREFTBBHEFRERLA. EELRERAT  EXFHESERRSISRERFE RAM , HILERE
EMERREGEREMFERE, SUUSRERRNERUEA N BREERRERILEE,

- WNRMemUsedBytestEEEN R L FEMemTotalBytesiEE , RIEREEN A RAM Bl AR,
FHRAERFEELSEMENS/ RAM, IREELHEE , FREBENIHEERNEARS , EE
BNEZ RAM FERRME,

MRERAZR SMB , LB L ARERASERIERAZN SMB AFRBEMER. EEER

EEAEEREERNAFRA A , FRE SMBV(1/2/3)Sessions ER. MREHFAZAFIRE
R, BURFEREMES RAM FIERRE.

&1 B E i E R E| Amazon S3 HIEEE18
MREREEERERZE Amazon S3 HWIEEEIE , FHTTHIEE

« fRCachePercentDirty#EHFER 80 HU L , BIERHEEAERIHMENEES LEERF
Amazon S3 HREFR, EEERERRER N LEBRE, 18— 2 EREER , SRERF R
BAEE,

« MR CachePercentDirtyiEERE , FREIoWaitPercentSiZE, MR IoWaitPercent XA
10 , BREETHERAERNEREREMFERE, BB AHERER (SSD) MEBEAMNRE , &
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= NVM Express (NVMe), MREEEGIEBHER , FESFEAR A E R EREERR 2 EREE
i, ARAMEE,

« WIRS3PutObjectRequestTime, S3UploadPartRequestTime,
2 S3GetObjectRequestTimefRE , BIFTREFERBRE, ERIMENBEEUREREBARSE
BERH®EE,

B HBREEITHY Amazon S3 IRELLTAEE S

R IR AR ITHY Amazon S3 BR{ELLTEHIE S | M EFilesRenamedigi®E., £ Amazon S3
FEHTEGEIRENEAEARS. BILIERURAREREHDEGBRIENXE,

&1 Amazon S3 HEEFRBPEFRIESR

MREEEFIRE LWERKRRMAE Amazon S3 REFITEH , FMEFilesFailingUploadig &,
MREEREELE XK LERK , FRECNETHRABER, EXHLELANE  BESLEN —EET
RRBH , HP I EERZXBENESFEER.

CHRERGEBRYM , ABAZFERBFLEHER

NRERFEROEBRY , AIRAZERFERFREHER BT TIEE

« WRCachePercentDirtyiEHER 90% HA L , HARBEE L BEANTAZE , EHERFE
BRI ESHUENTEA. BEEEFERMELEZE Amazon FSX 5 Amazon S3 WiRE |, &
Z(CloudBytesUploadediBtE, #ZieEEWriteBytesiEE , ZIECE BN KOERFES
ARBENEE, MREHNERFERE AEEL EEZE Amazon FSX 5 Amazon S3 WIREER |, 5
BINEZRMER , UEZDEEROTEOKRD, HE , ENLEEE,

- MRBHEEKXY , BCachePercentDirtyEZ/ R 80% , HIERMEWEBZIAF &
B, 2 SMB , &9 A PowerShell 54 Set-SmbClientConfiguration -
SessionTimeout 300 FRIFHLLREFRE, HTHBTERBEFERA 300 ¥,

&= NFS , FHFEAFKhERAREHEN SN  MIERREHE,

REFEERAZ[E
MBAMMEH TR SR , £TE FHEAHRIERDG B,
*H
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s BN XHHERERIEAMRRE

s BERABUERAE

- SMB ERAEZFAFZEBIRNFISG ZE

s ZEXHHZTELZ ARSI S3 7R

o EEA X EEREWN S3 FRA

o FEEFEREEMBIEH SSE-KMS B EMERKN S3 FRETNER

- ERATHRERAEFN S3 FRATEEETHNENRAREFELENHAZREREINAR

- EEARA TYRREZEFHIE S3 Z#1EE , Amazon S3 XA BB TaE 2RI S3 RN ZERA
- ¥ S3 FRMHNERTERME Storage Gateway #

* ACL AR N7 HME1E

- BITERRIER  BHBBEMETR

BN HRAZEFERIBNRE

EIENERASIFAEVE | HARREA CREATING (BIH), BERAZTEV%R  RESERA
AVAILABLE (FT ) R&E., MREBIWERJZEHE CREATING (B H) REE , BT T HIEE -

1. F51E https://console.aws.amazon.com/s3/ BIEX Amazon S3 £ A&,

2. MR RERASFIMGH S3 EFRELE, NRBEFETEE , BTUEN, BEFEEVR
EEAZRESE LS AVAILABLE (ATH), MEMNAEY S3 REFIBNFMEEN , F2ELRTF
BT B8 9 Amazon Simple Storage Service A5/,

3. BTN FITEEBEST Amazon S3 REFEBMGERAA, MEFMENR , 5528 Amazon
Simple Storage Service fFREEEHPNRFITR G AR

4, BHEELARER S3 HEIFEN IAM ARG IERMNEFT |, WS S3 MEITEYA IAM BURHWE
R MEFEFHMEN , F28 R TE Amazon S3 RFIFEBHNFEE.

EEEBUBERAE

1. MREBRAERAZEHEE CREATING (B H) REMBEEVERLAE  BREIECHERLEM
MRS S3 REEBFE. WHENMATEENES , F2EL—BNWEN XL ZEFEAIEME,

2. W8 S3 REFEEEFEE , 5B EAWS Security Token Service E CEV ERAZHNEFHEKA,
MARBAZEER , BETLRA, NENMRAERAWS Security Token Service , 552 BUAFE A
AWSSTS 7£AWSRegion ([E13)F#IIAM User Guide,
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SMB BRAEF AT ZETEANFIS &

SMB ERAZRLUTRE :

1. BRI A FinE R E R E Active Directory MeF&EFE SMB iR E , BRI TH#HERA
B :Multiple connections to a server or shared resource by the same user,
using more than one user name, are not allowed. Disconnect all previous
connections to the server or shared resource and try again.

2. Windows £ E TR RIFERIIMERFTFM SMB ERHE | EFNSHEEINEREIR RS
P ENHER.

3. Windows F i & £ [5] B 4 & 55 & /7 BUA R A8 (5 & B i B9 Active Directory SMB R £ =,

ZRNHEREEEZRARIE S3 FFEHE

BEMTRBERE SSRETBANZERRAZREA—(E S3 RFFR. EEF ESEMEETAN
R

My RMRBERAAF—EERAZERA—E S3 AR, £BY —ERFIEBCR , ENFTE
LRERAZHEBNACREAMENE. WEFHEES , F2H *E;’E/it;% EX U0

R N M LERERY S3 1R

MREEERIER LET S3 REFRE , BIITTIERE

1. BEERLRERT Amazon S3 BEXFEMENFIE K BEXRLEIEMN S3 BEITR, MEFHEE
A, 2B FFY Amazon S3 FEETE M FEUE,
2. BEBVRETENACGEREA S REEFEBNG T, NEHMEN  F2RE EXEEZHKEE

%o

3. MREHNHHEEIGEA SSE-KMS E1TIE , FRAEXHHLZHHHN IAM A3
&kms:Encrypt. kms:Decrypt, KMS: EF 1%, kms:GenerateDataKey , Flkms:DescribeKeyFF
A, MEFMEF , 5528 T, £ Storage Gateway FRUE 2 BEBHBER (1AM BUR),.

FORE AR INE UM SSE-KMS IEFRER S3 FREMTFNER

MEBEHBERETINE |, f SSE-KMS ( FHAWS KMS— ST EH8) S3 fZITEAEREEE , Amazon
SSRERXFEREERETEINYHTEER SSE-KMS NF, RBERT , SSERXBEESHEHKE
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BB A S3 AT | AL Amazon S3 (SSE-S3) EEMAMRFIKNE, SEARETIEHEE
SRR INEE o

EESTEMNFRAMGH SSE-KMS #HZBECH AWS KMS €88 |, B4 ERA SSE-KMS &%, BE
ERM , BEREIERRAZRERM KMS €881 Amazon Resource Name (ARN), 7] LA 5 F
UpdateNFSFileShare 5 UpdateSMBFileShare API 4 , EFEERAZM KMS FRE. WE
FEAREHREFERIE S3 HENEINYE., NEFMAEN , BF2E FANERMNBEAWS KMS,

R 7T HRRAZEI S3 FRBPERETHER RS ESEXXH
HEFEIHAR

MRIE S BEAEBTFES —ERAFREANYH , BN S3 REFEBYARATESGER , E1 S3
REFrERRATRTREETNN. ER-—FEAEMBELNRE , BEREREBNER,

YRR AR B R IBAK S3 RFEITRMEE  BERTFAZERRUHNEIRUFREER. SERBIAESE
—EXSIH ID & , fliifilel.jpg : ID="xxx"Ffilel.jpg: ID="yyy", EBZVWHHNEERHE

£ BHEH Amazon S3 £WIBHBERES, WMFEIEL Amazon S3 BIEMFEMER , B2 EARE
BEHEINYHEm B EEPHAmazon S3 B ABIER.

EEMBRRAZH YR | 4SS UMBRER MR ERE TR, RA S3 REFRETE S/
K AT BR 57 R R A 22 1B 9 4D 44 o

£ S3 File Gateway F , REMHRNEHMBERIESMETRHESR , 88 S3 METEBPRITRNY
o S3 ERMESZREMRENMAIE[ARLHERAIG. BRERK  ZEDNENERE K
MERE, EENERAZPEAERR | S3 File Gateway 8 LN ENR RO B4 , X
H B AN & B A B AT R AR AR

I&HY S3 File Gateway SiFBER RHIRAERN , MELHWEARRNAFIEE S3 T BNTRA |, &
IS EFEERRRRA, EZEENRHTROYH  FREEEMEH RefreshCache APl BIESR E#
I 0 RIET Amazon S3 EFEFE T YHE PR,

/A Important
EMTRBRRERAZINEYHIERE ALR S3 File Gateway S3 f#FATH.
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EEARA THRRAIZESIM S3 FREMEF , Amazon S3 X BB ES L
2 S3 ¥R ZERAK

RAYRRAZFIR |, B BESERE NFS T SMB &/ i XA TE8RXEMFHE Amazon S3 EIE
HHERNZERAE. ATRUREHE S3 FRATRIEZSEBBRTRANG R :

. BXH EEF Amazon S3 % , NFS 2 SMB & i%1E Amazon S3 4B & S S BF |, S3 U4
BRI L EFEIBRISRNENEIR MR LEEE XY, XHEIUSERAIRFTMRALN Amazon
S3 ¥R,

« EX#H NFS 5 SMB E/FiRE A S3 X#HERR , S3 XHAHBEE S X BIR LEZ] Amazon
S3, RRERHR (FrEHE. KERAF ). LEXHBIRERE Amazon S3 R , EEXHHTH
BEER Amazon S3 HRHTHIR. LIBEKAIZHERN S —ERA , MEEMEREER.

« B S3MHRELERANXHE  CURFEEFE S RTRE AR 28 LEB/NI X4,
ERMN - LRRNIEBEHNEFZARIERANMHNER, EEEH S3RAFFEBINU4HFESE
mi$0

EREEHBNERUSEKBDITENERES T , LEZER S3 ERBUREFES S EHR
A, CEZASMIRAEEEHENBY  UBARE LR S3 BRATHRNRARE, £ S3
R B AR ESER (SRR) REEHER (CRR) SEMAERNEREZE, NEESHHASE
5, BREE.

/A Important
BB AERRAEFREANTFREZH  F2E S FRFECEHREESRR,

SEFARRAIRFIN S3 REFETBR W AKIEE I Amazon S3 MREFE , RABKERIERTBE R IR
S3 Mtk. ERMBBERT , RFLEMEUBEK , BERUTALRFRZNRABE , TR Amazon S3
EREFRFTEELRAR, MREVAHRAEFMARRRTISENARERTEAE , FREENH
FHERRBERRE, BBERFERN HTTP 503-slow down EIFEEIEM , L EEBYHRR A2 HIRE
o

WMREERE S3 File Gateway REUAYI IR AEH] , FREMHE—WWHESHRE (ID="NULL" ) , &
AUEERZEREICM. FHRVYHESEERE— ID (REBERE), AP4NREREAE
B, AERMNRAZEFHEHRE NFS ERRHEF,
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HEBAMFRART 2% | &1 S3 BEBAEEZD I ERAZFNMRE, ERETTUEFERAE
#o. BEREEMRAEGE , YA EEER—@E ID. AEAS ID="NULL” WAHEREBNHFE ,
AgBERENMAE. BNRETEIENULL ID NEMRE. BEBCSKTNDHERARTOY
fr, EHRHBRE NFS BRRTPIW4H.

¥ S3 FREMME N T2 R M7 Storage Gateway |

ERERAXH L E ARG H B AEEE | Storage Gateway EHBEHR XS HE=ERF., BR
B8 X EHE L E%) Amazon S3 B | Storage Gateway A& BHEIEHEF. HITIHIRER
BB TRefreshCache R EUIBEEXHHREZ LN ER, MREESERRAET |, AINEE
fTRefreshCache i B E XX HZH TR,

IEALAE A Storage Gateway ##|& MAWS Command Line Interface(AWS CLI ) :

- Ef£ A Storage Gateway 2% & RIF&EE , FS BRI Amazon S3 FREBPHE R,
- BEMEAAWS CLI :

1. 11T Haws storagegateway list-file-shares

2. BERHAZHM Amazon Resource Name (ARN) BB BRI EF —RER,

3. #fTrefresh-cache®m S HEIE , 88 ARN fEA--file-share-arn:

aws storagegateway refresh-cache --file-share-arn
arn:aws:storagegateway:eu-west-1:12345678910:share/share-FFDEE12

BE{tRefreshCacheltE , 552 B {AI1E Storage Gateway L B E#1T RefreshCache 4 ?
ACL & 7] R 40 ¥8 B A E 4E
MRFEIZREEE (ACL) FF Al R MR R A SMB ERHAZEHE , BT RE.

EEEHM , 785 1E Microsoft Windows 1 R A R25 s A8 Windows BEREZ FRIFHFT, #E &
HITAHEBENERAZHETHE,

WATERBRER , EHVREMETR

ERLEERT , BT EERE , flNEHHE B EKIBA ACL BE | UREERZER/ARE
kM T T, MRBEREM , S3 File Gateway ELUEE SR ERBREIRRAEZHWIIEY 4,

o, BEREEREAT S3REFETNERYMN. LN SSERFBESGNEESXERREIRE
RTINS, EREFETRESERENNETE,
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= A A E AR REE A

#£ VMware vSphere High Availability (HA) & L#TRER , a2 W EEEREBEHN, NEEE
MEBHNFMES , FSRREDE S T AMEE,

HEZE ST A E—E

MRBLETHAMREE , BUETHER R EFEMNEE,
&

« 1E{E Health REEH]

- BE

1B 1E Health BEIE AN

£ VMware vSphere HA L #{TRER: , FiE FEE S B AR ER Amazon CloudWatch BESfEESET
FIiEERREEA, ELEBANEEALZS AvailabilityMonitor B HEEE R
£}

: Notification 2 37 5a#

. Notification HardReboot

: Notification HealthCheckFailure

. Notification AvailabilityMonitorTest

- Notification ZE 37 B #%

EFE VM EfMER , AW EFBEX. E9LAER VM Hypervisor Management I 13
ARREEFAETRARENRBEAE VM, &t 0] LUTE BB EE 1A A R R E e B SR EFT R ED

REUENE

NREHMBBNKEBERENREMERGLRFEN 10 2EUA , EWREREENER , MAREM
BENEE, NRENMBRECHEBRERINEL  FRENEREEFHENRE.
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: Notification HardReboot

ERE VM ENAEFREE , B2 E| HardReboot BH, EEEFHBE WRERRASIHEAH.
EEMERHEMES, £2 VMware Bi# , B vSphere High Availability Application Monitoring 11T #9
BERAREEBERLES,

REUENE

EREEEEERERHITHE WA HealthCheckFailure BHIREFE , X2 VM B VMware
BN,

: Notification HealthCheckFailure

&= VMware vSphere HA LV RE , EEERERELRKRERER VM EFEENER |, B8
S E HealthCheckFailure BAH, WEH4OESEERTAMNAIRABERZEE  XERR
AvailabilityMonitorTest BHIF., ELIFRAT , A GWSIHealthCheckFailure BH,

(@ Note
138 &N{E B A R VMware &,

REEN

MRLEHERE AvailabilityMonitorTest BHNER TEERLE K BRELEN VM ERFEEL
ERERHE (RF=ME. BERE) ., WREFEHMIGE , FBEXE,

: Notification AvailabilityMonitorTest

MR 2 VMware vSphere HA L& , A SAEEAvailabilityMonitorTest E4LETAIGM A
AMMNERREFEERE.

BE

AvailabilityNotifications EENEMERELER. iIEESHEREELEN T HAMEEEERE
MEBHAEE, /A SumRFTER  ITBRERERRRETMAITAMMEREN. NEEHNFHEE
7, FSEEEW CloudWatch B4,
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MELNIRREER

HASEBLEOBRE  BENREREBIBEEERNNE. SEMETREEETENERMRE
(VM), FEAS, AREFRIIHMES, NRBEHRE  BAEBERRTISBESHPHNERRE
BREH.

/A Important

Storage Gateway B X B E &L EEFEF = Amazon EC2 Amazon ¥ (AMI) FF& 3L
WIRBERFEE VM, EENFEE VM #4EBE  SRAFNEE , XEATIETREENE
PERZEZFE,

ES- |

 PEEHNAYE B ALEREA IR TE

- RHBEBRENEFHBRERE
- REZAENCERTFONERESR

RERSNY E R B IR E

WREN VM RFFEHRREER (PIEE) , ENFERSELERE, EEINERERERR , £
FEM AT LERLFRREREER. TIHREAVELKRIMNSER  BARERENER

- MRPEISHEREREE , SUNKEDEHILEE, MFNMARERERNES  F2RAUERE
B B A AR 4

- MREHMEREMRERUSHENEE  UBCERBNM  TNERCHER. BRNAER
ERNER  BSHTIERRERHIN S,

fe b B MR &R FRE IR E IR

MRER R WS | RARBRBEHER  FATISRERENEH

- MRBLEHENRERRDNERERENHERBER , FRMARE. ENHEEREEFTRBRE,
- MRREHHRERSHELFN , FRAMME, ERRIEE. ERRIFEFURLETREFE.

WEFMES , F2H LHBARENEFHERERE.
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1&/\\\/£ﬁﬂ-22ﬁ*sl' I:F' /B\EI\J @Eﬁ*ﬂ_

NRENFEEHERFOEARELERRAMEEZFN , EUURERERITEER D ON S —ERF
&, HERE Amazon EC2 #TEBRFEENRE, MREEELIFNMSE —EERFL , RMEREE
Amazon EC2 #{TER LRV MIE, SEFENIRIAREEERNREEEE,

RELZEMCENPONERFEERER
HERERFE  LEBFHERAERFINISERFTERMN Amazon S3 REFTHE,

1. £ Amazon EC2 =¥ BV NBAFNEREE, WEFHMEN , 528 £ Amazon EC2 = #
FEEBERREE,
2. HEEREIWEC2CHELBUFNERAEEZ, MEFMENR K F2H "1 BIERAE,

3. BEMNERAZHEEENA/ R, SERFINTSEEERENN S3 FETE, NFFEE
,B2HE "L 2 %ﬁiﬁﬂi"‘ﬂ’]ﬁ# t=,

%II

REEEMZENPOLNERER API fR7s 2013-06-30 258


https://docs.aws.amazon.com/filegateway/latest/files3/GettingStartedCreateFileShare.html
https://docs.aws.amazon.com/filegateway/latest/files3/getting-started-use-fileshare.html

AWSStorage Gateway EREEmR

Hh Storage Gateway &R

EXRERD , BAUKIBARAWSHE=F&E., TENER A UREPERESEEREZ
Storage Gateway XM E .

E3

- THRTE

- NSEREENRASR

+ fEFIAWS Direct Connectf§ | Storage Gateway
- EEEER

- ERERE

» 7% Storage Gateway ERMER ID

- REFEEEERMNLER

- FERABIREHAWS Storage Gateway

- BE

- FRRERELR

N =R, =
FHERTE

*&E

+ X VMware of Storage Gateway

- ASHEN VM BE

« £ Amazon EC2 F# F SEEBERMEE

"

ax £ VMware of Storage Gateway

BLiE VMware to Storage Gateway & , B4 EF VM RREEEEEFRE, BRE VM UEHERFEME
ALERCHBREHSE  URERREEAIERE VM cER R EREHNSE,

&

« [EF VM B B BRG]

- B Storage Gateway & VMware & 7] %
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ERAEER

EEAR:AEEES 1=

BERYBALHRE , &
FERY VM LR BRI EE
¥ B B [E) 25 HL A ] B A B B

/A Important

MATEE VM BEEIREREES , mEETHREBRE
WERE, A%, ZRETHREE K YEFERREEH
B E (NTP) fAIBRES.

FEES VM BREEEMER , FERIEBARME.

Bl VM B [ B2 3 R B

1. B|RE VWM K&,

a. 71 vSphere AIF IR , BIREE VM WRE (RE#) 1BE |, AREE Ed

E)o

Virtual Machine Properties (FE#iH#425 B 14) ¥155 75 $R FE BN BA AK.

File Edit View Inventory Adminustration Plug-ins Help
a = | £y Home b 2 Iventory b [l Inventory
> G0 G Do R

= [ 105625245

myAWSStorageGaleway

() [myAl

(i MyExampleC

£
%

B o |

Poweer [ 3 urce Allocation | Performance
Guest 3
Snapshot 3

Open Console

are computer that, like a
operating system and

yslem installed on a virtual
erating system

Edit Settings...

Add Permission... Ctri+P

Report Pedormance...

ine is an isolated computing
iMual machines as deskiop or
As testing environments, or 1o
oS

Rename

Open in New Window... Corl+Alt+N

Remove from Inventory
Delete from Disk

Bts. The same host can run

R L

b. 1#I1E Options (BH) F&R , ARBEFEEBEFH VMware Tools,
c. ¥EHX Synchronize guest time with host (R e & iF B EEE#) 18B1E |, ARBEIE OK (FEE).

IEfE, EAEH ,
KA, UAREREE

it Settings (HREERY
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VM RS HKFREEEH,

5 myAWSStorageGataway - Virtual Machine Properties

Hardware Cplions ]stalms |

Sektings Summary Pewier Controls
General Options myAWSStorageGat. [SI‘;..IE Dovwn Guest
M | VMware Took Shut Down
M | Power Mana gement Standby 1] |susp¢nd
Advancad D Power on [ Resume virtual madhine
General Normal
CPUID Mask Expose Mx flagto .. @ [Rﬁt’t Guest
Memory/CPU Hetplug Disabled/Disabled
Boot Optians Delay O ms Run Wisare Tools Sopts
Fibre Channel NPTV Nens ¥ After pawering on
CPU/MMU Virtualizstion Automatic
Swapfile Locabon Use default settings F After resuming
¥ Before suspending
¥ Before shutting down Guest
Advanced
[~ Check and upgrade Toals during power cyding
W Synchronize guest time with host
l—“_— VT

ERE BT

ERNEEARNIMEENTATRER, MBESMADETIMEE BT THNSTBREENE
$ T NTP {@/RSS.
a. 7 VMware vSphere FAFinH , REBE K HIEE vSphere = HETRE | A% 1EFFE Configuration

(HE7E) B&.

iZHY Software (¥ 88) E4#R P # Time Configuration (EFEIAKE) , R1EI1ZZ Properties (B %)
B,

C

Time Configuration (FFR4HRE) ¥55HRBEEN 3],

=

X E
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Eile Edit View Inpwvestory Administration Plug-ins Help
ﬁ [:] g heme b g8 Imentory b Bl Inveriory
& @

5[5 106064200

lecalhestamazon.com YHware ESXG, 4,10, 260247

Time Cenfiguration

General

Date B Time 1423 yIsfzene
WTP Client Ropped

WTP Servers -

Shwage Adapters
Network Adspters
Advarond Setngs
Pnnes Marggesent

| Software
Ligensed Fealures

|- Time Corfiguration

c. 1E Date and Time (A HIFEFR) EARS , 52E B HAFE”E,

(%) Time Configuration ﬂ

General ]
—Date and Time
Set the date and time for the hostin the vSphere Client's
Iocal time.
Time: 22228 P ==
Diate: |wednesday, Jaruery 25, 2012 <

Mote: The host wil hande the date and time data such that
the vsphere Chent will receve the host's data in the
vSphere Client's local time.

NTP Configuration
Outgoing Port:
Protoools: -
! Opbions.
| = I Cancel | Help |

d REFHEHREDZHEEERE NTP [RS.

i. 1#$F Time Configuration (FFE#HAE) ¥I5E A HY Options (EIH) , ARETE NTP Daemon
(ntpd) Options (NTP #% B2 (ntpd) 1#18) ¥FEH RN A B K I1EIZE NTP Settings (NTP

ARTE)o

=
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( ) NTP Dasmen (ntpd) Options e |

General

[P Setings ] et

o | | |

[ Restart NTP cervice to apply chamges

[ ok | cocel | heb [

i. BREE A (FTi8) LU NTP fafR=R.

iii. 7£ Add NTP Server (¥ NTP RIfR2%) ©FEF P , @A NTP REFZ BB EZ BN
IP thiik , REIEEF OK (FEE).

BAILAERA pool.ntp.org , WM T BIEHIFT R

(@ Add NTP Server e |

NTF Server
Address: [p-:u:-l.nt:-.ard

(o ] _cmt | o ||

iv. 7E£ NTP Daemon (ntpd) Options (NTP # B2 (ntpd) 1#18) $iFE AP |, BELERKT
B General (—f%).

v. 1£ Service Commands (R @) BHEH |, iBIE Start (E)) LABKEN REE

AR, MREBEI NTP ARR2ZE , IWRNTES —E2Z , AITEENRBR
%%, SMERFTR A ARES.
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() NTP Dazman (ntpd) Options S |
General [N
TP Settings 51:;.5 e
Startup Palicy
" Start automaticaly l
¥ Start and stop with host |
" Start and stop manualhy
Service Commands
Start | |
o« | cocel |  pen |
e. IZIE OK () LAE8EA NTP Daemon (ntpd) Options (NTP #BIfE=R (ntpd) i&18) ¥EEH .
f.  1EIE OK (FEE) LABARA Time Configuration (FFREIAARE) ¥EEH .

FEBLfE A Storage Gateway & VMware & 7] 1%

VMware & A A £ (HA) 2 —% vSphere T , AIRRHREENZERE VM 2 EBZ BRI

fE, VMware HA WZRFERAZEREARENTIH , Atk , MRHITHE VM B EHHE |, Bl
EEENS—EXRLEEBHEFIEE VM, IE VMware HA EEEER |, 552 VMware HA : B
FHZEEBE VMware B A8 L,

= EHFH Storage Gateway B2 VMware HA |, BE#1T T 5I5E :

« %8 VMware ESX.ovaREHEEN —EE# 8 E Storage Gateway & VM WA FEHEH,

- B .ova Bty , FENTEEEIMABNERENE, Mkt , FREETEEMETIUT
BMNERENE, MREEMEIHABHNEREZHRE  METHHFE , BITTEEIREENHME
BERERRR K MEREBER S —EEHTETERI.

- FRABEERER, MREE ova ENHNBEEEE  AIBERRERENTMEEIREM, RE
RO EESBEEREEFH I,

G EEN VM EE

SHEEREE VMware ESXi LW FE , SREERCEERFEHIFEILR VM KR EHE D E R LR
ZREELEER, WEFMENR  F2H B VM BEET#IEE, $H¥7E Microsoft Hyper-V EE&
MRE A ZRREEAATRANEFEHRER VM WEE,
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BRI A Hypervisor FEE E BEHEES AY B R ER AR BR IF R I XE (NTP) A RS RS

1.

2.

3.

4.

BALFEBAKER

NFEEA VMware ESXi AR ANFMER , FF2EEA VMware ESXi FEUREAHE 2

!
L
jELo

« WFEE A Microsoft Hyper-V A 2R AR FHMER , FS B LM Microsoft Hyper-V 7ELEIE
ZFi%éEE:J:FJc

« WEEA Linux BOEERBER (KVM) BEAEERS0NFRE
FEAHEES,

f£Storage Gateway HHREFEEHR K WALR T REFEERE,

ﬂh

A, F2EMFEA Linux KVM 72EL

AWS Storage Gateway Configuration

BHAHNBHBHHBHEHEREAEH BN HERNBRE R AU RN EHE R RERARE BHERRRRERREY
it Currently connected network adapters:

R

it ethd: 18.8.8.45
HugnEERAnERRUERRRABRNAARERRNEERANERRANERROHBERRANANEARE BORAENARERDAN

1: 5 RS oxy Conf iguration

E
m Resource Check (B Errors)

Gatewaly

Enter command: _

ERFEREEEEED  BALATEENES RRKB,

System Time Management

1: View and Synchronize Sustem Time

Press x to exit

Enter command:

ERRIELAERE VM WEBE NTP KERY , F@A y. 58, @A n,
BREAy WETES | AL ARFEE —LERE,

UTEFENERNRARTERETRERLSHN VM.
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Sustem Time Management

1: View and Synchronize System Time

Press "x" to exit
Enter command: 1

Current System Time: Sat Aug 22 88:33:41 UTC 2815
Determining current NTP time (this may take a few seconds

Your 3torage Gateway UM system time differs from NTP time
by B8.217617 seconds

fi sync is recommended if the time differs by more than 6B seconds

Do you want to sync Storage Gateway UM system time with
NTP time? [ysml: _

LTERHENERERNTEEETRERIH VM.

System Time Management
1: View and Synchronize System Time
Press "x" to exit

Enter command: 1

Current System Time: Sat Aug 22 BB:33:41 UTC 2815
Determining current NTP time (this may take a few seconds

Your Storage Gateway UM system time differs from NTP time
by 61.217617 seconds

A sync is recommended if the time differs by more than 68 seconds

Do you want to sync Storage Gateway UM system time with
NTPF time? [yrsml:

£ Amazon EC2 =# F B ERE

#& T 4E Amazon Elastic Compute Cloud (Amazon EC2) #1T{E L BN AEREE, EXEE
Amazon Machine Image (AMI) A2 5 2 AMI,

£ Amazon EC2 #{T{E & LS B RE

1. £ Select host platform (ZEGFEE ¥ &) E@E L , i#E Amazon EC2,
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2.

10.

i##2 Launch instance (FXE)#11TE88) RXE) Storage Gateway EC2 AMI, RAEASEEFH E @ F
Amazon EC2 12 #& , Zt ALUEEHTERER,

ESR2 . BEEFTEREREERL  EELHTARNERER. FeREREERNWHTER
BHAE T Storage Gateway, BFEEN md.xlarge HTEEERRG K ©HESEEAELEEEN
RIEER, MEFHER L F2E FBEHE VM WEEE R,

BER  BRNERBHTERZREHTERO K. WEFMRER
/N Amazon EC2 Linux #8417 {E B 65 & #5R/.

T
s

B T, FAREHIK

® Note

BLEHTEBERE | $$FIR IBEC2, €# A NVMe SSD ik, efEEEREBHEIL
ERFERELRE ; flin , FEREXREMNER., EECachePercentDirtyAmazon
CloudWatch £ , MERES28 /0. FEE—F THREENEZRER , 52 Storage
Gateway 15EEEHE 7 CloudWatch X EH ., % Amazon EC2 #1TEIBEEFRMEF
& , 552 the section called “Amazon EC2 #1T{E & BRI ER”,

B Next: (T —F ) REHITERFAEA

ESR I RESTERHAEAEES , BEBBHIERLE IP. NRENBITERBERLEH
PRAFEZ1FEN , FEfEFR Auto-assign Public IP (B &8Ik E IP) 5%4 Enable (BtA). WREHHIT
B B8 R R ABPRAARR 17H |, 554 Auto-assign Public IP (B B8R A IP) &2 Disable ().

BRARIAM B&F | #ZEAWS Identity and Access Management(IAM) & | BB EEEEE
A,

B Next: (T—% ) #HiBRE

EXBR 4. EFFEEEL  BEFENSKAETENEISNERFESTEE, ZEVFER
E — 18 Amazon EBS iRk E M REGEEZEER,

BENEBEA) . 5EERE (H/NME) 150 GiB B EERE (&R AE )64 TiB

ELBS EERERL , AUAZRAERMERENHTEE, REBIBE Next (T—F) : 5%
EREEAE,

EXR6 . RETSHAERL , $HHEEERMATERNESEREFEH ABRA, BATLIE
MNEFNZEEE  NBERENEZSEA,
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11.
12.
13.

14.

15.

/A Important

BT Storage Gateway B Secure Shell (SSH) FZEUiw A4, , NFS AP iRiEEEFE
HnEEn, MEFMEEHR , F20 #REp IEER,

2 Review and Launch (#BFIRAED) AR B A AR RE,

ESR7 R TERNBBER L , EERH.

£ Select an existing key pair or create a new key pair (ZEURE£BYRETFHSEBY) YR
FRH , BIF Choose an existing key pair (BIERELBY) , ARENBERERFELN SR
¥, EfeRiER , FBIRIE acknowledgment (FEFR) 1R , AZIEHE Launch Instances (B E 11T &
),

IEREHRERER , EHENHTEEREERE,

EE View Instances (1R 1TER) BEAEFEERMRE EZEE, B LE Instances (B1T1E

B EEPRESHBTERMKE. RBBTEARERER, ELAMBHTERE , HUBKER
pending (7). EHTEBMEE , HAREEEE A running (IEEHTT) , XIKE|IAEH DNS &
B

BELNHTER  CTHEARE  AREROERIAWSEEH , LEEENEERE.

BRI LAE A Storage Gateway £ A HEHAWS Systems ManagerZ ##F.

HE¥E AMIID

1.

& AAWS Management Console , AT 5 Storage Gateway 12 &l & https://
console.aws.amazon.com/storagegateway/home,

i#1Z Create gateway (I E#E), iEIZE File gateway (ERREE) , REIZZE Next (T —F),

#£ Choose host platform (EB##EFEEF¥ &) EE L , #E Amazon EC2,

BIZREHTERRE Storage Gateway EC2 AMI, RAESELEFHEGE EC2 HE AMI H
H , B LA fE I EEAWSURL W [ESE,

HE IR A LLEH Systems Manager SR FHE, B LAEAAWS CLIZE Storage Gateway API
EHTEZEET S Systems Manager 228 /aws/service/storagegateway/ami/
FILE_S3/latest., #il0 , AT %I CLI 5% , IREIB &l AMI 89 ID , TMIAWSE1H,
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aws --region us-east-2 ssm get-parameter --name /aws/service/storagegateway/ami/
FILE_S3/latest

CLI s mEEE AL T,

"Parameter": {

"Type": "String",

"LastModifiedDate": 1561054105.083,

"Version": 4,

"ARN": "arn:aws:ssm:us-east-2::parameter/aws/service/storagegateway/ami/
FILE_S3/latest",

"Name": "/aws/service/storagegateway/ami/FILE_S3/latest",

"Value": "ami-123c45dd67d891000"

WS ERENRA R

EENMBLRENBAER  LXEORE VM EIX Web R , FEERIERASR/NEREM,
R AEReMARET—BESHESER ActivateGateway API BifE , IEELRBENELE, MFEFM
&, 28 . ActivateGatewayH #yStorage Gateway APl 2%,

BEEE VM BIENBERTEAWSEER AN EE, ENEQECEREEN URLETERA
activationkey WE#HFHES Y, hEHFESHERLNMASER, EHFTENERINT
http://gateway_ip address/?activationRegion=activation_region.

&

« AWS CLI

* Linux (bash/zsh)

* Microsoft Windows PowerShell

AWS CLI

BN REITHERE BN BARENRETE AWS CLI, EEHTIHEX  FEBAWS Command Line
Interface EFA &SP HELRH -
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#£AWS Command Line Interface

it

L ==

< EAWS Command Line Interface

ba]]]

LA S50 88 7R tn Al 5 FHAWS CLIER{E HTTP [EFE |, 4T HTTP EEEKEERA LS,

wget 'ec2_instance_ip_address/?activationRegion=eu-west-2' 2>&1 | \
grep -i location | \

grep -i key | \

cut -d'=' -f2 |\

cut -d'&' -f1

Linux (bash/zsh)
T Y FIEE R A{AI £ Linux (bash/zsh) #EEX HTTP EIfE, AT HTTP ZBEEEEMA BN AR,

function get-activation-key() {
local ip_address=$1
local activation_region=%2

if [[ -z "$ip_address" || -z "$activation_region" ]]; then
echo "Usage: get-activation-key ip_address activation_region"
return 1

fi

if redirect_url=$(curl -f -s -S -w '%{redirect_url}' "http://$ip_address/?
activationRegion=$activation_region"); then

activation_key_param=$(echo "$redirect_url" | grep -oE 'activationKey=[A-Z0-9-]+")
echo "$activation_key_param" | cut -f2 -d=

else
return 1

fi

Microsoft Windows PowerShell

T % &5 451 B 7R 704A] 5 FA Microsoft Windows PowerShell #8EX HTTP [EIfE, S|4t HTTP ZE & EE A
ok {: P

function Get-ActivationKey {
[CmdletBinding()]
Param(
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[parameter(Mandatory=$true)][string]$IpAddress,
[parameter(Mandatory=$true)][string]$ActivationRegion
)
PROCESS {
$request = Invoke-WebRequest -UseBasicParsing -Uri "http://$IpAddress/?
activationRegion=$ActivationRegion" -MaximumRedirection @ -ErrorAction SilentlyContinue
if ($request) {
$activationKeyParam = $request.Headers.Location | Select-String -Pattern
"activationKey=([A-Z0-9-]+)"
$activationKeyParam.Matches.Value.Split("=")[1]
}
}
}

5 FHAWS Direct Connectf£ | Storage Gateway

AWS Direct Connect& #5181 A ZPHE RS E &£ E] Amazon Web Services vice £, #HAWS Direct
Connect , U ASRZETEEHNERETER , EERNEEHSHEEMAWS,

Storage Gateway R A G ixE, EFHAWS Direct Connecti&#% , BRI NEBYAEEERE , &
FFMENHZE Storage Gateway Bk B, N B ERTESKIBERERER PN BRERRERMA

#, Storage Gateway BR# 2 3t #& w87 B ] LA A & —AWS [E 15 £ BAWS Direct Connect{ & , 1]
DEFRMBAWSEF,

T E#&~ T AWS Direct ConnectE2 Storage Gateway B &,
THREFRFRECELEEEENFE
8 FAAWS Direct Connectf# F Storage Gateway

1. BIZIEIAWS Direct ConnectiR 5 EE & B H /0 Ed Storage Gateway #& 4w 8 B 2 BRI ER
ME MM EIGEZNEEMER , 552 AFIAWS Direct Connectd BAWS Direct Connectf i & 15
Mo

2. Connect #2871 Storage Gateway & {HE#REIAWS Direct Connect#& H 25

3. BUNEEEAE  ABRUBBARXNBRELCHWRISHNBRMAEE. NEHAEA
# A E P AWS Direct Connect{E i & 15,

E
W%
&
5
2

BB HEFAWS Direct Connect , 552t EZAWS Direct Connect? 1 BJAWS Direct Connect{E
ZI8m,
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BEEER

Storage Gateway FEE T HIEZBESEETIRE, EEEREMEREERER , t2FMERERRIGFES
AWEREE, FLARKSEFNEREFTENERE, £GP , BUUKEMEEZENEFIAR SE
FEEFEEEENEE,

ERRE

TERERERERFERFRMAEEE,

Microsoft Active DNS
Directory
t 3
5 DNS
NetBIOS/LDAP ANTP *
b
v HTTPS Amazon S3
GATEWAY
1
7 SSH/HTTPS
— o —- — —
AWS Storage
File share File Gateway Gateway

client

T HTSrPS L .I
2 \—.

HTTP/HTTPS 1
l .

Amazon
Cloudfront
Traffic X 4
——
Light
Medium Web
Heavy a—— browser

LTAMERMEREERAERE  AMEREBE#MSHEREMAS,

EERER API fR4s 2013-06-30 272



AWSStorage Gateway

ERAEER

fiE

Storage
Gateway VM

BHI Web Bl
B35

BE

Amazon Web
Services

Storage
Gateway VM

BABE

B G E
& (TCP)

TCP

ERE

443 (HTTPS)

80 (HTTP)

AT

AR Storage
Gateway VM
ZEAWSHRE
I, AR
Bim AV E A
, B2 E 1t
FFIZEIB B N AR
FER AR
AWS Storage

Gateway 1%
B

HAARERE
EN{§ Storage
Gateway X
A&,
ABEER

F Storage
Gateway &
B, T8
EAEEE
80,

FREE VM
TEEREE
1£ 80 Al B
TPEL, EHEE
80 FREM 7
HY 42 PR AR Bl EY
RN IE RV R B
RE. MRE
—RUFRERE
EEFEAR
BFE , IR
EREXEA

BEERR
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ERAEER

Storage
Gateway VM

Storage
Gateway VM

B5E

1 B AR
(DNS) fal iR 27

Amazon Web
Services

Tl
illll
S0
Fit

FEREER
SEABE
(UDP)/UDP

TCP

53 (DNS)

22 (XEBEIE)

RN

AV E R LA BE
REEEER
EiwH 80 HY
FEUER,

AR Storage
Gateway VM
B2 DNS AR
EZENE
Fo

75 Amazon
Web Services
vice Support
FEHUER RS

B, UinBhEe
PR RIER
B, THEE
16 I 32 B UG
FER ERIR
EfER | B
1TER B HE RIS
FEAR.

EEEER
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7t B5E BABE ERE RN

Storage B EFEE UDP 123 (NTP) R AR

Gateway VM (NTP) fAlfRES #& VM Y B
] B2 3 M BF R
B, FHE
B VM &%
EREAT
5| NTP {al fR
2% :

* 0.amazon.
pool.ntp.
org

* 1.amazon.
pool.ntp.
org

* 2.amazon.
pool.ntp.
org

+ 3.amazon.
pool.ntp.
org

Storage Hypertext TCP 8080 (HTTP) BEIFER
Gateway & Transfer J:: R
BeEE Protocol

(HTTP) K&

TR ERAERERRK (NFS) RAMRFAEEHR (SMB) BAGESHHERFEXSERENIEE
iR, ELERBRARREREAERN 2.
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ERAEER

Sl e S
2l

98
i

ol

1 ERHEAF NFS
fi

SMB

2 Web 2IEz8 NFS
SMB

3 DNS NFS
SMB

B E

Ji W T

TCP/UDP 111

TCP/UDP 2049
NFS

TCP/UDP 2004
NFSv3

TCP/UDP 139
SMBv2

TCP/UDP
SMBv3

445

TCP HTTP 80

TCP
HTTPS

443

TCP/UDP 53
DNS

>

v

v

&

v ERAZERER
(PR NFS)

v ERAZERER
(ZPR NFS)

\/ g*/\;ﬁﬂ%ﬁl
(R NFS)

v ERAZERE
B T E PR B AR TS
(2R SMB) ; &%
Microsoft Windows
NT F3E &R AHE
EIZIR 137 —139

v ERAZERE
I TR ER AR TS
({#BR SMB) ; &%t
Microsoft Windows
NT A E SR ZA<EUE
EIZIR 137 —139

v Amazon Storage
Manage Manage *
7Ba (ERA)

v Amazon Web
Services B F 2

B (FTE HMgE)
v IP & EREAT

EEEER
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R OWEETE ERAZE BAHE 2 & #gdH =BT e
]| < Eid] 72 A R
b =2
4 NTP NFS # UDP NTP 123 v v i i 2] 5 AR 7%
SMB
5 Microsoft SMB UDP 137 v v Z2BER®E (TRAR
Active NetBIOS NFS)
Directory
UDP 138 vV v Rk
NetBIOS
TCP LDAP 389 Vv v Directory System
Agent (DSA) ; AFE
U I AR
TCP 636 Vv v LDAP-Z£EETF
LDAPS [ (SSL) LHyER
ENEBFIGE
(LDAP)

6 Amazon S3 NFS HTTPS & 443 v Ve v HEERER

SMB &
7 Storage NFS # TCPSSH 22 v/ v v XEBE
Gateway SMB
TCP 443 v v EEFEA
HTTPS
8 Amazon NFS # TCP 443 v v ARA
CloudFront SMB HTTPS
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EARE B

HEERETHUKRBERE VM <& , IERNBARE, EEATHER , EFEFE VM IP
ik, BATMAERENAEEESES IP thit, BBALXEERES  URIFIEEEEERIE IP i
ko

SHEERSHEMBENFE , SR URER(CEERFIS IP ik, $¥ Amazon EC2 Fi& , &
A LA Amazon EC2 B X AHUS Amazon EC2 HI1T{EBEAY IP thit, BEE 7 {TEEREMN
P ittt , FSBETHHEHAP—IF .

« VMware £# : FH VMware ESXi FENEEAEERA

 HyperV £# : £/ Microsoft Hyper-V ZER BB A E 1L 45

o Linux BB EEHES (KVM) =8 : £/ Linux KYM FEFEEARE T2 A

« EC2 =# : 1f Amazon EC2 #H15 IP #bit

ERRE P it | BBiR T E. A% , JRE Storage Gateway A& , WHEFIEAFE@A IP i,
# Amazon EC2 E£#HZ IP it

EEMSHEEIBFEZ Amazon EC2 #1T{EEA IP i#bil |, 583 A EC2 SI{TERENABEIRES,
% REIELEEERIE IP #it, MFEER , F2H .

B A LA Amazon EC2 B2 X1 AHE IP thit, BEREFEALNE IP it FUKRA. EEWMSLE
IP it | FEFEAERF 1, RBZEERAFEHEN IP it , F2EEF 2.

BEF1: £AAE IP huERERE

1. 1£ https://console.aws.amazon.com/ec?/ FAEX Amazon EC2 £# A&,
2. HEEBHKP , BIE Instances (FTER) , AR BNEFEHEBAAEMN EC2 #ITEE.

3. EEKIH Description (i) & , AR TLE IP, BOLEAL IP HiERERE, RE
FHRAEEXZRE , XRWA IP thit,

MREGEFEREN Pt FLUBA |, FEATYIER.
BF2: FHEME P ihERERE

1. 1£ https://console.aws.amazon.com/ec?/ FAEX Amazon EC2 £# A&,
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2. EEEE®RTP , B Instances (FITER) , ARZNEFEEIRFAMER EC2 FITERE.

3. EIZFKIPMY Description (HIR) 1ZH, , AREE T Elastic IP (5% IP) B, ERTLAEA LM IP bt
EHREEEE, JRE Storage Gateway £ & |, MW AEM IP it

4. ERAEHEEZR  BFEELRBBANREE  RREZFRIFERFAE VIL devices (VTL £E)
B®.

5. HBEMA VIL RENEE,
6. SHHEMEER, BT TIRTRRERR.

iscsiadm -m node -o new -T [$TARGET_NAME] -p [$Elastic_IP]:3260
7. SHESEEE, BT TIGTIEREA,

iscsiadm -m node -p [$ELASTIC_IP]:3260 --login

CHRERE R LAEA EC2 HATERRAYEM IP bt FLUERR

T & Storage Gateway ERFEIR ID

£ Storage Gateway # , TEEREFEEHMERERIIE . BE. ERMT. iSCSI target (iISCSI
BAE) , URVTL &ff. EMBATFER , XEHEFEMEEH S ERFE,

BEERMNFEREEE —E M Amazon Resource Name (ARN) E2EABRARE , I T RFT R

BiRga ARN # =

& ARN arn:aws:storagegateway: region:account-id :gateway/ gateway-
id

EEHAE arn:aws:storagegateway: region:account-id :share/share-id

ARN

WBEE ARN  arn:aws:storagegateway: region:account-id :gateway/ gateway-
id /volume/volume-id

% ARN arn:aws:storagegateway: region:account-id :tape/tapebarcode
B ARN arn:aws:storagegateway: region:account-id :gateway/ gateway-

(iISCSI B#f) id /target/iSCSItarget

TR BRMER D API fR7s 2013-06-30 279



AWSStorage Gateway EREEmR

BiRma ARN #=

VTL &E& arn:aws:storagegateway: region:account-id :gateway/ gateway-
ARN id /device/vtldevice

Storage Gateway th X B EC2 #1T{ERE LK EBS Wk EMIRE, ELEIRE Amazon EC2 &
& , AR Storage Gateway,

FHERID

BB ERE , Storage Gateway it —& R ID EREER. LLEIR ID 2&JR ARN 1 —Z 5,
ERIDWERXAERBNT HBEMMFEETR) URKE—HN/\EFBHEEFHEE. W, FHEID WK
XA sgw-12A3456B , HA sgw RFENERBBIRF. BERE ID WHEKXA vol-3344CCDD , HA
vol ZHLER[EH EIRB B,

ST ERET [ SRS ULUERE IDENEEEFTHNFE , UiHBEBRHT,

Storage Gateway EJR ID A KE. Ti8 , ELBEERAELEIR ID & Amazon EC2 API

¥ , Amazon EC2 FAHA¥IR ID B/ &, B4 EKER ID BERANE , THEHETHE EC2 AP B &
. Hlin , ¥ Storage Gateway H , BEEER ID ATAER vol-1122AABB, BE&ERIL ID B4
EC2 API B , BB CEFE A vol-1122aabb, &H| , EC2 API AJ e £ INFE B & 1k,

/A Important

Storage Gateway Wik [EH ID R RFEE#HEEEZEIH Amazon EBS IR ID KEEEARK
RHBN. 1€2016 F 12 ARE , KSEA 17 BF TN FREUMENNHRENRR, €
2016 F 4 AR , BB AULMERELEEREMN ID , BERTUEAFHERIRAIZRK. 0FH
HMEF , FSEBREK EC2 Ml EBS ER ID,

Bl , ERARKRUIRE D FXNEKEE ARN ST :
arn:aws:storagegateway:us-west-2:111122223333:gateway/sgw-12A3456B/
volume/vol-1122AABBCCDDEEFFG.

FHAEEK ID BXAIRR ID AT : snap-78e226633445566ee,

MEHMENR , B2 "1 5 : ERW Storage Gateway iRt EFRER ID #&1 2016 Fi#E
Ho
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ARTFRFAEERNLER

£ Storage Gateway # , B FEAZBERERLNER. EB VRSP EERTIEIENERL
HENERETHE  FERESREE, SEESENRALERN SR/ EHMER. EUUKER
VEZME, URENERES. SUURBEFENESEESREBELER.

fBlan |, B AR BB RE B SER P REPIPTFEAR Storage Gateway EiR, BRI LA ETEBFIPT
FERANBEENUEREEREERNT : (key=department M value=accounting), &FEETLUER
HEBETENE BN HMMERANERENERE K AREALERARMETKA, MFEF
HEF , F2REEANTREEENFEAERRES.

EEEECNELEBNERET K MTSEFETESERR, AfH K SERFESEMTHENES —
BRE A ERUSREEFVEES.

HEREREE , RUAEAESREFIEERNER. NFNMTETZRENFHEN  F2EEHE
BRI HEIY RN Gateway FEFRHIFE

BETEAAMNEEEE A MESMERFT TSR,
AT PRBIE A RERR

- EBREREETEI KNE,

- BEEFRNERHLRA 50,

- EEESR/OFERETAS aws:. LFEREHAWSHER,

- TREBMENERFLR UTF-8 FENEF. ZBRBRFT+-=. _ /M @.

REER

IEALAE A Storage Gateway £32 A . Storage Gateway API = Storage Gateway @5 55 H (CLI)o
UTEFEREIRALTE, GERMBREENS,

MERR

1. 3TFA Storage Gateway £ A& , LR https://console.aws.amazon.com/storagegateway/home,

2. HEBERYT , RELFENERBNER,

Bl | EEAREMEER , FiEE Gateways (HiE) , AR RFEFTEPEELFEMNEERN
RiE.
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3. EIF Tags (EH) , AEI1EEF Add/edit tags (FTIB/REEE).
4. 71t Add/edit tags (FTIB//REBER) HFEH A |, B#IF Create tag B IEH).

5. &4 Key (£18) A £ | WY Value () MAE. Hln , B ESB@A
Department , I & ¥i{E#i A Accounting,

® Note
B LA Value (1B) FRAREZ Ho

6. 1#IF Create Tag (BUER) UHBEZEER, EUNAE-ERNESEER,
7. STERHEEER  FEE Save (RE).

REER

1. 3TFA Storage Gateway £ A& , LR https://console.aws.amazon.com/storagegateway/home,
2. EELEREEBRNER.

3. i#IZE Tags (EH) LABIRX Add/edit tags (ETiB/ARIBIER) HEEH B,

4, EBEERELFERECEBSNMEET K RAERFEEER.

5. TRIREEFEERRE  EE Save (RF)o

= ZMBRER

1. 3TFA Storage Gateway £ A& , LR https://console.aws.amazon.com/storagegateway/home,

2. BRELEMREBNER.

3. IBiE Tags (BH) , R%BBIE Add/edit tags (ET18/MREER) LABIRR Add/edit tags (FT18/iREBER)
HEEH R,

4. EBELERBRERSHN X BR , REREE Save (RE).

CEE A

{55 P2 B R 12 5 ¥ 8B Gateway F1E R A FER

{§ FA BE R4 4 AWS Storage Gateway

EAREF , BAUKRIBEARMKIEARRKA Storage Gateway ZhEEHE=H TEM BBV EA
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e

- FAM Storage Gateway HIBRAEH

- EARM Amazon S3 X HEEIHY BRIRAR 4

FAH Storage Gateway BIBIRAE 4

ZERF=-FITENFAERANASHE. #HEREBAN Amazon S3 XA EEIRAINEE,

AT IR , THAEHN 25 ERBRRBITEETHNIRE. AWS Storage Gateway# 8

« $HHEBZE VMware ESXi BYEE : sources.tar
- ¥REEZE Microsoft Hyper-V BIF& : sources_hyperv.tar
- HREBEE Linux O RBERMET (KVM) LHEIE : sources_ KVM.tar

WEmEE OpenSSL Project FiTBi 2 LLA M OpenSSL Toolkit BYEXEE (http://www.openssl.org/, IFE
FIEMEKE= ST ENHBRE K B2E=SRE,

B AR Amazon S3 X 8RR FEIRAR 4

ZEE=FTEMHFUEARIEM Amazon S3 XH4#8E3 ( S3 XH#8RF ) Thae,

FERALLTHE , TR S3 File Gateway BX 88 FTFE M 2 45 & B AR R 1A B 20 B8 JT 4 19 SRR
« ¥ Amazon S3 XHF#EEE : SGW 3 44-s3 BIR .tgz

WEmEE OpenSSL Project P2 LLA M OpenSSL Toolkit BYEXEE (http://www.openssl.org/, IFE
FIEMEKE= ST ENHBRE K B2E=SRE

[
E*/\?E@@E%ﬁ

TRIMERAEZNEE,
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DU ERRE

18 Amazon S3 RFETFBRNERKEZHE L 1
BEO g*/\;ﬂ 83 ﬁﬁﬁTﬁ%FﬁEﬁ %‘T_EI‘JHR

&t
BEAFEBNEREZHE LR 10
BERIEREMA/NERR |, Bl Amazon S3 F{EBI¥ 5TB
By K/ EBR

(@ Note

EREANERANDNEBS5TB, gl
Z| "file too large" (FERiB X) El’Jﬁjig
B YHERE LEERNB5TB,

BRARBRRE 1024 Lt

(@ Note

TAFFAFPREL BB RENEE ,
EASEHIRR. WRHBRARESR
FEXENRmEBEABE : NFS H
SMB.

2R R A B A R R K

TREUEHDENFEZRAHRURFEFRAN,

FEEE EERE (RIME) EERE (RXE) H At P 3 AN BERERR
S3 ERFE 150 GiB 64 TiB —
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® Note
BANERABRETARIGRE — NS EAHESER.
MERNERENFEER  FELEENEH (ERLEBEREFR Amazon EC2 #1TER) #
BUMNEE, IREFNESEREERRE , F2EEREBHUTNH KN,

EHEFREAR

Storage Gateway B X #F Amazon S3 %, Amazon S3 2% — FEHEFH., Amazon S3 EE
BASEEFEE., Amazon S3 HE R 7 EM S3 Glacier F 7R, MEMRFRSRNVFEMENR , 7
2 Amazon S3 f# 7 5 F B9 Amazon Simple Storage Service A F /.

£
- BEREEXHERESER
 # GLACIER Fi#EE X R S

AR ERES A
EERVREFERLAR | TURENANRETES. BTLUEE Amazon S3 BEMFESINR S3

B A, S3EEE — ARSI EERN,ERMEERN. FHREELEREENFHNYHGILASERESD
BEBERERZE GLACIER

Amazon S3 EFE LR z

e

= #$E Standard (FR%) , BBEEAF RN EZEA
AEE (TRitENE) FHEEFINESR
ERRRETRAIR, UEESFHEER , E%
Amazon S3 E{&,

S3 Intelligent-Tiering ZIZ Intelligent-Tiering (EE& 5 f8) , BEFE
RABEERBEEENREFIE , URELRFET
AR,

FHIE Intelligent-Tiering (EE2& 2 8) #EH
RPN TEEER 30 KAER. MR, B
RBFEBRYGMEEENNER. BROERFE
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Amazon S3 fEFEAFE ZE

B4 30 X , £ 30 R AR B R EE
HMERRSBRRENFRERARLHFENER,
EZEELYHEENER, FHERBELYHN
RERE , URFEEZEFEEEMHHNER, PR
128 KB WA HEEEPEBREARTINE
BrEER. EEHREBEFIBEERNE ,
I EEZFIRBIMERER,

S BN BREXHEESHEENRERES
B8, S3 Intelligent-Tiering € B & 90 XKk
FEBNYHBEFIE , RAEE 180 XK7F
& B ZE Deep Archive EHUE ., ERMEFEER
HP—EEEFEETNER , ZHIBSEL
NEABER THEEHEL B, XERITFETR
R, MEHREFEAMBFEBERN—E , 8
ERAEHBR N HAZIE XN A SHER
BEFAIZERKER., IRENERRERFBEIBXX 4
B RMEN N HREHE XM , B FEEE
SIBREDTEREEA,

XM RRAEEN XS ITEN T EIRN X
£ (WFEE. BEE. #RMACL) &, 1§
MIBRIREEIRT , WL Amazon S3 FREEH
RIEFRANEIERT. TEERFERALERES
Hl , BEERZBABRENATZEHRAE , ®
AEEXTRAIMBRER. WEEZFHMEEN ,
552 Amazon S3 EfE,
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Amazon S3 EEFEB LR ZE

SIFE-IA #IZ Standard-1A (B2 - 1A) , BTREFERN
EREBHESARNEREREMNER BN ZET
AR,

TFHE Standard-IA (FRZ-IA) fEH RF VY
#, AEERAER. MR, FR. RRJERF
RENBERYHEMELEINNER. FRED
RER 30 Ro # 30 RZaIMBRAHREEE
HERHSGRXBNFREHZLATENER,
ZRELEMHEENER, FHEIRFELEWHH
RERE , UREEFIELYHER, MR
128 KB lWEIRFER S 128 KB WE A , I UKER
REIMEREA.

HXHRREEN XS HITEN TEIRN X
£ (WFEE. A, #RMACL) &, &
MIBRIE A EIR T , A TELL Amazon S3 EREEH
RIEFRANEIERT. TEERFERALERES
il , BEERZB A RENATZEHRAE , ®
AEEXTRAIMBRER. WEEZFHMEENR ,
552 Amazon S3 Ef&,
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Amazon S3 fEFRA R EZ2
S3 EEiE - IA i#4Z One Zone IA (One Zone IA) , T EEFE

HNERFREE—THEES,

ZHIE One Zone-IA (B[EIFH-IA) REHARPH
Y ATRERE 30 RAEE. MIBR. R, &
RYEERYUHEMELEENNER. RO ERHRIGE
REA 30 X , £ 30 K2 iR E REEE
MERRISBRRENFREERRLAFTENER,
ZRELYHEBENER, FEREELYWHN
RERE K URFEEGFELEYHNER, IR
128 KB W REZ T 128 KB WEH , WU EL
RAIMBRER,

BN HRBEEEN X 4HTER TR X HiR
£ (WrREE. MBS, EREMACL) K, &
MIBRIREBE &R T , WL Amazon S3 FREEH
RIBRFMRANEIFE T, FEERERALEFEREZ

Bl , BEARB XM RENAZEHREAR  E
ATEXTRIMBRER. WEEZFHMBENR ,
#52 Amazon S3 E{E,

iﬁ?"{"‘—IJ«XE%W*;*AFﬁg)\W# F S3-Standard-IA, S3-One Zone-IA = S3 Intelligent-Tiering f&#
wER , EMEREEALEMBENBERELYG K MIREERERALABA , LHENREEHRS
E%ﬁ:ﬁﬂﬂﬂﬁ?ﬁgﬂL TIHERWN 30 RN, MELEWBHBRNENR , F2YHLETEHEE,

7% GLACIER 17 B S XX 1R & fE

MRIERLL Amazon S3 £ EHIBERSERERE S3 Glacier, MERKEARAFPKULEBERESE
R, ISELEMERKEEE /0 58, BMBZREFRE CloudWatch Event , LATER 4 1/0 #8
MEEWEAN , REFEABHRENEE, Fl0 , E] KRB ERSFEYHERE Amazon S3,
YIHERE| S3 & , BHERXAAFIRMEZSBEREARERMERTIH,

MENMBREENHNFHEER , F2ERFEYHHPAIAmMazon Simple Storage Service A5
o
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Storage Gateway HJ API &%

BMTERAERAZH , B LUEER AWS Storage Gateway APl RUEBR R AR EREELEN
B8, AEiFREA AWS Storage Gateway 1, FEBENFEREE , UREBREE, WFE Storage
Gateway JEFRIFHHET , 2 ", AWS Storage Gateway i 26 M fi 28 FHIAWS — i &%,

® Note

&t ] LAEFHAWSE A Storage Gateway FAZFEAEEE , 4 SDK, FrLALLAWSIE A
® Java, .NET, PHP WWBREHMBE I EER Storage Gateway API , LB ERETE
¥, METHHRAREFEXNENFHRER , nﬁ/ﬂﬁiazﬁz‘tﬁ%&‘tﬁo

ES -]

AWS Storage Gateway4 B 5K IEHE
- FHEER

Ew\@ﬁg

- B

AWS Storage Gateway#+ EiER1ZET

EEINIBIE N BEEE POST FR P EIXZAWS Storage Gateway, EZEBEIS HTTP B8 |, Hi
FIFRERNEREN K SELFEFUNERME, BROBH , URKRTERELBABRTFHENE
o EBTEDANE , WAEENIEFBLTFEE,

LA T €86 &8 RE ActivateGateway R4 ZHE,

POST / HTTP/1.1

Host: storagegateway.us-east-2.amazonaws.com

Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120425/us-east-2/
storagegateway/aws4_request, SignedHeaders=content-type;host;x-amz-date;x-amz-target,
Signature=9cd5a3584d1d67d57e61f120f35102d6b3649066abdd4bf4bbcf@5bdof2f8fe2
x-amz-date: 20120912T120000Z

Xx-amz-target: StorageGateway_20120630.ActivateGateway

MEFRRHE API fR7s 2013-06-30 289


https://docs.aws.amazon.com/general/latest/gr/sg.html
https://aws.amazon.com/code
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html

AWSStorage Gateway EREEmR

LT RAEIDEELEN POST R ZEEAWS Storage Gateway, FHEERWEEH | B Tx-
amzy FSEAAWS-HEZRHE, AEHMSIHNERTRE HTTP REFEANE REHE,

A iR
Authorization REEHRTSLEARNEN K ELEEAHSRAAWS Storage Gateway

DREFRRHPFEMS EEAEREF. LEENERANT (K7
HEE D7)

Authorization: AWS4-HMAC_SHA456

Credentials= YourAccessKey /yyymmdd/region/storagegateway/aw
s4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-targ

et,

Signature= CalculatedSignature

EHNREEEH | BI87E YourAccessKey, £, A, H
(yyyymmdd). region , A% CalculatedSignature, RIEZEMER H
AWSV4 #E1BR. EENFHEASEEEFTREERW.

Content-Type ffMapplication/x-amz-json-1.1 {EAFMMEBERNARTERAWS
Storage Gateway,

Content-Type: application/x-amz-json-1.1

Host £ A T HAZTE A 5 EAWS Storage Gateway & imEi 8 |, BA[ LA H P RIX
55K, Hlf0 : storagegateway.us-east-2.amazonaws.com =

EXEERD (HZEB) BENIRE ., MERBNEFMENR , 552AWS Storage
Gateway , 2. AWS Storage Gateway i 24 Fl L 58 F HIAWS — i 2
£

Host: storagegateway. region.amazonaws.com

x-amz-date BWAETE HTTP Date fESEE] AWS x-amz-date fEEIRMHEREBE.,
(B HTTP AR ETRHMEELE Date B8, ) R x-amz-dat
e EHEFERS , AWS Storage GatewayZBE{EfilDate BIERE R & 17
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L iR

EBXBED, x-amz-date HBRASLEHE 1S08601 Basic , HIZ A
YYYYMMDD'T'HHMMSS'Z', Z[REIE{#E Date fl x-amz-date #1EH ,
Al Date ZENERXNEARFTER 1SO8601,

x-amz-date: YYYYMMDD'T'HHMMSS'Z'

x-amz-target LLEEEIEE APl BUARAE |, IREFERNIRE, BEEHERBBRSE
APl lRA & APl ZER , BEEKRIWT,

x-amz-target: StorageGateway_ APIversion .operationName

operationName {8 (f5l40 : "ActivateGateway") A ## API J§E (Storage
Gateway By APl 2%) sk B,

ERFR

Storage Gateway EELRF BB EBHEREEINBERER. BEEREFHR , FEANEMEHEORGT
EYURE, IBHER —EREY, HREWASER — B —N#EE, LEERENEAIERERN
AFRENMERNNF, BERHESED—BA#EE K SSHETESEBIRIHAEE, AFEEBEX
Authorization fZEEHH —

W E|FER#% , Storage Gateway BFAEREANESHERNWEREMEREHEBA , EFFERE, W
REENBREFEHERPHEE | Storage Gateway #SEEFER, T, BFRFERIEE,

Storage Gateway X EfEFAWSSignature 5 4 Wi, STEEENEFITUTR=MEE :

« EH 1 BYFABR

# HTTP B REFHMEAERN SN, FAEEREENVNEN , A Storage Gateway EEHFTEER
BUEEANSEERTLRS K SFHAHRNEERE,

c FH2: BUBRAFH
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ERAEER

BY—EFR  LEEALFEUATRREEMZNBNEF —ERAE. k7EHE BARATS,
REBREEINERE, BFRAY, BABHEEZSENI —EEBNEXFRNVBE, BABEE

EFEA5RAH. ESNRBEANSEE,
- EH 3 BUEE

ERESMERAFENERREEHEZRBRBIUBROEER | B0 BAZENTESR, "T£
TR NAESARRABFHERAS , YEA "BABREE, FRREY -RIHEEHEHEAR

FH BT (HMAC),

BETHEED

T OIS HIEZE L RRMAIE ListGateways HENFHEF . LEHITAEREREHEFELEN
22, Amazon Web Services 585 &RH Signature Version 4 Test Suite @ 2 HM S E5HE,

A EHIRERIT

. EREEERIBETA "Mon, 10 Sep 2012 00:00:00" GMT,
- ImEAEBERI (BXH) EHE,

—XFERFE L (24 JSON RX) & :

POST / HTTP/1.1

Host: storagegateway.us-east-2.amazonaws.com
x-amz-Date: 20120910T000000Z

Authorization: SignatureToBeCalculated
Content-type: application/x-amz-json-1.1
x-amz-target: StorageGateway_20120630.ListGateways
{}

S ER 1 BYIEAGER IATEZBERNERNBRAE

POST
/

content-type:application/x-amz-json-1.1
host:storagegateway.us-east-2.amazonaws.com
x-amz-date:20120910T0000002
Xx-amz-target:StorageGateway_20120630.ListGateways

HEEH
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content-type;host;x-amz-date; x-amz-target
44136Ffa355b3678al1146ad16f7e8649e94fb4fc21fe77e8310c060f61caaff8a

FXBERNWEER—TREFRANNHEEE, B/, FEEERX
(REA Storage Gateway AP|) REEHBH,

2

RAPH

Het
=

B=1T. EREAL API

B TBAFEH E 2 BEYBAFER

AWS4-HMAC-SHA256

20120910T000000Z

20120910/us-east-2/storagegateway/aws4_request
92c0effabf9224ac752cal79a04cecbede3038b0959666a8160ab452c9e51b3e

"BEAFHR NETREEXR, E-TRBERAR. F=1TR 'EAEHEGE, K mMRE—1TERE
E% 1 NIEXFBRME,

HEER 3 BURE, "ITESR TUERA

derived key = HMAC(HMAC(HMAC(HMAC("AWS4" + YourSecretAccessKey,"20120910"), "us-
east-2"),"storagegateway"), "aws4_request")

MR FEAFFFHL wlalrXUnFEMI/K7MDENG/bPXRICYEXAMPLEKEY) , BIStEMEE 5

6d4c40b8f2257534dbdcad9f326f147a0a7a419b63aff349d9d9c737¢c9a0f4c81

B#%SBREEN Authorization ZHE, HWHERFIESHM AKIAIOSFODNN7EXAMPLE , 1ZH (&
T IR TR 8R4T) B - AKIAIOSFODNN7EXAMPLE

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120910/us-east-2/
storagegateway/aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=6d4c40b8f2257534dbdcad9f326f147a0a7a419b63aff349d9d9c737c9a0f4c81
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https://docs.aws.amazon.com/general/latest/gr/sigv4-create-string-to-sign.html
https://docs.aws.amazon.com/general/latest/gr/sigv4-calculate-signature.html
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EER/K

IncompleteSignatur
eException

InternalFailure

InternalServerError

InvalidAction

InvalidClientTokenId

InvalidGatewayRequ
estException

Message

HRTHNER. EEIHE , REF

REK

BRFEBRAIS HER -HRFHERA
BAS

ERH A RBESRE.

X.509 BREHAWSIRENFZELEE ID
FEERRFIREHEF,

BRAFEFRAIS PR E P —HIRFIRR
RIBAE

HTTP ARAEHS

400 $RFRAVEER
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B
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B
400 $5E5HYEES

403 Forbidden
(403 E&1h)

400 SEERAIFER
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html

AWSStorage Gateway

ERAEER

RERK

InvalidSignatureEx
ception

MissingAction

MissingAuthenticat
ionToken

RequestExpired

SerializationException

ServiceUnavailable

SubscriptionRequir
edException

ThrottlingException

UnknownOperationEx
ception

UnrecognizedClient
Exception

ValidationException

Message

BN ENBREETFSERHENE
5, BELSNAWSEFRERREES
Ho

ARPIBRBFEHIRESH.

ARLATERR (BEMAWSTEFEL
£ ID = X.509 BHE.

ARCEBBHAHNFEREY (WE
BEH 15 DERIEMR) , HEFXKAH
HYER A RSB AR 15 7 8E.

FFHMURs S A EER . FERTARRY JSON
AFE N IE#,

A AR 2R E R |, SR KM

FRUALLAWSTFER & 8% ID FEZT IR

BRER,

EENRETH, BRREEE
Storage Gateway FEVIR/E 5 H,

BEEERPHNEZEHEREN.

WASBHNENFNE LEE.

HTTP iKREHS

400 $HERAVFER

400 $HERAVFER

403 Forbidden
(403 1)

%

400 $HERAVFER

503 Service
Unavailable (503
BRI L)

400 $8E5MYEES

400 $HFRAVER>

400 $E38HOFER

400 $RRRAVEASR

s

400 $HRRAVEER

3
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AWSStorage Gateway

ERAEER

BRAFERRAE

T &# T~ AWS Storage Gateway BRIESER A IFEER K TE 2 AP BHRE, FrEMNIRESRBRABHE
A InternalServerErrorFAMBAZME —MREE (InvalidGatewayRequestException

EEELR) PHEF-BEE,

BRFERAE

ActivationKeyExpired

ActivationKeyInvalid

ActivationKeyNotFound
BandwidthThrottleS

cheduleNotFound

CannotExportSnapshot

InitiatorNotFound

DiskAlreadyAllocated

DiskDoesNotExist

Message

EENRAZRCA
o

EERNRASREN.

BAEEENRAS
iRo

BAEEENRRH
o

ELEHEENRE,

KA EEEVRENRR.
EENHBREEE.,

BEENBERIFE,

B ERR AR ERE

ActivateGateway

ActivateGateway

ActivateGateway

DeleteBandwidthRateLimit

CreateCachediSCSIVolume

CreateStorediSCSIVolume

DeleteChapCredentials

AddCache

AddUploadBuffer

AddWorkingStorage

CreateStorediSCSIVolume

AddCache

AddUploadBuffer

AddWorkingStorage

CreateStorediSCSIVolume
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html

AWSStorage Gateway

ERAEER

RIFERRRIS
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BlEREEREEFTmR.

EENKR IP it B &
ER

R 2D 34 R B B i
EREE 1P shat,

R REEEN R
A,

BAEEENXHR
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EE R IRIRE

CreateStorediSCSIVolume

CreateStorediSCSIVolume

CreateStorediSCSIVolume

ActivateGateway
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AR S M R
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AssociateFileSystem.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AssociateFileSystem.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AssociateFileSystem.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateFileSystemAssociation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DisassociateFileSystem.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeFileSystemAssociations.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AssociateFileSystem.html

AWSStorage Gateway EREEmR

BRIETHBRAE Message EE R RRIRE
GatewayInternalError BAREABRER. AddCache

AddUploadBuffer

AddWorkingStorage

CreateCachediSCSIVolume

CreateSnapshot

CreateStorediSCSIVolume

CreateSnapshotFromVolumeRec
overyPoint

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes

DescribeWorkingStorage

ListLocalDisks
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html

AWSStorage Gateway EREEmR

BRIETHBRAE Message EE R RRIRE
ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html

AWSStorage Gateway EREEmR

BRI Message EE N ERRBHRE
GatewayNotConnected EER MBI ARELR, AddCache

AddUploadBuffer

AddWorkingStorage

CreateCachediSCSIVolume

CreateSnapshot

CreateStorediSCSIVolume

CreateSnapshotFromVolumeRec
overyPoint

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes

DescribeWorkingStorage

ListLocalDisks
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html

AWSStorage Gateway EREEmR

BRIEEBRNRTE Message EE LRV IRE

ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html

AWSStorage Gateway EREEmR

BRIETHBRAE Message EE R RRIRE

GatewayNotFound KTEEENREE, AddCache
AddUploadBuffer
AddWorkingStorage
CreateCachediSCSIVolume
CreateSnapshot

CreateSnapshotFromVolumeRec
overyPoint

CreateStorediSCSIVolume

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteGateway

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes

DescribeWorkingStorage
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html

AWSStorage Gateway EREEmR

BRIETHBRAE Message EE R RRIRE
ListLocalDisks

ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html

AWSStorage Gateway EREEmR

BRIEEBRNRTE Message EE LRV IRE
GatewayProxyNetwor EENFERERKE  AddCache
kConnectionBusy FRICER,
AddUploadBuffer
AddWorkingStorage
CreateCachediSCSIVolume
CreateSnapshot

CreateSnapshotFromVolumeRec
overyPoint

CreateStorediSCSIVolume

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylnformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes

DescribeWorkingStorage

ListLocalDisks
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html

AWSStorage Gateway EREEmR

BRIEEBRNRTE Message EE LRV IRE

ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html

AWSStorage Gateway EREEmR

BRIETHBRAE Message EE R RRIRE

InternalError B A4 NI EERR, ActivateGateway

AddCache

AddUploadBuffer

AddWorkingStorage

CreateCachediSCSIVolume

CreateSnapshot

CreateSnapshotFromVolumeRec
overyPoint

CreateStorediSCSIVolume

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteGateway

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html

AWSStorage Gateway EREEmR

BRIETHBRAE Message EE R RRIRE
DescribeWorkingStorage

ListLocalDisks

ListGateways

ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaylnformation

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html

AWSStorage Gateway EREEmR

BRI Message EE N ERRBHRE
InvalidParameters EEWBERTEEMN  ActivateGateway
28,
AddCache
AddUploadBuffer
AddWorkingStorage
CreateCachediSCSIVolume
CreateSnapshot

CreateSnapshotFromVolumeRec
overyPoint

CreateStorediSCSIVolume

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteGateway

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html

AWSStorage Gateway EREEmR

BRIETHBRAE Message EE R RRIRE
DescribeWorkingStorage

ListLocalDisks

ListGateways

ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaylnformation

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule

LocalStoragelLimitE B RERS, AddCache
xceeded
AddUploadBuffer
AddWorkingStorage
LunInvalid FEEH LUN EX, CreateStorediSCSIVolume
MaximumVolumeCount BB ETE LR, CreateCachediSCSIVolume
Exceeded
CreateStorediSCSIVolume

DescribeCachediSCSIVolumes

DescribeStorediSCSIVolumes
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html

AWSStorage Gateway EREEmR

BRIETHBRAE Message EE R RRIRE
NetworkConfigurati FEREREREDEE, CreateCachediSCSIVolume
onChanged

CreateStorediSCSIVolume

BRAESHRNRT API jiZ< 2013-06-30 310


https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html

AWSStorage Gateway EREEmR

BRIETHBRAE Message EE R RRIRE

NotSupported PR EIEENRE, ActivateGateway

AddCache

AddUploadBuffer

AddWorkingStorage

CreateCachediSCSIVolume

CreateSnapshot

CreateSnapshotFromVolumeRec
overyPoint

CreateStorediSCSIVolume

DeleteBandwidthRateLimit

DeleteChapCredentials

DeleteGateway

DeleteVolume

DescribeBandwidthRateLimit

DescribeCache

DescribeCachediSCSIVolumes

DescribeChapCredentials

DescribeGatewaylInformation

DescribeMaintenanceStartTime

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html

AWSStorage Gateway EREEmR

BRIETHBRAE Message EE R RRIRE
DescribeWorkingStorage

ListLocalDisks

ListGateways

ListVolumes

ListVolumeRecoveryPoints

ShutdownGateway

StartGateway

UpdateBandwidthRateLimit

UpdateChapCredentials

UpdateMaintenanceStartTime

UpdateGatewaylnformation

UpdateGatewaySoftwareNow

UpdateSnapshotSchedule

OutdatedGateway EENFEZBH, ActivateGateway

SnapshotInProgress EENRBEZET, DeleteVolume

Exception

SnapshotIdInvalid EERY R BRE Lo CreateCachediSCSIVolume
CreateStorediSCSIVolume

StagingAreaFull HisEEH 2R, CreateCachediSCSIVolume
CreateStorediSCSIVolume
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListLocalDisks.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListGateways.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ShutdownGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_StartGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateBandwidthRateLimit.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateMaintenanceStartTime.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewayInformation.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateGatewaySoftwareNow.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ActivateGateway.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html

AWSStorage Gateway

ERAEER

RIFERRRIS

TargetAlreadyExists

TargetInvalid

TargetNotFound

Message

BEENBRERFHE,

EER B REN.

RAREEN B R

EE R IRIRE

CreateCachediSCSIVolume

CreateStorediSCSIVolume

CreateCachediSCSIVolume

CreateStorediSCSIVolume

DeleteChapCredentials

DescribeChapCredentials

UpdateChapCredentials

CreateCachediSCSIVolume

CreateStorediSCSIVolume

DeleteChapCredentials

DescribeChapCredentials

DeleteVolume

UpdateChapCredentials
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeChapCredentials.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateChapCredentials.html

AWSStorage Gateway EREEmR

BRIETHBRAE Message EE R RRIRE
UnsupportedOperati EENRELHNRFESE  AddCache
onForGatewayType ik 3
AddWorkingStorage
CreateCachediSCSIVolume

CreateSnapshotFromVolumeRec
overyPoint

CreateStorediSCSIVolume

DeleteSnapshotSchedule

DescribeCache

DescribeCachediSCSIVolumes

DescribeStorediSCSIVolumes

DescribeUploadBuffer

DescribeWorkingStorage

ListVolumeRecoveryPoints

VolumeAlreadyExists EENHKREDFE. CreateCachediSCSIVolume
CreateStorediSCSIVolume
VolumeIdInvalid EERHEREEK, DeleteVolume
VolumeInUse EENHRESERE DeleteVolume
Ao
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_AddWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeUploadBuffer.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeWorkingStorage.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_ListVolumeRecoveryPoints.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateCachediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateStorediSCSIVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html

AWSStorage Gateway

ERAEER

BREERRIR Message
VolumeNotFound KAEIEENHERE,
VolumeNotReady BN E AR
ik,
5 B fE

ERAHRE  OERHEEASIE

+ Content-Type: application/x-amz-json-1.1

o BERM 4xx = Sxx HTTP RERTE

EE R IRIRE

CreateSnapshot

CreateSnapshotFromVolumeRec
overyPoint

DeleteVolume

DescribeCachediSCSIVolumes

DescribeSnapshotSchedule

DescribeStorediSCSIVolumes

UpdateSnapshotSchedule

CreateSnapshot

CreateSnapshotFromVolumeRec
overyPoint

RROENANELSREHERNET. UTHAERDEERE S AEROEE RNOE TR EHE

Eo
{
"__type": "String",
"message": "String",
"error":
{ "errorCode": "String",
"errorDetails": "String"
}

API hzZ 2013-06-30 315


https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeCachediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html

AWSStorage Gateway EREEmR

}

Ti:ﬁﬂﬂﬁ |:u:| /quE‘ET\EIJ JSON _%ﬂ @@*Eﬁﬁ_o
__type
HP—EARBEETEENEE,

/A : String

error
BERE AP NIERFMEN, £ RER EITREREM API) |, TEREREEHERENA,
WA E

errorCode
Heh— 1R ESRERRE -

A : String

errorDetails
B BI#Y API KR A R {5 FA Lt 8 42 o

A : String

message
M E AP —IRRFEHERABAS

$A . String

§F 3R [] FE 6 451

MR & A DescribeStorediSCSIVolumes API S E R FEHFE ARN ERE@A |, RIEERE TS
JSON A3,

{
"__type": "InvalidGatewayRequestException",
"message": "The specified volume was not found.",
"error": {
"errorCode": "VolumeNotFound"
}

$HRRMEpE API fR7s 2013-06-30 316



AWSStorage Gateway EREEmR

}

IR Storage Gateway FTEHNBZEFTHSHB R —RAEENEE , FEFEREET JSON R,

{
"__type": "InvalidSignatureException",
"message": "The request signature we calculated does not match the signature you
provided."
}

Storage Gateway HHVIR1E

IFEFF Storage Gateway REMNEE , 52 "1 BEPHAWS Storage GatewayAPI 8%,

\

B’¥%E API fR7s 2013-06-30 317


https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_Operations.html

AWSStorage Gateway

ERAEER

(Y 344 R 2 50 8 AWSStorage Gateway

* API fixZ : 2013-06-30

- BAIXHE#HRE 2021 F£10 A 12 B

TXRHFEASERETWEERE, AWSStorage Gateway EIEF2018 £ 4 A%, NEBBLSXHERN

HYEA , BT LAFTBY RSS HE,

update-history-change

ENFERVBE

Support 3 HIBIEA SMB X

= L XX

¥ NFS XM HAENERZ AR

Ec

update-history-description

EEFFTREENDSR , LRI

Storage Gateway 2% & H#Y

B, WEHEEA , BF2E
M1 BIEFBUE Amazon S3 18

EJLBER

SRI27E °] BAGE A A b AR ER B 2R
SEHFEEEEESER, HE
EEEWUFEALEXHR
Microsoft EXEZH A EEE T
s IEERA SMB XX HE E4T
FRMEEN X4, MEFHE
A, B2E T AENEER
BN AE

BBRETE NFS IERA=
BESEREKBR , BHA
BAEAEFIRERKAZERNNE
RENERRWFAEA. &7
BAERIEL BEERER MR
B, YERBRTERNEHEN
R EREN1TB) . MFEFMEA |
2R T BEXEEEX

H&So

update-history-date

2021 £10 A 12 H

2021 £10 A 12 H

2021 £10 A 12 H

API fR7s 2013-06-30 318


https://docs.aws.amazon.com/filegateway/latest/files3/create-gateway-file.html
https://docs.aws.amazon.com/filegateway/latest/files3/create-gateway-file.html
https://docs.aws.amazon.com/filegateway/latest/files3/local-group-settings.html
https://docs.aws.amazon.com/filegateway/latest/files3/local-group-settings.html
https://docs.aws.amazon.com/filegateway/latest/files3/monitoring-file-gateway.html#audit-logs
https://docs.aws.amazon.com/filegateway/latest/files3/monitoring-file-gateway.html#audit-logs

AWSStorage Gateway

ERAEER

xFEIMHE A

VPC R ium B R HE A RS2

HEHEXE

FedRAMP £

ERFTENFERE

MR X EEE A

XA BB L ZRETUE
AERENEANR R EES
Amazon S3 7. WFEFEH

B, F2ZR ") BEUERA

=a
o

XA RZRETUE
BB AWS PrivateLink, INES#
MMER B2 T BUER

MRS L ERAE AT A
AREHERBICEXHES
R, EEASHBER T AN
REERE , $5I=2%E Windows
ETXRESH, MEFEE
#, SR "1 2 SMB EE

ok

N o

Storage Gateway BHEFE
FedRAMP ER, MEFMEE
A, E2E T NERRE.

Storage Gateway BREX &
B R = FERN E R
EWHERS, mEFHEE
A, m2E ", £/4 Storage
Gateway #Z#| 55T EIF B R

o

XU RBEREREXS LEE
H, EXHRBETEM G L
&3] Amazon S3 FEE, W
FHMER  FE2R T Bl
X EEBA,

2021 £10 A 12 H

20217 AT7H

20217 AT7H

2020 611 A 24 H

2020 11 A9 H

2020 11 A9 H

API hz 7 2013-06-30 319


https://docs.aws.amazon.com/filegateway/latest/files3/GettingStartedCreateFileShare.html
https://docs.aws.amazon.com/filegateway/latest/files3/GettingStartedCreateFileShare.html
https://docs.aws.amazon.com/filegateway/latest/files3/GettingStartedCreateFileShare.html
https://docs.aws.amazon.com/filegateway/latest/files3/GettingStartedCreateFileShare.html
https://docs.aws.amazon.com/filegateway/latest/files3/CreatingAnSMBFileShare.html
https://docs.aws.amazon.com/filegateway/latest/files3/CreatingAnSMBFileShare.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/storagegateway-compliance.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/MaintenanceUpdateBandwidth-common.html#SchedulingBandwidthThrottling
https://docs.aws.amazon.com/storagegateway/latest/userguide/MaintenanceUpdateBandwidth-common.html#SchedulingBandwidthThrottling
https://docs.aws.amazon.com/storagegateway/latest/userguide/MaintenanceUpdateBandwidth-common.html#SchedulingBandwidthThrottling
https://docs.aws.amazon.com/storagegateway/latest/userguide/monitoring-file-gateway.html#get-file-upload-notification
https://docs.aws.amazon.com/storagegateway/latest/userguide/monitoring-file-gateway.html#get-file-upload-notification

AWSStorage Gateway

ERAEER

M RA R B Eh R R

EREEER

NHHERE s EREENERERES

418

BB E A BE AR

Support FEVEFE AR IEE
#E (FIPS) U ZBEAWS[E 15

N ERREREERG B
BE , ERBHAE ACLIBR
SMB XH#H= F Y HFH
KRR, MFEFMEES , B
By T4 BV SMB BERH E

NHERRERHE T —ERRK
JAVIBRE , AR RARTH X448
BAERAANMHERE. WFEF
HMER , FBR "1 BAX
1408 B B R SO A

Storage Gateway #§ A EEFE
EMEEEIRS T 4 5. MEFFM
B, B2 T EXFEN

BT , B LUBEBA
WSStorage Gateway #2414,
MBFHMEA , F2HE " &
F Storage Gateway fE %
fifo

BREANEXBIRER (BX
). EBIREP (EH BRI
#F). EBEFEEB (A ezt
#F). EBEFEEB (A ezt
&), EZEIFE (M) M=
K (PE) FEBE FIPS ‘F’i‘
WmET R, MEFHMER

B "1 AWSStorage Gateway
i B A AL B P EAWS — i 3
%,

2020 11 A9 H

2020 £10 A 30 H

2020 8 A 31 H

2020 8 A 12 H

20207 A31H

API hzZ 2013-06-30 320


https://docs.aws.amazon.com/filegateway/latest/files3/CreatingAnSMBFileShare.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/migrate-data.html#migrate-data-file-gateway
https://docs.aws.amazon.com/storagegateway/latest/userguide/migrate-data.html#migrate-data-file-gateway
https://docs.aws.amazon.com/storagegateway/latest/userguide/Performance.html#performance-fgw
https://docs.aws.amazon.com/storagegateway/latest/userguide/Performance.html#performance-fgw
https://docs.aws.amazon.com/storagegateway/latest/userguide/hardware-appliance.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/hardware-appliance.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/hardware-appliance.html
https://docs.aws.amazon.com/general/latest/gr/sg.html
https://docs.aws.amazon.com/general/latest/gr/sg.html

AWSStorage Gateway

ERAEER

Support Fft i1 Z EE & Amazon
S FRENSEXHHRE

MR A iR F R 0 4

&

£ Storage Gateway 2% &

EEURBEEFRER

NHFERRERFREM S3
FREAESEANHRE
W AR R B #%35 RSE R AG S04
MR Rt R T RN
. ] DABR &I I 1E 3448
BLAENNHREMENE
HRE. BTLA S3 ERHAB
E&ZE S3 vl , WiGE(E
S3 iR AR5t 2 28 {8 48 B3 S 4
HZ, METLUSHERE 4R
EEBERRBIURERES
B, LUBEAR R EHH
WE, MEFHMER , FSH
MBI NFS BRHASHEE
i SMB ERHZ,

Storage Gateway B £ X #
HHEEAEE 64 TB A 4B
7, BBRHHBRATERIE
SRR B 2RE S A i
FERREFRNERE, MEFMA
B, B28 T, EENE
B8 7 b B 38 K /) 9 Storage
Gateway E1EM,

RIF1E A LATE Storage
Gateway 2§ & 1R
CloudWatch /R, WMEF
WER , F2E T BE
CloudWatch 7R,

2020 7 A7H

2020 7 A7H

2020 65 A 29 H

API hZ 2013-06-30 321


https://docs.aws.amazon.com/filegateway/latest/files3/CreatingAnNFSFileShare.html
https://docs.aws.amazon.com/filegateway/latest/files3/CreatingAnSMBFileShare.html
https://docs.aws.amazon.com/filegateway/latest/files3/CreatingAnSMBFileShare.html
resource-gateway-limits.html#disk-sizes
resource-gateway-limits.html#disk-sizes
https://docs.aws.amazon.com/storagegateway/latest/userguide/Main_monitoring-gateways-common.html#cloudwatch-alarms
https://docs.aws.amazon.com/storagegateway/latest/userguide/Main_monitoring-gateways-common.html#cloudwatch-alarms

AWSStorage Gateway

ERAEER

X BB EAREZRZE (FIPS)

MWAWS[E

S3 Intelligent-Tiering #1788 /5

RHE

¥HIAWSRegion ([E13)

B\ E T LATE AWS GovCloud
(US) BEiHEUA R FIPS i
HHEE, EEAERMER
1 FIPS in¥ , B2 EEER
Bind. BERUMEKERFEE
1 FIPS in¥ , B2 EEER
Bing, EERERTREEN

FIPS in® , 2 HIEERB IR

2o

REEIEM (BER) FMEON
CKE) EBERMt. WEFEE
# , FSHE "1 AWSStorage
Gateway Jin 2 #1E 82 P HIAWS
— k8%,

Storage Gateway B & S3
Intelligent-Tiering fE1ZEE 5
%, S3 Intelligent-Tiering f&#
FRAEEEEBEBKESR
BEHIZEREARSEN TR
FEE , BRENSREL ,
BRgEMeed B REIN
8. WEFHEEA , B2
BT BESRECREFRY
HEAEFIRYGNRERS
ZEH M Amazon Simple Simple
Storage Service A,

A A EFAAWSGovCloud (3=
BRI Eif. MEFMAER

, ®8H "1 AWSStorage
Gateway Jin = #1 B 82 P HIAWS
—2E,

20205 A 22 H

2020 5 A7H

2020 54 A 30 H

20203 A12H

API hzZs 2013-06-30 322


https://docs.aws.amazon.com/storagegateway/latest/userguide/create-gateway-file.html#GettingStarted-service-endpoint-file
https://docs.aws.amazon.com/storagegateway/latest/userguide/create-gateway-file.html#GettingStarted-service-endpoint-file
https://docs.aws.amazon.com/storagegateway/latest/userguide/create-volume-gateway.html#GettingStarted-service-endpoint-volume
https://docs.aws.amazon.com/storagegateway/latest/userguide/create-volume-gateway.html#GettingStarted-service-endpoint-volume
https://docs.aws.amazon.com/storagegateway/latest/userguide/create-gateway-vtl.html#GettingStarted-service-endpoint-tape
https://docs.aws.amazon.com/storagegateway/latest/userguide/create-gateway-vtl.html#GettingStarted-service-endpoint-tape
https://docs.aws.amazon.com/general/latest/gr/sg.html
https://docs.aws.amazon.com/general/latest/gr/sg.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-class-intro.html#sc-dynamic-data-access
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-class-intro.html#sc-dynamic-data-access
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-class-intro.html#sc-dynamic-data-access
https://docs.aws.amazon.com/general/latest/gr/sg.html
https://docs.aws.amazon.com/general/latest/gr/sg.html

AWSStorage Gateway

ERAEER

X IE Linux OB E RS
(KVM) Hypervisor

X & VMware vSphere High
Availability

HEVAWS [EEH AR RS

Support Amazon CloudWatch

Logs I 1&

Storage Gateway IR1ERESE
BE KM ERLTE A LHE
RiSMEBERME, £ KVM LI
ENFEEEHREAIHE
FEME RN HEEMINEE, WE
FHHEA , E2E "L BN
ERVEBEEFEIBERS
#yStorage Gateway &I,

BWAE VMware E1IREE T
AMXE , BB ERETIE
EHLRER. EREDE
HEE, MBEFHMEA , F
2/ T, % VMware vSphere
AvSphere Ei Storage Gateway
& B £ A P A Storage Gateway
EiEm. REAtBaE T MEE
WE. NEFHEA , F2HE

1 EEF B Storage Gateway
EE™E,

RimREERNAREENMN (B
RE) BIEHEL MFFHFMAE

# , FSHE "1 AWSStorage
Gateway Jin 2 #1 F 8 P HIAWS
—k8E,

BB E A LAER Amazon
CloudWatch BiFHEBRER
FiE , UESFEREERN
SEERMEERENIBAN, NE
HMER , F2E T, BERE
B8 Amazon CloudWatch BHE&
A48 E Health 85 554938 &1+
#yStorage Gateway f# &5
Mo

2020 2 A4 H

2019 % 11 A 20 H

2019 9 H 24 H

2019 9 A4 H

API hzZ 2013-06-30 323


https://docs.aws.amazon.com/storagegateway/latest/userguide/Requirements.html#requirements-host
https://docs.aws.amazon.com/storagegateway/latest/userguide/Requirements.html#requirements-host
https://docs.aws.amazon.com/storagegateway/latest/userguide/Performance.html#vmware-ha
https://docs.aws.amazon.com/storagegateway/latest/userguide/Performance.html#vmware-ha
https://docs.aws.amazon.com/storagegateway/latest/userguide/Performance.html#vmware-ha
https://docs.aws.amazon.com/storagegateway/latest/userguide/Performance.html
https://docs.aws.amazon.com/general/latest/gr/sg.html
https://docs.aws.amazon.com/general/latest/gr/sg.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/monitoring-file-gateway.html#cw-log-groups
https://docs.aws.amazon.com/storagegateway/latest/userguide/monitoring-file-gateway.html#cw-log-groups
https://docs.aws.amazon.com/storagegateway/latest/userguide/monitoring-file-gateway.html#cw-log-groups

AWSStorage Gateway

ERAEER

HAWS [EiF

HAWS [EiF

xBEEERMEER (VPC) F

A BE

SMB R X Z 3 Microsoft
Windows ACL

BRMEEUERAERY
B

DAEE (FE) BEEREA
LAfEF Storage Gateway,
MBEFHMEN , F2HE

T ; AWSStorage Gateway %
A EEFHAWS— RS E,

Storage Gateway HEEH R
(BM) EBiERMt, WEFEE
# , FSHE "1 AWSStorage
Gateway Jin 2 #1E 82 P HIAWS
— k8%,

RBIE A LATE VPC R ERA
B, BUNERSIEHRE

FiEARERFBTFERREZ
BEIAEER. NMEFHEE
# , S B 1E Virtual Private
Cloud FRUAEIE.

HRAERREE , £BAETLUE
A Microsoft Windows fZE#%
HI7FEE (ACL) 2R¥= %I AR BF &R
E[E# (SMB) Eﬁ,\;ﬁﬁﬁ
B, MEFHMEF 6 F2REE
F Microsoft Windows ACL 3k
5 SMB EXHEMNFEL

ERFEREXEURRAE
RORE, SUTURKRELE
REVRBR R HIBERFEE
REIFE, S A LURIRAE
IAM 55 R R4 HEERRER
BEIFE. MEFMEA  F
SRRHHERFEERNF
HYo

2019 8 A14 H

2019 7 H29H

2019 6 A20 H

2019 5 A8 H

2019 3 A4 H

API hzZ 2013-06-30 324


https://docs.aws.amazon.com/general/latest/gr/sg.html
https://docs.aws.amazon.com/general/latest/gr/sg.html
https://docs.aws.amazon.com/general/latest/gr/sg.html
https://docs.aws.amazon.com/general/latest/gr/sg.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/gateway-private-link.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/gateway-private-link.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/smb-acl.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/smb-acl.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/smb-acl.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/restrict-fgw-access.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/restrict-fgw-access.html

AWSStorage Gateway

ERAEER

BUME1E /Y Storage Gateway
ERERiE

Support Storage Gateway &
s_nxﬂt

xERREFFAEER (SMB) &

A E

X

R EEBUM In__nijihf,\o
MBEFHMEN , F2HE

" 1 AWSStorage Gateway &
e ExfE EiE P RIAWS —

Z., A, BRETUERT
FEERRELNIERART
BRESTBEME12TB, I
P 2 R M AR AR < 2L 10
Gb MR FER, FEFH
B, A2ERELNERSE
figo

2019 2 H25H

Storage Gateway E#EE{E= 2018 9 A 18 H
EHEAREEE=FRREL

#) Storage Gateway (B,

& A LAfRRAWS Management

Console B fm. iR LAk

HER. W%ﬂﬁﬁlﬁ?ﬁ

MBFHMEA , F2HE " &

F Storage Gateway fE %

fifo

EREEFHEERAZNREMRK
BFAEEHR (SMB) BAWBEX
B. WEFMER , BFSEE

UERAE,

2018 6 A 20 H

TRIAASEREANEEEE, AWSStorage Gateway HIE72018 &£ 5 A Z A,

gE iR =R
Support S3 EEE FIREALUFEHEREEIEE S30ne Zone Zone IAE 2018 54 A 4 H
— A &R ARERAZNERERFERN. FAKREEFER , &7

ERERN

API Rz 7 2013-06-30 325


https://docs.aws.amazon.com/general/latest/gr/sg.html#sg-hardware-appliance
https://docs.aws.amazon.com/general/latest/gr/sg.html#sg-hardware-appliance
https://docs.aws.amazon.com/storagegateway/latest/userguide/appliance-quick-start.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/appliance-quick-start.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/hardware-appliance.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/hardware-appliance.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/hardware-appliance.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/GettingStartedCreateFileShare.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/GettingStartedCreateFileShare.html

AWSStorage Gateway

ERAEER

gE

TR AWS B35

Amazon S3 f#1F
FEARFER
B, BREENS
MHEE ACL B
Support &

HH AWS B

& MIME K
BERELEENNE

A8
700

T VMware ESXi
ERCEEBRERF
6.5 ix

R
LS 1819 ¥ 1 BB 1Z BT Amazon S3 K E{E v A [E 15
., MEFMEN  BZR EBEIERAE,

HWEREBEEXNREARE (FI05R) EBEHEL 0FEFH
&, F2E <X EN AWS ESE,

ERET R EFHREER Amazon S3 12 BT B Y HREX
i, ZREATUERERFEKRSEN. MFEFHE
B , 28 " RefreshCache.html# #9Storage
Gateway AP| &#&,

HRERRE  SREVUIEERFENEE NHE
BA K MAREEITEETEIK.

BRETUEAERRERASTREFER TRHE
NFS BRHAEM S3 MEIEERE,

WEFMES , FEH EUERLE,

e (B2 BERH. NEFMAENR , 25
XEHN AWS EiF,

EFEBEABNFS BRAZHNERETS LEER
Amazon S3 B , ERFEREUTRALWEIEA, 0
EFMBEH , 3528 "1 NotifyWhenUploaded
#yStorage Gateway APl £&#&,

ERREREAHIURES AERN EEYHER

MIME BENER, MFEFAESR  F2H BUEEH

=
S2C

AWSStorage Gateway IR X & VMware ESXi E#1{t
EERERF 6.5 M. Ef 4.1, 5.0, 5.1, 55 F 6.0 iR\
NWXZE, MEFMER , F2E ZEM Hypervisor

S2EHH

2018 4 A 3 H

2018 3 A1 H

2017 £ 12 A 18
H

2017 £ 11 A 21
H

2017 €9 A 13 H

BIRE#H

API fR7s 2013-06-30 326


https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_RefreshCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_NotifyWhenUploaded.html

AWSStorage Gateway

ERAEER

gE

BERMEXE
Microsoft Hyper-V
ERIVERRER

TR AWS B35

% £ Amazon EC2
I REE

HH AWS B

$H AWS Ei5

iR

I35 1E A LU R E ZBE] £ Microsoft Hyper-V E##
{tEERER. MEHBEF , F528 ZEM Hyperviso
r ﬁi%%ﬁ%*o

DAREHE (HE) BEIRETLAER Storage Gateway,
MEFMER , F2E BN AWS EHF,

ERRAEANERAEREFHMEHEEER, SREA
RIBIERAZERE squash MEFEER, WHRFAE
#

—_—
=
o

7, FEH EUERS

EERERTE Amazon S3 EFFETSKAREL
R HBEEERABRYREGERE  SHEIBERNY

. MEFHMENR , 520 API B2EZH K RefreshCa
che.

AWSStorage Gateway R IEBE$7E Amazon EC2 H
HEERFE, ZAUERARTENTE AMIEAZ
Storage Gateway Amazon Machine Image (AMI) , 7£
Amazon EC2 H A EIERFE. WFNAEIERFE
K7 EC2 BiT{EREBBCHNENR , FSRELIH
& Amazon S3 EEEFIE, MBEWMAIKEIERFE AMI
B , 528 £ Amazon EC2 = # F I EBEREE

o

A BEEEERAEXE HTTP RIBHERE, MNEEMA
B, 52 88 HTTP RERHBZEE EC2 LR
B,

REEEN (RR) BERHE. WEFHES  F2H
XEHN AWS [EiF,

MEXR (FEB) EFIRETLUER Storage Gateway, M
THMEN , F2E BN AWS EHF,

S2EHH

20176 AH22H

2017 5 A 02 H

2017 3 A28 H

2017 2 A 08 H

2016 &£ 12 A 13
H

2016 & 12 A 08
H

BIRE#H

API fR7s 2013-06-30 327


https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_RefreshCache.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_RefreshCache.html

AWSStorage Gateway EREEmR

8 iR BF A H
X EEREE MERBEMBHREES |, Storage Gateway BIEREMS 2016 £ 11 A 29

EXREE, BEREEZESTRENEENEER , =& H
MR ERRR (NFS) EXRZENERBEA R

E , £ Amazon S3 FEFEHMEERYIH. FMEREETFE
Amazon S3 HHI¥YIH , FETEEL NFS B EHHMNEZR.

EWREH API fR7s 2013-06-30 328



AWSStorage Gateway EREEmR

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

API FRZX 2013-06-30 ccexxix



	AWSStorage Gateway
	Table of Contents
	什麼是 Amazon S3 檔案閘道
	Amazon S3 檔案閘道

	Storage Gateway 的工作原理（體繫結構）
	Amazon S3 檔案閘道

	設定 Amazon S3 檔案閘道
	註冊 Amazon Web Services
	建立 IAM 使用者
	檔案閘道設定要求
	必需的先決條件
	硬體及儲存體需求
	現場部署 VM 的硬體需求
	Amazon EC2 執行個體類型的要求
	儲存需求

	網路與防火牆需求
	連接埠需求
	Storage Gateway 硬體設備的網路與防火牆需求
	允許透過防火牆和路由器的 AWS Storage Gateway 存取
	為 Amazon EC2 閘道執行個體設定安全組

	支援的 Hypervisor 與主機需求
	檔案閘道支援的 NFS 用戶端
	檔案閘道支援的 SMB 用戶端
	檔案閘道支援的檔案系統操作

	存取 AWS Storage Gateway
	支援的 AWS 區域

	使用 Storage Gateway 硬體設備
	支援的 AWS 區域
	設定您的硬體設備
	機架安裝您的硬件設備並將其連接到電源
	硬體設備尺寸

	設定閘道參數
	啟用您的硬體設備
	啟動閘道
	為閘道設定 IP 地址
	設定您的閘道
	從硬件設備中刪除網關
	刪除您的硬體設備

	AWS Storage Gateway 入門
	建立和激活 Amazon S3 檔案閘道
	設定 Amazon S3 檔案閘道
	將您的 Amazon S3 文件網關 Connect 到AWS
	查看設置並激活您的 Amazon S3 文件網關
	配置您的 Amazon S3 文件網關


	建立檔案共享
	建立 NFS 檔案共享
	建立 SMB 檔案共享
	建立 SMB 檔案共享


	裝載並使用您的文件共享
	在用户端掛載您的 NFS 檔案共享
	在用户端掛載您的 SMB 檔案共享
	在具有預先存在的對象的存儲桶上使用文件共享
	測試您的 S3 文件網關
	接下來做些什麼？
	清除不需要的資源


	在虛擬私有雲端中啟用閘道
	建立適用於 Storage Gateway 的 VPC 端點
	設置和配置 HTTP 代理（僅限本地文件網關）
	允許流量到 HTTP 代理中所需端口

	管理您的 Amazon S3 檔案網關
	新增檔案共享
	授予對 Amazon S3 儲存貯體的存取權
	預防跨服務混淆代理人
	使用檔案共享進行跨賬户存取
	資源


	刪除檔案共享
	編輯 NFS 檔案共享的組態設定
	編輯 NFS 檔案共享的元數據默認值
	編輯 NFS 檔案共享的存取設定
	編輯網關的 SMB 設置
	為網關設置安全級別
	使用 Active Directory 來驗證用户
	提供訪客對文件共享的訪問權限
	為您的網關配置本地羣組
	設置文件共享可見性

	編輯 SMB 檔案共享的設定
	刷新 Amazon S3 儲存貯體中的物件
	搭配 Amazon S3 檔案閘道使用 S3 物件鎖定
	瞭解文件共享狀態
	檔案共享最佳實務
	阻止多個檔案共享寫入您的 Amazon S3 儲存貯體
	允許特定的 NFS 客户端掛載文件共享


	監視檔案閘道
	使用 CloudWatch 日誌組獲取文件網關運行狀況日誌
	激活閘道之後設定 CloudWatch 日誌

	使用 Amazon CloudWatch 指標
	取得關於檔案操作的通知
	獲取文件上傳通知
	獲取工作文件集上傳通知
	獲取刷新緩存通知

	了解閘道指標
	瞭解文件共享度量
	瞭解文件網關審核日誌

	維護您的閘道
	關閉您的閘道 VM
	管理 Storage Gateway 的本地磁盤
	決定本地磁盤存儲量
	確定要分配的緩存存儲大小
	新增快取儲存
	將臨時存儲與 EC2 網關結合使用

	管理您的 Amazon S3 文件閘道頻寬
	使用 Storage Gateway 控制台查看和編輯網關的帶寬速率限制計劃
	使用更新閘道頻寬速率限制適用於 Java 的 AWS SDK
	使用更新閘道頻寬速率限制適用於 .NET 的 AWS SDK
	使用更新閘道頻寬速率限制AWS Tools for Windows PowerShell

	使用 AWS Storage Gateway 主控台管理閘道更新
	在本機主控台上執行維護任務
	在 VM 本機主控台（文件閘道）上執行任務
	登入到文件閘道本機主控台
	從 Storage Gateway 控制台設置本地控制台密碼

	設定 HTTP 代理
	配置網關網絡設置
	測試網關的網絡連接
	查看網關系統資源狀態
	為閘道設定網路時間協定 (NTP) 伺服器
	在本地控制台上運行存儲網關命令
	為您的閘道設定網路適配器
	設定您的閘道使用 VMXNET3 網路適配器


	在 Amazon EC2 本地控制台（文件網關）上執行任務
	登錄到您的 Amazon EC2 網關本地控制台
	通過 HTTP 代理路由部署在 EC2 上的網關
	配置網關網絡設置
	測試網關的網絡連接
	查看網關系統資源狀態
	在本地控制台上運行 Storage Gateway 命令

	存取閘道本機主控台
	使用 Linux KVM 存取閘道本機主控台
	使用 VMware ESXi 存取閘道本機主控台
	使用 Microsoft Hyper-V 存取閘道本機主控台

	為您的閘道設定網路轉接器
	針對 VMware ESXi 主機中的多張 NIC 設定您的閘道
	在 Microsoft Hyper-V 主機中為多張 NIC 設定您的閘道


	使用 AWS Storage Gateway 主控台刪除閘道以及移除相關聯資源
	使用 Storage Gateway 主控台刪除閘道
	從現場部署的閘道移除資源
	從 VM 上所部署的磁碟區閘道移除資源

	從 Amazon EC2 執行個體上所部署的閘道移除資源
	從 Amazon EC2 上所部署的快取磁碟區移除資源



	將現有文件網關替換為新實例
	方法 1：將緩存磁盤和網關 ID 遷移到替換實例
	方法 2：使用空緩存磁盤和新網關 ID 替換實例

	效能
	關於文件網關的效能指南
	S3 文件網關在 Linux 客户端上的性能
	Windows 客户端上的文件網關性能

	最佳化閘道效能
	新增資源至您的閘道
	新增資源到您的應用程式環境

	將 VMware vSphere (VMware vSphere) 與 Storage Gateway 搭配使用
	設定 vSphere VMware HA 叢集
	下載您的閘道類型的 .ova 映像
	部署閘道
	(選用) 為叢集上的其他 VM 新增覆寫選項
	啟用閘道
	測試 VMware High Availability 組態


	中的安全AWSStorage Gateway
	中的資料保護AWSStorage Gateway
	使用的資料加密AWS KMS

	存儲 Gateway 的身份驗證和存取控制
	身分驗證
	存取控制
	管理 Storage Gateway 取許可概觀
	Storage Gateway 資源和操作
	了解資源所有權
	管理資源存取
	身分類型政策 (IAM 政策)
	資源型政策

	指定政策元素：動作、效果、資源及委託人
	在政策中指定條件

	將以身分為基礎的政策 (IAM 政策) 用於 Storage Gateway
	使用 Storage Gateway 主控台所需的許可
	AWSStorage Gateway 的託管策略
	客戶受管政策範例
	範例 1：允許在所有網關上執行任何 Storage Gateway 操作
	範例 2：允許對 Gateway 的唯讀存取
	範例 3：允許存取特定 Gateway
	範例 4：允許用户訪問特定卷
	範例 5：允許在具有特定前綴的網關上執行所有操作


	使用標籤來控制對您的 Gateway 和資源的存取
	根據資源上的標籤控制存取權限
	根據 IAM 請求中的標籤控制存取權限

	使用 Microsoft Windows ACL 來控制 SMB 檔案共享的存取
	在新 SMB 檔案共享上啟用 Windows ACL
	在現有 SMB 檔案共享上啟用 Windows ACL
	使用 Windows ACL 時的限制

	Storage Gateway API 權限：動作、資源和條件參考
	使用 Storage Gateway 的服務連結角色
	Storage Gateway 的服務連結角色許可
	建立 Storage Gateway 的服務連結角色
	編輯 Storage Gateway 的服務連結角色
	刪除 Storage Gateway 的服務連結角色
	Storage Gateway 服務連結角色的支援區域


	AWS Storage Gateway 中的記錄和監控
	CloudTrail 中的 Storage Gateway 資訊
	了解 Storage Gateway 日誌檔案項目

	的合規驗證AWSStorage Gateway
	中的恢復能力AWSStorage Gateway
	中的基礎設施安全AWSStorage Gateway
	Storage Gateway 的安全最佳實務

	為您的閘道進行故障診斷
	為現場部署閘道故障診斷
	啟用支援幫助排除本地託管的網關故障

	為 Microsoft Hyper-V 安裝進行故障診斷
	排除 Amazon EC2 網關問題
	您的網關激活幾分鐘後還沒有發生
	您無法在實例列表中找到 EC2 網關實例
	你想要的支援幫助您排除 EC2 網關故障

	故障診斷硬體設備問題
	您無法確定服務 IP 地址
	如何執行重設出廠預設值？
	您在哪裏獲得戴爾 iDRAC 支持？
	找不到硬件裝置序列號
	從何處獲得硬件設備支持

	疑難排解檔案閘道問題
	錯誤：InaccessibleStorageClass
	錯誤：S3 訪問被拒絕
	錯誤：InvalidObjectState
	錯誤：ObjectMissing
	：Notification 重新開機
	：Notification HardReboot
	：Notification HealthCheckFailure
	：Notification AvailabilityMonitorTest
	錯誤：RoleTrustRelationshipInvalid
	使用 CloudWatch 指標進行故障
	瀏覽目錄時，網關反應緩慢
	您的網關沒有響應
	您的閘道傳輸資料到 Amazon S3 的速度緩慢
	您的網關執行的 Amazon S3 操作比預期要多
	您在 Amazon S3 儲存貯體中看不到檔案
	您的閘道備份任務失敗，或寫入至閘道時發生錯誤


	疑難排解檔案共享問題
	您的文件共享卡在創建狀態
	您無法建立檔案共享
	SMB 檔案共享不允許多種不同的存取方法
	多個文件共享無法寫入映射的 S3 存儲桶
	無法將文件上傳到您的 S3 存儲桶
	無法更改默認加密以使用 SSE-KMS 加密存儲在我的 S3 存儲桶中的對象
	在啟用了對象版本控制的 S3 存儲桶中直接進行的更改可能會影響您在文件共享中看到的內容
	當寫入啟用了對象版本控制的 S3 存儲桶時，Amazon S3 文件網關可能會創建 S3 對象的多個版本
	對 S3 存儲桶的更改不會反映在 Storage Gateway 中
	ACL 許可未如預期般運作
	執行遞歸操作後，您的網關性能下降

	高可用性運作狀態通知
	故障診斷高可用性問題
	運作 Health 態通知
	：Notification 重新開機
	：Notification HardReboot
	：Notification HealthCheckFailure
	：Notification AvailabilityMonitorTest

	指標

	恢復您的數據最佳實務
	從意外的虛擬機關閉中恢復
	從出現故障的緩存磁盤恢復數據
	從無法存取之資料中心的復原資料


	其他 Storage Gateway 資源
	主機設定
	設定 VMware of Storage Gateway
	同步 VM 時間與主機時間
	搭配使用 Storage Gateway 及 VMware 高可用性

	同步閘道的 VM 時間
	在 Amazon EC2 主機上部署檔案閘道

	取得您閘道的啟用金鑰
	AWS CLI
	Linux (bash/zsh)
	Microsoft Windows PowerShell

	使用AWS Direct Connect使用 Storage Gateway
	連接埠需求
	連線至閘道
	從 Amazon EC2 主機取得 IP 地址

	了解 Storage Gateway 資源和資源 ID
	使用資源 ID

	為儲存體閘道資源加上標籤
	處理標籤
	另請參閱

	使用開源組件AWS Storage Gateway
	用於 Storage Gateway 的開源組件
	適用於 Amazon S3 文件網關的開源組件

	配額
	檔案共享的配額
	建議的網關本地磁盤大小

	使用儲存體方案
	將存儲類與文件網關結合使用
	將 GLACIER 存儲類與文件網關結合使用


	Storage Gateway 的 API 參考
	AWS Storage Gateway必要請求標頭
	簽署請求
	簽章計算範例

	錯誤回應
	異常情形
	操作錯誤代碼
	錯誤回應
	錯誤回應範例


	Storage Gateway 中的操作

	的文件歷程記錄AWSStorage Gateway
	舊版更新

	

