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https://aws.amazon.com/elasticloadbalancing/features/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/
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https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/migrate-classic-load-balancer.html
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- AWS 55 E (AWS CLI) — =R EZH AWS BRI+ , @3E Elastic Load
Balancing. Windows, macOS # Linux AWS CLI X , tIEFHMEF , F2BHAWS Command
Line Interface,

- AWS SDKs : RS RHEMN APIs , WEEFZERFMES , SIMAEET, REFBREANE
REE, MEFMES  F2E AWS REEMF.

- BH AP - RHEFALER HTTPS R UM EER API Bi1E, FEAZEH API 27 B Elastic Load
Balancing REENF R, T8 , EH API FEELNERAEXNEREMEFMRENR , fINEEMENE
BERUNGERREE., WFEFHER , F2ETIRE :

- Application Load Balancer, Network Load Balancer #] Gateway Load Balancer — API|
2015-12-01 ki

« Classic Load Balancers — 2012-06-01 kix A<y API
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Elastic Load Balancing BAULTRE , JhERARXH TAMNMTER M,

« Amazon EC2 - EERHTRARANERFARKSR. BUREEHFER , BREKHAS EC2
1TERE. MFEFMEF , F2E Amazon EC2 A EEM.

« Amazon EC2 Auto Scaling - FER IR EE T EHENHTEE , BIFEHTERBZLERE LR M
It Amazon EC2 Auto Scaling Rl BARBEHTEREREE , 5 HEMBE I BT ERBEE.
MR XA Elastic Load Balancing #9 Auto Scaling , 8JH Auto Scaling MBI EITEEESESHEEH
FEEEP M, E&t , B Auto Scaling R IENFTEBGCEEBRA R L EHFFUEFM, MEH
& , 5528 Amazon EC2 Auto Scaling £ & 1EM.

« AWS Certificate Manager — 237 HTTPS #EREXEF , AIUEE ACM TRt EBE. BB T EHES
FRAWRRRKIER , WHERREHAFHER

« Amazon CloudWatch - A ZEERE BV EHB[ W R EZRENEE, NEEZEN , F2H
Amazon CloudWatch & 5R .

« Amazon ECS - A[E &7 EC2 #TEREE L#H1T. FIEMEE Docker Bg. BHLIREEH T
e , SRERHIIAEE, MEFMEN , F528 (Amazon Elastic Container Service & A E15
) .

« AWS Global Accelerator — tREFERRENW T AMMMEE. FH MEFERE D HE —HZE AWS
BT HZEEERFEE, WEFMER , 528 (AWS Global Accelerator Bi# A E15/E) .
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https://aws.amazon.com/cli/
https://aws.amazon.com/cli/
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/
https://docs.aws.amazon.com/global-accelerator/latest/dg/
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BAZ P MEREZETAREL., LEABEHAERESTEHSTEERARE, WR—ETHESE
RELZFEARIEEFERERFNELE , EETHB T RERHT S —EATREREREERER T
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EfERTRES R  ZTAEREANEBERNERIEEH TER, T8 , IECHNREER , 88
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THEXRTEUBREEEATERBHEELINEREGEHFFLHWR, EMECHANTARESE , A
Ei A EMEERE , THESE B A/ \EEEZE, AFP®EEFEKR , Amazon Route 53 L EF —EHEH
SPETESETEEAY IP b SR EIEERERER. BERREERBEEL , RESKEIH , LESEEHT

tERE PR B A F R 50% RE. SERETEREHSSERENE T BRIHEE AR S EMA
E go

MEEEFSEHFEHEEKA , Bl 10 BEESER 10% WRE, ERRNASEER T EHIEH I T LU
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MR EMAKZ Application Load Balancer , BREBEHFH— S8 H T HRBMREA. B EHA
Bik , AIMEABEREREEEH TS, WFEFMEFH , 52 [ User Guide for Application Load Balancers
i #Y Turn off cross-zone load balancing.

R AR Network Load Balancer 1 Gateway Load Balancer , BEIH & &H L EHERXEEH. &
VEHTESRR  CERTUMAREABESARTEH, WHFFHENA , F28 (Network Load
Balancer A EE/M) FHE EFHAHFEHE,

BRI Classic Load Balancer b , BEFHEBTHNEREIARESZNAEZEHTESE., £H
API = CLI B  FEREEAEEHEHTE, #FA B AWS Management Console , TR &1ZE A
Eif 8 & FHHEE, B Classic Load Balancer # , BB TUBASEABESEHTLEH, NE
FHHER , 528 (Classic Load Balancer &) PR B EE S &,

EiEE®%
[Ei#E% 2 Amazon Application Recovery Controller (ARC) (ARC) I IhEE, FiBEFHER |, Er L
FERE B, SERTEHR[ERRZTENTHAESER, Mit—R , B ATUEER AWS BEFH

fIEAEAR S R 89 O] A B AT R R
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EEER 6


https://docs.aws.amazon.com/elasticloadbalancing/latest/application/edit-target-group-attributes.html#cross_zone_console_disable
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/edit-target-group-attributes.html#target-group-cross-zone
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/edit-target-group-attributes.html#target-group-cross-zone
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/enable-disable-crosszone-lb.html#enable-cross-zone
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HIER, MEFMER , F2EB (Amazon Application Recovery Controller (ARC) BiZ A E5m)
WESEBIEESR  BEREREMES P i,

HEABHEB 2 , FREANTRE

- EREHBESEEEESE BT EWE R TR Network Load Balancer i |, XEEHER,
- BAEHEE-—THAES K BIScAESTESINESEE, FELIAZEATHAESRB EGEE,

- AWS EZEERRERESE BREE , SXBHH DNS BRESAH V&R P tit. ERBEE
BBz, FELREENNTAREEE, IRENEHTEHRCHERAEESEHTE , MAEA
ESEBRBRESSHFERS P i, ISESERXENTHESUEREERRE,

S

MEEZESIMET , 5528 (Amazon Application Recovery Controller (ARC) Fi3 A E155) H#Y
ARC HHEREBSEEX,

KRR

EAFREREREAINERTEHRE 2 , CEEEABHBBRE (DNS) ARSFZMHTEH T EHSEN
i A, DNS IHE B Amazon 2% , RAZNE R T EIFM amazonaws . com fiF. Amazon
DNS A28 EE —ERZE IP thitic AP ik, ELXRENERTEHB AR FHIFEHRMN IP thit,
MR FEH K2 Network Load Balancer , Elastic Load Balancing € A& AN SE T B EiH 2 LB
N, XFEATIESERE P i, E&E T Network Load Balancer B , A LURERE —E5E1ME 1P iy
Hk BB RIAB R /) E 2 ML B W

EEARANREMREREMELEF | Elastic Load Balancing @R & & FEESMFE | LFHH DNS
HH, DNS HE th&215E 60 RN EZEEE (TTL), EGBARER P thiut ATLIREREFYFE |, Lo FE
BENRE,

RAFRERERAMEFEREEINEHTEHRN IP i, WRFRNERFHFRHEHENCEMEE
FERERFHBER , XWERABRNALE IP it EFREET B &F.

WEFMERR |, 7528 (Amazon Route 53 A E1E5m) RS RERAZE ELB 885 FHS,
REEE

IR EEA KR Application Load Balancer |, W FE RN EHFHREHSERA THESF -

1. RMERIEFEEREFNRR , SUREEERABERR,
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https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.how-it-works.html
https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.zonal-shifts.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
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2. FRAABEFHARENKEBERE L  REERHETEIRAUDENER, BROBBATEEZRERE
BN BEREE, ME—EEERZEESEHEER , 68 SFANEHTREILERE.

MR EFAM R Network Load Balancer , HEWEENE H FEHEHHSERATHEF :

1. ERAREMEREL  #EEHFEPENERRAUNEE, EELIRER
- BAWE
o R IP tthak F R FE R IR
- BRI IP bt F B B thiE R
- TCP F3%

2. EEENAXYR  #SEERN TCP BEREHEEME R, REAFIKL TCP ERERF TR
RREEENFR , IUBHETENE R,

£/ Gateway Load Balancer B , #WERN AR THBIHHSER 5 AEREMBESE EHER
BERE. EURER , HERENMEHSHE —HEHEZHREN B ERiE. ERTEHRENE SRR
2 EREIE 6081 £AY GENEVE BIABERBERE,

WREAM R Classic Load Balancer , #EWE RN E S HBIH BN TMONEITERE , OFFF
g

- TCP EEREXFANBREERAEE:

« HTTP M HTTPS H#EEXFEANRIV RTERNEREEEE X

HTTP Ei§

Classic Load Balancer &£ F 78 St B RUAVERR , {8 Application Load Balancer &, Classic Load
Balancer 1 Application Load Balancer &£ AEMRZ T, ERREZERNIHER LREZEHAF R
MEER , TERE —RIRERMEBEIEENEE, ERZITHELEIREKEARANESR., &
ERFIEEFESZ T | FBE HTTP EEAFERE Connection: close ZHEUER HTTP keep-alive &
B,

Application Load Balancer 1 Classic Load Balancer X R Gl imiE#R L ER HTTP, ©MERIRER
FREZEEEN HTTP,

Application Load Balancer X T % HTTP &R 5% :
GET. HEAD, POST, PUT, DELETE, OPONS #1 PATCH,

HTTP E#% 8



Elastic Load Balancing EREEmR

Application Load Balancer # Al imiE#R t X WA N BEAWE : HTTP/0.9, HTTP/1.0, HTTP/1.1
HTTP/2, &R gEA& HTTP/2 B HTTPS 2 EEX —EREER , mEA —@ HTTP/2 BRI F1TE
EH{% 128 fEIFEK. Application Load Balancer th 3 BB R # HTTP F &% WebSocket, i , 1%
BiEZEFR , Application Load Balancer ZHEE R BB BIF AWS WAF BEKTHER,

RIRFARR , Application Load Balancer 8 & imE#x (BB T EHRINSEMEZF) LEA HTTP/1.1, &
AILAE BB ERA , EB HTTP/2 = gRPC #AEREEZEBE, WEFMENR , 5528 Protocol
versions, 1RIFTAER , BIHEETIE keep-alive BHE, HARBAF R MR E T HMZEEMN HTTP/1.0
BR, AR TPEHESHBRIRER LEEN HTTPA1 BR , EATHIEE, THIEESSAHTES
#9 DNS &7,

Classic Load Balancer £ alimE#R £ (A PRI B &R FEHE) SEUTEAHE : HTTP/0.9, HTTP/1.0
MHTTP/1.1, EMERRERL EHTEHFINCEMOEE) FH HTTP/M.1, RIEFER , RIHER
18 keep-alive 25, HAREAFRMKIEEMEREN HTTP/1.0 R , EBFHBSHYER
ERLEEENHTTPMABER , EETHIEE, THEHRITSEH TR IP thit,

HTTP 1£5

Application Load Balancer 1 Classic Load Balancer & B E)#§ X-Forwarded-For, X-Forwarded-Proto
# X-Forwarded-Port ZEFHT 18 EFE K,

Application Load Balancer % HTTP X HERHIW IR EBERAINE K AREXBELCMELER
=,

HRER HTTP/2 WRIWER , EBEBE/NE, EFEA HTTP.1 BBEREEBBEEZEZH , A TE
BEEBEEEBANNERSE  X-Forwarded-For, X-Forwarded-Proto, X-Forwarded-Port, Host, X-
Amzn-Trace-ID, Upgrade 1 Connection, FiEHMEZBEZBEARNE,

Application Load Balancer # Classic Load Balancer TR EELHRAFRc® , MEESTRE
EA A F IR R ERERE,

£/ HTTP/1.1 9 Application Load Balancer H Classic Load Balancer Y%/ Expect: 100-Continue &
8% , e EIEFE HTTP/1.1 100 Continue , M RFEABRREZEE, FEH : 100-Continue 7&K
ERAEEAEHRAE,

5/ HTTP/2 & , Application Load Balancer 7% f FimsaK# Expect: 100-Continue 12
B8, Application Load Balancer & [EIfE HTTP/2 100 Continue A5 It ZBHEE E B 1Z,

HTTP 5 PR &l

Application Load Balancer B T 5l K/NR&GI 2B EESEWEMIRH

HTTP #£58 9


https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-target-groups.html#target-group-protocol-version
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-target-groups.html#target-group-protocol-version
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« FRIT 16K

« E—FH 16K

- E{EOMREEE: 32K

- BEBREFEH 64K

B E PR
ECRUANTEEN  CUEEERCENASENTEEATORRERNNTESE.

HERRERAHETERNBHERTLE P ibit, EEAREKREH TR DNS BB T LFEEN
AERNLE P ik, Rt , O 8 E V&R TR B EMR AR B A FmER.

RS HFERNARESELE P . AMRBERATHTHRZ DNS BRI LRBN AR
MFAE IP ik, Rt , AMEH T EHR[REERAEHFEHRN VPC FEUREHAFiRmER,

H [0 AR N ARH S ST ERMERLE IP it |, BFERBHIENER, Hit , EHEETE
BERH P #huk |, BAEWEIR B RSP 0 B FR AR K B B P RV B R,

MRENEBRABEAGSEBR , &0 ARG R A A SR E B AR EEN R | T &R RE. Sl ,
MREN AR ERXAERIRBFERN Web ARER , AR E#ET Web ARSFHNEAREXMA
IREFER ML, BY HEFEMRERN SR TER L@ e Web AR, BEYAHLEEHFHR , I
B eEMERRENAREE. Web AR SEHEOBHRARNE R FEF[HWFER , AEHRERAERX
ARBFNFEREEINBEHFER. BAEXARFSBZVREANBEHFEHRNFER.

P ith ik $HHY
ERARTESEEN P i SR EREAFHNARE RPEEER,

« ER IPv4 - AFRERLAENIE IPV4 i ETET. FAERTPHSSENMN FRAKMNERS
IPv4 it &5,

« Dualstack - AF#ERAABMFE IPv4 H IPv6 i ET BT, LA T EESEIMN FRKNA
B 5 IPv4 1 IPv6 bt & E,

- FMEAANE IPv4 NEHE - BFRSERALEMIE IPv6 it FFAHE IPv4 it ETER. £5
ERTEBENN FERSEES IPv4 [ IPv6 it 8B, internal EFHTFHB/B AR EMNZE
18,

TERRASFEEHTLEH[BHEIEN P it F|H,

B P AR 10
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=FR i Fi] ERR IPv4 €t E E\E IPv4 Ry &
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Application Load Balancer
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Network Load Balancer
= = &
Gateway Load Balancer
= = B
Classic Load Balancer
= & &

BABEREEER P i R RE & STV & R 0{TE B FEA.

- ER IPv4 - BT ER[EAILE IPv4 b ETER. BAER IPv4 BEFEZTM IPv4 ity B

- ER IPv6 - BHFEMEH IPv6 it #TEH. EBAED IPve BZEATTMM IPv6 #bitiy B 1,
BERE AHEEME S VTHRERER,

TREARPESEEEFHEBAHEZEN IP b FFAE,

BiEEEBEAHGE &R IPv4 {ZR IPv6
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= =
TCP
= =
TLS
= =
UDP # TCP_UDP
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BEEEEA T &R IPv4 {ZR IPv6

GENEVE

B FHaF AR MTU

BRAEREN (MTU) REVBBAKEENESIKN LR CMITHEBEN), BEHREH MTU B, B
—HEREENEREESZ, ZARERSHE (REEREENER) MRENBERENETET,
FEIB AR FEEENRE MTU A 1500, EEKE , IR —EHIHEIB 1500 BfTHE , CEHD
B, S EAEMEE ; WRE IPZEEFPELE Don't Fragment , AIHEEHEE,

BEFEHIHH EMN MTU K/NEEERE, Application Load Balancer, Network Load Balancer #l
Classic Load Balancer Ky & % ¥ 25 &7 2 £ P £ A Y 2 2 E BUFAAE (9001 MTU), Gateway Load
Balancer X 8500 MTU., MFEFFME , 552 User Guide for Gateway Load Balancers H )
Maximum transmission unit (MTU).

BREMTU REBERAN BB ER EANBEE EXENHIAP LR, BE MTU %R (PMTUD) A A
REEEME R EFAEE MTU, NRAFPGKHEBEFIIEERTE , BE MTURRAHEE,

EFREXNHIARPRREREBE MTU , IR AREBRLEEEBN MTU , BlERERSEEESE
EZHG , AREE TS ICMP A& : Destination Unreachable: Fragmentation Needed
and Don't Fragment was Set (Type 3, Code 4), ERIEREH TSRS EIRZEE /N
WEa , YEHRERTH.

MRBEREARAFRBBEEZENTE MTU XPNHWES , AITTEER R MTU 3K (PMTUD) %8
., EERREEREN K FREECEE MTU REZRHHIHREE K mALCERAFFNMEELBBAERA
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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IAM ZhEE Elastic Load Balancing &
BEREHREIE RBIE) =
ACL &
ABAC (BURHHER) =
MR =
ES il =
BHEAE B
RIS ERHE =

Elastic Load Balancing #J & % 2 B3R
ESSBBUR

SO BBERRALKME S (Fla0 IAM ERE, EREHENAE) K JSON FFAIBERXH, ELEHK
RS0 EMERG TRREBPLEFRATHLEDSE, NFTHROMELSSEBEK , F26H (AM
ERERERE) FHREBEFERBREZRBR] IAM A,

FH IAM B EBE , B EEAHSIEENBENER  UREMAERGTAFRIESEHE, &
BEESPEBEPEETE  FACSEAZTEEZENEAEIAR®, WETHEAE JSON BEHRME
ANFrERE , @28 (AM EAERERE) FH IAM JSON BER TESE,

Elastic Load Balancing ARI#Y & R B B
SEEREBEK . &

EREBERZMMEERAN JSON BRI . EREBENEEREHIZ IAM ABEFEBEN
Amazon S3 FEEIFBER., EXEEREBRNEREES , REEEETUFERACAREHESEER
MWEFEER. HRMNBEENER R EREEN IR UUHZERATHNEEAREMERET
BITHEE, EXEEEREBRTEETR., ZXATUSTERE, FARE. AG. BEEIFERE
=; AWS IR#.

MERRABIREFIE , EUMEEEEMRFANAERES IAM B2 , HAEREBRNERE,
MEBERFEIREEREBR  RARBAGFEBRN —¥, BERZRANERNVRATENER AWS ik
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F ., EERFHH IAM EEESUXARTERIAER (EAEHAR ) FRERNFT. HEBKS
SEPREERIERRREFT, T8 , IREREBRSEAMERFHINEIBRTFER , EKHMLF
BENANBEEBR, MEFHMEER  F28 (AM E£AEERE) 98 1AM FHRIERF EIRFEG

Elastic Load Balancing B BUR B

XEBREME : =

EESWLER AWS JSON BURRIEEH T AFHAR, twpER , MEERECESRA T I EA
EERHAITHLEBIE,

JSON BURH Action TEHERETURARAFRIEBBRFFRNEFE, BRBEEFEFEEH
Bt AWS API REHERIN BB, B—LHI5GRR , BIAURBARTE AP RENERFTTEIME, b L&
EEFERRTNSEEF, ELBANDEBSBKREE.

BREERBERE TFUTHBBBENFTT.

= E L F Elastic Load Balancing BIEHFE , F2RRBEEESE R Elastic Load Balancing V2
EZMBYEM Elastic Load Balancing V1 E & E1E,

Elastic Load Balancing PV R EMEREEBEZRIFERAUTFE -

elasticloadbalancing

MEEE-RAXPIEESEEE , FRERD

an|

o

"Action": [
"elasticloadbalancing:actionl",
"elasticloadbalancing:action2"

]

BT LERERER (*) RIEEZEEE. Hlan , EELEMER Describe XFEWFTEENE ,
SLLTEE -

3
@

"Action": "elasticloadbalancing:Describe*"

W3E Elastic Load Balancing 9 API Bl e REE | SFSE T X4 :

« Application Load Balancer, Network Load Balancer ] Gateway Load Balancer — AP| Reference
(MRZ 2015-12-01)
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« Classic Load Balancers — AP| Reference (hzZs 2012-06-01)

Elastic Load Balancing B BUIR & IR
TEBEER: 2

EESWLER AWS JSON BURRIEEH T AFHAR, twpEaR , BMEERE M ERE T oA
FEER#AT UL B

Resource JSON BHERTEZWIEEEEABHENYH. BRARXN X4 EEE Resource = NotResource
TtE, REBEKEEFEHE Amazon Resource Name (ARN) RIEEE R, S H X ESEERER
HEME (BAEBRBRFET) KEEM.

HRATXEERBBETINEE (Bl L), FEABAF R () RRRBRAXNEARMEER,
"Resource": "*"

B4 Elastic Load Balancing AP BIffX BEZEER. EEEE—BFRRAXNPEEZEER , FEAER
7 b@ ARN,

"Resource": [
"resourcel",
"resource2"

% E&EF Elastic Load Balancing ERERE & H ARNs H/EE | E2H (RBIRESE) FM Elastic
Load Balancing V2 E&HK & JRHM Elastic Load Balancing V1 EEMNER, & E 7 BT LAEFERL
BEIRESMEERN ARN , 5528 Elastic Load Balancing V2 E&Z K E)YEM Elastic Load Balancing
V1 EENBE,

Elastic Load Balancing FIBUR R4 R 5| 8
TEREBERRGH SR . 2

EEEWLUER AWS JSON BERRIEEH T UAFRAR, 2R , MEZBE M BERA T o AH 4
& REITH LB F,

Condition jt# (8 Condition [E#R) AIEGIEEERAN E RN R, Condition TERERAE
B, BUUBRNFERAREEE FNREEER (FINERTIR) , REYWBEPWERENERPHE,
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BEERRXFIEEZME Condition THE , WEHEE — Condition TEFIEESMEREIE , AWS
SEREE AND BRIFFTMAMt. WRERE—IRUHRCIBEEZEE , SERABBORRE AWS 514
Rt DAFEMBRGE , T ERERRANF,

A EEERGREARBLEEZH. fl , BAUREERECRE IAM ERERBERRE ,
HENERNFFARTXIAM ERAE. IFEZEF , F2H IAM £AEERETHN AM BETE &
BHER.

AWS X ELEFRGSRMNBHBENRGE SR, BEEEHE AWS 2ERGHREIR |, F26H (AM
EREERE) FMAWS 2iEEEREZRSIE,

= EEF Elastic Load Balancing 4R 58BN FE , F2RBRERESE R Elastic Load
Balancing V2 F &% 5|88 M Elastic Load Balancing V1 i R5IE. BEETHRETUFERKES
WIEMEMEIR , 5528 Elastic Load Balancing V2 EZ&HIE{EF Elastic Load Balancing V1 EEZE Y
B1F,

R %58
+ elasticloadbalancing:ListenerProtocol &4 & &

» elasticloadbalancing:SecurityPolicy & & 8

+ elasticloadbalancing:Scheme &£ &

+ elasticloadbalancing:SecurityGroup &4 & 8
« elasticloadbalancing:Subnet {4 £ 8
+ elasticloadbalancing:ResourceTag & & 8

elasticloadbalancing:ListenerProtocol & # & 8

elasticloadbalancing:ListenerProtocol U ZESIEATARERTELNEAZEEER
B|RMNKRGE, WBEBERAR Application Load Balancer, Network Load Balancer 1 Classic Load
Balancer, FHIEBEXBILIRH LR

API hixZ 2015-12-01

* CreatelListenerx

* ModifylListener

API hixZ< 2012-06-01

e CreateLoadBalancer
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» CreateLoadBalancerlListeners

THEFHRFEERFEHEAE Application Load Balancer FIZER N ZH HTTPS EHAGE , BH
Network Load Balancer By #Z 82 0iEE TLS BIAHE.

"Version": "2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:ModifyListener"

1,

"Resource": "*",

"Condition": {

"StringEquals":{
"elasticloadbalancing:ListenerProtocol": [
"HTTPS",
"TLS"

iy

£ A Classic Load Balancer , Al AR E — A IEELSEZEREN. At , FNBRXEERAZE
RAFSIE , MT S HFIFTR.

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelLoadBalancerx",
"elasticloadbalancing:CreatelLoadBalancexListenexs"

1,
"Resource": "*",
"Condition": {
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"ForAnyValue:StringEquals": {
"elasticloadbalancing:ListenerProtocol": [
"TCP",
"HTTP",
"HTTPS"

elasticloadbalancing:SecurityPolicy &4 & 8

elasticloadbalancing:SecurityPolicy R4 B ARERMNEFBTERTLHI LBEL
S HERNGS. LLBERE AR Application Load Balancer, Network Load Balancer # Classic Load
Balancer, TFHIEEXZ BIIHRHT S8 -

API hixZ 2015-12-01

* CreatelListenerx

* ModifylListener

API hixZ 2012-06-01

* CreatelLoadBalancerPolicy

e SetLoadBalancerPoliciesOfListener

THEFHIHRFEERFEHEBE Application Load Balancer 1 Network Load Balancer iZHUE f — @5
ENEZEBUR,

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:ModifyListener"

1,

"Resource": "*",
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"Condition": {
"ForAnyValue:StringEquals": {
"elasticloadbalancing:SecurityPolicy": [
"ELBSecurityPolicy-TLS13-1-2-2021-06",
"ELBSecurityPolicy-TLS13-1-2-Res-2021-06",
"ELBSEcurityPolicy-TLS13-1-1-2021-06"

iy

elasticloadbalancing:Scheme &4 &8

elasticloadbalancing:Scheme ¥ ZSIBTARERIEREVE R FHIBLBMERZES
HRB R4, BRI AR Application Load Balancer, Network Load Balancer #1 Classic Load
Balancer, TFHIEEZ BILIRHE S5

API hixZx 2015-12-01

e CreateLoadBalancer

API hixZ< 2012-06-01

» CreateLoadBalancer

THEHIBREREAERHEEHFEHRBIEEN TR,

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action":"elasticloadbalancing:CreatelLoadBalancer",
"Resource": "*",
"Condition": {
"StringEquals":{
"elasticloadbalancing:Scheme": "internal"

}I
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elasticloadbalancing:SecurityGroup &4 £i8

/A Important

Elastic Load Balancing #2 2 £ #1H IDs WAIEKE. 118 , FEXERAEENTES KNE
HRHEZE T |, fli StringEqualsIgnoreCase,

elasticloadbalancing:SecurityGroup R4 RSIBUTARERBLELZLFHEATERAZAR
SPETESHV IR, b BERIE A M Application Load Balancer, Network Load Balancer # Classic Load
Balancer, TFHIEEZ BILIRHT £

API i 7 2015-12-01

* CreatelLoadBalancer

* SetSecurityGroups

API iz 7 2012-06-01

e CreateLoadBalancer

* ApplySecurityGroupsToLoadBalancer

THEHBREREAEREAHFERENE P —EEENR A,

"Version": "2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancer",
"elasticloadbalancing:SetSecurityGroup"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEqualsIgnoreCase":{

"elasticloadbalancing:SecurityGroup": [
"sg-51530134",
"sg-51530144",
"sg-51530139"
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iy

elasticloadbalancing:Subnet &4 £ &

/A Important

Elastic Load Balancing 3% 7#8% IDs WATEKE. 718 , FBELERAEENTED KDNEMKF
HEE T , #l0 StringEqualsIgnoreCases

elasticloadbalancing:Subnet &% 5|88 7] R E 2 WL B8 A AR U WiEEE & 8 s
AR, BLEERIE AR Application Load Balancer, Network Load Balancer, Gateway Load Balancer
# Classic Load Balancer, FHIB{EZBIIEH S -

API hixZ 2015-12-01

» CreateLoadBalancer

* SetSubnets

API iz 7 2012-06-01

e CreateLoadBalancer

« AttachLoadBalancerToSubnets

THEHBREREAEREAH P ERENHE P —EEEN TR,

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelLoadBalancer",
"elasticloadbalancing:SetSubnets"

1,

"Resource": "*",
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"Condition": {
"ForAnyValue:StringEqualsIgnoreCase": {
"elasticloadbalancing:Subnet": [
"subnet-01234567890Qabcdef",
"subnet-01234567890abcdeg "

elasticloadbalancing:ResourceTag &4 £ &

elasticloadbalancing:ResourceTag/###{F 5| E R LLA M Elastic Load Balancing. Fi&
SEHERELREEE,

Elastic Load Balancing 9 ACL
XEACL: &

FHUZRHEE (ACL) AT LR (IRFXE, ERENAR) BEFHEERNFTA. ACL BEHUR
ERAPR , BEMTEM JSON BERMXHER.

ABAC ¥ Elastic Load Balancing
X ABAC (BERHHER) : B

BHEFEES (ABAC) 2 —ERERE , IREBMRERTT. £ P AWS , SLEBUHBRER.
BA L EREZT IAMER (FREIAR ) M52 AWS ER. AERNERMNLEZHR ABAC
ME—H, BEFERF ABAC B , A EXTENWEZEREAEEXAFRNERERERAFRRE,

ABAC AR RMENRIZTHEREE , WRERKREELESRRRFREHRTG,

MERBERILFIEE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4G %58 , THENRETESF , RUEBEA.

MRBHEXESEEREEN B =ERG SR DEZBBEMS , EA Yes. IRBBEIERLE
REEN =@ R4 2R , BIEA Partial.

M ABAC WRHART , HHH (AM AR FHEA ABAC BREEH T, NEEHEER
7 ABAC SBNHBRE , H58 1AM (A H IR 0 AL FIU2H (ABAC)

Elastic Load Balancing 211aE2 IAM & EESE 32


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html

Elastic Load Balancing EREEmR

HE M B A M Elastic Load Balancing

XEmERE &

ERERRESEAENEAR , B AWS R BEEF, NFEHMEF , SEMWLE AWS R £
RIFEAER , F2H (AWS R IAM EAEER) T €A 1AM,

INRIE AWS Management Console AR EBBHNBRBUANEMGEZEA | IGERREEA
Rl Bl , BEAWS FRAARNE—FA (SSO) ERFI K, ZEFSRHEVRREAER,
ELUERES)BATES  ARYBACK  tEABRUKRRER., NFERACHFMER ,
A2E (AM ERERER) FHRREAETRE IAM A6 (F2E8).

A LAEA AWS CLI 5t AWS APl FEIEVEREAER., AR, B LlEREEEHEREAERRE
HLAWS, AWS BZEZZLHEELRIBIEAER K MAREARAEINS®, NEFHEEHR , F2H
IAM RV E B2 2 BH.

Elastic Load Balancing FI B RIEEFEAF T
TEESZEFINIERE (FAS): 2

EEEA IAM ERERACRE PETBHER AWS , BEHERAETA. FARLRKE  SasEE
BATEERE , EMEFRBRBEPREE S —@EE. FAS FEAMFN WEFTEAFFT AWS R , F&
AWS BR# FERME T BB REFR. AAERBWIFRZEHM AWS R S EREBF sETRE
ARE , TERE FASBXR. BEUIBERT , KL EEFWITEMERENFTT. MFRH FAS FRE
MBEREFFHEER , F2RERFMIFRER.

Elastic Load Balancing By R7§ A& &

xER%AR &

REAGRRBEEN IAM AE , AIMREHTERE, IAM EEE UK IAM REY, SRR
At. IFFHMEF  F2H (AM ERERER) PHEILACUEIRET A #IE AWS R#%.

Elastic Load Balancing 9 IRI5E&E & &
TEREEFAR . 2

BHEREACRERE H—ERBAEC AWS BB, BETUBERARCATHENAES, REER
AEEHRELN T AWS RS | WHREBHEE. IAM EEETURR  BTHEEREEEA BN
T,
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MEBREILREE Elastic Load Balancing RIS &R ARWEFMERN , 52/ Elastic Load
Balancing R EFEAE,

£ HIEESERM Elastic Load Balancing APl §F1]

FRAEEEEEVHBRSERER , X EEBEAERELEBE (A0
elasticloadbalancing:CreatelLoadBalancer
elasticloadbalancing:CreateTargetGroup) HFF A, EEBEREREIHEBEFIEE , It
elasticloadbalancing:AddTags BIMEREBENNEE , URBEAERSEFITEERERET
EEEUNER. Bt , FAEXERKRERER elasticloadbalancing:AddTags EI{ERYEARE
.

f£ elasticloadbalancing:AddTags EfER IAM BUREZEF , B LAFEHEL
elasticloadbalancing:CreateAction R#4ZR5|#FEH Condition THk , BELFUARTHE
BE T ERNEME,

THEFRE —EBEK , AFCEAERIEERE  YEBRYHBKERERZEERE. FAERSE
ERRBERNWER (ftfiFeeEEMWN elasticloadbalancing:AddTags &),

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreateTargetGroup"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:AddTags"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"elasticloadbalancing:CreateAction" : "CreateTargetGroup"

}
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]
}

BN , TIARRAHEAERLARTES  YEEVHEEARER. FAFIEECREERNE
PR (fbfIFEEE M I elasticloadbalancing:AddTags BiE).

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancer"

1,

"Resource": "*"

Iy
{
"Effect": "Allow",

"Action": [
"elasticloadbalancing:AddTags"
1,

"Resource": "*",
"Condition": {
"StringEquals": {
"elasticloadbalancing:CreateAction" : "CreatelLoadBalancer"

REEERBUBERER TEER , 7514 elasticloadbalancing:AddTags &fE. &

I, EREERHRENERAT , BEFERPAEEER , MEBEREUFINEAETEERA
elasticloadbalancing:AddTags BIfEMIFFA], A , EXFEAEAERLEGEBNERAIR
B elasticloadbalancing:AddTags EERIEFA , BIZE RS AR,

Elastic Load Balancing FRIE#& &€

Elastic Load Balancing fE AR ERZ A , LEBRAREFUHEAM AWS IREFMENTAT. MEFHA
&, B2 "IAM EREERE) FHNERBEEAE,
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RIS ERABR TR

Elastic Load Balancing £ & & B IRF5:E# A BAWSServiceRoleForElasticLoadBalancing , X &z &
FEOYE M AWS BRFS o

AWSServiceRoleForElasticLoadBalancing {§4Felasticloadbalancing.amazonaws . compR##&
EZAE,

£ @A B A& AWSElasticLoadBalancingServiceRolePolicy, & EMR I BURRIEFA |, 5528 AWS
ZEBFE S EFH AWSElasticLoadBalancingServiceRolePolicy,

BIVRKEEAE

IR BF B AWSServiceRoleForElasticLoadBalancing &, &Y & & FH25k B EE&E
B¥ , Elastic Load Balancing 52 kB &,

E ¥ Elastic Load Balancing K RZE I RKER AR K SXEEEVENGT, WEHMAENR , &2
B (AM EREIER) FREREEZAGRT I,

mEREELZAE

BT L ME A 1AM #"E8 AWSServiceRoleForElasticLoadBalancing By #it, MEFMET , F2

BE_CIAM A E1ER) FHVREREER A G HEHT

BRI EE A E

MBLTRBEEMA Elastic Load Balancing , FRFfI2E & & MR
AWSServiceRoleForElasticLoadBalancing.

REELEMBR AWS IRFFHNMEERHTEHREZE , TEMBRERKEZAE, ETRRESR
BRNMBRENERTHEBAFNTT. MEFMEFH , 5528 Delete an Application Load

Balancer, Delete a Network Load Balancer 1 Delete a Classic Load Balancer,

O LAEF IAM £ A&, IAM CLI 2 IAM API RIBRIRISEFE B, MEFMEA , F28 (AM FH
EiEM) FHRBRREEZEAG,

fIBR #AWSServiceRoleForElasticLoadBalancing , 1 R&#E 1 & & F#23 , Elastic Load Balancing
EEREIAG,
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Example £i45] 1 : ELBv2 AP| F#y CreateLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
},
"eventTime": "2016-04-01T15:31:4872",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-8360a9%e7","subnet-b7d581c0"],
"securityGroups": ["sg-5943793c"],
"name": "my-load-balancer",
"scheme": "internet-facing"
},
"responseElements": {
"loadBalancers":[{
"type": "application",
"loadBalancerName": "my-load-balancer",
"vpcId": "vpc-3ac@fb5f",
"securityGroups": ["sg-5943793c"],
"state": {"code":"provisioning"},
"availabilityZones": [
{"subnetId":"subnet-8360a9%9e7", "zoneName":"us-west-2a"},
{"subnetId":"subnet-b7d581c@", "zoneName":"us-west-2b"}
1,
"dNSName": "my-load-balancer-1836718677.us-west-2.elb.amazonaws.com",
"canonicalHostedZoneId": "Z2P7@J7HTTTPLU",
"createdTime": "Apr 11, 2016 5:23:50 PM",
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1loadbalancer/app/my-load-balancer/ffcddacel759e1do",
"scheme": "internet-facing"
1]
.
"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",
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"eventID": "6f4ab5bd-2daa-4d00-bels4-d92efEXAMPLE",
"eventType": "AwsApiCall",

"apiVersion": "2015-12-01",

"recipientAccountId": "123456789012"

Example 4 2 : 3R B ELBv2 API B DeleteLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principallId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
},
"eventTime": "2016-04-01T15:31:4872",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",

"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",

"requestParameters": {
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-

west-2:123456789012:1oadbalancer/app/my-load-balancer/ffcddacel759e1do"

1,

"responseElements": null,

"requestID": "349598b3-000e-11e6-a82b-298133eEXAMPLE",

"eventID": "75e81c95-4012-421f-a0@cf-babdaEXAMPLE",

"eventType": "AwsApiCall",

"apiVersion": "2015-12-01",

"recipientAccountId": "123456789012"

Example 4 3 : 38 B ELB API #J CreateLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
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arn": "arn:aws:iam::123456789012:usexr/Alice",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"

},

"eventTime": "2016-04-01T15:31:4872",

"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",

"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-12345678","subnet-76543210"],
"loadBalancerName": "my-load-balancer",
"listeners": [{
"protocol": "HTTP",
"loadBalancerPort": 80,
"instanceProtocol": "HTTP",
"instancePort": 80
1]
},
"responseElements": {
"dNSName": "my-loadbalancer-1234567890.elb.amazonaws.com"
.
"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",
"eventID": "6f4ab5bd-2daa-4d00-bels-d92efEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2012-06-01",
"recipientAccountId": "123456789012"

Example &3] 4 : 2 B ELB API #9 DeleteLoadBalancer

"eventVersion": "1.03",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"

}I
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"eventTime": "2016-04-08T12:39:257",

"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",

"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",

"requestParameters": {
"loadBalancerName": "my-load-balancer"
},
"responseElements": null,
"requestID": "f@f17bb6-b9ba-11e3-9b20-999fdEXAMPLE",
"eventID": "4f99f0e8-5cf8-4c30-b6da-3b69fEXAMPLE"
"eventType": "AwsApiCall",
"apiVersion": "2012-06-01",
"recipientAccountId": "123456789012"

WEABRE CloudTrail EL#ERNBEMER |, F28 (AWS CloudTrail EAE&ER) BH CloudTrail record

contents,
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{
"Version": "2012-10-17",
"Effect": "Deny",
"Action": "elasticloadbalancing:CreatelLoadBalancer",
"Resource": [
"arn:aws:elasticloadbalancing:*:*:loadbalancer/*"
1,
"Condition": {
"Null": {
"elasticloadbalancing:ListenerProtocol": false
}
}
}
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