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EEE Network Load Balancer ?

Elastic Load Balancing € BE8#EBARESHRE —HZEAARBEPNZEEE , Hl EC2 #1TE
B, APy, HEERCHMEENEERRE , YEEERERAEEFEREREFNEE, E
BAFRERERRE AR , Elastic Load Balancing RSN A H TR, UL BBERARAE
BAZEHNIEER,

Elastic Load Balancing X T 5 & & ¥ #238 : Application Load Balancer, Network Load

Balancer, Gateway Load Balancer #1 Classic Load Balancer, EALLUZEMB T EBEEN S H L&
2R, ANISREIRET Network Load Balancer, MEE & ST ESMWFMENR , F20 (Application
Load Balancer ffi &)Y . {Gateway Load Balancer fEf#&#7) B Classic Load Balancer {
AEERE -

Network Load Balancer 7t
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8o

BEFHASINABABEUARZEENEZERE  SERKHE—IZECEKEEZE , HIMEC2#
17{E%8. Network Load Balancer B Z&#H X BB ER TCP, UDP, TCP_UDP B TLS, &7
R ZEE EHAFMME—BE. SUNHEESEEEHERTEERERE, NEFMESH &SR
WiEERXRAGEE BEERENMEEE , RESHERTEERERSE,
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BinBEH T EHEATAESER |, Elastic Load Balancing &% A A [BIE A & 5 P A5 575,
EERERT  SRAEHTEHSHFHIASKREI MIHTARGAINEHEE, ECRABESEHT
HYEE K BEERTEHEHRSERESIHAEMETARBRCEZN B R, NEFHENR , F2RE
¥ Network Load Balancer § 0] F [E 13,

MEARRHTERMAZETRAED , YRASEEEFEESECRANTABREAEELE—ER
B, ERRSEAEANTEBED, fin, E—EZEE EHEERXETHERARGEFRERF
KB , HFIGHE DNS BERMAE 7R 1P it , EHMTAERRAN SR FEHRBRNDATHA
REHRRE. MERAFRRETEFRRRE (TTL) MR REIEZEH DNS BERAY IP tthut , HFERE]
Y8

Ex2 TCPRE , EHVHSGRBERARE. TF IP tit, RFEEE, B IP ik, BHE
BIEN TCP Fik , FAREMRERELZEMEE, REAF KW TCP EEEE TR R EREER
FiR , AIUREBETENERE, §—EBN TCP EREZXEEN AR EHZEMEA £,

2 UDP RE , AR THS[GBRBEABE. TR IP ik, FFERE, B IP it B /Y ithiE
BE  FRAREMEEELZENMEE, UDP REEEMEMNRREME MMt  FREEAEEEGHE -
WRBFE—HE, FE UDP RAEBETENRER IP thit fE#EE R TUSafERBITENE

Elastic Load Balancing 8 A2 AN SETAERSEVEENEH. TAEREFHNSEER T EHFHH
B AR A EREEGHE P thit, EREVHOMAMRBRNESTESRN , ZUlREELESE
FHBRE B —AHEM P tbut,

EEVEERER K LSECHAREDR K ESRAELBEHABENAN. W, BB EHTER
ID. IP thik 5 Application Load Balancer, EEER S ERARBAF IR IP ik, WEFMEE
#F , 52 Mthe section called “F Fif IP R,

BUEEREE L AEBTEHS[MERBREE K MASTEEARIXERNBERAE. BEEAEIH
RERERREZ 4B , Elastic Load Balancing R 2N A H T %35, Elastic Load Balancing §E5
ERERUREEXZENIEER,

BULREEFERERE  AREZCHEMEENERRE , FRABTFEHRIARBEIFREZEFRER
HFHE K,

MEFHME , 5528 Elastic Load Balancing £ &8 # Elastic Load BalancingfV:EEA X

& Classic Load Balancer EBHFE

£ F Network Load Balancer (M 3E Classic Load Balancer) E& T 5|E % :
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- BAREIBRBNIEESE  LAUERISVEEZEE/EBR.

- XEETEIP ARG HTESR., REEAERFEHBMANSE FRBER—EEMYE P i,

- XEFEB IP ihuFMEE , S/NAEHFEH[M VPC S B &,

- XERBREAZE-EC2HTERLNZEEAER. SUEAZEEZENDR— B EFEZHR
BEITERSN IP b,

- XERB[BILHWERATER, Amazon Elastic Container Service (Amazon ECS) AI £ HER2{E# BFIZEUR
FEAMNERE  WERAKEREENB SFHEGMZRTE. EEEESUERFNALNESE,

- YEEBERZERKENEERRE , RAEERERENERENVR BERFHERBR , M52 Amazon
CloudWatch £ EIFRER th 2 1E B EFH., #§ B ERFHERZR Auto Scaling BT EREEHFETE B
EERESERERK.

MERXEEHTHB[BERIENIEEEFMER , 5526 Elastic Load Balancing = fa LEE,

BRIABER

EEM A I Network Load Balancer AWS Management Console , 5528 Bi#A 4 Network Load
Balancer. ZE{# A 3 Network Load Balancer AWS Command Line Interface , 5528 £/ B4
85 A Network Load Balancer AWS CLI

MEFEREH T HI[IARNRE , 5528 Elastic Load Balancing 7~ &,
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AHERZIFEIBL Web BERB A E AWS Management Console , £ Network Load Balancer &
BT, TRATSR | BB — 1@ Network Load Balancer,

B &

o SERIFM

- S8 1. BIEK Network Load Balancer 231 B 1288
- B8 2 . #1I Network Load Balancer

- S8R 3 BIFEEM Network Load Balancer

« B4 (iZF ) MER Network Load Balancer

WEEREHTEHFERNRE , 5528 Elastic Load Balancing =i,

FORIRHF

- RELEZAR EC2 HTEBNTRAEE. ERXETABRIERAREEDLEE —BELHE FHEEMN Virtual
Private Cloud (VPC), ELANE FRKKANREAEHTER, EAURAE LRTAESNEMTF
W ER R R B Iy EC2 BT RS,

- ERETABRBEARMBED —@E EC2 HITEE. BARSATEENZLBHEATRERAFRERE
RREAEREN TCP FHUKREEN VPC WEFRERERF R, MEFMES K F2REEZR
éﬁﬁ'ﬂo

SR 1 BBH Network Load Balancer 23 B Z 48

B BRFHANUARGBREH, ZEREXANRNSKBREAZHEEFETHEEMER. EHTFE
REEALAEEREEENEFRRERERE , REW B RHETE B RNEFRRE,

ERAEEARE B RHE

1. ¥ https://console.aws.amazon.com/ec?/ BB Amazon EC2 i &,
2. EESEERNEHTED  BEBERE.

3. #IZE Create target group (3 B Z&4H),

4. KEBEERRIAMITER,

TORIRE 4
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5
6
7.
8
9

10.

11.

HYBEFEER  BWAFTHNBEERESR.

&H¥} Protocol (BEAWIE) , 35112 TCP ; &¥f Port ((E1E18) , 22 80,
#H¥ VPC , SHERZ 2 #TERM VPC,

8t %1 Health checks (EEMREMRE) , REFERFKE,

EIZE Next (F—%).

HEMBEEEL , TRATESR, ERBIBRFHENREMLER, T8 K NREVREANEZAH
T  YRAESSRERHAILENER  RLAZMENE R,

a. &r¥ Available instances (AT A#I1TER) , BRI —H S EHITER.
b. RPBFEREREE S, WBEBEEESATHEREER,
i#1Z Create target group (1 B Z2&#H).

B8 2 - 23 Network Load Balancer

EEE YV Network Load Balancer , B4 AL REEHFEHBNERERENR , flEE, SEHERA
IP it 3R, RBRUBEEN—IZAZEENMHEEES. EEERREERBFRNER. FH
BABEAREZEAAFIREEHTHBIENERETRE, NEZTIENBANEREREER 2 FH
B, p2BEEENERE,

£ A E#= 573 7 Network Load Balancer

1.

© N o o b~ w0 b

£ https://console.aws.amazon.com/ec2/ BB Amazon EC2 £12 A&,

REBS L AERTFEHREE—EER, FELEREAN EC2 HTERBNE—EHE.
FEBH KM Load Balancing (B8 F#) T % , i### Load Balancers (B # ¥ #2%).
i#1Z Create load balancer (23 & £ F#23).

#t¥ Network Load Balancer ({88 8 #25) , i#F Create (B1I).

$H¥} Load balancer name (B EF#REHW) , WMASHFEHBIBNER, HlW : my-nlb,
#H Scheme () # IP address type (IP it 3EH) | REFERE,

YRS | ZBEEARN EC2 $TERMN VPC, s ANME EC2 MTEBNZETARE
&, TENTAESE , #E2ETAREN — @A 7K.

RIBETARR , S48 IPv4 bl AWS IBIRIGE TR BN FRRPHNEESHFEHREGRN. E B
LRV EEBREENAETER SR UASE YA REER—EEY P ik, EAAENE
P ERRRHATFE P k.
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9. #H¥ Security groups (Z£84) , RM ALK VPC BAEMFERLLHE, SUREERMEM
ZEEFIE, WIRESELZEEE , 5582 Create a new security group (BRI Z &) , REE
URFERREMBERNLLEE, WEFHEENR , 528 (Amazon VPC FREEM) WEILZL
S FHE,

/A Warning
MERERABEMNLZEFER| R FER , HRSEZEIEE,

10. HREBEEXNKS K BFRBEXRBAHBEMNERZE , RBRNWEEPENMAZEEHHE, MHRENE
EREX  SEEEE 80 LiEY TCP RE , WA REEIA TR B Z281H,

1. GBR) MEEBUA,BARTEHS, SEESTEHSNWEBRSIBLERE—N. AFNZELERE
KT, =, BF (UTF-8 #&X) URUTHKFT . +-= _:/@. TAFAKERISZE
%, EBREES KIE,

12. EEIRIIERE | SREIBIZ Create load balancer (B B HF#S), —LAXRBUSERIHBE
RAEERTEHSRE, ZUUEEVEHSTHRcARANFEESLEYE, NEFAER  F2HER
T free Bt

S B 3 BE S Network Load Balancer

##37 Network Load Balancer 2% , s8R EBELAREREHN EC2 H1TEE,

3

ARAENE R FER

1. REBHELENIELEH TR 2% , #EZF Close (BF).

2. HEEEHEHKA LOAD BALANCING (B H F#)9 , 1##F Target Groups (B Z& ).

3. EEUGMEMAEZRE,

4. B Targets (B ) XHEZLNHTEBCHE. ZHTERNOMRES initial , RERTEREH
TEBNMELETEM , IERBBURAEERERFNEEREBRERE TR, EE2F—EH
T{ERER healthy REEE , BENARIFEEZNAETFESR,

5. EBEBE#M Load Balancing (B ¥ #) 75 , i##F Load Balancers (B F#25).

6. ERMEVESTEHINEBREBMAFAEATR.,

7. BREFHFEHH DNS B8 (H40 my-load-balancer-1234567890abcdef.elb.us-
east-2.amazonaws.com), A&t DNS & B E CiEZERREEN web BIE MM, MR —
PEE , BAERSE TN ARSENERER,

SER 3 : BIEEK Network Load Balancer 6
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SR 4: (1EA ) MBER Network Load Balancer

EENAETERTHE , FERBSFEITHRBREN—IEHTE—IENEM. ERETHTESR
HP RS EO8EMR. MERERFERR  ESFELRNER, Fis, MEREHFERLTE
FECAZERTEHREMWEF, flw , B EC2 HITERESEEEF,

ERAEREMRE R TR

1

2
3.
4

£ https://console.aws.amazon.com/ec2/ B Amazon EC2 £12 A&,

FEBEH KM Load Balancing (B8 F#) T 5 , i### Load Balancers (B # ¥ #2%).
ENE R THSRNZEAR , ARIERE Actions (B11E). Delete (fHER),
HIBERERE , B8 A confirm , ARBEZEMER.

S 4. (iBF ) MBR Network Load Balancer 7
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£ B4 E A Network Load Balancer AWS CLI

FHEREED RERKERFHRNEE/HNT AWS CLL,

B &

. FRGH

- B 1. B3I Network Load Balancer 3t 5t B &

- £ 2. (iBFA ) BEW Network Load Balancer EEZ 5% IP ik
« BB 3: (iEM ) MBER Network Load Balancer

FORIRMF

« AWS CLI I R&F AR RAT X Network Load Balancer , 55%% AWS CLI REHZEH BN R
R, MEFHMER , 52 BAWS Command Line Interface  FREEE) PN LEZIHMAHN
AWS CLI ,

- RELEAREC2 HTEBNATRAES, MREEZVAERMBKRERNEHFES  FESETH
EFFRELNERIMEER (VPC) ZEDHF—ELE FHEE,

- REREY IPv4 EHFEREREHBEHTHR, NREEERFIRELR IPv4 bt REZS 2
FEEREA , FBEA IPvd, NREBBRAFIRERER IPv4 M IPv6 il REBHFE2REH , 57
BEFEHR, SOTLLREEHBMER IPve BRIKER (Pl IPve BAEA NS HE TEK) &E1T
B

- ERETARBEARBED —@ EC2 HITEE. BASATEERNZEHEAFRERAFREIRE
RRENEREN TCP FHUKREEN VPC WEFRERER R, NFFEEF A F2REER
SR,

S E2 1 : 3 Network Load Balancer it ¥ B £

STRUTESER  BAULNE —EEHFE:S,
E37 IPv4 Network Load Balancer

1. fEM create-load-balancer th FE I Ipv4 EHF#=R , AREHPRBUTERNSE TR RS
BEERLE TR, SETHEBAGEE—EF#RK.

TORIRE 8
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BIRTAS | = 237 Network Load Balancer B AWS CLI , EFIT€HE#E R VPC NERR
SHE, NMEEEYPEARBBRIMZsHANEEHTES  MELIABETE, EREERLEH
BAIA --security-groups BEREEEHFEHINREEE,

aws elbv2 create-load-balancer --name my-load-balancer --type network --subnets
subnet-0e3f5cac72EXAMPLE --security-groups sg-0123456789EXAMPLE

Hig a8 HFE35M Amazon Resource Name (ARN) , #&=TF :

arn:aws:elasticloadbalancing:us-east-2:123456789012:1oadbalancer/net/my-load-
balancer/1234567890123456

2. £ create-target-group s I Ipv4 BEEE , EEEAN EC2 #BTEBNMERE VPC. I1Pv4
BEREXE P NETEBERBEE,

aws elbv2 create-target-group --name my-targets --protocol TCP --port 80 --vpc-id
vpc-0598c7d356EXAMPLE

H oS BE8AMN ARN , ##XTF :

arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/1234567890123456

3. fEH register-targets tn w5 @ B BB M HITEE

aws elbv2 register-targets --target-group-arn targetgroup-arn --targets
Id=i-1234567890abcdef@ Id=i-0abcdef1234567890

4. fEF create-listener T ALNE R LHEETEAERFNEXSERETEEHENEZERERN

aws elbv2 create-listener --load-balancer-arn loadbalancer-arn --protocol TCP --
port 80 \
--default-actions Type=forward, TargetGroupArn=targetgroup-arn

Himb&asEERERXMN ARN , BT :

arn:aws:elasticloadbalancing:us-east-2:123456789012:1istener/net/my-1load-
balancer/1234567890123456/1234567890123456
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5. (®BA) BRI LUEMA describe-target-health an R 5 B ZHE M B EMEEMRRE , TR :

aws elbv2 describe-target-health --target-group-arn targetgroup-arn

By R Network Load Balancer

1. $#KH create-load-balancer in SN EH B EFHFEHE , SrE AR TERNSETAREEE
NEFHEE, SETAREEREEEE — B FHEE,

aws elbv2 create-load-balancer --name my-load-balancer --type network --subnets
subnet-0e3f5cac72EXAMPLE --ip-address-type dualstack

Hig g e &8 H FE:38 Amazon Resource Name (ARN) , #&=X T :

arn:aws:elasticloadbalancing:us-east-2:123456789012:1oadbalancer/net/my-load-
balancer/1234567890123456

2. FIA create-target-group s TR BREHE , EELAR EC2 #ITERMNER VPC,

&M ZAERA TCP = TLS B RAEREEEAEHE R BV ER,

WO LAY IPv4 M IPve BZEHE | LEFHEEHE GV EHNEVEE, BEHEN P i igi
REEHFEF[EANEREBEEFALBREELEMEREN IP A,

IPv4 BEEFESE IP MHMTEEERBEE, IPv6 BEEXE IP BE,

aws elbv2 create-target-group --name my-targets --protocol TCP --port 80 --vpc-id
vpc-0598c7d356EXAMPLE --ip-address-type [ipv4 or ipv6]

Himhig a2 B EREN ARN , AT

arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/1234567890123456

3. fEH register-targets tn @ B EBHEF M AN HITEE

aws elbv2 register-targets --target-group-arn targetgroup-arn --targets
Id=i-1234567890abcdef@ 1Id=i-0@abcdef1234567890
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4. {5 create-listener T ALNEHFLEHRFET EAERRAEEFBREBEHFANZEERERERN,
CHEBEHTEHIFLHEES TCP & TLS EEREX.,

aws elbv2 create-listener --load-balancer-arn loadbalancer-arn --protocol TCP --
poxt 80 \
--default-actions Type=forwaxrd, TargetGroupArn=targetgroup-arn

HiHig 2 SEBEE M ARN , BT

arn:aws:elasticloadbalancing:us-east-2:123456789012:1istener/net/my-1load-
balancer/1234567890123456/1234567890123456

5. (EHR) &AL describe-target-health i S5 E B ERHECTME ENEERE , WA :

aws elbv2 describe-target-health --target-group-arn targetgroup-arn

T2 (BF) AER Network Load Balancer EZ& 5 IP bt
E 21 Network Load Balancer B , AR FHERME , ASE FRKIEEE —=2% P thit,

aws elbv2 create-load-balancer --name my-load-balancer --type network \
--subnet-mappings SubnetId=subnet-0e3f5cac72EXAMPLE,AllocationId=eipalloc-12345678

FSER3: (#HA ) MBER Network Load Balancer
SEEFEEEARTEHENLEREN | EUSEMG  MTFAR

aws elbv2 delete-load-balancer --load-balancer-arn loadbalancer-arn
aws elbv2 delete-target-group --target-group-arn targetgroup-arn

$E2: (EA) ALK Network Load Balancer EZE M IP #hiit 11


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/describe-target-health.html
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Network Load Balancer

Network Load Balancer A F Fimfy B — Bk, AFIREEREEZE Network Load Balancer ,
M Network Load Balancer @i REEZE—HZEAEEHHPHBEZ |, Hli0 EC2 HITEE,

& EERTE Network Load Balancer , S8R LA B1Z8HH , AE O BEFETMEE, NMREBERESE
ERANTHAEREELE —ESTMABEE , Al Network Load Balancer R B ¥ . B B ZER
ARBERBAFHNERBR , LEHREAFHRNERE BEFERHEE,

Network Load Balancer X 1&8i%i8 VPC ¥f% H# AWS Direct Connect,

VPN ##R77 RIEH FimiEfRo

B &%

SR FHRAAMRE

P 3ty $EHY

ERREBR A

ERFHREM

BEEE 5T

DNS £

B8 VR EEEEARE
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¥ # Network Load Balancer #J 7] i &3
F#1 Network Load Balancer #9 IP #hii 355!
#m %5 Network Load Balancer #9 @14
E# Network Load Balancer fy & £ &l

#ZE2 Network Load Balancer

MiIER Network Load Balancer
#2248 Network Load Balancer & & Bt &t
Network Load Balancer i [& 15 #

Network Load Balancer I B E{R &

AWS Z&E VPN M=%
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-
ST EERRE
N

Network Load Balancer Al AR T A E b —FEHREE -

provisioning

IE£ 5% E Network Load Balancer.

active

Network Load Balancer B £ £ 5 EX BB IFHBRE.,
failed

#8755 5% F Network Load Balancer,

|P ith i 35 5

&7 LARR % A B % 1] 82 Network Load Balancer B IP st 385,
Network Load Balancer X#E T 5 IP it A -

ipva

AFEImABFER IPv4 abESR (Flan 192.0.2.1),
dualstack

FIE AT LUEA IPv4 it ( I40 192.0.2.1) 1 IPv6 #etk ( 6140 2001 : 0db8 : 8533 : 0 : O :
8a2e : 0370 : 7334) FE#REI Network Load Balancer,

ZEBEIN

+ Network Load Balancer 1R 1% B {Z&H8 1P sut XA EE B Z&-A,
- HEEXE UDP IPve EERZXHRIR IP RE , FHEE IPVIPVRIR NAT WEA F & E R

« B85 Network Load Balancer BA A & B1E X 5 | Elastic Load Balancing €121 Network Load
Balancer B9 AAAA DNS i28%. £ IPv4 31t B8 Network Load Balancer @A i Fin S 4T DNS
8%, {5/ IPv6 #kEE Network Load Balancer @A A Fim & ###7 AAAA DNS 2%,

- FiBEEREKBEFIAZEHE Network Load Balancer €& 23188 |, LABS IE E AR ABBRHE 8
FH. T8 , ETSHEIEEAMARMARKEFER (4lmEBYEHE AWS Direct Connect, Transit
Gateway =% AWS VPN),
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MEHMER , FSBEH Network Load Balancer # IP #h it 388,

T 4R (A B0 B

¥ A FimiEiB Network Load Balancer #{HHEY =18 TCP &R |, S EMBERMRE, RAF IR H
EEBEREEZNENBBEERFVER , ITSBEEER. NMERAFKREEEREREHEIR
BEXER , AFBEWE TCPRST #4a , REETFTBEEN.

TCP REMNARMERKES 350 ¥ , BAILLEHANR 60-6000 Bz EHEME, AFHIEHET
LUER TCP RIFERBAREFNMBAER K, SERMEE TLS ERNRITERHNESIRESENT
BYER,

TLS H#EEANERFAERES 350 ¥ , EABR, E TLS EREXARAFIRZEFRKE TCP &
ERHER  ARTEHRIELE TCP REFERHT , X5 20 WEHEEEMinERRER, K8
EBULIT R0

BE UDP BEER  SHTEHR[SRBIVRER MM IP bt RiEEBRMEE UDP HRIERE, ETHE
REEELZEAMRRENHIEMHEEE, TRAERKHBRB2E , AR T HSISHEAN UDP
HE\RAFRE , WSHEHAZHEE, Elastic Load Balancing €% UDP i E/ B EREFERAE 120
¥, EIHNETEE,

EC2 H{TERB LA 30 WAREHNER , TREMEERKRE,
MEFHMET  F2EEFEERAE,

B FaREMN
& 0] LAmEE Network Load Balancer WBMREEET ., MEFMEN K F2RFEES I FEREM,
LU & Network Load Balancer By & #7585 B 14

access_logs.s3.enabled

}EHTE Amazon S3 R EMMNENHFEERA. FARES false,

access_logs.s3.bucket

B AR Amazon S3 HERBEHE, NRMAEHMAR , ML ALEEE, NEFMAR
BREEEBER.

access_logs.s3.prefix

Amazon S3 EFITRPANNEFH,

B

AR E R 14



Elastic Load Balancing Network Load Balancer

deletion_protection.enabled

RTAERCHARRRE. BREAR false,
ipv6.deny_all_igw_traffic

PP AR BEE (IGW) ¥ Network Load Balancer FI1ZER , B L& B A B2 48 55 B E = A FHL

BRI AEB Network Load Balancer. E[E#8BR#EE false® Network Load Balancer 8% & , REP
Network Load Balancer true 8% . BT EZPEIEIE IGW HBRMBEFER (flln , BBHER
E, EHREE AWS Direct Connect, = AWS VPN),

load_balancing.cross_zone.enabled

RIEAEMABEESEER FE., BARES false,

dns_record.client_routing_policy

15 H & 7E Network Load Balancer 7] Al [Bi3 2 B 2 #i 5 = o

AJEEA availability_zone_affinity & 100% EiF#H A

., partial_availability_zone_affinity & 85% EEFHEMM , UKk
any_availability_zone & 0% EZ#H M4,

zonal_shift.config.enabled

BHEAMAERHER, BFREA false,

¥ (58 1 8 1

RIETEER , 18 Network Load Balancer i R HTAERHHIHWEFMEECBIERE. WRE
B RS In__nﬁiﬁﬁfFﬁI , 518 Network Load Balancer S &R E 5 B EIFTE 2 BUA o A Eig & 2 5
WEE, LA EFEELFREESEHTE, WHEFMENR , 52/ Elastic Load Balancing
EFEIBEM the section called ‘B EFHE RV # BEEFHEHFHE

DNS &8

1B Network Load Balancer #& W B ALV MEIH A BRK (DNS) B8 , HFEZW
T : name-id.elb.region.amazonaws.com, f5|fl , my-load-balancer-1234567890abcdef.elb.us-
east-2.amazonaws.com,

MREREFHEZNGEEN DNS 28 | Bu B 85THEEERE | WiEHE Network Load
Balancer ¥y DNS Z2REV B, ERFmERA L BiTHEZ BB HEERE | DNS AR5 2HBMNA
Network Load Balancer #J DNS & &,

BEIHEHTE 15


https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#cross-zone-load-balancing
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B, ONSRENRAGEBEMEEMEEEE, BEE  FHEM DNS R¥E , flu@EEEmes | 2
3 DNS 28 LUSEE R B B 28K Network Load Balancer, fIEFFMAEN , ESBEH DNS BRI X
#, a0 | IREAE A Amazon Route 53 #iA DNS RS , &R LLE L $8 [ Network Load Balancer
W BB o8k, MEFMER , 5520 (Amazon Route 53 IR AEHE) TS RERBE ELB &5
F#Es.

Network Load Balancer Z A A A EHEE — @ IP bk, ELR Network Load Balancer &
SLEY IP #isit, Network Load Balancer By DNS BB AELbut, 0 , {R5& Network Load
Balancer I BT #8152 ¥ A example.networkloadbalancer.com. A T%I digek nslookup@i
& ¥ Network Load Balancer EiZE89 IP #biit,

Linux 2% Mac

$ dig +short example.networkloadbalancer.com

Windows

C:\> nslookup example.networkloadbalancer.com

Network Load Balancer KV Ei %55 DNS icék. LA LAEH DNS BBEE T 555 AR H B Network
Load Balancer EiBi#Y IP #u3it : az.name-id.elb.region.amazonaws.como

Linux 2 Mac

$ dig +short us-east-2b.my-load-balancer-1234567890abcdef.elb.us-east-2.amazonaws.com

Windows

C:\> nslookup us-east-2b.my-load-balancer-1234567890abcdef.elb.us-east-2.amazonaws.com

S5V EREEERE

Network Load Balancer £ Route 53 R A EMAR AT A EFH A E E1E DNS L& IP thut, &
Network Load Balancer #t¥14$E /] Fl R iE R BiB EEEERERER , H DNS G2# =% Route 53 F
BBR. A Amazon CloudWatch {51F RER S & T #2E EiHEFREZonalHealthStatus , BR
ERAM T RERKENEY  UEBEEHSEE , URRARKENEAEXNTHME, NEHMEN B
28 Network Load Balancer $§1&,

SHFEREHEFRE 16


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
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Network Load Balancer Al @R Z R A M EEFEEMRERE LN , EEEERETE, B2EN
T & EEE/EAR AEM 2= 5 B E B Network Load Balancer BEMREFRENE RERER,

BET SRR :

- BERTVERLIBEEFRERFHNER

- EFRERFHNERHE NRRENR/IME

- AESERYESABEBETH

- ARMERIZEE  RESEBERIEFRRERFNES

3] Network Load Balancer

Network Load Balancer @t A FimiZEEER , Wi HE 5 MBI BZEEBEFHNBEZ , Hlan EC2 H1T{E
B,

R ZHl , 75 E Network Load Balancer WERMEELR (VPC) ZAHEEENSETAREHE
LPE—RALAETFRE. CHXARTEEERE , Y EEEL—([AEEUERETER , FESHERHE
BZ8E,

£ E#H # Network Load Balancer AWS CLI , 5528 #H BtA#F Network Load Balancer
AWS CLl,

EEFH B3I Network Load Balancer AWS Management Console , 85K T 51{E#,

%

- SR REBFEEE

- SER2 . FEMEE

- PR3 REERFHBNEREES
- SR4: AHERFER

SR 1 REBREE

REEEFETEAEMEC2 HITHEBERIEZE, EMRERE Network Load Balancer B |, &L B
RENEEHAeMABREESNRATHNEERHE, MEFHMEN , 52 BNetwork Load Balancer 9
BiZ&4A,

BYS®THER 17
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- BEHAFNFTEEERELEEGHERBN IP it A : IPv4 = IPV6,
- BBEGEHESH LEI[MEMA IPve BEEHE.
- IREEAS IPv4 BAER BB dualstack B B FEEEM UDP EEREEBEER,

EREEARERREE

—

BI1¥ https://console.aws.amazon.com/ec?/ BIEX Amazon EC2 A,
EEBEKT |, #F Target Groups (B ZE#)

i#$Z Create target group (21 B Z848).

£ Basic configuration(EAAHRE) BA& , 11T T 5IEE -

> w0 D

a. SHEERZFEFEER  ERNFTERBKHTER IDZEMER, FEIP ik LAGEM IP itk |, =%
ZEHY Application Load Balancer EAzEfft Application Load Balancer & B 1%,

b. &¥f Target group name (B ZEAERE) , M ABEHENEE,
c. ¥R Protocol (BFAME) , B TAIMERBAHE !

- MRBERXNBEAHER TCP , F5iR{E TCP (TCP) 5t TCP_UDP (TCP_UDP),
- MREFEEXBEAMER TLS , 8181 TCP (TCP) & TLS (TLS).
- MREERNEAHEL UDP , F5i2Z UDP (UDP) 5t TCP_UDP (TCP_UDP),
- MBEEBREIXNBEABER TCP_UDP , 55&312 TCP_UDP (TCP_UDP),
d. (BA) &% Port (E#HER) , REEBUFERE.

e. ¥1 IP address type (IP thut ) , F5:&EZF IPv4 = IPv6, REEEHEER AHTER IP
Hhuk B, F BEfE A BLIE IR,

BEEEENBERECRETFH P it FH,

f. BAVPC,K FENESEEHEENERILEER (VPC).

5. HAEEREREERK K REEBEURERET,. HREREFERERERE B BREEERE
MEEREE, FTE. RE. BERFERINAE. MREERRE *ﬁﬁﬁﬁ“ﬁJ_E{’EﬂkﬁgT&ﬁﬁn‘l‘
20 , Network Load Balancer €#% B 2= 1L RS, MR EEREREEERBEMERERER
20 , Network Load Balancer €% B 2R ER® ., WEHME , 552 B Network Load Balancer

BiEZEENEERERE,
6. (BA) ZEEHEER A FEH EBRE 7EEE AR AEBRENEEZRE,
7. EET-—

SR REBERME 18


https://console.aws.amazon.com/ec2/
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SB2:GFMEE

& [e BB R EC2 B1T{EEE, IP #buk sk Application Load Balancer, iE 23 Network Load
Balancer WiERA LR, T8 , BLEFMEE , UHEKRZER Network Load Balancer A S A% i £ 8% H
FELBE,
1. WTAR, EEMEEEEY , FTE-—HZEEE :

MREEFBAHTER  FENITER G AOERE  ARBEFELSAUTHEENER,

MEBEEHE P bk |, HEEEK , WA IP it F@EFIE K REBEQSAUTSEENE
B,

B ZEFEA A Application Load Balancer , 5812 Application Load Balancer,
2. #1E Create target group (3 B Z2&4H),

SR 3 REEHVPHRINEREERX

& ZE BV Network Load Balancer , #4478 £ 121t Network Load Balancer BWEA(HAEEFH |, Hla0S
B, BEEMIP#uER, ARRUBEN—ZEEEEANHEEER. ZEEXEREERFBRN
BF. eRETBEABENEZEER  ARRKRAF®ERE Network Load Balancer, M1EZ X EREA
WEBERB CHMEN , FomEEES AR,

5 A 3 5 5% E Network Load Balancer fiZERER

1. BIfE https://console.aws.amazon.com/ec2/ BB Amazon EC2 12 A&,
2. TEEBEBEIKD , iB4E Load Balancers (B HF#23),

3. i#IZ Create load balancer (3 & ¥ #328).

4. 7£ Network Load Balancer T , B2 17,

5. EAHAEE

a. STHEHFEHRREME , WA Network Load Balancer B9 &%, 170 my-nlb, Network Load
Balancer W& B4 BEZEEH Application Load Balancer £ Network Load Balancer &%
Biff—, EVEZTUEE N2 EFL , BERTSRBETiEETH, HERIFERETEA
BEFEES internal-,

b. &% Scheme (##l) , #1E Internet-facing (EI ¥ HBFRMREE) X internal (RE). T @ A PR RS

B Network Load Balancer €& B EBERIEAFPmEBEE BE, AEP Network Load
Balancer € HFAHE IP it i§ERE BT B E,

SR2:EMER 19
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c. ¥R IPutFER | IPVANMRENAFIRER IPv4 kB Network Load Balancer @& , FBi#
B IPv4 ; 1RGN A FIRERER IPv4 1 IPv6 #bik B Network Load Balancer @3 , 5512
# Dualstack,

6. HARRAREY

a. &% VPC , EHUEAR EC2 #1TERK VPC,

MREHEFZNE AR ER , AIRFERRKRBKRRER VPC AIERE,

WMREE P - FFAGEEVE R | RIBRIEFHIRL IPv6 KR NAT WA EE , BRIELHIE
UDP #ZERER.,

b. ERRRE K EEMENZETAHEHREHENFER. BRAZETARSTRESEAEINE
SREEN. W LS EREHAN T,

A E BB AR Network Load Balancer , &8 LA A S8 0] A [EEZEGEM P i

ik, IEARZRH Network Load Balancer 12t #R5E IP b, =& , ¥R AZP Network Load
Balancer , ] LA{C BB F M IPv4 EEIERFAE IP bt , MAEEHE BE AWS BiRFA
B IP #hit,

HRCEANRIR NAT WEFHFHES , Bl A BT IPv6 F8 , SE A& AWS Bk,

7. ¥ Security groups (Z£848) , RM ALK VPC AL EIMFERLLHE, SUREERMEM
LZEBE, NIEESEREEE |, 5122 Create a new security group (BM L8 , ARE
MHFERZEMERNZLFHE. WEFHHEENR , 520 (Amazon VPC FHEER) WEILZ
SEHE,

/A Warning
MRS TERAGF L2 EE4HEE Network Load Balancer M 85t |, BIE £ FE R E T
Bk,

8. #EEREXNIXA
a. TEAREREZEREG UL TCP RENEREN, SRBAREREEARE , IRFE
1& OB F 1t E ELE IR
b. $HEREE , FENEEFTRENBERE. NEZREVYEEHE X AVHNEYE
BEE, ETLEE Add listener (FTHBREER) KB5S —ERENX (flW , TLS EBEX).
LR IPv4 B ERHESRdualstack B E F#2RAY UDP REEXAREER.

SR 3 REEBRTHFMEERER 20
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c. (EA)MEEBRYEEEEN,
d. & ¥ Secure listener settings (Z£#ERBREXERE) (EEA TLS #EER) , FET T EE .

i. &% Security policy (Z£BR) , FEEFEEERNELZEZBIR,

ii. &4 ALPN policy (ALPN B2R) , B EZFERA ALPN BIBUR |, SiEE None () £/
ALPN,

i. SF¥IFEEX SSL B , FIBRIEWR ACM (HB) , ARBIUER., NEKTASE , A9
EBEEA ACM HAA ACM RIFETE. WHEFMER , F2/ AWS Certificate
Manager F A EEMHNE TR EERF.

9. (EA ) BOLAEE Network Load Balancer £ M TR, Hlan , BAILAFIETHER -

o BOLUREE AIEAWS Global AcceleratorZ 3 iliEzS , 364§ Network Load Balancer E2 ini®
BRI, MERBV/UAUETIFRT (HZ64EFT) az. A-Z, 09, . (%) M
- (EFEHR ), BIUMIEIF R , FEETE AWS Global AcceleratorE B A LATERERE. MEFFH
B , F2BEERE LA S T EHRRIIEMESR.

o IRALLEIBAS Network Load Balancer 118 E Amazon CloudWatch {8 EE1R 23S | B IEAS BEo 3T
BEEAEXNBEERMARREN Network Load Balancer, MEFMER , FSBHEA Network
Load Balancer #7118 E518 88,

10. Tags ()

(iEFA ) FIGZEELL D Network Load Balancer, MEFMENA ,
1. BE

3
W%
&
B

BEENERE | A2 Create load balancer (B B HF#55), BEVHHESS—LHERBHE
FZE Network Load Balancer, &R LAFE# 3 Network Load Balancer 2 2B MimEC M, WE
HIMER AR aETEEEM,

SR 4 AEREHTEES

E3 Network Load Balancer 2 # , A LAY EC2 H{TERES BBV E/EMRERET , R%EH
& Network Load Balancer IEfEEiEREZEH EC2 #1TERE, & ZMIER Network Load Balancer
;528 MBR Network Load Balancer,

IEt Network Load Balancer

1. 3] Network Load Balancer 21 , iZIZEE,

S84 AFHERTES 21
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2. HEEEBEKD | B2 Target Groups (B &),

3. EEUGHHY B ZEEE,

4. BIF Targets (BE) MHERENHTEBEHE, EHTERBARES initial , ERTEREIT
ERMEETES  REARBEURAAEERERFNEERERERE TR, 2L —EARTHE
BYRERIF 2% , &£ LUBIE Network Load Balancer, MIEFFAET , FSR B EE/EAREE,

5. EEEBEKD , B Load Balancers (B F#33).

6. IZEHUHTHY Network Load Balancer,

7. #EH Network Load Balancer #J DNS &# ( 51420 my-load-balancer-1234567890abcdef.elb.us-
east-2.amazonaws.com), A&t DNS & B ZE CiEZERERN web BB MU B, R —
PIEE , BERSEETENARENTERER,

¥ 31 Network Load Balancer B9 7] f [E15]

& A LABE RS RU A = /2 A Network Load Balancer (W AT [Ei5, RAARTAEEE , BAERZ A EEE
E—EFRE. ELRATAHAERE 2% S8 FHHRSFEASEREHIXTHAESANSFMNEE,
NMREEFESECKRANTAREEEEL —ERENEE , CNESTEHRERERENE, MAZ
EBUAESERAEEARNEEE D

Elastic Load Balancing & &2 12/ 7] A [R5 37 Network Load Balancer Ei%: , AR A A [Ei5
AR R R R E., o ARS8 E{E Network Load Balancer 87 ZhE8 S {5 F 48 B S H RENS
IPv4 Hitit, BE]LUBRELRENE , BEEE R,

EZEEE
- A EBEERAEEH Network Load Balancer , B EN FRB M EZLE 8 ETHMN IP bk,

A RER Network Load Balancer , R ETEZZE & 7 AWS ZEFLAE IPv4 il B EE IR,

- REZEZRUAREPEEF@E. T8 , SRRV TRAREAPEE FRKE  YEAEE
BEHVE  BRESEIRHINTHESTHNEF.

o BEEEABEESIEEFEK.
« N8 Network Load Balancer EBEAFH Amazon VPC i ZiEaH | BIE LB FHEK,
- FIBEILEFBRN TFHREKE  SEATEN ID BAFNEENE.

- HETAHESANFRRSBELARBIYEBE, FEETRBREBN FRK , KRR WTLFEHN T
WBE o

- THEBBREZSURFTE 3 DETETK.
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37 H O AR HY Network Load Balancer B | A LLZIZASE R A EISIEEEM IP ik, B4
IP #3128 HY Network Load Balancer 1275 5E IP #hit, B HIBEBRISEEM IP it , AWS €5
BT A Bk — EE M P ik,

B AEE Network Load Balancer B , B LUREZ S E FRBIEERNE IP thit, FF IP thit BEHN
Network Load Balancer 1215588 IP it , MMREBIZFIEENLS IP it , SHE AWS FEiR— it
ko

E#T Network Load Balancer AT Bz 7l , BB ST MHRAATER, REREREETFAENT
BEZE,

A EF A EE S ER

- BERTHERE , SMEREAEBAELEREESRE (EN), ESERWARBTHFAEERF
EARAE LE

- BRFRKE  BEAEABEBRNTARSANME B EHEETRS unused, EBEBELE
ERTANBEEEETRRR , YK ILHEELEENMEERATER. ECREEAEEHAR
1 B 2R B EAth 7] A B A5 Y A AE AR

« Network Load Balancer Fy #8182 # (FQDN) & 60 W EEE (TTL). EBREIEHE
AR EEZNTARER , FARENAFRERS TEER4ERE , BEZ| DNS #THEXE
4 BRESEBIFTARGNTHES.,

EREERAEHATARED

BI1E https://console.aws.amazon.com/ec2/ BEX Amazon EC2 £ &,

EEEE® iR Load Balancers (B H F#2%).

EHAHTER.

ERBRMHNRSIERY , BEHFE MK,
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o HAFEREEMREREBZERRKL,
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« load_balancing.cross_zone.enabled EEEEBMHMSAR truem
use_load_balancer_configuration ( E5%fH ) -

5/ Amazon EC2 X AMAEREHER

BI1E https://console.aws.amazon.com/ec2/ BEX Amazon EC2 £ &,
FEBEE KM Load Balancing (B E ¥ #8F) , iB1¥ Load Balancer (B F#28).
#EY Network Load Balancer &%,

EBMRSIEERY , BERE.

EURAEESRHBERT , % ARC BEHEBESREARA,

o a0k~ wbh =

A A EEER AWS CLI

LA B3R A modify-load-balancer-attributeszonal_shift.config.enabled @,

A IRE Network Load Balancer B &) 25 E R

AERFPNSRRAMMAMER Amazon EC2 FIEARMBEFHER, NEFER ARC TEREMBEH
BRNLSE , 55208 (Amazon Application Recovery Controller (ARC) Bi& A §18R/) FMEE ESE
BE,

TR

Bta 2 al , SEMESEA 2R Network Load Balancer BV [E15## ., Load Balancer

ERAERERBRBEDER

1. BI{E https://console.aws.amazon.com/ec?/ FARX Amazon EC2 £# A,

2. HEEEBEHHKM Load Balancing (B F#28) , i#E1E Load Balancer (B8 F#28).

3. iEHY Network Load Balancer &,

4. HEEERSIEFERTH Route 53 BARANEREZEFIRET , EERBEZRER.

5. ENERREBHNATAESE,

6. EFEIWMARHEBNINE, EHEBRYTRER 1 JEE=X (72 D).
FIEESERHEERN, BXNERERHA  BEUUBEENREAPNERURERNE
Ho
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7. BWARRE, IREBENT , EUNABREFTESEBUREDLRE,

8. EHURISHRUBEEHBESIERKRERTHESBH WAL ERARANEE,

9. EBERT.

£/ BB EREE AWS CLI
FEUBRARTAXEAREEER  F20 (EFER API 2&188) https://docs.aws.amazon.com/

arc-zonal-shift/latest/api/.

¥ ¥ Network Load Balancer B @15

AREFHNTRRANMER Amazon EC2 IR AREFHEFHER, WFEFEA Amazon Application
Recovery Controller (ARC) FEAEMNEIHEBEBHLER | 552 E (Amazon Application Recovery
Controller (ARC) B A&#EmM) PHENEHER,

ERERAEMESER

1. BI{E https://console.aws.amazon.com/ec?/ FARX Amazon EC2 £# &,

2. HEBEBEHM Load Balancing (B F#25) , i##F Load Balancer (B HF#328).
3. EMEFERAFEHERBEN Network Load Balancer &,

4. HEERSIEFEBDH Route 53 EARAERIZEFIFT , BEEEHMERER,

EERR ARC 128 LUEEER
5. HHREEMEBINA  EEMERZBAREA,
6. SRS  EENRERAEMEIE AR,
7. BEEWF.

R EFEFHER AWS CLI
FEUREXFRFTARAEAREHER , F2R (EBEHER API 2Z{®M) hitps://docs.aws.amazon.com/

arc-zonal-shift/latest/api/.

EUSE Network Load Balancer Y [& 158 %2

AREFHI L ERRAMMER Amazon EC2 £ ABUHEEER ., MEMEA Amazon Application
Recovery Controller (ARC) X ABUEEHEBHNLSR , 552K (Amazon Application Recovery
Controller (ARC) B# AE15/) PWEUVE EFER,
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HEERATREEEEEER

1. BIfE https://console.aws.amazon.com/ec2/ BBk Amazon EC2 £# &,

2. HEBEBEHKM Load Balancing (B F#285) , i##F Load Balancer (B F#328).
3. EMEFEATEFERBH Network Load Balancer &8,

4, HEEESRSIFERTH Route 53 EARKNERZEFIRET , BEEICHERBER.

EERM ARC 2 & LUEEEUH,
5. BEEHUHEREE®.
6. YL  BEFEE

A BUBEFHER AWS CLI

FEURAFGIAAFEAREER , 5208 (BEHE® API 2E1E58) hitps://docs.aws.amazon.com/
arc-zonal-shift/latest/api/,

Network Load Balancer WA E R &

EBTHBAEEN (LCU) RETELAEH T EHEREFERNEE, Network Load Balancer € B
BER , UXEEIFNIEESELREFESER, RERNBFER , ZNERTEHISRBEWINR
ERBO LR TER , B2 LRERRBRENRINBE,

ZEETIIERTERM LCU RE :

- BEIRBENSEHSERA, EENSRE  IFERRENERTEREAESHHBIERAN
TMERIE,

- HRTHFEHNMERE , BHREREBBERR.

- BEERERETHRETRERBEREANASEBREY YEAFTESTENRD A MARFHABE
BER.

- BEEMERETE  UFESRBEXKEBBERSRER,
- BEEEHFER<EAERTFEH  WRERTE B VAT SRFENRE,

HEEFENTE

Y EHTHREREENAEN  ERCUTARNERIRRARRECER LB RENELITFERE
¥, £ Elastic Load Balancing £ A& , B RBRENREEEEEEAEZLRE,
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¥ , LA LABE CloudWatch #5#E ProcessedBytes RYBTERHN B EEHR,. ERTHIENTERY
£ LCUsH , B8 LCU &R 2.2Mbps, EAILAEARK K (ProcessedBytes) IEEREFEH T HI LM
FrEREERE LR , REFEA 2.2Mbps WERFEZEEXEEREE LCUs , R 1 18 LCU,

MBEERERS TEEHERAHSEZBELZHTERAUE , B LR LCU REFERFEMFIEN
BRE, LCURBHESRERBEAWS BIEINELTHEEHEAER , TETFERRENBEIEE
., MEFMENR , 552 B Load Balancerd 2BV REFTEES,

X EME

IR EEARTIIES

- BRI (HFHEmdLEh)
- XBIRIP (BXH)

- XBEIFIP (REM)

. TAEH (BB)

. TAESE (Fng)

. TAEHE (TR

. mARESE (RX)

- BN CEHRAE)

- BN (ZFER)

o BUN (HESEE)

LCU R ZHEHE
IEHIRF EAE LCUs BN E . MFEFMER ,

nlh

2:Rthe section called “Load Balancer& &2 &

753K Network Load Balancer #JLoad BalancerBEEV{Rr 8
EFERLCU ®’EB 2w , mREATHIER

o {# TLS ZEREXH Network Load Balancer 7 LCU R &,

« LCU REE X & Network Load Balancer WTEE#HIXERE. FK LCU REH , A 1 LCUs F
2.2 Mbps BV  KEHNABEFRHE Mbps EitA LCU,

- RESRBEEGHER , Y PR ETHEE, ERAMLCU RE2H , FRIASETHESHE
BHP T 5B E,
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« LCU REBRBULIESHAXNEK , BEBURREREZSNATHRE, KSHFEREEE /DK
WX , BHRZATREFEELME N,

. %EE%EEE‘EE’\J{%E , TARFERSBAMER LY, EAURFTELENFEEZRTE  EEXRRAERIW

- EEERMETENSREELER , EFRLEHECER L,

a5k LCU RE&
BHREFANSRFANMMAEERFER LFR LCU RE,
EREEAFR LCU R E

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 £# 4,
HEEEE® iR Load Balancers (B EH F#2%).

EMEHFERER.

ERERS|IEH L  EERE LCU RE,

ERURESERERNEME , ARRTHNEETENEH R,
EMSEHE , UREERNTEE LCU Bik.

NREREREBETHAR  BUNEEFHEE , ARWAERELCUs BE,
BERE

© N o g K~ W DN

£/ R LCU fx& AWS CLI

{# A modify-capacity-reservation a5

[o]

EET i #& 1k Network Load Balancer BJLoad BalancerBEE ({R &

B LCU RE
HRFHNSRFEAMTERRE UL BT ER LN LCU RE,
EREEAEHMBKL LCU RE

1. BIfE https://console.aws.amazon.com/ec2/ FARX Amazon EC2 £# &,
2. MEEEEIK LIRIE Load Balancers (B & F#23).
3. ENAHFHEHHFEHR
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4. ERERSIERL K BHIECSHEREBNMRE,

a. HEEHLCURE , FHERERE LCU RE,
b. BEKIL LCURE K FREINHRE.

A FHHKL L LCU 125F AWS CLI

{# A modify-capacity-reservation &5

o,

Ef 2 Network Load Balancer YLoad BalancerB@ £ E V1R &
R ARRE
LCU REE M E v FAAREE -

c FE-EBEHEEEETHENRE

- BME - RTEERECHE B THER.

« KM - RRBEEEETEFER,

- BNV - RFEHHEIIBRTAES , ERHVEREEENFERE,

¥a& LCU

EEHEEZ LCU FAXR | B LUEE 58 ProcessedBytes B2 /N (ReservedLCUsHETT
s, EERE rEMTHESERAS /N LCU , BFER (SoEMTHEE ) *8/60/ (1076)/2.2,

ERVERE
hRFANSRFEANMMTRERLEH TEHR L LCU REARE,
ERAEEAMmE LCU REAMAE

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 # 5,
2. HEEBHIK L®EE Load Balancers (B H F#2%),

3. ENEHTHSRER.

4. HERERSIERL , EUBEREMENESE LCU E,

fEA B4 LCU RERIARRE AWS CLI

EERE
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£ describe-capacity-reservation &n4

o
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Network Load Balancer EZERE X

EREARMEERBRNER , LACRALERENBAG EREERRE, BFKMEA Network Load
Balancer 28l , B4 EHMEBEL —EEEEN. IRAHETFEHRIAEERER , REZZUVCREAF
mRRE, CAEREAERNRA  HAETERFEHREFRBAISEMBF (Hl0 EC2 #1TE
) M5,

B &%

- EEEXERE

- BEREEXSKA

- ZeERERERX

« ALPN BUR

« B3I Network Load Balancer ZERE=R

« Network Load Balancer #fal k&5 R &

+ Network Load Balancer & £ B

« F#T Network Load Balancer FiZERER

 E# Network Load Balancer #ZERERH TCP HERE

« FEF Network Load Balancer #) TLS ZEERER

« MiBX Network Load Balancer $ZERE=

EREERE

EREXAXE T I EH i E B EE

+ Protocols (B&A#E) : TCP, TLS., UDP, TCP_UDP
* Ports ((E#E) : 1-65535

ERLAMER TLS #REARBMENEZN THEDHIEN AR TEHS  EEENEREATUEE
EEkEE L, IREEEXBABHER TLS , BXEAEEERX LHEZ D —E SSL ARER/E.
MEFHMES , F2EARSEERE.
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MRELARREBBENE TLS RE (MTAREHTER) , AIRLUEERIE 443 Y TCP #EE
A, MEEY TLS HRENX, £H TCP HREXR K AHFVHRITHNENREEEGER, MTFH
EMEMER,

HEEMEAERE EFERZE TCP M UDP , &Y TCP_UDP #8EX, TCP_UDP #REXNE
BEELEMER TCP_UDP BAAHBE.

#EHEAHTEHIZMW UDP EEREXEE IPve BEHE,
HA TCP, TLS M TCP_UDP #EERE R % # WebSockets,

ErERECEERANMEMRRER 2> BATEYRE. HREXRENEEEX , F AT EERANE

BREESBAFEHRE. HE 3 LW ICMP BERtEE2HRAEEERE. Network Load Balancer

SREFAHNRE  MIASHHBEEEMNERZE., EEEEEREEREN TCP ERHTEEE TCP
% (RST) £ , R EEE NEZEEANCREEEEXTEMERSERAS TCP ER -5 .

WMEFHMER |, 5528 (Elastic Load Balancing &5/ HMGEREH,

EEEXEM
LLF 2 Network Load Balancer HiZEREXBMY :
tcp.idle_timeout.seconds

tcp MERKE , AW BEMN. BREEA 60-6000 ¥, FHRES 350 B

MEFHMET  F2EEFTEERAE,

EREARR

ELEVEERESR K TEEKHEBERORKRA, WEAEERERIIEECHEZEHE, EEEFHMLR
B , 5528 E 3 Network Load Balancer BViZERER,

ZEEREN

BEMER TLS #REX  E4AEEHTER LRBZL —ARKSFEE. ERTHREARRSEE
R ILENmERE | ARBEAFRNFER , BREMABEIER, Fi8  NEFEBEANEREER
B A MAZEARTHRKEBRER , BHEEEE 443 B TCP #HERERX , MIFEL TLS HEEN,
SETEHRERAMREEFTRERR  MASKEREE,
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Elastic Load Balancing £/ TLS RXF#H%E (BALZLEXK) , TAFREERTHIFI BRI TLS &
Re REBRABABERMBENES, BABESEAFPREMARSCERLRSER , YRREH
FinREaHTEHscBEENMEERNATIE, BRBR—ENBERE L , FANEEBRELFENA
B, BABEFRAZEMZERNZEBEFMERNER, TERISEFHE , AFRREAHTHSRS
HREMIBIZENMBNERABENZTE UMREFNVIERF), RS H L ERENARSEELR
SEAAFmMENE— @,

Network Load Balancer T &R E TLS 2 5 (mTLS). MFE mTLS & , FBE L TCP ZERE
X, Mk TLS #EREN., ABTHIFRRREER R , AHETEBEEE mTLS,

Network Load Balancer £ PSK for TLS 1.3 #9 TLS Mk , JA K TLS 1.2 REERAH T/ERER
EX, TXEFHTERE ID WIRE  REEEREXNFEH SNI REZREER. 0-RTT EXRIINEEM
early_data #EH KR EE,

WEMBETRE , 552E (Network Load Balancer #y TLS &) B {Network Load Balancer fJ SNI 3%
B o

ALPN B&

FERRABRBABERY (ALPN) BHEAK TLS FRIIMEHFAL LEER TLS EfR, ALPN EFER
BREEABEBLEBEABENEAEBLERERE (W HTTP/1 M HTTP/2) 1T,

ERFimiEs ALPN EiRlk , BETERSEAFiR ALPN EFREFERE ALPN BERETHER,
MRAFWmXERE ALPN BERIVEAGE , ISR FEHRSRIE ALPN RN EHFREFERENL
iR, BR , BB THEHR[FTSEA ALPN,

XM ALPN BUR
T 2%EN ALPN BUR -
HTTP1Only

R HTTP/1.*, ALPN EFREBES http/1.1. http/1.0,
HTTP20n1ly

Ai%# HTTP/2, ALPN E#REEBES h2.
HTTP20ptional

R HTTP/A.* , MAR HTTP/2 GE¥ HTTP/2 B TREE ). ALPN EFREBESRE
http/1.1. http/1.0. h2.
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HTTP2Preferred

R HTTP/2 , MAF = HTTP/1.*. ALPN EF&XEEFER h2, http/1.1, http/1.0,

None

FERP ALPN, LLATERE,

BR A ALPN E#

BRI ERY RS S TLS HBEXRMA ALPN EiR, MFFHMEA  F2RNEEREARENR
ALPN B,

%37 Network Load Balancer ZEER

EREARREERBRNEF. EAELESTEHRKEEREZEREN AR TRERTEEEEND
BB H PR,

TORIRME
- EAARBEBRARNISEEERE. NBEHEET

BEE

o WA TE TLS #EEREAM SSL BFE. ﬁﬁ$1§i%§éﬁﬁﬁ BERL L EREE ?’ffﬁﬁﬁ?ﬁﬁﬁﬂiﬁﬁﬁﬁ‘ﬁﬂ@
R, 2B ECMEHRIEE, MBEFHMERNR | 52ENetwork Load Balancer B {7l fR 28 B 7% o

« BEEH IPv4 BREHEEdualstack B H TV #2RAY UDP BEREXKEEA,

:I:II‘H

2B 581 Network Load Balancer 23 B

FriEZBREN
HERAFHREARTERNERNBEA R EREEERRERERR Y ARKEERARARE

BEE, MEFAENR  F2EERESNERE
fEF E2 A R EEEN

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 £# A,
2. TEEEBEKD , iB4E Load Balancers (B & #83),

3. ERNAESTFEHRNEBRAREFHEEAEHR,

4, EEBEEXARSIEH L , BEFNEEEEX,
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5. &¥ Protocol (BIAHE) , i##8 TCP. UDP, TCP_UDP & TLS, REFFEREZESIWMATEMN
EEIR,

6. ST¥TREREE , BETHABREEE.

7. [TLS #ZERE] &H¥ Security policy (R£BR) , EBERBERNRZLBER.

8. [TLS #EEX] SRR SSUTLS fR=EBE , BEREBR. SR TIHEHP —ERFRRE
BB :

- WMREMHER BIUSHEAEFE AWS Certificate Manager , SEIZIER ACM , REREBE (&
ACM) ZERHE,

- MREFER IAM EARE | FRER IAM , RAREEBE (% IAM) BEERE,

- MREBERE , BFREEABE, BEEAZ ACMBEAZ IAM, HRBEILESE K BE
R LAEERER PEMFEH ) AR, HRBEARAX , BERIM ENEEREBEER
(PEM #Rf5 ) AR, HRAGREE  FERIH D REEER (PEM RIE ) WAR , RIEEE
REREERE K MABRAERT—EERSHIEIBE.

9. [TLS #Z#EFE] &4 ALPN policy (ALPN BR) , FEiRZBZERA ALPN MIBUGR | &2 None ()
£/ ALPN, WEFHEF , FSEALPN BUX,

10. EIEFIE,

1. [TLS #EEX] ZEXBRI[FEZEARIBEE  F2RA SBETEERREE,

£/ #igEiEE AWS CLI

A create-listener S REBIZEER.,

Network Load Balancer B {a AR 28 B &

E 185 Network Load Balancer B Z £ EEEXR SV ATESTEHS LXBEL —RAEE. BH
FHEREE X509 BE (ARFER). BEABRERERE CA BHNBNEXGo»RH,. BEEE
MAEHR. BENEE, AEE8, FRAMBTENENEE,

BUBRUERECHNERTERCAR  S4AEEREEE. BRLNVPEEBLARBTEERE
RCERARAT | NtLERAFIRE AT LARERY TLS EiR. MRETHA , MAEMBERE.

BN ERBEBIEETEMYGERE (FQDN) , B0 www.example.com ; REIEE apex BEHEHE
(FQDN) , 540 example.com, B AILAEAER () MAERAF T , UMREBMHEMBE P Z @R
R, BREAEZABRRE , BN () AEEREZBNRES , mMBEERE—EFRAZER,

flan | * . example.com fR¥ corp.example.com fl images.example.com , {EEHEE{RE
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test.login.example.com, BFEFE , *.example.com RATLURE example.com I F#iT |
5L 1R bare T apex #8148 (example.com), EAFAEAREETAREN TRBMAUNEZBAIR LT
#, MELAERBWFMEN , 5528 AWS Certificate Manager R ERREHINERLAEEE,

BEBREEH AWS Certificate Manager (ACM) AE H F #2521 RF¥. ACM & Elastic Load
Balancing & , WELEE B VT EHR LBBEE. WEFHMENR , 528 "TAWS Certificate Manager
FERAEERL .

RNE , BULUER TLS TERBIBERBFER (CSR) , AEHE CAEBHN CSR REERHE , A
ZiEBHEA ACM 5 EEFRHFZE AWS Identity and Access Management (IAM), MEFFMEN |, 7

2R/ (AWS Certificate Manager FR &) MWEARE , & (AM FREERE) WEARRSES
=

A o

X ENEWEEE

« RSA 1024 {u 7T
« RSA 2048 {u 7T
« RSA 3072yt
- ECDSA 256 {u T
- ECDSA 384 {ut
« ECDSA 521 {ut

CE

HERY TLS BERRE  KAFTSEE—EER. LEREARNER., £ULNERY TLS BER
X2 #MATEREE. NEHEET  BONEAEDES,

NREEBEFETEEFNER  REEAFPmERKREMMKIBBIET (SNI) BRABEREE

1\

IHER  AIBRBEPREATNERE , T SEARRER.

NMREFEEENER  EREZRE-SRVERRRAEZHARLEBARER  BUUERBAFE
&, EESEFENEENEREE (SAN) MEERRE

BERE
TLS BERXRYZARARRBBAENEREE. ATNEEEEERNEERRRXNERE

B, FABRFEVRARTVEHRTHRAERE LXEZERE , Y ASERARKIENERE. NF
HMEN  F2REEEENEEREEE.
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SETHREAXESNI WESRREFRE L. NRAFRRHENIREBHNERREEFNE -
BE , EHTEHRSRIULEE. MRAFGKREHNEINEBNSRIFETINZERE A TEHSR
EENAFPRAXENRERRE. BREERBERATHIIERF LT HRE

- NEEWHREE (ECDSA B RSA)
- HZEEEE (SHA E1) MD5)

- TRRE (REFR&AK)

- BRHE

EERFHRTFHNAREESEEHAPREENIREBAMAFIRE RNERE. MEFMESA
BEIBEFER.

5] ===
y) =
BEEN

T
*

BEBFIMFENNE, ELARREFNPBE R , BUREREHTHRNEEARRE. EC
ERRBENBEEETHNERE, BNIERBRIEXEAH THRBHNIX B FFR A IEFR
EREFEENEATFER, BUBRZR  FWHARSEABONER. EREBREC® , MFHRSERN
HYBRE o

BT AR EEBRRENVNER

- BHFHES LIRME AWS Certificate Manager MZBEHEH T LB BEN. ACM 2EERBRBH A
EXEN, MEFMET , 5528 AWS Certificate Manager AR EEEHNZEEN,

- MREKBEEAZ ACM , RIXNEERTIENBH A K WESHFBH BN, WEFHAER ,
528 AWS Certificate Manager 1 A &5 P E A RH,

- MREKBEEAZE IAM, BIXEEYFHNERE. BHFNEBIFEAE ACM = 1AM, BHBRIENEE
BHTEHS  URARFEHBIBRBHNERE.

Network Load Balancer B Z 2 BE

BY TLS #EEAR  S4RAENZ2BR, ZR2BRGREEAHTHR[NAFin B SSL %
HEXEBLEMZNBABE. IRENFRBEXERMABMTNLLEERE , KU UAEMERFE
FNREBR, WEFAES A FEREFLZLBR.
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ZEBER

 IKELBSecurityPolicy-TLS13-1-2-Res-2021-06BEK2FEA BIUM TLS EEENNERE
£ B2 AWS Management Console, BB Z#E TLS 1.3 ILEE TLS 1.2 EHHER.

+ HELBSecurityPolicy-2016-08BUR_RMEM Bz TLS HEREXNTERTLBE AWS CLI,
« BALLEERARIIRERNREBER , BT ERERIFER,

- BHRBIHER , MR TLS EEEXEANE TLS1.3 RLBX , Algl
Fd ELBSecurityPolicy-TLS13-1-0-2021-06 Z£H K. BRIEHK
ELBSecurityPolicy-2016-08 Z£BRARRIHELR.

- FBALBAEERER , LAEUSEAZE Network Load Balancer 2 TLS 55REHHEEEH. 24 TLS K
EEN, EERLHERAR , ARFHIMBE, MASHFHSNEINGCHE , YREHENFIRA
HIEB., MEHMENR , BFSBEEE A M Network Load Balancer €&,

o WAL BITE 1AM R RS2 HIBEK (SCPs) £/ Elastic Load Balancing fk#4& i AWS 1RF |
3R PR i R LE 22 & B ER Al 2 AWS Organizations Ml FIEREFEH. WMFEFHMENR , 528 (AWS
Organizations fEAFIEF) F KRB ZEFIBEE (SCP),

« EXETIS13 VBRI EEEAME (FS), XEEEE TLS_* M ECDHE_* A HHEM TLS 1.3 M
TLS 1.2 BB R hiR FS,

+ Network Load Balancer 218 TLS 1.2 BiEFZR T # % (EMS) ZEf#H,

BT LAE A describe-ssl-policies AWS CLI S SRR BABENZE , HBET R,

oge 1
- TLS R2HXK
- KBUERKIBAGE
- KM Ciphers
- KEBHESINBUER
» FIPS Z£BUK
- RKBENIBAGE
« {KIBEEM Ciphers
- KEBHEFIMYBUER
« FS XENRTLBUIR
- KBURKERAGE
- KM Ciphers
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https://docs.aws.amazon.com/athena/latest/ug/networkloadbalancer-classic-logs.html#query-nlb-example
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security_iam_service-with-iam.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/describe-ssl-policies.html
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- RETEHEFIAYBUR

TLS E2BUR

BALMER TLS Z2BRRAESREFARE TLS BABEREINERNLZ2EE K AXEBEFECHE
RZBHERAFiw.

EXE TLS 1.3 WBERXBEEXMWE (FS), XEEEE TLS_* ¥ ECDHE_* X HiHM TLS 1.3 M
TLS 1.2 BWBUER R FS,

B &%

- RBERNBABE

- KB Ciphers

o REHHEIIABUR

KBRS E

THRRARE TLS R BRI EBENEAME.

TE2HE TLS TLS TLS TLS
1.3 1.2 1.1 1.0

ELBSecurityPolicy-TLS13-1-3-2021-06

= e e e
ELBSecurityPolicy-TLS13-1-2-2021-06

= = S S
ELBSecurityPolicy-TLS13-1-2-Res-2021-06

= = S S
ELBSecurityPolicy-TLS13-1-2-Ext2-2021-06

= = B B
ELBSecurityPolicy-TLS13-1-2-Ext1-2021-06

= = B B
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ZE2BR TLS TLS TLS TLS
1.3 1.2 1.1 1.0

ELBSecurityPolicy-TLS13-1-1-2021-06

ELBSecurityPolicy-TLS13-1-0-2021-06

ELBSecurityPolicy-TLS-1-2-Ext-2018-06

ELBSecurityPolicy-TLS-1-2-2017-01

ELBSecurityPolicy-TLS-1-1-2017-01

ELBSecurityPolicy-2016-08

ELBSecurityPolicy-2015-05

KB Y Ciphers

TRHAZE TLS T2 BERZERMNE,

REBR

ELBSecurityPolicy-TLS13-1-3-2021-06

ELBSecurityPolicy-TLS13-1-2-2021-06

= = = -
= = = =
f\ = f\ f\
a = a a
a = = a
f = =3 =3
- = =3 =3

&=

+ TLS_AES_128_GCM_SHA256
+ TLS_AES_256_GCM_SHA384
+ TLS_CHACHA20_POLY1305_SHA256

+ TLS_AES_128_GCM_SHA256
+ TLS_AES_256_GCM_SHA384
+ TLS_CHACHA20_POLY1305_SHA256
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BEHE IR
+ ECDHE-ECDSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES128-GCM-SHA256
+ ECDHE-ECDSA-AES128-SHA256
+ ECDHE-RSA-AES128-SHA256
+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384
+ ECDHE-ECDSA-AES256-SHA384
+ ECDHE-RSA-AES256-SHA384

ELBSecurityPolicy-TLS13-1-2-Res-2021-06 + TLS_AES_128 GCM_SHA256
+ TLS_AES_256_GCM_SHA384
+ TLS_CHACHA20_POLY1305_SHA256
+ ECDHE-ECDSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES128-GCM-SHA256
+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384
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BEHE

ELBSecurityPolicy-TLS13-1-2-Ext2-2021-06

mER =K

TLS_AES_128 GCM_SHA256
TLS_AES_256_GCM_SHA384
TLS_CHACHA20_POLY1305_SHA256
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA
ECDHE-RSA-AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

TLS R XK

56



Elastic Load Balancing

Network Load Balancer

BEHE

ELBSecurityPolicy-TLS13-1-2-Ext1-2021-06

ez

TLS_AES_128 _GCM_SHA256
TLS_AES_256_GCM_SHA384
TLS_CHACHA20_POLY1305_SHA256
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
AES128-GCM-SHA256
AES128-SHA256
AES256-GCM-SHA384
AES256-SHA256

TLS R XK

57



Elastic Load Balancing

Network Load Balancer

BEHE

ELBSecurityPolicy-TLS13-1-1-2021-06

mER =K

TLS_AES_128 GCM_SHA256
TLS_AES_256_GCM_SHA384
TLS_CHACHA20_POLY1305_SHA256
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA
ECDHE-RSA-AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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BEHE

ELBSecurityPolicy-TLS13-1-0-2021-06

ez

TLS_AES_128 _GCM_SHA256
TLS_AES_256_GCM_SHA384
TLS_CHACHA20_POLY1305_SHA256
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA
ECDHE-RSA-AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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BEHE

ELBSecurityPolicy-TLS-1-2-Ext-2018-06

mER =K

+ ECDHE-ECDSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES128-GCM-SHA256

+ ECDHE-ECDSA-AES128-SHA256

+ ECDHE-RSA-AES128-SHA256

+ ECDHE-ECDSA-AES128-SHA

+ ECDHE-RSA-AES128-SHA

+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384

+ ECDHE-ECDSA-AES256-SHA384

+ ECDHE-RSA-AES256-SHA384

+ ECDHE-ECDSA-AES256-SHA

+ ECDHE-RSA-AES256-SHA

+ AES128-GCM-SHA256

+ AES128-SHA256

+ AES128-SHA

+ AES256-GCM-SHA384

+ AES256-SHA256

+ AES256-SHA
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BEHE

ELBSecurityPolicy-TLS-1-2-2017-01

ez

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
AES128-GCM-SHA256
AES128-SHA256
AES256-GCM-SHA384
AES256-SHA256
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BEHE

ELBSecurityPolicy-TLS-1-1-2017-01

mER =K

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA
ECDHE-RSA-AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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BEHE

ELBSecurityPolicy-2016-08

ez

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA
ECDHE-RSA-AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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BEHE

ELBSecurityPolicy-2015-05

AR BER

THREAXIESERBTN TLS T2HXK.

ZHEER

OpenSSL - TLS_AES_128_GCM_SH
A256

IANA — TLS_AES_128_GCM_SHA256

mER =K

+ ECDHE-ECDSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES128-GCM-SHA256

+ ECDHE-ECDSA-AES128-SHA256

+ ECDHE-RSA-AES128-SHA256

+ ECDHE-ECDSA-AES128-SHA

+ ECDHE-RSA-AES128-SHA

+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384

+ ECDHE-ECDSA-AES256-SHA384

+ ECDHE-RSA-AES256-SHA384

+ ECDHE-ECDSA-AES256-SHA

+ ECDHE-RSA-AES256-SHA

+ AES128-GCM-SHA256

+ AES128-SHA256

+ AES128-SHA

+ AES256-GCM-SHA384

+ AES256-SHA256

+ AES256-SHA

BEHK RREH
» ELBSecurityPolicy-TLS13-1-3 1301
-2021-06

» ELBSecurityPolicy-TLS13-1-2

-2021-06
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#HEER BEHE EZHEH
» ELBSecurityPolicy-TLS13-1-2-
Res-2021-06

» ELBSecurityPolicy-TLS13-1-2-
Ext2-2021-06

» ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

+ ELBSecurityPolicy-TLS13-1-1
-2021-06

» ELBSecurityPolicy-TLS13-1-0
-2021-06

OpenSSL - TLS_AES_256_GCM_SH » ELBSecurityPolicy-TLS13-1-3 1302
A384 -2021-06

+ ELBSecurityPolicy-TLS13-1-2
-2021-06

+ ELBSecurityPolicy-TLS13-1-2-
Res-2021-06

+ ELBSecurityPolicy-TLS13-1-2-
Ext2-2021-06

» ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

+ ELBSecurityPolicy-TLS13-1-1
-2021-06

» ELBSecurityPolicy-TLS13-1-0
-2021-06

IANA — TLS_AES_256_GCM_SHA384

TLS R XK 65



Elastic Load Balancing

Network Load Balancer

#HEER

OpenSSL - TLS_CHACHA20_POLY1
305_SHA256

IANA — TLS_CHA20_POLY 1305
_SHA256

BEHE

» ELBSecurityPolicy-TLS13-1-3
-2021-06

+ ELBSecurityPolicy-TLS13-1-2
-2021-06

» ELBSecurityPolicy-TLS13-1-2-
Res-2021-06

+ ELBSecurityPolicy-TLS13-1-2-
Ext2-2021-06

+ ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

+ ELBSecurityPolicy-TLS13-1-1
-2021-06

» ELBSecurityPolicy-TLS13-1-0
-2021-06

EZHEH

1303
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#HEER

OpenSSL - ECDHE-ECDSA-AES128-
GCM-SHA256

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_128_GCM_SHA256

BEHE

+ ELBSecurityPolicy-TLS13-1-2
-2021-06

+ ELBSecurityPolicy-TLS13-1-2-
Res-2021-06

» ELBSecurityPolicy-TLS13-1-2-
Ext2-2021-06

» ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

+ ELBSecurityPolicy-TLS13-1-1
-2021-06

» ELBSecurityPolicy-TLS13-1-0
-2021-06

» ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

» ELBSecurityPolicy-TLS-1-2-2017-01

» ELBSecurityPolicy-TLS-1-1-2017-01

» ELBSecurityPolicy-2016-08

EZHEH

c02b
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#HEER BEHE EZHEH
OpenSSL - ECDHE-RSA-AES128-G + ELBSecurityPolicy-TLS13-1-2 c02f
CM-SHA256 -2021-06

» ELBSecurityPolicy-TLS13-1-2-

IANA - TLS_ECDHE_RSA_WITH

_AES_128_GCM_SHA256 Res-2021-06

» ELBSecurityPolicy-TLS13-1-2-
Ext2-2021-06

+ ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

+ ELBSecurityPolicy-TLS13-1-1
-2021-06

» ELBSecurityPolicy-TLS13-1-0
-2021-06

» ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

+ ELBSecurityPolicy-TLS-1-2-2017-01
+ ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08
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#HEER

OpenSSL - ECDHE-ECDSA-AES128-
SHA256

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_128 CBC_SHA256

OpenSSL — ECDHE-RSA-AES128-S
HA256

IANA — TLS_ECDHE_RSA WITH
_AES_128_CBC_SHA256

BEHE EZHEH
+ ELBSecurityPolicy-TLS13-1-2 c023
-2021-06

» ELBSecurityPolicy-TLS13-1-2-
Ext2-2021-06

» ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

+ ELBSecurityPolicy-TLS13-1-1
-2021-06

» ELBSecurityPolicy-TLS13-1-0
-2021-06

» ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

» ELBSecurityPolicy-TLS-1-2-2017-01
» ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08

» ELBSecurityPolicy-TLS13-1-2 c027
-2021-06

+ ELBSecurityPolicy-TLS13-1-2-
Ext2-2021-06

+ ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

» ELBSecurityPolicy-TLS13-1-1
-2021-06

» ELBSecurityPolicy-TLS13-1-0
-2021-06

» ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

» ELBSecurityPolicy-TLS-1-2-2017-01
» ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08
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#HEER

OpenSSL - ECDHE-ECDSA-AES128-
SHA

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_128 CBC_SHA

OpenSSL — ECDHE-RSA-AES128-SHA

IANA — TLS_ECDHE_RSA WITH
_AES_128_CBC_SHA

BEHE

EZHEH

ELBSecurityPolicy-TLS13-1-2- c009

Ext2-2021-06

ELBSecurityPolicy-TLS13-1-1
-2021-06

ELBSecurityPolicy-TLS13-1-0
-2021-06

ELBSecurityPolicy-TLS-1-2-E
xt-2018-06
ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08

ELBSecurityPolicy-TLS13-1-2- c013

Ext2-2021-06

ELBSecurityPolicy-TLS13-1-1
-2021-06

ELBSecurityPolicy-TLS13-1-0
-2021-06

ELBSecurityPolicy-TLS-1-2-E
xt-2018-06
ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08
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#HEER BEHE EZHEH
OpenSSL — ECDHE-ECDSA-AES256- + ELBSecurityPolicy-TLS13-1-2 c02c
GCM-SHA384 -2021-06

» ELBSecurityPolicy-TLS13-1-2-

IANA — TLS_ECDHE_ECDSA_WI

TH_AES_256_GCM_SHA384 Res-2021-06

» ELBSecurityPolicy-TLS13-1-2-
Ext2-2021-06

» ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

+ ELBSecurityPolicy-TLS13-1-1
-2021-06

» ELBSecurityPolicy-TLS13-1-0
-2021-06

» ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

» ELBSecurityPolicy-TLS-1-2-2017-01

» ELBSecurityPolicy-TLS-1-1-2017-01

» ELBSecurityPolicy-2016-08
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#HEER BEHE EZHEH
OpenSSL — ECDHE-RSA-AES256-G + ELBSecurityPolicy-TLS13-1-2 c030
CM-SHA384 -2021-06

» ELBSecurityPolicy-TLS13-1-2-

IANA - TLS_ECDHE_RSA_WITH

_AES_256_GCM_SHA384 Res-2021-06

» ELBSecurityPolicy-TLS13-1-2-
Ext2-2021-06

+ ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

+ ELBSecurityPolicy-TLS13-1-1
-2021-06

» ELBSecurityPolicy-TLS13-1-0
-2021-06

» ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

+ ELBSecurityPolicy-TLS-1-2-2017-01
+ ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08
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#HEER

OpenSSL — ECDHE-ECDSA-AES256-
SHA384

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_256_CBC_SHA384

OpenSSL — ECDHE-RSA-AES256-S
HA384

IANA — TLS_ECDHE_RSA WITH
_AES_256_CBC_SHA384

BEHE EZHEH
+ ELBSecurityPolicy-TLS13-1-2 c024
-2021-06

» ELBSecurityPolicy-TLS13-1-2-
Ext2-2021-06

» ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

+ ELBSecurityPolicy-TLS13-1-1
-2021-06

» ELBSecurityPolicy-TLS13-1-0
-2021-06

» ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

» ELBSecurityPolicy-TLS-1-2-2017-01
» ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08

+ ELBSecurityPolicy-TLS13-1-2 c028
-2021-06

+ ELBSecurityPolicy-TLS13-1-2-
Ext2-2021-06

+ ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

» ELBSecurityPolicy-TLS13-1-1
-2021-06

» ELBSecurityPolicy-TLS13-1-0
-2021-06

» ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

» ELBSecurityPolicy-TLS-1-2-2017-01
» ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08

TLS R XK

73



Elastic Load Balancing

Network Load Balancer

#HEER

OpenSSL — ECDHE-ECDSA-AES256-
SHA

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_256_CBC_SHA

OpenSSL — ECDHE-RSA-AES256-SHA

IANA — TLS_ECDHE_RSA WITH
_AES_256_CBC_SHA

BEHE

EZHEH

ELBSecurityPolicy-TLS13-1-2- c00a

Ext2-2021-06

ELBSecurityPolicy-TLS13-1-1
-2021-06

ELBSecurityPolicy-TLS13-1-0
-2021-06

ELBSecurityPolicy-TLS-1-2-E
xt-2018-06
ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08

ELBSecurityPolicy-TLS13-1-2- c014

Ext2-2021-06

ELBSecurityPolicy-TLS13-1-1
-2021-06

ELBSecurityPolicy-TLS13-1-0
-2021-06

ELBSecurityPolicy-TLS-1-2-E
xt-2018-06
ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08
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#HEER
OpenSSL - AES128-GCM-SHA256

IANA — TLS_RSA_WITH_AES_1
28_GCM_SHA256

OpenSSL — AES128-SHA256

IANA — TLS_RSA WITH_AES _1
28_CBC_SHA256

BEHE

ELBSecurityPolicy-TLS13-1-2-
Ext2-2021-06

ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

ELBSecurityPolicy-TLS13-1-1
-2021-06

ELBSecurityPolicy-TLS13-1-0
-2021-06
ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

ELBSecurityPolicy-TLS-1-2-2017-01
ELBSecurityPolicy-TLS-1-1-2017-01

ELBSecurityPolicy-2016-08

ELBSecurityPolicy-TLS13-1-2-
Ext2-2021-06

ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

ELBSecurityPolicy-TLS13-1-1
-2021-06

ELBSecurityPolicy-TLS13-1-0
-2021-06
ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

ELBSecurityPolicy-TLS-1-2-2017-01
ELBSecurityPolicy-TLS-1-1-2017-01

ELBSecurityPolicy-2016-08

EZHEH

9c

3c
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RiBER
OpenSSL — AES128-SHA

IANA — TLS_RSA_WITH_AES_1
28_CBC_SHA

OpenSSL - AES256-GCM-SHA384

IANA — TLS_RSA_WITH_AES_2
56_GCM_SHA384

BEHE EZHEH

+ ELBSecurityPolicy-TLS13-1-2- 2f
Ext2-2021-06

+ ELBSecurityPolicy-TLS13-1-1
-2021-06

» ELBSecurityPolicy-TLS13-1-0
-2021-06

» ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

» ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08

» ELBSecurityPolicy-TLS13-1-2- 9d
Ext2-2021-06

+ ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

+ ELBSecurityPolicy-TLS13-1-1
-2021-06

» ELBSecurityPolicy-TLS13-1-0
-2021-06

» ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

» ELBSecurityPolicy-TLS-1-2-2017-01
» ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08

TLS R XK
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#HEER
OpenSSL — AES256-SHA256

IANA — TLS_RSA_WITH_AES_2
56_CBC_SHA256

OpenSSL — AES256-SHA

IANA — TLS_RSA_WITH_AES_2
56_CBC_SHA

FIPS Z£ &K

BEHE EZHEH

» ELBSecurityPolicy-TLS13-1-2- 3d
Ext2-2021-06

» ELBSecurityPolicy-TLS13-1-2-
Ext1-2021-06

+ ELBSecurityPolicy-TLS13-1-1
-2021-06

» ELBSecurityPolicy-TLS13-1-0
-2021-06

» ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

» ELBSecurityPolicy-TLS-1-2-2017-01
» ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08

» ELBSecurityPolicy-TLS13-1-2- 35
Ext2-2021-06

+ ELBSecurityPolicy-TLS13-1-1
-2021-06

» ELBSecurityPolicy-TLS13-1-0
-2021-06

» ELBSecurityPolicy-TLS-1-2-E
xt-2018-06

» ELBSecurityPolicy-TLS-1-1-2017-01
» ELBSecurityPolicy-2016-08

B EARERE (FIPS) RXBNMEARFARE  EERBBRREFACEBREEMEANZTLER,

BRE—STH K FL2HEAWS ERE

2EREE ENBHEARERZE (FIPS) 140,

Fi& FIPS BERHERA AWS-LC FIPS RENERmZRE. eBE—F TH  F2E NIST EEiRE
ZEERFTEBEL LN AWS-LC ZREEEEET.

FIPS £ HE%
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/A Important

B M ELBSecurityPolicy-TLS13-1-1-FIPS-2023-04 ELBSecurityPolicy-
TLS13-1-0-FIPS-2023-04 EHERERTEER., #HAMPER FIPS140 HERAEER FIPS
RIEMRE | BARETFS TLS {HEEM ST NIST 5.

B &

- BERNBABE
- {KBURHY Ciphers
o REIHHEDIHBUR

RBUR KB i E

TRRAEE FIPS T2 BRI ENBAWE.

ZEBE TLS TLS TLS TLS
1.3 1.2 1.1 1.0

ELBSecurityPolicy-TLS13-1-3-FIPS-2023-04

s B B B
ELBSecurityPolicy-TLS13-1-2-FIPS-2023-04

ot ot A A
ELBSecurityPolicy-TLS13-1-2-Res-FIPS-2023-04

e e A A
ELBSecurityPolicy-TLS13-1-2-Ext2-FIPS-2023-04

o o S S
ELBSecurityPolicy-TLS13-1-2-Ext1-FIPS-2023-04

= = & &
ELBSecurityPolicy-TLS13-1-2-Ext0-FIPS-2023-04

= = = =

= = A =
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BEHE

ELBSecurityPolicy-TLS13-1-1-FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-FIPS-2023-04

RBERH Ciphers

TRRAEE FIPS T2 BRI ENNE,

REHEK

ELBSecurityPolicy-TLS13-1-3-FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Res-FIPS
-2023-04

TLS TLS TLS TLS

1.3 1.2 1.1 1.0
= = = a
= = = =
= = = =

&=

+ TLS_AES_128_GCM_SHA256
+ TLS_AES_256_GCM_SHA384

+ TLS_AES_128 GCM_SHA256

+ TLS_AES_256_GCM_SHA384

+ ECDHE-ECDSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES128-GCM-SHA256

+ ECDHE-ECDSA-AES128-SHA256

+ ECDHE-RSA-AES128-SHA256

+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384

+ ECDHE-ECDSA-AES256-SHA384

+ ECDHE-RSA-AES256-SHA384

+ TLS_AES_128 GCM_SHA256

+ TLS_AES_256_GCM_SHA384

+ ECDHE-ECDSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES128-GCM-SHA256

+ ECDHE-ECDSA-AES256-GCM-SHA384

FIPS £ B3R
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BEHE

ELBSecurityPolicy-TLS13-1-2-Ext2-FIP
S-2023-04

mER =K

ECDHE-RSA-AES256-GCM-SHA384

TLS_AES_128 GCM_SHA256
TLS_AES_256_GCM_SHA384
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

FIPS £ B3R
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BEHE

ELBSecurityPolicy-TLS13-1-2-Ext1-FIP
S-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext0-FIP
S-2023-04

mER =K

+ TLS_AES_128 GCM_SHA256

+ TLS_AES_256_GCM_SHA384

+ ECDHE-ECDSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES128-GCM-SHA256

+ ECDHE-ECDSA-AES128-SHA256

+ ECDHE-RSA-AES128-SHA256

+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384

+ ECDHE-ECDSA-AES256-SHA384

+ ECDHE-RSA-AES256-SHA384

+ AES128-GCM-SHA256

+ AES128-SHA256

+ AES256-GCM-SHA384

+ AES256-SHA256

+ TLS_AES_128 GCM_SHA256

+ TLS_AES_256_GCM_SHA384

+ ECDHE-ECDSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES128-GCM-SHA256

+ ECDHE-ECDSA-AES128-SHA256

+ ECDHE-RSA-AES128-SHA256

+ ECDHE-ECDSA-AES128-SHA

+ ECDHE-RSA-AES128-SHA

+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384

+ ECDHE-ECDSA-AES256-SHA384

+ ECDHE-RSA-AES256-SHA384

+ ECDHE-RSA-AES256-SHA

+ ECDHE-ECDSA-AES256-SHA

FIPS £ B3R
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BEHE

ELBSecurityPolicy-TLS13-1-1-FIPS-2023-04

ez

TLS_AES_128 _GCM_SHA256
TLS_AES_256_GCM_SHA384
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

FIPS £ HE%
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BEHE

ELBSecurityPolicy-TLS13-1-0-FIPS-2023-04

AR BER
TRB{AZESERRL FIPS ZEBUR.

mER =K

TLS_AES_128 GCM_SHA256

+ TLS_AES_256_GCM_SHA384

+ ECDHE-ECDSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES128-GCM-SHA256

+ ECDHE-ECDSA-AES128-SHA256

+ ECDHE-RSA-AES128-SHA256

+ ECDHE-ECDSA-AES128-SHA

+ ECDHE-RSA-AES128-SHA

+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384

+ ECDHE-ECDSA-AES256-SHA384

+ ECDHE-RSA-AES256-SHA384

+ ECDHE-RSA-AES256-SHA

+ ECDHE-ECDSA-AES256-SHA

+ AES128-GCM-SHA256

+ AES128-SHA256

+ AES128-SHA

+ AES256-GCM-SHA384

+ AES256-SHA256

+ AES256-SHA

ZHEE REHE BREN

OpenSSL - TLS_AES_128_GCM_SH .
A256

IANA - TLS_AES_128_GCM_SHA256

ELBSecurityPolicy-TLS13-1-3- 1301
FIPS-2023-04

FIPS £ B3R
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#HEER

OpenSSL - TLS_AES_256_GCM_SH
A384

IANA — TLS_AES_256_GCM_SHA384

BEHE

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-ExtO-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-3-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04
ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

EZHEH

1302

FIPS £ B3R
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#HEER

OpenSSL - ECDHE-ECDSA-AES128-
GCM-SHA256

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_128_GCM_SHA256

OpenSSL - ECDHE-RSA-AES128-G
CM-SHA256

IANA - TLS_ECDHE_RSA WITH
_AES_128_GCM_SHA256

BEHE

» ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

EZHEH

c02b

c02f

FIPS £ B3R
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#HEER BEHE EZHEH

OpenSSL - ECDHE-ECDSA-AES128- » ELBSecurityPolicy-TLS13-1-2- c023
SHA256 FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_128 CBC_SHA256

OpenSSL — ECDHE-RSA-AES128-S + ELBSecurityPolicy-TLS13-1-2- c027
HA256 FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

IANA — TLS_ECDHE_RSA WITH
_AES_128_CBC_SHA256
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#HEER

OpenSSL - ECDHE-ECDSA-AES128-
SHA

IANA — TLS_ECDHE_ECDSA_WI
TH_AES_128 CBC_SHA

OpenSSL — ECDHE-RSA-AES128-SHA

IANA — TLS_ECDHE_RSA WITH
_AES_128_CBC_SHA

OpenSSL — ECDHE-ECDSA-AES256-
GCM-SHA384

IANA - TLS_ECDHE_ECDSA_WI
TH_AES_256_GCM_SHA384

BEHE

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-ExtO-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

EZHEH

c009

c013

c02c
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#HEER

OpenSSL - ECDHE-RSA-AES256-G
CM-SHA384

IANA — TLS_ECDHE_RSA_WITH
_AES_256_GCM_SHA384

OpenSSL — ECDHE-ECDSA-AES256-
SHA384

IANA - TLS_ECDHE_ECDSA _WI
TH_AES_256_CBC_SHA384

BEHE

» ELBSecurityPolicy-TLS13-1-2-Res-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

+ ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

EZHEH

c030

c024

FIPS £ B3R
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RIHEAR ZE2BER RIHEH
OpenSSL — ECDHE-RSA-AES256-S - ELBSecurityPolicy-TLS13-1-2- c028
HA384 FIPS-2023-04
SRR TS EETNE R T - ELBSecurityPolicy-TLS13-1-2-Ext2-
_AES_256_CBC_SHA384 FIPS-2023-04
- ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04
- ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04
- ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04
» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

OpenSSL — ECDHE-ECDSA-AES256- + ELBSecurityPolicy-TLS13-1-2-Ext2- c00a
SHA FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-Ext0-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

IANA - TLS_ECDHE_ECDSA _WI
TH_AES_256_CBC_SHA

OpenSSL — ECDHE-RSA-AES256-SHA

ELBSecurityPolicy-TLS13-1-2-Ext2- c014
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-2-ExtO-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

IANA - TLS_ECDHE_RSA _WITH
_AES_256_CBC_SHA
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#HEER
OpenSSL - AES128-GCM-SHA256

IANA — TLS_RSA_WITH_AES_1
28_GCM_SHA256

OpenSSL — AES128-SHA256

IANA — TLS_RSA WITH_AES _1
28_CBC_SHA256

OpenSSL - AES128-SHA

IANA - TLS_RSA_WITH_AES_1
28_CBC_SHA

OpenSSL - AES256-GCM-SHA384

IANA - TLS_RSA WITH_AES_2
56_GCM_SHA384

BEHE

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext2-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-2-Ext1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04

ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04

EZHEH

9¢c

3c

2f

9d

FIPS £ B3R
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REE8 ZE2BR BRIREH
OpenSSL — AES256-SHA256 » ELBSecurityPolicy-TLS13-1-2-Ext2- 3d
FIPS-2023-04
IANA - TLS_RSA_WITH_AES_2 e T B s
56_CBC_SHA256 SR BTSSR
FIPS-2023-04
» ELBSecurityPolicy-TLS13-1-1-
FIPS-2023-04
» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04
OpenSSL — AES256-SHA » ELBSecurityPolicy-TLS13-1-2-Ext2- 35
FIPS-2023-04
IANA - TLS_RSA_WITH_AES_2 g BT B
56 CBC_SHA ecurityPolicy- -1-1-
FIPS-2023-04
» ELBSecurityPolicy-TLS13-1-0-
FIPS-2023-04
FS XENZLBXR

FS (Forward Secrecy) X BN R BEREBFAM —NWEMIT/ERER LB  BUHENANREBEER
IENFZERAFERE, EULEHERNERETRE  IERERSHREIARE &,

AHFHWBELZEFS, B "FS, BEEEZR/H, T8 , EEWIETEFS KB, EXETLS
13WBEXZEFS, XEEEHR TLS * M ECDHE_* BXZRMBM TLS 1.3 M TLS 1.2 WEBE gt
FS.

B #

- KBURKEAGE
« {KBURH Ciphers
- KEWBHESIMBUR

R IR SR A B FAL 1 12
TRRASMEFS XBENRLBELBNEANE.
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BEHE

ELBSecurityPolicy-FS-1-2-Res-2020-10

ELBSecurityPolicy-FS-1-2-Res-2019-08

ELBSecurityPolicy-FS-1-2-2019-08

ELBSecurityPolicy-FS-1-1-2019-08

ELBSecurityPolicy-FS-2018-06

KRB Ciphers

THRRAEE FS XENLZEHRZENFR,

2R

ELBSecurityPolicy-FS-1-2-Res-2020-10

ELBSecurityPolicy-FS-1-2-Res-2019-08

TLS TLS TLS TLS

1.3 1.2 1.1 1.0
a =3 a a
a =3 f\ f\
a = a a
a = = a
a = = =

R =

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384

FS XEMNREHE
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BEHE

ELBSecurityPolicy-FS-1-2-2019-08

ELBSecurityPolicy-FS-1-1-2019-08

IR

ECDHE-RSA-AES256-SHA384

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA

FS XEMNREHE
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BEHE

ELBSecurityPolicy-FS-2018-06

TSI A EUR
TRRAXESEHHEN FS XERLBEK,

#iEEH

OpenSSL - ECDHE-ECDSA-AES128-
GCM-SHA256

IANA - TLS_ECDHE_ECDSA_WI
TH_AES_128_GCM_SHA256

OpenSSL — ECDHE-RSA-AES128-G
CM-SHA256

IANA - TLS_ECDHE_RSA WITH
_AES_128_GCM_SHA256

IR

+ ECDHE-ECDSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES128-GCM-SHA256

+ ECDHE-ECDSA-AES128-SHA256

+ ECDHE-RSA-AES128-SHA256

+ ECDHE-ECDSA-AES128-SHA

+ ECDHE-RSA-AES128-SHA

+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384

+ ECDHE-ECDSA-AES256-SHA384

+ ECDHE-RSA-AES256-SHA384

+ ECDHE-RSA-AES256-SHA

+ ECDHE-ECDSA-AES256-SHA

ZE2BR BRIREMS
+ ELBSecurityPolicy-FS-1-2-Re c02b
s-2020-10
+ ELBSecurityPolicy-FS-1-2-Re
s-2019-08

+ ELBSecurityPolicy-FS-1-2-2019-08
+ ELBSecurityPolicy-FS-1-1-2019-08
» ELBSecurityPolicy-FS-2018-06

+ ELBSecurityPolicy-FS-1-2-Re c02f
s-2020-10

+ ELBSecurityPolicy-FS-1-2-Re
s-2019-08

FS XEMNREHE
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#HEER

OpenSSL - ECDHE-ECDSA-AES128-
SHA256

IANA - TLS_ECDHE_ECDSA _WI
TH_AES_128 CBC_SHA256

OpenSSL — ECDHE-RSA-AES128-S
HA256

IANA - TLS_ECDHE_RSA _WITH
_AES_128_CBC_SHA256

OpenSSL - ECDHE-ECDSA-AES128-
SHA

IANA - TLS_ECDHE_ECDSA_WI
TH_AES_128 CBC_SHA

OpenSSL — ECDHE-RSA-AES128-SHA

IANA - TLS_ECDHE_RSA WITH
_AES_128_CBC_SHA

OpenSSL — ECDHE-ECDSA-AES256-
GCM-SHA384

IANA - TLS_ECDHE_ECDSA_WI
TH_AES_256_GCM_SHA384

BEHE

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-Re
s-2019-08

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-Re
s-2019-08
ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-Re
s-2020-10

ELBSecurityPolicy-FS-1-2-Re
s-2019-08

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

EZHEH

c023

c027

c009

c013

c02c

FS XEMNREHE
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#HEER

OpenSSL - ECDHE-RSA-AES256-G
CM-SHA384

IANA — TLS_ECDHE_RSA_WITH
_AES_256_GCM_SHA384

OpenSSL — ECDHE-ECDSA-AES256-
SHA384

IANA - TLS_ECDHE_ECDSA _WI
TH_AES_256_CBC_SHA384

OpenSSL — ECDHE-RSA-AES256-S
HA384

IANA - TLS_ECDHE_RSA _WITH
_AES_256_CBC_SHA384

OpenSSL — ECDHE-ECDSA-AES256-
SHA

IANA - TLS_ECDHE_ECDSA_WI
TH_AES_256_CBC_SHA

OpenSSL — ECDHE-RSA-AES256-SHA

IANA - TLS_ECDHE_RSA WITH
_AES_256_CBC_SHA

BEHE

ELBSecurityPolicy-FS-1-2-Re
s-2020-10

ELBSecurityPolicy-FS-1-2-Re
s-2019-08

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-Re
s-2019-08

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-Re
s-2019-08
ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

ELBSecurityPolicy-FS-1-2-2019-08
ELBSecurityPolicy-FS-1-1-2019-08
ELBSecurityPolicy-FS-2018-06

EZHEH

c030

c024

c028

c00a

c014

FS XEMNREHE
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¥ 31 Network Load Balancer RYIZEERE =

"“IE%&EH&RQELEJVEM;E’JE%&TE%T&E EREA SRRy A REE. HRBE (BBA
TR A SEIAFREZNN B REA,

WMRBAMENR TCP 5 UDP B#EAR TLS , BAABEREHENMMAMRIBE. MRBABER TLS
2F 5 TCP 5 UDP , T2 BUERMAR[BEMEBER,

EEHMEERXERBENEER AR  MERSRAENRENEERE. Am , EREHEE
HEMHNEMERATER , EFSERFE. UREEESE , EEERAPERSEFRR B EHHEN
BERFEEBRZ —/NE ; IBREERE , AIRSEHBZEFERFRBLEB , LAREERE, EEM
ZEERABTEER Connection termination on deregistration 2% , RESEEUEE&
BEBHEHR,

EREE A EHMEMNZEBREN

1. BI4E https://console.aws.amazon.com/ec2/ BIRL Amazon EC2 £ &,
2. HEEEHIKD B Load Balancers (B HF¥#23),

3. EFEHTHBINEBREMHEFHEAER.
4

AEREARSIERL , BNEAHE | EREERMPHXTF  DARBEREANFHAEAR
[T

BIERE,

(ER) REEEE Protocol (BFAE) B2 Port (E#EE) WIEEE.
(BA) ARRBEBFREZEFEBREHE,

(BA) REEHE. EFNABRER.

BERTEE,

© ® N o o

5 EFENEERRN AWS CLI

{# /A modify-listener a5

¥ 31 Network Load Balancer #ZEERH TCP BERE

¥ 7AEIR Network Load Balancer £ B &E1E TCP 5Bk , S EMZEENMRE, EELHERRER
HEBRREHAFRDS B EEREFEEANER | EHGEEH,

EREEES 57


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-listener.html
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ZEBER

- TCP REMNERAERKES 350 ¥
« TLS HREEXANERRERES 350 % , EEBR.

Console
EH TCP BERE

1. BIfE https://console.aws.amazon.com/ec2/ BIRX Amazon EC2 £# 4,

2. HEEEBEHHKM Load Balancing (B8 F %) T 5 , ## Load Balancers (B # ¥ #23).
3. iZHY Network Load Balancer BY&ZER 5 82,
4

HEREARSIFERL , BN TCP #EEANKMANR , ARBEFHE, RREEEAFM
&

5, EEREAFHENEENBUERSIERSD , BERE, MREREXEM TCP LUARERA
BE , AkERTEE.

6. A TCP HE®ME 60-6000 ®HIE,
7. BEREFEE,

AWS CLI
EH TCP RERM

£ F modify-listener-attributes fn B tcp.idle_timeout.seconds Bk,

aws elbv2 modify-listener-attributes \

--listener-arn arn:aws:elasticloadbalancing:us-east-2:123456789012:1istenexr/
net/my-load-balancer/1234567890123456/1234567890123456 \

--attributes Key=tcp.idle_timeout.seconds,Value=500

THRE @
{
"Attributes": [
{
"Key": "tcp.idle_timeout.seconds",
"Value": "500"

R E R 98


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-listener-attributes.html
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}

¥ 31 Network Load Balancer B9 TLS ZERER

BY TS #EEAc® , BULRAERER. KBREENEIABKREE. ENREMBER &
¥ ALPN BUR.

%

- EMERBE

- BBENEERIEE
- RBBEEPBRERE
- ENREER

- B ALPN BUE

BB E

ERBMERNTRER , B TLS E#REANERERE. NFFEESA ,

3
W
=
s
CHi
E U

EA E 2B HCTER

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 # 5,

2. HEBEBEIKLEE Load Balancers (B H F#2%),

3. ENMAEHFHERR.

4. EEEEXNRUZRSIEEL  EEBAHE EEREERRTNXT  UFEBEERXNFHE
AEMH,

EREBRSIEH L  BESEER

6. 7 ACM H IAM BEER RS , BEFITEREBE.

7. (ER) REBRR  RASZIEANERBREFTEEEREABREEE. RMARBERGER
HUMERTE | BRIFE B AR A SNI YRR RE | WMRHE TLS TIEERIRE.

o

5/ R FEER B ®E AWS CLI

B TLS R 99


https://console.aws.amazon.com/ec2/

Elastic Load Balancing Network Load Balancer

£ A modify-listener tn H#EL --certificates EIH,

HBEMEERRFE

BAILERUTER , $SERFEERREEANERFE, ELRYEL TLS #REXRK , BEFE
RZEN, BULSERBRFEEREFE  URARLEBEEHE SN BAIBEREEAR , BIETHRE
RAERBR. NWEFAET  F2EBREE,

ERERAKBRENEERERE

1. BI{E https://console.aws.amazon.com/ec?/ FARX Amazon EC2 £# A,
2. TEEBEBEIKD , 1842 Load Balancers (B & F#23),

3. EEAHTHBENEBRBEMEFAEAER.
4

EEREARSIERL , ENEAHE | EREERMIHXT , DARBEREXNFAEAR
o

212 Certificates (B ) &5 1ER.
6. FERERRBINEREE 6 FRENEERBRERE
7. BERBFEREBBHEEEE , FHITTHEE

o

a. EBEENEEE.

b. ZEFHWEH ACM I IAM EEBEWEE , BBEUEENZES R , A%RIEE Include as
pending below (# LA T 5l AfFHEIE),

c. BEMEBTIRMAACMH IAM EEREBRE , FEEEARE. THRE , RRBEEA,
d. BEENEFSERE.
5 B EREEE AWS CLI
£/ add-listener-certificates
RBEBFEPBREE
FBEAUERANUTRER , & TLS ZREANBRBEETBRER. BRERE2R  EREAREELARE

RAZRBREMNER, RTRAAFRAZZE  FHEBFEDHHEERE  UWERNERETERT , BRE
ERBRERE.

BEBERRTLS ZREANERERE  F2HEELEREE.

KBERMEERREE 00


https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-listener.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/add-listener-certificates.html

Elastic Load Balancing Network Load Balancer

ERAFZEEREBEFEDBRERE

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 #5&,
2. HEEEBEIKD , B2 Load Balancers (B HF#33).

3. EESHTHIENZBREAMEFNEARR.
4

AEREARSIERL , BNERABE  EREERRPNXT  BARBEEEXNFAEAR
[T

5. EBEUZEREANNZENSR , RRFEIEZE Actions (E11E). Add SSL certificates for SNI (#7318 SNI #9
SSL EH).

6. EEUBRMNKEUGHR , AEREE Remove (BER).
7. HBRWFRRETE , BB A confirm , ARBEBE,

£/ {EBRBFEHBERBE AWS CLI

£ A remove-listener-certificates a8 o

EHREBUR

B TLS #EEXE , fuLUZNMASENERNZLEBER, 8T BERE , B LLEH TLS #
ERER , LEAFNLLBER, Network Load Balancer "X EBRITZ2HEK., NEHMEEN , B2
BINetwork Load Balancer f &2 £ B,

MREHFHREEREAERE  NEHRZLBET E%%”&'ZPI%TO EEREEHTFEHBEEAER
BRHPETATEREYE  FRIENANERFERUBMEEREBHFER LCU RE,

ERERAEMNLLHR

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 # 5,
2. MEEEBEIKD , B Load Balancers (B & F#33).

3. EESHTHIENZBREMEFNEARR.
4

AEREARSIERL  BNEAHE | EREERMPHXT  DARBEREANFHAERAR
[T

BIERE,
6. &H¥f Security policy (£ BUR) , BERZLBUE,

o

FEHRZEBUER 101


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/remove-listener-certificates.html
https://console.aws.amazon.com/ec2/
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£ ERMEZ LR AWS CLI

£ modify-listener an S EL --ssl-policy #IE,

B ALPN Bk

B LMEATHREFELS TLS EZERERXM ALPN BiE, WMEFHMAEF |, F2BALPN BE,

EREREEH ALPN BR

1. BIfE https://console.aws.amazon.com/ec2/ BIRX Amazon EC2 F# 5,
2. TEEBEBEED , iB1E Load Balancers (B H T #88),

3. EEAHTHIENEBREMEFNEARR.
4

EEREARSIERL , BENEARE | EREERMIHXT , DARBEREXNFAEAR
T o

BERE.
6. %74 ALPN policy (ALPN B3R) , BRI ERA ALPN FYBUGR |, & None () £ ALPN,
7. BEREBEEE,

o

£/ E# ALPN B3R AWS CLI

£ F modify-listener a5 S EL --alpn-policy E1E,

i B& Network Load Balancer ZERER,

18] B B B4z BR A =Ko
£ E12 & MFRiEEER

BI1¥ https://console.aws.amazon.com/ec?/ BIEX Amazon EC2 £ A,
EEBEHEKF |, B2 Load Balancers (B H F#89).

B S & TR RES 5.

FEEEAZRSIERL  EREREANKIAR , RE2Z2EHE, RREEER,
HIRFERERE , 8 A confirm , AEBBEZEMER.

o &> 0N -

R MRR#EERE AWS CLI

FH ALPN BUR 102


https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-listener.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-listener.html
https://console.aws.amazon.com/ec2/
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£/ delete-listener a8 %5 o

MiprizEER 103


https://docs.aws.amazon.com/cli/latest/reference/elbv2/delete-listener.html
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Network Load Balancer # B {Z&#H

BEEEFESARKFERELE —ERZEAGFMNEE, EEBVEERNXE , TUAHEREEE
E—EEEHE. TESEEEERERXRAPEEN B EFHE, EUNEHHTEEENGER , BIFT
BB EFE, flo, S —RBERBEL—BAEEHE  A2BEHEEARHMERENGER , By H
B EEH, WEFMEEN , 52 BNetwork Load Balancer Jtff.

B EEEEERE  BEEERTEHSINEERERERE, RILCEEVEEFHERBEEELR
E, IREZRBURE , SRSAEERENSFARRNEFERERERE. EATEERSNA
AliEE B EFER K ERTHHRSHEECCHATHESRW B EHE , $EEREBXE E#H
AEMNAFTEEE , L THREENEERE, ESTHFRSSFREAZEEREBRIFNETMEE,
MT/HMMELR , 52 BINetwork Load Balancer B {Z&8 A1 E/EAREERZ,

B &%

- BXFRAERE

+ Target type (B2 H)

« IP bt FEE

- EXREWNEE

- BEEEBEM

- BEBEEFERE

« BIZHK Network Load Balancer 231 BZE 48

+ FEFT Network Load Balancer §) B EZ B i E/ERBERRE
« Network Load Balancer B ZE A E/ERERE

« #®%8 Network Load Balancer ¥ B Z & #H B %

+ §Ef Network Load Balancer K B {2

 {# Application Load Balancer % Network Load Balancer #J B &
« BI&H Network Load Balancer 52 B #2848

+ fBX Network Load Balancer §) B #Z2& 48

B FH AH 78

RIFFE AR TVTEHRSERACERYERHENAEENBABENER  KiEFREHEEBR.
RE , BUNEEABRHEREEEER , BEARGREEEE B ENERE,

& AR A 104
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Network Load Balancer B2 & & T 5IH @A EEEE#EIE -

« Protocols (@fAt#E) : TCP., TLS. UDP, TCP_UDP
* Ports (E#8) : 1-65535

MRER TLS BABMEREBREHE  MEHTEREEALEERELZRNER  HEFERL TLS

iR, BERFEHIRTERIJELEE. At , EUUFEABRREBNEINC BN EE. HREHF
RV NERLBER (VPC) , RREEH BN AR VTHREEREBANREETRE  HILE6E
BERELHNBREN TS EZPEHAREBYHFRN AR

TREFZBEEABABEN B EREARENZEERS,

EEREBEA B R HBA W E BEsHER EEREREBAW
W E E

TCP TCP | TCP_UDP #$1TEE | ip HTTP | HTTPS | TCP
TCP TCP alb HTTP | HTTPS

TLS TCP | TLS 1T | ip HTTP | HTTPS | TCP
UDP UDP | TCP_UDP 1T | ip HTTP | HTTPS | TCP
TCP_UDP TCP_UDP 1T | ip HTTP | HTTPS | TCP

Target type (B {25 H)

EEVBERAN A LfE2EcHBERE SgACFEEHEEN AR, FEVHERECR ,
B FHEERA,

THIRATRER B ERA .

instance

LLB{TE B 1D RisE B E,
ip

BUIP b3k 2R 5 E B 1R

Target type (B {258 H) 105
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alb

B4’ Application Load Balancer,

MREBEEER ip , BUNRKR TS EH—{E CIDR EBHRIEE IP it :

- B1ZEE#E VPC B TR
10.0.0.0/8 (RFC 1918)
100.64.0.0/10 (RFC 6598)

172.16.0.0/12 (RFC 1918)
192.168.0.0/16 (RFC 1918)

/A Important
IREEIEE WA R B EIER IP ik,

FrEXX &R CIDR ERER AT ZHEH T3 B 2= B EEA -

« AWS T8 IP it FiEREER (FINERE ) EUuER,
« %EIB AWS AWS Direct Connect 5 Site-to-Site VPN EiREEE NS EEIR,

ELNEEREFERAAF R IPREN , EHTHBISHETXE 55,000 HFRELR , B8 Network Load
Balancer IP thitB2rtE— B 4Z (IP thut ELiE#EIR) S, FHRIB LREREE , BIESEEELR BHFAM
R, EREBZRERNEHEE  FHESHENEEEE8#E.

£ F Amazon VPC EXE Network Load Balancer Bf(LAZE & 55 , BRecECEE L AN FEK
BB E,

s
¢

EBEERE alblF |, BT LS E — Application Load Balancer & & HE, MEFMENR |
Bif# A Application Load Balancer % Network Load Balancer Y B &,

Network Load Balancer % # lambda HZE#&, Application Load Balancer 2 —%# lambda B
ERANEHTEE, MEFMENR , 5528 Application Load Balancer £ &5/ Lambda EIE
A&,

Target type (B {258 H) 106


https://tools.ietf.org/html/rfc1918
https://tools.ietf.org/html/rfc6598
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/lambda-functions.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/lambda-functions.html
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MR IBIEEA Network Load Balancer Z8&ME11TERE E B A ARTE |, BRIFE FH T 85 2 E R B
B ETEERK P B  SREELIFHAEHTEHR[RKEERE CHERHEN. MEHASE
A, FREERNHEHFEHIZHNBERERRE,

ARoKEFEEE P bt

MRERFITER ID REEER , ENAEHNTEREIEZERAEFEENEENLS P ik , 3R
BEXIHTER. ERTVTERSEFRSAENHIWENKE IP it , BEXEBRHTERE,

MRER IP U RIEEEFR , LR SURARE — @RS ERERENVEMLSE IP ik, SREEXE
BITER, EMRIATERLNZERAES  EFAMEENERE. Fi5 K SERRAEHTURE
CHZ2#HE. BERTEHERSLENSABNG IP it , BEEXERK,

AMARAREAHTERNESET  H2H BERL R,
EREHEERERER

EHREHA S B | FEIB AWS Direct Connect 5 Site-to-Site VPN EiZE N A ZPIPBE R A LA AR
Bip,

{8y ; . On-premises

' AWS Direct
a0 i
03o Connect I‘_Fi\:l
Metwork Load @ Servers
Balancer :

: . AWS
e e e e ! Site-to-Site
WEN

EFERAANPPEBERE  EEREN IP it MU ERE T EH—1E CIDR EH :

- 10.0.0.0/8 (RFC 1918)
- 100.64.0.0/10 (RFC 6598)
- 172.16.0.0/12 (RFC 1918)
- 192.168.0.0/16 (RFC 1918)

WFEFF MM EF AWS Direct Connect , 752 B3 EE2E AWS Direct Connect ?

SRR IP bt 107


https://tools.ietf.org/html/rfc1918
https://tools.ietf.org/html/rfc6598
https://docs.aws.amazon.com/directconnect/latest/UserGuide/
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MNEFEME A AWS Site-to-Site VPN |, 552 B (TR AWS Site-to-Site VPN ?

P ith 3 25 HY

BUFBERER S LUENRBSEEEN IP u R, SERFHARKERFEEALRE R FEER
RERY IP RS,

Network Load Balancer { B 28X E T 5 IP bt A -
ipvé

BHTHRSMER IPv4 EHEEEBEA,
ipv6

SEFHRSMER IPve BB FEHF.

ZEBEIN

- BEVEHESRIFEEHEAN P it BRERZEETERA. IPv4 BEEFHENEEXNEEZIREEH
SEEERHY IPv4 SRE , T IPve BEEREMNBEX ARSI REEHFEHREN IPv6 RE,

- BEEEERipv4BHTEEEEMA IPve BHERE.
. BN \Pv4 BEEESEJualstack B R PEEEH UDP BEENEERER.
- f&#Em IPve BAZRHEFEM Application Load Balancer,

EERNER

LNARTERTHASAFPENE -—BEER  IREANRES KIS EEFERERFNEREE
B, EESTVTHREACRANBETHESS  SEEEREBLEHEEL —EERENER, &7
AR A — B 2 EEE R B & = E B R

MRHEAREXNFEREM , EUTUNA—EHZEE EHARTHBEANER , REMSER, EWR
ENRERM , AEZMEFTKA B REBRE —EHEFRERE , ERTEHRSERAEKRE
B EIFTEEME B R

MRHEERARANTERBL , RELFEABRRMERE , TURE RHFHAREBENE#&K, BUEE
ENE& oA ERRESERATRBR , ETEXEIER. BUEERNRE R L BHTESREHRS
VAMELEREEESEE, BEEEA draining R , EFREEHRHNFERETR. ELERZER
FEEGRVCRER , U8 ERE KT B HREFE,

IP it HY 108


https://docs.aws.amazon.com/vpn/latest/s2svpn/
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MR RARBEHTEER D REIMER , BAIUEAE B FE[EL Auto Scaling B8, E/5 B EEE
E#E T Auto Scaling BHlz % , BB ERSEXFEMBELEEN , KEEZTME B EHE. 0F
& , 5528 (Amazon EC2 Auto Scaling A& ER) FHEZEEH FEEFE Auto Scaling #
#Ho

ERNMEEBSEH

. MEHTHEEMTEREZ— : C1, CC1, CC2, CG1, CG2, CR1, G1, G2, HI1, HS1, M1, M2, M3, &
T1, EEFEBHITEE 1D REZHITHEE,

- %R IPv6 BEBEEMNHTERE DEMEER  BEEXEEERRNEE IPv6 hit, EE#—F 7T
iR  F2E (Amazon EC2 &) HH IPv6 it

o {KENITEEE ID 255 B ER | #1T{EE XA Network Load Balancer {2 A% E# Amazon VPC ,
MBEHTEBMAEEHFESE VPC HEMN VPC 1 HREEESH AR ES) , BIEE X KAITEE
ID SEMEITIE RS, BATLUKER IP #hat RET S L 1T B RE,

o MREMR IPtutFEMEE B IP i REFHFEHI[VRMEREN VPC A | HIBHTH[ERET
RERETE N FHEEK,

- EFFEHEASERERAICHRATAESNER, RMEAKRBAEZWEZE,

- ¥/ UDP B TCP_UDP BZ&##H , MRHTEBMNNREH FEEF VPC AERER TS TEE
TR —  BIFER IP b 2§ H/TEE : C1. CC1, CC2, CG1., CG2, CR1, G1, G2,
HI1, HS1 ., M1, M2, M3 = T1, UREHFEF VPC ARRERAFZENSTEEERNE
B, TREREARE S FHRBZWHRE  BEREERELLDE,

B REHER %

BT LR B R EN BRI EBREHE. WEFMET K F2REEEEFHEBML,

XETIHESEREBM. AEEEEHEERA instance N iphk , BIEBELEM, WRBE
BHEBEAS alb , Al SEEE—R2EAEERE.

deregistration_delay.timeout_seconds

HEBUH EE B 2 A ARRESE draining ¥ A unused Z 81 , Elastic Load Balancing E& /Y i
2. SENMN 0 3 3600 WM. FARES 300 ¥,

deregistration_delay.connection_termination.enabled

EREHTFEHBIREEIHESERGE RIFRIEER, IWEA true 5 false, ¥AHHK UDP/
TCP_UDP B#ZE##H , TSR{EA true, R RIFEEREA false,

BRFHAEM 109


https://docs.aws.amazon.com/autoscaling/ec2/userguide/attach-load-balancer-asg.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/attach-load-balancer-asg.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-instance-addressing.html#ipv6-addressing
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load_balancing.cross_zone.enabled

RARAECRABEEHERYEH, ILEA true, false

use_load_balancer_configuration. FEEX{E4A use_load_balancer_configuration,

preserve_client_ip.enabled

EBRETRARAFER IPRE, WES true = false, MEBEFBEERE IP thit , HBERA
BAAWHES TCP = TLS , AIFERREEH. RAIFERE/A. UDP & TCP_UDP BEHHAELEH
BB IP1R8,

proxy_protocol_v2.enabled

BT REBERHA Proxy Protocol 5 2 i, & A Proxy Protocol,

stickiness.enabled

BHREERAMMY TR, IWEA true 5 false, TERKEA false,

stickiness.type

HMNER, TJREMNES source_ip.

target_group_health.dns_failover.minimum_healthy_targets.count

BERELARFHNEERERE, MREFERERFHERHEMRRNILE , 757 DNS hiESE
BREREFERETE , MERARREXRHEEFRERFNES. AIENER off , IR 1 I&S
BEEBENEY, E Koff , DNS #HEFA , EXREMEREERHETHNAME B REFRETE  ©
T 2% DNS #BBRZESE. FERA 1.

target_group_health.dns_failover.minimum_healthy_targets.percentage

EEREXERFNEEREE L. NREEREBRIFNEZERT D LR LE , 557 DNS H1%
EEELAEERETR , MERSRERDZEFERERFNED, AEENES off , MR
1 %100 2N EH, & Koff , DNS MfEER , ERFEMEEEFHERNATE B EEEMRET
£, B T2 DNS HRBRZESE ., FERES off,

target_group_health.unhealthy_state_routing.minimum_healthy_targets.count
EREREXARFNEEREHE, WREFRERFNEERERNILE  FEREEELEMSE
B SREFERETENER. TENENTR 1 JEERSHE. FERA 1.
target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage
BEREXEARFHNERRET L. IREERERFNEREILLERILE  FERESEE

FMEEE , iHEERETENEE, FIsEMNES off , K 1 2 100 2 ENEE, FEREA
offo
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target_health_state.unhealthy.connection_termination.enabled

EHERVEREEREEREFEFRRENEBENER. EA true 3 false, ARER

true,

target_health_state.unhealthy.draining_interval_seconds

Elastic Load Balancing ZE#$:EEARRERER B EARER BF A unhealthy.draining 2 BIE&F
BB Eunhealthy., #EA 0-360000 ®, FRERES 0¥,

AR WBHREE
target_health_state.unhealthy.connection_termination.enabled® BF&%
Efalse,

B EEHEFEIRRE

kAR, AERERESOA—EEERERTNEE  REREBEMRERT. NREHEERAN
MR ANA—EEERERINEERERBETAN. MR  ETUSESEREERERITH
BESMHBRES L, URSEMRERT B EENSERAES  ARTESSRNPLEfE, 5
o AR R T A

B4

. EBAEBERETE

- BRAZEEE

. §5p)

- HHEHNR B FEHIRMEA Route 53 DNS f#E

EFEERETE
ST AT T B B R B AR B R AT Y B SR

- DNS FiEBE - EESPEFRRERIFN B REREER , RFIESE DNS PR ESNEHF &
EREIE IP RS REERENE, Rit , ERFiR@ET 88T %35 DNS 28k , RERSIKH
EEFRERFHESR,

- BHRERE - ERGTEFRERFNERERRER , ARETEHRSRREEEEZERTES
H¥THNMEER  SREFRETENER, EEEMAFRERKINHEE  LERERRYE
FEZBEREFRERER , YHEREFRERTFBERESHNER,
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- MREADEEEMEEENERE GTBVNE L) , IEERE-—RAER , AR TEHRSKRNB
.

- MRGIEEEMEEFRERSFE , DNS RENBAELAARVNEFRNKARTEBRENRRE , JUME
DNS iR EREERAREBER 2.

- MREKEBAEREESBDIL , RASRED B RFAZMN B RRBRBETEE,

- BEEAYERARERERHREESEHTYE., NREABEESEHETY 6 ASEHFHEISERE
BEIEBSEHFTHEE , ERRGERESIIEAZSECKRAREFHNWEZHE . NRAKE
EiGEHTE  ASEAHEEKREELAIMECRARETNMEER  ERREENBERESE
BAEMECRARSTHNEREY, MEFHMEN  F2REERESEHTHE,

- REDNS AEERER , SYEHEHTHSMEEHMNFTE B ERE. FRARESHFERHANETE
REBELHEINRE  LERCEESEHTEHBAMANERLT.

- (£ DNS REEREE RSB EERETEEEN IP it REFHFEZH DNS TEEZBFHE
BRo FiB , A# A Fix DNS IRERATaE 22 S8 L IP it , ER| DNS R8P a2 EH (TTL) B/HA
(60 ) Bk,

- £/ DNS REBER , MEEZ{E B Z8H1E 2T Network Load Balancer , B—{E B ZE&#HEERE
HHEERERE  BEIFES —EEEFHEEXESPEERERY , %L DNS REERE,

- 5 DNS {HER , MRBFEESTERESRAEERETRE  ERTEHISBREEXIME
Ei , BIEEERETENEE,

- RTRBERHEFERERIFNBETEER DNS BRI/, EEEMERE , flEDRAEEMN
Mo

Network Load Balancer

L]

T &6 REBMMER B SRR AEFRERE.
ESY]

« X AW B WIERARENSHF R

- SETAESEZE 10 @EEEREER

- BEEHAES T BEEHEEFRERE

- DNS f@#& - 50%
- BREAREBE -50%
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- AREH B AEAEERELRK

| AvailabiltyZone A | | Availability Zone B |

NN
ﬁﬁﬁﬁ

iﬁfﬁﬁ

HRO®0
Boebe | |

NMREFREEREHFE

- SETHESFTHEHFEHRHHAESREEZIETHESHH 10 BEEZ,

- ARAERBAFE 10 BEERERFNER , FeEEREEENLXETS L. AHTHFRSERET
10 BEFRERFHNEREIERE

- TRAEE B FRE 4 EEFRERFNER , ERTAES B FAHTERBIHEEN 40% , AR
PREFERERIFEENZET S, PRASHFERSRIM T HIEE !

+ DNS f#1% - TRt [EH B # DNS P ERAEFERET R, HRAFIRELESEH T ERBEHE
wRARAES B FPHEMFERERN  BTRES A BFERERYT , HItAFRSRHHNERE
EETRAES A

- RERERYE - EfMERPREEETARE B B, AHTEHFRSKREIBETAKER B
HAEER , SREFERETENBR, ERATUMIEREREFRRERFN B EDE.

MRAEESEHFE

- BEEHTEHRERHBUUEREBEEIMETABENAE 20 BEEME £

- TRAEEAFE 10 BEFRERFNER , MUAEE B PF 4 BEFRERFHNER , BHF
14 EEFERERFER, ERMETHERSTFAHFERDBHEERN 70% , FEEFRERFERE
M HEE D,
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- BEVEHRSEMETAERES 14 EEERAREFNBEEZEIERE.

SrE BB S &85 A Route 53 DNS &\

MREEA Route 53 #% DNS ERRABEAFEHFEES , BH A LUEA Route 53 FREE BT EHHEMN
DNS &, EREBEHARED , Route 53 EREEH FHIMNEZHAEZENEMERE , LHERS
A, MREZEEBTEF[IMAOMREBRETEE , IEEHBTHBI AT EMEMRETE , Route 53 &%
RERBEZS—THER , fINEERERIFNE R FESRH Amazon S3 RV EREEHE L,

Bl , BREREE — {8 www.example.com Web BARER , MASFEER A HTMELS R FEHRHE
HITER , ARTRANES. KFERET —EESFERHIEHTEHS K MALAEREHMGEESME
REeHTEE , UEXHEESG. WRERTE DNS FERE , ZAUEELANTIENRE (EH) 8
F#25. Route 53 5| EREFNTHNEEEHFER , AIRAXEKHTEHHR.

aHh B REERERNEFLT K

« N8R Network Load Balancer By Bl B icékYes LBV FE(L B 2 E/EARREER A |, Route 53 Ei¥ftalias
targetEFTIEEERIEEAMEE, Route 53 F/ B ZHEEEMRERE,

- WREHEZE Network Load Balancer WFTE B E&# M EE1E/E , Route 53 BBl B FLRLE
FEE, MRELLKEEFERERE , BEZRE , IgEREERERE, 8, IREBEFES
EEL—BEEREEFNER , AIgBEBREERERE, MREFERERERB , Route 53 1R
BEANBBABERERLH,. NMREASEBEEHBER , Route 53 BRI EERL &,

- WREEZE Network Load Balancer WFTHE B BB HEEMETRE |, Bl HCHEF KK Route 53 :EE
MRERE (WERR) . NREA FTEHEEEERE  ECEENAEBERABESREEHNED
EREER,

- #0R Network Load Balancer FHIFTHE B EZFEH =N (EEBE ) , Route 53 SR AEE
MERE (HEFRR) . MREA FEEEEERE  CEENAEBERARESREEHED
EREER,

WFEFMEF , F2B (Amazon Route 53 B AEHER) PHEMAEEH FEE B REEEFERER
ERWELEE TR AT AMMERE DNS FHEBE, AWS

A 1RE) Network Load Balancer 23 B #Z8#48

O] LR B 2840 A Network Load Balancer ¥t B &, RIFTERR , B H TS ERH B EHBEEH
HEFTEEENERNBANE , REBREXINEHKVEE, £ B EEEFHEARIMEMEEZEE , £l
EEIIEE,
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HEVEREREZR B UHERR,

EERREEEIEERETNEE  BEURERES  YHERERNERESEF , BEXBEH
B, MEFHMEN , FSEZEESNAA, fUNEZEAZEEXFEEHRN B ERHE  BELEE
EXHEBRHERBINetwork Load Balancer, B EA§ B EFHENEAH T EHSREFER , BXEERE
AEMERTFERNEERENRER B ERE,

B LABERS It B EF AN BREE, NEFMER , B2 EM Network Load Balancer B E 12,
BT LS E EFENEERERERTE. MEFMENR , FFSBEEH Network Load Balancer B 12
BENBEEAREREIRE,

- BEHETHAAERALAERHERMN IP it A : IPv4 5 IPv6,
- B AREEHEBR T TERMER IPve B REE,
-« BEEAR \Pv4 BERHASEJualstack B H P HERM UDP HERXEEEA,

ERERAREM B EHE

1. BIfE https://console.aws.amazon.com/ec2/ FARX Amazon EC2 £# 5.,
2. TEEBBE®ED , iBIE Target Groups (B 1Z2& ),

3. iZIZ Create target group (B3 B 1ZE#H).

4. 7 Basic configuration(EZA4H5E) & , 1T T HIENE -

a. SHEREFERER | EINHTEBMABMTEE IDEMBZR, FEH P bt BIEEM P it |, =
IZHY Application Load Balancer SAZEft Application Load Balancer £ B &,

b. & ¥ Target group name (B Z&HEER) , MABEFHENEHR. LEBESERFHNEEE
WHHSXERKE—N , ERELRA 2 EFT , YEXFETERHFARNETSH , AR
REETAIURETHR.

c. ¥ Protocol (BEAWE) , FW TAINERBEAGE :

- MREERXBAIHESR TCP, HRIE TCP (TCP) 5 TCP_UDP (TCP_UDP),
- MEBREERXBEAMER TLS , 551218 TCP (TCP) = TLS (TLS),
- MREEEXBAIHER UDP , 522 UDP (UDP) = TCP_UDP (TCP_UDP),
. MBEEEREAMER TCP_UDP , 5582 TCP_UDP (TCP_UDP),

d. (ZEA) &% Port (B#EE) , REEERERE.
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e. ¥1 IP address type (IP thut3H) |, F5:&EZF IPv4 = IPv6, REEEHEER AHTER IP
Hhht B, S REE A MR IE,
LRATEVEGEBECRETEH P i A,
f. BARVPC, BENSEEHEENERLEEIR (VPC).
5. HREEREBREER A REEZBRERRE. HREREEREBRERTE  FEEEERERE
EER, FTE. RE, Bk, YEEKIRE. NREFEREREEEEBEEREFERERNX
Y, ERTHBSEAXER. BEFREREEEEREFRETEREREN , R FHES
EFBAZBEE, MEFHMEN , F2 B Network Load Balancer B ZEHANE/EMERE,
6. (ER) BEEMEER A6 FEH EREE MEER  ARBAEBREERE,
7. BET-F,
8. WTFR, ZXMEZEEEY , HE—LZEEE :
MREBBEERAHTER  FEMHTER  GAEEZE  AREETESAUTEHSENEE,

AR MTERLAERERNEE IPv6 it , F8Em IPve B RAHEEEM.

MEBEEHE P bk |, HEOEK , WA IP it F@EFIE K REBECSAUTSEENE
B,

9. #{Z Create target group (3 BZ&4H),

£/ 23 B1E&4E AWS CLI

£ create-target-group IS REIL BEFE. £/ add-tags IETRZFEL B FEFH. £ register-
targets 38 R B &

B #T Network Load Balancer 89 B B {HiE/EARRESR E
SANEY B EREN B ERBEARERTE | WTFHR.

£ E12 6 E#H B R EEFEMRER

BI1¥ https://console.aws.amazon.com/ec?/ BIEX Amazon EC2 £ A,
FEEERNAERFESD , BERFEEE

BEEEHEANER  URAMHEFHEAEE.

EBMRIERY , BERE.

BRERECHMIBHABEESEHTY. AEEEMURE , MEREEEHANBTENERHBEEN
(s H‘J‘inigﬁﬂﬁﬁumio

o K~ w0 bd =

EAEMEMRA

rm&
i
i
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6. RHBEEREEFERRER.

7. SHEERER  BEROESER-AE EMEDESNSREMRNERE.

8. HMREBRFHMEER , FHATTIHIHHP IR :
BER/MEFERTBEETR , ARBAR 1 JEEEHEBREHE LRNEF.
BER N MMERFEERDL , AREWA 13 100 2ENEF.

9. EBRRFEE,

£/ 12K B EEEEFRERE AWS CLI

£ A modify-target-group-attributes #§%. THIEHIEKMEZEERETENBENEEREBRIFRE
BREA 50%.

aws elbv2 modify-target-group-attributes \

--target-group-arn arn:aws:elasticloadbalancing:region:123456789012:targetgroup/my-
targets/73e2d6bc24d8a067 \

--attributes
Key=target_group_health.dns_failover.minimum_healthy_targets.percentage,Value=50 \

Key=target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage,Value=50

Network Load Balancer B Z& B E/EARERE

BRUANA— AR S EREREHR B R, —BEEMEFZXABEBBYNKERRERE K A TEHSR
RERAEFEREBIHNEMVER. EMEFTRFELDENRFBTRTR , LRBEFRER
&,

Network Load Balancer #f A £ B EFENEEMRERERHEEERSTAREER R, EFRERT ,
BEEHTYEHRGTRRSEKFEREBEZEATARBRNEERERFNEE., EEABAEREEE L EI
fe, BREETHREHASEFERERBEMEERANTHAEHRNEFERERFNEE, MEFHAE
7, FREEREH T,

BEUDNEFRERE , ERTVERSERSERLRERNER. #DNEFREREESHFE
REUEETBNEFRREREDHRE B REFRRETEEMERN L EEFERETE, BEEEFER. &
EHERRBREFRERE, UDP RENRBIE N B EHETXEHBEFRERE, MEFH
&, F2RMME TR,

MREBREBBEMRETE , AH T EHRSHBED B ENAFRERATERHNHEIE TCP RST,
BRIFEFRET TN E EBERERFEHIREARERL

BREEERERE 117


https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-target-group-attributes.html

Elastic Load Balancing Network Load Balancer

MEEZ#HAECHRANTAESSEERERTFWEZE , RS DNS BEREE FHEEKE IP thit
DEBERELIEBAEZXTARENEE, NRMEEEEMBEERAN T A RS+ REREBEFEMRE
BE  IEHTHISHERR. EENWEERFEAZTR , Network Load Balancer i & AR #§
EHMNEFER , AT REERIFMEERATABREYNMERE , EREEERERM,

MR EREHERTESR HTTPS EffiRERE , RIHZMN BREEXE TLS 1.3 B EFREREX
M. BEHBRLAXERIMRAN TLS , fl@ TLS 1.2,

A HTTP 2 HTTPS EEREERERE KR , THREESTSEH T HESEHHMN IP ut FZEEEE
B (MAREEN IP it FB/EiREREERIR),

WMIEFTIE TLS #ZHERE X E Network Load Balancer , ZfiE#TEZERENERIF, TLS Kbt
B TCPE# , R ENARTHRNEEHMEEILHI TCP ERF. it , Brusc2F T RIFEHN
TCP ERREHTHR[EEER TLS FEEXFTMHWEEZE., EUUBAEL TCP B, RAEMHE
A Network Load Balancer B3R IP it , B EEABEERHE,

¥4 UDP BR¥ , AT A BAZRHEMIE UDP EERERERAFKBEETAM, BURATMAMTHNE
EARRERRE (TCP, HTTP = HTTPS) , AKX B EEEZEERERFE UDP RN AN, MBEYGE
ERERENRE AN , ZHEEBHERAELFEA, AUE UDP RKEMERERENERY | FE
HEEEREREEZENRERAEBH UDP RIEVME , EREELZER , AEERERES X,

WMFEHMMER |, 552 Bthe section called “B BE HIEEMREE,
BEERERERE

FHRERNTERE , AEEFEPHNEERETBNEEREBRE, NMREEREBREEFELRK
#i@ UnhealthyThresholdCount JX , BHE#HHSEFAZXEE. EEEREREERNIER
HealthyThresholdCount JX B , B8 F#EsEMAMAKE &,

BE ik 2E

HealthCheckProtocol B8 THERYEEHTEEREREREAN TCP
BIAWE. TRENBIAHERIE HTTP, HTTP
S M TCP, FEz%A TCP @i E, MBEEH
BAalb , TENEEREREBAHES
HTTP E& HTTPS,

HealthCheckPort BHFERE B EITEFERERERERN =EBRR
BiRE, ARACASEERERARTERE - SHVES
WA B R E R,
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E

K

HealthCheckPath

HealthCheckTimeoutSeconds

HealthChecklIntervalSeconds

HealthyThresholdCount

UnhealthyThresholdCount

[
B
I+

[HTTP/HTTPS BERERE] EFRERE
BELHNEREFRERERE. BRA/

LRAEMNKEE FERELHAEAZE
BRI R REHEMRERE R R, EENR 2 2
120 W2z @. & HTTP EFRERETRR

A 6% ; & TCP B HTTPS EfERERE A
108,

&3 B BEXHITEERERE N KL B
EE 6 UWAEN, SENR 5-300 Wz,
FEER A 30 #,

/A Important

Network Load Balancer BJiE &R BE#f

BAPHR , WERALBEEYEBZ
REERRE, HIt , BESEUEBRT
HRERBMEERERE, AT REY
BEERNEE  NREFER HTTP E
ERERE BEEELERABEIN
Bt , HIINFFRE HTML R 2K
A TCP EERERE,

EEERENENEERABFERERF 2
Bl , BEFREREFTEBBRINRE. EEN
R 2-10 2@, FERER 5.

KB BRRAEERETEZH , EFERERE
FEBEBRUNRE, BEMR 2-10 2B, AR
52

AR

BEYORER
ERE,

/

g HTTP
EEAR AR
BhRA6HW;
g4 TCP £
HTTPS &
ARRERRZ A
510 ®,

0¥
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®E iR JEE
Matcher [HTTP/HTTPS EEMERE]) MERBEEZ 200-399

B AR Zh B FEBF TSR EY HTTP K%, SRR
200 %) 599 2z M. FEEXA 200 ) 399 2 &,

B REFARRE

EEBRFHERODEEEIEERERERRH , SXAMEEFEATMXEE , AEEEXRAFE
EHEREHE  YRERAESETHRCHAXBEENTHES.

TRRACEMBE FEREFERETRNE,

Value iR
initial BH PR IEETMEERYE B ERTIREERER
&,

MEBIREHE . Elb.RegistrationInProgress
Elb.InitialHealthChecking

healthy B ENEFERERL,

MERE AR : &

unhealthy BEREEEFRERE, EFREREXN  HEERRE
ME AR R

HBEREE : Target.FailedHealthChecks

draining BEREREBUHEM , EEESREEETH,
FHBRES : Target.DeregistrationInProg
ress

unhealthy.draining HEREEEEREBREREEREBRELRN , WEAE
R, BEEXERENER K mMEEHERARTEES
AT BV E AR

BiZE RS 120



Elastic Load Balancing

Network Load Balancer

Value

unavailable

unused

EERERERR AR
IR B EHRER

RIFR B B Riw,

REARL
Elb.InitialHealthChecking
Elb.InternalExrror

Elb.RegistrationIn
Progress

Target.Deregistrat
ionInProgress

Target.FailedHealthChecks

Target.InvalidState

iR
HBERE : Target.FailedHealthChecks
HERLMREBEEFER,

tHEIREEE : E1lb.InternalError

BEkM B REEEM. BEEFERAREREENRA
=B R VARAR TR EEF,

FHBIR A : Target.NotRegistered |Target.No
tInUse |Target.InvalidState |Target.Ip

Unusable

Healthy UAAMVEMI{E , API EERENRRRHENHER K MEFXESEUITE
RRETRRENHER, 35 5 FEAELb WREAREFEB &R T &FiR

, MAEEA Target HNEREE

iR

BB ERE EETH
BEREREHRAPERM AN

B EE T

B RBUHREM E# 1T

EERERE XK
B RERF LR
B RERK LA
BRERERK LS E LARRE

EBERERERRARE
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RRAH DU

Target.IpUnusable IP it FeEAEE , RAERTEHF[EEFEAT
Target.NotInUse HEFERBREABEYREERTLEHENRE

BERVRERFERARANTAESE

Target.NotRegistered B &K [0 B ZREHEE M

¥ 2= Network Load Balancer B fZ ) E#EAREE
B iEC O B EZERATMMN S EE EMEEREE,
FREEEREBEMNEERRE

BI{¥ https://console.aws.amazon.com/ec?/ BIEX Amazon EC2 £ A,
EEEERNAERTEP  EEFERERE.

EEEERANERE  LAREFAEAEH.

Details (FFilE ) ERSE KB EEE , URBEEFEREHNEEHE.

£ Targets (B1E) 2% , Health status (IB/EARAE) #8115 H & B ZRREE,

MR BEMRER Healthy BIAMEME , AIEEREHFAERREISEZEA.

o gk~ w N~

5/ & B ZREEME AWS CLI

£ describe-target-health 5%, kv SHEHHITE B ENEEMRRE, FARESR Healthy BUAKE
fA{E , g ERRAHE,

BERARRETREENEFEHEA

£/ CloudWatch B/RHfFE Lambda ¥ , WEXEERETEBRNFHER, WFRSETR ,
ESBETHIEREMRE ; |dentifying unhealthy targets of your load balancer (B & H P #ZRETR
B &),

B #H Network Load Balancer B &1 E/EARERERTE
O LARBRFE T B EF AN EERERERE,
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ERAEEEEN B ERENEFERERERTE

BI{E https://console.aws.amazon.com/ec2/ BBX Amazon EC2 £# &,
FEEERNAERFED , BIERFEEE
EEEEREANER  LAREFAEAEE.
£ Health checks (E{EARERE) ZEH] L |, 1##F Edit ({RH).
EREEFRERERTEEL , AEEBURE , AREERTFEE,

o & 0N~

R & B EFENEERERERTE AWS CLI

DAL
ar)

{# A modify-target-group 3

o

#7%8 Network Load Balancer By B {28 A B £

A Network Load Balancer 23 BHE&H & , B LREH B E#EB M,

BEEEEY

- AAFIK IP R

- BUHBRHNIEE

« Proxy Protocol (VB HE)
- HHEIT/ERE

- BERENBEESAERTE

o EFERETEEFRERKLE

R Fiug IP R

BERKHBE®i%EER , Network Load Balancer I LMRAZ A FIHmEERR IP ik, ELRERAF R
IP {REBEE | IR IP bt 2 Network Load Balancer B9FAF IP ik,

RIETEER , $1¥EH UDP B TCP_UDP BAAMEMNETERE 1P BEEEHE , AFK IP REER
BUAMEE (REEER). T8 , BuLUfEA preserve_client_ip.enabled BEEEBMRAS
£/H TCP B2 TLS BEZFHEMNAFE IP RE.

E

X3
Xa

i1
- BITERBEBERE  BA
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- IP R BERE (UDP, TCP_UDP) : BRA
- IP BB BEEHE (TCP, TLS) : 2FH

FRNEESH

- JEIB Transit Gateway (TGW) EZI B ERK , TXEAFH IP RE,

- BMAAFIRIP RER , REMNHEAERER Network Load Balancer 7B BE, BEMSBNAHE
Network Load Balancer #8E# VPC & , Si{u AR EiZ ¥ S VPC #,

- EREIEB Gateway Load Balancer i 2 1E Gateway Load Balancer 1 B Z (B/T{EE DR IP) 2 M
ERERF , X Network Load Balancer FiE i IP $r& , Bl B #Z£E2 Network Load Balancer 1%
AHEER Amazon VPC At —#,

« UTHTERBEETXEAFR IP RE :
C1. CC1, CC2, CG1, CG2, CR1, G1, G2, HI1, HS1, M1, M2, M3 M T1 BREEEAA
Fim IP RENER , MELHTEBEEZHRA P i,

- AFIKIPREFEEZERE WEARE AWS PrivateLinko AWS PrivateLink 28 KR IP —#2&2
£ Network Load Balancer B9FAFE IP #tiit,

- EHEEESTE AWS PrivateLink ENI 2 E {2 Network Load Balancer # ENI B | AR Fi% IP
RE, ESEHEELEEEMNBAEL,

- AP IP REHNAE IPve BitA IPv4 WREREER. HBEERENRIR IP # 2 Network Load
Balancer B9FAF IP H#utit,

- B4 Application Load Balancer ##15E B & , Network Load Balancer 8 R BB EARER
A Fim IP , &% E Application Load Balancer, #% , Application Load Balancer #4F F i IP
MitnZE X-Forwarded-For EREHE , ARBERHBEEAZEEHE,

- AF IP RESEISHHIN TCP EREM.

- ERAAPE IPREKR , TXE NAT Eig , bBABEIRE. F£ARSP Network Load Balancer
BER4EREIE N , mATE Network Load Balancer % 5 58 B ZE& 2 7 B2 Network Load
Balancer BYi8#R, EMRAULRBIEREILERWBE , fMEBERER. BRMIBRBETERME
[5) Network Load Balancer % 75 #9 B #ZZ# #£ %] Network Load Balancer , i & &t A LMER A Fi% IP
RE Ry ILEEEREEE, MBELFEERAFR IP, A LUEA Proxy Protocol v2 REEELA Fif 1P,
EEHE— T #& Proxy Protocol , 552 Proxy Protocol ((XEBEFHAHE).

- BEHRERAAF IPRZE , Network Load Balancer A & # 55,000 {REIEHEL#R , HE 28 55,000
FEGEEM—BZ (IP it FEREE), ZRBEREGEHE  KESEEERBERME BY
HEEE T ENEMR, ALAER PortAllocationErrorCount IEZEEBMHEZIER EHER, EEEE
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HZERERER  FEEZSEEMABERHE, NEFHMAEA , F2BNetwork Load Balancer #Y
CloudWatch ¥§1E,

EREEARERFR IP RE

bV

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 #5&,
FEEEE KM Load Balancing (B8 F#) # , i#1F Target Groups (B &E##H).
BEEERHENER , UAREFEEARE.

ERURSIERY , BERE.

MREERAAFEK IPRE , ZRRERZHAFR P hit, NREEAAFK IPRE , FHWE R
ZRFE® IP i,

6. EERERFEE,

o & 0D

A BASRERAFR IPRE AWS CLI

£ F modify-target-group-attributes a5 #& preserve_client_ip.enabled B,

Pl ERAUTRSERAFR IPRE.

aws elbv2 modify-target-group-attributes --attributes
Key=preserve_client_ip.enabled,Value=false --target-group-arn ARN

W A B FE M0 T 8 6IFT R

{
"Attributes": [

{
"Key": "proxy_protocol_v2.enabled",
"Value": "false"

},

{
"Key": "preserve_client_ip.enabled",
"Value": "false"

},

{
"Key": "deregistration_delay.timeout_seconds",
"Value": "300"

}
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]

BURZ e L

HUHEEMERR , S RFPEHERSFILEVEBRNMER, ERTEHRSNERESRE  KEREH
PRETREFERLTH. IRHUTIEERNEERERFVNRE  BRAERKRAE , AH TR
ALUEEEEAREESHTER. ATHARBRBERCHRE , ST TIHHES —HRE | BAERK
B REEBYE, ERTECEESRER2RAIITEREFERETERNEREIE A F imELR,

BUHEM B BN RRARRER draining , EILHIRE B EFE L ERFHNER. T8 , BEATENE
HAARERBIIEEM B EER. RIFETHER , AR THRITE 300 WESEUEZ #N B RAREEER
unused. EESFERTHB[EHEIVERHEENRBEBER unused ZHITNERIE , FEHEUH
BHNIEENE., RMEBRLEENEED 120, UEREHZFER.

MRFBAERE LB EREBY  AREHEERHEENERSERUHEERIFERB T AR,
ERER A EHBUSEMEE

1. BIfE https://console.aws.amazon.com/ec2/ BBX Amazon EC2 £ &,

2. HEEEBEHHKM Load Balancing (B8 F#) # , i##F Target Groups (B F&H#H).
3. EEFEEHENER , UHABEHFMERAER.

4., HEBMRSIEREERE.
5

EEREFIUHRRIEE , SR AFNIUERRIEEE, sERFREIUEESRERREMREER
B BUHZ SR8 LEBRERR

6. BERTFEE,

£/ EHREUHEEMEE AWS CLI

{# A modify-target-group-attributes 5%

Proxy Protocol (1R @A E)

#1E F Proxy Protocol 28 2 fRZREIARE/NRELRER , HlIa02RIREEE B, Proxy Protocol 58 2 k12
fit Proxy Protocol 5K — ¥ fRiG. S FEHIFEIR TCP HEEREXE TCP ERBIEM L Proxy
Protocol B, EXAEBRESBEERFTER , BIEAFIREIER proxy protocol IR AR K EHWHE
mREREN, aFTHER[NMARET. Rk , 7TaEZEK 218 proxy protocol 8, BtHh , 2R Network
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Load Balancer 2 /\M2E % —EE#E B EMWHEREREK , BIZE—1{@ Proxy Protocol SR AIRERZRE
Network Load Balancer i €&,

MEREA IP tatiEEBE |, AREF/ERAENNWRR IP it SR B EFENBABEME , WTFT
N

- TCPHATLS : BREFAAFR IPRE , MRHGEARIMNRIR IP i RERFEHIFHENTL
BIP thit, EEREBAF RN IP i , FREBFURERM VPC H¥F VPC # |, YRARF
% IPRE. MREFZAF KM IP iyt , EFFELKYE , FRARKEBRAHE , XRAEEA
i EREEG A F iR P #hit,

- UDP 1 TCP_UDP : 3R IP it 2 SRy IP it , RBRAFHK IP REERAHEHELEBABE
A, BEEEFER., NREAFHTER DREEER , AIRMGEAENNRER IP it , 82A
Fimiy P #hik, F18 , REFZEMEE , ATLUA Proxy Protocol , 3f¢ Proxy Protocol {R2EREUE
FAFImE Pttt

MEFAHITERE IDRKEEEE , IRHKERAEIXNRR IP it , ERAFHMN IP ik, 78 ,
MRBEEMEE , ATEABA Proxy Protocol , 3¢ Proxy Protocol #23EEVS A FikkY IP ik,

(® Note
TLS #REXFTXEEBA FimUE[H A Proxy EXREEA G ERENENER.

EEIREREE R

RUA Proxy Protocol 2 # , FEHERTHFNEEREREERY , thEIE Proxy Protocol #Z8,
TiB , MR EEEMEREELR , 7€ Proxy Protocol BWAZBE M A 2 &% A F iR EHEF,

MR EFELRATABEETHERE , UTEFIEREFERERE, fiW, SATESEDT5IE
R HTTP 400 : $#3RFE R,

VPC it B4 AR

SHYREEAEER VPC mHREERNHAE , REEERAEANRR IP it SR8 HFHSE
HOFAE P i, MEEARXEERBHEEN IP it | F5EUA Proxy Protocol , 3f B#E Proxy
Protocol 2B E51E L it ,

Proxy Protocol #ZEth @& T in 2 ID, EEEARMEABETH Type-Length-Value (BE/RE/
B, TLV) OEETHE.
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Wiz RE (1Y : octet (/AL TiE)) Description (&)

Type 1 PP2_TYPE_AWS (0xEA)

RE 2 ENRE

Value 1 PP2_SUBTYPE_AWS_VPCE_ID (0x01)
2y (ENRER 1) 2 ID

WEIIMN TLV FE OXEA WEEHI |, 5528 https://github.com/aws/elastic-load-balancing-tools/tree/
master/proprot.

B Proxy Protocol

&t B ZB A RA Proxy Protocol Z &1 , E%EEEFEFH&T—JEEE%[I*‘HE Proxy Protocol % 2 KRHY1E
B, RRAIEAERS RS EM., WEFMEERNR , 5528 Proxy Protocol 58 1 fRFIZE 2 R

5 £ & 2K BUA Proxy Protocol 2 2 kR

1.

® o A w N

BI{E https://console.aws.amazon.com/ec2/ BBk Amazon EC2 £# &,
FEEBH KM Load Balancing (B8 1) & , i#1F Target Groups (B B8 #H),
BEBEHEANER  URBHEFHEEAERE.

ERURSIERY , BERE.

£ {REBMY EEL , $#$E Proxy Protocol v2,

BEREEE,

£/ RAREEFAHE v2 AWS CLI

& A modify-target-group-attributes ¥4,

M TIEREER

FMTEMERERAFRRERAE B RFHETHEREEFENES, EHRHERTEAUELRAFHE

%

{FERRNARSERRRER,
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ZEBER

- EANMMETERRSERERNRESETY BN UREXEEFEN TR, S, HE NAT £
BRENMAERFRBAMEBNIER IP it Rit , REELRAFHNAAERENSHEHIERN
B

- MREFEFHEZEMNEENEFRRERLESE  RENREO B RHEEMIEBUEEMER , MR
FHEER TS ERX B RREN T TR

- EEERENTMEBERME  TXERBEFRRERE, MFFEES  F2H 8 S ENEER
EmE.

« TLS HEREXFT X ENMEFE,

ERAEEE AR TR

1. BIfE https://console.aws.amazon.com/ec2/ BBk Amazon EC2 £# &,
FEEEH %M Load Balancing (B8 ¥ 1#) & , i#1F Target Groups (B E&#H),
BEBEREANER  URBHEFHEEAERE.

ERMURSIERY , BERE.

EEERERET , AR

BEREEE,

2

£/ R ZE % TAEFEER AWS CLI

£ modify-target-group-attributes iR S EL stickiness.enabled Bk,

BERENEREEHTE

SHTERNEHEEFREAF R BRI CHEMVER. FREERIERTER , AR TERD
HERRESHIFFEEAMTARBANCSEMER. BAKEHREHTEE K SESRNTEHRHEH
RERESHIETHERACEMNE R, NRESHERIELAEERERE  RAEERLEL
B, MRREFRERFHNESTZEFRETEESNRE  LRERANERRBLE.

E £ Network Load Balancer B , T & Tz RARSENEEHEHTE , BETIEEEE

. HREREHE K FAREREASNTERRE , BLATNEERFABRAEBMERERRRH T
HREBRERE.
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ZEBER

« A Network Load Balancer W ERFHA BT EE A FX EC2 ERMERER., WEFHER
B (ERELTEHEER PHTREREHER AWS

- BEERERCEREEEFENERTETA. fin, NREEBFEHXBLMAEESAEETE ,
WHEBEFHEABRER  AEAZEEEFENRETEE T ARERBEE,

- EXEHEHTEHBNN  FRECESEARTERTAREHBERANEBEERE , UESEES
e B HRABM TS HIRHBRRE,

- EREESAETERN K FREMEEEFESSEARNTARE., ZANTAREHSHAERE
ERBETE,

3

BERANTFERNERASHTE
BRI ERE AR TR ERARRENEESa R T,
AR AERARTEENEEAARTE

BI1¥ https://console.aws.amazon.com/ec?/ BIEX Amazon EC2 E£# A,
FEBH KM Load Balancing (B8 F1#) T 5 , i## Load Balancers (B # ¥ #2%).
ENEEHFERNEBREMAFHEARE.

EEMRIERY , BERE.

EiRESHTHREME HE , AR BRI HFE NEHE.

2 R

A BRERTEHBENERERERTEH AWS CLI

LA B3 B modify-load-balancer-attributesload_balancing.cross_zone.enabled &%,
BB EFEANBEEEH A HEE

BEHEERNEESE BT O ES AR TEHEBREBERRE.

MRBFEFEREA instance H ip , BTN EBERFHEABRARRIBEREESIEHTH. WRER
HARES alb, AIEGHE-FERASRVTERNEERS MV EHRTE,

EREFEENERRENEERSRE R YE

1. BI{E https://console.aws.amazon.com/ec?/ FARX Amazon EC2 £# A,
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2. EEEERNEHFTET  ENBRFHE

BN EERENSE , UAREFEETARE,
EBMRSIERS , BERE.

EREESFEBMER L , RNARNETERREHTE.
BEMRFEE.

2

£ Bk B ERENE RS S #HF & AWS CLI

5 F modify-target-group-attributes 5 #H load_balancing.cross_zone.enabled B,

BEEIRETE B RAVERKLE

AR IETASR AR A . & Network Load Balancer B B EEXRBEBERENEEMRERE , BHRAEER
RERER  AHTVEHSISKLECEYNER  TELSHESKAZTEE, EREEKILLE  BEDPS
WREEERETE , EFERIIFHNER , EEEYNESSRBIMEADRE  FHETEERAM.

=18 B R EHE 7 LUE B 3R E B AFIR BB £ B R A BRI Lk,

sp

0

[l

ERAER BB IERKIEERE

BI{E https://console.aws.amazon.com/ec2/ BB Amazon EC2 £ A&,
EEEERNERTES  EERERE,

BIEEEREANERE  UBEREFAEAER.

EEMRSIERY , BERE.

£ BEREERETEERE  EEETRATNEA BEEEEFERBTERKIEER

o a0 bk~ w D=

A BUOESKRIEERTE AWS CLI

£ A modify-target-group-attributes iy & #t
target_health_state.unhealthy.connection_termination.enabled B,

BERETENEEER

/A Important
ERABERETENEEBR A , X EFRERKL,
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unhealthy.draining ER MEN B ESRERAEEMRETR , THEHBHNER K MIE
HENERARECELNER, EERETENEREREREEEEEREEA 2R
unhealthy.draining REEMVEFE Eunhealthy, R BEEEERETENEREIRHEEIRE
ERREERE |, HiARREEhealthyBXEHK . MRBEEBUEEM , BEMREBEEN |, draining BEUE
SMIEERFEHA,

B AR = E B R EER R EEFRETENERRER,
ERAEEEEIEFRETENEERR

1. BIfE https://console.aws.amazon.com/ec2/ B Amazon EC2 £1# A&,
EEEERNAHTED  EREBEHE.

BEBSHENER , LUFAREFEEARH.

ERURSIERY , BERE.

EEBREERETEEET , BRE B SEEERRBTERFK ILEREEM,
W AN EERETERRERAE,

N o o bk~ W Db

A ESUEERETENFERRR AWS CLI

A modify-target-group-attributes an & #
target_health_state.unhealthy.draining_interval_seconds B,

X fl Network Load Balancer §Y B &

BN B EERIFREERBRE , O - S5EEEFELTEMR. EEFENBEEERRET £
MEEN AR, Bl , BT LS EHTERE ID, IP #iutsk Application Load Balancer, & &2 F 5
R H B ZEEBYIREEMRERER | Network Load Balancer & BB AGE R AR B ENEE, &
MEFTREEEL,ENRFETETR , LEHBEEREBRE, WEFMER , F2BNetwork Load
Balancer B ZFHINBEERERSE,

MRH BRI EEMBRONFREM , BUUERBEANBERERENTER, IRHEEEMBERHNFRE
2, BRI EERERUEEMBE R, BUFEMEFIRFTEL P BNRES K , MES S FER
AREFREETRFLSFREHIBER, MR ZRFEREM , ETUBRE B SFHEZMEEURE
MBEHR. MREFREREFRRERE , JEEUEER , ARERBTRERBIXEM,
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HEUKEEM B B | Elastic Load Balancing @S E/@HHNARER, SRAEERES, Wl
BEREERTH , BRORER draining. BHBHRRE , BROREHBER unused. W%
HEET , SIS RNIE,

MR RRBEHTER ID REMEE , BAAFEAEH T ESFHEE Auto Scaling B, 745 B Z8H
BT Auto Scaling B8 , MEBEEQER 2% , H Auto Scaling B#EFTRAEINEITERE K 288
BT EERE, MBEKERFEHF®K Auto Scaling B o 3 S EBRZAEERETEATEEN
Bi&, MEFMENR , 5208 (Amazon EC2 Auto Scaling fFAEERM) PHEZEEH FEHEE Auto
Scaling ###H.

BRELZERE

EMBEEEHERECH  BARCHEEAMNZTSEE , LUEZ KB Network Load Balancer B9

P~ —8
;ﬁ:io

NREHVTEHREFEBNZ2HE  ISHERR2RERHNES

- EEAFFAFPRAE MESERAHTHREABMLHENRR,

« BEAFT PrivateLink JRE : MREEREE BT HFRTMHER EEr2RENEARR AWS
PrivateLink , S8 ES REEER FERTHSLZ2HEARENRA, FA , FHERALUIEZ K
BREEZEFEHTEHILE IP HitARE,

- FEEZERTVEREFERERE  MERRNUEZEFRREREERE FEHTEHRTLRENE
#Hj( mEUIon

MREHFEHEABRBLZLHE , B ERRSHARANES

s RFAFRARE NREBTEHBRZEAFE IP it , FHEFSALIESRARERAE LA
Fim IP b RENRE. BR , FHERAILIESREREERE LEHFTEHEALE P itk

Eo
o BEEAF PrivateLink RE : FBRALIESIREREEZE LEHTEHI[FLE IP AR E,

- FEERZEHTHREFERERE TERANNEZEFEREREEZE AR TEHREFLE IP it
HEERERERE,

RFim IP REMEHFEL RN

BRIEMGBIMERTE preserve_client_ip.enabled A& true , &8l Network Load Balancer T &R &
BFE P ik, 4L, FEHEHEE Network Load Balancer , #% IPv4 it B2 5 IPv6 58 IPv6 B2
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A IPv4 it | AP s IP it REEEER, AP IP it REIBEAF RN B R P it #E
K2 IPv4 5 IPv6 B B3

FREEASKREHTHEIE IP it

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 #5&,

2. HEEBEBHKT , iBIZE Network Interfaces (BN H)o

3. EESMWNL, A Network Load Balancer WE ., SESH FHEF FHREAE —BHMEKAE.
4

EEERAEAEM Details (FFHEN) RIEE , BH Primary private IPv4 IP (EEFHE IPv4 IP
Hbhit),

WMEFHMER , FSBE#H Network Load Balancer &£ E4H,

A ACL

ESREC2HTERERAERK , KMAREANTHER  FHEBNMER ACL , EAFEBERRENE
BEMEFERERERBAEREERE, VPC WERMEFIRGEIEE (ACL) AAHAMEEANEL
HRE, MREEVBITMAE ACL , FRIACPHAAFEENRE.

B3 1T(E 8 TR ER BAE AV AR’ ACL & ZH /25T internet-facing A E P E RN RE.
BERRETEE FEENERRR

Inbound

IR B E EEEEE 3

### IP ## #H#H AHH#n# Allow client traffic (IP
Preservation: ON)

VPC CIDR HBHH HHH#H Allow client traffic (IP
Preservation: OFF)

VPC CIDR ARHR#H HABHAHH Allow health check
traffic

Outbound

=L:op: BEAWE IR E ALfE
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Allow return traffic to
client (IP Preservat
ion: ON)

### IP ## HHAH#H 1024-65535

Allow return traffic to
client (IP Preservat
ion: OFF)

VPC CIDR H##H# 1024-65535

Allow health check
traffic

VPC CIDR HHAHA#H 1024-65535

BB H TS F R EAE A B ACL 2478 5T internet-facing B # A RE.
HARBHTER FRERNESAA

Inbound

HRIR B E EiZEEE B

#H## IP ## bidididis biddidi s Allow client traffic

VPC CIDR HRHH 1024-65535 Allow response from
target

VPC CIDR biidididitia 1024-65535 Allow health check
traffic

Outbound

B #Y ih BIAHE ERREE B33

#i# IP ## HH## 1024-65535 Allow responses to
clients

VPC CIDR HH## HAHHH Allow requests to
targets

VPC CIDR HAHHHH b gididis Allow health check to

targets

#EE& ACL
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HRRBEHFER  HTERESHFEHREH FRBNMAN ACL XAAMERENERRETR
E 38 VPC CIDR Y A B H R &,

FHH F R

BEETLEHRA VPC I Network Load Balancer, 2E2& A EMEREMMA AN FHERSD
PITHE R,

B8 AWS [E1F #3578 Network Load Balancer B3t ##8i% , B2 -

- mAEE ( KPR ) ap-northeast-3
- BKESE (F#) ap-east-1

« X ( B# ) me-south-1

« AWS Bl (4t ) cn-north-1

-« AWS H[Ell (2E ) cn-northwest-1

ERMEUEEER
EERTESEHEANSETAESY  SEEERESLAREES —EEBRNEE.

BRRHAN B BENERATAORERBATHE NS R, NEREER , FSBTaget type (318
),

FERVNEESH

- MMEHTERMOTER 22— : C1,CC1, CC2, CG1, CG2, CR1, G1, G2, HI1, HS1, M1, M2, M3, 5§
T1, EEZBHIT(ERE ID RZ K 1TEE,

- ZHE IPve BEEBENHTHERE DEMEER  BEEXEEEERNEE IPv6 thit, EE#—F 7T
& 528 (Amazon EC2 FFH&IER) HH IPv6 it

o {KFITIERE ID Z 4R B1ERF |, BITIERE XEEL Network Load Balancer A+ E# Amazon VPC ,
MRHTEBMVALESHFES VPC BEEN VPC F (HEEEH AR EE) , BIEE LA TERE
ID SEMBEITERE, S LAAKER IP it RETMHE L 1T EEE,

o MREME IP HUFMEE , B IP thut EBEHFHB[MVAHEBN VPC # |, HIERTHIEHRIT
KERETE /7K.

- ¥/ UDP EE TCP_UDP B#EZ&H , MEHTERBMNA S FHEE VPC AIBREA TS ITEE
iz —  BIFERIP it &8 T(EE : C1. CC1. CC2, CG1, CG2, CR1, G1. G2,
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HI1, HS1. M1, M2, M3 = T1, UREHFHER VPC ABHEAFTZENHTERERNE
B, HRRARAEHTERZEWRE  BRERELDME,

B &

- RIFEHITERE ID RECHEUEHEGLBE
o 1B15 P it REGEHEVEE LB E

« {FH AWS CLIZRESEHECEHEEHEZ

BIEHITER ID REEHIFUEZECBEE
M, BTEBSERR running AREE,
FRAXEARENTHER D RIMBEUEME Z

HI{E https://console.aws.amazon.com/ec2/ BB Amazon EC2 £ A&,
FEEE B KM Load Balancing (B8 ¥ #) & , 2% Target Groups (B Z&##H),
BEBEHEANER  UBARHEFEEAEE.

EIZ Targets (B1B) &,

HERAMBTER  FREEMEER. EN-HZEHTER  AFERARRNTERERER
RRBEQLSRAUTHENIRE, THHTERHNER  FEEEMTEENER.

o M oD~

e
o

x
. FTEESEEEERNEIE IPv6 ittt , FEE@ IPve B ZEBESM.

« AWS GovCloud (US) Region T X EFAFHAEREE IPv6 ik, BMAEAFEMA APl £ PR
FE IPv6 AWS GovCloud (US) Regionibiit,

6. EEEUHITMHITEE  EREIETEE , REZIEEUYTM,
1BIR IP bt RE G HEUEE G B E
IPv4 B1Z

CEEMEY IP st A EARB T EA—1{E CIDR E# :

- BiEEHE VPC W 7R
+ 10.0.0.0/8 (RFC 1918)
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+ 100.64.0.0/10 (RFC 6598)

+ 172.16.0.0/12 (RFC 1918)
+ 192.168.0.0/16 (RFC 1918)

BYEERER  FEEEE P A,
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IP b3t

7. EBREAMEKH
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ProcessedBytes_TCP  TCP #ZERXFIEEMNTHBE,

HE R - BHEFE,

T EF  RERNKERAR Sum.

M

* LoadBalancer

* AvailabilityZone , LoadBalancer
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BE iR

ProcessedBytes_TLS  TLS EEREXFIEENTHBAE,
WEHRY - BHEE,
HEER . FEANKAEAR Sum.
MR

* LoadBalancer

- AvailabilityZone , LoadBalancer
ProcessedBytes_UDP  UDP #ZBERXFTEEMN M THEEE,

HEHRY  BEEE

MAtES  ZXERANKRETERAR Sum.

W

* LoadBalancer

* AvailabilityZone , LoadBalancer

ProcessedPackets EHTHREENHSEE, BB EHBEENRE K S5EMKE

REMERE.

SR . —FHRE

AT EHF - XERANREETERAR Sum.
HEE

* LoadBalancer

* AvailabilityZone , LoadBalancer
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EE DU

RejectedFlowCount BT EHB[PERORE (ER ) EE
|EFRYE . — RS
RETEA - RERANKITEAR Average, Maximum E& Minimum.
HERE

* LoadBalancer

« AvailabilityZone , LoadBalancer
RejectedFlowCount_  BHFEIRIEEN TCPRE (JER ) HE.
e HEFRH : BHRFE,

AT EF - XERANKEETERAR Sum.

HERE

* LoadBalancer

* AvailabilityZone , LoadBalancer

ReservedLCUs FH LCUs ERALNERSTEHRTEZENERTHIETEEN (LCV)
ﬁio

BEH  AFBE
HEHRD 23
#e

* LoadBalancerxr
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BE

SecurityGroupBlock
edFlowCou
nt_Inbound_ICMP

SecurityGroupBlock
edFlowCou
nt_Inbound_TCP

SecurityGroupBlock
edFlowCou
nt_Inbound_UDP

DU

SHTPERZLHFHERARANEENT ICMP ASEE.
HEFRH : BHEFE,

AT EF - XERANKEETERAR Sum.

HERE

* LoadBalancer

« AvailabilityZone , LoadBalancer
SHTERZLFHERARANEENT TCP REHE ..
HEFRH : BHRFE,

AT EF - XERANKEETERAR Sum.

HERE

* LoadBalancer

* AvailabilityZone , LoadBalancer

SR FHRLTLFH AR AR IEEZNE UDP REHE.
HE R - BEFE,

AT EF  RERNKFTERAR Sum.

M=

 LoadBalancer

* AvailabilityZone , LoadBalancer

Network Load Balancer $g§#Z
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BE

SecurityGroupBlock
edFlowCou
nt_Outbound_ICMP

SecurityGroupBlock
edFlowCou
nt_Outbound_TCP

SecurityGroupBlock
edFlowCou
nt_Outbound_UDP

DU

SHTPERZLFHERHRAEENT ICMP ASEE.
HERIF - BHFFE

AT EF - XERANKEETERAR Sum.

HEE

* LoadBalancer

* AvailabilityZone , LoadBalancer
SETEHRT2FHEMERAEENT TCP RERE .,
HEGRE  BFEEE,

AT EF - XERANKEETERAR Sum.
HERE

* LoadBalancer

* AvailabilityZone , LoadBalancer
SETEHRT2FHENERREENT UDP RERE .
HE R - BFFE,

T EF  RERNKERAR Sum.

M

* LoadBalancer

* AvailabilityZone , LoadBalancer

Network Load Balancer $g§#Z
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BE

TargetTLSNegotiati
onErrorCount

TCP_Client_Reset_C
ount

TCP_ELB_Reset_Coun
t

£ TLS #REEXREEESHE KM TLS XERH.

HERYE . BHEBE,
AT EF - XERANKEETERAR Sum.
HEE

* LoadBalancer

RAFHE B BREENER (RST) HIBEY, ELERR
EE , WEBAH FHERETHEIA

H|ERGE | —BRE

AT EA  RERNREERAR Sum.

MR

* LoadBalancer

* AvailabilityZone , LoadBalancer
BHTEHBAEENER (RST) HIBY, WFEFHER ,
SHPERR

HWERYE . —BRE

Mt EA  RERNKERAR Sum.

MR

* LoadBalancer

* AvailabilityZone , LoadBalancer

A P im Al

"
¢
3n
=
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BE DU

TCP_Target_Reset_C REEINRAFIREEAMNER (RST) My, ELEXRESHBEME
ount 4, WiEBE ST HESETEL,

i

|EFRYE . — RS
AT EF - XERANKEETERAR Sum.
HEE

* LoadBalancer

* AvailabilityZone , LoadBalancer

UnHealthyHostCount #RATERENEEHE., LEETIESTMEHABEMN Application
Load Balancer,

BEFRYE  MREEHMWEE , BES.
HEtEF - REANKTEAR Maximum E& Minimum,
HE

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup
UnhealthyRoutingFl  EAMHBAAEZEHE (KEFER) BHANRE (FER) HE.
owCount

W& &Y - BESE

METERA - RERANRETERAR Sum.

HWE

* LoadBalancer

* AvailabilityZone , LoadBalancer
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BE DU

ZonalHealthStatus EHVTHSERASEERERFNTHESHE, ST EHISHYEE
BEEERERFWTHAEEZSY 1, YHEESREEERETENTHE
B 0,

|ERMS - REFERERERA KRS

HETER - KREANKITEAR Maximum B Minimum,
HE

* LoadBalancer

* AvailabilityZone , LoadBalancer

Network Load Balancer BV E#E

EEMESHTEHRNER  FEATIIHE,

HEE iR

Availabil i T] A B e IS EE R,

ityZone

LoadBalancer KEHFHSNEREZER., BEESHEHFEST , T : net/load-balancer-

name/1234567890123456 (& & #78§ ARN B &R&EZ5).

TargetGroup ik B EFEEREEER ., WTEERZERA  targetgroup/target-group-
name/1234567890123456 (B #Z2#4H ARN BRI 5).

Network Load Balancer 150 &t &£

CloudWatch #R#H Elastic Load Balancing Z il iERER IR UHRTER. M ENEEEIETH
BWEEENRERE, ELERKHERR , GENERNRREREESBNHE MR, HERAXRE
BHBEENEB/ER. Al , ZALAMEERETRAESAMBNEHTEHRR S 2 EFRER
H#H EC2 $ATEBRERKFTESR.
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Minimum F Maximum St ERSRRESEHMEFEPENEHFHRDTHBESNERBTNARK
B, #|m HealthyHostCount B ERRMEE A A UnHealthyHostCount BT BR, EEBERHAE
HealthyHostCount , & K& HealthyHostCount ERZBERNH/NERFARER , Zﬁ%IEE
0o Lﬁﬂb%f‘:ﬂﬁ’f‘ﬂhﬁ SEERERE, B , BREEK/ME UnHealthyHostCount

/ME UnHealthyHostCount ASERBIB 0 & , AAE R, Wk—K, "‘—Iﬁﬁﬂ_ﬁﬁﬁ?ﬂaﬁﬁﬁ
=

Sum EEERAREMBERTFERBRNRAE. AAEFRSNEHBNZERS , Sum ETAR
REFMBEREHAFEHRHRNREER,

SampleCount HEFERABAEMEBNELAHE, NIEEERBHEABRRSGREEMNS , LRAFTERE
EREEB, #li , A HealthyHostCount , SampleCount RiBIBFHEE & #5255 2 ERAYE
AYE K MIFEERERFHEIHEE,

1R 8 & P #85/ CloudWatch 15

EOLAEF Amazon EC2 iR A RIR 8 & F #2539 CloudWatch 1518, ELIEESUERB RN
NER. EAEETPHSRWBKER , ErERSERERNE,

}¥E , LALUERA CloudWatch T2 A RRBE R FHRNVIEF,
R TEERRER

1. HI{E https://console.aws.amazon.com/ec2/ BAEX Amazon EC2 £ &,

2. HERGHEGRHERENER ST TIBHE

a. TEEEBEIKD  BIZ Target Groups (B &),
b. BEBEM B ZEEIIEE Monitoring (ES12),
c. (EA) ZERENEEHEGER 6 B EEXRE Showing data for (BTER) WEEEE,
d. BFERARBE-—EE A FENREHNEK.
3. FERTHAHTVEHRMHENES  FHITTIERE:

a. TEEEBEKD , B2 Load Balancers (B & F#33).

b. EIFEMLHNEEFEFIEEFE Monitoring (B512),

c. (EA) ZERENEEHEGER 6 FBEEXREB Showing data for (BTER) WEEEE,
d. BFERARBEE-—EE K FENREHWEK.
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£ A CloudWatch i & ®BIEE

1. ¥ https://console.aws.amazon.com/cloudwatch/ BiEX CloudWatch £# &,
EEEERP , BEEE

1#1Z NetworkELB & 22,

CBR) e ERBMAHENER K FEESHUPEARERE,

B w0 D

A WREE AWS CLI

AT 5 list-metrics #3535 H AT FIEHE :
aws cloudwatch list-metrics --namespace AWS/NetworkELB

£ BRI ER AWS CLI

£ T % get-metric-statistics IETREBIEEIEZRHEENRITER ., 37EE , CloudWatch #&{EH#E
HEBFESHRAERNIEE, ZELIEAREBEMNVHEELASRKEINGKTER., EXAREEILIEE
BT E AR HE,

aws cloudwatch get-metric-statistics --namespace AWS/NetworkELB \
--metric-name UnHealthyHostCount --statistics Average --period 3600 \
--dimensions Name=LoadBalancer,Value=net/my-load-balancer/50dc6c495c0c9188 \
Name=TargetGroup,Value=targetgroup/my-targets/73e2d6bc24d8a067 \
--start-time 2017-04-18T00:00:00Z --end-time 2017-04-21T00:00:00Z

THREaHIEw
{
"Datapoints": [

{
"Timestamp": "2017-04-18T22:00:002",
"Average": 0.0,
"Unit": "Count"

.

{
"Timestamp": "2017-04-18T04:00:00Z2",
"Average": 0.0,
"Unit": "Count"

},
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https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html
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1,
"Label": "UnHealthyHostCount"

Network Load Balancer B91ZE H &%

Elastic Load Balancing $#2ft7ZBX A5 , AJ#EENEA Network Load Balancer B3 2 TLS ERWFFHAE
Fo BALFEAELFHAFGRSMREER FEPREE,

/A Important

REEEHTERER TLS ZBEX , ERAFEZ S TLS FRNMEEEAR , TEEUFW
B, ERABHFHARRLEF R, EBREERAFMABRT#FRNEE  MARATE
EAEAAHER.

ZENGC 8% = Elastic Load Balancing FiZAIhaE , R AFH. TRBESTEHINENHFEZ
# , Elastic Load Balancing €#E A 55 ABERE XL FREEIEER Amazon S3 fEFETE. EAL
BERH= A 7 ENGC 8%,

A FIFH Amazon S3 ZEMINZ £ (SSE-S3) KA [ AREFIHMNE , NérE S3 FEETEBEEREF
ZELI® (SSE-KMS CMK) ZASMEERYE. SEFTHARBEZTFHN S3 FEFrE 22 a8 M
%, WREFRERM#RE, FRMESIRNZBFENSRNEZERE , MAETEEFBEMEE,
BEAFERNEEAR—NSBNE , XB LSS EATHR/N KMS £@ME, NEFHEE
# , 28 (Amazon S3 EAEIER) FHIEE Amazon S3 1% (SSE-S3) MEA AWS KMS (SSE-
KMS) 1§ E AR5 im %, Amazon S3

EERAFEEENRE, BHEFEXT Amazon S3 T A , 18 Elastic Load Balancing {8i% A 5518
El Amazon S3 FIEAMNBEERENE, WEREREANFMEEN , 52/ Amazon S3 EE,

B #

- FEHFE

- FHHFIEE

- REFHHFE

« A Network Load Balancer #972HY H 5
- £ Network Load Balancer #977HY H 5
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-s3-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
https://aws.amazon.com/s3/pricing/
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7E B 548

Elastic Load Balancing 8 5 7 @B EERTEHFHHNBAFE. AFEERKSEI —H. &R
FHRUREHDHESELERFR. EEEREMLNRERERTIERLE,

FHARHNERSBEANATRHER

bucket[/prefix]/AWSLogs/aws-account-id/elasticloadbalancing/region/yyyy/mm/dd/aws -
account-id_elasticloadbalancing_region_net.load-balancer-id_end-time_random-
string.log.gz

bucket

S3 mEAENERE.

prefix

RETETNTE (BEREE), NRTEEFE , AREREREFIENRER.

aws-account-id

n

HEEN AWS tRF ID,

region

EHTHIM S3 REITRHNES,
yyyy/mm/dd

BE B B A,

load-balancer-id

SR FHR[NER ID. MRER ID T2EARR (/) , RHERSERRTE ().

end-time

SO REIRAE R BRI, B0 | &R 20181220T2340Z A&7 23:35 M 23:40 2 BFTiE
HZFERMNIER,

random-string

REEENERT S,

LT RBFERBES
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s3://my-bucket/prefix/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2020/05/01/123456789012_elasticloadbalancing_us-east-2_net.my-
loadbalancer.1234567890abcdef_20200501T0000Z_20sg8hgm.log.gz

FRERTEHARETRIERERE , B8t LUES Amazon S3 A BEHR A | BEHHFRME
BEER, NEFHMEET , F28 (Amazon S3EAEIER) WEGRELEMBL,
FEHHFIEH

TRIKFRAFNEFEENRY. AEMUAZKRD R, SIENHMUSHEIAFEERR. BE
AFSERE , SRZZ M B E B BiRfE AL,

WL Description (#i)

type EREXNER, XENER tls.

version BFEBMNRA. BETRERZ 2.0,

time £ TLS EREREGCHERE |, A 1SO 8601 &=,

elb BHTHI[WEIR ID,

EEEN BRARERN TLS #BEXER ID.

client:port FAEIwW P ik FEEEE,

destination:port BEE IP bt MERE, MRAFKERERESH FER , AEWN
R RERERENX, WRAFKER VPC inRBER , AIBNLHE
VPC i3,

connection_time BRI 1A SIS RAV ST |, BAEW T

tls_handshake_time TCPERENE , TLS RIETHNERRE , SEAFIRNIEE , UER
. WSS connection_time #{us, WRKE TLS KIEHR
TLS RiIBLB , WESRA -,

received_bytes EHFEHSRAFPRERNBREM T,
sent_bytes EHFEHERAFREEN MBI TE,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
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Rz

incoming_tls_alert

chosen_cert_arn

chosen_cert_serial

tls_cipher

tls_protocol_version

tls_named_group

domain_name

alpn_fe_protocol

alpn_be_protocol

alpn_client_prefer
ence_list

Description (i)

SHFPEHFBEAFRERN TLS REEHE (85). B8, KESRA

o

o) A FimPriR R EA ARN, MR KREEXEMBAFE hello AL |, IE

=n
g AaX s —o

REUHEBRER, WE—FRES --

B PR SN BIBEMS , 5RA OpenSSL . MR TLS KFRTHK ,
JH:E%EQE’ o

BEAFRRSH TLS BIAHE , RAFEKN, TEEA
tlsv10. tlsvll., tlsv12 B2 t1svl3, NS TLS W ARTHK , LLEE

A -o
REUHKBRER, WE-FRES -.

server_name BB EMNAHF I hello AR, LtH{EA URL fmiGHE
R MBREBEEEMNWAFH helo AR RKEMEEREFE , BIEE

=n
AX ™ ~o

HAPWSNEARERBANE , KAFHEKN, AENER

h2, http/1.1 fl http/1.0. WMRFE TLS ZEEKXPRERE ALPN I
K, RTEHEENBEABE , IREEERNEAHEFE , AILLESR
k’ “o

HEERSHEREXNBANE  KAFREN. TENES

h2, http/1.1 fl http/1.0, WMRTE TLS FEEN HKRERE ALPN K
K, BTEMTNWERABE , IRBEERNEAHEEE , AIESER
El ~o

A B isi& i B F iy application_layer_protocol_negotiation ZE{REI{E, Lt
EA URL miEa. BEEAHERESIFHRFER , WLLEHR IR W
R TLS #HRERENFRERE ALPN BUER, REEFEMERE A F ik hello F
B, REMRFEFRE , ILEEEAS -. IRFERERBE 256 @A ,
RlEgwEE.

FHUAIRE
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W Description (i)

tls_connection_cre £ TLS EiRFEREFC eV EFE |, B1A 1SO 8601 #& =,

ation_time

g f B ESEE
UTABRERES. Fi8  SRSTETNFTRARATERRNH,
UTRFE ALPN BEEH TLS BERXEH,

tls 2.0 2018-12-20T02:59:40 net/my-network-loadbalancer/c6e77e28c25b2234
g3d4b5e8bb8464cd

72.21.218.154:51341 172.100.100.185:443 5 2 98 246 -
arn:aws:acm:us-east-2:671290407336:certificate/2al08f19-aded-46b0-8493-c63eblef4a99 -
ECDHE-RSA-AES128-SHA tlsv12 -

my-network-loadbalancer-c6e77e28c25b2234.elb.us-east-2.amazonaws.com

- - - 2018-12-20T02:59:30

LT 2EE ALPN BURH TLS EZEEXEHA,

tls 2.0 2020-04-01T08:51:42 net/my-network-loadbalancer/c6e77e28c25b2234
g3d4b5e8bb8464cd

72.21.218.154:51341 172.100.100.185:443 5 2 98 246 -
arn:aws:acm:us-east-2:671290407336:certificate/2al08f19-aded-46b0-8493-c63eblef4a99 -
ECDHE-RSA-AES128-SHA tlsv12 -

my-network-loadbalancer-c6e77e28c25b2234.elb.us-east-2.amazonaws.com

h2 h2 "h2","http/1.1" 2020-04-01T08:51:20

BRIBFEHFEE

FHRFECERAE., MEFA Amazon S3 TERARMER  ISHBHEERYERENA. MEETH
EBR, AXALESHBBRESEETEN.

MRENBE LBAFHZER , EHTVERELENBFETREHE GB NER, SUREEIZETREEE
BRANER. FHit , EURFEEARKRFTEERRSENSMITE, FlW, BEUERR TN
TERSHNMEEFIMB

» Amazon Athena B —BEBXEHRYK , IREFEAFE SQL R D # Amazon S3 HHERL, Ml
FHMER , F2B (Amazon Athena EEAEEE) KIEF Network Load Balancer B 3.

BRIEFH A RHHE o7


https://docs.aws.amazon.com/athena/latest/ug/networkloadbalancer-classic-logs.html
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« Loggly
 Splunk
« Sumo Logic

B F Network Load Balancer B 1ZEY B 5%

ERHEH T HEAAFIGGEE SN AEE SSHREFIFENER , HARTHREMAR. BEFEF
By EEERETEEBEK | 8212 F Elastic Load Balancing B A ZErEHVEFT,

/A Important
REZEHFEHEREA TLS £#BEX , AAFESE TLS FRNEEEAR , TEEUFN
H o
RIEEEER

BEUAERRAEMETE , tUBYEMARENARNEEITE, RErBLATATIER.

R

- REFREAHTEHRLAMVNRMERRM Region (BH). MEFRBMEEHFERTURTEARS
Ho

- BEENIRTEEE AWSLogs, BFEEEENRETRABMAIR® , BT L AWSLogs
FRENEREBID.

- ETEBAARRENRER  UARESFNAZEACHFERIE, RETFBRRRUFEBURE
SFmER JSON RARES , WERR T BN FEGETA,

RERRBR S H

BEREHIMT, ¥MResourcetk , FBUFENHFH S3 REFBABEU amzn-s3-demo-
destination-bucket. MRERFERFEEERBrosssst###/. W aws:SourceAccount , EH
ERFHRIEE AWS IRFEH ID. ¥R aws:SourceArn , ### M 012345678912 # IR BER
FESRH EIFHARS 1D,
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https://documentation.solarwinds.com/en/success_center/loggly/content/admin/s3-ingestion-auto.htm
https://splunk.github.io/splunk-add-on-for-amazon-web-services/
https://www.sumologic.com/application/elb/
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JSON

"Version": "2012-10-17",
"Id": "AWSLogDeliveryWrite",
"Statement": [

{
"Sid": "AWSLogDeliveryAclCheck",
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"
},
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::amzn-s3-demo-destination-bucket",
"Condition": {
"StringEquals": {
"aws:SourceAccount": ["012345678912"]
},
"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:region:012345678912:*"]
}
}
}I
{

"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {

"Sexvice": "delivery.logs.amazonaws.com"
}I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-destination-

bucket/Prefix/AWSLogs/account-ID/*",
"Condition": {

"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws :SourceAccount": ["012345678912"]

}I

"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:region:012345678912:*"]
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}

ng
FBAIFATIESP-EFRXA Amazon S3 FE A FHREFAFR A RRSIRKINE

- Amazon S3 ZE &8 (SSE-S3)
« AWS KMS R 1E AWS Key Management Service (SSE-KMS) T K& 8§
t £ Network Load Balancer ZER A& , BEEFER AWS ZES®  BXEFAZFZESR,

MEFMENR , F52E (Amazon S3 A EEM) FHIIEE Amazon S3 11% (SSE-S3) MEA AWS
KMS (SSE-KMS) ig = RS IH %, Amazon S3

EMBRBAAFRBENEZERBEEZ B, BEREHMT,

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"
}I
"Action": [
"kms :Encxrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
"kms :DescribeKey"

1,

"Resource":

Mg
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-s3-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
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REFHHGF
EATHRFRFREFRER , SUEIGEREALS BFERRIAE S3 MEFTE,

{58 F 18 & A 77 B S 8%

BI{E https://console.aws.amazon.com/ec2/ BBk Amazon EC2 £# &,
HEEEEKS | 812 Load Balancers (B HF#2%).
ENGEHFERNEBREAMEFHEARE.

EBMRIERY |, BERE.
£ Edit load balancer attributes (fR¥EEE BT & 2B M%) EE L , 1T TIIRE -

o ~ w0 bh =

a. EHHEER  FHEBENAR.

b. BEEFBE S3, ARENEFANMFIER. HE A S3REFENVLE , IFBEFF
Ho

C. &Eﬁﬁggo

£/ B FEECE% AWS CLI

{# A modify-load-balancer-attributes %

1= A Network Load Balancer F91ZEX B 5%

LA BRE A TEREATNGE. EE8FRFNRH 2R , FHERSREE S3 REFHEF
BEEEMBREM, MTEFMENA , 2 (Amazon S3 FHEER) FWEN, BREMNFEA S3 #E
Er#8. Amazon S3

ERAEE & F ARG &%

BI1¥ https://console.aws.amazon.com/ec?/ BIEX Amazon EC2 A,
HEEEEKSF |, BIE Load Balancers (B EH F#23),

ENAEH RN ERRARAEFAEARE.

EBMRIERY , BERE.

gr¥iECEE | ERARFELEGS.

o a0 A w N~

5/ =R EEGE & AWS CLI

BREDER —


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html
https://console.aws.amazon.com/ec2/
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& A modify-load-balancer-attributes %o
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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