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An Example CI/CD Pipeline in CodePipeline

Source Build Deploy Manual Production
Approval
Developers Changes Built code is Code is
commit | are built and automatically Developer automatically
changes tested in deployed to reviews and deployed to
to CodeBuild staging server |=———j| approvesfor |\—3! public servers
CodeCommit build project with production in after approval
repository CodeDeploy CodePipeline
L i
S’ !
[y~ ] IVamal
Devd-:.l'rpers Customers
Changes, Ideas,
Updates, ] Requests,
Fixes Bugs

L EIS | BI A BT CodeCommit WM FFE , WHARMARMBELERB., MAHE
CodeBuild FERVZEERKEEFNREERE , WFEH CodeDeploy SERBHBIAAMEER
B, tfEERERBEEE , B CodePipeline FZEMEE , LUMEHR CodeCommit fE1FEF Y E
B, BEELEE, TR K ARBAIEENMIENENBHEIAHFAREE. BRI ERH
BEEE , MEEARARSLITESANS , SINBEREHAE. KWERELHER , BKE
BEEZR  WRARE , RFBREBTEANLEEREB., CodePipeline # 2 RIEMBENEXTHEE
EEHTERE.
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« CodeCommit : EmMEEES

+ CodeBuild : ¥ Jenkins £ CodeBuild

+ CodeDeploy : EmAREES

+ CodePipeline : EmiREES
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MREEEEREBEANNEGEE | BUAFHEREEHNE AWS Chatbot ZBEHES , MESBEANEEE
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SNS = M THBHARNEZE M,
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MR BEBAETETIERANINGE , BiBAHE B M API AWS CodeStar Notifications, B EEHCZH
AWS EREE (BAFAAN, SFUNEH. BANRANEHZEETE AWS CloudTrailf, AEIR IAM
BUR ALRFEIER API B E,
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79 MEEEE codecommit-repository-
approvals-status-change
RAEBRE d
codecommit-repository-
approvals-rule-override
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. pull-request-created
RREEH
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REERE pull-request-source-upd
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pull-request-status-cha
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ed
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ed
BEESERLEBEAKRANEH
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EEARRE K codebuild-project-build-sta
te-failed
Succeeded
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BfFLE codebuild-project-build-sta
te-in-progress
codebuild-project-build-sta
te-stopped
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X se-failure
FXZh

codebuild-project-build-pha
se-success




FRABIEXZA

ERAEER

HERAEN LENRANSEH

%5
EhE

EELBANRNSEH

B ERET

E e
K

Succeeded

[SAEE)

E4
Succeeded
R
EBUH

[SAEE)

e
Succeeded
|
EBUHE

R

E# 1D

codedeploy-application-depl
oyment-failed

codedeploy-application-depl
oyment-succeeded
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oyment-started

EH# 1D

codepipeline-pipeline-actio
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codepipeline-pipeline-actio
n-execution-canceled
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2 BUH
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Succeeded
2 Bt

FEE KB
Succeeded

EXTE

EH#ID

codepipeline-pipeline-stage
-execution-canceled

codepipeline-pipeline-stage
-execution-failed

codepipeline-pipeline-pipel
ine-execution-failed

codepipeline-pipeline-pipel
ine-execution-canceled

codepipeline-pipeline-pipel
ine-execution-started

codepipeline-pipeline-pipel
ine-execution-resumed

codepipeline-pipeline-pipel
ine-execution-succeeded

codepipeline-pipeline-pipel
ine-execution-superseded

codepipeline-pipeline-manua
l-approval-failed

codepipeline-pipeline-manua
l-approval-needed
codepipeline-pipeline-manua
1-approval-succeeded

MREFERR AWS CodeBuild IAM EAEH A EH ZEBE AWS CodeCommit
AWS CodeDeploy , 5. AWS CodePipeline EEREEMN IAM FRERAR |
A EBRIEHNACHFIRHNACEABAAENTTT. A, 2EEA
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AWSCodeBuildAdminAccess, AWSCodeCommitFullAccess. AWSCodeDeployFullAccess =%
AWSCodePipeline_FullAccess SEBERNFERE , EEBANEEEEFIE,

NFESEHPBRNFRET , F2EE D EBE.

MREEKEP—EARRERE IAM ERAERAR® , LUK CodeBuild FHEBHRE, CodeCommit
W 1ZE. CodeDeploy FHIZIEBEFAER = CodePipeline HHEE , EALBKEL FE—EEHH
B, #EETRHREREBEHN, BRIFESHTIIEHE

« CodeBuild : B#5{E A CodeBuild

« CodeCommit : %5 A CodeCommit

« CodeDeploy : #Z

- CodePipeline : Bi#a{E A CodePipeline

MREEHTER IAM ERE, FENALWENEENT , FEELATEPNERF , REEABRH
FREHRT T &R,

MRESEEFRAAABHETN Amazon SNS T, MAEABENEYIE , AIVEERAHTS
HE£ M ZE Amazon SNS FEMEER , LR EXTEEABHRANBE,

@ Note

BEHTIIER , ELAEREREEFAINIRFEA, WHFEEA ,
— & IAM B & £ /& MEE.
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- EVNEABANEEFIBEER

- BREBHH Amazon SNS &

- REAEFTEIMASEZEMN Amazon SNS &

BUNEABANEREFIRBER

BAILAER IAM EAEEA , IEAEEHFTNACRFREAEAHE VBN RE (AWS
CodeBuild AWS CodeCommit AWS CodeDeploy, =% AWS CodePipeline) REREB A, &Ll
MECHEEK  YEAZFERESEHE.
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https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started.html
https://docs.aws.amazon.com/codecommit/latest/userguide/getting-started-cc.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/tutorials.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/getting-started-codepipeline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
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-FEﬁi}#f’ﬁ?f_\ﬂﬂﬁ%ﬁiﬂﬁ%‘l‘ﬂ%ﬁﬁ%ﬂ*ﬂ%ﬁfg 1AM {E}ﬂ%ﬁ’g 1AM ﬁﬁﬁo yu%j&ﬂ\z;’*g%ﬁ}-—f
B TUERKEBREME AM ERE  IERAETREN IAM A6, SHALH

CodeBuild, CodeCommit, CodeDeploy B CodePipeline FAZEHX , Hb BTN KK E
AEEE (RBEENEEME).

HYTHBER , @M ABR (Bl AWSCodeStarNotificationsFullAccess) Mt BEERIERA
REA, RMEATNHBETERENER (Bl , This policy provides full access to AWS

CodeStar Notifications.

B EfEM JSON BURMREE S HE LR

1.

Z A AWS Management Console , Y7E https://console.aws.amazon.com/iam/ : //www. B RX

IAM £ 5,

EERINEBEERF | i Policies (BK).

WM RIE R IBE —REFE Policies (IR) , B2 H R Welcome to Managed Policies (EUI A Z &I

%K) HM. 1##Z Get Started (BIAER).

EEHEER , i##2 Create policy (BRI BUR).

HEHRmEERR T , 1EE JSON RIE,
AT 5 JSON BURXH :

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSCodeStarNotificationsFullAccess",

"Effect": "Allow",
"Action": [

"codestar-notifications:
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:

CreateNotificationRule",
DeleteNotificationRule",

DescribeNotificationRule",

ListNotificationRules",
UpdateNotificationRule",
Subscribe",
Unsubscribe",
DeleteTarget",
ListTargets",
ListTagsforResource",
TagResource",
UntagResource"

fit}


https://console.aws.amazon.com/iam/
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"Resource": "*"

}
]
}

6. igg Next (-F_i)o

(@ Note

&R LARERF LD 4R BALER JSON fREERIETE, T , REETEENERBLIRERR T
BET—F , IAMRARERBENBRER  UWEHHRBIRERETREL. 0F
HAEHS , F2E IAM EREEEPNERZRBRESE.

7. ERRHERYEEL  AGEERYNEERARESBRED 2RA). RIELEERESNS
T, REECHREFETHET,

8. 1#EiF Create policy (B BUR) R FENHBR,

REBHB Amazon SNS FE&

REBHNREEAZEZE , RN BEHNFLIEE T Amazon SNS 8, MMEIHE Amazon SNS FEH
BTHER , EBALAERAZERE :

- TEVRELEZEZVBARINER (REER, HEFRARENX, REEREE ) AWS B 18E
Y

« ZEREE 2019 &£ 11 A 5 Bz i AR ARE* CodeCommit HIiEH, MREEH |, MEHBIESRHAX
NEERMBRBFRR R, BALLERBFERLTE  BRSEXERBIEEFREERMAEMBHYEE.
MBE2019F 11 A5 B2H , ME—RZEREERTAREAN , AIBEENBERRARENTER

- ©EEFRFF AWS CodeStar Notifications 247 @ HE| = EHBUER,

% E Amazon SNS EE % AWS CodeStar Notifications J& &R BI#Y B &

1. & A AWS Management Console , ¥¢7E https : //Amazon SNS E£12 & : //nttps : /https:/
console.aws.amazon.com/sns/v3/home.microsoft.com,

2. TEEBHG | BEF Topics (X)), BELERENEE , RARIERE Edit (RE).
3. BB Access policy (TFEUBUR) , AEIEIE Advanced (EFE).

ks
it
N


https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_policies.html#troubleshoot_viseditor-restructure
https://console.aws.amazon.com/sns/v3/home
https://console.aws.amazon.com/sns/v3/home

FRABTIEXRA

ERAEER

4.

7 JSON #miEsR , ABERME TR N. 2 EE ARN,
.

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]
1,
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012
MyTopicForNotificationRules"

}

ZBRBRR e a0 BT EHIFR R

"Version": "2008-10-17",
"Id": "__default_policy_ID",
"Statement": [
{
"Sid": "__default_statement_ID",
"Effect": "Allow",
"Principal": {
"AWS" . "EM
b
"Action": [
"SNS:GetTopicAttributes",
"SNS:SetTopicAttributes",
"SNS:AddPermission",
"SNS :RemovePermission",
"SNS:DeleteTopic",
"SNS:Subscribe",
"SNS:ListSubscriptionsByTopic",
"SNS:Publish"
1,
"Resource": "arn:aws:sns:us-east-2:123456789012
MyTopicForNotificationRules",
"Condition": {
"StringEquals": {

AWS [E1F AWS RS ID MEES

:codestar-notifications-

:codestar-notifications-
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"AWS:SourceOwner": "123456789012"

iy

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {

"Service": [

"codestar-notifications.amazonaws.com"

]
.
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules"

}

5. 1#{Z Save changes (RREEE),

6. WMREBEMFHMER Amazon SNS FEREIXBH , LBEBXAEA T SIEIR AWS KMSH #7118
Z NBUER , LRRASEHIR (AWS CodeStar Notifications) 821173 ¥ 22 2 B HA M AWS KMS
keyo #% AWS EiZ ( FEILEHIH A us-east-2) R BRI £ AWS EiF 89

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "codestar-notifications.amazonaws.com"
b
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "sns.us-east-2.amazonaws.com"
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]

MEFMER , 52H "AWS Key Management Service B % A BIERH N FREMNZMER AWS
KMS 1 A BUR iR 1o

EEAETRMABZER Amazon SNS £

FEREXATEMAENE R B ZHN Amazon SNS T8 |, FEeiEREHN, NRFERAEBZBE 74
HEETER , RBIAAELMIRETE , FeEBWEN, ZEEASBAEIZL Slack 3818, Microsoft Teams SHE
Amazon Chime MIXEHRHFERE , B2E "ZHEBEHH AWS Chatbot 2EWES, .

ZEHAETEARNEANRN Amazon SNS =8

1. & A AWS Management Console , 3¢ 7E https : //Amazon SNS £ : //https : /https:/
console.aws.amazon.com/sns/v3/home.microsoft.com,

2. HEBEZIG | BIE Topics (FB8) , AR EELEEZFHETENEE,
3. 1f Subscriptions (FTRB) # , i#E Create subscription (5TE).

4. 7 Protocol (BFAWHE) # , iEFE Email (EFE4). £ Endpoint (¥im2E) & , I A S FE4ibar |
SRR $E Create subscription (B3I FTH).

BRI fE B A

FREERABANSEELRZREEF—EAREER. MERAEN, EElREFELREENRA,

® Note

F-XRBUBHRAE RESELNIRFHEIREEEA®, MEFMENR 5
AWS CodeStar Notifications & R ELZ A E,

s

B

omst

ES ]

.« ZRIFH

- BV REENEARL
- BUEBEERNENRA

- BUIERAEXNBEANRR
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https://docs.aws.amazon.com/kms/latest/developerguide/sns-server-side-encryption.html#sns-what-permissions-for-sse
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html
https://console.aws.amazon.com/sns/v3/home
https://console.aws.amazon.com/sns/v3/home
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- BEVEEBENEHRL

FORIFAF

K TEREL AT, KEFE—ALRLENR R HNER,

 7£ CodeBuild FEVEEEXRSERARENEEER,
- BVERAEXSFEARENHEEAES.

« 7£ CodePipeline HEV EEHFHARBENEE,

« B AWS CodeCommit fFEHEARBNREFE,

B RFENEANSRR

BUNRNBASRL  LWEXHEMEREZENREFESHNERELN, THSRAPANMAEE—FEF
EEHLREBEHNRA. EESRNABTERRENIKRFPERERTE AWS .

/A Important

MR 2019 F£ 11 A 5 B2 HITE CodeCommit REREBEH , AIARIELEHH Amazon
SNS FHEH# T E AFF CodeCommit R ETHBEEK , HHPZEEE AWS CodeStar Notifications
FIENFFAITENGT. TERFEAELETE, NREBEFEAAZEREIN A KRTERFE
M 29\, IEAARIE AWS CodeStar Notifications FTEEMBIER. MFEFMER , FSHE [E
JBEHIK Amazon SNS =7 Ml THRBHABTHMZ £,

1. BI{E https://console.aws.amazon.com/codecommit/ FARX CodeCommit 12 A&,

2. RBEEPREEREEIRMTE.

3. iEIZE Notify (BH) , AREZEIE Create notification rule (I EHR ), &t A LUIEE Settings (
). EIZ Notifications (BXI) , A& IEIEF Create notification rule (BB H# Al),

4. 7£ Notification name (BXE ) A , MARINBER.

5. WMREIAFBLERMI Amazon EventBridge WEASTEEBH A , F87E Detail type (FEIHEAZR)
F | i#{2 Basic (BEX), MREE TSRS Amazon EventBridge WEF , AR TJRERERIRTS
NBAEE T ERMENENR , FREZE Full (RE),

X

WMEFHRES , FSRTBEEARETNZ 2,

B AEA 18


https://docs.aws.amazon.com/codebuild/latest/userguide/create-project.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/applications-create.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/pipelines-create.html
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-repository.html
https://console.aws.amazon.com/codecommit/
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6. 7£ Events that trigger notifications (#§3&HIEYE#) B Branches and tags (7 X MZEH) T , iEH
Created (BE#31),

7. & Targets (H4Z) /1 , i#1E Create SNS topic (B3I SNS X&),

® Note

BEZNBENFRANBEPRYFEN , RREAEEHAETF CodeCommit HEHBZME
FEMNBE, FHAMEEMNRAZVINEE  ARERERITEEEZRNFEENER
BANFERE,

£ codestar-notifications- FEZ%& , WA EXBENERE , REREE Submit (BX).

® Note

MREEFHRE Amazon SNS TEMIFEVHERE , B Targets (BF) PiEEH
ARN, FREFTHEAHENTFIHE K mATEEEERTEAFEFTERMERENR
HEERE, N8R Amazon SNS EERE 2019 £ 11 A 5 B2 a AR CodeCommit &
HHEE , ©H2E A CodeCommit RMFEITHEBUER , Hh 3 E 8 AWS CodeStar
Notifications FTEMEFAIFEIMNFFAI, TEZEAGBLEIE. IRECHEFHARERE
ME O, BRTEREEN 25, EXAEFHE AWS CodeStar Notifications FFEEMER, WME
HMEN  ESE REBHNM Amazon SNS FRE M THREBHNABTHNEZ 4.

8. EIE Submit (X)) , AR WMEBHRA,

9. UBHNEFEHuuITEERIZEH Amazon SNS 58, WMFHMES SR EFEHREITEA
FAB SR Amazon SNS &,

10. AIERHREE K LRFERIIBIAERD X
1. BUSX%®  BARAASEEBANGHMEIEIRE A HhasXBHNHEEEA.

BYREERNEHNSRR

BHNERMNBEARA  UEXEEZER THEMSREENSHNEEEAN, THIZRRA[UAIEE—
HREREALREBARA, EESRNRBBRRENRFHEREREER AWS

1. BI{E https://console.aws.amazon.com/codebuild/ Bk CodeBuild &,

2. REEREBEBERIFEME.

B AEA 19


https://console.aws.amazon.com/codebuild/
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3.

10.
11.

iZIZE Notify (BH) , AEI1ZIF Create notification rule (B3I EEIRA), Eth A LLIEIZE Settings (5&
) , AR%IEIZE Create notification rule (3@ &137 8),

£ Notification name (BHEH) # , WARUNEZHE,

mRERFLER ML Amazon EventBridge WEA B EEBEHF |, 551 Detail type (FHHAEAER)
F | %32 Basic (BX), MREEIERMLE Amazon EventBridge FEF , AR WJRE B RIRTS
NEAEETERMNERNR , FEE Ful (&),

MEFHBES , F2R THREBEARE LS M,

£ Events that trigger notifications (#&2% & MK S4) B Build phase (FHZEFEER) T , EEHX Success
(BXZh)o

£ Targets (B4Z) # , i#1E Create SNS topic (B3I SNS &),

® Note

BEEVBARINBREPELIER , RKSREER ST CodeBuild $EHRMEE
BHBR, FHSEENRANRINEE  FENEREIFTRTEREINEEZERAEE
BANERE.

£ codestar-notifications- FEZ & , WMAEXEN B , REZIEE Submit (1BXR).

(® Note

MREEFEHARE Amazon SNS EEMIER U EE , FB51E Targets (B ) PEEH
ARN, FREFTHEAHENTFIHRE K mABTEEEERTEAFEFTERMEBRENR
WERE, IR Amazon SNS EE R 2019 F£ 11 A 5 B 2B AR CodeCommit &
HHEE , ©832 A5 CodeCommit BMEITHEE , HHh a8 AWS CodeStar
Notifications FTEMFFAIFEIMNFFAI, TEZEACBLEIE. IRECHEFHAXERE
MK O, BRTEEEN 24, EAEHE AWS CodeStar Notifications FFEM R, ME
SHMER , F2E REBEHAM Amazon SNS FRE M THREBHABSHNEZ S,

iB1E Submit (1£R) , AEREAEXNBZ A,
LURHE FE b it TR MIZE LA Amazon SNS 88, MEHMAEN ,
FAEBEEIHY Amazon SNS =25,

EESCNERERIRBER,
B TERARERERE R  BARASEEBAEEIEREE P ISXSHNERER,

AROREEMAERA

B AEA 20
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BUYSERAENNBEHNSR

BAEBBEARAA , LEEHEEAEX LEEMSREENSHNEREAN. TIHSRR\WMAE

E-HEEREHLIREBARA, SLTRBRESE AWS IRFFREFBERAER,

1. HI{E https://console.aws.amazon.com/codedeploy/ BARX CodeDeploy ¥ A&,

2. WEEHEEZEEARILRERE.

3. EIE Notify (BHI) , AA%KIEFE Create notification rule (BILEHFA), &t LLUEE Settings (5%
TE) , R1ZIBIZE Create notification rule (I BHFA),

4. 7£ Notification name (BHEE) + , MARRANERE,

5 WMRERAFLERMIE Amazon EventBridge WEA T SEBH T , F57E Detail type (FEMHEAIER)
B | #{E Basic (EA), MREEIERMIA Amazon EventBridge WEF , LAk AT aE R &R ARIE
RBAEETERHENER , FEE Ful (),

WMEFMES , F2RTBEEIRNETNZ 2,

6. 7 Events that trigger notifications (#&%% & HKE4) #9 Deployment (5F) T , i#EX Succeeded
(BXZh)o

7. & Targets (H#E) /1 , i#1E Create SNS topic (B3I SNS &),

(® Note

BEERVBASANBERRY TER , RRERELEM AT CodeDeploy S SH4RMHE
FENBER. FAMHBARNEINEIE , FRBREZRTHEEZRNBEEARE
NHEBBINERE,

£ codestar-notifications- FEZ & , WA EXEN B , REZIEE Submit (1BXR).

(® Note

MREEFEHARE Amazon SNS EEMIEEV#HERE , 5F51E Targets (B ) PEEH
ARN, FHREFTEEABEENFIREXR K MBTREZFERTEAHNEETEREEENA
WERE, %R Amazon SNS EEE%E 2019 £ 11 B 5 B2 B AR CodeCommit &
HHERE , ©H3E A5 CodeCommit ZRMHEITHEBUER , Hh IS8 AWS CodeStar
Notifications PRRMFF AT FEIRFFA], TEREAELETE, NRELEFA/XERE

B AEA 21
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MK O, BRTEEEN 29, EHLEHIE AWS CodeStar Notifications FFER B, WE
AN  BF2E RTEAN Amazon SNS FE 1 THREBEAABRN L4,

8. EIF Submit (I£X) , AR BEBAHRAL

9. LUEMEFEMG it FTEIEMIZE A Amazon SNS B, MFHMET , F2EEFEREITEA
FABEIHY Amazon SNS &,

10. FIEENHNERARXALRBIEE
1. BERYZE  BARNSEXZBENGAETEINRE AT SZSHNEEEN.

BYEEnBENSL

BUNBRTBARL  UEXGEELHEZFEENEAHEN., TISHRRAANATEE-EESH L
REBAMRA, EELSRNEBBRENIRFPEREEE AWS .

BI{E https://console.aws.amazon.com/codepipeline/ BB CodePipeline £ 5&,

2. RBEEPEREEEYHEME.
3. BIZ Notify (B&I) , A% IRIE Create notification rule (I BHRH), E AT LURIE Settings (5%

TE) , R1ZIRIZE Create notification rule (B3 BHFA),
4. 1£ Notification name (BXEZ ) A , MARINBERE,

5 MREIAFLERMLS Amazon EventBridge WEATEEBAF , 557 Detail type (FEAHEFAEE)
F | 3#1Z Basic (EZ&), MR EEILEERML Amazon EventBridge W& , LAK AT sE R ERIRIE
RBHAEETERHENER , FEE Ful (),

WMEFHRES , FBRTBEARETNZ £,

6. 7t Events that trigger notifications (&% & HKIE4) B Action execution (BIEEIIT) T , EH
Started (EBI#).

7. 1E Targets (B1E) # , i#Z Create SNS topic (23 SNS £ &),

(® Note
BERMBARINBEFELEER , REGREER RFF CodePipeline &SR M E
FRENBR, CRASHENRNZINEE  AURBAERFTREZEZRILEEHERRE
M EAE,

£ codestar-notifications- FE 2% , MATEN BT , ARIEE Submit (IBX).

B AEA 22


https://console.aws.amazon.com/codepipeline/
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® Note

MREEFHRE Amazon SNS TEMIFEVHEE , B Targets (BF) PiEEH
ARN, FREFTHEAHENTFIHE K mATEEEERTEAFEFTERMERENR
HEERE, N8R Amazon SNS EERE 2019 £ 11 A 5 B2 a AR CodeCommit &
HEHEE , ©H32E A CodeCommit RMFEITHEBUER , Hh 3 E 8 AWS CodeStar
Notifications FTEMNEFAIFEIMNFFAI, TEZREAGBLEIE. IRECHEFHARERE
ME O, BRTEREEN 25 | EXAEFHE AWS CodeStar Notifications FF BRI ER, ME
HMEN  FSE REBHNM Amazon SNS £RE M THREBHNABTNEZ 4.

8. IEFE Submit (IBXR) , AERMWEBHR A,

9. UBHNEFEHuuITEERIZEIH Amazon SNS 58, WMFHMES , SR EFEHREITEA
FABENHY Amazon SNS &,

10. EBEZENEE , A% 1EFE Release change (RAZE),
11. BERRMRRE , BARRSELABANGETEINE K HPISsXEHNHEBER.

{5£ F B AR Al

EFEMBAS  BREEFAEBZVEANNSEH  WIEERBELBEMNWEEZ, BaLLEIB Amazon
SNS , SiEiB A Slack = Microsoft Teams SHEFREH AWS Chatbot A Fif , BEIEEIXE G EH
E, MREEZERBANWEE , B AFEEREBEHE AWS Chatbot 2 EIWES |, LUEKBAEIE

ZE Amazon Chime Bl XZE, MEFMENR , 552E BEE M A BEZHE AWS Chatbot ] Amazon Chime

AN
Ho
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Create notification rule

Motification rules set up a subscription to events that happen with your resources. When these events occur, you will receive
notifications sent to the targets you designate. You can manage your notification preferences in Settings. info

Notification rule settings

Motification name

MyNotificationRuleForPullRequests|

Detail type

Choose the level of detail you want in notifications. Learn more about notifications and security [4

O Full

Includes any supplemental information about events
provided by the resource or the notifications feature.

Basic

Includes only information provided in resource events.

Events that trigger notifications

Select none I | Select all

Comments Approvals Pull request Branches and tags
On commits Status changed Source updated Created
On pull Rule override Created Deleted
requests Status changed Updated
Merged
Targets

Choose a target type for the notification rule. SNS topics can be created specifically for use with the notification rule, or
existing topics can be modified for use with notifications. AWS Chatbot clients for Slack integration must be created
before you can choose them as a target type. Learn more [4

BRLMERARBABTEFZAH AWS CLI REVYMNERBARA,

ES]
- BYBASRA

ERAEARA

24
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- BRBANRL
- fmeEE AR A
- BASERBHRAKNERN
- BRI &£ Al

ByaEAsal

BRI UEABBSAETIEFTRASR AWS CLI REMBEAREA, EA LS Amazon SNS TEEV AE
HBRNERE  MABRYRAMN—Er. MREBEFEH AWS Chatbot BF IR ABE , BHAXRE
MNEZAFPW , TEEMNKRAl, MEFMER , BSBERE Slack #HER AWS Chatbot A F o

BUBAKRA (E2A8)

1. FARRAWS IR ABTEIIEA |, UL A https : //https://console.aws.amazon.com/codesuite/
settings/notifications,

2. EREBIAEZER,

« ¥ CodeBuild , 551212 Build (&) , i#{2 Build projects (RBEER) , AR BRE—ERER
2=

- &% CodeCommit , ##E Source (3KIR) , 1i##F Repositories (RFE) , AR EEFE—EAREE.
- &% CodeDeploy , i#12 Applications (JEATRER) , RZBE—(AEARER.
- &¥f CodePipeline , ##E Pipeline (B1&) , EE Pipelines (Bi&) , AR EE—EEE.

3. EEREMEL , #E Notify (BXI) , REZIEIE Create notification rule (B3I BHFR A, &t o] AR
AERM Settings (5%E) B , #17E Notifications (&%1) = Notification rules (EZIR BY) , REE
2 Create notification rule (3 B3 Al),

4. 1£ Notification name (BXEZ ) 7 , MARINBERE,

MRERFERMLE Amazon EventBridge WEA ST EEBAIF |, 587 Detail type (FEHEFAETE)
F | 3#4Z Basic (B4, MR LB LEERME Amazon EventBridge W& , LAk ATsE A E R
REANEETERHNENR , FEE Ful RE),

WMEFBES , F2RTBEARETNLZ 2,

6. & Events that trigger notifications (8B HNEH) b , ENALEEXBIANEH. WFEERN
EHRA  BFBETIRE:

« CodeBuild : ZEEE LB BB S=4
« CodeCommit : f# 7 E 805 BIfY =4+
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 CodeDeploy : FIEEAREN EBAHRANEH
« CodePipeline : BB FIBHFANEH
7. £ Targets (B8) # , AT NHIEH AP —EEE :

- MRLACHRETEHEBHEREANER , BEEZEREERED , AWS Chatbot (Slack), AWS
Chatbot (Microsoft Teams) 2 SNS topic. FEEZFEBED , BEAFKNERE (HARE
AWS Chatbot A EXEHY Slack 2 Microsoft Teams FF i ) 2 Amazon SNS &M Amazon
Resource Name (ARN) ( BEAREREBHAFTEBRERN Amazon SNS £/ ) .

- MREBEARBREEHBANEEFERANWEIR , 551812 Create target (B BEE) , AERIEEE SNS
topic (SNS %), £ codestar-notifications- Z#% , IRMEFEEHE , ARIEIE Create (B1L).

® Note

- MREGEBRVBEARAUNBEPEIL Amazon SNS TR , KERALERAAFFEANEE
REHBRMETENBER. ERGHBEANRNEZEINEE , APRBERERFTATER
Wit EREEERNERE

- BEEAEBEINBABABEEIT AWS Chatbot A Fim, fREIEIZE AWS Chatbot (Slack)
= AWS Chatbot (Microsoft Teams) , & & F| — iR , I REE AWS Chatbot &%
ERFBR, BEXBRESB AWS Chatbot T2 A, MEHMENA , EFSBRE Slack
$EIER AWS Chatbot Fi F i,

o MBEEEFHRER Amazon SNS FEMABE , RTZETEVREEENEMAEAM
BURZH | BAEHFIE AWS CodeStar Notifications FTERBUER, MEFMEN , B
B R EB AN Amazon SNS 78 Ml THREBHARMZ M.,

8. EIE Submit (BXR) , A& WEIEFF A

@ Note
ER &SR] EARBEEES/RA B R Amazon SNS EREFTE , FREREIER, N
FHEEA , FOREEAEFTRARBEAL Amazon SNS &,

ERBEERA
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2B HH A (AWS CLI)

1. HERIBEIDHERRETF , #1T create-notification rule &85 , AE4LE JSON EXEE,

aws codestar-notifications create-notification-rule --generate-cli-skeleton
> rule.json

BULKERGERTANEEENERE, EHEFF , BRBEA rule. json,

2. EMNFRESRTHMJISON EX , YiRERXRISLVEANRINER, SHEEM Amazon
SNS B,

T 5|£i%IFE R ID MyNotificationRule A 123456789012 AWS ZRFEHE B MyDemoRepo
ZREENBEASL, BEUS2ZNEEEK  SEREFHEFASREANEANSEXEER
MyNotificationTopic B9 Amazon SNS F &,

{
"Name": "MyNotificationRule",
"EventTypeIds": [
"codecommit-repository-branches-and-tags-created"
1,
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Targets": [
{
"TargetType": "SNS",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic"
}
1,
"Status": "ENABLED",
"DetailType": "FULL"
}
RERER,
3. HERIFEHEHG ST , BIR#IT create-notification-rule &+ , FRERIFEENERELBANR
EJJO

aws codestar-notifications create-notification-rule --cli-input-json
file://rule.json

4. MR, kS EEEEANRAMN ARN , DT R.

ERBEERA
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{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

FHBEAR RS HEE (AWS CLI)

1. ERFEEISDRTETT , #1T list-event-types i f. BALUFER --filters iBHE , @
ERHAFEERERREMEY, S0, A TS EERE CodeDeploy ERAEXNWEHEIE
=8

aws codestar-notifications list-event-types --filters
Name=SERVICE_NAME,Value=CodeDeploy

2. WHSEELEHELTIING L,

{
"EventTypes": [

{
"EventTypeId": "codedeploy-application-deployment-succeeded",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Succeeded",
"ResourceType": "Application"

},

{
"EventTypeId": "codedeploy-application-deployment-failed",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Failed",
"ResourceType": "Application"

},

{
"EventTypeId": "codedeploy-application-deployment-started",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Started",
"ResourceType": "Application"

}

]
}
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MEEBIE AR R (AWS CLI)

1. ERFEIDSRTRIETSP , #1T tag-resource 5. HlEl , FATHGTRIFIEEES Team
BEA Li_Juan WERSB/ES,

aws codestar-notifications tag-resource --arn arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/felefd35-EXAMPLE --tags Team=Li_Juan

2. L TEELABRUTINGL,

{
"Tags": {
"Team": "Li_Juan"
}
}
4R 8@ &35 Al

AU EARBAEIETEAR AWS CLI #18 AWS BEFAMEERNEBHR R, &40
AEEBRANRUNFRER. REVBHRANEFTE , EFLTERNEREME,

BEEBHSAA (EEAR)

1. FRBMAWS IR ABTEF#A , #8iLA https : //https://console.aws.amazon.com/codesuite/
settings/notifications,

2. H®EEF , BF Settings (FRE) , AR&IERE Notification rules (BH# Al).

3. EBEAKRAH , BE AWS BE ZEEIEAZ ¥ AWSIRF A ERFRENRAEE., £HEE
BT AWS EiF,

4. ZERGBHAFBANFMEF A BREETPRET , RERIFIEF View details (IRRFHER). Bt
AU EMEEEPREERLERE,

R & AR AEE (AWS CLI)

1. ERIFEBIDSIETETHR , #1T list-notification-rulesin S LA IRIEE AWS EFENFTEBEAER
Al,

aws codestar-notifications list-notification-rules --region us-east-1
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REABTIEEEA EREER

2. MBI , kT TEERLE AWS EFFESEEAHRAN ID F ARN , I FFIR.

{
"NotificationRules": [
{
"Id": "dc82df7a-EXAMPLE",
"Arn": "arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/dc82df7a-EXAMPLE"
.
{
"Id": "8d1f0983-EXAMPLE",
"Arn": "arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/8d1f@983-EXAMPLE"
}
]
}

BB AR B FEEF (AWS CLI)

1. EREEIDSERTRIFTE , #1T describe-notification-rule 55 , I35 EBENR BIA ARN,

aws codestar-notifications describe-notification-rule --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-EXAMPLE

2. WMRRY , Gk TEENBHSRLNT,

{
"LastModifiedTimestamp": 1569199844 .857,
"EventTypes": [
{
"ServiceName": "CodeCommit",
"EventTypeName": "Branches and tags: Created",
"ResourceType": "Repository",
"EventTypeId": "codecommit-repository-branches-and-tags-created"
}
1,
"Status": "ENABLED",
"DetailType": "FULL",
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE",
"Targets": [
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"TargetStatus": "ACTIVE",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic",
"TargetType": "SNS"
}
1,
"Name": "MyNotificationRule",
"CreatedTimestamp": 1569199844.857,
"CreatedBy": "arn:aws:iam::123456789012:user/Mary_Major"

KRB H 5 R R ZEIEE (AWS CLI)

1. ERIFEIDFRTFETSD , BT list-tags-for-resource 5 RGRATIE EBAIR A ARN WATE
R,

aws codestar-notifications list-tags-for-resource --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/felefd35-EXAMPLE

2. WMRERI, ks ERNEHEREUNT,

{
"Tags": {
"Team": "Li_Juan"
}
}
i S5 08 K14 A

BURERBA[ANBERAHE, SEBAMSHNEN. FHEARE  IBHNEXIN—HZE
B, SEUFEARBABIETEAY AWS CLI fmEBAR A

mEEARA (E£5)

1. BRAWS BHEABETEXEE , it A hitps : //https://console.aws.amazon.com/codesuite/
settings/notifications,

2. EEBEZI% , BB Settings (BRE) , ARIERE Notification rules (BEZIR AI).
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REABTIEEEA EREER

3. EBHRAF , REALKBMEA AWS BE 2 PHHE AWS IRFHERRENRA . ERARE
RS E AWS B,
4. WBERBRERR , AREE Edit (RE), #EITEE , REREEF Submit (1K),

fmEEE AR A (AWS CLI)

1. ERIFEIDTRIRIFETF , BT describe-notification-rule i , SAREE R BN ERE,
2. #17 update-notification rule I HRELE JSON EXEE , ARRFIER

aws codestar-notifications update-notification-rule --generate-cli-skeleton
> update. json

BOBERTREATMAECEENERE, EHEHId , 8RB update. json,
3. HEMNFimEEITHIR JSON BX  WHRAETESE,

T3 & HIFER ID MyNotificationRule B 123456789012 AWS 2R FEH & A MyDemoRepo
ZREENBEASRL, B2 NERE  BHASEEREA MyNotificationTopic 1
Amazon SNS £, HAIBEBEESR MyNewNotificationRule,

"Name": "MyNewNotificationRule",
"EventTypelIds": [
"codecommit-repository-branches-and-tags-created"
1,
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Targets": [
{
"TargetType": "SNS",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic"
}

1,
"Status": "ENABLED",

"DetailType": "FULL"

REER
4., TERFHEERGSTIF , BIX#FIT update-notification-rule i , EAZRIFEENEREFTBEANSR
A,
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aws codestar-notifications update-notification-rule --cli-input-json
file://update.json

5. WMR/KY , kv HEEBEHB R Amazon Resource Name (ARN) , 21 FFlr R

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

RIB AR RIBERIFER (AWS CLI)

1. ERFEIBTSRRFRTF , 81T untag-resource W H. Bl , ATHHEBRITE Team BB
HERR.

aws codestar-notifications untag-resource --arn arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/felefd35-EXAMPLE --tag-keys Team

2. HRY , ks EEEEAAR.

5FE2H

T

- FESBRBMNRAG A E
- BRASEABMRAN B
- B

R S5 A A AR Rl ey @ A

ELRVBARAE K FAREMABHN, EFFEATHLEEZBMMMERRA, RAESFHLBARE

BT,
SFEANRAUNBARE (E£8)

1. BRMAWS BHEEABETEXEE |, #BitA hitps : //https://console.aws.amazon.com/codesuite/
settings/notifications,

2. EEEZIH , B Settings (XE) , RERIEIF Notification rules (BZIHR Al)o

ERBEERA
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REABTIEEEA EREES

3. EBHRAUF , mEALKBMEA AWS B 2 PEH AWS IRFHPERRENRA, ERREFER
8F AWS EH,

4. SKELERASEANEARA K ARBETCUBETHFRER.
5. 7 Notification status (BHIARRE) |, BIFBFEUABSERAIGREE -

« Sending notifications (BEBEHI) : ERTEEL
- Notifications paused (BHIE{F) : T2 BHEEEEENBE,

S FENRABEEMRE (AWS CLI)

1. BRBHFEEEHAL (AWS CLI) RryFER | BUSE &8 Al#Y JSON,

2. #§ Status ¥{L#mEEA ENABLED (FE5%{H) =% DISABLED (i@ XN) , AREH1T update-notification-
rule s T LB EAREE,

"Status": "ENABLED"

i B 8 o 4% A

—EERRRERE 10 EEANRAY , AUFEBRBRTIBEFTENRA, SALEARBRASTETES
B AWS CLI SR BRidE Z143 2l

® Note
MERENR Az RRELER  BETUEMEBAR A, MERE SRR LTEMERE R

MIBRBARA (EEE)

1. FARBMAWS BB ABTEF#EA |, #8iLA https : //https://console.aws.amazon.com/codesuite/
settings/notifications,

2. HEEEI4 |, ER Settings (BRTE) , RRIERE Notification rules (B E1#H Al)

3. HEMBRAFT , MEIEERNEA AWS B 2 Y AWS (RFPERRENRA, ERBERER
BE AWS EH,

4. EBEBHBA , REBEE Delete (IER)o
5. EA delete , REIERE Delete (ER)-
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REABTIEEEA EREES

i B 3& ZN % Al (AWS CLI)

1. HERIFBEIDHIERRFETT , $1T delete-notification-rule 85 |, I8 EB AR AIH ARN,

aws codestar-notifications delete-notification-rule --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-EXAMPLE

2. WRKI , v ESFTMEREXNRNE ARN , IR

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

ERABARLEE

BARAEER—EENH K TEREBAHAINSHERERER , CEERBINNE. EAUEAR
Slack 5 Microsoft Teams $8i&Ez%EHK Amazon SNS EEH AWS Chatbot Fi Bk 2 B#TIRIE, &1
L& Amazon SNS TER VU ABE , MABRUBARAAN —Hr (BFR). S JLURFEE AWS BEX
BRAMI AR EHHIRE Amazon SNS £ , BEXAFASENBEREITRE. MREREFEH
AWS Chatbot FAFixiA B & , BB FLE AWS Chatbot FE I A Fif,

MRFEAEEREEANNEGEE  BUAFHREEHNE AWS Chatbot ZEHES , MESBEANEEE
Amazon Chime I XRE, A% , EBALLEIE A AWS Chatbot A F %% ER Amazon SNS £E#kA
BARAWBERE, NEFMENR , 528 E4E AWS Chatbot 1 Amazon Chime &,

A LMEAMBASTIEXEAR AWS CLI REEBEMBE, EULUEH £-A AWS CLI REIIL
FMERE Amazon SNS EEHM AWS Chatbot Al Fimfi A B 5. &t Al AEREERE S B HRH Amazon
SNS FFEEE AWS Chatbot Z B E S, Mtk—K , B AT LUSE X EIXZE Amazon Chime IR E,
WMEFMER , FSREEBRAM AWS Chatbot ZEHES,

ES- |

- BUSGREBHNRLBE
- MEBHNRYEE

- HEABREBASRAN B E
- BIERBEXFIEE
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BUYSREBARAEE

BHIR B B Z 2 ¥ Slack =i Microsoft Teams $BE % EH Amazon SNS FRE5 AWS Chatbot A F
o

BRAAFRE I AWS Chatbot PR , T ERAFRMABE, B&EE AWS Chatbot A FisfA
BHHR AR BER , €83 AWS Chatbot Fi Fims%E Amazon SNS £ , HA G 8B HEXE Slack
5} Microsoft Teams $SEEBFFENFIBEBER. BFAEEA AWS Chatbot Al Fimsz EEAIREH Amazon
SNS F&&,

BUBHMBAR , SN ERBASTEFEAFTEYT Amazon SNS BHRRABE, KEALERAR
AMBAEEERETENEE, ERABNFAEY BEENRBESE, MEFMENR  F2HEELEA
Al

MREEHABEE Amazon SNS £ | X BATCREFNBER , UAHFEREBNEEEZTE, NE
g4l , E2E THRTEEHR Amazon SNS R, .

(@ Note

MREEFHIRAE Amazon SNS TEMIFE N FHEE , 3B Targets (B1E) HIBEZEH ARN,
RHRETEEFEENFREBER , MATBREFERACSEAHEFTEREREANERAE, W
£ Amazon SNS R 2019 £ 11 A 5 HZH AR CodeCommit BHMWERE , ©HEEE
75 CodeCommit ZMAEITHEE , HHP TS E AWS CodeStar Notifications FrFHYET AT R [E
WA, TERFERAELTE, NMRECRECHAZBREVN A BRTESEEN 2, BL
A% 18 AWS CodeStar Notifications PRI R, MBFHMES , F2H HEBEHHK Amazon
SNS FE M THBAABRTNRZ LM,

MRGHEERERBANEE , B UFEHEEBHE AWS Chatbot ZRBEHNEES |, LLESBHNEXE
Amazon Chime Bl XZE, MFEFMENA , 528 BEE M & BEHEE AWS Chatbot #1 Amazon Chime %

PAN
Ho

X EIRE Amazon SNS FEMABARAEZE (X2 A)

1. & A AWS Management Console BRI https : //https://console.aws.amazon.com/sns/v3/
home Amazon SNS &,

2. MEZEZG | B Topics (E/8), BIEFEFHE , AR EEF Edit (RE).

3. EBM Access policy (TFEUBUR) , AR&IEIE Advanced ().
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FRABTIEXRA

ERAEER

4. 7 JSON fmEEsr , ABERME T HIRIEN, T2 EHE ARN,

.

"Sid": "AWSCodeStarNotifications_publish",

"Effect": "Allow",
"Principal": {
"Service": [

"codestar-notifications.amazonaws.com"

]
+

"Action": "SNS:Publish",

"Resource":

MyTopicForNotificationRules"

}

ZBRBRR e a0 BT EHIFR R

"Version":

"2008-10-17",

"Id": "__default_policy_ID",
"Statement": [

{
"Sid":

"__default_statement_ID",

"Effect": "Allow",
"Principal": {
IIAWSII : nmen

Iy

"Action": [

"SNS:
"SNS:
"SNS:

"SNS

1,

"Resource":

GetTopicAttributes",
SetTopicAttributes",
AddPermission",

:RemovePermission",
"SNS:
"SNS:
"SNS:
"SNS:

DeleteTopic",

Subscribe",
ListSubscriptionsByTopic",
Publish"

"arn:aws:sns:us-east-2:123456789012

"arn:aws:sns:us-east-2:123456789012

MyTopicForNotificationRules",
"Condition": {
"StringEquals": {

AWS [E1F AWS RS ID MEES

:codestar-notifications-

:codestar-notifications-

ERBARRBE
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"AWS:SourceOwner": "123456789012"
}
}
.

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]
.
"Action": "SNS:Publish",

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-
MyTopicForNotificationRules"

}
]
}

5. i##Z Save changes (RREEE),

6. & Subscriptions (FJBI) # , WEFFTEENEE, EEHHIE, RESMERLELZRAEEZEN
FBE, FREITHAERERISATETEREBMERANERE, NEFHAEN  F2RTHE
HABHZ M,

£/ Slack 3L AWS Chatbot AF A H/ER &

1. EF5fkB AWS Chatbot BEE EIER P ML Slack FE%E AWS Chatbot BIE Rig/E. EERHITIEE
BER  BEETIEE , UMERBMETREES

- BY IAM BN K FEREEHARZRIZACHAGERE (Hl
AWSCodeStarNotifications-Chatbot-Slack-Role), iEHBIREEIARR AR IR,

- £ SNS EEH , BFFEREIESR AWS EfF, EEiRZE AWS Chatbot AAFiRAE
B, REE A AWS Chatbot AFIRE VY MBREEEMEXEFF M Amazon SNS =& |,
ABEARAENEFN—D,

2. ERAFWBMERF. AR , EUNERNEBEARNFRZLAFRMAER. MEFMAENR ,
SREVBARL,

3
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REABTIEEEA EREES

@ Note

E%E Amazon SNS T EE#% , SEUSE K AWS Chatbot AF i KR, EEMESZEENE
EEEZE Slack,

£ F Microsoft Teams 3 AWS Chatbot A FimLA AEB &

1. kB (AWS Chatbot BEIEEIER)Y FHITE Microsoft Teams F5&E AWS Chatbot K38 RIE/E,
ERHITEEIRER  BEETHRE  UEEBHMNETHRERS

- BY IAM AR K BEREE—BRASHIZACHNACERE (BlW
AWSCodeStarNotifications-Chatbot-Microsoft-Teams-Role), iEH B BIRRK
AGWRIE,

« £ SNS £EF |, BRFEREFED AWS EiE, E&EEZE AWS Chatbot ﬁﬁﬁﬁk%g
B, REE A AWS Chatbot AFIRE NREEEMAE L EF M Amazon SNS =5 |,
AEMBRAENREFN -,

2. RRAFWRIRF, A% CALERTBMRNNRELASHEEEE. NEFHEER B
SERTEARE,

(® Note

E%E Amazon SNS X%  EUEY AWS Chatbot AF iR, EEMSEENE
EEI%EZE Microsoft Teams.,

BABEHRA B R

FBAIEARBAEIETEA , MAR Amazon SNS T AR®E AWS BEHPMEERNATERE
HMBRABRE, SRR EARAE FENFEER.

BEBARABR (F2A)

1. BIRKAWS B AETIEZIES |, @it A hitps : //https://console.aws.amazon.com/codesuite/
settings/notifications,

2. HEEEBI4 | ER Settings (BRTE) , RRIERE Notification rules (B &N Al).
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FRABTIEXRA

ERAEER

3.

iR IE A Bl B ZFE (AWS CLI)

1.

ERmHBRGD

=E e

BE

aws codestar-notifications list-targets --region us-east-2

MERI , v SEELR AWS EiFFESEBELRBNM ID M ARN , MR :

"Targets": [

{

"TargetAddress": "arn:aws:sns:us-
east-2:123456789012:MySNSTopicForNotificationRules",

"TargetType": "SNS",
"TargetStatus": "ACTIVE"

1,

{

EEARBBEES | ¥ AWS EiF BB B AFE AWS IRF & h@EABRAIFAERNEER
B, FHEEREE AWS EiF, MR BERERETA Unreachable (L ERR) |
HE, MEFHENR  BFSEEETRE

ET BB

BRFICH |, BT list-targets A T RBRATIEE AWS BENATEEHR A B FE/

"TargetAddress": "arn:aws:chatbot::123456789012:chat-configuration/

slack-channel/MySlackChannelClientForMyDevTeam",
"TargetStatus": "ACTIVE",
"TargetType": "AWSChatbotSlack"

}I
{

"TargetAddress": "arn:aws:sns:us-
east-2:123456789012:MySNSTopicForNotificationsAboutMyDemoRepo",

"TargetType": "SNS",

"TargetStatus": "ACTIVE"

BB REHNR R E R

1

70N

CLI REEBEHAR A B R,

ALiREBEANRA  UBFEXBAN—NZEER. EUTUACEARBASTETEAE HAWS

ERBARRBE
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SEBASANNER (FEA8)

1. BIRKAWS B AEBIEZIES |, @it A hitps : //https://console.aws.amazon.com/codesuite/
settings/notifications,

2. EBESI% , BB Settings (BRE) , AR Notification rules (BEZIR AI).

3. HEEHMRAUF , @B AWS B BERIEAN  , HHEAWS tRF PR ERMRENRRE
B, FRZEREE AWS B,

4. EEHA , RERIEE Edit (#REE).
5. £ Targets (B4E) b , MIT T HIE P —@ESEHE -

- FEFES—@ARE  FEEMEAR  ARRVBEDEEZLENIEHN Amazon SNS EFEH
AWS Chatbot (Slack) 5 AWS Chatbot (Microsoft Teams) i Fis. &t AJLLi#IE Create SNS
topic (1 SNS &) REUFEUFHEABFR, —EEHRAUKZAEHE 10 BE K.

- FEBKREE , S RELEBRWN B ESEM Remove target (BERE &),
BERR,

o

g B E 2@ AR Al (AWS CLI)

1. ERIFERDSERRFETP , #1T subscribe S BEE, Hli0 , A THSEHIE Amazon
SNS EEMABE R AW B E,

aws codestar-notifications subscribe --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-
EXAMPLE --target TargetType=SNS,TargetAddress=arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. MR, K SSEEFMEFENSRANLN ARN , TR,

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

RIBAF BIBEREZE (AWS CLI)

1. ERIFEERDFIRTIED |, #1T unsubscribe IR S LABEKREE, 0 , L THhS2BBRMAEN
37 B B &/ Amazon SNS =&,
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REABTIEEEA EREES

aws codestar-notifications unsubscribe --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-
EXAMPLE --target TargetType=SNS,TargetAddress=arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. MRKY , Lot EECAEMBARAN ARN MFABRESRNHEBRER , TR,

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
"TargetAddress": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopic"

}

3
¢

HwSH

- fmeEE AR A
- BASERBARANBERN

il B3 H AR A B 1R

MRTBFEER , TLUEERMBR. —EERRERE 10 BEANRNEE , ALMBRAIFTENEERR
BRAFREMEIZEMNR AN E B FRE =/,

® Note

BRI EFESKEERREREMABEENFEEARNDBE , EFEMREER
&

RERBENRAE R (F28)

1. BRAWS BHEABETEXEE , Bt A hitps : //https://console.aws.amazon.com/codesuite/
settings/notifications,

2. HFEEEBI+H , EF Settings (FRE) , ARIEE Notification rules (3B H# 8l).

3. EEXMFAEEF BB AWS Eif BEHEAZ AWS IREFHAERRENEZEE, FHRE
BREE AWS EiF,

4. BREBHBAAUBE , ARRIEIE Delete (MBER),
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REABTIEEEA EREER

5. EA delete , RRIEF Delete (MHER),

i B 3@ 057 A B 42 (AWS CLI)

1. ERBEIDTIRTETT , #1T delete-target 5, WIHEBEMN ARN, Hltn | FTHaSSMH
Br{E A Amazon SNS FEH B,

aws codestar-notifications delete-target --target-address arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. MRKY , KHTTFEEEEARR, MRAR , S TEEDHER. FERNERETEA -
ZEEABR R B R

An error occurred (ValidationException) when calling the DeleteTarget operation:
Unsubscribe target before deleting.

BRI LAEA --force-unsubscribe-all 28 , B ERREUEABENMEEANRFE
R, REMERZBE,

aws codestar-notifications delete-target --target-address arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic --force-unsubscribe-all

R EEHF AWS Chatbot 2 B ES

AWS Chatbot & —& AWS R , A1 DevOps FMEXBE BRI 2 BB EH Amazon Chime BIXZE., Slack
$HIE M Microsoft Team SRIEREEIZ N EIFE PHIRESH AWS B, BALREBEHRLY B ZE

B2 AWS Chatbot 2 ES , EEHBEAHEBEELRIREMN Amazon Chime R E. Slack SHEH
Microsoft Teams #HEH ., MFEFMEF , 552 E AWS Chatbot 3,

X EEE AWS Chatbot WEESZHl , BAEREBARANKRE R, MEFMEER , F2H [E
MEVBEHFL, EHHEE AWS Chatbot FEXE Slack $Hi&., Microsoft Teams $8E =, Amazon
Chime BIXZE., MEFMER , F2EELRBEI

&

« ERXE Slack $HiEH) AWS Chatbot A F i

* % Microsoft Teams #HE3%E AWS Chatbot A Fim

« 5 Slack 38 Amazon Chime FEIFRER F i
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MEAETEXES EREES

E%7E Slack $8i8H# AWS Chatbot B F i

&R LA M R AWS Chatbot A Fimif A B RRV BB A, MRES Slack BRIV AFim , AlA 3L
HEEREEALAFRE  MARVBARN THEREPHNBEE, ERFREHLRAE Slack SHEHHNBARE
BENHE.

A Slack 3 AWS Chatbot AFiwLLBEBRE

1. FEHKER AWS Chatbot BIEEIER P M TE Slack F5%E AWS Chatbot I RIRE, EERHITEE
BRIER  BEETYEE , UERBAETRERS

- B IAM Atk K FEREEERZEIZACHACRERE (flu
AWSCodeStarNotifications-Chatbot-Slack-Role), EHBIAM IR KA B AR,

« £ SNS EEH , BFFEREIER AWS E1ff, EEiRE AWS Chatbot AAFiRAE
B, RIEEAR AWS Chatbot A FIRE Y W EREEBAME L EFFAIH Amazon SNS £ |, #if
RBARAEIRFN -5,

2. TRAFPHREBIERF. A%, EUNEBRIBARNKREZLAFRMABEER, WEFMENR , B

SRAEMBEHFA,

(® Note

% E Amazon SNS £EE#  FHEHEHK AWS Chatbot AE T B, EEMEEEMNE
EEEZE Slacks

£ Microsoft Teams B EZE AWS Chatbot A Fix

O LA AWS Chatbot i Fisfi A EEZMNBABE A, MREAE = Microsoft Team $BEE I A
Fig , AMUEZRERALKAFR , #ARVBHRAz THERESLHNELE, ERREHBE Microsoft
Teams SEERHNBHHZREENFE,

£ A Microsoft Teams Z3Z AWS Chatbot A E U H/ERZ

1. FE#KBB (AWS Chatbot EEEIER) M TE Microsoft Teams FE%E AWS Chatbot B35 RIE4E,
ERSTEERER  BEETYEE  UEREREMNETRERES

- BY IAM AR K FEREE-BRASHIXACNACER (Blw
AWSCodeStarNotifications-Chatbot-Microsoft-Teams-Role), iEHBIAEBIARRK
AGWAIE,
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EBHtE—BERE , IRSHUARERNEARNELIEEN Amazon S3 #7878, CloudTrail B3
EE’EE —HEZEARER. —BAEHAEARRELHNE-—FR , YISSFHFREE. FREOBHME

3. BRBHFE. CIoudTra|I AFSEW IR AP I A ERIBHIEEF | Rt TS MBS EIE
f%&fﬁ.o

AT & 5IFE R CloudTrail BE51E B REIIA RN BB A , A CreateNotificationRule
Subscribe E{E,

(® Note

BAHFEREEPNRLEEHEREBERBEEAR
AWSServiceRoleForCodeStarNotifications,

{
"eventVersion": "1.05",
"userIdentity": {
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Mary_Major",
"accountId":"123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName":"Mary_Major"
1,
"eventTime": "2019-10-07T21:34:41Z",
"eventSource": "events.amazonaws.com",
"eventName": "CreateNotificationRule",
"awsRegion": "us-east-1",
"sourceIPAddress": "codestar-notifications.amazonaws.com",
"userAgent": "codestar-notifications.amazonaws.com",
"requestParameters": {
"description": "This rule is used to route CodeBuild, CodeCommit, CodePipeline,
and other Developer Tools notifications to AWS CodeStar Notifications",
"name": "awscodestarnotifications-rule",
"eventPattern": "{\"source\":[\"aws.codebuild\",\"aws.codecommit\",
\"aws.codepipeline\"]}"

iy

"responseElements": {
"ruleArn": "arn:aws:events:us-east-1:123456789012:rule/
awscodestarnotifications-rule"
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},

"requestID": "ff1f309a-EXAMPLE",
"eventID": "93c82b07-EXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-10-07",
"recipientAccountId": "123456789012"

"eventVersion": "1.05",
"userIdentity": {
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Mary_Major",
"accountId":"123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName":"Mary_Major"
3,
"eventTime": "2019-10-07T21:34:41Z",
"eventSource": "events.amazonaws.com",
"eventName": "Subscribe",
"awsRegion": "us-east-1",
"sourceIPAddress": "codestar-notifications.amazonaws.com"
"userAgent": "codestar-notifications.amazonaws.com",
"requestParameters": {
"targets": [
{

arn":
"id": "codestar-notifications-events-target"

1,
"rule": "awscodestarnotifications-rule"
b
"responseElements": {
"failedEntryCount": 0,
"failedEntries": []
b
"requestID": "9466cbda-EXAMPLE",
"eventID": "2f79fdad-EXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-10-07",
"recipientAccountId": "123456789012"

"arn:aws:codestar-notifications:us-east-1:::",
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"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]
1
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopicName",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
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THERRE : FEB CLI, BEHEZEHIUTEERILIER : AWS CloudFormation

AT LAE R CreateConnection APl , 8 AWS Command Line Interface (AWS CLI), SDK = 231
B AWS CloudFormation, E#REIZER pending A&, BRI LAFEREEAM Set up pending
connection (FRERFEER) BERTEXEF. TRASRMMEUTRAFARENLZERETE
Ro RBIEAUFERAERATRRIE , WEEE A IEE Complete connection (FERERR) , #ERTE
Z available #R&E,

TERE  BARNENEEZEARER

MREBVEZTLZENMEFER (S0 GitHub Enterprise Server) BEE , EXBUTH, NREBE
BRI BB (0 Bitbucket) , FEBSBIEE I = #H 5 BRI B B

EEFAIRABRYRENER , B LUEAEES LK CodePipeline fREEEFEEERELZNE=
FER, FIRAERTEAEREIZESIFEHARENETE  ARFEHAEIRAREIER. TEAT
RRIE | WA BEERR pending 84 available AREE,
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REABTIEEEA EREES

Provider type?

Cloud

Installed
h 4
Create host
State: pending

h 4
Set up pending host (registration
handshake)
State: available

h J

Create connection -

b4

P Yes
Creating in . :
console? | Create installation e
| v No
_ Create in
Crea.ﬂe n C_Ll CloudFormation
State: pending State: pending
T
v

Update pending connection (create
installation) in console

A 4

Use connection
State: available

BUYSEHRTIHENTERE

EERCRENREMHRE (ABHE ) BUERK , EUMERAETHRER.

® Note
¥ GitHub Enterprise Server = GitLab BREEHF AR , EFSEETANEIH. A4
BPNWEEESELRNES  mBEBXEEHOMERBELPE AMERNER (VPC ID, F#
B% IDs ML £F4H IDs), MFFHMEA , F2RIEEBN ST RHERNERNIREE,
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FHURRAUTIRE :

* Pending - pending MR ERBIUMER K KEEXRE (B ZE available) FeEfEA,
« Available - BRI AR available FMERFERE,

TYEFHREE : BB CLI. SDK =% AWS CloudFormationZ& 3 = & 7 = # :

& LAME A CreateHost API , £/ AWS Command Line Interface (AWS CLI), SDK =% 2237 F#
AWS CloudFormation, 23 #% , T#EM pending i, EBAILIERAFTRAN RE BERTRE
Fo

THERE: AXEABIREH K

MREEETECDLZEREEEFINER , HW0 GitHub Enterprise Server 5 GitLab BEREE , &1
DEVEHIFEARENIH, NRETERIERMEHER (HI40 Bitbucket) , FERIBE T THH
& BRI MR B AR

FEAFEAREERIAEEARRER pending BE A available,

Host Yes Yes

already ; Host set
created? up?
No
No
Create in CLI Create in Console
State: pending State: pending

=

Set up the host in
console i
State: available

Y

Use host with
connection

AWS CodeConnections F £ & R
HFREXER , EXTE2BMAE AWS EFHEEER,

HRER ARN BRXERMBIKHESRERE , TEERTZRRNEMNEL. BUYERERNEFHRE
HERERENENNEE, BHEREFRENEMNN AP EXEHITHE : BIHER, EFRE, B
BRIEARFIRCER

ERNEIRERTELRTANER, CREEEVIHERNERFERAER,
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BMRABTAEEA (EE

- BREBY-RER , ARH I EEMT AWS BEREH.

- MRBMERNESRE[E , SRERHERERERN AP, BENARNEHEEREFE
FRIERR

- BEREEEAE CLI FIHERERE , BE

- BREEEEE CLI RIHERERE | &

« £/ CLI 5 SR B4R BA T M EIRAVIEAR
ARN,

R e RN R B B AR F BB R PR B B R B R
RefTmMmERE P EAIRSHBBEN THER.

=
B, Eﬁiﬁ EN CLI BEAM , mhHfeEmEH

QAT BA % 55 FH AR 2
EEMHER TR -LEANIETRRE

. TRERERNES,
. BEBIAE A BRI RN SR,
. BMERERSNE — RS TMIERIERE,

BB

MBETHEBLSNMEE , RENEAEREIEELRES. UTERFEARZAEIEFTHADRERE
FETEHEN LS
o]
E=ARFE LM AWS EAREHTEE., L% AWS CodeStar Connector FEATER, A& AWS 17
BE=ZARFHMNER, REEF=ZHEHEFNMEM LiRERE,
AR

RAREE=FRRREFEEREE M AWS BRI AWS HEIR.
R=AEE

HARBH L RREETER AWSK f#17E, $I0 , Bitbucket RIFERE =77 FHE,
HrEmER

REESMEBFRE=Z S RREFEENRBE R LT, B AWS EREZFEENIIREEER, &£
FRMERRE L ZERREREFENHESERILENHESER, A0, GitHub Enterprise
Server R ZEHENHEBER,

A B4R E AR AR 2 o1
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itE

REZEFE=FHEFERZHENER. EREFAIHRRRRLERZ=SHEFNVRRS , 6
o0 GitHub Enterprise Server, A AZEEHERNMEERE L —EEH#,

® Note

FRAEEAEIEZR GitHub Enterprise Server B | SIEASALBRY THERES
*EI:'E}%E’J_%B%\O

AWS CodeConnections X ERYIZ & M iR AS

AERHEER AWS CodeConnections X EHIRHE MARAHWET.
&

- Bitbucket X B At EEEE

« GitHub # GitHub Enterprise Cloud 3 B2 fErF IR

« GitHub Enterprise Server 3z 8/ 1 & i 58 7 A A AR

- GitLab.com X EIRMHEFR

- XN GitLtab BEREEMERER

Bitbucket X Y E R A

27 LAFEBL Atlassian Bitbucket Cloud f @R EFATE .

T EZ % Bitbucket HIERTEEE | fi4n Bitbucket Al IRAF.
GitHub # GitHub Enterprise Cloud X BRIt FEr3g R
&T] LAFEEL GitHub # GitHub Enterprise Cloud 1 FiE#R FE A2,

GitHub Enterprise Server X £ #9 { FE i 58 2 M A A<

s
B

BT LA A EAR FE AR R L Bl X B GitHub Enterprise Server iRZA, MEXEWRANZE |

B https://enterprise.github.com/releases/
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REABTIEEEA EREES

/A Important

AWS CodeConnections 13 & B BMXHY GitHub Enterprise Server fixas, i , AWS
CodeConnections 7% # GitHub Enterprise Server 2.22.0 ik , ABRADEECHBEE, &
EER , BHRE 2.22.1 MRS A B RA

GitLab.com XER R &G

B A LAE A GitLab.com. MNEFMES BENEZE GitLab HELR,

iﬂl
2
®

/A Important
GitLab FYE#R X E2HE 15.x R M EH AR,

X EW Gitlab BREEMHERELR

BT LAER GitLab BREBEREMNERE (EARNERRIAEER). WFFMER
GitLab B R EEAVER.

s
¢
&n
i
<t
i
o

B1 AWS CodeConnections B E BBREES

AWS CodeConnections B85 % AWS REMEERHERTRERS, FATHSEHHNER ,
BhRREEFUBRASLEFEANE RNRE.

LAT 48 B8 &R 7] 167 BY S 6 A L AR 5 o
ES |

» Amazon CodeGuru Reviewer

 Amazon Q Developer

« Amazon SageMaker
 AWS App Runner

* AWS CloudFormation
« AWS CodeBuild
 AWS CodePipeline
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» Service Catalog
« AWS Proton

Amazon CodeGuru Reviewer

CodeGuru Reviewer R iR ERREFEREXNBNRE. EUUAFERAERESELEEEE2 RGN
F=ZFREERIBE., MEBEENMERE CodeGuru Reviewer LLEE#E GitHub & EF RIRBHIZ
BEE  UEERIHEEXNBHER 5528 Amazon CodeGuru Reviewer &8RP HIZER
2 . EE¥E GitHub RTFEP R

Amazon Q Developer

Amazon Q Developer %A Al BITHERXHFERBE , JiHBETH, BE. BEEMEME AWS
ERRER, MEFMEF , 5528 (Amazon Q Developer fEAHEIERM) FH What is Amazon Q

Developer? &4

Amazon SageMaker

Amazon SageMaker 2 —HHAREE. JIRMNBBSUBELBESHENRE. WFERE GitHub f#
FEESHNHEERE , 520 (Amazon SageMaker BB AERE) PWERAE=F Git HIFEN
SageMaker MLOps BERZE SR o

AWS App Runner

AWS App Runner ERBRBRMHERIE, FMEANFEHUAMENFN , AE AWS EiiFEEKFRBH
REBRGDEITRENE S Web BARR L, BALUER App Runner HBBAMZMEE ,
REEREERARANERR, GUUEMERRILSE GitHub R FERRARTEEHZEZE App Runner BR
¥, WMEFHMEN , FSHTE AWS App Runner BB A BRI ERBHRHREFERMHSE,

AWS CloudFormation

AWS CloudFormation @ —IEHART , AIHBIEE L MEE AWS ERMNER | SIESA IR D W EE
ERELER , YEESREAEIREEPHITHEAREN AWS, &7 I8 SR EREBENFT
A AWS EIR ( Hli0 Amazon EC2 #{T{E#E = Amazon RDS ER E#H1T{#E# ) , ™ CloudFormation
SEEALHBNREELER,

O] LAEF CloudFormation BV Git @2 E#REREBIUESHERE | LLEREN Git REE. NE
£/ Git R #®THBIIBNHZERE , FSBAWS CloudFormation  EFAEIER) FMER
CloudFormation Git E5 .

g AWS CodeConnections BV E A RIER S 64
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/tutorial-github-reviewer.html
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https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/what-is.html
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/what-is.html
https://aws.amazon.com/sagemaker/
https://docs.aws.amazon.com/sagemaker/latest/dg/sagemaker-projects-walkthrough-3rdgit.html
https://docs.aws.amazon.com/sagemaker/latest/dg/sagemaker-projects-walkthrough-3rdgit.html
https://aws.amazon.com/apprunner/
https://docs.aws.amazon.com/apprunner/latest/dg/service-source-code.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/git-sync.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/git-sync.html

REABTIEEEA EREES

% CloudFormation BIEFMIE , 552 B CloudFormation TS SI REFE A EIERE) FHEMEHIE
F LLE 4 CloudFormation Lﬁ*i%ﬂo CloudFormation

AWS CodeBuild

AWS CodeBuild 2—BHARZEFNAIEEXBTHR . CodeBuild EEME, EBNEREBCHE
EfksE , MAUTARMEXRFESNEEIEREHBELATENEERE., MEEE GitLab ERME
F CodeBuild BEFEEA , 552 BAWS CodeBuild ( FRAEIERE)Y 1M GitLab E#E,

AWS CodePipeline

CodePipeline R —BHEBEXHRE , BLEABRTERAENISBER L, REBALNB L, &
Al LAE A E#R A CodePipeline RREMEREFE=HEEE,

—S TR

« SourceConnections EM’Ena 2/ CodePipeline BME{ARESEHH, & EMRRIXESHMEHI
JSON/YAML 2G5 B’ , 552 B0 AWS CodePipeline £ & EMM CodeStarSourceConnection,

- FERBRERAEZARRFBEFERYEENAFIHRE , F2H REERAER,

Service Catalog

Service Catalog AIRMAMBINEECZEAR WERB #% AWS,

ERIRE AWS 1RF AR ITERME ZBIELR , 10 GitHub, GitHub Enterprise = Bitbucket
i, ZERUZRLN Service Catalog EmRIS EEBE =L REFEEENELER,

MEFMERH , 52 B (Service Catalog fEFA &) F# Service Catalog Em[EH
Z GitHub, GitHub Enterprise = Bitbucket F Y EARIE R,

AWS Proton

AWS Proton R ARIBBINEREREEBNERKRYE., BULERERA AWS Proton#F AR Y ERE
MNME=HBEENES, WEFMENR , 528 AWS Proton R EIERERNE I FFENER,

A TEIE AR

TERAHRNER  ETREUEBUNERARBASTETRARNEREE.
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https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/publish-extension.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/publish-extension.html
https://aws.amazon.com/codebuild/
https://docs.aws.amazon.com/codebuild/latest/userguide/connections-gitlab.html
https://aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/codepipeline/latest/userguide/action-reference-CodestarConnectionSource.html
https://aws.amazon.com/servicecatalog/
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/git-synced-sc-products.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/git-synced-sc-products.html
https://aws.amazon.com/proton/
https://docs.aws.amazon.com/proton/latest/userguide/ag-create-repo.html

MBARTEIRA fEREEE
- Etfft AWS
- BUNWEMEREIERET AR RS

== AWS

FEl AWS IRF

MREEHE AWS IRF |, B T IS BRETL —1E,
FE AWS IRF

1. BARK https://portal.aws.amazon.com/billing/signup,

2. FREfEMRLETRET.

HoEMEFFEBRE , Y ESHRERE RIS,

EEGEM B AWSIRF , AWS IRFREAESREY . REAEFRTFEKIRFFHFRE AWS IR
BNER. FRZERAER  FREEFIEERGERASE  YEECRAREAERUTER
REMEFIENEL,

AWS EEFTMEF TR R EEERE FEMHH T, BT LAFERE 8 https://aws.amazon.com/ %
BRENIRE , LR EEFINIREEBAYEEIRS,

BUEREERFIENERE

S 2% AWS tRF |, SEREEN AWS tRFRFEAE AWS IAM Identity Center, BRI EEE
A%, URaERERAEARBEEK.

REBEILER AWS tRFRERH

1. BERFERELETA AWS IEF BWEFE 4t , LURS#EEAWS Management Console &
ﬁj\ﬁk o TIE_F_EEF y mkf@ﬂg%ﬁ%o

MEFHABERAERANSRE , F2REAAWS BA FABEEEPNUBREAES D E A,
2. EELHLMBREABIRFLRASEERZRE (MFA),

MERSA , F2H (AM EAEERM) PHWALH AWS IRF REFRE (E#E) BAER
MFA £E.
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html

REABTIEEEA EREES

BYEREEFHENERSE

1. BA IAM Identity Center,

MEET , FZE (AWS IAM Identity Center £ EIE®) PHIEA AWS IAM Identity Centero
2. 1£ IAM Identity Center # , i EEEFRERFEAE,

MFEME A IAM Identity Center B # A 5 2 KRN HZBRE , FSBAWS IAM Identity Center
(ERAFEER) PHEAEREREMSHAEFEIAM Identity Center B #.

LERERFRENERAESSEA

EEF ALK IAM Identity Center fEAEEFE |, FEEMAEIL IAM Identity Center EA EHREIAE
BEFE it EE URL,

MFEAFEMA IAM Identity Center EAEZ AWRE , F2HEAWS BA ( EAEERE) FHEA
AWS ZEA O#8,

EREFIREREMERE
1. % IAM Identity Center  , B —EFF I £ RE/BERAKEERNREER,

MEETR , FHF2E (AWS IAM Identity Center A EIEE) dWELHFAE
2. BERAERRERE , AREZFEERE —EATRE,

WEER , FSB (AWS IAM Identity Center fEFEER) FHFIEEE,

BYYEMAEREMERFT IR R

B ZfEM JSON BURmEE =R R E M BUIR

1. & A AWS Management Console , It7E https://console.aws.amazon.com/iam/ : //lwww. B RX
IAM £ &,

2. HEEANESEERD , EE Policies (BUX).

W RIE R IBE — B Policies (BR) , B2 H R Welcome to Managed Policies (BUl A 2 &K
%K) HMH, 1#Z Get Started (BIAFEA).

3. TEEHMEEW , & Create policy (I BUR).

REER 67


https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/iam/

BMRABTATRA (ERH I
4. TEBURMmEESRT | #EF JSON EIH,
5. BWAT%I JSON B :

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:GetInstallationUrl",
"codeconnections:GetIndividualAccessToken",
"codeconnections:ListInstallationTargets",
"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation",
"codeconnections:UseConnection"
1,

"Resource": [

min

}

6. BIE Next(F—%).

@ Note
ﬁ“\—IJ«XI‘EH%’G)J?ﬁ*E%i{KEEJSON mIERREE, T8 , MREETEERERBLRESIF
EET—F , IAM R ARSREENBRER , MEHFHRBRERETREWL. NF

HEA , F2HE IAM ﬁ)ﬁ%?aﬁﬁFE’Jnﬂ%E&%%‘**ﬁo

7. EMHREEVARL  ALEERVHNBRGABRRBBEER (2A), BRRLBERPERDGT
], REFEHBERAR TFRIFF A,

8. 1EFE Create policy (B3 BUR) RFENFBUER,



https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_policies.html#troubleshoot_viseditor-restructure
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FIAERERNSBEL ZRREER , BENE=ZSRFREFERE AWS EREVERE, MREEE
REEERE AWS IR , 120 CodeCommit , B A LU H M ARIFREERER, B2 MREFINBRE
7, AIMARNERRAMFEREERILEH. EAKBERET , SRREEEN Bitbucket 17
ENEEEER,

EAHF , SEERTHEE ERIER

« AWS CodePipeline : EELLSRH , B LAFEA Bitbucket EEFEMAEERREILEE,

« Amazon CodeGuru Reviewer : # TR |, #&0 LL# Bitbucket f@ZEE CodeGuru Reviewer R E
REEMs T TEE AR,

&

- FRIGRHG

- SR RERRER
- SB2.BUEE

- S8 3 : AfEFERE CodeGuru Reviewer 2 37 BB

FORIRAF

Il , B HE PR, CEUFEF=ZSRERTE , UEEREEMN AWS BRI , F 5
ERALEESDRE, S, B R EN Bitbucket R IFEEEIIERKFREFEESH AWS R
%o

« fEAER Bitbucket 1R 53 11 —{@ Bitbucket /EFE.
- EfHIFEN Bitbucket B, EEMEH AWS Management Console (3R EEHZE , RRSEREFEH

Bitbucket B2 A& R & A,
TR REREER
#1] Bitbucket EFEERERE — A& README.md BR , REFEEEER.

1. B AIEH Bitbucket 77 EIEIE Source (RIR).
2. i#¥Z README.md BRI BZFEHEERMN Edit {®E). MBRBEENXE , YFHBTIIXE,
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html

MEAETEXES EREES

This is a Bitbucket repository!
3. EE Commit (EX).

HE README .md BRNU AR FENRER.

SR2: BUEE
HEARS , SRR T HIEFEELEE

 {FFEZ Bitbucket fEFEEMBNERER < RIRFEER
- EFEEHEMN AWS CodeBuild 2 E P ER,

ERREEYEE

1. BIfE https://console.aws.amazon.com/codepipeline/ & A CodePipeline £ 5&,

2. 7E Welcome (2i0) . Getting started (AF9) M. & Pipelines (&) BH L , #E
Create pipeline (I EE&),

3. 1£ Step 1: Choose pipeline settings (P B% 1 : BRIZBEERE) MY Pipeline name (BEER®) + , &
A MyBitbucketPipeline,

4. 7f Service role (lRIEAE) F , iEIE New service role (FTIREAE),

® Note

MRSZRERABEEMN CodePipeline RIEA® , FRELCHK
codeconnections:UseConnection IAM FF a8 E LR A/ REBEEK., N
CodePipeline [RIE A BRI , FSB A CodePipeline R A EFIEFT I,

5. EEMRRKREERT , BFREHERME, EArfact store (RBERE) & |, $HEEAEEFMENMEDHH
B8 , ##F Default location (AERILE) , BN A AR mFME (HliniEEATEREMN Amazon
S3 K mRAFETRE).

(® Note

ETRERBNREREIE. EREENARTFRE. SEEEHFEERMER KmER
£ , fitn S3 EiFETRE,
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https://console.aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/codepipeline/latest/userguide/security-iam.html#how-to-update-role-new-services

MEAETEXES EREES

igj% Next (-F_i)o
6. 7E Step 2: Add source stage (B 2 : Fi8RIRMEER) B L |, FIERRFEEL

a.
b.

C.

£ Source provider (SRR FER) |, i#IF Bitbucket,

£ Connection (E#R) KT , i#12 Connect to Bitbucket GE#EZE Bitbucket)o

£ Connect to Bitbucket (E#RZ Bitbucket) EEH Connection name (E#REHE) b , AR
ERVHNEREE. LB BIIHEIERBERRILER,

1£ Bitbucket apps (Bitbucket BATRE) KT H , i##E Install a new app (REFHEAER).

EERAEXNTEER L , AEETR AWS CodeStar FEARRER E£ EREHFEINIEN Bitbucket 1k
FE. i#E Grant access (REETFEUE), REERE , MEERF Bitbucket EHNREEFE , &7
LURIBNSRETFZEEE AWS B IR S RABE,

FEENEERIFT ZEEMELR 1D, 1EIE Complete connection (SERIERR). #EA%IRE CodePipeline

EEE,

£ Repository name (#FE& ) F , i#EE Bitbucket RFEN B,
£ Branch name (2 X &%) ¥ , BEFEFEN S X,

RO ENETRAEBEEREEERE,
FRHEERXET , BETSHEF—I : CodePipeline %,

« 1#1ZF CodePipeline T85% , U HEEBH R M EATEER zip B,

- BEXERER DGO REEPRBANREFEMERN Git PEER. R CodeBuild B1fExX
BRI,

igj% Next (-F_i)o
7. £ Add build stage (FTIBZZESER) F , MMBREMRER -

a.

£ Build provider (2 E L FEM) F , &2 AWS CodeBuild, /5 Region (EiF) B AEERE
o

BEBVER,
Tt Project name (EXEW) 7 , WAL EBEEZERZNERE,

£ Environment image (GRIBEME) # , 1#1F Managed image (ZEMK). &% Operating
system (YEZER#E) , ##E Ubuntu,

%A 2 P AR
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e. ¥ Runtime (B1THFRA) , i##2 Standard (B2#), $H¥ME | iB1E aws/codebuild/
standard:5.0,

f.  ¥1 Service role (R A ) , i##2 New service role (FTIREAE),

g. 7E BuildSpec KT , &¥} Build specifications (ZE R 1%) 1#1Z Insert build commands (A Z&
BiT). 1EIE Switch to editor (VIR EIfRERS) , I #E T 5 AR ELE Build commands (& s
B)ET:

version: 0.2

phases:
install:
#If you use the Ubuntu standard image 2.0 or later, you must specify
runtime-versions.
#If you specify runtime-versions and use an image other than Ubuntu
standard image 2.0, the build fails.
runtime-versions:
nodejs: 12
# name: version
#commands:
# - command
# - command
pre_build:
commands:
- 1s -1t
- cat README.md
# build:
#commands:
# - command
# - command
#post_build:
#commands:
# - command
# - command
#artifacts:
#files:
# - location
# - location
#name: $(date +%Y-%m-%d)
#discard-paths: yes
#base-directory: location
#cache:
#paths:
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10.

# - paths

i#12 Continue to CodePipeline (##& CodePipeline), JE&&[E CodePipeline X#&4& , &
VERENRERTEITHRERN CodeBuild EE, Eﬁgﬁﬁmﬁﬁiﬁﬁ@mmﬂ AWS PR FF
A, WSRAEEERDE

EE Next (-F_i)o

£ Step 4: Add deploy stage (F B8 4 : ﬁiﬁﬁﬂﬁﬁﬁﬁi) BEL , i#f2 Skip deploy stage (BkiBZBE
PEER) , REBEIIERE Skip (BkiB) RIEZEEAS. BEE Next (T—F).

£ Step 5: Review (B8 5 : #B) £ , 1242 Create pipeline (BRI E&).
RUEUEER K EERSHEBHIT,

@ Source Succeeded
Pipeline execution ID: 561f7d94-d798-

Source @
Bitbucket

@ Succeeded - 2 days ago
7098464e

7098464e [4 Source: README.md edited online with Bitbucket

l | Disable transition

@ Build Succeeded

Pipeline execution ID: 961f7d94-d798-/

Build ®

AWS CodeBuild

@ Succeeded - 2 days ago
Details

7898464e [4 Source: README.md edited online with Bitbucket

1. BN EERER L | #1F Details (FFHEEM).

£ Execution details (Bi{TFFMIERA) KT , M4R CodeBuild ZE#H i, ELw S0 H
README.md iERRA , TR :
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This is a Bitbucket repository!

[Container] 2020/06/85 19:14:51

This is a Bitbucket repository!

[Container] 2020/06/05 19:14:51 Phase complete: PRE_BUILD State: SUCCEEDED
[Container] 2020/06/05 19:14:51 Phase context status code: Message:

[Container] 2020/06/05 19:14:51 Phase complete: BUILD State: SUCCEEDED
[Container] 2020/86/05 19:14:51 Phase context status code: Message:

[Container] 2020/06/05 19:14:51 Phase complete: POST_BUILD State: SUCCEEDED
[Container] 2020/06/05 19:14:51 Phase context status code: Message:

S 3 AfEFEERE CodeGuru Reviewer 2 37 B35t

BUERE , AU RERARERIREPHFE AWS ER. a0, BastEHEEPH
CodePipeline 2R ENERE AR Bitbucket B4R , ¥ 7 CodeGuru Reviewer RE{T /7 BEE R %
o

1. % A CodeGuru Reviewer 24,

2. £ CodeGuru Reviewer KT , i#1ZAssociate repository (512 E 2R I B ),

BEERMEERNRE,

3. 1£ Select source provider (ZEURRIEMER) KT , i#IE Bitbucket,

4. TEE#RE Bitbucket (with AWS CodeConnections) T , BIEE AT EE I HER.

5. 1£ Repository location (EFEE) KT , i#1#% Bitbucket EEFEEMNETE , ARIRIE Associate (B
3 B3 ).

BA VBB ERENBEME., MEFMENR , 552 Amazon CodeGuru Reviewer (£ &5+
HYELR ZE Bitbucket ¥ Af#FEE CodeGuru Reviewer 2 37 B9 B,

{5 F B 4%

EREARKE AWS ERERINSEXBREENERE, SEERBIUUREE E RENER
AWS CodePipeline , JE1#%ZF| Bitbucket EE=HRFE. Bl , &R LLTE CodePipeline H £ 1HiE
R,UBEE=ZFEABRFEZLEEABEENMEREE. SR AWS ERERELENIRMS
HHFER | a0 GitHub Enterprise Servero
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/create-bitbucket-association.html
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® Note

¥ GitHub = GitHub Enterprise Server FEVAEME , &L %@ GitHub Organizations F%&
g GitHub B E=. GitHub Organization BRETHIERRERN 2 1 : 1 BE, —EER— X R&E
F—EEARN ; 78 , FANEGZEEREOHERNERER. UFEFHER , FSEAWS
CodeConnections H HYE#R a0 BB B AL A o

MREEREZVEFTLZHAMEFER (S0 GitHub Enterprise Server) HiERE , THRAGALELE
B, THREREBINER , ARKKRZEMERNFARSE. WFEFHER  FSREEHEH,

EREVERK , BULEAZEATHRE K REREARNEENFS=SHES—ELE 6 WKH
BTRERE MY . WRECRE BREN , AIWEEER

@ Note
ERERUM (KB ) ERAERAWS B, B4A -

1. REEFHRENERARER
2. BMAES

tEHFENEAERAXERN CKN) BETNER. ce8EF=HFHEHMAY L&k , X8
TEEXEHMEHERNEARARA M. EBRRILEBAEN , EREF=SRHFE
EAZESRBRILFENER , X BETERFRE K2 E AR REREETT,
BRIFECRHRARSE , RABRKFIERESREENER, BALESE , IRTERTFRABRBET
AREENFFENER,

BERBAZES  NMRVELXXKEFRENEAREN , F=77HER IR AT LUER R R
BRAMEHES , QtFREEFAZESRBERZEZERAER. WEFMES  F2

B R A [E 13

T ELENEEMMERR |, 5528 AWS CodeConnections APl 2%, N&EE AR Bitbucket
# CodePipeline RIRENMEFFMEF , 552B (AWS CodePipeline fEAEER) T/

CodestarConnectionSource,.

HEEVERIEBERERZE R FERAERIEITATA AWS Identity and Access Management (IAM)
FHERAG , 52/ AWS CodeConnections FFA] 2%, #R#& CodePipeline IR A EKEIRRE ,
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https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/action-reference-CodestarConnectionSource.html
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BT REEEF HE IR AWS CodeConnections, fEREA |, 5528 (AWS CodePipeline £
EERM) PHEMREAE,

..H-|/
EIE "
W |
o

itbucket BYIELF

itHub AYEAR

itHub Enterprise Server HYE 4
itLab RYIEAR

itLab HREERELR

o3
<
P

o3
<
P

B o 0 |0 |0 |m

£ &
an (he |
[ A L L I L
B

1
e

- FIHER
- MBR—1EELR

- BRERER

- BRERFHER

- B HAER AWS 1RE

‘;d]]'

B ER
B LBV EETIE=FHEFERMNELR
« ZEEEVHEZ Bitbucket BVERR |, 552 22 EZE Bitbucket BYEHR 1

Z GitHub =% GitHub Enterprise Cloud FViE#R , 52 "EEZE GitHub FVERR -

EZE GitHub Enterprise Server FiE#R , SI/EIFHER , F2HE "EILEZE GitHub
Enterprise Server BV E#R 1 -

s BEEEVHER GitLab WWiELRE , B2 BELEE GitLab FIER,

of o o
oo
W
<t K
Tk

(® Note

#2024 F£7 B 1 BB , XA SHEEIR ARN codeconnectionsHE B HWiEE, BEF
MEREFENERKEERREEZEAT,
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https://docs.aws.amazon.com/codepipeline/latest/userguide/how-to-update-role-new-services.html
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3 E F Bitbucket BYELR

A LAEF AWS Management Console 3 AWS Command Line Interface (AWS CLI) 3R 37 £2
bitbucket.org LFEE 2 17 EHIERR
FRRZ Al

« IBNABEI Bitbucket lRF .
- IZWAAETE bitbucket.org FBRVERBREE.

(® Note

& 7] LU 31 E Bitbucket Cloud EFEMNER. TXEZE Bitbucket LIERGFRE | 440
Bitbucket {@ RS, 2B AWS CodeConnections X BRI E FMRA

(® Note

ERREEFNAREVERZIRFEENRTE,
ERARENERER Bitbucket TEEH , BIFE Administer workspace (B2 TEE) 557,
BH  REZEARANEBEETIEETR,

itbucket BYIEAR (L A)
itbucket BYIEAR (CLI)

-
Tt
1 HH
W W

B E F Bitbucket FIELR (E1EAR)
AT LAE A 12 A RE L Bitbucket HIEAR,
(® Note

#2024 7 A1 BEK, TEAESESEIR ARN codeconnectionsm B WiEE, BEF
MEREFENERSEBERETEAST,
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SR BIUER

1. B A AWS Management Console , AEFRBR Y AWS FH#EAE T EFE Ehttps:/
console.aws.amazon.com/codesuite/settings/connections,

2. 1#{E Settings > Connections (FXE > E#R) , ARREIZE Create connection (B ILEHR).

3. HEENEZE Bitbucket RFERIELR , FF1E Select a provider (ZEHLIERS) K T 1E#E
Bitbucket, #£ Connection name (EMREM) KT , MALEEVMNEREH, 1EIE Connect to
Bitbucket (E#RE Bitbucket) , REBEEBEETLE 2,

Developer Tools Connections Create connection

Create a connection .«

Select a provider

© Bitbucket GitHub GitHub Enterprise Server

Create Bitbucket connection

Connection name

S ER 2 : R Z Bitbucket

1. Connect to Bitbucket (4R Z Bitbucket) X EEH L SE RGN EFEZE,

£ Bitbucket apps (Bitoucket BAER) KT , BEEARER RS , Ii#EE Install a new app (R
HMERARER) UBURE,

5 A A% 78


https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections
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® Note

& A ge B =@ Bitbucket THEESIRFZE —XEARER, MREEZRE Bitbucket FEFTE
X, FEEXEARRIBEZATNEE —ES R,

Connect to Bitbucket

Bitbucket connection settings info

Connection name

a-connection

Bltbuckct apps
Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection

Q or Install a new app

2. WIRHER Bitbucket WEAEH , FEALHNEEEA , AR BFRELET,
3. HEAREAREEEL , AEFETR AWS CodeStar FEAR EEESEZTIEH Bitbucket tRF

£ 18 (F A K 2 Bitbucket T/EE |, 5548 Authorize for (1%18) BEEFATEE, ESELREEEE
EEFRENITERE,

i#1Z Grant access (ZEFZEUE),
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dWsSs €

AWS CodeStar requests access

This app is hosted at https://codestar-connections.webhoaks.aws

Read your account information
Read your repositories and their pull requests
Administer your repositories

Read and modify your repositories

Authorize for

Allow AWS CodeStar to do this?
This 3rd party vendor has not provided a privacy policy or terms of use.

Atlassian's Privacy Policy is not applicable to the use of this App.

Grant access [NeElEl

4. 1 Bitbucket apps (Bitbucket BAEX) F , SR ZEMNELR ID, #FEF Connect (E#R). B
NERERREEREEF,

Connect to Bitbucket

Bitbucket connection settings info

Connection name

MyConnection

Bitbucket apps
Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection.
Q. ari:cloud:bitbucket::app/{c26d1f3 - X or Install a new app
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ERAEER

B EZ Bitbucket KIIE#R (CLI)

IEAILAE A AWS Command Line Interface (AWS CLI) 3R 3 ELR

EEEREM , 556 create-connection i8R,

/A Important

BIRTEER , EIB AWS CLI 5 2 HiE# AWS CloudFormation EE PENDING ARAE, 2
3 EE CLI = WELR % AWS CloudFormation , S5 A RFEELS  FHEAMREE
AVAILABLE,

B3 EZ Bitbucket BVELR

1.

2.

PR I (Linux, macOS = Unix) HanH T (Windows). fEF AWS CLI #11T create-

connection@i ¥ , --connection-name BEHEMRIEE --provider-typeHl . ELLEHIF ,

E=FHEHREB/A Bitbucket , MIBEMNERBEA MyConnection,

aws codeconnections create-connection --provider-type Bitbucket --connection-name
MyConnection

MREY , kR TEELELUTIIRNRMNER ARN .

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44l1f"
}

ERERATKER, MEFAES  F2REFTEER,

B EZE GitHub RYELR

15

/l_a\

A LAE A AWS Management Console B, AWS Command Line Interface (AWS CLI) 237 GitHub #9
EHRo

BRI Bl

17,

17,

A_.\,Z‘ZEEEE GitHub mﬁ}éo
BN BCRBUE=F A BHREE,
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® Note

MEREIER , BH4AR GitHub IBBHEEE. HRTEEBTHREE K CLARRETESE
ﬁ%o

&
- BIEZE GitHub BB (E8A)
o BILEZE GitHub AYE#R (CLI)

BILEE GitHub FIER (X 8H)

&I LAMEA A E U E GitHub #YERR.

® Note

#2024 7 A1 BB, TEAEESEEIR ARN codeconnectionsh B HWiERE, BEF
MEREFZENE RSB ERREEERAT,

1. & A AWS Management Console , I 7f BRI A B T EX#E Ahttps://
console.aws.amazon.com/codesuite/settings/connections,

2. 1#1E Settings > Connections (FXE > E#R) , AREFE Create connection (EILEHR).

3. EEEIVEZE GitHub = GitHub Enterprise Cloud fEZERELR , 557 Select a provider (ZHU
FERS) JK T %22 GitHub, £ Connection name ((BfEM) KT , MALEEINERETE, BIE
Connect to GitHub (B ZE GitHub) , AR EBETIE 2,
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Developer Tools » Connections » Create connection

Create a connection .

Select a provider

Bitbucket O GitHub GitHub Enterprise Server

GitLab GitLab self-managed

Create GitHub App connection info

Connection name

github-connection

» Tags - optional

Connect to GitHub

BIEZE GitHub HYER

1. 7£ GitHub connection settings (GitHub E#RERE) 2 T , EHER B BEFE RN Connection name
(EHRER) b, BEERLED GitHub, RSB RENGEREM,
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aws o(’

AWS Connector for GitHub by Amazon Web Services would like
permission to:

(Q‘ Verify your GitHub identity (| 1)

D Know which resources you can access

-/\/- Act on your behalf

{:?:} Learn more

Learn more about AWS Connector for GitHub

cancel Authorize AWS Connector
for GitHub

Authorizing will redirect to
https:/fredirect.codestar.aws

@ Not owned or (9 Created More than 1K
operated by GitHub 4 years ago GitHub users

2. ERERME AWS GitHub =85, ERAEMEHR , WHER GitHub Apps (GitHub EAER) ML,

ERER 84
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Connect to GitHub

GitHub connection settings ifo

Connection name

github-connection ‘

App installation - optional
Install GitHub App to connect as a bot. Alternatively, leave it blank to connect as a GitHub user, which can be used in AWS CodeBuild

projects.

Q, or Install a new app ‘

» Tags - optional

Connect

3. 7 GitHub Apps (GitHub ERAREX) KT , BEEBARNRE , IEFF Install a new app (L& FE
ARER) UBIRE,

® Note
B UATEEREHESNEERTZE —BEEARERX. MREE L2 AWS Connector
for GitHub EARER , FEECHIKIBIL SR,

4. TELREBEAR GitHub FIAWS Connector EE L | BIEELREERAEINIRE,
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adWs

Install AWS Connector for GitHub

Where do you want to install AWS Connector for GitHub?

Configure >

(® Note

BREEASE GitHub (RFZE —XEARN, NRZBAFERERAREN , ATLLEE
Configure (FXE) , BRI EEARXTENERER , RFLAUCLHA L —SiRAIREE

28,

5. HEZRE GitHub AWS EESFHME L , REFERE , RREEREK,
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dWs

“--._...-:-"

Install AWS Connector for GitHub

Install on your organization .
for these repositories:

@® All repositories
This applies to all current and future repositories owned by the resource
owWner,
Also includes public repositories (read-only).

(' Only select repositories
Select at least one repository.
Also includes public repositories (read-only).

with these permissions:

~" Read access to issues, members, and metadata

~" Read and write access to administration, code, commit statuses,
organization hooks, pull requests, and repository hooks

Install Cancel

Mext: you'll be directed to the GitHub App's site to complete setup.

SERILSERE | ERTAET I B A e 2R E GitHub 1,
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6. WMRETHWEERETEAR GitHub ERERK AWS EZESCEHTA |, :51E#F Accept new
permissions (EZ ).

o bs

The app by is requesting updated
permissions

Read-only access 1o Metadata Mew request
Read and write access to Commit statuses Mew request

@ All repositories
10 all current and futur

O Only select repositories
Solect at least ono repositony

Developer note

Accept new permissions

The | app will retain its current permissions if you choose not 1o

7. f&£&iRE Connect to GitHub (E#ZE GitHub) HEH. #HZHEMELR ID SERE GitHub Apps
(GltHUb JEFH*E:T'K) l:Flo &EEI&?O

BRAR AR AT Y B AR

- BUNERSEREERBFED,

@) Connection githubc-connection created successfully

Developer Tools Connections
Connections Hosts.
Connections inf C | Create connection
Q 1 @
Connection name Provider Status ARN
armcaws:codestar-connections:us-west-
gethub-connection GitHuly @ Available 2

5 A A%
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BIUEZE GitHub BIELR (CLI)
&AL R AWS Command Line Interface (AWS CLI) 237 GitHub BJELR.

EEEEM , 5E A create-connection i85

/A Important

BIEFEER , 3FB AWS CLI = B ELR AWS CloudFormation EE PENDING #R&E, &
3 EA CLI =% B9 E4#E % AWS CloudFormation , 55 A KIREEER , FERAMAE
AVATILABLE,

BIEE GitHub HYER

1. BARURIS# (Linux, macOS = Unix) s S 1R (Windows). /A8 AWS CLI #1T create-

connection@i ¥ , --connection-name AZRHEMRIEE --provider-typefl . FELLEHIH |

E=HHEMEEA GitHub , MIEEMNEREEA MyConnection,

aws codeconnections create-connection --provider-type GitHub --connection-name
MyConnection

MREY , kR TEELELUTIIRNRMNER ARN .

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f"
}

2. HERAEEATHER. IHEFHREF  FE2RENTEER.

B EZE GitHub Enterprise Server HJEAR

BRI LAEREREEN AWS BEREE=FREFEEEE., SR UERA AWS Management Console

2 AWS Command Line Interface (AWS CLI) 237 GitHub Enterprise Server BJiE#R,

EHRE ] ZEN GitHub Enterprise Server tIREFIiENRTFE , ZIEFEEREVBETPANRE
GitHub FERRERMW L%

PRI 2B

5 A A%
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BMEABTEIRA R
« A BEHE—1@ GitHub Enterprise Server BI{TEE B EE —EREEE.

- #&ZFE A GitHub Enterprise Server #{TEBHNEES , FHEE T GitHub EABRXWET T HER |
MAEFFT R o

/A Important
&% GitHub Enterprise Server %X E X #ks , RS AEE L Webhook BHE R VPC i
2, MREBERME2020F 11 B 24 HzelBIU X8 , BEREMEH VPC PrivateLink Webhook i
B, B ERMBREM  RBETHEE,

@ Note
¥ GitHub Enterprise Server =% GitLab BEREEF AR , EFSEETANEE, BAHE
B EEEREFEM | BB SEEEONERRLPEa AERNER (VPCID, +#
3% IDs MZ£ 84 IDs), MEFHMEN , F2RIEEBN S REHERNERMERERTE,

e
- BIEZE GitHub Enterprise Server FIERR (X H)
« B3I EZE GitHub Enterprise Server BJE#R (CLI)

B EZE GitHub Enterprise Server HiE#R (£ 8H)

= EHE 1 GitHub Enterprise Server E#R , & A LUiRfE GitHub Enterprise Server K& EMNEF |, I
REME SN GitHub Enterprise BREEHE

(® Note

#2024 7 A1 BEK, TEAEESEEIR ARN codeconnectionsh B HWiEE, BEF
MEREFENERSEBERETEAST,

FE
« B GitHub Enterprise Server E# (£ A)
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-create.html

MEAETEXES EREES

# GitHub Enterprise Server E#R (£#£A)

EEEVEZ GitHub Enterprise Server FIE#R , FERHFEMNFARSE URL M GitHub Enterprise &
Fo

JERVAESY

1. & A AWS Management Console , ¥ 7 BRI AWS B A BT E X2 &https:/
console.aws.amazon.com/codesuite/settings/connections,

2. 7E Hosts (E#) R5|ZEHE+ , i#IF Create host (I EH#).
3. % Hostname (XHER) b , MALBECXANEIRER,
4. TEEBURMED  EETIHP—IF

» GitHub Enterprise Server
- Gitlab BRE®E
5. BURLH A WARRMHERERRENIRE.

6. WMREHMIRESRTE Amazon VPC RFRER , MEBEE VPC E#R , #5#1F Use a VPC (£ A
VPC). &8|, 55184 No VPC (,ﬁ VPC).

7. WMRECHKBITEBEIZ Amazon VPC # |, HABEE VPC B4R , 581E1F Use a VPC (£H
VPC) , ARE TR TEE,
a. EVPCIDIRT , EEEH VPCID, BB ELRESTEEMNERSEEZ VPC , EAE
iB VPN =} Direct Connect 7Bl {T{EEER VPC,

b. WMREEHREFNE VPC , EEKBTERBRERAFEAELERIRERBHT ILS BE B
£ TLS certificate (TLS R7¥) P ALK EFE ID, TLS RREEZEBENLE LR,

8. I#EJE Create host (B X #),
9. FMFHMEFEEBETR , THRESHEEIMEIMET,

® Note
MRENTHEREIE VPC R , FLS 0 ER R RME TR TH

FEHFEHNEMEZE Pending (FE) RE , RRTARE. WHEFHEF , FBRRETEEH.

ERER 57


https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections
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@ Successfully created MyHost X

(@ After your host reaches Pending status, choose set up host. b4
Developer Tools Hosts MyHost-e8b08e 2c
[ouse | TN

MyHost-e8b08e2c

Host info

Haost name Product Endpaoint Setup status

MyHost GitHubEnterpriseServer https://test- @) Pending

dev/ 8

$ER 2 . B3I GitHub Enterprise Server iE# (£ 4

1. & A AWS Management Console BB A HIBI3 A& T B &https:/
console.aws.amazon.com/codesuite/settings/connections,

2. JEIF Settings > Connections (FXE > E#R) , AR&IEFE Create connection (B EHR).

3. BEERBVEZFEZE GitHub Enterprise Server A ZERERR , 55&#F GitHub Enterprise
Server,

B ZE GitHub Enterprise Server

1. &F¥f Connection name (E#RE 1) , Bl NERNERE,
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https://console.aws.amazon.com/codesuite/settings/connections
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Developer Tools Connections Create connection

Create a connection i

Select a provider

Bitbucket GitHub ©Q GitHub Enterprise Server

Connection Settings Info

Connection name
Give your connection a name.

connection-ghes

URL
The endpoint of the server to connect to
https://myserver.dev/
Use a VPC
If your GitHub Enterprise Server is only accessible in a VPC, configure details here. Otherwise
skip this step.
Complete these steps in the same AWS Region as your VPC

2. EURLH , WARKRSENIHE,

@ Note

MERMHH URL ELANAELFELE GitHub Enterprise Server , RFEAG IR RIGIRIZE LA
AZmHEINEMER ARN,

3. (EA) WREESMAREEEEE Amazon VPC & | BA8E VPC E#R , 5528 Use a VPC (f£H
VPC) , RESTHIU TR,

@ Note

¥ GitHub Enterprise Server = GitLab EREEHP VAR , EFSEETAHANEH, &
AEBTNESEERBIFNER  MABSEZRWARBLHRAEREER (VPC
ID, F#88% IDs MZ£FHH IDs), MEFHMES , FSRIEEBHN O LEHERNER
FERERTE,
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a.

£ VPCID KT , i#iB&H VPC ID, BB EZ S GitHub Enterprise Server #1T{EEE/H
EfEskE2 VPC , 2 A[%EB VPN = Direct Connect ZH GitHub Enterprise Server #1718
K VPC,

£ Subnet ID (F#88% ID) KT , B4 Add (¥718), BRI+ , BEEEANEHN TR
ID, &&ZWIEE 10 8 F#5%.

RIS LB EFER S GitHub Enterprise Server T AR B2 FHRK , A= AEIR VPN
= Direct Connect ZE 2 Z % GitHub Enterprise Server $11T{E 8 # F#E 5.

£ Security group IDs (228540 ID) KT , i#1# Add (#118), =Y , BELEARNIHY
ZEEH, BRZTLURE 10 BREEHE.

RIS LR IE R 2 GitHub Enterprise Server #I{TREBHNERR 2B E , AR UEB
VPN = Direct Connect FH 2 Z % GitHub Enterprise Server #11T{E B K Z & 84,

MREBEREFRE VPC , BE# GitHub Enterprise Server $I1T B EAFEHIIELERE
BREMEIT TLS B85 |, F51F TLS certificate (TLS BH) R#MALERE ID, TLS BREE
ZRBENLELE,

VPCID

Choose the VPC in which your GitHub Enterprise Server is configured.

Q, vpc-08 X

Subnet IDs

Choose the subnet or subnets for the VPC in which your GitHub Enterprise Server is configured.

Subnet ID

Add

Security group IDs

Choose the security group or groups for the VPC in which your GitHub Enterprise Server is configured.

Security group 1D

TLS certificate - optional
If you have a private certificate authority behind a VPC or you are using a self-signed certificate paste the TLS
certificate here.

5 A A%
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ERAEER

4. E#F Connect to GitHub Enterprise Server (B#8Z GitHub Enterprise Server), B HEREHE
& Pending (f57E) MEE, RRSMNALRUNARBEFARERBLIRER, THEBEFEA

URL,

5. i##E Update pending connection (B3 13EE4R).

@ Connection connection-ghes created successfully

Developer Tools Connections 5176 7Th0-0457-4463-

connection-ghes Edit
@ Finish creating your connection Update pending connection
Your connection status is Pending. Choose Update pending connection. :

Learn more [

Connection settings
Name Status

connection-ghes @ Pending arncaws:codestar-connectionsus-west-

Provider

GitHub Enterprise Server

Host info

Host name Product Endpoint
https://myserver.dev/ GitHub Enterprise Server https:/fmyserver.dev/ [2
Setup status

@) Pending

6. WMRHIEIRTR , B GitHub Enterprise & A EH L AR GitHub Enterprise R & Ao
7. 7E Create GitHub App (B3I GitHub FERER) EE L , AEAENRIEZRE,

Create GitHub App

GitHub App name

AWS

Create GitHub App for =
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8. 7 GitHub Z#EEHME L , ;& Authorize <app-name> (R <ERAERXZE>),

my-app1 by would like permission to:

R Verify your GitHub identity

D Know which resources you can access

J\f Act on your behalf

Cancel Authorize my-app1

httpsy//redirect codestaraws

9. EERAEAZEXEEL A6 FEETREEREAERACERBIETRZER, NIREFZEER , R
RRERTEGREFEERRKEAENER.

BELEZRERARANRBEERE, & Install (BE).

Install my-app1

O

Install on your personal account
® All repositories

Only select repositories

Jwith these permissions:

~ Read access to metadata

+ Read and write access to code, issues, and pull requests

10. BFEESERENRERER Available (FT ) AREE,

B EZE GitHub Enterprise Server KiE#R (CLI)

IEAILAE A AWS Command Line Interface (AWS CLI) 3R 3 ELR

o)
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EEEBEM , 5 5E A create-host B create-connection % o

/A Important
BIRTESE | BB AWS CLI = I HELR AWS CloudFormation B PENDING #REE, 2

S B8 CLI 2% WE4R#% AWS CloudFormation , s5fE A T A KR ELS  FHRAREE
AVAILABLE,

$ER 1. B3 FAM GitHub Enterprise Server B9 # (CLI)

1. BIRR IR (Linux, macOS = Unix) SRR (Windows). £H AWS CLI #1T create-hostdn
T, --provider-endpoint A& ERIEE - -name, --provider-typefl ., FELEHIF ,
EB=HHERBMEA GitHubEnterpriseServer , MixEA my-instance.dev,

aws codeconnections create-host --name MyHost --provider-type
GitHubEnterpriseServer --provider-endpoint "https://my-instance.dev"

MR, S SETELTHARBHEE Amazon Resource Name (ARN) &,

"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-Host-28aef605"

SRS ERE , THEEMN PENDING AREE,

0. BEATMATRIMET  LHIMEA Available R, NENMET  BSBEBELEE
.

SER2 EERAPREFEEEH

1. & A AWS Management Console B BIBIR A B T EFE Ahttps://
console.aws.amazon.com/codesuite/settings/connections,

2. FRAEXRATHMEMRE  WEEHMER Available R, F

¢

B SREFEEH.
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$E% 3 : #1I GitHub Enterprise Server BJ3E#R (CLI)

1. BIRR IR (Linux, macOS = Unix) s SRR (Windows). £ AWS CLI #T create-
connectionfis % , --connection-name &M EZRIETE --host-arn# .

aws codeconnections create-connection --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/MyHost-234EXAMPLE --connection-name MyConnection

MER , K TEEERLTIRENER ARN EfFfl.

{
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad"
}
2. FRAFEARBRESTEER. WEFHHAER L S2RENFEER.

$EB 4 EEXEABTHK GitHub Enterprise Server HJER

1. & A AWS Management Console B KB A BT EX1EEhttps://
console.aws.amazon.com/codesuite/settings/connections,

2. FERAFERARREFEEER , YERBHE Available RE. WEFMEF  F2EEHT

TEE#R o

BIEZR GitLab BVELR
BT LAEA AWS Management Console 2 AWS Command Line Interface (AWS CLI) 3R % 37 £
gitlab.com LFEEZ R TFENER.

® Note

£ GitLab FERELERZE , IRTERBERMVBRBEEENER | BRERATUEREZEE
AR URERET I,

B2 :

- BYUABTE GitLab BMIRF,
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® Note
ERREERARELNREERZERS.

® Note

BRI IE GitLab FEAHEENACEIER , ARZLERTIUEEAR CodePipeline &
BERNRTFERLER. IREHETHNREE  ETFFTEAREHERE.

£
EIGEE GitLab FERR (FEAR)
EBIHGEE GitLab B9E#R (CLI)

RYEE GitLab MBS (X E)

IERILAER £ A REIER.

® Note

®2024 %7 A1 BEE, TEAEEEIR ARN codeconnectionshE B HiELE, BEF
MEREFZFENERSEBERETEAD,

SR BYEE

1. B A AWS Management Console , RAEFMAMA B9 AWS B AB T E X Ehttps:/
console.aws.amazon.com/codesuite/settings/connections,

2. BERE A ARBEFER. EEENER.

3. BFEEVEZ GitLab REFEENER , FEEINAERK T & GitLab, 7£ Connection name (iE
REB) KT , WMAZEEUNEREE, BEERZE GitLab,
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Developer Tools » Connections > Create connection

Create a connection i«

Select a provider

Bitbucket GitHub GitHub Enterprise
Server

O GitlLab

Create GitLab connection info

Connection name

» Tags - optional

Connect to GitLab

4. GitLab MEAREBTE , FREHNEREEA , REBEEEA
5, LWEREETRERER , EFISHRERREUFIEN GitLab IRFHFAR.

i#1Z Authorize (FRH),
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Authorize codestar-connections to use your
account?

An application called codestar-connections is requesting access to
your GitLab account. This application was created by Amazon AWS.
Please note that this application is not provided by GitLab and you
should verify its authenticity before allowing access.

This application will be able to:

« Access the authenticated user's API
Grants complete read/write access to the API, including all
groups and projects, the container registry, and the package
registry.

« Read the authenticated user's personal information
Grants read-only access to the authenticated user's profile
through the /user APl endpoint, which includes username,
public email, and full name. Also grants access to read-only API
endpoints under /users.

¢ Read Api
Grants read access to the API, including all groups and projects,
the container registry, and the package registry.

e Allows read-only access to the repository
Grants read-only access to repositories on private projects
using Git-over-HTTP or the Repository Files API.

« Allows read-write access to the repository
Grants read-write access to repositories on private projects
using Git-over-HTTP (not using the API).

6. BERTROERFZAEE, MERSHRER GitLab ERE TREKREBF,
7. EEERE GitLab,

REMERR , SRTRIER, ERFAEFSEERRERHELETR,

ERER o
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BIHEE GitLab #YE#RR (CLI)

IETILAE A AWS Command Line Interface (AWS CLI) 3R 3 ELR

EEEREMY , B create-connection iR,

/A Important

BIRTESE | BB AWS CLI = I HELER AWS CloudFormation B PENDING #REE, 2
S B CLI = WELR % AWS CloudFormation , S5 TS RiFEELS  FHEAREE
AVAILABLE,

BIEE GitLab KYELR

1. FARURIm#E (Linux, macOS = Unix) Sas TS (Windows), £ AWS CLI #11T create-
connection@i ¥ , --connection-name &ZRHEMRIEE --provider-typefl . FELLEFIH |

E=FHMUEEEEA Gitlab , MIBEMNERBZTEA MyConnection,

aws codeconnections create-connection --provider-type GitlLab --connection-name
MyConnection

MREY , kT EELELUTIIARMNER ARN EH.

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44l1f"
}

2. HRAEEATKER. IHEFHRES  FBRENTEER.

BYEE GitLab BREBAVER
BRI LR GitLab BREBERERA GitLab R FIRE LELR,

& A LAE A AWS Management Console 8, AWS Command Line Interface (AWS CLI) & GitLab B
BB ERIE,
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® Note

# GitLab BEREEFRELEREAEN , IRTERERMNNVBEBEEENESR | BRI
VAR BR %2 2% HE A 72 U BARERRT 7T

B GitLab BEREEER2E , FABRLARZERN IR  FERRTISR. NFEACTEME
BEIFTMTERENSE B2 BV FimE N TERE,

ERBLUREMER VPC REREEH, MFEFHERMIRE VPC AENFMEN , 258 (BH) &
RIRAE | EARAVHEER S Amazon VPC #HEE M st Y VPC HREHE1TRE B HE A7 FF'E’J VPC 5tiRf%
.

BtR <Al -

o a7 :Eﬁ'&& GitLab BIRF , Y HEE B REELREN GitLab MR GitLab B8R, MFFH
B , 2B https://docs.gitlab.com/ee/subscriptions/self_managed/.

® Note
ERREERNARELNBREERZES,

® Note

B LB TE GitLab P EEHEEARCNREERILER , AEERTLUEES
CodePipeline EEREEFEH. MERFHEPHNRETE K ETEEAHFEHES,

- BAEBEATIMENEEFTEL GitLab B AFEFA (PAT) : api. admin_mode, MFEFFH
B , 5528 https://docs.gitlab.com/ee/user/profile/personal_access_tokens.html, &%EREE
B, IR MEER PAT,

(® Note
B PAT ERARREEIH , TEUHMT XN EIHERER. EERETR , KTNEY
EREF PAT , RAREREEBERMER PAT,
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® Note
¥ 1 GitHub Enterprise Server = GitLab BREEHF AR , EFSEETANEIH. £A4E
BPNWESEESELIFNEE  mBEBXEEHOMERBLPE AMERBNER (VPC ID, F#
B% IDs ML £F4H IDs). MBFFHMENA , F2RIEESN ST RHERNERNEIREE.

e
- EY GitLab HREERER (X2 AH)
- EVEZ Gitlab BREERER (CLI)

EY GitLlab BREENER (E28)

EXEZETHELSREVFHEES GitHub B REEAVER. $HEE VPC PRETHNEERS
H , B2 (BA) TREMA BRI Amazon VPC 5,

(® Note

2024 7 A1 HBEE, TEASEER ARN codeconnectionsHEY 8 WEE, BEF
MEREFENERSEBERETEASD,

® Note

BAEE GitLab BEREELZEETIHE AR LIEEEZTHN —ERNZE GitLab BERE
HER,

HR1 BUERNER

1. & A AWS Management Console , ARAEFREBR B AWS FREAB T BT Ahttps:/
console.aws.amazon.com/codesuite/settings/connections,

£ Hosts () ZH5|4ZEE,+ |, i#IF Create host (I EH#).
£ Host name (EHEW) P, MACEEFEANIHEER,
EERRMES | EIZ GitLab BREHE,

FEURLH , I AREMER 2 ERERER SR,

o M 0D
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6. MBEHIMIREZE Amazon VPC REREN , MEBEE VPC & |, 5588 Use a VPC (£
VPC), &BI , %12 No VPC (& VPC),

7. (B ) URECHKEIMEEZT Amazon VPC |, B48EE VPC E#R , 55212 FH VPC , REX
B TR 1E,

® Note

¥ GitHub Enterprise Server = GitLab BREEHP AR , EFSEETANEH, &
AEABTHESEEGSELHTN I K mBAKSEZENBERBLPRAHBNER (VPC

ID, F#3E% IDs ML £F4H IDs), MFEFMEN , B2REIEEBN L EBEREIYER
MERERTE.

a. EVPCIDIET , BEEMN VPCID, FHVBELETHMERRE 2 VPC , REAEIR
VPN &} Direct Connect FEUE{T{EEEH VPC.

b. MREBCREFE VPC, EEKEHMBEREAIELEREREMEHNIT TLS BE , FE
TLS BE) AW AZKNER ID, TLS BREEZRBRENLEEER,

8. I#EJE Create host (B X #),
9. FMFHMEFEEETR , THRESHEIMEIMET,

® Note
MRENTHEREIE VPC R , FLS 0 ER R RME TR TH

FEHFEHNEMENZE Pending (FE) RE , RRTARE. WHEFHEF , FBRRETEEH.
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ERAEER

Developer Tools » Hosts » dkhost-f7af82a

host-f7af82a

Host info

Host name

haost

am:
1:4¢

Host tags inf

Key

Product
GitLab self-managed
Endpoint

https://us-west-

Value
No results
There are no ||'--..:|" to aisplay

Add tag

Delete Edit Set up host

Setup status

@ Pending

Edit

FR2 REFRETH

1. BEREEZH.

2. #EHEETRERIE host_name B, HRRHEEAFIRZNS , ERH GitLab PAT AT #E/NEEEAVFF

A : api#l admin_mode,

(® Note

REEESRLUEYNER PAT,

5 A A%

106



ERAEER

MEABIEXEA

Set up myhostgl

Provide personal &cess token

To set up GitLab self-managed, provide your personal access token from GitLab. The personal access token is required

to have the following scoped-down permissions only: api.

o | NG

3. EHMAThEME K SHBEFHMFMAEFAER , YETEMRES Available (T A).

glhost-!

o | [cor | SR

Host info

Host name Product Setup status
iglhost GitLab self-managed & Available
Arn Endpoint

Host tags info

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help

manage and secure your resources or to help track costs.

1 &
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HR 3 BMER

1. B A AWS Management Console , AEFRBR Y AWS FH#EAE T EFE Ehttps:/
console.aws.amazon.com/codesuite/settings/connections,

2. EERE A ARBERER. EREILER,

3. BEEVEZE GitLab REFEMNER , BEIEEURME T1#F GitLab BEEE, £ Connection
name (BB KT , WMALEEINEREE,

Developer Tools » Connections » Create connection

Create a connection .
Select a provider
Brtbucket GitHub GitHub Entérpride Sérver

Gitlab D Gitlab 's.l.'l-'--'l'l.::".l?:l.'d

Connection Settings

Connection name

4. TEURL A |, B AfRIBRESAY IR B

5 MREEHKMFREFMEIZE Amazon VPC # , 1882 VPC E#R , 58121% Use a VPC (A VPC) ,
RETHUATEE,

a. EVPCIDIET , BEBEMW VPCID, FHSVEELHETHMWERRE 2 VPC , 2 AER
VPN = Direct Connect FELE#H VPC,

b. £ Subnet ID (F#88& ID) KT , &2 Add (¥18), EHuT , BELEAN TN FEEK
ID, BExZAiEE 10 B FH5%,
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AERVRELTETHNERR B FHAMK , R TEIB VPN 5 Direct Connect FEE R E
B TR

c. 7 Security group IDs (Z£ 84 ID) KT , i#1E Add (37118). =P , BEFELEARETHEN
ZEHFE. BRZULLERE 10 BL281E,

ARVERETZETHNERR LT3 E , R TEIB VPN 5 Direct Connect FEIE £ &%
FHMNEZ2EE,

d WMREBEHREFME VPC, BEEBEIHEBEAFEAFLAEREREMERIT TLS BB , FE
TLS BF) T ALZHER ID, TLS BEREEEZEBEN LG L8,

6. EFER GitLab BREE. BYMNEREHET Pending () M. RKEFASRHMRMRSR
EAREREYIHER. THEBEMEM URL,

7. i##ZE Update pending connection (B3 13 EE4R).
8. GitLab WEAEHMBTHE , FALNEEZA , RREEEA,
9. LENESETRERERER , ERIEsBREFREUFIEN GitLab tRFHAE

i#1Z Authorize (1Z#),
10. BIBRGREEFRTIZEAEH, MEFFHREEY GitLab ERE THEREBP,
11. BIBELR GitLab BREE,

BIEMERER , SETEIERE, ERFHETNEREERRERE LET.

BIEF Gitlab B REEMELR (CLI)

IETILAE A AWS Command Line Interface (AWS CLI) & GitLab BREBE T T EAELR,

EEEBEM , 5 create-host B create-connection

o

/A Important

BIRTESS | BB AWS CLI = I HELER AWS CloudFormation B PENDING #REE, 2
S B8 CLI 2 WE4R#% AWS CloudFormation |, sS5fE A i A RimiEEL | ﬁ,ﬂ\ﬁk&ﬂk%
AVAILABLE,
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ERERER
HER1: B GitLab BREEET F# (CLI)

1. BARBUL IR (Linux, macOS = Unix) i H

27~ (Windows). f£F AWS CLI 11T create-host#n
%, --provider-endpoint A ERIEE - -name,

--provider-typefl . ELL&EHIH
E=HHERBEA GitLabSelfManaged , MimEA my-instance.dev,

aws codeconnections create-host --name MyHost --provider-type GitLabSelfManaged --
provider-endpoint "https://my-instance.dev"

WRAY , K SEEREL T SIAEH EH Amazon Resource Name (ARN) E#l.

"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-Host-28aef605"
}

TS RE , THWEEN PENDING A

2. FEREBRATREMRE AR TISREEHES Available #REE,

TR EERAPRESEETH

1. & A AWS Management Console BRI KIBIR A BT EFE Ehttps://

console.aws.amazon.com/codesuite/settings/connections,
2. FEAFEAETEREMETE

, WASF B A Available AREE, B2

HER 3 : A GitLab BEREEEMIER (CLI)

1. BARBU& IR (Linux, macOS = Unix) i H

27~ (Windows). f£/ AWS CLI 11T create-
connection® ¥ , --connection-name A&

EHESRIEE - -host-arn# .

aws codeconnections create-connection --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/MyHost-234EXAMPLE --connection-name MyConnection

MER , K SEELRLTIRENER ARN EfFfl.

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad"
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REABTIEEEA EREES

}
2. ETISTRERATEERBESERER,

SR 4: EEBRAPTHK GitLab B RERAVER

1. & A AWS Management Console BB KIBE AE T E X Ehtips://
console.aws.amazon.com/codesuite/settings/connections,

2. HEAFEARBEFREBER , UERBEBE Available R, MFFHMER , F2RENET
EE#R.

B EER

RIFFERR , FEIB AWS Command Line Interface (AWS CLI) 5 23 #iE# AWS CloudFormation &R
PENDING #R&E, 23 E2 AWS CLI 5 KE#R % AWS CloudFormation , 55EH TR AREHELR , F
H AR AVAILABLE,

@ Note
BYAERATEEENSTEERR, SEEER AWS CLIEHFEER.

B-REAERE/MERMEEFT=—SHEER A SLAFEHEEREBBNLZERTHEE=F#
FEREHY OAuth 12,

BRILERRAZARTEZRARTRFEER.

SEARERR

-

BRI A B AWS FAZ A B T B X Ahttps://console.aws.amazon.com/codesuite/settings/
connections,

i#1Z Settings > Connections (FXE > E#R).

N

E2 AWS 2RV iR S HEBEBAY AR A ER S BEMEE TR,
3. 7 Name (BW) F , BEREEEHMNFEERERE,

BEER Pending (15€) MREEMIERE , @A Update a pending connection (E#F1FEEHR)o
4. JiEZ Update pending connection (B EELE)o

ERER T
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REABTIEEEA EREES

5. 7 Connect to Bitbucket (E#RZ Bitbucket) EHH Connection name (EMRB ) F , FFERN
£,

£ Bitbucket apps (Bitbucket BRAER) KT , BEEAERRE | Fi#EE Install a new app (B
HERARER) UEBILRHE,

Connect to Bitbucket

Bitbucket connection settings info

Connection name

a-connection

Bitbucket apps
Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection

Q or Install a new app

6. HEEARIATEEML , ASE R AWS CodeStar FEFARER [F1£ E R EEZE I EH Bitbucket 1R,
i#1Z Grant access (ZEFZHE),
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dWsSs €

AWS CodeStar requests access

This app is hosted at https://codestar-connections.webhoaks.aws

Read your account information
Read your repositories and their pull requests
Administer your repositories

Read and modify your repositories

Authorize for

Allow AWS CodeStar to do this?
This 3rd party vendor has not provided a privacy policy or terms of use.

Atlassian's Privacy Policy is not applicable to the use of this App.

Grant access e

7. FEENEETHZHEMIER ID, #IE Complete connection (5EBIEHR)o

Bl HHiE AR

B L ERRAEAS T EFEAE AWS Command Line Interface (AWS CLI) F# list-connections @5
TRBIARS PHERBE,

PIHER (E#8)
B HHiE AR

1. BARKHIR https://console.aws.amazon.com/codesuite/settings/connections KA S T EF#&

L

Ho
2. i##E Settings > Connections (&€ > E4E)o
3. BREEMRNERE. MREM ARN,

5 A A% 113


https://console.aws.amazon.com/codesuite/settings/connections

REABTIEEEA EREES

B 4R (CLI)

AT LAEA AWS CLI JIHEE = AR BRTENER. HHEIREREBRBNER (HINES
GitHub Enteprise Server FYIE#R) , & HEXEI/MEE =4 ARN,

EEEBEM , 55 list-connections B H .
5l HIiEAR

- BB IRH (Linux, macOS = Unix) R H IR ARF T (Windows) , REEH AWS CLI #1Tlist-
connectionsfs o

aws codeconnections list-connections --provider-type Bitbucket
--max-results 5 --next-token: next-token

i cEER TH®HE,
{
"Connections": [
{
"ConnectionName": "my-connection",
"ProviderType": "Bitbucket",
"Status": "PENDING",
"ARN": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc4s41f",
"OwnerAccountId": "account_id"
b
{
"ConnectionName": "my-other-connection",
"ProviderType": "Bitbucket",
"Status": "AVAILABLE",
"ARN": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f",
"OwnerAccountId": "account_id"
b
1,
"NextToken": "next-token"

5 A A%

114



REABTIEEEA EREES

il B — 1B 2 %

B L ERRAEAES T EFEAE AWS Command Line Interface (AWS CLI) F# delete-connection
T R M BRIEAR

F&E

- MERELR (FEB)

- MHERELR (CLI)

MERER (E25)
il BRI A%

1. BRI https://console.aws.amazon.com/codesuite/settings/connections HIFAE A BT E X%

AN

Ho
2. iZ#E Settings > Connections (X > E4F)o
3. 7 Connection name (E#REW) H , BELERBRBERER.
4. EE MR,
5. TEWMNAFEA delete LAFESE |, REBIZIZE Delete (MIBR).

/A Important
IS B EEEER,

I ERIZ AR (CLI)

I&TILAE A AWS Command Line Interface (AWS CLI) 3l BRE LR

EEEBEM , 55 A delete-connection B

/A Important

BT o2E , REMRER. TSETEREFE AR, BB IIELR , 82 Amazon
Resource Name (ARN) K EFASEEE M,
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REABTIEEEA EREER

i Bk R

BRI (Linux, macOS = Unix) i HRTR (Windows). A AWS CLI #1T delete-
connectionfip T , 3EE L EMIBR 2 ERA ARN,

aws codeconnections delete-connection --connection-arn arn:aws:codeconnections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

s A EEEEMER,

BRRERER

BREEW AWS Eikie AWS BRHN BT BEERER. S AWS EREMEIS :

- ZH&E (Bl , CostCenter, Environment = Project), BEBEEED K NE,

- —EEAZERE (HIWW, 111122223333, Production EBXBZRE) FEZAMN. PHREREER
LtERRERAZTH, BEREMEE , EREGES XNERE,

ELERARER.

BRI EAERAD CLI URREIR.

& LATE AWS CodeConnections FZFE T HIERER -
- EiR

. EH

BESRREBECLEFGTFRAN AWS CLI EEHE B RTRA, NEFMET , F28E "AWS
Command Line Interface fEA &1 FM %% AWS CLl,

BRTYERAEEREL. ABNERERZA , BER LA AWS Identity and Access Management
(IAM) BUER = E’\J%ﬁiﬁ’rﬁﬂﬂ?’“ﬁ%ﬂﬁE—IJ—Xﬁ#ﬁﬁﬁjﬁEﬁiZEﬁlo MEUEBRAERNFEUBEKEGS |, 552
Be {5 F A B SR 5] AWS CodeConnections & REFE.

ES -]
- BRER (FEAR)
- ZE5EIR (CLI)
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REABTIEEEA EREES

BiER (E28)

FANEAERAREE, EHFABRERDRNEE.
e

. BEERFRTERER (T28)

. RIDBRDRNER (T124)

. EEERDRNER (T124)
. BRERDRNER (T24)

HEBRNEEERER (F28)

LU ERAERERERTEIRETERI IR,

® Note

BEinhLERHER (Hl0 GitHub Enterprise Server) B E4E , MERFKth BEET 7 F#
BRE , EYHENEBER SN EEEE. NRELEKEBEERANIMER , EVELED B
BREH, NREEEEEEMER M BFERAEERANSE,

RERNERR

1. BAXEA, REBHKTP , #IEF Settings (FRE).
£ Settings (FXE) KT , &2 Connections (iE#R). £ Connections (E#R) &5 %K.
BELZFEENER. BESERERREER,

£ Connection tags (ERER) KT , 1#I1F Edit (R#E). FEEIR R Edit Connection tags ({REEE
RER) EHE.

5. %&£ Key (%5|#) fValueValue ({B) i+ , EREFEN S EZBEFWASB/YE, (Value (B) #B5B
B, ) Bla | £ Key (3RBI8) F# A Project, £ Value ({8) H# A ProjectA,

> WD
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ERAEER

Edit Connection tags

Connection tags

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help manage and

gn to an AWS
surces or to help track costs.

Key Value - optional

Add tag

Remove tag

6. (EH)EIF Addtag (FTIEER) , MBEZ , ARBAETZER,

7. BRERX, BREIHEERREZT,

REHNERR

1. BAFHEE, REEEKP , BIF Settings (FRE)-

2. £ Settings (FXE) BT , i##2 Connections (E#}). i#IZ Hosts (E#%) R5IEHK.
3. BELEREMNIH, BMESETSEHBREEHR.,
4. 7 Hosttags(EHER) KT , 1B Edit (#mi8). PEENEEER Host tags (EHER) HMH.
5. 1£ Key (&5|#) MValueValue ({B) B9 , EREFMENZEER P ASBY ., (Value (B) A
EA, )l , £ Key (E5188) P#I A Project, £ Value ({8) FR# A ProjectA,
Edit Host tags
Host tags .
Remove tag
Cancel m
6. (Ef)#IE Addtag (FTiEER) , FEEZS K RRATHRBAETFZIEER,
7. BEREX, EBIEEHEREZT,.
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BRERERNRR (X£8)

BRLMERERERRRATERNER.
BRIBERNER

1. BAEXEE., REEEKD , 1B1F Settings (RE).

2. 1£ Settings () KT , i## Connections (IE#R). 1### Connections ((E#R) &5 EH,
3. EELEMENER. RISHERERREEM.

4. 1£ Connection tags ((E#RZEE) KT , B Key (R5|48) M Value ({B) M T 5 1 EFER.

B EHNER

1. BAXEA. REBEEKF , BIEF Settings (FRTE).

2. 1£ Settings (RXE) KT , i##8 Connections (IZ#R). 212 Hosts (X #) R5|ER.
3. EELERENEH,

4. 1f Host tags (E#E®R) KT , MR Key (EBI8) M Value (fB) BT HFH ETHER,

mEBERERNER (X£8)
R LMER TR A RIFECHIE I ERERNER.
mEERNER

1. BAXEAR., REBERKSP , BIZ Settings (RE).

2. 1E Settings (FRE) KT , i##2 Connections (i£#%). i### Connections (E#}) &5 %,

3. EELEREMNER. BOSHERERREREM,

4. 1£ Connection tags (B ER) KT , &2 Edit (#&#8). FEEIEEE T~ Connection tags (B{FER)
EHE.

5. 7& Key (£®) M Value (INfE) ¥ , REZEMBEMLE. B0, % Project R5|E |, £
Value ({B) ##% ProjectA % ProjectB,

6. BEERX,

mEEEHVRER

1. BAERAE, REBEEHEF , 1BE Settings (FRE).
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2. 1 Settings (RE) KT , 122 Connections (E#). £ Hosts (X #) R5|EH,
BELEFENIH, BEESEREIRREEER,
£ Host tags(EHZRR) KT , #ZF Edit (fR¥8). FEEIS R T Host tags (EHER) HE.

£ Key (£88) # Value (INE) # , REEZEEHSEMNNE, Hl10 , &¥ Project R5|8# |, £
Value (f) ## ProjectA #5 ProjectB,

6. BERER.

o &~

BREKERNER (X#£8)
BRUERETRETBKREREFRNER, EARBHNERBRERE  SERRELER,
BERERER

1. BAEEAR. REBEERKD , EIE Settings (RE).

2. 1f Settings (FXE) KT , i### Connections (i£#%). i### Connections (E#}) &5 %,

3. ERLERFENER. BIgSETERREEH,

4. 1£ Connection tags (B ER) KT , &2 Edit (#8#8). FEEIE R Connection tags (EFER)
EH,

EZRERBRAOSBANENSEZEEEE | 1B1F BRESK (Remove tag).

6. EERER.

o

BREHHNER

1. BAXEAR. REEEKT , BIEF Settings (FRE).

2. 1f Settings (RXE) KT , i##8 Connections (IE#R). 21 Hosts (X #) R5|EZER.

3. EELERENIH, BOSERIMREEH,

4. 7 Hosttags(EHER) KT , iB1Z Edit (#mi8). PFEENSEER Host tags (EMEZR) HMH.
5. EZLERMBRNSBANENSEESRERSE , EIE BBRER (Remove tag).

6. EERR.

EEEIR (CLI)

BT LAER CLI iR, #iiE, EFIBREKERNERRE,
ES-
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FRABIEXES ERERER
- BEBRFEEERER (CLI)

- BRERERNER (CL)

- REERERNER (CLI)

- BREJ[EFENER (CL)

R EET B ZERE IR (CLI)
&I LAEA AWS CLI RAZFCER PR E IR

ERIHEET TS, B1T tag-resource th s , BB EFIBZEBAEIRIEE Amazon Resource Name
(ARN) , AR 84858 2 ZMAN RS BMNBE, B LIFE —EU ENER,
BEGIIEER

1. AEBHNERIE ARN, £ 5 HiEE BRI list-connections 7 REVGELR ARN,

2. TERIFEH DS EFIT tag-resource

filgn , FATIHGRSRELCEEMEERBRNER , —EBEA Project WERBEERES
Project , AR —{& A ReadOnly WEBEBEBES true.

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf --
tags Key=Project,Value=ProjectA Key=IscontainerBased,Value=true

ERY , kB TFEEEEMARE,

ATHITIEER
1. RENERIE ARN, A 5l HE# PRETH list-hosts T HREVE EH ARN,
2. HERIFMHGDF L#IT tag-resource TS,

Blgn  FRATIHGSRECEEREEBENEIE | —ERE Project WERBEEBRES
ProjectA , AR —{8#& B IscontainerBased WERBHEZRES true,

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605 --tags
Key=Project,Value=ProjectA Key=IscontainerBased,Value=true

AR =
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BRI, kT FEERETAR.

BILERERVES (CLI)

R

/CN

A LAEA AWS CLI iR ERERN AWS FH. ERMEER K BOAEEZH, A list-tags-

for-resource M TMIACHIE T EER T HNER,

BRERNER

1. REMNERIUS ARN, £/ 5 HELR PRETH list-connections i 2REVSELR ARN,
2. ERIFEHRGS Y LT list-tags-for-resource i, Hl , FATH SRR EFNERZE S
BNEREBSE.,
aws codestar-connections list-tags-for-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf
EfmTEEREEREEHNER., ERSEMSETIHERERNVMEZRSIBEE.
{
"Tags": [
{
"Key": "Project",
"Value": "ProjectA"
.
{
"Key": "ReadOnly",
"Value": "true"
}
]
}
BEIRNER
1. BEWERIE ARN, £/ 7| H F# REERE list-hosts an S REVS 4 ARN,
2. TERIFEBH BT LHIT list-tags-for-resource . Hl , FATHHSRBRERNER RS

BNERERE.
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aws codestar-connections list-tags-for-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605

EEmTEENEERABMNER. BB Y ETRECNMERSIRER,

{
"Tags": [
{
"Key": "IscontainerBased",
"Value": "true"
b
{
"Key": "Project",
"Value": "ProjectA"
}
]
}

fmEERERNEZESR (CLI)
BT LAER AWS CLI fREBERMER, Bu S8 FRARSIBNESFIGHMESIE,

FERHEE BT , #1T tag-resource 5 , EELEEMEBNEIR ARN , T IEEEEHHNERR
SIEFNERE,

MERRE K AUAEENERRCIEHSRE , AAEENRIEHER , ESUMEERH. £H
edit B HTEH RS REXE R —HHNREE,

W ERVRR

1. RENERIYE ARN, £/ 5 HER PRETH list-connections 5 H REVFELR ARN,
2. ERIFEMEHGS Y LT tag-resource .

EEMEEH|F , R5IE Project WEBIEEEE A ProjectB,

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf --
tags Key=Project,Value=ProjectB
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ERY , L STEEETAAS. EERFBEEREBBNWESR , FHT list-tags-for-resource

o
mIEEHNER

1. AEBHERIE ARN, £/ 5IHE# hRERH list-hosts 5 RIS EMH ARN,
2. TERIFEH S EFIT tag-resource

EEEE ST |, 3R51# Project WEEEZEE A ProjectB,

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605 --tags
Key=Project,Value=ProjectB

ERY , LG STEEETAAS. EERFHEIMBBRBNESR , FH1T list-tags-for-resource

ALA
Al T o

BRERERER (CLI)

AT SISR , £/ RRER AWS CLI HBBRER., EAREMNERBRERE  SehRELE
.

® Note

MREMRERER , AISEMRNERTFBRAIEERER. MRERERH , EFFE

ER IR SS , T untag-resource T , IEELEBREBENEIR ARN , MEEBERNEBRN
EBSR, Hln , EEEEGERE Project M Readonly WEHFR L BRZEER , BEATHMm

A
T o

aws codestar-connections untag-resource --resource-arn arn:aws:codestar-connections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf --tag-
keys Project ReadOnly

ERY , LG STEEETMAAS. EERFBHEEEHBHVESR , 51T list-tags-for-resource T,
WEBETIEEREEBR,
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{
"Tags": []
}
AR EARFF A E A

B LAEARAEABS I EXEASH AWS Command Line Interface (AWS CLI) A #Y get-connection @3
DHRBBERVFAET . EEMEH AWS CLI , BHBACRERHRAK AWS CLI REHZE B ik
K, WEFHMES , 528 (AWS Command Line Interface R EERE) L E AWS CLI,

BIRER (E28)

1. BARKAIR https://console.aws.amazon.com/codesuite/settings/connections KA S T EF

=
2. I#JE Settings > Connections (FXE > E#R)o
3. EELEMANERZENIRTE , REBBIE View details (IRFFHER).
4. FERIEETERNTIER

- EIRER,

- ERHEERER,
- VPN E#RAREE,

- E# ARN,

- MREHFIHHRER MR (4§20 GitHub Enterprise Server) B3 /Y |, A€ FR B2 8 45 46 B Bt
B EHE A

- MREHFIHHRER MR (6120 GitHub Enterprise Server) B3 # | RSB REELFH 4
FEERB Y IR B E

5 MRERER Pending (F7E) & , EESTHERR , 551E1F Update pending connection (E#F
EER), WEFMES  B2REHNSTEER.

R AREAR (CLI)
R IFH R TS 5 E#1T get-connection @, HlN , FATHHTSRBRES

arn:aws:codestar-connections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f ARN E 2B FFMENA.
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https://console.aws.amazon.com/codesuite/settings/connections

REABTIEEEA EREER

aws codeconnections get-connection --connection-arn arn:aws:codeconnections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

MR, e S EEEERFEER,

Bitbucket B #R Y & H & 41 -

{
"Connection": {
"ConnectionName": "MyConnection",
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/

cdacd948-EXAMPLE",
"ProviderType": "Bitbucket",
"OwnerAccountId": "account_id",
"ConnectionStatus": "AVAILABLE"

}
}
GitHub E 4R Y & H &5 451
{
"Connection": {
"ConnectionName": "MyGitHubConnection",
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/

ebcd4al3-EXAMPLE",
"ProviderType": "GitHub",
"OwnerAccountId": "account_id",
"ConnectionStatus": "AVAILABLE"

GitHub Enterprise Server E 4R & H &5 4] -

{
"Connection": {
"ConnectionName": "MyConnection",
"ConnectionArn": "arn:aws:codeconnections:us-
west-2:account_id:connection/2d178fb9-EXAMPLE",
"ProviderType": "GitHubEnterpriseServer",
"OwnerAccountId": "account_id",

5 FERR 126



REABTIEEEA EREER

"ConnectionStatus": "PENDING",
"HostArn": "arn:aws:ccodeconnections:us-west-2:account_id:host/sdfsdf-
EXAMPLE"

}
}

B2 HRER AWS 1RF

O LAER BERAHA AWS RAM E253 —1{@ AWS tRF SEBTMIRF L ABRAER, BulUigHAE
BRESHE=FRREREEE AWS 1) FINEREE A , a0 CodePipeline H#Y ,

/A Important
codestar-connections BERAXEERELA, BEEXE codeconnections ER.

FRIR B :

- BYUAEEVE WERAWS 1RF.
- BULABAERKA,

(® Note

ERARER , NRTREEBT  SLARABREEENRTEREE. EEARANIKRSE
EEREFENT,

&

- HAER (EEA

- HHAELR (CLI)

- BRRHEAER (E2E
o MR FELR (CLI)

HAER (E#£8)
IR LAMER A REBIHAERER,
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1. & A AWS Management Console.

FERAN "HERAR, 0 "HAER, BELE  #EE TBVERAMHL . AWSRAM

2. HRAWS RAM ERLAFEREE AWS BEF , FREZAALANTHRFEPREEE
B AWS Effil. BEEZVES2HERNERLA  B4FK AWS BERERSXBRE (HSEE
mEER )

NEHAALBERNFAEN  F2RELGERELAAESRER,
3. EEVHELNERY BABRZENER. £ERT , BEEARHER,

= Resource Access Manager » Shared by me: Resource shares » Create resource share

Grant access to principals Name

Provide a descriptive name for the resource share.
Step 4
Review and create [ Add resource share name ]

Resources - optional

Choose the resources to add to the resource share

[ Select resource type A ]

[Q code X ]
[ Code Connections
B ) No resources to display
CodeBuild Projects
Code Connections Select a resource type filter
CodeBuild Report Groups

Selected resources (0)

[ Q, Filter by text ]

Resource ID Resource type

No resources selected

4. ERLNERER , YREREERELANETA
5. EEE,
HRIER (CLI)

AT LAE A AWS Command Line Interface (AWS CLI) EBE iR E AR EHER | WRIREHEE
B ERZ 4t A MERR

EEEKM , A B create-resource-sharefll accept-resource-share-invitation &%
AWS RAM,

/\FH %?
1. ERARLRERBIRFEEA,
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https://console.aws.amazon.com/ram/home#OwnedResources:
https://docs.aws.amazon.com/ram/latest/userguide/working-with-regional-vs-global.html

MEAETEXES EREES

2. BARUKIEH (Linux, macOS T Unix) i H 1T (Windows). £/ AWS CLI 11T create-
resource-sharei 3 , --principalsBEHER XL AIEE --name, --resource-
arns . ELLEHIF , EWE , my-shared-resource RIS ENERBZBMNRER ARN
MyConnection®, £ Hprincipals , BEEEHL AN EWIRS,

aws ram create-resource-share --name my-shared-resource --resource-
arns connection_ARN --principals destination_account

;&III

MRKY , ki TEEEEUT I ARER ARN &

"resourceShare": {

"resourceShareArn": "arn:aws:ram:us-west-2:111111111111:resource-
share/4476c27d-8feb-4b21-afe9-7de23EXAMPLE",

"name": "MyNewResourceShare",

"owningAccountId": "111111111111",

"allowExternalPrincipals": true,

"status": "ACTIVE",

"creationTime": 1634586271.302,

"lastUpdatedTime": 1634586271.302

}

3. —.I-J’)\%X/\FHEIJ y ZZU-F—ﬂEIﬁﬁ':Fﬁimo

BRI iEZEANIRENESELA
HRBRERESN B MtRS , LURTE Organizations FEUAEREA , THRFRZAN,

1. ERZBREEEFN B RBIRFEE A,

2. BB EH (Linux, macOS = Unix) HanH T (Windows). fF AWS CLI #11T get-resource-
share-invitations@ o

aws ram get-resource-share-invitations

BT —ESBNEREZEFHE ARN,

3.  #1T accept-resource-share-invitationis &5 , #EXE --resource-share-invitation-arn,
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aws ram accept-resource-share-invitation --resource-share-invitation-
arn invitation_ARN

MRS, K SEEETHE@E,

{
"resourceShareInvitation": {
"resourceShareInvitationArn": "arn:aws:ram:us-west-2:111111111111:resource-
share-invitation/le3477be-4a95-46b4-bbe@-c4001EXAMPLE",
"resourceShareName": "MyResourceShare",
"resourceShareArn": "arn:aws:ram:us-west-2:111111111111:resource-

share/27d09b4b-5e12-41d1-a4f2-19dedEXAMPLE",
"senderAccountId": "111111111111",
"receiverAccountId": '"222222222222",
"invitationTimestamp": "2021-09-22T15:07:35.620000-07:00",
"status": "ACCEPTED"

BEHLAER (XA

BELAER EEA KRRt RERER.

1.

E A AWS Management Console,

B AWS RAM (28 HRERAA  HAEFREHE,

B AWS RAM ERAAFEREBE AWS EFHF , FREZELALANTAAEEFERFEE
B AWS Effl. BEERES2HERNERRE | BL4FK AWS EFRERXBRT (HSE
maEE )

NEHAAEBERNFAEN  F2RELAAEGERESHERN LT,
SHHFEAMANER , THEATREM :

&R ID- ERM ID, RIFEFN ID RN BERRSIER , LREEFRERBEZEH
&R,

EREHE - ERNEE,

ERAFBH - ER XA RBB R,

- BRAA - 22 EFNERLAYE. EEETERARANEE , FEERR.
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-regional-vs-global.html

REABTIEEEA EREES

- TR - EFRERNERHE. EREEUBRERA.

WAL FERR (CLI)

&R LAER AWS CLI R8RS B A = B AR H A ERR
ETIEREM , 3B get-resource-shares T,

AR AER

- BARUKIHH (Linux, macOS | Unix) S H 1T (Windows). A AWS CLI 11T get-resource-
shares@i .

aws ram get-resource-shares

BHEENRIRFHNERRZEE,

EFEH

EFEBEVEFTRENMERER (S0 GitHub Enterprise Server) BIE#R |, 5EEER AWS
Management Console 23 — A #, FHELEIMNER , ARKXR TIZHEMEFRNERRE. REFE
AZERETER, WEFREN  B2EEAER.

g, A LAEREYEH  BHERNE=RARXEEMEARENERRE. AEEHER
BBV —EXH AREAEEEIRELESZHEFEENMEER,

FRIARAREIEZETENMERER (FlW0 GitHub Enterprise Server) FBEMRE , THAGALE
MEHEIR.

E-]

- BN M

- RESETH

- B

e

o BRI

- WA EHFFEER

FEET e



REABTIEEEA EREES

B

B LAE A AWS Management Console 2, AWS Command Line Interface (AWS CLI) 3R 3 B2 %
REERSE L2E=AEXIBREFENER, Hla0, EATEEE Amazon EC2 #11T{ER L4 GitHub
Enterprise Server & E#EEEH 1T, BIEZE GitHub Enterprise Server B 281 , EXBRI AR
ZIERI

MEAELZRUEBREY IR T ERENSE

:I:I‘H

2B BEYSEHFEFEN TIERE,

BtR <Al -

- (BR) MREMEH VPC BY TH  SEL AR Y HFRBIERENLEZR (VPC).
- BRAAKBMETHTHEE  BMRITEE VPC ER , AEBEHAEE VPC .

(® Note
#{E VPC — X R aesd — B E AR H

B LLEEM MR VPC REREEH, NFEETHERMIKE VPC BENFMEN , F2H (ER) &
RIRAE | EARAVHEER S Amazon VPC #ERE M St F#AY VPC MEREEIT R B B HY VPC STR%
o

EFEFRAETEABET FTMEES GitHub Enterprise Server HiE4R |, 5528 7137 GitHub Enterprise
Server B (X H). ERAEATEY —EEH,

\)s’t

EEEATIRAEVIHREES GitHub BREENER , F2R BV EE GitLab B REENELR,

FREEATEN XK,

(GER) JoRfk#E : BEERAVHEE T Amazon VPC HEE
MRENERERECREMBRER | L LIRSIBAE,

MBEBHNEIAREE VPC REE |, FBFEMEL VPC ERBHEBET
VPC ExR
WA LB MM ER VPC B E#, UTRE—X VPC EX , ERECRAB AL EIREN VPC,

- BAEBANBENIE FRBRELE VPC, MREREEAN CIDR BRI FHEE , LA UEA
AWS IRF BFEER VPC,
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BMEABTEIRA R EEE
- MRBEREFNE VPC, HEH GitHub Enterprise Server #i{TEEREAFERAIELAEBHIZHEM
BT TLS BB%% ﬂﬂmﬁk"’ﬁﬂﬁiﬁﬁ/ﬁhﬁi TLS B,
- BB ETHE , §RBE Webhook # VPC 5% (PrivateLink), MEFMER , FSBEAWS
CodeConnections HJTH VPC i 2 (AWS PrivateLink).
- REFAHERE
- IREVHBEANRSBESTESGANSELAA , SLAFFERN N EEREEH GitHub
Enterprise Server #11T{E&&
- E#ZF GitHub Enterprise Server H{T{EE (TREMBREN —37) NRLFHEFTERERMEY
MRS N EETEATE HARER,
- VPC FRBLAMNALZESTHNTRETAREE. TABRBRTENME , EEM A A RSN ER
B, SEFRXAZSURE—TRESR , T EEHZEEE.

MFEM VPC MR FMHER , 528 (Amazon VPC EAEERM) FH IPv4 1 VPC T4
HRERE,

BREMERERMR VPC B
ET—EASRIAERELIRERE  EFERHTHIEE -

« VPC ID : & GitHub Enterprise Server #{T{E#& K@ R2F 2 VPC ID , = A% VPN = Direct
Connect ZERE Z % GitHub Enterprise Server #{TE K VPC,

- FHEEE ID = ID : RZ GitHub Enterprise Server B 1TEBE A [ ARES 2 F/EEE ID , S AZEIB VPN =
Direct Connect FELE Z 2 GitHub Enterprise Server #{T{EE M T8

- ZEBBESEE : £# GitHub Enterprise Server S1{T{EBMN AR 228 H , HTEIB VPN =
Direct Connect ZHL B Z 2 GitHub Enterprise Server $1T{EEMN Z £ 88,

- UnE  EfRFENRAKSRRS  BERTT @SR,

MEEE VPC REMESEHA R AN MER | FBM T T VPC B TR
EJO

HAER

EXHEVRERFD , €RKME AWS CodeConnections B FRER , B VPC BiE, EaE
AWS CodeConnections AAZREH FHME R RS RE , ARk VPC in Bl = A PrivateLink , LUEB
Webhook i EHEREEZTER, TEEVELEKRER , FREECEVTHEMERANACES T
1
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4

REABTIEEEA EREES

ec2:CreateNetworkInterface
ec2:CreateTags
ec2:DescribeDhcpOptions
ec2:DescribeNetworkInterfaces
ec2:DescribeSubnets
ec2:DeleteNetworkInterface
ec2:DescribeVpcs
ec2:CreateVpcEndpoint
ec2:DeleteVpcEndpoints
ec2:DescribeVpcEndpoints

MBS VPC R TR TR TR RO RAET , FBH TN VPC (AT
B o

% Webhook VPC in S5 F¥MAEH , 5528 "AWS CodeConnections /T VPC it 2 (AWS
PrivateLink) 1

BEFET T (F8A)
S R HEELR (0 GitHub Enterprise Server = GitLab BEREE) , B UFER T MRRRREFE=H
HEENERSEZ W,

® Note

#2024 7 A1 BB, TEAEEEER ARN codeconnectionsh 8 HiELE, BEF
MEREFENERGEBE NETEET,

BETHE VPC FERRETHNEZEEIR , F2H "EIEZE GitLab HREZENELR, -

EFEFRAIEABEY TMEES GitHub Enterprise Server HiE4R |, 5528 37 GitHub Enterprise
Server BiE (X H). ERAEALET —BEEK,

@

EEEATEAEVIHREES GitHub BEREENER , F2R BV EE GitLab B REENELR,

FEAEALEN —EEXH,
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® Note

— 1@ GitHub Enterprise Server = GitLab BEREERF — X AR —EEH., FIEEERTE
GitHub Enterprise Server = GitLab B BRIk F WERE S £ A HEBR E#,

BIESE T EH# (CLI)

EALAE A AWS Command Line Interface (AWS CLI) BEZEHIEHRE T T4,

(® Note

— 1B GitHub Enterprise Server IRF RE 2 —EE#, FrEEZE4E GitHub Enterprise
Server iR FHERE S EAHERNEH,

BRMEREHRARLZEE =S HREFWERRE 2 ImR, BEER CLIEMYEH | FFEM create-
host 6. THWEVTHE , FEMWEEMN Pending (57E) MR8, HEFJFREXH , UKHEA
Available (AT ) REE, FTHBR/TRAR , EUTREMERNS R,

/A Important

iR BIUMEMTER AWS CLI ER Pending #REE, fEF CLIBIUYTHE K EFERHTEES
FHEGRRESR A Available,

EFEFATEABEY TMEES GitHub Enterprise Server FiE4R |, 5528 37 GitHub Enterprise
Server B (X H). ERAEALET —BEEK,

Hll-

FEEATEAEVTIHEES GitHub BREENER , F2H BV EE GitLab B REEAER.
FREER/EEN —EER,

REFEEH

#iB AWS Command Line Interface (AWS CLI) 3 SDK 2 ) E#FEFZER Pending ARAE, BB
1A AWS CLIZE SDK HYEMRE , FBER TERARBREETH , BHARERAR Available,

BYACEYTH, MFEFAER  F2EELEH.
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REFEEH

FHETEFRERN Pending (15E) MREE, BEEZE TR Pending () 84 Available (AT A) ,

i
ot
paun

UTHR. hEFERE=-SHEFNITRE , WEEH LEM AWS EREAEN,

1. EAWSBHRAEBIEX#HA FFHEDNFEMER  BRERETH,
2. MREH GitLab BEREEREVIH SRR RE EH. ERHEEAERERY , EOEH
GitLab PAT 12t N HIEEE A/ NFF 7 : apio
3. EFE=AREANHEFEAEEL (B0 GitHub Enterprise Server 2 AEMH) , MRHBRETR , 5F
FERENRFSBREE A,
4. HEEAEBRINZEEM@L , B GitHub App name (GitHub FERERER) b , MALEEB T MELHN
FERREX B, 1E#F Create GitHub App (1L GitHub FEEARER),
5 FEHKINEEMEZ  SHBEFTMEFMEEFAER , YEREEMRES Available (T A).
(@ Host successfully set up
MyHost-e8b08e2c
o perarpesensr S - O rai
6. THEBATAR 6 SWLEEEER, 7EAIHERL , #IE Create connection (B E#R), 5T
X Create connection (3 3iE#R) FIEER,
Il H 3

B LMERAREAE T EFEATR AWS Command Line Interface (AWS CLI) FH list-connections &
TRBRIRE PHEREE,

FIMER (FEA)

B E

1.

BRI https://console.aws.amazon.com/codesuite/settings/connections FIF A S T B3 %

PN
Ho

E1F Hosts () R5I1ER. #RIHHEME, REM ARN,
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REABTIEEEA EREER

5 E# (CLI)

IERBAER AWS CLI 5 E# | BUETTE REMNE = HERELR,
HRIEEEM , FBERA list-hosts 7T,

Bl EH

- BB IRH (Linux, macOS = Unix) R H IR ARF T (Windows) , REEH AWS CLI #1Tlist-

hostsfi T

aws codeconnections list-hosts

s EERTI@EE,
{
"Hosts": [
{
"Name": "My-Host",
"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-
Host-28aef605",
"ProviderType": "GitHubEnterpriseServer",

"ProviderEndpoint": "https://my-instance.test.dev",
"Status": "AVAILABLE"

m 45 £ 1
LA AR Pending REEN EMIRBEEMEE. SAURBEHEM, URL =X VPC 5,
BrRERAZEETHERMERAN URL,

® Note

HE THE VPC PRETHNEZESH , F20H "(2A) BRGNS | ERIVAEET Amazon
VPC f{ll'\ﬁ.ﬁu‘.ésJ o

e EH
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fmEE

1. BARKfIM https://console.aws.amazon.com/codesuite/settings/connections KA AE T EF &

L
Ho

2. I#JE Settings > Connections (FXE > E#F).
i#1Z Hosts (X 1) E5|ER,

PR REE AWS BRVIRFARBAERRY =48 | LUREFTE AWS BEREV N EH,

4, BEREIHEER , BT Name (B8) P AFE.

5. EERMEIMIRE , FE URL 8 ARE,

6. FEMmB\BIMVPCHERE , 5 VPCID i AFE,

7. iEIZE Edit host (fRIE X ),

8. FEENESEEREHMERE, ##E Set up Pending host (FREFE E#),
fit Bk 3 4

BT LMERAREAE T EFEAS AWS Command Line Interface (AWS CLI) #1#Y delete-host &5 3K
I Bk S 2

*RE

- MBRER (EEH)

- MIBRE (CLI)

MBREH (E28)
it BR == 4

1. BRI https://console.aws.amazon.com/codesuite/settings/connections HIFAE A BT E X%

Ao

2. BIE Hosts (E#) ZR5|ZEH. £ Name (B1) F , BEBLAERBRNERERE,
3. EE MBR
4. TEWNUAPEA delete LUIFERR , AREBIRIZ Delete (MER)o
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REABTIEEEA EREES

/A Important
EEREREER,

fHIBR E 4 (CLI)
IETLAE A AWS Command Line Interface (AWS CLI) 3l BR = #%,

EEEEM , F5EH delete-host s

/A Important

BB ASMBRE T HAAREBAATEIER , MR ER,
TS ZR  REMREH. TeRRHEREEL R,

i R = 4

- BARULIHEE (Linux, macOS = Unix) S B2~ (Windows). /A AWS CLI 11T delete-hostdn
T, BELEMBRZ E#H Amazon Resource Name (ARN),

aws codeconnections delete-host --host-arn "arn:aws:codeconnections:us-
west-2:account_id:host/My-Host-28aef605"

tH T EEEEMER,

WA EHFAESA

WA LAE AR AB I EXEASH AWS Command Line Interface (AWS CLI) 1 #Y get-host T35 2%
REMNFHER.

WA ETHEFRER (F28)

1. BI{E https://console.aws.amazon.com/codesuite/settings/connections , & A AWS Management
Console W FHMBEEABTEEES,

2. 1#1F Settings > Connections (FXE > E#R) , A%RIEE Hosts () RS ER.
3. EBELEMANIMEENIRGE  RRIBIE View details (MIRFHER).
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FRABIEXES

ERAEER

4. FEEDERTREHHITIER :
° E\E%%ﬁo
- ERNHEREL,
- REHRENERREZ RS

- FHMNFREMRE, ERHARERNEMER Available (FTH) k&8, MRENEHEEIBRTE

BEE , ZERTRERTERIRE,

A ERARRENT -

- PENDING - E# BRI , WERFEEH FEMREHREEREXURE

» AVAILABLE - T#ETREYMRE , TEEREERER,
- ERROR - TH#2 v s{ i i HA B 3 AR SR 3R
« VPC_CONFIG_VPC_INITIALIZING - [E£2 3 F## VPC #HAE,

« VPC_CONFIG_VPC_FAILED_INITIALIZATION - E£##y VPC #HAER 4 $53R I K BL,

« VPC_CONFIG_VPC_AVAILABLE - =## VPC #HEEE MR E B AIEH,
« VPC_CONFIG_VPC_DELETING - IEFEMIBRE#H VPC HEEE,

Developer Tools Hosts MyHost-e8b08e2c

Delete

MyHost-e8b08e2c

Host info
Host name Product Endpoint Setup status
MyHost GitHubEnterpriseServer https://test-instance- (@ Available

1.
dev/ [

5. 1EIZ Delete (MER) BN A ER E#,

6. WMRIFHEERN Pending (FE) ME , EETHERE , 8IRIE Set up host (FREF#), MEFHFMEE

7, FERARETEEH.

RIREMEFEER (CLI)

- BARURIRH (Linux, macOS = Unix) S HHRTRF T (Windows) , A% EA AWS CLI 31T get-

hostfn & , I8 ELEERIRFFME T E# Amazon Resource Name (ARN),

e EH
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aws codeconnections get-host --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/My-Host-28aef605

e TEER T @,

"Name": "MyHost",

"Status": "AVAILABLE",

"ProviderType": "GitHubEnterpriseServer",
"ProviderEndpoint": "https://test-instance-1.dev/"

ERERRTFENESHERE

£ AWS CodeConnections # , A LAEAERG AWS EREE=HREFEZEEB , i
GitHub, Bitbucket Cloud. GitHub Enterprise Server # GitLab, £ CFN_STACK_SYNC EZEH |
B VBN RS HERE , AFF AWS AP RE Git REENRBUEFRIEEN AWS EiR. B ER AWS
CloudFormation 24 , Rt EAIAEA Git ISP REBLRL 2 ERREFETNEANSEIESR

B ESR S U HAELR CLI 3 AWS CloudFormation EEAREN FIEEELENELSEEE,

- EEER  MEEERSEERNNE Gt EEERIE. FFEERZ Gt BSERY
BFEE Git FERERNEE,

- BLERE  ERRSIERK Gt RFEERLIAR , LEFEEN AWS BiR.

WMEFHMER |, 3528 AWS CodeConnections APl 2%,

3
¢
an

WEEH AWS CloudFormation 3 & E I AWS CloudFormation & E S 4HAEM L ERTE |
{CloudFormation fE &R ) FHIER AWS CloudFormation Git @5,

ES|
- ERRSHERE

ERERREENRS AR T


https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/git-sync.html

REABTIEEEA EREES

{5 P it 17 EE A

BEEEESETESNN Gt RFECHEEILBE, FFEERLTZE Gt AP ERIEE Git BEFET
EBENEE  WiEEBERSLSE AWS CloudFormation HEE,

MERTFEEFNFMESA , FF28 AWS CodeConnections APl 2%,

£

- BUREEE
5\t fi# 7 B
i B fof 17 EE R A
BAREFEEGFEET

BUREFEERS

& T LAME A AWS Command Line Interface (AWS CLI) ##Y create-repository-link@n % , FEiEREEE
THNDREFEZEEILERS,

ERIUREFEER , BLAXERE=FRHE (FI0 GitHub) BN BREFE.
BUREFEER

1. BARULIRH (Linux, macOS = Unix) Rap SR (Windows). £/ AWS CLI 11T create-
repository-linkis 5. 1EEBEBHERMN ARN, #HEE ID NREFEERR,

aws codeconnections create-repository-link --connection-arn
arn:aws:codeconnections:us-east-1:account_id:connection/@01f5be2-a661-46a4-
b96b-4d277cac8bbe --owner-id account_id --repository-name MyRepo

2. EHTEEETIEL,

"RepositorylLinkInfo": {
"ConnectionArn": "arn:aws:codeconnections:us-east-1:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44l1f",
"OwnerId": "account_id",
"ProviderType": "GitHub",
"RepositorylLinkArn": "arn:aws:codeconnections:us-
east-1l:account_id:repository-1ink/be8f2017-b016-4a77-87b4-608054F70e77",
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REABTIEEEA EREES

"RepositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",
"RepositoryName": "MyRepo",
"TagS": []

EMREEEERS

AT LAE A AWS Command Line Interface (AWS CLI) F# update-repository-link s 4 3R E #75 7E Y
FEEE,

B A E MR EEGEN T SIER

e --connection-arn
e --owner-id

¢ --repository-name

ELR RO FHRATEMBBNERE , TUAEHRFERS. EEEATENER  SFEEEER
ARN, IFEWEER ARN SR  F2ERRERFMAER,

ERT I A

1. BARUL IR (Linux, macOS = Unix) Sap SRR (Windows). £/ AWS CLI #11T update-
repository-link@ % , EERMFEEREFTMNE. fl , THGTCSEEMERFEESLS 1D HEH
HYE#R, EEFEA --connection BEIEEFELR ARN,

aws codestar-connections update-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173 --connection-arn arn:aws:codestar-
connections:us-east-1:account_id:connection/aEXAMPLE-f@55-4843-adef-4ceaefch2167

2. ko TEEETIEL,

{
"RepositorylLinkInfo": {
"ConnectionArn": "arn:aws:codestar-connections:us-
east-1l:account_id:connection/aEXAMPLE-f055-4843-adef-4ceaefcb2167",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositorylLinkArn": "arn:aws:codestar-connections:us-

east-1l:account_id:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
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"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"TagS": []

Pl EERE

BATLAE A AWS Command Line Interface (AWS CLI) F# list-repository-links s 45 3R 5l tH 1k B 19 /& 17
EEERE,

PR EERS
1. BABU& IR (Linux, macOS = Unix) SapH 1R (Windows), £/ AWS CLI #41T list-repository-

links 395

aws codeconnections list-repository-links

2. kHTEEETI@EL,

{
"RepositorylLinks": [
{
"ConnectionArn": "arn:aws:codestar-connections:us-
east-l:account_id:connection/0@1f5be2-a661-46a4-b96b-4d277cac8bbe",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositoryLinkArn": "arn:aws:codestar-connections:us-

east-1l:account_id:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"Tags": []

il B fof f7 R AR 4

& LAME A AWS Command Line Interface (AWS CLI) #1189 delete-repository-link &+ 31 il Bk {5 17 B iE
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BRI EER 2B, B ALMBREREFEEGEBEBRN AR SAERE.

/A Important

BITomTZE , REMRRBTEERS. TEERRIYE IR, SUBYMREEERS , B
& Amazon Resource Name (ARN) T2 E&EF .

I B ot 7 B A

- BARUKIRH (Linux, macOS | Unix) S H T (Windows). A AWS CLI 11T delete-
repository-linkas 5 , 15 7E Z M BRIV 7% 17 EEE#E 1D,

aws codeconnections delete-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173

oA EEEEMER,

BARFEEGFEEN

BAILAE A AWS Command Line Interface (AWS CLI) B get-repository-linkan 4 3R #1517 B E 45
WFFHER.

RRRBEEEGFAEA
1. BB I%# (Linux, macOS = Unix) s SRR (Windows). £/ AWS CLI #1T get-repository-
linkap 5 , IEERFEER ID.

aws codestar-connections get-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173

2. WHTEEETIEL,

{
"RepositorylLinkInfo": {
"ConnectionArn": "arn:aws:codestar-connections:us-
east-1l:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab0@bcs441f",
"OwnerId": "owner_id",

"ProviderType": "GitHub",
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"RepositoryLinkArn": "arn:aws:codestar-connections:us-
east-1l:account_id:repository-1ink/be8f2017-b016-4a77-87b4-608054F70e77",

"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"RepositoryName": "MyRepo",

"Tags": []

ERELERE

RFAEEREENFEENERCBELEY. EARSERRES Gt BFETFHRE , LEHiE
EH AWS &R,

EELENSEMESA , 5528 AWS CodeConnections APl 2%,

ES- ]

- BURSHERE
EXELSERE

51| i[5 25 #E RE

it BR 2 25 4E. 78
BRE D EREFAET

BYELERE

EATLAE A AWS Command Line Interface (AWS CLI) 1 #Y create-repository-link@i < , TEIEREE [
FHNBREFEZBEILES,

BUASEELH , SAAREERNESHREEZ MR HEEEE,
B FSELE

1. BARBULIRH (Linux. macOS = Unix) Sap S 1R (Windows). £/ AWS CLI 11T create-
repository-link@i 5. EERMBHERN ARN, HEE ID IREEERR, THTHEA AWS
CloudFormationFHEREZ EERSEENELHE, SHEEERTFETHNRTES XHE
RBER, ZHEsh  ER2WE A mystack WiHE,
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REABTIEEEA EREES

aws codeconnections create-sync-configuration --branch main --config-file filename
--repository-link-id be8f2017-b016-4a77-87b4-608054f70e77 --resource-name mystack
--role-arn arn:aws:iam::account_id:role/myrole --sync-type CFN_STACK_SYNC

2. kHTEEETI@EL,

"SyncConfiguration": {
"Branch": "main",
"ConfigFile": "filename",
"OwnerId": "account_id",
"ProviderType": "GitHub",
"RepositorylLinkId": "be8f2017-b016-4a77-87b4-608054F70e77",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"

EXELSERE

& LAMEFA AWS Command Line Interface (AWS CLI) ## update-sync-configuration &5 2R 515
ENESHEEE,

R LLEFH RS AN THIER !

* --branch

« --config-file

* --repository-link-id
* --resource-name

e --role-arn

EXELSERE

1. BIRKR IR (Linux, macOS = Unix) s SRR (Windows), A AWS CLI #1T update-sync-
configuration@n s , IEELEEHMNE , UREREBNELSER, flwm, FIHGSEER --
branch S¥EfMEE S HEEHERBN 2 ZE R,
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aws codeconnections update-sync-configuration --sync-type CFN_STACK_SYNC --
resource-name mystack --branch feature-branch

2. hwmTEEETII@EE,

"SyncConfiguration": {
"Branch": "feature-branch",
"ConfigFile": "filename.yaml",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"

3| R & HE R

&I LA AWS Command Line Interface (AWS CLI) H# list-sync-configurations &5 %1 H #&0R 5 1Y
RIFEER.

T EERE

1. BARULIRH (Linux. macOS = Unix) Sap SR (Windows). £/ AWS CLI #1T list-sync-
configurations@s %5 , IEEER T EEMNRAFEER ID,

aws codeconnections list-sync-configurations --repository-link-id
6053346T-8a33-4edb-9397-10394b695173 --sync-type CFN_STACK_SYNC

2. kHTEEETI@EL,

{
"SyncConfigurations": [
{
"Branch": "main",
"ConfigFile": "filename.yaml",
"OwnerId": "owner_id",

"ProviderType": "GitHub",
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"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",

"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"
}
]
}
i BR [E] 25 4 A&

& LAME A AWS Command Line Interface (AWS CLI) Y delete-sync-configuration 5 2R il R [E) 25
HE

1 /G~ 0

/A Important

BTt 2E , EMRESHERE, TSREREREEA R, EUUBRYHESHERE B2
Amazon Resource Name (ARN) A& E#EE A,

it B [E) 25 #EL RE

- BARUKIRH (Linux, macOS | Unix) e H T (Windows). A AWS CLI 11T delete-sync-
configuration@n© , EEZEMBR AT HEBHNELTEEANEREE,

aws codeconnections delete-sync-configuration --sync-type CFN_STACK_SYNC --
resource-name mystack

T FEEEEMER,

AR R S AR AE A

&AL E A AWS Command Line Interface (AWS CLI) Y get-sync-configuration®n 5 3R 1R E £ 48
REMEFHEEN.

BARE S HEHNFRE A

1. BB IR# (Linux, macOS = Unix) s G 1R (Windows). /A AWS CLI #1T get-sync-
configuration@i 5 , B EREEER 1D,
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aws codeconnections get-sync-configuration --sync-type CFN_STACK_SYNC --resource-
name mystack

2. hawmTEEETI@EE,

"SyncConfiguration": {
"Branch": "main",
"ConfigFile": "filename",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositorylLinkId": "be8f2017-b016-4a77-87b4-608054F70e77",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"

£ 524% AWS CodeConnections API 14 AWS CloudTrail

AWS CodeConnections 282 RIEE S AWS CloudTrail , WWIRFEEHEBRERAE. SERNREAEREE
EREE 8K AWS . CloudTrail 2fEEUEHIRY AP EILEESH, MEMTIUSIERFEZRASETIEEZES
ETHRELY | U RE AWS CodeConnections API 2/ERTE MM,

MRERIIEHFCER , AT CloudTrail E4FE 3 13 2] Amazon Simple Storage Service
(Amazon S3) f#7ETEE , BIEBEANSH. Eﬂﬁf&*ﬁﬁii&m , I E3%EIB CloudTrail EEAHH
Event history (S4B L&) MAKH B4, EARA CloudTrail FTUER & FARHIE @ AWS
CodeConnections tHEIFER | LX&?‘?‘H:‘:‘*”EI’J IP sk, AE. REMEMFERER,

MESHMESA |, 5528 "AWS CloudTrail FFAEERE, -

AWS CodeConnections CloudTrail Y& &

ERET AWS IRFE | BIRF A CloudTrail, EEE1E F 24 AWS CodeConnections , &%
SEBEEHER CloudTrall B , UREHBEEREHFPWEM AWS REEH. EALE AWS IRF B
R, BENTHRRENEH., MEFHEF , 5528 AWS CloudTrail FHAEEREFH A CloudTrail
EHESEEERIAEN.
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REABTIEEEA EREES

EERERREE AWS (REFHNEH , 235 WS4 AWS CodeConnections , FBEEI#ER, BREEE
CloudTrail # AFERRZXZE Amazon S3 fE7FITHE. (KA , EREXRAEFELEHE , XEHRS
EAZEMEN AWS EBiF, REERHZKAWS 2EETRAEERBNESH WK AFERRIFTERIEEN
Amazon S3 f#1ZErEE, WAL, BT LIEREH M AWS BRI , LUiE—F 5 REE CloudTrail BESH UK
ENEHER,

MEFMESR , F2E AWS CloudTrail EAEEFFHUATERE :

- BIUERHBIE

« CloudTrail X ENRENES

« X CloudTrail B Amazon SNS &4H
- #eZEREEEK CloudTrail BEEER
. #eZ{EWRS U CloudTrail BHEEER

CloudTrail €528k FTH AWS CodeConnections B)fE , M52 8% 1E AWS CodeConnections APl 2Z i,
it | ¥ CreateConnection. DeleteConnection M GetConnection EjfEER Y FIlE
CloudTrail Fe S ERPELEER,

B-EEMHUAREXRNSUSELEFRENETA. FoEATHEEHE T5IEH !

Wow
/| EE n
illl

S o

i

Y/

X

BEABREM IAM BERH,
XK, REERATREAGEBES S ERENTREZERE.
HEA AWS RFERE.

P

v

R

)

MEFHMEA , 5528 CloudTrail userldentity T3,
TH# BFERIEE

EHR —EERE , ERBHUARERNEAIAREIEERN Amazon S3 f#FRT#, CloudTrail B
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"EventId": "b4374fde-c544-4d43-b511-7d899568e55a",
"EventName": "CreateConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-09T15:13:46-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-09T23:03:08Z2",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-09T23:13:467",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.create-connection",
"requestParameters": {
"providerType": "GitHub",
"connectionName": "my-connection"

iy

"responseElements": {
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"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e05-45cf-b420-b39e389dd264"

},
"requestID": "57640a88-97b7-481d-9665-cfd79a681379",
"eventID": "b4374fde-c544-4d43-b511-7d899568e55a",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.

CreateHost Zifjl

LT &P ER TR CreateHost E4EH CloudTrail BEE1EH .

"EventId": "af4ce349-9f21-43fb-8003-267fbf9b1a93",
"EventName": "CreateHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:43:06-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn
"accountId": "123456789012",

dev"

arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",

": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
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"userName": "Admin"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-01-11T20:43:06Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateHost",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.137",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.create-host",
"requestParameters": {
"name": "Demol",
"providerType": "GitHubEnterpriseServer",
"providerEndpoint": "IP"
},
"responseElements": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"
},
"requestID": "974459b3-8a04-4cff-9c8f-0c88647831cc",
"eventID": "af4ce349-9f21-43fb-8003-267fbf9b1a93",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

CreateSyncConfiguration &ifl

LTEHIERNRZRER CreateSyncConfiguration EEH CloudTrail HFSEE
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"EventId": "bel397el-eefb-49f0-b4ee-2708c45e94e7",
"EventName": "CreateSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:38:30+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-24T17:38:30Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/offcommand/
codeconnections.create-sync-configuration",
"requestParameters": {
"branch": "master",
"configFile": "filename",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"resourceName": "mystack",
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"roleArn": "arn:aws:iam::123456789012:r0le/my-role",
"syncType": "CFN_STACK_SYNC"

},

"responseElements": {
"syncConfiguration": {

"branch": "main",
"configFile": "filename",
"ownerId": "owner_ID",

"providerType": "GitHub",

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",

"resourceName": "mystack",

"roleArn": "arn:aws:iam::123456789012:ro0le/my-role",
"syncType'": "CFN_STACK_SYNC"

.

"requestID": "bad2f662-3f2a-42c0-b638-6115384896f6",
"eventID": "bel397el-eefb-49f0-b4ee-2708c45e94e7",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

DeleteConnection £ifjl

AT EBIZE TR ERE R DeleteConnection EIYERY CloudTrail B551EH

"EventId": "672837cd-f977-4fe2-95c7-14280b2af76c",
"EventName": "DeleteConnection",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-10T13:00:50-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",

"Resources": [],

"CloudTrailEvent": {
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::001919387613:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-10T20:41:16Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-10T21:00:50Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.delete-connection",

"requestParameters": {

"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e05-45cf-b420-b39e389dd264"

},

"responseElements": null,

"requestID": "4f26ceab-d665-41df-9el5-5ed@fbb4ecab",

"eventID": "672837cd-f977-4fe2-95c7-14280b2af76c",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": '"Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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DeleteHost 5l

LT &EBIBERNERT DeleteHost EEM CloudTrail BE51EH .

"EventId": "6018ba5c-6f24-4a30-b201-16ec19al687a",
"EventName": "DeleteHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:56:47-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-01-11T20:56:47Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteHost",
"awsRegion": "us-east-1",
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"sourceIPAddress": "IP",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.delete-host",
"requestParameters": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"
},
"responseElements": null,
"requestID": "1b244528-143a3-4028-b%9a4-9479e342bce5",
"eventID": "6018ba5c-6f24-4a30-b201-16ecl19al687a",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

DeleteSyncConfiguration #ifl
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"EventId": "588660c7-3202-4998-a906-7bb72bcf4438",
"EventName": "DeleteSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:41:59+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
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"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24T17:34:55Z7",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-24T17:41:597",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "52.94.133.142",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int . x86_64exe/x86_64.amzn.2prompt/

offcommand/codeconnections.delete-sync-configuration",
"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
I
"responseElements": null,
"requestID": "221e@blc-a50e-4cf@-ab7d-780154e29c94",
"eventID": "588660c7-3202-4998-3906-7bb72bcf4438",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetConnection il

LT #EHBERNERETR GetConnection EEH CloudTrail BESER,
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"EventId": "672837cd-f977-4fe2-95c7-14280b2af76c",
"EventName": "DeleteConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-10T13:00:50-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2024-01-10T20:41:16Z",
"mfaAuthenticated": "false"

}

}
1,
"eventTime": "2024-01-10T21:00:50Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.delete-connection",
"requestParameters": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e@5-45cf-b420-b39e389dd264"
.
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"responseElements": null,
"requestID": "4f26ceab-d665-41df-9el5-5ed@fbb4ecab",
"eventID": "672837cd-f977-4fe2-95c7-14280b2af76c",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "001919387613",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetHost &ifjl
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"EventId": "faal47e7-fe7c-4ab9-allb-2568a2883c01",
"EventName": "GetHost",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:44:34-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

}I
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"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-01-11T20:44:34Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetHost",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.137",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.get-host",
"requestParameters": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"
.
"responseElements": null,
"requestID": "Qad6lbb6-f88f-4f96-92fe-997f017ec2bb",
"eventID": "faal47e7-fe7c-4ab9-allb-2568a2883c01",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetRepositoryLink #if5
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"EventId": "b46acb67-3612-41c7-8987-adb6c9ed4ads”,
"EventName": "GetRepositorylLink",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T02:59:28+00:00",
"EventSource": "codeconnections.amazonaws.com",
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"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

1,
"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24T02:58:527",

"mfaAuthenticated": "false"
}
}
},
"eventTime": "2024-01-24T0Q2:59:287",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetRepositorylLink",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11
Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off
command/codeconnections.get-repository-link",

"requestParameters": {

"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173"
.
"responseElements": {
"repositorylLinkInfo": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "123456789012",
"providerType": "GitHub",
"repositorylLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
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"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo"

I

"requestID": "d46704dd-dbe9-462f-96a6-022a8d319fd1",
"eventID": "b46acb67-3612-41c7-8987-adb6c9ed4sads”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-ea-1.codeconnections.aws.dev"

GetRepositorySyncStatus i

T 5 &I 88 R R &8 GetRepositorySyncStatus Bj#E#Y CloudTrail BE&HE B .

"EventId": "3el83b74-d8c4-4ad3-9de3-6b5721c522e9",
"EventName": "GetRepositorySyncStatus",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:41:44+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
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"accountId": "123456789012",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-25T02:56:55Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-01-25T03:41:447",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetRepositorySyncStatus",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.138",
"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807 .amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-repository-sync-status",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Could not find a sync status for repository
link:6053346f-8a33-4edb-9397-10394b695173",
"requestParameters": {
"branch": "feature-branch",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC"
I
"responseElements": null,
"requestID": "eO@cee3ee-31e8-4ef5-b749-96cdcabbe36f",
"eventID": "3el1l83b74-d8c4-4ad3-9de3-6b5721c522e9",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetResourceSyncStatus #ifj

T 5 &I 5 R R &8 GetResourceSyncStatus Ej¥E#Y CloudTrail B5$EH .
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"EventId": "9c47054e-f6f6-4345-96d0-9a5af3954a8d",
"EventName": "GetResourceSyncStatus",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:44:11+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"

}

}
1,
"eventTime": "2024-01-25T0Q3:44:11Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetResourceSyncStatus",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-resource-sync-status",
"requestParameters": {
"resourceName": "mystack",
"syncType": "CFN_STACK_SYNC"
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},

"responseElements": null,

"requestID": "e74b5503-d651-4920-9fd2-0f40fb5681e0",
"eventID": "9c47054e-f6f6-4345-96d0-9a5af3954a8d",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetSyncBlockexrSummary Zi45

T %I 545 B8 7~ R &8 GetSyncBlockerSummary B1YE#Y CloudTrail B55EE .

"EventId": "c16699ba-a788-476d-8c6c-47511d76309e",
"EventName": "GetSyncBlockerSummary",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:03:02+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
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},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-25T02:56:55Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-25T03:03:02Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetSyncBlockerSummary",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807 .amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-sync-blocker-summary",
"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
I
"responseElements": {
"syncBlockerSummary": {
"resourceName": "mystack",
"latestBlockers": []

I

"requestID": "04240091-eb25-4138-840d-776f8e5375b4",
"eventID": "cl16699ba-a788-476d-8c6c-47511d76309e",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetSyncConfiguration &ifl

T %5578~ <88 GetSyncConfiguration Ej¥ERY CloudTrail BE&HEE .
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"EventId": "bab9aal6-4553-4206-alea-88219233dd25",
"EventName": "GetSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:40:40+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2024-01-24T17:40:40Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetSyncConfiguration",

"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.142",

"userAgent": "aws-
cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int . x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.get-sync-configuration",

"requestParameters": {

"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
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1,
"responseElements": {
"syncConfiguration": {
"branch": "main",
"configFile": "filename",
"ownerId": "123456789012",
"providerType": "GitHub",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",
"resourceName": "mystack",
"roleArn": "arn:aws:iam::123456789012:ro0le/my-role",
"syncType": "CFN_STACK_SYNC"

iy
"requestID": "Q@aa8e43a-6e34-4d8f-89fb-5c2d@1964b35",

"eventID": "bab9aal6-4553-4206-alea-88219233dd25",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListConnections il

T 5 &5 45| 88 7R R &F ListConnections Ej#EM CloudTrail Hi$1EH .

"EventId": "3f8d80fe-fbel-4755-903c-4f58fc8262fa",
"EventName": "ListConnections",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-08T14:11:23-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {

"eventVersion": "1.08",

"userIdentity": {
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"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-08T22:11:02Z2",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-08T22:11:237",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListConnections",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/1.18.147 Python/2.7.18
Linux/5.10.201-168.748.amzn2int.x86_64 botocore/1.18.6",

"requestParameters": {

"maxResults": 50

I

"responseElements": null,

"requestID": "5d456d59-3e92-44be-b941-a429df59e90b",

"eventID": "3f8d80fe-fbel-4755-903c-4f58fc8262fa",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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ListHosts &ifl

T 5 &5 88 R R E&F ListHosts ENYERY CloudTrail HEIE B,

"EventId": "f6e9e831-feaf-4adl-ac47-51681109c401",
"EventName": "ListHosts",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T13:00:55-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-11T21:00:557",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListHosts",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.list-hosts",
"requestParameters": {
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"maxResults": 50
I
"responseElements": null,
"requestID": "ea87e2cf-6bfl-4cc7-9666-f3fad85d6d83",
"eventID": "f6e9e831-feaf-4adl-ac47-51681109c401",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListRepositoryLinks #ifl

T %558 R~ &8 ListRepositoryLinks Bj#E#Y CloudTrail B8 H .

"EventId": "4f714bbb-0716-4f6e-9868-9b379b30757f",
"EventName": "ListRepositorylLinks",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24TQ1:57:29+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
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"userName": "Admin"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24T0Q1:43:497",
"mfaAuthenticated": "false"

}
},
"eventTime": "2024-01-24T@1:57:292",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListRepositorylLinks",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.list-repository-1links",
"requestParameters": {

iy

"maxResults": 50

"responseElements": {

"repositorylLinks": [

{

"connectionArn": "arn:aws:codeconnections:us-

east-1:123456789012:connection/001f5be2-a661-46a4-b96b-4d277cac8b6e",

"ownerId": "123456789012",
"providerType": "GitHub",
"repositoryLinkArn": "arn:aws:codeconnections:us-

east-1:123456789012:repository-link/be8f2017-b016-4a77-87b4-6080541f70e77",

"repositorylLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",
"repositoryName": "MyGitHubRepo"

"connectionArn": "arn:aws:codeconnections:us-

east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",

"ownerId": "owner",
"providerType": "GitHub",
"repositoryLinkArn": "arn:aws:codeconnections:us-

east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",

iy

"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo"
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"requestID": "7c8967a9-ecl5-42e9-876b-0ef58681ec55",
"eventID": "4f714bbb-0716-4f6e-9868-9b379b30757f",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": '"Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

ListRepositorySyncDefinitions il

T %I 545 B8 7R R &8 ListRepositorySyncDefinitions Ej#ERY CloudTrail HEEHEH .

"EventId": "12e52dbb-b@0d-49ad-875a-3efec36e5aal",
"EventName": "ListRepositorySyncDefinitions",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T16:56:19+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
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"attributes": {
"creationDate": "2024-01-25T16:43:03Z2",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-25T16:56:197",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListRepositorySyncDefinitions",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807 .amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.list-repository-sync-definitions",
"requestParameters": {
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC",
"maxResults": 50
},
"responseElements": {
"repositorySyncDefinitions": []
I
"requestID": "df31d11d-5dc7-459b-9a8f-396b4769cdd9",
"eventID": "12e52dbb-b@0d-49ad-875a-3efec36e5aal",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListSyncConfigurations #ifl

T %548 7R~ &8 ListSyncConfigurations Ej¥ERY CloudTrail B3&HE B,

"EventId": "aa4ae557-ec31-4151-8d21-9e74dd01344c",
"EventName": "ListSyncConfigurations",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"EventTime": "2024-01-24T17:42:06+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-24T17:42:06Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListSyncConfigurations",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.804.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/offcommand/
codeconnections.list-sync-configurations",
"requestParameters": {
"maxResults": 50,
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC"
},
"responseElements": {
"syncConfigurations": [

{
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"branch": "feature-branch",
"configFile": "filename.yaml",
"ownerId": "owner",

"providerType": "GitHub",

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",

"resourceName": "dkstacksync",

"roleArn": "arn:aws:iam::123456789012:role/my-role",
"syncType": "CFN_STACK_SYNC"

I

"requestID": "7dd220b5-fc@f-4023-aaa0@-9555cfe759df",
"eventID": "aa4ae557-ec31-4151-8d21-9e74dd01344c",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

ListTagsForResouxce £ifjl

T %I 55| B8 7R R &8 ListTagsForResource B)#E#Y CloudTrail B5EH .

"EventId": "fc501054-d68a-4325-824c-0e34062ef040",
"EventName": "ListTagsForResource",

"ReadOnly": "true",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T17:16:56+00:00",
"EventSource": "codeconnections.amazonaws.com",

"Username": "dMary_Major",
"Resources": [],
"CloudTrailEvent": {

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
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arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T16:43:03Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-25T17:16:56Z7",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListTagsForResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807 .amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/

codeconnections.list-tags-for-resource",

"requestParameters": {

"resourceArn": "arn:aws:codeconnections:us-

east-1:123456789012:connection/9703702f-bebe-41b7-8fc4-8e6d2430a330"

I

"responseElements": null,

"requestID": "994584a3-4807-47f2-bblb-a64f0af6c250",

"eventID": "fc501054-d68a-4325-824c-0e34062ef040",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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"EventId": "b7fbc943-2ddl-4c5b-a5ad-fc6d6@a@1lfl”,
"EventName": "TagResource",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:22:11-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-11T20:22:11Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.tag-resource",
"requestParameters": {
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"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/8dcf69d1-3316-4392-ae@9-71e038adb6ed",
"tags": [
{

Ilkeyll: IlDemolll’
"value": "hhvhl"

},

"responseElements": null,

"requestID": "ba382c33-7124-48c8-a23a-25816ce27604",
"eventID": "b7fbc943-2ddl-4c5b-a5ad-fc6d60a0l1lfl",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.

UnTagResource il
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"EventId": "8a85cdee-2586-4679-bel8-eec34204bc7e",
"EventName": "UntagResource",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:31:14-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major"

"accountId": "123456789012",

dev
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"
}
}
I
"eventTime": "2024-01-11T20:31:142Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UntagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.untag-resource",
"requestParameters": {

"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/8dcf69d1-3316-4392-ae@9-71e038adb6ed",
"tagKeys": [
"Project",
"ReadOnly"

},

"responseElements": null,

"requestID": "0@5ef26a4-8c39-4f72-89bf-0c056c51b8d7",
"eventID": "8a85cdee-2586-4679-bel8-eec34204bc7e",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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"Events": [{
"EventId": "4307cf7d-6d1lc-40d9-a659-1bb41b31a2b6",
"EventName": "UpdateHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:54:32-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": "eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:357",
"mfaAuthenticated": "false"

.

"eventTime": "2024-01-11T20:54:327",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateHost",

"awsRegion": "us-east-1",

"sourceIPAddress": "IP",

arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
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"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.update-host",
"requestParameters": {

"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/

Demol-34e70@ecb",
"providerEndpoint": "https://54.218.245.167"
},
"responseElements": null,
"requestID": "bl7f46ac-lacb-44ab-a9f5-c35c20233441",
"eventID": "4307cf7d-6d1lc-40d9-a659-1bb41b31a2b6",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateRepositoryLink Zifj
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"EventId": "be358c9a-5a8f-467e-8585-2860070be4fe",
"EventName": "UpdateRepositorylLink",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T02:03:24+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major"
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24TQ1:43:497",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-24T02:03:247",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateRepositoryLink",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int . x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.update-repository-1link",
"requestParameters": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173"
},
"responseElements": {
"repositoryLinkInfo": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "owner",
"providerType": "GitHub",
"repositoryLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo"

}
},
"additionalEventData": {

"providerAction": "UpdateRepositorylLink"
I

"requestID": "e@leee49-9393-4983-89e4-d1b3353a70d9",
"eventID": "be358c9a-5a8f-467e-8585-2860070be4fe",
"readOnly": false,

"eventType": "AwsApiCall",
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"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateSyncBlocker #ifl
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"EventId": "211d19db-9f71-4d93-bf90-10f9ddefed88",
"EventName": "UpdateSyncBlocker",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:01:05+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"
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}
I
"eventTime": "2024-01-25T03:01:05Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateSyncBlocker",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807 .amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.update-sync-blocker",

"requestParameters": {

"id": "ID",

"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack",
"resolvedReason": "Reason"

I

"responseElements": null,

"requestID": "eea®3b39-b299-4099-ba55-608480f8d96d",
"eventID": "211d19db-9f71-4d93-bf90-10f9ddefed88",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateSyncConfiguration &4
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"EventId": "d961c94f-1881-4fe8-83bf-d04cb9f22577",
"EventName": "UpdateSyncConfiguration",
"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:40:55+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",

"Resources": [],
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"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

iy
"eventTime": "2024-01-24T17:40:557",
"eventSource": "codeconnections.amazonaws.com",

"eventName": "UpdateSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11
Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/offcommand/
codeconnections.update-sync-configuration",
"requestParameters": {
"branch": "feature-branch",
"resourceName": "mystack",
"syncType": "CFN_STACK_SYNC"
1,
"responseElements": {
"syncConfiguration": {

"branch": "feature-branch",
"configFile": "filename",
"ownerId": "owner",

"providerType": "GitHub",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",
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"resourceName": "mystack",
"roleArn": "arn:aws:iam::123456789012:role/my-role",
"syncType": "CFN_STACK_SYNC"
}
},
"requestID": "2ca545ef-4395-4elf-bl4a-2750481161d6",
"eventID": "d961c94f-1881-4fe8-83bf-d@4chb9f22577",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}
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{
"Statement": [
{
"Sid": "GetConnectionOnly",
"Principal": "*",
"Action": [
"codestar-connections:GetConnection"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
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- XEABNEREHERNERMN EHRE

- BERSERRE

REEEMER
BAER AR ERNFT T, OBEFEER
B R M =R e B AR B W BIRT AT 8RR

B CodePipeline 12 & R R ERE , ATRREEE THIHER

3
¢
&n
&

Y EF A] F &35 AWS CodeConnections,

=

S
%I
1
(o]

BEAE . #pppp RBREEER : ## ARNLE#1T##
MEBEERERALE K FREELEEZHMWTA,

£ AWS Command Line Interface (AWS CLI) 2t AWS Management Console A% 3 MR E AR A FF
A, ARGEFRE LBV NTHERMENGT TN —87, EfRR, MEIBEILER , ARTHES
EERAMENGTT  SEEZRFIARFTENTHEABNERAE. NEFHER , F2HRNFTAIMNE
5 AWS CodeConnections.

B BRI T EEER

WMREEFIH CodePipeline TR &R EMER , AELERHIH, ENMELFA , JeMEB8ET
P — B W EFERAR

B RBIRMIRS,
EAE  #rrps R EIBEEER : ## ARN ### : codestar-connections:UseConnection

MREBRUAL , FREESHRHNTT,
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EEEABEERERNGY , BEIHNAHESNEN TARETEE. NEFHMAEAR , FSENTH
F0&F5 AWS CodeConnections,

EARIWIEREA A AARRE S 2 IR B S EAR RS
MREZEEBTERAFEAATAMRENALR , F5EFEFE Complete connection (5ERIELR).

MREBEBFETHRER , BEHRERTERGERENAE , BIULEUERER , RAEREER 7 AR
&

118 GitClone RYEARFF T

EIRERREMERN CodeBuild Bi#EF A AWS CodeStar B  AMEARATUSEBARREES
B

FERRE : RRBESELE zip 88 , EFEE CodeBuild THIEB WERE,
- GtER . REEABUTUEEZETRIEERE,

Gt ERERTELKERRERNBERITEF Gt BFEREE, EEFHIESR , BUREAEHRH
CodeBuild IRE £ FIELR

EERFTHIEE CodeBuild RIEACRHEK K FEVUEFSEBRLIEREZE CodeBuilld R A®. T
FISERESTHE , HP |, action M{ALFIEE UseConnection 551 , M Resource WAL IEEELR

# Amazon Resource Name (ARN),
£ F £ 1% & #18 UseConnection 55 1]

1. EESKEENERARN , FREMEE , AREZFRFEBHELD (i) BR. Configuration (2
H8), ERFEENERARL , MEMR ARN ﬁ*@ﬁ?ﬁ’fﬂ‘: ConnectionArn 5538, &R AASERR ARN #igE
CodeBuild RIEABEX.,

2. BEBHK CodeBuild BEAE  FHRSEFEANEEEE , A% HES Build details (RE
MET) REIEH,

3. 1 "Environment R¥E)) B , iBZE Service role (RIEA ) EfE. ESZFRB AWS Identity
and Access Management (IAM) £3#2 & |, BRI UEH BB R FERFEEN T BER.

4. 7E IAM E#EH |, 1EFE Attach policies (EIZBUR) , RERIEIF Create policy (BILBXE).
FERATHIBREARE P, 7£ Resource M PFIEELR ARN , 21T 5 & HIFT R,

{
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "codestar-connections:UseConnection",
"Resource": "insert connection ARN here"

}

}

£ JSON R 5|B® L , B LENBUER,

5. ZRERBBER, MABRENEE (B connection-permissions) , A% i&1E Create policy
(I BER).

6. IREIRMEAGH Attach Permissions (E#:F0) BEH , ENEBEEBRFE , AREREHIZEIHN
BE, BEEEBUR,

FHEICIE R A AT AR RE

MBEFHEBERAL , BHEMI RN Available #REE , F5&$F Set up host (FREE ),

BIUFHNFE—ESBSEREITNEMIBERERER Pending MR8, EEZFHME S Available KR

B BUARERBEEFRAPRETH, NEFHMEEN  F2EERESTEEH,

@ Note
& ESEE R AWS CLI 2RE&EPending E#,

S B A BRI R EMOE TR B BE AR

WMRMBREE N ER GitHub BAREN , ERM ISR AHBRNRE., ERERIREN EHANER
E|EER , BXAEHMET TR,

- FRERAEN pem iR, EREAENERE FHELR) FBF , SERTHNFATEARBIAIER
A SRR

WMREESH CLI EEER Error sREMN EHEFHAMNER , EURFEAT ISR

- MBREEREIETHER  AREFRETIHEMERAEN, NFFRER

%II
3
N
=
i
=
H
B
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BREZATHETER

BEEVERNER  BAFE AT R

. BHIEHNERN AVAILABLE (FTA) iREE, MEHMES ,
- NEEEFHAERMESEIER,

s
W%
&

ST EMAY VPC BRREITRR B AE

BIUYFHERE | B4 ERMEZRE GitHub Enterprise Server #1171 88 19 B 7 5% i < M@K ERE VPC
Efl. FEH MM VPC S FRRMARETRENERE K FEAREERNES VPC EAMABSE,

@ Note

FRAREAZR , ¥ Amazon VPC A GitHub Enterprise Server E ##4H RE 0 EA R B HE 1T X BEHE
iR, WEEE AR VPC B Webhook ik 3 (PrivateLink) 2 B4R A0 BE B REHE 1T SR B HEAR |
828 "#H¥ GitHub Enterprise Server E#RH Webhook VPC i 3 (PrivateLink) #1758 B HE
EJ [

FELEHIH | EAILUER TSR FRERE VPC FEMRES (GitHub Enterprise Server #1T{E &I =211
E) :

1. B3 VPC, MEFHMER , 552 B https://docs.aws.amazon.com/vpc/latest/userguide/working-
with-vpcs.html#Create-VPC,

2. £ VPC FRE T#kKk. MEFHMENR , 52 Mhttps://docs.aws.amazon.com/vpc/latest/userguide/
working-with-vpcs.html#AddaSubnet,

3. BEITERREE VPC F., MEFMEN , 52 Ehttps://docs.aws.amazon.com/vpc/latest/
userguide/working-with-vpcs.html#VPC_Launch_Instance.

(® Note
B8 VPC —XR R 28 —E =M (GitHub 3 BRRHIT(ERE) MHEIR,

T B REEA GitHub Enterprise AMI EXEI Y EC2 #1T{EEE,
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https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#AddaSubnet
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#VPC_Launch_Instance
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#VPC_Launch_Instance

REABTIEEEA EREES

a Name - Instance ID - Instance Type - Availability Zone - Instance State - Status Ch
@  GitHub Enterprise -0bd441cT242dIdBET m&.xlarge us-east-2b @ running & 22ch
Instance: | i-0b4441c7242dfd867 (GitHub Enterprise)  Elastic |P: [N _N—l=]

Description Status Checks Monitoring Tags

Instance ID  i-0b4441c7242d1dBET Public DNS (IPvd)  ec2: us-
east-2.compute. aMazonaws.com
Instance state  running IPva Public P I
Instance type ~ mS.xlarge PV IPs -
Finding ~ Opt-in to AWS Compute Optimizer for Elastic IPs I
recommendations. Learn more
Private DNS  ip- U5 Availability zone  us-east-2b
east-2.compute.internal
Private IPs [ Security groups  ghe-InstanceSecurityGroup-

1IEZIGYA4DVNG. view inbound rules,
view outbound rules

Secondary private IPs Scheduled events  No scheduled events
VPCID vpc-a04893ch AMIID  GitHub Enterprise Server 2.20.9
I
Subnet 1D subnet-75350e0f Platform details  Linuwd/UNIX
Metwork interfaces  eth0 Usage operation  Runinstances
|AM role  ghe-EC2InstanceRole- Source/dest. check  True

1OHLRWYXR1RHR

£/ VPC #1T GitHub Enterprise Server iE#RE , BUNAERETHEAEBRRERETIENR
« VPC ID : £ GitHub Enterprise Server #1T{EB M A REF < VPC , X A% VPN =} Direct
Connect FELE £ £ GitHub Enterprise Server #{T{E## VPC,

« FH#3 ID = ID : £t GitHub Enterprise Server #{T{EEH [ ARET < FHEEE , AEB VPN 5
Direct Connect FELE Z 8 GitHub Enterprise Server #{T{EE M T8I

- ZEBEAREE . R GitHub Enterprise Server $I{TEBN AR 2T EHE , RAEB VPN R
Direct Connect FELE Z 8 GitHub Enterprise Server #{TEEBHN Z £EH,

« IR EREFEHERESRIRS  REATT—ESR.

WMEFEA VPC MFBBMEHAEL , 5528 Amazon VPC ERAEIERETH IPv4 9 VPC F F4BE
EEREER

ES |

- BEERTIHEASTEMRE

« BEGERIHEEA T AMRE

- BRER/ERIREEER , BEAFILEE
- BEAMBRBTE
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4

MEAETEXES EREES

BEOE R T MOE ASFERE

MBERHEHHEAT VPC_CONFIG_FAILED_INITIALIZATION HREE | ATRER R AR A X HEEEUW
VPC., FiERSHEZeHEHBERE,

« VPC., FHBMNZ2EHEMLIABRET THIRS.
- FRBRNZ2EHALEBRIE VPC,

- RENESEFERSBLAVR RN THESF.

- BEVFHNEREXAERT TS IAM R

ec2:CreateNetworkInterface

ec2:CreateTags
ec2:DescribeDhcpOptionsec2:DescribeNetworkInterfaces
ec2:DescribeSubnets

ec2:DeleteNetworkInterface

ec2:DescribeVpcs

ec2:CreateVpcEndpoint

ec2:DeleteVpcEndpoints

ec2:DescribeVpcEndpoints

BREZRIHEATAMRRE

M REEETREMM CodeConnections FEFARENERE , ATaE 2 MM VPC AR GitHub Enterprise
Server 1T {E#8 2 £ &,

- MRBFARERALEREREHEE | BIFES GitHub Enterprise $I/TEBFEANETEIEHR TLS B
F, TLS BRREEZERENLE SR,

- #BFE A GitHub Enterprise Server #{TEIBHNEE S T 882 GitHub EAE,

BHER/EHAREREEE , BEAEILERF

MREREHAERTHE , REANEEEREFE , TaERRA VPC PREREER GitHub FEAE
AEBBHR. FREUATRE

- BEFELRERMELIMERNZHEREEMEE , & EZBEEE GitHub Enterprise
Server, CodeConnections BEEZ & , XZ 2B GitHub Enterprise Server #1TE R E1E
#Ro
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- DNS fAfRe5 IP RIEEFEE., REEZELAERMBILFTHERFTIEEMN VPC # DHCP #1F |
AR REEEE, FHIE , WRERKEH AmazonProviedDNS BEZ= HET DNS @RS , &2
FAAEFFTEY B 5T DNS [RARES , AlE M EREEILEE, EEMMERABE , BFMBREEGHEH
WEHEY , EEMEH RN DNS REEREBRNEREH,

- R ACLEBREEEE  FTEHAZ HTTP EEFIAH GitHub Enterprise Server B 5% M 1E i 748
B o

« GitHub Enterprise Server £ CodeConnections FE AR W EEREEE, SREME
e | N URLsSREARERAWE , et B2 221 GitHub Enterprise Server #4117 {E #8 &2
CodeConnections 2 EIHIELR

REEM BT

R SESE BB SNRRAE , BRETHER

« CodeConnections 2 37 #Y 8 3& SR E R eEE B M BR T #ERMIBR, FAEEEZFEMBRELBENE.
- BUBEERBTHEET :

ec2:DescribeNetworkInterfaces
ec2:DeleteNetworkInterface

#H¥f GitHub Enterprise Server E#£# Webhook VPC i 2 (PrivateLink) i 1T 5% B HE 2

5/ VPC #HREE T T K R FAEE I Webhook VPC i 3,

(@ Note
FERARESAR , $HYERAFER VPC B Webhook 525 (PrivateLink) 2 B4R 10 B3R BE 1T 2R &t
HEfE, WFEY Amazon VPC A GitHub Enterprise Server X #4AREAARARI EHEIT R S HERR | 538
S0 e EHMA VPC HHREHEITERBHEE

EEEVHECDRERHEENNER  BECEERMRISERE VPC RRER , AWS
CodeConnections 2 B E#E | 3 ARE T Webhook #) VPC %2 (PrivateLink), & 7] E#iE
i® Webhook &8 Amazon B SHERBEXEZENES AWS R, MEFHER , FSEAWS
CodeConnections /" VPC i 2 (AWS PrivateLink).

ES -]
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o REEMIBR Webhook VPC s 2

&L MIBR Webhook VPC % 2

AWS CodeConnections &2 F#/#) Webhook VPC B4 wriBHl, ZEEMIKRIRE | SRUEMBRYE
ng*%ﬁl No

« CodeConnections 237K Webhook VPC %2 (PrivateLink) R AEFEIB MR = MR MIBR, ELinEE
EFEMIBR

- BXAERTIIFT :

ec2:DescribeNetworkInterfaces
ec2:DeleteNetworkInterface

$H¥ 2020 £ 11 A 24 BRI BN EMEITER S PR

B 2020 £ 11 A 24 B2 , & AWS CodeConnections S ELN T K K SABRHREHENN VPC %2
(PrivateLink) X, $IRENHEHM BN ER K FEALTRBHERAR,

MEFHMEN , HSBAWS CodeConnections H M E VPC i 2 (AWS PrivateLink)o

&
« BE—2020 £ 11 B 24 B2 BIRYH M | BB VPC %% (PrivateLink) A2 Webhook
o TRIESEFE T HOE A T AARRE (VPC $538)

KE—E2020 F£11 B 24 Bz oI B EH , mEEA VPC imE (PrivateLink) AR Webhook

&5 GitHub Enterprise Server 5REX# , RIEFBEE T Webhook imE. EHFBEEEH VPC
PrivateLink Webhook %%, MRERE 2020 £ 11 B 24 BB #  HBEEFEH VPC
PrivateLink Webhook %2 , S4B EMBREM | REETHFH,

BELZIHEAT AMRE (VPC #H5R)

MREEMRTE 2020 F 11 A 24 B2 LK , MBS ETRERM CodeConnections FEFAE
RNERE , EFEERHAM VPC #BAES] GitHub Enterprise Server #1T{E 8 2 £ B RE,

£ VPC FE —1{E NAT FE (RE AR ERFEUE) , I 88 EM GitHub Enterprise Server #1718
B8 &3% GitHub Webhook #y i i B8 &
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-create.html

REABTIEEEA EREES

LA GitHub 7 EZE M ER

%8 :

R GitHub f1ZERELR A AWS Connector for GitHub , Rtk A EERGFENBBHEEEFTRE
HENT , FTEEENELR,

ATBEMBIE R - WFE GitHub REFEFFAIBMRMEFMER , 52/ hitps://docs.github.com/en/free-
pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-

organization,

#®E8 GitHub Enterprise Server EifERERFFAI

WMRIEIE 2020 F 12 A 23 HHZ L% GitHub Enterprise Server WERARER , Bt EESERRE
XN EBEFIERERERKE. MRER GitHub EARRNEEE , BREB T RIREE I T
FrREEARENNETT,

® Note
BB TE GitHub Enterprise Server ${T{EE L5ERIEL SR , MAKMSEAER GitHub EAEN
WEE,

1. 7 GitHub Enterprise Server 1 , R @B AR ER A LW T NBIEA |, 1B Settings GXE).
2. 1#EiF Developer settings (A& A BRE) , AERIEE GitHub Apps (GitHub BEAER).

3. EEAREXNFEY K AEREEEARERNEE A AREREEHEPIERE Permissions and events
GEEESON

4. 7f Organization permissions (#B#&5FA) T , ¥M Members (X&) , & Access (FEUE) THRF
B rhi®$E Read-only (HEE).
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QOrganization permissions

Access: Read-only

Members (i)
Organization members anc ]

Select an access level

Administration (3
Manage access to an organi No access

~ Read-only

Webhooks (3)

) Read & write
lanage the post-receive hooks for an organization

Plan
@ _ Access: No access
View an organization's plan

5. 7E Add a note to users (BEREFHIEHEE) KT , fMBEHMRERHA, #IF Save changes (EF
8E),

ERE GitHub RS AEREERR © "RHEME , FREEHNBEREMA Cookies
"R E L AELRE GitHub BAERX

e :

WEEY GitHub RFEMER , BX4AR GitHub AR E, BRI ERBTHREE , B4EAR
REEHAE. RABBEEEMNNEMASEILERE  SHHEBHAERYBR , YRR TIH
B —{E%HER :

BAEMRE  BRREMNBIEREERA cookie
=
A E X ARE GitHub FEARER

AREEIE : B GitHub BN FE , BEEEE L RE M HE GitHub 7 ERNER. BRTER
BTHREE K ZXARRETERES.

ERPHERREFE TRRFEER IAM BUR

RIS E R 2024 £ 3 A 29 B#® AWS CodeStar Connections E# & £ AWS CodeConnections, ¢
2024 £ 7 A 1 BRI , TR ASEER ARN codeconnectionsFEVE WiELF, EEMEREF
BNERSEBERETEEZEAY, FAEHAEICERNEREFES codeconnections, EEIR
ARN codeconnections® , £ B #H# SDK/CLI &R, BYNEREEHEEFNBREFE,

LA T &7 AWS CodeConnections HEHER :
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BMRABTATRA (ERH I
- B
.

%8 :

£ ARN codestar-connections®#fA BEYMERIFEEHEF TR HER ARN PR RBEF
H,. BUFERSEVERESRREFTENER, T8 , EBcodestar-connections Ri&=EH
IAM R A BAREEFREFZENER,

WREMNBIE : RTHREERNFIMHFFIEE , BFK T FIEME

T

- EMHBRBFEN IAM B, BRI, EFNeRRBUNEFSEEER IAM BEK,
- EAEE A CLI/CDK/CFN REMHRHEFENER , LEMELER.

BREEEMBRFOEE, ERMEM. ETIEFF , Resource MUBEFNMEBEBRKEFE.

{
"Version": "2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:UseConnection"

1,

"Resource": [
"arn:aws:codestar-connections:*:*:connection/*",
"arn:aws:codeconnections:*:*:connection/*"

}

EREEARY cERPHREFEEIFTHER

Bal , FHATEABRYNESRERAEHE codestar-connections RBFE. YAFEATHEAET
NER , BIEFRRARNEENREDE codestar-connectionsABREFE,

(® Note

#2024 7 A1 BB, TEAEESEEIR ARN codeconnectionsh B WiEERE, BEF
MEREFENEREEBERETEET,
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%8 :

FRAFEABIERERE K SHETEHEDFEA codestar-connections R FH. FABKHE
B codeconnectionsfREFEWBERE , FAEESEINERERSWEITHIERAL -

User: user_ARN is not authorized to perform: codestar-connections:action on
resource: resource_ARN because no identity-based policy allows the codestar-
connections:action action

AREMVIEIE  RERETEAEYNER , BERFERXBENLEES codestar-connectionstiA
REFE , 0 PRBREFIFTRE S . AWS CodeConnections £ £ AE T BB,

X EEBN ERBHEENERNEMERTE

HRZEHEM , B0 GitHub Organizations 2 REMER , EFSEETANEH., B LAHERE
PHNSEEREIFOER , WEXETIREERLPBAERNER

« VPCID

- FH#E ID

- T2 F4H IDs

s
¢

SRR GHES E{R= GitLab HEEEERNMEELS R,

BEARSERNRE

&I LATE CodeConnections FiERIEE4SERT|. MEFHMENR , BFSRERNELE,

EARAYECER
TRIGMRASTETRATERNEE (LBARE).

EMKRTFVEFEERARSE AWS B |, WA ATLUE M, FERE AWS B EAMTEERE
#, F2H AWS RBEELE,

(® Note
BLARABN (KW ) , AWS B FREERTE. NRFHAEF , F2REAESE,
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gheserver.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-gitlab-managed.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
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&R TaRER &
=18 B ERB LR AWS IRF 250

RPNEEREEN K MAEERE.

&R TARRER &
BEREEFTLR 32 =
B1E HEHHBE LR AWS 1RF 50
REEEGNEE LR 100

AWS CloudFormation &GS HENEE LR 100
BEBREEEENRESHEEZE LR 100
BESXWRESHEEE LR 50

EHEERFIFER IP Mt

WREIE Amazon EC2 #T{EEE EEF IP BB AFTIEE IP uk |, FBFAEUT IP b Fr i€ B RFFEE
o ERME AT LUEREIRALE | HI40 GitHub M Bitbucket.

TREZR AWS Eif SIHERBASE T EFEATEEN IP bk,

(® Note
HREBUN CKI) B, BAASRALED , TEMUEH. NRFEET , F2REAE
[ 15 |P 33k
EEFER (BER) (us-west-2) 35.160.210.199, 54.71.206.108, 54.71.36.205
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable

FRABIEXZA

ERAEER

[ 12

EERIP (HE EmmitEB) (us-east-1)
BN (EFEE) (eu-west-1)

KBRS (X MH) (us-east-2)

T A B4 (¥ H03E) (ap-southeast-1)
TAEHE (Z5) (ap-southeast-2)

T KB4 (32%) (ap-northeast-1)

BUM CEE=48) (eu-central-1)

S AK[EIE (EH) (ap-northeast-2)

DAEE (ZE) (ap-south-1)

EEMN (BRE) (sa-east-1)

IZE KX (FEP) (ca-central-1)

BUN (f&3) (eu-west-2)
EEFEIP (hnF#FEFEEEILER) (us-west-1)

BN (B28) (eu-west-3)

B (Hr BB E) (eu-north-1)
BUM (CKB8) (eu-south-1)

IP th ik

3.216.216.90, 3.216.243.220, 3.217.241.85
34.242.64.82, 52.18.37.201, 54.77.75.62
18.217.188.190, 18.218.158.91, 18.220.4.80
18.138.171.151, 18.139.22.70, 3.1.157.176
13.236.59.253, 52.64.166.86, 54.206.1.112
52.196.132.231, 54.95.133.227, 18.181.13.91

18.196.145.1640, 3.121.252.59, 52.59.1
04.195

13.125.8.239, 13.209.223.177, 3.37.200.23

13.234.199.1520, 13.235.29.220, 35.00
154.230.124 13.00. 13.00 A 35.00. 200
13.0, 200

18.229.77.260, 54.233.226.520, 54.00
233.207.69 18.00, 18.00 # 18.00, 200
» 200, 2000

15.222.219.210, 35.182.166.138, 99.79.
111.198

3.9.97.205, 35.177.150.185, 35.177.200.225
52.52.16.175, 52.8.63.87

35.181.127.138, 35.181.145.22, 35.181.
20.200

13.48.66.148, 13.48.8.79, 13.53.78.182

18.102.28.105, 18.102.35.130, 18.102.8.116

EEEAFOEEN IP ik
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&35 IP th ik
AWS GovCloud ( =EBIREB ) 18.252.168.1570, 18.252.207.77. 18.00,

18.253.185.119
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FRASTIEFTZEAENZTEM

VBTSN AWS EBEBLIEF. 55 AWS BF , SUNLSHAEHHORNBHRES  HEBE
ARERRLBBEBNERTMRE.

ZE£RAWS BECEANARERE, HEFSEEE BUHERRERNEZENERANEE

- ElREEM - AWS EEREHE AWS Cloud F#11T AWS RBHERRKE, AWS BAERRHETX
2FEANRE. £ AWS 6 EF , F=AREKESEHIRARBRMANEZLIIN. EETHE
PR AWS CodeStar Notifications 1 AWS CodeConnections & 5T8] , F2BAWS R8I
B AR

- BN R et - ENEEEUANEMER AWS NIRE, SH4AHHMRREE  SHENNIRE
M, BRFNERNEREERNER,

A7 BY I8 T BB an{a4E £ ) AWS CodeStar Notifications 1 AWS CodeConnections & #
EETER, T EERBAMAERE AWS CodeStar Notifications 1 AWS CodeConnections LARF
EENZLEEREE, BtgTHRINAERAEM AWS AR R IR EE = M {RE AWS CodeStar
Notifications 1 AWS CodeConnections &R

MERATHEBASTIEIZATRBNZ Y  F2ETIRE

« CodeBuild £

« CodeCommit Z&
« CodeDeploy Z£ M4
« CodePipeline Z£ M

THBEARRNZEH

BHEKEREBEARKGITRERECBARABENERE, ELEATRESHBARTESE
ROFFHES  2RRFEAR. BERE, HERENETEHNT.

BIIN | £ LHE CodeCommit i HHBARVREHLSEXRERBERGER, HRLML , B
7 EERAAT LN BA TS RERTSEN —TRSTEAE. B, BAH CodeBuid

TR EERNBNANREADERERENMRNRDRLHER. AT BRI TELHEE
BERAR.
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https://docs.aws.amazon.com/codecommit/latest/userguide/security.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/security.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/security.html

MEAETEXES EREES

& CodePipeline P EEMBHARAUREA TS FHREMBET  MAKA T LXK AU EE
HNBH RIS RUZRENAEER, LA CodeDeploy FEAREXNBHRAREREHEE
Y, MAMATOEZAIMEENBN TS HERENHEEER,

BATESEREBEN , SIMBRERE, BAFEHENENRT. BERE , UAREEKE. B THE
BAERNLZeM  FHELEBRRBANRAUANER , UREER/BHREZ Amazon SNS TEMNFIFHE
RE. A, ATEESAMEENBNARTREEELMIEMEIERREMEE, HBFETER
EETEARABARANERTRE, FEBREHREBAASHNAR , UHBBRRE T BEENR
RURBENHR,

i

\

NFEBHRATANSHEENFRES  F2EEAEE.

FBAEER BT I SNFHEARNIAEZETEESHINEN. ERSFMBENERFMRERER,
BELXEHTESHERAEEIEZE Amazon EventBridge 1 Amazon CloudWatch Events & AT £ 4
E8

MEBASTETZEARE (HlW CodeCommit) AIEERFEBHMAS P BHB s NEHEHEENE
BEF , MTMELERSEHINET. EUUBRFELERET  LUERE N SHEERF T AR
SHER, LALURE Full (Z8) FMEARE  RESSHHEBENHEREN (EHNEE) MABA
., MEFMET , F2EFHEEAEE,

ERHEZE in AWS CodeStar Notifications 1 AWS CodeConnections

AWS HESEERBERAM AWS CodeStar Notifications 1 AWS CodeConnections FHI & EHRE,

M ERFTR , AWS EEREHITAE B SHERRE AWS Elf, CESHEBTHER R LT
EARWERGIE, CHEREEMER AWS R WRLEABNEERTK, IEERBAENFHEE
7, F2REARLEEREZE., NEFHEBMNERREBNHEBENR , #2808 AWS T2 MIER L
7 AWS HEIHNEFERN GDPR FEENE,

ERERREBEHN , BREEBRETE AWS IRF EAER , LFEAH AWS IAM Identity Center 3 AWS
Identity and Access Management (IAM) XREEBIEAE, Mtt—R , SEACEAEBIGESRETH
HEBFSHENT. RACEREEATIHANREER

- BEAKRFHECASEERRE (MFA),

« £/ SSL/TLS & AWS BEIREBH. BRMFEE TLS 1.2 WEHRFEA TLS 1.3,

« £/ BT API F{EHESFEE 4 AWS CloudTrail, EAREA CloudTrail IBMHEEX AWS SEEIH
B, 52 BAWS CloudTrail  ER&IER) FHER CloudTrail B,

« £ AWS MFRFRT R , UREPHNABEFERRZEEH AWS R,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html

BMEABTEIRA R
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIREMTFE Amazon S3 HEIRE R,

- MREE AWS FEBGHHIREDR API FH FEE FIPS 140-3 BB R IGHEEA , BEA FIPS
imeh. MEHE FIPS M FIPS mAMEZMHEBERN , F2RHTEFEREZE (FIPS) 140-3.

Bz BRCRBETEREFNEFBH U ERERBBEF , HEEES BHEXN X FRA
o BlinZ B, EBREERMER AWS CodeStar Notifications 1 AWS CodeConnections = i
F#A. API AWS CLIZK AWS SDKsHYE At AWS BR#E B, BEZHNBBRERA XN FHA P ANTE
AERBAEARTERZE AR, NRERENABEMKESEN URL , RMEZIBSF I ERIEHZK
ARESFERH URL R EERIBFET

AWS CodeStar Notifications 1 AWS CodeConnections ¥y & 4 fl11%
BEE

AWS Identity and Access Management (IAM) 2 —%& AWS fR% , AI BB EE S L4 T 5% AWS
BERNEFR, IAM EEETIRHIHTUETERE (BA) MRE (EEFT) |, UUEA AWS
CodeStar Notifications 1 AWS CodeConnections &R, IAM 2RI LA REFH AWS RE 89

® Note

EFBREFZE TEIMNERBEcodeconnections i EH., EFHREFE TELEREE
&R ARN codeconnections?f M, codestar-connections BR¥EF &M EERME R
ARA A, £ IAM BERFAIEEERE  BREFEXERSERNTE,

£}

- BEER

- EASYRE

- EABEKEEFIUE

- ARASTIEXEEPHNINEEM{IEE IAM BEER

« AWS CodeConnections $f 1 &£

- B RBERE

- FRAZEHRES AWS CodeConnections &R 1FEL
- EXREPHEABANER
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https://aws.amazon.com/compliance/fips/

BMRABTEERA RS
- AHEAEREMMBE ST

- SREEHEME AWS CodeStar Notifications I AWS CodeConnections & 4 M 1ZEX

« #¥ AWS CodeStar Notifications i Fi R 724 A &

- {#£f AWS CodeConnections R EHEH

- AWS ¥y ZE X AWS CodeConnections

BHREHR

&2 AWS Identity and Access Management (IAM) A REBMAE , BURRETE AWS CodeStar
Notifications #1 AWS CodeConnections F#1T#I T4E,

FRISE A E — MREAFEH AWS CodeStar Notifications 1 AWS CodeConnections BRI R #1TIEHY
% K CHNEEESSALREMENEAERNGTT, EERFEHAEZ AWS CodeStar Notifications
AWS CodeConnections ZhEEXR# 1T TIERF , BAREFZEBEANFTA, THEFIFTUINEES X AHE
RO EREEREBOET, MRMEHEEFE AWS CodeStar Notifications 1 AWS CodeConnections
FEThEE |, B2 B SREPERE AWS CodeStar Notifications 1 AWS CodeConnections & % f17HL,

REEEE - MRHRELTEE AWS CodeStar Notifications #1 AWS CodeConnections iR , &
Al RE#EE AWS CodeStar Notifications 1 AWS CodeConnections HIEBZEUE, EHEHE 2 ¥ E
BR 7 £ A & FEZ HUER.E AWS CodeStar Notifications &1 AWS CodeConnections ZheEME R, EE |
BLBRBREZGEN IAM EEE | REFLREEAENGTT. REAKEERLNWER , TH
IAM NEAES, BEE—F THELRWMAEA IAM #E AWS CodeStar Notifications F AWS
CodeConnections , ;828 A AETEFE AP INEEN{EEL IAM BB,

IAM BEE - NREBE IAM EEE | BRI THRIBEBKRLLEE AWS CodeStar Notifications
H AWS CodeConnections FEVEMNFFMEF . &ERRETLE IAM REAEB example AWS
CodeStar Notifications 1 AWS CodeConnections 9 HEEK , 528 59 BEEEH,

£ & 2 B

BORBREAWS ARSI BREA NS, BHAN 55 AWS IRFRERE, IAMERES D
HAEME 1AM AERRE (ZA AWS),

BAILERSER B RFERUENERE , MBS AWS B8 B BHEA . AWS IAM Identity
Center (IAM Identity Center) £ #&. BRBNE—BZASDEBE , LIREH Google = Facebook &
AEHR  HMEBMSEOINES, GLUBMEEIEAN  LZNEEELNCREEH IAM AENHE S
7. BRERKE AWS B FER K, KEBERTAR,
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REABTIEEEA EREES

BRIBEEIWFEREER | & LL% A AWS Management Console 5, AWS ZERA O#8L, MEZEA
HEFEER AWS |, FZ2RBAWS B A ( £AEERE) FHmmEAEHN AWS 1RFE

WMREL AWS BHFZFFHFREFER , AWS ERMHHKBEZEH (SDK) Mar =R E (CLI) , KUfE
RGN BREUBBHEZEFAEZBLNE R, NREFTER AWS ITE | AIXABRTHERBR. 0F
SEREBENSEBTEEFRNFHENR , F28 (AM £REER) PHEAR APl FERHAWS
Signature 28 4 ko

EREERAMNES P RESE , AU EERHEANZTESHERA, i, AWS BEEHERAZE
B (MFA) RIZEIRFNZ M. MEFEZENR , F2HE (AWS IAM Identity Center fER & EFE)
WZEEBZREFN (AM EHAEIER) P IAM FHAWS ZEEEEH,

AWS tREREH &

EREY B AWSIRF , BER—EZEASF DG , X2 ATBEEFRIRFHHNARE AWS B#H M &
Ro WEDHA AWS tRF Theroot EAE | AIEIR A ERREIUIRFNE F B4t MBRFE AR
FHL MAEBETBUREAEREREER. RECHREAERRE  LEARAITREBHRE
REHTNER. WFELERNTERE , THEFTUREAEZANGES , F28 (AM EREE
M) PHEEREAERENER,

IAM fi£ i & M A48

IAM EFZER PSS AWS IRF |, EEE-ASHEARANBEN T, ERESTRKERKE
&, MTREFRURYERE PIUNEBNFNEE®) O IAMEAE, ERVRBECARIIZESRER
REBEN IAM EAE  BRRECHBFIER. NEEZEH , F20 AV EAEEETNATER
HBRNEARGENRRTFRER.

IAM R —BIEE IAM ERESEN S D, SREUFESHEE, EUNERFER-—XAZ
BERAEEENT, HEATREEABREAEFTNEFEEEARS, flU , BALBEE—ERA
IAMAdmins HYEFAE , Wi FEEHEERE IAM BRI,

ERERAGTEH, FRERGRE-ASIEAEXRIRE K BAGHNENREHEARZEENA
BNfE. EREHBEKANKRYER K EBACERHABRERE. NFEZEHR  F2H (AM ERE
Er) TR IAM ERENFERZEM.

IAM B

IAM AR FEEEENT AWSIRF WED., TELIAM EAE  ETEEENASHEH, £
5L FIEE IAM B AWS Management Console , A LA RFEAETIRE IAM A6 ( E2A ).
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https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html

MEAETEXES EREES

BT LUEIBIF Y AWS CLI 3t AWS API RESER BFT URL RIBEAE, NEERAAGNIEFEE
# ., F2EH (AM EREER) FWREACNSEE,

EAREREN IAM BBETIERLPIEEER

- BESPEREFN — UEMBES DR, FELAR  YRABGERTT. EBSESHE
TEIRIER  XES/SHACGEYRY IBRTHACERNTT. UEERBHSACHNMERE
A, FE2E (AM EHEER) PRAE=S57RME BE) BEUAC. MREMEHA IAM Identity
Center , AIEEREHE, ARHERBERULUFERANAZ |, IAM Identity Center #§5F A 5262
IAM RV A EHED ., MERBEFTAIENEF , 528 AWS IAM Identity Center £ /8 & B AYFT

EE
- TR IAM EREFF T - IAM EAEHA ST LUEE IAM SeRE K HIEEERRA TR,

- BIRFEFHE . BULER IAM AR | RFTREIKRFHHEA (FENER) FEUEKRFNER,
AEERTEIRFFIENIELSR. T , BREL AWS R , BRI EEEBRERIER
(MTAREABEUMANRE ), IFETHEAAGNEREBRETEIRFENCENEZE K F2H
(IAM EREEFE) P8 1AM FHEIRF EIRFEG

- BRBEFE - B AWS IR ERAEM PRITHEE AWS BRIE, Bl , EEERE P HETIRUE
ZREBEEEE Amazon EC2 H#I{TEAR R Y H# T Amazon Simple Storage Service
(Amazon S3) 1, IREATEEEFEAFWUERNFTA. FARBACHERREELACKRHITINE
%,

- BIAFHT/EREER (FAS) - B IAM ERERACEERHTRER AWS |, BRRAZER
Ao ERFELERBE  BUREATEEEBE , EMETRRBHAB S —EEE. FAS E£AF
W MZEFEAFFA AWS BRE , #66 AWS BRI FBRE THFBRBREFER. REERBRIITER
Hft AWS fj#s = EREEFRETRRIFERE , TR FAS R, BIIBERT , BL4AEF/H
ITEMEERENFFT. MFRE FAS FRENBRFMEN , F2H (FBREMTEER) .

- REAE - REACEREEEN IAM A€ | AIRKREHITEE., IAM EEE ALK IAM R
3., ERFMERBRE AR, MEFMENR  F20E (AM EAEER) FHNELAGUEIRTA
4 AWS R,

- BBERAS - BRERACGRE—EERE NREAGEE AWS BR#%. RETUBEAREH
TERENAE, REEEACSHRESN P AWSIRF | YHREHES. IAM EEE T UR
B, BETeERERBERABGNET,

* 7£ Amazon EC2 L #{THWEAREN - BUEA IAM BEREERE EC2 TER LT EARE
XWREFBEAER , LURIREH AWS CLI 5 AWS API 5BR, ERE EC2 #HTERAREEFIESR
MBEFHAR. BEH AWS ABIERIE EC2 MITERBISHEREMIGHEMARARER , BaEME
EEFTERNBTERELNE, JTERREEIESXAE , AR EC2 HTEE LITH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

REABTIEEEA EREES

EANEGHREEE. MEFMAENR  F2E (AM FAEER) PHNER IAM B KE T aER
Amazon EC2 #1T{EE F# TR EHARE,

ERABREEFEE

FAILUEB R BUR WA HIERED & 5 RNER AWS RiZH AWS FINFE. BXRR PRy , E8E
BEOREFREVEBE , AWS EERHNT., EEXFA (£AE. REAEI/CTHERE ) &
ARE, & AWS FIMEELEE, BRPHATRERB AFHIEBFER. KSBBEFL JSON X
 AWS WIERFHRE . WF JSON BRXHEBNARNFMEN , F28 AM EHEERETH
JSON BB

EEESWLER AWS JSON BURRIEEH T AFHAR, thpEaR , BMEEREERE T o AE
EERHAITHLEBIE,

FRIBEAT ERENARKEHT. EERTEAEHEMFEERATEHENT , IAM EEET
DY IAM BR, A&, EEESATUE IAM BXRHBEAE  FAEERBIELAE,

IAM BURERZEBENFTT , EBREERMES ERHTIRE. W, BREE @A
iam:GetRole B)EMVEIR. EBEBEMNEAE I LLHE AWS Management Console AWS CLI, =
AWS API RB8ABE .

BoBEER

o RBRERMME S S (Fla0 IAM /A&, EREFANAR) B JSON FFATBERN A, BELR
RAEH S EMERG TREBEERANTHERF, NFTHUOMELSDEBER , F2H (AM
ERERE) PHEBEFEEBRRERBL] IAM A,

BrBERRUTE-S O ERARBRIZERR, ARBRESEZARINE—FHE, HEIAE,
ZERREBIYNBCR , BUNEES A ECHRE. HENAE AWS IkRF. SEBXRZHE AWS
ZEBRRNEFZERR. UFETHNAERERRRARBER ERE  F28 (AM EREE
) PREZEBCRMABRBEERE,

FBAETEFESPRINBENME IAM ZE £ A

R IAM EERBASTEFRATHENFEMER , B THTHEETZEAREEAN IAM IsEE W
L, "EMSEMMEM AWS RFENARE IAM EFN SRR  F20 (AWS IAM EREERE)
B AT AL 1AM B 1ERY BRS .

ES- |
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

BRABTAETRA RS
- BARAEBTEFEAPNISEBE

« AWS CodeStar Notifications I AWS CodeConnections ¥ R E Bl

- UIEBRAERNERE

- IAM A

FBRAETEFZEARNE S BEBER

R IAM B2EBER , BRI EEARTIIEENEENER , UREMERG T AFRIELENE,
AWS CodeStar Notifications #1 AWS CodeConnections X B4 E8E. ERNGEHZRSIR, EETHE
&1 JSON IR ERMWMAERLE , 208 (AMEAEIER) ¥/ IAM JSON BETESE,

BF

EESWLER AWS JSON BURRIEEH T AFHAR, R , BEERECESEF T IUEA
FEER#T IR B

JSON BURRE Action TRERERETUARARAFRIEBBRFFRNEF. BRBEETE EFHEMHEE
Bf AWS API REMBINER. B —LFIIMRR | AIAURBHERFE AP BENERFFIEE. E L&
EREFZBRTNZEEE. ELBANBFERR/BKEIF,

HREERABERE TUTHBBEENFTT.

HARAEBTIEFRAPBEANNBERBEESENEMFEATIFE : codestar-notifications
and codeconnections, fil#l , ZERFEARBHIRSFPWAEBRAAA , FEHBXPIE
codestar-notifications:ListNotificationRules B, BERMRIARXNSEEE Actionsg
NotActionjt®&. AWS CodeStar Notifications 1 AWS CodeConnections € % B & #9 —fHENE |
IR AR ] BAGE A b AR A 1T B9 7

EZEEE—FHRR PIEEZE AWS CodeStar Notifications e , FFLLER 2R EM , W TFAAT.

"Action": [
"codestar-notifications:actionl",
"codestar-notifications:action2"

EERE -—FARKXPIEEZE AWS CodeConnections BifE , SFLUESESREM , W TR

"Action": [
"codeconnections:actionl",
"codeconnections:action2"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

REABTIEEEA EREES

B EREBERET () RIEEZEEE, Hlin , WEREHRER List XEWNFEEE , FEEU
TEE -

"Action": "codestar-notifications:List*"

AWS CodeStar Notifications API Ei{E1F :

* CreateNotificationRule
* DeleteNotificationRule
* DeleteTarget

* DescribeNotificationRule
* ListEventTypes

* ListNotificationRules
* ListTagsForResource

* ListTargets

* Subscribe
 TagResource

* Unsubscribe

* UntagResource

* UpdateNotificationRule

AWS CodeConnections API Ei{EaE T FIER :

* CreateConnection

* DeleteConnection

* GetConnection

* ListConnections

* ListTagsForResource
 TagResource

* UntagResource

E FEETHERFATNEIE AWS CodeConnections , FTHESEK B 0 ERFEXIE -
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REABTIEEEA EREES

* GetIndividualAccessToken
* GetInstallationUrl
 ListInstallationTargets
StartOAuthHandshake

UpdateConnectionInstallation

EHREETHERFATNEIE , AWS CodeConnections = BEfE A ELR :

* UseConnection

EAHREETHERFATNEIE , AWS CodeConnections = BEASE LR BHE E IRFE -

 PassConnection

ZEEEE AWS CodeStar Notifications 1 AWS CodeConnections BIERYEEE |, 5528 (IAM ERZE
¥5m) HBAIAWS CodeStar Notifications E &/ BIERAWS CodeConnections E 2B B1E,

&R
AWS CodeStar Notifications 1 AWS CodeConnections A B BEFIEEER ARNs,
RHERS|#

AWS CodeStar Notifications 1 AWS CodeConnections € E&BH O — 04 €88 K tXEFHR L&
2R EE8, EEEEFMA AWS £ EHRHRSIR |, 520 (AM FEAEIERE) FHAWS £EF 4
NARGI#,

All AWS CodeStar Notifications E1¥fE%x ¥ codestar-
notifications:NotificationsForResourcel§4£i8., MEHMENR , FSH 5o B BEE
i,

\

AWS CodeConnections E£2& F Y& 4R 518 , AR IAM BERM ConditiontE, B LAEREL
REBRENERABKRRBRNPGRYE. MEFMER , HSEAWS CodeConnections §F ] £ E,

RIERS| 8 R
codeconnections:BranchName REBEFE=FREFEEN D X B BREEFIVE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_codestarnotifications.html#codestarnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_codestarconnections.html#codestarconnections-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

FRABTIEXRA EREES

R Z 5|8 HiR
codeconnections:FullRepositoryId FERFERPEENREFEREGRTHR. EEAR

BAREFEIISEMFZERN UseConnection 3K

codeconnections:InstallationId RIFFAREFERNE=7 ID (Hl40 Bitbucket
FERAERX R D) REHEFEE, 7 382 FR 5 7
wE=F AR RE A AREER

codeconnections:OwnerId RIBE=SFHEENEEENIRSE ID REHEF
EfE

codeconnections:PassedToService RIBZFEA R EEEZRL IR R EFiZ FEE

codeconnections:ProviderAction 1818 UseConnection BRI ELERE1E

(f0#70 ListRepositories ) REFZFEE,

codeconnections:ProviderPer RIREE =5 M FERI T P | B R EF R 7 EUE
missionsRequired
codeconnections:ProviderType RIBFRPEENE=HHEREEEREEFR
codeconnections:ProviderTyp RIBARGEERNE=FHERBERREGET
eFilter EX
codeconnections:RepositoryName BRIBEE=FRTFESBREEFIE

& {51

& E 18 AWS CodeStar Notifications 1 AWS CodeConnections & 4 B B K Y &5 451 |
BUR &,

AWS CodeStar Notifications fl AWS CodeConnections &R B

2
W
&
\p
NS
i

AWS CodeStar Notifications 1 AWS CodeConnections X EBUERESEBHNBEE.,

LUERAEBAVERE

B LSRR ERE S AWS CodeStar Notifications 1 AWS CodeConnections &R , 5%
EBERPEEES. NERBZEERLEGFER , B#H codestar-notifications and

HMBEASTEXEEPHINEENE IAM EEEA 219



REABTIEEEA EREES

codeconnections:ResourceTag/key-name, aws:RequestTag/key-name = aws:TagKeys
HRHERSIR , EBERNGEATESD , REEREF. WFEELEKBNFRESR , F2RELAWS &
JR. MEEHZESE AWS CodeStar Notifications #l AWS CodeConnections BRI FFHAER , FSH E5
ERER

EERARG,RBKRES , ARBEZXERNEEREHERNEFIE A F2B "ERESEKRET
AWS CodeConnections ERI1FEL o

IAM B

IAM AR AWS IREFREEREFITNERE.
FREREAER

BU BB IEEATRERREA, BE IAM AEREREFA®, B LUEBFWY
AssumeRole B GetFederationToken 2 AWS STS AP| EREVBEIRLLEAER,

AWS CodeStar Notifications 1 AWS CodeConnections X iEF A EEZEAER,
R ELEAE

R EREAERREAWS BREFIREMERFEPINER , UAREZHK BF. BBERALERARERL
B IAM BRFE R | SAEHZBREATES. IAM EEE T URE | BN aEREREERL BB,

AWS CodeStar Notifications X EREEFE A, MEEITHEE AWS CodeStar Notifications
AWS CodeConnections RIEFE A BHFEMENR , 528 &% AWS CodeStar Notifications 1 F AR
BEEAR,

CodeConnections A X ERBEE LG,
AWS CodeConnections o &

T &% H =8 AWS CodeConnections APl #4E. AR FHANEHESE , URARREFHFINE
R ARN ¥, AWS CodeConnections APls BR1E& API AN EIEEBE 2 EAER R, BEWE
EZE IAM 550 TBER (9 BEBR) &, B23EELERE,

BB ABRE , BFEEBERN Action WA FIEEEMF, BFEEBERN Resource B
EEEREMA ARN , IEERFEBRAFT ().

BETERBERPRERG , FEMALEFRMN RAEREIE FHHOFRGREIR, ShaER
AWSZ B £, MFE AWSERIIESMHTRFE , F2H (AM E£RERERE) FHTATER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys

REABTIEEEA EREES

EEETEEE , 55FH codeconnections F8 , RHER API REZRE (Hlmn

codeconnections:ListConnections = codeconnections:CreateConnection).

ERERAFT

EEEEZEBERER , F7E ARN RERABAF T (*). Hl, codeconnections:* IEE
all AWS CodeConnections E{E , ¥ codeconnections:Get*15ELLFE BENFIAE AWS
CodeConnections E)fEGet, AT &6 FEFTBE L MyConnection A B BHBEZERNEFEUE,

arn:aws:codeconnections:us-west-2:account-ID:connection/*

BREHETRINEN##EREABRAT . BT 8EY region & account-id ERFERAERAF T,
WEBRAFINFHEES  BF28 (AM EAEERE) 1 1AM #5IFF.
£

- EEERNFA

- BEETHNTH

o FERERRIFTA

o BREEHMETT

s BEREEERE

- EAER

- X &M ProviderAction FEUEER

- BRERERNZENT

- BERERED R FEERS

- REEERNAIZERESER

EEERNFTA

IEEMEM 3 AWS CLI SDK R#i8, BUSMRERNBERERE , BEFUTRHBIAFFA,

(® Note
AEATHHT , YEAETHATERBEAES. LEEE ZREENTT hEEH
Ao
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_identifiers.html

REABTIEEEA EREES

codeconnections:CreateConnection
codeconnections:DeleteConnection
codeconnections:GetConnection
codeconnections:ListConnections

AWS CodeStar Notifications #l AWS CodeConnections B IBE#R 2 BN EFTEHIETF
CreateConnection

B4 : codeconnections:CreateConnection

£/ CLI i EZEREVERKFTE.

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

DeleteConnection
Ej{E : codeconnections:DeleteConnection
5/ CLI S EZEARMBREHFEFEE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

GetConnection
B)1E : codeconnections:GetConnection
FTEMFA CLI X EARBRBEERNFHENA.

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

ListConnections

B)1E : codeconnections:ListConnections
FRACLISEREIHIRFANAEERKRTE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

EBEREXET RS

BE KR8

codeconnections:CreateConnection codeconnections:ProviderType
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MEAETEXES EREES

BF REF3R 5|8
codeconnections:DeleteConnection N/A
codeconnections:GetConnection N/A
codeconnections:ListConnections codeconnections:ProviderTyp
eFilter
EEFHMNET

IEEMEM 3 AWS CLI SDK R#i8, BUSHMBRERNBACRERE , BEFUTRHBIAEFT,

® Note
REBTHFA , WRAEEMPTABEAEH. SFEE RELHNET A PHEEFFT,

codeconnections:CreateHost
codeconnections:DeleteHost
codeconnections:GetHost
codeconnections:ListHosts

AWS CodeStar Notifications 1 AWS CodeConnections B * # > Ei{EFT =R FF A

CreateHost
Bj4E : codeconnections:CreateHost
5 CLIERAREBIETHBFEE,

&R : arn:aws:codeconnections:region:account-id:host/host-id

DeleteHost
Bj4E : codeconnections:DeleteHost
5 CLI REEARMBREMBEFEE,

&R : arn:aws:codeconnections:region:account-id:host/host-id
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GetHost
B)4E : codeconnections:GetHost
FACLISEEARRIAEBEEIRNFREANAFTEE,

EIR : arn:aws:codeconnections:region:account-id:host/host-id
ListHosts

B)1E : codeconnections:ListHosts
FRACLISEREHIRFANAEEZMHEEE,

&R : arn:aws:codeconnections:region:account-id:host/host-id

EEREIET IR

B{E R R 5|8

codeconnections:CreateHost codeconnections:ProviderType

codeconnections:Vpcld

codeconnections:DeleteHost N/A

codeconnections:GetHost N/A

codeconnections:ListHosts codeconnections:ProviderTyp
eFilter

WMFEER Vpeld RHESIRAVEEFIEER | FFS6 €06 : £/ Vpcld REERIRHFEH VPC 517
SEARERRRYFT A

EEEEEAEIRATERNACRERE  BEAREREIRATHNERREBLZEMENT , 25
REHERETRE  URBYHEREANTER. RT LRFFT2 , HFFERATHIEFA,

PITLLRERAERNER , TEAEERA T IAM £
fE, ListInstallationTargets. GetInstallationUrl, StartOAuthHandshake, UpdateConnec
¥ GetIndividualAccessToken 2 IAM BUREFA, T2 API Bk,
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FRABTIEXRA

ERAEER

codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:

GetIndividualAccessToken
GetInstallationUrl
ListInstallationTargets
StartOAuthHandshake
UpdateConnectionInstallation

DWAER  FETIATSETREPER,. B, EFRMERER.

codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:

CreateConnection
DeleteConnection
GetConnection
ListConnections
UseConnection
ListInstallationTargets
GetInstallationUrl
StartOAuthHandshake
UpdateConnectionInstallation
GetIndividualAccessToken

AWS CodeConnections 5t R EAR K B ERT ERIEF Al

GetlIndividualAccessToken

B)1E : codeconnections:GetIndividualAccessToken

ERERATKERKEE, ERR IAM BURFFA , T2 APl Bi1E,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

GetlnstallationUrl

B)4E : codeconnections:GetInstallationUrl

ERETERATRERRTE, ERR IAM BERFFA , T2 APl B11E.

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

ListInstallationTargets

Bj4E : codeconnections:ListInstallationTargets

ERAFRETRERKEE, ERAR IAM BERRFA , T2 API Bk,

AWS CodeConnections
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&R : arn:aws:codeconnections:region:account-id:connection/connection-id
StartOAuthHandshake

B)1E : codeconnections:StartOAuthHandshake
FHEEAERERFEE, ERE IAM BEERFHFT , T2 API 811k,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

UpdateConnectioninstallation

B)1E : codeconnections:UpdateConnectionInstallation
FAIREATHERFFEE, ERAR IAM BERFTA , T2 APl 81k,

EIR : arn:aws:codeconnections:region:account-id:connection/connection-id

BEEEIETIRGREI#,

B R K518
codeconnections:GetIndividu codeconnections:ProviderType
alAccessToken
codeconnections:GetInstalla codeconnections:ProviderType
tionUrl
codeconnections:ListInstall N/A
ationTargets
codeconnections:StartOAuthH codeconnections:ProviderType
andshake
codeconnections:UpdateConne codeconnections:InstallationId
ctionInstallation

AXTE EHERVFT A

EEEEEIRAPERNACIHERE  REREEZRAPRETIMMTENFT , 2BEREHRERE
TRE, URZRETHEAER, BRT EREHFFA 2/, UFEER TIIFF,
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FTRBERNTHEME  EEEEFEA T IAM EZ. RegisterAppCode H
StartAppRegistrationHandshake & IAM BREFAl. F = API BIfE,

codeconnections:RegisterAppCode
codeconnections:StartAppRegistrationHandshake

Dt AER  FETIFUIRETREATER, BY, ENIMRFZIMRNER (HINELRHH
FERgEA),

codeconnections:CreateConnection
codeconnections:DeleteConnection
codeconnections:GetConnection
codeconnections:ListConnections
codeconnections:UseConnection
codeconnections:ListInstallationTargets
codeconnections:GetInstallationUrl
codeconnections:StartOAuthHandshake
codeconnections:UpdateConnectionInstallation
codeconnections:GetIndividualAccessToken
codeconnections:RegisterAppCode
codeconnections:StartAppRegistrationHandshake

AWS CodeConnections 5E R E ¥R E 2 B EFT TR RIFT A

RegisterAppCode
B)1E : codeconnections:RegisterAppCode
FERERARTEHEMREREE, ERR IAM BERFFT , T2 AP 811F.

EIR : arn:aws:codeconnections:region:account-id:host/host-id

StartAppRegistrationHandshake
B)1E : codeconnections:StartAppRegistrationHandshake

ERAFRERTEREMREREE. ERR IAM BEFH , T API BF,

EiR : arn:aws:codeconnections:region:account-id:host/host-id

BEERETIIRGREI#,
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ERAEER

AE AR R = AR %5
EREEZREE (Fl , FEEERTRMER ARN LEYREHRER) , ERAELAR

codeconnections:PassConnection 57,
AWS CodeConnections {25E & 4% Fr B 35 7]
PassConnection

E)4E : codeconnections:PassConnection

HEREEIREREER.

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

LR TE TSRS

 codeconnections:PassedToService

XENFRGERE
Tim BB ELHIERS
codeconnections:PassedToService * codeguru-reviewer
* codepipeline.amazonaws.com
* proton.amazonaws.com
£ FER

& CodePipeline 2B BRBERERE , REACLAERRBEERD

codeconnections:UseConnection &l
EEETRAPEERER , FAEBRELSEESB codeconnections:UseConnection FFl,

AWS CodeConnections 1§ FE 4R AT ER BN 4E

UseConnection

Bj{E : codeconnections:UseConnection

EREREEE,

AWS CodeConnections FFa]&#&
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ERAEER

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

LR T T PR 258

 codeconnections:
e codeconnections:

* codeconnections:

« codeconnections

 codeconnections:

 codeconnections:

X ENRGERE

TR

BranchName
FullRepositoryId
OwnerId

:ProviderAction

ProviderPermissionsRequired

RepositoryName

BREEHRIER

codeconnections:FullRepositoryId BEENFERAEEBNREERR , Hl0 my-

owner/my-repository . EEFEREER

FRREREERT <E,
codeconnections:ProviderPer read_only =% read_write
missionsRequired
codeconnections:ProviderAction GetBranch , ListRepositories |,

ListOwners , ListBranches , StartUplo
adArchiveToS3 , GitPush, GitPull,
GetUploadArchiveToS3Status
CreatePullRequestDiffCommen

t , GetPullRequest , ListBranc
hCommits ,ListCommitFiles |,
ListPullRequestComments ,ListPullR
equestCommits

WEHRER , F2ET —&

REDRNLBERGSRUEBZREAMEBE. RIECHEFIRFFTRFZTENT , BRIZHREME

A codeconnections

:UseConnection RIZT&HI¥HELR N ZEL

AWS CodeConnections FFa]&#&
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Y M ProviderAction FEUERR

B AWS IR ERAERE , SSBHRRIBRMEEET AP Y, Fla0, RETEFM https://
api.bitbucket.org/2.0/repositories/username API 3% Bitbucket SEHRHI FE1FE.

ProviderAction & £ v AR Bt FER L oMU AP, BA API BRI R BIREEL , mMA
BEREAREEEMAR , it ProviderAction EHEZHKREEZR , M2 API B URL, &~
WESNEEEERE AN  EVHESREESMHERRENBUR,

LT REHEEZEN ProviderAction ERFHFIEE, LUTHRHA IAM BERFT. T2 API B
.

AWS CodeConnections X & kY FEUEE ProviderAction
GetBranch

B)1E : codeconnections:GetBranch

FERO XWMHEEENR (flUZs INENER) BEE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

ListRepositories
E)1F : codeconnections:ListRepositories
FREREEENLABINLEREFERE CRELREFENFMET) BEE,

ER : arn:aws:codeconnections:region:account-id:connection/connection-id

ListOwners
B)4E : codeconnections:ListOwners
FHESTEFENHEEEETEREE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

ListBranches
Bj{E : codeconnections:ListBranches
FREEREELFEN D EERTE,

EIR : arn:aws:codeconnections:region:account-id:connection/connection-id
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StartUploadArchiveToS3
B4 : codeconnections:StartUploadArchiveToS3

BRI EEZE Amazon S3 BEE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

GitPush
B4 : codeconnections:GitPush

£/ Git BAREERTE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

GitPull
B4 : codeconnections:GitPull

£ Git BRFEEFERER,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

GetUploadArchiveToS3Status
B)1E : codeconnections:GetUploadArchiveToS3Status

77EUH StartUploadArchiveToS3 #2iaH LEMRE (BREEMERALE) KEE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

CreatePullRequestDiffComment

B1E : codeconnections:CreatePullRequestDiffComment

FHRIFBR LNERREE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

GetPullRequest

B)1E : codeconnections:GetPullRequest

BB FENRIBEREEE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

AWS CodeConnections FFa]&#&
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ListBranchCommits
E1/E : codeconnections:ListBranchCommits
REEIINERBEREE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

ListCommitFiles
BhE : codeconnections:ListCommitFiles
BREXWIERBERE

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

ListPullRequestComments
B)1E : codeconnections:ListPullRequestComments
BERNBRNEIHRFERTE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

ListPullRequestCommits
B4 : codeconnections:ListPullRequestCommits

BARENBERNERBTEREE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

B ERE RN BT A
EEERERR | BEATH IAM BRI,

codeconnections:ListTagsForResource
codeconnections:TagResource
codeconnections:UntagResource

AWS CodeConnections {Z5CiERE RFTENEE
ListTagsForResource

B)4E : codeconnections:ListTagsForResource
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BREERERBEH ERBFERER,

#JR : arn:aws:codeconnections:region:account-id:connection/connection-
id, arn:aws:codeconnections:region:account-id:host/host-id

TagResource
Bj4E : codeconnections:TagResource
ERERERREE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-
id, arn:aws:codeconnections:region:account-id:host/host-id

UntagResource
B1E : codeconnections:UntagResource
REFERTPBEREBEREE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-
id., arn:aws:codeconnections:region:account-id:host/host-id

HERBERFEEEER
KRS HEETREARFEESR  FRAELAREFRERRE ARN/ERY

codeconnections:PassRepository &,

AWS CodeConnections EEE 4R FT T K EF 7

PassRepository
B)1E : codeconnections:PassRepository
FERREEERBEZRLHERE,
&R : arn:aws:codeconnections:region:account-id:repository-
link/repository-link-id

R EHE BT RG-S

 codeconnections:PassedToService
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XENREERE
TR BREEHRER

codeconnections:PassedToService * cloudformation.sync.codecon
nections.amazonaws.com

BEEEEN T XERE SR
THHRG BRI ERMTEEENRSEARERNIRE
» codeconnections:Branch

EBFER P EEN D X B EREEF.

e SR T BB
X BRE
codeconnections:Branch iRH S| ETEE
» CreateSyncConfiguration
» UpdateSyncConfiguration
* GetRepositorySyncStatus
& o B BUER £ 45

RIEFEER , E8 AWS CodeCommit, AWS CodeBuild AWS CodeDeploysk H

h—EZSEBREN IAM EAENAE® AWS CodePipeline , EEREEEREE

B — S ER, BANMBARNNFAT, fla, EEAEP —EXBFIEE
(AWSCodeCommitFullAccess, AWSCodeBuildAdminAccess., AWSCodeDeployFullAccess %
AWSCodePipeline_FullAccess) B IAM fEAESH AR , th B8 AE LR E IRE YIS X8 X0 5R Al
2 TTREFEE,

Hip IAM EREMARKEEILHIEH AWS CodeStar Notifications 1 AWS CodeConnections &R
5], fth{fdth#EEE A AWS Management Console AWS CLI, =X AWS APl #{T{E#. IAM B8

ENARY IAMBER , BRFERAENACGEREEER LT API EENMEN T, EEERENER
BEBCREREEFEIELHTN IAM FHEREE

=
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AWS CodeStar Notifications B9 &F o] 1 £34

T 5 R Bk =X 1 &3 451 ] 155 Bh I8 & 3. AWS CodeStar Notifications.
SERENZEBER P ENEREFT

AWSCodeCommitFullAccess, AWSCodeBuildAdminAccess, AWSCodeDeployFullAccess #
AWSCodePipeline_FullAccess ZEBRBE T HIFRARN , AFZEFIRHAZRAEIETRADHNE
H, SEALREF—EAZEBRNERAE , SAURYMERBANMN Amazon SNS FE, EFEAE
FTREMBUHERTRERE , URIHEEEABANRABEENEE,

® Note

ESEEBRED , #4448 codestar-notifications:NotificationsForResource
EERBNERERMISEMNE. Sl , £ CodeCommit W EEEFZEEEKS , HA

arn:aws:codecommit: *,

"Sid": "CodeStarNotificationsReadWriteAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe"

1,

"Resource": "*",

"Condition" : {

"StringlLike" : {"codestar-notifications:NotificationsForResource" :
"arn:aws:<vendor-code>:*"}
}
I
{

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",

tl\
f

N
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ERAEER

[

"codestar-notifications:ListEventTypes"

1,
"Resource": "*"
"Sid": "CodeStarNotificationsSNSTopicCreateAccess",
"Effect": "Allow",
"Action": [
"sns:CreateTopic",
"sns:SetTopicAttributes"”
1,
"Resource": "arn:aws:sns:*:*:codestar-notifications*"

"Sid": "SNSTopiclListAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics"
1,

"Resource": "*"

"Sid": "CodeStarNotificationsChatbotAccess",

"Effect": "Allow",

"Action": [
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:ListMicrosoftTeamsChannelConfigurations"

1,

"Resource": "*"

e 3R 32 ' BUR FP RV B HIAE BA T

AWSCodeCommitReadOnlyAccess. AWSCodeBuildReadOnlyAccess. AWSCodeDeployReadOnlyAccess
1 AWSCodePipeline_ReadOnlyAccess S EBE SE T IR , AFFHETIEA, o, e

LERBASTRATREEFRNEAN , B8 EEY, EENTEE,

@ Note
ESEERED , 4L codestar-notifications:NotificationsForResource

BEAERBNERBEEMSANE. 0, £ CodeCommit HEBEFMBEF , BA

arn:aws:codecommit: *,

tl\
f
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"Sid": "CodeStarNotificationsPowerUserAccess",
"Effect": "Allow",
"Action": [
"codestar-notifications:DescribeNotificationRule"
1,
"Resource": "*",
"Condition" : {
"StringlLike" : {"codestar-notifications:NotificationsForResource" :

"arn:aws:<vendor-code>:*"}
}
},
{

"Sid": "CodeStarNotificationsListAccess",
"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",

"codestar-notifications:ListEventTypes",
"codestar-notifications:ListTargets"

1,

"Resource": "*"

Htt 2 EHR PR EAMEERT A

AWSCodeCommitPowerUser, AWSCodeBuildDeveloperAccess Hl AWSCodeBuildDeveloperAccess
TEBRETIRRN , AHFEEALREP - BASEBRNERAR , BY., MENTREH, M
EEMBRBAR L ERERNER,

® Note
ESEERED , 4 £488 codestar-notifications:NotificationsForResource
BEERENEREAFMISANE, HW0 , £ CodeCommit W RBEFZIEHES |, EA

arn:aws:codecommit: *,

{
"Sid": "CodeStarNotificationsReadWriteAccess",
"Effect": "Allow",
"Action": [
"codestar-notifications:CreateNotificationRule",
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FRABIEXEA

ERAEER

"arn:aw

}I
{

"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe"

1,

"Resource": "*",

"Condition" : {

"StringlLike" : {"codestar-notifications:NotificationsForResource"

s:<vendor-code>:*"}

}

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:ListEventTypes"

1,

"Resource": "*"

"Sid": "SNSTopiclListAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics"
1,

"Resource": "*"

"Sid": "CodeStarNotificationsChatbotAccess",

"Effect": "Allow",

"Action": [
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:ListMicrosoftTeamsChannelConfigurations™"

]I

Resource": "*"

tl\
f
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&5 : ¥ AWS CodeStar Notifications B IE & BRI E

EWEHFF | BEERT AWS IREFH IAM EH#& AWS CodeStar Notifications B9

TEFIE  BEAETUREBARINFAEA  IIHELRA, BEENSHE

B, BEHFLEAFEAENE. ENNMRENRA, ERTEFIBER , MERMA
AWSCodeBuildAdminAccess, AWSCodeCommitFullAccess. AWSCodeDeployFullAccess #
AWSCodePipeline_FullAccess Z EBRHHBHFA, MEELZEBR , BERRAGEFIERRAR
NEZINFETEEEFIN AWS ZRFBEANMNBARAL IAM £HE, HEIAC,

(® Note

HHE B E CreateNotificationRule, BUHHKREAZH IAM FRHESACKHIMALE
A% , %eesBs AWS R F 1 AWS CodeStar Notifications S B EMAMATEERERNE
SOBABRA, BEREAERSELTFIELER, fli0 , EELKBERNERETURNT
CodeCommit fEFEMBHR Al , MR EFE CodeCommit < FKIFF A,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSCodeStarNotificationsFullAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:DeleteTarget",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:TagResource",
"codestar-notifications:UntagResource"

1,

"Resource": "*"

N
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g1 : {5 AWS CodeStar Notifications B & &t & Bk BUE

UL EIHld | BB ERZF AWS CodeStar Notifications day-to-day i Fi fZEUE , 4l
WMEVATRBEA , EAERTEEBEMNEE , fINMRBENRAIKLBER, E
H#HE R AWSCodeBuildDeveloperAccess., AWSCodeDeployDeveloperAccess
AWSCodeCommitPowerUser 3 & BUR P2 H FEUE,

@ Note

HWBIER D E CreateNotificationRule, BHIBERERZEH IAM £RAEHACNEMAE
B#E , 1BEES B AWS BRFE f AWS CodeStar Notifications X IEREAMATE ERERE
MOBHRE  BMEXERAEARGEEFIELEER, Hlin , EALBRNERSETUEN
CodeCommit fEFEMBHM Al , MR B FE CodeCommit A< FKIFF A,

"Version": "2012-10-17",
"Sid": "AWSCodeStarNotificationsPowerUserAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource"

1,

"Resource": "*"

}

&5 : £/ AWS CodeStar Notifications Kread-only-level B %

FELEHF , BHRLERFEIIRSE D IAM FREYH AWS IREHRHBERNRA, BE
MNEHERWHEBEFIVE, LSS RENMEY AFRRELEANERXR., &
HERMA AWSCodeBuildReadOnlyAccess, AWSCodeCommitReadOnly #l
AWSCodePipeline_ReadOnlyAccess =& B P HIEF A,

5 7 B BRE

240



MEAETEXES EREES

{
"Version": "2012-10-17",
"Id": "CodeNotification__ReadOnly",
"Statement": [
{

"Sid": "Reads_API_Access",

"Effect": "Allow",

"Action": [
"CodeNotification:DescribeNotificationRule",
"CodeNotification:ListNotificationRules",
"CodeNotification:ListTargets",
"CodeNotification:ListEventTypes"

1,

"Resource": "*"

K EF A F1 &5 451 AWS CodeConnections
T 5l B SR BRI =X N &5 450 7] 155 Bh S B ¥ AWS CodeConnections.

BE 7RAMERELES JSON BERXAREY IAM B BEBEK |, F260 (AM ERAEER) +
RY7E JSON FZH B Y BUR,

gif5] : AWS CodeConnections £/ CLI I MEAFEABRHNBEER
FEERMMA =5 AWS CLI SDK RigfR, ZBi, ZRIMBRERNACKFERE  EEEER TN
A,

(@ Note
REBTHFHT , WEEEETREPERER. BEEMBT —EHPHFFT.

ERERAETRARRETAERNBE, RESBRNERER , BEATIBK.

"Version": "2012-10-17",
"Statement": [
{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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"Sid": "ConnectionsFullAccess",

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:UseConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:TagResource",
"codeconnections:ListTagsForResource",
"codeconnections:UntagResource"

1,

"Resource": "*"

&ifl : AWS CodeConnections EFTiEAET WBEE

EEREEREIRATERNACEMERE K BEREREIRETNERREBLZEMTENRT , 25
REHEBETRE  URBIYMERERANRER., WEKHIE UseConnection AEAFEEFR
EiR, BEATIBRREEELEPRA, £/, B, RLMBRER,

® Note

#2024 7 A1 BB, TEAEEEEIR ARN codeconnectionsh 8 HWiELE, BEF
MEREFENERGEBE RETEET,

® Note

HAFERTZEABRINER , BERFRERRXBIEKRESEE codestar-connectionsi A RIEF
B, T HEHIFTR.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
5o BB 242
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"codestar-connections:CreateConnection",
"codestar-connections:DeleteConnection",
"codestar-connections:GetConnection",
"codestar-connections:ListConnections",
"codestar-connections:GetInstallationUrl",
"codestar-connections:GetIndividualAccessToken",
"codestar-connections:ListInstallationTargets",
"codestar-connections:StartOAuthHandshake",
"codestar-connections:UpdateConnectionInstallation",
"codestar-connections:UseConnection",
"codestar-connections:TagResource",
"codestar-connections:ListTagsForResource",
"codestar-connections:UntagResource"

1,

"Resource": [

i n

il - B8 NEEERBKBE AWS CodeConnections

FEHEHIF |, BRERF AWS RFHH IAM A& CodeConnections T EBIZEUE , EFEAER
DAETig, EFAMERER. ER—EATEMNFEBUER , HEMN AWSCodePipeline_FullAccess & H
K, NMEARZTEBR , FEZIABEEBERANEZINFTEXTEEE T AWS &IRF BERH 1AM
FAE,. B#EIAE,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ConnectionsFullAccess",

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:UseConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:StartOAuthHandshake",

tl\
f

AN
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ERAEER

"codeconnections:UpdateConnectionInstallation",
"codeconnections:GetIndividualAccessToken",
"codeconnections:TagResource",
"codeconnections:ListTagsForResource",
"codeconnections:UntagResource"

1,

"Resource": "*"

g6 EF EBERBRBEK AWS CodeConnections

R EHIH | BB EREF CodeConnections day-to-day{# 7 EURE | I a0%E 3T MR EAR K

A, BFERTEERRUENEIE , HINMERER.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSCodeConnectionsPowerUserAccess",
"Effect": "Allow",
"Action": [
"codeconnections:CreateConnection",
"codeconnections:UseConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:GetIndividualAccessToken",
"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation",
"codeconnections:ListTagsForResource"

1,

"Resource": "*"

g1 : £ Mread-only-level BUZR AWS CodeConnections

AE

ELEFIH  BBERTIRFPR IAM EREH AWS 1kRF P ERNERTFEUE, tEflgReEmm

BY AFFRAIELEBNEE,

5 7 B BRE
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"Version": "2012-10-17",

"Id": "Connections__ReadOnly",

"Statement": [

{

"Sid": "Reads_API_Access",
"Effect": "Allow",
"Action": [
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:ListTagsForResource"

1,

"Resource": "*"

g5 : £/ Vpcld RASIMRHEH# VPC 357
ETHEF , EFEALUER Vpcld AR EIR , BTN BEVREERFAHEEIEE VPC B,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor@",

"Effect": "Allow",

"Action": [
"codeconnections:CreateHost",
"codeconnections:UpdateHost"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"codeconnections:VpcId": "vpc-EXAMPLE"

o5
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fFEREE RKi=4| AWS CodeConnections &JRHI1ZEL

A LA EREZEIE R ERERPSELREEE X EERLRN IR, £ AWS CodeConnections # |, &
BRAIUEER  MELEETUEESER, BY IAMBEXR , AiFRAERGEERS|I BB E U TE
B :

- TESEERLATBENERE (RBERCEE0EH).
. AEBEERS BN EE.
. BRPEATVEARENERE,

T 5| & 5| RE IN{AI £ CodeConnections AWS i i & WK 38 EEB IR G-
Example 1 : RIEFE RPN EBAFHE
THIEERFFEHEE CodeConnections 1 AWS B B4R,

EEERNY , E8EBRIEER A Project BfEA ProjectA WIREE LFF CreateConnection
M TagResource EIfE, (aws:RequestTag R4 ZRSIEAREHIHLZETE IAM BERFPEE, )
aws:TagKeys R A RRERRSIBED K'DNE,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:TagResource"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:RequestTag/Project": "ProjectA"
3,
"ForAllValues:StringEquals": {
"aws:TagKeys": ["Project"]
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BRABTETRA A
Example 2 : RIZEREBH AT BE
THBRESFEFEAELFT , L AWS CodeConnections F &R TENMELEVSHEBEF .

EEERM , cEEEEERA Project HEA ProjectA HEBR AT EEE, (
aws:RequestTag RHEZRESIRAREFMLRB AT IAM FBERFPEE, ) aws: TagKeys HRHE AT LR
BEEZRSIBED KDE,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:ListConnections"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Project": "ProjectA"

1,
"ForAllValues:StringEquals": {

"aws:TagKeys": ["Project"]

EEREFERABEHNELR

BEHBEERNEN CodeBuild, CodeCommit, CodeDeploy #l CodePipeline £##= & , LIRFEZAE
FEAW Settings (FXE) BEINA G, EEFNERAETHNEAN , EXEERAELREMEENEH
—EZERR K RELCVBREEEL—HHT, BLEHFIXEAFEIEHIRE AWS IREH AWS
CodeStar Notifications #1 AWS CodeConnections BRI FFHEN. WREEIHREARANEHFATE
BERNESEBER  IHREEZBENER (AWM FAERAR) MS , TRAREZMEREE,
MERFEHELEHEA AWS CodeBuildfy FEUE AWS CodeCommit AWS CodeDeploy , A% AWS
CodePipelineBIEE L XA FEENGFHEN K FSRTIHEE .

« CodeBuild : #¥% CodeBuild £ H & 49 F B
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https://docs.aws.amazon.com/codebuild/latest/userguide/security_iam_id-based-policy-examples.html#managed-policies

BMRABTEERA (&SR
+ CodeCommit : & ¥} CodeCommit £/ & 2 B BUE

« AWS CodeDeploy : #5220 #1F7EUEE AWS CodeDeploy

+ CodePipeline : £/ IAM B FEUE &

AWS CodeStar Notifications J B1E AWS REBR, ZEERMHBEBAINEENFEIE | B4 ESE Bk
Hh—EREERAET-ESEHRE , 3EF K SX ARV EELRERTFHERENER 2FBRAK
R OABRKGELEPREZINEEELHUINGEHE, BESACR, EESEANES , F2ETIA

S

= .
o Eif5l : BIE AWS CodeStar Notifications W EE S B HEE

« #4l : £/ AWS CodeStar Notifications ) & & B R BUR
- &34l : £/ AWS CodeStar Notifications BJread-only-levelBUER.

AWS CodeConnections R E{EM AWS SEBR, BT EFIEFERFAIMFAHAS |, W THE
RHVEFT] PERAVEF AT HERR,
MEFMENR  F2EATIARE :

- Eifl BE WEB BRI AWS CodeConnections
o B4l FH WERERBHKBE AWS CodeConnections
« &l : FH Bread-only-level BiZR AWS CodeConnections

HAEMW AWS CLI 5 AWS API WEAE , BREZEEALAHFETEANT. Rz , REAHFEEFGEE
BT 2 AP BENBERATET .

AR EAERBMEMESHEFA

HEAIETHOTRYEE  AH IAM EAEREMMEMAERESHONRRSERE, LEE
SEEETRA LEREBENTT , HEM AWS CLI 5 AWS API BUER SBEH A R R BN
7,

"Version": "2012-10-17",
"Statement": [
{
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https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control-iam-identity-based-access-control.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/security-iam.html
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REABTIEEEA EREES

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

SE#HEA AWS CodeStar Notifications 1 AWS CodeConnections & 4 f1F
B

ERAT3EF , HEELENEEEERABHIN IAM KA EESNE RBE.
FRE
- BREEE  BEAHHMAFEEA

« EET Amazon SNS £ , WHAHFIEABHNRAUEE , ERRKIEBREHNE FEBHH
- REEAF AWS IRE K A BE7ZE my AWS CodeStar Notifications ] AWS CodeConnections &
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MRARTAERA fREIEE
BREEES K BEAFHMAFIEA

EERFHMAEE AWS CodeStar Notifications #1 AWS CodeConnections , A BRF IR TFEE
EEHMAESERAREN, MREFEH AWS IAM Identity Center REIBAENMERARER |, BRI LS
SERGEERAESFHE  UERHETFIER. FUESEHEY IAM BEE , YEHERGEZAER

FERRENXHEBN IAM A6, MFEFMEF , F2BAWS IAM Identity Center  EAEIEE) FHET

Qe

MRETZER IAM Identity Center , AIXEAZTEFRNAERERARERNEL IAM ER (FAER
Al), A% 6 BLEAKBEREEIIER | LUIRFMMEREAN AWS CodeStar Notifications F AWS
CodeConnections FF A, RFFFI#% , BEEAENREHEACHAEIEARRRAS, MK EHR
ELEFABRREFR AWS, BEH—STHUOMEL IAM EHE, BE. BENFETT , F28 (AM
ERAEERE) P IAM 529 MBEENE,

For AWS CodeStar Notifications 3 E&; , 5528 AWS CodeStar Notifications HY&F 7] F1 &5l

F BRI Amazon SNS =& , WK EMBABARAUBE  ERRKBTESHNE
B4

ABTEVEBESHNEL , BXEKERN Amazon SNS THEITEAENBAWEE K MALNE
T B AZBFTBIEZ Amazon SNS 78, ZEZFH B Amazon SNS FEMWEE K BFRETIS
15

- #7E Amazon SNS EREEBE AR AV RMEREK AWS B,

- REYREENEFBARSCTHAERNTE  MALCHIE, IFEFHAER  F2HEERY
] B Amazon SNS &,

- BREEBECBU® , LLALFF AWS CodeStar Notifications #xBHAZEZ T E, TEBREXTE
BT HIBRR

{
"Sid": "AwWSCodeStarNotifications_publish",

"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]
},
"Action": "SNS:Publish",
"Resource'": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopicName",

"Condition": {
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"StringEquals": {
"aws:SourceAccount": "123456789012"
}

RIE o

MBRAET

s
¢

25

HBEE AT AWS IRE S A E7FE my AWS CodeStar Notifications 1 AWS
CodeConnections &R

BUNRY—EAE  BEMRFTNERAENEEBATNASFIENER, BUUIEEZ R
EEENHENEXAR., HHXEERERNBERIFEUEHIEE (ACL) AYARES , &I LUE A BRL R
RRBEFAEFRENE RN,

NMEE-STH , F2RUATAST

- HE T AWS CodeStar Notifications #l AWS CodeConnections BB X EIELLINEE , FSH B
ABTEFEEPNIIREMNMEE IAM BEEH.

- BEETHOMAWS IRF EEHEN ERBRMETFIE  F28 (AM FAEER) PNELHE
B AWS IRF W5 — 18 IAM £ & iR it 7 B,

- EETHNMEERNIZEEREMEE=S AWS IRF | F20 (AM FREER) BHREEFEUE
WRE=%H AWS IRF #H.

- METHRIMEBHS 52 RUEFIVE , F2H8 AV FREEETNEEIEREAENDETS
SRINEAE BISF D).

- NMETHREAACGNEREBRETERFFNZENZE , F20 (AM E£HEER) PH IAM
PR EIRE ERFE.

#t ¥ AWS CodeStar Notifications EF RIS ELE A

AWS CodeStar Notifications £ AWS Identity and Access Management (IAM) fRI&EE A G, R
BEEACRRBEZEZLZE AWS CodeStar Notifications FIHE— IAM AEER, REEZEAEH AWS
CodeStar Notifications & EE , BASZRBAEFUEM AWS REFIENFEN T, LLAGE
RE—RBEYBNRASAESEIN, EAXEYAR,

R EEAETEEFEEZMENTE AWS CodeStar Notifications , A BB EEFEFFIWHFT, AWS
CodeStar Notifications @ EZHEREELE B EWHTT , BRIESEER , TR RE AWS CodeStar

1 AWS CodeStar Notifications RIS ER A E 251


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

MEAETEXES EREES

Notifications AT ABER BB, ERMNFFAISEEEBRMFFAIBER , BT AT BEREEM = H At
IAM B,

EEMBRRGELEAE  BHAELMBREMEBER, EFREEMN AWS CodeStar Notifications &
B, AAZTETNOBRERE RN,

ERXERBEGACHEMER K NEHEEET  F2HEE IAM FEEFHAWS BRI,

AWS CodeStar Notifications B9 RR I E & & & FF A

AWS CodeStar Notifications &5 AWSServiceRoleForCodeStarNotifications IRI§E 4% & &R T
BEmBtE s EHNMHEBENR  WEBENEXERIEENEE,

AWSServiceRoleForCodeStarNotifications RIS EE AR EFE T IR TREZAE

e codestar-notifications.amazonaws.com

ABHF OB A AWS CodeStar Notifications ¥H1EE &R T FIENE :

o B){/E : CloudwWatch Event rules that are named awscodestar-notifications-* L
# PutRule

« B4E : CloudWatch Event rules that are named awscodestar-notifications-* Lt
B DescribeRule

« B){/E : CloudwWatch Event rules that are named awscodestar-notifications-* L
#) PutTargets

- BfF : CreateTopic E create Amazon SNS topics for use with AWS CodeStar
Notifications with the prefix CodeStarNotifications-

« BEfF : all comments on all pull requests in all CodeCommit repositories in
the AWS account LHJ GetCommentsForPullRequests

« BfE : all comments on all commits in all CodeCommit repositories in the
AWS account E£HAY GetCommentsForComparedCommit

« BE)fE: all commits in all CodeCommit repositories in the AWS account EHY
GetDifferences

- BfF : all comments on all commits in all CodeCommit repositories in the
AWS account E£HY GetCommentsForComparedCommit

« BE)fE: all commits in all CodeCommit repositories in the AWS account LEH#Y
GetDifferences
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

FRABTIEXRA

ERAEER

« BE: all AWS Chatbot clients in the AWS account L&Y
DescribeSlackChannelConfigurations

« B¥E : all AWS Chatbot clients in the AWS account £EH
UpdateSlackChannelConfiguration

« BfE : all actions in all pipelines in the AWS account £y
ListActionExecutions

« B)fE: all files in all CodeCommit repositories in the AWS account unless
otherwise tagged LAY GetFile

& A LATE AWSServiceRoleForCodeStarNotifications IR EL A @ BERFRAR R & 25E LBk,

"Version": "2012-10-17",
"Statement": [

{

"Action": [
"events:PutTargets",
"events:PutRule",
"events:DescribeRule"
1,
"Resource": "arn:aws:events:*:*:rule/awscodestarnotifications-*",
"Effect": "Allow"

"Action": [
"sns:CreateTopic"
1,
"Resource": "arn:aws:sns:*:*:CodeStarNotifications-*",
"Effect": "Allow"

"Action": [
"codecommit:GetCommentsForPullRequest",
"codecommit :GetCommentsForComparedCommit",
"codecommit:GetDifferences",
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:UpdateSlackChannelConfiguration",
"codepipeline:ListActionExecutions"

1,

"Resource": "*",

"Effect": "Allow"
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},
{
"Action": [
"codecommit:GetFile"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:ResourceTag/ExcludeFileContentFromNotifications": "true"
}
},
"Effect": "Allow"
}

!&E%ZEE&E.&EI ,IAM B (ERE, BERAe) TR, REIMBRRBEEAG. WEFH
&, F2H (AM EREER) PHERBEEA®F .

3 AWS CodeStar Notifications BRI EE A E

BAREEFHET —ERBELZAR, Bk = SODK FHAZAETETES AWS CLI 5
CreateNotificationRule AP| JRZ N BEHHA|, SDKs B af A EEZEFI APl, EREEFHH—ES
= REHESALEIRKERZAR,

EIEMBREREEEAR  2REERREY , BUUERFHEAMEEFEFEYAR®, B UK
= SDK FHMAEASE T EX#A AWS CLI 5 CreateNotificationRule API 3R E AR A|, SDKs &
WA LAEEFW API, BEREERAHM—ES L  RRfeALEIRKELZAC,

#m¥8 AWS CodeStar Notifications IR EE AR

RAESEERTHRESZERBEFRAL , IUAGELIEEVACCREBFACERE. T8 , BWUE
A 1AM RipEEA L. MRFREF , F2H (AM E£AEER) PNEERBERS S,

flB& AWS CodeStar Notifications B IRISE#E A

ERTBEAZEERBEEACHIIEDIRE  BMAREERKBRZAR, Mtk—K  ERMEEXR
TEEERMENAREHER, MRBSELERAR R , BSAKXBFEER, For AWS CodeStar
Notifications , EEZ&x R~ MBRE AWS tREARFERREACHFIEERRA,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

REABTIEEEA EREES

® Note

MR HRESAMPBRERE , AWS CodeStar Notifications IR EEFERAZAE |, BIMBR TS %
B, BLEREE  BESH»ERLBXRIERRE,

MiEx AWSServiceRoleFor AWS CodeStar NotificationsFf{ A CodeStar Notifications & iR
AWSServiceRoleForCodeStarNotifications

1. BIRKAWS B ABIEZIES |, @it A hitps : //https://console.aws.amazon.com/codesuite/
settings/notifications,

® Note

BARAEBAREMYRI AWS W ER, IREEZEREPEBARA AWS |, FEA
EEEERREE AWS B,

2. BEBEPHRANMEBEARA , REBIEEZ Delete (MER).
3. HELBRMEBHBRANRE AWS BEFEERELES R,

£/ IAM SRR EEA S

£/ IAM Ei#E & AWS CLIZE AWS Identity and Access Management AP 2 il Bk
AWSServiceRoleForCodeStarNotifications FRIEERZE A, WFFHMENR , F28 (AM EHEE
M) PHRBREEEEAE.

AWS CodeStar Notifications IREE# A X EBH [E15

AWS CodeStar Notifications X EEFTE REHREHN AWS BigihFERRKELZ AR, MEFMEER ,
5520 AWS [E13Ed % B F AWS CodeStar Notifications.

£/ AWS CodeConnectionstI RIS EE A E

AWS CodeConnections use AWS Identity and Access Management (IAM) fRF5E#E A, RIEERE
AEREEEEE WiE— IAM & HE AWS CodeConnections, IRIEEFEAEH FEEEZ , AWS
CodeConnections ¥ @& BIERREFIE M AWS REFFENAENT. WABREE—IRENT
EREFALZEIN, BEFXELAR,

fEF B9 ARIEE R A ® AWS CodeConnections 255


https://console.aws.amazon.com/codesuite/settings/notifications/
https://console.aws.amazon.com/codesuite/settings/notifications/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/codestar_notifications.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

MEAETEXES EREES

R ERE A E AR TE AWS CodeConnections EX 5 , RAET X F BB, AWS
CodeConnections EEZHRKELAGWET , RIEBSEEE , B HI X8 AWS CodeConnections
REEAG, EENFUSEEEHENFTEE , BZFTEEREEMMEE M IAM BB,

EEMRBREEEAR  BXLBLMBREMEBEER. EARELEN AWS CodeConnections EJR , &
AEFTETNMBRERERNEFT,

FARXERBEGACHEMERR K NFEHEEEA ,

nl‘.H.

S8 IAM BELEENAWS BRIE,

(® Note

EFBREFZE TEIMNERBEcodeconnections A/t EH., EFREFE TELEREE
&R ARN codeconnections® M, codestar-connections R FE W EEFRERT
AT, £ IAMBERFPEEERY  REFaSLBERFECERNFE,

K AR5 B4 A B 5F A AWS CodeConnections

AWS CodeConnections /8 AWSServiceRoleForGitSync FRISEFE A | 4§ Git B BEEEN Git &
RBITEREER,

AWSServiceRoleForGitSync RIS EFZAREETIREREIXHE !

* repository.sync.codeconnections.amazonaws.com

£ A AWSGitSyncServiceRolePolicy & &5F Al BUR A 5 BB ERMEIR AWS CodeConnections &
THIEE -
- BiE . REEFTH , UAERAEREND Gt RETERER , URBRELREFEMSA Git @F,

BMERENT , IAM BER (NERAE, HENAG) TTRY, FEIMBREKERASE, MFFM
&, F28 (AM EREERM) PHEREEEAGTA,

/& AWS CodeConnectionsZZ Y RIS EE A E

BREEFHEY —BARBELEA R, E&FEH CreateRepositoryLink APl & Git BZHWEREITER
i, BRERIZAR,

ELEMBRUEBKEZAS , 2RFEFREY , ZAUUERFHEAERERFEREIYAE,

fEF B9 ARIEE R A ® AWS CodeConnections 256


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions

MEAETEXES EREES

/A AWS CodeConnectionsir B RIS EE A

RAEREERTRESERBEGAS  FULELERVACGCREFAGER. T1B , BAIUE
A IAM RiREAEHR, MEFEER , F2R8 (AM £RAEER) FHEERFEEAE.

5B AWS CodeConnectionsil IR EiE A

EETBEARERBEGACHIIRIRE  RAUEZBREMGEZAC, M—K , ERLBERED
ERQEBNARERAER. MBRREKELGARZH  BXAXBFEER, EXRTMER AWS REHPEA
R A BN PEELR,

® Note

WS AWS CodeConnections [RIFERERMBRERREAAR | BIMBRITES LK, EiE
MBE  BESFHIBRIBRERREE.

IR AWSServiceRoleForGitSync £ H AWS CodeConnections FY &R

1. FRR[ABAEIE] s K RABBERE.
2. BREFETHRNAMEER  AREEMER.
3. ELRBMERNAAE AWS BEFEEELIER,

£/ IAM R R EE A S

£/ IAM 32 A& AWS CLIZK AWS Identity and Access Management API 3 Bk
AWSServiceRoleForGitSync FRIEEFZ A, WRFHMENR , F2H8 (AM EAEER) PHMBRRE
ERAE.

AWS CodeConnections fRISELE AT IEMWET

AWS CodeConnections X EEMAREREN AWS BiEihERARKELE AR, WEFMEEA ,
B8 AWS [E13 Ed i B,

s
¥

AWS B ZE B AWS CodeConnections

AWS SEHFEH AWSAWS SERFEYNEENEIRESEEATSEARMEMEGT , LUESR
ALARRSHISRGERE, FENAE,

AWS SEHE 257


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html

MEAETEXES EREES

FARCE , AWS ZEBRARTERTFTRECARFIINSEERTT , RAELFITAHAE AWS &
FfER. RM2BEEREARFIEBNESFEERE , WEE -SRIV,

BREFEEE AWS SERERPESNHT, IR AWS EFH S AWS ERERPESNGTT , IEHER
ERREENTETES Y (FRAE. BEANAR® )., AWS R EFHN BREIHH AP EETAR
BERKEE , AWS B AREEH AWS ZEBUR,

WEFMER , F2E (AM E£RERERE) P AWS ZEEX,

(@ Note

EFBBFZE TEINERHEcodeconnections T EH, EFHBRBFE TEIEREE
&R ARN codeconnections®{#f . codestar-connections IR F &M EEMERN
AU, £ IAM BERHPEEERE  REFaSEFCERNEE,

AWS ZE B : AWSGitSyncServiceRolePolicy

I8 EHE AWSGItSyncServiceRolePolicy Mt NZE &K IAM B8, KBRS EZIREELAR
AWS CodeConnections ft5F RNEREHITEIME, WEFHMEN , F2EEH AWS CodeConnectionshy
RIS EEAE,

WBERAEE P Git R FE , WEREREERFEH. EFSEMEA CreateRepositoryLink API #
FEELER.

AT RFARE A
BRI EUTHT,

« codeconnections — IREEFFAI LA A BFE B B ES Git B FEERILER

{
"Version": "2012-10-17",

AWS SEHE 258


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

REABTIEEEA EREES

"Statement": [
{

"Sid": "AccessGitRepos",

"Effect": "Allow",

"Action": [

"codestar-connections:UseConnection",
"codeconnections:UseConnection"

1,

"Resource": [
"arn:aws:codestar-connections:*:*:connection/*",
"arn:aws:codeconnections:*:*:connection/*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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https://docs.aws.amazon.com/dtconsole/latest/userguide/concepts-connections.html
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-tag.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-tag.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/limits-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/limits-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/troubleshooting-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/cloudtrail-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/cloudtrail-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/cloudtrail-connections.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-access
https://docs.aws.amazon.com/dtconsole/latest/userguide/security-iam.html#permissions-reference-connections-access
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-rule-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-rule-create.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/notification-targets.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/concepts.html#events-ref-repositories
https://docs.aws.amazon.com/dtconsole/latest/userguide/concepts.html#events-ref-repositories
https://docs.aws.amazon.com/codecommit/latest/userguide/pull-requests.html
https://docs.aws.amazon.com/codecommit/latest/userguide/pull-requests.html
https://docs.aws.amazon.com/codecommit/latest/userguide/pull-requests.html
https://docs.aws.amazon.com/general/latest/gr/codestar_notifications.html
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https://docs.aws.amazon.com/dtconsole/latest/userguide/set-up-sns.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/set-up-sns.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/concepts.html
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