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e — iR AR BYIE P AY transform AWS DevOps REREX B AEB R ANIRETERENER,
BEPRASPREN —RMEETTRE , RERTERERARIIEE , AIEE AWS DevOps RKEEA#MIT
K ETSAERR R B BV A

TEES
- BAREHNRERE - Tailor AWS DevOps RN , HHEESHAEREF. REEXK , ULKEBR
HR A EE ARG E,

- BAOE®-BY-XRAEIERE , AWS DevOps RERXGEMEHBRETEBEAELIHE
g, BEEERRHAMERENESl.

- IMBIEE - e SEREREEend-to-endAEIHRE. AWS DevOps REREXEEHTHER
mEZERRE , PIREER BT CI/ICD BEERIMEENRKE  URESEXBRTFENIEE,

« Amplify BIFT T8 - B AL , ANt A AH BT MCP @RS T4 5| AWS DevOps &
BRR. FRTUEHARUASETE. ARTARGNSE , UR MM EERUTRERR
BENTHERE,

REEREES R

¥ AWS DevOps RIBRRBEMBIHE  CERAEE WKL UREE TR GRS, Him,
TERENAE ) KA TR AEstep-by-stepi2F , ARBEX LN ERMLREBETRE, 2

I8 URBBIBREN,

REERER

et aE%  Ehas .

my-skill/

### SKILL.md # Main skill instructions

### references/ # Optional: additional reference documentation
### assets/ # Optional: images, diagrams, data files

RITBEZEREA Skills 8
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SKILL.md

SKILL.md BH—HEEMER. ©B82 U Markdown BXBEBENROIE TR, WIERE !

o IR RER A E AR
. {R{istep-by-stepFAERFo
- BETRERBIFIRESR,

o GCERTEHERRYE A B Th IR Mo

Frontmatter

Frontmatter SKILL .mdEREHNFEERER , S SE---2BEAKEZ2E. ©2& AWS DevOps
RIEENXARYEERAEIEE PRI RERA R EERN name description B1L,

name: rds-performance-investigation

description: Investigation procedures for RDS performance issues including
connection exhaustion, slow queries, replication lag, and storage capacity.
Use this skill when investigating database latency, connection errors, or
read/write performance degradation.

name — KREEWME—FEBIRF. EEANEFR, BFNEFR (&ZZ 64 BFR ). TEUNEFRHAR
R

IR - FHER AR &AM AWS DevOps REEXEZEALL Skill, AWS DevOps REEX 514
LERRAL , BUREHERTHEBNNEHER. IFEERRERY , BHIERNERETREERETRA
EXLrIBH AL,

EEZ-_REBRAENAERERLR, SSEMERENISERS. R¥K., BRERNER. i,
FEFRAZE Amazon RDS #{TEBMWER EIE, EFHENNEHRFFEHILFEE, b "RDS £#E,
BEEN,

ERE U REURER  RASEHRERHNBEBANERELETR, LEA zip BEROKESEE
SKILL.md ERFPIEFR

gHl - SEREAE

THEHIERFAE RDS MeEEBBEN TR, BARFHRKEE, ©RE T B&HEB\, https : /SKILL.md
IR, ATHITHREREFNERESEER.

g5 STRRRE 9
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B 8458

rds-performance-investigation/
### SKILL.md
### references/
# ### rds-metrics-reference.md
### assets/
### rds-investigation-flowchart.png

https : //SKILL.md :

name: rds-performance-investigation

description: Investigation procedures for RDS performance issues including
connection exhaustion, slow queries, replication lag, and storage capacity.
Use this skill when investigating database latency, connection errors, or
read/write performance degradation.

# RDS Performance Investigation

Use this skill when customers report database latency, connection errors,
query timeouts, or read/write performance degradation.

## Step 1: Check alarm status

Query CloudWatch for active alarms on the affected RDS instance. Look for:
- 'DatabaseConnections’ exceeding 80% of max_connections

- "ReadlLatency’ or ‘WritelLatency  above 20ms

- "FreeStorageSpace’ below 20% of total storage

- "Replicalag’ above 30 seconds (read replicas only)

## Step 2: Analyze connection metrics
Retrieve ‘DatabaseConnections’ over the past hour. If connections are near

the max_connections limit, check for connection pool misconfiguration or
long-running idle connections.

## Step 3: Identify slow queries

g5 STRRRE 10
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Use Performance Insights ( pi:GetResourceMetrics’) to retrieve the top SQL
statements by average active sessions. Focus on queries with high “db.load’
contribution or frequent I/0 waits.

## Step 4: Summarize findings

Provide a summary with:

1. Current performance status (healthy / degraded / critical)
2. Root cause hypothesis with supporting metrics

3. Recommended remediation steps ranked by priority

22 |rds-metrics-reference.md : // :

# RDS CloudWatch Metrics Reference

| Metric | Normal Range | Investigation Threshold |

=== l== ] ===

DatabaseConnections | < 70% max_connections | > 80% max_connections
ReadLatency | < 5ms | > 20ms |

WritelLatency | < 5ms | > 20ms |

FreeStorageSpace | > 30% total storage | < 20% total storage |
Replicalag | < 5 seconds | > 30 seconds |

CPUUtilization | < 70% | > 85% |

b= RVES T

EBIUREE A , B48HE REBEEATEH, MEFMENR , 552 8the section called “E 37 KBRS

2R

ZALURBAN THERBRFREMNBERYE  URES B R
Ul REM R RE

#£ AWS DevOps Agent Operator Web FEARRRXN PRV BEEE — SKILLmd BRFPIEEHE. #
RFIE o

BEE Ul PRI

- BE X Agent Space Operator Web FERRER PR AR H.

T 'y
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ERAEER

- BT THEERE .
- fERRERIREE TEM B o
- ERREERE !

- BB -ERNEFE, BFNEFR (BZ64EFT ). THEUNEZHRREIGERE. &

5l . rds-throttling-investigation

- R - HERBAREALEE (EERLD 100@FT , &% 1,024 HF ) . EFHRER

A B MR B U BR e

- RE-RERFEAF (TR ) HFEFEAT. BERAETEEAFFERAPER

]
Bo

- ERASEE - EN—EARNZEAEALKRENTRASHE, KARSEN KR, BREER
AEEEFREAERRE, FEHEREFTRAL , FECHEN—# , ARKPRE  BFE. 5

Ho%¥, B4 RCA. SHEMBIEFTME
. EREF — Markdown &3 K Step-by-stepie . BB AT{T,
- ®&—T T8, URERB.
RESEHELEEEEETRGEBEL SKILL.md R,
EEHREML Ul PEITAFRE

- EEFHEBETNRRE , ARR—THESERBR.
. #%—TF Edit ({R88).

- kBB, ERFIETR.

- B—TREFEUEHEBE.

L&
LEA zip ERMRETE SKILLmd EBRMHEMER , SIS EERHEE,

ReehEE
my-skill.zip
### SKILL.md # Required: main skill instructions
### references/ # Optional: reference documentation

# ### architecture.md

#  ### troubleshooting.md

### assets/ # Optional: images, diagrams, data files
### topology.png

B
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### metrics.csv

SKILL.md BimEK :

L&A zip BROFEENETE SKILL.md R A nameF description MUBERM. AWS
DevOps REEXGHEAELMURYEMEBARE, NEREERABNFRES , FS2EELEE
HENIRERS,

name: rds-performance-analysis

description: Comprehensive RDS performance investigation procedures
for connection exhaustion, slow queries, and storage capacity issues.
Use when investigating database latency or read/write degradation.

# RDS Performance Analysis

[Your skill instructions here...]

EEEIB zip LEEIHEE

- KR LEIREE  ERREEERELR &,

. B4R SKILLmd B2 BENNE ( BBAER ) ,

- BEBEBER zip BR.

- BEF Agent Space Operator Web FEARER PR RAEETE.,

o BT TERiEREEL

- REEREAPIER T EERRE .

o HHIEH zip BRIJE-TNBE (ZERZIPEXR , &% 6 MB).

- ER—ERZETEALEENAEENEE (KERSIEZNEA K YEAIMAREEXEE ;
HUHZEUASRERE. 428, B4 RCA, SHEEIFME ) .

- B zip ERFERNBIBHER
« B-T "TEE, , BREMEEENERARZHE.

LEA zip BERZHEENEERS

B 13



AWS DevOps REFE EREEmR
- BRITXEBESHE - 88 scripts/BHPESTHNRESET LENEERERL, —BREREXT
DIFMZEmBIRE , REERRREAPBAESHRT.
KBRS - zip BRADEFTTFBEB6MB ( BEERER)
« FESKILL.md -zip BRLETSEEERE WM SKILL.md &R,

p

R RAENREER

FEREWMN IR R |, HI80 Trds-throttling-investigation, , MARBAEZE. RIFNREEEER
H%EJEEE’J‘T%E%@U:M&Z’% EOREFERL—H T%i&%EJIEEEE’JEEm

EEH L
AWS DevOps Agent i&Eif Operator Web FERRERNIZHE AV EEE IR

Pl RE - RRERABZEFNAERE. REEEHSERRERE, FRPISHEATRE, 2
MAEH., EXEHRAY , IR AT HNEF,

BAEEE - B—TEMKEUAEREHFREARE. £ U PEYNKESRTARENAST , &7
DEEREEE Ul RERERE, HlsiER , RRE—T "RiF) ETEH. LER zip ERMERE
SRTERMRES , HPER SKILL.md M2E/ NEE FEMEMB &%, R—THREZFHE
=, UEFERERREAR.

B ENERAS - a{{iﬂﬂﬂﬁbgﬂﬁkﬁéﬁm_ILMEE_L:R%J?ﬁEH#EFH%IEHﬁm EERASEHR
THRBEF , FARHMAREN—HZEERASEE . —ik (BR- BARABEERAER
), BE (BaE# ). S48 (DBESHML) . E#F RCA ( $E‘<ZIKJEI£ ) . BHERE
(BBLEHEE ) HEHE (EBER ) . KERDEN K , ENEFTRASHEREREHEERR
. UBEERERASBRAEREE /ﬁ’J‘Wﬁlﬁﬁjﬁﬂliﬁﬁ&ﬁ%ﬁ%ﬁo

RAMEREE - ERERRE  MAERERATSEERTIIREERMBR. MRk EFAERAREL
RGNS TIRERP L |, UBUERERXBACUETHNRE , ARREFAERINER, #ITH
HY S & S A PR ’G)Jiﬁ"dil "ERTR, , REEEMEIER T A

ERineE - REAARENEY S ARE AR/, HRE Ul PEYMNERE TR - THEFHAE
ARETH TRE, . BREE, HASETR , ARE-T "fME. ETEH. YR ELES zip RN
REE , FEAKESER, B zip BR , LR ELE#MRE

MBRFRRE - RERABZBKABRERE, RRBKREEERE , B—TESBERRE (), AREW
"MERL  BMEKARBRNMEEES  WAZRENEREERE  RARE-T "MEREKEE. . MREELE
H. MREZBACHEBRNERE , ETHFNHAETEREZIZE. YR ELER zip BERKRE , FET

EEH AL 14



AWS DevOps REEZX EREES

Hzip B, ARBRER ARG, IREVEFEBRMRERE A FEBEARKE , MTEEEM
BRo

# Runbook &%

BB Runbook EHEEBBE Skills, MAFEFEFEF. EENERAESZEAERSFERER
FiE Runbook HEEifi A , YERELSNREEAENEF. BBHE , B :

- REAEBBHRE - REABEBRES B EREIREN Runbook.

- BEEER - BT Ul FiREREE , UBEEER EfFERIREAEENERER,

- FRZERA -HRTRISNEMSZERNIRBENEKE , FEASE NEE/ BFESHEN
B A zip LERE.

o BB : A Runbook L HIRHENAE TERETEHEEE,
MRS EBHEBNEEIFEBETAEE  RNREEEREFHHEAIHE , B AWS Support,
BB H B

TEERZ R ERE ?

ZI W EER DevOps REEXARLEHRERAZTHERELENBERILABER, SEZIAVHER
iR AWS DevOps REERXNEHUTEBRAEANBENEREE, TRBE K FRESEIVEE
A ERAEZEHERNTECEARERR.

ERAEZRE T #

Agent Space Understanding 8¢ (understanding-agent-space) 80T EENEHRIRE, BN
IEREZEMNERES |, LUE Agent Space RE B &R MBI FRABET,

REGELATESKILL. ndiERN—ESEZER. TEERTEMAFESRANE A3 SREEIH
2. BEBERE AWS IRFHMNEHE, Azure sTENEES ). FREMRRER K BEREBERBENTE
. BRARANROUBREBEEREBENTH , UREXGHTEERRARS,

BREBEASTHEWE —EEASEER , EREABY (EE. ER. EF. BEF) , HPa
SEREINMERERR , Hlin ARNs, ERKREBBHITS URLs, SEER S A ATEH R REL
, B EREZEBETHNER. BRENERS. ct2KESEATHRFZHEMEMBHNENBRERE

E. E#Minfrastructure-as-codeE® , REREBREXNBIHEE RN TEERMHE,

& Runbook &% 15
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BEEARFRECHSRI -—FEASZER , HREEARISEDRERE. EREFRENAIBREK
R EBend-to-endFBERE. ERELEHFAEE , EHETR G ENREIRFMEB#E , SR
BUSHRENTE, CEEAEBETHBENTBRAMARBRE & | SERHNNARFEEN, BEE
B (B, #\ERE, RR. ZOEE ) REBEREBNEE |, R ATERB MRS 2 B2 BB o
ANE R R,

TEFHREER

TEFRAGEEBRESIMBEZNHAETE , ARENERNERARN, ERAMEXNSHIESE,
IER BN DevOps KERABREHNNEM , XUBLINRESRATHAE, REEEELETERERA
—HEBETANSZEER. TBZERMAKBARS , JIIESEITAREXENRERM , UREESE
BRIER,

BETESEERESACTE=EER :

- REER — R ITEFATPEERNBAEREE M , Fla0 CloudWatch Logs Insights E A, IR
BREEEMAZEMNMEE , UK CloudTrall B4 RFEREY. SEERHEEAERMIETHE
B, YEEEBRERAEPERINERSHENES,

- BRER - SEABENAREBE, SEEEERBENERGES , fINEHELIFRNIIRFRE
BEXNERNEASTH  WEMESESE , EREEXTUBRERIRERTER , MTFLRER
BHE,

- HEHEE RSB AREENTIEFWES, SEERERSEEBESRERE , SUR BWE X
N ERREBDEE.

ENRERREFINARAE  KEGLEHHENREBERN , B ACH,. BRNEXRUATEESR
N, RERWEXEREENES | YHREBNER, EVRERERERKREN B RERE -

BEZI e

E# : DevOps REEASRIFENERAZHTNED , BBEENERZINRE. U TRBSE
BBV E R

DevOps RERAE 30 AAEGELEMN TEFEARKEEREKRE.

Agent Space Understanding HERHEZREBEXNEL , EEIE, EHHIBIR Agent Space ThaE
RESRHT,

EETFHENELES TR,
WERHEHBBF KA,

3

EFESETRARAAKEE LNEREERE  NREFRAEHX

EEBINRRE 16
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FH — RBAR , BENREEMEATRE, EAFTE , DevOps RIEEXEHEF{E DevOps K
BAEIBEREERRBACH. EEFLERS EIJE’JJB‘Z , FREETRARAPHNEERERERE, F
AT EREMBR. RegRE  MATUBRENBA. FAKER , DevOps REEASHEZKRK
RET AR B R TER,

MR — Agent Space B Web FERRERX PRIV HREEE A Agent Space Understanding Skill , BA
BREBILHERNGER Agent Space REBERABEARASRMN M, B—TENBSUEEHEAH. ERE
BIRFRE A,

X ENEE

AREBRAEAILUGER AWS DevOps RKEER AWS WESE, WMFE AWS BEIKNFHAER ,
B (RFEEZEERE) PRVEE AWS EBHRFAIAERANEE. AWS

S BB 1 B R R

AWS DevOps RERE X AT U ERNBEMAMEM AWS BEH AWS IRFFHNEIR , BRESEBHEX
ENESZVAEERNEZ[, 48 AWS tkFE AEEXZBEVEE , AEEXSRRL MRS
ZIRFAFMEESETHNER, EXRTEEIFEHUTHEERIFHITE ABEEXZM.

Y
e

RELRENENES, REERRNESIBAER BEZEN B,
X R ESE

AWS DevOps KX ATE T 5 AWS EEEA.

R R B AR FRAER
EERIP (HEF Bt EB) us-east-1 R EEA
EEFEIP (HEEIM) us-west-2 R EEA
DAHE EE) ap-southeast-2 R EEA
DAEE RR) ap-northeast-1 R EREA
BUN CEERE) eu-central-1 R EEA
BN (BFE) eu-west-1 RS

T ENEE 17


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://us-east-1.console.aws.amazon.com/aidevops/home?region=us-east-1
https://us-west-2.console.aws.amazon.com/aidevops/home?region=us-west-2
https://ap-southeast-2.console.aws.amazon.com/aidevops/home?region=ap-southeast-2
https://ap-northeast-1.console.aws.amazon.com/aidevops/home?region=ap-northeast-1
https://eu-central-1.console.aws.amazon.com/aidevops/home?region=eu-central-1
https://eu-west-1.console.aws.amazon.com/aidevops/home?region=eu-west-1

AWS DevOps fRERZR EREES

AR % i 26

EiFE B B Endpoint BIAWE
BRI (HEEEI  us-east-1 aidevops.us-east-1 HTTPS
=11)) .amazonaws.com

EEFEIP (REIRA) us-west-2 aidevops.us-west-2 HTTPS

.amazonaws.com

nAHE (KE) ap-southeast-2 aidevops.ap-southe HTTPS
ast-2.amazonaws.co
m

DAME (RR) ap-northeast-1 aidevops.ap-northe HTTPS
ast-1.amazonaws.co
m

BN CER=AE) eu-central-1 aidevops.eu-centra HTTPS

[-1.amazonaws.com

BN (BEH) eu-west-1 aidevops.eu-west-1 HTTPS
.amazonaws.com

ZEEH

- ERAETHESRE - ERASZHEREEN (RE.

i B ) 2ERELBRICHES, BEFSLERE T RN ES,

- BESER — BRERASHEBBN AWS IRFHHEIR

ERWELERBELWEES 6 ZEHHSZINERE., EFrFEEITEERBTHESEEREPELERIN
Agent Spaces.

- =384 — B CI/CD REENER (GitHub, GitLab),

BR#5um b 18
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ATEAIME T B (Dynatrace. Datadog. New Relic, Splunk) #1 MCP A RS 2k ERXNZ/EERE |, B
= &R,

EEE1E 19
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B EFR AWS DevOps REER

EAAMERT , EREVEANEFRAERZE, REKDWFFA , URHAITENE—E Al ZRE,

FE

- the section called ‘3 REEXZH"

» the section called “AWS DevOps Agent CLI APF3gr"

« the section called “Z 3 AIFIRIE"

+ the section called “6E 8 AWS CDK B AWS DevOps REBER”

+ the section called “Bi%a A AWS CloudFormation B9 AWS DevOps KIBER”
+ the section called “fEF Terraform BIAE A AWS DevOps RIBER”

B2y REREXZRE

Agent Space % 7 AWS DevOps Agent AT FEV T EFME#ERE, NER2ZES 5| EERET Agent
Space, FREFEWIRFZE , LAREA DevOps Agent Web FEFRER, 520 THERERAEZRE
B LE—FTHRERASZEHS.

2y REEXZEH
ZHL AWS DevOps REBREX A

1. B A AWS EEFEE
2. EE X AWS DevOps REREXE#ZA
AERABZEGR

1. B—TEAIERAEZHE

EEBRASZEHFREARRS , 24

1. ERBECD K BWATRASZENEE
2. (BR ) sHAMMT  FEAEERASZEARNFHAER

- 20
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3. (BA) REBARBEES THXBES , BRERASEEECEE, BE-RANBERH LR
ERANES. BEGE  MEX., BX (fE#@/PRC). P (%®/EE )., X (RE ). %X
(AH) . 83X (@E). BXAX (HXF). BX (BF), BX (8EH). FOFX (B
B, BHFYX (HTEMN). tEEX (LEBH). ARAY (DBBMAEE) . £ (F
@) MEEX (8E). NRAENES  AEEXRUNANES B

REFERFFH

ERFHAEENZE AWS ERFEEERRT , ZERE IAM A6 | URFREEXZEHEE
AWS IRERZEUE, EERFREEI Agent Space AWS KIRFE ., AWS DevOps Agent EE 1AM
AE , T EAETHBRZMFEUERSF AWS WER,

BEAGEREE, ERLTER—ERE .
BIE 1 BEREVFHK AWS DevOps REREXNAR (BR)
WEHEEHEVEREEFTNAR , | AWS DevOps RERAFAELIRF FHEIR.

® Note
BUEHE \AM TR RERN N AE |, TeeEALEE,

1. ZBWMBBEIHH AWS DevOps KR EREX AR
2. (BH) ENERVHNERAETEHARER

BH2  BERRAEAE
EHMEESXANCEILEMEH AWS DevOps RERANAGEK , FBEALEE,

1. ERERREAE
2. f THAREPENEABEFTHNREAE

BIE 3 EABRERNEIUFN AWS DevOps KEEXBE
ELFERFIERASTEEERFPEFRNRBENERE |, BEMALEE,

1. BEERABEREAREIFHH AWS DevOps REREXNAR
2. MBI RENFACGNESEBRMABREK,

2y REEXZEH 21
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BUA Agent Space Web FEFRE

Web FERAER ATZEA B8 AWS DevOps Agent BB , UETEHFAEMMBIESRE, See AWS
DevOps RERXETIZAERE DEFE] UWE—-STH, BAE  FRETUR AWS EEXEAEB
IAM 5 4 B 8 #£ 7 EX Agent Space Web FERTE,

EEUATH A —EZEE
BI1E 1 BHEIEIHK AWS DevOps RERRAR® ( BE)
WRESEBEVEAEERTHNAE , LAFH DevOps Agent Web FERTES

® Note
BRBEE IAM FFA S RER UMV AS | FREEALER,

1. BB BEIYHH AWS DevOps KEREXHE
2. REARRTABNT

BIE 2 BERRAEAE
ERMEESANCRY EETAGK  FEALER,

1. ZRERREAE
2. RTHAEZEPEMERFENTHNREAR

BIE 3 FABREAREIFNN AWS DevOps REREXAR
EREEBR Web EARXFERIFT AR , FE(E A LRI,

1. BEERABEREAREIFHH AWS DevOps REEXNAR
2. IRBIETREIFNAGHEFTBRMARBIR,

WMEER (#A)

BRI ER YA AWS ERFEE AEEXZH. ERERSIRMEY , i ERENREE
R BEFRAEZEARZSALEE 50 BFEER. EENMEER K FERELTBRAEZEHEE LHE
BER , ARR-THEER.

2y REEXZEH 22
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TERERAEZEEZL

ERFEER®E  F—TRY
BELCHERABZERE

REZTHRE  EEFEFIREASHREERAEBZEFMAEARE L, EF-—TeE8EHERFHR
Web FERERX , LB

BESR
RECHERASDHE  BEEELLESH

- MREWEREREXBBSEIRS , BHEXE AWS IRF

- REF=HES , HINTHEAMTERERRMK

- FREEEIREMN AWS ldentity Center & 2 BR 3%

- FRENWERARIERMET , LUHBI AWS DevOps RERER TSN EREL

AWS DevOps Agent CLI AF9¥E™E
BE

#EiB AWS DevOps REREX , LA ERNEE AWS E# Rk, AEEEELSIBEEM AWS @
T5I5E (AWS CLI) 3E&E up AWS DevOps KERR, BALEY IAM A6, RETRAEZH ,
IR AWS tRFEBE, St EEFRARER K UREMMEEE=FEZS, FEEAY
FE 20 DEF TR

AWS DevOps REBRERNBEARSME AWS B : XBRE (#HSEm4tE ). XEFES (REM ).
DAREE (). EKEH (RR). BN (ZERE) MBN (ZEE) . IFEZEEFNF
B |, 552 the section called “XEBH [EE",

FORIRH

Fiael , FEEESETIIER .

« AWS EZREMRER CLI 5 2 hix
o HHEH AWS EIRIRFETT B 2 B

REBEENERAEZBRE 23
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ERAEER

« B AWS Identity and Access Management (IAM) & & 3t B ZBUR Y 55 A
- FA{EESR AWS IREHIIRE

. & AWS CLI %1 JSON &3

EAERP BT RECEERRAGRECHERNEE

« <MONITORING_ACCOUNT_ID> — E5#2 ( £E ) AWS IRFRY 12 L EIRF ID

« <EXTERNAL_ACCOUNT_ID> — EESMXE AWS 1RFH 12 UBIRF ID ( ARTER 4)
« <REGION> — RN ZRMESE AWS KiF ( flf0 us-east-17, eu-central-1)

« <AGENT_SPACE_ID> — create-agent-space@$EE R IEFE X 22 5175

IAM B &5 E
1. 3 DevOps Agent ZE A
BT T HHSREL IAM FEEXK :

cat > devops-agentspace-trust-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<MONITORING_ACCOUNT_ID>"
},
"ArnLike": {
"aws:SourceArn":
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/*"
}
}
}
]
}

IAM BEiEE

24
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EOF

By IAM A :

aws iam create-role \
--region <REGION> \
--role-name DevOpsAgentRole-AgentSpace \
--assume-role-policy-document file://devops-agentspace-trust-policy.json

BT TR RFEFAE ARN :

aws iam get-role --role-name DevOpsAgentRole-AgentSpace --query 'Role.Arn' --output
text

aws iam attach-role-policy \
--role-name DevOpsAgentRole-AgentSpace \
--policy-arn arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy

B WEREABRBUR , AALFFEE I Resource Explorer RIGER A -

cat > devops-agentspace-additional-policy.json << 'EOF'
{

"Version": "2012-10-17",

"Statement": [

{
"Sid": "AllowCreateServicelinkedRoles",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource": [
"arn:aws:iam: :<MONITORING_ACCOUNT_ID>:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer"
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ERAEER

aws iam put-role-policy \
--role-name DevOpsAgentRole-AgentSpace \
--policy-name AllowCreateServicelinkedRoles \
--policy-document file://devops-agentspace-additional-policy.json

2. B EEFEAREN IAM A6
BT THIHSREL IAM SEEE -

cat > devops-operator-trust-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
},
"Action": [
"sts:AssumeRole",
"sts:TagSession"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<MONITORING_ACCOUNT_ID>"
},
"ArnLike": {
"aws:SourceArn":
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/*"

By IAM A :

aws iam create-role \
--role-name DevOpsAgentRole-WebappAdmin \

--assume-role-policy-document file://devops-operator-trust-policy.json \

--region <REGION>

IAM BEiEE
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BT T SREFAE ARN

aws iam get-role --role-name DevOpsAgentRole-WebappAdmin --query 'Role.Arn' --output
text

B AWS SEEZEFEAESBER -

aws iam attach-role-policy \
--role-name DevOpsAgentRole-WebappAdmin \
--policy-arn arn:aws:iam::aws:policy/AIDevOpsOperatorAppAccessPolicy

SEHRRRT EETEABRXFRREEXZHEENTT. ELIIEAFERAE. 2. ARE
IE PIRA AWS ZERE, BEREM# A aws:PrincipalTag/AgentSpaceIdfH KRR HI¥ 45 ER
BEEXAZEANFR. 0% EJVEEE/%EE’JEHHEEH , 5520 the section called “DevOps Agent IAM 5

n ”o

A5 BR

1. BUERARZH
T TS HREIRBRAZEH

aws devops-agent create-agent-space \
--name "MyAgentSpace" \
--description "AgentSpace for monitoring my application" \
--region <REGION>

HNE , BE --kms-key-arnfEAEFZE AWS KMS £#8# TR, BBaLIER --tags KHE
EREH--locale , URBREERABRENES.

agentSpaceld #*EIFERTF ( 1LH agentSpace.agentSpaceld)s

EERRIHEHAERAZE , FHOTTHaw

aws devops-agent list-agent-spaces \
--region <REGION>

2. B AWS BRIRF
B AWS ZHR P AR R ERER, 4 accountTypeiREA FHIH P —EE :
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« monitor — REEXZMEENTERSE, IRFFAERERER | YARAERE,
- source — REERXERNHMIRS, EGELE 4 DEBANIIRSE |, BEALER,

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id aws \
--configuration '{

"aws": {
"assumableRoleArn": "arn:aws:iam::<MONITORING_ACCOUNT_ID>:role/DevOpsAgentRole-
AgentSpace",
"accountId": "<MONITORING_ACCOUNT_ID>",
"accountType": "monitor"
}
'\

--region <REGION>

3. MA BEEFEARERN

B BB RETLUMEA IAM, 1AM Identity Center (IDC) I & £ iR E (IdP). BT RHGS , AE
WREEXZHEMA EEFEAR .

aws devops-agent enable-operator-app \

--agent-space-id <AGENT_SPACE_ID> \

--auth-flow iam \

--operator-app-role-arn "arn:aws:iam::<MONITORING_ACCOUNT_ID>:role/DevOpsAgentRole-
WebappAdmin" \

--region <REGION>

¥ IAM Identity Center &2 58%% , BB --auth-flow idc¥EBf#t --idc-instance-arn, ¥
RAREDIREE , BFER --auth-flow idp¥iR# --issuer-url, --idp-client-id#l --
idp-client-secret., MBEFMEN , 52 Bthe section called “5%E IAM Identity Center & %' 5
#"Kthe section called “FRENTBF HRREE (IdP) F 5 BE"

AR MREENB/IRFANSE —EERAESZEEY EEFTRARENA®  AANE
BERAZAR ARN,

4. (BH ) BIBEMRIRRS

HEMEA AWS DevOps RERAEZAMIRS |, FEY IAM BIRFAE,
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ENMBIRFHRRYEIRFAE

Y| AR W E/F K. MONITORING_ACCOUNT_ID 2FtRkF , TELES B 2 dHRENR
HEZEM, WHARETEE AWS DevOps Agent RIS R REZIRFRIEXERFRIREFHNAE,

T TS B REIULSEEEK :

cat > devops-cross-account-trust-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<MONITORING_ACCOUNT_ID>",
"sts:ExternalId":
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/<AGENT_SPACE_ID>"

BUBIRF IAM 86 .

aws iam create-role \
--role-name DevOpsAgentCrossAccountRole \
--assume-role-policy-document file://devops-cross-account-trust-policy.json

BT TR SREFAE ARN

aws iam get-role --role-name DevOpsAgentCrossAccountRole --query 'Role.Arn' --output
text

B AWS SEBUER
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ERAEER

aws iam attach-role-policy \
--role-name DevOpsAgentCrossAccountRole \
--policy-arn arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy

EERRBUER , LARFEIEIRE 2L Resource Explorer [RIGERZAE :

cat > devops-cross-account-additional-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCreateServicelLinkedRoles",
"Effect": "Allow",
"Action": [
"iam:CreateServicelinkedRole"

]I

"Resource": [

"arn:aws:iam: : <EXTERNAL_ACCOUNT_ID>:role/aws-service-role/resource-

explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer"

aws iam put-role-policy \
--role-name DevOpsAgentCrossAccountRole \
--policy-name AllowCreateServicelinkedRoles \
--policy-document file://devops-cross-account-additional-policy.json

BB SN ER MR P
PHREEHERIRSE | KRBT T 55 RE LSRR S B B -

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id aws \
--configuration '{
"sourceAws": {
"accountId": "<EXTERNAL_ACCOUNT_ID>",
"accountType": "source",
"assumableRoleArn": "arn:aws:iam: :<EXTERNAL_ACCOUNT_ID>:role/
DevOpsAgentCrossAccountRole"

MASER
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}
A\
--region <REGION>

5. (B ) BIE GitHub

AR BAAFLER OAuth RiEZEB AWS DevOps REREX E2 & 5EM GitHub , &8
ZEiB CLI 2 Eaht.

WMFEFEBF AWM GitHub B9ERBE |, 552 the section called “iEE# ZE CI/CD Ei&”,

5 B EE ey BRF -

aws devops-agent list-services \
--region <REGION>

f#7F <SERVICE_ID> for serviceType : github,

HEZEPEM GitHub 2 & , BT Tl T RE M GitHub 7 ERIBIE! :

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"github": {
"repoName": "<GITHUB_REPO_NAME>",
"repoId": "<GITHUB_REPO_ID>",
"owner": "<GITHUB_OWNER>",
"ownerType": "organization"
}
'\
--region <REGION>

6. (EA ) FMAMEIH ServiceNow
B, A OAuth 2 AERIEEM ServiceNow RS :

aws devops-agent register-service \
--service servicenow \
--service-details '{
"servicenow": {
"instanceUrl": "<SERVICENOW_INSTANCE_URL>",

MAZTER 31
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"authorizationConfig": {
"oAuthClientCredentials": {
"clientName": "<SERVICENOW_CLIENT_NAME>",
"clientId": "<SERVICENOW_CLIENT_ID>",
"clientSecret": "<SERVICENOW_CLIENT_SECRET>"

}
I A
--region <REGION>

f#1FZEL# <SERVICE_ID> , A EE ServiceNow 37 BaE -

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"servicenow": {
"instanceUrl": "<SERVICENOW_INSTANCE_URL>"
}
A\
--region <REGION>

7. (ER ) sEMAEE Dynatrace

B, £/ OAuth A& HBEEM Dynatrace fR# :

aws devops-agent register-service \
--service dynatrace \
--service-details '{
"dynatrace": {
"accountUrn": "<DYNATRACE_ACCOUNT_URN>",
"authorizationConfig": {
"oAuthClientCredentials": {
"clientName": "<DYNATRACE_CLIENT_NAME>",
"clientId": "<DYNATRACE_CLIENT_ID>",
"clientSecret": "<DYNATRACE_CLIENT_SECRET>"

}
I A
--region <REGION>

MASER
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f1ZEE <SERVICE_ID> , A% B Dynatrace B B, ER2ZAMN ., RESEETEHEBE

Dynatrace R I BB,

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"dynatrace": {
"envId": "<DYNATRACE_ENVIRONMENT_ID>",
"resources": [
"<DYNATRACE_RESOURCE_1>",
"<DYNATRACE_RESOURCE_2>"

}
A
--region <REGION>

EETEFARESH Webhook Effl. A ELEA It Webhook K23k B Dynatrace FWFAZE., MER

#MEER , 552 Rthe section called “#E3# Dynatrace’,
8. (#MA ) FMAEIE Splunk
B % , £ BearerToken & AE#5EM Splunk FRIE.

WEERA THIHER : https://<XXX>.api.scs.splunk.com/<XXX>/mcp/v1l/

aws devops-agent register-service \
--service mcpserversplunk \
--service-details '{
"mcpserversplunk": {
"name": "<SPLUNK_NAME>",
"endpoint": "<SPLUNK_ENDPOINT>",
"authorizationConfig": {
"bearerToken": {
"tokenName": "<SPLUNK_TOKEN_NAME>",
"tokenValue": "<SPLUNK_TOKEN_VALUE>"

}
}
I A
--region <REGION>

f1FE LA <SERVICE_ID> , A7 8 Splunk 23 BAHH :

MASER
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aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"mcpserversplunk": {
"name": "<SPLUNK_NAME>",
"endpoint": "<SPLUNK_ENDPOINT>"
}
'\
--region <REGION>

EEEEARESH Webhook Effl. BELAEA It Webhook R &2 Splunk FAE. MEFHMAE

# , 2 Bthe section called “5E#Z Splunk’,

9. (A ) EMAEREHER
B, A APl £#8E A E M New Relic fR#.
@15 : USEX EU,

EAM : applicationIds, entityGuids, alertPolicyIds

aws devops-agent register-service \
--service mcpservernewrelic \
--service-details '{
"mcpservernewrelic": {
"authorizationConfig": {
"apiKey": {

"apiKey": "<YOUR_NEW_RELIC_API_KEY>",
"accountId": "<YOUR_ACCOUNT_ID>",
"region": "US",
"applicationIds": ["<APP_ID_1>", "<APP_ID_2>"],
"entityGuids": ["<ENTITY_GUID_1>"],
"alertPolicyIds": ["<POLICY_ID_1>"]

}
A
--region <REGION>

fE1FEEM <SERVICE_ID> , AEEBHE

MASER
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aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"mcpservernewrelic": {
"accountId": "<YOUR_ACCOUNT_ID>",
"endpoint": "https://mcp.newrelic.com/mcp/"
}
'\
--region <REGION>

EEITESAREESH Webhook Effl, EEJ LA Itk Webhook #8232 B New Relic WFEE., MEFFM
B , 552 Bithe section called “EZEFEAR",

10. (EA ) FEMAEEE Datadog

&SR OAuth FRIZEIR AWS DevOps Agent £ & 5l Datadog , F8E3EIR CLI 237 B9,
WMEFMEFF , 552 RBithe section called “i#3% DataDog”,

5 EREMAY RS

aws devops-agent list-services \
--region <REGION>

f#7F <SERVICE_ID> for serviceType : mcpserverdatadogs

SR1#%& 3 3 Datadog HYRAEH

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"mcpserverdatadog": {
"name": "Datadog-MCP-Server",
"endpoint": "<DATADOG_MCP_ENDPOINT>"
}
'\
--region <REGION>

EfETERNESH Webhook Effl. &R LAE AL Webhook 3R #§3 Datadog WHZE., MEFME
# , 2 Bthe section called “E## DataDog’,
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1. (ER) BBRAEEXZE
MR EEXZEHeBRRAEEXZENAMARE. ARNFEER, LBFERLZER.

EEMEBRREBERRNZE , FAT TGS -

aws devops-agent delete-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

B =
EERBONRE BRI THSS

# List your agent spaces
aws devops-agent list-agent-spaces \
--region <REGION>

# Get details of a specific agent space

aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

# List associations for an agent space

aws devops-agent list-associations \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

®_EIR

- EEEZHMES K F2H EEAR AWS DevOps RIEFEIHI INEE,
- BETHEERASNAENMINAE , 5526 the section called “DevOps KIBFER B,

- ZEETHIEET Web EARER , 5528 the section called “{1 B2 DevOps Agent Web F& T2
X727

()

« #% <AGENT_SPACE_ID>., <MONITORING_ACCOUNT_ID>., <REGION>,
<EXTERNAL_ACCOUNT_ID>EHEXAEHNERE,
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- MEXEMNEIEMNEE , 552/ the section called “X B [E1F,

B ARIRER

AIEEIREEENE | UEHEAREREE AWS DevOps REREXNEHLEEIIEE, MREEELE
EEAERMK U DevOps Agent , s 1F At 18 #,

FORIRH

- AWS EFEEFEUENIRS
- {£H Auto create AWS DevOps Agent B & RTEE I FEZEHR DevOps Agent Space

A B % 2 ML

AR E

- EC2HE : 28 AWS REBHER) = ~$0.02 2 /NEF
« Lambda BlE : 8 (BAH 100 BEBEREEAR)

* CloudWatch : % (@& 10 B8R, EXER)
- FHIEALA - SEARRIEA 0.00-0.05 T

ELAEFHNLLIRE

- BB AE B EHEIRA

- REREHRER  £ARDHTEERER

- REEE : &/, BHNAEER

- BRBR  BRMAEENEEZRESR
“RELE  TeBUMNARRE
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AXE AWS 21y iR S 1T RIE

/A Important

HRERBEREEIEBLEME AWS EI DevOps Agent Space EEZEIRIREWIRE, ¥ EEE

WFREE,

1. B AWS F# A : https : //https://console.aws.amazon.com
2. TEEIZIE DevOps Agent Space FTERIFEE AWS IRE R T4E
3. WA LAt R EREAE MR

(® Note

129 DevOps REREXNFERFHELBRIMNAIFREERZEMN 1 1 BREATEARARE,
& T LAEE FR &R DevOps Agent Space , LB EXRERFE YA EIRFEHAZE,

12 12 AV RIE

EAUB L HTARRERRTRE

BIFIEIE A EC2CPU BREAIF

B# : Verify AWS DevOps RERERERIMFAE EC2 KA EMAED
TR : 5 D ERE + 10 FEADHIT

#E xT4ABL (FTEEFHISN)

BIERI2IE B : Lambda $535 385

B R : Verify AWS DevOps X ERZXEBIFMFEZE Lambda BB EERABED
FEMHESR ;10 D ERRE + 2 D EBR

HE  FEEHE

RE AWS EaYiR FEATRIE
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//\IJ::\EEJEIE A EC2 CPU @E/,\u_ﬁ

FSER 1. B EC2 AIzEEF2 CloudFormation #&

S
=

MM CloudFormation 2RZ GBI E IR , E W& AWS DevOps R IEFIE M

N
Do

W
(aif
LI
i

1. ¥ E CloudFormation :
a. £ AWS A F#E2 "CloudFormation, , A% — T CloudFormation
b. B—THEAHMEFREUHME > (FE)
2. LB
a. BIAFAAHER | & BAWS-DevOpsAgent-ec2-test.yaml
b. #& 1t CloudFormation EEA#E I BLE| HERH .

]H

AWSTemplateFormatVersion: '2010-09-09'
Description: 'AWS DevOps Agent EC2 CPU Test Stack'
Parameters:
MyIP:
Type: String
Description: Your current IP address for SSH access (find at https://
whatismyipaddress.com)
Default: '0.0.0.0/0'
Resources:
# Security Group for SSH access
TestSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: AWS-DevOpsAgent-test-sg
GroupDescription: AWS DevOps Agent beta testing security group
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 22
ToPort: 22
CidrIp: !Ref MyIP
Description: SSH access from your IP
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-SG
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# Key Pair for SSH access

WEEE A : EC2 CPU AR W _
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TestKeyPair:
Type: AWS::EC2::KeyPair
Properties:
KeyName: AWS-DevOpsAgent-test-key
KeyType: rsa
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-Key
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# EC2 Instance for CPU testing
TestInstance:
Type: AWS::EC2::Instance
Properties:
InstanceType: t3.micro
Imageld: '{{resolve:ssm:/aws/service/ami-amazon-linux-latest/al2023-ami-
kernel-6.1-x86_64}1}"
KeyName: !Ref TestKeyPair
SecurityGroupIds:
- IRef TestSecurityGroup
UserData:
Fn::Base64: !Sub |
#!/bin/bash
yum update -y
yum install -y htop

# Create the CPU stress test script

cat > /home/ec2-user/cpu-stress-test.sh << 'EOF'

#!/bin/bash

echo "Starting AWS DevOpsAgent CPU Stress Test"

echo "Time: $(date)"

echo "Instance: $(curl -s http://169.254.169.254/1latest/meta-data/
instance-id)"

echo ""

# Get number of CPU cores
CORES=$(nproc)
echo "CPU Cores: $CORES"

echo

echo "Starting stress test (5 minutes)..."
echo "This will generate >70% CPU usage to trigger CloudWatch alarm"

echo

BELEE A - EC2 CPU AEAI §
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# Create CPU load using yes command
echo "Starting CPU load processes..."
for i in $(seq 1 $CORES); do
(yes > /dev/null) &
CPU_PID=$!
echo "Started CPU load process $i (PID: $CPU_PID)"
echo $CPU_PID >> /tmp/cpu_test_pids
done

# Auto-cleanup after 5 minutes
(sleep 300 && echo "Stopping CPU load processes..." && kill $(cat /
tmp/cpu_test_pids 2>/dev/null) 2>/dev/null && rm -f /tmp/cpu_test_pids) &

echo mnn

echo "CPU load processes started for 5 minutes"

echo "Check CloudWatch for alarm trigger in 3-5 minutes"
EOF

chmod +x /home/ec2-user/cpu-stress-test.sh
chown ec2-user:ec2-user /home/ec2-user/cpu-stress-test.sh

# Create auto-shutdown script (safety mechanism)

cat > /home/ec2-user/auto-shutdown.sh << 'SHUTDOWN_EOF'
#!/bin/bash

echo "Auto-shutdown scheduled for 2 hours from now: $(date)"
sleep 7200

echo "Auto-shutdown executing at: $(date)"

sudo shutdown -h now

SHUTDOWN_EOF

chmod +x /home/ec2-user/auto-shutdown.sh
nohup /home/ec2-user/auto-shutdown.sh > /home/ec2-user/auto-
shutdown.log 2>&1 &

echo "AWS DevOpsAgent test setup completed at $(date)" > /home/ec2-
user/setup-complete.txt
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-Instance
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# CloudWatch Alarm for CPU utilization
CPUAlarm:
Type: AWS::CloudWatch::Alarm
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Properties:
AlarmName: AWS-DevOpsAgent-EC2-CPU-Test
AlarmDescription: AWS-DevOpsAgent beta test - EC2 CPU utilization alarm
MetricName: CPUUtilization
Namespace: AWS/EC2
Statistic: Average
Period: 60
EvaluationPeriods: 1
Threshold: 70
ComparisonOperator: GreaterThanThreshold
Dimensions:

- Name: Instanceld
Value: !Ref TestInstance
TreatMissingData: notBreaching
Outputs:
Instanceld:
Description: EC2 Instance ID for testing
Value: !Ref TestInstance

SecurityGroupId:
Description: Security Group ID
Value: !Ref TestSecurityGroup

AlarmName:
Description: CloudWatch Alarm Name
Value: !Ref CPUAlarm

SSHCommand:
Description: SSH command to connect to instance
Value: !Sub 'ssh -i "AWS-DevOpsAgent-test-key.pem" ec2-user@
${TestInstance.PublicDnsName}"'

c. 1 CloudFormation £ &H |, EE LESHFARER
d BR—TREER
e. I®H AWS-DevOpsAgent-ec2-test.yaml HE=R
ff #8B=—TFTTF—%
3. REHS :
a. ¥BET . AWS-DevOpsAgent-EC2-Test
b. 28 :
i. MylP : REATERE0.0.0.0/0 ( MBEEE | B LAERINARE )
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ERAEER

c. BR— T F—%
4, FREHBIEE

a. REHERE , HZ—TF—-F
5. MEIREIL :

a. B2 RFEEL AWS CloudFormation AJAEE 23 IAM &BiR

b. B—T#R%
6. A5 :
BRURE 35 5

E : 81 EC2 HI1TEIEIRER AWS DevOpsAgent AJ BUBHERY CloudFormation 3t &y — 2B

B £% SSH 7 ( EELFEERIIMNT R )

MREREHMTEBCRE , FHBLDER

1. EEZ EC2 R£ 8 .

a. £ AWS 2 A% , BIfE EC2 - Z2 &l

b. ¥ AWS-DevOpsAgent-test-sg
2. 3 SSH # Al :

a. EMZE#HE - BARAURSIEER - RESARA

b. 2 SSH R Al (E#EE 22)

c. BHIRR0.0.0.0/02FEAKERY IP : [YOUR_IP]/32
d. #& https://whatismyipaddress.com : // ERIBIZHY IP

e. B—TREAA

SR SHABAENT
1. BBRREHIT :

« CPUBHAIEEEHTREEREE 5 7EB BB
c FREFINA - AFREH  AERSEERPTEHT

a. it
b. AREEHS T CREATE_IN_PROGRESS# % ACREATE_COMPLETE
c. &

i.’\

P S cPU B R
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- HITERS B BREILERIE
- ESWBAEHITS PiE , WEE >70% B CPU A&
« CloudWatch B /REEHEET 8-10 D EAMER (5 D IELE + 3-5 PEER)

3. A  FHEHHIT (ARHMAR)

- BEEENHITERE - EC2 £ 4 -AWS-DevOpsAgent-Test-Instance— Connect —»
Session Manager

- BRETBAHAIE : ./cpu-stress-test.sh
- EEBEEZ ] AWS DevOpsAgent HY [E FE

JAIELIEIE B : Lambda 552815
F$ER 1 : A Lambda A& CloudFormation # &

1. BEZ CloudFormation :
a. £ AWS £#&H | 5IfE CloudFormation
b. R—TEMUME - FRAFER (BE)
2. HEEK
a. B ABIER , 5 AAWS-DevOpsAgent-lambda-test.yaml
b. #&t CloudFormation AR AL E] R+ -
- AWSTemplateFormatVersion: '2010-09-09'
Description: 'AWS DevOpsAgent Lambda Error Test Stack'
Resources:
# IAM Role for Lambda function
LambdaExecutionRole:
Type: AWS::IAM::Role
Properties:
RoleName: AWS-DevOpsAgentLambdaTestRole

AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: lambda.amazonaws.com
Action: sts:AssumeRole
ManagedPolicyArns:
- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
HIEA2E B : Lambda $ERRZRAIR 44




AWS DevOps REEZX EREES

Tags:
- Key: Name
Value: AWS-DevOpsAgent-Lambda-Test-Role
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# Lambda function that generates errors
TestLambdaFunction:
Type: AWS::Lambda::Function
Properties:
FunctionName: AWS-DevOpsAgent-test-lambda
Runtime: python3.12
Handler: index.lambda_handler
Role: !GetAtt LambdaExecutionRole.Azrn
Code:
ZipFile: |
import json
import random
import time
from datetime import datetime
def lambda_handler(event, context):
print(f"AWS DevOpsAgent Test Lambda - {datetime.now()}")
print(f"Event: {json.dumps(event)}")

# Intentionally generate errors for testing
error_scenarios = [
"Simulated database connection timeout",
"Test API rate limit exceeded",
"Intentional validation error for AWS DevOpsAgent testing"

# Always throw an error for testing purposes
error_message = random.choice(error_scenarios)
print(f"Generating test error: {error_messagel}")

# This will create a Lambda error that CloudWatch will detect
raise Exception(f"AWS DevOpsAgent Test Error: {error_messagel}")

Description: AWS DevOpsAgent beta test function - intentionally generates

errors
Timeout: 30
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-Lambda
- Key: Purpose
Value: AWS-DevOpsAgent-Testing

BIEEIEIE B : Lambda 538K AIR
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# CloudWatch Alarm for Lambda errors
LambdaErrorAlarm:
Type: AWS::CloudWatch::Alarm
Properties:
AlarmName: AWS-DevOpsAgent-Lambda-Error-Test
AlarmDescription: AWS-DevOpsAgent beta test - Lambda error rate alarm
MetricName: Errors
Namespace: AWS/Lambda
Statistic: Sum
Period: 60
EvaluationPeriods: 1
Threshold: 0
ComparisonOperator: GreaterThanThreshold
Dimensions:
- Name: FunctionName
Value: !Ref TestLambdaFunction
TreatMissingData: notBreaching
Outputs:
LambdaFunctionName:
Description: Lambda Function Name for testing
Value: !Ref TestLambdaFunction

LambdaFunctionArn:
Description: Lambda Function ARN
Value: !GetAtt TestlLambdaFunction.Arn

AlarmName:
Description: CloudWatch Alarm Name
Value: !Ref LambdaErrorAlarm

TestCommand:
Description: AWS CLI command to test the function
Value: !Sub 'aws lambda invoke --function-name ${TestLambdaFunction} --
payload "{\"test\":\"AWS DevOpsAgent validation\"}" response.json'

c. f£ CloudFormation & |, #E - EEHARER
d. B—TEEER
e. IEHL AWS-DevOpsAgent-lambda-test.yaml &2
f. R—TF—%
3. REHS :

a. BEZM . AWS-DevOpsAgent-Lambda-Test

BIEEIEIE B : Lambda 538K AIR
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b. B— T F—%
4. FREHERE
a. REFERE, Z-—TT—%
5 WEME
a. BE HKFEER AWS CloudFormation AR 2 I IAM &R
b. B—THRX
6. FHFTH :
BEVEE 23 5iE
BB

a. it
b. AREENS B T B CREATE_COMPLETE

dit

SBR 2 : 855 Lambda #5358

1. BB ZE Lambda £#45 :
B AWS Lambda £# &

Q0

b. 3 EH EBAWS-DevOpsAgent-test-lambda
2. 8 BB

a. BR—TREZRSIER

b. B—TELHEH

c. &% : AWS-DevOpsAgent-test-event

d. ALtk JSON A& :

i {
"test": "AWS DevOpsAgent validation",

"timestamp": "2024-01-01T00:00:00Z"
}

e. B—THE
3. B
a. B—THEEZE#B IR (BREF108)
b. BERAFABEELENSHR
c. CloudWatch B/RIETE 2-3 28X 5 5%
d. AWS DevOpsAgent REEXEEHERAE T RERENEE FEARXPNBEREIE R
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Validate AWS DevOps REFZ = 158

SE 1. 2R E CloudWatch B R (EH)
B ARRG DRARBERERERRE,
R EC2 B

« 1£ CloudWatch ¥#Z&H , BIFE R

- ERBRBORAREERERS 35 08

- BB RERRARTRRE

- MRMAR "HEL  BEF 2-3 9 (CloudWatch IEEE T EES IEE )

¥ Lambda JAIE :

- MEAWS-DevOpsAgent-Lambda-Error-Test®R
- BEHTHER 23 2ERABTER

SR 2 Bt a AWS DevOps REREARAE

1. BIRX AWS DevOps AgentSpace
2. B—TEEEFEE, EREHRE M DevOps Agent Space Web FERRER
3. B—TERAANFRAEKHS
4. IEETHIRE :
a. PEFMEF : HREERTHRAE., SSEBAETEE. ERZNEEZEBRE AN TAFFM
&
b. AERY  HRBERTIHEHBFAENENN. EUURERER. BE. AHFEXBHERIEMHM
IHE , LE# DevOps RERAMKEE, FHERT , FRHEEHELNERIHE,

BB A EIFIEER ({R4F 1SO 8601) : YYYY-MM-DDTHH : MMZ
ABNTAESDS  EH) : Oncall_investigation_1:2025-10-27

e. E4AWS WIRFE ID

f. BHRENED

g. Priority - AWS DevOpsAgent /2 FF 1T RRIE{TRAE, Priority AR A ERRENHITIER
5. E—THRAELUMBAE,

o o

Validate AWS DevOps X223 {88 48
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6. EB—TERRPIILNABE, RRNSEECEQEZREFMENET , ETUEHP R DevOps 1€
EEXEERIMNEES R,

%ﬂ
Bk

&R
EC2 MRBER :

- {538 EC2 CPU B R

- BRABRAERER: "CPUEBHARIEAR,
- BREFEH  BOAE - CPU IBE - BR
- RUEENEBERNES

Lambda BIEE R -

« {538l Lambda $5E2 K IE{E

- BRBRARR : TZREREGIAMIR
- MTREEHY  HEHAA - #ER BT
- RHEBREENERNES

BRER

SERRRIE A (EC2 AIER )

BEER

. BITIEBEETE 2 R B BIIRLE ( BEB7E CloudFormation 8825 )

FEERR (ED)

1. MiBRX CloudFormation & :
a. Bl {¥ CloudFormation &
b. IHAWS -DevOpsAgent-EC2-Testi# &
c. IE—T B
d. FEFRMIER
e. EEBHMBRAMEEIR : EC2 #i{TER. Z2FH. SR/RYA CloudWatch &R

TERRIEER 49
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ERAEER

&R B (Lambda I )

1. MIBR CloudFormation & :
a. BI{¥ CloudFormation £ &
b. IBHIAWS-DevOpsAgent-Lambda-Testif &
c. E—T MR
d. #EERMIBR
e. EEBEBMBRFTEEIR : Lambda EKE. IAM A& CloudWatch &R

5¢ 2 DR
%R
"ESEEARE EC2 BT ER

- MERSHE  BELKN IP BRI SSH ( E#EE 22)

- MESIWETY : #FITchmod 400 AWS-DevOpsAgent-test-key.pem
- BEAEIP: MITERLARERLE IP

- SRHPTER  BRITERER "#TP, ARE

TERAMEE

- ZE#FEE : CloudWatch IERAIEERE 2-5 P ES FER

- BE CPU &# : SSH EI¥{TEB AT topLLBRE CPU >70%

- BB A : 1T ps aux | grep yesHlEERARFRSEEHT
- ERESGHEH  E—EBRTEREREZSEE 78 58

B E B FE
Your AWS DevOp RERNVAFEEUATEREI :

- FEEEM  EC2 AFNEREERENE RE CPU BHMAESR, Lambda AFENEREEHER

B

SEBHEAR
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- BFEEMERE BN ERSHIER
- BERE  RETTHER

£/ AWS CDK Bt A AWS DevOps REFER

BLE

AISERBUMAER AWS EIRFAZEMH (AWS CDK) RKE I MIFE AWS DevOps KERERXE R,
AWS CDK FEARERX&#EB AWS CloudFormation BEBIZVKEEXZE. AWS Identity and Access
Management (IAM) &, EEFEARERT AWS 1R F B3,

AWS CDK 7 ZZBHRAALEERERAERREFEA/ERNS , BBFT CLI AFEEHRMERNF
BIER,

AWS DevOps REBREKXAIETS 6 AWS BHEfFA : ZERE (#HSEE4LE ). <EFES (=
M), BAEE ()., EXKEE (RE)., BN (ZE=E) NEN (ZEHE ). EZEE
R FMET , 52/ the section called “X B [EEF,

TERMRAF
BISART , SEEEAE FHIER

- AWS @55 E (AWS CLI) EREXFABEENEAERRE
+ Node.js £ 18 IR EHARAK
« AWS 2R E M CDK @S FIFRME (CLI). BEEZRE AWS CDK CLI, EHIT T34

8
dp

npm install -g aws-cdk

- —EAWS IRFRREE (XE) RF
- (IBA) MRESHEEREE AWS IREEZENE @RS

AiEERENAR
i AMERS

- F1800 — A EETFEARAMERIRF PN AWS BBHEREENZRH, THEBsE K
EREN W B R P PR REE,

£ F AWS CDK B4 /A AWS DevOps RERE 51
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- F28y (ER) — FMERBRSHRIRE AWS BEE , KBRS IAM BRHBEXIRS, HE
EARERAEZEBRFERER.

BEEIER
5 1 &84 : DevOpsAgentStack ( EE#ERFE )

- IAM &€ (DevOpsAgentRole-AgentSpace) — H DevOps Agent FRIEIBEUERIRE, B4F
AIDevOpsAgentAccessPolicyZEBUIRM A FFE L Resource Explorer B & #E & & A HR K
Ko

« IAM At (DevOpsAgentRole-WebappAdmin) — EEERAER
YEAIDevOpsOperatorAppAccessPolicySEBRWIREEEAR AR,

- iR ABEZE (MyCDKAgentSpace) — £/ AWS: :DevOpsAgent: : AgentSpace CloudFormation
BREINFRERAETHE, SREEFEARNHAR,

- E3E (AWS EEfR28 ) — £ AWS: :DevOpsAgent: :Association CloudFormation & JRA% Bsi®
R EFEERERENZ/A,

- EEE (AWS IR ) — (A ) BERBIRFEGIREEAZHLETEIRFEER,

58 2 &84 : ServiceStack ( FRIEIRE , i#H )

« IAM A& (DevOpsAgentRole-SecondaryAccount) — EEEEZBHNBIRFAR®, ZFERIR
EhREEXEBEE, 23F AIDevOpsAgentAccessPolicyZEBRMAFFE I Resource
Explorer lR#E#E A &K RERBUER,

+ Lambda BEHE{ (echo-service) — [ fE&a A 44 Y 5 B5 & 451 IR 75 o

)

AX AE
SR BR&EFIFEE
BT TS RERBFELSFETERE & :

git clone https://github.com/aws-samples/sample-aws-devops-agent-cdk.git
cd sample-aws-devops-agent-cdk

EEVUER 52
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SR 2 REMMEMN

BT T I T REEERMAMKME

npm install

£ 180 . BENEEAZH

EAET  CEEERRESFRYARERAZME, AV A6, EHTEARIM AWS B,
SR REERKRS ID

BIRKLib/constants. tsIFREEMERIRS ID :

THEHIRTEEROH

export const MONITORING_ACCOUNT_ID = "<YOUR_MONITORING_ACCOUNT_ID>";

B2 2 : 5|8 AWS CDK RiE
MR AREEEIRFE 5| E AWS CDK , FHITFHHS :

cdk bootstrap aws://<MONITORING_ACCOUNT_ID>/<REGION> --profile monitoring

SR 3 BENAE
AT TS HREE TypeScript EXNFALHEHE .

npm run build
cdk deploy DevOpsAgentStack --profile monitoring

HER 4 REERE
EETHRE , AWS CDK 2FENfEREH, RELEUHKBARER,

T OIS FIRE R

Outputs:
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DevOpsAgentStack.AgentSpaceArn = arn:aws:aidevops:<REGION>:123456789012:agentspace/
abcl123

DevOpsAgentStack.AgentSpaceRoleArn = arn:aws:iam::123456789012:ro0le/DevOpsAgentRole-
AgentSpace

DevOpsAgentStack.OperatorRoleArn = arn:aws:iam::123456789012:role/DevOpsAgentRole-
WebappAdmin

DevOpsAgentStack.AssociationId = assoc-xyz

MBBITETRE 2 22, HREEFEZAgentSpaceArnfE, BEEBTCRRERBIRFHE,
S5 REBEHB
EERDOKINBINRBERNZTHE , FBHT T CLIAWS &% :

aws devopsagent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

i SR AREEXZEHSERA EEFEARX BENERIRFABRBNERLTHE. KAEEXT
DA iR F PRV,

E2#H (BR)  HEBRFEE

EXEGF , LERERE , UEENRERXNZH AT UEZEE @ AWS IRF ( RIEIRF ) FHE
Ro B R REEE :

1. 7£ DevOpsAgentStack #1815 [0 BRI bk = Y SRR AWS BFE
2. FAGEREEXZHEHN IAM A& , # ServiceStack B EREIRS,

/A Important

BBSEREE 1 B9 , THE#ETE, ServiceStack EE DevOpsAgentStack &
HAgentSpaceArn##

T RERBEWES ID
BEklib/constants.ts R ELRRIEIRS ID :

THEFIREREERNER

E28n (EA)  HEBIRFER 54



AWS DevOps REEZX EREES

export const SERVICE_ACCOUNT_ID = "<YOUR_SERVICE_ACCOUNT_ID>";

DevOpsAgentStack £ LIRS ID I RIR AWS B, MMREBERELEZFSHE
DevOpsAgentStack , FEEHEPE LA RIS

BT TR UAERIE -

npm run build
cdk deploy DevOpsAgentStack --profile monitoring

T2 S REFRAEZE ARN

#£ DevOpsAgentStack i HH#E & AgentSpaceArnfE (% 159 , SB4), dE FRE : 1lib/
constants.ts

THHFIEREERNER :

export const AGENT_SPACE_ARN =
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/<SPACE_ID>";

ServiceStack FEA L ERBEFHIXERFACNETEREE, REERTCHER , T8E6K

ServiceStack,

SR 3 BIERBIRS
R I KA RIS IRS R AWS CDK , SBHITFHIGHS

cdk bootstrap aws://<SERVICE_ACCOUNT_ID>/<REGION> --profile service

S 4 . E & ServiceStack

HIT TS, EARBIIRFNEAERREENIFE ServiceStack :

npm run build
cdk deploy ServiceStack --profile service

EEERBIRFHELTHER

- EEERIRFFERASZEMN IAM B (DevOpsAgentRole-SecondaryAccount)
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« LA echo Lambda B & (echo-service) A& 5l RIE

TEB5 . RRIE
£ EHE Lambda EHERHHE , HHTF5IH2FMH echo B

aws lambda invoke \
--function-name echo-service \
--payload '{"test": "hello world"}' \
--profile service \
response.json

cat response.json

SR PR
AERAE REBEL R N7 RISLRRE,
# 12 CloudFormation &/R¥ER

. WM ERE PZRthe section called “HEMN B,
. FEER/RHY AWS CLI CEREBEMNEFT,

IAM BEEMY KK

- BENENHEACEREY IAM ABHFFH,
- RESERRFEHREFSEMIRS 1D,

BIRFHEAR , YER "BEEERIRFHEETAR,

- BEHBEHSAEHBRIRFHEAERETIE, £A --profilelEREE ERA CLI AWS &%
EfE.

- HEREEEHERFF5E AWS CDK,

IAM % T2

=

- IAM BESFARFELSENKETRER, IRERAESZHEVEAGEYRVAXK,
EEEOE  RREFHE,
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=
/B VR
EEBRFTBEER , FUMERIEFHESHER,

AT T O e T RFEHER

# If you deployed the ServiceStack, destroy it first
cdk destroy ServiceStack --profile service

# Then destroy the DevOpsAgentStack

cdk destroy DevOpsAgentStack --profile monitoring

BS  LBEEXKARMRENERASZENMAEEEES. LBFERELER, £REH , FRES
EfRTEMEEEA.
ZEEER

« AWS CDK EERRREFH R t¥Faidevops.amazonaws . comfRIE E BB N EEBERREL
IAM A,

- EEBERIERHIFEIGE AWS IRFFMERASZE ARN HHR4.
- ABKRBEESEERRA, BEREBNZ2TIRREAMBET IAM BEX,

- BiREA® (DevOpsAgentRole-SecondaryAccount) FABEERRE , SiEARENFRAESZ
Faﬁ ARNO

®rEIT R

£/ AWS CDK #EZM AWS DevOps RERERN 2% :

1. 5528 DevOps Agent AWS &5 , 7 #% DevOps Agent THRERY STEE S E,
2. ZEH# AWS CDK HERSEEW CI/ICD BiE , NETEBSLERREEE,

H &R

« AWS DevOps REBRENFEHEIERN
* GitHub #3¥5 LR &3] CDK #1FE
- CLI AP9¥ER

TEBR 57
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AWS DevOps REEZX EREES

FAIE6EA AWS CloudFormation B9 AWS DevOps X EFER
BE

AIEMR A A EA AWS CloudFormation #8752k 3 M ZfE AWS DevOps REEREIR. &L
BEEIRERERNZERB. AWS Identity and Access Management (IAM) A&, EEFEARER , UKk
AWS R F BB A ERERMARERR.

CloudFormation FZEZBEESEN YAML AT ERFMELEER , BB#T CLI APTEEHATR
M FELER,

AWS DevOps RERER A T3 6 AWS BEFEA : BRI (#HSFEmIE ) . EEAES ( BEE
M), BAEE ()., EXKEE (RE)., BN (ZE=E) NEBN (ZEEE ). EXERE
B EEAE , 5528 the section called “Z B EH",

FORIRH

Fiael , FRELSETIIEE .

- AWS S 5I5RE (AWS CLI) EREN FHEENEAERRE
- B3 IAM A&F CloudFormation & #93F 7]

- —fE AWS tRFARER®E (XE) RF

- (BA) NRERERTEE AWS IRFERNE—@/IIRF

RiEERENAR
i AMERS

- 1800 — A EEFEARAMERIRF PN AWS BBHEREENEZRH, THEBsE K
RN W BRI REE,

- 287 (BA) —BEIRFE IAM ARHEIRERS |, WHTIERIRE AWS BB, ERTERS
RABZEEBRFEZER,

E187  BEREREAZRE

EXEH |, YR CloudFormation E48 | FESIIRE M EREREXZHE. IAM At, BEEFEHR
XA AWS Bg#,

BAE A AWS CloudFormation 9 AWS DevOps fREEF25 58
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AWS DevOps fRER2R, EAEER
$E8 1 : #3I CloudFormation #i4x
T 5IE A fE1F A devops-agent-stack.yaml :
AWSTemplateFormatVersion: '2010-09-09'
Description: AWS DevOps Agent - Agent Space with IAM roles, operator app, and AWS
association
Parameters:
AgentSpaceName:
Type: String
Default: MyCloudFormationAgentSpace
Description: Name for the agent space
AgentSpaceDescription:
Type: String
Default: Agent space deployed with CloudFormation
Description: Description for the agent space
Resources:
# IAM role assumed by the DevOps Agent service to monitor the account
DevOpsAgentSpaceRole:
Type: AWS::IAM::Role
Properties:
RoleName: DevOpsAgentRole-AgentSpace
AssumeRolePolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Principal:
Service: aidevops.amazonaws.com
Action: sts:AssumeRole
Condition:
StringEquals:
aws:SourceAccount: !Ref AWS::AccountId
ArnLike:
aws:SourceArn: !Sub arn:aws:aidevops:${AWS::Region}:
${AWS: :AccountId}:agentspace/*
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy
Policies:
- PolicyName: AllowCreateServicelLinkedRoles
PolicyDocument:
Version: '2012-10-17'
Statement:
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- Sid: AllowCreateServicelinkedRoles
Effect: Allow
Action:
- iam:CreateServicelinkedRole
Resource:
- ISub arn:aws:iam::${AWS: :AccountId}:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer

# IAM role for the operator app interface
DevOpsOperatorRole:
Type: AWS::IAM::Role
Properties:
RoleName: DevOpsAgentRole-WebappAdmin
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: aidevops.amazonaws.com
Action:
- sts:AssumeRole
- sts:TagSession
Condition:
StringEquals:
aws:SourceAccount: !'Ref AWS::AccountId
ArnLike:
aws:SourceArn: !Sub arn:aws:aidevops:${AWS::Region}:
${AWS: :AccountId}:agentspace/*
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AIDevOpsOperatorAppAccessPolicy

# The agent space resource
AgentSpace:
Type: AWS::DevOpsAgent::AgentSpace
DependsOn:
- DevOpsAgentSpaceRole
- DevOpsOperatorRole
Properties:
Name: !Ref AgentSpaceName
Description: !Ref AgentSpaceDescription
OperatorApp:
Tam:
OperatorAppRoleArn: !GetAtt DevOpsOperatorRole.Arn
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ERAEER

# Association linking the monitoring account to the agent space
MonitorAssociation:
Type: AWS::DevOpsAgent::Association
Properties:
AgentSpaceld: !GetAtt AgentSpace.AgentSpaceld
Serviceld: aws
Configuration:
Aws:
AssumableRoleArn: !GetAtt DevOpsAgentSpaceRole.Arn
AccountId: !Ref AWS::AccountId
AccountType: monitor

Outputs:
AgentSpaceld:
Description: The agent space ID
Value: !GetAtt AgentSpace.AgentSpaceld
AgentSpaceArn:
Description: The agent space ARN
Value: !GetAtt AgentSpace.Arn
AgentSpaceRoleArn:
Description: The agent space IAM role ARN
Value: !GetAtt DevOpsAgentSpaceRole.Arn
OperatorRoleArn:
Description: The operator app IAM role ARN
Value: !GetAtt DevOpsOperatorRole.Arn

T2 HBHE

T I BRIPEHE, <REGION> LA BUX the section called “SZ B [E1F” ( HI@0 , us-

east-1).

aws cloudformation deploy \
--template-file devops-agent-stack.yaml \
--stack-name DevOpsAgentStack \
--capabilities CAPABILITY_NAMED_IAM \
--region <REGION>

HER 3 FoERERE
MEBTRE , FHT TG TREDERE L, REELENHBRER.

aws cloudformation describe-stacks \

518 BEAERNZE
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--stack-name DevOpsAgentStack \
--query 'Stacks[@].Outputs' \
--region <REGION>

TogEHERFERN S

"QutputKey": "AgentSpaceld",
"OutputValue": "abcl23def456"

"QutputKey": "AgentSpaceArn",
"OutputValue": "arn:aws:aidevops:<REGION>:<ACCOUNT_ID>:agentspace/abcl23def456"

"QutputKey": "AgentSpaceRoleArn",
"QutputValue": "arn:aws:iam: :<ACCOUNT_ID>:role/DevOpsAgentRole-AgentSpace"

"QutputKey": "OperatorRoleArn",
"OutputValue": "arn:aws:iam: :<ACCOUNT_ID>:role/DevOpsAgentRole-WebappAdmin"

MREITETRE 2 o , BFEFEZAgentSpaceArnf. BREECRBREEBRFAR,
T4 BEINE

FERFEAYEUARERAZH , FHIT TS AWSCLI 8% :

aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

i, SHARERXZEAERNEFYMA EETRAREN Y ERERRFHEER, AEREX TSR
LEtR F R EIEE.

E2%o (EAR)  FEBRFER

ARG, CERERE  BEENETRABTEUUERE @ AWSIRE ( REIRFE ) FHER.
WK EEE
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1. EEEFERASZENRBIREFIZF IAM A€,
2. EEERIRF PRTIB S 0 AR ISR P B R AWS BB ER

AE B AXRTEHRE 1 Hy , TeeE, REIEFEAFEEAgentSpaceArnREE 1
R4 3B H Y

SER 1 BMRIIRF AR

T HEAREES devops-agent-service-account.yaml, WEASEXREIREFENERS
IAM A,

AWSTemplateFormatVersion: '2010-09-09'
Description: AWS DevOps Agent - Cross-account IAM role for secondary account monitoring

Parameters:
MonitoringAccountId:
Type: String
Description: The 12-digit AWS account ID of the monitoring account
AgentSpaceArn:
Type: String
Description: The ARN of the agent space from the monitoring account

Resources:
# Cross-account IAM role trusted by the agent space
DevOpsSecondaryAccountRole:
Type: AWS::IAM::Role
Properties:
RoleName: DevOpsAgentRole-SecondaryAccount
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: aidevops.amazonaws.com
Action: sts:AssumeRole
Condition:
StringEquals:
aws:SourceAccount: !Ref MonitoringAccountId
ArnLike:
aws:SourceArn: !Ref AgentSpaceArn
ManagedPolicyAzrns:
- arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy
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Policies:
- PolicyName: AllowCreateServicelLinkedRoles
PolicyDocument:
Version: '2012-10-17'
Statement:
- Sid: AllowCreateServicelLinkedRoles
Effect: Allow
Action:
- iam:CreateServicelinkedRole
Resource:
- ISub arn:aws:iam: :${AWS: :AccountId}:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer

Outputs:
SecondaryAccountRoleArn:
Description: The cross-account IAM role ARN
Value: !GetAtt DevOpsSecondaryAccountRole.Arn

SR 2 BERBIRFHER
EABRBIRFNEAER , MT TSRS

aws cloudformation deploy \

--template-file devops-agent-service-account.yaml \

--stack-name DevOpsAgentServiceAccountStack \

--capabilities CAPABILITY_NAMED_IAM \

--parameter-overrides \
MonitoringAccountId=<MONITORING_ACCOUNT_ID> \
AgentSpaceArn=<AGENT_SPACE_ARN> \

--region <REGION>

SR 3 FERIRE AWS BB

TN E EE 40k 5 30 2 3 3R AWS BBE, S8R LUEIB R 3 (R Bl B s E T R R A RIMAT U RAF, 5
HIERBM A,

T 5IEAf#1F A devops-agent-source-association.yaml :

AWSTemplateFormatVersion: '2010-09-09'
Description: AWS DevOps Agent - Source AWS association for cross-account monitoring

Parameters:
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AgentSpaceld:

Type: String

Description: The agent space ID from the monitoring account stack
ServiceAccountId:

Type: String

Description: The 12-digit AWS account ID of the service account
ServiceAccountRoleArn:

Type: String

Description: The ARN of the DevOpsAgentRole-SecondaryAccount role in the service
account

Resources:
SourceAssociation:
Type: AWS: :DevOpsAgent::Association
Properties:
AgentSpaceld: !Ref AgentSpaceld
Serviceld: aws
Configuration:
SourceAws:
AccountId: !Ref ServiceAccountId
AccountType: source
AssumableRoleArn: !Ref ServiceAccountRoleArn

Outputs:
SourceAssociationId:
Description: The source association ID
Value: !Ref SourceAssociation

£ B 1R R P B A B R B B BB

aws cloudformation deploy \
--template-file devops-agent-source-association.yaml \
--stack-name DevOpsAgentSourceAssociationStack \
--parameter-overrides \
AgentSpaceId=<AGENT_SPACE_ID> \
ServiceAccountId=<SERVICE_ACCOUNT_ID> \
ServiceAccountRoleArn=arn:aws:iam: :<SERVICE_ACCOUNT_ID>:role/DevOpsAgentRole-
SecondaryAccount \
--region <REGION>

i

#1T T35 CLI AWS I REREBHRE
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# List your agent spaces
aws devops-agent list-agent-spaces \
--region <REGION>

# Get details of a specific agent space

aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

# List associations for an agent space
aws devops-agent list-associations \

--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

5%E 2 DR
IR R AEU RO ARE LR,

3+~ Zl CloudFormation &REH

- HERRIRIETE HEBE,the section called “ZEH BT,
- FESRIAH AWS CLI EREEEMZ .

IAM BEBE T kK

- BREHNHBRAERNEEFEHETEE () B IAM AEKFFTCAPABILITY_NAMED_IAM,
- REGEBXRGEGREHEEMNIIES ID,

iR AR E K

- SEMBEHAAEHERIRFHEAERETIE, EH --profilelERIEE ERL CLI AWS &%
EfE,

- #52 AgentSpaceArn SBMHEREE 1 &0 HER HIFEY ARN,

IAM S 1B

- IAM BESFARFELSENKETRER, IRERASZHEVEAGEYRVAXK,
EEFROE  RREFHE,

3
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==
B PR
EEBRMEER , FBUAERIERF MRS,

BS  HBEEXKARMRENERASZEANMAEEEES. LBFEELER, TRECH  FRES
EfRDEMEZER.

AT T 5an 5 RMIBRHER

# If you deployed the source association stack, delete it first
aws cloudformation delete-stack \

--stack-name DevOpsAgentSourceAssociationStack \

--region <REGION>

aws cloudformation wait stack-delete-complete \
--stack-name DevOpsAgentSourceAssociationStack \
--region <REGION>

# If you deployed the service account stack, delete it next (using service account
credentials)
aws cloudformation delete-stack \
--stack-name DevOpsAgentServiceAccountStack \
--region <REGION>

aws cloudformation wait stack-delete-complete \
--stack-name DevOpsAgentServiceAccountStack \
--region <REGION>

# Delete the main stack last

aws cloudformation delete-stack \
--stack-name DevOpsAgentStack \
--region <REGION>

RESR
£/ AWS CloudFormation ZF B4 AWS DevOps RIBRZHX 21 :

- EEEZHMES K 20 HEEAR AWS DevOps RIEFEIHY IEE,
- BEETHRERABNEEENINEE , 552 [ the section called “DevOps RN FEEE,

- EETHE EEF Web FERTES , 5528 the section called “fTiE2 DevOps Agent Web FEF 72
X ?%

TEBR 67
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£/ Terraform BB EHA AWS DevOps KEER
BE

ISR A ZZM_HEFH Terraform R MEE AWS DevOps RERERE IR, Terraform fAESEEE
VRERAZME, IAM A, EEFEARIATN AWS kP,

Terraform FEZBBEMELEEREEAEBRREEARERTT , BEHIT CLI AFIEREPMANFE
SE,

AWS DevOps RERRAZE 5 6 AWS BEFEA : BRI (HSFEmIE ) . XA ( BEE

M), ZEXKEE ()., ZXEE (RR). BM (ZERE) NBN (ZEE ). 0EFIEE
BB , 5528 the section called “X R @,

FORIRH

BRI , FREESER THIER .

« Terraform >= E&% 1.0

« AWS EREENBEAERRENRE CLI

- —EAWS RFARER (XE) &F

- (ER) NREBEREE AWS RFERNE —EIRF

AiEERENAR
i AMERS

- B850 — A EETFEARAMERIRF PN AWS BBHEREENEZRH, THLBsE &
AR A B AT LA IRER IR P R Y R R

- F28H (BA) — HIERIERSARIR AWS BB | WAEEIIRS IAM B0 L echo Lambda £
EEZURE, ENEERAETHBEIRSERER,
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AWS DevOps IR R
EEVER
E 180 BEERRF

- IAM & (DevOpsAgentRole-AgentSpace-*) — H DevOps Agent FRIEIBEAERIRE ., TIE
AIDevOpsAgentAccessPolicyZEBERM A FFE I Resource Explorer BRIERE A & H A
%o

« IAM A& (DevOpsAgentRole-WebappAdmin-*) — EEFRASER
{fEAIDevOpsOperatorAppAccessPolicySEBRNWREERARERAR,

- EIRAEZMH (IREMNETE ) — A awscc_devopsagent_agent_space ERRIMHPRE
RAEZME, SBEE FEARENMERE,

- BB (AWS EEfRES ) — £/ awscc_devopsagent_association EFSERIRFEZEERA
57Z=[H,
- Bl (AWS IR ) — (EAR ) BRBIRFERZINERXZFLLEITERP R,

2 %o RKBRE (EHA)

« IAM & (DevOpsAgentRole-SecondaryAccount-TF) — EEEER BN EIREF AR, SE®
IREFPHWREBERENZE/[ET, B AIDevOpsAgentAccessPolicyZEBERM AFFE I Resource
Explorer AR #E#E & &K R ERBUER,

« Lambda B # (echo-service-tf) — [E fES A 4FHY f5 B &5 45 AR 75 o

"

AX AE

SR ERAPIRETE

git clone https://github.com/aws-samples/sample-aws-devops-agent-terraform.git
cd sample-aws-devops-agent-terraform

TB2 BREEH

EREGIBBER , WHHENRRETH

T

cp terraform.tfvars.example terraform.tfvars

terraform.tfvars FRENERAEZEZBAERETIRE
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agent_space_name = "MyCompanyAgentSpace"
agent_space_description = "DevOps Agent Space for monitoring production workloads"
kv | AN v
F£180  HEREEXNZEH
EAEH , CEEERRFHEVRERXZAE. IAM A6, EEFEARIN AWS B,
1: EREBLHE (BR)
EARMNBBIETHETHLERE
./deploy.sh
ETHEEE :
- MBELRFEH (Terraform, AWS CLI, BEAEH)
« REZEterraform.tfvarst&EHIEI
- #lR{L. BE. REIFMER Terraform
RE , MREREFFEEH
terraform init
terraform plan
terraform apply
HIRR Ryeskitm A LUIFEFRERE,
SER 2 EsREH
BT E |, Terraform EFIMNEH L., LHEELENHARER !
Outputs:
agent_space_id = "abcl23"
agent_space_arn =
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/abcl23"
agent_space_name = "MyCompanyAgentSpace"
devops_agentspace_role_arn = "arn:aws:iam::<MONITORING_ACCOUNT_ID>:role/
DevOpsAgentRole-AgentSpace-alb2c3d4"
devops_operator_role_arn = "arn:aws:iam: :<MONITORING_ACCOUNT_ID>:role/
DevOpsAgentRole-WebappAdmin-alb2c3d4"
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primary_account_id = "<MONITORING_ACCOUNT_ID>"
primary_account_association_id = "assoc-xyz"

MBBITETRE 2 27 , BHREEFEZKagent_space_arnfl, BEEBC KRR ERBIRFER,
TR 3 REHE
HITHMBRBMBIESE

./post-deploy.sh

EM AWS CLI RERFEE R EVRERNZE :

aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

teE , EHRERXZHEE/MA EEFRARX BN ERIRFARBNER THE, REEXT
LB IbIR F P RYEIRE.

EL2¥g (FER)  FBBIRSERE

EAEH  LERERE A BERASZEUUAEZEE [ AWS IRF ( RBIERF ) FHNER. €5
K BB F

1. ¥Ti8 15 @ IR AR 5 B RRE AWS BB
2. BERFE IAM A& echo Lambda REHEZ REEF .

/A Important

BABETHRE 15y , TEERE. REIRFEREZEagent_space_arn KRB 1 o2
HEY o

SR 1 ERERBEIWRF ID
£ Fterraform.tfvars , RELMREIRS ID :

service_account_id = "<YOUR_SERVICE_ACCOUNT_ID>"

E28n (EA)  HEBIRFER 71
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T2 S REFRAEZME ARN

e 1 FowmtEHE agent_space_arnfd (FER 2), L PEXEterraform.tfvars :

agent_space_arn = "arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/
<SPACE_ID>"

RERFEREANMERRBHIAERFACHNEEBKREE, REEREHER , T 8BRITEEER,
$ER 3 : 5RE "aws.service” {HLIER

£ Bmain.tf , FABRKIRSHZRAE R R Eaws. servicel2MtERIE, BUUERAEZRTERS
REAE

FRRZRER :

aws" {
alias = "service"

provider

region = var.aws_region

profile = "your-service-account-profile"

}

HEAREASR

provider "aws" {
alias = "service"
region = var.aws_region
assume_role {
role_arn = "arn:aws:iam::<SERVICE_ACCOUNT_ID>:role/OrganizationAccountAccessRole"

$B 4B

EREMvERE

terraform apply

EEERBIRFFELTIER
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- EEERKRFPERASZREMN IAM A€ (DevOpsAgentRole-SecondaryAccount-TF)
« LA echo Lambda B & (echo-service-tf) A5l RS

CHSEEIEIREREYRIE AWS BB |, LUEFEREIRE,
S$B5 BRFBIE
BIER echo R LARESE Lambda BNEIE RS E -

aws lambda invoke \
--function-name echo-service-tf \
--payload '{"test": "hello world"}' \
--profile <your-service-account-profile> \
--region <REGION> \
response.json

cat response.json

¢ SR
IAM B 2L E

- HEESE IAM ACEVEERASZEE time_sleep2EH 30 ¥, DevOps Agent RIS ERE
3 Agent Space HiEIRFBEE FAGNEEEER , R IAM MARTEEE , AITfst2 LK. NRE
MAREINESEBRFES , FEE—28E  RBterraform applyBXRHEIT - IAM BEEEEFEE , ™
ERKEF LW ERSE,

FFAIEaRR

- BREH AWS BABR ARV AGNBRKAFEN IAM FF A,
- REGEERKRERTRHEENIRS ID,

RS E R

- HDEFERABRKIREFHZEAER KR Eaws.serviceiZftE, FAEZREERELTACER,
- HF¥R%agent_space_arnfERFEXREE 1 Hr@wHM ARN,

K2 Terraform ERE\EH
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- BEREHawsccREERAE ~> 1.0 EHMA, awscc_devopsagent_agent_space f1&E
JRawscc_devopsagent_associationEE AWS EiniRHlHERE,

& bR

EEBREER , IREENBX 2y , FUMHRIEFHE
./cleanup.sh

HFH

terraform destroy

B ERKAMBENERASZEMFAEABBROEN. CREZY  BRELACHACAEES
Hlo
REEE

 Terraform #ARES BN EGEEEERN IAM B | R foffaidevops.amazonaws . comfR#E = F& &
FEEARE,

- EEBERIFERHEFEIEE AWS IRFNZRASZE ARN BFA.
- FFEEREFEFEZEERFAR, BRIFABNZLFERBENBET IAM BXK,

- BIRF A (DevOpsAgentRole-SecondaryAccount-TF) EAEERRE , EEARBENERA
EE‘FQ ARNo

RESR
£ Terraform SpBIEH AWS DevOps RERER 2% :

1. 752 E DevOps Agent AWS &SR , 7 #% DevOps Agent ThEEHI ST EE .,
2. ZE# Terraform SFBEASF|EM CI/ICD BE , UETEBLERRETE,

H &R

« AWS DevOps RERENFEHEIER
« &35l Terraform fEFE
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FEHEER
AWS DevOps REFZ =

« CLI AP93Em

75
Hitp &R


https://docs.aws.amazon.com/devopsagent/latest/userguide/getting-started-with-aws-devops-agent-cli-onboarding-guide.html
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£/ DevOps KEER

£/ DevOps REBER

AWS DevOps RERASRENLEBMRSHE , BERERNIFE, EENAHNTEEHE0E
o THIEERPUMAMEA DevOps RERENREE L4 m BRI @K,

BEASEHEE

BREE4E , EREZFBAENERRRES. BRI EHH Webhook ERFBIERTE

FF , DevOps REEXNHLEBHFEKAET. RAEEXNSGINMEE., AF. Bit. BEXBEENNEESL
ek, LHERARELRZEMATE, NWREFEHMEBY , &AL DevOps Agent Space Web
FEARENEREMD AWS Support 28 , XEARXSRHREXETIRMLAREARAS  ALEFRFEE
BERERINASR. NEFMER , 552 8the section called “BAEHEIFE",

BEZE DevOps 1£7%

EEHEMBRHNEMER , SBALUEBEFERNB X/ HEEE DevOps Agent &), R BARESH

EHER AWS BR, RFEERE, BRRENTERLEHFNEE. DRABRRA - ELRAEE
AER , B US| EERABREFEMRR. v/EHACI‘%EEI$ REFEHBERERS . BHAUE
HEERENERERE, #RBZ2VRERR, MEFEZERAZEEE, NFEFHHEER , F28the
section called “FEEE DevOps F#",

EEEHTED

fRREM 2% , DevOps RERANESMAETRLEHPNER , UEEM IERRE4ALEEF9ER
RENEZR, ERRENEESE - TSR, AREE, EXBEENERREEE, KBRS
BT, TEFEHRERENESR, CUNESZ, ERREMER METBRASSREREE
REE  LUBEARRNER. NWEFEER , %%%Bﬂthe section called “E B E4 AR,

BEASEHEE
FIGRAE

EHDEBERNUEBR=EARA 2 —RHA.
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- NEEE - EBULIERARNERES | # DevOps Agent Space E#EE ServiceNow ZZXE R, ER
#% , DevOps REEXNEHCEFAEERIEEZFE BB , LMW DevOps RERNBERBER
FRUHBEREER. BXRRED T NERBETEINELT.

« Webhook - &R LA /] Webhook A& 41X ZE AWS DevOps REBRER, Hlan , WAl LAEA
Webhook ##3&& B PagerDuty Z& = Grafana B W EH4HEERAE,

o FH - B LARE{T DevOps Agent Space Web FEARX N EHEERSIEBFHREBEHEE
AE, B AERESE DevOps REREABEZEHNEIERIXTF , CEELAEFHE.
WKEFAEFZR. HEBRARR , Wik RELERTE, FHUURHEELREN Y PETE
B, URERBRZNAL . EHBERUAELKEBENER , Yo MERIEEN A FUHETR AR
FEE, §ECPUFHETHAETEEERTIMNG CPU FAREE | WEBRMLEREFRREEABZH
R, o #HERRHE  EBOMEERBERAENERRBEEMNIER , FARKXAR. I
25l 2% B R R o

Incident Response Dashboard

Start an investigation

Latest alarm High CPU usage Error rate spike

B—T "HREHAE. &, ARSERCRH{ - LEGFRER , NGB ERASEEINETHE, AEY
REAREE T HIM

- AEFAEN - AREALNHER, BFLRELEB RE/NRAEEE.
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- AERMN - BEMHEIAEREANBSEE TR, BER. AREARBHRIEBEE,

- EHRENBNERE - L UTC KX EBEABRIKE. NRE4RE  FRE

- AENREGS - CARBBLEDEL. BT AFTHER (&% 400 @FT) .

- BRIEF - R THXNFETENHAEBRIEF (BRAT )

AEERBABBELM  ARE—T THARE., W A% RHTLCEOERS
HE , £ALERREE DevOps RERREME |

SHI 8

DHEREER R AWS DevOps RERAEHEERRNE KB, ENTEHERE , Fl20%K 8 Datadog
HE /R, RE ServiceNow FWEHZEE , SR H Dynatrace HIEREEF , AWS DevOps REREX2HE
FHEVEARARE  LYEBREEBIREREFZRENRE,

SEEENTERBREHEN — SRS LEESHAE—RE  LEBREEN TENERE
B, EMEMEER, AWS DevOps REERAESELERR (BER209E ) REXHRE-BiEE
To#. A A RMNDH , eaRETFANUE, wEESNKEREAERE  UBESH 2B
Eﬁ%o

FHER

&II

AWS DevOps REEXSMEUATMERE 2 —

- B - RBEMRERREMEN  YEXEEASERK
- BB - REHREHNEMLHRE,

§E , AP EHNHEBAR.

WD FRE

EREE4N , TERETSRIEOAL AP ERSHNFREANEERB#EE, £ your AWS
DevOps Agent Space Web FEREXXH , B2 EFE| LINKED MR , URBEEHERLRERNMEERR
B, TEFNCSRTMAERSHNEE  ERTUEE—ERATWHBRAENRZESEE, £
IBEEFE KRR (ServiceNow, PagerDuty & ) FIBFAEIE (Slack) MW EIEA , & B4 2 5EME B g
BEE,

HUHE RSN BT H B Al

If AWS DevOps Agent N IE it BBt |, &0 LUEI® AWS DevOps Agent Space Web FEFFEZR
FHEHEREN., EESREENEAETHREABIAE. CHUURYIEHERBEEN
AWS DevOps AWS RERERNERE , WAHES BERE RN K EHREBFTHEREBRAIRSIE
DevOps KERZE I,
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SRAEXE

AWS DevOps KEFE R O] LAE 282 AWS Support £ , Bt BN EHEERF, EEEE AWS
Support Y E i3 BhEE | BT LLTE DevOps Agent Space Web FEFARRN B XERS , BFHE AWS
Support TREIHXARERR , UBD HEBEFTENFRE,

EERR

AESMHE , AWS DevOps Agent ERZEH SN TE R , 24 .

- RERRRERER

- DHER. BREMIEKR

- BRARSENREELLHRCWE
- BENIBEEE

- BHNRRIT RV EH

EAI LAE 1 AWS DevOps Agent Space Web FEARE N ASTAE 2 A AWS Support, B FE EM
B , AWS DevOps REREX & BB HAE AFSEIEMRS AWS Support, AXEIRIMREHEEHEE
NWEEBERE , MAEELFHRENBEFBEA

B2 AWS Support Bl X

BUSERME , B LIIEERR AWS DevOps Agent Space Web FE R T2 =X A 498 B Bl K17 &8 A B2
AWS Support B, EREE :

- B2 AWS Support TIEETHEH AWS DevOps RERANWAERER —BHRENHEE
- EMRREPHEIE AWS DevOps REEINA BB 7 F AWS Support HERIE 5|
- REEEE) ZTHMEARESE

) K B8 B o] SIS PR R EHUR A AWS DevOps BIRA ERERM AWS ZEHEE | MM INIRE/ERN #2IRIE
E,

S B EER

#&£3%E1B AWS DevOps RERR B X ERFIWE 2 BB EE NBURREHN AWS X EFHE,
Support Plans £ A& 15 , € —F T HENER

2
s
&5
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https://docs.aws.amazon.com/awssupport/latest/user/aws-support-plans.html

AWS DevOps REEZX EREES

AR EAYE BERFELEVHEMIERS , R&EZER AWS DevOps EIRAEREZ R AWS X
ERRABTE EFALUER AWS DevOps BEIRABEV RS , BXEEFHAWS TEFOELET
RMMETHE  RARBASIETIESWREZE FrEH 5t EIZ AT LAEA AWS DevOps %HEAE
PNESHIRER, NEXEFTERANNZEFHES  oEOEFENTANRSIEEY , F2E
AWS Support Plans £ & &/’

B2 AWS Support 1t Fi L5 FH
B84 AWS DevOps Agent Space Web FERRERN B I X BRI , @B EE AWS Support £AUT
B -
- FAEEFMBRK : AWS DevOps RIEBRER 2T FTHEIRC 8%
- ERER . TFEMN AWS BER
- ABAMER  BEAERTENMEREE. BB
ENEE  BEXEITE. ERSRSENHEBENR
- BEER . BEMEA Actions AWS DevOps KERE
- HETM . SHNEENREY

B2 AWS Support L AWFIEE R EEFEBEEMN AWS EREMET S HHE, AWS DevOps KB
EARSHARSKEREMENES , TEEHEMNERBREBEE,

FRIAEA

EEZ[H AWS DevOps KB AWS ERS -

1. BREBERTH AWS ZEFTE,

2. BRFBIEM AWS DevOps KERXH IAM FF A/ 82X ERHIZE L (support : CreateCase ,
support : DescribeCases).

3. & AWS DevOps RERERN EEREFMELLRFTE AWS X EFHEK , FHEEFEHREZRN DevOps Agent
Space Web FEFRXAERAIXE,

4. BEIASE AWS Support £ ANRAERE,
5 REBEANZEFEEFNZEREENEFIREM.
6. R R - AWS DevOps REREXNSEBHTSEMAE B

PNREESEBFR , BETIILENBHEE AWS Support 1.
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TEEHTEM

AWS DevOps RERAEIMEEASHATHER , MEHEEMER , UFERE LN EEREL
BrlE KRR EH, FEiB Operator Web FEFAREHH Ops FREEB BEHEFTINESHEHTEN,

ETBEHEMREFETN

AWS DevOps RERASHERKIINEHHAE , UEBIFERNSUE | S IERROEHF | SR FH
HRIESE (MTTD), REEXS DTS EEH , UREA ATREERKELBESHENNER , EENKR
SERFENNER , URFRELEZTRIDF,

RIEFER , AERXSBEABINTHE, NREVEEBFIANTHME , TUTEHE, FRFTLMER
A, EEREINAEFTEREFREZBNERREA.

BERASSHHIMEZER A SHE , 20 Ops Backlog EE EHEZRD EE KRR :

- WEAIME - EEREE, REE. RENRKTRMAER  UER, FERBEIBE.
- ERRE - RECERERE, FERRNERELENER,

- BE-BAHRERRF. EEARE. AREBNRFEFINES.

- BABEREY - AERARAEABRE,. BREENEABEENER

WA EABHETREBEXELENLE , YTRORBENN EHEIFTRRELIEF
B3

- BLEEERLESEH - ARELFERBARR K MAREECEMEEERNEE
- BAOEEEE - REBRRRER/IVER , BER AN RS SUE

- WERMEN - RBRERSAERNBR(CENERRE., TEAMNTERR

- RELEXEE - IRBESEHNER  ETEARARENERRE

ERAERE

Web BRAEARFSFEEREEETHERASRERARISH LXFHEERNERH, BHERAD
THSEHREHE, BESHEBENEHEL , UAREAFTEARILNEN 7 HLERE.

BETBERETHERASERL—/GHEHBRRNER , YERNETREEHNEEREESE
RARFENRESIZENER.
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R HIFE 4

&R LR BRI AWS DevOps REERAFESHALEL RS

- FEBETHE - R-TRESEEREB EETNILHNITERE , VRGN GE, ERENAETE
REFREBNRER | EREA

« FIEERATRAEIE - #E—T Ops Backlog EE I F LGSR | UF.1E B BT EEETH R,

EEER
AWS DevOps REFENETE Ops Backlog HEIFRMEZ , B UEHPRENERELES !

- RRERBFMAET - B-TESIURBERFHETER , KU EHPETERENFEE
7, BEENEBRNES RUNKENRESR. FEAREENES , ShlRE HARE
BEAEANRE  EEARTUARGREREEALTEE.

- RE-B-T "RE, K EFEEEEPREZFUETER, SREEEFTIEBFNERE
ENRERE.

c BE-R-T "8R, UBRERBETBRER. ELERERE  SUNARHKBAFESSRS
RACRATHEENTER, ERASSRUEROHEIES  TACTRBARKNES K BREZ
RENHER  cAERSENREEESENER,

- BEE-E-T "2HF., A BEBFRRACTER. EVHHECEHRCEANKREER , AR
ERANEHEZSRRBEERNANM.

- BBBKR - NRBEFESTEHLEEMAHSES , XN 6 BRAURSBRAFLARENEFNE
& ENERLEESEEREAAEINRAEMNEERBIE.

- EREN - ERRRBNNEMMEBMELE  RANEBREEN. ENRSEEEBRNER
&R , SAREHIE R BREER.

EIRABRFERE

HRERENBHERSENER , AWS DevOps RERAUELEEARNERXNNRK, HHRK
REUEERBAX  TEEXGRBAERAETEE.

BRI

. MEEAR - MEREASRENEE
C BRFREE - RES AN ERER
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- BEREE - EEEENRERTE

- BAREE -FHRATESENATNERR , URBENERBEENEEEZR

- AREER - FEEAEBLREH

- BEATE -EFEENIBERIAE

REEAREEEREBAGBREEARHETEEREEEMENAIRMEEE , MAETEILERM
i 1T Bz Bback-and-forth#2 1€,

BFEER
EERIDEMERRBNEESRAL , FEEBRNTIIBCERREITE
- ERAREEARESRE - NFEABEENES  FERAEENRE  EBRAGREBEAER

A, WEACEAFHEENFEERRINEERE,

- BESHEETRRAFREERE - SERERIERNEERRAEREETE | URRAREMTE
THE-EHFEBRLIEF.

- REXESERBRELIEF - AEEINEERERIBRESHEE  SIREHERENER,
- EMEFEE - ERCEFNER  YEREESUSHRERERERO REEELE MM,

- HEARERIGH - REASXERRNEEERS ZRE  RRAUMEFEFXEMENAETNE
o

BEZE DevOps 1£7%

AWS DevOps Agent On Demand Tasks @R ALTEE Al) TENHFERE  IREEEKE
HEEAEALE. 7MRKEFERE  UFEAAAZESFIRHETER. S@AUHABER AWS EIR,
RiEEER, BB, BERLESFNSHEANEE, DRXRENERERZENRIEERRERD
VEER  EEEZEAWS IRARERTECHEE,

Chat 224 %) DevOps Agent Space Web FEARE , WIRBEAETERMANEARHEABTBACE, 7
HEHEBHERLCE  BLENBEELTNR , TEEELINESD L,

E#5IhRE

AWS DevOps Agent On Demand Tasks #ft£F M IhEE , AHBIEEERN T HERMER

BEFEEE 83
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BEREH - #HE REEXZEPH AWS EJR , 838 Lambda BiE. DynamoDB & #}5k. EKS #E.
BEMERSEERE, IXIDETURBHTRERE, RERTERNBEMREEEEREEN D TE
R Hlan | R "% 4 Lambdas £/ Python 3.87 4 = "REAZEEMEBEHNER 2 4

RREERED T - ERENELRREFREER  SFETMRE, #HRR, CPU ERARMEBRHK
A, IXRTUEEREREFRNVEFERERE  XBAIRRTANES., AEAUTHEE: "£E8
E24 PRABERTHBEER? ) X "BE-DKEEM Sxx ER?

AERE - RETHANETHPNREFMENR , SBEBRARRER D, REROBRKR. REH BFEHHER
B, MXTLUEBAERNEHRER  YRBELERMEHRESR, &8 ' LEAASHRERNERZM
B2, 3 "EXRAENFEHEREEHM?

REED - REREHEEAEER , BETERAREINBERR. REFEBRRAEFHRLX
RERZ 4, U1 ERE, REEEEA , fli "HREEBFLNERENEHREZN RCAL & "HER
DynamoDB FEIE BB RERL -

PR - EERBBCRENM , fINREEFEREHE, BRBEVNEHIN. MaSHRER
RERF , 3 EHE PR R RE.

BEHE - CAREREEISAEDES  fINESERBIREBERBANER. RRASHE
BEENTENEBEEZE, i, "BRTHEPS K DynamoDB ZEHMNER, & 'HLEEREURE
RASRIFERIEERE ? o

TFEVEI R

B R ThEE [ #E A DevOps Agent Space Web FEFARRRXLAINFAMEIR. £AEHE S + FHIBIW KRR
th, EBEZE=H. RESREEBEEENFENERER , UREREROCHENINXER. BERRL
I, EELNTEYUER S LE,

PREESRBEFDNATHVERHATBADE

h# - MREHE Agent Space ER. RBMREEFEREN —REE, WRIEATTBREEIAER
KR E MR, EHARH , BUNERERERE,. MEELGCSE, AXEFANTRALETRERS,

SHOE-RE4NRERE  FHETRASZEANRERS, HRAKENSAEXRLEE,
PRhEFTADHTELHAEER , LB ERERRNAEHE,

MEFMER - RERERER  PRERHUERXFPENARRACE, HREECWEN B,
RENRR., BERRRERNEETE, S URHEGQE ARSI EBEER,

FEEIX 84
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TPy - AP ER , FAGRGRAERER  THRUEBNER , YRREESE. PXRTHEE
BEBELIER , X THREGERRBHIE,

ESERR<BUSRE  IXRAANATH , EARSEEURHABIRENEFEET. EERHBHTN
HWER K CEERBLTXNERTHE, ELRERAENHER  IRXSHEREBENTRYFEE
SERC#%.

RARAEE

Chat 21RIRETE DevOps Agent Space Web BARBRERF RN EERAZEEE, LABRBATHERE
BWHBEER  MAEEREELEHBNAETREREE,

BREREFHEFRRR  WASED THEEEHEERZBIERENBE, flN 'EEETHLER
w271 WEE R TERRTMERR? . F2REMNETRNRE, EARHEREG AR K HXSKE
ERETHRE , YEEERBILHTNBRARRRRA.

HEBERL , IR THEEEHEHRBREAD, EHSHDHENTMERARZHARFRE
o REHBERETH[ —RERIREEZRFHEEA,

RAEERFRUXE K WXURELETHRERAEZEINAEER. EENELER, EWLHE
BAEMER, RERLE[E A MEFEEAEINEBZNR.

ERASBATEEEHECALESENES, BERERNE , MR E S ANHERE,
BN
WX EHBHFELDS  BORELNNTRLSE LINEH,

BIHEE - B THXEARSTH " ITHEER, & EREENRABRNER TRBMHYEE,
MOHFEASEELHIRINES  IRERETHEENEE L MAEELEE.

FRHFEESRGHE - T TELiLHE UeRERASZBRNRELHE. HEsSKEEIER
HENFBBLCNRAENFETER. HEBRLRHERFE IO X, UEERAEZAILEELNERE
R

RIEYE - RELR PRI YR  REEFN LS EE, DRXSHBLIARNTERAS &
BURHSE SRR NRERE, EAERAHERYRERR K HEARNERE , BEE
RERDTSRIFEE N EER.

AR HEELEKEEBEATRASZEPREH. BEEAMERAERZEHERIEFN—EFTRA
ZEFREE, IR T EREBRERARBENER T RRGREE,

m 3
H.l

o
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EERKm

AWS DevOps Agent X EBI R m : FRASHEHFEREEENGERL, REZH X4, KmEBX
Ul P REEZANESRER , ARRENEE A EENRR , SIMBRERSE. BREENEERERT
fo

& 1] LAfE DevOps Agent Space Web FEAREXN NI M EEBRAG. WXEABNEHARKE
ERmABRNEE,

Fmm B I

ERERPRBZAURERTARK  PREEERD —BERBN N XHF — U EBEREHRESH
B am AR o

EX -ErEARABERRUBIHRER XM, flm , #R "ABRNERAEZEAEETSBEEEEER
RBIE ., 3 TEREBRE 4xx SHEREBEL o

BE - RmEHRFE -EHREEAERY. SUTABRTEAR  BRERENXER,

fmiE - BRI RFRERMETEE, flW, @B " Lambda ARAE LHEER, H "EHMBENL
aat@A E’Jﬁ#ﬁh o Chat & Fl&FER AV 8 58 3R 3 MR AV B mm AR AR o

sHEH

TG REE T Chat WRIEER, B HHIS KERARAMATETER,
KmELEEH

# DevOps Agent Space Web FEATZ XK EME :

- AENERARZTEHELESREEEFRERE
- B LBFA 4xx SHRNVEE

- BUIBX 30 RNEABERS

- BYRENFBEBNENEBRE

- BEEIBR 7 ROVEREELCHEBE

- BAARBNERREIRS P

ERENES

£ DevOps Agent Space Web FEARERXWEMER :

ELHm 86
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ERAEER

- B%4 Lambda HEEEEA Python 3.8 7
- RREETMEIBEHNER?

- JHEEREEENFTE DynamoDB & #l &

- EEERETHETEKS 85

o BRLE Lambda BRREITEIB X 90 KA AREE ?

« B ARRBARAZEE R S3 fElrE

WL RDS #ITEREEHITERERE X ?

RIREENREES

AN EHOERER :

- EiBE 24 DEERBHNE REWHLE ?
« BE—/PNRFERBBEEA 5xx HER ?

o BERMFIRIEH Lambda $EER B S
« RN ECSEEM CPU EREXRESZD?

- BERFERTIREEEMEFERETENER?

- BEEREERH API Gateway PRIAEH
o FEAMLRENEERERS ?
. BAREIRE 24 NENEEEERERS

AHAMTEEN
wm

« B Splunk BEsEHE

- B8 Prometheus IEERHEETRHE
- WARFEERE T WRLE Datadog EE4RES ?
o SIHHEARBEBE

« HA’R Dynatrace & &R RAEAE

AEREENH
READEEHR

gBHEH
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ERAEER

- FEARRENSEHEERNRRRMTE?
- EREMAENFIGRREZ R ?

- B LRENBAERH RCA

« DynamoDB FAfT&ER Z D EEH ?

- BTBEZFENHAETES

- MERKBREZERNEMGH?

AEFHEAEN
HBEFBEAER :

. EEETHLEAR?
. BRRTHLBE?

. CRBNERDERRESE
. WEAHR B4R A 2
. BRABERBERREERE 2

. BERBTECHRARESH 2
. FEHR , BB TIEE?

. BHNEARSHEE

« EEM 14 :00-15: 00 UTC 2B AMIRTE BES , LEHER RCA
« %3 DynamoDB A& E B EEN KRR

- MEECS B5ERE  LLEERBENETR

- AMEBE2/MENBERE MAREXNBEF

- BETH 3 HAEHRIEE

- &BE API Gateway A& 3IE Lambda HEE

HEphERES
FEpHEME

gBHEH
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- BWHE 3 BSHFAMBRRRMTE?

B RTFERAS & DynamoDB 2 B4 E S

BRLE R A BN R E IR ERIFERIEE R RE 2

I AT B R E SR TR R E

BRARREHERREER

MLEBHBRRELENEERS ?

EERASZEHARBAIX

X IheEiE AR FTE DevOps Agent Space Web FEARER ., SRERFEUARERAHENNREREN
ERAEZEE,

HMNERAEZRE

ELREVHNERAESZEE , WXNEEEBHHA. TEEENNERS IAM FFAIERE, &RE
DevOps Agent Space Web ERAER#%& , X LA MATMNEERLAINSAMERER,

BENERARZEZE
MREEMRBH BT ERAEEZR , AILARMAREN IAM 5T, BEMERE
BE 1 BB ENRAESE FERARENFR

BEE AWS DevOps RERAEEEES , RIAAGLANBETHURXEE , WEABMNRESEFERN

P
iERE,

(@ Capability gaps identified x

DevOps Agent found 4 capability gaps while running investigations in this Agent Space.

cloudsmith-steering-and-chat-default (Cactions a ) (operator access 2 )
Copy ARN
Welcome to the cloudsmith-steering-and-chat-default AgentSpace! Edit Agent Space

Your AgentSpace sets the boundary for infrastructure that DevOps Agent can access to investigate issues and recommend prevention steps. As DevOps Agent solves issues, it lefens | Disable Operator Access  fic peips it

diagnose incidents faster. Track DevOps Agent's mapping activity and the relationships it's found below. This number changes as your Agent completes investigations or gains c(pabi  pelete Agent Space

‘l 400 Relationships mapped so far

Represents important connections between resources discovered so far.

Improve this by...
+ Running investigations: DevOps Agent expands its knowledge of your infrastructure relationships as it completes tasks.
« Telling the DevOps Agent: Share important connections in the web app. DevOps Agent will use this information during the next mapping run.
+ Adding new capabilities: New capabilities help DevOps Agent see more of your infrastructure and understand connections within it.

RE , ARFEFERRABBEILER,

EERASZEFBARR 89
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ERAEER

Capabilities Web app

Connect observability-newrelic-default to IAM Identity Center

1AM

Web app role name that will be created

DevOpshgentRole-WebapplDC-fpwoctn

‘Operator access

1AM Role name for administrator access

Web app role name that will be created

DevOpsAgentRole-WebappAdmin-zq3mg548

EERBERYREN IAM A, URFAEHMBENER FFF,
BIH 2 1 FEHTIE IAM FFA]
T3 IAM FFAFEEERENREEFIAR .

« aidevops:ListChats - R I X ¥ 5 B S 50 8%
« aidevops:CreateChat - B VB KEEE
+ aidevops:SendMessage — XA S FiE U O fE

BEZ AWS IAM £ 4 |, REIEM DevOps Agent Operator B2 | REGELHTHEEH/BHK

R, MEFFUR , WREMEAA,

Configure web app

SERIE—IRIEE , FEHEE DevOps Agent Space Web FERRER , I AEHREE RETMAERENE

fl,

EERASZEFBARR
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REE AR AWS DevOps R AIIhEE

AWS DevOps Agent ZIEEZEBAEBEXEZIRAEN T ENERZARERRNEEZXNNIIE, BE
ELYREABMALFUNE4RAE, BBLEEIERE , AKE DevOps £ ERKHNERES

T HIzZh e Al 15 B 851 DevOps RERXNBMMR AL :

« AWS EKS FHERE - B EMFLHE EKS IRERA Kubernetes #5., Pod BRFMEESHNWBERR
7=

« Azure B4 - B1Z Azure F]BIM Azure DevOps #1#8 , LLFAE Azure EIRIEAE Azure DevOps ZBE
Eﬁi%#ﬁi@ﬁﬂﬁﬁ

- CI/ICD Ei& - B GitHub M GitLab Ei& , LUSERBREHE B , Y EREHEEREN
REE

- MCP fARE5ER - EBER AR BAGEERNBUTHRAETENBITERRRERERTBEIRE

- ZIRE AWS ZHL - BREXRE AWS tRF |, ES4EEHEFAESEEABNER

« ERIRFES - EEEREY A |, #lW0 Datadog, Dynatrace, Grafana, New Relic 1 Splunk , JAE
ReEm TS RHEEREFR
EXHMPIKES - Connect ServiceNow, PagerDuty # Slack , A BEMtEHEIE TEREXBEE
B tth 1E

« Webhook #H5E - REFNBRHIBER HTTP R B B#E3 DevOps Agent FAE

« Amazon EventBridge B4 - BB BEMNEHE T EHREHE BT Amazon EventBridge B1E |, #§
AWS DevOps REERAHASHEESLEARER

BRI BEBRNSEFTRVNRANTAHE  BYRESEE, CHE4ERITFERERERNE
B  AREAREREEHMIRE.

RLRAEERE —MRA M

MREELFHEBEHEER AWS DevOps RIEERER |, BAAE GA BITZBIENEHN IAM B, K
EREERSHEAEN RFTHNERACNER AR,

EERENAR

1. BZEENREYENBEYRE £ io&
2. #EY 2 BRIV TE B H [ Al A A BUR

RAFBAEEBI —RT AN 91


#on-demand-chat-history-from-public-preview
#new-managed-policies

AWS DevOps REEZX EREES

3. Agent Spaces AIEEEIBEFHY IAM Identity Center FEF 2 =\ 17 BN i &

2R B 22 B 8 B 1Y BE B B0 K B s A 8%

GA BB R , SUALIIRE L ZRNFIRE. MRNELBTE  REAHEEHR
(2026 % 3 A 30 B23 ) WHEHXELRHSEAEEN, EANARNHRTNASARNEE
ERTSHE, LBEEERRMBYRYS.

HEY FEBR

R GA, AWS REBRAERABRNTZEBCR

AGER BER hn

B AIOpsAssistantPolicy AIDevOpsAgentAcces
TEBX sPolicy ZEBX

EZF (IAM # IDC) A ERIBUR AIDevOpsOperatorAp

pAccessPolicy ZEHXE

o BERFAGEEEFNNEMEEE , M IDC EHFAGEENNARKE,
JeIRIRAF

- FHERE DevOps REREXNAE® AWS WIRE ( EENFMBEXREIRE )
- BHAG, BERNEETHREN IAM FFH
- BHERABZM ID, AWS IRF ID FE1F (DevOps Agent EEAH TR )

SR ENERAR

FHEERFHPANSEAERFINERAG, EXREELNERAEZHEMNINERSIEBTRENE
ERERREAG (EHHEE/REAE : DevOpsAgentRole-AgentSpace-3xj23962).
1. £ DevOps Agent EiR &5 |, BIEEEY Agent Space , RRBIFETIERSIEH,

2. SRFTE/RERFEWEEAE® (I DevOpsAgentRole-AgentSpace-3xj2396z) , REIE
EiRE,

RELNHAENERIIRE L& 92


#reconnect-iam-identity-center-if-applicable

AWS DevOps REEX EREER
3. EFTBERT , BB AIOpsAssistantPolicy AWS ZEHE.,

4. BIEFICH T, BIEBCR , LUREREAIDevOpsAgentAccessPolicyZSEBE,

5. imBEAMRBE , YU TIHIREMAERS , LEAEHIRS ID :

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowCreateServicelinkedRoles",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource": [
"arn:aws:iam::<account-id>:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer"

]

1. ERABHEEBRRTRERE. BERSNSTIISRE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "<account-id>"
3,
"ArnLike": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-

id>:agentspace/*"

}
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}

« RBEXRERFINEZAGEEIER 2-6,

SR2: ENEETASG (IAM)

1. 7£ DevOps Agent T2 AH | BEFRESIERISKEE FALE,
2. £ IAM =267, EEFACBRAGNARBUR.,
3. IBIEFIEEF Y., EEEBUR , LAKEREAIDevOpsOperatorAppAccessPolicyZEHE,

4. ZEGERRRCIER , ARBEFEEEEX. BEARKRAK/TIIEE , RAEHWIRS ID,
EHMEFRASZEID

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
I
"Action": ["sts:AssumeRole", "sts:TagSession"],
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<account-id>"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-
id>:agentspace/<agentspace-id>"
}
}
}
]
}

WE TEBR
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SRI:.ENEEFAE (IDC)

MEEAEH IAM Identity Center #& DevOps Agent , SEEH&EE IDC BEE T AR,

1. £ 1AM 2587 | siFABAEE WebappIDCISHKEM DevOps KEREX IDC A& ( fil0
DevOpsAgentRole-WebappIDC-<id>),

2. HHASE IDC At :
a. BRRE AN RHEBUR,

b. IBIBFIEEF T, EIEBUER , LUK EHEAIDevOpsOperatorAppAccessPolicyZEBE,

c. REGEBERARCIER , AREEFRBEEERE. SEEHRRERATIIEE , ILEKRS ID,
EFNEFRASZEID :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
I
"Action": ["sts:AssumeRole", "sts:TagSession"],
"Condition": {
"StringEquals": {
"aws:SourceAccount": '"<account-id>"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-
id>:agentspace/<agentspace-id>"
}
}
},
{

"Sid": "TrustedIdentityPropagation",
"Effect": "Allow",
"Principal": {

"Service": "aidevops.amazonaws.com"
},
"Action": "sts:SetContext",
"Condition": {
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ERAEER

"StringEquals": {

"aws:SourceAccount": '"<account-id>"
1,
"ArnEquals": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-
id>:agentspace/<agentspace-id>"
1,

"ForAllValues:ArnEquals": {
"sts:RequestContextProviders": [
"arn:aws:iam: :aws:contextProvider/IdentityCenter"

I
"Null": {
"sts:RequestContextProviders": "false"

d. SER T 5IFF T2 M AT A ERBUR |, LAERRERIIRS ID -

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowDevOpsAgentSSOAccess",
"Effect": "Allow",
"Action": [
"sso:ListInstances",
"sso:DescribeInstance"
1,
"Resource": "*"
},
{
"Sid": "AllowDevOpsAgentIDCUserAccess",
"Effect": "Allow",
"Action": "identitystore:DescribeUser",
"Resource": [
"arn:aws:identitystore::<account-id>:identitystore/*",
"arn:aws:identitystore:::user/*"
]
}

WE TEBR

96



AWS DevOps REEZX EREES

]

EFERR IAM Identity Center ( ZNEF )

ELMAEHEREYN REERXZE , TEA R EBRFFEEER IAM Identity Center EAE
¥R GA, IEEEE’\J?E% aidevops:read_write, MR IAM Identity Center AR B LTIH
#iE (awsaidevops:read_write) , A AR ENERI FHIESR IAM Identity Center,

MA R EIER IAM Identity Center FERTE R EE

#1175 AWS CLI i35 R4 2 IAM Identity Center FEATEN LMEIE, BUUEEARRXTH IAM
Identity Center =& IXEIEAZER ARN,

aws sso-admin list-application-access-scopes \
--application-arn arn:aws:sso::<account-id>:application/<instance-id>/<application-
id>

B ESENERNEE aidevops:read_write :

{
"Scopes": [
{
"Scope": "aidevops:read_write"
}
]
}

IR EERE R awsaidevops:read_write , BIZiBH, HKREB TSR ETEH,
WA EFEALR IAM Identity Center

AWS Z & IAM Identity Center EREAN FMEERZEREEH, ELEDENERI EFMELR

1. 7£ AWS DevOps REERXF#ZEF , iiFENRERERXZER , AL BEEHRSIER,
2. iZ1Z IAM Identity Center #HRESZ K P BIEAR
3. P ENELR,

4. BEFERLBEIXEEE |IAM Identity Center, BRI EAEHEER I FTH IAM Identity Center FEFT
B,

EHTELR 1AM Identity Center ( Z1EA ) 97
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5. 7£ IAM Identity Center EIRE AP EFERAENBHEEFREREHEARES,

/A Important

hENERE B BERER IAM Identity Center {5 2 ik /5 A8 BAEHAY {85! 68 /3 & B0 R A BX fm B SE 5 8%
EXNMERR  CRAEREEBREA

B =
SEHFESRE -

1. JR[E DevOps Agent £ & , I HEER Agent Space Access R5|E LA HBEFIES,
2. BIE BE T Web EAER , ERHEERRAMEE,
3. MREMEM IDC , FFRADEAETUREBENFEEE TR,

5 S B AR
B T IR

- FEF% AIOpsAssistantPolicy BE#BRAIDevOpsAgentAccessPolicyWiEEEERAR,
- BRENARBKESBKRAIDevOpsOperatorAppAccessPolicyWiEEEZEE FAG,
- BEEEFEEHRERRABEE sts:TagSession,
- BRECKIEEEZMNEE (<account-id>, <region>, <agentspace-id>) MK ABKE,

REWRFEREF
- BEXERFHNERAGHLEABIUEN. EABEKRFEER|RIER 1.

IDC 5 7 Ea s kB

- B IDC EEBERKEE sts:AssumeRole/sts:TagSession BRIR A
TrustedIdentityPropagationBRiR=,

« (M sso:ListInstances., sso:DescribeInstancefl HEFRAHRIEK
Kidentitystore:DescribeUserB#1iI,
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BBRERRDEFEYRE L&

- ECARTZR  BEAFDRELHABHENERIRELRHE, ERHEMN GA P AMNERER
SREMAHNTA. RELHREABNAERFNRAERRTIZIZE.

AWS EKS FEERE

B St A BN E R ERTHREkubectlan© , F AWS DevOps RIEE X FTZE Amazon EKS #
EHPPBEE, BULUETEHEN EKS B5EEIERNAERENXZM,

EiRE  REEXN TG EEETWRAERE  #HRER, B Pod B, REEZESEH. BE
HHEERES, REEXNELEY. BXBMBREEFHEMAER,

FeRIRH

ERRE EKS FHUZ Al |, BTEE EKS BEMN B 7 RFBE N TS EKS APl, A LUE Amazon EKS F %
ENTFRRSIEBR LRENEE, MREXTITE EKS AP, BEEEZINEMBTHER,

S

AX AE

HREERHBRYFRUEENSERE  SLETREENR Amazon EKS EEETR. B LTE Agent
Space ( 552 the section called ‘1 REEXZE") WINEE > Bk > TERR > ME T HRIEHN
IAM £ ARN,

1. IEENERS|ER, MRS BBEXDET EKSAPI , £ LHEEFEEE., &8 , FENES
EKS API Y&,

2. REMRGIZEEH , BIUHMN IAM ZEUEE ., ERENEEEZRKIE IAM S€ ARN , WA HE A
AFHUEEM IAM 8, #—T Next (F—2%),

3. iZH AWS Managed AmazonAlOpsAssistantPolicy FHUEE , AR ZNEFNSEENEE, (HE
MREBHEREBEARFIESEDR M , BBITEN Kubernetes th A ZE[), R— THIBHK
% , %?ﬁE_TT_io

4. RS EYHEFSEZFLENFICEEBERMN IAM A , RARE—T "BV, REVENFIUR
B

HENT EKS FRRECERRTE K FEEZERETRABRRNERKRTNGAE , aFRASHBEEH
BEENBE , Sl "HHARSEEZEPNAE Pods F TETRRESETFHNRESMH. -

AWS EKS FEGRE 99


https://console.aws.amazon.com/eks
https://console.aws.amazon.com/eks
https://console.aws.amazon.com/eks

AWS DevOps REEZX EREES
5% B E AR

MEARKEEXBELEELNESE  FRIATIEECAREHREARPBERNER IAM A€ ARN , B
2iE# AmazonAlOpsAssistantPolicy ZEUBUR

EIE Azure

Azure BE T E AWS DevOps RIBREXFAE Azure REFMER , X% Azure DevOps EEZPEHIE
ESHE BN, FEBEE Azure , REEX ATLUES Azure ER XA AT R , AT LA AWS F
Azure EREITHRARREE 5,

Azure BEZEMEB I INEE :

« Azure ER - TEREEXRRNAE Azure EIRER , HIINEEEMES. Azure Kubernetes Service
(AKS) B5E, ERENMERTH. REEXEFEMA Azure Resource Graph EEHAEH B EHEH
BRo

« Azure DevOps - BRIERENFE Azure DevOps EFEMNEEHTRE LK. REEXTUKER
IBEFANBBESHEIRE  SUFBERBENRARERER,

BEThEHEE AWS IRF B , AR TUEAERNEZERASZEE BB,
SRl Par
AWS DevOps Agent X EMEERZE Azure BN .

- EEERE - HLHWUREAERNRRE , B LIEREFRE Azure FHAF HH AWS DevOps
Agent Entra BN, £ X AT , ERETAEEERERE, WHFiZEEFAERE
Microsoft Entra ID F#{TEE BRI EFFATHNIRFZE A,

- BRAEAGEM - —EEREENDZE  TRLEAELEHS Sy  £ABSE 2 BEELACH
Entra BAER, & T2AH K EEETABREARMESR, ELTELRARNARETESR
%, RERERBFHFATTARK , kA ERES

EMELEMREAERENIIRE. BUNER—E AWS tkF R ER —BHMES o
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£ HIBR

- EEEEE : 8E Azure HAF — 18 AWS 1k F — 818 Azure A F —IR A e —1fE AWS tRF
AWS DevOps E M BB, FEMSHEENEAFETRERN AWS kFZM BB , B4 ASLBUHEMR
BHEEM.

- BRAEXGER . SEEMVE—EHAES - SERAERNEMBLAERATRNEARER (AFk
ID)., BEEERAMARN AP ID ZEfSEAR.

« Azure DevOps : RIATRNIEFH — Azure DevOps BAIRHEEHTE I LHEMNFE , ERFEHRE
XNBEEEMER. T , EETHNEBRRERR , RFEEXEEBXENRERRMAE (flW) o5&
#Rthe section called “E# GitHub”, Bitbucket FFEE M RBFENIFELEIB Azure DevOps BEEE
BEFEL

FiE

* the section called “iE#1Z Azure EJR”

« the section called “i#$% Azure DevOps”

B3 Azure EIR

Azure ERE S W ZE AWS DevOps REEXNESHATHEREZNAE Azure TP ER. RER
A Azure Resource Graph #{TERIRER , XI5 Azure IRIBEFFEUEE. BEENMERER,

WEESERBRMELER /£ AWS IRFEEREEM Azure , REIGIETE Azure STRIEBERIZRAEZTREL
)

FORIFAF

HE#E Azure BR 2B , SBHEELDE :

« 7FHL AWS DevOps K EREREZA
- TJFEVEHZFTBEM Azure tRF
. $HHEEEERESE BB Microsoft Entra ID REI{TE B EREZFATNRE

- BREAENGEMEE  EAREBS 50 BREFTAMN Entra BAEN , BURE AWS EHRF hRX
RELE S
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AEE Bt ubif REEAZHEABHREM, EEZXERR , H—THIg , AEBIEE
Azure, TR Azure Cloud i AR , A LI ERTHETM,

EREBE[RZFFM Azure EIR

EREERESEFEALUREAERNREREE AWS DevOps RERAZEEARER.
S 1 FAREM

1. BAAWS BETEAWEEZE AWS DevOps REBEREEA
2. BI{EThREIREEEE

3. 8F Azure EREE , ARE— T &M

4. EMEBEREFMS X

SR2. ENEEERE

1. BB KRR

2. B—TUAEHE - RREEEEHEMZE Microsoft Entra EXEEREHHE
. EAEEHTEEERENTNERAEIRIEFEA

4. REIW R F ¥ AWS DevOps Agent ERERNEE

SR 3 TRERERE

1. EEEEER K RAMERTCAAERERE , UREEN IS AREEAFNKE
2. EFEAERE Azure HAFHRE ZEA
3. REZR , RIS EENEME K INMRER AWS DevOps REREAEEE

SR BRAG

F2REUTEIR Azure B, BIKERES AWS DevOps KRN,
FEBEAENEMEMR Azure BIR
FERARKEMAEZEREECH Entra BARKEEBA E2BH,

FR 1 RpE

1. £ AWS DevOps RERER T AD , siEEREEER
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#assigning-azure-roles

AWS DevOps KRR fEREEE
2. %2 Azure ElREE , RERE— T M
3. EEUEAENEMEAEE

$ER 2 BFBRELRMN Entra BEAER

BREIEAPERNETR, U

1. £ AWS IREHF R ABHBAED (£ IAM E8AF , 5iFRFRE - BHES 5 D)
2. 7£ Microsoft Entra ID 33 Entra BARR , AEABRENEARR
3. BEERAER LEREHS I BE

SR 3 REEMEFMAER

FRATHEEESFMRE :

« AF ID - Azure A F B

- HAFEB-HAFNETERE

- AP ID- B2 Entra EFARXWERAREZRX (AP ) ID

- R -BEEAERNEREBBF

$B4:EYIAMEE

ELEBEIRARREME , FEHEYL IAM A, ©AF AWS DevOps REEXBEZAERAL
A sts:GetWebIdentityToken,

$B5: BRAR®
EZBLUTER Azure A, BSEEZMKEREILY Entra EAER.,

S 6 STREEM

1. 7 AWS DevOps REBRER TE A FHERERE
2. H— TR AT R

FEik Azure B

AR RTERAERYE Azure STRNENEIE, EESRZNEARXEMT ZV LS RER.
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AWS DevOps RER (&S
& Azure AQBYE S BEEEN B RTHE

Bl EFEUZ S (IAM)

B—T#H#E > HEAEEK

BEENGRAR  ARR-—TTF—F

BR—TiEHRKE , B#SEAREN (AWS DevOps Agent for Admin Consent Si#&E C /Y Entra FEF T2
NAREREXGEM)

EREARER  RARE-TRE + K

7. (BA) EEZERERERFE Azure Kubernetes Service (AKS) #£ | FT K T3 AKS ZEER
Eo

—

o &~ 0D

o

Z2ER  RETRSAERERENSEAC (UARBEMHHBIERTS AKS HE

), Reader SEAHMAREAR , SREEXRHAKFTRE  WRHIBERTEA
REHTE, EREEEARBEFTNACEXNFEENREREIANEERE , WAlse
B Azure EREFIAR. AWS DevOps REERERNIASHTERRE, REEXTEE
., B SMER Azure BEiR.

AKS FHIRRE (ER )
5E® 1 : Azure Resource Manager (ARM) B & 7 EX
#& Azure Kubernetes IREEEFERAEACERIGERARER,

£ Azure AO#EH | BIEETE - BEGTE - FEUES] (IAM) - F8AEEIRK - #E Azure
Kubernetes [RIEEEFAE AR - BREEARER (AWS DevOps Agent for Admin Consent & B
o Entra ERAEXARERREXNEM)

EMETBETNA AKS £, FEREREEENEE , FUAEERFERERNEERERIETRK o
B8R 2 : Kubernetes API 7E}

RIBREN S 2 RBEBESE —EEE

#IE A : Kubernetes # Azure AR FEIZH] (RBAC) ( & )

1. MNBRKREA , BFEHEE LA Azure RBAC : Azure AO#8YE - AKS & - 58 FE > B HKE -
S0 BRAMTE - EE Azure RBAC

2. BIRHEERE® : Azure AOMY - 5TR - BEGTE - FEUESE (IAM) > Fi8FEER - EE
Azure Kubernetes Service RBAC EHES - IBRIGERER
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EMEFTBETIAE AKS £,

12IH B : Azure Active Directory (Azure AD) + Kubernetes RBAC

MRENBECEATERN Azure AD 50 BFERE | BETERA Azure RBAC , A LLEE, &
FESEHEEKubect1NRE.

1. B THERABFERMES devops-agent-reader.yaml :

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: devops-agent-reader
rules:
- apiGroups: [""]
resources: ["namespaces", "pods", "pods/log", "services", "events", "nodes"]
verbs: ["get", "list"]
- apiGroups: ["apps"]
resources: ["deployments", "replicasets", "statefulsets", "daemonsets"]
verbs: ["get", "list"]
- apiGroups: ["metrics.k8s.io"]
resources: ["pods", '"nodes"]
verbs: ["get", "list"]
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: devops-agent-reader-binding
subjects:
- kind: User
name: "<SERVICE_PRINCIPAL_OBJECT_ID>"
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: devops-agent-reader
apiGroup: rbac.authorization.k8s.io

1. <SERVICE_PRINCIPAL_OBJECT_ID> AR EBYH ID B . BEEZHK T : Azure Portal -
Entra ID - ¥ EAREN - ESEAEXBR (AWS DevOps Agent for Admin Consent S & B 2
Entra EARXAREARENGEM) .

2. EREEEEE
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ERAEER

az aks get-credentials --resource-group <rg> --name <cluster-name>

kubectl apply -f devops-agent-reader.yaml

AE EXEFRTEIREFNEE (T8 Azure AD), BERBEHEE LRA Azure AD B

&, SAERALIhEE.

RIEERBTAE (ER)

EEmREFRIRS , B LR BT Azure A6 |, SIEERRERREME AWS DevOps REFEXFEA
W, MIFRZNENEAE

"Name": "AWS DevOps Agent - Azure Reader",

"Description": "Least-privilege read-only access for AWS DevOps Agent incident

investigations.",
"Actions": [

]I

"NotActions":

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.
.ManagedIdentity/*/read",
.Monitor/*/read",
.Network/*/read",
.OperationalInsights/*/read",
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft
"Microsoft
"Microsoft

.AlertsManagement/*/read",
.Compute/*/read",
.ContainerRegistry/*/read",
.ContainerService/*/read",
.ContainerService/managedClusters/commandResults/read",
.DocumentDB/*/read",

Insights/*/read",
KeyVault/vaults/read",

ResourceGraph/resources/read",
ResourceHealth/*/read",
Resources/*/read",

.Sql/*/read",
.Storage/*/read",
.Web/*/read"

L1,

"DataActions": [],

"NotDataActions": [],

"AssignableScopes": [
"/subscriptions/{your-subscription-id}"

EHE Azure ER
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R RRERA S E R M

EWRFBREM Azure 2 & | RIS ERTBSEH REEAZHEIMERH

RHEERER Azure STRIMNETEI ID
& — T #i8 LA ST A B Es

1. 7 AWS DevOps RERRXEZAF , ERNENAKERERXNZE
2. IIEEEREIER

. ERERFRERYP , B—THE

4. ZEH Azure

5.

6.

LS EITHRARNRBRA MR TN, RRBRRESH Azure REH T AL,
EIE Azure ERELR

- WMRERTE - EYREREIERY , RERFRERSFIHAERN Azure FTE,
- BERATR - B EFEGFIHRETRASZEHNER , FERERFEEFEFRIGIE , RRE-T8
BR. EFEEIRFBREM,

- BEREM - EEXT LB Azure ZinEM , B TERMAEEELMREM. XALEBRMAE
Agent Space EE#,

JE1% Azure DevOps

Azure DevOps B & A AWS DevOps Agent 7HY Azure DevOps B H R EENEBEHTELR
#, REERXIURENREENMBBERESHETRE , SHBEINBENRERRE,

JEZ : Azure DevOps BB W LA 2R B Azure Repos., GitHub = Bitbucket I RAE
NG, ERFRIRMHEAM , Azure DevOps B MU LI ENEBHTEL LK. T8 ,
EECHAECHEAFHNERNRRERD K REEXREBIENES D BIELR , Hl0 the
section called “i### GitHub”, Bitoucket PV RBERBELEB L E S EEFEL

HESEEWELSER | £ AWS IRFE#REEMM Azure DevOps , ARG EEREEFIZERAEZHE
M EAB#.

TORIRAF

iE#E Azure DevOps Z 8l , BEELREES -
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- FHL AWS DevOps REREREZA

- ELE-—RBERTERMFEMNEERE L LM Azure DevOps 8 #8

- BEERAEFIEE Azure DevOps #BBHIEF AT

- $HEEEERESE - BB Microsoft Entra ID FEI{TEESREZEFFAINIRS

- BRERAENEMAEZE : EAREBMS S 2 BRESF A/ Entra BAEN |, BURE AWS BAVIRFE R
RELSSBE

AR BEULR RERXTZEARRER. ESEEEEER , R—THE , ARER
Azure DevOps, H1ER Azure DevOps & R5EM , T A 2L 5 BETREEM.

B EE & [ EFFE M Azure DevOps
ERSREFEACEAUAEAERNRERE AWS DevOps REERNZEERARER.,
SR 1. BmEE

1. BAAWS EEBXHAWEEZE AWS DevOps REBER XA
2. FIETRERMERE

3. #F Azure DevOps EE , RE L — T M

4. HIRIE R ABH Azure DevOps #8218

FR2: REEERE

1. B—TL#EE - RIRSSEBEFHERZE Microsoft Entra EEERIEZEEHMH
2. FREEHITEBERERTNERAETRIREEA
3. MBI IR F ¥ AWS DevOps Agent ERERNMEZ

SR 3 TRERERE

1. EEEEER K RMERTECAAERERE  URBENS S AREEAFNKE
2. FFABRMER Azure HAFMIIRFZEA
3. R ®k , RRSREEME R E K IIMER AWS DevOps REREXNEEZA

% BB 4 : 7£ Azure DevOps 1% F 17U
BS B T HMWIE Azure DevOps AEFFEUE. EFHEBFEAERES AWS DevOps REE,

iE$# Azure DevOps 708
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#granting-access-in-azure-devops

AWS DevOps REEZX EREES

%38 fE AR FEMEE M Azure DevOps

FERREXFMRE Azure EIRH Azure DevOps 2B H A, MREETEK Azure ERHEARERG
i, aTLABkEI4E Azure DevOps 1% FFEUE,

S 1 & ADO FERREXEM

1. £ AWS DevOps RERERE#ZAD , s EREEER
2. 8F Azure ElREER , ARE—T M

3. BEVERARER MG E

$ER 2 B FBRELRMN Entra BEAER
EBEFEAPERNET, XU

1. E AWS tREFRAAEEBAEE D (£ IAM E2AT | siERERE - BEHBA 5 D)
2. 7 Microsoft Entra ID H3 3 Entra EARER , EAREBNEARER
3. EEARER LREHME T BH

HER 3 RUEMFAER

ERT5EEEREMKRE

- #AF ID - Azure A F & B

- HAFER -HAFNETRER

- FiIF4 ID-Entra EFAEXMWEARX (AF& ) ID
- HR-BEBZAERNBRELRF

R4 EYIAMAE

EREBTRARREME  EEHEN IAM AR, © A AWS DevOps REERNEEEAERY
WA sts:GetWebIdentityToken,

SER 5 STREEM

1. £ AWS DevOps REBRER T2 & hiESIERE
2. B— TR LR
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AWS DevOps REEZX EREES

% B8 6 : 7€ Azure DevOps 1% F 17U

AEZ2E T HWIE Azure DevOps IR FEFEE. EFHEEREN K BSATEAESMER_AELN
Entra FERATE,

£ Azure DevOps F# F17EUE

gME  SEAREXFEEUERF Azure DevOps 8%, EEEREMERREN MG EM IS BRHE
G
1. £ Azure DevOps H |, BIFMEMBELE > FEHAE > FEFERE

. B EEMARER (AWS DevOps Agent for Admin Consent & EH K Entra ERAREXARERARERG
i )

B RRERER

CEFEESRT  EREFEERAEERNER
. £ Azure DevOps FHE T , IBENE REBEEER

R THEUER

N

o O b~ W

ZE£FEXR  EEK Project Readers &4, MEENAUMAZERRE , BREEXRHEA
MEEIRIE , WRHIRBREREIAREBNEE, BREEE AR BIEFTHEEEZXIEEM
BTROIEANBERER , W I5E B Azure DevOps BEREEI AR

S ERETRASZEEE A

TEWR P EMREEM Azure DevOps 2 & , B EBERELN RIEEN = [E BB

1. 7 AWS DevOps RERXE#HAH , ERENREREXZTH
HI{ENBER B R

EEEERD , H—T#HHE

eI AR At & B E EEL Azure DevOps
RUAZERNTHNBFEFENER

& — T #T8 SA5T B B B

2L

B2 Azure DevOps E#F

- BEERNER - EURRCIERY , EEERRSSLAAAERE Azure DevOps X,
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AWS DevOps RER A% ER
- BREX-FETHERATRASZENER , FEEEERPTENER , ARE-TBE.

- BEREEM - EETLBER Azure DevOps 5t , FBRIETHRER M E EEMAMEREM, XELBRA
A Agent Space EaBt,

E#RZE CIICD &

CI/ICD EEE SR AWS DevOps RERAEZNE Y EREHEEEA RS ERRESHEIRA
Bf, FEEEEEN CI/CD g/ , RERXATLUERIERBE4IU A HE AWS EIFE A , LB
A B4R R EEREARR,

AWS DevOps Agent ZEB ML BREF X ZEHM CI/CD FAES :

1. \RFEREEM - /£ AWS IR F B iREEMERY CI/ICD g/ —IX
2. ERAEZHER - RBENEBER B EERIRFEERZEERAEER

WHEIREBEZETRASZEELA CI/CD RIEEHZM , EREESECTEERBLERNIBME
#llo

S H#EM CI/ICD HIERS

AWS DevOps Agent X#&E T % CI/CD ¥£5&

- GitHub - £/ AWS DevOps Agent GitHub FEARE X # GitHub.com E#EfFE. GitHub

» GitLab - #& GitLab.com,2 & GitLab 1T {ER N AJ 2B FEAK B KFTE GitLab B EEER,
8

« the section called “&3% GitHub”
« the section called “&3% GitLab”

E# GitHub

GitHub &1 &E AWS DevOps REREXNEEHREHEERERNBREELZKTBEH, LHLES
BREMELSE : GitHub WIRFBREEM , EEKISEREFEEEFEEMEA Agent Spaces.

AWS DevOps Agent [@ 88 GitHub.com (SaaS) # GitHub Enterprise Server ( BEFEE ) #1T7{E
%,

= CICD B8 T


http://GitHub.com
http://gitlab.com

AWS DevOps REEZX EREES

FORIFAF

E#E GitHub 28l |, FBREERSE

« 77HL AWS DevOps REEREEBEXIEA
- BEEEEEHTN GitHub FEAHERS RAE
- EENIRFSREBPRE GitHub ERERIRE

¥ GitHub Enterprise Server , BHEE :

- & HTTPS ZEIHY GitHub Enterprise Server #11T{E 58 (3.x MR EH AR A )
« GitHub Enterprise Server #{T{E8# HTTPS URL ( %% https://github.example.com)
- (B ) LEEEF , MEEH GitHub Enterprise Server #1T{E 8 &% /B 1EEY

ZEfi GitHub ( /REE#K )

GitHub B7% AWS tRFE#kaEM , WERIRFPNAMEERASZEHA. SE AWS IRFIAFEF
it —IX GitHub,

TR EEEEEHER

1. B AAWS EEXI A

2. BEF AWS DevOps RERAEXEA
3. BIEIEEREIRE

4. EEERRF , E—T#HHE

5. € H ARMEFEPEN GitHub

R GitHub AR , RS R RELEM,
SR 2 BREEREH

£ TS GitHub tRE/4RE SEL | BREGREUFEHEREB S 9 ELR

- FRE-EEFEAESBANERERNEA GitHub tRS
« Organization - £ A GitHub tkF , AIEZEAE —XBEZEERRE
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MRIBEELRE GitHub Enterprise Server #1T{E# , FFAE A GitHub Enterprise Server % Bl
W, AR AZITERK HTTPS URL ( lf0 https://github.example.com),

MRER GitHub Enterprise Server #{TEB B L ABFE , BRI LLEERELEER , LAFF AWS
DevOps REERXZL i EREECHWEITER. MFEFME , 52 Bthe section called “EREFE

AAETE

(@ Note
A7 URL R EE /api/VvIREMERHEE — FEBAER URL,

BB 3 : BRE GitHub FEARER

R—TRIXURKREARXERERF. 2BXRFRBERETERE GitHub.com = GitHub
Enterprise Server ARG,

¥ GitHub.com

1. B EFHEME GitHub JA R % AWS DevOps Agent GitHub FEFTER.
2. EMELRREARINIKRS AR
3. EAREI LFF AWS DevOps Agent I ERHNREFEZWEH  SELEEH.

¥7 GitHub Enterprise Server

GitHub Enterprise Server £/ GitHub EABRXNEFBEERRE , BHEENHITER LEREH
GitHub FERRE R, E2%F GitHub Enterprise Server $i{T BN MEEZHE M,

1. BN BB RS EFH E[MZE GitHub Enterprise Server #i1T{EREH T GitHub EFARER ., HE.
2. R ETNEARABBEEALEA, BULIAEEEFERE, H—TEI GitHub ERER,

3. RIEEREEME@E AWS DevOps REERX , RN EEA SR EAFTERNBUNEEAER
EAEHR

SER4 BHREFELTHEE

1. B8 EE GitHub BARAN L ERRERH,
2. EMEAMEAEXFINMER
- hEREE - RTA B IR RFEHFENFEUE
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AWS DevOps RER A% ER
- EERRTE - RENIRFREBERRERTE

3. B—TRENRHE,

4. RtEEEFHED D AWS DevOps REREAEZE , HH GitHub EEIRFERERAEEM,

BREFEERE AEEAZH
IR P B GitHub 2% , BALUSHERFEEREMEBIETRASEM

1. £ AWS DevOps REREXF#E&F , ERENRKERAZH
Bl AN AR5 RE

HEEEERSD , B—T#HiE

R A RAEFEPERN GitHub
EMELERAESZEEENFTFETS

B — T #H8 DA ST AGE AR

o a0 &~ DN

BRI LR ENESTER B TENREESREZEEITER Agent Spaces.
7 & GitHub FEARER
The AWS DevOps Agent GitHub FEFAE :

- BREBEENENFETE

- BRIBEHNHMREATESH

- AFF AWS DevOps REREASENGEFHRESHELBH
- WALABEREEIR GitHub FREMBR %

¥ 7 GitHub Enterprise Server , GitHub EARX SEZMPBEBEENHTER LE L, BALUE
BERE > ERAER > SZEM GitHub EAERAREEEARINRBTEFIESSHRRTE, BE
TEMBREARIESR  BAERE > BB ABRKE > GitHub ERAREX.

EIE GitHub E#R
- BENREEFH - FESE GitHub BRRAEX W ERNMEEE , FEEEN GitHub 1k FSRABRIERE

( =% GitHub Enterprise Server #{TEBE ) . BEZER%EM GitHub BAEX , UAREB KR AWS
DevOps Agent FERZNAEAE,

E#E GitHub 114
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- RIFEZWFEEE - £ AWS DevOps REBERTEAH , BIEHWAREBEERNZEE , RETEIHAES
SIS , fEEERTRAERNFEREE,

- BBR GitHub E#R - ZEFET GitHub HERAEZHEIER , BETEERTIEIER , ARIER
—TBER, EEXTEMREE GitHub FERARER , 3% GitHub IRFRABREREBRZE T, HR
GitHub Enterprise Server , iR GitHub FEAEXN R EE MBS EEEANMTER L2 |, FitE
ALLBRETSERERER | FERHIT T IIMIERE
- BBREZHEERAES - 5iARE > EARER > Z€M GitHub BARER | #—TEARSX LHNRE ,

REMBBRLZEERRER,

- MIBRERER - BiERE > AR AERE > GitHub EARR., BEERER. siEERESIHE
] RBZBEMER GitHub ERRER . B4 : MBR GitHub ERAREXRXKAMN , EEER, MER
MERe , AIEEH AWS DevOps KEREN LA MBEENEM GitHub Enterprise Server , 2L
BAUFWERRER,

E % GitLab

GitLab & A& AWS DevOps RERA ¢ GitLab EEBERNE , UEESHOEHBBNERAE,
LR SEEMEZDER : GitLab Wik EREM , BEEK R EERERE(ER] Agent Spaces.

M GitLab ( lREE#K )

GitLab B AWS tkRFEBiREEM , L EZIRFHFNFAEERASZEAR, ENFRASZEEZET
LREBEREERERANREERASZER.

TR EEFTEEMHER

1. BAAWS EEF#A

2. BEZE AWS DevOps REEREEA

3. HIFRE I RMEREE (A EERFR)

4. EEETHIRAMERERTSZK GitLab , AEiR— T

SER 2 : X% GitLab E4F

£ GitLab FMEM®E L , FRETHIER :

ERER - ERERUEASREES DER

- BA (TBE) - EEEAERBANREENER GitLab FHERF
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« BiiH - % GitLab 1 , B LEAFAREREE -HZEHBER

GitLab #{TIERREE - BIFLEEEDN GitLab HITERER

- GitLab.com ( &% ) - F GitLab R

- AABREFEHMNBRITE GitLab- &M GitLab BRTIE R A |, 4 URL 12444 GitLab 1T
Eee

® Note
B AEX B LFFEN GitLab #ITER.

FEZEH - 1214 GitLab BAFZRZH :

1. EEBNRAERRSIERD , BALW GitLab 1RF
2. EEZHNERERE , ARERFNER
3. FATHFIRIFNEARRES
- read_repository - FEUREFEARKEE
« read_virtual_registry - FEUERZEESTREE
- read_registry - FREHEEAFEE
« api-BEHAIEA API FRUGEE

« self_rotate - MREHEFEE, AWS DevOps KERERXB oI FZEIINE , ERESIER
Ihee, MENHTIE AIRERRFEEELMOER,

BFAHABHRERAKRBMAREERS 365 X
BREENFR

IRE AWS DevOps REBREXEHE A
BFRFREE TFEIRFR WLt

N o o &

HR 3 TR
(1ERA ) BR - 5§ AWS BRI E GitLab FEMASLEBIER

B—T T —SUBRENERE , ARR-TRXIXUZEMK GitLab sEEF. RiESRIFENFIERIL
BIER.

= GitLab 116



AWS DevOps REEZX EREES

RERERE REBEEAZRE

EIRFBMREM GitLab 2% , BRI LUSISEZERERE@E AR Agent Spaces :

1. £ AWS DevOps REREXF#EA&F , ERENKERAZH
Bl AN RER 5 RE

HEEERERT , E—T#HHE

R AR EBFEHIREN GitLab
EINERENERASZEHEER GitLab X

B—TRHfF

2

AWS DevOps RERENASERELHRM GitLab Pipelines & , LBHRARAE,
B GitLab E#R
- EMTFIER - IRENEFRENBHHIFTEZERN , BULIERFBRIEH GitLab 75 , 2A7E

AWS DevOps REREXNETEAEFEHT,

- BEERNER - £ AWS DevOps REEXETEAH , BERENREEXZE , KARAEEERSI
BE A fEEERTRAERNESR.

- BBR GitLab E#R - EEFHH GitLab EREFTRAEZTENER , FEEEERTERER , AR
B—THBER, BExT2BER GitLab i , FFLEHELFTE Agent Spaces HBER , REEIRFER
il BREE R

HE#Z MCP faliR25

BREARBABE (MCP) ARzRERBRMUREANMATHEAMTE, AITERRRENREERRFENE
FHEEUE |, 2RKIER AWS DevOps KERANFERE, AIEFRANAH MCP f[IIREFERE AWS
DevOps Agent.

=X
B MCP RS2 , HREANARSBES FHER

- WERHTTP B@MEFAIGE - EXEEFASRR HTTP EHER M ER MCP @RS,
- B5BMEXE - MCP ARaF4EXE OAuth 2.0 55 BBERER AP £R/SHRE S HRE.
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ZEEE

1% MCP fAfR=51E#E AWS DevOps RERERK , FERE T IZ£EMH :

- TERFBE - BEZRAAFIIH Agent Space FIENEELTR , MARKE MCP AR KA
TE, MBNMAHEBEEZERASZEHNEETE E%%EEE%HEAEEFEJEP %%E MCP TE,

5

AR A MCPIENIERE LERA 64,

- BTEAER - B5] MCP ARBAUEETRIBTEARENENE G, MEFHMEEN , F2HEET
SEARTE : AWS DevOps RERER LS,

- HEIENEFH -EAFIHEEMCP IR , ¥RRETHBEBEAENRAAFEETT.

AWS DevOps RERERZLM MFERFIANARETERNFMER |

3
¢

B o

® Note
WMEREH MCP AR ALEREE L | 552 E] the section called “EHREZFEEETLE”

atflt MCP fAfR=: ( WRFE#R )

MCP fafR3 & AWS tRFBREM , Y EXIRFPNMEERAEZE 2ERA. BRERAEZ
BEE ALl EE MCP ks EZMMMENFELER,

HBR 1 MCP ARRFFMAEF

1. B A AWS EBFIEA
2. BEZE AWS DevOps REEXEEA
3. BiERE N RMEREE ( TEAEEERFE )
4. EAAHERMERPSK MCP AR , ARR—TEM
5. % MCP fAfR=rsF#IEARE L , WA THER
- B - WA MCP AR HERMEE B
im B URL — 31 A MCP AR5 im B HI ST HTTPS URL
- BR (EA) - #EHER BB R BRERH B B
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ERAEER

- MABEAFRIEMM - WREBERFF AWS DevOps KEEX BB @ MCP fRIBREFH R M AR2R

AEf , FEIEEUL AR B
6. B-TT~—%

® Note
MCP {a]fR259% 2 URL 2 REEIRF FH AWS CloudTrail B,

TER 2 BERE
iZH MCP fRIfRESM B D EBFE % -
OAuth AFIwmZEAER - INREH MCP @R3EEA OAuth HFIRmZEAEBRARE :

1. 1ZH OAuth IFIRZE A& R
2. %—TT—%

OAuth 3LO ( =5|%% OAuth) - Z1R &K MCP fa R85 £/ OAuth 3LO HITH 7B

1. 32EL OAuth 3LO
2. %—TT—%

APl £ — t1R&EH MCP AR ER API €85 2R

1. 32EL AP| &8
2. %—TT—%

SER 3 REMERE
RIBZENN S D BREHEAREHLMRESH
B OAuth AFImBEAESR

1. AP ID - @ A OAuth AF IR A Fi% ID
2. AF W% - B A OAuth i Fint) A Fini®
3. Exchange URL — # A OAuth ##t X #iim B URL

= MCP fAfRER (1RFEMR )
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ERAEER

4. Exchange 28 - @ A OAuth BRI XS EIUAFR RIEETERR
5. FTIEEIE - #8529 BFEM OAuth EE

6. B-— T T~—%

#7 OAuth 3LO :

1. AF#w ID - @A OAuth AF R A FiR ID

2. AFmME - MREH OAuth AFIREE , FBW A OAuth A PR A F iR %
3. Exchange URL — 8 A OAuth X #ii% 2 URL

4. 2 URL - WA OAuth iR % URL

5. BB EE - REM OAuth AF R EEXBE , FERULEUS
6. FMIMHE - ¥ 1€ 557 BEH OAuth $E

7. B—TTF—%

¥ APl £48 -

1. B\ API £ B8

2. MAKERRPEE API £BNWEEZRB
3. AR AP £8R1E

4. B—TT—%

SER 4 MEYRR

1. ®EIPFE MCP fal R 2R/ R FF A &

2. H— TR KM

3. AWS DevOps U5 E K MCP {7 Rk 25 AV E#R
4. BhERR R , B MCP [BRFBAEEIRF iR

EEBRAESZEPHRE MCP TR

R F B MCP ARER & |, BRI LEREXMARB[AIHL T B[ H4FE Agent Spaces £ :

1. £ AWS DevOps RERAETZAHF , BERENRERAZHE

EERAEZEPERE MCP TR
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2. BIEThRER BIER
3. &£ MCP fAfRzRE R+ , &R—T#1¥
4. BERLEERZHETRASZENSEM MCP RIR::
5. X E Agent Space FER {1t MCP fRIfREFEAMLETE .
- RFFFMETIE - & MCP ARSFHFHAMEIEHTH
- BREEIR - IEAREBEEAEENTIE
6. H—T#E , & MCP ARFERELNETRAEZE

AWS DevOps RERXRAE M ELRBERIZHNBSHM , £/ MCP ARSBHWAEETL,
B MCP fal Bk 85Z#%

BB RBRE - RN REBRIZEEN , BBEEEHNEM MCP [ARSE. EEZE AWS
DevOps RERAETHATNIEREMAERT , SHEN MCP [R:S , BREMERPHWEE , A&
BR—THEUEEM, 2 L AN I REBEAERTMELN MCP [RREE , REEHME I Agent
Space HEfAI 4 EE3E,

WALERRA MCP AfR:E - EEEEMAEREFTRAEZEN MCP AR:R , FENENEFRARSE
B, BEYEREIER , ARRE MCP ARFER, S UEEREMENNIE,

BER MCP fAlIRZFERR - HEHE MCP ARFETRABZHAVER , FB1E MCP ARRERHER
AR  RRR-TBR, 8ETEMER MCP [RRFEM A FLEHEEMEETRAEZEHFEE , R
#MIBRIR S B R

MR RE

« &% in AWS DevOps RERER
- BREREERXTEH

- BRTREARE

BEZE AWS IRF

IRE AWS iRk F AI#E AWS DevOps REREAREMLBF ZE AWS IRFHNER, EEHNEARXER
ZERFE , EABIRFUTHRERERASESHHEHEBAIEEMEHEER, HBEUEAEXHN
REMNERNESFNARRESNAEERM,

BE NCP B EER oY
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ERAEER

FeRIRAF
#FRE AWS IRF 28, FBRELE :

. EFERREERFHH AWS DevOps REERFiEA
-« XRE AWS (RFHNEEFEE
- EXREREFHEIAGH IAM FFA

#ERE AWS 1RF

BRT THISB I, BB LAFER the section called “AWS DevOps Agent CLI APFI3EET" AR ERE

HRAFERERS
SR 1 BMEBREIRFERE

1. BAAWS EEFEAWEESE AWS DevOps RERXE#EA

2. ERENERAEZEHE

3. BIENAER 5 RE

4. EERERT , SHRERFEFER
5. B—T#E

SER2 EEAGER

1. ERENACTERUT  BASKERERFHIEINACER
2. FARMER - TREBERFHFELACGE K SE8BRERT
3. BRFERAPRUNEERRK , YHBEAFETF=EH

SERI ERBRFAEYEE

1. BRGTR BB S REIER W EAXRE AWS IEEHH IAM 24
2. BEZ AM>AfR>EUAR

3. BENETEEBXR

4. BE FIREH R 2 BENEFEBIR

5 B—TT—%

TORIRE
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HER 4 EiEAWS ZEBE

1. EFFABEREER S , B2 AlOpsAssistantPolicy
2. ZHY AlOpsAssistantPolicy 3 & BUR 5= B UG
3. —-—TT—%

SRS mBRALEVAE

—

EAGEBRLY K BASESR 2 PRUNEEZCERE
2. (ER) FEHRUGEEBAEHNEN

3. REGEBRENEREAFFA

4. E-TERUAE

SR 6 EREAERER

CEIAM E2A8H | ERIERNENBZINAR

BRI RSIER

BR—T#EHF > BEIASRBE

{0 E| JSON R5|ZEH,

BREBESR 2 PRTFHBE

HEBURBEE] IAM 32 A #Y JSON #REERR

B—TT—-%

RERNBRBERHWERE (Hl10 "DevOpsAgentinlinePolicy ;s )
B—TEBIBX

—

© © N o g M b

SR 7 : STRRAERE

1. BREIEERF HH AWS DevOps REREX FiE A
2. B—TT—HUERRERFHERE

3. BRERMEETRAERF
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THRLERNBER

AWS DevOps Agent EE=AIBERTH , TREEFBXERFHFNEIR

- SEBE - AFEERFFH AWS DevOps REERXBEXZRFPINAC, ESEUIKRF ZEH
S1ERR.

- AlOpsAssistantPolicy (AWS ZE X ) - 12t AWS DevOps RERAAEXRERF P ERMEN
BOOMETERT T, LLINERE #ERE AWS | MTERTIE R DIRERF E T,

« ARBGR - REAEEXAZHERSENEMETT, tERSRBENERASZHREEE , I
TREE SR ERS AN,

HEEIRF S, AWS DevOps R IAM A @A BN REERERFFRINAS,
BEERERF

- BELERIRE - EUWRERSIFERP , KERRFERSIHAEERNRERS R ELERRE,
- B IAM B - REFEBYET  FEMERIRERFHPAGHARBEK, BESVLE

o
- BRRERF - EEFENEERIEIRE  FEXRXERRIFEDZRZRSE , AR E—-TEBR, EF
ZMERIREBRFEHH IAM A6,

1 158 A 3R

AWS DevOps Agent IR = BEH IR HRNH X,

NENELES

BBl , AWS DevOps Agent XIEEBRELEMESH Dynatrace FAE , IRAATHIER .

- B RBET - AWS DevOps RIEFEN 21EiB a AWS DevOps KEBRERFEEHR Dynatrace MCP fd
fRES , A AN ERNEERRIGEREHN DevOps REEXZEHE,

- BEMLFAEME - ATLAEE Dynatrace TERER B R B Dynatrace BB B4 FRAE.,

- ERHBEME - AWS DevOps RERER AT LUEB AWS DevOps REZERFEE M Dynatrace MCP fd
RESFAERER , ATLLEBEWE Dynatrace &8,

- MRREEFH - AWS DevOps RERA XK EBBELR. BLAREIMNELENERBITERHE
Dynatrace fEF &/ H .
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ERTHREQRS K F2H

\

i

- the section called “i#1% Dynatrace”

NENERES

Bl , AWS DevOps Agent XEEFERENEMESH AWS
CloudWatch, Datadog. Grafana., New Relic # Splunk fEA %,

ZEREERY  RENEZEQESNBEAERE , RMESE AP SRNEREERE SR T
AWS DevOps RERAASEAELEAERETENBRRE , TREHEAHERETEAR
HY,

AWS CloudWatch REMNEOES T EEZLHENRE , YA THIER :
« HEERBE - AWS DevOps REERNGEBERENEENRE AWS EIRIRE , FHATANE
BN EIR RN RSN DevOps RERER 2 #EE,

- BAIBEMRE - AWS DevOps REEZXTLUEBEENARE AWS EintR FALHBREEN IAM &
& (IAM) BEBER , T EBE AWS CloudWatch &3,

Datadog. Grafana, New Relic ¥ Splunk REH 1 EFREBSFEREXBMATHIER :
- BEMLTAEMHIE - LAERE Datadog. Grafana, New Relic # Splunk =4k g 3% 1Ei1B AWS
DevOps XEFE 3\ Webhook #9 AWS DevOps RERENEHHRAE,

- ERBEME - AWS DevOps RERZEX A LEEBSEMHERNER MCP AREFAERHER , B
FEME Datadog. Grafana, New Relic 1 Splunk #&38l,

ERTHENES  F2HRUATRE

« the section called “&E3%
« the section called “&E3%
« the section called “EEZFE A"

« the section called “i#31% Splunk”

DataDog”

Grafana”
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Bring-your-own3& 8l 3R

HAEREMZRHER |, 21E Prometheus 161 |, LA LAFI A AWS DevOps RIBZ X Webhook
MCP fAfRZERE SN X &,

£ E 7 f#bring-your-own®4 | B2BEUTRSA

« the section called “3%&i8 Webhook 4 f DevOps REBER"
« the section called “iE# MCP faiR23"

JE$Z Dynatrace
NENEQES
Bl , AWS DevOps Agent SIEEFREL MESH Dynatrace £AE , IRAATHIIER .

- HREERMS - AWS DevOps RER X AGFE A Dynatrace IR A A #Y B 88 MBI R R IGAEH
DevOps IR 2= BH#E,

- BEMLFAEME - ATLAEE Dynatrace TERER B R B Dynatrace BB B4R RAE,

- EBAEERE - AWS DevOps RIEBFE AT LUiEB AWS DevOps RIEBFEHFEE M Dynatrace MCP {7
fRESFAERER , A1 LB &R ME Dynatrace &,

- RREEFH - AWS DevOps RERAEHEBAEHER. BEARRIMNELENERITERGE
Dynatrace &N Ho

L5
AR
INASER Dynatrace AR R KT E =M E -

1. Connect - BB ERFFEREAERERITEZEENFIBIREREIEE Dynatrace FIIERR
2. A - EEBHE Dynatrace RIEMNIFERERNX Z B H A Dynatrace

3. BXELH Dynatrace IRIE - TERIEREMERMR , ILEA Dynatrace , 2 T Webhook F#HEFA ,
DUERIEERRAEZEPIHRAE

HR1 0 ER

337 82 Dynatrace BRIEREL
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Configuration

1.
2.
3.

(o2}

B IRMERER ( TRABEESFE )
EEATHITRREAERERPSZIK Dynatrace , REZE— T
£ Dynatrace FE Y EFFMFTFTH OAuth A Fif.
a. 5528 Dynatrace X
b. EERMER , ET—F
c. WA LASHE B A aEE B BV B8l DevOps Agent Z2[E , #4218 Dynatrace IRIEZEF E # £1 EEZ T 45
ERE
. #& OAuth A Fims% E# A & Dynatrace F#IEF :
- AFRER
- FAF& ID
- AFmME
- 1RF URN
BT TF—-%
. R

$ER 2 B A

EBEERAEZEFRA Dynatrace , I 5% EHE & 1Y & E

Configuration

1.

o a0 A Wb

~

REBRASZHER , ENERASZEHLZE TRBFEES

BRI RERBIER

REGEREER , T #E

#£& X E 5 Dynatrace AREER "E&EM. . H—THHEUBLFTEELENERAEEH

Dynatrace 3R3% ID - {2t R EE It DevOps REEXNZRE BB Dynatrace IR ID,

# A — 5 Z 8 Dynatrace IDs - EL£ A7 B) DevOps RIEBRENIRZRERZEEMNER , 84| TE 2 RS
REARER., WRETHEETUIEBR,

REIMIET T

. 5 Webhook URL #1 Webhook #%, 828 Dynatrace X4 , i EAERHIBZE
Dynatrace,
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SR 3 . BRELM Dynatrace IRiE

& E5E K Dynatrace 8 7E , BFEEE Dynatrace IREFHTHERES R, EE Dynatrace XHEHHY
j:E TNo

X ENEHERET

AWS DevOps Agent £/ Webhook &R B Dynatrace WRIBEEHER, X ENSEHEEHRIRTCHK
mT

EHEHF

EHEARBRAPE, BHERERS

{
"event.id": string;
"event.status": "ACTIVE" | "CLOSED";
"event.status_transition": string;
"event.description": string;
"event.name": string;
"event.category": "AVAILABILITY" | "ERROR" | "SLOWDOWN" | "RESOURCE_CONTENTION" |

"CUSTOM_ALERT" | "MONITORING_UNAVAILABLE" | "INFO";

"event.start"?: string;
"affected_entity_ids"?: string[];

}

BEEH

BRESHANBRELERHRRSUETRESRNALE. SHERERS

"task_id": string;
"task_version": number;
"event.type": "mitigation_request";

BER

ERRFEERAEZEBRARFBAOMEBR LERE, EEX2BRE KL ATRERTHAR
AREEAZEHPBRE , RETUBUEEM.

iE# Dynatrace 128


https://docs.dynatrace.com/docs/shortlink/aws-devops-agent

AWS DevOps REEZX EREES

SRR REBRAEZEBER

1. RERAEZHER , ENFRAEZHLR TREFHENR
2. BEREREIER

3. MTHEBEEANER

4. EH Dynatrace

5. IEBER

HER 2 ERFBUHREM

1. AIERHRHEEE ( TRABEEREFR)

2. BBEBAEMRNER.

3. REEXRAEZHHBAT (MRTREHEMERAEZHHIEE LRSR 1)
4. 2T Dynatrace &R EUHE S

#E$£ DataDog
NENEmMES
B#&l , AWS DevOps Agent XEEEBRENEMEESH Datadog F£AZE , BIATHIER :

- BELTAEER - ERRBHTRESHEEIBEB AWS DevOps REBFER Webhook 9 AWS DevOps
REBRXSEHMRAL,

- ERBEME - AWS DevOps RERX AN EBEERMEENER MCP ARFAETHERER
BEERME,

LR

SR ER

FAREFEURR 2 Y & Datadog =i MCP Ui Bh#YE 4R

Configuration

1. IO RHMERR (TRABEERFE )
2. EER TR ATRREMERRF EK Datadog , AEE— T
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ERAEER

3. B AJ&H Datadog MCP fAlfRESS¥AHE A
- AREFETE - ME—FEBIRF (B0 my-datadog-server)

. ¥ % URL - Datadog MCP faliR85i% 2, %2 URL €4R#% Datadog B mMAFT G,

# Datadog #8 U4 i B R 1%
- FR - EZR A RERER
4. B—TT—%
5. BBIW R

Datadog #8¥4 i Bk

MCP ix % URL &R #% Datadog #¥MAMTE. &ERBIEHNMAL

g2 URL , =2 [77EX Datadog #uh,

Datadog #834

US1 ( &%)

US3

usS5

EU1

AP1

A8 5 41

datadoghq.com

us3.datadoghqg.com

us5.datadoghqg.com

datadoghq.eu

apl.datadoghg.com

e
W

i

MCP % ® URL

https://mcp.datado
ghqg.com/api/unstab
le/mcp-server/mcp

https://mcp.us3.da
tadoghqg.com/api/un
stable/mcp-server/
mcp

https://mcp.us5.da
tadoghq.com/api/un
stable/mcp-server/
mcp

https://mcp.datado
ghqg.eu/api/unstabl
e/mcp-server/mcp

https://mcp.apl.da
tadoghqg.com/api/un

F51E% A Datadog i & 8|E

iE$# DataDog
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ERAEER

Datadog #3814 HE vk

AP2 ap2.datadoghqg.com

Authorization

iEiB T 515 KT OAuth RHE -

- 7f Datadog OAuth EH L LAUEMERE & 2 1R

« MRKREBA , BE-TARH. BA, RAERE
FRIESTK R , Datadog BN EFTEERAEZEFFERA,

HER 2 A

B

HY i B

i

EREERASZBHMA DataDog , WEEE

Configuration

1. REBASZHER , BERNERAESZBAA R TREFEER (WREHRBIETRARZEH ,

2 the section called ‘3 REBEXZHE")
EENRER SRR

M THEBEENER

BT 8

iEEY Datadog

TR

WBIA I T RFEF

B8 Webhook URL 1 AP| £

© N o o ~ b

MCP % ® URL

stable/mcp-server/
mcp

https://mcp.ap2.da
tadoghq.com/api/un
stable/mcp-server/
mcp

3

iE$# DataDog
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S 3 : 5%E Webhook

5 Webhook URL 1 API €88 , BT LAFRE Datadog EEEHLUERTAE |, HlUMRE R,

A TR DevOps REREAWUEAEENEH , FEEERE Webhook WERFE TIIEENER
fEHBHIR, DevOps KERA RS ZKAAE LEBERNEH.

RE HIENERE

method: "POST",

headers: {
"Content-Type": "application/json",
"Authorization": "Bearer <Token>",

+

LA JSON FHREIER I,

eventType: 'incident';

incidentId: string;

action: 'created' | 'updated' | 'closed' | 'resolved';
priority: "CRITICAL" | "HIGH" | "MEDIUM" | "LOW" | "MINIMAL";
title: string;

description?: string;

timestamp?: string;

service?: string;

// The original event generated by service is attached here.
data?: object;

f# A Datadog https://docs.datadoghg.com/integrations/webhooks/ 3% Webhook ( &= , ZHT
BE, K mMECEABFERREE).,

H—2 7 ## : Datadog =% MCP fa iRES
BBR

ERRFEERAESZEBRNEFEBRNMERBR LEE, EEX2BRE  SLATRERCHAR
AREEXZEPBRE , KRR TUHBUEEM

SR REBRASZEBER

1. REBAEZHEHE , ENEFRASZEHLZ T REFHAER

i ## DataDog 132
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AWS DevOps ftER R &R
2. BENMYERIER

. A THEEEAER

4. iEB Datadog

5. BBER

HER 2 IRFBUHREM

1. AIEERHIRHEER (TRABEEREFR)

2. BBEHEMRNEER.

3. MEZXTRAEZEFABAT (MRTREHMERAEZEAPERLARTSE 1)
4. 1% Datadog 3= HYEUHFE

E 1% Grafana

Grafana B4 W& AWS DevOps REBEXNEEHAEHEEN Grafana HITEBFHNIERZ. ERRA
REER, HESEEMELSER : Grafana WIRFBRFEM , ARSEEZIENERAEZME,

ATREREM , Grafana BAERAMETILE, EAIECEAAEELIMA, ERXRTREEX TR
Grafana M{TEBEHAMBNESR , BFEEEY . BIHMEREA Grafana ER , fliERR. RE
RN, MEFHMEN , 2B Security in AWS DevOps Agent.

Grafana E3R
H1EZ Grafana 28l , SBHEELE :
« Grafana 9.0 iREEF A, HRERD AP imEh | FLETHEE | 455 REE R RAENIRIE | TTReE

& IE R F B AR

o TEIB HTTPS FH Grafana #{T{EE. RRBXELAEMNALEREK KRS, BBLEREKRER , £
Grafana FI{TEB AT AERE LA ERABMEREZEINN VPC RitE, MEFMEN , 52 /Bthe section
called “BEEFBFAE LR,

- BEEEEZBENG 2 FEEHERE Grafana IRIEIRF

X Grafana ({RFB#R )

Grafana B AWS IRFEB#REEM , X EZXIRFHFNMETRAESZEcBEBHA,
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SE 1 : 5E Grafana

1. BAAWS EEXEA
2. BEZE AWS DevOps RERNERA
3. BifERE LR ERE ( IRANEEHEFE )
4. BEJTHATRREMEERP SR Grafana , REE— TR
5. #£3%E Grafana EE L , A THIEM :
- RBEERE (HLE) - FARYEF . EFRMNERBEA Grafana RIRIF[HFREETE, H120 my-

grafana-server,

 Grafana URL ( #E ) -8 A Grafana #{TEBHTE HTTPS URL, il https://
myinstance.grafana.net,

« BRBIRFEMFEN (L4E) - B A Grafana RFIRFFRFRN. FRAEEMU BFBglsa_, FERE
MERBIRFFAF , FEEEER Grafana FITER , BIEEE > RKIRF , £RARERAGEN
RIS |, WEEFRF,

« IR (EA) - FWEARAGEEBIRRESE B, Bl Production Grafana server
for monitoringe.

6. (iBA) # AWS EBRFICEFMABABER,
7. %—TT—%

S’ 2 : EAXIRR Grafana 5l

1. WBIFTE Grafana fARESFAE A

2. B— TR LR

3. RINEEME , Grafana @ HIBREREHIREEEEMN B M ERF

7% Grafana Fig E R EBEX =™

EWRFBMREEM Grafana 2#& , LA HEREERHERAEZME :

1. £ AWS DevOps RERAF#EHAF , BRENKERXZH
2. BIETRER SRR

3. EEAEERY , EH—THE

4. fev] At rEREE JIEE Grafana

iE# Grafana 134
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5. B~ T

=L

=% 7E Grafana 2/~ Webhook

B LA Grafana B2 E R/ EIEIB Grafana & B EIX Webhook RIZEE X S B B Eh 53¢ AWS DevOps
REERAXFAE, WMF Webhook 0BT HEZNBEEENFMESN , 552 B the section called “EiB
Webhook I} DevOps XEFE",

SR BUBFTBHES
HIEH Grafana $TER+ , BEZER > BHigH > BHNEX , XEATIHIATEMIMHER

{{ define "devops-agent-payload" }}
{
"eventType": "incident",
"incidentId": "{{ (index .Alerts 0).Labels.alertname }}-{{ (index .Alerts
Q@) .Fingerprint }3}",
"action": "{{ if eq .Status "resolved" }}resolved{{ else }}created{{ end }1}",
"priority": "{{ if eq .Status "resolved" }IMEDIUM{{ else }}HIGH{{ end }}",
"title": "{{ (index .Alerts @).Labels.alertname }1}",
"description": "{{ (index .Alerts 0).Annotations.summary }}",
"service": "{{ if (index .Alerts 0).Labels.job }}{{ (index .Alerts 0).Labels.job }}
{{ else }}grafana{{ end }}",
"timestamp": "{{ (index .Alerts @).StartsAt }}",
"data": {
"metadata": {
{{ range $k, $v := (index .Alerts 0).Labels }}
" $k 33 {{ $v 33,
{{ end }}
"_source": "grafana"
}
}
}
{{ end }}

WEAEA Grafana B REN LA AWS DevOps RIEBFZNFEHIRY Webhook A EHiFEE., TEFREE
8, FEAREBMRFIEENECD YIS EREEEEADEENR.

AE MEARESREFHAFNE —@IRE, BIBTER , Grafana 252 EHEE
ROEABE—BHN, ZERAENEEASEER , BFECNBERNBRBRESK 9
fHalertname, A\ , WEARFT R HERERFEBTHELK JSON £, BRIZEE
BEMsummaryFBTEEE5 R MITEF T , ESELEEUM JSON,
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$HER 2 : B3 Webhook B4 2,

1. 7 Grafana  , BEFETR > BIZE , ARR—THEBER
2. iZH Webhook i BE 4 EH

3. #% URL 5% E A your AWS DevOps Agent Webhook Ui 24

4

. T53# A Webhook 328 E T , IRIBEH Webhook BRI E S D EREEE, MEFMEA |
Webhook & % B 5%,

REFEWMULEREWBETEA : {{ template "devops-agent-payload" . }3}
6. R— T RETFHEE

E
W
B

o

HER 3 BB RAG B A BUR

1. BEFE R > BHABX

2. IMER B BERSE AR BUER

3. BE R BEERE R EE LK Webhook Bi#& 2
4. B—TREBEX

EMTNIREFER | Grafana AL EAFEIZE AWS DevOps REREN , HEBIRKASE,

BR 51

+ ClickHouse E#I2RRLE - B eI~ X #& ClickHouse ERIRIFE L E,
- FEFEFHEH — B Flthe section called “FEEH AP AR Grafana TE, ARRAEHEIZE,

Amazon Managed Grafana ZE2%18

MRIEE AR Amazon Managed Grafana (AMG) , = TSR :

« 7% Webhook Bi#% 2 - AMG B sifE HiZEEHREF T E Webhook B#E B, SEEFER AMG
#$ B R Webhook B #ZEiA ] AWS DevOps REREN. MFFMENR , 5528 Amazon Managed
Grafana PRV E RBii& 2,

- IRIEIRFFRIBH - AMG lRBIRFFRNBHRH ERA 30 X, BKFERGER W EEHB
2 BIE# Grafana 5Efff in AWS DevOps KB, MEFEMAEHREAER , HSEEE Grafana
EiR. WFE AMG FRRFINFMERN , 2B Amazon Managed Grafana F I REEIRF .
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https://docs.aws.amazon.com/grafana/latest/userguide/v9-alerting-explore-contacts.html
#managing-grafana-connections
#managing-grafana-connections
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EIE Grafana B4R

EHMEAEN - MNMREBHRERFZFABHNEEETN , BREDIRHEEEEBUEEMM Grafana , i
RN ZREHNTM,

- BELERNBITER - £ AWS DevOps REEBAFZAYF , BERENHARERRZEH , RARIEDRE
5| R B SRR E AR AV 1 R R

- B Grafana - ZE/ i Grafana BERAEZEWER K FBEEIERPIERE K RBE T8
B, EEZTLBKREM  BABHRFEETRAETERETBER , AR REHEHEEEEUHTM.

BEEREAR
NENWELES
BAl , AWS DevOps Agent TEEERNENECESHHF Relic FAE , A THER

- BEMLTAEER - HEASHTRESER AWS DevOps RIEFZ Webhook 52 AWS DevOps
REBRXSEHMRAE,

- EHBERBE - AWS DevOps RERR AJUEEBEERAMAENRRK MCP fARBFFAEEERER
BEREEA,

E&R

HER1ER

fEARF FEUREE L EE New Relic i&i% MCP i B # &R
FENERPERATETAEAE (FELR/RKL ) REAHES MCP TE,

Configuration

AR LIRMEEHR ( TRANEEEFE )
2. BERATHARARMREBRPSHRIESR , ARKR—TM
3. KBS REB M FER APl £48
4. & A 188 New Relic MCP Rl fR2S API £B5¥MEA -
- 1RF ID : WA RIS FEARIRS ID
- APl &8 : WA LREEH APl £48
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- BIBFEARREENVEZNEBSENE T,
5 &—T %18

$ER 2 B A
ERBEERAEZEPRAHER LR EEHENEHE

Configuration

3

1. REBAEZEHEA , ENERAETEEETRRFMAEN (NMREHKRBIETRAEEM ,
288 the section called ‘3 REBEX =)

2. BEUHRERSIEE
3. A THREEERER
4. BT 8

5. BEGRER

6. F—R

7. BN R THE

8.

#E 5 Webhook URL 1 API &8

S ER 3 : 5%E Webhook

£/ Webhook URL F1 APl €88 , R A LASRE New Relic BB HUBRAE |, flMMRE R, WEHR
E Webhook WVEF#IE A , B2 EE FE M Webhook,

# T #4R DevOps REREX AR EENEM , FREEEE Webhook WERFFE TIIEENER
fEHBHIR, DevOps KERA RS ZMAAFE LEBERNEH.

RE FHIEM BHE

method: "POST",

headers: {
"Content-Type": "application/json",
"Authorization": "Bearer <Token>",

iy

LA JSON FHREIER I,
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{
eventType: 'incident';
incidentId: string;
action: 'created' | 'updated' | 'closed' | 'resolved';
priority: "CRITICAL" | "HIGH" | "MEDIUM" | "LOW" | "MINIMAL";
title: string;
description?: string;
timestamp?: string;
service?: string;
// The original event generated by service is attached here.
data?: object;

£ New Relic https://newrelic.com/instant-observability/webhook-notifications &% Webhook, &1]
DARERREERETR , SUBIERE  WRAFHIE Authorization: Bearer <Token> #i4A
EHE:FEH

HE—5 7 #& : https : //https://docs.newrelic.com/docs/agentic-ai/mcp/overview/

BER

ERRFEERAEZEBRANRFEBRNMERBR LEE, EEX2BRYE K SLATRERTCHAR
AREEAZEHPBRYE , RETUBUHEEM.

SRR REBRAESZEBR

1. REBAEZHEE , ERERASZBAZ TRRFMEA
2. BEIThRER S| EH

3. ATHEEEREE

4, BEGTEAR

5 BB

HER 2 : IR FEUHAEM

1. HIEEIREHERER ( TRAEEERFR)

2. EBHEREMNER.

3. REFRABZENIAT (MRTREHMERABZHTERLALR 1)
4. BETHEARSHHUHEM
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JE$E Splunk

NENEQES

B#&l , AWS DevOps Agent XIEEEFRAREMESH Splunk £AE , MATSIIER

- BELFAEME - Splunk BHAIERE AIEIB AWS DevOps KIEFEI Webhook &% AWS DevOps
REEXNSHHRAE,

- EBHBEEWE - AWS DevOps REREZX JLIEBRSEMERIZIE MCP RRESFAERE , RBRK
M Splunk &,

TR RAF

EY 18§ Splunk AP| Z%F

T E MCP URL FI=FRF 821 # Splunk,
Splunk BB S5 F

BH Splunk EEEFEHIT IR -

- BUA REST API ZE}

- EHEBLRAERS DRE.

- BYFWAE mcp_user , TABTFEEFEMIIEE

- AR 'mep_user IEMGEEE LBIRESER MCP RARFBNEAERE,

- MREAFELBEYFHARSINA , FAVERA mep WREEREEYFHN , YREBEMNIBHY
BF

Splunk EHES R

Splunk EEAEFREHIT RIS ER
* [@ Splunk EEESRGBEEMNER , MRMMESR 7 , AETERMYER. ZHNBERKS

'mep’o
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https://docs.splunk.com/Documentation/SplunkCloud/latest/RESTTUT/RESTandCloud
https://help.splunk.com/en/splunk-cloud-platform/administer/manage-users-and-security/9.2.2406/authenticate-into-the-splunk-platform-with-tokens/enable-or-disable-token-authentication
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L%

SER 1 EHR
EAREFEURE I Splunk Ei#% MCP i#% BHAYE

Configuration

1. s IREHERER (AIRAZEERF )
2. BERATHATRAHERERPZK Splunk , ARR—TaEM
3. B AS&H Splunk MCP fAlfRBSE¥AHEFA

- fIfREEEME - ME—FBIAF ( BIE0 my-splunk-server)

« U2 URL - Splunk MCP {a] BR85S 2 :

https://<YOUR_SPLUNK_DEPLOYMENT_NAME>.api.scs.splunk.com/
<YOUR_SPLUNK_DEPLOYMENT_NAME>/mcp/v1l/

- R - EAN AR EIR

- BRER- ARSI BRIHNASEEREZE . my-splunk-token
- BHE FoREBANASENE

B2 A

EREZRAEZEHRA Splunk , W EHEENEE

Configuration

3

1. R FERAEZHEER , ENERAEZEELZE TRAFAEN (UREHKEBIZRAEZEMH ,
288 the section called “Z2 3 RIBER =)

EENRER SRR
M THEBEEANER
BT #iE

1ZEHY Splunk

TR
BB R T @7

N o o bk~ Db
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8. 85 Webhook URL 1 API £i#

S ER 3 . §¥XE Webhook
5/ Webhook URL 1 AP| &£ , A BIEXE Splunk EEEHUBRAL , flORER.

# T H#{R DevOps REEX A UERBEENEH , FHREBHE Webhook HERNE TIEENER
fEHBHIR, DevOps KERA RS ZKAAFE LEBERNEH.

RE HIENEE

method: "POST",

headers: {
"Content-Type": "application/json",
"Authorization": "Bearer <Token>",

+

LA JSON FHREER I,

eventType: 'incident';

incidentId: string;

action: 'created' | 'updated' | 'closed' | 'resolved';
priority: "CRITICAL" | "HIGH" | "MEDIUM" | "LOW" | "MINIMAL";
title: string;

description?: string;

timestamp?: string;

service?: string;

// The original event generated by service is attached here.
data?: object;

£ Splunk https://help.splunk.com/en/splunk-enterprise/alert-and-respond/alerting-manual/9.4/
configure-alert-actions/use-a-webhook-alert-action 3% Webhook ( FEEE , BRI RE K M2REH
BETEEEE )

HE—S TR

+ Splunk B9 MCP fal R334 : https : //https://help.splunk.com/en/splunk-cloud-platform/mcp-server-
for-splunk-platform/about-mcp-server-for-splunk-platform
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https://help.splunk.com/en/splunk-enterprise/alert-and-respond/alerting-manual/9.4/configure-alert-actions/use-a-webhook-alert-action
https://help.splunk.com/en/splunk-enterprise/alert-and-respond/alerting-manual/9.4/configure-alert-actions/use-a-webhook-alert-action
https://help.splunk.com/en/splunk-cloud-platform/mcp-server-for-splunk-platform/about-mcp-server-for-splunk-platform
https://help.splunk.com/en/splunk-cloud-platform/mcp-server-for-splunk-platform/about-mcp-server-for-splunk-platform
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« Splunk Cloud Platform REST API B9 ZEUE R MR : https : //https://docs.splunk.com/
Documentation/SplunkCloud/latest/RESTTUT/RESTandCloud

+ 7£ Splunk Cloud Platform REE & 5 BEFAF : https : //https://help.splunk.com/en/splunk-cloud-
platform/administer/manage-users-and-security/9.3.2411/authenticate-into-the-splunk-platform-
with-tokens/manage-or-delete-authentication-tokens

« £ Splunk Web B2 MEB A : hitps : //https://docs.splunk.com/Documentation/SplunkCloud/
latest/Security/Addandeditroles

BER

ERRFEERASZEABRANRFERNWERBR LERE, "EX2BRYE K LLALKERERE
MR REEXZEPBER , AR EBUHEEM.

SER1: REBRAESZEBR

1. REBAEZHEE , ERNERASZELZE T RRFMEF
2. BENMYEERSIER
. M THBEERER
4. 1EHL Splunk
5. BBER

HER 2 ERFBUHREM

1. FIAREENRMEEE (TRAZEERR)

2. EBERAEMNER,

3. REZRAEZEFHAT (MRTREHMERABRZEHREELRLSR 1)
4. T Splunk EMEUHFM

EARE R T MEX

AWS DevOps RERN EEZRBSHEKRENEEEE K NALBRHKE. BRI DevOps
Agent BEZ LM EERBMNE RRM , HIM0 ServiceNow H PagerDuty , ABBIRBEHZERBFEE ,
BEEAIERETNEGLEE  UBLEREREBE (MTTR), EHALUE DevOps KEBERREHRE
Slack ZEBiBERM , AEPRFEEFEWRE DevOps REERNWEBHRHE,
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https://help.splunk.com/en/splunk-cloud-platform/administer/manage-users-and-security/9.3.2411/authenticate-into-the-splunk-platform-with-tokens/manage-or-delete-authentication-tokens
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https://docs.splunk.com/Documentation/SplunkCloud/latest/Security/Addandeditroles
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BE TR TEERINHRES  F2HEUATRE

- the section called “i#1% PagerDuty”

« the section called “#1# ServiceNow”

« the section called “;&3% Slack”

JE 1% PagerDuty

PagerDuty 4 A& AWS DevOps REERNEEHFAEN BB EIEHRE , £&8H8 PagerDuty 1RFEFE
MEHEHER., BEPHENREEA. LESFEA OAuth 2.0 #1TZ2 55 BE.

/A Important

AWS DevOps KB E X BB PagerDuty OAuth 2.0 ( #8E OAuth), TXEBEHFEH
E[© uri KWERR PagerDuty OAuth,

PagerDuty &R
1£3E# PagerDuty 2 81 , SBEELRLE :

- BE&ZM OAuth AAF iR ID MA Fin#Z R PagerDuty 1k S

- &M PagerDuty tR P F#a1E ( Bl , WREM PagerDuty URL & https://your-
company.pagerduty.com , 8| F#BiHA your-company)

X PagerDuty
PagerDuty B/ AWS IRFEBHRFM , YEKIREHFHNAIEERASZEZEEA,
$E% 1 : #£ PagerDuty 5% EFEUE

1. BA AWS EEXEA

BEZFE AWS DevOps REBERXEZA

BIREIRMEER ( TRAREEFER )
EBATHWARHRESREEPSIK PagerDuty , REBR— Tk
. B{E1E PagerDuty #REFIREER LHW5IERE .

o & 0N
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BELRY RS B 7

- IRFEE - EEUEMN PagerDuty [BiF (EEIEBUN) , Rz B PagerDuty F#8iE, filan , R
& PagerDuty URL A& https://your-company.pagerduty.com , &% A your-companyo

£ PagerDuty 2 T EARER !

- EEBNBIERFESIEEBSD , BA PagerDuty W EBEZRES > EAEXFZM

- 8 OAuth 2.0 £ OAuth B FWEAER

« EFAT , BFTIRKELELE : incidents.write, incidents.read# services.read
- BAEHESLLAEH AWS DevOps Agent 1 PagerDuty 2 & H) & @@

E OAuth BAER :

- FrOEiE - FTEMNRIEEES : incidents.read, incidents.write, services.read
- AAIFWABE - WA OAuth AFmMNERERTE

- FAFI% ID - 81 AR B PagerDuty FERRZ XM OAuth A F iR ID

- FAFmMWE - @ AR B PagerDuty ERARER M OAuth A FinfE

SER 2 : MBI R PagerDuty 5F 1

1. ®EAFTA PagerDuty #BREFFHE A
2. B— TR TR
3. HThEEM# , PagerDuty @ HIRERE N IRMEEEM B sl MER S

#% PagerDuty $TiEZERABEZEE
EWRFEREEM PagerDuty 2% , BAI LB HERZMEAFRAEZETH :

1. £ AWS DevOps RERAF#EHAF , BREANKERXZH
2. BIENRER SRR

3. EBAERY , EH—T#HE

4. e AR EFE D IER PagerDuty

5. B— T~
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B2 PagerDuty EiF

- EHEAER - MREH OAuth EAERZEEH , FRREHRMEEEBUEEM PagerDuty |, 3
FRAFHNEAE R EHTM,

« WEELR - £ AWS DevOps REREAF#ZEF  ERENREEAZEH , ARBEIHERRESIFREU
BIBERNBAES

- BB PagerDuty - HEH i PagerDuty EERIRASZEMER , FEBARRTENRYE , ARIR—
TBR, FETLBREM  BABERMEERAEZEPER , AREEIRMEEHIUER
.

Webhook 3z &
AWS DevOps KB E X 8 PagerDuty V3 Webhook, FZEEEM Webhook R4,

N PagerDuty V3 Webhook FTRIRIFFMHE R , 552 B PagerDuty B A B34 HY Webhooks #i
B,

1E 1% ServiceNow

AHBREFED 5| EEHE ServiceNow HITERRERE AWS DevOps REREN , BEEBRLRER
BB EHOERE  UKASTRAEERBAERKER. CEITEWMARE ServiceNow #1T1E
BERKBERREIEE DevOps REEXZEH , AR M[A1HFZE DevOops REERXZE BN RF

B E AV B4 o

AMRE

£ — BT ServiceNow FE 3 OAuth ERAERXAFi% , AWS DevOps A A RTFEUEHY ServiceNow
#ITER,

17 ServiceNow OAuth FEARR X A F ik

1. BAHTERNAFREAENREEM

a. sys_properties.list ZERERHFEESHRPES , RARIKREnter B (TIAEFER BE, B
¥ Enter @)

b. EEHTE

c. SBMBHIE®AE , glide.oauth.inbound.client.credential.grant_type.enabledif
HEFIEBA true , MR A true | false

E# ServiceNow 126


https://developer.pagerduty.com/docs/webhooks-overview#webhook-subscriptions
https://developer.pagerduty.com/docs/webhooks-overview#webhook-subscriptions
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Workspaces  Admin System Property - New Record

History

Servicenow Al Favorites
¢ | = System Property
MNew record

# Mame  ie.cauthinbound.client.credential grant_type.enal Application  Global 0]
Description
Choices
Type | true| false w
Value | true
Ignore cache B
Private
Readroles |
Write roles | &

eERREM RS A RPEEE R OAuth > EAREXBZ&HIE
VBRE THL > THEARSER., > TWESL > TOAuth - AFmEBRER T
CBRERBIE OAuth BRAEXEAERES "HEEEE, , ARE-T "fE.

@) Inbound integrations >  of Client credentials grant

New record cancel | (B9
Enter the details for this connection. Learn more about OAuth - Client credentials grant.
Details ~
Name % DAwth application user 3
abeyjohn-servicenow-oauth-client Prablem Administrator v
Client 1D © Client secret &
&7c44e81f7944dfdb483d29820d429¢3 S e ENNNeNEs0NEEINNRBRRRRES £ QD
Comments Active
#
Advanced options (optional) v
W

Auth scopes (optional)
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#I&H ServiceNow OAuth A FimiE#RZE AWS DevOps K E=ZEX

1. WO LR ENERBILER, B8, EEFTREIRHEEEAEEBEA TS ServiceNow , AREIR
— T &M, &, BULLEREBR TR BT DevOps REBENZER , WEEFINEE - B -
¥T18 - ServiceNow , ARER— T,

2. & , &# DevOps Agent FEAERIZE LK OAuth ERARER A FiREEUEK ServiceNow #H{T1E
.

Register ServiceNow

Authorize DevOps Agent to access your ServiceNow account
Client Name

abeyjohn-servicenow-oauth-client

Client ID

67c44eB117344dfdb483d29820d429¢3

Client Secret

Instance URL

https://dev357276 service-now.com/

Cancel Connect
LECEE ®F MELES
- EREEDR , AT Webhook WELE
/A Important
/RN & EJ ﬁ £
ETEBARINENR
Configure Webhook Connection
(@ Association Created Successfully
Your assoclation has been created. Please save the webhook details below as they will not be shown again.
Webhook Configuration @ connected
Use the following webhook details to configure your service instance
Webhook URL
D) https://event-al.us-east-1.api.aws/webhook/servicenow/63e1f71f-5¢70-4d 2b-adc9-4901b141fe29
Webhook Secret
(s}
Close
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EIRH ServiceNow 7835 Al

BIUERE , BMFEEE ServiceNow FEREEERA , B RFEHEZE DevOps Agent Space(s).

1. BEZEHHE - B2 > EHRA , ARE-THE,
2. 1% TERR, MURES "M (4] L0 i TER 5, WRRAREREBA. EHM
fiBR < BENTTo

ServiCenow Al Favorites History Workspaces  Admin Business Rule - New Record <

— Business Rule E T e
QR et A -

A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. More Info

Name | CloudSmith Integration Application  Global
Table [ln(iden: [incident] - Active [
Advanced [
Whentorun  Actions  Advanced

Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run.

When | after w Insert [B

Order 100 Update
Delete B
Query

Filter Conditions | Add Filter Condition || Add OR Clause

-- choose field -- v | --oper— -- value --

Role conditions | &

1. BEF N#ER, Ro|ER , XEHIBT 5 Webhook IS , I TN ER ALEK Webhook R
URL , ABREZ—TER,

(function executeRule(current, previous /*null when async*/ ) {

var WEBHOOK_CONFIG = {
webhookSecret: GlideStringUtil.base64Encode('<<< INSERT WEBHOOK SECRET HERE

>>>"'),
webhookUrl: '<<< INSERT WEBHOOK URL HERE >>>'

};

function generateHMACSignature(payloadString, secret) {
try {
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var mac = new GlideCertificateEncryption();

var signature = mac.generateMac(secret, "HmacSHA256", payloadString);

return signature;

} catch (e) {
gs.error('HMAC generation failed: ' + e);
return null;

function callWebhook(payload, config) {
try {
var timestamp = new Date().toIS0String();
var payloadString = JSON.stringify(payload);
var payloadWithTimestamp ="${timestamp}:${payloadString}";

var signature = generateHMACSignature(payloadWithTimestamp,
config.webhookSecret);

if (!signature) {
gs.error('Failed to generate signature');
return false;

gs.info('Generated signature: ' + signature);

var request = new sn_ws.RESTMessageV2();
request.setEndpoint(config.webhookUrl);
request.setHttpMethod('POST"');
request.setRequestHeader('Content-Type', 'application/json');
request.setRequestHeader('x-amzn-event-signature', signature);
request.setRequestHeader('x-amzn-event-timestamp', timestamp);
request.setRequestBody(payloadString);

var response = request.execute();

var httpStatus = response.getStatusCode();

var responseBody = response.getBody();

if (httpStatus >= 200 && httpStatus < 300) {

gs.info('Webhook sent successfully. Status: ' + httpStatus);

return true;
} else {

E1## ServiceNow
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gs.error('Webhook failed. Status: ' + httpStatus + ', Response:

responseBody);
return false;

} catch (ex) {
gs.error('Error sending webhook: ' + ex.getMessage());
return false;

function createReference(field) {
if (!field || field.nil()) {
return null;

}

return {
link: field.getLink(tzrue),
value: field.toString()

};

function getStringValue(field) {
if (!field || field.nil()) {
return null;

}
return field.toString();

function getIntValue(field) {
if (!field || field.nil()) {
return null;
}
var val = parselnt(field.toString());
return isNaN(val) ? null : val;

var eventType = (current.operation() == 'insert') ? "create"

var incidentEvent = {
eventType: eventType.toString(),
sysId: current.sys_id.toString(),
priority: getStringValue(current.priority),
impact: getStringValue(current.impact),

"update";

+

E1## ServiceNow
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active: getStringValue(current.active),
urgency: getStringValue(current.urgency),
description: getStringValue(current.description),
shortDescription: getStringValue(current.short_description),
parent: getStringValue(current.parent),
incidentState: getStringValue(current.incident_state),
severity: getStringValue(current.severity),
problem: createReference(current.problem),
additionalContext: {}

I

incidentEvent.additionalContext = {
number: current.number.toString(),
opened_at: getStringValue(current.opened_at),
opened_by: current.opened_by.nil() ? null :
current.opened_by.getDisplayValue(),
assigned_to: current.assigned_to.nil() ? null :
current.assigned_to.getDisplayValue(),
category: getStringValue(current.category),
subcategory: getStringValue(current.subcategory),
knowledge: getStringValue(current.knowledge),
made_sla: getStringValue(current.made_sla),
major_incident: getStringValue(current.major_incident)

};

for (var key in incidentEvent.additionalContext) {
if (incidentEvent.additionalContext[key] === null) {
delete incidentEvent.additionalContext[key];

gs.info(JSON.stringify(incidentEvent, null, 2)); // Pretty print for logging only

if (WEBHOOK_CONFIG.webhookUrl && WEBHOOK_CONFIG.webhookSecret) {
callWebhook(incidentEvent, WEBHOOK_CONFIG);

} else {
gs.info('Webhook not configured.');

})(current, previous);

WMRGRIZR LR M E EMEEEM ServiceNow E#R | BRAEZFEEEEZEHFE ServiceNow EEHE3
#) DevOps KERENZEM[E , BEIIRE > B , AREIIeeRME EEFMEFME ServiceNow #4T
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B, BE 6 EBAREMBRR , MEFUERES "BEEES . WAEEH (BEEBET AWS
DevOps OAuth Al FiRMIFTAl ) HMEEREMN DevOps RERANZEHBREBM4LERE, BOUE
ServiceNow REVHHNEH , YHSHNREEMUKES "BEETES, | LUAIEE X,

ServiCenow Al Favorites  History Workspaces Incident - Create INCO010001

¢ — Incident & =
~ MNewrecord View: Self Service ¥

MNumber  INCO010001 Opened 2025-11-14 12:45:19
# Caller | Problem Administrator Q||| @ Closed
Watch list | & || & Urgeney | 3 - Low
State | Mew

% Short description | Investigate the CloudWatch alarm [ALARM)] [us-east-1] abeyjohn-AlarmisAlwaysRed

Related Search Results >

Comments (Customer visible)

ServiceNow EH F#

EFERENSESHEEREHR , DevOps REEXNSERAEEPRUHEARAETER. BE
FERZ T NERFEAENERH, TRASHAEERSERGLINEHNGERE  BRMERGREERA
finding. cause, . investigation_summary mitigation_summary MFAEAREE FHHNEFR
ANBEF# (flm AWS DevOps Agent started/finished its investigation).

IR % B A 15 R E E 2 5
=A| : BRPLEHEEIAET DevOps KEEN 2

ERBENRA , B7E ServiceNow FEE—LIHARE | FHETE ServiceNow HZ I {7 3RIE Mt =442k
B ERMEFWBR , FBEMA SNOW REBERE L FHRIR (u_source) L. EMFAFFEHIE
HHR | WERATHEERESERRRBEE DevOps REREN [, BAMNTHAREE Service
Now Business Rule , YRR TR BBPERE MR, BRGAN "ERREL . THEHF ,
EREMRUMNERENT :
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A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. More Info

AWS DevOps REFZ

¢ _  Business Rule
~  New record

MName | Trigger to Agent Space on DynatraceEvent Application  Glabal

- Active [

Table | Incident [incident]
Advanced

When torun  Actions  Advanced

Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run.

When | before - Insert
Order 100 Update
Delete

Query

Filter Conditions Add Filter Condition Add OR Clause

~ | Dynatrace AND OR

Source{u_integ_source) * | contains

Role conditions | &

&5 : B21E DevOps REEXZEHEHEMF

EI&I

WEHREMAERIIEES 1, EHA Software SRHE A BF#g% DevOps Agent Space B H1HY
BAWS , URERKE A AWS B RIR A BFi§E DevOps Agent Space A FHIFEZEDynatrace,

WRA T LLEBMESNTHK. Webhook IETTEAFIUEFH AT S EERE, FHRMD , &

IS RE MR ServiceNow 2B ARERKE , LBREHEVELEEHE. KA BBEITRE

Service Now Business # BRI 2R 5E 5%

« 7£ ServiceNow for DevOps Agent Space A REEN £#R A | WHER REBER[REIHG , RRE
RMEENREEESHS,

154
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ERAEER

T| _ Business Rule
L ~ Mew record

A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. Mare Info

Mame | Send events to Agent Space A

Application  Global ®
-

Active [

Table | Incident [incident]

Advanced

‘When torun | Actions  Advanced

Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run.

When _. before v: Insert [
Order | 100) Update
Delete B
Query [ ]
Filter Conditions ( Add Filter Condition ( Add OR Clause |
All of these condilions'n\'lus( be met
:Urgency - l is v.[ 1- High v; AND
:Categanr - | is v| Software v: AND OR n
or'Service - T is v.[ AWS Ta]

Role conditions | #

- ¥EZE | £ ServiceNow for AgentSpace B FEV 5 —E%K#H A , REERKES AWS BEREA
Dynatrace b§ , T SR EKR A,

£ ServiceNow
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_  Business Rule =

A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. Mare Info
Name | Send events to Agent Space B Application  Global
Table | Incident [incident] b Active [
Advanced [
When torun | Actions  Advanced

Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run,

When | before v Insert

Order 100 Update [
Delete B
Query

Filter Conditions | Add Filter Condition | Add OR Clause

All of these conditions must be met

Service b | is v|AWS Q AND || OR B
Source(u_integ_source) o | contains V|Dynatrace AND OR

Role conditions | &

BiE , ERENFEEERENMSHE , ©EHBEY DevOps Agent Space A = DevOps Agent
Space B WFRAZE , AL RMUBEHRAMNBEHEES,

E$EZ Slack

BT LARRE AWS DevOps RERER | EBREHEERESRATHER. BRXXERIWMELENWERT
£ 7R F H ZIREAY Slack 818

BRA Z Bl

Slack FEE 5[ DevOps Agent 5E 1t , FEEHTIEE Agent Space., & E#& AWS DevOps R EE
Slack & , M ARETHER :

o AIFHEL Slack THEE , WEEHLRMNTREE=LEAER
- BREBIEFLE AWS DevOps RERENEXBAN Slack E&E
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FFMEE AWS DevOps REFRER Y Slack &

AWS DevOps Agent

Register Slack with DevOps Agent

ore it can be added to an Agent Space. Oncea c

Agent Spaces

Settings

Feedback

1. %€ AWS DevOps RERXFZANYRERERE , EEATHITAREEERPSK Slack , A
®E—T M.

B MR,

RRGKEEFEME Slack , LM TEERE AWS DevOps REERAEARER,
# Slack REEE L , #& ERZEITHE , MTIREBER.
RTHUXNBEFEETHE. FOEMEFEBES,
BREEZERLCNEBESEAIFERE

BEFERVEER L RARE-T RAFUARERS,

BRE#% , 298 EE AWS DevOps KERAEE A,

© N o o ~ w0 b

# Slack E2f&HY DevOps Agent Space(s) 72 31 Ea B

£ DevOps Agent Space (DevOps Agent Space) &t} Slack 2 #& , & A LAAG H B DevOps Agent
Space 21 EH# -

1. £ 25 E AgentSpace MIheER5|EE+ , EEEEHA > Slacks

2. EHUHTE Slack

3. B ASEE ID

4. BER LT Slack 5,
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® Note
REEXNEBACAELANEESINERE , TREEM

nn
™
o

/A Important

fRERZ ZE Slack ERREX TS EMEEENZE Slack ERREN., HHEMEEREE Slack FE
AR,

%18 Webhook I DevOps RERER

Webhook Al /N B R BB #EEE AWS DevOps K EREAFAE, EESRERRR. BEREIE UK
A ESH4BRAEREE HTTP BFREMF A,

FORIRH

1E5XE Webhook FEN 28I , SBHEERE :

« 1£ AWS DevOps REBREXFPRENREBEEXEZH
« 7FHL AWS DevOps K EREREZA
« #§E% Webhook &RV IR

Webhook ¥E#!

AWS DevOps RERER X E T HIEEH Webhook :

- BESEMN Webhook - ERREE=LEEKHADEL , flW
Dynatrace, Splunk Datadog. New Relic, ServiceNow 5 Slack. iE%t Webhook B4 E % & 1HES
B UERABSEAAENSGSBREBSLE

« —fi% Webhook - AILAF BV Y , IR REBFEBERHEZEMRENTFAE, —#& Webhook B
BIfEA HVAC B0 BT ( BRTELEARIRER)

« Grafana 12 Webhook — Grafana AJ LA3EiB Webhook 4% 2SR B2 B HE = EA E AWS DevOps
RERERN, NETSEITBMNEAAWRERSA , FS/EE Grafana,

%18 Webhook I DevOps RERE 158
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Webhook & 2 55& 5%

Webhook Y & 73 B 5 73 £ BUR 1A HL B2 B8 B S AR B

HMAC B9 BE - AR :

« Dynatrace 4 Webhook
- —ft Webhook ( REREERENE=FESR)

ARFHFEORE - AR

* Splunk #4& Webhook

- Datadog & Webhook

- ¥H Relic 4 Webhook

- ServiceNow E4& Webhook

+ Slack Z4& Webhook

£% £ Webhook 17EX

BB 1 BEZE Webhook #HAE

1. BAAWS EEFEAWEETZE AWS DevOps RERERFEA
2. BN ERAEZEH

3. HIEThRER BIER

4. 7£ Webhook BERH , —TF&RE

B 2 . B4 Webhook EAER

HRESHHEM Webhook :

ERTERE=ZFEESMWERER | Webhook S EBIE4E., Webhook iwmZ URL MBERAERSHERERTE
R RERM,

¥ — % Webhook :

1. ¥ — T E 4% Webhook
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AWS DevOps AEi25 (&SR
2. RIEEELE HVAC £88%

3. REWMFHELENSRANE - CELHEEREM

4. BRI MHE Webhook %2 URL

HER 3 RENBRH

£/ Webhook i ® URL MBAER , BABRMREREFREEE AWS DevOps RERER, 1
TEAE R BRBUR A IERY SN ER R

EIE Webhook & A&

BEREAER - ZEMBER Webhook B AER , 55811 Webhook HREEE , ARIER—TEBK., BRE
AERE , Webhook in B T BIEZHER , BEREEETNEAER AL,

ENEEEAEN -ERELEFNNEAER , BABKRARNEAER  RREEFTNERYE T
Fo

{# F§ Webhook

Webhook &3R#& =,

EERRFAE , BHNIBRHEES HTTP POST 3B REiXZE Webhook i 25 URL.
HRE 1R (HVAC B8 )

=

* Content-Type: application/json
* x-amzn-event-signature: <HMAC signature>

* X-amzn-event-timestamp: <+%Y-%m-%dT%H:%M:%S.000Z>

HMAC #E BB A SHA-256 FHENALZEMEBHERANRKREL,
HRE 2R (AREZHFEIERE )
EHE

* Content-Type: application/json

* Authorization: Bearer <your-token>
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ARAX :

ARANEEESSHNERER !

json

"title": "Incident title",
"severity": "high",
"affectedResources": ["resource-id-1", "resource-id-2"],
"timestamp": "2025-11-23T18:00:00Z",
"description": "Detailed incident description",
"data": {
"metadata": {
"region": "us-east-1",
"environment": "production"

#HIEXT
% 1 R (HMAC &2 587 ) - JavaScript :

const crypto = require('crypto');

// Webhook configuration
const webhookUrl = 'https://your-webhook-endpoint.amazonaws.com/invoke';
const webhookSecret = 'your-webhook-secret-key';

// Incident data
const incidentData = {
eventType: 'incident',
incidentId: 'incident-123',
action: 'created',
priority: "HIGH",
title: 'High CPU usage on production server',
description: 'High CPU usage on production server host ABC in AWS account 1234
region us-east-1',
timestamp: new Date().toISOString(),
service: 'MyTestService',
data: {
metadata: {
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region: 'us-east-1',
environment: 'production'

i

// Convert data to JSON string

const payload = JSON.stringify(incidentData);

const timestamp = new Date().toISOString();

const hmac = crypto.createHmac("sha256", webhookSecret);
hmac.update( " ${timestamp}:${payload}, "utf8");

const signature = hmac.digest("base64");

// Send the request
fetch(webhookUrl, {
method: 'POST',
headers: {
'Content-Type': 'application/json',
'x-amzn-event-timestamp': timestamp,
'x-amzn-event-signature': signature
},
body: payload
b
.then(res => {
console.log( "Status Code: ${res.status}’);
return res.text();
b
.then(data => {
console.log('Response:', data);
D)
.catch(error => {
console.error('Error:', error);

1)
% 1R (HMAC 528 ) - cURL :

#!/bin/bash

# Configuration
WEBHOOK_URL="https://event-ai.us-east-1.api.aws/webhook/generic/YOUR_WEBHOOK_ID"
SECRET="YOUR_WEBHOOK_SECRET"

# Create payload
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TIMESTAMP=$(date -u +%Y-%m-%dT%H:%M:%S.000Z)
INCIDENT_ID="test-alert-$(date +%s)"

PAYLOAD=$(cat <<EOF

{

"eventType": "incident",
"incidentId": "$INCIDENT_ID",
"action": "created",

"priority": "HIGH",
"title": "Test Alert",

"description": "Test alert description",
"service": "TestService",

"timestamp": "$TIMESTAMP"

}

EOF

)

# Generate HMAC signature
SIGNATURE=$(echo -n "${TIMESTAMP}:${PAYLOAD}" | openssl dgst -sha256 -hmac "$SECRET" -
binary | baseb4)

# Send webhook

curl -X POST "$WEBHOOK_URL" \

-H "Content-Type: application/json" \

-H "x-amzn-event-timestamp: $TIMESTAMP" \
-H "x-amzn-event-signature: $SIGNATURE" \
-d "$PAYLOAD"

E2M (ABRFHE DT ) - JavaScript :

function sendEventToWebhook(webhookUrl, secret) {
const timestamp = new Date().toISOString();

const payload = {
eventType: 'incident',
incidentId: 'incident-123',
action: 'created',
priority: "HIGH",
title: 'Test Alert',
description: 'Test description’,
timestamp: timestamp,
service: 'TestService',
data: {}
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i

fetch(webhookUrl, {
method: "POST",
headers: {
"Content-Type": "application/json",
"x-amzn-event-timestamp": timestamp,
"Authorization": ‘Bearer ${secret}’, // Fixed: template literal
},
body: JSON.stringify(payload),
1);

F2R (EARBFHFEIEE ) -cURL :

#!/bin/bash

# Configuration

WEBHOOK_URL="https://event-ai.us-east-1.api.aws/webhook/generic/YOUR_WEBHOOK_ID"
SECRET="YOUR_WEBHOOK_SECRET"

# Create payload
TIMESTAMP=$(date -u +%Y-%m-%dT%H:%M:%S.0007Z)
INCIDENT_ID="test-alert-$(date +%s)"

PAYLOAD=$(cat <<EOF

{

"eventType": "incident",
"incidentId": "$INCIDENT_ID",
"action": "created",
"priority": "HIGH",

"title": "Test Alert",

"description": "Test alert description",
"service": "TestService",

"timestamp": "$TIMESTAMP"

}

EOF

)

# Send webhook

curl -X POST "$WEBHOOK_URL" \

-H "Content-Type: application/json" \

-H "x-amzn-event-timestamp: $TIMESTAMP" \
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-H "Authorization: Bearer $SECRET" \

-d "$PAYLOAD"
HFEE2 B Webhook

MRELZEWE| 200

WrZ 200 M Webhook EFAERTEBBE 7 BE , BASREHATS , fREREBNEE, NRER
BEE 200, B 4xx RUBRFES D BRENRRER, ERAEM curl BIRFEEE , DIHBBIRES S
L

mRAEWE 200 , BERERRLR
Ry R R R ASE R

1. RERBBRENES D REEECEHNARKE -, EENASSMREEAR.
2. REARREBEAB MM JSON
3. RERARTIEH

WMREWE) 200 HFE I EVEUH
ERTHETEINE ARG, MREA , FREN AWS BHEATH , ERBEBRERA,
HEBERE

- the section called “&i KEENZEHE"
- the section called “f1 & DevOps Agent Web ER=ZE ?”
- the section called “DevOps Agent IAM EF ]

#% AWS DevOps XIEFE B Amazon EventBridge &

BOERRAENERETBHRHERENEYN |, # AWS DevOps REEXNELNEHES R ERE
XESE., AWS DevOps RERA EHEFAENEFEMREE T EHEIEXZE Amazon EventBridge, A
#% , IBATLLE L EventBridge R B |, BIBE L EHHIEE,

Blgn | &I R AT T BIBIMERVR A -

- FAETHE , WA AWS Lambda REIREEFAERL R,
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- AEXBEREREIE Amazon SNS B4,

- ERUHNAEREMERRK,

- TEREMRENIEST R BIFRRE) AWS Step Functions TEfRE.

EventBridge 1A% AWS DevOps RERXEH

AWS DevOps Agent €44 E 41X E EventBridge FEFXEHERBE. A& EventBridge R EEE
WRAFAEG., EEHFSHRANSEHENE |, EventBridge B EHEXEEEN BE,

T E R EventBridge f{a#& H AWS DevOps REBEX B4,

Amazon EventBridge

1
Source :H’_ Default event bus Targets

Wz
p Y
Amazon AL event

) -@- Amazon Web Services
{:} -+ 20O rule ! G’)—
. ~ pattem
Web Service A ot _@_ Event buses
event
event .
rule pattern HTTPS endpoints

1. EREREHREDBHAREEETE | AWS DevOps RERER SHEEHEEE EventBridge TBEREH
PSRk

2. EventBridge SR IFEE M 115 AIFHEEH,

3. MEEAFEHEINELHESR | EventBridge B EHEEERATEENBEE,

AWS DevOps REREREH
AWS DevOps RN S T HEHEEZE EventBridge, FIESHEREA IR aws . aidevops,
X ENAESH

FHHERER Description

Investigation Created EEERAEZEPEIAE,

EventBridge #{A# B AWS DevOps RERR X =4 166



AWS DevOps REEZX EREES

FimEARE Description
Investigation Priority Updated RENEBEIEFEEE,
Investigation In Progress e D RREE DT,
Investigation Completed A B R E R TERAE,
Investigation Failed B RAEER | BMIET K.

A ERIB L RTRY R LR,

Investigation Timed Out

Investigation Cancelled BT Z B EBUH.

Investigation Pending Triage EXBo MKz , AEEEESTE.
Investigation Linked HECEREHASHRER.
XENRBEHS

FHHERER Description

Mitigation In Progress EREEFEB .

Mitigation Completed B2 B Zh ST B AR R B o

Mitigation Failed RBEMERAESER , BETH.
Mitigation Timed Out RFEEEIB AN ERRE LR,
Mitigation Cancelled REEEFESETRZETEUR,

MEFMAO B IERFEGIEH | FESE the section called “AWS DevOps Agent E4FHlIEF S

BIYfFE AWS DevOps REEASZHHNEHER

EventBridge BRAUEAEHEXNRENEHAAUREBHEE R, SHEXNRERENEHEREN, &
AUBVEHAER  RIFSHMAENE AWS DevOps REREAEH,

s

BIME AWS DevOps RERA B M BHER 167
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ERAEER

TyEpETE REARMNSEHEN,
tb¥ all AWS DevOps RIS B4
THEHERFERKE AWS DevOps Agent IR EE4,

{

"source": ["aws.aidevops"]

}

ELLHRESH

THEHEAEAFELHREZRNAE L RBRES,

{

"source": ["aws.aidevops"],

"detail-type": [{"prefix": "Investigation"}]
}

E L SERCI R US4
THEHEATESETRIRUNRAENREEENSE 4.

{

"source": ["aws.aidevops"],

"detail-type": [
"Investigation Completed",
"Investigation Failed",
"Mitigation Completed",
"Mitigation Failed"

]

}

HEREERASZENESH
THEHEXFSRABEETERAEZBHENS

{
"source": ["aws.aidevops"],
"detail": {
"metadata": {
"agent_space_id": ["your-agent-space-id"]

BIME AWS DevOps RERA B M BHER
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}
}
}

MEEBEEHENNEEENR , 5528 (Amazon EventBridge A& 1ERM) ) Amazon
EventBridge 445 8l

Amazon EventBridge &7

AWS DevOps Agent A" EEEANFA , IS4 FE EventBridge. EHEBEBEEXETARSE
HETREE,

RIFE A EventBridge RAIRENEE , BT EMEREN . NWEBEMEFTNFHRE
7 , 528 (Amazon EventBridge £ & M) PHEA Amazon EventBridge K& REBUER,
EventBridge

%84\ EventBridge &R

%% EventBridge B2 FHBH M E R , 528 (Amazon EventBridge EFA&EER) RN TFIE
R

« EventBridge 4+ B FHE

« EventBridge =4

« EventBridge EHE

+ EventBridge 3 8l

« EventBridge B &

AWS DevOps Agent EHFFIERSE

KB AWS RN EHEFERNPBERBMN , B3F source. detail-type. region,
account® time, EELEH I EEERBISEER detail WL, For AWS DevOps RERENE
# , —#sources aws.aidevops , T Bdetail-type@BIFEEH.

B
T3ldetail-typefEAIABIFESH :

* Investigation Created
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-bus.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rules.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
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ERAEER

* Investigation
* Investigation
* Investigation
* Investigation
* Investigation
* Investigation
* Investigation

* Investigation

Priority Updated
In Progress
Completed

Failed

Timed Out
Cancelled
Pending Triage

Linked

A8 & sourcefl detail-type #fz , RAEFPETE AWS DevOps REEXNEHNFEE, W

ERREM4TESNEtTRENBVNES |

1.

LT RAESHHE JSON i,

{
"detail-type" : "string",
"source" : "aws.aidevops",
"detail" : {
"version" : "string",
"metadata" : {
"agent_space_id" : "string",
"task_id" : "string",
"execution_id" : "string"
1,
"data" : {
"task_type" : "string",
"priority" : "string",
"status" : "string",
"created_at" : "string",
"updated_at" : "string",
"summary_record_id" : "string"
}
}
}

detail-type EBIEHHEE, HRAESH , ERLMIHNAEP—EEHERE,

5289 (Amazon EventBridge E4£%£) hWEHL

AWS DevOps Agent EHFFHIENSZ
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source BRI ELEESHH R, BH AWS DevOps REBEEXNEH |, t{EA aws.aidevops.

detail @EE4 B EE R JSON Y., detail YIHFEE T 5 :

- version ( FH ) - SHFEEANSEBERIRE, BE1R 1.0.0,

- metadata.agent_space_id ( F&H ) - EH4REFENRERE 2 B —F B &

- metadata.task_id ( F& ) — EHHYE—F B,

- metadata.execution_id ( F&H ) - BUTHTHM—BBIRF. BPTERGRAERLER,

- data.task_type ( F& ) - EHKHEE, {8 : INVESTIGATION,

- data.priority (F&H) -BEIEFEMHK. B : CRITICAL, HIGH, MEDIUM, LOW, MINIMAL,

- data.status ( F& ) - BEREE,
{E : PENDING_START, IN_PROGRESS. COMPLETED, FAILED, TIMED_OUT. CANCELLED, PENDING_

- data.created_at ( F& ) - EVEHKEFHN 1ISO 8601 A& S,
- data.updated_at ( F& ) - EBLXEHIHN ISO 8601 BKEBEL.

- data.summary_record_id ( & ) - S EFAER RN W ERHKBIFT. EHEHEEZTHNREE
LHERES., SUUFERLLERESF | FEIB AWS DevOps KERR AP HHEUEEAS , LLEHEHE
BRA WAL Hinvestigation_summary_mdo

g4 -

EIIEII

EETUEH

"version": "Q",
"id": "12345678-1234-1234-1234-123456789015",
"detail-type": "Investigation Completed",
"source": "aws.aidevops",
"account": "123456789012",
"time": "2026-03-12T18:10:00Z",
"region": "us-east-1",
"resources": [
"arn:aws:aidevops:us-
east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"
1,
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplell111",
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"execution_id": "b2c3d4e5-6789-0lab-cdef-example22222"

1,
"data": {

"task_type": "INVESTIGATION",

"priority": "CRITICAL",

"status": "COMPLETED",

"created_at": "2026-03-12T18:00:00Z",

"updated_at": "2026-03-12T18:10:00Z2",

"summary_record_id": "d4e5f6g7-6789-0lab-cdef-examples4444"
}

Y BERKEH

"version": "Q",
"id": "12345678-1234-1234-1234-123456789016",
"detail-type": "Investigation Failed",
"source": "aws.aidevops",
"account": "123456789012",
"time": "2026-03-12T18:10:00Z",
"region": "us-east-1",
"resources": [
"arn:aws:aidevops:us-
east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"
1,
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplell1111",
"execution_id": "b2c3d4e5-6789-0lab-cdef-example22222"

1,
"data": {
"task_type": "INVESTIGATION",
"priority": "CRITICAL",
"status": "FAILED",
"created_at": "2026-03-12T18:00:00Z",
"updated_at": "2026-03-12T18:10:00Z"
}
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RS

T5ldetail-typelE FIFBIBFEH -

* Mitigation In Progress
* Mitigation Completed

* Mitigation Failed

* Mitigation Timed Out

* Mitigation Cancelled

LT E8& sourcef detail-type #fL , EAHE+PTE AWS DevOps REERXEHNIEEH, W
EESHTEIENHEMPREENBUNES , 528 (Amazon EventBridge E42 %) FHNEHE
EO

LT RIRFESHHY JSON &R,

{
"detail-type" : "string",
"source" : "aws.aidevops",
"detail" : {
"version" : "string",
"metadata" : {
"agent_space_id" : "string",
"task_id" : "string",
"execution_id" : "string"
},
"data" : {
"task_type" : "string",
"priority" : "string",
"status" : "string",
"created_at" : "string",
"updated_at" : "string",
"summary_record_id" : "string"
}
}
}

detail-type BBIEHNEE, HREESEH K ERENIIENEP—EEHEE,
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source BRI ELEESHH R, BH AWS DevOps REBEEXNEH |, t{EA aws.aidevops.

detail @EE4 B EE R JSON Y., detail YIHFEE T 5 :

version ( F&H ) - SHFMBETANEBELRNRE, BAA 1.0.0.
metadata.agent_space_id ( & ) - S4RFENREEXZENME —B B
metadata.task_id ( F& ) - TR —ZBIE

metadata.execution_id ( F& ) - BMITHTHE B . ERTCERGERBRIRLE,
data.task_type ( F& ) - FHHNEE, {8 : INVESTIGATION,

data.priority (F&8 ) -B%XIEFE#K.  : CRITICAL, HIGH, MEDIUM, LOW, MINIMAL,

data.status ( &8 ) - BaIREE,
{E : IN_PROGRESS., COMPLETED., FAILED, TIMED_OUT. CANCELLED,

data.created_at ( F& ) - B EHKEH 1SO 8601 KRB,
data.updated_at ( F&H ) - EB LIXEMEH ISO 8601 BFEBEC.

data.summary_record_id (F& ) - ORBABETECHERHENERGT. EHHETHN
BREEHERTES., SUNFEALBRTEHLEERA WA , FEiB AWS DevOps RIEFE
X API IR EAAmitigation_summary_md,

gl . BEETEREN

"version": "Q",
"id": "12345678-1234-1234-1234-12345678901c",
"detail-type": "Mitigation Completed",
"source": "aws.aidevops",
"account": "123456789012",
"time": "2026-03-12T18:20:00Z",
"region": "us-east-1",
"resources": [
"arn:aws:aidevops:us-
east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"
1,
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplell111",
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"execution_id": "c3d4e5f6-7890-12ab-cdef-example33333"

.
"data": {

"task_type": "INVESTIGATION",

"priority": "CRITICAL",

"status": "COMPLETED",

"created_at": "2026-03-12T18:00:00Z",

"updated_at": "2026-03-12T18:20:00Z",

"summary_record_id": "e5f6g7h8-7890-12ab-cdef-example55555"
}

g . BEARMES

"version": "Q",
"id": "12345678-1234-1234-1234-12345678901d",
"detail-type": "Mitigation Failed",
"source": "aws.aidevops",
"account": "123456789012",
"time": "2026-03-12T18:20:00Z",
"region": "us-east-1",
"resources": [
"arn:aws:aidevops:us-
east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"
1,
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplell1111",
"execution_id": "c3d4e5f6-7890-12ab-cdef-example33333"

1,
"data": {
"task_type": "INVESTIGATION",
"priority": "CRITICAL",
"status": "FAILED",
"created_at": "2026-03-12T18:00:00Z",
"updated_at": "2026-03-12T18:20:00Z"
}
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EEAH BREMNER

B LAEA vended Amazon CloudWatch 151ZEM B S RE R EBEEX MR IRE. AEERSA
AWS DevOps R BB M EEIRFS M CloudWatch 18 | AR BB EUR S E B RIFE 1
HWEE B

2 HLH CloudWatch 154

AWS DevOps RERENE B B 5Z% M E LIRS P K Amazon CloudWatch, EXEZEREFEMA
REETEH,. SUUEACHRERRAE. BHHRETE , UREBIET,

BHEEAE

EEEEHIRE PR ML RFEH Amazon CloudWatch $8& , AWS DevOps RERRXE BB ALE
3 R #E L A & AWSServiceRoleForAlDevOps FRIER AR, MRILA API# IAM A2 EZEHEHEN
A, BREUEE AN , XFER InvalidParameterException.

/A Important

£ 2026 £ 3 A 13 HZHIE I AgentSpace WEFEHKEEFHE
AWSServiceRoleForAlDevOps FRI&EEAE , FTREEHIRF P AWS DevOps Agent BY
CloudWatch $54Z,

FHRUBKEEAL (BRAREREF)
PITUTEE—E :

- £ IAM E£#EEH |, £ AWS DevOps Agent BR# T2 37 AWSServiceRoleForAlDevOps S,
« £ AWS CLI BT 5@+ :

aws iam create-service-linked-role --aws-service-name aidevops.amazonaws.com

wAREM

FREEEEEE AWS/AIDevOps & ZE B T &4,
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ERAEER

HEE

FIAERSHEE TIHE.

HEE

AgentSpaceUUID

BEE2E

EEEH

ConsumedC
hatRequests

Consumed]
nvestigationTime

ConsumedE
valuationTime

TopologyC
ompletionCount

Description

ERABZEMH
FRANBXE
REYgE, BE
BB EIRER
BETE, BB
HAgentSpac
eUUID #EEEA
SUM #EEt & #,

EREEXZE
PEITRERTE
BV,

EREEXZRE
REATEEPRTE
BHE,

FERIE SR
RE. AWS
DevOps REfE
NEEHEERRE
ST H b iE
B EREMm

By

ATEL

Wig

WiE

HE

Description

REEAZEWE—BBIRF. EERERS DA
BREEXZENER , 556 CloudWatch ¥
BRENNE W EE SRR

MR BRI ER

B5458E A, T

B5458E A, FEME,
RAME

B5458 A, FEME.
RAE

EHEES (X Sum, Sampl
SERRFRH ) eCount

S EXH CloudWatch $54&
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BEER Description By BMIAR ERANHETER
AHIERN ¥R E
M., FEEHS
HENSHEH
B,

f£ CloudWatch i & h B RIEE

1. BBK CloudWatch £ &,

2. TBEERH , BEEF Metrics (181F) , ARERZE All metrics (FTEERF).
3. {12 AWS/AIDevOps %% 22/,

4. 11 By AgentSpace MR R EEX Z B IEE,

(@ Note

B LAEELISIZE LI CloudWatch B/~ , MEEAEEBRERZEWEXN, i, £ £
B Y B RConsumedChatRequests A B RERFERE,

TORIRME
RERRXNZE , ARESE THER

« A[1ZHL AWS DevOps Agent I AWIERF AWS RS
- B 7% CloudWatch Logs X1+ APIsIAM 88
- (BA) WREITEFEA Amazon S3 #EZEFEE = Amazon Data Firehose X4 & A AFEE K it

&R

AWS DevOps RERAZEEBRMUNAR K TELEEREEXZHAREIMEENEH. EB
K BEEE A Amazon CloudWatch Logs E#EEEE , # B RS EERFH B Vit

HEFEANERR  BLARERN BN, XETHBM

« Amazon CloudWatch Logs — #&#R 5 F iy B 55848

SRR 178
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AWS DevOps {RER2

ERAEER

« Amazon S3 - &IREH Y S3 EFITEE
« Amazon Data Firehose — iR FE Y Firehose {1 & %

X EH HREE

TIEE-HFEEA . APPLICATION_LOGS, Mt HH#FEAKEREZE BN IRIESH,

RS8R

TRBERA AWS DevOps RERRCHENEH,

=4
KRN ERASRESH

RERAEASHCERE

ERAESBELBEARK

HERYEHATS

REEVERR

R T TR

BERRRAHK

AR #5511 5 X

Description

REEXZRHESRRS
B UEKREASH (Hlm
PagerDuty &4 ) ,

BASHEEFERASREEZH
BIER, AFESREA (5
m, EREATER )

HE=-FEANBHBAKX
M. BFEEEEH IDAMEMN
B (Bl BB

=)o

BEEMNEBCHEATIIETT
)EEEO

mEENEBFREE.

AERVERETAEE, I
SHEARBEIL, EHA
BHENEE,

BUMEHENERRRIEE
R

R ME R AT RN KR

4—\#
Fit

4—\#
Fit

INFO

INFO

INFO

ERROR

ERROR

NERK
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=4 Description =R
Webhook 5 &% 5k B E Devops KEREXIWEIN ERROR
Webhook TR & TEHIMVE B
R B
A Bt B 2R AR RE T T EERAEZTHEE (REY HR/ER

FERERF ) B, BRER
EERAREBEREN , k2
TR (P, AR TER

WABmEXR , BRBELRE
£)o

S

5o BEREBRXMN , &

i
b =]111]
an

AWS DevOps RN FEH CloudWatch 2B (V2 351 ) KR H
EXRMAFH IAM BEXRBEE TR

+ aidevops:AllowVendedLogDeliveryForResource - A RAEBEATEHE RN BFERNBE
z,

« CloudWatch Logs 1 APIsZF o] (logs:PutDeliverySource, logs:CreateDelivery,
logs:PutDeliveryDestinationFIAEAIRIE ) o

« BPMER A B ARV ERT W,

MESEEWHERRENTE IAM BSX |, 528 (Amazon CloudWatch Logs A EER) FHT
HIERE

« &A= CloudWatch Logs #Y B 5
o {E3%ZE Amazon S3 WY Bt
« &% ZE Firehose B B5%

AWS DevOps Agent £ AWS EEE X AP REMEMERRE AFRAT !
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AWS DevOps AR EAEER

- RBEMBRERHE - REBBBRSHERERN, ELBFEMRE ARN
(arn:aws:aidevops:<region>:<account-id>:service/<account-id>) A EIR.

- ERAEZEHE - AENERAEZERENEHRERFRN. ELAFERATRAREZH

ARN (arn:aws:aidevops:<region>:<account-id>:agentspace/<agent-space-id>)

HEIR,

AE BRHE AR AY B RS AY

—

£ AWS EE XA TR AWS DevOps REREX XA,
CEEEERD | BERTE,
. EIhEER M E > BERLIERF | BERE.
CEFETE R ER  BETIHS—IE .
. CloudWatch Logs — i#E=k 2 37 H & 8.
. Amazon S3 - & A S3 f#ZET#8 ARN,
. Amazon Data Firehose — IS & 1 Firehose X {F &R
CHRAHMERTE - BA , SLUEE T YRE
a. SHHRERE  ENEEXNEENHN BFRUEE. B SLERUFEE FH A MENEFEH
FHIR LY F 5.
b. (PR Amazon S3) IR £ &l , EE D I AF R RERMN B,

c. (ZFR Amazon S3) ¥/ Hive HAERK |, B LLEEUENS LA A Hive A S3 &, &
BEHRAELEHEREA Hive HEIEMIBIE,

d. stHmEEX , BEESREFNERX,

e. AR SRR , WA 2R B FMAL.
9. BERT
10FER R FMREERIERAT,

0 N O o B~ 0N

REFERABZER BFEXRAN

1. £ AWS EE XA HBIR AWS DevOps RERER XA,
2. ERAERENRERNXZA,

3. BAHREREIERY | BERE,

4. SHHEMER  BETIHEP—IF

5. CloudWatch Logs — #EU=R 2 3 H#EEF .

&R 181


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/standard-logs-reference.html#BasicDistributionFileFormat
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/standard-logging.html#standard-logging-real-time-log-selection
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-vended-logs-permissions-V2:~:text=sts%3AAssumeRole%22%0A%20%20%20%20%7D%0A%20%20%5D%0A%7D-,Logging%20that%20requires%20additional%20permissions%20%5BV2%5D,-Some%20AWS%20services
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6. Amazon S3 - B A S3 fEZETE ARN,
7. Amazon Data Firehose — i2HUs 2 3L Firehose X {f & 7.
8. BN EMERE - “BA * , BULEETIEE :

a. SHEIRGGRIE  REVEBTE A (400 A MAEE, T UERIZE A B FE R
i3 LR

b. (fZBR Amazon S3) IR 7 &l , IEE L El HFHERZRER KR,

c. (2PR Amazon S3) A Hive HBERSEN |, BALLEEUZEUS R EAE A Hive A S3 &, &
HERBELASHTERBA Hive HEIEMBIE,

d. ¥R  FEEERFHEN,

e. HNML D BATNR , BEWM L FE B ML,
0. EERT.
10/ R REERER T,

%€ H5E321T (CloudWatch API)
B WA LAEA CloudWatch Logs APl , MRXBRETARBEAZR G, TEARKNEE=AxE

- DeliverySource - X RE4% H5EH AWS DevOps KEERXZEER.
- DeliveryDestination - XX E A BFEH B Bk,
o Rt - BRARFEZEEIR T B # b,

FR1 BEYRNRIR

£ A PutDeliverySource #{ERE M R HIR, EE your AWS DevOps RIEEENZEEEIR ARN
I # 5 EAPPLICATION_LOGS A HEHE A,

THEfERITRASZEHARR

{

"name": "my-agent-space-delivery-source",

"resourceArn": "arn:aws:aidevops:us-east-1:123456789012:agentspace/my-agent-space-
id",

"logType": "APPLICATION_LOGS"
}

T 552 M AR TRV XA R -
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AWS DevOps REEZX EREES

{
"name": "my-service-delivery-source",
"resourceArn": "arn:aws:aidevops:us-east-1:123456789012:service",
"logType": "APPLICATION_LOGS"

}

FR2: BURNERM

£ A PutDeliveryDestination IRVERERE HH TR E, &7 LLEE Amazon CloudWatch
Logs. Amazon S3 = Amazon Data Firehose,

THEHIERIL CloudWatch Logs B B9t :

"name": "my-cwl-destination",
"deliveryDestinationConfiguration": {
"destinationResourceArn": "arn:aws:logs:us-east-1:123456789012:1og-group:/aws/
aidevops/my-agent-space"
},

"outputFormat": "json"

TH&EHIEE I Amazon S3 B # i :

{
"name": "my-s3-destination",
"deliveryDestinationConfiguration": {
"destinationResourceArn": "arn:aws:s3:::my-aidevops-logs-bucket"
3,
"outputFormat": "json"
}

T 5| &5 &% 3L Amazon Data Firehose B it :

{
"name": "my-firehose-destination",
"deliveryDestinationConfiguration": {
"destinationResourceArn": "arn:aws:firehose:us-
east-1:123456789012:deliverystream/my-aidevops-log-stream"
1,
"outputFormat": "json"
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ERAEER

}

® Note

MREBIRERF A , Al4EE BRSSP ERA PutDeliveryDestinationPolicy 2RIRHER

o

WMREAEEF A CloudFormation , BRI LIEHA THIER

* Delivery
» DeliveryDestination

» DeliverySource

ResourceArn & AgentSpaceArn , B LogType #Z=2 APPLICATION_LOGS EAXEN BFE

A,
S| 3 BUXAM

£ CreateDelivery BER R RIFELZ ERN B WM,

"deliverySourceName": "my-agent-space-delivery-source",
"deliveryDestinationArn": "arn:aws:logs:us-east-1:123456789012:delivery-
destination:my-cwl-destination"

}

AWS CloudFormation
B A LAE B AWS CloudFormation 32 H T FI &R KR E B AT :

* AWS : : Logs : : DeliverySource

* AWS : : Logs : : DeliveryDestination
« AWS : : Logs : : Delivery

kg
il

#& ResourceArnzZE /A AWS DevOps RERE R Z B AR ARN , i LogTypei
APPLICATION_LOGS,

FEH
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliveryDestinationPolicy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-logs-delivery.html
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AERiERSE

AWS DevOps RERAEMASHEETFEALA RFERER, TRSEAFEHEHSEHSER

o

TRBHA B SERERP M,

i ks Type BTk
event_timestamp Long Unix S4ZERHEBERRE
resource_arn String EESHZERN ARN
optional_account_id String AWS E2 B 55 H B EREY IR
IDo
optional_level String HEEB & : INFO, WARN,
ERROR
optional_agent_space_id String RIBRE X 22 BRI B AT o
optional_association_id String H 75 RY BA A8 B 7F o
optional_status String RERERARRE,
optional_webhook_id String Webhook 5l %F o
optional_mcp_endpoint_url String MCP falfR25im 2 URL
optional_service_type String FRAEHIFEE : DYNATRACE
. DATADOG, GITHUB, SLACK, SER
W o
optional_service_endpoint_url  String E=FEESWIHE URL,
optional_service_id String IRV 3BT o
request_id String R SR 3 Bl £F LABE B AWS

CloudTrail i EEH,

optional_operation String EHTRIENERE,

RNEHFE 185
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WL Type FREA
optional_task_type String ERAESFREEETREE
B . INVESTIGATION =
EVALUATION
optional_task_id String ERABEFEETH IDAgent
FREBTBEEBIA.
optional_reference String ERAEEEHSE (flm
Jira %% ) o
optional_error_type String faRRER
optional_error_message String BAEXRMBREERER,
optional_details F & (JSON) DERESHNGE RN RKSS
ESHAER,

EENERBREXMY

BT LARBESHE AWS BB X1 A F K AWS DevOps REBRER XL ARAEA CloudWatch Logs API 3R{&
WHBR AR,

EEARRM (EE2E)

1. & AWS EE XS HM AWS DevOps KERAXEEA,
2. EBEEREEE (EARBRBERBN ) IREERASZHER (BARETERARZREERB

) o

3. HMRREIRR (EANERAERZREERBR ) HMEREMAE > ARXKREIRR (ERARKREE
MBS ) B, REERERHIRMN.

4. BEEEFERE , ARBERE

AR LEZEERARVNENBEE, FE2FEAMNBEE  FRERE N AAE
MR R Ao
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FRERXMY (££#£8)

1. £ AWS EE X2 AP M AWS DevOps KEERAERA,
2. EEEREREE (EARKRBERARN ) IREFRAEZHER (BARERAESZREERB

# ) o

3. HREREIFER (EARETERARZEEMRBR ) SR E > AFRIER (EARKRKE
MEF) &, EREBERNRZMN,

4. REMERIFET

FH B (API)
BEMER API BIREFXMA , BERTIIEFMERENR :

1. {EH DeleteDelivery MR 1,
2. £ DeleteDeliverySource IBR 3 134 3R
3. (EA) MRETHEEXHKNM , A DeleteDeliveryDestination #§ E MR,

/A Important

REEEEMRELEBAFNEBRASZHERRBRARINER (HlW, MERERASZRE
B ). MRETBERELER , MUNXNARATEERE,

EE

A E B35 AWS DevOps RERATEKRIEM, T8 , EURFEXNARM. #HEl. REIF
BHER , fEERNBERXNENLTNE. NFEEEFMENR , F2E Amazon CloudWatch EEH
AFREIER LN EMBIT B,

WEEBNMBFENEE , F2RTIAR :

« Amazon CloudWatch Logs E{B

« Amazon S3 EfE

« Amazon Data Firehose E{E
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDelivery.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDeliverySource.html
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EREMFFEELER
MEEREE

AWS DevOps RERRNTUFEABITBEERABTBAGE (MCP) TEMEMESHETER , EETE
AEREEXENARBRRK , SINAEEHRHE, BRAETHULETE. AIFXH APIs MRIFRE
FHITER (B2  REEAR AWS DevOps KIEFENAINEE), ELLIRFIEEE Amazon Virtual
Private Cloud (Amazon VPC) AZB# 1T , EERBIZZELEMHBRMEEER , EXRTHEZERLT ,
AWS DevOps REBFER B LHEEELR,

B AWS DevOps Agent FIFAE B4R ] :B IR L £ 1§ Agent Space EREE VPC F#{THIRIE , ™

TERELNHAELAEHEERER, AEERTHEEZERIAARBNTNESEEMSEA , 2 MCP
BR2E5. BIXFLE Grafana = Splunk H1T{E , LAX& GitHub Enterprise Server  GitLab B REEE R
REFIRE,

(® Note

ZZU%"‘E’RA’EEE"“IE% VPC @ AWS DevOps RIEBEZA B HEHFER , LA LA VPC

ImHERREBIRE , FHASE AWS R, Hlan , iETEEEIB Webhook B4+ #83 DevOps
ﬁﬁh'ﬁﬂ’] IFJJ‘KEEEFH ( 52 E : the section called “#%iB Webhook I} f DevOps REE
). WMEBFMER , 52 Mthe section called “VPC i 2 (AWS PrivateLink)”s

MEERNEFSN

FABEHREE AWS DevOps Agent B2 VPC B EE R BRI LTS NBEKRER, EEE , AWS
DevOps RERX&FE A Amazon VPC Lattice 2RE IV t Z£WIBFERIEKE, VPC Lattice & —TEE
AR BMARE , ATEEE VPCs, IRFAEEFNER, RENEREAENCEANENR , MESE
A AR

}Hu}

RRMAEERE , @RETIER

- BAURMES B ERBAMERENR VPC, FREM (FBH ) Z2&8E.

« AWS DevOps Agent B REEBENERFE , YHESIEEN FRRK P MEHLEEHMERAE
(ENIs)o

- REEXEMER ERFE , EBMNEERREHRERHD BFREN IP it DNS B,
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EIRFIER AWS DevOps Agent T£EE |, YETARFHHKEEER (B4 aidevops-{your-
private-connection-name}), BAEERERMERETC., TEHW VPC FEINWHE —ERERZIEE
W FHBEE P EY ENIs, IEX ENISIAFERENEAR T2 H REEE, MMTEZREBBRMER
WEANER  MEZTUESEECHZ2EERBYHRENTEEH,

ZE
IRERNRTERSERSMN

o FABIHEBAEEE — AWS DevOps REBENEHERB 2BNWFIERERSSREE AWS Bk L, &
HIREKEFREENE IP tht AR IR EE,

- REEFNERRE - REEENERREEENWIRFEFAME. ©REEH AWS DevOps Agent f§
A, HttRES TR BB LEBTCHRBARE, EALE AWS CloudTrail HFFEFREE—% , Eg®i
#F7A VPC Lattice API FE0L,

- BHNLSEA, KA - EBULEBREHEENEEN TS BARESH ENsHEANELRE, MRS
RIEELERHE , AWS DevOps Agent B AL 28 , ERERBERNEEE,
- EEREERNREEL AT - AWS DevOps Agent RIS ELE A @ RERE LS ER VPC Lattice

M Amazon EC2 B, LltAGKNEERZERL FWEIRAWSAIDevOpsManaged , BEEFEUERIR S
W E &R,

@ Note

MRENEBERRS VPC Lattice AP B)EHY ARIFIZHIBUER (SCPs) , A8 EBRBEEAE
BYRBZEERFE, BRER SCPsIRBERA BN LEBF,

Architecture

TERERLEERNBEEE,
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AWS DevOps REEX EREER
Customer Account
Customer VPC
@ Resource gateway subnet
2 Security Group ‘ source Configu
AWS Service Account ] ] i Cusiomer
"""""""""" = : '
: - [ q Application : Private Network
ENI 1P /DNS
Amazon Resgurce /DN Application
AWS DevOps VPC Lattice Gatéway @l Resource gateway subnet
Agent '
atc)
ENI
LR -

+ AWS DevOps RERER Y B EREREFEK.

+ Amazon VPC Lattice &EiB VPC A RE S EZRFAERBAER, FE
BRI EPESRE | SF2BFEHBEA VPC Lattice ERRERERE,

« VPC #HJ ENI IRFIFRE , WiSHEX ZE B 2R IP #tbit =k DNS &,
- BHLLBESEEIEB ENIs AFWLERE,
- REERBWAERE , BRIEH VPC N ENIsHFAE IP ik,

BUNBEER

BALAER AWS EE T A CLI AWS B EELR,

(® Note

VPC Lattice *XE TSI HE : usel-az3, uswl-az2, apnel-az3,

az2. eucl-az2. euwl-az4cacl-az3, . ilcl-az2,

FOORR
BUNBERCH , BEBEETHIER :

s RPN ERAEZME - EEERFHIREENERAEZE. MRERZHIRF
AWS DevOps REBFE .

EFE RS E O/ VPC Lattice &

apne2-

, ER RafEA

BUNEER
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- AIRAEEZEN B ZERK - £ MCP [ARES. THAMELAREMRESAETREIBEBERFEEN
VPC FHEHEFAE IP itk DNS B, ZREULEMERR VPC, HE VPC AT,
17, RECAREREAEFBREKA, RS EELSEENERBEENERZEL  EHSEE TLS
hRZA<%E 1.2 B9 HTTPS H &,

« VPC HHYT#85E — 3 BIZEHE T ENIsHY 1-20 {E F#EEg, BELRMZETAEGFN FHER , &
BETH%, ELXFRRVEEREBZRBENWMMERIE D, VPC Lattice AILAEASET A ESE
_1ﬁ%ﬁ%o

- (BA) ZeBEE-URSNEFHESERNZRITE K BERRZSAELTSEHE IDsLLERZ
ENIs, MREELZ B , AWS DevOps Agent BV TR L2 B,

AEERRIRFERNER, BEUAFERE AU EEEEEMEEIHNZEAZRSNERASEH
T EREARER,

ERAERARMMBER

1. BB AWS DevOps Agent 3 A,

ESEERD , BEERIREME  ARBELNEER.

BEEHNER,

SHEER , WAERNEREEZR | Fl20 my-mcp-tool-connection,

#¥ VPC | ZBEUEEEIRFEE ENIs VPC,

S FRE  ER-—SZEFER (2 208) . RMEBREELOBETHEEFIEEFHEK.
S IP syt EA | REVE ZRRIEH IP #but A (IPv4, IPv6ER DualStack).

(1BA) 81 IPv4 it B E |, MREAH IP bt F{AIEE IPv4 5 Dualstack , BIA A A E REE
B AEE ENIBY IPv4 bt B8, FEERASE ENI 16 {& IPv4 Hidt,

9. (EA) HRZLHFE  BERENLZLEHE (52 5M) , URHAFHLERESZEEN B FR
%, MREREREM , ISEVYRARZTLHEE,

10.( A ) YRERESE , EEEFEARNEEN TCP &8 ( #lW 4435 8080-8090), &
BZALUIEE 11 BiEZEEE,

1METE Mt | A B R IP it sl DNS B8 ( I8 mep.internal.example.coms
10.0.1.50), HZRBLEFIERRA VPC EIR, WMREEE DNS B8 , BIAAEATZEEAE VPC
FRAT

12.(2F ) YRBRLELE  NREEENTHEEIFEFRALE BRI REENRITHN TLS BE , F8
ABFEN PEM RIS E£8. iETE AWS DevOps KRB ST B ZRIEH TLS EiR,

© N o g K~ DN
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13 REEIER

BERAESBEREVETT, LEFRZURTEE 10 0E, EMEBEREATER , RTEREE
ERAE.

MRREREREU KXY , FRRTIER

. BIEEENFHRBESTAN IP thit,
- IBHRF M AREZEER| VPC Lattice FRIGELZE,
- REEMARGM IAM BERE LRSS EE/REIER,

® Note

BLESBH A LAEIIREIRHEFMCreate a new private connectionfiRiEE K H
7. WEFHEF  F2RLAEYEREENLETER.

£/ CLI AWS BB ELR
BT TR SREUMAER, SREVEENRALKECHE,

aws devops-agent create-private-connection \
--name my-mcp-tool-connection \
--mode '{
"serviceManaged": {
"hostAddress": "mcp.internal.example.com",
"vpcId": "vpc-0123456789abcdef@",
"subnetIds": [
"subnet-0123456789%abcdef0",
"subnet-0123456789abcdefl"
P
"securityGroupIds": [
"sg-0123456789abcdef0"

1,
"portRanges": ["443"]

CIEQEEEZEZ BN WARRECREATE_IN_PROGRESS :

BIAFBER 192
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{
"name": "my-mcp-tool-connection",
"status": "CREATE_IN_PROGRESS",
"resourceGatewayId": "rgw-0123456789abcdef0",
"hostAddress": "mcp.internal.example.com",
"vpcId": "vpc-0123456789abcdef@"

}

EEREEFME | FBFH describe-private-connection®® :

aws devops-agent describe-private-connection \
--name my-mcp-tool-connection

EAREES BEACTIVE , NI B EZEIAI A,

BB IhRE IR B E LR ERR

EFEFRALGER S ENGERUHETMPEEE ZEROER. TREMGERFERANIEING
¥% : GitHub, MCP Server. GitLab#l Grafana. &Ea[LAfER AWS BEE T A CLI AWS #1T
g7

(® Note

S IhEEiR &R , AWS DevOps REREXNERFBHHEAWEFELCIE, EKEM2
B, BREEENEEREEEANTIEZER,

EREEARIEREESERLEER

£ AWS DevOps KERXERAF , IEREN EFHALAERERZ R 1BE , AEMEBRH
BEREZLEETEE,

BEMEREREERLEER 193
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ERAEER

MCP server details

Only MCP servers that implement the Streamable HTTP transport protocol are supported.

Name
The name of the MCP server

| Mmy-mcp-Server

Endpoint URL

| https://mcp.internal.example.com

The MCP server endpoint URL will be displayed in AWS CloudTrail logs in your account.

Description - optional

G

|| Enable Dynamic Client Registration

Allow DevOps Agent to automatically register with your MCP's authorization server.

Connect to endpoint using a private connection <—

If not checked, the connection will be made over the public internet.

© Use an existing private connection

Select from your existing private connections

| Select a private connection

Create a new private connection
Create a new VPC connection using Amazon VPC Lattice.

1. B AWS DevOps RERBA T AW BEELNKEREXZ[,
2. EMRERMHERRT , BEEM,
3. ENEMEELRLEEREANIIRER,

4. HEMFREARE S  WALEERLEER (flW, ) ERFIAWE URLhttps://

mcp.internal.example.com,

5. BERfE AR ERERE R,

BEMEREREERLEER
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6. ENHEELEER 2w URL WRELEER , SUEIE MM ERNEY —E.
7. TRAENREEHNEMERF.

£/ AWS CLI 5B hre iR A E FE AL T ER

B LUEIB TR private-connection-name5|# , MFABEREM ThaE. U TREAmMy-mep-
tool-connectionFABEARE API S8 IRETM MCP RIRESHEESl, BEBNEERRKALZBECH
=8

aws devops-agent register-service \
--service mcpserver \
--private-connection-name my-mcp-tool-connection \
--service-details '{
"mcpserver": {

"name": "my-mcp-tool",
"endpoint": "https://mcp.internal.example.com",
"authorizationConfig": {
"apiKey": {
"apiKeyName": "api-key",
"apiKeyValue": "secret-value",
"apiKeyHeader": "x-api-key"
}
}
}
AN

--region us-east-1

BRELEER

AEEHEIERDREADREIRMECHERR |, FBHEER AWS DevOps RIBREN 0] LAR)EEH B ER
7%

1. R AWS DevOps REREXNFE AW EEEENREENZME,

2. BV R THEREER

3. MARAMEERMXEESH TS, Al , MREMH MCP TERHANAHMENFIE , FOE
BAEHBERXANBENEE,

4. R EEAEOAERBNER,

MRERRE , FRETSIEE :

REBLHER 195
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« VPC Lattice FR#l - R KR ZEREMERFAERE M VPC Lattice EiZE R #l

- REFERE - BEEEEE ENsHREBFEATEREERECEREFNELERE. FRRIERE
NWELFERBAFTEHEEZBR LNEARE. REREB VPC CIDR #E R VPC Lattice EHRF
| IPs, BALEASERLEE (AT ENI Z2BEEMARIE ) AR VPC CIDR EA,

o FRBER - BELSERN FREITLUERERHIENERSE. WREREEFEFHEEPHIT
BREBARATEMZENRE,

- lRIFATAMY - ERELNREEERRERE FHTLEZER,

s FXENTHAED - BREN FRBVAXIENTAES, #HiTaws ec2 describe-

subnets --subnet-ids <your-subnet-ids> --query 'Subnets[*].
[SubnetId,AvailabilityZoneId]' ¥R&E LRFZEMN T HES,

"

Tl BR LS AR
BRI LAER AWS EE A5 CLI AWS MIBRAKEANIAEER,
FERAEEAEMBRAGER

1. BIRX AWS DevOps Agent £ A&,
2. TSEERY , BEERIRME K AREENFTER
3. BN EMBR LA ERNEETIRER , RBREINBR,

AEERNREEETRS "BRER, |, ™ AWS DevOps RERXEHR VPC " BRI EERFEN
ENls, RIBRZERR , ERTEFHRELTEREES,
A CLI AWS fiIERFAR =R

aws devops-agent delete-private-connection \
--name my-mcp-tool-connection

[EFEEEE DELETE_IN_PROGRESS. AWS DevOps RIEBFZXMAREE | S EERBEM ENIs £
VPC 8Bk, MBRTERE , EETSBHREELTEFEESER,

EAEEA VPC Lattice ERRVERIRTE

MNP R CE A Amazon VPC Lattice W EBAH SN ERERE Sl EAREEENDEYT
AEER, BOURMEEDEERENREEERMHEREN Amazon Resource Name (ARN) , T 2
AWS DevOps RERERALEIERBE,
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giR -

BE=/Ch .

- RERSRAERFENERERE DB,

- FEREZE AWS IRFREH 2B AERERE,

« FE VPC Lattice FEAFH , LETFHENREER,
. #ilﬁhub—and—spokeﬁﬁﬂ%%ﬂ’l‘ﬁo

HEMEA CLIAWS BEY B REENFLEER

aws devops-agent create-private-connection \
--name my-advanced-connection \

--mode '{
"selfManaged": {
"resourceConfigurationId": "arn:aws:vpc-lattice:us-
east-1:123456789012:resourceconfiguration/rcfg-0123456789abcdef@"
}

} 1
WMFERE VPC Lattice ERMEMNEFARNFHMER , 588 Amazon VPC Lattice & 5.
Lz E S ]

+ the section called “VPC % 2 (AWS PrivateLink)”
+ the section called “E{% MCP Al fREs”

- BREHEBARM AWS DevOps KEFER A IhAE

+ AWS DevOps RERERAZE M

» the section called “DevOps Agent IAM &F A]”

B ERE 197


https://docs.aws.amazon.com/vpc-lattice/latest/ug/

AWS DevOps REEZX EREES

AWS DevOps RERXTL M

AVHREEETSEE, ERMRE. FHUIRSIA AWS DevOps Agent SRIEEMNEF. EHLENA
R T #E AWS DevOps Agent HIAIERET RME BN ZE£MERER,

ZEEEM

AWS DevOps Agent B ELBEEZ LM, BIFBEEZNFIRTFRERERXN IAM A6 , {EREX
R TECSHWAIBFEES , UREHHEEENEERE, fln, IREFFTERN Amazon S3 FE
IAM BRI ZEERAEN IAM A€ | AWS DevOps RERNASHERRENAWSLogsFEHZEMH
AT ERS .

FERRTE AWS DevOps fRERXM IAM F1A] , UREZEEFEZ2UR  RAIRBERREERE
A, REBHEUIRAE-HRFRETELERENZ M,

ERAEZ™
Agent Spaces i AFXEZ £ R BR in AWS DevOps Agent, BEERAEZEM :

- ERABCHBERNFFAREILRE
- EREFERAETLUFEAWS ikFEHNEIR
- BVHEE=SFERER

Agent Spaces B BEHIREE , WARZ 2 , W IETEREHEBRNYZAFEG

25 A E R

AWS DevOps RERAEABRHEENEESLKEE AEEXSERRECREEXZBARTER
BHFA AWS 1RF AWS W EEBBREER, ZEIABERFENBETERZENE42F , B
RFETHREENERR,

Amazon Bedrock FIE M E EITH R

AWS DevOps REERNSEHENEHBENVERNRERE , UEBENHERFBR. ERRKATAN
EEER, RETAMGANL  YTRUESEEFER. ENERRSRMFERI Agent Space H[E
B, 78, BARTNELERTESEXEFHNETRE , ITIEEMR. MEERNEER
Amazon & £ BT INZ S,
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AWS DevOps REBRER S EN BB RZ R ASIBRHBRNOHEBEESANTHEEER , 1T
R

=
T

- REBRENHRBREERERERE,

- REZBENHERBREEZBEREE,

- REBUNNHRBRETRMEE,

- REBANHRBREEBLRERE,

- MRHFBBRFERINENES , AFERSEZBERNETEE,

« DevOps REFZ I Bedrock 13 fR#E 2 BB (SCPs) = Control Tower FHIEFHBERFE , B
BREFEFABTREEHERS

* Bedrock AIRER LA I AP RIA EE NN BEURBITEMEHR | URE(CRBEMATRAM

g3
n:mlh k= 1111}

=

BoRENER
BoBERZE
AWS DevOps Agent 1Rt E 5 2 B &8 75 £ K& A AWS DevOps Agent Space Web FEFATES :

« AWS lIdentity Center & - TES 0 EFEH AL OAuth 2.0 BEEFEA HTTP # Cookie ¥ T4
PEERTL B 7 BRF. AWS Identity Center AJLUEBREE OIDC M SAML BAAH E BN S & 0 R E B
& , ‘3#E Okta, Ping Identity # Microsoft Entra ID Fi2#t#H, kFEXEERBLENEDREEET
ZEE®E, AWS Identity Center X A TEMRBRBFERBRE 12 M, X AIREAPMENISER
o

- IAM B RFBERE - —BEERFEZUTELFEATTEEERE AWS EB IR A TERERK JWT BE
B, AWS BEEFEAEEEFIN Web ERRER, LIBEBEBRAEEETEN Identity Center BS
Z BIFEE AWS DevOps REBRER , AR TEEB Identity Center £ § 4 B 58 &£ 7 EL AWS DevOps
REREN Web EARKEIMESEEFEE, T/ERERESA 10 2&,

IAM A&

AWS DevOps Agent £/ IAM B E&REZFEGTT :

- TERFAE - RTFREEXAFREEUARERAZE 2 AWS IRFHHEIR , UREFRUXEIRS A
&

- RERFAE - RFAEEAHERIREEXZB c Eit AWS 1RF P ERNFIE,
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* Web EREXNAG - RFEMHEFE Web BERAENH AWS By DevOps KEEANAEERNAER
RAvER,

ELACRBREERRFRAUETRE , AR TFHEMFHNMERT T,

ERMRE
BRI

AWS DevOps RERXEMEFMEEFER .

BEME - IAERNSEER AWSRERBME,
- BERTNE - FAEDRN AR, BE. FEEE. FREPRENNEGENHESEERASHLE

HBE% R AR AB R PO (L B 2
BERREFNRE

ERgEERUREBEEATENESD K6 MHEREEESELSNMEBEMNEAREIT , 11 R Amazon
Bedrock £ — &R,

BAE2EBIER (PI)

EREHE, BRTARNPREDEHERENERE , AWS DevOps REEXTEEE PIl B, &
TSR] Pl ER , BEFEITBAMEBER,

A & B MEKFC &

%?HE)&EQEHW&

EHRAENER DA SHEBFHENBEE
o FCERERENRY B EHEIE LS RMEN1E

- BYERABRREFNTRERE

- ERAE—HRESEHMBEEENR  BRBEERE , SINRTNEIARBREZDF
- AEWERERFHABNRAL
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AWS CloudTrail &

FEE AWS IRF H#Y AWS CloudTrail & B B#EX All AWS DevOps R API FE0Y, {5
CloudTrail WM EA , &R SLHIER

- MERASRBAEES

o RHFER IP it

- RHEHERNAER

- FTRRHMRRE

RREARE

ERBEREBSRTIRANTERNS , SRERTOIARE, HIMBESNH £KI Al RBERE
RIEH o AWS DevOps REEAGREEMAFAZENRREAEEEREN -2 , 2FHK. &
RRE, MEMREER, AWS DevOps REEXEZBUTREER , PHEEKEIAKRE , B
BLREMAERNEMNRENEAEHELENRRNEMHBZIEE, NEFMER  F2RLAE
EEER -,

BREABE :

- ERNBEADE -REEXTANIERZLZEFER , ERLRENZERFIRN. EFHLEER
ERMEBUEHNERLERERAER,

- IRERPREHHIT — AWS DevOps RERRN REEE X EMEHAE AWS iIREFIERGREBERHN
ABAFNRARARE, REEXELFEIREIELEREHENEIR.

« Al Z£{RE - AWS DevOps Agent FEFHEH Al Z2 B} 3 (ASL-3) REMNER, ELREIESE
2, TEFERERXTAZIERMP LR TEAKRE,

- TAHENEZRE - REEX AFSESMEINSEHESRNESE, —BRKAFEE , R
ERAMELEHNAFER , HLEEREAREBEREZHE,

#R AWS DevOps REREXNRERZERE , BHIELRFIARE | BRELEARTESH MR

« BHE] MCP fAfR8§ T & - bring-your-own MCP ZhEE AT ZREH BT TES| AREREX | EFEEEHR
FANPOEEAME, BETIETRETEAHE native AWS DevOps RIERRR TEHEBEIMN L4
EERTRUTHRSLEFENANARNFAELTE, NEHEEN , FSEARETER &,

AWS CloudTrail & 201
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- REEAERE - BRETE AWS IRFARIERTEARFENERAEERHREENETRENHE
REE, ELEAETUEIREEXNEANERRE , SINARFHRERER , AEEERBRAR
BREAGEENERET.

BERRELRR

(@i

1. £ Agent Spaces HE8E BT MCP fARss 28l , AR B FRIEIE LR RS
a. R R AT THEESE

b. #58 MCP AR FEHMNABTECAERZFENER , & MCP =AY as AWS DevOps L
BRAKERELTIEFEAEHE AWS DevOps REEXZHEUNEBSEEEBR

2. AR TFHEAEFNRHENGAEEXNRRE , EAREEREFRA
3. EHIRERZML MCP AIfRFEZSEH RERAZER

4. HRIERFHEE URLs BB EMAARHUREABEMAERANTA AR EENAFFBEF
BEEEHRIR,

BReM
AWS DevOps REEAXESEESHE K SESEFEFACHREER .
- REEOES - REES  IRENEEEREEA L RAEEARNEN., EEEARBENS S
BRI
« MCP fafgzs - A OAuth 2.0 B BEREN AP| EREAFRREZLBANERERARESR
TE fa AR 25

* Webhook @2+ - RER B EIRRIFAVEREMS , HINEFHABRMERB. Webhooks £ 5
B ERBR (HVAC) RERL L,

« BB - Slack IRRRKEFERESWIETRABHNESN , BT EE@ER,

=

i

A FER

REABTESHERFERETEIRE  YEIRFAFNMEERASZE ZEBHA, ELEMEL
TEE, B ERFBHRRE—IX , RES{E Agent Space A LLERIIZEZMERPNBEE
Ro

T TEEMRFBREEM :

BEReM 202
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 GitHub — £/ OAuth RIEBETE B, EIRFEBRFEM GitHub 2% , =@ Agent Space AT LA
ERE GitHub BN EREE,

- Dynatrace - £/ OAuth R &7 8FE. EIRFEMHREEM Dynatrace 2#% , BEERAEZEEHA
LAIE AR B4 E R Dynatrace IRIESEEIRERE,

* Slack - £/ OAuth FR B 5 EE. ERFBREM Slack 2% , SETRASZEE A LUEREH
TER Slack SAESAE,.

- Datadog — £/ MCP ##& OAuth REEITH 78T, ERFEBMEEM Datadog 2% , =@ Agent
Space #8 ] LUEARE4FER Datadog EsZE IR,

- FTER - API €85 9 RE., ERFEBHREEM New Relic 2% , SENREBERERZEE 7 LLELR
245 ER New Relic EE#=4HERE,

« Splunk - FAERBEFAG D EE, EIRFEMREM Splunk 2% , SEERAEZEHE AT SLERE S
EH Splunk EXRIHE,

. GitLab - FAFRER S 2 BE. ERFEBREM GitLab 2# , 18 Agent Space EB ] LUEARE 45
EH GitLab fE1FE,

« ServiceNow — £ OAuth AF IR/ B v BFE. EIRFEREEM ServiceNow 2% , SEER
AEZEE A LLEZ SIS ER ServiceNow H1T{EEE R EZ T,

. —RTABRFEIMIER MCP RIREE - £/ OAuth iR HITE 2 E., EIRFBHRFMER MCP
RS 2% , B8 Agent Space B I LLERE R AR LN EEER.

18 B 12 R
AWS DevOps Agent BERELRNE =1 RKFMER MCP RR:E , A TRAEMHEAMRE,
£ AWS DevOps REREXERAENEARE

AWS DevOps REREXNEREE =K RENER MCP ARI[HNELER  SLARFEUBARE
M IRESHNERRE, RELREN A XBRRENTEREELRK

- WEREIER - IREWI AT AWS VPC AFE , A LAEA AWS DevOps RERXFABE
R, EBRERE AWS SN AR AKRERH, MEFMER , 552 Bthe section called “SE{EEFA
EFXEITE,

- NEFREIE-UMRENIETEBRLNEHEBMEMER , WER IP AFBESPHAERA | BNE
REHFRBETH AWS DevOps RERXKR IP it EARE

- mAHE (EF) (ap-southeast-2)

MR 203



AWS DevOps REFZ

ERAEER

« 13.237.95.197
* 13.238.84.102

« 13.192.12.233

« 35.74.181.230

« 57.183.50.158

BN =B 4E) (eu-central-1)
- 18.158.110.140

« 52.57.96.160

« 52.59.55.56

BON (ZEEE) (eu-west-1)
* 34.251.85.24

 52.30.157.157
 52.51.192.222

 34.228.181.128

* 44.219.176.187

* 54.226.244.221
EEPE (BEEMA) (us-west-2)
* 34.,212.16.133

« 52.89.67.212
* 54.187.135.61

S AREHE (BRR) (ap-northeast-1)

EBIRE (HEF EEdbEB) (us-east-1)

& VPC %) AWS DevOps REEXHNELHRE

BRI AWS VPC F| AWS DevOps REBERAWELRE ( Hlin , £/ the section called “FEiB

Webhook I i DevOps KERER") ,

SRA] B VPC S AR RS T B B AWS BREIREL, 1

B , 52 RBithe section called “VPC i 2 (AWS PrivateLink)”,

HR

#£ VPC 2| AWS DevOps RERANEHRE
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HEEEER
AWS EF
AWS & & :

- HEARERAMENENNZSM
- REUH AEEXEHANEEIR
« REHIT AWS DevOps Agent FY B/ 5%

EFEE

EFAE.:.

- EEGERAEHERARZHNFN

- RERHEBAGRERXNNBRENZEEEAEFN , SIMELE R, CloudTrail £, RRF
HERZENER - TARERABZRTEA,

- BRAMBERNERRFHREE T TREAREDARB I ARNEBNEETESR

- FE{Rbring-your-own MCP fAlfRESB A& AL £E/E

- MRBREERASN AM AEEGEENEE

- EABAMBARNEAREEXNERRRFFHRZE , K& PI &R

- BEEBNME , BB TR FERNERRIR , @FEbring-your-own MCP fa] ik 85

ENHE
AWS FREARAEAENRRNERABEN, DAASAENRIREDRLEER, AWS

DevOps Agent Space FAEFERMAZREHERAESERAENEENRAEL , EF AWS AERHEE
REXRS,

Bl

EFEBMRF , AWS DevOps REERXTHFSELE |, @ SOC 2, PCI-DSS, SO 27001 =
FedRAMP, AWS & i$EMIRMHMLSERE,
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DevOps Agent IAM & 7]

AWS DevOps Agent £ IR#E4SEER AWS Identity and Access Management (IAM) BhESR3=HI1¥ H Ih
REFNTHREM ZHN, IELLBY IR TEEF & W LAFE AWS DevOps Agent 124 # Operator Web FEFRE
PEITHEE, EEAEENEASARAE &R AWS IR API FF AR [E.

WERHERABFRMWHMET , HSHE AWS IRF FRAZHASFR
ERAESTZEEEDE

B L Ep e 43 Agent Space HHREFBEE A IZE

- aidevops : GetAgentSpace - AFFEAERAETRASZHENFMEN , S BEHAR, MREFNIEER
BHRSE., FREEENFTTRHE AWS BEBEERATER REEXE[,

- aidevops : GetAssociation - AFFFEAERGIFERFEABNFMEENR , 218 IAM S EHEEIER
ARRE,

- aidevops : ListAssociations - RFFEAEILATRASZERENAE AWS IRFEEB , BiFE
EFRERS,

A B MEATENE

ELEBFERHHEHREDRNFE

- aidevops : ListExecutions — RFFEAERIRHTHEER , TIF 1D, AREF |, LUETRTKEIEEH
WIRE., B, AN REEE,

- aidevops : ListJournalRecords — AFFEAEFNFM AR , EFERERASERE. BHF. T
M KEFEHEFMEANHES R, FENSENERRER, EEMRTHERASMMEHER.

MREEEE

Chat EE T3 IAM FFa] FREE1E
- aidevops : ListChats — fo 5 F & %Il i F0 17 BB K 34 55 2 52 5o #% o

- aidevops : CreateChat — AFF & B I REFE,
- aidevops : SendMessage - AFFEA B R R EH W IZRETREFE,
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hENERREE
B BRI AR X R S A TR -

- aidevops : DiscoverTopology - AFfEAE BN EEXNZANAERENRE ., HEBFEMBE
HAWS IRFNEBERAEXNERGENER.

B MEREE
B L B F iR TRRS T AL PR

- aidevops : ListGoals - AFFEAERBRIANEHER , RRERASEES HWE B E.

- aidevops : ListRecommendations - RAFFEAERBFEHIEEENFIEER  SRHEEXIEFNE
EIJO

- aidevops : GetRecommendation - AFFFERAERIRISEEBRNVFMER
e85l

, BEHEHEIENE4HNE

FREEBEREEEF
ELBETRHGERERASRBEHNED |

- aidevops : CreateBacklogTask - AFFER BRI EHFAER AT AT,
- aidevops : UpdateBacklogTask — fo5F £ & B ER T EIRBUE = B FAER T4,
- aidevops : GetBacklogTask — /L 5T A E RS ET KA FHEER.

- aidevops : ListBacklogTasks - AFFEAEIHAERXZ[HEE , EKER., RE, BERIER
R R R ERR,

HBEEBE
ELBETRHFENERRBRXERSHM T LA ATHREED

- aidevops : CreateKnowledgeltem — AFFEAEFIE BT HHMER |, flunkeE. HEZEEEIFR
AEESENEARIBEER.

- aidevops : ListKnowledgeltems - AFFEAEREAZTRAEZERENFIEAFAIER .

- aidevops : GetKnowledgeltem — A 57 f5£ F & MBS IE £158%1H B WEEME A

- aidevops : UpdateKnowledgeltem — RFFEAEEXRREHNEBEE , MRBEABRTNRE,
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- aidevops : DeleteKnowledgeltem — A FFE A EBBRTBHBHAFIER.

AWS T EESEE
BB EEEE AWS ZERHIHNES

- aidevops : InitiateChatForCase — RFF{E A BB ELEFAEREH AWS Support BENEI R TEFSER |

YEHBRHEEESHNRE,
- aidevops : EndChatForCase — AFFEAEBEREAFTH AWS ZEZXZHFII K TER R,

- aidevops : DescribeSupportLevel — AFFEAERERFN AWS ZEFTEIBR , LHETHNZE
BIE,

RENMEREHE
ELBFERHEARETNFR :

- aidevops : GetAccountUsage - RFFEAERBAERH. AR TMAREMPRFERN AWS
DevOps REREXSALEE , UKREANAE,

FRH IAM BUERE B

EEEBR
HBUER T all AWS DevOps Agent THAER) ST B 17 HUAE -

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": "aidevops:*",
"Resource": "*"

}

]
}
EE T BUR

LR FREEENRENRAENMTARS ShEERY FEUE
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"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [

"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:

1,

"Resource":

MR BUR

GetAgentSpace",
InvokeAgent",
ListExecutions",
ListJournalRecords",
ListAssociations",
GetAssociation",
DiscoverTopology",
ListRecommendations",
GetRecommendation",
CreateBacklogTask",
UpdateBacklogTask",
GetBacklogTask",
ListBacklogTasks",
ListKnowledgeItems",
GetKnowledgeItem",
InitiateChatForCase",
EndChatForCase",
ListChats",
CreateChat",
SendMessage",
ListGoals",
CreateKnowledgeItem",
UpdateKnowledgeItem",
DescribeSupportLevel",
ListPendingMessages"

min

HBERRTFERBNRAENERFIE

"Version": "2012-10-17",

ERH IAM BERE S
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"Statement": [

{
"Effect": "Allow",

"Action": [
"aidevops:GetAgentSpace",
"aidevops:ListAssociations",
"aidevops:GetAssociation",
"aidevops:ListExecutions",
"aidevops:ListJournalRecords",
"aidevops:ListRecommendations",
"aidevops:GetRecommendation",
"aidevops:ListBacklogTasks",
"aidevops:GetBacklogTask",
"aidevops:ListKnowledgeItems",
"aidevops:GetKnowledgeItem",
"aidevops:GetAccountUsage"

]I

"Resource": "*"

FERERMN AWS DevOps REREAWREEZEAE

AWS DevOps KIEFENFEH AWS Identity and Access Management (IAM) fRI§EE A G, RIGE
EABREBEZERLZE AWS DevOps RERAMNM — IAM ACER, REEZLEAEH AWS DevOps
Agent B ER , WEEZRBEAREFUEHA AWS REFFENFIEET,

RIS B B R A

AWSServiceRoleForAIDevOps RIEER A RSIE aidevops.amazonaws . com FRIEEFEAKIE
EHE,

A HAWSServiceRoleForAIDevOpsPolicyEA THIF TN SEBUR :

« cloudwatch:PutMetricData - #HAEEIZEZEMHZE AWS/AIDevOps CloudWatch @5 2= &,
Fcloudwatch:namespacef®RHRHl , R /LFFAWS/AIDevOpsin & =M,

- vpc-lattice:CreateResourceGateway - B FAHERE VPC Lattice EIRF
B, ¥ aws:RequestTag/AWSAIDevOpsManagedi&#FR#%l , Rt RFE R EIHEHE
AWSAIDevOpsManagedZE M ERFAE,
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« vpc-lattice:TagResource — #Zi2 VPC Lattice ERFE, H aws:RequestTag/
AWSAIDevOpsManagedi& 4 &iE,

- vpc-lattice:DeleteResourceGateway — filBR VPC Lattice ERME. 3
aws :ResourceTag/AWSAIDevOpsManagedf& R &l , E IR ReeMiBrRHZE IV ERFE

« vpc-lattice:GetResourceGateway — #fER VPC Lattice EIRFEENHBER. =Z
aws :ResourceTag/AWSAIDevOpsManagedf&#F R &l , Rt IR ReeBEVHE I W ERFE

=N

- ec2:DescribeVpcs, ec2:DescribeSubnets, ec2:DescribeSecurityGroups - HEGERE
BRFEMEN VPC BB FRHEREN. ELHFEERFERARAE VPC BIR , B/ EC2 APl 7%
B iR w0 i B R B ARET T o

« iam:CreateServicelLinkedRole - B ERFEREFMFEN VPC Lattice REEZL AR, LT
A[ERRMAvpc-lattice.amazonaws.comfRE X8  FTREARATMEMBREELRKEEAR,

BY RBEFAS

IBREEFE)ET AWSServiceRoleForAIDevOps RIEEE AR, EEBHBER AWS DevOps
Agent i , RBERLEVYRKELZAR,

EERFRBRREELHE | BABEPHEE iam:CreateServicelinkedRoledF ], BEMEH
iam:AWSServiceNamef&# KRR E L FF AT aidevops . amazonaws . com , LAE EESFIEERERA,
NEEZE , FERARBEEACHUER.

miE R EGAE

BT BERREE AWSServiceRoleForAIDevOps FREERZ AR, B AGRZE A LELIBFAEGNE
B, AEREERTAESKEESEAR, AT, BAEH IAM RiGEACER, MEFMET , F
BRREREERAE,

MEx RBEEAE

MREFTBFEEMEA AWS DevOps Agent , RFIEZEZEMBRAWSServiceRoleForAIDevOps iR #E
BARE, BLXAXBREERAEZETERENTMAEER , TEMBRAR, RREBEEACTS
B By kR 5t Bl AR 7 Z2 SL AWSAIDevOpsManaged, BA #Zi2HY VPC Lattice ERME, MRFTBEEFEEIE
LEREE  CRZFESEMR, NEFMAER  BFSEMNBREEEEAR,
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AWS DevOps KERE EHAEERE
AWS B AWS DevOps RKEERANZIEHR

AWS ZBRMHEH ZEYNEENE L IAM BUR , RS ERNEARS AWS, L AWS XEBER
ERTREREARANLERNT , BETLREFTEWLS T, MFFHEER , F2R8 UAM ERHE
EmM) P AWS ZEBUEK,

T %) AWS ZSEBX 2 AWS DevOps Agent 581 , B LUREZERFFHERE,
AlDevOpsAgentReadOnlyAccess

EiE AWS EEXEARM Amazon DevOps REE X M B ZHUE

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AIDevOpsAgentReadOnlyAccess",
"Effect": "Allow",
"Action": [
"aidevops:Get*",
"aidevops:List*",
"aidevops:SearchServiceAccessibleResource"
1)
"Resource": "*"
}
]
}

AlIDevOpsAgentFullAccess

BB AWS EE XS 1R H Amazon DevOps RIBFER MY S Z EUE

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AIDevOpsAgentSpaceAccess",

"Effect": "Allow",

"Action": [
"aidevops:CreateAgentSpace",
"aidevops:DeleteAgentSpace",
"aidevops:GetAgentSpace",
"aidevops:ListAgentSpaces",
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"aidevops:UpdateAgentSpace"
1,

"Resource": "*"
1,
{

"Sid": "AIDevOpsServiceAccess",

"Effect": "Allow",

"Action": [
"aidevops:DeregisterService",
"aidevops:GetService",
"aidevops:ListServices",
"aidevops:RegisterService",
"aidevops:SearchServiceAccessibleResource"

1,

"Resource": "*"

I
{

"Sid": "AIDevOpsAssociationAccess",

"Effect": "Allow",

"Action": [
"aidevops:AssociateService",
"aidevops:DisassociateService",
"aidevops:GetAssociation",
"aidevops:ListAssociations",
"aidevops:UpdateAssociation",
"aidevops:ValidateAwsAssociations"

1,

"Resource": "*"

},
{

"Sid": "AIDevOpsWebhookAccess",

"Effect": "Allow",

"Action": [
"aidevops:ListWebhooks"

1,

"Resource": "*"

},

{
"Sid": "AIDevOpsOperatorAppAccess",

"Effect": "Allow",

"Action": [
"aidevops:DisableOperatorApp",
"aidevops:EnableOperatorApp",
"aidevops:GetOperatorApp",
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"aidevops:UpdateOperatorAppIdpConfig"

15
"Resource":
1,
{

"

"Sid": "AIDevOpsKnowledgeAccess",
"Effect": "Allow",

"Action": [

"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
1,
"Resource":
},
{

CreateKnowledgeItem",
DeleteKnowledgeItem",
GetKnowledgeItem",
ListKnowledgeItems",

ListKnowledgeItemVersions",

UpdatekKnowledgeItem"

i n

"Sid": "AIDevOpsBacklogAccess",
"Effect": "Allow",

"Action": [

"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
1,
"Resource":
1,
{

"Sid": "AIDevOpsRecommendationAccess",

CreateBacklogTask",
GetBacklogTask",
ListBacklogTasks",
ListGoals",
UpdateBacklogTask",
UpdateGoal"

"y

"Effect": "Allow",

"Action": [

"aidevops:
"aidevops:
"aidevops:
1,
"Resource":
I
{

GetRecommendation",
ListRecommendations",
UpdateRecommendation"

"

"Sid": "AIDevOpsAgentChatAccess",
"Effect": "Allow",

"Action": [
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"aidevops:CreateChat",
"aidevops:ListChats",
"aidevops:ListPendingMessages",
"aidevops:SendMessage"

]I
"Resource": "*"
}I
{
"Sid": "AIDevOpsJournalAccess",

"Effect": "Allow",

"Action": [
"aidevops:ListExecutions",
"aidevops:ListJournalRecords"

1,

"Resource": "*"

1,
{

"Sid": "AIDevOpsTopologyAccess",

"Effect": "Allow",

"Action": [
"aidevops:DiscoverTopology"

1,

"Resource": "*"

1,
{

"Sid": "AIDevOpsSupportAccess",

"Effect": "Allow",

"Action": [
"aidevops:DescribeSupportLevel",
"aidevops:EndChatForCase",
"aidevops:InitiateChatForCase"

1,

"Resource": "*"

1,
{

"Sid": "AIDevOpsUsageAccess",

"Effect": "Allow",

"Action": [
"aidevops:GetAccountUsage"

1,

"Resource": "*"

1,
{
"Sid": "AIDevOpsTaggingAccess",
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"Effect": "Allow",

"Action": [
"aidevops:ListTagsForResource",

"aidevops:
"aidevops:
1,
"Resource":
I
{

TagResource",
UntagResource"

"

"Sid": "AIDevOpsVendedLogs",

"Effect": "

"Action": [
"aidevops:AllowVendedLogDeliveryForResource"

1,

"Resource":

AlDevOpsOperatorAppAccessPolicy

Bt REEXZTREAMEH AWS DevOps iBE F Web FEARNNFZEE,

{

Allow",

"

"Version": "2012-10-17",

"Statement":

{

"Sid": "AllowOperatorAgentSpaceActions",

"Effect": "
"Action": [
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:

L

Allow",

GetAgentSpace",
GetAssociation",
ListAssociations",
CreateBacklogTask",
GetBacklogTask",
UpdateBacklogTask",

:ListBacklogTasks",

ListJournalRecords",
DiscoverTopology",
ListGoals",

ListRecommendations",

ListExecutions",
GetRecommendation",
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"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:

]I

"Resource":
"Condition'

UpdateRecommendation",
CreateKnowledgeItem",
ListKnowledgeItems",
ListKnowledgeItemVersions",
GetKnowledgeItem",
UpdateKnowledgeItem",
DeleteKnowledgeItem",
ListPendingMessages",
InitiateChatForCase",
EndChatForCase",
DescribeSupportLevel",
ListChats",
CreateChat",
SendMessage"

"arn:aws:aidevops:*:*:agentspace/${aws

1 : {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

}
}
iy
{

"Sid": "AllowOperatorAccountActions",

"Effect":
"Action":

"aidevops:

1,

"Resource":

"Allow",

GetAccountUsage"

"y
’

"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

}
}

},

{
"Sid":
"Effect":
"Action":

"AllowSupportOperatorActions",
"Allow",

"support:DescribeCases",
"support:InitiateChatForCase",
"support:DescribeSupportLevel"

]I

"Resource":

i n
’

:PrincipalTag/AgentSpaceId}",
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"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

AlDevOpsAgentAccessPolicy

21 AWS DevOps RERAXHITHENM DT EF AWS BiRFTHER

"Version": "2012-10-17",

"Statement": [
{

"Sid": "AIOPSServiceAccess",

"Effect":
"Action":

"Allow",
[

"access-analyzer:GetAnalyzer",
"access-analyzer:List*",
"acm-pca:Describe*",
"acm-pca:GetCertificate",
"acm-pca:GetCertificateAuthorityCertificate",
"acm-pca:GetCertificateAuthorityCszr",
"acm-pca:List*",
"acm:DescribeCertificate",
"acm:GetAccountConfiguration",
"aidevops:GetKnowledgeItem",
"aidevops:ListKnowledgeItems",
"airflow:List*",

"amplify:GetApp",
"amplify:GetBranch",
"amplify:GetDomainAssociation",
"amplify:List*",

"aoss:
"aoss:
"aoss:
"aoss:
"aoss:
"aoss:
"aoss:

BatchGetCollection",
BatchGetLifecyclePolicy",
BatchGetVpcEndpoint",
GetAccessPolicy",
GetSecurityConfig",
GetSecurityPolicy",
List*",

AT

AWS B AR AWS DevOps KBRS EHE

218



AWS DevOps REFZ

ERAEER

"appconfig:GetApplication",
"appconfig:GetConfigurationProfile",
"appconfig:GetEnvironment",
"appconfig:GetHostedConfigurationVersion",
"appconfig:List*",

"appflow:Describe*",

"appflow:List*",
"application-autoscaling:Describe*",
"application-signals:BatchGetServicelevelObjectiveBudgetReport",
"application-signals:GetService",
"application-signals:GetServicelevelObjective",
"application-signals:List*",
"applicationinsights:Describe*",
"applicationinsights:List*",
"apprunner:Describe*",

"apprunner:List*",

"appstream:Describe*",

"appstream:List*",
"appsync:GetApiAssociation",
"appsync:GetDataSource",
"appsync:GetDomainName",
"appsync:GetFunction",
"appsync:GetGraphqlApi",
"appsync:GetGraphqlApiEnvironmentVariables",
"appsync:GetIntrospectionSchema",
"appsync:GetResolver",
"appsync:GetSourceApiAssociation",
"appsync:List*",

"aps:Describe*",

"aps:List*",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:List*",
"athena:GetCapacityAssignmentConfiguration",
"athena:GetCapacityReservation",
"athena:GetDataCatalog",
"athena:GetNamedQuery",
"athena:GetPreparedStatement",
"athena:GetWorkGroup",

"athena:List*",
"auditmanager:GetAssessment",
"auditmanager:List*",
"autoscaling:Describe*",
"backup-gateway:GetHypervisor",
"backup-gateway:List*",
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"backup:Describe*",
"backup:GetBackupPlan",
"backup:GetBackupSelection",
"backup:GetBackupVaultAccessPolicy",
"backup:GetBackupVaultNotifications",
"backup:GetRestoreTestingPlan",
"backup:GetRestoreTestingSelection",
"backup:List*",
"batch:DescribeComputeEnvironments",
"batch:DescribeJobQueues",
"batch:DescribeSchedulingPolicies",
"batch:List*",

"bedrock:GetAgent",
"bedrock:GetAgentActionGroup",
"bedrock:GetAgentAlias",
"bedrock:GetAgentKnowledgeBase",
"bedrock:GetDataSource",
"bedrock:GetGuardrail",
"bedrock:GetKnowledgeBase",
"bedrock:List*",
"budgets:Describe*",
"budgets:List*",

"ce:Describe*",
"ce:GetAnomalyMonitors",
"ce:GetAnomalySubscriptions"”,
"ce:List*",

"chatbot:Describe*",
"chatbot:GetMicrosoftTeamsChannelConfiguration",
"chatbot:List*",
"cleanrooms-ml:GetTrainingDataset",
"cleanrooms-ml:List*",
"cleanrooms:GetAnalysisTemplate",
"cleanrooms:GetCollaboration",
"cleanrooms:GetConfiguredTable",
"cleanrooms:GetConfiguredTableAnalysisRule",
"cleanrooms:GetConfiguredTableAssociation",
"cleanrooms:GetMembership",
"cleanrooms:List*",
"cloudformation:Describe*",
"cloudformation:GetResource",
"cloudformation:GetStackPolicy",
"cloudformation:GetTemplate",
"cloudformation:List*",
"cloudfront:Describe*",

AWS B AR AWS DevOps KBRS EHE 220



AWS DevOps REFZ

ERAEER

"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront

"cloudtrail

"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudwatch:

"cloudwatch

"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"codeartifact:Describe*",
"codeartifact:GetDomainPermissionsPolicy",
"codeartifact:GetRepositoryPermissionsPolicy"

:GetCachePolicy",
:GetCloudFrontOriginAccessIdentity",
:GetContinuousDeploymentPolicy",
:GetDistribution",
:GetDistributionConfig",
:GetFunction",

:GetKeyGroup",
:GetMonitoringSubscription",
:GetOriginAccessControl",
:GetOriginRequestPolicy",
:GetPublicKey",
:GetRealtimelLogConfig",
:GetResponseHeadersPolicy",
"cloudfront:
"cloudtrail:
"cloudtrail:
:GetEventConfiguration",
GetEventDataStore",
GetEventSelectors",
GetInsightSelectors",
GetQueryResults",
GetResourcePolicy",

List*",
Describe*",
GetChannel",

GetTrail",

GetTrailStatus",

List*",

LookupEvents",

StartQuery",
Describe*",

:GenerateQuery",
GetDashboard",
GetInsightRuleReport",
GetMetricData",
GetMetricStatistics",
GetMetricStream",

GetService",

GetServicelevelObjective",

List*",

"codeartifact:List*",

"codebuild:BatchGetFleets",

"codebuild:List*",

"codecommit:GetRepository",
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"codecommit:GetRepositoryTriggers",
"codedeploy:BatchGetDeployments",
"codedeploy:BatchGetDeploymentTargets",
"codedeploy:GetApplication",
"codedeploy:GetDeploymentConfig",
"codedeploy:GetDeploymentTarget",
"codedeploy:List*",
"codeguru-profiler:Describe*",
"codeguru-profiler:GetNotificationConfiguration",
"codeguru-profiler:GetPolicy",
"codeguru-profiler:List*",
"codeguru-reviewer:Describe*",
"codeguru-reviewer:List*",
"codepipeline:GetPipeline",
"codepipeline:GetPipelineState",
"codepipeline:List*",
"codestar-connections:GetConnection",
"codestar-connections:GetRepositorylLink",
"codestar-connections:GetSyncConfiguration",
"codestar-connections:List*",
"codestar-notifications:Describe*",
"codestar-notifications:List*",
"cognito-identity:DescribeIdentityPool",
"cognito-identity:GetIdentityPoolRoles",
"cognito-identity:ListIdentityPools",
"cognito-identity:ListTagsForResource",
"cognito-idp:AdminListGroupsForUser",
"cognito-idp:DescribeldentityProvider",
"cognito-idp:DescribeResourceServer",
"cognito-idp:DescribeRiskConfiguration",
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PR 1 Bk %5 77 B

"‘TRV&Z@E:@HEAE%@E@ IAM BUR |, HARSIERA BT AWS BRI, I BETBUR
) nﬁLﬂETﬁUEﬁﬁEEﬁ
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- BFHEHRT -REEAFTECHECHHENERAE, SENBHE. BEEBFAFREERBK
MR E TR EF T

- REIBVERYK -ES2cHEEARNEBER AWS R, Flm , mRENERAREXFTER
Amazon RDS , BZHEHEFEE RDS 557,

- FRBEEEMFEERFT - IEEMBIEE , HI20 cloudwatch:GetMetricDatash , MIER

Fservice:*FFalec2:DescribeInstances,

REIAE RIEHYBEREH -
json

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"cloudwatch:DescribeAlarms",
"logs:GetLogEvents",
"logs:FilterLogEvents",
"ec2:DescribeInstances",
"lambda:GetFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": "*"

}
]
}

BR | & IR 17 EX

ZERRERAREERETINEIEER , FE IAMBERERAERBMRT T, EVRSESFZIE
BFRHERERANER,

FRAER ARN &= :

{
"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Action": [
"lambda:GetFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": "arn:aws:lambda:*:*:function:production-*"
}

W EHIRH RN R e BB B E A "production-" B Lambda B &,
FERESRRS

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:DescribeInstances",
"ec2:DescribeInstanceStatus"”

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/Environment": "production"

Bt &8I PR HI AR X R ELL 252 H EC2 #1TEB8Environment=production,

BER 5l [22 150,77 BX

EERFRERNATFEAWS WESE , FFE IAM R EA aws:RequestedRegionffHF 3R 5|8 -
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:Describe*",
"lambda:Get*",
"cloudwatch:Get*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestedRegion": [
"us-east-1",
"us-west-2"

Lt &5 51 PR I 4X FEFE X R BE1FER us-east-1 M us-west-2 BIFHF N E R,
B BET IAM BUR

ELENETRASZHATERERFR , EUUREEABRESEYBR] IAM A€, )
ERIEREREAL

By RERAZEE

(aiif
4|
e
il

#% AWS EE X2 A FH DevOps Agent £ 5.

- EBECERABENHEILF DevOps RERXAG® , WKRIETREE

MEERABTEE
# AWS EE X2 A FH DevOps Agent £ 5.

- EEUNREREIRR
- REWERTENERRENAEIRFE , ARE—TRE
- BEMERAEAREIER DevOps RERABKR , WK RIERIRE
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BEIBRHREER

« BRTHERETAI - BRSO FTEIRIE M BRAYFF AT
- SUREAEFRBRETT - REERA ARN EXHERFIEFEER
- EMWBEMBEKT T - ERREARCEERD IAM BER |, LBRENFSENRER/R

ER7E IAM Identity Center & 0 B F&

IAM Identity Center 9 BB IREE PR 5 2R EEFHE ¥ AWS DevOps Agent Space Web FEFTE
NEE., AIEFRBUMMERTE IAM Identity Center B0 BBEMEBRERE,

FeRIRH

2% 7E IAM Identity Center B0 BE 21 , FFRELE :

s

- EZMEBSRS P RA IAM Identity Center
- BB in AWS DevOps RERER
- ERESEMBEBINERAEEH

B0 BREEE
AWS DevOps Agent 12t R E1FHL Agent Space Web AN E BRI % -

IAM Identity Center &7 B8 - BEBRAREERE. RUEFAEAEEE, BAREIREERS
AR RIE 12 /NEFH) THEREER.

EEESFE (AM 50 RE ) - ENARENEEHBAEESRHENEFN. THFEEERRHS 30 2
8

EERAEZEEMYHBERE IAM Identity Center
BUERASZEE , BN EFIERLIFERLERE IAM Identity Center & 7057
TR BEEZE Web ERARENERE

1. REERAEZEFHFMERAN AWS (REFEER , FRENEFEIRIER
2. WAEEBIMEZE S : TiEEE IAM Identity Centery M TEEFE

BITBRREEK 242
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HER 2 : 3R7E IAM Identity Center &

£ [ERAEZE] EHRZE IAM Identity Center BEH :

1. B®%% IAM Identity Center #1788 - 1A SR ~WE Identity Center #ITEIEASEIE Web App
FERAEEFEEE (HW ssoins-7223a9580931edbe), RASEHBTELEALRIEZRLMN IAM
|dentity Center #11T{EE&,

2. IZHY IAM Identity Center EARERAGEREE - BE=(E&Ez— .

E B2 M #H DevOps Agent A€ ( B )

- RREEDRIEAEENANTREAE
ERRMEMNRE , BERARKSHEARSG

(i

ERREAG .

- FRALEERYMNERE IAMAE
- R EREACEEXLENGT
- MREWEBEEFELEILN AWS DevOps Agent Bt |, FHEE IH#1E

5 BURE A I #HY DevOps Agent B :

- FRRENBEHAET , £ IAM ERAGDENZECHWEITAR®
- MREEEETACHT , FEBNIEE

BE—TERE , KR89 .

- BUHREREEN IAM A&

- BIENERAEZEBERE IAM Identity Center FEFFE

« 7 IAM Identity Center 1 Agent Space Web EARER BRI EEHBE
« FRE OAuth 2.0 7 BEREUNLLFIERE

ERALR . fAEEEFH

MR EAEE S BI1FEN Agent Space Web FEARER , M AEXZE IAM Identity Center :
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1. EEEEENERY , B TREEESFEEN IAM A& ARN ( fifn
arn:aws:iam: : 440491339484 :r0le/service-role/DevOpsAgentRole-
WebappAdmin-15ppoc42)

2. B—TEGEEESFIURIE , LUER IAM B 2B ERE Agent Space Web FEFRE
3. SRS A TYERSERBR$1 & 30 o8&

® Note
EEEFIEEARARENERE. HREEMZNERRIE , 35E IAM Identity Center &
2B
X8 £ A & M B

FX7E IAM Identity Center 0 5E®R , EFER TR EEAEMEHEY Agent Space Web ERAEZRH
FHE -

TR FREREEE

1. £ AWS DevOps REREXF#E&F , ERENRKERAZE
2. BIEFEREIER
3. EERERET , B—TEEREMENEAE

HER 2 B EREE

1. BEFEERAENEE

2. 7£ IAM Identity Center B 8% SFEH & RE A
3 ERAEMENEAENFESHIREG R

4. B—THEUR T MM FEUE

REHY 6 B B AE ] LAE A H IAM Identity Center B3 7 Agent Space Web FEARER,

ERNERE PR E

MREFEANIBE 2R MEE (70 Okta, Microsoft Entra ID 8 Ping Identity) ¥4 IAM Identity
Center :

g EMEE 244
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- FRAENFEASRNATT P RMAERLSE 1AM Identity Center

- BISASERENEAETIEE Agent Space Web EARERE , £E2®ES B HEHW
- EREBMNBEENEERANDE s RUEHE

- @AFE , BN ESREENEES HEH KM IAM Identity Center H

{55 i #& an{a] 1ZHY Agent Space Web FEAER
BERAEMEE REEXZE2E

1. BEREFERE LA Agent Space Web FEFE3\ URL

2. EFAEEEZE URL ¥ , I EFHE@E IAM Identity Center 2 A B

A |MABAER (MRERETH MFA) 2% , RIS HEEHE @ E Agent Space Web FEAE
4. RIFTERR , HIEREBREXIA 8 /MF ( ATH Identity Center BEIEEFRE )

EEERAEFN

S5 LA BB S 47 05 70 5 TR A -
FRELEHERBM -

+ 4RE LSRR S RS A A E A

BR7FEVE

1. EEREFNERT , SREBKRNEHEREFAE
2. B—THEBENBRERE

BERNERAESIANREFIE , BERAPNITFERTERESEE  EXBBALL.

TIFEERERE

Agent Space Web FEFFZX Y IAM Identity Center THERKEX BB T 54514 -

- FRIFEREBSERE -8 Mg
- TERBRZREM - ARERRENER HTTP Cookie

{ A& A 12H Agent Space Web FERZS 245
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- ZEEZRERE - 7 |1AM Identity Center PERERZE
« API BAEHR - EH (15 288 ) Sigv4 BAER S AP FELY 3% H I B BEN

BERETFERIFERE

—

. BE X |AM Identity Center ££ &

HIERRTE > &0 RFE

EIRBREFERET A RELSRIFOEGERE (€1 /MBS 12 /D)
i#1Z Save changes (fFEF)

w0

A 7 iE4Z Identity Center

1. EERABZENERAT , H—TALANEE , AERZEH IAM Identity Center H B E#R
2. ERERRHRE S PR AP HERR

BREATGDIRMEE (IdP) B0 5RE

ABEpRME (dP) S BB ARLNEABRERAEREN OIDC HAES D RME |, 10 Okta =K
Microsoft Entra ID , JREH{F &% AWS DevOps Agent Space Web FEREXNEZEE., FHEER
ZEA IdP EFRAEARBAEREBZA , MAEE AWS IAM Identity Center,

Jo IR (R

HERRESNES IdP o al , FRELD !

b

« OIDC HHE B2 1R# & (Okta = Microsoft Entra ID)
- BoREENEESFEUE

« 77HL AWS DevOps Agent AN EEEHFT

- ERERERBEINTRAEZH

(VN

EEREINED |dP B9 BT

-

- EFHEEEZE Agent Space Web FEF23\ URL

R & $2 |dentity Center 246
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- EMEEFEQEEN S I RUENEARR

- EREATRERABERETRER  EMSEFRSEE Web BAER

« Web BAEAEXBETREFZN , UNSHEEATRASZEHNES AWS BFE

THEERBRNERHMERA 8 M. BABREMEA OIDC ENEREENEDENEE K MAFTEEA
BEMBE.

REINED IdP & 2 BT

SR AN BT REEPEMERES
BEENSOREE | LUEHEHREER.
IEIH A : Okta

1. £ Okta EEEF#AY  BEZEARES > EARES , AREEEVEARXES

2. IEHY OIDC - OpenlD Connect BB AL , REB B Web BAEXMAEAERNER, BET
—%

3. REEAEXNERERTE (Hl0 AWS DevOps Agent)

4. ERTEAET  BRSWETIIEAS
- REW (FER
- ENEEEN - SRIERBRENBENSERA., IRABA , EAEKELIERIERE,

® Note
RIZTEER , Okta TERAENBEEME TRE., SLEARBRATE.

KEAE#HED URIs REABRITERE - CEERETRABTZHRETEN

EERT , EREESFEENFERAESEE

EEARKHN—RESIFERL , BT TFIIE :

- FIF& ID

- AFmWE — EEERNZSMFEFIE

5. FHEELH Okta B — EREHEITE URL (Bl https://dev-12345678.0okta.com)o

i
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® Note
EBEALRS|IEBR L , #FERITERES Okta URL ( EBIEE ) ., EARFREBENEITE URL,

(® Note

AARBFAESHMEEREARBFNESTREIFEETRN ID F. AWS DevOps RERATE
ERARE IdP NEHEKE &K,

1215 B : Microsoft Entra ID

£ Azure AO#@uEAF | BEZE Microsoft Entra ID > ERREX M > M
REHRERR (Bl AWS DevOps Agent)
EXENIRFERT  ERESLEBNEE (BEEERARNLERB &KPIIRS)
REMEHRED URI REZR, 1BEZMH
EEAREASEERL BT TIHE
- BAREX (AFW) ID—EREFRAEZEFAERFRK ID
- B (#HF ) ID— AXREBEITE URL
6. BEERENWE > FTAFHWE
o BRTEHER AN B HA HA R
- BEMEYVAERWEE — TSEXER
7. Entra ID B9%17#% URL EREEE R, {tenant-id} i R AESE 5 FE% (HF) ID:
* https://login.microsoftonline.com/{tenant-id}/v2.0

o k~ w0 Dhd =

@ Note

R ERMERE DRAREERES. AWS DevOps REBRXASEANRAE IdP WEEKE
Eigo

HER 2. £ IdP &7 BFERA Operator App

1. £ AWS DevOps RERAETZAHF , BERENRERAZHE
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2. FIEEMERSIER
3. EEAEFET , REANS S RMAME
4, EAHRERESD | RETHER :
- SoRME — BRGNS 2 RME (Okta = Microsoft Entra ID)
« B1TE URL — RELZHNE 7 RHEEMN OIDC #1TE URL
- FFi% ID—#&#3 2 OIDC ERAERXWAF ID
- FAIFIHMWE — RHE OIDC AR AF mRER
5. AR RHEEARKAGERT , BE=@EE 22—
- BE)ENHM DevOps Agent At (EE) —EBIVEAEENFITNFREAR
- BREEAC — FARALKEEINEES IAM A6

- ERABREAREILNG DevOps REEXNAR® — FEARUNFEENE IAM TEEPEVEH
CHAE

6. MERERDESHEN URL BHIRE, BRIt URL — EFEREMEESHREEAFNEN
8@ URIsEREFREE A

7. BEER

ERERR  IRAFETNSE s REERRE  EhESTIIFRER

- RB#tE — SERNS S RHUE

- #17% URL — FRER OIDC #17% URL

- AP ID — RENAFis ID

- IAM & ARN — AREAEFIN IAM B&

- @F URL — E5 D RHETEL URL REAATFNEFHRED URI
- B A URL— AL URL EBEHN F D RMHEFE Web EAER

$ER 3 BEM URL FIEER NS oIREE
Okta
1. 7£ Okta BB E AT K HEFTEARERIMN —BRIER

2. EBEAT , BiZiRE
3. BEF URL AZEAEHEMG URI :
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* https://{agentSpaceld}.aidevops.global.app.aws/authorizer/idp/callback
4. (1EA ) RERHBEA URI B Okta ERRA IdP EIHHNEA
* https://{agentSpaceld}.aidevops.global.app.aws/authorizer/idp/login

5. (E#:) MEBHEFRED URI, UEBHREEAEENEQE Web BAEN, MRRFER
g, EREERHK RS EIEREM :

« https://{agentSpaceld}.aidevops.global.app.aws/authorizer/welcome
6. BERF

Microsoft Entra ID

1. £ Azure AU F , EEERARANS 2REFEEE
2. E P AERET , BENEFE > Web
3. WA B URL AENER URI :
* https://{agentSpaceld}.aidevops.global.app.aws/authorizer/idp/callback
4. (EH ) FEZHEFHEG URI, LEBHBEERAEEHRELQE Web BAER :
* https://{agentSpaceld}.aidevops.global.app.aws/authorizer/welcome
5. BERE

%F_

B4 EaEiERE

1. EEEFREPERNEA URL :
* https://{agentSpaceld}.aidevops.global.app.aws/authorizer/idp/login
2. BEREMENES S RUENEAER
3. FALHNLTRIBRAEREA
4. BRBIBFRE , RRSFEEFHEQE Agent Space Web ERAER

E# IdP #HERE

B DEARHENERNVITR TWIRA PR

1. £ AWS DevOps REREXF#EA&F , ERENRKERAZH
2. BIEFEREIRR
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3. BN DIRMHEMHET , RERRAFRUE

4. WK P iR

5 BERMT

HESEEMEM (P ERBRA (HIWETE URL, AP ID RS DRHE )  BLEDERAE IdP
HYE AR I ERTERTRY AP

{# Fi & fNfA12EX Agent Space Web FERTES
BRENIB IdP B2 ®

- EREFHELA Agent Space Web FEAFE URL

- EEAEEEFURLE , IS ENEREAN S REENEAER

- MABAER (URZHH P BREN MFA) 2% , REESRHEEFHEmE Agent Space Web FEF
B

- TERBEBHENERE — NEHMAET  FSEIERERER

TEEERERE
Agent Space Web FERAREXHIALE IdP THMREEREE T 545 -

- TRERIEERE — BERTHERREZHE 8 My, BHEERE in AWS DevOps RERER, Ml
REW P THERFEBER 8 MK, £AEAREET REFHFEBENRRE K MEFTAA
BAEH, BREBEABNEEER , RE IdP W TFEEENZFEaBEH,

- BABRENEE — THERSEM OIDC ENREENEDENRE K MAFTELAEENRE

- ZEEERE — TN RHEPRERIE. IIP EEEAHBEE MFA — 7 AWS DevOps
RERXPFTFEFINERE

BHITA

EfEMAET Web BABRAHPR-TEHE :

1. B TYERE ER Cookie #& I ENiEK
2. FRESEHENZESHIEMEN OIDC B HixE , LKL SSO TEMRER
3. MREREEHEHER URI, ISSEREEHNEDRE Web ERERBIDEM

{ A& A 12H Agent Space Web FERZS 251
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BEREREFIE

EEVHAREFERENERE  SUNEZES s REENEEEA DML PSR THERE -

- Okta— £ Okta EEEX#H AT  EEFTH# > AR | BEFERE  BEEZHE> BREAET
ERS ER

« Microsoft Entra ID — 7€ Azure AQfBYL A K EEBEEZFHE, BERFEHAE  AREERETIERER

LZEEE

RFRMERME — MIRECERUFRAEZHKRAAFHHE K HEEMBER TRABREHEENE
R, ASEREVBRANAFPHRFEEATFZE KMS SRETNE, ©KETEHE AP EEH
BE  ENREERBEREEEET,

RFIRWEZERE — Entra AFRRBRERTRENBHKE, RERE , £H AWS DevOps REEN
FERATHWSAFHETEER  ERNBBH < WREE, MRAWBBHY , FRESEEZA , B2
WAL,

EREmBEHNEE — SoRHEEZHNERESRS (FIER, ENEEEM ) B dP AvERE
#lo RPIEBETE 0P FREEENFREwBERY

« Okta — EZEM > APl > REMRR:E > EREE TREFFE DB
 Microsoft Entra ID — fE AR £ ariB IR R E M A aniB Hf

BEES —FVHESIRHUENZHEETRARFEES, AWS DevOps RERRN B eI FfERARE
ldP KYEF AR BB K.

FERAEBBITF — AWS DevOps REEXAFAREERENESRE—BBIEAE -
« Okta— AR HE ID Z&FMWsubESE

« Microsoft Entra ID — £/ ID &M oid ( WHERIF ) BES

EEHBAFATE | WHIBE CloudTrail BisF AR ZA.

R EE A ED 1dP

1. £ AWS DevOps RERAETZAF , BENENRERXZRE

EX) 252

i

X


https://learn.microsoft.com/en-us/entra/identity-platform/configurable-token-lifetimes

AWS DevOps R A% ER
2. BIEFEREIER

3. EEAERFET , BEPENER

4. WRBIREETHIE T SR B Y S B T

RENERA

- RERAEZEBER AP AR
- L ERAEBEBNEE T REEEA
- TBBREZ |dP {6 & i 5 A A Bt A 181 B B0 R A B A B S RC 8%

AT ERE TFRRERE  EIBHRT - ABAENERBRARAL.,
5¢ 2 B AR

- EFE@[ME P A — BFEHRITHE URL FFEE IdP B9 OIDC HEImE ., ¥ Okta , BERE
BARS|ER LAERITERES Okta URL ( JEEIRE), ¥IM Entra , SBEAK https://

login.microsoftonline.com/{tenant-id}/v2.0,

- FEUEBERMKIER (Okta) — EEEAEREFECERBERTHEAER, REEZEA > BAK
RBA

« BAEH AP HREER — EHN B REEREONEFEEFZT. BREMAoffline_access#l
BENEREREZFETER .
« Okta — RIEZERAERAN—RESIER , YEETFERATHRAENBREEMZES R
« Entra — Bi{E API 557 , S {Roffline_accessTEZEIRFAI F5IH

. BT, B Web ERRERERIER — BT AP PR EHFHEE URI TLAHFE AWS DevOps
REEXEZEADERNEN URL,

- SOBMEAM —WREE IIP PRAAFEEAES , BEHEM. AWS DevOps RERXTERE
Fﬁﬁ%ﬁ.a Ho

« |dP B BRBREALK — B Entra , ¥ requestedAccessTokenVersionk#EnullEARE
REFABFEPRES . YN Okta , BAFEITHE URL REER,

o B—T%&H (Okta) BHEEREH — MREBEEHZEZIpost_logout_redirect_uriffik ,
FR7E Okta BRI — RS BEEPFIE https://

{agentSpaceld}.aidevops.global.app.aws/authorizer/welcomeff & H EH Em
URI,

SEBHEAR 253
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- FREETRHASFEES P RHEHE Entra) — EEERHBKEREEN
E@E Web ERRE |, FBE Entra EARSXNE 2 BRBEEPHIE https://
{agentSpaceld}.aidevops.global.app.aws/authorizer/welcometE B E#HE [ URI,

for AWS DevOps RERZENRIRREINE

AWS DevOps REREXNGMEMEREEFER., BIEER , AWS DevOps REEXNSHEA AWS ##
ENSW|BEBNBEZNER , BEENER. ZEINR, EEIEXZ AWS HESBNWER. 118 ,
BAEERIEMEERRBEL SR, ZHNERSEHZIRE.

BT LUIRIE M RS 1E AWS Key Management Service (AWS KMS) R, #ENEENEBEFS
ESBRRMBER, HRERUTLEFLNEE , R E A AT TIMER -

- BUNBESREBK
- RANERAEREE
- BRTRBHREEZER
- ¥ BR

- BUSBRIA

« REFEIMAMER

MEFME , F52E AWS Key Management Service A BEINEEFZE S,

® Note

AWS DevOps REREXNEEA AWS HEN TR BABRABRENE , UeBERBETFER.
EAEAEFZESRE , XN EE AWSKVMS B, NEFEEENFMENR , F2H AWS

Key Management Service E1&,

EFBEETR

EFZESRELEN., BANEEZ AWS IRFHH KMS iR, BHUTEEFEL KMS £i]
SBEEVNEZESREE,

ERREEFSELBE | AWS DevOps REEASFEATRREBHIZERER., AWS DevOps X
BREASMFEAEENZEE AWS Encryption SDK BB keyring. BH KMS £REARELE S XS
W, EMREBELNER,

for AWS DevOps KB KRR MNZE 254
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BUNERYTIERKEEEFZEER

- Agent Space — HN#Z it DevOps Agent Web FERRERNEHEFE, HeEMPIRXIEER Agent
Space FHEANRKE.

- R — MEBENE=FBREER.

EEREEFZE S8 in AWS DevOps (REFRES |, §5I

SR BUFEFXETR

i

3

(FANES 7

EOLAEH AWS KMS £ A5 AWSKMS API REVHBEFAFZEER, SRV ATESTIEK :

Key type s

R i SYMMETRIC_DEFAULT
£i8 % ENCRYPT_DECRYPT
(@ Note

AWS DevOps RERENEZEEGSBREMENCRYPT_DECRYPTE 8 AEMN BB INE KMS
SYMMETRIC_DEFAULT£i8, BRIFXEZEESBAIIEFL B LI,

MEFMET , 552E AWS Key Management Service A BEEHINETHBEFZESHE,

FER2 RESWREE

TRBXERHEFZESRNTIER. SARFZIESRBLARF —ESREE , HPaEsRE
ERLAE A SRR EEA A AR,

BN LRBERMARBEFFUETEA (EH IAM &% ) 1 AWS DevOps RN IRIEHIEF T,
AWS DevOps REERSEAMEEAERTIRENER

1. ZNFUEZAER — ARMBRSRE , SRSREBE, EREBUKHMNE , UREREXDE
AR FEAYE YR API AL,

EFEES® 255


https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
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2. AWS DevOps Agent IR E8 — ARNEERHITHERLRE , INRERE, SHhom. EH
BBMBERRR D MEE.

TR HAER KMS BI1F :

KMS EfE Description

kms :DescribeKey EEREVRFERISHER

kms :GenerateDataKey ELXARGHNBENERNZE SIS
kms :Decrypt mEER

kms:Encrypt =&

kms :ReEncrypt EHESTRN SR TEMMBEER

AWS DevOps REEASEHERREEARZNTRERBAAEELS . WRROEMEFT ,
R B BISRT

EIMPEREHIMT, BEELEENAAEECHE.

3
%
»

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCallerAccessViaService",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/DevOpsAgentUserRole"
},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncrypt*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
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"kms:ViaService": "aidevops.us-east-1.amazonaws.com

"Sid": "AllowDevOpsAgentServiceDescribeKeyAccess",
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
1,
"Action": [
"kms:DescribeKey"
1,

"Resource": "*"

"Sid": "AllowDevOpsAgentAccessForAgentSpace",
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncrypt*"
1,
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:aidevops:us-east-1:111122223333:agentspace/*"
1,
"StringlLike": {
"kms:EncryptionContext:aws-crypto-ec:aws:aidevops:arn": "arn:aws:aidevops:us-
east-1:111122223333:agentspace/*"

"Sid": "AllowDevOpsAgentAccessForService",
"Effect": "Allow",
"Principal": {

"Service": "aidevops.amazonaws.com"

iy
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"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncrypt*"
1,
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:aidevops:us-east-1:111122223333:service/*"
},
"StringLike": {
"kms:EncryptionContext:aws-crypto-ec:aws:aidevops:arn": "arn:aws:aidevops:us-
east-1:111122223333:service/*"
}
}
}
]
}

HBREE TR :

* AllowKeyAdministration — & Fik FIRE S\ T EERFEUE, #§ BX1111222233338 AWS
EHIMRE 1D,

« AllowCallerAccessViaService — & F&# IAM £8FTH synchronous AWS DevOps R 1
FIEER KMS 579, ESFEREUKNSBETE UK B {EE S50 R R AT[ AP LY
ETMBNBZRIE, kms:ViaService R AIRRE R 8EEIB AWS DevOps Agent REEAE
. 111122223333 #§ MR B EH AWS 1RF ID , ¥ us-east-1EIRABERN AWS EiF,

» AllowDevOpsAgentServiceAccessForAgentSpace / AllowDevOpsAgentServiceAccessForService
— & Faidevops.amazonaws.comfREEFEA RS RIEFMEN KMS 577, AWS DevOps
REEXEHTRERE., oWEH. BHBREBANESH  UREEBRFTRRIMEETRIE
ER , ERALBRBEXARMNBMEZENER. MRRBUFEE , AWS DevOps KERERN
MELFRNRREHTHAEMENMNZER, aws:SourceArn HRHEREIFERE your AWS
DevOps RERERERMFER , Bkms:EncryptionContexti& 4 IR INBZARTFTELEHNER
ARNs, 111122223333 #§ B AEHN AWS 1R ID , X us-east-1BRAER AWS B,

NESARENLEE
HE. AWS

’:in'ln

A , 5528 Key Management Service Fi# A E35FH I AWS KMS i &8
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SR EBVERBEEZR

BYESRIRESHMBR 2R , B UERYT AWS DevOps KERAEREIEEZR.

EEEFRAFERUERAETEARRETFZESR

1. BABEX AWS DevOps Agent £ &,
BEEYERASZENGZMER,
WATRABZEFMER (BB, HENIAM B8 ),
R FEEREREE,

EMEZETRERT  ENEFIZESR,

RT X FEPIEE KMS €88 , A KMS £33 ARN,

BRESRBEXTREERTPETIHEREK, FRELCHKILBRKEEE KMS €58, BRLERSE
FUZRRE R K,

8. TRRERIERE  REREEFR,

N o o ~ w Db

® Note

MREETHABERERE KMS £, FHRIZTBASLTR 1 PHNER , mMALRES
kms:ListKeys # kms:DescribeKey& .

API
EREFXESREITRAEZH

ERIREERAZERIEE kmsKeyArn 88, EXERTEHN KMS €38 ARN,

{

"name": "my-agent-space",

"description": "An encrypted agent space",

"kmsKeyArn": "arn:aws:kms:us-
east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
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ERAEFZECRIMBHK

MRS EFIEE kmsKeyArn S8, BEHXERTEMN KMS £ ARN, FTERBERTZELSEH ,
‘@& Dynatrace, ServiceNow, PagerDuty, GitLab, GitHub 1 MCP Servers,

{
"service": "dynatrace",
"kmsKeyArn": "arn:aws:kms:us-
east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"serviceDetails": { ... }

}

(@ Note
BRATERBYKREEEFZESR, CERLINMENBERFERNEFZESR,

AWS DevOps REREXMBZARAR

NEATR—EFRNRERES  HTESFRENNEMRBTER. AWS KMS ERAMEZEREE

ARENHNERTER K UXECRINNE, ELENBZERNBFRPIENERTE , AWS KMS
EENBARBRENENEN, "ERZEN , SXARAEFRPESSHENNEARR,

AWS DevOps RERAEEMEZBRERELEATIMEAR -

{

"aws-crypto-ec:aws:aidevops:arn": "arn:aws:aidevops:{region}:{accountId}:
{resourceType}/{resourceld}"
}

MERBERIEEMEZ AWS DevOps REERNERH ARN, EAAESEBBEREAFR in AWS
CloudTrail B ERALMBRS , UEZEBIEAF K

TREE

MREEFAREEEMBER KMS €88 , AWS DevOps REBAEEZMRHRLNER, EFERFRNRE
FlviREAccessDeniedException# 4 8535,
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KMS £ 8 B 3k & M BR KMSInvalidStateException INBFERR
BiE
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Eimin#Z & is

BERFEHEFZESMEL AWS DevOps REBER M , BALIERA AWS CloudTrail JREHE AWS
DevOps RERNEIEE AWS KMS HIFERK.

B LLEIB LT AR EFIZ CloudTrail B4 :

« EHRE — kms.amazonaws . com

- MBZEABLI® — aws-crypto-ec:aws:aidevops:arn
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