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.
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4. EBFRNER , (REBNBRELHERLIER

AN R R EERERIH R

BERBDERE

ERRF , B4R Amazon RDS EIRMER, EWBARERE LNRBERERT , B imi
EAHERBRNERBFE, AN BENEEEHEN ARHENSHEA. WBRRFHRERER
ERYHENERE , EF 2 ERERNFRERA,

#1432 RDS BV RENFM

AR | RARFEEMR , LUEUE Amazon RDS BRI E#HTERNFM DTN ER,
Ao rEER R CRRBUENEFER Amazon RDS BRI EHTEE.

B TYAREFMAEARR

1. EREEEL  SREREHES AWS/RDS WEBER,
2. FEEREFEEN,

HREEHMETERN. SERRAEHNENERE ISR ERETHNER, BERETRENR
BAM , IRAHERER/BELRENEE,

3. (ER) nRZEERZIFE  FRAARGNEETEETRANER.
AL ETERIFREFARETHRRA.
BRI

HHMEFNEENHRERRE RS, FEHHERH Amazon RDS EXREHITERATERIAIMEER
®o

Database performance anomaly: prod_db_678 i
Resource overview Go to application view for 6 related anomalies
Resource name Anomaly severity Start time Duration
prod_db_&78 Mar 07, 2021, 14:32 UTC 3 hours 2 minutes
DB engine Anomaly summary End time
Aurora MySQL Unusually high DB load, 7x above normal. Ongoing

Likely performance impact.
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AEEE TR -

- EREE-BIERNEREHNTERRE. ELET , ERE A prod_db_678,

- BERESIZ-BREEENEREHNTERERE. HELHEHF , 51ZS5 Aurora MySQL.

- EEBEM -ERUITEERNAEXENANE, TRNERENLAS. PHEK.

- EEBE-BENTERE, #ENREREESNENESH,

- FHRKENEREES - EERBNERNERE. IRERSE/ETH  IRFNBERE,
- FERE - E2FTANKFERRE. EiEfd  EFEEETH , XERKE 3 PMRHX 2 FiE,

FEER
FEEEERFEETENRE ERARPERLENEE. EUUSRARERRAERENTEEIES
Y — iR R

EL:iLI)-:;'sa.‘_:EuT:reﬁ;tDrsigﬂucted an anomaly in your database load. The metric measures database activity in average active sessions (AAS). Slice DB load h"’ Last 6 hours

Database load (DB load) Average active sessions (AAS)
xlarge, 16 vCPUs)

(db.r5.4xl
2 4 (6x spike) info

mﬁl-a-n—.-n{;r-—-—-—g{gia—-—-—-“‘-im-.“_
Typically: DB load up to 4 15
: | | | |
5 — — — — — — ——
ULV LR L L]
by e
Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 #32 Mar7 15:00 Mar 7 16:00 Mar 7 17:00

Time (UTC)

[
S w o

B crU io/table/sql/handler M synch/rwlock/innodb/hash_table_locks = Anomalous DB load

[] High severity anomaly Max vCPUs
View in Performance Insights E

ERAEREHBRBENESFEEN. EHEs+h  HEESTIER

- ERERA (EHESAN) -EES2BAEREFH ARBE, Performance Insights FVEEEEZEA
DBLoad, MtiEEZEtHEEME Amazon CloudWatch,

- db.r5.4xlarge - ERIEHTERER, THEHIP , vVCPUSHEER 16 , HEZ TR+ TERE
Bt (AAS) BIRPHIERR.

- 24 (6 fEIEEH ) - ERERH  HARTFHRENRBERALFGER+F TERE (AAS) €, B
e, EREHENEAEERE , ERERTHEE 24 BTERREMERAPRE, ERESHELL
BITEBEFENERFN 6 15,

- —IRME  ERERESRZ 4-E-RIFAHHEL AAS AIENERESHELE, H4 RTELE
FREYRE  ERELEEMEERBTEE 4 AHEDH TERBRERMMERFRE.
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RIBEFER , ERERSREFEMETIE. ERTERTEERANEAXCEARKRHBENES
HERMEANEEEN. BERETHERGNERD (L2 ). SENIZIEFELEARKIRSE
BRNEFEFSEHL

« CPU
« I0:wait/io/sql/table/handler

It Aurora MySQL ERIEHBRN EREFEHLEES, BEETHRNMAERA Amazon Aurora FHE
FEHRFARMEE , 5828 (Amazon Aurora fEAEIER) FHIER Aurora MySQL I EFEHAR
MEEA Aurora PostgreSQL MESFEHFAR. HE T HWI1E RDS for PostgreSQL HEAEFEH
RFARMEE , 582E (Amazon RDS EAEER) P A RDS for PostgreSQL WY EFF=4ETH
o

MHEER

HEEREERIHARER K ERAREETHNRERERR. SLHAETREREHBEINERBERN it
&

Related metrics (2)
When your DB load is high. o etrics often <e these metrics to help our perform - 5m 30m 1h &h 12h 24h  Custom
When your DB load is high, other metrics often show anomalies. Use these metrics to help diagnose your performance issue

Q

1 &

Timeline (UTC)
Metric name
Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 Mar 7 15:00 Mar 7 16:00 Mar 7 17:00

CPU running tasks

Currently: 162 processes ( & 3x); CPU running tasks

normally: 56 processes 200

Contributing to: 150
CPU capacity exceeded 100

50

e I

— CPU running tasks []High severity anomaly

CPU utilization
CPU utilization
Currently: 97% (& 2x);

normally: 50% 100%
75%
Contributing to:
CPU capacity exceeded 50%

25%

0 i

= CPU utilization [] High severity anomaly

HEERERXRAMEENN  EESBNEEMH (UTC), ERRTNE —JIHBHEEREER,
B-INE-—WMITETIER
- ##-EENEE, F-IERERRBA CPU SITHHER.
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- BEl-EEENBRIE. EF %% , BeiEA 162 EREF (3x).

- ¥ - hEREEEEER, LIEENELE, BARN RDS K DevOpsGuru sTEE%ES 1 BRH
PR S BB, F—5iEH 56 AERFBEEE CPU L#1T,

- ERE - Bt EEARBOREERR. £ -5F , BTN CPU EHKERE CPU RENEIHBE
BEE,

RSN REENTRE, B ESER R DevOpsGuru for RDS #ABERRIEESSBREMF
B B [0 P PR

DR MEZ

HARNRERHRTRE[HE , EREFEEHRLRTFERAENREE
HEBER,

EER. BEREEREEN—E

EoMNEZBRERNTIEF  SENERRERAME—RREEE,

Analysis and recommendations (2) 1
Anomaly Analysis Recommendations Related metrics
High-load wait events The DB load for the CPU and |10 wait Investigate the following high-load wait events: Database load vs. max vCPUs
types was 21.6 average active sessions + CPU
(AAS). This was 90% of the total DB View troubleshosting doc [4
load.

+ ioftable/sal/handler
Why is this a problem? View troubleshooting doc E

Investigate the following SQL IDs
» F19D34565WMLP345

View Top SQL in Performance Insights A

CPU capacity exceeded The CPU run queue exceeded 150 Tune SQL IDs QL statement asks.running.avg)
processes. CPU utilization exceeded 97% » F19D34565WMLP345 Jtilization.total.avg)

delete from authors where id < { select * from (select

max(id) - 30 from authors) a ) and id > ( select * from

(select max(id) - 500 from authors) b )

+ 12AASF38001090007
to reduce CPU usage, ©

the instance type to NG cuse w0«
capacity.

ERRITEUTERT:
- EX - HAREERN—RER. EuESP  F-EEERSAHESHEN  F-EAREBCPUR

o

- i - REREFMERH.

B

EE-REED , CESHRRSEH 0% WERESS., EFE_EEEH , CPU ZTTIEIB
150 , ERREEMEERRE , Bid 150 #T/ERFEREEEF CPU B, CPU FEAREIR 97% ,
BERTEBEZREEB , CPU B 97% WEREITE, it , CPU &FHEWLH , mMFF 150 BT
EREERE$1E CPU L3117,
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- BEER-EBNEREHEENEE,

EE—EEES , DevOps for RDS BELRAEZFSFEMHN cpuM io/table/sql/handler, &
ETHRMARIRELEHREERENEE , F2B (Amazon Aurora fEAEIER) H# cpu M io/
table/sqgl/handler,

EE_EEEH , DevOps for RDS EBZE B BFAR=E SQL BRRRREEK CPU EHE., BRI
EBREEEERE FLUEE SQL XF,

- HBEE-RELCEEETEAEMNIEE, NEEEEENFMENR , 528 (Amazon Aurora E
#IEF) TR Amazon Aurora IE1E2# | =) Amazon RDS {#HEEE) FH Amazon RDS #51&
8E,

HE—IREHF , DevOps for RDS EEMERES HEAHTERA R A CPU ETLHER, EE_E
KED , BEEE CPU #1TF5. CPU EAEM SQL #1TE,
BRETHERE

ERRF , B g4l Amazon RDS EIRNER, BEXHIENREARH-—EXIBHEENFEE
o EEBRREEEL , BRI EHRE. FREFNFEER , URFEHRREBENEER. B
REETBHER K FEZBREEE,

Insight #5&

Insight IBERRHERAMNEIRARNFAET. cERFRARNEREYE , UREFBRHER
UEREFRABENKBEE, ©HE5H DevOpsGuru HRIZINZHERBNEARAYE,

B

EEERRHRENEFR. SEEFERETERNEETRARENRE  UARREEREHRNERE
o

REERNVER

AEEBETUEINEE  ERABEEREANBEZH , BAEROHRPEE, SURNNEIESER
EEBNETEEHT, EREERMNEEN DevOps Guru BE I 1E B W ERRBWATR. WENAEER
ENFHAET |, 52 /the section called “EIFEEE",

Ol 2 55

BERTRIREENIRD, ELIOWEER , S2RXRITHRERYERE, —BRMS , E2HEWMT5
SER
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1. HET RSN ERERE R NERNEE,

ERLERT  TREEMLLSNAMOMNE, 5N, AREKARENERNERENELR
RUE I RDS #) DevOpsGuru BISAMBERRERE. T8 , LTREBELREER , BA
EREARNABRER.

MECHFAEEEEE | B AT — A5,

2. RERTEFRE,

HEBRETD  ERRSETEBNEF. YRR  ERRMEBMBERHEEFARR L
MERR, BREHARE , ERTHIREEALNERATEEN.,

DevOpsGuru for RDS R EREZEEEABERFINEREFE, REAWBER  FHETHEZER
ERBRAVIEREAR  YEBEMA. IREBEAREHER BT @SR, MRRE
AR RERV S ER | M AE A F BRI B EE TR EDE

3. BITERBHEME,

DevOpsGuru for RDS ZEZEE T T I H A —1HIRE -
- BITRENBERE.

fitn , DevOps for RDS AIREEEZREA R CPU RE, BAERABRIAKERTE , IMAMERES
iR,

- AEBENERER.,

—f&mME , DevOps for RDS BELAETRE SQL MARXNBEHEMH., Hlmn , BETERRAES

FEH io/table/sql/handler, & Amazon Aurora {8 & 155 Y &% Aurora PostgreSQL
NEHFSHETRER , H7E Amazon RDS A EEE RIS Y RDS for PostgreSQL W& FEH
EITHART , SERIHNESFENH. MySQL REBTEBNBE,

/A Important
BERLLEEARMTER LAREMEE K RARBEREENITER, WAL T #2
ENTE,
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MWERLERENERYD , WIRHESR , UBRBEERTHEXESEABRINTAY. ENHBERETRYS
EWRA

BRT BREREIZH , DevOps IR0 17 B R SR B BEARIRIERTRE |, BIRR. RBER. HFHX
BEXE , UKk SDK BEMNEEE ., ERNEBEEZE RENERELR , DevOps A LURIRIZERD
= AWS CloudFormation # , B EAEXNGEEBNER , WEXRFHEETIN. EEAREIR
SZHEBRAARFENZEER, DevOpsGuru REABBTRINERIEE, HE, ARFNEH, 4

I , DevOps AT A HT MEAEA R B Lambda BB ER , ELEBAEEEZR Amazon DynamoDB &
RRBFNRBAER, BBEEARN , DevOps EERZEHBEERRENRERER , I HERERR
FREH|EANBER,

£ H B B E R 4 Amazon DynamoDB

T &RFE T DevOpsGuru Es12 ) 2551 2251 FJE & Amazon DynamoDB.,

Amazon DynamoDB fEARf| &4l EE
ARAEFRMEAGRR , Amazon DynamoDB FEEEE  AccountProvisioned

it AR R R A K& ABRPWERREFEBZELE  ReadCapacityUtilization,
#9 AccountProvisioned &R RERRS,

AccountProvisionedWriteCapa

ReadCapacityUtilization #
cityUtilization

AccountProvisionedWriteCapa
cityUtilization,

BRI RERGERENHEE HEENBEXMEHER KT ConditionalCheckFailedReque
RER AR HEFREEN WEEERER, BREWHRERE  sts

Amazon DynamoDB F&8RFH  RNBHEBHREPTERK.

FRENBEXR,

£ FESE P &R /E Amazon ElastiCache

T &REER DevOpsGuru EE12 89 €551 =4I FJE & Amazon ElastiCache,
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DevOpsGuru X #E#H EventBridge FEAS#H. B4R DevOpsGuru EFBINEBZBFT
8%, CodeGuru Profiler 8 24 /NREE—EBAREN , MBETEHNEBEY, SHMHF
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EventBridge Events,
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HERFNFHEENR  F2RELERS,
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SDK, #lan , &7 LAEZEEE Amazon Kinesis &R &R Amazon CloudFront &R, EXRER
AERC E RN ERIEE S, DevOpsGuru IO MM ASHERHZEER, MEFMAEA ,
=28 (Amazon Kinesis B8 A B1E/) HMIECER , AK) Amazon CloudFront B8 A B 15
M) PHERLS . BETHRIIKEEREEHMERNER , F28HME AWS RENERE

ErESREASRER,

® Note
E &5 Amazon RDS BEiRM , BABELERNERTEE K mMTRESE.

- BELAER AWS BB iRES  KESTHERNEE AWS BEFNERREEER, WEFHEE
7, F2HRAWS EREENEREREEETNEREES.

ELSEBMBEERE , BREFHESE 2B FE. 4w, B Sldevops-guru-ABR
DevOps ERRAWMEERELER SBMNEER, BEaLFER #devops-guru-F EFIEE
®RDS , RAZEZE/EYHEHNEETEARENX P Amazon RDS Eif, MREEELEFIRAPRRER
FEREXFH Amazon RDS EREXMER , EREM.

£/ AWS CloudFormation & 3Rz 5l DevOpsGuru FERAER AT
EiR

BRI LAE A AWS CloudFormation #8315 E 2 % £ DevOpsGuru 7741 AWS HNEIR, HBRIUE
—BUEEN—H AWS BR, BRENHEPNERBHERN DevOpsGuru HEHE AR, HR
FEENEEME  S7MEHIBERTFHNREENRSERRETA. AR, GLBESDHERHEEAE
WEE K UBILFER. SERERHTEE —Z/ER , AiHBEMRELRE, BUUIEENHE
B LBRA 1000, WMEFHMED , HSBIAWS CloudFormation { FERAEISRE) FHEAMEN) &£
DevOpsGuru R EFHEH AWS DT REEE,

BIEHER  DevOps SV AIFMRS M EHEEHEBNTMNER, MRERHEBPBERER , AITEE
D ZER.
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MR EEEFEZE DevOpsGuru D HBRFAMEXZENER ( ERT AWS ZHIRFMEE 2 EN
DevOpsGuru HZ£E SRR ) , Bl DevOpsGuru 80 A EVERFHPESRAXEERNAR , S
BHARER, T EHEINEREEPEVYNRREREIRFER2H. MR HEETERNEFTEL
AR, AgEHEETKE H, NEFHEN A F2RTHMERTTANMASHERSEER,

1212 DevOpsGuru Kt 3R 25 47

BEIFER I EIRR AWS CloudFormation #& | 15 E &£ %2 Amazon DevOpsGuru 2T &EIR. HA L
£ AWS Management Console 5 SDK R#{T It 4,

X8

« 121F DevOpsGuru ERHHVHESR ( FER)

* 73 DevOpsGuru EEEDHTEVHE (DevOpsGuru SDK)

#1E DevOpsGuru ESHHNHEE ( EER)

BRI LAGE A 34 %18 AWS CloudFormation #4&,

BREOSESIMZERNHER

1. 7 https://console.aws.amazon.com/devops-guru/ : // BIEL Amazon DevOpsGuru £ &,
2. FREEER K REREBERTE.

3. 1 DevOpsGuru Z#TEEHER , BEEE,

4

MRIEFHE DevOpsGuru ZITEEEFENHBPHEIR , 55181F CloudFormation #& , AREEF
THHEA—ERE,

- TIEER - 2WEIRFHMEBFNMEER. SEMEFHNERFS,EINECHERER
P, TELMEREFEAFTEHRBPINEIR,

« BHUHES  BEUEHE DevOpsGuru 2 THIHEER, BEINESEHEEFNEREsHETBES
WEREN, BUUESKHEETRAMEBNERE  RERIFEHE, BRZULLEE
1, 000 fEHE,

5. i##E Save (EE).
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ERAEER

# DevOpsGuru EZEE 5 TRV HE (DevOpsGuru SDK)

= E# A Amazon DevOpsGuru BIEE#41EE AWS CloudFormation #& |, FEEA

UpdateResourceCollection’it., MBEFMEN , 552 (Amazon DevOpsGuru APl &) &
B9 UpdateResourceCollections
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£ Amazon EventBridge

Amazon DevOpsGuru B2 Amazon EventBridge & , MBHZEREARNEERREHFNBIESH,
RE AWS REHEHS LU FEIEN SRR E EventBridge, B mBHEENRA , RIEREER
WEH  URESHHERAKMEBDHTHEE, TEDRBNBESIETINEH

- WA AWS Lambda B &

« A Amazon Elastic Compute Cloud #{Ta %

- BEHEEZE Amazon Kinesis Data Streams

« XA Step Functions iRAE#ES

- J@Z%0 Amazon SNS = Amazon SQS

BULGERETIIEMALERNEXNRBSREMH , RV BFTEXRAUERE AWS WERTREE
=

* DevOps Guru New Insight Open

« DevOps Guru 1 & ¥ B

« DevOps Guru Insight BRE % 2 F#k
« DevOps Guru HiEZE B

« DevOps Guru Insight 2 B8 FEf

DevOpsGuru NS4

LA 2 DevOpsGuru FWEIfIEH, SR EEH. EEE— P THEHER | 3528 Amazon
EventBridge 8 Amazon EventBridge B4 #&E = AP,

DevOpsGuru 1l B A FAEH

E DevOps Guru BIRFHE R | e2EETHES.

{
"version" : "0@",
"id" : "08108845-ef90-00b8-1ad6-2ee5570acbe4",
"detail-type" : "DevOps Guru New Insight Open",
"source" : "aws.devops-guru",
"account" : "123456789012",
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"time" "2021-11-01T17:06:102",
"us-east-1",

L1,

"region"
"resources"
"detail" {
"insightSeverity" "high",
"insightDescription" "ApiGateway 5XXError Anomalous In Stack TestStack",
"insightType" "REACTIVE",
"anomalies" [
{
"startTime" "1635786000000",
"id" "AL41IDFFQPY1Z1XD8cpREKAAAAF83HGGGCOTMTr91bfI7sCiIS1IWMeFCbHY_XXXX",
"sourceDetails" [
{
"dataSource"
"dataldentifiers"
"period" "60",
"stat" "Average",
"unit" "None",
"5XXError",

"CW_METRICS",
{

Ilnamell

"namespace"
"dimensions"

{

Ilnamell
"value"

Ilnamell

"AWS/ApiGateway",
[

"ApiName",
"Test API Service"

"Stage",

"value" "prod"

]I

"accountId" "123456789012",
"messageType" "NEW_INSIGHT",
"insightUrl" "https://us-east-1.console.aws.amazon.com/devops-guru/#/insight/

reactive/AIYH6IxdbgkcGOxImypil 4MAAAAAAAAALOSLE jkxiNProXWcsTIbLUQ7EZ7XXXX",

"startTime" "1635786120000",
"insightId" "AIYH6IxdbgkcGOxImypil 4AMAAAAAAAAALOSLE jkxiNProXWcsTIbLU@7EZ7XXXX",
"region" "us-east-1"
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}I

ERARSEEMH Insight WATEHEHERX
RAEAEHER BB E LS EHRMEI B, 5 TE DevOps Guru BHEREH,

{
"source": [
"aws.devops-guru"
1,
"detail-type": [
"DevOps Guru New Insight Open"
1,
"detail": {
"insightSeverity": [
"high"
]
}
}

BRARSBREMH Insight B BFTEHHISHER 58



Amazon DevOps Guru EREER

¥ ¥ DevOpsGuru 5R7E
B A LLEFT T %) Amazon DevOpsGuru FRE :

« 2 DevOpsGuru WEEHE, EEREESMEIIRS PR HLER,

- BHEH, EREWLE Amazon Simple Notification Service £RE AR B HEEER DevOpsGuru
=4,

- R RIINEE, ETIEEFEFE SR, EM AWS Systems Manager BEERE, & 1 H K
DevOpsGuru EE# TR HFER. ZREFEAHMELZL S , UREEHESEFERE Systems
Manager OpsCenter 237 Opsltem, OpsCenter

&

- EHNZNEERFRE

« 7£ DevOpsGuru R EFRH AWS 2R E 5 E

« 7£ DevOpsGuru A E #7188 &1

. E5& DevOpsGuru &4

« EH DevOpsGuru FH) AWS Systems Manager &
 7£ DevOpsGuru P EF HFEEEER

« 7£ DevOpsGuru R E IR E

AN EEIRFRE

&I A B BB P RYIR PR E DevOpsGuru, MREEHREMBEREES , LA EEEMEREE
BRATIIRE, MFAMBREESNFEEF , FFSBEUH DevOpsGuru,

£ DevOpsGuru FEFH R AWS DT REEE

BRI LA EIR S DevOpsGuru 74T AWS HEIR, EEHTHIRE  SEEEZFREFHNE DT
EREH , AREBERE, UFHAEF , SRR TNER,

£ DevOpsGuru FREHTIRHYIE &N

%X Amazon Simple Notification Service £ , AR BHEEEM Amazon DevOpsGuru B, &1
It AWS tREHFEEFENETEZBBEFIRIE | A DevOpsGuru EIRFHFEIMWHEEEZR , R
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i A SRR [ AWS 1RF A EEM Amazon Resource Name (ARN), HRIEIEEREWRS &
A EER ARN , BIXEH IAM BURFT I8 EZE/E , TR T DevOpsGuru FERZEENT T, WMEF
&R , 382 BAmazon SNS =BT, BERZALUEEMEEE.

DevOpsGuru X T HIEHWEA .

- BIYFARR,

- FNEESHERAR,

- TARMBEME® Lows A#fkMediumP High,
c ARNREESRETHIEERSHR,

- ERAERNER.

EREHKERIIEE DevOpsGuru tRF K , 2R ZELH AWS CloudFormation & EH & R &
% , DevOps th S EIXEH,

BRI LRI H R BN AT E Er EAZ W Amazon SNS B4l , AR EERERE. BESREMHEE
B Amazon SNS BXl, IRIETERR , BEWEBIFMEEMEA,

EEEHENEAN  FAEEZEAER , ARBEETENE. BERIUER Amazon SNS BHIEHE
RYAERE,

&

« 7£ DevOpsGuru AP EEEZBHAFRE

 7£ DevOpsGuru £ & P #138 Amazon SNS B &
- 7£ DevOpsGuru £ & F &R Amazon SNS B EE
« FEF Amazon SNS & HI4H

o ¥718%| Amazon SNS FREMEFA]

£ DevOpsGuru 2 AHEBEZBHRE
EEEWMBHN  BXNAXEEEZRBAREREEE,

EER

Xa

EEEEA

i

1. BARX Amazon DevOpsGuru & |, #81kA https : //https://console.aws.amazon.com/devops-

guru/e
2. EEEBEKRTIERE Settings (FXE)-
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REAHIEBHER , HPF IS ERE Amazon SNS EEMNHEBER

#£ DevOpsGuru £ A H#118 Amazon SNS BHI E#E

#£ DevOpsGuru £ A B #7E Amazon SNS BHFE

1. the section called “f&f DevOpsGuru 12 & FEE FiE 4l
2. iZ#E Add notification (37i8@ ),
3. EEHE Amazon SNS £ |, FHT FHEHHP —ERAE,

JL ==y
X E .

n

 BECHETHHELETNSNS TE, A% R BEETE M4t  WMALZERZBEANNE T
B4, EEMAREGE FE4 U | FHREFEE FEB4,

« BIEFHABEEN SNS THE, A%, “BELAWSIKRFPNIEYS | BIELEFHNIE,

- BIEMFEHABEERN SNS T ARN RIEEEREZ —ERFNEEEE, AR, EWATEN ARN
F, A TEE ARN, ARN 2/ Amazon Resource Name, ZEAIUETFRENIRE RIEE
TE, IRGBEZS—ERFHERAEE , AIXEKERBKRNISEEE, MEHMENR , F2
B Amazon SNS FEHEF,

4. BE Save (EE).

£ DevOpsGuru £ & FHER Amazon SNS B =&

£ DevOpsGuru £ A HBBR Amazon SNS /&

1. the section called “7£ DevOpsGuru 2 A FEBE ZF B HRE".
2. EEEERFXE.

3. THuXIEERT  ENEEBRRNEE,
4. BEBR.

5. i Save (RH).

BEE Amazon SNS @ H4HAEE

DevOpsGuru H#y Amazon SNS BAFBEEMBEREWBAMERE, BULEEZVMERELELRN
B, SEEKEEEBREMNSERTPBRELSHRNEN, BEILLEEBERFEEMNERNEAN , R
REWREEANER,

#18 Amazon SNS BHFE 61
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BRI FE BRI EEHA Amazon SNS BB |, DevOps X T 5 EHAEH

- BAFHBER,

- FNERESHEERR,

- ARMNBEMEH Lows F#kMediumP High,
« ARANREERETHIEERSHR,

- ERBIERNER,

BIFER , FRSKRIENHBRELBRELN K mMASKIFMEERTERNEL,
E#H Amazon SNS B EMEHHAE

1. the section called “7£ DevOpsGuru £ A HEBE ZF @ HLE".
2. EEERRBIEE,

3. RTHXTgERT , ERNEEETENMNEE,

4

EEMABREMFHRIUZERERS, PHNEBREMESRNEN , RERESNHUEKEFSNF
BEMSFRNEA,

5, ERERRNMBENRENR A ERERRFAMIEAFENR  IREESFRRENHEE
R

6. igj% Save (ﬁﬁ)o

¥ %) Amazon SNS EEMFFA

Amazon SNS £ 28 E AWS Identity and Access Management (IAM) ERBERHNE R, EBEIE
S EEHF , DevOps B THIFF M MEHERER,

"Sid": "DevOpsGuru-added-SNS-topic-permissions",
"Effect": "Allow",
"Principal": {

"Service": "region-id.devops-guru.amazonaws.com"
3,
"Action": "sns:Publish",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Condition" : {

"StringEquals" : {
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"AWS:SourceArn": "arn:aws:devops-guru:region-id:topic-owner-account-
id:channel/devops-guru-channel-id",
"AWS:SourceAccount": "topic-owner-account-id"

}
}
}

DevOpsGuru EEF LT , FTEFEATEZRMEN, NRETEHTEHREELHT |, B
LZEMBBRELHT  MEAFTESHREGERETE I —HKIENE, T8 , RBRIELHINGF
A] , DevOps B AER FEREEBA,

EFiZ DevOpsGuru @A

O] LAEFH Amazon SNS FTRERZRHBER |, FEIB the section called “SE# Amazon SNS & &14H
A= 2R EFE DevOpsGuru EA,

e}
- £ Amazon SNS FT B &R iE R 4 BUR EREIE Al
« Amazon DevOpsGuru BJ&7iZ Amazon SNS B Z1#i 41

5 F Amazon SNS FTEEFiZ (R4 BUER EF B & Al

BT LA I Amazon Simple Notification Service (Amazon SNS) FTREFR R4 BUER |, LU A1
Amazon DevOpsGuru W EIFENHE .,

EABERTBRRIEECWIINBAEL, SR T HIEEFREE Amazon SNS FHAL.

« NEW_INSIGHT — ZEE M #TRYE R U EE A,

« CLOSED_INSIGHT — BRI B R R KU EIE A,

« NEW_RECOMMENDATION — f&/A REVFEBZHM , FREIEH,
« NEW_ASSOCIATION — ftR RERFFOEER , SRBIBA,
« CLOSED_ASSOCIATION — EREEFEEMBRKREEA,

« SEVERITY_UPGRADED — F#k i R & 5 1 B Uk E 38 A1

MEBEBIIEEI Amazon SNS FTREEHERGBERNWER , 52/ (Amazon Simple Notification
Service FE AEIER) FH Amazon SNS FTBIEREREFBER. EERBREEBRED , BRILUEAEREK
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W EEEHP —ERIRFMessageType., fltn , A TEHBEEFEMRMEF , 5 Amazon SNS =EE
ERRERNZFHNEEREEABEA,

"MessageType'":["NEW_ ASSOCIATION"]

Amazon DevOpsGuru BV E7iZ Amazon SNS & ZI £ 4l

DT RREEAEEFRMHBRZ Amazon SNS £ Amazon SNS) BA# |, HEMessageTypedk
EA NEW_ASSOCIATION , Rt REERE R REF N EE R SEIXEA,

{
"accountId": "123456789012",
"region": "us-east-1",
"messageType": "NEW_ASSOCIATION",
"insightId": "ADyf4FvaVNDzu9MA2-IgFDkAAAAAAAAAEGpJId5sjicgaul2wmAlnWUyyI2hiO5it",
"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwlLambdaDdbStack-22-Function duration due to increased number of invocations",
"insightUrl": "https://us-east-1.console.aws.amazon.com/devops-guru/insight/

reactive/ADyf4FvaVNDzu9MA2-IgFDkAAAAAAAAAEGpId5sjicgaul2wmAlnWUyyI2hi05it",

"insightType": "REACTIVE",

"insightDescription": "At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-Function had\n an increased duration anomaly possibly caused by
the Lambda function invocation increase. DevOps Guru has detected this is a repeated
insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"startTime": 1628767500000,

"startTimeISO": "2023-03-29T22:00:00Z",

"anomalies": [

{
"id": "AG2n81jW74BoI1CHu-m_oAgAAAF70hu24N4Yro69ZSdUtn_alzPH7VTpal3@JIXiF",
"startTime": 1628767500000,
"startTimeISO": "2023-03-29T22:00:00Z",
"openTime": 1680127740000,
"openTimeISO": "2023-03-29T22:09:00Z",
"sourceDetails": [
{
"dataSource": "CW_METRICS",
"dataldentifiers": {
"namespace": "AWS/SQS",
"name": "ApproximateAgeOfOldestMessage",
"stat": "Maximum",

EFZH Amazon SNS i@ & &5 ) 64
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"unit": "None",
"period": "60",
"dimensions": "{\"QueueName\":\"FindingNotificationsDLQ\"}"
}
}
1,

"associatedResourceArns": [
"arn:aws:sns:us-east-1:123456789012:DevOpsGuru-insights-sns"”
]
}
1,
"resourceCollection": {
"cloudFormation":{
"stackNames": [
"CapstoneNotificationPublisherEcsApplicationInfrastructure"

]
}
}

E 3 DevOpsGuru H#J AWS Systems Manager &

B L BB EFHE R in AWS Systems Manager OpsCenter BUF Opsltem #9237, OpsCenter £
—BEPXREK , EUNEEPBIR. BENRERMEIEEE (Opsltems). JHRH Opsltems A1
BEERETHE , UHABERSERRBEUNERTA. NEFHFHENR , F2BEAWS Systems Manager
(ERAEEE) K AWS Systems Manager OpsCenter F11# f Opsltem,

(@ Note

MREEBE Opsltem ZER LA SBHE , Al DevOpsGuru FEEFEH X

Opsltem, #l40 , WR & Opsltem FIZEEE "aws : RequestTag/DevOps-
GuruInsightSsmOpsItemRelated": "true" BEAHMIER , Bl DevOpsGuru &L E
¥ Opsltem,

EEIEH Systems Manager B4

1. 7E https://console.aws.amazon.com/devops-guru/ : // BAEX Amazon DevOpsGuru E# &,

2. EEEBEKRTIERE Settings (FXE)-
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Amazon DevOps Guru EREER

3. TEAWS Systems Manager &/ , $tHEEEAR , EEUEA DevOpsGuru , 7£ OpsCenter 2
3 an AWS Opstltem , SAME A EEFTE B E L Opsltem, BUHZERE , MEILtASETREREEL
Opsltem,

BEERERFPEILM Opsltems XFEH, MEFMENR , F52E AWS Systems Manager EE,

£ DevOpsGuru FEFAFEEFE SR

EEARERERRE

1. BAEX Amazon DevOpsGuru £ & , #81t A https://console.aws.amazon.com/devops-guru/ : //o
2. HEBEHEHKPIEIE Settings (RE)o

3. EAFEEMEAF , FEiBRF DevOpsGuru FF ] R EEREDE RN BEEER | BERARR
EEEE, T DevOpsGuru FRERE BAERIN B EE R

£ DevOpsGuru R EFINZERE

BRI EFMEZRRE , MEA AWS HENEB/H AWSKMS BEFZESR., RREEFZE AWS
KMS &1 EIF RS ZE AWS KMS £ , DevOps & B B B 44 52 A 7 & 58 2R hn 25 7 R AU AY 4
R, BEEERSEALIRENTFZE AWS KMS £RREFME.

(® Note

MEBLHEBTZ T |, REFARMERTHTH AWS KMS £488 | DevOps #$ & 2 F UL S INFHE
&R , mMBSEHNITEIIREAccessDeniedExceptionB A2 E R .

1. BARX Amazon DevOpsGuru £ A , #1EA https : //https://console.aws.amazon.com/devops-
quru/e
2. HEBEHKFIERE Settings (FRE)o.
. ENBRERERD , BERENE
4. ENEEARREBENNHEE., SUUFEATER AWS HEE SR, EERENEFZESR
REVFNEFZE AWS KMS £,
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5. igj% Save (ﬁﬁ)o

in# 2 DevOps Guru 22N EER D . MEFMER , 52 Bthe section called “ERHMRE",
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ERAEER

EFEA

DevOpsGuru FEREIEEBEH,

ES -]

AENEHEREEENERNES,

#Hm R
EREMER

S A
MEE

BEMHE R

*m R

MERNBEAEE THER

"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"NEW_INSIGHT",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-4",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"insightType":"REACTIVE",

"insightDescription":"DevOps Guru has detected this is a repeated insight. DevOps

Guru treats repeated insights as 'Low Severity'.",

"insightSeverity":"medium",
"startTime": 1680148920000,

"startTimeISO": "2023-03-30T04:02:00Z",

"anomalies":[

{

"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime": 1680148800000,
"startTimeISO": "2023-03-30T04:00:00Z",

WRR
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"openTime": 1680148920000,
"openTimeIS0": "2023-03-30T04:02:00Z",
"sourceDetails": [
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"name" :"ApproximateAgeOfOldestMessage",
"namespace" :"AWS/SQS",
"period":"60",
"stat":"Maximum",
"unit":"None",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

]I

"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"SampleApplication"

iy

EEIRE R
EMERARNBALE THER

{
"accountId":"123456789101",

"region":"us-east-1",
"messageType" :"CLOSED_INSIGHT",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "DynamoDB table writes are under utilized in mock-stack",
"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/

proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",
"insightType":"PROACTIVE",

"insightDescription":"DynamoDB table writes are under utilized",

CEMER
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"insightSeverity":"medium",
"startTime": 1670612400000,
"startTimeIS0": "2022-12-09T19:00:00Z",
"endTime": 1679994000000,

"endTimeIS0": "2023-03-28T09:00:00Z",
"anomalies": [

{

]I

"id":"alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"startTime": 1665428400000,

"startTimeISO": "2022-10-10T19:00:00Z",
"endTime": 1679986800000,

"endTimeISO0": "2023-03-28T07:00:00Z",
"openTime": 1670612400000,

"openTimeISO0": "2022-12-09T19:00:00Z2",
"closeTime": 1679994000000,

"closeTimeISO": "2023-03-28T09:00:00Z",

"description":"Empty receives while messages are available",

"anomalyResources": [

{
"type":"AWS: :5QS: :Queue",
"name" :"SampleQueue"
}
1,
"sourceDetails":[
{

"dataSource":"CW_METRICS",

"dataldentifiers":{

"name" : "NumberOfEmptyReceives",
"namespace" :"AWS/SQS",
"period":"60",

"stat":"Sum",
"unit":"COUNT",
"dimensions":"{\"QueueName\" :\"SampleQueue\"}"

}

}
1,

"associatedResourceArn": [

"arn:aws:sqs:us-east-1:123456789101:SampleQueue"

"resourceCollection":{

"cloudFormation":{

"stackNames": [

CEMER
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"SampleApplication"
]
}
}
}
7 8 B
VRN BHNIETIER

{
"accountId":"123456789101",

"region":"eu-west-1",
"messageType":"NEW_ASSOCIATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwLambdaDdbStack-22-GetOneFunction duration due to increased number of

invocations",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightType":"REACTIVE",

"insightDescription":"At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-GetOneFunction had\nan increased duration anomaly possibly

caused by the Lambda function invocation increase. DevOps Guru has detected this is a

repeated insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"insightSeverity":"medium",
"startTime": 1680127200000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"anomalies": [
{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime" :1672945500000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"openTime": 1680127740000,
"openTimeISO0": "2023-03-29T22:09:00Z2",
"sourceDetails":[
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"namespace" :"AWS/SQS",
"name" :"ApproximateAgeOfOldestMessage",
"stat":"Maximum",
"unit":"None",

AR
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"period":"60",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

]I

"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

15
"resourceCollection":{
"cloudFormation": {
"stackNames": [

"SampleApplication"
]
}
}
}
WMER
MERBNBEHNITETIER

"accountId":"123456789101",

"region":"us-east-1",

"messageType" :""NEW_RECOMMENDATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "Recreation of AWS SDK Service Clients",

"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/
proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightType":"PROACTIVE",

"insightDescription": "Usually for a given service you can create one [AWS SDK
service client](https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/creating-
clients.html) and reuse that client across your entire service.\n\nWhen instead you
create a new AWS SDK service client for each call (e.g. for DynamoDB) it\u@@27s
generally a waste of CPU time.",

"insightSeverity":"medium",

"startTime": 1680125893576,

"startTimeISO": "2023-03-29T21:38:13.5767",

"recommendations": [

{

"name":"Tune Availability Zones of your Lambda Function",
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"description":"Based on your configurations, we recommend that you set
SampleFunction to be deployed in at least 3 Availability Zones to maintain Multi
Availability Zone Redundancy.",

"reason":"Lambda Function SampleFunction is currently only deployed to 2
unique Availability zones in a region with 7 total Availability zones.",

"link":"https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html",

"relatedAnomalies": [

{
"sourceDetails":{
"cloudwWatchMetrics":null
},
"resources":[
{
"name":"SampleFunction",
"type":"AWS::Lambda: :Function"
}
1,
"associatedResourceArns": [
"arn:aws:lambda:arn:12345678910@1:SampleFunction”
]
}

1,

"resourceCollection": {
"cloudFormation": {
"stackNames": [

"SampleApplication"

BEME K

BEMABRNBHIETIE

iull

{
"accountId":"123456789101",

"region":"eu-west-1",
"messageType" :"SEVERITY_UPGRADED",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
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"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-11",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",

"insightType":"REACTIVE",

"insightDescription": "DevOps Guru has detected this is a repeated insight. DevOps
Guru will treat future occurrences of this insight as 'Low Severity' for the next 7
days.",

"insightSeverity":"high",

"startTime": 1680127320000,

"startTimeISO": "2023-03-29T22:02:00Z",

"resourceCollection":{

"cloudFormation":{
"stackNames": [
"SampleApplication"

I&AILAE A AWS CloudFormation & AWS 2% 3 &5 i M 35 B 42 % 28 DevOpsGuru 2

i AWS &R, E8% DevOpsGuru EBEEYH KB EFLE B ERE , DevOps 82

M SELECTED_RESOURCE_FILTER_VALIDATION_FAILUREEH, EREENERIHEZBIGHE
HEBEHNERR K BRERLEEEER. EEXR2DFIA DevOpsGuru RS L , FEEEFHBER
B REE,

"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"SELECTED_RESOURCE_FILTER_VALIDATION_FAILURE",
"ResourceFilterType": "Tags",
"InvalidResourceNames": [
"Devops-Guru-tag-key-tag-value"
1,

"awsInsightSource": "aws.devopsguru"
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&
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BERSBVMEER. ERERBENNERE E. WEFHENR , F2REHAESRKER
DevOpsGuru FERRERX PV E R,

« IEE RFOMER , AEFLRERDTELEER,

(@ Note
MRELEHENREGLEELUF LD TER , AR EIBERE DevOpsGuru EEWER B
R, THESEEELHER, ELEAEARERNERBRERAN AP HILMEEIBE, 0
EFHMERN , 3828 Amazon DevOpsGuru E{Eo
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BETIHEP—EREHEERE,

« WMREFE DevOpsGuru ZHIRFMEFTFABEXENER , FREME AWS tRFEIR. W0
RIGERBIEE , AWS EHIRFEIRENERD M ERZHE SRR, SIRFHESEMREPHRE
ERFEsEIECHERAENS, AT EHEIIRGERFEIEIECSHNERENS,

- MRIEZFE DevOpsGuru TR EZRHEPHNEIR , F51E1ZE CloudFormation HE , REE
BETHHEP—{EEE,
- MBEER-IWERFPHEBFHVMEER. SEHEINERHE EZBCHERRE
Ro TEIMERFHPERNTEHEBPINER.

« EHUHE - EEERE DevOpsGuru D TR HE, SRV EEKETINERSSEIIAC
MEAER, SUNESHEHEETRAMENER , IREXIBEHE, KRS TLEE
1, 000 fE#&,

WEHMER , 52 EH AWS CloudFormation 3£ 558 5l DevOpsGuru FEFER F YV E
o
o MRIEFHE DevOpsGuru 7 MBELRRENEBEVMEER , BREEER, BiESE K ARE
ET5HH—EEE,
- FIERFER - 2 BaTEEMIESHHME AWS ER, EAFMZERRSIENERSKE
BLESHE , MRENE. FELEERSIBHEREEE 2B D

- BERENERE - RS TESEAMERSIB 2EBNIAER, DevOpsGuru B
BEBNESENERIBIEAREXF,

MEFMES , F2EEAZEBRER DevOpsGuru EARXFHEIR.

o MRBFFHLE DevOpsGuru D TEMER |, FFiREE, BB DevOpsGuru , EEEL
RERD>TMELEER,

iE#E Save (ﬁﬁ)o
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BRER BN DT ERBE

ENfEfE A &8 B 7B Lambda 5 Amazon RDS S H AR APIsEATEF A , REH
fEListMonitoredResources ¥ , DevOps NEREZBBENEREE, EEEEWNTA , £
DUEH SR AWS IAM BUR LR I Bk,

{
"Sid": "DenyListMonitoredResources",
"Effect": "Deny",
"Action": [
"devops-guru:ListMonitoredResources"”
]
}
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- ERRNKEEHMBET  AEEREABETNER. eMEERRENBRER.
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REMAR. EFHBEZEANEERE.
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- HEEENZEHEBETHEREEN. EEEFREATHNHEE , UERATHEE,

- BEFEREBARPNEHER , IREVRARRNMBENERZESH., THREIRBRERERETA
R, B4 PLEHTIHENER T RIL D EEE,

- EEERRPSEEARFTDEANERRENER,
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== 18

- BRICEHRREE , TRIB2ZREMRIWVAR, BREF-XRFWEAR , IFEMEHR, [SE7
FRREENREARR, SKAURRRRBEFRNER, MRRAEBERBER , RRAEGEHK
ERENEE, BESEEREBERRHLERRERENSEH.
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Amazon S3, DynamoDB #l Kinesis W ERHMREBEK. FHIE Kinesis PFHERZZARE—F ,
WEUCRABEE, FME Amazon S3 1 DynamoDB HHERSfEE—F.

FHENEREMEA Amazon S3. DynamoDB Hl Kinesis Kdata-at-rest il Th8EE T I FR

EFZELI  DevOps XEMERFABRNHBHDEER , fIUERAETFZEER/KE CloudWatch
Logs EEM BRER. WIHRARLZEFEEREENT2E  UHBEFSEBHNSRNE

ERmE 80


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/privateca/latest/userguide/
https://docs.aws.amazon.com/privateca/latest/userguide/

Amazon DevOps Guru EREER

RER, WFEE DevOpsGuru FREFRAEFZESRIER , 552 E the section called “EF N

RS EFILE M | HIREHITUTES
- BUNBES|RIBK

- BYAHRE IAM BERM T T84

- BANEREREEE

- HERR

- BYEBAA

« RYTIMAMER

MEFMEF , 528 ( AWS Key Management Service BIZ A B/ ANEFEZE S,

® Note

DevOpsGuru €fEF AWS #EN SR EBAFTENE , UaBREHFRFEER, T
B, FAEFZESREXN AWSKMS EA., NEEENFMEN , F28 AWS Key
Management Service E{B.

DevOpsGuru @fi#E FEAER T AWS KMS
DevOpsGuru EERFIEFAETFZE SR,

EREECAEFZESBMAMER , DevOps B1FIBEIX CreateGrant FHRE RAKREBEIUR T
AWS KMS, #HRF AWS KMS AR R F DevOpsGuru FEIEFIRFHH AWS KMS &8,

DevOpsGuru FEER T , THEKEFZESHBAR T IIRIERE .

« 1§ DescribeKey @EREXZE AWSKMS |, USBEEVEMERMEERESKBANEBERZ
& KMS €48 ID REEX.

 # GenerateDataKey FEREIXE AWSKMS |, UELAHEFZESRBINZNER SIS,

« 1§ Decrypt EBREIXEE AWS KMS UBZMENER €/ , LERARNBENER.
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B LR ER TN ERE  IBRREBEFZESRNFEE, MRLEREM , DevOps #&
BEAFHREFZESRMNMENTMER  ESFEMKAXERNRE. fll0 , MREEFHNSE
DevOpsGuru EEFERMIMZ AFEEEH , BIIREFER AccessDeniedException 858,

1£ DevOpsGuru HESIRE N £ 18

BB E DevOpsGuru EREA AWS KMS BEFE S E 88 , A LAEA AWS CloudTrail
CloudWatch Logs 3B # DevOpsGuru EiAEER AWS KMS,

BURFZETR
& LAEF AWS Management Console 3} AWS KMS APIs REVHBEFZE SR,
FEEVHBEFSESR K BSHEVHBMNE KVS £,

SHRBEFEERHEFSESRNEIER. SEEFZESRBX ARG —ESRBK , Hh3ERE
HULUEASBEREFEASINRERN, ERUEFZESRE , TAEESRBER., NEFHEEA ,
=28 ( AWS Key Management Service BiZ A B1EF) P M N5 5 RF|EANEFEIRS AWS KMS,

HEEREFZEEIRE DevOpsGuru BEREERMER , XATESW|MBERF AFF T APIHRE

« kms:CreateGrant : MEEFEFZESRNEBE, RTEHLIEE AWS KMS &RV FE , 05FF
7B DevOpsGuru FTEMR THRE, NEFEARTHFMENR , 528 AWS Key Management
Service A& ABEME,

JE T3 DevOpsGuru 1T T 5 EE :

« N GenerateDataKey SIEEMBENERSBIEER , RAEHSBRTSIEARME,
« WY Decrypt MEARBENMBER SW/REFIMBNER,

- BEMAETEA , LALFF RetireGrant B9 AR %

« £/ kms:DescribeKey IRt E FZESMFFMEN , LLA5TF DevOpsGuru BBE S,

THRARBELE LS DevOpsGuru FIEH BERBHR X 4

"Statement" : [
{
"Sid" : "Allow access to principals authorized to use DevOps Guru",
"Effect" : "Allow",
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"Principal" : {
IIAWSII : nmen

iy

"Action" : [

"kms:DescribeKey",
"kms:CreateGrant"

1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "devops-guru.Region.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
"Sid": "Allow access for key administrators",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
I
"Action" : [
"kms:*"

1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:root"
1,
"Action" : [
"kms:Describe*",
"kms:Get*",
"kms:List*"
1,

"Resource" : "*"
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Bf AWS API REMERBINER. B —LFIIMNRR , SIAURBHERFN AP BENERFFUEE, E L&
EEFEHRRTNZEEE, ELFHNNBERBABRKIE.

HREERBERE TFUTHBBBENFTT.

EEEE DevOpsGuru BIEEE |, F2E (RERESZE) BH Amazon DevOpsGuru E M EE,

DevOpsGuru PR EMEEBIECRIEAUNTFE .

aws

EREE-RAXPIEESEEE ,

I
H
i
&
S
&
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"Action": [
"aws:actionl",
"aws:action2"

]

& ZM1R DevOpsGuru & 2 BBURMNEE S| , 52 B Amazon DevOpsGuru B & 2 B BUE,

DevOpsGuru B BUERE R
XEBERER : =

EEE A LMER AWS JSON BIRRIEEH AIUERAR, WHER , BMEEBRE A BERA T oSt
EEREITHL B F,

Resource JSON BHERTEZTEEEEABENYH. BRRXX4EE S Resource = NotResource
TE, REEEEFEAE Amazon Resource Name (ARN) RIEEER, Bt EREERER
HEME (BAERBRFET) REEM.

HRIAXZBEREBRFTINEE (BlmdLiRE) , FEABAF R () RETERXEARMEER.
"Resource": "*"

HEEE DevOpsGuru ERERKH ARNs , F2H (RBERESZE) FH Amazon DevOpsGuru E
ENER, BETRETLAFERAMLEEERSESEERN ARN , 5828 Amazon DevOpsGuru E Y
B,

£ EM1E DevOpsGuru B0 BB EKE ] , 5528 Amazon DevOpsGuru B9 5 9 B BUER,
DevOpsGuru FI BRI ZR 5| 8
TERBEBEERREGSE . 2

EESWLER AWS JSON BURRIEEH T AFHAR, tWpiEaR , BHMEERE M ERE T o
EERAITHLEBIF,

Condition jt# (8 Condition [E#R) AIEARIEEERANE RN R, Condition TERERAE
B, BUUBRNFERAREEE FNREEER (FINERT/IR) , REEWBEPWHERENERPHE,
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BEERRKXFIEESZME Condition THE , EEE — Condition TEPEESERGIE , AWS
SEREE AND BRIFFTMAMt. WRERE—IRUHRCIBEEZEE , SERABBORRE AWS 514
Rtt. LEANEMARGE , TEREBRBXVFT T,

BHUUERRERGEERAESVESE, fln , BuREFHAEERE IAM FHERBIERE
BERERNHFITRTEZ IAMEAE, MEEZENR , BF2E IAM ERAEERTN IAM BELE . &
BANER,

AWS X E2EFASRANBBBENRG SR, BEEEME AWS 2ERGRSIR |, F26H (AM
ERERRE) FHAWS 2EFEEREREIE,

EEEE DevOpsGuru RHREIBINEE , F2E (RERESE) P8 Amazon DevOpsGuru H 5
HRE|E, EETHREVUFERFRGESBNEENEIR , 5528 Amazon DevOpsGuru EZ B 1E,

= EM18 DevOpsGuru & 75 BEERMNEH] , 552K Amazon DevOpsGuru H) & 5 ZLBUR,

DevOpsGuru FHFEUZFIEE (ACLs)
XEACL: &

FEUZFIEE (ACL) ATEFIBL X RFKE, FRAERNAG) HAFIEERERNFFT. ACL EHR
BEREBER , BEMAEA JSON BERXAHER,

£ A DevOpsGuru B R FEUZHI (ABAC)
¥ ABAC ( BERHWER) &

BHRFEUES] (ABAC) 2 —EREXRE , TREBMERERTT. £ P AWS , BLBUHBAER.
FU U EEREES IAMER (FAEIAE ) N2 AWS B, AERNERM EZERRE ABAC
ME—H, BEEERF ABAC X , AFEIRNERRAEEA TN EREBATRERE,

ABAC AR RMENRIZTHEREE , WRRERKREELESRERFREHATG,

MERBERIZEFIER , B5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys fRZR5|8 , THRNWEETEF , REEBEA.

MRBHEXESEEREEN B =ERG SR ABEZBBEMS , EA Yes, IRBHEIBERLE
REEN =@ k4 iR , RIEA Partial.

M ABAC WRHART , HHH (AM AR FHEA ABAC BREEHT. NEEHEHER
7 ABAC SBNHBRE , H58 1AM (A IR 0 AL FIU2H (ABAC).
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B DevOpsGuru £ A EEEAE R
TEHNEE 2

ERERRESEAENEAR , AL AWS R BEER, NFFHEEF , SEMWE AWS R £
R AER , F2H (AWS R IAM EAERER) P £/ 1AM,

mRE AWS Management Console EAAEAEB BN BHBUANE AL EZEA | AERARREAER
#lo Hlm , EEAWS FRALATNE—FEA (SSO) BEREEHN ¥ , ZEFSEBENEREAEN,
FBUFERESSBATESR  ARURACK  LEEDHEVEREE. NEURACGHFMEEN , #
2E (AM E£REER) PHRERAETRE IAM A6 (F2E).

A LAEA AWS CLI 5 AWS APl FEIEVBEREAER., AR, B LlEREEEREAERRE
B AWS, AWS BEZEBREELRREAER K MARFERARPELREE, WEFMAEN , 26
IAM R E R 2B,

DevOpsGuru B B RFE E BB EF ]
TREFFIIERE (FAS) : 2

BEERER IAM EFRAERAGE PHTEER AWS , EEBIRBETA, FAELREE  BAes
BITEESEE  EMEFTRREPRE S —@EEE. FAS ERAMWM WEFEAFT AWS R , &4
AWS BR#% ERE TEBREREFER. REERBRIFZEZEHEM AWS R = EREB S EETR
ERE, TERE FASHEXR, EUBERT , ELEEEHTEMESENT T, WERH FAS R
WBRFHES , FEEER T ITERE,

DevOpsGuru B RIS A &
TEREAE &

REAERRBEETN AM S€  AIREHTEE, IAM EEE LKL IAM RE, 18R FN M BRIREE
A, MEFHMAEN , F2E (AM FHEREE) FNETACUEREFIELS AWS RS,

/A Warning

B FREA BN e H B DevOpsGuru Zh8E, RETE DevOpsGuru 1RHHEIEE|KF |, F&E
wmEREAG,

DevOpsGuru R EE A E
XERBEGAR : 2
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BREEACRERE H—ERBAE AWS . BETUBERREATHENAS, HER
ABGHLRELN B AWS IEF | WABBHE, AV ERETLRE , BT LRBREEERA SN
A,

NMERVREERHEEACHFMES  FSEAEE IAMEFENAWS R, EREPSEKTE
HPEeRBEEACHTH Yes, RIERER , DIREKRBHRIERS B XM

Amazon DevOpsGuru B & 0 BUBUR

RIBFER , FRAENARKEEIHIEH DevOpsGuru ERMNEFT, IS EFER AWS
Management Console, AWS Command Line Interface (AWS CLI) i AWS AP| R# 1T, EEFZ
FEAEHHEHAMEERMTIHENTT , IAMEBEETUEY IAM BE., A% , EEETLE IAM K
RNMBEAG , FREERBTELAE,

WEE T MR fE AR IE L Ei ] JSON BURSHE I IAM 55 BBER | 528 (AM FAEER) $HE
M IAM BUE (E#8).

WZE DevOpsGuru EEMNEMEMERBEENVFHMEN K SESEERERMN ARNs R |, 53208 (R
BiEE2E) 8 Amazon DevOpsGuru W EI¥E, ERMIEHZED|I8,

&

- BRBEEHR

« £/ DevOpsGuru £ A

- AFEAEREMMECSHET

« DevOpsGuru B AWS Z& (FEKXESZ ) BUR

HRREEH

SORABREHEHERFPNEBABRTAMUEY, FIWEMER DevOpsGuru EiR, ELEETAE
ERENAWS IRFELER, ERRYIRBS 7 HBRE , FEF T ERRERER

- FEER AWS SEBRRI BRI KEERTT - EERBRFIRTENCERAENTEER , B
BT R TS EREARAN AWS REBKR., ©ATELN REMH AWS IRF, RAIEZRLESR
BREREARI AWS WEFZERXR , WE-FRLH . WFESEA , F2H IAM EAERE
PR AWS ZERRSEBBAENAWS ZEBK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KERLEN , &7
UERERERG T AUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETH IAM PR BERAFF,
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o EF IAM BUR B R4 — S IREIFEE - B LUSRAFTIEZEBER , URHIEBEMNE RN ER.
il |, B LRBBOR GG |, IEESBMFEA SSL BIEFMERER, MRFBBEE Sl £HRKEEE
AWS FR# , &t 0] LAGE R4 3R IR F E 2B AWS CloudFormation., INEFEMER , B2 1AM
EAEEEHPR IAM JSON BETE | E4.

« f£/ IAM Access Analyzer B IAM BUER |, fE{RFT A1 24 B /] IE%E1E - IAM Access Analyzer B
BHBEMBAER |, BRELBERER IAM BURFES (JSON) Ml IAM HRIEEH ., 1AM Access
Analyzer 12t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
A, F2E (AM EAEERM) PREA IAM Access Analyzer B2 5 BUE

- FESEEERTE (MFA) - MRZHRPHIFE IAM EHES FHNREAE AWS tRE |, BB
MFA URESR£%, MFEEMNW AP RERFER MFA | 51§ MFA (REFFEZENBER, W
EFHMEN , B2 (AM EHAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntm|# §V3EiB MFA B9 &£ API FEL

WE IAM A REBBNEEER  F20 IAM ERAEEETHN IAM Z2HEEH,

£/ DevOpsGuru £#4&

= ZZH Amazon DevOpsGuru £ & |, X EAHE —HHEF T, EEFTXEAFEIEHIRE
f DevOpsGuru ERIGFHEERA AWS IRF, MREEBEIHREEALVEHFERENE 2 EBER |, Al
HREEZBENER FAEHAR)MS , TRARELNEREE,

HAEMW AWS CLI 5f AWS API I E |, BFEEARFRETEZEAHT. k2 , REAHEFISA
SMMERHNTZ AP BIENEERTT,

BTHRREAENSEMNMATLUEER DevOpsGuru £ A , thiE#E DevOpsGuru
AmazonDevOpsGuruReadOnlyAccess@k AmazonDevOpsGuruFullAccess AWS S EBURIEEZZ
B, nFEFHEEA , F28 (AM FAEER) PHEFTIFERE.

REFFERAERAMMAE ST

WEHEREMMRILIBER , AFF IAM ERERGH MEBAERE S 2N ARRZEBR, BER
SEEEEAFHMEA HAWS CLI AWS APl URBRREH A X TR B EN S,

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
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"Action": [
"iam:GetUserPolicy",
iam:ListGroupsForUser",

"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

DevOpsGuru fJ AWS B & (FEXER ) B

AWS ZBRRMH B MEENEL IAM BUR |, RTFZERNEARA AWS, EX AWSEZEBE
ERTERFARMNLSENT , HEtB LB AEEEWLFA, WHEFMER , F2H (AM
FAEER) P AWS Managed Policies (AWS ZEHXK),

EEEVMNERE DevOpsGuru AWSH R At | MEXEEERZ S WZEBEIAMFullAccess,

BB RN B EET IAM B3R |, LA DevOpsGuru BHMERMERINEFTT, B LS EL BETHR
EEEFEELTUNERAEREE,

T5 AWSEZEBE R DevOpsGuru HFEW , BULUEZFBIRFPHERE,
FiE

* AmazonDevOpsGuruFullAccess
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» AmazonDevOpsGuruConsoleFullAccess

» AmazonDevOpsGuruReadOnlyAccess

« AmazonDevOpsGuruOrganizationsAccess

AmazonDevOpsGuruFullAccess

AmazonDevOpsGuruFullAccess — 12 DevOpsGuru KT EZEUE | BFEE Y Amazon SNS %
B8, 7H! Amazon CloudWatch $§1Z#1ZHL AWS CloudFormation 8K, ELMERZTLER
F DevOpsGuru TEEZEHENEEEBREAE,

AmazonDevOpsGuruFullAccess BIERBE T HRAR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DevOpsGuruFullAccess",
"Effect": "Allow",
"Action": [
"devops-guru:*"

1,

"Resource": "*"

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

]I

"Resource": "*"

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

]I

"Resource": "*"

"Sid": "SnsListTopicsAccess",
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"Effect": "Allow",

"Action": [
"sns:ListTopics",

"sns:ListSubscriptionsByTopic"

]I

"Resource": "*"

"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes",

"sns:SetTopicAttributes"”,

"sns:Subscribe",

"sns:Publish"

]I

"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"

"Sid": "DevOpsGuruSlrCreation",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/devops-
guru.amazonaws.com/AWSServiceRoleForDevOpsGuru",
"Condition": {
"StringlLike": {

"iam:AWSServiceName": "devops-guru.amazonaws.com"
}
}
},
{
"Sid": "DevOpsGuruSlrDeletion",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/devops-
guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"
},
{
"Sid": "RDSDescribeDBInstancesAccess",

"Effect": "Allow",
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"Action": [
"rds:DescribeDBInstances"

]I

"Resource": "*"

3,
{
"Sid": "CloudWatchLogsFilterLogEventsAccess",
"Effect": "Allow",
"Action": [
"logs:FilterLogEvents"
1,

"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"

AmazonDevOpsGuruConsoleFullAccess

AmazonDevOpsGuruConsoleFullAccess - 21t DevOpsGuru HSEEFEUE , @IEE L Amazon
SNS F#&. #FHl Amazon CloudWatch 512 M 1FEL AWS CloudFormation &M EFR, LBREEH
S BERREFA , MBI LAE R EPRFEEE Amazon RDS Aurora BRI E#1T{EEEEN
oW, EBRHERTEEREF DevOpsGuru TEREZFIBNEBRBRFERE,

AmazonDevOpsGuruConsoleFullAccess BIEREE FHKRRN,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "DevOpsGuruFullAccess",
"Effect": "Allow",
"Action": [
"devops-guru:*"
1,
"Resource": "*"
},
{
"Sid": "CloudFormationListStacksAccess",
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"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

]I

"Resource": "*"

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

iF
"Resource": "*"
"Sid": "SnsListTopicsAccess",

"Effect": "Allow",

"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"

1,

"Resource": "*"

"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes",
"sns:SetTopicAttributes",
"sns:Subscribe",
"sns:Publish"

1,

"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"

"Sid": "DevOpsGuruSlrCreation",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuru",

"Condition": {
"StringlLike": {
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"iam:AWSServiceName": "devops-guru.amazonaws.com"

"Sid": "DevOpsGuruSlrDeletion",

"Effect": "Allow",

"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"

iy
{

"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [

"rds:DescribeDBInstances"

1,

"Resource": "*"

"Sid": "PerformancelnsightsMetricsDataAccess",

"Effect": "Allow",

"Action": [
"pi:GetResourceMetrics",
"pi:DescribeDimensionKeys"

]I

"Resource": "*"

"Sid": "CloudWatchLogsFilterLogEventsAccess",
"Effect": "Allow",
"Action": [

"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {

"StringEquals": {

"aws:ResourceTag/DevOps-Guru-Analysis":

Iltruell
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]

AmazonDevOpsGuruReadOnlyAccess

AmazonDevOpsGuruReadOnlyAccess — & F DevOpsGuru F1E  AWS R EBEERHNHEERE
g, SLBRERICEERTFRERREINFERE | EFH DevOpsGuru 7 AT B EEE R

BR. Amazon SNS ERE=; Systems Manager OpsCenter B4 HEITIEE H,o

AmazonDevOpsGuruReadOnlyAccess BIEREE T HIKRIRN,

{

"Version":

"2012-10-17",

"Statement": [

{

}I
{

"Sid": "DevOpsGuruReadOnlyAccess",

"Effect":

"Action": [

"devops-guru:
1,
"Resource": "*"
"Sid":

"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:

"Allow",

DescribeAccountHealth",
DescribeAccountOverview",
DescribeAnomaly",
DescribeEventSourcesConfig",
DescribeFeedback",
DescribelInsight",
DescribeResourceCollectionHealth",
DescribeServiceIntegration",
GetCostEstimation",
GetResourceCollection",
ListAnomaliesForInsight",
ListEvents",

ListInsights",
ListAnomalousLogGroups",
ListMonitoredResources",
ListNotificationChannels",
ListRecommendations",
SearchInsights",
StartCostEstimation"

"CloudFormationListStacksAccess",
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"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"iam:GetRole"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"

}I
{

IIS
IIE
IIA

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

iF
"Resource": "*"
"Sid": "RDSDescribeDBInstancesAccess",

"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"

iF
"Resource": "*"
"Sid": "SnsListTopicsAccess",

"Effect": "Allow",

"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"

1,

"Resource": "*"

id": "CloudwWatchLogsFilterLogEventsAccess",
ffect": "Allow",
ction": [
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"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"

AmazonDevOpsGuruOrganizationsAccess

AmazonDevOpsGuruOrganizationsAccess — & Organizations B2 SR HEZR
DevOpsGuru ZIRFRIENEFEIE, SEBXERAIEBNEEEERERE K MEEAH
R FHEB+H DevOpsGuru WEEBFEE, EAEABKNEREIRE M DevOpsGuru BWERE
HERFHERAKEE, BT HEEAnazonDevOpsGuruFullAccesszfh , BB LLEH
AmazonDevOpsGuruReadOnlyAccess 3 , BA#2fit DevOpsGuru KM B =R T ZEUE,

AmazonDevOpsGuruOrganizationsAccess BEREE T AR,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AmazonDevOpsGuruOrganizationsAccess",

"Effect": "Allow",

"Action": [
"devops-guru:DescribeOrganizationHealth",
"devops-guru:DescribeOrganizationResourceCollectionHealth",
"devops-guru:DescribeOrganizationOverview",
"devops-guru:ListOrganizationInsights",
"devops-guru:SearchOrganizationInsights"

1,

"Resource": "*"

1,
{

"Sid": "OrganizationsDataAccess",

"Effect": "Allow",

"Action": [

"organizations:DescribeAccount",
"organizations:DescribeOrganization",
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"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListAccounts",
"organizations:ListChildren",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListRoots"

1,

"Resource": "arn:aws:organizations::*:

1,

{

"Sid": "OrganizationsAdminDataAccess",

"Effect": "Allow",

"Action": [
"organizations:DeregisterDelegatedAdministrator",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [
"devops-guru.amazonaws.com"

£ DevOpsGuru BRI EL AR

Amazon DevOpsGuru fEf AWS Identity and Access Management (IAM) fRi&E#E A€, RIER

AEREEERZZE DevOpsGuru BE— IAM BEEE, REKEFZAEH DevOpsGuru BEER , I
BERBERREMW AWS CloudTrail, Amazon CloudWatch AWS CodeDeploy, AWS X-Ray, #
AWS Organizations FIEEMNFI BT T,

PR E A A ] R F R M ELE DevOpsGuru , AR AFEFIBLEMNEF . DevOpsGuru E
HHBREELEACHTT , RIESEER , BRIRE DevOpsGuru AIUBEHAR, ERXRNFAIIE
BEBERMFFABUER , BT RS LM MEH A IAM B,

EABBERAE 5


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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BYATMBRACHARER , FefRBEHEESE, EWRELN DevOpsGuru EIR , RAKT
ERNMOBBREFRE RN,

DevOpsGuru HI IR EZE A EFF A

DevOpsGuru EA & 5 M RIEER A ®AWSServiceRoleForDevOpsGuru, iE2 AWS ZEBX |
B A DevOpsGuru EENIRFE P E T RN EEEFT A,

AwSServiceRoleForDevOpsGuru REEZAREFEETIRERIETLHAE

* devops—guru.amazonaws.com

A @B ¥ AmazonDevOpsGuruServiceRolePolicy o 5F DevOpsGuru $isEMNERTR T
BHE,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"autoscaling:DescribeAutoScalingGroups",
"cloudtrail:LookupEvents",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",
"cloudwatch:DescribeAnomalyDetectors",
"cloudwatch:DescribeAlarms",
"cloudwatch:ListDashboards",
"cloudwatch:GetDashboard",
"cloudformation:GetTemplate",
"cloudformation:ListStacks",
"cloudformation:ListStackResources",
"cloudformation:DescribeStacks",
"cloudformation:ListImports",
"codedeploy:BatchGetDeployments",
"codedeploy:GetDeploymentGroup",
"codedeploy:ListDeployments",
"config:DescribeConfigurationRecorderStatus",
"config:GetResourceConfigHistory",
"events:ListRuleNamesByTarget",
"xray:GetServiceGraph",
"organizations:ListRoots",

EABBERAE =
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"organizations:ListChildren",
"organizations:ListDelegatedAdministrators",
"pi:GetResourceMetrics",

"tag:GetResources",

"lambda:GetFunction",
"lambda:GetFunctionConcurrency",
"lambda:GetAccountSettings",
"lambda:ListProvisionedConcurrencyConfigs",
"lambda:ListAliases",
"lambda:ListEventSourceMappings",
"lambda:GetPolicy",

"ec2:DescribeSubnets",
"application-autoscaling:DescribeScalableTargets",
"application-autoscaling:DescribeScalingPolicies",
"sqgs:GetQueueAttributes",
"kinesis:DescribeStream",
"kinesis:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:DescribelLimits",
"dynamodb:DescribeContinuousBackups",
"dynamodb:DescribeStream",
"dynamodb:ListStreams",
"elasticloadbalancing:DescribelLoadBalancers"”,
"elasticloadbalancing:DescribeloadBalancerAttributes",
"rds:DescribeDBInstances",
"rds:DescribeDBClusters",
"rds:DescribeOptionGroups",
"rds:DescribeDBClusterParameters",
"rds:DescribeDBInstanceAutomatedBackups",
"rds:DescribeAccountAttributes"”,
"logs:DescribelLogGroups",
"logs:DescribelogStreams",
"s3:GetBucketNotification",
"s3:GetBucketPolicy",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketTagging",

"s3:GetBucketWebsite",
"s3:GetIntelligentTieringConfiguration",
"s3:GetLifecycleConfiguration",
"s3:GetReplicationConfiguration",
"s3:ListAl1MyBuckets",
"s3:ListStoragelLensConfigurations",
"servicequotas:GetServiceQuota",
"servicequotas:ListRequestedServiceQuotaChangeHistory",

EABBERAE =
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"servicequotas:ListServiceQuotas"
1,
"Resource": "*"
I
{
"Sid": "AllowPutTargetsOnASpecificRule",
"Effect": "Allow",
"Action": [
"events:PutTargets",
"events:PutRule"

]I

"Resource": "arn:aws:events:*:*:rule/DevOps-Guru-managed-*"

},
{

"Sid": "AllowCreateOpsItem",

"Effect": "Allow",

"Action": [
"ssm:CreateOpsItem"

1,

"Resource": "*"

},
{

"Sid": "AllowAddTagsToOpsItem",

"Effect": "Allow",

"Action": [
"ssm:AddTagsToResource"

1,

"Resource": "arn:aws:ssm:*:*:opsitem/*"

},
{

"Sid": "AllowAccessOpsItem",

"Effect": "Allow",

"Action": [
"ssm:GetOpsItem",
"ssm:UpdateOpsItem"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:ResourceTag/DevOps-GuruInsightSsmOpsItemRelated":

"true"

ERARKEERAG
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"Sid": "AllowCreateManagedRule",

"Effect": "Allow",

"Action": "events:PutRule",

"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
},

{
"Sid": "AllowAccessManagedRule",

"Effect": "Allow",
"Action": [
"events:DescribeRule",
"events:ListTargetsByRule"
1,
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
I
{
"Sid": "AllowOtherOperationsOnManagedRule",
"Effect": "Allow",
"Action": [
"events:DeleteRule",
"events:EnableRule",
"events:DisableRule",
"events:PutTargets",
"events:RemoveTargets"
1,
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*",
"Condition": {
"StringEquals": {
"events:ManagedBy": "devops-guru.amazonaws.com"
}
}
},
{
"Sid": "AllowTagBasedFilterLogEvents",
"Effect": "Allow",
"Action": [
"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"
}
}
I

ERARKEERAG
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{

"Sid": "AllowAPIGatewayGetIntegrations",
"Effect": "Allow",

"Action": "apigateway:GET",

"Resource": [

"arn:aws:apigateway:*::/restapis/*/resources",
"arn:aws:apigateway:*::/restapis/*/resources/*/methods/*/integration"
]
}
]
}

% DevOpsGuru B RIS ERZ AR
BAEEFHEY —EAREELEAR, EEIE AWS Management Console, AWS CLIZ; AWS API &
BARK , DevOps BAREIURBKERZAL,

/A Important

MREES —BERALAGXEZEN REPEXEE , AIREEZACSHRELZNIE
B filan | inRE% #& DevOpsGuru S8 E/EE |, BT AAEEE R AWS CodeCommit,

#m¥8 DevOpsGuru RIS EZE AT

DevOpsGuru K R FF & mEBAWSServiceRoleForDevOpsGurufR i EE AR, RAEREEE 4
ESERBEFELE , MIUEREIEEVACCAEBFACER, Am , ZAFEA IAM RiGEAGHE
R, WEEZEN , F2E IAM EREEEFNFERBEEAE,

filBX DevOpsGuru BWERIEERZ A E

EETBEATERKERACHIEREYE  RMAZBREMBRXAC, K, BRRBEREDHE
EHEBENRERER. T8 K SXALBUEEMERTFENEE  FreFEISEMER,

(® Note

MRBESMBREREF DevOpsGuru [RIFEEFER A€ , MR TES AR, BLEREE
BESFEERYBEXERERE

EABBERAE T


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

ERAEER

Amazon DevOps Guru

£/ IAM FERBRBREEEHE

£/ IAM 35 AWS CLI, = AWS API Rl BRAWSServiceRoleForDevOpsGurufR B EH B E,
MEFHMEF , F2E (AM FHEER) PHMBRBREEEAE,

Amazon DevOpsGuru FF A& #

& A LATE DevOpsGuru BUR R AWSEBRH SRR ZERYE., MEBE |, F2H (AM FREIE
&y B8 IAM JSON iR tESE,

BRI AEBERMN Action ML IEEEE, BERERE , FEH devops-quru: FH , BHIE
E AP| #24E&% (Bl devops-guru:SearchInsights M devops-guru:ListAnomalies).
EEEE—BRRAXNPIEEZMEEBE , FREHRMUSFE (Fla "Action": [ "devops-

guru:SearchInsights", "devops-guru:ListAnomalies" ]).

ERERAFT

O EEERTEERZET (*) B Amazon Resource Name (ARN) , #iA&BEResource @ h i E
RE, BUFERERAFAEELS@EESRER. FlI0, devops-guru: *EIEEMAE DevOpsGuru
Bj{E , ddevops-guru:List*EELAF FMEBEMPTAE DevOpsGuru BifEList, THEHIRIEER
LA BHSRRYIE A ME— B & (UUID) MPRBIR R 12345,

arn:aws:devops-guru:us-east-2:123456789012:insight:12345%

ERNRECAS s RENREEED IAM 52 ( F2EEK ) NFFTBERE , BAUERTRBA
2%,

DevOpsGuru API & EMBIEFT BT A
AddNotificationChannel
Ej{E : devops-guru:AddNotificationChannel

£ DevOpsGuru BB AEERREE, & DevOpsGuru ELERAR , Hh 8IS RIENIEED
R  EFEABANEEBRAL,

R *
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RemoveNotificationChannel

devops-guru:RemoveNotificationChannel

£ DevOpsGuru BREBAEERFEE, & DevOpsGuru EERR , Hh 3 SIS RIENIER
BN , EEABNEERAE,

BR :*

ListNotificationChannels
Bj{E : devops-quru:ListNotificationChannels

&5 A DevOpsGuru SR ENBHBEEFTEREE, E DevOpsGuru EXER , Hh @S E
BENMEEBEENN , SEBNEENSARBALR, ZENBHNERZ Amazon Simple Notification

Service,.

BiR:*

UpdateResourceCollectionFilter
B)1E : devops-guru:UpdateResourceCollectionFilter

E#HARIEE DevOpsGuru 7R E e AWS &ERHY AWS CloudFormation #&FEREE,
"*ﬁﬁﬁiiﬂﬁ HhQiEEE. REEEMNRESH  BUUARKNERENKREE. LA EtEE
3 I8 fE A CodeGuru OpsAdvisor FTER IAM A,

BR : *
GetResourceCollectionFilter

B)1E : devops-guru:GetResourceCollectionFilter

& A E DevOpsGuru 72 1Tk F A ERLE AWS EIRHI AWS CloudFormation B FEREE,
SHEEERER  HPOFEER. REEENRESH , BULARKIERIENMEE.

BR: *
ListInsights

Ej{E : devops-quru:ListInsights

EE AWS IRFHRHARFEREE. ZIEEMKMERERE. K% (ongoing & any) MBH
(reactive = ) EEIHPLE R predictive,
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BR:*

DescribeInsight
B)4E : devops-guru:DescribelInsight
EEEFERAE D EEZHRNFREARSE,

&R+
SearchInsights

B)1E : devops-guru:SearchInsights

BE AWS tIRFHRRRBERFTE, B UEERMAKEE. BREANEE (reactive ) &

B R LLSE B predictive,

iR *

ListAnomalies
B1E : devops-guru:ListAnomalies
BEBREAEAE D EE2ARNEREEREE,

BR:*

DescribeAnomaly
B1E : devops-guru:DescribeAnomaly
BEOEERAHE D EECERNFHEIAREE.

=9 S

ListEvents

Bj{E : devops-guru:ListEvents

& DevOpsGuru FHE 2 ERBHNEMFERTE, B LMERBRFRGRECELWLES4,

BR: *

ListRecommendations

B)4E : devops-guru:ListRecommendations

DevOpsGuru FFaj &2
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BoEEIRNEREERTE. SERBRFETSEREE  URERBHEABNSEMHEE.

BR:*

DescribeAccountHealth
B1E : devops-guru:DescribeAccountHealth

BERAEEIENEE, FRAETENYE , AR AWSIRFH SN ERBERTE, &£F
E LT REEL AWS 1RF PRENEMEMREE,

iR *

DescribeAccountOverview

B)4E : devops-guru:DescribeAccountOverview

BEOEEEREEEANRENTIEEREE EEUNRREEIRBE. EEMHFERTERE
EYHE  URCEANAAERBRARNFIERER (MTTR).

BR:*

DescribeResourceCollectionHealthOverview
B)1E : devops-guru:DescribeResourceCollectionHealthOverview

&[5 DevOpsGuru Hi8E 2 &8 AWS CloudFormation & FrEE RHNBERNFEIEFR. BK
ANRERREMNFIEERRE (MTTR) REE,

iR *

DescribelntegratedService

B)1E : devops-guru:DescribeIntegratedService

EE A2 DevOpsGuru BE 2 REMNBSREBRFE, A DevOpsGuru B —HRHEE AWS
Systems Manager , IARABEEEMNTEREI Opsltem,

BR:*
UpdateIntegratedServiceConfig

B)1E : devops-guru:UpdateIntegratedServiceConfig
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AR {E A B DevOpsGuru BE 2 RBHNEESRHFEE, A8 DevOpsGuru ZEH —ERKE =2
Systems Manager , Al AR BB EEERERE L Opsltem,

BR: *

Amazon SNS FERIFFT]

REEHBERETE Amazon DevOpsGuru EIXBHIE S — 18 AWS RSB Amazon SNS £&
B, TEALEERHER.

ZEHE DevOpsGuru K BHEEZTRIREHEAERN Amazon SNS 7 |, BB BEREZZE Amazon
SNS /& , I F DevOpsGuru EXBHMWEFT A, MREEETE DevOpsGuru A5 HEIXEE AR
DevOpsGuru K EEIMREFT#EE R Amazon SNS 58 , Bl DevOpsGuru A EHIEHREE X &,

EEBERLGRE %S — EItR P Amazon SNS EEMFFA# , A LA DevOpsGuru H #TE Amazon
SNS &, B LAFERBAEBEH Amazon SNS B3R , FHEZR 2,

® Note
DevOpsGuru B BIfE X B[ B a Bk S 7 H.

&

- % — Atk FEE Amazon SNS FEHFFA

- 15— @R B Amazon SNS FzE

- FREANEEEFEN Amazon SNS Bk (B )

EZ—ERF HERE Amazon SNS EEREFTE
g IMA IAM A&

ZELEGTHA IAM BEEAERE —@ARFEEH Amazon SNS =8 , XN EABBFERZEZLEGFEHN
Amazon SNS 7, EEEFEA IAM AGERKRE —ERFSBEREZZE Amazon SNS £ , B#FE
BEZIRFERNTIEGT , A IAM AW —E49 :

» sns:CreateTopic

» sns:GetTopicAttributes

Amazon SNS EEMFF ] 120
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» sns:SetTopicAttributes

* sns:Publish

BT B REEZELE/EAMN Amazon SNS £, ¥AResource®® , topic-owner-account-
id REEHEEEWIRE ID , topic-sender-account-id 25&KE DevOpsGuru KA EWIRE
ID , M devops-guru-role @ FRHNERFERAEN IAM 6, BLAFEENERNRS region-
id (Hl%0 us-west-2) M my-topic-name.

"Version": "2012-10-17",
"Statement": [{
"Sid": "EnableDevOpsGuruServicePrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"
},
"Condition": {
"StringEquals": {
"AWS:SourceAccount": "topic-sender-account-id"

"Sid": "EnableAccountPrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"AWS": ["arn:aws:iam::topic-sender-account-id:role/devops-guru-role"]

LLUIAM £ & & 5 #ERTA]

EERS —EIRF A Amazon SNS EEMA IAM FAE |, B TIBRKEEZZEMFAKN Amazon
SNS £, ¥ Resource®i® , topic-owner-account-id BREBEEEMIIRSE ID , topic-
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I

sender-account-id &% E DevOpsGuru BIERAEMWRS ID , M devops-guru-user-name &
BREER IAM FRE, BLESEENERRA region-id ( I8 us-west-2) M my-topic-

name.

(® Note

BRER|URERERSER  MARKEELREER HINRBNEMEE) M 1AM FH
E, % IAM HFREEXNVHEBEEN , 528 IAM EAEERERHN IAM Z2HEEK,

"Version": "2012-10-17",
"Statement": [{
"Sid": "EnableDevOpsGuruServicePrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"
3,
"Condition": {
"StringEquals": {
"AWS:SourceAccount": "topic-sender-account-id"

"Sid": "EnableAccountPrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"AWS": ["arn:aws:iam::topic-sender-account-id:user/devops-guru-user-
name"]
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®* 5 — @tk F &8 Amazon SNS E &

£ 5 —ERF PE%E Amazon SNS EEMFTFI& , B LUE*Z Amazon SNS ZEHIEE
DevOpsGuru BHIFRE. B LAER AWS CLI 2 DevOpsGuru 3 & #7118 Amazon SNS £,

- R EEEE, BXEERNEE FH SNS TE ARN EEREXE , UFERARBES —ERFHNE
&,

- BEI&ER AWS CLI #4E add-notification-channel B , #4478 % NotificationChannelConfig
Y TopicATnHIEE .

FEREEASES — (AR F %18 Amazon SNS F &

1. BARBULR https : //https://console.aws.amazon.com/devops-guru/ B9 Amazon DevOpsGuru F %

=

FRREEER , ARBIERE,

AEBAER , ARBRIERE.

BIEHIE SNS £,

BIEMEA SNS £ ARN RIEER AN EE,

WA BEMAMN Amazon SNS 88 ARN, B CEBEEBFERREMN TEWET,
(1BA ) BEBMNERUREERENEERRE.,

BIERT

© N o o bk~ w DN

#& Amazon SNS FEFEEBAFRER , DevOps SEAZXTERBANECEEEH , fIMEIFAR
EI‘JE%FEﬁo

FRBENEEEFHEN Amazon SNS BR ( E&E )
FiEEEC R RAERBLEEEEESEEN DevOpsGuru BHIEENHT , ELXNBEER S,
FERBANEEEHFEN Amazon SNS EEBER (EE)

1. ELREEEBAMKRSE AT list-notification-channels DevOpsGuru AWS CLI @55

aws devops-guru list-notification-channels

2. fElist-notification-channelsEIfErd |, 52 FE2& Amazon SNS =& ARN HI4EE ID, 48
& ID £ guide
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/devops-guru/add-notification-channel.html
https://console.aws.amazon.com/devops-guru/
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flan , ETHIEES , BB ARN 2 EERHSEE ID arn:aws:sns:region-
id:111122223333:topic-name# e89be5f7-989d-4c4c-blfe-e7145037e531

{
"Channels": [
{
"Id": "e89be5f7-989d-4c4c-blfe-e7145037e531",
"Config": {
"Sns": {
"TopicArn": "arn:aws:sns:region-id:111122223333:topic-name"
},
"Filters": {
"MessageTypes": ["CLOSED_INSIGHT", "NEW_INSIGHT'", "SEVERITY_UPGRADED"],
"Severities": ["HIGH'", "MEDIUM"]
}
}
}
]
}

3. HIALES—ERFPER PHEEHEE ID B BUK he section called “£ 5% — 1@
bR = R EXE Amazon SNS EEMFFAI". EHEERM ConditionfiR A , #TIBEE W
fTSourceArn, ARN BE#&HEE ID ( I8 us-east-1), FBEFHEMN AWS IRIE , URE
i FH4EIE ID,

BEHFMConditionBFiR R I AT o

"Condition" : {
"StringEquals" : {
"AWS:SourceArn": "arn:aws:devops-guru:us-
east-1:111122223333:channel/e89be5f7-989d-4c4c-blfe-e7145037e531",
"AWS:SourceAccount": "111122223333"
}
}

R AddNotificationChannel =18 SNS £  FFHRELHN IAM BHERBTEE T YT,

"Version": "2012-10-17",
"Statement": [{
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"Sid": "DevOpsGuruTopicPermissions",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes",
"sns:SetTopicAttributes"”,

sns:Publish"

1,

"Resource": "arn:aws:sns:region-id:account-id:my-topic-name"

3]

AWS KMSHIZ Amazon SNS ERERIEF ]

IBIEEW Amazon SNS EREA[HEH M2 AWS Key Management Service, & Z f25F DevOpsGuru

FRAMBNEE , BHEEREYT , AWS KMS key REE THRRRXEHTI®E KMS £8HBE, W
EHHMEN | B2E (AWSKMS FREER) PHER AWS KMS N2 %E Amazon SNS #YFA

B, 2855I (Keyld) , BAK {Amazon Simple Notification Service Bi& A B355) FHERME,

{
"Version": "2012-10-17",

"Id": "your-kms-key-policy",
"Statement": [

{

"Effect": "Allow",

"Principal": {

"Service": "region-id.devops-guru.amazonaws.com"

},

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": "*"

}
]
}
(® Note

DevOpsGuru B Rl X BIEE— R FRERANMNZEEE,

B B A< &5 Z @RS £ A INEEE,

1% Amazon SNS EEEREFT

125
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https://docs.aws.amazon.com/sns/latest/dg/sns-data-encryption.html
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¥ Amazon DevOpsGuru 52 MEFEEUETHER

FERUTEARGEEDE RIS E A DevOpsGuru # IAM BT gE BRI E RERE,
£ |

« RERETE DevOpsGuru FHITENE

- REERMUERAEREARFIUE

- BAEBHIT iam:PassRole HIIZHE

- BEEAF AWS tIRFANABFEIEM DevOpsGuru EJR

RERETE DevOpsGuru F#I1TEE
R AWS Management Console & FEEEHT B , IV EABBENEESESRHE,

B &EmateojacksonERHEAE L AMIREEy -example-widget ERMNFFMENR , BREE
¥aws:GetWidgetFFAllF , S84 T I HIEEER,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
aws:GetWidget on resource: my-example-widget
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_Operations.html
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B, BFRSEEEH. CloudTrail BHFEEIL IEKAHE API FREIYMHEEBEMEEF , R A LMEMEEIE
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LA 15| B REY 2B R UpdateResourceCollection B)YE#I CloudTrail BE5EE

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAEXAMPLE:TestSession",
"arn": "arn:aws:sts::123456789012:assumed-role/TestRole/TestSession",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/TestRole",
"accountId": "123456789012",
"userName": "sample-user-name"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-12-03T15:29:51z"

}

}
.
"eventTime": "2020-12-01T16:14:31Z7",
"eventSource": "devops-guru.amazonaws.com",
"eventName": "UpdateResourceCollection",
"awsRegion": "us-east-1",
"sourceIPAddress": "sample-ip-address",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.901
Linux/4.9.217-0.3.ac.206.84.332.metall.x86_64 Open]DK_64-Bit_Server_VM/25.275-b01
java/1.8.0_275 vendor/Oracle_Corporation",

"requestParameters": {

"Action": "REMOVE",
"ResourceCollection": {
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"CloudFormation": {
"StackNames": [

"

]
}
}
},
"responseElements": null,
"requestID": " cb8cl67e-EXAMPLE ",
"eventID": " e3c6f4ce-EXAMPLE ",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
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"Statement": [
{

"Principal":"*",

"Effect":"Allow",

"Action":[
"devops-guru:AddNotificationChannel",
"devops-guru:ListInsights",
"devops-guru:ListRecommendations"

1,

"Resource":"*"
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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