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4. EBFRNER , (REBNBRELHERLIER

AN R R EERERIH R

BERBDERE

ERRF , B4R Amazon RDS EIRMER, EWBARERE LNRBERERT , B imi
EAHERBRNERBFE, AN BENEEEHEN ARHENSHEA. WBRRFHRERER
ERYHENERE , EF 2 ERERNFRERA,

#1432 RDS BV RENFM

AR | RARFEEMR , LUEUE Amazon RDS BRI E#HTERNFM DTN ER,
Ao rEER R CRRBUENEFER Amazon RDS BRI EHTEE.

B TYAREFMAEARR

1. EREEEL  SREREHES AWS/RDS WEBER,
2. FEEREFEEN,

HREEHMETERN. SERRAEHNENERE ISR ERETHNER, BERETRENR
BAM , IRAHERER/BELRENEE,

3. (ER) nRZEERZIFE  FRAARGNEETEETRANER.
AL ETERIFREFARETHRRA.
BRI

HHMEFNEENHRERRE RS, FEHHERH Amazon RDS EXREHITERATERIAIMEER
®o

Database performance anomaly: prod_db_678 i
Resource overview Go to application view for 6 related anomalies
Resource name Anomaly severity Start time Duration
prod_db_&78 Mar 07, 2021, 14:32 UTC 3 hours 2 minutes
DB engine Anomaly summary End time
Aurora MySQL Unusually high DB load, 7x above normal. Ongoing

Likely performance impact.
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AEEE TR -

- EREE-BIERNEREHNTERRE. ELET , ERE A prod_db_678,

- BERESIZ-BREEENEREHNTERERE. HELHEHF , 51ZS5 Aurora MySQL.

- EEBEM -ERUITEERNAEXENANE, TRNERENLAS. PHEK.

- EEBE-BENTERE, #ENREREESNENESH,

- FHRKENEREES - EERBNERNERE. IRERSE/ETH  IRFNBERE,
- FERE - E2FTANKFERRE. EiEfd  EFEEETH , XERKE 3 PMRHX 2 FiE,

FEER
FEEEERFEETENRE ERARPERLENEE. EUUSRARERRAERENTEEIES
Y — iR R

EL:iLI)-:;'sa.‘_:EuT:reﬁ;tDrsigﬂucted an anomaly in your database load. The metric measures database activity in average active sessions (AAS). Slice DB load h"’ Last 6 hours

Database load (DB load) Average active sessions (AAS)
xlarge, 16 vCPUs)

(db.r5.4xl
2 4 (6x spike) info

mﬁl-a-n—.-n{;r-—-—-—g{gia—-—-—-“‘-im-.“_
Typically: DB load up to 4 15
: | | | |
5 — — — — — — ——
ULV LR L L]
by e
Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 #32 Mar7 15:00 Mar 7 16:00 Mar 7 17:00

Time (UTC)

[
S w o

B crU io/table/sql/handler M synch/rwlock/innodb/hash_table_locks = Anomalous DB load

[] High severity anomaly Max vCPUs
View in Performance Insights E

ERAEREHBRBENESFEEN. EHEs+h  HEESTIER

- ERERA (EHESAN) -EES2BAEREFH ARBE, Performance Insights FVEEEEZEA
DBLoad, MtiEEZEtHEEME Amazon CloudWatch,

- db.r5.4xlarge - ERIEHTERER, THEHIP , vVCPUSHEER 16 , HEZ TR+ TERE
Bt (AAS) BIRPHIERR.

- 24 (6 fEIEEH ) - ERERH  HARTFHRENRBERALFGER+F TERE (AAS) €, B
e, EREHENEAEERE , ERERTHEE 24 BTERREMERAPRE, ERESHELL
BITEBEFENERFN 6 15,

- —IRME  ERERESRZ 4-E-RIFAHHEL AAS AIENERESHELE, H4 RTELE
FREYRE  ERELEEMEERBTEE 4 AHEDH TERBRERMMERFRE.
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RIBEFER , ERERSREFEMETIE. ERTERTEERANEAXCEARKRHBENES
HERMEANEEEN. BERETHERGNERD (L2 ). SENIZIEFELEARKIRSE
BRNEFEFSEHL

« CPU
« I0:wait/io/sql/table/handler

It Aurora MySQL ERIEHBRN EREFEHLEES, BEETHRNMAERA Amazon Aurora FHE
FEHRFARMEE , 5828 (Amazon Aurora fEAEIER) FHIER Aurora MySQL I EFEHAR
MEEA Aurora PostgreSQL MESFEHFAR. HE T HWI1E RDS for PostgreSQL HEAEFEH
RFARMEE , 582E (Amazon RDS EAEER) P A RDS for PostgreSQL WY EFF=4ETH
o

MHEER

HEEREERIHARER K ERAREETHNRERERR. SLHAETREREHBEINERBERN it
&

Related metrics (2)
When your DB load is high. o etrics often <e these metrics to help our perform - 5m 30m 1h &h 12h 24h  Custom
When your DB load is high, other metrics often show anomalies. Use these metrics to help diagnose your performance issue

Q

1 &

Timeline (UTC)
Metric name
Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 Mar 7 15:00 Mar 7 16:00 Mar 7 17:00

CPU running tasks

Currently: 162 processes ( & 3x); CPU running tasks

normally: 56 processes 200

Contributing to: 150
CPU capacity exceeded 100

50

e I

— CPU running tasks []High severity anomaly

CPU utilization
CPU utilization
Currently: 97% (& 2x);

normally: 50% 100%
75%
Contributing to:
CPU capacity exceeded 50%

25%

0 i

= CPU utilization [] High severity anomaly

HEERERXRAMEENN  EESBNEEMH (UTC), ERRTNE —JIHBHEEREER,
B-INE-—WMITETIER
- ##-EENEE, F-IERERRBA CPU SITHHER.
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- BEl-EEENBRIE. EF %% , BeiEA 162 EREF (3x).

- ¥ - hEREEEEER, LIEENELE, BARN RDS K DevOpsGuru sTEE%ES 1 BRH
PR S BB, F—5iEH 56 AERFBEEE CPU L#1T,

- ERE - Bt EEARBOREERR. £ -5F , BTN CPU EHKERE CPU RENEIHBE
BEE,

RSN REENTRE, B ESER R DevOpsGuru for RDS #ABERRIEESSBREMF
B B [0 P PR

DR MEZ

HARNRERHRTRE[HE , EREFEEHRLRTFERAENREE
HEBER,

EER. BEREEREEN—E

EoMNEZBRERNTIEF  SENERRERAME—RREEE,

Analysis and recommendations (2) 1
Anomaly Analysis Recommendations Related metrics
High-load wait events The DB load for the CPU and |10 wait Investigate the following high-load wait events: Database load vs. max vCPUs
types was 21.6 average active sessions + CPU
(AAS). This was 90% of the total DB View troubleshosting doc [4
load.

+ ioftable/sal/handler
Why is this a problem? View troubleshooting doc E

Investigate the following SQL IDs
» F19D34565WMLP345

View Top SQL in Performance Insights A

CPU capacity exceeded The CPU run queue exceeded 150 Tune SQL IDs QL statement asks.running.avg)
processes. CPU utilization exceeded 97% » F19D34565WMLP345 Jtilization.total.avg)

delete from authors where id < { select * from (select

max(id) - 30 from authors) a ) and id > ( select * from

(select max(id) - 500 from authors) b )

+ 12AASF38001090007
to reduce CPU usage, ©

the instance type to NG cuse w0«
capacity.

ERRITEUTERT:
- EX - HAREERN—RER. EuESP  F-EEERSAHESHEN  F-EAREBCPUR

o

- i - REREFMERH.

B

EE-REED , CESHRRSEH 0% WERESS., EFE_EEEH , CPU ZTTIEIB
150 , ERREEMEERRE , Bid 150 #T/ERFEREEEF CPU B, CPU FEAREIR 97% ,
BERTEBEZREEB , CPU B 97% WEREITE, it , CPU &FHEWLH , mMFF 150 BT
EREERE$1E CPU L3117,
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ETHRMARIRELEHREERENEE , F2B (Amazon Aurora fEAEIER) H# cpu M io/
table/sqgl/handler,

EE_EEEH , DevOps for RDS EBZE B BFAR=E SQL BRRRREEK CPU EHE., BRI
EBREEEERE FLUEE SQL XF,

- HBEE-RELCEEETEAEMNIEE, NEEEEENFMENR , 528 (Amazon Aurora E
#IEF) TR Amazon Aurora IE1E2# | =) Amazon RDS {#HEEE) FH Amazon RDS #51&
8E,

HE—IREHF , DevOps for RDS EEMERES HEAHTERA R A CPU ETLHER, EE_E
KED , BEEE CPU #1TF5. CPU EAEM SQL #1TE,
BRETHERE

ERRF , B g4l Amazon RDS EIRNER, BEXHIENREARH-—EXIBHEENFEE
o EEBRREEEL , BRI EHRE. FREFNFEER , URFEHRREBENEER. B
REETBHER K FEZBREEE,

Insight #5&

Insight IBERRHERAMNEIRARNFAET. cERFRARNEREYE , UREFBRHER
UEREFRABENKBEE, ©HE5H DevOpsGuru HRIZINZHERBNEARAYE,

B

EEERRHRENEFR. SEEFERETERNEETRARENRE  UARREEREHRNERE
o

REERNVER

AEEBETUEINEE  ERABEEREANBEZH , BAEROHRPEE, SURNNEIESER
EEBNETEEHT, EREERMNEEN DevOps Guru BE I 1E B W ERRBWATR. WENAEER
ENFHAET |, 52 /the section called “EIFEEE",

Ol 2 55

BERTRIREENIRD, ELIOWEER , S2RXRITHRERYERE, —BRMS , E2HEWMT5
SER
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£ H B B E R 4 Amazon DynamoDB

T &RFE T DevOpsGuru Es12 ) 2551 2251 FJE & Amazon DynamoDB.,

Amazon DynamoDB fEARf| &4l EE
ARAEFRMEAGRR , Amazon DynamoDB FEEEE  AccountProvisioned

it AR R R A K& ABRPWERREFEBZELE  ReadCapacityUtilization,
#9 AccountProvisioned &R RERRS,

ReadCapacityUtilization AccountProvisionedWriteCapa

AccountProvisionedWriteCapa
cityUtilization,

cityUtilization

BRI RERGERENHEE HEENBEXMEHER KT ConditionalCheckFailedReque
RER AR HEFREEN WEEERER, BREWHRERE  sts

Amazon DynamoDB F&8RFH  RNBHEBHREPTERK.
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£ FESE P &R /E Amazon ElastiCache
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SDK, flan , Al LA EE Amazon Kinesis & E JR= Amazon CloudFront 7% &R, EX2EHE
A2 ERNME RIEEH. DevOpsGuru AL DM AZHE R BER., WEHMENA , B
2/ (Amazon Kinesis Bi# A B35/) FMERLEMNE7HM (Amazon CloudFront Bi 3 A B15/)
RNERL D . BEETHRUMKEEMEZHMERNER , F2RHEFEB AWS RENFEREIER

HHEBAEERM.

(® Note
EISESE Amazon RDS &R , B/ EECEREHNTEE K MAR2EE,

« BELAMER AWS BRRIRESS  MESTNERNEE AWS BHEPNERREERR., WFEFHEE
7, F2H (AWS ERFENERERAEEE) FNERFEES.

ELKEBRMEBEERE , RREHMEESMASR/ANE, Hlw , BALldevops-guru-4 DevOps
ERAERXTHNMEERENES ¢BNER, St LFEAKS|I# devops-guru-F{E REFIEFE
®RDS , AR EZRROIB/EHERLEZEAENFH Amazon RDS ER, MREEEETIEATRRE
EREREXPH Amazon RDS EREANER , EEREHR,

£ CloudFormation # & 35l DevOpsGuru EARERX PR EIR

&AL E R AWS CloudFormation 38R #5E % E DevOpsGuru 47 AWS B R, B ZLIE
—EBUEEN—#H AWS ER, SEZENHEBPIHNERERERN DevOpsGuru HEFERR, HR
BEEZENSEHE SOMHIEBEERTHREERREBERRTA. AR, ELBESHEAEE
WEE 6 UBLER. SERREHIE L EESR , UFHEEHRELREE, BUUIEENHEEE
B LM% 1000, MFEFHMENR , HSBAWS CloudFormation  EFA&EIER) PHFEAMERN) £
DevOpsGuru R EFEHN AWS ST REEE.
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BEFEHBER | DevOps BN AIRAS MG EEHBNEMNER, MRERERBPBRER , AITEE
D ZEIR.

MR EEEFEZE DevOpsGuru D HBRFAMEXZENER ( ERT AWS ZHIRF MEE 2 EN
DevOpsGuru HEEE SRR ) , Bl DevOpsGuru oY EVEREFHESREXEERNADRE | S
BHRRER, T EHEINEREEPEVNRIREREIIRFEBR2H. MR HEETERNEFTEL
BR , AgEHEEREE H, NEFAEN K FSR THREETAUNANSERFTR,

1212 DevOpsGuru HY i8R 5 47

BIEFZ I E RN CloudFormation 8 | I8 EEHE Amazon DevOpsGuru BTV E IR, BuILAEH
AWS BB XA 5 SDK REAITILRAE,

£

« 11 DevOpsGuru ED AR ( EER)

« 5 DevOpsGuru EZEEE DT HE (DevOpsGuru SDK)

1#1Z DevOpsGuru EDHHHEE ( £2H )

SO LR A% AWS CloudFormation # &,
BREQSESTZE RIS

1. 7 https://console.aws.amazon.com/devops-guru/ : // BIEL Amazon DevOpsGuru £ &,
2. FREEER K REREBERTE.

3. 1 DevOpsGuru S #TEEHER , BEEHE,

4

MRIEFHE DevOpsGuru ZITEEEFENHBPHEIR , 55181F CloudFormation #& , AREE
THHEA—ERE,

- FFEER - oK FHEBRTFNRAEER, SEHEEPHNERFEIEAINECHERER
B TEDEREPEFMTEHERPHER,

o BEUEERE  BEURFEE DevOpsGuru 7R, RNV ESEHEEFINEREsHETED
WEREN, BUUESKHEETRAMEBNERE , RERIBSEHEE, BRZULUEE
1, 000 A&,

5. i##E Save (EE).
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ERAEER

# DevOpsGuru EZEE 5 TRV HE (DevOpsGuru SDK)

= ZE# A Amazon DevOpsGuru A& E#4#EE CloudFormation #& |, FFEHA

UpdateResourceCollection’it., MBEFMEN , 552 (Amazon DevOpsGuru APl &) &
B9 UpdateResourceCollections
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£ Amazon EventBridge

Amazon DevOpsGuru B2 Amazon EventBridge & , LB ZERERNMEERREHFNBIESH.,
KB AWS REHEHSLUL FEIEFMN 5 XX E EventBridge, B BEHENRE , RIEREES
WEH , UREEHFERAUKAMEESSHTNEN. TEBRBNBESETINEH

« WA AWS Lambda BI#
« A Amazon Elastic Compute Cloud #{Ta %
. ¥EH{EEZE Amazon Kinesis Data Streams

« BXH Step Functions ARRE#EES
« JE#] Amazon SNS = Amazon SQS

BULGERETIIEMALERNEXNRBSREMH , RV BFTEXRAUERE AWS WERTREE
=

* DevOps Guru New Insight Open

« DevOps Guru 1 & ¥ B

« DevOps Guru Insight BRE % 2 F#k
« B3 DevOps Guru ¥i&:%

« DevOps Guru Insight 2 B8 FEf

DevOpsGuru NS4

LA 2 DevOpsGuru FWEIfIEH, SR EEH. EEE— P THEHER | 3528 Amazon
EventBridge 8 Amazon EventBridge B4 #&E = AP,

DevOpsGuru 1l B A FAEH
DevOps Guru BRUEFTHR R , EX T IS4,

{
"version" : "0@",
"id" : "08108845-ef90-00b8-1ad6-2ee5570acbe4",
"detail-type" : "DevOps Guru New Insight Open",
"source" : "aws.devops-guru",
"account" : "123456789012",
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"time" "2021-11-01T17:06:102",
"us-east-1",

L1,

"region"
"resources"
"detail" {
"insightSeverity" "high",
"insightDescription" "ApiGateway 5XXError Anomalous In Stack TestStack",
"insightType" "REACTIVE",
"anomalies" [
{
"startTime" "1635786000000",
"id" "AL41IDFFQPY1Z1XD8cpREKAAAAF83HGGGCOTMTr91bfI7sCiIS1IWMeFCbHY_XXXX",
"sourceDetails" [
{
"dataSource"
"dataldentifiers"
"period" "60",
"stat" "Average",
"unit" "None",
"5XXError",

"CW_METRICS",
{

Ilnamell

"namespace"
"dimensions"

{

Ilnamell
"value"

Ilnamell

"AWS/ApiGateway",
[

"ApiName",
"Test API Service"

"Stage",

"value" "prod"

]I

"accountId" "123456789012",
"messageType" "NEW_INSIGHT",
"insightUrl" "https://us-east-1.console.aws.amazon.com/devops-guru/#/insight/

reactive/AIYH6IxdbgkcGOxImypil 4MAAAAAAAAALOSLE jkxiNProXWcsTIbLUQ7EZ7XXXX",

"startTime" "1635786120000",
"insightId" "AIYH6IxdbgkcGOxImypil 4AMAAAAAAAAALOSLE jkxiNProXWcsTIbLU@7EZ7XXXX",
"region" "us-east-1"

DevOpsGuru #1E R A BEH 57



Amazon DevOps Guru EREER

}I

ERARSEEMH Insight WATEHEHERX
RAEAEHER BB E LS EHRMEI B, 5 TE DevOps Guru BHEREH,

{
"source": [
"aws.devops-guru"
1,
"detail-type": [
"DevOps Guru New Insight Open"
1,
"detail": {
"insightSeverity": [
"high"
]
}
}
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¥ ¥ DevOpsGuru 5R7E
B A LLEFT T %) Amazon DevOpsGuru FRE :

« 2 DevOpsGuru WEEHE, EEREESMEIIRS PR HLER,

- BHEH, EREWLE Amazon Simple Notification Service £RE AR B HEEER DevOpsGuru
=4,

- R RIINEE, ETIEEFEFE SR, EM AWS Systems Manager BEERE, & 1 H K
DevOpsGuru EE# TR HFER. ZREFEAHMELZL S , UREEHESEFERE Systems
Manager OpsCenter 237 Opsltem, OpsCenter

&

- EHNZNEERFRE

« 7£ DevOpsGuru R EFRH AWS 2R E 5 E

« 7£ DevOpsGuru A E #7188 &1

. E5& DevOpsGuru &4

« EH DevOpsGuru FH) AWS Systems Manager &
 7£ DevOpsGuru P EF HFEEEER

« 7£ DevOpsGuru R E IR E

AN EEIRFRE

&I A B BB P RYIR PR E DevOpsGuru, MREEHREMBEREES , LA EEEMEREE
BRATIIRE, MFAMBREESNFEEF , FFSBEUH DevOpsGuru,

£ DevOpsGuru FEFH R AWS DT REEE

BRI LA EIR S DevOpsGuru 74T AWS HEIR, EEHTHIRE  SEEEZFREFHNE DT
EREH , AREBERE, UFHAEF , SRR TNER,

£ DevOpsGuru FREHTIRHYIE &N

%X Amazon Simple Notification Service £ , AR BHEEEM Amazon DevOpsGuru B, &1
It AWS tREHFEEFENETEZBBEFIRIE | A DevOpsGuru EIRFHFEIMWHEEEZR , R

EHEHNERIRF 59
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i A SRR [ AWS 1RF A EEM Amazon Resource Name (ARN), HRIEIEEREWRS &
A EER ARN , BIXEH IAM BURFT I8 EZE/E , TR T DevOpsGuru FERZEENT T, WMEF
&R , 382 BAmazon SNS =BT, BERZALUEEMEEE.

DevOpsGuru X T HIEHWEA .

- BIYFARR,

- FNEESHERAR,

- TARMBEME® Lows A#fkMediumP High,
c ARNREESRETHIEERSHR,

- ERAERNER.

EREHSERHIEE DevOpsGuru tRF B , 21REZEEH CloudFormation B ER T IRE
% , DevOps th S EIXEH,

BRI LRI H R BN AT E Er EAZ W Amazon SNS B4l , AR EERERE. BESREMHEE
B Amazon SNS BXl, IRIETERR , BEWEBIFMEEMEA,

EEEHENEAN  FAEEZEAER , ARBEETENE. BERIUER Amazon SNS BHIEHE
RYAERE,

&

« 7£ DevOpsGuru AP EEEZBHAFRE

 7£ DevOpsGuru £ & P #138 Amazon SNS B &
- 7£ DevOpsGuru £ & F &R Amazon SNS B EE
« FEF Amazon SNS & HI4H

o ¥718%| Amazon SNS FREMEFA]

£ DevOpsGuru 2 AHEBEZBHRE
EEEWMBHN  BXNAXEEEZRBAREREEE,

EER

Xa

EEEEA

i

1. BARX Amazon DevOpsGuru & |, #81kA https : //https://console.aws.amazon.com/devops-

guru/e
2. EEEBEKRTIERE Settings (FXE)-
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REAHIEBHER , HPF IS ERE Amazon SNS EEMNHEBER

#£ DevOpsGuru £ A H#118 Amazon SNS BHI E#E

#£ DevOpsGuru £ A B #7E Amazon SNS BHFE

1. the section called “f&f DevOpsGuru 12 & FEE FiE 4l
2. iZ#E Add notification (37i8@ ),
3. EEHE Amazon SNS £ |, FHT FHEHHP —ERAE,

JL ==y
X E .

n

 BECHETHHELETNSNS TE, A% R BEETE M4t  WMALZERZBEANNE T
B4, EEMAREGE FE4 U | FHREFEE FEB4,

« BIEFHABEEN SNS THE, A%, “BELAWSIKRFPNIEYS | BIELEFHNIE,

- BIEMFEHABEERN SNS T ARN RIEEEREZ —ERFNEEEE, AR, EWATEN ARN
F, A TEE ARN, ARN 2/ Amazon Resource Name, ZEAIUETFRENIRE RIEE
TE, IRGBEZS—ERFHERAEE , AIXEKERBKRNISEEE, MEHMENR , F2
B Amazon SNS FEHEF,

4. BE Save (EE).

£ DevOpsGuru £ & FHER Amazon SNS B =&

£ DevOpsGuru £ A HBBR Amazon SNS /&

1. the section called “7£ DevOpsGuru 2 A FEBE ZF B HRE".
2. EEEERFXE.

3. THuXIEERT  ENEEBRRNEE,
4. BEBR.

5. i Save (RH).

BEE Amazon SNS @ H4HAEE

DevOpsGuru H#y Amazon SNS BAFBEEMBEREWBAMERE, BULEEZVMERELELRN
B, SEEKEEEBREMNSERTPBRELSHRNEN, BEILLEEBERFEEMNERNEAN , R
REWREEANER,
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BRI FE BRI EEHA Amazon SNS BB |, DevOps X T 5 EHAEH

- BAFHBER,

- FNERESHEERR,

- ARMNBEMEH Lows F#kMediumP High,
« ARANREERETHIEERSHR,

- ERBIERNER,

BIFER , FRSKRIENHBRELBRELN K mMASKIFMEERTERNEL,
E#H Amazon SNS B EMEHHAE

1. the section called “7£ DevOpsGuru £ A HEBE ZF @ HLE".
2. EEERRBIEE,

3. RTHXTgERT , ERNEEETENMNEE,

4

EEMABREMFHRIUZERERS, PHNEBREMESRNEN , RERESNHUEKEFSNF
BEMSFRNEA,

5, ERERRNMBENRENR A ERERRFAMIEAFENR  IREESFRRENHEE
R

6. igj% Save (ﬁﬁ)o

¥ %) Amazon SNS EEMFFA

Amazon SNS £ 28 E AWS Identity and Access Management (IAM) ERBERHNE R, EBEIE
S EEHF , DevOps B THIFF M MEHERER,

"Sid": "DevOpsGuru-added-SNS-topic-permissions",
"Effect": "Allow",
"Principal": {

"Service": "region-id.devops-guru.amazonaws.com"
3,
"Action": "sns:Publish",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Condition" : {

"StringEquals" : {
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"AWS:SourceArn": "arn:aws:devops-guru:region-id:topic-owner-account-
id:channel/devops-guru-channel-id",
"AWS:SourceAccount": "topic-owner-account-id"

}
}
}

DevOpsGuru EEF LT , FTEFEATEZRMEN, NRETEHTEHREELHT |, B
LZEMBBRELHT  MEAFTESHREGERETE I —HKIENE, T8 , RBRIELHINGF
A] , DevOps B AER FEREEBA,

EFiZ DevOpsGuru @A

O] LAEFH Amazon SNS FTRERZRHBER |, FEIB the section called “SE# Amazon SNS & &14H
A= 2R EFE DevOpsGuru EA,

e}
- £ Amazon SNS FT B &R iE R 4 BUR EREIE Al
« Amazon DevOpsGuru BJ&7iZ Amazon SNS B Z1#i 41

5 F Amazon SNS FTEEFiZ (R4 BUER EF B & Al

BT LA I Amazon Simple Notification Service (Amazon SNS) FTREFR R4 BUER |, LU A1
Amazon DevOpsGuru W EIFENHE .,

EABERTBRRIEECWIINBAEL, SR T HIEEFREE Amazon SNS FHAL.

« NEW_INSIGHT — ZEE M #TRYE R U EE A,

« CLOSED_INSIGHT — BRI B R R KU EIE A,

« NEW_RECOMMENDATION — f&/A REVFEBZHM , FREIEH,
« NEW_ASSOCIATION — ftR RERFFOEER , SRBIBA,
« CLOSED_ASSOCIATION — EREEFEEMBRKREEA,

« SEVERITY_UPGRADED — F#k i R & 5 1 B Uk E 38 A1

MEBEBIIEEI Amazon SNS FTREEHERGBERNWER , 52/ (Amazon Simple Notification
Service FE AEIER) FH Amazon SNS FTBIEREREFBER. EERBREEBRED , BRILUEAEREK
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W EEEHP —ERIRFMessageType., fltn , A TEHBEEFEMRMEF , 5 Amazon SNS =EE
ERRERNZFHNEEREEABEA,

"MessageType'":["NEW_ ASSOCIATION"]

Amazon DevOpsGuru BV E7iZ Amazon SNS & ZI £ 4l

DT RREEAEEFRMHBRZ Amazon SNS £ Amazon SNS) BA# |, HEMessageTypedk
EA NEW_ASSOCIATION , Rt REERE R REF N EE R SEIXEA,

{
"accountId": "123456789012",
"region": "us-east-1",
"messageType": "NEW_ASSOCIATION",
"insightId": "ADyf4FvaVNDzu9MA2-IgFDkAAAAAAAAAEGpJId5sjicgaul2wmAlnWUyyI2hiO5it",
"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwlLambdaDdbStack-22-Function duration due to increased number of invocations",
"insightUrl": "https://us-east-1.console.aws.amazon.com/devops-guru/insight/

reactive/ADyf4FvaVNDzu9MA2-IgFDkAAAAAAAAAEGpId5sjicgaul2wmAlnWUyyI2hi05it",

"insightType": "REACTIVE",

"insightDescription": "At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-Function had\n an increased duration anomaly possibly caused by
the Lambda function invocation increase. DevOps Guru has detected this is a repeated
insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"startTime": 1628767500000,

"startTimeISO": "2023-03-29T22:00:00Z",

"anomalies": [

{
"id": "AG2n81jW74BoI1CHu-m_oAgAAAF70hu24N4Yro69ZSdUtn_alzPH7VTpal3@JIXiF",
"startTime": 1628767500000,
"startTimeISO": "2023-03-29T22:00:00Z",
"openTime": 1680127740000,
"openTimeISO": "2023-03-29T22:09:00Z",
"sourceDetails": [
{
"dataSource": "CW_METRICS",
"dataldentifiers": {
"namespace": "AWS/SQS",
"name": "ApproximateAgeOfOldestMessage",
"stat": "Maximum",

EFZH Amazon SNS i@ & &5 ) 64
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"unit": "None",
"period": "60",
"dimensions": "{\"QueueName\":\"FindingNotificationsDLQ\"}"
}
}
1,

"associatedResourceArns": [
"arn:aws:sns:us-east-1:123456789012:DevOpsGuru-insights-sns"”
]
}
1,
"resourceCollection": {
"cloudFormation":{
"stackNames": [
"CapstoneNotificationPublisherEcsApplicationInfrastructure"

]
}
}

E 3 DevOpsGuru H#J AWS Systems Manager &

B L BB EFHE R in AWS Systems Manager OpsCenter BUF Opsltem #9237, OpsCenter £
—BEPXREK , EUNEEPBIR. BENRERMEIEEE (Opsltems). JHRH Opsltems A1
BEERETHE , UHABERSERRBEUNERTA. NEFHFHENR , F2BEAWS Systems Manager
(ERAEEE) K AWS Systems Manager OpsCenter F11# f Opsltem,

(@ Note

MREEBE Opsltem ZER LA SBHE , Al DevOpsGuru FEEFEH X

Opsltem, #l40 , WR & Opsltem FIZEEE "aws : RequestTag/DevOps-
GuruInsightSsmOpsItemRelated": "true" BEAHMIER , Bl DevOpsGuru &L E
¥ Opsltem,

EEIEH Systems Manager B4

1. 7E https://console.aws.amazon.com/devops-guru/ : // BAEX Amazon DevOpsGuru E# &,

2. EEEBEKRTIERE Settings (FXE)-
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Amazon DevOps Guru EREER

3. TEAWS Systems Manager &/ , $tHEEEAR , EEUEA DevOpsGuru , 7£ OpsCenter 2
3 an AWS Opstltem , SAME A EEFTE B E L Opsltem, BUHZERE , MEILtASETREREEL
Opsltem,

BEERERFPEILM Opsltems XFEH, MEFMENR , F52E AWS Systems Manager EE,

£ DevOpsGuru FEFAFEEFE SR

EEARERERRE

1. BAEX Amazon DevOpsGuru £ & , #81t A https://console.aws.amazon.com/devops-guru/ : //o
2. HEBEHEHKPIEIE Settings (RE)o

3. EAFEEMEAF , FEiBRF DevOpsGuru FF ] R EEREDE RN BEEER | BERARR
EEEE, T DevOpsGuru FRERE BAERIN B EE R

£ DevOpsGuru R EFINZERE

BRI EFMEZRRE , MEA AWS HENEB/H AWSKMS BEFZESR., RREEFZE AWS
KMS &1 EIF RS ZE AWS KMS £ , DevOps & B B B 44 52 A 7 & 58 2R hn 25 7 R AU AY 4
R, BEEERSEALIRENTFZE AWS KMS £RREFME.

(® Note

MEBLHEBTZ T |, REFARMERTHTH AWS KMS £488 | DevOps #$ & 2 F UL S INFHE
&R , mMBSEHNITEIIREAccessDeniedExceptionB A2 E R .

1. BARX Amazon DevOpsGuru £ A , #1EA https : //https://console.aws.amazon.com/devops-
quru/e
2. HEBEHKFIERE Settings (FRE)o.
. ENBRERERD , BERENE
4. ENEEARREBENNHEE., SUUFEATER AWS HEE SR, EERENEFZESR
REVFNEFZE AWS KMS £,
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5. igj% Save (ﬁﬁ)o

in# 2 DevOps Guru 22N EER D . MEFMER , 52 Bthe section called “ERHMRE",
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ERAEER

EFEA

DevOpsGuru FEREIEEBEH,

ES -]

AENEHEREEENERNES,

#Hm R
EREMER

S A
MEE

BEMHE R

*m R

MERNBEAEE THER

"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"NEW_INSIGHT",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-4",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"insightType":"REACTIVE",

"insightDescription":"DevOps Guru has detected this is a repeated insight. DevOps

Guru treats repeated insights as 'Low Severity'.",

"insightSeverity":"medium",
"startTime": 1680148920000,

"startTimeISO": "2023-03-30T04:02:00Z",

"anomalies":[

{

"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime": 1680148800000,
"startTimeISO": "2023-03-30T04:00:00Z",

WRR
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"openTime": 1680148920000,
"openTimeIS0": "2023-03-30T04:02:00Z",
"sourceDetails": [
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"name" :"ApproximateAgeOfOldestMessage",
"namespace" :"AWS/SQS",
"period":"60",
"stat":"Maximum",
"unit":"None",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

]I

"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"SampleApplication"

iy

EEIRE R
EMERARNBALE THER

{
"accountId":"123456789101",

"region":"us-east-1",
"messageType" :"CLOSED_INSIGHT",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "DynamoDB table writes are under utilized in mock-stack",
"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/

proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",
"insightType":"PROACTIVE",

"insightDescription":"DynamoDB table writes are under utilized",

CEMER
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"insightSeverity":"medium",
"startTime": 1670612400000,
"startTimeIS0": "2022-12-09T19:00:00Z",
"endTime": 1679994000000,

"endTimeIS0": "2023-03-28T09:00:00Z",
"anomalies": [

{

]I

"id":"alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"startTime": 1665428400000,

"startTimeISO": "2022-10-10T19:00:00Z",
"endTime": 1679986800000,

"endTimeISO0": "2023-03-28T07:00:00Z",
"openTime": 1670612400000,

"openTimeISO0": "2022-12-09T19:00:00Z2",
"closeTime": 1679994000000,

"closeTimeISO": "2023-03-28T09:00:00Z",

"description":"Empty receives while messages are available",

"anomalyResources": [

{
"type":"AWS: :5QS: :Queue",
"name" :"SampleQueue"
}
1,
"sourceDetails":[
{

"dataSource":"CW_METRICS",

"dataldentifiers":{

"name" : "NumberOfEmptyReceives",
"namespace" :"AWS/SQS",
"period":"60",

"stat":"Sum",
"unit":"COUNT",
"dimensions":"{\"QueueName\" :\"SampleQueue\"}"

}

}
1,

"associatedResourceArn": [

"arn:aws:sqs:us-east-1:123456789101:SampleQueue"

"resourceCollection":{

"cloudFormation":{

"stackNames": [

CEMER
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"SampleApplication"
]
}
}
}
7 8 B
VRN BHNIETIER

{
"accountId":"123456789101",

"region":"eu-west-1",
"messageType":"NEW_ASSOCIATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwLambdaDdbStack-22-GetOneFunction duration due to increased number of

invocations",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightType":"REACTIVE",

"insightDescription":"At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-GetOneFunction had\nan increased duration anomaly possibly

caused by the Lambda function invocation increase. DevOps Guru has detected this is a

repeated insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"insightSeverity":"medium",
"startTime": 1680127200000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"anomalies": [
{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime" :1672945500000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"openTime": 1680127740000,
"openTimeISO0": "2023-03-29T22:09:00Z2",
"sourceDetails":[
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"namespace" :"AWS/SQS",
"name" :"ApproximateAgeOfOldestMessage",
"stat":"Maximum",
"unit":"None",

AR
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"period":"60",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

]I

"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

15
"resourceCollection":{
"cloudFormation": {
"stackNames": [

"SampleApplication"
]
}
}
}
WMER
MERBNBEHNITETIER

"accountId":"123456789101",

"region":"us-east-1",

"messageType" :""NEW_RECOMMENDATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "Recreation of AWS SDK Service Clients",

"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/
proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightType":"PROACTIVE",

"insightDescription": "Usually for a given service you can create one [AWS SDK
service client](https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/creating-
clients.html) and reuse that client across your entire service.\n\nWhen instead you
create a new AWS SDK service client for each call (e.g. for DynamoDB) it\u@@27s
generally a waste of CPU time.",

"insightSeverity":"medium",

"startTime": 1680125893576,

"startTimeISO": "2023-03-29T21:38:13.5767",

"recommendations": [

{

"name":"Tune Availability Zones of your Lambda Function",
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"description":"Based on your configurations, we recommend that you set
SampleFunction to be deployed in at least 3 Availability Zones to maintain Multi
Availability Zone Redundancy.",

"reason":"Lambda Function SampleFunction is currently only deployed to 2
unique Availability zones in a region with 7 total Availability zones.",

"link":"https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html",

"relatedAnomalies": [

{
"sourceDetails":{
"cloudwWatchMetrics":null
},
"resources":[
{
"name":"SampleFunction",
"type":"AWS::Lambda: :Function"
}
1,
"associatedResourceArns": [
"arn:aws:lambda:arn:12345678910@1:SampleFunction”
]
}

1,

"resourceCollection": {
"cloudFormation": {
"stackNames": [

"SampleApplication"

BEME K

BEMABRNBHIETIE

iull

{
"accountId":"123456789101",

"region":"eu-west-1",
"messageType" :"SEVERITY_UPGRADED",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
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"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-11",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",

"insightType":"REACTIVE",

"insightDescription": "DevOps Guru has detected this is a repeated insight. DevOps
Guru will treat future occurrences of this insight as 'Low Severity' for the next 7
days.",

"insightSeverity":"high",

"startTime": 1680127320000,

"startTimeISO": "2023-03-29T22:02:00Z",

"resourceCollection":{

"cloudFormation":{
"stackNames": [
"SampleApplication"

A LAE A CloudFormation HE& 0 AWS 8 R €512 M 3 5l 8 % L DevOpsGuru 74

AWS &R, B85 DevOpsGuru BEEMH KBRS EBLE B ERE , DevOps 8%

M SELECTED_RESOURCE_FILTER_VALIDATION_FAILUREEH, EREENERIHEZBIGHE
HEBEHNERR K BRERLEEEER. EEXR2DFIA DevOpsGuru RS L , FEEEFHBER
B REE,

"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"SELECTED_RESOURCE_FILTER_VALIDATION_FAILURE",
"ResourceFilterType": "Tags",
"InvalidResourceNames": [
"Devops-Guru-tag-key-tag-value"
1,

"awsInsightSource": "aws.devopsguru"
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4R DevOpsGuru 2 E IR

DevOpsGuru Bt EREBEE , URHEMEM ListMonitoredResourcesEIfEET O ERRER
BR, EARK Amazon CloudWatch AWS CloudTrail M E A DevOpsGuru AWS RIEEEHE
9 AR 765 L £ 1 2R o

EEE , BIEFERERERERT I RFIEAMRKEN APIs , 0 AWS Lambda 5 Amazon RDS , R
E®{EListMonitoredResources fiFF , DevOps NEREHEZBRBENEREE,

£

« 7£ DevOpsGuru FEFEH AWS DR EEE

- BREAENIMERRE

£ DevOpsGuru FEFEH AWS i RE £ E

R LA #FZIR S R DevOpsGuru 74T AWS HEIR. 2N EREKER DevOpsGuru HEEE R
R, EZEERRE , ENEREsETEARRP. CENERREEEERE,

« B#IZE DevOpsGuru P EREFFMEXENER. BIREFFMEMEBFINE RS oEZERE
N, MREHIRFFEZEHE | ASEEEFNERSSEXECHERARER, MRERS RN
ERMERTEHEY K eHEesEIBCSHWERERXS,

« BEFERELERM AWS CloudFormation B RIEEE R, REERM , DevOps SO MR
Eﬂﬁiﬁkﬂlﬂ? ENBEER, MRBREZENMBRAERLREFPNER , AITSHET N, MEFHA
, im2 B CloudFormation ( fFR&EIEFE) RHEAMEEMN) ¥E DevOpsGuru B REEE,

- FH AWS EEIEEER, DevOpsGuru EXMEIRFNEFHFINFAEER , B ELREN
EESBNMEER. ERERBENNERE H. WEFBENR , F2EEHZHRER
DevOpsGuru EAEX P EIR.

« BE RTOHER , MEFLERERSTEERA,

(® Note

MREEFHENREHEBEUFEEDNER , AINREIBERE DevOpsGuru EAXEMR AR
g, Tﬁ'é%#ﬁ?ﬁ)%id‘%ﬁ%ﬁﬁo ELE A A AREIRFEREREAN AP FIUAEEE, 20
FEHMET , 528 Amazon DevOpsGuru EfE.
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EIRIEH DevOpsGuru £ TR E S E

1.

2
3.
4

5.

£ https://console.aws.amazon.com/devops-guru/ : // BARX Amazon DevOpsGuru £ &,
EESEERPEFAEIMNER,

BERE,

BETIHEP—EREHEERE,

« WMREFE DevOpsGuru ZHIRFMEFTFABEXENER , FREME AWS tRFEIR. W0
RIGERBIEE , AWS EHIRFEIRENERD M ERZHE SRR, SIRFHESEMREPHRE
ERFEsEIECHERAENS, AT EHEIIRGERFEIEIECSHNERENS,

- MRIEZFE DevOpsGuru TR EZRHEPHNEIR , F51E1ZE CloudFormation HE , REE
BETHHEP—{EEE,
- MBEER-IWERFPHEBFHVMEER. SEHEINERHE EZBCHERRE
Ro TEIMERFHPERNTEHEBPINER.
- BEUME BEUEFE DevOpsGuru 2T E, BERNSEHXEFNERE,ETES
WERAREN, BN ESKRHEETBAKEBNER , MRERIBFEHE, BEZULLEE
1,000 {EHE,

MEFHMERN , FF2BFE A CloudFormation &35k 5 DevOpsGuru FERAREN PR EIR.
- WMREHE DevOpsGuru 7 BELEENEBNMEER , FEEER. BiFSR K ARE
BETHHEP—EEE,
- MIERFER - 2B s BEMREFRNAE AWS R, EEFIBREERSIBNERSKE
BEHE, WRENGE. TELEBRZRSIENERSER 2B D,

- BERENERE - RS TESEAMERSIB 2EBNIAER, DevOpsGuru B
BEBNESENERIBIEAREXF,

WEFMES , FSREAFEBREE DevOpsGuru EAREX PRI EIR,

o MRBFFHLE DevOpsGuru D TEMER |, FFiREE, BB DevOpsGuru , EEEL
RERD>TMELEER,

iE#E Save (ﬁﬁ)o
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BRER BN DT ERBE

ENfEfE A &8 B 7B Lambda 5 Amazon RDS S H AR APIsEATEF A , REH
fEListMonitoredResources ¥ , DevOps NEREZBBENEREE, EEEEWNTA , £
DUEH SR AWS IAM BUR LR I Bk,

{
"Sid": "DenyListMonitoredResources",
"Effect": "Deny",
"Action": [
"devops-guru:ListMonitoredResources"”
]
}
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DevOpsGuru N H{EE K

THREEBAHBEET . LEFIEE Amazon DevOpsGuru HRIZINEETE, BE FAKEE
7% 7 #% DevOpsGuru £ AFRER |, R DevOpsGuru 18RI B IR ERBE.

- ERRNKEEHMBET  AEEREABETNER. eMEERRENBRER.

- £/ Amazon CloudWatch RBERA R R E — AR QIEFEZTRENER , LERIELTAZEN
REMAR. EFHBEZEANEERE.

- ¥ Amazon RDS B , FEEENFHEES. ZRKHBFERRERESHE BB , Bl
ISR ENGFMEN., MEFMENR , BF2BFEH DevOpsGurufor Amazon RDS 7 #T 3 EE &2
Eo

- HEEENZEHEBETHEREEN. EEEFREATHNHEE , UERATHEE,

- BEFEREBARPNEHER , IREVRARRNMBENERZESH., THREIRBRERERETA
R, B4 PLEHTIHENER T RIL D EEE,

- EEERRPSEEARFTDEANERRENER,

- EARY  BERRUIAEEEPINEL, GEREEAHERETR , TR ERED BN #ARE
== 18

- BRICEHRREE , TRIB2ZREMRIWVAR, BREF-XRFWEAR , IFEMEHR, [SE7
FRREENREARR, SKAURRRRBEFRNER, MRRAEBERBER , RRAEGEHK
ERENEE, BESEEREBERRHLERRERENSEH.
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- EimELM - AWS BEREE AWS Cloud F#1T AWS BRI ERERE. AWS thARIBHTTE
2FERNERK. FAWS € EP , F=ARRRAEEEHARNBERMANZEENNE. BET
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ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- BERFHECRAZEZEZRE (MFA),
- £/ SSL/TLS 8 AWS EiRBHA. HMFE TLS 1.2 XERERMEA TLS 1.3,

o {$/ RE API MERAEEESE8E AWS CloudTrail, tNEAERI{EA CloudTrail B MHBEEL AWS SEEIH
B, B2 BAWS CloudTrail  ER&ER) RHER CloudTrail B #,

- A AWS MEBMBRAR , URHPHMBERERZLES AWS R,
- ERAERNZERZLIRKE (B0 Amazon Macie) , HBIREFREFEFE Amazon S3 BB ER,

- MREE AWS FEBGTHIRES API FE BFEEZE FIPS 140-3 REN ZHRFJEME , FFA FIPS
e, MEBE FIPS M FIPS BN EZMEBEN , F2EHTEFEEZRE (FIPS) 140-3.

BMRZEZRCEHTELEFNEFBH b ERZLHREA , HEEBIBHRNXFHL
B FlINBZEEA. ESREEMER DevOpsGuru SEHA XA, API AWS CLITE AWS SDKsH EH At
AWS R B, ZHEEBREHERNXERUARANTANERTTEARTERZE BF. URERE
HAIBFEREFH URL , RMEZIEBRF VN ERB LHZARBEFZRG URL P EBEEA.

DevOpsGuru H Y& B i

INZ 2 DevOpsGuru ZEMHNEEID, BLMNE , flinEEhHER  EEREMN , TEELY
TEMEE, HibnZ , flamEER , BUUEERIERFEBERRTE .

- EEHPERNMNE : EFHE DevOpsGuru 2 B LA K DevOpsGuru EBE T Akt < BB Fr BB
MEFEH TLS EITRE , L FEHA Signature £ 4 RBBEFETRE. FTE DevOpsGuru in B E#E
A EENERE AWS AEREBEREEN., NEFAENR , F2REERT 4 EZEBFNTER ACM
PCA.

. BREERINE : HH DevOpsGuru 7 HHIFTE AWS &R , Amazon CloudWatch IEZEMER, &R
IDs #1 AWS CloudTrail B4 & /A Amazon S3, Amazon DynamoDB #1 Amazon Kinesis f#F.
FRfEA CloudFormation #E&RERHDHNWER , AL SWEHEER, DevOpsGuru £ Amazon
S3. DynamoDB # Kinesis WERMREBEK. FHIE Kinesis FHERZZARE—F , LEURR
BEE, FHE Amazon S3 #1 DynamoDB HHERERE—F,

FHENEREMEA Amazon S3. DynamoDB Hl Kinesis Kdata-at-rest il Th8EE T I FR

EFZELI  DevOps XEMERFABRNHBHDEER , fIUERAETFZEER/KE CloudWatch
Logs EEM BRER. WIHRARLZEFEEREENT2E  UHBEFSEBHNSRNE
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RER, WFEE DevOpsGuru FREFRAEFZESRIER , 552 E the section called “EF N

RS EFILE M | HIREHITUTES
- BUNBES|RIBK

- BYAHRE IAM BERM T T84

- BANEREREEE

- T RE

- BYEBAA

« RYTIMAMER

MEFMEF , 528 ( AWS Key Management Service BIZ A B/ ANEFEZE S,

® Note

DevOpsGuru €fEF AWS #EN SR EBAFTENE , UaBREHFRFEER, T
B, FAEFZESREXN AWSKMS EA., NEEENFMEN , F28 AWS Key
Management Service E{B.

DevOpsGuru @fi#E FEAER T AWS KMS
DevOpsGuru EERFIEFAETFZE SR,

EREECAEFZESBMAMER , DevOps B1FIBEIX CreateGrant FHRE RAKREBEIUR T
AWS KMS, #HRF AWS KMS AR R F DevOpsGuru FEIEFIRFHH AWS KMS &8,

DevOpsGuru FEER T , THEKEFZESHBAR T IIRIERE .

- # DescribeKey FEREIXZE AWS KMS , UBBEEVERSESIHWEENESRAANYEBERFZE
KMS €88 ID 2E5E8 ¥o

 # GenerateDataKey FEREIXE AWSKMS |, UELAHEFZESRBINZNER SIS,

- BREBEREEZE AWS KMS UBEZENZNER S| , MERARMELZNER,

DevOpsGuru f1fA7E R EARF AWS KMS 81
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B LR ER TN ERE  IBRREBEFZESRNFEE, MRLEREM , DevOps #&
BEAFHREFZESRMNMENTMER  ESFEMKAXERNRE. fll0 , MREEFHNSE
DevOpsGuru EEFERMIMZ AFEEEH , BIIREFER AccessDeniedException 858,

1£ DevOpsGuru HESIRE N £ 18

BB E DevOpsGuru EREA AWS KMS BEFE S E 88 , A LAEA AWS CloudTrail
CloudWatch Logs 3B # DevOpsGuru EiAEER AWS KMS,

BUYRFBAESR
ZBRILAER AWS BE XA R AWS KMS APIs REVHBEFZE LM,
FEEVHBEFSESR K BSHEVHBMNE KVS £,

SHRBEFEERHEFSESRNEIER. SEEFZESRBX ARG —ESRBK , Hh3ERE
HULUEASBEREFEASINRERN, ERUEFZESRE , TAEESRBER., NEFHEEA ,
=28 ( AWS Key Management Service BiZ A B1EF) P M N5 5 RF|EANEFEIRS AWS KMS,

HEEREFZEEIRE DevOpsGuru BEREERMER , XATESW|MBERF AFF T APIHRE

« kms:CreateGrant : il EFSECHMHNRE, RFEHEIEE AWS KMS €8 7FE , LA
#F17H DevOpsGuru FREN R FiRE. MECEARTHFMEF , 528 AWS Key Management
Service B A BIE,

JE T3 DevOpsGuru 1T T 5 EE :

- N GenerateDataKey SEEMBZENER SBIEER , RATELEFEAERSB\BETMNE,
« WY Decrypt MEARBENMBER SW/REFIMBNER,

- BERAZTEAUAF IRIEZE RetireGrant,

« £/ kms:DescribeKey IRt E FZESMFFMEN , LLA5TF DevOpsGuru BBE S,

THRARBELE LS DevOpsGuru FIEH BERBHR X 4

"Statement" : [
{
"Sid" : "Allow access to principals authorized to use DevOps Guru",
"Effect" : "Allow",
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"Principal" : {
IIAWSII : nmen

iy

"Action" : [

"kms:DescribeKey",
"kms:CreateGrant"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "devops-guru.Region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
I
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid" : "Allow read-only access to key metadata to the account",

"Effect" : "Allow",
"Principal" : {
"AWS"™ : M"arn:aws:iam::111122223333:root"
},
"Action" : [
"kms:Describe*",
"kms:Get*",
"kms:List*"
1,

"Resource" : "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awskeymanagementservice.html

Amazon DevOps Guru EREER
BERRIEER

BoRRREYESIRFANEBASREWHUEY, FIMEMER DevOpsGuru EiR, ELEERBE
EREMNAWS IRFELER, EXRNRES 2 HBGRNK |, FERETHEAREREHE !

. BIAGER AWS SERELERRERRYT - EERRBH TETOANERENTELR  BEA
BHETEFHSEREARAN AWS SERE, CHTELN HEA AWS 155, RMARMAES
BERERES AWS WEFSERE , Lt —SHLHT, NBEESER , BBH (AV EAEH
) i AWS BEREREBRANAWS SERE,

. ERBERRIT - BE AM BEGHTE | SESTOTERFBNET. ARRLEN €7
NESRERERET TAYBESRRDNDE , ECBAREMRHT, NBEA AV EAFT
MESHBET , HSH (AM EAEIEE) B AV HOBERNHT,

- A IAM BERHP R E— SIREIFEE - B SSRGS EBER | UIREBENE RN FE,
Blan |, ERIREBERGRY |, EELS AL SSL BEFAFRER. MREBRBE EEARBEBHE
AWS B , &t 7] LUGE A R 44 SR 4R F HL 77 HU#E CloudFormation, ZEFFMER , F2E (IAM EA
Zi5m) FH IAM JSON BURTTE : &4

- M IAM Access Analyzer B& 3 IAM BUE |, BERFT AT 24 B W IE EiE4E - IAM Access Analyzer &
BHBEMNRBBER , BRELBFKER IAM BERES (JSON) # IAM HEEH. 1AM Access
Analyzer 12fit 100 ZIEBERERVEATHWER , THBERETLBEEANEXR, NEFEE
#A , B2H (AM EAEERE) PREA IAM Access Analyzer 5878 BUER,

- FEZEERERE (MFA) - IREHRGIZFE IAM £AER PHRERE AWS IRF | FBHRE MFA
DIRELeM., MEEMRU AP BERER MFA |, 18 MFA (REFIESEHNBER. MEFHME
A, wm2E (AM E£AEERE) F1EEB MFA &Z £ APl 77EL

WE IAM AREBBNEEES  F2E8 (AM ERAEER) 91 IAM Z2HEEH,

£/ DevOpsGuru £#4&

% Z7H Amazon DevOpsGuru £ & , X EARE —HRETT. EEFTXEATEIHIRE
& DevOpsGuru ERMIFMET AWS IRE, MELBYHBEAKEHFTEREN T 2 BEEK | 8
HREERBENER (FRELAR) ME , TEAMBELNERERE,

HAMERW AWS CLI 5 AWS API IWEAE , BAZEEAFREBEEEREHT, k2 , REAHFFIA
SMMERHNTZ AP BIENEERTIT,

ATHRREAENSEMATLSEA DevOpsGuru £ & |, 5% DevOpsGuru
AmazonDevOpsGuruReadOnlyAccessak AmazonDevOpsGuruFullAccess AWS & BRERES
BE., nEHEEA , B8 JAM FAEER) FHREFTAFERE.
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ERAEER

ARFFERERAMMAE ST

WEHEREBMMBEILIBER , AFF IAM ERERGH MEBAERES 2N ARRZEBR, BER
SEEEEAFHMEA HAWS CLI AWS APl URRRFEH AR ER B ENSFT .

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:username}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

DevOpsGuru B AWS & (FaXES ) BX

AWS 1REH BUFNEENBEIL IAM BER |, UBRFZERNFEARA AWS, BE AWSEERERE
BFEREARMNSENT  ALEALUERBAEEEMESF ], MEFAET , F2E (AM F

&) M AWS Managed Policies (AWS F & BR),

B EBER
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EEEVHNERE DevOpsGuru AWSIRBA® , BN EEEE A NS EBEIAMFullAccess,

“Rm_IJ«XEIQE‘,E’J BET IAM B3R |, BAAFF DevOpsGuru BMERMEIRIVET AT, B UMEL BETER
EEEEEELFUNERAEREE,

T35 AWSZE B ZE DevOpsGuru 48H , B LLEEFIEBRFHPHNFERE,
e

* AmazonDevOpsGuruFullAccess

* AmazonDevOpsGuruConsoleFullAccess

» AmazonDevOpsGuruReadOnlyAccess

» AmazonDevOpsGuruOrganizationsAccess

AmazonDevOpsGuruFullAccess

AmazonDevOpsGuruFullAccess — 12 DevOpsGuru KI5ERZHUE , @FFEE L Amazon SNS E
B8, 17H! Amazon CloudWatch $§1Z M1 FHL AWS CloudFormation 32K, EBLHERZLER
F DevOpsGuru TEZHENEEBREAE,

AmazonDevOpsGuruFullAccess BEEE T HIFER .

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "DevOpsGuruFullAccess",
"Effect": "Allow",
"Action": [
"devops-guru:*"
1,
"Resource": "*"
},
{
"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"
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1,

"Resource": "*"

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

1,
"Resource": "*"
"Sid": "SnsListTopicsAccess",

"Effect": "Allow",

"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"

1,
"Resource": "*"
"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes”,
"sns:SetTopicAttributes”,
"sns:Subscribe",
"sns:Publish"

1,

"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"

"Sid": "DevOpsGuruSlrCreation",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuxu",

Y,

"Condition": {
"StringlLike": {
"iam:AWSServiceName": "devops-guru.amazonaws.com"
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{
"Sid": "DevOpsGuruSlrDeletion",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-sexvice-role/devops-
guru.amazonaws.com/AWSServiceRoleFoxDevOpsGuxu"
}I
{
"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"
]I
"Resource": "*"
}I
{
"Sid": "CloudWatchLogsFiltexLogEventsAccess",
"Effect": "Allow",
"Action": [
"logs:FiltexLogEvents"
]I
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"
}
}
}

AmazonDevOpsGuruConsoleFullAccess

AmazonDevOpsGuruConsoleFullAccess — 21 DevOpsGuru BT FEUE , BFEE I Amazon
SNS E&, #FH Amazon CloudWatch 512 FH AWS CloudFormation ¥&MFFAl, LLBERERE
SR BER REFT , HELEBALAE R EPRFEEE Amazon RDS Aurora BRI E#1T{EEMEEN
HMAD . EBLEREEERT DevOpsGuru TR EHIENSEBRERAE,

AmazonDevOpsGuruConsoleFullAccess BEREE FHKRIRN,
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "DevOpsGuruFullAccess",
"Effect": "Allow",
"Action": [
"devops-guru:*"

1,

"Resource": "*"

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

1,

"Resource": "*"

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

1,

"Resource": "*"

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"

1,

"Resource": "*"

"Sid": "SnsTopicOperations",
"Effect": "Allow",
"Action": [
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"sns:CreateTopic",
"sns:GetTopicAttributes”,
"sns:SetTopicAttributes”,
"sns:Subscribe",
"sns:Publish"

]I
"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"
}I
{
"Sid": "DevOpsGuruSlxCreation",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuxu",
"Condition": {
"StringlLike": {

"iam:AWSServiceName": "devops-guru.amazonaws.com"
}
}
}I
{
"Sid": "DevOpsGuruSlrDeletion",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-sexvice-role/devops-
guru.amazonaws.com/AWSServiceRoleFoxDevOpsGuxu"
}I
{
"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"
]I
"Resource": "*"
}I
{
"Sid": "PerformanceInsightsMetricsDataAccess",

"Effect": "Allow",

"Action": [
"pi:GetResourceMetrics"”,
"pi:DescribeDimensionKeys"

102



Amazon DevOps Guru

ERAEER

1,
"Resource": "*"
},
{
"Sid": "CloudWatchLogsFiltexLogEventsAccess",
"Effect": "Allow",
"Action": [
"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/DevOps-Guru-Analysis":

AmazonDevOpsGuruReadOnlyAccess

lltrue"

AmazonDevOpsGuruReadOnlyAccess — & F DevOpsGuru F1E i AWS R HEBRE RN HEERE
B, SUEBRERICEERTRIVIEEINERAE , BEFE DevOpsGuru B D T HE S E 7
BR. Amazon SNS E &= Systems Manager OpsCenter B4 HEITIEMEH,

AmazonDevOpsGuruReadOnlyAccess R EE T AR,

JSON

{
"Version":"2012-10-17",

"Statement": [
{

"Sid": "DevOpsGuruReadOnlyAccess",

"Effect": "Allow",

"Action": [
"devops-guru:DescribeAccountHealth",
"devops-guru:DescribeAccountOverview",
"devops-guru:DescribeAnomaly",
"devops-guru:DescribeEventSourcesConfig",
"devops-guru:DescribeFeedback",
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"devops-guru:DescribeInsight"”,

"devops-guru:DescribeResourceCollectionHealth",

"devops-guru:DescribeSexrviceIntegration"”,
"devops-guru:GetCostEstimation",
"devops-guru:GetResourceCollection",
"devops-guru:ListAnomaliesForInsight",
"devops-guru:ListEvents",
"devops-guru:ListInsights",
"devops-guru:ListAnomalousLogGroups",
"devops-guru:ListMonitoredResouxrces",
"devops-guru:ListNotificationChannels",
"devops-guru:ListRecommendations",
"devops-guru:SearchInsights",
"devops-guru:StartCostEstimation"

1,
"Resource": "*"
"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"iam:GetRole"

1,

"Resource": "arn:aws:iam::*:role/aws-sexvice-role/devops-

guru.amazonaws.com/AWSServiceRoleFoxDevOpsGuxu"

3,
{

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

1,
"Resource": "*"
"Sid": "RDSDescribeDBInstancesAccess",
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"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"

1,

"Resource": "*"

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics”,
"sns:ListSubscriptionsByTopic"

1,

"Resource": "*"

"Sid": "CloudWatchLogsFiltexLogEventsAccess",
"Effect": "Allow",
"Action": [

"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {

"StringEquals": {

"aws:ResourceTag/DevOps-Guru-Analysis": "true"

}

AmazonDevOpsGuruOrganizationsAccess

AmazonDevOpsGuruOrganizationsAccess — A& Organizations B 812 HABA
DevOpsGuru ZIRFRBHNFEE., SEBERERAIBBNEERSEERERAE K MEELAH
R T 4B DevOpsGuru TR FEE, BRI BB EEIRS M DevOpsGuru EIRE
BERFHFERALBE. BRTIBEAmazonDevOpsGuruFullAccessZfh , BB LUER
AmazonDevOpsGuruReadOnlyAccess 3 , BAiRft DevOpsGuru By 1B =R TR FEUE,

AmazonDevOpsGuruOrganizationsAccess BEXBE THBRERR,
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{#/ DevOpsGuru RIS EZ AR

Amazon DevOpsGuru £ AWS Identity and Access Management (IAM) fR#&E#E A€, RIGELRE

ABREEERZE DevOpsGuru HIE— IAM BEEH, RKEFLAEH DevOpsGuru EEESE , I
BERBRREMEI AWS CloudTrail, Amazon CloudWatch AWS CodeDeploy, AWS X-Ray, #
AWS Organizations FIEEMNFI BT T,

BRI ER AR FERMELE DevOpsGuru , AR EEFHFIEHLENFT T, DevOpsGuru
BERHBRKERZACNHNTT , RIESEER , BAIRE DevOpsGuru TEEREIHAR, ERMFTA
SDIECEBCRMBFUBEE , BRFFUBRE LM MEH A IAM B,

BAELEMBRACKHMEEER , THEMBRBREELESE, EFRELL DevOpsGuru R , RAET
B PNOBRTFRERNET,

DevOpsGuru B iR I E R A BT

DevOpsGuru & & HIREERL ABAWSServiceRoleForDevOpsGuru, iER AWS ZEBUR |
B DevOpsGuru E &R F P HITAI B EERT T,

AWSServiceRoleForDevOpsGuru fREEZ AREETIRERETLHAE

¢ devops—guru.amazonaws.com

A e B ¥ AmazonDevOpsGuruServiceRolePolicy ft 5 DevOpsGuru HiEEMNERTR T 5|
BHE,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"autoscaling:DescribeAutoScalingGroups",
"cloudtrail:LookupEvents",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",
"cloudwatch:DescribeAnomalyDetectors",
"cloudwatch:DescribeAlarms",
"cloudwatch:ListDashboards",
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"cloudwatch:GetDashboaxd",
"cloudformation:GetTemplate",
"cloudformation:ListStacks",
"cloudformation:ListStackResources",
"cloudformation:DescribeStacks",
"cloudformation:ListImports",
"codedeploy:BatchGetDeployments",
"codedeploy:GetDeploymentGroup",
"codedeploy:ListDeployments",
"config:DescribeConfigurationRecorderStatus",
"config:GetResourceConfigHistoxy",
"events:ListRuleNamesByTarget",
"xray:GetSexviceGraph",
"organizations:ListRoots",
"organizations:ListChildren",
"organizations:ListDelegatedAdministrators"”,
"pi:GetResouxrceMetrics"”,

"tag:GetResources",

"lambda:GetFunction",
"lambda:GetFunctionConcurrency",
"lambda:GetAccountSettings",
"lambda:ListProvisionedConcurrencyConfigs",
"lambda:ListAliases",
"lambda:ListEventSourceMappings",
"lambda:GetPolicy",

"ec2:DescribeSubnets",
"application-autoscaling:DescribeScalableTargets",
"application-autoscaling:DescribeScalingPolicies",
"sqs:GetQueueAttributes”,
"kinesis:DescribeStream",
"kinesis:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:DescribelLimits",

"dynamodb :DescribeContinuousBackups",
"dynamodb:DescribeStream",
"dynamodb:ListStreams",
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribelLoadBalancerAttributes",
"rds:DescribeDBInstances",
"rds:DescribeDBClusters",
"rds:DescribeOptionGroups",
"rds:DescribeDBClusterParameters",
"rds:DescribeDBInstanceAutomatedBackups",
"rds:DescribeAccountAttributes”,
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"logs:DescribelogGroups",
"logs:DescribelogStreams",
"s3:GetBucketNotification",
"s3:GetBucketPolicy",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketTagging",
"s3:GetBucketWebsite",
"s3:GetIntelligentTieringConfiguration”,
"s3:GetLifecycleConfiguration",
"s3:GetReplicationConfiguration”,
"s3:ListAl1lMyBuckets",
"s3:ListStorageLensConfigurations"”,
"servicequotas:GetSexrviceQuota”,
"servicequotas:ListRequestedServiceQuotaChangeHistory",
"servicequotas:ListServiceQuotas"
]I
"Resource": "*"
}I
{
"Sid": "AllowPutTargetsOnASpecificRule",
"Effect": "Allow",
"Action": [
"events:PutTargets",
"events:PutRule"
1,
"Resource": "arn:aws:events:*:*:rule/DevOps-Guru-managed-*"
},

{
"Sid": "AllowCreateOpsItem"”,

"Effect": "Allow",
"Action": [
"ssm:CreateOpsItem"
1,
"Resource": "*"
},
{
"Sid": "AllowAddTagsToOpsItem",
"Effect": "Allow",
"Action": [
"ssm:AddTagsToResource"
1,
"Resource": "arn:aws:ssm:*:*:opsitem/*"
},
{
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"Sid": "AllowAccessOpsItem"”,

"Effect": "Allow",

"Action": [
"ssm:GetOpsItem",
"ssm:UpdateOpsItem"”

]I

"Resource": "*",

"Condition": {
"StringEquals": {

"aws :ResourceTag/DevOps-GuruInsightSsmOpsItemRelated": "true"

}
}
},
{
"Sid": "AllowCreateManagedRule",
"Effect": "Allow",
"Action": "events:PutRule",
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
},
{
"Sid": "AllowAccessManagedRule",
"Effect": "Allow",
"Action": [
"events:DescribeRule",
"events:ListTargetsByRule"
]I
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
}I
{
"Sid": "AllowOtherOperationsOnManagedRule",
"Effect": "Allow",
"Action": [
"events:DeleteRule",
"events:EnableRule",
"events:DisableRule",
"events:PutTargets",
"events:RemoveTargets"
]I
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*",
"Condition": {
"StringEquals": {
"events:ManagedBy": "devops-guru.amazonaws.com"
}
}

ERARKEERAG
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},
{

"Sid": "AllowTagBasedFilterLogEvents",

"Effect": "Allow",

"Action": [

"logs:FilterLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"
}
}
}I
{

"Sid": "AllowAPIGatewayGetIntegrations",

"Effect": "Allow",

"Action": "apigateway:GET",

"Resource": [
"arn:aws:apigateway:*::/restapis/????2?2?2?2?2??",
"arn:aws:apigateway:*::/restapis/*/resources"”,
"arn:aws:apigateway:*::/restapis/*/resources/*/methods/*/integration"

]

}
]
}

£ DevOpsGuru B REEFZAE

BIrEEFHRURBEZAG , E8E AWS EEXEA,. AWS CLIZK AWS API HEIER
¥ , DevOps BALE Y RBEZHE,

/A Important

MREEFEALAGIECHENEMREHTREE , AR EEACSHRELENIRS
o flin | IR A& DevOpsGuru FTIBE/EEE |, Bl W RES B R AWS CodeCommit,
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#m¥8 DevOpsGuru RIS ERE AT

DevOpsGuru T R FF & #mEEAWSServiceRoleForDevOpsGurufR i ERE AR, RAESEER I
E2ERBEEAL USRI ETRUACGZAEFAGER., AM , BAFEA IAM RiFEACHE
R, MEFHMEF , F2H (AM EFHAEERE) PHWRERERBELZAE,

fiiB& DevOpsGuru M RIS ER A

EETBEATERBESACHIIERRE , RAZRERFZAC, -, ERRIEREDE
EREENRERAER, T8 , S ALBEEMBRITENERD , e FBEEMER,

® Note

WMREEFEMEREIREF DevOpsGuru IRIEIEHEMER A6 , MERATES KK, FHBEREE
AEFROBERIBRERERE,

£/ IAM FERBREREESSE

£/ IAM 35 AWS CLI, = AWS API Rl BRAWSServiceRoleForDevOpsGurufR B EH B E,
MEFHMEF , F2E (AM FHEER) PRBREBEEEEAE,

Amazon DevOpsGuru 5 Aj & #

IR ALATE DevOpsGuru BUR R AWSEBRH SRR ZERYE, WEBE | F2H (AM FREIE
By B8 IAM JSON IR TtESE,

WA AR Action MU IEEEEE, EEEERE , &M devops-quru: FH , REE
Z API R1EB# (#l30 devops-guru:SearchInsights # devops-guru:ListAnomalies),
FEEE-RAXHEEZEESE , FAERMUSMRE (Bl "Action": [ "devops-

guru:SearchInsights", "devops-guru:ListAnomalies" ]).
ERBAFT

RO LEEERTEEAET (*) B Amazon Resource Name (ARN) , A& B EResource R E
RE, BuFERERAFAEELSEEBERER. FlI0, devops-guru: *EIEEFAE DevOpsGuru
Bi4E , Wdevops-guru:List*EELAFE MEMPTE DevOpsGuru BifEList. THIEHHFIRIEER
LA BASERYIE A —& BIEE (UUID) MFREJE R 12345,
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arn:aws:devops-guru:us-east-2:123456789012:insight:12345*

ELREFA S BRBNREMEEZEE IAM B9 (UBSAEBRNEBER ) NEFUBERE |, BoLUEH
TxRMASE,

DevOpsGuru AP| & ERBERY A EFF 7]

AddNotificationChannel

B)4E : devops-guru:AddNotificationChannel

£ DevOpsGuru HiEBANEEREE, & DevOpsGuru ELERAR , Hh 85NN ERIENIER
K A SCEABHEERAE,

BiR:*
RemoveNotificationChannel

devops-guru:RemoveNotificationChannel

£ DevOpsGuru BRBAEEREE, & DevOpsGuru EERAR , Hh 88N ERIENIER
AR K SEABHEERAE,

&R *
ListNotificationChannels

Bj4E : devops-guru:ListNotificationChannels

£ 54 DevOpsGuru FREMNBHBEEBSEREE, E DevOpsGuru EXRRE , EF @ik
ERENHEBEARN K SEBNEEXFARBNE, XEN—BBHMNHEEE Amazon Simple

Notification Service,

BiR  *

UpdateResourceCollectionFilter
B)1E : devops-guru:UpdateResourceCollectionFilter

E#H AR E DevOpsGuru ZATIRFE FhiiLe AWS &RHY CloudFormation #BEEREE, 24
SEXRR  HPhOEER, BEEEMNRESH  EUUARISRENREE, A EitbE® Y
#&(E F CodeGuru OpsAdvisor FFER IAM B,

BR:*
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GetResourceCollectionFilter
B4E : devops-guru:GetResourceCollectionFilter

E[E AREE DevOpsGuru 7 #TiR E R HiLE AWS ERH AWS CloudFormation #&/FEREE,
SHEEERER , HPSEER. BREBENRESH  BULLARKESRIENMEE

IR *
ListInsights

Bi4E : devops-guru:ListInsights

EEZ AWS (RFFIEREEREFEE, BALUEEMRBEBIFRE. KRR (ongoing = any) FEH
(reactive = ) BEIMLE R predictive,

BiR: *

DescribeInsight
B1E : devops-guru:DescribeInsight
EEEERHE ID BEEZRARNFHEEARER,

BIR  *
SearchInsights

Bj4E : devops-guru:SearchInsights

EEZEAWS IREFFIEREEREE, BuLUEERMKBRRE., FEERENER (reactive )
E R HRLLsHE Bpredictive,

BR:*

ListAnomalies
B)1E : devops-guru:ListAnomalies
BEOBREERAE ID EECRRNREEERETEE,
BIR . *

DescribeAnomaly

1€ : devops-guru:DescribeAnomaly
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BEEERAE ID EECERNFEETRTE,

BiR:*

ListEvents
B)4E : devops-quru:ListEvents
EE DevOpsGuru 2 ERBHNEHEERTE, SUUEAGHERERIEEERMLESH,
'R :*

ListRecommendations
Bj{F : devops-guru:ListRecommendations
BoEEIRNEREERTE, SERRHETEEEE  UREERBEHABNSMHEE.
&R :*

DescribeAccountHealth

B)1E : devops-guru:DescribeAccountHealth

BEORARERENEE, FRAENIENHE 6 UK AWS IRFHSHTNEEBERTEE, €8
5 LB F REE L AWS 1RF P IRENEEIMEE,

EiR >

DescribeAccountOverview

B1E : devops-guru:DescribeAccountOverview

BEoEEEREEEANRENTIEEREER EEUNRREEIRBE. EEMHNFERTERE
EYHE  URCEANAAERBRARNFIERERE (MTTR).

BiR:*

DescribeResourceCollectionHealthOverview

Bj4E : devops-guru:DescribeResourceCollectionHealthOverview

&[5 DevOpsGuru F15E 2 &8 CloudFormation ¥ 2 Fr AR RWEMKTEIR R, AR RFE
BAREMEERRER (MTTR) BEE,

BR:*
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DescribelntegratedService
B)4E : devops-guru:DescribeIntegratedService

EE B DevOpsGuru BE 2 RN ESRERFEE, TJLLHE DevOpsGuru BEH —ERKE=Z
AWS Systems Manager , Al AR A EEE/EREIL Opsltem,

BR:*
UpdateIntegratedServiceConfig

B)1E : devops-guru:UpdateIntegratedServiceConfig

B A E R E T DevOpsGuru BE 2 RN EBSIREE, T E DevOpsGuru BEH —ERBE 2
Systems Manager , Al AR BB EEELREREIL Opsltem,

'R *

Amazon SNS FERIZFT]

REBEBEEE Amazon DevOpsGuru EIXBHE S — 8 AWS RS #EE K Amazon SNS R
FERALEERNENR,

= EZ DevOpsGuru #BHAEEZTERFATEERN Amazon SNS =B , BXAFBEREEE
Amazon SNS £ , LR F DevOpsGuru FiXEBHMFF AT, WMREERE DevOpsGuru #4318 H{Fix Z
& DevOpsGuru BIFEREIIR EFT#EB /Y Amazon SNS £ , Al DevOpsGuru A HREEE
7,

EEER LR E S — @RS+ Amazon SNS EEMFF A% , A LATE DevOpsGuru F#7i8 Amazon
SNS £E, B UFERABAEEERH Amazon SNS BUR , FHEZR S,

® Note
DevOpsGuru B & X E 8 [E [E 15 F H B ik 5 F7E

FE

- £5 —fEIRF FELE Amazon SNS FREMEFAI

- 5% — @R B Amazon SNS FE

- FRBEMNEEEHEMN Amazon SNS BUER ( BE)
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B — @R FE HEXE Amazon SNS FEHIFFAI

WA IAM A

ZELAGEA IAM BEEAERE —@ARSEEH Amazon SNS =8 , X EABBRERZEZLEGFEHN
Amazon SNS £, BEEXEMEA IAM ARERE —ERSGBEREEZE Amazon SNS & | BEE
BEZRFERNTHEFT , #5 IAM A6 —25 -

» sns:CreateTopic
+ sns:GetTopicAttributes

» sns:SetTopicAttributes

* sns:Publish

BTIBREEELEZEFEHBN Amazon SNS £, ¥ Resource®i# , topic-owner-account-
id REEHWEEMNWRSE ID, topic-sender-account-id 5% E DevOpsGuru K {EFH ERIRF
ID , M devops-guru-role @ FRHNERFERAEN IAM 6, BLAFEENERNRS region-
id (Hl0 us-west-2) M my-topic-name.

LUIAM E & B 9 #igsr ]

EEE—EIRFH Amazon SNS £EMA IAM EFRAEFER B TIHBREZELEMFAN
Amazon SNS =&, ¥AResource®$® , topic-owner-account-id REEHEEENIIRS

ID , topic-sender-account-id &3 DevOpsGuru FIEAZERWRE ID , ™ devops-guru-
user-name ¥ XHER IAM FHE, BLXEAFEENERNRS region-id ( flE0 us-west-2)
M my-topic-name.

@ Note

ERLR|TRAERRER  MAREEEURNERE HINEBNEINER) &9 IAM £A4
%, % IAM A REBEBNEEES  F28 (AM £REER) $1 IAM 22 H5E8H.

® 2 — @R FE#H ¥ Amazon SNS &

£ 5 —ERF HEXE Amazon SNS EEMFF A& , B LE Amazon SNS X EHIEE
DevOpsGuru BHIFRE., & LAER AWS CLI 2 DevOpsGuru 3 & #7118 Amazon SNS £,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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- EF AR, BXERIEE /A SNS TE ARN BEEREEXE , UFEAS —ARFHNEE,

- E&ER AWS CLI #4E add-notification-channel & , #2477 NotificationChannelConfig
Y TopicArnHIEE .

FEAEEEES — (AR F 8 Amazon SNS F &

1. BRI R https : //https://console.aws.amazon.com/devops-guru/ BJ Amazon DevOpsGuru FE 3%

=1

FREEER K ARIBERE.

BEBHEER , AREERE.

BEIFHTE SNS £E,

BIBMEH SNS £ ARN RIEEREXE,

WA B EE AN Amazon SNS £ ARN, B CEBEZEBRREEL EBEFT,
(EA ) BEBAERBUREEHNBEERERE,

BERT,

© N o O k~ 0D

# Amazon SNS FEMEEBHRER , DevOps EEAXTERBHNLEESEH , SINELFER
EIJHTJ'Faﬁo

FERENEEEFHEN Amazon SNS B ( #:& )
MEBIES % BRAEETESETEMN DevOpsGuru BAEEN ST , BENBEELR S,
FRBHMNEBEHEMN Amazon SNS TEER (B=)

1. ELREEEABHNIRFEHHIT list-notification-channels DevOpsGuru AWS CLI @55

aws devops-guru list-notification-channels

2. ftlist-notification-channelsEfEr , 52 ‘@8 Amazon SNS £ ARN H3EE ID, 38
& ID £ guido

fln , ET5IEES , EF ARN 2 EEMHEE ID arn:aws:sns:region-
id:111122223333:topic-name# e89be5f7-989d-4c4c-blfe-e7145037e531

{
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/devops-guru/add-notification-channel.html
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"Channels": [
{
"Id": "e89be5f7-989d-4c4c-blfe-e7145037e531",
"Config": {
"Sns": {
"TopicArn": "arn:aws:sns:region-id:111122223333:topic-name"
},
"Filters": {
"MessageTypes": ["CLOSED_INSIGHT", "NEW_INSIGHT'", "SEVERITY_UPGRADED"],
"Severities": ["HIGH", "MEDIUM"]
}
}

3. HIALES—ERFPER PHEEHEE ID BB K he section called “£5% — 1@
IR R EXE Amazon SNS EEMFFA". EERM ConditionfiR A , #TBEE W
fTSourceArn, ARN BE#&HEE ID ( I8 us-east-1), FEFHEN AWS IRIE , URE
i FH4EIE ID,

BEFNConditionFRR M T AR

"Condition" : {
"StringEquals" : {
"AWS:SourceArn": "arn:aws:devops-guru:us-
east-1:111122223333:channel/e89be5f7-989d-4c4c-blfe-e7145037e531",
"AWS:SourceAccount": "111122223333"

}
}

R AddNotificationChannel E:F18 SNS £ , SFHRELHN IAM BHERBTEE T A,

AWS KMSHN# Amazon SNS EREMIEFA]

B8 EM Amazon SNS EREA[HEH M2 AWS Key Management Service, & Z f25F DevOpsGuru
FERAMBNERE , BHSHBERXEY , AWS KMS key REETHRARFIEE KMS S8HBER, W
FAMER , FSHEAWS KMS ( fEAEIER) FHIEA AWS KMS M# 3 i = Amazon SNS #YFA
B, 2855I (Keyld) , A% {Amazon Simple Notification Service Bi& A B355) FHERME,

1% Amazon SNS EEEREFT 118


https://aws.amazon.com/blogs/compute/encrypting-messages-published-to-amazon-sns-with-aws-kms/
https://aws.amazon.com/blogs/compute/encrypting-messages-published-to-amazon-sns-with-aws-kms/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/sns/latest/dg/sns-data-encryption.html
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® Note
DevOpsGuru BRIXEBEHEE—RFHEANMNEZEE, BRI XEEZEREEAMNEEE,

¥ Amazon DevOpsGuru 52 MEFEUETHER

FERUTEARGEEDE RIS EE A DevOpsGuru # IAM BT RE B RN E RRERE,
£

« REREE DevOpsGuru FHITENE

- BEERHEAEEXRFIUE

« RAREFHIT iam:PassRole HIRHE

- BEEAF AWS IRFANABFEIEN DevOpsGuru EJR

RERETE DevOpsGuru F#I1TEE
MR AWS EEFIES SHNEEEST BE , AIXABRKENEEES KGN,

B AAmateojacksonERFEAEEARIBERBNy -example-widget ERNFHMERN , BREE
¥aws:GetWidgetsF Al , B84 T SIS FIEER,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
aws:GetWidget on resource: my-example-widget

ELBERT , Mateo EFREBEEETHMMANBER , AFFMER my-example-widget EEFE
aws:GetWidget BiR.

BEERAEREREARTFIUE

MREAEERER AWS HNEE , AIFEREXRTFNMAWS EEEEA, RTFEARIFIENS
NBURR EREFERY £/ & FE AWS,

BERTHEAEEARGIFIE  FEETIIHF —@ERIE,
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ERAEER

R {62 FH & T BRE T RRGT F AN
2

IAM

ANERE S

(IAM Identity Center R EIEHY
EAE)

IAM

IAM

(B%) EAXRARAENR
MARREBEAEYN , UHEEY
AWS CLI, AWS SDKsf2=H &
itFER. AWS APIs

ERETREAENEZYH AWS
CLl. AWS SDKsf2x3&5t58
Ko AWS APIs

ERETREAENEIYH AWS
CLl. AWS SDKsf2=5&5t58
Ko AWS APIs

(TEZRER)
ERARMBAENREEY
AWS CLI, AWS SDKsf2= &
itFER. AWS APIs

R

AR EREANNERRE
e RER LR,

- % AWS CLI , ESBAWS
Command Line Interface
(EREIER) RIBEAL
HE1T AWS AR 3%,

« AWS SDKsZE 2R AWS
SDKsFMITESEEmHIME
AT AWS B 28,

H OB E AN AR
IR

- % AWS CLI , FEZBAWS
Command Line Interface
(EREERE) PHHRE
AWS CLI Z/A AWS IAM
Identity Centerffd

« AWS SDKs, TEF AWS
APls , 552 AWS SDKs
MIESEEREFHN IAM
Identity Center & 20 BR &% o

EfE (AM E£REERE) F
REREEAERE AWS ER
REEAPHNER.

ARG EEANN EATRME
e RER LR,

- U0ZE AWS CLI , 552 BEAWS
Command Line Interface

(EREER) PWEA

SEBHEAR
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PRME e & FEERENRETER 3 R
2

IAM EREREETE DR
o

« AWS SDKsHITE | 5
B AWS SDKsiﬁuIE%%ia
MHPNEAREREETS
DERE,

« ¥ AWS APIs , 5528 (
IAM £ EIER) PHNER
IAM BN TS,

\‘Xt

K AEEHIT iam:PassRole HIZ#E

MREWBIEEER | FHAEE|ERIT iam: PassRoleEE , BHNBURXEEH , UAFEKACGEERR
DevOpsGurus,

BE AWS B AIREEREACEEGERYE K MAREVFNBEACIRBEELE, NFH
THIER L ARERACEEEZRBAIFT .

EEA B IAMmarymajor FAEEXMEAEE AT DevOpsGuru REITEIMER: , E@R4E TSP
R BR , HEBERBBEFRREACK TN, Mary REHACEERGRENTA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEEH , RAFFMHIT iam: PassRole Bk,
MREBFEEWGE , BHEEN AWS EEE, FHNEESRHENESERE.
BEE A AWS IRF R A BFEFES DevOpsGuru EJR

BUNRN—EAE  BEMRFTNERAENEEBATNAEFIENER, BT UIEEZ R
EEEMHDEZRAR, HHXEERERNBRNFIUERIBE (ACL) IR , SR LUERA ARL R
RRBEFAEBTFRENE RN,

MFEE-FTH K F2EUTRE

BT =


https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
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Amazon DevOps Guru EREER
- HE T DevOpsGuru 2B X EELINEE , F2 M Amazon DevOpsGuru #1{AEE IAM FEHELE A

- BETHENMRESHES AWS 1RF WEREDE , F260H (AM EAEER) FWESHES AWS
tRE B % — 1@ IAM £/ & P iR EFEUE,

- BEETHRINMKERNEIERMEE=S AWS IRF |, 528 (AM FAEER) TS FEER
HIEE=H AWS IRF A,

- METHNMEBBKS S0 RUFIE , F28 (AM £RERER) PHKEFERREAGENTE
TEIRENERE BMSE D).

- MFTHREASENEREBRRETERFFRNCEANZR , 528 (AM £REER) 8 IAM
PR EBRE ERFE.

EC8% FNES % DevOpsGuru

ELIR R MR DevOpsGuru M EAfM AWS SR AR FEM, TRAMENMRENEED S, AWS ZHEHT5IE
T BRESE DevOpsGuru, TEEASEREFOER , URBRXIEEEE -

« Amazon CloudWatch AWS ZEIRFESIRIEH AWS BRMEE LHITHWEAER. SLUKERNE
HIEE, BUBTEREK , URBREET , TR EEREEIAEENRERBANEREKINEE, 5
m , A LAE CloudWatch Bt CPU fEAERHE M Amazon EC2 #I{THEIBERZE , Y EEEREE
BB T ER, mEFMER , 2/ Amazon CloudWatch A &I/,

« AWS CloudTrail @#EU& AWS IRE SR RENVIRF 2 HM AP FRIUAMMAESESH , WEAFERR
FZEIEER Amazon S3 EFEETHE, &0 LA H BRLEfE & FdR A /AL AWS, 2 A SRR 1P
sk , AR RERE, MEFMER , F52E AWS CloudTrail A& B,

&
« {8 Amazon CloudWatch E#% DevOpsGuru

« 5 528 Amazon DevOpsGuru API FEAY AWS CloudTrail

{# F Amazon CloudWatch E£#% DevOpsGuru

A LAE A CloudWatch B52 DevOpsGuru , 8 WERKRER LS HEE A7 & BIEFEIFNE
B, EXFTERNESRB15EA , WMELERELENR , XEFRE Web EARKX I REHIT
Wk, BHEALUREEREEFRERE , EEIRERHBARKEINEIE, WEEFZEN , F2HE
Amazon CloudWatch &SR,
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¥ DevOpsGuru , A LUBME 542 LLES DevOpsGuru FAAEME B FIEE, B EHE
BIUKHAKE Insights , UGG HEEERRFRZRRBREREETR, F , BUREEES
DevOpsGuru A £ , LAt BhiB MR B B AR

DevOpsGuru BRI E £ AWS/DevOps-Guru & & =B IHE T HIEE,
*iE

- Insight 1£&

« DevOpsGuru FIE151E

Insight ¥§1&
A LAEA CloudWatch JBHER |, B REWIRSE AWS FEY TE AR, BALIEEEBR
WTypefftEproactivemreactivell R, MREREEHFTERNR , BOVEEHE.,
BE
BE Description
Insight EAWS RFHFEVHEREE,

BRHEE : Type
BRMmETESR - S@HIFTE. B

B {7 : Count

DevOpsGuru Insight EEXETIH#E.,

Dimensions (R )

WE Description
Type ERARNER, NECEEERMERER , 2K

EInsightsiEZEMHEE. BMEAR : proactive
. reactiveo

f£F CloudWatch 1T B4 123
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DevOpsGuru A EIEE

B LAE A CloudWatch RIE ¥t Amazon DevOpsGuru A £,

EBE
ER Description
CallCount T3 E A —1{E DevOpsGuru FEHETH RIS E,

ListInsights

ListAnomaliesForInsight

ListRecommendations

ListEvents

SearchInsights

Describelnsight

DescribeAnomaly

BWME : Service, Class, Type, Resource
BRMmETESR . S@HIFTE. B

B {¥y : Count

DevOpsGuru AEEEZETIIHE.,

Dimensions (R.3)

HE Description

f# A CloudWatch #{TE5#2 124


https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListInsights.html
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https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListRecommendations.html
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HWE Description

Service ERTE ERHN AWS REEHE, Hlan , ¥R DevOpsGuru , It
{E4A DevOps-Guru o

Class EREBRNERER. DevOpsGuru fE A b E B {E None,
Type EREMNERER, DevOpsGuru FE LLH#EEE API,
Resource iE = DevOpsGuru BEMNEH., BRES : ListInsig

hts . ListAnomaliesForInsight . ListRecom
mendations ., ListEvents . Searchlns
ights . DescribeInsight ., DescribeAnomaly .

£/ 524% Amazon DevOpsGuru API 04 AWS CloudTrail

Amazon DevOpsGuru B 82 FRIEE S AWS CloudTrail , ttIRIFREBRFEAE. A= DevOpsGuru
FE AWS RIEFTERENZ BHERYEC 8%, CloudTrail &% DevOpsGuru #J API FEMUBEER BE 4, REENHY
o= 35K B DevOpsGuru EEEM I | SAK ¥ DevOpsGuru API RERNERIFFEW, mRERE
MARE , B L& CloudTrail B4 B3R ZE Amazon S3 & 1ZETEE , ‘@48 DevOpsGuru FIEH,
ENfEARREREIEHE , ARA T LUEIR CloudTrail EEEFHEHELRHEBRENEH. EAUER
CloudTrail FTUREERVEFA , ¥IET [ DevOpsGuru IR HEVFER, IRHEFERA IP thut, RBHERWASR,
REBROERE , UREMEFHEA

EEH—5 7 # CloudTrail , 528 "AWS CloudTrail fEH &M .

CloudTrail &) DevOpsGuru &

EREN AWS IRF i | SEEHRE LA CloudTrail, E5EE7E DevOpsGuru R 4R | ZEE
SHEHR S CEDNEMREE AWS B4 —524RE CloudTrail B4, BTLUE AWS IREF#
R, BSNTHRRENEHN, MEFHEFA , 5280 "FH CloudTrail EHBE EHEBREEN .

BEFEREE AWS IREPIEH , T¥E DevOpsGuru WEH , FEVEKH ., #RZKAEEE CloudTrail
1% B ERRMNE Amazon S3 fFRTEE. RIBAR , ELE TR ENERGHE | BRREES
ERIFA AWS EfEl, MREELHAWS ZEIERTAEEZSNEH , A AFERBEIGEEN
Amazon S3 RFETER. AL, ERILGGREHM AWS IRES , LUE— S 9 MEEHE CloudTrail BFEHFR
WENSHER, NBEFHEERA , F2RTIARE

- BEMIEHVEIE

& A 524% DevOpsGuru API FERY AWS CloudTrail 125
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« CloudTrail X BENRENES

« X CloudTrail By Amazon SNS & Al

- BEWZEESEN CloudTrail AFERMNZEWZEIRSH CloudTrail AFER

DevOpsGuru X EASEFTEBESC A CloudTrail BESERFNEH, MEFHMEENR |
DevOpsGuru APl & i Eh{E,

En
¢
a5

B-SEMAREXRNSLSELFRENETA. B EATHEEHE T5IEE !

§'¢L

\/

==
aB

EREERRIEAERER L.
- REZFERE , RECATREACIMSE S ERENERRZLER.
AREBHEM AWS RBRE,

i

MEFMER , 52 E CloudTrail userldentity st

T DevOpsGuru BE6ERIER

BHR —EERE R4 ARERNEARAREIEEN Amazon S3 f#FRTE#, CloudTrail B
*%5@’%—:32%15%3 o —EEHR/EMRRRENE TR, jt@’%%%ﬂ?ib{’ﬁ ARV B HA M B

3. ERBHFEA. CIoudTra|I BESENIEMLE API IR EREREEF Rt RS MEMEEIR
Fﬁfﬁo

LT EHIE RN RE R UpdateResourceCollection E)YERY CloudTrail B3$EH

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAEXAMPLE:TestSession",
"arn": "arn:aws:sts::123456789012:assumed-role/TestRole/TestSession",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/TestRole",
"accountId": "123456789012",
"userName": "sample-user-name"
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"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-12-03T15:29:51z7"

}

}
.
"eventTime": "2020-12-01T16:14:31Z7",
"eventSource": "devops-guru.amazonaws.com",
"eventName": "UpdateResourceCollection",
"awsRegion": "us-east-1",
"sourceIPAddress": "sample-ip-address",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.901
Linux/4.9.217-0.3.ac.206.84.332.metall.x86_64 Open]DK_64-Bit_Server_VM/25.275-b01
java/1.8.0_275 vendor/Oracle_Corporation",

"requestParameters": {

"Action": "REMOVE",
"ResourceCollection": {
"CloudFormation": {
"StackNames": [

g n

]
}
}
.
"responseElements": null,
"requestID": " cb8c167e-EXAMPLE ",
"eventID": " e3c6f4ce-EXAMPLE ",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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{
"Statement": [

{

"Principal":"*",

"Effect":"Allow",

"Action":[
"devops-guru:AddNotificationChannel",
"devops-guru:ListInsights",
"devops-guru:ListRecommendations"

1,

"Resource":"*"
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