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AWS KMS keyring , ‘2#EIEE#E RSA AWS KMS keyring , ATLAAR % AWS KMS £ BUERA 1AM BUR
RERMBERNNBHBER,.

BuEE 10
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HRERBRFNLE , T3 keyring BEEMBEREANBREN 2 BH#E

« AWS KMS F&EE =X keyring
+ AWS KMS ECDH keyring
« JR1# AES keyring

- JR%A RSA keyring

- JR%A ECDH keyring

AWS B ENZ SDK HiEER I

BEPNAFRNERXNECEH®E A AWS EREMNE SDK, LR ASREENRHEEER
DynamoDB 0% f 5 im# &l

AWS Database Encryption SDK £ FisNZRERNE K EARELEREEHES E’Jﬁﬂﬁ'ﬁm o
BEAESRETUERSIUERERANZSEE, NEEXNERABITHNFHEEN K FSEERE
B /ER GitHub fE1FEE.

AEI PR THEFRIESRB AWS Database Encryption SDK SfAI IR M BMBEZNBBFEREFNE
B, EETHEREMAMRKRTEMERDEERELRERF, MFE AWS EREMNE SDK MfAEEER
EEEEENFREN  FSREREN "mFE, £&,

AWS Database Encryption SDK £ AEH INERREELNER, BERHKTFSUAK—NWERSRM

B, ERSBARBRBREFEIEENCRYPT_AND_SIGNHZLZ N B EMMITEM —NWERMNZ SR,
R, DEENILLIBENZENSROVEIER, EEMBMZEMNIE , AWS EREMZE SDK &
RAEEENSESBRAZEL—EANENEN SR, AR CUUBEBRNENFZEAERMAXFEE,

WMFE AWS ERENE SDK FrrAFARKNFMET , F2E AWS EREMNE SDK 1=

m&:MEE

EFE AWS % SDK WO REHMERERX , AIMNE, #E,. BENEZRENERNLE, EEE
BRENEHENET  UREHEENZNREBLRUNETR. CEREEENSRESRPRENNE
EREESRENEER , URNFAERELENNETR.

THZ LSRR AWS Database Encryption SDK ffa[ i1 % M2 BENWERIEE,

EBEAR 11
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1. BiSHEZFENEESA AWS EREMNR SDK R —NERNBRSR - —BARNFEREER.
HEEZESRMENENSRES , UKk MAC 2R,

(@ Note

BAUEZESESRTNEER SR, SEILXRTENEFEINERSRER,
AWS Database Encryption SDK 8P EMEBENER SR/ EREMEHERF., AWS B
EEfn% SDK ZASH ML (aws_dbe_head) 118 E 7 B BHE IR K FC 8%,
RiFEHYHESEER SN MBRELRLTE MAC £, MAC £8TSEFREMBIE RS,
Rz  BEHLIEERIESBRERITE MAC 218,

2. MBFEENHREIEENZER=SIEFENCRYPT_AND_SIGNHZEE A K EHE AL,
3. mMEBHZEcommitKeyBRERSWITE K UFEAECRELSHRAKEE , ARREERER,

4. MEBFEESEMEHERIFEELE. MRBERTENENERNSR  UREENFLENEME
Ao MEMBHERPEENEATRRE , F2REM LK,

5. MEBERFZFERALSE 1 HERN MAC £i8 , BBERHER, NZEABTNZRRED
YESTIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTH#ZEEA ENCRYPT_AND_SIGN,
SIGN_ONLYE; fEEMMZERFTEMERASREE (HVMAC) E, HVAC EE/EFEM
R EFIBERRSENFWAL (aws_dbe_foot) #,

6. MBFEEHEERBR, MBRABAMEEZERE ENCRYPT_AND_SIGN, = #uHIERILH
ECDSA #ZESIGN_ONLY , SIGN_AND_INCLUDE_IN ENCRYPTION_CONTEXTM/#% ECDSA % E
AL aws_dbe_foot @z,

(® Note
ECDSA #EFRAMA , BXIEMXE,

7. MEFEFERNEZNBEENCEFREENERES

1. BREFENEES (CVM) RHBESE  EFEsfFEERERTNBEER  SFEX
FEXSRNEEB MAC £R.

CMM EEAEE keyring P EETRBRMEZNER SR , WEONEXFER SR,
2. BEFEELBAMIABHER D SWAGEE.

R0 5 TR 12
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3. MERLIERIZEMUINEE.

T &SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTHREEZRMN R AMFBFWMOABES |

35 Bl B LE AR LA Z R B ENCRYPT_AND_SIGNSIGN_ONLY, =, BZRAEFERLSE 1 HERM
MAC €8 REFHFTE ML BAZE RS ENCRYPT_AND_SIGN, SIGN_ONLYEZR Z##{Z#Y HMAC
{ESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT., A% , CE€FERAERENZATHHNAE
SMIERF ECDSA FE,

4., BERFEERAHNFZTERSRRBRIZERES WEEMBEENCRYPT_AND_SIGN, AWS B ENZ
SDK EZESREMANFZTER B,

5. BEFESERMXFRIHF,
AWS BERIEMZ SDK F X ENEELEN

EMWAFRMEZEEXECEHN BB A AWS EREMNS SDK. HBABERNREHEER
DynamoDB 1n%: f F w8 E#lo

BEZEHARNBREZEABBENES, ZREERAREAREZBEFREENENF,

AWS Database Encryption SDK EREEEZERRMEMNBEZEREFHNEL. AMEXENEELEE
50155 L M B IR AE S (AES) SEEEISEFE A AES-GCM t Galois/S BRI (GCM) RMNBRIKE
#l. AWS Database Encryption SDK %18 256 (U Ti#¢i8, BMEEZBENRE —2Z2 16 BT,

AWS ERENNZE SDK ZEEZEH

EEE NEZEEE BRESBR SLBITEE YUREEREZE FUHBEHRE SBFHE
B GAMux E& =73 EEE
BE)
YEER AES-GCM 256 HKDF ## HMAC- ECDSA , P-Z HKDF #it
SHA-512 SHA-384 84 SHA-512
SHA-384
=
T8 AES-GCM 256 HKDF ## HMAC- i HKDF &%
ECDSA & SHA-512 SHA-384 SHA-512

XENEREEEN 13
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HEE MZEEE BRHEBR SBOEE YBEESE FUBEEE 855
ECMfux &% 73 BEE
AEN)

R 3=A: 1)

AES-GCM

MEFEEE

FRANMZFEEEZNBBANER, AWS BREMNR SDK FHEE LE 4 A E R NZIZELE (AES)
JEECEFEE Galois/fTEIZRER (GCM),

NTHERSIBRE, AWS Database Encryption SDK X 18 256 u it &Rl &8, ERSBEA%E
HMAC extract-and-expand £ #8174 B2 (HKDF) W& A, HKDF Bves i A EEEZHPHNER
e,

SRITEEE L
ARITEERNZ S| HVAC XEBRANERE SBITERE (HKDF), AWS EREMZ SDK
F RFC 5869 FREZH HKDF,
- EAMNMERER SHA-512
- HRAFEEDER
« IfFH salt, #R3% RFC , salt REASZFH,
- WASBMMBIR keyring HER S8,
- HRIERTER
- BAERBBSMERBMINSBIE L,
- SMEBRUKNKMTHEIEFUTF-8-encodedf st#l, DERIVEKEY
- MABEAREEZ ID NERER (KXKIEF ) HWRE,
- HHBEMMNRERENENEE., HBHEERNZEEZPNERNEEE,
HBEEEE L

ARELEHBEZNHZEASRIR HVAC) BE X, AEXENEREEEHEES HVAC &
o

XENEREEEN 14


https://tools.ietf.org/html/rfc5869
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AWS BRI EMNZE SDK EFFL# B R M E1E R A ENCRYPT_AND_SIGN, SIGN_ONLYZX B9
H{ZSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT., &% , €A HVAC B R IEHFEZH

BEEBUEE L (SHA-384) REFEER 1L,

7 HVAC £ESEME AWS ERE R SDK i E 0 HMAL (aws_dbe_foot) #,
FHBEEEE L
AREEEBBUERENEETREL,

AWS EREE SDK &F 5t B R M AT B2 R4 ENCRYPT_AND_SIGN, SIGN_ONLYS #Y
HW{ZSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, A% A ce8FAKEHEENEZEE
7% (ECDSA) #E TS HEFAREBERL :

- FANEE/MRR P-384 , IE{IZHEZE (DSS) (FIPS PUB 186-4) FFIEZ.

- FERANMERER SHA-384,

FEEHE ECDSA #E2E aws_dbe_foot WA ERE HVAC E—R1FH,

FAFR 02 ECDSA B{u#E B IME,
ARTTEEXR £8#8H HMAC extract-and-expand & #8 £74 BN (HKDF),
- ERANMEEHR SHA-512
- HWREESER
- TfEH salt, 11 RFC , salt {REATFH,
« WASBMER keyring HERI &R,
- HRERSR
- MAERBHESHRIRABEBSRNE L,
- WAERARUKIKNMTAEIERFHICOMMITKEYF & UTF-8-encodedfi Jt#o
- WHBEMBNRESR 256 U, LEHEREERSR,
EXSMEtELEAGE , NERER ERREM 256 LM ERASRER (HMAC) #E, WEHK
SRAETEEEELEHNEMRE , 52/ Cryptology ePrint Archive F Y & 8§ 7# 55 AEADS,

AR AEN

RIFFERR , AWS ERENE SDK FREELZEH A AES-GCM, HMAC extract-and-expand & i
PTHEEE (HKDF), HMAC 583, ECDSA BfuzE, £#AFEMN 256 L ninZ€if,

RREEEEN


http://doi.org/10.6028/NIST.FIPS.186-4
https://eprint.iacr.org/2020/1153
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FEREEEEHTSE HVAC BaE (Y BEE ) M ECDSA E{uEE (EUBESE ), ELEEer
AE AWS EREMNR SDK #Hi8 E & F ML (aws_dbe_foot) 1, EREHRAF—EFEREM
BER , URAFTS —EFERERZERN , ECOSA BusERAIE A,

HREEEEMH MEITESRAGE - BRENSRERELHEN HVAC MR, SRAGEEREM BT
FEREWMETEN HMAC, AR , SRAEEHERFEMERD ., SRAGHETERASENEZEXFR
BER—EHEXT, EMEZBRERFNFRERELZDANENSRRATIERE. B  BEEZEH
EITESREE HVAC, EEZZE , MNERBENESRESTELMEN SI|MAL HVAC, MRR
B, BEFUERR.

A€ ECDSA U= AES-GCM

HMARREEEZEHTREARASBERER  BATUREBRNEELENS, flnn , REGSERE
#$HR B ECDSA U BREMNEEAEHRE. REENBENNERENBZENNERERRZE
28, FEALES,

FiE AWS BRI EMNR SDK BREEEAH TS HVAC Bl (HBEE ), B—NERIR , RE
ECDSA B #E M AES-GCM REZEH RV IFHBHEE , RIS -—BNERNTTERM,

N | WRIEH keyring, . wrappingKeyAwrappingKeyBHl B ZEEHE £#wrappingKeyC ,
mEZER BHZEFwrappingKeyA , HMAC IR ES RV HKESTHEEFI NEAE N
FwrappingKeyA, MREFEHAFEREEEZEHR , HVUACs 2EMHE HEMEEwrappingKeyA |, 3
FIMER ECDSA SUEHE , UHERIHEHES MEFINEAE MBwrappingKeyA,

EERIUSEEIEEN AES-GCMEELENH , BENFHERHPIETIERBHE,
Java

THREABHBRIEET S ECDSA BUHEN AES-GCM BEZEN, MEFHMENR , FSHBthe
section called “INZZ 48",

.algorithmSuiteId(
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384)

C#/ NET

THRRNEHBRIEETS ECDSA BuZEEM AES-GCM EELZEMN ., MBFHMENR , FSMihe
section called “INZ 4 A",

AlgorithmSuiteld =
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384

7% ECDSA #{u% = AES-GCM 16
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Rust

THRABEH RIEEFS ECDSA BIUEEN AES-GCM BEEEHN ., MEFMEN , F2Rthe

=3l

section called “INZZ4HEE”,

.algorithm_suite_id(
DbeAlgorithmSuitelId: :AlgAes256GcmHkdfSha512CommitKeyEcdsaP384SymsigHmacSha384,

7% ECDSA #{u% = AES-GCM 17
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il /8 AWS EREINZ SDK AWS KMS

BRHNAEmMEZRERNECEN MR A AWS EREMR SDK, LA SERNIRHEEEE
DynamoDB A F i E#.

EEMFH AWS EREMNE SDK , BFERTE keyring WIEE—RLETE LR, WRERZELHER
g BEEMFEH AWS Key Management Service (AWS KMS),

AWS Database Encryption SDK X EREHA M AWS KMS keyring, E# AWS KMS keyring £/
AWS KMS keys RELE, MENBRZER W, BUUFERABEEME (SYMMETRIC_DEFAULT) =3k
## RSA KMS €88, HM AWS Database Encryption SDK &AM —NER SR EMBNEES
EFE8% , Hik AWS KMS keyring 2478 AWS KMS $t¥ B E MR MBZHIRERL . HREJEARZFFU R
HFEEFENERAEN AWSKMS , AWS EREMZE SDK X BAWS KMS FEE R keyring. P&
N keyring 2 —EZIBREFERMREERF R , EBFEAREE Amazon DynamoDB ERIFRF K AWS
KMS ZRED X &M/ , URNBNRZREPEANETBIRES XERER , KD AWS KMS /1Y
R, BMEZREETsEMER AWS KMS keyringo

ZEH HE AWS KMS , AWS BEXIENZE SDK EE 1y AWS KMS ## AWS SDK for Java,
ZEBIEE A AWS EREMNZ SDK AWS KMS

1. B AWSIRE, ZETHMMMER , 528 AWS 05 /0 /9 a04a 22 37 F B #THY Amazon
Web Services 1RF ? .

2. EMNHBEINZE AWS KMS key, MERHE ,
) BN S,

#H2ME ( AWS Key Management Service Bz A &5

® Tip
EELL AWS KMS key BXERETAXFER , BFE B Amazon Resource Name
(ARN) AWS KMS key, MESH 2 ARN (IR AWS KMS key , 5528 ( AWS Key
Management Service B A B35/ FHSH 28 ID 1 ARN,

3. EXTFHER DHNRLMENREHR, ZAUER IAM FAENFISER ID NAEFHER , ©
ATLAEF 2k AWS Security Token Service B #fV TIERE , EP T EFHEE ID. AEBEFERS
BN TERBREFANERZEEAER. FAZLREER , RARERECEHEREAER , MF
=EER IAMERAES AWS (1R ) EAERFHEEBRNRAZAER,



https://aws.amazon.com/kms/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
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EEEAFNEREY IAMERE  F2R (AM EAEER) FHET IAM E£RE,

HEELERKREEAER  F2H8 (AM ERAEERE) PHERGERLZE2EAER,

4. £ FHYIERAWS SDK for Javall R EHELER 3 FEANFIER ID NABRFREMRRERL
B AWS B AER, MREELHRKEAER , SHEEEEITERRFN.

L2 F L EF AWS SDKs AWS BEHEH BFER. AWS EREME SDK i EBMNENRH
Bl AWS KMS R & E TR ER



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/setup-credentials.html
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X E AWS EBREMNZ SDK

BRMAFRMERNECENRmE A AWS EREME SDK, tEZASERNIEHEE
DynamoDB 1% A Fir &,

AWS Database Encryption SDK HE&FHZREM. HR AWS EREMNE SDK EREHREER , BR
MEEERERARE  WHAZHEARIAEAERS, TR, AURZSERRERUANENEE , &
RETPEEB8TYEE.
FE
EREXRIAES
- ENCEDR
- BURRENERYE
- FRZEFERE
- BUYEENER

gaHY*ETan E E

iE A DynamoDB #J AWS Database Encryption SDK IREZEERRIES, BESEERTATRE
2£HE , WIRHEHERNIEE  EUESUREANFREE, —BMT , EIUEARZNERRENER
X E,

BENZE TR

AWS Database Encryption SDK B EL K —WHBERSW/RNESERHL. EFFTERE. EEY
FHER £, AWS Database Encryption SDK &5 E#H1T.

T, BHXEEN—RZETESB/RNEBZEER €, AWS Database Encryption SDK X &
AWS Key Management Service(AWS KMS) i inZ KMS £ FEHHE RSAKMS £k, T XE
FBORRA/DREH AES HB LW RSA I BEEHR, ZXAEEIRSBNLLMNMAYE , B
HEBEAEERT LRSS RERSERBEFEAMBESE , S0 AWS KMS,

ZEREARNENBEZN TR SR , BEA keyring. RIBEFEMM keyring BH |, BALUEE — @
DECRIMEESITEAHEENZ IR LR, NIRECAZETKERRILERER  ASEIES
RWEMZRERERTROVE RN, MENERER (BECESR—E) EFHEENERV—ER

BEEARES 20
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BB EREIR R, EEEEER , AWS EREMNE SDK LKA SLEAES — AR SWREZMEZL

RMBBERAEFEAE S — B AWS KMS keyringe AWS Database Encryption SDK # AWS
KMS keyring FIAWS KMS F&[E keyring , AIR A # T ILEE AWS KMS, BE keyring AWS
KMS key FRISE , BB XIEN AWS KMS £8BAI%. WREMEA AWS KMS BB keyring
RBIAAEE S ARN, ESBBBIFHFFMER AWS KMS |, 5528 ( AWS Key Management
Service F#&ABERE) HHNERERT.

- BEEMA AWS KMS keyring INZR , BALAHBINE KMS £REEEAERNSR/ALNF (=
i ARN, BIE BT, Bl& ARN &8 ID), MREEHIEEHE RSAKMS £18 , AIXEREESER
ARN,

MREEMZRS KMS SRIEEH S EWIEEE ARN, AWS ERENZE SDK & 17 B 5 235!
HAEBABA IR ARN ; TERERE. HENEETSREARBEZENTRN KMS 2],

- RIZFAFR , AWS KMS keyring U EFER (IEERE KMS BNV E ) BELH. BXEARE
£ ARN &5l AWS KMS keys LAEITHERR

EEEA AWS KMS keyring &R , AWS ERIEMNE SDK &4 €88 ARN EREEEMEE
R E|MNERHER AWS KMS key 1, EEFERN THER , AWS EREMNZ SDK EREHEEHN
S8 ARN BEHBEE keyring b , AR BERCHILSRRAZMENER B, NREFERAT
EHE\EBRT , BIEZRNFTSZHEN S AWS KMS key , AWS EREMZ SDK th A& 5l
HEA

- ERFEEXNGTERE  SITSEEEMNILLER, BE, AWSERENR SDK S EXAFEFRAERE
MEB AT E8 ARN B0k, MRELEE , AWS EREMNE SDK AWS KMS €ER FH
INZRECHH KMS £ RERE  EREHEEEREEE KVS €88,

BEMRIR AES SRR RSA £RHIEES keyring FHBE TR , KX ABEGEZBNERE,
BER  SLAASERKREREREAENZRT2EENGEZENEE, NREEATRNG S
TEARERE  ESRMEMER , AWS EREMNZE SDK A FBBINEA TR SR,

B IR R ERE R

RZER KMS €8 INZNERE  REEXREBREEATHER RS EANZESRREHHA
FBEENSR. T8, NEXE  ZHUAUEFRRESNTRR  HhTFEET M SES®, FHER
., AWS KMS AJLAEAIMZ TN KMS €@ RKBEMENER S8  BERHEHEENEEFEEZ KMS
&8,

BUIRRENERIGMS 21


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
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FMBABER

MRELAEREZEAPER | ERE—EERARREGRRG , ESRETAREE AWS IkF M 2

ZIEHH KMS £, RRGERELEAN  DELRLES,
EATRRUBRREE N 2 BBE.

Ei5 2 EE

AWS [E1F aws

Bl [ 15 aws-cn
AWS GovCloud (US) Regions aws-us-gov

THEH R RREBGRMS. ERAEAR 20 , FREASERNKS AWS IRF M 2EENE

M{E.

Java

// Create the discovery filter

DiscoveryFilter discoveryFilter = DiscoveryFilter.buildexr()
.partition("aws")
.accountIds(111122223333)
.build();

C#/ .NET

var discoveryFilter = new DiscoveryFilter
{

Partition = "aws",

AccountIds = 111122223333
};

Rust

// Create discovery filter

let discovery_filter = DiscoveryFilter::buildex()
.partition("aws")
.account_ids(111122223333)
.build()?;

B RREHEGM

22


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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EHZHFERE

£ AWS BERIENE SDK , BAILEATRNNZENRRSEEAF , SEFLRBERETNE
BERERAFRNE, ZEZHEFENER K Ft—LKEAREENZET/R , UARSHEFIAKEE
LER, o, FASHEFENEREIEERE AWS EREMNR SDK B 5 —1E {7 AR 25 i H0 25 R
FREGHNEND.

MREHNEREFEZBERAEBTMERE , B UEAEF—@ AWS KMS keyring BEBUFERE
REVTEHEZBEEREDPEANTRER. EEZHFAFRNBHRRARNER B AUREREM,
BMERESUREAEFARENER., MREAFEHERSILE ( Hl0 Amazon DynamoDB & #}
KHPNDEERS|IR ) #HAl , IEERSIREERS.

WA LAER AWS KMS keyring , AR REIHI AWS KMS keyring 1 RS EEA FE AWS KMS keys. 1R
BeEHAAFETHFILE AWS KMS |, BAge B EFEA AWS KMS BB keyring A4 FE L& 2 1K
AWS KMS, AWS KMS BEE S keyring R —BEBR=ZERRIBRAR , EBEAREE Amazon
DynamoDB ERl&RHH AWS KMS ZRED X , URNBNBRZREREANAERES XS\
BRI AWS KMS BUbARE, BAEER AWS KMS BB keyring EZRNEREHEEES
HY 1%

BEUBENER

AWS Database Encryption SDK FRZEEEZMESEEREBHIESHNERRER , 7EL
BEmMENisE MmIAeRZEINBEERE, T8 , AWS ERENZ SDK X EHENE
B, ELEEEUURLRMENFTHERURE. REGER—BESEE , ¥ SIGN_ONLY A
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT H{UimE KRS WHITEHNEN,

plan , MREEZHFERE  LAURBERVRENGEER  IRECEHENERTERERF SR
ZHiHk. MEBEFMER  FBREAZHEFEREFNER,

& AER AWS KMS BEE keyring REZ M HERER,
EERECEENEER , FRHETIE,

Java
BEEHRHERE
TrHEflEEERENEEEER , RABERCHRENBEHEE,

List<CompoundBeacon> compoundBeaconList = new ArraylList<>();
CompoundBeacon exampleCompoundBeacon = CompoundBeacon.builder()

ERZHEFERE 23
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.name (" compoundBeaconName")

.split(".")

.signed(signedPartList)

.constructors(constructorlList)

.build();
compoundBeaconList.add(exampleCompoundBeacon);

EERAER
TIHEHSECERAPLBERCHEENBMHETE, NFEERCFERINFRENR , F2REH

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.signedParts(signedPartlList)

.version(1l) // MUST be 1

.keyStore(keyStore)

.keySource(BeaconKeySource.builder()
.single(SingleKeyStore.builder()

.keyId(branchKeyId)
.cacheTTL(6000)
.build())
.build())
.build()
);
C#/ .NET

A2RATENEXESH - BeaconConfig.cs

BEEFER

THHFEECHENERARERN , REARERCHEENEMHBE,

var compoundBeaconList = new List<CompoundBeacon>();
var exampleCompoundBeacon = new CompoundBeacon
{
Name = "compoundBeaconName",
Split = ".",
Signed = signedPartlList,

BUKENER 24


https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/searchableencryption/complexexample/BeaconConfig.cs
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Constructors = constructorList
};

compoundBeaconList.Add(exampleCompoundBeacon);

EERAER
TIEHSEECFERAPLBERCHEENBMHETE, NFEERCFERINFRENR , F2REH

var beaconVersions = new List<BeaconVersion>

{

new BeaconVersion

{

StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1

KeyStore = keyStore,

KeySource = new BeaconKeySource

{
Single = new SingleKeyStore
{
KeyId = branchKeyId,
CacheTTL = 6000

BRI EAEELHERNFEPERCEZENENH. RMAEBREETREEEREATNEEFTERTE
ROEFINEMH, EBLHERCEENEN , EUUERESEEG R , RERESAESEFEERT
ERERAEEANY, MRERANTEFHACEENSTS2 —R , EUNECRECRACNAUBTETER
Bo BANEEBRBEETSERENME B,

NMRELHERCHEENEMHFE  AILERHEBAMBRE , LB EEENERETUESFERAR
PR AV FRE ATRE S o

(® Note

FELHERCHENEMHEE , BXAFER AWS EREMNE SDK 1Y 3.2 IR EHRA. £
SEEREMHBEMFE , BFRAFEIRERE.

BUKENER 25
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FEEZEFEENEEERE U ERCHEENBGEE,

EEEH
BEESHCEEREANER,
EXENEHEEBTRERNFERUNBEEE. MESETEEHARNEREHE,

2 EF T
AR BEREEEFREZHINF T,

DEFRELIHRECEECEERRR MU FEF,
EHEENBEHEE

WA EBEEEPIENEEEMML.

BEF,»HBXETEEE. RENFE, RELMEHFBIA SIGN_ONLYH
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT #f, REXARSRERBUENBLEE
RNFE5, WRENWEHFBBEIIRE , EALEBRIE , AWS ERENE SDK SBBFEAZER
HRRE. BMAIERERTEEREEEAEHERE. FEUUREANFE , EXARE N, 2
HENEEPRETMMECKENAHATUEGHEANTE., BEREAEERES B EESE
ERHNEAE D

BMEBRLRTELEERCEINES. MRERTEE-—BAESEETEACEZINS , &
AUEBEARER. ARERNH I TRERELHERNBTHRNFEREE.

Java

List<SignedPart> signedPartlList = new ArraylList<>);
SignedPart signedPartExample = SignedPart.builder()
.name("signedFieldName")
.prefix("s-")
.build();
signedPartlList.add(signedPartExample);

C#/ .NET

var signedPartsList = new List<SignedPart>

{

new SignedPart { Name = "signedFieldNamel", Prefix = "S-" },
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new SignedPart { Name = "signedFieldName2", Prefix = "SF-" }
13

BBERBE (EA)
HAEBRY  CLEBRAER TEENE4ATHHERENEFEESNFTRAAR,

MREREEERBHBFE , AWS ERENE SDK 8 EEENERE T I EREBHE
- AEREHAGKEFTEECESTHHFENIEFET

- FEMAEMSH

BEREN

BEZBRAFRERRANEHNHFEE  IERCHRECENES TN, ERRAMNI SK
MEEFENEFBEE -2, SEXsUEENDEZ o R,

SEEZBRBEMHETE —ECRENMAY Y EEZEHEEBRNEPESLE
EREM, flin, NREEEXE Fieldl, Fieldl.Field2M LEHEZME
EFieldl.Field2.Field3 , &A% Field2# fZicAField3&H , WE T —HEEBRE

BEEBRBSEAELE—BAXLENSD., RMABRBLESERBRENE B RALEE
B, UMEEEHPFEHABEGINS_WITHEHE F,

MREHEPEERELENENF  EERBRERY. ERREFCHKE  RENEEEERE
BRBBEERYEEERTUURREHNERS. cEERREBRB EEEBRBEENIE
FHEEER  YEAF-—ERIHNERRE. IRRIEERRERY , AFESKERE ALK,

FAERENSAZHEEEHENERRBIES , UARAREEMERER,
ERATIEFRIEEEHCHEBRBIFE,
1. ABECHENEABRYEBEN  LERREFEXRAH
ERREMSBBLEAREEEMUNBRE,
THEHREBIAA—EEHRERUERIERHBNS

Java

ConstructorPart fieldlConstructorPart = ConstructorPart.builder()
.name("Fieldl")
.required(true)
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.build();

C#/ .NET

var fieldlConstructorPart = new ConstructorPart { Name = "Fieldl", Required
= true };

2. HEREESENFEUNEBENENS  ABETENARBRIUECRENERESERRR,

Blan | INRIEAEELE Fieldl.Field2.Field3H L& Field4.Field2.Field3 , Bl#
AEREVMEZRBERE . FieldlF FieldsWEEEEME K RATHREMEFIERNEBRE
FESE,

Java

// Create a list for Fieldl.Field2.Field3 queries
List<ConstructorPart> fieldl23ConstructorPartList = new ArraylList<>();
fieldl23ConstructorPartList.add(fieldlConstructorPart);
fieldl23ConstructorPartList.add(field2ConstructorPart);
fieldl23ConstructorPartList.add(field3ConstructorPart);
Constructor fieldl23Constructor = Constructor.builder()
.parts(fieldl23ConstructorPartlList)
.build();
// Create a list for Field4.Field2.Fieldl queries
List<ConstructorPart> field421ConstructorPartList = new ArraylList<>();
field421ConstructorPartList.add(field4ConstructorPart);
field421ConstructorPartlList.add(field2ConstructorPart);
field421ConstructorPartList.add(fieldlConstructorPart);
Constructor field421Constructor = Constructor.builder()
.parts(field421ConstructorPartlList)
.build();

C#/ .NET

// Create a list for Fieldl.Field2.Field3 queries
var fieldl23ConstructorPartList = new Constructor

{

Parts = new List<ConstructorPart> { fieldlConstructorPart,
field2ConstructorPart, field3ConstructorPart }
};
// Create a list for Field4.Field2.Fieldl queries
var field42lConstructorPartList = new Constructor

{
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Parts = new List<ConstructorPart> { field4ConstructorPart,
field2ConstructorPart, fieldlConstructorPart }
};

3. BUEBKNEEE K HPGsGELSR2HEVYNFMEERBRE,

Java

List<Constructor> constructorList = new ArraylList<>();
constructorlList.add(fieldl123Constructor)
constructorList.add(field421Constructor)

C#/ NET

var constructorList = new List<Constructor>

{
fieldl23Constructor,
field421Constructor
};
4., BEEINCHEZN{EEconstructorListh , FEE .
BIURENEE
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AWS EREMNR SDK A S8 E K E

£ AWS EREME SDK F , £ EFMER Amazon DynamoDB E¥l &k |, AR EKE AWS KMS
keyring FIE AR EEER. SREREFTRBEADFERAEE keyring AWS KMS #1TZiBREZFR1E
FRER LR E,

CRENESRBNEERER keyring ARFITEHMBNREERNNZSH/N I, S8, 287
HRESEBIERATNIZSRANFTEEMN I X8, FATIXSBERTN I X SBMAK, BE
N keyring EASENZBREAE—NERNZSE  YERATEEBERATI ISR —SESH
RinZEGEERMELE. BER keyring BURMMERAT 9 X REIBEETE IR RSB ER IR
E.

SR EFHREMFNER
Key store (£ FHIE)

REPEEE R DynamoDB BRIk |, Hlin X R BN SRR 518,
GEALE

HBEME KMS €88, TEANREESREFHAETN I XSBNERER.
BXREW

ERFEANERSE  UITEGHNENK —SXEB8, ZUUE—EeRTFHREFEIZES X
SR, EBEs SR —RREE—BERPNIXEBRELR. FAF I XEREZFTNI X EH
R

P EBHTE B AWS KMS keys A kms:GenerateDataKeyWithoutPlaintext 4,

H—ERE®  ARNNBNFRERPEANERNZREE,

BERTRITEAIXTR, NFERITEEFNFMAER , FS2BAWS KMS BEE keyring £ i
A& o
ERMETR

ARIMBRIENER SR, FEEX keyring EASEMERBREAH —NERNZEE,
Beacon &8

RARELTRESNEEENENESR. NEFHES  F2EIESNE.
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BFRIEERAETH

ERATREREN AWS KMS BB keyring i , EREERTIAE , WERKERZRERA .

ETREFHEEESR

SHREHEEEEAEEVNEESBARERHAENREBN I SR, ERENEEEEEX
M —HiHAE LB EMEZ Amazon DynamoDB BRI XREEBAFUNEHAE, MIIEZ M —
EREGIERERESESRENERE |, HlI CreateKeyM VersionKey, BRAEEFERES
W EESERHITIE LR,

CreateKey R —EISHREMRIRIE , THEHTHI KMS £88 ARN ST ZEZNEREFREAEE., It
KMS SRAILEBUFTNERP I X, RMEJLRFGIBRENER , BA— B KMS £
MEESXTRTENE , BEERERE.

EREREERE

ERZHEARGF , SREXNEFAEISENS. BE, HEVNRIERNE | BiBMKE

X keyring B BTFREES, Rt , MR FERAEBFHERN Amazon DynamoDB &
ARNEBIA, ERFHECAEZEAZTEFIERRRERENATENERERE , fia
GetActiveBranchKey, GetBranchKeyVersion#l GetBeaconKey, fffiEEEF ] 2RE
REBRMMAEAN D &R,

EENERTFREDFRELSFER K IREARRRK , BUURTARRE, EENEREHRE

BEREARRE , BELIHTEEERE (CreateKey M VersionKey)o
MR ZEBEREEEEATIES»XERENEFHZE KMS €8 , EBENSBFHK
EFAEREHSREFREBELLETRR , MERREX keyring ATLAFE A Z{E KMS £,

BUSRENE

EEIDZSBBERAWS KMS BEE keyring 281 , BAERISHRENE  EREENRESX
£ 888 Amazon DynamoDB & ¥}&K,

/A Important

B MBRIRE 2 X £8H DynamoDB & flk, MREMBRILERIK , BREELBEFEAKE
I\ keyring MNZE M EAE

BB RREOF ] 5
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1Ef§ Amazon DynamoDB R ABERMPNEVERKER , FAIEERSIBMBEFRSIEBH TS
PVEFEE,

DEIEZES HEFRBI#
HEBERK branch-key-id type

BETREFHNERH

WHRMAEMEFHER DynamoDB ERRE , FHAFHEEBERERE SREFHEDFERIEENE
EERFRERRE, EESRFHERBTRASREHENRET , EF —EEAERIERRAE
ERE, SUA-REERFREDFHEEHENEESREFRERR.

DynamoDB ERZEZBMNBEE SR TR ER B2 LA Bone-to-one RS, BESBERERBIU
REREFNBETEREERRTHMEESR |, LUt DynamoDB ERIE#E., #HABESBETHRE
BB LLERZER DynamoDB ERRBBTE , ERZIBZHEEMN DynamoDB BRI R B BIEERRBE
SWENEZR., MRENERREBEREDIERE DynamoDB ER X R 2T | AEBESRENE
Z A LS ZFTH DynamoDB BRI RERE , UHEREEX keyring A UFREN B ERE,

ENEREESRENERBIEISHUZRBRBEN. EESREHEZBI UM EFN AWS KMS
CloudTrail B2 A tablename,

RESR

1. the section called ‘% E €@ FHEE/E
2. the section called “BM 9 X &8”

3. 3 AWS KMS B&E keyring
RETRTFHEEE

SREFHEBFEREFERAETHITHRE , URHE AWS KMS BB keyring ZIfAIEAERFHE
FAREFFPIHE KMS €88, AWS Database Encryption SDK X8 T3 &8 7k [EE)E/EH RS,

RESREFREEE 32
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Tk

ELHERTERTHER , ESREFEHREREFEAESE kmsConfiguration IR KMS
&8 ARN HHEABEM KMS €88, WRERIY., RAEFHIRIME s X EBEFETTEMN KMS €48
ARN , BB E 5 AR

WA LATE HISEZ EIE KMS £#8kmsConfiguration , (E£RMIWE(E ARN , 2EEE , 2R HF
ETEB KMS €8s X8, ZEEZETANESHEEEE SV ERMTLHERNZE
e EF A,

ELTERESREFHRERSER  BUURTHERE

(GetActiveBranchKey. GetBranchKeyVersion, GetBeaconKey) MIE R/ (CreateKey
M VersionKey), CreateKey R —EHHRERRE , M KMS €38 ARN FiEZEN SR
EFREAFEE., Ikt KMS €RANUBRIYFTNEAT S ZER, BRMAERERHERENTER,
HA—HB KMS £BfFBEERERE , REERERE,

73R

ERAREJRESBERESER , SBFRETUERAFIESBFKRESHEM AWS KMS
key ARN, i , EBFZEE KMS €8 , B8 ARN FHEFEEIEEFEHAN AWS KMS A F
W EFTETR , R AR,

ERERE eRTREETRRE , BEHTERRIE , fl0 CreateKeyH VersionKey, BREE
BTRANE, B, HENRIFRENAERE. WEFMER , 52 RBthe section called “B1E
RIKERNETA",

RELNEBEREEF
RESREREBDEZN , BREZ S THLREH

s RELEBHTWRE, WEFMERN , 382 Bthe section called “BIEHIXERRAVEFAI ",
- BEEESRBENESRR

DynamoDB ERZEZBMNBE SR TR ER B2 B4 A Bone-to-oneVRE, BESBEHNERR
DEBRESNBEETHREERKRTPHMEER , LAt DynamoDB ER#EE , EHRVIHE—E
FREERCARNELIEE, XA TSR ENERETEEMEN ZESRTHRESRR, NF
SHHMERA |, 52 Blogical key store name,
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RS

THEHFERETREFRERF. BLAEERA/ERFREN DynamoDB ERREHE, TWEMN
EABERE , UREBEEMNE KMS £#|EY KMS €88 ARN.

(® Note

ERERETRENERBE , FAAZEEEEN KMS £ ARN, CreateKey BEE#
KMS £ ARN FIEES X SREREAFFE. & KMS TRMEZHXTRERER , A
HEOLEMEREX R

Java

final KeyStore keystore = KeyStore.builder().KeyStoreConfig(
KeyStoreConfig.builder()
.ddbClient(DynamoDbClient.create())
.ddbTableName(keyStoreName)
.logicalKeyStoreName(logicalKeyStoreName)
.kmsClient(KmsClient.create())
.kmsConfiguration(KMSConfiguration.builder()
.kmsKeyArn(kmsKeyArn)
.build())
.build()).build();

C#/.NET

var kmsConfig = new KMSConfiguration { KmsKeyArn = kmsKeyArn };
var keystoreConfig = new KeyStoreConfig

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsConfiguration = kmsConfig,
DdbTableName = keyStoreName,
DdbClient = new AmazonDynamoDBClient(),
LogicalKeyStoreName = logicalKeyStoreName

};

var keystore = new KeyStore(keystoreConfig);

Rust

let sdk_config
aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
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let key_store_config = KeyStoreConfig::builder()
.kms_client(aws_sdk_kms::Client: :new(&sdk_config))
.ddb_client(aws_sdk_dynamodb: :Client: :new(&sdk_config))
.ddb_table_name(key_store_name)
.logical_key_store_name(logical_key store_name)
.kms_configuration(KmsConfiguration: :KmsKeyArn(kms_key_arn.to_string()))
.build()?;

let keystore = keystore_client::Client::from_conf(key_store_config)?;

IR

THEHERE RENSREFREDE. ELABEEBRAESRIFHREN DynamoDB ERREH , UKk
BETREFHNERRE.

Java

final KeyStore keystore = KeyStore.builder().KeyStoreConfig(
KeyStoreConfig.builder()

.ddbClient(DynamoDbClient.create())

.ddbTableName(keyStoreName)

.logicalKeyStoreName(logicalKeyStoreName)

.kmsClient(KmsClient.create())

.kmsConfiguration(KMSConfiguration.builder()
.discovery(Discovery.buildexr().build())
.build())

.build()).build();

C#/ NET

var keystoreConfig = new KeyStoreConfig

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsConfiguration = new KMSConfiguration {Discovery = new Discovery()},
DdbTableName = keyStoreName,
DdbClient = new AmazonDynamoDBClient(),
LogicalKeyStoreName = logicalKeyStoreName
I

var keystore = new KeyStore(keystoreConfig);
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Rust

let key_store_config = KeyStoreConfig::builder()
.kms_client(kms_client)
.ddb_client(ddb_client)
.ddb_table_name(key_store_name)
.logical_key_store_name(logical_key store_name)

.kms_configuration(KmsConfiguration: :Discovery(Discovery::builder().build()?))
.build()?;

BYFRAR DX TR

PREWRER AWS KMS $TEMNER &8 AWS KMS key , BEER keyring F At S IFE A i
THHILEE AWS KMS, EFAH X SBREFN I ISBIRAE, FBEX keyring A B EMMEFE R
ELXH-—WERSE K UEATEREAF I ISRNE —SESBRNZEEER S8,
EEEITINNERSD IS8 BV EAFENCSBERERE, CreatekKey 2R—EIEHKRERERE ,
A SRERESEHRETIEEN KMS £ ARN HTiBZ SR8 EFREARTEFE. A% , KVS £8<
RARELEFTNERAT IS8, RPBRBLRALELRENEFR , A —B KMS £R8FIBEESB/EN
&, MEEMBRE,

RPEBEEBEAERIEFFEPA KeyStore Admin REEM CreateKeyi®E, W HZEFELHE

EENREEY.
AAEERTHEPEYSXTR, WERTRESER

- Y EITTALERN L AWS KMS
- ESMTREPEHE AWS KMS #9 2@ 3017 /0
- ¥#&ix DynamoDB & #5&k K % (@ TransactWriteltems WAL,

CreateKey BFE&ETransactWriteItems P I EHRERE , U LBEREN ST XER. T
B, EERTEPEYSRDTEEREREARNRETIBENKREERE,

B LUESREREDAFIE—@E KMS €68 | t A UEHREESBERESEHREDIEEN KMS
£ ARN Y CreateKeyERFN | LAFIIHZME KMS £, MREAFIEHZEKMS 288 , &
NEREHEFAERZARERTHERENEEE , UEMMTUETERN SR ETFRERFERT
MAAFIHNEH®, WEFHMER , 52 Bthe section called “FRESBEREEE,
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FREEHY 3T A]

EBEBVS X8, £FEEkms:GenerateDataKeyWithoutPlaintext 1 kms:ReEncrypt ¥l

BYSXEHR

THRESEALCESREHESEHEETIEEN KMS SREBIFNEAST S, B , XWiSER+T S
XEBTEEHALSWTFHERN DynamoDB & #lk,

B8R BCreateKey , BAILLERERRE T FIiZAE,

branchKeyIdentifier : E&BE] branch-key-id,

EEE T BF] branch-key-id , BB 4B encryptionContext ZEF I EHMMBRE,

- encryptionContext : Ex—HEANIEREZSR/EY , &
kms:GenerateDataKeyWithoutPlaintext FEIY AR B NZ A B PR EENNBRFER (AAD),

WEANMBRRBZL aws-crypto-ec: FEE TR

Java

final Map<String, String> additionalEncryptionContext =
Collections.singletonMap("Additional Encryption Context for",
"custom branch key id");

final String BranchKey = keystore.CreateKey(
CreateKeyInput.builder()
.branchKeyIdentifier(custom-branch-key-id) //OPTIONAL
.encryptionContext(additionalEncryptionContext) //OPTIONAL

.build()).branchKeyIdentifier();

C#/.NET

var additionalEncryptionContext = new Dictionary<string, string>();
additionalEncryptionContext.Add("Additional Encryption Context for", "custom
branch key id");

var branchKeyId = keystore.CreateKey(new CreateKeyInput

{
BranchKeyIdentifier = "custom-branch-key-id", // OPTIONAL
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EncryptionContext = additionalEncryptionContext // OPTIONAL
1);

Rust

let additional_encryption_context = HashMap::from([

("Additional Encryption Context for".to_string(), "custom branch key
id".to_string())
1);

let branch_key_id = keystore.create_key()
.branch_key_identifier("custom-branch-key-id") // OPTIONAL
.encryption_context(additional_encryption_context) // OPTIONAL
.send()
.await?
.branch_key_identifier
.unwrap();

B, CreateKeyBRESELETIIE,

5 4 WRHVIE A ME—F BT (UUID) branch-key-id ( BRIEEIEE T BET branch-key-id).
« DX EMRANE 4 Bk UUID
+ ISO 8601 HEfMEFEE N timestampty , ABEBRZER (UTC) BE1{L,

A&, CreateKeyBRMESEA TIFERMI kms:GenerateDataKeyWithoutPlaintext,

"EncryptionContext": {
"branch-key-id" : "branch-key-id",
"type" : "type",
"create-time" : "timestamp",
"logical-key-store-name" : "the logical table name for your key store",
"kms-arn" : the KMS key ARN,
"hierarchy-version" : "1",
"aws-crypto-ec:contextKey": "contextValue"
3,
"KeyId": "the KMS key ARN you specified in your key store actions",
"NumberOfBytes": "32"

BYDXER
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@® Note
CreateKey BEEERVEAT S SR NEETR , IELAHREEREREATESM
%, EMELRBTRELNESRERED, WEHEEFR , F2EAEHRER keyring 1T
Al = Nz,

EE | CreateKeyiRESMM kms:ReEncrypt , BB EFHMBRBREL 7 X SBNERAFREE,

B#% , CreateKeyZ{EEMIY ddb : TransactWriteltems REAFIER , ZEESREEELE 2 F
BUMERKRTN I 28, HEEEETIBM,

"branch-key-id" : branch-key-id,

"type" : "branch:ACTIVE",

"enc" : the branch key returned by the GenerateDataKeyWithoutPlaintext call,
"version": "branch:version:the branch key version UUID",

"create-time" : "timestamp",

"kms-arn" : "the KMS key ARN you specified in Step 1",

"hierarchy-version" : "1",

"aws-crypto-ec:contextKey": "contextValue"

WIRER P D XS8R

BED R -RRARE—EERTRE. —BRME  SEFEATDXERRAIBERARHZZEH
R, ER , !&TLXE“:%UE*EE%VE%#J IRERNEE , YHEMER T D X SR|MAVWIRIER,

DXER/IGARMBEXFER TR, CHAARTENBREXFERTRNE—IRER, BLER
TTEREFEELEHE—N 2 U THIRSR  BEF 28 BUEANERY, ERTIXERTUERR
RERERRECMITERB 79 B/ VEHIR 2°° A —aR SR, RAESEBIERE  BHRER
FENRARNBAFER , BURFEEWMBEATHNIZER.

DRERNVERAPRASRFEATRE , BEREEEBRAL, BERNERT S XSRTEARNIT
MERE , HEEARTEFNETRER  BNATUEICHLRESESRREZCHEERPM
ZNERER.
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/A Warning

ERRREPMBRD XERMRTIITERN, EEEERCMBRN D xR, ELERAERES

MprEBFHELEEMEE ID N2 XERET , TRSHETIHE !

- ERPAESITHERN TREEREETRIFH
BEARERIHTHEARSEACHEBRN D XSREMBER

- EAERBRD IMBRNEREERR

=

BEMIERESAREPNINBR R

- RV DX EWZE , FFERMEE keyring 2E T
- REEREERE D XE® IDs

FrEMET A
EERBRD L8 , BLEEKms:GenerateDataKeyWithoutPlaintext 1 kms:ReEncrypt ¥l
WBRIERT D X &8

£ VersionKeyBRERBRIEA TN 2 28, ELBHPEAT I ZSRE  FEUFTNI S8
DR R IR AR, ERWRER T2 X8I | branch-key-id T28#F, E&MFLW Bbranch-
key-id , XEIEETHKB B HIEAR DX E8H VersionKey,

Java

keystore.VersionKey(
VersionKeyInput.builder()
.branchKeyIdentifier("branch-key-id")
.build()
);
C#/ .NET
keystore.VersionKey(new VersionKeyInput{BranchKeyIdentifier = branchKeyId});

Rust

keystore.version_key()
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.branch_key_identifier(branch_key_id)
.send()
.await?;
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Keyring

BMMAFRMERECENRmE A AWS EREME SDK, BB ASERNIREHEE
DynamoDB 1% A Fir & #.

AWS Database Encryption SDK £/ keyring REITTEE INE . Keyring EE%, MEBERBZERE
W, Keyring BREREBSEMELHENH —ERSBORE , URNBZER BN IESR. B
LAE DR B S TE keyring , W MR EFIE EM B R TR keyringo

&) LB B 68 A B 18 keyring 2 S keyring A Z E keyring. H#ARLH keyring AIMAEE, MEK
BZERESE b BUREEERTERNT —EISERIEN keyring , HINNREEEERSBH keyring , I
#&# keyring B2 E it keyring & Ao

BMEBEEA keyring RRBENTE SR , UEZLRBALTERRERE , Hl20 AWS KMS
keyring , A AWS KMS keys KIEFT&E AWS Key Management Service(AWS KMS) EH K %
MREE, BBAILURE keyring , & keyring ERFHREBERZ2EHE (HSMs) FHBE S8 T HA
FERIRBRE.

B keyring B REREBER RN IE TR, SRRELNER, ERAHENEIBMERETLNS
KR, STRCHASERZSEHE (HSM) SIeREEERZRREBNTESHR |, Fl0 AWS Key
Management Service(AWS KMS) 1y KMS &8s i inZ &MAWS CloudHSM,

AWS Database Encryption SDK 12 Z{# keyring 1 keyring #1588 , AT LA I B 2 89 BET keyringo
B L BT S EHER A EER 2 — R Z @ keyring B9% keyring,

&

* keyring B{AE4E

. AWS KMS keyring

« AWS KMS FEE = keyring
« AWS KMS ECDH keyring
« JRIR AES keyring

- JRIA RSA keyring

- JR# ECDH keyring

« % & keyring
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keyring ZI1aliE{E

EMWAFRMEZEEXECEHN BB A AWS EREMS SDK. WHBABERNREHEER
DynamoDB 1n%: f F w8 E#lo

ELTEENERMBNZBEALE , AWS EREMZE SDK &4 keyring EXRMZEER, keyring &
EfXFERS®,. B keyring PEESESH/MENERSBELR , UREERSH/EEEHN MAC
©488. AWS Database Encryption SDK F A X FEB|RMFZER , REBRUREBRBIBRMAEXFE
ERER, A%, AWS EREMNR SDK #i8 7T ERER  HhaEamENER BN EER , 4
minZAMEBRER. AWS EREMNR SDK £ MAC SBRETEMERFASREE (HMACs) , M3k
MEHERAIZEE( , AR IZETRA ENCRYPT_AND_SIGNE MIFT B HISIGN_ONLY,

ERMEERE , B AEREARMNZEREEM keyring , HAREM keyring. EEMEER , %R
keyring A ZBRESAZELINZR keyring P ED — AR L L8,

AWS EREME SDK S MBNER S|UEM BHEREEZE keyring , W E K keyring f#25 H 1T
—E£i#8, keyring FRHTESBRAZEHP—FENBENER SR 6 UERMAXFTEREE®., AWS
Database Encryption SDK N FE R SR KMBFRE R, MR keyring PR ETMTE ST LUAR
REMAMZENERSE® , ARZRIES KM,

BRI AEFE — keyring , B AT A MHERER R TEERM keyring BE K Z E keyring, EEMEER
B , ZE keyring BEEHBRZ E keyring WFTE keyring FFIE SR SRBMBZNER SBER | L
REERSIHEBBIN MAC £58, B LUER keyring B % keyring PHVE— B2 H S8R AR
&8,

AWS KMS keyring

BMMAFREMERNECENRmE A AWS EREMR SDK, tEZASERNIREHEE
DynamoDB 1% A Fir &M,

AWS KMS keyring £ B M RIELTE RSA AWS KMS keys REL, MBMBEHEHSH/, AWS
Key Management Service (AWS KMS) 2R E&RH KMS €18 , W7 FIPS BRAFITEHRERE.
RPEBERTAEFER AWS KMS keyring SREE B UL 2 BMM keyringo
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BB LATE AWS KMS keyring REREBEZ B KMS €18, NEFAZ EENFMAERAFEH]
AWS KMS keys , 528 FF2 BE AWS KVS keys, MESEHSBIEMET , FSH (AWS
Key Management Service B ABEmM) PHFEAZEEHEE,

AWS KMS keyring I A B EMERENTE SR -

- BARER  EERNFEHSRIEENE, MZEERH keyring KRB —EELER TR,

- Ht2Hl MBRELRERELENHNZERER. AWS KMS keyrings TR EEHZEHME
R

BN BEREELRSR MR HE, B AWS KMS keyring RE—1E AWS KMS €881 | i8S
AREELEMMZERSE,

ERFF A keyring —# , AWS KMS keyring AISABIERA , th a] AR KA RFEE A EH M keyring
P EERA,

FE

« AWS KMS keyring B9 % EFF

£ AWS KMS keyring AWS KMS keys F 5Bl
3 AWS KMS keyring

F A ZEE AWS KMS keys

/8 AWS KMS &3 keyring

£/ AWS KMS EF#RZ keyring

AWS KMS keyring K94 ZEFF 1]

AWS EREME SDK FEE , AWS tRF T @RBEEM AWS BF. T8 , HEFEM AWS KMS
keyring , EE keyring AWS KMS keys F #J AWS 1RF M TSI HEF T

o HEMFEH AWS KMS keyring IN% , BEEE4EE S8 LM kms:GenerateDataKey 571, BEE
AWS KMS keyring AT B HAib £ 88HY kms:Encrypt FF 7,

- BEMEM AWS KMS keyring &% , BEE AWS KMS keyring F E2 — B &£ kms:Decrypt FF
A,

- ZEMFHAH AWS KMS keyring #EREIZ keyring TN | BEEELE ST keyring FEERFSBY
kms:GenerateDataKey §F . BB EFTAEH M AWS KMS keyring FFTE H it £#§#) kms:Encrypt
A
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- BEFEAELTE RSA AWS KMS keyring 1% , R EE kms:GenerateDataKey 5 kms:Encrypt ,
RAEBNEEREY keyring HIEEERARMNEBNLE SR/ EL, ﬁﬁlﬂ: keyring MR SHEITEM
AWS KMS H1Y, EEFEHAIFHETE RSA AWS KMS keyring 8% , BEE kms:Decrypt #F 7,

ME Fra R FFMERR AWS KMS keys , 582 ( AWS Key Management Service B# A B ERM) &
05 5 BENFEES,

£ AWS KMS keyring AWS KMS keys A58 Al

AWS KMS keyring AT LA B & —=HZ @ AWS KMS keys, &ZEE AWS KMS keyring AWS KMS key &
BE |, BEAXEN AWS KMS 83 BIRF . Bar LA RE B keyring AWS KMS key # #9 &858 5l
el RENESEEMERMTE. NF S\HBFHFMER AWS KMS key , 28  AWS Key
Management Service FiE A B188) DS H|EFITT.

REBRREEASKEARNEERNBEZREBRMT.

- BEMFEH AWS KMS keyring 1% , @A AERA £ ID. £ ARN, BIZHABHEIE ARN RiN%

® Note

WMRIEFEINE keyring FIETE KMS IRAVAIB A BIEIE ARN |, IIZRESHE B w1E251H
BN £ ARN RFENFRERSRNPEER T, ETERENE. HNENEETS
FERRBEMZEN RN KMS £18,

- ZEMFEH AWS KMS keyring 8% , B4 EEF 88 ARN R B AWS KMS keys, MEFFMHER ,
ESHEMTESR,

o ERARIMBNERN keyring F , BULEFEH S8 ARN K& Bl AWS KMS keyso

BEE | AWS BREMNZ SDK 2188 AWS KMS keyring AWS KMS key , Sk Al fi# 53 H th — @0
RER BN, EEME , AWS ERENER SDK €8 RERTMESEMZRER SBFER THE
o

« AWS Database Encryption SDK & {41 #HE R K P4 & BIES AWS KMS key INZEE R /2 WE
#® ARN,

« AWS Database Encryption SDK €# & AWS KMS key EGHAF £ ARN B 2 keyringo
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. WRTE keyring B E| AWS KMS key BB L ARN 8 , AWS EREMZE SDK AWS KMS
SER FH KMS EBREZNBNERSIB,

- BRIEHRIT —EMZENERER (MREB).

3 AWS KMS keyring

B LAEAMERE AWS KMS key AR AWS tRF Rl AWS KMS keys AR E — = %l REXZESE
AWS KMS keyring AWS B35, AWS KMS key 4 E ¥ B INZEE£® (SYMMETRIC_DEFAULT) 3E¥
B RSAKMS £, Bt LEAYBMERS EE KMS £, ERES AWS KMS keyring 7 £ F
— =X %@ keyring, ??7?

ST LR M INZ R ERH AWS KMS keyring , AT UE I HPI AR MBRAEZH AWS KMS
keyring, E#&E AWS KMS keyring RINEZEE R , X AEEELRSHR , ERARELEMAXFER
SWMAAEINZE AWSKMS key 1Y . EREBEHZE LH KMS £REEB. AR, WREEE , &9
LI EHEAM AWS KMS keys RINZHEENME X FER IR, BEBRB I keyring REMMBRAL |
BE AW AER keyring BB EEE D — 1B keyring F AWS KMS keys EEZH = no AWS KMS keys,

( RHE 9 AWS KMS keyring AWS KMS keys BBBAWS KMS 3 keyringo )

Iz keyring = multi-keyring FIFTE TESBELAEHMBZER €|, WREM IR SW/EE
e, mBAEERK, Hit , HELEREE keyring FFIE B MLEFT, MREFEARE
keyring EEMBRERHE S keyring PINBRER |, MBRIEE KK,

THEHIER CreateAwsKmsMrkMultikKeyring A £ EEHBINE KMS €881 AWS KMS
keyringo CreateAwsKmsMrkMultiKeyring FEAEBEEE I AWS KMS A FiR , R keyring A
FREEE-—EFNZEHSE, ELEHHFEASHE ARNs REFI KMS £i8, MEFFHMEHR , F2
BI7E AWS KMS keyring AWS KMS keys 5% 3

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.buildex()
.generator(kmsKeyArn)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
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C#/.NET

Rust

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput
{
Generator = kmsKeyArn
};
var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

let provider_config = MaterialProvidersConfig::buildexr().build()?;
let mat_prov = client::Client::from_conf(provider_config)?;
let kms_keyring = mat_prov

.create_aws_kms_mrk_multi_keyring()

.generator(kms_key_id)

.send()

.await?;

THEBFIEA CreateAwsKmsRsaKeyring 22 EH LB RSA KMS £#8H AWS KMS
keyring, &E# 3 IE¥FE RSA AWS KMS keyring , B2 T HE,

kmsClient : B #H AWS KMS A F i

kmsKeyID : B8 RSA KMS €81 €88 ARN

publicKey : UTF-8 #w#§ PEM &3 #) ByteBuffer , K RIGBEHR 2 SR/ E L8 kmsKeyID
encryptionAlgorithm : MNZEEEX4A A RSAES_OAEP_SHA_2563% RSAES_OAEP_SHA_1

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsRsaKeyringInput createAwsKmsRsaKeyringInput =
CreateAwsKmsRsaKeyringInput.builder()
.kmsClient(KmsClient.create())
.kmsKeyId(rsakMSKeyArn)
.publicKey(publicKey)
.encryptionAlgorithm(EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256)
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.build();
IKeyring awsKmsRsaKeyring =
matProv.CreateAwsKmsRsaKeyring(createAwsKmsRsaKeyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsRsaKeyringInput = new CreateAwsKmsRsaKeyringInput
{

KmsClient = new AmazonKeyManagementServiceClient(),

KmsKeyId = rsakMSKeyArn,

PublicKey = publicKey,

EncryptionAlgorithm = EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256
};
IKeyring awsKmsRsaKeyring =
matProv.CreateAwsKmsRsaKeyring(createAwsKmsRsaKeyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
let sdk_config =
aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let kms_rsa_keyring = mpl
.create_aws_kms_rsa_keyring()
.kms_key_id(rsa_kms_key_arn)
.public_key(public_key)

.encryption_algorithm(aws_sdk_kms: :types: :EncryptionAlgorithmSpec: :RsaesOaepSha256)
.kms_client(aws_sdk_kms::Client: :new(&sdk_config))
.send()
.await?;

£ F % [E15 AWS KMS keys

B LAE A Z [EIE AWS KMS keys A AWS EREMNE SDK FH 3£ S8, WREFEAZEES
WETINE AWS B , BITTAERATE FHERS EHSRETHRE AWS B,

% B KMS 282 —7FRE AWS KMS keys 1 AWS Ei5, , EEHBENSHMENEH D, 57
DERELHEREESER R EMETAEERRMEN SR — K. ZEHSBIEERNKHERNE
HERG , BERFFTEET—EAESPNE , Y EFTFAEHIHEE K MEFTETEREFY AWS KMS,
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WEZEHSHBNMEBREN , F28 ( AWS Key Management Service BiE ABIEE) FHNEAZE
HER.

ABTXEZEFHESHE , AWS EREIZ SDK AWS KMS multi-Region-aware
keyringo CreateAwsKmsMrkMultiKeyring FZERRZEE—ESNZEHER,

- HRE—EFHEI® , multi-Region-aware 5 1T BB LA E — [E15 AWS KMS keyring. EREBE
AFANBERNE - EBEHESRREZME T, /7T EHLERN AWS KMS keyring B85 , RMER
BESXEREBME KMS €86 H CreateAwsKmsMrkMultiKeyring’s ik,

- HNZEFHEI® , multi-Region-awarefFEEESFAEMNZEERNZ EBEH SR , IELIEBEN
BT ERAERNZEESBRBENBRXTE,

ERAZME KMS €88 multi-Region-aware keyring & , SO ELHAE—EEHEBNZEEHSE
W, TR, ZRER—EHENZESERTEE—ELR. WREEAMEENER D EEZETHR
BAA EERAEUE R,

THIEHIEHZEE KMS €882 AWS KMS keyring, SHISSZEESRIEERAELRSE I
BE-—EBREHEBEER TR,

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(multiRegionKeyArn)
.kmsKeyIds(Collections.singletonList(kmsKeyArn))
.build();
IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput
{

Generator = multiRegionKeyArn,

KmsKeyIds = new List<String> { kmsKeyArn }

i
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var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let aws_kms_mrk_multi_keyring = mpl
.create_aws_kms_mrk_multi_keyring()
.generator(multiRegion_key_arn)
.kms_key_ids(vec![key_arn.to_string()])
.send()
.await?;

EEEAZES AWS KMS keyring B , BRI EEBREXN THBENEXFIREZER ., EEUBREE
XMEBEMBEXTF , FELEREBNEXFHNESF , FAHEBEZEFSSBNSHR ARN HITERBLLSE
Hmulti-Region-awareff ik, MREEFRNEIFFIEEHBAZ BB SR/ EHE® ARN (a0, 2&n

EHE ) , multi-Region-awarefF 55k & A L 1T ¥ [EiF 2 AWS KMS keyo

EBEER THER , multi-Region-aware i EE £ ARN, EREZRESHEBSEZS BN
_1$$ﬁ ARNO

BRI AR AWS KMS Z EEeBEREERNPHE, EREEXFHBEZR , ZFFEETMH AWS
KMS keys, ( INEE—[E1E AWS KMS R keyring WER , FF2B FH AWS KMS # 3 keyringo )

NREERAZEFSBMNE , REEXFHmulti-Region-aware F S ERFEA AR EFFHBEN SR
BEWMMEZ, WRTEFHE , FUSKRM ERREAP , AWS ERENE SDK TS EEH AR
ENZEHERETERERFWU,

FH AWS KMS &% keyring

RZE  REBERRETE AWS EREMR SDK AIMEANSE SR, EEERILREER , B
F AWS KMS f#% keyring , #% AWS KMS B £ RBRFHACIEENE®R, T8 , BHAUEIAWS
KMS &% keyring , BB R T IEEE AL LM|MH AWS KMS keyringo

AWS Database Encryption SDK & AWS KMS % [Ei5] £ 812 2% AWS KMS 3 keyring FRR
keyring, MFHEE AWS EREMNE SDK FAZEFHESRNVFHEN , F28 £HZEE AWS KMS

ke! o
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HRTEEEAMNSESER , ;RE keyring BENZER, MREFEARR keyring EFMBRE R R
% keyring FIIERER , MBERESRM

FRBRES | R3] keyring 38 AWS EHRIE MR SDK 5 AWS KMS key tnZZH) AWS KMS RER
BEEANENER SR  ERHEHETINETRFIZEE AWS KMS key, IR BEFIEES
kms :Decrypt&F Al T AWS KMS keyo

/A Important

MRIBEREZZ keyring FEBE AWS KMS #RE keyring , BI#RZE keyring & B % keyring
R HE At keyring IEEMFTE KMS £8RHl. ?7?% keyring 1T R LA H BRI R IKH
keyring, MREFEAIREK keyring EFMBEE R RIS keyring FIMZEER , MBFREF LK

AWS Database Encryption SDK &G B Rt T AWS KMS &% keyring, F18 , ERTIERER ,
ERLETREREABERFIN keyring.

- EEM - &K AWS KMS keyring B LA F AR INZE M BHER P E R S BHAEM AWS KMS key , R
ERRAEEFERAZSH® AWS KMS key FRZMIFTA], EARER R I AWS KMS key ATEEH
B, fltn , EP—@AmMBENERSB AR S EBRTZLNERN TINE AWS KMS key , fERIAERH
LAERA.

- FEEFMEE - KR AWS KMS keyring AIgeLtb H At keyring BAEEEE , B A AWS Database
Encryption SDK @ EXEMREMEMEZENER £ , TIE AWS KMS keys EHAM AWS tRF # B
hIIZMER £ A AWS KMS keys it AEREH HITER,

MREERRR keyring , RPIBBEERARREBZRRRE KMS 88, ELESWMITARNIEE AWS
tRFE M 2EEPNER. WFESKIKRF ID MO EEARA , F2E FAEE AWS IRF &M ARN

EAWS - ﬂgéﬁ% o

THREXNBEFIEFEA AWS KMS HREENZGHRAITEBLIRE keyring , # AWS EREMZE SDK
A LAERH KMS £88REIfEaws 0 ENERN111122223333& FIMRE R E KMS €88,

FAKENE 2 , FEEH AWSIRF Mo EEEIRARA AWS IRF Mo EENERE. MREN
KMS £ R EIEE , FFEMaws-cn2BEE, WREH KMS €807 - AWS GovCloud (US)
Regions , &8 Aaws-us-govo EIEEH, HRAEHM AWS B , FFEHaws 2 E[EE,

Java

// Create discovery filter
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DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.builder()
.discoveryFilter(discoveryFilter)
.build();
IKeyring decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

C#/ .NET

// Create discovery filter
var discoveryFilter = new DiscoveryFilter
{
Partition = "aws",
AccountIds = 111122223333
};
// Create the discovery keyring
var createAwsKmsMrkDiscoveryMultiKeyringInput = new
CreateAwsKmsMrkDiscoveryMultiKeyringInput
{
DiscoveryFilter = discoveryFilter
};
var decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

Rust

// Create discovery filter

let discovery_filter = DiscoveryFilter::buildex()
.partition("aws")
.account_ids(111122223333)
.build()?;

// Create the discovery keyring

let decrypt_keyring = mpl
.create_aws_kms_mrk_discovery_multi_keyring()
.discovery_filter(discovery_filter)
.send()
.await?;
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£ AWS KMS EEi#RZE keyring

AWS KMS EIFIRFE keyring BT EE KMS €88 ARNs keyring. #Ritt , © A AWS EREMZR
SDK A KMS £ RF% AWS [EiF,

£/ AWS KMS EIEIRE keyring SR8 , AWS BB EMNZ SDK 2 RTEIEE AWS KMS key #
B TNBENEAMBEERSH AWS BiF, EEMRT , BEAXEEZNHBER SR AWS EF NIEE
AWS KMS keys # , #BZE D — 1l Bkms :DecryptFFil,

MEHAIRE keyring , BIFIRE keyring TEHEME, CREERBNZNBUSSI BN, MRE
ERARMBZRMBRNZ keyring PEFAEEIRE keyring , AIREEEZEFIEN. NREFHAZEST
REK keyring EBEIMBRERRIEZ keyring FIMBRER , MBIRES KK,

/A Important

MRIBIEMRZZ keyring FEE AWS KMS EBIFIRE keyring , BEIRE keyring BB B %
keyring R E At keyring IEEMNFIE KMS £®ERHl. ?777% keyring 1T ABELUAH R HI&E
M keyringe AWS KMS % keyring &% keyring fEAK , TEEEME,

AWS Database Encryption SDK F#Y [EIFIRER keyring EREMFAEEEE T KMS SBETHEZ,
BERERRR keyring B , WA LUE AWS KMS A Fis LEE Bif, EL AWS EREMR SDK BE
FeikEEE®E KMS 18 , H AWS KMS & BUEEEH I KMS £ HER,

MREMERRR keyring , BMRBEEARAERGA | BIREFAH KMS SMBHBIEE AWS
IEF R SBERH L.

Bl THRABSERREZEZRIFGETL AWS KMS EBIFHIRRE keyring. It keyring #% AWS & ¥ E
tna: SDK BR&IAZEFESE ( B ) EE (us-west-2) IRF 111122223333 Ffy KMS £48,

Java

// Create the discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.buildexr()
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.discoveryFilter(discoveryFilter)

.regions("us-west-2")

.build();
IKeyring decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

C#/.NET

// Create discovery filter
var discoveryFilter = new DiscoveryFilter
{
Partition = "aws",
AccountIds = 111122223333
};
// Create the discovery keyring
var createAwsKmsMrkDiscoveryMultiKeyringInput = new
CreateAwsKmsMrkDiscoveryMultiKeyringInput
{
DiscoveryFilter = discoveryFilter,
Regions = us-west-2
b7
var decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

Rust

// Create discovery filter

let discovery_filter = DiscoveryFilter::buildex()
.partition("aws")
.account_ids(111122223333)
.build()?;

// Create the discovery keyring

let decrypt_keyring = mpl
.create_aws_kms_mrk_discovery_multi_keyring()
.discovery_filter(discovery_filter)
.regions(us-west-2)
.send()
.await?;
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AWS KMS FEE 3 keyring

BHMAFRMERNECEHRmE A AWS EREME SDK, tEZASERNIREHEE
DynamoDB 1% A Firf &M,

(® Note

H2023%7 824 B, APTXEEFABRASHEREEYINS XER, BUFTNDI SR ,
DREERECERZEASRENBREINSRERE,

£/ AWS KMS FEE keyring , BRI UEHBMNE KMS B TREZBREZFER , MEFE AWS
KMS E8AMESBELRERTL , HREERYE HFURESFENEARER AWSKMS | IR AT
EEFRRLEREREENMTERHZEERNEARS | EREENRE,

PEE I keyring R —BEIBHFEEERNRIERE R |, FAHREE Amazon DynamoDB EXlFZHH AWS
KMS SRED X8 , ARLAEREARNENRZREN D ZEBER | URD AWS KMS IR
2, DynamoDB ERlRMASBIENE K TEENREBEI R, CEEREATN I ZEBNME
Emf 28, FATFIZSBERHN D XSWRE, BEX keyring EABEMBEFEREAK
—HERMZSEH  UFEATEEEAT ISRV H SRS/ RNESEERMEZE SR, BEX
keyring BURAERA P 9D X REIREHTHETERS|IBHEINEE,

FEE X keyring BEEEABEDS XEWMBRARBESEFR, BR , BAUEFNEREREAP DX
SWNEE , YHEERAT S XERVBIRER, 2XSRNERATREIERFHEATRE , BEZEE
H@inAit, BEMNEATD XERTEARYTNERE | BOHAIUEHLARBEZRE,

ERHITREBICREE keyring i , EEEVABIRE, B EERERES , ERSXSWERER
BRI E AR LR, AEE BRI RREBH, BB keyring & AWS KMS FEI — & REF =
DxE&tE | WE BEPE—RIEE branch-key-id A& o XM, A% K sXEeBERSE
FREARERES  WEEREARIEE WATEMENFEZERE , branch-key-idEF{RENPR H/iBHA
AHlt, EREREFERD X8R AWS KMS FL, #lin | FEE 15 2 ERIRER#,
MREEZREPRFIREIT 10 , 000 EMZBIRIE |, Eif AWS KMS keyring #FEE#4T 10, 000 )X
AWS KMS FERY | BURZ 10 , 000 EnZiRE, MRES—EERD branch-key-id , BIEER
keyring REEMM —X AWS KMS , LUmE 10, 000 @EinZigkE,

AERIESMZERERBZERN T, MBRERNRFEATIXSR/ASTA , YERFERARAEN
ZRE , EFREREBH AL, BRERRENERUPEERPHABND XEH D MRAFEEM

AWS KMS FEE= keyring 55



AWS BB EZE SDK AR

K, WEEEEFANES S8 ID MIRAHEBNFERZRE , BERREPEHEIHAL, REIRER
—RAI L\ FEHAERE D X BN ZERA, EAREREEREAMER Bbranch key ID supplier , &t AT LA
—RBFEEREZEEAT ISR/ S ZSBEH,

(® Note
AWS EREMZ SDK FIZEIMNFTEREE R keyring #8& AWS KMS BEE = keyring.

&

- BEFR

. FRIGH

- FREMEH

- EERE

- BEVPRERE keyring

- FERAREB keyring T ESHMNE

BRI

THZELSHERRAMBERN keyring AEES MBZEFMBEZER , AR keyring £ I35 F #& 12 EFT Y
RN, NETERSWITENMELFTERSBNEZEFOEMEFMEENR , FSEAWS KMS EER
keyring H T #HE o

nEMEE
THZESHERBARER keyring MAEESMEZERALITEM—N TR SR,

1. MBHESEMEE keyring B MBRE R, keyring EEAMNFZER SR  ABRREAB IR
EEREENN D ZSBMBREETESR, WREERNIZEBME | keyring EREETS
R 4,

2. MEREERNDXZESBME  BER keyring EEHEAT I LBNSBERE,

a. TWMEMESFUY AWS KMS REZERT IR , WERNHEXFEAF D XER, &5
FERP I XERNEREFINL , SUEBZW P RAEINCBEER (AAD) AWS KMS,

b. TRENESEEMXFIZEB/NBRITHER , SN0 X EWRA,
3. PBERE keyring EHE T XEWMME (MXFOXEB/ND XEWBRAE ) , A THBEIRTFR
FEABRER,
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4. BEEN keyring ERMNF X EWRA 16 (L T/EMEH salt fTEM-—NIREW/, SEATENS
KERMRMBMNFZERSRVEIA.

MBRFEERAMZERRNBMEFC K, WEMMAE AWS EREMNE SDK HINEMEFLCHNF
WMER , FSRANENEE.

R B
THZELHERRAEEN keyring MMAHESHEBRERNNBBZMBNER TR,

1. BEFZSENZCHZNERERMUABINEZNER SR , WEHEEZEEN keyring.

2. BB keyring BRI MBERNSRNERERFIL , BEDIEW|MRA, 16 LTl salt , A
RERERSRMAMBENHMER,

MEFHMEF , FSEAWS KMS BEE keyring B ATEEME o

3. BEX keyring EREAWRINHIEREHLER 2 PRIV I X SBIRFEFNERD S8
. MEEERN D ZSBME, keyring ERBEHEITIER 6,

4, MBREERNDXERTE | BER keyring EEHFTELTE 2 B I X SBIREAN T £
WEHE,

a. TWMEHRESHWAWS KMS REZSZER , YEOHXFERT DX TR, BEERASP
DREJ/OERS T, AERZFUDRHEEANSEREESR (AAD) AWS KMS,

b. TWMEMRESELMAXFHXZTH/NBRICTHER , flUD XM,

5. BEEX keyring EMES X E|MME (MXFOXEB/NIXEWRE ) , AECHOEIRTR
AR,

6. PFEBR keyring EASER 2 PREBINBES S XTWMA M 16 LT salt RERMBRER W
HE—EREER,
7. BB keyring EFRERNZRTRRBEZENER , WERLRNFZERNEER,

BETEEABZERNENZERNSRRERNREL T, MFLME AWS ERENE SDK H##
ZNBRECENVFREN , F2REZENRE,

TORIRHF

R MEARE keyring 281 , FFRERFE T 5 TREH

- BRENTRETHNEEEECEVSRERE  YRVED —EERATHNDZER,
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- BERECREFHRERE,

® Note

MARESRERBBERREETUNTHLRAE , LURBER keyring T L5 B
KMS £, MEFEET , HSHLBEREDE,

s BHEERANEAERTREN D XSWAEN AWS KMS FFrl., WHEFHHEER , F2Hthe
section called “FrEMIEF A",

s BERBZENRIER  IREKRHTESELERWREEDR, MEFMENR , 52 Bthe section
called “iZZHREV

eSO

AWS ERIEMNE SDK TFE , AWS IkRF tB RFEET AWS BFE. T8 , #EEAREN
keyring , EE AWS tRF 1 AWS KMS key ( £#B7FHIE ) PHBMEN T IHKERFT.

- BEFEARER keyring INEFMBHER , BFEE kms:Decrypt,
s BEERINRHRS, IS8 , BFEE kms:GenerateDataKeyWithoutPlaintext 1 kms:ReEncrypt.

NMFEFHE I ZERVNEREFREFIRNFEEN , 52/ the section called “BEF HIEERAYFF
EO

EFRE
PERE X keyring EBAHRIARMEZEMBEZREND XEMER AWS KMS |, BDE EITH IR

B, HREVFEE keyring 28l , BFEREZEANREURER, S0 LUERFER R BFTRE , LA
BENER,

FEE keyring X E T HIREVER .

« the section called “FAF%REV”

the section called “MultiThreadedtREX”

the section called “StormTracking REX”

the section called “3£ F{RE”
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FRRKIREY

HRAZHERE , FRRNEREEHTHESER, ARRIEEXEARESHTHRRR. E0XER
MRIE BB | FEERIREN AWS KMS 1281 10 BB —E#THE D ISR/ EIRE BIBH |, U
IEZEHTEFU, ETHRERRE —EATESBREIEE AWS KMS LLEHEZEREL

FEE&F StormTracking REVZ BRI HATHEER BRI FREEFAARRNNEARTE, NEE
R RELEET |, 5 A the section called “StormTracking RE,

FRIFGBEBFTITEARRNPERN D XERMIEEHE , BAERIMEEN keyring BFEE
EERNER, REREERNER , BEX keyring EFEAFERRIEE | WK EARERER
1000,

HREFERRE , FEETIIE :
- HERE : RETEAMRNFERND X SR/ EHEE BE,

Java

.cache(CacheType.builder()
.Default(DefaultCache.builder()
.entryCapacity(100)

.build())

C#/ NET

CacheType defaultCache = new CacheType

{
Default = new DefaultCache{EntryCapacity = 100}

};
Rust

let cache: CacheType = CacheType::Default(
DefaultCache: :builder()
.entry_capacity(100)
.build()?z,
);
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FMBABER

MultiThreaded R EX

MultiThreadedIRER ] E ZHITHREF L L ER , EEFRM®E AWS KMS 5 Amazon DynamoDB

FEOLfE = RIKAEMIZIEE. Rt , EX XS R EHEBBHE , fMARTHTSERFKIERN, ETT6E

B ZE AWS KMS MY E #HEEREL

£ EFHAMultiThreadedREX |, SBIEETYIE :

- HERE . RETEAMRNFERND SR/ EHEE BE,
- HEBRESHAD  EREFEARTEREZRNIERHRE,

Java

.cache(CacheType.builder()

.MultiThreaded(MultiThreadedCache.builder()

.entryCapacity(100)
.entryPruningTailSize(1)
.build())

C#/ .NET

CacheType multithreadedCache = new CacheType
{
MultiThreaded = new MultiThreadedCache
{
EntryCapacity = 100,
EntryPruningTailSize = 1

};

Rust

CacheType: :MultiThreaded(

MultiThreadedCache: :buildex()
.entry_capacity(100)
.entry_pruning_tail_size(1)
.build()?)

EERE
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StormTracking TREY

StormTracking IREREE X EAXEZHITHRIRE, EOoX SRV EIERBHK | StormTracking 1RER
AWS KMS SiRFIBA —EHTHES X SR PIEEEASBE |, U IEZEHITHEMEW, EAERR
— BRI THEAEFEREIEE AWS KMS LA E FHEEREL,

£ E#FH StormTracking tREX , FEIEETIE :

- HERE . RETEAMRNFERND X SR/ EHEE BE,

FEE&{E : 1000 {EIEE
- HAZIREHAD . ER-REFBRND XSR/MRHEBRHE.

A 1 EER
- BRY  ERBHNERENBES ISR BNDE

JEERE 10 ®
« Grace Bilf : ERERENMBREIISRER cENWE,

FERE 1R
- BER  ERVRRBERENRES ISR BIRE,

FEER{E : 20 R E;

c MTHPEERE (TTL) . EXEINEREFEES XSBMRFNVE., SERIER
BANoSuchEntryEIfE BfGetCacheEntry , RO X EMEWRA/EEW P , EXFEAPutCachel’
BHEAHHENS®AL,

JEERE 10 B
« {KEE : E&fanOutiBiB B THEERIENDE,

TARE 20 EW

Java

.cache(CacheType.builder()
.StormTracking(StormTrackingCache.buildex()
.entryCapacity(100)
.entryPruningTailSize(1)
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.gracePeriod(10)
.gracelnterval(l)
.fanOut(20)
.inFlightTTL(10)
.sleepMilli(20)
.build())

C#/ .NET

CacheType stormTrackingCache = new CacheType
{
StormTracking = new StormTrackingCache
{
EntryCapacity = 100,
EntryPruningTailSize = 1,
FanOut = 20,
GraceInterval = 1,
GracePeriod 10,
InFlightTTL = 10,
SleepMilli = 20

};
Rust

CacheType: :StormTracking(

StormTrackingCache: :builder()
.entry_capacity(100)
.entry_pruning_tail_size(1)
.grace_period(10)
.grace_interval(1)
.fan_out(20)
.in_flight_ttl(10)
.sleep_milli(20)

.build()?)

R REX
BIRFERR , BB keyring EHEEEXBITERL keyring RFEM VAR, T8 , H£HRET

REEZEREE keyring HAREL , AiBBEHERER, HARDMITE/EHTEEBLCHEEEER
keyring 2 M R FwmEZERREN , MRASELRRIP T RN , S EZRENFAERER
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keyring £, H£ARMEEB#ERHE keyring < BEREZBREFEL , P RENMCLREBEHRE. R
#h , BN keyring AT AFEVERIR ERRE , MO BELIREERE,

B HAREE  SNAERREER, BOLUHEE the section called “TAFZTREL”, the section called
“MultiThreadedREV" 5% the section called “StormTracking REUMAREGER | SSEAREAEBTHNEET
HREL,

ZEREE keyring JUAERAE - AR, ESFERALARIBEILIEE keyring B , BRI EREZEH
WP EIE ID, PEIEID EESEEARBRBMEE keyring. MR M{EFEE keyring 2E BN 22
[E ID. logical key store namef 5% &#& ID , AIM{E keyring M EREF L AHRKNREER. R
& 45 F M R BY £ AR EXEE S RV EIFE 8 keyring , B0 EI[E IDs @ , BIE{E keyring Rt AREUA
BENEESIIEFERRIER, 23 ERARARBMINEESE , AFFESEMRE keyring EHIEE
WOEIELBLEE, MAETEERES —E2EEPHNER.

MREEESEFAREALEEFHNIREEE , BXHBEEZEHCHPEIE ID, BEEIEE ID FE
ZREER keyring & , keyring JUERFERAEFEARAREFPWIREUER |, MA S ERXEENE E#H
RESXEB/ER. WREBKREESIIE D, AISXETERIEEN keyring i , S EHBASH—
W EIE ID EiRE keyringo

THRFREMMAIEAFERREERETHARR , WEHEEERERX keyring.

1. EAYWRHEHERNE CryptographicMaterialsCache(MPL) #3Z (CMC). https://
github.com/aws/aws-cryptographic-material-providers-library

Java

// Instantiate the MPL
final MaterialProviders matProv =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

// Create a CacheType object for the Default cache
final CacheType cache =
CacheType.buildex()
.Default(DefaultCache.builder().entryCapacity(100).build())
.build();

EERE 63


https://github.com/aws/aws-cryptographic-material-providers-library
https://github.com/aws/aws-cryptographic-material-providers-library

AWS BB EZE SDK AR

// Create a CMC using the default cache
final CreateCryptographicMaterialsCachelInput cryptographicMaterialsCachelnput =
CreateCryptographicMaterialsCachelInput.builder()
.cache(cache)
.build();

final ICryptographicMaterialsCache sharedCryptographicMaterialsCache =
matProv.CreateCryptographicMaterialsCache(cryptographicMaterialsCacheInput);

C#/ .NET

// Instantiate the MPL
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Create a CacheType object for the Default cache
new CacheType { Default = new DefaultCache{EntryCapacity = 100} };

var cache

// Create a CMC using the default cache
var cryptographicMaterialsCacheInput = new
CreateCryptographicMaterialsCacheInput {Cache = cache};

var sharedCryptographicMaterialsCache =
materialProviders.CreateCryptographicMaterialsCache(cryptographicMaterialsCachelInput);

Rust

// Instantiate the MPL
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create a CacheType object for the default cache
let cache: CacheType = CacheType: :Default(
DefaultCache: :builder()
.entry_capacity(100)
.build()?z,
);

// Create a CMC using the default cache

let shared_cryptographic_materials_cache: CryptographicMaterialsCacheRef = mpl.
create_cryptographic_materials_cache()
.cache(cache)
.send()
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.await?;

2. BIUHAREMCacheType¥It,

sharedCryptographicMaterialsCache #$EELEE 1 DBV BEZEH CacheType I,

Java

// Create a CacheType object for the sharedCryptographicMaterialsCache
final CacheType sharedCache =
CacheType.buildex()
.Shared(sharedCryptographicMaterialsCache)
.build();

C#/ NET

// Create a CacheType object for the sharedCryptographicMaterialsCache
var sharedCache = new CacheType { Shared = sharedCryptographicMaterialsCache };

Rust

// Create a CacheType object for the shared_cryptographic_materials_cache
let shared_cache: CacheType =
CacheType: :Shared(shared_cryptographic_materials_cache);

3. #§sharedCache¥IH-#RISER 2 BEEZERERE keyring.

ERFERAREARNEILREER keyring B , WA LLEEMMESR |, partitionIDAEZEREER
keyring Z I HAREVER, MRERIEESZIE ID, BEEN keyring B BB A keyring 15—
Mo EE ID,

® Note
MREGRIMERZESEHESEE ID. M5 X2, ID W keyringlogical key store
name , BHIPEE keyring BEHLAREPHLAHEBHNREUER, IREFHEZHE
keyring 1 FMERIMNIREVER , BIAAREBEREE keyring A —H 2 ZI[E D,
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FMBABER

THEHIEER BB keyringbranch key ID supplier , SRENR#1% 600 . METFIEBR

keyring #HEEFF ER 2 ERVFFMEN , 552/ the section called “E & E keyring”s

Java

// Create the Hierarchical keyring
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()

.keyStore(keystore)
.branchKeyIdSupplier(branchKeyIdSupplier)
.tt1lSeconds(600)
.cache(sharedCache)
.partitionID(partitionlID)
.build();

final IKeyring hierarchicalKeyring =

matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ .NET

// Create the Hierarchical keyring

var createKeyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
KeyStore = keystore,
BranchKeyIdSupplier = branchKeyIdSupplier,
Cache = sharedCache,
TtlSeconds = 600,
PartitionId = partitionID
};

var keyring =

materialProviders.CreateAwsKmsHierarchicalKeyring(createKeyringInput);

Rust

// Create the Hierarchical keyring

let keyringl = mpl
.create_aws_kms_hierarchical_keyring()
.key_store(key_storel)
.branch_key_id(branch_key_id.clone())

// CryptographicMaterialsCacheRef is an Rc (Reference Counted), so if you

clone it to
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// pass it to different Hierarchical Keyrings, it will still point to the
same

// underlying cache, and increment the reference count accordingly.

.cache(shared_cache.clone())

.ttl_seconds(600)

.partition_id(partition_id.clone())

.send()

.await?;

BIAMEE keyring
EEEVPERE keyring , BAERETHE -
- TREHREER
LRERFHEEESEIMASRTFTHEN DynamoDB ER KA.

REXBRFI 7 B I/ (TTL)

X ERMAEB EARARREUB A T SMEANY . RERS TTL RER FiRFWU AWS KMS 2L
REEADXEWMHER, ZELEARE, RIS TTLBAHE , KETESRMHER  LESRE
ARV H

« D RETWEBIT

B LARFRERRTE branch-key-id REBBISREFHEFNE—FAF ISR , IRUIZER/ D
I,

PEXE® D EHEEFESERAERENZRABRTHOMA , RYUBERCEMEN D
&, BIBFHER  NMERARHRESTELIEMNIHFEE, TIB , BAILUEE
FASIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTZIB{mEZE{E , EMBART S HMEA,

HREEEAFHEECHNIXESRNSHERAFERE , BMBAERBEA D X8\ ID HE™E,
BAILER D &R ID HEBAS XTI IDs BEUSENER , WEERBFSEHERAFER
DX D, FlW , ZEREBUTREKIXZERBA |, tenantlfFR b3f61619-4d35-48ad-
a275-050f87e15122,
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HRERIRE , BAIUREREE —MKE keyring , KBZERGEA/E—HAF , A UEAI R
ID R RARI R ERZLENEARAF,

(R ) tRE

MREBEBTRIEER AT EAERNDFRN DX SRTEIREHE | FEHRIL keyring KIS
ERIEHNAERE,

BB keyring TETHIREVER : 785%. MultiThreaded, StormTrackingM A, MEREBMAE
EEERNEBEHENFHEFRNES , 552 B the section called “EFREL,

MRIERIEERE , BB keyring EHBIERAFRRREER , WA EABTERES 1000,
(R ) 28/ ID

WMREIETE the section called “HARE , BRI LLEEEZE S EIE ID. 2EIE ID EESEEARE
B keyring, MRERESEFEASIHLAPIERHREIVER , AXEERBE WP EIE ID,
B ADEIE D EEFMNFE, MREREESPEEID, IRSEEVREHEE—WDEIE ID
B4 keyring.

WMEFMERNR , 552 B Partitions,

(@ Note
MREZEIMESZESEHEDEIE ID. Mo ZE£8 ID WY keyringlogical key store
name , BHIBEE keyring BEHLARIPHLAHBENIREBIEE ., MREFFLEZE keyring
HAMENREEE |, AIXEREERE keyring SEAME—M 2 ZI[E ID,

(BA) BTHEMNEE
WMREE A RERFEEER keyring F KMS £ FEL , BAAENRIE keyring R AT A &
ENETHER.

FRARES IS8 1D BIURKE keyring

THEHIRE AR EEFEED €488 ID. the section called “FEEZHREVFIRENR %] TTL 600 WY
BEE = keyringo

Java

final MaterialProviders matProv = MaterialProviders.builder()
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.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsHierarchicalKeyringInput keyringInput =

CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(branchKeyStoreName)
.branchKeyId(branch-key-id)
.ttlSeconds(600)
.build();

final Keyring hierarchicalKeyring =

matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
KeyStore = keystore,
BranchKeyIdSupplier = branchKeyIdSupplier,
TtlSeconds = 600

};

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);
Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let hierarchical_keyring = mpl
.create_aws_kms_hierarchical_keyring()
.branch_key_id(branch_key_id)
.key_store(branch_key_store_name)
.ttl_seconds(600)
.send()
.await?;

RS X £ ID HEREIEE keyring
THREFRENAERA D€ ID HEFEILREE keyring.
1. BM5X2i8 D LR
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THEFHEATE 1 PEINMES XSBEIZZLERE , FEH DynamoDB A FwH AWS
Database Encryption SDK M0l 3RCreateDynamoDbEncryptionBranchKeyIdSupplier#Ziz
DX ID HEM,

Java

// Create friendly names for each branch-key-id

class ExampleBranchKeyIdSupplier implements IDynamoDbKeyBranchKeyIdSupplier {
private static String branchKeyIdForTenantl;
private static String branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
this.branchKeyIdForTenantl = tenantlId;
this.branchKeyIdForTenant2 = tenant2Id;
}
// Create the branch key ID supplier
final DynamoDbEncryption ddbEnc = DynamoDbEncryption.builder()
.DynamoDbEncryptionConfig(DynamoDbEncryptionConfig.buildexr().build())
.build();
final BranchKeyIdSupplier branchKeyIdSupplier =
ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSupplier(
CreateDynamoDbEncryptionBranchKeyIdSupplierInput.builder()
.ddbKeyBranchKeyIdSupplier(new ExampleBranchKeyIdSupplier(branch-
key-ID-tenantl, branch-key-ID-tenant2))
.build()).branchKeyIdSupplier();

C#/ .NET

// Create friendly names for each branch-key-id
class ExampleBranchKeyIdSupplier : DynamoDbKeyBranchKeyIdSupplierBase {
private String _branchKeyIdForTenantl;
private String _branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
this._branchKeyIdForTenantl = tenantlId;
this._branchKeyIdForTenant2 = tenant2Id;
}
// Create the branch key ID supplier
var ddbEnc = new DynamoDbEncryption(new DynamoDbEncryptionConfig());
var branchKeyIdSupplier = ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSupplier(
new CreateDynamoDbEncryptionBranchKeyIdSupplierInput
{
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DdbKeyBranchKeyIdSupplier = new ExampleBranchKeyIdSupplier(branch-key-
ID-tenantl, branch-key-ID-tenant2)
}) .BranchKeyIdSupplier;

Rust

// Create friendly names for each branch_key_id

pub struct ExampleBranchKeyIdSupplier {
branch_key_id_for_tenantl: String,
branch_key_id_for_tenant2: String,

impl ExampleBranchKeyIdSupplier {
pub fn new(tenantl_id: &str, tenant2_id: &str) -> Self {
Self {
branch_key_id_for_tenantl: tenantl_id.to_string(),
branch_key_id_for_tenant2: tenant2_id.to_string(),

// Create the branch key ID supplier

let dbesdk_config = DynamoDbEncryptionConfig::buildexr().build()?;

let dbesdk = dbesdk_client::Client::from_conf(dbesdk_config)?;

let supplier = ExampleBranchKeyIdSupplier::new(tenantl_branch_key_id,
tenant2_branch_key_id);

let branch_key_id_supplier = dbesdk
.create_dynamo_db_encryption_branch_key_id_supplier()
.ddb_key_branch_key_id_supplier(supplier)
.send()
.await?
.branch_key_id_supplier
.unwrap();

2. EPERE keyring

THEHSEASR 1 PEUN D S8 ID HERRLIEE keyring , TREXPRHI TLL & 600
¥, BREUK/NEBRE 1000,

Java

final MaterialProviders matProv = MaterialProviders.builder()
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.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()

.keyStore(keystore)

.branchKeyIdSupplier(branchKeyIdSupplier)

.ttlSeconds(600)

.cache(CacheType.builder() //OPTIONAL
.Default(DefaultCache.builder()
.entryCapacity(100)

.build())
.build();
final Keyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput
{

KeyStore = keystore,

BranchKeyIdSupplier = branchKeyIdSupplier,

TtlSeconds = 600,

Cache = new CacheType

{

Default = new DefaultCache { EntryCapacity = 100 }

1Y

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let hierarchical_keyring = mpl
.create_aws_kms_hierarchical_keyring()
.branch_key_id_supplier(branch_key_id_supplier)
.key_store(key_store)
.ttl_seconds(600)
.send()
.await?;
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AR keyring 1T AT S8 IR

ESNZAIREETEZZFENENERTESNZNRKER. ENEBREREGEERMEMAAIRE
FEERHRSIRTH. "EBETESNE , ELAEAKBER keyring,

EMEFHECreateKeyRFEELE DX TRNERER. IXTRANCHEMNBNRRERE, EES
WAREEER.

DX ESBAEELBTE AWS KMS key BERI SBERERKRIEENHERE, CreateKey
EFEIL AWS KMS AEE DX £#8% , ©EHXMI kms:GenerateDataKeyWithoutPlaintext , LAfsEF
LTHEREEEEDR,

"EncryptionContext": {
"branch-key-id" : "branch-key-id",
"type" : type,
"create-time" : "timestamp",
"logical-key-store-name" : "the logical table name for your key store",
"kms-arn" : the KMS key ARN,
"hierarchy-version" : 1
1,
"KeyId": "the KMS key ARN",
"NumberOfBytes": "32"

ELEMEL®E , CreateKeyBREEMM ddb : TransactWriteltems REAMEHIEE , LU0 X
SRNCGELBREEEN I ZEBTFRED,

ELREREEER, AWS ERENE SDK EEHEESRNERERE. A%, ©8FA HVAC
extract-and-expand € #ITE BB (HKDF) RIEEEEEREFECGENER , AEENEEEL
HMAC €&,

HYyXTRAE , EWFREbranch-key-id9 &l RE—EEREERRE. EEESRKETSEH
#,

ERENEEZRAER

EREREENESEENGEERTE , B4 ERNCESRY EREESBRENNRINEERE
(TTL). EESBENSEREES XSRTRANABIREF, THEINBH B TRE UM TkeySourced
BE—HFEREESR . BEBbranch-key-idEEEMEBIN REBFENEESR,
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_TransactWriteItems.html
https://en.wikipedia.org/wiki/HKDF

AWS &R E N SDK B ABRE
Java
keySource(BeaconKeySource.buildexr()
.single(SingleKeyStore.builder()
.keyId(branch-key-id)
.cacheTTL(6000)
.build())
.build())
C#/ .NET
KeySource = new BeaconKeySource
{
Single = new SingleKeyStore
{
KeyId = branch-key-id,
CacheTTL = 6000
}
}
Rust
.key_source(BeaconKeySource: :Single(
SingleKeyStore: :builder()
// “keyld® references a beacon key.
// For every branch key we create in the keystore,
// we also create a beacon key.
// This beacon key is not the same as the branch key,
// but is created with the same ID as the branch key.
.key_id(branch_key_id)
.cache_ttl1(6000)
.build()?z,
))
EZHFEREFEREERR
MREEZHFERE , BLAERE BIEE T 5{EkeySource,
keyFieldName
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ERFHEARAEERRFELEFERZEREMbranch-key-idAEBE HRL A

¥, keyFieldName AIBARAEMFE , BHRERETNAMBEEMRUL AR —N, EERF
LB AERER | BB ARAKEHELEFEMERMNbranch-key-idERERN SFHREL
Wup, BLEEEEEATESSURL , XBINEFFECETENEECHESRER. WF
HE , F2REHZEFERETHNER.

» cacheTTL

FREERDNACESRENAEEBHI TUEAND . RELARNRE, ERAPRS TTL
BHIR  SEAEIRMBHIEER.

- (M) RE

MREBEBTRIFER I ESERNPFRN D X SR EREEE , BEHAIL keyring
RiEERNERNEERE.

BEE X keyring XE T FIREVGER - 785%. MultiThreaded, StormTrackingM#F, FERETHN
EEFERBERNFHERANES , 552 E the section called “EIFIRE,

\

MRIEARIEERE , BB keyring EEEIERAFRRREER |, WAEABTERES 1000,

THEHIEEAD &M 1D HEERIEE keyring , IREVREI TLL A 600 ¥ , MEARER
1000,

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(branchKeyStoreName)
.branchKeyIdSupplier(branchKeyIdSupplier)
.tt1lSeconds(600)
.cache(CacheType.buildexr() //OPTIONAL
.Default(DefaultCache.builder()
.entryCapacity(1000)
.build())
.build();
final IKeyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);
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C#/.NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput
{

KeyStore = keystore,

BranchKeyIdSupplier = branchKeyIdSupplier,

TtlSeconds = 600,

Cache = new CacheType

{

Default = new DefaultCache { EntryCapacity = 1000 }

};

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);
Rust

let provider_config = MaterialProvidersConfig::buildexr().build()?;
let mat_prov = client::Client::from_conf(provider_config)?;
let kms_keyring = mat_prov
.create_aws_kms_hierarchical_keyring()
.branch_key_id(branch_key_id)
.key_store(key_store)
.ttl_seconds(600)
.send()
.await?;

AWS KMS ECDH keyring

EMWAFRMEZEEXECEHN BB A AWS EREMS SDK. WHBABERNREHEER
DynamoDB 1n%: f F w8 E#lo

/A Important
AWS KMS ECDH keyring 5@ AR 1.5.0 \RREFMRAH W RREEERE,
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AWS KMS ECDH keyring A IE I BRI ZAWS KMS keys , ERAZBETELAHBEES
8, BE% , keyring (£ A#EE 4R Diffie-Hellman (ECDH) £#8i#EE % , RBHEM KMS £
BENBGANLNESBINLESBITERARE, RE, keyring EFEAXARERITER
BERNMZSBNAA LS., AWS EREME SDK ARITEHATLE BN SBITERE
(KDF_CTR_HMAC_SHA384) fFr& & $T4ER NIST i,

SRITEHNSER 64 AN THENSBMR., ATHRRESBERAERNOSBMR , AWS EREM
® SDK 2 AHE 32 AN THEMABRESE K BE N2 AN THABRARASE SR, EHEFE , MR

keyring MEERFREMBEHEAMBERBUANEREAZSRNLA LR | ABRES KK,

Flan | MREFEFE L Alice FAE £ A Bob N E £MEEM keyring 8% , Al Bob B £ H

Alice N ESIBEREM keyring B ERMERNAZSBNLATE SIS  WEEARZLHK, R Bob B
NESBTRERE KMS £8#8% |, B Bob ATLAE I [F# ECDH keyring R# B 50 8%

AWS KMS ECDH keyring £/ AES-GCM £ ¥R &M INZiL sk, AR K ERSWEFEA AES-GCM
FRATENLASE SR ETEH MR, 18 AWS KMS ECDH keyring REEE— B A XL B
A BAE S keyring FEBH T E %8 AWS KMS ECDH keyring S B H fth keyring — 28 &,

*RE

« AWS KMS ECDH keyring B %4 E5F 7]

- B AWS KMS ECDH keyring

3 AWS KMS ECDH &% keyring

AWS KMS ECDH keyring #J 4 Z 2 7]

AWS Database Encryption SDK TFE AWS tkF , B NKFEET AWS RiE. T8 , BEEFER AWS
KMS ECDH keyring , 5% % AWS #RF 5% keyring AWS KMS keys & ) FSIBIERF . ¥ &A1
BEANSRIBBEBHEETMERTE,

- HEMFMAKmsPrivateKeyToStaticPublicKey£BiFBEBIHAMBN BRI , BFEF
HEIEEHT KMS 8% LM kms:GetPublicKey # kms:DeriveSharedSecret, MREEHTEE
1t keyring B EERMFHEN DER FHLAE SR , ARFEFHENIELEE KMS €8% L1
kms:DeriveSharedSecret FF 1,

- HEEMAKnsPublicKeyDiscovery& @i REBHRAELE , CEEREFYHE KVS £BY
L #9 kms:DeriveSharedSecret l kms:GetPublicKey #F 7,

AWS KMS ECDH keyring HJ A Z 55 1] 4


https://docs.aws.amazon.com/kms/latest/developerguide/key-types.html
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-108r1-upd1.pdf
https://docs.aws.amazon.com/kms/latest/APIReference/API_GetPublicKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DeriveSharedSecret.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DeriveSharedSecret.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DeriveSharedSecret.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GetPublicKey.html
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3 AWS KMS ECDH keyring

EEEITMZRMBZRERH AWS KMS ECDH keyring , &4 AE
FKmsPrivateKeyToStaticPublicKey &g EEEHiA, HEMF
FKmsPrivateKeyToStaticPublicKey & # iR #& &R 0251 AWS KMS ECDH keyring , &
HT5IE :

Hi

. B4EE AWS KMS key ID

HARBIKeyUsagelEA WIEEE NIST ZEMHEE IR (ECC)KMS £#¥KEY_AGREEMENT, %
HENARESBARITERARE,

- (BA) FHENLEER

AR DER #RIEH X509 AH 44 , A SubjectPublicKeyInfo(SPKI) , #1 RFC 5280 Ff
E&o

AWS KMS GetPublicKey BE & LAFTER DER mISHE N EE T KMS £B8EN A E £,

BZED keyring EITHY AWS KMS WL E B NERREHTHENLEER, NRRAFH
ENNETWRME , keyring I AWS KMS RERFHEN LB TR,

- WHEANLBEER

B ARBWAH AR DER RS X.509 A E£# , th#A SubjectPublicKeyInfo(SPKI) ,
RFC 5280 FTE -

AWS KMS GetPublicKey #BEELFTHER DER miEHE X EEELHE KMS RHN L EER,
.« HAERARAE

ABEE MY PHHBEMRRE. FHEENREANSRY L EEFEENMRRE,

BEME : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512
- (EHA) RTEHMNBE

MR IEE A RERSIE AWS KMS ECDH keyring f KMS £ #77E , BXBEEAHRAY keyring B
REPMELENRTFR,
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https://tools.ietf.org/html/rfc5280
https://docs.aws.amazon.com/kms/latest/APIReference/API_GetPublicKey.html
https://tools.ietf.org/html/rfc5280
https://docs.aws.amazon.com/kms/latest/APIReference/API_GetPublicKey.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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C#/ .NET

THEHEFERAFHEN KMS €8, FHENLBBNBHEANLELE  FH B AWS
KMS ECDH keyring, M &ifIfEAiZAsenderPublicKeyBBRIEHFHEN NG LB, NEE
RREMFHENLELE | keyring B AWS KMS REIMFHENLE LR, FHEMBHEA
B &M EREECC_NIST_P256 iR L,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Must be DER-encoded X.509 public keys
var BobPublicKey = new MemoryStream(new byte[] { });
var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the AWS KMS ECDH static keyring
var staticConfiguration = new KmsEcdhStaticConfigurations
{
KmsPrivateKeyToStaticPublicKey = new KmsPrivateKeyToStaticPublicKeyInput
{
SenderKmsIdentifier = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
SenderPublicKey = BobPublicKey,
RecipientPublicKey = AlicePublicKey

}
};
var createKeyringInput = new CreateAwsKmsEcdhKeyringInput
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KmsClient = new AmazonKeyManagementServiceClient(),
KeyAgreementScheme = staticConfiguration
};

var keyring = materialProviders.CreateAwsKmsEcdhKeyring(createKeyringInput);

Java

THEFESEATHEN KMS €8, FHENLBEER/NBREANLESE , £/H B AWS
KMS ECDH keyring, tt&i5ifEAiZAsenderPublickeySBRIEHRFHEN L ELB., MRE
RIBEHFHENLELEB | keyring B AWS KMS RERFHENLESR, FHEMBE A
B S B EBTEECC_NIST_P256 iR £,
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// Retrieve public keys

// Must be DER-encoded X.509 public keys

ByteBuffer BobPublicKey = getPublicKeyBytes("arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ) ;
ByteBuffer AlicePublicKey = getPublicKeyBytes("arn:aws:kms:us-

west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321");

// Create the AWS KMS ECDH static keyring
final CreateAwsKmsEcdhKeyringInput senderKeyringInput =
CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
KmsEcdhStaticConfigurations.builder()
.KmsPrivateKeyToStaticPublicKey(
KmsPrivateKeyToStaticPublicKeyInput.builder()
.senderKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab")
.senderPublicKey(BobPublicKey)
.recipientPublicKey(AlicePublicKey)
.build()).build()).build();

Rust

THEHEEATHEN KMS €8, FHENLESBRIBRGEANLESE , FH B AWS
KMS ECDH keyring, Mt IEAiZHAsender_public_keyZ#RBHFTHEN L NELR, WR
ERBHFUHEN LGS, keyring BRI AWS KMS RIFEFHENAELE,

// Retrieve public keys
// Must be DER-encoded X.509 keys

let public_key_file_content_sender =

std::fs::read_to_string(Path: :new(EXAMPLE_KMS_ECC_PUBLIC_KEY_FILENAME_SENDER))?;
let parsed_public_key_file_content_sender = parse(public_key_file_content_sender)?;
let public_key_sender_utf8_bytes = parsed_public_key_file_content_sender.contents();

let public_key_file_content_recipient =
std::fs::read_to_string(Path: :new(EXAMPLE_KMS_ECC_PUBLIC_KEY_FILENAME_RECIPIENT))?;
let parsed_public_key_file_content_recipient =
parse(public_key_file_content_recipient)?;
let public_key_recipient_utf8_bytes =
parsed_public_key_file_content_recipient.contents();

// Create KmsPrivateKeyToStaticPublicKeyInput
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let kms_ecdh_static_configuration_input =
KmsPrivateKeyToStaticPublicKeyInput: :buildex()

.sender_kms_identifier(arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab)
// Must be a UTF8 DER-encoded X.509 public key
.sender_public_key(public_key_sender_utf8_bytes)
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;

let kms_ecdh_static_configuration =
KmsEcdhStaticConfigurations: :KmsPrivateKeyToStaticPublicKey(kms_ecdh_static_configuration_i

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create AWS KMS ECDH keyring

let kms_ecdh_keyring = mpl
.create_aws_kms_ecdh_keyring()
.kms_client(kms_client)
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(kms_ecdh_static_configuration)
.send()
.await?;

3 AWS KMS ECDH ##&% keyring

RZE  BREBERREE AWS ENEMND SDK A/ EAN SR, ETERLREEK , FFERAE
BKmsPrivateKeyToStaticPublicKey & i@t R E B IR AWS KMS ECDH keyring, i@ , &
A LA I AWS KMS ECDH #R% keyring , th iR AT ZIEE KMS £B8E 2 N ESBAS B0
Z I RHER B P FERZ B A LB RN EMEHN AWS KMS ECDH keyring.

/A Important

B8 EAKmsPublicKeyDiscovery iR BB B RABR B &R K BESIMELEESR
EREEET,

EEMEMAKmsPublicKeyDiscovery &G B MR #12{ AWS KMS ECDH keyring , FERHET
5E :
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. Wik A B9 AWS KMS key ID

P AFAIKeyUsagefE A WIEETE NIST ZZENFHE AR (ECC)KMS £IREKEY_AGREEMENT,
o BERIRAE

B WA KMS 8% iR R B il AR AR 45

BEMYE : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512
- (EA) RTERNBE

MR EFERRERSIE AWS KMS ECDH keyring 1 KMS £ 8 17E , BAEEARIL keyring B
REPMBLENRTFR/,

C#/ .NET

THIEHIEFEECC_NIST_P256 iR LB BEH KMS £#¥ 1 AWS KMS ECDH 3% keyring, &
WEEEIEE KMS £88¥H kms:GetPublicKey #l kms:DeriveSharedSecret 7, Bt keyring 7]
DREZEEE KMS £REN A EERFEFRENELCHZERBHRRUFHREALEEBNT
(EERE:

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Create the AWS KMS ECDH discovery keyring
var discoveryConfiguration = new KmsEcdhStaticConfigurations

{
KmsPublicKeyDiscovery = new KmsPublicKeyDiscoveryInput
{
RecipientKmsIdentifier = "arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321"
}
};
var createKeyringInput = new CreateAwsKmsEcdhKeyringInput
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KmsClient = new AmazonKeyManagementServiceClient(),
KeyAgreementScheme = discoveryConfiguration
};

var keyring = materialProviders.CreateAwsKmsEcdhKeyring(createKeyringInput);
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Java

T oIS HIEIEECC_NIST_P256 4R 2 BA KMS £38%# AWS KMS ECDH &% keyring, %
HEHRBIEE KMS ¥ K kms:GetPublicKey Ml kms:DeriveSharedSecret 5 . 1t keyring A
DRZEE KMS £REN A EERFEFREMNELCH 2 ERBRMU PN BEALEEBNT
(EERE:

// Create the AWS KMS ECDH discovery keyring
final CreateAwsKmsEcdhKeyringInput recipientKeyringInput =
CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
KmsEcdhStaticConfigurations.builder()
.KmsPublicKeyDiscovery(
KmsPublicKeyDiscoveryInput.buildex()
.recipientKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321") .build()
).build())
.build();

Rust

// Create KmsPublicKeyDiscoveryInput
let kms_ecdh_discovery_static_configuration_input =
KmsPublicKeyDiscoveryInput::builder()
.recipient_kms_identifier(ecc_recipient_key_arn)
.build()?;

let kms_ecdh_discovery_static_configuration =
KmsEcdhStaticConfigurations: :KmsPublicKeyDiscovery(kms_ecdh_discovery_static_configuration_

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create AWS KMS ECDH discovery keyring

let kms_ecdh_discovery_keyring = mpl
.create_aws_kms_ecdh_keyring()
.kms_client(kms_client.clone())
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(kms_ecdh_discovery_static_configuration)
.send()
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.await?;

R %4 AES keyring

BRHMAERMERERNECEN MR A AWS EREMR SDK, LA SERNIREEEE
DynamoDB i#Z A FirE#.

AWS Database Encryption SDK Al ZEBAEAELRMEN AES HBLR , HAREBEERERNTESR,
LREEE. FRARESRBME  SHRETERZLEE HSM) XEREERKP, ELTERM
DESBUYEAIRRNBER B HEHFRLE AES keyring

R AES keyring 8 H AES-GCM EEENEBEEAN THEMEIINTESB/RRNBER ., BERK
AES keyring F REEIEE —E2E LI , BETLUESE keyring PEBITE Z MR AES keyring 3
E2H A keyring —EBEE,

RN EZEANERE

EEH B keyring FHY AES £488 | JRA AES keyring S AGRENSBGSRTTHANESRBEE, B
B MR, ©PELUMXFERE AWS Database Encryption SDK $i8 Z R E R iR, KM
BELCHEAHSM SeREERFENSBHEZTH , LURBIZXRFKEF AES SRNSBEE,

(® Note
ERTETENEREBEAR PHWRMHEE ID (RREME) ML 1D WiLIceMasterKey,

MREBEBETEH keyring RINBABRIEEHN , 2 EEANEREZTBEE, MRMEF keyring
HNEBTETHNESBEBTIENE keyring PEB G B TENEREBNTLES K NEHERFIER
EfEE @M B TAEMER , E R EEABE keyringo

flan , BWAIERZSWHEZHEHSM_01FSWETE MR AES keyringAES_256_012, A% , &1
LABEF keyring RINZ — L& R, EEMREXER  FEAHRNEBTEZRH. SREBNEBMH
RERIRIR AES keyringo

T 5 & I R ET AN 22 31 R #8 AES keyringo AESWrappingKey S8R RESREN S|/,
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FMBABER

Java

C#/

final CreateRawAesKeyringInput keyringInput = CreateRawAesKeyringInput.builder()

.keyName ("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6)
.build();

final MaterialProviders matProv = MaterialProviders.builder()

.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())

.build();
IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(keyringInput);

NET

var keyNamespace = "HSM_01";
var keyName = "AES_256_012";

// This example uses the key generator in Bouncy Castle to generate the key

material.
// In production, use key material from a secure source.
var aesWrappingKey = new

MemoryStream(GeneratorUtilities.GetKeyGenerator("AES256").GenerateKey());

// Create the keyring
var keyringInput = new CreateRawAesKeyringInput

{

KeyNamespace = keyNamespace,

KeyName = keyName,

WrappingKey = AESWrappingKey,

WrappingAlg = AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6
};

var matProv = new MaterialProviders(new MaterialProvidersConfig());
IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
let raw_aes_keyring = mpl

.create_raw_aes_keyring()

.key_name("AES_256_012")

R AES keyring
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.key_namespace("HSM_01")
.wrapping_key(aes_key_ bytes)
.wrapping_alg(AesWrappingAlg: :AlgAes256GcmIv12Tagle)
.send()

.await?;

R %A RSA keyring

BMMAFRMERNECENHmE A AWS EREME SDK, tEZASERNIREHEE
DynamoDB 1% A FirM & #.

R RSA keyring EERERMN RSA LENABE LR , BARERRINENSRUTIEHBMNR
MR, LERELE. FHRNFRELEER , RFRERERSEE (HSM) REBEFERKH. 0F

HEERE RSA LRTRNFERN TR, #ENASCALETERBEZENER, BT UREE RSA
EMEAFEE,

BB ZNRE RSA keyring , ZZHTEIHBLHESBALESRY., TR , EAUEARELE
WA R RSA keyring RINFBER , LA UEARELELBIEL RSA keyring RFZE R, &
AILAE % keyring FEEE R RSA keyring, MREFER LB ML SIBEER RSA keyring ,
mRECHRERESREN —35.

E 715 RSA keyring B2 RSA JEEBNZ VB EFEHA BAMN JAVA B9 AWS Encryption SDK B |, H
HER , X8 F1 JceMasterKey Hilfo

(® Note
[R5 RSA keyring T X EEH B KMS £k, FEFEAFFETE RSAKMS €88 , FFEHE AWS
KMS keyringo
BREENEE

A THB keyring K RSA £88#% |, 4 RSA keyring SRS EEN SRS ETRANESBERE,
EEEWIFRT, CHELUMXERERTE AWS Database Encryption SDK #7138 Z 50 8& 1) & BHE IR .
BMRBCEASRGTEEAMNSRERE , LEH HSM RS BEERKFTH RSA &8 (RHME
T/ ) o
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® Note
ERHETTHNSREBEEARN PWERESE ID ( RIEMHE) ML 1D WLIceMasterKey,

MREEBTREN keyring RINBNBZIEENLH  HEZEANEBEZBEEE. NRMHE keyring
FHESBTEZENLSBEBENE keyring PH SR B ZHANLREBTI L. EDKXNEHET,
BFESBREEENSBYE , B TEEABE keyring.

5 keyring @8 RSA N E 28, RSALESBI /B HNME SR , MEFNMBEZ keyring P&
i@&‘ﬁﬂ’]%iﬁ% TRERNS|ABHBLEMEB, fl, BREEEASBTEZENESBHSM_0188
# RSA N E£BA R RSA keyrlng RMZEERIRSA_2048_06, EEMEZZER , FEALESE
(R ) NMEENERTEZENEBREBRLE RSA keyring.

ERHERN
BYABRARMEZEMBERN IR RSA keyring I EEMER | AEALESEENIRRARIEE

AWS Encryption SDK XETSIEMER , SRNSEZ SRS, RMEZRER OAEP EFHERN
R =R EMA SHA-256 By OAEP FfEA SHA-256 EE#H MGF1, PKCS1 EEMENEXEEHER
38

- £/ SHA-1 By OAEP HMfEA SHA-1 HE##H MGF1 SHA-1
« OAEP #&# SHA-256 A1 MGF1 #HL SHA-256 E1#

- OAEP #&# SHA-384 1 MGF1 #HL SHA-384 14

« OAEP & SHA-512 1 MGF1 #HL SHA-512 1H%

« PKCS1v1.5 15

T % Java €16 REUMMAIEAH RSA SREN LAEMNIAESWEN R RSA keyring , AKX
/8 SHA-256 13 OAEP , i{#f SHA-256 EE@HEREY MGF1, RSAPublicKey #
RSAPrivateKeyZ2H R RERE LM SBM KL,

Java

final CreateRawRsaKeyringInput keyringInput = CreateRawRsaKeyringInput.builder()
.keyName("RSA_2048_06")
.keyNamespace("HSM_01")
.paddingScheme(PaddingScheme.0AEP_SHA256_MGF1)
.publicKey(RSAPublicKey)
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.privateKey(RSAPrivateKey)
.build();

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

IKeyring rawRsaKeyring = matProv.CreateRawRsaKeyring(keyringInput);

C#/ .NET

var keyNamespace = "HSM_01";
var keyName = "RSA_2048 06";

// Get public and private keys from PEM files

var publicKey = new
MemoryStream(System.IO.File.ReadAllBytes("RSAKeyringExamplePublicKey.pem"));
var privateKey = new
MemoryStream(System.IO.File.ReadAllBytes("RSAKeyringExamplePrivateKey.pem"));

// Create the keyring input
var keyringInput = new CreateRawRsaKeyringInput

{
KeyNamespace = keyNamespace,
KeyName = keyName,
PaddingScheme = PaddingScheme.0OAEP_SHA512_MGF1,
PublicKey = publicKey,
PrivateKey = privateKey
};

// Create the keyring
var matProv = new MaterialProviders(new MaterialProvidersConfig());
var rawRsaKeyring = matProv.CreateRawRsaKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
let raw_rsa_keyring = mpl
.create_raw_rsa_keyring()
.key_name("RSA_2048_06")
.key_namespace("HSM_01")
.padding_scheme(PaddingScheme: :0aepSha256Mgf1)
.public_key(RSA_public_key)
.private_key(RSA_private_key)
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.send()
.await?;

JR 4% ECDH keyring

BMWAFRMZRXNECEHR AR A AWS EREMZ SDK, L ABERNRERHEER
DynamoDB & A Fix &

/A Important
[R# ECDH keyring EEARMERHEERENEN 1.5.0 iR,

R ECDH keyring B AZRUNBE MR B/ AELRY  ERMACHITELAOEER. 8
%, keyring BEFEAFHENRESR. WHEANLELB/ANFHE MR Difie-Hellman (ECDH) £ 15
REEEITERANE, AR, keyring EFEALABEBERITEREZFERNMEZSRNVLATEER,
AWS Database Encryption SDK AARSTEH A TE SR SEBHTERE (KDF_CTR_HMAC_SHA384)
HEEB|OTEN NIST BE.

SROTEREEER 64 BUTHENESHBME . ATHRARESEHEAEENSHB/ME , AWS ERE
% SDK & Awl 32 B THEMARFES® K KR 2BANTHABALASESE, EMBR , MR
keyring HEZERFREMBESEFNMBHERRUTNEREAZSRILATESE | AIRES KR
flan , IMREFERFER Alice FAE £ F Bob N EESM|EREM keyring tN#5cs% , BIFEA Bob FAE £
WA Alice AEEBREM keyring HERMERINAZEESR/NLA LSS  WEHFERCH, MR
Bob H1/2%F AWS KMS key £i#8R B ¥} , A Bob AJ LA AWS KMS ECDH keyring 3R f## % 58 #%

[R# ECDH keyring £/ AES-GCM F BB EMMEL K, AR , ERSB2FEH AES-GCM FH
TTENAAEE SR ETEH MR, SEEK ECDH keyring RAEE—B{FAIE LR  BETUNES
keyring FE BT E ZERH ECDH keyring SREEH M keyring —BEE.

CEEELE, RENRELNLELE K BEEREERLSENR HSM) REBEBERFKEH, FHEMN
KHANEBE RS VAERMNEEME L, AWS Database Encryption SDK X T 5IHEE I H &R
%

« ECC_NIST_P256

« ECC_NIST_P384
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 ECC_NIST_P512

B JF % ECDH keyring

JR# ECDH keyring X E={E&®8 &L B\HE R : RawPrivateKeyToStaticPublicKey.
EphemeralPrivateKeyToStaticPublicKey#l PublicKeyDiscovery, ZZEHBIHEESE
BHRERELTUMTHBLERBFEERE , URNFABESBME,

*RE

» RawPrivateKeyToStaticPublicKey

» EphemeralPrivateKeyToStaticPublicKey

» PublicKeyDiscovery

RawPrivateKeyToStaticPublicKey

fEFARawPrivateKeyToStaticPublicKey £ ELEEHIR | £ keyring PREREFTHENFE
SBMABG AN LB LB, Lt SBI5EE IR T LU0 ## 3% 58 8%,

ZEfFARawPrivateKeyToStaticPublicKey £ @B ZEFE VIR RB LRI ECDH keyring , 12
HTHE -

- FHENLBER

KBRS EEEN PEM iR 248 (PKCS #8 PrivateKeylInfo #4#8 ) , il RFC 5958 FIE S,
- KHEANLESR

B ARMBIKH AR DER RS X.509 N E € , h#BA SubjectPublicKeyInfo(SPKI) ,
RFC 5280 FTE -

AR EFEBEWMZE KMS SRBPNAE SR |, AIABELENSHRBEN LB S|/ AWS,
.« HRRBAE

ABEEE MY PHHEMRRE, FHENRGEANSRYLXEEFARENMRBRE,

B{E : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512
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C#/.NET

// Instantiate material providers

var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var BobPrivateKey = new MemoryStream(new byte[] { });
var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH static keyring
var staticConfiguration = new RawEcdhStaticConfigurations()
{
RawPrivateKeyToStaticPublicKey = new RawPrivateKeyToStaticPublicKeyInput
{
SenderStaticPrivateKey = BobPrivateKey,
RecipientPublicKey = AlicePublicKey
}
};

var createKeyringInput = new CreateRawEcdhKeyringInput()

{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = staticConfiguration

I

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

T % Java gl FIRawPrivateKeyToStaticPublicKey &8 B BRERARBRERESTHE
NAAES|ABEANLESR., MESHBYEEECC_NIST_P256/4R L,

private static void StaticRawKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

KeyPair senderKeys = GetRawEccKey();
KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH static keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.builder()
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.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.RawPrivateKeyToStaticPublicKey/(
RawPrivateKeyToStaticPublicKeyInput.builder()
// Must be a PEM-encoded private key

.senderStaticPrivateKey(ByteBuffer.wrap(senderKeys.getPrivate().getEncoded()))
// Must be a DER-encoded X.509 public key

.recipientPublicKey(ByteBuffer.wrap(recipient.getPublic().getEncoded()))
.build()
)
.build()
).build();

final IKeyring staticKeyring =
materialProviders.CreateRawEcdhKeyring(rawKeyringInput);

}

Rust

T % Python & flfEAraw_ecdh_static_configuration& @G BEEBHERARBFERESTHE
NWAESRBNRFEANLESER, MESEEXBENRERMEL,

// Create keyring input
let raw_ecdh_static_configuration_input =
RawPrivateKeyToStaticPublicKeyInput::buildexr()

// Must be a UTF8 PEM-encoded private key
.sender_static_private_key(private_key_sender_utf8_bytes)
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
Lbuild()?;

let raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :RawPrivateKeyToStaticPublicKey(raw_ecdh_static_configuration_i

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create raw ECDH static keyring
let raw_ecdh_keyring = mpl
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.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(raw_ecdh_static_configuration)
.send()

.await?;

EphemeralPrivateKeyToStaticPublicKey

ffAEphemeralPrivateKeyToStaticPublicKey & @i EFEBIHRREN keyring E1EARME T
FHSRY  YHHESEAMBSTUTE-—NWLATESR,

teRinEEBRERREMRRL G, EEMFEMFEAEphemeralPrivateKeyToStaticPublicKey&®
WRIGBREBERNBNGCE , EXEFRUNERRGEANLEEBRENRRSRIGEZEBHER,
EEMR , B LAERAJR ECDH keyring #&EiPublicKeyDiscovery @B EE L , & , W
RRHEANLNESBREFHBSBIGE KMS £8% | B LIER AWS KMS ECDH keyring &8¢
KmsPublicKeyDiscovery £ &1 &S8R,

EEFHEphemeralPrivateKeyToStaticPublicKey & @1 i RN A LR ECDH
keyring , iR T5IE :

- BHANREER

B ARBWAH AR DER RS X.509 A E£# , A SubjectPublicKeyInfo(SPKI) ,
RFC 5280 FTE -

LR LEEFEBERE KMS SRBEN LB SR |, IABELENSH/BEN LB S|/ AWS,
.« HRRBAE

ABIEEN A TR|RPHMEE MRRE.

MEE |, keyring EEEENHR LBV FTNERY  YEAMNLBESRIEEN LT ER/RITE
HAQRESR,

BEM{E : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512

C#/ .NET

T &EHErEMAEphemeralPrivateKeyToStaticPublickKey &R BEBIBRENL R
ECDH keyring. MZE , keyring #$7EIEERECC_NIST_P256 iR EAREE T HH S8¥,
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// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var AlicePublicKey = new MemoryStream(new bytel[] { });

// Create the Raw ECDH ephemeral keyring
var ephemeralConfiguration = new RawEcdhStaticConfigurations()
{
EphemeralPrivateKeyToStaticPublicKey = new
EphemeralPrivateKeyToStaticPublicKeyInput
{
RecipientPublicKey = AlicePublicKey
}
};

var createKeyringInput = new CreateRawEcdhKeyringInput()
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = ephemeralConfiguration

};

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

THlgEHlE#EAEphemeralPrivateKeyToStaticPublicKey &% BB IHIRE Y R IR
ECDH keyring. MNZE | keyring #$1E IS EMECC_NIST_P256 8 b A AME T 51 S48,

private static void EphemeralRawEcdhKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.buildex()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

ByteBuffer recipientPublicKey = getPublicKeyBytes();

// Create the Raw ECDH ephemeral keyring
final CreateRawEcdhKeyringInput ephemerallnput =
CreateRawEcdhKeyringInput.builder()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.EphemeralPrivateKeyToStaticPublicKey(
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EphemeralPrivateKeyToStaticPublicKeyInput.buildex()
.recipientPublicKey(recipientPublicKey)
.build()
)
.build()
).build();

final IKeyring ephemeralKeyring =
materialProviders.CreateRawEcdhKeyring(ephemerallnput);

}

Rust

TH&EHIEEMHephemeral_raw_ecdh_static_configuration&f®HREBIBRELRLR
ECDH keyring. MMZEF , keyring BEIEEN MR LR AEE TN SHE,

// Create EphemeralPrivateKeyToStaticPublicKeyInput
let ephemeral_raw_ecdh_static_configuration_input =
EphemeralPrivateKeyToStaticPublicKeyInput: :builder()
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;

let ephemeral_raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :EphemeralPrivateKeyToStaticPublicKey(ephemeral_raw_ecdh_static

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create raw ECDH ephemeral private key keyring

let ephemeral_raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(ephemeral_raw_ecdh_static_configuration)
.send()
.await?;
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PublicKeyDiscovery

REE  REBERRETE AWS EREMR SDK AIMEAN X SR, EEERILREER , B
BiEEFHELESBANKHEALELIBH ECDH keyringo T8 , Bt A LA R4 ECDH &K
keyring , BBt 2R ECDH keyring , 3% keyring AI A ZIEE BN A G SRERBTFTEMZRRHNE
RHERBAL PR A LB SBNE MK, LSRG REBIERREMRTTLE,

/A Important

EfERAPublicKeyDiscovery &R BiE AR &K , KEIMBELE LR , &R
EERT.

EEMfMAPublicKeyDiscovery & iH =BG B MR AL IR ECDH keyring , FFRMHET5IE :
- WHANFEILESR

B NBREWHSE AR PEM fRISFAE £488 (PKCS #8 PrivateKeyInfo #&548 ) , #l RFC 5958 FTES .
- BHARIRAE

WAEERETRPNBEMEAE. FHENRGANSRE L ASBHEBR RIS,

EM{E : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512

C#/ NET

THlgEflEEAPublickeyDiscovery iR AE B 1R E I [R# ECDH keyring. It keyring A
D@ EA MR , HPEENLE BN AT B/ S T AT N5 52 & AR HER R 42 iy B4 A
NEE®R,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var AlicePrivateKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH discovery keyring
var discoveryConfiguration = new RawEcdhStaticConfigurations()

{
PublicKeyDiscovery = new PublicKeyDiscoveryInput
{
RecipientStaticPrivateKey = AlicePrivateKey
}
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i

var createKeyringInput = new CreateRawEcdhKeyringInput()
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = discoveryConfiguration

i

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

T5lgE g EMAPublickeyDiscovery £ iR & B IR E  JR % ECDH keyring. Lt keyring A
DB AR , HPEENAE RN LA B E 17 IE N2 52 809 M RHE R R R B Wi A
NELE,

private static void RawEcdhDiscovery() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH discovery keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.buildexr()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.PublicKeyDiscovery(
PublicKeyDiscoveryInput.builder()
// Must be a PEM-encoded private key

.recipientStaticPrivateKey(ByteBuffer.wrap(sender.getPrivate().getEncoded()))
.build()
)
.build()
).build();

final IKeyring publicKeyDiscovery =
materialProviders.CreateRawEcdhKeyring(rawKeyringInput);
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}

Rust

THgEHlEFEMAdiscovery_raw_ecdh_static_configuration®&@HEEBHIRE N RA
ECDH keyring. Lt keyring IABRZEMALR , HPEENAESBN L ESBAFSEREASM
BT LHREALNELR,

// Create PublicKeyDiscoveryInput
let discovery_raw_ecdh_static_configuration_input =
PublicKeyDiscoveryInput: :builder()
// Must be a UTF8 PEM-encoded private key
.recipient_static_private_key(private_key_recipient_utf8_bytes)
.build()?;

let discovery_raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :PublicKeyDiscovery(discovery_raw_ecdh_static_configuration_ing

// Create raw ECDH discovery private key keyring

let discovery_raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(discovery_raw_ecdh_static_configuration)
.send()
.await?;

Z & keyring

BRMAFRMERNECEHmE A AWS EREME SDK, BB ASERNIEHEE
DynamoDB 1% A Fir & #.

BT LA S keyring KB Z E keyringoe ZE keyring 2 — & keyring , EF 8 EHERTEERHN —=5
ZEES] keyring. BMREMREEFEH R FHEIE keyring. FEAZE keyring RIMBZE R , HiEM
keyring FHIE B E LSBT UM BRZER

B E keyring RINBE R , BEIEEHP —{@ keyring A E LSS keyring. FIBEEM keyring B
#F keyringo EXER keyring BEEUMEM X FER LR, AR, FTEF keyring PHFIEBEE
BENFHERNMEFER S, ZZE keyring EAZE keyring FHESESESRERM T8
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M—EMZENERSIE, WRELEL keyring & KMS keyring , AWS KMS Bl keyring FHIE4E S48
SEAYMBRMLFZEE®, K%, AWS KMS keyring AWS KMS keys FHIFTE EMIEE |, LK% multi-
keyring FFTE ¥ keyring FHIFTE B X S8 , BINFHERNAX FE8,

R, AWS BEREMNR SDK &M keyring REZRBERED—ENZNER SR, BBREZE
keyring F 5 EH IEF R keyring, REAE{T keyring P A SR TUBE R MBZNER S8 | BE
HMEEL,

EEBVUZE keyring , LA F keyring B1TERL. FELEHIF , TPEHR AWS KMS keyring
R AES keyring , B2 A BLFE % keyring F#E S EAZEM keyringo

Java

// 1. Create the raw AES keyring.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateRawAesKeyringInput createRawAesKeyringInput =
CreateRawAesKeyringInput.builder()
.keyName("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAG16)
.build();
IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(createRawAesKeyringInput);

// 2. Create the AWS KMS keyring.
final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyArn)
.build();
IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

C#/ .NET

// 1. Create the raw AES keyring.
var keyNamespace = "HSM_01";
var keyName = "AES_256_012";

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createRawAesKeyringInput = new CreateRawAesKeyringInput

{
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KeyName = "keyName",

KeyNamespace = "myNamespaces",

WrappingKey = AESWrappingKey,

WrappingAlg = AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6
};

var rawAesKeyring = matProv.CreateRawAesKeyring(createRawAesKeyringInput);

// 2. Create the AWS KMS keyring.
// We create a MRK multi keyring, as this interface also supports
// single-region KMS keys,
// and creates the KMS client for us automatically.
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput
{
Generator = keyArn
};
var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

Rust

// 1. Create the raw AES keyring
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let raw_aes_keyring = mpl
.create_raw_aes_keyring()
.key_name("AES_256_012")
.key_namespace("HSM_01")
.wrapping_key(aes_key bytes)
.wrapping_alg(AesWrappingAlg: :AlgAes256GcmIv12Tagle6)
.send()
.await?;

// 2. Create the AWS KMS keyring

let aws_kms_mrk_multi_keyring = mpl
.create_aws_kms_mrk_multi_keyring()
.generator(key_arn)
.send()
.await?;

EE  BIUSE keyring , YIEEHELES keyring (MRAB), EHEHH , RPFEILZ keyring , H
i AWS KMS keyring = ZE 4 85 keyring , M AES keyring = F keyring,
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Java

Java CreateMultiKeyringInput BB AIREERELRR keyring M F keyring. B4
BcreateMultiKeyringInput¥ 2T &K,

final CreateMultiKeyringInput createMultiKeyringInput =
CreateMultiKeyringInput.buildex()
.generator(awsKmsMrkMultiKeyring)
.childKeyrings(Collections.singletonList(rawAesKeyring))
.build();
IKeyring multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

C#/ .NET

NET CreateMultiKeyringInput BEBEB A ELERELES keyring ¥ keyring, B4
BCreateMultiKeyringInput¥ 2R &K,

var createMultiKeyringInput = new CreateMultiKeyringInput
{

Generator = awsKmsMrkMultiKeyring,

ChildKeyrings = new List<IKeyring> { rawAesKeyring }
};

var multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

Rust

let multi_keyring = mpl
.create_multi_keyring()
.generator(aws_kms_mrk_multi_keyring)
.child_keyrings(vec![raw_aes_keyring.clone()])
.send()
.await?;

B, B UERZE keyring RINEMNFEZEH,
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TEBME

BRHMAERMZRERNECEN MRS AWS EREMR SDK, LA SERNIRHEEEE
DynamoDB iNZ A F i E#H.

AESNFZEATELETHEZBAENENER TESMENHK. E=REAGERTEN , XEESE
BARMUNHEYZEHERERFHREEREFNNZEZEEIMRS ., AWS Database Encryption SDK
EREEFREMEECHENFTWUY. RREEANGEER , ZUUHENENERFTTSHEARTN
BERFEHTNEMETSA,

® Note

AWS ERENE SDK AW AIESMEHEBNMRERN T ESHBNETRE , flnTEsSs
BN,

EERBHNMREFSRER HVAC) &R , TEMEXFNRUN MNP EBRIRS, E~EHE
HMEBAREATESNENMERMUE , AWS EREMNE SDK SZBMAXFEFE HVAC, It
HMAC % th R WA FEN —H— (1 1) k¥, HVAC g8l , 2 ETRANMAN 2 EYHE
EMEMEE HVAC B, ELRBERFRERENEA TN ZERBNEANED, ELE
AERE , AWS ERENE SDK S B BENEFELRER , YEENEANMAXFHER,

ABECHREENRBUFTHHEINARBERANGHNERERE., NIFEHEESLEF2GRERENR
B A2RAEEERE.

® Note

TESNZEEBHEENN. REANERES, ARFEREPRENEAGEEISRS L
BEENENFMLCE  EREEIRARFTER.

£
. EERGHEARNENE?
. RSB MBREP
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EEREBEERNENE?

ERAEEENZNENNTES , TREEAFRMZERERBBINERE. ERERAGEER , &
ANMREEN AN L REFECEFEEREY. SRETERE RUNNBERE. EEER AWS
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BRELHEEEENETARENERERRSR , MEYERABLRUERREFAFTFRNE—E
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Y/
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FEERATRENERERNLEEN , fINBEERIER. Hl, XEEF 41, 707 BEE
Ei. BEANADRREECHERERLLS, MREBERZIPCodeM R ETERERBMEX
BHER , T AOERR 41, 707 , BIEKZIPCode ML B HIRE 41, 707 fEME—{E, M
REMEPZIPCodeIMURABZERBE-—RENER K MARBSREEMRENER , A&
A AOERRZRENEERERER , MARE 41, 704,

2. FIEFEHRERHNEREE

FRYEFEERMUNEECERE  S4ASRIRPNMERENBESE, AHNMEREAR
BRETEHFE HVAC BBV E—RNFZEN FHRAYHE, A -HXFZENFEHRREHE IR
TR RERE,

BMEERHNREREARIEAME , BPRAONTELER. TIHAEXRBEEENADE
16 ERNESH—ERT BN

2 < number of collisions < v(Population)

MRWERBOAME , AEESELEALNRR. RMNEREAWE FARPREN &/ NE
B, RREXRTFEME , MuUPNEEE—EHERHI S —EAE—ERELEED —BARBEE,

3. HEEERENEEEE

A FAHRENR DI NMEABER , FFERA T 5 AR RERE

Tt

NEERESE,
number of collisions = Population * 2-(Peacon length)

B, RAERMEHESARE (BAPENSEERRE ) NEERE.

2 = Population * 2-(beacon length)

RE  BREPREBESFSRAOFIRNEERE (BBNSAHEHMERE )

V(Population) = Population * - (beacon length)

EMEZSRMUFEAEENBHONBRIAZTRENEERE. flM, RFEXEL 156 HER
RE , BMRREAENBAEAR 15U, MTFREEEAZ 16 7T,

4. EEEERE
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ELEFEARSHNEMUNEREERELE, RAEBLETREARENEEREREEE
BENZ2ME, T8 , LEREANEEREIRNEVEEER, £m60 R E R R LN B /Y

BREFRREN , BERLHREER,

ERBRENEEEEEREENRE  TEARRNEEREANGRERSE, — RS , IRE
WERESHTYHY  RENRELPHRCRBTROER  UEECARENEERE 4
HESHHRNEARRERIE.

MRCRBRBET | REEAEFERBRLS FORNEATRECHBBRS BT ,
FALRBEALEHENRBREERNEERE. SN, NRCKBLNEERERRMET
B 0-16 1170 , BALREMEM 24 I TNEERE , SR MRERL,

AR RRELNEERE. CREEARHKHE R K ERELENEERE.

g5

EZREZEHEZHIEENCRYPT_AND_SIGN®#& unit #{UESE S WERE, BERTE unit #HUNE
#EE  RAEEHEZunitBUNERERENEERE,

1. f&ETADO

BEEMANRBERNBINENERRFRR , RAES unit MUKIKEH 100, 000 EHE—
=

iE&R~AQ =100, 000,
2. FTEFEHMERHNEREE,

ELEH P | RPNREHERET RN 2 2 316 2@,

2 < number of collisions < V(Population)

N
IN

number of collisions < Vv(100,000)

b. 5

IA

number of collisions < 316
3. FTEEERENEZRHE,

HgfT , FREREENR 9-16 LTz,
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number of collisions = Population * 27 (Peacon length)

a. ATEHEERERE , EhRAHNRAEREBESAISR 2 FEBIN&/ME,

9 = 100’000 % 2—(beacon length)

EERE =156 15U
b. HEGERE , HFAMNUERESFNIER 2 FEBINZAE,

316 = 100,000 * 2—(beacon length)

EERE =838 fux
4. HEBEEZ2NREERNEERE.

HRMER 15 NEEMT , MERAMZ 2 EINME.

- 16 Ut
- FHME , SEM—ERSHREHEM 1.5 EEN,
- &t EAMEEEE HVAC BB MER SR 66% AIse B EENMAN FEH,
« MEE  ENERLERFBRNE 10 FCEKHE 156 LK.

« 14U
- FEME  SEE-—EHSHEE 6.1 EEMEN,
- &t EAMHREEE HVAC BB MER SR 33% A EENMAX FE,
- NEE  ERERCERFERNE 10 EEEHKME 30 FLHK.

BEEERHE

BRMAFRMERNECEHmE A AWS EREME SDK, BB ASERNIEHEE
DynamoDB 1% A Fir & ;M.

BEEEHHE-—NEELBRI. REGER , CERBHACEEAMERUKIEANERE, &
BEEBTENFZERURERR AR EER , EFRERNFRUNBEERE. RETRNEHETEE
MR EREERE,
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MERBUAGENREEEGEH , FSHBEER,
HEREEE
HEBEEES  BARBCNEREBBTERNBERR, ERTLRECERBIORN N

REEMUNEESBNEBERE, SN, MREELAEA WNBERNLBRIEEEZELastName , &
HEERBBEZE LastName,

EENEEREBAGERRMEER , S NEREREERNE , AWS EXEMNE SDK 8B EH
EREEBUABERE.

HEER

AxX JE

BMWAFRMZRXECEHR WA A AWS EREMZ SDK, LB ABERNREHEER
DynamoDB & A Fix &

XEAESNFNEEAMERE., FECESHTHSELES, CAREENETEETESMNEN
REERE, EEEERENFRXFZHRNEEGE  UMTEEMNER,

ERRHAEFHAIADRERE, ERAERETRENEARERERIRA RN BN
%, ERTRAMLNATTENE  —BRENE  ERROIRERARN. EAERRRTEE
2 EREELEFEENEE, T8 , BTN BTN EREOFWLTRFEE,

RELHEFIREREA R  RECEEARENEEENE_ELR, AR A REMBEELR  £F
BYAWS KMS BER keyring, ERERRAE. ABEEERERERS. EBERm=IE , AR
REEREM AWS EREME SDK A Fin, WEFMER , FBREAGE.

ATEBEHERERNA  RECARECANELERRIAE, EERESHERN  SERY
S EERT A AN RERE S ERBE,

=

. REBEES

. REHLES

- SIfIAERE

=

RES

i
S
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SN o dEE S A= FE
ﬂdE%é%ﬁi

BECEREENETEFTESNFNREES L. AARBE-NIEIEERVATEAES,

HHREFE L E I
Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beaconName")
.length(beaconLengthInBits)
.build();
standardBeaconList.add(exampleStandardBeacon);

C#/ .NET

var standardBeaconList = new List<StandardBeacon>();
StandardBeacon exampleStandardBeacon = new StandardBeacon

{

Name = "beaconName",
Length = 10
}i?

standardBeaconList.Add(exampleStandardBeacon);

Rust

let standard_beacon_list = vec![

StandardBeacon: :buildexr().name("beacon_name").length(beacon_length_in_bits).build()?,

FEREREEGE  FRATIE
EEE8
BHEERAMBERACRERNERE,

EREEBUTENZEHCNERRVOBEER B RERNZMUNEEEE, RABRS
SETRCATECEEBRRNNFERMUIERRUNEE. METENEETEFHERNERSR
B, IFHEEFREEHEEBHORY  F2REEEERE,
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EERE

FMBABER

BERRENEEMEENMTH.

EEREREEEGRELNTIREBY. WFEFHEALBPHEBES EEFNEERE
RHEEERE.

EEER (2A)

s
B

BECENEBRFERAL.

EERRLEARSRERMUENMIEBIRE, EENEREREBEEHERFEARR |, Brbli
HEERERERIR , AWS ERENE SDK EHBEAGEEBHAGERR.

B ERRN

BEEVERENY  SL4ARMERRVNBBNRERUNEE, SHERERLEERAHEEN
IEFERETCHRENREERMUNIETF. T8EHSRERENFEMAL , SUR M E R,

(® Note
BHEZECHTERRMURRELATRNER  BEAENE., WEFAEA  F2RAUEE
*%?EAIJ.II:HO
Java

E2RTBNEXBEH : VirtualBeaconSearchableEncryptionExample.java

List<VirtualPart> virtualPartlList = new ArraylList<>();
virtualPartList.add(sourceFieldl);
virtualPartlList.add(sourceField2);

VirtualField virtualFieldName = VirtualField.buildexr()
.name("virtualFieldName")
.parts(virtualPartlList)
.build();

List<VirtualField> virtualFieldlList = new ArraylList<>();

virtualFieldList.add(virtualFieldName);
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C#/.NET

ESETRBNENEES : VirtualBeaconSearchableEncryptionExample.cs

var virtualPartlList = new List<VirtualPart> { sourceFieldl, sourceField2 };

var virtualFieldName = new VirtualField

{
Name = "virtualFieldName",
Parts = virtualPartList

};

var virtualFieldList = new List<VirtualField> { virtualFieldName };

Rust

m

RSB TEBWENIEES : virtual_beacon_searchable_encryption.rs

let virtual_part_list = vec![source_field _one, source_field_two];

let state_and_has_test_result_field = VirtualField::builder()
.name("virtual_field_name")
.parts(virtual_part_list)
.build()?;

let virtual_field_list = vec![virtual_field_name];

EEEAREHUNBERRELERMN  SEX4AXERER , el REMANEEEREME

o

ERMUNZEZE

EETSEE MUNMERE, T8 , ECEAGEER , EMNNERREN I HNLREAEEEF
KEEREE. SREFENATAGREXEERENLLER.

BREAERERECRERBNRERMVELEREM L. EYTSEARBYRECSHR I REMNE
wEa , AR ERECENZ2ER. REMBRENEEIRNEMIREMUTBNBER, HEE
HURA BN R L P o — (B R 0, SARR BN SRR A (v 3 i A (v R KD B RV (L ST B

BULERAONGEERERYEBERBUNRERVUEETREENENZ M, AORMNUPHE—E
MENBE, ENADTEERRE., UFLAERVACONRS , F2RLEAD,
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REESRUNZT MR, FEETHIEH

- Beacon! Bl E#FieldA, FieldA By A QKR 2 (Beacont &E)

« Beacon2 H B#VirtualField , HH FieldA., FieldC, FieldB#fl 2
#FieldD, . FieldC. FieldBHl #RFieldD#EE XK 2N WAD

MR THFRIRR A true , Beacon2 EIRF{RE Beacon1 #l Beacon2 B &Z &M :

=2
v

(Beaconl length)/2

=
v

(Beacon2 length)/2

EREEEN

BEGETARENZIERRMUATEANES, IE , EATAREBESER  UITEERNE
BERE, RTHECEBNEREESE , AWS ERENE SDK RHTIEZRGELRN , IER
BRESENAMAZ,

® Note

FEEREEER  BLAER AWS ERENE SDK 1Y 3.2 IRUERMMmA . SEHEEANE
EEFRMAREH , TAMRAEEE A RN,

PartOnly

ERA NEEERPartOnly REEARERESFEENMEL D, BB EEEEHAPartOnlyREE
5.

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beaconName")
.length(beaconLengthInBits)
.style(

RERERR 25



AWS BB EZE SDK AR

BeaconStyle.builder()
.partOnly(PartOnly.buildexr().build())
.build()

)
.build();
standardBeaconlList.add(exampleStandardBeacon);

C#/ .NET

new StandardBeacon

{
Name = "beaconName",
Length = beaconLengthInBits,
Style = new BeaconStyle
{

PartOnly = new PartOnly()

}

}

Rust

StandardBeacon: :builder()
.name("beacon_name")
.length(beacon_length_in_bits)
.style(BeaconStyle: :PartOnly(PartOnly: :builder().build()?))
.build()?

Shared

RIBFER A SEEECEHSELHE - HVAC LB RTEEE, Fit , SEEZEMEEBNELE
EEHMBNBUITERES, E2A NEEFSEShared2FA S —EEEEFEEN HVAC €8
HEITEE,

Flan | MREEEbeaconl @I EEbeacon2 B HEITLLE |, #54& beacon2 EEAFEAKRB &Y
HMAC £#8beaconl#T5tEK SharedEE,

(® Note

EREFEfISharedEHR2E , FERBENZENMMEF R, SharedEHETREEINFE
BERESHNRAETE, Sl , MR RBELARVISHENMAXFE,
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FMBABER

Java

List<StandardBeacon> standardBeaconList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beacon2")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()
.shared(Shared.buildexr().othexr("beaconl").build())
.build()
)
.build();
standardBeaconlList.add(exampleStandardBeacon);

C#/ .NET

new StandardBeacon

{
Name = "beacon2",
Length = beaconLengthInBits,
Style = new BeaconStyle
{

Shared = new Shared { Other = "beaconl" }

}

}

Rust

StandardBeacon: :builder()
.name("beacon2")
.length(beacon_length_in_bits)
.style(BeaconStyle: :Shared(
Shared: :buildexr().other("beaconl").build()?,
))
.build()?

AsSet

RIBTER , WRBUERES , AWS ERENRE SDK 2HEEANE —ZEGE, Fit |, 88E%
#1T CONTAINS(a, :value) a AMBZWMUNEN, ERAH WEEEEGASSetHEESTERE
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BRI TEWEBZEEGEER , YEEEEUNESFEFREEEF, ETZE AWS EREMNE SDK
H1TEH CONTAINS(a, :value).

BEERASStBRERGR  EFETHARLARBMEENAD , LEECMAHRATUERBRNESER
E. nREMEFRERBRLEGR , GREENARARINEXFE,

® Note

EREEMAsSetZEZE , FERENZEMMEFER, AsSetEEAEFRMNEEE
BEDHNKAEAE, Hl , EMTEEETRHEXFEN RN,

Java

List<StandardBeacon> standardBeaconList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beaconName")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()
.asSet(AsSet.builder().build())
.build()
)
.build();
standardBeaconlList.add(exampleStandardBeacon);

C#/ .NET

new StandardBeacon

{
Name = "beaconName",
Length = beaconLengthInBits,
Style = new BeaconStyle
{

AsSet = new AsSet()

}

}

Rust

StandardBeacon: :builder()
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.name("beacon_name")

.length(beacon_length_in_bits)

.style(BeaconStyle: :AsSet(AsSet::builder().build()?))
Lbuild()?

SharedSet

EEA NEHEEESharedSetEE T Sharedfl AsSetEHE , ELRTUHEST BN MBRESR
THEMES, EnE AWS EREMS SDK #11T7E , CONTAINS(a, b)EF s 2NHE , M
bR INZ Lo

(® Note
EREEMSharedEEZHT ,
EREREIHHNKRFTERE,
SHRBNMFE,

FERBENELNMERER, SharedSetFEAIAERE N
i, efAREEIEXFENAN  IBELXHBENVE

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beacon2")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()
.sharedSet(SharedSet.builder().other("beaconi").build())
.build()
)
.build();
standardBeaconList.add(exampleStandardBeacon);

C#/ .NET

new StandardBeacon

{
Name = "beacon2",
Length = beaconLengthInBits,
Style = new BeaconStyle
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SharedSet = new SharedSet { Other = "beaconli" }

Rust

StandardBeacon: :builder()
.name("beacon2")
.length(beacon_length_in_bits)
.style(BeaconStyle: :SharedSet(
SharedSet::builder().other("beaconl").build()?,

)
.build()?

REESER

BEEEAEGNFHXFZTFRNELECEERMITEMNERERE , flutE —Ro|EHMETEHE
HER K NEHAEEHFRSIBOEMLES. BSEET L ENCRYPT_AND_SIGN, SIGN_ONLYA
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT #{uEig&., BN BAESEEFETENEEME
WO EEEE,

@ Note

EMNEBCCRIECCERTELRPER  BEAERNE, NFFHEE
B,

o

o

A, mSRAEE

S

Java
BEEEHERE

TIEHeEEEEREARARAIRESRMZENBEENEHEE.

List<CompoundBeacon> compoundBeaconList = new ArraylList<>();
CompoundBeacon exampleCompoundBeacon = CompoundBeacon.builder()
.name (" compoundBeaconName")
.split(".")
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.encrypted(encryptedPartlList)

.signed(signedPartlList)

.constructors(constructorList)

.build();
compoundBeaconList.add(exampleCompoundBeacon);

EEREER

TIHEHSEECEERAPLBERNZNEHEENEHEE, NFEREERINVFRER ,
B EAER,

s
W%

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.encryptedParts(encryptedPartlList)
.signedParts(signedPartlList)
.version(1l) // MUST be 1
.keyStore(keyStore)
.keySource(BeaconKeySource.builder()

.single(SingleKeyStore.builder()

.keyId(branchKeyId)
.cacheTTL(6000)
.build())
.build())
.build()
);
C#/ NET

A2RATENEX ISP - BeaconConfig.cs

BREEHRER
TIEHEeEESERARARIRERNZNBENEHBE.

var compoundBeaconList = new List<CompoundBeacon>();
var exampleCompoundBeacon = new CompoundBeacon
{
Name = "compoundBeaconName",
Split = ".",
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Encrypted = encryptedPartlList,

Signed = signedPartList,

Constructors = constructorlList
};

compoundBeaconList.Add(exampleCompoundBeacon);

EEREAER

TIEHEEEERETPEBERNZNERENEHEE., IFTEREERINFRER
B £ A E 1R,

s
V2

var beaconVersions = new List<BeaconVersion>
{
new BeaconVersion
{
StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,
EncryptedParts = encryptedPartsList,
SignedParts = signedPartslist,
Version = 1, // MUST be 1
KeyStore = keyStore,
KeySource = new BeaconKeySource

{

Single = new SingleKeyStore
{
KeyId = branchKeyId,
CacheTTL = 6000

};
Rust

AR TENENBES : beacon_config.rs
BaEEER

TrEHEeERSERARARIEERNZNBENBEHFE.

let compound_beacon_list = vec![
CompoundBeacon: :buildex()
.name (" compound_beacon_name")

REEAER 32


https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/searchableencryption/complexexample/beacon_config.rs
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.split(".")
.encrypted(encrypted_parts_list)
.signed(signed_parts_list)
.constructors(constructor_list)
.build()?

EEREESR

TIHEHSEECEEREAPLBERNZNEEENEMHEE, NFEREERINFRER ,
B EAE R,

s
B

let beacon_versions = BeaconVersion: :builder()
.standard_beacons(standard_beacon_list)
.compound_beacons(compound_beacon_list)
.encrypted_parts(encrypted_parts_list)
.signed_parts(signed_parts_list)
.version(1l) // MUST be 1
.key_store(key_store.clone())
.key_source(BeaconKeySource: :Single(
SingleKeyStore: :builder()
.key_id(branch_key_id)
.cache_tt1(6000)
.build()?z,
))
.build()?;
let beacon_versions = vec![beacon_versions];

BUNEARRLHERNBEPERNZNAHNEHEENEN. RMAIBRBESARESEREPH
SEBFEPERNENZZNEM. BEBLHERMNENEENES , EUTUEREEESF X, KRR
EZEERERAEHERCAELEN. NMRERTEEANBIRENTD —R , BALEESRE
BHRENARBEPERT, S ERERBBEETSEREMEEAN.

NMRE2HERMBNZENAMGFE , AIVARHEBEGEE  LBHNEAEETUESESER
HEREP AR TR A RER Ko

(® Note
EESHERMENCHENBFTE , BLAEH AWS ERENE SDK &Y 3.2 lRSEH R
R, EEBERTMAFAM 28 , BFRABBERMEHE.
RELZEMRANEERAR UL HBERMNFEN S RENBHFFE.

i
i}
i
o
o
SH
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EEREERER  FRHTIE.
EEE8E
BHEERMBRURERNERE,

EEEBETRNZEHVNERMBUNBEEE , ETRERNERVNEERRE. WEEETEE
HENEEEE. NIFHEEFRECEEBNGRY  F2REEEEEE.

2EIF T
RARDRERESERZIBINFE T,
DEFAFRERERSEREBRR 2 E MM FES.

EZBEHRE

HBRESEEPITEENCRYPT_AND_SIGNEYHEAL,

BEFIBLATESRBNTE, BOEBLARRNEZRVERNTEECSELRE, ZAALURE
fA7Fs  BLARE—N, MBNEATEERECHZEAEHEANTE.,. BREAEERES S

TRESERRHUNHEMED.

BMERLE TR HERENMEBERG. MRERTEE-—EESEEREAMBELS , BTN

ZREAMERNBZEMH, FRERNNER D FTREFRSEERN MBS HENFENS
.

Java

List<EncryptedPart> encryptedPartList = new ArraylList<>);
EncryptedPart encryptedPartExample = EncryptedPart.builder()
.name("standardBeaconName")
.prefix("E-")
.build();
encryptedPartList.add(encryptedPartExample);

C#/ .NET

var encryptedPartList = new List<EncryptedPart>();
var encryptedPartExample = new EncryptedPart
{
Name = "compoundBeaconName",
Prefix = "E-"

g
il
i
iy
i
b
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encryptedPartList.Add(encryptedPartExample);

Rust

let encrypted_parts_list = vec![
EncryptedPart: :buildexr()
.name("standard_beacon_name")
.prefix("E-")
.build()?
iF

ERENAMBE
HAESERETESNEREM,

(® Note
BEHTREAN. EAUREFSEREMNERERINESER.

BEF,HBLETEERE. RKENFEH, RFESMEHFHBIA SIGN_ONLYR

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT #{i., RELERSRERBUENHLERE
RFE5, WREWEHFBBEIIRER , BILEBRIER , AWS EREMNZ SDK EEBFEAXER
HAERE. BMERESTEEREREEAEAHEE. FEUUREANFE , BXEARKE N, B
HENBO T EFHE MBS 2 HENFTE. ERTARERES B RESEERENH I

VAN
Ao

BMRRER UL EREEENEL. IRERTHEEEEEETEAEEENTY , &
AUEBEARER. AU ERNCHEERSI TREFELHERNCRES I HRNFTERS
.

Java

List<SignedPart> signedPartlList = new ArraylList<>);
SignedPart signedPartExample = SignedPart.builder()

.name("signedFieldName")

.prefix("s-")

.build();
signedPartlList.add(signedPartExample);
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C#/ .NET

var signedPartslList = new List<SignedPart>

{
new SignedPart { Name = "signedFieldNamel", Prefix = "S-" },
new SignedPart { Name = "signedFieldName2", Prefix = "SF-" }

};
Rust

let signed_parts_list = vec![
SignedPart::buildex()
.name("signed_field_name_1")
.prefix("s-")
.build()?z,
SignedPart::buildex()
.name("signed_field_name_2")
.prefix("SF-")
.build()?z,
iy

BRERRE

AEEBRE  ELEBRNEERTHESERASNENEEAMHNTRAAN, BAEREBE
BRERSERKNME B,

NRERLAEENNBNEEEERBESEE IS ERHRBEEE,
NRETEAEMS ERNNBREEEARBBESEE  URBHIERRAN. NRLK
EERBEEEE  AWS EHENS SDK SEAHAEER THIERREEY.

. AR DR E N R

.« {RELET T AR B B HE 5RO I DA 4

. BEFAAHL

RBER

BEEZBRATRERRANEFEE , TERESESEEN —EAX. BEEBH S
BEFENEFBGEE—E , SEHIUEEN2EF R,

BEZENBEGHESZNENEGRCEEZNELG I EEZEGEERBRET
BNESER, fliN  MBHEEER Fieldl, Fieldl.Field2H LEHESE
BFieldl.Field2.Field3 , 5&i% Field2M EEBField3 &R , Y ET —RBAEBHE,

g
il
i
iy
i
b
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BEEBRBEVEZVE—BASENT D, RMPERCESEEBRENE—HIoRNAEMEIER
B, UWEEEHBPFEHBEGINS WITHEE F,

MREHEPEERELENEN  ERRBHERD. ELRBEFCERE K #5EFSEAER
HERERNEHEERES TUARREHNEERS, ceERRERRBNEEERHBBENIERF
HEER , UEAS—ERINEREE, MRRIFEBRBEY , AITEREERT ALK,

FAERENSAEHEEEMENERRBIES , URREEMERER,
ERATIEFRIEEEECHEBRBIBE.

1. ABENENEGNEHEENAGELRBAN  UAEREEFTEZAN
ERREMSEBLAREARNEECEICHEMUNBRE,

Java
ConstructorPart fieldlConstructorPart = ConstructorPart.builder()
.name("Fieldl")

.required(true)
.build();

C#/ .NET

var fieldlConstructorPart = new ConstructorPart { Name = "Fieldl", Required
= true };

Rust

let field_1_constructor_part = ConstructorPart::builder()
.name("field_1")
.required(true)
.build()?;

2. FERLESR1PRINEEEINAN  ASETENESEREEASHFNELRBEN,

fign | WREIRETE Fieldl . Field2.Field3#M L& Field4.Field2.Field3 , Al
AERVMEZBHE. FieldlM FieldsAREFEME  HACMREMETRANEBRE
FERE.

Java

// Create a list for Fieldl.Field2.Field3 queries
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List<ConstructorPart> fieldl23ConstructorPartList = new ArraylList<>();

fieldl23ConstructorPartList.add(fieldlConstructorPart);
fieldl23ConstructorPartList.add(field2ConstructorPart);
fieldl23ConstructorPartList.add(field3ConstructorPart);
Constructor fieldl23Constructor = Constructor.builder()
.parts(fieldl23ConstructorPartlList)
.build();
// Create a list for Field4.Field2.Fieldl queries

List<ConstructorPart> field421ConstructorPartList = new ArraylList<>();

field421ConstructorPartList.add(field4ConstructorPart);
field421ConstructorPartlList.add(field2ConstructorPart);
field421ConstructorPartList.add(fieldlConstructorPart);
Constructor field421Constructor = Constructor.builder()
.parts(field421ConstructorPartlList)
.build();

C#/.NET

// Create a list for Fieldl.Field2.Field3 queries
var fieldl23ConstructorPartList = new Constructor
{
Parts = new List<ConstructorPart> { fieldlConstructorPart,
field2ConstructorPart, field3ConstructorPart }
};
// Create a list for Field4.Field2.Fieldl queries
var field421ConstructorPartList = new Constructor
{
Parts = new List<ConstructorPart> { field4ConstructorPart,
field2ConstructorPart, fieldlConstructorPart }

1Y

Rust

// Create a list for fieldl.field2.field3 queries
let fieldl_field2_field3_constructor = Constructor::builder()
.parts(vec![
fieldl_constructor_part,
field2_constroctor_part.clone(),
field3_constructor_part,

ip)
.build()?;

// Create a list for field4.field2.fieldl queries
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let field4_field2_fieldl_constructor = Constructor::builder()
.parts(vec![
field4_constructor_part,
field2_constroctor_part.clone(),
fieldl_constructor_part,

ip)
.build()?;

3. BUEBKNEEE K HPGsGELSR2HEVYNFEERBRE,

Java

List<Constructor> constructorList = new ArraylList<>();
constructorlList.add(fieldl123Constructor)
constructorList.add(field421Constructor)

C#/ NET

var constructorList = new List<Constructor>

{
fieldl23Constructor,

field421Constructor
I

Rust

let constructor_list = vec![
fieldl_field2_field3_constructor,
field4_field2_fieldl_constructor,
s

4. EBEEBENEEEEconstructorLisths | FBIEE

gHIERE

BMMAFRMERNECEHmE A AWS EREME SDK, tEZASERNIEHEE
DynamoDB 1% A Firf &M,

THEH RBUARERENESER, THABTRUCERE. NFHEEEEECGERENSR
B F2HREEEERE.
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EEEETHNARENEAGENTEENBES , F2[E GitHub £ aws-database-encryption-
sdk-dynamodb fEFERFH Java, .NET H Rust A[#E S N6l

T8
. EEEE
. HAEE

EREE
MREAEEE inspector_id_lasts MUREZTEMEE , BEATIHERBEIZEEFIE,

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("inspector_id_last4")
.length(beaconLengthInBits)
.build();
standardBeaconList.add(exampleStandardBeacon);

C#/.NET

var standardBeaconList = new List<StandardBeacon>>);
StandardBeacon exampleStandardBeacon = new StandardBeacon
{
Name = "inspector_id_last4",
Length = 10
};

standardBeaconList.Add(exampleStandardBeacon);

Rust

let last4_beacon = StandardBeacon: :builder()
.name("inspector_id_last4")
.length(10)
.build()?;

let unit_beacon = StandardBeacon::builder().name("unit").length(30).build()?;

WHERE 0


https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/searchableencryption
https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/searchableencryption/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/searchableencryption/
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let standard_beacon_list = vec![last4_beacon, unit_beacon];

BEER

MREBEEH inspector_id_last4H LA UnitInspection&
Einspector_id_last4.unit , BEATHHEEBEVESEE, HESGERFEEMENH D,

Java

// 1. Create standard beacons for the inspector_id_last4 and unit fields.
List<StandardBeacon> standardBeaconList = new ArraylList<>);
StandardBeacon inspectorBeacon = StandardBeacon.builder()
.name("inspector_id_last4")
.length(beaconLengthInBits)
.build();
standardBeaconList.add(inspectorBeacon);

StandardBeacon unitBeacon = StandardBeacon.builder()
.name("unit")
.length(beaconLengthInBits)
.build();

standardBeaconList.add(unitBeacon);

// 2. Define the encrypted parts.
List<EncryptedPart> encryptedPartlList = new ArraylList<>);

// Each encrypted part needs a name and prefix
// The name must be the name of the standard beacon
// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
EncryptedPart encryptedPartInspector = EncryptedPart.builder()
.name("inspector_id_last4")
.prefix("I-")
.build();
encryptedPartList.add(encryptedPartInspector);

EncryptedPart encryptedPartUnit = EncryptedPart.builder()
.name("unit")
.prefix("U-")
.build();

encryptedPartList.add(encryptedPartUnit);

WHERE T
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// 3. Create the compound beacon.
// This compound beacon only requires a name, split character,
// and list of encrypted parts
CompoundBeacon inspectorUnitBeacon = CompoundBeacon.builder()
.name("inspectorUnitBeacon")
.split(".")
.sensitive(encryptedPartlList)
.build();

C#/.NET

// 1. Create standard beacons for the inspector_id_last4 and unit fields.
StandardBeacon inspectorBeacon = new StandardBeacon
{
Name = "inspector_id_last4",
Length = 10
};
standardBeaconList.Add(inspectorBeacon);
StandardBeacon unitBeacon = new StandardBeacon
{
Name = "unit",
Length = 30
};

standardBeaconList.Add(unitBeacon);

// 2. Define the encrypted parts.
var last4EncryptedPart = new EncryptedPart

// Each encrypted part needs a name and prefix
// The name must be the name of the standard beacon
// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
var last4EncryptedPart = new EncryptedPart
{
Name = "inspector_id_last4",
Prefix = "I-"
;
encryptedPartList.Add(last4EncryptedPart);

var unitEncryptedPart = new EncryptedPart

{
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Name = "unit",
Prefix = "U-"
};
encryptedPartList.Add(unitEncryptedPart);

// 3. Create the compound beacon.

// This compound beacon only requires a name, split character,
// and list of encrypted parts

var compoundBeaconList = new List<CompoundBeacon>>);

var inspectorCompoundBeacon = new CompoundBeacon

{
Name = "inspector_id_last4",
Split = ".",
Encrypted = encryptedPartlList
};

compoundBeaconList.Add(inspectorCompoundBeacon);

Rust

// 1. Create standard beacons for the inspector_id_last4 and unit fields.
let last4_beacon = StandardBeacon::builder()

.name("inspector_id_last4")

.length(10)

.build()?;

let unit_beacon = StandardBeacon::builder().name("unit").length(30).build()?;
let standard_beacon_list = vec![last4_beacon, unit_beacon];

// 2. Define the encrypted parts.
// The name must be the name of the standard beacon
// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
let encrypted_parts_list = vec![
EncryptedPart: :buildexr()
.name("inspector_id_last4")
.prefix("I-")
.build()?z,
EncryptedPart::builder().name("unit").prefix("U-").build()?,
1;

// 3. Create the compound beacon

WHERE e
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// This compound beacon only requires a name, split character,
// and list of encrypted parts
let compound_beacon_list = vec![CompoundBeacon: :buildex()
.name("last4UnitCompound")
.split(".")
.encrypted(encrypted_parts_list)
.build()?];

EAER

BPWAFRMZEERECEN TR A AWS EREMNE SDK, AR ABEENEHRERH
DynamoDB 1% A Fimf &

Beacons AIREESMBNELER  MAIEREEEANREENE, EERTAETNREAERE
TEF, ERAENETRENEAEEASRFBAENENHLEK. SREERBRUNMXZER
B, —BRunNzZ A6 FEREIRFERTER,. EHAEERENLCE 2R  EREZEFNEENER.
TiB |, BRI LA AR 8 E SRV IR AL E#E R,

REFEZR , BLALATATILR  IERBEAEREYHEEATEN,

1. 3 AWS KMS B&E keyring

FEFEATESNE  SLAEFERAWS KMS FEE keyring REE, MNE M #E 2 A RRZBRCEKEY
ERZR.

RECE2E , FHEEE keyring R E U FEE X keyringo

MEAMEERER keyring WEFHER , B2RERAKE keyring 1T = 0%,

ERERRA

EEEW keyStore, keySource, BERENFIEBREFERE, BRENFEESEES
B, mEEMGEE, CEBEMEE  UREGERE, BLELIAGERAEE . IFEER WIE
SlkeySource , B2 H EELENEESB IR,
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T3 Java BHIERE-HFERENERRE. NIFERSHFENECEREINRA , F2
RZEFERENAESME,

Java

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.encryptedParts(encryptedPartsList)
.signedParts(signedPartsList)
.version(1l) // MUST be 1
.keyStore(keyStore)
.keySource(BeaconKeySource.builder()

.single(SingleKeyStore.builder()

.keyId(branchKeyId)
.cacheTTL(6000)
.build())
.build())
.build()
);
C#/ NET

var beaconVersions = new List<BeaconVersion>
{
new BeaconVersion
{
StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,
EncryptedParts = encryptedPartsList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1
KeyStore = branchKeyStoreName,
KeySource = new BeaconKeySource

{
Single = new SingleKeyStore
{
KeyId = branch-key-id,
CacheTTL = 6000
}
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};
Rust

let beacon_version = BeaconVersion::builder()
.standard_beacons(standard_beacon_list)
.compound_beacons(compound_beacon_list)
.version(1l) // MUST be 1
.key_store(key_store.clone())
.key_source(BeaconKeySource: :Single(
SingleKeyStore: :builder()
// “keyld' references a beacon key.
// For every branch key we create in the keystore,
// we also create a beacon key.
// This beacon key is not the same as the branch key,
// but is created with the same ID as the branch key.
.key_id(branch_key_id)
.cache_tt1(6000)
.build()?z,
))
.build()?;
let beacon_versions = vec![beacon_version];

3. REXRERS|

BEGEZER  BUEALERERMBEGENRERS| , TREESNENHNL, WEFMAER ,
gﬁ@ﬁﬁ'ﬁ:ﬁnlﬁg;ﬂg?\glo

4. ERENZHRE=ZDE

B

AREBEEEEN I AWMU MML AR S ENCRYPT_AND_SIGN, AREEEEMNFTE EMaM
A AR SIGN_ONLYZ SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

5. FRE AWS ERENZ SDK A F ik

3

& E 5 IE Database AWS Encryption SDK i Bl R & DynamoDB B FZRHHWERKIER ,
ZEEAR DynamoDB K Java Al Fim &2 E,
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EHER

BRENCEEEEGREGTUHTHNERRE, REGREAGERHEREARNTERES., #S
EEEAREEMNZFENRESE  UITEMNESR, ELEHMNENERE K LSBSERSA
.

LEELEMERESENE , IFeMEsHRNEREXT, MESEEREASARNMAXFEE
AWMETERN HVAC BE. it , BEEFEEZHTTIEM.

* beaconl = beacon2

« beaconl IN (beacon2)

* value IN (beaconl, beacon2, ...)
« CONTAINS(beaconl, beaconZ2)

BEEETUHITTIES.

« BEGINS_WITH(a) , HH s gRMESECEERECMUNEEE., SEEER
BEGINS_WITHEHE FREAIUKFEFFEHBENE. T8 , EAILIEA BEGINS_WITH(S_) , HH
S BRMEEEEEERENTS?FE,

« CONTAINS(a) , HHF s8@RMIEEESEEISZBUNERE, SEEFEH CONTAINSEE FK
BRHTEREFFERESAEMNL .

Bl | IBESEFITERM , CONTAINS(path, "a"He s RMESFTHE,
- BOLLREAEENES LY, ER/EBECEENELRE , B UBEKENZEGNEZEHME

—HZEEXENMES  ELEEIEEMNEIPE S EMERLNE,

Blan | SEELAE signedFieldl = signedField2s LB EEEZEMNHEHFMER value IN
(signedFieldl, signedField2, ...).

BT LE LB KB ERENEENENZEHNFEEsignedFieldl . A_ =
signedField2.B_,

« field BETWEEN a AND b, Hf afl bEHFEENI D . BRI LLBEE MR N ZEHME
—RZECHEENEY  BELREEETNEIPETSNEZRUNE,

BUEAEEEEENEATIESENINFE. i, MRERcompoundBeaconE L
encryptedField#l BHEEAEE signedField , IV AR ESHEERETEAEMER I RENFE
Bo
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compoundBeacon = E_encryptedFieldValue.S_signedFieldValue

ZHFERENTESINE

BRWAFRMZEXNECEH WA A AWS EREMNZ SDK, LR ABERENREHRER
DynamoDB 1n# A Fix &

EEEERNEPEETESHMNE  BUAEFEHAWS KMS BEE keyring, AWS KMS BB
keyring E4£, NMBNBHZANRELHENER SR, cCHEEIARELECGENGESR, BRi%
HAFEREFER AWS KMS BB keyring i , SEHRAFHBETREN s XBNEESR, FE
ERZHFERETNMZEER , ZL4EBIAREL B EEEAZEENEESREN, WEFHEE
#A , FmSBthe section called “FEAEE R keyring ET B SHME",

ELERZHFERNENEERETE  FEELERENFEREGERE,. BERENFEES
EHREE. FEREM keySource, BUEHEELRMRFERS MultikeyStore , ¥ IE
keyFieldName, AEEEEBRINFZREE , URAEEZ SR/ R IREIA N LR,

MBBRETEMEEENEE  CMXEETEEELEN FcompoundBeaconList, HEESER—&E
BEEERE, ¥ SIGN_ONLY F1 SIGN_AND_INCLUDE_IN_ENCRYPTION_ CONTEXT#{uim&iZ 5|3
HITEMNES,

Java

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.buildex()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.version(1l) // MUST be 1
.keyStore(branchKeyStoreName)
.keySource(BeaconKeySource.buildexr()

.multi(MultiKeyStore.builder()
.keyFieldName(keyField)
.cacheTTL(6000)
.maxCacheSize(10)
.build())
.build())
.build()
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);

C#/.NET

var beaconVersions = new List<BeaconVersion>
{
new BeaconVersion
{
StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,
EncryptedParts = encryptedPartsList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1
KeyStore = branchKeyStoreName,
KeySource = new BeaconKeySource
{
Multi = new MultiKeyStore
{
KeyId = branch-key-id,
CacheTTL = 6000,
MaxCacheSize = 10

};

Rust

let beacon_version = BeaconVersion: :buildexr()
.standard_beacons(standard_beacon_list)
.compound_beacons(compound_beacon_list)
.version(1l) // MUST be 1
.key_store(key_store.clone())
.key_source(BeaconKeySource: :Multi(
MultiKeyStore: :buildex()

// “keyld® references a beacon key.
// For every branch key we create in the keystore,

// we also create a beacon key.

// This beacon key is not the same as the branch key,
// but is created with the same ID as the branch key.

.key_id(branch_key_id)
.cache_tt1(6000)
.max_cache_size(10)

ZHFENENTESMER
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.build()?z,
))
.build()?;
let beacon_versions = vec![beacon_version];

keyFieldName

keyFieldName E% WMUNER , IMUFHEARKEEEAFELEEENEZFEEBbranch-
key—ldﬁﬁﬁﬁﬁﬁﬂ'ﬂ o

ERRHEBBAENER SR ARAKCHEELE[EHENbranch-key-idEREERN 7
TRFE LA R o

BIRTERR , keyFieldRTSHBEREENEFNBSMEMAL. AWS Database Encryption
SDK branch-key-id&{#EHERPHMEER SHRBR |, Yig BFREBZP , keyFieldfit
FBEECEENEZEEEYSE, HRMRHEREEE , Hlt#lSkeyFieldEGHR A D EZI

VAN
o

B A LS YEA SIGN_ONLYEX SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT #H{uS&&E®
BimZEEfEkeyFieldd , LABATERS MUBEHREEREDR, MERLERM , keyFieldEXAEE 8%
BEAERER , X EFBHE TEE branch-key-id H,

EHZHFENETHER

EEEWEE , GUAEENkeyField A2 | LBAIEFHHEEFEHEREELREN,
B SRR A RS M (B Mbranch-key - 1dHBIBINY . BEEEHTLE 1D L8
Aibranch-key-id P ERAAFN S REE. BTUEBTHIHRESHKeyFieldhas
BEER
FRERTRRheyFieldl FRERET , HTE keyField ERESEMAEET  HAE
HFENHS. keyField HFEWAHLERLEN.

g , MREBEcompoundBeaconEMEMNL encryptedField BEEERE
Z |, signedField&t 4 EEE keyFieldAEHENDD. ENELE LHITTHE
#compoundBeacon,

compoundBeacon = E_encryptedFieldValue.S_signedFieldValue.K_branch-key-id
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EEENER

AWS Database Encryption SDK FAZENESEEREMTESNMERRL R, EEEENXA
2L —BAMERL. TiB, AWS EREMNE SDK X EHENEE , BEEETUT LM

SLFESIGN_ONLYFISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTH#E{ERE.

BEFEULURE—HoERE, EmEELTHMEKeyFieldi§ FHERET , ALK 2B EEE
HfERE |, keyFieldERAEREVEESEHN , BkeyFieldEREFRELNEHEAHT —@EARFE
LHEHRESE B, Hl, BAUMITTIIES,

keyField = K_branch-key-id AND compoundBeacon =
E_encryptedFieldValue.S_signedFieldValue

NEXERECEENRE , F2H EUEENES
E##%E L& keyField

MBLETERBD ey FieldhIEE | LB WUFHEDET  LTURITEATH
BERLNENR FHERREEE—BkeyField, keyField NRABEEHMERE , BT
BEEEE LEW. SN, STURTTIEN.

keyField = branch-key-id AND standardBeacon = S_standardBeaconValue
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AWS & A DynamoDB B & Rl E % SDK

BRHNAFRMERXNECENR MR A AWS EREME SDK, LB ASERNIRHEEE
DynamoDB 1% A Fiwf &

B DynamoDB #J AWS Database Encryption SDK 2 —E# BN E , AZEEE Amazon
DynamoDB F&&tH 2 & A Fiw %, EMAM DynamoDB #9 AWS Database Encryption SDK 124t B
Bz  ARAEEEMZENER , UKRESEEHREPHNIEE , URARENNEEY., mEEHP
NBFENHRBENGRBREME=FEHBEEALNMEXFTER , B AWS,

® Note
AWS Database Encryption SDK F 3% 2 PartiQL.

£ DynamoDB # , ERRRHEAMNES. BEEEHEBHNES. SEBEHHEEBNBE, EA
# DynamoDB #J AWS Database Encryption SDK 2MZBHNE, #E K TEERBBMHERE,
BULEEENZNEBMYE , AREEGHREDENEEPFTSMEBMHE,

AREFRH EFRME DynamoDB AWS ERIEMNE SDK MELE , SEMBHMAL. AFRTENBEREN
E5l , LRGSR ERN Java EHl.

£

- F P i N 25 0 7] BR 25 i AN 25

- ML MZELZEE ?

« DynamoDB F Y [ & &

- EHERER

- AWS E AR DynamoDB W& K E % SDK Al ANERREES

« EJR DynamoDB MZE A Fi%
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.CoreComponents.html#HowItWorks.CoreComponents.TablesItemsAttributes
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F FF Ui N &3 A a] AR 25 i 0 25

BMWAFRMZRXECEHR R A AWS EREMZ SDK, L ABERNRERHEER
DynamoDB & A Fixi &

B A DynamoDB B AWS Database Encryption SDK XER FimNZ |, o UEEDNBERRE
B REBSHEHBEEZEERE, T , DynamoDB Rt AR IHBEMZIIGE , TEER KRB IR
BREEBAMNE , YELTFTHNERRKRHEEZ,

ZFEERENTIE AR ERNBRBEUREAEINREMER, BALAREFEA DynamoDB
AWS EREME SDK M@FEm=., EEEMEMNEEZERNIEE &% E DynamoDB K , DynamoDB F
SREERIAZSRE. CREENEEHUBEEN—RERKER.

1a] AR 25 i RE D0 22

DynamoDB X EfFRENE , ER—ERARSI[HIMNEINEE , DynamoDB 8 EE B RR BB AEE
AmZEREK , WESFRNENRERNFRZER K,

E&E A AWS SDK E DynamoDB B &k , B ERARLEB HTTPS EREERPMEZE, £
DynamoDB %% , AR TEFMAE DynamoDB Z BI EF INZ,

- JEERMNE ., DynamoDB BEBAFEERKE , LEAAXMBNBRBER K. RERAZEAR
BN AR IE,

- DynamoDB R UM EEZHFRESR., SEERKRNE—SBWIT I WEREBAWS KMS key , EE
KIEFEZE AWS Key Management Service(AWS KMS) R AR INZAREE, BIHTEER , DynamoDB
AWS #EEH 238 7 DynamoDB [REIIRF R , BEALLERIRFHN AWS ZSESRIEFZ
ESHRREB D I IERIK,

- IEERRENTSEUBRLMNE, BNBENERKRBEFEEYUERR , DynamoDB 8 MEFIE &K
BR, BRI HSIBNEAENSENERS, IRENENXEHEFRSI®E  AIZEEREERREN
FFrERSIBEEURX TN EREERKRFEER P,

- EERNKRAENYEEENE, FEMNBTE DynamoDB £, £EERRMNEH B AN HEER
AR,

- FHEESELEIRHESR, ELERERKRE  DynamoDB €MZESSEEHEANERRITS |
WA HE X F1E B EEEE,

AWS & B DynamoDB #¥& #E % SDK

Pt b0 3 A 4] AR 2= v A0 22 153


https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-managed-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.CoreComponents.html#HowItWorks.CoreComponents.PrimaryKey
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.CoreComponents.html#HowItWorks.CoreComponents.SecondaryIndexes
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Streams.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/BackupRestore.html
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EREEERD, TR  BERRNRFERFMEE DynamoDB i , AFRNZEH T AEREHIFHIRHR
E, CNHNFERBTSLRBEMANE=S , 23 AWS, B LIEREAR DynamoDB B AWS
B REME SDK #EE#TH DynamoDB Bk , B A LAAEREH Amazon DynamoDB BRI R ERB EHE
A7 DynamoDB 9 AWS ER E N SDK B HEHTRA,

- ERHRDANFENERNTZIRE. CkETEREAE=ZFLHE , 2EAWS,

. BALEBLENERREH, EA LIS R DynamoDB B AWS Database Encryption SDK 5t E &
REBN2HEABIHE  SRETXRSIEEYN, IBEVERLEANHEREENREREE , QFEN
BRMEREYE , IR EEME.

o« WA LUEIBIZEL keyring SRYEF AR BE R, B keyring ERERBER RN KSR R
RELNER, EABENEIEMSRELZENTEESR,

« EAR DynamoDB B AWS Database Encryption SDK A& NZREER R, B LUIBEHFEE S
= E%, BAM DynamoDB #9 AWS Database Encryption SDK T2 INZZEEE, ©FEM
ZEMER  WRERSIE (DEERSIEBNHFZSIR) BHENEBIHE.

AWS Encryption SDK

MREBENEFRIE DynamoDB R E R | BEREFEAEAR DynamoDB Y AWS BRI EINE
SDK,

AWS Encryption SDK 2 FInMBERE , AIHEEET —RERNNBNEER, BATTRET
AERNER , BERTLETRAREEEBLER (PlnERERH), EiEAM DynamoDB #Y
AWS BRI EMZ SDK E , AWS Encryption SDK EXIREIER BMRTEMRE K MBAREYHERE
HRPHIEEES B NZHEE,

MREFER AWS Encryption SDK RINZEER KNI AMLE , FaiclE , ©HEEAR DynamoDB #Y
AWS Database Encryption SDK FHH&, BELA—EBEXNEME , EA%S —BAEXERZ,

RLEC R B I W2 E 7

BEPNAFRNERXECEH®NE A AWS EREMNR SDK, LA SREENRHEEER
DynamoDB 0% f 5 im# E#lo

E AR DynamoDB #J AWS Database Encryption SDK 2% % Amazon DynamoDB FE R E&FTHY
RFEmmMZZNE, Amazon DynamoDB #EREZEREER KD , EREANES. BEEEHEE
MHWES, SEBMHERBMNEE. BHAM DynamoDB B9 AWS Database Encryption SDK & 1%
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BHNE, 2 K veEEEMAERE, KUNEEBLEBHEENSR A URBLEBHEEISER
B,

mEZETREBEENEZE. EFRTREMSCHEBENTEERARLVERF , YTRERERE, ©
ARGENHZERBENRRESE (BEMEIRGREYE)  IRBREMBNE.

ENFENEEF , REEREREAMNT  SRENREHE,. MEBERE, ERNENBMEE, =
#Rol@ (PEERSIBMIEFRSIR ) BENRBINE , UARBHEE, F2EELMLHFHRER
&R

0% DynamoDB AWS B R B MBI RELLE(EF XMW HEREA , HSH AWS EREM SDK KiE
5=

(® Note
DynamoDB AWS ERE%E SDK TEFRENAMEBHEERREZBRERD1E,

30
. MEBILE
- BEEE

m=EHE

B AR DynamoDB B AWS Database Encryption SDK SiIZ S5 EBMHNE (MIEBERZBRE
), EERENMENSWEBEE , BEABLEEE

fHlan | JEMEEH Z$E example # test B,

'example': 'data',
'test': 'test-value',

MRIEHE example BHEME , EFME test B , BRUOTAIR. EMEHN example BEER=
ENER , MARFH,

"example': Binary(b"'b\x933\x9a+s\xfl\xd6a\xc5\xd5\x1aZ\xed\xd6\xce\xe9X\xfO@T\xcb\x9fY
A\X9F\xF3\xc9C\x83\r\xbb\\"),
'test': 'test-value'
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BEEENEERCIEEMN - 7EERSIBNEEFRE|8 - XARFMXF , AR DynamoDB &£
CMHEENRPSKEE, EELBUERMNAEE  EFEME,

B AR DynamoDB B AWS Database Encryption SDK @A ZEAIFTESREMN K YHRRHEDH
E,EBRNB, MB , MIREKREENETERS|E , AREEKTNE , AAFHEBEGIAMRIR.

BAEmEEMAERERENEEEENF BN (aws_dbe_head) ., ERIEHRRAEEB IR
EFRN. AFHEFERALEARBELHRZER., ERMEHERNOBETEME,

#HEIEH

nZEENBHER , EARM DynamoDB # AWS Database Encryption SDK &5+

MR ERFN (HVACs) MEUEE , MARMEHER, MBERENEMEE
YESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTH#Z52% ENCRYPT_AND_SIGN,
SIGN_ONLYZ WWEEMMMER{L. ECDSA #EFEFZAMA , BFMLE, AFRHEH HMACs T
BEFREMEEREBNFEME (aws_dbe_foot) A,

DynamoDB A #) Al % = %7

= E&E Amazon DynamoDB ERI&KRETAEESME , BXEFERAAWS KMS FEE keyring BRE
£, MENEZARNRBEENER SR, CEXBEERRMFHERESearchConfighEBE .

(® Note

MR EEABEAR DynamoDB B Java A Fm MR E , RIA4AEAEAR DynamoDB
API KPS AWS ERENZRBEHRNE, FE. BIENHEEERKRIER, DynamoDB i
M A F iR MBIKERDynamoDBItemEncryptor F X BRI E S N%R,

ES |
- ERAEEREXRERS
- AREEH T

ERERREXERS
REEELR  CAALRERRSBEENRERS  FEENBOEY,
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BRERERESEER , AWS ERENS SDK €#faws_dbe_b_FEFEEESELRE , LUE
FARBFEREBAEE, flin , MREGBZESIEIZE compoundBeacon , AIZTEEEZEERERLE
aws_dbe_b_compoundBeacon, MMIREEVERTEISEESLESEENARERS| , BABERIE
ELZBEES aws_dbe_b_FHE,

DEIEMBEFRE#

BEEMZEEREIRE. LARBENIEIENEFRSIR. ENERIBETEREFEERESE
=

B EREIBEMNER SIGN_ONLY , BRIEBIEEE
{fAISTGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTE# K BAIYZIENEFBHtLNER
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

FHERSIRETHULEEENEE, NELASEERSIRERT T FTRANEEEE , AKX
AIREBMEE  BERIPERNAEECELHE. B, AWS EHEMS SDK FEH
aws_dbe_b_ FEHFHECEENEE. DELATERIRERET FTANEEEE  LREE
EREAERS AT ERREREBMEERE.

AHAERE

AERERSINEFRSIBULURER,

MREEEHFRSIBNER , AEELARAFH, IREANFZRIBEEREIESEE , A
VATEEEEEEBRES aws_dbe_b_FH, NIREEECHENER , FEETSEMNFEN
EEEHE,

EERERG

EHXRERSINDEEMBEFRIBUTUREE.

MREADIERHFFRIBEEES , WEEMXARTH, IREAFFRIBEEREIES
R AXAEEECESBKES aws_dbe_b_FH., NMREEEEEENEE , FEETSHE
AFENEERRE,

BT
BRERERERREBRIRNERSINBEES, ERRNIEERSIBNEFRIZ-—2ERTE
Rl ; BUUREAEMCBERTIEERAERANEHFER, DynamoDB ABMHRFRE=ZETEN
ZEIE : KEYS_ONLY, INCLUDEF ALL.,

WMREMEM INCLUDE BEREEGELES | MM EEEGEERRENMEBLS
B, UKk Faws_dbe_b_BA NEREHE, flmM , MRER . fieldlfield2M &
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EEAIERE compoundBeaconfield3 , B4 BHERE Ffield3FIEE field2, .
aws_dbe_b_compoundBeacon fieldl#l ,

SERBRSIAREARETHAREENEY , EAMRER| T AEREMEM.

AREREH

MREREECEEIERAEERURBER , EREEEA DynamoDB ERRZAIRFELER
BELAHNGEL,

g

=
RRE

AWS Database Encryption SDK £t DynamoDbEncryptionTransformsR#S , B &Y E ML
MEESETn L ETEREER,

R B R A

THERNBHERERIAFEER, A DynamoDB ERl R INFZHEESR
DynamoDbEncryptionTransformsfk# , W REBMAIEA ResolveAttributes HRERE E BR L
ERELTRHNEL,

Java

== g
ABZ

S RTENENIBE S : VirtualBeaconSearchableEncryptionExample.java

W

// Create test items

final PutItemRequest itemWithHasTestResultPutRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(itemWithHasTestResult)
.build();

final PutItemResponse itemWithHasTestResultPutResponse
ddb.putItem(itemWithHasTestResultPutRequest);

final PutItemRequest itemWithNoHasTestResultPutRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(itemWithNoHasTestResult)
.build();

final PutItemResponse itemWithNoHasTestResultPutResponse =
ddb.putItem(itemWithNoHasTestResultPutRequest);

// Define the DynamoDbEncryptionTransforms service
final DynamoDbEncryptionTransforms trans = DynamoDbEncryptionTransforms.builder()
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.DynamoDbTablesEncryptionConfig(encryptionConfig).build();

// Verify configuration
final ResolveAttributesInput resolvelnput = ResolveAttributesInput.builder()
.TableName(ddbTableName)
.Item(itemWithHasTestResult)
.Version(1)
.build();
final ResolveAttributesOutput resolveOutput = trans.ResolveAttributes(resolveInput);

// Verify that VirtualFields has the expected value
Map<String, String> vf = new HashMap<>();

vf.put("stateAndHasTestResult", "CAt");
assert resolveOutput.VirtualFields().equals(vf);

C#/ .NET

E2RTENREXBES : VirtualBeaconSearchableEncryptionExample.cs.

// Create item with hasTestResult=true
var itemWithHasTestResult = new Dictionary<String, AttributeValue>
{
["customer_id"] = new AttributeValue("ABC-123"),
["create_time"] = new AttributeValue { N = "1681495205" 1},
["state"] = new AttributeValue("CA"),
["hasTestResult"] = new AttributeValue { BOOL = true }
I

// Create item with hasTestResult=false
var itemWithNoHasTestResult = new Dictionary<String, AttributeValue>
{
["customer_id"] = new AttributeValue("DEF-456"),
["create_time"] = new AttributeValue { N = "1681495205" 1},
["state"] = new AttributeValue("CA"),
["hasTestResult"] = new AttributeValue { BOOL = false }
};

// Define the DynamoDbEncryptionTransforms service
var trans = new DynamoDbEncryptionTransforms(encryptionConfig);

// Verify configuration
var resolvelnput = new ResolveAttributesInput

{
TableName = ddbTableName,
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Item = itemWithHasTestResult,
Version = 1
};

var resolveOutput = trans.ResolveAttributes(resolvelnput);
// Verify that VirtualFields has the expected value

Debug.Assert(resolveOutput.VirtualFields.Count == 1);
Debug.Assert(resolveOutput.VirtualFields["stateAndHasTestResult"] == "CAt");

Rust

\

E2RTENREXBE : virtual_beacon_searchable_encryption.rs,

// Create item with hasTestResult=true
let item_with_has_test_result = HashMap::from([

(
"customer_id".to_string(),
AttributeValue::S("ABC-123".to_string()),
),
(
"create_time".to_string(),
AttributeValue: :N("1681495205".to_string()),
),

("state".to_string(), AttributeValue::S("CA".to_string())),
("hasTestResult".to_string(), AttributeValue::Bool(true)),
1)

// Create item with hasTestResult=false
let item_with_no_has_test_result = HashMap::from([

(
"customer_id".to_string(),
AttributeValue::S("DEF-456".to_string()),
Iy
"create_time".to_string(),
AttributeValue: :N("1681495205".to_string()),
Iy

("state".to_string(), AttributeValue::S("CA".to_string())),
("hasTestResult".to_string(), AttributeValue::Bool(false)),
1)

// Define the transform service
let trans = transform_client::Client::from_conf(encryption_config.clone())?;
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// Verify the configuration

let resolve_output = trans
.resolve_attributes()
.table_name(ddb_table_name)
.item(item_with_has_test_result.clone())
.version(1)
.send()
.await?;

// Verify that VirtualFields has the expected value

let virtual_fields = resolve_output.virtual_fields.unwrap();
assert_eq!(virtual_fields.len(), 1);
assert_eq!(virtual_fields["stateAndHasTestResult"], "CAt");

ARESER

THERNBHEERIAGFIER. FH DynamoDB ER R INFHEER
DynamoDbEncryptionTransformsfR# , W REMAEA ResolveAttributes RKEBFESER
ERELTRHNE L,

Java

\

E2RTENEXBES : CompoundBeaconSearchableEncryptionExample.java

// Create an item with both attributes used in the compound beacon.

final HashMap<String, AttributeValue> item = new HashMap<>();
item.put("work_id", AttributeValue.builder().s("9ce39272-8068-4efd-a211-
cdl62ad65d4c") .build());

item.put("inspection_date", AttributeValue.builder().s("2023-06-13").build());
item.put("inspector_id_last4", AttributeValue.builder().s("5678").build());
item.put("unit", AttributeValue.builder().s("©011899988199").build());

// Define the DynamoDbEncryptionTransforms service
final DynamoDbEncryptionTransforms trans = DynamoDbEncryptionTransforms.builder()
.DynamoDbTablesEncryptionConfig(encryptionConfig).build();

// Verify configuration
final ResolveAttributesInput resolvelnput = ResolveAttributesInput.builder()
.TableName(ddbTableName)
.Item(item)
.Version(1)
.build();
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final ResolveAttributesOutput resolveOutput = trans.ResolveAttributes(resolveInput);

// Verify that CompoundBeacons has the expected value

Map<String, String> cbs = new HashMap<>();

cbs.put("last4UnitCompound", "L-5678.U-011899988199");

assert resolveOutput.CompoundBeacons().equals(cbs);

// Note : the compound beacon actually stored in the table is not
"L-5678.U-011899988199"

// but rather something like "L-abc.U-123", as both parts are EncryptedParts

// and therefore the text is replaced by the associated beacon

C#/.NET

E2ETRNENBEEH : CompoundBeaconSearchableEncryptionExample.cs

// Create an item with both attributes used in the compound beacon
var item = new Dictionary<String, AttributeValue>

{
["work_id"] = new AttributeValue("9ce39272-8068-4efd-a211-cdl162ad65d4c"),
["inspection_date"] = new AttributeValue("2023-06-13"),
["inspector_id_last4"] = new AttributeValue("5678"),
["unit"] = new AttributeValue("011899988199")

};

// Define the DynamoDbEncryptionTransforms service
var trans = new DynamoDbEncryptionTransforms(encryptionConfig);

// Verify configuration
var resolvelnput = new ResolveAttributesInput

{
TableName = ddbTableName,
Item = item,
Version = 1

I

var resolveOutput = trans.ResolveAttributes(resolvelnput);

// Verify that CompoundBeacons has the expected value

Debug.Assert(resolveOutput.CompoundBeacons.Count == 1);

Debug.Assert(resolveOutput.CompoundBeacons["last4UnitCompound"] ==
"L-5678.U-011899988199");

// Note : the compound beacon actually stored in the table is not
"L-5678.U-011899988199"
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// but rather something like "L-abc.U-123", as both parts are EncryptedParts
// and therefore the text is replaced by the associated beacon

Rust

\

E2RTENEXBES . compound_beacon_searchable_encryption.rs

// Create an item with both attributes used in the compound beacon
let item = HashMap::from([

(
"work_id".to_string(),
AttributeValue::5("9ce39272-8068-4efd-a211-cd162ad65d4c" .to_string()),
),
(
"inspection_date".to_string(),
AttributeValue::S5("2023-06-13".to_string()),
),
(
"inspector_id_last4".to_string(),
AttributeValue::S("5678".to_string()),
),
(
"unit".to_string(),
AttributeValue::5("011899988199".to_string()),
),

1);

// Define the transforms service
let trans = transform_client::Client::from_conf(encryption_config.clone())?;

// Verify configuration

let resolve_output = trans
.resolve_attributes()
.table_name(ddb_table_name)
.item(item.clone())
.version(1)
.send()
.await?;

// Verify that CompoundBeacons has the expected value
Dlet compound_beacons = resolve_output.compound_beacons.unwrap();
assert_eq! (compound_beacons.len(), 1);
assert_eq!(
compound_beacons["last4UnitCompound"],
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"L-5678.U-011899988199"
);
// but rather something like "L-abc.U-123", as both parts are EncryptedParts
// and therefore the text is replaced by the associated beacon

EMERER

BPWAFRMZEERECEN TR A AWS EREMNE SDK, AR ABEENEHRERH
DynamoDB 1% A Fimf &

E &5 E DynamoDB #y AWS BRI ENE SDK K , BERHEBMEDE. EMER , AWS EREMR
SDK S ABMBFRENEMZMNZZNE L, EXZFNEE (EFNE) , UREBBNBM.
BB UERAFHNAREZE N , UPREANRAFREZZTHRPLEE. THRZRK , AWS ERE
% SDK EEALERN AT AREEBY , RENBXEFTLSBLE Y, BUBETSREENE
WIEEF , ERE AWS % SDK T2 BB EHMEN B #E,

BAMERERUEE, WERE K BEAMZRAEEE, FH AWS ERENSR

SDK RELWIERH R , BEEAEE AR ENCRYPT_AND_SIGN, SIGN_ONLYE

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BME% A DO_NOTHING, T8 , &l s

EITTYEE,

« ¥738 ENCRYPT_AND_SIGN, SIGN_ONLYH SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT B
i

- BREENEM

« HIHABENCRYPT_AND_SIGNEBMEE A SIGN_ONLYH
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

« #$3AB SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTSIGN ONLYS BMEF A
ENCRYPT_AND_SIGN

o ¥TH8DO_NOTHINGEB &
« H$IHASIGN ONLYBMETE A SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

« #EIABSIGN_AND_INCLUDE_IN_ENCRYPTION_ CONTEXTHEBME¥E A SIGN_ONLY

JESNENEESR
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EEMERER A , FHAAZERENEMNALELRBELEERNEAEE. CAGERBMIEZ
® , ERELEMEENER. SREIENEACARBBERNEMLHEBNBLEF, NREBRR
AHEBMEREMEBBENEE  SHBELERAXEEENRANGE. BUAAFEERRNFMAEL
HMNER , BELEFRANCSENT SR,

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BHHEZE=1H

RIBEFERE , PEENFRSIBRENBFARTPIENH B, BAUUEZEERHMMHE
{ISTGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , LAMEAWS KMS BEE R keyring B9 X &8
ID EFAILEBIENBERARBEFMEN S SR, NEFHEF K F2HOZEH 1D HER, W
RI&IEEEMSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTE , BAIoZEMEF B thSER
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

(® Note
ZEFHASIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTRIBMHmEZT{E , BHAFH 3.3
MREREFTRAHY AWS ERIEMNR SDK, BSEMNERENERAETE 2l , BHRAEIBEBEFT
FELESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

¥718 ENCRYPT_AND_SIGN, SIGN_ONLYH]
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT B

£ E 8 ENCRYPT_AND_SIGN, SIGN_ONLYE{ SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

BEEBBRIEAEMDO_NOTHINGE M |, WASE #1825 ENCRYPT_AND_SIGN, SIGN_ONLYE}
SIGN_AND_ INCLUDE_IN_ENCRYPTION_CONTEXT B,

£ AR RV B RE A

MREER EXBHEEETableSchema , FHHBUFNEEFENERER, MRER

EEHBENBHEESESE  AFRESSNZLESHEYE (RIEBMHRERSIEN—
o) . MREREBEFFHNEM , HIAEMEA @dynamoDBEncryptionSignOnlysg
@DynamoDBEncryptionSignAndIncludeInEncryptionContextZHEHIBHNBM.

R EE

NMREFBDERBUBE , FEMELETEEYARE DI EEEESIGN_ONLY |, IIEE
ENCRYPT_AND_SIGN, =% SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT/EREMHEI#,

#Ti8 ENCRYPT_AND_SIGN, SIGN_ONLYH SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT B 165
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BPREFNEL

MREREFTERE B, ZULUFLEEREAXEBY AN EXSHREBUEBETBER, ER
FLERFERSABNR  BENSEREBEEFESR, NREAREZFRFRER Bt , S8R
BER, RENBUEBFEABR BEYXTERENEBRE, ENENENECSTSXBUHENE
B

EEFXBRIEEM ENCRYPT_AND_SIGN, SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,
SIGN_ONLYZX DO_NOTHING Bt , SFEHEM B E1E,

WRIEFBRDO_NOTHINGE M |, AIFSHZBUER AN ARLZEBUEPBIR, MEETBEFERARK
B AFmNEZANEXBUEARE  TRENSSXBUENRFER.

£ AR RV B RE A

MREER ERBUEBETableSchema , FFRABNERIER P BER BX.
ke ki

NMREFDERBEEF , FRUGERDNBEDFEPBIREM.

1SR HAENCRYPT_AND_SIGNE & E A SIGN_ONLY
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

EEIHAEMENCRYPT_AND_SIGNBME T A SIGN_ONLYE
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , B4 EBEEHIENEBLEE, XBEH2ER , AF
WA REAREFNBZEA BENEEE  EREXBEA BHENFHE,

(® Note

EASIHBENCRYPT_AND_SIGNEMEE A SIGN_ONLYS 28 , B AZBENREE
SRSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. {E{ARIfZRERE R M Bt & I

£ R R EE R B RHE A

MREHER ExBEEETableSchema , BEFRENEY , #
@DynamoDBEncryptionSignOnly=}
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@DynamoDBEncryptionSignAndIncludeInEncryptionContextZFBEE BN ERER
H,

ke ki

MRERFHEZBHEE | BSEBEEBMEMHBEB N B MEEER EHENCRYPT_AND_SIGNA Y HIE
FISTGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTH# SIGN_ONLYE

#4388 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTSIGN_ONLYZ
B %E A ENCRYPT_AND_SIGN

ZEASHA SIGN_ONLYE SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BH4E£F A
ENCRYPT_AND_SIGN , @A BEFHEBHNBHEME, FBEH 2R , AP mSENRIBEAN BHENWEEA
B, ¥ENHBNEBEA BENTE,

5 AR R B RE A

MREER EHXBMEEETableSchema , FRRBEEBMHEHBER
@DynamoDBEncryptionSignOnly=}
@DynamoDBEncryptionSignAndIncludeInEncryptionContextz .

e AR E

MREFHEEBUEIE , FEYHEEENCRYPT_AND_SIGN S EE B M AR BA B Ay B M Eh4ETR
SIGN_ONLYEX S SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT%A o

¥Ti8D0_NOTHINGE 1+

£ EREEHIEDO_NOTHINGEB M EEREE K BREEDBDO_NOTHINGEERFIEEFREINEY , R
BEAZXFEERATNAREZEEM,

BEERABRNERNER D BIRIEAER ENCRYPT_AND_SIGNSIGN_ONLY, =%
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT Bt , R#%& BHEHIEEIDO NOTHINGE ., &
HEEH I8 #HAIDO_NOTHINGE .,

IEFEDO_NOTHINGEB M ATEREN Z R , BURREEREFTARERATNAEZEEY K EREAF
Ho

ERAAHAREEBETE
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MREER EXBHEEETableSchema , 55f# A @DynamoDBEncryptionDoNothingFF i
¥DO_NOTHINGB MM B EFEBNERER, NREFHEEEBUEE , FEFENBUEBELEEN
B, BENER BUEERBRENDO_NOTHINGE M., B4 AEFBENEBIESHENT
CED=]

AR REEZBHEEE

1. HFDO_NOTHINGEBMIIBEARHNAZEBMEE K YHBEHNWEE,
2. TR 1IEBEE,

FEFEEINEEERNENNEEIMC A , RELBREBELETSE 3,
3. #S¥HYDO_NOTHINGE#TIE E LM BHE 1.
a. WMREFEHA EEBHEE{ETableSchema , & A @DynamoDBEncryptionDoNothing&
A& #DO_NOTHINGE M #T1E EE BV E R,

b. MRELFHEZBMUEE , BEMENEEBIEATETNEMY, BELER BHEEAE
R EFHDO_NOTHINGE 14,

4. RTRIHELE,

I ESIGN_ONLYBHEF A
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT
EEMEARSIGN_ONLYBMEE A SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , &MHEE

MG BIEEE, MEEHR <R, AFRKEERABRERA BENRAE , YK EERERA BV
H,. BA BHENFESIESENEATH,

WRIEIEEEISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEM , Ao EEMNEFB M thE
2 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

£ FAREE R B RHE A

MREER ERBMEEETableSchema , FEAGEBMEEBH BIEEER &
#@DynamoDBEncryptionSignOnly %
@DynamoDBEncryptionSignAndIncludeInEncryptionContext.,

AR R

NMRIEBFHEEBUEE , FEWHEESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTHASEELE
4 B BA R Y B B E1E EHTSIGN_ONLY A
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#4315 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEBMHE#E A
SIGN_ONLY

ZEASITRASIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEBMEE A SIGN_ONLY , BHEFH
TBHBMEME, BBEFH R , AFRGENBRIEAN BENEEE , W EEEBEXSEA BHEOH
B, BA BENFEFSIESENBZART,

ERSIHRABSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEBMEE XA ZHISIGN _ONLY , BZ{FilE
BENEHRNMAE D £8 ID HEENINEE,

£ AR RV B R3E A

MREER EHXBEEETableSchema , FERBMHMERBNBEBER E
#T@DynamoDBEncryptionSignAndIncludeInEncryptionContext4
@DynamoDBEncryptionSignOnly,

R EE

NMREFBHERBEBE , FEVHERSIGN_ONLYHASERE AR B BER &
#TSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT% o

AWS E AR DynamoDB W& R EM% SDK A ANEXERGTES

E A M DynamoDB #J AWS Database Encryption SDK AR TR RITES. BSEBHNERE
BAE , EREENEFRTFRTEEN. EAUFEA—EESEENE , UERS —EESETH
%, BEMAREZEESRG, MRRER , ELRHSELZSEFENTIERMURSA,

*E

* Java

« NET
* Rust

Java

BRHMAEmMERERXNECENmRE A AWS EREMR SDK, LA SERNIRHEEEH
DynamoDB i#Z A FinE#.
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NI EER AR AT 2 ZE A E AR DynamoDB B Java AFmINZRENE 3.x . MEFERBEAR
DynamoDB #J AWS ERENZFBRE4ETEXRTNFMEN , 528 GitHub L aws-database-
encryption-sdk-dynamodb fEZEH#Y Java £,

(® Note

T3 EBEEER DynamoDB #Y Java A Fis iNZE X E 3.x Mo
BMPMWAFENZEERNECEHHE S AWS EREMNE SDK, AWS Database Encryption
SDK #£#8> £ &)X DynamoDB Encryption Client x4,

£

. SRGH

. B

« FAEAR DynamoDB B Java Al FimMZEN E

- Java &l

« FREHEH DynamoDB &Rl &z LA HE A DynamoDB By AWS BRI E 1% SDK
+ BB ZE DynamoDB Java Fl Fis i ZENER 3.x iR

o IRRH
£ % DynamoDB &% Java AAFmMBRENEMN 3.x lRZHl , BRESLE T 5 &R,
Java FAESIRIE

BEEE Java 8 HEHRA, 7£ Oracle Bt £ , BE Java SE T 5, , RETHI L% Java SE
HZEEH (JDK),

MREAE Oracle JDK , BB HB T E I Z 8 Java Cryptography Extension (JCE) Unlimited
Strength EEEBERER

AWS SDK for Java 2.x

EA M DynamoDB ) AWS ERlEHNZ SDK FE /Y DynamoDB @& A FintE#H AWS SDK for
Java 2.x. ZAILARKEE SDK R LEKIE@EER,

WEFEFH RAHAEEIE A AWS SDK for Java , SEZBIH 1. x BB E 2.x it AWS SDK for Java,
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
https://www.oracle.com/java/technologies/downloads/
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
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Al i%Ei® Apache Maven AWS SDK for Java BUiS. BAILLE S E @ AWS SDK for Javask
fZdynamodb-enhancedt&H A AE A1

AWS SDK for Java £/ Apache Maven £

- HEEAEE AWS SDK for Java fEAMHEEKM , 5B pom.xml BRPAEEE,

- HEESY K Amazon DynamoDB #EHHEE I M k% AWS SDK for Java , RBfEEES
EEENIER. # groupld 8 EA software.amazon.awssdk , #% artifactIDERES
dynamodb-enhanced,

(@ Note

MREER AWS KMS keyring AWS KMS P& E keyring , BHEER AWS KMS 118
BN, # groupld *EA software.amazon.awssdk , #% artifactIDEE
k’ kms,.

o
IBAIAERA T AR L E AN DynamoDB # Java AFmMZERE 3.x .
8 Apache Maven

Amazon DynamoDB Encryption Client for Java AI3%i8 Apache Maven TSIk EE.

<dependency>
<groupId>software.amazon.cryptography</groupIld>
<artifactId>aws-database-encryption-sdk-dynamodb</artifactId>
<version>version-number</version>

</dependency>

£ Gradle Kotlin

IEAILAE A Gradle B AR Java B Amazon DynamoDB 1% A Fis EE &5 MMM | FERAEU
TARBHIEE Gradle ERNHEKREREER,

implementation("software.amazon.cryptography:aws-database-encryption-sdk-
dynamodb:version-number")
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#build-the-entire-sdk-into-your-project
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#modules-dependencies
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#modules-dependencies
https://maven.apache.org/
https://gradle.org/

AWS BRI E N SDK FMBABER

FE

EHE L% DynamoDB Ky Java AFmNZERERNE , FER M T & aws-database-encryption-sdk-
dynamodb GitHub &7 E.

TRUBFBREHR  BAEELERPNEFRERL , LUK GitHub £ aws-database-encryption-
sdk-dynamodb f##FEH K Java £,

B AR DynamoDB ¥y Java A FiminZEXE

BRWAFRMZERXECEH WA A AWS EREMZ SDK, L ABERNREHEER
DynamoDB & A F s &#A.

AR E BRI DynamoDB Java A FmMEZE R E 3.x iR — LR E MBI,

WMEEMAERR DynamoDB # Java AFimMZREXNEETERRFTHFMAEN , 526 GitHub £
aws-database-encryption-sdk-dynamodb f#FEH# Java £,

£

- BAMEER

« DynamoDB AWS B E % SDK Ry BHEE

« DynamoDB AWS &Rl E % SDK A Y Nz #H R

- fEH AWS BRI EMNE SDK EXEH

- BEERENES

HE mEEX

DynamoDB AWS EREMZHZEHNZOSEBE MBEREN. BULUEAEAR DynamoDB B Java
AFmMEZRZENE 33X R, ATHEX N, #E. BRIENMEE DynamoDB ERIRIER,

DynamoDB 582 F Fif

& LAMEA 5% E DynamoDB 58 # f S ixDynamoDbEncryptionInterceptor , LAfEH
DynamoDB PutItemzsER BEIMZEMEERFinMIEB . £/A DynamoDB &R A Fiw , &AL
FREENERENEEBHEE, RMEBBERUEMEA DynamoDB E & E A F ik,
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
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DynamoDB 8 E A Fim T X EAESNE,

® Note
AWS Database Encryption SDK A & &R B 1+ F I,

{EF& DynamoDB API

BAILAE A ERE{EKFE DynamoDB APIDynamoDbEncryptionInterceptor , BAfEf DynamoDB
PutItemFBAREAFIREBMBENEZZERE.

&2 7B{E K DynamoDB AP| FEE R o S W %,
B{EE R DynamoDbItemEncryptor
B{EEREDynamoDbItemEncryptor BEEMBEN BB RHEE , WRBENERKRIER K MEE

04 DynamoDB., ©A& & H DynamoDB PutItem=k GetItem iR, i , BEJLAEARKE
#&DynamoDbItemEncryptoriE % % 5% & 2 M EHY DynamoDB HE,

B{EERDynamoDbItemEncryptor A X E A S K I F,

DynamoDB AWS &R E % SDK H iy BHEIE

BUESFEREBLEEESNENSEE  BPEEMHERSHE, BEBNHESXZLTSENERR
B, AR BEBEESHBE,

® Note

ZEFFASIGN_AND _INCLUDE_IN_ENCRYPTION_ CONTEXTRIGH{mZEENE , B4 AFEH 3.3
MREEFARAE AWS BERIEMR SDK, BENERERNFTHAESE 281 , BHRAITEBEFT
BEESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

R 18 K DynamoDB API S {KP DynamoDbItemEncryptor , B4 BEF B ERZBIHEEE, W
REEH DynamoDB BB A Fin , LA UFEBERBHEE , LA AFERAZTENERERREE
TableSchema, & T{LEERERF , BMBRREEAEINERER. EAEATENERERR
AEEEVYHNER X,
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Programming.LowLevelAPI.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html
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® Note
EREMHEZR  SXEEREREETHRBLEEE. RTERREZZFTERBZENE
t RMEBREEETENFE (Hlm":") KBRIREZMEME, EZRDO_NOTHINGRER
DynamoDB ###HAMBEBENMEBENEEEBPESHFE.

£ AR RV B R A

FREZHERLER |, EiB DynamoDB R A Fix M 5 EB LS
EDynamoDbEncryptionInterceptor. #EAM DynamoDB Ky AWS Database Encryption SDK f§#
FA1E%E DynamoDB B ERERBMHER |, DHENMAREBME, BT ETERSIE (HBEFTME)
PO\ FrEBMHRERSETNENESE,

® Note
ZEFFASIGN_AND _INCLUDE_IN_ENCRYPTION_ CONTEXTRIG{mZENE , B4 AFEH 3.3
MREREFTHRAH) AWS BERIEMNR SDK, BENERERNERAEE 20 , BHRABBEFT
BFEESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

% DynamoDB #E @ E A FissF BN FMENR , 5528 GitHub £ aws-database-encryption-sdk-
dynamodb f#ZEF ) SimpleClass.java, DynamoDB

RIFTEE , T ESRBEMHSLBEBHERME (SIGN_ONLY) , MATE HME

M ESEIBINZMEEE (ENCRYPT_AND_SIGN), MREBEMBUHESRS
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , B9 EIEMEFBH LML EAR
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, EEIBEHINMRMR , FFEH DynamoDB

# Java AFmMEZERXEPERNMEZE. 0, MREFERAXHBHERMY , BFFEH
@DynamoDbEncryptionSignOnlyitie, MREREEMBRARTEREY TS EEBM , HEH
@DynamoDbEncryptionSignAndIncludeInEncryptionContext, MREEBREBRMZEES
EB M (DO_NOTHING) , #&f# A @DynamoDbEncryptionDoNothing&#E,

(® Note
AWS Database Encryption SDK A B & iR B4 EHEE,

Java 174


https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/enhanced/dynamodb/mapper/annotations/package-summary.html
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html
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T 55158 RAMES ENCRYPT_AND_SIGN, SIGN_ONLYH DO_NOTHINGEMBIERFE,
MEBATHARES 2EBAEHISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , &2
SimpleClass4.java.

@DynamoDbBean
public class SimpleClass {

private String partitionKey;
private int sortKey;

private String attributel;
private String attribute2;
private String attribute3;

@DynamoDbPartitionKey
@DynamoDbAttribute(value = "partition_key")
public String getPartitionKey() {

return this.partitionKey;

public void setPartitionKey(String partitionKey) {
this.partitionKey = partitionKey;

@DynamoDbSortKey
@DynamoDbAttribute(value = "sort_key")
public int getSortKey() {

return this.sortKey;

public void setSortKey(int sortKey) {
this.sortKey = sortKey;

public String getAttributel() {
return this.attributel;

public void setAttributel(String attributel) {
this.attributel = attributel;

@DynamoDbEncryptionSignOnly
public String getAttribute2() {
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass4.java
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return this.attribute2;

}

public void setAttribute2(String attribute2) {
this.attribute2 = attribute?2;

}

@DynamoDbEncryptionDoNothing
public String getAttribute3() {
return this.attribute3;

}

@DynamoDbAttribute(value = ":attribute3")
public void setAttribute3(String attribute3) {
this.attribute3 = attribute3;

}

EAFZENERERIRET TableSchema , AT HIERKXEH BRI,

final TableSchema<SimpleClass> tableSchema = TableSchema.fromBean(SimpleClass.class);

FHERBMHEF
EEFHEEBUDEF , FRIRBESARBERBNEEBFENMap .

}8E ENCRYPT_AND_SIGN RinZME#EEF BM, I8E SIGN_ONLYEZBERINZE B4, IEE
SIGN_AND_INCLUDE_IN_ENCRYPTION CONTEXTLAZEEM K WHSHBSESEMZARERH, IREE
EEEEMY 6 AIEENRZEBMN., $8E DO_NOTHING ZHE B,

SEENPEFBMELER SIGN_ONLYZ SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT., fMNR#&
AT M BN ESR A SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , B9 E|EMEEFBM th 4B
2 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

@ Note

ZEFHASIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTRIGim=E1E , BHAFEH 3.3
WMRER EFThR AN Y AWS ERIEMZ, SDK, BENERERNERATE 2l , BHRAEIBEEFT
B FEESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,
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final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be signed
attributeActionsOnEncrypt.put("partition_key",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
// The sort attribute must be signed
attributeActionsOnEncrypt.put("sort_key",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
attributeActionsOnEncrypt.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attribute3",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
attributeActionsOnEncrypt.put(":attribute4", CryptoAction.DO_NOTHING);

DynamoDB AWS &R E % SDK iy N5

£/ AWS ERIEMR SDK B , B4 AP ES DynamoDB BRI RN MFHELE, MBALEHTEN
BEECRRERFEEREATENEREIRERBHEE .

THRRXTES B EMA DynamoDB MM F 5% TableSchema MR ZHESH A S REBBM K
EZ DynamoDB BRI K nZ4HAE,

final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.schemaOnEncrypt(tableSchema)
// Optional: only required if you use beacons
.search(SearchConfig.builder()
.writeVersion(1l) // MUST be 1
.versions(beaconVersions)
.build())
.build());

BEERKRER
DynamoDB &Rl &RH #BEE R &KL B,

BEENREBBUBRRREEINBEZERRPERIFAEESR , (L DynamoDB & F#EE.
ERF-XERBMFHERER , MARBIEEEHN DynamoDB ERREBMABEERREE, &
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html

AWS

EHREME SDK FMBABER

HEA-REEMHENEBEENREE. EENYER  BEERRBBLATSNEREENS
¥, WRER DynamoDB BRI X BB E(E{DIER DynamoDB EX R REE  BEENKREE
AR R IRAE D AT SR E R

RN RBEBE

EENBHEEEDO_NOTHINGHEZEH B M.,

AFNAREBUEEEANRF G , BEBMSRBXTE PR, AFREBERMALMCELEHRETSER
B, AR EREBRER K AFRERETERIBLEYE  UARERLEENATREEB/M
hRBBLEBE, BEEIRAFNABREBEDBREBML,

(T AR LB AT AL O RET | BRRIEE AR A RAEDO_NOTHINGE A, LA LIS
ZDO_NOTHINGBMEEETRNTE | LEAPHEHACRPLBERER. RMBIRHE
ERENTE , BATTHLARILDO_NOTHINGE R NERF, NEHEEN  BOUEFIH

RE,

MRIBKIEEFFBDO_NOTHINGEB MW FE |, B LAF&kEallowedUnsignedAttributeshd?l |
BEIEAFRERZFEIELBUEEHESNMEBMY, REEBYUNLER , BT EXH
BEEATNAEZEM,

BEEE (ER)

SearchConfig EREZEMA,

SearchConfig #ZAIEE FREEM AR SNERNEENES.

REEENH (FEA)

algorithmSuiteId E& AWS BERENME SDK ERAREREEEH.

BRIFCAEEBNRELZEN , B AWS EREMNE SDK @EAREREELEN. BAREHE
EENEA AES-GCM BEEEEBESRITE, BUBEENSREGE, BHRAAREEEE4TEER
RAZHEAREN , BEUERBNERREEZEN, Sl , REGEEESHRAHNBENRE
EEMRE. WFERR AWS EREMNR SDK XEWEREEZEHNES , F2H AWS ERENE
SDK B EREEEEH.

HEEMT S ECDSA BIUEER AES-GCMIREEZEN , FHEENRMEBETEE TIERR
FE

.algorithmSuiteId(
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384)
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
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£/ AWS BRI E % SDK EHIEH

AWS Database Encryption SDK A X B EMEHEHE ZE B ddb : Updateltem, & EEHINE 2L
EWIER , BMAFEA ddb : Putltem, EERfEPutltemfBBEBRPIEEHEBEEBHBNERSIEE ,
BEHER2BRREER, B EEMEE®R , 4 CLOBBER EREFRIGRMEETE B,

BECHEENES

£ AWS BRIEE SDK #9 3.0.0 M 3.1.0 lx , MBBEELSEABMESES SIGN_ONLY , HIES
WEEKIEHNIEFETELE, DynamoDB FEAEESNIEF. Hit , ISEENEENEER
BUREEAN, FERITSHEURERBMHEE AWS BEREMNR SDK WFRIEFERESHWER AR , B
FEEBMHIEHEENE.

® Note

AWS BRI EMNZ SDK B9 3.1.1 IRMEFMRASEMEESEEBMHNEEZENL , LEUEA
DynamoDB Ky 48 [E JIE Fr FEEUE L1E.

MRBEERIRY , BERFSRR , WED THIHERAS,

software.amazon.cryptography.dbencryptionsdk.structuredencryption.model.StructuredEncrypti

onException : R BTN KRHF AER,

i

\

MREWE ERFERAL , URACERMENEBE I SMEA 3.00 2 3.1.0 REENES , BF2E
GitHub L aws-database-encryption-sdk-dynamodb-java f#&1ZEH DecryptWithPermute B & , LAERS
MR BRRESHWFHER.

Java &35l

BRHNAERMZRERNECEN MR A AWS EREMR SDK, LA SERNIRHEEEE
DynamoDB iNZ A F i E#.

T~ 51| &5 451 7R &6 40 el £ i FA A DynamoDB K9 Java A F i B R ERFEEAERTNERRE
B, &0 LAE GitHub B aws-database-encryption-sdk-dynamodb 12 EER Java &i 455 % B 5 2 &6l
(XBITRME) .
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_UpdateItem.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_PutItem.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapperConfig.SaveBehavior.html#CLOBBER
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html#HowItWorks.DataTypes.SetTypes
https://github.com/aws/aws-database-encryption-sdk-dynamodb-java/tree/v3.1.1/DecryptWithPermute
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
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T 5 & 5 /R 88 AN 4 FT A9 R EE A Amazon DynamoDB &R &k E%E DynamoDB # Java A Fim il %2
NE, MREEBEFRTEHRAERN Amazon DynamoDB ERIRETHAFIRME , H2E & 3x RIEEH
BER &,

e

« f£f DynamoDB & # A Fi%

o {#F{EF DynamoDB AP

- FEABKEHRN DynamoDbltemEncryptor

{# f DynamoDB 1838 /i F i

T 5 &l REgan{a £ DynamoDB #5# % A F ik A DynamoDbEncryptionInterceptori&iii AWS
KMS keyring 2 1N% DynamoDB E#I&RIE R , {4 DynamoDB AP| FEALAY —

& LAFE B DynamoDB 138 H A FinfE R M X EM keyring , BRMERERAEERE P — (@
AWS KMS keyring,

@ Note

DynamoDB 8 E A Fixr A X EAE S N%., £A DynamoDbEncryptionInterceptor#
Bt 1K B DynamoDB API , LAfEF 38 S %3,

E2RTENREXBES : EnhancedPutGetExample.java
SER 1 : 3L AWS KMS keyring

THI€EHIfER CreateAwsKmsMrkMultiKeyring 23 EEHBEMNE KMS 81 AWS KMS
keyring. CreateAwsKmsMrkMultiKeyring A AR keyring AIERERE—EFHNZEH S
o

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.buildex()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/EnhancedPutGetExample.java
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SR 2 REBNENENELENRERER

T 5 BIE AR BRI BIRE I TableSchema,

L EHIRFRERBNER BN BEBIERMER SimpleClass.java E&MN, WETEREUBHENES
15l , A2 EARENERER.

® Note
AWS Database Encryption SDK A 18 &k B 1+ W EE,

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

FERI ERRBEPHRBLEBE

T3 HIRERATADO_NOTHINGEB AR TRENFE ":" , XEAFEERFHREZEML,
RFmEBREMER ") FENBUEEBHSRBZETH R, WFEFMEF  F2SEHAlowed

unsigned attributes,

final String unsignedAttrPrefix = ":";

SR 4 BIAMFAEEE
T5gEflgE&R KK DynamoDB BRI R MEEREN tableConfigsRET,

Lt EHIIEE DynamoDB ERREBBHABEERRER, BELE-—RERMBERER , AIIEE
EEZEW DynamoDB BRI REBHABEERRER, NWEFMEN , F2/BDynamoDB AWS
EREMZ SDK RH IR R,

® Note
EEFATESNESZEENGEE  CEXAEMEHEESearchConfighIE

final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new

HashMap<>();

tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
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.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.schemaOnEncrypt(tableSchema)

.build());

S BR 5 : 33 DynamoDbEncryptionInterceptor

T5IgEHEE AL 4 DynamoDbEncryptionInterceptortableConfigsH iy B HHY o

final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.builder()
.tableEncryptionConfigs(tableConfigs)
.build()
);

SER 6 . BIUFAK AWS SDK DynamoDB F F i

THIEFIEALSER 5 interceptor Pl BIFHE AWS SDK DynamoDB A F i,

final DynamoDbClient ddb = DynamoDbClient.buildexr()
.overrideConfiguration(
ClientOverrideConfiguration.buildex()
.addExecutionInterceptor(interceptor)
.build())
.build();

$EB 7 : Y DynamoDB #aE A Fikit v &R &R

THIEEHIERSER 6 FEIM AWS SDK DynamoDB A Fix#  DynamoDB 85 H A Fi |, A
AEENERBRRIER K,

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.builder()
.dynamoDbClient(ddb)
.build();

final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);

SR8 MBI BEERKREAHE

T 5 &HIEA DynamoDB # @& A FixA$E B A DynamoDB Bk, HEEEEE
DynamoDB Z & , @ MZ L 2B A F ik,
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final SimpleClass item = new SimpleClass();
item.setPartitionKey("EnhancedPutGetExample");
item.setSortKey(Q);
item.setAttributel("encrypt and sign me!");
item.setAttribute2("sign me!");
item.setAttribute3("ignore me!");

table.putItem(item);

{5 FH{EPE DynamoDB API

T %) & 51 /R 8 20 4a] 5 B (K BY DynamoDB API # &t AWS KMS keyring , ABBIIMBZNEBES
DynamoDB PutItemz&EREV A FixIEH .

&R AE AE R EW keyring , BERMERERIEERAHEF —ME AWS KMS keyring.

AR TENREXTEEH - BasicPutGetExample.java

nlh

Nl

ER 1. B3I AWS KMS keyring

T o€ HIfER CreateAwsKmsMrkMultikKeyring 2 EEHBEMNE KMS 81 AWS KMS
keyring. CreateAwsKmsMrkMultiKeyring A AR keyring AIERERE—EFHNZEH S
o

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

FER2  REBEDE

THEHlERNERERKREB S BEEHENattributeActionsOnEncryptR 4T,
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® Note

THEH A EASEMBHEEZES SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, ZO
RIZIETEFISIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXTE , B9 ZEEMBEFB
M HERE SIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXT.

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("partition_key", CryptoAction.SIGN_ONLY);

// The sort attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("sort_key", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attributel"”, CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put(":attribute3", CryptoAction.DO_NOTHING);

SER3  EREBEPHRMLEME

THIEHIRERAMADO_NOTHINGEBE L ARENFE ":" , AEAFEERFHREZEML,
RAFREBREMER ") FENBUEERBHREREERI R, WFEFMAEF , F2EHAlowed

unsigned attributes,

final String unsignedAttrPrefix = ":";

S B 4 . % DynamoDB &R &K N4 K8
T 586 E H K &Kk DynamoDB & #l&R NZHEN tableConfigsgT,

W& HIIEE DynamoDB ERRBBMABEERREHE, BELFE—RERNBEER 6 BES
BEHZH DynamoDB ERIREZBMABREERREW, MEFHMENR , 552 EDynamoDB AWS
BREMR SDK Ry INZR4EEE,

(® Note
ERERATESNERCEENER , BESAEMEEBESearchConfigh =

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()
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.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.attributeActionsOnEncrypt(attributeActionsOnEncrypt)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.build();

tableConfigs.put(ddbTableName, config);

B 5: B3 DynamoDbEncryptionInterceptor

T 5I&EHIDynamoDbEncryptionInterceptorEAS B 4 tableConfigsH I B ,

DynamoDbEncryptionInterceptor interceptor = DynamoDbEncryptionInterceptor.builder()
.config(DynamoDbTablesEncryptionConfig.builder()
.tableEncryptionConfigs(tableConfigs)
.build())
.build();

SE 6 : B AWS SDK DynamoDB A Fis

THEFIEALR S5 interceptorFH B FH AWS SDK DynamoDB A F i

final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

SEB 7 . MZELEE DynamoDB ERKRIEH

THEFERNRKREBHERRIBEENitemBRE | Wi %18 B BAE DynamoDB BRIk F, BHEEE
JAZE DynamoDB 2l , £ NZELHER Fin.

final HashMap<String, AttributeValue> item = new HashMap<>();
item.put("partition_key", AttributeValue.builder().s("BasicPutGetExample").build());
item.put("sort_key", AttributeValue.builder().n("@").build());
item.put("attributel", AttributeValue.builder().s("encrypt and sign me!").build());
item.put("attribute2", AttributeValue.builder().s("sign me!").build());
item.put(":attribute3", AttributeValue.builder().s("ignore me!").build());
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final PutItemRequest putRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(item)
.build();

final PutItemResponse putResponse = ddb.putItem(putRequest);

EABIKERE DynamoDbltemEncryptor

T %) & 51 /R &8 4 o] {5 F B B 4k DynamoDbItemEncryptorf&Ei AWS KMS keyring RiE #8228 M 25
EERKRIEB, DynamoDbItemEncryptor A &% B M 7E DynamoDB & #&XHF,

& ] LAFEBL DynamoDB & H A FinfE AT B/ keyring , BERMEZEESTEFEAES —1E
AWS KMS keyringo

(® Note

B{EEMZDynamoDbItemEncryptor A X EAIESHNE. EH
DynamoDbEncryptionInterceptor#ZEi{KFE DynamoDB APl , AMERA AT S INE,

B

SBTBNENXTEES : ltemEncryptDecryptExample.java

il

ER 1. B3I AWS KMS keyring

THEHIER CreateAwsKmsMrkMultikeyringZ2 I EEHBEINZ KMS €881 AWS KMS
keyringo CreateAwsKmsMrkMultiKeyring A ARIHER keyring J EREEE—EFNZEHE
o

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.buildex()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

B2 REBMEE
THEHlERNKRERKEB&HHIBMEHEMNattributeActionsOnEncryptBR ST,
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® Note

THEH A EASEMBHEEZES SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, ZO
RIZIETEFISIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXTE , B9 ZEEMBEFB
M HERE SIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXT.

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("partition_key", CryptoAction.SIGN_ONLY);

// The sort attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("sort_key", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put(":attribute3", CryptoAction.DO_NOTHING);

HER3  EREBEPIRMBLEME

T OIS BIREFIADO_NOTHINGB AR TRV FE ":" , UEAFEERLFTHARZE/ML,
RFmEBHREMER ") FENBUEEBHERBZERH R, WFEFMAEF  F2EHAlowed

unsigned attributes,

final String unsignedAttrPrefix = ":";

$ B 4 . E&DynamoDbItemEncryptoriHiE
T35 E S #IfEREDynamoDbItemEncryptor,

WEHIHEE DynamoDB ERIXREZBMARBREELRREH, ELE— X ERMZEER  B2IES
BELH DynamoDB ERIXRZBMABREERXRER. MEFMENA , 552 EDynamoDB AWS
BRI ENR SDK RN A EE,

final DynamoDbItemEncryptorConfig config = DynamoDbItemEncryptorConfig.builder()
.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.attributeActionsOnEncrypt(attributeActionsOnEncrypt)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.build();
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B8 5. 1 DynamoDbItemEncryptor

T 5| & HIDynamoDbItemEncryptorfEA L EE 4 configH iy BIFHH -

final DynamoDbItemEncryptor itemEncryptor = DynamoDbItemEncryptor.builder()
.DynamoDbItemEncryptorConfig(config)
.build();

SER6: EEMBENZEERREAHE

THEHIER BEiEn#ZM#EEEEBDynamoDbItemEncryptor, DynamoDbItemEncryptor
2% 18 B BIE DynamoDB &Rl &R,

final Map<String, AttributeValue> originalltem = new HashMap<>();
originalItem.put("partition_key",
AttributeValue.builder().s("ItemEncryptDecryptExample").build());
originalItem.put("sort_key", AttributeValue.builder().n("@").build());
originalItem.put("attributel”, AttributeValue.builder().s("encrypt and sign
me!").build());

originalItem.put("attribute2", AttributeValue.builder().s("sign me!").build());
originalItem.put(":attribute3", AttributeValue.builder().s("ignore me!").build());

final Map<String, AttributeValue> encryptedItem = itemEncryptor.EncryptItem(
EncryptItemInput.builder()
.plaintextItem(originalItem)
Lbuild()
).encryptedItem();

REHR BB DynamoDB E R &KR U EAEAR DynamoDB # AWS & E % SDK

BRHNAERMZRERXNECEN MR A AWS EREMR SDK, LA SERNIRHEEE
DynamoDB 1% A F s &

£ A A DynamoDB # Java A FimMBREXE 3.x i , LA AR AER Amazon DynamoDB & #}
REEAAFPHME., REBRMMK 3.x IRFTIEEHRFGEAN DynamoDB BRI &R =@FBRESl,

SRR
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DynamoDB # Java A FimMZER RN ERA 3.x FE EHA DynamoDB 3 H A Fiw AWS SDK for
Java 2.x o HMIRENARFEA DynamoDBMapper , A EEBEZE AWS SDK for Java 2.x , FHEEH
DynamoDB 582 F Fif

ERER WA 1.x BB E 2.x AWS SDK for Java BIIE R,

A& , EESEA DynamoDB 582 f Fim API B 4A £ A B HE o

HBERKRZEAMEMA DynamoDB #Y Java AFmMEZRRNEZ G , BFEETableSchemaFAFEBNE
PEREE  WEIEEEAFR

SRR EfpEIAMBAMZELIRE

EERTYSER | LLEHEEMN AWS Database Encryption SDK B EiRBERMBE ANBZNIER, BET
JIgE%R  AFmSBEENNEAMYFER, ef2mMELHBEAERKRNEMANEER ,E—8B
MEZEWIEEHR , ERMEHLERR., EEEFNEAFRBRNEZHER, BXAXKTHEEIRE
FSEFEINEE , TREET —RALR,

1. EBEHNBHEEE

EMENERERNER  UNEBEEE , ELBFERBLEBUEMMNBNEE, BEBLEER
EEE  URMLBEERSEZRE,

% DynamoDB #E @ A FinF B FMENR , 528 GitHub £ aws-database-encryption-sdk-
dynamodb f#ZEEF K SimpleClass.java. DynamoDB

BIFFERR , TESRBEMSRBHEBERIME (SIGN_ONLY) , MAEHMEERISKIB
InZF%& 2 (ENCRYPT_AND_SIGN), ZHEIBEHINMM , 55#EH DynamoDB K Java
AFmMEZERAEFERZNMBETRE, flon , IREHFLERHEBHERER | BHEH
@DynamoDbEncryptionSignOnlyif, MREBLEEENBFABHHESIISHEEBY , BEA
@DynamoDbEncryptionSignAndIncludeInEncryptionContextit¥, MREELEFTEBL
InZ4FEB M (DO_NOTHING) , &£ @DynamoDbEncryptionDoNothing& .

(® Note
R IEIEEEISIGN_AND _INCLUDE_IN_ENCRYPTION_ CONTEXTE , B0 E[E
MEEFBEME B AERE SIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXT., WMEER

ARESE 2B EHISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , :52:E
SimpleClass4.java.
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Methods.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-getting-started.html
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass4.java

AWS BB EZE SDK AR
WEEES , FSH EAEENERER.
2. ERBRBEPHRBLEBE

THIEHIRERATADO_NOTHINGE AR TRNFE ":" , WEAFEER TN REZHEML,
RAFREBRREMES ) ZAaNBERBHERBE TR, NFEFAEF , F2HAlowed

unsigned attributes,

final String unsignedAttrPrefix = ":";

3. B3I keyring

THIEBIERI AWS KMS keyringe AWS KMS keyring 5 FA ¥ B i 2 =k JE ¥ 78 RSA AWS KMS
keys REL, MEMBZERER.

WEFIER CreateMrkMultiKeyring 2 EGHBINE KMS £ AWS KMS
keyring. CreateAwsKmsMrkMultiKeyring 5 AIHE{R keyring AIERRERE—ERHNZEHE
.

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =

CreateAwsKmsMrkMultiKeyringInput.buildex()
.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

4. 2% DynamoDB &Rk INZHRE
T 56 E H K &Kk DynamoDB &Rl &R MF AL tableConfigsgt,

Lt g8 BI#EE DynamoDB BRI REABHARBERNREH, ELE—RXNERMEERER |, MAEER
B EEH DynamoDB ERREBMABEERREE, NFEFMEN , F2HDynamoDB AWS
BRI ENZE SDK F 8 nEERE,

R AEETE FORCE_WRITE_PLAINTEXT_ALLOW _READ _PLAINTEXTHAM N FEER., BEE4
BERNBEAMNFER, BRMNFER , UREFAFRBEAMNREE,

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()
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.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

.plaintextOverride(PlaintextOverride.FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT)
.build();
tableConfigs.put(ddbTableName, config);

5. 33 DynamoDbEncryptionInterceptor

T %I&iHIDynamoDbEncryptionInterceptorfEAS B 3 tableConfigsHH B ,

DynamoDbEncryptionInterceptor interceptor = DynamoDbEncryptionInterceptor.builder()
.config(DynamoDbTablesEncryptionConfig.builder()
.tableEncryptionConfigs(tableConfigs)
.build())
.build();

FR2: BEAMBNBEENHE

& HDynamoDbEncryptionInterceptorAEREMMNFHE , UAFAFPHEANBNEE
WIEE, SPETIEE2® , AFHERBEESR 1 PRENBHEEBERMNZNEEHRER. AR
WG RESERGE N FIEE , UARMEMNEFNEE,

BEETTR I ZH , BLEANBLHBERRPNIMEREMXFEE., BAUBTRIEE—EE
REFRRENBZRENMNFEE, FAUZNRRREEZNER. HlU , B EREREHRE
RROIFLER , WEAZEZNELBENNZEEETER, EERFNENRFHIMFEE ,
BEBEFBEFTETEE AWS Database Encryption SDK fE 1% aws_dbe_headf%EE B BHIBE1E
B# M aws_dbe_foot BHHIEE,

THEFESRISE 1 EFERRMZMERE, BLHEFH ENfHXFEE
BEFORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT., hWEKRSEEFNMAXFEE |
BhEFEHRMBEAMBZHNIEE, DynamoDbEncryptionInterceptor FHAEHH B HH
tableConfigs,.

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()
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.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

.plaintextOverride(PlaintextOverride.FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT)
.build();
tableConfigs.put(ddbTableName, config);

SR3 EFRMBENECEENRE

EERMRAHBFAEEE 2% , HEHDynamoDbEncryptionInterceptorflEFMMHNFEE |
RAFAFHRERMEAMNEZNEENER, BETIEBEZER , AFRERBEESE 1 PEREN
BUEBERNZENZENEE., AFRHREERNBNEZENIER,

THEH SRR 2 EFERRMZMBRE, BUUFER EFfHXFEE

B , FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXTE{FAEFBBRMAXFZER, BIEFE
%, AFHREENNBEAMNBZRMEEMNIER, DynamoDbEncryptionInterceptor EAEHM &
SLETEY tableConfigs,

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()

.logicalTableName(ddbTableName)

.partitionKeyName("partition_key")

.sortKeyName("sort_key")

.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)

.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

// Optional: you can also remove the plaintext policy from your configuration

.plaintextOverride(PlaintextOverride.FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT)

Lbuild();
tableConfigs.put(ddbTableName, config);

B® ZE DynamoDB Java Al FimtnZE XN ER 3.x R

BRHNAEmMZRERNECEN MR A AWS EREMR SDK, LA SERNIRHEEEH
DynamoDB iNZ A F i E#.
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B DynamoDB KJ Java AAFHIMBZRERE 3x ME 2x BERBERNTIEER, ©E28H2E
o, PlnFEBLEREN. XAENZSHFAXE, EREBEREE  URTESHNNBEXE, &E
ARENAKENEERE 3.x RWIES

®1x RERE 2.x

BRBE2xM , ARBEEBE 3.x o 2x ERIEREEN FFRHKE BFE S MostRecentProvider
CachingMostRecentProvider, R A8 #i{EAE AR DynamoDB # Java fA Fim N

ZFERNE 1.x IR B MostRecentProvider 5% , RINARERNBPNFEEBETH
CachingMostRecentProvider, MEFMEN , FEERIAHEEBNE.

#®2.x IREBBE 3.x
THRFRBMAAEENIER 2.x iRiBEZE DynamoDB Java A FisMBRERNER 3.x .
SR EieBERHEXNIER

TR TSR |, LLEHER AWS Database Encryption SDK A Bl A B NWIEE ., BE T
Fr#® , AP RERENE 2 x IRERN A RNEE. ENAFRKBEERRMNMEA 2.x REXHE
B, EELEFEAFRmERFENNEINEER,

HEIRH) B3 AWS SDK for Java & 2.x iR

DynamoDB # Java Al Fim ZEZE R EMZA 3.x FE DynamoDB &8 f Fif, DynamoDB 54
B A FimgER LRI RAFE A DynamoDBMapper, & EFRIGEAAFig , BAXAEFEH AWS
SDK for Java 2.x,

BER 1.x EBERBE 2.x ik AWS SDK for JavatyigE R,

INEEEMLE AWS SDK for Java 2.x {EEMFEMER , F2E LRIEH.
AP IRREABINEMRMNZNIEE

THREFEHEUTENGE S P REHN T REE,
1. B3I keyringo

Keyring M2 5w E & £ EE S SH R DynamoDB &R Java AFmMEZRERERFERAN RS
mEERRME,
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Methods.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
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© © N o o

/A Important
BRI keyring KIEENBREW , YAHEEGE 2x RPERBRFERRHELELR
EANSEEHMEE,

HEERNER LB ERREREIR,
WSRERT ELRBUFEXBAERE BEERNBIEDE,

WFEEMAH DynamoDB B H A Finivigsl , 52K ( AWS SDK for Java FZ A B15F)
FRIEAE TableSchemao

THSEGIBRBREEAFTNBEDEZR , #2x REMENTRER ., NFETBRELDENE
%5 , F2R LARENERER.

(® Note
R IEIEEEISIGN_AND_INCLUDE_IN_ENCRYPTION_ CONTEXTE , Bl4oE[E
BB th4H2 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT., MEHER
ARES 2B EHISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , 528
SimpleClass4.java.

ERENEEETHRBLEBME,
TE 2.x MR B AL ER B 5 AT Rk E B 1 B AE Y B REBR &Y o
_l.j:

X3

tSRERARUERIXBEAEBENESEBE,

& XEDynamoDBEncryptor&fE DynamoDB #Y Java AAFmMZEE 2.x R AN .
REBMITA.

#13 DynamoDbEncryptionInterceptor,

B K AWS SDK DynamoDB A Fifio

#31 DynamoDBEnhancedClient 3 fif F#&E (b 58 Bl 2 31 B Rl 3K

=

#0% DynamoDB B A S0 AR , BSHRTHRIE Sk,

public class MigrationExampleStepl {
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass4.java
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public static void MigrationStepl(String kmsKeyId, String ddbTableName, int
sortReadValue) {
// 1. Create a Keyring.
// This example creates an AWS KMS Keyring that specifies the
// same kmsKeyId previously used in the version 2.x configuration.
// It uses the 'CreateMrkMultiKeyring' method to create the
// keyring, so that the keyring can correctly handle both single
// region and Multi-Region KMS Keys.
// Note that this example uses the AWS SDK for Java v2 KMS client.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

// 2. Create a Table Schema over your annotated class.

// For guidance on using the new attribute actions

// annotations, see SimpleClass.java in the

// aws-database-encryption-sdk-dynamodb GitHub repository.

// All primary key attributes must be signed but not encrypted
// and by default all non-primary key attributes

// are encrypted and signed (ENCRYPT_AND_SIGN).

// If you want a particular non-primary key attribute to be signed but
// not encrypted, use the 'DynamoDbEncryptionSignOnly' annotation.
// If you want a particular attribute to be neither signed nor encrypted

// (DO_NOTHING), use the 'DynamoDbEncryptionDoNothing' annotation.
final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

// 3. Define which attributes the client should expect to be excluded

// from the signature when reading items.

// This value represents all unsigned attributes across the entire

// dataset.

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

// 4. Configure an explicit map of the attribute actions configured
// in your version 2.x modeled class.

final Map<String, CryptoAction> legacyActions = new HashMap<>();
legacyActions.put("partition_key", CryptoAction.SIGN_ONLY);
legacyActions.put("sort_key", CryptoAction.SIGN_ONLY);
legacyActions.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
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legacyActions.put("attribute2", CryptoAction.SIGN_ONLY);
legacyActions.put("attribute3", CryptoAction.DO_NOTHING);

// 5. Configure the DynamoDBEncryptor that you used in version 2.x.
final AWSKMS kmsClient = AWSKMSClientBuilder.defaultClient();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kmsClient,
kmsKeyId);
final DynamoDBEncryptor oldEncryptor = DynamoDBEncryptor.getInstance(cmp);
// 6. Configure the legacy behavior.
// Input the DynamoDBEncryptor and attribute actions created in
// the previous steps. For Legacy Policy, use
// 'FORCE_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT'. This policy continues to
read
// and write items using the old format, but will be able to read
// items written in the new format as soon as they appear.
final LegacyOverride legacyOverride = LegacyOverride
.builder()
.encryptor(oldEncryptor)
.policy(LegacyPolicy.FORCE_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT)
.attributeActionsOnEncrypt(legacyActions)
.build();
// 7. Create a DynamoDbEncryptionInterceptor with the above configuration.
final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.buildexr ()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.legacyOverride(legacyOverride)
.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptoxr(
CreateDynamoDbEncryptionInterceptorInput.builder()
.tableEncryptionConfigs(tableConfigs)
Lbuild()
);
// 8. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 7.
final DynamoDbClient ddb = DynamoDbClient.buildexr()
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.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 9. Create the DynamoDbEnhancedClient using the AWS SDK DynamoDb client

// created in Step 8, and create a table with your modeled class.
final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.builder()
.dynamoDbClient(ddb)
.build();
final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);
}
}

HBR2 UHEXBAERE
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# 13 DynamoDbEncryptionInterceptor
E K AWS SDK DynamoDB A Fif
#3I DynamoDBEnhancedClient i fif & B 3 RIEE ST B Rl K,
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public class MigrationExampleStep2 {

public static void MigrationStep2(String kmsKeyId, String ddbTableName, int

sortReadValue) {

// 1. Continue to configure your keyring, table schema, legacy
// attribute actions, allowedUnsignedAttributes, and

// DynamoDBEncryptor as you did in Step 1.

final MaterialProviders matProv = MaterialProviders.builder()
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.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

final Map<String, CryptoAction> legacyActions = new HashMap<>();
legacyActions.put("partition_key", CryptoAction.SIGN_ONLY);
legacyActions.put("sort_key", CryptoAction.SIGN_ONLY);
legacyActions.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
legacyActions.put("attribute2", CryptoAction.SIGN_ONLY);
legacyActions.put("attribute3", CryptoAction.DO_NOTHING);

final AWSKMS kmsClient = AWSKMSClientBuilder.defaultClient();

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kmsClient,
kmsKeyId);

final DynamoDBEncryptor oldEncryptor = DynamoDBEncryptor.getInstance(cmp);

// 2. Update your legacy behavior to only write new items using the new
// format.
// For Legacy Policy, use 'FORBID_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT'. This

policy
// continues to read items in both formats, but will only write items
// using the new format.
final LegacyOverride legacyOverride = LegacyOverride
.builder()

.encryptor(oldEncryptor)
.policy(LegacyPolicy.FORBID_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT)
.attributeActionsOnEncrypt(legacyActions)

.build();

// 3. Create a DynamoDbEncryptionInterceptor with the above configuration.
final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
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.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.legacyOverride(legacyOverride)
.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.buildexr()
.tableEncryptionConfigs(tableConfigs)
.build()
);

// 4. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 3.
final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 5. Create the DynamoDbEnhancedClient using the AWS SDK DynamoDb Client
created
// in Step 4, and create a table with your modeled class.
final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.builder()
.dynamoDbClient(ddb)
.build();
final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);
}
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BIBLE keyring, BERREBHEIRMN | allowedUnsignedAttributesNEESER 1 HFTFH
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#3I DynamoDbEncryptionInterceptor,
BIFH AWS SDK DynamoDB A B
¥ 37 DynamoDBEnhancedClient i fif A& R {L R T BRI K,

1% DynamoDB MMM A SN HEET , BBME T HHBR A S,

public class MigrationExampleStep3 {

public static void MigrationStep3(String kmsKeyId, String ddbTableName, int
sortReadValue) {
// 1. Continue to configure your keyring, table schema,
// and allowedUnsignedAttributes as you did in Step 1.
// Do not include the configurations for the DynamoDBEncryptor or
// the legacy attribute actions.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

// 3. Create a DynamoDbEncryptionInterceptor with the above configuration.

// Do not configure any legacy behavior.

final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new

HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()

.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)

Java 200


https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-getting-started-dynamodbTable.html#ddb-en-client-getting-started-dynamodbTable-eclient

AWS BB EZE SDK AR

.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.buildexr()
.tableEncryptionConfigs(tableConfigs)
Lbuild()
);

// 4. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 3.
final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 5. Create the DynamoDbEnhancedClient using the AWS SDK Client

// created in Step 4, and create a table with your modeled class.

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.buildexr()
.dynamoDbClient(ddb)
.build();

final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);

}
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® Note
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MREREFTHRAH) AWS BERIEMNR SDK, BENERENERAEE 20 , BHRABEBEFT
BFEESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>

{
["partition_key"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, // The

partition attribute must be signed
["sort_key"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, // The sort

attribute must be signed
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,

["attribute2"] = CryptoAction.SIGN_ONLY,
["attribute3"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

[":attribute4"] = CryptoAction.DO_NOTHING
};

DynamoDB AWS E#IE % SDK H Y inZ5 48 /&

ERER AWS BRI ENZE SDK B |, B4 ABAH#ES DynamoDB BERIRAMBARE., MEZBEHFT
FENEICRNER FEHEAZEENERERRERBHEF,

THREXEE R EHIEAM DynamoDB API FY{ERE AWS BRI E % SDK E2 DynamoDB &3k in
FIHE  WAFHTRFZFEEZNAEZERBM,

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =
new Dictionary<String, DynamoDbTableEncryptionConfig>();
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DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig

{

i

ddbTableName,
"partition_key",

LogicalTableName
PartitionKeyName
SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix,

// Optional: SearchConfig only required if you use beacons
Search = new SearchConfig

{

WriteVersion = 1, // MUST be 1
Versions = beaconVersions

}

tableConfigs.Add(ddbTableName, config);
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AlgorithmSuiteId =
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keyring , SAB B NZ 2 E DynamoDB PutItems&RW A FIHER,

BRI LAE R R B keyring , BRFIBRZBERTeeEAEH —ME AWS KMS keyringo

RSB TENREXTHE : BasicPutGetExample.cs

SER 1 . 31 AWS KMS keyring

THI€EHIfER CreateAwsKmsMrkMultiKeyring 23 EEHBEMNE KMS 81 AWS KMS
keyring. CreateAwsKmsMrkMultiKeyring A AR keyring AIERERE—EFHNZEH S
o

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
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(@ Note

TH&EHAEEMBMEESES SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT., O
RIS EEAISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTE , B9 EIEMEEFE
Mt B Z SIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXT.

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>
{
["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY
["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
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[":attribute3"] = CryptoAction.DO_NOTHING
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unsigned attributes,

const String unsignAttrPrefix = ":";

S BB 4 . & DynamoDB &R R IR KE
T 586 E K &Kk DynamoDB & #l&R NZHEN tableConfigssT,

WEHI A& DynamoDB ERXRBRBISEREEERREE, ERE—XRERMZFHRER  EIE
BIEEEM DynamoDB BRI R B BMABEBERNRER, MEFMER , 2B DynamoDB AWS
BRI EME SDK R NER4EEE,

(® Note
EEFRAESNEZRCEEZNEE , FELAEMFEHARESearchConfighEE ,

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =
new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig

{

LogicalTableName = ddbTableName,
PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix
};
tableConfigs.Add(ddbTableName, config);

SE 5 BIFH AWS SDK DynamoDB A Fif

THEHIFERLER 4 TableEncryptionConfigsHH B HH AWS SDK DynamoDB A Fifi,
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var ddb = new Client.DynamoDbClient(
new DynamoDbTablesEncryptionConfig { TableEncryptionConfigs = tableConfigs });

HEE 6 INZEIEE DynamoDB ERIFKIEH

THEHlERZ —Bitem>H , KKREHIERKRIEE |, WiE%IEB BME DynamoDB ER&KH,
£ &35 ZE DynamoDB Z &l , & MZFIHEH F s

var item = new Dictionary<String, AttributeValue>

{
["partition_key"] = new AttributeValue("BasicPutGetExample"),
["sort_key"] = new AttributeValue { N = "@" },
["attributel"] = new AttributeValue("encrypt and sign me!"),
["attribute2"] = new AttributeValue("sign me!"),
[":attribute3"] = new AttributeValue("ignore me!")

};

PutItemRequest putRequest = new PutItemRequest

{
TableName = ddbTableName,
Item = item

};

PutItemResponse putResponse = await ddb.PutItemAsync(putRequest);

£ AR{K/E K DynamoDbItemEncryptor

T %I &85 7 &6 0 4] 6F F BB 4k DynamoDbItemEncryptor#&E AWS KMS keyring 3R B 1 hn 2% %%
EERKXEB, DynamoDbItemEncryptor A &#4$18 B M 7E DynamoDB & #l&H,

& ] LA BL DynamoDB & H A FinfE AT B/ keyring , BERMEZEETREEAES —1E
AWS KMS keyring.

® Note

BYEEHDynamoDbItemEncryptor A X EAIE SN INE . FEAEAR DynamoDB API HI{K
B AWS BRI ENZ SDK R A€ S M MNE,

nlm

52BBNERNBES : ItemEncryptDecryptExample.cs
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SER 1 : B3I AWS KMS keyring

T 5B CreateAwsKmsMrkMultikeyring 2 EEHBEMNE KMS £888 AWS KMS
keyringo CreateAwsKmsMrkMultiKeyring 5 ERIHER keyring I EEREE - EFHNZEEHE
i,

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

SER2 REBEDE

TH&EHIESE attributeActionsOnEncrypt F# | KRERKIE B WEFIBIHEE1E,

® Note

THEH A EASEMBHEEZES SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, O
RIZIETEEISIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXTE , B9 ZEEMBEFB
M HERE SIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXT.

var attributeActionsOnEncrypt = new Dictionary<String, CryptoAction>
{
["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY
["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
[":attribute3"] = CryptoAction.DO_NOTHING
b7

SER3  EREBEPHRMBLEME

THIEHRERAABDO_NOTHINGBEAATENFE "L , UEAFERERAFNARES
., AFmEREMER ") FENEEEBHEREZT DR, NFFHEEF  F2HAlowed

unsigned attributes,

String unsignAttrPrefix = ":";
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S B¢ 4 : &DynamoDbItemEncryptoriHiE

TH&EHIEZE AIAAREDynamoDbItemEncryptor,

L& HIEE DynamoDB ERRBBMARBERREHE, ELE AR ERMBHEER , MBS
BEHLH DynamoDB ERIREZBMABREERREW, MEFHMENR , 552 EDynamoDB AWS

EREMNE SDK ) inEAEEE,

var config = new DynamoDbItemEncryptorConfig

{
LogicalTableName = ddbTableName,
PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix
};

B 5 : B3 DynamoDbItemEncryptor
T 5| & HIDynamoDbItemEncryptorfEA L ER 4 configH iy BIHH -
var itemEncryptor = new DynamoDbItemEncryptor(config);

HR6: ERMBENHZEEFERKREHE

THEFIER EEnZEM#EEEEBDynamoDbItemEncryptor, DynamoDbItemEncryptor

2% 18 B £ DynamoDB Bl &R,

var originalltem = new Dictionary<String, AttributeValue>

{
["partition_key"] = new AttributeValue("ItemEncryptDecryptExample"),
["sort_key"] = new AttributeValue { N = "0" },
["attributel"] = new AttributeValue("encrypt and sign me!"),
["attribute2"] = new AttributeValue('sign me!"),
[":attribute3"] = new AttributeValue("ignore me!")

};

var encryptedItem = itemEncryptor.EncryptItem(
new EncryptItemInput { PlaintextItem = originalltem }
).EncryptedItem;
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REBR AR DynamoDB &R & UAfEAEAR DynamoDB #) AWS BRI E % SDK

£ B AR DynamoDB B .NET A FigiNZENE 3.x Mk , BAILUEEAEH Amazon DynamoDB & #
RETEAAFHRMNE, NEFREMH 3x RIFEEHRFEAMN DynamoDB ER X Z = ELSBWIESI.

R EREERNBEANBNIRE

EERTHSER | LIRS AWS Database Encryption SDK A Fis BB ANBZWIER, BT
JEgFE%  AFHKEEEIRNEAMXFTEE, EfENERBBEAERKRNTMAHER ,E—8H
MENIFEEHER , CREAVEMRE, ELEEAEAFPRBKRINENEE, BXELKTISERE
FSEEmMEE , THREET —BSR,

1. EREHEBHEE
BUYMHERARERZMEZNSEBLBEE, EXEBLEEMEE  ARSZHRBLBIEE.

BATER , TEOREHRCBESERNS (SIGN_ONLY) , FIFE B A SR NEAEE
(ENCRYPT_AND_SIGN).

$EE ENCRYPT_AND_SIGN RiNZEFMZEE B, IEE SIGN_ONLYEEZEFR A Bit. EE
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT UZEHZMEM K YEHISEMNEARS,
MRLZERRHBEY , AIEEMEZXBM. 18X DO_NOTHING Z8E Bit. MEFMEEN , F2
BIDynamoDB AWS E#|E % SDK F Y B E1E,

(® Note

R IBIEEEISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTE , B4 2 EMBEF
Bt % AR SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>
{
["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY
["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
[":attribute3"] = CryptoAction.DO_NOTHING
%
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2. BB REE PRI
T B HIBERAEDO_NOTHINGB I A T RN T E 1" | LEATEERAFHREEBIE,
AFRISBRIEMLE T PENBEEBSRREETHR. NEHMRT  HSMAlowed

unsigned attributes,

const String unsignAttrPrefix = ":";

3. I keyring

THEHIGEIL AWS KMS keyrings AWS KMS keyring 5 i ¥ N2 = IE ¥ RSA AWS KMS
keys REE, MBENBHRERS®,

WEFIER CreateMrkMultiKeyring 2 EGHBINE KMS £ AWS KMS
keyring, CreateAwsKmsMrkMultiKeyring A EAE{R keyring I ERREEE —[EHNZ [EiHE
.

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

4. E2% DynamoDB &Rk INZ1HRE
T 5 FIEZ K KL DynamoDB B Rl &k N H&EMN tableConfigsREt,

L E IS TE DynamoDB BRI R BBMBEEER RER, ELE—XRERMHBELE | MIEE
EEZH DynamoDB ERIREZBMABRBERNRERE,

Q

B AEETE FORCE_WRITE_PLAINTEXT_ALLOW_READ _PLAINTEXTHAM N FEER., LBESH#
BERMNMEAMXFER, BRNFER , URERAFPKEANZKRER,

MEERRNFBEF IS 2EWNFMENR , 5528 DynamoDB AWS E R E N SDK AR HY %
HEE,

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName = ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
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Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix,
PlaintextOverride = FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT
};
tableConfigs.Add(ddbTableName, config);

5. B #H# AWS SDK DynamoDB A F i

I BEEHIEFA LB 4 TableEncryptionConfigs Ay B #HHH AWS SDK DynamoDB A F
Wi o

var ddb = new Client.DynamoDbClient(
new DynamoDbTablesEncryptionConfig { TableEncryptionConfigs = tableConfigs });

FR2: BAMBNEENRE

EHERRNZABPNEXFER , UAFAFRBANZNEZZNIEE, HETIBE2R , AF
HMERBEEESR 1 PRENBUEBFERNEMNBENEE ., AP REEATIMANFIRE , UM
EMBENEB

REETTRIZH , BXEANBYHBERRPNIMEREMXFEBE., BAUBTRIEE—EE
REHRRENBZRENMENFEE, FAHZHNRRZEEEZNER. flU , BUUERAERRHRE
RRVIIEFTER , UEALZEZNBUEBENNBEREEER, FERAFNERRFHIMFEE ,
BEBEBHEFTETEE AWS Database Encryption SDK fE 1% aws_dbe_headM%E1E B BEHIEE1E
B# F aws_dbe_foot BHRIER,

THEHlERSR 1 EERRNEMERE, BXLEFH ENfANFE
BEFORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT. MtBIRSH#EEEIRME LT
HE , BEEBENEAMEZNIEE. FRAEHN B AWS SDK DynamoDB A F
i TableEncryptionConfigs.

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
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AllowedUnsignedAttributePrefix = unsignAttrPrefix,
PlaintextOverride = FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT

};
tableConfigs.Add(ddbTableName, config);

SR3 EFNMBENEEENRE

HEMBLHERARB 2R , FENMENRNBEETNHEXFTER , MEAFRAFRBERMEAM
ZNBENEE, BFTIRECR , ARFRERBEESTR 1 PRENBEDFERMZENEZINIE
B, AFmARENMENEEZENERE,

THEFSRIE 2 EFERRMFERE, BUUFER EFHEXFEE

B , FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXTEFAEF BRI ZER, BIF
R, AP ASBRNEANEZNHEEZENER, EAEHMN EIFHH AWS SDK DynamoDB A F
WwTableEncryptionConfigs,

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =
new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig

{

LogicalTableName ddbTableName,
PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix,
// Optional: you can also remove the plaintext policy from your configuration
PlaintextOverride = FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT
};
tableConfigs.Add(ddbTableName, config);

Rust

75 FE 53 B 0] %2 22 A4 A8 A A DynamoDB K Rust A F i NZRERNEMN 1.x . WNEFEH
DynamoDB AWS & & E % B R EHFETRENERFTNFMERR , 5528 GitHub £ aws-database-
encryption-sdk-dynamodb &7 EH# Rust Zfl,

B DynamoDB #9 AWS Database Encryption SDK W BRI SEERTERE,
£
. SRR H
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AWS BRI E N SDK FMBABER

- RE

- {EHERAR DynamoDB B Rust A Fis i H#ER E

FoRRAF
7% DynamoDB £ Rust A FinNZRNE 28l , FEELE T 5 TRGH,
Z 4t Rust # Cargo

£/ rustup & B BIRBEM Rust A

METHMNLZERPEVFMAET , F2B Cargo Book FHNLZEEF.

o

EHA R DynamoDB KY Rust Al Fim N2 E1E Crates.io : // £ aws-db-esdk RFEHF X 124t
MEZENBZERENENFMENR , 5528 aws-database-encryption-sdk-dynamodbaws-database-
encryption-sdk-dynamodb GitHub #ZE+H # README.md %, GitHub

F8

HEZ%K DynamoDB B Rust AFimMZREXE , FER M & aws-database-encryption-sdk-
dynamodb GitHub &7 E.
EERERHRAE

HERB &P #IT 5 Cargo 7% :
cargo add aws-db-esdk
RAG LA T {THTIEE Cargo.toml :

aws-db-esdk = "<version>"

5B R DynamoDB By Rust Al Fim il #ER E
A X REFREA DynamoDB H Rust A FimNZENE 1.x R — LR B M HBIEX LR,

MEEAEAR DynamoDB 9 Rust A Fim BN EHETRENFRFTWFMENR , 528 GitHub Lt
aws-database-encryption-sdk-dynamodb & 1ZEF Y Rust &4,
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https://www.rust-lang.org/
https://doc.rust-lang.org/cargo/getting-started/installation.html
https://crates.io/crates/aws-db-esdk
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/

AWS BRI E % SDK HEABEE
FE

- HEMBRER

« DynamoDB AWS BRI E % SDK H iy BHE1E

« DynamoDB AWS Bl E % SDK iy hnZHAE

- £/ AWS EXE % SDK EFHIER

HE mERER

DynamoDB AWS BRI EMZBEREHANZOREE MEZERER. BLEABEAR DynamoDB B Rust
AFmMERNE 1.x R, ATHAFXNE, FE. BENHEZE DynamoDB ERIKIFER,

E AR DynamoDB API BY{ER AWS E R E % SDK

RO LAE A E R R INZHRE 2R E # DynamoDB A B , LA DynamoDB PutItemz&R B &N
BNBEMAFHMNIER,

& AERERAR DynamoDB API FYERE AWS ERIENZ SDK , T eeEA TSN INE.

W RE MM AIEAR DynamoDB API FYERE AWS BRI E % SDK W& 6 , 552 E GitHub
|t aws-database-encryption-sdk-dynamodb f#FEH #Y basic_get_put_example.rs,

B{K/E#% DynamoDbItemEncryptor

B{EEREDynamoDbItemEncryptor BEEMBEN BB RMEE , WRBENERKRER K MESE
FEAY DynamoDB, EAX &%t DynamoDB PutItemsl GetItem F&K. il , B UEABKE
#&DynamoDbItemEncryptoriE i % B = & 2 #EEH DynamoDB EHE,

B{EEKDynamoDbItemEncryptor A X E A S K %,

WERE A FEHBIEKEBR AEHIDynamoDbItemEncryptor , 528 GitHub Lt aws-database-
encryption-sdk-dynamodb f#fZEHRY item_encrypt_decrypt.rso

DynamoDB AWS & K} E iN% SDK A #Y B 1 Bk

BUSFERAEBLBLELBMBENEE, BEEMHERKBERE, BLEMECEREL I SEM
ZARTH , URBLEEHESHBE,

HEfEM Rust HFIRiEEMMEE , FEAH WHEEFHERBEDE. BBELBB/EHARE
HEBRIEEBENHashMap Pt | EEEHBHEBIE,
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}§E ENCRYPT_AND_SIGN RiNZMEHE B, F8E SIGN_ONLYLAZEBERINE Bit, IEE
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTLAZE BM , WAHSEEMBREY, HRE
EHEEBEMY , AEENZZBMY., 87 DO_NOTHING Z8E Bk,

SEENEFBMELAER SIGN_ONLYZ SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT., MR&
AT BN ESER A SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , B9 E|EMEF B th 4B
2 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

(® Note

EREBUBFcR  CLAEREXRBEPHRBPLEE, RTERRERZHNEREENE
t, RMERCEZETENTE (HlW":") REHIREZNEE, EHRDO_NOTHINGRER
DynamoDB & #A MBH B NI EBMENBEEBPES T E.

T Y E R R & Al £ Rust ENCRYPT_AND_SIGN SIGN_ONLYA FigigE
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. . %1 DO_NOTHING BitEE, LEHIFERFTE
M., REBIDO_NOTHINGE 1.

let attribute_actions_on_encrypt = HashMap::from([
("partition_key".to_string(), CryptoAction::SignOnly),
("sort_key".to_string(), CryptoAction::SignOnly),
("attributel".to_string(), CryptoAction::EncryptAndSign),
("attribute2".to_string(), CryptoAction::SignOnly),
(":attribute3".to_string(), CryptoAction::DoNothing),

1);

DynamoDB AWS &R E % SDK # /Y iR

£/ AWS ERENR SDK B , B4 AR ES DynamoDB BRI RV INZERE, MBEREHAAEN
EHEURNER FEERERATENENERRESRBIEEIE.

THRXNTEHERFERAERAR DynamoDB APl FIERE AWS ERENZ SDK EZ DynamoDB & ¥}k i
HHHRE Y AFHATRFEERN REER .

let table_config = DynamoDbTableEncryptionConfig::buildexr()
.logical_table_name(ddb_table_name)
.partition_key_name("partition_key")
.sort_key_name("sort_key")
.attribute_actions_on_encrypt(attribute_actions_on_encrypt)
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.keyring(kms_keyring)
.allowed_unsigned_attribute_prefix(UNSIGNED_ATTR_PREFIX)
// Specifying an algorithm suite is optional
.algorithm_suite_id(
DbeAlgorithmSuitelId: :AlgAes256GcmHkdfSha512CommitKeyEcdsaP384SymsigHmacSha384,

)
.build()?;

let table_configs = DynamoDbTablesEncryptionConfig::builder()
.table_encryption_configs(HashMap: :from([(ddb_table_name.to_string(),
table_config)]))
.build()?;

BEERNRER
DynamoDB B #l&k M BEERRER.

BEENREBUEBRESRNBEZENRPTFRNAIEESR , BB DynamoDB ER#&#.
BERE—RERMFZHERER , AZIEBREELMN DynamoDB ERREBMABEERRER, &
VA-RECTHENBEEERRER., FENYHAE  EEERNREBLEATEMEBEREENS
. WMREM DynamoDB ERIREBELIEMDEIR DynamoDB ER R REE , BEEERKRER
ARARBERENTHREER K.

RFANKREZEY

EENBHEEEDO_NOTHINGH R B M.,

AHFNARBREBUEESAAFG , MEBMSRBET PR, AFRBHRAMALMCELEHRESER
B, AR ARECER  AFRGRETERIMLERMY , URREEENAFAREBMF
ZBEEMLEBE, BEERATNABREBUPBREML,

BA L BN I HFIEBMRIES | BEEESR AN ARFZDO_NOTHINGE M, EtuaifEdm
HADO_NOTHINGEBMEBIEEFTRNFE , UFRAFEEHFAFPRMEBMRER, RFEZIESRE
EREANZE , AT TE{LARREFTEDO NOTHINGBHEWIEF., MEHME BB EHELR

RE,

MRERBPIEDO_NOTHINGEBMRIEEFE , B LAFEEallowedUnsignedAttributesfE?l
RS AFRERENEIELBUREXICHEENMERYE. REERHUXLER , TEXH
BERAFNAREZEE,

BEEE (ER)

SearchConfig E&EERA,
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html

AWS BRI E N SDK FMBABER

SearchConfig #EETE FREEAAESNNEREZENEES.

BEEREH (FEA)

algorithmSuiteld & AWS ERIEMNZ SDK EANEELEHN.

BRIFCAMEERBNRELZEN , B AWS ERENE SDK EEARAREELEN. AREHE
EENER AES-GCM BE AR B MITE, BUZENMSRAGE, HARREEEZEHTER
RAZEEAREN , BEUERBNEREZEN. Sl , REGEEESHRABNBRENRE
EEWRE. ERR AWS EREMNE SDK XEWEREEZEHNES , F2H AWS ERENE
SDK B EREEEEH.

BHRENMT S ECDSA BIvEHER AES-GCM BEEEN , FREERRMBAETIE TIERS
A

.algorithm_suite_id(
DbeAlgorithmSuitelId: :AlgAes256GecmHkdfSha512CommitKeyEcdsaP384SymsigHmacSha384,
)

£/ AWS BRI EN% SDK E#TI1EH

AWS Database Encryption SDK A X BB EMEZEREHEB M 2EEHK ddb : Updateltem, BEEEH
MZERBFENEMYE , BHAMEM ddb : Putltem, E#EfEPutItemsERPi5EEREEEBHBEMNERSI
#i fEEgE+BRREER,

£k DynamoDB % f Fim

2023 6 A9 B, RMMWAFRMERXNECEH AR AWS EREME SDK, AWS Database
Encryption SDK #4&z 2R DynamoDB Encryption Client g2, MIEFEHEHMBEE 2 HF N
BREANETEIBOWEFMENR , 5528 Amazon DynamoDB NIZ R Fiz EH o

EEBRERHMAM DynamoDB Java AFmMBRENE , F2H BB E 3.x R

ES- |

AWS DynamoDB IRAHEF ENZ SDK &

DynamoDB 1N%; f F im B EE 5 =

Amazon DynamoDB 1% F F im =

Z otm e S PHE R E

Amazon DynamoDB Encryption Client a] A2 ERETEEE

&
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_UpdateItem.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_PutItem.html

AWS EREMNZE SDK HBEABER
- BELRNERER
- WFEZE DynamoDB Encryption Client F& 2 3\ Y R 2

AWS DynamoDB 24Ky & #lE % SDK X &

EMEHPHETERMEEHEERRN Java B9 DynamoDB MZE A F ik 1.x-2.x lRFEA R Python £
DynamoDB 11& A Fiw 1.x-3.x lRHE A,

T %54 % # Amazon DynamoDB H f Fim N ZH FE S FARAK,

BEXREEE S SDK F E R4 v E HA P B

Java 1.x iR #& IEEnd-of-SupportFE % , B
2022 £ 7 BREM

Java 2.x hR — i o] £ (GA)

Java 3.x iR — i o] £ (GA)

Python 1.x KR #& 1FEnd-of-SupportBEER , B
2022 £ 7 ARAER

Python 2.x kR # 1FEnd-of-SupportBEER , B
2022 £ 7 ARAER

Python 3.x hx — % 0] £ (GA)

DynamoDB 1n% M FimfYEE S

(® Note

BHHAFRMZEREXECEN A A AWS ERENE SDK, T FEREEBERAR
Java #J DynamoDB % A Fif 1.x-2.x MR FE AR Python 8 DynamoDB 1% A Fif 1.x-3.x
MREVEA, MEFHFMENR , FSBAWS FREMZE SDK for DynamoDB IrRA X &,

DynamoDB 1% f Fin B AR BEERIE DynamoDB FHE R MERET. BEXESFBETLUBER R
BERERANZLEE, BE K AZEAZEHAREARKT , IUAETERINEAEEN BT TH.
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MEZEAHBERRIER

DynamoDB Encryption Client W#/0 2 —EE B MEREX , I, %8, BRNBZERNRER,
TEEZENKREBMEBERA , ARENBYHZHENHEBETR. HEREERRBRENERHFEZE
AREEMBNEER , URZEERMEA L XNIER.

TEERLEFN SRS,

Plaintext
ltem
Item Encryptor

Attribute Actions yP / \
ENCRYPT_AN D_S'GN > l Get Encryption
SIGN_ONLY Materials .
DO_NOTHING o Cryptographic

O P, | Material
DynamoDB # .
Encryption Context Provider (CMP)

|

Table Name
Primary Key

Y
Encrypted &
Signed Item t

EENHRNEBERKRER , DynamoDB IIZAFHREE :

- ERRNEBEET. TEREEMMN DynamoDB MERETMEERRNHEEET. FLiBHERS
#£ DynamoDB ERB X4 EEH , W AEE L DynamoDB MEZEAR,

(® Note

DynamoDB 1% A Fiwm 9 #Y DynamoDB 1% A& B AWS Key Management Service (AWS
KMS) l i AR #&E§ AWS Encryption SDKo

- MEBHEEMZRLHE, HEREERHNBUEDERSEREF.
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&¥
« NBRIHFBRENETR. CMP SR THEANZER (B/NBNEFEE L) NETHEZERE
BHER,

HENEEAEEA LRMATERMZLHZRE., AENFENCSKMEBEREELER . &
ENENFZZERETR (BERERER) NERERBEY  URGESXENEBYE., BTEEEFE NEER
B  SEAACREEMFEAEBNHBEXDEREFLZENERITR.

FREOSEMBLFHEZERH DynamoDB EE,
BB AR ERRIER
MTEMR, Bttt —EEERBRELHBRRIER,

Encrypted &
Signed Item t

Item Encryptor
Attribute Actions yP / \
ENCRYPT_AND_SIGN > l Get Decryption
SIGN_ONLY Materials ;
DO_NOTHING o > Cryptographic
. - 0# @=-. | Material
ynamo .
Encryption Context Provider (CMP)
>
Table Name
Primary Key
A 4
Plaintext
ltem

A TRINMZIER , DynamoDB MEAFimFEEMBN TH. ERMERERNTH K NER/BER
BmERETTHE , TR

« DynamoDB INZ AR FERKNEBRER.
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- ERENEZPLERE. HStEEEFRSEREMA,
- BEER , SERINNESER , RELERANRENEZBHRZEEMHE (CMP),

EMNZENEE NS ARETINER CMP B E. BL4RREMABN CMP, EAHEEEREN
CMP , SiEx5T AR Z IR B Y CMP,

< MAMNERNHBAEENEBEN , SENENEBERE L, AFRESRER PN ERELBMEEIGE
EEF.

BENZEXNGEALAMEARRKRRIJUYFAZED, A ETEBREMERNEZERE, BRRE
#32=% DynamoDB B H,

Amazon DynamoDB 1% A F sl &

(® Note
BPNAFIRMZERXECETGE A AWS EREMNR SDK, T EEREEEEARN
Java ¥ DynamoDB %A Fif 1.x-2.x MR FE AR Python 8 DynamoDB 1% A Fif 1.x-3.x
REVE. MEFEFMENR , FSEAWS ERE R SDK for DynamoDB [RA X E,

REBEFRA Amazon DynamoDB 1N%: A F ik 5 F B BL S R AT EE

= E 7 # DynamoDB MEAFmM TR EE , 5528 DynamoDB iN% A FimkyiEES Ko

£ |

- BRifmEERHEHE (CMP)
- BEAMHEERX

- BHBE

- BERHER

 DynamoDB MERAZR

- REEEHRE

RiEmEERRERME (CMP)

E{E DynamoDB M#ZA Fimks , BNE —EEE < —RENZBHRZSEIEMHE (CMP) (A
RERHRMEE), BNREBSREHH A D EE,

i
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Zistme ERHEMHE (CMP) BlIE, BAREOEE NFEAARNBZLHFZEERRIRENBRRS
EF, CMP 8 REEFEANMBEE L , URNMAELERRENZENREESR.

CMP 2EIEE MZRERAEH., HEMZREASHER CMP REHMZENEZER , T CMP i$ELE
RERMKIEE MZER, AR, BEENFEASFEAZBHRESSEENFELHEE BB ILEEZ,

FEEREAFRKIEE CMP, £AUEVHABRNBE CMP , SIEAEXENES —E@ CMP, X%
g& CMP %‘Bl@ﬁﬁﬁ/‘\gﬁh_tmn E E

HA MEZEER

5 B &R R 21T DynamoDB Ml SRS HEBRIENBEBB T, LEBREBEEEH
I24% (CMP) REBBREBEAN  AREA CVMP BENESENREE MBELEE  RRB LR
.

B EZEREEMBEEXNED , AN ESEMRENHEER. A, BAR

Java Y DynamoDB tn# A Fin @& A8 #EEFEAMNAttributeEncryptor B BIERE
BIDynamoDBMapper , M R2E#Z&EDynamoDBEncryptorE B MZERXEE, Python BXEZE
EncryptedTable, EncryptedClient # EncryptedResource i#BIRERER , ELBERISER
HIEEMEREXER,

BB
BEBFEESE AR MBEXBHIEE N SEBEHTHEDE.
BEBEETUR TS

- MENEKE - MEBME, TREXETISELE (BBHNE).
- ERHE -EREREFIE BY,
- TERTE - BONENEE BE.

HRAURFHRENNEMEY  FEANBLEE. SHETR|EBEE (DIAERSIEBNEFR
5lE) , FRERE, ERAELBUENBEEBETSETEZFINE. EFEEEEELEBENEBLE
.

AR AREBLEMF, MARME  FEANZELEE. £A DynamoDB %A FinREAFERRITE
& ERBLIERELEERTERABNBATEEBENEE. WEFHET K F2HEREELNE
BHEH,

i
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/A Warning

AAMZEERSIRNEE, CHALARGEHEXF , JAE DynamoDB A BMEF T TR EREK
RENBRATHREER,

IR DynamoDB MMZARBBZHNETESREMY , ELEAMZCME , AR RSB EER

BRARABEREARTESEEBEEBFNREMAE, ME , ZRIH W UAEBREFEAHEIRER
hlo

MEFEFHAEA

nlh+

ﬁ* _tan-t-nn A E’Jj{ﬁ:o

 Python
» Java

ERHER

EMNFEERRAENERHERESERRABNENEELSANHEBREN PIUNBEEE), BiEHEE
EREHE (CMP) EEESAHMBENRENZREEENRCHERER, B K ECEERSE
BimEERRRENRZEERN  cEEAENEREARERM,

#£ DynamoDB MZAFims , AR E =EMHETE
AR ERER

BRERBRERFZENREMNE (CMP) TRGEEERRE , fIMNEZERE L, BERELERNEE  F
B BEHHNPEFRSD DynamoDB MEABTHNERERENE , UINEZEERKREE, LTEXNE
RFBERNERHER, FROERER A REHREMEN CMP B,

(® Note

HRERERTRERSZENARE , RECERITEREFAFRNERHER , TRIZEER
I EE R,

BIRER#ER

Z stm e A tHE R E (CMP) BENEREANBRAERERELR. CEHR CMP ERESERR=
EREFTANERE. BERLSFRNEERRTENEE (MRH).
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ERERE S

FF S 7E NSV B MR P A M REA, SR AE M S BB amzn-ddb-
map-desc , MAEAEREREE. ISR EREHHABY R NERRBLRAER.,

DynamoDB ZERAZA

DynamoDB MEZEAR SR ER XN BENHBEAREREBHREERREHRE (CVMP), EEREHE
# , DynamoDB MEAR LB EF RN ER R,

EEMZERRKRIEER , DynamoDB MEZEAREURBHRESXNBEZENMZNELE, ELBREE
R DynamoDB MNZEARELA R MFZ DynamoDB IFZARAB LT, ED K NEBHEE , BFRRES
KB, MRELEEEBENZEXES , BN EEFWINES RS ERRA DynamoDB MEBR R,
RZEIHBERE AEE DynamoDB INBZR R,

(® Note

DynamoDB % A Fim# #y DynamoDB INZ AR E AWS Key Management Service (AWS
KMS) # % A A #&REI AWS Encryption SDK,

DynamoDB MZARAIZE T5#. PrEBMuMELRIZAN,

- ERKREE

- PEIEBREIRERE
- BiFRsI#EE
- BHEREER

« FERHNERHER

REEEFEHE

RHEEFHE R—ETERZGR=EMEHRSE (CMP) Nth,. RHEFKRERTNEY CMP , St
SRR (FlmE—ERHEEFHE) G, REAEFHESEEFANREFRPREEERIMAN CMP iR
K, MEBRNEE CMP BRMRFBRENER B BEMRARHETHL

DynamoDB & A Fim R RITRHESRRHEFHEREH CMPs , BEFLMERRHREFTR
E#& CMPs R EMTH. BERIREMAENE—ERHAEFHEEEE , BRESFRETUS
CMP RIS EM LN ZHERE,

i
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REEERESEFELFN CMP A , YEEFHNRERAN, CHSERRFEER BRI
RS, EFEFREERHBARUEFREMRA ATFRNHMR CMP,

DynamoDB MN% A Fik@ & MetaStore , EREMAFMIE DynamoDB Y £|E I BEE CMPs Y fE
A AE DynamoDB 1% A Fim NZ R HEEFHE,

HE—S T

- RHEFHE : Java, Python
- FREFME : Java, Python

ZinmEERRAS

(® Note
BPMWAERNZERNECENGAA AWS EREMNS SDK, T EBERHEEEAR
Java ¥ DynamoDB % A Fif 1.x-2.x MRFE AR Python 8 DynamoDB 1% A Fif 1.x-3.x
R ER. MFEFMEF , FSEAWS ERENZE SDK for DynamoDB iR &,

£ DynamoDB % M Finly , B RERRR 2 —RENEZBRZEREHEE (CMP), CMP
SEOFREEFER LA SNERAMNFER, CUGRENBNXESRNELELX, EAEE
HEEEFHNERENEREEFERELER  UNAEANMNBNEZERT LS,

#& 7] LA DynamoDB Encryption Client B EHR RN B IEE CMP , AEEHBHBE] CMP,
BH CMP BB s BURR B EANERREES.

REERAZKFE RN CMP , AW RHMEEARZU BB EREZEAREAERXN CMP,
E# KMS ERHEMHE

Direct KMS ER Rt EEE TRELNERREBEBAWS KMS key , ELER BT EE AWS Key
Management Service(AWS KMS) ERAMERE, BHERAERTEEEAREEAMNEGBHREE
#lo BHREFEH AWSKMS key BBEEEELAE —NNBENES SR , HEBRXNBERBZER
B, tiRfEE AWS KMS #Heru ,

MRIEER AWS KMS |, MESERS — 8 AWS KMS RILSEHN AR KRB AITH , Alit
HERRTENERE,

MEFHMET , F2EEE KVS EREHRE,
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SERERREMRE (2L CMP)

TDERERRME (B%E CMP) AIZEEE DynamoDB MZAFImASELENEREILENEE LR,

BECMP ERABEEEELH —NMESR, BE K vECASHREHNEZE (REBUEEER) MK
EE®, Mt , EREBENBRBESRNELESN , UK EESERESAR-—NERERES
ERAELER. 2% CMP BREE KMS REENZLBNRLR , BARTER AWS KMS BEAT 1L
L ERRRREREENNERAER.

MEFRET  F2RIEENERSE,
RITRHEE

RLRHER - EEBRFELREMHNE (CVMP), EEREHETHEREER. caRRREHER
HEEG CMP , G EE CMP BENZRFRE=EER . RIRHEBESEASE CMP RES
REREZFERBFER , B ETUERRHEFRENRREFNENEEEANEE, REHIR
CMP iR  BEEEFLERKITREENBER TREMEHN CMP FHE,

A LS RIERHEEBTMEINREEEHNEREFER. DynamoDB IZAFHES
MetaStore , iEREEIEEE CMPsHIREEEFZHE,

HREES[STVREERTUHRBHEERENEARZR , URTEEEABI BIBHEEERM
TEERZEMERNEARER K SORMHEEIBRAMNEEZ. fll, ©UEEE AWS Key
Management Service(AWS KMS) AWS KMS keyH TREZLNZHREZER , MA 4 AWS KMS
E/RMEBRFEZE B Y

MEFHMES , FEERILEHEE.
BEEREME
BEEMRE{ERHHIR. SeRIFFHENEREAREMRGEN. EFEASEEE EEEMHE

—NWEBR=ES. c2EQEHMEHNMEERNENRESR  YERCEAELSRRNE, BE
NMHBLNERRIEE,

(® Note

Java BEXEFHIFHBEHFEREEIIHEREMHE. HERHIE CVP WERRBE
. LREEBTELEERRPRZEWER  BREFRA , KEEEEFER SR CMP,

ES- ]
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https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/providers/AsymmetricStaticProvider.html

AWS % SDK BB A B
- E# KMS EREME
SRERREME
- RIERHE
- BREARREMAE

E# KMS ERHEMHE

@ Note
ZANAFRNZRENECETHESE AWS ERENR SDK, THFEREEBEAR
Java B DynamoDB %A Fif 1.x-2.x MRFE AR Python # DynamoDB 1% A Fif 1.x-3.x
MREVE A, MEFHFMERR , FSBEAWS EREMNE SDK for DynamoDB [RA S &,

Direct KMS ERl{Zfit & (Direct KMS 1% ) A& TRELEMNERREBAWS KMS key , ELIEH
BAEE AWS Key Management Service(AWS KMS) R RINFRE, W R BREZSHHEHESAEE
BEERREEEENE-—WNBESRNEZ LN, ETEEM , ©8 AWSKMS E8ANBRFEZRIER
HTJ'IH:H” o

MREBASHEEMARIEREE DynamoDB IHE |, AJ8E®i#EiB AWS KMS requests-per-second fR
H, BREEEE, NREFERBRE , BEAWS TE FLEBRURH, ZETAEZEFEALSBRE
EEAZRNZEREERME , flnsERHE,

EEFAER KMS 124t%F | REALEHEE AWS IEFE, Z2—18 AWS KMS key M 557 , F#E

£ E® 0 GenerateDataKey # Decrypt #4F AWS KMS key, AWS KMS key 4B R EBINZE S
#® ; DynamoDB MEZEAFin A X EEHBINE ., MREFEAMWE DynamoDB £iFHERI K , BEAE
EAWS KMS Z[EiF <88, MEFMER , F2 Eﬂﬁﬁﬁ FXo

(® Note
ELEHAEZ KMS REER T ELRBEUHN B BNES UM FRETENEERE AWS KMS #
YERIAWS KMS 1NZ2 A A F AWS CloudTrail BiEH, A , DynamoDB MZE A FiRKESRE
NEREMAINEBHEENEF,

Direct KMS £t #& 2 DynamoDB Encryption Client 3 B BE 15 iR 2 & £HEHE (CMPs) 2 —
FHf CMP WA AN , F2REBHEEERREHRE,
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https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/limits.html#requests-per-second
https://docs.aws.amazon.com/kms/latest/developerguide/limits.html#requests-per-second
https://console.aws.amazon.com/support/home
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
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WMFEHERE , F2EH

« Java : AwsKmsEncryptedltem

* Python : aws-kms-encrypted-table , aws-kms-encrypted-item

£
- EABK
- BEESR

EAAN

£ERUBE KVMS REE | BEALE D SHECHIREFIEEHRIE KIS 5, 218 1D SH
WETE BE® ID. £ ARN. BIEEERIE ARN AWS KMS key, MESMBBIZH MG
F: , 28 ( AWS Key Management Service B3 A B5/) HHEEEAH.

Direct KMS 1Rt EFEHBME KMS €18, ELFEAFEHB KMS £, TiB , BUUFERAZESE
KMS £, EEEASRMBN KMS £ , AEFTSRERESH KMS £, BLABHEE KMS £
MY kms:GenerateDataKey Ml kms:Decrypt §F /], Hit , BXAFEAEFZESH® K MIEAWS BE
3 AWS #EEH KMS &8,

EAR Python #% DynamoDB INZ A FiZEE <8 ID 28ED , AEE AWS KMS #t EiF K [E
H, MREBE—@. FR , WREE AWS KMS AFmHPIEE— @ SE%E FREN EBE , e8EA
[E15 & 7 Python (Boto3) B9 AWS SDK, #1%FE Python FREIFRZEHNER , F28 GEAR Python
(Boto3) #9 AWS SDK API &) A,

MREIEENAERSEESE , AEBAR Java B DynamoDB INH A FIwERE AWS KMS A Fi%
Y AWS KMS B ILMEE, B8], eEFEAEKE PEMN [EiF AWS SDK for Java, ME A[E
HiEENEEIE A AWS SDK for Java , 552 B ( AWS SDK for Java FZ A E#5r) FHAWS EiT

Java

// Replace the example key ARN and Region with valid values for your application

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab’
final String region = 'us-west-2'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
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https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/AwsKmsEncryptedItem.java
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/aws_kms_encrypted_table.py
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/aws_kms_encrypted_item.py
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/configuration.html
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/java-dg-region-selection.html
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/java-dg-region-selection.html
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final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

Python

T5IEEHI6E £ ARN RIEE AWS KMS key, RGN SEEBIIFTTEZE AWS E
15 , DynamoDB 1% Fixn & #5% E/ Botocore THERKE, MEH , S# Boto EREMEBE
.

# Replace the example key ID with a valid value

kms_key = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key)

MREEANR Amazon DynamoDB £ 5 & k& , BRAEEA AWSKMS ZEBSR/RNZER. ZE
&8 AWS KMS keys T AWS E1F, |, AILLERER K RACMESHERNS® ID MEB/H,
MEHMET , 528 ( AWS Key Management Service BIZ A1) THNERZEH SR,

® Note

MREBERANREITEEREK 2017.11.29 by , RIS BREBHEME , TTFENBHHEEEZE
BHN., MEFHMEN  F2EREmRsEERRNBEE,

# ZfAHE DynamoDB NZAFiREAZEHER A FEUZEHESRIEEERTERABRANITHE
WE, REGERE KMS RAEFERERTE DynamoDB MNZEA FixHK EFHPFEAS EHSH® AWS
KMS.

THEFIEERE DynamoDB MEAFinRMBZEEXBRE (#HEFEEILE ) (us-east-1) BEHE
B, UFEAZEHSBEEHA (BRBM ) (us-west-2) BIFHARZER

Java

b gHIF , DynamoDB &M Fiw AWS KMS €1 AWS KMS A Fin Y EBEEGEFLH [E
B, lkeyArnEEAARREREFNZ EHRER.

// Encrypt in us-east-1
// Replace the example key ARN and Region with valid values for your application

final String usEastKey = 'arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'
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final String region = 'us-east-1'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, usEastKey);
// Decrypt in us-west-2

// Replace the example key ARN and Region with valid values for your application
final String usWestKey = 'arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'

final String region = 'us-west-2'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, uslWestKey);

Python

L& | DynamoDB M A Fis AWS KMS £ £48 ARN F ) ESIEERU EiFH,

# Encrypt in us-east-1

# Replace the example key ID with a valid value

us_east_key = 'arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab

kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=us_east_key)

# Decrypt in us-west-2
# Replace the example key ID with a valid value
us_west_key = 'arn:aws:kms:us-west-2:111122223333:key/

mrk-1234abcd12ab34cd56ef1234567890ab
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=us_west_key)

BTN

Direct KMS 2t E &G AWS KMS key Bi5E RENNBZNHXE S , M TEMTR.
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Direct KMS Provider

Direct KMS Provider
Iltem encryptor

Application

G teDatak _derive- Encryption ke
‘ KMS key ID _’[ Snereeee E‘F] Plaintext data key- dewe—p _Signliﬁfrfwi key /

Encrypted data key — | Encrypted data key
Encryption algorithms

F 1

KMS Key 1D ‘

KMS P

AWS KMS key

- BEEELENTEL , B KMS £4tE AWS KMS 2ER #ERLSIEEN AWS KMS key B E{E1E
BELAK -—NERSHR, TCERERSBNAXFEARTEEENNENEEZ SN , ARERMEN
HESR , UREEBEREABMPIFHRHOMBEER S8,

HEMZREASHEEANBNRESRE  SWEARKERERDBER. WBNEREDRSREFHAET
AELERNERSRINBEER,

- FEEABEER , B KVMS & AWSKVS 2ER #EMEBENER SR, MR, cERMX
FEHESRITERIBIEESR  WEEMEQEHEB MBERERX.

BHEMHBEASREZXIEE , MREERY , ISENZNERS, B8 K c2SRRRERIBKR
BEeis,
BB mEER

REEFFARAER KMS REEEEBWIIREEE NEEXNNBZENBRENBA,. BHNEERE
o

WA (HEAER)

. H£$8 ID AWS KMS key,
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WA (REEE mEEX)

« DynamoDB MZ#AR

W (BEE MEEX)

- EEH/ FEXF)

- HELH

- EERERERY  SLESRETAFKMEEZEANEREREMEF,
« amzn-ddb-env-key : B 1% #) Base64-encoded & £l & & AWS KMS key
- amzn-ddb-env-alg : INZEE L , FHFX A AES/256
 amzn-ddb-sig-alg : EEHE L , TEER A HmacSHA256/256

* amzn-ddb-wrap-alg : kms

R

1. Direct KMS =2t E=EiX AWS KMS 55K , AFAEEN AWS KMS key RELIEEHHNHE —ERE
iR, WREFERL AWS KMS keyMZEM M F|MMNEL, EEENXBAVKESRER,

HEREE AWS KMS IMEFEABTHH TR FE, ELFERRESURBREFNSXBEEM
ZHYG  MERRSEEMRNMZMRE, SUERELEREE AWS CloudTrail HFE AWS
KMS Ry Y,

- amzn-ddb-env-alg — TH5% AES/256 I EE %

- amzn-ddb-sig-alg — ZEE/EE % , 5% HmacSHA256/256

« (#EH ) aws-kms-table — #####

o (IBRA) #auaasntt - #raasnt ( ZHEAL{E A Baseb4-encoded)
o (BRA) #a#nnnn - wutant ( —HENL{E A Baseb4-encoded)

Direct KMS 124t & &#£18 B # DynamoDB AWS KMS MZRABEBMBEARZHE. DynamoDB
R DynamoDB MEZERBA T LEE , SIMNERKRER , IS AWSKMS MEZRBHEMZER
B,

2. BEEKMS RHESRERNSBITEHBNESBANEZ LB, REER  HEERARLHEEE
% (SHA) 256 Ml RFC5869 HMAC & MHTAERE , £T4 256 Lt AES BB INZE S| 256 LT
HMAC-SHA-256 S 2% 18,

3. B KMS RHESRELEREEE NEEN,
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4. HEMZRAERAERENERTEENEE L, FANEZSRAEENEENE K YEARE
TWMMAEE, cEERRTREBIBRELHEFE®R,

MESHERER

REEFFARAER KMS REEEEWIIREEE NBEEXANWRBZENBRENBA,. BHNEERE
o

WA (AR
- H9£48 ID AWS KMS key,

£ ID WETLR L8 ID. €48 ARN, BIZEZRWIEAIE ARN AWS KMS key, REEELER
ID FEEMIE , flan EiE , MHBEEAWS EZHREEFRTAH, €8 ARN BHFIEZEENE AWS
KMS ,

WA (REE EEX)
* DynamoDB M#EABTNEAE , HPIEMERHERBENAR.

W (RIEENEER)

« BREE (WEXF)

R

1. Direct KMS Rt E SR MEEHE PR ERBERBEEERESNENER SR,
2. EEER AWS KMS ERIEEMN AWS KMS key REZMBHER B, HRESERMAEIFTS
HWERKACERLAREENMMZERSR/AMEE AWS KMS IERE,
* aws-kms-table — #####
o HH##H#HH - popastt ( —#{{E A Baseb4-encoded)
o (BR) ##aruan - punrst ( ZHN{E S Baseb4-encoded)
« amzn-ddb-env-alg — TE5% AES/256 tN&EE %
« amzn-ddb-sig-alg - 2 EBE& % , 5% HmacSHA256/256
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AWS &R E % SDK HEABEE
3. B KMS Rt EEFEH L 285 EE £ (SHA) 256 M RFC5869 HMAC REMITAERE , #REH
SHHTE 256 T AES HBEMZE S 256 7T HMAC-SHA-256 B 28,
4. B KMS RtFgnHERZER NBERER.,
5 BEEMEZERAEMEASEE SR RBEIER, WRKD , ASFERAHBNRSBASMZRNEBEER
B, EERFESFEABERENFRTEENNZNEEEE L, BEEANFENESRARERHE

SERERREME

(@ Note
BPMNAERNZERNECEFRHAE A AWS EREMNS SDK, T EBRHEEEAR
Java ¥y DynamoDB M#E A Fim 1.x-2.x ixRFE AR Python B DynamoDB 1% A Fiw 1.x-3.x
MREVE A, MEFMERR , FSBEAWS EREMNE SDK for DynamoDB [RA X &,

BREMREMRE (BE CMP) TREKREEMARFEN BEMEETIRE DynamoDB N A Fim s
BLEA. 2% CMP NMEREREM AWS BRI, T8 , EXAAEAFRUNELEREETRNEES
R, SRR ERENESRRBRBENEREE,

BECMP EASEEEELH —NEENFRER, HEERACMEENSXSRRIRFENTE
R, UKEENEENFERECERENEELEME, RACRHESKRNBRZSR  AUBALRE
BENBFBCRVEESR  UKEZSEAHRESAH—NEREREEHER,

HRUTUEERRRERZFENNERAERAMS , 8% CMP RZ2NEFEBENRE,

‘@2 CMP & DynamoDB Encryption Client X B & EZHmEERIEMHE (CMPs) 2 —, WFEHA{
CMP WHEENR , #2BEBHEREERREHRE,

\

%

WEEHENXE , F2H -

« Java : AsymmetricEncryptedltem

« Python : wrapped-rsa-encrypted-table , wrapped-symmetric-encrypted-table

ES|
- EABH
- BEELHA
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ERT N

HEEVEE CMP , FEESKRER MERETEER). BUHEXER BERER) URBESR, BL
AEMBENFEREB FRE SR,

B, EERNRESRTURHBSRISFHBERY.

Java

// This example uses asymmetric wrapping and signing key pairs
final KeyPair wrappingKeys = ...
final KeyPair signingKeys = ...

final WrappedMaterialsProvider cmp =
new WrappedMaterialsProvider(wrappingKeys.getPublic(),
wrappingKeys.getPrivate(),
signingKeys);

Python

# This example uses symmetric wrapping and signing keys
wrapping_key
signing_key

wrapped_cmp = WrappedCryptographicMaterialsProvider(
wrapping_key=wrapping_key,
unwrapping_key=wrapping_key,
signing_key=signing_key

BERRN

BECMP EABSEEEELEFNEAMNE SR, NTEMT , CEERALMREHNIE, BUHTEM
BEEW,
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Wrapped CMP Item encryptor
Application [Generate encryption key} » Plaintext encryption key
lwrap key

Wrapping key »Wrapped encryption key » Wrapped encryption key

Unwrapping key

Signing key »| Signing key

Encryption algorithms
BB mEER

RERFHFARATEERRMRE (B8 CMP) EERIIMZERFRENAA. BHNEERET,
WA (REARER)

- BREW  ERNEEE (AES) HBEE® , N RSA NE TR, NEEMNENBENEEE , AlAX
B, BRIRERYL T UL,

- BUHEREH  ERAL T2,
- HETR

WA (RREEMEER)

« DynamoDB MZAR

W (BIEENBEER)

« MXFEENESS
- BELH (78
- ERERER ELESREFEAFPRMEEREENERBRBMESP,
+ amzn-ddb-env-key : Base64 fRiSHIBEIEE MK S8
« amzn-ddb-env-alg : ARMBHERMWINBEE %, EHRE AES-256-CBC,

« amzn-ddb-wrap-alg : @% CMP ARBHEBEMZ BN IR EE L. NRTELWE AES
8  AlEFERAKREMI AES-Keywrap (W1 RFC 3394 &) R £R, NRTHLBE
RSA €88 , BI& A RSA OAEP (MGF1 E#) RiNZ L &8,
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R

EENMERER , FEEANERTRNBESR, UHRESRAEAL TUUZHK,

1. B CMP BAERREBEAELEK —NEBEA NESR,

2. CEFALKEENIESRRAELBEEMESR, EE  cEERREEETBRULEESR,

. HEBRMANXFHEEMEZ SR, CAREUNZELN  URCSTHEENBSHBINNBRITER
BN ERE R,

4. BEEMERAEFEAMXFINEZSR/RNZEE, CEFEATMERNESSRREZT SN, &
E CESRNEERRTBRELHNFTSE. CEKERENERTNEMY (BFEIENELES
(amzn-ddb-env-key)) BHRZE|EB W ERERB M,

ME#EZRER
RERFERPERERRERE (B8 CMP) EERIBRENBREN@A, BHNEEET.

WA (REAER)

- BREW ERLTUZK,

- BURBR 2R | MEMVERINZEE AES) BETHR , NEMBERALN RSA LA TR EMN RSA
MEER, WEEMENENBEE K RAKE, BRARRMAIL T UL,
- HESR

WA (EEB MEER)

* DynamoDB M#EABTNEAE , HPI MR HERBENAR.

W (RIEENEER)

« MXFIHEBMETR

- ZETR (T8

RE

EXMERER , FEEAIHERERNEZ SR, SXESRR/EAL TR,
1. 2% CMP R FEENERHABHENESTREE MFER,
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2. CEEAIEERSRIRE ERIETRITA MBS,
3. EERMXFHEAMESR, XEESRURNBENEZZTELEDGEE NBEEN,

4. HEMEEASEARESRRBIERE, ORKY , ASEAHEENESRIGGEAHRD, &
Z TEERNERERIBRELHEXFER.

RITRHEE

(® Note
BPNAERNZERNECEN GRS AWS EREMNR SDK, THEBERHEEEAR
Java K9 DynamoDB tn# A Fim 1.x-2.x iRAEAR Python B DynamoDB 1% A Fim 1.x-3.x
MREVE A, MEFHFMER , FSEAWS BREMZE SDK for DynamoDB IRA X &,

RIRMER—EEZGREFELREHRE CMP), EERREHEFHEREMERA, CEREHEFKE
& CMP , ¥ B ER CMP BENEZRBR=EN. HBEES/ASE CMP REZ X EBHmEFER
AR, BREAUERRHEFRENIRREFNENNEEEREE, RE CMP WRRER HE
EARE "RITREMHE WERTEEMERARN CMP HEL,

(® Note

BERIFRMEN MostRecentProvider BN ERN B IS ERFNEWBEHAK
BiREENERERERY. ETREANBSEACAMMATEEREEANSE,
MostRecentProvider &F4% 24 DynamoDB MZAFis B E X BRAHZER |, A1 2.0.0
R #BER. ©# CachingMostRecentProviderfFiREX, ME/EFMENR , FSHRTREM
EHNEH .

HREESTRERTUREEFTHERAEZBRERRNVEARS  URTEEFERT D ZHHE
ERMTEERZEMEERNEARES K RIARHEEKILBENRE, i, ©AFEEE AWS Key
Management Service(AWS KMS) AWS KMS keyH THRELNZRBR=ZER , Mm% AWS KMS £
RN AR 2 18 B R

FEZENREEFHETRERICRMEEFEAN CMP R | LUK HEESH CMP R, S UEA
FAHERRHREFRERERIRMKE  SREMRGTNETRBEFRKE,
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DynamoDB 1% A Fix@ & MetaStore , IR FMEE T EMEHEHEE (2% CMPs), MetaStore &
REFHAZAE DynamoDB ERKRAPEENZE T CMPs lrZ , X iEB DynamoDB 1% FiwkY A
HETERETAFRMEREREEC M.

& T LAERTE MetaStore fE FEMEE AR CMP ﬁzﬁé&ﬁﬂ%ﬂlﬂ NER K BREELES RECHZGR
ZERMWERE KVS 24E AWS KMS key, FRGEMNSENEELBNEE CMP , HERTH
HABRT CMP,

\)s’t

WEHRFENE , F2H

» Java : MostRecentEncryptedltem

» Python : most_recent_provider_encrypted_table

ES ]

- EABER

- BEELHK

- RITREENER

EAAN

FEEVRIORMEE  LLABUNRERKEFRE  RARBUTEAZREEFRENRITRMA
&

T HIE Bl RE TR I FIEEA MetaStore iRt E |, WHERARBERE KMS REENBBHEZERK
HREE R DynamoDB BRI FTRPHARA, BELHFIEA CachingMostRecentProvider &k,

BERITRAEHE —EE MetaStore ERIFRPEBIHE CMPs BB, time-to-live(TTL) FRE , AK
REREAIURE S D EE B HNIRIANRE. ELEHIARIANRES 1000 EEER , TTL & 60
*/\

Java

// Set the name for MetaStore's internal table
final String keyTableName = 'metaStoreTable'

// Set the Region and AWS KMS key

final String region = 'us-west-2'

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
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https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/MostRecentEncryptedItem.java
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// Set the TTL and cache size
final long ttlInMillis = 60000;
final long cacheSize = 1000;

// Name that identifies the MetaStore's CMPs in the provider store
final String materialName = 'testMRP'

// Create an internal DynamoDB client for the MetaStore
final AmazonDynamoDB ddb =
AmazonDynamoDBClientBuilder.standard().withRegion(region).build();

// Create an internal Direct KMS Provider for the MetaStore

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();

final DirectKmsMaterialProvider kmsProv = new DirectKmsMaterialProvider(kms,
keyArn);

// Create an item encryptor for the MetaStore,
// including the Direct KMS Provider
final DynamoDBEncryptor keyEncryptor = DynamoDBEncryptor.getInstance(kmsProv);

// Create the MetaStore
final MetaStore metaStore = new MetaStore(ddb, keyTableName, keyEncryptor);

//Create the Most Recent Provider
final CachingMostRecentProvider cmp = new CachingMostRecentProvider(metaStore,
materialName, ttlInMillis, cacheSize);

Python

# Designate an AWS KMS key
kms_key_id = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab’

# Set the name for MetaStore's internal table
meta_table_name = 'metaStoreTable'

# Name that identifies the MetaStore's CMPs in the provider store
material_name = 'testMRP'

# Create an internal DynamoDB table resource for the MetaStore
meta_table = boto3.resource('dynamodb').Table(meta_table_name)
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# Create an internal Direct KMS Provider for the MetaStore
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

# Create the MetaStore with the Direct KMS Provider
meta_store = MetaStore(

table=meta_table,

materials_provider=kms_cmp

)

# Create a Most Recent Provider using the MetaStore
# Sets the TTL (in seconds) and cache size (# entries)
most_recent_cmp = MostRecentProvider(
provider_store=meta_store,
material_name=material_name,
version_ttl1=60.0,
cache_size=1000

BERRN

RERMHUESREMEFHRERE CMP, A% , ©E8#A CMP REAZBRFEL LS EEIGEH
B &=,

BERRITRHESE
RIEWREHESREAECRENSEBR=ENREHAE (CMP), K&K , ©EMEA CMP RELERE

MEBREER. SERIRAEHSRE—ARHEFHEMAES  EREEFRETE CMP 2
REBERENSERMLE,

SERMETMREMRHEFTHETNIMES CMP BEEMA. ©8MH CMP FRMERBEER ,
It HELRER MZERER. ATEHTEANBRRRERE.

HEORHUEFINERR CMP , RIIRHETREEENEZBURBEEANESR CMP A, ¥
MEZEEH , RICRHE -BEFREA ("&RILL ) RE, SHE@RRER  HEHFERAREINRER
By CMP W2 (M1 R EFR)o
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Iltem encryptor Cryptographic
materials

Get cryptographic
materials

Most Recent Provider
|
Get
( ) cryptographic
Geta CMP ‘ materials
CMP ™ —
| ——

i

| Cache

|
v

Get or create CMP:

Name, Version

I

Provider store

RICRHESREREFHEEDN CMP RARERRERERB TN EKARMER (LRU) REL LLR
MARBILRHEINSEREN CMP , MAFHESEREFURKEFRE, ETUREEERRIR
HY,

RILAVIRMEE E R AR ERtime-to-liveld , BRI URIZEAREX VL ETHE,
BRFEEHRE

BU L FERARIAREERREEMEREENE K SREEENETREEEMRE, DynamoDB %A F
%32 E MetaStore , ERETLREN BTN EZEEE,

FHREREE—FAREHEEHE , TEYREOEE CMP FIENSE LR, EUHEHSBNEELE
RENTE CMP, MetaStore R RIFIRMENZSIRE  NASE CMPs—EABEEEBEELEH —B

HEMEZEZR, RATRERENZESRNVIRSRURERZECREEEEM.

TERAPEERETHAREERIIRHEEESN SN,
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Most Recent Provider

Mame, Version |

'
MetaStore

7 N
Get or create material:
Mame, Version

—>[ Create wrapped CMP

. A
o ; Encrypt material Get cryptographic material
S R —»
Mame, Version +— Item .
Encryptor Internal CMP
. Internal DB .

MetaStore @E £ 3% CMPs , A& M (LUNBER ) FHRIERZ DynamoDB BRI FZH, 7E|
EXSIBRRERMEMBNER ; EFRSIBRHERAFER. ERKPHERZEIRE DynamoDB
mZAFKNRE K SFEENZERNNABZRFEZEREMLE (CMP),

FUEFEEHESHEMERNRLE CMP , SiEEE KVS ZHE. EFLFMREMZHREERN
‘B% CMP , REBHBET CMP, MR MetaStore FHIAE CMP R E# KMS R4tE | BIfEHEEH
W EEMEB LIS TZH AWS Key Management Service() AWS KMS key K 1REAWS KMS, &
X MetaStore #$#TH) CMP iR A8 ZH A ER RKEH AT ERI KIS CMP A& AWS KMS B
ey ,

% Etime-to-live®

A A BB NS ARITIRMHER Etime-to-live(TTL) B, —MRMES , FEAEARLCEREXING
€ TTL (&,

TTL ENERSERITEMEEMN CachingMostRecentProvider sk EE,
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® Note

BRIERHEMMostRecentProvider A8 B 7 DynamoDB 1NZ A Fin I RE X BMRAA P
B, 8 2.0.0 BB, ©# CachingMostRecentProviderfFEEUN. RPIEZERR
BEHEXR. UEFHER  BF2ERLREENER.

CachingMostRecentProvider

SLUMETRE/ AKX CachingMostRecentProvider M TTL &,

- TILERERERBEEREREETEHNERBEHIREN CMP HWIER, MREFIRATH , &
IFREEEMAE CMP Y EHEEHZRBHEEER ., 8, c8REFAIL BTN CMP %
RimEER,

« TTL 8 RERIPH CMPs AIAMERAZ X, EEARERE CMP ETME 2 , R ESFFT
HHEERIPAER, R CMP REERER TTL , Mg RESPEBE CMP , MRLRMES
RERHEEFEHERS&IIRETHEH CMP,

MostRecentProvider

£ FMostRecentProvider , TTL @R ERICREHEEREREEFTHERTEFTMRAN CMP #Y
AR, IREHRATH K SIREHEESIRE CMP Y ENEEHERBHE=ESER. 58, eai
BEAEBHEIN CMP IZBHEESR.

TTL FEHIEH CMP IRAME VAR, B LUEBHREHRZ SR REMFE CMP MRZA

EENTTLEEREAEAREEENTAMBEEMARTRE. BEMN TTL AIRD> ZBREERNRE
ERERPNERE  EMAEENEEMRER, I, BEN TTL EFHEHnENEEEEEA,
flgn | WMRENAI CMP BREE KMS RHE , tEFHEHRIBREARSTNERESEH AWS
KMS keyo

B, MR TTL AR , BREEFHENARTU TESAMENRE | LEBREEFHERHR
BEEARX AR ARCEBESHEARNER, CETEIHMNE TTL RRREBRBLS
R,

EREGE, SETRANIASRTEE TTL MIREA/) , EXEKIESEERARERXURZSMHMN
MAEREMNERER L,
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ROIRHEFTENBRERNR , —2SERAECHINRHRA CMP, EREEFRANIEE | BURR
CHERERILREE AT E R time-to-live(TTL) &

ETTL B  SLRHESRERUEFHERSERMRAN CMP, MIRENEE , RENRHEE
ERET , YRAHRNAH CMP, EEFMAL CMP REZBHFEZER , EXRRAREEEHRES
BRIV AR Lk o

HETHARMEFHEARIIRHEEYFMN CMP RAE , FUSIRMENER BT IHEHRERFK
EH "TBAUMRMEE, BE. REEERESEILFN CMP , X HEEAIREFR D ERABRARAR
RRFENENEDS, (EHEELE CMP , BERATFUER, ) Qi , ERERHETREARMER
BELESHE CMPs B KIRANRIRE , RSN RARARR A ERBEHEFRENGBRFE
HEREFERECEILTN CMP IRA,

A LRIBEE, EENEESBEHE K SRYULEARNEESENETMEMER K AEHN "BXH
RIEE WUBETHERE.

S &= & ¥
ROIRHESERATIERF (M TEFRTR), RSTELGEEMZERXNMBRER, WHIURREMHE

EHREFMERRN CMP B, RITREETVUERATMAHEBNERHEEEFERE , 2% DynamoDB &% A
Fim$ 8 &M MetaStore,
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FMBABER

Item encryptor

Cryptographic
materials

Get cryptographic
materials

Most Recent Provider

|
Get

‘ Get a CMP \
|

cryptographic
materials

CMP |4 —

—»

Cache

J

Get or create CMP:
Name, Version

!

Provider store

S —

'\__‘______-__./

‘ d Q
MName, Version #

Create new CMP
(version++)

B CachingMostRecentProvider fiE B RIARMER , BUEEREEFRE., Rk

REENETE , U Ktime-to-live(TTL) B, EHBALREMBEERRAN , BORERP A FENE
Bim=ERHE LR,

ERENFEAARICREHAEABNZENE  SOTR{ESRBESERETH CMP &FRA,

- MREEERBPRIFZHRAEN CMP , B CMP X8 TTL & , AISERMUEEER CMP RE
EMBRER, #E K TERNEENEDGEEMERR, LEETTEFUHREHEFRE,
« MRFFHRAH CMP FEEREG , HURRRNFECSEBSE TTL E , RREREEEOEREHR

EEREFR CMP, FREBFRIOREEEERBBRAMAN R KRR,

1. REEFHESREZFAMRFRERDR CMP, MREHEFKER MetaStore , AISERAZKITER
HEMBEBBATEERCIE , WRRARFMATFFREIE , REAEE DynamoDB E#5RE
SNENEE CMP, PREFHRESEAERNIHEBE MBEEXNMAEE CMP , &K CMP B2, &
Z, CERMNT CMP BEigRITRME, MRARNI CMP BEE KMS RHE K EELSRME

FE¥ AWS Key Management Service (AWS KMS) By FELY,
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2. CMP €7 amzn-ddb-meta-id MM BEERERHER, HESENEBEERTERKRFTH
CMP hx#ds, REEFHESHK CMP EEiGHITRHEE,

3. RITRHEEESRIGIRETH CMP,
4. IEREESHER CMP REEMBER, #F  ce8NZERNERBREENFREN,

BEH#BEER

EEENFEANRIORUHEHARBZERNR  RIARHESEFEATIEFRRESNEDRZER,

1. RFRHEESONREEEHEHRARMNZIEE NWABREERMAEE, HigREENERER
BHEABRERER,

2. REEFHESERERERH AT amzn-ddb-meta-id B EEINEE CMP RANETE | i ©
BEERTREE,

3. RIREHEEEHRIFESARMNZMEZRIEEH CMP R4,

« MRBIH CMP WAAFRAEEREF , B CMP XkiBitime-to-live(TTL) & , AIRKIFIRHESER
CMP EAXMZRER, #E K ToHEREREOREENFRER, HREFEEFUREEEEHE
HAEMEM CMP,

« R CMP BABFRRATIERENAF |, SIRE AWS KMS key HBiBE TTL & , BAIKEREHESOHIE
HEEHREFER CMP, HE2EERPEEXERNZRBEMNZE CMP AT,

1. REEFHEEEARIRAERBERDEERRSIRAERARARBELSEFRI2  £EF
AMEEFRTES CMP,
« MREFAMFEEFRTRIBAUBBARARS , AIREEERESBHAIARR, MREHRSE
FHERRES CMP , Al CMP EFRERZFAMRERD RIECTEIHEMER).

- MRREEFRENFALREFETEEFETEBANRAREN CMP , AIRHEFHES S
EER CMP BEiGRILRMEE,

MRRHEEFHRER MetaStore , RIE 1 HE DynamoDB ER KRB MNZHN CMP, A&, ©&
SEAERAZ CMP RHNBRBHREZFEL. SEMNHEN CMP ##% , B4 CMP EEAKITEME
., MRRF CMP RE# KMS % | SRS R BIEEH AWS Key Management Service
(AWS KMS) 9L,

2. REREHEESRIGEERFH CMP,

I RIERMHEESHEA CMP RELBEER, EHE , cE8BREENERKERE MERER,
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RILRHEENER

BITEMEEN 5K 8F B MostRecentProvider CachingMostRecentProvider,

(® Note

RERFIERMEEHN MostRecentProvider i 2EEAR Java B DynamoDB 1% A Fiw
1.15 RFE AR Python By DynamoDB tNZ A Fiw 1.3 IRPEAR , U EMEESEEPR
DynamoDB % Fif 2.0.0 lRFBBR., 3BA CachingMostRecentProvider,

CachingMostRecentProvider B THEE :

- BiREFNEEBIBIRENtime-to-live (TTL) B , ®CachingMostRecentProviderEH#
LERTBRERHEEER.

MostRecentProvider HJRERERFNEMBH A ZRBREERNEHNERERES, At | KT
REETEFTMNERESE, EHUENHFTHEER  CURESEANREE,

MREEEEMEBUIRAE , EUTUEHFUMREL LR clear () F57E , SIEVEERCHI MR, BITE
EFBHHBFRIMAR , YERFIRHFEFRIH CMP MFHNZRHREELR

« CachingMostRecentProvider tH@EREA/NERE , BRI — S EHIREL

EEF I CachingMostRecentProvider , B4 ARFREABHNFHEEE, EFGEMSTE ,
CachingMostRecentProvider BE T4 @#MHEAMostRecentProvider, BAFEEFEH MBZTA
ERRIER,

8 , CachingMostRecentProvider8E4ELHERSHREBIRENTL, ©FEE@Etime-to-
live(TTL) BRELHIEMERZKE—IR. EEFZEAD CMPsHERER ( HREZ&HER ) RE
EAREMBENERENRETEELEFEHR,

ERHEMRNENG2Y , SARETIE , UEREAZENFUFCSEELNERER , SIE5H
FEPER PR KRB Y BR S BRI , 120 AWS Key Management Service (AWS KMS) 2 Amazon DynamoDB.,
EEEMIMAERE , CachingMostRecentProvider BRIBEBEIIN NS S , FE HIRE
K/NFtime-to-live, MFEERA | FBEEEtime-to-livelHo
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BEARRME

@ Note
BAWAFRNBZREAECEN TR A AWS EREMNE SDK, T EEREEEEARN
Java ¥ DynamoDB M#Z A Fim 1.x-2.x iR FE AR Python B DynamoDB 1% A F i 1.x-3.x
MREVE A, MEFHMERR , FSEAWS BREMNE SDK for DynamoDB [RA S &,

FREERIEME (Static CMP) BIFEFEMNRBmEEREMRE (CMP) , AREIFR. proof-of-concept
RENMEREE M,

EEMERAFE CMP MEERRIER , FREERNZFRE AES) HENZSREXZSHRISRY,
BLAREHARNER  FRECNBNIREBE, FE& CMP FERTENERRERE. ERME
LERBEEEREEAEAENBEANNEZESR, RENZEXSERUNBER/MNEZERR, AR, HiE
EARESRETRE,

RAFE CMP FEELTABENERHRELEN , CRENMEERKREEHSEAHERAMNESME
ThZLHERNEECRETEE. ELXEAMENERNERZSHENEBNE , IEAHEERN
TRMYRBXEMBEERER , TREEHESRNEBRFRH.

(@ Note

Java BRAEFHIFEHBEHFEREETRBEREME, HERMHIZE CVP WEARRBEE. It
UHEAEREPREMER  ERERBRAF , LEEBEEREREE CMP,

& CMP 2 DynamoDB Encryption Client X BRI BB ZHmEERIEMHE (CMPs) 2 —, WFEHA{
CMP WHEENR , F2BEGHEREERREHRE,

MEEHHERNE , F2H -

« Java : SymmetricEncryptedltem

ES-|
- EABH
- BEEERK
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ERT N

FERVHEREME K FRANZR/IA[BNXZIRISRY, CLARHSRVER T RINEM
REERKREE,

Java

// To encrypt

SecretKey cek = ...; // Encryption key

SecretKey macKey = . // Signing key

EncryptionMaterialsProvider provider = new SymmetricStaticProvider(cek, macKey);

// To decrypt

SecretKey cek = ...; // Encryption key

SecretKey macKey = ...; // Verification key

EncryptionMaterialsProvider provider = new SymmetricStaticProvider(cek, macKey);

Python

# You can provide encryption materials, decryption materials, or both
encrypt_keys = EncryptionMaterials(

encryption_key = ...,

signing_key = ...

decrypt_keys = DecryptionMaterials(
decryption_key = ..

*7

verification_key = ...

static_cmp = StaticCryptographicMaterialsProvider(
encryption_materials=encrypt_keys
decryption_materials=decrypt_keys

BER R

BERHESEECRHUKERNBEEANNENRESER K EEARNBENEEERRER. REL
tHHEEEERETEANER  FRSEEEHSEAERRER,
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Static CMP
| |
Application — | » AESencryption key - » Item encryptor
Signing key/pair
IEmEER

REE AR AFEERREME (FE CMP) EERIMBERFERIFNE@A

WA (REAER)
« BT - ELARHBEW  HIMERINREFE (AES) 2R,
- ZETR - ETUARHBERIFBBRY,

WA (RREENEEX)

+ DynamoDB IIHRR

W (RIEENEEX)

- EFRABENNEEER,
- EFRABENEETR,
- BERERHER  BFROEREE (NRF) SHERER,

WEHEER
AR BB
BATAENENTENRREREENNERITE | BRTHMER,
WA (REARR)

- NETR - EXARHBER | SIMERINEEFEE AES) &R,
- RESW - EVURHBSRICFHEBERY,

. BHMEEER.

BRRME (FE CMP) EERWIBZERNBRENEA,. BHENEEET,
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https://tools.ietf.org/html/rfc3394.html
https://tools.ietf.org/html/rfc3394.html
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WA (REEE mEEX)

« DynamoDB 1#ZRZA ( KA )

W (BEE MEEX)

- BEFEBASENNE SR,
- BEFRABSENEETR,

Amazon DynamoDB Encryption Client A AR ERETES

® Note

RPNAERENZRAECETHEAH AWS ERENS SDK, T EHEHEEEAR
Java ¥ DynamoDB 1% A Fif 1.x-2.x MRFE AR Python # DynamoDB 1% A Fif 1.x-3.x
REVER. MEHAENR , FSEAWS ERE R SDK for DynamoDB [RA X &,

Amazon DynamoDB MEZAFimERAR T EXRFES. ESEBNEXEEMTE , EREEMN
EEHETEBEN, flwm , B LAER Java AFmRMNE (M#%E) BE , UKREA Python AFm
IHH R %,

MEFMES , F2EAMBEE,

X8

- EAR Java B9 Amazon DynamoDB 1% F F i
« B Python B9 DynamoDB 1% f F ix

B R Java B9 Amazon DynamoDB % Fi%

(® Note

BAWAFRNZEAECETGE A AWS EREMNE SDK, THEEREEEEARN
Java By DynamoDB %A Fiw 1.x-2.x MR FE AR Python 8 DynamoDB 1% A Fim 1.x-3.x
MREVER . MEFMER , FSEAWS EREIZ SDK for DynamoDB fRA X £,
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AEFERP AL EMNFEREAR Java B9 Amazon DynamoDB N# A Fik. MEME A DynamoDB 1l
ZAFIRETERARFTNFMENR , 528 Java #4l, GitHub £ aws-dynamodb-encryption-java f#
FEDHEH , A% DynamoDB MZ A Fixky Javadoc,

(® Note

EAR Java B9 DynamoDB M#Z A Fimhas 1.x.x B 2022 F 7 A2 &M end-of-supportP& .
S|RFAHRZBHETH AR,

E:

o SERIRHE

- BE

- FERBEAR Java B DynamoDB M# A Fix

« BAM Java B DynamoDB N% F F im i) €565 72 = 15

R
EEAR Java B9 Amazon DynamoDB M FimZ 8l , FREE SRR T 5 LR GH.
Java BEIRIE

ZEEE Java 8 EHMA. £ Oracle ¥t L , BE Java SE T# , RETHI L% Java SE
FEEM (JDK).

MREEH Oracle JDK , BEBSLATEI L Java Cryptography Extension (JCE) Unlimited
Strength EERBURER

AWS SDK for Java

DynamoDB 1% A FinEE #9 DynamoDB &4 , AWS SDK for Java EfE & HI EERE R K EE
DynamoDB E &), &AL EREE SDK R LEEEIEHR, MRELA Maven , FA§ aws-
java-sdk-dynamodb #7138 % pom. xml =R

MERENETE WFMERA AWS SDK for Java , 5528 AWS SDK for Java,

g3
B LB B T Y A XNLZEBAR Java B9 Amazon DynamoDB 1% F F i .
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https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
https://aws.github.io/aws-dynamodb-encryption-java/
https://www.oracle.com/java/technologies/downloads/
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/getting-started.html
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FE

EEREEAR Java B Amazon DynamoDB MZ A Fiw , &= T & aws-dynamodb-
encryption-java GitHub f&1EE,

{# F Apache Maven

Amazon DynamoDB Encryption Client for Java AJ3%i8 Apache Maven £ TSI KM EE,

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-dynamodb-encryption-java</artifactId>
<version>version-number</version>

</dependency>

ZH# SDK 2% , BAETEARERHPWEHIRENEE , LR GitHub £# DynamoDB 1% A F i

Javadoc,

#ABAR Java B9 DynamoDB 1% A Fif

(® Note
EMNAFPRNFZERNECENTEA AWS ERENR SDK, FHEERHEBERARN
Java ¥ DynamoDB %A Fif 1.x-2.x MRFE AR Python 8 DynamoDB 1% A Fif 1.x-3.x
REVE. MEFEFMENR , FSEAWS ERE R SDK for DynamoDB [RA X E,

AEBRBAE Java P REEAE H bR NGk

ﬁbo

DW

EEF K TH DynamoDB 1% A F iy —LE1h

MFEEE A DynamoDB % A Fim TR XRFTVFMENR , 52 E Java #6l. GitHub aws-
dynamodb-encryption-java repositoryt &I , LA DynamoDB tn# f Fim kY
Javadoc,

£}

- IHEMERER : AttributeEncryptor 1 DynamoDBEncryptor
- REREIS

 Java PV EMEI%

EECEE 27

hlll


https://github.com/aws/aws-dynamodb-encryption-java/
https://github.com/aws/aws-dynamodb-encryption-java/
https://maven.apache.org/
https://aws.github.io/aws-dynamodb-encryption-java/
https://aws.github.io/aws-dynamodb-encryption-java/
https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
https://aws.github.io/aws-dynamodb-encryption-java/
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- ERRBER

18 B & T2\ : AttributeEncryptor 1 DynamoDBEncryptor

Java F#y DynamoDB % A Fim A m{EHE B iEEX - BEEBHKH DynamoDBEncryptor
AttributeEncryptor,

AttributeEncryptor R —EHBENER , AiHBIATE DynamoDB MNZE A Fimky FEH
DynamoDBMapper AWS SDK for Java B2 , DynamoDB Encryptor DynamoDB E&#
DynamoDBMapper £/ AttributeEncryptor B , E2E LR EFERE , EHLNBNRBLEN
HEH, ERSAEER , c2ERAHRINBRENIER,

RERMEFITR

WA LAEA AttributeEncryptor®l DynamoDBMapper , A& ¥ KRIEE FHEHEIMA AEESHM
BNEEBWEE. ERELEE  RMESLKEREAMER PUT BETAH , ITHEHIFIR. &
Bl B REREMBER,

DynamoDBMapperConfig mapperConfig =
DynamoDBMapperConfig.builder().withSaveBehavior(SaveBehavior.PUT).build();
DynamoDBMapper mapper = new DynamoDBMapper(ddb, mapperConfig, new
AttributeEncryptor(encryptor));

MREERARMBETA  ASEFEERREBTFEENEN  AIREENBETSUSEREY
BAEEBENRBARE, Ait, THEAFRNFEBLE , BEKTERE  RATTEERERN
B,

E A LA CLOBBER @7 {TA. EBITARE PUT REFTATLMERE , ZRERECEFALEHTE
W ERRETNER,

ATRIEEHEHE R AttributeEncryptor ERERE A CLOBBERE M fEE(T
ADynamoDBMapperfy &l A , Bl DynamoDB Encryption Client €85 #1117 B HI AAAR R PUT,

EEEFEHHPEANLERE , 528 4 DynamoDBMapper#l GitHub #aws-dynamodb-
encryption-javafEESFH AwsKmsEncryptedObject.java &4l

Java RV B ENE

BUHEBEREBLEBHESMBALZE K MEBHERSHE  UKNPLEBHES T2, ZAREE
B B ERY 5 R BUR A E AR R DynamoDBMapper M AttributeEncryptor , ERBIEERBK
# DynamoDBEncryptor,
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Methods.html
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AWS BB EZE SDK AR

/A Important

ERABMBENZEREEER  REMELTEIBRBETRESEURERTHER , BLE
ERBER. WEEFMENRE  F2REEENERER,

DynamoDBMapper ) B 14 B &

&84 DynamoDBMapper M AttributeEncryptor B |, Bl AFERIEEBEE
YE, DynamoDB M#&H FimfEAZE% DynamoDB BHERERBMHER | BT NAREBEB M,
BRTEERS|E (ZBETNER) A, MEBHEBERSETINRNESRE,

(® Note

HAREAILL (M B %) HEBME , BF2FEHA @DynamoDBVersionAttribute FE1E 2R 1N &
HE, 58, FRAHENERSSENETINTE,

// Attributes are encrypted and signed
@DynamoDBAttribute(attributeName="Description")

// Partition keys are signed but not encrypted
@DynamoDBHashKey(attributeName="Title")

// Sort keys are signed but not encrypted
@DynamoDBRangeKey(attributeName="Author")

EBIREHINMRR , 55 H DynamoDB Encryption Client for Java R E&H INZRHE, MREEER
BRIEEGNAMRR  ELFAMRRBRERBBRINERE,

// Sign only
@DoNotEncrypt

// Do nothing; not encrypted or signed
@DoNotTouch

Fltn  ELEFEBEXRBETFIEMNE PublicationYear Bt , EFAENBRHHFE ISBN BME.

// Sign only (override the default)
@DoNotEncrypt
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@DynamoDBAttribute(attributeName="PublicationYear")

// Do nothing (override the default)
@DoNotTouch
@DynamoDBAttribute(attributeName="ISBN")

DynamoDBEncryptor Y B 14 B #&

EER L EEMEA DynamoDBEncryptor BiEEBMEE , BRI HashMap ¥1#F , HFHEBEEAR
ZBHEZBANEENEE,

BHEBENEREEESRRN EncryptionFlags 5IREAf, EATLAEREA ENCRYPT B SIGN, ¥
B SIGN , REEME. T8 , NREENCRYPTEREMA , DynamoDB Encryption Client 218 [E]
R, BRELINBEREZBNBM,

ENCRYPT
SIGN

/A Warning

AAMBERSIRNEYE, EALARGEHEXF , A& DynamoDB AILUEF#H{T TR ERIK
BHEHNBERTHRIIER.

MREEMBARTTEETER  AREE—TSREBENBEBFENCRYPTHIEE , Al DynamoDB
hnEE A P um e 8 5 SRR o

fFlgn |, %l Java BRIEEE I actions HashMap , 8% HashMap 8 M#F 1% E record B FIFT
BB, INAMRARDBEIRSIBINEFRSIEBEY (BEBERME) , URAREEIMEN test B
.

final EnumSet<EncryptionFlags> signOnly = EnumSet.of(EncryptionFlags.SIGN);

final EnumSet<EncryptionFlags> encryptAndSign = EnumSet.of(EncryptionFlags.ENCRYPT,
EncryptionFlags.SIGN);

final Map<String, Set<EncryptionFlags>> actions = new HashMap<>();

for (final String attributeName : record.keySet()) {
switch (attributeName) {
case partitionKeyName: // no break; falls through to next case
case sortKeyName:
// Partition and sort keys must not be encrypted, but should be signed
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actions.put(attributeName, signOnly);
break;

case "test":
// Don't encrypt or sign
break;

default:
// Encrypt and sign everything else
actions.put(attributeName, encryptAndSign);
break;

A& , BB Y encryptRecord 77 3EBFDynamoDBENcryptor , BB HIEER
attributeFlags 28 E. Il , encryptRecord WEBEMMUEFE M actions BET,

// Encrypt the plaintext record
final Map<String, AttributeValue> encrypted_record = encryptor.encryptRecord(record,
actions, encryptionContext);

BRERKERE

#£ DynamoDB mM#E A Fix® , DynamoDB BRI KRN BB EER NZE MR 5 7EM DynamoDB 1%
RETE, EEMBREZERKREBR , DynamoDB MERAREUERBRESRBEENEXF ,
BEERREE, NREEZEHEZHEN DynamoDB MR KRB EEEZE NS5 M DynamoDB 1%
RETHE , BERES RN,

BRR  RENERERLEETE | JINELROREIFTHERERR. ELHZNRIFELHEN
BER  SXABARRNEZENZEZEBNMEE DynamoDB MIEAR , SFERMERREE. BN
RIEBBRTEER,

B8 A BDynamoDBENncryptor , LA LAF E)EE DynamoDB MEBR R, T , IREFEA
#9 = DynamoDBMapper , A& AttributeEncryptorZ3i DynamoDB MZRAZR , BFEE#I
NERREHE, EEEHR AttributeEncryptor B EEFRAERRBBHUNEZARAR , BHEH

EncryptionContextOverrideOperator,

il , FTHRXBEELZHREM LR E (CMP) M DynamoDBEncryptor. R#&
&M DynamoDBEncryptor B setEncryptionContextOverrideOperator
FiE. BERABEE —EXRKEBWM overrideEncryptionContextTableName
BE T, UEEAHNRER , AttributeEncryptor@Z i EE # DynamoDB
tnZE AR A newTableName , SLER oldTableName, MEZTREF , EFS2H
EncryptionContextOverridesWithDynamoDBMapper.java.
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final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);
final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp);

encryptor.setEncryptionContextOverrideOperator(EncryptionContextOperators.overrideEncryptionCor
oldTableName, newTableName));

&N DynamoDBMapper (RZMBFBIEE) WEBA K ZK , BULUEERBERKREE,

mapper.load(itemClass, DynamoDBMapperConfig.builder()

.withTableNameOverride(DynamoDBMapperConfig.TableNameOverride.withTableNameReplacement(oldTabl
.build());

B LAEH overrideEncryptionContextTableNameUsingMap BB ¥ , X EETEBEEZ R
REER,

REFBEBREETEEARBEZENNREREE. T8  BUNENBENEZR , £HTMS
DynamoDB M#ARPHEMKEBERESTENE.

MRIEE AR R DynamoDBEncryptor , FAEAXRKEBERERE 7., FAR/EARBREEEE
MMBEAR , WRERREME T X,

EAR Java B9 DynamoDB hN%; F F i i & 51 72 = 1S

(@ Note
BPNAFRNZEAECETGE A AWS EREMR SDK, THEEREEEEARN
Java ¥ DynamoDB %A Fif 1.x-2.x MRFE AR Python # DynamoDB 1% A Fif 1.x-3.x
RV E. MEHMENR , FSEAWS ERE R SDK for DynamoDB IRA X &,

T % &5 45 7 &8 2 a] 55 F 3@ A 14 Java B9 DynamoDB 1% A FF i 2R R 2 FE A 23X 89 DynamoDB &l &
BEH, &AL GitHub £ aws-dynamodb-encryption-java fEZER &5 B TR B FZ &6 (X H
TRE) .

*E
- £ DynamoDBEncryptor
« {8/ DynamoDBMapper
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& F DynamoDBEncryptor

1E {E €545 557 A 20T 6 A BUK B AR A9 DynamoDBEncryptor ¥ 8t B2 KMS 1214 %&, Direct KMS Rt &S
EIZIEER AWS KMS key in AWS Key Management Service (AWS KMS) T E 4 I R B H R G iw =
&8,

IBALAE AT AN R B iRE S £HR & (CMP) # & DynamoDBEncryptor , M B A LAFFH E#E
KMS 2t #&#E DynamoDBMapper E& AttributeEncryptors

EETENEXBE S : AwsKmsEncryptedltem.java

HER 1 BMEREKMS RZHE

BEVEHREEEREHEN AWS KMS AFmETEE. A%, CAAFPRHTER  UEREHN B
B1% KMS =RHEEN#ITEE AWS KMS key,

L EHI6E A Amazon Resource Name (ARN) 2Rk B AWS KMS key , BERIAERE B RN &
BRI o

final String keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
final String region = "us-west-2";

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

S$EB 2. BYIER

EEEHEESE record HashMap , HRKREHIERKRIEH,

final String partitionKeyName = "partition_attribute";
final String sortKeyName = "sort_attribute";

final Map<String, AttributeValue> record = new HashMap<>();
record.put(partitionKeyName, new AttributeValue().withS("valuel"));
record.put(sortKeyName, new AttributeValue().withN("55"));

record.put("example", new AttributeValue().withS("data"));

record.put("numbers", new AttributeValue().withN("99"));

record.put("binary", new AttributeValue().withB(ByteBuffer.wrap(new byte[]{0x00,
0x01, 0x021})));

record.put("test", new AttributeValue().withS("test-value"));
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https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/AwsKmsEncryptedItem.java
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
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$ER 3 : 231 DynamoDBEncryptor

{FAE$E KMS 24& 25 DynamoDBEncryptor HEI{TIEEE.,

final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp);

%E% 4 : 3 DynamoDB MZRR

DynamoDB MEZA BT DS ERREBRENBENEZSXNHEBAEA. WREER
DynamoDBMapper , AttributeEncryptor € A& I MM E,

final String tableName = "testTable";

final EncryptionContext encryptionContext = new EncryptionContext.Builder()
.withTableName(tableName)
.withHashKeyName(partitionKeyName)
.withRangeKeyName(sortKeyName)
.build();

SB5: BABMEENH
BUSEATEENBLEBLEEMZELEE , BEBUHRAEHRE , URBLEBEEFSNERES,
Flava® EEEEBMEE , FARYBMHEBA EncryptionFlags E#EK HashMap.

Flan , 5| Java BRXIEEE I actions HashMap , EAJINZHR W% E record EBEH PHMEE
#, BERPIERSIBEEFRSIBEMY (HBEFTME) UK test B (FEEERME) BRI

final EnumSet<EncryptionFlags> signOnly = EnumSet.of(EncryptionFlags.SIGN);

final EnumSet<EncryptionFlags> encryptAndSign = EnumSet.of(EncryptionFlags.ENCRYPT,
EncryptionFlags.SIGN);

final Map<String, Set<EncryptionFlags>> actions = new HashMap<>();

for (final String attributeName : record.keySet()) {
switch (attributeName) {

case partitionKeyName: // fall through to the next case

case sortKeyName:
// Partition and sort keys must not be encrypted, but should be signed
actions.put(attributeName, signOnly);
break;

case "test":
// Neither encrypted nor signed
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break;

default:
// Encrypt and sign all other attributes
actions.put(attributeName, encryptAndSign);
break;

SR 6 BEAMBRLHE

EEMRAHEBERREE , 51 encryptRecord H#I1T/EEE ™0 DynamoDBEncryptor /5
. BEERRKRIEH (record)., BHEIE (actions) RIMFMET (encryptionContext),

final Map<String, AttributeValue> encrypted_record = encryptor.encryptRecord(record,
actions, encryptionContext);

SER 7 . #$1E B A DynamoDB & ¥tk
&% , BB MEHEBHIEB BMA DynamoDB &#l &,

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
ddb.putItem(tableName, encrypted_record);

{# A DynamoDBMapper

T 5 S R &8 A £ & Direct KMS 124 £ /H DynamoDB 5T 2515 BIF2 X 4E B, Direct KMS 1Rt #
SEIEIEER AWS Key Management Service (AWS KMS) AWS KMS keyh ) FTEL W REBEHZE
mEER,

B A AR Z G RE S RHEHE (CMP) # & DynamoDBMapper , B A LAEA E# KMS
REEEOBEERE DynamoDBEncryptor,

BETENEREEH . AwsKmsEncryptedObject.java

SB1: BIUEEKMS 21HHE

BEVBEHFEEEREN AWS KMS AFmETER. A%, CAAFPRHTER , LWEREHN B
BE1Z KMS R=RHEEN#ITEE AWS KMS key,

Lt &I {E A Amazon Resource Name (ARN) 2Rz 5 AWS KMS key , BEEAIERTAERNE
% 5% Al 7F o
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
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final String keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
final String region = "us-west-2";

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

% ER 2 : 3 DynamoDB &2 X # DynamoDBMapper

FEREEL—ESRPEINERE KMS 2HEREIL DynamoDB MMEZEEXNHTEE, EFEEH
TEB{LBYEERH DynamoDB Encryptor , F#EfEH DynamoDB Mapper,

#% , Y DynamoDB &R EMN#ATER MG F/ERE , WHEASPFIREIL DynamoDB Mapper
MEITIER,

/A Important

£/ DynamoDBMapper MASRECHE (HEMELHE) WIHB K , FRERENE
ARETA (B0 PUT) MAFTERMY , MU T &SR, B8, BT LMEER,

final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp)
final AmazonDynamoDB ddb =
AmazonDynamoDBClientBuilder.standard().withRegion(region).build();

DynamoDBMapperConfig mapperConfig =
DynamoDBMapperConfig.builder().withSaveBehavior(SaveBehavior.PUT).build();
DynamoDBMapper mapper = new DynamoDBMapper(ddb, mapperConfig, new
AttributeEncryptor(encryptor));

$E 3 . ERIEM DynamoDB EHI K

BE , EREH DynamoDB ERl&K, BEATEBEEE LI, HEAFSEYRRERNKREBWN
DynamoDB & #l&xExampleTable, # DataPoJo%E5l,

ZEPIERRNERSIBBHESKBEFBERNE, ESBHETHEEE @DynamoDBHashKey #Y
partition_attribute , AR #E&F @DynamoDBRangeKey Y sort_attribute,

N 21ZFE @DynamoDBAttribute BIEBM (fl#0 some numbers) EAAETMFZELEE, HIAMRR
= £ DynamoDB Encryption Client EZ&H# @DoNotEncrypt ( E% %2 ) = @DoNotTouch ( &
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FMBABER

NZRFEE ) MEFTENBEM. Hl0, leave me BHERMAERE @DoNotTouch 58 |, HigF=
HITINHERES,

@DynamoDBTable(tableName = "ExampleTable")
public static final class DataPoJo {

private
private
private
private
private
private

@DynamoDBHashKey(attributeName = "partition_attribute")

String partitionAttribute;
int sortAttribute;

String example;

long someNumbers;

byte[] someBinary;

String leaveMe;

public String getPartitionAttribute() {
return partitionAttribute;

public void setPartitionAttribute(String partitionAttribute) {

this.partitionAttribute = partitionAttribute;

@DynamoDBRangeKey(attributeName = "sort_attribute")

public int getSortAttribute() {
return sortAttribute;

public void setSortAttribute(int sortAttribute) {
this.sortAttribute = sortAttribute;

@DynamoDBAttribute(attributeName = "example")
public String getExample() {
return example;

public void setExample(String example) {
this.example = example;

@DynamoDBAttribute(attributeName = "some numbers")

public long getSomeNumbers() {
return someNumbers;

=X

BaE
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public void setSomeNumbers(long someNumbers) {
this.someNumbers = someNumbers;

@DynamoDBAttribute(attributeName = "and some binary")
public byte[] getSomeBinary() {
return someBinary;

}

public void setSomeBinary(byte[] someBinary) {
this.someBinary = someBinary;

}

@DynamoDBAttribute(attributeName = "leave me")
@DoNotTouch
public String getlLeaveMe() {

return leaveMe;

public void setlLeaveMe(String leaveMe) {
this.leaveMe = leaveMe;

@Override
public String toString() {
return "DataPoJo [partitionAttribute=" + partitionAttribute + ", sortAttribute="
+ sortAttribute + ", example=" + example + ", someNumbers=" + someNumbers
+ ", someBinary=" + Arrays.toString(someBinary) + ", leaveMe=" + leaveMe +
P12
}

R4 MBI RFERKREAE

R, EEENERKREEYFEA DynamoDB Mapper ETR , X EHSEFEBETERR 2B
BMENEE,

AEHEBENERREER S record. ZEEHREZTERRZH , HBMH

1R¥% DataPolo BRIFHEFRBETMZEEE, RASMS , MEBMRT
PartitionAttribute, SortAttribute Hl LeaveMe LASNERAG INZR I %5

£, PartitionAttribute # SortAttributes REHEITEE , M LeaveMe BHRITT2 KN
RHEE,
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EEMZIEHE record BB , RESHEMAZE ExampleTable , &M DynamoDBMapper ¥
BIH) save FiE., HRER DynamoDB Mapper ERREAMFEFAPUTHETA , Rt B S MEEN
FHS|BRREMAER , MAREHTE. EAHASEMYT , MALRERRIEGXERRERS
HE®,

DataPoJo record = new DataPoJo();
record.setPartitionAttribute("is this");
record.setSortAttribute(55);
record.setExample("data");
record.setSomeNumbers(99);

record.setSomeBinary(new byte[]{0x00, 0x01, 0x02});
record.setlLeaveMe("alone");

mapper.save(record);

#A K Python 9 DynamoDB 1% f Fif

(® Note
RAWAFmMEEXECENGGE S AWS EREME SDK, THEERHEAR Java #Y

DynamoDB 1% A Fi% 1.x-2.x liRFB AR Python 9 DynamoDB M Fif 1.x-3.x MR H
BEF. MEFMENR , F2EAWS ERENE SDK for DynamoDB A &,

AEERAMMLENERERAR Python B DynamoDB & A Fif, &AL GitHub L aws-
dynamodb-encryption-python fEFEF K IENR (S EZEMNE AN S LRENLR) |, HEHERKBE
Ao

@ Note

EAR Python B DynamoDB Encryption Client M7 1.x.x F 2.x.x B 2022 f 7 A ERend-
of-supportf& B¢, S|IRABEBIAI MR,

ES |
- FTRGRM

- RE
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AWS EREMNZE SDK HEASER
- £EAE AR Python B DynamoDB % H F iR
« EAR Python B DynamoDB HN% A F i i 1 HI 2 X 16

SRR
ZHEEA R Python B9 Amazon DynamoDB MZ A Fim2 8] , SBHEERE T 5 &R G4,
X1 Python MR

Amazon DynamoDB Encryption Client for Python 3.3.0 Mt & B ARAEE Python 3.8 S E HhR
K, BEETH Python , 528 Python T,

E K Amazon DynamoDB Encryption Client for Python 3z 18 Python 2.7 #1 Python 3.4 & E#hR
AR BEMEBEEAKIHMRAH DynamoDB Encryption Clients

B Python B9 pip RETE
Python 3.6 MEFMMRADE pip , BETMEEEERHAR. NEEBAFARRELE pip HWEFHBER
w2 pip XHEFH L,
R
{# A pip Z% Amazon DynamoDB Encryption Client for Python , 20 5 &I 7R o
EERERTRE

pip install dynamodb-encryption-sdk

MFEMER pip REERFABREFNFAET  FEELEEN

DynamoDB INZAFIREFMBE YA L BEER B mEENE, Windows EFIBMRAK pip &#i& L
WEBRBREEZNXE , M Linux LK pip 8.1 FIEFHARAR E'J%Tt%éjtﬁlﬁgﬁ%ﬁ%o MREFERAER
pip , MBZH Linux RERZEEEFZBREENENENIE , ERFEEMULE, NEFHEA ,
2R Linux L EBRBHES.

A LA GitHub EBY aws-dynamodb-encryption-python &1 EE B & #Y DynamoDB Encryption
Client BHE iR,

Z % DynamoDB INZAFmE , M A EFAIEEPHEH Python BXTF,

BARE

i
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https://www.python.org/downloads/
https://pip.pypa.io/en/latest/installation/
https://packaging.python.org/tutorials/installing-packages/
https://cryptography.io/en/latest/
https://cryptography.io/en/latest/installation/#building-cryptography-on-linux
https://github.com/aws/aws-dynamodb-encryption-python/

AWS BB EZE SDK AR

FEAEAR Python B DynamoDB % Fi%

® Note

RPNAERNZRAECET G A H AWS EREMNS SDK, THEHEHEEEAR
Java ¥ DynamoDB %A Fif 1.x-2.x MRFE AR Python # DynamoDB 1% A Fif 1.x-3.x
MREVE A, MEFHMERR , FSEAWS EREMNE SDK for DynamoDB [RA X &,

A ERERBA DynamoDB Encryption Client for Python B R LEThaE | B ThaeE HMEXRAESEE
PR TE, S EEBLERRUKRE LM AN EM DynamoDB MEZERA Fifk., &IFBIFE
BEHEARS , RPBERREERELEE,

WMEFEE M DynamoDB MNZ A FimE TR AR FMAET , F2RAEEFPH Python E4, GitHub
t aws-dynamodb-encryption-python 7 EH I €45l , SAK% DynamoDB 1N A Fimky Python X4,
e

- AFisiHBREXER

- Tablelnfo 385!

« Python FHYEBMEIE

F F i 165 Bh A2 =X 28 )

EAR Python # DynamoDB A Fin 3B @A PR EAl , Wi DynamoDB Ky Boto
IFR, ELMHERNER EEZLERR M MENEEHMEEREN DynamoDB EARER |, Wik
REERNEE, MR :

- EHEERSIBNEZEIEFIEE AttributeActions W4 , REBEEM AttributeActions
VI RARIERAFRAE RSB INRRFBEGIAARR , A LEEEEE PN ERSIEMNE, MR
AttributeActions ¥ FHITELEIEA DO_NOTHING , RIA FintHBER BRI ES=BEAR
FER5|#. BFRISHEA SIGN_ONLY,

« B3 Tablelnfo ¥4 , MR EE DynamoDB AIFFILE A DynamoDB MZ AR . DynamoDB iE&EB
RERER DynamoDB MNZARER , BAFHAULUERESE,

- XEEMEEA DynamoDB ERFXRH K DynamoDB BRI RBEEF | LUBRA S A MR ERE R KIE
B# A Eget_item , HlE0 put_itemM o RE update_item FEFRZLHE,

[
=18
b=J1100
B
o
il
i

271


https://github.com/aws/aws-dynamodb-encryption-python/tree/master/examples
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/
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BRLMERAFIRHENER K MEAEZAGERERNEENZEAEY, RAEEFEREB NS
BAPREERERK , T EAELER.

A Fint R h 2

« EncryptedTable @A A A DynamoDB FHERZER —RXEE —BERKNERAERN,
« EncryptedResource & R DynamoDB # i R E RERETHARENERARER.
« EncryptedClient i# A DynamoDB F A BXEH A FimERARER.

EECAAPRBGEXNER , wlEXAEESEBBEER K LTI DynamoDB DescribeTable #1E
MEF I,

Tablelnfo 283!

Tablelnfo ¥ 52 F& DynamoDB BRI RGN ER , S EHERSIBNRERSIWHEL. ©F
1% Bh IR EN S ERE M EN B0 B R RAHBEE A

MREERNRAF KHEEXER , BALKEYILER TableInfo ¥, B, EATLBAEE
— @, mFEEH , FSE EHAEENEERX.

EiEETableInfol 4k LMY refresh_indexed_attributesA %M , © &M DynamoDB
DescribeTable 2 ERIEAYHNBILEE, EHERRSHETRSIZBNERBIRS

%, TableInfo ERItEEE encryption_context_values B , AR DynamoDB MM%Z A AFR
FHE,

EEMFA refresh_indexed_attributes’i% , R AMLEEFHEBEER K LML DynamoDB
DescribeTable B /ERIEF A,

Python H iy B 1 B4k

BEHEFeESAEENZEXENEBNSEBMITHERE. EEIEE Python FHEME
£, BEMEFRERBENBEBME ZEMANAMRRN AttributeActions ¥k, BREERE
CryptoAction SIREHRPMIUESR,

/A Important

FRABEBENSRRERS  LENERFLRBRBY TAeERESREE
SERTER, MESHANRY  BSREFANERER,

N A

gui
ﬁd_aj
6}
)
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https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/encrypted/table.html#module-dynamodb_encryption_sdk.encrypted.table
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/dynamodb.html#table
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/encrypted/resource.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/dynamodb.html#service-resource
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/encrypted/client.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/dynamodb.html#client
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/tools/structures.html#dynamodb_encryption_sdk.structures.TableInfo
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html

AWS BB EZE SDK AR

DO_NOTHING = 0
SIGN_ONLY =1
ENCRYPT_AND_SIGN = 2

fBlgn |tk AttributeActions ¥4 E€ 33 ENCRYPT_AND _SIGN fEARMMEBMHMTERME , ¥igEE
ISBN Ml PublicationYear BRI FIS AR

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={
"ISBN': CryptoAction.DO_NOTHING,
'PublicationYear': CryptoAction.SIGN_ONLY

BEERNRAF RiHEXER  EFFEEEETRIBBENBEEE. AP RHEIEXER TR
LR EREIRME,

EXREAAFHIHBERER , BEFEREES ENCRYPT_AND_SIGN , BIXEEETX RS BN EE,
BENTREIEBHES SIGN_ONLY, EEMMLAEL , BAERSYHERSIEER SIGN_ONLY
set_index_keys 5% , EEEREEA DO_NOTHING BfE A L BIE,

/A Warning

AAMBERSIRNBYE. EFLERSEHTF , LAE DynamoDB AJBLER#IT TR ERIK
BHEHNBERTRIIER.

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
)

actions.set_index_keys(*table_info.protected_index_keys())

BXREES 273



AWS BRI E N SDK FMBABER

B Python # DynamoDB N% A Fim ) €5 6] F2 15

@ Note
BMNWAFRNZEAECETGE A AWS EREMRE SDK, THEEREEEEARN
Java B9 DynamoDB 1% A Fif 1.x-2.x iRFE AR Python B DynamoDB jn% A Fifm 1.x-3.x
MREVE A, MEFMER , FSEAWS EREMNE SDK for DynamoDB [RA S &,

T 5 85451 7= &5 an4a] s A {8 A A Python B9 DynamoDB 1% A F i 3R E FE A 2\ 1 #9 DynamoDB #&
Fl, BELAE GitHub £ aws-dynamodb-encryption-python fEfZ ERI EH) B $&F R BIFE S &6 ( Wi
HEHEfl).

&
» {3 EncryptedTable F F imt# B2 = 85I
- FREAMEERX

£ EncryptedTable F Fixi B2 X 55!

T 5 &I REEan{aE A Direct KMS Provider #EiEncryptedTable A Fim i BN R, SLEEHIfE
REUTEAEENEZEXSMHRNBRREESREMHE., T8 , H&FEA EncryptedTable
Bl , MTAREEEREKBRNER NEEXER,

teBELE S , BRI UE RAFIHIFEERNERAEFIMNERS. ESEE DynamoDB INZE A
A, UBERTREHE—FCHE  BRANE., BEEEUNEBAZARRTEH  AFGHBHEXSE
BIE 1Y DynamoDB DescribeTable #4E, EEHTUHENE , BLEHA T I/EENER,

BEETENEXBE S : aws_kms_encrypted_table.py

SR BUERK
B , FRAERRBBEUZE DynamoDB BRI RV HAITEE.

table_name="'test-table'
table = boto3.resource('dynamodb').Table(table_name)

FR2 . BURGREERREME
BYEFMRR GRS ERIREHRE (CMP) 1T EER.
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https://github.com/aws/aws-dynamodb-encryption-python/
https://github.com/aws/aws-dynamodb-encryption-python/tree/master/examples
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/aws_kms_encrypted_table.py

AWS EREMNZE SDK HBEABER
REFEAERE KMS REE |, BETUERTAHEEZN CMP, BEEVE# KMS =#itF | FE
E AWS KMS key, BLEE6IEEA B9 Amazon Resource Name (ARN) AWS KMS key , 1B & 8] LA fiE
ERCEER G FE RS

kms_key_id="'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890@ab"
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

SER3 BUBHEMENH

EusEetaEE mEEXENEENSEBEBTHERE, EBEFFH
AttributeActions I EMBRAHFBFTEIEE , 1B test B (FURE) BRI

ERERAFPRBBREXERK K FOEETERIREEAEEEE. EncryptedTable 5!
E%F (BETENR) TERIREM.

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={'test': CryptoAction.DO_NOTHING}

SR4: BUCMBENERR
ERAREERR, B KMS BHENBHEE  RELCNBNERK, ERDRUTHKRE,

encrypted_table = EncryptedTable(
table=table,
materials_provider=kms_cmp,
attribute_actions=actions

FR5: HERRPRAMXFIEE

E8E LMW put_itemAEEencrypted_table , SHNERKREBBEFUBERHFRANE, £,
I 718 E &K DynamoDB & #l 3k,

Bt , ERERKREH,

plaintext_item = {
'partition_attribute': 'valuel',
'sort_attribute': 55
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'example': 'data’,

'numbers': 99,

'binary': Binary(b'\x00\x01\x02'),
'test': 'test-value'

}

RE , FERKRPHARER,

encrypted_table.put_item(Item=plaintext_item)

EELUMBRFR K DynamoDB ERIFKEVSIEE |, F51E table M LI get_itemF i, HEERE
CREZENIER |, 1 get_item ¥ LY encrypted_table K.

EAEE MERER

I EHIERBA A MBZRERRIEE B | EiZE DynamoDB MZAFirhWWEE MZRXNES , MR
FHEZEENZEXNEBNAF#HERER. DynamoDB

BRI , B AFEZE I DynamoDB MZERBMBREYH (CryptoConfig). Ut

S, FEE—ERURNRER , ¥AFECMMIE DynamoDB &R ERIFUAF, EELRE
Flput_itemPEaY | 3 A DynamoDB HN% A F im 2R i 2 M2 B/ R EFiX E DynamoDB HWE#B{LE
#o

REHIERESE KMS 2% |, BETLUEREMERR CMP,

BEETENEXBE S . aws_kms_encrypted_item.py

FBR1: BEUBERK
Bk, EHERREBBELEZEE DynamoDB ERRERNVHITEEE.

table_name='test-table'
table = boto3.resource('dynamodb').Table(table_name)

FER2 BURGREERREMNE
BMEFmRRIGREERIEHRSE (CMP) W TERE.

AEHIERERE KVS R E , BETUEAEAMHEEN CMP, BEEVEH KMS RitE , FiE
E AWS KMS key., WEHIfER #9 Amazon Resource Name (ARN) AWS KMS key , {B& ] LUfE A
ERCESEGk £ 4 ES
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https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/aws_kms_encrypted_item.py
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kms_key_id='arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

S8R 3 : £ Tablelnfo HBIE R EE B

#HZ 1 DynamoDB IS ER RMMEAEF , FFE M Tablelnfo HBIENE RN MITEE, EREE
EREBMBEXE , BFERI TableInfo MTEBRFUET X, AFRHHEXENEA
AT ISR

refresh_indexed_attributes A %TableInfofEf DescribeTable DynamoDB & EXREL
BENKRNVEFERES, EOEHFERSIBRERENSEHEHEIRS], FilimsAEE fHmrE
DescribeTable IEF ],

table_info = TableInfo(name=table_name)
table_info.refresh_indexed_attributes(table.meta.client)

$ER 4 . B3 DynamoDB MFEAR

DynamoDB IZ AR T EERKREBRAENENEZELSXNNHBENR. HEHISHER
3 DynamoDB IZAZR , AATEREBEANEEXNER., AFGHEXEIGEAETE
DynamoDB INZ#R &

BENSOEERSIBANEEFRSIE , B LEA Tableinfo BN EBIK B,

index_key = {
'partition_attribute': 'valuel',
'sort_attribute': 55

}

encryption_context = EncryptionContext(
table_name=table_name,
partition_key_name=table_info.primary_index.partition,
sort_key_name=table_info.primary_index.sort,
attributes=dict_to_ddb(index_key)
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SRS BNBEEFEYH

BuaiEgsaEE NEEAEHEEHENSEBERTHERE, EREHHH
AttributeActions YIHrEMEWHEBMEEER  BEXEXRSIBEBMY (EBEFNE) M test B
M (FLAZRE) BRHho

EEEEERNBEREEBETAERE/ES ENCRYPT_AND_SIGN B | BN EAATERS|BIEEE
REME, BALAER set_index_keys Fi& , A A HETERS|EMEA SIGN_ONLY , HfEA
DO_NOTHING (2N RE 2 FEZE1E),

BREETREIE , LEFEEA Tableinfo WHHRIZREIE , ESHYE DynamoDB BYFFIHE A,
EERBLERGEERCIREBEER S,

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={'test': CryptoAction.DO_NOTHING}
)

actions.set_index_keys(*table_info.protected_index_keys())

SER6: EVHEBMHERE

&= EE DynamoDB MEA Fin , FEALRIEZERKREBH CryptoConfig fAREFFE I K ¥I4.
AEmHBERNERERER L CryptoConfig.

crypto_config = CryptoConfig(
materials_provider=kms_cmp,
encryption_context=encryption_context,
attribute_actions=actions

)

SR7 . BEBEME
WERENBRNLHEBEE , EFEHEBKA DynamoDB &R &R,

ERERAAFPHGHEINERNE  SNEEGUERSXNBNES , ARELTWUHEIEXER
M put_itemA EKF##EE DynamoDB Bk, EREREABEAMBEXE , MEMKEEE
HE2EILN,

B, BAMXFER.

plaintext_item = {

BARE

hlll
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'partition_attribute': 'valuel',
'sort_key': 55,
'example': 'data’,

'numbers': 99,
'binary': Binary(b'\x00\x01\x02'),
'test': 'test-value'

RE  BENBRLEBE, encrypt_python_item H3AEE CryptoConfig #HREM 4,

encrypted_item = encrypt_python_item(plaintext_item, crypto_config)

HER 8 HERKRTHAMIER

W BReEAmENMFEZHIEE KA DynamoDB &E#l 5k,

table.put_item(Item=encrypted_item)

EERRCMENIERR |, FERA get_item ¥4 (M JF table W) LI encrypted_table /5
Eo THEETHESMAE , BN DynamoDB ERIRENEBEE,

encrypted_item = table.get_item(Key=partition_key)['Item']

TEER B ENELHZERRBENEL,

ENZNBEEA-#NER. TERSIEEM (partition_attribute M sort_attribute) &
test BHNWEBAEBREMANFEN. BIEOEEREEHE (*amzn-ddb-map-sig*) BHEBM
MEREIRBE S (*amzn-ddb-map-desc*),
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{

'*amzn-ddb-map-desc*': Binary(b'\x00\x00\x00\x00\x00\x00\x00\x10amzn-ddb-env-a
\x00\x00\x00\xe@AQEBAHhA84WNXJEJdBbBBY1RUFcZZK2j7xwheUyLoL28nQ
+OFAAAAH4WTAYIK0ZIhvcNAQCGoG8wbQIBADBoBgkghkiG9weOBBWEWHEYJYIZIAWUDBAEUMBEEDPeFBydm«
izY1OROCAM7WAKEGEL/N/bgTmHI=\x00\x00\x00\x17amzn-ddb-map-signingAlg\x00\x00\x00\nHm:
\x90\x08\x00\x11/CBC/PKCS5Padding\x00\x08\x00\x10amzn-ddb-sig-alg\x00\x00\x00\xeeH
\x00\x00\x00\xefaws-kms-ec-attr\xee\xee\xeo\xe6*keys*"),

"*amzn-ddb-map-sig*': Binary(b"\xd3\xc6\xc7\n\xb7#\x13\xd1Y\xea\xe4d. | *\xbd\xdf

"binary': Binary(b'!"\xc5\x92\xd7\x13\x1d\xe8Bs\x9b\x7f\xa8\x8e\x9c\xcf\x10\x1

'example': Binary(b"'b\x933\x9%9a+s\xf1l\xd6a\xc5\xd5\x1laz\xed\xd6\xce\xeaX\xfoT\;

‘numbers': Binary(b'\xd5\xa@\\d\xcc\x85\xf5\xle\xb9-f!\xb9\xb8\x8a\x1laT\xbaqg\x-

"partition_attribute': 'valuel’,

'sort_attribute': 55,

"test': 'test-value'

BEENERRE

(® Note

BAWAFRNZREAECENGE A AWS EREMNE SDK, THEERBEEEEARN
Java By DynamoDB % A Fiw 1.x-2.x MRFE AR Python 8 DynamoDB 1% A Fim 1.x-3.x
MREVERH . MEFMER , FSEAWS EREIZ SDK for DynamoDB fRA X &,

BRANERHZREE R , EEERMEEMLEIE , A5 H DynamoDB %A FinENE N H B L
B, EXSHPLEEHE (EFENE)  UREZKBLESYH, BEBETSREENSRNIER
# , DynamoDB Encryption Client 7€ B B E #1181 B4 B E.

/A Important
DynamoDB & A Fim A EBMZRE. ARIMNEH DynamoDB ERKRE#.

ESFENELR Rl  ENHERBKRENRBEEPHEBME K SURKERR, NRE
EENBEBFELIAREEBREPNMEEYE , KRB EEEINERBNAXETNENEE. FEEN
=, MREENZRE FREENBEBFEEEHRZHERRANBEDFETE , IRERITEI X
B
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Flan , MBEARMBEENBUEBSESHNERE test B, HIEBEPNEEZSETE test B, BR
MEARBZEENBUEBIELAREZE test B , IRFESRNAAFRKERRETTE test BHED
EEMAHK,

EZEEAENFENANEAMRBAN DynamoDB HEB B |, LLEZBE4SHIEBRE , B4 DynamoDB tNZAF
mAETEFEERARXHTEENEREE, SREASsBXEARIKR , ELE—ERE , HAB
MBENESELEERIITE I, BEEN DynamoDB ERXREH—EX#ME—BRFHE , W
REREESTFEN K BIREEXEFSEERAMILERS,

FEBRELEIENENRFEENEERTER , BEATIEES,

- HEBM — IRFNENEEENBUDE  FERBETFEIESFNEBL Y , A2 HEBMEIE
2E,

- BREYE — REEREPFLEABN , FV2EBEHHEF,

- BFEHF - EEEABEBFERRNZERREE R , FEEZZS BB ERFBENTERIE
REMF, MEFENMNZERRPNEEER,

HEERBEBTAERBOAIR | RIS 05 R LB LHBNRE,
£

. SEE

. BREM

R

ECRTBETEEERREAR  TARESERLDE. FERLEERBEE  ARRULE
WRENEFFRELEE, CRBE AR  BRRE—ERSERMA.

1. EFFEREREBABNRNEREXTSEBUEFE, MEELEE YR EFCEEITEE
A9 3t = H
2. BERAERKRER THH B,

EEMERN A ETREMAEAEXNEIHBEFHEENBEEE  SEEIHFEBEATEARN
BE, MEBENBERTHTEMEE (ANBEHEE) , EEHFENREE , RARKLENERRNTAR
EERNEZEMEE.
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THEHBEREEFFE —ERRNEXNR., ELHAFSHEEEBM link , EBHEEFRE —EE
HREEMER. LEFLAMSHEXFHEN , Rt kHHESEERESZDHE. T2HB e
E,RRERMERARIANEIRBEFNBEDFE R , ERAIUMBEENKRERREMARK link
B,

Java DynamoDB Mapper

£/ DynamoDB Mapper #l AttributeEncryptor B , T ERE|E (HBETMER) LU , FIE
BEMHERSETNENEE., EEETCERZFEFE , FEMA eDoNotEncrypt &,

e B EEH ¥ link B A eDoNotEncrypt F,

@DynamoDBTable(tableName = "ExampleTable")
public static final class DataPoJo {
private String partitionAttribute;
private int sortAttribute;
private String link;

@DynamoDBHashKey(attributeName = "partition_attribute")
public String getPartitionAttribute() {
return partitionAttribute;

}

public void setPartitionAttribute(String partitionAttribute) {
this.partitionAttribute = partitionAttribute;

}

@DynamoDBRangeKey(attributeName = "sort_attribute")
public int getSortAttribute() {
return sortAttribute;

public void setSortAttribute(int sortAttribute) {
this.sortAttribute = sortAttribute;

@DynamoDBAttribute(attributeName = "1link")
@DoNotEncrypt
public String getLink() {

return link;

}

public void setLink(String link) {
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this.link = link;
}

@Override
public String toString() {
return "DataPoJo [partitionAttribute=" + partitionAttribute + ",
sortAttribute=" + sortAttribute + ",
link=" + link + "]";

Java DynamoDB encryptor

EREERH DynamoDB INEZEXF , EXEASEBMREERE, LEBHFIFER switch BRIR |
HAFERESR encryptAndSign , ME B2 IE5(8, HFRSIEMF Link BHEEEGIA
M. ELEFF  MRAECEAEEBHEERXNB 2 ARKHEZTLITE  AIRLERAEXSMEL R
EEZEEY  BHMEAESAESRSHEEE .

for (final String attributeName : record.keySet()) {
switch (attributeName) {

case partitionKeyName:
// fall through to the next case

case sortKeyName:
// partition and sort keys must be signed, but not encrypted
actions.put(attributeName, signOnly);
break;

case "link":
// only signed
actions.put(attributeName, signOnly);
break;

default:
// Encrypt and sign all other attributes
actions.put(attributeName, encryptAndSign);
break;

Python

@A R Python B DynamoDB M# A FimH , LA LLAMEBHIEERREE , AREEG IR
Mo
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HIGHERRZ Python A FimiBIERXER , BFFREEEETRSIRBENBEEE. FFRiHE
BRERI LSS ERSIENE, B2, MREREAAFHHBENER , AIXNBAEEN DB
EREI@MBEF3RE|8 LFE SIGN_ONLY BifF, MRERNNMOMERT 2EIRHBEFRSIR , &8
BLERBETEBRENKRBENBATERES.

LEHIEEEN Link B (BN1§ SIGN_ONLY EfF) BIBISARR

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={
'example': CryptoAction.DO_NOTHING,
'link': CryptoAction.SIGN_ONLY

}
)

WMRIEHE S LM DynamoDB MIZ A FiRMBZENIRE P ABEE BY , AW IEER Bit, B2,
MRS EXBENEE. NREERMN  ARBIEAXBMNIEE , AIHHRBEFENEE
BANERBEE , AEERIRS KU,

HAGTREEREXRTRRBENABEER  BFMEEH  BHRRECTEER  MARKHE

MiBR. BIEEMITERERKRFBHEUAMBRZBENFEAITER , EAXBIENINEZIEE JsESHIRI
FEAETNEEEES,

M FE B DynamoDB Encryption Client FEFATE I8

@ Note
ZPNAFRNZREXNECETHE S AWS ERENZ SDK, THFEREEBEAR
Java ¥ DynamoDB %A Fif 1.x-2.x MRFE AR Python # DynamoDB 1% A Fif 1.x-3.x
REVE. MEFHAENR , FSBRAWS ERE R SDK for DynamoDB [RA X &,

AREFFREASEA DynamoDB tNE A FimkF AlaE@RMEE , W RHARELHBENER.

= E1R it DynamoDB MEAFimME R EE& , 757 aws-dynamodb-encryption-java 2 aws-
dynamodb-encryption-python GitHub B+ 12 HERE,

FERHEABENXANEREE  BFEAEMER LS REEERS,
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https://github.com/aws/aws-dynamodb-encryption-python/
https://github.com/aws/aws-dynamodb-encryption-python/

AWS % SDK BB A B
£

- FEUEHE

- EREHERRNEE

- RITRFENRETE

FEETE
M ANEARKERE  SAFREMENER.

B THLENFT , YELFAHEEANERARAMITHAEN RSl
AN E

B ERYITHEM DynamoDB MMZA FinEXNENEARER  HBASEEREAETHNT, Rt
MEEE  BEFIAEN TR,

« DynamoDB iNZH Fis T~ EZE Amazon Web Services (AWS) 1R E KB AWS R, 78 ,
MBEEWERARERNMEH AWS , BEE AWS IREMEEGRFFRAFITNERE,

« DynamoDB M#ZH FixF~EZE Amazon DynamoDB, Fig , MMREH AFirMERERNENL
DynamoDB & &k, #EHBMAERKXIRERRENEER , FUEXHAEFELEN PEAMSE
DynamoDB #ERFFAI AWS tkF ., MBFHMEN , 528 (Amazon DynamoDB F# A S1E5ME)
YRR EE,

- WMREHFERTER T DynamoDB Encryption Client for Python £ f Eixin 20585 | FEIE
%A BB DynamoDB DescribeTable HEMFF .,

« DynamoDB tZ A Fix A EZE AWS Key Management Service (AWS KMS), i , I RE# FEH
BAEAEE KVS ERREME  ReEASIAREERLRER WRMUETFHRE AWS KMS |, I H

HEBEEFER AWS KMS GenerateDataKey # Decrypt 2R FF T,

BERERHY
B BERARERBAMMEEMESR . WEE OEENEFMBETNENEE,

S MACRAENBEDFEZEERETFHIMAEEBNE. SEESRRE  BHECRHEEAREZEEZ
BFARFRY BB,

AEEA
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https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/access-control-overview.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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#4200 B 1 B /ER %5 41 DynamoDB MBS HEMBMEENEN, THEBWEY (EFmE) |
AR B R B 1

NREEENBUEBFELREZERE FWRMABYE , KRB EEZNEEANSXNETNENESZ, W
REEMFRE RRENBUEBFREEFZIRE FRENBEEFESRE  IKERVUIRERAY. &
=—ERHREE , HERHNBEDFEESARERIMAEIRN D HXEAERF,

EERFHRREER. NFEHBBHBHERLE  FESEEMERSREEENNESER. WEFAE
A, FEHREELNERER,

EREEHERKRNOBEE
7 : R Amazon DynamoDB £ ERKRIHNIBEHELME K FARERI XK.
BE  REBMEE  BRENESRUTIENERESE,

AEEA

& T LAME A DynamoDB fNZF Fis#4El DynamoDB £ &K &R, RMBBEERAEFZ[E KMS
ZMNLFEREK , UK KVMS eREEINEELHERRNAE AWS EHF .

REHERK 2019.11.21 (RFELE , BRI LHERKRE DynamoDB &M FinEEER , MAE
B EHEAR, T8 K MREEASFERK 2017.11.29 Iy , ELARRRENEZSWALKRINEZER
BqE,

MREFERANZLFER K 2017.11.29 i , Bl24ZE7 DO_NOTHING Java 5 Python @DoNotTouchH
B TIBENBEEERES -

* aws:rep:deleting
* aws:rep:updatetime

* aws:rep:updateregion

MRESFERATMEHMREANSFHER K , IFFETATEE,

RITRHEENRETE

B EHNEARNEERE , KHREEMEBFIMRAH DynamoDB A Fin 2%,
HE  REtime-to-liveBFIRELK /N,

AR
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables.V2.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables.V1.html
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RHREHEEEZBAARNERREERERMEN , XELEMA DynamoDB #E A Firiy BAER
WEe, ERRERAEARERMRERER , ELEAFHAENARERMNEREASIBENLLBE.

EBFHMRAH DynamoDB INZAFiwH |, time-to-live(TTL) E SR E 0] F A RN Z B iwEM EHEEE
CMPs) WEiFREIRE. TTL Lt 2HERIFIRMUERE CMP FRAHIEE,

MRENTILAR , ENEABRATREERENERRAURZT2EE, MREHN TTL KE , BEW
LR EERETMEESHREEFHERDTRECEARINE L ALRBIRFNEARANG
Ro BEMRMEE , Fl TIL MREANARAFSEEENTRAMER , INSREFEENE,
WEFMER , FSEEtime-to-liveE,
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Amazon DynamoDB iN% f Fim E#an

BRHNAFRMERXNECENR MR A AWS EREME SDK, LB ASERNIRHEEE
DynamoDB 1% A Fiwf &

2023F 6 A9 B , BMMWAFRMERXECEH WAL AWS EREMZ SDK, AWS ERIEM
% SDK B2 Amazon DynamoDB %, b—JJ«)\ﬁE& MBEVE R DynamoDB MEH FikNZHIEE, 40
EE R DynamoDB INZE A Bk iR AR EAHE A |, 5528 AWS DynamoDB fRAK &R E % SDK X
&,

AWS Database Encryption SDK $24iE % DynamoDB # Java A Fin i1 ZENE 3.x ix , EREH
A Java B9 DynamoDB INZAFIHNETEER., CBEHZEH , flUFHHNEBLERKN., HEW
ZHFPXE, EREEEREE  URITESHNNEXE.

EEWH -5 TH AWS EREMNR SDK 5| N , F2E T EE,
AESNE

BRLERGTERERESMENRE  METHZREERNE. RBRENBEEENERTR ,
ALAMERAESNME , BNFENCEATEEHTNRESNEBTNEMER,

Keyring

AWS Database Encryption SDK £/ keyring RE{TEHINZ, Keyring BE%E. MENBEZRE
SR E R £88, AWS Database Encryption SDK X & ¥ #B i Z = IEE# RSA AWS KMS
keysfREE R £I|MH AWS KMS keyring , AR A BEEHBNE KMS £B T REZBHEZERM
T AWS KMS £ 8 )X N2 = 7 R 50 s B AU Y AWS KMS BB keyringo &t a] LLAE A R 3R AES
keyring # R % RSA keyring 157E B 2 S8 &,

BEEBELEE

ERRRE AWS BRI EMR SDK i , CERHAEBRZDFE , SFFAPREMEMNZBEE WHLMAL.
BEXZWERNY (EFNE )  UREZBEWMLEM L, £H AWS EREMNE SDK REENCHK
Z®&  BORAULUSBEERER, GBAEE-HEPERCNRRREFZFEE , Sl EHBERM
ZHIRALo
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys

AWS BRI E N SDK FMBABER

REHREH DynamoDB BRI FRETAFim N

DynamoDB Encryption Client W EMERFT RAEMNREAERKRPER. FHAEAR DynamoDB
B AWS BERIEMR SDK , B LAEE B/ Amazon DynamoDB BRI &K EB EEA MR DynamoDB
# Java A FimNZ RN ER 3.x ARo
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FMBABER

BEFNAFRNEZEXECEHNNE A AWS EREMNR SDK, ttHRZEASREENRHEAER

DynamoDB 1% A Fimf &

T5IERER M AWS Database Encryption SDK Ky B it ¥ #H & A

MRHE IR

MR R A MBZC Y BER, BEEH AWS EREMNE SDK MBEMBERLE , MERER
EHEESEBREFENSICEERER | Wi ERHERT R NZEN R E LA F

(aws_dbe_head), #H#HAR—BABAKNLERGEHE , EhESNENENER  URECHENE

MNZBHANMEEEN. TREAEKDEHERNE, v TEKERIEFH .

Value
Version

Signatures Enabled

Record ID

Encrypt Legend

Encryption Context Length

277

Encrypted Data Key Count

Encrypted Data Keys

Record Commitment

WA
aws_dbe_head AR &R A MR,

Ut /RENMHRE

1
1
32

-3

3

PRI RS
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ERA%EE

RIS FC %R A ERUA ECDSA U BE,

X TiEE ==
0x01 B ECDSA B{u%E ( 78:%)
0x00 ECDSA B{us=Z2&EH

FC8% ID

PEREL R 256 fLu{E , AIAIGCE. FC8k ID :
o ME—FRRBIINEZAYEC 8K
« M RHEIR RS E NFE YR .

hnz &6l

ENEEBmBRALMNFILHER, Encrypt BIHI A RYIE#Z 5 LR EHBZNRAL,

A {E =
0x65 ENCRYPT_AND_SIGN
0x73 SIGN_ONLY

Encrypt EISIBFHI{L AT -

1. U FRTAHEEXNB RN TERS.

2. R BEMN , FM M EREENES — B THEE , UEHXBUREREMNE,
MEARRE

MERBORE. TN 2 UTARERT , LRES 16 LTHRGREYR, RELRA
65, 535 @ T,
mERR

—HER/EY , AhE2EE. FRENRENCRIER.
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A ECDSA U ER , MBRASTEEMEY {"aws-crypto-footer-ecdsa-key":
Qtxt}. QtxtfQMRIR SEC 1 2.0 fRBMEHMEE MIRE | A% R baseb4 ik,

MENERTRETR

NEZEEMERNHE. TR 1 UTENE , #FH 8 U TNENREY  EENFERTROH
B, SELETHNRERTRYE LRA 255,
NENER TR

MBEREW/OAFI, FIREARNFZENCRNBEESENZERNESRNRE. FiEea
EEL—EMBRER R,

TRERAGENZERN SROVERMA. (LTHEMKERIERFH M.

MBERSRER
WAL Biu i RENIRE
Key Provider ID Length 2
Key Provider ID By SRE 2 B THEFEENE (EREMSR
% ID RE).
Key Provider Information Length 2
Key Provider Information g8 SRl 2 BUTETIEENE (SWREM
EENRE),
Encrypted Data Key Length 2
Encrypted Data Key 22 SRE 2 B TETFEENE (NRER
TRRE),
TWEHE DRE
TRMEHEINBHIRE. e 2 THBERT  IHEZFL 16 UnHENREY , FHEs

SRREMHE D WUTHEE.
EIREMHE D

TIRMEHERRT. CEARELNZENSRNVERE  UMBTHER.
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ERREHEEIARE

TREHEEIANRE. U2 THBERT , XHEEA 16 U THWENRERY  EHESE
REAEETN NV TEAE.
ERMEHEEA

TRMBEHAELET. CFHRRE|BEHE,

E&EHA AWS KMS keyring B , lL{ES2E B Amazon Resource Name (ARN) AWS KMS
keyo

NENENERRE
MZERTRORE. ©EU 2 THBESRT , XHEFES 16 L TWENFREY , EHISNE
BERTRNUTARE,

MENER R

NEZEEHER. ERTREHENTZNERER,
ROSRAGE

TE A LR R R T

TEH 256 U T MERASRRBR (HVAC) MZE , FREXZR

AWS KMS BEB =X keyring F A5 #HE A

AWS KMS BB keyring FAT S EE R SBRNBZSEMY , WERATEBERT O ZESBME—
SHEBRNZESEERSH, SHEAFTHB[EX PN SBOTEFEBE HMAC SHA-256 Y E EEHE# K
B RTEEETIEWMAN 32 U THBESE,

* 16 L TAEFEHE salt
- ERR X EH
- SREMERBIMT "aws-kms-hierarchy" # UTF-8 RS {E

BB keyring FERASTEN R LI | /8 AES-GCM-256 £E 16 I Til & 0 BRFZEBMN T 58 A K
MBEHXFER BB,

- FTENTREB/ERAIE AES-GCM BIFEHR

- BEREREA%E AES-GCM AR

- 12 (i niEREMAItR{LmE (IV) A AES-GCM IV
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-108r1.pdf
https://en.wikipedia.org/wiki/UTF-8

AWS EREMNE SDK HEASER
- BETHFILENEMEERIZER (AAD),

Value DuTHEAENHNEE REA

Maws-kms-hierarchy J 17 UTF-8 #mi%

PR SEEBIAF b3 UTF-8 #m 5

P X MR 16 UTF-8 #mi&

nERE 2y UTF-8 imis SR EY
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FMBABER

AWS BRI EMNE SDK B3 A Ef8mMH X B L 5C 8%

TRRUAXHNEARE, BT TASEIBREN , BN oS EEER A UTERANENE

#l, WERREBERMNEROE, NERRERSENEA

g
#Thee

— A% AT A (GA) B A

— A% AT A (GA) B A

DynamoDB & A Fin E &

BB

XHEE

DU

#7118 AWS KMS ECDH keyring

FE %k ECDH keyring B93Z
%,

+#8 DynamoDB ¥ .NET B F
mmEENEXE,

¥ # DynamoDB Java A Fif
MZERXE 3.x fREY GA M
X,

/A Warning

FEXEENRARR
BIRAMERY N5 %
S

AEmNZEAEETTRAS
AWS E R E N SDK,

FTEAMEFHEAR DynamoDB
# Java A Fim BRI E 3.x
e X, B SEFNESE
{LEREN, XENZHFX
B SREBEREE UK
AESNMmEXE,

#& AWS Key Managemen
t Service B EFEX &R

, iBa] B RSS R E,

B

2024 6 A17 B

2024 1 A 17 B

2023 7 H24 8

20236 A9 H

20236 A9 H

2021 8 A 30 H
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https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/use-kms-ecdh-keyring.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/use-kms-ecdh-keyring.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/use-raw-ecdh-keyring.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/ddb-net.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/ddb-java.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/DDBEC-rename.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/DDBEC-rename.html
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