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HRERBRFNLE , T3 keyring BEEMBEREANBREN 2 BH#E

« AWS KMS F&EE =X keyring
+ AWS KMS ECDH keyring
« JR1# AES keyring

- JR%A RSA keyring

- JR%A ECDH keyring

AWS B ENZ SDK HiEER I

BPNWAFIRMZERXECEFTGRA AWS EREMNR SDK, Lt ASEENRE
DynamoDB Encryption Client 8 8E8& ..

AWS Database Encryption SDK £ FisNZRERNE K EARELEREEHES E’Jﬁﬂﬁ'ﬁm o
BEAESRETUERSIUERERANZSEE, NEEXNERABITHNFHEEN K FSEERE
B /ER GitHub fE1FEE.

AEI PR THEFRIESRA AWS Database Encryption SDK ZIfAIMBZMBHBNER K WREFERETHNE
R, EETEREBFEARKTENERDERBREREF., NEGE AWS EREMND SDK NM#
BREREEEEENFAEN A BSRENEN "TEEMNH) &,

AWS Database Encryption SDK £ AEH INERREELNER, BERHKTFSUAK—NWERSRM
B, ERS@ARITERBREZE/EENCRYPT_AND_SIGNHEL NS BEMMLAE —ERNZ LB, A
% TEENSESBENZERSBNELR, EEMRBMEMNHE , AWS EREMNE SDK &£ H
FREENDESBREZZD—ENZNERESR. A%, CUUBBNENFIEEMHXFEE,

WFE AWS ERENZE SDK REMANMENFMENR , F2H AWS EREMNE SDK #i=
m&:MEE
AWS BRI EMNE SDK WO REHMZERER , AINE, HE, BRENBZRENEPHNICHE. B8N

SABLHENER , ARENFNREBLRMUNET. CEREEENSLRERPTRENEBR=ZE
FEEENEMEER , IRNFAERELENNETR.

THZ LSRR AWS Database Encryption SDK ffa[ i1 % M2 BENWERIEE,

EBEAR 11



AWS BB EZE SDK AR

1. BiSHEZFENEESA AWS EREMNR SDK R —NERNBRSR - —BARNFEREER.
HEEZESRMENENSRES , UKk MAC 2R,

(@ Note

BAUEZESESRTNEZER SR, SELXSRTEMNBZERSRHBEBIER,
AWS Database Encryption SDK #FiE BN ER S |MEREMEHERF, AWS
Database Encryption SDK €& ##1L (aws_dbe_head) #1718 = 17 54 Rl #R 49 58 6% o
RFESHYSEERNSBIMBERITE MAC £i#8, MAC BT SEFEREMBE RS,
Rz K BEHFLIEEASES/BEIRITE MAC 218,

2. MBFEENHREIEENZER=SIEFENCRYPT_AND_SIGNHZEE A K EHE AL,
3. mEHZEcommitKeyRERSBHTE K UFEATCTRELESRAFKE , ARREENSR,

4. MEBFEESEYEERIFEELE. MRBERETENENERNSR  UREENBLENEME
Ao MEMBHERPEENEATRRE , F2REM LK,

5. MEBERZFERALSE 1 HERMN MAC £i8 , BB EHER, NZEABTNZRHED
YESTIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTH#ZEEA ENCRYPT_AND_SIGN,
SIGN_ONLYE; fEEMM M ERLREFTEMERASREE (HMAC) E, HVAC EE/EFEM
R EFIBERRSENFWAL (aws_dbe_foot) #,

6. INEFESTE ECDSA HFE | BEBMERR, MBABMNSEZESEA ENCRYPT_AND_SIGN,
SIGN_ONLYE; #{urY1E{t. , SIGN_AND INCLUDE_IN_ENCRYPTION_CONTEXTif#% ECDSA
FEEFZMIE aws_dbe_foot LT,

(® Note
ECDSA #EFRAMA , BXIEMXE,

7. MEFEFERNEZNBEENCEFREENERES

RN

1. THEEBENEES CVM) RERBSE , HOQERTLEREETNREER | SEMY
FEH SR MBI MAC £,

CMM EfERERE keyring PR EETRBEZMBNERN TR  YEOAEXFENER,
2. MBEITES LB ERE M RN a8 AEE,

R MR E 12
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3. MERLIERIZEMUINEE.

T E&SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTHREEZRM AT ABMBHMAIAISE DG
BB LE #4250 & ENCRYPT_AND_SIGNSIGN_ONLY, =, BZEFEEALE 1 FEEHN

MAC €8 REFHFTE ML BAZE RS ENCRYPT_AND_SIGN, SIGN_ONLYEZR Z##{Z#Y HMAC
{ESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT., A% , CE€FERAERENZATHHNAE
SIBRERTE ECDSA HE,

4, BERFEERAHNFZERSRRBERESMEETRE WEENCRYPT_AND_SIGN, A% AWS , BEE
% SDK SREMNFTER SR,

5. BERLEEBOMEXFCHK,.

AWS Database Encryption SDK F X BHEEEZEH

BPNWAFIRMZERXECEFTGEA AWS EREMNR SDK, Lt ASEENRE
DynamoDB Encryption Client 8 8E8& ..

BEZEHARNBREZEABBENES, ZREERAREAREZBEFREENENF,

AWS Database Encryption SDK EREEEZERRMEMNBEZEREFHNEL. AMEXENEELEE
50155 L M B IR AE S (AES) SEEEISEFE A AES-GCM t Galois/S BRI (GCM) RMNBRIKE
#l. AWS Database Encryption SDK %18 256 (U Ti#¢i8, BMEEZBENRE —2Z2 16 BT,

AWS ERENNZE SDK ZEEZEH

EEE NEZEEE BRESBR SLBITEE YUREEREZE FUHBEHRE SBFHE
B GAMux E& =73 EEE
BE)
YEER AES-GCM 256 HKDF ## HMAC- ECDSA , P-Z HKDF #it
SHA-512 SHA-384 84 SHA-512
SHA-384
=
T8 AES-GCM 256 HKDF ## HMAC- i HKDF &%
ECDSA & SHA-512 SHA-384 SHA-512

XENEREEEN 13
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HEE MZEEE BRHEBR SBOEE YBEESE FUBEEE 855
ECMfux &% 73 BEE
BE)

R 3=A: 1)

AES-GCM

MEFEEE

FERNMZERELZABANER, AWS EREMNZ SDK FEVEE ZE4 A ER MZEZEZE (AES)
JEECEFEE Galois/fTEIZRER (GCM),

NTHERSIBRE, AWS Database Encryption SDK X 18 256 u it &Rl &8, ERSBEA%E
HMAC extract-and-expand £ #8174 B2 (HKDF) W& A, HKDF Bves i A EEEZHPHNER
e,

SRITEEREZ
ARITEERMZ S| HMAC XNEEIFER S8 IT4E R E (HKDF), AWS Database Encryption
SDK £ RFC 5869 1 EZM HKDF,
- ERARMERERE SHA-512
- HWREESER
- TfEH salt, 1R RFC , salt ERERAFHRE,
o BARIEERR keyring B E R,
- HRERSR
- MAERBHESHEREENSRNE L.
- SBEBR KK THEIEFRRDERIVEKEYFERY UTF-8-encodedfi T
- MAEAREEZE D NSRER (KHEF ) WEHRE,
- BHEEMENREREREERE. LWESEMNEREELPNERNESR,
HBEEEREE

ARELEHBEZNHZEASRIR HVAC) BE X, AEXENEREEEHEES HVAC &
o

XENEREEEN 14
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AWS Database Encryption SDK & F 5t 1 BB F AT E4E R4 ENCRYPT_AND_SIGN,
SIGN_ONLYZX R4 ZSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT., A% A ©e&FEH
HMAC ¥l Z 15 4R 2 M E R BUE H % (SHA-384) REZBIE b,

i HVAC BES/HEE AWS ERE MR SDK i E R HMAL (aws_dbe_foot) #,
FHBEEEE L

RAREAFHBHMNBEENBRERE X,

AWS Database Encryption SDK € F 5t 1 Bl R F AT B4 R4 ENCRYPT_AND_SIGN,
SIGN_ONLYE A9/ SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, A% , © & ANEE
REUBEEE L (ECDSA) BE T HFMEAREZENL :

- EANME/RRRE P-384 , B EZZE (DSS) (FIPS PUB 186-4) FFTEZ.

- FERANMERER SHA-384,

JE¥FE ECDSA #E S8 aws_dbe_foot M FHEE HVAC EE—RFH.

A2 S ECDSA U BE , AW IFMHE,

ARTTEEXR £8#8H HMAC extract-and-expand & #8 £74 BN (HKDF),
- ERANMEEHR SHA-512
- HWREESER
- FfEM salt, 1BIE RFC, salt FFEAFRE,
o B ABIEBEMRR keyring BV E BB,
- HRERSR
- MAERBHESHRIRABEBSRNE L,
- WMAZRARUKIKNTAEIEFBEZIBICOMMITKEYF 8 UTF-8-encodedfi st4H.
- MHBEMBENRES 256 I, LEERAEER SR,

ERXESMETEILEEAE  NERER ETEM 256 LT #ERASRER HVAC) #E, NEAS
SRAETEEEELEHNEMRE , 52/ Cryptology ePrint Archive F Y & 8§ 7# 55 AEADS,

AR AEN

RIFTEEE , AWS EREMNE SDK EFAEEEZEH B E AES-GCM, HMAC extract-and-expand&
WMOTEHE (HKDF), HMAC 387, ECDSA B{U#E, SMAFEM 256 Lt ZEE#R,

RREEEEN 15


http://doi.org/10.6028/NIST.FIPS.186-4
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FEREEEEHTSE HVAC BaE (Y BEE ) M ECDSA E{uEE (EUBESE ), ELEEer
AE AWS EREMNR SDK #Hi8 E & F ML (aws_dbe_foot) 1, EREHRAF—EFEREM
RERN—ETENFERAERRERE  ECDSA BuEESREA,

HREEEEMH MEITESRAGE - BRENSRERKERN HVAC MR, SRAGEEREM BT
FEREWMETEN HMAC, RE , SRAEESFREM RS, SRAGHETHRASENEZEXFR
BER—EHXF, fZBRERFNFERE LD ANENSRRATIERE. B  BEEEH
EITESREE HVAC, EEZZE , MNERBENESRESTELMEN SI|MAL HVAC, MRR
B, BEFUERR.

A€ ECDSA U= AES-GCM

HMARREEEZEHTREARASBERER  BATUREBRNEELENS, flnn , REGSERE
#HR A ECDSA U BENREZENTIME. AEENBENNEAENEZERNERERRS
EER , TEALEHR,

FiE AWS BRI EMNR SDK BREEEAH TS HVAC Bl (HBEE ), B—NERIR , RE
ECDSA B EM AES-GCM BEAEHRDIFHBEE | AIRMUSZ -—BRNEEMNEDTRM,

N | WRIEH keyring, . wrappingKeyAwrappingKeyBHl B ZEEHE £#wrappingKeyC ,
mEZER BEZEFwrappingKeyA , HMAC S BRESRBLHZEAHER FEENFERE M
FwrappingKeyA, MREFEHAFEREEEZEHR , HVUACs 2EMHE HEMEEwrappingKeyA |, 3
FIMER ECDSA SUEHE , UHERIHEHES MEFINEAE MBwrappingKeyA,

EEENMTSEEEN AES-GCMEELENH , BENFHERHPIETIERNBHE,
Java

UTRABHBRIEET S ECDSA BIUHEN AES-GCM BEZEN, MEFHMENR , FSHBthe
section called “INZZ 48",

.algorithmSuiteId(
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384)

C#/ NET

UTEREHBRIEETS ECDSA B EM AES-GCM EELZEMN ., MBFHMENR , FSMihe
section called “INZ 4 A",

AlgorithmSuiteld =
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384

7% ECDSA #{u% = AES-GCM 16
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Rust

UTRABHRIEESRS ECDSA BIUEEN AES-GCM BEEEHN ., MEFMEN , F2Rthe

=3l

section called “INZZ4HEE”,

.algorithm_suite_id(
DbeAlgorithmSuitelId: :AlgAes256GcmHkdfSha512CommitKeyEcdsaP384SymsigHmacSha384,

7% ECDSA #{u% = AES-GCM 17
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BB AWS EREMZ SDK #H AWS KMS

BAENAFRMBEXECEFHE S AWS EREMNR SDK, HAZASERENIRME
DynamoDB Encryption Client B tHB8E .

EEFEH AWS EREMS SDK , BEERE keyring MIEE—HLETE LB, WRESESHER
g BEEEFEHA AWS Key Management Service (AWS KMS),

AWS Database Encryption SDK X EREER M AWS KMS keyring. E# AWS KMS keyring £
AWS KMS keys RES, MENFRZER SR/, B AEABHEMNE (SYMMETRIC_DEFAULT) =3
$7% RSAKMS €88, B AWS Database Encryption SDK A —HNERSBRMZNZXES
Bic# , AWS KMS E itk keyring 248 AWS KMS st S EMZEMAZRETL , BRFERFULR
FREEHENEARZER AWS KMS , AWS EREME SDK X BAWS KMS BEE X keyring. FEfE
N keyring B —E R HREMEHREVER G R |, EiBFE AR EE Amazon DynamoDB &R &RFH AWS
KMS ZRE S X &R , URNBNFEZREPEANTEIRENS X S|/ ERFD AWS KMS FEILR
B, BRERTREMEA AWS KMS keyring.

£EE HE AWS KMS , AWS BRENE SDK EE 1 AWS KMS 4 s@AR Java B9 AWS
SDK.,

(B4 E #H AWS Database Encryption SDK AWS KMS

1. BN AWSIRE, EETHINM , 528 AWS &5 .00 Y ana) 2 37 FEAE £ #) Amazon Web
Services IRF ? .

2. BMYHBEMMNE AWS KMS key, HERA ,
M) PMEILEE,

5208 ( AWS Key Management Service Bz A &35

® Tip
EELLAWS KMS key BREETAREA , BFE 19 Amazon Resource Name
(ARN) AWS KMS key, MESK 2 ARN KI5 AWS KMS key , 5528 ( AWS Key
Management Service BE A B1Em) TSRS ID 7 ARN,

3. EXTFHESB DANZ2ENEE, BUUER IAM FRAENFIESE ID NAZFHEE ,
LA AWS Security Token Service REIM #H TERE , HPEEFNEHE ID. ABREFERSES



https://aws.amazon.com/kms/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
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MITEREERNERZEEAER. FAZ2EEEYR  BMNEBCEARRESE K MIRRL
B IAM R &R AWS (R ) EAEIRFABBYREER.

EEEAFNEREY IAMERE  F2R (AM EAEER) FHET IAM E£RE,

HEELERKREEAER  F2H8 (AM EREERE) PHERGERZE2EAER,

4. R FHIEREAR Java B AWS SDK , UAREELSR 3 FELENFNEER ID MARFNER
RERTE AWS BN EAER, NREEERBFIEAER , CUFEEREE TERRER,

L2 7 77T AWS SDKs AWS B8 % E R, H BB AWS EREME SDK PHEX A
AWS KMS BRREE TR T ER,



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/setup-credentials.html
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X E AWS EREME SDK

BMWAFRMZRXECEH WA A AWS EREMZ SDK, L ABERNREHEER
DynamoDB 1% A F s &#.

AWS Database Encryption SDK HE&ET Z RAEM. A AWS BRENE SDK EREHEREREE , BXR
%u.a EEEEERE , WEAZEEARRNEARELRYE, T8 , BUEERBEARBURENE , &
n-l_q:@ ﬁ nTIjJ Beo

ES -

. BEERBES
. ERaEs®

. BYRAEERL
- FAZHEFERE
- BUBENES

1§H2$£_tn2n E E

B AR DynamoDB #J AWS Database Encryption SDK 2t ZBRENLES. BEEERTATR
2HB , YREMEENIEE , BEUEATRNFRNER. —BMT , LELAESHNEARIKHETNE
X E,

BENZTE TR

AWS Database Encryption SDK B EL K —WHBERSW/RNESEREL. EFFTERE. EEY
FHEREE®, AWS Database Encryption SDK &5 &E#H1T.

T, BHXEEN—RZETLESB/RNEBZEER £, AWS Database Encryption SDK X &
AWS Key Management Service(AWS KMS) $#E % KMS £ MIEHHE RSAKMS £, TEXE
FRIAK/NH AES BB SIRA RSA B LR, CEEIREFSE RN LTLMNMAYE , HE®RM
ERLEERLZLERESSRERIEREPERAMEELHR , Fl0 AWS KMS,

EEETANMENREZENTESR , BEA keyring, RIBEFEAM keyring FE | BAILUEE — &
DEECRIMESITEAHEENZ IR LR, NIRECAZESKERRILERER  ASEIES

BEEARES 20
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WRBEMZHERERTROVEIR, MENERSR (SASERSR—E) SFHEENERV—ER
BB EREIR R, EEEEER , AWS EREMNE SDK LKA SLEAES — AR SWREZMEZL

RMBBERAEFEAE S — B AWS KMS keyringe AWS Database Encryption SDK # AWS
KMS keyring FIAWS KMS F&[E keyring , AIR A # T ILEE AWS KMS, BE keyring AWS
KMS key FRISE , BB XIEN AWS KMS £8BAI%. WREMEA AWS KMS BB keyring
RBIXAEE S ARN, ESBBBIFHFFMER AWS KMS |, 5528 ( AWS Key Management
Service F#&ABERE) HHNERERT.

- BEEMA AWS KMS keyring INZR , BALAHBINE KMS £REEEAERNSR/ALNF (=
i ARN, BIE BT, Bl& ARN &8 ID), MREEHIEEHE RSAKMS £18 , AIXEREESER
ARN,

MREEMZRS KMS SRIEEH S EWIEEE ARN, AWS ERENZE SDK & 17 B 5 235!
HAEBABA IR ARN ; TERERS. HENEETSREARBEZENTRN KMS 2R,

- RIZFAFR , AWS KMS keyring EUEFER (IEERE KMS BNV E ) BEBELH. EXERE
£ ARN &5l AWS KMS keys LAEITHERR

EEEA AWS KMS keyring &R , AWS ERIEMNE SDK &4 €88 ARN EREEEMEE
R E|MNERHER AWS KMS key 1, EEFERN THER , AWS EREMNZ SDK EREHEEHN
S8 ARN BEHBEE keyring b , AR BERCHILSRRAZMENER B, NREFERAT
EHE\EBRT , BIEZRNFTSZHEN S AWS KMS key , AWS EREMZ SDK th A& 5l
HEA

- ERFEEXNGTERE  SITSEEEMNILLR, BE, AWSERENR SDK S EHAFRAERE
MEB AT E8 ARN B0k, MRELEE , AWS EREMNZE SDK AWS KMS €ER £/
INZRECEH KMS £ RE R  ERFEHEE R UEIN KMS €88,

BEMRIR AES SRR RSA £RHIEES keyring FHBE TR , KX ABEGEZBNERE,
BER  SLAASERKREREREAENZRT2EENGEZENEE, NREEATRNG S
TEARERE  ESRMEMER , AWS EREMNZE SDK A FBBINEA TR SR,

B IR R ERE R

REMEM KMS |NENERE  KEEXRERSEXTHE , tRERHIEARGEENTE
iR, T8, WELE , CHUAMERREXPER  HEhTEERMIRER. FUHEXH , AWS
KMS AEMERIIZE T KMS || ENENER R |, BRERTNAEFEE KMS R,

BUIRRENERIGMS 21


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id

AWS BB EZE SDK

FMBABER

MRELAEREZEAPER | ERE—EERARREGRRG , ESRETAREE AWS IkF M 2

ZIEHH KMS £, RRGERELEAN  DELRLES,

£ T RRHETHRREHE R 0 B EE

2 7 &

AWS [E1F aws

Bl [ 15 aws-cn
AWS GovCloud (US) Regions aws-us-gov

THEH R RREBGRMS. ERAEAR 20 , FREASERNKS AWS IRF M 2EENE

M{E.

Java

// Create the discovery filter

DiscoveryFilter discoveryFilter = DiscoveryFilter.buildexr()
.partition("aws")
.accountIds(111122223333)
.build();

C#/ .NET

var discoveryFilter = new DiscoveryFilter
{

Partition = "aws",

AccountIds = 111122223333

Iy

Rust

// Create discovery filter

let discovery_filter = DiscoveryFilter::buildex()
.partition("aws")
.account_ids(111122223333)
.build()?;

B RREHEGM

22


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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EHZHFERE

£ AWS BERIENE SDK , BAILEATRNNZENRRSEEAF , SEFLRBERETNE
BERERAFRNE, ZEZHEFENER K Ft—LKEAREENZET/R , UARSHEFIAKEE
LER, flmn, FAZSHEFENETRERNERES AWS EREMR SDK 85 — {8 {7 AR 25 i hn 2 f#
RITREVBEN

MREEZAEAECTERNEPHITMERE , B UERAEF—@ AWS KMS keyring BEBUFERE
REVTEHEZBEEREDPEANTRER. EEZHFAFRNBHRRARNER B AUREREM,
BMERESUREAEFARENER., MREAFEHERSILE ( Hl0 Amazon DynamoDB & #}
KHPNDEERS|IR ) #HAl , IEERSIREERS.

IBAILAER AWS KMS keyring , AR REIHI AWS KMS keyring 1 RS {EFEHA F AWS KMS keyso
RIBSEERFETHFILE AWS KMS |, BB E/EA AWS KMS BB keyring A4 ML g 2
R AWS KMS, AWS KMS BEE K keyring R —BZIBREERNRIRAR , TEBFERARERE
Amazon DynamoDB & #l&xRHH AWS KMS ZRED &8 | SARINZ MR 2R 1E 7 6 F B AR E
DX EWMERRELD AWS KMS FILRE, SAEER AWS KMS BB keyring ZERNEREFE
TSN MNE,

BEUBENER

AWS Database Encryption SDK FRZEEEZMESEEREBHIESHNERRER , 7EL
BEmMENisE MmIAeRZEINBEERE, T8 , AWS ERENZ SDK X EHENE
B, ELEEEUURLRMENFTHERURE. REGER—BESEE , ¥ SIGN_ONLY A
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT H{UimE KRS WHITEHNEN,

plan , MREEZHAFERE , EUTRARZRUBENER , TRLERENERSAREAAFE
WNEWCSR. WEFMET  FSREASZHFEREFNER,

& AER AWS KMS BEE keyring REZ M HERER,
EERECEENEER , FRHETIE,

Java
BEEHRHERE
TrgEflEEeRENEREABTR AR ERCRENBHEE,

List<CompoundBeacon> compoundBeaconList = new ArraylList<>();
CompoundBeacon exampleCompoundBeacon = CompoundBeacon.builder()

ERZHEFERE 23
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.name (" compoundBeaconName")

.split(".")

.signed(signedPartList)

.constructors(constructorlList)

.build();
compoundBeaconList.add(exampleCompoundBeacon);

EERAER
TIHEHSECERAPLBERCHEENBMHETE, NFEERCFERINFRENR , F2REH

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.signedParts(signedPartlList)

.version(1l) // MUST be 1

.keyStore(keyStore)

.keySource(BeaconKeySource.builder()
.single(SingleKeyStore.builder()

.keyId(branchKeyId)
.cacheTTL(6000)
.build())
.build())
.build()
);
C#/ .NET

A2RATENEXESH - BeaconConfig.cs

BEEFER

TIEHEEEHRENERERTREIRER S BRENBEHEE.

var compoundBeaconList = new List<CompoundBeacon>();
var exampleCompoundBeacon = new CompoundBeacon
{
Name = "compoundBeaconName",
Split = ".",
Signed = signedPartlList,

BUKENER 24


https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/searchableencryption/complexexample/BeaconConfig.cs
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Constructors = constructorList
};

compoundBeaconList.Add(exampleCompoundBeacon);

EERAER
TIEHSEECFERAPLBERCHEENBMHETE, NFEERCFERINFRENR , F2REH

var beaconVersions = new List<BeaconVersion>

{

new BeaconVersion

{

StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1

KeyStore = keyStore,

KeySource = new BeaconKeySource

{
Single = new SingleKeyStore
{
KeyId = branchKeyId,
CacheTTL = 6000

BRI EAEELHERNFEPERCEZENENH. RMAEBREETREEEREATNEEFTERTE
ROEFINEMH, EBLHERCEENEN , EUUERESEEG R , RERESAESEFEERT
ERERAEEANY, MRERANTEFHACEENSTS2 —R , EUNECRECRACNAUBTETER
Bo BANEEBRBEETSERENME B,

NMRELHERCHEENEMHFE  AILERHEBAMBRE , LB EEENERETUESFERAR
PR AV FRE ATRE S o

(® Note

FELHERCHENEMHEE , BXAFER AWS EREMNE SDK 1Y 3.2 IR EHRA. £
SEEREMHBEMFE , BFRAFEIRERE.

BUKENER 25
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FEEZEFEENEEERE U ERCHEENBGEE,

EREH
CEENERRTIERNEE,
FENEREBTRENBRLHERAR. BECATEIRENERER.

2 EF T
AR BEREEEFREZHINF T,

DEFRELIHRECEECEERRR MU FEF,
EHEENBEHEE

WA EBEEEPIENEEEMML.

BEF,»HBXETEEE. RENFE, RELMEHFBIA SIGN_ONLYH
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT #f, REXARSRERBUENBLEE
RNFE5, WRENWEHFBBEIIRE , EALEBRIE , AWS ERENE SDK SBBFEAZER
HRRE. BMAIERERTEEREEEAEHERE. FEUUREANFE , EXARE N, 2
HENEETPRERMACHENDBI»TUEEHENTE, EERTARERESBIHESEER
M EME D

BMEBRLRTELEERCEINES. MRERTEE-—BAESEETEACEZINS , &
AUEBEARER. ARERNH I TRERELHERNBTHRNFEREE.

Java

List<SignedPart> signedPartlList = new ArraylList<>);
SignedPart signedPartExample = SignedPart.builder()
.name("signedFieldName")
.prefix("s-")
.build();
signedPartlList.add(signedPartExample);

C#/ .NET

var signedPartsList = new List<SignedPart>

{

new SignedPart { Name = "signedFieldNamel", Prefix = "S-" },
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new SignedPart { Name = "signedFieldName2", Prefix = "SF-" }
13

BBERBE (EA)
AR  ELEBRAER THEENE4ATHHERENEFEESNTREAR,

MRERECEBHBEE , AWS ERENE SDK ¥ EENEEETIEREBRHEAES,
- AEREHAGKEFTEECESTHHFENIEFET

- FEMAEMSH

BEREN

BEZBRAFRERRANEHNHFEE  IERCHRECENES TN, ERRAMNI SK
MEEFENEFBEE -2, SEXsUEENDEZ o R,

SEEZBRBEMHETE —ECRENMAY Y EEZEHEEBRNEPESLE
EREM, flin, NREEEXE Fieldl, Fieldl.Field2M LEHEZME
EFieldl.Field2.Field3 , &A% Field2# fZicAField3&H , WE T —HEEBRE

BEEBRBSEAELE—BAXLENSD., RMABRBLESERBRENE B RALEE
B, UMEEEHPFEHABEGINS_WITHEHE F,

MREHEPEERELENENF  EERBRERY. ERREFCHKE  RENEEEERE
BRBBEERYEEERTUURREHNERS. cEERREBRB EEEBRBEENIE
FHEEER  YEAF-—ERIHNERRE. IRRIEERRERY , AFESKERE ALK,

FAERENSAZHEEEHENERRBIES , UARAREEMERER,
ERUTEFRIEEEHCHNEBRBIFE,
1. ABECHENEABRYEBEN  LERREFEXRAH
ERREMSBBLEAREEEMUNBRE,
THEHREBIAA—EEHRERUERIERHBNS

Java

ConstructorPart fieldlConstructorPart = ConstructorPart.builder()
.name("Fieldl")
.required(true)
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.build();

C#/ .NET

var fieldlConstructorPart = new ConstructorPart { Name = "Fieldl", Required
= true };

2. HERAEESENFEUNEBEANY , ABETRENARBRIERENERESERRR,

Blan | INRIEAEELE Fieldl.Field2.Field3H L& Field4.Field2.Field3 , Bl#
AEREVMEZRBERE . FieldlF FieldsWEEEEME K RATHREMEFIERNEBRE
FESE,

Java

// Create a list for Fieldl.Field2.Field3 queries
List<ConstructorPart> fieldl23ConstructorPartList = new ArraylList<>();
fieldl23ConstructorPartList.add(fieldlConstructorPart);
fieldl23ConstructorPartList.add(field2ConstructorPart);
fieldl23ConstructorPartList.add(field3ConstructorPart);
Constructor fieldl23Constructor = Constructor.builder()
.parts(fieldl23ConstructorPartlList)
.build();
// Create a list for Field4.Field2.Fieldl queries
List<ConstructorPart> field421ConstructorPartList = new ArraylList<>();
field421ConstructorPartList.add(field4ConstructorPart);
field421ConstructorPartlList.add(field2ConstructorPart);
field421ConstructorPartList.add(fieldlConstructorPart);
Constructor field421Constructor = Constructor.builder()
.parts(field421ConstructorPartlList)
.build();

C#/ .NET

// Create a list for Fieldl.Field2.Field3 queries
var fieldl23ConstructorPartList = new Constructor

{

Parts = new List<ConstructorPart> { fieldlConstructorPart,
field2ConstructorPart, field3ConstructorPart }
};
// Create a list for Field4.Field2.Fieldl queries
var field42lConstructorPartList = new Constructor

{
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Parts = new List<ConstructorPart> { field4ConstructorPart,
field2ConstructorPart, fieldlConstructorPart }
};

3. BUEBKNEEE K HPGsGELSR2HEVYNFMEERBRE,

Java

List<Constructor> constructorList = new ArraylList<>();
constructorlList.add(fieldl123Constructor)
constructorList.add(field421Constructor)

C#/ NET

var constructorList = new List<Constructor>

{
fieldl23Constructor,

field421Constructor
};

4. BEEIVEEMNEEconstructorListh |, FBiEE .
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AWS EREMNR SDK A £ E k=

£ AWS BRI EME SDK |, £887FHIER Amazon DynamoDB BHl&K , AIMfREAWS KMS EE
keyring FREFAMEBER. €RFHRERBRBDEAREB keyring AWS KMS #1THEIBRZFIRIE
FrEE R LR B

EREHESHBNEEEEN keyring ARMTEHNBENRBENNBRER/N I XV, SREX
EEFRERTN I XSRNMEERN S XER, FRAPIXEREEFTND XSB/RE. BERX
keyring I SEMZFREAE-—NERNMB SR  AERTEAERAF I XSRNE—IRR
RNBBEERNBE TR, BEX keyring BURERR I X EMBHTEBRSRCBEIHEE,

SR EFHEMZENEE
Key store (£ FH[E)

DynamoDB BRI &R A RERENER , o ZSR/RNETEER.
BREWR

HEMNZ KMS 28 |, TEANFRESREFAETN I XSBNEREER.
BREWR

EEFEANENER  UITECEHNBNE SRR, EUUE—EEREFREFRILZES X
iR E8EIXER-RARE—BAEATFNI XERRE, FRAPIXERESZHFTND ZR
AR AN

DX EWHTE B AWS KMS keys #H kms:GenerateDataKeyWithoutPlaintext 4,

HE-ERER , ARNENZRREFEANERNZEER.

BERERMITEAI TR, UFSRITERFNFMER , F2EAWS KMS BEE R keyring B iy
A& Ao
BERMETR

RARMBRENER TR, BER keyring S HEEMBFREAE-—NERNZER.
EER|8#

RARELTRSNEEENENER. NEFHEF  F2EIESNE.
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BFRIEERAETH

ERATREREN AWS KMS BB keyring i , EREERTIAE , WERKERZRERA .

ETREFHEEESR

CREFHEEEEAFEVINEESREFNE , UREKEFENREN S XK. ERENEE
BEEZEHE—ESH Amazon DynamoDB EREZRB A ITNERE , ZERRMALHNEREN
2, MEZRE—EERTFEEHREREESRENFERE , M CreateKeyM VersionKey,

BRREEFEERESTREFAEEFRHNITELRE.

CreateKey R —EISHREMRIRIE , THEHTHI KMS £88 ARN ST ZEZNEREFREAEE., It
KMS SRAILEBUFNERAT S TR, RMNEJERFGLRENEFR , BA5—B KMS |
BESXETRERE , REERERE.

EREREERE

ERZYFEARGF , eREFHNEFAERSENS. BE, HBVRIERE  BBEEX
keyring EEMEREEE, Hit , tPIRFEMAZLSW/FMEN Amazon DynamoDB &
ARNEBIA, ERFHECAEZEAZTEFIERRRERENATENERERE , fia
GetActiveBranchKey, GetBranchKeyVersion#l GetBeaconKey, fffiEEEF ] 2RE
REBRMMAEAN D &R,

BUNEBERESRITHERF , IRERZRUITARRE, EENERETHEDFEREAR

REG | EEHTEEERE (CreateKey H VersionKey)o
MRZHSPZEBEREEEEATIHIZSRERESRNZE KMS €18 , ERENSBTFHK
EFAEREHSRERERELETRE , WEHRER keyring AT AEH ZE KMS £48,

BUSRENE

EEIDZSBBERAWS KMS BEE keyring 281 , BAERISHRENE  EREENRESX
£ 888 Amazon DynamoDB & ¥}&K,

/A Important

B MBRIFE D X £8|MH DynamoDB B flk, MREMBRILERIK , BHEELBEFEAKE
I\ keyring MNZE M EAE

BB RREOF ] 5
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S381E Amazon DynamoDB BB A BISMH MY EHERE , B T55 BER3 @A%HFR3I8
EESELY N

DEIEZES HEFRBI#
BERER K branch-key-id type

BETREFHNERH

WHRMAEMEFHER DynamoDB ERRE , FHAFHEERBEERESRTHNEBFRIEERNEE
CREHEER, EESRTFHERBUMALEREFHENET K MEEE—BEAERNERZ
%, PMELEE, SAFA-FEERFREDFHEEHENEESREFRERRE.

DynamoDB ERZEZBMNBEE SR TR ER B2 LA Bone-to-one RS, BESBERERBIU
REREFNBETEREERRTHMEESR |, LUt DynamoDB ERIE#E., #HABESBETHRE
BB LLEZER DynamoDB ERIRBBARE , BERMAZIBRZEEMN DynamoDB ERRBBIEEAR
BESBENESRR. NRENERXRBEBEREDER DynamoDB ERF A EE | AEESRE
PR IE A A LA ST ZI#THY DynamoDB ERR AR , AIEREER keyring AT FEUEN B FHE,

BN EEESRENESRBIIERTABRBEN. BEESRENEZSBEUMXEZERNERE AWS
KMS CloudTrail =24 | fi& tablename,

RESR

1. the section called ‘% E €@ FHEE/E
2. the section called “BM 9 X &8”

3. EI AWS KMS BB keyring
RETWMEHREEE

SREFHEBFEREFERAETHITHRE , URHE AWS KMS BB keyring ZIfAIEAERFHE
FAREFFPIHE KMS €88, AWS Database Encryption SDK X8 T3 &8 7k [EE)E/EH RS,

RESREFREEE 32
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Tk

ELHERTELREHNER  eRFHERECAESEIRESRERES
fEkmsConfigurationBFfE FIZAH KMS £88 ARN HHEBIH KMS €88, MREEEL., RAE
HIHEB S X SMIFIBR TR KMS £ ARN , B8 6545,

WA LATE HISEZ EIE KMS £#8kmsConfiguration , (E£RMIWE(E ARN , 2EEE , 2R HF
ETEB KMS €8s X8, ZEEZETANESHEEEE SV ERMTLHERNZE
e EF A,

ELTERESREFHRERSER  BUURTHERE

(GetActiveBranchKey. GetBranchKeyVersion, GetBeaconKey) MIE R/ (CreateKey
M VersionKey), CreateKey R —EHHRERRE , M KMS €38 ARN FiEZEN SR
EFREAFEE., Ikt KMS €RANUBRIYFTNEAT S ZER, BRMAERERHERENTER,
HA—B KMS £ ESRBERE , REEMEBR.

73R

ERRAGRBVELBENEEER , SRENETUEASBEKRES AFFH HAEMR AWS KMS
key ARN, i , EBFZEE KMS €8 , B8 ARN FHEFEEIEEFEHAN AWS KMS A F
W EFTETR , R AR,

ELBRESBENELETHRRER  BEHTEERRE , HII0 CreateKeyM VersionKey, BREE
BITRAME, BE, FENRFRENAERME, NEFHMEERHR , 552 8the section called “BE1E
RIRERMFTA .

RELNEBEREEF
RESREREBDEZN , BREZ S THLREH

s RELEBHTWRE, WEFMERN , 382 Bthe section called “BIEHIXERRAVEFAI ",
- BEEESRBENESRR

DynamoDB ERZEZBNBEESRBERER B2 E XL EBone-to-oneiS, BESRBEHERR
DEBRESFRNBEZERNXRFERNFTEER , LSt DynamoDB 2 FREE , £FE—BFEAE R
VERERBLEEE, EXEZESREREDFIEECHRNEESRTHRESRR. NEFAE

#F , 52 [logical key store name,
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RS

THEHFERETREFRERF. BLAEERA/ERFREN DynamoDB ERREHE, TWEMN
EABERE , UREBEEMNE KMS £#|EY KMS €88 ARN.

(® Note

ERERETRENERBE , FAAZEEEEN KMS £ ARN, CreateKey BEE#
KMS £ ARN FIEES X SREREAFFE. & KMS TRMEZHXTRERER , A
LM ER

Java

final KeyStore keystore = KeyStore.builder().KeyStoreConfig(
KeyStoreConfig.builder()
.ddbClient(DynamoDbClient.create())
.ddbTableName(keyStoreName)
.logicalKeyStoreName(logicalKeyStoreName)
.kmsClient(KmsClient.create())
.kmsConfiguration(KMSConfiguration.builder()
.kmsKeyArn(kmsKeyArn)
.build())
.build()).build();

C#/.NET

var kmsConfig = new KMSConfiguration { KmsKeyArn = kmsKeyArn };
var keystoreConfig = new KeyStoreConfig

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsConfiguration = kmsConfig,
DdbTableName = keyStoreName,
DdbClient = new AmazonDynamoDBClient(),
LogicalKeyStoreName = logicalKeyStoreName

};

var keystore = new KeyStore(keystoreConfig);

Rust

let sdk_config
aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
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let key_store_config = KeyStoreConfig::builder()
.kms_client(aws_sdk_kms::Client: :new(&sdk_config))
.ddb_client(aws_sdk_dynamodb: :Client: :new(&sdk_config))
.ddb_table_name(key_store_name)
.logical_key_store_name(logical_key store_name)
.kms_configuration(KmsConfiguration: :KmsKeyArn(kms_key_arn.to_string()))
.build()?;

let keystore = keystore_client::Client::from_conf(key_store_config)?;

IR

THEFERERRNEBEREDE, LELREEMAEREFRIEN DynamoDB BRI XREE , UK
BETREFHNERRE.

Java

final KeyStore keystore = KeyStore.builder().KeyStoreConfig(
KeyStoreConfig.builder()

.ddbClient(DynamoDbClient.create())

.ddbTableName(keyStoreName)

.logicalKeyStoreName(logicalKeyStoreName)

.kmsClient(KmsClient.create())

.kmsConfiguration(KMSConfiguration.builder()
.discovery(Discovery.buildexr().build())
.build())

.build()).build();

C#/ NET

var keystoreConfig = new KeyStoreConfig

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsConfiguration = new KMSConfiguration {Discovery = new Discovery()},
DdbTableName = keyStoreName,
DdbClient = new AmazonDynamoDBClient(),
LogicalKeyStoreName = logicalKeyStoreName
I

var keystore = new KeyStore(keystoreConfig);
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Rust

let key_store_config = KeyStoreConfig::builder()
.kms_client(kms_client)
.ddb_client(ddb_client)
.ddb_table_name(key_store_name)
.logical_key_store_name(logical_key store_name)

.kms_configuration(KmsConfiguration: :Discovery(Discovery::builder().build()?))
.build()?;

BYFRAR DX TR

DX EWEMN AWS KMS FTENE R £88 AWS KMS key , BEER keyring AT IR Y #ITH
FEALE(E AWS KMS, AR DX EBERFTN D X SMMA, BB keyring EABEMBRBEREE
H—HERSR  YERATEBERAPI ISR —SIESR/RNZESEER SR,
EEEITINNERSD IS8 BV EAFENCSBERERE, CreatekKey 2R—EIEHKRERERE ,
AL ERESEARETIEEN KMS £ ARN T ELREFREAIIEE, A%, KMS £8E
AREEFNERASD S, X8, RARBERFYLIRENER , B5—B KMS £RBFBELB/ER
E , MEEMRE,

RPEBEEBEAERIEFFEPA KeyStore Admin REEM CreateKeyi®E, W HZEFELHE

EENREEY.
AAEERTHEPEYSXTR, WERTRESER

- Y EITTALERN L AWS KMS
- ESMTREPEHE AWS KMS #9 2@ 3017 /0
- ¥#&ix DynamoDB & #5&k K % (@ TransactWriteltems WAL,

CreateKey BFE&ETransactWriteItems P I EHRERE , U LBEREN ST XER. T
B, EERTEPEYSRDTEEREREARNRETIBENKREERE,

B LUESREREDAFIE—@E KMS €68 | t A UEHREESBERESEHREDIEEN KMS
£ ARN Y CreateKeyERFN | LAFIIHZME KMS £, MREAFIEHZEKMS 288 , &
NWEREREFAEEZARRTNCHESBENERE , UEMATUERAMMEEERNSRERE
REMAFIIHA S, MFEFHMEN , 552 Bthe section called ‘5 E B FHES 1,
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FREEHY 3T A]

EBEBVS X8, £FEEkms:GenerateDataKeyWithoutPlaintext 1 kms:ReEncrypt ¥l

BYSXEHR

THRESEALCESREHESEHEETIEEN KMS SREBIFNEAST S, B , XWiSER+T S
XEBTEEHALSWTFHERN DynamoDB & #lk,

O BfCreateKey , BAILLURIBIEE T YEMAE,
« branchKeyIdentifier : E&HEF] branch-key-id,

EEE T BF] branch-key-id , BB 4B encryptionContext ZEF I EHMMBRE,

- encryptionContext : Ex—HEANIEREZSR/EY , &
kms:GenerateDataKeyWithoutPlaintext FEIY AR B S MZA R FREENN EBRIBER (AAD),

WEANMBRRBZL aws-crypto-ec: FEE TR

Java

final Map<String, String> additionalEncryptionContext =
Collections.singletonMap("Additional Encryption Context for",
"custom branch key id");

final String BranchKey = keystore.CreateKey(
CreateKeyInput.builder()
.branchKeyIdentifier(custom-branch-key-id) //OPTIONAL
.encryptionContext(additionalEncryptionContext) //OPTIONAL

.build()).branchKeyIdentifier();
C#/ .NET

var additionalEncryptionContext = new Dictionary<string, string>();
additionalEncryptionContext.Add("Additional Encryption Context for", "custom
branch key id");

var branchKeyId = keystore.CreateKey(new CreateKeyInput

{
BranchKeyIdentifier = "custom-branch-key-id", // OPTIONAL
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EncryptionContext = additionalEncryptionContext // OPTIONAL
1);

Rust

let additional_encryption_context = HashMap::from([

("Additional Encryption Context for".to_string(), "custom branch key
id".to_string())
1);

let branch_key_id = keystore.create_key()
.branch_key_identifier("custom-branch-key-id") // OPTIONAL
.encryption_context(additional_encryption_context) // OPTIONAL
.send()
.await?
.branch_key_identifier
.unwrap();

B, CreateKeyBRESELETIIE,

o 5 4 WRHVIE A ME—FBIHS (UUID) branch-key-id ( BRIEEIEE T BET branch-key-id).
« DX EMRANE 4 Bk UUID
+ ISO 8601 HEfMEFEE N timestampty , ABEBRZER (UTC) BE1{L,

A&, CreateKeyBRMESEA TIFERMI kms:GenerateDataKeyWithoutPlaintext,

"EncryptionContext": {
"branch-key-id" : "branch-key-id",
"type" : "type",
"create-time" : "timestamp",
"logical-key-store-name" : "the logical table name for your key store",
"kms-arn" : the KMS key ARN,
"hierarchy-version" : "1",
"aws-crypto-ec:contextKey": "contextValue"
3,
"KeyId": "the KMS key ARN you specified in your key store actions",
"NumberOfBytes": "32"

BYDXER
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@® Note
CreateKey BEEERVEAT S SR NEETR , IELAHREEREREATESM
%, EMELRBTRELNESRERED, WEHEEFR , F2EAEHRER keyring 1T
Al = Nz,

EE | CreateKeyiRESMM kms:ReEncrypt , BB EFHMBRBREL 7 X SBNERAFREE,

B#% , CreateKeyZ{EEMIY ddb : TransactWriteltems REAFIER , ZEESREEELE 2 F
BUMERKRTN I 28, HEEEETIBM,

"branch-key-id" : branch-key-id,

"type" : "branch:ACTIVE",

"enc" : the branch key returned by the GenerateDataKeyWithoutPlaintext call,
"version": "branch:version:the branch key version UUID",

"create-time" : "timestamp",

"kms-arn" : "the KMS key ARN you specified in Step 1",

"hierarchy-version" : "1",

"aws-crypto-ec:contextKey": "contextValue"

WIRER P D XS8R

BED R -RRARE—EERTRE. —BRME  SEFEATDXERRAIBERARHZZEH
R, ER , !&TLXE“:%UE*EE%VE%#J IRERNEE , YHEMER T D X SR|MAVWIRIER,

DXER/IGARMBEXFER TR, CHAARTENBREXFERTRNE—IRER, BLER
TTEREFEELEHE—N 2 U THIRSR B 28 BUEANE#Y, ERTEEBRELARE
ZH, HXEWALSTERIB 79 B/ SR 2° ER—NIX LM, RAERARIELE , BhRE
BHRENWRURNBUTER , EEFTERRERPN I ZER,

DRERNVERAPRASRFEATRE , BEREEEBRAL, BERNERT S XSRTEANHT
MERE , HEEZARITEFRNERER  ENATUENCHLRESESRREZCHEERDM
ZNERER.
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/A Warning

ERARREPRRS XRIBRELERN, SEELERCHBRN I ZEBR. ELEAEHRE

FRIBREEMEZLEAMAEE ID WD XREF , ATESRETHIRE

- ERPAESITHERN TREEREETRIFH
BEARERIHTHEARSEACHEBRN D XSREMBER

- EAERBRD IMBRNEREERR

=

BEMIERESAREPNINBR R

- RV DX EWZE , FFERMEE keyring 2E T
- REEREERE D XE® IDs

FrEMET A
EERBRD L8 , BLEEKms:GenerateDataKeyWithoutPlaintext 1 kms:ReEncrypt ¥l
WERIERTN S ZS8®

£ VersionKeyBRERBRIEA TN 2 28, ELBHPEAT I ZSRE  FEUFTNI S8
DR R IR AR, ERWRER T2 X8I | branch-key-id T28#F, E&MFLW Bbranch-
key-id , XEIEETHKB B HIEAR DX E8H VersionKey,

Java

keystore.VersionKey(
VersionKeyInput.builder()
.branchKeyIdentifier("branch-key-id")
.build()
);
C#/ .NET
keystore.VersionKey(new VersionKeyInput{BranchKeyIdentifier = branchKeyId});

Rust

keystore.version_key()
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.branch_key_identifier(branch_key_id)
.send()
.await?;
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Keyrings

BN AFmMERERNECENmEA AWS EREME SDK, LHAEASREENEIRE
DynamoDB Encryption Client B 0B & .

AWS Database Encryption SDK £/ keyring REITTEE INE . Keyring EE%, MEBERBZERE
. Keyrings BRERBESEMBRHENHE —ERESBRR , URNEXENSRNTESR., &F
LAE DR B S TE keyring , W MR EFIE EM B R TR keyringo

&) LB B 68 A B 18 keyring 2 S keyring A Z E keyring. H#ARLH keyring AIMAEE, MEK
BZERESE b BUREEERTERNT —EISERIEN keyring , HINNREEEERSBH keyring , I
#&# keyring B2 E it keyring & Ao

BMEBEEA keyring RRBENTE SR , UEZLRBALTERRERE , Hl20 AWS KMS
keyring , EfEHKIE AWS KMS keys & AWS Key Management Service(AWS KMS) K IN%, &
A REEAHESRYN keyring , ELLWIFRELNERLLEE (HSMs) FRZEHME LB
R IRE.

B keyring BRERZBER SRV IR SR , FREUARAELNER. FAYENERELRLNIE
SR, STREEASIERZSEE (HSM) SIeREEERZRREBNTESHR |, FlI0 AWS Key
Management Service(AWS KMS) 1y KMS &8s i inZ &MAWS CloudHSM,

AWS Database Encryption SDK 12 Z{# keyring 1 keyring #1588 , AT LA I B 2 89 BET keyringo
B L BT S EHER A EER 2 — R Z @ keyring B9% keyring,

&

* keyring B{AE4E

« AWS KMS #8 Rt

« AWS KMS FEE = keyring
« AWS KMS ECDH & Rt[8
« JRIR AES keyring

- JRIA RSA keyring

- F% ECDH $&RtE

« % & keyring
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keyring ZI1aliE{E

BANAFRMZREXECEF GRS AWS EREMNR SDK, A ASKENEIRM
DynamoDB Encryption Client 8 8E8& ..

ELTEERNERMBNEBWALE , AWS EREME SDK ER keyring RN E K, Keyring
SERMXFTERNSE®. A keyring PEBETESBMEBENERSB/ER , UREENSBMEEBN
MAC €88, AWS Database Encryption SDK ERAM X FE&\RIMBER K ARBRELERPBR
MNFERS®, AR, AWS EREMNZ SDK 8 T ZEMZER S| EHAEAN M EHER | B
minZMEEIE R, AWS Database Encryption SDK £ MAC €88 | FEiBM R AR ERLMATE
}=5C ENCRYPT_AND_SIGNT WM RFTE M ER A ST (HMACS)SIGN_ONLY,

ERMRERE , B EAZARMNEERNER keyring , AW keyring, BEERZER |, BH
keyring 2ZBRESH1FZEUINER keyring FEL —EIH L8,

AWS Database Encryption SDK E#§ %K & R £ 8 1M BHEREIEZE keyring , ¥ E K keyring f#

BHAFEM—E, keyring FAHTESBRAZHP—ENZENER SR  WEOEXFERNSR,
AWS Database Encryption SDK FRAMXFER SBRBEER, WR keyring PR BT ATE LR
AUEZEMAMENER SR | MRZRRES KK,

B AEAE — keyring , B AU HBEER R FEEEMN keyring BEKZ E keyring, BEEMBER
i, ZESBREEOHERZESRNMESBRIFESHSBRNENERSBELR , UREER
SIBMEREBAN MAC €88, ET LR keyring % keyring FEA—E LK SBRBZER,

AWS KMS & 2t

BPNAFHNEZEREXECENTE A AWS EREME SDK, LB ABEMNEIRA
DynamoDB Encryption Client 8 8E8& ..

AWS KMS Keyring £ A B IR RIFL W RSA AWS KMS keys REE, MBEMBZRER S/, AWS
Key Management Service (AWS KMS) ERZEEH KMS €38 , M7 FIPS BRAFITEBRZFRE.
BRERLRTEEAEEEUZE BN AWS KMS keyring = keyring,

B AT LAE AWS KMS keyring R ERAEBZEE KMS €48, NEFAZ EBIEHNFEEAMEEH
AWS KMS keys , 582BEH Z[EE AWS KMS keys, MNEZEFHSBOEEBENR , EF2H ( AWS
Key Management Service A B1EmE) PHNEAZEEHER,
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AWS KMS keyring I A B EMEZRENTE SR -

- BAERER  EERNFERSRIEENE, MZEERD keyring KRB —EELER TR,

- Hitb2if  MEELRESRELENMNFTERSR., AWS KMS keyrings AILAZEHZEH LS
R

EREREELRESBTREMEBERLE. B AWS KMS keyring RE—1{8 AWS KMS &8 , Z2RE
RREEMMBER R

BEPTA keyring —#k , AWS KMS keyring AISAE A |, th AT SAEEAE RS R REEE N EH M keyring
227 EEA

FE

« AWS KMS keyring By A ZEFF 7]

« 1£ AWS KMS keyring AWS KMS keys =155 Bl

« B3I AWS KMS keyring

- FRAZEE AWS KMS keys

« A AWS KMS &% keyring

- £/ AWS KMS EF#H#ZEK keyring

AWS KMS keyring K94 ZEFF 1]

AWS Database Encryption SDK REE , AWS 1RF b RKEEM AWS R, TiB , EEMFEH
AWS KMS keyring , REE1E keyring AWS KMS keys 1y EEH AWS tRF M T3 &KIKF T,

- BEMA AWS KMS keyring 1% , BEEELES S8 LM kms:GenerateDataKey 57, BEE
AWS KMS keyring AT B H At £ 8@HY kms:Encrypt FF 7,

- ZEFEMA AWS KMS keyring 8% , B E AWS KMS £ keyring F E2 — B8 F# kms:Decrypt
T,

- BEMAH AWS KMS keyring N ZLWIRME , BFEEELESR keyring FEERER/HN
kms:GenerateDataKey 3 7], BB EMAEHM AWS KMS keyring FFTE E b £#H kms:Encrypt
.

« EEFEHIEHETE RSA AWS KMS keyring 1% |, BFREE kms:GenerateDataKey 5 kms:Encrypt ,
HAREUEEEY keyring BEEEZARMENLESBM B, EAL keyring A FASHEITEMA
AWS KMS ®l, EEFEAIEETE RSA AWS KMS keyring % |, BFEE kms:Decrypt #F Ao
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ME FrA R EFMERR AWS KMS keys , 582 ( AWS Key Management Service B#& ABERM) &
05 5 BENFEES,

£ AWS KMS keyring AWS KMS keys H158 Al

AWS KMS Keyring AT A2 & —5 Z 8 AWS KMS keys, &EFE AWS KMS keyring A8 E AWS KMS
key , BBEAXEN AWS KMS €8BI/, S AR EM|MBBIRFRFEB keyring AWS KMS key H
W, gl RENZESEEMEMTRE. 01F S|/ABFHFEMEN AWS KMS key , FSE ( AWS
Key Management Service FiE A B188) DS M|EFITT.

REEEREAREARSERNEBESRALFT.

- BEMEM AWS KMS keyring & |, BRI SAMEMA T D, £ ARN, BB ABEHEIE ARN RN
&®l

® Note

WMRIEFE IR keyring A KMS EREER B ABIHEIE ARN |, IIZRESHE B w182R1H
BN £ ARN RFENFRER TSRO PEER T, ETERENE. HNENEETE
FERRBEMZEN RN KMS £18,

o ZEMFEH AWS KMS keyring 8% , B4 EEF 88 ARN KRB AWS KMS keys, MEFFMHER ,
BB ENEESR,

o ERARIMBNERN keyring F , BULEFEH S8 ARN K& 5l AWS KMS keyso

BEE | AWS BREMNS SDK 2188 AWS KMS keyring AWS KMS key , 23k Al fi# 53 H rh — @0

ZERESHRN . EWMS , AWS EREMNE SDK EHMRIERTNEENZERSBER T IIE
o

 AWS Database Encryption SDK & {41 #HE iR K P42 & BIES AWS KMS key INZEE R W £38
ARN,
« AWS Database Encryption SDK €# & AWS KMS key EGHAF £ ARN B 2 keyringo

. WRTE keyring B E| AWS KMS key EEHZ LM ARN 8 , AWS EREMZE SDK AWS KMS
SERMFEA KMS SBRBEMBNER SR,

- BRIEHIIT —EMZENERER (MREB).
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23 AWS KMS keyring

BRI LAEAER AWS KMS key S A [E AWS tkRF 1 AWS KMS keys FHIE — 5 %@ REEESE
AWS KMS keyring AWS [EiF, AWS KMS key 2 E ¥ BN S48 (SYMMETRIC_DEFAULT) = 3E¥
B RSAKMS ©i8, BaUFEABBMEZLESE KMS £, BRI BES AWS KMS BIRFPFEH—
RZEEIR,

ST LU ST INEZE TR R E R AWS KMS keyring , B T A2 B AR MBZREZH AWS KMS
keyringe BB AWS KMS keyring RINZE R , K EREELRER  ERARELEMNFE
WA ETNE AWS KMS key B . ERESREHE LE KMS £RERE, A%, WREEE &
AL EH AL AWS KMS keys RINZEMHENMEXFER SR, BEMBZI keyring REHN IR
I , BERANBRE keyring HBEBEED —ETE keyring  AWS KMS keys EZEH = no AWS KMS
keys. (8% I AWS KMS keyring AWS KMS keys BBAWS KMS #£3& keyring. )

0% keyring = multi-keyring P FTE SHE SBE L LM MBRER €8, MR T ITLSB/EE
N mMEZELEE LK, Ht , FiUELEHEE keyring PAIE BN LET, NMREFEHIRR
keyring RINZE X , |/ EEBMNBZRES keyring P INZ |, IFRIES KK,

T5IEEHIEA CreateAwsKmsMrkMultiKeyring 52 B EEHBEMNE KMS £888 AWS KMS
keyring, CreateAwsKmsMrkMultiKeyring A2 B EHE I AWS KMS A F % , R keyring #%
FREEE-EFNZEHESE, ELEHFFEASE ARNs REFI KMS £&, MEFHMEN , F2
BI1E AWS KMS keyring AWS KMS keys 158 Bl

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =

CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyArn)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput
{

Generator = kmsKeyArn

i
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var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

Rust

let provider_config = MaterialProvidersConfig: :buildexr().build()?;
let mat_prov = client::Client::from_conf(provider_config)?;
let kms_keyring = mat_prov

.create_aws_kms_mrk_multi_keyring()

.generator(kms_key_id)

.send()

.await?;

THI€EHIfER CreateAwsKmsRsaKeyring 5 A2 1 EE IEETE RSA KMS £88# AWS KMS
keyring. & E2 7 IEHH RSA AWS KMS keyring , SEiRE T HIE,

kmsClient : B ¥HY AWS KMS A Fif

kmsKeyID : i BIIEE T RSA KMS £ €88 ARN

« publicKey : UTF-8 #® & PEM #X# ByteBuffer , R RIBEIELHS < MM L E £ kmsKeyID
« encryptionAlgorithm : MNEEE EBEE RSAES_OAEP_SHA_2568, RSAES_OAEP_SHA_1

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsRsaKeyringInput createAwsKmsRsaKeyringInput =
CreateAwsKmsRsaKeyringInput.builder()
.kmsClient(KmsClient.create())
.kmsKeyId(rsakMSKeyArn)
.publicKey(publicKey)
.encryptionAlgorithm(EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256)
.build();
IKeyring awsKmsRsaKeyring =
matProv.CreateAwsKmsRsaKeyring(createAwsKmsRsaKeyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
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var createAwsKmsRsaKeyringInput = new CreateAwsKmsRsaKeyringInput

{

KmsClient = new AmazonKeyManagementServiceClient(),

KmsKeyId = rsakMSKeyArn,

PublicKey = publicKey,

EncryptionAlgorithm = EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256
};
IKeyring awsKmsRsaKeyring =
matProv.CreateAwsKmsRsaKeyring(createAwsKmsRsaKeyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
let sdk_config =
aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let kms_rsa_keyring = mpl
.create_aws_kms_rsa_keyring()
.kms_key_id(rsa_kms_key_arn)
.public_key(public_key)

.encryption_algorithm(aws_sdk_kms: :types: :EncryptionAlgorithmSpec: :RsaesOaepSha256)
.kms_client(aws_sdk_kms::Client: :new(&sdk_config))
.send()
.await?;

£ % EE AWS KMS keys

BRI AE A Z[EE AWS KMS keys & AWS ERIEMNZ SDK AR IR LR, WREFEAZSEHSE
WETINE AWS B3 , AT UERATRE PHWHEEZ EHSW\ETHE AWS EiF,

ZEE KMS €882 —#H7TE AWS KMS keys 9 AWS [Ei, , EEHEREN S\ RTS8 1D, &H
DEAEBLHEEEE A REBTHETEEREFTRERNESE K. ZEHSBIEERNKHERNE
HEG  EERFIFTEET—FEAESPNE , Y EFEAESIHEE K MEZTETEREFY AWS KMS,
NEZEHSMHEEER , F28  AWS Key Management Service B ABER) THERAZE
e

ATXEZESESH , AWS EREME SDK AWS KMS multi-Region-aware keyringo
MtCreateAwsKmsMrkMultiKeyring G ZRR X RE—EHNZ EHESHE,
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- HRE—EFHE® , multi-Region-aware 5k 1T HELE — [E15 AWS KMS keyring #E. EREE
AFEANBERNE - EEHSR/RBENEXTF. &7 EHLEN AWS KMS keyring B85 , RMEZ
BB EEREREBME KMS €888 |, £/ CreateAwsKmsMrkMultiKeyring# i,

- HRZEHREI8 , multi-Region-awarefFHi g EREARNBZERERNZ EEREIE , RELE
ENEESPEAEENS ERRSIRREZINE LT,

EEEZME KMS £#8 K multi-Region-aware keyring # , B ELHEE—EFSNZEEHLE, T
B, BRER—EEENZEGSRPIEE— B8, NREFEAEENSE D EEZESBER
&, BERTUE R,

THEBIFERZEE KMS £ AWS KMS keyring, ELEFlIIEEZ BHSH/BAELREEH
ME-—EFHTHRUATER.

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(multiRegionKeyArn)
.kmsKeyIds(Collections.singletonList(kmsKeyArn))
.build();
IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput
{

Generator = multiRegionKeyArn,

KmsKeyIds = new List<String> { kmsKeyArn }

};
var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
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let aws_kms_mrk_multi_keyring = mpl
.create_aws_kms_mrk_multi_keyring()
.generator(multiRegion_key_arn)
.kms_key_ids(vec![key_arn.to_string()])
.send()
.await?;

ERFERAZEE AWS KMS keyring B, BAINEBENERNPRZNBE N FRIFERER . BELBRK
EXBENEZENF , FELCERENZENFHESY , FAMEZEHSWNS® ARN RETEEL
% [EiFmulti-Region-aware &k, MREETRMWES (Hlw , BFEMNEFNEE ) PEEEHEBZESE
W £ ARN , multi-Region-aware 5% & A It 8 H I5 [ 5 [ 1 AWS KMS key,

EBEEX THER , multi-Region-aware i EE £ ARN, EREZ—HEBRZESSB/PHN —
E<£%# ARN,

FBHALER AWSKMS ZEFHEREFRIERNTHRE, ERFEXNTREZR , EFFEETM
AWS KMS keys, ( t1FEE—[E1E AWS KMS R keyring WABRIEF , 5528 FH AWS KMS i&%E

keyringo )
MREBEAZEFHESWME , AIFERFER PP multi-Region-aware fF iR 2 E 5 £ A A [E 15 P AV HHEI =

ESERRER, WRAFE  FUEAK,. £RREXP , AWS ERENE SDK FTEERH AR
MENZ B ERETE RSN,

£ AWS KMS #RZ keyring

RZE  BREERREE AWS ENEMNDS SDK AJUAFEANSE SR, TEERLBEER , B
F AWS KMS ##% keyring , #% AWS KMS £ BRHEIAZIEEN B/, TiB , BHATUEIAWS
KMS % keyring , i iR RIEET DL LI AWS KMS keyring,

AWS Database Encryption SDK & AWS KMS % [EiF £ 1R it Z%E AWS KMS % keyring FiRER
keyring. MEB KO AWS ERIEME SDK FHAZEFHESWRNEN , F2E £HZEH AWS KMS

keyso

RATCREEEMAEEER , B’RK keyring BEMBZER, MREEARRE keyring RINBEH , FiR
REEREARESTRED  MBRES KM,

R | R keyring W3 AWS Database Encryption SDK i INZR#Y & Bl £ 88 AWS KMS RER##
2 AWS KMS key ERIMMEZENER & , ERHEEETRERTFIZEE AWS KMS key, REE/FWLH
¥EAH Wkms:DecryptFFAlbF , FEALF & B ZH AWS KMS key,
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/A Important

MREHEBBNZSTRED TS AWS KMS &3 keyring , RIHRZKR keyring EB RS S RES
Ht keyring IEERFTA KMS £IRH. 22772 RIEFNTARARFZONRE K, MRE
EFRR3R keyring RINZER , BREZEBERARES keyring F , MBREFES KK

AWS Database Encryption SDK £t AWS KMS &% keyring , FEfER. i , ERTIER , 2
REEURRFERABRERSIMN keyring.

- EEM - &K AWS KMS keyring AT A E A AR MEZEMEHER P ER SBAEMR AWS KMS key , R
ERREAEEFERAZES/ME AWS KMS key BT, EFRET R EE AWS KMS key AFTEEH
. Bl EP—ENENER SR TR ELSHEBENER T INE AWS KMS key , FAZB
ATBAEA .

o HEBAMEE - ]RE AWS KMS keyring AIgELL Efth keyring E 18 , A& AWS Database Encryption
SDK 2ERBEFIEMZNER S8 | TIF AWS KMS keys Hf AWS tRF #l B i ER
€88 , ME AWS KMS keys 2 AN ERFER HETHER,

MBEFERRE keyring , RPBEBEEARREHZRIFERES KMS £88 , EESBTANEE AWS
RE M DEEPHNER. WFESKIRS ID NMIENENRE , F2E PWEN AWS 1RF FEEIFFA
ARN #&ILAWS —fix&#,

THREAFEHFSERH AWS KMS RREHZIFHRETEELIRE keyring , 1% AWS BRI E M SDK
AT AR KMS 8RR HIEaws 7 E|[EF111122223333&HIRF PS8,

FEAKRENE A, FEE6 AWS IRF Mo EEEIRRA AWSIRF Mo EIENERE. MREN
KMS €U RFPEIEE , FEAaws-cnF EIEE. WREN KMS £8UR - AWS GovCloud (US)
Regions , @B Aaws-us-govo EIEE. HRMEHM AWS B , FERAaws 2 EI[EE.

Java

// Create discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.buildexr()

£ AWS KMS R keyring 51
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.discoveryFilter(discoveryFilter)

.build();
IKeyring decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

C#/.NET

// Create discovery filter
var discoveryFilter = new DiscoveryFilter
{
Partition = "aws",
AccountIds = 111122223333
};
// Create the discovery keyring
var createAwsKmsMrkDiscoveryMultiKeyringInput = new
CreateAwsKmsMrkDiscoveryMultiKeyringInput
{
DiscoveryFilter = discoveryFilter
};
var decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

Rust

// Create discovery filter

let discovery_filter = DiscoveryFilter::buildex()
.partition("aws")
.account_ids(111122223333)
.build()?;

// Create the discovery keyring

let decrypt_keyring = mpl
.create_aws_kms_mrk_discovery_multi_keyring()
.discovery_filter(discovery_filter)
.send()
.await?;

£ AWS KMS EF#RZE keyring

AWS KMS EIFIRFE keyring K IEE KMS €88 ARNs keyring. #Ritt , ©RAFF AWS EREMZR
SDK EfEH KMS £#81#THZ AWS [EiF,
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£/ AWS KMS EIFiREK keyring SEZEF , AWS EREMNT SDK M FRIEIEE AWS KMS key 1 T
MENEAINEZEERSE® AWS Bifl, BEERY , BEAXAENBEEREH AWS B WIEE AWS
KMS keys F , #EEE 4 —1{@ Hkms : DecryptFF A,

BHEMIRE keyring —#k , [BIHIREK keyring TEFENE, REEBREMZNBURETER. NRE
EARMBNREZNSSEERFERARITIRE keyring , IREEREZRI AN, NREFERASESE
& keyring RiNHER , MR EEBMBZERES keyring FINE , MBRES KK,

/A Important

MREEBBLZEREDRTE AWS KMS BIFIRE keyring , BIFIRE keyring EB R Z iR
S EM keyring IEEMFIE KMS £RREl, ?77ZRENTRAEARGZIONERE K. R
3] AWS KMS keyring & 5% keyring A , TEFENE,

AWS Database Encryption SDK F#Y [EIFIRER keyring EREMFAEEEE T KMS SBETHER,
BERERRRE keyring B , WA LUE AWS KMS A Fis LEE Eifl, EL AWS EREME SDK BE
TEKEHEIE KMS £88 , E AWS KMS S HIEEREFHUAN KMS £ KX BEEFE R,

MRIEERARR keyring , RN BB EERRREBGRM , BEZPERAH KMS 2I|RIRBBIEE AWS
tRF M o EEPHEER,

Bl |, FTHRAESERIRZEZIFEREIL AWS KMS EIFHERE keyring. It keyring #§ AWS & ¥ E
in%: SDK [REIEXEBEFESE ( B ) EE (us-west-2) HIRE 111122223333 Y KMS €48,

Java

// Create the discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.buildexr()
.discoveryFilter(discoveryFilter)
.regions("us-west-2")
.build();
IKeyring decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);
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C#/.NET

// Create discovery filter
var discoveryFilter = new DiscoveryFilter
{
Partition = "aws",
AccountIds = 111122223333
};
// Create the discovery keyring
var createAwsKmsMrkDiscoveryMultiKeyringInput = new
CreateAwsKmsMrkDiscoveryMultiKeyringInput
{
DiscoveryFilter = discoveryFilter,
Regions = us-west-2
};
var decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

Rust

// Create discovery filter

let discovery_filter = DiscoveryFilter::buildex()
.partition("aws")
.account_ids(111122223333)
.build()?;

// Create the discovery keyring

let decrypt_keyring = mpl
.create_aws_kms_mrk_discovery_multi_keyring()
.discovery_filter(discovery_filter)
.regions(us-west-2)
.send()
.await?;

AWS KMS B&E = keyring

BAENAFRMZREXECEFHE S AWS EREMNR SDK, HAZEASERENIRME
DynamoDB Encryption Client B tHBI&E .
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® Note

H2023F7 824 B, TXEERABASHEREEYINS XER, BUFND XER®
DREERECERBASRENBRINSRERE,

EF AWS KMS BEE X keyring , BRI AEH BN KMS S8 TREZEMELER , MEFE AWS
KMS EEXMEZS A ZCHERTL . BRFELE WHURZEZENEARER AWS KMS |, SR AT
EREFAREERREREMRMTERELZLERNEARS  ERREFNERE,

PEE N keyring R —BRIBHFEEENRIFRL R , EBFEARSEE Amazon DynamoDB ER TR A H
AWS KMS ZRED €88 , URMENBZIRIEPFEAN SRS X EBE R R AWS KMS
IR %, DynamoDB BRIk ASBTHE K TEENRESI X8, cEEREAYTN s 28
NAEERN X228, EFAT X SBEEHTN D Z2BIRE, BEX keyring I SEMETE>
FAK-—NWERNZEEE 6 UEATEEEATIXESRNE —ILESBRNBEEERNE SR, K
B keyring BURRERA R 2 X R5|REHITE TR ESIBZBEIHNEEE.

B keyring BEEASES XERRAKBESEHER, B2 , EUURHESERERATIXE
WOEE , YHEFEAT S XSRNWIER, SXSR/NERPRISREERT , BERGKER
BRI, BIRNERP S XERTESARBMTMRERE  ENUIUEHNAREZRE,

EXRBTERIPBEER keyring i , TEEUAERE., BOLEERIES , ERsXBERER
BIREMARENEB LR , ARBHERIREFBEH, BEEX keyring & AWS KMS FEI — R RE
DXL WEREPE—IXIEE branch-key-id BiEE 9 X EBME, RE  sXxsEmpar
RAEARRES |, YEEFEAREERIBRFBHAbranch-key-idZ BINFIE MZEMERRME, X
BRI E D @M BRI AWS KMS B, flin , 5FEE 15 2 ENIREPRHl, MRBERKR
HUBR FI 1T 10 , 000 {ENZRR4E , AIEH AWS KMS keyring #$EE#1T 10 , 000 )X AWS KMS [/
n, LURZ 10, 000 @EHRE, MREF—EERAFH branch-key-id , FEE keyring AR E
EY—)X AWS KMS , BUm 2 10, 000 iz g4,

RS NBERNERZERNTH. MEERNRREAT, ZSWRBEESTR , XERFEARPIEM
FRME  BEEREBEHBHAL, BREHNRENERAIPRERFERINN D ZS8 1D MRABAEM
R, TEEEEEARES XS D MRAHEBHFERBIRE , BEEIRERHIBE AL, ERE
—RAUTFHRMER S XSBNZERAR, EARBIRIGEEAMFEHA Bbranch key ID supplier , &AL
—RBREREZEERAT ISR D X SB/MH,
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@® Note
AWS BRI EME SDK A EREIMFEE R keyring #SE AWS KMS BEE I keyring.

FHE

- BEFZK

N i

- FREMEFH

- EERE

« BEUREE keyring

- FAKER keyring EITAIESNH

BRI

THZELSERRAKEER keyring NATHEE MBZMBZAE | AR keyring ¥ IR E IR EETH
TR, NMETESBITENMNFTERSBMBREFOEMFMAER , FSBAWS KMS BEEX
keyring T E o

mEMEE
THZELHERRAEEN keyring MAHESMBERLITER - NI RZR.

1. MEFESEEER keyring AEMEZEER, Keyring BELEMXFER TR , ABBELRHIRE
TREEEERN I ER/MBRELETR SR, NWRBFERNSIS|WMHE , keyring SREE
1THER 4,

2. WMRREERNS ZSWMHE , BEEX keyring BEHEAT I X ERNSBERE.

a. TWMERESFWY AWS KMS REFERP I XER , XEOMXFERP OISR, &5
ERP A ZERNEREFINL , EBRZT PR MERRENER (AAD) AWS KMS,

b. TMEMNESELMANFIXER , URAHFIZT XERHER | flUD X WA,

3. BEE keyring EHE T XEWMME (MXFOXEBNDXERRAE ) , UKEXRFRESHE
RELH,

4. BEER keyring RRMEXF O X EMM 16 U T/HPEHERITER —NIRSR, SEATENTER
EWMRMBME L FER R BIR
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MBRFEEAMZERRMNBMEFZC K, WEMMAE AWS EREMNE SDK HINEMEBLCHNF
WMER , FSRANENEE.

R BT
THZELHERRAEEN keyring MAEEHEBRERLBRMBNER SR,

1. BESESENBLHENERRBUPBINENER SR , IREBEEEREEN keyring,

2. BB keyring EEANEZERSRNERERFIL , BFEIXEWRA, 16 LTl salt, 2
RERERS|/UOAMENHMEEA,
wE n¥%ﬂ1ﬁnﬂ R Z ZRAWS KMS R keyrlng F i 5 Al E F o

3. BERE keyring EREAMRIHDEEFESR 2 PRGNS X EWMRAEFN BN D &R/
B, MRABAVRNDXE|/MB, keyring ERBEEITIER 6,

4. MEREEHRNDZEBMHE , BEER keyring EEHANELTR 2 PRBI DX EBRAN S X E]
FRIE,

a. %ﬁ%ﬁﬁ&ln__uéﬂ?ﬂll AWS KMS RER D X il , WEOMXFIERP D X ER, BBEMAP
DXRERMONERSFIE , AERRFUDREEBERTNER (AAD) AWS KMS,

b. TWMENESELMANFIXER , URARBIZD XERNER | flUD X EWMRA,

5. BEE keyring EME S XE|MME (MXFOXERBNOXIERIRE ) , UKEXRFRESHE
REL,

6. PFEB keyring EALR 2 PREBINMEE D XM BN 16 L THNE  RERNBER SR
HE—BREMR,

7. BEE keyring FREHNBERTRRBEZRERN TR  YEORNFZEHER.

BEREERBEMBNEXFERTRRERNRILE, WEWME AWS EBENZE SDK H##
&.*ﬂ%ﬁkf’énﬂﬁiﬁ’]#"fﬂiﬁnﬂ nﬁ e ﬁﬂgﬁ 'ﬂ]%nm

FORIRF

EEEINEARER keyring 28I ,

"

ATRER S T HIRRRME

- BRENTRETHNEEEECEVSRERE  YRVED —EERATHNDZER,
- BERESREHESF
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® Note

AR E%iﬁﬁﬁﬂlﬁiﬁﬁﬁ REE A LAATHVRME | URBEE R keyring ATLAERIAY KMS &
. MEFMER , F2REBEREDFE.

s BEEERNERASREHREN D X S|ATEN AWS KMS 5F1], MEFMERR , 52 [8the
section called “FFEMIFF A",

s BERBZENRIER  YREKHFESLEROREIER, MEFMENR , 552E the section
called “iZEHREV

eSO

AWS Database Encryption SDK FFEE AWS tkF , B R KBEM AWS k. T8 , EEFERAEE
X keyring , BFE AWS 1RF M T EEEREREFHBINENHKEFF T AWS KMS key(s).

- BEFEARER keyring INEFMBHER , BLFE kms:Decrypt,
- FEEEVNRRD IS , BFE kms:GenerateDataKeyWithoutPlaintext #l kms:ReEncrypt.

NMFEFHEIZERVNEREFREFIRNFEEN , 52 Hthe section called “BEF HIEERAVFT
EO

JEEIREL

FEE I keyring AR A E EITHFIEE , AWS KMS FEREANERIARMEMNBEZRRIEND X
EIWMMB, EEIUMEE keyring 281 , BFBREBEANRIER, B UEARRRNFEFTR
B, UBEREEHNER,

FEE keyring X E T HIREVER .

« the section called “FAF%RE”

the section called “MultiThreadedtREX”

the section called “StormTracking REX”

the section called “3£ F{RE”
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FRRIREL

HRAZEEAE K ARTERARHIATHESR, AN EEXBERESHITRRE. E9XSBY
#11E BB HARE | FAERREL AWS KMS €1281 10 B A —E# 1T , UE I ZEBITEEWU S T SBH
BIEE, EHERRE —BHTEASFEREIEZE AWS KMS LAE FHEERE,

JEEZ# StormTracking IREVZ BEMHEINETHEER K EBLREEEFERAARRINEARE, NEE
R RELEET |, 5 A the section called “StormTracking RE,

BRIFCBERFT T EARRNPEFAN S XERMHEEHE , TREIEER keyring KA FEEE
ERINEE, IREREERNER , BEX keyring EFEATERRIEE WA ARTERER
1000,

HREFERRE , FEETIIE :
- EARE : RETEARRINPERN D XEWMIEE BE,

Java

.cache(CacheType.builder()
.Default(DefaultCache.builder()
.entryCapacity(100)

.build())

C#/ NET

CacheType defaultCache = new CacheType

{
Default = new DefaultCache{EntryCapacity = 100}

};
Rust

let cache: CacheType = CacheType::Default(
DefaultCache: :builder()
.entry_capacity(100)
.build()?z,
);
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MultiThreaded R EX

MultiThreaded I RERAI EZHITHRIREPZEMEA , BEETIREMINEER K/ ML AWS KMS 5

Amazon DynamoDB FFil, Hit , E5 X RMAEBBHE  IEHTHRBSERKRIEMN, EF
BEZE B ZE AWS KMS I B3 &I R A

£ EFHAMultiThreadedREX |, SBIEETYIE :

- BARE  RESXSRAUHEENRHE , EERE JUERERBIRIF,
- HEBHERA/)D  EREFNEEREREMSHNEERE,

HEII

.cache(CacheType.builder()
.MultiThreaded(MultiThreadedCache.buildex()
.entryCapacity(100)
.entryPruningTailSize(1)

.build())

C#/ .NET

CacheType multithreadedCache = new CacheType

{
MultiThreaded = new MultiThreadedCache
{
EntryCapacity = 100,
EntryPruningTailSize = 1
}
};

Rust

CacheType: :MultiThreaded(

MultiThreadedCache: :buildex()
.entry_capacity(100)
.entry_pruning_tail_size(1)
.build()?)
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StormTracking TREY

StormTracking IREREE X EAXEZHITHIRE, B9 XSB/MEIEB BHE , StormTracking HREX
AWS KMS € BA— A8l TR/ SR/M P EESELBH , UM ILSEHTERWN, ETERRE—
BTG FEREIEE AWS KMS L E FHEIBREY,

ZZ A StormTracking HRER , EEIEE T JIE :

- EARE  RETEAERRNPERN D ZSR/ABIEE #E.

FAER{E : 1000 BB B
- HEBHERAD  EB-XREBEN S ISR/ BIEEHE,

FaRRE 1 EEE
- BRY  ERBHERENBES ISR BNDE

BRE: 10
* Grace B : EREXRENBEES ISR B BN E,

FEERE 1P
« Fanout: ERXTERERENRES) X SB/MEHRE,

TEERE : 20 RER

- MITHEERE (TTL) : EREZNEAENEES ISRV EREFNDE. SERIE
B BANoSuchEntryEfE BfGetCacheEntry , Z9 X ¢ BEWB AL EEHF , EEIEF
FPutCacheIEHEEAHRMN R A L,

FERE 108
o {KERK : EE&fanOutiBiB BFETRERIENPE,

FHRE : 20 EW

Java

.cache(CacheType.builder()
.StormTracking(StormTrackingCache.builder()
.entryCapacity(100)
.entryPruningTailSize(1)
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.gracePeriod(10)
.gracelnterval(l)
.fanOut(20)
.inFlightTTL(10)
.sleepMilli(20)
.build())

C#/ .NET

CacheType stormTrackingCache = new CacheType

{
StormTracking = new StormTrackingCache
{
EntryCapacity = 100,
EntryPruningTailSize = 1,
FanOut = 20,
GraceInterval = 1,
GracePeriod = 10,
InFlightTTL = 10,
SleepMilli = 20

};
Rust

CacheType: :StormTracking(

StormTrackingCache: :builder()
.entry_capacity(100)
.entry_pruning_tail_size(1)
.grace_period(10)
.grace_interval(1)
.fan_out(20)
.in_flight_ttl(10)
.sleep_milli(20)

.build()?)

R REX
RIFFARR , BB keyring BEEERHITERL keyring FEMHATAMIRE, T8 , HHREA

FREZERE keyring HAMRE , EHRBERLER, AR TEASELHTERLAEER
keyring B HNZHREM AR , MEELERPRFEE—EARE , FFIE2EZTHEE keyring
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HALMER. XRRIMALERE keyring ZBERFRREZES , FPRZELREERAE, MRt ,
PEE X keyring AT AFEAHEIR ERREL , B BEEEEBEAZ™,

B HAREE  SNAERREER, BOLUHEE the section called “TAFZTREL”, the section called
“MultiThreadedREV" 5% the section called “StormTracking REUMAREGER | SSEAREAEBTHNEET
HREL,

ERoE

ZEREE keyring TUAFERAE—HLARE, EREALARBEILIEER keyring B , B UERE
AW EIE ID, 2EIE IDEES>EEARBMEE keyring. MRM{EFEE keyring Z2EMHEN 2
ZI[E ID, logical key store nameM 4 &8 ID , AIM1E keyring A ERE P HAHEBNIREIER. &0
REEIMEEEHEREARBABEER keyring , B2 EIE IDs FF , AIFME keyring REFEH A
REAEBEEESEENRIIEE. 27EEEZXARNPRERESE , AFESERER keyring £
BCHNEESIIE LB EE, MAETEERES —EIEEPHNER.

MREEESEFAREALEEFHNIREEE , BXHBEEZEHCHPEIE ID, BEEIEE ID FE
ZREER keyring & , keyring JUERFERAEFEARAREFPWIREUER |, MA S ERXEENE E#H
RESXE|/ME. WREBRIEEDZIE ID, AIBXEHTERLEER keyring B , RIKFEH®
M —# 2 EI[E ID IR keyringo

THREFRENMAIERFERREEREHARE , YRR EREZEEE keyring.

1. EAMERMERNE CryptographicMaterialsCache(MPL) #3Z (CMC). https://
github.com/aws/aws-cryptographic-material-providers-library

Java

// Instantiate the MPL
final MaterialProviders matProv =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

// Create a CacheType object for the Default cache
final CacheType cache =
CacheType.buildex()
.Default(DefaultCache.builder().entryCapacity(100).build())
.build();
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// Create a CMC using the default cache
final CreateCryptographicMaterialsCachelInput cryptographicMaterialsCachelnput =
CreateCryptographicMaterialsCachelInput.builder()
.cache(cache)
.build();

final ICryptographicMaterialsCache sharedCryptographicMaterialsCache =
matProv.CreateCryptographicMaterialsCache(cryptographicMaterialsCacheInput);

C#/ .NET

// Instantiate the MPL
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Create a CacheType object for the Default cache
new CacheType { Default = new DefaultCache{EntryCapacity = 100} };

var cache

// Create a CMC using the default cache
var cryptographicMaterialsCacheInput = new
CreateCryptographicMaterialsCacheInput {Cache = cache};

var sharedCryptographicMaterialsCache =
materialProviders.CreateCryptographicMaterialsCache(cryptographicMaterialsCachelInput);

Rust

// Instantiate the MPL
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create a CacheType object for the default cache
let cache: CacheType = CacheType: :Default(
DefaultCache: :builder()
.entry_capacity(100)
.build()?z,
);

// Create a CMC using the default cache

let shared_cryptographic_materials_cache: CryptographicMaterialsCacheRef = mpl.
create_cryptographic_materials_cache()
.cache(cache)
.send()

BEEFRE 64



AWS BB EZE SDK AR

.await?;

2. BIUHAREMCacheType¥It,

sharedCryptographicMaterialsCache #S&BESER 1 FEIUM EEZEFH CacheType .

Java

// Create a CacheType object for the sharedCryptographicMaterialsCache
final CacheType sharedCache =
CacheType.buildex()
.Shared(sharedCryptographicMaterialsCache)
.build();

C#/ NET

// Create a CacheType object for the sharedCryptographicMaterialsCache
var sharedCache = new CacheType { Shared = sharedCryptographicMaterialsCache };

Rust

// Create a CacheType object for the shared_cryptographic_materials_cache
let shared_cache: CacheType =
CacheType: :Shared(shared_cryptographic_materials_cache);

3. #§sharedCache¥IH R 2 EEEIZHIPEE keyringo

EXRFEREAREEIREER keyring B , BRI LURIEER partitionID , MEZERKER
keyring Z B HAREIER, MREBRIEEDZIE ID , BB keyring BB & A keyring 18R —
Mo EE ID,

® Note
ﬂﬂ%fﬁﬁiﬁﬂjgﬂﬁ%ﬁﬂ“iﬂﬁ ID, X £88 ID B keyringlogical key store

name , BHIPEE keyring AR A ARBNPHNMERREER, IREFTHLEZE
keyring £ ARV IREVIEE | E'JM\?E%%“F%‘JE keyring SEFAE—EY D EI[E ID,
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FMBABER

THEHIEER BB keyringbranch key ID supplier , SRENR#1% 600 . METFIEBR

keyring fAREFF E X B FFMER , HSE the section called “IE I FEE keyring”s

Java

// Create the Hierarchical keyring
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()

.keyStore(keystore)
.branchKeyIdSupplier(branchKeyIdSupplier)
.tt1lSeconds(600)
.cache(sharedCache)
.partitionID(partitionlID)
.build();

final IKeyring hierarchicalKeyring =

matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ .NET

// Create the Hierarchical keyring

var createKeyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
KeyStore = keystore,
BranchKeyIdSupplier = branchKeyIdSupplier,
Cache = sharedCache,
TtlSeconds = 600,
PartitionId = partitionID
};

var keyring =

materialProviders.CreateAwsKmsHierarchicalKeyring(createKeyringInput);

Rust

// Create the Hierarchical keyring

let keyringl = mpl
.create_aws_kms_hierarchical_keyring()
.key_store(key_storel)
.branch_key_id(branch_key_id.clone())

// CryptographicMaterialsCacheRef is an Rc (Reference Counted), so if you

clone it to

EERE

66



AWS BB EZE SDK AR

// pass it to different Hierarchical Keyrings, it will still point to the
same

// underlying cache, and increment the reference count accordingly.

.cache(shared_cache.clone())

.ttl_seconds(600)

.partition_id(partition_id.clone())

.send()

.await?;

EMPEER keyring
EERVEER keyring , BAERBETIE :
- TREHREER

EREBEREEEEEIHN DynamoDB ERREZE , LBALHNESRENKE.

REXBRFI 7 B I/ (TTL)

DR EBMAEBEARBRIMABH R T AERODE, REPRS TTL SREMA FigiF AWS KMS
URBERA D XERWER, ZELARNRE, RERG TTLBHE , KEFTSRMHEE , ¥AE
REARRIRENF R

« D RETWEBIT

B LARFRERRTE branch-key-id REBBISREFHEFNE—FAF ISR , IRUIZER/ D
I,

PEXE® D EHEEFESERAERENZRABRTHOMA , RYUBERCEMEN D
&, BIBFHER  NMERARHRESTELIEMNIHFEE, TIB , BAILUEE
FASIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTZIB{mEZE{E , EMBART S HMEA,

EMR@A RS EEEEFSAECN I XSRNSHAFENECLR D XH| D #tEE. &9
LERS &R IDHEBAD XTI IDs BEUSRKNER  UEERRHERRAFHERS
XEW D, flmn , FREBBURLEK D XEWBA tenantl , Mk b3f61619-4d35-48ad-
a275-050f87e15122,
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HRBZERE , BUUBFEREE—BEXN keyring SRFEHE—HAFNMEE , LA UEAIXE
iR 1D fLIEm R B WLE A F B MR RC K,

(R ) tRE

MREBEBTRIFEERAIFHERRRINPN DX SR EIREHE | FEVHRIL keyring BFiE
ERIEHNAERE,

BB keyring TETHIREVER : 785%. MultiThreaded, StormTrackingM A, MEREBMAE
EEERNEBEHENFHEFRNES , 552 B the section called “EFREL,

MRBARIBERI , BEER keyring E BEBFEAFERRIER | WM ABTERES 1000,

(&HF ) 2ZIEID

WRIEIETE the section called “H FREY , MO LUIREBEZDEIE ID, 2EIE ID SFESEE ARE
HIBEE S keyring. MREREEEFARLAPEIEFRHREER K BXBEEEBECHDEIE ID,

BHLLADEIE ID IBEEMFE, IREBRIEESPZE ID, BUBSEHLHE—WIEIE ID 5K
# keyringo

WMEFMERNR , 552 B Partitions,

(@ Note
MREZEIMESZESEHEDEIE ID. Mo ZE£8 ID WY keyringlogical key store
name , ZBHIPEE keyring AL AL ARBPWHERIRBER, MREFFHFLEZRE
keyring 2t AERIMIREVER |, BIXBERBERE keyring A -2 Z[E ID,

(BA) BTHEMNEE
WMREE A RERFEEER keyring F KMS £ FEL , BAAENRIE keyring R AT A &
ENETHER.

FRABES XS 1D BIUREER keyring

THEHIRE AR EEFEED €488 ID. the section called “FEEZHREVFIRENR %] TTL 600 WY
BEE = keyringo

Java

final MaterialProviders matProv = MaterialProviders.builder()
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.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsHierarchicalKeyringInput keyringInput =

CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(branchKeyStoreName)
.branchKeyId(branch-key-id)
.ttlSeconds(600)
.build();

final Keyring hierarchicalKeyring =

matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
KeyStore = keystore,
BranchKeyIdSupplier = branchKeyIdSupplier,
TtlSeconds = 600

};

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);
Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let hierarchical_keyring = mpl
.create_aws_kms_hierarchical_keyring()
.branch_key_id(branch_key_id)
.key_store(branch_key_store_name)
.ttl_seconds(600)
.send()
.await?;

RS X £ ID HEREIEE keyring
THREFRENAERA D€ ID HEFEILREE keyring.
1. BM5X2i8 D LR
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THEHEASR 1 FEUNMEL X EREIZICHNERE , Wry

CreateDynamoDbEncryptionBranchKeyIdSupplier 2 DynamoDB F Fix# AWS

Database Encryption SDK 23 75X &8 ID {#FEmE,

Java

// Create friendly names for each branch-key-id

class ExampleBranchKeyIdSupplier implements IDynamoDbKeyBranchKeyIdSupplier {
private static String branchKeyIdForTenantl;
private static String branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
this.branchKeyIdForTenantl = tenantlId;
this.branchKeyIdForTenant2 = tenant2Id;
}
// Create the branch key ID supplier
final DynamoDbEncryption ddbEnc = DynamoDbEncryption.builder()
.DynamoDbEncryptionConfig(DynamoDbEncryptionConfig.buildexr().build())
.build();
final BranchKeyIdSupplier branchKeyIdSupplier =
ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSupplier(
CreateDynamoDbEncryptionBranchKeyIdSupplierInput.builder()
.ddbKeyBranchKeyIdSupplier(new ExampleBranchKeyIdSupplier(branch-
key-ID-tenantl, branch-key-ID-tenant2))
.build()).branchKeyIdSupplier();

C#/ .NET

// Create friendly names for each branch-key-id
class ExampleBranchKeyIdSupplier : DynamoDbKeyBranchKeyIdSupplierBase {
private String _branchKeyIdForTenantl;
private String _branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
this._branchKeyIdForTenantl = tenantlId;
this._branchKeyIdForTenant2 = tenant2Id;
}
// Create the branch key ID supplier
var ddbEnc = new DynamoDbEncryption(new DynamoDbEncryptionConfig());
var branchKeyIdSupplier = ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSupplier(
new CreateDynamoDbEncryptionBranchKeyIdSupplierInput
{

EUPREEN keyring
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DdbKeyBranchKeyIdSupplier = new ExampleBranchKeyIdSupplier(branch-key-
ID-tenantl, branch-key-ID-tenant2)
}) .BranchKeyIdSupplier;

Rust

// Create friendly names for each branch_key_id

pub struct ExampleBranchKeyIdSupplier {
branch_key_id_for_tenantl: String,
branch_key_id_for_tenant2: String,

impl ExampleBranchKeyIdSupplier {
pub fn new(tenantl_id: &str, tenant2_id: &str) -> Self {
Self {
branch_key_id_for_tenantl: tenantl_id.to_string(),
branch_key_id_for_tenant2: tenant2_id.to_string(),

// Create the branch key ID supplier

let dbesdk_config = DynamoDbEncryptionConfig::buildexr().build()?;

let dbesdk = dbesdk_client::Client::from_conf(dbesdk_config)?;

let supplier = ExampleBranchKeyIdSupplier::new(tenantl_branch_key_id,
tenant2_branch_key_id);

let branch_key_id_supplier = dbesdk
.create_dynamo_db_encryption_branch_key_id_supplier()
.ddb_key_branch_key_id_supplier(supplier)
.send()
.await?
.branch_key_id_supplier
.unwrap();

2. BYPEE keyring

THEHSERLSR 1 PEYN D X W ID HEFDHBLEER keyring , REURH TLL & 600
¥, REUK/NERA 1000,

Java

final MaterialProviders matProv = MaterialProviders.builder()
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.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()

.keyStore(keystore)

.branchKeyIdSupplier(branchKeyIdSupplier)

.ttlSeconds(600)

.cache(CacheType.builder() //OPTIONAL
.Default(DefaultCache.builder()
.entryCapacity(100)

.build())
.build();
final Keyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput
{

KeyStore = keystore,

BranchKeyIdSupplier = branchKeyIdSupplier,

TtlSeconds = 600,

Cache = new CacheType

{

Default = new DefaultCache { EntryCapacity = 100 }

1Y

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let hierarchical_keyring = mpl
.create_aws_kms_hierarchical_keyring()
.branch_key_id_supplier(branch_key_id_supplier)
.key_store(key_store)
.ttl_seconds(600)
.send()
.await?;
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EAMEER keyring T AT S N5

ESNZAIREETEZZFENENERTESNZNRKER. ENEBREREGEERMEMAAIRE
FEERHRSIRTH. "EBETESNE , ELAEAKBER keyring,

EMEFHECreateKeyRFEELE DX TRNERER. IXTRANCHEMNBNRRERE, EES
WAREEER.

DXERAEEELBIE AWS KMS key BER VI SREFRERBEIEENHERE, CreateKey
EFEIL AWS KMS AEE DX £#8% , ©EHXMI kms:GenerateDataKeyWithoutPlaintext , LAfsEF
UTHERELEGESE,

"EncryptionContext": {
"branch-key-id" : "branch-key-id",
"type" : type,
"create-time" : "timestamp",
"logical-key-store-name" : "the logical table name for your key store",
"kms-arn" : the KMS key ARN,
"hierarchy-version" : 1
1,
"KeyId": "the KMS key ARN",
"NumberOfBytes": "32"

ELEMEL®E  CreateKeyREEMM ddb : TransactWriteltems REBEAMERHEE , ELEE
BRES ZBANCEESRELN ) ZEBRFHRES,

ELREREEER, AWS ERENE SDK EEHEESRNSRENE. A%, cEEAN
HMAC extract-and-expand £ #$T4HEE (HKDF) , #EESREZECEEZBES K AEENEER
I HMAC €88,

HYyXTRAE , EWFREbranch-key-id9 &l RE—EEREERRE. EEESRKETSEH
#,

ERENEEZRAER

ELEREENESEENEEREE , BLERNGEESRE Y EREESBENNRINEERE
(TTL). FEEBENEFRERES XEBTENAERED, THREXBH R REMAkeySources
E—HFEREER , EiBbranch-key-idEEBABREN KB ENEESER,

EFAREE keyring EITAE S MR 73


https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_TransactWriteItems.html
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AWS &R E N SDK B ABRE
Java
keySource(BeaconKeySource.buildexr()
.single(SingleKeyStore.builder()
.keyId(branch-key-id)
.cacheTTL(6000)
.build())
.build())
C#/ .NET
KeySource = new BeaconKeySource
{
Single = new SingleKeyStore
{
KeyId = branch-key-id,
CacheTTL = 6000
}
}
Rust
.key_source(BeaconKeySource: :Single(
SingleKeyStore: :builder()
// “keyld® references a beacon key.
// For every branch key we create in the keystore,
// we also create a beacon key.
// This beacon key is not the same as the branch key,
// but is created with the same ID as the branch key.
.key_id(branch_key_id)
.cache_ttl1(6000)
.build()?z,
))
ERZHEFEREFNERERR
MREEZHFERE , BLAERE BIEE T 5{EkeySource,
keyFieldName
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ERFHEARAEERRFELEFERZEREMbranch-key-idAEBE HRL A

¥, keyFieldName AJIBAREMFE , BHRERETWAMBEEMRUNS , CLARHE N,
ERRHEBBAERNER SR ARAXRCKEEEE[EHENbranch-key-idEEERN &
FREL#ELT, ELAEEREMTESHEM  LEIERTECSEMENEESESERM
B WEFMET  FEREHZHEFERETHER.

» cacheTTL

EAREHERNA , GRS/ ARE TR TAEANDE, HELARARE., ERIRG
TTLBME , SRAMRIPBHIES,

- (M) RE

MREBEBTRIEER I FREARRENPN D Z SRV REHE , BEHAIL keyring
RiEERNERNEERE.

BEE X keyring XE T FIREVGER - 785%. MultiThreaded, StormTrackingM#F, FERETHN
AIERBEREBERNFREANEEDS , F52Bthe section called “EZFRE,

MRIEARIEERE , BB keyring EEEIERAFRRREER |, WAEABTERES 1000,

THEHEER D XEHR 1D HEFRIKER keyring , REUFRH TLL % 600 % , MEATES
1000,

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(branchKeyStoreName)
.branchKeyIdSupplier(branchKeyIdSupplier)
.tt1lSeconds(600)
.cache(CacheType.buildexr() //OPTIONAL
.Default(DefaultCache.builder()
.entryCapacity(1000)
.build())
.build();
final IKeyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

EFAREE keyring EITAE S MR 75



AWS BB EZE SDK AR

C#/.NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput
{

KeyStore = keystore,

BranchKeyIdSupplier = branchKeyIdSupplier,

TtlSeconds = 600,

Cache = new CacheType

{

Default = new DefaultCache { EntryCapacity = 1000 }

};

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);
Rust

let provider_config = MaterialProvidersConfig::buildexr().build()?;
let mat_prov = client::Client::from_conf(provider_config)?;
let kms_keyring = mat_prov
.create_aws_kms_hierarchical_keyring()
.branch_key_id(branch_key_id)
.key_store(key_store)
.ttl_seconds(600)
.send()
.await?;

AWS KMS ECDH #& 2t

BPNAFIRMZERXECEFTGE A AWS EREMNR SDK, Lt ASEENRE
DynamoDB Encryption Client 8 8E8 & ..

/A Important
AWS KMS ECDH keyring EEARMERHEERZXERN 1.5.0 iR EFHRA,
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AWS KMS ECDH keyring fEFJE BB IHZAWS KMS keys , EMAZBITELAHBEEE S
88, B, keyring EFA#EE 4R Diffie-Hellman (ECDH) €815 88 % , RETH4HEMN KMS £
HAMBGANLAESBPNAESBITERARE, AR, keyring EFAHARZETERLATES
& LUREERMZSEE., AWS Database Encryption SDK ARTE XA LSRN SBITTERE
(KDF_CTR_HMAC_SHA384) fr& £ 0T4EM NIST B,

SRITEHNESER 64 BEMTHENBEMR, ATHRRESHBERAERNOSBMR , AWS EREM
® SDK 2 AHE 32 AN THEMABRESE K BE N2 AN THABRARASE SR, EHEFE , MR
keyring MEERFREMBEHEAMBERBUANEREAZSRNLA LR | ABRES KK,
flan | MREMBFHEEEFEBLL Alice WFAE S8 F Bob B AE EMEREM keyring , Bl Bob FAE
S Alice WABEMERTEM keyring KERMENWAZESBNLA TSR |, WENRTLE. W
% Bob WABEEBTRRE KMS £i#8% , Bl Bob AJLAEE I F#s ECDH & 8 5 R 50 %o

AWS KMS ECDH keyring £/ AES-GCM £ ¥R &M INZiL sk, AR K ERSWEFEA AES-GCM
FERITENHAIRSRETEH MR, S8 AWS KMS ECDH keyring REEE— B AR LR/ E
A BAE S keyring FEBE T E 28 AWS KMS ECDH keyring S B H At keyring — 28 &,

*RE

« AWS KMS ECDH keyrings By % ZE5F 7]

« ¥ AWS KMS ECDH keyring

3 AWS KMS ECDH &% keyring

AWS KMS ECDH keyrings B A ZFF A

AWS Database Encryption SDK FEZE AWS tRF , th RAKFEEM AWS R, T8 , EEFEH AWS
KMS ECDH keyring , #8EZE AWS 1R F F T 5 keyring AWS KMS keys Ff BRIKFF ], SFAISRIBE
FERANSRGREBERMERTRE.

- HEMFMAKmsPrivateKeyToStaticPublicKey£RiFBEBIERRMZEMNBRLEK , BFEEF
HEIEEHT KMS 8% LM kms:GetPublicKey # kms:DeriveSharedSecret, MREEHTEE
1t keyring B EERMFHEN DER FHLAE SR , ARFEFHENIELEE KMS €8% L1
kms:DeriveSharedSecret FF 1,

- HEEMAKnsPublicKeyDiscovery& @i REBHRAELE , CEEREFYHE KVS £BY
L #9 kms:DeriveSharedSecret l kms:GetPublicKey #F 7,
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3 AWS KMS ECDH keyring

EEEITMZRMBZRERH AWS KMS ECDH keyring , &4 AE
FKmsPrivateKeyToStaticPublicKey &g EEEHiA, HEMF
FKmsPrivateKeyToStaticPublicKey & # iR #& &R 0251 AWS KMS ECDH keyring , &
HT5IE :

Hi

. B4EE AWS KMS key ID

HARBIKeyUsagelEA WIEEE NIST ZEMHEE IR (ECC)KMS £#¥KEY_AGREEMENT, %
HENARESBARITERARE,

- (BA) FHENLEER

AR DER #RIEH X509 AH 44 , A SubjectPublicKeyInfo(SPKI) , #1 RFC 5280 Ff
E&o

AWS KMS GetPublicKey BE & LAFTER DER mISHE N EE T KMS £B8EN A E £,

EERD keyring H1TH AWS KMS HILEE B UBEZERSHEN LTS8, NIERASH
ENNEEBEME , B keyring EFI AWS KMS RERFHEN L E L,

- WHEANLBEER

B ARBWAH AR DER RS X.509 A E£# , th#A SubjectPublicKeyInfo(SPKI) ,
RFC 5280 FTE -

AWS KMS GetPublicKey #BEELFTHER DER miEHE X EEELHE KMS RHN L EER,
.« HAERARAE

ABEE MY PHHBEMRRE. FHEENREANSRY L EEFEENMRRE,

BEME : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512
- (EHA) RTEHMNBE

MR IEE A RERSIE AWS KMS ECDH keyring f KMS £ #77E , BXBEEAHRAY keyring B
REPMELENRTER.

#3I AWS KMS ECDH keyring 78


https://tools.ietf.org/html/rfc5280
https://docs.aws.amazon.com/kms/latest/APIReference/API_GetPublicKey.html
https://tools.ietf.org/html/rfc5280
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C#/ .NET

THEHEFERAFHEN KMS €8, FHENLBBNBHEANLELE  FH B AWS
KMS ECDH keyring, M &ifIfEAiZAsenderPublicKeyBBRIEHFHEN NG LB, NEE
RREMFHENLELE | keyring B AWS KMS REIMFHENLE LR, FHEMBHEA
B &M EREECC_NIST_P256 iR L,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Must be DER-encoded X.509 public keys
var BobPublicKey = new MemoryStream(new byte[] { });
var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the AWS KMS ECDH static keyring
var staticConfiguration = new KmsEcdhStaticConfigurations
{
KmsPrivateKeyToStaticPublicKey = new KmsPrivateKeyToStaticPublicKeyInput
{
SenderKmsIdentifier = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
SenderPublicKey = BobPublicKey,
RecipientPublicKey = AlicePublicKey

}
};
var createKeyringInput = new CreateAwsKmsEcdhKeyringInput
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KmsClient = new AmazonKeyManagementServiceClient(),
KeyAgreementScheme = staticConfiguration
};

var keyring = materialProviders.CreateAwsKmsEcdhKeyring(createKeyringInput);

Java

THEFESEATHEN KMS €8, FHENLBEER/NBREANLESE , £/H B AWS
KMS ECDH keyring, tt&i5ifEAiZAsenderPublickeySBRIEHRFHEN L ELB., MRE
RIBEHFHENLELEB | keyring B AWS KMS RERFHENLESR, FHEMBE A
B S B EBTEECC_NIST_P256 iR £,

#3I AWS KMS ECDH keyring 79



AWS BB EZE SDK AR

// Retrieve public keys

// Must be DER-encoded X.509 public keys

ByteBuffer BobPublicKey = getPublicKeyBytes("arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ) ;
ByteBuffer AlicePublicKey = getPublicKeyBytes("arn:aws:kms:us-

west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321");

// Create the AWS KMS ECDH static keyring
final CreateAwsKmsEcdhKeyringInput senderKeyringInput =
CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
KmsEcdhStaticConfigurations.builder()
.KmsPrivateKeyToStaticPublicKey(
KmsPrivateKeyToStaticPublicKeyInput.builder()
.senderKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab")
.senderPublicKey(BobPublicKey)
.recipientPublicKey(AlicePublicKey)
.build()).build()).build();

Rust

THEHEEATHEN KMS €8, FHENLESBRIBRGEANLESE , FH B AWS
KMS ECDH keyring, Mt IEAiZHAsender_public_keyZ#RBHFTHEN L NELR, WR
ERBHFUHEN LGS, keyring BRI AWS KMS RIFEFHENAELE,

// Retrieve public keys
// Must be DER-encoded X.509 keys

let public_key_file_content_sender =

std::fs::read_to_string(Path: :new(EXAMPLE_KMS_ECC_PUBLIC_KEY_FILENAME_SENDER))?;
let parsed_public_key_file_content_sender = parse(public_key_file_content_sender)?;
let public_key_sender_utf8_bytes = parsed_public_key_file_content_sender.contents();

let public_key_file_content_recipient =
std::fs::read_to_string(Path: :new(EXAMPLE_KMS_ECC_PUBLIC_KEY_FILENAME_RECIPIENT))?;
let parsed_public_key_file_content_recipient =
parse(public_key_file_content_recipient)?;
let public_key_recipient_utf8_bytes =
parsed_public_key_file_content_recipient.contents();

// Create KmsPrivateKeyToStaticPublicKeyInput
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let kms_ecdh_static_configuration_input =
KmsPrivateKeyToStaticPublicKeyInput: :buildex()

.sender_kms_identifier(arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab)
// Must be a UTF8 DER-encoded X.509 public key
.sender_public_key(public_key_sender_utf8_bytes)
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;

let kms_ecdh_static_configuration =
KmsEcdhStaticConfigurations: :KmsPrivateKeyToStaticPublicKey(kms_ecdh_static_configuration_i

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create AWS KMS ECDH keyring

let kms_ecdh_keyring = mpl
.create_aws_kms_ecdh_keyring()
.kms_client(kms_client)
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(kms_ecdh_static_configuration)
.send()
.await?;

3 AWS KMS ECDH ##&% keyring

RZE  BREBERREE AWS ENEMND SDK A/ EAN SR, ETERLREEK , FFERAE
BKmsPrivateKeyToStaticPublicKey & i@t R E B IR AWS KMS ECDH keyring, i@ , &
AT LA 3 AWS KMS ECDH #R% keyring , BRI R AIEZIEE KMS BB N B REREFEEMNE
e Z M RHE R AL P AN B B2 MRS #H AWS KMS ECDH keyringo

/A Important

B8 EAKmsPublicKeyDiscovery iR BB B RABR B &R K BESIMELEESR
EREEET,

EEMEMAKmsPublicKeyDiscovery &G B MR #12{ AWS KMS ECDH keyring , FERHET
5E :
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. Wik A B9 AWS KMS key ID

P AFAIKeyUsagefE A WIEETE NIST ZZENFHE AR (ECC)KMS £IREKEY_AGREEMENT,
o BERIRAE

B WA KMS 8% iR R B il AR AR 45

BEMYE : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512
- (EA) RTERNBE

WMREE R EERSE AWS KMS ECDH keyring  KMS £38#17E , B EEARL keyring B
REFMELENR THER

C#/ .NET

THIEHIEFEECC_NIST_P256 iR LB BEH KMS £#¥ 1 AWS KMS ECDH 3% keyring, &
WEEEIEE KMS £88¥H kms:GetPublicKey #l kms:DeriveSharedSecret 7, Bt keyring 7]
DREZEEE KMS £REN A EERFEFREMNELCH M AR RUFHREALEEBNT
(EERE:

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Create the AWS KMS ECDH discovery keyring
var discoveryConfiguration = new KmsEcdhStaticConfigurations

{
KmsPublicKeyDiscovery = new KmsPublicKeyDiscoveryInput
{
RecipientKmsIdentifier = "arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321"
}
};
var createKeyringInput = new CreateAwsKmsEcdhKeyringInput
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KmsClient = new AmazonKeyManagementServiceClient(),
KeyAgreementScheme = discoveryConfiguration
};

var keyring = materialProviders.CreateAwsKmsEcdhKeyring(createKeyringInput);
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Java

T oIS HIEIEECC_NIST_P256 4R 2 BA KMS £38%# AWS KMS ECDH &% keyring, %
NEEFIETE KMS £|EH kms:GetPublicKey # kms:DeriveSharedSecret #F A, Lt keyring 7]
UZEE KMS RN AEERFTEFREMNBEREZMBHRRLPHBEA LT SRNT
(EERE: 3

// Create the AWS KMS ECDH discovery keyring
final CreateAwsKmsEcdhKeyringInput recipientKeyringInput =
CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
KmsEcdhStaticConfigurations.builder()
.KmsPublicKeyDiscovery(
KmsPublicKeyDiscoveryInput.buildex()
.recipientKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321") .build()
).build())
.build();

Rust

// Create KmsPublicKeyDiscoveryInput
let kms_ecdh_discovery_static_configuration_input =
KmsPublicKeyDiscoveryInput::builder()
.recipient_kms_identifier(ecc_recipient_key_arn)
.build()?;

let kms_ecdh_discovery_static_configuration =
KmsEcdhStaticConfigurations: :KmsPublicKeyDiscovery(kms_ecdh_discovery_static_configuration_

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create AWS KMS ECDH discovery keyring

let kms_ecdh_discovery_keyring = mpl
.create_aws_kms_ecdh_keyring()
.kms_client(kms_client.clone())
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(kms_ecdh_discovery_static_configuration)
.send()
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.await?;

R %4 AES keyring

BPNWAFIRMZERXECEFGEA AWS EREMNE SDK, LLEZASEENRE
DynamoDB Encryption Client 8 8E8& ..

AWS Database Encryption SDK Al ZEBAEAELRMEN AES HBLR , HAREBEERERNTESR,
LREEE. FRARESRBME  SHRETERZLEE HSM) XEREERKP, ELTERM
DESBUWEAERBRNBER LB , FBEARK AES £88I1R,

Raw AES keyring 8 AES-GCM EEENZEEA N THABINIRESBRNEZER . SARHK
AES keyring F ReEigE — 2L S| , BETLUEZ BRI AES keyring BB ELH 1 keyring — i
BEEZ keyring Fo

RN EZEANERE

EEH B keyring FHY AES £488 | JRA AES keyring S AGRENSBGSRTTHANESRBEE, B
B MR, ©PELUMXFERE AWS Database Encryption SDK $i8 Z R E R iR, KM
BELCHEAHSM SeREERFENSBHEZTH , LURBIZXRFKEF AES SRNSBEE,

(® Note
ERTETENEREBEAR PHWRMHEE ID (RREME) ML 1D WiLIceMasterKey,

MREBEBETEH keyring RINBABRIEEHN , 2 EEANEREZTBEE, MRMEF keyring
HEWmBATEANSB/EBENE keyring FHEBHEZTENEREBIT2EEI XNE |, BIFEE
WM TR |, RS ERER keyringo

BN, BAIUEEEALBTETERHSM_01M £ 21 IR AES £488IRAES_256_012, A%,
BT LAE AR keyring RINZ—LE R, EEMRZER  FEAHNSBGEEE. SBEBNE
MBI RIEE R AES £1818,

T 5 E I R EF AN 22 37 R ¥ AES Keyring. AESWrappingKey S8 REIRHMN SBEL
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FMBABER

Java

C#/

final CreateRawAesKeyringInput keyringInput = CreateRawAesKeyringInput.builder()

.keyName ("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6)
.build();

final MaterialProviders matProv = MaterialProviders.builder()

.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())

.build();
IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(keyringInput);

NET

var keyNamespace = "HSM_01";
var keyName = "AES_256_012";

// This example uses the key generator in Bouncy Castle to generate the key

material.
// In production, use key material from a secure source.
var aesWrappingKey = new

MemoryStream(GeneratorUtilities.GetKeyGenerator("AES256").GenerateKey());

// Create the keyring
var keyringInput = new CreateRawAesKeyringInput

{

KeyNamespace = keyNamespace,

KeyName = keyName,

WrappingKey = AESWrappingKey,

WrappingAlg = AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6
};

var matProv = new MaterialProviders(new MaterialProvidersConfig());
IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
let raw_aes_keyring = mpl

.create_raw_aes_keyring()

.key_name("AES_256_012")

R AES keyring
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.key_namespace("HSM_01")
.wrapping_key(aes_key_ bytes)
.wrapping_alg(AesWrappingAlg: :AlgAes256GcmIv12Tagle)
.send()

.await?;

R %A RSA keyring

BANAFmMERENECENmEA AWS EREME SDK, LHERASREENEIRE
DynamoDB Encryption Client 8B & .

Raw RSA keyring 2 A ERMHEH RSA 2BENLA TR , HAMERETNERSRIATIFEBMNE
MR, LERELE. FHRNFRELEER , RFRERERSEE (HSM) REBEFERKH. 0F

HEERE RSA LRTRNFERN TR, #ENASCALETERBEZENER, BT UREE RSA
EMEAFEE,

AR RB L B RSA keyring , RDASSIHBAMSRNILE LAY, TB , LTUEARELE
SWIELH RSA SRERMBER | LANEARERELBH RS RSA SRERRBER, £
SEZ SR OEEAEA RSA 287, NRELEANENLESRRTRE RSA S8 | B
EEHEEESBEN—155.

R RSA keyring @R , L RSA IEHBNZ SWEEFER BAR JAVA B9 AWS Encryption
SDK B5Ed iy JceMasterKey Bi&,

(® Note
Raw RSA keyring T X EIEH B KMS £, EEMEAIFEE RSAKMS €38 , FFEE AWS
KMS keyringo
BREENEE

EEH B keyring FHY RSA €848 |, F# RSA keyring SFEAGREUN SRS ETHNESBERE,
EEEWIFRT, CHELUMXERERTE AWS Database Encryption SDK #7138 Z 50 8& 1) & BHE IR .
BMRBCEASRGTEEAMNSRERE , LEH HSM RS BEERKFTH RSA &8 (RHME
T/ ) o
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® Note
ERHETTHNSREBEEARN PWERESE ID ( RIEMHE) ML 1D WLIceMasterKey,

MEERBETREMN keyring RMBZNPBHIEENLE , TRCHANBBEZREE., NRHER keyring
PR ESBGEERANS®ABENE keyring PR ERGHEZCENSBERBTE2HEES KNE | BIfE
SRREMERNSHBY , W T EFERABER keyringo

#E5W keyring @8 RSA A E €. RDANLEER  NEBYPHWESEH , MBRFEE keyring P&
BN SRTETENSBEBHBLEMER, flu , BREREFER RSA NESBHEL RSA keyring
RMEZER , S| BEBHSM_01MEMEEAH RSA_2048_06, BEEMRBZER , FEALES
i (oY) MEENESRTAZTEMNBZBRERRL RSA 281K,

EREN
BBAR/RARMENBEZN RS RSA TRRECERRN , AIEAFSEFNDIERSEERE

AWS Encryption SDK X E T EFHER , SRRSEEZSHRF. RMEZRFER OAEP EHFHER ,
B2 EH SHA-256 B9 OAEP FfE M SHA-256 1E# K MGF1, PKCS1 EHEXNEXEOHER
%,

- £/ SHA-1 Y OAEP FfEA SHA-1 EEFZH MGF1 SHA-1

- OAEP ## SHA-256 1 MGF1 ## SHA-256 Padding

- {£/ SHA-384 #9 OAEP #fEf SHA-384 Padding #9 MGF1

« OAEP ## SHA-512 1 MGF1 #4# SHA-512 Padding

- PKCS1 1.5 fRiE%

T 5 Java EIREMAERA RSA ERENAENAEELBEILR RSA £8RIR , UK
# /A SHA-256 23 OAEP , AR SHA-256 1E###E XL MGF1, RSAPublicKey #
RSAPrivateKey2H R REREMN SBM B

Java

final CreateRawRsaKeyringInput keyringInput = CreateRawRsaKeyringInput.builder()
.keyName ("RSA_2048_06")
.keyNamespace("HSM_01")
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.paddingScheme(PaddingScheme.0AEP_SHA256_MGF1)
.publicKey(RSAPublicKey)
.privateKey(RSAPrivateKey)
.build();

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

IKeyring rawRsaKeyring = matProv.CreateRawRsaKeyring(keyringInput);

C#/ .NET

var keyNamespace = "HSM_01";
var keyName = "RSA_2048 06";

// Get public and private keys from PEM files

var publicKey = new
MemoryStream(System.IO.File.ReadAllBytes("RSAKeyringExamplePublicKey.pem"));
var privateKey = new
MemoryStream(System.IO.File.ReadAllBytes("RSAKeyringExamplePrivateKey.pem"));

// Create the keyring input
var keyringInput = new CreateRawRsaKeyringInput

{
KeyNamespace = keyNamespace,
KeyName = keyName,
PaddingScheme = PaddingScheme.0OAEP_SHA512_MGF1,
PublicKey = publicKey,
PrivateKey = privateKey
};

// Create the keyring
var matProv = new MaterialProviders(new MaterialProvidersConfig());
var rawRsaKeyring = matProv.CreateRawRsaKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
let raw_rsa_keyring = mpl

.create_raw_rsa_keyring()

.key_name("RSA_2048_06")

.key_namespace("HSM_01")

.padding_scheme(PaddingScheme: :0aepSha256Mgf1)
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.public_key(RSA_public_key)
.private_key(RSA_private_key)
.send()

.await?;

JR % ECDH i# Rt

BPNAFIRMZERXECEFTGEA AWS EREMNE SDK, Lt ASEENRE
DynamoDB Encryption Client 8 8E8& ..

/A Important
R % ECDH keyring {£i#E A 1 Material Providers Library 9 1.5.0 ki,

Raw ECDH keyring fF AR IR I BEEI R N EFES8Y  ERMACBEITERA XK SR, 5%
keyring EFEAZEHENALE SR, WHEANLESBANPEE R Diffie-Hellman (ECDH) £i#81%3:32E
BETERARE, RE, keyring EFEARARBITEHATESE  URBERNZ S, AWS
Database Encryption SDK ARSTEH A TR SR SIMITEBR I (KDF_CTR_HMAC_SHA384) &%
BEOTAR NIST 53,

SWMOUTERESER 64 B THANEIEME . ATHRARESEEHAERNS|BME , AWS EREN
% SDK EfFEAH 32 A tiEMAREESER KR 2 BNUTHEBARACESE. ERFK , UR
keyring BZERFHREMNBEENMARABMUNPNWMEEAZSRNAATE SR  ARESXN,
flan , REMZHHFEEHKEB L Alice WRAE 8 Bob B LIMELEM keyring , Al Bob B
B8 Alice W ABSIMELEM keyring BERMENAESBANLATESE | VAR B K.
MR Bob /A EMMRE— AWS KMS key ¥f , Bl Bob AIBUZII AWS KMS ECDH keyring R #2352
8%,

&% ECDH keyring £/ AES-GCM £ ¥ B &M MFEiL K. A% K EXSBEFEH AES-GCM £H
TTENEBEELSBRETEHME, SEEK ECDH keyring REE—EAHLAIE SR  BEITUES
keyring FE B E ZER%H ECDH keyring SEEH M keyring — 23 &,

HLEBEL, ENRELNILELE  BIFEEEELSENE HSM) REBEEBREKET. FHEEN
WHANEBE KRSV AMBHREEHA L. AWS Database Encryption SDK X T 5 #§ B 3 /5 B8 8
%
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 ECC_NIST_P256
« ECC_NIST_P384
 ECC_NIST_P512

R % ECDH keyring

Raw ECDH keyring X B = A& ZEB\HIR : RawPrivateKeyToStaticPublicKey,
EphemeralPrivateKeyToStaticPublicKey#l PublicKeyDiscovery, ZEEBMN MR IHEEE
FRERELTUATHRERBRZFRE , UARNATESSHBIHE,

FE

» RawPrivateKeyToStaticPublicKey

» EphemeralPrivateKeyToStaticPublicKey

» PublicKeyDiscovery

RawPrivateKeyToStaticPublicKey

ffFRawPrivateKeyToStaticPublicKey£ BB RELEHIR | £ keyring PREREFTHENFE
SHMANBHEANLE LB, HESWIHREBER T LU #F 35L&,

EE#FHARawPrivateKeyToStaticPublicKey &R R EBIH R IKLE L ECDH keyring , 5512
HTIIE :

- FHENLEER

BABRMBFHEN PEM RISFAE 88 (PKCS #8 PrivateKeyInfo £5# ) , 1 RFC 5958 FiE .
- WHEARNLNEER

AR AR DER RS X.509 X E € , L#EA SubjectPublicKeyInfo(SPKI) ,
RFC 5280 FTE %o

BRI EFEBERE KMS ERMBNLAF SR , IWNABELENSRBIEELBTEW AWS,
« HIERARAE

AAEE MY PHHEMRRE, FHEENREANSRELEEFAREN MRS,

EM{E : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512
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C#/.NET

// Instantiate material providers

var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var BobPrivateKey = new MemoryStream(new byte[] { });
var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH static keyring
var staticConfiguration = new RawEcdhStaticConfigurations()
{
RawPrivateKeyToStaticPublicKey = new RawPrivateKeyToStaticPublicKeyInput
{
SenderStaticPrivateKey = BobPrivateKey,
RecipientPublicKey = AlicePublicKey
}
};

var createKeyringInput = new CreateRawEcdhKeyringInput()

{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = staticConfiguration

I

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

T % Java gl FIRawPrivateKeyToStaticPublicKey &8 B BRERARBRERESTHE
NAAES|ABEANLESR., MESHBYEEECC_NIST_P256/4R L,

private static void StaticRawKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

KeyPair senderKeys = GetRawEccKey();
KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH static keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.builder()
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.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.RawPrivateKeyToStaticPublicKey/(
RawPrivateKeyToStaticPublicKeyInput.builder()
// Must be a PEM-encoded private key

.senderStaticPrivateKey(ByteBuffer.wrap(senderKeys.getPrivate().getEncoded()))
// Must be a DER-encoded X.509 public key

.recipientPublicKey(ByteBuffer.wrap(recipient.getPublic().getEncoded()))
.build()
)
.build()
).build();

final IKeyring staticKeyring =
materialProviders.CreateRawEcdhKeyring(rawKeyringInput);

}

Rust

T % Python & flfEAraw_ecdh_static_configuration& @G BEEBHERARBFERESTHE
NWAESRBNRFEANLESER, MESEEXBENRERMEL,

// Create keyring input
let raw_ecdh_static_configuration_input =
RawPrivateKeyToStaticPublicKeyInput::buildexr()

// Must be a UTF8 PEM-encoded private key
.sender_static_private_key(private_key_sender_utf8_bytes)
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
Lbuild()?;

let raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :RawPrivateKeyToStaticPublicKey(raw_ecdh_static_configuration_i

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create raw ECDH static keyring
let raw_ecdh_keyring = mpl

3 R ECDH keyring 92



AWS BB EZE SDK AR

.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(raw_ecdh_static_configuration)
.send()

.await?;

EphemeralPrivateKeyToStaticPublicKey

fffAEphemeralPrivateKeyToStaticPublicKey & @i B FEBIHRREN Keyring BTEARBE L
FHSRY  YHHESEAMBSTUTE-—NWLATESR,

teRinEEBRERREMRRL G, EEMFEMFEAEphemeralPrivateKeyToStaticPublicKey&®
BIFBEBERNBNGEE  EXAFEHUERREANAESBRENRRSBIGEEEBIER,
EERE S LR ECDH £88IR&EPublicKeyDiscovery &8 &8 2B EER ,

% MRBHGEANLAESBREIELBELSRTGE KMS £ |, BITTLUE AWS KMS ECDH £i83R
KmsPublicKeyDiscovery & ##@ & B HIREEEH,

EEFHEphemeralPrivateKeyToStaticPublicKey & @1 i RN A LR ECDH
keyring , iR T5IE :

- BHANREER

B ARBWAH AR DER RS X.509 A E£# , A SubjectPublicKeyInfo(SPKI) ,
RFC 5280 HATE -

BRLEEFEBERE KMS EREN LB SR , IWNABELENSRBEEL BT LW AWS,
.« HRRBAE

ABIEEN A TR|RPHMEE MRRE.

MEE |, keyring EEEENHR LBV FTNERY  YEAMNLBESRIEEN LT ER/RITE
HAQRESR,

BEM{E : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512

C#/ .NET

T &EHErEMAEphemeralPrivateKeyToStaticPublickKey &R BEBIBRENL R
ECDH keyring. MZE , keyring @S EECC_NIST_P256 4R EHAZNMEEE ST HY S8 ¥,
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// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var AlicePublicKey = new MemoryStream(new bytel[] { });

// Create the Raw ECDH ephemeral keyring
var ephemeralConfiguration = new RawEcdhStaticConfigurations()
{
EphemeralPrivateKeyToStaticPublicKey = new
EphemeralPrivateKeyToStaticPublicKeyInput
{
RecipientPublicKey = AlicePublicKey
}
};

var createKeyringInput = new CreateRawEcdhKeyringInput()
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = ephemeralConfiguration

};

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

THlgEHlE#EAEphemeralPrivateKeyToStaticPublicKey &% BB IHIRE Y R IR
ECDH keyring. MNZEF , keyring @£ EECC_NIST_P256 4R £ A ZRMEEE ST HY 88 %,

private static void EphemeralRawEcdhKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.buildex()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

ByteBuffer recipientPublicKey = getPublicKeyBytes();

// Create the Raw ECDH ephemeral keyring
final CreateRawEcdhKeyringInput ephemerallnput =
CreateRawEcdhKeyringInput.builder()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.EphemeralPrivateKeyToStaticPublicKey(
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EphemeralPrivateKeyToStaticPublicKeyInput.buildex()
.recipientPublicKey(recipientPublicKey)
.build()
)
.build()
).build();

final IKeyring ephemeralKeyring =
materialProviders.CreateRawEcdhKeyring(ephemerallnput);

}

Rust

TH&EHIEEMHephemeral_raw_ecdh_static_configuration&f®HREBIBRELRLR
ECDH keyring. MZKF , keyring 2715 E thiR LR EE T S8 ¥,

// Create EphemeralPrivateKeyToStaticPublicKeyInput
let ephemeral_raw_ecdh_static_configuration_input =
EphemeralPrivateKeyToStaticPublicKeyInput: :builder()
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;

let ephemeral_raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :EphemeralPrivateKeyToStaticPublicKey(ephemeral_raw_ecdh_static

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create raw ECDH ephemeral private key keyring

let ephemeral_raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(ephemeral_raw_ecdh_static_configuration)
.send()
.await?;
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PublicKeyDiscovery

R REBEREEE AWS EREMND SDK AIAFEFRAN £ LS, EEERELREER , B
AEEFHELES|/ANMBEGALELM®H ECDH keyring, 7B , Bt AL R A ECDH ®&R
keyring , 2R ECDH keyring , & keyring AIARZRIEE WM A E SWEFREMZ K2 M
AR PR GALNESRETNEMLCE. LERHREBHEREMERTLE,

/A Important

EfERAPublicKeyDiscovery &R BiE AR &K , KEIMBELE LR , &R
EERT.

EEMfMAPublicKeyDiscovery & iH =BG B MR AL IR ECDH keyring , FFRMHET5IE :
- WHANFEILESR

B NBREWHSE AR PEM fRISFAE £488 (PKCS #8 PrivateKeyInfo #&548 ) , #l RFC 5958 FTES .
- BHARIRAE

WAEERETRPNBEMEAE. FHENRGANSRE L ASBHEBR RIS,

EM{E : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512

C#/ NET

THlgEflEEAPublickeyDiscovery iR AE B 1R E I [R# ECDH keyring. It keyring A
URZEELREERN AT SRFEENENECH M RHHEREAC PO REALETSRNEMRE
#.

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var AlicePrivateKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH discovery keyring
var discoveryConfiguration = new RawEcdhStaticConfigurations()

{
PublicKeyDiscovery = new PublicKeyDiscoveryInput
{
RecipientStaticPrivateKey = AlicePrivateKey
}
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i

var createKeyringInput = new CreateRawEcdhKeyringInput()
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = discoveryConfiguration

i

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

T5lgE g EMAPublickeyDiscovery £ iR & B IR E  JR % ECDH keyring. Lt keyring A
URZEELAEEBN AR ENENECH M RHEREC P REALESBMNEMRE
#.

private static void RawEcdhDiscovery() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH discovery keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.buildexr()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.PublicKeyDiscovery(
PublicKeyDiscoveryInput.builder()
// Must be a PEM-encoded private key

.recipientStaticPrivateKey(ByteBuffer.wrap(sender.getPrivate().getEncoded()))
.build()
)
.build()
).build();

final IKeyring publicKeyDiscovery =
materialProviders.CreateRawEcdhKeyring(rawKeyringInput);
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}

Rust

THgEHlEFEMAdiscovery_raw_ecdh_static_configuration®&@HEEBHIRE N RA
ECDH keyring. Lt keyring IABRZEMALR , HPEENAESBN L ESBAFSEREASM
BT LHREALNELR,

// Create PublicKeyDiscoveryInput
let discovery_raw_ecdh_static_configuration_input =
PublicKeyDiscoveryInput: :builder()
// Must be a UTF8 PEM-encoded private key
.recipient_static_private_key(private_key_recipient_utf8_bytes)
.build()?;

let discovery_raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :PublicKeyDiscovery(discovery_raw_ecdh_static_configuration_ing

// Create raw ECDH discovery private key keyring

let discovery_raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(discovery_raw_ecdh_static_configuration)
.send()
.await?;

Z & keyring

BANAFmMERERNECEN®EA AWS EREME SDK, LR ASREENEIRE
DynamoDB Encryption Client 8B & .

BT LA S keyring KB Z E keyringoe ZE keyring 2 — & keyring , EF 8 EHERTEERHN —=5
ZEES] keyring. BMREMREEFEH R FHEIE keyring. FEAZE keyring RIMBZE R , HiEM
keyring FHIE B E LSBT UM BRZER

B E keyring RINBE R , BEIEEHP —{@ keyring A E LSS keyring. FIBEEM keyring B
#F keyringo EXER keyring BEEUMEM X FER LR, AR, FTEF keyring PHFIEBEE
BENFHERNMEFER S, ZZE keyring EAZE keyring FHESESESRERM T8
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M—EMZENERSIE, WRELEL keyring & KMS keyring , AWS KMS Bl keyring FHIE4E S48
SEAYMBMLFZEE®, K%, AWS KMS keyring AWS KMS keys FHIFTE £ 88 | LUK multi-
keyring FFTE ¥ keyring FHIFTE B X S8 , BINFHERNAX FE8,

R, AWS BEREMNR SDK &M keyring REZRBERED—ENZNER SR, BBREZE
keyring F 5 EH IEF R keyring, REAE{T keyring P A SR TUBE R MBZNER S8 | BE
HMEEL,

EEBVUZE keyring , LA F keyring B1TERL. FELEHIF , TPEHR AWS KMS keyring
Raw AES keyring , 1B R BL#E % keyring A& EAXZEM keyringo

Java

// 1. Create the raw AES keyring.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateRawAesKeyringInput createRawAesKeyringInput =
CreateRawAesKeyringInput.builder()
.keyName("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAG16)
.build();
IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(createRawAesKeyringInput);

// 2. Create the AWS KMS keyring.
final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyArn)
.build();
IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

C#/ .NET

// 1. Create the raw AES keyring.
var keyNamespace = "HSM_01";
var keyName = "AES_256_012";

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createRawAesKeyringInput = new CreateRawAesKeyringInput

{
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KeyName = "keyName",

KeyNamespace = "myNamespaces",

WrappingKey = AESWrappingKey,

WrappingAlg = AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6
};

var rawAesKeyring = matProv.CreateRawAesKeyring(createRawAesKeyringInput);

// 2. Create the AWS KMS keyring.
// We create a MRK multi keyring, as this interface also supports
// single-region KMS keys,
// and creates the KMS client for us automatically.
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput
{
Generator = keyArn
};
var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

Rust

// 1. Create the raw AES keyring
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let raw_aes_keyring = mpl
.create_raw_aes_keyring()
.key_name("AES_256_012")
.key_namespace("HSM_01")
.wrapping_key(aes_key bytes)
.wrapping_alg(AesWrappingAlg: :AlgAes256GcmIv12Tagle6)
.send()
.await?;

// 2. Create the AWS KMS keyring

let aws_kms_mrk_multi_keyring = mpl
.create_aws_kms_mrk_multi_keyring()
.generator(key_arn)
.send()
.await?;

EE  BIUSE keyring , YIEEHEELS keyring (IRA), FHEHH K RMASBIZSBIR , H
AWS KMS keyring R E4 85 keyring , AES keyring = F keyringo
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Java

Java CreateMultiKeyringInputZBEH X AIZEEEREES keyring M F keyring, B4
McreateMultiKeyringInput¥#F &,

final CreateMultiKeyringInput createMultiKeyringInput =
CreateMultiKeyringInput.buildex()
.generator(awsKmsMrkMultiKeyring)
.childKeyrings(Collections.singletonList(rawAesKeyring))
.build();
IKeyring multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

C#/ .NET

NET CreateMultiKeyringInput BEBEN A EEERELES keyring ¥ keyring, B4
BCreateMultiKeyringInput ¥4 o,

var createMultiKeyringInput = new CreateMultiKeyringInput
{

Generator = awsKmsMrkMultiKeyring,

ChildKeyrings = new List<IKeyring> { rawAesKeyring }
};

var multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

Rust

let multi_keyring = mpl
.create_multi_keyring()
.generator(aws_kms_mrk_multi_keyring)
.child_keyrings(vec![raw_aes_keyring.clone()])
.send()
.await?;

B, B UERZE keyring RINEMNFEZEH,
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CIE: 2=k

BPNWAFIRMZERAECEFGE A AWS EREMNE SDK, Lt ASEENRE
DynamoDB Encryption Client 8 8E8& ..

AESNFZEATELETHEEAENENER TESNENLHE. E=-FEA EERTHRN , XEE
SEBARMUNHEXFZERERFREEREFNMEE2EEILBRS ., AWS Database Encryption
SDK B EEFREMEERHENFTMUF. REEEANGEEERE  AUUENENERBTES
HANESHEBTTNEREA.

® Note

AWS Database Encryption SDK R AJ#E S NZ EEMARERN T ESHBMETRE , I
MABSHBME,

EERBHNMREFSRER HVAC) &R , TEMEXFNRUN MNP EBRIRS, E~EHE
HMEBAREATESNENMERMUE , AWS EREMNE SDK SZBMAXFEFE HVAC, It
HMAC % th R WA FEN —H— (1 1) k¥, HVAC g8l , 2 ETRANMAN 2 EYHE
EMEMEE HVAC BH, ELRBEMFRERENEA TR ZENHBEANE D, EL
EREHRK , AWS ERENE SDK S HBENRFELREK , WENEHNEXFER.

ABECHEEENRBHFHBEIARBE RGN EERE. NEHBHEHEFNEEEERE ,
AR EEERE.

® Note

TESNFEEERFTHREABRETER, ERRENEPRENEAEEIASRF LEE
BERENHGLE  FREIRFREER,

ES- |
- GERERESRNERNE?
- IRSHMBRE
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EEREBEERNENE?

EREEHMZENERNITER , TREEAFRMNZER EHBEBAMERE, EEERAGEER &
ANRREEN T HN L REFECEHFEERES. FRETEEE MUNMBERE. EEEH AWS
EFREMS SDK MEZEMBBRVE , SMUNEXFEKETELHAIERE. ERESFR BN
PR N Z (B

EESRAFERFENMERL —BFR, EXRTAERERENEREREIBRMNZ R F
8, P MU RERAHEEIITRET 2N , WE-—FTRENEN DM, WHEMIRER T B SRR
INMNFEH, ERECENAXNATUREELAR. BRI , EELENEERETHEEREER
AR,

ZEMEMAE
- EEREME , RENREMRES,
- FEREMEK , RENNERBS,

AESNFRARBELIAMEERERUMBNNENZEMEBR. EREEAGEHEZH , FLREEN
REEE, ZE2FERMBEER,

ERVETRSNZREEAENERER , FERBTHIEREM —HER,
pakiil

EERENZLBEEURREREN S fi. EAREMBMUETATESMNER , AWS EREM
# SDK 8 ZEBE AWMU FETE HVAC, #HHRERUAENMEEERRERAMEREMN
EWTE  ESHFERERN  SEEFEATRANEZR, EXRTURZSEHRNHEXZER
A Wt RlEgstEzRM X ZENSERTEEZIMARN HMAC FRE.

REZBRELESIFERENHUREER. i, FEERERFAEMNESEEREIENER
B, MRERMEZCItyHWEREE , ARFRIEMNAOF R BEEZMNET , FHLER "Zh
Tl FAIENEESBERTR, AMERERBHEREREENNZENENEEE , WREERE L
g, AN AEATUAEBMERZTSZNTERENEN. EERITMNESEAERERE ,
BYBRARSBEENER. BRLTI97AMENCEEREEFEZENMERS , TRTHEHE
AREANER.

BBRFETTERENS M, LEEZFZEBHSDER. SERINGNEERERE YR MLy
MATEFEBEZMEE, SURFTERERENGEERE  URDBVBETENENHEIEAE,

=
il
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EBHERLT , RELFEIGTHIERENCEERE , AR FERENZSM, i, &
TEZEFHRERFFERASERNBVLEEBEE. ANATEENEGATIVERREERNEARHA
EE , At lEBERNERREERBEEBIPOSITIVERA R, EWMMNIEMETAENER
BRI MIEERE, WREFANCEREAE , TUBRI M, IEMXFZEHSHEZHERN

HMAC &, MREFEABRNEERE , AlRBEMEEESHH M FPOSITIVEHE,

A B

EM@EZBCBE R EAEBENRUEZBTRANGE. RAEARRMVEBNEEFTERENER
RE , U7t BEERES BRI RERENERENHBETBRRERK, ELAFHAINE
HE  SEEBNERENRGE M UREFTEBEHZ VR, IRELENEERETHSEN
MEEFR , AIEETRTESENERSE,

Blan , IEFEZAE City M ZIPCode MU EBMETENER , EABERR TR SR —@EHT
e, —fmE , FREELENRBERIRERENEAERNENEHEANED, ER
City# ZIPCode #{u <z MR BB MER N ARER BN EMHE T IBRRELBLEERER®R , XED
TR EHERER

BHEZBARIEHRMANZENBUEREE, Sl , EBFEZK mobilePhone#
preferredPhone MU BEEE A RACMHUEERFHRNE, NREREMNERUEETEH
58, AWS ERENE SDK EETRAEB TABERVELEE. ESEEMRMHREMXFENWE
TR HMAC E&. EMETENEETATREEAHERERNERE , RERENFERETREITUNED
ENELE A

BEENENEISHBRUI S HTET , CERTUEARENGEEREREEBRER , LHEE
HENHEZME. T8 , GERETHREERETHSEAK —EHNSELTZRE , AR EREN
PR EABREEREK, Beacon REEMFTELENREFHHE., 2HEETFE , IEREERER
K, RTHEEENRBIFIHE,

FREECEBEENRUSH  XZRFESOREARBEEERE , MFESENEREFER, XEH
MTIEERRENEERR—2MHH , EFAZTESHEER.

SRR

THEHRETHENTRSNBHERGTR. FERAREXS , KEHPERANEHMULTEFTFESER
K2 BB — 2R, BUNERBAERTESNERE , FRALEMNRSSE,
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EEREA WEREENployees , MEMNTNEITER, EREPHNESERHKTISHBA
EmployeelD, LastName, FirstName 1 Address E9##{i. Employees EREHRN B EAMUBHER
5|8 & BIEmployeelD,

AT R & E A Ry 85I #E X F RS 8%

{
"EmployeeID": 101,
"LastName": "Jones",
"FirstName": "Mary",
"Address": {
"Street": "123 Main",
"City": "Anytown",
"State": "OH",
"ZIPCode": 12345
}
}

WMRIGIEZIEHREZE/EENCRYPT_AND_SIGN®#E LastNamef FirstName B A |, SL@u+
HNESELEZENECZIEAMENE, LENNFERETEREEY  ERETSSHERNENASZ
RE, CREEIRANERIEE., EXRTEBRENEENEPNRE TN T IR,

{
"PersonID": 101,
"LastName": "1d76e94a2063578637d51371b363c9682bad926cbd",
"FirstName": "21d6d54b@aaabc411e9f9b34b6d53aa4ef3b0a3s”,
"Address": {
"Street": "123 Main",
"City": "Anytown",
"State": "OH",
"ZIPCode": 12345
}
}

MREFRHE LastName MM EMERENTEMEAER |, BFRER S LastName BEEER |, #§
B ALastNameUMM X FERFEERERFHRNMNEE. LastName

HEZRER LastName WP HIFES FEFTE HMACs, B8 HVAC M EEE , FETBEXTLHF
RN FE. flw, WEBEMZENEENHZIones TREM T TR,

SRR
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22a4e9b404c68182562bbec761fccab306de527826a69468885e59dc36d0c3f824bdd44cab4s5526f
BT R#E
b35099d408c833

REZEEGER , BULUE LastName B EHITEXNES, Hlin , WREBEEEE Jones , BlEH
LastName S XR#1T FHEHM,

LastName = Jones

AWS Database Encryption SDK & BB EFiZIZFRHR , WEREHNMXFHER.
R

RN AFRNEEXNECERGE R AWS EREME SDK. WHBABEBNERM
DynamoDB Encryption Client #+0E8 & ..

FERBENMERNASRIN (HVAC) 28 , TEEAMNNMX FEHEERFHREERESH M
REZHEEIRS ., EETEEFE MU MBMRE, EESEBRMUNMNFZEIE HVAC , ITHEH
BEmMZE—EFHR. tkt HMAC & RV FZEN -8 — (1 1) k¥, HMAC S EE |, &
LETRNAXFELHEZHENEE HVAC 2%, SLERBERERCERENERAERFEXFE
MBI EFAREE N o

EERERZEHFZSHIESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTH %A SIGN_ONLY,
ENCRYPT_AND_SIGNZ MR EHE., SEAGTESEIUNE., BEEUERS WHBNESE
ZDO_NOTHING.

BERENGEEEERELTUAHTHERNEE, XETESNENEEAMEREE. REGEFRSHTHE
EUES. SEAGERERNFZRIEERGE , MHTRMNENERE. REGECR , BL4RL
AEBEEERERERS| , IBSNENRL. WEFREF  F2REAGEREXERS

ES- |
- BEEE

- BEEGEE
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B

BEGEREENETEFTESNZNREES L. AARBE-NIEIERERMVATIEEFES,
ERTHRUNRERERERE K F2RREEEEE.

BECEERRENMUBAGEERE. CHRHNEEFTERFNERMLE, FERIFET LR INE MM
REFEWL. SEREEETHNEERRLARE —N, SREEZREEFARGEERRENMERESE,

BEEETARENEZNERMUATIFES, E , CATAREBESER  UIITEERNE
BERE, ATHHEEBNEREEERGE , AWS EREMNE SDK RHTIERGELKN , €S
BEEENFAHAR. WEFHAET A FBHREREEEL.

BB HITE—NERUTEESNEEEGE 0BV ERENY , BIYEZE
ENCRYPT_AND_SIGN, SIGN_ONLYF1 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT ##{i=hE
EHITEEESNEEEGE,

FE B 1L

ERMURRE NS ERERCEBNSMAL, BYERNUTESFRUEALNGLE. E5
MUTERAREFREENERES, CAREREGRER , REGHRET , RANMREAIMME S
EER  ARECTHTNSERMURATHEEA. EFEMVUELOTE—ENENMM,

(® Note

FHEHREETUEREERURTHERANENER, ERARIP | L6l ERY
WHIRAL AR A SRR 5 A BN — PR,

fBlgn | WREEEE FirstNameF LastName W BREHTFEEFES , B BL Y HP—
1B E B AL

« EHNameTagtlfL , FirstNameBUME—EFBHKBRERE , REEZE LastName B , £
B, LEEMN T EBEH NameTag=mjones,

o E#LastFirst®{Z , B LastName B E#E , BMHEEE FirstName ¥, LEEBA OE

8E# LastFirst=JonesMary,

HE  MREEEHNEMUNBERRATEAES , FRLERMURBINCEEHNER.
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Blgn , MREEEER IP it BT =B EERREHINZEIPAddressHIRIL , FFEI T 5 EHH

i,
o E#EIPSegmenti®{L , B E#Segments(’.’, 0, 3)., LEBHBMNIHTES
IPSegment=192.0.2, E#HEEEIPAddressEMES "192.0.2" WFFECH#.

ERMV SRR, MEERRCEEETSARNRFERLES.
NMEREEEMUNEREMANEENRNA  FSRELEREML.

BEER

BEEEREEURSIRYEEHNAE , A TREHTEERNERERE, BUNAERESEERE
BNFRNFZFZENRESE  BNBNEKUTERNEH , fINRE R EHWERERGCHE
B, ERAFRSIBEARVES. NFEESESCERERTRES  F2REZEEEE,

BEEEURELAGESEEGENCEERMUNESERE. cMERVEHETEREM K.
EEREEEHEISNES S EE , LHBEEP T ESENCRYPT_AND_SIGNMI L. &
fEIENCRYPT_AND_SIGNWE{uZLERZEFEZERA. ERHENESEECTRISENEEFISH
X FSIGN_ONLYELSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTH{UM EZEZL0EE , UK
BB EREERMUNAMETRSRXNERBSRN D BE,

® Note

AWS Database Encryption SDK th X EHBHNEE , ELEENUTEHEM
FSIGN_ONLYFISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTH{UERE. HENEE
e—EEEEE K EEBERNENRULGRASIAMTEMNESR, NEFHEF A6 F2
REVEENGEE.

MEREESEENRA , BREESER,

BREEREENAXNRERTIATNERRE, flw , EULER-ENHRNEHENEMF , EE
EHPRHESEY, NIFESERETHT ERRENFRES K F2REHER

BEER

BAHNAFRMZEEXECEH TR A AWS EREMR SDK, A ASEENEIRM
DynamoDB Encryption Client B9 48B3 & ..
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EEEENFNREAENEFEE, ERFENEFRENEAEERASRFEAERENFHCHK.
FEERRBRUNMEXFENE , —BERUNE K FEREIRFERTER. EREERANCHEL
®  ERELZEMEENEAR. T8 , B USRS EHER,

EEEETESMNER , BLEFERHAWS KMS BEE keyring REA., MBFNBRZARREL KN ER
&8, MEFHFMEN  FSBERAKEE keyring TR E S N,

CAAXRBNEER, ENEFIESARREE  UUEENENRERASE T HRETES
mEHER

ERENCEEEERELTUATHNERRE, SERECREETEENEERERETEEGERE
ANFEHRBERE, RABNRBRERINRBERECEINTENTNERARE, FREER , B
/\\\lfg-%ﬁ-ﬁ\ﬁ.ﬂgo

MAEBEEREEMAEHTEZH , TRELTHTIER,

- VEEERAESENERE
- EREEEE
- EREERE
- EEREEEE

ELRENERETESHMNBEHALRE , FLE T EEE—HEXR,
- BERECEEBLEERE—NEERE
ZEFRESFEREZMEENNE N ERBLER.

T, E-REGRITRAREBSEAESER.
- BREAEREFRESTEERNIRMALE Y ERRL

REFSBVEBEESE  HP2sAREYS —BRECRNEMMY  IURERAESEN TS
28

WEFHES , FERERBUNZEEE,
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ZHFERENZEESIR

EREHESHAFERNEFRENER B4 RESREEA T NEGCHNEAFbranch-key-
idHAREERY R, EREREESRIER , INESKMV, EEREHAY , RV FPHE
MEBREFAECEMENEECREZRMHE,

REGBEZA , BXAREFEIMAEE#branch-key-idP2E . WELKALEEMbranch-
key-idhBE 2TRAAANFRES A F2H EMZHFERETNER,

BEERED

BPNWAFIRMZEAECEFGE A AWS EREMNE SDK, LtEZASEENRE
DynamoDB Encryption Client 8 8E8& ..

ERATESMNS , SALEBRNERUTNAEXFERAGRERFRESMENICE, ERENEEE
BEREETUABMITHEREE,
BMRZZBEHEBINRBERECFECNTEITHERRE., REGELR , BLALR/BEGE

REXRERS| , FeBSMENRL. WFEFRES  F2REAGEREXERS

EREERAMUNNNZERERFREENETNNRECBRIRSY, SEEILBEMERERSE
HiE , IEEMISHENEREXT. REFREEESAERNAXFEEERMBEFRELN HVMAC £
g, it , REGHEEZHITTIEM.

* beaconl = beaconZ2
 beaconl IN (beaconZ2)
* value IN (beaconl, beacon2, ...)

» CONTAINS(beaconl, beacon2)

REELEBRESEENEEN S K , THiT LREM , BCONTAINSEE FERIN , B UEEES
EEER , UBHNEEEEIENNFBHAREMUNTRE. ELEREBEENEMAK , EULRES
ENEEMNTE  ETEIEMUNNEE. WEEENESEETANT2EARENFMESR B

Z2HEEHAER

REERNEFIEXRK K FEETITESNNBEHERSR, THHEIEEEREBLEEREURETE
R INZEMEHER,
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BEER

BEEEREITEAES, BUUEARECSERATTIER,

BHE—MEMN

MREBEZBR T EMERUIBEENRE  FEIRESK,

g4

ST ER | FEERB WEREUnitInspection , LEMAEERKENREER ., ERE

PR EERHEHTEMEA work_id, inspector_id_last4, inspection_date® K948
Mfunit. EEMNWES ID BN 0 99,999, 999 2 HMNEZF, i, ATHRREREHTS

fi , inspector_id_last4REBFHRES D WEENNE T, ERETNESERUBEERSIE
#Alwork_id. ZiEfmiEE)I{FENCRYPT_AND_SIGNAEIZEEE inspector_id_last4M unit #1L,

TN RUnitInspection&ERER X FIEB WEHI,

{
"work_id": "1c7fcff3-6e74-41a8-b7f7-925dc039830b",
"inspection_date": 2023-06-07,
"inspector_id_last4": 8744,
"unit": 229304973450

}

B &P E— W

MRinspector_id_last4RNUFENE K BENAZSECHHABRUYME/MIER |, Fit
inspector_id_last4 HMUBBRESEE. AR, EAGREGERELRERS|, BAUEAL
RERG|IREHMBZinspector_id_last4i@ii,

NMEREREGENRNR , FBHK
&3 EHER

ERECRR-HSERRMUEZBNESHML, MREABZHNERUNBERRATSAES
HZERMUNBENTEAES  FREERMVEBRESE. FEEEMULEAZLIE —EMEN
FFR AL o

&4
THEFERIEMployeesEREMNERMBNL. AT R2EmployeesE R EH Y EHI#E X FEC 8%,

EREER

RFEREL —
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{

"EmployeeID": 101,
"SSN": 000-00-0000,

"LastName": "Jones",
"FirstName": "Mary",
"Address": {

"Street": "123 Main",
"City": "Anytown",
"State": "OH",
"ZIPCode": 12345

B INE ALY R

FELLEHIF , SSN WS INE,

MREEEFEAMSLLRBN ROV FEISONRLY , FELERBUIE R ETEEINE
.

B BBMNERLast4SSNRMSuffix(4) JEEEH Last4SSN=0000, EALERBAURERS
BEGRE. A%, CRAREGEREULREREl, BUUERALRERS|IREHERMWL, HLEH
S2EESSNERERALIEER MBI A R #%o

B2 ERAYBE

(@ Note

THEHREETUEREEBUATHERNENER, ERARAT | LEHlhERY
EHIAL T AT &SR 2 A BI N — MRS,

MREEEY FirstNameM LastName WU BEHITEXNEE , BUUR L EFHENameTaghi
I, BRMURRFirstNameWUNE —BFBHKBERE , REEF LastName B , £3UNE
FRERR, EALERRURBEBEERSR. A%, FARECERBYXRERS|, BUUEAL
RE R G| NameTag=mjones&E HEEM L,

EOMHAMBRE D —ERBFEAL, FirstName =% LastName T AR , SWEEAILUMNER, F1[
M ZRRE BN B N ZIERZE)/ESIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXTH
B52A SIGN_ONLYH ,
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MEREERBUNMEACFANEENERR , F2REELERER L,

BAER

EeEEERNFMNFFENEEFERY RS , UHTEMNERERE. ZUUAERAESEER
BT T HEA.

EHE-R5 LMBERCHES
MREFEEHE RS LNBERUNES  FRUESS
BBREER , LERE—REl.

REEEER 2R, BANUBYRERS|  EEEGEEMASIERSIBRATZEHFNES , R
EAEFRIBRATERMNENR. SESEEEEAFFRSIBNRERSIATIITELATNES
NMEBITNEMEN.

g4

S THEN  FEEEA WEREUNitInspection , LWBMEERENRES R, ERE

P EECEEZTESHEA work_id, inspector_id_last4, inspection_date®l Ky
ffunit. SEEMBEE ID RN 0EF 99,999, 999 vEMEF, T8, ATHRENENTS

#i , inspector_id last4/\aﬁﬁ&1ﬁ§%§ID H’Jﬁfdﬁlu%l—?—o ERETRHNSERCEHE TR #
A Alwork_id. ZiE#m==E/EENCRYPT_AND_SIGNH&1ERC inspector_id_last4® unit #{4L,

|.

B, ZEEEEAABENEMERNE

n||||
X

IR RUnitInspection&EREF MM FIEHB N6,

{
"work_id": "1lc7fcff3-6e74-41a8-b7f7-925dc039830b",
"inspection_date": 2023-06-07,
"inspector_id_last4": 8744,
"unit": 229304973450

}

ENFEMUNES BT PSES

MREIBEHE LEAUnitInspectionERERE XL M AFinspector_id_last4.unit , 5t
A inspector_id_last4f unit MBI TRNEEEFE, RE , *RMEESEESERIUESE
Fo

REBSGEEZR  BEIXRERS , BEEECEERAPEIERS|IR, FAMAERS|IREH L
HELEAFE B inspector_id_last4.unit, flin , A LLEHMEE , UERRESAERE
BNUHITHWBREBE,
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EMERMUNEES L HTEMNES

MRBABEE inspector_id_lastsM EMUnitInspection& ¥
Einspector_id_last4.unit , 8% A inspector_id_last4f unit MU EIFRNELE
B, AE , tMEEECGERLRSEE,

REEEFEZR  BEUXEZS , EEECEENMANFRZRSI®, FAKKER
SIZRE#UNnitInspectionERELRFERERMENIER , REHERELREBSHE
EREFRECHEEN ID BEANFTBEMNEE, BHaE LHTESHEANE

Zinspector_id_last4.unit,

MEREESEENRA , FB2RAREESER,
ERE R LMBNAXFRUNES

MREFEEHE—RS| LMENMFRUNES  FEUESHER S @BR%E
ERMAEX WML KE—RS. ARERESERENRXFRULRAEZREZD
#ESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTH 52 SIGN_ONLYS o

RERGERZR , BAMBMRERS| , FEEAGEERAT BRI ERATELAFNES , |
ERFFREIBRATEERNEN. $SESEEEESFFREIBHAERSI THTELATNER
NMEBITNEMEM.

g4

TN | FEEBEA NWEREUNitInspection , LB EREBHNREER ., ERE

PR BEREHITERAE work_id, inspector_id_last4, inspection_date#l K@
funit. EEMMERE ID 2NN 0E 99,999, 999 2EWEF, TiB , BTHRAERELESS

#i , inspector_id_last4REEFEHRES D WRENNVETF, ERERNSEMLEAHERS&#
BAlwork_id. ZiHHRZEN/EENCRYPT_AND_SIGNAHE&{ZEFC inspector_id_last4# unit ¥z,

TN RUnitInspection&ERERFHXFIEB WEHI,

{
"work_id": "1c7fcff3-6e74-41a8-b7f7-925dc039830b",
"inspection_date": 2023-06-07,
"inspector_id_last4": 8744,
"unit": 229304973450

}

BESEER 114



AWS BB EZE SDK AR

EWUES LBTEES

MREEEE#HUnitInspectionERE , A THBIEREASERERBHTHR
& %A inspector_id_lasts4 WMEINEEFEIE, inspector_id_lasts ##
MNEEHIEREEEENCRYPT_AND_SIGNHERE, AIEMEZNEHBEEECWE
#{5#E, inspection_date MM EEESIGN_ONLY , TEEZEEE, =&  #®
inspection_date #{ufinspector_id_last4BEEEBRIESEE,

REESERCR , FRURERS| , EERSEEMADEERSIR, FRAKKERSIEFESR
E, SREREREHRIREAYNTEMTNCH. flU , BUUEHNENE , LG IDEREA
MmEASERE R BR744HITHMBERESE,

EWUIES L RTERNES

MBREBEEEHERELSEE inspection_dateHEERBITHRE , REHER

ERABEY inspector_id_last4= Frinspection_datefREIMEE TR
FBinspector_id_last4.unit , 5% A inspector_id_last4# unit MBI FENELE
B8, A% , "M X Finspection_dateBUNMBEELESERYESEE,

REEEERE2R  FREUXRERS , BEEECEEMAFRSIR, FRALKRKERS , BRER
EREREBPHTHRENTESR. fl, BUEHERE , UEEEHARBBRRENAE
BEE, 3E , BUUERERNE  UNSEEREANEENEREENV LHITHMERER
&,

MERTELEENRY  BSUBREEAER,

BEFERE

BPWAFRMZERXECEFTGRA AWS EREMNR SDK, LLEAZASEENRME
DynamoDB Encryption Client B tHB8E&E .

ELRHFERAREATESMBENMERMVE , AWS ERENE SDK BN FEFE
HMAC. It HMAC &t R ZMRAUM X FEN —H— (1 : 1) k¥, HMAC LS8 E , FZETEE
NFEHEEHENEE HVAC £, SLERENRRSRERERBAYEMEBBIHE X FEYA
EFARREN .

ABECHEEENRBUETHBEIARBE RGN EERE, CREREREREGERERERE
RE. B EREEAHERCREGENERRE.
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EETEEE MUNNBERE, T8 , EREAGER , EFNRRREN T MV LHEABZEE
KB R,

ESNZENEEREREEEMENERNITEN , UREEAFRMZEER EHBINERS. &
BEREGERRNMNERL - EFHR. EXRTEMIUERERENES MHHBIER. ERRER
T, RERBNEREURUUASMABREN S MEEES  AERATREBNWUNMELFE, BEE
ENEEREARBEELRR , SWitED BNMRMY,

BRELHEEEE  DHEERFENRZLER. flM  #EEREFIEETEXFIXFERNA
ElZ K SURAERFBENESMIRENFRES, STREHZN  CEFTEELESZRR. &S
HEESEREHMRERE.,

ZEMEMAE
- BRNEERESELEARDHRE  XARERNEBEERES HNHEEEF.
- BENEERESELASER  YIRSEANNEAL , RACEEERZNERERM,

HERT RN EECERER , E4ARIEEREENLZLUNRE K MASREEHHINE , &
BULE, FERENZLBERRREREN S fi , URGEEEBIEMUMNER M. THEERER
BHNEERM—o M , EFE=HEER.

e
. HEEERE
- EP

HEERRE

EEREUMITESR , RESHEZFAEN HVAC ERUTH. BBRNEEREEBUARERE S, 1
BENFE , UARENREZSNRESZR. NRENENERTIMHN , BUUERATHHFEXA
EFRBENBFNREFERE. EEFEAREMTERSEEN THRBAY , XTREER
SEPNEEE - ERTELREHENRR.

(® Note
BEFEANEREBRREMEN D, WRENERERK—2M , BTS20 EE
RNERE?,
—RME , ENENEURBFE -2  HECEREMENHERLES,

\

il
S
i
iy
1
op

%
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1.

(CEPNE

ADREECERBREMUTHE—ENTERYEE K TRV FHRENTERESZ, fln , FEE
AFEBIE TERMNENINZERoomE AL, Room WA TEFTELE T 100, 000 fE{E , ERE 50 &
TRNEZRZETHEIFAZANEE, ERXRTAOA S, ABRHE 50 AR M —E AT LLFERK
£ Room ML,

® Note

NRENBEECEERRERMUER  MARNTECEERENAORERMEIMAIMHE—
HEHE.

HEAQR  FELEBERENTFAER, CRAGERBANLER  SRELENGERE.
RENBERENTMARANENERRAR , UELERRLRUERREFATRAIE—EE
BHFEME.

BHAOTEERME, B, B BNEREFHE—ERE , IEFERPES —FhEREKE
—EHBE. BETR, £ATIIEERBHEHFARALFAE -—ENRIER,

v/

EREFEHME—EERN 107
- BRERBE—EZRHN 1007
- BREFRHME—ESRHU 1000 ?

v/

v/

50, 000 1 60 , 000 EME—EENEREL TEZE , eMHSELHERNEREERE. ©
i , 50 , 000 # 500 , 000 fEM—EZENEZEKBEELEEBNERERE,

FEEMPAERENENERNLEER , AINEHERESRSNERK, flin , XEE 41, 707 EEE
B3, BEANAOREEECHERERLESA, izu%ﬁﬂJﬁWIPcOdeE’ﬂ%u@ama%lﬂ
B R, BIENEZIPCode ML B HIIRAE 41, 707 E—E , B ILHEAOERA 41, 707
fBle MREREPZIPCodeMRURABEREE—MENER K MERITERBE—RENE
#, BT AOEREAZRENTERERES , MT2 41, 704,

ATERRERMNEREE
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FEYEEEMUNBEGERE  SL4AXARYNMERERNEENHE, FHNUERRK
KRR FFE HVAC BB — X FEN FORERRE. — B - FZENEHRBRRE
PREHNRERE,

BERAMNREREARIEAME , BPRAONTELER. TIHAEBXREEENADE
16 ERESH—ERT BN

2 < number of collisions < V(Population)

MRWMFBRABORAME , AEESELEASZRE, AFEZBRCAME FLAANMENR N HE ,
RATFERTIMRUPNSEE —ERSRA RS — A —ERELEED —ERH,

3. FIEGERENEZRHE
AR EN R DN MNRABER , FEATIAEXRBRINEENEERESRE.

number of collisions = Population * 2-(Peacon length)

B, RAENREHESAME (RBNRERNNERE ) NEERE.

2 = population * 2-(beacon length)

RE  BREPREBESFRAOFTERNEERE (RBNRARHRERE ).

V(Population) = Population * 27 (Peacon length)

EMEZSBLUFRAEENBHONBRIAIRENEERE. fl, WRFEXEL 156 HER
RE , BRMEREXENBIAR 15T, MAREBAEAZR 16 LT,

4. EBEEERE

ELEFEARSHNEMUNEREERELE, RAEBLETREARENEEREREEE
BENZ2ME, 7B , LEREANEEREIRRENHEEE, TRERERER K FEEE
HIMAERR R , KB REEERE.

ERBRENEERESREEANRE A MEABRNEEREAEGRERZEME. —KME , IRE
MERED HAFE  ENRERFERVEBTRANEGE , IFEEARENEERE , 2B
EREs N EEESNERREERKE,
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MREMBERBEEE  WREEMBETIRULDHGHEINEFATSHENERLZEEREBE , B
BEEALEHENEREEERNEERE. HlN , IREEHMUNEEREEZBREETES
9-16 fujt , WA LLREFEM 24 U TN EERE , LB REMREEE K

A RRELNGEERE. CRAGESAMKER  LRELEFREERE.

g5

EZRBEZEREZHIEENCRYPT_AND_SIGN®#§ unit &SRS WERE, BERTE unit BUNE
AEE  RMAEEHEHZunitBUNFEASRERENEERE.,

1. f&EtAO

BEEMANRBERNBINENERRFRR , RAES unit MUKIKEH 100, 000 EHE—
=

IER ¥ =100, 000,
2. FHEFEHMERENEREE,

HELEHIP | RAHRERBENR 2 2 316 2@,

2 < number of collisions < v(Population)

N
IA

number of collisions < V(100,000)

b.

IA

number of collisions < 316
3. FTEGERENEZHEHE,
EHEHD  FERERNR 9-16 LT 2B,

number of collisions = Population * 27 (Peacon length)

a. AIEGERE , EFFAHMNRMERESRIR 2 FEBIN&/IME.

2 = 100,000 * 2-(bEacon length)

EERE =156H 15Ut
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b. FERHNUEBABSENRIR 2 FELNKAENEERE.

316 = 100,000 * 2—(beacon length)

EERE=83%H8URx
4. YHERELZ2NBEFRNEERE.

HWRMER 15 WEEMNT , MERANMZ S E.

« 16 fiIT
- FEME  SEHE-—ERSHEEHAM 1.5 BEM
- 22t ERMHREEE HVAC RERNMER KSR 66% ARt ERERNMEXFE,
- NEE  ERSEEUEERFERNE 10 EFHM 15 &K,
- 14{ux
- FEME  SEH-—ERESHEEHMW 6.1 BEEM,
- %2 EAMEEELE HVAC BRI EFCHE 33% AIRERHARMNMAN FE.
- NEE  EREEIUEERFBERZE 10 E5HM 30 &,

BEEEEH

BN AFmMERERNECEN®EA AWS EREME SDK, LHEEASREENEIRE
DynamoDB Encryption Client 8B & .

BEEEHEE-—HNEERERELN. REGER , GEABIALEEANEZMUKEANEE, 5
HARUTENFERVRERB AR EERE , EFERNBERUNBEERE. RETRNEETEENA
RN EEERE,

mERHMASENRTEENES  FERETEE.

WHRBREER
HERECER K BARBLNEESBREURBNAGERE. EXRTEFRECSHERBEIRN NE

RERMUNEEEBNEBER, i, IREZEAELA WNBHMLEIZELEFEEZELastName , &
HEEBBBEZE LastName,
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ELNEREBACERRMEER , B UERPEREHRENER , EXE AWS 1% SDK B BfE
REERBHAEERER.

RERFR

BANAFRMBEXECEF GRS AWS EREMNR SDK, HAZEASERENSIRME
DynamoDB Encryption Client B tHRIE .

XEAESNFNEEAMERE., FECEEYTHSMLES, CAREENETEETRESMNEN
REERE, EEEEEEHNZFZENERESE  UITEESHNEM.

EEEENFTNREAENEFEE, ERFENEFRENEAEERSRHF T AER BN K.
EERBEBEMAINEXFENE , — BEMuND , EERBELIRAREER. CAGERANCER
BRELEFEENER. T8 , B LA EECHATRALFTEREE.

RECHERERE  REEARRANERFNE-BSH. A% ERENEAEEZE  CRE
R IAWS KMS BB keyring, EHEBIRAS. HEAEEREATR. TR BEBDE , IR
REEREN AWS ERENS SDK AFH. MEFEER  BeHEACE

RTERRMEREERE , RAEBRERIRECENESEENFE. RESALELNEERE
HEMTEEZTANEESIESEHREE,

£

- REBEER

- REERER

- gifliERE

SN o 4T HE (= 4T
H;l;E.ZR‘£E1FJ =

BECEREENETEFTESNBNREES . MAARBE-NEIEERVATIEFES,
HERERE R

Java

List<StandardBeacon> standardBeaconList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
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.name("beaconName")

.length(beaconLengthInBits)

.build();
standardBeaconlList.add(exampleStandardBeacon);

C#/ .NET

var standardBeaconList = new List<StandardBeacon>();
StandardBeacon exampleStandardBeacon = new StandardBeacon

{

Name = "beaconName",
Length = 10
iF

standardBeaconList.Add(exampleStandardBeacon);

Rust

let standard_beacon_list = vec![

StandardBeacon: :builder().name("beacon_name").length(beacon_length_in_bits).build()?,

EERERERGE  FRHTIE
ERER
fEERMZRLREERNERE,

EREEBUTENZEMINERMVNBEAER , EFRERNERLNEEEE, RMABAEES
TREARECERBNNEZEMINERERUNEE, METRNEETEAARNEEERE. W
FHEBFREGERBNmE , F2REEEERHE,

EERE
BERAENEERZRENVTE

EERESREEEFEELENTOREY., NFFMEALGHHHEEENEECERE , F2
BB EERE.
BEERERE (2A)
BREERNERRFEMAL,
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EERRLERMUEBRSEERBMUENRS . ELNEERBEEERRMEER , LBt
HEEMERRIR , M AWS ERENE SDK 8 B BEAG RS BUMABERKF,

BYERR

BEEVERENY  CLARMERMUNBBANRERLEE, SHEREHUEERFTHEENIR
F ., eRECHBENREERMUNIEF, THEHSREMERFERL , B ERR,

(® Note
EPEBEEEAENEZD , ARFENVERBURAELTAPER. NWEHMER 2
BRI EER .
Java

BT ENENIEE S : VirtualBeaconSearchableEncryptionExample.java

List<VirtualPart> virtualPartlList = new ArraylList<>();
virtualPartList.add(sourceFieldl);
virtualPartList.add(sourceField2);

VirtualField virtualFieldName = VirtualField.buildexr()
.name("virtualFieldName")
.parts(virtualPartList)
.build();

List<VirtualField> virtualFieldlList = new ArraylList<>();
virtualFieldList.add(virtualFieldName);

C#/ .NET

E2RTENREXTEES : VirtualBeaconSearchableEncryptionExample.cs

var virtualPartlList = new List<VirtualPart> { sourceFieldl, sourceField2 };

var virtualFieldName = new VirtualField

{
Name = "virtualFieldName",
Parts = virtualPartList
};
REEEEE

123


https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/searchableencryption/VirtualBeaconSearchableEncryptionExample.java
https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/searchableencryption/VirtualBeaconSearchableEncryptionExample.cs

AWS BB EZE SDK AR

var virtualFieldList = new List<VirtualField> { virtualFieldName };

Rust

E2RTENREXBEF : virtual_beacon_searchable_encryption.rs

let virtual_part_list = vec![source_field_one, source_field_two];

let state_and_has_test_result_field = VirtualField::builder()
.name("virtual_field_name")
.parts(virtual_part_list)
.build()?;

let virtual_field_list = vec![virtual_field_name];

FEEAREHUNBERRELERMN  SEX4AXERER , Tt RERLTEEERTDE

o

ERMUNZEEZE

EETEEE MUNNBERE, T8 , EREAGER , EFNARRERT MV LHEABZEE
KEEREE. SREFENSAEREXEEMRENLLER.

BEREAEREREGRERBNRERMUELEREM L. EYTSEARBYRESHR I REMALNE
wEa , TegREREASENZLER, ZReHRENEEIRREMIRMANENHER. B2
EHURAE SR A R ME—ER 0, AR B SORME 8 E M 28 PR E R TR,

BRUERAONGEERERYEERMVARERUEEREZENENZ M, AORRVPHE—E
MENEHE. ENAOTEERHE. NELAEMULAONRR , F2REEAD.

BREEERUNZ2MR  FEETSIEHH,

+ Beacon! B Z#FieldA, FieldA A MO AR 2 (Beacont &E)

« Beacon2 H B#VirtualField , HH FieldA., FieldC, FieldB#fl 2
#FieldD, . FieldBFieldC. #l FieldDHJ A OEFIAR 2N

MR THFRIRRN A true , Beacon2 EIR{RE Beacon1 #l Beacon2 B &Z &M :

N = (Beaconl length)/2
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BA %

N = (Beacon2 length)/2

EREFEEN

BRECHETARENZIERMUATISFES, I, eNTARBRBESEE  LITEEMNE
BERE, ATHSEBNEERERSFE , AWS ERENE SDK RETIZAGERR , TES
BREEENFAEHAR,

® Note

HEEREEEN , BLAMER 3.2 RFEMRAEK AWS BRI EMNE SDK, #EHEEAHE
EEFMARH , TAMRAEEE A IR,

PartOnly

ERA NEEERPartOnly REEARERBSEENME LD, BELEEEHPartOnlyRE
5.

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beaconName")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()
.partOnly(PartOnly.builder().build())
.build()
)
.build();
standardBeaconList.add(exampleStandardBeacon);

C#/ .NET

new StandardBeacon
{
Name = "beaconName",
Length = beaconLengthInBits,
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Style = new BeaconStyle

{
PartOnly = new PartOnly()
}

Rust

StandardBeacon: :buildex()
.name("beacon_name")
.length(beacon_length_in_bits)
.style(BeaconStyle: :PartOnly(PartOnly: :builder().build()?))
Lbuild()?

Shared

BIFFER  BEAGREGEHSELE - HVAC £ , UETEEHE. Rt , ZEEZERMEES
HNEREEERENENRUATESNES, EREA NEEEKESharedEERANRE S —BREEEN
HMAC &7 E.

Flan | MREFEEbeaconl B BEbeacon2 MM HEITLLE , 48 beacon2 EXAFRKRE W
HMAC €88 beaconl#{TstEHSharedEE,

(® Note

HEREFEMSharedERE2n , FERBENRZREMMEF R, SharedEHEARESHIMATH
MNEBRERESMNRFTEAE. flU, effTRESERIRPLELARCSSHENEF
=B

Java

List<StandardBeacon> standardBeaconList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beacon2")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()
.shared(Shared.builder().other("beaconl").build())
.build()
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)
.build();
standardBeaconList.add(exampleStandardBeacon);

C#/ .NET

new StandardBeacon

{
Name = "beacon2",
Length = beaconLengthInBits,
Style = new BeaconStyle
{

Shared = new Shared { Other = "beaconl" }

}

}

Rust

StandardBeacon: :builder()
.name("beacon2")
.length(beacon_length_in_bits)
.style(BeaconStyle: :Shared(
Shared: :builder().other("beaconl").build()?,

)
.build()?

AsSet

RIBETERE  MRBUEARAES , AWS EREMNE SDK Bt EEENE—BEGE, Akt , B8
SE#AT CONTAINS(a, :value) a AMBERUNESR. ERA NWEEFEEASSetiTEESEF
BEENTENENRESEE , ULSEREUAEEERFREEB P, E7ZE AWS Database
Encryption SDK #17&# CONTAINS(a, :value),

BEERASStBRESE  FETHNARLARBMEENAD , LEECMAHRATUERERNEER
E. MREFEERERBRLETR , GEENTRTRLERNFZED,

(® Note

HEREEMAsSetZHRZE , FERENZEMMEFR, AsSetEEAIESEMATEE
HNERENESMNRTERAE. Sl , EMATREETREXFENRN,
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FMBABER

Java

List<StandardBeacon> standardBeaconList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beaconName")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()
.asSet(AsSet.builder().build())
.build()
)
.build();
standardBeaconlList.add(exampleStandardBeacon);

C#/ .NET

new StandardBeacon

{
Name = "beaconName",
Length = beaconLengthInBits,
Style = new BeaconStyle
{

AsSet = new AsSet()

}

}

Rust

StandardBeacon: :builder()
.name("beacon_name")
.length(beacon_length_in_bits)
.style(BeaconStyle: :AsSet(AsSet::builder().build()?))
.build()?

SharedSet

EES NWEHEESharedSetfES SharedM AsSetHE , BLEAUHES BN MBEHIT
HEH#E S, iEn = AWS Database Encryption SDK #{T& , CONTAINS(a, b)Ew a 2E

&, ™ bR MEWAL
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® Note

HREFESharedEHR2H , FERENZTENMMAEF R, SharedSetEHREATREEE N
AEBNERERES MR ENE, fl, EMTESERHEXFTEN R | L
R E AR FE,

Java

List<StandardBeacon> standardBeaconList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beacon2")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()
.sharedSet(SharedSet.builder().other("beaconl").build())
.build()
)
.build();
standardBeaconList.add(exampleStandardBeacon);

C#/ .NET

new StandardBeacon

{
Name = "beacon2",
Length = beaconLengthInBits,
Style = new BeaconStyle
{

SharedSet = new SharedSet { Other = "beaconl" }

}

}

Rust

StandardBeacon: :buildex()
.name("beacon2")
.length(beacon_length_in_bits)
.style(BeaconStyle: :SharedSet(
SharedSet: :builder().other("beaconl").build()?,
))
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.build()?

REESER

BEEEEGHYXFTZENEEGERPTEMNERNERE , fINRE- RS EHMETRMNG
BEH K EARVEHFFZRSIBNAES, EE5EFE AT ENCRYPT_AND_SIGN, SIGN_ONLYH
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT #{uEig&., BMBAESEEFETENEMEME
WO ZEEE,

(@ Note

EMEBEEEABNEZN , ERFLNESEERCTELHNER, NFFHEER ,
BRAEERE

2
®

HHRERE L EfI
Java
BEEEHERE

TIEHEE EEEREABTREARERNBENEENEMFEE,

List<CompoundBeacon> compoundBeaconList = new ArraylList<>();
CompoundBeacon exampleCompoundBeacon = CompoundBeacon.builder()
.name (" compoundBeaconName")
.split(".")
.encrypted(encryptedPartlList)
.signed(signedPartList)
.constructors(constructorList)
.build();
compoundBeaconList.add(exampleCompoundBeacon);

ERRANER

TIHEHSECEERAPLBERMNZNEENEHFTE. WEERERRENFEES
BERAER.

s
W%

List<BeaconVersion> beaconVersions = new ArraylList<>();

i
i}
i
o
o
SH
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beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.encryptedParts(encryptedPartlList)
.signedParts(signedPartlList)
.version(1l) // MUST be 1
.keyStore(keyStore)
.keySource(BeaconKeySource.builder()

.single(SingleKeyStore.buildexr()

.keyId(branchKeyId)
.cacheTTL(6000)
.build())
.build())
.build()
);
C#/ .NET

PSR TENEXTHFE G . BeaconConfig.cs

BEERER
THEFEE EEERARTRARERMENEENAMHFTE.

var compoundBeaconList = new List<CompoundBeacon>();
var exampleCompoundBeacon = new CompoundBeacon

{
Name = "compoundBeaconName",
Split = ".",
Encrypted = encryptedPartlList,
Signed = signedPartlList,
Constructors = constructorlList
};

compoundBeaconList.Add(exampleCompoundBeacon);

EERAER

THHFEEEERAIFEHERMBNEENEHFFTE, NFEEREERAEINFRES , F2
BAE A 1R,

var beaconVersions = new List<BeaconVersion>
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new BeaconVersion
{
StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,
EncryptedParts = encryptedPartsList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1
KeyStore = keyStore,
KeySource = new BeaconKeySource
{
Single = new SingleKeyStore
{
KeyId = branchKeylId,
CacheTTL = 6000

};

Rust

PSR TENEXTHES . beacon_config.rs

\

BEERER
THEFEE EEERARTRARERMENEENAMHFTE.

let compound_beacon_list = vec![
CompoundBeacon: :builder()

.name (" compound_beacon_name")
.split(".")
.encrypted(encrypted_parts_list)
.signed(signed_parts_list)
.constructors(constructor_list)
Lbuild()?

EERAER

THHPEEEERAFLHERMENEENEBFFTE, NIFEREERENFEE
BAE A 1R,

ill;
T
s

let beacon_versions = BeaconVersion: :builder()
.standard_beacons(standard_beacon_list)
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.compound_beacons(compound_beacon_list)
.encrypted_parts(encrypted_parts_list)
.signed_parts(signed_parts_list)
.version(1l) // MUST be 1
.key_store(key_store.clone())
.key_source(BeaconKeySource: :Single(
SingleKeyStore: :buildex()
.key_id(branch_key_id)
.cache_tt1(6000)
.build()?z,
))
.build()?;
let beacon_versions = vec![beacon_versions];

BRLUEA AL HERNFTEPERNEZNEANEEZENES. BRMEBREETREEEREHH
LEFERPERNEZNHEZENEGF, EBLEAERMFZNEENEH , EUAERSEEHF—X , REK
EZEEEEFEABTEESFEAELEHENS. MRERTECANBERERZN &0 —X , BALEES
EREAEBNARBENERTE., U NERBREETSELAENLTBS

NMRELHERMBENHRENAHBE  ALEARHAEBEMHEE , LBHNESERETNASESER
BRI TR RER R

(® Note

FESHERNENERENEMEE , BLAER AWS EREME SDK /Y 3.2 RS EH IR
R, TRMRABBZMERE , BEEERETMHEMSF,
RELEMRANEEARE  UERLENFNERENBEHEE.

EEREEAGER  FRHTIE
BEEER
BEERMBRURERNERE,

EEEBTENZMINERMVNBEAER , EFRERNEMUNEZEEE. MEGFETER
RHENGEERE, NFHNHEFREEERBNGHE , F2REEEERHE,

2 EF T

RARDRERESERZIBINFE T,

REES
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FEFAFRHREESEREBRFEZEMRALNEIFES.
MEREHFE

HAESEEDPSEENCRYPT_AND _SIGNEYAE (.

BEFIBLATERBNTE, B2 BLARRNERVERNEECSRERRE., ZEALURE
fA7e  BLARE—N, MBNHRITEERECHEENIMEANTFTE. BAEZREARERE
DR EESERRANEMET.

EMEBE|TRLEESNZNESG. MRERTEE—BAESEEPERANERD |, BAUE
BEAMBERMEZRDT, AMERENMNZRD FTEEFELEERNNEZNRsHEANFZERNERE,

Java

List<EncryptedPart> encryptedPartList = new ArraylList<>);
EncryptedPart encryptedPartExample = EncryptedPart.buildexr()
.name("standardBeaconName")
.prefix("E-")
.build();
encryptedPartList.add(encryptedPartExample);

C#/ .NET

var encryptedPartlList = new List<EncryptedPart>();
var encryptedPartExample = new EncryptedPart
{
Name = "compoundBeaconName",
Prefix = "E-"
};
encryptedPartlList.Add(encryptedPartExample);

Rust

let encrypted_parts_list = vec![
EncryptedPart: :buildexr()
.name("standard_beacon_name")
.prefix("E-")
.build()?

REEAER 34



AWS BB EZE SDK AR

EERENANEE

HBAESEETESNHEZEML,

® Note
BRI RBAN. EALURETSEEMEREERTNESER,

BEF,»HBLETEERRE. RENMFE, RFEZE B2EBIA SIGN_ONLYE
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT #{i., RESERBUZBRSRERBNE
MEREl, MREMNIHBBREBIRIE , BULEBERIE , T AWS ERENZ SDK B EBFERAZA
BHARER. RMEBLESTREEREBASHEE. FEUUREMUFE K BXERK -,
EEENTPTHEEFENZRIMENFTE. RMAEBRCAEERES B RESEERENE

ftb & 2o

BMERERTatEERENERERNL. NRERTEE—EESEEREACEENTD ,
BUNEREARER. AHERNCEEF I FTREFRELHERNCEERIHEANFTERSR
i S

Java

List<SignedPart> signedPartlList = new Arraylist<>);
SignedPart signedPartExample = SignedPart.builder()

.name("signedFieldName")

.prefix("Ss-")

.build();
signedPartlList.add(signedPartExample);

C#/ .NET

var signedPartslList = new List<SignedPart>

{

new SignedPart { Name = "signedFieldNamel", Prefix "S- 3,
new SignedPart { Name = "signedFieldName2", Prefix = "SF-" }

};

Rust

let signed_parts_list = vec![
SignedPart::builder()
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.name("signed_field_name_1")
.prefix("s-")
.build()?,
SignedPart::buildex()

.name("signed_field_name_2")
.prefix("SF-")
.build()?z,

iy

BREREE

HAEBEX  HERTNZENRENTHTHESERESHTRARN., BUNERBHRBFET
SERBM AR,

MREREHBEBNMENBERIBBESER AL ARUEEREE,
MREREREMNLBERNNERLER I REBESER  UARBHBFERERAN. WREXR
EERBRFE , AWS EBENE SDK 8885 ERETIERERRES.

- MECHENAN  KENEECEENATBTENIEFHS

- TREMENES , RIEFSHEEmEmanss

- MEEABRLEN

EREN

SEEZBRATRERRANEFEE , TERESESEEN —EAX, BREABo S
BEFENIEFBGEE—E , SEHINEEN2EF o R,

BEEBRAB,BEHENZNEHHRCEZZNEY I ERZEHAEEBRAT
BEXEEEER, fl, MREBEEE Fieldl, Fieldl.Field2M LEHESE
BFieldl.Field2.Field3 , 5&i§ Field2M ZidBField3EH , W& —EEESS,

BEEEBSRIVLEAELE—AXLENTS D, RMAEBEESREERREY , EME—H9 , UERT
LLEEHPFEHABEGINS WITHEE ¥,

MREHEPEFERELENSD , BRSNER. ECRRHCRE  BESEEEEARRS
FAEERYHEEREAUREHRNERS. CeERKERRTHEERRFENIEFESHE
B, WEAE—ERINERS, NRLIFEBRARY , AITFESHERER ALK,

FEERSRENSARBEEEMENERRIESF , UWRREEMERER,
EATIREFRIEECEHCHERRBE,

REES
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1. ABRENEZNE4ANCHENEFELERENF  UERRESTEZXMEMH,

ERRAMSBBLAREARNEECEICHEMUNBRE,

Java

ConstructorPart fieldlConstructorPart = ConstructorPart.builder()
.name("Fieldl")
.required(true)
.build();

C#/ .NET

var fieldlConstructorPart = new ConstructorPart { Name = "Fieldl", Required
= true };

Rust

let field_1_constructor_part = ConstructorPart::buildex()
.name("field_1")
.required(true)
.build()?;

2. FERLESERNHRINEEREAEY K ASEAUENESEEEASHFABYREBEN,

Blan | INRIEAEELE Fieldl.Field2.Field3H L& Field4.Field2.Field3 , Bl#
ARVMERBERE. FieldlH Fields#rERA4EN , RATHREMEBETRNESK
HHEE,

Java

// Create a list for Fieldl.Field2.Field3 queries
List<ConstructorPart> fieldl23ConstructorPartList = new ArrayList<>();
fieldl23ConstructorPartlList.add(fieldlConstructorPart);
fieldl123ConstructorPartlList.add(field2ConstructorPart);
fieldl23ConstructorPartlList.add(field3ConstructorPart);
Constructor fieldl23Constructor = Constructor.builder()
.parts(fieldl23ConstructorPartList)
Lbuild();
// Create a list for Field4.Field2.Fieldl queries
List<ConstructorPart> field421ConstructorPartList = new ArraylList<>();
field421ConstructorPartlList.add(field4ConstructorPart);

field421ConstructorPartlList.add(field2ConstructorPart);
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field421ConstructorPartList.add(fieldlConstructorPart);
Constructor field42lConstructor = Constructor.builder()
.parts(field421ConstructorPartList)
.build();

C#/ .NET

// Create a list for Fieldl.Field2.Field3 queries
var fieldl23ConstructorPartlList = new Constructor
{
Parts = new List<ConstructorPart> { fieldlConstructorPart,
field2ConstructorPart, field3ConstructorPart }
b7
// Create a list for Field4.Field2.Fieldl queries
var field421ConstructorPartlList = new Constructor
{
Parts = new List<ConstructorPart> { field4ConstructorPart,
field2ConstructorPart, fieldlConstructorPart }
b7

Rust

// Create a list for fieldl.field2.field3 queries
let fieldl_field2_field3_constructor = Constructor::builder()
.parts(vec![
fieldl_constructor_part,
field2_constroctor_part.clone(),
field3_constructor_part,
ip)
.build()?;

// Create a list for field4.field2.fieldl queries
let field4_field2_fieldl_constructor = Constructor::buildex()
.parts(vec![
field4_constructor_part,
field2_constroctor_part.clone(),
fieldl_constructor_part,
D
.build()?;

3. BURBEREFE HIhIsLESR2PEUNMEEBS,
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FMBABER

Java

List<Constructor> constructorList = new ArraylList<>();
constructorlList.add(fieldl123Constructor)
constructorList.add(field421Constructor)

C#/ .NET

var constructorList = new List<Constructor>

{
fieldl23Constructor,

field421Constructor
I

Rust

let constructor_list = vec![
fieldl_field2_field3_constructor,
field4_field2_fieldl_constructor,
iF

4. EBEEIESERconstructorListh , FBiEE .

gHIERE

BHNAFRNEZEXECEN®NE A AWS EREMNER SDK. ttHEBASERENERM

DynamoDB Encryption Client 8B & .

THEH RBUARERENESER. THEBTRHUEERE. NFHEERE

B, F2REEEERE.

BEERRENR

EEEETHNMARENEAGENTEENBES , F2[E GitHub £ aws-database-encryption-

sdk-dynamodb fEFESFH Java, .NET H Rust A[#E S &6,

ES]
BEEE

- BEEEE
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BEER

MRIGHEESEM inspector_id_lasts WMURBXREMHET , BEATIHELEETEREEE,

Java

List<StandardBeacon> standardBeaconList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("inspector_id_last4")
.length(beaconLengthInBits)
.build();
standardBeaconList.add(exampleStandardBeacon);

C#/.NET

var standardBeaconlList = new List<StandardBeacon>>);
StandardBeacon exampleStandardBeacon = new StandardBeacon

{

Name = "inspector_id_last4",
Length = 10
12

standardBeaconList.Add(exampleStandardBeacon);

Rust

let last4_beacon = StandardBeacon: :builder()
.name("inspector_id_last4")
.length(10)
.build()?;
let unit_beacon = StandardBeacon::builder().name("unit").length(30).build()?;

let standard_beacon_list = vec![last4_beacon, unit_beacon];

BEER

MBEEEEH inspector_id_last4M LM UnitInspection®&
EEinspector_id_last4.unit , BEEATIHHERBERIBEEE. WESEERFTEMENELS,

WHERE 0
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FMBABER

Java

// 1. Create standard beacons for the inspector_id_last4 and unit fields.

List<StandardBeacon> standardBeaconlList = new Arraylist<>);
StandardBeacon inspectorBeacon = StandardBeacon.builder()
.name("inspector_id_last4")
.length(beaconLengthInBits)
.build();
standardBeaconList.add(inspectorBeacon);

StandardBeacon unitBeacon = StandardBeacon.builder()
.name("unit")
.length(beaconLengthInBits)
.build();

standardBeaconList.add(unitBeacon);

// 2. Define the encrypted parts.
List<EncryptedPart> encryptedPartList = new ArraylList<>);

// Each encrypted part needs a name and prefix
// The name must be the name of the standard beacon
// The prefix must be unique

// For this example we use the prefix "I-" for "inspector_id_last4"

// and "U-" for "unit"

EncryptedPart encryptedPartInspector = EncryptedPart.builder()
.name("inspector_id_last4")
.prefix("I-")
.build();

encryptedPartlList.add(encryptedPartInspector);

EncryptedPart encryptedPartUnit = EncryptedPart.builder()
.name("unit")
.prefix("U-")
.build();

encryptedPartlList.add(encryptedPartUnit);

// 3. Create the compound beacon.
// This compound beacon only requires a name, split character,
// and list of encrypted parts
CompoundBeacon inspectorUnitBeacon = CompoundBeacon.builder()
.name("inspectorUnitBeacon")
.split(".")
.sensitive(encryptedPartlList)

gapia

A&
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.build();

C#/.NET

// 1. Create standard beacons for the inspector_id_last4 and unit fields.
StandardBeacon inspectorBeacon = new StandardBeacon
{
Name = "inspector_id_last4",
Length = 10
};
standardBeaconList.Add(inspectorBeacon);
StandardBeacon unitBeacon = new StandardBeacon
{
Name = "unit",
Length = 30
};

standardBeaconList.Add(unitBeacon);

// 2. Define the encrypted parts.
var last4EncryptedPart = new EncryptedPart

// Each encrypted part needs a name and prefix
// The name must be the name of the standard beacon
// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
var last4EncryptedPart = new EncryptedPart
{
Name = "inspector_id_last4",
Prefix = "I-"
;
encryptedPartList.Add(last4EncryptedPart);

var unitEncryptedPart = new EncryptedPart
{
Name = "unit",
Prefix = "U-"
};
encryptedPartlList.Add(unitEncryptedPart);

// 3. Create the compound beacon.
// This compound beacon only requires a name, split character,
// and list of encrypted parts
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FMBABER

Rust

var compoundBeaconList = new List<CompoundBeacon>>);
var inspectorCompoundBeacon = new CompoundBeacon

{
Name = "inspector_id_last4",
Split = ".",
Encrypted = encryptedPartlList
};

compoundBeaconList.Add(inspectorCompoundBeacon);

// 1. Create standard beacons for the inspector_id_last4 and unit fields.

let last4_beacon = StandardBeacon::builder()
.name("inspector_id_last4")
.length(10)
.build()?;

let unit_beacon = StandardBeacon::builder().name("unit").length(30).build()?;

let standard_beacon_list = vec![last4_beacon, unit_beacon];

// 2. Define the encrypted parts.
// The name must be the name of the standard beacon
// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
let encrypted_parts_list = vec![
EncryptedPart: :builder()
.name("inspector_id_last4")
.prefix("I-")
.build()?,
EncryptedPart::builder().name("unit").prefix("U-").build()?,
112

// 3. Create the compound beacon
// This compound beacon only requires a name, split character,
// and list of encrypted parts
let compound_beacon_list = vec![CompoundBeacon: :builder()
.name("last4UnitCompound")
.split(".")
.encrypted(encrypted_parts_list)
.build()?];

gpIaRE
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EREE

BRMAERMZRERNECEFR GRS AWS EREMS SDK, Lt ASREENERM
DynamoDB Encryption Client B tHB8E .

Beacons AIREESMBNRLE  MASRBEEHANREENE, SHESERTHREAEREF
BF, ERAENEFRENEAEERERFRTAERENHCH, FSERBRBRUNMAFEET
B, —BRunz  EERBEEIRFEARTER, FHEERANCER , ERELZENEENAR, T
1B, EE SR E R SRR AT IE R E R

BREBEZR , BXEAEZHTITR , TEFRREAERELHEEHITES.
1. B3I AWS KMS BB keyring

EEEATESMNE  ELHEFERAWS KMS FEE keyring RELE, I3 #F 2 A RMREBRCEKAY

WEEE S BEARER keyring S RIEH TR 7 BB keyrings

MEAMEERER keyring WEFHAEN , FSREARE keyring EITAIE S NE,

EREERA

EEMLM keyStore, keySource, ZRENFIEEEGERE, ERENFEESEES
B, mEEAEE. ERBHAEENGERE, BLALREERETEE . WEER NS
5lkeySource , F2H EELNEESBRIER.

T3 Java EHIERE-HFERBENERRE, NFERSHFENECERANHE , F2
RZHEFERNENESMNE,

Java

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.encryptedParts(encryptedPartslList)
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.signedParts(signedPartsList)
.version(1l) // MUST be 1
.keyStore(keyStore)
.keySource(BeaconKeySource.buildexr()
.single(SingleKeyStore.builder()

.keyId(branchKeyId)
.cacheTTL(6000)
.build())
.build())
.build()
);
C#/ .NET

var beaconVersions = new List<BeaconVersion>
{
new BeaconVersion
{
StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,
EncryptedParts = encryptedPartsList,
SignedParts = signedPartslist,
Version = 1, // MUST be 1
KeyStore = branchKeyStoreName,
KeySource = new BeaconKeySource

{

Single = new SingleKeyStore
{
KeyId = branch-key-id,
CacheTTL = 6000

1Y

Rust

let beacon_version = BeaconVersion: :buildexr()
.standard_beacons(standard_beacon_list)
.compound_beacons(compound_beacon_list)
.version(1l) // MUST be 1
.key_store(key_store.clone())
.key_source(BeaconKeySource: :Single(
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SingleKeyStore: :builder()
// “keyld® references a beacon key.
// For every branch key we create in the keystore,
// we also create a beacon key.
// This beacon key is not the same as the branch key,
// but is created with the same ID as the branch key.
.key_id(branch_key_id)
.cache_tt1(6000)
.build()?z,
))
.build()?;
let beacon_versions = vec![beacon_version];

3. RERERS

2

REEE®R  BLALARERRBEEFRNRNERS| , TRESNENRL. WEFHEEA ,

ZREAEERERERSE.
4. ERENZHRE=DE

AREEEECEENMEHME S AREEEA ENCRYPT_AND_SIGN, AR EZECEENMEHMtE
#RAAEIESE SIGN_ONLYZK SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

5. FRE AWS EREMZ SDK A F ik

3

£ EERIE Database AWS Encryption SDK fl Bk K& DynamoDB B X P ERKIER |
ZREAR DynamoDB K Java Al s BN E,

BEHEER

BERENGEEREERELTUAHTHEAERE, FECREABERRFREXNRITEAES, BEE
BREHXFFENRESE , LITEMNER., ELEANENERE K LEESERER.

fmsELEMESEEENE  MECHasARNERAYT. MERESESEEMETEY
HVAC B8 , ARERNMTTE. it  BEEREEHT THEH,

* beaconl = beacon2

 beaconl IN (beacon2)

* value IN (beaconl, beacon2, ...)

CONTAINS(beaconl, beaconZ2)
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BEEERALUHMITTIIER,

« BEGINS_WITH(a) , HH kA ESEEHERVNERE, BEELFERE
EBEGINS_WITHFREBILIGE FFREENE, T8 , B LEH BEGINS_WITH(S ) , He
S ERBAEESEEHENIEDFE,

« CONTAINS(a) , Ed a8 MEBEAEESEETSZBUNEEE, BELFEHEECONTAINS T
REBEBEFFERESAENTH.

BN | BEEHITER , CONTAINS(path, "a"Hr akBREASHIE,
- BOLLBREAEENESZ Y, ER/UBEEENEME , BULLBENZEANEZE M ME —

FEZECHENAN  ERBEEEAENERATESMERLNE,

Bl | |ELAE signedFieldl = signedField2s FHEBEEEMNBEHFMERvalue IN
(signedFieldl, signedField2, ...)o

BHA T EEBEARLREEENEHNENERHNFEsignedFieldl . A_ =
signedField2.B_,

« field BETWEEN a AND b, HA afl bREZNHEMG, BuLLURESNZH N FZE M MBI —
ZECEENEH  ELELIETMNERIPIENEBVLNE,

BUAEBREEENESHPIEEEBINFTE. flm , MELRMEMA encryptedField &
BB S5 compoundBeacon , signedField |4 BEEHEERTEAEMABAIIRENFE,

compoundBeacon = E_encryptedFieldValue.S_signedFieldValue

ZHFERENTESINE

BANAFPmMZERENECEN®EA AWS EREME SDK, LR ASREENEIRM
DynamoDB Encryption Client 8B & .

EEREREDEETESHNE  BXAFEHAAWS KMS BEE keyringe AWS KMS FEE
keyring BE 4L, MENEZARRERENER SR, CHERITARELEEENEESR, BHiZ
HEERESA AWS KMS BB keyring B , SERFHETRANS XSRACESR, BEEH
ZEFERERWMZER  BXEABRARELELEEEHCEENGESBRER, MEFHMENA ,
552 Bthe section called “FEAMEER keyring EITAIES N,
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EXERZHEFENENEERAR  FEEERENMAERECHEEE. ERENMAEES

BEBE, FBRAM keySource, BMXEKEESWMRFESRS MultiKeyStore , X BE
keyFieldName, A#EELBROWFZER , URAKEKEZSH/RIVVIREIA N LR,

MRERETEMELEENEE , BIKBETEE FcompoundBeaconList, BERENEER—EE
EE1EHEA | ¥ SIGN_ONLY F1 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTHE{Iim&iZ 5|
WEITEMNERM,

Java

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.version(1l) // MUST be 1
.keyStore(branchKeyStoreName)
.keySource(BeaconKeySource.builder()

.multi(MultiKeyStore.builder()
.keyFieldName(keyField)
.cacheTTL(6000)
.maxCacheSize(10)

.build())

.build())
.build()
);

C#/.NET

var beaconVersions = new List<BeaconVersion>

{

new BeaconVersion

{

StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,
EncryptedParts = encryptedPartsList,
SignedParts = signedPartslList,
Version =1, // MUST be 1

KeyStore = branchKeyStoreName,
KeySource = new BeaconKeySource

{

Multi = new MultiKeyStore
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{
KeyId = branch-key-id,
CacheTTL = 6000,
MaxCacheSize = 10

}

}
}
I
Rust

let beacon_version = BeaconVersion::builder()
.standard_beacons(standard_beacon_list)
.compound_beacons(compound_beacon_list)
.version(1l) // MUST be 1
.key_store(key_store.clone())
.key_source(BeaconKeySource: :Multi(
MultiKeyStore: :builder()
// “keyld® references a beacon key.
// For every branch key we create in the keystore,
// we also create a beacon key.
// This beacon key is not the same as the branch key,
// but is created with the same ID as the branch key.
.key_id(branch_key_id)
.cache_tt1(6000)
.max_cache_size(10)
.build()?z,
))
.build()?;
let beacon_versions = vec![beacon_version];

keyFieldName

keyFieldName ERTFHEARAEEHAFEEXEEZEES#Bbranch-key-idEEBH B
BB E,

ERRHEERBAEBNER , SR ARASZCHEELEE[EHENbranch-key-idFREEBH 7
RAELARALF

RIETAEE , keyField=RBI MMM , TEHBTFHREEREF., AWS Database Encryption
SDK Rl iR branch-key-idiZER SBER , WHEXBEFEREBSH , keyFieldflt
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LHEESEENZEGETZ2E, AR BERERE , At SkeyFieldEWRAEHEL

JAN
Ao

B A LG A SIGN_ONLYZX SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT #H{uS&&E®
BimZEEEkeyFieldd , LABATERS MUBEHREEREDR, MRLERM , keyFieldERAEE 8%
BEAERER , X EFEBH TEE branch-key-id H,

EHZHFENETHER

EESHEE BN BEEEHkeyFieldhEE | LB EFHECGEMENEESESBME,
AR EERARELTEEENEZE8branch-key-idHBEBIN . BEEZES S8 D HFE
Eibranch-key-idHFIEEBINEAFNZELEEE. BUUEBTIAXN SEEEHKeyFieldH,

BEER

EmEREAELeyFieldt§ FHRERLET , BAILE keyFieldEEMABSERT , BHACSH
BB, keyField #FEM &5 HHBIE,

Bl | MREEEREEBESEEcompoundBeacon, . M{EMMIA encryptedField#
signedField , Bt 48 keyFieldBERAECHEENIY ., EUELE LBTTIE
#compoundBeacon,

compoundBeacon = E_encryptedFieldValue.S_signedFieldValue.K_branch-key-id

EHEENER

AWS Database Encryption SDK F B EMNESEERRERTESHMBRERL R, ELXEEMSE
ELTE—EMBZREML. T8, AWS EREMNE SDK b XIEHEWNEE | ELEET LT R
S FSIGN_ONLYFISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTHE{IEZE.

SECETUNE—H 28, BATRERRKeyFieldls FRERED  HTUL BHEES
WIER | keyFieldBEATRBTEAEH , HEkeyFiel dEEEE LB HREH— AL
EELNBEHES, Him, EAUUBF TSR,

keyField = K_branch-key-id AND compoundBeacon =
E_encryptedFieldValue.S_signedFieldValue

MEREHESEENRSE W RUEENESR
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BiZ7E & keyField

MR BEZBRZS EkeyFielddIEE , WHEK BUERERET  BULBIEEES , &
EELNENRRE LHNEBESE —#keyField, keyField MRZEVEEHITEFGE , B LUR
BEEE LEH. flI, BUUBTTFIES.

keyField = branch-key-id AND standardBeacon = S_standardBeaconValue
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AWS & A DynamoDB B & Rl E % SDK

BAENAFRMBEXECEFHE S AWS EREMNR SDK, HAZASERENIRME
DynamoDB Encryption Client B tHB8E .

B DynamoDB #J AWS Database Encryption SDK 2 —E# BN E , AZEEE Amazon
DynamoDB &t @& A Fi% &, DynamoDB #J AWS Database Encryption SDK 12t &1 B4k n
® IELEEENENER  URESESEHEFNIER , MERENNEREY., MESH P NFEE
NWHBREREIRBERENHENFERTAREME=FFER , B AWS,

® Note
AWS Database Encryption SDK F 3% 2 PartiQL.

£ DynamoDB # , ERRRHEAMNES. BEEEHEBHNES. SEBEHHEEBNBE, EA
# DynamoDB #J AWS Database Encryption SDK 2MZBHNE, #E K TEERBBMHERE,
BULEEENZNEBMYE , AREEGHREDENEEPFTSMEBMHE,

AREFRH EFRME DynamoDB AWS ERIEMNE SDK MBS , SEMB WL, AFRTEMARE
Mig5l , IR BB SRR ERK Java &6,

£

- F P i N 25 0 7] BR 25 i AN 25

- ML MZELZEE ?

« DynamoDB F Y [ & &

- EFENERIER

- AWS E AR DynamoDB W& K E % SDK Al ANERREES

« EJR DynamoDB MZE A Fi%
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.CoreComponents.html#HowItWorks.CoreComponents.TablesItemsAttributes
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F FF Ui N &3 A a] AR 25 i 0 25

BPWAFRMZERXECEFTGRA AWS EREMNR SDK, LLEAZASEENRE
DynamoDB Encryption Client B tHRIE&E o

B A DynamoDB B AWS Database Encryption SDK XER FimNZ |, o UEEDNBERRE
¥, BRHEEZEERE, T8 , DynamoDB Rt ERFHBEMZINEE , TREEERKRRE IR
BREEPMFERK  WELFNERRFRBRER R,

BAIEEZENTE  BURARERNBREUREARINZEMER, B LUEA DynamoDB #
AWS EREME SDK M@FEm=., EEEMEMN#EENIEE X E DynamoDB K , DynamoDB F
SREERIAZSRE. CREENEEHUBEEN—RERKER.

1a] AR 25 i RE D0 22

DynamoDB X EfFRENE , ER—ERARSI[HIMNEINEE , DynamoDB 8 EE B RR BB AEE
AmZEREK , WESFRNENRERNFRZER K,

E&E A AWS SDK E DynamoDB B &k , B ERARLEB HTTPS EREERPMEZE, £
DynamoDB %% , AR TEFMAE DynamoDB Z BI EF INZ,

- JEERMNE., DynamoDB BEEAFIEERIKE , LEHAXMBNBE, RERARERABEMNE
P3N

- DynamoDB RV MEEHHREFRIN. SEENRNME—RS|IBIZFAWS KMS key KETE
& AWS Key Management Service(AWS KMS) R MEH RE. RIFFEEL , DynamoDB & H
DynamoDB JRIEIRE HAWS BEENSBH , BETLLEERFHN AWS SESRBEFZES
WRREBELNI D HEBER K,

- FIEERRENTEEHBELMNE., BNENERRFBTEHEE , DynamoDB §MZMAEERI &K
BY  BRIHRSIENAIENEIERS, IRENERREHFRSIE , AR EEREERRW
FERRSIBREUMNFHRIERETERKRTEER D,

- EERNKRAENYEEENE, FEMNBTE DynamoDB £, £EERRMNEH B AN HEER
HEEH,

- FHEESELEIRHESR, ELERERKRE  DynamoDB €MZESSEEHEANERRITS |
WA HE X F1E B EEEE,
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-managed-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.CoreComponents.html#HowItWorks.CoreComponents.PrimaryKey
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.CoreComponents.html#HowItWorks.CoreComponents.SecondaryIndexes
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Streams.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/BackupRestore.html
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B REEAD, FER  ERRKRERFITZE DynamoDB B | A F iR iNZ & B ERHEHIRE IR R
E, FNHXFERNKETELMBEME=S , 81 AWS, ZALAEHEA® DynamoDB # AWS
EREMNE SDK #H A DynamoDB &Rtk , E R A LUK IREBR Amazon DynamoDB & &l &RkE#
ZH&HFMRAH AWS DynamoDB & #E % SDKo

- HHPNTENERBZIERE, CkETERTEAE=FLEH , B AWS,

« WAL ERBLENERRIEH, E7 ISR DynamoDB B AWS Database Encryption SDK 5t E &
REBN2HEBIHE  SRITZCHREY. IEEVELEIHEREENREEEE , OFEH
BHEMEREMYE , IR RIEHEE.

o A LUERZE keyring FREMAREE R, EH keyring EREREBER BN LS R
HRELEHNER, FRHENEIBRRLNEESE,

- EAM DynamoDB #J AWS Database Encryption SDK A& MZRREE R R, LA LLEEREIERF
ZWB. BAM DynamoDB B9 AWS Database Encryption SDK A& MZRREEE., ©F-EMN
ZEMERE  WRERSIE (DEERSIEBNHEFZSIR) BUHENEBIRE.

AWS Encryption SDK
MRBEINZF A DynamoDB FHER , BEREMEHR AWS EREME SDK for DynamoDB,

AWS Encryption SDK 2 FinNZRERNE , THEET —RERNNZENBRR., HRATARET
AEAENER , BERFLEYTRAREEZEBLER (FIERERHK). HEEAR DynamoDB #
AWS BRI EMZE SDK &E , AWS Encryption SDK LR HIBEE B TEMRE , MBERXRE TR
B I EESBIMNZAEE,

MRIEER AWS Encryption SDK RiNZERREMTE , BT €8 DynamoDB #Y AWS
Database Encryption SDK ~ &, S#EzA—EERXENE KBRS —EARXERE,

TR B INE W ERE 7

BPNWAFIRMZEAECEFGE A AWS EREMNE SDK, Lt ASEENRE
DynamoDB Encryption Client 8 48E8& ..

B A DynamoDB K9 AWS Database Encryption SDK £ A FigiIHEXE , A Amazon
DynamoDB FEFE MEkET. Amazon DynamoDB #&REHEEREKF , ERBEENES, SEHE
BHREMENES. BEBMHEEBNEE. BEAM DynamoDB H¥) AWS Database Encryption

HRLEHE (L B IR W 2] 2 154


https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.CoreComponents.html#HowItWorks.CoreComponents.TablesItemsAttributes

AWS BB EZE SDK AR

SDK EMZEBMME. &F K ToEBBMHERE. SUMEEWLEBHEEME , AR BLEME
HETEHEEER,

mEZETREBEENEZE. EFRTREMSCHEBENTEERARLVERF , YTRERERE, ©
ARGENHZERBENRRESE (BEMEIRGREYE)  IRBREMBNE.

EMFEES  BrEHSREEXT , SFERREE. MABNLEE. KRNBWEME, E3Rs
2 (PAERSIBNEFZCI@E) BENESBNE  URBEER, F2EELERUPFHBRME

#0% DynamoDB AWS B R EEMBBIRELSEEA RN @A , HBEAWS HHEMN SDK KiE
5=

(® Note
DynamoDB E/ AWS EXEN% SDK EEAMAR&NBHEFEERRIEZHREZEF,

30
. MEBILE
- BEEE

m=EHE

B A DynamoDB B9 AWS Database Encryption SDK €ZEEEBHENE (EFENZBLEE
REH ), FERENMBNEWEEEE , BEABLEEE

fHlan | JEMEEH Z$E example # test B,

'example': 'data',
'test': 'test-value',

MRIEHE example BHEME , EFME test B , BRUOTAIR. EMEHN example BEER=
ENER , MARFH,

"example': Binary(b"'b\x933\x9a+s\xfl\xd6a\xc5\xd5\x1aZ\xed\xd6\xce\xe9X\xfO@T\xcb\x9fY
A\X9F\xF3\xc9C\x83\r\xbb\\"),
'test': 'test-value'
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BEEENEERCIEEMN - 7EERSIBNEEFRE|8 - XARFMXF , AR DynamoDB &£
CMHEENRPSKEE, EELBUERMNAEE  EFEME,

B AR DynamoDB B AWS Database Encryption SDK @A ZEAIFTESREMN K YHRRHEDH
E,BFfEgNE, MA , MIREREENETERS|E , AREEKENE , AAFHEEFIAARRT.

RAFimEM R FREREEEANFHEMY (aws_dbe_head) H. MRHHRRIAEE Y INZEF
B, AFREEALEARRBLBZERE ., FRMEEHENBRAETSSMNE,

#HEIEH

B ERNBHER , DynamoDB B9 AWS Database Encryption SDK 85t &

MOERASERER (HVACs) MBIV EE  MARMEAER, NZEAZTNEES
YESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTH#Z52% ENCRYPT_AND_SIGN,
SIGN_ONLYZ WEEMMNIIER{t. ECDSA #EFERAMA , EXIFMLE, AFHE® HMACs M
BEFRENEZEENHBEMYE (aws_dbe_foot) #,

DynamoDB A #) Al % = %7

= E&E Amazon DynamoDB ERI&KRETAEESME , BXEFERAAWS KMS FEE keyring BRE
£, MENEZARNRBEENER SR, CEXBEERRMFHERESearchConfighEBE .

(® Note

MR EEABEAR DynamoDB B Java A Fm MR E , RIA4AEAEAR DynamoDB
API KPS AWS ERENZRBEHRNE, FE. BIENHEEERKRIER, DynamoDB i
M A F iR MBIKERDynamoDBItemEncryptor F X BRI E S N%R,

ES |
- ERAEEREXRERS
- AREEH T

ERERREXERS
REEELR  CAALRERRSBEENRERS  FEENBOEY,
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BRERERESEER , AWS ERENS SDK €#faws_dbe_b_FEFEEESELRE , LUE
FARBFEREBAEE, flin , MREGBZESIEIZE compoundBeacon , AIZTEEEZEERERLE
aws_dbe_b_compoundBeacon, MMIREEVERTEISEESLESEENARERS| , BABERIE
EEZBEBIEFaws_dbe_b_H,.

DEIEMBEFRE#

BEEINMZTESRE. LARBENIIENEFRSIR. ENERIBETEKEFEERESE
=

B EREIBEMNER SIGN_ONLY , BRIEBIEEE
{fAISTGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTE# K BAIYZIENEFBHtLNER
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

BN ERCIBETVURBENGEE, NREABEERIRERETANEESCE , AILEEESR
HEE , UBRERIBEAREFEEST, N8B, AWS EREMNR SDK T&#aws_dbe_b_F
BENEECEENGEE. IEERAFERCIBERETRANEREER  EREEEREXRERLIF
AREERCIBEEEBERRE,

RERERS

AERERSINEFRSIBULURER,

MREEEHFRSIBNER , AEELARAFH, IREANFZRIBEEREIESEE , A
VATEEEEEEBRFEEFaws_dbe_b_H. MRBIEECHENER A FEETSEMTFZEN
EEEHE,

EERERG

EHXRERSINDEEMBEFRIBUTUREE.

MREADIERHFFRIBEEES , WEEMXARTH, IREAFFRIBEEREIES
B, AN EEEEGEEBRIEFaws_dbe_b_H. MREEECHENEE , BEETEE
AFENEERRE,

BT
BRERERERREBRIRNERSINBEES, ERRNIEERSIBNEFRIZ-—2ERTE
Rl ; BUUREAEMCBERTIEERAERANEHFER, DynamoDB ABMHRFRE=ZETEN
ZEIE : KEYS_ONLY, INCLUDEF ALL.,

WMREMEM INCLUDE BEREEGELES | MM EEEGEERRENMEBLS
B, UKk Faws_dbe_b_BA NEREHE, flmM , MRER . fieldlfield2M &
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EEAIERE compoundBeaconfield3 , B4 BHERE Ffield3FIEE field2, .
aws_dbe_b_compoundBeacon fieldl#l ,

SERBRSIAREARETHAREENEY , EAMRER| T AEREMEM.

AREREH

MREREECEEIERAEERRBER , EREEEA DynamoDB ERR A , TRFELRE
ERAELERAE L,

AWS Database Encryption SDK £t DynamoDbEncryptionTransformsR#S , B SR BHERRE
BHUNESEENE,

R B R A

THERNBHERERIAFEER., A DynamoDB B X INZHEERE
#&DynamoDbEncryptionTransformsfiR# , W/ REBAASEA ResolveAttributes e E E &R
UREEEFEHN@ L,

Java

== g
ABZ

S RTENENIBE S : VirtualBeaconSearchableEncryptionExample.java

W

// Create test items

final PutItemRequest itemWithHasTestResultPutRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(itemWithHasTestResult)
.build();

final PutItemResponse itemWithHasTestResultPutResponse
ddb.putItem(itemWithHasTestResultPutRequest);

final PutItemRequest itemWithNoHasTestResultPutRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(itemWithNoHasTestResult)
.build();

final PutItemResponse itemWithNoHasTestResultPutResponse =
ddb.putItem(itemWithNoHasTestResultPutRequest);

// Define the DynamoDbEncryptionTransforms service
final DynamoDbEncryptionTransforms trans = DynamoDbEncryptionTransforms.builder()
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.DynamoDbTablesEncryptionConfig(encryptionConfig).build();

// Verify configuration
final ResolveAttributesInput resolvelnput = ResolveAttributesInput.builder()
.TableName(ddbTableName)
.Item(itemWithHasTestResult)
.Version(1)
.build();
final ResolveAttributesOutput resolveOutput = trans.ResolveAttributes(resolveInput);

// Verify that VirtualFields has the expected value
Map<String, String> vf = new HashMap<>();

vf.put("stateAndHasTestResult", "CAt");
assert resolveOutput.VirtualFields().equals(vf);

C#/ .NET

E2RTENREXBES : VirtualBeaconSearchableEncryptionExample.cs.

// Create item with hasTestResult=true
var itemWithHasTestResult = new Dictionary<String, AttributeValue>
{
["customer_id"] = new AttributeValue("ABC-123"),
["create_time"] = new AttributeValue { N = "1681495205" 1},
["state"] = new AttributeValue("CA"),
["hasTestResult"] = new AttributeValue { BOOL = true }
I

// Create item with hasTestResult=false
var itemWithNoHasTestResult = new Dictionary<String, AttributeValue>
{
["customer_id"] = new AttributeValue("DEF-456"),
["create_time"] = new AttributeValue { N = "1681495205" 1},
["state"] = new AttributeValue("CA"),
["hasTestResult"] = new AttributeValue { BOOL = false }
};

// Define the DynamoDbEncryptionTransforms service
var trans = new DynamoDbEncryptionTransforms(encryptionConfig);

// Verify configuration
var resolvelnput = new ResolveAttributesInput

{
TableName = ddbTableName,
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Item = itemWithHasTestResult,
Version = 1
};

var resolveOutput = trans.ResolveAttributes(resolvelnput);
// Verify that VirtualFields has the expected value

Debug.Assert(resolveOutput.VirtualFields.Count == 1);
Debug.Assert(resolveOutput.VirtualFields["stateAndHasTestResult"] == "CAt");

Rust

\

E2RTENREXBE : virtual_beacon_searchable_encryption.rs,

// Create item with hasTestResult=true
let item_with_has_test_result = HashMap::from([

(
"customer_id".to_string(),
AttributeValue::S("ABC-123".to_string()),
),
(
"create_time".to_string(),
AttributeValue: :N("1681495205".to_string()),
),

("state".to_string(), AttributeValue::S("CA".to_string())),
("hasTestResult".to_string(), AttributeValue::Bool(true)),
1)

// Create item with hasTestResult=false
let item_with_no_has_test_result = HashMap::from([

(
"customer_id".to_string(),
AttributeValue::S("DEF-456".to_string()),
Iy
"create_time".to_string(),
AttributeValue: :N("1681495205".to_string()),
Iy

("state".to_string(), AttributeValue::S("CA".to_string())),
("hasTestResult".to_string(), AttributeValue::Bool(false)),
1)

// Define the transform service
let trans = transform_client::Client::from_conf(encryption_config.clone())?;
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// Verify the configuration

let resolve_output = trans
.resolve_attributes()
.table_name(ddb_table_name)
.item(item_with_has_test_result.clone())
.version(1)
.send()
.await?;

// Verify that VirtualFields has the expected value

let virtual_fields = resolve_output.virtual_fields.unwrap();
assert_eq!(virtual_fields.len(), 1);
assert_eq!(virtual_fields["stateAndHasTestResult"], "CAt");

ARESER

THEXNBHERERILAGFIER. #£H DynamoDB ER T INFEHEE
&DynamoDbEncryptionTransformsfR#% , W REMMIEA ResolveAttributes REBEFEEE
CRRELTRBNE L,

Java

B

E2RTENEXBES : CompoundBeaconSearchableEncryptionExample.java

// Create an item with both attributes used in the compound beacon.

final HashMap<String, AttributeValue> item = new HashMap<>();
item.put("work_id", AttributeValue.builder().s("9ce39272-8068-4efd-a211-
cdl62ad65d4c") .build());

item.put("inspection_date", AttributeValue.builder().s("2023-06-13").build());
item.put("inspector_id_last4", AttributeValue.builder().s("5678").build());
item.put("unit", AttributeValue.builder().s("©011899988199").build());

// Define the DynamoDbEncryptionTransforms service
final DynamoDbEncryptionTransforms trans = DynamoDbEncryptionTransforms.builder()
.DynamoDbTablesEncryptionConfig(encryptionConfig).build();

// Verify configuration
final ResolveAttributesInput resolvelnput = ResolveAttributesInput.builder()
.TableName(ddbTableName)
.Item(item)
.Version(1)
.build();
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final ResolveAttributesOutput resolveOutput = trans.ResolveAttributes(resolveInput);

// Verify that CompoundBeacons has the expected value

Map<String, String> cbs = new HashMap<>();

cbs.put("last4UnitCompound", "L-5678.U-011899988199");

assert resolveOutput.CompoundBeacons().equals(cbs);

// Note : the compound beacon actually stored in the table is not
"L-5678.U-011899988199"

// but rather something like "L-abc.U-123", as both parts are EncryptedParts

// and therefore the text is replaced by the associated beacon

C#/.NET

E2ETRNENBEEH : CompoundBeaconSearchableEncryptionExample.cs

// Create an item with both attributes used in the compound beacon
var item = new Dictionary<String, AttributeValue>

{
["work_id"] = new AttributeValue("9ce39272-8068-4efd-a211-cdl162ad65d4c"),
["inspection_date"] = new AttributeValue("2023-06-13"),
["inspector_id_last4"] = new AttributeValue("5678"),
["unit"] = new AttributeValue("011899988199")

};

// Define the DynamoDbEncryptionTransforms service
var trans = new DynamoDbEncryptionTransforms(encryptionConfig);

// Verify configuration
var resolvelnput = new ResolveAttributesInput

{
TableName = ddbTableName,
Item = item,
Version = 1

I

var resolveOutput = trans.ResolveAttributes(resolvelnput);

// Verify that CompoundBeacons has the expected value

Debug.Assert(resolveOutput.CompoundBeacons.Count == 1);

Debug.Assert(resolveOutput.CompoundBeacons["last4UnitCompound"] ==
"L-5678.U-011899988199");

// Note : the compound beacon actually stored in the table is not
"L-5678.U-011899988199"
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// but rather something like "L-abc.U-123", as both parts are EncryptedParts
// and therefore the text is replaced by the associated beacon

Rust

\

E2RTENEXBES . compound_beacon_searchable_encryption.rs

// Create an item with both attributes used in the compound beacon
let item = HashMap::from([

(
"work_id".to_string(),
AttributeValue::5("9ce39272-8068-4efd-a211-cd162ad65d4c" .to_string()),
),
(
"inspection_date".to_string(),
AttributeValue::S5("2023-06-13".to_string()),
),
(
"inspector_id_last4".to_string(),
AttributeValue::S("5678".to_string()),
),
(
"unit".to_string(),
AttributeValue::5("011899988199".to_string()),
),

1);

// Define the transforms service
let trans = transform_client::Client::from_conf(encryption_config.clone())?;

// Verify configuration

let resolve_output = trans
.resolve_attributes()
.table_name(ddb_table_name)
.item(item.clone())
.version(1)
.send()
.await?;

// Verify that CompoundBeacons has the expected value
Dlet compound_beacons = resolve_output.compound_beacons.unwrap();
assert_eq! (compound_beacons.len(), 1);
assert_eq!(
compound_beacons["last4UnitCompound"],
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"L-5678.U-011899988199"
);
// but rather something like "L-abc.U-123", as both parts are EncryptedParts
// and therefore the text is replaced by the associated beacon

BN ERRR

BRMAERMZREXNECETR GRS AWS EREMS SDK, Lt ASREENERM
DynamoDB Encryption Client B tHBIE .

B IRELE DynamoDB #9 AWS B RIEM® SDK BF , BSRMEHEIE, MMBEF , AWS Database
Encryption SDK B EERBIENZNMEZNEY., EXSNWEYNE (ETEMR) , URE
REHNEMYE, BHAUERATNAZERYE , AREAAFEHLEEESRBEEPHR, ERBE
AWS ERENE SDK EEALEEN AT AREERY , RENBEET T IEMEBE, BEBET
SREFEMFEWIEEF , ERE AWS INF SDK T2 B B EHEH B HEEE,

RERERMEE, MERRE , FEAMZELEE, FH AWS Database Encryption

SDK RELWIER 2% , BEELEEAEN ENCRYPT_AND_SIGN, SIGN_ONLYE

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BME% A DO_NOTHING, T8 , &l s

EITTYEE,

« ¥738 ENCRYPT_AND_SIGN, SIGN_ONLYH SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT B
3

- BREEBM

« HIHABENCRYPT_AND_SIGNEBMEE A SIGN_ONLYH
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

o EIABSIGN_ONLYELSIGN_AND _INCLUDE_IN ENCRYPTION CONTEXTBMHEEA
ENCRYPT_AND_SIGN

o ¥TH8DO_NOTHINGEB &
« H$IHASIGN ONLYBMETE A SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

« #EIABSIGN_AND_INCLUDE_IN_ENCRYPTION_ CONTEXTHEBME¥E A SIGN_ONLY

JESNENEESR
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EEMERER A , FHAAZERENEMNALELRBELEERNEAEE. EAGESAMNRKEZ
® , ERELEMEENER. SREIENEACARBBERNEMLHEBNBLEF, NREBRR
AHEBMEREMEBBENEE  SHBELERAXEEENRANGE. BUAAFEERRNFMAEL
HMNER , BELEFRANCSENT SR,

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BMHEE

RIBEFERE , PEENFRSIBRENBFARTPIENH B, BAUUEZEERHMMHE

i , SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTLAEAWS KMS PEE R keyring B9 X £&58
ID EFAILEBIENBERARBEFMEN S SR, NEFHEF K F2HOZEH 1D HER, W
RI&IEEEMSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTE , BAIoZEMEF B thSER
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

(® Note
ZEFHASIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTRIBMHmEZT{E , BHAFH 3.3
MRER EFTRASHY AWS ERIEMR SDK, BENERELERAEE 20 , LEHRATER
PR EEVBESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

¥718 ENCRYPT_AND_SIGN, SIGN_ONLYH]
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT B

£ E 8 ENCRYPT_AND_SIGN, SIGN_ONLYE{ SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

BEEBBRIEAEMDO_NOTHINGE M |, WASE #1825 ENCRYPT_AND_SIGN, SIGN_ONLYE}
SIGN_AND_ INCLUDE_IN_ENCRYPTION_CONTEXT B,

£ Ay B R3E Al

MREER ERBEMEBHETableSchema , FRMBHMEEZZRNERER . WREX
EEHBENBHEESETE  AFRESSNENESHEY (RIEBMHRERSIEN—
o) . MRERBEHEFHEBM , AIXAEFEA @DynamoDBEncryptionSignOnlys
@DynamoDBEncryptionSignAndIncludeInEncryptionContextzHiEFIEH B,

R EE

NMREFBDERBUBE , FEMELETEEYARE DI EEEESIGN_ONLY |, IIEE
ENCRYPT_AND_SIGN, =% SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT/EREMHEI#,
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BREGEMN

MREREFTERE B, ZULUFLEEREAXEBY AN EXSHREBUEBETBER, ER
FLERFERSABNR  BENSLREBUEEFER, NMREARFZFRFRER Bt , S8R
BER, EABRBUBETHNEBETESRERERNETBR. CHNERENEESESABMHNER
B

EEFXBRIEEM ENCRYPT_AND_SIGN, SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,
SIGN_ONLYZX DO_NOTHING Bt , SFEHEM B E1E,

WRIEFBRDO_NOTHINGE M |, AIFSHZBUER AN ARLZEBUEPBIR, MEETBEFERARK
Bt AFmNEZANEZBUEARE , UFHNISXBENREEE,

1 RV B RE Al

MREER ERBUEBETableSchema , FFRABNERIER P BER BX.
ke ki

NMREFDERBEEF , FRUGERDNBEDFEPBIREM.

1SR HAENCRYPT_AND_SIGNE & E A SIGN_ONLY
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

EEIHAENCRYPT_AND_SIGNEBMEE A SIGN_ONLY
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , B4 EBEEHIENEBLEE, XBEH2ER , AF
WA REARENBREABMENEEE K ERSEEEABENHE,

(® Note

EASIHBENCRYPT_AND_SIGNEMEE A SIGN_ONLYS 28 , B AZBENREE
SRSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. {E{ARIfZRERE R M Bt & I

£ F RE IR R B RHE A

MREHER ExBEEETableSchema , BEFRENEY , #
@DynamoDBEncryptionSignOnly=}
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@DynamoDBEncryptionSignAndIncludeInEncryptionContextZFBEE BN ERER
H,

ke ki

MRERFHEEBHEE  BSEEEBEMMHBABNBMEEER EFHENCRYPT_AND_SIGNA #IH1&
FISTGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTH# SIGN_ONLYE

#IHASIGN_ONLYSSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTE
4T A ENCRYPT_AND_SIGN

ZEABEASIGN_ONLYZHSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEBMEEA
ENCRYPT_AND_SIGN , BAXBEHEBHNBHEE, BBEEH 2R , AP mSENRIBTEABMENIIRE
B, YENHENEBEABENHE,

158 F RE R B B RHE A

MREER EHXBMEEETableSchema , FRRBEEBMHEHBER
@DynamoDBEncryptionSignOnly=}
@DynamoDBEncryptionSignAndIncludeInEncryptionContextz .

e AR E

MREFHEEBUEIE , FEYHEEENCRYPT_AND_SIGN S EE B M AR BA B Ay B M Eh4ETR
SIGN_ONLYEX S SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT%A o

¥Ti8D0_NOTHINGE 1+

£ EREEHIEDO_NOTHINGEB M EEREE K BREEDBDO_NOTHINGEERFIEEFREINEY , R
BEAZXFERERATNAZEEM,

BEERABRNERNER D BIRIEAER ENCRYPT_AND_SIGN, SIGN_ONLYSR
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT Bt , R#%& BHEHIEEIDO NOTHINGE ., &
HEEH I8 #HAIDO_NOTHINGE .,

IEFEDO_NOTHINGEB M ATEREN Z R , BURREEREFTARERATNAEZEEY K EREAF
Ho

ERAAHAREEBETE
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MREER EXBHEEETableSchema , 55f# A @DynamoDBEncryptionDoNothingFF i
¥DO_NOTHINGB MM B EFEBNERER, NREFHEEEBUEE , FEFENBUEBELEEN
B, BB ER BEDO_NOTHINGEMERRRENBY. EXAEFBENEBPISHENT
CED=]

AR REEZBHEEE

1. HFDO_NOTHINGEBMIIBEARHNAZEBMEE K YHBEHNWEE,
2. TR 1IEBEE,

FEFEEINEEERNENNEEIMC A , RELBREBELETSE 3,
3. #$¥DO_NOTHINGE ME#Ti8 = &/ B B
a. WMREFEHA EEBHEE{ETableSchema , & A @DynamoDBEncryptionDoNothing&
A& #DO_NOTHINGE M #T1E EE BV E R,

b. MRELFHEZBMUEE , BEMENEEBIEATETNEMY, BELER BHEEAE
R EFHDO_NOTHINGE 14,

4. RTRIHELE,

I ESIGN_ONLYBHEF A
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT
EEIEASIGN_ONLYBMEE A SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , &N AEH

B BEEME. BBEH R, AFRSRABRESABENREGE , T EESRERABENNE,
BABMNHESSSENEATF,

WRIEIEEEISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEM , Ao EEMNEFB M thE
2 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

{58 F RE R B B RHE

MREER ERBMEEETableSchema , FEAGEBMEEBH BIEEER &
#@DynamoDBEncryptionSignOnly %
@DynamoDBEncryptionSignAndIncludeInEncryptionContext.,

AR R

NMRIEBFHEEBUEE , FEWHEESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTHASEELE
4 B BA R Y B B E1E EHTSIGN_ONLY A
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#4315 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEBMHE#E A
SIGN_ONLY

ZEASITRASIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEBMEE A SIGN_ONLY , BHEFH
LB HEE, BBEFH2R , AFPHKEEHRETABMNREE , YEEBEXSEABMENIE,
BEABMNFEFTEITEEMNBART,

ERSIHRABSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEBMEE XA ZHISIGN _ONLY , BZ{FilE
BENEHRNMAE D £8 ID HEENINEE,

£ AV B R3E Al

MREER EHXBEEETableSchema , FERBMHMERBNBEBER E
#T@DynamoDBEncryptionSignAndIncludeInEncryptionContext4
@DynamoDBEncryptionSignOnly,

R EE

NMREFBHERBEBE , FEVHERSIGN_ONLYHASERE AR B BER &
#TSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT% o

AWS E AR DynamoDB W& R EM% SDK A ANEXERGTES

E A M DynamoDB #J AWS Database Encryption SDK AR TR RITES. BSEBHNERE
BAE , EREENEFRTFRTEEN. EAUFEA—EESEENE , UERS —EESETH
%, BEMAREZEESRG, MRRER , ELRHSELZSEFENTIERMURSA,

*E

* Java

« NET
* Rust

Java

BPNWAFIRMZERAECEFGE A AWS EREMNR SDK, LtEZASEENRE
DynamoDB Encryption Client 8 48E8& ..
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7RI FEFR AR A 2 2E M f6E A E A R DynamoDB B9 Java A FIminZENER 3.x . MEFHEA
# DynamoDB #J AWS Database Encryption SDK #4172 ERETHVEEMER , 52/ GitHub L aws-
database-encryption-sdk-dynamodb f#1ZEF K Java &,

® Note

THEBEEER DynamoDB #Y Java i Fis AN E 3.x Mo
EAMAFPmNBZREXNESEFHHE B AWS Database Encryption SDK, AWS Database
Encryption SDK ##8 X 2 &k DynamoDB Encryption Client HR 74,

e

o SRIRHE

- BR

« FEAEAR DynamoDB B Java A Fim i #E E

. Java #ijl

« EREHEHK DynamoDB &l &K LA DynamoDB 9 AWS Database Encryption SDK
+ EBZE DynamoDB Java FlFin N Z#ENER 3.x iR

o IRRH
FERZEERAR DynamoDB By Java A FisNZRERNEMN 3.x 28l , SBEELRE T 5 &R 1G4,
Java FAESIRIE

BEEE Java 8 REFRAE, 7£ Oracle It £ , BE Java SE T 5 , RETHI %% Java SE
HEEH (JDK),

R EEA Oracle JDK , BBEMX B T&EIZE Java Cryptography Extension (JCE) Unlimited
Strength %E*EIBI%%?*

AWS SDK for Java 2.x

B AR DynamoDB #J AWS Database Encryption SDK EE #y DynamoDB &% A FimE A
AWS SDK for Java 2.x. &AL EEE SDK HARKEMEER

MEEF AWML EAR Java B9 AWS SDK , FESE K A 1.x BB E 2.x. EAR
Java #9 AWS SDK
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
https://www.oracle.com/java/technologies/downloads/
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
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Al iEi® Apache Maven EA R Java 9 AWS SDK Eli§, Ba L EHEE BAM Java B9 AWS
SDK= £ dynamodb-enhanced & #H A AR AR

BEAR Java B9 AWS SDK £ Apache Maven &g

- HEEEAZME BAM Java B9 AWS SDK fERHKM |, 357E pom. xml ERFEH T,

- HEEEA P8 Amazon DynamoDB BRI AR BRAR Java B AWS SDK , FBEBEEE
BEEEMNIETR. # groupld BRE% software.amazon.awssdk , # artifactIDERESH
dynamodb-enhanced,

(@ Note

MREER AWS KMS keyrlng = AWS KMS B8 keyring , Bt EE A AWS KMS #&4#8
BIMAM, # groupld FREA software.amazon.awssdk , #§ artifactIDFRE
k’ kms,

o
IBAIAERA T AR L E AN DynamoDB # Java AFmMZERE 3.x .
8 Apache Maven

Amazon DynamoDB Encryption Client for Java AJi%i8 Apache Maven Bl , HKFHEZWN T,

<dependency>
<groupId>software.amazon.cryptography</groupIld>
<artifactId>aws-database-encryption-sdk-dynamodb</artifactId>
<version>version-number</version>

</dependency>

£ Gradle Kotlin

BAILAE A Gradle £ Amazon DynamoDB Encryption Client for Java EFE &4 , FERST
518 B #18 E Gradle ERHEKERER.

implementation("software.amazon.cryptography:aws-database-encryption-sdk-
dynamodb:version-number")
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#build-the-entire-sdk-into-your-project
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#modules-dependencies
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#modules-dependencies
https://maven.apache.org/
https://gradle.org/

AWS BRI E N SDK FMBABER

FE

EHE L% DynamoDB Ky Java AFmNZERERNE , FER M T & aws-database-encryption-sdk-
dynamodb GitHub &7 E.

ZH¥ SDK 2% , FHBEERERmPHEFRERE , ALK GitHub £ aws-database-encryption-sdk-
dynamodb f#FEHH Java £4,

B AR DynamoDB ¥y Java A FiminZEXE

BPWAFRMZERXECEFTGEA AWS EREMNE SDK, Lt ASEENRME
DynamoDB Encryption Client 8 48E8& .

AR E BRI DynamoDB Java A FmMEZE R E 3.x iR — LR E MBI,

WMEFEE A DynamoDB #Y Java AFmMERXEETERNRTNFMENR , 528 GitHub L aws-
database-encryption-sdk-dynamodb 7 FEHFH Java i,

£

- BAMEER

« DynamoDB AWS B E % SDK Ry BHEE

« DynamoDB AWS BRI E % SDK iy inZHAE

- fEH AWS BRI EMNE SDK EXEH

- BEEEENES

HE mEEX

DynamoDB AWS & #IE % SDK f L 2EE MEER, B LEAE AR DynamoDB # Java A
FimmmZRERNE 3x R , ATHFRNE, %E, BIFNFEE DynamoDB ERIFKIER,

DynamoDB 582 F Fif

BT LAMEA HRELE DynamoDB 8% F FizDynamoDbEncryptionInterceptor , SAE &N
B EEB A FiREA DynamoDB PutItemi K, £/ DynamoDB Ei&H Sl , BRI LA
RAEBNER SN ExBHEE., RABRER/RTLEMEA DynamoDB HEE A S,
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
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DynamoDB 8 E A Fim T X EAESNE,

® Note
AWS Database Encryption SDK T B & ik B4,

{EF& DynamoDB API

BT LAME A HERE (R DynamoDB APIDynamoDbEncryptionInterceptor , LAEEiNZR1E
B , ¥{#H DynamoDB PutItemfERIEAFimEEBEE,

&2 7B{E K DynamoDB AP| FEE R o S W %,
B{EE R DynamoDbItemEncryptor
B{EEREDynamoDbItemEncryptor BEEMBEN BB RHEE , WRBENERKRIER K MEE

04 DynamoDB., ©A& & H DynamoDB PutItem=k GetItem iR, i , BEJLAEARKE
#&DynamoDbItemEncryptoriE % % 5% & 2 M EHY DynamoDB HE,

B{EEHDynamoDbItemEncryptor A X B A€ S %,

DynamoDB AWS &R E % SDK H iy BHEIE

BUHDFEREBLELERNEZMNEEN K BLEEXEN , BLEERRENISENBARS , HPHe
=R

® Note

ZEFFASIGN_AND _INCLUDE_IN_ENCRYPTION_ CONTEXTRIGH{mZEENE , B4 AFEH 3.3
MREREFTARASEY AWS BERIEMNE SDK, BENERELNETHAEES 281 , LEFRADBEE
AT BEVBESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

n RI&fE KM DynamoDB AP /K& DynamoDbItemEncryptor , M BFBIERBHEE, W
REEH DynamoDB BB A Fin , LA UFEBERBHEE , LA AFERAZTENERERREE
TableSchema., & T{LERERER A RMEREEATENERER. EAFENERERR , £R
FEEVYIHER -
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Programming.LowLevelAPI.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html
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® Note
EREMHEZR  SXEEREREETHRBLEEE. RTERREZZFTERBZENE
t RMEBREEETENFE (Hlm":") KBRIREZMEME, EZRDO_NOTHINGRER
DynamoDB ###HAMBEBENMEBENEEEBPESHFE.

&£ AR B R3E A

FRAENERLER , EiB DynamoDB R A Fix M 5 EBMLE
{EDynamoDbEncryptionInterceptor, DynamoDB iE# AWS Database Encryption SDK i
FA1E%E DynamoDB B E , EREBMER |, DHENARERME, BT ETERSIE (HBETME)
PO\ FrEBMHRERSETNENESE,

® Note

ZEFFASIGN_AND _INCLUDE_IN_ENCRYPTION_ CONTEXTRIG{mZENE , B4 AFEH 3.3
MREREFTHRAH) AWS BRI EMR SDK, BENERELNERAEE 20 , A TRAES
AT EESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

% DynamoDB #E @ E A FissF BN FMENR , 5528 GitHub £ aws-database-encryption-sdk-
dynamodb f#ZEF ) SimpleClass.java, DynamoDB

RIBFERR , T ESREMHSRKBEBERME (SIGN_ONLY) , MATEHME

M ESEIBINZMEEE (ENCRYPT_AND_SIGN), MREBEMBUHESRS
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , B9 EIEMEFBH LML EAR
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, EEIBEHINMRMR , FFEH DynamoDB

Java AFGMEZERRNEFERNMETE, fli, MREHFERAHBERERYE , #EH
@DynamoDbEncryptionSignOnlyitie, MREREEMBRARTEREY TS EEBM , HEH
@DynamoDbEncryptionSignAndIncludeInEncryptionContext, MREFH L EBMR T
E R NZ (DO_NOTHING) , 5 @DynamoDbEncryptionDoNothing&F &,

(® Note
AWS Database Encryption SDK A B & iR B4 EHEE,
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/enhanced/dynamodb/mapper/annotations/package-summary.html
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html
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T 55158 RAMES ENCRYPT_AND_SIGN, SIGN_ONLYH DO_NOTHINGEMBIERFE,
MEBATHARES 2EBAEHISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , &2
SimpleClass4.java.

@DynamoDbBean
public class SimpleClass {

private String partitionKey;
private int sortKey;

private String attributel;
private String attribute2;
private String attribute3;

@DynamoDbPartitionKey
@DynamoDbAttribute(value = "partition_key")
public String getPartitionKey() {

return this.partitionKey;

public void setPartitionKey(String partitionKey) {
this.partitionKey = partitionKey;

@DynamoDbSortKey
@DynamoDbAttribute(value = "sort_key")
public int getSortKey() {

return this.sortKey;

public void setSortKey(int sortKey) {
this.sortKey = sortKey;

public String getAttributel() {
return this.attributel;

public void setAttributel(String attributel) {
this.attributel = attributel;

@DynamoDbEncryptionSignOnly
public String getAttribute2() {
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass4.java

AWS BB EZE SDK AR

return this.attribute2;

}

public void setAttribute2(String attribute2) {
this.attribute2 = attribute?2;

}

@DynamoDbEncryptionDoNothing
public String getAttribute3() {
return this.attribute3;

}

@DynamoDbAttribute(value = ":attribute3")
public void setAttribute3(String attribute3) {
this.attribute3 = attribute3;

}

EAFZENERERIRET TableSchema , AT HIERKXEH BRI,

final TableSchema<SimpleClass> tableSchema = TableSchema.fromBean(SimpleClass.class);

FHERECNBIEDRE
EEFHEEBUDEF , FRIRBESARBERBNEEBFENMap .

$8E ENCRYPT_AND_SIGNRIN#ZMEEE B, I5E SIGN_ONLYEZELRENER B, BE
SIGN_AND_INCLUDE_IN_ENCRYPTION_ CONTEXTXRZHE B 6 YiSHSIEEMBERRF, BEL
EARZZBEMEMNERTINZEZEM, 185 DO_NOTHING ZRE Bk,

SEENPEFBMELER SIGN_ONLYZ SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT., fMNR#&
AT M BN ESR A SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , B9 E|EMEEFBM th 4B
2 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

@ Note

ZEFHASIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTRIGim=E1E , BHAFEH 3.3
WMRER E#ThRASHY AWS BRI EMZ; SDK, BENERELAERAEE 20 , LEHRAITER
FREEEVBESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

Java 176



AWS BB EZE SDK AR

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be signed
attributeActionsOnEncrypt.put("partition_key",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
// The sort attribute must be signed
attributeActionsOnEncrypt.put("sort_key",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
attributeActionsOnEncrypt.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attribute3",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
attributeActionsOnEncrypt.put(":attribute4", CryptoAction.DO_NOTHING);

DynamoDB AWS &R E % SDK iy N5

£/ AWS ERIEMR SDK B , B4 AP ES DynamoDB BRI RN MFHELE, MBALEHTEN
BEECRRERFERFEATENERNEIREZB LB E,

THRRXTE S B EMA DynamoDB MM F 5% TableSchema MR ZHESHN A S RESTBM K
EZ DynamoDB BRI K nZ4HAE,

final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.schemaOnEncrypt(tableSchema)
// Optional: only required if you use beacons
.search(SearchConfig.builder()
.writeVersion(1l) // MUST be 1
.versions(beaconVersions)
.build())
.build());

BEERKRER
DynamoDB &Rl &RH #BEE R &KL B,

BEENREBBUBRRREEINBEZERRPERIFAEESR , (L DynamoDB & F#EE.
ERF-XERBMFHERER , MARBIEEEHN DynamoDB ERREBMABEERREE, &
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html
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HEA-REEMHENEBEENREE. EENYER  BEERRBBLATSNEREENS
¥, WRER DynamoDB BRI X BB E(E{DIER DynamoDB EX R REE  BEENKREE
AR R IRAE D AT SR E R

REFNARBZBIE

EENBHEEEDO_NOTHINGHEZEEH B M.,

AFNARLEBUEESHNAFHBLBEESRBET R, AFRRRATEECBLEHASERE
Fo. RE , EMBLHRE  AFRSREFTERITWLEBME , ARBERGIEEN A REZEBMESD
REMEBE. BEERATFNABREBUEDBREML,

ETURTFIHAE BN | HRERAFOHREEDNOTHINGE M, BHTUES
#DO_NOTHINGEMRIEE RN T | LEATESHASRBLEEREE. RARIRSES
EFRNFE , AT TMICKRHEDO_NOTHINGE NS, NBHBER  HSMEHLH
AR,

MRBKRIEEFFBDO_NOTHINGEB N FE , Bk EallowedUnsignedAttributesPd?l |
PRIEAFRERZNEENSEEEBNMERBYE., REERYUHLER , BT EZHEEREA
FHRBBEM,

BEEAE (#A)

SearchConfig E&REZEMA,

SearchConfig XEEE FTEFEATESNEREENEFE,

REEENH (FA)

algorithmSuiteId E& AWS ERENE SDK EAMNEELEH,

MIEGAEIEESNEEEEN , TR AWS Database Encryption SDK €A EEE EEH,
BERELEHNMEA AES-GCM EEERE£M\ITE., BIUBENSHAFE., HAEREELE
HOoREERARAZEEREN K BETLEEBRERELZES. fin , REETERALRIEEN
BENEEZEHRE. NFE AWS EREMNE SDK X ENEELZEHERENR , F28 AWS
Database Encryption SDK X EHEEEEH,

HERENMT S ECDSA BIuZ#ER) AES-GCM BEEEN , FHEERRMBEARTIE TIERS
A

.algorithmSuiteId(

Java
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
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DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384)

5/ AWS BRI ENZ SDK EFHIEB

AWS Database Encryption SDK RT3 18 ddb : Updateltem AR ENZREBHNIEE, EEFHME

NEEBMNER , BAXAMEHA ddb : Putltem, E&EPutItemiERPIEEREBFEEMENERS|#

R, HEEEX2MNREAFEE, fHUUUEEHREE® , £H CLOBBER E/REFRIERINENKRE
B,

BECHEENES

£ AWS EREMZ SDK #9 3.0.0 # 3.1.0 lxH , MREKESHEBMUERS SIGN_ONLY , &
WESKEHENIEFETERXL, DynamoDB FEREEENIEF. At , ISEENEENEER
BUREEAN, XERTSHEURERBMHE AWS EREMNR SDK WIEFTRMNIEF EEESHNER KX
B, AEEeBEHEESHENE,

(® Note

AWS ERIENE SDK B 3.1.1 IR EFMRA A ESEESRRBHENEREL , UMEURA
DynamoDB E’J*ﬁlﬁﬂl}ﬁf?%ﬂlﬁ‘éﬁo

MREERMFARY , BERFSRA , WED THIHERAS,

software.amazon.cryptography.dbencryptionsdk.structuredencryption.model.StructuredEncrypti

onException : X B HAFKHF AER,

MREWE ERERAL , URACERHRENEBEISMEA 3.00H 3.1.0 REENES , F2H
GitHub _E aws-database-encryption-sdk-dynamodb-java f#EEHI DecryptWithPermute B & , LLERS
MAIR S BRBEESNFHER.

Java i

BPNWAFIRMZEAECEFGE A AWS EREMNE SDK, Lt ASEENRE
DynamoDB Encryption Client 8 8E8& ..
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_UpdateItem.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_PutItem.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapperConfig.SaveBehavior.html#CLOBBER
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html#HowItWorks.DataTypes.SetTypes
https://github.com/aws/aws-database-encryption-sdk-dynamodb-java/tree/v3.1.1/DecryptWithPermute
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T 5l 841 7R g8 an{a] 52 A B A 7 DynamoDB #Y Java AFmBZR AN ERREBEARPNERRE

o BT LLFE GitHub B9 aws-database-encryption-sdk-dynamodb f&FER Java 254K EIE Z &l
(YBITER) -

T 5 & 5 R EE G £ FTAY REEA Amazon DynamoDB E &k E%E DynamoDB #Y Java A Fim &g

NE, NREBEREREN Amazon DynamoDB BRI FRETHFIRMNE , 588 # 3x RFEER
BERR.
E:

« £/ DynamoDB &% f Fi%
« {#H{KRE DynamoDB API
- FEARKEMRI DynamoDbltemEncryptor

{# f DynamoDB 18387 f F i

T 5 & Fl REEan{a £ A DynamoDB #5# % A F i #l DynamoDbEncryptionInterceptori&ii AWS
KMS keyring 2 1N% DynamoDB E#I&RIE R , {4 DynamoDB AP| FEALHEY —

& ] LAFEBL DynamoDB & H A FimfE AEA X &Y keyring , BEHRMEZBESTREEAES —1E
AWS KMS keyringo

@ Note

DynamoDB #g5&H f Fi A X A/ # S M%. DynamoDbEncryptionInterceptor #EK
B DynamoDB API £ R Al S %,

B

SBTBNEXIEE S| : EnhancedPutGetExample.java

\‘\\'Fl'

ER 1. B3I AWS KMS keyring

THEHIER CreateAwskmsMrkMultiKeyringZ2 I EEHEINZ KMS €881 AWS KMS
keyring, ltCreateAwsKmsMrkMultiKeyringZ EZAI#E{R keyring W ERERIEE — EiFHFZ R
S8,

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/EnhancedPutGetExample.java
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final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()

.generator(kmsKeyId)

.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

SR2 REENERNERZIERREEHR
THEHIERFRENERERRIRE TableSchema,

g HIREREMEM SimpleClass java ERABNEREHNNBEEE, NETEBUBFNESE
5, /2R ERAEENERER,

@ Note
AWS Database Encryption SDK A & & i B FE,

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

HER3 : EREBEPHRPLEME

T OIS BIREFAIADO_NOTHINGB AR TRV FE ":" , YEAFEER LT AREBML,
RFREBREMER ") FENBUEEBHERBZERH R, WFEFMEF  F2EHAlowed

unsigned attributes,

final String unsignedAttrPrefix = ":";

S 4 BAMBRIARE
T 5€ 6 EZH %k DynamoDB E Rk INZHAEMN tableConfigsR ST,

Lt #85I#EE DynamoDB BRI REBHARBERNREHE, ELE—RXERMEERER |, MAEER
B EEH DynamoDB ERXREBMABEERKREE, NFEFMEN , F2HDynamoDB AWS
R ENZE SDK F i EERE,

(® Note
EEFRAUESNZERBEENGEE  BEXEEMFEHERESearchConfighEE
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final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.schemaOnEncrypt(tableSchema)
.build());

B 5: B3 DynamoDbEncryptionIntexceptor

THEHSERSE 4 DynamoDbEncryptionInterceptortableConfigsHH) B HH .

final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptoxr(
CreateDynamoDbEncryptionInterceptorInput.builder()
.tableEncryptionConfigs(tableConfigs)
Lbuild()
);

S 6 . BIFH AWS SDK DynamoDB A F i

THIgEFIEALER 5 interceptorF M B I #TEY AWS SDK DynamoDB A Fif,

final DynamoDbClient ddb = DynamoDbClient.buildexr()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

$ER 7 1 B3 DynamoDB AR HF st 2T ER &K

THIEHIEASE 6 hEIMMN AWS SDK DynamoDB A FixE 3 DynamoDB iEi&f A Fis , W

AEENERERETER R, DynamoDB

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.buildexr()
.dynamoDbClient(ddb)
.build();
final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);
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RS MBENEBERKREHE

T 5 &I A DynamoDB # 5@ A FinA$ 18 B A DynamoDB Eflk, BBEHEFEZE
DynamoDB Z & , & £ NE I #HE A Fik.

final SimpleClass item = new SimpleClass();
item.setPartitionKey("EnhancedPutGetExample");
item.setSortKey(Q);
item.setAttributel("encrypt and sign me!");
item.setAttribute2("sign me!");
item.setAttribute3("ignore me!");

table.putItem(item);

& FI{EFE DynamoDB API

THIE B RE I E AWS KMS keyring £ F{ER DynamoDB API , LA B B inZ % E DynamoDB
PutItemi# RHWAFIKER,

A LAE R R B keyring , BRFIBRBERTeeEAEH —ME AWS KMS keyringo

AR TENREXTEEM - BasicPutGetExample.java

Nl

ER 1. B3I AWS KMS keyring

TH&EHIFER CreateAwskmsMrkMultikKeyringZ2 i EEHBEINE KMS €881 AWS KMS
keyring. ltCreateAwsKmsMrkMultiKeyring# ERIHE{R keyring A EFRIRIEE — [EFHMZ (R
TR

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

SR REBMEERE
THEHERNKRERKEB&HHIBMHEMNattributeActionsOnEncrypt ST,
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® Note

THEH A EASEMBHEEZES SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, ZO
RIZIETEFISIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXTE , B9 ZEEMBEFB
M HERE SIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXT.

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("partition_key", CryptoAction.SIGN_ONLY);

// The sort attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("sort_key", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attributel"”, CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put(":attribute3", CryptoAction.DO_NOTHING);

SER3  EREBEPHRMLEME

THIEHIRERAMADO_NOTHINGEBE L ARENFE ":" , AEAFEERFHREZEML,
RAFREBREMER ") FENBUEERBHREREERI R, WFEFMAEF , F2EHAlowed

unsigned attributes,

final String unsignedAttrPrefix = ":";

S B 4 . % DynamoDB &R &K N4 K8
T 586 E H K &Kk DynamoDB & #l&R NZHEN tableConfigsgT,

W& HIIEE DynamoDB ERRBBMABEERREHE, BELFE—RERNBEER 6 BES
BEHZH DynamoDB ERIREZBMABREERREW, MEFHMENR , 552 EDynamoDB AWS
BREMR SDK Ry INZR4EEE,

(® Note
ERERATESNERRZENEE , BELAEMFERESearchConfighEE -

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()
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.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.attributeActionsOnEncrypt(attributeActionsOnEncrypt)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.build();

tableConfigs.put(ddbTableName, config);

B 5: B3 DynamoDbEncryptionInterceptor

T 5I&EHIDynamoDbEncryptionInterceptorEAS B 4 tableConfigsH I B ,

DynamoDbEncryptionInterceptor interceptor = DynamoDbEncryptionInterceptor.builder()
.config(DynamoDbTablesEncryptionConfig.builder()
.tableEncryptionConfigs(tableConfigs)
.build())
.build();

SE 6 : B AWS SDK DynamoDB A Fis

THEFIEALR S5 interceptorFH B FH AWS SDK DynamoDB A F i

final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

SEB 7 . MZEFMZEXE DynamoDB EHRKRIEH

THEFERNRKREBHERRIBEENitemBRE | WiEEIE B M A DynamoDB ERl&k+F, BHEEE
JAZE DynamoDB 2l , £ NZELHER Fin.

final HashMap<String, AttributeValue> item = new HashMap<>();
item.put("partition_key", AttributeValue.builder().s("BasicPutGetExample").build());
item.put("sort_key", AttributeValue.builder().n("@").build());
item.put("attributel", AttributeValue.builder().s("encrypt and sign me!").build());
item.put("attribute2", AttributeValue.builder().s("sign me!").build());
item.put(":attribute3", AttributeValue.builder().s("ignore me!").build());
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final PutItemRequest putRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(item)
.build();

final PutItemResponse putResponse = ddb.putItem(putRequest);

EABIKERE DynamoDbltemEncryptor

T &5 RE anfmDynamoDbItemEncryptorf&EEL AWS KMS keyring fERABMEER , LAE#EZINZF
HEBERKRIEH, DynamoDbItemEncryptor A& #%1E H MAE DynamoDB ﬁ#‘—liqﬂo

& ] LAFEBL DynamoDB & H A FinfE AT B/ keyring , BERMEZEESTEFEAES —1E
AWS KMS keyringo

(® Note

B{KE#kDynamoDbItemEncryptor FXEAIE S %, &
EiDynamoDbEncryptionInterceptor{&f& DynamoDB API £/ R w1 S K NE,

B

ST RNENXTEE S : | temEncryptDecryptExample.java

il

ER 1. B3I AWS KMS keyring

THIEEHIEA CreateAwsKmsMrkMultiKeyring 2 EEHBEMNE KMS €88 AWS KMS
keyring, LtCreateAwsKmsMrkMultiKeyringZ & RIHE{R keyring Al EFERIRE — [EIFH M % [E1F
8.

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.buildex()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

B2 REBMEE
THEHlERNKRERKEB&HHIBMEHEMNattributeActionsOnEncryptBR ST,
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® Note

THEH A EASEMBHEEZES SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, ZO
RIZIETEFISIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXTE , B9 ZEEMBEFB
M HERE SIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXT.

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("partition_key", CryptoAction.SIGN_ONLY);

// The sort attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("sort_key", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put(":attribute3", CryptoAction.DO_NOTHING);

HER3  EREBEPIRMBLEME

T OIS BIREFIADO_NOTHINGB AR TRV FE ":" , UEAFEERLFTHARZE/ML,
RFmEBHREMER ") FENBUEEBHERBZERH R, WFEFMAEF  F2EHAlowed

unsigned attributes,

final String unsignedAttrPrefix = ":";

$ B 4 . E&DynamoDbItemEncryptoriHiE
T35 E S #IfEREDynamoDbItemEncryptor,

WEHIHEE DynamoDB ERIXREZBMARBREELRREH, ELE— X ERMZEER  B2IES
BELH DynamoDB ERIXRZBMABREERXRER. MEFMENA , 552 EDynamoDB AWS
BRI ENR SDK RN A EE,

final DynamoDbItemEncryptorConfig config = DynamoDbItemEncryptorConfig.builder()
.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.attributeActionsOnEncrypt(attributeActionsOnEncrypt)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.build();
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B8 5. 1 DynamoDbItemEncryptor

T 5 & HIDynamoDbItemEncryptorfEA L ER 4 configH iy BIHH -

final DynamoDbItemEncryptor itemEncryptor = DynamoDbItemEncryptor.builder()
.DynamoDbItemEncryptorConfig(config)
.build();

HR6: ERMBENHFEFERKREHE

THEFIER EEnFZEM#EEEEBDynamoDbItemEncryptor, DynamoDbItemEncryptor
24418 B A DynamoDB & #l3&k,

final Map<String, AttributeValue> originalltem = new HashMap<>();
originalIltem.put("partition_key",
AttributeValue.builder().s("ItemEncryptDecryptExample").build());
originalltem.put("sort_key", AttributeValue.builder().n("0").build());
originalItem.put("attributel”, AttributeValue.builder().s("encrypt and sign
me!").build());

originalItem.put("attribute2", AttributeValue.builder().s("sign me!").build());
originalltem.put(":attribute3", AttributeValue.builder().s("ignore me!").build());

final Map<String, AttributeValue> encryptedItem = itemEncryptor.EncryptItem(
EncryptItemInput.builder()
.plaintextItem(originalIltem)
Lbuild()
).encryptedItem();

R EERAEHK DynamoDB BRI &K LA DynamoDB #J AWS Database Encryption SDK

RN AFRMEEXECERGE R AWS EREME SDK. B ABEBNERM
DynamoDB Encryption Client #+0E8 & .

£ AEAR DynamoDB Ky Java Al FimnHEEXE 3.x ik , LA LLEREREH Amazon DynamoDB &
BRETHEIHEMNR, AEERMHEERESEAN DynamoDB EXER P #Ti8 3.x MBS 4B FRIA =18
HBRIES

SRR
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DynamoDB # Java A FimMZEZENE 3.x lRFEE =RMH/ DynamoDB F 5@ H A Fixm AWS SDK for
Java 2.x o HMIRENARFEA DynamoDBMapper , A EEBEZE AWS SDK for Java 2.x , FHEEH
DynamoDB 582 F Fif

HIEEE 1.x lREBBE 2.x IR BAR Java B AWS SDKHEV$E TRo

A& , EESEA DynamoDB 582 f Fim API B 4A £ A B HE o

REERIFRIUFEA DynamoDB ¥ Java AFmMEZERERNEZ 6 , BFEETableSchemaFAFENER
BRIEE K YWERVIEREAPIRK

SRR EfpEIAMBAMZELIRE

EERTYSER | LLEHEEMN AWS Database Encryption SDK B EiRBERMBE ANBZNIER, BET
HEE % AFRKEEERNEAMXFER, eT2NERHBEEAERRNWEMMIER , B—
BmZEE HR , CRENERE, ELXEFENEAFRBERNZHEE., ZXEESETIHIEELE
FSEFEINEE , TREET —RALR,

1. ERENBHEEE

EMENERERNER  UEsBEEE , ELBFERBLEBMHESNENEE , BEEREXR
Z , BLEASZRE,

% DynamoDB i E A FinFBWEFEMER , 5528 GitHub Lt aws-database-encryption-sdk-
dynamodb & EHRE SimpleClass.javas

BIFFERR , TESRBEMSRBHEBERIME (SIGN_ONLY) , MAEHMEERISKIB
InZF%& 2 (ENCRYPT_AND_SIGN), ZHEIBEHINMM , 55#EH DynamoDB K Java
AFmMEZERAEFERNMBTRE, flon , IREHFLEREBHERSE A BHEH
@DynamoDbEncryptionSignOnlyif, MREBLEEENBFABHHESIISHEEBY , BEA
@DynamoDbEncryptionSignAndIncludeInEncryptionContextiti, MREBHFERHEBM
B #EF LR INZ (DO_NOTHING) , F&fEA @DynamoDbEncryptionDoNothingit .

(® Note
R IEIEEEISIGN_AND _INCLUDE_IN_ENCRYPTION_ CONTEXTE , B0 E[E
MEEFBEME B AERE SIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXT., WMEER
ARESE 2B EHISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , :52:E
SimpleClass4.java.
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Methods.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-getting-started.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-getting-started-dynamodbTable.html#ddb-en-client-getting-started-dynamodbTable-eclient
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass4.java
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WEEES , FSR EAEENERER.
2. ERARERT P HERRWL B M

THIEBIRERFAADO_NOTHINGBEAATRNFE ":" , YEAFEEBAHNREZBEE. A
FingBREBEPHREMES ", FENBUERE. NFEFEEF , F2EAlowed unsigned

attributes,

final String unsignedAttrPrefix = ":";

3. B1J keyring

T RSB AWS KMS keyringe AWS KMS Keyring 1 I B2 51 I 458 RSA AWS KMS
keys RE4X, MEMNBZER SR,

LLEEBIfEA CreateMrkMultiKeyring 2 I EEHBME KMS £8#H) AWS KMS keyring.
MtCreateAwsKmsMrkMultiKeyring A A AT HE{R keyring A EFRREEE—EIFHNZ[EIH S8,

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =

CreateAwsKmsMrkMultiKeyringInput.builder()

.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

4. 2 DynamoDB & ¥ &K hn &40 &
T 586 E H K &Kk DynamoDB &Rl &R MEHER tableConfigsst,

W EHIIEE DynamoDB ERIXRBRBMABEERXREHE, ELFE R ERNBEER 6 @MIESR
EEEH DynamoDB BRI X EZBMABEERNRBRE, MEFHMEN , 552 BDynamoDB AWS
BEREMZR SDK PRy INZREEE,

EWAETEE FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXTHMAMXFZES., HBKE/H#
BENMNBEAMNFER, BNFNEE , URERBHAFHEANZNWIER,

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")

Java 190



AWS BB EZE SDK AR

.schemaOnEncrypt(tableSchema)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

.plaintextOverride(PlaintextOverride.FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT)
.build();
tableConfigs.put(ddbTableName, config);

5. 3 DynamoDbEncryptionInterceptor

T %I&iHIDynamoDbEncryptionInterceptorfEAS B 3 tableConfigsH I B ,

DynamoDbEncryptionInterceptor interceptor = DynamoDbEncryptionInterceptor.builder()
.config(DynamoDbTablesEncryptionConfig.buildexr()
.tableEncryptionConfigs(tableConfigs)
.build())
.build();

FR2: BEAMBENEENHE

E&HDynamoDbEncryptionInterceptorlEBEAREFMMNFEEE , LAFHAFHEANEZEMNES
WIEB, FETIEEZR K AFKERBELAESR 1 PRENBUEBERNZENZEHEE. AF
IS EE MBS FIEE , URMBENZENER,

FRESR 3 2ul , EXEAMBNEZBERNRTIMEREMXFER, BUNHITREE—EE
RNEH , LRENBZBREENALFER, FAHECHNAKEEESENERF. Hlm , B ERER
REERRNFRSER , UEALERNBUHEENMMZHEERTER, SEAFERRKRPIIF
FIEE , BEBERHEFTETEE AWS Database Encryption SDK B MEBEEH BT EAN
aws_dbe_head # aws_dbe_foot BMHIEH,

THEHH SRS 1 EFERRMBER, BXLAEH EFMANFTE
BEFORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT., WEBERSEEBENMENFIER ,
BtSBERMBEAMBZMWIELE, DynamoDbEncryptionInterceptor EHAEHK BIHH
tableConfigs,

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.schemaOnEncrypt(tableSchema)
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.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

.plaintextOverride(PlaintextOverride.FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT)
.build();
tableConfigs.put(ddbTableName, config);

HBR3 EFNMBZENBENRE

EEMRIHBFAEEE 2% , HEHDynamoDbEncryptionInterceptorii MM NFZEE |
DEAFAFHRBERMNEAMNBNEENER, BETIEEZER , AFRERBEESE 1 BEE
WEMBERMENEZNEE., AR REBINBENEENIER,

THEHHERLER 2 EHERRMBAL, BULUEH EFHFTE

& , FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXTSR{}F{EREF BB FHEK, RIFHE
%, AFHRSENNBEANBRMEEMNER, DynamoDbEncryptionInterceptor EAEHM &
SLETEY tableConfigs,

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()

.logicalTableName(ddbTableName)

.partitionKeyName("partition_key")

.sortKeyName("sort_key")

.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)

.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

// Optional: you can also remove the plaintext policy from your configuration

.plaintextOverride(PlaintextOverride.FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT)

Lbuild();
tableConfigs.put(ddbTableName, config);

EB®ZE DynamoDB Java A FixtNZAENER 3.x iR

BPNWAFIRMZERXECEFGRA AWS EREMNE SDK, LR ASEENRE
DynamoDB Encryption Client 8 8E8 & ..

DynamoDB #J Java A Fin IZRNE 3x k2 2x BRNBERNITEER, ©ISHTZEH , flH
MERLEMREX, ABNZEFXE. ERERETEE  URTRSNNFEXE. AETERHENM
HREXBEBE 3.x lRESI,
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®1x RERE 2.x

BBE2xRE K BEBE 3x . 2x ERITRMEERN FHRE FE A MostRecentProvider
CachingMostRecentProvider, 3R %8 a1 HE A M DynamoDB #9 Java A 5 i i
BRIERNERZA 1.x Bl MostRecentProviderfFif , A X ESEXNBHNARZBET A
CachingMostRecentProvider., MFEFMENR , FESHREMESNEHRE.

£ 2x IRBBE 3.x
THRFRAMAAEERBER 2.x lREBBE DynamoDB Java A FisiNZRENEMN 3.x iR
TR 1. ERBIFEIEXIER

BEERTYSER | LLEHFEMN AWS Database Encryption SDK A Fim A EEFERXNWIEE, BT
BE %, APRMNITAFASREN 2x IRER. ZNWAFHEEEFRMNEA 2.x REXHWIEE ,
BELEEEAFIHERFENFEINEER.,

i B3 BRAM Java B AWS SDK £ 2.x i

DynamoDB ¥ Java Al FimZE R EMRZA 3.x FE DynamoDB E5& 8 f Fif, DynamoDB 154
# A B iR LB As £ B9 DynamoDBMapper, ZEEFERAEBAAFix | B4 AFEH AWS
SDK for Java 2.Xo

EREE1x RBBE 2.x R BEHAR Java B AWS SDKIVIE R,

MEFEWLEE AWS SDK for Java 2.x #EHEFEMER , FSEEREH
KAFIRRESENERMNZNIEE

THRFRAUTEXIRES DRSS RS,

1. E3I keyring.

Keyrings M 52 & £ EE E€HL DynamoDB #9 Java A Fif 112252 =\ EE 58 5 A4S & i F
MEBREERRME,

/A Important
BRI keyring KIEENBRER , YAHE 2 X IRFEEBRFENRUEREEA
HEREW|ER.

2. HEEBNER LBEUERREBRER.
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Methods.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
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© © N o

SRERT ELRBUFENREERE KEEANBIEEE,

WEEREMFE A DynamoDB i E A FIRMIES| , 5528 (EBARM Java B9 AWS SDK B
ABE¥EE) PMESL TableSchemas

THSEHIBRBREEAFTNEBEDETR R 2x REHMTHRERN, NETEEEDENES
1Bl , 2R EAEENERER.

(@ Note

N R IEIE EEISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEM , Bl9E[E
MEEFBME 4B R STGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, MIZERER
ARES <M EIHISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , 325
SimpleClass4.java.

EREXBEZDIRWMLEME,
ARE 2.x iR B LRI R E R B B AV AR R

FREEEARUERARAHBNBIEEE.

2% EDynamoDBEncryptor&7EiE A% DynamoDB K Java A Fis iNZ R E 2.x M H
M o

REBMRITR.

#13 DynamoDbEncryptionInterceptor,

B K AWS SDK DynamoDB F F i

¥ 31 DynamoDBEnhancedClient i fif F#& BI{b 5 B2 31 B Rl K

307 DynamoDB BB A Fisk FMER , F2HEE B EE A F iR,

public class MigrationExampleStepl {

public static void MigrationStepl(String kmsKeyId, String ddbTableName, int

sortReadValue) {

// 1. Create a Keyring.

// This example creates an AWS KMS Keyring that specifies the

// same kmsKeyId previously used in the version 2.x configuration.
// It uses the 'CreateMrkMultiKeyring' method to create the

// keyring, so that the keyring can correctly handle both single
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass4.java
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// region and Multi-Region KMS Keys.

// Note that this example uses the AWS SDK for Java v2 KMS client.

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =

CreateAwsKmsMrkMultiKeyringInput.builder()

.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

// 2. Create a Table Schema over your annotated class.

// For guidance on using the new attribute actions

// annotations, see SimpleClass.java in the

// aws-database-encryption-sdk-dynamodb GitHub repository.

// All primary key attributes must be signed but not encrypted
// and by default all non-primary key attributes

// are encrypted and signed (ENCRYPT_AND_SIGN).

// If you want a particular non-primary key attribute to be signed but
// not encrypted, use the 'DynamoDbEncryptionSignOnly' annotation.
// If you want a particular attribute to be neither signed nor encrypted

// (DO_NOTHING), use the 'DynamoDbEncryptionDoNothing' annotation.
final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

// 3. Define which attributes the client should expect to be excluded

// from the signature when reading items.

// This value represents all unsigned attributes across the entire

// dataset.

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

// 4. Configure an explicit map of the attribute actions configured
// in your version 2.x modeled class.

final Map<String, CryptoAction> legacyActions = new HashMap<>();
legacyActions.put("partition_key", CryptoAction.SIGN_ONLY);
legacyActions.put("sort_key", CryptoAction.SIGN_ONLY);
legacyActions.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
legacyActions.put("attribute2", CryptoAction.SIGN_ONLY);
legacyActions.put("attribute3", CryptoAction.DO_NOTHING);

// 5. Configure the DynamoDBEncryptor that you used in version 2.x.

final AWSKMS kmsClient = AWSKMSClientBuilder.defaultClient();

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kmsClient,
kmsKeyId);
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read

final

// 6.
//
//
//

//
//

final

/] 7.

final

HashMap<>();
tableConfigs.put(ddbTableName,

final

// 8.
//
final

// 9.

DynamoDBEncryptor oldEncryptor = DynamoDBEncryptor.getInstance(cmp);

Configure the legacy behavior.

Input the DynamoDBEncryptor and attribute actions created in

the previous steps. For Legacy Policy, use
'FORCE_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT'. This policy continues to

and write items using the old format, but will be able to read
items written in the new format as soon as they appear.
LegacyOverride legacyOverride = LegacyOverride
.builder()
.encryptor(oldEncryptor)
.policy(LegacyPolicy.FORCE_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT)
.attributeActionsOnEncrypt(legacyActions)
.build();

Create a DynamoDbEncryptionInterceptor with the above configuration.
Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new

DynamoDbEnhancedTableEncryptionConfig.builder()

.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.legacyOverride(legacyOverride)
.build());

DynamoDbEncryptionInterceptor interceptor =

DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(

CreateDynamoDbEncryptionInterceptorInput.buildexr()
.tableEncryptionConfigs(tableConfigs)
.build()
);

Create a new AWS SDK DynamoDb client using the
interceptor from Step 7.
DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

Create the DynamoDbEnhancedClient using the AWS SDK DynamoDb client

Java
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// created in Step 8, and create a table with your modeled class.

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.buildexr()
.dynamoDbClient(ddb)
.build();

final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);

}

HBR2 UHEARTAERER

IR 1A NBERZINMERINR 2R, FERTIILER |, LIERELH AWS Database Encryption
SDK AFImUHIEABAEE, METIHEER , AP RSRENERNTEIRE , WHRABUHERX
BANEBUER,

TIHRFRHUUTEXNBEI AT RESROVBE.

1. HIERE keyring, ERREBIER, BREMLEE M
allowedUnsignedAttributes , DynamoDBEncryptor & 1E S ER 1 FAT#EI1T,
BEHENERTA , REAFTKIREHNEE.

#3 DynamoDbEncryptionInterceptor

B FH AWS SDK DynamoDB A F i,

#3I DynamoDBEnhancedClient i fif F#&E B {b FE R ST B Rl K

o M w0 DN

#0% DynamoDB WM H A SN HMET , FBMETHRTE S,

public class MigrationExampleStep2 {

public static void MigrationStep2(String kmsKeyId, String ddbTableName, int
sortReadValue) {
// 1. Continue to configure your keyring, table schema, legacy
// attribute actions, allowedUnsignedAttributes, and
// DynamoDBEncryptor as you did in Step 1.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
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final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

final Map<String, CryptoAction> legacyActions = new HashMap<>();

legacyActions.
legacyActions.
.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
legacyActions.
legacyActions.

legacyActions

put("partition_key", CryptoAction.SIGN_ONLY);
put("sort_key", CryptoAction.SIGN_ONLY);

put("attribute2", CryptoAction.SIGN_ONLY);
put("attribute3", CryptoAction.DO_NOTHING);

final AWSKMS kmsClient = AWSKMSClientBuilder.defaultClient();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kmsClient,

kmsKeyId);

final DynamoDBEncryptor oldEncryptor = DynamoDBEncryptor.getInstance(cmp);

// 2. Update your legacy behavior to only write new items using the new

// format.
// For Legacy Policy, use 'FORBID_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT'. This
policy
// continues to read items in both formats, but will only write items
// using the new format.
final LegacyOverride legacyOverride = LegacyOverride
.builder()
.encryptor(oldEncryptor)
.policy(LegacyPolicy.FORBID_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT)
.attributeActionsOnEncrypt(legacyActions)
.build();
// 3. Create a DynamoDbEncryptionInterceptor with the above configuration.
final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.legacyOverride(legacyOverride)
.build());
final DynamoDbEncryptionInterceptor interceptor =
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DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.buildexr()
.tableEncryptionConfigs(tableConfigs)
Lbuild()

);

// 4. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 3.
final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 5. Create the DynamoDbEnhancedClient using the AWS SDK DynamoDb Client
created
// in Step 4, and create a table with your modeled class.
final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.builder()
.dynamoDbClient(ddb)
.build();
final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);
}

HELSR2BER  KLAERAFEAETNZENRTNAMEEERE , TREEHNTLSE 3. REL
AUTHE-—ERRER , AMRENZRENEHEE, FANEHNRREEEENEF. Hl, &L
EREEFHENRNERSESR  LERAEEZRNHBEBFENNZERERER,

HR 3, EERMEARBANEE

ERFEAEMNNZERNRFHNAEREZR , BUURERHBRERITRA. FTRTISER , KA
FinERERRNMBEAFTERANEE.

THRFRAUTEXIREG P RESROBE.

1. MEEERE keyring, ERREEBIER |, LARallowedUnsignedAttributesiNEESER 1 HFTH
7. DynamoDBEncryptor R BREMRBMEEE A .

2. 3 DynamoDbEncryptionInterceptor,
B K AWS SDK DynamoDB F Fifio
4. #3 DynamoDBEnhancedClient¥{F AERLERIEIER R,
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public class MigrationExampleStep3 {

public static void MigrationStep3(String kmsKeyId, String ddbTableName, int
sortReadValue) {
// 1. Continue to configure your keyring, table schema,
// and allowedUnsignedAttributes as you did in Step 1.
// Do not include the configurations for the DynamoDBEncryptor or
// the legacy attribute actions.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

// 3. Create a DynamoDbEncryptionInterceptor with the above configuration.
// Do not configure any legacy behavior.
final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.builder()
.tableEncryptionConfigs(tableConfigs)
.build()
);
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// 4. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 3.
final DynamoDbClient ddb = DynamoDbClient.buildexr()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 5. Create the DynamoDbEnhancedClient using the AWS SDK Client

// created in Step 4, and create a table with your modeled class.

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.builder()
.dynamoDbClient(ddb)
.build();

final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);
}
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BFAMER,
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B{EE R DynamoDbItemEncryptor

B{EEREDynamoDbItemEncryptorBEEMBEN BB RMEE , WRBENERKRER K MESE
/A4 DynamoDB, EA &% H DynamoDB PutItems} GetItem 55K, Hlin , B LAFEARKE
f&kDynamoDbItemEncryptoris & 2 MR FH A S MEEY DynamoDB JEH., MR ZFERBIRER
DynamoDbItemEncryptor , RIEZREMHER EAMR NET # SDK REMEKMREENEFER , XU
g2 DynamoDB &&A.

B{KEKRDynamoDbItemEncryptor A B 2 %,
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BUHDFEREBLELERNEMNEEZN K BLEEXEN , BTLEERRENISENBARS , B
BN

EEMEA NET AFREEBEDE , FEA NHREFHERBMEE. BXUDictionary¥H ,
HpZBEHARBEABNEENEEF , USEENBHEF,

$8E ENCRYPT_AND_SIGNR M= MEEE B, $8E SIGN_ONLYRZEE BM , EFNER, BE
SIGN_AND_INCLUDE_IN_ENCRYPTION CONTEXTLUAZZE BM , ¥HSSEMBRES, BETE
EXREBRFESEENBERTMZBM., $8E DO_NOTHING 28 B,

PEIERMBEFBHESER SIGN_ONLYS SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT., #IR&
AR B ESE A SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , Al9 EIEMBEF B4 thiE
2 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

(® Note
EEBUHEECE  CHNEEERERBRETHRBEBYE, ATERKRERZIMEBEREENES
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T5 Y ER REEI{AER NET ENCRYPT_AND_SIGN SIGN_ONLYA Fi®igEE
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. . #1DO_NOTHING BitE, LEHIFERFTE
" HREEBIDO_NOTHINGE %,

@ Note
ZEFHASIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTRIB{m=Z=E{E , BHAFEH 3.3
WMRER EFThRASHY AWS B BIEMZ; SDK, BENERERERAEE 20 , LEHRATER
FREEEVBESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>
{
["partition_key"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, // The
partition attribute must be signed
["sort_key"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, // The sort
attribute must be signed
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
["attribute3"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,
[":attribute4"] = CryptoAction.DO_NOTHING

};

DynamoDB AWS & K} E iN% SDK A #Y N & 4E &8

5 AWS BRIEME SDK ki , BNUAARESZ DynamoDB ERRM MBI, MBHEEPPIER
EERRERFEHHEAZTENERERRERBLEE,

AR A B £/ DynamoDB AP BY{KE AWS E R E % SDK E2 DynamoDB &l &k iz 48
B YAFHTEFEERNRBEERM,

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
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AllowedUnsignedAttributePrefix = unsignAttrPrefix,
// Optional: SearchConfig only required if you use beacons
Search = new SearchConfig
{
WriteVersion = 1, // MUST be 1
Versions = beaconVersions
}
I
tableConfigs.Add(ddbTableName, config);
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SearchConfig K AEE FTEEAAESNESLEENER.

NET 205


https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html

AWS BRI E N SDK FMBABER
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algorithmSuiteId E& AWS ERIEMNZ SDK ERNEELEHN.
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£ AE AR DynamoDB APl K& AWS BRI ENZE SDK

T 554~ & a4 £ A DynamoDB API BY K AWS BERIE N SDK 8 AWS KMS keyring , LA B
By in% DynamoDB PutItemf@ERMWAFIRIEEH W% BEE,

A LAE R X B keyring , BRFIBRZBERTeeEAEH —ME AWS KMS keyring.

BT ENEXIEEH : BasicPutGetExample.cs

SER 1 . I AWS KMS keyring

THEHIER CreateAwskmsMrkMultikeyringZ2 I EEHEINZ KMS €881 AWS KMS
keyring, LtCreateAwsKmsMrkMultiKeyringZ & RIHE{R keyring I EFERIRE — [EIH M % [E 1
X

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

FR2  REBEDE

TH&EFEZattributeActionsOnEncryptF i | KRR ERIKRIE B W EHI B EE1E,

(® Note

TH&E I EASFRBEESEA SIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXT.
RIS E(F{ISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEB , Bl9 EEMEEFB
M HER SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>
{
["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY
["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
[":attribute3"] = CryptoAction.DO_NOTHING
};
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SER3  EREBEPIRMBLEME

THEHIRERFTBEDO_NOTHINGBHERATRNFE ":" , UFEAFEESZSATNREZEM,
AERBREERHREMNES T, FENBHEEHE, WEFHMEN , 82 B Allowed unsigned

attributes,

const String unsignAttrPrefix = ":";

$E¥ 4 : £% DynamoDB &R R iNZ4HAE
T 5l gEHIE &KL DynamoDB BRIk NFEAREN tableConfigsREt,

Lt g8 5I#EE DynamoDB BRI REABHARBERNREHE, ELE—RXERMEERER |, MAEER
B EEH DynamoDB ERREBMABEERREE, NFEFMEN , F2HDynamoDB AWS
EREME SDK FH INEiHEE,

(® Note
ZEFRATESNZERBENGE , BESBEMRERESearchConfighEE

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =
new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig

{

LogicalTableName ddbTableName,
PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix
};
tableConfigs.Add(ddbTableName, config);

HER 5 BIHAK AWS SDK DynamoDB A Fif

THIEHFIFERLSER 4 TableEncryptionConfigsH#Y B #Y AWS SDK DynamoDB A F .

var ddb = new Client.DynamoDbClient(
new DynamoDbTablesEncryptionConfig { TableEncryptionConfigs = tableConfigs });
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S B 6 : i FMEE DynamoDB E¥lKIEH

THEHER—EFHitem , RREFIERRER , XAEZIEB KA DynamoDB ERlER A, BEH
2181 £ DynamoDB ZH] , X MBAZHE A F iR

var item = new Dictionary<String, AttributeValue>

{
["partition_key"] = new AttributeValue("BasicPutGetExample"),
["sort_key"] = new AttributeValue { N = "@" },
["attributel"] = new AttributeValue("encrypt and sign me!"),
["attribute2"] = new AttributeValue('sign me!"),
[":attribute3"] = new AttributeValue("ignore me!'")

i

PutItemRequest putRequest = new PutItemRequest

{
TableName = ddbTableName,
Item = item

i

PutItemResponse putResponse = await ddb.PutItemAsync(putRequest);

A B{KE % DynamoDbItemEncryptor

T 5 €551 7R &5 40 4] {6 A 8K B Ak DynamoDbItemEncryptori4Ei AWS KMS keyring 3R B # i 22 ¥ %%
EERXEB, DynamoDbItemEncryptor FE#418 B A DynamoDB & #l&,

& AFE B DynamoDB 8 E A FinfE R EM X EM keyring , BRMERERARERE D — (@
AWS KMS keyringo

® Note

BYEEMHDynamoDbItemEncryptor A X EAIB S NE, EAEARN DynamoDB API H{K P&
AWS BRI E % SDK R fEfH a2 %,

_35

BB BNWENIEES : | ltemEncryptDecryptExample.cs
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SER 1 : B3I AWS KMS keyring

T 5B CreateAwsKmsMrkMultikeyring 2 EEHBEMNE KMS £888 AWS KMS
keyring, ttCreateAwsKmsMrkMultiKeyringZ EAIHE{R keyring Al EFERIRE — B % [E1F
X

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

SER2 REBEDE

TH&EHEZRattributeActionsOnEncryptF 8 , KFXERRIE B WEHIBHEE1E,

® Note

THEH A EASEMBHEEZES SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, O
RIZIETEEISIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXTE , B9 ZEEMBEFB
M HERE SIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXT.

var attributeActionsOnEncrypt = new Dictionary<String, CryptoAction>

{
["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY
["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
[":attribute3"] = CryptoAction.DO_NOTHING
b7

SER3  EREBEPHRMBLEME

THIEHIFRERFTEDO_NOTHINGEM X ATEMNFE ", YFEAFEERATNREZ B,
RAFPIRBERBREZETHREMES ") FENBERE, WEFMAER , 52 BAllowed unsigned

attributes,

String unsignAttrPrefix = ":";
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S B¢ 4 : &DynamoDbItemEncryptoriHiE

TH&EHIEZE AIAAREDynamoDbItemEncryptor,

L& HIEE DynamoDB ERRBBMARBERREHE, ELE AR ERMBHEER , MBS
BEHLH DynamoDB ERIREZBMABREERREW, MEFHMENR , 552 EDynamoDB AWS

EREMNE SDK ) inEAEEE,

var config = new DynamoDbItemEncryptorConfig

{
LogicalTableName = ddbTableName,
PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix
};

B 5 : B3 DynamoDbItemEncryptor
T 5| & HIDynamoDbItemEncryptorfEA L ER 4 configH iy BIHH -
var itemEncryptor = new DynamoDbItemEncryptor(config);

HR6: ERMBENHZEEFERKREHE

THEFIER EEnZEM#EEEEBDynamoDbItemEncryptor, DynamoDbItemEncryptor

2% 18 B £ DynamoDB Bl &R,

var originalltem = new Dictionary<String, AttributeValue>

{
["partition_key"] = new AttributeValue("ItemEncryptDecryptExample"),
["sort_key"] = new AttributeValue { N = "0" },
["attributel"] = new AttributeValue("encrypt and sign me!"),
["attribute2"] = new AttributeValue('sign me!"),
[":attribute3"] = new AttributeValue("ignore me!")

};

var encryptedItem = itemEncryptor.EncryptItem(
new EncryptItemInput { PlaintextItem = originalltem }
).EncryptedItem;
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SRER A DynamoDB &R X LLE A DynamoDB #J AWS Database Encryption SDK

£ AEAR DynamoDB Ky .NET A FimMEZERNE 3.x i , BRI ERBH Amazon DynamoDB
ERRETHFRNE, AXTERMEMNEEMNW=ESBRIES , U§ 3x RIEERFEAN
DynamoDB & #}%&.

SR EREERNEAMNBNIRE

EERTHLER | LUERER AWS Database Encryption SDK A F i BB AMBZWIER, BT

JE8FECHR  AFRBEEFEINEAMNFEE, CFENEREEEAERRNEMHER , B—
BmZEE HER , CREALESBE, ELSFENEAFRBERNEZHEE., EXEESETIHIEELS
P ARG , THEEET B R,

1. EREHEMEEE
BYYMHER  UERBEBEESMNBENEE  BEKERE  WLEKZRK,

RIBFERR , T ESREUHSKBEBERME (SIGN_ONLY) , MATEEMBHAISKBMNBRNES
(ENCRYPT_AND_SIGN).

$EE ENCRYPT_AND_SIGNRINZEM#EE Bk, I5E SIGN_ONLY REZSEFENE Bit, EE
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT RE#EEMEMY A WEHBEEMNBAEF,
MREZERKHZBEM , MEEMZEXEBM, 18E DO_NOTHING 28 B, MEFHMEN , F2
EEDynamoDB AWS & X EN% SDK I B a1k,

® Note

WRIEIEEEISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEM , |9 EERMIEF
B th 482 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>
{
["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY
["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
[":attribute3"] = CryptoAction.DO_NOTHING
¥
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2. ERBREEPHRMLEM

THIEHIRERAAADO_NOTHINGBEAATENFE ":" , UEAFTEERAFFHREZE ML, A
FingBRERBEPHREMES ", FENBUEER., NFFHMBEF , F2BAlowed unsigned

attributes,

const String unsignAttrPrefix = ":";

3. B keyring

THIEEHIEEL AWS KMS keyringe AWS KMS Keyring f ¥ #2551 I 458 RSA AWS KMS
keys RE4, MEMNBZEREIR,

L EEBIfEA CreateMrkMultiKeyring 2 EEHBMNE KMS €81 AWS KMS keyring.
tCreateAwsKmsMrkMultiKeyring5 A AJ#E{R keyring AT ERERIEE — [RIFMNZ EH SR,

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

4. B2 DynamoDB & ¥ &K hn &340 &
T3 &E I EZRA KL DynamoDB BERl &k iNZHER tableConfigsREY,

LtgEHIiEE DynamoDB ERREBMABEER REHE, ELF - AERMBFHEER , BAEE
EEER DynamoDB ERREBMABEER KRB,

R AAETE FORCE_WRITE_PLAINTEXT_ALLOW _READ _PLAINTEXTH AN FER., BES4
BEDNNEASXFEE, BIUMNHRNIEER , UREFBHFHEANRNWIER,

MBEREMBERRREZENFHEE
HE

iull

i82 B DynamoDB AWS &Rl E N SDK A Y hn#

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName = ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,

Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix,
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PlaintextOverride = FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT
13
tableConfigs.Add(ddbTableName, config);

5. B #H# AWS SDK DynamoDB A Fi%

B EEEH , S ER 4 TableEncryptionConfigsH#Y B #7#HY AWS SDK DynamoDB A F
o

var ddb = new Client.DynamoDbClient(
new DynamoDbTablesEncryptionConfig { TableEncryptionConfigs = tableConfigs });

FR2: BAMBRNBENRE

EHERRNZABPHMEXFZER , UAFAFRBANZNEZZNIEE, HETIEE2R , AF
HMEREEESR 1 PRENBUEBFERNZENBENHE . AP REEAFTIMANFIRE , LUR&M
EMBENEB,

FHRESR 3 28l , EXENMBNEZBERNRTPIMEREMXFER, BUUNHTREE—EE
REH , MREMZRENMFIEH., FAHENRREREEZNER. W, BOLEREER
RHRENRNIRSER  UFEALERNBEIENNEHEERTER, EEAFNER KPR
FIHE , BRERHEFIETEE AWS Database Encryption SDK ZEMNZMEHEBIEE FHIEEEE M
aws_dbe_head # aws_dbe_foot BHEMWIER,

THEFESRISE 1 EFERRMFERE, BLEFH ENMHXFEE
BEFORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT, MtBURSEBEEIFA LT
IHE , BEEBRMEANEZNER., FAEHN B AWS SDK DynamoDB A F
wTableEncryptionConfigs,

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName = ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,

Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix,

PlaintextOverride = FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT
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tableConfigs.Add(ddbTableName, config);

HBR3 EFINMBENBENRE

HEMEBELHBRMAEE 2R , FEMERNRNBEETNREXFTER , MEAFRAFIRERNMEAM
ZNBEENEE, BEFTIEECR , AFRSRBEESIR 1 PRENBEDFERMZENEZNIE
B, AFmAREINMBENEENEE,

THEF SRR 2 EFERRMFMERE, BUUER ENMXFE

& , FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXTER#EREF BRI ZBUIR, RIF
i, AFRASERMNEAMBNEBNIERS, FREMN BEIFHH AWS SDK DynamoDB A F
WwTableEncryptionConfigs,

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =
new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{
LogicalTableName = ddbTableName,
PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix,
// Optional: you can also remove the plaintext policy from your configuration
PlaintextOverride = FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT
};
tableConfigs.Add(ddbTableName, config);

Rust

AFERBP NI ZEFFERABERAR DynamoDB B Rust AR IMBREREMN 1.x . MEFREA
# DynamoDB #9 AWS Database Encryption SDK T2 ERFTHVEEMER , 552 E GitHub £ aws-
database-encryption-sdk-dynamodb #ZESH# Rust £,

DynamoDB AWS &Rl E % SDK WA RGBS EERTEE.
X
o SRR

- RE

- EAE AR DynamoDB B Rust A F ik iH 2 E
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AWS EREMNZE SDK HEASER
Jo IR
£ %% DynamoDB 9 Rust A Fis B2 X E 2 8l |

3

BESLE T I L RGS
Z % Rust fl Cargo

£/ rustup R B BITBEM Rust A,

METHNLRPENFMEN , 52 B Cargo Book P ZEREF,

74

B A DynamoDB # Rust Fl Fim N ER E R 7E Crates.io : // LA aws-db-esdk FiRFEFEH . 0
ELENEBERENFMEN , 5526 aws-database-encryption-sdk-dynamodb GitHub 1z E
B README.md %,

FE

HEZRE DynamoDB H Rust AFmMERXE , FEAE N & aws-database-encryption-sdk-
dynamodb GitHub &7 &,

EERRRIRA

HERBHPHIT TS Cargo 5 F

cargo add aws-db-esdk

FAG LA T 1THIE E &K Cargo.toml :

aws-db-esdk = "<version>"

& FAK DynamoDB #Y Rust i FimiN&#E = E
AREREFRE DynamoDB WY Rust A FimMZERENE 1.x RPN — LR MEGERXER,

WFAEA DynamoDB #Y Rust AFinZE X EETENRTNFMAER , F2[H GitHub L aws-
database-encryption-sdk-dynamodb f#ZES I Rust &4,

*&E

- HEMERER
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https://www.rust-lang.org/
https://doc.rust-lang.org/cargo/getting-started/installation.html
https://crates.io/crates/aws-db-esdk
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/

AWS FEHBME SDK BIB A BINT
« DynamoDB AWS BRI E % SDK H iy BHEE

« DynamoDB AWS B E % SDK iy hnZHAE

- £/ AWS EREMNZE SDK BFIEE

HE mEREX

DynamoDB #J AWS Database Encryption SDK X & 21HB MERER. B LAEABEAR DynamoDB
# Rust AEmMBERERE 1.x R, ATHHFAME, #%E, BENMHEFE DynamoDB ERIKRIEE,

E AR DynamoDB API BY{EKR AWS &R E % SDK

BAILAE R E R R INZEREREE DynamoDB AP , ZAFREEBMENEEESR
DynamoDB PutItemzg KK A FwIEE

&84 F DynamoDB API fY{ERE AWS BRI ENZ SDK , FEefE A 1€ S %,

WE RE WA A DynamoDB APl BIEKBE AWS B RIENZ SDK K &6l , 526 GitHub L aws-
database-encryption-sdk-dynamodb f#ZEH K basic_get_put_example.rs,

B{K/E#% DynamoDbItemEncryptor

B{KEikgDynamoDbItemEncryptorEEMZEMEERMHE L WERBLNERNRER K MES
FEAY DynamoDB, ©A &% H DynamoDB PutItemsk GetItem #&5KR. fl , B LUEABRKE
#&DynamoDbItemEncryptoriE %% M A% & S #EAY DynamoDB A,

B{EEHDynamoDbItemEncryptor A X E A S K INF,

WMEREINAFEABIKE R A& HIDynamoDbItemEncryptor , 28 GitHub £ aws-database-
encryption-sdk-dynamodb & fZE R #Y item_encrypt_decrypt.rs,

DynamoDB AWS & ¥l E % SDK HH EEE

BUHIFeREBLELESNENSEE, BLERERE, BLEREENTSENRARTH , R ML
=B

HEfEM Rust HFIRIEEBMHEF , BEM WHEEFHERBIEEFE. B HashMap¥#F , He
HREHRRBUERBANEENEE , UEEEHBIEBEE.

$57E ENCRYPT_AND_SIGNRNZM25E B, IEE SIGN_ONLY REZESEFTEMNE BM. BE
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTXRZHE Bt K YK HISIESEMBREH., HRR
EREHEEMY , AEEZNZXEBM, $8F DO_NOTHING 2B Bk,
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PEIERMBEFBHESER SIGN_ONLYE, SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT., #IR&

A B EZEA SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , Bl9 EIEMBEF B4 b A
2 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

® Note

EEBUBECR K CLAEREBEPHRBLEE, ATERRERTZHMEREENE
t, RAZBREEZETENTE (Hl":") KRB REZNEME, EHRRSDO_NOTHINGRER
DynamoDB #E R # AN BB ENFIEBEN Bt B2 ShFE.

T E R RET Al £ Rust ENCRYPT_AND_SIGN SIGN_ONLYA FigigE

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. . %1 DO_NOTHING BitEifE, HEHIFERFE
" HRERBIDO_NOTHINGE 14,

let attribute_actions_on_encrypt = HashMap::from([
("partition_key".to_string(), CryptoAction::SignOnly),
("sort_key".to_string(), CryptoAction::SignOnly),
("attributel".to_string(), CryptoAction::EncryptAndSign),
("attribute2".to_string(), CryptoAction::SignOnly),

(":attribute3".to_string(), CryptoAction::DoNothing),
D

DynamoDB AWS &R E % SDK # iy in# a5

ERMEM AWS EREMNS SDK i , B4 EHTEER DynamoDB BRI R INEZERE. MEBRETAR
FENEICRNER FEHEAZENERERRERBEEF,

T 5N R A DynamoDB APl BY{ERE AWS BRI ENNZE SDK EZE DynamoDB &R &K i 4H
B YAFHTEFEERNREERM,

let table_config = DynamoDbTableEncryptionConfig::buildexr()
.logical_table_name(ddb_table_name)
.partition_key_name("partition_key")
.sort_key_name("sort_key")
.attribute_actions_on_encrypt(attribute_actions_on_encrypt)
.keyring(kms_keyring)
.allowed_unsigned_attribute_prefix(UNSIGNED_ATTR_PREFIX)
// Specifying an algorithm suite is optional
.algorithm_suite_id(
DbeAlgorithmSuitelId: :AlgAes256GecmHkdfSha512CommitKeyEcdsaP384SymsigHmacSha384,
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)
.build()?;

let table_configs = DynamoDbTablesEncryptionConfig: :buildex()
.table_encryption_configs(HashMap: :from([(ddb_table_name.to_string(),
table_config)]))
.build()?;

EEERKRER
DynamoDB B Xl&XHBEERRER.

BEGRXRBBUERBREFLABREZENRDEROFAEESR , LAE{L DynamoDB &R#EF,
ERE-XERMBHEER |, BAUBRRIEESLHN DynamoDB ERXREBHPARBRBER KGR, &
MHE-REEMHENEBEERNREE. FENDER K BEENRBBLANSNBRIEENS
B, WRER DynamoDB ERXRBBEM(E{DIER DynamoDB ER R REE  BEENKREE
AR R RED T HEE R R,

AREFNREBEM
EIENBEE/EDO_NOTHINGHESSH B 1.

RFNABEBUESSHAFPHBLEBESRBE TR, AFRBRAAECBERISERE
. AR ERPELEE  AFRERERTERTEWEBME , ARERBIEEN AT REEBES
REETRLEBME ., BEEIRAFNABREBEPBREBML,

ALV S HFrE BN ES] | BBEERE T ARZEEDO_NOTHINGE M, Bl aJLifEd
ADO_NOTHINGBHRIEEFTENFE , YFAFEEFAFPRWBEBMHRES, RMMIESEE
EFAENTFE , EAECAE{LARTEHIEDO _NOTHINGBMNREF., MEFHMEN , FSBEHEN
BERER,

MREBKRIEEFTBDO_NOTHINGEB N FE , BRI LG EallowedUnsignedAttributesfEsl
PRI AFREREREIELEMRNEXBUHEZENAMERY. REEEHXER B EX
PAEERLTHREZEN,

BEAE (EH)

SearchConfig E&REZEMA,

SearchConfig K AEE FTEEAAESNELTENER.
EEEEHR (EA)

algorithmSuiteld E& AWS ERENME SDK EANEELZEH,
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html

AWS BRI E N SDK FMBABER

MIECEARIEEEREEEREYN , BRI AWS Database Encryption SDK € R EEE EZEH,
EREELEHNSEMA AES-GCM BEE X BB SBITE, BNEENSWAE., MATEREELE
HaRERARASHERES  BEATNEEBEREELES. i, REEEERAKBLIEHN
BENEEEZEHRE. NF AWS EREMNE SDK X BEWEEEZEHMHEBREN , F2HE AWS

Database Encryption SDK XX EBEVEE L EH,

HEENMT S ECDSA BIuZ#E#) AES-GCM BEEEN , FHEERRMBEARTIE TIERS
A

.algorithm_suite_id(
DbeAlgorithmSuitelId: :AlgAes256GcmHkdfSha512CommitKeyEcdsaP384SymsigHmacSha384,
)

£ AWS BRI ENZE SDK EH 1R H

AWS Database Encryption SDK A X BT EMZEHBHEBMMIER ddb : Updateltem, &ZEEHMER
REEMNBMY , BHXAMEA ddb : Putltem, E&EPutltemiBRPIEERBEEEEHENERS|E
K, fTEEgEeBRREBER,

E ik DynamoDB 1n%; A F i

2023 6 A9 R , RMMWAFRMEEXECEHwE R AWS EREMNE SDK, AWS Database
Encryption SDK #&x 82k DynamoDB Encryption Client k4, MIEFHEHMBEE2HF M
REANETEIPONFMENR , 5528 Amazon DynamoDB Encryption Client EF &% o

EEERBZE DynamoDB ¥ Java AAFmIMZR X ENRITRAE , F28 EFE 3.x K.
FE

+ AWS DynamoDB hRAEy & #E % SDK &

« DynamoDB 1% f Fim by E/E S

« Amazon DynamoDB H1% F F i =

- BEmEERESRE

» Amazon DynamoDB Encryption Client i] AV 2N ERETEES

- BELNERER

+ WFEZ B DynamoDB Encryption Client FE 2=\ HY B 72
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_UpdateItem.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_PutItem.html
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AWS DynamoDB 24Ky & #lE % SDK &

EREHIHETHEREHMEBEAR Java 9 DynamoDB MZE A Fik 1.x-2.x ixFEA R Python £
DynamoDB & A Fim 1.x-3.x iREVE .

TR¥H X # Amazon DynamoDB & A Bix B K55 S FARAS .

BEXRETES hixZ< SDK F E A4 i E HA P B

Java 1.x kR End-of-Supportf&Et , B 2022
F7 ABER

Java 2 x kR — A A (GA)

Java 3.x hix — i Al A1 (GA)

Python 1.x kR End-of-SupportB&Et , B 2022
FT7AREN

Python 2.X i End-of-Supportf&Et , B 2022
F7RHABER

Python 3.x kR — AT At (GA)

DynamoDB #N# A F st EER

@ Note

EMNAFiRNZERNESEFHHE S AWS Database Encryption SDK, TR EEREEAR
Java #9 DynamoDB Encryption Client x4 1.x-2.x Fli@ A Python & DynamoDB Encryption
Client lx4~ 1.x-3.x WHHEAER. MFFHEA , F2EAWS ERENMNZE SDK for DynamoDB
A&

DynamoDB Encryption Client B AR ZEEF M TE DynamoDB R ER M. BRAESIEEMLUIER
RUFEMREANLZLEE, BE , AZHAXZEHBERERT , IUAETRINERHEEZNBEE T
.

EZWHBERRIE
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AWS BRI E N SDK FMBABER

DynamoDB Encryption Client W#/02 —EE B MEZEREN , I, %8, BRNBZERNRER,
TEEZENKREBMEBEA , ARENBYHZEHENHEBETR. HEREERRBRENERHFEZE
AREEMBNEER , URZEERMEAFSXNIER.

TEERLEFNSREER.

Plaintext
Item
Item Encryptor
Attribute Actions yP / \
ENCRYPT_AND_SIGN > l Get Encryption
SIGN_ONLY Materials .
DO_NOTHING o > Cryptographic
. - O# P | Material
ynamo o .
Encryption Context Provider (CMP)
>

Table Name
Primary Key

Y
Encrypted &
Signed Item t

EEMEMEBERRKRIEE , DynamoDB Encryption Client EE :

- ERRWHEEER. T2REEMHN DynamoDB NEZEARTWMBERKRNWHEEENA. FLHBHERS
#& DynamoDB ERGX4EEHA , ¥ AEE I DynamoDB MEZEA R,

@ Note

DynamoDB 1% A FimH # DynamoDB iN#Z A& B AWS Key Management Service (AWS
KMS) l i AR &E§ AWS Encryption SDK.

- MEBUEMZLHE, HGREERUNEEDEIRFSEREN.

- NEER  BENZSRVNFZZSR. HEREENARRENZHRZEREHRE (CMP) IEEL
&¥,

BEARX 222



AWS BRI E N SDK FMBABER

« MBRIHFRENETR. CMP SR THEANZER (S/NBNZFEE L) NETHEZERE
BHER,

HENEEAEEA LRMATERMZLHXZRE ., AENFENCSKMEBEREELER . &
ENENHZZRETR (BRERER) NERERBY  URGESXENEBYE., BUEEEFE NEER
B  SEAACREREMFEAEBNHBEXDEREFELZENERITR.

ERERTEENBAEEZERK DynamoDB EH
mEIWHRERRIEE
WMTEMR , ELXnthtbug—EEFRBRIALHEZEE,

Encrypted &
Signed ltem t

Item Encryptor
Attribute Actions yp / \
ENCRYPT_I‘—.\N D_SlGN > l Get Decryption
SIGN_ONLY Materials ]
DO_NOTHING o T Cryptographic
. - o# Q= | Material
ynamo .
Encryption Context Provider (CMP)
|
Table Name
Primary Key
Y
Plaintext
Item

EERFTMAEFZEER , DynamoDB Encryption Client EEHEN 4. EGHEHERH TH , FA
REEE MR TY , TR :

« DynamoDB INZ AR FERKNEBRER.
- ZRBANSBEHEEE, HERBUEBERESEEENR,
- BBRER  SEBRIBNNZSE  REKEZHNRENZBRE=ZELIEEE (CMP),
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AWS &R EZ SDK HEASER
EMNZNIEE A ARETNEZEN CMP R HE. S4EREMEEN CMP, EEHEHEN
CMP , ST RAREZIEEH CMP,

- WA EBIEE WAEBEEN , SENENEXBEE L, AFHRSNREE PN ERERBMEEEIE
1

HEMZEEXSEALRMELRKBELHRZER, kI, EeFEBRENBRNEEZRE. BR=
32 % DynamoDB B H,

Amazon DynamoDB il% A F sl &

@ Note
EPNAFRMBRRERAESEFH A S AWS Database Encryption SDK, Tl ERERAE AR
Java ¥y DynamoDB M#ZE A Fim 1.x-2.x iR FE AR Python B DynamoDB 1% A Fiw 1.x-3.x
IRMEREEA . MEFMEF , FSEAWS EREMNZ SDK for DynamoDB fRA X &,

A EREZRB Amazon DynamoDB Encryption Client 71 F B9 8L S F 758

# 2 7 # DynamoDB Encryption Client 8 st A E & , 552 DynamoDB 12 FixHiEE S
o

£

- BiREEERREME (CMP)
- HAMEERX

- BHEE

- ERHER

+ DynamoDB IZA A

- REEEFERE

iR EERHRHE (CMP)

B 1E DynamoDB Encryption Client i , BB EX Kz ——RENZEBREERREME (CMP) (BB
AMZERREME), EHNBESREHBH AT EE,
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Zistme ERHEMHE (CMP) BlIE, BAREOEE NFEAARNBZLHFZEERRIRENBRRS
EF, CMP 8 REEFEANMBEE L , URNMAELERRENZENREESR.

CMP 2EIEE MZRERAEH., HEMZREASHER CMP REHMZENEZER , T CMP i$ELE
RERMKIEE MZER, AR, BEENFEASFEAZBHRESSEENFELHEE BB ILEEZ,

FEEREAFRKIEE CMP, £AUEVHABRNBE CMP , SIEAEXENES —E@ CMP, X%
g& CMP %‘Bl@ﬁﬁﬁ/‘\gﬁh_tmn E E

HA MEZEER

1B B A 28R RN TH , ¥ DynamoDB Encryption Client 11T & B im=iRE. HEBEREB
mEEAREME CMP) REBBHEZER , ARFEHA CMP EENERSERNREEMZLHE |
ERE IR,

B EEEEENBERNES , IEALNERNEFMREHANHEIRER. flm , BAR Java i
DynamoDB Encryption Client @&AttributeEncryptor—{E#BIERNER , BT LUEE £
FADynamoDBMapper , M 2E#E&EDynamoDBEncryptorE B IZERXEE, Python BXEZE
EncryptedTable, EncryptedClient M EncryptedResource HBIEERXER , ELEFISE R
HEHIE R MERXER,

BB
BEBFEESE AR MBEXBHIEE N SEBEHTHEDE.
BEBEETUR TS

- MENEKE - MEBME, TREXETISELE (BBHNE).
- ERHE -EREREFIE BY,
- TERTE - BONENEE BE.

HRALREFBRRERNEABETE nﬁﬁﬁﬁbﬂﬁiﬁ%o S EREIEBEE (DEERSIBNEFR
5l%R) , ERERE, EELIEENEEBEISETHEZENNE., ETETEEECELBENEBED
.

EREEMEE, MELRR , BEANFELEE, £/ DynamoDB Encryption Client KR E&E #
REAZE K CRELIEREXERRERNVEABNBERATEEBHNEE, MEFHMEN , F2E
BERNERER,

ap
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/A Warning

AAMZEERSIRNEE, CHALARGEHEXF , JAE DynamoDB A BMEF T TR EREK
RENBRATHREER,

R DynamoDB MERBZBIEHNETELH/EM  NMRELEHENEEM , AR EER,

BRARABEREARTESEEBEEBFNREMAE, ME , ZRIH W UAEBREFEAHEIRER
hlo

MBHEET  FSERARHBES L,

 Python
» Java

ERHER

EMZEERRBAENERHERESERREABNENEESANABREN PIWNEEE L), ZiEHE
EREHE (CMP) EEESAHMBENRENZREEENRCHERER, B K ECEERSE
BimEERRRENRZEERN  cEEAENEREARERM,

#£ DynamoDB Encryption Client # , #EHE R 21E=EHEETE
AR ERER

BRERBRERFZENREMNE (CMP) TRGEEERRE , fIMNEZERE L, BERELERNEE  F
A B EEHFIEEF RSP DynamoDB MEZEA BTN RHEREYE , SUNBRERKRER. LTREXE
RFBERNERHER, FROERER A REHREMEN CMP B,

(® Note
HRERERTRERSZENARE , RECERITEREFAFRNERHER , TRIZEER
I EL B G
BRERHER

Z stm e A tHE R E (CMP) BENEREANBRAERERELR. CEHR CMP ERESERR=
EREFTANERE. BERLSFRNEERRTENEE (MRH).

]
&b
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ERERE S

FF S 7E NSV B MR P A M REA, SR AE M S BB amzn-ddb-
map-desc , MAEAEREREE. ISR EREHHABY R NERRBLRAER.,

DynamoDB ZERAZA

DynamoDB MEZEAR SR ER XN BENHBEAREREBHREERREHRE (CVMP), EEREHE
# , DynamoDB MEAR LB EF RN ER R,

EEMZERRKRIEER , DynamoDB MZEAREUMB LA RXNBEZEMZNBMLE, EEMBBR , W
R DynamoDB MEAARE AR INZEH DynamoDB MEZEART L., BES K/NEHEA , BRRESXK
B, MRABEEEHNZSRES , BLAEFWUMBR BT ERFRME DynamoDB ZEAR., X%
BB RERNE AEET DynamoDB INBR R,

(® Note

DynamoDB Encryption Client A # DynamoDB 1N A& & AWS Key Management Service
(AWS KMS) M HEy N2 A A B AWS Encryption SDK,

DynamoDB MZARAIZE T5#. PrEBMuMELRIZAN,

- ERKREE

- PEIEBREIRERE
- BiFRsI#EE
- BHEREER

« FERHNERHER

REEEFEHE

RHEEFHE R—ETERZGR=EMEHRSE (CMP) Nth,. RHEFKRERTNEY CMP , St
SRR (FlmE—ERHEEFHE) G, REAEFHESEEFANREFRPREEERIMAN CMP iR
K, MEBRNEE CMP BRMRFBRENER B BEMRARHETHL

DynamoDB Encryption Client # I SIL R HESREMEFREREH CMPs , BRI UERREE
FHIER CMPs Rt EA T4, SESTRMENE—ERUEFHEME , EREEFHET
L CMP 1Rt S 2P =M EFFZERE,

i

ap
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REEERESEFELFN CMP A , YEEFHNRERAN, CHSERRFEER BRI
RS, EFEFREERHBARUEFREMRA ATFRNHMR CMP,

DynamoDB Encryption Client @& MetaStore , &R A7 DynamoDB FH) £ & 7 T& CMPs
It 55 A A EB DynamoDB Encryption Client I1Z Ry IR & E/E,

HE—S T

- RHEFHE : Java, Python
- FREFME : Java, Python

ZinmEERRAS

(® Note

RMWAFIRMNBERAES EF @A A AWS Database Encryption SDK, T3 EREREEAR
Java Ky DynamoDB tn# A Fim 1.x-2.x iR FME AR Python B DynamoDB iN% A Fiw 1.x-3.x
IREVIERAE . MEHMENR , FSBHAWS EREMZE SDK for DynamoDB [RAXZ &,

£/ DynamoDB Encryption Client i , BN REERR 2 ——REBEERHREERREHE
(CMP), CMP EE&ZIEMELEH , WHERZEEEMZREN. CHUERENZNEZSSBNEL
FR, EABEEEELEFINSRENEREEEHELER , URFEANNBNEZIEELE,

#& 7] LA DynamoDB Encryption Client B EHR RN B IEE CMP , AEEHBHBE] CMP,
BH CMP BB s BURR B EANERREES.

REERAZKFE RN CMP , AW RHMEEARZU BB EREZEAREAERXN CMP,
E# KMS ERHEMHE

Direct KMS #RliR It EEE TRELMNERRIEBAWS KMS key , MELE A KETEEAWS
Key Management Service(AWS KMS) BRARINEMRE, ENEABRRXTITEELARNEETARTR
FEHR, HREMEA AWSKMS key B BEEEEEH—NMNBEMEZELSEH , AWS KMS BittE8IX
MESBBREE R, LREEHSTY

WMREFER AWSKMS , BEBERZRE—E AWS KMS HILH SN EARNRRRER , Akt
HERRTENERE,

MEFHMET , F2HE EE KMS EREHE,
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SERERREMRE (2L CMP)

SDERMBRMEE (B%E CMP) AIZEEE DynamoDB MZAFIRmASELENERILENEE TR,

BECVP EAREEAELH-—NMELR, BE  TEERALCMREHNSE (REIHEE) N%
EEW. Wt , FTREIENFZSRNELESR  URERSEARESAR - NENEIER
EREL M. B%K CMP £ Direct KMS EHENZLERTR , BARTERA AWS KMS B
Uz ERZHR=ENNERRELR,

MEFRET  F2R 2REREHRE,
RITRHEE

RLRHER - EEBRFELREMHNE (CVMP), EEREHETHEREER. caRRREHER
HEEG CMP , G EE CMP BENZRFRE=EER . RIRHEBESEASE CMP RES
REREZFERBFER , B ETUERRHEFRENRREFNENEEEANEE, REHIR
CMP iR  BEEEFLERKITREENBER TREMEHN CMP FHE,

BA S RIE RS EEEMERHEREFTHREREER. DynamoDB Encryption Client @&
MetaStore , iE R EEIDE CMPsiRt EFZHE,

HREESTRERTUERBHFEERENERAER , URTEECAB, BBFEERNMAEE
RE£MERNVERAES  REREEKESEENEE, i, B REEE AWS KMS key AWS

Key Management Service(AWS KMS) i) TREZHNZIBMEFER , MT L4 AWS KMS &)X
B R 2 T B By

MEFHMES , FSHE FEEHRE,
BEEREME
BEEMRE{ERHHIR. SeRIFFHENEREAREMRGEN. EFEASEEE EEEMHE

—NWEBR=ES. c2EQEHMEHNMEERNENRESR  YERCEAELSRRNE, BE
NMHBLNERRIEE,

(® Note

Java BEXEFHIFHBEHFEREEIIHEREMHE. HERHIE CVP WERRBE
. LREEBTELEERRPRZEWER  BREFRA , KEEEEFER SR CMP,

ES- ]
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AWS B SDK BB A B
- B KMS ERRMHE

- BRERREHASE

- RIERHE

- BREARREMAE

E# KMS ERHEMHE

@ Note
EPMWAFRMNEBERERAESEFH A S AWS Database Encryption SDK, Tl ERERAE AR
Java B DynamoDB %A Fif 1.x-2.x MRFE AR Python # DynamoDB 1% A Fif 1.x-3.x
IRMEREEA. MEFMEF , FSEAWS EREMNZ SDK for DynamoDB fRA X &,

Direct KMS # #li2{t & (Direct KMS fit#E ) A TREECHERRIEEAWS KMS key , MiELIE
B KIETFEE AWS Key Management Service(AWS KMS) BRAKRINBZAREE, kR EREERIEMHES
ABEENREEGEE—NWNZESBNEZ LR, EETERM , AWSKVMS EEEERNESEZ
5B R

MREBASHEEMARIEREE DynamoDB IHE |, AJ8E®i#EiB AWS KMS requests-per-second fR
H, BREEEE, NREFERBRE , BEAWS TE FLEBRURH, ZETAEZEFEALSBRE
EERERNEZBFEEMRRMSE  flsiniRMsE,

= EZ M Direct KMS 121t& | R AXLEHEE AWS IRFE, 24 —{8 AWS KMS key# 50 , F&E

£ L™ GenerateDataKey #1 Decrypt #4E AWS KMS key, AWS KMS key 4B EBIMZ L ;
DynamoDB Encryption Client T X B IFEBMNE, WREFEHAKZ DynamoDB £ & kIE , Bagesd
EREEAWS KMS ZEF &R, MEFHMENR , F20H £A5.

(® Note
B Direct KMS 1Rt &R , ZNTESHRBUENZBNES UM FRETREMEERE AWS
KMS REMAWS KMS 11Z KA AWS CloudTrail B5H, FiB , DynamoDB Encryption
Client XEF &L BREMINEBHEENEXF,

Direct KMS 12 #& 2 DynamoDB Encryption Client 3 B & @2 15 imEM FHEHE (CMPs) 2 —,
FHf CMP WA AN , F2REBHEEERREHRE,
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WMFEHERE , F2EH

« Java : AwsKmsEncryptedltem

* Python : aws-kms-encrypted-table , aws-kms-encrypted-item

£
- EABK
- BEESR

EAAN

£ERUBE KVMS REE | BEALE D SHECHIREFIEEHRIE KIS 5, 218 1D SH
WETE BE® ID. £ ARN. BIEEERIE ARN AWS KMS key, MESMBBIZH MG
F: , 28 ( AWS Key Management Service B3 A B5/) HHEEEAH.

Direct KMS Rt EFEZHBMNE KMS €8, ELFEHIELHB KMS €88, TiB , BUUEBTBEF
BEFERAZEE KMS €8, EFEASBMBN KMS €88 , I KMS £, BXUEHE KMS £
L+t #) kms:GenerateDataKey # kms:Decrypt 3 /. At , BLEFRAEFZESLH/ , MIE AWS ZE
3 AWS #EEH KMS &8,

DynamoDB Encryption Client for Python 81 £ ID 28{EY , REZE AWS KMS #¢ [EiFF L [E
i, mRIE—@, B8, MREE AWSKMS AFmHEE— @ &% PREN BE , e8EA
B AR Python (Boto3) B9 AWS SDK, #MEE Python HEIFEZFEMNEF , FSEEARM Python
(Boto3) #9 AWS SDK API & i fH &,

MREBEENAF RIS EiF , AEARM Java B9 DynamoDB tN# A Fim& AWS KMS JRE AWS
KMS A FimH i EFFUNEE,. 58], e8EASE PEREN EE HEAR Java B AWS
SDK, % HEFSEZFENHEBEN EAR Java B AWS SDK , 5528 (ERAR® Java B AWS SDK
FEABIER) RFMAWS EiF EE,

Java

// Replace the example key ARN and Region with valid values for your application

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab’
final String region = 'us-west-2'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/configuration.html
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/java-dg-region-selection.html

AWS BB EZE SDK AR

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

Python

THIE B €88 ARN RIEE AWS KMS key, MREHNSW/ERINFFAZE AWS EF , 8
DynamoDB Encryption Client € # 5% E# Botocore TEREER. MRAE , 1t Boto ARENEBE
.

# Replace the example key ID with a valid value

kms_key = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key)

MREEANR Amazon DynamoDB £ 5 & k& , BRAEEA AWSKMS ZEBSR/RNZER. ZE
&8 AWS KMS keys T AWS E1F, |, AILLERER K RACMESHERNS® ID MEB/H,
MEHMET , 528 ( AWS Key Management Service BIZ A1) THNERZEH SR,

® Note

MREEANREHERR 2017.11.29 by , RISV AREBUEE  LETENENXERHE
BERWM. MEFEES  F2R EREEENRNEE.

EEZE DynamoDB MEZAFmEAZEHEHR K FREVSESSRUKHEEZTRARXHITAE
WEE, AREBREERE KMS 1£4% , £ DynamoDB Encryption Client FFIMHI EF A Z Eig &8
AWS KMS,

T 5|86l &E%E DynamoDB Encryption Client RINZEBIREP ( #FEIEILEB ) (us-east-1) EiFH
WESR , UEAZEHRSH|EEEEI ( BREM ) (us-west-2) BEFFBREER,

Java

& HlH | DynamoDB Encryption Client AWS KMS €% AWS KMS A FimHH EiFEEEN
Wy @i, ttkeyArnEAIBBIEREREFHNZEEHER.

// Encrypt in us-east-1
// Replace the example key ARN and Region with valid values for your application

final String usEastKey = 'arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'
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final String region = 'us-east-1'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, usEastKey);
// Decrypt in us-west-2

// Replace the example key ARN and Region with valid values for your application
final String usWestKey = 'arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'

final String region = 'us-west-2'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, uslWestKey);

Python

L& |, DynamoDB MZ A Fis AWS KMS &1 £58 ARN F i EHEESEFIUM EE,

# Encrypt in us-east-1

# Replace the example key ID with a valid value

us_east_key = 'arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab

kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=us_east_key)

# Decrypt in us-west-2
# Replace the example key ID with a valid value
us_west_key = 'arn:aws:kms:us-west-2:111122223333:key/

mrk-1234abcd12ab34cd56ef1234567890ab
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=us_west_key)

BTN

Direct KMS 2t E S EE FIRIETE RE AWS KMS key WINZMNHB L , M TEMR.
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FMBABER

Direct KMS Provider

Direct KMS Provider

Application

‘ KMS key ID _h[ Generatenatake?] Plaintext data key-

Encrypted data key

-derive-

r

A

b

KMS Key 1D ‘

KMS P

AWS KMS key

Iltem encryptor

Encryption key

*l | Isigning key

Encrypted data key
Encryption algorithms

s BEEEMEZER , Direct KMS & AWS KMS Sk FREIEEN AWS KMS key &= 1EIE
BEAE—HNERTR, CERENSRNANFEATEHEENNENEZSR  RAEEQMEM

BESR  URERBEREABEREFHNNZENER.

HEMZREASHEEANBNRESRE  SWEARKERERDBER. WBNEREDRSREFHAET

AELERNERSRINBEER,

- BEELEBRRER B KMS 2H#E AWS KMS SERERMENER TR, BER K catiixF

EREMITERTNEESR YK eMEQERE NEERX.

HEMEREASREZEE , MRBIRY , ASKNBNERE, EE K TEEREERBHBEE

ELSR.

BEmMZER

REEFFARAER KMS REEEEBWIIREEE NEEXNNBZENBRENBA,. BHNEERE

e
WA (HEAER)

. H£$8 ID AWS KMS key,
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WA (REEE mEEX)

« DynamoDB MZ#AR

W (BEE MEEX)

- EEH/ FEXF)

- HELH

- EERERERY  SLESRETAFKMEEZEANEREREMEF,
« amzn-ddb-env-key : B 1% #) Base64-encoded & £l & & AWS KMS key
- amzn-ddb-env-alg : INZEE L , FHFX A AES/256
 amzn-ddb-sig-alg : EEHE L , TEER A HmacSHA256/256

* amzn-ddb-wrap-alg : kms

R

1. Direct KMS = EEiX AWS KMS 53K , AEAIEEN AWSKMS key RELTHEWHE—ERE
iR, WREFERL AWS KMS keyMZEM M F|MMNEL, EEENXBAVKESRER,

HEREE AWS KMS IMEFEABTHH TR FE, ELFERRESURBREFNSXBEEM
ZHYG  MERRSEEMRNMZMRE, SUERELEREE AWS CloudTrail HFE AWS
KMS Ry Y,

- amzn-ddb-env-alg — TH5% AES/256 I EE %

- amzn-ddb-sig-alg — ZEE/EE % , 5% HmacSHA256/256

« (#EH ) aws-kms-table — #####

o (IBRA) #auaasntt - #raasnt ( ZHEAL{E A Baseb4-encoded)
o (BR ) #aannny — puaaay ( ZE{L{ELL Baseb64-encoded)

Direct KMS 124t & &#£18 B # DynamoDB AWS KMS MZRABEBMBEARZHE. DynamoDB
R DynamoDB MEBRBTIEME , fINERKERE , AIER AWS KMS MBREHEBBZAERE/
EESR

2. BEEKMS RHESRERNSBITEHBNESBANEZ LB, REER  HEERARLHEEE
% (SHA) 256 Rl RFC5869 HMAC &R ITAEB S , £T4 256 {7t AES HBINZE £/ 256 LT
HMAC-SHA-256 S 2% 18,

3. B KMS RHESRELEREEE NEEN,
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4. HEMZRAERAERENERTEENEE L, FANEZSRAEENEENE K YEARE
TWMMAEE, cEERRTREBIBRELHEFE®R,

MESHERER

REEFFARAER KMS REEEEWIIREEE NBEEXANWRBZENBRENBA,. BHNEERE
o

WA (AR
- H9£48 ID AWS KMS key,

£ 1D WETAR WEH ID. 2 ARN, BIZEBWREIE ARN AWS KMS key, REEEEWR
ID FEME , flNES  MLEEAWS ELFREET TR S ARN RHAEFENE AWS
KMS

WA (REE EEX)
 DynamoDB IZEABTHNER , HhaSHRHEHRBENRE,

W (RIEENEER)

« BREE (WEXF)

R

1. Direct KMS Rt E SR MEEHE PR ERBERBEEERESNENER SR,
2. EEER AWS KMS ERIEEMN AWS KMS key REZMBHER B, HRESERMAEIFTS
HWERKACERLAREENMMZERSR/AMEE AWS KMS IERE,
* aws-kms-table — #####
o H###HsRH - papastt ( —# A {E L Baseb4-encoded)
o (BR) ##aruan - punrst ( ZHN{E S Baseb4-encoded)
« amzn-ddb-env-alg — TE5% AES/256 tN&EE %
« amzn-ddb-sig-alg - 2 EBE& % , 5% HmacSHA256/256
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3. B KMS RtEFEFEA LT L MZEH L (SHA) 256 F RFC5869 HMAC REMITEHE , REH
EMOTAE 256 17T AES HRBINE EIMM 256 fL7T HMAC-SHA-256 ZHE M.

4. B KMS Rt EF LR EEE MERERN.

5 HEMZEAEEAEESRRATERRD. MR , ISERAHBNTSRENZ N BIEER
. EERFECHERERBRTEENNBNHEZET L, FENZEAGSRELERTE

SRERREME

® Note
EMNAFiRNZERNESEFHHE S AWS Database Encryption SDK, TR EEREBEAR
Java #9 DynamoDB Encryption Client x4 1.x-2.x Fli@ A Python & DynamoDB Encryption
Client lx4s 1.x-3.x WHHEAER . MFEFHER , F2EAWS EREMNZE SDK for DynamoDB
R &

SEFEHIME (A% CMP) THEAHEA RS EAIORN L MNEE SR DynamoDB ME A 5
i, S8 CMP FEEMMIMAWS . T8 , SAAEASHRUNELERERaLNEESH , 2
SR TR SRRRBAMAEES.,

BECMP EASEEREELH —NEENFER., HEERAECMREENSXSRRIREENTE
R, UKEENEENFERECERENERELEME. RACRHESKRANBRESR  AUBALRE
BENFBCR/RVEESR  UKEZSEARESAHE—NERERERHER,

HRALIEEFRREFENNERAERAMS , 2% CMP RR&NEFEBEENERE,

‘@& CMP = DynamoDB Encryption Client X B & EZHmEM BHRMHEE (CMPs) 2—, WFEHA
CMP WHEENR , F2RAEGHEREERREHEE,

mERHEXE , F2H -

« Java : AsymmetricEncryptedltem

» Python : wrapped-rsa-encrypted-table , wrapped-symmetric-encrypted-table

ES]
- EABER
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- BEEHK

ERT N

HEEVEE CMP , FEESKRER MERETEER). BUHEXER BERER) URBESR, BL
AEMBENFEREB FRE SR,

B, DHERNEESRTURHBSRIFHBERY.

Java

// This example uses asymmetric wrapping and signing key pairs
final KeyPair wrappingKeys = ...
final KeyPair signingKeys = ...

final WrappedMaterialsProvider cmp =
new WrappedMaterialsProvider(wrappingKeys.getPublic(),
wrappingKeys.getPrivate(),
signingKeys);

Python

# This example uses symmetric wrapping and signing keys
wrapping_key

signing_key

wrapped_cmp = WrappedCryptographicMaterialsProvider(
wrapping_key=wrapping_key,
unwrapping_key=wrapping_key,
signing_key=signing_key

BERRN

BECMP EABSEEEELEFNEANE SR, NTEMT , CEEASRRMANSE. BUEEEMN
BEEW,

RiRimEERRME 238



AWS BRI E N SDK FMBABER

Wrapped CMP Item encryptor
Application [Generate encryption key} » Plaintext encryption key
lwrap key

Wrapping key »Wrapped encryption key » Wrapped encryption key

Unwrapping key

Signing key »| Signing key

Encryption algorithms
BB mEER

RERFHFARATEERRMRE (B8 CMP) EERIIMZERFRENAA. BHNEERET,
WA (REARER)

- BREW  ERNEEE (AES) HBEE® , N RSA NE TR, NEEMNENBENEEE , AlAX
B, BRIRERYL T UL,

- BUHEREH  ERAL T2,
- HETR

WA (RREEMEER)

« DynamoDB MZAR

W (BIEENBEER)

« MXFEENESS
- BELH (78
- ERERER ELESREFEAFPRMEEREENERBRBMESP,
+ amzn-ddb-env-key : Base64 fRiSHIBEIEE MK S8
« amzn-ddb-env-alg : ARMBHERMWINBEE %, EHRE AES-256-CBC,

« amzn-ddb-wrap-alg : @% CMP ARBHEBEMZ BN IR EE L. NRTELWE AES
8  AlEFERAKREMI AES-Keywrap (W1 RFC 3394 &) R £R, NRTHLBE
RSA €88 , BI& A RSA OAEP (MGF1 E#) RiNZ L &8,
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R

EENMERER , FEEANERTRNBESR, UHRESRAEAL TUUZHK,

1. B CMP BAERREBEAELEK —NEBEA NESR,

2. CEFALKEENIESRRAELBEEMESR, EE  cEERREEETBRULEESR,

. HEBRMANXFHEEMEZ SR, CAREUNZELN  URCSTHEENBSHBINNBRITER
BN ERE R,

4. BEEMERAEFEAMXFINEZSR/RNZEE, CEFEATMERNESSRREZT SN, &
E CESRNEERRTBRELHNFTSE. CEKERENERTNEMY (BFEIENELES
(amzn-ddb-env-key)) BHRZE|EB W ERERB M,

ME#EZRER
RERFERPERERRERE (B8 CMP) EERIBRENBREN@A, BHNEEET.

WA (REAER)

- BREW ERLTUZK,

- BURBR 2R | MEMVERINZEE AES) BETHR , NEMBERALN RSA LA TR EMN RSA
MEER, WEEMENENBEE K RAKE, BRARRMAIL T UL,
- HESR

WA (RREEMNEER)
 DynamoDB M#EABTNER , HP ISR HERBENAR.

W (RIEENEER)

« MXFIHEBMETR

- ZETR (T8

RE

EXMERER , FEEAIHERERNEZ SR, SXESRR/EAL TR,
1. 2% CMP R FEENERHABHENESTREE MFER,

FRISmEEERRGEE 240


https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/RSA_(cryptosystem)

AWS BB EZE SDK AR

2.
3.
4.

CEEANEERSRNERERIVETREBMZEER.
TEREXFEHEEMZER, RESRUARNBNEZEELELDIEEE NEENX,

HENEEASEAXESRRBIERE, ORKY , ISEAHEENESRIGGEAHRE, &
Z TEERNERERIBRELHEXFER.

RITRHEE

(® Note

EMNAFRMNZBERNES EFH SR A AWS Database Encryption SDK, TFHIEZEREEEAR
Java B9 DynamoDB Encryption Client ixZs 1.x-2.x #iBH R Python ) DynamoDB Encryption
Client fxZ< 1.x-3.x BRI E A, MFFHEF , FSBAWS EREMNE SDK for DynamoDB
RAZE.

RIRMER—EEZGREFELREHRE CMP), EERREHEFHEREMERA, CEREHEFKE
& CMP , ¥ B ER CMP BENEZRBR=EN. HBEES/ASE CMP REZ X EBHmEFER
AR, BREUUERRHEFRENIRRENENNEEFEREE, RE CMP WRRER HE
EARE "RITREMHE WERTEEMERARN CMP HEL,

(® Note

BERIFIRME MostRecentProvider fHRAHBEBNERNE , Tt EEFNEMBHRAAS
RIEmEERNERERERY. EUREAHTUEFEAMMTEEREEANSIE,
MostRecentProvider 584 DynamoDB Encryption Client BB E X AR A R EUE |
W 2.0.0 PR, ©# CachingMostRecentProviderfFifEl{X, MEFHMEN , HF2
B SR HENER.

HREES|TREERTURHEFTHERAZBRERRNVEARES , URTEEERAS, ZHHREE
AMAEERZLMERNERAER , RIEREEEREENREE, i, ©rAEEE AWS KMS key
AWS Key Management Service(AWS KMS) H TREZLNAIBHZFER , MF L4 AWS KMS E&IX

hNER AR IR B R

FEZENREEFHETRERICRMEEFEAN CMP R | LUK HEESH CMP R, S UEA
FAHERRHREFRERERIRMKE  SREMRTNETRBEFRE,
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DynamoDB 1% A Fix@ & MetaStore , IR FMEE T EMEHEHEE (2% CMPs), MetaStore &
RBFHERIE DynamoDB BRI KR P EEMN ZEZE CMPs ixAs , 33EiB DynamoDB % A F ik A
HETERERARFRMEREREECM.

BT LAERE MetaStore AT MERN NI CMP RRAEBERRTHNER K OEELASERECTER
ZERMERE KMS 24EE AWS KMS key, HEREGREHNOENESLSBNEE CMP |, BRI
HABE] CMP,

\

¥

MEFLAHRENXG , F2E

» Java : MostRecentEncryptedltem

» Python : most_recent_provider_encrypted_table

ES ]

- EABER

- BEELHK

- BATIREENER

EAAN

FEEVRIORMEE  LLABUNRERKEFRE  RARBUTEAZREEFRENRITRMA
&

THIE il RE TR £ MetaStore WRFIRME , WHEFARE Direct KMS RIEENZHBmEZEHR
RRBEEAE DynamoDB BRI RPHRA, BELHEFIEH CachingMostRecentProvider &k,

BESORMESRE —EEE , TR HE MetaStore EXFRFH CMPs, time-to-live(TTL) FRE ,
B RERBAIRE Z D IEB NIRIMANRE. ELEBHIARIAPRES 1000 E#EE , TTL A 60
¥

Java

// Set the name for MetaStore's internal table
final String keyTableName = 'metaStoreTable'

// Set the Region and AWS KMS key

final String region = 'us-west-2'

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
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// Set the TTL and cache size
final long ttlInMillis = 60000;
final long cacheSize = 1000;

// Name that identifies the MetaStore's CMPs in the provider store
final String materialName = 'testMRP'

// Create an internal DynamoDB client for the MetaStore
final AmazonDynamoDB ddb =
AmazonDynamoDBClientBuilder.standard().withRegion(region).build();

// Create an internal Direct KMS Provider for the MetaStore

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();

final DirectKmsMaterialProvider kmsProv = new DirectKmsMaterialProvider(kms,
keyArn);

// Create an item encryptor for the MetaStore,
// including the Direct KMS Provider
final DynamoDBEncryptor keyEncryptor = DynamoDBEncryptor.getInstance(kmsProv);

// Create the MetaStore
final MetaStore metaStore = new MetaStore(ddb, keyTableName, keyEncryptor);

//Create the Most Recent Provider
final CachingMostRecentProvider cmp = new CachingMostRecentProvider(metaStore,
materialName, ttlInMillis, cacheSize);

Python

# Designate an AWS KMS key
kms_key_id = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab’

# Set the name for MetaStore's internal table
meta_table_name = 'metaStoreTable'

# Name that identifies the MetaStore's CMPs in the provider store
material_name = 'testMRP'

# Create an internal DynamoDB table resource for the MetaStore
meta_table = boto3.resource('dynamodb').Table(meta_table_name)
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# Create an internal Direct KMS Provider for the MetaStore
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

# Create the MetaStore with the Direct KMS Provider
meta_store = MetaStore(

table=meta_table,

materials_provider=kms_cmp

)

# Create a Most Recent Provider using the MetaStore
# Sets the TTL (in seconds) and cache size (# entries)
most_recent_cmp = MostRecentProvider(
provider_store=meta_store,
material_name=material_name,
version_ttl1=60.0,
cache_size=1000

BERRN

RERMHUESREMEFHRERE CMP, A% , ©E8#A CMP REAZBRFEL LS EEIGEH
B &=,

BERRITRHESE

RINREEEREHEFHAENEERREZERREHRE (CMP), A& , ©E&MA CMP REA TEE

MEBREER. SERIRAEHSRE—ARHEFHEMAES  EREEFRETE CMP 2
REBERENSERMLE,

SERMETMREMRHEFTHETNIMES CMP BEEMA. ©8MH CMP FRMERBEER ,
I ¢ HE LR TE B & 2R, X FERTEARBRFERE.

HEORHUEFINERR CMP , RIIRHETREEENEZBURBEEANESR CMP A, ¥
MEZEEH , RICRHE -BEFREA ("&RILL ) RE, SHE@RRER  HEHFERAREINRER
By CMP W2 (M1 R EFR)o
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Iltem encryptor Cryptographic
materials

Get cryptographic
materials

Most Recent Provider
|
Get
( ) cryptographic
Geta CMP ‘ materials
) CMP a4 —
| ——

i

| Cache

|
v

Get or create CMP:

Name, Version

I

Provider store

RICRHESREREFHEEDN CMP RARERRERERB TN EKARMER (LRU) REL LLR
MARBILRHEINSEREN CMP , MAFHESEREFURKEFRE, ETUREEERRIR
HY,

RIEAVIRMEE A AR ERtime-to-liveld , AT URIZERA R XAV ERFE,
BRFEEHRE

FANFEAREREERETARMEFTHE  SEHEENETRHEEFHE. DynamoDB
Encryption Client ‘@& MetaStore , EREIURENM BTN R LEE,

PREAER —BRERHEEFHE , TRYKREDZER CMP FIENERTR. FUHERERNEZ SR
RER 2% CMP, MetaStore RRITRHENZLRIR , HATE CMPs —RERBEREELEH—

HWEEMEZEEZR. AETREBHENZSRNVIRERUREZTREEEELR.

TERAPEERETHAREERIIRHEEESN SN,
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Most Recent Provider

Mame, Version |

'
MetaStore

7 N
Get or create material:
Mame, Version

—>[ Create wrapped CMP

. A
o ; Encrypt material Get cryptographic material
S R —»
Mame, Version +— Item .
Encryptor Internal CMP
. Internal DB .

MetaStore @E £ 3% CMPs , A& M (LUNBER ) FHRIERZ DynamoDB BRI FZH, 7E|
EXSIBREHMREMEERNNER ; EFRSIBRMREFER. ERRPHERZEAZE DynamoDB i
ZHAFEWmNRE , SREEENBR[NABZHEREELREMHE (CMP),

FUEFEEHESHEMERNRLE CMP , SiEEE KVS ZHE. EFLFMREMZHREERN
‘BFE CMP , RIMEBHBEFT CMP, #1R MetaStore FHIRES CMP R EH#E KMS RR4t%E , AIATEEEH
W EEMEB LIS TZH AWS Key Management Service() AWS KMS key K 1REAWS KMS, &
X MetaStore #§#H) CMP \R A8 ZHATER K , FRHATERKIE CMP BRAE AWS KMS
R, BB MY MetaStore,

% Etime-to-live®

BT LB N EEBRTIRHEREtime-to-live(TTL) B, —MMS , FEAERAEXERANSRE
TTL {&,

BITRMEM CachingMostRecentProvider &8 E TTL ERNMER,
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® Note

BRI EM MostRecentProvider 8% 27 DynamoDB Encryption Client By & & 2 BEAR
AREMR | W1 2.0.0 lRPBER. E# CachingMostRecentProviderfFiRER, BHER
REHMENS. WFEFHEF , F2E SEHENEN.

CachingMostRecentProvider

SLUMETRE/ AKX CachingMostRecentProvider M TTL &,

s TILEREFRERAERERBEEHNERBEHREN CMP WIER, MREFRAEATA , Kik
RUEFEMAHE CMP Y EHEBHZHREER. 78, c2LECHEB N CMP MRS
mEER,

- TTL 8 REREP CMPsHERAREE, EEARERN CMP ETMEZE , RifRHEGFTGHE
FERIPH R, R CMP HREEEREEB TTL , AISRREFBE CMP , MRIEEM#ESRE
RMUETFHRERSHHEIHRE CMP,

MostRecentProvider

£ FMostRecentProvider , TTL @R ERICREHEEREREEFTHERTEFTMRAN CMP #Y
R, MBEHFRATH 6 SEEHESHRE CMP Y EFBRBEHZABREEE., 58, calE
FEREBHEIN CMP MR BHRESR.

TTL FEHIETH CMP IRAME YRR, B LUEBH R Z HRE M B REMFE CMP MRZA

BEEAN TTL E2REAERARAEEENTHEBEEMAEFMTRE. BEN TTL HEREREERER
ERERINERE  BLUUEENLERERE, I, REN TTL SEHEHEFEEEEEA, f
wm, MREHAI CMP BREE KVMS RHE K TEFEHEEHREBEREAZRESNESER WRE AWS
KMS key,

T, R TTLIBRE , HRAESHENEEFUTRSEMENEAE , YERRAEFHERRREE
FERARAMEMLRERBIEFNEARINER, EUREIBRNE TTL iR iHiEZF =
REITIHH.

EREGE, SETRANIASRTEE TTL MIREA/) , EXEKIEARECERAERNARZEM
MAEREMNERER L,
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ERIRMEZTENBENR  —FEEAHESHNEIHMRAE CMP, BMERESEBHMAKER | B
RN IEE R ERILRHEE AT E R time-to-live(TTL) {Eo

ETTLBHE  SCNREHESRERHEFTHERSHEHN CMP IRAE, MRTH , AISHREM
HEWET , YEAERRPH CMP, EEFEAL CMP REZIGHFEMH , EZRRREHREFTHE
REFETH RS LE,

HETHARMEFHEARIIRHEEYFMN CMP RAE , FUSIRMENER BT IHEHRERFK
EH "TBAUMRMEE, BE. REEERESEILFN CMP , X HEEAIREFR D ERABRARAR
RRFENENEDS, (EHEELE CMP , BERATFUER, ) Qi , ERERHETREARMER
BELESHE CMPsH R ARARRE , MEISHNESRARR , WEREDFHRERHAFERF
EREREFERECEUFHN CMP RA,

A LRIBEE, EENEESBEHE K SRYULEARNEESENETMEMER K AEHN "BXH
RIEE WUBETHERE.

S &= & ¥
ROIRHESERATIERF (M TEFRTR), RSTELGEEMZERXNMBRER, WHIURREMHE

EHREFMERRN CMP B, RIENREAZTVUFERTHENREEEEZME , 2% DynamoDB MN#H
A FEiwmAaEM MetaStore,
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FMBABER

Item encryptor

Cryptographic
materials

Get cryptographic
materials

Most Recent Provider

|
Get

‘ Get a CMP \
|

cryptographic
materials

CMP |4 —

—»

Cache

J

Get or create CMP:
Name, Version

!

Provider store

S —

'\__‘______-__./

‘ d Q
MName, Version #

Create new CMP
(version++)

B CachingMostRecentProvider fiE B RIARMER , BUEEREEFRE., Rk

REENETE , U Ktime-to-live(TTL) {H. SRR SLUREM M IEERIAN | BUREREF A FERY 0

ZERBE LR,

ERENFEAARICREHAEABNZENE  SOTR{ESRBESERETH CMP &FRA,

- MREEHRDNPKRIFZHRE CMP , B CMP kB TTL & , AIRFREESER CMP E4 N

ZEM, BE K vERNEERNEREEE NEEN, LEXTTEFURHEEFKE.

« R CMP HRHMRATEREAF , AUARMPESEBE TTLE , AIRICRAESOHERSE

FHEFER CMP, WiERBFERICRHAEENEBRE A& KRR,

1. REEFHESREZFAMRFRERDR CMP, MREHEFKER MetaStore , AISERAZKITER
HEMBEBBATEERCIE , WRRARFMATFFREIE , REAEE DynamoDB E#5RE
SNENEE CMP, PREFHRESEAERNIHEBE MBEEXNMAEE CMP , &K CMP B2, &
Z, CERMNT CMP BEigRITRME, MRARNI CMP BEE KMS RHE K EELSRME

FE¥ AWS Key Management Service (AWS KMS) By FELY,
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2. CMP €7 amzn-ddb-meta-id MM BEERERHER, HESENEBEERTERKRFTH
CMP hx#ds, REEFHESHK CMP EEiGHITRHEE,

3. RITRHEEESRIGIRETH CMP,
4. IEREESHER CMP REEMBER, #F  ce8NZERNERBREENFREN,

BEH#BEER

EEENFEANRIORUHEHARBZERNR  RIARHESEFEATIEFRRESNEDRZER,

1. RFRHEESONREEEHEHRARMNZIEE NWABREERMAEE, HigREENERER
BHEABRERER,

2. REEFHESERERERH AT amzn-ddb-meta-id B EEINEE CMP RANETE | i ©
BEERTREE,

3. RIREHEEEHRIFESARMNZMEZRIEEH CMP R4,

« MR CMP WAEFRAEEREF , B CMP XkiBitime-to-live(TTL) & , AIGFIEHESHER
CMP EAXMZRER, #E K ToHEREREOREENFRER, HREFEEFUREEEEHE
HAEMEM CMP,

« R CMP WAHMFRATERIF , IRENAWS KMS key ) BBH TTL & , ARG RHESOH
RUEFKEFR CMP, HEEFRHTEEENSBENE CMP AR,
1. REEEREEEARIIRAERBEADEBRSIBAEARAIRHBIEAFFRIR  £HE
AMREFRFES CMP,

« MREFAMFEEFRTRIBAUBBARARS , AIREEERESBHAIARR, MREHRSE
FHERRES CMP , Al CMP EFRERZFAMRERD RIECTEIHEMER).

- MRREEFRENFALREFETEEFETEBANRAREN CMP , AIRHEFHES S
EER CMP BEiGRILRMEE,

MRRHEEFHRER MetaStore , RIE 1 HE DynamoDB ER KRB MNZHN CMP, A&, ©&
SEAERAZ CMP RHNBRBHREZFEL. SEMNHEN CMP ##% , B4 CMP EEAKITEME
., MRRF CMP RE# KMS % | SRS R BIEEH AWS Key Management Service
(AWS KMS) 9L,

2. REREHEESRIGEERFH CMP,

I RIERMHEESHEA CMP RELBEER, EHE , cE8BREENERKERE MERER,
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RATRFEENER

BITRMHEEN FHREH #F A MostRecentProvider CachingMostRecentProvider,

(® Note

RE|FICE M ER MostRecentProvider fsEEE AR Java B DynamoDB 1% A F i
1.15 RAE AR Python # DynamoDB 1NZ A Fif 1.3 lRPEEN , Y EMEZ S EEP#R
DynamoDB % Fim 2.0.0 iR BBR. Rz , A CachingMostRecentProvider,

CachingMostRecentProvider B THEE :

- BB HETRREMEEBEBRENime-to-live(TTL) E ,
&CachingMostRecentProviderE it BE A B R ZBmEMF

MostRecentProvider HJRERERFNEMBH A ZRBREERNEHNERERES, At | KT
REEZTETHNERESE, EREEREFANZSHBOFIZR , CURESEANREE,

MREEEEMEBUIRAE , EUTUEHFUMREL LR clear () F57E , SIEVEERCHI MR, BITE
EFBHHBFRIMAR , YERFIRHFEFRIH CMP MFHNZRHREELR

« CachingMostRecentProvider tH@EREA/NERE , BRI — S EHIREL

EEF I CachingMostRecentProvider , B4 ARFREABHNFHEEE, EFGEMSTE ,
CachingMostRecentProvider BE T4 @#MHEAMostRecentProvider, BAFEEFEH MBZTA
ERRIER,

8 , CachingMostRecentProvider8E4ELHERSHREBIRENTL, ©FEE@Etime-to-
live(TTL) BRELHIEMERZKE—IR. EEFZEAD CMPsHERER ( HREZ&HER ) RE
EAREMBENERENRETEELEFEHR,

ERHEHENERNGZE , FREKETIS , UBERFHAENTFURERELNEREN K E85R
& FTACEERY BRASBRIA |, 5120 AWS Key Management Service (AWS KMS) 5 Amazon DynamoDB.,
EEEMIMAERE , CachingMostRecentProvider BRIBEBEIIN NS S , FE HIRE
K/NFtime-to-live, MFEERA | FBEEEtime-to-livelHo
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BEARRME

@ Note
EPNAFRMBERERESREFH A A AWS Database Encryption SDK, T ERERAER R
Java B9 DynamoDB 1% A Fif 1.x-2.x IiRFEA R Python B DynamoDB jn% A Fii 1.x-3.x
IROEBEET. MEFEEF , FSEAWS EREMZ SDK for DynamoDB fRAX &,

Static Materials Provider (Static CMP) RIFEHEN ZHmEMEHEMHE (CMP) , BRI, proof-of-
conceptREEFEMREB 1,

EEMERAFE CMP MEERRIER , FREERNZFRE AES) HENZSREXZSHRISRY,
BLAREHARNER  FRECNBNIREBE, FE& CMP FERTENERRERE. ERME
LERBEEEREEAEAENBEANNEZESR, RENZEXSERUNBER/MNEZERR, AR, HiE
EARESRETRE,

RAFE CMP FEELTABENERHRELEN , CRENMEERKREEHSEAHERAMNESME
ThZLHERNEECRETEE. ELXEAMENERNERZSHENEBNE , IEAHEERN
TRMYRBXEMBEERER , TREEHESRNEBRFRH.

(@ Note

Java BRAEFHIFEHBEHFEREETRBEREME, HERMHIZE CVP WEARRBEE. It
UHEAEREPREMER  ERERBRAF , LEEBEEREREE CMP,

R CMP 2 DynamoDB Encryption Client X IE# & EZ B imEM BHEHE (CMPs) 22—, WFEHA{
CMP WHEENR , F2BEGHEREERREHRE,

MEEHHERNE , F2H -

« Java : SymmetricEncryptedltem

ES-|
- EABH
- BEEERK
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ERT N

FERVHEREME K FRANZR/IA[BNXZIRISRY, CLARHSRVER T RINEM
REERKREE,

Java

// To encrypt

SecretKey cek = ...; // Encryption key

SecretKey macKey = . // Signing key

EncryptionMaterialsProvider provider = new SymmetricStaticProvider(cek, macKey);

// To decrypt

SecretKey cek = ...; // Encryption key

SecretKey macKey = ...; // Verification key

EncryptionMaterialsProvider provider = new SymmetricStaticProvider(cek, macKey);

Python

# You can provide encryption materials, decryption materials, or both
encrypt_keys = EncryptionMaterials(

encryption_key = ...,

signing_key = ...

decrypt_keys = DecryptionMaterials(
decryption_key = ..

*7

verification_key = ...

static_cmp = StaticCryptographicMaterialsProvider(
encryption_materials=encrypt_keys
decryption_materials=decrypt_keys

BER R

BERHESEECRHUKERNBEEANNENRESER K EEARNBENEEERRER. REL
tHHEEEERETEANER  FRSEEEHSEAERRER,
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FMBABER

Static CMP
| |

Application — | » AESencryption key - » Item encryptor

Signing key/pair

S mEER

REE AR AFEERREME (FE CMP) EERIMBERFERIFNE@A
WA (REAER)

« BT - ELARHBEW  HIMERINREFE (AES) 2R,

- ZETR - UURHESRICGEHBSRY,

WA (RREENEEX)

+ DynamoDB IIHRR

W (RIEENEEX)

- EFRABENNEEER,
- EFRABENEETR,
- BERERHER  BFROEREE (NRF) SHERER,

REREER

AR EARBBEERRMAE (B8 CVP) EENEREERBREHHA
BATEENENTEHRIERRERNESE | BRTAHEE.

BA (tEAER)

- NETR - EXARHBER | SIMERINEEFEE AES) &R,
- ZECR - YURHESRIEHBIRY,

. BHMEEER.

. BEHMEEER.

RiRimEERRME
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WA (REEE mEEX)

« DynamoDB 1#ZRZA ( KA )

W (BEE MEEX)

- BEFEBASENNE SR,
- BEFRABSENEETR,

Amazon DynamoDB Encryption Client A AR ERETES

® Note

EMNAFiRNZERNES EFHHE S AWS Database Encryption SDK, TFHIEEREBEAR
Java #9 DynamoDB Encryption Client iR 1.x-2.x Fi@A R Python & DynamoDB Encryption
Client iR Zx 1.x-3.x WHHEEN. MFEFMENA , 5528 AWS DynamoDB Az EH E R E
fn#E SDKo

Amazon DynamoDB Encryption Client AR T5REXERFES. ESEBNEXERMTRE , B2
EENBEENETEEN, i, BAUER Java AFRRMEZ (M%E) HE , LLREA Python A
Fimig e B =,

MEFMES , F2EAMBEE,

X8

- EAR Java B9 Amazon DynamoDB 1% F F i
« EAR Python 9 DynamoDB 1% F F i

B R Java B9 Amazon DynamoDB % Fi%

(® Note

EANAFRMNZBERNESEFH R A AWS Database Encryption SDK, TFHIEZEEEEAR
Java B9 DynamoDB Encryption Client ixZs 1.x-2.x FiBH R Python ) DynamoDB Encryption

[
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Client lR7x 1.x-3.x KWHHEAEN . MFFMEF , 5526 AWS DynamoDB A ZENE R E
iz SDK.

AR E RPN Z M AEH Amazon DynamoDB Encryption Client for Java, #ZE#H DynamoDB 1l
AP RETERFTNFMENR , 52/ Java #4l. GitHub £ aws-dynamodb-encryption-java fi#
FEFREH , A% DynamoDB % A Fix#ky Javadoc.

(@ Note

EA R Java B9 DynamoDB Encryption Client RZs 1.x.x B 2022 § 7 A& Mend-of-support
PEER. BRAMEEBITN R,

&

o SRIRH

- BE

- EAE AR Java B DynamoDB 1% A i

« BAR Java B DynamoDB N% F Fim i) 56172 15

SRR
ZHEBEA R Java B Amazon DynamoDB Encryption Client Z 8 , 55 EEE& T 5 % R &4
Java BRIRIE

BEEE Java 8 HEHRAE, 7£ Oracle It £ , BE Java SE T 5 , RETHI L% Java SE
HMEEMH (JDK),

MREFEH Oracle JDK , BBSA T EI L Java Cryptography Extension (JCE) Unlimited
Strength EERBURER

EARM Java B9 AWS SDK

EAR Java B9 AWS SDK Bl fEFEFZ R KR8 DynamoDB E &) , DynamoDB Encryption Client 1
FE Y DynamoDB #&#H, B UZHEE(E SDK KRR LR EMMEH, WMREFEH Maven |, 5B
aws-java-sdk-dynamodb #7138 %| pom.xml =R

MELZENRE WEMER BARK Java B AWS SDK

ﬂl'ﬂ

S/ BAR Java By AWS SDK,
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https://www.oracle.com/java/technologies/downloads/
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/getting-started.html
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g4

BRI LLEB T Y AR ZHEBEAR Java B Amazon DynamoDB Encryption Clients
F&

EEREBEAR Java B Amazon DynamoDB Encryption Client , 558 & = T & aws-dynamodb-
encryption-java GitHub &1,

& Apache Maven

Amazon DynamoDB Encryption Client for Java B]i#Ei#& Apache Maven Blf§ , HIKFEHERN T,

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-dynamodb-encryption-java</artifactId>
<version>version-number</version>

</dependency>

ZHE SDK 2% , FHRBREENEREPWEFRERT , LK GitHub £# DynamoDB Encryption Client
Javadoc,

FERBEAR Java B9 DynamoDB 1% A F ix

® Note

RMWAFIRMNBERAES EFH A A AWS Database Encryption SDK, T3 EREIR#iE

AR Java B9 DynamoDB Encryption Client Bx A& 1.x—2.x @A R Python &Y DynamoDB
Encryption Client iR 74~ 1.x—3.x KWHHEE A . MFEFMEFA , F2 B AWS DynamoDB R4
BEMEREME SDK.

AREFERPTE Java A DynamoDB Encryption Client B KL IhEE | BLIREE HMERKRGESEE
':F—.[ bj:&:z_ IJo

WMEFEEM DynamoDB & A FimE TR ARFTHFMERF , F26H Java 6. GitHub aws-
dynamodb-encryption-java repository £# &ifj| , LA&% DynamoDB 1% M Fiwfy
Javadoc,
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https://github.com/aws/aws-dynamodb-encryption-java/
https://maven.apache.org/
https://aws.github.io/aws-dynamodb-encryption-java/
https://aws.github.io/aws-dynamodb-encryption-java/
https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
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- HAMZEER : AttributeEncryptor 1 DynamoDBEncryptor
- REREIS

« Java PRYBMENE

- BEEREEE

IHE #ERER : AttributeEncryptor 1 DynamoDBEncryptor

Java F#y DynamoDB % A Fim A m{EE B EEX - BYKE KM DynamoDBEncryptor
AttributeEncryptor,

AttributeEncryptor 21BN ER , A#HBIEE DynamoDB ME A Fimk FHEA
DynamoDBMapper AR Java B AWS SDK B2 , DynamoDB Encryptor DynamoDB E&#EH
DynamoDBMapper £/ AttributeEncryptor B , EEHE LR EFERE , EHLNBNRBLEN
HE, EREAEER  c2ERAHRINBRENIER,

RERMETR

WA LAEA AttributeEncryptor#l DynamoDBMapper , &R XRIEE FHIERBNR A EHZBH N
MEZNEME. HRELEK  RMEZLEKHEAREAEA PUT BRETAH , M TIEFAR. &,
B RE LR E R,

DynamoDBMapperConfig mapperConfig =
DynamoDBMapperConfig.builder().withSaveBehavior(SaveBehavior.PUT).build();
DynamoDBMapper mapper = new DynamoDBMapper(ddb, mapperConfig, new
AttributeEncryptor(encryptor));

MREERARBETA  REEFERRFEETRENEY , AIREENBUETEISEREF , t
TEREHNRBAMBE, Qit, THRFNHMAEBELE  EEETERE  DACTTISREENES
o

&t LAEA CLOBBER 71T A. EETANE PUT REFETATEME , ZRERCEFALEEE
WERREHFNER,

BTHHIEEEHER |, MR AttributeEncryptor EERBREREFETAN EEE
FDynamoDBMapper , Bl DynamoDB Encryption Client CLOBBER €8 & 31T # 5l SA AR SLPUT,

ETESEHHDFERANKERE , 528 GitHub Faws-dynamodb-encryption-javafEEFH
{8 Fl DynamoDBMapper#l AwsKmsEncryptedObject.java 6, AwsKmsEncryptedObject.java

BARE

i
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Java PV B4 E)E

EEEEREBLEEHESMELEE  BEFHERSEE  UKBLEFHES T2, SAXKERE
B B ERY 5 R BURAEE AR R DynamoDBMapper M AttributeEncryptor , ERBIEERBK
# DynamoDBEncryptor.

/A Important

ERABEBENMZEREEER  REMEAFTEIBREBEITHESEARERTER , BLE
ERZER. WEEFMEANRN  F2REECHNERNER,

z Ilél
S

DynamoDBMapper Bt B4

& & A DynamoDBMapper #l AttributeEncryptor B , "R—IEFHEIEK?"EE’EEJJ
fE, DynamoDB Encryption Client f#F1Z% DynamoDB Eﬁ?ﬁ%m%%’l’i , SUHIER iR E S
M., RTEERS|E (ZBETME) U, iEBHEEEREE bﬂ&%ﬂﬁﬁo

® Note

EEREAILL (T B FERR) 22 BB ME , B 2FEH @DynamoDBVersionAttribute 5558 2R 1% &8
ME, B8, FREENERSSERETINTE,

// Attributes are encrypted and signed
@DynamoDBAttribute(attributeName="Description")

// Partition keys are signed but not encrypted
@DynamoDBHashKey(attributeName="Title")

// Sort keys are signed but not encrypted
@DynamoDBRangeKey(attributeName="Author")

EBIREEHINMR , 55 DynamoDB Encryption Client for Java R E&EH INZHE, MREEER
BREEMNARR , EEFNMRRMENAEBINTERR

// Sign only
@DoNotEncrypt
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// Do nothing; not encrypted or signed
@DoNotTouch

Fltn | EEFEBEXBETEMNE PublicationYear Bt , EF SR E 1SBN BME.

// Sign only (override the default)
@DoNotEncrypt
@DynamoDBAttribute(attributeName="PublicationYear")

// Do nothing (override the default)

@DoNotTouch
@DynamoDBAttribute(attributeName="ISBN")

DynamoDBEncryptor BBt B

EERREREMER DynamoDBEncryptor i EB M EIE , BRI HashMap ¥1#F , EPWEZBEHER
xEMHEBNEENBHE.

BHEBENERERERN EncryptionFlags 5IRERh, EATLAEREA ENCRYPT B SIGN, ¥
B SIGN , SiEEME, T8 , MREENCRYPTEEMEA , DynamoDB Encryption Client 2185
IR, BEENMBREREBNEM,

ENCRYPT
SIGN

/A Warning

AAMBEERSIROEE, SHALARGEHEXF , LAE DynamoDB AILLEFHIT TR ERIK
RENBRATHREER,

MEBEMBFRABFEEEILH  ARET BB HENBMEEEENCRYPTHIEE , DynamoDB
Encryption Client &8 B 6] /A ik 5

Flgn | % Java BRIEEE I actions HashMap , % HashMap S MZI 2T record BB FHIFT
BB, INARARDBEIRSIBINEFRSIEBEME (EEBERME) , URAREEIMEN test B
.

final EnumSet<EncryptionFlags> signOnly = EnumSet.of (EncryptionFlags.SIGN);
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final EnumSet<EncryptionFlags> encryptAndSign = EnumSet.of(EncryptionFlags.ENCRYPT,
EncryptionFlags.SIGN);
final Map<String, Set<EncryptionFlags>> actions = new HashMap<>();

for (final String attributeName : record.keySet()) {
switch (attributeName) {

case partitionKeyName: // no break; falls through to next case

case sortKeyName:
// Partition and sort keys must not be encrypted, but should be signed
actions.put(attributeName, signOnly);
break;

case "test":
// Don't encrypt or sign
break;

default:
// Encrypt and sign everything else
actions.put(attributeName, encryptAndSign);
break;

ARk, BEMI B9 encryptRecord F7&BDynamoDBEncryptor , EAMREIEES
attributeFlags 28K {E. #li , encryptRecord KWIEEMWEFEH actions BT,

// Encrypt the plaintext record
final Map<String, AttributeValue> encrypted_record = encryptor.encryptRecord(record,
actions, encryptionContext);

BRERKERE

£ DynamoDB Encryption Client /7 , DynamoDB & ¥ &X M ZBE DynamoDB MEZABTHWTE , &
BEEMEBENREL L, ERMESBEERKREBR , DynamoDB MEBR R , BREERKRER , &
DEBRESNBREENBENF. IREEEHRZHZEM DynamoDB MBEAREEEZE N A EMN
DynamoDB MZERBTHEF , BERIEE K,

BRR  RENEBRERLEETE | JINELROREIITHERERN. ECHZNRIFELHEN
BER  SXABERANNEZENZEZEBNMEE DynamoDB IEAR , SEFRMERREE. BN
RIEBBRTIEER,

£ F BDynamoDBEncryptor , & A LAF E#H S DynamoDB MBEAR. T8 , MIREFEAW
2 DynamoDBMapper , A& #&AttributeEncryptorZi DynamoDB M#ZFRZA , B E#I
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WERREE, EESSF AttributeEncryptor BV EEFRAERRBBHNNBZAS , BEAH

EncryptionContextOverrideOperator,

il , THRABSELZHEREMEHREMEE (CMP) # DynamoDBEncryptor. A%
&I DynamoDBEncryptor B setEncryptionContextOverrideOperator
FiE. eERABEE —EREBEM overrideEncryptionContextTableName
BE 7, UEEHNRER , AttributeEncryptor@ZiIEE # DynamoDB
tnZE A B newTableName , SLE4K oldTableName, MEZTREF , FSH
EncryptionContextOverridesWithDynamoDBMapper.java.

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);
final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp);

encryptor.setEncryptionContextOverrideOperator(EncryptionContextOperators.overrideEncryptionCor
oldTableName, newTableName));

&0 DynamoDBMapper (RZMBFIEE) WEAF ER , EUUEERBERKRERE,

mapper.load(itemClass, DynamoDBMapperConfig.buildexr()

.withTableNameOverride(DynamoDBMapperConfig.TableNameOverride.withTableNameReplacement(oldTabl
.build());

B AT LA overrideEncryptionContextTableNameUsingMap BE ¥ , ZiBEFEBER ZH
REEH,

KB BEREETERARNBEZENNRRERE. T8 , BN ENENEER , FHEMS
DynamoDB M#ARPHERKREBERES/TENE.

MREFEAE R DynamoDBEncryptor , B AFREXREEBEREE T, BUAFHRBRRIEERE
AMBRE , TEHRRERR S

AR Java B DynamoDB & A F it EHIRE 5

(® Note

RANAFiRMNZBERNESEFHH RS AWS Database Encryption SDK, T3 EBR4LE
AR Java B DynamoDB Encryption Client frR 4 1.x—2.x @AM Python # DynamoDB
Encryption Client fix 7 1.x—3.x WIHBIEA. MBFHMEF , 528 AWS DynamoDB R4
BN &R EMZE SDK.
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T % & 45 7 &3 2 o] 55 F 3@ A 1A Java B9 DynamoDB 1% F F im SRR B FE A f2 X 49 DynamoDB & #l&k
BEH, &ALAME GitHub £ aws-dynamodb-encryption-java fZEMNEFI B &Kk EZ&H (LB
TRE) .

X8
- £ DynamoDBEncryptor
- £/ DynamoDBMapper

& F DynamoDBEncryptor

1E 18 #5153 BA 20 a5 FR UK B AR BY DynamoDBEncryptor ¥4 BB KMS 12{2£#, Direct KMS 2t & S
EIERIBER AWS KMS key in AWS Key Management Service (AWS KMS) TE£ W R BHE R B iRZ
&8

B LAE R E AN ZIEmEE LR E (CMP) ¥ 8 DynamoDBEncryptor , M B A LA E#E
KMS 121 & # & DynamoDBMapper E& AttributeEncryptoro

EETENEXBE S : AwsKmsEncryptedltem.java

SB1: BIUEEKMS 21HtE

BEVEHREEEREHN AWS KMS AFm#ETEE. A%, CSAAFPRHTESR  CRERFN 2
3 Direct KMS 121t & #1788 AWS KMS key.

L EBIfE A Amazon Resource Name (ARN) 2R B AWS KMS key , {B& R LAE REATE U &
BB Ao

final String keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
final String region = "us-west-2";

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

SB2 . #YEH
iEEEH| 2 ESE record HashMap , ERXREHIERKIEE,

final String partitionKeyName = "partition_attribute";
final String sortKeyName = "sort_attribute";

[ri
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https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
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https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/AwsKmsEncryptedItem.java
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
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FMBABER

final Map<String, AttributeValue> record = new HashMap<>();
record.put(partitionKeyName, new AttributeValue().withS("valuel"));
record.put(sortkKeyName, new AttributeValue().withN("55"));
record.put("example", new AttributeValue().withS("data"));
record.put("numbers", new AttributeValue().withN("99"));

record.put("binary", new AttributeValue().withB(ByteBuffer.wrap(new byte[]{0x00,

0x01, 0x02})));
record.put("test", new AttributeValue().withS("test-value"));

5 ER 3 : 231 DynamoDBEncryptor

# FAE#RE KMS 124t & 23 DynamoDBEncryptor KIE{TEEE,

final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp);

$BB 4 : 3 DynamoDB IMEZRR

DynamoDB IIZA BB ESERKBEERENENEZ A XNHEBEN. WREFER
DynamoDBMapper , AttributeEncryptor  5E2 I M,

final String tableName = "testTable";

final EncryptionContext encryptionContext = new EncryptionContext.Builder()
.withTableName(tableName)
.withHashKeyName(partitionKeyName)
.withRangeKeyName(sortKeyName)
.build();

S5 BABHEMENH
BUHEBFREHEENBLEMESMNELRE K BEBUEREHE  URBLEETSNERRE.

fElava® , EEEEBMEE , FARVEBMHEBA EncryptionFlags E#EK HashMap.

Flan | %) Java BRXBEEE I actions HashMap , EA[INHB W EHE record BEEFHMEB
% ERDEERSIEEHFRSIEBY (EBETNR) LUK test B (FEBHIMNE) BRIk

final EnumSet<EncryptionFlags> signOnly = EnumSet.of(EncryptionFlags.SIGN);

final EnumSet<EncryptionFlags> encryptAndSign = EnumSet.of(EncryptionFlags.ENCRYPT,

EncryptionFlags.SIGN);
final Map<String, Set<EncryptionFlags>> actions = new HashMap<>();

for (final String attributeName : record.keySet()) {
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switch (attributeName) {
case partitionKeyName: // fall through to the next case
case sortKeyName:
// Partition and sort keys must not be encrypted, but should be signed
actions.put(attributeName, signOnly);
break;
case "test":
// Neither encrypted nor signed
break;
default:
// Encrypt and sign all other attributes
actions.put(attributeName, encryptAndSign);
break;

SR 6: SEEMBEAKE

EEMRYHEBEERREE , 551 encryptRecord W#IT/EEE ™0 DynamoDBEncryptor /5
*. BEERKRIER (record), BMEE (actions) RMZMET (encryptionContext),

final Map<String, AttributeValue> encrypted_record = encryptor.encryptRecord(record,
actions, encryptionContext);

$EB 7 : #E B M A DynamoDB &l &

K% , BMBRMNHZFENIRE KA DynamoDB BRI XK.

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
ddb.putItem(tableName, encrypted_record);

{# 8 DynamoDBMapper

T 5 & FI R EB A B Direct KMS 24 & #FH DynamoDB MR ET25 1 BIFE X 2R, Direct KMS 2 #&
SHEBIEERN AWS KMS key AWS Key Management Service (AWS KMS) R EA W R B H R iRE
&#,

A A AR Z B REZEERHEHE (CMP) #& DynamoDBMapper , B A LA E# KMS
RtEEEBREERL DynamoDBEncryptor,

BETEMNERBEH - AwsKmsEncryptedObiject.java
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SR BUEEKMS #EE

BUEEEEREREN AWS KMS AFmHTER. A%, FRAAFRHTER , £SHAERFN &
3 Direct KMS 121t & #1T{E# AWS KMS key.

Lt 845165 Amazon Resource Name (ARN) 2R B AWS KMS key , BE A A ERERERHN £
BB

final String keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
final String region = "us-west-2";

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

$ER 2 : Y DynamoDB M#E X DynamoDBMapper

FREEL—EFRPEINERE KMS ZHEREIL DynamoDB MMEZEEXNHTEE. EEEH
TEBE L BUK B A DynamoDB Encryptor , & &Ef#H DynamoDB Mapper.

= , 3 DynamoDB EREM# TR MRS 2R/EE , X FEAEMREIL DynamoDB Mapper
M 1TIERE.

/A Important

£/ DynamoDBMapper MASFRECHE (HEMELHE) WIRB K , FREHRENRE
AfEFTA (Bl PUT) MAFTERBY , AT EHIFTR. BRI, B TREELIBRBER.

final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp)
final AmazonDynamoDB ddb =
AmazonDynamoDBClientBuilder.standard().withRegion(region).build();

DynamoDBMapperConfig mapperConfig =
DynamoDBMapperConfig.builder().withSaveBehavior(SaveBehavior.PUT).build();
DynamoDBMapper mapper = new DynamoDBMapper(ddb, mapperConfig, new
AttributeEncryptor(encryptor));

HEE 3 : EHELH DynamoDB ER X

BE , EREM DynamoDB Bk, FHEATREEEMIHE, HEFIEEVARERNREEN
DynamoDB & #}&ExampleTable, # DataPoJo%E5l,
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ZEPIERRNERCIBBHESKBEBERMNE, ESBIE THEEE @DynamoDBHashKey #Y
partition_attribute , JAK#EFE @DynamoDBRangeKey KY sort_attribute,

N 21ZFE @DynamoDBAttribute BB (f1#0 some numbers) EASETMELEHE, HISAMRR
= £ A DynamoDB Encryption Client E#%&H# @DoNotEncrypt ( £%& ) =} @DoNotTouch ( F

MZREE ) MEFTBNEME, HIW , leave me BEHAMERE @DoNotTouch 8 , HigF g

ETMZESEE,

@DynamoDBTable(tableName = "ExampleTable")
public static final class DataPoJo {
private String partitionAttribute;
private int sortAttribute;
private String example;
private long someNumbers;
private byte[] someBinary;
private String leaveMe;

@DynamoDBHashKey(attributeName = "partition_attribute")
public String getPartitionAttribute() {
return partitionAttribute;

}

public void setPartitionAttribute(String partitionAttribute) {
this.partitionAttribute = partitionAttribute;
}

@DynamoDBRangeKey(attributeName = "sort_attribute")
public int getSortAttribute() {
return sortAttribute;

public void setSortAttribute(int sortAttribute) {
this.sortAttribute = sortAttribute;

@DynamoDBAttribute(attributeName = "example")
public String getExample() {
return example;

}

public void setExample(String example) {
this.example = example;
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@DynamoDBAttribute(attributeName = "some numbers")
public long getSomeNumbers() {
return someNumbers;

public void setSomeNumbers(long someNumbers) {
this.someNumbers = someNumbers;

@DynamoDBAttribute(attributeName = "and some binary")
public byte[] getSomeBinary() {
return someBinary;

public void setSomeBinary(byte[] someBinary) {
this.someBinary = someBinary;

}

@DynamoDBAttribute(attributeName = "leave me")
@DoNotTouch
public String getlLeaveMe() {

return leaveMe;

public void setlLeaveMe(String leaveMe) {
this.leaveMe = leaveMe;

@Override
public String toString() {
return "DataPoJo [partitionAttribute=" + partitionAttribute + ", sortAttribute="
+ sortAttribute + ", example=" + example + ", someNumbers=" + someNumbers
+ ", someBinary=" + Arrays.toString(someBinary) + ", leaveMe=" + leaveMe +
"1
}

R4 MBI REFERKRER

BT, BEEENERKREE Y FER DynamoDB Mapper R EZEER , X EHSEFEETERRZ
A EEMEMESE,
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AEPEBZNERREE RS record, ZEEHREZTERRZH , HBME

R¥& DataPolo BRIPFHEFBETMZEEE, RAGMS , MEBMRT
PartitionAttribute, SortAttribute Hl LeaveMe LAS\ERG INZR I 25

2, PartitionAttribute # SortAttributes REHITEHEE , M LeaveMe BHAIT SR
BREE,

EEMZRIEHE record BB , RESEMAZE ExampleTable , 5B DynamoDBMapper ¥
BIEY save HiE. HREH DynamoDB Mapper EREAFEAPUTRETA , Rt EE S6EHMERE
WEZRSIBRREMIEE K MARENE. EUHRARBEMNST , MALRERKRIGKERRERE
HEBRE,

DataPoJo record = new DataPoJo();
record.setPartitionAttribute("is this");
record.setSortAttribute(55);
record.setExample("data");
record.setSomeNumbers(99);

record.setSomeBinary(new byte[]{0x00, 0x01, 0x02});
record.setlLeaveMe("alone");

mapper.save(record);

#A R Python # DynamoDB % f Fif

(@ Note

EPNAFRMERERAESREFH A A AWS Database Encryption SDK, T ERERAERA R
Java B9 DynamoDB Encryption Client fxZ4s 1.x-2.x Fi@ A Python & DynamoDB Encryption
Client lR 4~ 1.x-3.x WHHEER. MFEFHEFR , FBEAWS ERENZE SDK for DynamoDB
R X &

5 FE SR PR AN &2 £ A B A A Python B9 DynamoDB Encryption Client, #& A LA GitHub &Y
aws-dynamodb-encryption-python A FEFR KR EEZNG (DIEZEN AR E AZE) | 15HB1E6H
WMEMA,.
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® Note

EAR Python B DynamoDB Encryption Client k7 1.x.x F 2.x.x B 2022 £ 7 B2 ERend-
of-supportf& B, |RAMRBEFHIRA .

FE

. FRIGH

- BE

- £AEAR Python B DynamoDB % H F iR

« DynamoDB Encryption Client for Python K #8512 3\ 15

SRR
ELEBAR Python B Amazon DynamoDB Encryption Client 2 &l , S55FEEEE T 5 50 RIE 4
XM Python KA

Amazon DynamoDB Encryption Client for Python 3.3.0 i & EHTIRAFEZE Python 3.8 S EHThR
K, HETH Python , 32/ Python TH.

B R Python 8 Amazon DynamoDB Encryption Client B R k4S5 #2 Python 2.7 #1 Python 3.4
REFRA , BRMEZRESEAKIFRAH DynamoDB Encryption Client,

EAR Python # pip Z#TE

Python 3.6 MIE M RASE pip , BETEEEAR., MESEIALRRE pip WEMET, |
B9 pip SCHFRBY R,

T
*

gog
£/ pip ZEEAR Python B Amazon DynamoDB Encryption Client , 2017 %I #5177 7R
BERESHIRA

pip install dynamodb-encryption-sdk

m

MFEER pip REERABREHNFAET , FEELEEN
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DynamoDB INZAFIsEFME A L BB ER B mEFENE, Windows EFFBEMRAK pip &#i& L
WEBRFMEFENE , M Linux LAY pip 8.1 MIEMRARERENBBEXIGRE. WREFEAER
pip , MEZK Linux RI[LIEBEXBREENEMENIE , EREEMULRE, WEFHBENR ,
B2 RBE Linux LE2BRIBHES,

EA LA GitHub E#Y aws-dynamodb-encryption-python {17 EES & #Y DynamoDB Encryption
Client B Z RS,

Z ¥ DynamoDB Encryption Client 2# , SRR EFEAREMP N EH| Python BXTE,

£ AB AR Python B DynamoDB % A Fi%

® Note

RPN AFiRMNZERNESEFHHE S AWS Database Encryption SDK, T3 EEEEE
AR Java #§ DynamoDB Encryption Client BR7& 1.x—2.x FiE AR Python B DynamoDB
Encryption Client ixZ< 1.x—3.x WMBAEA. WMBFMEF , 528 AWS DynamoDB R4S sZ
BEMEREME SDK.

A E &R BB DynamoDB Encryption Client for Python BEB2 IhaE , B E HMEXREESEE
FAEER TR, ELIIEEEBLFRRMUKEZ LA X FEA DynamoDB Encryption Client, %3
BRZENERARS  RMBEBREERELINGE,

WA DynamoDB Encryption Client 4T XN ERFTNFFMERN , FSRAEEPR Python £
fl, GitHub £ aws-dynamodb-encryption-python f#FE+ 4] , SA&% DynamoDB Encryption
Client B9 Python 3.

T

- AFininBIEXE 5
« Tablelnfo ¥ 5!

« Python FHYEBMEIE

F F i 165 Bh A2 =X 28 Al

EAR Python #9 DynamoDB Encryption Client @ £ 8B A FintHhBERER , ELERER
Bt DynamoDB 9 Boto 3 $85l, EEHHERN B EEZELEFRRMENZNEENEEREN
DynamoDB FEAEI , Wil KERWREE , TR

BARE

i
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https://github.com/aws/aws-dynamodb-encryption-python/tree/master/examples
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- EHEERSIBNEZEIEFIEE AttributeActions W4 , REBIEEM AttributeActions
VI RRIERAFRAERSIEBIMBRRFBEGIAARR , A EEEEE PN ERSIEMNEE, MR
AttributeActions ¥WI#FHTELEIES DO_NOTHING , RIA FintHBER BRI ES=BEAR
FER5|#. BFRISHEA SIGN_ONLY,

« B Tableinfo ¥4 , W AREE DynamoDB K IUE A DynamoDB M#ZEA A, DynamoDB iEHEY
REEREH DynamoDB INZARERE , BAFImAUUEBEEEE,

- E&E A DynamoDB & ¥}k =t DynamoDB Efl RBEE Biget_item , ALEAMEMFE R E B K
HENZERSE , #l put_item# . RE update_item FEFZXE,

B AMER AP RHEERER , MEFEZEBREERNEENZEXEY, AREFTEREE NE
BAPREERERK , T ERAELER.

A Fint B8 a2

« EncryptedTable AR E DynamoDB REAERKERNEAER , —XEE—E&ER X,

- EncryptedResource & AR E DynamoDB A/ Service Resource FRIETHIXRENERARE
o

« EncryptedClient i@ i FA#E DynamoDB H{E A EIKER A F s ERARER.

EEFARAFPRBBENER , FUEXEEFEEHEER K LI DynamoDB DescribeTable #{E
MEFH .,

Tablelnfo 283!

Tablelnfo # AR % DynamoDB BRI XM iHBIFENER , HEBRSIRBNRERS|I VML ATE,
© ] i BY S8 LIS IE e T BN B Y B R R MBI E Fo

MREERNRAF KHEEXER , BAELEYILER TableInfo ¥, BRI, ST LIBAMHEET
—fE¥e. MEEH , FSE TEAEEMEEN,

B8 ETableInfol 4k LAY refresh_indexed_attributesA %M , © &M DynamoDB
DescribeTable I@ERIEANHENBHEE, EHERRSHETESIBBNERSUES

%, TableInfo EAItBE@E encryption_context_values B , £ DynamoDB 1% A A FiE
1B,

EE[A refresh_indexed_attributes’ it , B ANBEEFEBEER KX LMW DynamoDB
DescribeTable #{ERIEF T,

BARE

i
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https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/tools/structures.html#dynamodb_encryption_sdk.structures.TableInfo
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Python Y B M EIE

EMEBFEEHNEENEEXNEHEBENSEABHHTHEDSE, FEIEE Python PHIEMEE
£, BEIEARERBENSEBEZEMHIAMRNN AttributeActions ¥, BRESE
CryptoAction SIBEAHP M ESR.

/A Important

ERABMBEMZEREEER  REMELTEIBREBETRSEURERTHER , REE
ERZER. WEEFHMENGRA , FE2REECNENEE,

DO_NOTHING = 0@
SIGN_ONLY =1
ENCRYPT_AND_SIGN = 2

fBlgn |tk AttributeActions Y& ENCRYPT_AND _SIGN fEARMEBMHMTERME , ¥igE
ISBN F1 PublicationYear BHH H S AR R

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={
"ISBN': CryptoAction.DO_NOTHING,
'PublicationYear': CryptoAction.SIGN_ONLY

BRERNRAF RiHEEXER  EFFEEEETRIBBENBIEEE. AP RHEIEXER TR
LR EREIRME,

EXREAAFIHIHBERER , BFEREES ENCRYPT_AND_SIGN , BIXEEETX RSB EE,
BEMNTREIEBEHES SIGN_ONLY, EEIMLAEL  AFERSYHERSIEER SIGN_ONLY
set_index_keys 5% , R EEREEA DO_NOTHING FfE A L BIE,

/A Warning

AAMEBEERSIRHBYE. EMLERSEMNTF , LAE DynamoDB A BLER#IT TR ERIK
RHEHNBERTHRIIER.

[ri
ﬂ{r
b=J1100
&
Gl
hil~ |
hlll
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actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
)

actions.set_index_keys(*table_info.protected_index_keys())

DynamoDB Encryption Client for Python #9512 15

@ Note
EPNAFRMERERAESEFH A A AWS Database Encryption SDK, T ERERAE R R
Java #9 DynamoDB Encryption Client fxZs 1.x-2.x Fi@ A Python & DynamoDB Encryption
Client frZ< 1.x-3.x BRI E A, WMFFMEF , 528 AWS DynamoDB A Z EHNERE
mn# SDK,

T 5 85451 7= &8 an{a] £ A {8 A 7 Python B9 DynamoDB Encryption Client SRR EERARERFH
DynamoDB & ¥}, #&A[LLFE GitHub £ aws-dynamodb-encryption-python 17 ERI£54I B $& R EIE
ZEf (XBTER) .

*RE
 {# EncryptedTable f Fimt#BhiE = 85|
- FHEEB NEEN

£ EncryptedTable f F i1 BiiE = 58 5l

T o REB B EncryptedTable A Fimi BIFE X EE I {E A Direct KMS Provider, Ltg55I{E A
HEOTHEAEENZEXSMMENEBHEEMRREE. 18 , E¥FHA EncryptedTable 5l ,
MA R EZEESEERNEE NEEXER,

teBLELE S , BRMALE R FRBMRERNERNAEFMMNERE. ESEEIL DynamoDB NE K
A, WERTELREM —FCOHEE  BETENE, EEBRUNERBLREIELH , AP RWEIE
NI MY DynamoDB DescribeTable 4k, EEHTHERNE , BXEHBFIULEENEF,

BEETEMNWEXBE : aws_kms_encrypted_table.py

$B1. BUERK
B, FHERKXRBBEILIZE DynamoDB BRI RN B THEE,
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table_name='test-table'
table = boto3.resource('dynamodb').Table(table_name)

FR2 . BURBHREERREE
MIEFMRR IR RZFEEHEME (CMP) BIEI{TEE.

AEHIFERERE KMS ZEE , BERTUEREAEEN CMP, BEERVE# KMS RitF | Fi5
E AWS KMS key, WEHIfER #9 Amazon Resource Name (ARN) AWS KMS key , {B& ] LUfE A
ERCEERV GV RS

kms_key_id="arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab’
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

SER3 BABHEMEMH

EME/FEEMEE NFEAEHEENSEBEITHEERE, E@MEFHIF I
AttributeActions YIS MZEWHEBMEER | B test B (FLULZAB) BRI

ERERARAFRBBEXNERNE K F2EEETERSIRBENBUEEE. EncryptedTable 5!
EHE (BETENR) TERSIREM.

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={'test': CryptoAction.DO_NOTHING}
)

SR 4 EYEMBNERK
EAREERR, B KMS RHENBUEDE , REICMENER R, EESRTTRRE,

encrypted_table = EncryptedTable(
table=table,
materials_provider=kms_cmp,
attribute_actions=actions

)

FR5: HFERRTRAMXFIEE

EI8E L put_itemAEBencrypted_table , M ERIRIBEE LEAMNE, BB , WHE
ZE ) DynamoDB &K,
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Bt , ERERKREHR,

plaintext_item = {
'partition_attribute': 'valuel',
'sort_attribute': 55
'example': 'data’,
'numbers': 99,
'binary': Binary(b'\x00\x01\x02'),
'test': 'test-value'

A&, TERRPBAKEER,
encrypted_table.put_item(Item=plaintext_item)
= E#% DynamoDB ERKUAMBFLRXEBEE , FHWU table M4 LW get_itemFE. BEEWMSB
ERZNIER , 5B get_item ¥ LIl encrypted_table Fi%.
FRER mEREN

I EFIERBA I fE B E R R IE E B |, E#282 DynamoDB Encryption Client FEIEB R EE) , ™
FREMESIER MZERESNAFintHEERX$ERl, DynamoDB

IR R M , B AFEZE L DynamoDB MZERBMBREYH (CryptoConfig). It

A, EBEE—EAFUFMEER , ¥ ES —EFUREEBKA DynamoDB ERERH, EREER
FTput_itemPERY | 3 {E A DynamoDB Encryption Client SR INZFM B K Ei%X E DynamoDB & #E
L&ER

REBIERERE KMS R E | BRETUMERE[AEEREN CMP,

BEETENEXBE S . aws_kms_encrypted_item.py

FBR1: BEUERK
BE , FAERKREBEVEE DynamoDB BRI R E RN HATEE.

table_name="'test-table'
table = boto3.resource('dynamodb').Table(table_name)
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FR2: BURGREERREME

BYEFMRRIGREERIREHRE (CMP) 1T EEE.

AEHIERERE KVS RHtE , BERTUEAEMHEETN CMP, BEEVEH KMS RitE , FiE
E AWS KMS key, LL&iIEA # Amazon Resource Name (ARN) AWS KMS key , 1B & 7] LA
ERCESE Gk EE 4 ES

kms_key_id="'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

$E2 3 : £/ Tablelnfo 1HBIE R EE B

HZE DynamoDB BV ER RMMEAEF , FFE M Tablelnfo HBIENE RN HITEE, EREE
EREB MBEXE , BFERZI TableInfo MTEBRFUET X, AFRHBEXENER
EHAT AR

refresh_indexed_attributes A %ETableInfofff DescribeTable DynamoDB #/EHREE
ERERRWEREREF. SOEHEFERSIBREAEMNLFEEEIRS|, MFlimoEEHray
DescribeTable HIEF ],

table_info = TableInfo(name=table_name)
table_info.refresh_indexed_attributes(table.meta.client)

$B 4 : 3 DynamoDB MEZEARR

DynamoDB NZ AR T EERKREBRANENEZELSXNNHBENR. HEHISHERE
3 DynamoDB INZAZR , AATEREBEANEEXNEE, AFGHEXEIEAERE
DynamoDB &R &,

BENBSEERSIRNEEFRSIE , B LUER Tableinfo BRI E B E .

index_key = {
'partition_attribute': 'valuel',
'sort_attribute': 55

}

encryption_context = EncryptionContext(
table_name=table_name,
partition_key_name=table_info.primary_index.partition,
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sort_key_name=table_info.primary_index.sort,
attributes=dict_to_ddb(index_key)

S5 BUBMHEMENH

BHuaEgsaEE NEEXEHEEHENSEBERTHEERE, EREHHH
AttributeActions YHENRWHBMEEE , EXEXRSIEBY (XBETMNER) M test B
M (FLAZRE) BRHNo

EAREZEERNMZRERNEE BFERE/ES ENCRYPT_AND_SIGN B | B4 BEAFTERS|IRIEEE
REVME, EBAILAERA set_index_keys Hi& , R ESHETERSIEMFER SIGN_ONLY , SFEH
DO_NOTHING (¥R 2 FEZE1E),

EEEETRSIE , HEHIEEM Tableinfo B ESIR , EEHM W DynamoDB A, EE
EhhERESETELRSIBEBEERS,

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={'test': CryptoAction.DO_NOTHING}
)

actions.set_index_keys(*table_info.protected_index_keys())

FR6: EUBEAMMERE

& ERE DynamoDB M# M Fiw , /A ERIEERRIEE/ CryptoConfig #AREHE MKW,
AEmHBRENEREAREENL CryptoConfig.

crypto_config = CryptoConfig(
materials_provider=kms_cmp,
encryption_context=encryption_context,
attribute_actions=actions

HRT7BEBMER
LFREMBRLHERE , BEFSHEKRA DynamoDB BRI R H.

ERFERARAFPRBHEXNERR  ZNEESERENBNES K ARERWUGEENRE
Blput_itemfy A B8 E DynamoDB Bk, EREZFEAEAEMBRERR , MBRMBESE
HEBIM,
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B, BAMXFER,

plaintext_item = {

'partition_attribute': 'valuel',
'sort_key': 55,
'example': 'data’,

'numbers': 99,
'binary': Binary(b'\x00\x01\x02'),
'"test': 'test-value'

RE  BEMERLEE, encrypt_python_item FEEE CryptoConfig fHREMIH.
encrypted_item = encrypt_python_item(plaintext_item, crypto_config)

HER8 : HERKRTHAMIER

tEEReEinZMEBHIEE KA DynamoDB & &,

table.put_item(Item=encrypted_item)

EERGEMBEWNIER , FERRE get_item Y14 (MIE table ¥#F) LI encrypted_table
to THRETHINME |, BNA#E DynamoDB ERFKEEIEE,

encrypted_item = table.get_item(Key=partition_key)['Item']

TEER -7 EMRLHEZERKREAR M.

CNZNBEEA-#NER. TERS|IEBEM (partition_attribute M sort_attribute) &
test BENBBAEDBREANFTER, HEEBREEEE (*amzn-ddb-map-sig*) HEM
MERIEIRBE S (*amzn-ddb-map-desc*),
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{

'*amzn-ddb-map-desc*': Binary(b'\x00\x00\x00\x00\x00\x00\x00\x10amzn-ddb-env-a
\x00\x00\x00\xe@AQEBAHhA84WNXJEJdBbBBY1RUFcZZK2j7xwheUyLoL28nQ
+OFAAAAH4WTAYIK0ZIhvcNAQCGoG8wbQIBADBoBgkghkiG9weOBBWEWHEYJYIZIAWUDBAEUMBEEDPeFBydm«
izY1OROCAM7WAKEGEL/N/bgTmHI=\x00\x00\x00\x17amzn-ddb-map-signingAlg\x00\x00\x00\nHm:
\x90\x08\x00\x11/CBC/PKCS5Padding\x00\x08\x00\x10amzn-ddb-sig-alg\x00\x00\x00\xeeH
\x00\x00\x00\xefaws-kms-ec-attr\xee\xee\xeo\xe6*keys*"),

"*amzn-ddb-map-sig*': Binary(b"\xd3\xc6\xc7\n\xb7#\x13\xd1Y\xea\xe4d. | *\xbd\xdf

"binary': Binary(b'!"\xc5\x92\xd7\x13\x1d\xe8Bs\x9b\x7f\xa8\x8e\x9c\xcf\x10\x1

'example': Binary(b"'b\x933\x9%9a+s\xf1l\xd6a\xc5\xd5\x1laz\xed\xd6\xce\xeaX\xfoT\;

‘numbers': Binary(b'\xd5\xa@\\d\xcc\x85\xf5\xle\xb9-f!\xb9\xb8\x8a\x1laT\xbaqg\x-

"partition_attribute': 'valuel’,

'sort_attribute': 55,

"test': 'test-value'

PELNERRE

(® Note

EANAFRMNZERNESEFHH RS AWS Database Encryption SDK, T3 EBER4LE
M Java B DynamoDB Encryption Client frR 4 1.x—2.x FiEAR Python # DynamoDB
Encryption Client R7&s 1.x—3.x WHHEEF . MEFEFMENR , F2E AWS DynamoDB k72
BNEREME SDK,

BAMZRBZRIEEE , BRFERMHEMEE , LLE X DynamoDB Encryption Client EN#Z %2
MLEBH, ERSHEBHE (BEFEMNE ) , UREZRBLEYE, BUEBETE/REFENZNIER
# , DynamoDB Encryption Client 7€ B B E #1181 B4 B E.

/A Important
DynamoDB Encryption Client A X ENZIRE., KRINZEK DynamoDB E R KR E .

ESFENELR Rl  ENHERBKRENRBEEPHEBME K SURKERR, NRE
EENBEBFELIAREEBREPNMEEYE , KRB EEEINERBNAXETNENEE. FEEN
=, MREENZRE FREENBEBFEEEHRZHERRANBEDFETE , IRERITEI X
B
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Flan , MBEARMBEENBUEBSESHNERE test B, HIEBEPNEEZSETE test B, BR
MEARBZEENBUEBIELAREZE test B , IRFESRNAAFRKERRETTE test BHED
EEMAHK,

EZEEAREXNFEINME AR DynamoDB BB K , ER—E4SHIAVEE , B4 DynamoDB &
RAFPmXEEMEEARAPEENMEERE., $REAI2BXEAERNXRER , St —ERE ,
HAAEBMBENEELBERIFMEEIH, BFESRLN DynamoDB ERXRRH—BAEME—EREF+FE
B, BUREEEXEFUEREEREBESEMEMER L8R,

FEBRELEIENENRFEENEERTER , BEATIEES,

- HEBM — URFBUHSECNEUEEE  FEHRETESHTELZH T2 BEBEBES
%,

- BREYE — REEREPFLEABN , FV2EBEHHEF,

- BFEHF - EEEABEBFERRNZERREE R , FEEZZS BB ERFBENTERIE
REMF, MEFENMNZERRPNEEER,

HEERBEBTAERBOAIR | RIS 05 R LB LHBNRE,
£

. SEE

. BREM

R

ECRTBETEEERREAR  TARESERLDE. FERLEERBEE  ARRULE
WRENEFFRELEE, CRBE AR  BRRE—ERSERMA.

1. EFFEREREBABNRNEREXTSEBUEFE, MEELEE YR EFCEEITEE
A9 3t = H
2. BERAERKRER THH B,

EEMERN A ETREMAEAEXNEIHBEFHEENBEEE  SEEIHFEBEATEARN
BE, MEBENBERTHTEMEE (ANBEHEE) , EEHFENREE , RARKLENERRNTAR
EERNEZEMEE.
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THEHBEREEFFE —ERRNEXNR., ELHAFSHEEEBM link , EBHEEFRE —EE
HREEMER. LEFLAMSHEXFHEN , Rt kHHESEERESZDHE. T2HB e
E,RRERMERARIANEIRBEFNBEDFE R , ERAIUMBEENKRERREMARK link
B,

Java DynamoDB Mapper

£/ DynamoDB Mapper #l AttributeEncryptor B , T ERE|E (HBETMER) LU , FIE
BEMHERSETNENEE., EEETCERZFEFE , FEMA eDoNotEncrypt &,

e B EEH ¥ link B A eDoNotEncrypt F,

@DynamoDBTable(tableName = "ExampleTable")
public static final class DataPoJo {
private String partitionAttribute;
private int sortAttribute;
private String link;

@DynamoDBHashKey(attributeName = "partition_attribute")
public String getPartitionAttribute() {
return partitionAttribute;

}

public void setPartitionAttribute(String partitionAttribute) {
this.partitionAttribute = partitionAttribute;

}

@DynamoDBRangeKey(attributeName = "sort_attribute")
public int getSortAttribute() {
return sortAttribute;

public void setSortAttribute(int sortAttribute) {
this.sortAttribute = sortAttribute;

@DynamoDBAttribute(attributeName = "1link")
@DoNotEncrypt
public String getLink() {

return link;

}

public void setLink(String link) {
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this.link = link;
}

@Override
public String toString() {
return "DataPoJo [partitionAttribute=" + partitionAttribute + ",
sortAttribute=" + sortAttribute + ",
link=" + link + "]";

Java DynamoDB encryptor

EREERH DynamoDB INEZEXF , EXEASEBMREERE, LEBHFIFER switch BRIR |
HAFERESR encryptAndSign , ME B2 IE5(8, HFRSIEMF Link BHEEEGIA
M. ELEFF  MRAECEAEEBHEERXNB 2 ARKHEZTLITE  AIRLERAEXSMEL R
EEZEEY  BHMEAESAESRSHEEE .

for (final String attributeName : record.keySet()) {
switch (attributeName) {

case partitionKeyName:
// fall through to the next case

case sortKeyName:
// partition and sort keys must be signed, but not encrypted
actions.put(attributeName, signOnly);
break;

case "link":
// only signed
actions.put(attributeName, signOnly);
break;

default:
// Encrypt and sign all other attributes
actions.put(attributeName, encryptAndSign);
break;

Python

fEiB AR Python #9 DynamoDB Encryption Client  , A A AFTEBHIEEEREE , REETE
BISAARR o
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HIGHERRZ Python A FimiBIERXER , BFFREEEETRSIRBENBEEE. FFRiHE

BRERI LSS ERSIENE, B2, MREREAAFHHBENER , AIXNBAEEN DB
E3R5|EMPEF3RE|8 L52E SIGN_ONLY BfF, MRETNMOMET DEERFFRSIR , 58
BLERBETEBRENKRBENBATERES.

WEHIEIEERH 1ink B (HUE SIGN_ONLY EhE) MBI o

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={
'example': CryptoAction.DO_NOTHING,
'link': CryptoAction.SIGN_ONLY

}
)

R EE 2 A DynamoDB Encryption Client INZEWIEEFFABEE B , AITLMELFER B,
BR A6 FIRKRIESEZBENEE, WREEEM  AREBINEEGXBUENIER |, AlsrEREBFE
NEEETHFEREHRE  BXERIFLIAN.

HAGCTREEREABTRREENABER  BFMEEH  BHXRBETEER K MARKE
kR, EMEZBMITTRERRBHEUAMBRZBENFAHNTER K EEXBENINEIERE ATRRESH IR
FEAETNEEEES,

M FE 2 B DynamoDB Encryption Client FEFAfE NI RERE

(@ Note

RMWAFIRMNBREAES EFH @A A AWS Database Encryption SDK, T3 EREREEAR
Java #9 DynamoDB Encryption Client x4 1.x-2.x Fli@A R Python & DynamoDB Encryption
Client lx4~ 1.x-3.x WHHEAER. MFEFHER , F2EAWS ERENMNZE SDK for DynamoDB
A&

REFFREASEA DynamoDB R FimbF AlaEBRIR EE , WRHARELBENER,

= ER M DynamoDB tn#Z A FiwmME REIfE , 551 aws-dynamodb-encryption-java = aws-
dynamodb-encryption-python GitHub EEF 2R ERE,
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https://github.com/aws/aws-dynamodb-encryption-java/
https://github.com/aws/aws-dynamodb-encryption-python/
https://github.com/aws/aws-dynamodb-encryption-python/
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FERHMABUXANEREE  FEAEAEE LNERESER,

ES |

- FEUEHE

- EREHERRNEE
- RTRHENRESE

FEUESE
B CNEARKEE  SAEDREMENER.

BE . THRLENGT , UEELFUHEEENERARXHMITAEN T2 HME,
AN E

EE#H1T#EA DynamoDB Encryption Client ERENEARER , BEAXEEEEAETHNEFTT,
RAMMEEE K BEFNMEN TR,

» DynamoDB Encryption Client 73 ZE Amazon Web Services (AWS) ik 5 k5T AWS k¥, &
B, MREHNEREXNER AWS , ZFEAWSIEFMN E6FA IRFFANFERE.

 DynamoDB 1n# A Fix A EZE Amazon DynamoDB. FiB , MR R AERNERERNEL
DynamoDB ¥k, #SEBAMAERK , IRERNKRINBEE , FUEXEEFEEN REAMSE
DynamoDB #ERFFA] AWS tkF . MBFHMEF , 528 (Amazon DynamoDB F# A &1EME)
PRSI EE,

- WMREHFERTER T DynamoDB Encryption Client for Python F 8 A Eixin 12058 R |, PP E
%A BB DynamoDB DescribeTable EEMFF .,

« DynamoDB t#Z A Fix A EZE AWS Key Management Service (AWS KMS), i , I RE# FEH
XA Direct KMS MR E K REHFEA SR EETRFEANHERFRE AWS KMS |, 8l

iR AMNBEEEFER AWS KMS GenerateDataKey # Decrypt 2R FF T,

BERFRNK
B BARARERBARMEEMESR . WEE BEENEFBETNENEE,

B mREEANBUBFEZEERETNMAENE, BEERRN K SELRAEARBEEREZ
BFAARFRY BB
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https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/access-control-overview.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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AN E

IR B M B ES 5 A DynamoDB Encryption Client EMMZMNEXENEYL. EHXENEY (EFE
me) , AREZBENBML,

NMREEENBEDELREBIRE PHAEEY , WREEFRZNERPNANETNENESE, W
REENZRERRHNVBEBFREERZTHBEBREHENBUEDETRE  ARERB RS KN, E
mE—EREEE , HERTBEBES REBIMAEERN D BNERAENXP,

BERFHRBREER. NFHBHEHRLE  FESEEMERFREEENNERSER. WFEFAE
A, A2E EEENENER,

EREEERNRNER
B : M Amazon DynamoDB £ ERERTHEEEEZEE K HARERI XK,

B REBMEF  FRENEFSMUISNERHESE,
FHAIE S

& A LAfE F DynamoDB Encryption Client ¥ 8¢ DynamoDB €& %%, RFIRZBEEAEEZ B
KMS £ £ & RRK , ¥ig KMS SREBIERTLHERKRNAE AWS B V&,

weigEREK 2019.11.21 MBAR , LA LFEE DynamoDB Encryption Client fER £ &R %X , mF
EEMEHRERE, T8 , IREEALFHERK 2017.11.29 iR , EXERRRENEBWAKR NS
REE,

MREFANRLFERK 2017.11.29 ik , A% ZE7E DO_NOTHING Java = Python @DoNotTouchH
B THIEHEN B EERS -

* aws:rep:deleting
* aws:rep:updatetime

+ aws:rep:updateregion

MRSFEANREMAEMREANSFERRK , AIFEETAEHE,

R RMEENRERE

B ZNEAEREESE SR EEHMEBRHRAL DynamoDB Encryption Client 2.
B3 . FEtime-to-liveERNIRENK /N,
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables.V2.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables.V1.html
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AN E

RITRHEEEZBAARNERREM R ERMER , XELM DynamoDB #E A Firiy BAER
WEe, ERREREARERMRERER , CELEAFHAENARERDMNEREASIBENLLEBE.

EBFMRAH DynamoDB Encryption Client f | time-to-live(TTL) E&RERNZ B mEM BHRHE
CMPs) WERAKE, TTL tEHERIEREERE CMP STRANER,

MREN TTL AR , FNEABRKTHESERZNERAUSIZLEZE, NREN TTL X8 , REF
WM ES G e RRMENERARELEARINEMLAZRERFNEAREINGE R, &
ERLEE , B TTL IR PN ARATESCLEENTAEEENE , YRASENLEEE, W
T MER , BB Etime-to-livelE,
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Amazon DynamoDB Encryption Client E ¥ ap &

BAENAFRMBEXECEFHE S AWS EREMNR SDK, HAZASERENIRME
DynamoDB Encryption Client B tHB8E .

20236 A9 B, BAMMWAFRMNERXNECEH AR AWS EREME SDK, AWS Database
Encryption SDK B& Amazon DynamoDB %, & 7] A% FEEE R DynamoDB Encryption Client
INZWIEE, WEER DynamoDB Encryption Client MR AXHI A E A , 5528 AWS DynamoDB kg 74~
WEREME SDK &,

AWS Database Encryption SDK $24iE % DynamoDB # Java A Fin i1 ZENE 3.x ix , EREH
1 Java B9 DynamoDB Encryption Client WEEEE, CEEFZEH , fINFHEBLEREK.
WENZHFXE, ERERHEEE  UIRTESHNEXRE.

EEWH -5 TH AWS EREMNR SDK 5| N , F2E T EE,
AESNE

ERLERGTERERESMENRTE  MEFTHRZREERE. RRENBEEENEHER , &
AAERTESME ﬁﬂu&ﬂﬁnﬂﬁﬁ}l mé*ﬁﬁﬂﬁﬁ 2 E BRI NERMEH,

Keyrings

AWS Database Encryption SDK £/ keyring RE{TEEH INZE . Keyrings 8E4. MEMBERR
EOEMNERE£88, AWS Database Encryption SDK X B S B INZ R IEEE RSA AWS KMS
keysiREE R £IBH AWS KMS keyring , SA&% AWS KMS BB keyring , AR UETB N
KMS £ REZRBREZER , MA% AWS KMS E&8 X INBERMFRCHFFFW , BB LIERE
% AES keyring /R RSA keyring IEE B 288,

BEEBELEE

ERERE AWS EREMNE SDK i , CERMUEBHEZIHIE , SFAFREMEZENEZHLARLL.
EZXEMERY (EFENE ) , UREZBHBLHE L, F£H AWS Database Encryption SDK 3R
RELWRHE 2R  BPATUEBEERER, AU EE-BBHFERENZBHESDE , flW
I8 BERINZ AL,

288


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys

AWS BRI E N SDK FMBABER

REHREH DynamoDB BRI FRETAFim N

DynamoDB Encryption Client WEMEFTAREFHNREAERKRPEE., FRAEAR
DynamoDB #J AWS Database Encryption SDK , 2 A LA#E B K Amazon DynamoDB BRI KB
ZiEA M DynamoDB K Java A FimMZERNERN 3.x Mo
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BRMAERMZRERNECEFR GRS AWS EREMS SDK, Lt ASEENERM
DynamoDB Encryption Client B tEB8E .

T5IERER M AWS Database Encryption SDK Ky B it ¥ #H & A
MEHEIDE

MEHER A MFCHZOVRER, ERER AWS ERENE SDK NZEMBZZEMLE , MBEEX
SEHASERREMNRSCEM R | WA AR T RE NZ RN 8 E RN
(aws_dbe_head) 1, #BHAR - EABAKNLERERE K EhasnBZnEsss  UREH
MEZEMHBRNERES. TRR\EKEERNE, TR RIERF b,

Value UrHEEE
Version 1
Signatures Enabled 1
Record ID 32
Encrypt Legend 2y
Encryption Context Length 2
Encrypted Data Key Count 1
Encrypted Data Keys 25
Record Commitment 1

[T

aws_dbe_head AR &R A MR,
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ERA%EE

RIS FC %R A ERUA ECDSA U BE,

X TiEE ==
0x01 ECDSA B{u#ECRA ( F8:%)
0x00 ECDSA B{us=Z2&EH

FC8% ID

PEREL R 256 fLu{E , AIAIGCE. FC8k ID :
o ME—FRRBIINEZAYEC 8K
« M RHEIR RS E NFE YR .

hnz &6l

EESBmBRALNFICHER, Encrypt BIHIARYIEEZ G EEZRERABERNRA,

A {E =
0x65 ENCRYPT_AND_SIGN
0x73 SIGN_ONLY

Encrypt Bl &4 T 55 X F51L

1. IR R HE ERB N TR FET X F IR,

2. R EBEMN , FRFHMEEREENES — B THEE , WEHXBURERME,
MEARRE

MERBORE. TN 2 UTARERT , LRES 16 LTHRGREYR, RELRA
65, 535 @ T,
mERR

—HER/EY , AhE2EE. FRENRENCRIER.
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A ECDSA U ER , MBRASTEEMEY {"aws-crypto-footer-ecdsa-key":
Qtxt}. QtxtfQMRIR SEC 1 2.0 fRBMEHMEE MIRE | A% R baseb4 ik,

MENERTRETR

MBEEHESROHE, CR1UEE A6 BEASUAKRZZTEY , EENEERTRNBE. &
BEFCsEP R MBER S MBE LRA 255,

NENER TR

MBEREW/OAFI, FIREARNFZENCRNBEESENZERNESRNRE. FiEea
EEL—EMBRER R,

TRERAGENZERN SROVERMA. (LTHEMKERIERFH M.

MBERSRER
WAL U RE
Key Provider ID Length 2
Key Provider ID By SRE 2 B THEFEENE (EREMSR
% ID RE).
Key Provider Information Length 2
Key Provider Information g8 SRl 2 BUTETIEENE (SWREM
EENRE),
Encrypted Data Key Length 2
Encrypted Data Key 22 SRE 2 B TETFEENE (NRER
TRRE),
TWEHE DRE
TRMEHEINBHIRE. e 2 THBERT  IHEZFL 16 UnHENREY , FHEs

SRREMHE D WUTHEE.
EIREMHE D

TIRMEHERRT. CEARELNZENSRNVERE  UMBTHER.
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ERREHEEIARE

TREHEEIANRE. U2 THBERT , XHEEA 16 U THWENRERY  EHESE
REAEETN NV TEAE.
ERMEHEEA

TRMBEHAELET. CFHRRE|BEHE,

E&EHA AWS KMS keyring B , lL{ES2E B Amazon Resource Name (ARN) AWS KMS
keyo

NENENERRE
MZERTRORE. ©EU 2 THBESRT , XHEFES 16 L TWENFREY , EHISNE
BERTRNUTARE,

MENER R

NEZEEHER. ERTREHENTZNERER,
ROSRAGE

TE A LR R R T

TEH 256 U T MERASRRBR (HVAC) MZE , FREXZR

AWS KMS BEB =X keyring F A5 #HE A

AWS KMS BEE S keyring FATBENERSRRNZSERMN , YEATEBERAD DI SBAVMH
—BESBRRNZEEER SR, SEAFTESREXPFNESRITE | BB HMAC SHA-256 B9 EEERE#
HE , LT ALTE 32 unifafLiR,

-+ 16 [ TAEFEHEER
- ERR X EH
- SREMEBINE "aws-kms-hierarchy" # UTF-8 RS {E

PEE = keyring ERASTEN TE SR , £ AES-GCM-256 #EL 16 L Til & 7 BB ZEA T S8 AR
NEMXFERERB IR,

- FTENTREB/ERAIE AES-GCM BIFEHR
- BEREREA%E AES-GCM AR
- 12 (i niEREMAItR{LmE (IV) A AES-GCM IV
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-108r1.pdf
https://en.wikipedia.org/wiki/UTF-8
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FMBABER

- BETIFILENHEMEREER (AAD),

Value U RE
"aws-kms-hierarchy" 17

2R E WA AF 23

DR EIMRA 16
mEAE 2%

UTF-8 #mi%
UTF-8 #wf%
UTF-8 #mi%

UTF-8 fmi = iR{EY

AWS KMS BB = keyring H il E T
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AWS BRI EMNE SDK b3 A S8 H XX F B S 5C 8%

TRAALXXHNEARE, RT TRZIEFTEEEN , R EREEHN M UARERARBT N
#l, WEARBREBERMNEROE, MERBERSENEA , FiIH RSSHE.

2% DU B

T BE #i8 AWS KMS ECDH keyring 2024 %6 A 17 H
F1 Raw ECDH keyring 93X
#.

— & AT A (GA) BRA T #EZEE A ® DynamoDB 2024 %1 B 17 B
B NET BFiEMBRERE,

— A& A At (GA) MRAR ¥E3# DynamoDB Java AiFiw 2023 %7 A 24 H
INBRERE 3.x XA GA MRA
X

/A Warning

TEXEERZAER
ERAHEBEYNDG X
iR,

DynamoDB MZAFImMNESE HAFRNBEEXECEH® 20236 A9 H
# AWS Database Encryption
SDK,

FEERAE #7i8 M ¥ # DynamoDB Java 20236 A9 H
AFmmMERRE 3.x A
%, HhaEmnEstEs
B, AENZHFZE, &
REBEREENTESNM
BmXE,

XHEE # AWS Key Managemen 2021 %8 A 30 H
t Service NEEEFE &8
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https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/use-kms-ecdh-keyring.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/use-kms-ecdh-keyring.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/use-raw-ecdh-keyring.html
https://docs.aws.amazon.com/database-encryption-sdk/latest/devguide/ddb-net.html
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