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FHUEFIEE (ACL) ATEFIBL X (RFKE, FRAENAG) HEFHEEZRNFFT. ACL EHR
ERAEBR , BEMAEA JSON BERXAHEN,

ABAC #&it AWS Control Catalog
%1 ABAC (BERHHER) : &

B R FEUES] (ABAC) R—EREXRE , KBEARRNBMHRERT T, LU UERERERE IAM
B AWS MEIR , AR ABAC B , MEEZREANEBASER LNRBE LR,

MERBERILFIEFE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys RG %58 , THENFRETESF , RUEBEA.

MRBHEXESEEREEN LB =ERG SR  RBEZBBEMS , EA Yes, IRBHEIERLE
REEN =@ k4 iR , RIES Partial.

% ABAC WEFMEF , 526 (AM EREEE) PHEM ABAC REESHRT, IEEEESH/R
TE ABAC ZERNHZRE , F2H (AM £RAEER) PREMABEEFEUES (ABAC).

B AWS Control Catalog £ F iz Bs & A &R
XEGRREE 2

FEERAERREM AWS ERNEHEEE K ELEABESIRACRKREETHET., AWS BER
HEELCEREAEN K MAREARMENRESS. NEFHMAENRA  F28 (AMFEREER) 1
IAM FH R L 2 BRETE IAM EEEENAWS R,

AWS Control Catalog Y% IR £ BE 55 7]
TEESEFEIMIERE (FAS) &

BA I T/ERE (FAS) (ERMAY MEFEARTAI AWS R |, k5SS AWS BR¥§ BBk T RE &R 1
AR, WMFERL FAS BFRENBERFHRER , F2REXFMTFRER.
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html

AWS $2# B #% RAEH

AWS Control Catalog HWRIE A &

xEREAR &

REAGRREETHN AM €  ATREHTEHE, IAM EES LR IAM RE, 15 FN M BRIRE
Af, MEFHMEENR 6 F2lH (AMEREERE) PHETAGLUEZIREF T AWS RIS,

/A Warning

B ERE A CMNEFA AJAES B AWS Control Catalog Zh8, KA AWS Control Catalog 12
HIE5IR , THEREREAE,

AWS Control Catalog HIRIEEHE AR
TERKEZAR B

BREFACGREGE N —EREAE AWS . BBITUREARENTHENAR. RIHER
AESHRELEN P AWS IRF |, YHREH#HE. IAM EEEAURE  EFERERTEEAEHN
AT,

NMERVREERHFEEACHFMER , FSEATEL IAMEENAWS . EERKRPSRR
%, EHESRBEEACHTH Yes, BERER , SIREKRBHRIERS B XM

Control Catalog B9 & % & B K i 41

BRIBTER , FAENAGKEEIHIEH AWS Control Catalog ERHNFFT. EERFERAEHEFT
EERHTEENGT , IAM BEE TR IAM BUR,

WMETHMMAERELES JSON BERXHET IAM 5o REEK , F28 (AM EREER) FME
3 IAM BUR (£ A).

IZE AWS Control Catalog EEHEMEMERERMNFMENR K SREESEEFRELN ARNs X | 55
S BRI FESEHH AWS Control Catalog HEI¥E, E RIS 8,

FE

- BRGEE®

- AFEAEREMMBECSHET

- REFERET AWS Control Catalog B #R & R
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html

AWS 5B 8 22 &R
BRBEEER

BoBEBRSHEERFHINEBASRBALUEY, FHIHMER AWS Control Catalog Eiil, iEL
BETRERLN AWS IRFELAERA. EXRYSRES 2 BBRE , FER T ENRERSEE !

- FRIBER AWS SEBRRYERREERITT - eERBRFATRTENCEAENTEESE  FEA
REFARTFHSEREARLN AWS REBK. BN TEEN RER AWS tkRF. RFIERERE
RRENEARI AWS NEFZERR , E—FRIH . WEFEZEH , F2H (AM E£REE
) PH AWS ZEBRSEBHEENAWS ZEBXK.

- ERAREHERFT - RE IAM BERNFAIR  FERTHTEXRMENTT. KERLEN , B9
LERERERG T I UHBEEREIMNEEFE  ELBAKEERTT. MFEEH IAM ERFH
MEZHEER , F2EH (AM EAEER) P 1AM PR BERMEF A,

« ER 1AM BUR AP RVIR A — S RBIFEVE — B U R EEEER | URFIBENE R FEG
Bl |, BAILBRBEBORRY |, IEEXAEM SSL BEAMERR, NREBBRE EHEARBEEE
AWS R |, &t 7] LUGE A R 44 3R 42 T H 77 HU#E CloudFormation, MEFFMER , F2H (IAM &£A
EIE™) P/ IAM JSON BIETE &,

« £/ IAM Access Analyzer B IAM BUE |, FRRET 1 24 B 7 IE%EE1E - IAM Access Analyzer B
BHBCRABABER , MAELBEER IAM BURES (JSON) # IAM RIEEH. IAM Access
Analyzer 12t 100 ZIEBERRERVETTHNER , IHBERERLBERANBE. WEFEE
#A, B2 (AM EAEERM) PRIEA IAM Access Analyzer 5278 BUE,

- EEZEERRE (MFA) - NREBHNRFIFZFE IAMFRES PVRFERE AWS IRF |, FBBE MFA
DSR4 M, MEEFY AP BERER MFA | 4% MFA fEHEBEENBER. NEHAE
#A, w2 (AM E£AEER) RER MFA Z £ API FEL

WFE IAM FREBBHNARER , F2H (AM EREER) 1 IAM Z25EEH,
TERAERBMFIBE ST

LEHI S REMAEIIBER , A5 IAM EAEREMMEBFAERES TNARRZEBR, WBER
BEEXEEHMEA 3 AWS CLI AWS APl IR ERET A RN TR LB FFTA,

i

7

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS 2% B #%

ZEEA

iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

FErE A &% AWS Control Catalog #i#R &R
THBERZRFEHFT , LLFIH AWS Control Catalog HEVA1E,, EENE BIR4HIE,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "ManageControlCatalogAccess",

"Effect": "Allow",

"Action": [
"controlcatalog:ListDomains",
"controlcatalog:ListObjectives",
"controlcatalog:ListCommonControls"

1,

o5
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"Resource": "*"

¥t Control Catalog & % MFEUETHIER B
FERLUTEARBGEIIEZ B FIEIEFEHE AWS Control Catalog 1 IAM B2 82 E RREE,
FE

« REMREE Control Catalog P#ITENE

- RAREBHIT iam:PassRole HRE
- REEZE SN AE AWS tRF FEEH Control Catalog &R

RERETE Control Catalog P& {TENE
MRBRFER , SHEREREHITEE , ENBRLEEN , AFERTHHE

THgEHlER® Emateojackson IAM FHEERFEAEZRARE —BEE ny-example-widget
BERWFMENR , BAIEEMRE controlcatalog: GetWidget FFAJBFEE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
controlcatalog:GetWidget on resource: my-example-widget

FEURBERT , BAFEH mateojackson EAFENBR , AFFEM controlcatalog: GetWidget &
YEZE my-example-widget BiRo

MREEEWHE |, BHEEN AWS EEE, ZNEBEERMHEENESEE,
K AEEBHIT iam:PassRole HIIZ#E

MREWEIEE | RGBT iam:PassRoleBfe , BHBRLAEH , UAHLHBABBES
AWS Control Catalog,

BE AWS B TRESREACEEGEBRE A MARBUFNEBEEALIRBEEAER, NFEH
THER B AR ACEEEZRBIFT .
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AWS 2% B #% ZEEA

EEA B IAMmarymajor FAEEREAEE ST AWS Control Catalog PETENER , 84T
HIEHIEEER, BER , BERRBREERBEACERTHTT. Mary REKABERGIRENET,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WK AEEH , AFFM#IT iam: PassRole Bk,
MREEEHE , BEBEEN AWS EEE, ZNEEERMUENEZRE.
BREE UM AR AWS 1RF FEUEKREY Control Catalog EifR

BRLEY— @A  BEHMAIRFHNEREIEERBABHNASTFIRENER, BUIEEE R
EEENHENEXAR, HHXEERERNBERIFEUEHIEE (ACL) VAR , &I LUE A ALK
RRBEFAETFIENE RN,

NMEFEE-STH , F2RUATAS

- HETH AWS Control Catalog B X BELIIEE , 552 B Control Catalog Z01aEd IAM #ELfE A,

- BETHRNMAWS 1RFE EEBEN ERBREFIE  F260 (AM EAEER) FHEEHE
B AWS 1RF 895 — {8 IAM /& PR FEE,

- BETHNMEERNFERERRIGE=77 AWS IRF , 2R (AM EREER) PN FEUER
HIeE =5 AWS IRF #H,

- MFTHRNAEBBE S HRMUFIE  F20H (AM EAEER) PN FEEREGENTE
TEIREBNERE MEE5).

- METHREAAGNEREBRETERFFRCENZR , F2R (AM EREER) 78 IAM
Y Bk F BRI EL.

Control Catalog HY& 35 B 3%

EETHAWS % EEERESHBEER , F2RAWS ¥ SR ESHEARRBZLRER
MERETE. ME-—REF , F2EAWS SH5TE,

A LER TEHE= SRZEBE AWS Artifact, IFEFMESR , FS2E THHBE TH AWS Artifact,

IRER BNSREME AWS IR BURRERNHEEME, BLANERER , UARERAERENER.
WMEER BERBEETNFMER AWS R , F2E AWS T2 X1,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/

AWS #2# B 8% Z2EHR
Control Catalog | Ky 54

AWS £IRERRIERU AWS B M TRERSAEREZE, AWS B RHSEER S RARBEHN
TAEE , EETHEREKIEE, ShEENSEREMRER, EBTRAES , B ERTRRE
MEAEXNERE  ETARS EEDREBEMAERETE., TRESNTANE, FiHEDHM
RERED , ARE-—FZSEENPONERERREES,

WFE AWS B M A EENFAER , F2E AWS £ IRER R,

Control Catalog PRV ER L £

ERZERRTE , Control Catalog & %] Amazon Web Services : Z£EFHE A K E TR AWS £
KRR BFNRE

A LAE R AWS 248 API DY | BB #BEE 7 EX Control Catalog. Fi Fim#4ZE X #& Transport Layer
Security (TLS) 1.0 REFHIRA, BFEFEA TLS 1.2 AEHMA. AF RS BT EEHEREEALR
(PFS) MNEZIBFEMH , HlEERF Diffie-Hellman (DHE) = #5 Bl #i #R & B Diffie-Hellman (ECDHE), TR
(M Java 7 MEMBRAR)AZEXZEELER,

o, BRLACAFEREHR ID FE IAM TREEBNLAEENSR/REE, NF , BALLEB
AWS Security Token Service (AWS STS) RELXERZEBEREEHEB R,

Control Catalog H #Y#8 & M &R 2 47

HEREMN T 2HREF AWS g B RREEE. NFEFMAER , F2H AWS HENSEEE,

B
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https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
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EZf= AWS Control Catalog

ESyR 2 H#EE AWS Control Catalog M HE it AWS SRS RN AFEM, THAMNRENEER S, AWS
R THIEEE T EREEFE AWS Control Catalog, EEASHERREER , UREREEE BB E .

« AWS CloudTrail #EEUE AWS IRF A REZWIRFZ B AP FILFMEESYH , YA EFERI
FZEBIEER Amazon S3 EFETE., BRI EREFIIRE AWS, ETFEWA R IP i
o, AR AYBRRE . INESFMMERR , 5528 "AWS CloudTrail fEH&EER, -

£/ 52%% Control Catalog APl FEA4 AWS CloudTrail

8% AWS Control Tower Control Catalog B&# —#8% AWS CloudTrail , ttiREREHERE,
ARSI EERNTE# AWS . CloudTrail & Control Catalog BIFfE APl REIUEEELASE

., FEERHYFPIY/EFEE R AWS Control Tower A TR | SlINERARERREIE | Uk

¥t Control Catalog APl ##EMEX B, MRERVUFER , BIFLUE CloudTrail EHHER I E
Amazon S3 f#fZET#8 , ©IEEE Control Catalog H =G| HAEBN S, EIEERREER |, KA T LUE
& CloudTrail EEAHPNSHELEHEREEH SN, BRI LER CloudTrail FIENER , HIEE
Control Catalog 12 HHIFER ( EiB AWS Control Tower), EHERE IP bk, RHBERWAS, B
HEERNERE , Uk EMEFAENA,

EEH— 7 # CloudTrail , 28 "AWS CloudTrail fEA &M -

CloudTrail Y Control Catalog & &

EEEMNIRE AWS IRF B | 88 E€RA CloudTrail, 7 Control Catalog FE 4 FER |, ZEHS
EEHRPOHEPNEM AWS IRIEEH — 2 CHRE CloudTraill B4, EBAILE FRiE, EEMT
BRIEWEH AWS IRE., MEFMENR , 5280 £/ CloudTrail EHELEHBIAEH.

EEETE THES AWS tRFE |, 8%E Control Catalog WE# |, SFEMEBHE, HF3KAEEZE CloudTrail
# BFERRTE Amazon S3 RAETHE. KFERR , ELEERAPELERK  ZEREERER
B AWS BiF, MEDLHE AWS FEIEFEESNESH , Wi AFERIFTEEIBEEN Amazon
S3 REFETH. WA, BALEREHEM AWS R RE - DM MEE CloudTrail BFPRENEHE
B, MEFHMEEN , F2ETIRE

o BIBHMELER
e CloudTrail X ENREFNES
« X% CloudTrail B Amazon SNS & 41
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html

AWS 2% B #% R2EH

- EWZEEFR CloudTrail HFEERMBWZERFER CloudTrail BFEER

CloudTrail €527 Control Catalog BifE , 528k TE Control Catalog APl ZZ &, flin | ¥
ListCommonControls, ListObjectives BAK ListDomains EjfEE AP ILEE CloudTrail B
WIERPELIEE,

B-SEMHUAREXRNSLSELFRENET. B3O EATHEEHE T5IHEE !

- 2EEMEAEH AWS Identity and Access Management (IAM) & ZE AERHEHFE R,
- REBRBRE , REFATHEACEBMS I EAENERRLER.
- EREAHHEM AWS KR,

WMESHMER , 5528 CloudTrail userldentity JTT#,

T % Control Catalog HFFERIEH

B2 —FERE  EEEMHUARFERNEIARFREIEERN Amazon S3 #FEr#, CloudTrail B&E
*E?’?@‘%“—IR%M HFEER, EAE4HAEMARRELNE—FER , YIEFREE. FROBBME

3. FRRSEEEA, CIoudTra|I BB IEMRLNE API FEIY A B EMIEEF | Rt A ELUERSEIE
r&IEIO

LT EBIETRNERTR ListDomains EIYERY CloudTrail B551EH

eventVersion:"1.05",
userIdentity:{
type:"IAMUser",
principalld:"principallId",
arn:"arn:aws:iam::accountId:user/userName",
accountId:"111122223333",
accessKeyId:"accessKeyId",
userName: "userName",
sessionContext: {
sessionIssuer:{
.
webIdFederationData: {
.
attributes:{
mfaAuthenticated:"false",
creationDate:"2020-11-19T07:32:06Z"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/controlcatalog/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

AWS 2% B #%
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}

},

eventTime:"2020-11-19T07:32:36Z",

eventSource:"controlcatalog.amazonaws.com",

eventName:"ListDomains",

awsRegion:"us-west-2",

sourceIPAddress:"sourceIPAddress",

userAgent:"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

requestParameters: null,

responseElements: null,

requestID:"0d950f8c-5211-40db-8c37-2ed38ffcc894",

eventID:"a782029a-959e-4549-81df-9f6596775ch0d",

readOnly:false,

eventType: "AwsApiCall",

recipientAccountId:"recipientAccountId"

T fi# Control Catalog B HERER
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{55 F 5 THD um BE Y 72 HU32 6 B 8% (AWS PrivatelLink)

& LAE A £ VPC # Control Catalog 2 & AWS PrivateLink B FABE#R, B LUKTE VPC H—
¥77EL AWS Control Catalog , BEMEAEEREREFE, NAT #£E&E. VPN E# Direct Connect i#
#Ro VPC HFHHTREBTEELHE IP tbut Bl A 77EY Control Catalog,

EAI LA S AWS PrivateLinki2 t T BN HIRHREL ML EER. BAISELATHRHBAN
BREFRPELIGHARNEH, ELRFREEENHERNE , ITA BN A Control Catalog 27
ENEANE,

WMEFMER , F2B ( AWS PrivateLink #Er) HPHRIAWS fR# iEif FEHLAWS PrivateLink o

AWS Control Catalog #y& £%18

FEIBELE Control Catalog WA HEmE 281 , 558 ( AWS PrivateLink 1§8) RPHEESE,

Control Catalog 3 #&i%18 /1 [ im B [ I E PTG API E11E,

#13] Control Catalog B4 TH i 24

& LAME A Amazon VPC E£# A AWS Command Line Interface () 237 Control Catalog K94\ [ i
BEAWS CLI, MEFHMEN , 5528 (AWS PrivateLink $§88) FH "EV N ERS -

FEAT 5 RIEBZFEEIL Control Catalog N T B :

com.amazonaws.region.controlcatalog

MREANEIHHRAFTAE DNS |, B AFEAHETFERM[EE DNS £ @ Control Catalog #2H API &

R, f5l#0 service-name.us-east-1.amazonaws.com.

A 3889 9 TH Vi 3B 32 3 Ui 4 BUR

HBMEERA IAMER , B EEZRENERE. BRmMBER SR HiRRTEFH Control
Catalog, &HZEIZH|LFFHE VPC 2518 SMFEUE , BRI mMBRERENHRM.

ImMBEREIEENATER
- AIFMITEE (AWS IRF. IAM EAEM IAM BE) N,

EZEEH 22


https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws

AWS 258 8 %4
- AEATHVENE
« AHBTBENER.

MFBFHMER , F26 (AWS PrivateLink 18/) Y " 6EH in R0 BURZ G RFBHFEL -

#if5l : Control Catalog E)fEfY VPC imBiER

DT REFREBERNES, ECKEBREREZENERER  CERTHEERLAEERMAIIEN
AWS Control Catalog B)/E#I ZHUE,

{
"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"controlcatalog:ListDomains",
"controlcatalog:ListObjectives",
"controlcatalog:ListCommonControls"

1,

"Resource":"*"

}
]
}
(@ Note

GetControl A ListControls API BREZEFRRFMEET , BITERMNZES T, MEEH
ESRTERIRHBUR,

BAIRBBE 23


https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com//vpc/latest/privatelink/vpc-endpoints-access.html#default-endpoint-policy
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AR R A Control Catalog APIsfl&Z4£& 202454 A8H
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