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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS 2% B #% ZEEA

IAM Zhgg AWS Control Catalog &
BERRHREI# =
ACL B
ABAC(BURFHVER) )
R B =
e il B
BEAE B
BREEEAE &

B

\

EE2£MH 7 # AWS Control Catalog FE ftt AWS FRIFIN{AIER K Z & IAM ThEEEEFER , 28 (IAM
FRAERRE) PIE IAM AWS BEFEHAN R,

AWS Control Catalog i & 2 B B R
XEGSBEBK: 2

BoBBERR ALK ME S (Fla0 IAM ERE,. EREHERAR) K JSON FFAIBERXHF, ELEK
RAEH S EMERG TREBEERATHERDF, NFTHUMELSDEBER , F2H (IAM
EREER) FHEBEFEEBRERHE] IAM 517,

£/ IAM 2 BEBER | B IEEARIEBNBENER , UREMERG T RAFSREEEE. &
BEESOEBRPEETIER K RASESEMAZEENERAENAR. NETHREE JSON BERHE
RBFrEtE , F2ER (AM EREEE) T8 IAM JSON BETES £,

AWS Control Catalog #9 & 7 B By 5K &5 45

= E/MR AWS Control Catalog & 7 BUBURRYE5 | , 552 Control Catalog Y 5 % BLBUR 41,

AWS Control Catalog #H & R BUR

XEEREBX &

Control Catalog ZN{AJE2 IAM & {5 A 11


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

AWS 2% B #% R2EH

ERAEPBER 2 INEERN JSON BERXH, BEREBRNSE RSEHIR IAM BEEEBERA
Amazon S3 REFATRER, EXEEREBRNEETS  REEESTUEAEMARZEHHESEER
MFEER. BRMIIBERNER , BREEREEN TR TUHRRERATHEEARE[AERET
BITHEE, BLAEEREBRITEEETE. ZXATUIEIRE, £AE. A, WSS ERE
= AWS BR7.

MEBRABIREFIE , EUMEEEEMEFANFAERESR IAM B2 , HAEREBRNERE,
MEBRFEIREEREBR , ARBRAGFEBERN —%¥. EXBNERVRTEER AWS 1RF
FERFFN IAM EEESH4ARTIRER (H£RAENAL ) FRERNGT. HEBKS 7 HK
REZFEBRREFT, T8 , MREREBRES/EERRFTNEBRTERN , ERRTIEERHEN
e S BEBR, MEFMEF 728 (AM EHEERE) 78 1AM FEVRIRS EIRFEG

AWS Control Catalog KB R 84k

XEREREE: B

EEEWLER AWS JSON BERRIEEH T UAFRAR, WH2ER , MEEZRECBERA T UHA
EEREIT LB F,

JSON BURHE Action TEHERETURARAFHIEBBRFFRNEFE. BRBEEEEFEMEEH
Bt AWS API REMRBN BT, B LSRR , FIaULBARFE APHRENERFTEEFE, e L&
ERFERRTNSEEF, ELBANDEB/BKREE.

BREERABERE TUTHBBBENFT .

EEEFE AWS Control Catalog BMERNEE |, 528 (RERESE) F1 AWS Control Catalog &
=N EE,

AWS Control Catalog PR EEEBECBIFERANUTFEE :

controlcatalog

NMEFEEE-RAXPIEESBEEE ,

e
H
fedi
sk
IS
&

"Action": [
"controlcatalog:ListCommonControls",
"controlcatalog:ListDomains"

]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-actions-as-permissions

AWS 2% B #% R2EH

B EREBERET () RIEEZEEE, Hlin , WEREHRER List XEWNFEEE , FEEU
TEE -

"Action": "controlcatalog:List*"

= ZH1 AWS Control Catalog & 7 BRIV & , 552 Control Catalog Y 5 2 B BUR E4

AWS Control Catalog F B K & IR
XEBERER : =

EES A LMER AWS JSON BURRIEEHAIUERAR, 2R , WHMEERE T BERAAF T oSt
EERHAITHLEBIF,

Resource JSON BERTEZTEEEEABHENYH. BRARX X4 EE S Resource = NotResource
TE, REEEEFEAH Amazon Resource Name (ARN) RIEEER, St EREERER
HENME (BAERBHRETT) RiEEM.

HRAIXEERERFTAINEE (PS5 HRE) , FEABRAFER () RRTEEXERARAEER.

"Resource": "*"

ZZEEF AWS Control Catalog EREE K&K HE ARNsHEE , B2RRKERESEZFH AWS Control
Catalog EENER. BEETHREUFEAMEBERESEERN ARN , 528 AWS Control
Catalog EZ Y B 1E,

AWS Control Catalog #3589 Amazon Resource Name (ARN) #&X40F :

arn:${Partition}:controlcatalog:::domain/${domainId}

AWS Control Catalog BE#ZEE T %] ARN &3 :

arn:${Partition}:controlcatalog:::objective/${objectiveId}

AWS Control Catalog BA#ZEHITEER T 5 ARN = :

Control Catalog ZN{AJE2 IAM & {5 A 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-actions-as-permissions
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AWS 2% B #% R2EH

arn:${Partition}:controlcatalog:::commonControl/${commonControlId}

WE ARN HBXMEFMER , 552 Amazon Resource Name (ARN),

Blan | EEERIARRPIEEI-1234567890abcdefoiBE , 55E A T % ARN,

"Resource": "arn:aws:controlcatalog:::domain/i-1234567890abcdef@"

NEEEBREERFNAMBATER  BEASAFRT ().

"Resource": "arn:aws:controlcatalog:::domain/*"

BLE AWS Control Catalog BIEEEZEREER LT , SIMAREVERNEE, EELERT ,
B AERBRZT (M)

"Resource": "*"

HLE AWS Control Catalog APl )X EZEEIR. Bl , EListCommonControlsfFEUE A2l
H, BENEE , ARERALEEGFIELERNGTA, BEEE-—REAXTIEELBHER , BE
RiEsE 7R ARN,

"Resource": [
"commonControl",
"objective",
"domain"

EEMIR AWS Control Catalog & 7 B BUREVEI| , 552 Control Catalog Y 5 % B BUR €41,

AWS Control Catalog BB R &4 5|8
ERBEEFERRGEGESR . 2

EEEWLUER AWS JSON BERRIEEH T UAFRAR, 2R , TMEZRE M BEES T o H 4
EEREITH LB F,

Condition Jt# (5f Condition E#) AJEEIEEFERAR ERIHRYE. Condition TEREAE
B, BBV FERAEEEEFNFEEEER BIMNMERTIR) , REEBREPREGNZRINE.

Control Catalog ZN{AJE2 IAM & {5 A 14


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html

AWS 2% B #% R2EH

BEERRKXFIEESZME Condition THE , EEE — Condition TEPEESERGIE , AWS
SEREE AND BRIFFTMAMt. WRERE—IRUHRCIBEEZEE , SERABBORRE AWS 514
Rtt. LEANEMARGE , TEREBRBXVFT T,

FHAUEEEREREAEBNEEY., fln , FANREERAEERE IAM FAEEBERE
HENERNFARTXIAM ERE, NEEZEF , F2H IAM EAEERESTHN AM BERTE : £
BHER.

AWS X EL R4 SRNBBRBEN IR SR, EEZEFTME AWS 2EKFR4ARSI8 , F2H (AM
ERAEER) PHAWS £ERHERERLI#.

EEEFE AWS Control Catalog R & 5IBHEE , F2H (RERESE) HHY AWS Control
Catalog BV R5#, BEETHRETNUERARGSBNOEEMEIR , 5528 AWS Control Catalog &
=B,

= EMR AWS Control Catalog & 7 B BUREVEI| , 552 Control Catalog Y 5 % B BUR 41,

AWS Control Catalog #1#J ACLs
XEACL: &

FHURHEE (ACL) ATZHLER (IRFXRE, ERAENAR) BEFHEERNTA. ACL EHUR
ERAPBR , BEMAER JSON BERMXHER.

ABAC #&E. AWS Control Catalog
X% ABAC ( BERHHIER ) : &

BRFEUES] (ABAC) R —EREXRE , RIREMRERF A, £ F AWS , ELBUHBARRE.,
UL ERERE IAMBR (£RAEFAE ) MFE AWS Ef, AEBRNERMN LFERE ABAC
ME—F, BEBERET ABAC BR , A EZBENEREHEXAFINERERMEFRRAE,

ABAC AR RMENRIZPHEREE , WRERREELERERFRMATG,

MERBERILFIEFE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4G %58 , THENGRETESF , RUEBEA.

NRBBHEXESEEREENLF=BRGR  REZBRBMS , EH Yes. NRBBEERELE
REAEN SN =ERFS®R , AEA Partial,

% ABAC WEHHAEF , 526 (AM EREERE) PHEM ABAC RIEESRTA, IEEESHR
E ABAC ZERNHEZRE , F2H IAM ERAEREREPHEHABHEEFEUES (ABAC).
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html

AWS 2§ B & ZEEHA
FEBE AWS Control Catalog fE A lREEAER
TEHNEE 2

ERERRESEAENEAR , AL AWS R BEER, NFFHEEF , SEMWE AWS R £
RS AER , F2H (AWS % IAM EAERERE) PRER IAM B .

mRE AWS Management Console E A EB BN BHBUANE AL EZEA |, AISERATREEA
Exl, filtn | EEAWS FALTIMNE—Z A (SSO) EEFH B ZEFEADEYKREBEAER,
BERUFEREESEATES , RETRACLK  t2EHEIRRER. NEVRACGHNFMENR ,
w2l (AM EREER) PHRERETRE IAM A6 (F2E).

A LAEA AWS CLI 5 AWS APl FEIEVBEREAER., AR, B LlEREEEREAERRE
B AWS, AWS BEZEBREELRREAER K MARFERARPELREE, WEFMAEN , 26
IAM R E R 2B,

AWS Control Catalog Y % iR £ B35 7
TREHFEFIMIERE (FAS) &

BEERER IAM EFRAERAGE PHTEER AWS , EEBIRBETA, FAELREE  BAes
BITEESEE  EMEFTRREPRE S —@EEE. FAS ERAMWM WEFEAFT AWS R , &4
AWS BR#% SERE TEBREREFER. REERBRIZEZEHEM AWS R = EREB S EETHR
ERE, TERE FASHEXR, EUBERT , ELEEEHTEMESENT T, WERH FAS R
WBRFHES , FEEER T ITERE,

AWS Control Catalog B RIS & &
XERKAE &

REAERRBEETN AM S€  AIREHTEE, IAM EEE LKL IAM RE, 18R FN M BRIREE
A, MEFHMAEN , F2E (AM FHEREE) FNETACUEREFIELS AWS RS,

/A Warning

BEREA BN A2 F B AWS Control Catalog That, REE AWS Control Catalog 12
HIESIF , TREMmEREAE,

AWS Control Catalog RIS EFE A E
ERKEFEAR . &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWS 2% B #% R2EH

BREEACRERE H—ERBAE AWS . BETUBERREATHENAS, HER
ABGHLRELN B AWS IEF | WABBHE, AV ERETLRE , BT LRBREEERA SN
A,

NMERVREEREEACHFMER , FSEATEL IAMEFENAWS R, EREPSEKRTE
HPEeRBEEACHTHN Yes, RIERER , DIREKRBHRIERS XM

Control Catalog 9 & 2 B BUR € 4

RIFTER , FAENAGKEEREIHIEH AWS Control Catalog EREIEFT] . fbfthEEMFEH AWS
Management Console, AWS Command Line Interface (AWS CLI) 8 AWS AP| R#1TEHRE. EEFZ
FHEAEHEMEERATEENT , IAM EESTIET IAM BER, A&, EEEALUE IAM B
RNMBEAG , CAEERRBTELAE,

T MR fE RIS L8 ) JSON BRI IAM B 2R BUER |, F2H (IAM EREERE) FHE
M 1AM BUR (E#8).

EF AWS Control Catalog EEWEMEMERBRNFHEN , DRESEEREREMN ARNs KX |
S/ (REZESE) FI AWS Control Catalog B, ERMIEHZESIE,

3

e

- BRREER

- RAEAEREMFIBCS/ETH

- RFFERAELE AWS Control Catalog #1% & R

HRREER

BoRRREYEEIRFANEBASRESTUREY, FEEMER AWS Control Catalog iR, EL
BETREREN AWS IRFEAERA. EXRYSRES 2 BBERE , FER T ENRERSES !

. BIAMER AWS SEREL BB RERRYT - EERREH TETOANERENTEAR  BEA
BHTETHSEREARAN AWS SERE, CHTESAN FEAAWS 5, RFERATS
BHERERRL AWS WEFSERE , ME—SROHT. NBEFTSEA , B AV £AER
B AWS FEREREBRAMAWS ZERE,

- EAREERFT - 5RE IAM BERNFAR  FERTHTERMENFFT. KSERLEN , &7
UERERERGE T AIUHBEERRINEEF , EUBARBERITT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERERN IAM PR BERAFF T,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

AWS 2% B #% R2EH

o EF IAM BUR B R4 — S IREIFEE - B LUSRAFTIEZEBER , URHIEBEMNE RN ER.
flan , B LURBBOR GG | IEEXBMFEA SSL BIEFTERE R, MRBBEE SEARBEBE
AWS FR# , &t 0] LAGE R4 3R IR F E 2B AWS CloudFormation., INEFEMER , B2 1AM
EAEEEHPR IAM JSON BETE | E4.

- M IAM Access Analyzer B& 3 IAM BUE |, BERFT AT 24 B W IE EiE4E - IAM Access Analyzer &
BHBEMBEER |, BRELBERER IAM BUREES (JSON) Ml IAM FRIEEH ., 1AM Access
Analyzer 12t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WFEFHFEE
#, F2E (AM FEREERE) FHFEA IAM Access Analyzer B BUE,

- FESFERRT (MFA) - MRZHRFIZE IAM FHES FHNRERAZE AWS 1RFE |, BB
MFA R & =&, WMFEEFNU API BERFER MFA | 1§ MFA (REFTEEEBER, W
FEHMET , B2 (IAM EAEIEE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.htm|# #1iEiB MFA f9Z 2 API FEL

WME IAM P REEXENHEBES , F28 AM EREREREDHN IAM 22 HEEK,
ARFERERKRMMPE ST

WEHE RENMEIEEEK , A5 IAM FREREKRMEMAEAES N AREZEBRR, WBEE
AEE TEASTMEA 5 AWS CLI AWS APl AR RRET A RS RLBENEFT,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS 4 B % REER
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
A FFEHE® AWS Control Catalog R &R
THIBEREFEFT , LK AWS Control Catalog FHIAEE., BEME R{ZREIE,
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ManageControlCatalogAccess",
"Effect": "Allow",
"Action": [
"controlcatalog:ListDomains",
"controlcatalog:ListObjectives",
"controlcatalog:ListCommonControls"
1,
"Resource": "*"
}
]
}
¥t Control Catalog & 7 fMFEE TSR E
FRAUTEARGEEZE S EMER AWS Control Catalog # IAM B AE BRI M & R RGRE,
F&E
« RERE Control Catalog R ITEIE
« RAEEBHIT iam:PassRole K iZHE
IR 19



AWS 2% B #% R2EH

- RIEEZE SN AS AWS 1RF FEERE Control Catalog Eiff

RERETE Control Catalog P ITENE
MELBINBIGER  SHNERERENTHE , BNBERSEESH , R EHITEE,

T5IgEfIgEsR g Emateojackson IAM EAEERERA TR ERE —BERE ny-example-widget
BERNEEMEN , BAEEME controlcatalog: GetWidget FFAIRER 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
controlcatalog:GetWidget on resource: my-example-widget

FEURBERT , BDAEH mateojackson EAFENWBR , £FFEM controlcatalog: GetWidget &
EZE my-example-widget &R,

MREBEEHE |, SFHEEMN AWS EEE, FHNEEEREENEERE.
AR EBFH 1T iam:PassRole RIS HE

MRESWRFNGEER |, SHEEEHIT iam: PassRoleBE , BHBERLAEH , UAFEKAGEESR
AWS Control Catalog,

BE AWS B IREEREACEEGERE A MAREBEYFNEBXALIRBEEAE, NFH
THER L AR ACEEEZRBIFT .

EEA B IAMmarymajor EAEERFERAEE ST AWS Control Catalog FHEITENMER , 8BET
SIEFIEEER, BER , BERERBREEERBACGR TN T, Mary REKACEEEZXRENT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEBERT , Mary WA BES , AFFME1T iam: PassRole Bk,
MREEERE , FHEEN AWS BEEE, ZNEESRHENEZERE.
BREEE UM AR AWS 1RF FEUEKAY Control Catalog &R

BRLEY—EAE  BEMIRFHNEREIEEBABHNASTFIENER, SIS EE R
EEEMHDEZRAR, HUXEERERNBERNFIUERIBE (ACL) MR , AT LUEA ABL R
KRBT AEFRENE RN,
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AWS 2% B #% ZEEA

MEE—FTH , F2EUATRE .

- ZE T AWS Control Catalog 2B X EELINEE , 5828 Control Catalog 21{AEE IAM FEELE A,

- BEETHOMAWS IRF EEHEN ERZBRETIE  F28 (AM FAEER) PNELSHE
BEAWS IRF 3 —E # 4 IAM £A & REFEE,

- EETHRIMIEERNFZEERMEGRE=7 AWSIRE |, 528 (AM FAEEE) PWSEFEUER
HIgE =5 AWS IRF BEH.

- METHIIMBEBHE F o RMUEEE , F2HE AM FREEEPNEFIEREHEENIETS
SRIFNEAE BIESF D).

- METHEAACHNEREBRETEIIRFFIZANZEZER , 28 (AM FAEER) T8 1AM
PR IR P &EIRFE.

Control Catalog H9& 35 B 7%

EETHR 2B AWS ¥ ERESHATEIEER , F#2BAWS K SR ESEARRBZERE
BREHTE, WFE—MEH , 528 AWS Compliance Programs,

BOLMER THE=ZARKZEBE AWS Artifact, INEFMEF , FSBE P THEES AWS Artifact,

IER BNSREME AWS R BURRERNEEME, BLANEHRER , UARERAEENER.
AWS R T ERRHEI SR

- REEHEAE - EEMRIFREFEETRARTRTEBZE , UIRUHBLLHESHAIIENTS R,

« HIPAA &1 RE2 % - JIH HIPAA £ IR, WIEFE AWS BRI ERFE HIPAA B,

- AWS EHRER - WITHEFMAERESTRERARENEENYLE,

- AWSEFEHIER -BREANAETHAREEEE, XEEHERPESARE (SFEEARE
ERMPZERT (NIST), XN FEERSEEZES S (PCl) MEREENER (1S0)) RE AWS RFE
NMFEEELLBEINREER,

{ AWS Config B AB1ER) S HERFEER - AWS Config RE L ERARFEART
B, EEENFZERNEE.

« AWS Security Hub — & AWS fR# A EE L ERBH P Z 2 ARE AWS, Security Hub EfZ £
Fl , TFEEN AWS ERERELRNEZREBREEORESLLEREENREER, WEZENWRKE
FMIREEE | 5520 "Security Hub #4122,

« Amazon GuardDuty - EEEZRZNRESBEARNMERES , ML AWS R FEREE AWS 1§
E. I/&#H, A8NEHNNEBEREE, GuardDuty iR ERESEEBAMRAENASEIER ,
LAt Bh &K FE PCI DSS &8 EFRMN A B ER,
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https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
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- 2EEMEAEH AWS Identity and Access Management (IAM) & ZE AERHEHFE R,
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B2 —FERE  EEEMHUARFERNEIARFREIEERN Amazon S3 #FEr#, CloudTrail B&E
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LT EBIETRNERTR ListDomains EIYERY CloudTrail B551EH

eventVersion:"1.05",
userIdentity:{
type:"IAMUser",
principalld:"principallId",
arn:"arn:aws:iam::accountId:user/userName",
accountId:"111122223333",
accessKeyId:"accessKeyId",
userName: "userName",
sessionContext: {
sessionIssuer:{
.
webIdFederationData: {
.
attributes:{
mfaAuthenticated:"false",
creationDate:"2020-11-19T07:32:06Z"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/controlcatalog/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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}

},

eventTime:"2020-11-19T07:32:36Z",

eventSource:"controlcatalog.amazonaws.com",

eventName:"ListDomains",

awsRegion:"us-west-2",

sourceIPAddress:"sourceIPAddress",

userAgent:"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

requestParameters: null,

responseElements: null,

requestID:"0d950f8c-5211-40db-8c37-2ed38ffcc894",

eventID:"a782029a-959e-4549-81df-9f6596775ch0d",

readOnly:false,

eventType: "AwsApiCall",

recipientAccountId:"recipientAccountId"
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
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{
"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"controlcatalog:ListDomains",
"controlcatalog:ListObjectives",
"controlcatalog:ListCommonControls"

1,

"Resource":"*"

}
]
}
(@ Note

GetControl A ListControls API BREZEFRRFMEET , BITERMNZES T, MEEH
ESRTERIRHBUR,

BAIRBBE 27


https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html#default-endpoint-policy

AWS 2% B #% R2EH

Control Catalog &£ & 150 X 4 &£ 5o &%

T %ER 88 Control Catalog BJ ST # RS

2% HR =p:
AR R A Control Catalog APIsfl&Z4£& 202454 A8H

AIE BB AR

28



AWS 2% B #% R2EH

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

XXiX



	AWS 控制目錄
	Table of Contents
	什麼是 Control Catalog？
	腫瘤學概觀
	存取 Control Catalog

	Control Catalog 中的安全性
	Control Catalog 中的資料保護
	資料加密
	靜態加密

	傳輸中加密
	金鑰管理
	網際網路流量隱私權

	Control Catalog 的身分和存取管理
	目標對象
	使用身分驗證
	AWS 帳戶 根使用者
	聯合身分
	IAM 使用者和群組
	IAM 角色

	使用政策管理存取權
	身分型政策
	資源型政策
	存取控制清單 (ACL)
	其他政策類型
	多種政策類型

	Control Catalog 如何與 IAM 搭配使用
	AWS Control Catalog 的身分型政策
	AWS Control Catalog 的身分型政策範例

	AWS Control Catalog 中的資源型政策
	AWS Control Catalog 的政策動作
	AWS Control Catalog 的政策資源
	AWS Control Catalog 的政策條件索引鍵
	AWS Control Catalog 中的 ACLs
	ABAC 搭配 AWS Control Catalog
	搭配 AWS Control Catalog 使用臨時登入資料
	AWS Control Catalog 的跨服務主體許可
	AWS Control Catalog 的服務角色
	AWS Control Catalog 的服務連結角色

	Control Catalog 的身分型政策範例
	政策最佳實務
	允許使用者檢視他們自己的許可
	允許使用者從 AWS Control Catalog 檢視資源

	對 Control Catalog 身分和存取進行故障診斷
	我無權在 Control Catalog 中執行動作
	我未獲得執行 iam:PassRole 的授權
	我想要讓 以外的人員 AWS 帳戶 存取我的 Control Catalog 資源


	Control Catalog 的合規驗證
	Control Catalog 中的彈性
	Control Catalog 中的基礎設施安全
	Control Catalog 中的組態和漏洞分析


	監控 AWS Control Catalog
	使用 記錄 Control Catalog API 呼叫 AWS CloudTrail
	CloudTrail 中的 Control Catalog 資訊
	了解 Control Catalog 日誌檔案項目


	使用界面端點的存取控制目錄 (AWS PrivateLink)
	AWS Control Catalog 的考量事項
	建立 Control Catalog 的介面端點
	為您的介面端點建立端點政策

	Control Catalog 安全資訊指南的文件歷史記錄
	

