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f+ &R Amazon Comprehend Medical ?

Amazon Comprehend Medical 8 IFEBILEARANFHEAALBEEEANEN , flEEERE. Hik
HE, ARERMNEHES. Amazon Comprehend Medical £ BAEERIE (NLP) ERREAE
BOELERBREERN. EYRZIREEEEN (PH) SEEETNNFTSE, NFENZERNT
BEE | FESH Detect B8 (5 2 it ) « Amazon Comprehend Medical iE /o 35 £ Fl & BB A B8 E R
BE BELEAIZNEREEZZEEERMZE , #1210 RxNorm F ICD-10-CM,

AEBASEETFHNEAEBEARERARBARZRAS, FEMEEER AWS CLI % Amazon
Comprehend Medical APIs AFZX 5515 £ A Amazon Comprehend Medical HIHEIE ..

Amazon Comprehend Medical B EEE Amazon Comprehend EERE, MEFMET , FSH
Amazon Comprehend Medical E1&.,

>R

Bl
il

Amazon Comprehend Medical R16RIE X (US-EN) XFHEERERE,

EEBEA

Amazon Comprehend Medical BN EXERER. 2EZE%. Amazon Comprehend Medical
RETEESH , EHENRNERCERMNTEE., BRECHRINERUIEERE , YEEESE
BHENERATEASTEERE. ERELEERT , EHRBEEIRNATRBEERBENRELER. 6
7 , Amazon Comprehend Medical FEEERBIIFNERSXASETERMTRSNEBRYER |
THREBEEBERM

Amazon Comprehend Medical {£ i 2=l

BRI S T BEREEARZEXFEA Amazon Comprehend Medical :

- BERPEENER - BANBAREHESTUEENREREZR I SERFANEEEA, 25
AEALZEERNEFMENER , AR R BEHLEFEREBE, EB TROIERE , HERT
DERREESFRELEFSENRE A , S ERELN RHEERRE,

- BRRWTR - £ B 2NHRMEB T URE G EEZTMIGBRERNEERERF. EBFEA Amazon
Comprehend Medical R1EBIERKRX FHMEEBEN , ARAETURSEYLZLER, HTLHR
ERUERTREYEHS , URFEBRRENEMETFNHMERLFHIHNETERARTLEEREN
M, Bl BB EERRRER B EMAOERLLE TR BEEEFAN.
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https://aws.amazon.com/comprehend/medical/pricing/
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- BERRENERRELVEHREE - TRATUEBERES N , LGB |, FIEKRFERE.
DETWFEMER T ET O, XARBGBRIEEB B EENIRERE. BRESEE
(NLP) R EfS#EBI#mIS (CAC) ZREEM . Amazon Comprehend Medical fEf NLP B Rt E
ROMERX T , BBRMEEE WRBILIRE S HEERM,

- EER - FH REERRE  fERXFEIER K WKELEREFEERBERAEIHNEE
{LB:2. InferlCD10CM #4 AIRERY B BRIF AL B A BB, InferlCD10CM E#ELERERE 2021
FEIFERE D FHE 10 REERIEH (ICD-10-CM) HHIHE— K TF. InferRxNorm &4 ER PR3 FH 51| Y
BEYAENAER UK ELEREFEZEREZEEREZEEE RNorm B R ERNEEELBE =55
. InferSNOMEDCT EHRIEEH S , fINEBR2RHNEE, BEAUFEIGENER , MAER
WigHEHREZE Systematized Nomenclature of Medicine , clinical Terms (SNOMED CT) ARHHIER
5.

Amazon Comprehend Medical K8 B

£ Amazon Comprehend Medical Y — LB B2 -

- BR. RANBAESTRERSIENEREN - £/ APIsEZNERAEXNPEEXNF 5 ThEE
DEREAXBERNBEARESRE,

- KM -FRARERBERNMRERSTXF. BINERSTEIIREZEREHHER , UZS
MM,

- AERMY - RZEXGTPEIEF  SUERBIREERREMNEBE,

- EH{ AWS BR#EE S —Amazon Comprehend Medical EfEEH i AWS FRIGELEILEE A |, Hln
Amazon S3 1 AWS Lambda, #&#EH XH1ZAE Amazon S3 &, £/ Firehose £ TEEEE ! |
=HAEH Amazon Transcribe #% 8 & KR8 8% A 7 1 Amazon Comprehend Medical B #TBI X F. X
& AWS Identity and Access Management (IAM) T R EER %2 £ i 32 H1¥F Amazon Comprehend

Medical IENEE, S LER IAM REZIFEE AWS FHEMEA  WIBMHBER A SRKIEE
BAEEENFZEER,

« BRAR - ARRED TN XMHNE. REREEARERNIRIE

HIPAA &8

A HIPAA S8R, WE 1996 F£ AWSEXBERERMIRBEBESEER (HIPAA) AR FER AWS RIE
REE, FHRNERZRBEEET (PH) NEHEENR , 5268 HIPAA B8,
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https://www.cdc.gov/nchs/icd/icd-10-cm/?CDC_AAref_Val=https://www.cdc.gov/nchs/icd/icd-10-cm.htm
https://www.nlm.nih.gov/research/umls/rxnorm/docs/rxnormfiles.html
https://www.snomed.org/value-of-snomedct
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‘@& PHI #9 Amazon Comprehend Medical JE#R 4B INE ., RIFEFEER , Amazon Comprehend Medical
WA EIEHEL2ER TLS A HTTPS. Amazon Comprehend Medical T2 EEFEREF RS,
It , BEFREEERBRBREFTENE,

#HY Amazon Comprehend Medical

1. AWS EE X2 E - 21 Web FRH , AJZEZAREE Amazon Comprehend Medicals

2. AWS %S5 5RE (AWS CLI) - BEZH AWS BRIEIEH S , 84E Amazon Comprehend
Medical , 33 # Windows, macOS # Linux. fFELRHE AWS CLI WEMET , T2 AWS &5
HIFE,

3. AWS SDKs - AWS 12ftSDKs ( HBBHEZEHN ) , HHPEsEARREEXRIESNTEAS
(Java, Python, Ruby, .NET, iOS, Android % ) WEXEMN&HLERNE. SDKsREEENS

X , ATE I Amazon Comprehend Medical 1 AWS WREX R 7. MEFMET , F26 AWS
HEEH,

B A A Amazon Comprehend Medical

MRIERHE— R fEH Amazon Comprehend Medical , BB FEE T 58 :

1. Amazon Comprehend Medical B/ X - A&/ #8 Amazon Comprehend Medical #:&:,

2. Amazon Comprehend Medical A P9 — Z<Ei57 BA a0{AI 5% & 2 AV R & I BIE Amazon Comprehend
Medical,

17HL Amazon Comprehend Medical 3
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Amazon Comprehend Medical #JE{ETT =X

Amazon Comprehend Medical fER ALK BARESKE (NLP) BE  FiBEBERRIWIEEE
LR F. BERREBREANXNFTSE  fINEERER. EYIZIREEEREA PH), XLiRFeg
BHER ARBELEREEEEEINAE £ SBE—F, BESEAEBRENFT LEFEI
R, ALZBLFEREIRER., FEERBIESAFEEDE , &’ Amazon Comprehend Medical ¥f
BRI ERERMENTEE,

BEREANARES TURSHIERSRENIT

« BSBRE —RRAE-—XHNsH  BOMBEREZBOEENERAER, ELRIEHAERERN
B, FERE—XFREF , —RRABEE—EXH,

« FRIFEE — BEME Amazon S3 REFFEBTFHXAESIMRETOHM. THNERSELE
S3 fFRTR A,

® Note
Amazon Comprehend Medical REED & X (US-EN) HI X =,

RE (A

DetectEntitiesV2 H DetectPHI &2 E B X4 EREFEBILER X FHNER., SEEXHE
Amazon Comprehend Medical BR% , 3 7E B FEH U 5 HE R,

SE[E 25 #EIR 73 #r

StartEntitiesDetectionV2Job 1 StartPHIDetectionJob I#EEBRIBIERFER , LMERIHEFERE
Amazon S3 REFEFBHMNERER. AR, IENERIZTREEREANSE, KNGS
BEAEEMN Amazon S3 FEFETE  TANE - EER TED M.

StartiICD10CMInferenceJob F1 StartRxNorminferenceJob iR {E S AR EELE L NIRE  UEHEE
WASELEEEEEE RxNorm F ICD-10-CM HiEFHEE(L R,

ELSEEER 4
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RS

InferlCD10CM, InferSNOMEDCT #1 InferRxNorm 2 /ES BB W B BB R MZEY | WiGH 2 BIE
#& = ICD-10-CM, SNOMED CT & RxNorm I EH IR, &7 LUE A ABLER#EX 2 47 K 2 47
XHEERE-RBEX 4, EBFEAZEAERABEGLIR APIs , BRI UHITRERRE., =1, 5
RN IR E AT HER 2 TS

E#EE ICD-10-CM BE2FRFABEF R

InferiCD10CM RS EABENERER , WEHERE 2019 FEBERD EE 10 RRRIEXK
(ICD-10-CM) MR HE. HRERZWEEBEERERE R , Amazon Comprehend Medical &% Hi#f
FFEY ICD-10-CM RIBF IR, BRPIHNWEBEBFRBEITEESE , IR~ Amazon Comprehend
Medical HHIERPHEFE SN ERERMENAIEE,

E#EE RxNorm ¥ K E H =

InferRxNorm #REA AR BEHTIAERNER, CHERELZEREEREZEELE RxNorm
ERENBSEBA (RCUl, B8 RxCUI ERTRINEENAERENRIH —W, FRPIHHSZE
YVBRAEESE , X Amazon Comprehend Medical ¥4 RxNorm HEH s B EREM
B E{EE. Amazon Comprehend Medical BB EE S & , LUERIEF I HTsERAFEHEANRIZ &
BEEY & LB RxCUIs,

SNOMED CT BE# 2 MEEF I BL2ER

InferSNOMEDCT RS ATRENERM A AER , YAHERE 2021-03 RV RF(CES D
B ERRAMIEE (SNOMED CT) B9XH5, SNOMED CT RHEEMI SN TRAE  SIEBEEKREMIIN
DUREEAR. AENERF. HASEHEZTHEES ID , Amazon Comprehend Medical €& 5] 5 F 1 &
BHS  SESSHEUEESENBEREENR , SlNBEFBMY. A% , SNOMED CT #= IDs AT H
REBEBERARER , U\E7E SNOMED CT ZEERREARANREERB. REJEKD .

EER 5
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Amazon Comprehend Medical AF§

= ERBEA Amazon Comprehend Medical , FEa%E AWS tRFIEE I AWS Identity and Access
Management (IAM) &, &ZEH Amazon Comprehend Medical CLI , EE FEH¥EEE,
&

s SB1: BREAWSIRFYEVEBESFEAE

- $B 2. 8E AWS Command Line Interface (AWS CLI)

« HBE 3 : B Amazon Comprehend Medical £2 &

« B 4 BRAEE A Amazon Comprehend Medical APls

TB1: . RMEAWSIRFYZVEEEFRE

BOXREA Amazon Comprehend Medical Z 81 , 58t TR T FEH :

1. 5 AWS
2. B3 IAM EAE

s AWS

&85 Amazon Web Services (AWS) B |, &85 AWS IRE S BB MATE AWS RS , 2%
Amazon Comprehend Medical, BREZNERFERARBENER.

iEiB Amazon Comprehend Medical , BREAFANERNE, MRERE AWSHFEF , IRER
Y {EF Amazon Comprehend Medical, INEFEMEN , F2R AWS REFHEHE

ERCEHE AWS IRFE | BE T —&,
I AWS IRF

1. BARK https://portal.aws.amazon.com/billing/signup,

2. nﬁLﬂE%iJ:j:El/j_\ ‘f-.ro

AMEFN—Ho LREEREFRIAXFALE , LESFHFRE I ABRER,

HER1  RERP 6


https://aws.amazon.com/free/
https://portal.aws.amazon.com/billing/signup
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EEEM B AWSIRE , AWSIRFREAEERN . REAEFTEFEIRFEFHIRE AWS Bk
#MNER. FARSREEY K FREEFIEETGERE YTHECRARERERPTEE
BREREFRENES.

SBEH AWS IEF ID , EBLEETET T —BES.
B IAM EAE

AWS HHIBRTS , 120 Amazon Comprehend Medical , EE&EE FEURR FIRMHER . EHREY
B ERE TR E RN,

KPR ZVEZREMER AWS Identity and Access Management (IAM) ZER AWS , AR & AWS 1R

WEAER, EE64H IAMEFZERAWS , FEY IAM EAE, SEAEHEBEZEEEETTN IAM B
B, RARBEEFART IAMFERAE, AE , B UERSR URL M IAM £EAENE A E R RIFE
AWS,

REEFHAFIREBRREF —EEGFERSRRNERE adninuser,
BUEEBYBEA XA

1. adminuser &M AWS t(RFREVHS WEAE. MFERHB , FardE (AM EAEER) #
RV % — {6 IAM EREREESEE,

2. AWS Management Console £ 4F% URL B A . MEFHMAENR , F2H (AM FRHEER) #
/Y {55 F & ] B A SRER P 6

WE IAM NEFEER , F2RTIIRIE !

» AWS ldentity and Access Management (IAM)
+ AR

- IAM EREER

T—48

SE 2 . 58 AWS Command Line Interface (AWS CLI)

B IAM EAE 7


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_how-users-sign-in.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/
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HER 2 . 5%FE AWS Command Line Interface (AWS CLI)

BAEZEE AWS CLI BTAFKRERNSR. T8 , *EEFHN—LHMFTIFTEE, IREEE ,
AILAREBLL S B HIE S B 3 : BRE A Amazon Comprehend Medical £32 & , #HEBRE AWS
CLl,

BHERE AWS CLI

1. TEFMEZE AWS CLI, INERHA |
5|ERE

nl‘-H-

2B (AWS Command Line Interface EA &) HHT

. {E/A EITERE AWS Command Line Interface

« 52 AWS Command Line Interface
2. TEAWSCLI{HEEIERT K ATHEEMEELRTERE :

[profile adminuser]

aws_access_key_id = adminuser access key ID
aws_secret_access_key = adminuser secret access key
region = aws-region

BEHIT AWS CLI s S REA LR ER. MEERERENFHEN , F2E8 (AWS
Command Line Interface EAEERE) PR EREARE. W0FE AWS BiFHNSIxK , 552 E hitps:/
docs.aws.amazon.com/general/latest/gr/rande.htm| B #JAmazon Web Services —fix ¥ [E i3 82
Ui B o

3. EWTRAFAPBHAUTRBAGCURBERE

aws help

=48

S B 3 . MR MEA Amazon Comprehend Medical £ &

B 3 : BRER Amazon Comprehend Medical 12 4&

F#REA Comprehend Medical TR AN KEEF ER I MENFER., WREEZHRE Amazon
Comprehend Medical FE/ES = PR SFMZE | ?A‘fﬁ}iiﬁﬁ’lﬁﬂﬂZéﬁﬁﬁﬁs

SR 2 BRE AWS CLI 8


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-set-up.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html#cli-multiple-profiles
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

Amazon Comprehend Medical HBEABER
*iE
- FREESITBRRXF

EREREDIERKNF

Comprehend Medical 2 A A B E D TRKXFHAR , RELRA 20, 000 fAFt. EREETR
£ AT | BRI D,

EERB O , FE A AWS Management Console B Comprehend Medical £ 4,
£ Comprehend Medical T , iZiZEIBEF 247,

FRAGRE R XFNAZHN D

Amazon Comprehend Medical Real-time analysis

Real-time analysis

See how Comprehend Medical recognizes entities related to the healthcare domain. To analyze your text, type or paste it in the text box.

Input text
Supported languages [}

Pt is 87 yo woman, highschool teacher with past medical history that includes

- status post cardiac catheterization in April 2019.
She presents today with palpitations and chest pressure.
HPI : Sleeping trouble on present dosage of Clonidine. Severe Rash on face and leg, slightly itchy
Meds : Vyvanse 50 mgs po at breakfast daily,

Clonidine 0.2 mgs -- 1 and 1 / 2 tabs po ghs
HEENT : Boggy inferior turbinates, No oropharyngeal lesion
415 of 20000 characters used.

B F L FRMARRIN T , RRBED M UAREXFH D,

ERAEREDTRKF 9
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Insights info

Entities RxNorm concepts ICD-10-CM concepts SNOMED CT concepts

Analyzed text

Ptis 87 yo woman, highschool teacher with past medical history that includes

© Age (87) © Dx name (highschool teacher)
® Profession (highschool teacher)
Overlap Overlap
- status post cardiac catheterization in April 2019.

® Time to procedure name (status post) ® Procedure name (cardiac catheterization) mcedure name (April 2019)
® Date (April 2019)

Sign
She presents today with palpitations and chest pressure.

® Dx name (palpitations) System organ site (chest)

EBWANFTH , 2N XFEUECHERREIERER

- REeREEL PH &8,

- HEERBNER,

. #XEZEEB B Medical Condition.

- ERERRAAR. BENERF (TTP).
- KEEFEA Anatomy,

M EEBRB R RERES,

MEFHME , 552 Amazon Comprehend Medical BIiE/EA o

HEZAENBARTRTE , oMW NFERSRETIXFHFHEER,

EREREERNFHAIICEEBN A -

ERAEREDTRKF
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¥ Results (27)

Q All v 1 2 3 4 > {e}
Entity v Type v Category v Traits

87 ® Age Protected health information

0.9997 score

highschool teacher @ Dx name Medical condition

0.7305 score

highschool teacher @ Profession Protected health information

0.2063 score

[F] status post Time to procedure name Time expression
0.9525 score
cardiac catheterization @ Procedure name Test treatment procedure
0.8982 score

BRFAEERNFREEREE,
HESEERS 5 BAKR Comprehend Medical EREBI X FRFTHEANAEE , FARETHERE

I
EEEEFRAGRM JSON &1 , HRIEEABRES, JSON BHBE RIEGEHZEER.
BRSH

S 4 RAMER Amazon Comprehend Medical APls

R 4 : BAE A Amazon Comprehend Medical APIs

THIE I RE I ER AWS CLI, Java # Python ZREF Amazon Comprehend Medical #4E,
I3 7 ## Amazon Comprehend Medical ##4E , ¥ BEECERAERNEEER.

& E#H1T AWS CLI # Python &4 , 5% % AWS CLI, INFEFHMENR , F2RSE 2 . 38E AWS
Command Line Interface (AWS CLI),

EEH T Java S , FFLE BAR Java B AWS SDK, INERS BARM Java B AWS SDKEYIE
™, BZEREEARN Java B AWS BEEHS,

ES- |

SR 4 RBER API 11


https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/setup-install.html

Amazon Comprehend Medical HBEABER

- A EREEER AWS Command Line Interface
- £ BREBEER BARN Java B AWS SDK
- R 1EREEER AWS SDK for Python (Boto)

ki

A EHR=ESHE AWS Command Line Interface

T HI&E 5 REaAIfE A DetectEntitiesV2iR4E AWS CLI |, BRI FZH{EATINEESE, &
BHTEHH |, BABERE AWS CLI, WMEFMER , 5582 Bthe section called “FEE 2 : 5%F AWS
CLI",

WEHIHENBAM Unix, Linux # macOS, AR Windows B |, EEUEASE () BRE—THEREN
Unix EEBF TR (\)o

aws comprehendmedical detect-entities-v2 \
--endpoint endpoint \
--region region \
--text "aspirin is required 20 mg po daily for 2 times as tab"

EIFEMT :

"Entities": [
{
"Category": "MEDICATION",
"BeginOffset": 0,
"EndOffset": 7,
"Text": "aspirin",
"Traits": [],
"Score": 0.9988090991973877,
"Attributes": [
{
"BeginOffset": 20,
"EndOffset": 25,
"Text": "20 mg",
"Traits": [],
"Score": 0.9559056162834167,
"Type": "DOSAGE",
"Id": 1,
"RelationshipScore": ©.9981593489646912

/A SR EERE AWS Command Line Interface 12
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1,

IlTypell :

IlIdll:

1,

0

"BeginOffset": 26,
"EndOffset": 28,
"Text": "po",

"Traits": [1,

"Score": 0.9995359182357788,

"Type": "ROUTE_OR_MODE",

"Id": 2,

"RelationshipScore": 0.9969323873519897

"BeginOffset": 29,

"EndOffset": 34,

"Text": "daily",

"Traits": [],

"Score": 0.9803128838539124,

"Type": "FREQUENCY",

"Id": 3,

"RelationshipScore": 0.9990783929824829

"BeginOffset": 39,

"EndOffset": 46,

"Text": "2 times",

"Traits": [],

"Score": 0.8623972535133362,

"Type": "DURATION",

"Id": 4,

"RelationshipScore": 0.9996501207351685

"BeginOffset": 50,

"EndOffset": 53,

"Text": "tab",

"Traits": [1,

"Score": 0.784785270690918,

"Type": "FORM",

"Id": 5,

"RelationshipScore": 0.9986748695373535

"GENERIC_NAME",

fEF 1888 EE R AWS Command Line Interface
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"UnmappedAttributes": []

EH ERERER BRARN Java B AWS SDK

T5|&HIER DetectEntitiesV2IREEEL Java, BEEHTE G| , FFLE BARM Java B AWS
SDK, mERSE WRA BAR Java B AWS SDK |, 52 EERAR Java B AWS BREHS,

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.AWSCredentialsProvider;

import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.auth.BasicAWSCredentials;

import com.amazonaws.client.builder.AwsClientBuilder;

import com.amazonaws.services.comprehendmedical.AWSComprehendMedical;

import com.amazonaws.services.comprehendmedical.AWSComprehendMedicalClient;
import com.amazonaws.services.comprehendmedical.model.DetectEntitiesRequest;
import com.amazonaws.services.comprehendmedical.model.DetectEntitiesResult;

public class SampleAPICall {
public static void main() {
AWSCredentialsProvider credentials
= new AWSStaticCredentialsProvider(new BasicAWSCredentials("YOUR AWS

ACCESS KEY", "YOUR AWS SECRET"));

AWSComprehendMedical client = AWSComprehendMedicalClient.builder()

.withCredentials(credentials)
.withRegion("YOUR

REGION")
.build();

DetectEntitiesV2Request request = new DetectEntitiesV2Request();
request.setText("cerealx 84 mg daily");

DetectEntitiesV2Result result = client.detectEntitiesV2(request);
result.getEntities().forEach(System.out::println);

A EHEEEE BEARN Java B9 AWS SDK 14


https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/setup-install.html
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HEIEWANFFERIN=(EER K CHRERAXFTINNE, SEERLESHERERIERN T
EEZSHK, TH@HHERLAREF FH Dosage., Generic_Name# FrequencyEEE,

{Id: 0,BeginOffset: @,EndOffset: 3,Score: 0.9940211,Text: Bob,Category:
PROTECTED_HEALTH_INFORMATION, Type: NAME,Traits: [],}

{Id: 2,BeginOffset: 23,EndOffset: 30,Score: 0.99914634,Text: aspirin,Category:
MEDICATION, Type: GENERIC_NAME,Traits: [],Attributes:

[{Type: DOSAGE,Score: 0.9630807,RelationshipScore: 0.99969745,1Id: 1,BeginOffset:
14,EndOffset: 19,Text: 50 mg,Traits: []1}]1}

£ H 1ERIBEEE AWS SDK for Python (Boto)

TH&EHIFER DetectEntitiesV2IRERE Python, EEHITEH , FFRE AWS CLI, WMEFME
F , 552 Bthe section called “F B¢ 2 : 58 %E AWS CLI%,

import boto3
boto3.client(service_name="'comprehendmedical', region_name='YOUR REGION')
client.detect_entities(Text= 'cerealx 84 mg daily')
entities = result['Entities']
for entity in entities:
print('Entity', entity)

client

result

HEHISWMANFFRIN=(EER K CHRERAXFTIHNE, SEERLRYHERERNERN
EEZRK, TH@HHERLAREF FH Dosage., Generic_Name# FrequencyEEE,

('Entity', {u'Category': u'MEDICATION', u'BeginOffset': @, u'EndOffset': 7,

u'Text': u'cerealx', u'Traits': [], u'Score': 0.8877691626548767,
u'Attributes': [{u'BeginOffset': 8, u'EndOffset': 13,

u'Text': u'84 mg', u'Traits': [], u'Score': ©0.9337134957313538, u'Type':
u'DOSAGE', u'Id': 1, u'RelationshipScore': 0.9995118379592896},

{u'BeginOffset': 14, u'EndOffset': 19, u'Text': u'daily', u'Traits': [],
u'Score': 0.990627646446228, u'Type': u'FREQUENCY',

u'ld': 2, u'RelationshipScore': 0.9987651109695435}], u'Type':
u'BRAND_NAME', u'Id': @3})

A EHIEEEERE AWS SDK for Python (Boto) 15
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Amazon Comprehend Medical #1/THE VPC w2 (AWS
PrivateLink)

BRI AN AN VPC %% , % VPC # Amazon Comprehend Medical 2 B2 HELE, NTE VPC
v BB AWS PrivateLink¥ 17 , BIEH T Al BRI BB EIE, NAT 2E&. VPN EHR AWS
Direct Connect E#EH1ERT , # T EE Amazon Comprehend Medical APls, VPC I #{TEE T
FE/NE IP st , BB Amazon Comprehend Medical APIsi&&. VPC F Amazon Comprehend
Medical Z BRI RETSEER Amazon #i,

BENERHBZHETFEETH - RS EELEERTERTR.

MEFMEER , 528 (Amazon VPC A EERM) PHRME VPC inE (AWS PrivateLink).

Amazon Comprehend Medical VPC imEHyZ EE18

TEIZERE Amazon Comprehend Medical B9/ VPC in B2 & , 55154 E (Amazon VPC R &S
) P EmSBERES,

Amazon Comprehend Medical X E#REW VPC FEILEFTE APl B,

% Amazon Comprehend Medical 23 /M HE VPC it 2

BAILAE A Amazon VPC 12 AE () & Amazon Comprehend Medical JRIEZE L VPC ik BHAWS
CLlI, AWS Command Line Interface tNEFMEH , 528 (Amazon VPC FEHERE) RHEILN
[

F AT 5 R A FEEIL Amazon Comprehend Medical #9 VPC %% :

* com.amazonaws.region.comprehendmedical

MR ZBRUR B RIFAE DNS |, BRI LA EEH FEEX DNS & #[@ Amazon Comprehend Medical 12
i API 583K, #l#0 : comprehendmedical.us-east-1.amazonaws.coms

WEFMES , F2E (Amazon VPC EREER) HHEIBIT HimFFEURS.

Amazon Comprehend Medical VPC i 2y Z B =18 16


https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
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A Amazon Comprehend Medical 237 VPC imEhBUER

BRI LU IR B BRE 2 E VPC iR %, LA &% Amazon Comprehend Medical B91ZEL, LEBEREIRE
THER :

- AEATEIMERVERE.
- AFITHEME.
- AHBTRENER.

IWMMET, | BB Amazon VPC {5 BRI VPC 8k 51 IR TS 10 77 EL.

&i5] : Amazon Comprehend Medical Ej¥ERY VPC i BEB R

AR 2 Amazon Comprehend Medical in B EUR V€16, EEZiHEE  UBEXERTFHMEERLME
FEBE¥ Amazon Comprehend Medical DetectEntitiesV2EI{EMIZELEE,

{
"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"comprehendmedical :DetectEntitiesV2"
1,
"Resource":"*"
}
]
}

% Amazon Comprehend Medical 3 VPC s BBk 17


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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X FE0 i APl 124E

£ Amazon Comprehend Medical R@ERKRX M4 , MEAFALIFHNEARAZSEE (NLP) EH |
NEEATNBZERIR., BUUHE—RERHITON , Y FME Amazon Simple Storage Service
(S3) RETBINZEERHITHIXD .

#EiB Amazon Comprehend Medical , &0 LATE X4 L3117 T SIS 4E -

 Detect BRE (E 2R ) —MEFBHWILEAXT , MEABSZEFANXFSE | fIMEERER.
Ak, REMER , UAREY, WRAERERYL Detect B2 API FEIWVER | Bhiha — L2
E,

« B8 PHI — MEFEBLERX T , AMEAZREEREF PH) IXFSE | flmBBMityt.

Amazon Comprehend Medical 8 2& % {E API #E , TRAREBARX4HATHAXF oW, EEH—
T MMM REL API 21 , 552/ the section called “XF 5 AT #t )X APIs”,

£

« Detect BEf8 (£ 2 hR)
« {H3] PHI

« XFHHHIR APIs

Detect B2 (5 2 bR )

5 DetectEntitiesV2 RIGHE—ERFPWERE , SFEH StartEntitiesDetectionV2Job ¥ Z [ RiEST
HRDH. EELMERITHIER T EE -
« ANATOMY: BRI BB ERAZATPURELRT P RRERNVNENSE,

« BEHAVIORAL_ENVIRONMENTAL_SOCIAL : EARBEHREEE ANEERENTENEYE, ESTHEE
BFEAE, BREEHE, REMBEYFERHE, B8R, HRINERKE.

» MEDICAL_CONDITION: {ERI&RBERMIR, EARMPDE

- MEDICATION: {ERIBE LNEYMAEEA.

« PROTECTED_HEALTH_INFORMATION: {EAI5% B EAE A

« TEST_TREATMENT_PROCEDURE : {81 R} KB ERNREF.

« TIME_EXPRESSION: {ERIEE{ERIZIM ERAHEB < RFREMEBENER.

Detect i (2 kR ) 18
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DetectEntitiesV2 @ EEERIFTESEEB, &¥ER PHI WSED , BEE—ERLFER
DetectPHI , ¥ £ A StartPHIDetectionJob ¥E{THEIX 247 o

Amazon Comprehend Medical &8I ZI T38RI R E R -

- ER . HEBEYHEBINXFSE A, BE, EYNEERER. i : ibuprofen,
- Fh  ERFMEBNEZ 2. B4 , ibuprofen 2 MEDICATIONEEBIM —EB 5o

- A FE-HBPENFNERER, 4, ibuprofen 2 MEDICATIONIEBIAY
GENERIC_NAME ¥#i,

- B HERMEENER , SINEYHNHE, FlI0, 200 mg £ ibuprofen BRI E M,

- 4% : Amazon Comprehend Medical RIBEAR TN ER, flwn , MRBERFER , AEYWE
ENEGATIONHE M4,

- BREE  ERE BECBNER,

Amazon Comprehend Medical 8RS AN FHAZRHEERMNLE, £ Amazon Comprehend 1%
A7 egUERERVE. EAER AP K, cBUHBEVBETRNLE,

SRERNBUHETE—E2 2 , +EH Amazon Comprehend Medical 5B XM S EEAW AIEE
Zik,. SEBMUEHEREZEI B, 2K Amazon Comprehend Medical EBHEERX B - BHAIE
BRERMAHEENTEE. AENEARGBIEENTEERE. TEEBSERMENERLTER
SAEERE. FEETHESRENEHR.

gV

ANATOMY BRI gRAIE SR SFEB AR URELI I HRRVEN

N

,
p<Ric)

« SYSTEM_ORGAN_SITE : BB R, ABNEDEHE , URBBNE.

Attributes

- DIRECTION : AR, #lw , £, A, B, #&E@. £, T, &, 8. Bi%, fm, HE, &£
2. B, 5. B%,

BIAT R 19
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1T/, RENGCESRRER

BEHAVIORAL_ENVIRONMENTAL_SOCIAL EHISEAREHRFEF/AEERENITANREGESE,
Type

» ALCOHOL_CONSUMPTION : RiREMME, R, BENFERAEREENBREEE.
 ALLERGIES : E&Jk B EHRAMNH BT @ FE,

* GENDER : 7B 5 & 2 Ay 4t

* RACE_ETHNICITY : EEREBKNKR 2 B2E 5 NWERBUEER,

- REC_DRUG_USE : RIRFEMAMAEE, R, FENSERE K THHREEAREEEYNER.
« TOBACCO_USE : RiZEAMEE, R, HENFEREHEREENEECRE,

Attributes

T5ERIRNA B EE A M ALCOHOL_CONSUMPTION, TOBACCO_USE# ¥FREC_DRUG_USE :

« AMOUNT : SERMER., EENREMEYE,
« DURATION : EfFRERE. EERREMHENZ X,
« FREQUENCY : Bf5. EEDIRBMEYHFERAER,

15

THMERIZ A 45 8EE A ALCOHOL_CONSUMPTION, TOBACCO_USE. ALLERGIESH ##
FIREC_DRUG_USE :

« NEGATION : R NERBBEAEERKRENIT,
« PAST_HISTORY : IEHEAER. EERREUEYERREBENBE (EBEHERZE ) o

BRI R

MEDICAL_CONDITION HAISEAEEENNIHR, EMRMNDE ., B —REEEEE, UE
BHEMEESES. —E=ZESHTAREERMEER, ElBHREREZEHBRNEEARE
A , I3iEIB DX_NAME RELATIONSHIP_EXTRACTION. TS fBlf0 , X F T ARG ER

Th. RENLSREER 20
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B, TEEMEL ERIABM ACUITY, TZA£, ERABM DIRECTION , MUKk "HR, ERABM
SYSTEM_ORGAN_SITE, BEBMMWERNSMHFINERRLGER "BEL URTUEESE.
=Rt

« DX_NAME : 5| P B EE . DX_NAME ERAIFERNERKE. MZ2ERMBEL.

Attributes

« ACUITY : ¥BErEmaTER  SIRE. 28, RAR, FEIEE.

- DIRECTION : A a4, #lw , £, A, B, &E@, £, T, &, 8. BiR, fm, YA, &£
2. FEAl, EH0E,

« SYSTEM_ORGAN_SITE : ##BE.,
e QUALITY : EERBERNETHERMEMTE , FIUFEERTER

ESZE

 DIAGNOSIS : B AfEMREAFLFERNWEBRIER. TUERERMBELTE, EREFIMHNREDME
AIE M5 XX BER,

« HYPOTHETICAL : R BEEBERABERT.

* LOW_CONFIDENCE : R RERIFEREESETHEN., ERRUNAIEESIBTEEMEE,

» NEGATION : X ERIBERBES KRBT,

* PERTAINS_TO_FAMILY : {s iR BN AR BN REMEE , M3FHE.

« SIGN : BAHERERE R,

« SYMPTOM : f5 B O $HRAVEBEIT N

ZmEnl
MEDICATION i 2EANEENEYNHAEEN.,. —EARZEBETUERZTER,
il

« BRAND_NAME : &Y 4B BREANE/FERERRE,
« GENERIC_NAME : EmMEER. o B BBV ABEEYNEHES,

ERE oY
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Attributes

- DOSAGE : HFFHEREE.,

 DURATION : G FEMZ X,

« FORM : YR,

« FREQUENCY : BEIEZEYIHIER,

« RATE : EYHNEERER ( TEAREYEAR IVs),
- ROUTE_OR_MODE : #¥MNEE S Z,

« STRENGTH : ZE¥EE,

15

« NEGATION : AR REERFEHAEMHIE TR
« PAST_HISTORY : EHERNENERRBEEERE ( BoIEHZH ).

ZRENREEAER

PROTECTED_HEALTH_INFORMATION HhRlEE AR BN EAENR. F2E EH PH LUE—F TRt
B’IE,

=Rt

« ADDRESS : iR {Ea%He, BEMHPFIAMUNFIEHESDE,

« AGE : FTE . FHIEMREFHNITH. EBFEFEE. RARHEMBAN, BRFESERHA , B
RREASF.

o EMAIL : B E FE{Fat,

« ID: HERLMRG, BRCERR. RERBRE., BAERRE., BRENRERE. ERNEE
s, BEMHREMNE, EHISHENTAEYRIGES  fINsSE,. EENEREE.

* NAME : FiIEE B, B% , B8, RARREHRENER.

« PHONE_OR_FAX : {FUEFE, EESFIURFEE. HREZEFEMREE , Hla0 1-800-QUIT-NOW
911,

* PROFESSION : EfJEfE BEHEERAMBHNEXRHET. ETNBEELPREREREENRE,

ZRENBEERAER 22
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AE. BENEFER

TEST_TREATMENT_PROCEDURE HAl€EAARYEBRERNERF, — S EEMETUE
TEST_NAMEXE R (Y B B8 #ERE

<Rt

* PROCEDURE_NAME : T AMEABBEYITH —XEEHE , SUGEBRIEAIREHEBERE,

. TEST NAME : ¥R BTN RER , AREH. RE. GEIFoTHREEERE, ECEANREE
P, ERBEHRGYS,  ERITIEENTAER. BF. FERFTD

« TREATMENT_NAME : E—EBREBAMTHNA , LB —EZEER, ESHEEYWDE , FliE
BMNTER,

Attributes

« TEST_VALUE : BIEZ&ER., EEHANTEST_NAMEERFA,
« TEST_UNIT : AlRERERIZEMELNEERE NV, EBEHAMNTEST_NAMEE#ER

EX:

* FUTURE : XA, EESEFREESERIETE2EBRENBEREH.
* HYPOTHETICAL : R7AIRE., REHEFRURRKRT.

» NEGATION : R NERIEERBEIARHIT.

« PAST_HISTORY : ®RRHIE. AEIEBFREFENBE ( BREBZA) .

EFRRIZENEE R

TIME_EXPRESSION HAIZERHEKEEBNER. EOREABNREREXNZER b fln "=X
By, "™SXs., "THEls., "AZR,., "LEA.L R "M6XK. . LEHNPHNERRAECHER
HHEREE I 2EE, a0, "Yesterday , ®EES 200 mg #Y ibuprofen) E{EEYesterdays
EATIME_EXPRESSIONE & Tibuprofen, EBHIGENERIC_NAMEER, T8 , £ "HEX , WEET
By, ETEERNAEHR,

R, REMEZFER 23
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pidl

« TIME_TO_MEDICATION_NAME : SERZYry B8, WEASEREM S BRAND_NAMEA
GENERIC_NAME,

« TIME_TO_DX_NAME : 4 8ESRN B H, ERNEMLS DX_NAME,

« TIME_TO_TEST_NAME : #{TRIEMN B, WHENEMS TEST_NAME,

« TIME_TO_PROCEDURE_NAME : #i{TREFH B, LWEENEMS PROCEDURE_NAME,

« TIME_TO_TREATMENT_NAME : #8 TR B, HEBAEMS TREATMENT_NAME,

BRER
- BEE BYCENEER, PERelationship_typefy T :

Overlap - {8 R BIA B TIME_EXPRESSION—H,

&8 PHI

ERANEERERRYZEEIZREEEESN (PH) BRI | 55 DetectPHI 21, ZEEERIR
RXFHHFETHER , #H DetectEntitiesV2,

It API BERFEER PH BERNERARS, WFEE PH ERIRHNER , 552E Detect BfE (5
2 W% ) o

/A Important
Amazon Comprehend Medical 2t ] EES & , EHENFERCERUNAUEE. FFMEE
ENFEESE , YREHESEEARIINERTGEERE. BSRBFESHRAEARS , BRMER
BERABENNATERSE M5 ERERERZN PHI B ERME,

BIF HIPAA 2% | B1F 18 BERBITHEEMN PHI % B4 5BI/NMOEE, Amazon Comprehend Medical
SEAIEELEHINFEBHNER K BELERTEE 1. 1 HEERS Harbor 5 EIEEMNEFE, It
A TR B ESHEIREBILEARZS |, {8 Amazon Comprehend Medical B XE 7 Fr AR
BIFF. BEEBAFHTAREBNENEENERER , IETIEE, NEFAEH A FSEEEBF
REEAEREAY ENEEEABIE,

{838 PHI 24


https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html

Amazon Comprehend Medical

FMBABER

=18 PHI MHBIERA TS0 (ScoreZEEH ) , & Amazon Comprehend Medical ¥ {8 BI ZE#E 1+
MWAEE. AENEARJEBAIERNAIEERE , IHFRETHEZRENER, &5 PH fHE
BRE  SEERAKAEEREETHR , MENESTRENINER., EEREARGPTEA®E

RENERER , LEML,

#1T DetectPHI 5 DetectEntitiesV2 24T LSBT 5 PHI FHRIEEE -

ERIRM PH E5E

L)

®

DATE

NAME

PHONE_OR_FAX

EMAIL

DU

PREFE. FEHMRERNER
FhHTH  ERIEEIRN
A BRI RZEZNHEMA
B, BRIEZHERA , BRIFER
BEAF.

HEBENBEREMENEM
B,

mARBETRENAEEE
BEBRNEER., RADRER
%0

EMAER, BE, FFUER;
TEEERERERE , flw
1-800-QUIT-NOW # 911,

EIE F bt

B2y 5B 5 7 AR A AV (R
BT, EEREHERER
i, BEGCHRE, SKiEH5
s, WAERRE. BRE%
RERR, EWMAEERE,
CEESEMREBBF , AR
i pl R REENE

Fo

HIPAA &3

3. ER{EAFEEEEY A

3. ER{EAMEEEEY A

1. B8

4. BT

5. BERE

6. BF Bt

7. HELERB

8. BEBRAC 8k 5 i

9. Health Plan 5% 8%
10. RAR :

11. BRI
12. EEE B

{838 PHI

25
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B’

i

URL

ADDRESS

g4

fE17 Web URL.

ESREMREG, ERE
BEERE S ER e wards WIFRE
WESE,

SRR R R VSRR
R BRAMBHRERSE

AN

*o

HIPAA 385l
13. R ERE

16. EYBBIEF
18. R B 45
14. URL

2. IV E

18. R E At 58 B 458

X7 TRER John Smith , {2 48 mEVEERT , L REREMNARBNER. o EE :

FJohn Smithy %A PROTECTED_HEALTH_INFORMATIONZERINAMER R ERIEHE,
F48, & PROTECTED_HEALTH_INFORMATIONZERBIAGERH) R EE,

PROTECTED_HEALTH_INFORMATION #5I {4 A PROFESSION ( B4 ) BEEH

"teacher",

o fEE , #EERTE, 5 PROTECTED_HEALTH_INFORMATIONZEB|HHIADDRESSEEE,

£ Amazon Comprehend Medical £ &® |, MMTFFAFR :

{EF DetectPHI #21ERF , DIFESE RN T, EFAMFEH StartPHIDetectionJob E#/ERF , Amazon

Patient is John Smith, a
e Name (John Smith)

of Seattle, Washington.

® Address (Seattle , Washington)

48 year old teacher and resident

® Profession (teacher)

Comprehend Medical @ ALLLEBEREVERIER,

{838 PHI

26
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"Entities": [
{

"Id": o,
"BeginOffset": 11,
"EndOffset": 21,
"Score": 0.997368335723877,
"Text": "John Smith",
"Category": "PROTECTED_HEALTH_INFORMATION",
"Type": "NAME",
"Traits": []

"Id": 1,

"BeginOffset": 25,

"EndOffset": 27,

"Score": 0.9998362064361572,

"Text": "48",

"Category": "PROTECTED_HEALTH_INFORMATION",
"Type": "AGE",

"Traits": []

"Id": 2,

"BeginOffset": 37,

"EndOffset": 44,

"Score": 0.8661606311798096,

"Text": "teacher",

"Category": "PROTECTED_HEALTH_INFORMATION",
"Type": "PROFESSION",

"Traits": []

"Id": 3,

"BeginOffset": 61,

"EndOffset": 68,

"Score": 0.9629441499710083,

"Text": "Seattle",

"Category": "PROTECTED_HEALTH_INFORMATION",
"Type": "ADDRESS",

"Traits": []

{838 PHI 27
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"Id": 4,

"BeginOffset": 78,

"EndOffset": 88,

"Score": 0.38217034935951233,

"Text": "Washington",

"Category": "PROTECTED_HEALTH_INFORMATION",
"Type": "ADDRESS",

"Traits": []
}
]’
"UnmappedAttributes": []
}
XF oMt APIs

& Amazon Comprehend Medical &4 #r fZ A Amazon S3 fFFEEHIHNEEN T, £—E#txF
DIERZ 10 GB WX, B LMER FHARBIMEERROTELR , REAHR APIsH{T R
EHER K SEIREBENEEEA PH). APISERE. Fi1b. 5 HFMEREEETHIRIRS TEK,

20 LATE I R #R B R 2 AT R Bt Amazon Comprehend Medical B 1ERY EEE Ao

EEEA

Amazon Comprehend Medical B #t X 2 TR ER LMK EXBRER. DEZHEER. BEEARMGIN
HEUGEERE  YEFESERMNBERATEASUEERE. ARNKSECARGE  ELERER
TBEEIGRNEEEHTEEMERE. Amazon Comprehend Medical BYFT A R /E R sE7E 8B I &R Y
BERSXABEENERMENRENERYE®  THAREEBERI,

£/ APIs #11THLR 70 47

&0 LA A Amazon Comprehend Medical 1% & 3% Amazon Comprehend Medical Batch APIs 3R
THUR 2 TR

FERMRAF

E &£ A Amazon Comprehend Medical API B , Z58 3 AWS Identity Access and Management
(IAM) BSR | WA HEER IAM A, BEE—S TH IAM ABNEEEER , F28 IAM BERAET
Ao

1. BENER L& S3 RFTE,

XEFDHHIR APIs 28


https://aws.amazon.com/comprehend/medical/pricing/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

Amazon Comprehend Medical HBEABER

2. EEMBEFHN DTS , 5FEH StartEntitiesDetectionV2Job 4= StartPHIDetectionJob 12
B, BERREMEIEEF , 555 5F Amazon Comprehend Medical 22 AR RN A S3 FFTES
B, WETAE SSRETFEEMARIFTEREARE,

3. fERAE#E AR DescribeEntitiesDetectionV2Job £, DescribePHIDetectionJob R EREE IR
HHERE, b\ | ListEntitiesDetectionV2Jobs Fl ListPHIDetectionJobs A IR ZE & A AN B E 4L
IR MR B AR BB,

4., MBLEBEFIHETHHER , 356 StopEntitiesDetectionV2Job 5 StopPHIDetectionJob &
I o

5. ZERBIMEIBNER K FSRELCERBEBRRENE L S3 FEErE,

EREZREBITHR D

1. BEHNER LEE S3 FEFiTE.

2. EERBFWNINEE  FERNEEFTHIMER., RAERHEEBARBEN SSHEFES
B, AREBEFEHHERN S3 RETFBERE.

3. HEEBETRERHEMRE, & TEE , ZUUBEMERR S MRERERE  BEITHEBH
EROEFR,

4. BEERIMEBNER A F2RECHRBEIBRBRENE L S3 RETE.

BOKIRIERY 1AM BUR

24 Amazon Comprehend Medical #t)% APIs IAM B4 BEEHEK  RFHEESRANGHERZ
S3 RIFIFRNFIE, CESEEIBREFERE , B Amazon Comprehend Medical FRIEEE S 1ERX
Ak, EEE—STH IAM AEREFERK , F2H IAM A&,

ABLEERTIIHK.

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::input-bucket/*"

ERERAFITHIRD 29
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1,
"Effect": "Allow"

"Action": [
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::input-bucket",
"arn:aws:s3:::output-bucket",

1,

"Effect": "Allow"

"Action": [
"s3:PutObject"
iF

"Resource": [

" arn:aws:s3:::output-bucket/*"

1,
"Effect": "Allow"

AN ABETIEERER. BEBEFEH aws:SourceAccount M aws:SourceArnf§H&o|&
LI REREBAZSEE, EEE - THEEREABEURINMARE AWS BWIRE | F28
IAM X 4R A BIRES

"Version":"2012-10-17",
"Statement": [

{

"Effect":"Allow",
"Principal":{

"Service":[

"comprehendmedical.amazonaws.com

IAM BEE

30
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"Action":"sts:AssumeRole",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
},
"ArnLike": {

"aws:SourceArn": "arn:aws:comprehendmedical:region:account_id:*"
}

XD EESR

Amazon Comprehend Medical @ At AP BEBAEREL —ERHLHER, EREFEIESR

.out. Amazon Comprehend Medical € 5%t AwsAccountId-JobType-Jobld AZR , T H
S RFIRFEVB % , RESMXOPEWEHERE AL E &, Amazon Comprehend Medical &
BUkiES  FEEEATENBETSERES —EBEBNE@mE.

HRBENRESELERBSIREHBNBE L, 2% Amazon Comprehend Medical 4 K& H 5451 |
B2 Detect BB (20 ) o

BELXBREHREELE=—FEAFTELER , HP IS EBNMEEEA.

« Manifest - B&EEK. REAREIENSE, EHEKX) | UREEEERHEENWHEBEENR.
- success - RHERIRECZERNEREEN. SERANBEERSZRE | URBAERN KN,
« unprocessed - JIH#LREFRAREENER , SESEERVERRBAEBZRAS.

Amazon Comprehend Medical B EREAZLAMREIREEN LB &, NEEASTERRLEA
BHERK  LUREES WERKManifest_AccountId-Operation-JobIld, EEAEFEERK
PR —flsuccessERR , HHITERDWERAFE, EAE—fEfailedERIK , HHIEREEMNE
RENBE., TIHRTRHEREATERENGE,

BREABERER

AT 2R ERAFERERMN JSON 8,
{"Summary" :
{"Status" : "COMPLETED | FAILED | PARTIAL_SUCCESS | STOPPED",
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"JobType" : "EntitiesDetection | PHIDetection",
"InputDataConfiguration" : {

"Bucket" : "input bucket",

"Path" : "path to files/account ID-job type-job ID"
}, "OutputDataConfiguration" : {

"Bucket" : "output bucket",

"Path" : "path to files"
1,
"InputFileCount" : number of files in input bucket,
"TotalMeteredCharacters" : total characters processed from all files,
"UnprocessedFilesCount" : number of files not processed,
"SuccessFilesCount" : total number of files processed,
"TotalDurationSeconds" : time required for processing,
"SuccessfulFileslListlLocation" : "path to file",
"UnprocessedFileslListLocation" : "path to file",
"FailedJobErrorMessage": "error message or if not applicable,

The status of the job is completed"

KO ERBERESR

LT 2 %A JSON 548 , AT s EEERNEEET.

{
"Files": [{
"Input": "input path/input file name",
"Output": "output path/output file name",
"InputSize": size in bytes of input file
3, {
"Input": "input path/input file name",
"Output": "output path/output file name",
"InputSize": size in bytes of input file
1]
}
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"Input": "file_name_that_failed",

"ErrorCode": "error code for exception",

"ErrorMessage": "explanation of the error code and suggestions"
},
{...}
]
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BERIER

£ Amazon Comprehend Medical HRIERARNXFHHER , Wi ELERELEEEE(CEERESP
LS , &% RxNorm, ICD-10-CM 1 SNOMED CT HIiE, 7 LA E — &%= Amazon Simple
Storage Service (S3) FEBH AR X H =X Z EREATHIXD o

ICD-10-CM &E

£/ InferilCD10CM A REMNBERIFREANAER | IREHEREE 2024 FEEHRFEDEE 10 REK
&t (ICD-10-CM) KyfXH%, ICD-10-CM HEBIKFIZHIER TS H 0 (CDC) R,

HRTERBERE , InferICD1I0CMERMEAFAY ICD-10-CM REFMHER, ERBMWHFRASITE
EERIEFSIH, 7 BRFEENFHBRNVESAAF 2 ERERENEO. HEER  JIUREERE
RCEk, BIR. ERNEBE , BREAEH. HEEF , Al , EREENBRES S SBM,

InferiCD10CM EEBEE T HIRA :

- BB BERBNEXRBRRS
- ERREER AR

- BERHBRRES

- RHHERIANZ

- AOEFREER

ICD-10-CM %57l

InferlCD10CM &858 MEDICAL_CONDITIONMERIF W ER, HMMEEEAtEREINEELEBY
AF G

ICD-10-CM EHE

InferlCD10CM &5 8128 H DX_NAMEF] Ky E B8 TIME_EXPRESSION,
ICD-10-CM 451%

InferiCD10CM # TSR B ERR A BHH

* DIAGNOSIS : &R B EEARFT Ak R TE BY BEBAR T

InferICD10CM 34
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Amazon Comprehend Medical FABKE
« HYPOTHETICAL : RTEERBERUBERT.

« LOW_CONFIDENCE : EHBEREARTAEESETHEM, EHEHN TEES BT EEMEE,

- NEGATION : {5 R B EEE R,

« PERTAINS_TO_FAMILY : IEHEBRFEREHRENREME , MERSB.

- SIGN : BEHRENERER.

- SYMPTOM : HFEEHMHBRER.

ICD-10-CM B4

InferICD10CM € THRBEAENABM :

- DIRECTION : A a4, #lw , £, A, B, &E@, £, T, &, 8. Bk, fm, YA, &
2. BEEl, EH0E,

« SYSTEM_ORGAN_SITE : &8 E&E.,

« ACUITY: ¥EiRmaiTER , SR, 28, RA, SEIHE, EEEAR
MEDICAL_CONDITIONZHZ!,

o QUALITY : BEEBERANEATHRMEMEE , FlaPEERRER,

iy fE RIEE R

TIME_EXPRESSION HiRlEEREKEMEENER, ESEEHEFER UKk =X, . 'S
Xy, "BEly. "AZ2H,. "EMEAL R "6 X, FRERERN. HLERPHNFERIAEEE
ERAEEBE IS, fli , RERX MYesterday , patient is diagnosis with influenza, €&
EYesterdayBEETIME_EXPRESSIONE & Minfluenza, EBMDX_NAMEER., T , £XREXH
"vesterday" HEEHREE® | "yesterday , THEE T IR

L

MR A TIME_EXPRESSIONA TIME_TO_DX_NAME : B4 RESTHWAR, LERNEBMHS
DX_NAME,

EARER

RELATIONSHIP_TYPE RiEEHE Bt MR, PHHMRELATIONSHIP_TYPEZ OVERLAP- E2{8
BRI EETIME_EXPRESSION—3,

ICD-10-CM B 35
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oy A 1 [0 FE 2545

(@ Note
MEHSE AP B AFEIERE L |, 5528 (Amazon Comprehend Medical APl &) H#)
InferlICD10CM,

THEHEMANFER InferICDIOCMBRENEEL R, EERRAMERANT , FRHEERR
i g8

"The patient is a 71-year-old female patient of Dr. X. The patient presented to the
emergency room last evening with approximately 7 to 8 day history of abdominal pain
which has been persistent. She has had no nausea and vomiting, but has had persistent
associated anorexia. She is passing flatus, but had some obstipation symptoms with the
last bowel movement two days ago. She denies any bright red blood per rectum and no
history of recent melena. Her last colonoscopy was approximately 5 years ago with Dr.
Y. She has had no definite fevers or chills and no history of jaundice. The patient
denies any significant recent weight loss."

InferICD1OCM BR/EELL JSON R ERE T3t ( AGRERMEL )

"Entities": [
{
"Id": 1,
"Text": "abdominal pain",
"Category": "MEDICAL_CONDITION",
"Type": "DX_NAME",
"Score": Float,
"BeginOffset": 153,
"EndOffset": 167,
"Attributes": [
{
"Type": "ACUITY",
"Score": Float,
"RelationshipScore": Float,
"Id": 2,
"BeginOffset": 183,
"EndOffset": 193,
"Text": "persistent",
"Traits": []

B A [ FE 28 451 36
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}
1,
"Traits": [
{
"Name": "SYMPTOM",
"Score": Float
}
1,
"ICD1@CMConcepts": [
{
"Description": "Unspecified abdominal pain",
"Code": "R10.9",
"Score": Float
I
{
"Description": "Epigastric pain",
"Code": "R10.13",
"Score": Float
},
{
"Description": "Lower abdominal pain, unspecified",
"Code": "R10.30",
"Score": Float
I
{
"Description": "Generalized abdominal pain",
"Code": "R10.84",
"Score": Float
},
{
"Description": "Upper abdominal pain, unspecified",
"Code": "R10.10",
"Score": Float
}
]
"ModelVersion": "3.0.0.20231001"

InferICD10CM L ERFIBEREXNFHAENRE, Hlwn , MRBERIELHREMR , BIIERNE EH
ENAEZBE , XLUNEEIHIH, BiELL—EHNEA K RAEEERXERERE , NEGATIONFT
BANauseafEMEHIE T,

B A [ FE 28 451

37



Amazon Comprehend Medical HBEABER

{
"Id": 3,
"Text": "nausea",
"Category": "MEDICAL_CONDITION",
"Type": "DX_NAME",
"Score": Float,
"BeginOffset": 210,
"EndOffset": 216,
"Attributes": [],
"Traits": [
{
"Name": "SYMPTOM",
"Score": Float
},
{
"Name": "NEGATION",
"Score": Float
}
1,
"ICD1@CMConcepts": [
{
"Description": "Nausea with vomiting, unspecified",
"Code": "R11.2",
"Score": Float
.
{
"Description": "Nausea",
"Code": "R11.0",
"Score": Float
}
]
}

RxNorm & #&

£ InferRxNorm RERBAIEHRBLHEPIABERNER., HBRELEKELEREZLER
BEIREZEEME RxNorm FE ENBIEZEBIR (RXCUl)., Bl RxCUI IFREHEZ " "1 W
2022-11-07 "He, B T T, 8 RxNorm FIRxTerms iRZA<, . &8 RxCUI HRFRIKEENAER
BEHEM—M, Amazon Comprehend Medical &% H S EZEYHK T REAHFRXCUIs , EMEAEE D E
DUEREF &8, £/ RxCUI RIBETIEEBIC X FELIETW TR, BE., 55X, HE. A=
ERANEBERREMEBEAZS A JSON BB MK,

InferRxNorm 38
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SO LS R HIRBIERA InferRxNorm :

- BRBECHERAZEY.

- BEHRUEYRBERNEEEACEYcBELEBRENRARE,
- RBMERA RxCUI WERBE S , BHEREMARKEER,

- MEEYNAEBENERETEE,

- BYRR., BETRNEERNER,

- EEADEEMRE,

EEEA

Amazon Comprehend Medical # InferRxNorm IREE LB EXEBEERER. DHIAE, BRECLHAR
BINMETNEERE Y EFESERMNBRATEASUEERME. REERBIIRNERZEEAS
REERMEIINEIRESNHER  TeeEREEERMIFP AR Amazon Comprehend Medical #1E,

RxNorm %8 5l

InferRxNorm &5 MEDICATIONEBIHHER, THERAEEABMHIBHANEWHEEET.
RxNorm

Medication HBIFHERERA

« BRAND_NAME : &Y AN EBEEXNE/EEREERE,
« GENERIC_NAME : EmMEERE. R BIBEY T ABEEYNEFES,

RxNorm B4

- DOSAGE : HFFHERHE.,

« DURATION : E/& FEYMZ X,

« FORM : EHH .

- FREQUENCY : EEZEYMWEER,

« RATE : EYHNEERER ( TEAREVEAR IVs),
- ROUTE_OR_MODE : &¥HEE S %,

« STRENGTH : &Y E,

EZBEA 39
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RxNorm 454

« NEGATION : FRTEERFEHEYNIE T,
« PAST_HISTORY : EEHERNENERRBHFEERBRE ( BaIEHZ2H ).

%oy A A [0 FE 2545

® Note
MEISE AP M AFIEIFERE L , 5528 (Amazon Comprehend Medical APl &) F#
InferRxNorm,

T AN FER InferRxNormBREMNERS X, EEREFMBRWANT , FEBEER R,

"fluoride topical ( fluoride 1.1 % topical gel ) 1 application Topically daily Brush
onto teeth before bed time , spit , do not rinse, eat or drink for 20-30 minutes"

InferRxNorm B#EZLL JSON B EE T 5@ :

"Entities": [
{

"Id": 1,
"Text": "fluoride",
"Category": "MEDICATION",
"Type": "GENERIC_NAME",
"Score": Float,
"BeginOffset": 19,
"EndOffset": 27,
"Attributes": [],

"Traits": [],
"RxNormConcepts": [
{
"Description": "fluorine",

"Code": "1310123",
"Score": Float

.

{

RxNorm 414 40
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"Description": "sodium fluoride",
"Code": "9873",
"Score": Float

I

{
"Description": "magnesium fluoride",
"Code": "1435860",
"Score": Float

},

{
"Description": "sulfuryl fluoride",
"Code": "2289224",
"Score": Float

I

{
"Description": "acidulated phosphate fluoride",
"Code": "236",
"Score": Float

}

1,
"ModelVersion": "3.0.0.20221107"

ERAT 58 A F , InferRxNormiR{E L EHB D E .

'patient is not on warfarin'

InferRxNorm E/EE L JSON X EE T HEH -

"Entities": [
{

"Id": 1,
"Text": "warfarin",
"Category": "MEDICATION",
"Type": "GENERIC_NAME",
"Score": Float,
"BeginOffset": 18,
"EndOffset": 26,
"Attributes": [],
"Traits": [

e R Bl T
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{

]I

"Name" :
"Score":

"NEGATION",
Float

"RxNormConcepts": [

{

1,

"ModelVersion":

"Description": "warfarin'
"Code": "11289",
"Score": Float
"Description": "warfarin
"Code": "855302",
"Score": Float
"Description": "warfarin
"Code": "855296",
"Score": Float
"Description": "warfarin
"Code": "855304",
"Score": Float
"Description": "warfarin
"Code": "855300",
"Score": Float

"3.0.0.20221107"

SNOMED CT &E#&

1
’

sodium

sodium

sodium

sodium

2 MG Oral Tablet",

10 MG Oral Tablet",

2 MG Oral Tablet [Coumadin]",

10 MG Oral Tablet [Jantoven]",

£/ InferSNOMEDCT {ERIBEER K WAHEFEZE 2022-03 A H Systematized Nomenclature of
Medicine , clinical Terms (SNOMED CT) #f2. SNOMED CT AZRHEEM SN =RARE K TFE

BRI, BRUR, BENEF, #E# 45 7#H SNOMED CT

, sai&sh SNOMED CT,

InferSNOMEDCT

42
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HREEEATNERERE | Amazon Comprehend Medical €% H B8 B& B 48 - 48 A B A 5 {8
SNOMED CT #:=: IDs MR , URAIEESE , AELHERERAFHIEE. SNOMED CT #i=
IDs A EEERIEFIIE , URAGEDE. RE , EEEEERKERE SNOMED CT ZiE
B A , SNOMED CT #1:2 IDs TR EBBERFR. MELBERD .

InferSNOMEDCT AItXBIZFEH. WMEHMEIR/H[E SNOMED CT W& , LAK SNOMED CT
&*Eﬁljﬁnﬂ nﬁ e Bﬁ SNOMED CTo

InferSNOMEDCT EEEE T HIZEH -

- HERBREPNERERER
- ERREERANEER
- AREFREERE

InferSNOMEDCT &R T ERIFHER, RMATEALSRENLESSBEIFE.

« MEDICAL_CONDITION : BEERWIR, EARMZE.
« ANATOMY : EREERIAFNEHSH  URELEXHIRFENNVE.,
« TEST_TREATMENT_PROCEDURE : M BB EERNER.

BBl
ANATOMY ERlEEAE BB IBRAT I UREBELIHRRNVNENSE,
Attributes

{5581Z] ANATOMYZE BRI T 5B

- DIRECTION : AR, #lw , £, A, B, @, £, T, &, 8. Bk, L, A, &£
2, FEEl, EHO0E,

« SYSTEM_ORGAN_SITE : BB X%, #BNERESE , UK BFEBNE.

BRI R

MEDICAL_CONDITION i gEERENNHAR, EMRFMZH.

BIAT R 43
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Type
¥i74 MEDICAL_CONDITION #3l , 83 T3 E8 .

« DX_NAME: 75l HEAMFFERENEEE N

Attributes
{83802 MEDICAL_CONDITIONHERIM 5B :

« ACUITY: ¥ETRHBEHTER , SR, 28, RA. BEDEFHLE,

« QUALITY: HUEEBERNERMEMNEE , flOEERRNER,

- DIRECTION : st A%, Hlw, £, GrRfll, @, £, T, &, §. Bis, Gk, Y6, €
#., B, HgoE,

- SYSTEM_ORGAN_SITE : SRR, FRUESEE , URFBUE.

15

{83812 MEDICAL_CONDITIONZERIAY T 545 :

 DIAGNOSIS : ¥ AEMRFRRHERNERR R, THUEBERH[ERE, ERFIRFBRERH

ftb 75 XL EEAR
« HYPOTHETICAL : #EHBERBERUBRRER R,
« LOW_CONFIDENCE : R "BRENEFSETHEN . EHEMNAGE S HTEZEMEEA.
- NEGATION : iR BEERE .
« PERTAINS_TO_FAMILY : I HEBRFEREHFENREMR , MERSB.
« SIGN : BEHENERER.
« SYMPTON : HEEBRENERE R,

AR, EENEFER
TEST_TREATMENT_PROCEDURE %8 Bl & {8 8| A R ¥ BT & BB RV IR+ o

Type

¥ TEST TREATMENT PROCEDURE 58l , €882 T5EH

R, REMEZFER

44
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« PROCEDURE_NAME: $f B2 FEHITHN A , LUARBRBERIRHEEEE,

« TEST_NAME: HEEHITHERF , ARPE. A8, SREJVEEAFERENTS . ECHERANE
EDW. FBRISHREL , WWERFT D BENEAERF. BF, FHEHFTD.

« TREATMENT_NAME: A8 EFEREBMETHNA. ESREEY , HlEENFER.

Attributes
¥ TEST_TREATMENT_PROCEDURE 5| , &2 T 5B :

« TEST_NAME: #1THZ BRI,

« TEST_VALUE: ZETAIENBERR.

« TEST_UNIT: EETEST_VALUE: & RAERIMAYEE(L,
« PROCEDURE_NAME: T F N EEERFE M,
- TREATMENT_NAME: ¥B 28T ZAEN AT,

B

« FUTURE : ZRRAIE,. EEIEFRESEHRIETE 2R BENBHIEREH.
e HYPOTHETICAL : RRAIGK., BEHEFUBRERER

« NEGATION : R ERHBEABEREXREIT,

« PAST_HISTORY : RRAE., AEIEFRAFENBE (BaEH2a ).

SNOMED CT F#E&EA

;!{__IIII

JSON ElfE @& SNOMED CT HMEF , HF BB TIE

« EDITION: EXEXERA,
« VERSIONDATE: {#EHHA SNOMED CT hxA#y B HA& 2.
« LANGUAGE: ZEH X (US-EN) EBEE 5

SNOMED CT & F 45
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oy A 1 [0 FE 2545

(@ Note
MEHSE AP B AFEIERE L |, 5528 (Amazon Comprehend Medical APl &) H#)
InferSNOMEDCT ,

h

oI5 AN FRETR InferSNOMEDCTIRERNEEST X, BEERRAMERANT , FRHEERR
i g8

"HEENT : Boggy inferior turbinates, No oropharyngeal lesion"

InferSNOMEDCT ##{EE LA JSON & EE T o,

{
"Entities": [
{
"Category": "ANATOMY",
"BeginOffset": 0,
"EndOffset": 5,
"Text": "HEENT",
"Traits": [],
"SNOMEDCTConcepts": [
{
"Code": "69536005",
"Score": Float,
"Description": "Head structure (body structure)"
I
{
"Code": "429031000124106",
"Score": Float,
"Description": "Review of systems, head, ear, eyes, nose and throat
(procedure)"”
I
{
"Code": "385383008",
"Score": Float,
"Description": "Ear, nose and throat structure (body structure)"
},
{

"Code": "64237003",
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"Score": Float,
"Description": "Structure of left half of head (body structure)"

},
{

"Code": "113028003",

"Score": Float,

"Description": "Ear, nose and throat examination (procedure)"
}

1,

"Score": Float,
"Attributes": [],

"Type": "SYSTEM_ORGAN_SITE",
"Id": 0

"Category": "MEDICAL_CONDITION",
"BeginOffset": 8,
"EndOffset": 33,

"Text": "Boggy inferior turbinates",
"Traits": [
{

"Score": Float,
"Name": "SIGN"

}
1,
"SNOMEDCTConcepts": [
{
"Code": "254477009",
"Score": Float,
"Description": "Tumor of inferior turbinate (disorder)"
},
{
"Code": "260762006",
"Score": Float,
"Description": "Choroidal invasion status (attribute)"
I
{
"Code": "2455009",
"Score": Float,
"Description": "Revision of lumbosubarachnoid shunt (procedure)"
},
{

"Code": "19883003",
"Score": Float,

i A\ F [ FE & 45 47
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"Description": "Atrophy of nasal turbinates (disorder)"

I

{
"Code": "256723009",
"Score": Float,
"Description": "Inferior turbinate flap (substance)"

}

1,

"Score": Float,
"Attributes": [

{

"Category": "ANATOMY",
"RelationshipScore": Float,
"EndOffset": 5,

"Text": "HEENT",

"Traits": [1,
"SNOMEDCTConcepts": [
{

"Code": "69536005",
"Score": Float,

and throat (procedure)"

structure)"

structure)"

"Description": "Head structure (body structure)"
I
{

"Code": "429031000124106",

"Score": Float,

"Description": "Review of systems, head, ear, eyes, nose
I
{

"Code": "385383008",

"Score": Float,

"Description": "Ear, nose and throat structure (body
I
{

"Code": "64237003",

"Score": Float,

"Description": "Structure of left half of head (body
I
{

"Code": "113028003",
"Score": Float,

B A [ FE 28 451

48



Amazon Comprehend Medical

FMBABER

"Description": "Ear, nose and throat examination
(procedure)"
}
1,
"Score": Float,
"RelationshipType": "SYSTEM_ORGAN_SITE",
"Type": "SYSTEM_ORGAN_SITE",
"I1d": o,
"BeginOffset": 0@
}
1,
"Type": "DX_NAME",
"Id": 1
I
{
"Category": "ANATOMY",
"BeginOffset": 23,
"EndOffset": 33,
"Text": "turbinates",
"Traits": [],
"SNOMEDCTConcepts": [
{
"Code": "310607007",
"Score": Float,
"Description": "Sarcoidosis of inferior turbinates (disorder)"
I
{
"Code": "80153006",
"Score": Float,
"Description": "Segmented neutrophil (cell)"
},
{
"Code": "46607005",
"Score": Float,
"Description": "Nasal turbinate structure (body structure)"
I
{
"Code": "6553002",
"Score": Float,
"Description": "Inferior nasal turbinate structure (body
structure)"
I
{
"Code": "254477009",
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"Score": Float,
"Description": "Tumor of inferior turbinate (disorder)"

1,

"Score": Float,
"Attributes": [],
"Type": "SYSTEM_ORGAN_SITE",

"Id": 3
},
{
"Category": "ANATOMY",
"BeginOffset": 39,
"EndOffset": 52,
"Text": "oropharyngeal",
"Traits": [],
"SNOMEDCTConcepts": [
{
"Code": "313895004",
"Score": Float,
"Description": "Oropharyngeal structure (body structure)"
},
{
"Code": "33431000119109",
"Score": Float,
"Description": "Lesion of oropharynx (disorder)"
I
{
"Code": "263376008",
"Score": Float,
"Description": "Entire oropharynx (body structure)"
},
{
"Code": "716151000",
"Score": Float,
"Description": "Structure of oropharynx and/or hypopharynx and/or
larynx (body structure)"
},
{
"Code": "764786007",
"Score": Float,
"Description": "Oropharyngeal (intended site)"
}

]I

"Score": Float,

B A [ FE 28 451 50



Amazon Comprehend Medical

FMBABER

"Attributes": [],

IlTypell :

IIIdII:

"SYSTEM_ORGAN_SITE",

"Category": "MEDICAL_CONDITION",
"BeginOffset": 39,
"EndOffset": 59,

"Text": "oropharyngeal lesion",
"Traits": [
{
"Score": Float,
"Name": "SIGN"
}
1,
"SNOMEDCTConcepts": [
{
"Code": "31389004",
"Score": Float,
"Description": "Oropharyngeal structure (body structure)"
},
{
"Code": "33431000119109",
"Score": Float,
"Description": "Lesion of oropharynx (disorder)"
I
{
"Code": "764786007",
"Score": Float,
"Description": "Oropharyngeal (intended site)"
},
{
"Code": "418664002",
"Score": Float,
"Description": "Oropharyngeal route (qualifier value)"
I
{
"Code": "110162001",
"Score": Float,
"Description": "Abrasion of oropharynx (disorder)"
}

1,

"Score": Float,
"Attributes": [

B A [ FE 28 451
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{

"Category": "ANATOMY",
"RelationshipScore": Float,
"EndOffset": 5,

"Text": "HEENT",

"Traits": [1,
"SNOMEDCTConcepts": [
{

"Code": "69536005",
"Score": Float,

"Description": "Head structure (body structure)"
I
{
"Code": "429031000124106",
"Score": Float,
"Description": "Review of systems, head, ear, eyes, nose
and throat (procedure)"
I
{
"Code": "385383008",
"Score": Float,
"Description": "Ear, nose and throat structure (body
structure)"
I
{
"Code": "64237003",
"Score": Float,
"Description": "Structure of left half of head (body
structure)"
I
{
"Code": "113028003",
"Score": Float,
"Description": "Ear, nose and throat examination
(procedure)"”
}

1,

"Score": Float,

"RelationshipType": "SYSTEM_ORGAN_SITE",
"Type": "SYSTEM_ORGAN_SITE",

"Id": 0,

"BeginOffset": 0@

1,
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"Type": "DX_NAME",
"Id": 4
}

1,

"SNOMEDCTDetails": {
"Edition": "US",
"VersionDate": "20200901",
"Language": "en"

},

"Characters": {
"OriginalTextCharacters": 59

},
"ModelVersion": "3.0.0.20220301"

REEEHLR D

5 Amazon Comprehend Medical 18381777 Amazon Simple Storage Service (Amazon S3) f#71F
RNERXFINER YA ELEREEEFE(CNRE. EUUEARRERZIIX DRI X
HEEHEHEZ 20, 000 BFTNE—XH. EBFEATEARAEEZLIX API BE , BRIUETER
YERERED., fFLb. I F#ER EEETHHOR 2 HTERK

MEHRLR 2 A M E M Amazon Comprehend Medical 2 EHEBEA , 5528 Amazon Comprehend
Medical E1E,

PATHLIR 50 #

& ] LAMEF Amazon Comprehend Medical £ A8 Amazon Comprehend Medical #t)X API & 4E3R
BATHOR D TET

£/ APl BRESITHUR B
SR

E & A Amazon Comprehend Medical API B , 5523 AWS Identity Access and Management
(IAM) B3R |, WA HEREE IAM A€, BEHE—S TH IAM ACFEEEX , F2HE |AM BEEHET
A,

1. BENER LEE S3 REiTE.
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2. ZEERBHFNDERE , BEH StartiCD10CMinferenceJob, StartSNOMEDCTInferenceJob =
StartRxNormInferenceJob &{E, BT AERMN Amazon S3 BREFEEE , UREBEFE
B H RS 2=/ Amazon S3 fEfFErEEE TR,

3. f{¥H DescribelCD10CMInferenceJob, DescribeSNOMEDCTInferenceJob
=% DescribeRxNormInferenceJob R EREEIRTHRNEE . 1A |, ERILEH
ListiCD10CMInferenceJobs, ListSNOMEDCTInferenceJobs #1 ListRxNormInferenceJobs R&
EMEAREL IR D MEENAREE,

4., MREBFEEFELETHINEE , FEA
StopICD10CMiInferenceJob, StopSNOMEDCTInferenceJob = StopRxNorminferenceJob = 1t
pal i

5. ZEERAINEBNER K B2REAERBEHERENRA L S3 FEITE,

ERAEEAEMITHIRD

1. BENER L&D S3 RiFTE,

2. HERMBFNOMER  FEREENTHIONEE, AR RHESBAERN SIRETRES
B, URGEERAHERN S3 REFRER,

3. HEAEBETRERHEME, & TEE , KUUBEMEIR D TIRERERE  SEITHEHBEN
FERAVEF A,

4. BEEFINMEBNER A F2RECHRBEIBRRENE L S3 RETE.

RORIRIERY 1AM BUR

4 Amazon Comprehend Medical #tiX AP IR{ERY IAM BB X AEFER , RFHISW AN H
BXR2Z S3REETENEEE., IAM A&t XEIERETER , LHE Amazon Comprehend Medical AR
BAaUBEzAR, EEE—STHE IAM AENEEERE , 528 IAM A€,

AELEERTIIBR

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:GetObject"
1,
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"Resource": [
"arn:aws:s3:::input-bucket/*"

1,

"Effect": "Allow"

"Action": [
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::input-bucket",
"arn:aws:s3:::output-bucket",

1,

"Effect": "Allow"

"Action": [
"s3:PutObject"
iF

"Resource": [

" arn:aws:s3:::output-bucket/*"

1,
"Effect": "Allow"

AN ABETIEERER. BEBEFEH aws:SourceAccount M aws:SourceArnf§H&o|&

BB EREBEARZEEE, #BE -7 HEBFREABBEURIARE AWS

IAM X4 EERE ARBE,

"Version":"2012-10-17",
"Statement": [

{

"Effect":"Allow",
"Principal":{

"Service":[

"comprehendmedical.amazonaws.com

1=

LN

HIRE |, F2H

IAM BEE
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]

iy

"Action":"sts:AssumeRole",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
},
"ArnLike": {

"aws:SourceArn": "arn:aws:comprehendmedical:region:account_id:*"
}

XD EESR

Amazon Comprehend Medical @ A#t AP BEMAEREY — B HER, EREGEIESR

.out. Amazon Comprehend Medical & &M AwsAccountId-JobType-JobId WEER , £ H
SIFEFIFBFEVAS , ARV AER EERE AL B #. Amazon Comprehend Medical &
BB s%  FEREECENBETIEERS —EEBENBHE,

HRRFEELERSRFERNE L.
BELXBREHREELETI =EEFAREER , a2 SEKOHEBESR

« Manifest - BEE®K. REARTENSE., FBEXD , UREREEEHENHERBEA,
« Success - RHERNEEZERNWMEEES.,. SFBANBHEREE , URBAERNH KD,
« Unprocessed - J X ERARRENER , SEAERFEHEB[NBMEBRAS,

Amazon Comprehend Medical E#EREAZA#AEREENBLEBE &, REEAFTEEREEA
HHERR  UREES NERKManifest_AccountId-Operation-JobId, & BEER K
FE success ERIX , HPIEXNWEABE , M failed ERXRTEREENEREAFTE, T3
BEHRATREABTEERNEE,

HREFBERESR
LT —R#LREFFERERN JSON 8.

{"Summary" :
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{"Status" : "COMPLETED | FAILED | PARTIAL_SUCCESS | STOPPED",
"JobType" : "ICD1@CMInference | RxNormInference | SNOMEDCTInference",
"InputDataConfiguration" : {

"Bucket" : "input bucket",

"Path" : "path to files/account ID-job type-job ID"
}, "OutputDataConfiguration" : {

"Bucket" : "output bucket",

"Path" : "path to files"
1,
"InputFileCount" : number of files in input bucket,
"TotalMeteredCharacters" : total characters processed from all files,
"UnprocessedFilesCount" : number of files not processed,
"SuccessFilesCount" : total number of files processed,
"TotalDurationSeconds" : time required for processing,
"SuccessfulFilesListLocation" : "path to file",
"UnprocessedFilesListlLocation" : "path to file",
"FailedJobErrorMessage": "error message or if not applicable,

The status of the job is completed"

B EABERER
LU 2 R JSON &8 |, AT S8R EEERNEEEN.

{
"Files": [{
"Input": "input path/input file name",
"Qutput": "output path/output file name",
"InputSize": size in bytes of input file
1,
{
"Input": "input path/input file name",
"Output": "output path/output file name",
"InputSize": size in bytes of input file
]
}
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"Files" : [ {

"Input": "file_name_that_failed",

"ErrorCode": "error code for exception",

"ErrorMessage": "explanation of the error code and suggestions"
1,
{ ...}
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Amazon Comprehend Medical FZ £ 14

MERZE AWS BERESEBEIEF. A AWS BF , BAUZHERNERFOMMRERE  ELREH
RiMERZEHRABNERMEE.

ZE2R AWS BECENHAESE, HESEEEREHRAZTRNZEMNERPHNLSM

- BEiRHNREM - AWS EERET Cloud F AWS #1T AWS IRIEWERRE. AWS thAEEMT
Z2FEANERK. EAWS SHHER , E=SERASEEMAIENRBERMANZE2ENNE. BE
T #RE A Amazon Comprehend Medical FI&#R5TE] , ESREESHRFTEIN AWS REEE,

- BT et - ENEEEURREER AWS NIR®, SH4AHHMRREE  SF/RERNIRE
. BRFNERNERERNER,

AR B IR T SR ANAI4E 6 Comprehend Medical RERA AR SFER, FTHEERPUMKRE
Comprehend Medical AFFE BN R LEERE R, S TRNACLRAEMM AWS BRI , HENEER
F{=E Comprehend Medical &R

F&E

« Amazon Comprehend Medical iy & £HR

« Amazon Comprehend Medical F i & 2 FFEEEE

. {# 528 Amazon Comprehend Medical APl A4 AWS CloudTrail

« Amazon Comprehend Medical B & 33 Bh 55

« Amazon Comprehend Medical A #9581
« Amazon Comprehend Medical R ER R L &M

Amazon Comprehend Medical RHIE BRE

AWS HESEERE AR Amazon Comprehend Medical RHIERHRE, MLERFMR , AWS EF
FREIHTE NEHERE AWS Eif, FESHECTHERSRBELIAERATHEGE, BEE

BEFEA AWS BRI N ZSERNEEEH, NESREBAENFMET  F2RERENEER

BEE, NEFHRBNERMRENHEEENR , FSE AWS TEMIBEE LM AWS HENSEERR
GDPR &N E,
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ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- SERFHUEFHAZEEZRRE (MFA),
« i SSL/TLS B AWS BEREMA. RPIFEE TLS 1.2 WEZEFEH TLS 1.3

. {E/ BT API F{EHESEEEE 8 AWS CloudTrail, 1EARIERA CloudTrail B HEEX AWS SEEIW
B , B2 BAWS CloudTrail  FR&ER) FRHER CloudTrail B,

- A AWS MEBMBRAR , URHBPHMERERZLES AWS R,
- FERERNZERLRE (B0 Amazon Macie) , HBIREFREFEZE Amazon S3 BB E R,

- WMREE AWS FBGTHIRES AP FE BFEE FIPS 140-3 BREN R IGH=ZEHR |, 55EH FIPS
imE, WEHER FIPS M FIPS IwBMNEZHEEN , F2EB A ETREEE (FIPS) 140-3,

BRI ERCRBETESEFNEFHF N SR ZSHRBEN , HEEERBHEAN X FHE
e | FlinEBEA,. EEIEEEAER Comprehend Medical SEFA A, API AWS CLISE AWS
SDKsHYHfth AWS BR# B, BEEBEIEHKXNXFRNUPHANTEAERT TEARGTESZEB
o MRERMNAIBMFARETH URL , RMIEZIEBB I ERB LU ARSEIF RN URL I ERRE

&II

o

Amazon Comprehend Medical H#J & % M7 EN & 12

ZEX Comprehend Medical & AWS Al ARBIBFB RN EAER . EEBAERXLEEFFR
Comprehend Medical B/#ERIEF AT, AWS Identity and Access Management (IAM) A BAEiB 122 &I 5 7]
UERER , HBREBELENER, THEEIRMEMMEE Comprehend Medical £/ IAM BIEFiAE
o

- 5%

) B
- FE

e

—

B o8&

& 4B T A& B2 Amazon Comprehend Medical EEIRIEF ], YREEZEREFEENERE |
A ComprehendMedicalFullAccess.

3
m

FERMUEFIE  FHERRECNERE. FENAG .
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o FEYEAEFEELE AWS IAM Identity Center :

BUYRREE, FEE AWS IAM Identity Center EAEER HH EVRREE RFETERE,
- EBHOREEE IAM AEERNERE .

BUBMSEINAG, BE "IAM £RAEER. NAE=S52EHE BE) BYAEPNET.
- IAM EAE
- BYSBHERETRENSE, FERR "AM E£RAERERE) W5 AV EREET AEPETR.

< (TES) SBRREENMNECERAE , IKEAEREEERERE, FEE IAM EAE BB
B EIERAE (2 E) PRET.

ZE A Amazon Comprehend Medical BW3EE S iRE , BHEERKAE,

REACRRBEEN IAM AE , AIMREHTERE, IAM EEE UK IAM REY, SRR
At. IFFHMES  F2H (AM ERERER) PHELACUEIRET A #1E AWS R#.

EEH -5 THUNMIEZFEAFIEE Amazon Comprehend Medical # &R , FESE MR ERSE
WAEREF,

TrER 2

BYEERERNEAERNRRBELNGFER. BAERSEEEGRHIU Amazon Comprehend Medical Ef
YERVRF AT,

T3 & &R A I EE Amazon Comprehend Medical BEFAl, FRIFIEZELRAEHE,

+ B Amazon Comprehend Medical &R FEEF A B8
+ &%} Amazon Comprehend Medical fEf A5 5 B EBIVEBER (IAM BUR )

&

+ B Amazon Comprehend Medical &R FEEF A B8

+ ¥ Amazon Comprehend Medical L5 9 AEBHBUER (IAM BUE )
« Amazon Comprehend Medical API 7] : EifE, BERFEHSZE

« AWS Amazon Comprehend Medical ) Z & X
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&2 Amazon Comprehend Medical & R 1FEEF o] 81 £

AR EEEY BFENFE. IRFEESSKATBRERE IAM 57 , WEEYH BENE
B, IAM B9 3EERE, HENAE,

@ Note

IRFEES (REEEFEAE) REFEEESHRNERE, NEFEES 72 (AMEAE
EE) FH IAM REEK.

EERTHUR , BRI BURE N WL B EEREEFT T,
ES-

- EEY BFNEFR

- BEEBEE  BifF, RENMEE

- EBCRPIEERN

EEH BFAFE

ATAIBURHERE AT S EILE R, T —EIRREI T AT BURAYIR IR,

® Note

EFR B Amazon Comprehend Medical ABRHH IAM, EFREM IAM RBHNFHAER. 0F
IAM WEEMERR , E2E (AM EAEER) PHAER IAM?., W0F IAM BUEREZ MR A
WIEER , 28 (AM £AEER) B AWS IAM BEES8E,

EEE IAM B0 BRERAEG D RERNBE, EEIERNBERUNERAERMNBIER, Amazon
Comprehend Medical XX B & 5 AEBHEER,

B0 BEREE (IAM BUR)
BRI DB R ERES IAM &5, A TEMEESH.

- BEFUBEREEZERFPINFERAEREE. EEAFFERAERERAEFAMTIL Amazon
Comprehend Medical EiE , BT TBEREZZEFRE, SREERZTEFEAENEE,

EEFHHRE 62


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html

Amazon Comprehend Medical HBEABER

- BEFABREREAR , URTFEIRFH T, ®ERTEIRFET , FS0EHKREERE IAM A&
B, fl , IRFATHNEERSAUEYAG  SEIRFHAIRTS —@ERF, EiEEs+  Feuy
WRF B, tHATLLE AWS BR7.

1. IRF AEEEEEY IAM A&  UREREZEEZAG , IR TIRE A PERNFFT,
2. 1RF ABEEREERREREZAC, BRIHIRF BRANATREXABGHNETA.
3. 1kF B EEEERE LK BEEXACHFAIZRIGIRS B PNEMAERE, ERRIKRF B P

AZBZMRFERE A FVER, MREBERT AWS RBFEZACHFT , AIEEBRT
MEFTAEATLE AWS IRIEEFT A

WMFEEA IAM REBIRFTAIVAEBREF , F260R (AM EREER) FNEFEIRERE

MEFEHE Amazon Comprehend Medical £/ & 2 B BRI ER , 5528 &% Amazon
Comprehend Medical fERL B9 BEBHBE (IAM BUER ) . MEFERE, BiE. AN
&, B2 (AM EAEERE) PN 5 (EAE. BEEANAS),

ERBBR

HMART , 0 AWS Lambda , XEUERAEBRNTUERK, flw , BOLEBEREREE S3#FE
Brig  LIEEZFEEEMNEIEFT. Amazon Comprehend Medical A X EUERBERNBUR,

BEBRRTE : BF. MRMER

Amazon Comprehend Medical EZ& —# API i1, ZEERFIEL API BEMNFFT , Amazon
Comprehend Medical € E%& — & W] LA EBER I8 EMN BIE,

EENMEEERRERNBERTER,
« R - EBEKS , #H Amazon Resource Name (ARN) R BIBEFEANER. HH Amazon

Comprehend Medical , BR—EA "*",

- BF - ERBEERFRANEZEAFIEEBNRE. fl , REBEEHRR ,
@comprehendmedical :DetectEntities RAFFHRIERB A E# 1T Amazon Comprehend Medical
DetectEntitiesiR{EMIEF T,

- WR-EEEFEAEBRECTEERZENDERR , DARIIER, NRERARK FFE (RFT)
ER, RSB EN, ZHuAREETNER, ZAUERBURRERAEERLIFNER ,
BMfER BB BUR R EF B,

« ZRA-EUSIAERNBERT , MIIBRNERAERBESETA.
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HEE—FTHIAM BERFEENRA , F2R (AM EAEER) 78 AWS IAM RS E,

MFEFERPTAE Amazon Comprehend Medical API EifERI&k4& |, 552 B Amazon Comprehend Medical
API 557 : BifE, ERMFELHBE,

HEBUR P E R4

BB TR , BTUEA IAM BURFE S RIEEBUREE RN RE, Sl BBERERFERY R
ERABX,. NEEARKESEERFNFMAER , FSRIAM EREERP K.

AWS BFIAEXE IAM EITFEUEHIF AWS lRBRE—BRELERNRG SR, HlM , BITUER
‘}@M’Elﬁ , £/ aws:userid R SWMKERIER AWS ID, WEFMERAM AWS B TES
, 20 (AM ERAEER) PR AEREEER,

Amazon Comprehend Medical FR M EMgH £,

#H¥f Amazon Comprehend Medical fEFA & 5 BEBHBER (1AM BUER )

AEBBBETRUE D AEBPBERES, ELEFIERRFEES UM ITEFERZE IAM 55, E
AEFERE. BEMA®HIT Amazon Comprehend Medical B,

/A Important
EETHNT , RMEZRMER & Amazon Comprehend Medical &R 7 EUEF Al 88,

EE I EHIBR S BEEA Amazon Comprehend Medical X442 #r B 1F.

"Version": "2012-10-17",
"Statement": [{

"Sid": "AllowDetectActions",

"Effect": "Allow",

"Action": [
"comprehendmedical:DetectEntitiesV2",
"comprehendmedical:DetectEntities",
"comprehendmedical:DetectPHI",

"comprehendmedical:StartEntitiesDetectionV2Job",
"comprehendmedical:ListEntitiesDetectionV2]obs",
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1,

"comprehendmedical:
"comprehendmedical:

"comprehendmedical:
"comprehendmedical:
"comprehendmedical:
"comprehendmedical:

"comprehendmedical:
"comprehendmedical:
"comprehendmedical:
"comprehendmedical:

"comprehendmedical:
"comprehendmedical:
"comprehendmedical:
"comprehendmedical:

"comprehendmedical:
"comprehendmedical:
"comprehendmedical:
"comprehendmedical:

"comprehendmedical:
"comprehendmedical:
"comprehendmedical:

"Resource": "*"

}

LWBERE —ERIAT , ¥ FEH DetectEntitiesH DetectPHIEBERIEF A,

DescribeEntitiesDetectionV2Job",

StopEntitiesDetectionV2Job",

StartPHIDtectionJob",
ListPHIDetectionJobs",
DescribePHIDetectionJob",
StopPHIDetectionJob",

StartRxNormInferenceJob",
ListRxNormInferencelobs",
DescribeRxNormInferencelob",
StopRxNormInferenceJob",

StartICD1@CMInferencelob",
ListICD1@CMInferencelobs",
DescribeICD1@CMInferencelob",
StopICD1@CMInferencelob",

StartSNOMEDCTInferenceJlob",
ListSNOMEDCTInferenceJobs",

DescribeSNOMEDCTInferencelob",

StopSNOMEDCTInferencelob",

InferRxNorm",
InferICDl1OCM",
InferSNOMEDCT",

BBERAEE Principal & , BRAETEEUASG S AERNEESD , BEENSHITNETEA. EL
REREEREERER K SEEEAERBEETA. ELAKERERE IAM Ak , ABFEBRT

Al EEREHE

£ EEFFTA Amazon Comprehend Medical AP EMER HBRANER |

T,

Medical AP| 55 7] : B)4E, BRFMEHSZE,

5528 Amazon Comprehend
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A Amazon Comprehend Medical & FrE R FF A

FAa2E K5 E Amazon Comprehend Medical API &4 |, B RESEREMEMNTT. WFE Amazon
Comprehend Medical AP| BF ATV EF#HEEA , 3828 Amazon Comprehend Medical AP| 55 7] : Ei{E.
BERNEGESE,

£ ZE#H Amazon Comprehend Medical £ & |, B F T BRE R REENEFT,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:CreateRole",
"iam:CreatePolicy",
"iam:AttachRolePolicy"
1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "comprehendmedical.amazonaws.com"

}

Amazon Comprehend Medical F## A FEELHT , FRMT :

« iam FHEERE A IAM BEWEFT,
. s3 EMEEEEM Amazon S3 FEFETENYEREF.,
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ERERTEEEVERSHRERK , KO TUREBRN IAM A, EEERATELEEY IAM A
&, DARTERELEEROEINGT , BUEY IAM AENEER , YHBREERI AR,

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"iam:CreateRole",
"iam:CreatePolicy",
"iam:AttachRolePolicy"

1,

"Effect": "Allow",

"Resource": "*"

}
]
}

Amazon Comprehend Medical A EEELHFAIFTREIAGHNER , UREZEFHBHH
%R, iam:PassRole BifEAJEEZE A A BEIELS Amazon Comprehend Medicals,

Amazon Comprehend Medical B AWS & (FEXEE ) B

AWS B IAM BERH AWS FREVERERE |, TARBAFZEARS, EX AWS ZEHERER
FERARFIFFENGT , BRENFEMENGTT, NEFMEN , 320 (AM FHEIERE) F10
AWS Managed Policies (AWS Z &%),

T35 AWS ZEBERE Amazon Comprehend Medical 448 % , BRI LLUEEBIERE RN ERE,
« ComprehendMedicalFullAccess — #F Amazon Comprehend Medical RN =B EZEE, 2575
HAEE IAM BEIEFT,

BB A Amazon Comprehend Medical # T EtBERERZEMFERE -
"Version": "2012-10-17",

"Statement": [
{
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"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "comprehendmedical.amazonaws.com"

}

BALLEBEA IAM E AV EZERESEEBRRREZERF TR,
EBERFEEELFER AWS BREH AWS CLI BFE/E,

B LT B IAM BUR | AR EF Amazon Comprehend Medical BIEMERIVEFT] . &0 LA
BERITBFREZIZTECMN IAM FHESEE,

HIRBREFENACREETT

& Z# A Amazon Comprehend Medical FRIFRE , FRHITEXMHESH Amazon S3 RETEE
EX# & T Amazon Comprehend Medical, 7ERF 2 ERFEA B LEE Amazon Comprehend
Medical FREERRIAITUIRE, MEEIACHMERN , 528 (AWS Identity and Access
Management ffAEEME) PHEIABUERITAULE AWS BlR#. AWS Identity and Access
Management

UTRABNEERX.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "comprehendmedical.amazonaws.com"
1,
"Action": "sts:AssumeRole"
}

£ Amazon Comprehend Medical fEF A & 75 BEBHBER (1AM BUER ) 68


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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BIUABZHE , RAHEBINTFIBER., BERERZS Amazon S3 GetObject ListBucket FFAIRF
TEEAERH Amazon S3 EFETHE. T©HEM Amazon S3 WEF AR FPutObject&EH Amazon
SI WML ERRMETSE,

THIEEFI R R B EELRT T,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::input bucket/*"
1,
"Effect": "Allow"
},
{
"Action": [
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::input bucket"
1,
"Effect": "Allow"
b
{
"Action": [
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::output bucket/*"
1,
"Effect": "Allow"
}
]
}
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EFEZEBRSEN

EAREF | BB T ETE Amazon Comprehend Medical B)ERF AJHI & BUR &, LI
RETEMER AWS BEEMH AWS CLI KB, EAEEER , BXERTFFAHME Amazon
Comprehend Medical APls, &% {# Amazon Comprehend Medical £32 A FFERFF A BETH.

® Note
PREEHIEMRMER us-east-2 Bl , YHIEEHEIRF ID.

g4

g4 1 : AFFFTE Amazon Comprehend Medical 1€
HME& AWS , BULIBVEEEREBLNIRE  SFEIFAEZNEBEHEHRE,

B LUBER I EBFTE Amazon Comprehend BIfERT T ER &, #ELLERAERAFEH Amazon
Comprehend WIRBIHEEEE R, SIS TFFIBERM MBI ERE.

"Version": "2012-10-17",
"Statement": [{
"Sid": "AllowAllComprehendMedicalActions",
"Effect": "Allow",
"Action": [
"comprehendmedical:*"],
"Resource": "*"

}

&5l 2 : {2 5T DetectEntities Bk

THHFITREESEFEAEST , LUEH Amazon Comprehend Medical FRIEE , BEFRS {8 PHI
B1E,

"Version": "2012-10-17",
"Statement": [{
"Sid": "AllowDetectEntityActions",
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"Effect": "Allow",
"Action": [
"comprehendedical:DetectEntities"

1,

"Resource": "*"

]

Amazon Comprehend Medical AP| £51] : Bi#E, ERMNEH2E

REFIEFHMREMEESFEAENTIBER  FEATRMAZE, HEEITEEME Amazon
Comprehend Medical APl #4E, BUURFHTBEFINEEEE , URETURTFIHFATHN AWS
EiR, BEBKRN Action MM FIEESE , REEBERN Resource M HIEEERE,

EEREHRM , B LLTE Amazon Comprehend Medical BUR R {EH AWS RS8R, MESB/NTE
BE , F2E (AMERAEER) FHTAER.

® Note
EEIEESHE , BFEMA comprehendmedical : F& , @I L APl 2ERRE | Hil

comprehendmedical :DetectEntities,

AWS Amazon Comprehend Medical #Y S&EBR

AWS ZEBRZH AWS AWS SEBREVNEENBIBKEERATSEARGIRMET , ESR
AR ARG ERE, FHEANAE,

FARCE , AWS RERRARTERTFTREEARFINSIEERT , RAELFITAHAE AWS &
FfEM. RfI2BEEREARFIEBNESFEERE , WEE SRV,

FEEBE AWS SEBRPERNTT, R AWS EH T AWS EBRPERNTT , IEHER
EHREENMEIRE Y (£RE. HEANAR® ). AWS RH EFHN BMEBTHH AP RETAR
BRRBKE , AWS B ARREMN AWS REBK,

WEFMER , F2E (AM E£RERERE) P AWS ZEEX,
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e
« AWS ZE B : ComprehendMedicalFullAccess
« Comprehend Medical AWS ZEBEEH

AWS ZEBE : ComprehendMedicalFullAccess

& T4 ComprehendMedicalFullAccess BUREEE IAM B2

HEREKEREF IR FFIE Comprehend Medical EifE,

{
"Version" : "2012-10-17",
"Statement" : [
{
"Action" : [
"comprehendmedical:*"
1,
"Effect" : "Allow",
"Resource" : "*"
}
]
}

Comprehend Medical AWS 2 & BURE#H

AR B I BRAE B R E M Amazon Comprehend Medical AWS S EBUREFHUARWEHMER. MEED
KEEBLEmMSENIRE 6 BT WHRFSHEHEEE LT RSS HE,

-3 DU =R

Comprehend Medical B 418 Comprehend Medical Bi#41& 2018 £ 11 A 27 H
M E HHE AWS SEBRNEE,

AWS SEHE 72
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{#F 528% Amazon Comprehend Medical API FEAY} AWS CloudTrail

Amazon Comprehend Medical B 82 24 AWS CloudTrail, CloudTrail 2 —E R , WiRHEERE,
A AWS R Amazon Comprehend Medical AFRER 2 Bi4ERIEE 8%, CloudTrail €% Amazon
Comprehend Medical ®IFFE API FEMYEEER AEH, HEERH I3 3ERE Amazon Comprehend
Medical 3 A KM | LUK%¥ Amazon Comprehend Medical AP 2ERRRNIEFEN, REEITLR
% , Al L& CloudTrail B4 834 E Amazon S3 HEFETEE |, @3F Amazon Comprehend Medical
=4, BIEERFREER , MATLUEB CloudTrall ERATHNEHRBF RERMBRHTEL4. £H
CloudTrail WEMER , BULLHEEEER |, flm .

« @ Amazon Comprehend Medical 2 HH#YEES
« RHFAERE IP byt

- REERHAER

« REFRNEHE

- HMFFMER

EEH—5 T # CloudTrail , 528 "AWS CloudTrail fEH &M -

CloudTrail F#) Amazon Comprehend & &

EIREY AWS IRE | 2E&8MIRS EBUA CloudTrail.  Amazon Comprehend Medical 534
SEBER , BOTBEECHRTE CloudTrail B4 , UREHELREHEPNEM AWS REEH. EALE
AWS tRF R, BENTHRIENEY, NFEFHMER , F28 (FEA CloudTrail 4 E £ L &R

BREMHD https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html,

£ BB AWS IREFREH |, 8 Amazon Comprehend Medical WS4 |, SBEMNEBHE, #F
FKHERE CloudTrail 45 BB R ZE Amazon S3 7T, RIBTER , ESEZEAETBME
#EF  BMIARHEEERZINE AWS Bif, RERGLH AWS 2EETMERENSEMS , XAS BFE
ERXNEEIEEN Amazon S3 REETE, AL, BOULIREHM AWS BRI , LE—S o THERE
CloudTrail B FIWENSHER. NFEFHHEENR , F2ETIAZR

- BEMIEHRBIER

- CloudTrail X BWRBEMNES

* EXJE CloudTrail #§ Amazon SNS J&Al

- #EZEEFEW CloudTrail BFER , MRS EIRF#EK CloudTrail HFFER
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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CloudTrail €528FT& Amazon Comprehend Medical EifE , 5281 Amazon Comprehend Medical
AP| 22E, fHltn , ¥ DetectEntitiesV2, DetectPHI # ListEntitiesDetectionV2Jobs
EjES HMY IS TE CloudTrail BB RFELEER

B-SEMUAREXRNELSELFRENEA. BoEATHEEHE T5IEE !

« ERREARHE AWS Identity and Access Management (IAM) FEREERAERREL,
- REZERK , RECEATHEACGEBME I P EAENERELRE.
- BREGHEM AWS RFEE,

WEFHEA

:IJI‘H.

288 CloudTrail userldentity JTT#,

7T ## Amazon Comprehend Medical BE5#ERIEE

BHtRE—BERE , ERSHUARERNEARMNEIEIEEN Amazon S3 #7878, CloudTrail B3
BERYS—EAXSZEERER . SHARKRAEARENE-FR. SHSSFBERBENHERER ,
Bl B M EEERS B CloudTrail BFSEWLIEMRLE AP FFALAYEBRIBHIGEF | Rt T EEUEM
BEEFER.

LT E PR ERT DetectEntitiesV2 EYERY CloudTrail B3EEE

{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Mateo_Jackson",
"accountId": "123456789012",
"accessKeyId": "ASIAXHKUFODNNS8EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Mateo_Jackson",
"accountId": "123456789012",
"userName": "Mateo_Jackson"
},
"webIdFederationData": {3},
"attributes": {
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"mfaAuthenticated": "false",
"creationDate": "2019-09-27T20:07:2772"

}
}
},
"eventTime": "2019-09-27T20:10:26272",
"eventSource": "comprehendmedical.amazonaws.com",
"eventName": "DetectEntitiesV2",
"awsRegion": "us-east-1",

"sourceIPAddress": "702.21.198.166",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.590
Linux/4.9.184-0.1.ac.235.83.329.metall.x86_64 Open]DK_64-Bit_Server_VM/25.212-b03
java/1.8.0_212 vendor/Oracle_Corporation",

"requestParameters": null,

"responseElements": null,

"requestID": "8d85f2ec-EXAMPLE",

"eventID": "ae9be9bl-EXAMPLE",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

Amazon Comprehend Medical Y& 357 Ba 7%

EZEARES , F=HEZAEEZETE Amazon Comprehend Medical B9 Z £ M AWS &84,
ELFTEITHE PCI, FedRAMP, HIPAA &%, A LAER TEHE=FEZEHE AWS Artifact, IE
SHER , 2B AWS Artifact A FE RS

BEFEH Comprehend Medical SR ETEURARERWEZ Y, BLANEREE , UREAN
EEMER, AWS BETIERAHBIER

- ZEHEGHRREAMIERE - EEBBIEEFARE AWSLEBULZERERAEVEERENEEE
ENTER,

« HIPAA Z2BEEREBHKE - WHRERALTNFAFER AWS REVUFE HIPAA REHEMARE
o

- AWS ERER - L THEFMANEFEESTREANENEXENVE

« AWS Config - AWS hIRESFTHERERRFESATEYR, EXXENFEZRNERE.

« AWS Security Hub — AWS LRI 1Rt AL MREBN L FUBER AWS |, THBERERETRERS
EEXEEENREER,

EREH 75


https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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MBI EARETABEA AWS WREEE , HSBWARHABEAN AWS . NE—RER B
S8 AWS AREHE,

Amazon Comprehend Medical ##I5E M

AWS £IKERERUL AWS BEMATARSAERZE, AWS EESRHZEER 2 RN
RAED  EETRAERHNEIEE, SWEENSHREEEE, EBTAESR , BAMRTREEENER
BEANERNE A BREAETABSECEHEDRERE  MAGRERE, THERINTAYE, FHEED
MiEFRES , ORE-—HSEERPONERERREES.

Mm% AWS BT A BEOFMEN , BSB AWS 2IREBFIG,

Amazon Comprehend Medical P E#RELZ M

EAZEMRTE , Amazon Comprehend Medical 2 | Amazon Web Services : Z+REFHMEB AR EF
FIiRE) AWS 2B ZLBFHRE.

& ZFEBERKEZE Comprehend Medical , 55/ AWS B84 API N4, AFmAEAXRE
Transport Layer Security (TLS) 1.0 RE#FHRA. BFRFEH TLS 1.2 REFHIRAE. AFRBSERE
BfEXEIXEID (PFS) WABEM , HlEREF Diffie-Hellman (DHE) =% Bl #h 4% FR B Diffie-Hellman
(ECDHE), BRARHK (W0 Java 7 MEHFHMA) KZEXEELEEL,

oA, HAFERFEEE ID FMEE AWS Identity and Access Management (IAM) BN AL RE
ISR EBHE R, HE , B LUEH AWS Security Token Service (AWS STS) AEA TR BHE
DE#EEFR,
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EEMECER

& F Amazon Comprehend Medical & , 52X T HE A

® Note

« Amazon Comprehend Medical X # UTF-8 X (EN) EtiwmiE.

« Amazon Comprehend Medical T R FFEIFRSEHNIERREHEAEFERRF T
(//)o

EEEA

Amazon Comprehend Medical #EZEIX BHEBEEREZR, 2 EZEE. Amazon Comprehend Medical
REAEESIH , EHENIERZERMNIGEE. RACARINERIEERE , LEFTESE
BENBERATEASTEERE. ARBECHARME K ELEREHAZBEEEIIRNEESETES
MEgFE. AEERBIIRNEREXASCRBEERNERMNEZLNERYE 2R  JTHEEEEE
4l #EH Amazon Comprehend Medicals

X &N B

WME R A Amazon Comprehend Medical B AWS [EiFEEE |, 5§28 (Amazon Web Services —fi%
2E) FE AWS [BE M %%,

PR

% Amazon Comprehend Medical BRI FECEERAERIERA , URBERIESHERE , 555
Service Quotas,

\ﬁ

B AWS

IR

Amazon Comprehend Medical BN ( [@% ) DWIREEETHIEEE :

EZBEA =
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Amazon Comprehend Medical #:)X 2 #r ( 3ERAZL ) BEEF T HIEEE

iR [i-E]
StartEntitiesDetectionV2Job .+ StartPHID 5TPS

etectionJob . . . . StopEntitiesDetect
ionV2Job StopPHIDetectionJob StartICD1
OCMInferencelob StartRxNormInferen

ceJob . StopICD1@CMInferencelob ., . StopRxNor
mInferenceJob StartSNOMEDCTnferencelob #
StopSNOMEDCTnferenceJob BRIEHNEBHRZE (TPS)

ListEntitiesDetectionV2Jobs . + ListPHIDe 10 TPS
tectionJobs . . . . DescribeEntitiesDe
tectionV2Job DescribePHIDetecti
onJob ListICD1@CMInferencelobs ListRxNor
mInferencelobs . DescribeICD1@CMInferencelob

.+ DescribeRxNormInferenceJob ListSNOME
DCTnferenceJobs &l DescribeSNOMEDCTnf
erencelob BIEMNEBHWRZE (TPS)

FRBRENERXERHERIERA/D LR 70 KB
BREBH AP ER (#REBFREINAAEEREMN ) 1GB
BEEFENFERPATHHREBHE LR 10 fE{EH

MREBHNFRRFTESE , FEM segment.py B AT 5 HTBNEER.
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FMBABER

Amazon Comprehend Medical B3 {4 FF 5h 52 4%

TRRALARA Amazon Comprehend Medical #9324,

g

B EH InferSNOMEDCT
API fRAS

2 2 # InferRxNorm B9 API iR

&

S E# InferiCD10CM Y API
TS

2 ¥ # DetectEntitiesV2 B
API 2

2 B ¥ DetectEntities Y API
TS

EE# InferlCD10CM # AP
UGS

S E# InferiCD10CM Y API
TS

2% # InferSNOMEDCT Hy
API| BRZ

A DetectEntitiesV2 18 7 4%
BB

DU

InferSNOMEDCT API #
HEMFRAREK 3.0.0.202
20301 .

InferRxNorm API &4
REMFHARE 3.0.0.202
21107

InferICD1OCM API &4
BEMFRAREK 3.0.0.202
31001

DetectEntitiesV2 APl #
EREFERAMRA 3.0.0,

DetectEntities API#£4E
BWEFRARA 3.0.00

AP #4#EInferICD1OCM ;R
HEERRAE 3.0.0.202
31001 .

API| #4EInferICD1OCM I}
HEEMAMRA 2.6.0.202
20401 o

AP| #4/EInferSNOMEDCT 3]
EFH3.0.0.20220301

API| ##4EDetectEnt
itiesV2 WEMARAE

B

2024 6 A 26 B

2024 56 A 26 H

2024 6 A 26 H

2024 6 A 26 H

2024 6 A 26 H

20242 AT7H

2023 9 A 27 H

20236 A 12 H

20236 A12H
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AR : ALLERGIES , S8 T 7458,
« NEGATION
« PAST_HISTORY

¥R : TOBACCO_USE , BB T 5B S,
* Attributes

* AMOUNT

* DURATION

 FREQUENCY
- H5E

« NEGATION

« PAST_HISTORY

¥ 5ER . ALCOHOL_CONSUMPTION , & ¥18 T 5B M4,
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* Attributes
* AMOUNT
* DURATION
* FREQUENCY
- 13
* NEGATION
* PAST_HISTORY

¥EA  REC_DRUG_USE , 28 TIN5,
* Attributes

* AMOUNT

 DURATION

* FREQUENCY
- $5E

* NEGATION

* PAST_HISTORY

SR - UnmappedAttributes , B T IEM,
* AMOUNT

#A%E 5] . MEDICALI_CONDITION, ¥ % : DX_NAME , 8 T 548,
« PERTAINS_TO_FAMILY

« HYPOTHETICAL

« LOW_CONFIDENCE

¥ A% 5l : TEST_TREATMENT_PROCEDURE, #F# : PROCEDURE_NAME , &7 T SI45#&,
« NEGATION

« PAST_HISTORY

« HYPOTHETICAL

« FUTURE

ARl : TEST_TREATMENT_PROCEDURE, ¥EE! : TEST_NAME , €18 T 54348,
« PAST_HISTORY
« HYPOTHETICAL
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 FUTURE

$A%EH| . TEST_TREATMENT_PROCEDURE, #F# : TREATMENT_NAME , €% #8 T JI45 &,
« NEGATION

« PAST_HISTORY

« HYPOTHETICAL

« FUTURE

5 StartEntitiesDetectionV2Job API BREHMTHHIX DM EAMERH APl RAK 2.1.0, &
EE—F THRUNMEREL API BE , 382 B Detect BB (F 2/ ),

InfexrSNOMEDCT

Amazon Comprehend Medical AP| #4EInferSNOMEDCTEREE API 2.1.0.20220301 kR, LbAR
AENSETSEEEE T IEMER,

¥ 7% 5] : MEDICAL_CONDITION, % : DX_NAME , S8 T 5458,
« PERTAINS_TO_FAMILY

« HYPOTHETICAL

 LOW_CONFIDENCE

BRI : TEST_TREATMENT_PROCEDURE, #EH : TEST_NAME , €318 T 545 #,
« PAST_HISTORY

« FUTURE

« HYPOTHETICAL

$ A% 5] . TEST_TREATMENT_PROCEDURE, #F# : TREATMENT_NAME , % #8 T Jl45#,
« NEGATION

« PAST_HISTORY

 FUTURE

« HYPOTHETICAL

%Eﬁ%ET%iE@E%ﬂEﬁE%ﬁM?MO

5/ StartSNOMEDCTInferenceJob API REHMTHHIX DM ERHBINRA, BEEE—L THE
m{afEREL API 84 |, 528 SNOMED CT E#,
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InfexrICD1OCM

Amazon Comprehend Medical AP| #4EInferICD10CMIRIEMER API 2.1.0.20220401 hRo LEhRAS
ENEETBENEETIEBIMER,

¥ %EBl - MEDICAL_CONDITION, ¥R : DX_NAME , S8 T 5458,
« PERTAINS_TO_FAMILY

 HYPOTHETICAL
* LOW_CONFIDENCE

SRRRIEIE
- WEFMEIET B ILER BE R BEERBAYER.

£/ StartRxNormInferenceJob API REH TR DM EERERNRAE, EEE—F THE
W{AfEA InferRxNorm#l StartRxNormInferenceJlob APl #24E , 5528 RxNorm &,

InferRxNorm
Amazon Comprehend Medical API #£4E InferRxNorm IRIEMFEA API fR4< 1.3.1.20221003,

SERRIEIE
- WEFMEIET B ILER CE A BEERMAYER.
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