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]:gect a repository provider

your project.
account).

CodeCommit O GitHub
Use a new AWS CodeCommit repository for Use a new GitHub source repository for
your project (requires an existing GitHub

O

@ The GitHub repository provider now uses CodeStar Connections

create a new one. Learn more

To use a GitHub repository in CodeStar, create a connection. The connection will use GitHub
Apps to access your repository. Use the following options to choose an existing connection or

Connection
Choose an existing connection or create a new one and then return to this task.

Q. arn:aws:codestar-connections:us-east- X | or Connect to GitHub

@ Ready to connect
Your Github connection is ready for use.

Repository owner
The owner of the new repository. This can be a personal GitHub account or a GitHub organization.

v
Repository name
The name of the new repository.

cs-dk-gh

Repository description
An optional description of the new repository.

© PFublic

g. SHFRETFEHESE B GitHub BEIEMNMEA GitHub 1RF,
name (RFEEME) 9 , FEZHER GitHub REFEERE , WA S —EBH.
i. BE/AZEREA

h. 7 Repository

(® Note

BEMEA AWS Cloud9 MALHRRRR , ELRRELA,

j. (iEH) 7 Repository description (fRFE#R) & , @ ALt GitHub RFEMHEIR,
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® Note

WRIZIRIF Alexa Skill ERE A | AIFEEERE Amazon BIEZAEIRE ., WEMEA Alexa
Skill ERMFMEN , F2E HERIE : £ CodeStar B AWS E 1] Alexa HREER,

9. MBEMEREILEE Amazon EC2 #1TEE K HEBBEETEE | 557 Amazon EC2 {HRERER
E Amazon EC2 #i1T1EEE, #lin , A ABRRBIETRHANSTERER,

(® Note
TR Amazon EC2 #i/TEBERRMATRBHRNEERE S , X HAEETEMNMEEEK
R, WMEFHMET , 5528 Amazon EC2 H{TEEEER M Amazon EC2 EE,
MR LA ZEEEEFLEEHRK (VPC) HAE Amazon Virtual Private Cloud 52 31 Y {8 743
B, MO LURBEEMAN VPC M F/K, TiB , MREBRESATER LFTZIEN
Amazon EC2 #{TEBEE , AL BEHTEBHEAREAERN VPC,
MEFHMER , F2EMER Amazon VPC ? MERAHITEEESES,

EEYd  BESE PEILM Amazon EC2 £i8¥ SR 4 - B EHZEM AWS CodeStar
Amazon EC2 €%, ENEEREEEFTHILESH/ER,

10. JZFE Next (T—%).
1. REERMNBERFEMENA,
12. 121 Next (T —%) = Create project (BRI ER), (BARNBERENERERME, )

BYSRTRFELIENKRE , 2F BTE,

 ERBEARGEZE  ATNEARFEEERRELFIME. FRAESETOEERRE
DE. REMMEN  REERREFEELNEE,

1

w

B8 2 - R AWS CodeStar /i &R ERF HETEN

ELEVER  LEBMNMAINERERMAEEE., MREREE —XMEH AWS CodeStar , RS
ESRIIRMH -

- HEMEREBEINENERERE,
- BHMEHEBRTINEFEFbt.

S 2 . BIEK AWS CodeStar R ERERFIEETRENA 12


https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/pricing/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Introduction.html
https://docs.aws.amazon.com/vpc/latest/userguide/dedicated-instance.html#dedicated-howitworks

AWS CodeStar EREER

L EARARIERN AWS CodeStar ERERER, EHEREELIIERER , BERRN AWS EH.
BYLREBRERNEMEAWS BEEPRVEAERERE. SAREETUISTRANESR  RENE
¥,

WAERERBNETEFibi , AREET T,

(@ Note

& BB E FE 4 it A RS AWS CodeStar fEFERERE., MRENERFER U
SNEEIR AWS (6l | GitHub f#FEES Atlassian JIRA FRHIRERE ) | ELERIEMHE TR
BECNFERAERER  EATEANSERAEEBNE FE b, WEFHEN , FSRERRE
& B

SR3: mELNESR

&#) AWS CodeStar EREH A RENBERBRERERNNRE  BRERNBIER., FEXNE
BEWRE , UARBTEENRE, "EEFTELERNFAES  FREBIITEZHENEE,

HENHERTD , ERIGSTHER :

- BIRAEQSERTEY, EXRERNERREADNERAHEBER,

- IDE EEVEESERESETREAMRIRE (IDE) , UMsth, AENHERREXEBEE, ©88
A GitHub 1 AWS CodeCommit fE1ZEE%E IDEs HIEREA , LA K AWS Cloud9 BRIEMEEEE A

- RFEEESENENREERMEES , 2FE8,. BHE. LXBANERE , URER URLs, &
WA LEREAEENERXNENR , ARBRENEURIGER.

- EEREERETREEN CIICD BEfl, BALRAEEFMES , flNEE. KRMBENRE, &7
LEEEENE LG BMBE, £t LURE EEE B SRS,

- EREESREBERVALERER Amazon EC2 = AWS Lambda 1512, #ltn , e @B ~EE+HH
AWS Elastic Beanstalk 5 CodeDeploy &EiR&BE 2| B1E/ Amazon EC2 #{T{ERRH CPU EA X,
A WERF AWS Lambda , ©E 8~ Lambda BB AR FEERIEE, ®BDRFERLERA, W
RBERHERERFEHEZEN AWS CodeStar EREH X |, FEZSEEAENGRHSEE LY
TERNEIZEHERE, SUNEHMEEERUEEANHTEREERENEL , HAHBE
REBESLESZERNEE,

- BEEEAREEN AWS CodeStar 2 EE Atlassian JIRA EEE S, REHEETZELANENE
REKRERERIREMK JIRA BE,

SR3: MRBWER 13
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FERACANEEERTRLEER, BRIRERACEHEE.

T4 BERXEE

B  ERERPESNEIRARER, #RENEREEFHNEANEZEREEAEN , UEEER
BEANAE, € Web BARXSETRENNRERNBERRSIFTRP, ER AWS CodeStar
EMERENEREH,

MREBEEEENR , FEEBEITREMRTE. ZERFERBTNER  EXRNEFESERR
SIRBRRETHE. HBEMTER readme ERAR (README.md) , WBBELERNAR.

HUSRP  LREFENR  AREEIBEFE[/ETEE. EUTUHETEAANES —ERYT :

- MRERNHERNBEEFHIE CodeCommit B GitHub fEFEES |, B LAFER BEEH Web BIESS AWS
Cloud9 AN K MEFTLTREIMIE, MHEFAEF , FSREILEZE AWS Cloudd IRIE,
- MRERNERXBFMIE CodeCommit #EFEH , HEE L2 Visual Studio = Eclipse , & AJ LAfE
B AWS Toolkit for Visual Studio 8, AWS Toolkit for Eclipse B tEHRETRENB. MEFME
F , FESEEE £ IDE AWS CodeStar, IR &R A Visual Studio = Eclipse , 78R % Git AF
w L, XAKRIL S BEERNRARE,
- MRERNEXBRFME GitHub 7FE , LA LAEA IDE B T EEH S GitHub,
« &% Visual Studio , R LAfE A GitHub Extension for Visual Studio 5T B, MEHMENR , 55
28 GitHub Extension for Visual Studio #8315 L EIER EE , JAK% GitHub #34 _£# GitHub for
Visual Studio AP,

- HR Eclipse , BRI LAEA N EGit for Eclipse ZEHW T E, MFEFHMENR , F2B EGit B LH
EGit 3X#,

- BAREM IDE , 528 IDE #9344,
- BRHEABENEBREENFAEN A F2RBEERMEEN U,

TR RERBA AT S A MR ERE,
RELHNERUREREE (AM ERE)

(® Note
EHERFP , BABRRERNEIBFRIE CodeCommit EEEP., BAHEMERNEXGRE
FENFFHET  FE2RREFER{ENXNS  RRFEZRIT—EEF . EHEXREEE
IR E
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https://visualstudio.microsoft.com/vs/github/
https://github.com/github/VisualStudio/blob/master/docs/getting-started/index.md
https://github.com/github/VisualStudio/blob/master/docs/getting-started/index.md
http://www.eclipse.org/egit/documentation/

AWS CodeStar EREER

MEREZEXBEFHNTE CodeCommit F , BIRE A CodeCommit HIEE A AWS CodeStar £
BAEAERET AWS Cloud9 RRIIRE , AIFEEFEZHAE, AT —EEF . ERERFHEE
EEI i E,

1. R Git RENAEEK.
2. & A AWS Management Console , Y #E https://console.aws.amazon.com/iam/ : // BIRX IAM E 12

>

Ho

LIAM ERES S EA , ZERAEBER Git EAERELEZE CodeCommit Y AWS CodeStar
BEEXFEEE,
3. EIAM EBANEEEKTD  BEFHE K ABREAZSTEDZRELSN IAM FHE,

4. EERAEFMEIREL  BEFRL2EAERREIER , RRE CodeCommit Y HTTPS Git &
ABRTEEESL.

® Note

BEES Gt EAERZEECHNEARRE, NEFHAEN  F2EMEH Git ZEAERA
HTTPS #Hf CodeCommit,

5. B IAM RLBEENBEARRE, SUNERETR  ARERMEASBEAUERNLZLER
FELALLEETHEABR THILERAS CSVER, BEZREASEERE CodeCommito

RBEENBZAERZE , EF Close (BEFA).

/A Important

ERERERAERNE—H#E, MRETHEFELENE , EUUKE IAM T SEREH
£E58  ABLEHER. CLAERETR K RAERRETER.

RELCNERUABRREE BMSHIERE)

BULEREEERELEERINEHFREEE , REEM Git RENARERER, IREEANRBS
BoFEE , BRBRUTSRUER Git RER , YRENETBERERRFETE,

BSR4 BREBE 15


https://git-scm.com/downloads
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_ssh-keys.html#git-credentials-code-commit
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_ssh-keys.html#git-credentials-code-commit

AWS CodeStar EREER

® Note

EHERFF , BABRERERNEIBFRE CodeCommit EEFEF. BRHMBERENEXGR
FENFAEY  F2ERTFERHENXN  ARFBEERI T —EEF  EREXFEEFE
WIFRE,

Z & Git RENAFEER,
&% AWS CLI,

HEBME s ERAERERRZEEBEAER. UFEFMES  F2HEERKFE CodeCommit f#
FE. BREAENER

- AWS EIE#R
- AWS AR TR
« TEREERFAF

NMEREEAERNFMEEN , F2 /K GetFederationToken BYFF A,

A AWS CLI ZEAERGHMENEREZLNREEE. NMEFMENR  BF2EFEH AWS CLI & A
BRI BIFE R E Linux, macOS 5 Unix LEXE HTTPS E4EZ CodeCommit f1ZEMN SR |, =
A CLI A& R HBIERTE Windows AWS EERE HTTPS E# Z CodeCommit fEFEMN 3 ER

T SIS IR TELRZE CodeCommit EFFE , WHER KX EZRFE.

g . RRERRBEEALMEE

1.

® Note

HEFRPNTERERNEABREEINECHER. BEHEXRM index. html ER , A&
HEAEHNEBEIERFTE, THEFD  RAIBKRERNEXBEFRIE CodeCommit f#1FE
F, MASEARBG TN Git APk, IFEGEENEABREFERNTENFRER ,
ASRAMERNXY  UTHRNTERRETE, S2EER  AREEAER,.

INRIEFEH AWS CodeStar A BEREIT AWS Cloud9 BIEIIRIE | BHBBIRIRE , REMH
ZENEFNTR 3, EEMMARIRENFMENR  BSRHMER AWS Cloud9 FIRE,
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https://git-scm.com/downloads
https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/codecommit/latest/userguide/temporary-access.html
https://docs.aws.amazon.com/codecommit/latest/userguide/temporary-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_control-access_getfederationtoken.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-https-unixes.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-https-unixes.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-https-unixes.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-https-windows.html

AWS CodeStar EREER

£ AWS CodeStar X AFHBEHNERE  £E8% L  BREREE. EER URL A | BEL
24 CodeCommit ;R EMNEBFBENBEAHE K ARERER, 0, MRBEF/ENEFFH
S EBHREETE CodeCommit BY Git EAER |, 5FEIZE HTTPS,

2. HEENAMER ERABKERITSIRE K SBEEEEDREEE &K, #1117 gitclone T AEHR
REEINENER, By L BERMERE, Hlwn  WRAER HTTPS B CodeCommit :

git clone https://git-codecommit.us-east-2.amazonaws.com/vl/repos/my-first-projec

B-RERE , RRERTEOAREENEZABE. #¥ CodeCommit , W ARE L —EREF
RTREA Git EABRBEAEHR.

3. EEINEHENERERZ, WHABERNR,

4. B index.html ER (ELBERRYF) , REUZERETEE. Sl , &£ <H2> BREMNE
%, flan

<P>Hello, world!</P>

RFRE,
5. ERBHENSSETITEFECETNNE ARBEXRIEATHEE -

git add index.html
git commit -m "Making my first change to the web app"
git push

6. EfFEREL A BHEETHFNEE, CRIASEIRTFENEXELCHEENCNER , SFE
RAL. EEERHET , EULEINEENSHREFENEE , WHKREZEMNME, 5F Web B
FH%ETZ{& RO RERREARAUBREE,

(@ Note
MREMEEREBRBTRRY , FSEUTHWREDERA

. MERRMEER , F2EAWS CodeCommit { ERAEIER) PRHEDE AWS

CodeCommit,

- MERERE , FZ2BAWS CodeBuild  fEA&IERE) FHHEDE AWS
CodeBuild,

SR 4 . EREE 17


https://docs.aws.amazon.com/codecommit/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/codecommit/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/codebuild/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/codebuild/latest/userguide/troubleshooting.html

AWS CodeStar EREER

- WMEIEBRER , F2BAWS CloudFormation { fEA&EISE) FHHFEDE AWS
CloudFormation,

- FEAHEMEE , F2RBERE AWS CodeStar,

SR5 MBEZEBKRE

518 AWS CodeStar EE# 28 E =18 AWS CodeStar &€, SHRABEMECHERREE RN
BEK :

- BEE  THENBREKKE, EEERERKR , ARMBREER,

- BRfE  MRBEXBERIE CodeCommit 1, BEEFTIEHBIREKKERMIRER , BIATUEE
HERERHNIEBENB, EREMEZA AWS CodeStar ERIWAZSHEKKERENAR,

- BREE  MRBEXBERIE CodeCommit 1, EERRRER , EELHERERRBE. HEIB
BREE , AITURRERERR. BREXR.

/A Important
MBLHERFER AN ER AWS (30 |, GitHub f1ZEDR Atlassian JIRA FRIRRE ) |
AELERNERRAERRMERS  mMARHERRMEERSH AWS CodeStar, MHEFM
&7 , F2RERREEN G,
BEREFE AWS CodeStar ERHEMA , BRI LAEA AWS CodeStar 12 & 2RFE /38 AWS
{BEEREENER.
AWS CodeStar T A ERE KK E S EE RN TIHHEI AWS Cloud9 FREIRE, BEEANE
BXESEAZNIRE K FSRESRERRE LA AWS Cloud9 R,

NEFEEREERAENFMES  F2BEA AWS CodeStar BBk,

BB K S8 E AWS CodeStar R ( £#4 )

1. BIRX AWS CodeStar 12 4& , #8iL A http : //https://console.aws.amazon.com/codestar/,
2. REBERTPREBER K AREBELNER,
3. EEXRNAIEZEEERS , BEEK,

HR5: MEBEEZEEKE 18


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
https://console.aws.amazon.com/codestar/

AWS CodeStar EREEmR
4. 7 Team members (BB E) EH L , i#E Add team member (FTIEEBKK E).
5. £ Choose user (EEFERAE) B , T FNHHEHP—IHRE :

- MREEFEHARCHE IAM ERE |, FBEFEE IAM E£RE,

® Note
B8 EE —{@ AWS CodeStar ERNFEHESHIIREIRE AWS CodeStar EHEE
B,

HEERAGT , AUFEMAEIRE AWS CodeStar A2 (HEE. ERERRRER ). EB
R AWS CodeStar ERERAE , HEERNHAERETEE, ERE IAM ERER
ZABERMFEAWS CodeStar ERERAMEFENAE . EEERAAFKIE IAM HH
CodeCommit #FMRRRBEUMERE Git BAEHR , A IAM HHEHE L& Amazon EC2
SSH & #MFATR A BUR,

/A Important

RIELUHEAES S BATRA , FULMLRENET AV EAENETEBAE
FEHET. NBHMETR , HHUES AWS CodeStar A ERERWETES .

BEEREE B S

- MREBEHEEERPAERE IAMEAE , FEEEUHN IAM EAE, REEKEERE
EE IAM 24 , B EEPRELFHN IAM EHE , NEHMAEN , F28 AV FREE
) FHEVET IAMERE, B3 IAM E/AE® , IRE AWS CodeStar 24 , EfEEFH
BEE K REVRTHNRBFEPBELEIN IAMERE, GALZEEAZTLHFERAEN AWS
CodeStar@@ T A B, EFHHF U NERAE K ARBEMEEKXKE,

® Note
ATHEER , SEZBERD Owner (HEE) ARERGEL —EAERE.

6. EETIEAGHNEBRKE :

« AWS CodeStar ERMEHEA.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console

AWS CodeStar fEREE

M

- MRFEHBEXBEMIE CodeCommit & |, BIF A Git B AERREREARKE[EFE
CodeCommit fEFZERE R, CodeCommit

- EREAENAERHEREE. SFHEUEMNE Amazon EC2 SSH €8/ EH , 0
FriR{E A AWS CodeStar FFHERERE .

s —RMBRIBIEREN , WREHERVRER AWS K MBRAZFERAEEILT IAM EH
EZ, WRBEEFHEEREAZEN K RitEREXLERETNZG.

HER 6 BhR

REL | AEERHSRE., NRATRRERALERRIER  CEZSEME  SBE AWS £

MR E M RERBELEER,
£ FMIBRE %R AWS CodeStar

1. BARX AWS CodeStar £ A& , #81L A https://console.aws.amazon.com/codestar/ : //,

2. EEEERTEESER

3. ENZERMBRNER , ARBERER.
HE LK FRER , AREIECEANSEERTEERE. EEXRFHEFAERE L | B
Delete project (MBRER),

4. TEMBRHEREED , AR, MREEEMBRERER , FRIGFEDMBRER, 2EZF MER .

MBRERTREFTEL D EBHRRE, MERE K EXRTZBHIRE AWS CodeStar TEENERFE
o

/A Important
MBENERER LUAWER AWS ( Hl70 | GitHub fEfZESK Atlassian JIRA IR
) , BEEEEREEA R , b 2MRELER,
MR AWS CodeStar TERREFBHEZZEI IAM FAENAE , BIELRBREN
HR, tERXRTERXRREEEHSI»ERELACNERT , BXEEBZBE , &
BEMIBRER. WEFMER , BB

SR7 . BENERERIETEERE
ERUERE  CTURBRY, WRISERAB, KM TIEMESLERSFHERES

S$B 6 BR

20


https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-gc.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-gc.html
https://console.aws.amazon.com/codestar/

AWS CodeStar EREER

- EHERGHEES  YHBEERAEXFMERANKEEE K REEZLREER. NEFHAENA
BAWS CodeStar RN Z 2 RIEER,

- EMERENEREARTESTEBNRR,

3
¢

RED R

DTFR—SHMER , TiHEIE T # AWS CodeStar :

- HERE . £ AWS CodeStarFE UM EEBARFER FAE PERABBEINIE Web IR
WEZR , AWS Lambda 3 B A[FH Amazon API Gateway F#J API FEAY,

« AWS CodeStar EREA BT UBRIWHMBERER,

« /A AWS CodeStar B RIEFHRHEMA MBS ZREEERNMEEEA.

HEBERTE . /£ AWS CodeStarhE I E B EFIREFEZE

EARYERESD , BGEH AWS CodeStar REVER | ZERFEHE AWS AkFEAENEDR
(AWS SAM) SRE I MEEITER B9 Web RIS AWS #9E R AWS Lambdas,

AWS CodeStar fE <38 AWS SAM AWS CloudFormation R{Zt 2 MIEE X & AWS ERNE{LS
3 , B Amazon API Gateway APIs, AWS Lambda B & #1 Amazon DynamoDB & #l&k, ( LEXR
& £ Amazon DynamoDB &K, )

MEFHMET , F28 GitHub EMAWS ERREFEAERIER (AWS SAM),

PVEFEHS . THERE AWS CodeStarF I H 8,

(@ Note

AWS ZBHRFEMREEES NEAHKEBREHABENER , 21 A2 AWS REHER AWS
CodeStar, WMEFMEN , F2E AWS CodeStar EE,

£
- B
- SB1BUESR

Y >


https://github.com/awslabs/serverless-application-model
https://aws.amazon.com/codestar/pricing

AWS CodeStar EREER
- TR2 HREERER

- SER 3 : AIE Web IR#

- FR4: RELNTH T UIRESZERT

- FR5 . FILEES Web IRH

- R 6 : BIEHEEN Web IR

- SR7: FWEAET Web BRI

- ZR8: BMEETAEHER

- SO BR

- BRESR

BLE

FRELHBRED

1. £ AWS CodeStar B2 FH AWS SAM B2 E M EZPE Python & Web FRIEWEZR, 1t Web FR#EFT
E1E 1, AWS Lambda Ti&EiB Amazon API Gateway FHl.

2. RRERNTERR , 8 :

- FRERFKRTEHIFFF AWS CodeCommit &, ERKBIHERIE Web lRIEHVEE , MEZHEBEHN
AWS &R,

- BEMtEEFRKRENIEN AWS CodePipeline B8, LtEEFEA AWS SAM REIMIPEBHREE
AWS Lambda, £ Amazon AP| Gateway FEZ I MHER APl , AR A APl EEZERKE,

- EPEBE Y BE AWS Lambda,

« 7£ Amazon API Gateway 23 API,
3. BIEL Web BR% , FEER S FEH AWS CodeStar BE I EE Web RS
4, BELEHN A TR AFERAERNRERE.

5. MAEHNAKIEHESEFERNRRE, EATENEBINERE  REHEAECNEETERIAER
AWS CodeStar @EEZMEFH I E Web BRFE.

6. BIORIER Web PR , LARERR WNFEHA AWS CodeStar EBFMEFHEE,

7. AR ITERFEE AR S EFHAEIKREBBHLAR. EEHEETAEE
AWS CodeStar EE W EFHZE Web IR , W 1TE THIE.

8. RE T RAEMNER,
BEER, WSRAHEEER AWS BRRIRF WEEAHEREEENER,

1%

(]
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AWS CodeStar EREER
T BUER

EHFBGD | FBEEH AWS CodeStar FIEAREITEHRE,

1. & A AWS Management Console YR AWS CodeStar £ & |, #81iL %A https : //https:/
console.aws.amazon.com/codestar/,

@ Note

& 78 AWS Management Console fEAERRE R HEBIH IAM £ EMHEBENEA
ERRZEA BRE AWS CodeStar, S{EFEH &% HE#E AWSCodeStarFullAccess &
BE,

2. ERCEERVERRHEERAWS HEH,

WMEE AWS CodeStar ATH AWS EENVEBEF , F20 ( AWS —#2E) PiyEHMimE,
3. JEEL—Lw—*o
4. 7 Choose a project template (IRIZERE X&) HE :

- SPHEARXER | ER Web R
- SFEREXERFTES , EW Python,
- $FHAWS BRFE , EEL AWS Lambda.
5. BEGESLAMNERERMNA R, BE Next (T—),
6. 1E Projectname (BRE®/) P , M AERMNETE (W0 My SAM Project), MREFATRENRE
BINER , FHLXERYEREP ML,

HEERID, EALLER AWS CodeStar :ZEHERIFEBIAF ( H20 my-sam-project), MIREF
FTRMNER D, FELBEREPEEHLEE,
REBFTIEK AWS CodeCommit , T EREREFZEZHEE,

7. EE Next (-F_i)o

8. REZHERE , RARBEEIER,

MRIERESE —IX AWS CodeStar 7EIlk AWS BIFFRER , FEERNEBNE FE4 I A AWS
CodeStar ZEAR IAM FRAENETEBNE FEB44ibit, B#IE Next (T—F).

9. %1 AWS CodeStar BV ER, EnEESEL 7 ENRE, ftENEERFIERMEEIEZ
' y nﬁ%ﬁﬁgxﬁo
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https://console.aws.amazon.com/codestar/
https://console.aws.amazon.com/codestar/
https://docs.aws.amazon.com/general/latest/gr/rande.html#codestar_region

AWS CodeStar EREER

TR2 RRERER

ELSRP , SEREERNOE AWS EIR , LT HRERNEEL

BEHERFRRTEN AWS CodeCommit fETEE. AWS CodeStar 22t FH#FER T my-sam-
project , EH my-sam-project EERMNZ T,

£ CodeBuild #1 SAM AWS 7£ API| Gateway H B E){t 2B FIE Web ARFEH Lambda B EH
AP| B9 AWS CodePipeline &, AWS CodeStar gives Bi& & # A my-sam-project--Pipeline , &
F my-sam-project 2ERM ID,

‘@& web service. AWS CodeStar gives B/ Lambda B8 78 A awscodestar-my-sam-project-
lambda-HelloWorld-RANDOM_ID , E b :

+ my-sam-project 2EXEH ID,

* HelloWorld 2% AWS CodeCommit EEH template.yaml ERIEEMNEHE ID, BZHESHEER
EEER.

* RANDOM_ID 2 SAM AWS 1A BN B AYBEHE ID , LAt Bh AR ME— 1,

AP| Gateway F#) AP| T B F &Rt Lambda B, AWS CodeStar gives APl (&5
awscodestar-my-sam-project--lambda , EH my-sam-project B ID,

& CodeCommit I RIBENIBHIFZE

£ AWS CodeStar R AHHMENERE , 887 L | BERGREE,

HERFEFAE A F2E CodeCommit fE17E (My-SAM-Project) HE#,

£ CodeCommit EZEAMNERNBTEEH L , SETRERNRHBENBESR .

+ buildspec.ymlCodePipeline $§’~ CodeBuild EZEMRERFER , LUERA AWS SAM &
Web ﬂﬁﬁ%o

- index.py , HHEE Lambda HEHEE, HEERE I1ISO KB EHFH Hello World
MeFEBES.

« README.md , EH B EEHRBREFEN —KRER.

« template-configuration.json, HHIEMWER ARN , REELEEFER ID 2ERAT
FMAR LR

- template.yml , SAM AWS & H R % Web BR¥% , 7 API Gateway FE I AP,
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aws; Services ~ Resource Groups ~ *
Developer Tools X Developer Tools CodeCommit Repositories My-SAM-Project
CodeCommit 5

My-SAM-Project

v Source * CodeCommit

Getting started .
My-SAM-Project info

Repositories

Cod
e Name
Pull requests
Commits L tests
Branches B buildspec.yml
Tags
O index.py
Settings
] README.md
» Build * CodeBuild
[l template-configuration.json
» Deploy « CodeDeploy
[l template.yml

» Pipeline » CodePipeline

EERBEENAT  RBEEPREER,

EFE R CodeCommit TR AMFHMET , S8 AWS CodeCommit A & 8.

£ CodePipeline FIREREE

1.

EEMREENMHEBEENR , £FEE D AWS CodeStar ARG ERE K FTEBY BEEE
LEFINEEITE

+ 1% CodeCommit BN [RIBE X IFAY RIRFE ER o

+ £ CodeBuild ZEFRHBEABHRERE,

. EPEBRER , AAER AWS SAM SBRENEHBERE AWS MER.

EERAEENFEENR  FEEEFEEAD , EEFEEELE CodePipeline T2 AP RME
B,
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ERAEER

MEABFFEA CodePipeline R AMNE , 5528 AWS CodePipeline £ EERME,

BB ER LRRERTEE AWS FRBER

1. % AWS CodeStar T2 AT HRMESR , ARKEES PRIFHS.
2. RAEREFINERERFE

£ Lambda RIRZEHE

1. 7€ AWS CodeStar T AT HREMNERE  TAEESS | ZIZHE,
2. EERERMN ARN # | 112 Lambda EEHELE,

HEBNWEXIBFE T Lambda 8 A&

WMEEREMFEA Lambda =AW ER , 5528 AWS Lambda B A B35,

£ API Gateway F#R%& API

1. 1 AWS CodeStar T AFHBEHNERE , £ABEES - | ZESEH,
2. EEZRERA ARN # , EHE Amazon API Gateway API RYE#E.

AP| & RSB /RTE APl Gateway FiE A,

MEEBAER APl Gateway T ANE

HER 3 : Al Web IR

FELZRD , BERFE AWS CodeStar RIZE RN THEHN Web R,

illll

, 5 2B AP| Gateway BIZ A E5/,

1. BERPRL-ESREBVBERT , #EEI £ BEEE,

2. EMEzE  FRERER RENBERRBETREY, ERRTELDEHRE,

® Note
MREAERGBRAY , F2RUATHHELERA

- MEBRRBEER , F2EAWS CodeCommit  FHAEIERE) PHMEDE AWS

CodeCommit,

SER 3 HIE Web R
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. MERBMER , F2BAWS CodeBuild  EREER) THHEDZE AWS
CodeBuilde

- WMEIBRER , FS2BAWS CloudFormation  EFA&EISE) FHHEDE AWS
CloudFormation,

- FEAEMREE ,

2
W

B PE 2 BT AWS CodeStar,

3. BEERRERER.

£ Web BIERHHRRMFERLE , Web IRESRE RN T EE#HH

{"output": "Hello World", "timestamp": "2017-08-30T15:53:42.682839"}

SR 4 RECHAEITELUREERERR

EU SRR | BT TEMUE AWS CodeStar EXRF{REBRAE. EBHAE TERTURHT
macOS. Windows = Linux WEEHEHS.

1. BEERDEZAINTRPEABBERT :
- HEB5IF | EE IDE , AREFFNENEREXR.
- BESTIRE T AHREET.

R RE L8 Visual Studio = Eclipse , 8 Ai2#E Visual Studio = Eclipse T A @R 15
™, IREBIERIRME  REWE SB 5 FIEEET Web fRi%,

2. BEETRTERULTES

a. HEENFEIEILRE Git
b. fEA IAM ER& ALK IAM FHEEL Git BAEH,
c. HEEZRM CodeCommit FEFERR DT EL,

3. EEMBEY , BREERERENERESE.
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ERAEER

SRS WIEEEE Web BRF%

EWSBH | BERAREITELFIESEESD Web RS, EEMS , B LAHE Lambda HE
HiE$#Z 2 AP| Gateway H#J API,

1. EFXR#IHERL , BEQ2BRRKRIBRATENB &,
2. HEZBHT , BIAEA hello.py WER, fETIHERAG K ARRBEESR

import json

def handler(event, context):
data = {
'output': 'Hello ' + event["pathParameters"]["name"]
}
return {
'statusCode': 200,
'body': json.dumps(data),
'headers': {'Content-Type': 'application/json'}
}

BIRREXBSE TS Hello URBEABEIIHHNFH,

, REAM

3. HEMREBE&YF , AR template.yml BR. FTIHEXBHEEZERER , ARREER .

Hello:
Type: AWS::Serverless::Function
Properties:
FunctionName: !Sub 'awscodestar-${ProjectId}-lambda-Hello'
Handler: hello.handler
Runtime: python3.7
Role:
Fn::GetAtt:
- LambdaExecutionRole
- Arn
Events:
GetEvent:
Type: Api
Properties:
Path: /hello/{name}
Method: get

SER 5 FIEEEE Web R
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AWS SAM fE A LL N TFE Lambda M EKE , &£ API Gateway #7118 API B9FT 5 ZMERE |
REM UL T AN B B F R

(® Note
AIREXNBNEERREEN. MRETKEABNETLET , ERTRELERE
B,

4. #Tgitadd . LS EHNERSEMAIERBEEFECEFES. TETEHE (), E2NEMA
E2FENESR.

(® Note

WMREFEA Visual Studio = Eclipse , A 2w , £ Git WRB IS TE. F2
B Visual Studio =% Eclipse X4,

5.  #1T git commit -m "Added hello.py and updated template.yaml." SUER ERFEEFETHNEEER
6. 1T git push SUEERHER HIA BRIHREFE,

(® Note
AR ESRNECAATBEALCELENZEARE. ATERESREERHEERLD
RRAEMHBRT , FEERENRE Gt EAEREEITE, #lI0 , £ macOS =|
Linux £ , &7 BATE R I8 1T git config credential.helper 'cache --timeout 900" , 127~
WERTER 15 2, HE , LA LAET git config credential.helper 'store --file ~/.git-
credentials', AT R REBBAA —IX, Gt BEHNEAERUBAXEREEE EHH
M FERE, MEFMES , F28 Git #35 EM Git Tools - Credential Storages

£ AWS CodeStar {E3HIZI# %% , ©&1E R CodePipeline {# /A CodeBuild #1 AWS SAM REZEME
FEBE Web fR¥E. B UEEEER LBEINBEE.,

AWS SAM B B @& B awscodestar-my-sam-project-lambda-Hello-RANDOM_ID , E :

« my-sam-project 2ERM 1D,
« Hello 2EEID, I template.yaml BRZIEE,
* RANDOM_ID & SAM AWS %M — 15 Tia B BRI BE# 1D,

HER 5 HIEEEE Web RIS 29
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HER 6 : AIEEMEHN Web IR

EWRSRG  GERBEL—ESRPHEEE , A5 AWS CodeStar ZENEFRYHRE Web R
%o

1. 7 AWS CodeStar T &R NAMEHNERK , 5B LREFE.

2. FERREEECERHIT, MAEEEzH , RF, BEENBERRESETKY . EAREELSE
EQH#FEﬁo

(@ Note
MREAEEROERAR , FERUATHHEDERHA

« MERREER , FSBAWS CodeCommit  EFRAEIERE) HHHEDZE AWS

CodeCommit,

s MEREMER , B2 BAWS CodeBuild  FH&EIER) RWHEZE AWS
CodeBuild,

. MEIEMRER , FSBAWS CloudFormation { EEA&EIER) FHHEDE AWS

CloudFormation,.

- FEEMBEE ,

T
W

B PE 2 BT AWS CodeStar,

3. EEBRGEAER.
£ Web BB RRRAFREE LE , Web RBSHE U T EEEH T

{"output": "Hello World", "timestamp": "2017-08-30T15:53:42.682839"}

4, EEBEWibUtFR , FIEEE /hello/ MEHEFE URL BRI (H
40 |, https://API_ID.execute-api.REGION_ID.amazonaws.com/Prod/hello/YOUR_FIRST_NAME) ,
ARE IR Enter,

MRBHBEFRE Mary , Web R RT I EEE@H -

{"output": "Hello Mary"}
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SR 7 HEETAIREE Web IRFE

FEL SRS |, BESEALE T EWRITIEE Web BRI AWS CodeStar E#ITHRIE, HARKSERARSE
M F BRI,

1. EXABIEN L BEOERARKRBREREENB &,
2. HEZEHT , BVEB hello_test.py WER, B TIERE , REBEREE,

from hello import handler
def test_hello_handler():

event = {
'pathParameters': {
'name': 'testname'

}
}

context = {}

expected = {
'body': '{"output": "Hello testname"}',
'headers': {
'Content-Type': 'application/json'

I,
'statusCode': 200
}
assert handler(event, context) == expected

LRI ERE Lambda HEMBAHRSATRENEN. B2 , AAIEAKT. &8, BEHXE.
3. #EMREEBE%H , BB buildspec.yml R, BERNABTERATIERE , ARBEER.

version: 0.2

phases:
install:
runtime-versions:
python: 3.7
commands:
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- pip install pytest
# Upgrade AWS CLI to the latest version
- pip install --upgrade awscli

pre_build:
commands:
- pytest

build:
commands:
# Use AWS SAM to package the application by using AWS CloudFormation

- aws cloudformation package --template template.yml --s3-bucket
$S3_BUCKET --output-template template-export.yml

# Do not remove this statement. This command is required for AWS CodeStar
projects.

# Update the AWS Partition, AWS Region, account ID and project ID in the

project ARN on template-configuration.json file so AWS CloudFormation can tag
project resources.

- sed -i.bak 's/\$PARTITION\$/'${PARTITION}'/g;s/\$AWS_REGION
\$/'${AWS_REGION}'/g;s/\$ACCOUNT_ID\$/'${ACCOUNT_ID}'/g;s/\$PROJECT_ID\
$/'${PROJECT_ID}'/g' template-configuration.json

artifacts:
type: zip
files:
- template-export.yml
- template-configuration.json

HEBEHRIEEIET CodeBuild EHBEIRIE A RHE Python RIFH4E#E pyteste CodeBuild £/
pytest RETETAIG . BERKHEHAIBD R ET,

4. R Git iSELBEHIAIERHAFE.
git add .

git commit -m "Added hello_test.py and updated buildspec.yml."

git push
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AWS CodeStar EREER

SR8 mRETAHGER

EWSRY K CEFETURREHIIH LK,

1. £ AWS CodeStar A NBEMENERKE , EEEY L | BIEFEE,

2. HE#EzA  FREEECHIYT. EURFEELYENRR,
MRETAFARY , AIBEREEREERET.

3. BERREBEMAIHERFHEN A FETBRERET , #E CodeBuild E#,

4. 7 CodeBuild £ AMNEBEZE : my-sam-project EE L , TEER L&  BEEHREE
AT P HERS,

5. 1£ my-sam-project:BUILD_ID BEH , 7£ Build logs (& A ) FiE#Z View entire log (EEZEH
i) B

6. 7 Amazon CloudWatch Logs £##&H , EEAFHHRBEELUTINAFER. EUT AR

BRP , AREES :

============================= test session starts ==============================
platform linux2 -- Python 2.7.12, pytest-3.2.1, py-1.4.34, pluggy-0.4.0

rootdir: /codebuild/output/srcl23456789/src, inifile:

collected 1 item

hello_test.py .

ISR KRB, B S5 SR R B FA R 5 BY SR BEBRIE AR

FSER 9 BR

HEUWFSRP | LBERER , MBELERFBEELEER,

mE

1.
2.
3.

CRERBEERALESR G LRBILSER | B AWS ZNiRF Rt E@EWRE.

£ AWS CodeStar T2 AR NEAMENERE , £EEY| LBRERE,
HERFAEAS , BEMBRER,
WA delete , REFZIMBREFR TR , AR ZZFEMER,
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/A Important

MREFRIL T , Blgit MERERGT S AWS CodeStar , BEEREERNTZ AWS &
Ho AWS IERIIRF AT RE B E

WRPAEAHEZR AWS CodeStar Y Amazon S3 #1288 | FRE T IS BASE MR,

1. BABX Amazon S3 £384& |, #ut A https://console.aws.amazon.com/s3/ : //o

2. TEfEEFEETEEESD | 1812 aws-codestar-REGION_ID-ACCOUNT_ID-my-sam-project--pipe 3= HY B
~, Hep:

* REGION_ID RIEMIMER<zERKN AWS E1F ID,
« ACCOUNT_ID & AWS ZHIRF ID,
- my-sam-project 2ZBIMBREIER ID,
3. EEFRTRTIR. WARTEIENEE  RARBREER,
4. IEIE Delete Bucket (MBRFEFETER). MARTFIBNER , RARBEERT

BESR
RECERREEAERE  ROZRECRBTIER :

« RAPFI AWS CodeStarfi B REFEH BRREIL MIFEE Amazon EC2 #1TEEE LETH Node.js
# Web ERAER.

« AWS CodeStar EXR&7FR HREAUBRINHMBRESR,

/A AWS CodeStar BB FREAH A L1 BI R BEHELNER,

#HERIE . AWS CodeStar £FH £ $EIIEHE=R AWS CLI

AHERERPFUNAFER AWS CLI B EFE 4| RRBEXNIBFMNEH T EFEEHARF AWS CodeStar &
%, AWS CodeStar & AWS CloudFormation T E$#giAhigEN AWS ERZHERN IAM BiF, =
REeEEANIAEERREEYHBLNFERENS.

AWS CodeStar £/ AWS CloudFormation RIEZEMITEBLNEARERNB, HEHEXBESEILFTE
£ Y Web BR# , AWS Lambda 3t B A] BAiEiB Amazon API Gateway 7E,

BrESR 34


https://console.aws.amazon.com/s3/

AWS CodeStar EREER

FORMRAF

« TH TE%E AWS CodeStar; HRIESER,

« BHACHEY Amazon S3 RfFRTEE. EUHEBRED  LEREFFREEABNITEESX LEE
&,

® Note

AWS ZBHIRF A REBEL (NEAKBRIEZHEENER , 21 FIEAN AWS R AWS
CodeStar, WMEFMENR , 52 B AWS CodeStar EE,

£

- SR 1 TR BESHHRKRENL

- SR2.: TREAH TEFS R

- PR3 & PAFHEN T EHESEAR AWS CloudFormation
- R4 LEENFRREXB NI EEEAR

- SB5. £ PEVEZR AWS CodeStar

SR THARBHEHFBRENXR

HHERERE—E zip BRAHTR, HPIE Lambda BEFE LM Node.js E5IFE A2 /Y £ 4
FEXB. RAEXBEACHREFER  SHREHENRNESR , TR :

tests/

app.js
buildspec.yml
index.js
package.json
README .md
template.yml

EEFREEXABRE 2R TIERTE

« tests/: ALLERM CodeBuild ERFEMEMAE, ERRTESEHREXNTF , BXEIFET
BERMSEZ TR,
- app.js: FEENEAEXRRENS.

SR THAREEHGRHBERS 35
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 buildspec.yml : CodeBuild ERREEBRNEEET. B CodeBuild ERN T ERESRFZ It
CER

« package.json : FEAEXRHBEEXNBNHEKLEER.

« README.md : FiE AWS CodeStar BRI EfHHNER readme IBR. WIERTESEHLEXBF ,
BYFEIERFMEZ TR,

« template.yml : FiE AWS CodeStar ERF I EMNER L ME AERR SAM SIRER, BHEE
RSN AHBFERE LEN T EHE template.yml FE, WIERTEREERERNED , BXFEITH
RV EZTER,

SBR2: THHEATEFESHAN

AYEREREMPES T EREASEFHFE (CodeCommit), BB (CodePipeline) MZEE A
(CodeBuild) , 3t/ AWS CloudFormation #¢ RIAFRHXIFFE X Lambda FA. BRTELERZHN ,
BEALAER IAM BSERREISTIHERENITUEE. CodePipeline FARFMIFE K MA Amazon
SR  URECKEXBHEZFTERARBEEEIIEN CloudWatch Events #8l, BT
e AWS IAM REER  FRERNEFHIERN T EEAGBIRNEE,

TEHIY BBRAE YAML XA E 5] AWS CloudFormation 7K,

TR ELHBRESIT create-project i B EF , LLEIAREE AWS CloudFormationh 2 T3/ BFTTE
HER, NFEHHBREPEINERFMHEN , 5528 AWS CloudFormation fEA&EERMHPH T 5
FE

« AWS::CodeCommit::Repository AWS CloudFormation EIR &% 3 CodeCommit &,

« AWS::CodeBuild::Project AWS CloudFormation &R &% 3 CodeBuild #iEZEXR,

« AWS::CodeDeploy::Application AWS CloudFormation &R &% 3 CodeDeploy FEAER .

« AWS::CodePipeline::Pipeline AWS CloudFormation EJR &% 3 CodePipeline E&.

- AWS::S3::Bucket AWS CloudFormation ¥R &2 3 BB # 5 m 7 ET i,

« AWS::S3::BucketPolicy AWS CloudFormation ER@Z I EER mR#TIFRNKRREFETFEBECK,

« AWS::IAM::Role AWS CloudFormation EJR &% CodeBuild IAM T#EE A |, RHERE
CodeBuild #AZ2E M AWS CodeStar 5,

« AWS::IAM::Role AWS CloudFormation EJR&# 3 CodePipeline IAM THEE &€  REHBIEEN
AWS CodeStar 5 1,

« AWS::IAM::Role AWS CloudFormation ER&% 3 IAM AWS CloudFormation T#E&EA® , I24tE
NERHERN AWS CodeStar 557

HER 2 THES TREHR 36
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codecommit-repository.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-bucket.html
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« AWS::IAM::Role AWS CloudFormation EJR& % IAM AWS CloudFormation T/EE A€ | 2{HE
Y ER#EEKN AWS CodeStar 1,

« AWS::IAM::Role AWS CloudFormation EJR& % IAM AWS CloudFormation T/EE A€ | 2{HE
N ER#EEKN AWS CodeStar 1,

« AWS::Events::Rule AWS CloudFormation EJR &% I CloudWatch Events 3 8l , B RNFEF
=R EHIEEH,

« AWS::IAM::Role AWS CloudFormation EJR& % 7 CloudWatch Events IAM &£,

SEE 3. £ FAEEHN T EHEEH R AWS CloudFormation

tETEHEEARE , £ 7% AWS CloudFormation JBIEE T B S5 A ¢+ ¥ 52 TSR S HERR

1. BEHMENERREEZABER  ABBEB AWS CloudFormation £ &, i#Z Create Stack (2
UHR), BEZSTEFERFEIHER,

2. RIRMERHMEE TN,

3. BETKE , EMEREE,

® Note

EEVRBREENEEFEINFIEEIR AWS CloudFormation, FAI , B EERE | T
REEHREREBEEHFERANERS,

ZR4: LEENFRBEEANBN T REESEAN

ZEEV AWS CodeStar BER |, BU ALK RIBBHES zip BR , WASHMIE Amazon S3 A, £
BiEL AR AWS CodeStar M1t BHREFE. £ AWS CLIBITH T UEBRUERE | R AERE
ERAE,

IEE A EEtoolchain. yml1 BRI AEHKE Amazon S3 1, EFHT HHE PEYERE | &
ALEWAERPIEELMZE AWS CLI

LEENFRHREX BN TEESER

1. THEHHIEREBRERIRFERNTEEE R EFHRETETREN LE, SAEXBIS
template.yml B, FiE , EZRE toolchain.yml EREFE,

SER 3 £ PRIEEHN T EHESEZR AWS CloudFormation 37
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1s
src toolchain.yml

1s src/
README . md app.js
template.yml tests

buildspec.yml index.js package. json

2. BUFRBREABERN zip X,

cd src; zip -r "../src.zip" *; cd ../
3. R cpm T , UHBERTEASEL

THHTER zip K M LEZE toolchain.yml Amazon S3.

aws s3 cp src.zip s3://MyBucket/src.zip
aws s3 cp toolchain.yml s3://MyBucket/toolchain.yml

AXTE Amazon S3 @F AT UL HRRIEXH

«  HRKRIETE Amazon S3 FEMFRBRENBAN T EHE K A& LAER Amazon S3 EFEFEREBER

MY ACLs , DARERE M IAM R & AWS IR F AJ AL B EHIEIESR., AWS CodeStar

SRMAEN BT ERNEMERME T U FREFZER K T EEN KR,
HRBEFFBEAREREAENED , FHIT TGS

aws s3api put-object-acl --bucket MyBucket --key toolchain.yml --acl public-read
aws s3api put-object-acl --bucket MyBucket --key src.zip --acl public-read

SER5: £ HEIEZRE AWS CodeStar
FEHELESRREBILHNER,

/A Important
mRELEHPRERITH AWS B AWS CLI, BHNERREE HREN AWS EFHEY
AWS CLlI,
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ERAEER

1. #4117 create-project R YMA --generate-cli-skeleton 2 :

aws codestar create-project --generate-cli-skeleton

BlgEm R JSON B{LER. HENERIFAHEKRIHNITEE L AWSCLI ERE
ERWER (BIW input.json). WTAIRERERNER , ARFENER. LBAERD

EXEZBWEER MyProject , EFErREABAIZRE A myBucket,

. EEEE-{U&EE}E{ roleArn 28. BRBTHA , fIMERHBRNEHIEAR |, B
AKX ABRRYIER 2 THEH TEEAAPIEEZRBERNT.

AR A

- FEMERRIERTE stackParameters KT 12t Projectld 28, st K BRERENEFEH KR

A BRI 28,

"name": "MyProject",

"id": "myproject",

"description": "Sample project created with the CLI",
"sourceCode": [

{
"source": {
"s3": {
"bucketName": "MyBucket",
"bucketKey": "src.zip"
}
3,
"destination": {
"codeCommit": {
"name": "myproject"
}
}
}

1,
"toolchain": {
"source": {
"s3": {
"bucketName": "MyBucket",
"bucketKey": "toolchain.yml"

iy

SER 5. £ PEIER AWS CodeStar
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"roleArn": "role_ARN",
"stackParameters": {
"ProjectId": "myproject"

2. YIRFITELRBTFZERNWE &K , REBIXIIT create-project i H . A --cli-input-
json ¥,

aws codestar create-project --cli-input-json file://input.json

3. BT, AEESHHPETETIATHELUNESR

"id": "project-ID",

arn :

arn

- MU EMERNENR :
- id BERKREZR ID,
« arn ERKREREMN ARN,
4. {EH describe-project T T RBREZREBIHME, MA --id BE,

aws codestar describe-project --id <project_ID>

BOTIHARNERSE R ERHS

{

"name": "MyProject",

"id": "myproject",

"arn": "arn:aws:codestar:us-east-l:account_ID:project/myproject",

"description": "",

"createdTimeStamp": 1539700079.472,

"stackId": "arn:aws:cloudformation:us-east-1l:account_ID:stack/awscodestar-
myproject/stack-ID",

"status": {

"state": "CreateInProgress"

}

}
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- MHTEMERNEN .
- id ERREBHEZR ID,
« state ERRBEREBIMRAE (W CreateInProgress = CreateComplete),

BYERHE , BWEBGTHIHEMAA IDE R EER K ER S HERRFELEITHEFI

#HERTE . £ CodeStar # AWS 37 Alexa FReE R

AWS CodeStar & FHWEREFHRRKE AWS |, AIEHIRERHE, BENBSEAEAAMENIE

AWS, fEf AWS CodeStar , BRI E S ERNREREFER NI ESE K REEPHEKREMAE

X5, £ AWS CodeStar LY Alexa I EEEREH AR A ZEEMR AWS ZHIRFE M EHER Hello World
Alexa 8 , AFERETER, FEAEBVEANNEEE K ELHBEATERRNSERS
(Cl) THERE.

% 2237 Alexa HAERI = EE B AWS CodeStar 2 , BRI LABAFER PR , AWS I8
Amazon BB ABIRFIEESIER , NEERTEHEDE IR AWS, IE (Cl)) EENFEAE
SEBRE  HFNRBEFEEEFEERFTENMERKE, BB BRFN IDE REBEELFEEE , ER
BRENITERBIFKE

FORIRH

« BI{E https://developer.amazon.com B3 Amazon B A BIRFE , fREFM. WIRFSEEEN
Alexa 8t

- MRERZE AWS 1RF |, FEATIEFREMLRS.

= AWS

1. BERK https://aws.amazon.com/ , ARZIBIZEZEIT AWS IRF,

(® Note

WMRIE B AWS Management Console A AWS IRFRERE BEAEREA |, FHE
BEATRMNIIRE, MREEFER IAM BEAEREAZEES , BREMH AWS RS
BEMAE BAERBEA, RRBEZEIH AWS RS,

2. FEERLETRET.
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/A Important

B Alexa HEEER®E , B EREDERFHEEENERBREERNET. BERETEEE
f I Alexa Skills Kit T2 (1 ASK CLI 5 ASK B¢ A B 4) RimBIlte:  EETE
WAHRERBEEES, FAELITESERERFEREBTERIBTES,

SR 1 BUERIHERER Amazon A BIKF

L ZBEREREM Node js £ AWS Lambda E#11T , BtV R, EibFES AE2 ZERHER , R

ERREAHEEREE. AREMENKEEREANFMET  F2EERMFEANDN README.md &
%2

<o

1. & A AWS Management Console , A% BBl AWS CodeStar 324 , 815 https : //https:/
console.aws.amazon.com/codestar/,

2. BELEEVERRHEER AWS HEE, Alexa HEEBTHIRIE T3 AWS EIEHFEA
- TAEE (RR)
- BUMN (ZEH)
- XBIRBP (HEFH B =IbER)
- XEFEE (REHM)
3. BEEVER,
4. 1£ Choose a project template (R{EZEREX) HH
a. S EARNER | 1B Alexa Skill,
b. #F¥REXRFTFES , 1 Node js.
5. BETSEMEREBN SR,

6. #£ Project name (BRE®H) F , MABERMNER (0 My Alexa Skill), MREFEATEN A
B, AL ERYEREHRERT., S8ILER AWS CodeStar iBIZE S ID AR ( Flm
my-alexa-skill), IREBEFFTEANER ID, FEUHBBRERHEALBRE,

7. &8 AWS CodeCommit (AWS CodeCommit) B LB BRENREEE , FTELFE Repository
name (RFESB) BE.

8. 1#$F Connect Amazon developer account (3 Amazon B A BIRF) REFZZEH Amazon B
BABRFUFRERBE. MRERE Amazon BEABIRFE , BRI kP , AR Amazon FEEA
B EM.

9. EAZK Amazon AR ABBRAEREZ A, BIEAF , RARBEREFRUUEHER,
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105 RBFFZ M ID #EAEHN Amazon B A SIRFHEEB , FREFEARANILERD ID, FREFREME
ANiRFEREREEENRBZARAE,

113812 Next (F—%).

12.( 1A ) MREREE—IX AWS CodeStar £tk AWS EEFHEA , 8 A AWS CodeStar R E
AR IAM FRENEREBANE FEM4tut, 1 Next (T—%).

13ZF#F AWS CodeStar B ER, EARFTEETENKE. RILEINERMHERE  TAFTHE

SER 2 7 Alexa HEE 23 N AIEE B FEE

EE—ELSRP , BB AWS CodeStar EU K RE , WAGHIPEE| Alexa HREFR R, ETXR , £E
£ Alexa B2 WRBIE R EE,

1. 7 AWS CodeStar T EMERF , ZERBREARERN. Alexa EHREFHBEFN D B,

2. FRBESE 1 EREERMN Amazon B ABIREEAZRREA,

3. 7£ Test GAIER) KT , i#4E Development (BE2%) RERENAIE o

4. @A ask hello node hello, HEEFRERMIFFILEREA hello node,

5. BHVHEEFEEIFE Hello World!,

FHETE Alexa BHEESRUA R , BT 1ER 8 Alexa W E (BAE MK Amazon FIE A BIRFEEM) £
AR RE. SRIEEE LRFENEEE , 555 Alexa, ask hello node to say hello,

% Alexa BIFSRIWFMET , FOWEBERA BT A RNRHEH KRB E,
SRI RELENERER

EEMNERNIBESD , AWS CodeStar bR KREEIN AWS ER, ELERITIEFEA CodeCommit
WERFHIEE. A CodePipeline HEFBEEM AWS Lambda EE, EAILAREES|FHELE
o BN |, BIBFFESETR CodeCommit REEMNFMEN. BUUEEEEEHFREEESEN
B, BULEEEYHEESE  URGEERTEINTE AWS EREE, WEELESSEERN
EiE

SR A B EERE

AT S RPPMREIERNENEELE  WERRBEENBY,
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1. 88 F | BERGE, EERTESRTHNER K EXRVRTESEHNRSIERIA
B, WEEESESEERK (buildspec.yml), AWS CloudFormation FER R # &
(template.yml), readme EREFEEEHEN (EXREB) RN ERKBE.

2. BI{¥ lambda > custom (E&]) > index.js (Zf£ M Node.js) WiER, HERTEEEH ASK SDK B
EREEENE,

EIRRE

#§ 28 24 HIBFH Hello World! B AF & Hello. How are you?o

ATHEBIERERE. WAEESRE, EFHM4MEL , UREANER

212 Commit changes (EXREF) RERBEEENEE,

IRE FHEZR AWS CodeStar , ¥ REEEHH, SKREEFIEELEERE,

BEEMEBTRE , BN Alexa BESB[ABFIEAECHNERE, ENEEREEE Hello. How are

you?,

© N o o bk~

SRS RBENTR I EURERAEEREZERREFE

ZHBEEN CodeCommit TEAHRKBET T/ MERE, EULT B , BB EERBRITFEUE
B TIEuE | sk BI AR e B 5IREMFH IDE B EEREXR., TIHTRERPUOMARERS
5ITE,
1. A HE AWS CodeStar , BEE FHNERERR.
2. #EE+ , E#E IDE,
3. EFIEMERERNTT , REGSIIRATHNRHA.
4. BREETRTRATER
a. {EMYE (40 Git Downloads) #% Git %% B {8 B A< T 4E Uk,
b. % AWS CLI, MEFHMER , FSETE AWS BRI RE,
c. £ IAM EREFRESMMALEZS|METE AWS CLI, MEFHMEF , FSHZE AWS CL,

d. FERA CodeCommit EFEERBIAM T, MEFHMENR , FSEEHRE CodeCommit
HIEE,

BESR
HHERERET RERKENHAPL, RREEHRANRZIR B2HTIER.
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- £ Alexa Developers YouTube $88#& How Alexa Skills Work BEBE % 55 |, BN EARHE

A
JE\ o

- BMEARAEESHKRR, HEEETEEABRARESEREBERASE XY K BRERENSEE.
« B9 Alexa Skills Kit & ASK SDK &4 |, i EE L BHEE,

#HERE - FH GitHub REFREERILEZE
£ AWS CodeStar , IO LARRERFE , LUEN. REMNSHEERERNENER.

EAHBREF , B2 GitHub REFEFEVLERHHS Web BABEXRMBEXNBNER, HELE
MEE , UREARARERERN EC2HTHEE. BUERR  AHERESTHENMTEINS
ft GitHub 2EFER , LA E Web BREX B R,

FE

- SB1 . BYERWEY GitHub BREE
- SB2 . RENERERES

« HER 3: B GitHub IREGES

SR BNERWEY GitHub fE1EE

FEHFZRD , FA TREAREVER , WE VR GitHub RFEMNER. &EFIEMN GitHub #EF
B, AL EREIR , AWS CodeStar £/ REHE GitHub BWR#E., EUYERKE K SREMER
BAER,

1. & A AWS Management Console , A& BRI AWS CodeStar £#2 & , #8itA https : //https:/
console.aws.amazon.com/codestar/,

2. EEZEBRIVERNHER AWS HEF,
3. HEEM@ELEAWS CodeStar , BIEEVESE,

4, TEEREERFEAEEL , ZH Web AR, Node.js 1 Amazon EC2 #ZEUS i, RERFEE
fRRIER EAPIBIE,

WEFMENR , BF2EBAWS CodeStar ERE A,
5. igj% Next (-F_i)o

6. £ Projectname (BEREH) b , MAERMNEMH (W MyTeamProject), MREZRFEATRBZRE ,
BELNHEREPREALERE,
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7. EERRBREFEET , ##Z GitHub,

8. MRIEE GitHub , AIFEEREHEVERER, NREFREANER , FEESMUPEE,
B, SRELEELFTNER, BIEERED GitHub,

FERNE R EREH.

(® Note
BERBVER , SRS GitHub 1RF, MRLEREBENER , CXARERES
Eo

Create a connection i«

Create GitHub App connection info

Connection name

| Connect to GitHub

a. HEI GitHub BABNERT , HEREET A WAERNBHE, REERIT GitHub,

HiEZE GitHub EEEE R |, YWER GitHub FEARE B L.

b. 7E GitHub Apps (GitHub EAEX) KT , BEEAERRXRE , Ii##E Install a new app (R
HERER) NBIRE,

@ Note

B UAREEREHESNEERTE —BEERARER. MREEZEHE AWS
Connector for GitHub FEARE , SEET I KBIL T ER,

c. HEZR#E GitHub AWS BB EHE L , BELERLERAREXNIRE,

(® Note

MREFFELRKEAREN , ATLUEE Configure (RRE) , BN ERARENLTEN
BRERE , RELTUER L —SRBREEEEE,
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d. MRBNEZRZBUEERE , B ALK GitHub Bif , RAREFEEA,
e. HEZRE GitHub AWS E#REM L , REFERE , RRRERE,
f. HEERE GitHub EE L , HZEMWELE ID SHRE GitHub BAERXH,

RN IMERRR |, 7 CodeStar EVEXREET , BIEET "EmER, AR

® Note
BANERBABIEFEANRE TREER, NEFHENR , F2REERAMN.

]:gect a repository provider

CodeCommit O GitHub
Use a new AWS CodeCommit repository for Use a new GitHub source repository for
your project. your project (requires an existing GitHub

account).

@ The GitHub repository provider now uses CodeStar Connections

To use a GitHub repository in CodeStar, create a connection. The connection will use GitHub
Apps to access your repository. Use the following options to choose an existing connection or
create a new one. Learn more

Connection
Choose an existing connection or create a new one and then return to this task.

Q. arn:aws:codestar-connections:us-east- X | or Connect to GitHub

@ Ready to connect
Your Github connection is ready for use.

Repository owner

The owner of the new repository. This can be a personal GitHub account or a GitHub organization.
v

Repository name

The name of the new repository.

cs-dk-gh

Repository description
An optional description of the new repository.

© PFublic

9. HEREEEEL  ZIZ GitHub BBREMNEA GitHub tRE,
h. 7E Repository name (E7FEEM) F , FEZER GitHub FEER , WA S —EE 8.
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AWS CodeStar EREER

i. BEEL/AIERA

® Note
MREELEREA AWS Cloudd HARBIRE  BLERBELNERFE.

j.  (#R) 7 Repository description (7 EHR) F , @ ALt GitHub FEFEN R,

9. MREHEBRCEHEZR Amazon EC2 HITEEE , BEREETEE | 5% Amazon EC2 PR
7E Amazon EC2 #1T{E . flin , B AERZETHNATERER,
EELBYth  BIESE DBV Amazon EC2 £8¥HE 4 - B EHZEM AWS CodeStar
Amazon EC2 €%, ENEEZBRERFEHILEER/ER,

10. 1E$E Next (T —%)o

1. WEERMALEHEMEN

12. & Next (T —25) = Create project (B ER), (BARNBEAZCHNERERME, )

BYERK , FETFEIE
13. BUERZ& , FRERGAEAEAURREN Web ERAEN,

SR 2 MELHRHBEENS
ERSBT , CAURRRARIBNTARFAREEN TA,
1. EERNGBST  EERTE
EEHE GitHub FRIDEEE | HEEMIDER. ERE GitHub FEIRUERERE L .

%E’Iﬁ*ﬁﬂ%ﬁ BEEERNEERS|IER. FEE GitHub FEYFEE , FEEFER T GitHub
B, EF# GitHub PRERMENRTFERERE.

2. ERTFERSIGRT  BERETEARETNES K EXNRTESENRIERIREPRM. It
REESSEZNRBEAR.

$E 3 B GitHub I2EEEKR

ARG  LEHREEXBETRAESE  WEVRIGER.
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1.

£ GitHub F , EENRBEEPRIFTNES . BEFESIITHNNEERNY , AREBA N
WAL AT D X feature-branch, BERIYMO X, 27X EBEUNAEHEH,

£ GitHub 1 , E feature-branchz X, BBMABEERKRILEEL index.html X,

f£ AWS CodeStar = AMRIMGERT , EEE GitHub FEIVIZEFER , FEEEIRIGER,
IEGE GitHub PRGN R FERIGERKE, £ GitHub P , EEHREERUREESR,

£ 2#Congratulations! , #T#E@=& , Well done, <name>!3dLA<name>RMZFBEUK -
##E Commit changes (ERXREE), EESEXELMNIIED X,

£ AWS CodeStar X257 , BEENER, EERFERIER. Z#RIHERT , BEEUR
HEE Ko

KRESGE GitHub FH. BEEFTXREBEELR D XH, THLR , BELENIES X, M=
7,

£ GitHub & |, BEZE I IREGEER. B A A Update index.html FVIZEEE K,

£ AWS CodeStar X257 , RRFNRIGER, BEESHEEUEEEREZREE , YigR
BFEREREENE D XE0.

IR[E] FHEZR AWS CodeStar , YREEEEH ., ZREEFTIEELEBE,

BUERC# , FEEREEARUIMIELZHN Web ERAER.
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AWS CodeStar R E&i 74

AWS CodeStar EREHE AR EEHPIEAENRE  UEAATERBERMEIL AWS NERETT
HE, ELUEE AWS CodeStar EREAR  SALHEERRAEARE, BEXARTHESNERETLA,
EEA Web BRI, Web IR¥5. Alexa REENBREMERILERR , B UREFIRARSIIRS
<N =TaR: N

AWS CodeStar BV EHR%R , B LUMERZERFEARER AWS &R, B AWS CodeStar &g
f£H , AWS CloudFormation Al BEAFEAERNBEEREL X ERENFRSE/ BAKREFFEE. AWS
CloudFormation AIBEZEX FRRPEVEEERRBAER,

&

« AWS CodeStar EEXERZMNER

. BItAMEA ; BIBEHZRHK

o WMAIBEEM AWS CodeStar BEFE

AWS CodeStar EREZMER

AWS CodeStar EREFRHBERBHEVERNES , UBBERE. TiHEEE. BHNPER
NENERES  BAIEHEER, EBIUEER , AWS CloudFormation Ei4ff i EE RS/ EEIP
2 (CI/ICD) EEMELN I EHEER,

SETLAER AWS CodeStar UMEANZVER , EREURNEE AWS BiRE M 75 H AV EERKZE

- ERERAEIREBRYERK , 8 AWS CodeStar RV N T ERER , SF/LNRTE , LigsEHl
FRARXEABIEREREALHRETE. RE—AALREEREER , fRAFREURERTESR
PIER,

- BEMER CLI BYERE |, B£2i2# AWS CloudFormation EiAAREY T EHEERMNERAENRK
5. £/ CLI AWS CodeStar fiff RIEVHEAREBIER , ARFEALNEAEXBTEALNHEE
B,

AWS CodeStar ERREHE—EEH. EAUUEABYERFE K EXRAREHHIER. AR, &
AT AMBEFEREZEBRNVERNER. WFEFMEF  FS2HEMERE AWS CodeStar? .
EfAFREAREVERK , SRACHRBHMAREAENR , YARKREI CI/ICD TEEER
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ESE TRAFEUERK , 8 AWS CodeStar fiZ2 TH&E R :

 GitHub = CodeCommit PR IERIEZE,
- EEEMFED , README.md ERIBEE RN B HEMFAEA.

- EERFFET | template.yml ERFRENEABEIXATREEBNER. ST AEHLER
RIFBHEXFETEREFNERER , SIMMAREN, EREXE, ERMER AWS &R,

« AWS EHZHNEEBE BN REMER , Hl0 Amazon S3 KRFHFEFE. Amazon CloudWatch
Events FtHEEREAE,

- BREEERBBNANE HTTP inHNERhEfIERAREN,
« B4R AWS CodeStar EXREBAREEM AWS EFEF :

« Lambda B #,

- Amazon EC2 ¥ 1T{E .

 AWS Elastic Beanstalk 3R3%,
- #2018 512 A 6 HFA%E , PDT :

- FFHER  R—EEM IAMBER , AREZHHEREFRNFIE, FFrU@RERe eI =
RPNAR, NFEFHER  F2RIFEEACHN IAMFFAER,

« {5 AWS CloudFormation 2 ERXERH IAM A AWS CloudFormation , EF8EmA
AWS CloudFormation X EE RN , 2 1AM A,

- TEHE IAM AE,
- B ERARNHEEFIEH Lambda HHATTAE,
- 2018 £ 12 A 6 HZBI#Y PDT :
* IAM AWS CloudFormation At , ARBI X EERERENER AWS CloudFormation &R,
- FAFAZE I CodePipeline ERH IAM A,
- AREI CodeBuild ERH IAM A€,
« AR EIL CodeDeploy ERH IAM A K MRBANREHNERER,
- AMEY Amazon EC2 Web FEAREXH IAM B8 , IRBARENEREE,
- FREIL CloudWatch Events &R IAM &€,
« Lambda W#{TAE , 8BRS IN TSR ERE,

EXRGSETRENFMEARR , YESEREENER. IDEs IR FENRER RER , AR
FEPRARESENERELE, SUALRETE  AREEINMEEERTE | HlW0 Jira o

AWS CodeStar EXERNER 51




AWS CodeStar EREER

BIIAGER | BEEREX

BAVE T A IEME AWS CodeStar ERE |, SRt —EHEREHBETRERARXBADE |
SRR R, LR EBATRES. S8 AWS CodeStar ERUAHLLRRBIHES. KA
RRENAEHT A, GEENESRTERER,

BESTEHEYAE

BESAGREUTHF-—BEEE LA HE

- Eff#1E AWS Elastic Beanstalk R , &I EF E Amazon Elastic Compute Cloud #1718
B I #9IRIE AWS Elastic Beanstalk »

o ERZEIE Amazon EC2 EZR , & AWS CodeStar 2137 Linux EC2 #11TEEE , UEZERDPIAER
HEARER. FNEREXRETUFERETEE L mENERSFERRIZME SSH el | MU
MALR Amazon EC2 #11T{EE8&, AWS CodeStar tt 5<% SSH , FHBERK K EF I REHE LIS
HhERR,

- Efi#EZER AWS Lambda , & AWS CodeStar 2217318 Amazon API Gateway FEUHY £ @] fR 23R
5 BEEHEC BT ERIARSS.

BEGAERAEAER
BREEAEREUTHF—EERAENER .
- Web R

Web [REAREL SH TR , HlanrEn APl, £ AWS CodeStar 2 37 #& 19 &35
Web FRIEER%E , LA LURIZIRE URL 2REF Hello World B i |, Bt ERARRE
BYNEFERFETRMAERENE (U, LLERIFE AWS CodeStar EREH AT EE
Ruby. Java, ASP.NET : /2. PHP. Node.js &3,

« Web FEARE

Web FEAREREHR Ul, £ AWS CodeStar B R EI| Web EARRRER 2% |, AL
BIERE URL LEEEEHRN Web FEARER, LWEEIFE AWS CodeStar ERE AT EAE
Ruby. Java, ASP.NET : /2. PHP. Node.js &3,

- BRERE
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MREEE HTML B BRANER |, FRBNES, EBIHN AWS CodeStar HRE AT
HTML5 B2,

« Alexa ¥ g

HIGHY Alexa FRAEERAEE AWS Lambda BB , BRI EAR, EREUKREERF , AWS

CodeStar &{&[E —1{# Amazon Resource Name (ARN) , &AL H BIERIS IR B, MEFMAEN |

m2ER B HEEEE S AWS Lambda B ¥,

® Note

Alexa £ HEHY Lambda BRBIEREXBIRE (EFERILE), <EAELE (RYMHE)., BN (BHE
W) Mo AKES (RR) BEZEXE,

« Config 1 &I

WMRIEIRE AWS Config RAMNER , TREEIRFHE AWS BRABLRR |, HEFLEL, X

HESEETE RSN R RBIRIEERE ARN.

ﬁgﬁzﬁ*it an E E

ERBRIBEEREAR |, TEEM Ruby, Java, ASP.NET, PHP, Node.js REZHWERFRIES,

WM E 289 AWS CodeStar

BALERMIENER  FHEN
- ARENERARANEREABNEXRTEZSER.

- ERRENEKER , tRENEARN (FXRR. XERARANER. HFBSBNEREET
B) FRNBEZE. EWAE template.yml BERPEBAEABRKER. EREBVLENEREN

HITREERIRIEFTEM AWS CloudFormation 13,

BEHLAEARFNES
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® Note

WMREFEF Alexa Skills AWS CodeStar B2 , Al L8 T AWS CodeStar RIRfF#EEFE
(CodeCommit 2 GitHub) LASANEI$BE, B IR1E Alexa A B A OMRILREREE , BF AT
SHAEREFEFE , EHNEMBEREATRL,

SERAEXRRIBNHEAEE
EEBURHFAE. EOBRALEERRIOIMER  BUTHANEREN IR FEHE

« £ CodeCommit = GitHub & AiRiE&E .
- 1£ IDE HFARKEZR , #l20 AWS Cloud9,
- ERAMERGEE K REBFTNHEENEE, NEHBEEN  F2H T84 BEXEF,

£ Template.yml EEREFEAELER
£/ AWS CloudFormation REZEMTEEARANNHAITHER , MARFHERXERREER.

A LLEBRELENERFEEETH template.yml EBR |, HHTHREMEEBHERIFBEAERE
JR (a0 | Lambda BHE), EELAFTIEAIE K AWS CloudFormation &R B B ERE IR,

HEEE AWS Lambda HBHNEABRRE , F2H MEERIEE,

BRERFEFETRR template.yml R , LFTEEREAERX AWS CloudFormation EiRHEIRE
B, ELKERABENERMEE template.yml E=RM ResourcesEEH , AWS CloudFormation
BRI AWS CodeStar 2 &R, #F AWS CloudFormation ER R HFrEBMHNEE |, F2BAWS
EREASE, WEFHEER , F2BFSE 1 FE IAM F1 CloudFormation T/EE & GFTRAR L
&6,

AWS CodeStar AIREEBREMEERARANITHREREEREER,
MMERSERAEAERNFTA

E&EH AWS CloudFormation RFTIB#ETREEARRNEIR , fla0 Lambda BB , AWS
CloudFormation TEEAGAUFERATCEREENT T, HRELHTHEERAERXER , EXAL
FBHFE AWS CloudFormation TEEA RN , BiRE template.yml &R,
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AWS CodeStar REE

AWS CodeStar 28 % EmNRBES. T5IRERE AWS CodeStar FiE LE 48 B 2 A M AR % 1Y &
FE®.

F&E

« AWS CodeStar EFN T2 HEEH

- REMKTFEERENREER

- EEJRAFE8% AWS CodeStar ERNREER

AWS CodeStar E RN EZEREER

REZEHERBHEN  YHHBEAEXMEANKETERE  REEZLREER, EEELEERE

PEMHEAEANBREEER  ATEFAELLRERERRK !

- EMRBHRERELENER,

- ERKTBERY K FHELEREAREMEAZRNREER.

- EHEERBHKEEE ,i&#ﬁ%%a_ﬁﬁﬁo

- {8 AWS CodeStar A # AL ERENRETESHNERIET. FSH README.md ER , HURER
R RIREFES

- ERRHEREFNHZEER , FEMA PMENSIRFREREE AWS ERNKEERFEFH
L2 AWS CodeStar,

REMTFHEREANREER

AWS CodeStar BRI £ 6| RIBEEXNBEARRBEFTED package. json ERFINEKMYL. BRIF
B, BE—E8KFEARAEOIFERSR. i?JEEFﬁ BRNEHEMRAE, TEBEBRARES
latest , EARBRTNEETESEREAENEERE K BEFg51T8E,

Bty 50 4% AWS CodeStar E RN REE®

BRI AR PHRCERIhEE AWS RYEFEAEEIIRFPERIRNEE , URFIEANER, BFERE
7
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. BEEMBERIAN B,

o BERYZRIR IP ok,

o WRLEBHIER FF AT B M K Bo

AWS CloudTrail 7] FRiC & AWS APl FEAY | AR HAIRE A KR AWS IREETHWHEBEES, WMEFH
B, 2B EA 28 AWS CodeStar APl FEAL AWS CloudTraile
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ERAEER

£ FEHEZR AWS CodeStar

£ AWS CodeStar EREIAK , BAILRERZV EREMFTERNESR , 25 :

- RRREEE
- BEERE
- HENTEER

- BRBEHES

HAEZQHIIRBEREAN , ALET UL ERBERAENESR,
BERERCE , TUHEABKRER, BFIENERERRNEIRERE.

TE#E T~ AWS CodeStar ERFHEERTERE,

O
gﬂiﬁ AWS CodeStar
=0

Developers Build Deployment
it ﬁ ﬁ :
AWS CodeStar changes Changes Code is
Administrator are built deployed
. Monitoring
Creates : a!
roject and # L = .
gdd: USErs g Application
Team and
members infrastructure
Developers
Changes i Ideas
Updates Best practices _ Requests
Fixes Team Bugs
deds=ions
S
et
-I—-r -."—I-
Customers

BXRTIHVEXRATIERESERCEABKNWAEALR | %AWSCodeStarFullAccessBIRERBVER
WHIEEKKEETZER, A —ERFE. BE, IRNPBERNE. ERERREHIE | aTHRED
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RRARARENES , WEBHEEEEREZE, BARRERAEM, ERERERER wiki BELEE
. BREEBNES. tHERSHEEHRKE  HHEREENER, EXFREFBRNZRE QSR
ERERKLEEAMATER , IRSIBANER[ANFAE. BEEREE  BRFEESEERKE
RxEMFNERNBEER.

£ PEJEZE AWS CodeStar

BRI LAEF AWS CodeStar TEARBUER, NRLEHEHEREER , cERALREMENER. X
HAEESWREARFARREEABNEMENAS.

FERBVEZE , AWS Management Console ;8 EH AWSCodeStarFullAccessBURE EFFTF A
B IAM EAEZEA ., EFHEN , FS2BE AWS CodeStar,

(® Note
BBRATR PHFER , 5RE AWS CodeStarF BETER A EEHNEF

i
« £ AWS CodeStar FEVER (F2A8)
« £ AWS CodeStar (AWS CLI) R EITEHE

£ AWS CodeStar PEIEZR (£ H)
{5 AWS CodeStar TR ABIER,

£ FEIEZE AWS CodeStar

1. A AWS Management Console , A% AWS CodeStar =25 , #Bit%A https : //https://
console.aws.amazon.com/codestar/,

EHREECBEAEERVERREERN AWS BE, flil , 2EAEERE (HXH) BIE
X K BEEECIERZ AWS B, E AWS CodeStar AT AWS EISHMHEENR , F28
AWS —fx2:ZE) Wiy [EE s 2

2. 7EEM®LAWS CodeStar , BIERVER,

EEFERGAEE L , REREAFEHEE AWS CodeStar ERFE, BWEAEREAE
S5, FEmRZEE, flm , BRLL Node.js REK Web EAEXER , UEEZ Amazon EC2 #i

w
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1T1EEE | FE5iBHL Web FEAATEX. Node.js fl Amazon EC2 & El 58, RERTEEMRBRIBEBNE A
iEE,

IMEFHMER |, FS2BAWS CodeStar ERE A,
4. igj% Next (-F_i)o

5. EEREBNFHABNY K WABRNERE , flWsssnnnit,. EERIDH , ERW ID TE8
HWEREZRE , BRHAE 15 BE=FT.

flan , BB My First Project ZBRMTEFR ID B my-first-projec, IBERID REER
HEBNFTEEREBIWER, AWS CodeStar FALER ID AR BHEE URL —3F
2, Uk IAM HHBZeFRAGNBENER, EREYZE , RELEEEH D, EEREE
VERZHRBERID, FEEXRID PAALEFERN ID,

MEERBBNER ID RFNEF , 268 FHIERST AWS CodeStar,

® Note
ER IDs R AWS BEIAH AWS Bk S 82—,

6. RIEfEFEEME. AWS CodeCommit 5 GitHub (GitHub),

7. WMRIBEE AWS CodeCommit , iEst ¥ FEERBIZEZ TR AWS CodeCommit EFERME , =
BMATRNEE, REMITE 9,

8. MWRMIEE GitHub , AIEERESLEERER, REEHAWER K FEESBMPIEE,
AR, BRI FNER, BIEEEFF GitHub,

FEENE R EREH.
® Note
HEEIGER , BXAEHES GitHub 1RF . MREERAMEER , CLARBRER
=P
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Create a connection i

Create GitHub App connection info

Connection name

| Connect to GitHub |

a. HEEIN GitHub EARNNERT , HERSBRAANERU A NERNEZE, RIEZERT
GitHub,
EEZE GitHub EE®E R |, YR GitHub FERAEHAL,

b. £ GitHub Apps (GitHub FEREX) KT , BEEAEX % , NiEF Install a new app (R
HERER) NBITRE,

(@ Note

B ATEEREHESNEERTE —BERARERX. MREELEHE AWS
Connector for GitHub FERTES , FEIRIET I KBS ER,

c. TR GitHub AWS BE#ESEHE L , BEELEZREEAERXNIRS,

(® Note

MREXTNEREEARER , ATLUESE Configure FRE) , BT EARENLEN
ERER , RELTUER L —FEBREEFRE,

d. WMRBERERFRBUELEBEEE , FRAALH GitHub i , AR BEEA,
e. TR GitHub AWS E#EZESEH L , REFERE , RRBERE,
f. TEEFEE GitHub EE L , fiRENZE ID R GitHub Apps X FE A A,

BIEMRE |, £ CodeStar EVEREEY , ISR RERERAR.
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ERAEER

® Note

RO LERBAESTEFRANRE TRAER, NFFHEER , F2EREREAM.

]:gect a repository provider

CodeCommit O GitHub
Use a new AWS CodeCommit repository for Use a new GitHub source repository for
your project. your project (requires an existing GitHub

account).

@ The GitHub repository provider now uses CodeStar Connections

To use a GitHub repository in CodeStar, create a connection. The connection will use GitHub
Apps to access your repository. Use the following options to choose an existing connection or
create a new one. Learn more

Connection
Choose an existing connection or create a new one and then return to this task.

Q. arn:aws:codestar-connections:us-east- X | or Connect to GitHub

@ Ready to connect
Your Github connection is ready for use.

Repository owner
The owner of the new repository. This can be a personal GitHub account or a GitHub organization.

v
Repository name
The name of the new repository.

cs-dk-gh

Repository description
An optional description of the new repository.

© PFublic

g. SHFREEFEHEEE B GitHub BEIEMNMEA GitHub 1RF,

h. 7 Repository name (R7FEEE) B , FEZ AR GitHub EEERB , WA S —EEHE,

i. BE/AZEREA

(® Note
HEMEM AWS Cloud9 B ENFHRIRE , ELRRELHR.

1€ AWS CodeStar FEIVHE (X#£5)
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j. (iEHA) £ Repository description (RFEHR) & , @ ALt GitHub RFERNHEIR,

® Note

WRIZIRIF Alexa Skill ERE A | AIFEEERE Amazon BIEZAEIRE, WEMEA Alexa
Skill ERMFMEN , F2E HERIE : £ CodeStar B AWS E 1] Alexa HREER,

9. WMREHWERSILFEER Amazon EC2 #17{EEE , AEEEHEITEE | 557 Amazon EC2 fHREHER
E Amazon EC2 #{TEE, 4l , B AR RIETANATERER,

(@ Note
T E# Amazon EC2 #{TRIBERIRUTERBRNERE S , Y HAEETENHEEBK
A, MEFMEDR , F2E Amazon EC2 HTHEEEA M Amazon EC2 E{E.
MRIEHE ZEEBILEEZIR (VPC) S Amazon Virtual Private Cloud 2 3 #Y Z @ 43
B, MO A LUREEFEAN VPC M7, T8 , MRS REEAHTER L TZIEN
Amazon EC2 #{TEBEE , AISLRESTERBEAREAZAN VPC,
MEFHMET , FSBETER Amazon VPC ? MEAHTEEERES,

&gyt | BIEBLSE DEMVMN Amazon EC2 £88¥ S 4 - B EHEH AWS CodeStar
Amazon EC2 £i8%, ENMEEREREETFTHNAESH/ER,

10. 1B#F Next (F—%).
1. WBEERMEEFHFMEA,
12. 1#1ZF Next (T —%5) = Create project (B ER), (BARNBERENERERME, )

BYESRTRFELIENKE , 2F RTE,

13. EXRRREECR , EUNCRAREERERREREFIE, FHRESBRINERRRTE
IDE. REBBEER A SEEKRKEMEEENER,

BUERHE , BWEBTHISHEMA IDE R EEER K E RS WERRTFELEITHEFI
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£ AWS CodeStar (AWS CLI) FEB T EHXE

AWS CodeStar EREZFHRENBHEERNHES  SLERRARSERENGE., WHEEEE, M
MEHBBEABNERES  BAIEHEER, TEREVR , AWS CloudFormation SIS EIFEE
B/FEERE (CI/ICD) EEHRMHBEN T EHEER,

ERETERARBVERR  EACEYIEHER, EREMA AWSCLI BEYERK , BALEVYT
ERESEAREITEREER.

TETEHEFEUTEBNER

1. BERHBIER CodeCommit = GitHub fE1FE.
2. RERERFBEFEEEN CodePipeline Ei&,
a. B CodeBuild BITERARES AR , BMERLKEERBRWEEEE , MBUEEK
Mo
b. BREHK T EMRERFIEEFA CodeDeploy HIEIE AWS CloudFormation , SA$EE X m R G
BAIRHEEHTHERERE,

(@ Note

B CodePipeline EEEFELFEEMELER , ME — B ERSLER KRR ,
BESNEBREMAE —EREER.

ER|

||
il

AWS CodeStar TEH#EFE A CloudFormation & 7%,

MEZRSNBUEEBNRERFIERNEE , F2EAERE © AWS CodeStar £/ £ FEVER
AWS CLlI,

SRR
BYERE , ZAUERAERPREHUAT2E, MRKEHTIIEE , & AWS CodeStar EIUZH
E

- RFEMG. MRUSHELEEENFRY , AEXATSTEREEL,
- BHREBLAALSEHTENERMENERAERANERS,

- BHERRBLBESEEMASENHEREESR | 5l CodeBuild EXEH buildspec.yml 5, CodeDeploy
EBEHY appspec.ymlo

- BULERKERNEDETEEAEE , i README HIET E5 AWS &RH template.yml,
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- TEHEAR, ZENTERGLAGALNERMEEZEE AWS HERM IAM A,

s REMNE, IRAZCHNEREERRBN TEHESHA  AMNERBNE, SENREERMTEHEE
K F{EZE Amazon S3 fEFEFE. AWS CodeStar EHIRER |, FHATCHRELERE,

/A Important
RIEATE REERFH AWS B AWS CLI, BHEREE PEREMN AWS BIFFEI AWS
CLl,

1. #4117 create-project I MA --generate-cli-skeleton 2 :

aws codestar create-project --generate-cli-skeleton

BleEwm P BT JSON KL ER, SERERIAMEKIHITER L AWS CLI ERE 1
NEFRHER (HIW0 input. json)s MTFFIRERERNER | YREEHNER,

"name": "project-name",
"id": "project-id",
"description": "description",
"sourceCode": [
{
"source": {
"s3": {
"bucketName": "s3-bucket-name",
"bucketKey": "s3-bucket-object-key"

}I

"destination": {
"codeCommit": {

"name": "codecommit-repository-name"

},

"gitHub": {
"name": "github-repository-name",
"description": "github-repository-description",
"type": "github-repository-type",
"owner": "github-repository-owner",

"privateRepository": true,
"issuesEnabled": true,
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"token": "github-personal-access-token"
}
}
}
1,
"toolchain": {
"source": {
"s3": {
"bucketName": "s3-bucket-name",
"bucketKey": "s3-bucket-object-key"
}
.
"roleArn": "service-role-arn",

"stackParameters": {

"KeyName": "key-name"

}

3,

"tags": {
"KeyName": "key-name"

}

}
LA TIEE :

- project-name : %E, It AWS CodeStar ERM Z 2B,
« project-id: HE, IWEZREKN AWS CodeStar EX ID,

® Note
BUYERE  SXRHEH-NER D, IREXEEEFHEER D NBARE &8
BEEER.

« description : i, It AWS CodeStar BRI IER,

« sourceCode : &M, BEKRERNRRIBHEEH. B RXEE — sourceCode Y. &
{BlsourceCode B &S ERERRBMILE , AWS CodeStar A KIEANREER B #I 1 HI 4R
BEA.

« source : B, EAERZLERRBNMNE, H—ZENRIFEZ Amazon S3. AWS
CodeStar retrieve the source code , W EEBVERZEZSHASEREED,

e S3: igﬁﬁo E&S*EDEEEE%EI‘J Amazon S3 1_‘41130
« bucket-name : ‘BEENFRIBHFIZITE,
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« bucket-key : FEHBELHNIRIE zip BER BIW , src.zip) NEETFEFZENY
Heil,

« destination : iR, BEYEREFEWRFEBEEANENHNE, FRIBEXENENMHA
CodeCommit 1 GitHub,

&R T AR FEM R IBE Y — 1@ :

« codeCommit : E—HEMNBMRE CodeCommit EEFENEE , EhESSENEREBER
B, EEMEEEXEEN T EREEARF,

(® Note

¥ CodeCommit , BABRBEEBEIEHEHMEBPIEENREESHE, EEALRE
Amazon S3 FIE MK FEIHBTE AWS CodeStar F1I81L LR E,

* gitHub : lWYIHFRKREI GitHub REFEXLH CEARRBAENERAN. NREEE
GitHub 7 E , RILT /M4 EE,

(@ Note

A GitHub , B LIEEREW GitHub EFEE. A AWS CodeStar i —
BRFEEE , WEAKELEES Amazon S3 WRARIBIEALLFEEZEE, AWS CodeStar
2FEAUTEFE GitHub PRIV EHFHEE.

* name : B, &M GitHub EEEMN B,
« description : BB, &K GitHub FEFEMNHER,
. type : XE, GitHub REENEE, EX{ES User = Organization,

« owner : B, BHNREEFEHEAEN GitHub FHAE 218, NRFHFEEEZA GitHub 8
BEE  FREESEE

- privateRepository : BB, HFENREFERMEILE. BREA true = false,
« issuesEnabled : B, RHET GitHub PEALRTFERABE, BXEAS true R

falseo

« Token : &R, iE& AWS CodeStar AR EFH GitHub IRF B A FEIRFF. LFRFHE
BELLTEE : repo. user M admin:repo_hook, &ZE# GitHub HEUEAZEZSF |, 5
28 GitHub #8134 £ Creating a Personal Access Token for the Command Line.
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® Note

WMRIEMER CLI ZY EH GitHub RIRFHEFEMNESR , AWS CodeStar £ &
R F BB OAuth BRRARXFIREE, MREER TEEBIES GitHub K
REFERNESR , AWS CodeStar EFAEREIR , K GitHub FERRE X U
FE.

« toolchain: BYERBEREN CI/CD TEHWMHEEA, ESEELET EHEEAN
B, EBAREI AWS CloudFormation #8® K HAGELNITEEER, ELETE AWS
CloudFormation 2EZW TS HEE , URAREIHENAB, AWS CodeStar EHEEN
A £ AWS CloudFormation #1178 4<,

« source : &, TEHEFAMNE, Amazon S3 Bl —XENRIFNLE,
- S3:8A, BLET EHEEEERRN Amazon S3 L&,
* bucket-name : Amazon S3 fZiTE B,
« bucket-key : EHBEEN T EEEHARMN yml =X json BR (Bl , files/
toolchain.yml) WREFIHEFENNH S8,
« stackParameters : M, @EEEIAZE AWS CloudFormationfy £REY, ELRE
NWIEHARREESENSEH (BRAB).
- role : M. WAGARBYELZNIRFPEITEHEER, EENAGUTAT
- MRREHAE 6 MREITEHEIE AWS CodeStar HRIEAPIE A , AWS CodeStar &

FRABENIRFEINTERBREAR., MRBEAGTEERENIIRS |, BITLIEN —
BAEE, MEEEER , F2E P 2 EII AWS CodeStar fRiEA R,

- MRFBLESFHRECHWBEIT TEHEES AR  AXBREZAG, BULURE AWS
CodeStar RS AEMBEKRAXNRELAE®, NMFBHBERBRRXNNVES , 5F2E
AWSCodeStarServiceRole B3k,

- tags : M, E#EZE AWS CodeStar ERHER,

(@ Note
ELEBAERIERDEENER.

2. YIREBELRBEFEZERNEBE , RAEEXBIT create-project 8. MA --cli-input-
json B#,
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ERAEER

aws codestar create-project --cli-input-json file://input.json

3. BHETARY , AlgEBHTFERRETIRRBLNESR

"id": "project-ID",

arn  :

arn

- MEIESMERNENR :
- id ERRER D,
« arn ERKRERMN ARN,
4. {$H describe-project T R RBREZREBIHME, MA --id BE,

aws codestar describe-project --id <project_1ID>

BOUTIRENERSERER LS

{

"name": "MyProject",

"id": "myproject",

"arn": "arn:aws:codestar:us-east-1l:account_ID:project/myproject",

"description": "",

"createdTimeStamp": 1539700079.472,

"stackId": "arn:aws:cloudformation:us-east-1l:account_ID:stack/awscodestar-
myproject/stack-ID",

"status": {

"state": "CreateInProgress"

}

}

- MEHTENERNENA
« state ERREBEREBIMARRE (W CreateInProgress = CreateComplete),

BYERHE  £WEBGTHIHEMA IDE R EER R ERHHERRFELEITHEFI

1£ AWS CodeStar (AWS CLI) RV HR
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BB 8 IDE AWS CodeStar

B 184% IDE B2 A8 AWS CodeStar , B EBERIFNVRETRENARERNGB., SXEERHM
HIXEFRXERE: | AWS CodeStar EREFHE IS BATHMMNEE,
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+ AWS Cloud9 #¥&&¢ £ AWS CodeStar

« Y& f£F Eclipse AWS CodeStar

- 12F £ Visual Studio AWS CodeStar
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AWS Cloud9 #& 8t #H AWS CodeStar

B LAEA AWS Cloud9 £ AWS CodeStar ERFPETRENBHEENMZEUE., AWS Cloud9 2 —
EiR L IDE , A LUEIR Web BIERFE, IDE RHEENEABHRERR K TXESERERHE
SMBATREREESE  URANEKIEE, £5 59 , Amazon EC2 #{TEEFEE AWS Cloud9 BIZIR
B, WRERM AWS CodeStar EREXIFE R AWS Cloud9 IDE MFEUE., MEFMENR , F2
B {AWS Cloud9 fEF&IER) -

B A LA AWS CodeStar £# & AWS Cloud9 24 , BEERBEFERIE CodeCommit PHIEZE
37 AWS Cloud9 BHEIRIE, HAE GitHub REMEXNTEA AWS CodeStar EE | R EEFEH AWS
Cloud9 £##4&, EERAMMERFFERAMEBEEES,

ZE#H AWS Cloud9 , BFE .

- E¥iEA AWS CodeStar EXEBKEM IAM FH &,
« W8 AWS CodeStar ERAEH FHREXBEFEMIE CodeCommit F , BIA IAM FEHERN AWS BE.

FE

« BEIYEZXR AWS Cloud9 RS

- BARER AWS Cloud9 HIRE

- HERERKERA AWS Cloud9 RiE
- REXRMBER AWS Cloud9 RiE

- ¥f 8 GitHub AWS Cloud9

- HtER

B EZE AWS Cloud9 MIRiE
BB T 5 ER R I AWS CodeStar EZR /) AWS Cloud9 BIZIRIE,

1. BVER NREGBERVMER , FERE FHTR.

2. 7£ AWS CodeStar X AFHBER, FEE%| L | i#ZF IDE, BERVRE K AZREATHD
78

/A Important

MEREZENH AWS Cloud9 £ AWS W IEiF, , BIEE 5|/ IDE R5| BRI 2HE
7~ AWS Cloud9 i#18, 8 , A LAER AWS Cloud9 A REVRHRIRE., FRE

AWS Cloud9 #& 8 £/ AWS CodeStar 71
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AWS CodeStar

ERAEER

RIE , ARGHEEZERN AWS CodeCommit f#FE. BB TSILER , WSEHAWS
Cloud9 ( EREREmM) PHEVIRE, BEBEREMAWS CodeCommit 86, MFEXEAY

AWS EIEEE |, 5528 AWS Cloud9 ## Amazon Web Services —fix2#,

EZE I AWS Cloud9 IREH |, BETERFERE.

1. BESF Amazon EC2 #TEBMNEREHRURERE , FEHTERER N ERHTERE

A,

2. AWS Cloud9 SE&EHMRFE F A Amazon Virtual Private Cloud (Amazon VPC) AWS E2$ 1T {&
BEF. BRI AWS £HIRE B Amazon VPC HWEREAR R , BT 5 H AP —1EigE,

ZRFR  BEE itk VPC 2
BERE  HEIRF BERE
Lae— B AWS — TR

18 7 #35% Cloud9 ?
BVPC?  EAFER

VPC iy

VPC & ?
& — —
= = =

AT 1R

MRRE VPC 17 , BEVL—E. BERH Network
settings (HEXERE). &M% Network (VPC) (#85%
(VPC)) , i#1Z Create VPC (3 VPC) , Ri%8E1E
BEELEWNER. NEFHENR , F2E (EAEE
) A B Amazon VPC AWS Cloud9, AWS
Cloud9

MR VPC EFEEREFAEK , FEY—E, &
& B Network settings (#E8ERE). & ¥ Network
(VPC) (#8%& (VPC)) , i#$E Create subnet (B3 F
%) , AREB/ETRNIT. WEFHEF , F2
BAWS Cloud9 ( ERAEERE) FHA B FHEK
AWS Cloud9,

BREIWEFNSER 4. (AWS Cloud9 E£ATEER VPC
REHEE— T, )

AWS Cloud9 ## £/ AWS CodeStar
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WMEFMEERR , 7828 ( AWS Cloud9 £REER) RHAWS Cloud9 BAZIRER Amazon VPC
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3. MAREER , LREMMINEREHR,

(® Note
B-EEHENRESBLARE N,

4. BESEREMRER AWS Cloud9 BFRENTARAE , FREGE KA

Eo
5. i&#E Create environment (B3I IRE),

HERBIRE , F2HAMESR AWS Cloudd BERE.

RERBERR

BRLMEREESRRAEREN — BN LRIRE. Hla, BURBEEA —ERREREE-HBoHNE

XE , UEAS - AREEEETARENARRIBHIES .
BIRRE R AWS Cloud9 HIRIE

FMEBETYSER , BRIES AWS CodeStar HZEZE Y AWS Cloud9 BARIRIR,
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AWS Cloud9 X#AREABRENRIE, RBUEEFNEGE D , FZ2BAWS Cloud9
(EREEE)Y) M) FHBRRRERE £H GitHub AWS Cloud9,

2. $HEEEY AWS Cloud9 IRIEZH LA AWS Cloud9 IRE | AL ERRNIREIZIZRK IDE,

BaI LAfEF AWS Cloud9 IDE M ENBBEEZERMN AWS CodeCommit EEFFERAERNGE, NE
FHMERR , FBZ2BAWS Cloud9 ( fEAEIER) FHIRIERE, migss. EBAMER , LKAWS
CodeCommit { FREKEE) PH "HKin#, M "EXGitddy

EEZEBERBS S LA AWS Cloud9 IR

% AWS CodeStar ERE Y AWS Cloud9 BIEIIRER , BRI LUBFE AWS IRFHHMERE , OfEF
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HEBRKENEEERI TS A AR ESEERNE[EE AWS Cloudd FREIRE, HEBH
EXREBRREFHERNRE , CEEHFERNREXNEENAE, & AWS RERXREAEEH
B, URBFEEAEINENIRE, MHEFMEENR , F2680 (AWS Cloudd EREER) THBERIRE
KEFIRACNEE IAM FAEIEHNIRE.

EEBEERERREFMERNIRIE , AWS CodeStar TR AGNZBRHERTRIE, RIFGHE
REZEZR AWS CodeStar £ A7 IDE REIFBNHAREFEFED, BEBTUEE , FREBK
EEZAPRMER K RAREEE5H1EE IDE,
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/A Important

MRERMNRREFHRE GitHub b , AIFEEEES| L HF IDE., 7B , B LAEH AWS
Cloud9 £#&#5 AWS BIRFHMHMERE  SESREKKE , REIURE, BEEHT
WiRE | FF2EAREREEER FH GitHub AWS Cloud9##y | 328 { AWS Cloud9 A&
) PHBERREREEHABNEE IAM FHEIENIRE.

BT GERIFERERRENEREFIRE. Sl , EURFEEAEREERNENR , BRE
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FHRAGMEE AM FAEIENRE, ECEBEIERERHNENEAEFRERNRER , &E
FAETEA AWS Cloud9 T2 ARFEIRE. MEFMEEH , F2HAWS Cloudd ( EAEERE) F
MR BURE .

RREEMER AWS Cloud9 IRiE

EARRPRBRERREEHRE AWS &R AWS CodeStar , i &R {EH AWS CodeStar TR E8EN
KT HEE AWS Cloud9 BRIIRE K HEZER, SURERMERARIIRE  EFMBRER,

1. 7E AWS CodeStar T AFPHMERE , FEES|Fi®E IDE,

/A Important

MRERNFRBFRAE GitHub 1, R AEHEEES| EFEF IDE. T18 , BAILEA
AWS Cloud9 =12 & RMERFABRIRE, BBLEFHERES  FSEAWS Cloud9 ( £
REER) HrMBERERE,

2. 7£ Cloud9 REFZEEMBRVIRIRT , RARBEZEMER
3. HA delete LATERUMIBRFAIRIZ | REBZEZEMIBR.

/A Warning
FEEZREMBRBHNRABRRER. ERETNAEREXNEABREERSIELX.

¥ £/4 GitHub AWS Cloud9

AL GitHub PR EFRKBERBA AWS CodeStar % , AWS CodeStar I AT IEEEEH
AWS Cloud9 BAZIIRIE, 8 , A LAEH AWS Cloud9 2 A REEIE GitHub EEFHERERBER
5o

1. fEF AWS Cloud9 A AWS Cloud9 BIEIRIE, MFEFHMENR , FSBAWS Cloud9 ( £
REER) PHEILRE,

2. fEMA AWS Cloud9 =R AHMARIRE. WEFMEN , FSHBAWS Cloudd ( FREERM) +
B BURE

3. f£ IDE 7, RIAKIETEREERED GitHub REE (WEFRBRAER), MRERKRIHEMETERE
ZIE#1T , 1 IDE IhAER D LiZ#Z Window, New Terminal (1R 8&. FiBKiHH), MEARER
GitHub REFEMN WS , FE2 [ GitHub SRR LWESR,
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HREEE GitHub REEMNEEME , £ AWS CodeStar TR AEHREMERK , EAEEES LE
EREXR.

4. f£M IDE F# Environment (RE) RERNFEESEBRRE. BENRTENSB, WEFHAE
# , FSHEAWS Cloud9  FAREER) THREGENFES. EBIERK,

5. £/ IDE Rim#MTERERDH Gt HXEXREEEZRTE , YEARREEEHRENEGE
T, MEFHMEN , 552E GitHub Help #8345 £ Pushing to a Remote Respository 1 Fetching
a Remote Repository, % Git v HE , 28 GitHub Help #815 £# Git Cheatsheet,

(@ Note
EELE Git EEEARBEEHMESNEINENBGERERER A GitHub 2 AER | &1L
FEREAERGBRER. NEFMER , 528 GitHub Help 83 LM TE Git FIREVER
GitHub 218,

HttER
WMEMEMA HEFMER AWS Cloud9 , FEZ2BAWS Cloud9  EREER) M TIIRE

. (/8 IDE
. il
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A LAE A Eclipse £ AWS CodeStar ERFPETEXNREENMRER, ELEA Eclipse R
AWS CodeStar EREXNE , RAEKEFERXILHIXZE AWS CodeStar BRI RIFEFHEE,

(® Note
AFEFNEAEBANSRBEXNBTERE CodeCommit FEY AWS CodeStar ER, R
&K AWS CodeStar EREH R HRENIBFHIE GitHub # , BRI LA EGit for Eclipse T
B, mEFHMEN , FSHE EGit 85 LW EGit U
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ISR AWS CodeStar ERAGH FIBEX B FEMIE CodeCommit & | B4 E L AWS Toolkit for
Eclipse XM X2 AWS CodeStar, BN AREEHEENSHEHEARKN AWS CodeStar EXE
BXRX B

EZ M Eclipse , BEEE .

- LIEKNE 52 #I8E AWS CodeStar BRI IAM £AE,

- 18R AWS CodeStar ERGHBEHREXBEME CodeCommit F , BlA IAM FHEHN Git EAER
(BABRAER ).

« TEZAHE AWS Toolkit for Eclipse E i %2 Eclipse 1 #9257,

&

- S 1. R¥E AWS Toolkit for Eclipse

- SR 2 BIEH AWS CodeStar ERE A Eclipse

« B 3 : 7£ Eclipse F#®#E AWS CodeStar ERERTE

HEB 1. &8 AWS Toolkit for Eclipse

Toolkit for Eclipse &I LAFTi8 £ Eclipse WERBEH., EMNRZEMNEEFNE Eclipse PR HE 28
EH4MARMEE. AWS CodeStar TEMBE7E Toolkit for Eclipse o

5/ AWS CodeStar #&#HZ 2 Toolkit for Eclipse

1. HEERABEKZHE Eclipse, XEM Eclipse lRA&EE Luna, Mars # Neon,
2. T#EIZE Toolkit for Eclipse. MFEFMEN , 5528 (AWS Toolkit for Eclipse AFIIEF) o
3. 7E Eclipse F , #IFFRH , AR BELEFHE,

4. EREEF  BEHE,
5

EHEREEET , REFE. AED Zp EROREVE  YRABER. $E28BEA , AR
BREE,

EOAEES , BESENERNAWS O EBIENBARASETE K AREET -,
7. 7 Install Details (R#FFMMEA) FIEIZE Next (T —2F),

8. 7t Review Licenses (B#%IRHE) PR EW R, 2##Z | accept the terms of the license
agreement (RIEZRESHHNKRR) , RARBETR. EFRE Eclipse.

o
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HER 2 . iIEH AWS CodeStar EXE A Eclipse

Z % Toolkit for Eclipse 2 # , &AL 1 IDE [EA AWS CodeStar BRI imiE, EXMHIXENE,

(® Note
BT L% % {8 AWS CodeStar ERFI8E Eclipse FHE—T/EE , BEEXBER —FERE

ERE—EERKEFENEREAER,

B A AWS CodeStar %

1. R AWS TheERT |, BIEE A AWS CodeStar R, & |, BEER K KRB BEEA, 2
B | BB AWS |, R#%&1812 AWS CodeStar B %,

I Next (F—%).

2. TEAWS CodeStar B &2 | BIZEM AWS REREFMEEE AWS CodeStar EE AWS W [E
H, MRELIEEERLREFMSRMNILZES®H AWS RERE |, FFIBENRTE AWS IRE I IERF
BT

T£12HL AWS CodeStar ERFMEEES | iBEEM AWS CodeStar EE, ERE Git *AE
B BALATFHERNBEEEMEENEARAER. (MREZEE Gt EAER , F2EA
E)o EE Next (_F_ﬂi)o
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= AWS CodeStar Project Checkout

AWS CodeStar Project Selection

Select the AWS CodeStar project you want to checkout from the remote host.,

Select AWS account and region:

Select Account: ’default vl Confiqure AWS accounts...

Select Region: ’US v]

Select AWS CodeStar project and repositony:

Project Mame ProjectID Project Description
My First Project ry-first-projec AWS CodeStar created project

Select repository: | my-first-projec

Comfigure Git credentials:

You can manually copy and paste Git credentials for AWS CodeCommit below. Alternately, you

can import them from a downloaded .csv file, To learn how to generate Git credentials, see Create
Git Credentials for HTTPS Connections to AWS CodeCommit.

Lser names;

Password:

[ Show password Import from csv file

\J) < Back Mext = Finish Cancel |

3. MEERREEENSIXARADEE, NIRETEEA—SSMEAI X , FERAR , RBBIE
Next (T —2%).

4. £ Local Destination (A E ) b , FREEAREELER BN ABREFZEN B
RIBBETH.

5. %t Project Explorer 1 , REZ R EREBLUBE AWS CodeStar ERHFHIER.,
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B 3 : 1 Eclipse H#m#E AWS CodeStar ERENTE

# AWS CodeStar ER[E A Eclipse TEE# , B REERNENR. FREEE , URBEXE
ERIHIEZTERNRFHETE, EFEA Eclipse A2 EGit AAMRER |, BFEM Git EEEMNHER
BF., MEFMEF , 5520 Eclipse #35 LH EGit FHEIEE,

IREEERERNE | ¥ AWS CodeStar EEN KRB EEHTE—IER

1. 1E Project Explorer 7 , R ERZ#MREBLUZE AWS CodeStar ERFHEZR,
2. WME-—IZEERABERARBTEE,
3. EXRERIFFENUEE  THBEERNABINGER  BEERK , AREBER.

MR B HELEHERBRREMBIRK Git Staging (Git T1F) 188 , B LARKIBILL SR,

4. £ Git Staging (Git &) # , FBSEFBNERBF Staged Changes (EFEF) REEFEHFE,
£ Commit Message (ERFAL) FEAERAL , AREE Commit and Push (ER M #IX),
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index.html 23 O (5] Task List &3
3 <nav class="website-nav"> - = v|<3gg—: | & | i
9 €uls
A ¢lix<a class="home-1link" href="https://aws.amazon.com/"* =
1 <lix<a href="https://aws.amazon.com/what-is-cloud-comput Find S » Al P Acti
2 <lix<a href="https://aws.amazon.com/solutions/">5ervices e - ~ et
3 <lix<a href="https://aws.amazon.com/contact-us/">Contact
4 </ful>
5 </nav:
6 </header>
3 «div class="message">
) <alclass="twitter‘—1ink" href="http://twitter.com/home/?status=I EE Outline 52 - =
2 <div class="text":>
1 <h1>Congratulations!</hl> An outline is not available,
2 <h2»¥ou just created a Node.js web application</h2:
3 <h3»And I made a change in Eclipse!</h3:] |
- </dive 3
5 £fdive
6 £fdive
3 <footers
9 <p class="footer-contents">Designed and developed with <a href="http ~
4 1 F
¥y Git Staging &2 7 3
Filter files & B [E
= my-first-projec [master]
Unstaged Changes (1) 1= Commit Message & =
¥ .project Updated index.html with a new h3
Author: Mary Major <mary_major@example.com:

Staged Changes (1)
Committer:  Mary Major <mary_major@example.com:

gy index.html - public

I " Commit and Push...] [ =1 Commit

FESELNRABBENDENEN  FEOSHERERR. NEHEET  B2USHE 3 BEL
=

<o

& £ Visual Studio AWS CodeStar

A LAfE R Visual Studio £ AWS CodeStar EXEFHTENISEFE MR EE,

(® Note

Visual Studio for Mac & AWS Toolkit , H £ % 8 8 #H AWS CodeStar,
AEEHPEFEERRERBEREFERIE CodeCommit FHI AWS CodeStar R, R
&H AWS CodeStar ERGHRKREBERNBEMIE GitHub & |, A LA GitHub Extension for
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Visual Studio £ T &, MFEFHMEN , 528 GitHub Extension for Visual Studio #8314 £ K
BEE , AKX GitHub #815 L/ GitHub for Visual Studio AP,

&= Z#F M Visual Studio £ AWS CodeStar ERHRFRREFEPHFERENE , BLELE AWS Toolkit
for Visual Studio X IRZ& AWS CodeStar, S EREBHEESHEEH/EHN AWS CodeStar &
REBKE.

ZEF A Visual Studio , IBEEE :

« LUBEBRKE 5D HIBE AWS CodeStar EEH IAM FHE,
« AWS IAM ERER B (Hll , EHNERSBNLZLE ).
« TEZXR#E AWS Toolkit for Visual Studio E i %8¢ Visual Studio 1 B 2 $95F ],

Toolkit for Visual Studio & LA EI8 = Visual Studio WEREEH., HLXHENEE AR E Visual
Studio PRV E B EEEHAEE,

£/ AWS CodeStar 4% % Toolkit for Visual Studio , ¥ EHERFEFEMNFE

1. HEARBE[K EZEZ Visual Studio.

2. TEIZZ Toolkit for Visual Studio , % zip BEMBEETAMER R B &, THHBFEHAERLE
AWS Toolkit for Visual Studio , B ASKE AL AWS BAE R B REBERELEH.

3. 7E Visual Studio # , FARX Team Explorer, EFEERFAHEE S , 23 CodeCommit , REE
BER,

4. 7£ Manage Connections (B EER) # , iB1E Clone (BR), BEERNWMHEE , UREESHE
EEHITHEEK TNERK , REEEF OK (BE).

5. WMBRFEEY Git BAEE  FEIE Yes (2). TEESERSCRIBAER. BEAERE
REGFERLNUE, EREVARTELIAERNE —HE, NRTEESLELRYBAE
B REBIE No (B) , AIELAR T IRMEDH Git BAEE, NENMEEY  BSUREE
VERSUEEREE (AM EAE) , KRR EIERET,

SERERERRE |, R TLABEIBE Visual Studio R #REEFERLE , £ CodeCommit HIEREE I
HIEXETERWHEE,
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£ PEIUHR%E AWS CodeStar , AT LA E AWS CodeStar #TiEEERMNFERE AWS BRE,
XENERESE

T&RFH EEH AWS CodeStar F:E AWS BRI X ESE,

gE
HE B ER#TI8 = AWS CodePipelines
£ ¥ Elastic Beanstalk :REERE,

£ Amazon AP| Gateway H# % AWS Lambda
HEMNREABHFE. IAM SEFHH AP

Amazon API Gateway

&R EE AWS Lambda BE |, W RFHFFA
B BT &R

£/ AWS Lambda B4E#Y CodeDeploy #7187
EE®,

#7118 AWS X-Ray X1E

{mEEE M buildspec.yml R | LAFTIBE TR
HEEMER AWS CodeBuild i #1T,

HIEECH IAM S EefEERNERF,
2% IAM ABER,

{24 Lambda BERLAFTI8I% 2,
&k EC2 B AFI8IH S,

&2k Elastic Beanstalk B LA FT 18152,

a

T
N

SR ER#T38 = AWS CodePipeline,

i
B

20 A
2R #%F AWS Elastic Beanstalk BBIEiRE,
28

?ﬂiﬂ

SFRRBHA AWS Lambda B &,

2R MEERIER,

FH2E B AWS Lambda EEWRE,

A2H RASRENER,
A2RAENRBERHUEREINTR 7 FE
ﬁi EJ;& J Web ﬂﬁ;]'%o

H20E & IAM ABHEEER,

HYERAEXNMETESNAR, BEEEET
B 5 AWS CloudFormation & EHMN A
&,
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8y %3
IREEE R I £ ERER MR, E2E FTELEERBAIREEER,
£ AWS CodeStar ERAZ €A SSM 2 52 the section called “7£ AWS CodeStar &
2, RPZ2FER SSM 287,
TXETHESE,

- YRBTEMWIBERZE (Hl0 , FEE AWS Elastic Beanstalk i3 AWS CodeDeploy).
- HIEEAKN Web inBA T,
- 8%F CodeCommit EEEERE (EAMKERZE CodeCommit B AWS CodeStar B ) ,

- HHRERZE GitHub B9 AWS CodeStar B2 , FFHENER GitHub 77 E , AR KRBREEEMERE
ZER , I MHEHMEREEERERER., B LUEA CodePipeline £#& ( MIEEES)
AWS CodeStar 7= & 18 # 3R R B P BNER I EFMERE GitHub, T8 , MR EARIRME R EHE
BETEH GitHub fE17E , EE XM AWS CodeStar & &R+ , HEENEEEE RN EA TAE
FHERIBR, PENEE GitHub BFEXTERERBREEHIBRABEENER , mA GitHub
87 AWS CodeStar ERERIRFPELHEE, EEBRUENR , FFEA GitHub B REAERY
GitHub #Y7#EX AWS CodeStar , & Z#$5FH , AI1E GitHub #¥5 L ERAEH GitHub IRFERERE
B Authorized OAuth Apps (ER#ER OAuth FEARER) [EER,

« i CodeCommit EEZEENER (BAREHRZE CodeCommit B AWS CodeStar BR ) , REH
RBTEEEFNERERER , ST MNHMREEERERER,

#5 P& ER #7118 & AWS CodePipeline

BT LS HT R R EEE R AWS CodeStar BN WEE, MEFMET , FFSEAWS
CodePipeline ( fEAEIEmM) FHE PREEE AWS CodePipeline,

(® Note

1N SR 57 B ERBURAE ] AWS CodeStar REI AWS WER , EEAsEETE. E2FAA
AWS CodeStar 23§ IAM & 73% AWS CodePipeline AIgEE £ FEUE L& R,
EEESIREM AWS CodeStar KEIL AWS 2 EJRE AWS CodePipeline ZEUE , B JAEEE
#E AWS CodeStar i H IAM A2, EFZXE , BA AWS CodeStar A REREHERH,
TEHNEHRERBREN AM AREF,
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# % AWS Elastic Beanstalk IRIBLE

B L VB EEEERF AWS CodeStar 23 #Y Elastic Beanstalk IR¥ERE, Hlin , B aEEEA AWS
CodeStar BRI TAEL Elastic Beanstalk IRIFRE—HTREREBELEHTH., ZEHTIHERE  F
MEERFEFETN template.yml ER, R EESESFERTEFEACHNT Y., ERHIAEHR
#BE% , AWS CodeStar ¥ A& AWS CloudFormation fi2 &R

MEMHE template.yml HENHMET , BBH EA Templateym| BEBSEAERLEF, W
% Elastic Beanstalk IRIFEMFFMMER , FS B ( AWS Elastic Beanstalk F2 A B1EE) FHIAWS
Elastic Beanstalk IRIZEEE TR,

BFIRIBEFH AWS Lambda B &

BRIV E Lambda BB IBHETE , A=RHEZZREFR AWS CodeStar B H IAM A&

AP| Gateway APl, ZEE& M , BBEMFEH AWS EMREEAENER AWS SAM) HEER
CodeCommit 7 EH Y template.yaml 5%, tttemplate.yamlERERHBNER. BEE
X, BITRE. IAM SEF API £ AP| Gateway ., MEFHMEF , 5520 GitHub #ih LK w0
F AWS SAM E v E IR EARER.

R ERAVEHE

AWS X-Ray R#ERIZHEE , TARS O BAEAEXNNEITSA (PIUDERENIEER ) . HEH
¥18E AWS CodeStar ER#%E , B LUEMA AWS X-Ray 25 RKintR AR R A E e,

(® Note
BULEUATEREAELESR , FATIHRUNERTERE !

« {£{@ Lambda E%,

« ¥R 2018 £ 8 A 3 HZRE YK Amazon EC2 = Elastic Beanstalk X , EEERHEF
Es i /template. yml#E®R, AWS CodeStar

18 AWS CodeStar E4~#2 & — 1l AWS CloudFormation 13 , AT 2 EAERX AWS # TR
RERER | FIEREERRA Lambda HE, WERFHAER /template.yml FHREREF
E,
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BT LA AWS X-Ray ERFTIEE ResourcesEBEL , MEUL B RRHIIGEH, A% , B MEH
HZEH IAM FFA] , AWS CloudFormation AR FF B ER. NEEHATEZNEXNWEEEER , B2
BAWS ERERSE,

EERBIHARTEENSHIS R,

i
B

 fREE IAM P TEE A B UETIEMRE

. {& K template.yml #&RLUETIBME
DERFHE SN SRS E L TIE M

. BE38 AWS CloudFormation 38 58 #7 A 178 Bt

i
B

B wn
W Sk
B |8
A |w [N

SER 1 R IAM RN TEEAGLUETER

BHADRREEESSEA , TRATHR 1 M4, WTRERRE Lambda EERFF AR A,

® Note

MBENERSEAFURREERRME | B0 LRRIBIL S ER,
¥R 2018 F 12 H 6 H PDT 2 REBIMER , 2FEHAFTRRBE AWS CodeStar 2 &
HER,

1. & A AWS Management Console , ¢ 7E https : //https://console.aws.amazon.com/codestar/ B
Bt AWS CodeStar £#2 A&,

2. BUERYEEMFEMA template.yml file WIRBEER , AR Project resources (BERER)
EME,

3. EEXER , SRERBFETA CodeStarWorker/Lambda BEN M IAM £, ZALEZHEE
A4 : role/CodeStarWorker-Project_name-lambda-Function_name. iZBiZEHGH
ARN,

4. T IAM EREHBEAG, BEEEBE, 82 AWSXrayWriteOnlyAccess BUR |, EE5E 2
HI5HE | SR%I18$2 Attach Policy (E#ZHXE).

HER 2 : &K template.yml 1 R LUEITIE M

1. BB AWS CodeStar 12 4& , #itA https://console.aws.amazon.com/codestar/ : //o
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ERAEER

2. BEELNEMRSFER K ARXFBREABER. ERTENRLE , SRANHE template.yml

EXR., £ Resources THMBEIRBE Properties %

Tracing: Active

1t 8 5 B RS SB AY FE AN

Resources:
GetHelloWorld:
Type: AWS::Serverless::Function
Properties:
Handler: index.get
Runtime. nodededes
Tracing: Active # Enable X-Ray tracing for the function
Role®
Fn::ImportValue:
1Join ['-', [!Ref 'ProjectId', !Ref 'AWS::Region', 'LambdaTrustRole']]
Events:
GetEvent:
Type: Api
Properties:
Path: /

get

HER 3 ERMEE G EAREE LUEITIE M

o ERMHEIX template.yml ERFHNEE,

(® Note
HEMBENEE, MREEERN AMFTZEREE  SNEESKI.

CloudFormation & E 4R K BMBENSER, WRBXLEEEREN , FIS1EE

R, RAREFMMBIENEE,

$ER 4 - BE3R AWS CloudFormation & B # A ETIE M

1. EEXZNEEREIERERRE , AWS CloudFormation B2 EHHRERK. EESEHEETHMN

AREE | 557E AWS CodeStar E &k LB EEEHH AWS CloudFormation BEER,

R FHHEBREH AWS CloudFormation EEEHER |, FF2H FH RSB ERAWS

CloudFormation : JEXFFAIMEIEEIHE, MRTHEEARERST , BREEED

Lambda THEEAGHNEE, F28H TR 1 FE IAM PR TEEAGSETER.
2. EABRBBEXAYTRANEE, ENEAERXHERAERIEE,

EERW

R E R E i
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3. 7 Lambda & RFEHRHBEFHMER , #IDEH KA,

4. EFEENEARARE. ECERARANEREDSHRER. LR R AWS X-Ray T4
FOPEE =

Trace list
1D Age Method Response Response time
315e2d41 4.7 min 200 270 ms
88c0civc 12.8 sec 200 23.0 ms
RERINER
%ﬁ' iEl . \:|:I %—*

MEEZREMNE{E AWS CodeStar Ei4<£8FEHT AWS CloudFormation {83 , aAJE I FERAEXA AWS #
TREHGMEER  FlMENESRRN Lambda HE, ERERAER /template.yml FHIR
RRTFE,

(@ Note
CANMUTERERAELESE  EATIHIRTMNERZIERT .

« {F{a] Lambda B %,

« ¥R 2018 £ 8 A 3 HZERE M Amazon EC2 = Elastic Beanstalk 2% , S EERf#HF
EEF i /template.yml#EXR, AWS CodeStar

B LAUEIBAS AWS CloudFormation EJR#T18 E ResourcesEBRRELULER. B
template.yml 2] AWS CodeStar M ##T &R AWS CloudFormation i ZEEMNER, FL
BEREREHIGH I T EEERM CloudFormation THEEABNWEER, NEHATEMNEXAIEED
B, F2BAWS ERERSE,

EHEHLERAEMBIERC R K BERELSRSERBETER, FE AWS CloudFormation
BERMEMEBMNEE , F2BAWS ERERSE,

SEE 1 {miE |IAM F Y CloudFormation THEE A (MREE)
HEE 2 . 1&K template.ym| R
SRIEXNEEAECHELREE

S ER 4 . BE4R AWS CloudFormation 3 & 5 5

SR 5 EERFAFEARARBER

il

o K~ w0 Dd =

il
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FEAARE NS BRIEBERN AWS CodeStar EREALUFIBER , REE IAM WEFRZERN
CloudFormation TE&EA®FFA, FEAREHFH , AWS:: SQS:: Queue BREIMAE template.yml
BR, 2521 PRE BB EE AWS CloudFormation , # Amazon Simple Queue Service 1753718
BIENER,

$E 1 #RE IAM B8 CloudFormation T EE A

BRAURREBESSBA , TEHTLSR 1M 5,

® Note

MBENERIEAFURRBRRME |, B0 LARRIBILEER,
HMR 2018 £ 12 A 6 H PDT 2 BREYMER |, FEAFTRBEBEK AWS CodeStar fZE &
HER,

1. A AWS Management Console 3B AWS CodeStar £ & |, #8154 https : //https:/
console.aws.amazon.com/codestar/,

2. BUERSEEFA template.yml file WIREER , ARE B Project resources (EREIR)
HME,

3. EERERT , RIERBFEF A CodeStarWorker/AWS CloudFormation BA®ZEMN K IAM &
B, ZABEMEMLILIER : role/CodeStarWorker-Project_name-CloudFormation,

4. ZIAM EEEHBZAR, 7 Permissions (R A) E& L , #&E Inline Policies (R ERBUER) WY BR 1
ABBEY , WikE Edit Policy (fEBUR).

5. & JSON EBIRBEUR,

@ Note
EEZTTEEABHBERR CodeStarWorkerCloudFormationRolePolicy,

6. 7£ JSON ##{uH , £ Statement TEHR B TIBEREA :

{
"Action": [
"sqgs:CreateQueue",
"sqgs:DeleteQueue",
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ERAEER

sqs:GetQueueAttributes",

"sqs:SetQueueAttributes"”,

sqs:ListQueues",
"sqs:GetQueueUrl"

1,

"Resource": [

"gn
1,
"Effect": "Allow"
}

7. 1##Z Review policy (REBX) UBEABKXIE TS

S8 2 : {5 template.yml B

1. £ https : //nttps://console.aws.amazon.com/codestar/ FAEX AWS CodeStar X4,

, #3812 Save changes (REFEE).

2. EERCNEMRRFER  RAXAMEXRER. £RSENEFESD , i T template.yml B

B

3. A IDE. ERERLFRRBEFENDTIIRFEERFTETH template.yml ER. KEFEE

Resources 1., EAREH|AR  BUTXFHER  [FEFLHE Resources 7o

Resources:
TestQueue:
Type: AWS::SQS: :Queue

1t 6 5 BB RS SB AY FE AN

Resources:
HellolWorld:

Properties:
Handler: index.handler
Runtime: python3.6
Role:
Fn::ImportValue:

Events:
GetEvent:

Type: Api
Properties:
Path: /

Method: get
PostEvent:

Type: Api
Properties:
Path: /

Method: post

TestQueue:
Type: AWS::5Q5::Queue

Type: AWS::Serverless::Function

1Join ['-", [!Ref 'ProjectId’, !Ref 'AWS::Region’,

'LambdaTrustRole’]]

MEBERIIES
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ERAEER

S 3 EXMHEENEAEE
o EXMHEEELSER 2 REFEHN template.yml BRHPHPEE,
® Note
HERBENEE, NREEEH IAM FUiEREE  SNEESES , B AWS
CloudFormation @ E AR K BEMEFTHER, WRBLEEEREN , FBISIEE
IR, AREFTRBENEE,
$ER 4 BE38 AWS CloudFormation & & #
1. ELERNEERBIBMERE , AWS CloudFormation & EH R ERE. BT LUE AWS
CodeStar & F ik FiBIEEE P AWS CloudFormation BEER | U EEHBE I,
WEERH -
MRBFAEMERFAIEESLR | HBEFHE AN, £ AWS CodeStar ERIBIBETRBEREEN
K BUREE,
BIEEEIEREPH CloudFormation E#E , £ AWS CloudFormation =3 & FHERRHE, E£E
ZEAM Events (B4) BED | BELNBERIURBHERZITHMENA. F—EASERHEFM
B, EUEH|F | sqs:CreateQueue FFANEXK,
EBfREEEEER AWS CloudFormation THEEABNBUER , SEEMRINTT. FSHR S
B 1 : {RE |IAM B8 CloudFormation T/E& A€,
2. BIWHMITEMEE 2% , AWS CloudFormation B &R ER, £ FHNERBEH AWS

CloudFormation , RIEAECNEREINER, FLHEHI+ | TestQueue ITHIZFNEEFRILD -

{7%] URL AT #EH AWS CloudFormation. 7% URL j

EBEATHR
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https://{REGION_ENDPOINT}/queue. |api-domain|/{YOUR_ACCOUNT_NUMBER}/
{YOUR_QUEUE_NAME}

MEFMEA , F2EEIE Amazon SQS FAE. EWHKE Amazon SQS {FHINFAE , SAKRMBER
3R B Amazon SQS {FHIHFAL.

SR 5 RERTAMBRRKBR

RTFEBREFNENHERNER , BZRFEEENRRBEEMAZERENAG, XFRFT
FERMBELHEHT T, EEHNT ISR BXLALEERE,. REFINEEEFERE , SEF
AdministratorAccess TEBXRBIEZBERMN IAM FRESBESE2EAESSBEA FH2E

EREM JSON BURimE R IE L BUR

1. & A AWS Management Console , If7E https://console.aws.amazon.com/iam/ : //www. BFRX
IAM £ 5,

2. EEAINEEERKY , #IEZE Policies (BX),

WMRIERIEE —IXERE Policies (BK) , A& H R Welcome to Managed Policies (EUP £ Z & K
%K) HMH,. 1Z#Z Get Started (BIAER).

. EEMENR , i## Create policy (B3I BR),
4. TEBURIREEESH , iBIE JSON EHE,
BWA TS JSON BRI :

{

"Action": [
"sqgs:CreateQueue",
"sqgs:DeleteQueue",
"sqs:GetQueueAttributes"”,
"sqgs:SetQueueAttributes",
"sqgs:ListQueues",
"sqgs:GetQueueUrl"

1,

"Resource": [

i n

1,
"Effect": "Allow"
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6. igj% Next (-F_i)o

® Note

&R LARERFED R4 BALER JSON fREERRIZEE, T , R EETEENERBLIREERRT
BET—F , IAMRARSRBENBRER  UEHHRBIRERETRENL. WF
HMES  F2E IAM EREEETNEZEBERESE,

7. ERBEEVARL , AREERVHNBRBABRREBEHNR (ZR), MBLBERPERNGT
q, REFEHBERAR TFRIFF .

8. 1#EiF Create policy (B BUR) R FENFMBUR,

% IAM BEREEER

H 2018 % 12 A 6 Bie , B EEAERHE (template.yml) FEZEHCHABNBE., EERKE
EREANBEEEIENER  SXEAMEBEYINESE IAM EEREEREBENHFTRR, NRER
BEEZEHREN Lambda ER , REBEXRABEREET IAM A€,

% IAM B EMEEER

1. WEBEZHNERM template.yml BXR,
2. 7£ Resources: EBE , FRALUTEH PRI RITIEEN IAM ER :

SampleRole:
Description: Sample Lambda role
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Effect: Allow
Principal:
Service: [lambda.amazonaws.com]
Action: sts:AssumeRole
ManagedPolicyArns:
- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
PermissionsBoundary: !Sub 'arn:${AWS::Partition}:iam::${AWS: :AccountId}:policy/
CodeStar_${ProjectId}_PermissionsBoundary'
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3. BZREEBHENEE A WEERIIHIT.

FBEERBMnHMEER
AR R F ISR EE (Prod) BB M BB EE | UREBBHBEN L ER R HHE
FHRENR. SHEECNERTENTREYAANE LR,

(® Note
A UEULTRERPEAELERERF

- IR 2018 £8 A3 HZREUNER , SEFEAERMBFEPH /template. ymlER
AWS CodeStar fiZ2 1 Amazon EC2. Elastic Beanstalk 2 Lambda &3,

- WA 2018 £ 12 A 6 H PDT 2 REVWER , A YRRBEK AWS CodeStar i
BHER,

B AWS CodeStar EZE & A AWS CloudFormation S48 R R E M FERERNH AWS #1174
ARMEAER | B0 Linux B1TEIREF Lambda EEl, /template.yml ERFHARREFER,

£ /template.yml FEEH , FH Stage BEREERHKEMEETEREBPHIMEER.

Stage:
Type: String
Description: The name for a project pipeline stage, such as Staging or Prod, for
which resources are provisioned and deployed.
Default: ''

Stage ZESEMAIEFERFSENER IDWAMMEEEER. fln , UTACEBRELRDIEEN
BiR -

RoleName: !Sub 'CodeStar-${ProjectId}-WebApp${Stage}"’
5 IRAR 4
5/ AWS CodeStar IR AFMNERNBIERBIER,
EEELN AM FEREEE T :

« iam:PassRole % AWS CloudFormation B L1 ,
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- ERETHEA® LM iam: PassRole,

e cloudformation:DescribeStacks

* cloudformation:ListChangeSets

{8 A F Elastic Beanstalk 2 Amazon EC2 B2 :

codedeploy:CreateApplication

* codedeploy:CreateDeploymentGroup
* codedeploy:GetApplication

» codedeploy:GetDeploymentConfig

+ codedeploy:GetDeploymentGroup

* elasticloadbalancing:DescribeTargetGroups

&

o $B 1. 1 CodeDeploy FEM I EEHE (ZR Amazon EC2 EX)
- SR2  HBLERBNEERER

- SR3 MEBFHRARER

« SB 4 HAEBFEIEE AWS CloudFormation 38 5 5t

8% 1 : 1& CodeDeploy PRI FHEBEEH ( PR Amazon EC2 EX )

I&T LGERE CodeDeploy FERET | ARHTIE RT3 1T B REARBABRAY M B0 Z B 4E.

(® Note
MRS EZEL Lambda = Elastic Beanstalk 25 |, &0 LB I S B,

1. BARK CodeDeploy i #& |, 1k A https : //https://console.aws.amazon.com/codedeploy,
BREBRVERIAERESEM CodeDeploy FEATER AWS CodeStar,

£ Deployment groups (E8B###H) T , 1#1F Create deployment group (I IEFFH).
#£ Deployment group name (SBEEEER) B , WA <project-id>-prod-Env,
ERFEACH , BEH AWS CodeStar EREETEHRTHEEAR,

o bk~ w b
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10.
11.

7t Deployment type (EPEEHE) T , #F In-place (RHETT).

7 Environment configuration GRIZ#HAE) T , E$E Amazon EC2 Instances (Amazon EC2 #1718
f8) =5 EH,

EEBEHEAT , M Key (£88) T , 882 aws:cloudformation:stack-name, 7 Value ({&)
T , i##F awscodestar-<projectid>-infrastructure-prod (24 GenerateChangeSet
EMEREIMHER),

1 Deployment settings (BB & E) F , i### CodeDeployDefault.Al1lAtOnce,

7&K Choose a load balancer (Z1Z 8 & ¥ #325).

i#1Z Create deployment group (B3I EEEH),

RuEGCEYE _E5ERHE.

SER2 MREERRNEERKR

EARENERNEERREAERNBZDERMFEREER. HIA0 , Amazon EC2 BRIV EEMR
EERRAERENNEEMRRMEENEF,

HEARE P ERER S B

1

2
3.
4

£ AWS CodeStar ERERIRD , BIEEEFME , LAE CodePipeline =& FPHMEE.
BIERE.

ESBREER S |, BB Edit stage (FREBFRER).

£ GenerateChangeSet Biff LiZIEREE T~. T TIWMU PR TELE, BUNMBER , £2F
FiE&E,

- Stack name (HB& )

« Change set name (2 EHEEHE)

« Template (EE7)

« Template configuration (232<#E4E)

« Input artifacts (¥ A &)

BB Advanced (#PE) , AREBTE Parameters (Z8) F , ERENERNSE ., BULUEELSH
BE EREREMEP, BN ERIE JSON BB TS

« Lambda E% :

{
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"ProjectId":"MyProject"

« Amazon EC2 B2 :

"ProjectId":"MyProject",

"InstanceType":"t2.micro",

"WebAppInstanceProfile":"awscodestar-MyProject-WebAppInstanceProfile-
EXAMPLEY5VSFS",

"ImageId":"ami-EXAMPLE1",

"KeyPairName":"my-keypair",

"SubnetId":"subnet-EXAMPLE",

"VpcId":"vpc-EXAMPLE1"

« Elastic Beanstalk B2 :

"ProjectId":"MyProject",

"InstanceType":"t2.micro",

"KeyPairName":"my-keypair",

"SubnetId":"subnet-EXAMPLE",

"VpcId":"vpc-EXAMPLE",

"SolutionStackName":"64bit Amazon Linux 2018.03 v3.0.5 running Tomcat 8 Java
8",

"EBTrustRole":"CodeStarWorker-myproject-EBService",

"EBInstanceProfile":"awscodestar-myproject-EBInstanceProfile-11111EXAMPLE"

6. TEMRRmEEIKTP , EEF Cancel (BUE).

EFEERER PRI GenerateChangeSet Bk

(® Note

BTN EEENENRERRE  IRECEFHRFNGFESRE K FEBUTETISHE
Ro BUREHLEFE R THAL ; 8 stack-name FEFTE

LEBRTEELEEREEE. TR , EEEREXNOEMN , BXEARBRFOEE , LEXH
B, ELBTEER , RESIHE  TEEAHRER,
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1.

© N o g B~ W D

10.
11.

12.

13.
14.
15.

MRFRHEE M ARBER , 5B AWS CodeStar ERERBESTEFHMEER , UEZE AT
EiE,

BERE,

EEXRMNES , &2 + Add stage (+ FIEFEER),

W APSERBHE (B0 |, Prod) , AR&IBIZE + Add action group (+ #Ti8BhEEH).

£ Action name (ENER ) 1 , WA R (B4 , GenerateChangeSet),

FEEERME D |, BIF AWS CloudFormation,

£ Action mode (EIEE ) A |, ;&$2 Create or replace a change set (B EREBEK£),

EHBEBD , MAZHWEEEIZ AWS CloudFormation &M S, SBEHEEINFHE
BEBTEMAE , ARINL -prod :

« Lambda % : awscodestar-<project_name>-lambda-prod

« Amazon EC2 # Elastic Beanstalk E% : awscodestar-<project_name>-
infrastructure-prod

® Note
HBRZEHWRENL AR A awscodestar-<project_name>- , ZRIMEBE TS KK,

£ Change set name (B2EHEEME) # , WARANHERRTREHEENEEHESERE (B

1 , pipeline-changeset),
£ Input artifacts (B AR M) B , BEEER R

£ Template (884) 7 , W ARBNHERRTARHEMEENEAEZRE (S , <project-ID>-
BuildAxtifact::template.yml),

£ Template configuration (EiZ<A%E) & , M A BB P AMRERHENIEREEH AAEEREE
(Bl4n , <project-ID>-BuildArtifact::template-configuration.json),

£ Capabilities (ZhEE) #@fL+ , ##F CAPABILITY_NAMED_IAM,
£ Role name (A& 8) b , BELZHNERMN AWS CloudFormation TEEAEETE,

BB Advanced (#PR&) , RETE Parameters (B8) H , M L ENERNS ., &% Amazon EC2
HE K GEMEL JSON #BXE RN Stage 28 :

{

"ProjectId":"MyProject",
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16.
17.

"InstanceType":"t2.micro",

"WebAppInstanceProfile":"awscodestar-MyProject-WebAppInstanceProfile-
EXAMPLEY5VSFS",

"ImageId":"ami-EXAMPLEL1",

"KeyPairName":"my-keypair",

"SubnetId":"subnet-EXAMPLE",

"VpcId":"vpc-EXAMPLEL",

"Stage":"Prod"
}
(® Note
KU FEZNFESE , MARRHSEILREEENSH,
i#1Z Save ().

7 AWS CodePipeline Ei&Hh |, BERFEERE K RRBERTEE,

(® Note
AEAREET , BHESEEMBRNFEEERIER, BREASLEEBSRNLERENT
_12;_5’%0
BREERNEE,

EFEERER PR ExecuteChangeSet B

1.

w

N o o &

MR RRIREE |, 5Bt AWS CodeStar ERBRVBEFEEFHMET , LEFTREFHEME
Eo

BIERE.

BT EERER S , R GenerateChangeSet EifE# , B2 + Add action group (+ T8 E)E
B48).

£ Action name (EiERTE) B , AR (HlW , ExecuteChangeSet),

FEEERME D |, #IE AWS CloudFormation,

£ Action mode (EjE#E ) A |, 1#$F Execute a change set (BT EHE),

EHBEBP | B AL GenerateChangeSet E)fEHE AR AWS CloudFormation &34
( fltn , awscodestar-<project-ID>-infrastructure-prod),
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8. HEBFELEHRBY A BANEBERBRTFEANMEREEESLESRE (HlW, pipeline-changeset),

9. EEZTH.

10. £ AWS CodePipeline BH , BEREFEEEE K ARBEREFEE

® Note
ABAREEER , BHESEEMRNMEEERUER, BREASLBEERNKBERENT
_155%0
BREERNEE,

EFNEEREEI CodeDeploy Z3EBEI{E ( #BR Amazon EC2 BEXR )

1. EENEERRPHFBEZE , BIE + Action (+ BE).

£ Action name (E1EE ) 1 , B AE T (20 , Deploy).

EEBERMEED | iZE AWS CodeDeploy,

EEAEXNER/P , BEWEZRIERE CodeDeploy EABEXNERE,

EEBEIAS  BELESE 2 FEIHE CodeDeploy SEBEHZ R,

£ Input artifacts (AR M) B , BEERENEEPEANEREER R

BIET Ko

£ AWS CodePipeline B , BEREEEEE A AREEREEE. RRCEFNEE,

©® N o a A w0 b

SRR3R FRRERR
REBRRENEERRNIRTTIEFBRERR.

1. EELA , EE Edit (R8B).
2. EEEERXRY K REBMNEELBRER B , BIF + Add stage (+ FTIEEER).

3. 7t Edit stage (fR¥EFEER) L , @ AP 21 (B0 , Approval) , A#&iEIE + Add action group (+
B BERE),

4. 1E Action name (ENEE )  , A& (fla0 , Approval).
5. £ Approval type (B /R f | #1F Manual approval (F 8% ).
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6.

© @«

il

N =

5.

(i#f) £ Configuration (#258) T , 7 SNS Topic ARN (SNS & ARN) & | BELE S ZE L METE
B SNS EiE,

#12 Add Action (FTIBEIE)
£ AWS CodePipeline B+ , EERGFEEEE K AREERFEE., RRECEFNEE,

EFERXENEBEVRBEERE , 5i121E Release change (B1TEE) , AA%RIRIZE Release (3
1T)o

BB 4 . HEEEE I EEEE AWS CloudFormation HE& E £

ERNEEHTE , S LUER RN SBREBHEEROMEEBNIREET,
EEEREIPBMEER , AWS CloudFormation 2 EH M EMEA. &R LLE AWS CodeStar &
TR EBEFEEEHH AWS CloudFormation PEER , LEBHBEHEH, ZERAHEEBE VN
B, B Events (BH) BEH | BEENER,

RIEREER , BIE1E AWS CloudFormation #8H 27 &R, £ AWS CloudFormation £#%
A, AENERZZEERNRGHE, HEBZBESBERELERN

« Lambda % : awscodestar-<project_name>-lambda-prod

« Amazon EC2 # Elastic Beanstalk E% : awscodestar-<project_name>-
infrastructure-prod

£ AWS CloudFormation T ANERFESR K REACHNEREIMNER, TLHEGH N
Amazon EC2 #HI{TREBEHLBEEERERTF,

RN EERRIRE

« %7 Elastic Beanstalk 22 , £ AWS CloudFormation AT HEENRBEER, B2
Elastic Beanstalk EAE R, E{E & 1E Elastic Beanstalk 12 A PR, 1E12 Environments
(RIE), £ URL FiZ#E URL LATEBIE 25 BARUIR B

- ¥ Lambda BE , £ AWS CloudFormation T2 AT R HEEBYREFER. 1BIZE AP
Gateway ER., EFEERTE API Gateway A HREL, #IF Stages (FFER). £ Invoke URL
(FERY URL) Hi$2 URL LATE 28 35 o B BRm 2o

« ¥ Amazon EC2 EZ |, 557 AWS CodeStar FIANERER;EE HZIZEFHH Amazon EC2
#HITER. EFEEE Amazon EC2 FEANHTHEERE LBR. 2 Description (#iR) % 5|
1= | 45 Public DNS (IPv4) (/A8 DNS (IPv4)) S8 URL , 3t 75 2128t BIREX URL.,

RECHEBLNEE,
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£ AWS CodeStar EXFZ2ihfEA SSM 28

FZEFEBEAERSENBFRIERIE Systems Manager Z2HFHESZE S, BELTLE AWS
CodeStar ERHZ et EAELSBH, Sl , BAERETE CodeBuild WEEREHEH SSM 2
B, AEITEHEHS (template.yml) FEXEARRERE,

ZEE AWS CodeStar EEHfFH SSM 28 , B4 EFEH AWS CodeStar HZ ARN FHEL S
8, WENAS AWS CodeStar TEFTEEACRHEENGTT , UFEIEELNSEL,

BRYE 2 Bl

« B BB TELEFNCEANIRE Systems Manager 28,
« BAEEMFAN AWS CodeStar BEE |, EVHNESR,

« 52T CodeStar 2R ARN, BRI T : arn:aws:codestar:region-id:account-
id:project/project-id,

£/ AWS CodeStar 22 ARN B2 2

E2HME Systems Manager Z2H BB ZEH 1 R

1. 1€ Key (£48) & , 81 A\ awscodestar:projectArn,

2. 7£ Value ({E) # , B AR B CodeStar FIE 2 ARN : arn:aws:codestar:region-
id:account-id:project/project-id,.

3. i&#E Save (E1F)o

REHZALTE template.yml {ERH2E SSM 28, MRELBRELHERRTERTEELACHER , £5F
ERTFEANT,

£ FEEH AWS CodeStar Project Toolchain R FEE S ERIFF |

(® Note
ELSREERAMN 2018 F 12 A 6 H PDT ZREUMER,

1. B EFERH2EEN AWS CodeStar ERERIR.
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-paramstore-about.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/param-create-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-paramstore-su-tag.html

AWS CodeStar EREER

2. #—T Project (ER) MEEBUMNEREE , URSKIERTHEAE, ERIAMER , BF
LLTFHIEBHER : role/CodeStarWorker-project-id-ToolChain,

E—T ARN , BFE IAM 12 & PR

EME | HEF ToolChainWorkerPolicy Y A$ E BB,
¥ — T Edit Policy (fR¥EBUR).

£ Action: THFTEELTIT

o o bk~

ssm:GetParameter*

7. #—T Review policy (BB X) , A& L —T Save changes (RFEE),

HRHE2018 F 12 A 6 HZRBZUNER , EREABERBE I TN EETFEEAR,

{
"Action": [
"ssm:GetParameter*"
1)
"Resource": "*",

"Effect": "Allow",
"Condition": {
"StringEquals": {
"ssm:ResourceTag/awscodestar:projectArn": "arn:aws:codestar:region-
id:account-id:project/project-id"
}
}

% AWS Lambda EENHRE

AWS CodeDeploy X E#E @ fREFE RS AWS CodeStar BREIHY AWS Lambda R ERAZFE, AWS
Lambda SBE SR EARERIRER Lambda BB I EHM Lambda BHE A, B2 R
BEHH Lambda B8 , MUZRBEFRENRAE , ARG BEIRE E —EMRE,

fEAAE RSB RIE WIS AWS CodeStar ERE A& | W EHEM CodeStarWorker B IAM 5F
A, EKESTE F AWS CloudFormation FXEIEEIEIFE |, LA B AWS Lambda &l , AEIETR
AWS CodeDeploy #REEREIEHH RIE,
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@® Note
REEHFE 2018 £ 12 A 12 BZ28iE M AWS CodeStar BEERE | T RRELESE,

AWS CodeDeploy E={AZEEE , IRLHEREEBIEARXPH AWS Lambda BEERRZA :

« Canary : REUMEEEER, EURBELEEZN canary BEHIRIE  ESREEREEBELNE
—RBEREFH Lambda BRIRAZBE AL , URERSREREEEEBHER U9 E
i)

« Linear (§1%) : REUSEEECENESIEHURSHEEER, BRURELEENFEMEREDIE
EBXEENREERE LS , URESEEECEANSEY., REUSEBECEHNEEIER
DEEEEER, SURBELEENRUEEENEESAEENREERE LS , UREESEEE
Z R EE

« All-at-once (—X£3P) : FIEREMRELE Lambda B — X EBEEHH Lambda B MRAS,

BT EE
Canary10Percent30Minutes
Canary10Percent5Minutes
Canary10Percent10Minutes
Canary10Percent15Minutes
Linear10PercentEvery10Minutes
Linear10PercentEvery1Minute
Linear10PercentEvery2Minutes
Linear10PercentEvery3Minutes

AllAtOnce

WMZEE AWS Lambda iEBEF A L AWS CodeDeploy SPEBHIFFHEA , 5528 AWS Lambda EEF
& EHEE,
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https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html#deployment-steps-lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html#deployment-steps-lambda

AWS CodeStar EREER

mEFE SAM AWS MEFHER , F2 8 GitHub EMAWS EfmREEEAREREE (AWS SAM),

TR

ELRVEMARBER , FEREMEAE Lambda BET A, BXAURKEEREE DB , T8
TSR 4-6,

SR 1 & SAM EARLLF 1 AWS Lambda IRAZBE S E

1. BABX AWS CodeStar £ A& , #81L A https://console.aws.amazon.com/codestar/ : //,
2. BNERGEEMFEA template.yml ERNBEER , ARHUEXBEH, EREENTS
B, BEEEHRCEA template.yml B SAM RN E,

3. 1£ IDE RAMFEEEHF template.yml R, ERLUTXFLFHE Globals o EER,
A B REREHI X FZE CanarylOPercent5Minutes #HE,

Globals:
Function:
AutoPublishAlias: live
DeploymentPreference:
Enabled: true
Type: Canaryl@Percent5SMinutes

e S| # R 18 Globals # 0 2 R CISNEA

AWSTemplateFormatVersion: 2818-89-89
Transform:

- AWS::Serverless-2816-18-31

- AWS::CodeStar

Parameters:
ProjectId:
Type: String
Description: CodeStar projectId used to associate new resources to team members

Globals:
Function:
AutoPublishAlias: live
DeploymentPreference:
Enabled: true
Type: Canaryl@PercentSMinutes

Resources:
HelloWorld:
Type: AWS::Serverless::Function
Properties:
Handler: index.handler
Runtime: python3.6
Role:
Fn::ImportValue:
1Join [*-", [!Ref 'ProjectId’, !Ref 'AWS::Region’, ‘LambdaTrustRole’]]

WMEFHMER , F2H SAM AN HERSERE,
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https://github.com/awslabs/serverless-application-model
https://console.aws.amazon.com/codestar/
https://github.com/awslabs/serverless-application-model/blob/master/docs/globals.rst

AWS CodeStar EREER

S8 2 : #REE AWS CloudFormation A& UG

1. & A AWS Management Console , ¥¢7E https : //https://console.aws.amazon.com/codestar/ B
B AWS CodeStar £## A&,

® Note

& 278 AWS Management Console fEFSRETE PRI HFBIA IAM £ E BB EA
BRIRE A 2E AWS CodeStar, LfEH &S BAWSCodeStarFullAccessiEER A 1Y
AWS ZEBX,

2. RELRANEARRER , ARFREREREE,

3. &EERT , 8B CodeStarWorker/AWS CloudFormation B®ZEM M IAM B, £ IAM £ 4
A,

4. 7 Permissions (Ff7I) BRE L , £ AWRBK WRBACBERSIS |, BiE REHK, #1F JSON&F
BAR4mE JSON R BER,

(® Note
EBHREAEBE A CodeStarWorkerCloudFormationRolePolicy,

5. 1£ JSON #fzH , 7 Statement TEPFIB T HIBEREH, #§ region B id AENERNRA
RH EFEIRF 1D,

{

"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:GetBucketVersioning"

1,

"Resource": "*",

"Effect": "Allow"

1,
{

"Action": [
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::codepipeline*"
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https://console.aws.amazon.com/codestar/

AWS CodeStar

ERAEER

iy

1,
"Effect": "Allow"

"Action": [
"lambda:*"

]I

"Resource": [

"arn:aws:lambda:region:id:function:*"

1,
"Effect": "Allow"

"Action": [
"apigateway:*"
1,
"Resource": [
"arn:aws:apigateway:region: :*"
1,
"Effect": "Allow"

"Action": [
"iam:GetRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy"

1,

"Resource": [
"arn:aws:iam::id:role/*"

1,

"Effect": "Allow"

"Action": [
"iam:AttachRolePolicy",
"iam:DeleteRolePolicy",
"iam:DetachRolePolicy"

1,

"Resource": [
"arn:aws:iam::id:role/*"

1,

"Effect": "Allow"

7 AWS Lambda EEHNHRE
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ERAEER

{
"Action": [
"iam:PassRole

15
"Resource": [

i n

1,
"Effect": "Allow"

"Action": [
"codedeploy:CreateApplication”,
"codedeploy:DeleteApplication",
"codedeploy:RegisterApplicationRevision"

1,

"Resource": [
"arn:aws:codedeploy:region:id:application:*"

1,

"Effect": "Allow"

"Action": [
"codedeploy:CreateDeploymentGroup",
"codedeploy:CreateDeployment",
"codedeploy:DeleteDeploymentGroup",
"codedeploy:GetDeployment"

1,

"Resource": [
"arn:aws:codedeploy:region:id:deploymentgroup:*"

1,

"Effect": "Allow"

"Action": [
"codedeploy:GetDeploymentConfig"
1,
"Resource": [
"arn:aws:codedeploy:region:id:deploymentconfig:*"
1,
"Effect": "Allow"

6. BRIEMBEEX , MRBRIBE[HEHZR, EBRIBEMNERE  RERFEE,

7 AWS Lambda EEHNHRE
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SB 3 EXWHIXEHNEAREE LI AWS Lambda M ARE#%

1. BEXMEEESR 1 FAEW template.yml ERPWEE,

(® Note
HWERMBENEE, MREEEH IAMFAZEREE | AESNEESRS , B AWS
CloudFormation it B FH LB SEFRMEFTRNER, MRERLEEER , FEMBSEE
(REEFRBENEE,

2. AWS CloudFormation #BEHEEEXRNEEMB T ERREFER., EEEENESHBRFNHEE
EHEA |, 551 AWS CodeStar & &Rk LiZEVE & F ) AWS CloudFormation B ER .

EHBFEHRAB , AWS CloudFormation EEEIEHERER , M AR :

« AWS CloudFormation EIBZ I 5|& Lambda EHE, E4HMMERREEtemplate. ymliE
2=

<o

« AWS CloudFormation €M 04 Lambda 2RZE I H#HY BRERRA,
« AWS CloudFormation % AppSpec &R MMM AWS CodeDeploy RERRE,

WFHE SAM FE MBI A Lambda B FHAEN , F2EAWS E@RREAEIEE (SAM)
#EASE, MFE AWS CodeDeploy AppSpec BRI EHHMMERNFMHENR , F2EEAR
AWS Lambda ZBZ# AppSpec 'resources' [BE& ( {£BR Lambda #3& ) F AppSpec 'hooks' [& &
AWS,

3. RIIEREHNEEZ%E , AWS CloudFormation S BHFERVER, TEREALNERERE
B | ®#8 AWS CodeDeploy FEF#23. AWS CodeDeploy SpEBEH , URABEBHNEREYT
AWS CodeDeploy MR A B ER.

4. BEEAUFHOME , JEENREFEEREE Lambda BB, FITBRIE SAM SRFIEHNIEBE
HRBEBREERE, FESFTEIERIFRANRERE  BEEREANEREREED , &
3| AWS CodeDeploy ZpEHYEL

5. HEWMRESMEETNFMER , FHEBIIT , #1F AWS CodeDeploy ZBEEFHERER,

6. EAXRMTIIEBHES  BALIEE AWS Lambda KB , WSS FEXETHERMETE, AWS
CloudFormation B LAMHRE 53X AWS CodeDeploy BB T —{E155], MEEFHIFE, FLBER
Lambda ZPBHFHFMEF , F2H AWS Lambda EEF & LHHE,
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https://github.com/awslabs/serverless-application-model/blob/master/versions/2016-10-31.md
https://docs.aws.amazon.com/codedeploy/latest/userguide/reference-appspec-file-structure-resources.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/reference-appspec-file-structure-hooks.html#appspec-hooks-lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/reference-appspec-file-structure-hooks.html#appspec-hooks-lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html#deployment-steps-lambda

AWS CodeStar EREER

HIREY AWS CodeStar @i A4 E

£/ AWS CodeStar EREVEARRYLEEF AWS CodeStar 2N AR 2% , BAReBERKERE
BmALTERR, Hh—FEHERE AWS CodeStar ASBEBEAER AWS WER, BNMARAEERHE
E. BEER, EENIFE , BEF2ZE AWS CodeStar BEEVEF , MEMER EFELEH AWS
CloudFormation,

(® Note

EFAHE+H —1f8 AWS CodeStar REMEB)IRZLHREFLNERSREEY , XACHALE
CERNEAR , URRETEMFENERMEE,

AWS CodeStar EREFHREANBHEANBEABMEL2ERNES., THEIEEE. RHNTE
ERXENESRES BAIENER, FEREIE , AWS CloudFormation i A2 EFEERS/EE
ZBE (CI/CD) EEHMHBEN TEHEER,

ERERARBIERE  MERECENTEHEER, EGFEMN AWS CLI BEYERK , BAIMENT
BREAREITEHER,

TETEEFEUTERNER

—

. BERBEXIEN CodeCommit 2 GitHub 7 EE.
. REAERREFEEEEMN CodePipeline Ei&,
a. BE&EA AWS CodeBuild TETHESAEHK , BERLKEERRTEEEE , LEYEE
FX o
b. BERLK BRI IEEMEA CodeDeploy HIEIE AWS CloudFormation , S E &KX a Fl R 18
BABHEEATHERRE.

N

@ Note

MR CodePipeline EEEFRELFZEMEMEER , ME —EARRSARRREER , FHE
BENPERRMAE MR,

&=
« 3 GitHub f1FE
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# GitHub f1EE

BRI LUEBE TERESARHETERKEL GitHub R17E. FRELEASERARENBHN ZIP EXR
BB , MEAUEZERNB LEERFE, A, BXUEDHE GitHub PEMNBEBAERZESR , UE
AWS Al AR FRIEERE GitHub, BRT GitHub WEAFEFERZH , BEXAHEEA Code YR
s3.GetObject & ™,

ZEBTEALE GitHub fFE , 357 AWS CloudFormationF S I TR IEHIEE T EfE&EH AT,

GitHubRepo:
Condition: CreateGitHubRepo
Description: GitHub repository for application source code
Properties:
Code:
S3:
Bucket: MyCodeS3Bucket
Key: MyCodeS3BucketKey
EnableIssues: true
IsPrivate: false
RepositoryAccessToken: MyGitHubPersonalAccessToken
RepositoryDescription: MyAppCodeRepository
RepositoryName: MyAppSource
RepositoryOwner: MyGitHubUserName
Type: AWS::CodeStar::GitHubRepository

HEXBEEATER :

- BREGEMNREABMNE , ¥ER Amazon S3 FEFEE.
- EEEMA GitHub R7FE LHERE,

- W GitHub REFEERERLEN.

- BEIK GitHub BAFEZER,

- BREEBVNREFERLR, 2BNESE,

NEEIEEMLEERNTEFHMEN , FZBAWS CloudFormation ( EAEER) HHY
AWS::CodeStar:.GitHubRepository,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codestar-githubrepository.html

AWS CodeStar EREER

£ PEAEREZEERK AWS CodeStar

&AL AWS CodeStar iR BEAH R, BB U HBEEEER, Sl , LTS Release &
iR M Beta EAVER AR GIAM EHE EENVE(TER Beta iRo

FEERIER

1. 7 AWS CodeStar EEAFHMERKE , Z#ABEREERD , BERE.
2. EEEY , EERE.

3. EERYP  BARBNEHE. TETRARENE.

4. 2R EEFEEBUHNEEZER.

5. #MERBTHER 6 FRERT

RERBHRER

1. 1 AWS CodeStar T AFPHMERK , EAEEEERT  BERE,
EEERY , BERE,

EEERY , SREEBRNER  ARBEBRESR.

i#1Z Save (f1F).

R

/8 AWS CLI #1T AWS CodeStar list-tags-for-project@i ¥ , I EERN B :

aws codestar list-tags-for-project --id my-first-projec

BT  BREESHREHES , ARETHAEM

{
"tags": {
"Release": "Beta"
}
}
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i ER AWS CodeStar

MEEBTBEERER | UL RHEER—MER , Wt AWSRTEBEXEMNERH, EEMBRESR
B, FTENERREHRSRZEREBR., tMANERACERE IAMEREDEBKR , BHE FHFEH
EENER AWS CodeStar 7EEE, SalLU#EH AWS CodeStar #2453 AWS CLI RpprE=R, Ml

BREZRZFEE AWS CodeStar JRIEAE aws-codestar-service-role , X BKRKEEXBAH #BF
AWS CodeStar,

/A Important
£ PMBRER AWS CodeStar BEE R, RIFEFAR , B AWS IRFHHABEER AWS EIR#E
SEEIMER , 2
- EXEM CodeCommit EFE , ARFREXRBEERHNEMIER.
« 5 AWS CodeStar ERR HERFZENERA T HEEB IAM BUER,
- AEREINMEM Amazon EC2 #1T{EEE,
- BEEABEANEEER , flw -
« CodeDeploy FE AR MIERBA B EHE,
« AWS Lambda B E M EFEER APl Gateway APIs,
 AWS Elastic Beanstalk & A2 X FH BB IRE.
 CodePipeline P ERIEFIPEEE,
- EIEREEBA AWS CloudFormation Ht &,

« {#F AWS CodeStar &% 37 1E{a AWS Cloud9 BIEIRIE, EREFNMERERH
EXAGEREANSEL,

EEMBRAAIEERERURER , FHEINMBRERZES#H, MREERLEE  ERX|E &
fER AWS CodeStar , MAIABLERFRENERACEE IAM RHER , BB HtERE
BRE, EUASEEEHINELEERKEER AWS, NRERETBEEELEERHHN
—ERZE , BLEAFHMBREM. WEFMENR , FSEEEMBR . AWS CodeStar EEE
MR , B ERMAFE.

MRLEMBRERBREREER , REFNBEIREERFMENEORKERFEERER,
MAEERFR , BAUERSMERENER , FEERESFFE.
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« 7£ FME AWS CodeStar EE ( 34 )
« 7£ AWS CodeStar (AWS CLI) FlRERE

£ MR AWS CodeStar EX ( £3#4& )

BALAEFH AWS CodeStar & RMBpER,
£ PMEREZE AWS CodeStar

1. BABX AWS CodeStar 12 A& , #81t A https://console.aws.amazon.com/codestar/ : //o
2. EEEERDEERR,
3. ENEEMBRIWER , AR IBEMER,

HE , BMER , ARREIRALANEEEKRPRERE, TERFHEAER L , BE
Delete project (BRER),

4. HEMREEREES , BAMR, MREVERMBFRERER , FRGZOMBRER. 22 MER

MBRERTREFTEL D ENRE, MERE K ERTZTBHIRE AWS CodeStar TEENERFE
Sl

/A Important

MEENERER LUAANEIR AWS ( Flan |, GitHub fFED Atlassian JIRA R HI [
)  BESEREEAR , tFERRELER,

WMRE AWS CodeStar FEHREFEEZZEI IAM EHAENAE , BIEERBRERN
HE, tEXTERRREEZRSI»EAELENERT , EXEESBZRBER , &
REMIBRER. WHEFMER , FBE??2

£ AWS CodeStar (AWS CLI) F i pRE =

A LA A AWS CLI RlIRER,
£ P MEREZE AWS CodeStar

1. EHUR# (Linux, macOS = Unix) s HHRRF T (Windows) #1T delete-projectin ©s , BIEHE
RWEE, Bl MR ID B my-2nd-project HER :

£ Bk AWS CodeStar ER ( £ 8&) 114


https://console.aws.amazon.com/codestar/

AWS CodeStar EREER

aws codestar delete-project --id my-2nd-project

R TEEREULTHE L

{
"projectArn":"arn:aws:codestar:us-east-2:111111111111:project/my-2nd-project"
}
ERTE A MER.
2. #1T describe-project i s , TIEEREE, il , EEWRE ID & my-2nd-project ZERMN
AREE :

aws codestar describe-project --id my-2nd-project

MREREAMER , L TEELELATEHE !

"name": "my project”,
"id": "my-2nd-project",
"arn:aws:codestar:us-west-2:123456789012:project/my-2nd-project"”,
"description": "My second CodeStar project.",
"createdTimeStamp": 1572547510.128,
"status": {

"state": "CreateComplete"

"arn":

MRERCMER , kS EEEELUTEY !

An error occurred (ProjectNotFoundException) when calling the DescribeProject
operation: The project ID was not found: my-2nd-project. Make sure that the
project ID is correct and then try again.

1£ AWS CodeStar (AWS CLI) FrliprER 115
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3. #T list-projects 8 , AR EMBRNERT S B HREREMN AWS RFHEBENERS,

aws codestar list-projects

£ AWS CodeStar (AWS CLI) FlprESR 116
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£ AWS CodeStar BB

EEBRIHABRERE  BEIEREHMA |, M SETUMEMLEEE, £ F AWS CodeStar ,
BEERAE —EERERK. FAETUBRZE AWS CodeStar ER , Y EBEERFTEETEN
AWS CodeStar A€ ( ALEBEREMNEFT ) . 7 AWS CodeStar EEAF , FHESEFE AWS
ZHIRFHEBBNAEER , B RERGNEEMMRERNENBLERE,

ERKEAUSECRESTHN R, UM EEFH4fhy  SELGEBRKENE. EHE
ENEBRE  BEEEMMIEEZERTH AWS CodeStar B,

PR EEEZR AWS CodeStar BFE=HA® :

AWS CodeStar ERFH AT

yhR g BEERERR E/BR/EFRE  HE/BRERK  MEBREXR
MARRE RER =]

Owner X X X X

2HE X X

®iRE X

- BEEE  MRBABFMRIAE CodeCommit 7, AL ENBRAMGERKE, BEXABEMER
RETFE. RTIEBHMBBKSERTFIEMHNTRERMBEIBIA Linux Amazon EC2 #1T{E
B, REERERR , URMEKRER,

- BRtE . ILEENBRERIRER , flW JIRA BE, ERXBFHRE CodeCommit HEFER
REMEERFRTE  UARESERRT2ED, BENMEIBRERKE, REFIEBERTFINE
R, IMBRER, EREEZAXTIEBRKERENAG,

- IR . ALBBRERBERIR, R FHE CodeCommit FHRNTE , URBERIEE LHERAR
EREER.

/A Important
MBLNERER LUINER AWS (a0 |, GitHub f1ZEDR Atlassian JIRA FRIRRE ) |
AELERNEREHERREHERS K MTRHEERRERMEES AWS CodeStar, WFEFFHH
B, F2RERREH®EN MG,
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BH#EFH AWS CodeStar ERAVIEAAZBAT LA AWS CodeStar 2 & REFMBERINMNT
AWS {B ERERBENE IR,

AWS CodeStar T &2 BB AT EREB K S 2 EHERWEAMEE AWS Cloud9 RERE, &E
RFEBRKESRAZTNIRE  F2RESEEBMEHA AWS Cloud9 R,

IAM B ESEERACHEER., LBEREAENEREITN , IRRENER, NMEELBRNG
B , FSEAWS CodeStar & BB 24,

TEERSEA®IM AWS CodeStar B 2 BEH &,

e
féf::;} AWS CodeStar
0

AWS CodeStar AWS CodeStar project
project resources
+
Owners GZD .% <:> I
- il .
Team
members _ Project
Instances
,."1. ) (=) | ||
i — rce cose
Contrbutors Project repasitory
dazhboard
e v 'r
... MP;?,L?HS Other AWS resources for
’ﬁ the AWS CodeStar project
Viewers
FE

. BEBKKEHIEZE AWS CodeStar BEX
« & AWS CodeStar BEBkpK & 1Y EF 7]
« % AWS CodeStar EXFBKRERKE
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HEBKEFIEZE AWS CodeStar 2%

RIZE AWS CodeStar ERFEHHEEELA B |, SiA&AWSCodeStarFullAccessBIERER BRI 1AM

A% B EM IAM EREREEERER. ERM AWS CodeStar A2 ( HEFE, 2HE

gk ) EAECAENEERYF., ELACERBEEERNER]. A, EXANSEEEBK
RETRENER B < 2REEBRKETRANERNFITHER, —BAEBRKEEERPRAEE—ES

B, EEHEERRER  ZREEMVHESNERETACMESESNEREE.,
AWS CodeStar BB KENERLTIE

- ERZEEFHREEKKERE IAM RPRIFFA,

- ZBALRRSFEKRENERFIEER.

- REEFRAERERKER , TE7E AWS CodeStar AP FIER,
- FRAEHERNTFRHRABGESR.

MFEBBA AWS CodeStar BEHFHMEF , F2E £H AWS CodeStar BIBHM A AWS
CodeStar £ HRER o

EELEKRENEEEER BN EHEEEREMN AWS CodeStar BiIEE AT
s{AWSCodeStarFullAccessBk,

/A Important
BB ETEREXREY HHERNFE AWS (i, GitHub #FED Atlassian
JRAHWEE ), EEFRFUIRHERREERS , MARHERREMEREG AWS
CodeStar, MNEFMEF , F2RERRMEN K,
B#TFE AWS CodeStar EEMEM A F AT LA AWS CodeStar 12 & RIFEEXZ RS
AWS BEEZE R RN EIR.

HERKENEEERT TS A AKX ESEERWIE(IEE AWS Cloudd FRE#IRE, &

EAERRESRAZNRE  F2REIXZERKEHA AWS Cloud9 RIE,

REBE S, ERAEFMERNER , S FHH I AWS CodeStar HEEE, SBHEED R
RESERRIBESIP»ERAEMRENAC, NEHMEEH , FSEBES S EAEFR
AWS CodeStar,

£
. FREBRE (2L

MEERREIER
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AWS CodeStar EREER

- FEMBEEBRRE (AWS CLI)

SHENRE (X828

&R LAER AWS CodeStar T2 AKBRKKEFRBELNER, NR IAM EAEEFEREEREN
AR B IAM ERE. BAl, BULEK IAM EAEFEEERK , AREAEERL IAM &
A&,

BB R S8 E AWS CodeStar R ( £ 4 )

1. £ https AWS CodeStar : //https://console.aws.amazon.com/codestar/o

2. REEERTERER K ARBEENER,

3. HERMNABEESKT , EFER.

4. 7£ Team members (BBXHKE) EE L , i#1FE Add team member (FTI8BBKK &),
5. % Choose user (ZZEHERAE) F , MIT R HP —HERE :

- MREEFEHASER IAM ERE , BRBEFERE IAM ERE,

® Note
B8 EE —{@ AWS CodeStar ERNFEHESHIIREIRE AWS CodeStar A EE
B,

EERAGT  BILFHEIRIEZE AWS CodeStar £ ( #EEE. ERERMIREE ). EB
R AWS CodeStar ERER AL , BHEERNHEETERETEE, EAZ IAMFEAER
ZABERMEFER AWS CodeStar ERERFIENAETT. EEBERAAERE IAM /Y
CodeCommit FHERBEVMNEE Git EAER , A IAM AR EHE L& Amazon EC2
SSH &R FTHEM R,

/A Important

BRIFCURERAESDBAZES , BASEEIREAIEE AM EAENEREERE
FTHHER. MEFMEF , F2HEE AWS CodeStar EAERERNBETREN -

BIEFHEBERAE,

EEKKE (E2A) 120


https://console.aws.amazon.com/codestar/

AWS CodeStar EREER

- MREBEHEEERPAERE AMEAE , FEEEUHN IAM EAE., REEKEERE
EE IAM 24 , B EEPREILHN IAM EHE , NEHMAEN , BF28 AV FREE
) FHEVET IAMERE, B3 IAM E£/AE® , IRE AWS CodeStar 24 , EfEEFH
BEE K REVRTHNRBFEPBRELEIN IAMERE, GALZEERAZTLHERAEN AWS
CodeStar@@ T A B, EFHHFHuUNERAE K ARBEMEBEKXKE,

® Note
ATHEER , SEZBERN Owner (HEE) ABRERGEL —EAFERE.

6. EETIEAGHNVEBRKE :

« AWS CodeStar BERMEHEA.

- MBFERBEXBEME CodeCommit & |, BIFA Git B AE R R ERAMEEKE1FE
CodeCommit fEFZERE R, CodeCommit

- FRAEHAENMEREBERERE. EFEHuF/NE Amazon EC2 SSH €#8rEA , W0 &
FriR{E A AWS CodeStar FFHERERE

« —RERBNERES , WREAERDRER AWS |, MEERZEREELT IAM EH
., WERBEEEAETARBEARBY , AUERELFERETNER,

HEM@EEBKE (AWS CLI)

AR AWS CLI BB R BN E AN ERER, CoTARRFIEERERKRNEBEN.
Rl ]

1. BREBERSHRE.

2. fEA --project-id, -user-arn M --project-role SE T associate-team-member s
T BUTLIEEFEHRERCHERRENERYTERBAEIR , Z$F --remote-access-
allowed = --no-remote-access-allowed 28, #l :

aws codestar associate-team-member --project-id my-first-projec --user-arn
arn:aws:iam:111111111111:usexr/Jane_Doe --project-role Contributor --remote-access-
allowed

s rEEaEt.

FIEARE BB K E (AWS CLI) 121
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AWS CodeStar EREER

BIAFMEBERKKE (AWS CLI)

1. BIRRHEEITSRE.
2. R --project-id B8#T list-team-members 55, /0 :

aws codestar list-team-members --project-id my-first-projec

HHTEEREULTHE L

"teamMembers": [

{"projectRole":"Owner", "remoteAccessAllowed":true, "userArn":"arn:aws:iam::111111111111:use

Mary_Major"},

{"projectRole":"Contributor", "remoteAccessAllowed":true, "userArn":"arn:aws:iam::1111111111

Jane_Doe"},

{"projectRole":"Contributor", "remoteAccessAllowed":true, "userArn":"arn:aws:iam::1111111111

John_Doe"},

{"projectRole":"Viewer", "remoteAccessAllowed":false, "userArn":"arn:aws:iam::111111111111:v

John_Stiles"}
]
}

B AWS CodeStar BB E/YEFT]

A LLEBEEEBK S AWS CodeStar WARREEFHI T, SEBBKE REERE AWS
CodeStar ERFH—EAE , BFZEABTUERGHRNA®, B LAEEH AWS CodeStar 32
A AWS CLI REEEF T,

/A Important

EESTFEKRENAR  SUXEHEXERMN AWS CodeStar EEEABIRE
FAAWSCodeStarFullAccessBk.,

SBEFEKRENF IS EZERRKEFI AWS (0 | GitHub F#1ZES Atlassian JIRA
RREE ) UANEAER, SLFRERSHERRHEEFES , = AWS CodeStar,
THEET  F2RERREEN .
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BEEEE AWS CodeStar ERMNEAAZBALAER AWS CodeStar 12 & RFE S5 AWS
BERZERMEENEIR.
BFEINEXKEACTEEDATIMELEZRESHEERNE AWS Cloud9 FEIRE,
EEATNENERKESHATNIRE  F2RAEEXRERKERLA AWS Cloud9 RIE,

BHETA R FHT  BEAERRRFIEERMEEBAEM Amazon EC2 Linux #1TEE, RFit
e, EHAEMNELEEE AWS CodeStar FREREEIMEBEIN SSH AN E £ , TeErmaEER
BHE, EEESR Linux BTEE  FRESERE SSH , AMEK EXBELELER,

x5

- EBEREGY (EEBH)

- EEERFTH (AWS CLI)

BEERETE (XA

O LAEF AWS CodeStar FRAREEEBKEN AR, BREUEEEBKERE UIRKFE
B R AEEAREAY Amazon EC2 #1T1E R,

PFEBRENAG

1. BIRX AWS CodeStar 12 A , #itA https://console.aws.amazon.com/codestar/ : //o

2. REEERPERER A AREBELENER,

3. HEERNAESEERT  EBEER

4. EEBEKEEEL , BEERKKE K RAREERE.

5. EERAGY  BEELERELFEHAE AWS CodeStar WA (HEE. SHEEIRESE) .

WNE AWS CodeStar B R HEFTWEFME , 528 FH AWS CodeStar B[,

BEREEKXKE.

RFEBKKEY Amazon EC2 #1TEE AN RHEFEEGT

1. BB AWS CodeStar 12 A , #itA https://console.aws.amazon.com/codestar/ : //o
2. REEERPEEFEER K AREBELENEZR,

3. EEXRNAIEZEBEERYF , BEEEK,

EEBBTA (X2A) 123


https://console.aws.amazon.com/codestar/
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AWS CodeStar EREER

4. EEBRXREREL , REEBRKE K RREERE.

5. IEHULEF SSH FHIERHTER , ARBFREBBKKES.

6. (EA) BAEBKKE , MRMFEKRLE AWS CodeStar SSH ABEWIGHEAE |, tfIEXL
B, MFHEET , F2REBLESRMEEEM AWS CodeStar A ERELRE -

EIEEBET A (AWS CLI)

BT LAMER AWS CLI REBERGERRENERAR, S UERMHEBN AWS CLI S REEX
B ERA AR RFEESNERMEEBA Amazon EC2 #1T{E .

R AN

1. BIRREEITSRE.

2. ffR --project-id, -user-arn #l --project-role Z2&#1T update-team-member @5
T BUTMUEEFAEREHAERKENERYITERMNMER , TIF --remote-access-
allowed = --no-remote-access-allowed 28, il , EEEFFH B A John_Doe Z IAM
FAENERAG  YHEMNTFTEEAELTFIER Amazon EC2 #TEBM IR

aws codestar update-team-member --project-id my-first-projec --user-arn
arn:aws:iam:111111111111:usexr/John_Doe --project-role Viewer --no-remote-access-
allowed

e TEELEULTHES

{
"projectRole":"Viewer",
"remoteAccessAllowed" :false,
"userArn":"arn:aws:iam::111111111111:usexr/John_Doe"

}

£ AWS CodeStar EEHFEBRBRERKE

#£ AWS CodeStar ERFBREAER , FAENSLRETERFFENERBELLHED , BT HRE
#17 B CodeCommit fEFEREMHMERER , fINEREE, ( HLRABVEAZ IAM ERHE ,
HEARTFELERFIENEMBER, ) FAEELIFNERERR , BERTHBHBEFREE
AWS CodeStar &&= iR F EFNNEZRFEH, BALUFEA AWS CodeStar XA AWS CLI BB
REREREXPBERR,

EEERBETA (AWS CLI) 124
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/A Important

HARERTBRERKESEEERFIER Amazon EC2 #{TER , EFSEEREIER
EWVERA® SSH TR

BREBRRETEXEXEBRREFIN 2HANEMER AWS (0, GitHub fFEDS
Atlassian JIRA YRR ) . EEFEGIARHERREHERS K MARHERREHERS
AWS CodeStar, MEFMETR , FSHREFRRMHAE N XM
RERFBERERRETE B BMERZEBRKERHEE AWS Cloudd FRERE , B AEHEIEZ
BB 2 Rt fIEBFR EMAEEI AWS Cloud9 FREIRE. EEMBERARRRNFMENR , F2
BITEE MR AWS Cloud9 3R¥E, BERBBERKESRAZNIRE  F2REEXREBAE
H A AWS Cloud9 IR3E.

EERERIBREBKKE , BLBHEEXERMN AWS CodeStar SEEEAG |
#AWSCodeStarFullAccessBIRERAZ MRS,

3]

- BREBEKE (F#8)

- BEREBKKE (AWS CLI)

BREBRKE (E28)

B LAMER AWS CodeStar A RERERTBRERHKE,

REZBRERNE

1. BABX AWS CodeStar =12 & , 81k A https://console.aws.amazon.com/codestar/ : //o
2. REBERTPBREFER K AREBELNER,

3. EEXRNAEEEERYT , EHEEMK.

4. EEBKREEEL  BEEEBKNE K AREEBR.

BEREBRE (AWS CLI)

BT LAER AWS CLI BB ERE R BERERK S

BREKKE (E28) 125
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AWS CodeStar

BEREB S

ERAEER

1. FARREERGTHRE,

2. f#H --project-id # -user-arn #1T disassociate-team-member @, HI0 :

aws codestar disassociate-team-member --project-id my-first-projec --user-arn
arn:aws:iam:111111111111:usexr/John_Doe

R TEELEULTHE S

"projectId": "my-first-projec",

"userArn": "arn:aws:iam::111111111111:usexr/John_Doe"
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£/ AWS CodeStar FRERERE

&9 AWS CodeStar £ /&R EREREH IAM EAEREAR. LREEISEREBNE B

it , AREFTBIFTE AWS CodeStar ER, &AL L& SSH A B &M REMWEREREMEREHE ., o
BEREBERTREE AWS CodeStar ERMFEELKY Amazon EC2 #{T{EBREFFREMAAY SSH 2

BREEREN -2,

® Note
ELFBEAHNEREREEN AWS CodeStar A ERXEE. NMREBHWERFER UANER
AWS ( I | GitHub (12 E = Atlassian JIRA FHIRERE ) , ELEERIERETREEFEAEC
WEAERER K CGERERTHRESETEANEE. WEFHENR , F2EEREMEN
#.

T8
o BIE AWS CodeStar FAERERENBEREN
o BB LEHIEBEMSRE AWS CodeStar FHERERE

&I AWS CodeStar FHEXRERENEREH

BT LAEA AWS CodeStar £ A= AWS CLI REFEFHEREETNERBBANE FEHHut,
FREREREERZEN, TEHEN IAM EREHBER K IYSERZTLHE BEEPREN AWS
CodeStar ER AWS , R EBRZE EBEFANWER AWS | BIEEBNFERERTERE.

A BETE AWS CodeStar F AT EEBCHWERAERERE, NREH
AWSCodeStarFullAccessBUR , Bu[LAfER AWS CLI KRR I E B H MR ERE,

(® Note
REBERWERERSEMN AWS CodeStar FAERERE. MREBHNERFER LN ER
AWS ( flEn | GitHub fE1ZE = Atlassian JIRA FHIERE )  ELXERIEAETREEFEHES
WEAERER K CGERERTESETEANEE. NEFHEENR , FS2EEREMENX
.

ES- |

EEBERER
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AWS CodeStar EREER
- EBENFERERRE (EESE)
- EEMFAEERE (AWS CLI)

BREEREHRE (£ 8)

&R LATE AWS CodeStar X#248F , EBEBELFAEBRKRENEMNER  YBFENRERE
7, REBENWEAERERE, AREAZHEIERCRAEREN , MARERKBEN , HLENEH
EHAEREFER N ELSAEBRKEN AWS BEFHHNESEZERS.

/A Important

FEMH IRLASEFEAENEREN , BSHAUZ IAM EAENE S B A, HFERE
ENFER EHFERE AWS CodeStar #EEE A EBHREMAAWSCodeStarFullAccess BRI
&, WEZEFENETREA,

BE AWS BR T A SRR HEREN

1. BARX AWS CodeStar =12 & , #81LA https://console.aws.amazon.com/codestar/ : //o
REFERDPEFER  RREELHRERNENER,

EERNAEEEERYD , BEER.

EERKKRERMEL , #E IAMEAE K AREBERFE,

MEBETEE, ETEMfIME , AREEFEERK S,

o & w0 DN

(® Note
BREBNEF Bt RXLEER, MEFHMENR , F2BEHHES AWS CodeStar,

EIEFE A& HWIRE (AWS CLI)

BRI LAEA AWS CLI £ R BV NEEEAERER AWS CodeStar, £t AILAEH AWS CLI K18
ENERAEREREN , URRE BiEHT A AWS EHNIRFRENMEEAERER AWS .

RIEELN AWS REECHELERY, EEIRRERERERENBIRE,

EEENEREHRE (E28) 128
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AWS CodeStar EREER

B EREERE

1. FARREERGTHRE,

2. M user-arn,display-name fl email-address S8 1T create-user-profile t5 %o 4l

-

aws codestar create-user-profile --user-arn arn:aws:iam:111111111111:user/
John_Stiles --display-name "John Stiles" --email-address "john_stileseexample.com"

R TEEREULTHE L

{

"createdTimestamp":1.491439687681E9,"
displayName":"John Stiles",
"emailAddress":"john.stiles@example.com",
"lastModifiedTimestamp":1.491439687681E9,
"userArn":"arn:aws:iam::111111111111:usexr/Jane_Doe"

BRENBEREN
1. FRREERGTRE,

2. ffM user-arn B #1T describe-user-profile 5. a0 :

aws codestar describe-user-profile --user-arn arn:aws:iam:111111111111:user/
Mary_Major

T EEREULTHE S

"createdTimestamp":1.490634364532E9,
"displayName":"Mary Major",
"emailAddress":"mary.major@example.com",
"lastModifiedTimestamp":1.491001935261E9,
"sshPublicKey":"EXAMPLE=",
"userArn":"arn:aws:iam::111111111111:user/Mary_Major"
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SELNETREN

B

1.
2.

R IR TR E,

£ user-arn 2R EESEWREE S EIIT update-user-profile 5% , Hl#0 display-
name & email-address. Il , MR EEZFEREM Jane Doe NEREEERMNBETRER
#E A Jane Mary Doe :

aws codestar update-user-profile --user-arn arn:aws:iam:111111111111:usex/Jane_Doe
--display-name "Jane Mary Doe"

T EELEULTHES

"createdTimestamp":1.491439687681E9,
"displayName":"Jane Mary Doe",
"emailAddress":"jane.doeeexample.com",
"lastModifiedTimestamp":1.491442730598E9,
"sshPublicKey":"EXAMPLE1",
"userArn":"arn:aws:iam::111111111111:usexr/Jane_Doe"

& AWS IRF 5 AWS EEHRHFEERAERER
R IR TRE,

#11T aws codestar list-user-profiles f853, Hl40 :

aws codestar list-user-profiles

T EELEULTHE S

"userProfiles":[
{

"displayName":"Jane Doe",
"emailAddress":"jane.doeeexample.com",
"sshPublicKey":"EXAMPLE1",
"userArn":"arn:aws:iam::111111111111:usexr/Jane_Doe"

+
{
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"displayName":"John Doe",
"emailAddress":"john.doeeexample.com",
"sshPublicKey":"EXAMPLE2",
"userArn":"arn:aws:iam::111111111111:user/John_Doe"

},

{

"displayName":"Mary Major",
"emailAddress":"mary.major@example.com",
"sshPublicKey":"EXAMPLE=",
"userArn":"arn:aws:iam::111111111111:user/Mary_Major"

}I

"displayName":"John Stiles",
"emailAddress":"john.stiles@example.com",

"sshPublicKey":"",
"userArn":"arn:aws:iam::111111111111:user/John_Stiles"

]
}

BB E|ATEELM AWS CodeStar FRAERERE

AL\ EERE SSH iR |, UEMERYNEENHI LB-LESRY, GEALERL SSH 2F7
BEWEREFWHLT Linux B9 Amazon EC2 #TER. NREREFER THERFIER , B &8
FHELRERMEBMAETER. BTUER AWS CodeStar T2 A5 AWS CLI REBENNEE
R

/A Important

AWS CodeStar ERMEEUURTEREEE. SHENRKEI[HER Amazon EC2 #1T7{E
f8Hy SSH ZHUE , BEREM@A (#HEE. SHEHEDIMASR ) TUEE SSH £, FEEXK
B, FRAEXEZRARBREEE. SHEHEIWAE.,

AWS CodeStar T&E ¥ AWS Cloud9 RIEH SSH £48,

&

- EEENLEREB (EEAR)

- EREN LB/ (AWS CLI)

- FRABHIAELIBERE Amazon EC2 #1T1EEE

(
(
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EEANAE LM (T2

HAGELE TRAPELELNA/AESRY  BATUUESHEY —ESRY , REREB AWS
CodeStar X AN BN ERCHAERAEREEN -2,

EEEH SSH A E &8

1. RERLEGH Bash HESEE O , BT ssh-keygen T AEAKEKESE SSH A E-LELRYRH
7o EAILLESE Amazon EC2 AFFNEARIN TR, WEATEIRANENR , F2RBLEECS

/A EEIEA Amazon EC2, REBEMMREZESLE OpenSSH 1A SSH-2RSA , WHEE
2048 fut, NETREFHERERA .pub PIERA,

2. PBIRX AWS CodeStar 2 #& , #8itA https://console.aws.amazon.com/codestar/ : //o

BELHEEBRRENESR.

EEBESET , EZEEER.

EEBRREEEL , SREN IAM EAEER  RREEFRE,
EiREBEKKERENERFEIT , AR SSH ZFIMERHTERE.
£ SSH NEEWMARTP , B ELAER  RARBEREERKE.

o a0 bk~ w

® Note

BUNSEEN AR, MOERMRERMLANESR | W/ LR, ST MBR
HHUNAR  RARBEREERKE , SIMRLE TR,

EREGMBRLAATR  MER2ELNEAERLE. ETRRBEEERETEE, HRENE
WELHNREENEER  CeEMALEARERRFIENSERTEE (FHMER).

REREN LN B EREBREEREERTFIERNATBEERFE T Linux B Amazon EC2 #11T

BN FIE, T8, FAXSRTSMAEM SSH TEMEER. FHE BRI MHE A T/ER
B

BB AE S (AWS CLI)

ISR LAMER AWS CLI RETE SSH N AR , MAERAEREEN -2,

EEENLETR (F2H) 132
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AWS CodeStar EREER

EEEN A NEER

1. fe#RIRHDR Bash #EEEERE O , $11T ssh-keygen M AEREEME L SSH N E-FAE LMY
7. WAL ESE Amazon EC2 AFFNEMHRAN TR, MFTEIRANEN , F2RELECS

/A EEEA Amazon EC2, REBEMMREZESLE OpenSSH 1A SSH-2RSA , WHEE
2048 i, NETREFHERERA .pub PIERA,

2. HET AWS CodeStar EFAERERPHIFNEE SSH L EE® , FFEA --ssh-public-key
SEH 1T update-user-profileds &, a0 :

aws codestar update-user-profile --user-arn arn:aws:iam:111111111111:usexr/Jane_Doe
--ssh-key-id EXAMPLE1l

R TEEREULTHE L

{
"createdTimestamp":1.491439687681E9,

"displayName":"Jane Doe",
"emailAddress":"jane.doeeexample.com",
"lastModifiedTimestamp":1.491442730598E9,
"sshPublicKey":"EXAMPLE1",
"userArn":"arn:aws:iam::111111111111:usex/Jane_Doe"

}

ERENFIE SWELRE Amazon EC2 #1TERE

EEEMREEN Amazon EC2 €%, B E£BFIBE PHFERHERERE AWS CodeStar, ZEE#E
NEBY  FZELE 4 BIEZEM AWS CodeStar Amazon EC2 £88¥%, ZEHIEEMN LS
ZERNERERRE  B2RELETERENER.

FEAFE IS ELEE Amazon EC2 Linux #1T{HEE

1. 7£ AWS CodeStar TR AFHBMENERK , TEEEEK+D , BEEXR,

2. EERERYP ,EEFEFEREA Amazon EC2 EEZBHEAHTEEBZERSIPE ARN EfE,
3. 7 Amazon EC2 A , BEER,

4. FEBEELIEHBITERBHFESRPHETR.

HREMERRE  BEM ec2-user, NRERERNERERR , BRETERIBTEE,

FERENLES|ERE Amazon EC2 #1T{E#E 133
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AWS CodeStar EREER

WMEFMER , F2E (Amazon EC2 EAEERE) PHTIER.

o {3 SSH EEF A Linux B{TEE
o /A PuTTY £ Windows EIZZE &) Linux #1417 E
« A MindTerm & Z &R Linux #1178

ERENFAE £8EHRZE Amazon EC2 #1T{EEE 134


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstancesLinux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/putty.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/mindterm.html

AWS CodeStar EREER

Py Z 42 M AWS CodeStar

MEREZE AWS BEREEBEIEF. 5AAWS BF |, BAUZRRENPOMNMREEE  ELRER
AREREZEHRABHEFIRMEES.

ZE£R AWS BECENAREE, HEEEEEAREHRRERNLZEUENERFPHLZEMN

- EIRMNEEM - AWS BERETE Cloud AWS F#1T AWS IR EREE. AWS L AZRREHAZR
2 FERANERE, FAWS EHFTE R, E=FRRAEEEHAANBERMZRLNE N M. BEET
REAR HNEHRETE AWS CodeStar , FZ B S HRETEIR AWS Services in Scope by Compliance
Program,

- BT - BNEEEORNEER AWS W%, SH4EHHMEAEEE  SEERNEER
'l'i {:,R \El E’JE‘R*HJEFE&@*H&%EO

A GO THNMEER BRERLRSTER AWS CodeStar, T¥|EERAMAERE AWS
CodeStar ARFE BN ZLHERBE, Btg 7T HNMEHAEM AWS IR KGR EZFRE AWS
CodeStar &EiE,

BT PR BITBERLEAR I RRE AWS CodeStar , SBER FHTEBATRNR , WA
MEREBRER , URARKEERNFR, %Tﬁﬂiﬁlmgﬁﬂﬁﬁiéﬁﬂlgﬁﬂlﬂﬂ’]ﬁ}ﬁ AR T AR
B8 AWS CodeStar ERWERIFFA, HZEEBRABEKERNERIKF , RESACHFIE
ERERIRS

flan | SEETLAER AWS Control Tower with AWS Organizations &R , & DevOps E#H T 8 =B 5
BABACHERF. A%, BUEHTTERIGELIERS. BEFATEANKS , BEAEHERA
ERE RN FFEVE R,

MEEASIRFREEEREER AWS BRFENFHER , F2HAWS (Control Tower £/ &5
) PREREEEN AWS ZiRFE KK,

FE

- PR ERHRE AWS CodeStar

« AWS CodeStar #J Identity and Access Management
- {5/ fc#& AWS CodeStar API FEIY AWS CloudTrail
- HEHRERTE AWS CodeStar
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AWS CodeStar EHAEERE
- FRRYEEME AWS CodeStar
o R EREEEZ S AWS CodeStar

FHERRE AWS CodeStar

AWS HESEETEAMN AWS CodeStar FHERHRE, MERRPNR , AWS EEREHTAME B
LI ERERE AWS Eif, FEAEHETHERSE L RERATNEGE, fE0RKBEEFER AWS
R ML ERNEREE. IFERRBAENFRET A F2RERBLEERBEE. UFEEE
BN ERMREBNEEBER , F28 AWS T2 MEER LM AWS HEHN SEEE A GDPR F5EH X
=,

ERERREEYN , RARBEHRE AWS IRFE 2 AER , A AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) B2 EEBIERE, wt—R , SECHEHASESRHETH
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- HEFII/ERE (FAS) - EZER IAM ERESACKEREPHTEER AWS , EERAEF
Ao FRARLERKR K SUEBTEERE , EMETEDREPEES —EEE. FAS FHAF
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B |, 552 the section called “FRHERER,
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BIBEB B AWS CodeStar HE,

AWS CodeStar IAM B &
IAM AR AWS IREFREEREFITNEERE.,
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HERWFEL, LI, @B0T L5 &Ik Le 5 A & n] LAFE AWS CodeStar,
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ERAENAE,

THREEEEFREETHANIE,

AL AM R BASS  BEA
% ERE &

Amazon EC2 # Elastic Beanstalk EZREIHFMA SSH £ s
&

AWS CodeStar 21T Ed IAM F& ¢ 52 F 145


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html

AWS CodeStar EREER

FralIheE IAM £ BE58%5 REH
& ERE &

AWS CodeCommit SSH 7ZHY v

i B IAM £/ & T AWS CodeStar v

FHEERNERFT v v

FERENHEEERHABRKRE v

IAM {5 & FEL AWS CodeStar

B IAM EREFEEER , IAFEAEZEAGE , AWS CodeStar 2 BB EENBEREH
ZIAMEAE. ERIAMFERE , EFEEEEEEDEE IAM FHBERREFA . WMFEH IAM £
EFTEBE AWS CodeStar ERNFMEN , F28 BERKREFIEE AWS CodeStar EE , WFR
AWS CodeStar BB IAM £RAENE , 5526 & AWS CodeStar EEFRBHREIKHKE

AR BRBEREEE IAM £/ E

EIEKEREREEERE | AWS CodeStar EEBARAHEAEACNEREES

EHX, BTEZFEIHEERN AWS CodeStar SERFEEE IAMFEAE, BT 2
SM\AwWSCodeStarFullAccess , RFITEZEEBEZE T AWS CodeStar ERH IAM FEHEFF T
Ko MRFRERIMEEBCHBUR , 20 (AM FAEER) PRFEHNER IAM 52957,

& 5 o H & 1FH AWS CodeStar

& T LAR A 3R B 4 %6 3 & B 8 AWS Directory Service, Web B2 REERBEAEHN IAM £H
E,REY IAMERESEARERE. ELBA "BIeFoFERAE. .

iEiB AWS CodeStar FEIGAWS CodeStar EREHRBERAMFITHIANZERRERZEFRAEN
IAM B K RFBESE7EAEENERNWER, £ AWS CodeStar EYERERM IAM Acz# |
TLEEEEEE. SREIRBRI[IEEK.

TR
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- BUBECKRESDEME, Hl0, BALEETE SAML 59RME  WFBEHERTE AWS 598
FH, NERESPREENFMET , FSEET IAM 59EHE, WERR SAML B4 525540
B, F2BEERLL SAML 2.0 AERNBES 5D,

- BEBESRMEESDIEEERBRENE K SXACKBRUEERAI ) EABEEEINAR®, STSE

EFERRLRERZEATHES I IEAEREINAC. IRFRES , F2H (AM E£AEER) F
MBSS s ERAEREAR,

o WMNADHEIN AWS CodeStar BRI HBEHZE ID,

MEEBASPIRHERIACHNEREN K BF2RAE=F82RH#HE BieEn) BE1AE,
# AWSCodeStarFullAccess SERREREZEHAS G/ FERAENAE

H1#Z AWSCodeStarFullAccess SEHRURFHESE»FHEERIERNGT, BEEHTELS
B EBXEURERE,. (REFPHNEEEMFAE  I2EEHBEBAdninistratorAccessZEBUER
REZEBERW IAM EFAESHE G FERESDEAN A,

(® Note
ERBEVERCE , T2EHEALNERBEEEER, FHEGRIRFNEERFINASE |
HIEEEESERE , MEEREM AWS CodeStar Viewer/Contributor/Owner= & BUR EiEE
BEEoERAENAGHNR,

1. BBUAM £2E&, EEEERT | BEBX,
2. HEESWMFHE A AWSCodeStarFullAccess, BRBBHEENETR , HEERA AWS &, &
ALERBERUAEEBERRRN F T,
. IEEUBURERER , ARETE Policy actions (BUERENE) T HiR1E Attach (GE#),
4. 1£ Summary (FEE) HMHE LiBIZ Attached entities (EIZHNE ) R5|1EHK., iBIZF Attach (E#),

£ Attach Policy (E#EZBUR) EH L , EESHUTHFRHAEIFAENAR, ENAGERES
BV |, SREIBIE Attach policy (EHEER), Attached entities (EIZMEH) Ro|EBRSGSER
FRYEEE,

HEEZR AWS CodeStar Viewer/Contributor/OwnerS B FE EEEHES o FHAENAE

HEEN HEE, FEHIRREZIERREEZEAENEE , BRTHS S EREFIEN
BER, SERFEUTRHEEENTIER. TRAR IAM ERE  EXERABEE)FEAETFBHEERY
HEERR. EHERBERTTEREGEEPHBEBKE AWS CodeStar, HEEHITELLR |, 84
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BALURERE, REFHPNEEEMFAE , REAHBEAdNinistratorAccessEEHERREZFK
KW IAM EFHERBESE2ERAEF BN A,

TORIRAF

- BUACRBEULNBEI P ERAEHERINACICHERENAR,

- BUANELERTHEFAIBR,. EEREHEE. FEERBEEACGNIERX , AENERRE
HUABRERWETT,

- REACEVUEN AWS CodeStar X, BEEVER A, IAM FEEFER ZEBXR.

1. BBIAM X8 &, EEEERD |, BIEFEBGK,

2. EEESWUTHALZHNER D, KSR TRTELERNBREE , HBERER A Customer
managed (BEF 2 &), BUUERBENEFTBERBRRN FHFFT.

3. EETIHHP-EIEER, ENBERZWEE , AR Policy actions (BUREE) T HEE
Attach (iE#).

4. £ Summary (F§E) HHE LIEZE Attached entities ((BIEZENE ) R51EHK. 1BIZE Attach (E#),

5. 1£ Attach Policy (E#ZBK) HE L , EESRNPHEBHSI»EAENACG, ENACHERES
B AR | SREIBIE Attach policy (EHEBER). Attached entities (EIZMNEE) R ERGSER
FTEYEE,

RBE S5 ERAENSED B AWS CodeStar REHE

Bk AWS CodeStar BR8] , B4 EF B/ HEBEEIBES S FRAEACNEMNZE
BUR, EEHTELSER K BXLALUBRERAE, REFNEEEMFERE , 2 EE1HE
BtAdministratorAccessEERERHEEHEN IAM FEERBMES 0 FERAEET I EAN A,

FRLIAM X2 A, EEEERT , BEEXK

EESHWUPEBALNER D,

BEUBERENERE , REBTE Policy actions (BB E) T 5122 Attach ((EiE),
f£ Summary (B E) HHE Li#ZF Attached entities (EIZENEER) R ER,
EESRUTEHERSESEAENAG., BEEIH.

o ~ w0 Dhd =

#% AWS Cloud9 REBRREZREBMSHF I ERAENAE

MRIEFEANE AWS Cloud9 BRIRE | 515 AWSCloudUser S ERRERSFEAENA
& BFHEEsFEREFIE. TRER IAM FRE K SXHEABSE P EREFHEERD
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BMEEHER, EEITELSR  SBLALURERE. REHPNEEEFERE 226 MHE
BtAdministratorAccessEERERREEBEN IAM EFAEIBES I ERESFIEAN A,

TR

- BAACKRBULHNBE S ERAESERINACIHEHERENAL,
- BAAMBELERTHETIBRE
» AWSCloud9User ZEBERAFERAFEHIT FIIEE
- Y HZMH AWS Cloud9 FRIRE,
- BSHRBHEEENR
- BEHRIBNRE,
* AWSCloud9Administrator REBERAHEAERBCHHMERAERIT FIIEE
- BRI,
- SRENHEEE
« MIERIRIR,

- BEFRENERE

;&IH

1. FRKIAM E£#2E6, EEEERSD , BEBX,

2. EESBUTRABREER. BEABERZERR , BERELA TAWS B, LA ERBERUESE
BRBRARXPRIFFA,

3. EBETIHD-—EZIERR, ERHEZSHER , RERTE Policy actions (BURENIE) T HiEE
Attach (iE#),

4. £ Summary (F§E) BHHE L& Attached entities (BIZENE ) R51EHK., 1BIE Attach (E#),

5. 7E Attach Policy (E#BUR) EH L , EESHUTHEBHS S EHENAR, REACEEE
BB |, REIBIE Attach policy (EHEBER). Attached entities (EIZM EH) Ro|ERGSER
FHYEEE,

RHMEEsERAENAGY B AWS Cloudd ZEBE

WMREFEANZ AWS Cloud9 FERIRIE , BANEBsBMETFFRENBRRBRBE S D&
RENEDE., EEATELSR , BL4ALRERE, IRFTNEEEERE , SIRERHEE
BtAdministratorAccessEEMKBEEFHEMN IAM ERESMEF D EAEFIBA T2E,

1. FRIAM 25, EEEERYP , BERX
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2. EERERUTRALHNERER,

BEEREWER , RETE Policy actions (BUEREIE) T /51242 Attach (Ei%),

£ Summary (JE) BEH Li##2 Attached entities (EEHNEHE) R EH,
EESRUPEHERS I ERAENAR, FEEIH,

o bk~ ©

BB AWS CodeStar FAEREAER

U BB BRESERAEREE. BT IAM 82  SIRREBREAR®, ELUEBMLW AssumeRole
= GetFederationToken % AWS STS AP| IR ERIEERRZESEAER,

AWS CodeStar X EFFAEEEAEEL , {8 AWS CodeStar BB ETRETERARBAS 55 FH,
AWS CodeStar BB & TheEE X EA& IAM EREFHIBABBKE,

BHEEAE

RFEEA AR AWS BBFRAMBREINER , MARETK BifF. REERALSRRESR
B IAM tRF R, SRR, EESALURE  ETREERKERFAGHNFTT,

AWS CodeStar T X ERBEEZEAE,
REAE

LR ARRBEAREREREAC. LAGTRBREFMEMREFNER , AAREZKEBFE. K
BAGEHRELN IAMIRF+ , BEHXIRFA#ES. EXT EEETUSERAGNFT. T8 ,
BT RE S BT L AR IR ZhAE.

AWS CodeStar X EBRE AR, EALNEREVNEEEREE , AWS CodeStar 2FAREAR
aws-codestar-service-role, MEFFMENR , F2E (IAM FEABEERE) PN ENENES.

/A Important
BLBAN EEEERAEIRIRFEIEARELLEHAC, NHEFMER , F2H0 (AM E
REEmRM) PNERF-XEFR . ENREHEZAERNEIENE—BEAEERSEHENE
1,

ERF-REEDEYERE , EAKEMIAE® AWS CodeStar, WREHEMARE

- BUBEBRVERFBIENER,
« £ AWS CodeStar EREXRNPERELERNWEEEH.
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THALELEBEERNERFARE, MELBERBERXEH |
AWSCodeStarServiceRole Bl3K,

3
¢
&n

W, SRBERER AWS CodeStar 2V ZRERBFEWRBE A B, AWS CloudFormation M T
BEAeSHYESEERERET,

« AWS CloudFormation £t AWS CodeStar 72 5F FHL AWS CloudFormation 3R 37 fl{&k AWS
CodeStar ERpHE,

- TEHEAE AWS CodeStar Ao 7F FELE M AWS RIS , BEM AWS CodeStar ERE I MEHE
o

AWS CodeStar ERE R BERMEF AT

BEIVERE , @ AWS CodeStar B EEERERMEN IAM BENBER, XU A=FEE

30 Hi

- ARERERKREN IAM BUK,
- ARIHEEACH IAM BER,
- ARETEBESTACH IAM BER,

AREREBRERN IAM BUER

ELRVERE, ERAERNHEEE. 2HENRRE AWS CodeStar EY =BEFZEBXK. i
A AWS CodeStar ERFETEE=BEEERN IAM BUR, EXLEFIERRERBEN , YHER
EEZEN IAM ZEBERESR , Hb project-id  AWS CodeStar BEM ID ( Hliimy-first-
projec) :

* CodeStar_project-id_Owner

* CodeStar_project-id_Contributor

» CodeStar_project-id_Viewer

/A Important

BEBRTRERMEE AWS CodeStar, NMEUFB A RmEELER, NREEEMER
BEEHT , FREMBREEE IAM E£RE,
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MEEREBRKE (AM E/AE) IERTBEGANFIERE , HENBERESERZTIRX IAM £/
E, REZFEAE-AEENT , RABERERHITEE. EASHERT , EFEEEREESE
B IAM FBERSFF A, TEBEF B AWS CodeStar FEEMRBEREREE IAM £AE. MREHE
E , AWS CodeStar ARV HCHWREFARBEK , SECHFITRBREAE IAM £RAE,

HRERZREAEREFNBEDF, EFNERFNEZERREHERES  NRFERREP —EX
ENEREE , & AWS CodeStar EREHMBEBREHR , LS FEH BRI,

® Note

AWS CodeStar ERFAFIEMNBREBANZZER, EEUREREAEREEHARGR
ENER  EEMPIEAFTM AWS CodeStar BRI E - HE), RAEEI AWS CodeStar
EZNERAESEERAHFINAE AWS CodeStar ERMER , BRERAM,

FiE AWS CodeStar FEUBRBURETE , BURMR ERFEUB IR AHBABE < ERMEEABIY AWS BiR, T
EIREM AWS R , EEBRRRERVERKAIN , YBEERGERBEMER. Fit , WRABIE
ANEEE. FERIRREZIEER,

AWS CodeStar #iE & B BBE

CodeStar_project-id_Owner BF ZEBRIJZEE A ETE AWS CodeStar ERFHTATEEE ,
MAZRE, ERME—AFEAENERBREKKENEK., BUERN R A 68X L5 R E IR
BFTE, MESH , FESBAWS CodeStar #E & A EBEE,

BEMBERN IAM FEAE T UAMITERFMWE AWS CodeStar BifE , (BEEE
BAWSCodeStarFullAccessBURM IAM EAETRE , FAEEEEITER, codestar:* FFoj&l
BEERMNSEER ( B3 AWS CodeStar EX ID HEBNWER ),

AWS CodeStar EEfE A BBER

CodeStar_project-id_Contributor EFZEBRATFEAEEAERLBFERERIR , BF
AFEAEFERBRERKE. BRXNWABRTRERNEEREHNERMERMTE. WEHH , F2
BIAWS CodeStar EEtE A BBXK.

AWS CodeStar #1R & A BBUR
CodeStar_project-id_Viewer BEF ZEBER A EAZEREK AWS CodeStarF I EZE , (EFpEE
FHERIMESIBREKKE. BRNWARTHERNEERERNERMEM TR, WEHH , #F2

BIAWS CodeStar #tR28A B BUER
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ARI{EEACKN IAM BER

WRIELE 2018 &£ 12 A 6 B PDT 23 AWS CodeStar %X , AWS CodeStar S Wl T/EH
At CodeStar-project-id-ToolChain#l CodeStar-project-id-CloudFormation, I4E
ERABRERISTEN IAM A€ | 7] AWS CodeStar 23 VEEZERE, ©cERFHT , BRBE T
£ AWS CodeStar ERARFREVERN#TEE, TEEIEEARE CodeBuild, CodeDeploy
CodePipeline T EHRBEVEERKR. EXREERNE HEEENERE) SBRENT , AI8IHE
EACEEEEEN THERKE. nELACHRRBERAXNES , FSBAWS CodeStar TEHFT
YEE AEIE (2018 £ 12 B 6 H PDT 24 ) »

CloudFormation TEE AR TE FIXB2FNEERMNET Y AWS CloudFormation , AR EEARER
BHEY IAMERE,. ACHBENGTT., ctEE BINETEHR AWS CloudFormation, £ 7 k&
REREAMBIELEERN R , AWS CloudFormation BE2BEEZENKREEERER R EHSE
BUYNSEIAMER (£RAEIAL ) NEXRRBEFTTRE. NFLHACHARBERAXES , 75
2B AWS CloudFormation TEZEAGBBEK,

HH 2018 £ 12 A 6 HZBIEIK AWS CodeStar EX , PDT € A& CodePipeline, CodeBuild

# CloudWatch Events & T B §#& R AWS CodeStar BRI TEEAE , WET AWS
CloudFormation X E—#HEREFNIEEAEC, ESEACCHEHENRERLEIRR. EXE
BB (MEENERE) NELHMTHEEACESERENT , IKACEEEGEN THRE. T
EEACHNTITEERRBERIESR , EUKEEREEACGTUE - HERERITH —EELXH
£, ELHFARBEN, CMISERBEURISERNTT , EFfSEHERMEFERFENH. W
FELBRRAXWES , FSE

« AWS CloudFormation THEEABBK (2018 F 12 A 6 HZ B PDT)
« AWS CodePipeline TEEA G (2018 F 12 A 6 HZBIH PDT)

« AWS CodeBuild T#& &6 (2018 & 12 A 6 A2 §if PDT)
« Amazon CloudWatch Events TEZEAEBE (2018 £ 12 A 6 HZHEIH PDT)

HITAGH IAM BER

#2018 F 12 A 6 H PDT 2BREIUMER , AWS CodeStar EREARKNHEEBPNEHEREY

—RPITAE, RREEAFATRREER K SAACHBEREEERER. ECRAAMNIERE &

AL HEAM IAM A |, E AWS CloudFormation £ & B3R B3R £ f 5 Al PR RAE/NEL A Y€
, DUt R ERA K. WEFMES , F2HE AM AEHEEEE,

HMTE 2018 F£ 12 A 6 BZBIE I K Lambda EZE , AWS CodeStar @37 Lambda #{TAE® |, &%
ACBEERERBER , WK IMEER AWS SAM #HEFERXITENGT, EFERFEE SAM FAR
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B, MRFTERREF —EAXXENEREE , & AWS CodeStar EFHE#T Lambda MITHEBEEX , B
BEMERNFT,

IAM FF A 51 BR

2018 £ 12 A 6 H PDT 2 , BBV HEZRE | AWS CodeStar BBV EFSEBE , WHEBUEEE
RBERPH IAM AL IAM 5552, AWS CodeStar EXREEABRXNMBHEVYNAE AME
BESHTRR, FURBUEHAGTUENRANT , B LEEHZACEMNG T, FUBEKAE
ZABNET, EXTERFESVENNIIZARG , FAZACHNTMASELHTRBEHTITRIR
FEENEE, NEEBNMAFTEFTBRMFTRRNES , F28 (AM FAEER) FHEE
FHEEE,

AWS CodeStar fE B RISENH TR , UL EREAZERAITHNEIR, AWS CodeStar 7F
A RBRIEERERARNs, MEWBERFERXAEEH |, 582 BAWS CodeStar 57 Al REBUER,

ELERBEAENHEE () RERMERBRIZIENEIRE , AWS CodeStar B & E 1t
Ktemplate.ymlo

i IAM A RRERBHER

MREEE 2018 F 12 A 6 BZBIEIMH AWS CodeStar EX |, LEZTF BT T ARTIEEEERS
B IAM Af, MAREER K BEREEARGEERTERNERBERR , UHLSEREAER
RABWER. BB TINTRERAREEEREEMEFM AWS CodeStar ZEFF IR IR,

1. A AWS CloudFormation 12 & , WERERP T EFEHEENSE R, HBEER
awscodestar-project-id,

2. IKFIBIEE AR, Actions (B1¥E) # View/Edit template in Designer (£ Designer A2 15 /#m B EIAX),
3. ¥ % Resources BB , W EER LHFEBETIENBH K.

PermissionsBoundaryPolicy:
Description: Creating an IAM managed policy for defining the permissions boundary
for an AWS CodeStar project
Type: AWS::IAM::ManagedPolicy
Properties:
ManagedPolicyName: !Sub 'CodeStar_${ProjectId }_PermissionsBoundary'
Description: 'IAM policy to define the permissions boundary for IAM entities
created in an AWS CodeStar project'
PolicyDocument:
Version: '2012-10-17'
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Statement:
- Sid: '1°'
Effect: Allow
Action: ['*']
Resource:
- 1Sub 'arn:${AWS::Partition}:cloudformation:${AWS: :Region}:
${AWS: :AccountId}:stack/awscodestar-${ProjectId}-*"

B REF BRI IAM 5] |, FEEfE AWS CloudFormation £ A EHHE,

4. (BA) NELEEEVEARERINESEN IAM AR  BFXRLSER, ®IAM £2E | EFfEES
HE X AWS CloudFormation B AHREE , LEETIERB LR, BUEEEHM IAM BFRR
EHBER,

"Action": [
"iam:PassRole"
1,
"Resource": "arn:aws:iam::{AccountId}:role/CodeStar-{ProjectId}*",
"Effect": "Allow"

"Action": [
"iam:CreateServicelinkedRole",
"iam:GetRole",
"iam:DeleteRole",
"iam:DeleteUser"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"iam:AttachRolePolicy",
iam:AttachUserPolicy",
iam:CreateRole",
iam:CreateUser",
iam:DeleteRolePolicy",
iam:DeleteUserPolicy",
iam:DetachUserPolicy",
iam:DetachRolePolicy",
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"iam:PutUserPermissionsBoundary",
"iam:PutRolePermissionsBoundary"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PermissionsBoundary": "arn:aws:iam::{AccountId}:policy/
CodeStar_{ProjectId}_PermissionsBoundary"
}

1,
"Effect": "Allow"

5. BIBEREEHIXEE , FE AWS CodeStar £ ABEE N Al EFMFARR.

MEFEFHMET , F2EL AM ASHESER,

AWS CodeStar 5 % B Bt R €5 451

RIRFER , IAM FHENAGKERIRIE W AWS CodeStar EIRIIFFA. M LEEZER AWS
Management Console AWS CLIZ, AWS AP| #i1TE#. EESXNEEY IAM BUER , REFRAEN
ABEEEERLHTHEE AP BIEFMENGTT. EEEEZVAREEBREREEZEELHFTN
IAM £ F3 & 5.

BETROAEAELEF JSON BERXHEY IAM S5 RBR |, F2H (AM EAEERE) PHE
JSON ZE8] L BT BR,

\

£

- BEREEK

AWSCodeStarServiceRole Bl

« AWSCodeStarFullAccess BUE

- AWS CodeStar #EEE A BB

« AWS CodeStar EEf&EARBEK

« AWS CodeStar #248283 A B BUEE

* AWS CodeStar TESETEEABEE (2018 F 12 A 6 HPDT 2#& )
+ AWS CloudFormation TE& A BBK
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+ AWS CloudFormation T/E&E A (2018 &£ 12 A 6 HZHIK PDT)
« AWS CodePipeline TEEABBUER (2018 £ 12 A 6 H2ZBIfY PDT)

- AWS CodeBuild T#& & GBHE (2018 &£ 12 B 6 A28ty PDT)

« Amazon CloudWatch Events T/EE A (2018 F 12 A 6 HZHIK PDT)
« AWS CodeStar §F A R BRIBE

« SIHERNER

« {8 AWS CodeStar £##A

- RIEERAEREBECHT

« E# AWS CodeStar ER

« MBERKEIER

« 5 HEE AWS IR FAHEIRA S B R ERE

- BEEERE AWS CodeStar X

« AWS CodeStarAWS 3 & BUR Y E#

BREER

BOEBREHEHSRFAINEBASREAUEY, FHEMER AWS CodeStar EiR. ELEMETR
RRERECHN AWSIRFELER. ERBYIRES 7 HBRE , FEE M EARERER

- FRIRER AWS XEBRIBERREERTT - EERGHFTRTENERAENTERER , FEH
B R TS EREARAIN AWS REBK., ©MTELEN REMA AWS IRF, RAIEZREESR
BERERARM AWS NEFZERR , WE—FRDFA, NFEZEHR , F2H IAM EREE
PR AWS ZEBREKSEBBEENAWS ZEBXK.

- EAREHERT - RE IAM RN AR , FERTHTERAFTNTT. KERLBEN , B9
QESEERERG TIUBREEREDNEFE  ELBAREERTT. WEEA IAM EFRFFA
MEZHEER , F2E IAM EREEBEDH IAM P BERAFF A,

o A 1AM BUER R E — S REIFEUE - SR LUSREFT R EBUR | LIRBIBEMNERN 7
Pl | EATLUIRB BRI | IHEENL AL SSL BIEFAFER. MREBKE ERARBEE AWS
BR# , B AT A ARG REFEFE , H120 AWS CloudFormation. MEFMEF , FSEH IAM &£
F&#EmRPH IAM JSON BURTTE © 4.

A IAM Access Analyzer B# % IAM BUR |, FERFT Al © 2 B A iE & 4F - IAM Access Analyzer &
FHBERARBBR , BRELBRER IAM BUERES (JSON) # IAM &EE K. 1AM Access
Analyzer 21t 100 ZEHERERYEATHER  THHERELXLAEANBR., NEESE
F ., FFSHE IAM FEHAEEBEFH IAM Access Analyzer BUE BT
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- FEZEEERE (MFA) - MREHRFIEZE IAM FHES PHEFERE AWS IRF | BB MFA
HiIEEREM, MEEMNN API BERER MFA |, 318 MFA 4R EENBE, IEEZE
nﬂ y nﬁ /Bﬁ |AM ﬁﬁﬁ%?aﬁqﬂﬁﬁ J:PE MFA 1%%?] AP| ﬁﬁyo

WE IAM FREEBRWERES , F20 IAMEAEERETHN IAM 22 HEEK,

AWSCodeStarServiceRole Bk

aws-codestar-service-role BURSEZEFIRKEAE® , AWS CodeStar o FF BEEH M R —EH
TEME, E—IRB AR AWS CodeStar , BEEY REAC, BREEEI X, BREELEIR
BAGzEZBBEZIRESE,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ProjectEventRules",

"Effect": "Allow",

"Action": [

"events:PutTargets",
"events:RemoveTargets",
"events:PutRule",
"events:DeleteRule",
"events:DescribeRule"

1,

"Resource": [
"arn:aws:events:*:*:rule/awscodestar-*"

]

.
{

"Sid": "ProjectStack",

"Effect": "Allow",

"Action": [

"cloudformation:*Stack*",
"cloudformation:CreateChangeSet",
"cloudformation:ExecuteChangeSet",
"cloudformation:DeleteChangeSet",
"cloudformation:GetTemplate"

1,

"Resource": [
"arn:aws:cloudformation:*:*:stack/awscodestar-*",
"arn:aws:cloudformation:*:*:stack/awseb-*",
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"arn:aws:cloudformation:*:*:stack/aws-cloud9-*",
"arn:aws:cloudformation: *:aws:transform/CodeStar*"

"Sid": "ProjectStackTemplate",

"Effect": "Allow",

"Action": [
"cloudformation:GetTemplateSummary",
"cloudformation:DescribeChangeSet"

1,

"Resource": "*"

"Sid": "ProjectQuickstarts",
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::awscodestar-*/*"

"Sid": "ProjectS3Buckets",

"Effect": "Allow",

"Action": [
"s3.*"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-*",
"arn:aws:s3:::elasticbeanstalk-*"

]

"Sid": "ProjectServices",
"Effect": "Allow",
"Action": [

"codestar:*",
"codecommit:*",
"codepipeline:*",
"codedeploy:*",
"codebuild:*",

"autoscaling:*",
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"cloudwatch:Put*",

"ec2:*",

"elasticbeanstalk:*",
"elasticloadbalancing:*",
"iam:ListRoles",

"logs:*",

"sns:*",
"cloud9:CreateEnvironmentEC2",
"cloud9:DeleteEnvironment",
"cloud9:DescribeEnvironment*",
"cloud9:ListEnvironments"

1,

"Resource": "*"

"Sid": "ProjectWorkerRoles",
"Effect": "Allow",
"Action": [

iam:AttachRolePolicy",

iam:CreateRole",

jam:DeleteRole",

iam:DeleteRolePolicy",

iam:DetachRolePolicy",
"iam:GetRole",

iam:PassRole",

iam:GetRolePolicy",

iam:PutRolePolicy",

iam:SetDefaultPolicyVersion",

iam:CreatePolicy",

iam:DeletePolicy",

iam:AddRoleToInstanceProfile",

iam:CreateInstanceProfile",

iam:DeleteInstanceProfile",

"iam:RemoveRoleFromInstanceProfile"

1,

"Resource": [
"arn:aws:iam::*:role/CodeStarWorker*",
"arn:aws:iam::*:policy/CodeStarWorker*",

"arn:aws:iam::*:instance-profile/awscodestar-*"

"Sid": "ProjectTeamMembers",
"Effect": "Allow",
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"Action": [
"iam:AttachUserPolicy",
"iam:DetachUserPolicy"
1,
"Resource": "*",
"Condition": {
"ArnEquals": {
"iam:PolicyArn": [
"arn:aws:iam::*:policy/CodeStar_*"

]
}
}
},
{

"Sid": "ProjectRoles",

"Effect": "Allow",

"Action": [

"iam:CreatePolicy",
"iam:DeletePolicy",
"iam:CreatePolicyVersion",
"iam:DeletePolicyVersion",
"ijam:ListEntitiesForPolicy",
"iam:ListPolicyVersions",
"iam:GetPolicy",
"iam:GetPolicyVersion"

1,

"Resource": [
"arn:aws:iam::*:policy/CodeStar_*"

]

I
{

"Sid": "InspectServiceRole",

"Effect": "Allow",

"Action": [
"iam:ListAttachedRolePolicies"

1,

"Resource": [
"arn:aws:iam::*:role/aws-codestar-service-role",
"arn:aws:iam::*:role/service-role/aws-codestar-service-role"

]

},
{

"Sid": "IAMLinkRole",
"Effect": "Allow",
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"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

"iam:AWSServiceName": "cloud9.amazonaws.com"
}
}
I
{

"Sid": "DescribeConfigRuleForARN",

"Effect": "Allow",

"Action": [

"config:DescribeConfigRules"

1,

"Resource": [

T
]
I
{

"Sid": "ProjectCodeStarConnections",

"Effect": "Allow",

"Action": [
"codestar-connections:UseConnection",
"codestar-connections:GetConnection"

1,

"Resource": "*"

},
{

"Sid": "ProjectCodeStarConnectionsPassConnections",

"Effect": "Allow",

"Action": "codestar-connections:PassConnection",

"Resource": "*",

"Condition": {
"StringEqualsIfExists": {
"codestar-connections:PassedToService":
"codepipeline.amazonaws.com"

}
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AWSCodeStarFullAccess Bk

EFE AWS CodeStariE ™A |, BERS B A WHKEREZE AWSCodeStarFullAccess IAM EA &,

WBERRAR T ZEFEREE PRTMETHNE®E , AWS CodeStar LAX% B2 AWS R F BRI FIE
AJA AWS CodeStar &R, EDREEIMMBRER., THEHRRKME AWSCodeStarFullAccess
BENENBH B, ERBESRIBEERBH AWS CodeStar EREHEMMNWEAMBTTE,

AWS CloudFormation £ BFEZE cloudformation: :ListStackssF
Al , cloudformation: :DescribeStacksMAEEBEHE,

ATARFEEA
L BEREE#IT T HIENEAYET AT

« ec2-fEEY EC2 #{T{ERMNMEAZEFALAEIL AWS CodeStar EX.,
cloud9—#EEL AWS Command Line Interface :RZEMFHBIE A,
 cloudformation-#fEL AWS CodeStar BE# B HEE A,

- codestar—fE AWS CodeStar ERHPH1TEE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CodeStarEC2",
"Effect": "Allow",
"Action": [
"codestar:*",
"ec2:DescribeKeyPairs",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"cloud9:DescribeEnvironment*"

1,

"Resource": "*"

"Sid": "CodeStarCF",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStack*",
"cloudformation:ListStacks*",
"cloudformation:GetTemplateSummary"
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]I

"Resource": [
"arn:aws:cloudformation:*:*:stack/awscodestar-*"
]
}
]
}

BURET SR ERUAMECEAZENL SN EIRER, Rz , BUUFEH EENERAGRKRNIEERE
#%EF T AWS CodeStar, AR FEERBRA AWS CodeStar ERFHE , YR UT :

* Owner
- EER

- BR

AWS CodeStar #EE&EARBX

AWS CodeStar i & A BBER I ZEFEHEE AWS CodeStar ERFHPHITFIEEIME , MAZIR
#lo AWS CodeStar €#%CodeStar_project-id OwnerBREAZEEHEE FIERNERE
BXR B

{
"Effect": "Allow",
"Action": [

"codestar:*",

1,

"Resource": [
"arn:aws:codestar:us-east-2:111111111111:project/project-id",
"arn:aws:iam::account-id:policy/CodeStar_project-id_Owner"

]

.
{

"Effect": "Allow",

"Action": [
"codestar:DescribeUserProfile",
"codestar:ListProjects",
"codestar:ListUserProfiles",
"codestar:VerifyServiceRole",
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1,

"Resource": [

i n

]
.
{
"Effect": "Allow",
"Action": [
"codestar:*UserProfile",
1,
"Resource": [
"arn:aws:iam::account-id:user/user-name"
]
}

AWS CodeStar ERI&E AR BER

AWS CodeStar ERtEACBRIEEAEEMER , YBFERERIR. AWS CodeStar &
#CodeStar_project-id_ContributorBERERIEEEMEFNEMNERERKE. 262
HEFRNFERAETUSHEZNBFERERR , E/EMEIBREEHE.

"Effect": "Allow",
"Action": [

"codestar:Describe*",
"codestar:Get*",
"codestar:List*",
"codestar:PutExtendedAccess",

1,

"Resource": [
"arn:aws:codestar:us-east-2:111111111111:project/project-id",
"arn:aws:iam::account-id:policy/CodeStar_project-id_Contributor"

]

I

{
"Effect": "Allow",

"Action": [
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"codestar:DescribeUserProfile",

"codestar:ListProjects",
"codestar:ListUserProfiles",
"codestar:VerifyServiceRole",

1,

"Resource": [

i n

]
.
{
"Effect": "Allow",
"Action": [
"codestar:*UserProfile",
1,
"Resource": [
"arn:aws:iam::account-id:user/user-name"
]
}
AWS CodeStar 17283 A B BUR

AWS CodeStar #1585 A B BIR A EHEE AWS CodeStar F#1REZR, AWS CodeStar &

#CodeStar_project-id Viewer HERERAZEERGBEIEINERERRE, EERRBF

ERFERY fE & A LATE AWS CodeStar I 1REZR B

FREHER , UM HEBRERKE.

"Effect": "Allow",

"Action": [
"codestar:Describe*",
"codestar:Get*",
"codestar:List*",

15

"Resource": [
"arn:aws:codestar:us-east-2:111111111111:project/project-id",
"arn:aws:iam::account-id:policy/CodeStar_project-id_Viewer"

]

I,
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{

"Effect": "Allow",

"Action": [
"codestar:DescribeUserProfile",
"codestar:ListProjects",
"codestar:ListUserProfiles",
"codestar:VerifyServiceRole",

]I

"Resource": [

"

]
},
{
"Effect": "Allow",
"Action": [
"codestar:*UserProfile",

iF
"Resource": [
"arn:aws:iam: :account-id:user/user-name"

AWS CodeStar TEET/EES/EHE (2018 £ 12 A 6 H PDT 2#& )

R 2018 £ 12 A 6 H PDT 2% E T H AWS CodeStar EZE , AWS CodeStar @ AT ERKBET
ABREEK , UEHEHM AWS REFRALZHNZEREVER, BRNABRIRREBERYNERER, UT
BURA—EEH, MEFMEN K B2EARIEESEHN IAM BUE,

"Statement": [
{
"Action": [

"s3:GetObject",
"s3:GetObjectVersion",
"s3:GetBucketVersioning",
"s3:PutObject*",
"codecommit:CancelUploadArchive",
"codecommit:GetBranch",
"codecommit:GetCommit",
"codecommit:GetUploadArchiveStatus",
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"codecommit:GitPull",
"codecommit:UploadArchive",
"codebuild:StartBuild",
"codebuild:BatchGetBuilds",
"codebuild:StopBuild",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"cloudformation:DescribeStacks",
"cloudformation:DescribeChangeSet",
"cloudformation:CreateChangeSet",
"cloudformation:DeleteChangeSet",
"cloudformation:ExecuteChangeSet",
"codepipeline:StartPipelineExecution",
"lambda:ListFunctions",
"lambda:InvokeFunction",
"sns:Publish"

1,

"Resource": [

g n

1,
"Effect": "Allow"

"Action": [
"iam:PassRole"

]I

"Resource": [
nin

1,
"Effect": "Allow"

"Action": [
"kms:GenerateDataKey*",
"kms:Encrypt",
"kms:Decrypt"

1,

"Resource": [

i n

1,
"Effect": "Allow"
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}

AWS CloudFormation T{E&A®BEER

R 2018 £ 12 A 6 H PDT 2% E T H AWS CodeStar HZE , AWS CodeStar @ AT ERKBE
ABREE , LAEEH AWS CodeStar EZE#E . AWS CloudFormation EiR. BENARABRICRAEHNE
RENERER, UTBXRA—EEHH, MEFMAEN K F2EARITEESEHN IAM BEE,

"Statement": [
{

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectVersion"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-region-id-account-id-project-id",
"arn:aws:s3:::aws-codestar-region-id-account-id-project-id/*"

1,

"Effect": "Allow"

"Action": [
"apigateway:DELETE",
"apigateway:GET",
"apigateway:PATCH",
"apigateway:POST",
"apigateway:PUT",
"codedeploy:CreateApplication",
"codedeploy:CreateDeployment",
"codedeploy:CreateDeploymentConfig",
"codedeploy:CreateDeploymentGroup",
"codedeploy:DeleteApplication",
"codedeploy:DeleteDeployment",
"codedeploy:DeleteDeploymentConfig",
"codedeploy:DeleteDeploymentGroup",
"codedeploy:GetDeployment",
"codedeploy:GetDeploymentConfig",
"codedeploy:GetDeploymentGroup",
"codedeploy:RegisterApplicationRevision",
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"codestar:SyncResources",
DeleteConfigRule",
DescribeConfigRules",
ListTagsForResource",

"config:
"config:
"config:

"config:
"config:
"config:

"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:

PutConfigRule",
TagResource",
UntagResource",

CreateTable",

DeleteTable",
DescribeContinuousBackups",
DescribeTable",
DescribeTimeTolLive",
ListTagsOfResource",
TagResource",
UntagResource",
UpdateContinuousBackups",

UpdateTable",
UpdateTimeTolLive",
AssociateIamInstanceProfile",
AttachVolume",
CreateSecurityGroup",
createTags",
DescribeIamInstanceProfileAssociations"”,
DescribeInstances",
DescribeSecurityGroups",
DescribeSubnets",
DetachVolume",

"dynamodb:
"dynamodb:
"ec2:
"ec2:
"ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:DisassociateIamInstanceProfile",
ec2:ModifyInstanceAttribute",
"ec2:ModifyInstanceCreditSpecification",
ec2:ModifyInstancePlacement",
"ec2:MonitorInstances",
ec2:ReplacelamInstanceProfileAssociation",
"ec2:RunInstances",

ec2:StartInstances",

"ec2:StopInstances",

" TerminateInstances",

DeleteRule",

DescribeRule",
ListTagsForResource",

PutRule",

PutTargets",

RemoveTargets",

TagResource",

ec2:
"events:
"events:
"events:
"events:
"events:
"events:
"events:
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"events:UntagResource",
"kinesis:AddTagsToStream",
"kinesis:CreateStream",
"kinesis:DecreaseStreamRetentionPeriod",
"kinesis:DeleteStream",
"kinesis:DescribeStream",
"kinesis:IncreaseStreamRetentionPeriod",
"kinesis:RemoveTagsFromStream",
"kinesis:StartStreamEncryption",
"kinesis:StopStreamEncryption",
"kinesis:UpdateShardCount",
"lambda:CreateAlias",
"lambda:CreateFunction",
"lambda:DeleteAlias",
"lambda:DeleteFunction",
"lambda:DeleteFunctionConcurrency",
"lambda:GetFunction",
"lambda:GetFunctionConfiguration",
"lambda:ListTags",
"lambda:ListVersionsByFunction",
"lambda:PublishVersion",
"lambda:PutFunctionConcurrency",
"lambda:TagResource",
"lambda:UntagResource",
"lambda:UpdateAlias",
"lambda:UpdateFunctionCode",
"lambda:UpdateFunctionConfiguration",
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:DeleteBucketWebsite",
"s3:PutAccelerateConfiguration",
"s3:PutAnalyticsConfiguration",
"s3:PutBucketAcl",
"s3:PutBucketCORS",
"s3:PutBucketLogging",
"s3:PutBucketNotification",
"s3:PutBucketPublicAccessBlock",
"s3:PutBucketVersioning",
"s3:PutBucketWebsite",
"s3:PutEncryptionConfiguration",
"s3:PutInventoryConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutMetricsConfiguration",
"s3:PutReplicationConfiguration",
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sns:CreateTopic",
"sns:DeleteTopic",
"sns:GetTopicAttributes",
"sns:ListSubscriptionsByTopic",
"sns:ListTopics",
"sns:SetSubscriptionAttributes",
"sns:Subscribe",
"sns:Unsubscribe",
"sqs:CreateQueue",
"sqs:DeleteQueue",
"sqgs:GetQueueAttributes",
"sqgs:GetQueuelrl",
sqgs:ListQueueTags",
"sqs:TagQueue",
sgs:UntagQueue"”

1,

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [
"lambda:AddPermission",
"lambda:RemovePermission"

1,

"Resource": [
"arn:aws:lambda:region-id:account-id:function:awscodestar-*"

1,

"Effect": "Allow"

},
{

"Action": [
"iam:PassRole"

1,

"Resource": [
"arn:aws:iam::account-id:role/CodeStar-project-id*"

1,

"Effect": "Allow"

I
{

"Condition": {
"StringEquals": {
"iam:PassedToService": "codedeploy.amazonaws.com"

iy
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"Action": [
"iam:PassRole"

]I

"Resource": [
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CodeDeploy"

1,
"Effect": "Allow"

"Action": [
"cloudformation:CreateChangeSet"

15

"Resource": [
"arn:aws:cloudformation:region-id:aws:transform/Serverless-2016-10-31",
"arn:aws:cloudformation:region-id:aws:transform/CodeStar"

1,
"Effect": "Allow"

"Action": [

jam:CreateServicelLinkedRole",
"iam:GetRole",

jam:DeleteRole",

iam:DeleteUser"

]I

"Resource": "*",
"Effect": "Allow"

"Condition": {
"StringEquals": {
"iam:PermissionsBoundary": "arn:aws:iam::account-id:policy/
CodeStar_project-id_PermissionsBoundary"

}
I
"Action": [

iam:AttachRolePolicy",
"iam:AttachUserPolicy",

jam:CreateRole",

iam:CreateUser",

iam:DeleteRolePolicy",

iam:DeleteUserPolicy",

iam:DetachUserPolicy",
"iam:DetachRolePolicy",

o5
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"iam:PutUserPermissionsBoundary",
"iam:PutRolePermissionsBoundary"

1,

"Resource": "*",

"Effect": "Allow"

.
{

"Action": [
"kms:CreateKey",
"kms:CreateAlias",
"kms:DeleteAlias",
"kms:DisableKey",
"kms:EnableKey",
"kms:UpdateAlias",
"kms:TagResource",
"kms:UntagResource"

1,

"Resource": "*",

"Effect": "Allow"

.
{

"Condition": {
"StringEquals": {
"ssm:ResourceTag/awscodestar:projectArn":
"arn:aws:codestar:project-id:account-id:project/project-id"

}
},
"Action": [
"ssm:GetParameter*"
1,
"Resource": "*",

"Effect": "Allow"

AWS CloudFormation T/EEABEZE (2018 £ 12 A 6 H2 8K PDT)

WREH) AWS CodeStar R 27 2018 £ 12 A 6 HZBIEMNH , AWS CodeStar &5 AWS
CloudFormation T/ EZEAREBI A#BBK., THBEREAR — @41,
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"Statement": [

{

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectVersion"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-pipe",
"arn:aws:s3:::aws-codestar-us-east-l-account-id-project-id-pipe/*"

1,

"Effect": "Allow"

},
{

"Action": [
"codestar:SyncResources",
"lambda:CreateFunction",
"lambda:DeleteFunction",
"lambda:AddPermission",
"lambda:UpdateFunction",
"lambda:UpdateFunctionCode",
"lambda:GetFunction",
"lambda:GetFunctionConfiguration",
"lambda:UpdateFunctionConfiguration",
"lambda:RemovePermission",
"lambda:1listTags",
"lambda:TagResource",
"lambda:UntagResource",
"apigateway:*",
"dynamodb:CreateTable",
"dynamodb:DeleteTable",
"dynamodb:DescribeTable",
"kinesis:CreateStream",
"kinesis:DeleteStream",
"kinesis:DescribeStream",
"sns:CreateTopic",
"sns:DeleteTopic",
"sns:ListTopics",
"sns:GetTopicAttributes",
"sns:SetTopicAttributes"”,
"s3:CreateBucket",
"s3:DeleteBucket",
"config:DescribeConfigRules",
"config:PutConfigRule",

o5
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"config:DeleteConfigRule",
"ec2:*",

"autoscaling:*",
"elasticloadbalancing:*",
"elasticbeanstalk:*"

1,

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [
"iam:PassRole"

1,

"Resource": [
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-Lambda"

1,

"Effect": "Allow"

.
{

"Action": [
"cloudformation:CreateChangeSet"

1,

"Resource": [
"arn:aws:cloudformation:us-east-1:aws:transform/Serverless-2016-10-31",
"arn:aws:cloudformation:us-east-1:aws:transform/CodeStar"

1,

"Effect": "Allow"

}

AWS CodePipeline TEE A BEEK (2018 & 12 A 6 HZ®HIK PDT)

WRIER AWS CodeStar EEEE 2018 £ 12 A 6 HZHIEMHK , AWS CodeStar €4
CodePipeline T#EE /BRI ARBEK, THIBEERBRIA —EEEH,

{
"Statement": [
{
"Action": [

"s3:GetObject",

"s3:GetObjectVersion",

"s3:GetBucketVersioning",
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id-lambda/*"

"s3:PutObject"
1,

"Resource": [

"arn:aws:s3:::aws-codestar-us-east-1l-account-id-project-id-pipe",
"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-pipe/*"

1,
"Effect": "Allow"

"Action": [
"codecommit:CancelUploadArchive",
"codecommit:GetBranch",
"codecommit:GetCommit",
"codecommit:GetUploadArchiveStatus",
"codecommit:UploadArchive"

1,

"Resource": [
"arn:aws:codecommit:us-east-1:account-id:project-id"

1,

"Effect": "Allow"

"Action": [
"codebuild:StartBuild",
"codebuild:BatchGetBuilds",
"codebuild:StopBuild"

1,

"Resource": [

"arn:aws:codebuild:us-east-1:account-id:project/project-id"

1,
"Effect": "Allow"

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:DescribeChangeSet",
"cloudformation:CreateChangeSet",
"cloudformation:DeleteChangeSet",
"cloudformation:ExecuteChangeSet"

1,

"Resource": [

"arn:aws:cloudformation:us-east-1:account-id:stack/awscodestar-project-

1,
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"Effect": "Allow"

I
{
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CloudFormation"
1,
"Effect": "Allow"
}

AWS CodeBuild TEEABEXK (2018 & 12 A 6 HZ®HI# PDT)

WMRIEH AWS CodeStar EXR 2 2018 £ 12 A 6 HZBIE UK , AWS CodeStar €% CodeBuild
THREABGEMRNBRBEKR. THBERRN—E8E5,

{
"Statement": [
{

"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": "*",

"Effect": "Allow"

I
{

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectVersion"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-us-east-1l-account-id-project-id-pipe",
"arn:aws:s3:::aws-codestar-us-east-l1-account-id-project-id-pipe/*",
"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-app",
"arn:aws:s3:::aws-codestar-us-east-l1-account-id-project-id-app/*"

1,

"Effect": "Allow"
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}I
{

"Action": [
"codecommit:GitPull"

1,

"Resource": [
"arn:aws:codecommit:us-east-1:account-id:project-id"

1,
"Effect": "Allow"

"Action": [
"kms:GenerateDataKey*",
"kms:Encrypt",
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:us-east-1:account-id:alias/aws/s3"

1,
"Effect": "Allow"

Amazon CloudWatch Events T/EEABEK (2018 F 12 A 6 B2 8I# PDT)

INRIEH AWS CodeStar ERZE 2018 £ 12 A 6 HZHIEIUHK , AWS CodeStar &4 CloudWatch
Events TEE /BB NRBEKR., THBERBEAR — @6,

{
"Statement": [
{
"Action": [
"codepipeline:StartPipelineExecution"
1,
"Resource": [
"arn:aws:codepipeline:us-east-1:account-id:project-id-Pipeline"
1,
"Effect": "Allow"
}
]
}
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AWS CodeStar

AT A SRERBUR

WRIEIE 2018 &£ 12 A 6 H PDT Z2& 2L AWS CodeStar % , AWS CodeStar € 5N ERE
A RRRBR, WBERTBFIEASEREAZTERATNER, E2—EAHEHE K SHEERREE
o BEMARBRABLERYMNERER, UTHEA (&6, MBFHMENR , F2BIAM FFA

FRo

"Version":
"Statement": [

{

"Sid":
"Effect":
"Action":
"s3:GetObject"

1,

"2012-10-17",

Illll

4

"Allow",
[

"Resource": [
"arn:aws:s3:::*/AWSLogs/*/Config/*"

"Sid":
"Effect":
"Action":

1,

"y

||2||

4

"Allow",
[

"Resource": [

"arn:aws:codestar:us-east-1l:account-id:project/project-id",
"arn:aws:cloudformation:us-east-1:account-id:stack/awscodestar-project-id-
lambda/eefbbf20-c1d9-11e8-8a3a-500c28b4e461",
"arn:aws:cloudformation:us-east-1:account-id:stack/awscodestar-project-
id/4b80b3f0-c1d9-11e8-8517-500c28b236fd",

"arn:

"arn:

"arn:

"arn:

"arn:

arn:

arn:

arn:

arn:

arn:

aws
aws @
aws :
aws @

aws

aws @
aws :
aws @
aws
aws @

codebuild:us-east-1:account-id:project/project-id",
codecommit:us-east-1:account-id:project-id",
codepipeline:us-east-1:account-id:project-id-Pipeline",
execute-api:us-east-l:account-id:7rlst5mrgi",
:iam::account-id:role/CodeStarWorker-project-id-CloudFormation",
iam::account-id:role/CodeStarWorker-project-id-CloudWatchEventRule",
iam::account-id:role/CodeStarWorker-project-id-CodeBuild",
iam::account-id:role/CodeStarWorker-project-id-CodePipeline",
iam::account-id:role/CodeStarWorker-project-id-Lambda",
lambda:us-east-1:account-id:function:awscodestar-project-id-lambda-

GetHelloWorld-KFKTXYNH9573",
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"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-app",
"arn:aws:s3:::aws-codestar-us-east-1l-account-id-project-id-pipe"

]
1,
{
"Sid": "3",
"Effect": "Allow",
"Action": [
"apigateway:GET",
"config:Describe*",
"config:Get*",
"config:List*",
"config:Put*",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DescribelogGroups",
"logs:PutLogEvents"
1,

"Resource": [

g n

JIHERNEIR

FitgEHlF |, BEERTF AWS IRFEFIEER IAM EREFEHE , LAFIH AWS CodeStar EXRMNE

3
WMo

"Version": "2012-10-17",
"Statement" : [

{
"Effect" : "Allow",
"Action" : [
"codestar:ListResources",
1,
"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"
}

5 7 B BRE
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5/ AWS CodeStar 124

ZEL AWS CodeStar EEETEEZRE T , BRIEEHE AWSCodeStarFullAccessBIEFEREF —
&l AWS CodeStar EREHRAE . HEE. ERtEIRES  SREEFTEAERANSE, 0EFE
AWSCodeStarFullAccess HIFFHIER , 3828 AWSCodeStarFullAccess BlR, MEBREMRBUER
WEEEER , FSEANSERERREN IAM BEX,

HAEMRW AWS CLI S{ AWS API IR E |, BTFBEARHFREZTEZEAHT. k2 , REAHFFILAF
SIRERBITZ AP IBRENBERATIUT .

AFHERAERBE B

LEHIEREMAEIBER , A5 IAM EAEREMNEFAERES SN ARRZEBR, WBER
BEEXEE LTRUBERNETT , REA AWS CLI 3 AWS AP KR A X TR LB ERTEF
LB

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",
"iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

iam:ListPolicies",

jam:ListUsers"

AN
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]I

"Resource": "*"

¥ AWS CodeStar B

FL gD , BRERT AWS IRFFEEN IAM ERAEFEIE | LURE AWS CodeStar EXHNE
%, FIINEERMER,

{
"Version": "2012-10-17",
"Statement" : [

{
"Effect" : "Allow",
"Action" : [
"codestar:UpdateProject"

]I

"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"

MEERREEER

ELEHP  CRERTEEN IAM FHEKERKKEHIEE AWS CodeStar EE ID my-first-
projec WER , BEARIEEXTAEBRRERNEEE

{
"Version": "2012-10-17",
"Statement" : [

{

"Effect" : "Allow",

"Action" : [

"codestar:AssociateTeamMember",

1,

"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"
1,
{

"Effect" : "Deny",

"Action" : [
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"codestar:DisassociateTeamMember",
1,
"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"
}
]

5 HH B8 AWS ik = 18 BB EY £ A B RE

LB |, BALLAFFEEEILBIRA IAM AWS CodeStar £ & 5| HEE AWS 1R FAHEBA TS
ERERERE

{
"Version": "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"codestar:ListUserProfiles",
1,
"Resource" : "*"
}
]
}

BIBEB IR AWS CodeStar EE

BRNUES D EBRPERGRSE , BREBERESE AWS CodeStar ERMNFH, MEFI S REUM{AE
VHBEK , AFRRER. B, REEEXRER Owner NERREAENERESBE , TR T
A, ERRBERTFETERAETRILBENAERTFT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListProjectsInConsole",
"Effect": "Allow",
"Action": "codestar:ListProjects",
"Resource": "*"
},
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{

"Sid": "ViewProjectIfOwner",
"Effect": "Allow",
"Action": "codestar:GetProject,
"Resource": "arn:aws:codestar:*:*:project/*",
"Condition": {
"StringEquals": {"codestar:ResourceTag/Owner": "${aws:usernamel}"}

B B BURIEZ R EIRE R IAM EAE, MREA NEMAErichard-roeEERIR AWS
CodeStar B% |, BIZEREXAM EZ® Owner=richard-roesk owner=richard-roe, &BIt{E
SHIEREE, REEZEBE Owner H4 Owner Ml owner , RAKHGRSIBEBIED XNE, WE
AHER , F2E (AM E£REER) PRI IAM JSON BIERTE - k.

AWS CodeStarAWS ZEBRNE

BB RBRABERELE T LR | AWS CodeStar AWS S EBREEHNFMET ., NEHEHE
EWEEIREE , 55T AWS CodeStar WHEFEHGEHEEE LN RSS HE,

-3:d #ir SR

AWSCodeStarFullAccess Bl 2 E# AWS CodeStar 7H 2023 £ 3 H 24 H
— E# AWSCodeStarFullAcc ABHXE. BERWERHER ,
ess BE BT E2&KFEH DescribeS

tacks 24, , cloudform

ation I2F E ListStacks.

DescribeStacks
AWSCodeStarServiceRole AWS CodeStar R AW 2021 £ 9 A 23 H
B - E# AWSCodeSt REEH , LEEBRKRIRK
arServiceRole Bl % AR fis B2 B 1E

R A & BUER L FF AWS

CodeStar R R EHITENE

o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/codestar/latest/userguide/history.html

AWS CodeStar EREER

-3:J DU B

AWS CodeStar FAtRIEHIEE  AWS CodeStar FitRIEHEH 2021 9 A 23 H
AWS SEBENWEE,

WPFERZ ET AWS CodeStar Identity and Access
FEAUTEARBEELE NS IESFEHR AWS CodeStar l IAM B Al g2 FI H B &,
B

o REHET AWS CodeStar F#ITENE

o RAEBHIT iam:PassRole KIS

« BBEEARF AWS IREAH A EFEFEA AWS CodeStar ER

KREREIE AWS CodeStar F#ITEIE

R AWS Management Console HEFZEEFTEIE , FBBENEESS R, ENEESRM
BHHEBRE,

AT EHISEER ] 1E mateojackson IAM EFHEEHSERA TR AR widget MEHER , BARE
codestar:GetWidget SFATRFE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
codestar:GetlWidget on resource: my-example-widget

FELBERT , Mateo EFREBEFHMAIBER , RAFFMER my-example-widget EEFE
codestar:GetWidget EiR.

R AREBHIT iam:PassRole Ky

MRFBINFEEE  SHANEEEHTiam: PassRoleEE , AIXBEHENEE , LAHFEEARERE
# AWS CodeStar,

Bl AWS R TROMREACEEAZES  TTRRUFNESACIRELAE, NEH
AR , CXBRERACEBEZRBHHT,

EEA B IAMmarymajor FAEERMEAEE ST AWS CodeStar FEITEIER , R 4E T SIS HI
R, B , BHERRBEEEFEREAEGRTFNFTT, Mary SERACEEEXRENFTT.

ISR E 186



AWS CodeStar EREER

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURAEERH , AFFM#IT iam: PassRole Bk,
MRIGEERE) |, BEEEN AWS BEEE, FNEEERHENEERE,
BEEERFF AWS IRFAM ABFEFEK AWS CodeStar EJR

BUNRN—EAE  BEMKRFINERAENEEBATNASFIENER, LTS EZ R
EEENHENEXAR, HHXEERERNBERIFEUEHIEE (ACL) AYBRES , &I LUE A ALK
REE T AEFRENE RN,

MEE-—FTH K F2EUTRE

« ZEETH# AWS CodeStar EEXZEELIhEE , 2B AWS CodeStar N1 EE IAM FEEL 6 .

- BETRNMAEEHERS AWS IRF B ERBRHUFIE  F260 (AM EAEER) PHEEE
B AWS 1RF B 5% — 18 iR FEER IAM R,

- BEETHRNMKERNEIERMEE=S AWS IRF |, 528 (AM FAEER) THSFEER
HIEE=5 AWS tRF AW

- WETHRNMTEBBE S0 RUEDE , F2H IAM EAEERPNSFREEHGENATETS
TERMENEHAE BEED).

- MFTHREASEGNEREBRRETEIRFFRCEANZR , 528 (AM £RAEER) 8 IAM
PR EBRE EiRFE.

£ 524% AWS CodeStar API 04 AWS CloudTrail

AWS CodeStar 288 R E S AWS CloudTrail , LIRS HERAE. AGHE AWS REEHPEE
M B {EFC 8% AWS CodeStar, CloudTrail 2% PTG APl HEIYEEEL AWS CodeStar 54, FEELRY
W@ E® AWS CodeStar T AL | LIK ¥ AWS CodeStar API IRENREXNBFW, MREEERT
BRER , BRI LARA CloudTrail B4R ZE S3 FHFETE , 31 WEH AWS CodeStar, BIfE&K

REEM , IKARLUER CloudTrail ERAPNEHEEEHREREMH. £/ CloudTrail WER

B, BUHEREAFER AWS CodeStar, IRHEFERM IP ik, REFBROAE, REFBROEF
B, UREMEFHEEA

EEE—F T H# CloudTrail , HZBAWS CloudTrail {FHAEIER) -
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/

AWS CodeStar EREER

AWS CodeStar CloudTrail FHIE

EEEY AWS IRFF | 2EEMNIIRE EBUA CloudTrail, E5EBI#E 24K AWS CodeStar , &%
SEENSRCERTE CloudTrail B4 |, UREHELRHFHNWEMRIE AWS B4, BALE AWS R
Fogil, BEENTREENEH, WEFHMEN , 328 (FEH CloudTraill EHE L REERIAE

#) https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.htmls

B EEFERCERE AWS IRFHPIVEN |, 21 WM AWS CodeStar , FFRIMIEHR ., RIEFER , ELE
FERAPEUERK  RERSERAEMA AWS B, MREFCHE AWS FEEFFE RS,
Wi AFERINELEEN S3 MFArE. BUREHM AWS B , E—F 5 HMEE CloudTrail
RREFATNENSEHER. MEFRET K F2ETIAR

- BEMIEHRBLER

« CloudTrail BN REMNES

« FRZE CloudTrail B Amazon SNS &4

- S EEEEW CloudTrail HFEESR , AR S ERS UK CloudTrail HESESR

CloudTrail €528 A AWS CodeStar B)1E , I 528 1E AWS CodeStar APl 2Zd1, flin | ¥
DescribeProject, UpdateProject AKX AssociateTeamMember EjfEE% P ILE1E
CloudTrail HFERHPELIEH,

B-SEHSBRERFEISELEBERENEN. S EATHBEHE TSR !
ERESFEARS IAM FRHEBERL.

HZBERE , REEATHEACIBME I I EAENETRELEBRE.

- BREGHHEM AWS RERE.

MBEFHMEA , 5528 CloudTrail userldentity T3,

T f# AWS CodeStar HE5{E=x=1EH

CloudTrail HEFEREE —HZEHFER, —BASHAFMARREHNE—FR , XTSHFREE.
AR BHNEE, FRBHEFEF. CloudTrail BFEILIFKAE AP IR HEERBHEEF , FHitT
SRR EIRFHR.

T 5 EFIFER CloudTrail BFFEE , REBIEFEFMCreateProject Wi AWS CodeStar :

{
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/codestar/latest/APIReference
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"eventVersion": "1.05",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAJLIN20F3UBEXAMPLE:role-name",
"arn

": "arn:aws:sts::account-ID:assumed-role/role-name/role-session-name",
"accountId": "account-ID",
"accessKeyId": "ASIAJ44LFQS5XEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2017-06-04T23:56:57Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AROAJLIN20F3UBEXAMPLE",

"arn": "arn:aws:iam::account-ID:role/service-role/role-name",
"accountId": "account-ID",
"userName": "role-name"
}
I
"invokedBy": "codestar.amazonaws.com"
I
"eventTime": "2017-06-04T23:56:577",
"eventSource": "codestar.amazonaws.com",
"eventName": "CreateProject",
"awsRegion": "region-ID",
"sourceIPAddress": "codestar.amazonaws.com",
"userAgent": "codestar.amazonaws.com",

"requestParameters": {
"clientRequestToken": "arn:aws:cloudformation:region-ID:account-ID:stack/stack-
name/additional-ID",
"id": "project-ID",

"stackId": "arn:aws:cloudformation:region-ID:account-ID:stack/stack-
name/additional-ID",
"description": "AWS CodeStar created project",
"name": "project-name",
"projectTemplateId": "arn:aws:codestar:region-ID::project-template/project-
template-name"
},
"responseElements": {
"projectTemplateId": "arn:aws:codestar:region-ID::project-template/project-

template-name",

"arn": "arn:aws:codestar:us-east-1l:account-ID:project/project-ID",
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"clientRequestToken": "arn:aws:cloudformation:region-ID:account-ID:stack/stack-
name/additional-ID",
"id": "project-ID"

.
"requestID": "7d7556d0-4981-11e7-a3bc-dd5daEXAMPLE",
"eventID": "6b0d6e28-7ale-4a73-981b-c8fdbEXAMPLE",
"eventType": "AwsApiCall",

"recipientAccountId": "account-ID"

& RERSE AWS CodeStar

AWS CodeStar TfE{EA] AWS & iTEINEBE R,

MBRE AR MEEA AWS WRISHE , FSMAWS AR HBERNRYE. NE—BKER
B8 AWS 8,

s

WA LAER TEE= AR E AWS Artifact, FEFMENR , FSBEE AWS BmF FTEBS,

Ry EME AWS CodeStar

AWS £IKERRERU AWS BEMATARSAERZEN. AWS ESRHSEERRERHM 8
TRESE , EEEFUEIEE, sWEENSEREBRRER, BBTHES , BRTERENER
BEANERNE A BREACTAESCEHEBRERE  MASRETEH, THERSNATAE, TiE6E
MERESD , ORE-HSEERPONERERREES.

mFEAWS BFMTAERFANFMER , FSE AWS £IREBFE,

PR EMEZEE S AWS CodeStar

EAZERT , AWS CodeStar ZF| AWS £IKBRZEHNRE. WFE AWS Z2RBELUKR W0 AWS
REEMSHNIEBEET , FBBAWS Exds, PEFHERSNRRZSNREERREBTEN
AWS RiE  FSB %L X AWS Well-Architected Framework R E 5 1R &,

&R LAER AWS B4Ry API FEIY | EIBHEEFEL CodeStar, EAERLEXIETIESR .

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEH TLS 1.3,

- BfeEXEIEFAR(PFS)WEBEM , Hlan DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARE (M0 Java 7 HIEFIRAR) KL EZEELER,

ARRE 190


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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WA, BRLACAFEREH ID FE IAM TREEBNLAEENSR/REE, NF , BALLEB
AWS Security Token Service (AWS STS) RELXERZEBEREEHB R,

RIEFAEE , AWS CodeStar T EEBHRERE. BRIFAIFEIR Amazon EC2, API Gateway B Elastic
Beanstalk FEMERIFEGEE , BAIERA B HWERE AWS CodeStar SFRME LB RRER, EZZ
B, BB Amazon EC2, API Gateway =X Elastic Beanstalk I FHEREE R B BB EWE
E , SiE L ERARAEFE.

AWS CodeStar R#57EE% , TiRME VPC %% (AWS PrivateLink) I | BEETUERZEERER L
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https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
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FHRYFE &l AWS CodeStar

T 3R in. AWS CodeStar AWS CodeStar depends ¥f AWS BREFRHRIEHIRE, BELIRKERE
FIELAUEE, WEWEEZRHENFMENR , BB AWS RBERH .

HREYH AWS IR F &% 333 HER, BERFRHERIE
Hun R EKENBRMERTR (il , &
AWS R F7E CodePipeline R A FFHNEEHE L
BR ) o

IAM £ & v LAFT B #Y AWS CodeStar EERE =@ IAM FAEHRZ 10 @,

=28

WE D HX IDs AWS IEFFAERE—H, HRID &
AZHE 2 @5 , BFMEA 15 BET. A
HNFTAE -

%:'E a EIJ 2 g W%o
EF0E 9, RE,
BT - (BR).

FRAFEAHEMZT , SIMKEFE, 224, .
(F3%). @ (at R’FHR) = _ (JK#R)o

EREHE EEZBETEEEIB 100 B=Fx , MBATEELZE
HBIR A R,

HRRHA FAWEAEE , RENR 0 E 1,024 BFx2
E, ERRPAREMN,

AWS CodeStar EEHWEBEE 100

FRERRETHETRETE FRWEAHEAE , RENAR 12100 BFxt2

B, BREBLAZELEE—EFT. ZFAF
BARZER., BREBETRUAZKRBIER.
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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FEREHREDNE T It EFBHHuMNETSE @, BERRENNE
WA

AWS CodeStarfV & &0 1ZEUE. BIRFFE  AWS CodeStar X BH S & 20 £ & M A R

s E R FEE FEUR® ., TE3& AWS CodeStar & RIRF
£/ .

IAM & EET IAM AT MSERRFHRS 5, 120

B=F 7T,
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WEESZ BT AWS CodeStar

LUTEFATEEABRZE AWS CodeStari iy & R R RE,

&

- ERBEVAK  ERREV

- EREY REEVEREFEHRE Amazon EC2 {HAERF FISEEE

- EXRMBR : AWS CodeStar EREMIBR , BEERMAREE

- EEEAK &L IAM FAEFIEE AWS CodeStar ER A {9 BBk

- FRAK  BES s ERAEEETFI AWS CodeStar E%

- ERKHC BE S ERAEREEFNEEY AWS Cloud9 RE

. EEAH  BES o ERETIEY AWS CodeStar X |, BEZRRERER
- REACHE  BLBIREAG

- REACRE  HEREAGENIIEX

- EXAEME . AWS CodeStar EXF #11T{H# AWS Elastic Beanstalk KE /R ERE KK
- BERAGHE  REAGENRIEX

- EREFR - EREET JRA
* GitHub : BEGREFEMERE L&, BERENR

+ AWS CloudFormation : Bk EFaEIEREHEE
« AWS CloudFormation 7 Lambda #1TA € L #11T iam : PassRole
o #E A GitHub fETEERILELR

EXBUYKAYW . ERKREL

EE . EEHBEUERE , £BFIARRTEILLN,

A{THBE  BERNMERRAS

- AWSIRFHEFEEEX ID NER , RURTREHN AWS EF.

- BRARZEA K IAM EHE AWS Management Console R BE I ERMENET,

+ AWS CodeStar R AR —SHZESHEHNFFT,

- BEEINER-—RZBEERN LR ( H20 IAM, Amazon S3 f#ZErE# = CodePipeline FEENEF
FZEBRRS ) .
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BUEZRZR , BEEAEHKANSCodeStarFullAccessBERERZE IAM EFHE, NMEFMEF , 5
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