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& W] LAE R &R ST HY shell 81T AWS CLI 8% , HI0 . BashPowerShell 5 Z shell, &7 BUE#
i, MEFTHIZEGTITE,
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AWS Command Line Interface

EA LA AWS CloudShell BYE) AWS BB XA, ERARBATEAN AWS REAEREBABHEFTN
shell T/EREERREA. B AWS CloudShell & B , HItER 5 2 AWS CLI iRE2 AWS
R BB  BAZEERTEXAELER, © AWS CLI FE%k L8 shell WiBEEIRES,

mFE AWS % EAWRIIRER EBNFMER , 526 £ CloudShell F1t CLI E AWS fi#.
Shell Mz TE

£ % AWS CloudShell TYERFEXRILE Shell , BRI LERFH GBS Shell ZEEpELIR, FEE
#ER , A LAE Bash, PowerShell Ml z Bt0#Z shell, Bt A ERFEALEN T EMNARER,
IELETFE git. make, pip. sudo, tar, tmux. wget, vim#l zip.

shel| RIECTEAREXELETEHEIES |, W0 Node.jsFl Python, iEXR , a0 , EAI AT
Node.jsHl PythonZE xR , MEFLHMTHITREZRZE, PowerShell £ & ATLAEA NET Core1T B
Faﬁo

WMEFMESR , FSEAWS CloudShell EHIRE | HEMEE,
5 A M

iEiB AWS CloudShell , B LAE =@ REHARZ 1 GB A MMEE AWS EiF B  EFENER,
BEMREEEEMATE ($HOME) |, MEYERBE2AEN, HBEME shell TERREFREZ WK
FRMREERTE , TEHFNERNSRBEIERRZE,

NFEERALRBERREERNFHAEN , F2H BT

(@ Note

CloudShell VPC IRIER B ZFAKFEE. &M VPC RERE (BE 20-30 2% ) , SIRE
MIBR R EF R BIRIERF , MR SHOME B #%.

CloudShell VPC Ri%

AWS CloudShell EFEEH (VPC) TJZ&EE VPC FE 1 CloudShell :RiE, HAEE VPC RIE |
BRI LBk VPC, ¥ 7% , WA — =2 EEZ 284, AWS CloudShell E##& VPC By #8R&H
Re | WA VPC HHMERAERM FHEEA AWS CloudShell Z£#tERH .

AWS Command Line Interface 2
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(]
ZE

AWS CloudShell RIER HERAERIFEREIENRE. ESE IAMFAIEE, RETERERRS
MXF@AN RS/ EEHEE,

£/ IAM EITRFREE

BAEES , B LUFEA IAM BEEE FHMIEE AWS CloudShell &R, B AI B BE |
BEMAETLER shell RIEBSITHNSESE, MEFMENR  F2BEH IAMBEEE AWS
CloudShell ZEIM £,

Shell TEKERERE

FERFHNREEANTHTFERSEDFLNER, MFEFMAER , FSEShell THEEE.

NFEMANTE2E

BFREMARZEME, HELREFELREZMA shel NZBITXFTEEREETE. UFEFHE
E;L ’ nﬁ/ﬁij%’/ﬁ_-iq‘ﬁﬁﬁﬁéﬂﬁt

EHBE 3]

B AR IR IR TR IREF B 5T AWS CloudShell B8, filtn , BB FEERE ( ZEER).
BRANNFERD , UREZENRERAAETECBYR, NEFMAEF  BF2EEFTEHN AWS
CloudShell B&&&.

AL ZEECHHE , YEAETHE R shell , UEREH shell RIEF.

TERERIEIR
TEBSEE R I AE e 8 B ARE CloudShell 4818 i 28 — &%ﬂ}%ﬂaﬁﬁi%I*ﬂ—‘ﬁtiﬂﬁﬂﬁlﬁﬁﬁﬁo 4

REENMBRENENRMKIIEMNBERRSIER , WIHRSBETFERE , B shell A3FEAH
THEEEmMELAL, HEEEEM CloudShell TR | E%?%%ﬁﬁ”ﬁ%ﬁ%’ﬁiﬂﬂ’ﬂﬁﬁﬁo mEE Shell
THEMENFMER , F28 Shell TIEREE

THEEEEROUESESERBBRSIFERTERSHO KR E ENAITHHERF.

(® Note
THEAEXTRHETFREER,
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B E{E AWS CloudShell

AWS CloudShell 2 AWS k% IREFEAN . 718 , BEALHITHHEAM AWS ERTE AWS
CloudShell, Itoh |, thiBRZEEER EMER, MEFMENR , 5528 AWS CloudShell EE,

WMEFMENR |, B2ENREEREMEEH AWS CloudShell,

Ed88 AWS CloudShell =58

« AP9 AWS CloudShell

AWS CloudShell #=

£ CloudShell F#¢ CLI B AWS R
B ET &/ AWS CloudShell BEER

AWS CloudShell ;& RIE : R MEE

KIEE AWS CloudShell 4


https://calculator.aws/#/
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AF9 AWS CloudShell

AENHEFRERPUAEA shell TR ERE AWS CloudShell M# TR I,

B, BE%AAWS EEIEA BN AWS BE, A%, EHNBEREETEE CloudShell
WEEFEHAM Shell BRI D E,

ETR, SuUNEEESPEMHNENR , YRAHER LEERIED, EELEARELZENR

EREREZER , BROATIEEMARAYNIT, K& , B AWS CLI 885 RE I Amazon S3 f#
FRTRE | WA BRFEAREITENWHT,

TR MRAF
IAM B 7]

ETLIEBIS TSI AWS BEREEEE IAM 55 (PIMEA%, SRR ) AWS CloudShell 5
LEEELE

« AWSCloudShellFullAccess : 12 A& ¥ AWS CloudShell X EIhgEH TEFZEE,

EAHERED , B LIE B AWS . ER8MS , BULUEBEY Amazon S3 S3 BB, &
B IAM BB EEZEDEF s3:CreateBucketH s3:PutObjectFFATHIBER,

MEFHMER , 528 (Amazon Simple Storage Service FAEIERE) FH Amazon S3 EfE,

REER

FERB WS R LENREER , ARRGTIRANEAEAHNT. EARER LA FRES , X
BT HIREXNBH R

import sys
x=int(sys.argv[1l])
y=int(sys.argv[2])
sum=x+y

print("The sum is",sum)

REER , UHGESH add_prog.py.

TORIRE 5
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- SB1:BAAWS EEFEA

- SR 2 EWESE, KE AWS CloudShell , AKIEIE shell

- SR 3 & THEEZR AWS CloudShell

- S84 BERLEZE AWS CloudShell

-« SB5: & BHREZR AWS CloudShell

- SB 6. BUFHEEHD

- SBR7 . EFRE shell T/ERE

« S 8 : MBR shell TYERFERE B 8%

s SR REERNERG , WRWSIET

« $B10: £ HEZR AWS CLI #1385 Amazon S3 @R P4

SHB1: BAAWS EEITEA

BB R ALH IAM ERAEEAUENAWS EEXRE, MREEETELAP , FREIER 2.

o BAILGER IAMAWS EEEEA FAEEA URL SRR EEAEEREFR .
IAM user sign-in URL

- BIRGBIESE WM A THE A URL, account_alias _or_id LAEESIRMEMNIEFE BIE KNI
FE ID B

https://account_alias_or_id.signin.aws.amazon.com/console/

« WAZH IAM BARR K REBBEEA,

Main sign-in page

» BARK https://aws.amazon.com/console/,
s MBEBABARFEAULBESEA , ISHRFIEEZAEH, BE IAMFERAE , WAKRERA
RS ID , AREBEET—F,

- MREZHEN IAM ERESTE AN, BHBBERAIESEE HRFBIAZIRS ID AWS
RE. B , FRALZH IAM ZARBE , RAREEZ A,

H #% 6
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® Note

AR ERESDE A, WEDATEFEIRFEHHNAE AWS R#%E M&ER. 82
BRETESBRERAEARBEES  BEREEER. ke , FEEENREREET
BE—E IAM ERENREER,

FSER 2 EEUEE. B(E) AWS CloudShell , A% 1E1Z shell

FESEBAR | S REZEAS RERE CloudShell, ZERAKN AWS EiF , REIRIEREFH
shell , f5l#0 Bash, PowerShell 2 Z shell,

1. BEEEREAWS EH AN  FRIEENESEE  RARENZEN AWS EfE, (THES
eRBETR. )

/A Important
MREYRES , AASENRRE , BERNEHE AWS B8 eBRESTIIXF LS,
BHRAERFAMRERNTMERBIARELARMCESH AWS BE, MREEER
&, AR RN RHFEMER.

/A Important

WMREHE LR E CloudShell B | TEFTIE[EIE AR L AE A CloudShellConsole Toolbar , Al
EXEEETA , IEREESREARBOMEEGSNES, BT &5 , Xom
TRAFUREEEERESTRN BEFANER, NEFHMER , F2EEH AWS &
o

Example
#1451

MRERZFREOM ( BT ) , eu-south-2{EBIM ( FEBEST ) EEMEA CloudShelleu-
south-2 , BIFEEREFHEREABMN ( ZHME ) eu-west-1 , RIFEBUM ( FBIEIT ) eu-
south-2,

S 2 BEUEHE,. EXE AWS CloudShell , A%E#Z shell 7


https://docs.aws.amazon.com/IAM/latest/UserGuide/
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B ETERESEAREEZE , BN (EEE ) , eu-west-1 BAFTEEREHSEFRMEE
B CloudShell T/EPEER, TERREHTAERSEE L MA MK EE CloudShell BB RE F UK
@A,

2. ®HPAWS EEXERE , BULLRET I E R —EZEHREE CloudShell :

1. B85 L | #$F CloudShell B,
2. EES AP , WA "CloudShells , A#%iE#E CloudShell,
3. ERIEEFH/N T EA | iEIF CloudShell,
4. 7£ B Console Toolbar T AH# Li##E CloudShell,
« WA LAHER REFFE CloudShell TEREBMNEE=,
o BAILE-THEMBERZSIFEBBR , # CloudShell TERRIIBRALERE,

HIEHSIRRE , ¥R Shell EXERIFFHBES,

(® Note

RSB R EERTIEREN S EE B BRI RIZE AWS CloudShell , 52 S pYE AL BI R 2
RIE L E M EZ BT AWS CloudShell,

3. FEEEEMAMMERLRE Shell, FEGTIRTPEAREXEHE,

Bash
bash
MRENRE Bash , i RIRAIFTH FHREEFA $o

® Note
Bash 2 E(E K #1/THITEER Shell AWS CloudShell

PowerShell

pwsh

SEB 2 BEUE. BXE AWS CloudShell , $21%i2#Z shell 8
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MR E PowerShell , Bl SIR AT EF A PS>,
Z shell

zsh

WMRIEGIHE] Z shell, BTRRIF TN FREEHFA %o

%II

MEEBEXREE shell RIBPHIRANE
BERE.

, 552 AWS CloudShell ;sEEBIE R shell

S 3 1 TEEZR AWS CloudShell

(® Note
LRBTEAR VPC RE,

I FREER L 5| EETHER,
1. BETHER , FodEE  RARNEBETEETIESR.

FEENEE R T B8 REFE T o
2. ETHERHELIAS  BARZTHHERREE.

(® Note

BUUEEEETHNERGFERABYH AR, FAEYKEEEEE , BARE88/
home/cloudshell-user/#FHiBEFME, ALt , BEETHEZ A HWERmydownload-
file, THIMERHZERIER

- BEEEE . /home/cloudshell-user/subfolder/mydownloadfile.txt
- YK : subfolder/mydownloadfile.txt
3. & Download (T &),

MRERBEER  AESBEREELIR, SrUERARHEESRRAMEAERERAEZANESR.
HE , BUURERREEFIRRER LNERK,

SER 3 ft TEEZR AWS CloudShell 9
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® Note

EIR1E LBRED CloudShell B¥ | 3% A T £&1EConsole Toolbar, A LL#E CloudShell £33
A f#EH Chrome Web BIEEE TEIEZR,

HER 4 KEELEE AWS CloudShell

(® Note
RERERAR VPC RR.

LB RRAMAEEER , ARBEBETAHEPNTE &,
1. FERELENNIERE , FERTIFABATI®GS
pwd

ERIEZT Enter i , shell EEEEBERWI/EBS (N, /home/cloudshell-user),
2. ETEREERLEFTHESE  BAEE , ABRRMERPEELEESR,

HEEREFELRENET.
3. i##E Browse (BIE).

4. ERBOERELEHFLSRT , BRER/LHABRE (add_prog.py) EUWNFER , RE=R
ERRLG

5. ELEBERHELIRS , BELE

EESER E, MREERD , ARE®Radd_prog.pyE#EEE B &R B 8%,
6. ZFERY ERMBEH% , B8 A make directoryies 8% : mkdir mysub_dir,
7. BELLENERTFIEHKVBEZBENRES , BEA WS :

mv add_prog.py mysub_dir.
8. HERIEXREBEAWABHK , FWA cd mysub_dir,

WHRREH  KRAEEBEIER&.
9. FEMRBABHKMNAR  mysub_dirFF#IA 1sti®.

SER 4 . #BEZR LEZE AWS CloudShell 10
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ERAEER

HER 5 . 1 BBRIESR AWS CloudShell

THEEHNATESIH, ESFEEM LENESR.

It 25 BRER B I S FP B BRAE 3 AWS CloudShell,

1.

EER BRRIEZE AWS CloudShell , 55 AEXE shell 75

rm my-file-for-removal

EEBRNSEERHENSERER  FIT find® T,

TIEHEBREBTF LSRR "pdf WAIEER,

find -type f -name '*.pdf' -delete

(® Note

Bl rm (BBR)

BRER R4S E AWS CloudShell RELIEER AWS EiF, A% , ZESTPHNESAMEEESDY

EREEEEHENZEEBBR, NEFEET

HER 6 BT HKIRD

125 BRER B AN 2 3 = B %010

1.

B ER

EEXBEHARVEEFERR,

HOME_BACKUP_DIR=$(mktemp --directory)

SERLAMER T E A —EEERE I FD
a. fEAtar BEAROER

EFEMH tar BAUBORER , FWATISS :

B A

SER 5 # BBREZR AWS CloudShell
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tar \
--create \
--gzip \
--verbose \
--file=${HOME_BACKUP_DIR}/home.tar.gz \
[--exclude ${HOME}/.cache] \ // Optional
${HOME}/

echo "Home directory backed up to this file: ${HOME_BACKUP_DIR}/home.tar.gz"

b. R zip BAROESR
EEMA zip B ROER , FRATIGS

zip \
--recurse-paths \
${HOME_BACKUP_DIR}/home.zip \
${HOME} \
[--exclude ${HOME}/.cache/\*] // Optional
echo "Home directory backed up to this file: ${HOME_BACKUP_DIR}/home.zip"

2. BiEERB®HE CloudShell S5
B LAER THIHEP—ERIE , #iHE0ERE®E CloudShell 7450 :
a. EAXAMEMETHBOESR

FBAUTHEEL—BAFRPEIYNER, MFWMAE CloudShell THERNFHENR ,
BBt T#HIEZR AWS CloudShell,

"
®

ETHERYRELRD  WAZETHNERREE (HlW0 /tmp/tmp.iA99tDIL98/

home.tar.gz).

b. #fEHPEREWZE S3
EEELRTFITR  FWATIGS :
aws s3 mb s3://${BUCKET_NAME}
5 AWS CLI i REHRE| S3 RFATHE

aws s3 cp ${HOME_BACKUP_DIR}/home.tar.gz s3://${BUCKET_NAME}

$E 6 B FHEEG 12
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® Note
AREEXNERERER,

3. E#EEHNE S3MHFir#

EERERRNESIREETR , FRATI®S

aws s3 cp \
${HOME}/ \
s3://${BUCKET_NAME} \
--recursive \
[--exclude .cache/\*] // Optional

FSERT7 . EWRE shell TIEREER

It ERER At E R R ED shell THEREER

(® Note

EAZER , MRERBETEHBENISIZNE shel BE , TERRESEEFLL, RE™H
HITH IERBRLEEHELE., MEFMENR , 5528 Shell TIEFER,

1. EEEFRE shell TR , FHRIZEE. EFRE,

EBEWBEFHEE AWS CloudShell Z1E B 8T RAFEERA S TERERIEZ AWS EiF,
2. EEMWR , BREEWEE.,

S EE®ER CloudShel EERBERFLNAL ., RBELIEHFREE , B SIEN TR
BRPRBERT S,

(® Note
EREERAT  BHNRRIEEEZ D ENRE S EEXNME,

SER T . EFRNED shell TIERSEY 13
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B2 8 : MBR shell T/EMEERE B 8%

It 25 BRER B AN faT M BR shell THEFEER

® Note
IREAERAR VPC RB, BELEFME VPC RIER , SMRHEE B &%.

/A Warning

REBREBHKRTAERNEE , AP FREZEKTFNRAEERNSREKAMER. 1B , T3
BRT , B8 EEEILER

s BMAEHMER TS , HEEFE AWS CloudShell EE&EIRIE, MIEEB & AWS
CloudShell & ﬁ@ﬁﬁiﬁaﬁmo

JJ:EH% , BRIEBE Eiﬁiﬂlﬂ AWS CloudShell E/AE&E)J : EEU%K&W#EE1%EE§@F?%EEHV
B Bh I BR.

MELEERABEFERER , BEZEMFEA Amazon S3 2 B R,

1. ZEMIER Shell TEREL |, 5B EZEE. MR,

RFEBEHE , MBER AWS CloudShell X B Sk Bk B 5 FMAEL AWS CloudShell IRIBEHHFTE
&*

® Note
BEERRLBE,

2. EEMWIEMER  BENXFEABALTE A Delete , REBIZIZE Delete,
AWS CloudShell =1t B 51 RHIFTEER B TIERE AWS EiE, BaUEITHNRERRE
CloudShell VPC R,
EERVHIRE B2 EHBER.

4. FEEEY CloudShell VPC IRiE |, 551 Z2E Y VPC R,

$EB 8 : MIBR shell TIERSER = B % 14
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FE)AE R shell TERER

ERWmTSI , A LABEE shell THEMBBRIER exitTEH, AR BAIRE[TREIER
W HEAEE A AWS CloudShell,

SR REERNERS  YEAGSIHT

WS RRBUAERRALERENVIMBERRER B8R, AR, BTN SIEZERBAERH
7o

1. EERELEL—ALSRPLENER  FWATIGS
vim add_prog.py

shell AEEEHEBIBEUERVIMIRESS,
2. ZERFE PPERVIMm, B I8, BEFRERE , EEANER=ZEHEE K mTEMERZFE,

import sys
x=int(sys.argv[1l])
y=int(sys.argv[2])
z=int(sys.argv[3])
SuUm=x+y+z

print("The sum is",sum)

(® Note
MREE X FREAFRESRYMALZEINE , IEBETES, BRANZITXFIES
EEETH. FRAREM LY  BUUERLIREBETEYF, IREHRENFRER
B, BEER L,

=
%
3. WEREAR , HEsc EAVIMBTEN, AR, WA :woin T REFERLE RFEESR.

® Note

MRERVRER Vim RN |, —FRETRERRESTEANBAR ZBIRE
BB, MEERVNGEREARRE  EEATTER. BANXFRERABARN,

SR FERRNEXNS , XEATSIHT 15
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EEEABRAER BRI, EEHEAGTESN | #51% Esco ME Vim MEM AT ITE
B EEAHE A AWS CloudShell , 5528 BE T EH shell 2 FHER

4, EEXGHIREL , BOTTIERX , YEE=EHKFETAA, TENOT,
python3 add_prog.py 4 5 6

moAEERERAYE : The sum is 15,

B 10 : EH BBHEZE AWS CLI #1184 Amazon S3 EEEFEFH
Y14

EHTSRD , EEE Amazon S3 RETE | RERMEA PutObject FEKEXBERNEAXRELR
B,

(@ Note
RYBERIERAWMME AWS CLI HfEH AWS CloudShell ERE I AWS FRISEE), AL

&, BTAFETHIRZEEMEMER. A, RAEEEE Shell PBES S |, RILEFR
EBEA AR,

1. FEEEEN PEUREFETR AWS BE , FRATIGT

aws s3api create-bucket --bucket insert-unique-bucket-name-here --region us-east-1

(® Note

MRBEE us-east-1EBEHZHARUFTFETHE , create-bucket-configurationi®
£/ LocationConstraint S8## UIEE EiE. U TREHIFEE.

$ aws s3api create-bucket --bucket my-bucket --region eu-west-1 --create-
bucket-configuration LocationConstraint=eu-west-1

MR , R ERRRE RBNEE  BERTI@EE.

HER 10 : R #EHER AWS CLI #1385 Amazon S3 17T H AV 16
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{

"Location": "/insert-unique-bucket-name-here"
}
@ Note

MREFEFmARFITEOAA , BIE@R TR | [ CreateBucket
InvalidBucketName) #5732 : 5§ ER FEFRT BB,

2. RELBERYBERME/YHEEREYNRFETR , FHW PutObject’s %,

aws s3api put-object --bucket insert-unique-bucket-name-here --key add_prog --body
add_prog. py

W EEE Amazon S3 RfFETEEE @SSR TRARBNCE , BETHE@E

{"ETag": "\"abl23cl:w:wad4a567d8bfd9al234ebeea56\""}

ETag REHRMHNME, SR UERLHERRE LEE Amazon S3 2 Y EEM,

FBAERE

£ CloudShell 1#¢ CLI & AWS R
FEABERH CloudShell 2 EER L ERE
AWS CloudShell =

BHET4&H AWS CloudShell B85

HEEE 17


https://docs.aws.amazon.com/AmazonS3/latest/userguide/BucketRestrictions.html#bucketnamingrules
https://repost.aws/knowledge-center/data-integrity-s3

AWS CloudShell EREER

AWS CloudShell #2852

THHBRERAMMAERER &, ETERMAETENNENES AWS CloudShell,

HEREE HE—FTHE
BRZEER the section called ‘22 5R1E : BRZEER"
BIEEFEEZURLS ?27?

#£ AWS CloudShell RE & Docker Bagififtix  277?
£ Amazon ECR

£ AWS CDK #BZ Lambda & ?2?7?

EARBERA CloudShell 2 BERZERER

AYBRERFUAEAREEFM CloudShell 2 EERZERER.

£/ AWS CloudShell R , BRI LA — X EABERH shell RECELERTHE—ER, ZEREE
£ CloudShell MAMEK c BERZEER , FEHA T HE P —EiRE .

« Amazon S3 : TEAEE KA CloudShell 2 EERERE | £/ S3 EETBMAEN.
BiaER  BEE—BHREENXPWZEESR , AIFEA CloudShell M HE L& T #,

(® Note

B CloudShell T AFFEABBRBERRE , R BAEEFER scpR FdHrsync , FEARH
2SN CloudShell EEIRE C BERSEER.

/A Amazon S3 N BN THZEER

I BERBA A E A Amazon S3 LB TRZEREE,

HBERE  BRZAEER 18
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FORIFAF

EEFAREEEIYG , BFE IAM BEERZE FEH1T T %] Amazon S3 API B)fERIEF T :

* s3:CreateBucket
* s3:PutObject

* s3:GetObject

* s3:ListBucket

W% Amazon S3 BIERYTEIFE |, 52 B Amazon Simple Storage Service APl 2E R B 1E,
AWS CloudShell £/ Amazon S3 #ZEER &=
1P BRER A A 6E A Amazon S3 EESERE.

1. 1£ 1 AWS CloudShell , #1T F5s3apREIL S3 fEFETE -

aws s3api create-bucket --bucket your-bucket-name --region us-east-1

MRFILED , R ERRRE S3 RBHELE

{
"Location": "/your-bucket-name"
}
2. KEBPHERRAUEBER L EERAEIE. EETIEP—@EZERLEER

- AWS EEB X4 : fEfdrag-and-dropfSiERMER KX L EERHEFTE,
« AWSCLI : FRREEXAMEM LN T ERAE , FAGHIKERNER K LEZFETE,

Using the console

- BABK Amazon S3 £ & , #utA http : //https://s3.console.aws.amazon.com/s3/.

( REME AR E AWS CloudShell , BEZ BB A EHA, )

- EEAISEERTD  BERETRE  ARZRELELEERRFERNREFIREEE, &t
ALLRERNREITERENCRENFERE.

/A Amazon S3 LEMNTHZEER 19


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://s3.console.aws.amazon.com/s3/

AWS CloudShell EREER

- EEZENCELENRERNERK  FRELE, A%, BEERWERNERIEREE
EARED  HPIHENREETRINYGF  NBENEERIHEER R,

BB ERESI7E Upload (L8 EE L.
o EEUZEUS RS HEFIENESR.
- FEMERNERNEERETR  FRELE

® Note

B T2 A B REEARENANAR , %28 (Amazon Simple Storage
Service (ERE ) RIMTIHMENERR LEE S3 HiZEHH 2.

Using AWS CLI

@ Note
SHET LRI | SFEEEAMER E L3 AWS CLI TE |, WERE BFE LAWY AWS AR
%, MEFHMENR , 5528 (AWS Command Line Interface fEA&EIEE) https:/
docs.aws.amazon.com/cli/latest/userguide/,.

- BB AWS CLI TEX#IT T Faws s3am+t , SEENREEFBEAKER BB &NA
BREZ -

aws s3 sync folder-path s3://your-bucket-name

MERLSHRY , AISHEHEEREFrENSAYHFERLEEAL,
3. iR[E CloudShell s i A TS , LAED shell IREAHHE % S3 EEFEITRNAR :

aws s3 sync s3://your-bucket-name folder-path

/A Amazon S3 LEMNTHZEER 20


https://docs.aws.amazon.com/AmazonS3/latest/userguide/upload-objects.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/

AWS CloudShell EREER

(@ Note
BB - -exclude "<value>"#H --include "<value>" ZEF B Esyncin
T, UBTEAEE IR TSR ERRI D4
MEFHMBES , 528 (AWS CLI s 528E) P EAS RN T SE &GRS,

MREZ K, SRR REFETRE BENSEERNTERAS.

(® Note
/A BLash , RFLUEERS XA MERNERERRE SRR B i,

AWS CloudShell /8 Amazon S3 #£ TERZEER
LS ERERBA a0l fE . Amazon S3 THZEREZER,

1. fEFA AWS CloudShell a5 5% , i AT 5laws s3an D RES S3 FEFETEEE shell IRIFEH B B H 8%
AR :

aws s3 sync folder-path s3://your-bucket-name

(@ Note
BB A - -exclude "<value>"#H --include "<value>" ZEF®Esyncin
T, UBTEALE IR TSR ERRI D4
MEFHMBES , F28 (AWS CLI 528E) P EAS RN T SEEFRE,

WRESKY , AEHEHMEEREFFENSEY4HER LEAL,

2. BREFFENABTHESHER, BN Amazon S3 TEAFXETHZ AN  RLEEERE
A AWS CLI ZREAXHEKR LN TR,

£ AWS CLI TENGSY , BITTHHS :

aws s3 sync s3://your-bucket-name folder-path

/A Amazon S3 LEMNTHZEER 21


https://docs.aws.amazon.com/cli/latest/reference/s3/index.html#use-of-exclude-and-include-filters
https://docs.aws.amazon.com/cli/latest/reference/s3/index.html#use-of-exclude-and-include-filters

AWS CloudShell EREER

MREZRY , v ISR RESECENIHEZANBEHZTNERNTHAL

(® Note

SHETRIE  AREEEABMER R AWS CLI TE | WERE BEAFW AWS Bk
%, MEFMET , 5528 (AWS Command Line Interface &) https:/

docs.aws.amazon.com/cli/latest/userguide/,

ERABRMBERNR LENTHSZELER
5 WR A M AR AR R LA T RS AR

f£H zip/unzip A AR , B UE H#FEPRESEARER  ELERTRAE—ER, LABX®HEL
Z#E CloudShell BEERIEH,

MEFALERRTENFRES , F28 FHETEM shell 2AER

AWS CloudShell FABEER XA ZEERLEE
WX BRRBNAFERBRREER R L EZEER

1. HEAMERLE A FEELEEREENRNHER

2. & CloudShell , AR ZEBHE, LEER

3. HELBERUFELHY , BERINER A ARBELRERUNBHEERRK,

4, ELEERYFTHRED , BELE  SERNERMIEE shell RIK,

5. 7 CloudShell i =5Id |, BT TFHGS , # zip HFENWASTHBEEIEEMN B & -

unzip zipped-files.zip -d my-unzipped-folder

AWS CloudShell F FBMHEER R THZEESR
WL EBRRAMAEABREERRTHZEARR
1. 1 CloudShell %A , BifTT T , KB EZRPNFIEERMEERBEER K

zip -r zipped-archive.zip *

ERBREERNR LENTEHSEESR 22


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/

AWS CloudShell EREEE
2. EEPE. TEER,

3. ETEERYFELSRD , WABRBER KWK (B0, )/home/cloudshell-user/zip-
folder/zipped-archive.zip , RAEBIETH,

MR , AEREE SRS RAMBMBHENRIEEREFEFIHERNEE,
4. HEAMERLE  SREVTUBRBHETINBHEENRAR,

£ CloudShell 23 Amazon S3 ¥4 TELEZEE URL

RHBRER\UMELRLHEEN URL , UEHMAHA Amazon S3 ¥, HRYHHEEEHA
RKIEEHCHNZEEAER , HtERFELEEE URL A AR AT AER RV R A TR 4,

FORIRH

- BB AWSCloudShellFullAccess BURFriZ I ZEEF AT HY IAM EA &

- MFBEVUTALEE URL FIER IAM 579 , 528 (Amazon Simple Storage Service EFAEIER)
Y B At A A 4

HEBR 1B IAM BEUEFE Amazon S3 RFEITRIFEUE
IS RFAMAEY IAM ABREF Amazon S3 EFETRRHNFEUE,
1. EERSTHAN IAM FEMEER , BT get-caller-identityd® AWS CloudShell,

aws sts get-caller-identity

MREFUED , ST ERRECUATHER,

{

"Account": "123456789012",

"UserId": "AROAXXOZUUOTTWDCVIDZ2:redirect_session",

"Arn": "arn:aws:sts::531421766567:assumed-role/Feder@8/redirect_session"
}

2. MEBLEL—ESBIRENEAEEN  LHLFRE CloudFormation B4, HEAREY
AM B, HABEET.ATRNHESBERRZT.

Resources:

HERE BURLEEZFURLs 23


https://docs.aws.amazon.com/AmazonS3/latest/userguide/ShareObjectPreSignedURL.html

AWS CloudShell EREER

CollaboratorRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17

Statement:
- Effect: Allow
Principal:

AWS: "arn:aws:iam::531421766567:role/Feder@8"
Action: "sts:AssumeRole"
Description: Role used by my collaborators
MaxSessionDuration: 7200
CollaboratorPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
's3. !
Resource: 'arn:aws:s3:::<YOUR_BUCKET_FOR_FILE_TRANSFER>"
Condition:
StringEquals:
s3:prefix:
- "myfolder/*"
PolicyName: S3ReadSpecificFolder
Roles:
- IRef CollaboratorRole
Outputs:
CollaboratorRoleArn:
Description: Arn for the Collaborator's Role
Value: !GetAtt CollaboratorRole.Arn

3. #% CloudFormation S8R FEE A WEREF template.yaml,
4, fEH HARBBHE | WFEBFW deploy@m HTREL IAM BE,

aws cloudformation deploy --template-file ./template.yaml --stack-name
CollaboratorRole --capabilities CAPABILITY_IAM

SER 1 B IAM A6 LR F¥ Amazon S3 fEFETE MY ZEUE 24
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ELRLEER URL

IS ERRAMMELETE XEZR URL,

1. 7& HEEAIRERS AWS CloudShell , FIIETHRERXE, HEXBEEIT URL , EBES S, EHE
BESEEFER AWS BB XS,

import urllib, json, sys
import requests

import boto3

import os

def main():

sts_client = boto3.client('sts')

assume_role_response = sts_client.assume_role(
RoleArn=os.environ.get(ROLE_ARN),
RoleSessionName="collaborator-session"

)

credentials = assume_role_response['Credentials']

url_credentials = {3}

url_credentials['sessionId'] = credentials.get('AccessKeyId')

url_credentials['sessionKey'] = credentials.get('SecretAccessKey')

url_credentials['sessionToken'] = credentials.get('SessionToken')

json_string_with_temp_credentials = json.dumps(url_credentials)

print(f"json string {json_string_with_temp_credentials}")

request_parameters = f"?
Action=getSigninToken&Session={urllib.parse.quote(json_string_with_temp_credentials)}"

request_url = "https://signin.aws.amazon.com/federation" + request_parameters

r = requests.get(request_url)

signin_token = json.loads(r.text)

request_parameters = "?Action=login"

request_parameters += "&Issuer=Example.org"

request_parameters += "&Destination=" + urllib.parse.quote("https://us-
west-2.console.aws.amazon.com/cloudshell™)

request_parameters += "&SigninToken=" + signin_token["SigninToken"]

request_url = "https://signin.aws.amazon.com/federation" + request_parameters

# Send final URL to stdout
print (request_url)

if __name__ == "_ _main__":

ELEFELEEEN URL 25
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main()

2. BEABHEEFERS WERPshare.py,

3. RHEHMITTHIER , £PHEE IAM BEH Amazon Resource Name (ARN)
CloudFormation, % , ZEPythonfECIEFFEAECRMEERLZEEAER,

ROLE_ARN=$(aws cloudformation describe-stacks --stack-name CollaboratorRole --query
"Stacks[*].0utputs[?0utputKey=="CollaboratorRoleArn'].OutputValue" --output text)
python3 ./share.py

ECIEEERMIEETIEZ—TH URL , BUEEE A AWS CloudShell , AWS BEEERAHE
BT LAEZETRE 3, 600 ¥ (1 /ME ) ATL£EH Amazon S3 FEFEEFEFHmyfolder/& ¥
R, BEAERSE—/NEREH, FHPER  BEESELBFIFETITE,

1£ CloudShell RZE Docker Bey , WA H#IXE Amazon ECR &
FE

AHBRERPUAE FEZEMNERE Docker 8% , AWS CloudShell % EH#3i%XZE Amazon ECR f#
FE,

FORIRH

. BRBEREVENGE , FEEBYMHIEZE Amazon ECR f#1FE. MEME A Amazon ECR f#F
EWFFHER , 528 (Amazon ECR A EIERE) P8 Amazon ECR A ERFE. WMEFEH
Amazon ECR #XBGFIENF W EMAERN , 5528 (Amazon ECR R EIER) PHHEEREG
FRER IAM 55,

HEREER
Ty 2 REMRMER CloudShell M EZEE Docker 88 , WASHHIXZE Amazon ECR f#1EE.

1. EEXEHEPEUFNERR,

mkdir ~/docker-cli-tutorial

2. EESEERINERR,

HERIE : 7£ CloudShell REE Docker BES M #iX = Amazon ECR 26


https://docs.aws.amazon.com/AmazonECR/latest/userguide/Repositories.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-push.html#image-push-iam
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-push.html#image-push-iam

AWS CloudShell EREER

cd ~/docker-cli-tutorial

3. EIZEM Dockerfileo

touch Dockerfile

4. FERAMNFHmERR , B0 nano Dockerfile , A BRYEM TIRBTHIHESP,

# Dockerfile

# Base this container on the latest Amazon Linux version
FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install the cowsay binary
RUN dnf install --assumeyes cowsay

# Default entrypoint binary
ENTRYPOINT [ "cowsay" ]

# Default argument for the cowsay entrypoint
CMD [ "Hello, World!" ]

5. Dockerfile REEEBHFRE. FBHIT REERSRdocker build, fEMeasy-to-typedI &BR
A, UMtRRTHER,

docker build --tag test-container .

ARSI EREEA ().
£ H#1T docker build Ti T HI B AWS CloudShell,

6. BIBETMLVAERS , UBREREEEBEHESIT AWS CloudShell,
docker container run test-container

AP docker BREFHITI T HIRE AWS CloudShell

7. BRELCHELEEEEN Docker By , BEEHKIXE Amazon ECR #1ZE. NMREBERE
B Amazon ECR f1FE , &1 LARKIB L5 B,

T T TS REILAZHEREN Amazon ECR REFE,

HERERF 27
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ECR_REPO_NAME=docker-tutorial-repo
aws ecr create-repository --repository-name ${ECR_REPO_NAME}

FARE REI Amazon ECR f#EEM S & AWS CloudShell
8. X3 Amazon ECR EEE 2% , AL Docker B EIXREEE.

1T T~ 5655 LAENE Docker B Amazon ECR & A B,

AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
ECR_URL=${AWS_ACCOUNT_ID}.dkr.ecr.${AWS_REGION}.amazonaws.com

aws ecr get-login-password | docker login --username AWS --password-stdin
${ECR_URL}

A RHELE Docker 2 Amazon ECR E ABEMN S ES,

(® Note

IR K7 CloudShell 58 FEAWS REGIONBIEEE K HEEEEHM PN EREE
AWS EiF , BT TGS :

AWS_REGION=<your-desired-region>

9. fEM B Amazon ECR FEFRREMRE , REBEEEEZMEE,

docker tag test-container ${ECR_URL}/${ECR_REPO_NAME}
docker push ${ECR_URL}/${ECR_REPO_NAME}

AR EH B Amazon ECR #EEEZIMREN S BE,

NMREHEFRTRAHBREREINERNETEE , F2EL VS — B UIEH .

==
/B PR

BRI E SR IAE Docker B EfEE Amazon ECR EEE. ZE® AWS CloudShell :REFRBEREE
AHEREFEINER  FHTTIIHD.

cd ~



https://docs.aws.amazon.com/cloudshell/latest/userguide/troubleshooting.html

AWS CloudShell EREER

rm -rf ~/docker-cli-tutorial

- fBR Amazon ECR f#12E,

aws ecr delete-repository --force --repository-name ${ECR_REPO_NAME}

1£ CloudShell AWS CDK H £ %2 Lambda B

A BRERPUMEA CloudShell AWS Cloud Development Kit (AWS CDK) A #% Lambda B
HBELIRE,

FORIRH

- 5| BERIR S FEEE 2 AWS CDK. MFMEA 5| B/ MEES AWS CDK |, 52/ ( AWS CDK
v2 FREBABER) PH5IE, MREERBREIRS , /A LE CloudShell cdk bootstrapH

- FRELHEAKERNED IRFHNEE. EREAEESH .

T Y B REBRM{ATTE CloudShell AWS CDK A {Ef #8& Docker Z85H Lambda E#.
1. EXEHPEIUFTNERRK,

mkdir ~/docker-cdk-tutorial
2. BEFLBINERK,

cd ~/docker-cdk-tutorial

3. TEAR#ZLHE AWS CDK Ak,

npm install aws-cdk aws-cdk-1lib

ARZ%E AWS CDK kit 2 in D&
4. HEEBIYNERRPETETL AWS CDK BEE,

HERE . £ 5T Lambda EE AWS CDK 29


https://docs.aws.amazon.com/cdk/v2/guide/bootstrapping.html

AWS CloudShell EREER

touch cdk.json
mkdir 1lib
touch lib/docker-tutorial.js lib/Dockerfile lib/hello.js

5. ERAXFHmESR , Hl0 nano cdk.json, AR BRALE TIABERES,

app": "node lib/docker-tutorial.js"

6. BERX 1ib/docker-tutorial.js X , ¥ TIRBAEA,

// this file defines the CDK constructs we want to deploy

const { App, Stack } = require('aws-cdk-1lib');
const { DockerImageFunction, DockerImageCode } = require('aws-cdk-lib/aws-lambda');
const path = require('path');

// create an application
const app = new App();

// define stack
class DockerTutorialStack extends Stack {
constructor(scope, id, props) {
super(scope, id, props);

// define lambda that uses a Docker container

const dockerfileDir = path.join(__dirname);

new DockerImageFunction(this, 'DockerTutorialFunction', {
code: DockerImageCode.fromImageAsset(dockerfileDir),
functionName: 'DockerTutorialFunction',

1)

// instantiate stack
new DockerTutorialStack(app, 'DockerTutorialStack');

7. PBRX lib/Dockerfile , ¥ THRBREAE S,

# Use a NodelS 20.x runtime
FROM public.ecr.aws/lambda/nodejs:20

HBREERF 30
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# Copy the function code to the LAMBDA_TASK_ROOT directory
# This environment variable is provided by the lambda base image
COPY hello.js ${LAMBDA_TASK_ROOT}

# Set the CMD to the function handler
CMD [ "hello.handler" ]

8. BARX lib/hello.js BR , A TIARAHA,

// define the handler
exports.handler = async (event) => {
// simply return a friendly success response
const response = {
statusCode: 200,
body: JSON.stringify('Hello, World!'),
};
return response;

Iy

9. A AWSCDKCL ERERIBEER. BHEIEENIRSE,

npx cdk synth
npx cdk deploy --require-approval never

£ AWS CDK CLI 6 BRI BBE RN T BB
10. MY Lambda BREIREZFRIBE.

aws lambda invoke --function-name DockerTutorialFunction out.json
jq . out.json

AR A Lambda REIZ S S 1K,

BEECHKIER 228 Docker 858! Lambda BBl AWS CDK, MFEMEH AWS CDK |, 58
28 AWS CDK v2 B A EEfE, MREBEERERAHEREFETHERNETEE  E2E
AIEEHHIED B — B LA S5 B,

HBREERF 31


https://docs.aws.amazon.com/cdk/v2/guide/hello_world.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/troubleshooting.html

AWS CloudShell EREER

=
/B PR

R

BB ECRIIER 262 Docker BE5HE Lambda B8 AWS CDK, 7£ AWS CDK BEXd | 1T T3l
SRMBRAEABBRNER, RESIRREREEMER,

npx cdk destroy DockerTutorialStack

« HEH AWS CloudShell RIFHBBREEAHBREFRINERNER , FHT TG

cd ~
rm -rf ~/docker-cli-tutorial

32
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AWS CloudShell #%:

AERANMAES ENEREREE AWS CloudShell I #1174 E EiE,
=B

« BE AWS CloudShell &

£ P I/E AWS [EIE

- FRAERNHE
« EEEATHERERHFE CloudShell
« £ Docker

B8 AWS CloudShell fH

WAL AWS EEE 12 A M EE CloudShell A EIhBEConsole Toolbar,

THE&EREEEME LS {ER#E AWS CloudShell SEE 8

aws i | Q Search [Option+S] Q (0} ] United States (N. Virginia) ¥

CloudShell @ Ec2 [ Lambda & s3 [ Console Home @) vPC @ 1AM Identity Center

2 Cloudshell )19 Z e

us-east-1 +
6

~$1

CloudShell Feedback © 2025, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
.

1. AWS CloudShell 85 3IRE , B LAMEREREFH shell R#ATHT. IHRIFAGIEHBE RN
She“ ;G:E:iﬁgo

EE AWS CloudShell & 33



AWS CloudShell EHAEERE
 RRIREREIEE | £/ BalEEHIT AWS [EiF AWS CloudShell B9
A+ BERR—ETHREE  HFESSEY. EFNREBANMRRENRE,

. BENRERIBEMEFERLE. THMEEER, FFHEE AWS CloudShell FHBR AWS
CloudShell £ B ##1E,

A~ WN

® Note
EIR1E LRE CloudShell BF |, #5%£45 F T #3#I8Console Toolbar,

o

EFHRE S PRSI ER |, RHULEEFE CloudShell THERERHYIRE,
6. RFREREE , B LUARETER shell 858,
BRI , R TILRIELRG
« % CloudShell E7~RE) CloudShell,
- REAOBERRHEADE, EELERXNEROBER, MESHNTHR 6 AREERR.
- FEEX CloudShell WEREIEE , FBHEETHIHH—@EiRRE .
- REIEERE CloudShell , AR BEEREOER., MBLNTR , ARBERKX,

. 'Td_: FRAETAERE CIoudSheIIConsoIe Toolbar , AR BEEFNBIERRSIEBFHEE
, Feedback, #TiB&MTm , ARBEERR,

\'

® Note
EI&1E LEE CloudShell B |, #£ 6 = R B #5218 Console Toolbar,

« THREMNBLEBREMERKRR , L EFT Cookie MHFRE,

£ P IEAWS B
28 1 REAT AWS B 1 SETBEE,

BRI ERESERERERNGSERS , WBEE AWS BiE £RAN . 8BEES % , RESE Shell
THEERERIMEZRFTHTHIEERRRSENRE,
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/A Important

- B &ZEM 1 GB NFAMRE AWS BEH, BFAMREFEFRELNEE &P
($HOME), EXRTFREEBHPNEMEAER, B EXHESHEHRVR—ME - AWS
B, A EMENMRERFPAEEFRATREZNRE.

FAMBEIERNRARBOUSRESEE, NFFAER K F2EEALRT.
- FAMRETERAR AWS CloudShell VPC 3R,

15 WTEER{E AWS [EIFHAWS CLI

ERBMERRESEREE AWS T /R FEAENERZENEAER AWS CLI, E&1E T
BEREMRE) AWS CloudShell , AWS EE X124 W EEENSTEREERK , I5E AWS EBE
shell TEERARENRREHEE PRE,

REBESHNELIEFESR EFH AWS CLI EAERERaws configure, At , BEELHIT aws
configure T REFRESBHIEENESE, Rz , FEEFE AWS CLI v oHFEREE , F¥EE
TRAGAWS_REGIONIRIZE R, = T HEHFIF |, #§ us-east- 1R AEMENEE,

Bash or Zsh

$ export AWS_REGION=us-east-1

RERESHELEMEMANE , ER Shel TERRERFISBHRESTRANER L. &7
LATE shell WRBETRTRESY , BBHIEARRN TEERPEFEFE.

PowerShell

PS C:\> $Env:AWS_REGION="us-east-1"

WMRIEE PowerShell B RFLRERELEY  RESHNESEREFEINIERENFERE. =
F , B LB RHIE E PowerShell 3RERE , LBREFTE KRR PowerShell T/EFSERIVE S, WFE
REREEHWHMEN , F52E PowerShell 32,

EEMRLCEEARES , FHIT aws configure list@{ AR RE B AWS CLI {HEEEH,

EE WTARE AWS EIFAWS CLI 35
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https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_environment_variables?view=powershell-7.1
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® Note

HRBE AWS CLI % , BRAIERAGSYIRE BEEREES --region, WHEFMHER ,
552 BAWS Command Line Interface  fEA&EIEE) HWG S IIEE,

EAERNERT

{5 AWS CloudShellf9 52 , B LUSER LEE shel IREBIRFPFTEHER, NETHRMLEER
HEEMER , 5528 AP AWS CloudShell,

RTREEETFERERBMENEAERETA , CRZAEBFAMNERFEECBANEE,

- BALRT . 86 5 1 GB NEFAMRE AWS BH, HFARREFULRENEE &P,
- ERRET ERMETFSETFERERSEK, TEEFVRER SR E &S,

/A Important

ABAREBERENER  YARE B HKRHRE shell THERER. Hlm, REREBT mvas
T, BERBHEEH, A%, EB K shell THEEERERE , ZERSEW.

EEXEETHERERFFE CloudShell

& T LAHE AWS Console Mobile Application =EHEFE F#Y CloudShell, ftFXEMH , B L8R
CloudShell fME it AWS FRIEEVIEEEE . WFEFFMER , 5528 AWS Console Mobile Application A
. BHEFE P EE CloudShell AWS Console Mobile Application , 551212 T 5l H & —{Ei% 15

- EEEEEIZH CloudShell BR.
- EERFEIhEER LBV CloudShell,

& O] LABERF 212 X 2K#E R CloudShell,

MBI 42 AT EIEARR 7 CloudShell WSHEER | BRIZEL AWS CloudShell,
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M

® Note
Bal, B8 EE PRI NEE VPC IRE AWS Console Mobile Application,

£ Docker

AWS CloudShell T2 % & Docker , BEREWRE, BAUERTER. BEMNEIT Docker BE5

AWS CloudShell, #&aJLA#EiB AWS CDK Toolkit & A Docker HE B EIR , HIE1LL Docker &5
BEBEMN Lambda B , LAREE Docker &85 , ¥i%EiB Docker CLI A H#E3X E Amazon ECR f#1E
E. MEMMAETEMERBNFHESR TSR TIHBRE .

- HERRE ;. FH E Lambda HE AWS CDK
o BERTE . EAZPEE Docker B85 AWS CloudShell A& H #% ZE Amazon ECR f#1F&E

EHELfE A Docker B2 T~ %118 B B 45 EPRH AWS CloudShell :

« Docker f REHFHNZEAER. MEEEREHNEBIRE , ZHE?ET?-EK%E’J Docker B & , TJRES
EBIEREERIN, BESHTHMRGIERE, WME Docker FHME , 5528 Docker X #F18
.

« Docker BRARFTA AWS [E1 , 8 AWS GovCloud (US) EEiRIN, MEAEA Docker B [EEE
B, 28 ZEN AWS [Ei8 AWS CloudShell,

- MBEIEIHE #EH Docker BHBZIRIE AWS CloudShell , S BAERENEHIH—& , IEREM

AT R AR IRIE LR RERY B Fo

£ Docker
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HYFENZh8E AWS CloudShell

AEERPUAIEEA CloudShell BYFENZhEE, B EARERESH LW RERTE, B8
i] CloudShell WAE , @REFEX/NNEEEE,

CloudShell FHY R EE

HEZEEEELNAURETE |, & Tab,

CloudShell #& ik 17BN Th 8
O LAETHEXFER Tabeid -

- RIREEX (AR ) - EREXS  RRESERENTbEREE, RHERRE LR | &
Tab BMEREUL ImHAY Th BB

- BERRN - BHERXD , KirETSHIENTabSIRIER ., T Tab LBEEE LW AIRERT
E

EEERHBEINNEERN 2 BY% , FiR Cirl+ M, YIRE# 2%  SESETE 84 , &9
LUER Tab R EE R H,

HREOEHMIER | & Ctrl+ M, & | B Tab XEHNEE,

(® Note
B#l , CloudShell Rin#FEIEENERARTEEE.

1£ CloudShell FEEZH /N AHERE
# A LA ET CloudShell B94A 8 | LUBREAM IR BN BRIFRE,

« FRRD - BERREERPSS, PE, PR XBENGANFERKR)N, IFSEFHE R PNNFEE
7 , 5528 the section called “& 8 F & K/,

- HiRETE EFRZENREAOMRIE. NFLEREEIBENFEESA , F2 B the section called
‘BEREEE,
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1 CloudShell ¢ CLI B AWS R#%

I EEE 2 AWS CloudShell EZTLUFEAECRBTIREAEEREEN AWS k. EXTREBTEEEL
EXRMTHMZETERREZAER ., ELRMEEF AWS CloudShell , I ERE TS AWS 5
JTEREHEIRE :

AWS CLI

AWS Elastic Beanstalk CLI
Amazon ECS CLI

AWS SAM

HREEEA AWS , Rt EER RB 28 , TREELIERELNEAER, SARBEANBEASR
#AWS EEFEE SEIXE AWS CloudShell,

MPEAEAESTF AN WA AWS [EE AWS CLI, BA A FEIEREAWS_REGIONIRIEESHWE, (W0
FHMES , F2HE EE WEKRE AWS EHAWS CLI, )

AEENEHEI o REMABILE A AWS CloudShell #1454 FIEEFTE AWS RIS E E,

AWS CLI FTi8 AWS BRFEHY o5 5 5 5451

THEFHERRETLAEASE 2 AWS CLI RIBRA TS ERN —L AWS . MEXREE 6 FS
B AWS CLI s 2%,

« DynamoDB

* Amazon EC2

 Amazon Glacier

DynamoDB

DynamoDB 22 %% NoSQL ERERK , BHIEE JEHAMEE , UREENTTERME, WRKE

B NoSQL EA B ERENHERER.

T%|create-tablefs S &E I MusicCollectionE&H AWS IRFE & A B NoSQL EX&EH
o

aws dynamodb create-table \

AWS CLI FTiZ AWS BRIG5> 51l &5 39


https://awscli.amazonaws.com/v2/documentation/api/latest/index.html

AWS CloudShell EREER

--table-name MusicCollection \

--attribute-definitions AttributeName=Artist,AttributeType=S
AttributeName=SongTitle, AttributeType=S \

--key-schema AttributeName=Artist,KeyType=HASH
AttributeName=SongTitle, KeyType=RANGE \

--provisioned-throughput ReadCapacityUnits=5,WriteCapacityUnits=5 \

--tags Key=0Owner,Value=blueTeam

WMEFHMER , FEZ2BAWS Command Line Interface  fEA&EIEFEE) FHFEB 5 DynamoDB
AWS CLlI,

Amazon EC2

Amazon Elastic Compute Cloud (Amazon EC2) & —%& Web ¥ , AIEEHmFREZT L HARAEKX /)
WEHERE, CEEZEWeb RENEREEEFRZ EEZNEFR.

THlrun-instancesHS &7 VPC WIEE FHX+HRE t2.micro #ITEE :

aws ec2 run-instances --image-id ami-xxxxxxxx --count 1 --instance-type t2.micro --key-
name MyKeyPair --security-group-ids sg-903004f8 --subnet-id subnet-6e7f829e

MEFMER , FZBAWS Command Line Interface  fEA &) FHEEFHA Amazon EC2 £
AWS CLlI,

Amazon Glacier

Amazon Glacier 1 Amazon Glacier Deep Archive &%, THBRABIELN Amazon S3 EiRf#E
Rl , TARERHENRBAES.

Thlcreate-vault e BB RIFH - BRFHEENES

aws glacier create-vault --vault-name my-vault --account-id -

WEHFMENR , B2 ( FEHEER) RFIEE #£H Amazon Glacier AWS CLI, AWS Command
Line Interface

AWS Elastic Beanstalk CLI

(i
]
ff

CLI AWS Elastic Beanstalk #2#tan %2 MH , LI ABBEEEY, ERMEILIRIE, )
MT  REEEHTERAERNRE AWS WERES.

Amazon EC2 40


https://docs.aws.amazon.com/cli/latest/userguide/cli-services-dynamodb.html
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https://docs.aws.amazon.com/cli/latest/userguide/cli-services-glacier.html
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T%lcreate@®$ &7 HET Amazon Virtual Private Cloud (VPC) RE M HHVIRIE,

$ eb create dev-vpc --vpc.id vpc-0ce8dd99 --vpc.elbsubnets subnet-
b356d7c6, subnet-02f74b@c --vpc.ec2subnets subnet-0bb7f@cd, subnet-3b6697cl --
vpc.securitygroup sg-70cff265

MEFHMEN , F2 B ( AWS Elastic Beanstalk B A B#E®) M EB CLI iSS %,

Amazon ECS CLI

Amazon Elastic Container Service (Amazon ECS) s =55 H (CLI) REHHESR TS, EXEERM
LRAMBARIREBEREY, EFNEREENTHENEF. (Amazon ECS #ERIHRREEEHH. )

T5lconfiguredi H&#% Amazon ECS CLI BRERE LA A WESKHREecs-cli-demo, WEEH
REfE A FARGATEf %A HFecs-cli-demoFmEMN TR B E R us-east-1 region,

ecs-cli configure --region us-east-1 --cluster ecs-cli-demo --default-launch-type
FARGATE --config-name ecs-cli-demo

WEFMEER , 552 B Amazon Elastic Container Service BAZ A B35+ M Amazon ECS 552
Z,

AWS SAM CLI

AWS SAM CLI 2 —&aa % T8 , Al7E AWS Serverless Application Model E#EXAFERAERENB L
B, BULERAECRBTEETE. ETEELRHWUA Lambda Y, AEARIFEAREELL
EEH , URKBERRFEAERIHBEE AWS Eif,

THinit TEEAMASBERN L ESBIRIKCH SAM HE .

sam init --runtime python3.9 --dependency-manager pip --app-template hello-world --name
sam-app

WMEHMER |, 5528 ( AWS Serverless Application Model B3 A E35/) F# AWS SAM CLI 3
5BE,

Amazon ECS CLI 41


https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/eb3-cmd-commands.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS_AWSCLI_Fargate.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS_AWSCLI_Fargate.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-cli-command-reference.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-cli-command-reference.html
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1£ CloudShell & Amazon Q CLI

/A Important

AWS CloudShell HAREIERE , EF{EH Amazon Q Bl KIheE, KM EEBERAE 25
PRIERLEThEE, R, BULEESER P QBIRK AWS EEB XA

Amazon Q CLI R —E@ a5 5RmE , TZEEE Amazon Q BEE), MFFFMAENA ,
R ASMFERAEIER) FNEDTS EEA Amazon Q B A S,

2B (Amazon Q

CloudShell &4 Amazon QCLI \IELAEBEAEBSHELER, RHBEE , LK mEEZERRXE
Amazon Q WEIFE, BAILIEVGHEEN shell iiv , BAERIR# DA i8S, REFEINERGS
BENER,

® Note
B &l , CloudShell F#9 Amazon Q CLI Zh8E#E % 1E CloudShell VPC IRIEFFEA,

MR EE CloudShell FEAE| Amazon Q CLI IhgE |, BFHE N EEELUIRHEIE IAM 557, MNFEFHFM
B, F20 (Amazon Q BB AEMFEAERRE) FH Amazon Q BEAEN G 9 B BERE A,

AREZREAIAIIE CloudShell H A Amazon Q CLI ZhEE,

1£ CloudShell H £ Amazon Q AR E=E

CloudShell 1y Amazon Q AR EZEE LM AR BREARREEAGIER, WEHMEER ,
{Amazon Q BB ABFHAEIER) PHmS S L RHER Amazon Q.

s
¢
g

1 CloudShell A Amazon Q RRE=E

1. & AWS EE X #4782 CloudShell,

2. £ CloudShell #&im# L |t %] Z shell , ARBARE A, BEELNIRET Z shell , BEKIm#zshA
A, REIE Enter &,
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-inline.html
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® Note
BHl , Amazon Q REEX & Z shell,

EEFRREWMABSE , Amazon Q ERBZEINEANEINTSREER. AREZERBRK
o

EEFAANRER BT TGS

g inline disable

EEMANRER BT TISS

g inline enable

£ CloudShell A Q I Xdr &

q chat S A EERKIHEIE HEEWZWERE Amazon Q WEE, &EMEIE Amazon Q ¥
&4 , sR1E CloudShell R im#EP#HITq chatimT. WEFMENR , F28 (Amazon Q B AEFHAE
/) P8 CLI AR EE Amazon Q Bl K,

£ CloudShell B Q translate T 5

q translate T BELREFARTESIES. EEMEA Amazon Q BiFE , F57E CloudShell & im#
#1Tq translateimt. MEFMENA , 520 (Amazon Q HBAEFHEKEE) DNREAES
i A bash,

CloudShell 8y CLI s TR

ESERmEPE A @5 ME#EEE | CloudShell ) CLI TR ERHEER. WEFHMEF , F2H
(Amazon Q RBEABHEAEER) FHELEDTIITR,

By 4% H Amazon Q CLI

B LUEBIRERFRE. BUA Amazon Q CLI 142 H Amazon Q CLI REUAZ = A Amazon Q
CLl, Amazon QCLI fZEHEBAZESHE RES., BHBEE , WK HEEESE Amazon Q PER, B
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https://docs.aws.amazon.com/en_us/amazonq/latest/qdeveloper-ug/command-line-chat.html
https://docs.aws.amazon.com/en_us/amazonq/latest/qdeveloper-ug/command-line-chat.html
https://docs.aws.amazon.com/en_us/amazonq/latest/qdeveloper-ug/command-line-conversation.html
https://docs.aws.amazon.com/en_us/amazonq/latest/qdeveloper-ug/command-line-conversation.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-autocomplete.html
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BHEKHRETRA B, CHUEALRUSTER., ECHAERRET@A B , Amazon Q SEHM
BBRERTERENGR T

CloudShell f Amazon Q CLI B9 & 9 BB R

& Z1£ CloudShell B {£H Amazon Q CLI , R EELHAELEN IAM 570, MFEFHENR ,
{Amazon Q B AEFEAEIERE) K Amazon QBB AEN F 9 BBEREH,

3
¢
a8
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https://docs.aws.amazon.com/en_us/amazonq/latest/qdeveloper-ug/security_iam_id-based-policy-examples.html
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#t AWS BR¥EIE A E CloudShell H# 1T 5

BALAEB H#) Amazon ElastiCache M Amazon DocumentDB ( B2 MongoDB #H& ) B ATE
CloudShell #& iR TS AWS BEEERA,

EEeH i AWS Service £ A TE CloudShell RETEHT , BB ENAEHN IAM BER4ES
€ cloudshell:approveCommandZFl,

CloudShell 82 X# A TR LR , M#AToh 5 RERESHERAE CloudShell . EHITRTRE
BEL STFHREGRTHRP,

& E7 CloudShell #Im#EHBITHRT , FRETIEF —EHER
1. fREE R CloudShell FE1 VPC RIR , FEMREEBARTWAERE,

BRI SRR E RN VPC B EFRRER VPC RIBEFHMEEN.
a. Z#Z Create and run (B X #17).

L S ERAG I ST #THY CloudShell VPC 1R3E | ¥ 7E CloudShell 4w #1T 85,
2. MNRIEEEEI CloudShell VPC E3E |, BIALAke4R CloudShell IREZ B,

® Note
WMREER CloudShell VPC 3% , AIFERR M #TH VPC R,

a. BEHIT,

I S BREEFMIE CloudShell VPC IRIZEHH CloudShell #in# P #1T 5 H,

@ Note

MBEEERVESET VPC IRENT , BBIEENEERE L
#cloudshell:describeEnvironmentsifal, MEFHMET , FSEEH IAM BER
&8 AWS CloudShell FZEXFE A,

A AR /B TE CloudShell Bim#EF#ITHH S,
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BHiT#48 AWS CloudShell B&E&;
Al LLBET AWS CloudShell BB THIEM® :

- BEREE BT RAESERSEERBNERS,

o FHKX/)  AEBFIXFHKRDN,

- FEASEIE  EReNREHRETEZETER,

- Z2BLE  FARSEAEESER LIBRE ST XFNINEE,

« Tmux ZTEBRIER : /8 tmux EERIFEE , EEITHFRERERFERFRL.
« Amazon Q CLI : 8F Amazon Q CLI AJZE#&EH Amazon Q CLI Th&E,

WA IEBZE H SN EEMEMESHRIZH Shell REERE shell IREF,

A IR D BN SERSER

BREENGTIRETEASEERRATSEDT.

(@ Note

FRZERER , SAME-TAEERTNERNERENEEFEANETER, EULEERE
HAMEZEN x FRREMER.

REBEETEEDFENTIIHP—ERE .

- HER . MEENFERPERINFER.
- FEIRERT  BEREERADERNERS HHEHTER,
- FEIRERR  EEREATHNERNZSHERR.

NMRRZBRANZRHAITRETSERE FHHUEFRERR. S LENSRERN D E

5, WEAERREMIEHDEERDRIEREF.

B FH K

IR A 6 5 S E PRI X F RN

Kw SR D EMSEREIBER
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1. HEHEHT AWS CloudShell R IH#EERE | BRIARE. RIFHRE,
2. BEXFEKD, BREEE/D, NE, bH XBHNHK.
SEREEE

EnSIAEMNEailrermETE B,

1. EEETE AWS CloudShell iR , FRIERE. REFRE,
2. EBEReIRE,

HBITNFERLZEME

Safe Paste R—EZ 2 , SIRTERFBASA shel WZITNFTEERERDH. ®E=HF

HEHN N FAREIEREERS , £E/ shell REFBERIINMT A
R EHFERA R\ REERITEBNTEN T, NREREREReAR  FEEFR L,

Warning: Pasting multiline text into AWS CloudShell X

Text that's copied from external sources can contain malicious scripts. Verify the text

below before pasting.

import sys
x:int[;.ﬁ. MU T
y=int(sys.argv[2])

2:int{§}f§. HB]}
total=x+y+z

print("The total is"total)

Always ask before pasting multiline code

RBARA Safe Paste WERIESBHNBELRL AR, LTNRERFRE. MAZLHE LNER

Z2/E | LRSIt I,

BFEREEE
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A tmux IERE T/EREER

AWS CloudShell £/ tmux £E—HZERERRSIEBFERTHFER. NREEFREIERR
SIRE  cERETFERER , EXTHEREREBESEHEATRL. NEFHEF , F2EIEEERER,

£ Amazon Q CLI

B LUEBIREBRFRE. BUA Amazon Q CLI 112 H Amazon Q CLI REUE = {E A Amazon Q
CLl, WEFMERNR , F2BRA/ER Amazon Q CLl,

R tmux B8R T/ERSER 48
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£ Amazon VPC AWS CloudShell #f# A

AWS CloudShell A Ei% (VPC) ATEZ1E VPC HE I CloudShell B8, HREE VPC B |
BRI LBk VPC, i8R , URENEZHERZRERENEB., AWS CloudShell #7#%& VPC 1Y
AR AERE | WOl AR VPC R EAMERMARA FHEEA AWS CloudShell Z2tifFfA |, WEEHE
#Ro

£/ Amazon VPC , &AL E R EZRBERHERMARPE AWS BEiR, EFERMREZEE
B ORI ENERMEKRIEEHELC , BEERER AWSHIEEERRENES, IFE VPC WEEE
2, 28 Amazon Virtual Private Cloud,

18R A PR B R 45

AWS CloudShell VPC IREHB T HIRHF :

- B8 IAM TREZTURIYME VPC R,
- BBRZALA VPC RERRAEREHE.
« BEEHE VPC RIEMEIMREE R CloudShell &M T HIER,

® Note
BRI REAEBE M CLI TEFEEFRMEE A/t ey VPC RIE LERTHAESR.

* VPC REFXEFALFET. REFRERTRMEN. FRAPRETFERERE , SRRENNER
%,

- J&HY AWS CloudShell IRFERBEHEMA VPC TR BRI R

(® Note

FERTEKAE IP it flE# CloudShell VPC IRiE, ELAEFHBIEY HRARNKRES
BRTERERBZMRERFEN VPC REKE LML EMARMAER , BFEAMBMIIE

Z (NAT) BRENFAE TR IR ERBRMER, EHEAE FERPEILN VPC REHK
A AN B RRREEE

- BEEARLHIIRFRMEZE CloudShell IRIE , AWS AIAERESE TH#ME T JI R H HERFEE .

« Amazon S3

1R ERR B oRAF 49


https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html

AWS CloudShell AR
« VPC i3

. com.amazonaws.<region>.ssmmessages

¢ com.amazonaws.<region>.logs

* com.amazonaws.<region>.kms

* com.amazonaws.<region>.execute-api

* com.amazonaws.<region>.ecs-telemetry

¢ com.amazonaws.<region>.ecs-agent

¢ com.amazonaws.<region>.ecs

* com.amazonaws.<region>.ecr.dkr

¢ com.amazonaws.<region>.ecr.api

* com.amazonaws.<region>.codecatalyst.packages
« com.amazonaws.<region>.codecatalyst.git

« aws.api.global.codecatalyst

ICEESEIEIBIE I VPC #B RE IR PR HiI¥E L i R 8V 7 L

CloudShell VPC AR FTE AWS [EiFf GovCloud [E1F, fFEAEA CloudShell VPC Ky [EIEE
E , F2H BN AWS [EF AWS CloudShell,

37 CloudShell VPC RiE

AEBEEEL 5| 8EE CloudShell HE I VPC IRIEMNTER.
FORMRAF

FHEBES N ARBNEN IAM T , BT8R VPC RIE, MEMAEIL CloudShell VPC RIEFF
AIRYEEHRE A , FF 2B the section called “E IV M fE A CloudShell VPC RIFFTFER IAM FFA",

3] CloudShell VPC RiE

¥ CloudShell 2 AHME L , #F + Br , ARWTHUXIERFRERI VPC RIK,
HZ2M VPCREEHEL , E2BARPBA VPC RENEHE.
REFLEER (VPC) THFER |, BE VPC,

4,

RFHEETHNBESR  BETHREE.

4,

RzeFATHXNBES , BEEEEIREG VPC RIEN —HNSZEL LA,

o & 0N~
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® Note
BEZAUNERRBERSRE,

6. BEEVYURY VPC RE.

7. (FER) BEHE, ARERERAFMAEAUREBRENL VPC RENGFMEN. VPC REMN IP
M EEREDDIERRETH,

MEEA VPC IRIEMNENR , 528 BREA.

B FMEMA CloudShell VPC BRIBFTER 1AM 5F1]

EEEIMMEH CloudShell VPC IR |, IAM BEEEXEARAY VPC 43 E Amazon EC2 FF AT ZHL.
AEHIHESI MER VPC IRIBEFEM Amazon EC2 37,

EZEREY VPC RIE | BRGLAEN IAM BIESESE T % Amazon EC2 551 :

* ec2:DescribeVpcs

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups
* ec2:DescribeDhcpOptions

« ec2:DescribeNetworkInterfaces

* ec2:CreateTags
* ec2:CreateNetworkInterface

e ec2:CreateNetworkInterfacePermission

EMEmaes

» ec2:DeleteNetworklnterface

EU MR CloudShell VPC IRIZEFTER 1AM FF A 51
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® Note

WEFAT R 25 E1HR |, 1B CloudShell EE IR T REBBREEIH ENI BJR (A CloudShell
VPC RIFEEIENIs €1 EManagedByCloudShell £ 8E% ) . MR MHFIREA , BHEE
)X CloudShell VPC REEH % FEEBR ENI ER,

£ F5£E CloudShell ZEVER IAM BUER |, @5 VPC H1EEL

THIEHIFERAMAIRUA CloudShell BYEEFFA] |, BiFY VPC NEFE :

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowCloudShellOperations",

"Effect": "Allow",

"Action": [

"cloudshell:*"

]I

"Resource": "*"

}I
{

"Sid": "AllowDescribeVPC",

"Effect": "Allow",

"Action": [
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcs"

]I

"Resource": "*"

}I
{

"Sid": "AllowInspectVPCConfigurationViaCloudShell",

"Effect": "Allow",

"Action": [
"ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkIntexfaces"

1,
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ERAEER

"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "cloudshell.amazonaws.com"
}
}
},
{
"Sid": "AllowCreateTagWithCloudShellKeyViaCloudShell",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
}I
"ForAnyValue:StringEquals": {
"aws:TagKeys": "ManagedByCloudShell",
"aws:CalledVia": "cloudshell.amazonaws.com"
}
}
}I
{
"Sid": "AllowCreateNetworkInterfaceWithSubnetsAndSGViaCloudShell",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
]I
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"
]I
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "cloudshell.amazonaws.com"
}
}
}I
{

"Sid": "AllowCreateNetworkInterfaceWithCloudShellTagViaCloudShell",

"Effect": "Allow",
"Action": [

& F 5 E CloudShell FEUER IAM BUER |, S3EH VPC BIFFEL
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ERAEER

"ec2:CreateNetworkInterface"
]I
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "ManagedByCloudShell",
"aws:CalledVia": "cloudshell.amazonaws.com"
}
}
}I
{

"Sid": "AllowCreateNetworkInterfacePermissionWithCloudShellTagViaCloudShell",

"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterfacePermission"
]I
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/ManagedByCloudShell": ""
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "cloudshell.amazonaws.com"
}
}
}I
{
"Sid": "AllowDeleteNetworkInterfaceWithCloudShellTagViaCloudShell",
"Effect": "Allow",
"Action": [
"ec2:DeleteNetworkInterface"
]I
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/ManagedByCloudShell": ""
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "cloudshell.amazonaws.com"
}
}
}
]

& F 5 E CloudShell FEUER IAM BUER |, S3EH VPC BIFFEL
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}

# 1AM 48 AR VPC IRIE

R LA VPC RREMA CloudShell BEFRH IR , BEMN VPC RIFREF/NNFATRS, BT
BUETE VPC IRIF AT LAM A REE A By F R M 2 £ 8 iE.

CloudShell #£ IAM BURH X E T 5IR4 S

« CloudShell:Vpclds - AFFEIERL —RZ1E VPCs
« CloudShell:SubnetIds — AFFRIERE —RZ B F K
« CloudShell:SecurityGrouplds - AFFRIEL —HZELLEHE

(@ Note

MBS R AFELE CloudShell REBHFEREFT , U
¥fcloudshell:createEnvironmentEEFBIRF , IR UFEREN AERE,
B, MREEEENEFRRHE IAMBER , YEAEHBEELAERENER , BXLELEE
MEBRFIN IAM BER , AERERIKRS HHEE CloudShell £ &£ A CloudShell Web £/
EHNHE (B4E > MR CloudShell RiE) FEIMIBRBAENLBRIE,

B A VPC SREMRMHF LBV SEHIBUR

T OIS REB LA fE A R EIREST VPC RE. BEUEAMEFRHFNBERREN 2% , FHME R £
AESABHNBERRIER.

BREREAEERY VPCRIR , WEBEYLERR

R THREREREREEY VPC RIR | SBERERES T , TSR

{
"Statement": [
{
"Sid": "DenyCloudShellNonVpcEnvironments",
"Action": [

"cloudshell:CreateEnvironment"
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]I
"Effect": "Deny",
"Resource": "*",
"Condition": {
"Null": {
"cloudshell:VpcIds": "true"

EREAEFIRSE VPC, FRBRZLEAE

EERBFERAEEFEIUSE VPC , B A StringEquals R#E cloudshell:Vpclds RHEHNE. T
HIEEFERFEREEFE vpc-1H1 vpc-2 :

EERBFERAEFEIUSE VPC , 5B# A StringEquals R#ZE cloudshell:SubnetIds #&HH
B, THlEHlIEREMAEFR subnet-1# subnet-2 :

EERBFEAEFIUEE VPC , B A StringEquals R#E cloudshell:SecurityGrouplIds
REWNE. THEPHIIEREAEFR sg-17 sg-2:

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "EnforceOutOfSecurityGroups",
"Action": [
"cloudshell:CreateEnvironment"

1,
"Effect": "Deny",
"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {
"cloudshell:SecurityGroupIds": [
"59'1" ’
llsg_ZIl
]
}
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RAHEREERBE VPC AR RE

ERAFFERAEFEIISE VPCs , 55 A StringEqualsi&Ecloudshell :VpcIdsiEHHIE, T3
%’E{’JJ‘EH‘FEFH%T?HY vpc-1#1 vpc-2 :

EEAFFEAEFIUSE VPCs , M StringEquals®Zcloudshell: SubnetIdsi&4HIE,
THEF AFFEAEFE subnet-1M subnet-2 :

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Sid": "EnforceStayInSpecificSubnets",
"Action": [
"cloudshell:CreateEnvironment"

1,
"Effect": "Allow",
"Resource": "*",

"Condition": {
"ForAllValues:StringEquals": {
"cloudshell:SubnetIds": [
"subnet-1",
"subnet-2"

EEAHFFEAEEFEIUSE VPCs , B A StringEquals®&Ecloudshell :SecurityGroupIdsif
HHE. THEGAFERAERFR sg-18 sg-2:
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "EnforceStayInSpecificSecurityGroup",
"Action": [
"cloudshell:CreateEnvironment"
]I
"Effect": "Allow",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"cloudshell:SecurityGroupIds": [
"sg-1",
"sg-2"
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&4 AWS CloudShell

FimZ 2R Amazon Web Services (AWS) RERN —IR. B/ AWS BF |, LA UZHNERHOH
MRER  ZEABEANERRLHREBNERMEE. R2MHRE AWS BECBNAEERE, HE
EEEE BUBERABRAGFNRLNERATNZ 2,

EimNEEM - AWS EERFHT AWS BlrhRENMAERBHVERRE , WREEAUREER
BB, BFNZ2EER NESEEIEF AWS , RfINZEBRMEAE = FRHA B ERE NS
&, ERAWS ERFTEIN—8 7

ERN LM - BNEEEORNEER AWS BRE , URHEMER , S FERNEBRBE., B80NFE
R, BARBRAERNZER,

AWS CloudShell ZFBHE X EWSE AWS RIGERB LR SEER, ME AWS REZLER ,
BAWS R LS XHEHE , ARAWS S§iR5TEITE AWS &R TS E K RIS

"
s

THIEEERBFIMAEETE AWS CloudShell AFEENELLEERBE,

E-]

- P ERHRFE AWS CloudShell

» AWS CloudShell #J Identity and Access Management
o & PEEMEEE AWS CloudShell

- WEHREE AWS CloudShell

- FH)EM AWS CloudShell

- PHERZMEZ S AWS CloudShell

- WERLHREEH AWS CloudShell

« AWS CloudShell £ #FAQs

F R ERRE AWS CloudShell

AWS HESFEIERRN PHERIRE AWS CloudShell, ttERFTR , AWS EEREHITAT

B HEEEREZRE AWS Eis, CFEEHEBTHEREE LEEATNESE, SHLERAEMEH
AWS R WREEBNEETE, IFERNBAENFHEN  F2RERABLEEREEE, 0%
BRBNERREBNHBEN , FSRAWS T2 MEER EHAWS HESEEZF GDPR &KX
=,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/security/?id=docs_gateway#aws-security
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AWS CloudShell EREER

ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- BERFHECRAZEZEZRE (MFA),
« £/ SSL/TLS & AWS BERBH. RMFEE TLS 1.2 WEHEMEA TLS 1.3,

. {$F SRE API MR EEEISE8E AWS CloudTrail, TNEAERI{EA CloudTrail B MHEEL AWS SEEIH
B, B2 BAWS CloudTrail  ER&ER) RHER CloudTrail B,

- EF AWS MEMARAR , UREPHWAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HWEIRE R,

o MRMEBE AWS BBHTHREIN API FEH BEE FIPS 140-3 BN R GR=EHR , FFEA FIPS
imEh. MEHER FIPS Ml FIPS iwHMNEZHEEN , B2RB B EFIRIEZE (FIPS) 140-3

BRZIBRCBETEREFNE B SRERBBEN , HEEERS B HEERN X FR
d, BB B, EREEEMER AWS CloudShell SiEAEEA. API AWS CLISIEH Mt AWS BRI
AWS SDKs B, ZHEEEHEIBEHERANNFTHRAUTRANTAERBUEARGTERZEH AR, WRE
RUADBRRSEN URL , RFAZIEBFVERB LEZARBEFZRG URL P EBREBEA.

ERmeE

BERMBZRIREERN BREFLEELR , AWS CloudShell AR EE#@T I | EHEE AWS
CloudShell 1R 7% i B 2 B 58,

fEF HEITREMZ AWS KMS

BENZREEECERRHENETNSR , MRABENER S REZENER., FH B AWS
CloudShell , &1{f AWS B Al R Bi5ER/E 1 GB, FEMREEMAEE % ($HOME) 1, mMEY
BRRRIEN, EEE shel TERREREOKNERMERESRAE , TEEINERSHER
£,

EHR HERIZ AWS CloudShell & AWS Key Management Service () IRt ZIBiwRES
BEIEAWS KMS, ERAREBIYMIZEINZE AWS RIE AWS KMS keys , AR INBZREZERIE AWS
CloudShell IREFHNEFERNMNZEEI®, & AWS CloudShell EANEBRERESER , URAKRE
EnZER,

= Lalesyks
BahNNEZENRFRECNENESREEA RN BB RETHE.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/

AWS CloudShell EREER

RIETARR , AP wRK Web BIBREMRZ R B 2 BAVFFEERIEF AWS CloudShell #HEiEIB
HTTPS/TLS EREEMEABRMNE,

BAZBENITEMEE , BIAEA HTTPS/TLS E1TEHF.

AWS CloudShell 89 Identity and Access Management

AWS Identity and Access Management (IAM) 2 AWS fR¥ , AIHBIE B E T £t iRH ¥ AWS BR
WEE. IAM BEEETEHFETUETEIBIE (BA) MRE (EEFHFT ) KEH CloudShell &
Ro |IAM 2 AWS ¥ &R AR BER .

F&E

- BEHR

- FRSIRE

- ERABREEFIE

+ AWS CloudShell ZnaJE& IAM & B 5 F

» AWS CloudShell ¥ & 9 B B R & 451

- HWEEZE AWS CloudShell & % f17H

- fH IAM BEEEE AWS CloudShell ZEA A&

BEHR
fEFA A AWS Identity and Access Management (IAM) SRIBEH A EBMEFTE :

- REFERAE — FEEFHRELIE  FOEEERBFITA (FSH BEZE AWS CloudShell
55 RMER)

- REEEE — EEREFAEFRELRIMEEBFFUTHER (2B AWS CloudShell Zn1aEE IAM #&
FfEA)

- IAM BEEE — BEHRRUEEFEIRES (528 AWS CloudShell By & 2 B BUR €6 4)

5 & 20 B aE

EORBFREAWS ARSI BEEA WA, BXALAWS IRFRERAE, IAM ERAEREE
IAM &6 5 51T 55 8R=E.
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B LAMER &9 R EAER , 10 AWS IAM Identity Center (IAM Identity Center), E—& A&
7B FH Google/Facebook EAER , LB sWEXEA. NEEBEANFHEENR , F2H
(AWS & A ERHEIER) BB AEN AWS IRF,

HWRENRFTFE , AWS 124t SDK M CLI AR IGRmZF S NBEEFR. WFFEERA , F268 (AM
EREERE) T APIFEREIAWS 5 4 IREEREF

AWS tRF BRERE

EREY B AWSIRE , B8R/ —E& S AWS IRF theroot ERENEAGDHE , RFDATER
HF A AWS BRI MER. MIEZBFEEAREHAERATEEER. FRFTEREAERENE
%, 20 (AM EREER) PNEEREHEBRENES.

)
BEEBRERABEAEEABSESRMEE B AWS RE EAKRERTN

BEGoRREBEBHNLEBE,. Web BoRMENERE , IEARE S REN AWS RiE EAE
#1ZH Directory Service FIE &, BIE S ERIAL K MAACSREBEEE.

EEERLEBRFEEHER , BEMEH AWS IAM Identity Center, MNEFMER , F5ZSE AWS IAM
Identity Center £ E SR+ E = |IAM Identity Center ?

IAM £ F & F B+ 4

AM EAER—ESSD , ERE-ASIERARANBET T, EBUGRRKBRIRERRABEN
IAM R E. MFEFHEF , F2H (AM EREEE) FTHERANEEREEABES S RHAER
AWS fF AR BRFEFE .

IAM EHEEEE IAM EREES  FEEAEEAENFTEMER, NFFMBER , F28 (AM
EREER) 0 IAM EAENEAZESM.

IAM B

AM BER—BEREHFTNES , TRAERSEE. SULLUEBRKRERAETRE IAVM A6 (i
A ) I AWS CLI 2 AWS APl RERIBEAG., NEFMEA , F28 (AM EFAEER) F
WBEABNE .

IAM B EBERRBES S FERAEEFEN. B IAM FREHY, BIREFEEEEREREFE , ARE
Amazon EC2 TR ERRERN. WEFMEN , 328 (AM FEAEER) 1 IAM PR RIEF &R
FH.
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS CloudShell EREER

ERABREEFHE

ERILUEIB B M BUR Y G HiE RS & 5 RNER AWS RIZEH AWS R EFER. BERERES 2 HEIRE
EABRGT R, ERFARHFERE AWS | SFMEELBR, KZHBEREL JSON XH AWS X
FRE 7. MEE—DTH JSON BRXH , F26H (IAM ERHEERE) F8 JSON BEREH,

EEESEMEANK  BEBEEMETRIUEWLEAG THRLEERNTEE , UEETFINEERE,
HERERT , ERAENAEREHT. IAMEEESEY IAM BXRIEHETEEAG , #ERERE

#BfE. IAM BERERBENFTT , BREAFAES AT,
SO BBE

BoRBRRERMESD (ERAE, ERAEFEANAR) K JSON FFATBERN A, EEBEEH S DA
HMLEERANITHLEDE , UAREANGKRE. NFTHRUOMELS BB , 28 (AM EREE
M) PHEBEFEEBRREZRHBE] IAM T,

BoBERRADT/ARBER (EEZABRRE—52) BEZERXR (ANMNESES 50 BEMBER), 0F
THRNAESERREARBREEE , F20 (AM E£RAEER) PN EZEEENARBEKR
B,

BEREBR

BEREBERRH IR EIRA JSON BRI fr. €6EHE IAM BEEEBRE Amazon S3 AT
R, EXEEREBRNEBHES , REEESTUERAEMAREFE K EERNFEER. BLETEE
BREBRPEEER,

EREERRURZBEHNABRBE, SEEEEREBEPERARE IAM B AWS ZEBK,
HttBREH

AWS TRHMBREE  IREESERBREER TR :

« AR —RESGPHEBETRE IAMBEBHNRAFT, MEHMAEN , F28 (IAMEREE
) i IAM EREIF A R R,

« PRIGIZFIBER (SCP) — B AWS Organizations PV S AE B BBV IS ERAFF W, MFFHMEN |
528 (AWS Organizations £ &IEE) HHREIZHIBEER,

- EREHBR (RCP) — RRELIREHPERTAF TN LR, MEFHMEN , 5F2H (AWS
Organizations £ A &5 P ERZEH EZE (RCP),

- TERBREX — EUBRARTAXAACEBE S FERAEELGRITERER , USBEXEE
MR R, MEFMER  F2 (AM EHERRE) S0 TIERBRBE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session

AWS CloudShell EREEmR
ZEBRER

EZEEANBRERANGERE , EENTUISERMMELER, B2 THNMAWS RERBEW
REEBRREBHEEAFFHER , F20 (AM EFHEER) PHBERF{EEE,

AWS CloudShell #1{aEd IAM $& ¢ {5 F

EEER IAM BE CloudShell W EEVE 2 &1 |, fE5 7 #RHRLE IAM ZhEE T EE CloudShell #EEFE

A LAFE B AWS CloudShell SEFHY 1AM ZhEE

IAM Zh&g CloudShell &
S BBE =
ERBBR B
BB 1E =
HERER =
BRIEHZSIR BRBIEE) =
ACL .
ABAC(BUR PRV IRHR) B
iRk =
EEFI I EREE (FAS) S
RBAE e
RBEEAE A

EESHE T CloudShell MEft AWS FRIGINMAIEE R Z B IAM ThEEHE B R | 55280 (AWS IAM £
AEiErE) P AM BEEAN R,

CloudShell W & 2 B BUR
TESPHBEK: 2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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SO BBRRALMME S (Fla0 IAM ERE, EREFHERAE) K JSON FFAIBERXSF, ELEHK
RS0 EMERG TRREBPLEFRATHLEDSE, NFTHROMELSSEEEK , F26H (AM
EAEER) PHEEBEFERBREZ B IAM A,

B IAM B EEE | AALSEASREENBENDR , UREAERE T AFRIEEHAE, 0
T T RAEE JSON BT ERNRETE , 88 (AM EAEEE) i IAMJSON BETES
=,

CloudShell 8y & 53 B B SR 8451

£ EMRR CloudShell B0 B BUEREH| , 5528 AWS CloudShell #J & 9 BB &4,

CloudShell Ry &R BIER
TEEREBEK : &

ERBBREZM MBI ERL JSON R, EREBEKRNEE REHIZ 1AM BABEEBEN
Amazon S3 REHBEX, EXEEREBRNEES , REEEETUFERACHREHEISEER
WEFEER. HRMNBENER  BREEREEN TR UUHZERATWEEAREMERSET
BITHEME, EXAEEREBRGYIEELE, ZXEATLTERE, £HE. AG. BEEIERE
=; AWS R,

MEBRABIREFIE , EUUEREMIRFREEMBIRFN IAM BERFEAEREBRNER. WF
AEEA , F2RE (AM EREER) B8 IAM FERIES ERF .

CloudShell By BUR B E
TEBEEE: 2

EEE A LMER AWS JSON BURRIEEHAIUERAR, 2R , BHMEERE T BERAE T oSt
EERHAITHLBIF,

JSON BURHY Action TERHRETARAFHIEBERPERNEF, BEREERABERKTH
1THE BB BN RV R T

EZEEF CloudShell BIfEBE |, B2 (RETESE) FI AWS CloudShell EZHEIE, BLH)
ETTBEE Z 1@ AP,

CloudShell FHYBREMEHEBIFZRIERLUTFE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions

AWS CloudShell EREER

cloudshell

EREE-RAXNTEESEEE ,

S
H
fedi
o
IS )
&

"Action": [
"cloudshell:actionl",
"cloudshell:action2"

]

ZEZ MR CloudShell 2B BRIV E B , 5528 AWS CloudShell 8 5 7 B BUR & 41,
CloudShell WBIERE R
TEHRERER:: 2

EIREE A LMER AWS JSON BIRRIEEH AIUERAR, WHER , BHMEEBRE A BERA T oSt
FEERBT UL B

Resource JSON R EZUEEEEABENYH., REEKEMEAHE Amazon Resource Name
(ARN) RIEEER. BBEFXEERERFT , FABAFR () X ZBREXNBEAREER.

"Resource": "*"

EZEEE CloudShell ERFEE & H ARNs , 5208 (RERESZE) K AWS CloudShell EENE
Fo BETHRETUERBLERFEEESEERN ARN , F2 8 AWS CloudShell E&E/YEN{E.

& ZM1R CloudShell &2 BBERAVES , 52 H AWS CloudShell 89 5 5 B BRE 5,
CloudShell BUR R 3R 5|8
XERBRBEBRMKRGER - B

EEE A LAER AWS JSON BUERRIEEH AIUERMAR, WHER , BHMEEBRE T BERA T oSt
EEREITHL B F,

Condition TEERBERNIKRY , EERBXNBITRBE, BRI ERFRTEETFNRTER
X (FINSFRTIR) , REBBRPORGNFBRPNE, EEEFHME AWS £8R4REIE , F2
B KIAM EEREIER) PHAWS SR ABTZREIHE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

AWS CloudShell EREER

HEEE CloudShell (R £RFE |, F2H (RBERESE) F# AWS CloudShell I FEHER, &
ETRETUER R SROVBIEMNER , 526 AWS CloudShell EEHEI1E,

ZEM1R CloudShell &9 B BRIV EE B |, 582 AWS CloudShell B 5 7 B B ZE €541

CloudShell ACLs
XEACL: &

FHUZRHEE (ACL) ATZH LR (IRFXE. ERENAR) BEFHEERNTA. ACL BEHUR
BREBER , BEMFER JSON BERIXFHEN,

ABAC #&8t CloudShell
% ABAC (BERTHNER) : &

BEEFEUES] (ABAC) R—EREXRE , KBBEARRNBMRERT T, LU USERERE IAM
B AWS MEIR , AERET ABAC B , LEETRHNERFSER LNRBER RFFRE,

MERIBERILFIEFE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4G %58 , THENFRETESF , RUEBREA.

MRBHEXESEEREEN M =ERG SR DBEZBBEMS , EA Yes. IRBBEIERLE
REEN =@ &4 iR , BIEA Partial.

T ABAC WIEHHEH , F2H (AM EREER) PHER ABAC RIEESRTT. WEEESAR
E ABAC ZERNHERE , F2H (AM EAEERE) PHNEABEREFEEZSE (ABAC).

& H CloudShell £ A REEEAZR

XEREERE : &

REEAERHEM AWS ERNEHFER , ERERABSHRACK  SEBEY., AWS ERE
BREELAHREAESN K MAREARMENER. UFEFMAEFA  F2H (AM EAEER) F1
IAM 7 B R s &2 2 B RE BE 1) £ |AM FE B EERIAWS AR#S o

EEYRARR  SERTENEE, £E%EME AWS CloudShell BiEH{BAR,
##3% CloudShell B9 ZEN T/ER ER

TEEEFNIEKR FAS) : &
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS CloudShell EREER

BIX I TERE (FAS) SRR MEFEAFTA AWS BRTE |, &S AWS BRI BRE T ERERH
AR, MFRH FAS BREFNERFHET  FSRERFHTERER.

CloudShell WIRE A&
YTEREAE . B

A RBREREN IAM A6 , IRESTEE. IAM EEE AU IAM REIL, 1SR M ERARE
At, MEFHMEENR 6 F2lH (AMERERERE) PHETAGLUEIREFTHE AWS RIS

/A Warning

P F R A LW A REE BN CloudShell ZhaE, XA CloudShell IREHESIR , = ReimEE
REHE,

CloudShell RS EFE A E
YTERBERESR &

BHEFACREGE N —ERBEAE AWS . BB TURERARENTHENACR. REHERS
AEghREEN F AWSIRF |, YHEBHEES. IAM EEE TR  EFRRERKERSEHN
AT A,

AWS CloudShell #9 & % 8 B 2% €5 451

BIBTESR  FRAENAGREBERIFIEX CloudShell EFNHT, EERFEAEHEMEESRET
B{EMEFT , IAM BIEE R UEN IAM B,

MFETHROAERISLES JSON R XMFEY IAM B EEE , F28 (AM EAEERE) FHE
M IAM BUR (E#E).

WZEAFRE CloudShell EEMEMEMEREENFMEN K SESELEREREMN ARNs &R , F2
B (RSB ESE) Fi AWS CloudShell WEI{E, ERMGEHZESIE,

&

- BRSEE®

- £/ CloudShell £#&&

- AFEAERGEMEMECSHET
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html

AWS CloudShell EREEmR
BRBEEER

BoRRREYEEIRFANEBAEBRETUREY, FIEMER CloudShell &iR, ELEERES
REN AWS IRFELBER. ERRNSRES D HBRK |, BERETHEAREREH !

- FEER AWS SEBRRLBEKEERTT - eERBHEFTRTENCEAENTERSR  FEH
BAARTHSEREARIN AWS REBER. ©MTELN HER AWS tkF. RfIRBEES
BERERARM AWS HEFZERR , WE—FRDFA. NFEESEA , F2H (AM ERAEE
) FH AWS XEBRSEBHENAWS XEBXK,

- ERAREERET - 5RE IAM BERNFAR  FERTHTERMFTNFT. KERLEN , &
LESERERG T TUEREERRINEE K SELBARKKERITT. WHEEA IAM ERFFT
MEZHEER , F2EH (AM EAEER) P IAM PR BERMFF A,

« A 1AM BUR R R E — S REBIFEE - B USRI EBOR | SURHIBEMNERIFE.
Bl , AR BB |, EELAER SSL EIEMAER, MREBKE Fla £/ REBHE
AWS BR#§ , 18t AT BUGE AR 4 3R 4% F EL 7 BUE CloudFormation, MIRFFHIEH , 2 H (IAM A
EI5%) H#Y IAM JSON BIETTE « f&if.

- M IAM Access Analyzer B& 3 IAM BUE |, BERFT AT 24 B W IE EiE4E - IAM Access Analyzer i
BHBEMBEER |, BRELBERER IAM BUREES (JSON) Ml IAM HRIEEH ., IAM Access
Analyzer {2t 100 ZIEBRRERVEATTHNESR , IHBERERLBERANBE. NFEFEE
#, F2E (AM FEREER) FHFEA IAM Access Analyzer BB BUE.

- FEZEEERE (MFA) - IREHRPIFE IAM £RES FHRERE AWS IRF |, BRI MFA
DESZ4M, WFEEFY AP BERER MFA | 1§ MFA REFEBEENBER, NEHAE
7, F2H (AM EREERE) FHEIR MFA &% APl FH.

WE IAM AREBEBNEEES  F2E8 (AM EREER) B0 IAM Z2HEEH,

g{'_ll

£/ CloudShell &

£ EFHAWS CloudShell £#24& , B4 AHE —HARIKHT, ELEFUHEAHFE HMNEER F
CloudShell ERMFFMAEF AWS IRF, NMREEBYHFREAMNEHFATEBREN I 2BEBER |, AIEHRE
EZBENER (FAERAR)ME , TEAMEEZNFESREE,

HRMEFI AWS CLI X AWS API (NERE |, BTAFERFREBEEEGHT. Rz , REAHFIA
B ERBITZ API BIENBER AT,

AETHEREAEMNACNPARTLUMER CloudShell Ti24A |, t15E#S CloudShell ConsoleAccessD,
ReadOnly AWS ZEBREZIIER, MEFHMENR , F2H (AM FREER) PHFEFIRE
Jiik-T
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS CloudShell

ERAEER

ARFFERERAMMAE ST

LEfIE RE MR BER |, 0FF IAM EAERRHNEMNERAES S NABRRZERR, WEE
BEEXEEHMEA 3 AWS CLI AWS APl IR ERET A RN TER LB FFT,

"Version": "2012-10-17",
"Statement": [

{
{
}I
{
}
]
}

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",
"iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",
"iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"

WES B AWS CloudShell &% F11FEL
FERAUTEARGEEZEFIE EEFEH CloudShell #1 IAM B r[sEEZIN F RRERE,

SEBHEAR
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AWS CloudShell EREEmR
&

- REEZ CloudShell F#ITEIE

- BRAEBIHT iam:PassRole HIRE

- REEAH UAHAE AWS IRF FEIFRE CloudShell ER

KEHETT CloudShell P ITENE
MBMINEISEE | SASKRERENTHE , CNBRELEET , ASXCRTEE,

TH&EHIsEER G Emateojackson IAM EAEERAERAEZEARE —BERE my-example-widget
ERAFFHEER , BAEEMR awes: GetWidget FFAIRFR4E,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
awes:GetWidget on resource: my-example-widget

HEHBERT , BEEH mateojackson FRHEHNEE , RFFEMR awes: GetWidget EMEFE my-
example-widget BiR,

MREBEEWHE , BREEN AWS EEE, FHNEEESREHEENEXERE.
AR EBFH 1T iam:PassRole RIS HE

MR BIEEES |, EHEBEEHNIT iam: PassRoleBiE , BMBEXNEERH , UAHFEKAGEERR
CloudShell,

BE AWS B IRESREACEEGERE A MARBUFNEBEXACIRBEEAER, NFEH
THER B ARERACEEEZRBIFT .

EE5A B IAMmarymajor FAEERMEAEE AT CloudShell FEITENVER , R 4E T HIEHISE
R BR , HEBERBBEFREACKE TN, Mary REHFACEERGRBENT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURABEEH , AT iam: PassRole Bk,

MRIEERMB , BRIEEN AWS EER, BNEESRMENBEERRE.
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REIZ AT A AE AWS IRF FEEHB CloudShell &R

BRNEY - @A  BEHMAIRFHNEREIEEBABHASTFIRENER, BUUIEEE R
EEENHENEXAR., HHXEERERNBERIFEUEHIEE (ACL) VAR , &I LUE A ALK
REETFAEFRENE RN,

MEE—FTH K F2EUATRE .

« HETH# CloudShell EAXEELINEE , 552 AWS CloudShell Z0{aEE IAM & BEL{E A

- ZETHRIAELRES AWSIRE B EREREFEE , #20 (AM FHEIER) RFWELEE
HAWS IRE WS —1@ F5 IAM FEHEREEFEHE,

- EETHRNMUSERNEEEBRERE=SF AWS IRE | 528 (AM EHEER) WS EEUER
HIEE=7 AWS IRF #H.

- METHRIABBES S0 IREFEE , F28 (AM E£AEERE) TS FIUER B ENETE
TEIBRBNERE BEE D).

- METHEAACHNEREBRETEIRFFIZEANEZER , 528 (AM FREER) 1 1AM
R EIRE & RER.

FEA IAM BEEEEE AWS CloudShell ZFEVNIAE

BB REHNEFEIREEER AWS Identity and Access Management , EE E A LUASF I EF IAM FH
o, Wtk —3R | ELEfE A E T LAIFEL AWS CloudShell MfERRIBENINAE, BEEHMAINETHRE |,
FHHEEREEELFERAEWIUER shell :RIFHMITHEE,

EEERTHEAEFIENKRRES EZRER AWS ZEBX, AWS SERXRH BUNEENE T
BUE AWS, T 51 ¥ AWS BB AWS CloudShell ATEUE#EE] IAM &5

« AWS CloudShellFullAccess : ZF A , LA AWS CloudShell TE1FEIFT A ThEE,

AWS CloudShellFullAccess BHREREBRAF T () FLR IAM B (ERE. AGREE ) R=H
CloudShell MIEEMN TR FZEE, MENBERNFHEN , F20 (AWS ZEBRFERERER) ¥8
AWS CloudShellFullAccess,

(® Note

BAT5 AWS ZEBERRE IAM & 2t Al LUK E CloudShell, T |, 18 L BERIBHEZ AT
i, Hit , BRAEBERAEELHERYE IAM ERENEBACERERR , IR TFELRXK.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCloudShellFullAccess.html

AWS CloudShell EREER

- EEE  AIAM ERAERETEFIE | X AFMBPISET T EIREE PN EERBENER
AWS,

- ABASEREEAE TR IAM ERERTEAEARRER  YBEINREXE AWS &
HFE 2 =X F 2 Y B R M AR #S

MEEEZEBRNGEAENR , F20 (AM FREER) PHHE IAM B5EF0 (£33
&),

AWS CloudShell fEA BFTBERE HEBAFNIE

EEEE IAM FEHETLUER CloudShell TR EIE , FBE A CloudShellPolicy 3 & BUR i & &8
AHWBFTER, 5% , REARETHER IAM B2 (FAE, H#EIAE ) FRRBREGE.

Flgn | AL REF IAM A& FE CloudShell , BB L fIEIX AR Z A B9 CloudShell IREZEAE
B AWS EEXEA,

/A Important
£ AWS CloudShell # BiE) AWS BIEEX#EA | IAM EFREEETHEENT :

* CreateEnvironment

* CreateSession

* GetEnvironmentStatus
* StartEnvironment

MREENBRAAEAFEP —EEE , ELEZRE CloudShell B , SE&E IAM 7§

=0
E/I_-"\o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_administrator
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_developer-power-user
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console

AWS CloudShell EREER

AWS CloudShell £ 1]

Name RF 2 iR EX & CloudShell BEE ?

cloudshell:CreateEnvironmen #7 CloudShell 3R1E, =
t £ CloudShell T #EPEER
FRRENEE |, LR
wH Web ERAERREE
BRINEE, tFFrr{ETE
H * f9{H , Resourceil
FATidthe section called
“CloudShell #9 1AM BUE

&7,
cloudshell:CreateSession ¢ 42 Z CloudShell 3R £
AWS EEFinA
cloudshell:GetEnvironmentSt EHY CloudShell IREWAR =
atus RE,
cloudshell:DeleteEnvironmen MIER CloudShell I:RiE, vy
t
cloudshell:GetFileDownloadU ELETELEEMN Amazon D
rls S3 URLs , AREH
CloudShell Web 7T H &R
CloudShell THEEZx., &
TEAR VPC IRIE,
cloudshell:GetFileUploadUrl EAETALEEN Amazon B
S S3 URLs , AREH
CloudShell Web /T iEB
CloudShell -&EfE%, &
TEAR VPC IRiE,
cloudshell:DescribeEnvironm SREAIRIE, B

ents
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ERAEER

Name

cloudshell:PutCredentials

cloudshell:StartEnvironment

cloudshell:StopEnvironment

cloudshell :ApproveCommand

CloudShell 9 IAM B & 4l

PR T 2 & AT v 8

BAREA BEAER
HiX AWS EEXERA F
CloudShell,

BB E{=1E#Y CloudShell
RE,

ZIE FEHITH
CloudShell IR3E,

BERRE M AWS Service
FEHEEZE CloudShell

KI5

BXE) CloudShell BFEE ?

fim

7|

7|

T B S8 451 7 8 a0 AT 2 37 B SR 3R PR i 3 AT LA#F ER CloudShell, & #3565 th @ MR AT #E shell IRIEHHITH

Bk,

TR HI T £ 548 78 CloudShell & EIh8E,

JSON

{
"Version":"2012-10-17",
"Statement": [{
"Sid": "DenyCloudShell",
"Effect": "Deny",
"Action": [
"cloudshell:*"
1,
"Resource": "*"
H
}

£/ IAM BUEREE AWS CloudShell FEIF A £
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BURBURAFT IAM fE A EFHX CloudShell , B #HMfIELEFRLHEEURLs UETER LBV TH,
EREMATUER wget FAFR , ERRDROEHER,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "AllowUsingCloudshell",

"Effect": "Allow",

"Action": [

"cloudshell: *"
1,

"Resource": "*"

"Sid": "DenyUploadDownload",

"Effect": "Deny",

"Action": [
"cloudshell:GetFileDownloadUx1ls",
"cloudshell:GetFileUploadUx1ls"

]I

"Resource": "*"

]

THBE AR IAM EHEFE CloudShell, 718 , BRI AREA WEA AWS EEBXERA B
BIEEZE CloudShell IR, EHAEBERM IAM FHEFEEE CloudShell P FEEREHEAESR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowUsingCloudshell",
"Effect": "Allow",
"Action": [
"cloudshell: *"
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1,
"Resource": "*"
},
{
"Sid": "DenyCredentialForwarding",
"Effect": "Deny",
"Action": [
"cloudshell:PutCredentials"
1,
"Resource": "*"
}H

THIBE /LT IAM £ AEEIZ AWS CloudShell I:R3%,

JSON

"Version":"2012-10-17",
"Statement": [{

"Sid": "CloudShellUser",

"Effect": "Allow",

"Action": [
"cloudshell:CreateEnvironment",
"cloudshell:CreateSession",
"cloudshell:GetEnvironmentStatus",
"cloudshell:StaxrtEnvironment"

]I

"Resource": "*"

3

By FM{E A CloudShell VPC IRIEFER IAM 1]

EERVUFNMEA CloudShell VPC IR |, IAM BB S XA VPC 4 E Amazon EC2 FF ]I FHL,
AEHHETMER VPC IREBEMEMN Amazon EC2 #F1],

EEREV VPC BIE | ERGEAGH IAM BIENXKESE TS Amazon EC2 51 :

* ec2:DescribeVpcs
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* ec2:DescribeSubnets
* ec2:DescribeSecurityGroups
* ec2:DescribeDhcpOptions

e ec2:DescribeNetworkInterfaces

 ec2:CreateTags
e ec2:CreateNetworkInterface

e ec2:CreateNetworkInterfacePermission

Btz

ﬁ#kl

I

» ec2:DeleteNetworklnterface

® Note

WEFA R 2R &R |, 1B CloudShell EE IR T REFBREZEIM ENI BJR (A CloudShell
VPC BRIEZE VY ENIs €50 EManagedByCloudShel| £#81Z% ) . MRUHFATARRA , BHLAE
)X CloudShell VPC REfE A% F BB ENI ER,

& F & CloudShell FZEUER IAM BUR , 21F% VPC NFE
Tl FIRE R an{a R A CloudShell FEZFFAT , SIEH VPC WEFEL
JSON

{

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowCloudShellOperations"”,
"Effect": "Allow",
"Action": [
"cloudshell: *"
1,
"Resource": "*"
},
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"Sid": "AllowDescribeVPC",

"Effect": "Allow",

"Action": [
"ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcs"

1,

"Resource": "*"

"Sid": "AllowCreateTagWithCloudShellKey",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
]I
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
},
"ForAnyValue:StringEquals": {
"aws:TagKeys": "ManagedByCloudShell"

"Sid": "AllowCreateNetworkInterfaceWithSubnetsAndSG",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
]I
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Sid": "AllowCreateNetworkInterfaceWithCloudShellTag",

"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
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1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "ManagedByCloudShell"

}

"Sid": "AllowCreateNetworkInterfacePermissionWithCloudShellTag",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterfacePermission"
]I
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {

"StringEquals": {

"aws :ResourceTag/ManagedByCloudShell": ""
}

"Sid": "AllowDeleteNetworkInterfaceWithCloudShellTag",
"Effect": "Allow",
"Action": [

"ec2:DeleteNetworkInterface"

1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/ManagedByCloudShell": ""

#& IAM R4S AN VPC IRE

B LLgHE VPC SREEA CloudShell 33 R4 €88 , AEH VPC RIEBREHENMWEFTEE, &t
LUEE VPC BB LN TR ERAMN F AR ML £EH,

CloudShell #£ IAM BUR R X E T SR S8
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« CloudShell:Vpclds - AFFHIEL —RZ1E VPCs

 CloudShell:SubnetIds — AFFHIEL —NZEFHER

« CloudShell:SecurityGrouplds - AFRIER —RZEL LA

® Note

MREHRAFEAE CloudShell IREBRIMEREFT , U
$cloudshell:createEnvironmentEEFBIRF , FIMARTUEEEENAEGRE,
i, MREEEZENEFHRHN IAMBER , YEAEHREELAERENER , BXLELEE
MEBREIM IAM BER , ARBRKRSPHEE CloudShell fEAE A CloudShell Web £/
ENHE (B1E - MR CloudShell 3IRiE) FEIMIBRBANLBRE,

88 VPC REMRMZMAVEFIHE

THIEHIRE AR R SIREST VPC BRE. BEUEAMERHFNBERARN 2% , FHIMB &R £
RERABHBERBRAR,

BAREMAEERY VPCRE , YWHEBEINFERE

R THRREREREEY VPC RIR | SBEREES T , T EHARR

{
"Statement": [
{
"Sid": "DenyCloudShellNonVpcEnvironments",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Deny",
"Resource": "*",
"Condition": {
"Null": {
"cloudshell:VpcIds": "true"
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EREAEFIESE VPC, FHEBIZEHH

EEEEFERAEFIUSE VPC , 5B /A StringEquals R#ZE cloudshell:VpcIds HEWE, T
HIEPIIEBFEAEFE vpc-17 vpe-2 :

EEFEBFERAEFEIUSE VPC , 5B# A StringEquals R#ZE cloudshell:SubnetIds #&HHY
B, THlEHlIERFEMAEFE subnet-1# subnet-2 :

EEEBFEAEFIUEE VPC , BB A StringEquals R#E cloudshell:SecurityGroupIds
RENE. TIEPIIEREAEFNR sg-1# sg-2:

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "EnforceOutOfSecurityGroups",
"Action": [
"cloudshell:CreateEnvironment"

1,
"Effect": "Deny",
"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {
"cloudshell:SecurityGroupIds": [
"59'1"1
"sg-2"

REFERAEEARE VPC HAREVRE

EEAFFEHEFIUSE VPCs , 3FH StringEquals®Zcloudshell:VpcIdsi&4iE. T3
FHAFFEAEFE vpc-1H vpc-2 :

fE /A IAM BUEEEE AWS CloudShell FEUH A& 82



AWS CloudShell EREER

EEARFFEAEFIIEE VPCs , M StringEquals®Zcloudshell: SubnetIdsi&4HIE,
TR & AFFEREFE subnet-1H subnet-2 :

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "EnforceStayInSpecificSubnets",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"cloudshell:SubnetIds": [
"subnet-1",
"subnet-2"

EEAHFEAEEFIUSE VPCs , B A StringEquals®&Ecloudshell :SecurityGroupIdsik
BB, THEHAFFERAERFE sg-1M sg-2 :

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "EnforceStayInSpecificSecurityGroup",
"Action": [
"cloudshell:CreateEnvironment"

1,
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"Effect": "Allow",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"cloudshell:SecurityGroupIds": [
"59'1" ’
llsg_ZIl

ZH W9EFT] AWS BR#E

CloudShell EEREAREA BV IAM BAER AWS EEFEA,

(@ Note

EFEFRAEGAREANN IAM ZEAER AWS EBERE , BLBHE
cloudshell:PutCredentials&fdl,

CloudShell WTBLEREIAE AT BE A EMEA AWS Cll, T8 |, IAM FRENEERG ST AWS R
FERY A9 BRRERF ],

Bl , BEx IAM R EFERI Amazon S3 EFArB YR ER LERAWMF. SR AR RE
LEENBER. IAM TERERHEBXNEBRLFEES , 51 EETHEE JSON BRABRXHNERF.
BYBRSE , S HEREZEAREN IAM 55 (ERE, FEIAEE ),

MEEEZERRNFMENR , F28 (AM EAEER) PHHE IAM 555 (FE2E ).

7 CloudShell #12EX Amazon Q CLI ThEERYEF ]

&R CloudShell £/ Amazon Q CLI Zh&E , HIMNMAEER. WRNBZF A FRELHELEN
IAM FF 7], WREMEFE CloudShell F/#9 Amazon Q CLI Thet , BB LN EES K ATREXE
Y IAM R, MFEFMER , F2H (Amazon Q FEASEAERERE) FH Amazon Q FIE A SR
SO BBEEN,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/en_us/amazonq/latest/qdeveloper-ug/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/en_us/amazonq/latest/qdeveloper-ug/security_iam_id-based-policy-examples.html

AWS CloudShell EREEmR
£ FECEkMEZ#E AWS CloudShell

AEFERAMAFER CloudTrail L& FE1E AWS CloudShell SEEIF 3K 8E,

£/ CloudTrail E5325E 8}

AWS CloudShell 282 #4& AWS CloudTrail , LIRIFIREFERE. AEEL AWS BRI FrEREEEN RS
# AWS CloudShell, CloudTrail &@#% BYFFE API FEILEEER AWS CloudShell 24, REVAFEIEHE
KB AWS CloudShell £ &M | LAK ¥ AWS CloudShell APl 92N EEFEAY,

WMREEEHE , BITT LA CloudTraill E4FE R {4ZE Amazon Simple Storage Service (Amazon S3)
IR, 53 NWEH AWS CloudShell,

B REREEHE , AR ATLUEIR CloudTrail & FNEHELLHRREFHEMH. £A CloudTrail
WENEF , EUURRBEBEFRNZTEER, Hlm, & LK EE AWS CloudShell 2 HEHFER |, B
AR T MR AR P uk, RHEBRHALE , URREHFERVER,

AWS CloudShell CloudTrail /Y

T&RHIEFFE CloudTrail B R " AWS CloudShell BIE#,

(@ Note

AWS CloudShell B4 , 8% :

- * RNCEIESE (MHE) API FEU,
- WFFAHEFEE shell BRIVEFIREL BBBEnNvironment8E,
- WFiHELayoutiER CloudShell & ix#h I FTE BB R EH,

CloudTrail 78 CloudShell = CloudTrail

EHE8 Description

createEnvironment ] CloudShell IRIZRFE 4,

createSession E CloudShell IREH EERRE AWS BEEE
7Ba,
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ERAEER

EHER
deleteEnvironment

deleteSession

getEnvironmentStatus*

getFileDownloadUrls*

getFileUploadUrls*

cloudshell :DescribeEnvironments

getLayout*

putCredentials

redeemCode*

sendHeartBeat

startEnvironment
stopEnvironment

updatelLayout

Description
fiER CloudShell IRIFRFR 4,

B B Bl BB R B #1172 CloudShell R
R TAERE BRI B A

FEEY CloudShell IJREBHARER A,

=4 AR CloudShell Web 71 %8B
CloudShell &R 78 &%= Amazon S3
URLs CloudShell BFE84,

EE4L AREA CloudShell Web /M & B
CloudShell H{EERNTELX%EE Amazon S3
URLs CloudShell B3$4

REARE,

ERE T/ERERFABEFR CloudShell B & A3
4,

ERAREANBEAEREEL AWS EBEHEA
Z CloudShell BFE%4,

E CloudShell 3R P ENE T 2B EHH
THEREFRGRE , FE4E, SHEETUE
putCredentials @ sHEALLLFRRFE
CloudShell 3:Ri%,

B4 LAFERR CloudShell TERE B R R1EA 4R

RE,
E CloudShell IRIEZERENFEAL,
E#H/THH CloudShell IBIEE L4,

ERim Web ERARANBAIRERER , Fg
B,

AWS CloudShell CloudTrail 1 #J
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‘A& Layouts; —FNEHEIER CloudShell & im# AT A BIERS R 52K,
AWS CloudShell E1#E#) EventBridge #3 8l

£/ EventBridge R 8 , A LAIEE EventBridge WEIRF &R AIMNEHERIN BESE, BALE
R A, BIFFLEEA CloudTrail BFEFERPEH AWS CloudShell KIEIE , 15 E BHEA B Z2B1E,

Flan | B LAER put-Tule@$iEIB B EventBridge R 8] AWS CLI, put-rule FEISEFED
‘A& EventPattern 5 ScheduleExpression. £74 EventPattern iR Al E BRI FEEH BB,
AWS CloudShell E4#9 EventPattern :

{ "source": [ "aws.cloudshell" ], "detail-type": [ "AWS API Call via CloudTrail" ],
"detail": { "eventSource": [ "cloudshell.amazonaws.com" ] } }

WMEFMENR |, 55268 (Amazon EventBridge &) HH EventBridge FHVEHMEHER,
EventBridge

&R EE AWS CloudShell

EZE AWS ERETEF , BE=FRERAEETE AWS RN EZEHME R,
AWS CloudShell LA T &R EIEEER :

SOC

AWS REMABIES (SOC) BRERBIUNE=FRERS , T& N AWS ERERSREHNE
Zo

PR %5 SDK SOC1, 2, 3
AWS CloudShell CloudShell v
PCI

SRFEXERLLEE (PCIDSS) 2 PCl R+ B EZESEENEBEALLEE |, B American
Express. Discover Financial Services, JCB International, MasterCard Worldwide X Visa Inc. 3£

AlEX.
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https://docs.aws.amazon.com/cli/latest/reference/events/put-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-patterns.html
https://aws.amazon.com/compliance/soc-faqs/

AWS CloudShell EREER

AR5 SDK PCI

AWS CloudShell CloudShell v

ISO #1 CSA STAR 2 M R #%

AWS EBRFE ISO/IEC 27001 : 2013, 27017 : 2015, 27018 : 2019, 27701 : 2019, 22301 :
2019, 9001 : 2015 #1 CSA STAR CCM v4.0 H&E3

PR % SDK ISO 1 CSA STAR 523& F1BR %%
AWS CloudShell CloudShell v
FedRamp

Bl AR R R EE IR 8 (FedRAMP) B —EXBIBUFEREF 8 , REEEMLNTE , REREMMR
BETR 2. RENGEER,

R 7% SDK FedRAMP Moderate FedRAMP High
(East/West) (GovCloud)
AWS CloudShell CloudShell v v
DoD CC SRG

BiFs&F (DoD) ElmER Z £ EK{EmM (SRCG) REBEHNFTENRERSF , EERRBREME (CSP)
HV1§ DoD B , LAE A DoD FFRHERE.

&1 DoD CC SRG FHEMREMN R ERUTARE :

- B=FGERE (3PAO) F1 - AR B 51 EE AR I 58 = 5 b F T,
- BERHEZEZEE (JAB) BZ  LIRF B AIEREETT JAB BE,
« Defense Information Systems Agency (DISA) Review : It AR#S B &7 [E £ # 1T DISA B&,
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https://aws.amazon.com/compliance/iso-certified/
https://aws.amazon.com/compliance/fedramp/
https://aws.amazon.com/compliance/fedramp/
https://aws.amazon.com/compliance/fedramp/
https://aws.amazon.com/compliance/fedramp/
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PR 7% SDK DoD CC DoD CC DoD CC DoD CC DoD CC
SRG IL2 SRG IL2 SRG IL4 SRG IL5 SRG IL6
(East/Wes  (GovCloud) (GovCloud) (GovCloud) (AWS %

t) B )
AWS CloudShell v v v v N/A
CloudShell
HIPAA BAA
1096 FRERBRBEETER (HIPAA) BR—EHETEE , EXRFICEREEURERBNEERE

EAEREBREBRZRTHBHNBER T LM,

AWS TIEE HIPAA RN REEB R EREB AT HRE, FENERZIREEEEA (PH), 1
HNOBE2013F 7 8, AWS ANEEFIEMHEEEERHEH SN (BAA)

BR % SDK HIPAA BAA
AWS CloudShell CloudShell v
IRAP

BEARSHEMITEASE (IRAP) TRBNBAEFRESSAEENZFER , WREEENSRE
B QEREHRMNEREZLPL (ACSC) FrlERNBEMNBFEALLFM (ISM) ER,

BR %% maBTEm IRAP Z{RE
AWS CloudShell N/A v

* A ZE B A B R BB AWS TRIRM IR, Sl , EERY IAM BERE |, A Amazon
Resource Name (ARNs) #l read AWS CloudTrail H&.

MTCS

ZEMEREZE (MTCS) I 1SO 27001/02 EALLEERMK (ISMS) BZEAERNEEH MR L
EIFIZ X (SPRING SS 584),
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https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/dod/
https://aws.amazon.com/compliance/hipaa-compliance/
https://aws.amazon.com/compliance/irap/
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PR SDK 3= BRI XEIfE XBEA ¥ I3 L
WM (HEx (#HFE I (R=F I (A
& ) |41 i ) w|remdi
B )
AWS CloudShel v v v N/A N/A N/A
CloudShel |
I
C5

EREBEESREHE % (C5) REEABMFXENRETE , HEEHPEAL PN E (BS|) EEE#
4, EEBPESEERBAN "EREEELLES SBENCEAESRBREEE RHEE BRI E
HIREZ £,

AR %% SDK C5
AWS CloudShell CloudShell v
ENS &#k

ENS (Esquema Nacional de Seguridad) F2 &%l 2 B B I BN HEE I CCN ( EAIRMBH A ) FI
FE., EOFEAT RIS RBEEFFMENELRFRAUFNZEER,

AR %5 SDK ENS &
AWS CloudShell CloudShell v
FINMA

HIEMTEEEEER FINVA) BEHIBUNSHTSEEHE, AWSE FINVA ERH -3,
HRTEMAFEI IR RER T SRR EEERBNEFHERREHEENESHE
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https://aws.amazon.com/compliance/bsi-c5/
https://aws.amazon.com/compliance/esquema-nacional-de-seguridad/
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BR 75 SDK FINMA
AWS CloudShell CloudShell v
PiTuKri

AWS £ PiTuKri ERH—Ett , BT RMAFER IR RESHEERNBAR Traficom 2 Ein R 4
AR ENESHE,

PR SDK PiTuKri

AWS CloudShell CloudShell v

(e

MEEBESRTEGEER AWS WIRHEEE , FSEAEHE
i52:B AWS Compliance Programs.

|EEE K AWS BRI, WFE—MREA ,

O LAMER THRE =AM E AWS Artifact, INEFMEF , FS2B T H AWS Artifact FHIFHE .

IBER KNS REE AWS CloudShell BURRERINEEM, BRANERER | UREREEN
Ef. AWS BRETIIEFRRGEI SR :

« ZEHEGHAREAFIERE - ELNERFIRRBER , URUEEPBBUAZLAELNUER
AREVNEERTHNLSR AWS,

« HPAA Z2HEREBARE - WAKERPLRMAER AWS REMFE HIPAA RERERARE
o

« AWS EHRER - K THEFMANEENESTREANEHERNVLE,

(AWS Config FEASIEE) FHER RAFEEIR - AWS Config RE S EEREENTERA

HER, EXERNNERNEE,

* AWS Security Hub CSPM — AWS IR R RZ 2 RENEFUBE AWS |, TTHBIERERST
TEREEXRENREER.

Fy5EM AWS CloudShell

AWS £IKERERUL AWS BEMATARSAERZE, AWS EESRHEZEER 2 REMEEHN T
RAED  EETRAEHNUEIEE, SWEENSRENEEE, ZBTAES , B LR ERENE
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https://aws.amazon.com/compliance/finma/
https://aws.amazon.com/compliance/pitukri/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/pdfs/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.pdf
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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REANERE  ETREES<BEBREBEMASRETEH., TRESNTAYE, FEEINER
N, HBRE-HZEENFONERERREES.

M AWS BEATARENHMER , HSH ANS 2 HEBBIE,

BRY AWS 2IKEfMR M2 , AWS CloudShell EXXE T 5IThae , A BENEREENBHER !

« {£H AWS CLI FEilfE hisEF B # PSR , AWS CloudShell S A§ H #7118 A Amazon S3 f17EF
B, mEEHH , 528 AP AWS CloudShell,

PR EBREZ £ AWS CloudShell

EAZERT , AWS CloudShell 2% AWS £ K@K LZEHNRE, NFE AWS T2 RFBELUAK 0
AWS REEBNRGEWHEEBEN , F2EAWS Exis, EEFHAERREZENBREERRERIE
B AWS IRIE | F2E L2 X AWS Well-Architected Framework By E i 55 iR &,

EALAEA AWS E#MH API FEAY , AWS CloudShell EiBHERRFR . FRAERSLAZETIIE

=:

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEEH TLS 1.3,

- BEfeRXEEFAZFPFS)WEREM , a0 DHE (Ephemeral Diffie-Hellman)=t ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRAARE (U Java 7 FIEFHRA)KZEXRELE,

® Note
RIFTEE , AWS CloudShell @ BB A ERERENAREFRELREBHEN,

HWEZ L R{EEH AWS CloudShell

UTHREEES—MRER , YTRREENZLHERAN R, ARNELREERTRTESHTESEN
RIE , RPEBRGSEAABEANEER  MIERSTE.

H—EZ2HKEEK AWS CloudShell

o M IAM FaMBERESIE BNFE , AWS CloudShell ¥R EAE REHITEHARRENEE
(Bl , TEMLEER ). WFEFAENR , F2EEH IAM BEEEE AWS CloudShell 7EUH A

o

|
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html

AWS CloudShell EREEE
- B2EIAM ERFIEBRBER , INEAE. A ITERRER.

- REBAZRER LR, LX%TE"‘{&%*BEEE?E%E’JK—?—EFH’J?@Etéﬂl‘ﬁo HRERARZE/M L,
MEFEHESTNFZEAZEM ENFRET  F2RHESTXFEALZEM L,

- MRERF=FERABALZET WEHFRE K FRABHLELLEEEE AWS CloudShell,

. E%ﬁiﬂﬁﬂ’%{iﬁﬁ% shell B85 8V shell I8 RE 28I , FBAEREFRME, WMFE B RTERE shell IREMW
HMEN  F2REAESHIEXK shell,

- BEABREMWTFRERSNZEREH.

AWS CloudShell Z4&1FAQs

LA 2 CloudShell &M% R BBV EE.

« E&RE CloudShell 3Gk E shell TYERSEREF , &AWL AWS ZFHE T ?
=& I LARR#1¥ CloudShell FI#BREZHL ?

o RALABETEM CloudShell IRIE ?

« EASHOME B sxBRRF HIEHE AWS T ?
AN KR $SHOME B 8% ?
R A SAESHOME B 8% E BT B RAER 2

E & E) CloudShell LBt E) shell TYEFSERRF , AL AWS BF A
it ?

BARAWS EEXEE , FRALZH IAM EAEEAER, I ECEIRERERD
CloudShell B , ELEAE R AR CloudShell APl , SUE I REMEHRE, BESREHR
¥ 3I AWS Systems Manager T/EBEER , CloudShell ﬁﬂ%ﬁ%@iﬁ:’éﬁlfﬁﬁﬁﬁ’io

REZEHEFAQSEE

BB LRI CloudShell BY#33812HY ?

HROARE  EARFMRFEH, MRECEZRGBRFE , ELARAERY VPC RIFNERBE
AVA/N =) i—iﬁ,E’Jn‘F—Io

MEFHMER  F2REREFEEEY VPCRE  WEBEYNEIRIE
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https://docs.aws.amazon.com/whitepapers/latest/aws-overview-security-processes/shared-security-responsibility-model.html
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¥ H CloudShell VPC IR3% | R ESEABIEMN VPC, £ VPC B A CloudShell o] &4
CloudShell VPC IREHN #HR17HL,

BROZ£MFAQsEE
E A LLBFTER CloudShell IRIEWF ?

B LA AR CloudShell IRETHUY ZH AR MEME=FHE, TERRcERSRELEHE
E$HOME B 8% F Y EX B8,

RIBAWS HESEEENER , E4AREMREERAEANLEHEBNERE,

REIZ 4 MFAQsEE
FHYSHOME B 82 E R FIE HE AWS Eig ?

HROARE  ARE PEREMNERRER Amazon S3 $HOMER .

¥R VPC IRI% |, BWSHOME B 8587 VPC RIFREF ( BE 20-30 iR ) NELMBRIEHBBIR
5 M BR

B El %4 MFAQsIE B
& A AN FEAI$SHOME B 8% ?

B, BLFEALECNEBMBERI$HOMEE 8. 18 CloudShell 74§ $HOME B A B F IRTE
Amazon S3 K iN% B AR

BBl Z 4 MFAQsIEE
KA LLIESHOME B 8% S TIREREE 2

B, EEHTSHOMER SRVEEHRE, LIENIEEEEZLT,

IREIZ £ MFAQsEE
K AT AR % CloudShell B9 8 A =585 15 2

EERGMARBEE , BEEMER CloudShell VPC :RiE, EEH VPC IRERE ( BE 20-30 o2&
%) RNEERMRRNEFRBERERS | SMER VPC REHNSHOMEE 8%, EBEINREERTD , EEMTHE
B EAR VPC IRIE,
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AWS CloudShell ‘EEIRIE : RIS FEEE

B IZ BB B AWS CloudShell , 23 LA Amazon Linux 2023 BEBHEERIERFTE shell 5, R
BERMEEER (VCPU FIidERE ) BE , YRMUHRXARENFELELZELE , et RETH. &
BELEEEREPRENTMERBHCEKBEARIIRER. BHALUEBLZERBANEX shell S
ISR EFARIRE

EFIRRER
18 AWS CloudShell BB S HREIHR T 5 CPU M IEBER -

. 118 VCPU ( BEREEET )
+ 2-GiB RAM

A, 2EATIHRFEEEHERE
- 1-GBEAMRE ( TERBERBRREFNMARERE)

MEFHMER  FEEBALES

CloudShell #5&E 5K

WebSockets

CloudShell BUR WebSocket BEAHE , ZBAHE AFFEAE Web BIE2REE CloudShell BRI
AWS EinFETEMEHNEH. NWREELEERPEARERS , R ERRI[N A ATESH
B2 FEGERRHER, WebSocket BABE A ENERRSE K MASRE[ME, EERELEER
T, REMRRFEPE L WebSockets [E &, MRFEWRE , B/ CloudShell M EEIRE T 58
72 : Failed to open sessions : Timed out while opening the session,

MRHREBERLE  FE2RARNEAWMSBBO XS | UEEERER SLFF WebSockets H#& , 1A LB
BRENRREER,



https://aws.amazon.com/linux/amazon-linux-2023/
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® Note

MREEEAFIIHIFE URLs RERBMFTAT , BRI LI AWS Systems Manager TERE
E% F R BARE WebSocket AR Ak s A MU S HAV S URL. ( #8#9 AWS CloudShell 43
SEEEEZ Systems Manager TERER, )

Systems Manager £t StreamUrl B#&=X A& wss://
ssmmessages.region.amazonaws.com/vl/data-channel/session-id?
stream=(input|output),

B R BN AWS EEH EEEBI%F AWS Systems Manager , #lflus-east-2EEH KRB
(fBx%E) BiF.

7 session-id 245 E Systems Manager T/ERSER SN RRBN 6B S , R IE RAEEE#T
URL S FF&EBwss://ssmmessages.region.amazonaws.comiFEE . MEFHMENA ,
28 AWS Systems Manager APl & H /) StartSession #1,

3

AR ENEHE

(® Note
B AWS CloudShell R REEERNEMURESH RN FIE , RLBEMTEESXH
PIRUBFERAFER. K2 , RfASRPNARESZENIRE, EERELZENIRE , B
ABEREBR , BEEE --version®IE ( HlN , git --version)s

RE
FESEREN shell
= iR A& A
Bash Bash shell 2 HE&% shell FE bash --version
AExX AWS CloudShell,
PowerShell (pwsh) PowerShell {2t a5 55| R E pwsh --version

MESHBESIE  BBXE
Microsoft B9 .NET fs SEES
T8z t. PowerShell A%
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https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_StartSession.html

AWS CloudShell

ERAEER

=1

Z Shell (zsh)

AWS #5551 5 E (CLI)

CLI

=L

AWS CDK T E#H CLI

AWS CLI

iR
A cmdletsHRERGT |, £
S EE NET Y14,

Z Shell th#% zsh , &
Bourne Shell BV EFMRA , A
AEEMINHEN R ERE
EHEZ:S

DU

AWS CDK Toolkit £ CLI &5
< cdk , REEMN AWS CDK
FRAEXESNEETE,
TEWNTENERAEX, &
HEAERNEAERERESR
DURELENEE EEN AWS
CloudFormation &4 AWS
CDK,

MFHMES , FSHE AWS
CDK Toolkito

AWS CLI a8 E , 7
ARG YIEEZE AWS
BR#% , WEAESHEKEE
B, MEFMEER , TS
EI7E CloudShell ¢ CLI &

AWS BR#%.

NEFRUARAREEANZ
up-to-date AWS CLI 2 &

MRAEEA

zsh --version

MR A& R

cdk --version

aws --version

AWS @S5S E (CLI)
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https://docs.aws.amazon.com/cdk/v2/guide/cli.html
https://docs.aws.amazon.com/cdk/v2/guide/cli.html

AWS CloudShell

ERAEER

=1

EB CLI

Amazon ECS CLI

e
=i
!

, i52E L% AWS CLI 3
/I\J\Elgi E ﬁ%o

N

[

CLI AWS Elastic Beanstalk 12
Mooy RE , AR
RBEEEY., EFNERRE

o

MBFHMEA , F2E (
AWS Elastic Beanstalk B2
AB¥E®E) FHEA Elastic
Beanstalk i %R E (EB

CLl),

Amazon Elastic Container
Service (Amazon ECS) &5l
S| (CL) REESHEeS , 7
L RENEBNEYL, FH

METZ,

MEFHMEA , F2E
{Amazon Elastic Container
Service B ABERE) W
£ Amazon ECS iS5l &
o

MRAEEA

eb --version

ecs-cli --version

AWS @555 & (CLI)
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/eb-cli3.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/eb-cli3.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/eb-cli3.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS_CLI.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS_CLI.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS_CLI.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS_CLI.html

AWS CloudShell

ERAEER

=1

AWS SAM CLI

AWS Tools for PowerShell

DU

AWS SAM CLI 2— &5
T E , A% AWS Serverless
Application Model &34 & F
&T&Tﬁt% o BT LA

THEEE. EaEERHY
FH Lambda BN ¥, A&EGER
BEAENEBIIZEES , U
R EARBEAEXTEER
AWS Eig,

ZZU n¥%ﬂ1§nﬂ nﬁ E4 Eﬁ << AWS
Serverless Application Model

FREASER) B AWS
SAM CLI ti 58%&.

AWS Tools for PowerShel

| EREEE NBWELN
PowerShell ##8 BARK .NET
# SDK. f£/A AWS Tools
for PowerShell , &7 LLf¢
PowerShell i3SI 88
AWS ER LR B RIEE SR,

AWS CloudShell 8 £ &5
EHRILIRAS (AWS AWS Tools
for PowerShell.Tools).
MEFHMEF , FSEAWS
Tools for PowerShell { £
RAEER) PHEAEAR
PowerShell 8 AWS T &,

MRAEEA

sam --version

pwsh --Command
'Get-AWSPowerShell
Version'

AWS @S5S E (CLI)
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https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-cli-command-reference.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-cli-command-reference.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-using.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-using.html

AWS CloudShell

ERAEER

#1THFA AWS SDKs : Node.js # Python 3

#ATHAF AWS SDKs

=1

Node.js ( & npm)

Node.js FiE R JavaScript
# SDK

Python

DU

Node.js = —%& JavaScript #
T8, EEEERHERER
SRENEEN. NEFHE
A , FS B E S Node.js 8Lk
sl p g

npm EEHEEES , IELTF
EX JavaScript 8 FI 4R L & 8%
B, IEFHET A F2EE
¥ npm B4 E B ST,

R ZEEM (SDK) EiB

A Amazon S3, Amazon
EC2, DynamoDB #1 Amazon
SWF & AWS R
JavaScript ¥4 , Bt
mis. WFEFMENR , B2
B EAR JavaScript #
AWS SDK B AB1EM)

Python 3 22 #F 7 shell IR
BEHRFER, Python 3 RIEMH
RARXRFTESWTERMR

K (¥ Python2 HZEER
2020 £ 1 AR ) . MFEFM
B , 2B E S Python #ih

LRy XA

A\ | Sk Z 2 pip , Pytho

n EHRERN, EAUFER
SRR ERLRE|LE
Python £ , #l40 Python &
HER5l, WEFHMBENR , FS

MRAEF

* Node.js : node --
version

* npm : npm --version

npm -g ls --depth 0
2>/dev/null | grep
aws-sdk

* Python 3 : python3 --
version

* pip: pip3 --version

F1THIF AWS SDKs : Node.js 1 Python 3
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https://nodejs.org/en/docs/
https://nodejs.org/en/docs/
https://docs.npmjs.com/
https://docs.npmjs.com/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://www.python.org/doc/
https://www.python.org/doc/

AWS CloudShell

ERAEER

=1

SDK for Python (Boto3)

B2 T EH shell AHRER
BT EM shel 2AER

=1

bash-completion

EEPUN
B Python Packaging Authority
R .

MRAEEA

Boto 2 Python BiZ A E AR
By, REMNEENEEEAR
E14 (SDK) AWS fr# , 40

Amazon EC2 #1 Amazon S3,
FAZ E 12 Heasy-to-use ¥
B APl , SR HEREFER

pip3 list | grep boto3

AWS Bg#%.
WEFMEF , 2B Boto3
Xfto

DU

MRAEF

bash-completion 2 shell B
WES , AIERIE Tab BEE
TR EANTHESI B
A LATE R E bash-comp
letion ZEHIEH /usr/shar
e/bash-completion/

dnf info bash-comp
letion

completions

o

EEREEHGTHNED
TR, HARMBERNER,
flan , ZEERE Git B
BEIER , BT ITHE
Z , .bashrcAEE AWS
CloudShell TER& X RA B BE 1]
LAfsE F L ThEE -

FE T EA shell 2HEN
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https://pip.pypa.io/en/stable/
https://pip.pypa.io/en/stable/
https://boto3.amazonaws.com/v1/documentation/api/latest/index.html
https://boto3.amazonaws.com/v1/documentation/api/latest/index.html
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ERAEER

=1

cqlsh-expansion

iR MRAEEA
source /usr/share/

bash-completion/
completions/git

MREREFABIITHES
B, BREMAMEEENEA
#E B ($HOME) , W E A
FESE.bashrc,

WMEFHMERR , 3828 GitHub
FEEZEMN README EE,

cglsh-expansion =— cglsh-expansion --

BIEH, Hhasety version
Amazon Keyspaces 8 % 5%

EM cqlsh MiFBIE |, FE

KR 58 Apache Cassandra
HEEMEAME., WFEFEE

A, BEZREH cqlsh ERE

Amazon Keyspaces (BEAR

Apache Cassandra) BAZ A &

BRI A Amazon Keyspaces

o

FE T EA shell 2HEN
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https://github.com/scop/bash-completion#readme
https://docs.aws.amazon.com/keyspaces/latest/devguide/programmatic.cqlsh.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/programmatic.cqlsh.html
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ERAEER

=1

Docker

Git

iputils

iq

DU

Docker 2%, EEMHIT
ERAZXHEBTESR. Docker
RS ERAE EERE
P, MERERNEE, ©
A BIRTEAEZBERE Dockerfil

e AWS CloudShell , 3
CDK 2 & Docker €&, WE
Docker S E ML AWS EiFHY
FHMER , F2EEN AWS
[Ei3, AWS CloudShell, &%
HI3& Docker EREFHZEE
BR. MREEKEFEHIR
& , HFELFEAKZH Docker
MG e SRE, 1%
Docker BVEFHIER , F2 B
Docker X6/

Git B — &7 Bzl 2 H R
e, ERD X THEREMA
RARRZERAKBHESE
. WMEFMEF , FSHE Git
EAMEY LN XA EER.

iputils EFE & Linux B
LNAER, MEFMERLARE
XHWFHMER , F2E GitHub
89 iputils fE1ZE.

jg ~ARXEZH JSON %X
WER  LIEEHRGTIIER
REBRNEE, IEFHEE
#, BESE GitHub LEEEW

jq F.

MRAEEA

docker --version

git --version

iputils TEMEH| : arping
-V

jq --version

FE T EA shell 2HEN
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https://docs.docker.com/guides/workshop/
https://docs.docker.com/get-started/overview/
https://git-scm.com/doc
https://git-scm.com/doc
https://github.com/iputils/iputils
https://github.com/iputils/iputils
https://stedolan.github.io/jq/manual/
https://stedolan.github.io/jq/manual/
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ERAEER

=1

kubectl

make

man

nano

OpenJDK 21

DU

kubectl 2—E@®mH5 IR,

Al £ A Kubernetes API E2
Kubernetes & 5 #Y 12 & F
T8,

make 2 AR FEH
makefiles REBLEEE
WHBEXIBFE=E. WFEFHE
B , 5528 GNU Make X
£

man TS RMUGSINAR
XNMIENFBHERE. Flw,
Eman 1sEEYEBHRAR
Z1lsTHFEBEE. WFEHF
HEFR , FSEAYER LY
Wikipedia E H »

nano EiE AR X FE FREAY /)
HESAERANmEESR. NF
&R , 5528 GNU nano
X

Amazon Corretto 21 &
OpenJDK 21 W REIZ B
(LTS) i, Amazon Corretto
5= Open Java Development
Kit (OpenJDK) KB, ZF
ANEERE D M. WFEFH
B , 328 Corretto 21 f£
AEZEEEPHHER Amazon

Corretto 21 ? .

MRAEEA

kubectl --version

make --version

man --version

nano --version

java -version

FE T EA shell 2HEN
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https://www.gnu.org/software/make/
https://www.gnu.org/software/make/
https://en.wikipedia.org/wiki/Man_page
https://en.wikipedia.org/wiki/Man_page
https://www.nano-editor.org/docs.php
https://www.nano-editor.org/docs.php
https://openjdk.org/projects/jdk/21/
https://openjdk.org/projects/jdk/21/
https://docs.aws.amazon.com/corretto/latest/corretto-21-ug/what-is-corretto-21.html
https://docs.aws.amazon.com/corretto/latest/corretto-21-ug/what-is-corretto-21.html
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ERAEER

=1

procps

psql

SSH A Fim

sudo

tar

DU

procps 2 —BRREELARE
N, ATAREEMELB
THHRER. MEFEENR ,
B2 % A procps #1T

212X README X,

PostgreSQL = — &I AEE K
HWERRBHBERERR ,
ERAZEE SQL Thek , IR
B RIIhEE , UL LT
BANEREMNERRE, W
RHMER  FBRMER
PostgreSQL.

SSH A Fiw{EA &£ Shell &
A 1 7E B R v E B HE 1T N2
B, OpenSSH R LR
# SSH A F i, MHEFHHEE
# , B2E OpenBSD #EH
OpenSSH #8¥5, OpenBSD

f£H sudo 2 AEX , FAE
AUTEEHMERAERS
FANER O BERBREAR
E, BREELURREEES
PLREEARENE , Sudo R
EH. NEFHMEENR , F2HE
Sudo F.

tar B—EH TSI AER , 7
AREE-—HEERPEZE
ERD2HE (BEBA tarball),
MEFMEA , F2H GNU
tar X4

MRAEEA

ps --version

psql --version

ssh -V

sudo --version

tar --version

FE T EA shell 2HEN
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https://gitlab.com/procps-ng/procps/blob/master/README.md
https://gitlab.com/procps-ng/procps/blob/master/README.md
https://www.postgresql.org/about/
https://www.postgresql.org/about/
https://www.openssh.com/
https://www.openssh.com/
https://www.sudo.ws/man/1.8.14/sudo.man.html
https://www.gnu.org/software/wget/manual/
https://www.gnu.org/software/wget/manual/
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&7 iR S
tmux tmux 2 —BRmEMZTEE o tmux -V

AREZEREFRFHITR
EHRER. WEFHMENR B
SRR tmux FIEN A3
FEi%o

vim vim 2 — & BT iREEST vim --version
BHERY FRA@MEZE
B, MEFMAER A F2EH
https : //vim.org LI 8 X4
EiRo

wget wget R—REBERREN , AR®  wget --version
T 5 Pim i E A Web f@BR
BHBAS. WHEFHEEA ,
FE2:69 GNU Wget X #.

zip/unzip ziplunzip ~AAEXEAFHEE  unzip --version
ZRN , TRUEXENER _ _
BiE  MAKEREHR, Py 2P --version
Zip i , EE—HEFHSHER
BEER. &£/ unzip $ER
RBFREEEIIEEN B #.

8 AWS CLI B8 E B 8%

WEE CloudShell IRIFEHFALARRNHAREE | AWSCL TEERHEFNAIBARNLLMHEH
B, MREEE#RREBHESup-to-datey AWS CLI , B LLUBEE shel WEBHPFHRETE,

/A Important

BEEAWSCLI EEBH &P FEIZE NWEAR , LUETIXEE CloudShell T/ER EX B 0] LAfE
A, FEkZE K HAHEE NI B HKMNERSHOMERERTH shell TERFEREMBR, Lt
N, ERLZHEMERZE AWSCLI , FTEEBHEH., RIHER  EEEFNZEHEHESR

EWEE,

%4t AWS CLI I E B 107


https://www.hamvocke.com/blog/a-quick-and-easy-guide-to-tmux/
https://www.hamvocke.com/blog/a-quick-and-easy-guide-to-tmux/
https://www.vim.org/docs.php
https://www.vim.org/docs.php
https://www.gnu.org/software/wget/manual/

AWS CloudShell EREER

T AWS HEBEEEBNHEET  FBH THEREE AWS CloudShell,

&% AWS CLI

1. 7£ CloudShell a5 5%/ |, f£A curl@©# AWS CLI BEZ % BRI AEEE shell :

curl "https://awscli.amazonaws.com/awscli-exe-1inux-x86_64.zip" -o "awscliv2.zip"

2. BMBREBEBNERR:

unzip awscliv2.zip

3. HERIEMEEREENERR , FYIT AWS CLI ZEER :

sudo ./aws/install --install-dir /home/cloudshell-user/usr/local/aws-cli --bin-
dir /home/cloudshell-user/usr/local/bin

MREZERD , B THERRTIFAE

You can now run: /home/cloudshell-user/usr/local/bin/aws --version

4. ATHEER K BMARBRELHUEHPATHRESY  UEEHTawsHPEIEEREIEREN
R

export PATH=/home/cloudshell-user/usr/local/bin:$PATH

® Note
MREERLBEE PATH , AITEREERENaws® S AWS CLI ERERARLRE
N

=% AWS CLI B85 = B 8% 108
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£ shell IRIBE L ZEF = HEE

(® Note
BREEBRARLZEEEEE  AREMNE=1BHARXLZEE AWS CloudShell VI EH R

5.

WIRFERK , AWS CloudShell FiE £/ & &8 sudo #F 7. AL , HASER sudo@m S RL L shell iE
HIRBEPEARATANKRE, 6l , BAILEMA sudo Bl DNF EH4EEBLARAREZE cowsay |, B
SELEBARZFN ASCI B K :

sudo dnf install cowsay

RE  BOLEA REBHLENTERecho "Welcome to AWS CloudShell"™ | cowsaye

/A Important

E4EEBELRAES , flmBE % (Hlm,) PH dnf ZERER /usr/bin , EEL N AEXEE
shell TERERERKEN,. ERXRTERBIERBRZENERHMEE,

AT IHIENEH shell

INRIEEEIEWTEER shell I]RIE |, B LUREE shell RESXHBBFHSHITH shell S
. .bashrc BB EETEER bash shell BXEIBF#H 1T,

/A Warning

MRBFERMIEN . bashrcBR , 2R ABEEEFEER shell IRIF, RFEEREZER
B, SR AERE RFRBME Shell REEKERE . bashrc, MREE—1@ shell FELEFE
B, BPAREEAS—E shell , I B o] AEREMEE,

MREEFERIB K. bashrcHEMHEMERBREFEE , KR UEBM R E E #% AWS
CloudShell 3R EI HFEFZERE -

EWERFRT |, B8N . bashrciE T , EEM shell IRE B B EIFIT Z shell,

T shell RIELREE=FER 109


https://aws.amazon.com/compliance/shared-responsibility-model/
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1. .bashrc FAXFMmEEE ( HlL0 Vim) BEIRL :

vim .bashrc

2. EREHRAET , RT | BEKBEE , ARWNETHIER .
zsh
3. BEFERUMTFHME.bashrcER , FIR Esc EA Vim i SERX , REBWATIAZR .

1wq
4. fER sourceMm T EHEA .bashrciER :

source .bashrc

ERWTIREBRTARE , BTARE E8EARA S , RREBEEMEA Zshell,

AWS CloudShell {i£ AL2 B E AL2023

AWS CloudShellZA Amazon Linux 2 (AL2) /#E# K 22 ZE Amazon Linux 2023 (AL2023), 1%E
AL2023 HIEFHIER , 5528 (Amazon Linux 2023 EAEIER) FHTER Amazon Linux 2023

(AL20232023),

FEiB AL2023 , BATBAER CloudShell REtHFTA T ERBEFIMBRAM CloudShell R, METAT
ENFHEER  FERELLRENEE,

AL2023 AR TEREMHTEENE  SEBERANWEH , 620 Node.js 18 M Python 3.9,

(® Note
£ AL2023 Python # , 2 THEEEM CloudShell IR3E — 2 iEix,

WE AL2 Fl AL2023 ¢ EEEZEWNFHFMEN , F2 8 (Amazon Linux 2023 £FA&EER) PR HER

Amazon Linux 2 ] Amazon Linux 2023,

MREBEMEE , FhE B, St FESERNREBBEAWS re:Post, EEHEA B
AWS re:Post , A REREZE A AWS,

#& Amazon Linux 2 % ZE Amazon Linux 2023 110


https://docs.aws.amazon.com/linux/al2023/ug/what-is-amazon-linux.html
https://docs.aws.amazon.com/linux/al2023/ug/what-is-amazon-linux.html
https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html
https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html
https://aws.amazon.com/contact-us/
https://repost.aws/tags/TA5ZaPf1NkT4uNitnWVitlyQ/aws-cloudshell
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AWS CloudShell B#FAQs

LT 2% AL2 BB E AL2023 By —&£FE REERY##ZE AWS CloudShell,

- EBE AL2023 EEEFERNEMEM AWS BIR , Sl AL2 EH1THY Amazon EC2 #1T{E
2?2 AL2

- MEEHEREZBRE AL2023 MEE ?
« RABLEZRHBRE ?
« BRIV IRIE AWS CloudShell By 15 ?

BREE AL2023 REESHERNFMEM AWS &R |, HlH07E AL2 E#HITH Amazon
EC2 #1T1EI& ? AL2

& AWS CloudShell IREBUNWRERERHF LIS ZILBENEE, ESTREETECDE ABRIHEF
BNV &R AWS CloudShell, #lan , iNREBEEILTE AL2 E#1TH Amazon EC2 #1T{ERE , BIFE&
BZE AL2023,

FEEEBE AL2023 MEE T HEEHK 2

AWS CloudShell RIFEEFI@SAARENER, TEZTHRELALTERBRBENTREE K F2EALRE
KB, AWS CloudShell ##ERELEH | 1B Python 2 BrIh. WFE AL2 M AL2023 FTRHEH
WERER  FSELE AL2 71 AL2023, HREFEBBE AL2023 #TBRAABEEHMMAER
HEFE , RPEZREEE AWS Support I35 Ko

B LURZRHERE ?

A, BEEIREIR Y migration, AWS CloudShell IREH B AWS , Rt , MEREHFEHARE
AL2023,

7T LA I AWS CloudShell ITREH 5108 ?

AWS CloudShell E#BFZFHAE T A%, MEFHMET , F2H WREEEMES AWS
CloudShell, MNREWEERXIFEETEAERDELE , MELERELAHENERSBREELFEND ,
EERLER 6 BT BEED.

AWS CloudShell B%FAQs 111


https://docs.aws.amazon.com/cloudshell/latest/userguide/vm-specs.html#pre-installed-software
https://docs.aws.amazon.com/cloudshell/latest/userguide/vm-specs.html#pre-installed-software
https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html#package-changes
https://docs.aws.amazon.com/cloudshell/latest/userguide/limits.html#persistent-storage-limitations
https://docs.aws.amazon.com/cloudshell/latest/userguide/limits.html#persistent-storage-limitations
https://docs.aws.amazon.com/cloudshell/latest/userguide/getting-started.html#home-directory-backup

AWS CloudShell EREER

WEEZ BT AWS CloudShell

£/ B AWS CloudShell , & &iBEIREE | ﬁllill]"“"‘E&EJJ CloudShell S shell i S HI R EHIT
FRREEE, XERSENEFRE T I HETEBIN — LT EMEETHELE.

0 CloudShell HEMBHIER , i “EﬁAWS CloudShell FAQs, &7 SAZEAWS CloudShell BA g
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