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{
"Sid": "ReadOnly",
"Principal": "*",
"Action": [
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"Effect": "Allow",
"Resource": "*"
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EERANEERRREFHERERIENE SNEERR, SEHIRRE Development (FA%) iR7E
4% Published (22 h) iR, BE L2 T Published (B2 #) MENFEBEIR, BB RMHEHN
EEREAERITEESEENER B %,

EXHNEEANGERHRMLARREABEBNRA, NERERANNFMAESR
325,

Applied (EEHA) AkRE

ERMNEBERTUEAZERNB %K. SERIENEZNERBHEREIS Applied (BEEM). —B&
RiEBEREMATIER B &K SR ERVYMHRERAGRETINED, SUURSEERERER
FE—EERE %K. CERANGRERIAHTIRE,

nl‘ﬂ

RGBT

- ¥TEEEE S EANSBER
- MTEFELEBUEICEANERER

Facets

HOREBEAASESHNHMRE S, eMREK—ETEZE HKPEY4HEEBRNEY , B LDAP ¥
HEINE . SEESKYHEZIESEHENEEBERN.,. WHRFMEEN , 52/ Amazon Cloud
Directory PR #lo

BSEEOEHESCHEYN—EABEE. SEEQTEEANFREN , flNEEEE, REAEANT
Ro FEBHER ARN, EEMBENESERYFRME—E,

—HEaERE., EHRHRFELCENER  BRBSNEBERER. FERAAOAREERTHIEE
HIBR &l -

1. Y eRTRY
2. RFEREYHHBERER

B—BEFBHERPHETLENERG , RUARERERERTENE K  YELERANYH. B
o, EASAEBHIEER. FRUARFRERSERD , ERREFBHELR, AR, BUUERELHR
EERGRHERNB R , BSR4, FERUAURFIRERYH,

Cloud Directory’s schema support makes it easy to add or modify facets and attributes without
worrying about breaking applications. NEFFMEF , FHSH 7t FHREE R,

Published (2 &) ik&& 13
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Mt FH AR B IR

Cloud Directory REAEHMBAMFE BB ABHENER , HEEESEARIM AWS =ZA4M AR
%o Published (B 3F) = Applied (EER) METWEEBHABERS , BEEZEF, WFEFHEE
A, FLB EEEREmER,

& B AR AN Hl

BRERRASEHEBERNE BN K ARASTEEARTHEARAKRAFSBER NS
ANCERMIEE. WRAIEFIFEE Cloud Directory WA EREMEEREZE  ARAE—EETH, 8
BER(CRR (FBREINRERE) AILURERRVEBHERH CRARINZE,

EEMRA

FTERFARANERERHREEZREABENRABLT. HREKZTH 10 BAFxK. B EEEH
RNTERAHRETEEIUN, N, FBBWHEBERATENMERGEELR  EREAR/TETEANGER
iR, ERETNHEZE™,

BT ERNEE

BMNEBRRAERRERTHARTBETERS. flN , SERTEHENEREEE (R
string 2F % integer) , it ENEBELERLEBER. BHTHENEEFTERE HERR
L — IR E R B R B R AR SRR

NI TN

RERAZARBRME A REERRORERERLNT , IELRERAHEB AR RAZRBRF , flasrgH
tEERFEEE. EFRARERAABRNEERR , TUFERIERAECTEEREAHTHIERRE
ANWFE B &%, EEEFERATEEREFMNE &, ZZIJ EEARGIES | FF2E T UAEB R A SRR
Fik , BEREMA Amazon Cloud Directory f&#&#R# ¥E 1 7£ Cloud Directory ZB&#&H,

REMAEFANBLSHERAMNERERET —ERFEEBERPRENREEES. NHFPTR
BEAREREEA. HHRERFANERR  REXERATEE |, B UEEERAFREXR.

IR B W < PR 5
Cloud Directory & jtllttﬁﬂ%ﬂa&%fﬁﬂmgﬁﬁzlio B, RERAFRHGUATI SN eH 2 &Mk
MERANBEBIERATEIT

- DEREBHER . —BBBXERAPRE , Cloud Directory Fi € B Bl BR & B Y X B AN,

i RS E R 14
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https://aws.amazon.com/blogs/security/how-to-easily-apply-amazon-cloud-directory-schema-changes-with-in-place-schema-upgrades/
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- BREEBER . —BEBXERARE , Cloud Directory fi A& MIBREMRIXERA |
BEEiBLimitExceededExceptionZRHI 2B, —EBBIRERARS , B LE
FADeleteSchemaAPI S5 KI2 S R4,

e R BRI R API B4E

BRI LAME R UpgradePublishedSchema APl FERY SR A4k B 3 MV AE @R, EBERA

#RfEMA UpgradeAppliedSchema API Hilmiit ERAEIFRETCH E &, Lo, S SArE
GetAppliedSchemaVersion , BUENEEABBRRNETERRERAE, HE , Bdeemu
MR AR A B IER ARN REBHEREITESRE#ListAppliedSchemaArns, Cloud
Directory EREEERBEBHEREBEN 5 BRI,

MERBLEH |, FEFSH "WEBREEER AR , BFEREH Amazon Cloud Directory f& 8 ifiR 8
¥, f£ Cloud Directory ZF& &, EPEENES RE NAITREBIERR b F &KX Cloud Directory
EBERRA, ARBRENMUERENERPHFEEMGEYE. EEBERPIERNED, BMHNE
BHER  URECEATRTHHNEZREREBERWR BT K. IR MNMAREE FEBIHRARKR
AEREEE , EEYARRAREKEEYTHENEBHERERE , YERAEENEBRASER LK,

ZEFEBER

Cloud Directory R ERBEAREXNBBENE S , BUEAZEREER, EBRERBHER , &
PMEERM Bk , ABRFEREMEZ B FKEBEYNERN 4. WRFAER , F20R 2L ENE &,

AREBEHEE —ESEEBIER , A QuickStartSchema, EA LRI AERBEESRE  BElLE
EEENRENERER IEBIURYHBENER, EE K SEEEBELHEE  EMEERPEHRT
=&

QuickStartSchema ZEFZEEHIRELL TS JSON X 2R :

QuickStartSchema: {
"facets": {
"DynamicObjectFacet": {
"facetStyle": "DYNAMIC"
},
"DynamicTypedLinkFacet": {
"facetAttributes": {
"DynamicTypedLinkAttribute": {
"attributeDefinition": {
"attributeRules": {3},
"attributeType": "VARIANT",

FERABBIERAR AP B1E 15


https://docs.aws.amazon.com/clouddirectory/latest/APIReference/API_DeleteSchema.html
https://docs.aws.amazon.com/clouddirectory/latest/APIReference/API_UpgradePublishedSchema.html
https://docs.aws.amazon.com/clouddirectory/latest/APIReference/API_UpgradeAppliedSchema.html
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https://aws.amazon.com/blogs/security/how-to-easily-apply-amazon-cloud-directory-schema-changes-with-in-place-schema-upgrades/

Amazon Cloud Directory HEABEE

"isImmutable": false

.
"requiredBehavior": "REQUIRED_ALWAYS"
}
},
"identityAttributeOrder": [
"DynamicAttribute"
]
}
}
}
QuickStartSchema ARN

QuickStartSchema SEFBIHASHEA T ARN :

String QUICK_START_SCHEMA_ARN = "arn:aws:clouddirectory:::schema/managed/
quick_start/1.0/001" ;

BOIRER , BWATLAERA L ARN REILE A ExampleDirectory BB , MITFFI7R :

CreateDirectoryRequest createDirectoryRequest = new CreateDirectoryRequest()
.withName("ExampleDirectory") // Directory name
.withSchemaArn(QUICK_START_SCHEMA_ARN);

EEEE 2
ARBEHEEMERENER (Static M Dynamic) , IHEERTAIEEE M.
TRAEHE [

BEAORREERE K ECHEFERERENAMARES MBEREERERNEE), YARELNERE
MR R B (I A E S ME—81), Cloud Directory &7 &R Y #2315 2 B MR A B #ITERBHIR
MRABE,

BREmE G

HRRECRABEELD , MURFEEMHESEFELHE K IRLEBMEANFTRNEME, TEURE
EYHHIE | Cloud Directory &R H BT EMERIREINR AwE,

—BEVEEABEARNAEBER , SREEEELYHRFIENTMEM. Cloud Directory 1%
Rel@/EMEFINEBYE , TEAEFTRERENDIH L,

[k 16
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UL BEE G EERNIRENERER, A, O NEE - BEHEEAESERABEND
EEE , EMEESAEASEAQERANER , tPER,

ELCADEAMELITABMER , RS ELBMELA Variant EREER, &
EmEERAVariantERERE | B LAE A Cloud Directory T ERNEFMERERFEE
(f1Stringm™Binary, H# , BHEKEBHEEEAS BERNER , RRLTERFIBIFER.

BRLIZEBEEEORER T I EENYHF

* NODE
« LEAF_NODE
 POLICY

MEERZEENGEBHER. B Facet RERERFERNHMFMER  UREFHHIEARM
ESEAMAER AWS SERZEEIR | PUEF % FE Amazon Cloud Directory 231 Amazon Cloud
Directory ZB5&4&H,

siflERER

S R/EAR Organizations, AAREZEENHFIFEEER, THEIHZEHIEBER , Y3 HEE
MR &,

Organizations

T &% HBET Organizations EHlFEEIH RPN E R,

"Organization" & 4] ERER RE A iR
=17
B2
account_id F&B 1024 N BBV E— ID
account_name T 1024 N pAzk R
organization_status F& 1024 N "R . TEFL . "T3EEAR

o . TEERRL &k

EBIERER 17


https://aws.amazon.com/blogs/database/rapidly-develop-applications-on-amazon-cloud-directory-with-managed-schema/
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"Organization" T [&] EREgEH RE A iR

BT

A7
mailing_address FE& 1024 N Lt B/ B E R E St
(street1)
mailing_address FE& 1024 N Lt B/ BN E RSt
(street2)
mailing_address (city) FH 1024 N A R/ERNERES it
mailing_address (state) FH 1024 N AR/ ERNERES it
mailing_address FH 1024 N HAR/ERNERESF ittt
(country)
mailing_address FH 1024 N HAR/ERNERE S it

(postal_code)

BEFEMS FE 1024 N EBNEFEMLH D
web_site F R 1024 N #8vh URL
telephone_number FER 1024 N BB SR
HiR F& 1024 N R ER EA
"Legal_Entity" E [ &x RE P iR

i 217

A2

registered_company F& 1024 N EEERER
_name
mailing_address FE& 1024 N Lt2) 5]/ E R Y B 8 A it at
(street1)

Organizations 18
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FMBABER

"Legal_Entity" T [&]

mailing_address
(street2)

mailing_address (city)
mailing_address (state)

mailing_address
(country)

mailing_address
(postal_code)

industry_vertical
billing_currency

tax_id

Person

7l

-

i
i

S )
# i

i
1

Kt
1

4
# i

i
1

RE

1024

1024
1024

1024

1024

1024
1024

1024

TRYH BB Person I BHERPHE M,

"Person" H 4]

display_name

first name

last_name

EpER
&
e
8

RE

1024

1024

1024

BT
7

EXER
REER
ok E ek

BT DU

A2

N ERERR , BRAREER
EERo

N ERENEERT , A
PTEARESETNEF

N ERENGE , AAREDAE

HRES PSR

Person
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FMBABER

"Person" H 4]

middle_name

nickname

ETBH
mobile_phone_number
home_phone_number
username

profile

picture

website
timezone

locale

address (street1)
address (street2)
address (city)

address (state)

arEa

4 4 4 i
# # # B

Kt
1

4
1

VS |
# B

i
1

S T R
# i

i
1

RE

1024

1024

1024
1024
1024
1024

1024

1024

1024
1024

1024

1024
1024
1024

1024

HEF
52

N
N
N

N

iR

ERENPER

FEREERBELEDHN
HERE , 40 , "Bob" =%
"Bobby" , i~ =2 "Robert"

ERENEFE it
ERENFHREFFRS
R ENFHREFFRS
152 7 & B9 ME— R B 7

URI , TR0 — &R A8 |
R ERERLREY
(B E) i E

URI, 7REN#E—EIREMES |
BrERRMEAEZGNEIR
NE,

URL

FRENRE

AR HE A ER AR
5, AR b ER, B
BEANHFRTEFER,

HEAENEREF L,

tERENEREF b,
tERENEREF b,
HEAENEREBF L,

Person

20
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"Person" [E [ ErREn RE PHELT iR
52
address (country) F& 1024 N ERAENERE T,
address (postal_code) FE 1024 N LERAENERE Tt
user_status FH 1024 N EHEAEEERENE
"Organization_Person" H  &REH RE BT 1B
[ 52
title TR 1024 N B8 R BV B 5T
preferred_language F& 1024 N EHEREREFNERHO
RS BERAMNERLK
LN ERERE,
employee_id F& 1024 N FHEALNF , BERETFTH

REF T, HiRiEEA

cost_center BY 1024 N a1l BN AR /T

department FER 1024 N A BIEBFIR & B
manager FER 1024 N FERAENKE
company_name FER 1024 N HEEENER
company_address F& 1024 N AR E R ERE thut
(street1)

company_address F& 1024 N A B E I bt
(street2)

company_address (city) FE 1024 N BB ERE T bt
company_address (state) ~ FEB 1024 N A E R E T bt

Person 21
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"Organization_Person" H  &xEH RE PHELT iR
[ 52
company_address FE 1024 N BN ERE T bt
(country)
company_address & 1024 N A B E R thut
(postalCode)

Device

TR5H B S Device EHIFEBERFHNE®,

"Device" H ] R RE PBETE? iR
7

device _id FE 1024 N H—HNREFTEE D

name == 1024 N EENZLERE

iR F&H 1024 N HERHA

X.509 cer FE& 1024 N X.509 BF

tificates

device_version F & 1024 N FERAK

device_os_type = FER 1024 N RENIEERR

device_os FE 1024 N HEENEERFIRAEL

_version

serial_number F R 1024 N EENRFR

device_status S-S 1024 N FBERARE (FlanERA.
FERAH, =, BER. &
)

Device 22
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EHIESE E:p00

BYBIR#BEIANE—F K REECELVBEYRSINENL. EEXLENBUBREEEBRRN
RERE  CFEIHELECHEN. SEEMCNZBANER Hlinzs, B, HKE) RET
EYHNER, BuEARANEREFEEEEHRE  RAERETMHEREIB &, Once defined, Cloud

Directory performs validation for attributes.

WMEFMER , B2E EXEERR,

BiisZE

Amazon Cloud Directory WHIE B 2B t. BEUTUEBMHERIBEMSEZ, BUEEZRELTHER
MEARFER (string, binary, Boolean, DateTime T number) BB, B th AL EEM S SHEHE
WM ETAH, BRE. TUSEZRNBERR BINRE TR/ LR).

BHSZAARRAMRENBYERITEARESERE, HRE. TUSEXSNBERANEL, BHS
ERAGTEEAREH, FARE. FUSFRCIHRA  RASLEBHEITEABEEBMYESR.

BUSENBERERERNLETA ATEFMERA).

ECRVBMSER K LAFRUBUHZBNESBMEER ZSEEBNEEERNHAEBNBMS
), B ﬁﬁ%TTﬁ% b BESE, B, LEBESZETIUEMERHERNBEERSE
o

ELFEYHIRES S EBEESER —BREFNER , BUEABMHSE, i, REREEEH
T User EEH EnterpriseUser EEHI ¥4, User EEEE FirstName BMES , ™ EnterpriseUser
EEEFEE User.FirstName B2 E, ARNIEME FirstName BEHSEWMHNE —BREN
B , Itk E User.FirstName 5 EnterpriseUser.FirstName ¥R & E,

AP 254l

T 5|5 RE5 4% Cloud Directory API FABESE, HE@EEHGI+ K ERANTSBEMHESR ,
mes—EEEAIESEXERAOPBENEME, FEE  EAEBRAEM@A Not Required , 2EE
HMAERA Requireds

// create base facet
CreateFacetRequest reql = new CreateFacetRequest()
.withSchemaArn(devSchemaArn)
.withName("baseFacet")
.withAttributes(List(
new FacetAttribute()

ERIECE P 23
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FMBABER

.withName("baseAttr")
.withRequiredBehavior(RequiredAttributeBehavior .NOT_REQUIRED)
.withAttributeDefinition(new
FacetAttributeDefinition().withType(FacetAttributeType.STRING))))
.withObjectType(ObjectType.DIRECTORY)
cloudDirectoryClient.createFacet(reql)

// create another facet that refers to the base facet
CreateFacetRequest req2 = new CreateFacetRequest()
.withSchemaArn(devSchemaArn)
.withName("facetA")
.withAttributes(List(
new FacetAttribute()
.withName("ref")
.withRequiredBehavior(RequiredAttributeBehavior.REQUIRED_ALWAYS)
.withAttributeReference(new FacetAttributeReference()
.withTargetFacetName("baseFacet")
.withTargetAttributeName("baseAttr"))))
.withObjectType(ObjectType.DIRECTORY)
cloudDirectoryClient.createFacet(req2)

JSON &ifl :
O REAAE JSON HE R EREMESE, MIEESBWERERE ERREMEE,

{
"facets" : {
"baseFacet" : {
"facetAttributes" : {
"baseAttr" : {

"attributeDefinition" : {
"attributeType" : "STRING"
},
"requiredBehavior" : "NOT_REQUIRED"
}
.
"objectType" : "DIRECTORY"
.
"facetA" : {
"facetAttributes" : {
"ref" : {
"attributeReference" : {
"targetFacetName" : "baseFacet",

JSON &l

24
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"targetAttributeName" : "baseAttr"
1,
"requiredBehavior" : "REQUIRED_ALWAYS"
}
1,
" objectType" : "DIRECTORY"
}
}
BHSEEZE

BH2EL AR —AEEHEATHNEREBEERRE R,

- BEZETUE—EAEARTEEEFHNREEBEERRE K,
- BEZETTLUAEGBESERBER,
- FHEZENBUEERAZ —BEONBESEER , AEMAESEMERE , XEET THER.

BULGERAERBEERE —& , EBEUYHIREQERAZRENHREABESE,

(® Note

BUNERSZHMEMNED , ALY EZERBRELN. ERERABEEGLD , BHESEN
TRRTERE, (RAESSEYHA LFEEEHONELBER I EZERAXBREMA. )

REBMESEE

B EESEEMMER | T LUFMN UpdateObjectAttributes API BifE, B3 (SRMIRR) Wz EHEHY
A—EEZNTAEMSEEEGMEEBER.

NEBH2EE

& ] LAY ListObjectAttributes APl B)ERIEEVREF Al B . L IESERTEEE , SEABTEHTE
BHErHEBRNE, BERSHEIZYGH LEFENRFEEE,

(® Note
EEHARABRERINNG  BHERNITERER. EBUESZUREAIYHFNERRER , B
A REEAEEER .

JSON i : 25
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https://docs.aws.amazon.com/clouddirectory/latest/APIReference/API_ListObjectAttributes.html
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N | RERIEEHE User HEEH EnterpriseUser E[E, EnterpriseUser.FirstName B12:#
User.FirstName, ZZ&4& User EE M EnterpriseUser EIE &S ERZYWH , ¥4 User.FirstName 5%
EA Robert , B#% EnterpriseUser.FirstName 5% E 4 Bob, & &M ListObjectAttributes B , R &
E ¥ "User.FirstName = Bob" , K AiER @ FirstName B R B —ERERB.

REBME2EEARS

BARATHBMEERELURS , MATHSE, JIHLRIAUFTSELBESENEMER, EEEERY
HLEENSZERERCAMABEERNBIER. 52 , ER5IE , BUESEEFABHENENLS
B, E2EHTRESEN S ERNBEERHERT.

o | BREREEEHEE A User EEBM B FirstName M3 5|, B5XiEZEER EnterpriseUser T @ #Y
Y, BSZYWHE EnterpriseUser.FirstName BMEFRE A Bob, HZEBFM Listindex BIfE, &ERE
28§ "User.FirstName = Bob",

BHSENLETR

BUSEMUEFREEEBUHERTRANLETRA. ERERERT/RMER , MBE-—EAEENS
ZATR/MLEE, EMHERERERSNEZMREREREN —NSESER  ZERERNMESE
ERREBEMAMBBEEENREALETR.

- HEMER &, ELRUYHAISELOFEEREYNHE K LAR/EALEBEERRERE,
- RAEERR , EVHANZEBESEMHAREVLER , CAREARRELERH —EEENE,
- B, MREHEEREFVERHASEE , ELEBHLERS,

BrERAl

HAEREMHERENAE , YR REBEN AT E. ERBVEME , BXAKRAUEEAE
HEZM —EF9 . Cloud Directory X#E T 53R B |H -

- FERE
- THEURE
- FERERRE
- BELR

FERE
[REFEBHEENRE.,

iR A 26
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RFNRUSHEW . TR, LR

RFNRUSHIE : BUE

“HEVRE

REI— TEMEN A THRESIRE,

AFANRAUBHEEH : TR, LR

RFNRAUSHE : HE

FERRE

HFrEBUENERFEAFNEEFZRES,

RFANR B E : allowedValues

RFNRUBHE : BEAFHEELR UTF-8 mIBHFHE

RFNELERS R , BATALIREE. EAMNESSERE , EMEER. fim:

« One,two,three = & One., two B three
« “with,comma”,”withoutcomma” = & “with,comma” = “withoutcomma”

- with"quote,withoutquote fF& ‘with"quote’ % ‘withoutquote’

BELR
PREIBE B LTV EE,
REFNRUSHER TR, LR
RIFNFRUSHE : BE

B LRE

Cloud Directory B A SR E RN EEZCER B HNERHP, Cloud Directory BEZRMMEE RS
BIERNEE, BBABSTUFEABEN AP BEREEZEBER  EMMUTUEAZEHER LE
ThEER R HEEBIER, BRERAXHTLIER APl RIS ERA LE, AERASELERME
BHERXHRECANER.

BRIEE 27
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JSON fER iR E
BRSO R L TR MR M) JSON STH,

{
"facets": {
"facet name": {
"facetAttributes": {
"attribute name": Attribute JSON Subsection
}
}
}
}

BREAXAIEHENENEBEER. AtsEEAXES —EBEHER. SRERANAAE
EEBLEARKE -, HRANMEBERBLEARE -,

Bt JSON F[E#
HEOEEEE, SEBEERTFREBMAEEE, T JSON AR\ —EEM.

{
"attributeDefinition": Attribute Definition Subsection,
"attributeReference": Attribute Reference Subsection,
"requiredBehavior": "REQUIRED_ALWAYS" or "NOT_REQUIRED"
}

A AREBUEERNBEMESE, NFFTENFAET  F2EEETFER,
VENTARVEEHLEBUERTALE, B4RRHEMM. TENENT

« REQUIRED_ALWAYS : EM YA S/ E MBI HR , HERBHEBY., BTEBRILBME.
« NOT_REQUIRED : WM JaE IR , LR IR,

BEERTENR
BiEEREBEERNBNERNAA. UT JSON EERAKR,

{
"attributeType": One of "STRING", "NUMBER", "BINARY", "BOOLEAN" or "DATETIME",
"defaultValue": Default Value Subsection,

JSON fERHBRERN 28
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"isImmutable": true or false,

"attributeRules": "Attribute Rules Subsection"
}
FAREFER

BEEETHERENERZ—, REMNAMEENLESIHEIN (AEHEBMW Javascript BEMAFARF
#$). A URL Z£ 1) Baseb4 fRisF iRt —TE (W RFC 4648 HATiR), AHIRE LB epoch
(1970 ££ 1 A 1 B 00:00:00 UTC) BEHNZERE KX T

"stringValue": "a string value",

"longValue": an integer value,

"booleanValue": true or false,

"binaryValue": a URL-safe Base64 encoded string,

"datetimeValue": an integer value representing milliseconds since epoch

BHERAITER

BURAEEBUEERS., SULASEBNYERZERA. BERAISSRANKNEEN—HES
o BULE TEMAA, —ERIFAER,

{
"rule name": {
"parameters": {
"rule parameter key 1": "value",
"rule parameter key 2": "value"
},
"ruleType": "rule type value"
}
}
BHES2ETER

BH2EZRERYRE. EMAMZEAEOHABEERNEFANE. WEFHET K F2EBHESZ—
B, BALERALTEHAE JSON BRERFERBUESE,

{
"targetSchemaArn": "schema ARN"
"targetFacetName": "facet name"
"targetAttributeName": "attribute name"

JSON fERHBRERN 29
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}

E R S A gl
Tl R X B BIT R A MM JSON #3K,

® Note

Bl allowedValues FEX WA EESSLBNEE 2R , BFEZEE, fi
ﬂﬂ,"SENSITIVE,CONFIDENTIAL,PUBLIC"o

EXREBHR XX
{
"facets": {
"Employee": {
"facetAttributes": {
"Name": {
"attributeDefinition": {
"attributeType": "STRING",
"isImmutable": false,
"attributeRules": {
"NameLengthRule": {
"parameters": {
"min": "3",
"max": "100"
},
"ruleType": "STRING_LENGTH"
}
}
},
"requiredBehavior": "REQUIRED_ALWAYS"
},

"EmailAddress": {
"attributeDefinition": {
"attributeType": "STRING",
"isImmutable": true,
"attributeRules": {
"EmailAddressLengthRule": {
"parameters": {
"min": "3",
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"max": "100"
I
"ruleType": "STRING_LENGTH"
}
}
I
"requiredBehavior": "REQUIRED_ALWAYS"
I
"Status": {

"attributeDefinition": {
"attributeType": "STRING",
"isImmutable": false,
"attributeRules": {

"rulel": {
"parameters": {
"allowedValues": "ACTIVE, INACTIVE, TERMINATED"
},
"ruleType": "STRING_FROM_SET"
}
}
},
"requiredBehavior": "REQUIRED_ALWAYS"
}

.
"objectType": "LEAF_NODE"
.
"DataAccessPolicy": {
"facetAttributes": {
"AccesslLevel": {
"attributeDefinition": {
"attributeType": "STRING",
"isImmutable": true,
"attributeRules": {
"rulel": {
"parameters": {
"allowedValues": "SENSITIVE,CONFIDENTIAL,PUBLIC"

+
"ruleType": "STRING_FROM_SET"

+
"requiredBehavior": "REQUIRED_ALWAYS"

iy
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"objectType": "POLICY"

.
"Group": {
"facetAttributes": {
"Name": {
"attributeDefinition": {
"attributeType": "STRING",
"isImmutable": true
},
"requiredBehavior": "REQUIRED_ALWAYS"
}
.
"objectType": "NODE"
}

EHRREERNEBERNHF

"sourceSchemaArn": ,
"facets": {
"employee_facet": {
"facetAttributes": {
"employee_login": {
"attributeDefinition": {
"attributeType": "STRING",
"isImmutable": true,
"attributeRules": {}
1,
"requiredBehavior": "REQUIRED_ALWAYS"
1,
"employee_id": {
"attributeDefinition": {
"attributeType": "STRING",
"isImmutable": true,
"attributeRules": {}
1,
"requiredBehavior": "REQUIRED_ALWAYS"
1,
"employee_name": {
"attributeDefinition": {
"attributeType": "STRING",
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"isImmutable": true,
"attributeRules": {}
},
"requiredBehavior": "REQUIRED_ALWAYS"
},
"employee_role": {

"attributeDefinition": {
"attributeType": "STRING",
"isImmutable": true,
"attributeRules": {}

},

"requiredBehavior": "REQUIRED_ALWAYS"

I
"objectType": "LEAF_NODE"
I
"device_facet": {
"facetAttributes": {
"device_id": {
"attributeDefinition": {
"attributeType": "STRING",
"isImmutable": true,
"attributeRules": {}
I
"requiredBehavior": "REQUIRED_ALWAYS"
I
"device_type": {
"attributeDefinition": {
"attributeType": "STRING",
"isImmutable": true,
"attributeRules": {}
I
"requiredBehavior": "REQUIRED_ALWAYS"

},
"objectType": '"NODE"

},

"region_facet": {
"facetAttributes": {3},
"objectType": "NODE"

},

"group_facet": {
"facetAttributes": {

"group_type": {
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"attributeDefinition": {
"attributeType": "STRING",
"isImmutable": true,
"attributeRules": {}

+
"requiredBehavior": "REQUIRED_ALWAYS"

I
"objectType": "NODE"
I
"office_facet": {
"facetAttributes": {
"office_id": {

"attributeDefinition": {
"attributeType": "STRING",
"isImmutable": true,
"attributeRules": {}

I

"requiredBehavior": "REQUIRED_ALWAYS"

I
"office_type": {

"attributeDefinition": {
"attributeType": "STRING",
"isImmutable": true,
"attributeRules": {3}

I

"requiredBehavior": "REQUIRED_ALWAYS"

I
"office_location": {

"attributeDefinition": {
"attributeType": "STRING",
"isImmutable": true,
"attributeRules": {}

I

"requiredBehavior": "REQUIRED_ALWAYS"

},
"objectType": "NODE"

.
"typedLinkFacets": {
"device_association": {
"facetAttributes": {
"device_type": {
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"attributeDefinition": {
"attributeType": "STRING",
"isImmutable": false,
"attributeRules": {3}

},

"requiredBehavior": "REQUIRED_ALWAYS"

},
"device_label": {

"attributeDefinition": {
"attributeType": "STRING",
"isImmutable": false,
"attributeRules": {}

},

"requiredBehavior": "REQUIRED_ALWAYS"

iy

"identityAttributeOrder": [
"device_label",
"device_type"
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Amazon Cloud Directory HEABEE
RE|EH
Cloud Directory AL T HEZZEEN RS EHIEE :

» FIRST- ##E—EEEIRSINBHERK. BRBEERER,

- LAST- BREEZZRSIZRENBMEE , SFEHRRE. SREBEERAER,

- LAST_BEFORE_MISSING_VALUES - EEEZIR5IFERNEBHEE , HBREE.
« INCLUSIVE - B EiEENBMHEE.

- EXCLUSIVE - #ERREEENBMHE.

RIFHKEFE

£ ListObjectParentPaths API LY | & LUEEEE T4 BB N E i A R ERR (B8, 2
EME, BOREY. RoIFH). EXFETEMENMERXER , EE API BEREA. EATUE
EEREHPBEBRIEINFIEN . CHLERBEAEERN MaxResults EEEEH , MRER
BEEZERRE, 2@ API IR EENECNHHIEFZ B , RIEVGHECEMBRSI B, BEY
R TIEE IR B 810 S R & F AL,

MFLEEL RS , RRE FNYHREBEELUTE,

Child link O MNode object Policy object
Attachment link
= —
- indexlink | | Lleafnodeobject /' / Index object
R

BRFHBEEARTRENDE. ZPHFRE % (000) 2BNSTIEBRNRTENRE , TEEEHH
PRT. TRETHEBETREDRBMYEAT 2 EFNBRNELE,

T o
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W1 RIS
=R

004,
PageToken

: null,
MaxResults:
1

005,
PageToken

: null,
MaxResults:
2

005,
PageToken

: null,
MaxResults:
1

005,
PageToken

: <encrypte
d_next_to
ken>,
MaxResults:
1

006,
PageToken

: null,
MaxResults:
1

(=] fE

[{/group/a/c], [000, 001, @02, 004]}], PageToken: null

[{/group/a/d, [000, 001, 002, 005]}, { /group/b/e,
[000, 001, 003, 005]}], PageToken: null

® Note

EARGIFR | ¥4 005 ERERETR 002 1 003, ME , AA
MaxResults =2, FFUARERKEESHEBFTERERYH,

[{/group/a/d, [000, @001, 002, ©05]}]1, PageToken:
<encrypted_next_token>

[{/group/b/e, [000, 001, 003, ©05]}]1, PageToken: null

® Note

EARBIHR | Y4 005 ERMEIRETE 002 1 003, MAB , AA
MaxResults =1, FIUASERIZEEEEZTNHEFFW , LUE
BEYVHBENFIERRE,

[{/group/b/f, [000, 001, 003, 006]}], PageToken: null

BT
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=R i

007, [{/group/a/index, [000, 001, @02, 007]}], PageToken:
PageToken null

: null,

MaxResults:

1

— BB

Amazon Cloud Directory @ 7 HX B HEFHE. ERSI/ZBITRITAERENZSIHAKRIE. HHNE

FREEFFERRBLNER. BEE—VA , BEMMERARSHFTIREER. &7 HEREHN
£/ % , Cloud Directory Rt WE — B EMMNREREFIURE., AERBTEN —BUEBRAM
Cloud Directory BV &K —BUMARE,

B R PR Bk B AR

& Cloud Directory HVE R T , BAAEELRABZRTINEREER. TRANBEHEREILEENENE
MATEA L,

- B— RERHERSFENETMULNTHNER, EFERHSERD , LERNWEERKE, ME ,
HitBLERESWIEBHTNESE, EVENTUAL RETIRHEBRE -, ERXRTELIREL
REIEB AR , MEIEEREN.

- AFHL— ATFB{LH PR S B AR R & Cloud Directory FREEIR It RS BHR — B, £
SERIALIZABLE [@EtE#Rk TR BM I RREKEIFMERIEANER, EFRNERNESEE | B
WEEHAREM  RRFELEMN RetryableConflictException @R, BRFIZREBERIEL
BISRR GE2R T8, EXERKIN% , SERIALIZABLE EHSEE A B EE M,

BAGEXK

Cloud Directory IR ZEBEABRAERKGEMMERN —HZEYH4. WRBRRE—BEAYHLER
BFETRMIEEARR , HP—HRESHEA RetryableConflictException Mk, KRFIEZRRZ
EHELHIAMNRR (FSETE).
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® Note

EBAREHBUWEIN RetryableConflictException B FEWL R4 % A FMERIBR B R4
MREHREREEBRTNEARS , TRE—ESREFAMRRT. REBEGISARR , BUR
RABEESEFRNIER,

RetryableConflictExceptions

ER—EYH EEAR , E6/ SERIZABLE [REEE R HITE NIRESFEHUR/EL |, Cloud

Directory AJgEEl|fRetryableConflictException. E{EHIZ AR TR Cloud Directory
ARFERIERECIHEANAR, SLEBERRERYN , FRERTEE. FHLE

E , RetryableConflictException FREAREAEMEEN LR RE B, TMRBEENEH
& & B LB AAR T

BEBIBERTE Cloud Directory i FiE & RetryableConflictException. WARREIEIR/EHAR IR i
EE1TA. THERRXBEREUAE Java FRELLERE,

RetryPolicy retryPolicy = new RetryPolicy(new CloudDirectoryRetryCondition(),
PredefinedRetryPolicies.DEFAULT_BACKOFF_STRATEGY,
PredefinedRetryPolicies.DEFAULT_MAX_ERROR_RETRY,

true);

ClientConfiguration clientConfiguration = new
ClientConfiguration().withRetryPolicy(retryPolicy);

AmazonCloudDirectory client = new AmazonCloudDirectory (
new BasicAWSCredentials(..), clientConfiguration);

public static class CloudDirectoryRetryCondition extends SDKDefaultRetryCondition {

@Override
public boolean shouldRetry(AmazonWebServiceRequest originalRequest,
AmazonClientException exception,
int retriesAttempted) {

if (exception.getCause() instanceof RetryableConflictException) {
return true;

}
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return super.shouldRetry(originalRequest, exception, retriesAttempted);
}
}
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R MES

Amazon Cloud Directory X EMEZ 5| 5% | MEAERRUERAER, MEAERNZSIRRRE
RHER. BEBESGZE  SAURBYEBHERGREZTNYHRS|ILETES, BRURREAE
BHRS| , EUURBYHEEREREFPIIYHRSILETES, HOURBDERUHER, 0F
BRERNEONFMESR , F2E "Schemas, M Facetss .

Cloud Directory FH R 5| A ZE A EMY 4 EBHNERE , BRMIHELEYH. SERISEE
VEESR  UEESEERXBEMIAERER, §li0 , “Person” HEA “‘email” B LAt EE—ER
5l RE|IRE—HYH , EXTAFHKAMNRBEARNBENTER , EMhEY, &Sk, 5H&MBR
%glo

Efi2 L, RE|FLAFENER  BEETEK  RIBHNEFERBEEURSI<BHERER , MA
RIEERR. T8 , REEBTRRX 781 , SHEEMIIE APl REE,

AT 44 T % Cloud Directory FHYREIFTE B BIEAN , RARSI WRVAEMRK T, Rz , BAILUE
R API I} B HEERIRE| , RO BYHERE, HRGBFTESBELETX B REEN
HwERETENRSIHE. Hl, EUNERRS , LEMRBEHHNERTE. HE , EAIUERR
51, BMIAEBEZTEEDXPHMENMH , AINEFIFHMEEHH. S UERATEWEREF
%,

ES |

- RE|EIBH

- LHERAE#RHRS
- ME—SEJFHE— 5|

5| £ iR
A LAERA TS APl AU | HBETRSINRREmER,

1. BA LR CreateIndex API I %5, BAIURMREIERER , RKERRSIBEERZ
EEYG ENEE, LERUEREHREIRERZEHUTHE M. FRERFRSINYHE D, &
FEROLEN < B EFIEE  MEHEMAM4 &, fli , EUREMARRERSIND

2. S&WfEM AttachToIndex API FEIL F B MBS RG], RSISEEESEEZNYHLE
BEMEFERNEBME.

3. REMARSIZEBERMRNINBRESYH , FHU ListIndex W REMFREEENEE,

#E| £ B 52
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4. fEF ListAttachedIndices APl FEIY | 5| SEEZR IS EWHRNES,
5. fEA DetachFromIndex API FERY | RZSIHFERKRYI4,
6. — B BEFMBYHEERS| , B LAFEH DeleteObject API FEIUYMIBRZR 5],

BRTFIEMHERANZERSINUN  SEBSTHNRSIHERE TR, RoIRHEESEAZH ,
BEURBERXFELGMEANTZE, TEZIEEMHNESIMERER. WFHAEENR , #2858
Amazon Cloud Directory PRl

LATH [0 & E A 3R 5

BERLEMAERNREINES , EUURRSRINE K BURELENERES, BEATIE
¥, EULERAGERER EE, fl, RHESEFKTNREERENSH , EALRLAEERSHE
THEHENEREDH. WRRAREERERNIEEREEENNENE,

EBNEBAERNES| , B LEA Cloud Directory 35| API BEREURS| , Wik 2 EES M4
MEE, ShAUFIHREIER  ARBBRBEACORGEELHER, HRNEGKESHERIAR
SREROERENYG Rt BNt EEHRBEERE,

AR “facets” B CreateIndex APl FIUMY ListIndex B EESREAETYHNEOES, LB
HEBEAR CreateIndex M ListIndex APl FElY, M1 RHNEB ARG R , EEHIR ARN FHE
B EE, HEEEIIRFMAB & ID k2% Cloud Directory B #H R, IWRERENEBHEEATSHERE
BHER,

String cloudDirectorySchemaArn = String.format(”arn:aws:clouddirectory:%s:%s:directory/
%s/schema/CloudDirectory/1.0", region, ownerAccount, directoryld);

il , THEAREXNBLHEBHN AWS (REMBSEIBSENUHBAERNES| , BOUEREST
SBEMAMEM SalesDepartmentFacet BN MFTE Y&,

(@ Note

ERLESHPFER facets” B , WTFFIR. BAREXNBEHPFIRE Tfacets, HITERE , 25
H Cloud Directory FRIGIRE R IZHNE., B LIFERAELERGFRES| , BREETHERE
HY,

// Create a facet-based index
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String cloudDirectorySchemaArn = String.format(”arn:aws:clouddirectory:%s:%s:directory/

%s/schema/CloudDirectory/1.0",
region, ownerAccount, directorylId);

facetIndexResult = clouddirectoryClient.createIndex(new CreateIndexRequest()
.withDirectoryArn(directoryArn)
.withOrderedIndexedAttributelList(List(new AttributeKey()
.withSchemaArn(cloudDirectorySchemaAzrn)
.withFacetName("facets")
.withName("facets")))
.withIsUnique(false)
.withParentReference("/")
.withLinkName("MyFirstFacetIndex"))
facetIndex = facetIndexResult.getObjectIdentifier()

// Attach objects to the facet-based index

clouddirectoryClient.attachToIndex(new

AttachToIndexRequest().withDirectoryArn(directoryArn)
.withIndexReference(facetIndex).withTargetReference(userObj))

// List all objects

val listResults = clouddirectoryClient.listIndex(new ListIndexRequest()
.withDirectoryArn(directoryArn)
.withIndexReference(facetIndex)
.getIndexAttachments()

// List the index results filtering for a certain facet
val filteredResults = clouddirectoryClient.listIndex(new ListIndexRequest()
.withDirectoryArn(directoryArn)
.withIndexReference(facetIndex)
.withRangesOnIndexedValues(new ObjectAttributeRange()
.withAttributeKey(new AttributeKey()
.withFacetName("facets")
.withName("facets")
.withSchemaArn(cloudDirectorySchemaArn))
.withRange(new TypedAttributeValueRange()
.withStartMode(RangeMode.INCLUSIVE)
.withStartValue("MySchema/1.0/SalesDepartmentFacet")
.withEndMode(RangeMode.INCLUSIVE)
.withEndValue("MySchema/1.0/SalesDepartmentFacet")
)))

LEmAERN RS
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M — B2 I ME — 3R 5

M—%R5[BEFE—RSINTRZE , ERSHEEIRSINYH AT EE LRSI 2B EENE—
., plan , BAEERER Person YIHFEAMEZES| : “email” B LWKE—35| , AR “lastname”
B LWk —%R5, #KRS|ITEZEINEGHERERNZE Person Y1, Z—FHHE , AEFH
HER5|AEHEN AttachToIndex B K €7 2 EET EFMEE email B Person & , [
LinkNameAlreadyInUseException $#72, FEE , IR TELRER Person WA T, Hit , FE
AREXTEERE Person, B2 EZFMEE , BEEIZRS| , £HMPEE—HIRFERDP, MEAER
EEAREERE—% , AgEBERYHEREMEERE,

e — R 3ERE — 3R 5 55
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4047 Cloud Directory

AEH HFrER/EMMEE Cloud Directory IRIBHTEF
I

. EWEMAHNE %

- BEEENEBER

EEAN B &%
AEIERBA {4 Cloud Directory IRIZEME B B & T4,

ES]

- EVEHE &
- MERERY B %
- FREKNE &
- BAEKE %

= RV NN S

£ Amazon Cloud Directory R B #281 , AWS Directory Service EERLHEERAZBHER,
BEIBIIEEBIERNES  ME—BESKEESEA —EFEBER, T8 , & LA Cloud
Directory AP| R{EMSEMEBIEREREB #., WEFMEENR , 528 "1 ApplySchema® #IAmazon
Cloud Directory AP| 2£158,

37 Cloud Directory

1. 7 HAWS Directory ServicelE B & 1%, #£Cloud Directory¥ , 1##E B #%,
2. 1EEERTE Cloud Directory,

3. EEEEEAEVHEHENNEE  FWALBEHNSZCERE , fllluser Repository , ARBEEFLL
THP—{EiEE .

- XERBHER
- HfliERER
- BRIGERHER
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gHEBERN B ABERAEERSRE. NFFEHARENFRER B2 "EEEE
LB, . BUEEEBRREBIA Published (E34h) K8  TRREAEE &%, BEEATE
BRYBRMHELEBELR  BXAERTHEENFTT

* clouddirectory:Get*

* clouddirectory:List*

* clouddirectory:CreateSchema

* clouddirectory:CreateDirectory

* clouddirectory:PutSchemaFromJson
* clouddirectory:PublishSchema

* clouddirectory:DeleteSchema

HRAEPHIEBIHRRHA AWS RENEEESS  REELEERA, Rz, ERBEREBEESE

BIREI B, TRASEYMBEJEBERNEFRLR , YR EABBRE, ZESE

_LI%‘i’E"s*%%*JI‘%#E PRI |, WAETERES Published (B2 4#5) ARAE, — B34 , BISMBRFEAREEBHE
, At DeleteSchema BIfF¥ &gl BIHAME RS EN,

4. EE-F_Z’FO
5. WMEBHKENR , WHETHLENEE, BEAENR , FBEIE Create (B1),
il BR R B9 B 8%

A LA T2 MIER Cloud Directory H1#Y B 8.

(@ Note

BYATERE , cRETEMBRB &, WERNA , F2H "EHENEH, .

fiER B 8%

1
2
3
4

£ FAWS Directory Service 8B & #, 7£Cloud Directory , EHH #.
FEREPREEMPRW B & 1D ZHEIE,

iZIZ Actions (B11E).

EIEMIRR
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5. & PMERESHEELRT |, A B RBEREVER , AREEFEMER.

FALZN A &%

F LT FEH Cloud Directory F#Y B 8%,
= B #

1. 1£ FAWS Directory ServicelBE & #&, 7£Cloud Directory , 3#E B #%.
2. ERKRFENEFAMB K ID SHEE,

3. iBIZ Actions (BI1E).

4. 1E$EDisable

B & B 8%

FATHIREF , 7 Cloud Directory A %Rl E A K B 8.
RUA B $%

1. 7 HAWS Directory ServicelE B &%, 7£Cloud Directory , EE B #.
2. ERB[PEDNEZMAMNEB & ID ZHHEE,

3. iZIZE Actions (B11E).

4. EERA

ERENE BN

AEFEREA QN4 Cloud Directory IRIBEM & BB HEIR Tk,
F&E
BV BN EBIER
- MERE B IE R
- TEEBHER
- EFENEBER

EREN B &
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« FHREWREEER

BB

Amazon Cloud Directory X% F{EHAR JSON ERUBLFEBIHR, EEEUTNEBER , B9
DHREMHREVBECH JSON R , i THIRERATINED—BEREEBHER., AREE LEK
REFTEBER, NEFHEES , F2H BiIEEHRL,

B A LAE A Cloud Directory APl 2132, fiBR, TH. 5IH. &M, EFNAREEHER, NELHE
R AP REREFE R , 552 B Amazon Cloud Directory API &85,

RIBEGEANGE , BETIHEP—ERERF.
B BRIERHER

1. 7 AWS Directory ServicelE B &1, £ Cloud Directory® , 1###Schemas,

2. EV—{E#JSON R , EFESLMANHERERER. MFWMHEN/L JSON ERNFHE
A, F2H "JSON BRI, o

EX#EE | iBEUpload new schemas
£ HUpload new schema¥iFE A H , I A BB RN Z B,
BEEEER  EIUERIEIE JSON R , AREEBR.

E1E Upload (L), E8ELNBERERER ETHE —EEREL  WEERARBRE. W
FEBHERRENFRES  F2E EEEAEGER, .

2

EEZEPREBERANEBHREY BRI EBER

1. & HAWS Directory Service BB & #, %£Cloud Directory™# , i##Schemas.
2. HEIHEBRERNERET  BEREEERNEBERHIEE,

3. iBIZE Actions (BI1E).

4. EBEETHEBHER,

5.

#% JSON BREHw B ARFTELETRE , REFEFER, WFNAHA(L JSON ERHNFAE
#, ESE "JSON FEEHAREN, .

6. EEX#EA , #EEUpload new schema , ZEUERIFER JSON ER , AR BEMRK.

EEgEfNEREREXEPHE —EAEEHEE | YRERARERE, WFEEEERRERN A
& , B2 "TEEERE B .
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il BR i 48 R

£ T 572 kM Bx Cloud Directory Y FEBIFIR,

i BR A A 4R R

1. 7E£ HAWS Directory ServicelEB B &1, f£Cloud Directory
2. ENEMRNEBERE BISNER,

3. ®#IE Actions (B11E),

4. BEMRR

5 & PRREEHEREFZARD |, EBEMER.

TR SR

FEATIEFRRTREEIER,

THEBHER

1. 7E£ AWS Directory ServicelEB B &1, f£Cloud Directory
2. EZLETENEEBEREBZSENREPEIEE,

3. iBIZE Actions (B11E).

4. EBETHEBHER

BB

# A T 52 F1E Cloud Directory H 3 fifE ##HR,
BHEREBNIR

1. 7E£ AWS Directory Service BB &1, 7£Cloud Directory
2. ELERMNMESRBRZSENRETRIVER,

3. IEE Actions (B1E).

4. BEBRAS

5. E HRMHEBBREEART , RETIER

a. REERER

. i2H{Schemas.,

, IElSchemas.,

, I®ElSchemas.,

B B3R
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b. FEEmMAK
c. REMRAK
6. 1##E Publish (ﬁéﬁ‘ﬁ)o

BRI BRI

F A T 5|2 F REF Cloud Directory RHIFEEBHEIR,

EHRERREBHNIR

1. 1£ FAWS Directory ServicelE B & 1%, 7£Cloud Directory , i#E{Schemas.,

2. EREEFNNRBERZENRRPIEIEE,

3. #IE Actions (BI1E),

4. &2 Update (FF#)

5. EHEFNBBEREFELSRT , BEEMHENERERER  ENEEERZRREASIBRED

B,
6. IEIE Update (EF)o

FHR &R AR AT

FHRRBEREREN Facet MBHEMBEEZIMHNERMERB T, FEATIHEFRARSHME
ERER,

TR BRI

£ HAWS Directory Service 8B & #&, F£Cloud Directory , EHlSchemas.
EEABNAERBZS ENREHEIGRE,

i#Z Actions (B1E).

BEAR

P ABREBRGEBERYEFE AR  BETIHHEP—@EE , AREEAR

o k~ w0 bh =

- EBRIMBRBEBEREEPRE
- LEFHEBERESR (JSON)
6. BEAR
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Amazon Cloud Directory I Z £

RREERE AWS RERN IR, SR AWS TFNE , KRt ERPOMNBREBNEEPEZ L N
m R R R ABBHEBER,

ZE£ R AWS BEHAERANEF, HENSEEE SUERAER X5 WRENER A NE
3

- EREEH -AWS EEREE AWS ERPHIT AWS REWERESKE, AWS L ZREERTLUZS
FEANRBE. £ AWS ERFTEF  F=FEXESEHRAALREBRMANZLIR. EEE—FT
f#iE A 7 Amazon Cloud Directory BN E#iEHEl , F2RE RSN AWS REEHE.,

- BElRAH LR - ENETBCRREFERN AWS R, SHLABHMREES K SR/RENNER
., BRANERNMBREENER.

A HEBRET MBI £ Cloud Directory BRERH#EEFER, T¥|EEBERMAELE Cloud
Directory BUZEEIZH R &M MER B R, BHi THROMERAHEM AWS R , EBEERARE
Cloud Directory &R,

&

« Amazon Cloud Directory H &9 Identity and Access Management

« £ Amazon Cloud Directory F #1750 8 A ES 2

+ Amazon Cloud Directory HJ & 17 B8 3%

« Amazon Cloud Directory 18 R Ih&E

» Amazon Cloud Directory F BB EL <

Amazon Cloud Directory F 89 Identity and Access Management

#ZBX Amazon Cloud Directory EEEAE R , MUt AWS BRBENFE R, BB AERSEERT
A, FeeFE AWS BEiR, THIERERREM THMAERF , RPLTAEAAWS Identity and Access
Management (IAM)#] Cloud Directory Directory , #EHZEHIFEENFTNEIEER , HEREBLENER

» Authentication

- FHUZH
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https://aws.amazon.com/compliance/services-in-scope/
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Authentication

B LERTIME—ES 5 BEFE AWS :

« AWS IRFRERE - EEHRYL AWS IRFK , B—RHRERE-NEASS , TUZRFRURS
WA AWS BREEREIR. LLESBA AWS IRF "RERE,  REHCAREIUIRFHETHA
N BJABAL T, ANEBRCTRUREAERE A RER  IERERER. Rz, B8
BEMREAEREE—E &AM, FRAENSEER., ZEFZEHEREAEZAER , R
RATLBHIR S RRBER MR,

-« IAM fEAE— —fEIAM EAERE AWS IRFRH—E &5 , BARKENBITA (AW , % Cloud

Directory 3 B #METH). ZALAEHR IAM FREZBNZRBEALZEN AWS H#E , Hlu0
AWS EE XA, AWS FAEMRIER AWS TEF D,

BMTEAEEBAZRBZN  CLIUASAEREEEENSE. ERSEBREREREREY
P —ESEER AWS BHFIRE (CLI) , MEBRBRHAREFIAWS RSE  SHUNERELS
W, WEREANCL IEFEAEFNSE  LNBEARESEANER, NEAKXERAWS TE | 8
MEBTHEBER, Cloud Directory XIEESZMRA 4 | SRARBREBEA AP ERVIBE. WER
BERWEHAET  BSRESRA 4 EERFHRHAWS —BBEEH,

« IAM B8 - IAM BEREANERFHPEYNSE —&E IAM 55 , EAREN. IAM AeEHR
IAM EF & , BARKRE AWS 52 , b AP BERIRERS 2H AWS R A TN R THTHIR
., BR , AENENERRFTECHNEMNATRA K MAREBHEIEASEE, W K BERE
HEBABNREREBR  fINERRFNER, ke, ELREACK K HEALNWAGITHFRER
RERKZEMEEAER, FARKEABZRN IAM BEETIERFEEEA !

- BMESSERAERER - R IAMEAE , MEFEARE AWS Directory Service, B3
EB#%H Web S HERMNRES D, BEBA "HESsERAE. . EBSHHERBEREFR
B, AWS 2 ARIKERABSENFERE, NEHRASEIERAENFAEN A F2RBEEDF
BAEMNAGHNIAM EHERER,

- AWS BRIFEL - REB/ERBRBEEIN AM £€ , IRENTEE. RESCRUNFIEER
HIEHIRFA , TREARKRTFEIREMIKRSPHERE. IAM EEES TR IAM REM, S
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BH AWS EREGHEE AWS IRFFHER , MEVNFNE RV ITAHFITRREE. (RFEES
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EER TR, BAREINEHFAINHR, ELHKRMEFTNER , URTH LREFRETHRE
B1F,

e

« Cloud Directory &R E/ESE

- THRERMER

- EBREREFR

- EEBRIE : B, HR, EFRMETA
- EBERPEERE

Cloud Directory & R E2/E %

£ Cloud Directory # , TEERZ B HMER, ELERZEEM —# Amazon Resource Name (ARN)
BB, MTRATR.
ERERE ARN &3

B # arn:aws:clouddirectory: region:account-id :director
y/ directory-id

wmEER arn:aws:clouddirectory: region:account-i
d :schema/schema-state /schema-name
WMEZEBIFIRAREF ARN WEEAE , 32 BARN ##lAIAmazon Cloud Directory APl &2,

Cloud Directory 12t —#H1RE , HEFERABBENER. WETRARENSEE , 528 Amazon Cloud
Directory B)#E=iDirectory Service Bk,
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EREAENRIERN AWS IRF, 152 , EFBEERERBEVERFE R ZEXABR(IRIR
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ZERNHEEE,
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- MREBEESH AWS IRFHPE IAM #/A%E , AR Cloud Directory ERIFF AR FZERA
% , AIZFEAEW®EI Cloud Directory EiR. E2EH AWS IRF (BIZEREFMBIRF) A% &
RNHEEE,

- MRFBEBCH AWSIREHREN IAM A6 |, ¥R FZABE] Cloud Directory ERHIFFA , Al
FERTEEZACH AZEERIL Cloud Directory B, B AWS 1RFE BIXARFIBIRFE) A
Cloud Directory &R,

EEERFH

ATABURHRE T AL B R, T —EARTEA AT A 3R 3L 5F AT BUR AYIR IR

(@ Note
AEHEEFNRWMIE Cloud Directory RfEMA IAM, EFRRAE IAM REHNFHFHEA. NET

B IAM X4 FBEAEE IAM? FIAM FHEIER. NE IAM BEEENRBENEA
B, FLEAWS IAM Z2ZFHKIAM FRERESE.

EEE IAM BN BRBA S 2 BREECK (IAM BUR) MEEIERNBERBAUERAERNK
%o Cloud Directory X BB 5 AEBHBUER (1AM BUX).
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- SOERBER (AM BUER)

- EREREBE

B BE K (IAM BUER)

B A BREEE IAM &2, flan | & AT T HRME

- BIFTBRERESIRFANERAERFE-RFEESVEAEREERERBBNTAIEE , X
BT ZMEAFEL Cloud Directory B (Hltn#T B &%) BEFF .

- BEFTBREEREZEAR® (RTERFF )-SR UE 2 AERNFFIBRKEEE AM A6, R
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3. 1kF B EEBRAITHKEEZACNFITRRIEGIKRS B PNEMAERE, EEMATRIIKRF B NER
ERVRFIIRF A NER, NREEERE AWS REFIJUREZAE , AIEEBERNER
AELR AWS IR,

MBEF IAM BRFTHRMET , FSHEDEBHOIAM (8 EEE.

THHATRERERTEAEHITHER Create ZFMEBENFFA. ELEHEZHE TR Cloud Directory
ER (MESAME) WHBEH. FE2 , BAFT (NResourcetRZRTAHIRFHENE
Cloud Directory &R 1TE1E,

{
"Version":"2017-01-11",
"Statement": [
{
"Effect":"Allow",
"Action":"clouddirectory:Create*",
"Resource":"*"
}
]
}

WMFEFEE Cloud Directory FA B 5 AEBHNBERWEFFMER , 5528 7E Cloud Directory A S &%
AEBMEGE (IAM BUR), MEFEAE, ##4E. ﬁ@%ﬂn‘F—JE’Jnﬁ-ﬂiﬁaﬂ FE2EEY (EAE. BEN
A ) PIMIAM EREERE.

ERBE R

H AR (BIa0 Amazon S3) h XX BUERBERNFFIBER. Sl , BULSBKEEE S3 Rl
B UEEZMETEAFEGTA. Cloud Directory X EBUERAERBUIR,

BEEBXRTE : BF. ®R. BRMEFEA

#H ¥4 1@ Cloud Directory B IR (3828 Cloud Directory EREI{EXE) , RKE S EZR —H APl 21E, W0

ETH/ API B/EBE |, 5528 Amazon Cloud Directory EjYEs{Directory Service B, BT EFiE

L API #R/EREF T |, Cloud Directory 8 E & — B UERERIEENEE, FEE , 1T APIRE
AREEEZEEBENET,
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- BEF - EBES |, BRI LEA Amazon Resource Name (ARN) REBFIZEEA BTN ER, ¥
1 Cloud Directory R , Bl —7E IAM BERFFERAEAF T (*). MFEFME , 528 Cloud
Directory EREEZE.

- B - BEABEERFERINECEATIIEBNERIRE, 6
M , clouddirectory:GetDirectorysFal A 5F{E A& H1T Cloud
DirectoryGetDirectoryoperation.

s MR- BUEETEFAEERBEBHEREETENRE — EUURAHTIIER, MREBRAERT
FE (RoFF) ER , AIESHIERERN. St BREKEREN , ERMURAEREELEFR
BiR , IMETRBERE FRERER -

« RFEA-EUSHDABEBRNEER (IAM BER) B, BERFMEENFERAERERSEFTA. HRE
BRERBER , EUNEERERIFINFEAE. IRF, REIHMGER EERARERERER
K)o Cloud Directory "X EUERAEBRIEE,

B~ T H IAM BURFEENRSE | BBHAWS IAM BEZHIIAM ERAEHER.

WMEFEFEFIPTE Amazon Cloud Directory APl Bl R iE A &R E IR , 2B Amazon Cloud
Directory 31 : BifE. ERMNEHSE,

EHER A EERAE

EER TR , ERFRURRIES RIEERRBRMRERORE. flln, EBRERERHZ
BREMAER, NEEABRESEERGNFMES , F2HE Condition P HIAM EAEIEE.
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EEEBREAG S HERNBRAES , EXBRRPIRFEES ST IBREZEE IAM &7 (Bl
RE. #ENAR®).
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AEBEPHEEHRETIIAR

- f£ AWS Directory Service £ AFTEMNEFT]
- @AM Amazon Cloud Directory By AWS & (A% ES) B

{#F AWS Directory Service £ A FTER Al

EFEAEZEFEA AWS Directory Service £ & , ZFEAEBEXEAEET EIRBERMAIMNEEFR , K T, &
iREAZ Directory Service SERBFH A B E Directory Service KB ARZ FHFH T, BAM Amazon
Cloud Directory B9 AWS Z& (FEEERE) BUXK.

MREEVYHRENVEFITEREHN IAM BUR |, RIBEAREEZ IAM BERNEREMS , TRAME
&N TE B AR,

i# A % Amazon Cloud Directory By AWS & (AL ER) BER

AWS BB IAM BUEH AWS FRZ I BRERE |, TARBRTASEARA,. SERRBRAEAERFEAR
BIp R EWEFY  BERRERAFTEWLS ], MEFHENA , F2E (AM EAHEER) 1 AWS
Managed Policies (AWS Z & BK),

T5 AWS ZEBXR (B E LR EREIZIRFPNFERE) EARN Amazon Cloud Directory :

- DEBEERESGERBIR-RFEHENEBAFAE Amazon Cloud Directory BRI EFZERE, WFE
HMEF  FSE AWS EEIEAPNEBEEE,

- BEBREIRAEHTEEN— BTFEHESEHE Amazon Cloud Directory TR EFZERE, MEFME
A, FSEAWS EEFEAFHNEEEMR,

AL BEEEAEHEA IAM AGEERERANEM AWS SEHK, EEBRLARRGESR Amazon
Cloud Directory tHEBM A E , TeeBELFEAEFEHEAM AWS EJR , 21 Amazon EC2,

AT LEN BT IAM BUR , BERETFIREN API BIMENER. BN EL BT BRERE
FEELFIR IAM EAEREE.

Amazon Cloud Directory 5 ] : B, BERMEHSZE

BISERE FEEE WRETEED IAM B9 LB BEBRNEER) WEFTBEE |, aTLER TS
BRERMAESE, Tl FESESE Amazon Cloud Directory Directory APl #24E, BRI AR FHI1T
EERF AR ENME |, IREBA IR FHFIH AWS ER, BEEBRMN Action M FIEESE , X
EBURHM Resource W HIEEERE.
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#& ] LATE Amazon Cloud Directory Directory IR R £ AWS HRH @R KR ERYE. WFL AWS
BOTEEE K F2REUANSREGSBPNIAM EHEER.

(® Note
EERECEME  BERAKE AP BEEBH clouddirectory: F& (4l

4 , clouddirectory:CreateDirectory)s

#£ Amazon Cloud Directory H 11T 50 8% 1 E5 422

BREBRREXERENE®  UBRAFMNEFEHSIHK, EHMERARTHTMARENNESTH
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EREH B SRR EE,
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‘@FE ISO, SOC, PCl, FedRAMP, HIPAA &,
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o
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Amazon Cloud Directory F Y18 R Ih&E

AWS £EREREEEL AWS BEFETAESAROLEEN. AWS EFRMEZESHERHRNERT
AEW , YARKIEE, ShixENSEREMARERMERER, Cloud Directory B EELFEA| £ |
AEZE AWS BigHFER  EEEHER EFILREH, EEERERA , BBREL=ETAESE—F
BRI , ASEE— T AR EE M SR R E R R ERK,

Mm% AWS EESRTABHOFHMEEN , BSH AWS 2HREBFIG,

Amazon Cloud Directory FVERRELZ £

Amazon Cloud Directory @2 % AWS £ kBB Z2EFAIERENZERKE , WAmazon Web
Services : ZEREFBMBARE,

A EH AWS EMH API I | EiB#EEXZEX Cloud Directory, Fl Fim#4EX & Transport Layer
Security (TLS)o EFZEMER TLS 1.2 REFRAE. AFHSLAXIEERTEEENLE (PFS) NRIHE
¥ , I a0ERBF Diffie-Hellman (DHE) =45 [l h #2 & B Diffie-Hellman (ECDHE), B R (20 Java 7 F
BEHMRAE) KEEXEELER,

MRFBEFBGSHNEDR API FELAWS B | EE FIPS 140-2 BRFERINZRIEE | 55 FIPS i%
2. WNZE FIPS M FIPS imBEMVEFHIERA , B2 RB I EFREEZE (FIPS) 140-2 #EE,

WA BRSAFEATIREHR ID MEE IAM ZEAEBBENAZTRERREE, 3F , BUUEA
AWS Security Token Service (AWS STS) REL EREZE2BAERREZIHER,
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RAXE

£/ Amazon Cloud Directory , B BE FEZME WA I EHM W ER BN H < BVER , RRRE
MRIEEREE, HIRRFETRETIFE RERERABRESZNERE .

« HRETRREHEESEFANBIRYAFENTEHE K MEABAENNEZEMEE.

- RBARME SQL ERERFNREZER. MEREEERITX , WRE-FREXY , BF
EERELRE.

- ERARKRSE | EUNENYH  XEAUMUHNSEUTE-TNDE , SINSEFEEHRK ,
LAR: St B AR A2 ) R EUR AF Y BN AR B 14T B AR AF

BatchWrite

£ BatchWrite R4F ¥ B 3T ZERARE. ABHABARFEER/BFHT. HEAFSKXE SQL
BREXZEMN. MABRXBAREF—ERELRR , BEZIATHRERRXEARER. NRHRE
AR, eBERRBABARRL. FISMRRETERBIRENRE , URHISMGRZERNAS . LEHA
A 5 Bh ik R BB R AR

HIRBAZE TS APIHRE

» AddFacetToObject

« AttachObject

« AttachPolicy
« AttachTolndex

« AttachTypedLink

* Createlndex

+ CreateObject
 DeleteObject

» DetachFromIndex

» DetachObject

» DetachTypedLink

» RemoveFacetFromObject
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» UpdateObjectAttributes

#HXRBEERR

ELFTEEPNHRBREFSEYHE , ERRABAZERRZERZRE. HlU , BREEENIREA
B, RO B 10 BRENYMG  BEEEEIBEENTERS . MRRBEHRSE | B4 BERIAE
10 @M#H2ZE  BREXBARRHUZZEZFAENERBETNA A, BT EENBREHEH

HRSEBRNDBNER, HRBEAURE—BRBAHFR ) W—RFH,

Flan  ETHRENBEAS | EELEA "this-is-a-typo" WYHSEBIEH K HItXBEZRE
B "ref", EER—EYHSERIEZLEEHEA "correct-link-name" Wik, WHEFSERES
#HRSEREBAZDE. MRRZEMABE  CFELNB OB objectIdentifier , REEERE
BEPREEAKFSE, ZUUERALASZEBRBEERENEIRNER.

BatchDetachObject batchDetach = new BatchDetachObject()
.withBatchReferenceName("ref")
.withLinkName("this-is-a-typo")
.withParentReference(new ObjectReference().withSelector("/"));
BatchAttachObject batchAttach = new BatchAttachObject()
.withParentReference(new ObjectReference().withSelector("/"))
.withChildReference(new ObjectReference().withSelector("#ref"))
.withLinkName("correct-link-name");
BatchWriteRequest batchWrite = new BatchWriteRequest()
.withDirectoryArn(directoryArn)
.withOperations(new ArraylList(Arrays.aslList(batchDetach, batchAttach)));

BatchRead

£ A BatchRead 1R#/ET ¥ B #9117 L EBEURE, Sl , ETIHRABEHLD , KMERTSEA
“/managers” ZYIMFMNFR , AREE—#XEBERHPER TSE A “/managers/bob” Z¥HHNE
,

BatchListObjectChildren listObjectChildrenRequest = new BatchListObjectChildren()
.withObjectReference(new ObjectReference().withSelector("/managers"));
BatchListObjectAttributes listObjectAttributesRequest = new BatchListObjectAttributes()
.withObjectReference(new ObjectReference().withSelector("/managers/bob"));

BatchReadRequest batchRead = new BatchReadRequest()
.withConsistencylLevel(ConsistencylLevel.SERIALIZABLE)
.withDirectoryArn(directoryArn)
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.withOperations(new ArraylList(Arrays.asList(listObjectChildrenRequest,
listObjectAttributesRequest)));
BatchReadResult result = cloudDirectoryClient.batchRead(batchRead);

BatchRead X T %I API 1#4E :

» GetObjectinformation

» ListAttachedIndices

« ListincomingTypedLinks

* Listindex
« ListObjectAttributes
* ListObjectChildren

+ ListObjectParentPaths

 ListObjectPolicies

« ListOutgoingTypedLinks

« ListPolicyAttachments
* LookupPolicy

HEIXRIRAVERI BRI

BRBARANEZLVBREY , 0ARFZEENSERR (SEHRBER) SETRENERE LR, EF
FLBEMEMREHAER , REFTEBRERLRET, MEERLENFMEENR , 528 "Amazon
Cloud Directory BR#l 1

REMNETEA RN AR PR ERENEASLEREM, Bl , BaiSE APl FIL Y EEURER T A
200 B4, BRUEIEIBREHIE 9 @ ListObjectChildren API FERYEY LR | BESEMEEFEE 20 @
Y1k, ERATEEVI S (9 x 20 = 180) KHEid 200 1@ , Et#tIKIRIEE LI,

FTEEARENSSHRNL, fl, BEINEARERSA 20, MREEAIRFRELATIE 2 A
UpdateObjectAttributes API FE0Y | BEEMWE#HIT O AEARE , ELERY. ERW—EER ,
AEMRBREBHRES , BIEMR XK , YEHWE LimitExceededException,

Efﬁ?tt)xﬁ%#ﬂﬁ’]lﬁﬁ)’i‘ﬁ%ﬂH%@AEF?E’JE"%:R leaf_node ¥I#F , MR EABER G ERRBR
FEENERE K CEFELSHRAARBRENSERE. SO, TEMRAERHKESZ , 5ER
B 003 E’J%T.HE R4 89 FEENGGT BUR 3o
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