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b. $H¥ERISERFMERE | ZEHL API M DNS,
c. 7 DNSHERERD , stHRABK , ENSEEEEH,

SR BUGEZEH 10


https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/cloudmap/
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5.

® Note

EH% | ERASSEERS MULTIVALUE, METAKHEENHAET |
B (Route 53 BBt A BIER) HP0EIERE BIKE,

3
¥

d. REHBNERE K AREEFRYRY K SERLEROGEZHFEEARR.
ERBERTD  BERMRE  ARYWT T HIBEREILE @RS,

a. HRARBEEM , @A backend-service,
b. ¥ RIIRZFRLE |, EIRE APl
c. REBEHHWTERE K RBBEEIRE.

S ER 3 : 53 AWS Cloud Map BR#& %17 {E 82

HEULSRP | LEEYWMERBHANTER , —EAREMADBEZBHNSERSE,

1.

E A AWS Management Console , Y 7E https : //https://console.aws.amazon.com/cloudmap/
U AWS Cloud Map E£# A,

REZ[EES  EREESR 1 FRUNGEZEH , RERERRFMAESA.

EBEEFMEAEEL , RKBEESD |, #EHpublic-service R , AR BEFRRFME
#o

ERBATERERSD  ZEZEMBRBHTERE  ARIATTIEBERELSE —BRBENITER.

a. SHHREEITER ID, I8E first.

b. &¥f IPv4 ik , 3% 192.168.2. 1,

c. REBHBWTERE K ARBREIMEBBKHITERE.

FRAEEEIRNEES  ZH cloudmap-tutorial.com LA BB & ZEREHMEARE.
EomATZEFMERAEE L , RRBEED  ENMRIRRYE A AREZEREFHEENA,
ERBEHTERERTD  ZEFEMBREHTER K REHTTIBERELE_EREHITER

a. SrEERIEHITMER. ID , $8%E second MUIEHIERE —ERMEHITEE,

b. SHETEBER  ENERS —EERNER.

c. HRBITEMY , £/ service-nameEBRSIEM backendERERIIERSIB/EY.
d. i®IZE Register service instance (FEMRIEHAITEE),

HER 3 BURBHTER 11


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html
https://console.aws.amazon.com/cloudmap/
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HER 4 : #RZE AWS Cloud Map BR#& 317 {E #2

BEEEIL AWS Cloud Map tr & 2. IREMBKEATERE S LUEBRREHTEERERFE
EREFEE, FH diginHRERFELHE DNS F2EM AWS Cloud Map AP| RERE R imRE. WF
digtin THFFMEN , 528 dig - DNS EF L AER,

1. & A AWS Management Console YR Route 53 £ & |, #81LA https : //https:/
console.aws.amazon.com/route53/,

2. EEREEEIKRD | B2 Hosted zones (FEEEH).

3. #HY cloudmap-tutorial.com FEE R, ERHEEBNERTPERTEEREFMAE
WREESERBRNERBAKES , RARMEET —BLSBPERELRRES.

4. {£A dig i MFEEREEH Route 53 EBMAMI[Z— , EHRBEHITERRAY DNS i,

%II

o #ARC NERIR

dig @hosted-zone-nameserver public-service.cloudmap-tutorial.com

B HHANSWER SECTIONAH FERXE R NG REAHBEM IPv4 thiitpublic-service,

;5 ANSWER SECTION:
public-service.cloudmap-tutorial.com. 300 IN A 192.168.2.1

5. R AWS CLIER 58 — {E AR #8117 (@ 88 /Y B 1.

aws servicediscovery discover-instances --namespace-name cloudmap-tutorial.com --
service-name backend-service --region region

W SR AR EEB B E S RRES,

{
"Instances": [

{
"InstanceIld": "second",
"NamespaceName": "cloudmap-tutorial.com",
"ServiceName": "backend-service",
"HealthStatus": "UNKNOWN",
"Attributes": {

"service-name": "backend"

}

}

1,
SR 4 RRBRHATER 12



https://downloads.isc.org/isc/bind9/cur/9.19/doc/arm/html/manpages.html#dig-dns-lookup-utility
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/route53/
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"InstancesRevision": 71462688285136850

HR5 BREIR

TRYBRER , BRI BB, AWS Cloud Map ERELERIEFZETCH , & 2BRIEHITHE
B BRERERK, K REEaiTlE. BEETHRELLSERE , AWS Cloud Map X FKEEE Route 53
BiR,

1. & A AWS Management Console , ¥:7E https : //https://console.aws.amazon.com/cloudmap/ B
X AWS Cloud Map E£# A&,

2. WHBTEEEET | #Hlcloudmap-tutorial.commBZER , RBBEMIRFMENA.

3. EmBRTEEFMEFEEL , KRKBFESF |, EHpublic-servicefR¥ , AR BRIBWRFME
o

4, ERBBTERESS , BERFirstBTEE , ARBIETUEEM.

5. FHAEAEERNEEY  #HE cloudmap-tutorial.com LAEE R & =R MEFE M,

6. EmBZEFMEAEREL , RBRBEED , EMAERE , RARIZEZEMER,

7. &% EESP P 3-6backend-service,

8. EEMSEY K BEEGNEZM[,

9. i#Hlcloudmap-tutorial.comipB&ZER , AREZRIBEMER.

(@ Note

R SRKRE AWS Cloud Map ;&BR Route 53 &R , (BB LAEE E Route 53 £# A |
L% cloudmap-tutorial . com5t & EE 2 MR

TR E A 2B DNS ZE# M APl FEAU{ER AWS Cloud Map R
3R AWS CLI
A BRI REMMAEH AWS Command Line Interface (CLI) &£ AWS Cloud Map lRIE#HREKR, &

RV EAWERRRBEARELRE - — @7 6ER DNS ERREK , 5 —ErIEH AWS Cloud Map
APl %,

SE 5 B 13


https://console.aws.amazon.com/cloudmap/
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METE AWS Cloud Map =R AT BRANHERE | 520 7HWNMEE DNS EF#HH API FFILE A
AWS Cloud Map RFEIRZER .

FERIRAE
BAFETOERIEM | TR TRRBRE,

- FthZEl , BB RE SAEA AWS Cloud Map H#IFER.

- MREHKRLE AWS Command Line Interface , Sk B L L EHZFMAH AWS CLIFH 2 BR
HETRE,

AYBREZSFEADTIRFEEE Shell REITH S £ Linux M macOS A |, FEHAERFH Shell
MEHEERIE,

@ Note

£ Windows § |, E¥RXFENRNERIFTA X EBEEEE Lambda B FE AR FEL Bash CLI
= (Bl zip)e EEHE Ubuntu # Bash B9 Windows BERAS |, SBZEERAR Linux B9
Windows F &

- FAYBRREFEERE dig DNS EHLAAEX TSN ABIRIE,

3 AWS Cloud Map #r & 2=/

B, BAEU LB AWS Cloud Map i & Z . AWS Cloud Map #4311 [E#H # Route 53 FEEE
15 , BB DNS M AP| FEAL R A BRFEER 3R

1. BI2E DNS ®EZEH :

aws servicediscovery create-public-dns-namespace \
--name cloudmap-tutorial.com \
--creator-request-id cloudmap-tutorial-request-1 \
--region us-east-2

WREEEEEID, BUNURARRESEZHEILAME

"OperationId": "gv4gSmeo7ndmeh4fqgskygvk23d2fijwa-k9xmplyzd"

TORIRE


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://learn.microsoft.com/en-us/windows/wsl/install
https://learn.microsoft.com/en-us/windows/wsl/install
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2. mgﬁtﬂzﬂkzml’/{ﬁﬁwuﬁ% Fﬁ E:EZIjJE_L

aws servicediscovery get-operation \
--operation-id gv4gSmeo7ndmeh4fqskygvk23d2fijwa-k9xmplyzd \
--region us-east-2

3. BRERIIE , IEGHRZEMID :

aws servicediscovery list-namespaces \
--region us-east-2 \
--query "Namespaces[?Name=="'cloudmap-tutorial.com'].Id" \
--output text

i TEEEmAZ[™ ID, SFEL ID FTRETRESR

ns-abcdl1234xmplefgh

3 AWS Cloud Map BR#§

B, EENmEZEPEYMIERKE. £—@REASTFERA DNS F AP FEWRERSR | W% —ERE
H‘J‘/\ﬁg FH API ﬂ?ﬂlﬂﬂ'fﬁ?—?&o

1. BME—ECHA DNS HRRH R

aws servicediscovery create-service \
--name public-service \
--namespace-id ns-abcdl234xmplefgh \

--dns-config "RoutingPolicy=MULTIVALUE,DnsRecords=[{Type=A,TTL=300}]1" \
--region us-east-2

WO EEEMMEMY RBHFMAEN

{
"Service": {
"Id": "srv-abcdl234xmplefgh",
"Arn": "arn:aws:servicediscovery:us-east-2:123456789012:service/srv-
abcd1234xmplefgh",
"Name": "public-service",

"NamespaceId": "ns-abcdl1234xmplefgh",
"DnsConfig": {

#3I AWS Cloud Map IR 1
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"NamespaceId": "ns-abcd1234xmplefgh",
"RoutingPolicy": "MULTIVALUE",
"DnsRecords": [

{
"Type'": "A",
"TTL": 300
}
]
1,
"CreateDate": 1673613600.000,
"CreatorRequestId": "public-service-request"

2. {ERER API HRRE Y E @R

aws servicediscovery create-service \
--name backend-service \
--namespace-id ns-abcdl1234xmplefgh \
--type HTTP \
--region us-east-2

WHEEEME REHFMER

"Service": {

"Id": "srv-ijkl5678xmplmnop",

"Arn": "arn:aws:servicediscovery:us-east-2:123456789012:service/srv-
ijk15678xmplmnop",

"Name": "backend-service",

"NamespaceId": "ns-abcdl1234xmplefgh",

"Type": "HTTP",

"CreateDate": 1673613600.000,

"CreatorRequestId": "backend-service-request"

ZEf AWS Cloud Map BR#% 17 {E #&

gEE | ALHNESERBEMBRBANTERE, ELATERRRERRNERER,

52 AWS Cloud Map BR#§#117E 8 16
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FMBABER

1. {£F] DNS REW IPv4 3t E —E#TERE .

aws servicediscovery register-instance \
--service-id srv-abcdl234xmplefgh \
--instance-id first \
--attributes AWS_INSTANCE_IPV4=192.168.2.1 \
--region us-east-2

WOEELE B/EID ;

"OperationId": "4yejorelbukcjzpnr6tlmrghsjwpngfs4-k9xmplyzd"

2. WMERFEREUEZDHITERS KR :

aws servicediscovery get-operation \
--operation-id 4yejorelbukcjzpnr6tlmrghsjwpngf4-k9xmplyzd \
--region us-east-2

3. fER API RRH BFTBEREMSE — BT {EEE

aws servicediscovery register-instance \
--service-id srv-ijkl5678xmplmnop \
--instance-id second \
--attributes service-name=backend \
--region us-east-2

WmHEEDR #EID:

"OperationId": "7zxcvbnmasdfghjklgwertyuiopl234-k9xmplyzd"

4. WEREREUERHTER SRR :

aws servicediscovery get-operation \

--operation-id 7zxcvbnmasdfghjklgwertyuiopl234-k9xmplyzd \
--region us-east-2

52 AWS Cloud Map BR#§#117E 8
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R AWS Cloud Map BR#& % 17 {E 8&

RELEBRYYFEMENRBEHTER , LA LL6EA DNS £ H AWS Cloud Map APl RIRZEE 1 ,
J’j\gﬁ%_tﬂ%éEﬁEﬂEo

1. BE% , {8 Route 53 sEEEH ID :

aws route53 list-hosted-zones-by-name \
--dns-name cloudmap-tutorial.com \
--query "HostedZones[0].Id" \
--output text

EE2EEFEERES ID :
/hostedzone/Z1234ABCDXMPLEFGH
2. BSFtERERSNABRARES :

aws routeb53 get-hosted-zone \
--id Z1234ABCDXMPLEFGH \
--query "DelegationSet.NameServers[0]" \
--output text

EEELEFT—EEBERRER
ns-1234.awsdns-12.0rxg
3. A digw TREHALEREH DNS ok :

dig @ns-1234.awsdns-12.0rg public-service.cloudmap-tutorial.com

W RS BN R AR TS AR BARAY IPv4 Mt

;5 ANSWER SECTION:
public-service.cloudmap-tutorial.com. 300 IN A 192.168.2.1

4. fEM AWS CLI SRR BRI AT EER

aws servicediscovery discover-instances \
--namespace-name cloudmap-tutorial.com \

R AWS Cloud Map FRF#1TEEE 18
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--service-name backend-service \
--region us-east-2

W SR RERRFAEBN BT

{
"Instances": [
{
"InstanceId": "second",
"NamespaceName": "cloudmap-tutorial.com",
"ServiceName": "backend-service",
"HealthStatus": "UNKNOWN",
"Attributes": {
"service-name": "backend"
}
}
1,
"InstancesRevision": 71462688285136850
}

AEREIR

TEHHBRER  FERERABEELEEM. AWS Cloud Map EREUMERWIEFETER : £R
BHHNITER K BR BRE A &RE f&Z=H,

1. HUHEEME —ERBAITER

aws servicediscovery deregister-instance \
--service-id srv-abcdl234xmplefgh \
--instance-id first \
--region us-east-2

2. HUHEMSE —ERBHANTER

aws servicediscovery deregister-instance \
--service-id srv-ijkl5678xmplmnop \
--instance-id second \
--region us-east-2

3. MBRLAR :

TERREIR 19
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aws servicediscovery delete-service \
--id srv-abcdl234xmplefgh \
--region us-east-2

4. MIBRERIRARES -

aws servicediscovery delete-service \
--id srv-ijk1l5678xmplmnop \
--region us-east-2

5. MERSAHZER :

aws servicediscovery delete-namespace \
--id ns-abcdl1234xmplefgh \
--region us-east-2

6. HESE Route 53 TEEEH M :

aws route53 list-hosted-zones-by-name \
--dns-name cloudmap-tutorial.com

THRNMEE BFTEBMER AWS Cloud Map RIGHRZ=

THHERBEREUAFER AWS Cloud Map IRIEHRFERE AT EA AWS Cloud Map API #RZER BET

B, ~XHBRESZESIELFER BUNHTHFIEARERN AWS CloudShell, EARXEAM

& Lambda EEHEERE A DynamoDB Bk , AERRERKFER. Lambda EKEF DynamoDB &
REREE PEM AWS Cloud Map AREZTER. AFREAREXM Lambda REBHHREXEFEH
AWS Cloud Map BT BMERRERZRHTERAMENER.

MERLKZRIZN AWS CLINRZA |, 5F28 7HNMER #£E85TBMER AWS Cloud Map IRFGIRZER
AWS CLI,

/A Important

BRERNESHEEL AWS ER , EEELNIRS AWS hELER, EREETRTHNE
RIUEBEER , UK AEERK.

AWS Cloud Map ¥t B 5T B A 20
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FORIRAF

Bta el , K 5% E LAEA AWS Cloud Map R HY S BB,

£E% 1. B3I AWS Cloud Map @8 Z= [

TS RSP | EEEI AWS Cloud Map B ZE. R ZERAREERAERXREENER, B
WHRZEEE , AANEENAREER. EHTBIEVAGEZEATEINER , #AEBERABGT
B EH AWS Cloud Map API FERL SRR,

1. & A AWS Management Console It 7£ https : //https://console.aws.amazon.com/cloudmap/ BERX
AWS Cloud Map £# A&,

i#1Z Create namespace (B &% ZE /).
Y HEZTHEAEE , $5E cloudmap-tutorial,
(ER) stHmE=HER  EELECRATEZEBHER,
SHEMITERERE |, EEAPI FAY,
BHANAERE  AREEEYGE =/,

2

H B8 2 . 23 DynamoDB &R &K

HUHBRP |, £EE Y DynamoDB ERR, ERXAREFRNBERESETISRPEL 2HPIER
EANEHR,

MEAEEWMMEIL DynamoDB K& , 728 DynamoDB B AEEREFTHSFE 1 . £ DynamoDB
FEVERE , UFEATRRREEEEWLEIE, DynamoDB

EIR Value
ErlkEB cloudmap
PEIERS| id

REHBRHRENERELEIER K,

TORIRE 21


https://console.aws.amazon.com/cloudmap/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-1.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-1.html
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HER 3 . B AWS Cloud Map & #BR# 0% DynamoDB &Rl REM AT
&

HEWS BT , E£EGEI AWS Cloud Map Br# , REBHE —@LSBRFEIE DynamoDB BRI KM
HRBAITER,

1. ¥ https : //https://console.aws.amazon.com/cloudmap/ BARX AWS Cloud Map F#4&
2. RMBERBEED | EZHcloudmap-tutorial B =M , REBEMBFMEEA.
3. ERBERY , BEEVRBELHITTINEE.

a. HREEKEE®R WA data-service,

b. REHERMTFERE A6 RREEFEVRK.
4. FERKEERF , EHdata-servicelR¥ , AR BERRFHMBEN.
5. ERBHTERERD , BEEMBRBHITERE.
6. EEMEHEHTERBERDL , ST THEE,

a. SHHFTEREDR  EEGES -EERNER.
b. sHEREHITEEE ID, +8F data-instance,
c. HEHIIBHERD , EETIIR/EH : # = tablename , {& = cloudmap.

HER 4 B3 AWS Lambda #11TA &

LS RP , BEEIL AWS Lambda BHEE T —ELSRHPEAN IAM A&, ZALGHE IAM A
Bcloudmap-tutorial-roleX¥ HEFFAIRIR , AAZACERAREAHERE , 2R TASHEHRM
BRo

#1 Lambda HERIEAE (1AM 2 A )

1. & A AWS Management Console , Y7E https : //https://console.aws.amazon.com/iam/ BIRL IAM
FEA,

£ IAM EZENEEERT | BEAG , RAREFEVAG,

HH Trusted entity type (EENERER) , FH&EIE AWS R,

SHYRBRFEARS , i#IB Lambda , RERIEIZE Lambda 5 RHl,

BET &,

BEWiERNPowerUserAccessBIEREN AR , RERET -5,

o o kM w N

$EB 3 BUERRY 22


https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/iam/
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7. EET-F,

8. &H¥IABAEM , BE cloudmap-tutorial-role,

9. WEAG K ARIEIE Create role (BIAAE),

B 5 B3 Lambda HEULLEAEHR

ELTRHP  GEBUREMRKRTFESH Lambda EE , £/ AWS Cloud Map API E#&E I AWS
Cloud Map K BR# , i &R E A DynamoDB &%k,

WEFRIE I Lambda HEBWEE , 528 ( AWS Lambda B ABIER) DHEATEEEY
Lambda K& , W EA T RIREEHE ERBZHLLRIE,

EIE Value

HEEE BAEY

#ATHA Python 3.12

e x86_64

AT R ERAREAE
REAG cloudmap-tutorial-role

BYHEB 2%  FEHMEMRIBIURM TS Python BRIE , RAEDBRY, FIE , CEEEEA
DynamoDB & #l#& #1372 AWS Cloud Map fRiE#1/TEIREEEREdatatable BT B M. HBEEL
TR 12100 ZEHFEMEFTREI8 |, WigH BT K EERHENEE BB,

import json
import boto3
import random

def lambda_handler(event, context):
serviceclient = boto3.client('servicediscovery')
response = serviceclient.discover_instances(

NamespaceName="'cloudmap-tutorial’,
ServiceName='data-service')

$ER 5 B Lambda BB AL R 23


https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html#getting-started-create-function
https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html#getting-started-create-function
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tablename = response["Instances"][Q]["Attributes"]["tablename"]
dynamodbclient = boto3.resource('dynamodb')
table = dynamodbclient.Table(tablename)

response = table.put_item(
Item={ 'id': str(random.randint(1,100)), 'todo': event })

return {
'statusCode': 200,
'body': json.dumps(response)

}

HBERE R K EEHERIFER  BERERFEFA S Y, NEFHHEENR ,
Lambda BE& A Bi8F) B HIELE Lambda B EUREF,

SER 6 : B3I AWS Cloud Map FEAEX R , 34% Lambda B A B S
AEITER

EHFSBH , EEE AWS Cloud Map fRTE , AR#%Ei#§ Lambda EAREHFMAREHITEE.

F2RE (AWS

1. 7E https : //https://console.aws.amazon.com/cloudmap/ BIEX AWS Cloud Map F#& &
2. EETEIJ’ETE%EF EEaEEM,

3. RmBEEBED , EHcloudmap-tutorial R ZER , AR BREREFEAE
4. HERBERF , BEEMRBILNITT SIEE,

%II

a. HRRKE®E , WA app-service,

b. REBHAMTERE , ARBEEVRE.
5. ERFERS , EHapp-servicelRi§ , AR BIERRFMENA,
6. ERBHTERERD , BEZMBREHTER.
7. GEEMEHEBTEREEDL , ST THEKE.

a. STHEPTEBER  BERELNZE —EERNENA.
b. &R ITEE ID, $8F write-instance,
c. EBIBHERY , BETIREY,

+ key =action, value =write

S$B 6 BENERENRE 24


https://docs.aws.amazon.com/lambda/latest/dg/configuration-timeout.html
https://console.aws.amazon.com/cloudmap/
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* key = functionname , value =writefunction

SER7 : B Lambda EEAERE R
HUSRT | CRRYHFAMBKBREN Lambda B , HEHEAERIH DynamoDB EH K.

WMEBBEI Lambda WBMER , F2B ( AWS Lambda FEABREE) PHEATESEY
Lambda B , W EM T RIREEEENRFRLIEE,

e 32| Value

HEER - VGEE

EITHA Python 3.12

g x86_64

AT A EHRREAE
BEAG cloudmap-tutorial-role

BUYHHz®  FEMBHIRXBURR TSI Python BXE , ARBBHY., HBRHEERK amd
EE8EmAERRE.

import json
import boto3

def lambda_handler(event, context):
serviceclient = boto3.client('servicediscovery')

response = serviceclient.discover_instances(NamespaceName='cloudmap-tutorial"',
ServiceName='data-service')

tablename = response["Instances"][Q]["Attributes"]["tablename"]
dynamodbclient = boto3.resource('dynamodb')
table = dynamodbclient.Table(tablename)

response = table.scan(Select='ALL_ATTRIBUTES')

S$ER 7 : B Lambda BESAEECE ¥ 25


https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html#getting-started-create-function
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AWS Cloud Map HBEABER

return {
'statusCode': 200,
'body': json.dumps(response)

NEHH R, PERORIEES  FEHEREEHFASY.,. NEFAEF , F28 ( AWS
Lambda BiE A B15/) P RIERIE Lambda B EER EF,

S 8 : #% Lambda BENEKEEEM A AWS Cloud Map BR#SE1T {E &2

EWSBD  BEELETELHN RIET | & Lambda BEEE M Bapp-service REHTEEE,

1. 7 https : //nttps://console.aws.amazon.com/cloudmap/ FAEX AWS Cloud Map &
EEREES  BEEGEZ[E,

WHBEEEES | i#EHcloudmap-tutorial B %R , REZIBIERBFMEA,
ERBERT |, EHapp-servicefR#E , ARBERGFMAENA.
ERBHTEBERS  EEFEZMEHEITERE,

EEMEBHTERERL , #1T F5IEME,

I S

a. SHYETERER  ZEENS —EERNER.
b. ¥ REENITER ID , IEE read-instance,
c. EBIIBHERY , BETIREY,

* key = action, value = read

* key = functionname , value = readfunction

FEO: £ LENYWHITEIRME AAHFIw AWS CloudShell

BRI LAE PRSI METEARERTE AWS CloudShell WA FixERARER |, WIRERSE PRENRKE |
AWS Cloud Map 3 FERLYIE LEFR 75 o

1. 1E https : //https://console.aws.amazon.com/cloudshell/ B AWS CloudShell £ &
2. FATIHGSRELER WERwritefunction.py.

vim writeclient.py

HER 8 BURBHITER 26


https://docs.aws.amazon.com/lambda/latest/dg/configuration-timeout.html
https://console.aws.amazon.com/cloudmap/
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3. fwriteclient.py BR% , 2T i RAEARAER, RE , BRI ETIENG, kg
NIEIRE Lambda KE , EiBE Eapp-servicefR#name=writeservice W EHEFTBHEREA
&, 2EEEEKERE A DynamoDB X%k Lambda EHEE B, A%RFA Lambda EKE ,
BEAERRNEFABBABEEE.

import boto3
serviceclient = boto3.client('servicediscovery')

response = serviceclient.discover_instances(NamespaceName='cloudmap-tutorial"',
ServiceName="'app-service', QueryParameters={ 'action': 'write' })

functionname = response["Instances"][@]["Attributes"]["functionname"]

lambdaclient = boto3.client('lambda')

resp = lambdaclient.invoke(FunctionName=functionname, Payload='"This is a test
data"')

print(resp["Payload"].read())

4. BRHE WA 1wq, ARIE Enter RAFERLIEE,
5. fERATHI8SRHAIT Python XK.

python3 writeclient.py

BHEA200E € |, TR,

b'{"statusCode": 200, "body": "{\\"ResponseMetadata\\": {\\"RequestId\\": \
\"QOMO38ITOBPBVBIK8OCKK6I6M7VV4KQNSO5AEMVIF66Q9ASUAAIG\\", \\"HTTPStatusCode\
\": 200, \\"HTTPHeaders\\": {\\"server\\": \\"Server\\", \\"date\\": \\"Wed, 06

Mar 2024 22:46:09 GMT\\", \\"content-type\\": \\"application/x-amz-json-1.0\\",
\\"content-1length\\": \\"2\\", \\"connection\\": \\"keep-alive\\", \\'"x-amzn-
requestid\\": \\"QOM@38ITOBPBVBIK80OCKK6I6M7VV4KQNSO5AEMVIF66Q9ASUAAIG\\", \\"x-amz-
crc32\\": \\"2745614147\\"}, \\"RetryAttempts\\": 0}}"}'

6. EEREL—@AIRIBEBARERY , FEUFEDNHFR.

a. FRATIHSSREILEA WERreadfunction.py,

vim readclient.py

HER9: BUNMBTAFREARERN 27
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b.

C.

d.

f£ readclient.py BRHP , BT 1 RAUEABAER, A%, BRI ETHENXE,
HEABEREENR  YEREEL—BASBHEAERRNE.

import boto3

serviceclient = boto3.client('servicediscovery')

response = serviceclient.discover_instances(NamespaceName='cloudmap-tutorial"',
ServiceName="'app-service', QueryParameters={ 'action': 'read' })

functionname = response["Instances"][@]["Attributes"]["functionname"]

lambdaclient = boto3.client('lambda')

resp = lambdaclient.invoke(FunctionName=functionname,
InvocationType="'RequestResponse')

print(resp["Payload"].read())

e @A :wq, REIE Enter BRTFERIIBRL,
AT 55 R#MIT Python X,

python3 readclient.py

BHEREREZFCUUTAR , JIHEBHT BABRKRNE , writefunction. pyAR#E
Lambda B AR P ELERFEHREIE,

b'{"statusCode": 200, "body": "{\\"Items\\": [{\\"id\\": \\"45\

\", \\"todo\\": \\"This is a test data\\"}1, \\"Count\\": 1, \
\"ScannedCount\\": 1, \\"ResponseMetadata\\": {\\"RequestId\\": \
\"9JF8J6SFQCKR6IDT5JG5NOM3CNVV4KQNSO5AEMVIF66Q9ASUAAIG\\", \\"HTTPStatusCode\
\": 200, \\"HTTPHeaders\\": {\\"server\\": \\"Server\\", \\"date\\": \\"Thu, 25
Jul 2024 20:43:33 GMT\\", \\"content-type\\": \\"application/x-amz-json-1.0\
\", \\"content-length\\": \\"91\\", \\"connection\\": \\"keep-alive\\", \\'"x-
amzn-requestid\\": \\"9JF8J6SFQCKR6IDT5JIG5NOM3CNVV4KQNSO5AEMVIF66Q9ASUAAIG\\",
\\"x-amz-crc32\\": \\"1163081893\\"}, \\"RetryAttempts\\": 0}}"}'

HER9: BUNMBTAFREARERN 28
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HER 10 : BHREIR

ERHBRER  FHRERABRELENEM. AWS Cloud Map ERELUMERWIER. BRIEH
TEBEL. B K SEREETEZBETER. THTREZLIELERBBREPREA AWS Cloud
Map E"Jﬁ; Ao

fIBR AWS Cloud Map &R

1. & A AWS Management Console , Y 7E https : //https://console.aws.amazon.com/cloudmap/ B
U AWS Cloud Map £ A,

2. RMBEREED | EHcloudmap-tutorial B =M , REBEMBFMEEA.

EMBTEEEMEFER L , “BRFEES |, iHdata-servicelRiE , AR BEREFME
Ao

ERBEHITEBESSD |, BEdata-instance#{TEE , REBIZEUEEM.
FRAEEEIRKRNEEY  #E cloudmap-tutorial.com LA BB E & ZEREHMEAEE.
EBTEEFMERAEEL , RRKBESD | BIMERRE , REIZEZMER.

#¥ app-servicelR¥EM write-instanceread-instance MREHITER EEE LB 3-6,
EEREES  BEEGEZEM[,

i#ZHlcloudmap-tutorial dnR %R , REBZEZEMER,

w

© © N o g &

TRIMETLERBNERF , URBRABHEANEMER.

&R SR
DynamoDB & SEBo6: (ZA) MR

DynamoDB & kIR B
Amazon DynamoDB FE A &
1B HEJR DynamoDB

Lambda BIE{ R+ EAEAY 1AM
HITAB

{ AWS Lambda BEZ A B8
) PRER

SE 10 : B
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https://console.aws.amazon.com/cloudmap/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-6.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-6.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-6.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-6.html
https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html#gettingstarted-cleanup
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THEMMER BEEFTBEER AWS Cloud Map BRIFIRE AWS
CLI

A B RIE REI WA E BT B A AWS Cloud Map BRISFEE., GBI FEH WRIEERRE
3 , AWS Cloud Map AERBETBHBHERRER., EHAEXHMME Lambda BNEHEK , ELHE
S EREA DynamoDB ER KR IL B , W EHPFFMAAEEIR AWS Cloud Map,

WMHEHEREN AWS Management Console WA , 7F2 B 7 A E 55T B LA AWS Cloud
Map Hﬁﬁﬁago

FORIRH

FIGAHBRIZECH , FBETH PHLEREE UEA AWS Cloud Map.

3 AWS Cloud Map & & Z= ]

WEEERAREEARXREENER, ESBD , BB —BWEZ=[H , AFFER AWS
Cloud Map AP| REIRZRE R,

1. BATHGEREYL HTTP R ZEMH :

aws servicediscovery create-http-namespace \
--name cloudmap-tutorial \
--creator-request-id cloudmap-tutorial-request

WO EEE R ID, BTUERATIIGTRERENAARRE

aws servicediscovery get-operation \
--operation-id operation-id

2. BUGBZEEE , LWLUEEE ID LARRESD S !

aws servicediscovery list-namespaces \
--query "Namespaces[?Name=='cloudmap-tutorial'].Id" \
--output text

3. KWAZMEID FHRESBFUMBRER

NAMESPACE_ID=$(aws servicediscovery list-namespaces \
--query "Namespaces[?Name=="'cloudmap-tutorial'].Id" \

£ HEEEETEMEGER AWS Cloud Map BRIE#HRZE AWS CLI 30
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FMBABER

--output text)

#3 DynamoDB &#I&
#E B3 DynamoDB ERIRREHNEARENNESR

1.

2.

BT T TRELERSR :

aws dynamodb create-table \
--table-name cloudmap \
--attribute-definitions AttributeName=id,AttributeType=S \
--key-schema AttributeName=id,KeyType=HASH \
--billing-mode PAY_PER_REQUEST

EHENRENERAY , BRE
aws dynamodb wait table-exists --table-name cloudmap

o rEEINENRTLEY AHER,

37 AWS Cloud Map BRI R I M DynamoDB & ¥} 5k
BE , EENGECHTRYBERARERREER

1.

BT IS RELERFEFEIR AWS Cloud Map HI R

aws servicediscovery create-service \
--name data-service \
--namespace-id $NAMESPACE_ID \
--creator-request-id data-service-request

IS &R BRI 89 ARTE ID :

DATA_SERVICE_ID=$(aws servicediscovery list-services \
--query "Services[?Name=='data-service'].Id" \
--output text)

EREEERREBHBEIBM , & DynamoDB BRI REMARBKIAITER

aws servicediscovery register-instance \

#13 DynamoDB &HI &

31



AWS Cloud Map HBEABER

--service-id $DATA_SERVICE_ID \
--instance-id data-instance \
--attributes tablename=cloudmap

BiIEMtablename=cloudmap A ZEH it IRIEBEERZE DynamoDB BRI KR E B,

A Lambda HEEL IAM A&
B3 Lambda B RFE AWS EFEH IAM B :
1. EBY IAM B EEBERH

cat > lambda-trust-policy.json << EOF

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "lambda.amazonaws.com"
1,
"Action": "sts:AssumeRole"
}
]
}
EOF

2. BTG T , FRAGEREKEY IAM A6

aws iam create-role \
--role-name cloudmap-tutorial-role \
--assume-role-policy-document file://lambda-trust-policy.json

3. REARMERIFAUNEFT IAMBREY ER

cat > cloudmap-policy.json << EOF
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

# Lambda BB IAM A& 32
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EOF

"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:*"

"Effect": "Allow",
"Action": [
"servicediscovery:DiscoverInstances"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"dynamodb:PutItem",
"dynamodb:Scan"

]I

"Resource": "arn:aws:dynamodb:*:*:table/cloudmap"

4. BUBRIGHEEE IAM A6 :

aws iam create-policy \
--policy-name CloudMapTutorialPolicy \
--policy-document file://cloudmap-policy.json

POLICY_ARN=$(aws iam list-policies \

--query "Policies[?PolicyName=='CloudMapTutorialPolicy'].Arn" \

--output text)

aws iam attach-role-policy \
--role-name cloudmap-tutorial-role \
--policy-arn $POLICY_ARN

aws iam attach-role-policy \
--role-name cloudmap-tutorial-role \

--policy-arn arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole

# Lambda BB IAM A&
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FMBABER

B3I Lambda BREILLEAE R

i

FEBRVAEREA DynamoDB BRI &RH Lambda BHE , FER FHITER -

1. BIYRAEEM Python % :

cat > writefunction.py << EOF
import json

import boto3

import random

def lambda_handler(event, context):

try:

serviceclient = boto3.client('servicediscovery')
response = serviceclient.discover_instances(
NamespaceName="'cloudmap-tutorial',

ServiceName='data-service')

if not response.get("Instances"):

return {

'statusCode': 500,

'body': json.dumps({"error": "No instances found"})
}

tablename = response["Instances"][@]J["Attributes"].get("tablename")
if not tablename:

return {

'statusCode': 500,

'body': json.dumps({"error": "Table name attribute not found"})
}

dynamodbclient = boto3.resource('dynamodb')

table = dynamodbclient.Table(tablename)

# Validate input
if not isinstance(event, str):

return {

'statusCode': 400,

'body': json.dumps({"error": "Input must be a string"})
}

#3I Lambda BB AL
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response = table.put_item(
Item={ 'id': str(random.randint(1,100)), 'todo': event })

return {
'statusCode': 200,
'body': json.dumps(response)

}
except Exception as e:
return {
'statusCode': 500,
'"body': json.dumps({"error": str(e)})
}

EOF

WEREER tEETEM% AWS Cloud Map ##3% DynamoDB BRI R EE , RAERBERBEAER K,
2. HEMIEE Lambda HE :

zip writefunction.zip writefunction.py

ROLE_ARN=$(aws iam get-role --role-name cloudmap-tutorial-role \
--query 'Role.Arn' --output text)

aws lambda create-function \
--function-name writefunction \
--runtime python3.12 \
--role $ROLE_ARN \
--handler writefunction.lambda_handler \
--zip-file fileb://writefunction.zip \
--architectures x86_64

3. SERTENBOR LB IR AFEHER

aws lambda update-function-configuration \
--function-name writefunction \
--timeout 5

3 AWS Cloud Map FE AR %I 5t Lambda B A BEE!

EEADBEHPEYEMBRBERAREARARE , FSRETISERANT
1. REAEXEBEMLRYE

#3I AWS Cloud Map FERE X RE I FEM Lambda B AKE 35
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aws servicediscovery create-service \
--name app-service \
--namespace-id $NAMESPACE_ID \
--creator-request-id app-service-request

2. HUSEAEXRBARE ID

APP_SERVICE_ID=$(aws servicediscovery list-services \
--query "Services[?Name=='app-service'].Id" \
--output text)

3. EABFTBM Lambda B A KB AR HTEE

aws servicediscovery register-instance \
--service-id $APP_SERVICE_ID \
--instance-id write-instance \
--attributes action=write, functionname=writefunction

HiTBMaction=write , ffunctionname=writefunctionAFAFiHRBEARIFERILE
2,

3 Lambda BHELAEEVE R

B ZEV K DynamoDB ERRBEMERIAY Lambda BB , FFER T FIZER

ik

1. ABEEEERI Python ER :

cat > readfunction.py << EOF
import json
import boto3

def lambda_handler(event, context):
try:
serviceclient = boto3.client('servicediscovery')

response = serviceclient.discover_instances(
NamespaceName="'cloudmap-tutorial',

ServiceName='data-service')

if not response.get("Instances"):

#3I Lambda B EENE R 36
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return {

'statusCode': 500,

'body': json.dumps({"error": "No instances found"})
}

tablename = response["Instances"][Q]["Attributes"].get("tablename")
if not tablename:

return {

'statusCode': 500,

'body': json.dumps({"error": "Table name attribute not found"})
}

dynamodbclient = boto3.resource('dynamodb')
table = dynamodbclient.Table(tablename)

# Use pagination for larger tables
response = table.scan(
Select="ALL_ATTRIBUTES",
Limit=50 # Limit results for demonstration purposes

For production, you would implement pagination like this:
items = []
while 'LastEvaluatedKey' in response:
items.extend(response['Items'])
response = table.scan(
Select="ALL_ATTRIBUTES',
ExclusiveStartKey=response['LastEvaluatedKey']
)

items.extend(response['Items'])

HOoH O OHF OB OB O O R

return {
'statusCode': 200,
'body': json.dumps(response)

}
except Exception as e:
return {
'statusCode': 500,
'body': json.dumps({"error": str(e)l})
}

EOF

#3I Lambda B EENE R
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WEREHEER AWS Cloud Map R# 3% DynamoDB BRI R EHE , AR RERNRENER. 8
SHNREEMY 55,
2. HHEMILE Lambda HE :

zip readfunction.zip readfunction.py

aws lambda create-function \
--function-name readfunction \
--runtime python3.12 \
--role $ROLE_ARN \
--handler readfunction.lambda_handler \
--zip-file fileb://readfunction.zip \
--architectures x86_64

3. EHNHERE :

aws lambda update-function-configuration \
--function-name readfunction \
--timeout 5

#% Lambda FREVER BEE M ARG HITEE

HEM Lambda HEREEMARRAEXRE TN S —ERZATERE  FERBTHIDER

aws servicediscovery register-instance \
--service-id $APP_SERVICE_ID \
--instance-id read-instance \
--attributes action=read, functionname=readfunction

HiTBMaction=read , ¥ functionname=readfunctionAFFRAFiHBRIREARIRZLEHKE,

B N#ITH FinERAREN

EER Y Python AFIRERARER , AMERA AWS Cloud Map RIZRFMIUABAKE , BFERTIS
B2 .

i

1. AR ARFREAENZEI Python £ :

cat > writeclient.py << EOF

#% Lambda FENE BEEM A RIS 1T EE 38
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import boto3
import json

try:

serviceclient = boto3.client('servicediscovery')

print("Discovering write function...")

response = serviceclient.discover_instances(
NamespaceName="'cloudmap-tutorial’,
ServiceName="'app-service',
QueryParameters={ 'action': 'write' }

if not response.get("Instances"):
print("Error: No instances found")
exit(1)

functionname = response["Instances"][@]["Attributes"].get("functionname")

if not functionname:

print("Error: Function name attribute not found")

exit(1)
print(f"Found function: {functionnamel}")
lambdaclient = boto3.client('lambda')
print("Invoking Lambda function...")
resp = lambdaclient.invoke(

FunctionName=functionname,
Payload='"This is a test data"'

payload = resp["Payload"].read()
print(f"Response: {payload.decode('utf-8')3}")

except Exception as e:

EOF

print(f"Error: {str(e)}")

WA FImwmEA QueryParametersiBERESHEH action=write BHHRKEHITERE.
2. ABEBAFRmERAEZEIEIL Python £ :

cat

> readclient.py << EOF

BUMHTRAFRERARES
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import boto3
import json

try:

serviceclient = boto3.client('servicediscovery')

print("Discovering read function...")

response = serviceclient.discover_instances(
NamespaceName="'cloudmap-tutorial’,
ServiceName="'app-service',
QueryParameters={ 'action': 'read' }

if not response.get("Instances"):
print("Error: No instances found")
exit(1)

functionname = response["Instances"][@]["Attributes"].get("functionname")

if not functionname:

print("Error: Function name attribute not found")

exit(1)
print(f"Found function: {functionnamel}")
lambdaclient = boto3.client('lambda')
print("Invoking Lambda function...")
resp = lambdaclient.invoke(

FunctionName=functionname,
InvocationType="'RequestResponse’

payload = resp["Payload"].read()
print(f"Response: {payload.decode('utf-8')3}")

except Exception as e:

EOF

print(f"Error: {str(e)}")

3. HMITRAMFIR , KERHEE DynamoDB BRI :

python3 writeclient.py

BUMHTRAFRERARES
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HESRET HTTP ARAEEA 200 B A ThEl FE,
4. #FITEEAF iR DynamoDB BRI REEE R :

FMBABER

python3 readclient.py

BHEESERSAERRNER  SEBRELN IDN "ERAFEER. &

BREIR

S

REERER  FEREFRUBEELHEAEZR,

di

—

B, BT T3 a5 REBUHEEM RSN 1TEEE -

aws servicediscovery deregister-instance \
--service-id $APP_SERVICE_ID \
--instance-id read-instance

aws servicediscovery deregister-instance \
--service-id $APP_SERVICE_ID \
--instance-id write-instance

aws servicediscovery deregister-instance \

--service-id $DATA_SERVICE_ID \
--instance-id data-instance

2. BATTHa S RMERARTS

aws servicediscovery delete-service \
--id $APP_SERVICE_ID

aws servicediscovery delete-service \
--id $DATA_SERVICE_ID

3. BITTITSRMERGEZH :

aws servicediscovery delete-namespace \
--id $NAMESPACE_ID

4. FATTHESRKMER Lambda EHE :

TERREIR 41
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aws lambda delete-function --function-name writefunction
aws lambda delete-function --function-name readfunction

5. BITTHHEHRMBR IAM SEMBUR :

aws iam detach-role-policy \
--role-name cloudmap-tutorial-role \
--policy-arn $POLICY_ARN

aws iam detach-role-policy \
--role-name cloudmap-tutorial-role \

--policy-arn arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole

aws iam delete-policy \
--policy-arn $POLICY_ARN

aws iam delete-role --role-name cloudmap-tutorial-role

6. #1T T 585 RMER DynamoDB &I :

aws dynamodb delete-table --table-name cloudmap
7. BOTIGSREREEFEER

rm -f lambda-trust-policy.json cloudmap-policy.json writefunction.py
readfunction.py writefunction.zip readfunction.zip writeclient.py readclient.py

EREIR
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AWS Cloud Map #r & Z=

TRZEEE PHEEER AWS Cloud Map , AR SERAEANREEABRZBNITIRELE
o BRENTHEZHEE , BEETYIER :
- BELEERAENARERHTERBNAERE,

* AWS Cloud Map AT AR & @ sE M BREBBIT RN SR, EULUREREFEEEBMERMAE,. &
BEERLBER (VPC) PATLARRRENER , ESEIB API FFURIRR,

LTREBGEZEN—REE,

- TRTHEBREREPETL AWS EiF By . HE AWS Cloud Map EZEEEFHHER , BEEES
BEESPRIGRZEE,

- MRBEITHAZEBIAF VPC A DNS EFHREHITEE , AWS Cloud Map € BEZE I FA
£ Route 53 SEEEIT, WFEEEITAIAEZE VPCsEYEH ., MEFMENR , 5528 (Amazon
Route 53 APl 2#) ® ) AssociateVPCWithHostedZone,

e
« ¥3 AWS Cloud Map fr % Z= B LARE FE 2 =\ AR 7% 0 4B
« Bt AWS Cloud Map % Z&
IEx AWS Cloud Map 5% Z= ]

3 AWS Cloud Map a5 & Z B LG FE AR IR 2 4

BUNBYREER , USRNEBALNEREXN2ERY , LFHEIR AP I DNS EHREKME
AEXER,

AT EERRIEIE

THREZERP PHTEHTERREZRIE , AWS Cloud Map ARETUE W EmE = HEE
RIEEARXN BB MR EME.
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mAREEEE

HTTP

#.% DNS

TR IRR S A

VPC H iy API FEALA]
DNS &7

BERR
CERRAEXTNER

HEEM N DiscoverlI
nstances API #
RHMER,

TBERAEXPH
IR0 LLEIB

I DiscoverI
nstances API, 2
K& AWS Cloud
Map BEIEMN Z2FAE
Route 53 FEE EiF
W BRMAAREE , REF
RHMER,

BANFEERS
AWS Cloud Map E2
wRZEENBENE
B, TETERBEE
XA service-n
ame .namespace-
name B9 DNS 2%,

(@ Note

Route 53
Resolver &
FERIEF
EEFHPH

a0 8% SR AR AT
JREB VPC
DNS &,
MRFMEFEE
ESTISHF
4 DNS &3

Discoverlnstances

CreateHtt
pNamespace

Discoverlnstances

CreatePri
vateDnsNa

mespace

YT EERRER
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https://docs.aws.amazon.com/cloud-map/latest/api/API_CreateHttpNamespace.html
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mREHEER HITEBIRERE EESK
R R B
5C08% , Route
53 g#H
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FERMRASE )
ClEE,

/N8 DNS AP| I #1128 DNS BERERX T

=i B R ] LLEB

I} DiscoverI
nstances API fl&
# AWS Cloud Map B
BE VWA Route
53 fEEEREAM BB
AIAREE , RIREHM
&R

NEFREREIE
wREENEENE
B, B2EaB%
AA service-n
ame .namespace-
name B DNS it &%,

® Note
EEEBR
T, K wEZEH
EROBARE
2Ry A
=y

» Discoverlnstances

» CreatePub
licDnsNamespace
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https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePublicDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePublicDnsNamespace.html
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B

BB T 5588 | 5 AWS CLI AWS Management Console=i& A/ Python B SDK B &

7.:I:D FEﬁ o

AWS Management Console

1.

E A AWS Management Console , Y7E https : //https://console.aws.amazon.com/cloudmap/
BB AWS Cloud Map £# A&,

i#1Z Create namespace (B &% ZE /).
HHEREEEER  WAKARRERTERBNER.

® Note

- $#HENE DNS EFREN DB EEZBL AT LERBER, B30 : . com.

« BELASAEIBCEE AT (IDN) B A Punycode , RIEEHAH, MFER LER
BRNFFHERR , FERKRRR LEE "punycode BH#izR )

B U EARXERFNARNELGEZ/EE , SERCBEEBRERS
Punycode, #lt0 , tNREEEH Java , AT LAUEB A java.net.IDN 2= ERY
toASCII 3% , # Unicode EE A Punycodes

(2R ) SRHEZBHEE AR IR EEHEENSEZHEA TR R & = BANEER
ER. BAUERALEARRRTEZMA,

RS TEEESR B LUE VPC F 1 AP FENL, API FEOLF] DNS &35 , LUK APl FEALFIZ
£ DNS EE@ZF‘?L?‘T&E 2B HTTP, #.8 DNS =248 DNS Ss & ZE/, VPCs ME
HMED  F2RYTEBRERREE,

RIZENRE |, BRETIILER,

- MREHE VPCs HIZIZE API FEILF] DNS &3 , A VPC |, FERIELEHGETHELR
B EBRLEER (VPC),

o MBHRE VPCsZ API BILF1Z2E DNS ZiiEE API FEIF] DNS &8 , 55 TTL &
R REMOMRE, FEEM (TTL) EERE DNS BTRRHHEAGEEMETZ
Route 53 FEE REFHREFA (SOA) DNS L RINEANKRBRE., WF TTL WFHEE
#: , 2B (Amazon Route 53 IS ABIERE) #M TTL (¥ ).

BRF
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https://console.aws.amazon.com/cloudmap/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-values-shared.html#rrsets-values-common-ttl

AWS Cloud Map HBEABER
6. (EA) EBET , EEFEER K ARECEECHEZENRSIBNE. EULUEEERH
BEHEZAN—BZEER, EBUELHE AWS ERSE , UEFEFRERHEEER, 01F
BN , F2RAERER AWS Cloud Map R

7. EIF Create namespace (B & ZE/), EAILAEA ListOperations MR RIEMARE, WF
SMME , 2B AWS Cloud Map APl 2Z/#y ListOperations

AWS CLI
- FERALRFNVITEERREE (ERACECHERNK#E ) et REBLGEZ[.

« FA BY HTTP &M create-http-namespace, A HTTP @ 25 B AY AR EL
TEBR I LAfEADiscoverInstancesiERRFER , BELMEH DNS RIREK,

aws servicediscovery create-http-namespace --name name-of-namespace

- RIEDNS BEUFEWHEZERE , EREEFEA EIEEMN Amazon VPC RE Rcreate-
private-dns-namespace. #BAILAffEfADiscoverInstancesi&EReFEH DNS , HREE
m#\E DNS fn & =R TER

aws servicediscovery create-private-dns-namespace --name name-of-namespace --
VPC VPC-XXXXXXXXX

- £ , RIBAREIE LR DNS B N EH B EMcreate-public-dns-
namespace. #BAILAfEA DiscoverInstances &K= DNS , IRREE/AHE DNS g =
B BT EE,

aws servicediscovery create-public-dns-namespace --name name-of-namespace

AWS SDK for Python (Boto3)
1. WREMERBoto3RE |, B LABoto3EEEKEIRE, BREMEA WET.

2. EABoto3¥iffH servicediscoveryi A &M R,

import boto3
client = boto3.client('servicediscovery')

3. FERLRHFNIATERBRREEN PSREVYGEZH (ERLECSWERRLE) -
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https://docs.aws.amazon.com/cloud-map/latest/api/API_ListOperations.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListOperations.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/create-http-namespace.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/create-private-dns-namespace.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/create-private-dns-namespace.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/create-public-dns-namespace.html
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/create-public-dns-namespace.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#installation

AWS Cloud Map HBEABER

o fE/F B3 HTTP s & = fcreate_http_namespace(). A HTTP & Z= B M A RIE
ATERE O LAER E1TiERdiscover_instances() , {BE %A DNS #ITHER,

response = client.create_http_namespace(
Name='name-of-namespace"',

)

# If you want to see the response

print(response)

- RIZEDNS BUFEGRZEM , BReEER EIBEMN Amazon VPC AF
Rcreate_private_dns_namespace(). BAILAEA discover_instances ()= fEHA
DNS , #RZ&RE2[@FA%E DNS i & =B MmO TER

response = client.create_private_dns_namespace(
Name='name-of-namespace"',
Vpc='vpc-1c56417b",

)

# If you want to see the response

print(response)

- B , RIBEMARMEK ETTRA DNS BY NEWMBE
Blcreate_public_dns_namespace(). A LAEA discover_instances ()= fEH
DNS , ##ZE [/ E DNS S B2 = E M ST EE,

response = client.create_public_dns_namespace(
Name='name-of-namespace',

)

# If you want to see the response

print(response)

- EfEm S

'OperationId': 'gv4gSmeo7ndmeh4fqskygvk23d2fijwa-k9302yzd',
'ResponseMetadata': {

1 Te 1 1
o s e . o s e ’

}I
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®REIT R

BUMABAZER , BUUEGTEZEPEL kK L SESHEAERRER2E , HEAREREXH
WEEERIE. RETHAKEAERNERIMABTERNER, WFEEI AWS Cloud Map ARFEHIEE
MEF , F2E AEARER THEI AWS Cloud Map BR#%.

B AWS Cloud Map n & 2=/

BUYGEBZE[ER  BUUAKRTISRRRERYNREZHBE,

AWS Management Console

1. & A AWS Management Console , 3¢ 7E https : //https://console.aws.amazon.com/cloudmap/
BARX AWS Cloud Map F#5&,

2. HEEBBEHRD  BEGETHAURATEEEBE, SUMKEE, B, BT EBREES
RmBAZEME ID RKEFTEEE, BEUUEESRUPRAGEEZEEER ID , USHENE
REETBEZE.

AWS CLI

« M list-namespaces@mHHHMBRZEE,

aws servicediscovery list-namespaces

AWS SDK for Python (Boto3)

1. WMREEKRBoto3kE |, BBALIBoto3EEEHK IR E., REMEA W T,
2. [EABoto3ifEM servicediscovery A& R,

import boto3
client = boto3.client('servicediscovery')

3. #FAFHGARZEMLlist_namespaces()o

response = client.list_namespaces()
# If you want to see the response
print(response)
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https://console.aws.amazon.com/cloudmap/
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/list-namespaces.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#installation

AWS Cloud Map HBEABER

(o] FE & HH €545

'Namespaces': [
{

'Arn': 'arn:aws::servicediscovery:us-west-2:123456789012:namespace/
NS-XXXXXXXXXXXXXXX "',

'CreateDate': 1585354387.357,

"Id': 'NS-XXXXXXXXXXXXXXX',

'Name': 'myFirstNamespace',

'"Properties': {

'DnsProperties': {
'HostedZoneld': 'Z06752353VBUDTC32S84S"',

1,
'"HttpProperties': {
'HttpName': 'myFirstNamespace',
I
1,
'Type': 'DNS_PRIVATE',
1,
{

'Arn': 'arn:aws::servicediscovery:us-west-2:123456789012:namespace/
NS-XXXXXXXXXXXXXXX ",
'CreateDate': 1586468974.698,

'Description': 'My second namespace',
'Id': "NS=-XXXXXXXXXXXXXXX',
'Name': 'mySecondNamespace.com',

'Properties': {
'DnsProperties': {

1,
'"HttpProperties': {
'"HttpName': 'mySecondNamespace.com',
.
1,
'Type': 'HTTP',
1,
{

'"Arn': 'arn:aws::servicediscovery:us-west-2:123456789012:namespace/
NS-XXXXXXXXXXXXXXX "',

'CreateDate': 1587055896.798,

"Id': 'NS-XXXXXXXXXXXXXXX',

'Name': 'myThirdNamespace.com',

'Properties': {
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'DnsProperties': {
'HostedZonelId': 'Z09983722POQME1B3KC8I',

1,
'"HttpProperties': {
'HttpName': 'myThirdNamespace.com',

iy
iy
'Type': 'DNS_PRIVATE',

+
1,

'ResponseMetadata': {

. ’

}I

Bk AWS Cloud Map &% Z= ]

ERABEZRATAE , BAILUGHEMER. MRS E=EE , SHELEEAZRTEREMAREREH
1TER,

(® Note
ELBEVDHBEMEE  WREIEEEMFH/E DNS £ VPCsH Y DNS B RIFRFERIEH
171888 , & AWS Cloud Map 23 Amazon Route 53 N ERMEFXEEE. EEMBRDRZE
B , & AWS Cloud Map MBR¥ R FEE EiT,

MRS BB , BXALBCEEMAEREHTEE K AEMBREGEEEFIRINMERSE. W
EHMER |, E2E BUHFEM AWS Cloud Map BR#E#{TERE # MIEk AWS Cloud Map AR#%.

BUHEMETERBYRMBRETEZEEAPELNRBE 2R BB TISEMRGEZ=MA,
AWS Management Console

1. & A AWS Management Console , ¥¢7E https : //https://console.aws.amazon.com/cloudmap/
BB AWS Cloud Map £# A&,

2. TEEBEBEIKD , i#1Z Namespaces (1A ZE ™).
. ENEEMBRO SRR , RBZEMER,
4. BIRBEMER , BEREEEMBRRE.
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https://console.aws.amazon.com/cloudmap/
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AWS CLI

- fff delete-namespace®mTHIBRGEERE (FALECHERR ##E ), MRGBZ=BMN
BE—RZE RE , FREXHK,

aws servicediscovery delete-namespace --id ns-xxXxXxXXXXXXXX

AWS SDK for Python (Boto3)

1. WMREEHKBoto3Z# | BT LIBoto3EEE KT LHE, REMEA IR
2. [EABoto3fEM servicediscovery A& R,

import boto3
client = boto3.client('servicediscovery')

3. fFF MBREFEZM delete_namespace() ( FALECHERNR ##E ) . MRGAZRMN
BE—HZE RKE , FREEH.

response = client.delete_namespace(
Id="ns-xxxxxxxxxxx",

)

# If you want to see the response

print(response)

(Bl FE & 1 $E451

'OperationId': 'gv4gSmeo7ndmeh4fqgskygvk23d2fijwa-k98y6drk',
'ResponseMetadata': {

1 1. 1 1
e e e 4

+
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https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/delete-namespace.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#installation

AWS Cloud Map HBEABER

AWS Cloud Map BR#%

AWS Cloud Map BR#% R EMRBHTERAHN , EhaSRE RBEBEMN DNS EE , mREH
HFE. B LEREEFRERE KB RBHHTERNEFERE AR EFERETENE

Ho BRBEAURKRBARKN T, S, BAUAEERRARANRNEREY RE , X/EERE
RENEFREY R,

R A EEERRE —LLERBERESKXEAETINER , ELHHTAREREER. ERNLER
{# /8 DNS Z# 5 API AWS Cloud Map DiscoverInstancesBIfETER , BURRIEREMB RN A
Ko BAILMERA AWS Cloud Map 2 AR EREEATEEIRR.

B LUEA UpdateServiceAttributes APl , ElREEHR G BITHRERIEEAB M. BTLR
EREEY , UBREHTEERSRBM K YENELEBY K MATEHHTEEBHETEMAEE,
BU L ERBEBREEABHENEASIEERRR TIIEER :

- EHEXFEHEAERRENRHEE,
« APLREFMZZN ERBRFRBRERE,

MEFFMEN , 5528 AWS Cloud Map APl 22 H UpdateServiceAttributes,

THIERERA RBAVEFEMREREN DNS R , S IEREM, FIH, EFMMMERRHEAIE R,

FE

- AWS Cloud Map IR E/EARREMR EHHRE

« AWS Cloud Map Bg#& DNS #H#E

- BERRERXTHEIL AWS Cloud Map R
« B AWS Cloud Map BR#

« BIHGmBEZREFH AWS Cloud Map BRFE

« MIBR AWS Cloud Map BR#

AWS Cloud Map R E/EiREERERRE

BAERERERBRHE RBATREERSST ERERE. WREEREEMAEARREEFRER
E, ERVTERNEFERESM , REFSXAEZHRBANITEE. EEREEFRERER
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https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateServiceAttributes.html

AWS Cloud Map HBEABER

FEEXE AWS Cloud Map EEIEEREREFHNER, B LAEA DiscoverInstances APIHY
HealthStatus 28 , KIEFEREERER , WIS EERETENEREE, BHALIER
GetInstancesHealthStatus API JREEEV4E E BRASH 1T (E B8 HY B VEARRE,

I&EILATEZR ST AWS Cloud Map ARFGEFERE Route 53 iEEREMEBESR BTN E = HEERERE,
Route 53 iB{EiREwE

MR IBIETE Amazon Route 53 BEMREMEMNRE , ELTMHTEEE AWS Cloud Map #31
Route 53 E{EiREEME |, WEBUE M3 1T E R EREERERE,

HMRAE DNS R 2=l , S EERERERTMBITERE AWS Cloud Map 23 # Route 53 &2
833 AWS Cloud Map E3Bf, WMREERIEH DNS HHEFEFISE AR AAAAGCEEER | & AWS
Cloud Map 2 £/ IPv4 it RigEEFREEMRBHEEREBRE, R IPv4 it iEE R H AR R
R , Route 53 E#§ ARl AAMMAEEHZ R AR TR, MREEIRBEH DNS tHREFRIEECNAMEEE 858
7 BIESEERE Route 53 BERERE,

HREER AP FRIURIRRSTEEMN G BRZE , AWS Cloud Map €217 Route 53 iBERERE,

i , 8B AWS Cloud Map EEEEAREMETE BB DNS Bk, ZEYEEERERERSR
¥, A LAEA Route 53 £ A5 £ H Amazon CloudWatch 52 E B3, WMZEMFF Route 53 A

MEEME , 5828 (Amazon Route 53 & ASER) PHEEERERELRGEEGEHN, MFE

{# /8 CloudWatch KIZ¥MEF , 5528 (Amazon CloudWatch APl &%) ®#y PutMetricAlarm,

® Note

o BEEREFSE DNS p B =R E N M RFEERE Amazon Route 53 E{ERERE,

. SEEERERE M Route 53 EARERERENEE 30 B AWS B SEEREREHE
REEEHE, CHRETINERMORENE —EEREREHER. BR  EfERE
RERXTERLEHE. it ARSEI—DREDR , ETREY X EL LEEERE
RENER. NBEEREREERNEE  F2H Bl

0% Route 53 EAERERERAWEH , HSM Route 53 EfH.
HEEFIRERE

RIE AWS Cloud Map # FREAEEMBATREEEER BT EFRERE , AIXAERASE=FEF
REREREARTMEERVEFERE, EUTHERT BITEFREREREM !
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https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html#cloudmap-DiscoverInstances-request-HealthStatus
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetInstancesHealthStatus.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-creating-values.html#health-checks-creating-values-alarm
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricAlarm.html
https://docs.aws.amazon.com/Route53/latest/APIReference/API_HealthCheckConfig.html#Route53-Type-HealthCheckConfig-Regions
https://aws.amazon.com/route53/pricing/

AWS Cloud Map HBEABER

- BEEMEM Route 53 EEIREME , RAERELEBRBERER, A, RERENAITERL
R Amazon VPC H, SR SMER LETERN BFNEFRRERE, T8 , EREFRERELER
B, SEERERER UL ARHTERURMERMN VPC #,

- THERUAME  BELERES HEEREREER,

BEREABEFEMRRBRER , AWS Cloud Map TEEEREEEERNEERE, MRttt , =4
EERERERESREERNEERE  UEREERGENERRESN. A%, ZNEARIESE
BREE RN UpdateInstanceCustomHealthStatusiEk AWS Cloud Map. 0R¥)IAEEXAR
REA UNHEALTHY , B8 30 ®UpdatelnstanceCustomHealthStatusRiRE B —EEXMES
HEALTHY , BIFEREREFIRETE, & AWS Cloud Map FLERERBAEZER.

AWS Cloud Map BR#% DNS #H48

ERESE DNS EHHTERBRENGBZEEPEILREEF , € AWS Cloud Map 237 Route 53
DNS 2%, BABIBEMRERZE AWS Cloud Map 237 2 FiE Route 53 DNS i28&HY Route 53 BEHIX
A DNS iosgEn,

B FH BRUR

& BUR &R E Route 53 A{AIEIFE AR RIS HNITEREIRRA DNS Efl. EAVEHER & EEAB S
3, AWS Cloud Map 1T,

hOfERE B

Route 53 S/t & AR RBEMNBITEES , (& —EFEHZERR AWS Cloud Map AWS Cloud
Map BRIESTERERBERANE, AALENEERER , Rt EEEIRESHELNREKA S
EMEITERE.

plan , RERRE TS —E A CEMEERERENERE , MEERREEM 10 @EHTE
8. Route 53 £ A HEMFMRE RFH BT EEE HREMZER BT ERE IP it CIFE DNS £, MR
RBEREFNHITER , Route 53 ZEIFE DNS £/ , MFEAAEATEREBMEEEF -

MARERBEHEEMRERE , Route 53 ERFMEHATERBEERRRY , WEEEF —EFE
HENHTEENEEE.

MEFMESR , F2H (Amazon Route 53 REABER) FHMNERH.
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https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateInstanceCustomHealthStatus.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateInstanceCustomHealthStatus.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html#routing-policy-weighted
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ZERZEKRE

MREERBRBHEERERE  BEERERENERRY , Route 53 BEE&KZ/\EHTEE
HYIE A {E

Flan  BERREETE— @ A BHEFNEERERENHE, SERAILLREESE 10 @EEITE
#8. Route 53 LA IP it B fE DNS & , HZ/\EEFERERFNSTEE. WRLHRN\ESITE
B8 F ¥iE/F , Route 53 EAFE EFEEEHITEEMN IP it 3R E FEEE DNS &£,

MAERBBHEERERE , Route 53 ERFAMEHTERBEERERTY , XEEOKS/\EH
1TEREE,

WMEFMEDR |, 5528 (Amazon Route 53 IR ASIER) PN ZEEZKH,

Hat 3Rt

Route 53 DNS FR& BB &R E Route 53 ERIWEFE , LB EANREHITEEIRRAN DNS &£,
BRI IS ERY R[] DNS feéx 2 |, LUK Route 53 B EI LAEIEEHNAHEE , WTATR.

A

MREIETEHEA | Route 53 LA IPv4 A EEIERAY IP bt |, Hl30 192.0.2.44,
AAAA

MREEEMIERE  Route 53 2L IPv6 N ERERA IP st |, 4/20 2001 : 0db8 : 85a3 :
0000 : 0000 : abcd : 0001 : 2345,

CNAME

MREEEWER | Route 53 EERERNMHEZE ( Hl0 www.example.com),

@® Note
. BERTE CNAME DNS 524% | BISE MR A ABER,
EXTE CNAME DNS R8s | 8L 5% E Route 53 BEMRERE,

SRV
MBAIEEUSER | Route 53 BMEISRVEZSME. SRV REMEREANTE -

priority weight port service-hostname

mEmE 56


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html#routing-policy-multivalue

AWS Cloud Map HBEABER

ZRT5IRIE :

- priority M weight E#:ZA 1 BEZELEE,

- YR port , BEEEMBITEEE , AWS Cloud Map €A EAEEE
(AWS_INSTANCE_PORT) {5/ {E.,

 service-hostname HEAL TEMNRE :
- FBEZMBITERRARBEHITER ID (InstancelD) EEMNE
- RBHER
- MBEENEE
filn | BRERESESMRHTERESAREEABTER ID. RENEBARE K mEZEANER
# example.com, AWS Cloud Map &# T 5I{E{ERiG SRV B8+ M service-hostname B
%

test.backend.example.com

® Note

MRS ETERIEE IPv4 ik, IPv6 it siM&ERIE , AWS Cloud Map € B &
BB SRV iC8EF ERBM A F/= AAAA service-hostname i28%.

BT LAER T FIA S RIS E SR

- A
- AAAA

. A (A) Fl AAAA (AAAA)
- CNAME

- SRV (SRV)

MREBIEE A (A) F AAAA (AAAA) iLsxBEE | S IEFMBTERFIEE IPv4 IP ik, IPv6 IP b
W E .

AERRER THEIL AWS Cloud Map BRI

BUGBZ[R , BUNERY BBERAREARANFRETS , LUERBEBRN. fli, BUNUAE
ARAPREENROERE MR,
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® Note

LB Z{ERH DNS EHFIMNRE  HEBERRGIME ( Hl10 EXAMPLE F#
)., ERERBSEBELRFESHEEMN DNS £, MREFEREM AP RIUEFEIHN®
FZ220 , RIS 3 & B E R RAIm R AR

SEMBTYLSER , A AWS CLI AWS Management Console 13 A7 Python By SDK 3% 31 BR#5 -
AWS Management Console

1. & A AWS Management Console , Y:7E https : //https://console.aws.amazon.com/cloudmap/
B AWS Cloud Map £# A&,
HEEBEKAF |, #E Namespaces (7B ZM).
£ Namespaces (B ZM[E) EH , BELEZMEREN G EZHE
KSR : Namespace-name Bl L | BZEE R,

SHEREEE  WAEREFEALRERFEMeATERNEZE., LWERARE API F
DNS & iR AWS Cloud Map BRIEHITERE,

o > b

(® Note
MRIGEEEFTMETEEE AWS Cloud Map 23 SRV 28 , MESFERNREE
EHEM SRV X (il HAProxy) , e HREEBIEETHIEE -
- LUK#R () REEHET , Bl _exampleservice,
- £f ._protocol ERBRE , Bl ._tcp.

ERMBITEREE , & AWS Cloud Map 23 SRV fo#% , WiEBRERKEZBMNSD
ZEEEBRIERERE ,

_exampleservice._tcp.example.com

6. (EA) SHRBHER , WARBAVELR. 7L ER A YRS 8RR & N6 R
HMEFAEARR L.

7. MRGBEZEEZE DNS £ , AERBRZEET , EAUERBEBRFETRREME, RIE
JURT API FFALA] DNS &£ , SR t7F AP FRILZRER R AR S R Y BT (ERE

BIRH 58


https://console.aws.amazon.com/cloudmap/
http://www.haproxy.org/

AWS Cloud Map HBEABER

@® Note
MR EEE API BIY | AWS Cloud Map A EESRFMETEREEIL SRV k.

WREEIZE API F DNS |, KR T 5P ERERE DNS fidk. &R LARTE B ER DNS i,

1. BRBABABE , AEMBTERBEIMN AWS Cloud Map DNS 2 8%i2E Amazon Route
53 BHABK, BNEENERANSEEREH. UFHAENR , F2EBHEEK,

® Note
IRESEER £ A%ERE AWS Cloud Map |, SAESFM#EI{TEEEZ I Route
53 Bl &%k, MREMHEE AWS Cloud Map EURRRREFT AR FMATEERA
Elastic Load Balancing B 5V # 252 I 5| & 5cék , HRIERABERNINERR,

2. SPHRCEEE | EEIRE Route 53 B EHLIE B LA[E & DNS EFH DNS ;o & E AWS
Cloud Map, MFEFHMER , FSRELHFEE,

3.HRTTL, EEBE , UEERBEHRNEZEE (TTL) B , LW ABEN, TTL WERERE
RENAZ L FC %A DNS BTN EEANERE , cBBITEXEK 5 — B DNS EHE
% %] Amazon Route 53 LIEVB EFHHIEEE,

EEEREREHEET | StHhEERERERE | ZEERARREANTEENEERERES
B, SO LUBIERREEMEERESRT , A LUBIZE Route 53 EERERE R B TEEHN
NEEEARERE, MEFMENR , F2EAWS Cloud Map IRFEIE/EARREMRELHRE,

@® Note
Route 53 BB E ReESt ¥ /.08 DNS B =B P RIS EITERE

IR IEEIZE Route 53 BERERE , BRMETHEHR.

1. BRRMEE , FRANR 1210 2BNBF , AESRBEATEERLAEBR KM E
B F HBEEREBAERE Route 53 BEMREBEIRE,

2. StEIEEREREBABE , EE Route 53 i AR BERBHITEREERREN ST E,

BIRH
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3. MNRFEE HTTP = HTTPS EEREREBAME , BN EERERERE | FiRg
1% Amazon Route 53 EHTEEMRERERFROVERE, BETUREME , Hl
% /docs/route53-health-check.html, EEREEEER , EEHNER 2xx
= 3xx R H HTTP REMF, BEAlaSsEHFTHESH , 10 /welcome.html?
language=jp&login=y, AWS Cloud Map A€ BB W ERER (/) FTo

% Route 53 EEREREHFHEER , 72 8_(Amazon Route 53 BI A BiEF) K
Amazon Route 53 A ¥ENBEMRERE R R EEEE,

9. (EH) £EEBT , EEFHER K ARECEERHAZENRSIBNE. BULUEEERH
BEGEZEEN —NZEER, EBUELSE AWS BER9E  BELFRRHEERER,. 0E
HMER  FSRIERLEN AWS Cloud Map B,

10. 1##Z Create service (B R7%).

AWS CLI

« fEMA create-servicem v EIY R, M ERRKALEECHE,

aws servicediscovery create-service \

--name service-name \

--namespace-id ns-xxxxxxxxxxx \

--dns-config "Namespaceld=ns-
Xxxxxxxxxx,RoutingPolicy=MULTIVALUE,DnsRecords=[{Type=A,TTL=60}]1"

B
{
"Service": {
"Id": "STIV-XXXXXXXXXXX",
"Arn": "arn:aws:servicediscovery:us-west-2:123456789012:service/srv-
XXXXXXXXXXX",
"Name": "service-name",
"NamespaceId": "Ns-XXXXXXXXXXX'",
"DnsConfig": {
"NamespaceId": "Ns-XXXXXXXXXXX'",

"RoutingPolicy": "MULTIVALUE",
"DnsRecords": [

{
IlTypell: IIAII’
"TTL": 60
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MR ASIES
}
]
},
"CreateDate": 1587081768.334,
"CreatorRequestId": "567c1193-6b00-4308-bd57-ad38a8822d25"
}
}
AWS SDK for Python (Boto3)
MRE W KRBoto3ZE |, BRI LIBoto3EIEEKRFILHE, REMMEA WIET.
1. EABoto3¥f#ff servicediscoveryB &M RS,
import boto3
client = boto3.client('servicediscovery')
2. A BB create_service(). ###ERRAELECWE, WEFHEF , F28
create_service,
response = client.create_service(
DnsConfig={
'DnsRecords': [
{
'TTL': 60,
lTypel : IAI ,
1,
1)
'NamespaceId': 'ns-xxxxxxxxxxx',
'RoutingPolicy': 'MULTIVALUE',
1,
Name='service-name',
Namespaceld="'ns-xxxxxxxxxxx',
)
[0 FE iy L 6 451)
{
'Service': {
'"Arn': 'arn:aws:servicediscovery:us-west-2:123456789012:service/sIv-
XXXXXXXXXXX ",
EVR®
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'CreateDate': 1587081768.334,
'DnsConfig': {
'DnsRecords': [
{
'TTL': 60,
'Type': 'A’',
},
1,
'NamespaceIld': 'NS-XXXXXXXXXXX',
'RoutingPolicy': 'MULTIVALUE',
},
"Id': 'SIV-XXXXXXXXXXX',
'Name': 'service-name',
"NamespaceId': 'ns-XXXXXXXXXXX',

}I

'ResponseMetadata’: {

iy

®RELT R

BURKz® , B BEARRNERIMARBIHTERE HPasEAERANMNSKERNEEE
Ao WMEFEEEM AWS Cloud Map FRIEEITERMFHEERN , F2ESEREMA AWS Cloud Map fR#%
$}1'f—.|—ﬂzl E.o

BB LEEBRTHAEER , fliiREEE, APIREMNERBR K HABRIRECEZRNREBML. @0
EFHMER , 3528 AWS Cloud Map APl 2Z&UpdateServiceAttributes®# ServiceAttributes
G I

E# AWS Cloud Map BR#&

RIBRBHVERE , BULEHRHEER,. Route 53 EEREREXRKERE , A% DNS EHMEANFER
B (TTL), EEEMRE , BT THERF.

AWS Management Console

1. & A AWS Management Console , 6 7E https : //https://console.aws.amazon.com/cloudmap/
B AWS Cloud Map £# 54,

2. TEEEBEBEHKD , iB1ZE Namespaces (i AZE ™).
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3. EwRZEEEL  BEERIVRENGEZME.
4. TEGBZEE : Namespace-name HE L | BEEERENRE , REZBEREFHEA.
5. HER¥ : ###rEEL | RERE,

® Note

BESEFERREBIZE TERERREE AT TERERE APl Bl 2 REHWE, T
1B, A LATE Service : service-name EH L HEZBRER.

6. EMERBEEMNBRBHEART , BAILERBRBNEMLRERD , FEHELR, S
LA R8I F T DNS BTERH TTL.

7. TEDNSHEET , HWRTTL, KU UEEENNRER , U R/EM , REFTENAZ LK
DNS ##riE N RINEAEBITE4E S — 8 DNS EFHEiX E| Amazon Route 53 SAEUS E#i
REZHNBERE.

8. WMRMBERE Route 53 BIEMRERE  HRAMRE , B UHEENRN 1 2 10 cEWHFE
F | UERREATEESEBBR KM EE Route 53 BEREREZE | HiEERRES
28T,

9. EBEFEWRK.

AWS CLI

£/ update-servicemTEFHRE (FREESHERNRL##E ) .

aws servicediscovery update-service \

-=id srv-xxxxxxxxxxx \

--service "Description=new
description,DnsConfig={DnsRecords=[{Type=A,TTL=60}]13}"

B

"OperationId": "13pfx7f4ynndrbj3cfq5fm2qy2z37bms-5m6iaoty"
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AWS SDK for Python (Boto3)

1. WMREEKRBoto3RHE , B LBoto3EERKEIRE., RENEA WIET.
2. [EABoto3ifEM servicediscovery A& R,

import boto3
client = boto3.client('servicediscovery')

3. {#fA EHMRI update_service() (FALECHWERKAHE ) -

response = client.update_service(
Id="'srv-xxxxxxxxxxx"',
Service={
'DnsConfig': {
'DnsRecords': [

{
'"TTL': 300,
'Type': 'A’',
1,
1,
1,
'Description': "new description",
}
)
(2] FE i 1 #5431
{
"OperationId": "13pfx7f4ynndrbj3cfq5fm2qy2z37bms-5m6iaoty"
}

BB ZERE A AWS Cloud Map BRI
BEMELAEDEZEAPEUNREEE  FRITUTER.
AWS Management Console

1. & A AWS Management Console , ¥¢7E https : //https://console.aws.amazon.com/cloudmap/
BRL AWS Cloud Map £ &,

2. HEEEEKD , #Z Namespaces (868 2= ),
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3. ERGELEIHRBNGEZHER,. SUTNERB TREMARBNFE , X EESH
UHBARBEBSE D, ASKRBFERS.

AWS CLI

« A list-services@®HHIHERK, THRTESEANEEM ID MAERKRSE , JHeS
ZEPNE R, K2ERRSEBSHE.

aws servicediscovery list-services --filters
Name=NAMESPACE_ID,Values=ns-1234567890abcdef,Condition=EQ

AWS SDK for Python (Boto3)

1. WMREHKRBoto3RE |, B LBoto3EEEKRIIRE, REMMEA MR,
2. [EABoto3fEf servicediscovery A& R,

import boto3
client = boto3.client('servicediscovery')

3. FH JIHRE1ist_services().

response = client.list_services()
# If you want to see the response
print(response)

(Gl FE & HH $E451

'Services': [
{
'"Arn': 'arn:aws:servicediscovery:us-west-2:123456789012:service/sIv-
XXXXXXXXXXXXXXXX ",
'CreateDate': 1587081768.334,
'DnsConfig': {
'DnsRecords': [
{
'TTL': 60,
'Type': 'A’',
b
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1,

'RoutingPolicy': 'MULTIVALUE',
},
"Id': 'SIV-XXXXXXXXXXXXXXXX',
'Name': 'myservice',

iy
]I

'ResponseMetadata’: {

iy

I AWS Cloud Map BR#&

£ R AR BRER#S Bl , S ABUHREMEAZRBEMNARENITER. NFFEESA  F2RECE

i AWS Cloud Map BR#E#11T{EBE .

BURGEMER RBEMAOFTEHITERE | BT T 3R~ RMERARH
AWS Management Console

1. & A AWS Management Console , 3¢ 7E https : //https://console.aws.amazon.com/cloudmap/
BB AWS Cloud Map £ A&,

2. HEEEHEIKD , #Z Namespaces (878 ZE[H),
3. EEGESLEMBRZIRKN LS ZEMER,
4. HEWHRZEM : Namespace-name B L , BEZEM R RIH BIE,
5. B#E MBR
6. HFREEMRZRE.
AWS CLI

M delete-service@m S MBRRYE (FRAELECHERR 4E ) .

aws servicediscovery delete-sexrvice --id srv-xxxxxx
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FMBABER

AWS SDK for Python (Boto3)

1. WMREEKRBoto3RHE , B LBoto3EERKEIRE., RENEA WIET.
2. [EABoto3ifEM servicediscovery A& R,

import boto3
client = boto3.client('servicediscovery')

3. {E MBERERTS delete_service() (EFRALECHWERKAHE ) -

response = client.delete_service(
Id="'srv-xxxxxx',

)

# If you want to see the response

print(response)

(=] FE Sy H a3 451

'ResponseMetadata': {

+,

IR AR 35
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AWS Cloud Map BR#&#1T{E &

RESTEESI SIS REAERNER (B2 web [RES) WEBENR. IMBTEEZR , £9
LAfE A DNS &5 3 AWS Cloud Map Discoverlnstances AP| BIfER S #1TEE, SR LGN ER
SIEETRRRTHIIER

« Amazon EC2 #i{T{E %

« Amazon DynamoDB & #l&

« Amazon S3 f#1FETEE

« Amazon Simple Queue Service (Amazon SQS) 175

- ERE1E APIs Amazon AP| Gateway

B AR E RS TERAYBIEE |, A S ik ] SUE A E LB 1R EFE AWS Cloud Map BRI EIR.
g , FARKANERESEBEME (BR2 BETA =X PROD) WEIR. &7 LU A BHEETIRA
e,

THRFRAIMITEEARXTNEREIMARBATERE, BRREPEEMATERNEE. RE
BEHTERBSE , URBUEFMETER,

£

- BERFEMAE AWS Cloud Map BRFSH 17 {E8&

5 AWS Cloud Map BR#&#1T1EEE

« BE¥ AWS Cloud Map BRI #1TEEE

- HUHEEM AWS Cloud Map BR#& % 171 28

1% &R A AWS Cloud Map BR#% % 17 {E £

A LATE AWS Cloud Map SR #EARNERZEMAZITER. Sl , BEREESBLusersit¥
EEFREERNFMEERARINERTWY WRKE., A% , BELEM DynamoDB EXlEk , RERKA
REERAEERREEALREPHBITEE.

(® Note
THIhee#EE4E AWS Cloud Map £ A LR :
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- ERERAEERATMREAITERE K SELBETRRELE , S AREKAE Elastic Load
Balancing (ELB) & #i¥#25. sEM#TERE , B4 EEE AWS_ALIAS_DNS_NAME B
M, WMEFMER , 5526 AWS Cloud Map API £ #y Registerinstance.

- MREFERITEBITEEREBRENRETMATERE  BE LA BTEERER
EIREVHBARE, BIIEERERENVHEEERETARZR Healthy (B1f). IRE
FHEUEEMEMER Unhealthy (FR) , BUBARFHNAREMABTEEBLETE
AWS_INIT_HEALTH_STATUS B, mMEFHMEF , 5528 AWS Cloud Map APl 2EH1y
Registerlnstance,

B2 REPEMATERE , FE

il

=\

BT 55,
AWS Management Console

1. & A AWS Management Console , Y7E https : //https://console.aws.amazon.com/cloudmap/
B AWS Cloud Map £# 4,

2. TEEEBEED , iB1ZE Namespaces (i A ZE™).
3. 7£ Namespaces (B Z[H) EHET , BEQSLEAMAFMBREHTEEERN 2 RIEN S

?Faﬂo
4. HEWBZER : Namespace-name HH L | BELEF AR
5. TR : ####EE L | EEZFWRERITEE.

6. TEHMEBFSHTEEER L  REHTERER, BEGTIEEIATEEBRRER  B£OLLE
BAERE IP it ERIEE IP ik, Amazon EC2 #1T1E % ID KE MBI EA.

(® Note
IR BEME HTTP B = iR E EC2 1T,

7. SYRBHITEEE D, 24 ARIEH1T 18 B AE BB AV R B AT

® Note

MREVEEFHRENHTER  FRUREEH A TERBREBAERBT, A&,
ERRESRREMEL EHEMATER,

8. REBEEEEWIHTEERE K STTIIR,
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FMBABER

/A Important
ELEERTBER  EEESRPERAWS_FE (FTEDZKRIE )

ITEREE SR

IP b3k a. EEREBMT , R IPv4
iyt , MRE |, FiRd
IPv4 it | SEEVEFFES
A LA 77 B B b AR 5 3 17 1
BN ER,

b. #t¥f IPv6 it , FEIRMEE
IPv6 IP tthiit , Z1REH
i, EWEARXTLUE
B B2 bt AR 7% 30 1T 1B BB A S
BN &R

c. SHENEIEE | IBEELNIE
AREASETENTE
IR | UFECE AR
1T ERER BN ER.
EREEE SRV o=
Amazon Route 53 &R
EREk  FEEEE,

d. (EA) E8:IBMT ,
EEEEERERE R
W IEMESH,

HEMREAITERE
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FMBABER

HITEEEE

EC2 #1T{E#E

A5 —EERB &

SR
. ¥ EC2 #1T1ERE ID ,

BEEZEMA AWS
Cloud Map R #11T{E 78
#) Amazon EC2 #117{&
B D,

. (BR) EEFTBMET,

EEERRERE AR
RV IR/ EH .

 EREBMT , MERK

#H#8aE CNAME DNS
icsk , BEEE CNAME
WAHL. &% CNAME
EE&%HE Route 53
BEomREEE , U
[E1 € DNS &3 ( fi40
example.com ).

. EBRTEBMET , REIP

b1k 5 Amazon EC2
H1TIEE D WERE
EEMAEBIER , BB
RE|R/EY, B,
BUEERAR NE
$&function , WiRf
Lambda EEH B BMA
& , LA Lambda B
B, BBOUEERE 1
&8 , nameMREH A
REXERIHTERER
B,

9. iEIZE Register service instance (GEMRIEHAITIEE).

HEMREAITERE
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AWS CLI

«  E#&iEXRegisterInstanceiEmRE :
- HREBE BENRKEPEZMNSE DNS io#fkServiceld , SEREEM R MK
BRI PE T REHT &

- MRRIKEBE HealthCheckConfig , ERBEEREREHEBFNIREELEFEMRER
&,

- EEFRERE ER S RS ERTHY SUE TR RC SR A B

£ register-instance@M TREMBRBKHAITER (ERLECHERRLE )

aws servicediscovery register-instance \
--service-id srv-xxxxxxxxx \
--instance-id myservice-xx \
--attributes=AWS_INSTANCE_IPV4=172.2.1.3,AWS_INSTANCE_PORT=808

AWS SDK for Python (Boto3)

1. WREHKBotoIR#E |, LA LIBoto3EEEKRERE, REMMEA WK,
2. EABoto3¥ffH servicediscovery# A &M R,

import boto3
client = boto3.client('servicediscovery')

3. EfffEXRegisterInstancef@REF :

- BHREE BENRBEHPERNSME DNS io#Serviceld , BEREE RS = HMARABNT
BRI E S EMC .

- WMRRHEEE HealthCheckConfig , BERFEEMEREEBPNRER L EERER
&,

- EAEEREREESRESEMB N ERIFCEAEB

6 SEMARIS S 1TIEEE register_instance() ( FALECHWERKAHE ) -

response = client.register_instance(
Attributes={
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"AWS_INSTANCE_IPV4': '172.2.1.3',
"AWS_INSTANCE_PORT': '808',

iy
Instanceld="'myservice-xx',
ServicelId="'srv-xxxxxxxxx',

)

# If you want to see the response
print(response)

[E] FE & ) #5451

'OperationId': '4yejorelbukcjzpnr6tlmrghsjwpngf4-k95yg2u7',
'ResponseMetadata': {

. 4

},

5l AWS Cloud Map BRIGE1TE 8

HERALEARGEMNVRBHTEREE , FHITUATER,
AWS Management Console
1. & A AWS Management Console , 3 7E https : //https://console.aws.amazon.com/cloudmap/
BARX AWS Cloud Map £# 4,
2. HEEEBEHEHKF , BIE Namespaces (8 2= M)
3. EERGsfLEIHBRBEHTERZEENTEZEER.

4. RELRARBMBRBEDTEBHRESE. CSERBEATERTEIHTEEEE, L2
EESMUTRAZTER D, UIIHESERTER.

AWS CLI

«  fEM list-instances@ T HBBHTER (EREECSHERRLHE ) -

aws servicediscovery list-instances --service-id srv-xxxxxxxxx

B BRI BT B S 73


https://console.aws.amazon.com/cloudmap/
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/list-instances.html

AWS Cloud Map

FMBABER

AWS SDK for Python (Boto3)
1. MREMKRBoto3RHE , WA LIBoto3EIERKRIIRE, REMER HWIEET.

2. EABoto3¥ffH servicediscovery# A &M R%,

import boto3
client = boto3.client('servicediscovery')

3. A FIHBRBEHITMERE 1list_instances() (EFREBECSHWERKA#E ) .

response = client.list_instances(
ServiceId="'SIV-XXXXXXXXX",

)
# If you want to see the response
print(response)
(50 FE iy ) 451
{
'Instances': [
{

'Attributes’': {
'AWS_INSTANCE_IPV4': '172.2.1.3",
'AWS_INSTANCE_PORT': '808',

.

"Id' s TI-XXXXXXXXXXXXXXXXX',

.
1,
'ResponseMetadata’: {
.
}

E ¥t AWS Cloud Map BR #3017 {E 88

BUURIBEEEHRPLERE , BB TIHIMELSXNEFRBBEAITEE :

- EHEME IREVEEFHEMBHEATERSSRBUTEREENEME , 2FaTB%E , A
FRENMEMBHATEREEREEREE, FERE PHLTRIEERZEMS AWS Cloud Map Ak

BHATEE , ARFATER D EERARFATERAZNITER D,

B REAITEE
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HE , B LAEA RegisterInstance APl, AL M Instanceld Serviceld 28IEE
REHTERMNERE D, YEHFEEHME,

- EEHBFIEMY  IRECREEFREHTERVBITEY , IFTFEEMIMBTER. SLHE
EHELE., F2H EMREITERN BB M.

EAREHTEEN BB

REFHMREHATERNBITEY

1. & A AWS Management Console , Y¢7E https : //https://console.aws.amazon.com/cloudmap/ B
U AWS Cloud Map E£# A&,

2. TEEBEHEIED , i#IZ Namespaces (R ZE™).

£ Namespaces (B ZE) EEY , BECSLRAEARIMRBEHTERE 2 REN AR =
A,

EWmBZM : namespace-name EH L |, BIFZ AR MRS T E R R
£ Service: service-name (RF% : service-name) BEH A+ |, BELEETHNWREATERERE,
£ Custom attributes (EF] B 1) EBEH , i##F Edit (fREE).

£ Edit service instance: instance-name (¥REEREFAITERE : instance-name) HE L , #7138,
BRIAEMETEYE, BAUERRERREBENRSIENE.,

8. i#{E Update service instance (EH IR H1TERE).

w

N o o &

BUHEEM AWS Cloud Map BR#&#1 17 {E &8

£ A AR BR AR S B |, S8 A EBUH R MHE A X RS MA TS lRIE#1TE R,
HEACHAMBREITERE , FHTUTER.

AWS Management Console

1. & A AWS Management Console , ¥¢7E https : //https://console.aws.amazon.com/cloudmap/
BEX AWS Cloud Map £# &,

2. HEEEHEIKD , ZZ Namespaces (878 ZEH),
3. REGESLENUHEIMZRBEHTEEN G S TEREE,
4. TEWARZEM : Namespace-name EMH L | i21E & 2R AR 78117 {8 88 A9 AR 7% o
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AWS Cloud Map HEABEE
5. TR : ##s#EE L | BELEECHEMN REHTER,
6. iZIZE Deregister (BUHEEM).
7. BREREEECHEMRETER.

AWS CLI

« f{ff deregister-instancemm TEUEEMEREEHTER (EAEESHWERRLIE) .
WS EMBR Amazon Route 53 DNS 28 , UKk BIEEHITHEE AWS Cloud Map Eiﬂ’ﬁ%ﬂ
EEMRERE,

aws servicediscovery deregister-instance \
--service-id srv-xxxxxxxxx \
--instance-id myservice-53

AWS SDK for Python (Boto3)

1. WMREEKRBoto3ZH |, BALIBoto3EEEKFIZE., REMEH Wi
2. EABoto3¥iffH servicediscovery# A &M R,

import boto3
client = boto3.client('servicediscovery')

3. M BUHSMREHITERE deregister-instance() (FALBECHERNR##E ) . ti
SEMBEX Amazon Route 53 DNS 8% , AR BiEEHTEE AWS Cloud Map 2 3 f9{E{TiE
ERERE,

response = client.deregister_instance(
Instanceld="myservice-53",
ServicelId='SIV-XXXXXXXXX',

)

# If you want to see the response

print(response)

(o] FE & HH $E451

'OperationId': '4yejorelbukcjzpnr6tlmrghsjwpngf4-k98rnaiq’,
'ResponseMetadata’: {
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iy
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FHZ 24 AWS Cloud Map

MERZEM AWS REEEEIEF. 548 AWS BF |, BAUZSRNERPOMBIRERE , ELRE
ERARMERTEHBEBNFERMEE.

ZE2MR AWS EEcBNARERE, AFEEEE SUERAZRRNZENERANET S

- EiRETLM - AWS B EREM AWS Cloud FR#IT AWS RIS ERERE, AWS thBERIRETTR
2FEANERKE. £ AWS ERFESF , F=FREZEETHAIRERERMNZEIN. BEETHE
AHERETE AWS Cloud Map , B2 BAWS & 5126 E A Y R 7.

- BiRNETEM - BRNEFTEICRAEER AWS W%, St/ BHEMREES  SREERNER
., BRTENERNEALZENZER,

THIS A B T A A HERA AR EEEE AWS Cloud Map, T 5IEERHAMARTE
AWS Cloud Map A& BNRLRER AR, Bbd TRIOMAEREME AWS BRI R iHE AERAR
% AWS Cloud Map &R

FE
- HY Identity and Access Management AWS Cloud Map
- WEHRERR AWS Cloud Map

- FRY5EM AWS Cloud Map
- PEREREZ S AWS Cloud Map

B Identity and Access Management AWS Cloud Map

AWS Identity and Access Management (IAM) 2 AWS fR¥ , AIHBIEEE T £ thiRH ¥ AWS BR
WEE. IAM BEESFEHRETTETERE (BA) MRE (EFHFT ) RKEH AWS Cloud Map
B, IAM RETUREFER AWS BRI 19 -

F&E

- BEHR

- EREDRE

- EABKREEFIUE

« AWS Cloud Map A £ 1AM
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- WE DB BKREHF AWS Cloud Map

- AWS K ZEBE AWS Cloud Map

« AWS Cloud Map AP| §fa]2&#&

« ¥} AWS Cloud Map & % MFEGETHERD

BEREHER

F A AWS Identity and Access Management (IAM) ARG , BURABIEEFEITH I/E
AWS Cloud Map.

fREFERAE - MREFEH AWS Cloud Map FRER#ITEE , ENEEESEALRUEMENZAERMN
A, EEMERAEZ AWS Cloud Map ZHEESREN T TER | BAIBEEEEANTT, THREINERES
RN HM R EEERREBNGTT, &EHEEFI AWS Cloud MapH I EIEIhEE | S ¥ AWS
Cloud Map & % MFEBUETHED B .

REEEE - MREEELNT AWS Cloud Map WEIR , BAgE#EHR KT EZEUE AWS Cloud Map.
SRR RS 224 R AR 754 A & FETZEUMRLE AWS Cloud Map ThEEREIR, #E | BHSASEREKEN
IAM BEEE K REFLREEAENT T, RELKEELNENR , TEIAMNELRE S, EEE—F
TREN\TMAEE £FH IAM AWS Cloud Map , 5528 AWS Cloud Map 20{aI A 1AM,

IAM B8 : MBELLE AM BEE | BELSRNTREEEUEE AWS Cloud Map iz BUER 540
B, EERKRETLUE IAM REHABLL AWS Cloud Map B2 AERNWBERES , FSE HWEHH
R &5 AWS Cloud Map.

£ & 2 B

BrEBMBREEANWS FAFIBREBRANAR. BHEALLAWS IRFEEAES Y. AMERES S
BEIAM AEREE ( BEA AWS),
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html

AWS Cloud Map HBEABER

ik R T/ER B AWS Cloud Map

XEEHFFHITFREEER (FAS): B

EEER IAM ERESAGE PATERER AWS |, BERRAZTA. EAKLERKE  £TEE
BATEERE , EMEFRRBEPREE S —EEE. FAS ERAMW WEFTEAFFT AWS R , F&
AWS Br#% FERE TERBREFER. ARERBKEFEREM AWS RF% = BREB S BETHY
ARE , TEEH FAS R, BERIBERT , BLAEFRITEMERENFTT. MFRH FAS FRE
HBERFHAER  F2REREMTFEEE,

AWS Cloud MapHyfRIE A& &
TEREAR &

REAGRRBEETN AM 56  AIREMTEE, IAM EEE LKL IAM RE., 18R FN M BR IR
Af, MEFMEENR 6 F2H (AMEREERE) PHETAGLUE IR T AWS RIERE,.

/A Warning

SFREAHCHTFAIETREEE AWS Cloud Map ThEEH B #E, R B AWS Cloud Map 12
HIEEI , TREMEBEREAE,

R EZ S E AWS Cloud Map
XERBERAG &

BHEFACRERE N —ERBEAE AWS . BB TUREARENTHENAR. REER
AEghREEN F AWSIRFE |, YHEBHEE. IAM EEE TR  EXRRERBERSEHN
AT A,

NMERVREEREEACHFMER , FSETEL IAMEFENAWS BRI, EREPSEKE
HPEeRBEEACHTH Yes, RIERER , DIREKRBHRBERS S XM

1y & 5 B BUR € 45] AWS Cloud Map

BIBEFER , FRAENACTERENRIEH AWS Cloud Map ERMERR, ftEEER AWS
Management Console, AWS Command Line Interface (AWS CLI) i AWS AP| R# 1T, EER
FHEAEHEMELERUTRENGT , IAM EESAUEY IAM BXR, A%, EEETUE IAM B
RNEZEAG , £AEFERBTELAR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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WET MR E ALl JSSON BURX M2 IAM S5 RBR |, F2H (AM EAEERE) PHE
M IAM BUER (E2B).

WE ERNBENEREEWFMER AWS Cloud Map , BEBEEREEMN ARNs KX |, 7
B (IRBIRESE) Py WEIE, BERAMEMHEZREIE AWS Cloud Map.

¥

FE

- BRBEEK

« f£H AWS Cloud Map £ &

« AWS Cloud Map F % & 1= En&i i

« AWS Cloud Map AFFEAERA B S IETH
« RAFFFTE AWS Cloud Map &R K BEUZ EUiE
« AWS Cloud Map AR# 117 1E 88 & 5

« B3 AWS Cloud Map BR#5 &35l

« B AWS Cloud Map 5 # Z= R il

BRREER

BOEBRSHEERFHINEBASREAUNEY, FEEMER AWS Cloud Map iR, ELEER
RREREHN AWSIRFELER. ERBVIRES 7 HBRE , FEE T ERERER

- FREER AWS SEBRRI B KREERTT - eERBRFTRTENCEAENTERR  FEA
AR THSEREARIN AWS REBER. ©MTELN HER AWS tkF. RfIBRBREES
BERERARM AWS NEFZERR , WE—FROFA, NFESER , F2H IAM EREE
M AWS ZEBRFEBBENAWS ZEBR.

. EAREMRYT - RE AM BRENF TR  BESTUTEBFBENTT. ARRKAN , £
SESERE RTINS EDRRRNEE  SBAREREEST, NEER AV EAHT
WESHMET  HLH IAM EAEERETH 1AV FHBERET,

o A IAM BRI IREE— SR FEEE - B LUSRAEFTIEZEER | UREIESEMNERNEE.
Bl | EELBRBBREY | EESLEMH SSL BEFARER, NREBEE SEARKSE
AWS FRF , &t vl LAGE B R4 3R 1R F E 12 EUE AWS CloudFormation, IEEFMER , 26 1AM
FEAEEEHH IAM JSON BETE - Fi.

« £/ IAM Access Analyzer B 7 IAM BUR |, fE{RFF Al R £ B ] IE ¥ 1EE - IAM Access Analyzer 5
BHBERMBBBEE |, BERELBERER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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Analyzer {2t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
#A , B2E (AM EAEER) FHFEA IAM Access Analyzer B 78 BUE

- FESFERRTE (MFA) - MRZHNRFITE IAM FHES FHRRERAE AWS 1RFE |, BRI
MFA LR SR £M., MBEEMNU API RERER MFA |, 1§ MFA (REFTEZEER, W
FEHMET , B2 (IAM EAEIEE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.htm|$ #3Ei8 MFA BIZ £ API ZHL,

WNE IAM FEEEBWEREN , F20 IAMERAEEREYHN IAM 22 HEEK,

£ AWS Cloud Map £ &

£ EZFHAWS Cloud Map 124 , B4 BHE —HRIEHET, ELEHFIHEBEARHFE HMNEER £
AWS Cloud Map ERIVFFMENA AWS IRFE, MBELEBIHBEARAMNEHFTEREN G2 HEBER | Al
HREEZHENER (FREIAR) NS , THEAREENTEREE,

HAMEMW AWS CLI 5 AWS API IWEAE | BAZEEAHFREEEREHT, k2 , REAHFFIA
SHMERBM T AP BIENEERTIAT,

ABTHRREAENSEMNMATLUEER AWS Cloud Map £#24 , 54 AWS Cloud Map
ConsoleAccessD ReadOnly AWS SEBFREZIER, WEFHMAEF , 528 (AMEAEE
M) PHFEHTEFERE.

AWS Cloud Map £12 A& 17E &4l

BHERT AWS Cloud Map FZ A TRFEE , B NETHFFAIBERPRFFFA

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"servicediscovery:*",
"route53:GetHostedZone",
"route53:ListHostedZonesByName",
"route53:CreateHostedZone",
"route53:DeleteHostedZone",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"route53:ChangeResourceRecordSets",
"route53:CreateHealthCheck"”,
"route53:GetHealthCheck",
"route53:DeleteHealthCheck"”,
"route53:UpdateHealthCheck"”,
"ec2:DescribeInstances",
"ec2:DescribeVpcs",
"ec2:DescribeRegions"

1,

"Resource":"*"

FEFITNERAOT
servicediscovery:*

FIZEITFIE AWS Cloud Map E1E,

route53:CreateHostedZone, route53:GetHostedZone,
route53:ListHostedZonesByName, route53:DeleteHostedZone

FBIREE T FMBREFMFELE DNS a5 & Z= R AWS Cloud Map EEBFEEEE,

route53:CreateHealthCheck, route53:GetHealthCheck, route53:DeleteHealthCheck,
route53:UpdateHealthCheck

EREE NIRRT E Amazon Route 53 E{EREEMER: ,  AWS Cloud Map EEEEARER
&,

ec2:DescribeVpcs #l ec2:DescribeRegions

# AWS Cloud Map BB EEEESE.

AWS Cloud Map A& REE DA

WESE RENMEIEBEEK , AFF IAM FREREKMEMBAEAES N AREZERR, WBEE
AEETEAETHMEA S AWS CLI AWS APl LB RS A X TR B ENEFT,

"Version": "2012-10-17",
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"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

R FFFTE AWS Cloud Map &R E BV EUE
THGTREREFEAEME AWS Cloud Map &R M BZEET

JSON
{
"Version": "2012-10-17",
"Statement":[
{
"Effect":"Allow",
"Action":[
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"servicediscovery:Get*",
"servicediscovery:List*",
"servicediscovery:DiscoverInstances"

1,

"Resource":"*"

AWS Cloud Map BR 7% 17 1% & 551

THEFIERTFAIBER , REEAETEM,. BUEEMARZREBTERBNETT, Sid (BRIRX ID) A&
EHA

JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid" : "AllowInstancePermissions",

"Effect": "Allow",

"Action": [
"servicediscovery:RegisterInstance",
"servicediscovery:DeregisterInstance",
"sexrvicediscovery:DiscoverInstances",
"servicediscovery:Get*",
"servicediscovery:List*",
"route53:GetHostedZone",
"route53:ListHostedZonesByName",
"route53:ChangeResourceRecordSets",
"route53:CreateHealthCheck",
"route53:GetHealthCheck",
"route53:DeleteHealthCheck",
"route53:UpdateHealthCheck",
"ec2:DescribelInstances"

]I

"Resource": "*"

o5
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ZHEERTHMNEEREHNTERBMEIHENTT. WREEALERIE DNS iR ZEH ,
A SELFMMNBUEEMBTEEE AWS Cloud Map 837, EFH MR Route 53 5E#&FIE /iR BER
&, AEEE Route 53 557, FHEMAZF T (*) ResourceX FFTE AWS Cloud Map #1T{E 88 /Y 1ZEX
¥, AR B8 AWS IRFEBEB M Route 53 SR MEEMERE.,

Y AWS Cloud Map AR 75 &35l

FIBEF AT BUR L AFE IAM B9 231 AWS Cloud Map RIEE , BABEERBNPIEESD B Z=BEMR
#%# Amazon Resource Name (ARN) AWS Cloud Map . ARN @& [Eig, tRF ID Mas&E 2™ ID, H
REFHMERBVRE ID A, BMARBEEABERAFTT. UTREHBRERNBH K.

JSON

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",

"Action": [
"sexrvicediscovery:CreateService"

]I
"Resource":[
"arn:aws:sexrvicediscovery:region:111122223333:namespace/ns-
p32123EXAMPLE",
"arn:aws:sexvicediscovery:region:111122223333:sexvice/*"

1

Y AWS Cloud Map 1ip % Z= RS &5 451
THHFAREATERAEERIFAEREMN AWS Cloud Map & 22/ :

JSON

"Version": "2012-10-17",
"Statement":[
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"Effect":"Allow",

"Action":[
"servicediscovery:CreateHttpNamespace",
"servicediscovery:CreatePrivateDnsNamespace",
"servicediscovery:CreatePublicDnsNamespace",
"route53:CreateHostedZone",
"route53:GetHostedZone",
"route53:ListHostedZonesByName",
"ec2:DescribeVpcs",

"ec2:DescribeRegions"

1,

"Resource":"*"

AWS B ZEBE AWS Cloud Map

AWS SEHEEH AWS AWS SEREEYHNEENBIBREEEATSEARGIZMTT |, UER
A LABRE T ARG EAE, FEANAE,

FARCIE , AWS REBRAEFTERTFRECARIINFEMERTT , ERELFITAHAE AWS &
FfEM. RfI2BEEREARFIEBNESEERR , MEE-DRDFFT,

REEEE AWS SEBREPESENTT, R AWS EFHS AWS EREFEPESHST , IFFE
SRREZENTEZIAED (ERE. BENAR ), EHN AWS BRI BB APl RETTH
HERBFEAR , AWS REUREEH AWS ZEHR,

MEFHMES , F2E (AM EREER) P AWS ZEBR.

AWS ZEBER : AWSCloudMapDiscoverlnstanceAccess

AT LA AWSCloudMapDiscoverInstanceAccess E#T| IAM B8, 2 AWS Cloud Map
Discovery API| By 1ZEUE,

EEMAMNEENT , F2R (AWS RERKRSE) 71

AWSCloudMapDiscoverlnstanceAccess,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCloudMapDiscoverInstanceAccess.html

AWS Cloud Map HBEABER

AWS ZEBER : AWSCloudMapReadOnlyAccess

B A LA#% AWSCloudMapReadOnlyAccess E# % IAM BEf#. RFFTE AWS Cloud Map Bh{ERYHEE
FEUE,

EERRNBERNETT , 528 (AWS ZEHXSZE) P AWSCloudMapReadOnlyAccess,

AWS ZEHBE : AWSCloudMapRegisterinstanceAccess

B LA#E AWSCloudMapRegisterInstanceAccess E#EE| IAM B, RFHRZEMNREHEET
B | SR FREMABUEEMAREETERNET,

EERBILBERNFT , F28 (AWS ZEBRSE) Bl
AWSCloudMapRegisterInstanceAccess.

AWS ZEHZE : AWSCloudMapFullAccess

BRI LA AWSCloudMapFullAccess E1ZZ] IAM B8, EHEFTAE AWS Cloud Map BI{EHI TR 1ZEY
B

& EMAMBORNETH |, F2

\ﬁ

B (AWS ZEHKZSZE) HH AWSCloudMapFullAccess,

AWS Cloud MapAWS Z & BRI EH

B8 B I IRIEFE A B M E LE T AWS Cloud Map LA | AWS SERFEEHMNFMEERA, MELEM
EE)RER |, 555TB3 AWS Cloud Map X B H e EME LM RSS HE,

33 HiR H

AWSCloudM AWS Cloud Map EE gL 2023 £ 8 A 15 H
apDiscoverlnstance BUER | SARMAEH AWS Cloud

Access, AWSCloudM Map DiscoverInstanceRe

apRegisterlnstance vision APIR{EMFEE,

Access. AWSCloudM
apReadOnlyAccess - A
EHER
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCloudMapReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCloudMapRegisterInstanceAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCloudMapFullAccess.html

AWS Cloud Map HBEABER

AWS Cloud Map API| FFaj &%

ESREFIEHFERBEZS IAM SN ABR (UE2AERNBK ) &, SWUERTS
BEMARBE, WEETEEE AWS Cloud Map API B | AREXRER FHAFEENEE, &7
LAEBGREY Action ML HIEEBIE, MFELLEE Resource WAL IAM BERFIEE 2 ERENE
WMER , F2H (RBRESE) P HEE. EFEMFEFZRSE18 AWS Cloud Map.

A E R LR EN IAM BERHRERA AWS Cloud MapiERH RS8R, MEFMER , F2H (RB
RES2E) Py NEASER AWS Cloud Map,

EEIREHE  FBEM servicediscovery FEHEIE AP B)ERTE (41

il , servicediscovery:CreatePublicDnsNamespace # route53:CreateHostedZone)s

AWS Cloud Map Ei{EFRERIFF A

CreateHttpNamespace

MEEFFT (API Bi4E ) -
* servicediscovery:CreateHttpNamespace

CreatePrivateDnsNamespace

MEEFFA (API BifE ) -

» servicediscovery:CreatePrivateDnsNamespace
* route53:CreateHostedZone

* route53:GetHostedZone

+ route53:ListHostedZonesByName

* ec2:DescribeVpcs

* ec2:DescribeRegions

CreatePublicDnsNamespace

HAEFFT (AP B ) -

* servicediscovery:CreatePublicDnsNamespace
« route53:CreateHostedZone

* route53:GetHostedZone

« route53:ListHostedZonesByName

AWS Cloud Map AP| FFaj$& %8


https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html#awscloudmap-policy-keys
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreateHttpNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePrivateDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePublicDnsNamespace.html
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CreateService

FREEFF Al (APl BiE) : servicediscovery:CreateService

DeleteNamespace

AEFFA] (API B )
* servicediscovery:DeleteNamespace

DeleteService

FREEEF Al (APl BiE) : servicediscovery:DeleteService

DeleteServiceAttributes

FREEEF Tl (APl B1E) : servicediscovery:DeleteServiceAttributes

Deregisterinstance

DB (AP B1E )

* servicediscovery:DeregisterInstance
» route53:GetHealthCheck

* route53:DeleteHealthCheck

* route53:UpdateHealthCheck

Discoverlnstances

FREEFF Al (APl B14E) : servicediscovery:DiscoverInstances

Getlnstance

FREEFF Al (APl B14E) : servicediscovery:GetInstance

GetlnstancesHealthStatus

FREEEFT (APl B14E) : servicediscovery:GetInstancesHealthStatus

GetNamespace

FrEEEFH (API B11E) : servicediscovery:GetNamespace
GetOperation

FRERFT (APl 1) : servicediscovery:GetOperation
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https://docs.aws.amazon.com/cloud-map/latest/api/API_CreateService.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeleteNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeleteService.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeleteServiceAttributes.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeregisterInstance.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetInstance.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetInstancesHealthStatus.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetOperation.html

AWS Cloud Map

FMBABER

GetService

FrEERT Al (API Bb4E)

GetServiceAttributes

FREERF AT (API Bh1E)

Listinstances

FrEERT Al (API Bb1E)

ListNamespaces

FREERF Al (API Bh1E)

ListOperations

FREEFTH (API Bh4E) :

ListServices

FREERF Al (API Bh1E)

ListTagsForResource

FREEFT T (API Bh4E) :

Registerlnstance

servicediscovery:

servicediscovery:

servicediscovery:

servicediscovery:

servicediscovery:

servicediscovery:

servicediscovery:

MEFFA (API BfE )

* servicediscovery:RegisterInstance

« route53:GetHealthCheck

» route53:CreateHealthCheck

» route53:UpdateHealthCheck

 ec2:DescribeInstances

TagResource

GetService

GetServiceAttributes

ListInstances

ListNamespaces

ListOperations

ListServices

ListTagsForResource

FrEE&F® (API B11E) : servicediscovery:TagResource

UntagResource

FREEEF Al (APl B14E) : servicediscovery:UntagResource

AWS Cloud Map API FF R[22
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https://docs.aws.amazon.com/cloud-map/latest/api/API_GetService.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetServiceAttributes.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListNamespaces.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListOperations.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListServices.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_RegisterInstance.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_TagResource.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UntagResource.html
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UpdateHttpNamespace

FrEE&F® (API B14E) : servicediscovery:UpdateHttpNamespace

UpdatelnstanceCustomHealthStatus

FREEFF Al (APl BiE) : servicediscovery:UpdateInstanceCustomHealthStatus

UpdatePrivateDnsNamespace

DEFFA (APl BiE )
* servicediscovery:UpdatePrivateDnsNamespace
* route53:ChangeResourceRecordSets

UpdatePublicDnsNamespace

MEEFT (AP BE )
* servicediscovery:UpdatePublicDnsNamespace
* route53:ChangeResourceRecordSets

UpdateService

DB (APl B11E )

* servicediscovery:UpdateService

« route53:GetHealthCheck

* route53:CreateHealthCheck

* route53:DeleteHealthCheck

* route53:UpdateHealthCheck
UpdateServiceAttributes

FREEEF Al (APl BiE) : servicediscovery:UpdateServiceAttributes

¥ AWS Cloud Map & 7 M1 ZEE /TR IERS
FERAUTEFARIGEIEL B AIESIEFEA AWS Cloud Map M IAM B A[aE 22N ¥ RREE,
E3:]

- RERERE PHITEE AWS Cloud Map

o RAEBHIT iam:PassRole ByFZH#E

s REEA UAHWAE AWS IRFE FEFEA AWS Cloud Map &R

BB o


https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateHttpNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateInstanceCustomHealthStatus.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdatePrivateDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdatePublicDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateService.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateServiceAttributes.html

AWS Cloud Map HBEABER

BREREE PHITEE AWS Cloud Map
MRBWEIER |, FAEREREANTEE , CHNBERSLEEH , AFEHTEE,

TH#EHIFEREEmateojackson IAM ERAEERAERAETEARE —EERS my-example-widget
BERNEEAEN , (BAEEMR servicediscovery: GetWidget B B34,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
servicediscovery:GetlWidget on resource: my-example-widget

HEHRBERT , BAFEH mateojackson EAFENHRK , LFFEM servicediscovery:GetWidget
E)EFE. my-example-widget BiRo

MBRBEEHE , SBHEEN AWS EEE, FHNEEEREZHNEERE.
K AEEHIT iam:PassRole I FZ#E

MRBUNBIEEER | HHEKREREHIT iam: PassRole BIfE , BNBEMLEBEH , AHFEKAREER
# AWS Cloud Map.

BE AWS i TRESREACEEGERE A MAREUFNEBEEACIRBEEAR, NFEH
THER B2 AR ACEEEZRBAIFT .

£ A marymajor B IAM ERAEERFEAEIESTE AWS Cloud MapH B 1TEIERE |, B4 TSI EHIE
H, B2, BFERBREERREACK TN, Mary REKAGEEEZRBENFTT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WX AES , AFFMEI4T iam: PassRole Bk,
MREFEZHE , FHEEN AWS EEE, ZNEESRHENEZEE.
BEEAF LI AE AWS tRF FEFEK AWS Cloud Map &R

BUNRN—EAE  BEMRFTNERAENEEBATNAEFIENER, LU IEEZ R
EEENHENEXAR, HHXEERERNBERNFEUEHIEE (ACL) VAR , &I LUE M ALK
REETFAEFRENE RN,

MEE-STH , F2RUATAS

- BEETH % AWS Cloud Map X EiSLINEE , 552/ AWS Cloud Map #0{a A IAM,
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- BETHENMRESHES AWS 1RF WEREDE , F260H (AM EAEER) FWESHES AWS
RE K% —E P& IAM EAERHEFIE,

- EETHNMEERNIZEEREMEBE=7 AWS IRFE | 520 (AM FREER) BHEFEUER
HIEE=H AWS IRF #H,

- METHIAEZBHS S0 IREFEE , 20 IAM EFAEREETNEFIERABENDETS
PRENERAE BISED).
NETHEAAGNEREBRETERFFIZEANZR , 20 (AM FAEER) 1 1AM
R EBIR E & RER.

&R ERE AWS Cloud Map

EETH RS AWS ¥ EEERTEINEER , F2BAWS k¥ SR EIHEERARRBELR
BN EHETE, MEFE-—MEA , F2 8 AWS Compliance Programs,

O LAER THEE=ZHFREEIBE AWS Artifact, NEFMEN , F2E TFEHS in AWS Artifact

BER BNSREE AWS R BURRERNHEEE, BLANESHRER , UARERAEENER.
AWS R TIEREHEIER

- REEHERE - BEMRFREBEFERARTRTRBZE Y REFELLESHIIENI R,

- HIPAA &1 R#ES % - 3 HIPAA £, IEFTE AWS BRI ERFE HIPAA B,

- AWS ERER - L TEFMAERESTREAREHNEENVLE.,

- AWS EFEHEE - ZEBERANAETHARSETEE, AEERERPEZELE (BEERE
EF MR (NIST), ITFEXLZLSEEZE R (PCl) MERREZEE(CERB (1SO)) RE AWS R
MR E R 2 HNREER,

{ AWS Config Fi& A B1E5r) PMEA HAIFFEER - AWS Config R 2 ERERTER
HEXK. EXENNERANEE,

« AWS Security Hub - J& AWS R#§ aZZ 2 EHRAEPHNZ£ARE AWS, Security Hub FAZ £ 12
#l, TFMEEN AWS BRI BELN LR ER/EE T AR EREZENSEEK, NEXENWRE
MBEEE | 5528 MSecurity Hub #2#|22# , ,

« Amazon GuardDuty - EEERLNRERBEURMNEEEE , ML AWS B ERAHE AWS 1R
B, IT/EE#H. RSNENNEBERE, GuardDuty TREESESREBAIRAENAREREXR ,
LA B8 K FE PCI DSS £ & EFRMERER,

« AWS Audit Manager — & AWS R AT B2 EREZ AWS A2 |, UL EEBRBRMTSER
MERZEEN T,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html

AWS Cloud Map HBEABER

Y sEM AWS Cloud Map

AWS £IRERERUL AWS BEMATAREAERZE, AWS EEIRHEZEER 2 BN
RES , ELXTRAEHMELE. SHEENSERENBEEE, BRTRAES , LR REEN
FEREXNENE  RENEITRAESCBASRERE K MASREPEH. TAESNTRHME. BiE
RENMETRED , IRE-—FZSEENPONERERREES,

AWS Cloud Map EER£XKER#. TiB , LA LA AWS Cloud Map 237 Route 53 E{EARAER
B LUREREEEFERNEEMRRE , I Amazon EC2 #1TEE M Elastic Load Balancing & &
FH#EE.

ME AWS BEATABHNFEER , HHH AWS £ REB R,

YRR L2 AWS Cloud Map

EAZERE , AWS Cloud Map 2% AWS £k Z2WRE, WFE AWS Z2RBE AR M
AWS REERZRWMHEEENR , F2BAVWS EnLs, EEXAERSRLZENREEKRITEN
AWS IR#E | 552 B Security Pillar AWS Well-Architected Framework A #Y B/ 5% iR

B LAEA AWS EE# M8 API FEAY , AWS Cloud Map ZEBHEREFE . FAERLAZETIE

=:

« Transport Layer Security (TLS), EMFE TLS 1.2 LEZEEH TLS 1.3,

- BTEXEEAFAFR(PFS)NWEBEM , i DHE (Ephemeral Diffie-Hellman)= ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), RARM(M Java 7 MIEFRER) K SEXZEBELEN,

WA, BROACAFREH ID FME IAM TRMEEBNLAEENSR/REE, NF , BALLEB
AWS Security Token Service (AWS STS) REAXERFZEBEREEHFH R,

IBA]LARRE AWS Cloud Map AAEANE VPC in g , it E VPC WREARAE, MBFHMEA ,
ZBAWS Cloud Map £ F 71 M ir 2 (AWS PrivateLink) FH,

3

AWS Cloud Map 4 E %2 (AWS PrivateLink) 725X

B LAEA £ VPC B2 2 AWS PrivateLink 23 FABE#R AWS Cloud Map, &R LA AWS Cloud
Map &7 VPC A — K77 , BEEARRERKEE. NAT #E&E, VPN E#RZ® AWS Direct Connect
B, VPC FEIITEBTEELNE IP ithutENATFE AWS Cloud Map.
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
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SETT LAZ I AWS PrivateLinki2 it X BN N HIRRRE L ML BER, RASEE/NTERIERAN
BETEPELRIBRNE. ELEFREEENEBNE , THEABENHES AWS Cloud MapZif
BREAR,

WMEFMER , F2E "AWS PrivateLink 181 FHEB AWS PrivateLinkiFEL AWS fR# .

FZEE%E18 AWS Cloud Map
RRENEHFZ B AWS Cloud Map , FE#E AWS PrivateLink fEEHHZBEE,

WMEIEH Amazon VPC R EMRBMEKEE , BENEKEHawslogs BFRBREN S AFEAE
%= CloudWatch Logs , Bl#4Z8% CloudWatch Logs M /" VPC %%, MEFHMEN , F2H

{Amazon CloudWatch Logs fER&ER) F A CloudWatch Logs B2/ VPC im B E .
Amazon CloudWatch

VPC in T~ AWS BEEFER, FEHREEFTEIEE AWS Cloud Map AP| FEIU A9 48 [E] [E 13 A 22 37 i

%18 Amazon Route 53 , VPC i 25{&E % 3 Amazon 124tH DNS, MBHAEEFH B ZH DNS |, &1
LAE R4 DNS Bk, mEFFMER , 5528 (Amazon VPC EA &) FHY DHCP i#EE,

EEZE VPC in B Z £ B HE LB AFHEREIE 443 £RE Amazon VPC FAHE T E AN ER,
B3 B HmE AWS Cloud Map

&AL E R Amazon VPC AWS Cloud Map E£# &3 AWS Command Line Interface () 23 857 Hi%
BEAWS CLI, MEFFMER , 55828 (AWS PrivateLink 18r) AV I 47 H s 2o

AWS Cloud Map £/ T 51 BR % & FE L AV EwRE
® Note
DiscoverInstances AP| B EEEMERE LEA,
com.amazonaws.region.servicediscovery

com.amazonaws.region.servicediscovery-fips

FERATYREERE , A AWS Cloud Map ERFEZE I 7FE DiscoverInstances API BV EiwE -
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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com.amazonaws.region.data-servicediscovery

com.amazonaws.region.data-servicediscovery-fips

® Note
Ei&DiscoverInstances{E A &R T HEiwm B/ [EiH s [E15 VPCE DNS BRI B | A
EEAFIMFTEEA., EEFIUSE AP B4R | AWS CLI 1 AWS SDKs® 7E BR 75 1% B: 51
MEEEETHFTE  EFELEE VPC RERELE BN URL,

MREANEIRERAFAE DNS , BT LAER AWS Cloud Map E78E& 1Y [E15 DNS £ @ 24 AP

/Ch

B3R, Bl : servicediscovery.us-east-1.amazonaws.coms

X8 WEMEE S AWS Cloud Map #3x# VPCE AWS PrivateLink iE# ; FiB , EFEBEEES
mHz A RERETAEEYE VPCE, EETHREFDPNE VPC mEXEWLET AR , FFEH
describe-vpc-endpoint-services A AWS Management Console, #ifl , T3S &EE 7 A
Bl , BRI UEXBERI (BX%EB ) EHREEE AWS Cloud Map M VPC i -

aws --region us-east-2 ec2 describe-vpc-endpoint-services --query 'ServiceDetails[?
ServiceName=="com.amazonaws.us-east-2.servicediscovery'].AvailabilityZones[]'
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
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EZ i AWS Cloud Map

Et?"“ MHEIEAWS R RZAUEMN, TRAMMRENEED . SEZKE AWS BRI RNFTEE
DREERER  UEERESHAMKEERBEE, T8 , ERKRERZE SRR R
g EHPFEETIIEE :

- EREBRRME?

- EERBLEER?

- ERELEERNVERAM?
- EFEAMLEERTR?

- FESRITERER?

- REBEREREA ?

£
- {EH 528 AWS Cloud Map API FEI4 AWS CloudTrail

M 524 AWS Cloud Map API FElY AWS CloudTrail

AWS Cloud Map 28 B&EAWS CloudTrail , ttiRERMHUFEAE, ARG FIEKREENZ#E AWS iR
#%. CloudTrail €& MFTHE API FEIUEEER AWS Cloud Map AE 4. HEEAIFILEFERE AWS Cloud
Map E#ZE AN | LUR¥ AWS Cloud Map APl 2EREXBEMW, A CloudTrail WENER ,
& 7] A B iR HE9EESR AWS Cloud Map, $RHFERK IP that, RERE , URHMGEFEHRER.

B-EEMIARERFETSELFRENEN. FoERATHEHE THIEE

N
b
Yo

W
4
fim
]]}I il

FAREAEEREAERERLY,
X2 IAM Identity Center fEA &R H,

- RUEFERE , REEATREAREBME S/ EAENETRZ2EE.
ZrAREEHS—H AWS RFRFRH,

EEEKRSF AWS kP KCloudTrail 7 FERIEATARRE , MBS E B EFE CloudTrail E4E
528k, CloudTrail B4 E SR A AWS EFFiBX 90 f?ﬂﬁﬂ’f“ﬁ%ﬁi RATRIE, 78S,
A FHEF R, WEFMENR , 5528 "AWS CloudTrail A &R FHEA CloudTrail
EHEL R, MIASHERERRETEEL CloudTrail R,

&/ 5C8% AWS Cloud Map API FEAY AWS CloudTrail 107


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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WFE AWS 1RF B 90 RAFBERHNEHN , FFREIUMRERN CloudTrail Lake SHERFRIE,

CloudTrail &t

#RRBEE CloudTrail #%5 B B RRFZE Amazon S3 fEFETE. F/H BIAXHWFIERE AWS
Management Console #2 % [EiF, B LER AWS CLIZYE—SHZEiFEH, BELELS
BB , RAEHEER AWS B IREPAE WES, IREEVE—EFBH , £ REEMEENM
AWS B FRHNEYN. WEEMRNFMENR , F2E (AWS CloudTrail £AEERE) PH AL
B AWS tRE 2B AABEER,

BAILUERBETER K RESIFEETESHN —EEAR CloudTrail BEZEM Amazon S3 &
FErEE | BERMEEL Amazon S3 EEFEEH. WME CloudTrail EEMFEMEN , F2E AWS
CloudTrail EE{&, 1% Amazon S3 EEHMHEER , 52 Amazon S3 EfE,

CloudTrail Lake B4 &R EFEHIE

CloudTrail Lake BEREHHEHE1T SQL BEFH, CloudTrail Lake 1549 5= JSON & XHEE
EHEIA Apache ORC 1, ORC R —BEMAREERERN , srHRREEEBHET T &EL.
RS EAREIEHENERES  EHAENEHNERSEHNTIEES  HKBAKRERE
RERSHEEEERNGYG. EAREAENFHRENENSFEHMEEHFEFEL THE
&, WFE CloudTrail Lake BIFEMERN , FESBAWS CloudTrail  fEA&SRE) FEFEH AWS
CloudTrail Lakeo

CloudTrail Lake EHEREHEMEHNSELER, BUYEHERNEHRER  SLLEEEANSE
HERTFHRENEERZRE, LEEREMATHIMNRBEE4AORE , UREHERFERENTERR
MERRAREH. WFE CloudTrail EEMWFFMES , 28 AWS CloudTrail E{E,

AWS Cloud Map CloudTrail FH &R =4

EREHREHAAEER LUTREERTUTHERRENESR (U, £ ZHPRREEM
METERE )  ELUBAERTHEE. EREHEERAREERNES, RIZFER , CloudTrail £
SRHEREM. CloudTrail BB LR HNFLHEREM

ERSHFEXINEANER. WNF CloudTrail EENFMAER , 5F2E AWS CloudTrail EE.

BRI LAE A CloudTrail £ A CloudTrail API ##4F AWS CLIZREE# AWS Cloud Map EREEMNE
RE4., NFNAREERNSHNFHEN , 528 (AWS CloudTrail fEAEERE) FHEA AWS
Management Consoleit 8 & B EHMEHA AWS Command Line Interfaceit &R E -

TRYEEA LA HEREH AWS Cloud Map HERER, ERE4EE (X88) ERTEET
£ CloudTrail £ & LW ERSHEREEREIZENE, resources.type ERSRERE , £SEFEA
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI
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AWS CLI = CloudTrail APIs 2 E# B HEMBEREEZresources. typeff, sc#Z CloudTrail
HER AP ERTEHHERBEE/RCHE CloudTrail By API FEIL,

EREHERE (F7R) resources.type & FC8& 2 CloudTrail W& API

AwsApiCall AWS: :ServiceDiscov » Discoverlnstances
ery::Namespace « DiscoverlnstancesRevision

AwsApiCall AWS: :ServiceDiscov » Discoverlnstances
ery::Service « DiscoverlnstancesRevision

& 0] LARR B P B 1B B S 2R EFiZ eventName, readOnly 1 resources.ARN 1 ,
DERSZEHEZEENEHN, MEELHMUNFMERN , FZBAWS CloudTrail APl 2& &
K AdvancedFieldSelector,

T B & 51 /R &8 G0 4] 5% T i B S R BN BS SR 5T 8% FT A B R AWS Cloud Map E#

"AdvancedEventSelectors":

[

"Name": "Log all AWS Cloud Map data events",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals":
["AWS: :ServiceDiscovery: :Namespace"] }

]

AWS Cloud Map CloudTrail FHEREH

EEEHREEHRE ERLBTHEERRENEN AWS IRE, EXtBARHTHEHERE, RIEHE
=% , CloudTrail ;L EEEH,

AWS Cloud Map &#4F7H AWS Cloud Map 2 & FERETEREESEH. MFE AWS Cloud Map 52
4% CloudTrail 9 AWS Cloud Map 4| FEIR/EFBE |, 5528 AWS Cloud Map APl 2%,
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https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstancesRevision.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstancesRevision.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/cloud-map/latest/api/Welcome.html
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AWS Cloud Map E44£i 45l

—EEHRREMARFRENE-FR , LEBSFR API RENHEEER. RENBBMNERD, FR
28 %, CloudTrail BFFERTRAE API FIUNESFHEER K RUEEHTEUEABEIRFE
Ro

T 5855I R~ CreateHTTPNamespacel® R CloudTrail EEEH#,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:alejandro_rosalez",
"arn": "arn:aws:sts::111122223333:assumed-role/users/alejandro_rosalez",
"accountId": "111122223333",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/readonly-role",
"accountId": "111122223333",
"userName": "alejandro_rosalez"
.
"attributes": {
"creationDate": "2024-03-19T16:15:37Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-03-19T19:23:137",
"eventSource": "servicediscovery.amazonaws.com",
"eventName": "CreateHttpNamespace",
"awsRegion": "eu-west-3",

"sourceIPAddress": "192.0.2.0",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/122.0.0.0 Safari/537.36",
"requestParameters": {

"name": "example-namespace",
"creatorRequestId": "eda8b524-cal4-4f68-al76-dc4dfdl65c26",
"tagS": []

iy

"responseElements": {
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"operationId": "7xm4i7ghhkaalma666nrg6itf2eylcbp-gwipo380"
1,
"requestID": "641274d0-dbbe-4e64-9b53-685769a086¢c7",
"eventID": "4alab@76-eflb-4bcf-aa95-cec5fb64f2bd",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "servicediscovery.eu-west-3.amazonaws.com"

iy

"sessionCredentialFromConsole": "true"

T 57~ ~E DiscoverInstancesi#{ER CloudTrail &4,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:alejandro_rosalez",
"arn": "arn:aws:sts::111122223333:assumed-role/role/Admin",
"accountId": "111122223333",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
"arn": "arn:aws:iam::"111122223333":role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-03-19T16:15:37Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-03-19T21:19:12Z",
"eventSource": "servicediscovery.amazonaws.com",
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"eventName": "DiscoverInstances",

"awsRegion": "eu-west-3",

"sourceIPAddress": "13.38.34.79",

"userAgent": "Boto3/1.20.34 md/Botocore#1.34.60 ua/2.0 os/linux#6.5.0-1014-
aws md/arch#x86_64 lang/python#3.10.12 md/pyimpl#CPython cfg/retry-mode#legacy
Botocore/1.34.60",

"requestParameters": {

"namespaceName": "example-namespace",
"serviceName": "example-service",
"queryParameters": {"example-key": "example-value"}

},

"responseElements": null,

"requestID": "e5ee36fl-edb@-4814-a4ba-2e8c97621c79",
"eventID": "503cedb6-9906-4ee5-83e@-ab4dde27bab0",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::ServiceDiscovery::Namespace",
"ARN": "arn:aws:servicediscovery:eu-west-3:111122223333:namespace/
ns-vh4nbmhEXAMPLE"
1,
{
"accountId": "111122223333",
"type": "AWS::ServiceDiscovery::Service",
"ARN": "arn:aws:servicediscovery:eu-west-3:111122223333:service/

srv-h460op6ylEXAMPLE"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data",
"tlsDetails": {

"tlsVersion": "TLSv1.3",

"cipherSuite": "TLS_AES_128_GCM_SHA256",

"clientProvidedHostHeader": "data-servicediscovery.eu-
west-3.amazonaws.com"
1,
"sessionCredentialFromConsole": "true"
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