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https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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https://learn.microsoft.com/en-us/windows/wsl/install
https://learn.microsoft.com/en-us/windows/wsl/install

AWS Cloud Map HBEABER

1.

BEAAWS EEEEA |, W https : //https://console.aws.amazon.com/cloudmap/ BIEK AWS
Cloud Map £ &,

i#4Z Create namespace (I & Z M),
HETETZEEM , $8E cloudmap-tutorial. coms

(® Note

NREEALEERREDEALER  ESLRACEELHEAITERNAHERE, B
B, ATAHERENEN , EAFTEREECEANERRESE,

(ER) Yo 2HHEE , EELEEA DS ZHENER,
SHEEITERERE |, BELAPI YR /AHE DNS &,
REHGNFERE  AREFEVYREZEMH,

HE 2 . 3 AWS Cloud Map BRI

EWSRT  SEEIME BRI, 55— ERESERLSE DNS M APl FFILRERR, £ -ERKEAA
£/ API FEILSRERZR

1.

BEAAWS EEEHEA |, W https : //https://console.aws.amazon.com/cloudmap/ BIEK AWS
Cloud Map £ &,

EEREESERT  BEGEEBLIEECEINGEZEH,
WP BEREESF | i#EHcloudmap-tutorial.commBZER , RABBEMRFMAEA.
EREEES , BERIRE , ARHTTIEERELE —ER%.

a. HRRBEEM , @A public-service, REBZBHKERZE AWS Cloud Map EIIH DNS

0k, FHAMNERA <service-name>.<namespace-name>,
b. &¥RIEIREMERE , Z#E API F DNS,
c. 7 DNSHEREERD , stHEABK , ENZEEERKH,

(® Note

EEHE  IEAEBEARAEES MULTIVALUE, MNETHAKRBZBENGFHEEA ,
#2E (Route 53 B A BI5F) PHIEER B BUR,

d. BHENTARE  AREZERURYE K ESEeRECREGEZHMFMERARH.

S$E 2 By R 11


https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/cloudmap/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html
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5. ERBERT , BERURYE , REHNT TIBERELE_ERHK,

a. HRARBEEM , @A backend-service,
b. &r¥AREIRRERE | EZEAPI,
C. BHENTENRE K AR EEEITRK,

S ER 3 : 5 AWS Cloud Map BR#G# 1T {E 8

ERTRF  CESEIMERKESTEE , —ERREMAGEZ=EINESERS.

1. BAAWS BEEFEA |, WX https : //https://console.aws.amazon.com/cloudmap/ BIRL AWS
Cloud Map £ &,

2. BEES  BENEESB 1 HEYNGREM AR BRERRFFHEA,

3. EmBRTEHEFMEFNEEL , HREBFESF |, EHpublic-servicelj¥ , AR BRIBWRFME
o

4. ERBHTERBERS , BEEMBZATER KRBT TIIBEREME —ERBEHTER.

a. SHHRBEHITER ID, BE first,
b. &¥f IPv4 ik , 8% 192.168.2. 1,
c. REBHBWTERE K ARBREIMEBBHITER.
5. FHREAEERPVEES , #H cloudmap-tutorial.com LAEE R & =R MEFE M,
6. EwmBZEFMEAETEL , EBEED  EMRIRRYE A AREBERGFHEENA,
7. ERBHTERERD , BEZEMBRBHTER  ARITTIDERELE —ERBHITHER.

a. SHEARIEHITIEEE ID , EE second AEHERE —ERBEHTEE.

b. StEHTERER  BEGEM S —BERNEA.

c. HRBITEMY , £/ service-nameEBRSIEM backendERERIIFRSIB/EY.
d. iEIZE Register service instance (FEMRIEHAITIEE).

HEB 4 . #R%FE AWS Cloud Map BRIG# 178

fﬁ’(i EX AWS Cloud Map fr & =/, BREMBBEHTER , B LLEBRRBITERRERE -1
BIEFEEE, A dighHRERF/LE DNS FREFM AWS Cloud Map API REREZIGRKE. WFE

digﬁ% VEEMME R , 552 dig - DNS &=#H /2N AER,

BW 3 BUMBEG AR 12



https://console.aws.amazon.com/cloudmap/
https://downloads.isc.org/isc/bind9/cur/9.19/doc/arm/html/manpages.html#dig-dns-lookup-utility

AWS Cloud Map HBEABER

1. BAAWS EEE#A |, W https : //https://console.aws.amazon.com/route53/ BEX Route 53

FEE,

2. EEMAIEEEKRT , ##F Hosted zones (FEEE1FH).

3. #HX cloudmap-tutorial.com FEE B, ESEEBNEXRPETTE BEFHEE
WAEEEREMEEBNEBAKSE K RRABEMEET —EBLSRPERAELRARSE.

4. {£R dig i MFEEREEH Route 53 EHEMAMERZ — , EHRBEHITERAY DNS .

o #AAC NERIR

&IIII

dig @hosted-zone-nameserver public-sexrvice.cloudmap-tutorial.com

B HANSWER SECTIONAH) FEERE @R RIEAHBIBAY IPv4 thiitpublic-service,

;5 ANSWER SECTION:
public-service.cloudmap-tutorial.com. 300 IN A 192.168.2.1

5. f£M AWS CLIEME —ERBHNITERA B,

aws servicediscovery discover-instances --namespace-name cloudmap-tutorial.com --
service-name backend-service --region region

W R ERREAEBNY BB RR/ES,

{
"Instances": [
{
"InstanceId": "second",
"NamespaceName": "cloudmap-tutorial.com",
"ServiceName": "backend-service",
"HealthStatus": "UNKNOWN",
"Attributes": {
"service-name": "backend"
}
}
1,
"InstancesRevision": 71462688285136850
}
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https://console.aws.amazon.com/route53/
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FER5: BHREIR

TERBERRER , LA LME R, AWS Cloud Map ERELMERIEFFEEH , £2BREHTE
B, OEHE R K BRRR WEEMH. ERTHELSER , AWS Cloud Map R & &EE Route 53
B,

1. BAAWS BEEFIEH |, W hitps : //https://console.aws.amazon.com/cloudmap/ BARK AWS
Cloud Map £ &,

2. RMBERBEED | EHcloudmap-tutorial.com®mBZER , REBEMBFMEEA.

ERBEEFMEAEE L , HREFES | &Hpublic-servicefj# , RZBERIRFME
Fo

ERBEHTEBESRS , BEfirstBTEE K REBBIEFUEEM.
FRAEEEIRKRNEEY  #E cloudmap-tutorial.com LA BB E & ZEREHMEARE.
EBEEFMERAEEL , RRKBESD | BMAFRE , REIZEZMER.

gt¥t EHESPER 3-6backend-service,

EEREES  BEEGEZEM[,

i#Hlcloudmap-tutorial.comf B ZER , REBZEZMER,

w

© © N o g &

® Note

R R RE AWS Cloud Map 75K Route 53 &R , {BIE A LUEE F Route 53 A
LA#S8cloudmap-tutorial . comst & E 1 2 MR

TR E R 2B DNS ZEF M AP FEAU{ER AWS Cloud Map R
HRZE AWS CLI
A ERIE RS M{AE A AWS Command Line Interface (CLI) 2 A AWS Cloud Map RI§#HRE, &

#&E M EAMERRRBHMRELRE - —ErEH DNS EHHRE , 5 — @7 EH AWS Cloud Map
AP| #R%&,

mMEZE AWS Cloud Map R AT RNHERE |, 520 7HNMEE DNS EFH M API FEILEF
AWS Cloud Map FR#EIRZER

SE 5 B 14


https://console.aws.amazon.com/cloudmap/

AWS Cloud Map

FORIRAF

MAFE TIIRRGS, | FRENTRBEERE,

FMBABER

- FRZH , BT FRE LAER AWS Cloud Map FRHIS B,
- MBI AKRLZE AWS Command Line Interface , sk B L E S EFHZE I AH AWS CLIFHY 5 BE
HITRE,

AYBREZSFEADTIRBEEE Shell REITH S £ Linux M macOS & |, FEAZRFH Shell
MEHEEBIE,

® Note

£ Windows F |, fE ¥R FEMN RN BRI X EBHEEE Lambda & E £ AR FELE Bash CLI @
= (Bl zip)o &EZEHE Ubuntu Al Bash B9 Windows BERA |, SFLREEA M Linux &
Windows F %o

- FYBRIEFEERE dig DNS EHLAREXN G THABIRIR,

3 AWS Cloud Map 5% Z=[H]

B, BB YN8 AWS Cloud Map a5 & 2=, AWS Cloud Map #$2E EH& K Route 53 FEEE
15 , BB DNS 28 AP FEU A BRISIRZR

1. BI/2\E DNS &z :

aws servicediscovery create-public-dns-namespace \
--name cloudmap-tutorial.com \

--creator-request-id cloudmap-tutorial-request-1 \
--region us-east-2

WREEDEEID, EUNURARRESEZHELAME

{

"OperationId": "gv4gSmeo7ndmeh4fqgskygvk23d2fijwa-k9xmplyzd"
}

2. RERFEREUEIGEZHERNDEL

TORIRE


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://learn.microsoft.com/en-us/windows/wsl/install
https://learn.microsoft.com/en-us/windows/wsl/install
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aws servicediscovery get-operation \

--operation-id gv4gSmeo7ndmeh4fqskygvk23d2fijwa-k9xmplyzd \
--region us-east-2

3. REKIIE K IEGRZEBID :

aws servicediscovery list-namespaces \
--region us-east-2 \
--query "Namespaces[?Name=="'cloudmap-tutorial.com'].Id" \
--output text

i TEERREZEM D, £KFEL ID FEETRESR

ns-abcdl234xmplefgh

3 AWS Cloud Map BR#%

BE  EENSEZEPEYWERSE. F—ERBETER DNS M AP FEARERZR | m5E = @RS
& RBEER AP FEILRIRE,

1. BUS—{ESRA DNS RRHN R

aws servicediscovery create-service \
--name public-service \
--namespace-id ns-abcd1234xmplefgh \

--dns-config "RoutingPolicy=MULTIVALUE,DnsRecords=[{Type=A,TTL=300}]1" \
--region us-east-2

WO EEEMMEMY RBHFMAEN

"Service": {
"Id": "srv-abcdl1234xmplefgh",

"Arn": "arn:aws:servicediscovery:us-east-2:123456789012:service/srv-
abcd1234xmplefgh",

"Name": "public-service",
"NamespaceId": "ns-abcdl1234xmplefgh",
"DnsConfig": {

"Namespaceld": "ns-abcdl1234xmplefgh",

#3I AWS Cloud Map IR
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"RoutingPolicy": "MULTIVALUE",
"DnsRecords": [

{
"Type": "A",
"TTL": 300
}
]
I
"CreateDate": 1673613600.000,
"CreatorRequestId": "public-service-request"

2. {ERER API SRR FE _FER -

aws servicediscovery create-service \
--name backend-service \
--namespace-id ns-abcdl1234xmplefgh \
--type HTTP \
--region us-east-2

WO EEEMMEM RBHFMEN

{
"Service": {
"Id": "srv-ijkl5678xmplmnop",
"Arn": "arn:aws:servicediscovery:us-east-2:123456789012:service/srv-
ijk15678xmplmnop",
"Name": "backend-service",
"NamespaceId": "ns-abcd1234xmplefgh",
"Type": "HTTP",
"CreateDate": 1673613600.000,
"CreatorRequestId": "backend-service-request"
}
}

s AWS Cloud Map BR7& 11T {E &2

EE K ACNSEREIFMRENTEE, ELHTEBRRBREZNERER,
1. {£F DNS EZEM IPv4 it S E — @S TEEE -

52 AWS Cloud Map BR#§#117E 8 17
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FMBABER

aws servicediscovery register-instance \
--service-id srv-abcdl234xmplefgh \
--instance-id first \
--attributes AWS_INSTANCE_IPV4=192.168.2.1 \
--region us-east-2

TEEEEEREID

"OperationId": "4yejorelbukcjzpnr6tlmrghsjwpngfs4-k9xmplyzd"

2. RERFEREUERHNTERS IR

aws servicediscovery get-operation \
--operation-id 4yejorelbukcjzpnr6tlmrghsjwpngf4-k9xmplyzd \
--region us-east-2

3. fEM API RRH BFTBEREMSE — BT EEE

aws servicediscovery register-instance \
--service-id srv-ijkl5678xmplmnop \
--instance-id second \
--attributes service-name=backend \
--region us-east-2

WHEEERAEID

"OperationId": "7zxcvbnmasdfghjklgwertyuiopl234-k9xmplyzd"

4. WEREREURERHTER SRR :

aws servicediscovery get-operation \

--operation-id 7zxcvbnmasdfghjklgwertyuiopl234-k9xmplyzd \
--region us-east-2

52 AWS Cloud Map BR#§#117E 8
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R AWS Cloud Map BR#& % 17 {E 8&

RELEREVVFMBREHTER , SR DNS &M AWS Cloud Map API RRZEF , I
Eﬁ%_tﬂIEEE;IEﬁEﬂEO

1. BE% , {8 Route 53 sEEEH ID :

aws route53 list-hosted-zones-by-name \
--dns-name cloudmap-tutorial.com \
--query "HostedZones[0].Id" \
--output text

EE2EEFEERES ID :
/hostedzone/Z1234ABCDXMPLEFGH
2. BSFtERERSNABRARES :

aws routeb53 get-hosted-zone \
--id Z1234ABCDXMPLEFGH \
--query "DelegationSet.NameServers[0]" \
--output text

EEELEFT—EEBERRER
ns-1234.awsdns-12.0rxg
3. A digh TEHALBRKH DNS foék :

dig @ns-1234.awsdns-12.0rg public-service.cloudmap-tutorial.com

W R E RN E RS EEBR IPv4 iyt

;5 ANSWER SECTION:
public-service.cloudmap-tutorial.com. 300 IN A 192.168.2.1

4. fEM AWS CLI SRR BRI AT EER

aws servicediscovery discover-instances \
--namespace-name cloudmap-tutorial.com \

R AWS Cloud Map FRF#1TEEE 19
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--service-name backend-service \
--region us-east-2

W SR RERRFAEBN BT

{
"Instances": [
{
"InstanceId": "second",
"NamespaceName": "cloudmap-tutorial.com",
"ServiceName": "backend-service",
"HealthStatus": "UNKNOWN",
"Attributes": {
"service-name": "backend"
}
}
1,
"InstancesRevision": 71462688285136850
}

AEREIR

TEHHBRER  FERERABEELEEM. AWS Cloud Map EREUMERWIEFETER : £R
BHHNITER K BR BRE A &RE f&Z=H,

1. HUHEEME —ERBAITER

aws servicediscovery deregister-instance \
--service-id srv-abcdl234xmplefgh \
--instance-id first \
--region us-east-2

2. HUHEMSE —ERBHANTER

aws servicediscovery deregister-instance \
--service-id srv-ijkl5678xmplmnop \
--instance-id second \
--region us-east-2

3. MBRLAR :

TERREIR 20
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aws servicediscovery delete-service \
--id srv-abcdl234xmplefgh \
--region us-east-2

4. MIBRERIRARES -

aws servicediscovery delete-service \
--id srv-ijk1l5678xmplmnop \
--region us-east-2

5. MERSAHZER :

aws servicediscovery delete-namespace \
--id ns-abcdl1234xmplefgh \
--region us-east-2

6. HESE Route 53 TEEEH M :

aws route53 list-hosted-zones-by-name \
--dns-name cloudmap-tutorial.com

THRNMEE BFTEBMER AWS Cloud Map RIGHRZ=

THHERBEREUAFER AWS Cloud Map IRIEHRFERE AT EA AWS Cloud Map API #RZER BET

B, ~XHBRESZESIELFER BUNHTHFIEARERN AWS CloudShell, EARXEAM

& Lambda EEHEERE A DynamoDB Bk , AERRERKFER. Lambda EKEF DynamoDB &
REREE PEM AWS Cloud Map AREZTER. AFREAREXM Lambda REBHHREXEFEH
AWS Cloud Map BT BMERRERZRHTERAMENER.

MERLKZRIZN AWS CLINRZA |, 5F28 7HNMER #£E85TBMER AWS Cloud Map IRFGIRZER
AWS CLI,

/A Important

BRERNESHEEL AWS ER , EEELNIRS AWS hELER, EREETRTHNE
RIUEBEER , UK AEERK.

AWS Cloud Map ¥ & 5T & 68 A 21
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FORIRAF

Bta el , K 5% E LAEA AWS Cloud Map R HY S BB,

£E% 1. B3I AWS Cloud Map @8 Z= [

TS RSP | EEEI AWS Cloud Map B ZE. R ZERAREERAERXREENER, B
WHRZEEE , AANEENAREER. EHTBIEVAGEZEATEINER , #AEBERABGT
B EH AWS Cloud Map API FERL SRR,

1. BEAAWS BEEE#EA W https : //https://console.aws.amazon.com/cloudmap/ B AWS
Cloud Map X# &,

i#1Z Create namespace (B &% ZE /).
Y HEZTHEAEE , $5E cloudmap-tutorial,
(ER) stHmE=HER  EELECRATEZEBHER,
SHEMITERERE |, EEAPI FAY,
BHANAERE  AREEEYGE =/,

2

H B8 2 . 23 DynamoDB &R &K

HUHBRP |, £EE Y DynamoDB ERR, ERXAREFRNBERESETISRPEL 2HPIER
EANEHR,

MEAEEWMMEIL DynamoDB K& , 728 DynamoDB B AEEREFTHSFE 1 . £ DynamoDB
FEVERE , UFEATRRREEEEWLEIE, DynamoDB

EIR Value
ErlkEB cloudmap
PEIERS| id

REHBRHRENERELEIER K,

TORIRE 22


https://console.aws.amazon.com/cloudmap/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-1.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/getting-started-step-1.html

AWS Cloud Map HBEABER

HER 3 . B AWS Cloud Map & #BR# 0% DynamoDB &Rl REM AT
&

HWHBRP |, EEEY AWS Cloud Map fB# , ARBRE —EZERHEIH DynamoDB & #|RaE M
RBRIBEHITER,

1. 1E https : //https://console.aws.amazon.com/cloudmap/ BEX AWS Cloud Map £###&
2. RoMBEEBED , #Hcloudmap-tutorial W R ZER , REZBEREFHEMEN.
3. ERBERH , BEERIRBEILEITTIEE,

a. HRRKER , @A data-service,

b. REHERNFERE A6 ARBREEFEVRE,
4. ERBEERF , #BHdata-serviceR¥ , AL BEREFMEN.
5. ERBHTERERD , BEZEMBRBHITHER.
6. EEMEHEMTEREEDL , ST TIEHE,

a. SHYETERER | ZEENS —EERNER.
b. ¥ REENITER ID, IEE data-instance,
c. EEIIBHERYD , EETIHEMEY . # = tablename , & = cloudmap.

S 4 E AWS Lambda $1TAE

LS RP , BEEIL AWS Lambda EHEE T —ELSRHPEAN IAM B, ZALGE IAM A
Bcloudmap-tutorial-roleX¥ HEFFAIRIR , AAZACERAREAHERE , 2R TASHEHRM
BRo

#1 Lambda HERIEAE (1AM 2 A )

BEAAWS EEEHEA |, W https : //https://console.aws.amazon.com/iam/ BARK IAM £ &,
£ IAM EZENEEERT  BEAG , RAREEEVAG,

¥ Trusted entity type (EEMNEBER) , 7H&F AWS ki,

SHYRBRFEARS , i#I2 Lambda , RERIRIZE Lambda 5 RHl,

BET-%,

B S ERPowerUserAccessBIRZEMN TR , REBEET L,

BET-%,

N o o bk~ wDdhd =

SR 3 EUERRY 23


https://console.aws.amazon.com/cloudmap/
https://console.aws.amazon.com/iam/

AWS Cloud Map HBEABER
8. &H¥IABAEM , BE cloudmap-tutorial-role,
9. ®WEAGE K ARIRIE Createrole (BIAAE),

HER5: B Lambda HEILULBEAER

EUTBD  CERIREFRBRHEEN Lambda EKE , £ AWS Cloud Map APl EFEE I AWS
Cloud Map R , &R E A DynamoDB &k,

MEFBMEI Lambda HEBMWEF , 2 ( AWS Lambda B AEER) PHERAEEAEY
Lambda ERE , W EHA T RIRE B E R BIZPLLRIE,

3] Value

HEEE BAEH

#H1TH Python 3.12

£ x86_64

ATE ERAREAE
REAG cloudmap-tutorial-role

BYHEB 2%  FEHEMNRIBLURM TS Python BRIE , RAEBBRY, FIE , CELEEHEA
DynamoDB & #l#&#172 AWS Cloud Map FRIE#/TEIRE BRI datatable BT BMY . HBEEL
A1 E 100 ZENBEREFRSI8 |, 045 H BRI 5B EHEEG B E R LB

import json
import boto3
import random

def lambda_handler(event, context):
serviceclient = boto3.client('servicediscovery')
response = serviceclient.discover_instances(

NamespaceName="'cloudmap-tutorial’,
ServiceName='data-service')

$ER 5 B Lambda BB AL R 24


https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html#getting-started-create-function
https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html#getting-started-create-function

AWS Cloud Map HBEABER

tablename = response["Instances"][Q@]["Attributes"]["tablename"]
dynamodbclient = boto3.resource('dynamodb')
table = dynamodbclient.Table(tablename)

response = table.put_item(
Item={ 'id': str(random.randint(1,100)), 'todo': event })

return {

'statusCode': 200,
'body': json.dumps(response)

HERH R  FEERRFER  FRRERBEHNS S Y. WEFEES , F268H (AWS
Lambda Bi% A E5F) FHIERE Lambda BEUR K

SR 6 : B AWS Cloud Map FERERX IR , 1A% Lambda B ARG
AHITERE

EHFSBH , EEE AWS Cloud Map fRTE , AR#&Ei#& Lambda E AR FMAREHITEE.

1. 7 https : //nttps://console.aws.amazon.com/cloudmap/ FAEX AWS Cloud Map &
2. BEERISES , BEEGEZEM[,

3. RoBEEBED , #Hcloudmap-tutorial R ZER , RAZZBERBHEMEA.
4. HERBERD , BEEVRBELHITT SIEE,

a. HRAREEM 6 @A app-service,

b. REHEMTERE K ARREBEEVRK.
5. ERFEERH , #Happ-servicelR# , REZBEQBRFMENA,
6. ERBHTERERD , BEZMBREHTER.
7. EEMBRBBTERBEEL , #TFIEE

a. SHEEMTEEERE  EBEENZE —EERNER.
b. $HEREHAITIEEE ID, $87F write-instance,
c. EBIIBHERT , 8E FHE/EL,

 key =action, value =write

SR 6 BUEARIRKE 25


https://docs.aws.amazon.com/lambda/latest/dg/configuration-timeout.html
https://console.aws.amazon.com/cloudmap/

AWS Cloud Map HBEABER

* key = functionname , value =writefunction

SER7 : B Lambda EEAERE R
HUSRT | CRRYHFAMBKBREN Lambda B , HEHEAERIH DynamoDB EH K.

WMEBBEI Lambda WBMER , F2B ( AWS Lambda FEABREE) PHEATESEY
Lambda B , W EM T RIREEEENRFRLIEE,

e 32| Value

HEER - VGEE

EITHA Python 3.12

g x86_64

AT A EHRREAE
BEAG cloudmap-tutorial-role

BUYHHz®  FEMBHIRXBURR TSI Python BXE , ARBBHY., HBRHEERK amd
EE8EmAERRE.

import json
import boto3

def lambda_handler(event, context):
serviceclient = boto3.client('servicediscovery')

response = serviceclient.discover_instances(NamespaceName='cloudmap-tutorial"',
ServiceName='data-service')

tablename = response["Instances"][Q]["Attributes"]["tablename"]
dynamodbclient = boto3.resource('dynamodb')
table = dynamodbclient.Table(tablename)

response = table.scan(Select='ALL_ATTRIBUTES')

S$ER 7 : B Lambda BESAEECE ¥ 26


https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html#getting-started-create-function
https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html#getting-started-create-function

AWS Cloud Map HBEABER

return {
'statusCode': 200,
'body': json.dumps(response)

NEHH R, PERORIEES  FEHEREEHFASY.,. NEFAEF , F28 ( AWS
Lambda BiE A B15/) P RIERIE Lambda B EER EF,

S 8 : #% Lambda BENEKEEEM A AWS Cloud Map BR#SE1T {E &2

EWSBD  BEELETELHN RIET | & Lambda BEEE M Bapp-service REHTEEE,

1. 7 https : //nttps://console.aws.amazon.com/cloudmap/ FAEX AWS Cloud Map &
EEREES  BEEGEZ[E,

WHBEEEES | i#EHcloudmap-tutorial B %R , REZIBIERBFMEA,
ERBERT |, EHapp-servicefR#E , ARBERGFMAENA.
ERBHTEBERS  EEFEZMEHEITERE,

EEMEBHTERERL , #1T F5IEME,

I S

a. SHYETERER  ZEENS —EERNER.
b. ¥ REENITER ID , IEE read-instance,
c. EBIIBHERY , BETIREY,

* key = action, value = read

* key = functionname , value = readfunction

FEO: £ LENYWHITEIRME AAHFIw AWS CloudShell

BRI LAE PRSI METEARERTE AWS CloudShell WA FixERARER |, WIRERSE PRENRKE |
AWS Cloud Map 3 FERLYIE LEFR 75 o

1. 1E https : //https://console.aws.amazon.com/cloudshell/ B AWS CloudShell £ &
2. FATIHGSRELER WERwritefunction.py.

vim writeclient.py
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3. fwriteclient.py BR% , 2T i RAEARAER, RE , BRI ETIENG, kg
NIEIRE Lambda KE , EiBE Eapp-servicefR#name=writeservice W EHEFTBHEREA
&, 2EEEEKERE A DynamoDB X%k Lambda EHEE B, A%RFA Lambda EKE ,
BEAERRNEFABBABEEE.

import boto3
serviceclient = boto3.client('servicediscovery')

response = serviceclient.discover_instances(NamespaceName='cloudmap-tutorial"',
ServiceName="'app-service', QueryParameters={ 'action': 'write' })

functionname = response["Instances"][@]["Attributes"]["functionname"]

lambdaclient = boto3.client('lambda')

resp = lambdaclient.invoke(FunctionName=functionname, Payload='"This is a test
data"')

print(resp["Payload"].read())

4. BRHE WA 1wq, ARIE Enter RAFERLIEE,
5. fERATHI8SRHAIT Python XK.

python3 writeclient.py

BHEA200E € |, TR,

b'{"statusCode": 200, "body": "{\\"ResponseMetadata\\": {\\"RequestId\\": \
\"QOMO38ITOBPBVBIK8OCKK6I6M7VV4KQNSO5AEMVIF66Q9ASUAAIG\\", \\"HTTPStatusCode\
\": 200, \\"HTTPHeaders\\": {\\"server\\": \\"Server\\", \\"date\\": \\"Wed, 06

Mar 2024 22:46:09 GMT\\", \\"content-type\\": \\"application/x-amz-json-1.0\\",
\\"content-1length\\": \\"2\\", \\"connection\\": \\"keep-alive\\", \\'"x-amzn-
requestid\\": \\"QOM@38ITOBPBVBIK80OCKK6I6M7VV4KQNSO5AEMVIF66Q9ASUAAIG\\", \\"x-amz-
crc32\\": \\"2745614147\\"}, \\"RetryAttempts\\": 0}}"}'

6. EEREL—@AIRIBEBARERY , FEUFEDNHFR.

a. FRATIHSSREILEA WERreadfunction.py,

vim readclient.py
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b.

C.

d.

f£ readclient.py BRHP , BT 1 RAUEABAER, A%, BRI ETHENXE,
HEABEREENR  YEREEL—BASBHEAERRNE.

import boto3

serviceclient = boto3.client('servicediscovery')

response = serviceclient.discover_instances(NamespaceName='cloudmap-tutorial"',
ServiceName="'app-service', QueryParameters={ 'action': 'read' })

functionname = response["Instances"][@]["Attributes"]["functionname"]

lambdaclient = boto3.client('lambda')

resp = lambdaclient.invoke(FunctionName=functionname,
InvocationType="'RequestResponse')

print(resp["Payload"].read())

e @A :wq, REIE Enter BRTFERIIBRL,
AT 55 R#MIT Python X,

python3 readclient.py

BHEREREZFCUUTAR , JIHEBHT BABRKRNE , writefunction. pyAR#E
Lambda B AR P ELERFEHREIE,

b'{"statusCode": 200, "body": "{\\"Items\\": [{\\"id\\": \\"45\

\", \\"todo\\": \\"This is a test data\\"}1, \\"Count\\": 1, \
\"ScannedCount\\": 1, \\"ResponseMetadata\\": {\\"RequestId\\": \
\"9JF8J6SFQCKR6IDT5JG5NOM3CNVV4KQNSO5AEMVIF66Q9ASUAAIG\\", \\"HTTPStatusCode\
\": 200, \\"HTTPHeaders\\": {\\"server\\": \\"Server\\", \\"date\\": \\"Thu, 25
Jul 2024 20:43:33 GMT\\", \\"content-type\\": \\"application/x-amz-json-1.0\
\", \\"content-length\\": \\"91\\", \\"connection\\": \\"keep-alive\\", \\'"x-
amzn-requestid\\": \\"9JF8J6SFQCKR6IDT5JIG5NOM3CNVV4KQNSO5AEMVIF66Q9ASUAAIG\\",
\\"x-amz-crc32\\": \\"1163081893\\"}, \\"RetryAttempts\\": 0}}"}'
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HER 10 : BHREIR

ERHBRER  FHRERABRELENEM. AWS Cloud Map ERELUMERWIER. BRIEH
TEBEL. B K SEREETEZBETER. THTREZLIELERBBREPREA AWS Cloud
Map E"Jﬁ; Ao

fIBR AWS Cloud Map &R

1. BAAWS EEXEA | W7 https : //https://console.aws.amazon.com/cloudmap/ BIRL AWS
Cloud Map X# &,

2. RMBEREED | EHcloudmap-tutorial B =M , REBEMBFMEEA.

EMBTEEEMEFER L , “BRFEES |, iHdata-servicelRiE , AR BEREFME
Ao

ERBEHITEBESSD |, BEdata-instance#{TEE , REBIZEUEEM.
FRAEEEIRKRNEEY  #E cloudmap-tutorial.com LA BB E & ZEREHMEAEE.
EBTEEFMERAEEL , RRKBESD | BIMERRE , REIZEZMER.

#¥ app-servicelR¥EM write-instanceread-instance MREHITER EEE LB 3-6,
EEREES  BEEGEZEM[,

i#ZHlcloudmap-tutorial dnR %R , REBZEZEMER,

w

© © N o g &

TRIMETLERBNERF , URBRABHEANEMER.

&R SR
DynamoDB & SEBo6: (ZA) MR

DynamoDB & kIR B
Amazon DynamoDB FE A &
1B HEJR DynamoDB

Lambda BIE{ R+ EAEAY 1AM { AWS Lambda B A B8
HITAG ) FHER
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THEMMER BEEFTBEER AWS Cloud Map BRIFIRE AWS
CLI

A B RIE REI WA E BT B A AWS Cloud Map BRISFEE., GBI FEH WRIEERRE
3, AWS Cloud Map AER BFTBHBEIRRER. EAEXHME Lambda EREMAK , ELEHE
S EREA DynamoDB ER KR IL B , W EHPFFMAAEEIR AWS Cloud Map,

MTHSREMN AWS BEIRA A , BB 7 RNTRE ST B ERA AWS Cloud Map FRIHE

FORIRH

FIGAHBRIZECH , FBETH PHLEREE UEA AWS Cloud Map.

3 AWS Cloud Map & & Z= ]

WEZERARSEARRESENER, ESBYD , BB —EBwR
Cloud Map AP| REIRZRE R,

He

B, AFF&EIR AWS

1. BATHGEREYL HTTP R ZEMH :

aws servicediscovery create-http-namespace \
--name cloudmap-tutorial \
--creator-request-id cloudmap-tutorial-request

WO EEE R ID, BTUERATIIGTRERENAARRE

aws servicediscovery get-operation \
--operation-id operation-id

2. BUGBZEEE , LWLUEEE ID LARRESD S !

aws servicediscovery list-namespaces \
--query "Namespaces[?Name=='cloudmap-tutorial'].Id" \
--output text

3. KWAZMEID FHRESBFUMBRER

NAMESPACE_ID=$(aws servicediscovery list-namespaces \
--query "Namespaces[?Name=="'cloudmap-tutorial'].Id" \

£ HEEEETEMEGER AWS Cloud Map BRIE#HRZE AWS CLI 31
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--output text)

#3 DynamoDB &#I&
#E B3 DynamoDB ERIRREHNEARENNESR

1.

2.

BT T TRELERSR :

aws dynamodb create-table \
--table-name cloudmap \
--attribute-definitions AttributeName=id,AttributeType=S \
--key-schema AttributeName=id,KeyType=HASH \
--billing-mode PAY_PER_REQUEST

EHENRENERAY , BRE
aws dynamodb wait table-exists --table-name cloudmap

o rEEINENRTLEY AHER,

37 AWS Cloud Map BRI R I M DynamoDB & ¥} 5k
BE , EENGECHTRYBERARERREER

1.

BT IS RELERFEFEIR AWS Cloud Map HI R

aws servicediscovery create-service \
--name data-service \
--namespace-id $NAMESPACE_ID \
--creator-request-id data-service-request

IS &R BRI 89 ARTE ID :

DATA_SERVICE_ID=$(aws servicediscovery list-services \
--query "Services[?Name=='data-service'].Id" \
--output text)

EREEERREBHBEIBM , & DynamoDB BRI REMARBKIAITER

aws servicediscovery register-instance \

#13 DynamoDB &HI &
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--service-id $DATA_SERVICE_ID \
--instance-id data-instance \
--attributes tablename=cloudmap

BiTBMtablename=cloudmap Al EH M RIEENEHREK DynamoDB ERI KB,

A Lambda BREEI IAM A

3 Lambda ERE A RFE AWS EFEH IAM B :
1. AT JSON B IAM BB EEBREXH

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "lambda.amazonaws.com"

},
"Action": "sts:AssumeRole"
}
]
}

2. MATHGS , FREEBREEN IAM A6 :

aws iam create-role \
--role-name cloudmap-tutorial-role \
--assume-role-policy-document file://lambda-trust-policy.json

3. fEAT? JSON REAZKEERFFAMN B IAM BUREMESR

JSON

{
"Version":"2012-10-17",
"Statement": [
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"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:CreateLogStream",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:*"

"Effect": "Allow",
"Action": [
"servicediscovery:DiscoverInstances"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"dynamodb:PutItem",
"dynamodb:Scan"

1,

"Resource": "arn:aws:dynamodb:*:*:table/cloudmap"

4. BUBRIGHEEE IAM A6 :

aws iam create-policy \
--policy-name CloudMapTutorialPolicy \
--policy-document file://cloudmap-policy.json

POLICY_ARN=$(aws iam list-policies \
--query "Policies[?PolicyName=='CloudMapTutorialPolicy'].Arn" \
--output text)

aws iam attach-role-policy \
--role-name cloudmap-tutorial-role \
--policy-arn $POLICY_ARN

aws iam attach-role-policy \
--role-name cloudmap-tutorial-role \

# Lambda BB IAM A&
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--policy-arn arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole

3 Lambda BB AER

HEEZVHKEREA DynamoDB ER kM Lambda BN , FERB TSR -

il

1. BIYRAEEM Python fE% :

cat > writefunction.py << EOF
import json

import boto3

import random

def lambda_handler(event, context):
try:
serviceclient = boto3.client('servicediscovery')

response = serviceclient.discover_instances(
NamespaceName="'cloudmap-tutorial’,

ServiceName='data-service')

if not response.get("Instances"):

return {

'statusCode': 500,

'body': json.dumps({"error": "No instances found"})
}

tablename = response["Instances"][@]J["Attributes"].get("tablename")
if not tablename:
return {
'statusCode': 500,
'body': json.dumps({"error": "Table name attribute not found"})

dynamodbclient = boto3.resource('dynamodb')
table = dynamodbclient.Table(tablename)

# Validate input

if not isinstance(event, str):

return {
'statusCode': 400,

#3I Lambda BB AL 35
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'body': json.dumps({"error": "Input must be a string"})

response = table.put_item(
Item={ 'id': str(random.randint(1,100)), 'todo': event })

return {
'statusCode': 200,
'body': json.dumps(response)

}

except Exception as e:

return {
'statusCode': 500,
'body': json.dumps({"error": str(e)l})

EOF

WEREEH ®BTEY AWS Cloud Map #£% DynamoDB BERIXREZHE , ARBEHEAER R,
2. HHEMILE Lambda HE :

zip writefunction.zip writefunction.py

ROLE_ARN=$(aws iam get-role --role-name cloudmap-tutorial-role \
--query 'Role.Arn' --output text)

aws lambda create-function \
--function-name writefunction \
--runtime python3.12 \
--role $ROLE_ARN \
--handler writefunction.lambda_handler \
--zip-file fileb://writefunction.zip \
--architectures x86_64

3. SERTENBOR R LUE IR AFEEER

aws lambda update-function-configuration \
--function-name writefunction \
--timeout 5

#3I Lambda BB AL
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3 AWS Cloud Map B AER IR#E I 5 Lambda B A BE

EEARCNDBEHPEYEMRBERARBARARE , FRETISERANT

FMBABER

1. REARARBEILRY

aws servicediscovery create-service \
--name app-service \
--namespace-id $NAMESPACE_ID \
--creator-request-id app-service-request

2. HUSEAEXRBAIRE D

APP_SERVICE_ID=$(aws servicediscovery list-services \
--query "Services[?Name=='app-service'].Id" \
--output text)

3. FEHABETEBM4A Lambda BEAKEBEMAREHITEE -

aws servicediscovery register-instance \
--service-id $APP_SERVICE_ID \
--instance-id write-instance \
--attributes action=write, functionname=writefunction

BiTBMaction=write , ¥ functionname=writefunctionAFFAFHIRIFEEARFEZRIIE
2,

##3 Lambda BB AEEE R

e

& EE I DynamoDB BRI RFEEERIH Lambda BN , FBERB YT -

ik

1. BEEEEEI Python R :

cat > readfunction.py << EOF
import json
import boto3

def lambda_handler(event, context):
try:

serviceclient = boto3.client('servicediscovery')
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response = serviceclient.discover_instances(
NamespaceName="'cloudmap-tutorial’,
ServiceName='data-service')

if not response.get("Instances"):

return {

'statusCode': 500,

'body': json.dumps({"error": "No instances found"})
}

tablename = response["Instances"][@]J["Attributes"].get("tablename")
if not tablename:

return {

'statusCode': 500,

'body': json.dumps({"error": "Table name attribute not found"})
}

dynamodbclient = boto3.resource('dynamodb')

table = dynamodbclient.Table(tablename)

# Use pagination for larger tables
response = table.scan(
Select="ALL_ATTRIBUTES',
Limit=50 # Limit results for demonstration purposes

For production, you would implement pagination like this:
items = []
while 'LastEvaluatedKey' in response:
items.extend(response['Items'])
response = table.scan(
Select="ALL_ATTRIBUTES",
ExclusiveStartKey=response['LastEvaluatedKey']
)

items.extend(response['Items'])

HOoH HF O O OB O H B

return {
'statusCode': 200,
'body': json.dumps(response)

}

except Exception as e:

return {
'statusCode': 500,

#3I Lambda B EENE R
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'"body': json.dumps({"error": str(e)})

EOF

WEHEtEFER AWS Cloud Map 2RIR3 DynamoDB BRI R EH , AR RERKRFNER., ©
SHEBREEMND B,
2. HHEMILE Lambda HE :

zip readfunction.zip readfunction.py

aws lambda create-function \
--function-name readfunction \
--runtime python3.12 \
--role $ROLE_ARN \
--handler readfunction.lambda_handler \
--zip-file fileb://readfunction.zip \
--architectures x86_64

3. EHHERE

aws lambda update-function-configuration \
--function-name readfunction \
--timeout 5

#% Lambda BENE G A RIBHATEE

B E#% Lambda MR BAEMARARXRB TN S —ERBUTER , FERETIIDER

aws servicediscovery register-instance \
--service-id $APP_SERVICE_ID \
--instance-id read-instance \
--attributes action=read, functionname=readfunction

HiTBMtaction=read , dffunctionname=readfunctionFAFIREHBRERRIFRILEE,

B N#ITH FinERAREN

EEEY Python AFIREARR , LLEH AWS Cloud Map REFERMUABAKE , FERTHS
2 .

3
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1.

ABARFiRERAENXEZEIL Python E5 :

cat > writeclient.py << EOF
import boto3
import json

try:
serviceclient = boto3.client('servicediscovery')

print("Discovering write function...")

response = serviceclient.discover_instances(
NamespaceName="'cloudmap-tutorial’,
ServiceName="'app-service',
QueryParameters={ 'action': 'write' }

if not response.get("Instances"):
print("Error: No instances found")
exit(1)

functionname = response["Instances"][@]["Attributes"].get("functionname")
if not functionname:

print("Error: Function name attribute not found")

exit(1)

print(f"Found function: {functionnamel}")
lambdaclient = boto3.client('lambda')
print("Invoking Lambda function...")
resp = lambdaclient.invoke(

FunctionName=functionname,
Payload='"This is a test data"'

payload = resp["Payload"].read()
print(f"Response: {payload.decode('utf-8')}")
except Exception as e:

print(f"Error: {str(e)l}")
EOF

WA FIw#ERA QueryParametersiBIEREHK EE action=write BN RBEEHITERE.
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2. RENAFPRmERERNEIL Python B2 :

cat > readclient.py << EOF
import boto3
import json

try:
serviceclient = boto3.client('servicediscovery')

print("Discovering read function...")

response = serviceclient.discover_instances(
NamespaceName="'cloudmap-tutorial’,
ServiceName="'app-service',
QueryParameters={ 'action': 'read' }

if not response.get("Instances"):
print("Error: No instances found")
exit(1)

functionname = response["Instances"][@]["Attributes"].get("functionname")
if not functionname:

print("Error: Function name attribute not found")

exit(1)

print(f"Found function: {functionnamel}")
lambdaclient = boto3.client('lambda')

print("Invoking Lambda function...")

resp = lambdaclient.invoke(
FunctionName=functionname,
InvocationType="'RequestResponse’

payload = resp["Payload"].read()
print(f"Response: {payload.decode('utf-8')}")

except Exception as e:

print(f"Error: {str(e)l}")
EOF

3. HMITEAMFIR , BERHIEE DynamoDB BRI :
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4.

python3 writeclient.py

B ESER HTTP ARAETE A 200 RYRK T E FE,
TR Fi% L% DynamoDB &R REIE X :

python3 readclient.py

BHESEISAERKRNEN , S ERERELN DA "ERAEER. H,

BRER

—

2.

REBRER  FERERUBEELEAER,
B, BT T A5 REUHEM RN ITEE

aws servicediscovery deregister-instance \
--service-id $APP_SERVICE_ID \
--instance-id read-instance

aws servicediscovery deregister-instance \
--service-id $APP_SERVICE_ID \
--instance-id write-instance

aws servicediscovery deregister-instance \
--service-id $DATA_SERVICE_ID \
--instance-id data-instance

AT T 580 SR M BRAR S -

aws servicediscovery delete-service \
--id $APP_SERVICE_ID

aws servicediscovery delete-service \
--id $DATA_SERVICE_ID

3. BITTOa 5 RMERS

aws servicediscovery delete-namespace \
--id $NAMESPACE_ID

42
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4. HITTH S RMER Lambda EHE :

aws lambda delete-function --function-name writefunction
aws lambda delete-function --function-name readfunction

5. #ITTHHEHRMER IAM BEMBUR :

aws iam detach-role-policy \
--role-name cloudmap-tutorial-role \
--policy-arn $POLICY_ARN

aws iam detach-role-policy \
--role-name cloudmap-tutorial-role \

--policy-arn arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole

aws iam delete-policy \
--policy-arn $POLICY_ARN

aws iam delete-role --role-name cloudmap-tutorial-role

6. #1757 2K MR DynamoDB & #}3k :

aws dynamodb delete-table --table-name cloudmap
7. BATTHGRTHRBREEFRER !

rm -f lambda-trust-policy.json cloudmap-policy.json writefunction.py
readfunction.py writefunction.zip readfunction.zip writeclient.py readclient.py

EREIR
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AWS Cloud Map #r & Z=

MAZER PHEEER AWS Cloud Map , ARNEBREBMAIRZEMBREEARXNRE S
o BRRUDAZHEE , FEETHER
- BHLERARXARRROTEEN B,

* AWS Cloud Map AT AR & @ sE M BREBBIT RN SR, EULUREREFEEEBMERMAE,. &
BEERLBER (VPC) PR THEBER APl I ARRRENEIR,

LTREBGEZEN—REE,

- WERZEHEEE AWS BE REURBZ[EM . HE AWS Cloud Map EZBEREHER , BFEEE
BSEEZRPEYGEZE™,

- MREEIBAZBEAFF VPC F1Y DNS ERREHITMHER , AWS Cloud Map E B EVE Y FA

£ Route 53 SEEEE ., WFEEEETLAEZE VPCsE BB, MEFMEN , F2E (Amazon
Route 53 APl 2#) ® ) AssociateVPCWithHostedZone,

e

« EY AWS Cloud Map i B Z B i AR R 5
« %It AWS Cloud Map & %= ]

- MIBR AWS Cloud Map & %= ]

- # A AWS Cloud Map & %= E

3 AWS Cloud Map fr & Z= B A S FE AR IRiE o 48

BUNBYREERE  USRENEBEEARINRESE , £FFEB APl iz DNS EHREER
BEXER.

AT EERRIEIE

THREZERP PHTEHTERREZRIE , AWS Cloud Map ARETUE W EmE = HEE
RIEEARXN BB MR EME.
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mEEEEE TR IRR S A
HTTP AP LY
%5 DNS VPC Ff API FEM A

DNS &7

BERR
CERRAEXTNER

HEEM N DiscoverlI
nstances API #
RHMER,

EREVFAE DNS @
B, 8 AWS
Cloud Map ZE I ¥ &
# Amazon Route 53
MEFRERE., £k
AEXPHERT
ZEIBF A Discoverl
nstances API, 2
K& AWS Cloud
Map BEVEMN Z2FAE
Route 53 FEE EiF
W& EARES , RF
RHMER,

BAMFEERS
AWS Cloud Map E2
wREENBETEN
B, TETERBEE
XA service-n
ame .namespace-
name B9 DNS 2%,

(@ Note

Route 53
Resolver &
FERALE
EEGFH
S8R R R
JRE VPCHY

Discoverlnstances

CreateHtt
pNamespace

Discoverlnstances

CreatePri
vateDnsNa

mespace

YT EERRER
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E e,
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wAREEEE
3% DNS

)

B

TR IRR S A

AP| FEIL A2 B DNS

BERR HEA

EXEIT/NEDNS# -+ Discoverlnstances

AZEEE, 8 AWS
Cloud Map 231 ¥} FE
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# Amazon Route 53
NEFEERE., BFE
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53 FEEEH P
IR RIREH M E
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NEFEREEHE
wRZEENBEEN
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AWS Cloud Map HBEABER

AWS EXE R A

1.

BEAAWS EEEHEA W https : //https://console.aws.amazon.com/cloudmap/ B AWS
Cloud Map £ &,

i#1Z Create namespace (B &% ZE /).
HHEREEEER  WAKARRERTERNER.

® Note

- $H¥08 DNS EfREN B ZELAUERREER. flM . com.

« BELAKAEIBCEE AT (IDN) B A Punycode , RIEEHAH, MFERLER
BRNFFHERR , FERBRRR LEE "punycode Bi#fizR )

B U EARXERFNARNELGEZ/EE , SERCBEEBRERS
Punycode, #lt0 , tNREEEH Java , ATLAUEB A java.net.IDN 2= ERY
toASCII 3% , # Unicode EE A Punycodes

(2R ) SRHEZ[HEE AR IR EEHEENSEZHEA TE R & ZBANEE
B, BULERLEREREBR BB EH,

HAMITEEBERE , B0 LE VPC R APl FEIY, AP FEAYF] DNS £5 , Ak APl FEIY A2
& DNS Eﬂzr'ﬂa_ﬁﬁi?% LA BIZI HTTP, #%8 DNS /A DNS s &%, VPCs I
EHMET  B2ETEERZREE,

RIRENRE |, BRETIILER,

- MRHEE VPCs H1ZZE API FEILF] DNS &3 |, 57 VPC FIiBIZHL B iy & 75 2 1 B
I EEFAEEiRK (VPC).

- MRIEE VPCsH API FEIUFI/NE DNS &I HiEZE API FIUF DNS &8 , BE TTL &
BEUARABMNNEE., FEEM (TTL) ERE DNS Bt EER TR = —EEILN
Route 53 FEEERIFIZEFHI (SOA) DNS RS RIEANKERE., WF TTL WEFMEEA ,
528 (Amazon Route 53 & ABERM) PH TTL (¥).

(ﬁéﬁﬁ) EERT , BEMEER  RARECRSIBNERELRGTEZHE, BULUIEEENE
) FﬂE’J RZEEB. EBRUELEAWS ERSE , WMEFERRHEEER, WEHF
HMER , FSEELEN AWS Cloud Map &R

i#1F Create namespace (BN &z /), EAILAEA ListOperations R REMNMRE, WNFE
SEMME , 552E AWS Cloud Map APl 2Z/# ListOperations

BRF
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AWS CLI

« HALFEHFNIITERRREEN SSREUGEE[E (HEALECHERR#E )

ﬁﬁﬁ BY HTTP & ZEMcreate-http-namespace, A HTTP @4 2= B AY IR #L
TEBAILAEADiscoverInstancesimRRIRE |, BE LM DNS RiRE,

aws servicediscovery create-http-namespace --name name-of-namespace

- BIRDNS BUMBEGEZRE , W ERBEMEA EEER Amazon VPC RWE Rcreate-
private-dns-namespace, #A[LAfEMA DiscoverInstancesi@R=if£H DNS REE
E#\E DNS & =R T ER

aws servicediscovery create-private-dns-namespace --name name-of-namespace --
VPC VPC-XXXXXXXXX

- fEF RIBEMRRMAER ETTRMN DNS BY N BB EMcreate-public-dns-
namespace. #AILAEMA DiscoverInstances &K= DNS , IRRE@E/AHE DNS g =
B BT EE,

aws servicediscovery create-public-dns-namespace --name name-of-namespace

AWS SDK for Python (Boto3)

1. WMREEKRBoto3RHE |, B LBoto3EERKEIRE, RENMEA WiET.
2. BEABoto3¥iffH servicediscovery A &M R,

import boto3
client = boto3.client('servicediscovery')

3. ERLRHFNIATERRREEN SREMY® ] (ERASECHERR E ) -

« fFF BN HTTP 8B =M create_http_namespace(). A HTTP up%:Fﬂ?ﬁHE’JHEi%
HITEBE O LAFER #1TiRRKRdiscover_instances() , {BEEFE A DNS ETHERK,

response = client.create_http_namespace(
Name='name-of-namespace"',
)

# If you want to see the response
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print(response)

- UL\ DNS AERNAEGRZEM , BREEMFEH TEEMN Amazon VPC RE
Rcreate_private_dns_namespace(). AL discover_instances ()= fEHA
DNS % E [@#,H DNS & ZE B Ma s T{EE

response = client.create_private_dns_namespace(
Name='name-of-namespace',
Vpc='vpc-1c56417b"',

)

# If you want to see the response

print(response)

- FH RIBHEREELETRN DNS B LNEWRRZE
Bcreate_public_dns_namespace(). &AILAfEM discover_instances ()M
DNS , HRZ&=E[/AH DNS iR M S TEE,

response = client.create_public_dns_namespace(
Name='name-of-namespace"',

)
# If you want to see the response
print(response)

- EFEE LS

'OperationId': 'gv4gSmeo7ndmeh4fqgskygvk23d2fijwa-k9302yzd',
'ResponseMetadata’: {

1 [ | 1
« e e e g

iy

®wELR

BUGMBZEER  BULESEEEPEY RS , SEENERAERRXERIE K ELXERARANE
AREAPNEBEERE,. RETHAKERAEXERIMAESITEENER, WMEEIL AWS Cloud Map
RIEFEMENR , B2 AERAREN THET AWS Cloud Map IR#%.
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5 AWS Cloud Map 5 & Z=

BIUMABAZEE  SUMMKEBTITRRREBUNGAZEFE,
AWS EE XA
1. EAAWS BEE#EA WHRBIR https : //https://console.aws.amazon.com/cloudmap/ K9
AWS Cloud Map £# A

2. HEEERT  BEERATHURADEEZHEE, SULURERE, #HR, BTERRRE
A, WEERGEZH ID REFHEZM. SEHAIUEESRUTBAGREZHERBR D,
UaikMmiEEnsd =,

AWS CLI

« f#fM list-namespacesm T HBEZEM[,

aws servicediscovery list-namespaces

AWS SDK for Python (Boto3)
1. WREEKRBoto3RHE |, B LUBoto3EEERIILTHE, RENER WK R.
2. EABoto3¥iffH servicediscovery A &M R,

import boto3
client = boto3.client('servicediscovery')

3. A FHeBEZE/M1ist_namespaces()o

response = client.list_namespaces()
# If you want to see the response
print(response)

(=] FE Sy H a3 451

'Namespaces': [

{
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'"Arn': 'arn:aws::servicediscovery:us-west-2:123456789012:namespace/
NS-XXXXXXXXXXXXXXX ",
'CreateDate': 1585354387.357,
"Id': 'NS-XXXXXXXXXXXXXXX',
'Name': 'myFirstNamespace',
'Properties': {
'DnsProperties': {
'HostedZoneld': 'Z06752353VBUDTC32S84S"',

},
'"HttpProperties': {
'HttpName': 'myFirstNamespace',
I
},
'Type': 'DNS_PRIVATE',
},
{

'"Arn': 'arn:aws::servicediscovery:us-west-2:123456789012:namespace/
NS-XXXXXXXXXXXXXXX",
'CreateDate': 1586468974.698,

'Description': 'My second namespace',
'Id': "NS-XXXXXXXXXXXXXXX',
"Name': 'mySecondNamespace.com',

'Properties': {
'DnsProperties': {

1,
'"HttpProperties': {
'"HttpName': 'mySecondNamespace.com',
1,
1,
'Type': 'HTTP',
1,
{

'"Arn': 'arn:aws::servicediscovery:us-west-2:123456789012:namespace/
NS-XXXXXXXXXXXXXXX ",
'CreateDate': 1587055896.798,
"Id': 'NS-XXXXXXXXXXXXXXX',
'Name': 'myThirdNamespace.com',
'Properties': {
'DnsProperties': {
'HostedZoneld': 'Z09983722PQQME1B3KC8I"',

1,
'"HttpProperties': {

'HttpName': 'myThirdNamespace.com',
},
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+
'Type': 'DNS_PRIVATE',

+
1,

'ResponseMetadata': {

. ’

}I

Bk AWS Cloud Map &% Z= ]

ERANAZATERE  BUTUEEMER, MEreEZ2EE  SEREEERAXEEREMIRRBHEH
1T1ER

(@ Note

E &M ER DNS ds A Z=EE , & AWS Cloud Map il BR7E on 7 Z° 2 37 B R 22 3L ¥ FE
Amazon Route 53 FEE [EiF,

MR B Z@al , BLALBUEEMAAREATER  ARMBRESBZ[HRINAERE. W
FEME , FFSREUHREMM AWS Cloud Map BR# #1171 #8 & Ml Bk AWS Cloud Map BR#.

BUHEMETEBYMBRETEZAPEINRE2E , FREB T RMBRGEZ=H,
AWS B X4
1. BAAWS EEFEA WHRMIA https : //https://console.aws.amazon.com/cloudmap/ Y
AWS Cloud Map £# A&,
2. TEEBEBEIKD , i#ZE Namespaces (1A ZE™).
3. ENZEMRRMGAEZE , REZIBEMEBR,
4. BIREEMBR , mESEERBRERE.

AWS CLI

£ delete-namespacemTHRGFEZE (FALZECSHERRs#E ) . MRGBBEZBEMD
—RZE R, BIERG XK
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aws servicediscovery delete-namespace --id ns-xxXxXxXXXXXXXX

AWS SDK for Python (Boto3)

1. WREHKBoto3RE | B LlBoto3HEEKIILE, REMMEH MR,
2. EABoto3¥ffH servicediscovery# A &M R,

import boto3
client = boto3.client('servicediscovery')

3. fFFA MBREFEZM delete_namespace() ( FALECHERNR# ##E ) . MRGREZRMN
BE—HZE R , IERELK.

response = client.delete_namespace(
Id="ns-xxxxxxxxxxx"',

)

# If you want to see the response
print(response)

(o] FE & ) €545

'OperationId': 'gv4gSmeo7ndmeh4fqgskygvk23d2fijwa-k98y6drk’,
'ResponseMetadata’: {

1 [ | 1
« e e e e g

iy

A AWS Cloud Map &n & Z= [

AWS Cloud Map fffin B Z=EHHEEE FHHAM AWS tRF SEBHEAEGEZ[ AWS
Organizations , AL EEIREREIRRNRE =%, ENBELEFTRRMEAMBEBMAEM AWS IRS =
EXEENGEE [ AWS

AWS Cloud Map & AWS Resource Access Manager (AWS RAM) ZA L BMAERELH, AWS RAM
E—ERE , TEAEEA AWS RF RiEB AL AWS Cloud Map #Jf AWS Organizations,
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AWS Cloud Map HBEABER

EiB AWS RAM , BAILUEBREVERAARAAECHENER, BERAZTEEEZAANER , UKk
HAEMWHEESE, HEETSHE .

- BHERE AWS 1RF AEB4EE AWS Organizations
o FAABASPRYAEEE (L AWS Organizations
- HfE PHEMEHEB AWS Organizations

WFE WEHMEEF AWS RAM |, FF2EAWS RAM (EAEERM) -

REERAONALRAEHEBENER , AR AR RELANER,

B &

- HAWEZENEEEE

« # A AWS Cloud Map #5% Z=

« {Z1E#H AWS Cloud Map & Z=

. #BIFE A AWS Cloud Map & Z=HE

s BFHAWERZENEA
HAWAZENEENTT

- STENFE

- BE

HATMETEENEESEE

ELAGEERN , SUEE PHEEHEZEM AWS IR, ERRLBELNIREPEERMHE
BR, SEEZHACHEEHLANGAZTM,
- PEHEMAGZS PHEBENMNHEAS®EZEM AWS Organizations , BA4ABRUAE X H AWS

Organizations, MFEHMEA , T2 (AWS RAM FAEERE) HHIEIB AWS Organizationsi{
m/\mo

- HREHAFE DNS i BAZEPFEH DNS EHNRKIRER , v R EBHEEKEE create-vpe-
association-authorizationff HEEGEZ=EAHEE VPC HEBANFLEFTEEETH ID R
ny

aws route53 create-vpc-association-authorization --hosted-zone-id Z1234567890ABC --
vpc VPCRegion=us-east-1,VPCId=vpc-12345678
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R EBEAESEEassociate-vpc-with-hosted-zoneFAEREEEM ID U,

aws routeb53 associate-vpc-with-hosted-zone --hosted-zone-id 71234567890ABC --vpc
VPCRegion=us-east-1,VPCId=vpc-12345678

WMEFMER , F2E (Amazon Route 53 B A B15F) FHEBE Amazon VPC F&EEATE
BEYNAERERE AWS kP,

- ERREH FH DNS % Z= B BB up-to-date BB B2 % , MRBREMLRATRH VPCs H
RIFTEER ERE VPC BERRERBEN. EFUFERA VPC HEREERRKER, MEFHEE
A, 528 (Amazon Virtual Private Cloud VPC ¥ HiEi5E) FHE T SiMIER VPC HEEE,
Amazon Virtual Private Cloud

- LM ListOperations P HEMIRFAEIIT 2 XA A = E LHVIRE,
HAmAZETZEER,

A AWS Cloud Map % & 2=/

ESEEM AWS 1RF (HEE ) HALHEER AWS Cloud Map e B =K , BRI URELIRF K
A EE P RBup-to-dateBER ML E , MAFEHREEAER,

HAGBEZH , ELAEHMETERLA, ERAARTEELE AWS IRF2EBLRERN—&
AWS RAM &R, ERAZEEELAANER , URHACHNEEE, EERTEZHHEEHN
Elﬁ';tt; y j@%ﬁ%ﬁﬁﬁ AWS RAM ET E—Lﬁlﬁ/\?o

MRIEE PHEBH—EZB2 , AWS Organizations EERBABRNEE |, BIESS E’JHRFH%QQEJ?E
SHAGEECENEIE, 50 HEESRWIMAETRAZNEE T HEESERERESHAGRTE
Faﬁﬂgﬁﬁy*go

BALAER AWS RAM #2845 X HEEEN TR ZEME AWS CL,
AWS RAM console
A AWS RAM AL HSEENHE M

228 (AWS RAM A &1ER) H#Y Creating a resource share in AWS RAM,
AWS CLI

ER L REEAENGAZ™[ AWS CLI

£ AWS Cloud Map & 2= 56
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£ AWS RAM create-resource-share 5o

=1E3L A AWS Cloud Map @& Z= 8

ETEZEETEHEAN  HEEKELZIBEFIGEZEREBEBNEMRENBTEE AWS RE, &
CREENAEEEFHGATHEE , EohR AP EINER,

BEFLHAALHEENGEZE , ELARERERLATHBER, ETUER AWS RAM E2 AT K
#ATULRE AWS CLI,

AWS RAM console
FEREEAFLEEBAEEEN AWS RAM ti& ZE H

Flﬁ e ﬁ <<AWS RAM ﬁﬁﬁ%?aﬁ>> EPEIJE*ﬁﬁl \/\?o
AWS CLI

£/ FIEHAEHEENWmEZE AWS CLI

£ F disassociate-resource-share i85

B A AWS Cloud Map & Z= ]

WEEFMEAE TR AWS Cloud Map =AM REABIH£ A BEZ M AWS CLI, BaLER
ResourceOwner BHRBAIGTEZEHEEE. AWS IRF BIRKEIZMAEAGEZEPHITEE
B9 AT BAEA CreatedByAccount BHERE A,

AWS Cloud Map console
£/ AWS Cloud Map = A BRI BB EMH
1. BEAAWS BEEF#A |, W https : //https://console.aws.amazon.com/cloudmap/ BIEK AWS
Cloud Map £ A&,
2. EmEBEZEEENEREEGET  BUUKRIHETEZEHN AWS 1RF 8 ID,
3. EEZLERINzHhATZENRAEERE,

4. HEWBRZERE : - AEANDEZREFARBRNERESET , EUUKIBETHE =[N
AWS RS K 1D,

1L A AWS Cloud Map &% Z2f 57
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https://docs.aws.amazon.com/cli/latest/reference/ram/disassociate-resource-share.html
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AWS CLI

EEMH B ABE /M AWS CLI, F#E A list-namespaces i f. P EELLEENGH BT
B, URESHEAMNGEZ/M, ResourceOwner MR R B RS E AWS WIRFE ID,

A TFlist-namespaces®IlHIRF 8111122223333,

aws servicediscovery list-namespaces

B

"Namespaces": [
{
"Arn": "arn:aws:servicediscovery:us-west-2:111122223333:namespace/ns-
abcdef01234567890",
"CreateDate": 1585354387.357,
"Id": "ns-abcdef01234567890",
"Name": "local",
"Properties": {
"DnsProperties": {
"HostedZoneld": "Z06752353VBUDTC32584S"
},
"HttpProperties": {
"HttpName": "local"

},
"Type": "DNS_PRIVATE",
"ServiceCount": 2,
"ResourceOwner": "111122223333"
},
{

"Arn": "arn:aws:servicediscovery:us-west-2:444455556666:namespace/
ns-021345abcdef6789",
"CreateDate": 1586468974.698,

"Description": "Shared second namespace",
"Id": "ns-021345abcdef6789",
"Name": "My-second-namespace",

"Properties": {
"DnsProperties": {3},
"HttpProperties": {
"HttpName": "Shared-second-namespace"

31 A AWS Cloud Map &% 22 58
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iy

IITypell: IIHTTPII,

"ServiceCount": 0,
"ResourceOwner": "444455556666"

}

FEHEMD | FBZE=Bns-abcdef01234567890H B WHEH111122223333 , n B %=
Bins-021345abcdef6789H By WHEB 444455556666, B ZEMNns-021345abcdef6789H
PRPE B2111122223333tRFH AH444455556666,

RTHHomA=EFTH

IAM FREE—HKEFTTEHLA =l, RPBRZEEFER AWSCloudMapFullAccessHl
AWSResourceAccessManagerFullAccessE%ﬁE&% , DHEREN IAM B EEHANGEREA®
BZEEAMENTA,

MREFEABET IAM BUR , HAAWRZEBFEE servicediscovery:PutResourcePolicy,
servicediscovery:GetResourcePolicy#l servicediscovery: DeleteResourcePollcyEﬁ
£, BERERTTHN IAM Bi1E, 2R IAM ERARBRFELFHFT , MEHAFER & ERERERER
=2 AWS RAM,

:I:I‘*

WME WA AWS RAM IAM HEEHRE R , 2 BAWS RAM ( FAEIER) FHMNMAER AWS

RAM IAM.
HAGE AN EEMNETA
WEZEEEEENNAE T UEHR ZZE LT TR EE,
B BN

HE TR E TUER RS ZM 8T THBE -

- FHEGEZHABBNERYE  SEEEEIRFE NEMELRBHN BT EBATE LR,
- HAY KR ZHENFEE  SEFICHEEIRF MEEME LRI HITE RPN RS,

HREHMRENEY , UEHEERT B EHEEEEHATETTEPRIN REFFMAMEBUEEE
ST ERE,

- MIBRERFMBUHEEMBTER , SEHEBEERFZ YA RENEMITER,

RFHAGE=MNFFT 59
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- EMEMBRARBEZE,

HEENET
% 2R AU & AT LA 3 2/ L HAT T HIEE -

 1E R R P E M MM R
- £ REEPREIN REPEMABCHEMRBTER.
- RECHEME KB ZHPRIZRBIAITER,

WAEEEZENSAMBRLAREEZ[M. AEHAAGEZANFIER  HEERFUEXREEREED
PR N 2 AR Y R HURE

gE LiEg

HEESEARHREHR RSP MO T ATER , UREFME LS TERREIWEM Route
53 EEARRE ﬁﬁﬁﬁo ¥TJ§""T£ un%::FEJ':P?ﬂHE’J&ﬂ%MTﬂEE- LX&E?HHL“‘%MT@E-HTE_LE’JE
] Route 53 EfEIREME , HEEHEEWNMER, MRHL ZE 2 DNS tn B =/ |, BIg st
EHBEEFPEIREEFFIRILN Route 53 DNS & ?E%’E%H&EO %ﬁ%%iﬁﬁlﬁétﬂﬂ’ﬂ
£ DiscoverInstances®l DiscoverInstancesRevisionMUHNER, HEEDS (M T
HY{Ef] DiscoverInstancesH DiscoverInstancesRevision™MMNER,

[
HABEZHERST ASERSREN NS ZHEEE, E Aot zZBrHEAEEMNSTEERS
.ﬁ)\ﬁﬂﬂup% CRIRENERENTER, NMREEEEH ZEPEMRY , AERE M

FAHTERRETASERBEENEEENTER, ZZEI%:’@EE%E#(H%% ZEFELRS , RIE
BHHEMNE MR TERRESTASERBEENESEHTER,

HRANE 60
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AWS Cloud Map BR#%

AWS Cloud Map BR#% R EMRBHTERAHN , EhaSRE RBEBEMN DNS EE , mREH
HFE. B LEREEFRERE KB RBHHTERNEFERE AR EFERETENE

Ho BRBEAURKRBARKN T, S, BAUAEERRARANRNEREY RE , X/EERE
RENEFREY R,

R A EEERRE —LLERBERESKXEAETINER , ELHHTAREREER. ERNLER
{# /8 DNS Z# 5 API AWS Cloud Map DiscoverInstancesBIfETER , BURRIEREMB RN A
Ko BAILMERA AWS Cloud Map 2 AR EREEATEEIRR.

B LUEA UpdateServiceAttributes APl , ElREEHR G BITHRERIEEAB M. BTLR
EREEY , UBREHTEERSRBM K YENELEBY K MATEHHTEEBHETEMAEE,
BU L ERBEBREEABHENEASIEERRR TIIEER :

- EHEXFEHEAERRENRHEE,
« APLREFMZZN ERBRFRBRERE,

MEFFMEN , 5528 AWS Cloud Map APl 22 H UpdateServiceAttributes,

THIERERA RBAVEFEMREREN DNS R , S IEREM, FIH, EFMMMERRHEAIE R,

FE

- AWS Cloud Map IR E/EARREMR EHHRE

« AWS Cloud Map Bg#& DNS #H#E

- BERRERXTHEIL AWS Cloud Map R
« B AWS Cloud Map BR#

« BIHGmBEZREFH AWS Cloud Map BRFE

« MIBR AWS Cloud Map BR#

AWS Cloud Map R E/EiREERERRE

BAERERERBRHE RBATREERSST ERERE. WREEREEMAEARREEFRER
E, ERVTERNEFERESM , REFSXAEZHRBANITEE. EEREEFRERER
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AWS Cloud Map HBEABER

FEEXE AWS Cloud Map EEIEEREREFHNER, B LAEA DiscoverInstances APIHY
HealthStatus 28 , KIEFEREERER , WIS EERETENEREE, BHALIER
GetInstancesHealthStatus API JREEEV4E E BRASH 1T (E B8 HY B VEARRE,

I&EILATEZR ST AWS Cloud Map ARFGEFERE Route 53 iEEREMEBESR BTN E = HEERERE,
Route 53 iB{EiREwE

MR IBIETE Amazon Route 53 BEMREMEMNRE , ELTMHTEEE AWS Cloud Map #31
Route 53 E{EiREEME |, WEBUE M3 1T E R EREERERE,

HMRAE DNS R 2=l , S EERERERTMBITERE AWS Cloud Map 23 # Route 53 &2
833 AWS Cloud Map E3Bf, WMREERIEH DNS HHEFEFISE AR AAAAGCEEER | & AWS
Cloud Map 2 £/ IPv4 it RigEEFREEMRBHEEREBRE, R IPv4 it iEE R H AR R
R , Route 53 E#§ ARl AAMMAEEHZ R AR TR, MREEIRBEH DNS tHREFRIEECNAMEEE 858
7 BIESEERE Route 53 BERERE,

HREER AP FRIURIRRSTEEMN G BRZE , AWS Cloud Map €217 Route 53 iBERERE,

i , 8B AWS Cloud Map EEEEAREMETE BB DNS Bk, ZEYEEERERERSR
¥, A LAEA Route 53 £ A5 £ H Amazon CloudWatch 52 E B3, WMZEMFF Route 53 A

MEEME , 5828 (Amazon Route 53 & ASER) PHEEERERELRGEEGEHN, MFE

{# /8 CloudWatch KIZ¥MEF , 5528 (Amazon CloudWatch APl &%) ®#y PutMetricAlarm,

® Note

o BEEREFSE DNS p B =R E N M RFEERE Amazon Route 53 E{ERERE,

. SEEERERE M Route 53 EARERERENEE 30 B AWS B SEEREREHE
REEEHE, CHRETINERMORENE —EEREREHER. BR  EfERE
RERXTERLEHE. it ARSEI—DREDR , ETREY X EL LEEERE
RENER. NBEEREREERNEE  F2H Bl

0% Route 53 EAERERERAWEH , HSM Route 53 EfH.
HEEFIRERE

RIE AWS Cloud Map # FREAEEMBATREEEER BT EFRERE , AIXAERASE=FEF
REREREARTMEERVEFERE, EUTHERT BITEFREREREM !
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- BEEMEM Route 53 EEIREME , RAERELEBRBERER, A, RERENAITERL
R Amazon VPC H, SR SMER LETERN BFNEFRRERE, T8 , EREFRERELER
B, SEERERER UL ARHTERURMERMN VPC #,

- THERUAME  BELERES HEEREREER,

BEREABEFEMRRBRER , AWS Cloud Map TEEEREEEERNEERE, MRttt , =4
EERERERESREERNEERE  UEREERGENERRESN. A%, ZNEARIESE
BREE RN UpdateInstanceCustomHealthStatusiEk AWS Cloud Map. 0R¥)IAEEXAR
REA UNHEALTHY , B8 30 ®UpdatelnstanceCustomHealthStatusRiRE B —EEXMES
HEALTHY , BIFEREREFIRETE, & AWS Cloud Map FLERERBAEZER.

AWS Cloud Map BR#% DNS #H48

ERESE DNS EHHTERBRENGBZEEPEILREEF , € AWS Cloud Map 237 Route 53
DNS 2%, BABIBEMRERZE AWS Cloud Map 237 2 FiE Route 53 DNS i28&HY Route 53 BEHIX
A DNS iosgEn,

B FH BRUR

& BUR &R E Route 53 A{AIEIFE AR RIS HNITEREIRRA DNS Efl. EAVEHER & EEAB S
3, AWS Cloud Map 1T,

hOfERE B

Route 53 S/t & AR RBEMNBITEES , (& —EFEHZERR AWS Cloud Map AWS Cloud
Map BRIESTERERBERANE, AALENEERER , Rt EEEIRESHELNREKA S
EMEITERE.

plan , RERRE TS —E A CEMEERERENERE , MEERREEM 10 @EHTE
8. Route 53 £ A HEMFMRE RFH BT EEE HREMZER BT ERE IP it CIFE DNS £, MR
RBEREFNHITER , Route 53 ZEIFE DNS £/ , MFEAAEATEREBMEEEF -

MARERBEHEEMRERE , Route 53 ERFMEHATERBEERRRY , WEEEF —EFE
HENHTEENEEE.

MEFMESR , F2H (Amazon Route 53 REABER) FHMNERH.

DNS #H&E 63


https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateInstanceCustomHealthStatus.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateInstanceCustomHealthStatus.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html#routing-policy-weighted

AWS Cloud Map HBEABER

ZERZEKRE

MREERBRBHEERERE  BEERERENERRY , Route 53 BEE&KZ/\EHTEE
HYIE A {E

Flan  BERREETE— @ A BHEFNEERERENHE, SERAILLREESE 10 @EEITE
#8. Route 53 LA IP it B fE DNS & , HZ/\EEFERERFNSTEE. WRLHRN\ESITE
B8 F ¥iE/F , Route 53 EAFE EFEEEHITEEMN IP it 3R E FEEE DNS &£,

MAERBBHEERERE , Route 53 ERFAMEHTERBEERERTY , XEEOKS/\EH
1TEREE,

WMEFMEDR |, 5528 (Amazon Route 53 IR ASIER) PN ZEEZKH,

Hat 3Rt

Route 53 DNS FR& BB &R E Route 53 ERIWEFE , LB EANREHITEEIRRAN DNS &£,
BRI IS ERY R[] DNS feéx 2 |, LUK Route 53 B EI LAEIEEHNAHEE , WTATR.

A

MREIETEHEA | Route 53 LA IPv4 A EEIERAY IP bt |, Hl30 192.0.2.44,
AAAA

MREEEMIERE  Route 53 2L IPv6 N ERERA IP st |, 4/20 2001 : 0db8 : 85a3 :
0000 : 0000 : abcd : 0001 : 2345,

CNAME

MREEEWER | Route 53 EERERNMHEZE ( Hl0 www.example.com),

@® Note
. BERTE CNAME DNS 524% | BISE MR A ABER,
EXTE CNAME DNS R8s | 8L 5% E Route 53 BEMRERE,

SRV
MBAIEEUSER | Route 53 BMEISRVEZSME. SRV REMEREANTE -

priority weight port service-hostname

mEmE 64


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html#routing-policy-multivalue

AWS Cloud Map HBEABER

ZRT5IRIE :

- priority M weight E#:ZA 1 BEZELEE,

- YR port , BEEEMBITEEE , AWS Cloud Map €A EAEEE
(AWS_INSTANCE_PORT) {5/ {E.,

 service-hostname HEAL TEMNRE :
- FBEZMBITERRARBEHITER ID (InstancelD) EEMNE
- RBHER
- MBEENEE
filn | BRERESESMRHTERESAREEABTER ID. RENEBARE K mEZEANER
# example.com, AWS Cloud Map &# T 5I{E{ERiG SRV B8+ M service-hostname B
%

test.backend.example.com

® Note

MRS ETERIEE IPv4 ik, IPv6 it siM&ERIE , AWS Cloud Map € B &
BB SRV iC8EF ERBM A F/= AAAA service-hostname i28%.

BT LAER T FIA S RIS E SR

- A
- AAAA

. A (A) Fl AAAA (AAAA)
- CNAME

- SRV (SRV)

MREBIEE A (A) F AAAA (AAAA) iLsxBEE | S IEFMBTERFIEE IPv4 IP ik, IPv6 IP b
W E .

AERRER THEIL AWS Cloud Map BRI

BUGBZ[R , BUNERY BBERAREARANFRES , WRERBERR. flm , BUNAE
ARAPRENRONEREM R,

BIRH 65



AWS Cloud Map HBEABER

® Note

LB ZETH DNS EHFERNRE  HEBERXKNEME ( Hla EXAMPLE £
)., ERERBSEBELRFESHEEMN DNS £, MREFEREM AP RIUEFEIHN®
Z2=W , AR EBERRFIMEN RE.

EREBTHLSE  £H8 AWS EE X8 A AWS CLIFIEA® Python 9 SDK 23 fR#%
AWS BB Iims
1. BEAAWS BEEXEA |, WX https : //https://console.aws.amazon.com/cloudmap/ BIRL AWS
Cloud Map £ A&,
EEEEKST | 82 Namespaces (TR ZEM),
£ Namespaces (B ZM[E) EH , BELEZMEREN G EZHE
ERBRTME  #rappEE L | BERIRK.

HYEREER  MARREERALRERGEMzEHTERNEE, HLEARRER APl B
DNS & F# AWS Cloud Map BRIEH 1TEE,

o > b

(® Note
MRIGEEEFTMETEEE AWS Cloud Map 23 SRV 28 , MESFERNREE
EHEM SRV X (i HAProxy) , ERREEBIEETHIEE :
- LUK#R () REEHET , Bl _exampleservice,
« Ll ._protocol #RER , Hla _tcp,

ERMBITEREE , & AWS Cloud Map 23 SRV fo#% , WiEBRERKEZBMNSD
ZEEEBRIERERE ,

_exampleservice._tcp.example.com

6. (EA) SHRBHER , WARBAVELR. 7L ER A YRS 8RR & N6 R
HMEFAEARR L.

7. MRGBEZEEZE DNS £ , AERBRZEET , EAUERBEBRFETRREME, RIE
JURT API FFALA] DNS &£ , SR t7F AP FRILZRER R AR S R Y BT (ERE
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http://www.haproxy.org/
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@® Note
MREEE API HIY | AWS Cloud Map A 2EZFMBTEREFEIL SRV f2#k.

WREEIZE API F DNS |, KR T 5P ERERE DNS fidk. &R LARTE B ER DNS i,

1. HABBBE , BAEMBTEREZEI AWS Cloud Map B9 DNS 524%i2H Amazon Route
53 BHEK., BUUENERANSERERAZEETRE. NEFHEEHR , F2HEK
HBUR,.

® Note

IRIESEME R 184 RERE AWS Cloud Map 1E5E#11T{E B EF 2 3 Route 53 BIA
ik, MRMEEE AWS Cloud Map AR EEET A X EEMEITERR A Elastic
Load Balancing 8 & #3852 I 5l & sk , FFEERABERMMERR.

2. $HHECEREE | JBIERE Route 53 {F O HFLEIE B LAEI & DNS EF#RY DNS LA AWS
Cloud Mapo ZZD n$$ﬁ§ﬁﬂ nﬁ/ Eﬂnﬂﬁi*ﬁ*”

3.HNTTL , EEBEUERRBEERNFERRE (TTL) E , UV R/EN, TIL ESEENE
&5 — 18 DNS EFEIXE Amazon Route 53 LAEUS E#TERER , /BT DNS SEiE=R
HY i RE SR E AR R
8. HEHFEREMEMERET  stHEFERERERER  EFEARBREATERNEFERERESR
B, SUNEEFRETMEFERERE , B AT EEREE Route 53 EFREMER
AEEFERERE, MEFMENR , F2HEAWS Cloud Map FRIEEMREREHE,

® Note
Route 53 iE/EiRREME R aESH ¥ .0 F DNS th B =B PR IRIGHEITERE

IR IEEIZE Route 53 BERERE , BRMETHEHR.

1. BRKMERE , BRENMA 1310 2ENEFE , LEERBATEE L BB BN KK T RE
8T HE/EARRERESE Route 53 BIERERERH,

2. StEIEEREREBABE , EE Route 53 i AR BERBHITEREERREN ST E,
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3. MMRBIRIE HTTP R HTTPS EEMREREBAHE , HREERERERE , FHiRH
% £ Amazon Route 53 EHTEEREBRERF RV, BREAUREME , flm
% /docs/route53-health-check.html, EEREERERTFE  SENES
2xx 2 3xx N HTTP REEWE, BT EEHFTERSBE , 0 /welcome.html?
language=jp&login=y, AWS Cloud Map X2 A& HBF G ERRE (/) £t

%% Route 53 :BYEREEREMFFMER , 5528 (Amazon Route 53 B ASER) T
Amazon Route 53 2017} ENnE{EREME A EE. Amazon Route 53

9. (EA) EEEBT , BIEWMEER , ?’Sfé?ﬁi?&%lﬁ*ﬂﬁﬂzgnﬂup% P, BAIEE—E
1.?% J’)\%ﬁiﬁ:t/u\ﬂlj Fﬂo *Eﬁ—.rﬁ%fé}ﬂ AWS ﬁlﬁ ﬁ J’/{{EEF?i&Mﬁﬁl N O zlu
FEHMER , BESWIEELEN AWS Cloud Map B,

10. 1##Z Create service (B R7%).

AWS CLI

« fEM create-servicem P EBIYRE, ##ERRAEECHE,

aws servicediscovery create-service \

--name service-name \

--namespace-id ns-xxxxxxxxxxx \

--dns-config "Namespaceld=ns-
Xxxxxxxxxx,RoutingPolicy=MULTIVALUE,DnsRecords=[{Type=A,TTL=60}]1"

B
{
"Service": {
"Id": "STIV-XXXXXXXXXXX",
"Arn": "arn:aws:servicediscovery:us-west-2:123456789012:service/srv-
XXXXXXXXXXX",
"Name": "service-name",
"NamespaceId": "Ns-XXXXXXXXXXX'",
"DnsConfig": {
"NamespaceId": "Ns-XXXXXXXXXXX'",

"RoutingPolicy": "MULTIVALUE",
"DnsRecords": [

{
IlTypell: IIAII’
"TTL": 60

BIRH 68
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AWS Cloud Map

MR ASIES
}
]
},
"CreateDate": 1587081768.334,
"CreatorRequestId": "567c1193-6b00-4308-bd57-ad38a8822d25"
}
}
AWS SDK for Python (Boto3)
MRE W KRBoto3ZE |, BRI LIBoto3EIEEKRFILHE, REMMEA WIET.
1. EABoto3¥f#ff servicediscoveryB &M RS,
import boto3
client = boto3.client('servicediscovery')
2. A BB create_service(). ###ERRAELECWE, WEFHEF , F28
create_service,
response = client.create_service(
DnsConfig={
'DnsRecords': [
{
'TTL': 60,
lTypel : IAI ,
1,
1)
'NamespaceId': 'ns-xxxxxxxxxxx',
'RoutingPolicy': 'MULTIVALUE',
1,
Name='service-name',
Namespaceld="'ns-xxxxxxxxxxx',
)
[0 FE iy L 6 451)
{
'Service': {
'"Arn': 'arn:aws:servicediscovery:us-west-2:123456789012:service/sIv-
XXXXXXXXXXX ",
EVR®
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/servicediscovery/client/create_service.html
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'CreateDate': 1587081768.334,
'DnsConfig': {
'DnsRecords': [
{
'TTL': 60,
'Type': 'A’',
},
1,
'NamespaceIld': 'NS-XXXXXXXXXXX',
'RoutingPolicy': 'MULTIVALUE',
},

"Id': 'SIV-XXXXXXXXXXX',
'Name': 'service-name',
"NamespaceId': 'ns-XXXXXXXXXXX',

}I

'ResponseMetadata’: {

iy

®RELT R

BURB R BULKEARRXEREMABRKHNITER HbaesRARANASKERNERE
o MFEEM AWS Cloud Map IRZHATEEBNFEEF , FS6R KEREMS AWS Cloud Map A
BT ERE

BHAIUEREIREZR , BnHEE, AP RENEABREEETPEEREEARKEEBMT. NFEH
HMEF , 528 ( AWS Cloud Map APl 2#UpdateServiceAttributes) H A ServiceAttributes
b1

B3 AWS Cloud Map R

BIZRBHERE , BUUEHRHEER,. Route 53 EREREXKEE , UK DNS #MEXNF R
B (TTL). BEEHMKRE BT TIERF.

® Note
IR HTTP #n & 2= B AH BB IR 3R E
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https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateServiceAttributes.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ServiceAttributes.html

AWS Cloud Map HBEABER

AWS EXE R A

1. BAAWS EEE#A |, W https : //https://console.aws.amazon.com/cloudmap/ BIEK AWS
Cloud Map £ &,

HEEBEEKS |, BF Namespaces (R ZEM).

EwmEZEZEEEL  EEEVERENTEEA,

EmBEE  sarpsEEL | BREAERENRE  ARZEREFAEA.
HERT  #e##EE L | BIERE.

o M DN

(® Note

BEEFERREBIRE THERERFREE AT TERRERE APl FI 2 REHE, T
1B , A LATE Service : Service-name BEE FHEHBRER.

6. EMERBEEMNBRFHEART , BRI EREALRENRBEHEL , FEHAELR, Bt
A LA IR E A E A DNS BTRENA TTL.

7. TEDNSHRET €A TTL, BULUIEEEFNEER , URBEN , REBTERNESS —E
DNS &##HiAZE Amazon Route 53 LUEVSEFEREZ BT , LACEHY DNS AT REVE A
EI‘JH:TI:J'FEﬁEEO

8. MRIEEFRE Route 53 EfFiREeE K BRAKERE , BAULIEENR 1 F 10 2EHFH
7, LERRBEATERLAEBH LN SR EHEHERENER Route 53 EfERERE
HE.

9. EEENRK.

AWS CLI

« £ update-servicem T EFNRE (EALECHNERRKLE ) .

aws servicediscovery update-sexrvice \

--id srv-xxxxxxxxxxx \

--service "Description=new
description,DnsConfig={DnsRecoxrds=[{Type=A,TTL=60}]}"

L7 i

"OperationId": "13pfx7f4ynndrbj3cfq5fm2qy2z37bms-5m6iaoty"

EH -


https://console.aws.amazon.com/cloudmap/
https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/update-service.html

AWS Cloud Map

FMBABER

}

AWS SDK for Python (Boto3)

1. WMREMERBoto3R#E |, B LABoto3EEEREIRE, REMER W R,
2. [EABoto3fEf servicediscovery A& R,

import boto3
client = boto3.client('servicediscovery')

3. /A E#HRIE update_service() (FALECHERNRA4E ) o

response = client.update_service(
Id="Srv-xxxxxxxxxxx"',
Service={
'DnsConfig': {
'DnsRecords': [

{
'TTL': 300,
lTypel: IAI’
1,
1,
1,
'Description': "new description",
}
)
(0] fFE i H &5 1
{
"OperationId": "13pfx7f4ynndrbj3cfq5fm2qy2z37bms-5m6iaoty"
}

HIHar & =R AWS Cloud Map AR

EERBECESRZHAPEYNREBE  FRTUTER.

Bl i an 5 22 R P 9 BR 38
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#installation
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AWS EExinA
1. BAAWS EEE#A |, W https : //https://console.aws.amazon.com/cloudmap/ BIEK AWS
Cloud Map £ &,
2. TEEEBEBEIKD , i#1Z Namespaces (TR ZE™).

3. BREESLEIHBRBNGEZHEEEERE, EUMNERB TREMAERBNEE K LEE
SWUTBMARBEBHE D, USERBERY. STUERAETERVRER AWS IkF BT
ARFEHY | 3 fE A EIRBER B R R B IR RY 1RF

@® Note
MEBETEHEHAGEEME , EREEETH AWS IRF ID 2B MHLA®
BHIRFE, MRGEZEENAERELRE , B BX THWIRF ID JREEEREEETH
ID AR, ¥RF IDs ATREERERMIRS ID R, MEXATREZMNFMER  FSH
£ A AWS Cloud Map & & Z2f,

AWS CLI

£/ list-services@HHIHR®E, TIHRTEEAREEM ID MAERKRSE , JHeS
ZEPNE R, S42ERRSEBSHE.

aws servicediscovery list-services --filters
Name=NAMESPACE_ID,Values=ns-1234567890abcdef,Condition=EQ

AWS SDK for Python (Boto3)
1. MREMRBoto3RE , B LBoto3EERKIIRE, REMEA HWIET.

2. [EABoto3fEf servicediscovery A& R,

import boto3
client = boto3.client('servicediscovery')

3. FH JIHRE1ist_services().

response = client.list_services()
# If you want to see the response
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https://console.aws.amazon.com/cloudmap/
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print(response)

(o] FE & HH €845

'Services': [

{

'"Arn': 'arn:aws:servicediscovery:us-west-2:123456789012:service/sIv-

XXXXXXXXXXXXXXXX ",
'CreateDate': 1587081768.334,
'DnsConfig': {
'DnsRecords': [
{
'TTL': 60,
'Type': 'A',
},
1)
'RoutingPolicy': 'MULTIVALUE',
b
"Id': 'STV-XXXXXXXXXXXXXXXX',
'Name': 'myservice',
},
1)
'ResponseMetadata': {

. 7’

},

M AWS Cloud Map BR#&

FE A LAMIBRAR#S BT |, R EBUHREMMER RS MO EREANITER. WFEFMER

s AWS Cloud Map BRI 1TE R,

HUHREMGEA RBEMOABEAITERR , BT T 5EFRMERRR.

AWS EEFEA

s
W%

B EUH

1. BAAWS EEX#A |, I https : //https://console.aws.amazon.com/cloudmap/ BIEL AWS

Cloud Map F# &,
2. TEEEBEBEKD , iB1ZE Namespaces (i A ZE ™).

IR AR 35
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FMBABER

3. REGSLEMBRRBNGEZERR,

4. HEGBZM : Namespace-name HHE L | BEEMR < RISH BIE,
5. B MIBR .
6. FEREEMRZRE.

AWS CLI

- fEf delete-servicemTMREREE (FEARAZESHWERRAE )

aws servicediscovery delete-sexvice --id srv-xxxxxx

AWS SDK for Python (Boto3)

1. MRERHKBoto3R# | B A LIBoto3EEEKIILHE, REMEA NER.
2. EABoto3¥ffH servicediscovery# A &M R,

import boto3
client = boto3.client('servicediscovery')

3. M MBERERIE delete_service() (FALECHERNRA4E ) o

response = client.delete_service(
Id="srv-xxxxxx"',

)
# If you want to see the response
print(response)

(Bl FE & ) #5451

'ResponseMetadata': {

. 7’

+,

IR AR 35
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AWS Cloud Map BR#&#1T{E &

RESTEESI SIS REAERNER (B2 web [RES) WEBENR. IMBTEEZR , £9
LAfE A DNS &5 3 AWS Cloud Map Discoverlnstances AP| BIfER S #1TEE, SR LGN ER
SIEETRRRTHIIER

« Amazon EC2 #i{T{E %

« Amazon DynamoDB & #l&

« Amazon S3 f#1FETEE

« Amazon Simple Queue Service (Amazon SQS) 175

- ERE1E APIs Amazon AP| Gateway

B AR E RS TERAYBIEE |, A S ik ] SUE A E LB 1R EFE AWS Cloud Map BRI EIR.
g , FARKANERESEBEME (BR2 BETA =X PROD) WEIR. &7 LU A BHEETIRA
e,

THRFRBIMITEEARXTNEREIMARBATERE, BRERBEPEEMONTERSE. RE
BEHTERBSE , URBUEFMETER,

£

- BERFEMA AWS Cloud Map FRIEH1TE R

5 AWS Cloud Map BR#&#1T1EEE

« BE¥ AWS Cloud Map BRI #1TEEE

- HUHEEM AWS Cloud Map BR#& % 171 28

1% &R A AWS Cloud Map BR#% % 17 {E £

B LA E AR EREEMA AWS Cloud Map BRI FEIEIITEEE, Fln , BRERECELusersitit
EEFHEERNMERAERNERTIL WK, AR, BUUGMAREEAEERREALRE
F#E1T{EBE A DynamoDB &Rl &K,

(® Note
THIThEERBA A AWS Cloud Map E£#4A :

HEMREAITERE 76
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AWS Cloud Map HBEABER

- BEREAERAEMERBEHTERE , BEEZE I RERHE Elastic Load Balancing

(ELB) & # FH#ESM BB icsk, EMBITEER , BHABETE AWS_ALIAS_DNS_NAME B
M, MEFMER , 526 ( AWS Cloud Map APl 2 ) ®#§ Registerlnstance,

- MREERVE BITERRERENRBIMATER  BEERBFTEFRER

EIREVHBARE, BIIEERERENVHEEERETARZR Healthy (B1f). IRE
FHEUEEMEMER Unhealthy (FR) , BUBARFHNAREMABTEEBLETE
AWS_INIT_HEALTH_STATUS B, mMEFHMEF , 5528 AWS Cloud Map APl 2EH1y
Registerlnstance,

FEEREFEMATER  FERTIIR,

AWS EE R A

1.

8.

BEAAWS EEEEE | W https : //https://console.aws.amazon.com/cloudmap/ BAEX AWS
Cloud Map £ &,

HEEBEEKS |, BF Namespaces (8B ZEM).
f£ Namespaces (F & Z=H) BEHEY , RESSLEARATMREHTEEE RN REN G

?Faﬂo
EmBRTER . #eppp#EEREL | BEEEFERANRE.
ER : #p##EE L | BEFMREHITEE.

EEMBRERTERERL  BEFTERER, REGRTEHTERKREMALE , EALLE
BAERE IP it ERIEE IP ik, Amazon EC2 #1T1E % ID KE MBI EA.

(® Note
IR BEME HTTP B = iR E EC2 1T,

g RIS ITERR ID , RASEMRIEH1T(EREARBABIAY BT

® Note

MREBEEHREVATER  FRURCEEHF ATEBEEBNELT. R
% , FRARESBRRENELEMHMTMAITER,

RIFEERENBTEEBEE , ST TSR,
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AWS Cloud Map

FMBABER

/A Important
ELEERTBER  EEESRPERAWS_FE (FTEDZKRIE )

ITEREE SR

|P {311k a. EEEBMT , ¢ IPv4
bR IPv4 Hbhk | 20
RENGE , ZHEARERX
A LA 77 B B b AR 5 3 17 1
BN ER,

b. ¥ IPv6 it |, FEiR M
IPv6 IP tthiit , Z1REH
i, EWEARXTLUE
B B2 bt AR 7% 30 1T 1B BB A S
BN &R

c. SHHIEIEE  IEEEAR
XN BT ENETERE
£ IFEE I R A S
TERHEBEBNER,
EREEE SRV o=
Amazon Route 53 &R
EREk  FEEEE,

d. (EA) E8:IBMT ,
EEEEERERE R
IR ESE,

HEMREAITERE
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FMBABER

HITEEEE

EC2 #1T{E#E

A5 —EERB &

SR
. ¥ EC2 #1T1ERE ID ,

BEEZEMA AWS
Cloud Map R #11T{E 78
#) Amazon EC2 #117{&
B D,

. (BR) EEFTBMET,

EEERRERE AR
RV TSR E S

 EREBMT , MERK

#H#8aE CNAME DNS
icsk , BEEE CNAME
WAHL. &% CNAME
EE&%HE Route 53
BEomREEE , U
[E1 € DNS &3 ( fi40
example.com ).

. EBRTEBMET , REIP

et =} Amazon EC2
1T{E% ID WERIEEF
ARBIER , MAREY
o Bl | BAILUEER B
K& function , HiE
it Lambda BBV & TEM
A8 , LAFEM Lambda B
B, BBOUEERE 1
&8 , nameMREH A
REXERIHTERER
R

9. i#IZE Register service instance (GEMRIEHAITIEE).

AWS CLI

M}

832X RegisterInstancefERE :

HEMREAITERE
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FMBABER

- HREE BENRB T ERNSME DNS fékServiceld , iHEEEED

MEEREFELHERN.

- MRRHEE HealthCheckConfig , AIERBEEREREHEFHREREIE

&,

« EEFRERE S R ERM A S E A RSB

£/ register-instancem HaREMBEEHTER (FRELESHWERRA4E ) .

aws servicediscovery register-instance \
--service-id srv-xxxxxxxxx \
--instance-id myservice-xx \
--attributes=AWS_INSTANCE_IPV4=172.2.1.3,AWS_INSTANCE_PORT=808

AWS SDK for Python (Boto3)

1. WMEREEHKBoto3Z# | B LIBoto3EEE KT LHE, REMEA W R
2. [EABoto3iffEf servicediscovery# A& R,

import boto3
client = boto3.client('servicediscovery')

3. Eff{ERRegisterInstanceiEREF :

HRAEE EENRB T ERMNSME DNS LfkServiceld , EHFEEEE M
MEERHFELHERN.

MRRH B E HealthCheckConfig , HIERBEFEREREHEBPNRERILE

&,

FMEMEREREE S B S EH A R EHAYFC KRR,

M SEMARFEHITIEEE register_instance() ( FAZECHWERR##E ) o

response = client.register_instance(
Attributes={
'"AWS_INSTANCE_IPV4': '172.2.1.3"',
'AWS_INSTANCE_PORT': '808',
b

72 [ 4 A B

YEAR e

Z= e FE ER Bk

YEAR e

HEMREAITERE

80


https://docs.aws.amazon.com/cli/latest/reference/servicediscovery/register-instance.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#installation
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Instanceld="myservice-xx',
Serviceld="'srv-xxxxxxxxx',

)

# If you want to see the response
print(response)

[E] FE & HH €845

'OperationId': '4yejorelbukcjzpnr6tlmrghsjwpngf4-k95yg2u7',
'ResponseMetadata’: {

. 4

}I

5l AWS Cloud Map BRIG 1T E8&

EERGAFEARBEEMOBRBHTERSE , FRHTUATER.
AWS EEXinhA
1. BAAWS EEXZA WM https : //https://console.aws.amazon.com/cloudmap/ #J
AWS Cloud Map F# A&,
2. HEEEHEKF , #E Namespaces (58 Z=H),
3. ERCsAEIHBEEHTERBZEREENGEZEER.

4. BELARBYBRBATERNEREEE. CSERBITERTEINTERBE, S
HESWUT@AZNTER D, UIHSEHNITER. Created by MU EHR AWS 1RF &
1T EIEE R 1D,

® Note
MRFITELRIMPDEZEARAADEZER , AlH BIYTH AWS 1R ID AR~
KRS ID TR, MFEXAWEZENFEES , FS8 HH AWS Cloud Map @&z
.
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AWS Cloud Map HBEABER

AWS CLI

- M list-instancesm B HBRBEHTER (EREESHWERR H#E)

aws servicediscovery list-instances --service-id srv-xxxxxxxxx

AWS SDK for Python (Boto3)

1. WMREEKRBoto3RHE , B LBoto3EEEKEIRE., RENEA WIET.
2. [EABoto3fEf servicediscovery A& R,

import boto3
client = boto3.client('servicediscovery')

3. /A BIHEBRIEHITEE 1ist_instances() (EFREECHERRL#E) .

response = client.list_instances(
ServiceId="'SIV-XXXXXXXXX",

)
# If you want to see the response
print(response)
(20 FE iy ) 3 451
{
'Instances': [
{

'Attributes': {
"AWS_INSTANCE_IPV4': '172.2.1.3',
'AWS_INSTANCE_PORT': '808',

},

"Id': TI-XXXXXXXXXXXXXXXXX',

},
1,
'ResponseMetadata': {
},
}
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E ¥t AWS Cloud Map BR# 3017 E 88

BUURIBEEEHRPLEE , BB TIHIMELSXNEFRBBEAITEE :

- EHEME IREVEEFHEMBHEATERSSRBEUTEREENEME , 2FaTEYE , A

FRENEMBHATEREEREEREE, FERE FPHLTREERZMS AWS Cloud Map Ak
BHATEE , ABRFHATER D EERARBATERNZITER D,

HEF , WU LAMERA RegisterInstance APl, A LAER F Instanceld Serviceld 28IEE
BEHTEEBMERLE D, YEHIEEHME,

- EEHRBFIEBM MRECREEFRBATEENETENE  RTAZTEENEIMATHEE, ETLUE

EXELE. F2R EMRBEHTEEN BB,

EMRBEHATERN BTN
QEBH BB AT ERN SITH Y

1.

o

N o o &

BEAAWS EEEHEA |, W https : //https://console.aws.amazon.com/cloudmap/ BIEK AWS
Cloud Map £ A&,

HEEEEES |, 1#1F Namespaces (R ZEM).

£ Namespaces (B ZE) EEY , BEECSZRAEAREMBRBEHTERE 2 REN AR
FEﬁo

SB[ : namespace-name HE L | BIZ & REEM RS TEEMN IR,
£ Service: service-name (R¥ : service-name) HEWH , BIELEEFHNRESTEESZRE,
7 Custom attributes (BT B %) B , iEIE Edit (fREE).

£ Edit service instance: instance-name (¥REERMEEAITERE : instance-name) HE L , #7118,
BRIAEMETEME, BAUERRERREBENRSIENE,

212 Update service instance (EFIRIEHAITEE),

BUHEEM AWS Cloud Map BR#&#11T{E 88

FE O] DA BRBR A B, S84 R BUH RE M A B2 AR 75 52 T A9 R B AR IS 1T (@I B8 o

HZECHAEMBEATER , FRATUATER,
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https://docs.aws.amazon.com/cloud-map/latest/api/API_RegisterInstance.html
https://console.aws.amazon.com/cloudmap/
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AWS EXE R A

1. BAAWS EEE#A |, W https : //https://console.aws.amazon.com/cloudmap/ BIEK AWS
Cloud Map X# &,
2. HEEEEIKD , BIZ Namespaces (868 2= ),
3. EERGSLERUHEMZBRBHTERN G S Z/ER,
4. TEwmHBZEM[ : Namespace-name HH L |, EEFELARTMREETERN R,
5 #ER® : ##a#EE L |, BELERUEEMORBHTER.
6. iEIZE Deregister (BUHEEM).
7. HEREAERUHEMIRBIITER.
AWS CLI

£/ deregister-instancem TEUHEMBRBEHTEE (FEHALECSWERK E ). It
WS EMBR Amazon Route 53 DNS 28 , AR BIEE#TEEE AWS Cloud Map 23 E
EEMRERE,

aws servicediscovery deregister-instance \
--service-id srv-xxxxxxxxx \
--instance-id myservice-53

AWS SDK for Python (Boto3)

MRE M KBoto3R%E |, BALIBoto3EIEEKEIRE, REMER HET.
fE ABoto3difff servicediscoveryf A& R,

import boto3
client = boto3.client('servicediscovery')

£/ BUHST MRS 11T E8 deregister-instance() (FAEECHERNR##E ). kD
S EMBR Amazon Route 53 DNS i2é& , AR BIEEHITEE AWS Cloud Map 231 By EiE
EREME,

response = client.deregister_instance(
Instanceld="myservice-53",
ServiceId="'sSrv-xXXXXXXXX"',
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# If you want to see the response
print(response)

[E] FE & ) #5451

'OperationId': '4yejorelbukcjzpnré6tlmrghsjwpngf4-k98rnaiq’,
'ResponseMetadata’: {

1 [ | 1
« e e e e g

iy

HUHREMARBE ST EE 85



AWS Cloud Map HBEABER

FHZ 24 AWS Cloud Map

WERES AWS EREELIEF. 55 AWS BF | EULSHRERFONBKES  SLEES
AREBRRS HREENERTRE.

ZE2MR AWS EEcBNARERE, AFEEEE SUERAZRRNZENERANET S

- EiRETLM - AWS B EREM AWS Cloud FR#IT AWS RIS ERERE, AWS thBERIRETTR
2FEANERKE. £ AWS ERFESF , F=FREZEETHAIRERERMNZEIN. BEETHE
AHERETE AWS Cloud Map , B2 BAWS & 5126 E A Y R 7.

- BiRNETEM - BRNEFTEICRAEER AWS W%, St/ BHEMREES  SREERNER
., BRTENERNEALZENZER,

THIS A B T A A HERA AR EEEE AWS Cloud Map, T 5IEERHAMARTE
AWS Cloud Map A& BNRLRER AR, Bbd TRIOMAEREME AWS BRI R iHE AERAR
% AWS Cloud Map &R

FE
- HY Identity and Access Management AWS Cloud Map
- WEHRERR AWS Cloud Map

- FRY5EM AWS Cloud Map
- PEREREZ S AWS Cloud Map

B Identity and Access Management AWS Cloud Map

AWS Identity and Access Management (IAM) 2 AWS fR¥ , AIHBIEEE T £ thiRH ¥ AWS BR
WEE. IAM BEESFEHRETTETERE (BA) MRE (EFHFT ) RKEH AWS Cloud Map
B, IAM RETUREFER AWS BRI 19 -

F&E

- BEHR

- EREDRE

- EABKREEFIUE

« AWS Cloud Map A £ 1AM
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/

AWS Cloud Map HBEABER
- WE DB BKREHF AWS Cloud Map

- AWS K ZEBE AWS Cloud Map

« AWS Cloud Map AP| §fa]2&#&

« ¥} AWS Cloud Map & % MFEGETHERD

BEHR
A 53X AWS Identity and Access Management (IAM) RIEZWNARMBMARE :

- BRBERE — BREAFNELENE  FROEEERFMRT (F2HE Y AWS Cloud Map 55 #
FHUET R EN)

- BBEEE — SEREEAEFIELRIEEFFAIFER (526 AWS Cloud Map #A A 1AM)

- IAM BEEE — BRBERUEEFEUES (F2H N5 20 BB AWS Cloud Map)

B D BRE
ErBREBFREAWS FHAF I BRRBEANAR. BH4AL AWS IRFEFERE. IAM EAERIBE
IAM B 5 91HTE 98RE,

B LAMER &9 R EAER , 1 AWS IAM Identity Center (IAM Identity Center), E—& A&
7 BT Google/Facebook EAER , UBEEsWEXEA. NEEBEANFHENR , F2H
(AWS & A EHEER) BB AEN AWS IRF,

HWRENRETFE , AWS 2t SDK M CLI AR IGRmZF L NBEEFR. WFEFAERA , F2H8H (AM
EREER) T API FEREIAWS 5 4 IREBEEREF

AWS tRF BRERE

EREY B AWSIRFE |, B8R/ —E& S AWS IRF theroot ERENEAGDHE , RF D ATER
HFA AWS BRIE Ml EF, BARBTEEAREAERUTEEES. AREEREAEBINE
%, 20 (AM EREER) PNEEREHERENES.

BEe D
REBRRERABERAEEABS SO RMAE , JLAWS R FHAKRBEFN

BESsREBLERE. Web SORMENFERAE , = AWS BRI £ 5 2 RIRHEFE Directory
Service FHMNEAE. BEB72RITAR K MEACERHEFEIFERE.
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks

AWS Cloud Map HBEABER

FEPLERFEUER , EEMFEH AWS IAM Identity Center, MEFMER , FSE AWS IAM
Identity Center A &£ RVt =2 IAM Identity Center ? .

IAM £ F & FEF4E

IAM £ F #& https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html2—E & 7 EHE A
FERAERANESEF TR, ERURREERIREFERAEEN IAMFHE. NFEHFAEH A F28
(AM EAEERE) PHERAEFAEFRABS I RMHEER AWS FHERBEFEN -

IAM EHEEEE IAM ERERS , FEEABEAENTITREMNER, NFRFRER , F2H
C(IAM fEREERE) FH 1AM /A &R ERA =5,

IAM A&

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIf B2 BG4 EHFTE  H
ATLVRRERER R, SO LUEBRERENRE IAM A6 ( E#84A ) HFEW AWS CLI 5 AWS API
RERRBIAR, MEFMEENR , F2E (AM E£AEER) FHNREAGHN S E,

IAM BEEARBES S0 EAEFIR. WK IAM EREFT. BRFFIEEEREEFN , URE
Amazon EC2 #1fTHERERN. MFEFHMEF , F2H (AM £RERER) hH IAM FHRIEFEIR
.

£ AR EEFEUE

FBRILUEIB R M BUR YW AG HIE RS & 5 RNEIR AWS RIZE AWS R EFER. BRERES 2 HEIRME
BABERET A, ERFAREBERE AWS | SFHMEELBK. KRZSHBEKELL JSON XH AWS BT
NFHRE P MFE—L TH JSON BERXH , F2H (IAM £REER) FHY JSON BERHIE.

EEREESEFEANK  ERERMLEERTEWLERG THREERANTEE , UEETFINHEERE,

FREAT  ERAENACKREHTT. AMEESEEY IAM BRIEEMEEAE  #EAERE
B, IAM BERERBENFTT , ERRAMER AT,

BoBEE

BoRBRRENMESD (EAE, FRAEFANAR) K JSON FFABERN A, EEBEREH & DA
HIPLEERANITHLEDE  UAREANGKRE. NFTHROMELSDEBER |, F28 (AM EREE
M) PREBEFEERRERHE] IAM 55,

BoBERRADT/ARBER (EEABRRE—52) EZERXR (ANMNESES 50N BEMLBER), NF
THNAEZERRRABRBRR 2 BMEE  F2H (AM EAEER) PREZEBREXNRBE
ZEEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html

AWS Cloud Map HBEABER
ERBBUR

ERBPBER MR ER JSON BERN 4, HHIEHE IAM B EEEBRE Amazon S3 FEFATIEE
R, EXEEREBRNEET , REEESAUERACAREZHEREERNFIER. BLAEE
FREBRPEEEE.

EREBRRURZBHEPNARBK, SEEEEREBRPERARE IAM B AWS ZEBK,
HtBeRER
AWS T RHMBREE K IREESERBREER TR :

s FURRE —RESGIBEBERTRE IAM BRBNR A, NEFHMEN , 220 (I AMEREE
ﬁ» ':FEI‘J |AM EEEHLF__]'E?‘IZEO

o PRFEIZFIBUER (SCP) — A& AWS Organizations ViR RAABEBEMNIEER AT, WMEFMER ,
=2 (AWS Organizations (A& 1ER) HHY PR &I BUEE,

- EREFHBE (RCP) — FRELIRFHERATAFIN LR, NFFMAE
Organizations A& EFE) PHEIRZEF EZE (RCP),

- THEREBER — EURRRFTARNAACEBS I s FABERIRFTEREE , USBEXNEE
HERER., MEFMER , F2 (AM EREKEE) T ITEREREE,

&IIII

, 2B (AWS

ZEBRER

EZEEENBERER IJ= Ry, EANFUSEEMMELER, SETHIMTAWS ESRSER
REHHRERBAFR , F2H (AM E£REER) FHBELERE.,

AWS Cloud Map tn{afEH IAM

FEEER 1AM EEE WFELZ B AWS Cloud Map , 585 7 R HRLE |IAM ThEE AT EE B ELEFH AWS
Cloud Map.

IAM ZhggE AWS Cloud Map X
SO BBGE =
ERBEGE &
BREE =

AWS Cloud Map aMAEA 1AM 89


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS Cloud Map HBEABER

IAM Zh&E AWS Cloud Map X% &
BRER =
BUR IR R (RBHE) =
ACL &
ABAC (BUR+H I EZHK) =
EIEFITEREE (FAS) =
REAE e
R EREAE =

i
%

\

HEESMET A AWS Cloud Map FE ftt AWS FRIFINMAIEE K Z 2 IAM ThEEHBLER |, 5526 (IAM fE
AEERE) FRE IAM AWS 2 E A RS,

H & 2 BB AWS Cloud Map
SESHBEBK . 2

BoBBERR ALK ME S (Fla0 IAM ERE,. EREHERAR) K JSON FFAIBERXHF, ELEK
RAEH S EMERG TREBEERATHERDF, NFTHUMELSDEBER , F2H (IAM
EREER) FHEBEFEEBRERHE] IAM 517,

£/ IAM 2 BEBER | B LUEERFREBNBENER , UREMERGET AFFREEBE. W
E T HRIGTE JSON BERPERMBEE |, F2H (AM E/AEER) P/ IAM JSON BEETES
EO

W & o BYEUR &5l AWS Cloud Map

= ZMm8 AWS Cloud Map &5 BBERWES , FSE W& 5 B BEEH AWS Cloud Map.

FHEREBEE AWS Cloud Map

XEEREBX &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

AWS Cloud Map HBEABER

BEREBERRH B EIRA JSON RN . EREBXNRE REHIR IAM ASEEEEN
Amazon S3 REFATRER, EXEEREBRNEETS  REEESTUEAEMARZEHHESEER
MFEER. BRMIIBERNER , BREEREEN TR TUHRRERATHEEARE[AERET
BITHEE, BLRAEEREBRIEEETE., ZXATUSERE, £HAE. A, WSS ERE
= AWS BR7.

WEMABREFIE S EEMIRFREEMBIRFS IAM EREAEREBRNER, NF
AEEA , F2R (AM EREER) 8 IAM FERIES ER7F .

(@ Note

&I LAE A AWS Resource Access Manager (AWS RAM) Ze i A AWS Cloud Map @5
£Z=E. AWSRAM RBEREREBREAZLANBEZE. WEFHER A F2ELA
AWS Cloud Map T & Z=[E,

HY BUR B E AWS Cloud Map
TERFEEE: 2

EEEWLER AWS JSON BERRIEEH T AFIAR, tWH2R , BHMEEBE M BERA T o SUE
EEREIT LB F,

JSON BURRE Action TEHRETUARARAFHIEBBRPFINEF, BHREERADERRTH
1TAABABR BN ERVRT 6

EEEE AWS Cloud Map BIMEBE |, F2H (REBRESZE) B EEMEE AWS Cloud Map.
R BR B EFE BN E 2 BT AWS Cloud Map A THIZH :

servicediscovery

BEEE-RRAXPEESEEE  FRERD R,

"Action": [
"servicediscovery:actionl",

"servicediscovery:action2"

]
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AWS Cloud Map HBEABER

EEMR AWS Cloud Map 575 B BRIV E I |, B B 5 5 B BRI AWS Cloud Map.
W EEE R AWS Cloud Map
XEHRER : B

EEEWLER AWS JSON BERRIFEEH AT UAFRAR, 2R , BHMEZBE A BERA T o UE
EEREIT LB F,

Resource JSON BUR T WIEEEERBENYH., REBEHRMEHAE Amazon Resource Name
(ARN) RIEEER. BRETXEERERFTT , FAEBAFR () KRR ERXNEBARFEER.

3
¢

"Resource": "*"

EEEE AWS Cloud Map EREE & HE ARNs |, F2H (RKEEES2E) dH EENER AWS
Cloud Map, BEE T & U ERAMLBEEESEERN ARN , 728 AWS Cloud MapEEHE)
1E,

EZE®R AWS Cloud Map 7 B BRWEF , 5FSHE 15 2 B BUEEE B AWS Cloud Map,
Y BUR R 5188 AWS Cloud Map
XERBEERRREEIR . =2

EEEWLUER AWS JSON BERRIEEH T AFRAR, tWH2R , BHMEEBE A BERA T o UE
EEREIT LB F,

Condition TEERBERNKY , EERBXNBITRE, SR ERFRTESETNREFER
N (PIUFERTIR) , REHBERPORGNFRPNE, EBZEETME AWS £EKF4ERSI8R , F2
B KIAM EREIER) PRIAWS £ERFABT R,

HEEE AWS Cloud Map RHFREIRBEE , F2H (RBERESZE) P AIRERSIE AWS
Cloud Map, HE TS ETUERRGSRNEENER , F2680 EHRE1E AWS Cloud Map.

AWS Cloud Map XE T HIRBFENRE IR , BTLARE IAM BERRREEHEE,

servicediscovery:NamespaceArn

AEAEBRIEEMHBEG A MY Amazon Resource Name (ARN) 2RER 8 ¥4 19 BF 2 154

sexrvicediscovery:NamespaceName

A BACEIB 15 E AR R h & 22 R A9 & R R EVIS YD 4 Y BRI R Ao
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html#awscloudmap-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html#awscloudmap-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html#awscloudmap-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html#awscloudmap-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html#awscloudmap-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html#awscloudmap-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html#awscloudmap-actions-as-permissions
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servicediscovery:SexrviceArn

A IR EIBIE EHEIRIEHY Amazon Resource Name (ARN) 3RER 5 4] 4 9 EF 2 i 44 o
servicediscovery:ServiceName
A B AEIB 15 TE A BA RIS HY B FB REVIS YD 14 1Y ERIZ AR 1o

servicediscovery:ServiceCreatedByAccount

EREGRM , TEREESBEEEYRBH AWS 1RF B ID REEDH.

3
¢

HERE AWS Cloud Map &7 BUBURMNEHI |, B B & 5 B R 845 AWS Cloud Map.

F# ACLs AWS Cloud Map
XEACL: &

FHUZRHBE (ACL) AT H LR (IRFXE, ERAENAR) BEFHEERNFTA. ACL BEHUR
BEREBER , BEMFER JSON BRI HEN,

ABAC #&& AWS Cloud Map
*1E ABAC (BEHIAEHE) - 2

BRFEUES] (ABAC) R —EREXRE , MBBEARRNBMRERT T, LU EREEE IAM
B AWS &R , ARRET ABAC BIEX , LEEZREANRBNSER LVERE RFHRF,

MERBERIZEFIER , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4 %58 , ZEERNFGTESD , RHEREA.

MRBHEXESEEREEN B =ERG SR DBEZBBEMS , EA Yes, IRBBEIBERLE
REEN =@ k4 iR , RIEA Partial.

M ABAC WRHART , HHH (AM EAHEE) FHEAABAC BREEH T, NEEHEHER
7 ABAC SBNHBRE , BSM (AM RAEEM) HHEAMIELEIIZH (ABAC).

B A REEAER AWS Cloud Map
TERREE 2

REEAERIERE AWS BERNESER , YELFEABMASRRACEKEETHEL, AWS BEEE
HEEEHREBEAEN K MAREARMENRESS. NEFHMAENRA K F28 (AMERERER) ¥1
IAM FH R L 2 BHETE IAM EBEEENAWS RIE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS Cloud Map HBEABER

ik R T/ER B AWS Cloud Map

TEEEFNITERR FAS): 2

EIRTFI IR (FAS) AW HWEFEAFTT AWS IR , &S AWS IR FRM@ T ERERE N
AR, WMFERL FAS BFRENBERFHRER , F2RERFMTFRER.

AWS Cloud MaptfRIE A& &
TEREAE &

REAEGRREETN AM 56  IREHTEE, IAM EEE LKL IAM RE., 18 FN M BR IR
At, MEFMEENR  F2H (AMEREERE) PHETAGLUE IR T AWS RIERE,.

/A Warning

SBEREACHIFTETREEZE AWS Cloud Map THAEH BB #EE, KRBT AWS Cloud Map 18
fitigs| , FTREMBREAR,

Y IR E£E A & AWS Cloud Map
XERBEGAR 2

BREFACGREGE N —EREAE AWS . BRBITUREAREATHENAR. RIEHERS
AESHRELN P AWS IRF |, YHREHE. IAM EEEAURE  EFERERTEEAEHN
AT A,

NMERVREERHEEACHFMER , FSEATEL IAMEENAWS . EERKRPSER
¥, A ESRBEGACHTH Yes, BERER , SIREKRBHRIERS B XM

0 & o B BER & 45| AWS Cloud Map

BIFFER , FRAENSETEMEILSIEN AWS Cloud Map ERHNER, EERTFHEAEHEMEER
RMATEVMERVRTH , IAM EE SR LZ IAM BUER,

T A fE RIS L8 JSON BRI IAM B 2R BUER |, F2H (IAM EREERE) FHE
V1AM BUR (£ 8).

\

¥

WE ERNBENEREEWFMER AWS Cloud Map , BESEEREEM ARNs KX , 552
B (IRBIRESE) Py WEIE, ERAMEMHZREIE AWS Cloud Map.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html

AWS Cloud Map LESC T
e

- BRBEE®

- £/ AWS Cloud Map £##&

« AWS Cloud Map E % & 17 B &i 5l

« AWS Cloud Map AFFEAERABSETY

- AFFEBENFEAE AWS Cloud Map &R

* AWS Cloud Map BR# %117 {E 88 25 51

« B3I AWS Cloud Map BR#%&i 4l

« B3I AWS Cloud Map #n# Z= i i i

HRREEK

BOEBREHEHERFINEBASREAINEY, FHEMER AWS Cloud Map B, ELEER
RREREHN AWSIRFELER. EREBYIRES 7 HBRE , FEE M EIRERER

- FIEER AWS SEBRRI BRI KEERTT - EERBRFIRTENCERAENTEER , B
BT R TS EREARGN AWS REBK. ©MTELN REMH AWS IRF, RAIZRLEESR
BREREARI AWS WEFZERXR , ME-FRDH . WFEZEA , F2H (AM E£REE
) T AWS ZEBURREBBEENAWS ZEBK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &
UERERERG T AIUHBEERRINEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2EH (AM EAEER) P 1AM PR BERMFF A,

« R IAM BER PR F4G 1 — S REIFEE - SO LUSHREFIEEBER |, UREIESEMERNEE.
flan | BATLURBEBEERRG , EEXEMEMA SSL BEFTER R, MREBIBE Sl FHRKEEE
AWS BRIS , &t a] LUGE A R4 3R 1% T H 7B CloudFormation, MEHMET , 28 (IAM £H
ZIEE) K IAM JSON BURTTE © 4,

M IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE BE&4E — IAM Access Analyzer B
BHBERMBBEBEE , BERELBERER IAM BUEEFES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer 12ft 100 ZEBERERVEATHES , THHERELXLBEERANBR., NEFHEE
F, F2E (AM FEREER) FHEA IAM Access Analyzer B FE BUR

- EEZEEERE (MFA) - MRENRFIEZE IAM FHESR PR ERE AWS IRF | BB MFA
UESL4M, MEETFEU AP R/ERER MFA | 318 MFA (REFHEZERNEBEE, MEHAE
A, F2E (AM EAEER) PHEE MFA WE £ APl 77HL
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html

AWS Cloud Map HBEABER

WE IAM R REEBNHERES  F28 (AM EAEER) 980 1AM 22 5E8K,

f£/H AWS Cloud Map £#4&

& ZFH AWS Cloud Map =4 , BX4AHE —ERKEFT. ELFALAAFET HMBER +
AWS Cloud Map BRI FHEF AWS 1RF. IID%ME_LH:ﬁEZIKM\ ATREBREH S 9 BBGR | B
HREARBERNER (EFREIA/E)ME | BREE WA REE,

HAEFWY AWS CLI S AWS API IR E |, BFEEARAFREETEEHT. k2 , REAFFEILAF
SHMERB T AP BIENEERTIAT,

ATHRERERAENAERNDATLUER AWS Cloud Map £#4 , 1§ AWS Cloud Map
ConsoleAccessD ReadOnly AWS SEBREZIER, WEFHMAER , 528 (AMEAEE
M) PRIFEURERE.

AWS Cloud Map 12 & ZHE &4l

HERT AWS Cloud Map EEZ AN TEFEE , FETIFAIBERPRTEHT :

JSON

"Version'":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"servicediscovery:*",
"route53:GetHostedZone",
"route53:ListHostedZonesByName",
"route53:CreateHostedZone",
"route53:DeleteHostedZone",
"route53:ChangeResourceRecordSets",
"route53:CreateHealthCheck"”,
"route53:GetHealthCheck",
"route53:DeleteHealthCheck"”,
"route53:UpdateHealthCheck",
"ec2:DescribeInstances",
"ec2:DescribeVpcs",
"ec2:DescribeRegions"

1,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS Cloud Map HBEABER

"Resource":"*"

FEFANRRENT :
servicediscovery:*

FBIRHATFTE AWS Cloud Map Bk,

route53:CreateHostedZone, route53:GetHostedZone,
route53:ListHostedZonesByName, route53:DeleteHostedZone

REEERNMER LB MFE DNS a7 & Z/EE AWS Cloud Map EEFEEEH,

route53:CreateHealthCheck, route53:GetHealthCheck, route53:DeleteHealthCheck,
route53:UpdateHealthCheck

EREE M REKREE Amazon Route 53 B{EREMER , B AWS Cloud Map EEE/EARRE
BE,

ec2:DescribeVpcs Hl ec2:DescribeRegions

# AWS Cloud Map BB EFEEET,

AWS Cloud Map A FHE A EHRRE D AT

WEH G REBUNMEIBEER , RFF IAM FREREKNEMBAEAESINAREZIERR, HWBEE
AEETEAHER H AWS CLI AWS APl LR ERET AR TR EBENFT,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",

4By SR 5 57
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"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

AFFEIFEFTE AWS Cloud Map &R

THFFAIBERERFEAEME AWS Cloud Map BRI MERFEGTA

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"servicediscovery:Get*",
"servicediscovery:List*",
"sexrvicediscovery:DiscoverInstances"
]I
"Resource":"*"
}
]
}
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AWS Cloud Map

FMBABER

AWS Cloud Map BR# %17 {E & 551

THSEBIRERFFAIBR , RTFEAEZEM, BUEEMNRRBRBEHTEEBNETA, Sid (A ID) &

EA

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid" : "AllowInstancePermissions",

"Effect": "Allow",

"Action": [
"servicediscovery:RegisterInstance",
"servicediscovery:DeregisterInstance",
"servicediscovery:DiscoverInstances",
"servicediscovery:Get*",
"servicediscovery:List*",
"route53:GetHostedZone",
"route53:ListHostedZonesByName",
"route53:ChangeResourceRecordSets",
"route53:CreateHealthCheck",
"route53:GetHealthCheck",
"route53:DeleteHealthCheck",
"route53:UpdateHealthCheck",
"ec2:DescribelInstances"

1,

"Resource": "*"

ZBRERFAMNEERBATERFTEDENGT T, MEEBFERALERFAE DNS R ZEH
A SELEMMECHEMSITEEE AWS Cloud Map 231, E#H MMIER Route 53 52 B4R B
= FIEZE Route 53 5F0], AW EBRAFETT (*) ResourceiZ FFiE AWS Cloud Map #{T{EE K ZE

R, UK BET AWS IR FHEBER Route 53 R ik MEEMRERE,

N
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3 AWS Cloud Map PR #% &35l

BT BUR L AEE IAM B 9231 AWS Cloud Map fRIEE , A BEERBMUPIEESD B Z=BEAMR
#%# Amazon Resource Name (ARN) AWS Cloud Map . ARN @& [Eig, #RF ID MagZ 2™ ID, H
REFHERBEVRE ID A , BMEREEABERAFTT. UTREMBRERNBH K.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"servicediscovery:CreateService"

1,

"Resource": [

"arn:aws:servicediscovery:us-east-1:111122223333:namespace/ns-
p32123EXAMPLE",

"arn:aws:servicediscovery:us-east-1:111122223333:sexvice/*"

1

E 3 AWS Cloud Map & Z= & & 5l
THSHTREATERERIFEERN AWS Cloud Map & 22/ -

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action": [
"sexrvicediscovery:CreateHttpNamespace",
"servicediscovery:CreatePrivateDnsNamespace",
"servicediscovery:CreatePublicDnsNamespace",

N

=1

=
]
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"route53:CreateHostedZone",
"route53:GetHostedZone",
"route53:ListHostedZonesByName",
"ec2:DescribeVpcs",
"ec2:DescribeRegions"

1,

"Resource":"*"

AWS #9 ZEBE AWS Cloud Map

AWS SEHEEH AWS AWS SERERYNEENBYBREEEAT S ARGIERMST , UER
A LABRRE T ARG EAE, FHEANAR,

FARCE , AWS REBRABFTERTFTRECARIINSFEERTT , RRELFITAHAE AWS &
FfEM. RMI2BEERRERNEARFINEFEERCER , UEE-SRDFFT,.

FEESE AWS SEBRPERNTT, R AWS B AWS SEBRPERNTT , IEHER
EHREENMBERRIAGD (ERE. BEANAG ) . EWMHN AWS R REISHHT APl R4AETTH#
BA RBERK , AWS B ABEEHN AWS ZEBR.

WMHFFHMER , F2EH AV EHERERTH AWS ZEHE,

AWS ZEBE : AWSCloudMapDiscoverlnstanceAccess

BT LA AWSCloudMapDiscoverInstanceAccess E#ET| IAM B8, 2 AWS Cloud Map
Discovery API 2B,

HEMBWBERNEH , F2H (AWS REBRSE) i

AWSCloudMapDiscoverlnstanceAccess.

AWS ZEBE : AWSCloudMapReadOnlyAccess

A LA AWSCloudMapReadOnlyAccess E#E| IAM B8, & FFE AWS Cloud Map B1ERIIEE
FEUE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCloudMapDiscoverInstanceAccess.html
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EERRNBERNETT , 528 (AWS ZEHXSZE) P AWSCloudMapReadOnlyAccess,

AWS ZE B : AWSCloudMapRegisterinstanceAccess

B LA AWSCloudMapRegisterInstanceAccess E#EE IAM B, BRFhmAZTEERE S
FEE |, YR FEMABUEEMRBEATERZT,

EERBILBERNFT , F28 (AWS ZEBRSE) Bl
AWSCloudMapRegisterinstanceAccess,

AWS ZEBUER : AWSCloudMapFullAccess

BRI LA AWSCloudMapFullAccess E#E IAM BB, 12 FTHE AWS Cloud Map Bi{E#Y SE B FEL
¥

BB R BERAYET AT

nl‘*

28 (AWS ZEHXRZE) FH AWSCloudMapFullAccess.

AWS Cloud Map AWS Z & BURHEH

W5 B IR ISR 2R IE M E LE B T AWS Cloud Map LA | AWS SERFEEHMNFMERA, MELEM
EE){RER |, 555TB3 AWS Cloud Map X#rB S iC&EM LM RSS HE,

g8y BRr Date
AWSCloudM AWS Cloud Map B E#TiELE 2023 £8 A 15 H
apDiscoverlnstance BE , LR MEHE AWS Cloud

Access. AWSCloudM Map DiscoverInstanceRe

apRegisterlnstance vision API®R{ENFEUE,

Access, AWSCloudM
apReadOnlyAccess - RE K
RHEH,

AWS Cloud Map API| §Frj & #

ERREFIRGEREMEEE IAM 32N UER (US2AERMNEBER ) &, EUUEATS
BEMASE, WEETESSME AWS Cloud Map API B , LA&"R%ZEE:'}'H‘F—H?HHEE’JEWE &)
DEBERN Action M PIEEEE, WMFEXHETE Resource MU IAM IR IEEC2EREBENGF
HEF , F2E (RERESE) 71 NEE. ERFEMZESIE AWS Cloud Map.
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCloudMapReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCloudMapRegisterInstanceAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCloudMapFullAccess.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html

AWS Cloud Map HBEABER

BRI AR LERERY IAM BERHEA AWS Cloud MapRERHEi8. MBFHMEFR , F2H (RBR
E2E) B BEAEEH AWS Cloud Map.

EERETEEE , 5BFEH servicediscovery FE#%#E AP BI{EZ R (fI

il , servicediscovery:CreatePublicDnsNamespace #ll route53:CreateHostedZone),

AWS Cloud Map B)EFTERYFF ]

CreateHttpNamespace

MEFFT (APl BE )
* servicediscovery:CreateHttpNamespace

CreatePrivateDnsNamespace

MEEFT (AP BE )

* servicediscovery:CreatePrivateDnsNamespace
* route53:CreateHostedZone

* route53:GetHostedZone

* route53:ListHostedZonesByName

* ec2:DescribeVpcs

* ec2:DescribeRegions

CreatePublicDnsNamespace

NEZFA (API BIE )

* servicediscovery:CreatePublicDnsNamespace
* route53:CreateHostedZone

» route53:GetHostedZone

« route53:ListHostedZonesByName

CreateService

FREEEFT (APl B1E) : servicediscovery:CreateService

DeleteNamespace

MEFFA (API BfE )

* servicediscovery:DeleteNamespace
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudmap.html#awscloudmap-policy-keys
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreateHttpNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePrivateDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreatePublicDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_CreateService.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeleteNamespace.html
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DeleteService

FREEFF Al (APl BiE) : servicediscovery:DeleteService

DeleteServiceAttributes

FFEEEFT (APl Bi4E) : servicediscovery:DeleteServiceAttributes

Deregisterinstance

MEEFFT (API BiE ) -

* servicediscovery:DeregisterInstance
« route53:GetHealthCheck

* route53:DeleteHealthCheck

* route53:UpdateHealthCheck

Discoverlnstances

FREEFF Al (APl B14E) : servicediscovery:DiscoverInstances

Getlnstance

FrEEEF ™ (API B11E) : servicediscovery:GetInstance

GetlnstancesHealthStatus

FrEEEF ™ (API B14E) : servicediscovery:GetInstancesHealthStatus

GetNamespace

FrEEEF o (API B14E) : servicediscovery:GetNamespace
GetOperation

FRrEFF T (APl Bi4E) : servicediscovery:GetOperation

GetService

FFEEEF T (APl BhE) : servicediscovery:GetService
GetServiceAttributes

FREEEFT (APl B14E) : servicediscovery:GetServiceAttributes

Listinstances

FRERFT (APl B4E) : servicediscovery:ListInstances
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https://docs.aws.amazon.com/cloud-map/latest/api/API_DeleteService.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeleteServiceAttributes.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DeregisterInstance.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetInstance.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetInstancesHealthStatus.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetOperation.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetService.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetServiceAttributes.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListInstances.html
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ListNamespaces

FTERFT (APl B14E) : servicediscovery:ListNamespaces

ListOperations

FrEE&F ™ (API Bi4E) : servicediscovery:ListOperations

ListServices

FREEEF Al (APl B1E) : servicediscovery:ListServices

ListTagsForResource

FREEFF Al (APl B1E) : servicediscovery:ListTagsForResource

Registerlnstance

HEFFTE (API B)E )

* servicediscovery:RegisterInstance
* route53:GetHealthCheck

» route53:CreateHealthCheck

* route53:UpdateHealthCheck

* ec2:DescribeInstances

TagResource

FREESF Al (APl B1E) : servicediscovery:TagResource

UntagResource

FREEFF T (API B1E) : servicediscovery:UntagResource
UpdateHttpNamespace

FREEFF A (APl BiE) : servicediscovery:UpdateHttpNamespace

UpdatelnstanceCustomHealthStatus

FTERFH (APl 1) : servicediscovery:UpdateInstanceCustomHealthStatus

UpdatePrivateDnsNamespace

DHEFFT (AP Bi4E )
* servicediscovery:UpdatePrivateDnsNamespace

* route53:ChangeResourceRecordSets
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https://docs.aws.amazon.com/cloud-map/latest/api/API_ListNamespaces.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListOperations.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListServices.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_ListTagsForResource.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_RegisterInstance.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_TagResource.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UntagResource.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateHttpNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateInstanceCustomHealthStatus.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdatePrivateDnsNamespace.html

AWS Cloud Map HBEABER

UpdatePublicDnsNamespace

MEFFE (API BiE )
* servicediscovery:UpdatePublicDnsNamespace
* route53:ChangeResourceRecordSets

UpdateService

MHEFFT (APl BfE )

* servicediscovery:UpdateService

* route53:GetHealthCheck

» route53:CreateHealthCheck

* route53:DeleteHealthCheck

* route53:UpdateHealthCheck
UpdateServiceAttributes

FREEEF Tl (APl BiE) : servicediscovery:UpdateServiceAttributes

¥t AWS Cloud Map & 72 fMFEUETHREER B

A

FEAUTEAKRBEEZ NS IEMSA AWS Cloud Map 1 IAM B[ A28 ZIMNE R E,
B

« REERE DHITHIE AWS Cloud Map

o RAEEHIT iam:PassRole HiZ#E

s RBEEAF LU AE AWS IRFE ZERFE A AWS Cloud Map &R

BEEE PHITEF AWS Cloud Map
MREBWBER , SNERBEREHNTEE , ENBRLAERH , AFFEATEHE,

TH#EHIEREEmateojackson IAM EREERAERAETEARE —EERS my-example-widget
BROFEMENR , BAIEERE servicediscovery:GetWidget FFAIRFR 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
servicediscovery:GetlWidget on resource: my-example-widget
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https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdatePublicDnsNamespace.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateService.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_UpdateServiceAttributes.html
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FEURBERT , BAEH mateojackson EAENBER , AFFEA servicediscovery:GetWidget
BiEZE my-example-widget iR

MREEEWHE |, BHEEN AWS EEE, ZNEBEESRMHEENESERE,
K AEBHIT iam:PassRole HIIZ#E

MBARIRFIEEE  SHEKRERZEHIT iam: PassRole B , FHBELEET , AFLEAGER
# AWS Cloud Map,

BE AWS B TRESREACEEGZBRE A MARBUFNEBEALIRBEEAER, NFEH
THER B4 ARERACEEEZRBIFT .

£ 5 marymajor B9 IAM EFAEERMFEAEE ST AWS Cloud Map R TEIMERF |, 34 T SIS HI8E
H, B, BEFERBREERBREACKR TN, Mary REKAGERGIRENT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURAEEH , AT iam: PassRole Bk,
MRIGEERE) , BEEEHN AWS BEEE, FNEEERHENEERE.
BREARI UABHAE AWS IRF FEFEKA AWS Cloud Map &R

gAY —EAe , REMKRFPNEREREEBATHAESFIENE R, EUEEZE LT
EEEVHIREZAR. SFEXEERERNBERSFEURHIEE (ACL) RYBRES , &7 SUE M BRL R
RRE T AEFRENE RN,

NMEE-STH , F2RUATAS

- BEETH % AWS Cloud Map X EiSLINEE , 552/ AWS Cloud Map Z{a £ A IAM,

- BETHRNMRAEHER AWS 1kRF WERFEHE , F2H (IAM E£AHERER) PHESHES AWS
MR By % — @ PRAFEER IAM ERE,

- BETHNMEERNFIERRIGE=7 AWS IRF , F2K (AM EREER) PHNEFEUER
HIsE =5 AWS IRF #H,

- MEFETHNMEEBS S0 RUFIE , F268 (AM E£REER) FHEEFIEREHEGENTE
THEIRENERE BEE D).

- METHERAAGNEREBRETEIRFFINCENEZR , F2H (AM £REER) P IAM
Y Bk EIRFEL.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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&R ERE AWS Cloud Map

EETHE RS AWS R EREERTEEER , F2HEAWS ¥ RS EEARRRELRA
BHREHRE,. WFE-REFA  FSHEAWS 5K E.

B LAER TEHE=SEKE|E AWS Artifact, MFEFMEF , F2E T HRES TH AWS Artifact,

BER RNESREMT AWS IR BURRERNEEY, ZARNEREE , UREBRNEENER.
ZIU ﬁﬁﬁ H% ;E aﬁEE’J niﬂﬂﬁﬁﬂ AWS Hﬁi% nﬁ E2 Bﬁ AWS ﬁéjﬁ:

Y 5EM AWS Cloud Map

AWS £RERRERA AWS EFMATAESAEREE, AWS EFRHESEAER S FEANREEL T
AEE , ELTRARFGNELEE, ShrENSHENEER. BBTAREE , BFrRFTERENER
BANERE K BRESHETAREcEHEBRERE  MASR4ETE, TAESNTAY, Ridse
MiERES , ORE-HZEERPONERERREES.

AWS Cloud Map FER2¥KR#H. iR , LA LA AWS Cloud Map 237 Route 53 E{EARER
B, UREEEEREPERIEEMRRE , Sl Amazon EC2 #11T{EE&H] Elastic Load Balancing & &
T#8. Route 53

WFE AWS EFIN TR ESNFMEES  F2H AWS £ REBERE,

R E R EZ £ AWS Cloud Map

EAZER , AWS Cloud Map Z 3| AWS £XBRZLWRE. T AWS T2 R T
AWS REERRENET , B2BAWS Einids, EEFAERREZSNREERRTEN AWS
RIE | F2RB%T £ AWS Well-Architected Framework Ry E# Z5 He iR &

IRATLAE R AWS 2489 APl FEDY | AWS Cloud Map EiBHEREFE ., FRBRSEIETIER

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEH TLS 1.3,

- BfeEXEIEFAZE(PFS)WEEEM , Hlan DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARE (M0 Java 7 IEFIRA) KL EZEELER,

BT LU SR E A AWS Cloud Map RN E VPC %8 | LtkE VPC RS REE, WESMEA ,
ZBAWS Cloud Map £ R E % 2 7B (AWS PrivateLink).

s
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html

AWS Cloud Map HBEABER

AWS Cloud Map f& F 5. % 2577 EX (AWS PrivateLink)

BT LAER 1£ VPC B2 2B AWS PrivateLink 23 FAF E £ AWS Cloud Map. &AL AWS Cloud
Map &7 VPC F — & 7FH , |MECAMBRMEBEEE. NAT £E&. VPN E#Z Direct Connect &
. VPC HEHTEBTEELE IP it BI A FHL AWS Cloud Map,

&R AR B AWS PrivateLinki2 ft X B /M E iw B R E L A ER, RASELANTERMBAN
BETEPELRIBRNE. ELEFREEENBBNE , THEABENHES AWS Cloud MapZ i
BREAR,

MEFHMEN , FSH "AWS PrivateLink 188, FHIEIB AWS PrivateLinkFEL AWS AR#

R ZEE1E AWS Cloud Map
EEERENESE 28 AWS Cloud Map , 5% E  AWS PrivateLink §/) PHEEEIE,

MERZH Amazon VPC R EBEMENREE AL BENESRFERawslogs AFESHEN G AFENE
3% ZE CloudWatch Logs , Bl#4Z8% CloudWatch Logs B /" HE VPC %%, MEFMET , F2H

{Amazon CloudWatch Logs fEREER) TR CloudWatch Logs B2/ VPC im BB FEH.
Amazon CloudWatch

VPC in BT X & AWS B EFHFER, BHREEFTEIEE AWS Cloud Map API N Y48 [E (@13 AR 2 51

¥EiB Amazon Route 53 , VPC i Bi{&E X 8 Amazon 24tH) DNS, MR EEEFEHA B S H DNS |, &1
LAE A DNS B, MEFMEN , 5528 (Amazon VPC A EEE) F# DHCP BEE,

HEZE VPC BN LS BEMNERTERE 443 LR EH Amazon VPC FAH8 FHEK M E A ER,
B3 M w2 AWS Cloud Map

EAI LAE R Amazon VPC AWS Cloud Map E£# &3 AWS Command Line Interface () 23 BT Hiw
BEAWS CLI, MEFFMER , 55828 (AWS PrivateLink 18r) S AYE 7 47 H s 2o

AWS Cloud Map EA TR B EBET WA HIE :

(® Note
DiscoverInstances API E X EEMEwE EEH,
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws

AWS Cloud Map HEABE

3]

com.amazonaws.region.servicediscovery

com.amazonaws.region.servicediscovery-fips

FERATYREERE , B AWS Cloud Map EXFEZE M /T H%EAFE DiscoverInstances API :

com.amazonaws.region.data-servicediscovery

com.amazonaws.region.data-servicediscovery-fips

(® Note
EffDiscoverInstancesHAER T HImIM [EFN[EE VPCE DNS B B | B4F
EEAEMFTEEA, ERTFIUSE API #24ER , AWS CLI and AWS SDKs AR %% i 24 & [ i
EREFTHMTYE  ESHEMLIETE VPC mEBREEEMAN URL,

WMRERNHiBEAFAE DNS , ZAILAEA AWS Cloud Map EFERRHI[E1H DNS E#Mm = AP

#aR, flin servicediscovery.us-east-1.amazonaws.com,

X & AWS Cloud Map B{EMEFH & T VPCE AWS PrivateLink E#R ; T8 , EFEEEESR
MR ERETAEE:E VPCE, EETHEHPNE VPC nB X EWLERAESE , FFEH
describe-vpc-endpoint-services TR B EHER AWS BEX#EES, flin , TGS SERTAESE , &
DEXERE (BxH) EFSAIE AWS Cloud Map S VPC xS :

aws --region us-east-2 ec2 describe-vpc-endpoint-services --query 'ServiceDetails[?
ServiceName=="com.amazonaws.us-east-2.servicediscovery'].AvailabilityZones[]'

T
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html

AWS Cloud Map HBEABER

EZf= AWS Cloud Map

E':?"‘“ MHEIEAWS FRFRZUEM, TRMMRENEERD . BEZKE AWS #RT RNFAE
DNEEEER  UEERLESHAMKEERLEHE, T8  ERKRERCH , SRR BT

g, EHPEETIIEE :

- ERBERRMAE?

- BERBLEEIR?

- EREEERNVERAM?

- EFEAMLEERTER?

- FEEMITERER?

- REBEREREA ?

£ ]
- {E/ 528 AWS Cloud Map API FEI4 AWS CloudTrail

£/ 524 AWS Cloud Map API FEB4} AWS CloudTrail

AWS Cloud Map 282 Z&SAWS CloudTrail , thiRERMEFEAE. AEEY KRB ENTEH AWS AR
#%. CloudTrail €#% BYFTA API FEALEEER AWS Cloud Map A% 4., HEERFEILZFERE AWS Cloud
Map E#E AW | LARY AWS Cloud Map API 2 ERNER B, EaJLAFEA CloudTrail WER
BEARYIER HAIFER AWS Cloud Map, RHFERM IP #hat, REFRNERE , UREMFRE
o

B-SEMHAREXRNSLSELFRENETA. B3O EATHEEHE T5IEH !

ERAREAEEREAERERY,

X3 1AM Identity Center fEFA &R H,

R, RECATHEACIHEI I EAENERLLEBR.
M5 —I8 AWS IlRERBRE .

ok X
i
R

b
i
D}I Hm

2l
EE
N

il

ig‘!
W
%
fim
17|

EREIIRS AWS tRF BFCloudTrail &K PEMEAHMRE , mMBLE A EFE CloudTrail
EMEEFCH, CloudTrall B4EECHA AWS B FIBE 90 anﬁE’J"“iE%{‘F RETRE,

&/ 5C8% AWS Cloud Map API FEAY AWS CloudTrail 1


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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AEE, ITHEFTTENEH, MEFMER , 5528 "AWS CloudTrail EAEEmREL RPHEA
CloudTraill EHE$ L%k, MABHEFLE T FEL CloudTrall A,

mE AWS tRF iBE 90 RAFEREHENEMN , BEIUMREKD CloudTrail Lake BEHERFEHIE,

CloudTrail &t

#RZRBLE CloudTrail A BB RS ZE Amazon S3 REETE., FH BINFMEER AWS EB X
BE HRZET, BUUER AWS CLIEYE—SHZEFER, E'%"‘E_L%Iu__ufh%m A&

FEEX AWS B tRFHPATE NER.,. REEVE—EEER , BRERFER AWS [EiEH 5 &%
WEH, MEERNFMEENR , 528 (AWS CloudTrail {Eﬂﬂ%?aﬁ) FH BB AWS IREZE T
Bt AEBEER,

BALLEBEVEH K REKSEEEEHMN —EEARLR CloudTrail FEEEH Amazon S3 &
FiTEe  (BERMEELE Amazon S3 REEFEMH. W CloudTrail EEMWEFMENR , 528 AWS
CloudTrail EE{&, NZE Amazon S3 EEMMHEE , 552 E Amazon S3 EE,

CloudTrail Lake E4EREFEHE

CloudTrail Lake B&ZEEME EH 1T SQL B EFH, CloudTrail Lake 4§55 JSON BXHEE
EHE#AS Apache ORC X, ORC R —EEMAREFRN |, sHREMEINERET T H&E1.
REERE4RAIE4ERNENED , SHENEHERSHNTTEES  HKBAZERE
RERSHENGEERNGYE. EAREHENERENZENEEGFMLEESHREFEZI ATHE
&, WFE CloudTrail Lake FFEMHERR , 52 BIAWS CloudTrail ( EREIER) HHEH AWS
CloudTrail Lakeo

CloudTrail Lake BHERTFHRENEHEELER, BEUEHERTHER , BULLREEZERARE
HERGFHRENEEEE., WEEREKRAEHDNRBESHNAE , AREAERTFRENTER
MERHAEH, WE CloudTrail EEMFFMER , 3528 AWS CloudTrail E{E,

AWS Cloud Map CloudTrail FHY & BI =4

EREHRUABEERLITREERTITHERRENER (HlU , EHBEZHPRESEM
HETEE ) . EEUBRAERTEHEE. EREHEERAEERNER, RIZFER , CloudTrail £
SRHEREM. CloudTrail BB L EHENELHEEREMH

BEREHFXLTENNER., WFE CloudTrail EEMFMER , F2 B AWS CloudTrail EE,

BT LAE R CloudTrail E# A& AWS CLIEL CloudTrail AP| 243528 AWS Cloud Map ERERNE
BEH, MENMIHEEREHNFMENR , 528 (AWS CloudTrail FHEERE) RHWEHR AWS
EEIEATHEEREHMER AWS Command Line Interfaceit &8 & B =4,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI

AWS Cloud Map HBEABER

TRINE BT LA E B EH AWS Cloud Map WERER, EREHER (X58) ERTEET
& CloudTrail £ &8 LNERSEHERBFEDEENE, resources.type EfER~E , F2EFEH
AWS CLI = CloudTrail APIs 2 E# B HEMBEREE tkresources. typeff, s#Z CloudTrail
HER APl ERHMTRHHERERFE R HE CloudTrail B9 API FEIL,

ERE4EE (xS resources.type & ZC$% % CloudTrail Y& ¥ API

AwsApiCall AWS: :ServiceDiscov
ery: :Namespace

Discoverlnstances

DiscoverlnstancesRevision

AwsApiCall AWS: :ServiceDiscov + Discoverlnstances
ery::Service » DiscoverlnstancesRevision
» GetServiceAttributes

& 0] LARR B P B 1B BUES 2R EFiZ eventName, readOnly # resources.ARN @1 ,
DERSHELZEENSH., WFEELEHMUNFMER , F2BAWS CloudTrail APl & &
K AdvancedFieldSelector,

T 5 S5 6 7R 88 4071 5% TE E B S 4F R N R SREC SR FT B & ¥ AWS Cloud Map S,

"AdvancedEventSelectors":

[
{
"Name": "Log all AWS Cloud Map data events",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals":
["AWS: :ServiceDiscovery: :Namespace"] }
]
}
]

AWS Cloud Map CloudTrail F#) EEEH

EEENHRMEEHE ERLBITHEBRRENENR AWS IR, ELUBARGFEHEE, RIETHE
% , CloudTrail ;B EBEH,

AWS Cloud Map E#4PiE AWS Cloud Map ZH| L HRELHKAEEEH. WMFE AWS Cloud Map &

8% CloudTrail # AWS Cloud Map ¥4I FHIR#EBE , 5528 AWS Cloud Map AP 2%,
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https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstancesRevision.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstances.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_DiscoverInstancesRevision.html
https://docs.aws.amazon.com/cloud-map/latest/api/API_GetServiceAttributes.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/cloud-map/latest/api/Welcome.html

AWS Cloud Map HBEABER

AWS Cloud Map E44£i 45l

—EEHRREMARFRENE-FR , LEBSFR API RENHEEER. RENBBMNERD, FR
28 %, CloudTrail BFFERTRAE API FIUNESFHEER K RUEEHTEUEABEIRFE
Ro

T 5855I R~ CreateHTTPNamespacel® R CloudTrail EEEH#,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:alejandro_rosalez",
"arn": "arn:aws:sts::111122223333:assumed-role/users/alejandro_rosalez",
"accountId": "111122223333",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/readonly-role",
"accountId": "111122223333",
"userName": "alejandro_rosalez"
.
"attributes": {
"creationDate": "2024-03-19T16:15:37Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-03-19T19:23:137",
"eventSource": "servicediscovery.amazonaws.com",
"eventName": "CreateHttpNamespace",
"awsRegion": "eu-west-3",

"sourceIPAddress": "192.0.2.0",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/122.0.0.0 Safari/537.36",
"requestParameters": {

"name": "example-namespace",
"creatorRequestId": "eda8b524-cal4-4f68-al76-dc4dfdl65c26",
"tagS": []

iy

"responseElements": {
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"operationId": "7xm4i7ghhkaalma666nrg6itf2eylcbp-gwipo380"
1,
"requestID": "641274d0-dbbe-4e64-9b53-685769a086¢c7",
"eventID": "4alab@76-eflb-4bcf-aa95-cec5fb64f2bd",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "servicediscovery.eu-west-3.amazonaws.com"

iy

"sessionCredentialFromConsole": "true"

T 57~ ~E DiscoverInstancesi#{ER CloudTrail &4,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:alejandro_rosalez",
"arn": "arn:aws:sts::111122223333:assumed-role/role/Admin",
"accountId": "111122223333",
"accessKeyId": "AIDACKCEVSQ6C2EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
"arn": "arn:aws:iam::"111122223333":role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-03-19T16:15:37Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-03-19T21:19:12Z",
"eventSource": "servicediscovery.amazonaws.com",
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"eventName": "DiscoverInstances",

"awsRegion": "eu-west-3",

"sourceIPAddress": "13.38.34.79",

"userAgent": "Boto3/1.20.34 md/Botocore#1.34.60 ua/2.0 os/linux#6.5.0-1014-
aws md/arch#x86_64 lang/python#3.10.12 md/pyimpl#CPython cfg/retry-mode#legacy
Botocore/1.34.60",

"requestParameters": {

"namespaceName": "example-namespace",
"serviceName": "example-service",
"queryParameters": {"example-key": "example-value"}

},

"responseElements": null,

"requestID": "e5ee36fl-edb@-4814-a4ba-2e8c97621c79",
"eventID": "503cedb6-9906-4ee5-83e@-ab4dde27bab0",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::ServiceDiscovery::Namespace",
"ARN": "arn:aws:servicediscovery:eu-west-3:111122223333:namespace/
ns-vh4nbmhEXAMPLE"
1,
{
"accountId": "111122223333",
"type": "AWS::ServiceDiscovery::Service",
"ARN": "arn:aws:servicediscovery:eu-west-3:111122223333:service/

srv-h460op6ylEXAMPLE"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data",
"tlsDetails": {

"tlsVersion": "TLSv1.3",

"cipherSuite": "TLS_AES_128_GCM_SHA256",

"clientProvidedHostHeader": "data-servicediscovery.eu-
west-3.amazonaws.com"
1,
"sessionCredentialFromConsole": "true"
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