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Home Usage reporting

Chime Usage reporting configuration

Getting started

4
Accounts Report destination
Calling © New S3 bucket

Getting started Existing S3 bucket

Phone number management 53 bucket

Call detail records Bucket name must:

Be between 3 and 63 characters long

|Usage reporting Mot resemble an IP address

Start with a lowercase letter or number

Contain only lower-case characters, numbers, periods, and dashes
Not have consecutive periods, or use dashes adjacent to periods
Not end with a dash or period

EAR R E¥E

R

/Ch

AJLARERHF L EE A ERS,

HFARRE 4


https://docs.aws.amazon.com/AmazonS3/latest/userguide/GetStartedWithS3.html
https://chime.aws.amazon.com

Amazon Chime EEER

1. 1£ https : //https://chime.aws.amazon.com/ BIEX Amazon Chime £1#2 A&,
BN EHFRE TWAEHRS.

BEEBRAHE

BiZER L BELFLEELRE.

0D

Turn off usage reporting X

Turning off S3 usage reporting will remove your settings and suspend reporting. You
may restart reporting by configuring the settings again.

Cancel Disable
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account_name week_start display_name email registration_status account_creation_date last_login meetings_attended meetings_hosted chat_sent
Example Sales 20241103 Alejandro Rosalez |alejandro@example.com Registered 20170317 2024-10-18T07:04:40.000Z 10 5 14
Example Sales 20241103 Akua Mansa akua@example.com Suspended 20190227 2024-02-19T07.04:40.000Z 0 o 0
Example Sales 20241103 Ana Carolina Silva  ana@example.com Registered 20220708 2024-10-08T20:58:35.000Z 25 11 73
Example Sales 20241103 Arnav Desai arnav@example com Registered 20240901 2024-10-04T18:51:51.000Z 3 2 10
Example Sales 20241103 Carlos Salazar carlos@example.com Registered 20191203 2024-10-14T16:53:35.000Z 6 3 6
Example Sales 20241103 Diego Ramirez diego@example.com Registered 20190227 2024-10-02T10:23:54.000Z 12 6 291
Example Sales 20241103 Efua Owusu efua@example.com Registered 20220708 2024-10-10T23:31:08.000Z 0 1] 33
Example Sales 20241103 John Stiles john@example. com Registered 20240901 2024-10-15T19:50:27.000Z 13 L] 28
Example Sales 20241103 Jorge Souza jorge@example.com Registered 20191203 2024-10-10718:55:08.000Z 2 o 0
Example Sales 20241103 Kwaku Mensah kwaku@example.com Registered 20190227 2024-10-28T00:08:20.000Z 1 1] 1]
Example Sales 20241103 Kwesi Manu kwesi@example.com Registered 20191203 2024-10-05T23:46:24.000Z 6 3 7
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Home Team Name

Users Users

| users
4 User actions a

Shared devices
Permission actions

Reports
Assign user permission
Dashboard )
_ Account actions |
ldentity
Remove user -
Getting started
BRENFERER , AMNATAEATFE Amazon Chime , BEZBXHSE., NRMMAEE

MERE Amazon Chime #&RF , BITTLAfEEA Amazon Chime Assistant R{ERAMIRIKIEIE, MEFMAE
A, 552E (Amazon Chime B L) FHIEH Amazon Chime By EUS M 44 51 55 5K Ml BR & 49 bR
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EREIRF, EXRFEREE SRR ELRAHEHBE  AEEEEAENER., EFREES
HBISAR  EFE At BT E 5 M Amazon Chime fEA EHSRIBENEEIIRE, B LIERE
M EF A EMR (EXERER ), REIENEZEHNNRRERNERFERE  XALZNEAE
IHEREBRRNFEABKEFRIIENER, BULLERERRBEE (Z2/) , UBHFEERE. iR
FEERBNEAENRER , YRR EER. BigA, —H—MNBEEYE. WXEREERNESL
ik, BUEHESMEE%  fHEBEEZBEFER SSO, FHRHESEEEIA K MASSEREHET
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4. EEBR.
5. HRRETR K FRETHLEEIENER , ARIER-—TETHRUEBEELREEZHWRZES R,
6. IZH! Remove (BBR),

Remove “"example.com” domain X

You are about to remove this domain form your Amazon Chime account.

The following disruptive actions will occur to the users in this domain:

+ will be suspended.

be immediately be signed out of all devices.

lose their ability to access Amazon Chime.

lose their ability to host meetings, including those that have already been scheduled.

if a user has been assigned a phone number, it will be unassigned and available in
your account’s phone number management inventory.

After 90 days, users in this domain will be deleted. Learn more about removing
domains.

| understand that this action cannot be reversed.

Cancel Remove

Amazon Chime £ &R EHATHEE
THEHIhEEA] &t Amazon Chime BB & A,
Pro & - &R BFEH LR Amazon Chime

& 1834 Amazon Chime Pro $F A B 55 &80 , Amazon Chime € BEBMWE & AHE Amazon
Chime Fl Fimmeet@chime.awsHI BB HEE. BMHERENSE  XEATBERARERNEILEE ,
FER TIRERF , RITEB LHREEZEPEER Amazon Chime €& HE .
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2. FRBHMtFISER,

3. EEUTHIZBRRBER Amazon Chime ( MIBEMIW ) |, WHIEHBRFRNERET

a. pin+<meetingid>@chime.aws fEWHA : WALFBER meetechime.awsHl
b. #BFEARFEER Amazon Chime & E T
c. MREBFNERBRAR , FEEFNERETRLEEFEEA,

4, BFREBFE  UEBLBEEENEEGEHE .

5. LN ERTEEHREZEEETEETHN Amazon Chime BEEH , 172 HHEEMN Amazon
Chime BE/£&45,

o [ ] =3 I.E“u, Marketing Team Sync - Meeting - Calendar

Organizer Meeting Format Text

E:—)u @ Ii—l E‘:‘ = = [ Busy z O <_R @ E g2 | HEEv @)

Send Cancel wsfppointment Scheduling & minutas -~ Recurrence Reguest Allow  Room Dictate
Update ‘D' ! ¥ Responses Proposal Finder @ EI

To: :O meet@chime.aws O pin+1234567890@chime.aws

L] % '3 —
) nikkiwolf@example.com © efuaowusu@example.com E5

Subject: Marketing Team Sync

Location:

Duration: 30 minutes @ [ All day event
Starts: |10/18/2024|[T]| [ 4:00PM
Ends: |10/18/2024 E 4:30PM

(@ This invitation has not been sent.

Agenda
Action items from last meeting

— Current project status

B- Metrics update
o EH = O E E E I E E E Ol B Bl N = E Ol N N B BN E N BB BN NN NN E NN W
h You have been invited to an online meeting, powered by Amazon Chime.
]
i Click to join the meeting: hitps://g.chime aws/1234567890
m Meeting |D: 1234 56 7800
i A headset is recommended, or you may use your computer’s microphone and speakers.
n
B Download Amazon Chime at https://aws.amazon.com/chime/download

M For information about creating an Amazon Chime account, see https://aws.amazon.com/chime/getting-started
l

MRXEZEES - NEKERE

Amazon Chime &Z A& 10, 000 ERERHUMKRE, ELBEMNEABARS RE | GEHBIS
Amazon Chime IXZEHXE , EHNERSRAPEFEUPWXREZSREEY, MRERPREEE
8 BN ERTIRERF , EHHXESERENEE, EFHAuNE6,
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1. A Amazon Chime Windows, macOS = Web f Fin. E&EFERTERHF K.
BEENBEEEEABGNIIXRE,

REMRE (BT ) BEEELREEE,

WMREME A Windows = macOS AAFin , RIMERTEHK CSV ERRBFINEMNERK. MRER

€ Web AFm#THEIME , RERENERFELNTHERR, EREREBERKESEBS
.

> w0 Dd

i Project Team L A © @ Search

® Arnav Desai & - .
Room details

@ Home D : N
Notification settings PRESENT

MEETINGS AND CALLS =) Arnav Desai Y

Arnav Desai Add members

® call history Room update: Arnav Desai has created t

Manage members NOT PRESENT

- Nikki Wolf
Room update: Arnav Desai has added @ Export member list = richard@example.com

® Project Team © IS Manage webhooks and bots Tom Triedman

RECEN SSAGES @ Room update: Arnav Desai has added @ Edit chat room

room. Hide from sidebar

Room update: Arnav Desai has added @
[ All messages

Delete chat room

Amazon Chime £ & - [E S E A BEE A

Amazon Chime A AERMEABBEABE (&% 100 BBEA ) . BEEFE Amazon Chime £
BFENN  AIFASERFEL2RUBETH THEERKAL BE , RBEABEF , SEE "RW
BE, ¥ "RIEAEL BEFEEEN "HEEBEAL BE, DUSERAFEE/ABBAFTE, B
BREFNEABRIRE  ANTANTHAERECHIEZTEAABKANBEMAMETRESTAERE
Y, NRGERAEKESE  THRFITELAREHEEE. SFE4 i NEERE,

1. & A Amazon Chime Windows. macOS & Web A Fi%. EEZFEHTHAF IR,

2. BEfEH Windows 5 macOS AF % , BEE F 5 heER FWEBE A , =1E Web AF IR L
KRR BN E T B4R RV B AR Ao

3. BEEEHEABBEA.

4. WMREAMERA Windows 5 macOS A Fin , RIMTIRTEAR CSV EXMEILCNERK, MEER
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BRIBTE  2FIRFEIAERKIES, NIRSEEREREMESRIECHNE 2IRMEE , T Okta
SSO , AL BB B SEIRSE, MEBKMEEIRFWEFMER , 528 £ Amazon Chime Team 1§
B EIRE 2 BETERE,

S8 1 : 23 Amazon Chime BEEIRF 14


https://aws.amazon.com/chime/trial
https://chime.aws.amazon.com

Amazon Chime EEER

A E Bk FERAERIRS

1. ¥ https://chime.aws.amazon.com/ : // BARX Amazon Chime £# &,
2. HRIRF , BERFEHE,

3. ¥R Identity (5 4) , #1#EE Getting Started (AF9),
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MESHPENFMERN  B2EESHEE. NESIRHENKREHBENR K BF2REEEEN
Active Directoryfi#$# % Okta SSO,
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2. 1 Accounts (1RF) EE L , BEEERENIRFER,

3. 1E Settings (XE) ¥ , iEIE Meetings (&).

4. 71 Policies (B2R) & , BINEIBREE LT L ATIRF BURRIE,
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TEE FE{Fibut 5E Amazon Chime fERERSE , BIATSUBEBFERAXKRS, BT LLEETH
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BEEREA
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£ Users (EAE) EEL , ENESEF TN —HZEEAE.

i#Z User actions (EF & B1E). Assign user permission (3&iREEHEEF M),
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Amazon Chime Voice Connector
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- BERKIRFERALEIRS

- EFWEIIRE

- MIBRIRSE

- EEERRTE

- EEPRREBBE

- ERPXALE
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- ERELZK Active Directory

« JHE#ZE Okta SSO

- EE EAM Outlook B Amazon Chime 8z &

« BREEAR Slack B9 Amazon Chime 8FEARER

£ Amazon Chime Team IRE it ZIRF 2 BETIREE

E&E T Amazon Chime BEEEIRFR , BIEEEERTBEBRKIRF L EIIRS, MEE T Amazon
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BRI E AR RBRBENEMNEFBHRAESEEAE, CREEEFAEENERE | A
F&, BBIRFEPHNEAETLER Amazon Chime BERARRRESNBECEMIMEEKRFNEM
Amazon Chime Ef &, Rt EBEFER Team IRF AHEBIAIH Pro FHENTE,

RS

FRGERE | SuUEFHRFABRREINFERE, SULZREERIBCHNE pIRMHESR Okta
SSO , BRI Pro = Basic 8 @, Amazon Chime th3# Microsoft Active Directory,

EEBUGEIRFE K SXEEIBRF—EAEFBHRAE., EUTRRKREAEESHWMAEEA Amazon
Chime WATEEAEHIESHEETEEMN Amazon Chime tREF., EBXEN B HBEAKREEFERE
FENEIIRF, NEHMEENR , B2RESRAERERZELM Active Directory.
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EEME

BREEVHRIRF  WEFERHNMRIZFIERZFEIRFNERE  EEPSAEE—EEFH
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EEMESE

1. BARALMA https : //https://chime.aws.amazon.com/ B Amazon Chime X312 &,

2. 1 Accounts (tRF) EE L , EIEKIRFHN BB,

3. EEEBEIKD , B2 dentity (B2). Domains (#81F).

4. 1t Domains (#815) HE , i##F Claim a new domain (E& #T#81H),

5. 1 Domain (#83%) WA+ , W ABEBARE FEF bt iBE. ##EF Verify This Domain (5t &%

LI HEIR)

Verify a new domain x

To verify a new domain, enter the domain name below and click the “Verify this domain”
button

Demain my-company.com| [x]

Cancel Verify this domain

6. KBERELMIETR , & TXT BHEMEZEMMBIEA DNS @ARes. —mMsS , WEFSIREAHR
RS, SR\ER DNS 588% , AR E A Amazon Chime 2N ZBREHE TXT 88k, W@
FAEBHNREEH DNS L&MW IHREN , 528 DNS HrER i A B e 5188 X
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NBABAREATEBEOFAER  BERAHBEROBIEEHRADERE 7,
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Service, E#EZE Active Directory H1T{E 8 o] BB FE A& FERAH Active Directory ZAERIEA
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/A Warning
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£ Account name (R F & 18) M EEURF , ARAEIEE Settings (RE) Z TH Account (1R F).
EEEERFEHER Users (FAE) B,

EEfERAE , W User actions (£ A& B1E) H1##F Remove user (BRREAE).

HEEEE®KT | 4kFiEZE Accounts (IRF). Account actions (1R F EjE) #1 Delete account (il Bk
1R ),

6. MFEEMRERIRS.

o & w0 DN

iBRIR F 20


https://chime.aws.amazon.com
https://docs.aws.amazon.com/chime/latest/ug/chime-using-assistant.html
https://docs.aws.amazon.com/chime/latest/ug/chime-using-assistant.html
https://chime.aws.amazon.com

Amazon Chime EEER

ERREKIRFBRERAER , SR ERAZA, FRUANAEERTBXE , LaEHSM
23, IRELERAELERMBREMEERKRE Amazon Chime 1R |, I ATSUEZESEA Amazon
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- WMBRIEHEAE Enterprise OpenlD Connect (OIDC) 1RE , ¥ B KREFHAETEE FEHib
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=mAIEIE,
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ATHEEEMEIRAUEE , Amazon Chime EAFMEZSHEERE AWS BEFEEEE, B0
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- EEARERNEST - TREAR TR ZEPERESE,
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REBRERIBFERENVHEEBMERALR. EUURENR—XE 15 FZERIHIR,

(® Note

Amazon Chime Enterprise IRFHVREBHIA 90 X, UBRERARTRBAXKRFEZERAEN
5, URTBRERFHERE.
REBHHRFTEARALUTIER :

+ ‘@& Amazon Chime Enterprise &= FX & # Bl K ¥ 7%
-« B Amazon Chime Enterprise iR EHERERIWH R E

{R BB 22 Amazon Chime £ &

TERFEESRENREBRY Amazon Chime FAENEZETRE , BUAREAERETBRHEEMN
EIRF,. TRNERIKS, BRIRF , IEAERETREMKRFAKE.
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ERELRIRFEABAE BEERA 90 X
TEREPRE

TRETRENRARHL KRS HBNPREELTEVE.

MRPRENBIER... AR EHBUR. ..
ERELRIRFIKE HEAENEESR
Hit b RIRF RS HEMRFHNEESRE
FFRIRFXE TEA
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TRERREBEMMELIE Amazon Chime Enterprise & Team lIREREFRAENPXRE,
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HEEEERPHRET , BEERE,
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s FHRHBIKXFAED Amazon Chime Ei&.

(® Note

MEEE  SHUREEFHERNGEEINRAL , EEXBEERERZTHITIIRE,
NT|EHMER |, 3528 (Amazon Chime A ERE) vPMWEAESZRIIX,

il B B KBRS

ATERERMRE B , Amazon Chime R EFIEMRAL |, M Bh 1L &6 & M BRI XA EA
B T , Amazon Chime RIEEEE M LAEH —¥ APIs ¥ FEMIKEFMBRERAE, AEMKE
N AEE B/ Amazon Chime IRE H,

EAEFLUEEAS ID MBEHNHFERMKRE ID 44, LFERMBEREAS . Amazon Chime EAETE
7 R Y {5 A B K T BE E A AR B AT HE AT o

ERWBIMEREERE |, BulBREREXNEHRMER AWS CLI 2RI A T35 APIs,
BRIAL
HITUTEE—1E :

- SHHHFEAL - £/ RedactConversationMessage AP,

ECLI A, #ITTFI@T :

aws chime redact-conversation-message --conversation-id id_string --
message-id id_string

- HRIIKERAE - A RedactRoomMessage AP,

ECLI# , #IT T30S

aws chime redact-room-message --room-id id_string --message-id
id_string

ERRERH Active Directory

3

#&1#8 Amazon Chime BIEIRFE&EE Active Directory B | BRI AZ A T HIThAE

MBREDIREAE =7
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AWS ZERHE LS Amazon S3 E#E , AR LEMBRERNN M. EEKRIEK 28 , FO#&

o
R

1. £ https : //https://chime.aws.amazon.com/ B Amazon Chime £ &,
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(® Note
B—RARE—ERF,
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SHIRBIE AWS Support £ A,
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(® Note
BT EZETE AWS XE F.0 Bl MREERM , FREEZURS , RREB/BUT
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3. TEWMMREHRIGET , BT TIEE

a. EBE IRFMIRE,
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c. RERFEYS , EEESFERBERERERDE.

d. iZ#E Next step: Additional information (T —2% : E#& ),
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MWEE, FE TRABEFERRE,
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¥&ifk Amazon Chime Business Calling 555515

FREEMIEEEEFEM , &% Amazon Chime Business Calling E:E SR E KA EBIERE
8k Amazon Chime Business Calling E & 57 %

1. £ https : //https://chime.aws.amazon.com/ BEEX Amazon Chime £1#24&,
ESEEBRHNFUT  BESFRBEE,

EEFZRIERLE | ENEER RN EFRE.

#IZE Assign ($87%).

ENEAEMBNKRE K RBBET -5,

BIERE , AREBEER.

2 T

EXSFEFENBREFRBI TR , ERCRUAEAENNIFTEN. FHELALEH Amazon
Chime IRFIEMHBEA , TREFIHEMEFERB T T 28E,

HUH 8 Amazon Chime Business Calling EFE 5515

T 5 FE%® Amazon Chime Business Calling fE & BUH IS REFE R
BUBIE REFE SRS
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2. EEEERNFUT  RESERBEE.
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3. EEELFRSIER , ARENECERBNEZRR.
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HREARMAERRRERAE, KUUBLREHRBE K

Flan |, AT A BB AT E EFEEBEESRFY 5 WERMUEZE, Bl AIFEERTE Jane
Doe KM — B,

T35 BRER BA i 5% e TR ER MME B A BB FE B 7
REFILEHE
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2. EEEBERNTFUT  BESERBEE,
3. EEGFXRLIERL , BITTIHEHP—IF . ERNEEETHMNEFZRITS NI B,

- EEREZERBHERFUELE , FiRIUELRHZ &I B,
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6. EERTF
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/A Important
HE Amazon Chime RIEEEETUSEHREL SR, i, BULBALBCHIBREFE RIS , T8
& EL M BR

ESMEBFEREE , B LR Amazon Chime #ENRIBEEFT B, RERAFSKEBOEE.
EEMBRRIRE , CEXNERE 7 ROMERTS, BB  SUUASHFZBEER. 7 X& , R
SEDMBREZTIDHRE  AEEHEENIRFECEER. EEBRAFEHFTER, NREERR
RARZTIPMERRIHTREFZLDWERE , FE8E PHSROEEFRE , BF ISRV URELE
o

bl BR R 45 B R SR AR

£ https : //https://chime.aws.amazon.com/ BAEX Amazon Chime £ &,
FEEERNTUT  BESHERBEE,

BEEFRLIER , AREZENEERBRNEF R

FREMERE , AR BEMREFZRN (s)o

BEEREUA R, RERIFEMER.

o M w0 Dd =

MR EFRBEREEMBRTIIG 7 X, 2RI EREMERFFKAMEBR.

2R E M RN EFERE

B S RMBRTIEREMBRNET RS , RRAEMRE 7 X, EREFERBTS K CBEEN
Inventory (EE7E).

EREMERK BFEHRS

1. BEABUMLR https : //https://chime.aws.amazon.com/ B9 Amazon Chime 2 &,
2. EEEERNFUT  BEEFRBEE.

3. EEMKRTIRSIER , ARENLEERNERERBIRE.

4. iE#E Move to inventory (BEETF),
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£ Amazon Chime fEE 4 TE

BA[LAfEF Amazon Chime = AREEBEFMEALRERENAERERE,
*E
- BREBFEEFME A

- REARSE

AREBFRF AR %

&AL A 5T Amazon Simple Storage Service A 1FETEE , FBEERE Amazon Chime BEIRF R B
HHMEARLHEERTE. Amazon S3 REFIFESAEEFEFHEALREN BFE N, EREEBFEFH
BACHERER |, B LURF Amazon Chime ¥ Amazon S3 BN ERMEAFIE | LUFEE
MEBER, WFEEIL Amazon S3 EFETBHFFMERNR , 528 (Amazon Simple Storage Service
FHEIER) P Amazon Simple Storage Service A9,

IR ] LAFRE Amazon Chime Business Calling BB E AR KR E. 20T Amazon Chime
Business Calling f9F£#E A , 328 7£ Amazon Chime R EE EFF 5.

REBEFMEACERE

1. &8 (Amazon S3 Simple Storage Service fFFAE1ER) FH Amazon Simple Storage Service
APIF S EREE IT Amazon S3 fEFETEE.

BRI https : //https://chime.aws.amazon.com/ B Amazon Chime £1#2 A&,

¥ Global Settings (£E5& ) , i#1E Call detail records (BFEFEME AR EK),
EEFKEEARE,

S A E M |, #E Amazon S3 fEFETHE.
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3. &H¥HE A AR AEIRE Disable logging (= B i %),
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B 1812123 Amazon Chime Business Calling BB EF L& | ©MASEETEMN Amazon
S3 f#1FErE8, T HIZHIF R Amazon Chime Business Calling @E¥ 1 E AL HE R B — TR,

Amazon-Chime-Business-Calling-CDRs/json/111122223333/2019/03/01/123a4567-
b890-1234-5678-cd90efghl1234_2019-03-01-17.10.00.020_1a234567-89bc-01d2-3456-
e78f9g01234h

THEHIRERERFAER KRB BPIRTINER,

Amazon-Chime-Business-Calling-CDRs/json/awsAccountID/year/month/
day/conferenceID_connectionDate-callStartTime-callDetailRecordID

T 5 & IFE R Amazon Chime Business Calling &5 ¥4 & A0 8& M —ARE N

"SchemaVersion": "2.0",

"CdrId": "1a234567-89bc-01d2-3456-e78f9g01234h",
"ServiceCode": "AmazonChimeBusinessCalling",
"ChimeAccountId": "12a3456b-7c89-012d-3456-78901e23fg45",
"AwsAccountId": "111122223333",

"ConferenceId": "123a4567-b890-1234-5678-cd90efghl234",
"ConferencePin": "XXXXXXXXXX",

"OrganizerUserId": "lab2345c-67de-8901-f23g-45h6789017j2k",
"OrganizerEmail": "jdoem@example.com",

"CallerPhoneNumber": "+12065550100",
"CallerCountry": "US",

"DestinationPhoneNumber": "+12065550101",
"DestinationCountry": "US",

"ConferenceStartTimeEpochSeconds": "1556009595",
"ConferenceEndTimeEpochSeconds": "1556009623",
"StartTimeEpochSeconds": "1556009611",
"EndTimeEpochSeconds": "1556009623",
"BillableDurationSeconds": "24",
"BillableDurationMinutes": ".4",
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"Direction": "Outbound"

REREHRS

EERERAEHRER , Amazon Chime #85 Amazon Chime AT EENSEBEKILCERFEL
FBAER,

BUAKEN HIERE Amazon S3 AT , T BEEXE Amazon Chime EEIRFHAEMEER

Eo. Amazon S3 REFITREAEAERENERENE, REAERERER , £EKEF Amazon
Chime ¥f Amazon S3 RFEBRNENMEATERE , LFENEEER, WEEIL Amazon S3 f#E
EFRRMEEMERA , 552K (Amazon S3 EAEIEFM) HH Amazon S3 Amazon S3 AP,

REHAERERE
1. B sEH Amazon S3 EFETE,

a. EAEH AWS BRFE Y ER Amazon Chime £ &,
b. EL£ERET , BEAERS.

c. HEHMEHEEMMT , BIEF SIHETRBUBRYHFNNE , YKBIENIESIWMARTE, IR
BEEFBERMIEEA Amazon S3 f1ZErE | SdaLUBEIRAEM S3 f1EErEE, Amazon
S3

d. BEREFEUBRIFH Amazon S3 REETE , SUEEUIRAEM Amazon S3 fEFiTHR., EtLEHE
BERE .

2. HFHBBHRSHEMERE Amazon S3 REFITET , WERSBEH —RH , UAMFRERE,

IR LA R A B WG
elesbih—f: e

1. BBX Amazon Chime 12 &,
2. EE2HERET , BEEAEHE.
3. EEFBEMBAERBHNERE.

BREARHE o1


https://docs.aws.amazon.com/AmazonS3/latest/userguide/GetStartedWithS3.html
https://chime.aws.amazon.com/
https://chime.aws.amazon.com/

Amazon Chime EEER
RAEREAR

BRHmERAN UTC 2818 00 : 00 E| UTC EH<23: 59 NEAEZBHER. EREETEERSE
BHREEESFE—

1. BERRENER , FIRE AWS X2 EEHE , ARERBKESPE A Amazon S3.

2. REREFETREE, WEET Amazon S3 R7FETE. EEMEIE Amazon S3 RFITRFIVEN
FHERA , 528 (Amazon S3 FAEIER) M Amazon S3 FEREIERM) A Amazon S3
A,

3. EBEAERETEREMEE Amazon S3 RFENTIMNE (/ KKRERRK ),

Amazon-Chime-User-Activity-Reports/
csv/<AWSaccountID>/<year>/<month>/<day>/
<AmazonChimeAccountName>_<AmazonChimeaccountId>_<yyyymmdd>.csv

fian

Amazon-Chime-User-Activity-Reports/csv/123456789012/2024/11/03/Example
+Sales_86efea2f-96af-40f7-be75-be@57ff52c8c_20241201.csv

BEERRIEREFTFSEACAENESERSTHSTSTIES

- BEREXIRFER

- BFHB A

- BEH Amazon Chime IRFHBBHNERAEL S

- FRAEE B

- EAENEMARE

- FAENKRFEVBH

- —IBASNMNEERE

- FRAEE-ERAEENERRE

- “HAREENFAEEE (—H—. BEATPXEXE)

REHERA 62
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Eir'—l

=N _ﬁil%ﬁ.zux

E&MEA SIP = H.323 BAWER , Amazon Chime AIUEAKH
Cisco. Tandberg, Polycom. Lifesize, Viidyo siE b B9 = RIEAEEE,

EFEFAXESIPHGERE VIC £EELEE Amazon Chime , &8 A T A H & —{@iE1E :

 @meet.chime.in
 u@meet.chime.in

« 10 UEHEE ID, EHE#EEE @meet.chime.in

meet.chime.in &M SIP @B EH B EHEIFKIEAN Amazon Chime BiF, EEEEIFERE
I, BHY SIPEEERREAESEAMN DNS IEE, MEFMENR  F2R T ERBEREEAHE
(SIP) EFER#

® Note
MBEH SIPEEREHELRTE TLS HEZE TCP EE |, aBi#% AWS Support,

MREEANRERZE H.323 , BLABIT T H P —{EEEE

* 13.248.147.139
«+ 76.223.18.152

ZID%FHAWIEE%E VTC &£ E M Amazon Chime 2B RE , BHBAMERANEABCEE, WEF
MEF , F2RARERBHNETER,

£ Amazon Chime B0 Em L , W AEIMAR 10 VB 13 L EEE ID. &R LLE Amazon Chime
AFE#% Web ERRERX PRI 13 UBMNEE ID, BB AEE,

SNERNER

NMRBERFENEE  BERERARERAE , RIFBA 13 UBNER D XUERAEGT2NE
B, MREREIFA, FERREEPHAIFAEZS  YEREZLAFR @), RUSNAERKE
Bo MRETREFA, ERARIEFA | AEETHASNELFRER 2R , ERFERIZRER.

BMELAEE 63
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ERABEATHFALES , ERTUMAATUMTHANSHDF, ELBFESEZRNRENEL, S5
By SRS, BATEEMHEERS  URGEREERE. WFEFMES  F2H (Amazon Chime fE
REER) THERAERIEARARKNERZABE.

® Note

R & {FE A Alexa for Business 2l Amazon Chime €% , IR ELNEEEEEETART
R G MEASFEREENRRERBAR  FELAEEASSMA,

MBEN VIC £E

TRIHER VIC REFENTERR.

®E SIP H.323 B2

Cisco SX20 = = FARAERE . &
o & A

Cisco DX80 = = BARAER . &
o & A

Lifesize Bl = B FARAERE . &
o & 7

Polycom Debut 2 = FHEFER &
o & 7

Polycom B = HFAMRA T, &

RealPresence B OARKE

Desktop

Polycom Trio = = FHEAER &
a & A

Tandberg C40 = = BHERAER &

C=]

HAH VIC £& 64
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Amazon Chime EEER

BREEAEEER

Amazon Chime FEAEEFFTAMN BN MERE  FTRIXESERYE. MREAREHREED
B WERNETRESEEASERBNED  2FFA. A, EFHATHX.

Amazon Chime 1£3E$#18 TCP/443 LA Amazon Elastic Compute Cloud (Amazon EC2) fEH i
AWS FR#5. 0RIBHIBH XS SHIE IR TCP/443 |, 848 * . amazonaws . comFl A AFFEE |, R
HARAWS —HRZZ TR HE AWS IP it EE

 Amazon EC2
* Amazon CloudFront

 Amazon Route 53
MEEMN, EZENETENFMAEN , FRATIZE,

VB B B FEEER

#1T Amazon Chime EE T % B &yt FiEEE,

B /Y it R

chime.aws TCP/443
*.chime.aws TCP/443
*.amazonaws.com TCP/443
99.77.128.0/18 TCP/443

ERMEFERE

Amazon Chime £/ T %I B B it M 1E BT EZF Amazon Chime Business Calling,

B By BRI

99.77.128.0/18 UDP/3478

HER B B FE R 65


https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html

Amazon Chime EEER

H.323 2R ERK

Amazon Chime &&¥ H.323 ERRARBER T 5 B Byt FEREE,

B /Y3
13.248.147.139
76.223.18.152
99.77.128.0/18
34.212.95.128/25
34.223.21.0/25
52.55.62.128/25

52.55.63.0/25

EiE
TCP/1720
TCP/1720
TCP/5100:6200

UDP/5100:6200

TERERMENBABE (S'P) Eﬂ%:ﬁ%\lub

ELREDHIT Amazon Chime for SIP ZRBEARMGR , BEHEH T B Wt FEEE,

AWS EiF
2R (RIEWEHE)
SRR

B it B

99.77.128.0/18 UDP/10000:60000

34.212.95.128/25

34.223.21.0/25

52.55.62.128/25

52.55.63.0/25

meet.chime.in TCP/5061

13.248.147.139

H.323 EREXRMK

66
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AWS [E15 EN:0p: pER ]
76.223.18.152

EERIP (HF Bt EB) meet.ue1.chime.in TCP/5061
EEFE (BRERA) meet.uw2.chime.in TCP/5061
SERESE (i) meet.as1.chime.in TCP/5061
DXREE &) meet.as2.chime.in TCP/5061
DXREE (RR) meet.an1.chime.in TCP/5061
BN (BFER) meet.ew1.chime.in TCP/5061
EEMN ERE) meet.se1.chime.in TCP/5061
BEEKR

Amazon Chime ¥ &/, RANZELAE T HEEER -

. HHA
« —¥—@FE : 54 kbps LEMNTH
o REEFE : 50 (UREETHEIR 32 kbps BN TH

« —¥—@5E : 650 kbps EEFMTH
« HD #= : 1400 kbps EEFMT &
« 3-4 A : 450 kbps L{EF (N-1)*400 kbps T &
- 5-16 A : 184 kbps L f#H (N-1)*134 kbps T &
- FEANTHETS KM MAR

- BEHA

- BEMEEE LE 1.2 mbps (B X TH 1.2 mbps (MR, ELUBBBEREYE K FAREZHEK
320 Kbps.

. EiEEE] - 800 kbps BEIE

EIIEII

BREEXR 67
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WARHE

BUNEERIZAFHABNSREEEN , MBEHERANRRERSEREEN, REENEX

HEEH , TBKRRTEELEEREE 48 /N,
BIRAENEROERE

1. ¥ https://chime.aws.amazon.com/ : // BABX Amazon Chime £ &,
2. 1##F Reports (¥k%). Dashboard (f&&4R).
3. 7E Usage and feedback dashboard report (£ E R E & FIRKE) EELWIBUTER -

(® Note
M MERWFHMET, , S8 Amazon Chime HEBRRRE AL EDHHABER,

- BHIEEE (UTC) - & HY B HAEE,

- BEEMMERE — S5 Amazon Chime NEREHE,

- ERBERE - S2MEERFER Amazon Chime BEFASNFERAEAE,

- BRITEE — CHERNESRAY., ZUREREERUEEFHAENR , 315832 D. BH
R, BE, EHA. FEREMEGARY, #EHRE Conference ID (&7 ID) = Meeting
organizer (BZEMA) B , LB HMFMEN L SREEEE. SREESH. ARPREER
SERERAEHE,

- BEREE - Yend-of-meetingfI BB FHW EEEER 2t

- MXFAREE — EAEEENHXARRE,

68
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Amazon Chime EEER

&% Amazon Chime SR HE A F ik

BT ARSI R MBS A, REEE TER M Webhook , LA#EF Amazon Chime S H A FimkyIhag,
IRMBATEEAEYTEE , AlNEARBRAEUEEBENR. Proxy EFF TEMRERTREMEHEFWY
MEEXTF , MASEREEFERIE. Webhooks AILA B BIEIEASEEHRE, Hlin , Webhook A 5L
BEXeRREBELAER , URSENEL,

£

- FREEE

- IR EI AZESE Amazon Chime REA Fif
« % Amazon Chime E3 Webhook

EHEEE

TR BB EEE Amazon Chime A&, AEXTEHFWFIEEFIEMER Java,
F&E

- BEZEERE

- THEAEBE

- BHZEERE

- EFEAEMEA PINs

BEZEERE
T HIEEHI RE IR EE 2 @ & A Amazon Chime Teamtk Fo

List<String> emails = new ArraylList<>();
emails.add("janedoe@example.com");
emails.add("richardroe@example.net");
InviteUsersRequest inviteUsersRequest = new InviteUsersRequest()
.withAccountId("chimeAccountId")
.withUserEmaillList(emails);

chime.inviteUsers(inviteUsersRequest);

EREEE 69
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EEEmE

THERAEBE
T35 EE R~ an{a] N EHEE Amazon Chime EEIRFSAHBEBNFEREEFE , H.csviExXA .

BufferedWriter writer = Files.newBufferedWriter(Paths.get("/path/to/csv"));
CSVPrinter printer = new CSVPrinter(writer, CSVFormat.DEFAULT.withHeader("userId",
"email™));

ListUsersRequest listUsersRequest = new ListUsersRequest()
.withAccountId(accountId)
.withMaxResults(1l);

boolean done = false;
while (!done) {
ListUsersResult listUsersResult = chime.listUsers(listUsersRequest);
for (User user: listUsersResult.getUsers()) {
printer.printRecord(user.getUserId(), user.getPrimaryEmail());

if (listUsersResult.getNextToken() == null) {
done = true;

listUsersRequest = new ListUsersRequest()
.withAccountId(accountId)
.withNextToken(listUsersResult.getNextToken());

printer.close();

EHZEERE
THIEE 5 RE IA R A Amazon Chime BIERF B HZEMFEAE,

ListUsersRequest listUsersRequest = new ListUsersRequest()
.withAccountId("chimeAccountId");
ListUsersResult listUsersResult = chime.listUsers(listUsersRequest);

for (User user: listUsersResult.getUsers()) {
LogoutUserRequest logoutUserRequest = new LogoutUserRequest()
.withAccountId(user.getAccountId())
.withUserId(user.getUserId());

fit
0

THERE

Bl

70



Amazon Chime EEER

chime.logoutUser(logoutUserRequest);

FFERAEMEA PINs
T 5 & 51 78 R A E % H8 E Amazon Chime EAEMEA S PIN 18,

ResetPersonalPINRequest request = new ResetPersonalPINRequest()
.withAccountId("chimeAccountId")
.withUserId("userId");

ResetPersonalPINResult result = chime.resetPersonalPIN(request);

User user = result.getUser();
user.getPersonalPIN()

H I R #EE8 A B4 2 Amazon Chime S A B iR

EALAE A AWS Command Line Interface (AWS CLI), Amazon Chime API 5 AWS SDK , #$Hj
K23 A B Amazon Chime B4, Chatbot AI & A Amazon Lex FE it AWS RIEHI HE AWS
Lambda , BB EERNHFERAERELLEREK , ELRE# Amazon Chime BIXEFRWNFEREE
28

WMREZ Amazon Chime Enterprise IRFEEEE |, B FERANREBAAFERAERTIINEE

- EMHARRENERA,
- EHBBL.

- BEEAEEREA.
- BYXER®E,

%% Amazon Chime Enterprise #k FHFFHAER , FF2REEER Amazon Chime RS,

R IEEE Amazon Chime Enterprise tRF , & Z AT A 10 B R#EEF A , LLEE Amazon Chime
B4, Chatbot RBEEEERFHERVHNHRERFERA, RENXEEES TSI REEAFEBE
RE, REBAFEZENRER , PRENHETUFEAMBABRIERAENTCEMBEATES, W
THMES  FSBEEAETENT —H,

EHEAEBA PINs —



Amazon Chime EEER

Linux # macOS fEAERLAEZELHI BFTII KRBT A, MEFMER , F2 B A Amazon Chime EE
EHE BN

AR
« ¥# Amazon Chime {ER I RS A
o FEIXERREESZ AR Amazon Chime B4

£ #H Amazon Chime {E B R#EE8 A

MREEE Amazon Chime Enterprise 1RF , SR Z AT 10 I X#EZ A , SLE Amazon Chime

&, Chatbot RAEEEBIRFHEBRVMWIMXEFER. RAEWNREEEES TSI REEANEZH
RE, PREBAFEZENXRER , PRXENHETUAEARBIARYEREN T FEESEATES, W
EHMER |, 5528 (Amazon Chime R &SR FHFERHIIREEE Ao

&t a] LAEF Amazon Chime API R EREA S EH Amazon Chime IREAVII K #33 A . WMFBFFMAE
A, ESEEHI KRS A

(@ Note

BECEMBREIREIA . EECILIREB[AELWIREDRER |, 55EH Amazon Chime API
2Edy Amazon Chime UpdateBot API 1, EZFLHIXEBAR K HXEEES AL
RORXEFBRE , BMFELBEFEENRE. EPXREHS @mention EF LB RHEET A
WEREEWBIERAR,

SRR
TEFRIAAS B K #4238 A B2 Amazon Chime BEWEF Z AT , FBFTA T 5 R4

- BMHIRHIEA

« 23 Amazon Chime WEHIRE  SEHEXZHEMMIE A, 1EZ—E AWS Lambda BIE ARN =
HTTPS im®. MEEE Lambda FFFME , 52 H AWS Lambda FiZE A E15F,

HTTPS w2 DNS REEK
RMBRBELEN HTTPS i EIER DNS BRA T IBREER :
- FERAKBSAREEBN DNS 7,

& E Amazon Chime £ Bl R #E5 A 72
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https://docs.aws.amazon.com/lambda/latest/dg/

Amazon Chime EEIEE
- RfEA ARCEIsmHEEE AR,

- {REEH DNS fIARERF DNS ZEMiRF |, By #8EE 2R B,

- ERAMBEARNEBLRBMA TLS PREBE.

- FUERBREESARERBIATILEER  BHESKIAAERIRITH,

BY B RS A% |, 5568 H AWS Command Line Interface (AWS CLI) 5 Amazon Chime API
ERSTER L T & EIATR Y ERS

%

- B 1 . BIX#ES AL Amazon Chime E&

« S 2 §%%E Amazon Chime Bl K #25 A B9 /8 Hin 2

- SRR 3 BHRHERAFIEE Amazon Chime I X=E

- B HIRBER AFR

- EAEIRHEEEA

SR 1 . B R#EES A E Amazon Chime &
SERK SR IGE#E |, 55 A AWS CLI 5% Amazon Chime AP A58 Y Bl K #4238 A B2 Amazon Chime

A\
Ho

(@ Note

EBERFEALNYREBARNZBNEFEA I, IREBASBNE FEBFibuBx
HERVEBEE,

AWS CLI
M Z2EBR#MEEA AWS CLI

1. ZEEZENEIR#SE A B Amazon Chime B4 |, 55 T8 create-botin s AWS CLlI,

aws chime create-bot --account-id 12a3456b-7c89-012d-3456-78901e23fg45 --display-
name exampleBot --domain example.com

a. BARD 55 ERBFARBHRF NN RBBEABTERE (HlW+ -0 %)

¥£f Amazon Chime B K88 A 73
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b. ¥ A Amazon Chime Enterprise & F I MAEE BB,
2. Amazon Chime EEZE# A ID HEFE,

"Bot": {
"CreatedTimestamp": "timeStamp",
"DisplayName": "exampleBot",
"Disabled": exampleBotFlag,
"UserId": "1ab2345c-67de-8901-123g-45h6789017j2k",
"BotId": "botId",
"UpdatedTimestamp": "timeStamp",
"BotType": "ChatBot",

"SecurityToken": "securityToken",
"BotEmail": "displayName-chimeboteexample.com"
}

3. ERIFEFHI[A D MHBAEFEMeUE , LARTIER.

Amazon Chime API
£/ Amazon Chime APl & HI X438 A

1. BHEZHR#EZ AEE Amazon Chime & |, 55 A Amazon Chime API & H#) CreateBot AP
B1E,
a. BARDZ S ARFIARBIARF NI RBBEABRERE (Hl0+ -, %)
b. & A Amazon Chime Enterprise &5 i 5 #8135 & 8.

2. Amazon Chime EEIZE#=RA ID WEFE, ERIFEFHEA ID MEFEFibut, WRAEF
Bt IR FRR © exampleBot-chimebot@example. coms

AWS BN Java WHRBREH
Ty EHRRNB REBUNMERBERAMN Java B AWS SDK BE B R#E8 A .

CreateBotRequest createBotRequest = new CreateBotRequest()
.withAccountId("chimeAccountId")
.withDisplayName("exampleBot")
.withDomain("example.com");

¥£f Amazon Chime B K88 A 74


https://docs.aws.amazon.com/chime/latest/APIReference/API_CreateBot.html

Amazon Chime EEER

chime.createBot(createBotRequest);

Amazon Chime EEZE#2RA ID HEIE, BRI FRFHIBA ID MEFEHAbu, WBRAEFEH
IR - exampleBot-chimebot@example. coms

B2 2 : 3%7F Amazon Chime B R#£38 A 0918 4 i 25

AIZH Amazon Chime Enterprise tRFZ I R#EEA ID 2% , FRELNE LIRS , F; Amazon
Chime £/ S AR EWMERA . FHIRRHTLLZ AWS Lambda B2 ARN = HTTPS iw# , i&
BEESRIFHPEILN, WFEBE Lambda WEFFMAER , 5528 AWS Lambda BI# A B1EFE,

® Note

MRENHEB[ANEL HTTPS InARRERAZE , WREZEESBEIRMBATEENX
=, A WREFEHEEERGESEATD,

AWS CLI

EENTEIREEEANELIRE |, 551E PEA put-events-configurationdi ™ AWS CLI, X7 E Lambda
B8 ARN &L HTTPS 1w,

Lambda ARN

aws chime put-events-configuration --account-id 12a3456b-7c89-012d-3456-78901e23fg45
--bot-id botId --lambda-function-arn arn:aws:lambda:us-
east-1:111122223333:function: function-name

HTTPS endpoint

aws chime put-events-configuration --account-id 12a3456b-7c89-012d-3456-78901e23fg45
--bot-id botId --outbound-events-https-endpoint https://example.com:8000

Amazon Chime € LA#E3 A ID 1 HTTPS w2 EFE,

"EventsConfiguration": {
"BotId": "BotId",
"OutboundEventsHTTPSEndpoint": "https://example.com:8000"

& E Amazon Chime £ Bl R #E5 A 75
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Amazon Chime EEER

}

Amazon Chime API

EERTEH R ANELIRE |, 55 Amazon Chime APl 2Z F#J Amazon Chime
PutEventsConfiguration APl #4E, §%E Lambda BE# ARN ZEH HTTPS im 2,

o WMREELE Lambda BIEl ARN — Amazon Chime M0 Lambda LAFT8EF A , LA S25F Amazon Chime
EEE AWS WIRF W ARME Lambda BB ARN, ABRREHITHAA , LAHESR Amazon Chime &
EFAEEWET, WRFFIEFURK , A THAA KXY , BlIPutEventsConfigurationi@k
26 HTTP 4xx 532,

- MBBZEMEE HTTPS w2 — Amazon Chime #EBEIX HTTP Post 55RE2EE, JSON R E F|IEE
F—ESBRHEENEL HTTPS %E , KBFLENIRE, SHNELH HTTPS w4 ERCFE |, EE
JSON #&3XHY Challenge 28, U TEHHIBERFERMNERWEE,

Request
HTTPS POST
JSON Payload:
{
"Challenge" :"00000000000000000000"
"EventType" : "HTTPSEndpointVerification"
}
Response

HTTP/1.1 200 OK
Content-type: application/json

{
"Challenge":"00000000000000000000"

}

MERERIBAHY , Bl PutEventsConfiguration FERIGEE HTTP 4xx $85%.

& E Amazon Chime £ Bl R #E5 A 76
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Amazon Chime EEER

AWS BRAR Java WHRREH

THE RN REMAERERR Java B AWS SDK &R E it Fio

PutEventsConfigurationRequest putEventsConfigurationRequest = new
PutEventsConfigurationRequest()
.withAccountId("chimeAccountId")
.withBotId("botId")
.withOutboundEventsHTTPSEndpoint("https://www.example.com")
.withLambdaFunctionArn("arn:aws:lambda:region:account-id:function:function-name");

chime.putEventsConfiguration(putEventsConfigurationRequest):

SER 3 AR RKEEZ A E Amazon Chime IR ZE

REPRZEES AR RBBAFTEENRE, AEATE 1 PEYNIIREBEAE FEHA
fko

#% Chatbot FTiE ZHI K=

1. BIRX Amazon Chime REAFiwz Web EAE.

2. BEELALANERET , ARBREEE Webhook FH#EF A,
3. IEFE Add bot (FTi8HEEIA).

4. HRETE bt , MAKSEAEFB U,

5. BIEWHE,

BEASBESLEBRENRERERN, NRFENRESBATINREZTEHMEE , BFEBERBBIIX
EEEE,

PREB[AFTEERNRER , FEUABBAGTREGIREERE, BTRAERNEF—EFER
MBLEHNHRERARR  EPXRZRIPREZBFR , S TRABEENRE, AWS 2R RE
URADT  RENIREB[AEREER,

Ea R H R Meg A FEK
B LA Amazon Chime Bl X ERFBEIZE P R MBS ARER, BEHITIRE , BRBERFAESR

B, AR BEFTENERERSTSHEREE LWEE, Amazon Chime f£H HMAC SHA256 # &R
ELEEE,

¥£f Amazon Chime B K88 A 7
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MRIEHNIREBZAZFERAEL HTTPS %2 A Amazon Chime 3RE , FEATH S P BRE S,

AOREEE HTTPS im BV B R #23 A B3 R B Amazon Chime BV 2 B5EK

1. HX48 HTTP §R#® Chime-Signature &5,

2. HEUSFREY Chime-Request-Timestamp Z2HEFMAN, RE , FHEESRFHAMETEZEN
DR, MR FHR,

3. f#H CreateBot EIfEFHY SecurityToken A HMAC_SHA_256 ¥ <8 A ARMEETIER 2
hEIVNFE,

4. {£/ Baseb4 RIS MENUTHFRBRAEETFTH,

5. B EHEEEEZEE Chime-Signature EBERHIEE,

UTRAIBEHF I REBWMFAFER Java BEERE,

private final String DELIMITER = "|"
private final String HMAC_SHA_256 = HmacSHA256"'

private String generateSignature(String securityToken, String requestTime,
String requestBody)
{
try {
final Mac mac = Mac.getInstance(HMAC_SHA_256);
SecretKeySpec key = new SecretKeySpec(securityToken.getBytes(UTF_8),
HMAC_SHA_256);
mac.init(key);
String data = requestTime + DELIMITER + requestBody;
byte[] rawHmac = mac.doFinal(data.getBytes(UTF_8));

return Baseb64.getEncoder().encodeToString(rawHmac);

}
catch (Exception e) {
throw e;

}

B HTTPS iR B4 E% 2 200 OKALL [EFE Amazon Chime &R, &I, BFRB LK, NRE
H HTTPS IR Bt 2 WEEZLMER | ARERRAERNBEIORE. = Amazon Chime W E| 5xx B FE
1 , Amazon Chime %E"ﬁ BRMIR, FE—REFXSEVRBEREABIB 200 EWRIELH, F2ZRER

& E Amazon Chime £ Bl R #E5 A 78
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BE—REFAKRKIE 400 ERRIEH, WRFZXEABMEEZIEGEL HTTPS ink , FREX
o

(® Note
Chime-Request-Timestamp MEFERBREHAMEE,

RSB RS A 2 A Lambda BS8{ ARN & Amazon Chime 5%E , B EHA TS BESLSE,
ERFE B 5% E Lambda BHEl ARN 2 Bl X #25 A #Y Amazon Chime #E5ES

1. %% Lambda 583K ClientContext BXf8 1A Base64 #mfiEHY JSON # K Chime-Signature 1 Chime-
Request-Timestamp,

{
"Chime-Signature" : "1234567890",
"Chime-Request-Timestamp" : "2019-04-04T21:30:43.181Z"
}
2. EFBREAHIEFRHA
3. fFRAMRECreateBotEMER SecurityToken A HMAC_SHA 256 H#lta<Eis K WHELEBEIMN
FE,
4. {£/ Baseb4 fmiGza i M EN U THRBATEFSH,
LEE I EE 2 Z B Chime-Signature BEHERE,

MR Lambda FAH B com. amazonaws.SdkClientException®4 , Amazon Chime &
RWIRo
FERTHI R HEE A

5 A Amazon Chime lREEE S |, A LI{FE A Amazon Chime API & AWS SDK & AWS CLI 4
BRI ASFMENR, S BRASEFERENII RSN  FEEEFERENIRE, Bl AH
REBAEHEEZEFH,

WEFMER |, 5528 Amazon Chime APl 2ZHh T E5E -

 GetBot - BUSEHVII R #33 AFFHER , SIS AE F B4t s A JE,
 UpdateBot - BAASERAIIR#BEA , FHELZFERAREHNIRSE,

& E Amazon Chime £ Bl R #E5 A 79


https://docs.aws.amazon.com/chime/latest/APIReference/API_GetBot.html
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 RegenerateSecurityToken — BRI K EBAETEELZ LS FH.

Rt T LS B K488 APutEventsConfigurationty . a0 , MNREWN I REEE A BHIREAE
PG HTTPS %% , B LUMBR LR EMHER , 5 Lambda BE ARN HEH N BB,

WMEFHMER , 3528 Amazon Chime APl 2Z T 558 -

» DeleteEventsConfiguration

» PutEventsConfiguration

EiXEHIR#EE A R Amazon Chime B4
T3EHEH Amazon Chime B E BRI RS A -

. B - BRI REESZIAFIEZE Amazon Chime B XK E R EX
- 2R - EMXREFNERE @mentions YIRS A BEX
« B - % Amazon Chime Bl R E R KR EI R #88 A B E%

)
¢

THEH B R S EEHEEEWREET AR JSON EE,

Example : BEEH

"Sender": {
"SenderId": "user@example.com",
"SenderIdType": "EmailId"
},
"Discussion": {
"DiscussionId": "abcdefl2-g34h-56i7-j8kl-mn9opqr@12st",
"DiscussionType": "Room"
},
"EventType": "Invite",
"InboundHttpsEndpoint": {
"EndpointType": "Persistent",
"Url": "https://
hooks.a.chime.aws/incomingwebhooks/alb2c34d-5678-90el-f23g-h45i67j8901k?
token=ABCDefGHiJK1LMnoP2Q3RST4uvwxYZAbC56DeFghIJkLM7N80OP9QRsTuVOWXYZABcdefgHiJ"

1,
"EventTimestamp": "2019-04-04T21:27:52.736Z"
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Example : 2R B4

"Sender": {
"SenderId": "user@example.com",
"SenderIdType": "EmailId"
1,
"Discussion": {
"DiscussionId": "abcdefl2-g34h-56i7-j8k1l-mn90opqr012st",
"DiscussionType": "Room"
1,
"EventType": "Mention",
"InboundHttpsEndpoint": {
"EndpointType": "ShortlLived",
"Url": "https://
hooks.a.chime.aws/incomingwebhooks/alb2c34d-5678-90el-f23g-h45i67j8901k?
token=ABCDefGHiJK1LMnoP2Q3RST4uvwxYZAbC56DeFghIJkLM7N80OP9QRsTuVOWXYZABcdefgHiJ"
1,
"EventTimestamp": "2019-04-04T21:30:43.1817",
"Message": "@botDisplayName@example.com Hello Chatbot"

(@ Note
Mention (1£%) E4# InboundHttpsEndpoint URL €% Hi 2 o 8% B,

Example : BEREH

"Sender": {
"SenderId": "user@example.com",
"SenderIdType": "EmailId"
},
"Discussion": {
"DiscussionId": "abcdefl2-g34h-56i7-j8kl-mn9opqr@12st",
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"DiscussionType": "Room"

iy

"EventType": "Remove",
"EventTimestamp": "2019-04-04T21:27:29.626Z"

A Amazon Chime 23 Webhook

Webhooks A]Z Web FEAREXENFHKLLEHR. —MRMS , Webhook SEEMFRLEREIXEH, i
m, BEREHATHELBYRE, EXEFSEEMEEEYE, XATEBHREIEFTME , Webhooks
AILUB AR, Webhooks T EEGEREARERN —BKZWEXRG , 6 TEFERANESHNEERE D, W
R8%8 Webhook , BX SN AREWBER , TecBIRFIESER. £/ Webhook , EXERARENE AN
BHmER,

BB E A Webhook AJLUEIBRE N ERETH N EEFAEE Amazon Chime I RE, #1401 , Webhook
ALBAEEFREERBRIFTNSELRIEFER , Y ENXEFIGERNER,

B LAE A Markdown RE&E Webhooks A SR , MBI S@ERIER/FHH. HTTP BEME FE it
HEZEAERADEE, ABRHBTLLEE @Al Fl @Present 338 | Lo BIREFIERE , URERIX
ENHRE, FEA @ BERUWXESHE  JUFEAMMNEENENE FEB4ma, flin, @alias

= @alias@domain.como

Webhooks REERHIXEN — 0 , EZEZH A, Amazon Chime I XEEEERZ U ABENKXEHR
12 10 1@ Webhook,

1 Webhook 2% , AL HE Amazon Chime I XRERE |, I T HRFA R,
#% Webhook BB KR EE &

1. REKEEIEEEE Webhook URL, MEFFME , F2E (Amazon Chime fEA&IER) FH
7% Webhook FTi8ZHI X =E,

2. FERLEINETRIEARERPH Webhook URL , #§

BEEXFHRE

a. URL #3% HTTP POST &K,

b. Amazon Chime Webhooks S EFE — £ AR JSON EH, LUTE2FEAEBHEIFHN
curl ap &I

curl -X POST "<Insert your webhook URL here>" -H "Content-Type:application/
json" --data '{"Content":"Message Body emoji test: :) :+1: link test: http://
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sample.com email test: marymajor@example.com All member callout: @All All
Present member callout: @Present"}'

LA 24 Windows & PowerShell d5 &4l

Invoke-WebRequest -Uri '<Insert your webhook URL here>' -Method 'Post' -

ContentType 'application/JSON' -Body '{"Content":"Message Body emoji test: :) :

+1: link test: http://sample.com email test: marymajor@example.com All member
callout: @All All Present member callout: @Present"}'

NEERXAE HTTP POST {£iX %] Webhook URL 2 # , fAIIREI 2 ERFE Webhook B3 B EEEIRAEIX
=, B8 Webhook @HIBEMAERESH , BEBEZEZHIE Webhook Bl/R. #& Webhook &% Y B
RXEAL , KEIEBEEBMEERE (Webhook) 2 Webhook E FHEIKEr,

(® Note
Webhook B it kBt A CORS,

WEEE2 B Webhook g5

LA 2 Webhook HytHEIEE SR

518 Webhook B A Webhook EERFEAFEWMKESR 1 TPS, AHFEH HTTP 429 &5,
« Webhook REEMAEFRBEIE 4 KB, BAMASEAKRZE HTTP 413 $558,

« Webhook :REEHNAEEEE @ M @ Present 5358 , REAMN 50 EHEUTWIIXRE, 50 BRE
LEEEZ HTTP 400 #3558,

- MREEFHELE Webhook URL , FHER URL MEEB HTTP 404 §835,

- MRPXEHH Webhook EMIBR , EAEMN URL EEB HTTP 404 $H55,
. $EMH Webhook URL &E 2 HTTP 403 8552,

- MRBBEECER , FRAESEEEFKE HTTP 503 38,

M EEL B Webhook #5358 83
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Amazon Chime N EE Z &

(® Note
IE Amazon EBYIIRFERBY , FBHEIE https : //amazon.com EHEF R

MREEEZRLE Amazon Chime X E | i BET Y HEA —@EiREE

- MREH AWS XERF , FOEZEFOIRRER
- B, BEBAWS EEFEA , RERIEE Amazon Chime, X8, EX#EXK,

REREHTIER

- BENFHFRHA,

- BERLENERE  SREMENRE,

« &8 Amazon Chime R4, BIEREMNERE K SIEEFMENRE,
« £ Windows # , ;Z#Z#5. BMN Amazon Chime,
« £ macOS # , i#&# Amazon Chime, About Amazon Chime (EB8/ Amazon Chime),
 7£i0OS M Android # , i##F Settings (2E). About (BR).

- B#8% ID. St ID:
* £ Windows # macOS H , i#3% Help (iR83). Send Diagnostic Logs (=& B ).
- 7£i0S # Android /1 , 1##F Settings (8%X7E). Send Diagnostic Logs (X2 i B 5%).

- MREERERAN , FRHASE D,
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Amazon Chime &2

MERZEM AWS RESEBEIEF. 558 AWS BF | BRI UZHRNER P ONMERRE | SLRE
EAmERZEHRABHTFIRMEES.

Z2MR AWS BEECBNARERE, AFSEEAFHEERLAERNEZEYE  NBRPHNZ SN

- BIRMNEZEMH - AWS B ERETE AWS Cloud F#I1T AWS IR ERRE, AWS hABEEHE TR
SFERANBRE, FAWS 8RTED | F=ARRAESEHAENREIRMZENERE. BET
RSB R Amazon Chime & RETE| , B2 SATEIRN AWS RIEGEE,

- BiRMIREMN - ENEEEURREER AWS HERE, SH4AHHMRREE  SFERNRE
. BRBENERNEREERNER.

R 15 BH IR T R A 1EE A Amazon Chime RERAHAREFEE, THEERBMMAERE
Amazon Chime A &N Z2RERBE. KBS THRNFAEAHEME AWS AWS BR# R 1% B I8 EE 1%
M{R#E Amazon Chime &R,

£ |

« Amazon Chime K § 5 IV E B

+ Amazon Chime Ji[E2 IAM & 5

- ERBERBEEREA

+ Amazon Chime EREBUE

« A Amazon Chime EBAERNRHE

« Amazon Chime IAM &

« Amazon Chime & % B BUR & 5l

« ¥ Amazon Chime &7 MFEUETHED K

« fH Amazon Chime HIRBERE A

+ £ Amazon Chime AP0 8&FEEHE

 Amazon Chime W& RERFH

+ Amazon Chime FHIEM

« Amazon Chime FHER R KL 2M

+ 7% Amazon Chime BHEIE#
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Amazon Chime By & 2 M FZHE &

AWS Identity and Access Management (IAM) 2 —%& AWS fR¥E , AT HBIEE S R e T H¥H AWS
BRNFHR. IAM EESARGETNETESBE (BA) MRE (EBEFAT) REA Amazon
Chime &R, 1AM = AWS BRI SR AR EFERN .

*&E

- BEHR

- ERSIRE

- FRABREKEETFIUE

BEHR

fEFA A AWS Identity and Access Management (IAM) SRIBEH B EMERTE :

- BRBEAE — BREAFMRLEDE  FOEERRFEMEFT (FSH 2 Amazon Chime 2 17
BE 1T RS =2 )

- REEEE — EEXEFAEFIELIRRIMEEEFTIFER (52 /B Amazon Chime 21T EE IAM #EHL
)

- IAM EEEE — BEBRRUSEFIES (528 Amazon Chime 5 2 B BUR €6 4)

(e

BORIREAWS FASSTBEEA AR, XA AWS IRFREAE. IAM EHERRE
IAM B &5 0E#1TH 5 8RE,

BT LMER B2 R E AE R, 10 AWS IAM Identity Center (IAM Identity Center), E—& A&
7 EFER Google/Facebook BAER , UBEFTHMERBEA. NIEEBREANFHERN A F2H8
(AWS & A EHEER) PHUAEAEN AWS IRF,

HRENRFTFE , AWS 24t SDK M CLI URIBHmZFA NEBFB R, WEFMEER , F268 (AM
EREERE) T/ API FERIIAWS 5 4 IRBERF
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AWS tREREH &

BER i AWS IRF |, 881t — @& AR AWS tRF theroot ERENEAF DB , RS0 EFHM
B AWS % M ERNTEFIE, BARBRTEEAREAERATEEER. ABRZEERERE
BENER , F2R (AM £REER) FHEEREAEBRENER.

IAM i F & M EF4E

IAM 8 Fi & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html@ —& & 2 EfH 8 A=
ERAEXNSENTE, BERUREREENREGRIBRIEN IAM E£AE, WEFHEEA , F28
(AM EREERE) PHERAECRAEEABS SO RMER AWS FAKRBETFTH .

IAM BHEEEE IAM EREES  EEEAREEAENFIEEMNER, NFFAER , F2H

C(IAM fEFREERE) FH 1AM R E /YA =5,
IAM A&

IAM £ fhttps://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIBI B2 BG4S EHFT#E  H
AL HEEEER, BALUEBRLERETME AM BE (X4 ) R AWS CLI T AWS AP
REREBEIAR, NEFHENR , F28 (AM £AEFER) PHNEBEASNEE.

IAM BEEARBE S0 EAEFR. WK IAM EREFT. BERFFIEEBREEN , URE
Amazon EC2 #ITHIEAEN, MEFMENR , F2H (AM EAEER) P IAM FHVRIREEIR
FE

EHBRREERFEUE

FBRILUEIB R M BUR YW AG HIE RS & 5 RNEIR AWS RIZEH AWS R EFER. BERERES 2 HEIRME
EABERET R, ERFEAREBERE AWS | SFHMEELBKR. KZHBEKEL JSON XH AWS FEX
FRE F. MEE—DTH JSON BRXH , F2H (IAM ERAEERE) F8 JSON BEREH,

EESEFAER  EBERBLEETRAUEBLERG TEBLEERATEHE , UEETFINEE,
HERERT , ERAENAEREFT. IAMEEESEY IAM BXRIEHETEEAG , #iERERE

B, IAM BERERBMENFTT , ERERAMERXHNIT.
SoBREE

BoRBRRERNMESD (EAE, FRAEFEANAR) K JSON FFABERN S, EEBEEH &2 A
HPLEERNITHLESE , UAREANGRE. NFTHROMELSDHEBER |, F28 (AM EREE
M) PHEBEFEEBRREZRHBE] IAM A,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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BEOBBRADBRNRBEEK (ERARRE-—52) ESERX (ANMNESES 5 HBEMLBER). 0%
THRNAEZEBRRRARBRRE 2BHEE  FE2HE (AM FHERER) PREZEERENRBE
ZFEﬁig;go

BEREHER

ERAEPER 2R ERAY JSON BUERN ., P EHE IAM B EEEBRE Amazon S3 FRTREE
R, EXEEREBRNEET , REEESAUEACAREZHEREERNFIER. BLAEER
BREBRPEEER,

ERABRRNVAZBRBEFHRAREEK, SEEFENEFRAERNBRPEMARE IAM B AWS ZE
2§ 8

AWS Amazon Chime By S & HE

BEMEFUGERE, BENAE £/ AWS ZERRELACRBBERERS, BV IAMEF
EFRFERBMNERAHE K MIEBRRTALHERRHEMENGTT. EERERAER , &7
LEREMAN AWS REBR, EEBRREER RNERARS , AT EEH AWS tREFRATH. W%

AWS ZEBRNFMEN , F28 (AM EAEER) P AWS ZEBEE,

AWS BRBEHEMER AWS SEBR, BEEEE AWS SEBRTWFT. REBESHEMWET
AHEE AWS ZSEBER , UXEMIheE, WEENENSREERBRNA S 2#B (ERE,
HENAR), ENMWERBIIBETHE , RESAARER AWS ZEBR, RETSE AWS ¥
ERERBREIT , AEBRERTERREREHNF,

AL, AWS XEEZE RBEZEBHBWZERR. Hla , ReadOnlyAccess AWS X & BURR AT
B AWS [RBMERVERTFIE, ERBABIINEER , AWS RN RENE RN BMERT .
WMEEHREBRNBENRA , F2H IAM £RAEEEPEBEERENAWS ZEEE,

FERFIFE (ACL)

FEUEFIEE (ACL) ATEFIMLEERE (RFKE, FRAENAG) HEFHEEZRNFFT. ACL EER
EREBR , BEMAER JSON BERXAFEN,

3
¢

Amazon S3 AWS WAF#1 Amazon VPC X # ACLsH BRT& &6, mEE—F 7 # ACL , 5]

{Amazon Simple Storage Service B# A B85/ PWFEURFEE (ACL) BI#,
HBRRE
AWS YEHMBERER K REFESEFRBRERARFNEKRET :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
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o FURRE —REGIEBETRE IAM BRBNR A, NEFHMEN , 2260 (I AMEREE
) B IAM BRI R,

« PRIGIZFIBER (SCP) — B AWS Organizations Vi SR AE B BBV IS ERAFF W, MEFHMEN |
528 (AWS Organizations £ &EIEE) DHREIZHIBER,

- EREFBER (RCP) — REMLIRFHRERATAFIMN LR, MEFMEN , F2E (AWS
Organizations A& EFE) P EIRZEF EZE (RCP),

- THERBEBER —EAERARGFAAAARTBES s ERAEEYRE THERERE , L2EEE
RUEFE R, MEFMENR , F2 (AM E£RERER) P TERERBEE,

ZRBREE

ESEEENBRERIBRE  EENUSEEMMELER, B2 7THNMTAWS £ RSEK
REHRERBAFBR , F2H (AM £RERER) FHBELERE.,

Amazon Chime fN{a B2 |AM 32 B¢ 5 A

EZEER IAM B2 Amazon Chime BWEEUEZ 81 , BFEX 7 BAWRLE IAM IZhEER B2 Amazon Chime &
BifEf., EE4£ME T # Amazon Chime M Eft AWS RIS IR IAM B EER , F2E (AWS IAM
FEREER) PME IAM BEEAN R,

3]
« Amazon Chime B9 B B3R

» Resources

- Hifl

Amazon Chime B9 B &

FHIAM BDEBER | BAMEEARRIEENBENER , UREMAERGET AFRIELS
£, Amazon Chime XEREHE. ERNGEH LR, TETHEE JSON BERFFEAMNETE ,
BE2E (AM EAEEE) B IAM JSON BETESE,

BiE

EEE A LUER AWS JSON BURRIEEHAIUERAR, tWH2HR , BHMEERE A BERSE T ot
EEREIT LB F,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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JSON BURRE Action TEHRE TR AFHIEBBRFFIRNEF, BHREEADERRTH
1TAABABR BN ERVRT T,

R 8

Amazon Chime TMREEMBRBEBEN KRG EIR, BEEE AWS £EKRA R F2H IAM E£RE
EREPH AWS 2EBHREAB LR,

Resources

Amazon Chime X EBEBERAIEEEIR ARNs,
£ 451

&EZMR Amazon Chime B0 B BUERE S| , 528 Amazon Chime 5 2 B BUERE 4,

TRbL B R EEREA

BEREABBERESEHUTHENTNERBFUEFENERRIATEER  BENEALRLH
B, EVREgARERERTEYRTHSRERMMREHTRFRHFINER. NEFHEEN , F2
BIAWS Identity and Access Management ( FA&ER) HHOEENRE ARE,

R AWS , BERBERTRSEIRERNEBEARS, E— @RS (WU RY) /oS — @R (FFa
HBRTS) By , S RAEBREEE. TERTEVUEAFURE , BBEAGAEETSHEMET IR
ERHEMRBEFHER.

AWS BB ETBREAH RFHPERNZEFIVE  UiHBEREBEERNEZS, RABRSEEERBEK
FfEHaws: SourceAccount £ BRH AR IR, ELEMEMRH| Amazon Chime AZERIZEHH
BRI BVEF AT o

TH&EHHIEREACETE S3 fFFFE P aws : SourceAccount £ HIFER BRI EN
CallDetailRecords S3 EATEBUR , UGBS ILRENRE ARBE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AmazonChimeAclCheck668426",
"Effect": "Allow",

Resources 90


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html

Amazon Chime

EEEmE

"Principal": {
"Service": "chime.amazonaws.com"

},
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::your-cdr-bucket"

"Sid": "AmazonChimeWrite668426",
"Effect": "Allow",
"Principal": {

"Service": "chime.amazonaws.com"

}I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::your-cdr-bucket/*",
"Condition": {
"StringEquals": {
"g3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": "112233446677"

Amazon Chime R B ¥

Amazon Chime X EBUERAEBRHBUR,

LA Amazon Chime 28 AR IZE

Amazon Chime T X EBELRE RSB BEE L FHFEHL.

Amazon Chime IAM &
IAM AR AWS IREREEREFITNERE.

B Amazon Chime fi f fR B B A &

U BB BRESERAEREE. BT IAM 82  SIRREEREAG®, ETLUEBML AssumeRole

= GetFederationToken & AWS STS AP| I&{EXREN B ZLBZEAER,

Amazon Chime &R BUE
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Amazon Chime X EFERABREEAER,

BHEEAE

fR#GELE A E T E AWS REEFEEEM BREPRRETRBENER. RFEESESHERELRN
IAMIRF S  MIREHEEELAR®, IAMBEEEA USRS  BEFEFERSEEACHTT,

Amazon Chime X BRI EL A, MERIHEE Amazon Chime RIGERZ ACHFMER |
B £ A Amazon Chime RIS E#E A E,

BZEAE

LHREATRREAREREREAE. LAGTRBREFNEMERBEINER , MAREZKEBE. K
BAGFHRELN IAMIRFF , BRXIRFA#ES. EXTR IAM EEEUESERAGHFT. £
B, ER AR BRI IRFHY ZhEE,

Y
r

Amazon Chime * X ERKEAE.,

Amazon Chime 5 % E K &5 45

BIBEFESR , IAM ERENABKEEMNIBH Amazon Chime RN, Mt EEFEH AWS &
A AWS CLITK AWS API 14T, IAM EEESXNERY IAMBE K BFEAENAGREETE
BRLEHITISE AP EEMFIENT, EEEEEVASEEBREEZEZTEEELHTHN IAM FHE

BETROIERELESF JSON BERXH2Y IAM 55 RBR |, F2H (AM EAEERE) PHE
JSON ZE&] L BT R,

FHE

- BREEER

- £/ Amazon Chime £##&

« AFFEAETEFE Amazon Chime

- RFHMEAERBMPIBCAIFTA

- RAFEREFRERAEEEHE

« AWS ZEBK : AmazonChimeVoiceConnectorServiceLinkedRolePolicy

« AWS S EBEM Amazon Chime E ¥
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Amazon Chime EEER
BRHREEXK

BoRRREYEEIRFANEBAESRSTUEY, FEIHEMER Amazon Chime B, ELEET
RREELHN AWSIRFELER. ERRVIRES P HBERE , FEE T EIRERER

- FRIEER AWS SEBRRYEOREERITT - eERBEATRTENCEAENTEESE  FEA
BAARTFHSEREARIIN AWS REBEK, SMTELEN FERA AWS 1kRF. BFIEREE
ERENEARI AWS WEFZEBER , E— SR, NFEZSEA , F2H (AM EAEE
) FH AWS XEBRSEBHENAWS XEBXK.

- ERAREHERT - RE IAM BERNFAIR  FERTHTERMTNT. KERLEN , B9
LESERERG T AIUHBEERRENEE  EUBAREBERITT. WFEER IAM ERAFFA
MNEZHEES , F2H (AM EAEREE) P IAM FHBEERAFF .

o fER 1AM BUR R VR — SR B FZEE - B LUSERG B EBER | SRFIEMENE RN EE.
flan | WA R B BEERRY , EEXAMEM SSL BEFAERER, MREBRIFE Hlun FHREENE
AWS FR#& , &t ] LUGE B R4 R 1R T HZEUE CloudFormation., MEFFMER , 528 (AM £
Hi5E) PH IAM JSON BUEETE : 1§45,

« f£/ IAM Access Analyzer B3 IAM BUER |, fE{RFT A1 24 B 7] IE%E1E - IAM Access Analyzer B
THBEMBAER |, BRELBERER IAM BURFES (JSON) fl IAM HRIEEH ., IAM Access
Analyzer 12t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
#A , 720 (AM EAEER) FHFEA IAM Access Analyzer B2 78 BUE

- FESEEERTE (MFA) - MRZHRPIFE IAM FEHES FHRERAE AWS tRFE |, FBBR MFA

DiREREM, WEEFW AP BERER MFA , i MFA REFTBEEHNER. NEFRE
#, F2EH (AM EREERE) FIEIR MFA %% APl FHL.

WFE IAM HREBHAVERE

%II

, w20 (AM EAEER) F1 IAM Z2HEEK,

£ Amazon Chime 12 &

& Z7H Amazon Chime £ 4 , B4R —HREF A, ELFALAAFET HMEE AWS
¥k H Amazon Chime ERHNFMER . MREBVHSKEALEFIERENS 2 BBER , AER
EARHENER (AMERERAG) ME , TRAMEZNABEE,

ATRERESLEEEMATLUER Amazon Chime £24& |, BT 5 AWS &
AmazonChimeReadOnly B EZEZER, MEFMEENR , 528 (AM £AEIER) PHIFESH
BERE,
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Amazon Chime EEER

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"chime:List*",
"chime:Get*",
"chime:SearchAvailablePhoneNumbexs"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
HREMW AWS CLI 5 AWS APl I E , BRZEAHFREBETRAHT. k2 , LEAHFEFIS

EREHIITZ API EXNBERAILLT .
RFFEHETEFE Amazon Chime

T % AWS Z& AmazonChimeFullAccess LR &R F IAM & ¥ Amazon Chime ERHTEZE
B, WBERAEFEREFZEE Amazon Chime 24 , LA% Amazon Chime XEREHITATER HAthig
1E,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Action": [
"chime:*"
]I
"Effect": "Allow",
"Resource": "*"
},
{

"Action": [
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"s3:ListBucket",
"s3:ListAllMyBuckets",
"s3:GetBucketAcl"”,
"s3:GetBucketLocation"”,
"s3:GetBucketLogging",
"s3:GetBucketVersioning”,
"s3:GetBucketWebsite"

1,
"Effect": "Allow",
"Resource": "*"

"Action": [
"logs:CreatelLogDelivery”,
"logs:DeleteLogDelivery",
"logs:GetLogDelivery",
"logs:ListLogDeliveries",
"logs:DescribeResouxrcePolicies",
"logs:PutResourcePolicy",
"logs:CreatelLogGroup",
"logs:DescribelLogGroups"

1,
"Effect": "Allow",
"Resource": "*"

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes"

1,

"Resource": [

"arn:aws:sns:*:*:ChimeVoiceConnectox-Stxeaming*"

"Effect": "Allow",

"Action": [
"sqs:GetQueueAttributes”,
"sqs:CreateQueue"

1,

"Resource": [

"arn:aws:sqs:*:*:ChimeVoiceConnectox-Stxeaming*"

AFFFE A & TEFE Amazon Chime
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AFERERBMEMESHEFA

LEFlE RE MR BUER |, FF IAM EAERGRHNEMERAES T NABRRZERR, WEE

SeEEEAFHFEH H AWS CLI AWS APl URRRERETA R TR BENF T,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1)

"Resource": ["arn:aws:iam::*:user/${aws

b
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

:usernamel}"]

R R BRGSO
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RAEREFIEREEEBE

£ AWS Z & AmazonChimeUserManagement B3R , & T & 7B Amazon Chime E£iE &Y

"Version":"2012-10-17",

FREEEBENER,
JSON
{
"Statement":
{

[

"Action": [

"chime:ListAccounts",
"chime:GetAccount",
"chime:GetAccountSettings",
"chime:UpdateAccountSettings",
"chime:ListUsers",
"chime:GetUser",
"chime:GetUserByEmail",
"chime:InviteUsers",
"chime:InviteUsexrsFromProvider",
"chime:SuspendUsers",
"chime:ActivateUsers",
"chime:UpdateUserLicenses",
"chime:ResetPersonalPIN",
"chime:LogoutUsexr",
"chime:ListDomains",
"chime:GetDomain",
"chime:ListDirectories",
"chime:ListGroups",
"chime:SubmitSupportRequest",
"chime:ListDelegates",
"chime:ListAccountUsageReportData",
"chime:GetMeetingDetail”,
"chime:ListMeetingEvents",
"chime:ListMeetingsReportData",
"chime:GetUserActivityReportData",
"chime:UpdateUsexr",
"chime:BatchUpdateUser",
"chime:BatchSuspendUser",
"chime:BatchUnsuspendUser",
"chime:AssociatePhoneNumberWithUser",

REHEREFIEREEEREE
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"chime:DisassociatePhoneNumberFromUsex",
"chime:GetPhoneNumber",

"chime:ListPhoneNumbexrs",

"chime:GetUserSettings",
"chime:UpdateUsexrSettings",

"chime:CreateUser",
"chime:AssociateSigninDelegateGroupsWithAccount"”,
"chime:DisassociateSigninDelegateGroupsFromAccount"

1,
"Effect": "Allow",
"Resource": "*"

AWS ZE B : AmazonChimeVoiceConnectorServiceLinkedRolePolicy

AmazonChimeVoiceConnectorServicelinkedRolePolicy Al Amazon Chime Voice
Connectors #& R 88 & 7iE Amazon Kinesis Video Streams, =Z#t&R7EA , AR EA Amazon Polly
BT, LWBEREF Amazon Chime Voice Connector BRIEFF A , LAFERE FH Amazon Kinesis
Video Streams. #$BHIEHEXZE Amazon Simple Notification Service 1 Amazon Simple Queue
Service , AR EEH Amazon Chime SDK FEEEEAREX MBI ER , f£A Amazon Polly & RFE .
Speak SpeakAndGetDigitstIFEFMENA , 528 (Amazon Chime SDK EEEIEFE) FH
Amazon Chime SDK & % B BUER €45,

AWS ZEBEB Amazon Chime B

T &% IEERAYE Amazon Chime IAM BUEFT B E #7 .

g% iR Date
AmazonChimeVoiceCo Amazon Chime Voice 2022 £ 3 A 15 H
nnectorServicelLink Connectors 18 7 FEVEF T |

edRolePolicy -BE#EE AFFEEA Amazon Polly &

B EE. BELEFFTET Amazon

Chime SDK EEEZEAREXF
5/ Speak# SpeakAndG
etDigits B)MEMILEFFT,
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gF iR Date
AmazonChimeVoiceCo Amazon Chime Voice 2021 £12 A 20 H
nnectorServicelink Connector 118 7 ¥TEVEF T |

edRolePolicy -E#HEEF LARFFFE Amazon Kinesis

BUE Video Streams 3§38 A E 4

{&HiXE SNS # SQS., Amazo
n Chime Voice Connectors &
EELETT , KRR S
FZE Amazon Kinesis Video
Streams IR FRIEBE A,

BEABEEEXK, FH Chime
SDK BURE IAM FEAERA
&,

Amazon Chime #7118 7 X Bi&
R B B B E

2021 9 A 23 H

TS EE , ARSI
NECRHFEENSRER , U
N RABAE L EREE,

Amazon Chime BIZREMIEE  Amazon Chime BIREBHE 2021 9 A 23 H

AWS ZEBRNEE,

¥ Amazon Chime B 7 MEEEITHERZ B
FERAUTEFRIGBEZEFISEMSEH Amazon Chime 1 IAM B A28 E RREE,
S|

« REHEE Amazon Chime RHITEIE

o BRAEBHIT iam:PassRole K IZHE
« BRBER AWS IREAWABEFEEM Amazon Chime &R

RERE 7 Amazon Chime F#I{TENE
MREBNBIEEE  SHERERENTEHE , ENBERSLEEH , LAEFEHTEE,

T5IgEfIgEsR g Emateojackson IAM EAEERERA TR ERE —BERE ny-example-widget
BERWEMEN , BAVEERE chime: GetWidget FFAIBER 4,

SEBHEAR 99


https://docs.aws.amazon.com/chime/latest/dg/iam-users-roles.html
https://docs.aws.amazon.com/chime/latest/dg/iam-users-roles.html
https://docs.aws.amazon.com/chime/latest/dg/iam-users-roles.html

Amazon Chime EEER

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
chime:GetWidget on resource: my-example-widget

ELBERT , HEEH mateojackson ERHEBHNEE , AFFFEA chime: GetWidget EEFE my -
example-widget BiR.

MREBEEWGE , FREEN AWS EEE, FHNEEESREENEXERE.
R AEEHH 1T iam:PassRole BV IZ#E

MREBWBEHR |, EHEEEHIT iam: PassRoleBE , BNBERLAERH , UAFEKAGEER

Amazon Chime,

BE AWS ¥ IRESREFACERGRREYR K MAREUFNNERACIBKELACR. NFEH
TR L AR ACEEEZRBAIFT .

EAH M IAM marymajor fFAZEERMEAEEAE Amazon Chime RETEIER , 284 T 5% f]
R, BER , BEBERBEBERBREAGR TN T. Mary REKAGEERGRENT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WEURAEERH , RAFFMHIT iam: PassRole Bk,
MREBEEWHGE , FHEEN AWS EEE, FNEESRHENEZRE.,

EEE AR AWS IRF A A BFEEFEE Amazon Chime EIR

BRLEN—EAE  REHMIRFHNEREREEBABHASTFIENER, S UEEZE R
EEENHDERAR, HHXEERERNBRIFIURESIBE (ACL) IR , SR SMERBLR
REERTFAEFRENE RN,

MEFEE—FTH , F2EAUATRE .

« ZEET#% Amazon Chime RAZEIELINEE , 2B Amazon Chime #0182 |AM FEELFE o

- EETHENM AWS IRFE EEHEEN EREREFIE B2 (AM FHEER) FWEEHE
A AWS 1RF M5 —18 IAM & i 7R,

- BETRINMISERNEFIERMEBE=H AWS IRE |, 528 (AM EAEIERE) WS FEUER
HIGE =7 AWS IRF #H.

R AREBHIT iam:PassRole HIiZHE 100
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- METHNTEBHS &I RAFIE  F28 (AMFAEER) PN TFEUERMBEEINIE
T5BRINFERE BEED).

s METHREAAGTEREABRRETEIRFFRZEANEZE , 528 (AM £AFERE) 91 1AM
B IRE ERFE.

/A Amazon Chime RIS EE AR

Amazon Chime £ AWS Identity and Access Management (IAM) fR#&E#E A E, REEEABREE
BEEEZE Amazon Chime HIE— IAM AEEHE, REEZAEZH Amazon Chime HEES , X &
EERBARRETILEM AWS REFFENFIBEEF T,

B EEAEELEERNEMEETE Amazon Chime , RABTAEEF BB SKENH T, Amazon
Chime ERHERKEFLE/CHNTT , BRIESEEZ , BHRE Amazon Chime TJUETHAR®, BEE
ENFSEEEBEMBETEEER, 550 FEAEEM T EAEA IAM BB,

BB ALERMBRBHERZSCNEBER , T EEEMER, ERREFLN Amazon Chime BIR , RAK
FERPMOBRENERNF,

FERXERKELACHEMRE  WEHERES , F2EEE IAM EHNAWS R, SHBREERS
AERTET Yes (B) MIRK., REEFERNE , DIREKBRBHRBEE LM

FE

. BAGEIA Alexa for Business & i fi £
- FHERRREZENAE

« }&H Amazon Chime SDK R EEFAAE®

A EE A Alexa for Business % & & it 8 A

THEHFHHNEARBUNAERREEZ AR , IRF Amazon Chime FHUE AWS R F & Alexa for
Business ERHVER,

&

« Amazon Chime IR ER A ETH
« B Amazon Chime BV R ERLAE
+ #m# Amazon Chime IR ER A
+ B} Amazon Chime BRI ERE A

ERARBERAE o
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Amazon Chime EEER

« Amazon Chime R EFE /BT EN[EE

Amazon Chime RIS EFE AT

Amazon Chime % & AWSServiceRoleForAmazonChime B RI&E#E A€ — A FFHH Amazon
Chime FEFAEEE AWS BYIRFEME R , 5140 Alexa for Business A E,

AWSServiceRoleForAmazonChime RIS ERZ B EBET T RBEREIXAE

e chime.amazonaws.com

A ATBE AR Amazon Chime BI5EM &R R T 5IE 4 :

« B)YE: arn:aws:iam::*:role/aws-service-role/chime.amazonaws.com/
AwWSServiceRoleForAmazonChime LH iam:CreateServicelLinkedRole

BMERENT , IAM BR (NERE. HENAG) TTRY, FEIMBREBERZAE, MEFA
&, B2E IAM EREEETNRBESE AT,

A Amazon Chime B REEE AR

BAEEFHEYRBELEAR® , E47E AWS CLI, = AWS APl 5 Amazon Chime FHI L A%EE
BRX Alexa for Business AWS B2 X1 &K , Amazon Chime A E R EZ AR,

WA LAEH IAM =B AE EH Amazon Chime EARGINBRBELZAE®, £ AWS CLI = AWS
APl # | FRARKEEWEILchime. amazonaws . comfRIEEE AR, MEFHMAEA , F2H (AMfE
AEER) P "EURBEEAC) . NMRERREEREEEZAE , B UEALMEENERUBX
BUZAE,

#wm¥8 Amazon Chime RIS ERZ A E

Amazon Chime F 3 & 4m% AWSServiceRoleForAmazonChime R EZ AR, RAERESEET
EESERBEEAC  FIUEELIEEITAGCAEBFACERE, AM , BUMEH IAM RiFEAE
iR, MEFMER , F2H (AM FAEKEDE) PNERERBEEAE,

fHBR Amazon Chime WRISERE A E

NMRETBFECABRKESACNIIRIRE , RMAEZBERBRZACR. Nk—X , ERRIERED
ERSERENREAER, AN, BLBRENRBERAE® , cRIBEAFBHHNSEMER,
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Amazon Chime EEER

ERBRBEEAE
EEER 1AM RBRBRBEZAG A , BXRALERMRZBEMERNEMEIR,

(® Note

MRIEERAMERERE , Amazon Chime EEEAZAG , AIMBRATEERAM. FHERE
4 FERBOERLBRERARE.

IR AWSServiceRoleForAmazonChime £ Amazon Chime IR ( £##5H )

A Amazon Chime lRFE R FTEH A2 ERIRA Alexa for Business,

a. £ https : //https://chime.aws.amazon.com/ BAEX Amazon Chime E£# A&,
b. #IF Users (fEA%&). Shared devices (REZHEE),

EEEE,

d. REBF,

e. I1EIZEHA Alexa for Business.

o

FHMBRBEHEEAR

fEA IAM £# & AWS CLI, = AWS API 2k AWSServiceRoleForAmazonChime RIS EE AT,
INEFFMER , B2H (IAM EAEIER) FWREBRREEESEG,

Amazon Chime RIGEfFE BB ERESE

Amazon Chime X EHERERBNAMBE RS ERARBESEAR, MFFMEHA , F2H Amazon
Chime i B M B 2R

FEREEEEEENEE

THREPHVEARBPUAEILFEE Amazon Chime EIEEENRGERZ AR, MEABEERKE
WEEHEER |, 5528 A Amazon Chime SDK BN 8%,

&

- Nova Act BRI ER AT
- B Nova Act BV R ERAE
- #®% Nova Act IR ER A E
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Amazon Chime EEER

MIBR Nova Act RIS EE A G
« Amazon Chime Service B AR ENET

Nova Act BV RIS EE A EFT

Nova Act f# & A AWSServiceRoleForAmazonChimeTranscription B IR#5E# & & — fL5F Amazon
Chime X &R &1FHL Amazon Transcribe ] Amazon Transcribe Medicalo

AWSServiceRoleForAmazonChimeTranscription R EZ ABEE T IREREZA/E

* transcription.chime.amazonaws.com

A ATBER AR Amazon Chime B15EM &R R T 5IEE :

- B)fE: all AWS resources £ transcribe:StartStreamTranscription
« B)fE : all AWS resources LH transcribe:StartMedicalStreamTranscription

BYMEARENT , IAM BR (NERE. HENAG) TTRY., FEIMBREKERZAE, MEFH
&, F2E (AM EREERM) PHERBEEAGT A,

A Nova Act BRI RIS EZAE
IEETLAMER IAM 12 &3 B4 Chime Transcription A ESINRBERZ AR,

® Note
BYARE AM EEM TS RENELSR, NRRE , FHERREES,

BYASG

1. BAAWS EEX#A , W7 https : //https://console.aws.amazon.com/iam/ FARK IAM £32 &,
2. EIAMEEZEENEEERTD , BEEAE  AREEEUAG,

3. EIF AWS Service SEFERE |, RREIZF Chime , ARIEFE Chime Transcription,

4. EBET-L,
5

6

&E—F_io
REEZHRERER K AREEEVAG,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://console.aws.amazon.com/iam/

Amazon Chime EEER

B AT LA AWS CLI 2 AWS API JRE I & A transcription.chime.amazonaws.com RIS ERE &
1=

ECL &, 1T $ : aws iam create-service-linked-role --aws-service-name
transcription.chime.amazonaws.com,

WEFMES , F2H IAM EAEEEPNELBRBEEAC. IREMRERBEESE , B0
ERLHRNERFABRRILZAR.

fm&E Nova Act WIRISEFE A B

Amazon Chime A ¥ 84w AWSServiceRoleForAmazonChimeTranscription [RIEEE A ®, BA
EREERTHEESEREEGAR  UCELIEEVACRZABEAGER. 1B , B UEH
IAM RiGEACNHER, WFFHEEA  F28 (AM FAEER) PHFERBEEAE,

fHB& Nova Act RIS ERE A E

EETBEATERKEGACHIIERRE , RAZRERHERZAC, -, ERRIEREDE
BEREENAREAER.

£/ IAM FERREEELSE

M IAM 3 4& AWS CLI, = AWS API B AWSServiceRoleForAmazonChimeTranscription AR
KEEAR, WEFHMEN , B28 (AM £AEER) PR EEAE,

Amazon Chime Service B AR ENEE

Amazon Chime XBEHERERBNMEREFEARBESGAR., WRFMENRA , F2H Amazon
Chime i E ML %8 , LA {FE A Amazon Chime SDK #H & [E15,

£ B Amazon Chime SDK R EEFHA AR

THEE R EFREA (A2 FEE Amazon Chime SDK IR EENREEE B E,

&

« Amazon Chime SDK B8 EEN RBEZH T
« % Amazon Chime SDK BB EEEVRKEZAE
- #m%8 Amazon Chime SDK EREENREEZAE
- kX Amazon Chime SDK ERBEENREERLAE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/chime.html#chime_region
https://docs.aws.amazon.com/general/latest/gr/chime.html#chime_region
https://docs.aws.amazon.com/chime/latest/dg/chime-sdk-meetings-regions.html

Amazon Chime EEER

« Amazon Chime SDK R EERBELZACZEN EiF

Amazon Chime SDK iR E BN R ELE AR

Amazon Chime & & AWSServiceRoleForAmazonChimeSDKMediaPipelines # IR ER & -
7L #F Amazon Chime SDK 8 & & K& FH Amazon Chime SDK &,

AWSServiceRoleForAmazonChimeSDKMediaPipelines fRISEE AR ET T RBREIZAR

* mediapipelines.chime.amazonaws.com

AT E Amazon Chime ¥ EMNER TR T S EE :

« B1YE: all AWS resources LB chime:CreateAttendee
« BE1YE : all AWS resources LB chime:DeleteAttendee
- BjfE : all AWS resources EH chime:GetMeeting

BMAARERA , IAM ER (NERE, BEfAe) T WEY., REIMBRRBERESE, WEF
&, F20R (AM EAEER) PHBRBEEABF .

£ Amazon Chime SDK IR EB R R EZ AR

IETTLAER IAM £ 4& |, %iB Amazon Chime SDK Media Pipelines* A RHIZ M RGEE A,

® Note
B RHEE AM EEFFA I RERELES R, REE , FHERREES,

BYASG

1. BAAWS EEX#EEH , W https : //https://console.aws.amazon.com/iam/ BAEX IAM £12 &
2. EIAMEEZEENEEERTD , BEEAE  AREEEUAG,

3. BEEAWS RHFAREE  AREFEEF Chime , ARHEIFE Chime SDK HEEE

4. EBET-L,
5

6

&E—F_io
REEZHRERER K AREEEVAG,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://console.aws.amazon.com/iam/

Amazon Chime EEER

B AT LA AWS CLI 5 AWS API 3R 31 & & mediapipelines.chime.amazonaws.com B9 iR #5:&E #5
y=h =

£ F AWS CLI , #1TLk# % : aws iam create-service-linked-role --aws-service-
name mediapipelines.chime.amazonaws.com,

WEFMEF , F2HIAM EAEEEPNELRBEEA S, IREMRLEBEHEZESE , B
ERLHRNEFABRRILZAR.

#m¥ Amazon Chime SDK HEEEMRFEEAE®

Amazon Chime & A ¥ & #mE AWSServiceRoleForAmazonChimeSDKMediaPipelines RIS E#E £
B, IAESEERTESSZERBELAL , IULELIERIABCAEFAGER, Am , &9
£/ IAM RiGEASHER, NFFEEA , F28 AV FAEER) PHFRERBEEAE,

i B& Amazon Chime SDK IR S BN R EL AR

EETBEAFTSERBESACHIIERRE , RAZREREFZAC. WK, ERRIEREDE
BEREENAREAER.

£/ IAM FERBRBREEEAE

fEF IAM £ A AWS CLI, = AWS API 2 fill Bk
AWSServiceRoleForAmazonChimeSDKMediaPipelines fRIGERE A, MEFMENR , FSH (AM
FEAEER) PHRRREEEAE,

Amazon Chime SDK R EERKEZF/ACIEN EiF

Amazon Chime SDK X EBERMHBBHAE AWS ESFFEARBEL AR, MEFMEA ,
Amazon Chime i 2t M Bl &8

3
¢
a1

£ Amazon Chime H 50 $& FN 5352

ELy 2 #E38 Amazon Chime R EAfM AWS RS R FEM., TTAMMUENEERS D, AWS BHT
5| T BRESE Amazon Chime, & RIRE |, WiERFREB BEE -

« Amazon CloudWatch ZEIEFEEIR A AWS ERMATHEARE AWS, Ea] AU ERNEHEE
B, BIUBEREKR , URREET , AR EEEEISEENRERBNEZRENEE, flwm , &
A[LA3E CloudWatch JB#t CPU E A2 H M Amazon EC2 #TERBIEE , Y EEERBEBEEH
WEITEE, MEFHMEN , 526 Amazon CloudWatch # A& B,

HFsrosxMES 12 107


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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https://docs.aws.amazon.com/general/latest/gr/chime.html#chime_region
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

Amazon Chime EEER

« Amazon EventBridge 2 IE FEIBHNRHREHRR , 1R AWS ERHNEE, EventBridge XEH
BEHRHRER., EUELREEERESHNAR , I ERESEEHEFHER AWS HARK
R BEEEE, WEFMEN , 528 "Amazon EventBridge FR &R -

« Amazon CloudWatch Logs AIE&EER, FRMEFERE Amazon EC2 #1T{EE. CloudTrail RH
f2RIRH BFFE R, CloudWatch Logs AJEZ AFERTHEN , Y EEI R ERERBNE, &
AT LA B & ﬁﬂﬁﬁ’&mﬁﬁﬁﬁ’l‘iﬂ’]ﬁﬁ PR, WMEFHMENR , 552 E Amazon CloudWatch Logs
ERAEEM.

» AWS CloudTrail 2#IEUH SR RS 2 HRA R AWS @E’JlIlEF?éH:}E’J AP| FFRLFIAEBASE 4, HiEE
2R BRERINREEEN Amazon S3 FEfFRTRE, ST LGB LR £/ & MRS AWS, #1T
FEOL R SR 1P sk, SARFPAUEY IR, WMFBEFMEF , 526 _"AWS CloudTrail fEAHZE R -

&

- {# 8 Amazon CloudWatch E£3E Amazon Chime

- {£ /4 EventBridge B &1t Amazon Chime

- {F 8 528 Amazon Chime API FEAY AWS CloudTrail

£ Amazon CloudWatch E£#% Amazon Chime

BAILAE A CloudWatch B5#2 Amazon Chime , E€WERHBE R IS HIEE A 18 Hif FENRHE
E, EXFTENESRB15EA , WMELERELENR , XYEFE Web EARNRREHIHITH
e, BEUAUREEERERENET , ERCELMERBSABARENEE. WHFFHAENRA , F2
B Amazon CloudWatch &5/,

Amazon Chime B9 CloudWatch 3§4&
Amazon Chime &% T 51512 &)X E CloudWatch,

AWS/ChimeVoiceConnector B ZEE B E T B RIEEHIRE AWS 1 Amazon Chime Voice
Connectors H EFERIBISE,

BE Description
InboundCallAttempts EXANEAFELRE,

BE{¥ : Count

InboundCallFailures BRI K BURE,

f£F CloudWatch 1T B4 108


https://docs.aws.amazon.com/eventbridge/latest/userguide/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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Amazon Chime

EEEmE

BE

InboundCallsAnswered

InboundCallsActive

OutboundCallAttempts

OutboundCallFailures

OutboundCallsAnswered

OutboundCallsActive

Throttles

SiplxxCodes

Sip2xxCodes

Sip3xxCodes

Description

E {7 : Count

EENEARFLE,

E{¥ : Count

B sl {E A PRV EA R IL S,

E {7 : Count

ERNEL IS,

E {7 : Count

15 P AL Y Kk BUX B

E{¥ : Count

B E PR,

E{¥ : Count

B BI4E R A Y5 I,

E{¥ : Count

EFETRIE | BiRF 2 I ERAXE.
EE{¥ : Count

REERIES 1xx B SIP AEE.

B {¥ : Count

MRERTEAS 2xx Bi#RH SIP FAEE,
B {¥ : Count
RERTEAS 3xx BiREY SIP SAEE,

BE{V : Count

f£F CloudWatch 1T B4
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Amazon Chime

EEEmE

BE

Sip4xxCodes

Sip5xxCodes

Sip6xxCodes

CustomerToVcRtpPackets

CustomerToVcRtpBytes

CustomerToVcRtcpPackets

CustomerToVcRtcpBytes

CustomerToVcPacketsLost

Description

REEATF A 4xx BARHY SIP FAEH.
E {7 : Count

AREEACHE A 5xx B#RAY SIP FAE B,
E{¥ : Count

REEAHE A 6xx BARAY SIP FAE B,
E {7 : Count

#*= B &% %) Amazon Chime Voice Connector

EWEmmN RTP HE8E,
B8 {¥ : Count

REFEIXE RTP H#4H Amazon Chime
Voice Connector E 55K HY L TTAE R,

BE{y : Count

#*%& F{E3% 2 Amazon Chime Voice Connector
EWRHEN RTCP Ha®E,

BE{¥ : Count

RTCP H#a8HRREF &)X E Amazon Chime
Voice Connector E 5% RY {1 TTAA R,

EBE{¥ : Count

#*t= FE# %) Amazon Chime Voice Connector
HERREFEANHTEE,

B {¥ : Count

f£F CloudWatch 1T B4
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Amazon Chime EEER

EE Description
CustomerToVclitter #* & FE &% 2 Amazon Chime Voice Connector

ERREeHanFEERg,
B R

VcToCustomerRtpPackets #£ Amazon Chime Voice Connector B/ 5% &
EREFHN RTP HE8E,

B (¥ : Count

VcToCustomerRtpBytes RTP Ha&® #& Amazon Chime Voice Connector
ER R EEGeE PR THER,

BE{y : Count

VcToCustomerRtcpPackets &£ Amazon Chime Voice Connector E## 5% &
FREFWN RTCP HE8E,

BE{¥ : Count

VcToCustomerRtcpBytes RTCP a@# # Amazon Chime Voice
Connector EM R BEXEE PN TEE,

BE{y : Count

VcToCustomerPacketsLost # Amazon Chime Voice Connector E®E5 &
RIAFFNHETELRHE,

BE{¥ : Count

VcToCustomerJitter # Amazon Chime Voice Connector E®E5 &
EREFZ2HENEERE,

By %

RTTBetweenVcAndCustomer Z F B Amazon Chime Voice Connector E#5%
M2 B EIRER,

BV : ¥

f£F CloudWatch 1T B4 11



Amazon Chime EEER

EE Description

MOSBetweenVcAndCustomer B &= F B Amazon Chime Voice Connector E##
Rz BB ERMEEHN AR TEEERSH
(MOS),
BN MR 1.044 2B, 78HE X
REBANFAmMEBLE,

RemoteToVcRtpPackets &= I% A E Amazon Chime Voice Connector

EWREN RTP #a® B,
BE{¥ : Count

RemoteToVcRtpBytes RIRHEIEE RTP H3H Amazon Chime
Voice Connector EL7# 2% e 49 {2 st AE 2o

BE{y : Count

RemoteToVcRtcpPackets 32w &2 ZE Amazon Chime Voice Connector

EH RTCP HAagE.
B8 {¥ : Count

RemoteToVcRtcpBytes fRIRiREEE RTCP #8H Amazon Chime
Voice Connector Ef# 5% 1 #Y i TTAE B

BE{y : Count

RemoteToVcPacketsLost =% E5 2 Amazon Chime Voice Connector

ERRERELINEIEE,
B8 {¥ : Count

RemoteToVcJlitter #®R i EIEZE Amazon Chime Voice Connector

Bl B2 PR,

BV : ¥

f£F CloudWatch 1T B4 112



Amazon Chime

EEEmE

BE

VcToRemoteRtpPackets

VcToRemoteRtpBytes

VcToRemoteRtcpPackets

VcToRemoteRtcpBytes

VcToRemotePacketsLost

VcToRemoteJitter

RTTBetweenVcAndRemote

Description

# Amazon Chime Voice Connector E® 5% &
EEREIRW RTP HE&E,

B {7 : Count

#& Amazon Chime Voice Connector E# 5% &
ERRBWALTHEE , LA RTP HEE TR,

B {7 : Count

?& Amazon Chime Voice Connector E i 5% i &
EiRimH RTCP Ha2®E,

BE{¥ : Count

# Amazon Chime Voice Connector E® 5 &
ERRIBWALTTHE , LA RTCP HAa@ R,

BE{¥ : Count

#& Amazon Chime Voice Connector E 5% Kt Z|

RiGERPELINHIEE,
B8 {¥ : Count

?ﬁé Amazon Chime Voice Connector E 5% &
EERBEZHSWEHRE,

By : %

24w Ed Amazon Chime Voice Connector E 5%

ez BHY P EREE.
B : ¥

f£F CloudWatch 1T B4
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Amazon Chime EEER

EE Description
MOSBetweenVcAndRemote iﬁﬁ#‘aﬁﬁi Amazon Chime Voice Connector £
B BEET R RIAEBHNAGEEERSH
(MOS),

By : BN : MR 1.044 2N D E. 28H
=, imﬁ%ﬂﬂﬁanﬂnuéﬂﬂo

Amazon Chime BJ CloudWatch # =

& o] LAEE Amazon Chime B A CloudWatch #E 11 FiRo

WE Description

VoiceConnectorId ERARIEER Amazon Chime Voice Connector
% Bl 7F o

Region EEE 4 HEREERY AWS B,

Amazon Chime #J CloudWatch B%

3
¢
&n

& 1] LA#% Amazon Chime Voice Connector 3812 {#iA E CloudWatch Logs. MFEFHER |
{Amazon Chime SDK EE$5F) HRIMmEE Amazon Chime Voice Connector %€

FRmEREFTAR

&0 LLZ 2K Amazon Chime Voice Connector VIR 88 R EIEZE A 5. Eai’d'iLFﬁﬁlﬂ-r : Amazon
Chime €#$FT& Amazon Chime Voice Connector FEMH T D EREBE T AEE

# CloudWatch Logs A ###l. BEBIENEEA /aws/Ch1meV01ceConnectorLogs/
${VoiceConnectorID}, AHEISLATHM , HEXA JSON,

W1z Description
voice_connector _id A LA Amazon Chime Voice Connector
1D,

f£F CloudWatch 1T B4 114
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Amazon Chime

EEEmE

Rz

event_timestamp

call_id
from_sip_user
from_country
to_sip_user
to_country

endpoint_id

aws_region

cust2vc_rtp_packets

cust2vc_rtp_bytes

cust2vc_rtcp_packets

cust2vc_rtcp_bytes

cust2vc_packets_lost

cust2vc_jitter

Description

BB , B4 B UNIX Epoch (1970
F1 81 BF%) URHEDE (UTC).

HEEXS ID,
LR ERIRERE.
PP LB 2 26 B 3R/ 4t [
IRy IR ER & .

PR AL} Ry 3 LT BB R/t (22

BRI B im B T ER BRI, BE
CloudWatch Logs Insights /8. IMEFAEF
, 5528 (Amazon CloudWatch Logs £ & 18
) FHAEA CloudWatch Logs Insights 247 B
wE R

Il AWS B B,

® & F{Ei% 2 Amazon Chime Voice Connector
HBW5mn RTP % E,

REFEIEXZE RTP H#29 Amazon Chime
Voice Connector E 25X HE YL TTAREL,

#®*%& F&ix % Amazon Chime Voice Connector
HE s RTCP Ha®E,

RTCP #@H & F&EiXE Amazon Chime
Voice Connector E 2% TTAREL,

#*= FE# %) Amazon Chime Voice Connector
HRERXERELANHIHE,

®*= B &% %) Amazon Chime Voice Connector

B Han FiaH .

f£F CloudWatch 1T B4
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html

Amazon Chime

EEEmE

Rz

vc2cust_rtp_packets

vc2cust_rtp_bytes

vc2cust_rtcp_packets

vc2cust_rtcp_bytes

vc2cust_packets_lost

vc2cust_jitter

rtt_btwn_vc_and_cust

mos_btwn_vc_and_cust

rem2vc_rtp_packets

rem2vc_rtp_bytes

rem2vc_rtcp_packets

rem2vc_rtcp_bytes

Description

# Amazon Chime Voice Connector E® 5% &

EREFH RTP HIHE,

RTP #‘@ # Amazon Chime Voice Connector
HE SR EEEGE PN THEE,

#& Amazon Chime Voice Connector E 155 e &

X EFH RTCP HEBE.

RTCP H#a®# Amazon Chime Voice
Connector B BRI EE P TEE,

# Amazon Chime Voice Connector E® 5 &
RIAFFNHTELREE,

#& Amazon Chime Voice Connector E# 5% ke &
EREFP2HEBNEHRE,

Z F B Amazon Chime Voice Connector E# 5%
He 2 B SE9 IR EF R,

Bi%Z F B Amazon Chime Voice Connector E
R BNWESTBREERNELEEERSE
(MOS).

IR IR EIEZE Amazon Chime Voice Connector

EEEm RTP HI#A,

REBIHEIEXZE RTP HEH Amazon Chime
Voice Connector E /5% ke HI\ TTAE B,

IR IR EIEZE Amazon Chime Voice Connector

E#REN RTCP HI#E,

RBIHEIXZE RTCP #4H Amazon Chime
Voice Connector E /5% ke HI JTAE B,

f£F CloudWatch 1T B4
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Amazon Chime EEER

- fba Description
rem2vc_packets_lost =i & 2 Amazon Chime Voice Connector

ERERERNEIHE.

ZPA S Ll

rem2vc_jitter 1= 1% A ZE Amazon Chime Voice Connector

B Han FaH .

vc2rem_rtp_packets ?& Amazon Chime Voice Connector B/ 5% it &
FRinH RTP HIHE,

vc2rem_rtp_bytes #£ Amazon Chime Voice Connector B/ :% &
EERIRNATHEE , S RTP HIE TR,

vc2rem_rtcp_packets ?ﬁ:‘ Amazon Chime Voice Connector B/ 5% it {H
EERRHN RTCP H38E,

vc2rem_rtcp_bytes #& Amazon Chime Voice Connector E# 5% ke &
EERBWMITHESE , L RTCP HEHE R,

vc2rem_packets_lost #& Amazon Chime Voice Connector E## 5% #E Z|
REmEmPEANEHTHE,
vc2rem_jitter #£ Amazon Chime Voice Connector B/ % &

EERRHINFGHE.

rtt_btwn_vc_and_rem =% EE Amazon Chime Voice Connector B2 E%

Hez BEFEERERE.

mos_btwn_vc_and_rem =% B Amazon Chime Voice Connector £

iz EHREEERRERBNEMEEERSE
(MOS).

SIP AR B

& AT LLEE 2K Amazon Chime Voice Connector B SIP FAE Hif. BB TILERER , Amazon
Chime EHEEANEL SIP AL , YHEEEAEEILM CloudWatch Logs AR . BEFEREHAE
W& A /aws/ChimeVoiceConnectorSipMessages/${VoiceConnectorID}, BitHEIE
AT #fz , EX%A JSON,
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Amazon Chime

EEEmE

Wz
voice_connector_id
aws_region

event_timestamp

call_id

sip_message

Description
Amazon Chime Voice Connector ID,
EEHHEARERY AWS B,

HEGAE MR , BfZR 8 UNIX Epoch (1970
F£181B5FR) URHNEVE (UTC),

Amazon Chime Voice Connector B4 ID,

BRI 2 SIP AL,

£ EventBridge BEi{t, Amazon Chime

Amazon EventBridge AIZZBE{L AWS ¥ , Y B BEERREH , fINEARXTAMEESE
REE, WESREMHNFMEN , 528 (Amazon Chime BB ABERE) FHEZFEH.

& Amazon Chime EAEH#E , 25 HEIXZE EventBridge LR DR , iIEXR’R Amazon Chime &
ERSFTEEHEIEE EventBridge , BEBAVEBER T IRETERTES. NEHEER , F2H
{Amazon EventBridge A& EME) HHIKE AWS BRI EH.

(® Note

MREEEMRER , BXAAMER Amazon S3-Managed£ i, BT EFERERIE AWS
Key Management Service R & F = & 11T A AR S[ IR N2

£ EventBridge HE){t Amazon Chime Voice Connector

Amazon Chime Voice Connectors 7] B ENi§ 2 M BNERIE T HIER

- YA AWS Lambda &

- BXE Amazon Elastic Container Service E#%
- BEHEXZE Amazon Kinesis Video Streams
« BUA AWS Step Functions #RREH#E 25

- JBA Amazon SNS £ Amazon SQS 175l

£ EventBridge B &1t
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https://docs.aws.amazon.com/chime/latest/dg/using-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-service-event.html

Amazon Chime EEER

#&B Amazon Chime Voice Connectors i EventBridge #) — L&) +E -

 BtA Lambda BB EERAERE THEZNF Ao
* RXE) Amazon ECS 1£#% , SATEWFILRLED & B A BN s 88 8%

WMEFHMER , F2 B "Amazon EveniBridge A EIERE o

Amazon Chime Voice Connector &S 4

AEEHREH AR | Amazon Chime Voice Connectors X B#§E#4-&1%X E EventBridge,
Amazon Chime Voice Connector & 7B

Amazon Chime Voice Connectors &£ %88 5 £ Kinesis Video Streams BHEEIL =4,
ExampleE#&#

LT RILEHHEGER,

"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",
"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",
"region": "us-east-1",
"resources": [],
"detail": {
"callId": "1112-2222-4333",
"direction": "Outbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "1@1 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>;",
"content-type": "application/sdp",
"content-length": "246"
I

"isCaller": false,

{f# A EventBridge HEIt 119
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Amazon Chime EEER

"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0,
"medialabel": "1"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>;\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:ssz",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/ChimeVoiceConnector-
abcdeflghij2klmno3pqr4-111laaa-22bb-33cc-44dd-111222/111122223333",
"toNumber": "+13605550199",
"transactionId": "12345678-1234-1234",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"streamingStatus": "STARTED",
"version": "Q"

Amazon Chime Voice Connector & iR

ERBEERRE Kinesis Video Streams #3R & , Amazon Chime Voice Connectors &% bt =4,
Example B4 & ¥l

T RIEEHHEGHER,

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:sszZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus": "ENDED",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"transactionId": "12345678-1234-1234",
"callId": "1112-2222-4333",

"direction": "Inbound",

"fromNumber": "+12065550100",
"inviteHeaders": {

{f# A EventBridge HEIt 120



Amazon Chime EEER

"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "10@1 INVITE",
"contact": "<sip:user@l@.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
},
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0,
"medialabel": "1"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:ssz",
"endTime": "yyyy-mm-ddThh:mm:ssZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/ChimeVoiceConnector-
abcdeflghij2klmno3pqré4-11laaa-22bb-33cc-44dd-111222/111122223333",
"toNumber": "+13605550199",
"version": "Q"

Amazon Chime Voice Connector &R EHT

F IR EFRZE Kinesis Video Streams B , Amazon Chime Voice Connectors €% th =4,
Example B4 & ¥l
LT RESHNESER,

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:sszZ",

"region": "us-east-1",

"resources": [],
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"detail": {
"callId": "1112-2222-4333",
"updateHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "101 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
.
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"streamingStatus": "UPDATED",
"transactionId": "12345678-1234-1234",
"version": "Q",
"voiceConnectorId": "abcdeflghij2klmno3pqr4"

Amazon Chime Voice Connector & 5k 8

ERBEERRE Kinesis Video Streams %k BEF , Amazon Chime Voice Connectors &% bt E 4,
Example B4 & ¥l

T RIEEHHEGHER,

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:sszZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus":"FAILED",
"voiceConnectorId":"abcdefghi",
"transactionId":"12345678-1234-1234",
"callId":"1112-2222-4333",
"direction":"Inbound",
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"failTime":"yyyy-mm-ddThh:mm:ssZ",
"failureReason": "Internal failure",
"version":"Q"

}
}

£ 524% Amazon Chime API 04 AWS CloudTrail

Amazon Chime B E2 fR#EE S AWS CloudTrail , SLER#EIRHE Amazon Chime AWS FEIERE. A
BRREFTREZ BEM 8. CloudTrail 24§ Amazon Chime BIFTE AP REIBERRASEH | SIEX

BH Amazon Chime £ AN | L% K EH Amazon Chime APIsIEXN G, MREETHER | Al
A LA CloudTrail BHEFERFE Amazon S3 #77HT# , @& Amazon Chime =4, BIEERER

EBHE , KATLUER CloudTrail EEAPNEHRELEHEREZHEN. B CloudTrail Fr

WEKERF , ¥ET™ Amazon Chime IREMEER, BHEFER IP ik, REBRHOAE, REFBRH
R, R HEMEFHEER.

EEHE—L TH CloudTrail , 5528 "AWS CloudTrail fEA&ER. »

CloudTrail F#9 Amazon Chime &&A

EHEN AWS IREE | 480 RSE LBUA CloudTrail, #£ Amazon Chime BIE X2 & 1T AP|
Wes  EBDEEHFESICHEPHNEM AWS RIEEH — R 5CHE CloudTrail B4, EaLE
AWS IRE @R, BEMNTHBOINEH. NMEFHMENR , B2 A CloudTrail E4FE$ LR
i

B EERCEKE AWS IRFEPIVEH | 21 Amazon Chime BWEH | FEVIEH. BRREZH
CloudTrail #% B R E Amazon S3 ffFiTE. RIERER , EREZERLABURRER K BRREE
REIFRAE BE. MRELHE AWS FEIEFFRERBNEN , L& HRERINELEEN Amazon
S3 ffFirRE, LA , B BEREEM AWS BREE , BUE—F 7 M MEZEE CloudTrail BFSHRER =
HER, MEFMEN , F2H -

- BIEHEIE

« CloudTrail X BHNRENES

« % CloudTrail By Amazon SNS & Al

- BWZEEEMN CloudTrail AFEERZEWZEIRSR CloudTrail HFER
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/chime/latest/APIReference/Welcome.html
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« ZAREEHERARDE IAM EAEBRRL.
- RAHERAAGHERZEEAERIBS G EREREFER,
« FREBTHHEM AWS RIFREE,

WMEFMER , 52B CloudTrail userldentity Tt

T f# Amazon Chime BiiE=xR1ER

EHR —EERE R ARERNEARAREIEEN Amazon S3 f#FRTE#, CloudTrail B
1’%’?@%—3‘6%1@5%35 —EEHAEMRRRENE—FR , XTSHRE. FRNBHNE

3, FRSBBEFEHF. CloudTrail HFERIIFMELE API FILEHIESRAVERGEF |, RIS UEM
4%;&"[57&%

Amazon Chime #YI& B B chime.amazonaws.com =4 3R,

MR E A Amazon Chime IRFEXTE Active Directory , 5528 CloudTrail 528 AWS Directory
Service AP| FFIl, iEERAA M{AI BE$2 Al gE 228 Amazon Chime & B ABE NI RIE,

T 5| &5 588~ Amazon Chime B CloudTrail HE51EE

{"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalId":" AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice ",
"accountId":"0123456789012",
"accessKeyId":"AAAAAABBBBBBBBEXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2017-07-24T17:57:43Z"
.
"sessionIssuer":{
"type":"Role",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam::123456789012:role/Joe",
"accountId":"123456789012",
"userName":"Joe"

}
} ’
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/cloudtrail_logging.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/cloudtrail_logging.html

Amazon Chime EEER

"eventTime":"2017-07-24T17:58:217",
"eventSource":"chime.amazonaws.com",
"eventName":"AddDomain",
"awsRegion":"us-east-1",
"sourceIPAddress":"72.21.198.64",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",
"errorCode":"ConflictException",
"errorMessage":"Request could not be completed due to a conflict",
"requestParameters":{
"domainName":"example.com",
"accountId":"1llaaaaaal-1lall-1111-1all-aaadd@a®aad0"
},
"responseElements":null,
"requestID":"belbeeld-1111-11el-1eD1-0dc1111flacl",
"eventID":"00fbeeel-123e-111e-93e3-11111bfbfccl",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/about-aws/global-infrastructure/
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- BleEXEIEFAF(PFS)WETEEM , Hla0 DHE (Ephemeral Diffie-Hellman)=} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), RARH (M Java 7 MEFHIRE) AL EELER,
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https://docs.aws.amazon.com/chime-sdk/latest/ag/voice-connector-groups.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/voice-connector-groups.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/start-kinesis-vc.html
https://aws.amazon.com/security/
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https://aws.amazon.com/blogs/messaging-and-targeting/update-on-support-for-amazon-chime/
https://aws.amazon.com/blogs/messaging-and-targeting/update-on-support-for-amazon-chime/
https://aws.amazon.com/chime/chime-sdk/
https://docs.aws.amazon.com/chime-sdk/latest/ag/
https://docs.aws.amazon.com/chime-sdk/latest/ag/
https://docs.aws.amazon.com/chime/latest/ag/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/chime/latest/ag/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/chime/latest/ag/using-service-linked-roles-transcription.html
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https://docs.aws.amazon.com/chime/latest/ag/using-service-linked-roles-transcription.html
https://docs.aws.amazon.com/chime/latest/ag/automating-chime-with-cloudwatch-events.html
https://docs.aws.amazon.com/chime/latest/ag/automating-chime-with-cloudwatch-events.html
https://docs.aws.amazon.com/chime/latest/ag/manage-sip-applications.html
https://docs.aws.amazon.com/chime/latest/ag/manage-sip-applications.html
https://docs.aws.amazon.com/chime/latest/ag/chime-voice-connector-emergency-calling.html
https://docs.aws.amazon.com/chime/latest/ag/chime-voice-connector-emergency-calling.html
https://docs.aws.amazon.com/chime/latest/ag/chime-voice-connector-emergency-calling.html
https://docs.aws.amazon.com/chime/latest/ag/chime-voice-connector-emergency-calling.html
https://docs.aws.amazon.com/chime/latest/ag/setup-dolby.html
https://docs.aws.amazon.com/chime/latest/ag/setup-dolby.html
https://docs.aws.amazon.com/chime/latest/ag/chat-retention.html
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https://docs.aws.amazon.com/chime/latest/ag/delete-individual-messages.html
https://docs.aws.amazon.com/chime/latest/ag/delete-individual-messages.html
https://docs.aws.amazon.com/chime/latest/ag/monitoring-cloudwatch.html
https://docs.aws.amazon.com/chime/latest/ag/monitoring-cloudwatch.html
https://docs.aws.amazon.com/chime/latest/ag/monitoring-cloudwatch.html
https://docs.aws.amazon.com/chime/latest/ag/config-slack.html
https://docs.aws.amazon.com/chime/latest/ag/config-slack.html
https://docs.aws.amazon.com/chime/latest/ag/config-slack.html
https://docs.aws.amazon.com/chime/latest/ag/config-slack.html
https://docs.aws.amazon.com/chime/latest/ag/mtg-settings.html#mtg-regions
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https://docs.aws.amazon.com/chime/latest/ag/start-kinesis-vc.html#sip
https://docs.aws.amazon.com/chime/latest/ag/start-kinesis-vc.html#sip
https://docs.aws.amazon.com/chime/latest/ag/setup-dolby.html
https://docs.aws.amazon.com/chime/latest/ag/setup-dolby.html
https://docs.aws.amazon.com/chime/latest/ag/setup-dolby.html
https://docs.aws.amazon.com/chime/latest/ag/phone-numbers.html#calling-name
https://docs.aws.amazon.com/chime-sdk/latest/ag/start-kinesis-vc.html#sip
https://docs.aws.amazon.com/chime-sdk/latest/ag/start-kinesis-vc.html#sip
https://docs.aws.amazon.com/chime-sdk/latest/ag/start-kinesis-vc.html#sip
https://docs.aws.amazon.com/chime-sdk/latest/ag/start-kinesis-vc.html#sip
https://docs.aws.amazon.com/chime/latest/ag/using-service-linked-roles-stream.html
https://docs.aws.amazon.com/chime/latest/ag/using-service-linked-roles-stream.html
https://docs.aws.amazon.com/chime/latest/ag/using-service-linked-roles-stream.html
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https://docs.aws.amazon.com/chime/latest/ag/monitoring-cloudwatch.html
https://docs.aws.amazon.com/chime/latest/ag/monitoring-cloudwatch.html
https://docs.aws.amazon.com/chime/latest/ag/monitoring-cloudwatch.html
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