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LB IAM B3R, A%, EEETUE IAM BERMEEAE  FAEERBETELAE.

IAM LR ERXEENFTT , EBREFERAEL EZRBITRE. S0, RELEE—EARFF
iam:GetRole BIERMBEE., EBKBURKEAE AL AWS Management Console, AWS CLIZ
APl AWS BR8ABEA,

S BBR

B BBRRALMME S (Fla0 IAM ERE, EREFHENAE) K JSON FFAIBERXSF, ELEK
RS D EMERG TReEBLERATHLEDE, NFTHROMELSSEEEK |, F26H (AM
EAEER) PHEEBEFEREBREZBA] IAM A,

BoBERRUE- S ERARBRHZERR, ARBRESEZARINE—FHE, HEIAE,
ZERRRBMNEK , EUEES FNZECHAE. HENAG AWS 1kRF. SEBXRZHE AWS
ZERRNEFZERR, NFTHNMESIERRRARBEK 2ERE  F28 (AM EREE
) PHEZEBCRMABRBERERE,

EREBE

BERBPR2EETERN JSON BERXH, BREBRNGEE REFR IAM B eEEEERAN
Amazon S3 fEFITREBR. EXEEREBRNEBERS  RBEEESTUEACAREFHBEER
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MFEER. BRMINBERNER , BREEREEN TR T UHBRERHANTHEEARE[AERY
THTHEE, ELATEREBRPEETE, ZXATUSERS, £AE. A, BEFIER
% , 3 AWS B,

ERABRRNVNAZBRETNABRBEEK, FEIEEREERBPEANRE IAM B AWS ZEHEK,
AWS Amazon Chime SDK ¥ S&HE

BERTUHMEEFEAE. FENAE , A AWS ZERRLBTREBRRERS. B IAMEF
TERRFERBNERNE K MXEBRISENERREEMENT. EERERHKER , &
LUMEREMN AWS ZREBK, EEBRREEF RNERARS , LA EENIRFHER AWS . NF
2 AWS EHENFAENR , F2H (AM £REER) PHAWS ZEBX.

AWS BRBEHEBNER AWS SEHX, BEEEE AWS SEBRTHF . REEHES ST
AFTEE AWS REBR , UXEHE, LEENEHSXECERBRNMES SRR (EAE.
BHANAE), REZEURENDERBIHRETHREER AWS REBER. BBETEH AWS ZE
HERPBREIT , ALBREFTSHRERBH A,

s, AWS XEEZE BB EBEHBHZERR. M, ReadOnlyAccess AWS ZEBRIE M
B AWS BRBEMERH R FIE. ERBREBHUEER , SAFRENEIR AWS HEHRTT,
MHFEERBEBRRNBENRA , F2H IAM R EEREPEBEERRENAWS ZEHE.

EFERFIEE (ACL)

FHUZRHEE (ACL) AT2HL X (IRFXRE, ERAENAR) BEFHEERNTA. ACL EHUR
ERAPK , BEMAER JSON BERMXHER.

T
W
&

Amazon S3 AWS WAF#] Amazon VPC 2% & ACLsH RS &5, mMEHE— 7 # ACL ,
Amazon Simple Storage Service B A EI5EHHFEUEHEE (ACL) #1E,

HttBREE

AWS X RHMBAERNBRESE, EEBRRBETRERE RBRREER FENGKAFFT.

- FARR-FFUHER - EERDRE  THERES I EBERERT IAM B8 (AM £AEHAR)
MBAFFA. BUNAERREFIRR. MEENFITERERNS D EBERMEFT I RRHR
o 8% Principal M FEEERAENACHNEREBRAUATESZIFIRRRG. EEEK
RPN AREBHESBERXR N, NFFTRRNFHES  F2H AM EREERTH JAM HiE
AT A SRR,
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- PRIEIEFIEZK SCPs) — SCPs=Z JSON BUR , A[EE in. PAEABAEMEN (OU) IR AFFA AWS
Organizations. AWS Organizations @ —B AR 7 EMNEFEEELEREE AWS IRF 09 S EH AR
%, BEMAEBTHMETIRE , BRI RBIZEH B (SCP) ERARIEAHMAEIRS. SCP &R
%UEEE'I’EF':FEE*E’J?F_I TREEEEE AWS tRFBREHAE, WE Organizations 1 SCP #YEF4H
B , 5528 (AWS Organizations fER&EERE) T RIEEEBER,

- BEREFIEEK (RCP) - RCP 2 JSON B , ATARBRELIRFPERN T LR , HEGE
BEAXRMAEEEFMMELFAEENSEERN IAM BE., RCP 2RHIKERSPEIRHY
FH, WAREEESINERTT , BIEAWSIKRERFERE , ERTHRETBRENER.

W Organizations M RCPsHYRFHIE A , BIEXE RCPs AWS B /Y BE , 2 EAWS
Organizations  FA&EERM) PHERZEFIBEE RCPs),.

- THERBREX - TERBRBER—BEREBR , Sl EEBREEANAARNELACHBISFEA
ENERITERERE , RASBEE. MEEITERBRNTITERCAERACHN I P BBERMIE
PEERBURMIRRE, STAtL A IREEREBE., MEEERRTHNARIEBHSBEETX AN WEHF
HEF , F2E IAM EREERPH TERBEE,

ZRBREE

HEZERRERERIFRE  HEREANTISELEMH,. EMBELER, B2 T7HNMEAWS £
BREZEBRBBRRERBAFNBR , F2H (AM EHEER) BRI (EEE,

Amazon Chime SDK #n{aJ&2 IAM & & £ F

E&ER IAM B Amazon Chime SDK BV ZEXREZ Bl , F85C 7 & AT 82 Amazon Chime SDK & B fiF
R IAM ThaE, BERA T Amazon Chime SDK fHE 41 AWS RIGIN{TEE IAM B EH , F28
{AWS IAM fE %?Eﬁ>> PRI ER IAM BEFEAN R

FE
« Amazon Chime SDK &% B ER
- Eh

Amazon Chime SDK &0 BB

FH IAM BB | BUEEAHSIIEENEENER , UREMERG T AFRIEES
€, Amazon Chime SDK X453 EEE. ERMEHRSIE, EE 7T HEE JSON BERHFERANMmME
&, B2HE (AM F£AEER) i IAM JSON BETESE,
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BF

EESWLER AWS JSON BURRIEEH T UAFHAR, twHER , BMEERECESS T IUEA
EERAITHLEBIF,

JSON BURHE Action TERERETUARARAFRIEBBRFEFNNEF. BRBEETE EFHEMEE
Bf AWS API REMBINER. B —LFIIMRR , AR BHERFE AP BENERFFUEE, E L&
ERERFZBRTNZEEBE. ELBANBFERABKEIF,

HREERBERE THTHBBEBENFTT.
WE BENFMER , F2RBRBERESE P Amazon Chime BIEIE, ERFMEAZREI#,
e AL F:

Amazon Chime SDK 2t —AREIFIEMFRGE B, WEFHMAEN , BF2E RERESEHHN
Amazon Chime BI{EH <82,

BR
Amazon Chime SDK X EBEBEKHTIEEER ARNs, HIEFMET , 52/ Amazon Chime EENE
SRR
#3451

£ E#@43 Amazon Chime SDK B0 B BURKE S , 5528 Amazon Chime SDK & 7 B B i1,

A% DN EEEE 3 o0 AT 5 B 2 A

Amazon Chime SDK BE 7B FHAREARETARNIARER, EREFEHLEL., HENER
NEBEFSELBETINDG, AREAUTSEHIMNZE , RS AT TIHETS
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Amazon Chime SDK EEER

WMEFHMER |, 5528 (AWS Key Management Service B A BiE/E) PHNEFZE SR,
T EBRENE

1‘E‘JI§§EE , BEINENEAMAEEAEREER. BEUNNEIREREER  SLARHHBHNER
EE® H REEEAXSRENZFEEN, CHE. EENEFER.

ERMAGNEAREZTTARTAMBES ENZTAER

b ]
I

BEINMEBRYRTFREFNER, NFRENFHAER , F2ET -,

THEIT M NIERRE

BEOINMEERTF TEEAEFSESR, EXRBUBSTREREMBER , HEEM Amazon Chime
SDK Voice Connector @iEiB{E&ixCreateGranti®RE AWS KMS RRRELEBIURF. RFREMSE

3

, TRERT|MAR T I REPERE

- {HiADescribeKeys&RZE AWS KMS , SIHERRENHBEFZELH D BN

+ #%GenerateDataKeyFEREAE KMS ©48 , LB ARMBYHHNER S8,

* #&DecryptiEREIEE AWS KMS LIEZRMEZNER | , EARNEZENER,
. f#Hi%RetireGranti®RE AWS KMS SUVAARARES R ERRAENE T,

o {5 A Al AR 25 ik N 2 6 48 R AF FRAE Amazon S3 H,

B UERBSERETHFEE K IBREEHECSBNEERE. IREEEM , FIIMKE
EENERMENEIAER,. EEFERBERENNERE  EIRE %Tﬁﬁlfﬁ?ﬁzﬁiﬁﬂ
f8AccessDeniedExceptionfl1%k B,

mEOMNT|BER

RBXERHEFSESBNTFIVER, SEAXFZIESHBHBVARE—ESBEE  HPa3SBXK
BRA , AREHTUEA SR  URMGATUNAERAT, BISBE , BULUEESBESK, WF
SHMEN , F2E (AWS Key Management Service BIZ A B188) RN ERSBBE,

{
"Version": "2012-10-17",
"Statement": [



https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
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https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/programming-key-policies.html

Amazon Chime SDK EEER

"Sid": "Allow key access to Amazon Chime SDK voice analytics.",
"Effect": "Allow",
"Principal": {

"AWS": "your_user_or_role_ARN"
1,
"Action": [

"kms:CreateGrant",

"kms:Decrypt",

"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"kms:ViaService": [
"chimevoiceconnector.region.amazonaws.com"

]

MERREBRPEEFANES , 7
EE KMS AWS &8,

b
W%

B  SIREERBABRASIERE) PHE IAM BERFRRK F

NEFFEHTREFNETHELHNESR , F2H SRMAWS EERBFABABEFITHNH SR EFIE
]_'W[SE /Eﬁo

ERMEAR

NERRR—HEZANEREY AT 2sARENNEMRBTEN. AWSKMS ERAMBEARRRZ
EomENME,

W

ERENMBEFBRPEESMBARE , AWSKMS eNZRARBEENENER. EERTER £
HREFERPESHENMNERNR,

BEDNEME AWS KMS ZiFmEZRETEAMENNEARAR , Hd 2R
% , aws:chime:voice-profile-domain:arnif {4 &JR Amazon Resource Name (ARN),

THEHIRERARNMBEAR,

"encryptionContext": {
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"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-west-2:111122223333:voice-
profile-domain/sample-domain-id"

}

BN ERKEHNESETEANZEASR , UBIEFZESBNERASN. MEZFAFLEHRE
CloudTrail 2 CloudWatch Logs B4 BEEH,

158 FR 022 P 28 R4 1) 3 < SR Y 17 Y

B ESRBERN IAM BERS , FANERARRZHAHBEFZESRNEN, SOUTNER
F R EMAINZERB R

BEIMERTHEANZERBTREGS , ARFHHIERFIESTEFZESRNFNR. RTFHRHSE
RERFAFNREEREENNERR,

\/

THEHESRBXFRAAERTFRENEZARNEFZECREIE, BEREXPHRGERETE
BIETEMNZE B Y IN%R A 2 BR HI R4 o

{
"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
b,
"Action": "kms:DescribeKey",
"Resource": "*"
1,
{

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleReadOnlyRole"

I,
"Action": "kms:CreateGrant",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:chime:voice-profile-domain:arn":
"arn:aws:chime:us-west-2:111122223333:voice-profile-domain/sample-domain-id"
}
}
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Amazon Chime SDK EEER
EREmnzZeis

Amazon Chime SDK Voice Connectors €#%55REiXZE AWS KMS |, A LAfE CloudTrail =
CloudWatch BB MHELEEEK,

CreateGrant

ENFEREFSESREVESHRERMIIERE , #HEIBIM Voice Connector X RIEEH
#*CreateGranti®K , LAFEUE AWS IRE ) KMS £88. Voice Connector EY W FRER
FSE4EEHNERISEN. Voice Connector B & RetireGrantigfE , EMIREIRE
BBREF,

THIEHIEECE CreateGranti®{E,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuserol",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser0l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

I

"invokedBy": "AWS Internal"
I
"eventTime": "2021-04-22T17:07:027",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
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EEEmE

"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"constraints": {
"encryptionContextSubset": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-
west-2:111122223333:voice-profile-domain/sample-domain-id"
}
1,
"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com",
"operations": [
"GenerateDataKey",

"Decrypt",
"DescribeKey",
"RetireGrant"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"granteePrincipal": "chimevoiceconnector.region.amazonaws.com",
"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com"
1,
"responseElements": {
"grantId":
"Qab0ac0dob000f00eaddcc@aleddfcOObce@0dcO00f0000000cObc@a®@00aaatSAMPLE"
1,

"requestID": "ff000af-00eb-00ce-0e00-cadd0fbO0fbadSAMPLE",
"eventID": "ff0O00af-00eb-00ce-0e00-ca®00fbofbadSAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS: :Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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GenerateDataKey

ELRURERERBIYREFZESRISTGEHE SR , HEIBIA Voice Connector B 37 Iff —
MEREE , UNBRESERESENEMZFHA. Voice Connector 8 i%GenerateDataKeyfERE
AWS KMS , HEEE RN £,

T 5|85 H| &5 8% GenerateDataKey 4,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-
west-2:111122223333:voice-profile-domain/sample-domain-id"
b
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
b
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0ec00-cad00fbO0fbadSAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ead00fbO0fbad@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",
"managementEvent": true,
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EEEmE

"eventCategory": "Management",
"recipientAccountId": "111122223333",
"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

£
2

4 1

BIEARE MU DecryptiRiF , MERAREFHNMBZERSRREFIMBNER.

T oI &8k DecryptiRiE,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

I

"eventTime": "2021-10-12T23:59:347",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent'": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"keyId": "arn:aws:kms:us-
west-2:111122223333 :key/44bbb444-3333-2222-1111-EXAMPLE11111",
"encryptionContext": {

"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-

west-2:111122223333:voice-profile-domain/sample-domain-id"

},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"

I
"responseElements": null,
"requestID": "ed@fe4ab-305b-4388-8adf-7e8e3a4e80fe",
"eventID": "31d0d7c6-ce5b-4caf-901f-025bf71241f6",
"readOnly": true,
"resources": [{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-

west-2:111122223333:key/00000000-1111-2222-3333-9999999999999"

ERETREEHETNR TR EER AN AT HAREMBEARELEZZINE , HEBAE
B
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1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "35d58aal-26b2-427a-908f-025bf71241f6",
"eventCategory": "Management"

DescribeKey

MEEF,

TH&E I DescribeKeyR{E,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser0l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser2l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2021-04-22T17:07:027",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",
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"sourceIPAddress": "172.12.34.56",
"userAgent'": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {

"keyId": "@0ddodbo-0000-0000-ac00-bO0cO@OSAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-cad00fbO0fbadSAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ead@0fb0fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

b E R EEREA

BEREABEREREHTEHFFITNERTUBESENERRITEHER K BENEARLH
B, EFRESAFEEIHTEITIIREXMMARERTREFEFINER. WEFHENR , F2
BIAWS Identity and Access Management ( £F&IERE) PHEEREARBE,

s

R AWS , BERBERESEIEBFRNEBEARG, E—ERE (PR M S — @RS (WAl AR
%) 0, eRAEREER. EREETNCERANURSE  EREREMBEREREF T REE MR
BHNE IR,

AWS AREEEIEMH IRFHN ERSEFIE , LUIHBEREBEERNZ S, BMABREEEERBEKH
M aws:SourceAccount 2B AR £, ELLIBEIRE Amazon Chime SDK AZERIEHH
b PR G BYEF AT o

T #EHFER S3 HETRBEK , IBEKRMFEHASERE S3 CallDetailRecords EFEFE S
Maws:SourceAccountZHEHABT W , UGB LR EREARBE, S3
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EEEmE

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AmazonChimeAclCheck668426",
"Effect": "Allow",
"Principal": {
"Service": "chime.amazonaws.com"
I
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::your-cdr-bucket"
},
{
"Sid": "AmazonChimeWrite668426",
"Effect": "Allow",
"Principal": {
"Service": "chime.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::your-cdr-bucket/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": "112233446677"
}
}
}

Amazon Chime SDK ERE B %K

Amazon Chime SDK X E 5 &R\ EFREBUER,
LA Amazon Chime SDK R A5 EB N Z#

Amazon Chime SDK XX #EiE L& REHMWIEZER.

Amazon Chime SDK IAM & &

IAM A2 AWS IRFFR EFEISEFITNERE.

Amazon Chime SDK &RE BK
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Amazon Chime SDK EEER

B Amazon Chime SDK & F g BB 3%

B LEERSEATREE. BEIAM A , 2 REIBIRFAR®, B LUEBMIY
AssumeRolesf, & AWS STS API RERIESHREELZ 22 AE B GetFederationToken,

Amazon Chime SDK X A BGRRFEE.

RIS ERE A

BHEEA AR AWS BBEFIEM BHEPHER , UMARETHEF. REEEALEHRESR
B IAM RS MBKEEESEAR, IAWM TEETURE  EFFEEREEEAGNET,

Amazon Chime SDK X EBRKEE AR, IEEBRVYRNEEEEAGNFMET , F2BEH Amazon
Chime SDK WRIEERZ A€,

BHEAE

LR ARREAREREREAC. LAGATRKREFNEMEREFNER , AAREZXKEBFE. K
BAGEHRELN AMIRFES , BEHARFAES. EXRT IAM EESTUEEKAGHNT, T
B, ER TS BIR BRI R TR,

Amazon Chime SDK X R A,

Amazon Chime SDK & 4 B4 B 5k &5 45

BIBEFEER , IAM FREMARKREEIHIEH Amazon Chime SDK EIRHIFFAT, b1 th %6
AWS Management Console AWS CLIZ; AWS APl R#{TEHK. IAM BEEBEENERY IAMBXK , BF
FAENACEEEERLITRE API EENMETY. EEEEE/ AR ELYRREEZEETESE
LS AT IAM {5 A B REHE

Z2E T HROAERAISLES JSON R XMFET IAM B BEEE , F28 (AM EAEEE) FWE
JSON Z& LB T K.

I

- BRBEEHR

« AWS & Amazon Chime SDK %

« AWS Z2E K : AmazonChimeVoiceConnectorServiceLinkedRolePolicy

« AWS Z2E K : AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy
- AWS ZEBEM Amazon Chime E#i

#£f Amazon Chime SDK 1 f i B /& 3% 22
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Amazon Chime SDK EEER
BRHREEXK

ERBOWBERMEEBRA, MSHEREEATNEZNIIRSEFET, FEEMBER Amazon Chime
SDK ER, ELBHETRSELN AWS IREFELER., ELBRYSHES P HRBXE BB/ T
XA NEZSEHE

- AR AWS ZEBUR - EEWRERKER Amazon Chime BIREHSH |, FB6EH AWS ZEBUR |
AENETRMMENGT T, EXBREELSWIREPRM Wl AWSHENEH., WEFHEE
7, F2E (AM FAREER) PHEAFIRE AWS ZEBXR,

- BRYREER : ERRBUBITHERN , RRABRTHTERAMEENGTT. UR/D—EFFTHE K A%
MEERTFEANGTT. ELL—FHREAKERNGTT , HRBEHBMMBRREEARS. WEFHH
B , 528 (AM EREER) PR TFHRIEER.

- BRBBIRERA MFA: ATENZS  FERIAMEREERZEEZRTE (MFA) EREBRER
= APl BR{E, MEFHMEN , F28 (AM FRHERERE) PHEAWSHEAZEEZZRERE (MFA).

- FARAKRGEUENRS - ZUBNTWEED  FERE 2 BERRAAFTFRERNGRE. Al
m, WELBREGY  BERRMSERE —EN AT IP hutEE, SEATUREHRG , REEEN
A EEEEA AR R , RRERMFEA SSL 5 MFA, MEHMES , F28 (AM FREE
&) T/ IAM JSON BUETTE : 4.

AWS Z& Amazon Chime SDK Bk

& LAMER AWS Z & AmazonChimeVoiceConnectorServicelLinkedRolePolicy HRi#Z 5 H
F¥ Amazon Chime SDK EEMZ BN, WFFHFMER , 528 (Amazon Chime SDK B A 815
M) S IAM A  UKk) RERESE) B Amazon Chime W EIE, BERAMGHZESI#,

// Policy ARN: arn:aws:iam::aws:policy/AmazonChimeSDK
// Description: Provides access to Amazon Chime SDK operations
{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"chime:CreateMediaCapturePipeline",
"chime:CreateMediaConcatenationPipeline",
"chime:CreateMedialiveConnectorPipeline",
"chime:CreateMeeting",
"chime:CreateMeetingWithAttendees",
"chime:DeleteMediaCapturePipeline",
"chime:DeleteMediaPipeline",

BRBREER 23
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Amazon Chime SDK EEER

"chime:DeleteMeeting",
"chime:GetMeeting",
"chime:ListMeetings",
"chime:CreateAttendee",
"chime:BatchCreateAttendee",
"chime:DeleteAttendee",
"chime:GetAttendee",
"chime:GetMediaCapturePipeline",
"chime:GetMediaPipeline",
"chime:ListAttendees",
"chime:ListAttendeeTags",
"chime:ListMediaCapturePipelines",
"chime:ListMediaPipelines",
"chime:ListMeetingTags",
"chime:ListTagsForResource",
"chime:StartMeetingTranscription",
"chime:StopMeetingTranscription",
"chime:TagAttendee",
"chime:TagMeeting",
"chime:TagResource",
"chime:UntagAttendee",
"chime:UntagMeeting",
"chime:UntagResource"

15
"Effect": "Allow",
"Resource": "*"

AWS ZE XK : AmazonChimeVoiceConnectorServiceLinkedRolePolicy

AmazonChimeVoiceConnectorServicelLinkedRolePolicy A3 Amazon Chime SDK
Voice Connectors #5#E 8 &5 ZE Amazon Kinesis Video Streams, 2SR FEH , AR EH
Amazon Polly &R EEE. WWEERRF Amazon Chime SDK Voice Connector BRIEEF AT , LAEEL
& F 1 Amazon Kinesis Video Streams, #§&@XZE# &)X ZE Amazon Simple Notification Service
(SNS) # Amazon Simple Queue Service (SQS) , 7 fEA Amazon Chime SDK Voice FE T2
K SpeakFMSpeakAndGetDigitsEERF , £/ Amazon Polly & KBS

"Version": "2012-10-17",
"Statement": [

AWS ZEHE : AmazonChimeVoiceConnectorServiceLinkedRolePolicy 24
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{

"Effect": "Allow",

"Action": ["chime:GetVoiceConnector*"],

"Resource": ["*"]

},
{

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",
"kinesisvideo:UpdateDataRetention",
"kinesisvideo:DescribeStream",
"kinesisvideo:CreateStream"

1,

"Resource": ["arn:aws:kinesisvideo:*:*:stream/ChimeVoiceConnector-*"]

I
{

"Effect": "Allow",

"Action": ["kinesisvideo:ListStreams"],

"Resource": ["*"]

},
{

"Effect": "Allow",

"Action": ["SNS:Publish"],

"Resource": ["arn:aws:sns:*:*:ChimeVoiceConnector-Streaming*"]

I
{

"Effect": "Allow",

"Action": ["sqgs:SendMessage"],

"Resource": ["arn:aws:sqgs:*:*:ChimeVoiceConnector-Streaming*"]

},
{

"Effect": "Allow",

"Action": ["polly:SynthesizeSpeech"],

"Resource": ["*"]

I
{

"Effect": "Allow",

"Action": [
"chime:CreateMediaInsightsPipeline",
"chime:GetMediaInsightsPipelineConfiguration"

1,

"Resource": ["*"]

}

AWS ZEHE : AmazonChimeVoiceConnectorServiceLinkedRolePolicy 25
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]

WMEFEES , F2BFEH Amazon Chime SDK Voice Connector IRIGE#E & BB,

AWS ZEBUX :
AmazonChimeSDKMediaPipelinesServicelLinkedRolePolicy

IBHERE AmazonChimeSDKMediaPipelinesServicelLinkedRolePolicy iEiEZE IAM B,

B ER f28F Kinesis Video Streams #& & # B E Amazon Chime SDK &% , Wi 2R HE
CloudWatch, EiE L&F Amazon Chime SDK HE &8 & B KREFE Amazon Chime SDK &€&, WMFEFH
MEF , F2BEAEETH B8 Amazon Chime SDK BEEEFEHAAR®,

SRR
BREDEUTHT,

« cloudwatch - #FFE CloudWatch EE,

« kinesisvideo - EFMEERIRE. HEKRE, EHERNREER. HRERER. BIERS
/Jlb*u EIJ II:H ﬁﬂ%/)lbo

e chime - EFFENSEE. BEYHEENMEREREE,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowPutMetricsForChimeSDKNamespace",
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/ChimeSDK"
}
}
},
{
"Sid": "AllowKinesisVideoStreamsAccess",

"Effect": "Allow",
"Action": [

AWS ZEBX : AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy 26
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"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",
"kinesisvideo:UpdateDataRetention",
"kinesisvideo:DescribeStream",
"kinesisvideo:CreateStream"

1,

"Resource": [
"arn:aws:kinesisvideo:*:*:stream/ChimeMediaPipelines-*"

]
I
{

"Sid": "AllowKinesisVideoStreamsListAccess",

"Effect": "Allow",

"Action": [
"kinesisvideo:ListStreams"

1,

"Resource": [

T

]

I
{

"Sid": "AllowChimeMeetingAccess",

"Effect": "Allow",

"Action": [
"chime:GetMeeting",
"chime:CreateAttendee",
"chime:DeleteAttendee"

1,

"Resource": "*"

}

AWS ZEBER Amazon Chime B

TR HIREAYE Amazon Chime SDK IAM BER A48 B3

25 iR B
AmazonChimeSDKMedi ¥riE#AmazonChi 2023 £12 A 8 H
aPipelinesServiceLinkedRole meSDKMediaPipeline

Policy : RE BRI EH sServicelinkedRole
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EEEmE
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aPipelinesServicelLinkedRole

Policy : REBRMNESH
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Chime SDK RS IEEEME
CloudWatch , AR R EXR
R, WMEFHMEN , FSEL
Bt Amazon Chime SDK &
EEfEAAG,

#rigMAmazonChi
meSDKMediaPipeline
sServicelLinkedRole
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EEEmE

gE
MENEMNREESESE

Amazon Chime SDK & 4 BB
REH - EMERBEE,

#11#® AmazonChimeSDKMedi
aPipelinesServicelLinkedRole
Policy- #TH) ZEBR,

AWS ZEBE : AmazonChi
meVoiceConnectorServicelLink

edRolePolicy - B E R AR
8

DU

FE A BT LAEA AmazonChi
meSDKEvents fRIEEHRE A
ERFEERRE , il
Kinesis Firehose, #N%E &4
& , 2R FEHAAmazonC
himeSDKEvents IR # & #E
A, BMtEFAmazonChi
meVoiceConnectorServicelink
edRolePolicy Z B8 ZF A
RBEEAE., NEFHE
# , F2E LA AmazonChi
meVoiceConnectorServicelink

edRolePolicy.

AWS Z & Amazon Chime
SDK BUR¥TI® T35 W , ATEE
£/ Amazon Chime SDK #&
BEEE APIs 2Rz, EEUAM
BRIZFEEEIE,

Amazon Chime SDK %718
TREEZAG , TELE
Amazon Chime SDK &€& {#
REREINEE,

Amazon Chime SDK Voice
Connectors ¥ 75 , &
2 A Amazon Polly &
BE. BEYFFIRE Amazon
Chime SDK Voice FERTER
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etDigits EMEMIAEFFT,

B
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EEEmE

gE

AmazonChimeVoiceCo

nnectorServicelLinkedRolePol

icy - ENRARE

BEABEEEXK, FH Chime
SDK BURE IAM FEAERA

&,

Amazon Chime SDK Bi#4i8 #t
g%

DU

Amazon Chime SDK Voice
Connector #Ti8 T&F® , AFF
ZH Amazon Kinesis Video
Streams 3 %18 HI =4 A
£ Amazon Simple Notificat
ion Service (Amazon SNS) #

Amazon Simple Query Service

(Amazon SQS), Amazon
Chime SDK Voice Connector
s FEE LT, TRESIER
B FZE Amazon Kinesis Video
Streams IR FRIB A,

Amazon Chime SDK i€ 7 %
RIERBREHHEME,

TS EE , ARSI
NECRHFEENSRER , U
N RABAE L EREE,

Amazon Chime SDK B 438 #t
HAWS SEBERWEE,

B

2021 12 A 20 H

2021 9 A 23 H
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¥t Amazon Chime SDK & 7 M {FZEUE 1T FE S B

£ A T 5 E ARG B EZ B S EEA Amazon Chime SDK 1 IAM A gEIB RV E REE.

TE
o RE|EMEE Amazon Chime SDK R #1T B)1E
o RAEBHIT iam:PassRole HIIZ#E
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TlgEfIgEsREgEmateojackson IAM EAEERER TR ERE —BERE ny-example-widget
BERFFEMENR , BAMEER chime: GetWidget SR BEE4E,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
chime:GetWidget on resource: my-example-widget

FEHRBERT , BAFEH mateojackson EAFENBR , AFFEM chime: GetWidget BIEFE my-
example-widget iR,

MRGEEHE |, FEEEN AWS EEEE, FNEEEBRHENEZEEE,
K ARIEEH 1T iam:PassRole IZHE

EIRKREEEE | FHEN REBHIT iam: PassRole EMENZE | BXEBIEENEIES ESH
By, BNEEERREREHAFEAEZBANEBHUAE, ERXZIAEEFHENEE , ULAHLEAREERER
Amazon Chime SDK,

BEAWS BB TREEREACEBEGRZRE  MARBUHMNBRESCIRKEEFAC, MFEHT
LESR |, BUARE K ACBEREEXRBNETT,

EEAH M IAM marymajor EAEEREA BRI Amazon Chime SDK FETEIER , R E TSI
SR, B , BHFEERBEEFRBEACEFHHFAT. Mary REXACEEESZRBEMNTT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

HEEERBAT , Mary EFREESEMPHBER , AFFMHINIT iam: PassRole BjF,

£/ Amazon Chime SDK W RIS ELE A

Amazon Chime SDK £/ AWS Identity and Access Management (IAM) fRF5E#E A, REEEH
BREBEEEZZE Amazon Chime SDK fIE— IAM BEEH, RIEERAEEZH Amazon Chime SDK
BAER , WIE/RE AWS REREWUHMREPAENFIEFTF .

R EEAETELFEERNEMELTE Amazon Chime SDK , AABRTFEEFEFHIB L ENHT

A, Amazon Chime SDK @ E&ZHREEZACHWHTT , BRIESEEE , BRIR A Amazon Chime
SDK AJLAEEH AR, CEEZNHFTERBEEBERMFUTEE, FRERELM INE EMmEM IAM B
B,

R AREBHIT iam:PassRole B IR 31
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BB ALERBRBRBEEACHMEEER , FEEMER, EREZEEN Amazon Chime SDK iR , &
AREBTETNMBBREFIERNFTT,

NMEXERBEGACHEMERBER , F2RATEL IAM EEN AWS B, SKREHERSACH
PER Yes (B) WK, BEEREENRE , MeRZBRBHRBERS B

&

« fF Amazon Chime SDK Voice Connector BR# 2% A & BUE
- FAHEERRESENAR

« &% Amazon Chime SDK f 8 EEERAR®

« fF AmazonChimeSDKEvents RIS EEH &

£ FH Amazon Chime SDK Voice Connector fRIGE#E A B BE
T3 Z e EFARB 1A -

« f#F Amazon Chime SDK Voice Connector IR E#E B BB |, # Amazon Chime SDK Voice
Connector IRE ERE Kinesiso

+ {8 Amazon Polly #1 Speak 1 SpeakAndGetDigits B fEE R FEH o

&

+ Amazon Chime SDK Voice Connectors K IR¥ER A EFFA
+ %5 Amazon Chime SDK Voice Connectors B RIS EFE AR
#m# Amazon Chime SDK Voice Connectors HIREER AR
B Amazon Chime SDK Voice Connectors #J R#% 2 &
Amazon Chime SDK R ERE AN X E R

Amazon Chime SDK Voice Connectors BY R E i A @

Amazon Chime SDK Voice Connectors A& A& AWSServiceRoleForAmazonChimeVoiceConnector
MR ELE A — fL5F Amazon Chime SDK Voice Connectors &I AWS BRFE, 01T tn{a] BRED

Amazon Chime SDK Voice Connector 88 FRFFHHER , 5828 75 Amazon Chime SDK Voice
Connector K8 &R E Kinesiso

AWSServiceRoleForAmazonChimeVoiceConnector R EE A BEE TIREREZXAG :

{f# A Amazon Chime SDK Voice Connector fRT§E# A B HE 32
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 voiceconnector.chime.amazonaws.com

AmazonChimeVoiceConnectorServiceLinkedRolePolicy A]# Amazon Chime SDK ¥ 15 E M EIR5T MK
T 5 EE

« BfE : all AWS resources LM chime:GetVoiceConnector*

- BfF : arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeVoiceConnector-* £EM kinesisvideo:*

« B)fE : all AWS resources EH polly:SynthesizeSpeech

- B)fE: all AWS resources £ chime:CreateMediaInsightsPipeline

- BfF : all AWS resources £ chime:GetMediaInsightsPipelineConfiguration

« BfE : arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* EM kinesisvideo:CreateStream

« BfF : arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* E£# kinesisvideo:PutMedia

- BfF : arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* E£MJ kinesisvideo:UpdateDataRetention

« BfF : arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* EMJ kinesisvideo:DescribeStream

« BfF : arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* EMJ kinesisvideo:GetDataEndpoint

« B)fF : arn:aws:kinesisvideo:us-east-1:111122223333:stream/* £H
kinesisvideo:ListStreams

BMERENT , IAM BER (NERE. HENAG) TURY, REIMKREKERSE, MFFA
&, F28 (AM EREERM) PHREEEAGT A,

A Amazon Chime SDK Voice Connectors B3 RIS EE AR

BAEEFHEY —ERBKEEZAR, ELBE Amazon Chime SDK Voice Connector B Kinesis i
BBERR , TIE AWS CLI, =X AWS API HZ I S E# AWS Management Console Amazon Chime
SDK SIP i# e rEAEREE , Amazon Chime S AZEY REELAE,

B LAER IAM 34 |, EIB Chime Voice Connector fEFARHIZ Y R EZA®, £ AWS CLI
= AWS APl & |, EAREEWE I voiceconnector.chime.amazonaws.comfREEFEAE, W

f$ A Amazon Chime SDK Voice Connector FRISE & & B EE 33
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FHMES , F2R (AM EREER) 70 "EYRBEEAE,) . IREMRLBEBEZSE
BRMERLEENEFABRELZAE,

#%% Amazon Chime SDK Voice Connectors R RIS EiE A

Amazon Chime SDK A /i F#&4m 8 AWSServiceRoleForAmazonChimeVoiceConnector R #%E #% £
&, IAESEERTHASESEZRKELAE K MULELIETEVRAG AEEAGER., AWM , &9
/A IAM RiFEACHER, NEFHMEEN , F28 "AM FREER. NEERKEEZAE,

fHlB& Amazon Chime SDK Voice Connectors IR EZ A/

EETBEARERKESRACHIRIRY  RAEZBERBRZAE. -, ERREREDE

EHEENRERER. AW K BLERENBHESHE , 2RI EBUFBHAEEMEBR.
ERBRBEEAE

EEER IAM RBRRBEZE AR , ELALERBRZACHEANEATER.

® Note

MR SBESMBREIREF , Amazon Chime SDK FRIFEEFER At , BIMERTIEEE AR, it
BREE  BESH,ERYBRERRE,

Bk AWSServiceRoleForAmazonChimeVoiceConnector £ # Amazon Chime SDK EJR ( F#&

&)
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Z F Bl Amazon Chime SDK Voice Connector
HERRE e BN TRERE,
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1z HiR

aws_region EEEEHHHRBIEERY AWS BT,

event_timestamp FEEVEA SRV EER , BEfLA B UNIX Epoch (1970
F1 81 BFR%R) URHEDE (UTC).

call_id Amazon Chime SDK Voice Connector FEAl
ID,

sip_message FEEVHY EE SIP AR,

£ F EventBridge HE){t Amazon Chime SDK

Amazon EventBridge AIZE &4 AWS [REEEL , Y BEBIEERKEH , flERAREX THYRES
EREE, NELRBHNFMENR , 528 (Amazon Chime SDK B#& AEER) PHNEES1.

& Amazon Chime SDK E£EHE , 5 HEEE EventBridge AR N R AT , iIEFXR R Amazon Chime
SDK EERAKAMESH4EIAE EventBridge , BEBALEIBER T TRAERTEH, NEFHER ,
=2 B (Amazon EventBridge fEA&EIERE) FHIRE AWS BRIEHE4,

(@ Note

MREEFEEMRER , AIXEMEA Amazon S3-Managed£ i, BT EMFERERIE AWS
Key Management Service R & F = & 11T A RE[IR N2

£ EventBridge BBt Amazon Chime SDK & & E#88

Amazon Chime SDK Voice Connectors Al B B &2 WE{ESIE T HIEE

« I AWS Lambda B

- BX& Amazon Elastic Container Service £
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#&B Amazon Chime SDK Voice Connectors f£f EventBridge B — L& 5| 2IE :

« BXA Lambda BB , A EBFEERETHEFZENZAo
« BXE) Amazon ECS £ , LA1E FENY B Eh & B BN A 88 6% .

MEFHMEF , 528 "Amazon EventBridge EH &R »

Amazon Chime SDK Voice Connector &R E4

BRI EHE LR | Amazon Chime SDK Voice Connectors X B E4E1% = EventBridge.
Amazon Chime SDK Voice Connector & 7B

I LR ZE Kinesis Video Streams B8 , Amazon Chime SDK Voice Connectors &% It E
aa

Example EH4E&ER
T Rt EHRNEHER,

"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",
"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",
"region": "us-east-1",
"resources": [],
"detail": {
"callId": "1112-2222-4333",
"direction": "Outbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to":
"<sip:+13605550199@abcdeflghij2klmno3pqr4M.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "1@1 INVITE",
"contact": "<sip:user@l0.24.34.0:6090>;",
"content-type": "application/sdp",
"content-length": "246"
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},
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0O,
"medialabel": "1"

},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>;\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",

"startFragmentNumber": "1234567899444",

"startTime": "yyyy-mm-ddThh:mm:sszZ",

"streamArn": "arn:aws:kinesisvideo:us-east-1:123456M:stream/
ChimeVoiceConnector-abcdeflghij2kimno3pqr4-11laaa-22bb-33cc-44dd-111222/111122223333",

"toNumber": "+13605550199",

"transactionId": "12345678-1234-1234",

"voiceConnectorId": "abcdeflghij2klmno3pqr4",

"streamingStatus": "STARTED",

"version": "Q"

Amazon Chime SDK Voice Connector &5 3R

EIHEEE R ZE Kinesis Video Streams & R B , Amazon Chime SDK Voice Connectors € &% It =
aa

Example E4ER
TRt EHNEHER,

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus": "ENDED",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"transactionId": "12345678-1234-1234",
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"callIld": "1112-2222-4333",
"direction": "Inbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqgr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "10@1 INVITE",
"contact": "<sip:user@l@.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
},
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0O,
"medialabel": "1"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:sszZ",
"endTime": "yyyy-mm-ddThh:mm:ssZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/

ChimeVoiceConnector-abcdeflghij2klmno3pqr4-1llaaa-22bb-33cc-44dd-111222/111122223333",
"toNumber": "+13605550199",
"version": "Q"

Amazon Chime SDK Voice Connector & 7 ¥ #7

FHIEEEBRRE Kinesis Video Streams B , Amazon Chime SDK Voice Connectors &&iX b B4,
Example B4ER

T RIEEHHEGER,

"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",

"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",
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"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"callIld": "1112-2222-4333",
"updateHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqgr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "101 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
I
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"streamingStatus": "UPDATED",
"transactionId": "12345678-1234-1234",
"version": "Q",
"voiceConnectorId": "abcdeflghij2klmno3pqr4"

Amazon Chime SDK Voice Connector &3 % L

EIHEEE R ZE Kinesis Video Streams %k BB , Amazon Chime SDK Voice Connectors € &% It =
aa

Example E4ER
TRt EHNEHER,

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",

"resources": [],
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"detail": {
"streamingStatus":"FAILED",
"voiceConnectorId":"abcdefghi",
"transactionId":"12345678-1234-1234",
"callld":"1112-2222-4333",
"direction":"Inbound",
"failTime":"yyyy-mm-ddThh:mm:ssZ",
"failureReason": "Internal failure",
"version":"Q"

5/ AWS CloudTrail 52$% API 04

Amazon Chime SDK B £ & AWS CloudTrail , lLARISIRHERE. A AWS HARIEIE Amazon
Chime SDK HFT#EXEERY 52 8%, CloudTrail €#% Amazon Chime SDK WYFFE API REIUHEERAS
% , @FER B Amazon Chime SDK E£#E &AWL | LA ¥ Amazon Chime SDK APIsT2=\ B AL,

MREEMNER , B LA CloudTrail E4EFE RS E Amazon S3 #FETEE , @3 Amazon Chime
SDK WS4, MREKRFZTEEBR |, BHATLUE CloudTrail EEANEHRICHEEE L REZTH
B, ZEFSESEFER. BHEERW IP it |, AREBHERWAE,

EI8EY AWS IREE | EEMNIRE LA CloudTrail, E Amazon Chime BE 12 A 1T API P
MYEF , CloudTrail B ESHPRHEZETH. EEEFEMH , FRE CloudTrall TR EX A FEHELE
#% . BWAILAE AWS IRF iR, BENTHRIENEN, NFEFHMER , FSBEA CloudTrail E
P RS RE S

EEH—25 7T # CloudTrail , 5528 "AWS CloudTrail fEH &R -

= RvB R

THEERAMAMER CloudTrail TIREEVEH, REFR  ELETELEPEURRKRE , RS
ACEk AWS D EIEFFIE BEINEH |, A& A S EREEDEEER Amazon S3 #FiTE.

KRS H IR FEEE L &,

1. BB R EEER

2. CloudTrail X BHIRENES

3. 8% CloudTrail 9 Amazon SNS &4l
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B HEEREN Y B R

CloudTrail €528 FTE Amazon Chime SDK EifE, WIFEEMHEEIER , 528 Amazon Chime SDK
APl 2%, it , ¥ B CreateAttendee , BIERTE CloudTrail HFERFELER., SESHH
TEEEBRENEEEN. BoEAHBEHE T HEE .
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AEABDN IAM EHERBEN,
B, REFEATEEACEBME B EAENERLZEERR.
Hth AWS RIGIRH,

Y/
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B
X
¥

==
aB

%

s
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“

fim
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MEEHME , 5528 CloudTrail userldentity T3,

7 f# Amazon Chime SDK A&EZXER

EMtR—EHRE  BEESHUAFERNEXRMNAEEIEEN Amazon S3 REFETE. CloudTrall BF
1’3'5?’?@ —HZEAFER, —ESHATARRRENE—FER , XITSHERBE. BFROBHBNE

3. ERBHZFEM. CloudTrail BFEEBRIIFFKLE API RULEHIGC SR HEEHF , Rt MEM
CI%EII[EF&IIEO

Amazon Chime SDK #J18 H B chime.amazonaws.com B4 3Rk 5 .

MREE A Amazon Chime SDK IRFE&XE Active Directory , 582 B £ CloudTrail 528 AWS
Directory Service API /Y, &R EA MBS AT RE &2 & Amazon Chime SDK £ EE ABE HRIRIE,

T %I &35 BE 7~ Amazon Chime SDK K CloudTrail B56HEE

{"eventVersion":"1.05",
"userIdentity":{

"type":"IAMUser",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"0123456789012",
"accessKeyId":"AAAAAABBBBBBBBEXAMPLE",
"sessionContext":{

"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2017-07-24T17:57:43Z"

},

"sessionIssuer":{

"type":"Role",
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"principalld":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam: :123456789012:r0le/Joe",
"accountId":"123456789012",
"userName":"Joe"

}
}
"eventTime":"2017-07-24T17:58:217",
"eventSource":"chime.amazonaws.com",
"eventName":"AddDomain",
"awsRegion":"us-east-1",
"sourceIPAddress":"72.21.198.64",
"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",
"errorCode":"ConflictException",
"errorMessage":"Request could not be completed due to a conflict",
"requestParameters":{
"domainName":"example.com",
"accountId":"1laaaaaal-1all-1111-1all-aaadd@adaad"
I
"responsekElements":null,
"requestID":"belbeeld-1111-11el-1eD1-0dcl1111flacl",
"eventID":"00fbeeel-123e-111e-93e3-11111bfbfccl",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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- AWS EHRER - L TEFMAERENES TREEARENEENNVE,

- AWSEFEHER - ZEBERANAETHRARSEEEE, AEERERARE WREEK , AWS
fRIE YWASIEMM A BB ZERBHRLES ( BREEREENEMNHARA (NIST), IHFFEXLZS
BEZEE® (PCl) MBEIRZEEAR (1S0)).

« AWS Config BiZ& A Bi5m Y AR AIFHE &R — AWS Config RS A ERAEBRHEAIE
%, EXEAFZHANEE,

« AWS Security Hub — & AWS fR# Al AL ERBH P L £ ARE AWS, Security Hub El L&
#l , ATREEN AWS ERERELNEZREBRECHESLLERELENTEER., WEZENWRKE
MEFEE |, 5528 "Security Hub ##|2E , ,

« Amazon GuardDuty - ERERZNRERBEUENZEEEE , L AWS R A AWS ik
E. I#E&H. RENERNBERE., GuardDuty IR ERESRRBARAENAGSEANER ,
LAt Bh IR K FE PCI DSS &£ 8 EFRMN AR ER,

« AWS Audit Manager — & AWS IR# Al B &8 &% AWS AR , UL EEEREBI AN , 2
REESEHANEEZENFR,
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TR E,

- BEERBREHMERFEEBHNES Amazon Chime SDK,
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MEMNBHEEFSSHRIBMEELNERSF, AR , B LSRR Amazon Chime SDK Voice
Connectors, Amazon Chime SDK Voice Connector 403 Amazon Chime SDK SIP £ ERE X%
B,

® Note

Ba U BERNEEZIRN , LB Amazon Chime SDK Voice Connectors 1 Amazon Chime
SIP IR ERRENZEHFE A, Amazon Chime Business Calling A E® N BEEHIE, WF
HIMER  ASEAERBHER AN ESFERIBHEEN .
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e R E RS REG AWS BR | #l#0 Voice Connectors, EZHIZELW/IBEMNE , AIERERN
HEBEA , IRBEZERLNER., ZUUERMELBNE, flU, EUNEIEA WEKRES
# , CostCenterH{EA 98765 , M fFA HETHRADTE., BHZULE 50 BEBHIEEFET ERE
2o

HERNIEER T EESR

A S EREFIBEZIRAM Amazon Chime SDK Voice Connector,
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EEBRNE ST EESR

1. 7E https://console.aws.amazon.com/chime-sdk/home : // B Amazon Chime SDK X &,

2. TEEBEBHRTBH SIP Trunking T , BIBFE T EEERS.

3. EELEFANEIEESRER.

4. EBEEBRCIER K AREEFEEER.

5. EEMEER K ARWARSIEBNEAE.

6. REZEEFEEBUELS —HER.

7. TE#E  BEREEE.

mEE R

MREHEELENGTT , BRHEEIER , FJURE AWS IRFPHNEAESR. T8 , IAM BRI
ﬁ'ISH..U: Lﬁﬁl&o

REER

1. £ https://console.aws.amazon.com/chime-sdk/home : // BB Amazon Chime SDK 2 5&,
HEEEEKTM SIP Trunking T |, IBIEEFERESS,

BELEEANETERSRER.

BERBRRCIER , AREEEEER.

EEMJEFRP , WAFHE,

TR BERTEE,

o o~ w N

BRER

MREBLEWNFTT , BB AWS tRFHFHEARE  EREVEBNABAMT, T8 , IAM B
R A se g E L BE R M

1. 1E https://console.aws.amazon.com/chime-sdk/home : // BAEX Amazon Chime SDK £##&
2. HEEBEHKTM SIP Trunking T |, BIBEEFERESS,
3. EELEFANEIEESRER.
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4. BEEBRSIER A AREFEEEX,

5. BELEBRZEBIHBER,

6. 1##E Save changes (RREEE),

#mE8 Amazon Chime SDK Voice Connector £%7E

# 37 Amazon Chime SDK Voice Connector 2 , &8 #mEE R EFIVBAB A BENK LRI
Eo WA UREHNZHMERE , FIANEFRE Kinesis MEABRSFIER, ST LEHA Amazon
Chime X A RIFEFIHERE,

#7m% Amazon Chime SDK Voice Connector i%E

1. 7E https://console.aws.amazon.com/chime-sdk/home : // BB Amazon Chime SDK £ &,
2. TEEEBERTDH SIP Trunking T , BIEFE T ERS,

3. EEE{HEM Amazon Chime SDK Voice Connector & &,

4

Amazon Chime X2 A S8BT EERNRESBE—BARSIER L, EREUTEES , LUEEEH
BERSIEBNHEBER.

fmEE — iR EXE

EA—RRCIEREEFTEERNEE, BARFANE  AERAFTREREAEHN SIP £/

RIE.
BE—RRE
1. (A ) ERMART  WARTEESNTEE.
(BR ) ENET , ERBANEA. ABNENHAEE  BRET 6.

2
3. i#E Save (EF)o
4

(BH) BRLETHEEUATHEAFTRERE. RMBRENENFAEEFEE SIP E#R
HEo

& Voice Connectors i in#

E & BUA Amazon Chime SDK Voice Connector fINZ R | BAILAEA TLS #1T SIP FAMREE | Wk
F Secure RTP (SRTP) #1718, Voice Connector JRIEEA TLS HE#EE 5061,
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B, FTEEARWUESEER TLS , MESHERMZNEL T, B4HEEA Amazon

Chime #2E%%. Amazon Chime SDK Voice Connector fR#&* . voiceconnector.chime.aws¥t
XBIEHH*.region.vc.chime.awsMEMEFHEAEAF TRBE. Hla0 , RE*.ap-
southeast-1.vc.chime.awsTEREKEE ( #FiK ) EEHMER . HMHEE SRTP, 1 RFC 4568
HPR

® Note
Voice Connectors X# TLS 1.2

BB | REESFERH SRTP F85% AWS FHEEEZ 15 HMAC-SHA1
JRBEH , AREANSE RN .

BE R, BAXET

+ AES_CM_128_HMAC_SHA1_80
+ AES_CM_128_HMAC_SHA1_32
+ AES_CM_192_HMAC_SHA1_80
+ AES_CM_192_HMAC_SHA1_32
+ AES_CM_256_HMAC_SHA1_80
+ AES_CM_256_HMAC_SHA1_32

BYREDER—ERE , BRTURRFIRFZEMAERR BT EERNBEFTEANE,
B EELFEINN TLS RIFEH :

« AES256-GCM-SHA384
AES256-SHA256

+ AES256-SHA

+ AES128-GCM-SHA256

+ AES128-SHA256

+ AES128-SHA

+ ECDHE-RSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES256-SHA384
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EEEmE

+ DHE-RSA-AES256-GCM-SHA384
+ DHE-RSA-AES256-SHA256

+ ECDHE-RSA-AES128-SHA256

+ DHE-RSA-AES128-GCM-SHA256

DHE-RSA-AES128-SHA256

WmEEAL LR TE

BRI LA ERR IR ERBAMEZERB Amazon Chime SDK Voice Connector B\ & E 5,

BIRIEE Save (EF)o

HREBAR IEERTE

1. #E Enabled (ERA).

2. (BEA) EAFNEMEED  BEHME L BALEAFKN CIDR fF5EMNE , ARBEENE

N o o &~ W

(® Note
BHELERBEEENA—E IP it , FEE EC2 BITERBREASFILRBMATEREE

LERENGE SRRV BF ) A E 1B DNS FE R ERER, RISERIMAESERRFUXR.

AR, IP HHHEMER A LB E R,

B IZMIBR AT BR

EEVIFUET , MRTH , HENE —EE.

EFFILETET  FRERMEEE  AREEETERESRTUFUNBER/ME,
EEAERT , BENE GACAZEBNES  AREBERT.
EREEIDEET ,RERE , BREEFERT  AREERST.
FER%E—@IRIE ping T , BEEHN SIP ERFEEENRE—E SIP BEFRE.

o

3
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w8 R 95 A AR 2R AR E

HE A SR EiE A A ¥ Amazon Chime SDK Voice Connector BYE ALY, BATLLA SIP T HEEREEAR
B, UEREARLY, EABESRBEASEIMBRENELIEFNES , BHEEH SIP ER#%
RN EH#, FUSEKELIEFER , EP 1 AESEEIEF. MRFZHBOVELIEFER , SR
BeMHEEREE S BB,

(@ Note
ERANBENE ST EZFSURMEEREMA TLS (TCP) BB E.

fm 45 R 46 Al AR 2R R E

1. iZH Enabled (ERA).
2. HEEARABT , BIEHE,

3. EA Host (E#). Port (E1£18), Protocol (BFAHIE). Priority (B5tIERF) & Weight (fEE) #Y
=

4. BEWE.
5. ##E Save (RE).

miE R SR E

EEMARSFY  SLELMARLENFRARARS. OFRTHEXNEEES , F2E LR,

REBZORF=-FRIARBHARHNE —EARSWUEERG  TRTHELSR, NMFRERBH
HMES  F2EREE =S RSB HRR.

BERTE,

RIS IR E

1. BREWE

2. HEWMEZESGET , MRAA , FFEPRERE,

3. BMARSRAERE,

4. WAREHBBERR. RARBEESRERKBRS.

5. EEIF/MET , BERARBVERLE , MRBHNE,
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6. BIENE,
mEEERE

& O] LAE R FIBE $8 R Voice Connector E}FEHETE. T FIZBREREREHN Amazon Chime EFHFZELH

—BEFERR. MRRE , F2HE HREFERR,
EIREFRRE

1. iB4E Assign from inventory (f&5B &£ K).
2. EWM—RZEEFEHRB.
3. i#FE Assign from inventory ({fE5EEIEIR)o

ERNRBRBFEHRELNRBEES,
BUHE R EFE RS

1. EN—RZEEFERER.
2. iZ#E Unassign (BUEIER).
ERRERERRMER , FREFIVHIEIR,

w

B R EE A Amazon Kinesis Video Streams. BRBEEFEH. MBERZAEL

1. HEFHEEAT , EERRK,
2. EBREREHAT , EEHEE-LHZEEE.
3. EERRBHAET  EEEERARE  AREREBR.
4., HEBEFEART , BEMA , RAERBTTIEE
1. EFEGEFA T, EEHhEEAS,
2. f£ Kinesis Data Stream T , {t/FEHIBIE SR,
3. (1A ) £ Amazon Transcribe BE]ESHEET , {FEPEEER,
4. ZEABBIERAZBRT | BE—MEEE,

, WwHRE,

MBS ERERRE
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5. EENENHFERT |, BE—(ERIE,
6. EEXEIREAT , RERK  RERBFHFONRSEFEPRERIE,
7. AREEENHEET/ AT  ARBALERIBANEFHAFE.

5. & Save (RF)o

R BB FCERARTE

Amazon Chime SDK F85%& 1= Voice Connectors 528k, = EEAREE K RESBERERE
Z Amazon CloudWatch BE&H#H., MERKWEFFMER , 28 FH Amazon CloudWatch E5#%
Amazon Chime SDK

mBEAC 8RR TE

1. & SIPHEERRT , BEEHMA.
2. HEBRERBRT , BECRA,

mEE R ARE
BE LA 50 ERBHBEF T ERS L MALTNEEEBNERNZAE,
mEEBRE

1. EEEEER.
2. HTTFIMEME—IE:

- EEMEER  FEENERR  ARWARSIBNRAE.
- FEBRER  FRELEMBRERIHBE.
3. mR&R , BEMFEE.

FEimAMEUE 8 Amazon Chime SDK Voice Connector EiE 3515

B A UG EEESEE 15 k% Amazon Chime SDK Voice Connector MEUHE 1SR4 Amazon Chime SDK
Voice Connector,

EREBUEIER EFEHRE 112
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BIREFR RS

1. BRI https : //https://console.aws.amazon.com/chime-sdk/home Y Amazon Chime SDK

vn L
T Ho

EEEEEFM SIP Trunking T, IBIEFE FEEERS,
BEETERSENER,

i#1Z Phone numbers (EE5RE).
ENMEREMGETEESRN —NZEEFERE.
iZIZE Assign (187%).

o gk~ w N

B LLUBBEHIER , S EEEHEIBEE Voice Connector E R £ — {8 Voice Connector 3 Voice
Connector B8 EFTIsRiE B — EE4E,

HUH B IR E R R

1. BRI https : //https://console.aws.amazon.com/chime-sdk/home ¥ Amazon Chime SDK

7Ba.

EEEEEFM SIP Trunking T, iBIEFEFEEERS,
BEETERSENER.

i#1Z Phone numbers (EE5RE).
ENERETEERIVEE RN — S S EEF RIS,
iZHY Unassign (BUEEIR).

EEUZENS B, AA%I&E$E Unassign (BUHIER).

N o o~ w0

Bk Amazon Chime SDK Voice Connector

IR S BUE TS TRATE B35 5% , T 8EMIBR Amazon Chime SDK Voice Connector, MEREZiERE
SHEUHEREFERBNFAES S L—RAXE,

fHIBREE S E T

£ https://console.aws.amazon.com/chime-sdk/home : // BB Amazon Chime SDK £## A&,
HEEEBEKTM SIP Trunking T |, IBIEEFERESRS,

i#1Z Phone numbers (E&E5R1). Delete voice connector (M BREEFEIEER),

EEUZEL A B , AARIEIE Delete (MHBER),

A
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RER T EESRUERBR DT

@ Note
EEERABFNSR , QL BARELWUS AR, MFELARNFEES , B30 EY
B 2 AT RE

&\ LA A Amazon Chime SDK Call Analytics ¥&E Amazon Chime SDK Voice Connector , &if#
Amazon Transcribe Al Amazon Transcribe Call Analytics B EZ 2 M BBEER R, BALUE BB

BFED MTAEREER Amazon Chime SDK REEEES B U BBRBT I IRME, BRASREN | FHFEES
SRBEEEWHEREBUAFWS T, B —EEACRSEZRSEZREIRY AT ERETEE
BRI M —MERE,

Call Analytics 8 Amazon Chime Voice Connector fR#E# A R R EWUH
CreateMedialnsightsPipeline API,

N

£ https://console.aws.amazon.com/chime-sdk/home : // BARX Amazon Chime SDK £# &,
HEEEBEKTM SIP Trunking T |, IBIEEFERESRS,

BELREEREVEBNE ST EERERE  RAREEFRRSIER,

MR EARER , FEZFRBURBERE Kinesis Video Streams.

EBREROMT , BB  AREHENEE LBFENBEFE D TERE ARN.

i#IZE Save (E1EF).

o o bk~ w0 DN

(® Note

BA., FRATENEETEERERBENERR  FFE5 7 EFNREEBRBEERLE
Mo

&I Amazon Chime SDK Voice Connector 48

Amazon Chime SDK Voice Connector B AR EEH X
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Voice Connector A R 2REL SIP AERNEFRANEA PSTN i, ELFHARHBENE
[EiFEAUEEH, Voice Connector BT MBI ZERE T EHERS , YEEETRE AWS BiFFET
MEZEESE, NMETAME4ZE—EAWS EEPHRE , EUEEAN PSTN HIlEEEHA
BHE,

Plan | BEVERMFETEERFAE , WM ERTEERERERAE , —AEXERE (#S5EE
tE) BE, Z—EEXEES (RH$KM ) BE, SAUERER SIP THRBRAKRSR[RE (B
HEER ).

REBRE—BEFEEAZBRI (#SEEILE ) [E1HAY Voice Connector, 405 3 [ 15 2% 4 E AR
e eSS EHMKHIEEE (RN ) BENESTEESR,

Amazon Chime SDK Voice Connector #1 A9

EERKRFER , BEETR AWS BEFEVIETEESE, A%, B Voice Connector Bl , W%
Voice Connectors &G ZEI#H, &t AT LA Amazon Chime SDK BiEREEEEF M2 Voice
Connector BN EFEHR T, MEFMEF , F2RMEERE B WEETRE AWS EFFET

Amazon Chime SDK Voice Connectors V¥l E A , 2B EE Amazon Chime SDK FEEEE SR,

B &

 #3I Amazon Chime SDK Voice Connector & #H

- #®# Amazon Chime SDK Voice Connector F#H

- BEFEBRIBIERABUEEKE Voice Connector #HH
- fEX Amazon Chime SDK Voice Connector E#f

3 Amazon Chime SDK Voice Connector E#H

BRI LA AR EE Y H % =@ Amazon Chime SDK Voice Connector E 48,
BB

1. ¥ https://console.aws.amazon.com/chime-sdk/home : // BB Amazon Chime SDK £# &,

2. HEEEBEIKHM SIP Trunking T , BIFEFIEESS,

3. EEERVEE,

4. EHRENYHFEARF  EFFTEESRFESET  BARENER,
5. 1#$E Create (B1I).
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#mE8 Amazon Chime SDK Voice Connector E¥#H

#3I Amazon Chime SDK Voice Connector ##02 % , B LA AH FHIBH R Amazon Chime SDK
Voice Connector, &t o] LA#REEEF#H S Voice Connectors V& &IEF

SRR T E SR EEAE

1. ¥ https://console.aws.amazon.com/chime-sdk/home : // BEEX Amazon Chime SDK £ A&,
HEEEEKTM SIP Trunking T |, IBIBEFERESRS,

BELZRENZTEERFEESRE,

BIELTTEERZRSIER , FREESE , ARBENHE,

EHENEFELSRY , ENEEEANETEESFZNRESG R,

BIEE

ERSR 436, BETEESFNEEFAE,

N o o & b

mMERETNETEESRERIERF

1. 7E https://console.aws.amazon.com/chime-sdk/home : // BARX Amazon Chime SDK &,
FEBEEKRTMN SIP Trunking T , iREBFZERES,

BIBLEREMN Amazon Chime SDK Voice Connector B & 1.

EEBET  ERREEBEELIER

EHANHBLRD  ASEFSTEERBDATANELIEFEE. 1 ERESELIEF. BRER
REELIEFNETEESR,

6. #iF Save (RH).

o > DN

R BBRFE T E SR

1. 7 hitps://console.aws.amazon.com/chime-sdk/nome : // BIRL Amazon Chime SDK £#& &,
EEBEEEFM SIP Trunking T, IBIEFE FEERS,

BELZRENETEESRFESE,

FREIMESE , RERBEBR.

EHRENHFELSRY , ENEEBRNE T EESFZNREISG R,

BEBR,

o o A~ Wb
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#EFE RS IE RFMEUETERZE Voice Connector 48

O] LAE Amazon Chime SDK £# 4 |, A4S RMEUH IS RE Voice Connector # 48,

S BRI IS TSR Voice Connector #4H

1. ¥ https://console.aws.amazon.com/chime-sdk/home : // BEX Amazon Chime SDK &4,
HEEEEKTM SIP Trunking T |, iBIBEFERESRS,

BEEREBNVETEESRFESE,

i#1Z Phone numbers (BFEIEE).

i#1Z Assign from inventory (1£;5 & R).

ENEE MG T EERTFEAN —SZAEFRES

i##2 Assign from inventory (f&;5&E k).

N o g &~ DN

&1 0] BLi# 2 Reassign (E#FT#8R) XEA Voice Connector (FEHEEeS) EmBERENERERE R
B, ENEAKELHRIBH—EE T EESNE T EERFHENERGS —BFE.

R T E SR AR B REFERS

1. 7 hitps://console.aws.amazon.com/chime-sdk/nome : // BIRL Amazon Chime SDK £#& &,
HEEEEKTMN SIP Trunking T |, IBIEEFERERS,

BERRENETEESRFESE,

i#1Z Phone numbers (EFEIEE).

RETEERFEAPENECRENERERE , AREBEFEIUEERK.

i#Z Unassign (BUHTER).

o a0 bk~ WD

fHl B Amazon Chime SDK Voice Connector & #l

A SHUETEIRATA Amazon Chime SDK Voice Connector FEFEMRLS , FBEMBR Amazon Chime
SDK Voice Connector ##., MEFMEF , F2Ea—

il B 55 & B i AR A

1. 1E https://console.aws.amazon.com/chime-sdk/home : // BAEX Amazon Chime SDK £##&
2. HEEEBEHKTM SIP Trunking T , BIEEFERES,

BEFERBIERMBUEERZE Voice Connector & #f 117


https://console.aws.amazon.com/chime-sdk/home
https://console.aws.amazon.com/chime-sdk/home
https://console.aws.amazon.com/chime-sdk/home

Amazon Chime SDK HRIEE
3. EREMMRMNEBEIEERFTEER.

4. J##Z Delete group (THBREAR).

5. BEEUSHE , AREZRIEE Delete (IBR),

# Amazon Chime SDK Voice Connector IE 8 &7 £ Kinesis

B LS EEE Z % Amazon Chime SDK Voice Connectors &3 2] Amazon Kinesis Video Streams
LIEEIT o4, MBS B NEMEE, B2 A BT LUE Kinesis Video Streams R EBAMINZZAESR |
I fEFH Kinesis Video Streams AP| ##{EFEUE R, WMEFMER , 5528 Kinesis Video Streams B
B AEER,

(® Note

- Voice Connector BRI ERHIEFFRIFLN. BUILIRRRE E.164 F3E E.164 BRI
IR, flin | B EEERRRAUZE 4, 55 6 VEMWEMIERS | 5 11 NENLER
HARIE, MEFMET , FSERIEEUSIP AERNEREINUBRAERNBERAER
B .

« Voice Connector &iiZ#E G.711 A-law # G.711 p-law ZHAFHE.

£/ Amazon Chime SDK X A MBE ST EERNERSER. EERERFAHE , L8 Voice
Connector € AWS Identity and Access Management (IAM) [RIEEE AR | HEIFEERHF IR T
Kinesis Video Streams. &% , #&%&{@ Voice Connector EFF@EED XU ZASENEER , LoRE
Kinesis Video Streams.

£ H Kinesis Video Streams Parser Library TEH{EFEZFEEINERER. KTIFEAERED
BERENESRR -

* Transactionld

* VoiceConnectorld

MEFHME , 528 (Amazon Kinesis Video Streams BiZ¢ A £365) FH Kinesis Video Streams
Parser Library Amazon Kinesis Video Streams#& &t Kinesis Video Streams £ f &R F#E & #,
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IFEFEE Voice Connectors £ IAM IRISERE B EMNFFMEN , F2B £8 Amazon Chime SDK
Voice Connector RIS EFE A RBE, MEZEH Amazon Chime SDK /A Amazon CloudWatch B 5

HMEF |, B2 £ Amazon Chime SDK FEC8&F1 B 42,

BRI AR S EEESNIEE SR , Amazon Chime SDK 82 UEA
AWSServiceRoleForAmazonChimeVoiceConnector # IAM [RIEEZE B R, MRESE Amazon
Chime SDK AP REE ST EESNBFEFHEALE , PRFMEARCKSHEELIEZLRETEN
Amazon S3 fZETEE., MEHMENA , 5528 Amazon Chime SDK Voice Connector &5 sF#HE 50
#%o

RRE) AR =

&I AE A Amazon Chime SDK E12 & R ENFE S E R AV KRR &)

St

ILo

BN ERE E R

1. ¥ https://console.aws.amazon.com/chime-sdk/home : // B Amazon Chime SDK E£# &
2. MEEEBEKFBM SIP Trunking T , BIBZEZEREES,

3. EEFEITEESFNER,

4. EEBRRSIER.

5. TEFFMEAEERD , 7£EIXE Kinesis Video Streams T , iZZF A,

6. EERRBHPET 6 BEREEH , AW AREHE.

7. 1EE Save (A7)

O] LAEA Amazon Chime SDK = A REMERER. WRETBEEHE{T Voice Connectors
FREEBER  RPESCOMBREENEREEESE®, MEFMENR , F2EMBER Amazon Chime
SDK Voice Connectors BRI EE B E,

{21k Voice Connector By i 88 557

£ https://console.aws.amazon.com/chime-sdk/home : // BB Amazon Chime SDK £#& &,
EEEEEFM SIP Trunking T, iBIEFEFEERS,

BEETEESENER,

BESBRESIER.

EFAEFER T , FEIXE Kinesis Video Streams T , i#1EZ 1k,

i#IZ Save ().
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L SIP AERMNERERNUARAERNEHMEEY

& A LA Amazon Chime SDK Voice Connector A51% 88 &5/ £ Kinesis Video Streams. & a]LA#E
SIp # #%E*ﬁ%‘é (SIPREC) AR ZEBERESE Cisco #i —i8 5t & (CUBE) HEAB AV B8 B & &
(NBR) Zhae&E i,

B BEREERAREME (PBX), S8 REHI88 (SBC) B X8 SIPREC B ESR NBR IhacH Bi4E
iy, PBX B SBC A EREMSTRMFEREEE AWS 0 F IP i, MEHMEN , F2BEHEZ
Ao

EEERTEF SIPREC =X NBR EHI RTP ZFAERMER

-_—

BYET RS, MEFHMET |, F2BE Amazon Chime SDK Voice Connector,
A& Amazon Chime SDK Voice Connector AEN R B8R R. MFFHMEN , FSERBEES

IZ=
/)ILO

N
.\

£ https://console.aws.amazon.com/chime-sdk/home : // B Amazon Chime SDK £# &,
. TEEBEHEEPH SIP Trunking T, IBIEFETEESS,
5. ENGETERES YL THELFIHERE, 5

0l : abcdeflghij2klmno3pqr4.voiceconnector.chime.aws,

6. BFITUTHEE—H:

- ¥ SIPREC - 52 E&H PBX, SBC EMEBEZTERLME , B EHF SIPREC 9y RTP &R #H
ERTEESNELTHEERE,

- ¥ NBR - EXEHLK PBX, SBC S HMEZTEREEE , KEHE NBRH RTP £ REEES
EERNEHEME B, Bi£ X-Voice-Connector-Record-0nly KEESNEES URI &
% , SIP INVITE FM{ESR true,

F& B Voice Connectors {8 Amazon Chime SDK EEZ 2947

O] LA Amazon Chime SDK I 4 TR B ZEs BB A , LBBELHFUNERE, EEM
S, B EAEREYFERMMMNEER  ERISLEH. SEEEFH,

BEE D B A M Amazon Transcribe, Amazon Transcribe Call Analytics #1 Amazon Chime SDK &%
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« FoHEE - BBRABEFEIERBHIEZE Amazon Chime SDK Voice Connector, #1REiZIE &
H BRBENE=FREERAEY K METEERF U, BAIERAL A EZREBIENRITRR
B, EXAETAEENRE,
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2. HEEBHKTH FPhone Numbers , i## Emergency Callings
3. 1 TValidate Address , B AZEEY I b,

® Note
WAL SIP BEPRER T RN b, ETRRES AR b,

4. ##E vValidate,

RRIEF=FBEIIEHRE
B SOS BRWERE , CRETHIEA :

« Amazon Chime SDK Voice Connector,

- REF=ZFREEEFENRIAFIEZREE, EXEAREERE , MEEXRIBIRMELE Amazon
Chime SDK, A LLZ I Amazon Chime SDK Voice Connector , ERR B2 RN,

REZER  EXRRIUBRSRIEE  Amazon Chime SDK €A RS | BB ANBUBREEREKEWT
WHRBEEE=SFBRARKERE, RE A ANE=FBESRBUESSEENTURBEEBRSRE.

HEXBELDNRER S EBRRHBE | BAREHIT T 5 TRGRMT

« RE=ZFRIBBHEFREZSWUEERT. BREMARXERE,

- R ERT EIESNRLENRRRE, EEEEM , 55208 #HE Amazon Chime SDK Voice
Connector :%E,
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1. BRI https : //https://console.aws.amazon.com/chime-sdk/home Y Amazon Chime SDK
28

2. TEEEBERTDH SIP Trunking T , BIEFE T EES.

3. EEFTEESNEE.

4, BEEBRIFWURSIER.

5. EE=FRIBRBREEERT , BEHE,

6. STHMIEEXYTE , #IE DNIS ( BSRREHHBIRE ) .

7. HRWURIRBHBEIFIEERE  AATURIRBENE=-EFRE , ¥XA E.164,

8. HMAFABIRBTUNAABERT  BAF=ZSEFRBLLUIEBRIRETY  BXH

E.164,
9. ¥WREIx , ZEHXE,
10. RFEFFTHE

EEIFWAEFEA PIDF-LO

Amazon Chime SDK Voice Connectors X &85 % 911 (E911) Fll, BB BB F EFESF[BITER
BEERF |, B LUEIBTE SIP Bk EE GEOPRIV FHEEAERE RN EYH (PIDF-LO) REXRE
EVBER. MHLATE Geolocation-Routing®EHE , FRES Yes., BIAZIERBE U, W

RETFEAbU B AR , AT 911 RFURRKRHTHURE  URRTHEHAIEENLERS
EEE (PSAP) , ERTARFEERNKFE T EEE,

T EFBERTES thutd PIDF-LO Y148 SIP &5,

INVITE sip:91l@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws;transport=TCP SIP/2.0
Via: SIP/2.0/TCP IPaddress:12345;rport;branch=z9hG4bKKXN2D41yvDUKH

From: +15105186683 ><sip:+15105186683@IPaddress:12345>;tag=tag

To: <sip:91le@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws>;transport=TCP
Call-ID: 12abcdef-3456-7891-012g-h7i8j9k610al

CSeq: 43615607 INVITE

Contact: <sip:IPaddress:12345>

Max-Forwards: 70

Geolocation-Routing: Yes

Geolocation: <cid:alef610291734f98a467b973819e90ed>;inserted-by=vpc@ng9ll.test.com
Content-Type: multipart/mixed;boundary=unique-boundarystring

Content-Length: 271
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Accept: application/sdp, application/pidf+xml

--unique-boundarystring
Content-Type: application/sdp

v=0

0=FreeSWITCH 1636327400 1636327401 IN IP4 IPaddress
s=FreeSWITCH

c=IN IP4 IPaddress

t=0 0

m=audio 11398 RTP/SAVP 9 0 101
a=rtpmap:@ PCMU/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16

a=sendrecv

a=ptime:20

--unique-boundarystring
Content-Type: application/pidf+xml
Content-ID: <pidftest@test.com>
<?xml version="1.0" encoding="utf-8"7>
<presence xmlns="urn:ietf:params:xml:ns:pidf"
xmlns:gp="urn:ietf:params:xml:ns:pidf:geoprivi@"
xmlns:bp="urn:ietf:params:xml:ns:pidf:geoprivl1@:basicPolicy"
xmlns:ca="urn:ietf:params:xml:ns:pidf:geoprivl@:civicAddzr"
entity="sip:amazontest9ll@test.com">
<tuple id="0">
<status>
<gp:geopriv>
<gp:location-info>
<ca:civicAddress>
<ca:country>US</ca:country>
<ca:Al>WA</ca:Al>
<ca:A3>Seattle</ca:A3>
<ca:HN0>1812</ca:HNO>
<ca:RD>Example</ca:RD>
<ca:STS>Ave</ca:STS>
<ca:NAM>Low Flying Turtle</ca:NAM>
<ca:PC>98101</ca:PC>
</ca:civicAddress>
</gp:location-info>
</gp:geopriv>
</status>
<timestamp>2021-09-22T13:37:31.03</timestamp>
</tuple>
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</presence>
--unique-boundarystring--
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AR URI T#EHE | b 2B Amazon Chime SDK Voice Connector &%, Amazon Chime
SDK SEFEAE R L FEWTURET SIP REl, MEFEMEA SIP RANER , F2B EESIP
A,

WA SR AWS Lambda fEFE , F8EEY SIP REEARES, SIP EEEAENFEH Lambda KE
HWERMT :

- BAILRBSFORRNEMBE, fl , REEAUEHRBEEFRASE, R , XEF/ RS
i3 Lambda B8 , EREZE PIN 5 , WGP EFEZIEENEER.

« BEULERBRRRERFRENER TEE Lambda B H,

WEEFMEA AWS Lambda , 5528 AWS Lambda AF9,

® Note

Amazon Chime SDK SIP K FEAEX EEEHEIRBEERS, WFEFHEEH ,
BEER &lo

3
N
=
e
&

ES |
- THSIP EAEAMARA
- A SIP REEERARER

T#E SIP ERRENMARA

= E&H Amazon Chime SDK £/ T/ERSERRAENE A E (SIP) , LA LA SIP IRBEAERXM
SIP 8], &8 LLE Amazon Chime SDK EH#HAFEIME.
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BB ETEN SIP BAER.

FRIPNBFHEEZR T ANFZTHEF.

FRBHOFUHBR URI THE

@ @ SIP Media
5 application 1:1
Target Isgme ID
Priority X , 1D,
=164 phone = ~ Pricrity AWS Region 1
> I:E AWS Lambda
Voice Connector @ function
Request URI — > E::I N
hostname Target SIP Media
SIP rule Priority Y =1 application [
Name, ID, Name, ID
Trigger Type, AWS Region 2
Trigger Value AWS Lambda
function
& X BEHE Chime ETEF Voice Connectors (1) I EFERIHIE LS SIP A8l (2), b4\, BH4ARE PSTN

Audio IR P HEEZEFRIBEZK Amazon Chime SDK Voice Connector , i1 SIP IFEERERR
B PSR, RBEISFEHRBHWFEWE  SIP AEEUA SIP RBEAEX R EMBEBA Lambda B

2l (4)o Lambda ERESHIT

WUWHBENRERS , fINBRAESRISNER , IKEEFS

AT

REZEHENE , SIP KRR 2) TURBREBENELIEF , £TE AWS B 3) PEEENRER

SIP FREAREN. MR—ERFEKXRK , PSTN Audio RBEERT —EBEZ. FEE,

BEMRTREN AWS B,

£ SIP B EAES

SIP REEAEXERZIEYH , rIEER SIP RAIEEE B1ZE AWS Lambda EE,
B R ERENEFMER K mEMCEEET

B, EFMMMER SIP HFEEAEN, FEE,
BigR e ERARER.

(® Note

BEE AWS Lambda B8 , FEEEY SIP EREARN, WF
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AAEA

BEBNRER

BRI,
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2. HEEEKRHW PSTN Audio T , 1EE SIP REEARER K AREHRNEEL , BEEYSIPE
BEAES.

3. HEBT K WARAEANERE.
4. HBETIHEF—EE , LS ARN FEAP :

« Lambda BEAEHY ARN
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® Note
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- BRER

HEBHEE SIP EREAREN

A LG %3E 50 EEBITE ZIRAK Amazon Chime SDK SIP REEERELR.,
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Amazon-Chime-Voice-Connector-CDRs/
json/abcdeflghij2klmno3pqr4/2019/03/01/17.10.00.020_123abc4d-efg5-6789-h012-
j3456789k012

THEHERNBERFAERCEBBIARTHNER,

Amazon-Chime-Voice-Connector-CDRs/json/voiceConnectorID/year/month/
day/callStartTime-voiceConnectorTransactionID

T % &8~ Amazon Chime SDK Voice Connector FENLE£4H & A2 80 — A& X,

"AwsAccountId": "111122223333",

"TransactionId": "123abc4d-efg5-6789-h012-j3456789k012",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqr4",

"Status": "Completed",

"StatusMessage": "OK",

"SipAuthUser": "XXXX",

"BillableDurationSeconds": 6,

"BillableDurationMinutes": 0.1,

"SchemaVersion": "2.0",

"SourcePhoneNumber": "+12065550100",
"SourcePhoneNumberName": "North Campus Reception",
"SourceCountry": "US",

"DestinationPhoneNumber": "+12065550101",
"DestinationPhoneNumberName": "South Campus Reception",
"DestinationCountry": "US",

"UsageType": "USE1-US-US-outbound-minutes",
"ServiceCode": "AmazonChimeVoiceConnector",
"Direction": "Outbound",

"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,
"Region": "us-east-1",

"Streaming": true
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Amazon-Chime-Voice-Connector-SDRs/
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Amazon-Chime-Voice-Connector-SDRs/json/voiceConnectorID/year/month/
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"SchemaVersion": "1.0",

"AwsAccountId": "111122223333",

"TransactionId": "123abc4d-efg5-6789-h012-j3456789k012",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqrs",
"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,

"Status": "Completed",

"StatusMessage": "Streaming succeeded",

"ServiceCode": "AmazonChime",

"UsageType": "USE1l-VC-kinesis-audio-streaming",
"BillableDurationSeconds": 6,

"Region": "us-east-1"
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