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ER AWS CloudFormation Guard ?

AWS CloudFormation Guard = — R REHHNEARBRNEBABTEIE, Guard wH5IRE
(CLI) #ftsimple-to-use EE S MRS EMIFFES (DSL) , TARBBERREZEARERNSE, Lbi , B
FH CLI &5 , BIBELRBEBFBEBLMBE JSON 5 YAML EXl, Guard thiR2 R E TRIFHER
B, URFBENAAIE NTARREE,

Guard &5 CloudFormation SN B MFEEZHAFNWEBMHE, B LMEA cin-lint TEXEH AL
BITRIERE,

Guard FEM A REHEH H T, LA LUEA CloudFormation Hooks %17 {a] AR B3 i B 35 154 5
17, B EEhHEREERE,

MFE AWS CloudFormation Guard BZ R FEMEFA , 5528 Guard GitHub /@77 E.

FE

- BRFE—IX Guard ERHEN ?

« Guard Ihgg

- ¥EBLEA Guard B2 CloudFormation Hooks
- FEX Guard

- REEH

WBE— )% Guard FREE ?

MBHREE—REH Guard , EBEAREBUTES

o 5% Guard — AEFR AL % Guard, EIB Guard , BRI LAEH Guard DSL 2B BERHREA| |, iR
RIS L H BIERTE JSON = YAML A MEBILER,

o #E Guard 78 - ANEFIR AR E R R B A EEER

« JHIE Guard 8| - AEIRMUFMNZSHER  ARAEEWER | BB eSS NTEHAREE
WIRIEH QB R/ JSON =& YAML BREBILER,

« RIE Guard RABRFBBAEF - AMRHUFMANZELHER , RERBHRAEE JSON = YAML #£3
HER{ILER

« Guard CL| 2# — A&i57 80 Guard CLI F A &S,

HRE— R Guard ERER ? 1


https://github.com/aws-cloudformation/cfn-python-lint
https://github.com/aws-cloudformation/cloudformation-guard/

AWS CloudFormation Guard EREER

Guard Ih#g

/8 Guard , BT LURE BURR BISRER = 1E{ JSON = YAML BRHEB(LER , AFEETFER
AWS CloudFormation &4, Guard XEBRBREN TEend-to-endi¥h. BAETHEEBEEHFERE
A

- EHHEENER (EBHIE ) - BERARFABZLNSRAREERNBERAA , BEERR
ARG (1aC) EB M RBEHES, Fluw , EeILERR CloudFormation #7%, CloudFormation
BELE. JSON E Terraform #HREFE R Kubernetes #HEE,

- Detective EEEMEH - RFBELEEERE (CMDB) ERK—2ME , Hlan AWS Config A #E#E1E B
Cls), 4N , BAE% A &7 LAfE A ¥ AWS Config Cls Guard BURHIFEEE =52 AWS FMIFIEAWS
ERMMEE, ERBKER , UARBRIEE.

- BBLE -BREFELBCHRLEMN, HlW , BRIBEKFAEF CloudFormation 8F 5 | LAF;
IFEHERRAWESE | flanEFHaA Amazon DynamoDB &E#l &K,

B E A Guard B2 CloudFormation Hooks

B A LA{E A CloudFormation Guard £ CloudFormation Hooks Hi# & 48, CloudFormation Hooks
A] IR 1E CloudFormation B3I, EFRMIBREIE | AR AWS EiniZ#$| AP| B S EMIREZR ,
BT TR Guard RAl, AR TRAREZNEFRBAEFSEARNZ SN, EENMRARECREE
%o

WME A E A Guard #E CloudFormation Guard Hooks BYEEMIE T , 552 BAWS CloudFormation
{Hooks A &¥ER) HH Write Guard #& 838514 Guard Hooks HI &R

FH Guard

ZEFH Guard DSL Ml# 5 |, BN ALRHE Guard CLl, MNFERE Guard CLI WEHAE |
Guard,

s
9
g
a
i

EER

BEEENRA  YEAERRAARSEHMBRA, RHMAHR A T2 AR NRE,

Guard Th#g 2


https://docs.aws.amazon.com/cloudformation-cli/latest/hooks-userguide/guard-hooks-write-rules.html
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£%E AWS CloudFormation Guard

AWS CloudFormation Guard R B /RBHHESFIRE (CL). EALRMUEE, FEMINES |
DRBREBERAA , WARBELHRARBHEECREERN JSON M YAML EXl, ELH AT AR RE
Zett, ERSEHEBNARBERER, ERLEERXNENTURKERABRXBNERERS K, F
m B LLEMNRAl , LIREREM —27 CloudFormation #2452 37 fZ#KY Amazon Simple Storage
Service (Amazon S3) EFITEER,

THIERER A AR IBNEZERFER AWS Lambda BB L% Guard BAEBEF.

i

F

« 28t Guard for Linux 1 macOS

o &# Guard for Windows

o &t Guard A AWS Lambda B E

Z8t Guard for Linux Al macOS

RO LAERTELEBIRIT - # M. Cargo 5iEiB Homebrew , AWS CloudFormation Guard %
Linux 1 macOS %## ,

RELEENRITENMNERE Guard
FRATIEFREAELEZEN ZEMNERE Guard,

1. PR IRE , AT TSRS

curl --proto '=https' --tlsvl.2 -sSf https://raw.githubusercontent.com/aws-
cloudformation/cloudformation-guard/main/install-guard.sh | sh

2. BTG ERIEEPATHEE,

export PATH=~/.guard/bin:$PATH

HR BB ELHE Guard EREPATHEE],

(B ) ZEEME Guard WRE | FHT TGS

EAR Linux M macOS 3
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cfn-qguard --version

wREEETYEE

cfn-qguard 3.0.0

& Cargo Z & Guard

Cargo 2 Rust EHEEE, BXK T TERLIZ S Rust , EAEE Cargo. A% , #& Cargo &8
Guard,

1. REREEBTTIGS , XKBEE LHIETRZE Rust.
curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh
- (R ) B Ubuntu IRIE , BT T IIa o
sudo apt-get update; sudo apt install build-essential
2. RELHPATHEREH , Y HTTIIGT,
source $HOME/.cargo/env
3. EBE%RZ Cargo WERT , BT T IS RZE Guard,

cargo install cfn-guard

HER . BEKIIEE Guard,

- (BA) EEMR Guard WRE , BHT TSGR,
cfn-qguard --version
WEEERTI@EY

cfn-qguard 3.0.0

& Cargo %% Guard 4
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# Homebrew Z 8¢ Guard

Homebrew & macOS # Linux WEHBEEBE, TN FHIZTBRLULEZE Homebrew, A% , 1%
Homebrew &% Guard.

1. REEEIT TGS, WEEEE LA TRERE Homebrew,

/bin/bash -c "$(curl -fsSL https://raw.githubusercontent.com/Homebrew/install/HEAD/
install.sh)"

2. TEBEZ%Z% Homebrew IR T , MIT OGS RELE Guard,

brew install cloudformation-guard

HR . BEKIIEE Guard,

«  (BA) ZBEMER Guard W&EE | BHT TG

)
dp

o

cfn-qguard --version

wREEETYEE

cfn-qguard 3.0.0

%4t Guard for Windows

& A LL3EI® Cargo = Chocolatey AWS CloudFormation Guard & Windows &2 ,
AR

EERGOHAEEE Guard , B4 EZRE Build Tools for Visual Studio 2019,

1. fEEAR Visual Studio 2019 KW E T B YL T & Microsoft Visual C++ BZE T &,
2. HMITZREREN , RARENFERE.

# Homebrew %% Guard 5


https://visualstudio.microsoft.com/downloads/#build-tools-for-visual-studio-2019
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& Cargo %% Guard

Cargo 2 Rust EHEEE, BER TS EBRLZE Rust, HHPEE Cargo, A% , i Cargo ©#
Guard,

1. T & Rust, REHIT rustup-init.exe.
2. RWSRRP , BEFE1, EREREE,

TEEERTIEE -
Rust is installed now. Great!

To get started you may need to restart your current shell.
This would reload its PATH environment variable to include
Cargo's bin directory (%USERPROFILE%\.cargo\bin).

Press the Enter key to continue.

3. BFETHTE , FF1R Enter #&,
4. HEBZR% Cargo WIERT , BT T H B R ZEE Guard,

cargo install cfn-guard
"R BERYZE Guard,
- (EA) EEMRE Guard WRE BT TS,
cfn-guard --version
WHEERETHES

cfn-guard 3.0.0

# Chocolatey Z# Guard

Chocolatey & Windows E4EE &, T/ TIFZ BRI LS Chocolatey, % , #& Chocolatey &&&
Guard,

& Cargo %% Guard 6


https://forge.rust-lang.org/infra/other-installation-methods.html#other-ways-to-install-rustup
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1. BEARIEEZE Chocolatey
2. &% Chocolatey % , BT T H o S RELE Guard,

choco install cloudformation-guard

#HR  BEKIIZE Guard,

- (EA) BEEW®FE Guard WLHE | BT T T.
cfn-guard --version
WEEERTHES

cfn-guard 3.0.0

8 Guard A AWS Lambda B

IBALLER Rust EHEE S AWS CloudFormation Guard Cargo #1T% %, Guard as a AWS
Lambda function (cfn-guard-lambda) 2 Guard (cfn-guard) BEHNEREIEEKRN , ATHE
Lambda jlﬂsio

ERY
BB MR T Y SR | FEERS Guard 28 A Lambda BRE :

« AWS Command Line Interface (AWS CLI) ERE AISFEMIWA Lambda BB, MEFME
A, FSEERE AWS CLI,

« AWS Identity and Access Management (IAM) ) AWS Lambda #1TA &, MEFHMAE
BIAWS Lambda #1TAE,

« 7£ CentOS/RHEL IREH , #musl-libcEHREFENIEE LN yum fBRE, WFEFMEENR ,
ngompa/musl-libc,

%II
s
B

3
W
8

Z#E Rust EHEES
Cargo = Rust EEEE, FER FHITRBURE Rust , HFEE Cargo,

1. REREEHTTIST , ARKREE LHETEE Rusto

EA AWS Lambda B & 7


https://chocolatey.org/install
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://copr.fedorainfracloud.org/coprs/ngompa/musl-libc/

AWS CloudFormation Guard EREER

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh
- (EA) HRM Ubuntu IRIK¥ , BT TFIGH

sudo apt-get update; sudo apt install build-essential

2. RELWPATHIRESE  WHIT TGS,

source $HOME/.cargo/env

1% Guard &8 & Lambda BI& (Linux, macOS T Unix)

BEA Guard £ Lambda BI®l , B T HIF R,

4,

1. RENTSRHEEHT TGS,
cargo install cfn-guard-lambda

«  (ER) BEERPA Guard R# A Lambda R,

:I:I'*

)
dp

BEET T

cfn-guard-lambda --version

WHEERETHES
cfn-guard-lambda 3.0.0
2. BEREnSIZE , BRI TGS
rustup target add x86_64-unknown-linux-musl

3. fERA ZE musl , REEKFREPHAIT TG,

cargo build --release --target x86_64-unknown-linux-musl

HREFTHITE , AWS Lambda EELEEH zip BREFBEA bootstrapMAIHTHE, EE
LW HTREEF®ESB cfn-lambda , bootstrapAEBISHIIEBE zip HIFE,

# Guard £ % Lambda BEHE 8


https://docs.aws.amazon.com/lambda/latest/dg/runtimes-custom.html
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o HM macOS RIE , B Rust ERMIRE &K BRI BN EMEREER~/.cargo/
config.

[target.x86_64-unknown-linux-musl]
linker = "x86_64-1inux-musl-gcc"

4. BF Acfn-guard-lambdaiR B .

cd ~/.cargo/bin/cfn-guard-lambda

5. ERHEBHHMIT TG

cp ./../target/x86_64-unknown-linux-musl/release/cfn-quard-lambda ./bootstrap &&
zip lambda.zip bootstrap && rm bootstrap

6. #MITTH&S , L Lambda BMBcfn-quard B D IRREEMWIRS,

aws lambda create-function --function-name cfnGuard \
--handler guard.handler \
--zip-file fileb://./lambda.zip \
--runtime provided \
--role arn:aws:iam: :444455556666:r0le/your_lambda_execution_role \
--environment Variables={RUST_BACKTRACE=1} \
--tracing-config Mode=Active

EENBHIT Guard A Lambda EHE
EZEWNAL Lambda BB cfn-guard-lambdaiZ XK , BHIT IS T

aws lambda invoke --function-name cfnGuard \

--payload '{"data":"input data","rules":["rulel","rule2"]1}' \
output.json

Ol Lambda BREGERERE
f&Rcfn-guard-lambdaZER LA T :

« data - YAML = JSON #iZ4<HY £ & iR A
e rules - RAIERRNFERAX

BEMHT 9
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£ Guard #3 BIRY 5o R R4 R BLER

REREWTEREHE JSON 5 YAML XN ERHEE, REMERER AWK Guard F#, I, ©
EESHMNZESHEER | REMNTIRE D RS EEMARGIRRA

E3

- SRIGEH

- f£H Guard & BIH B8

- ¥ AWS CloudFormation Guard # &l

- JAIE AWS CloudFormation Guard #3 &l

« ¥# AWS CloudFormation Guard 3R BIE s A 28
- 1B4® AWS CloudFormation Guard # Bl Bk %8 A & #l

FORIRMF

BUBREE Guard B HFISE (CLI) , FEMEMA Guard B ER
I%Hiﬁgﬂ nﬁ 2 BﬂnX}E Guard,.

5/ Guard 3 BIgy L8

£/ Guard I , BBESHIT PR :

][]

(DSL) BEEERMB A, MFHF

1. 8% JSON = YAML RN ERHEITERE,
2. B Guard BURBR A, MEFMER , B2EEE Guard H A,

3. £/ Guard testan THEED/ER R A MAEMER, MFETARANFAES , F2H A& Guard
Al

4. M Guard validate®s , BIR#H BB HEH JSON = YAML BXER, MESHFMET ,
B4R % Guard 37 B Ea & iﬁﬂ)&ﬁﬂo

s
¢

#E AWS CloudFormation Guard 33 &I

£ & AWS CloudFormation Guard , # 8l 2policy-as-code#i B, EAILAEH Guard BESERES
(DSL) BE#H Al , LB JSON = YAML XM ER, HAH FHERK.

BT LA EA Guard DSL R AR AR ESIEAEMEIESNMEXFERF,

TORIRE 10
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BUURIZERAER  IRESEARAUE, RASTREH S ERAERERKRE JSON
YAML XV E R

&

- 74

- & FATEAEH

- & FATPEREEF

- & FHAHERETAS

- BHFAE

« ¥E# Guard FHBIFEHAEHR

« E# Guard ZHHEZ

« & Guard RAIFIERNSEEH
- EFREEEHBIER AWS CloudFormation Guard
- BEFAUHITABSBAT

T4

F AR A true (PASS)  false () WA MREXFAIL. FTAEASHNVER FREBMEE , 1T
E-EHLBEFENETERET,

Unary F a8 €541

T 5 unary FAETFMEEERERTcpBlockedPortsZ,
InputParameters.TcpBlockedPorts not empty
T %) unary FAEFFE ExecutionRoleArn B RBBZFE,

Properties.ExecutionRoleArn is_string

b - 3 v T O R

T 5 = F g BucketName BMHERBIEFH encrypted , BRANE R,

Properties.BucketName != /(?i)encrypted/

T 5 =t FaE5E{E ReadCapacityUnits BHRE/NAHER 5, 000,

4 11
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Properties.ProvisionedThroughput.ReadCapacityUnits <= 5000

BE Guard # 8l FAIHVFES

<query> <operator> [query|value literal] [custom message]

Guard i 8l F A B

query

% () SBORES , BADEMERN. SHREXTUSEHREFERES , UPTET R,
EHALUSTAEY , AECTURE X, TERARTNR S SETH  ETALERE
R

NFERBEHNGENFRER  F2REEEHNEE,

PVE .2

operator

B EEHRENETR —EMER F. —EMEREFHNAEMR (LHS) XAREH , mMAMRI (RHS)
HAREHMREREE,

XEN"ENVEET == (FR) |!= (FTFR) |>(KR) |>=(KRER) |<(PR) |
<= (PRIER) |IN(EFRRX [x, y. z] WBEEHR

S EH Unary BE ¥ : exists|empty|is_string|is_list|is_struct|not(!)

PVE .2

query|value literal

EHRZENHEEER , HIW string= integer(64),

XENERE :
- IEEARER : string. integer(64), float(64). bool, char, regex
« $RiZ integer(64). float(64)z BENMEZEMAcharsiBEE , RT7A !
« r[<lower_limit>, <upper_limit>] , H2EEARE TR EKXHWEME :

lower_limit <= k <= upper_limit

« r[<lower_limit>, <upper_limit>)k , HEEFEARE FIREXNEME :

lower_limit <= k < upper_limit

¥4
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e r(<lower_limit>, <upper_limit>] A6 E2EZFEARETIREKXWEME :
lower_limit < k <= upper_limit
e r(<lower_limit>, <upper_limit>), WJERERZE THIREKXWEME :
lower_limit < k < upper_limit

- SRBEGRERNEBES (HE). flW:

{ "my-map": { "nested-maps": [ { "key": 10, "value": 20 } 1 } }
- ERMEA o RABHRES| 2R A fE S

HE  RHER ; EACEVERETRALE,

custom message

Rt FAMHBREANTH, AEEETE validateM testm THFMBLP , BBIR T HSE
EREE R ERRIFE

VE B

Bk FATEHES

NERBEMNET  F2HE EEEHNEEN £ Guard RAPERMNSEEH,

E FARERERT

LA 2 CloudFormation 4 Template-1f BV &ifiTemplate-2, A7 REFEAZENEE ¥ , A&
FHRESEANFIESEELEHFIEL,

Template-1

Resources:
S3Bucket:
Type: "AWS::S3::Bucket"
Properties:
BucketName: "MyServiceS3Bucket"
BucketEncryption:
ServerSideEncryptionConfiguration:

- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: 'arn:aws:kms:us-

east-1:123456789:key/056ea50b-1013-3907-8617-c93e474e400"

i FATERER 13
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Tags:
- Key: "stage"
Value: "prod"
- Key: "service"
Value: "myService

Template-2

Resources:
NewVolume:
Type: AWS::EC2::Volume
Properties:
Size: 100
VolumeType: iol
Iops: 100
AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: us-east-1
Tags:
- Key: environment
Value: test
DeletionPolicy: Snapshot

5 unary EE W F &5

« empty - MEEERBAE, BUUNUERAECRBREEHERBEENTREDLHE , BAETHEER
S, CREERATCRREFREEHIRBERETH ("), NFEFMER K F2HEEEEHNE
EO

THTFaEREHELAREERT —RZEER, ©2ME , PASSHAEEEE IDHNE
RS3BucketRE RFEZWTemplate-1,

Resources !empty

T FaehtEERER o EE —RNZEERS3Bucket, EEFHME A& , PASSEA $S3Bucketf
MEA Tags B EENEHTemplate-1,

Resources.S3Bucket.Properties.Tags !empty

« exists-MEEHANEELRETES E , LA TUAREMR != null,

T FTAFEREE T 14
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T FAERELREH E& BucketEncryption B#S3Bucket, ©EF L , PASSHA
BucketEncryption 27 S3Bucket® A E&MTemplate-1,

Resources.S3Bucket.Properties.BucketEncryption exists

(® Note

empty M not existsBEEREF R AERKTM true EREXRBMSR

S, i, MRKRE WEARFERE PropertiesEERS3Bucket , Bl F 4
BResources.S3Bucket.Properties.Tag emptyf &5 true, exists fl emptyR&E
TEEHRARPETXHF AN JSON EERER, EMEFABEHEMEEER  BEEREL
A&

« is_string-BEEHANBELRREAR stringHE,

THFAERERZEA S3Bucket BEIRH BucketName BMEIEEFHRE, ©EE A& , PASSEA
FHR{E"MyServiceS3Bucket" 2% BucketNameH & 5 EM Template-1,

Resources.S3Bucket.Properties.BucketName is_string
« is_list-REEHNSELRREA listFHE,

THFAERERRA S3Bucket BRI Tags BHIEEEE., ©flft A& , PASSEHATE TagsH A
EBE 7T mER/EHTemplate-1,

Resources.S3Bucket.Properties.Tags is_list

« is_struct - BEETHNERELBEBERIEEAEBLLESR,

THFARMERETA S3Bucket BRI BucketEncryption BHEEEREBILER. ©BF
f& , PASSE A BucketEncryption 2R F#ServerSideEncryptionConfigurationE
B|A pas#t I8 ETemplate-1,

EFOTERER T 15
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® Note

EEMBERERE | BALUER ( not ) EEFEE is_string, is_list#
is_structiE ¥,

EA-EERE FHN -5
ToFagMmE BS3Bucket&iRBucketName BHEIEENE RSB Template-1BEF & encrypt ,

ERAXNBRM, EEH4 FTMEA , PASSEAAEENRFITEB " MyServiceS3Bucket" T EBEF
& encrypt,

Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

THFAEHRE PNewolumeERSizeBHIEEENER B Template- 25 EEHERW : 50 <= Size
<=200, E8FH A , PASSEA 100 2% FrigESize,

Resources.NewVolume.Properties.Size IN r[50,200]

Ty FaERE FNewVolumeERVolumeTypeBHIEEMNETemplate-22% A iol, io2=
gp3. TEFE A , PASSHA iol 2&¥ FTEENewVolume,

Resources.NewVolume.Properties.NewVolume.VolumeType IN [ 'iol', 'io2', 'gp3' ]

@ Note
REP W EHIER REFEHEERE IDs S3Bucket N HWEIRREHEH FNewVolume,
EREBEEAEAEER YA UEERSREHEEGEARERR (1aC) &4, ZER
E—MBANERZSHAFERNFTEAWS: :S3: :BucketER , REFEANEATLRAR
Resources.*[ Type == ‘AWS::S3::Bucket’ ], MEFHMEN , FSE ExEHMNE
2 DB AENFMEN , YIRE cloudformation-guard GitHub fEFEF W EHI B #%.

E FARERABTAR

ETHEHIF , B9 FATemplate-28EBFTAE,

= FaAREABRTARE 16


https://github.com/aws-cloudformation/cloudformation-guard/tree/main/guard-examples
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Resources.NewVolume.Properties.Size IN r[50,200]
<<

EC2Volume size must be between 50 and 200,

not including 50 and 200
>>

Resources.NewVolume.Properties.VolumeType IN [ 'iol', 'io2', 'gp3' ] <<Allowed Volume
Types are iol, io2, and gp3>>

X iG]

£ Guard B, BT ELRANSETFOSER BS (HMhandBE ) BSHET—EFIES.
B LA T a4

3
¢

# clause_A ~ clause_B ~ clause_C
clause_A
clause_B
clause_C

BEAUEE—EFI0or |OREREE |, £/ BREES FRIRET —EFa,

<query> <operator> [query|value literal] [custom message] [or]|OR]

f£ Guard FAF , SEFMEES | EEFTMGEBE. Guard RAITTLIEZS ¥4 (or|ORand | ANDHY )
AR |, F¥{EA true(PASS) = false()FAIL, EFELUR Conjunctive IEE R

T o6~ FaFFEIERF.

# (clause_E v clause_F) ~ clause_G
clause_E OR clause_F
clause_G

# (clause_H v clause_I) ~ (clause_J v clause_K)
clause_H OR

clause_I

clause_J OR

clause_K

# (clause_L v clause_M v clause_N) ~ clause_0O
clause_L OR
clause_M OR

a6t 1a 17
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ERAEER

clause_N
clause_0

FIELEH AERN T ATemplate-1EAILAER EERE0. FSELLTESH,

Resources.S3Bucket.Properties.BucketName is_string
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/
Resources.S3Bucket.Properties.BucketEncryption exists
Resources.S3Bucket.Properties.BucketEncryption is_struct
Resources.S3Bucket.Properties.Tags is_list
Resources.S3Bucket.Properties.Tags !empty

BB Guard #5 BIfE A [E 5]
ERER—EMEEFY. FENBATBRBANEENES, ERE=EHER ;

- BHESR
« when E#f
- BEZRAIER

EHER
LTRSS BEBEN FaTemplate-1, #EAREH T,

Resources.S3Bucket.Properties.BucketName is_string
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/
Resources.S3Bucket.Properties.BucketEncryption exists
Resources.S3Bucket.Properties.BucketEncryption is_struct
Resources.S3Bucket.Properties.Tags is_list
Resources.S3Bucket.Properties.Tags !empty

BEFITHNEAREXNT I HSER. LUAEHEARE  AETREYE  AREFHEDNKBES

BREN— AR TFITBRBANESEYE, TURBHEEN TFa5E , TSR,

Resources.S3Bucket.Properties {
BucketName is_string
BucketName != /(?i)encrypt/
BucketEncryption exists
BucketEncryption is_struct

FEBE Guard RAIEAER
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Tags is_list
Tags lempty

EEHERT  BERIEANEASRERRATINAR.
MECERAERNFREN  F2REEERAAELR,

\

when [Ef

&R LAfE A BB R A R A b AP fwhenE 3R , XA T,

when <condition> {
Guard_rule_1
Guard_rule_2

when BRFEEEwhenERKIBIE. condition  Guard RAl, REEREFEERSE true()
B, TEFEERPASS,

DTRU AEBRNE flwhenEMTemplate-1,

when Resources.S3Bucket.Properties.BucketName is_string {
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

}

REEA IBENEBucketName R FEE | T i fhtwhenEBHR P H T8, MREERHN
ParametersEEHFSE A BucketName I8EMNE , W FHEHIFAR , AT ST AwhenERPH F
f,

Parameters:
S3BucketName:
Type: String

Resources:
S3Bucket:
Type: "AWS::S3::Bucket"
Properties:
BucketName:
Ref: S3BucketName

FEBE Guard RAIEAER 19
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BEHRAER

BA L A —EBRA RAE) BREE  AREHEMRAFSEZEEEELRIBER  BAGRRAE
¥, Named-rule E¥EERA T HER.,

rule <rule name> [when <condition>] {
Guard_rule_1
Guard_rule_2

}

rule BRFEREEERA R ERRENFE,

rule name RAETERNFSE , A —BAEZHRBER, EREFEN Guard RAIEHNER.,
FEREAT , Guard RA—FAIEFA. EHEHR,. whenEBRF name-rule B, HREIZBAIAHKR
SEHRERNBFRETEER | ETWEE Name-rule BRTTEEFH. HAZEBIRME validateH
testin FEEPRAXBNEBASR, RAZBEERAUBERNTLAELED , BRERNOFTMHARE
(FAIL. PASST} SKIP) —i2HER. S BT EHI,

# Sample output of an evaluation where checkl, check2, and check3 are rule names.
_Summary__ _ Report_ Overall File Status = **FAIL**

**XPASS/** ¥ XSGKIP** **yyles**

checkl **SKIP**

check2 **PASS**

**FAILED rules**

check3 **FAIL**

B EEwvhenBRY KRR ERUBBWRE N LFMS , UBKRGEAXFTHEERZRRAESR.

UTRAEEa I mNEFwhen[E#,

rule checkBucketNameStringValue when Resources.S3Bucket.Properties.BucketName is_string

{

Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

ERERRAER , LRBARENT,

rule checkBucketNameIsString {

FEBE Guard RAIEAER 20
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Resources.S3Bucket.Properties.BucketName is_string

}

rule checkBucketNameStringValue when checkBucketNameIsString {
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

}

R LAMEREAM Guard RAIREEFEAL 7 EERRAER, AT 2EEELH,

rule rule_name_A {
Guard_rule_1 OR
Guard_rule_2

rule rule_name_B {
Guard_rule_3
Guard_rule_4

rule rule_name_C {
rule_name_A OR rule_name_B

rule rule_name_D {
rule_name_A
rule_name_B

rule rule_name_E when rule_name_D {
Guard_rule_5
Guard_rule_6

E & Guard &M EE
AEBFHEEALEH , URES A Guard R Bl F 956 A &I,
SoIR R

B2 2P AWS CloudFormation Guard 812, BRFIRBEE THEHZ2H , TWETHEAREE !

EREHE R 21
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« TR AWS CloudFormation Guard ?
- BEHBA, 78

EFERAER, FIEEAR  SELE-RIWNE , BERKE SQL EFEENERSE

TH&EHlZEHEE S AWS CloudFormation 2 HJAWS : : TAM: :Role&E iR,

Resources.*[ Type == 'AWS::IAM::Role' ]

EHERTIERRL
- BSENEER () BoHSEEARERIBFARRERERD TEE , Hl0 ResourcesH
Properties.Encrypted. IREHNEMAI D FTRHSEAEE | Guard S EFEEER.
- FRABAFTINESAR * (.) BoreABEXBREBNAMEE.
- FRAMINEAFINEANE [*] () BorEREXEINRERS,
- BALUEBESER RIEEMHERGRGERMEERES[]. FEATNEBTSHFNES
- BEGHABENEIRES. UTR &6l :

EiEEE : [20, 21, 110, 190]

E® . [{"Key": "Stage", "Value": "PROD"}, {"Key": "App", "Value":
"MyService"}]

- BEEBNFTEER , AW Resources. *

« BAEAGEREASHRETE -SEHEENES, F2RUTEM.

# Query all resources
let all_resources = Resource.*

# Filter IAM resources from query results
let iam_resources = %resources[ Type == /IAM/ ]

# Further refine to get managed policies
let managed_policies = %iam_resources[ Type == /ManagedPolicy/ ]

# Traverse each managed policy

EEEHMEE 22
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%managed_policies {
# Do something with each policy

}

LA & CloudFormation SN2 36 5 ERHV &4,

Resources:
SampleRole:
Type: AWS::IAM::Role

SampleInstance:
Type: AWS::EC2::Instance

SampleVPC:
Type: AWS::EC2::VPC

SampleSubnetl:
Type: AWS::EC2::Subnet

SampleSubnet2:
Type: AWS::EC2::Subnet

RIBHLE AR |, BENEERA |, SampleRoleMERM ZMAES Type: AWS::IAM::Role,

Resources:
SampleRole:
Type: AWS::IAM::Role

T 5| & HIFER Resources.*[ Type == 'AWS::IAM::Role' ] YAML AN EHBFERE,

- Type: AWS::IAM::Role

BULERERN—LEARNT

- BEHERGRE  LEZBSEELBBRENEIER.
- ERAHEHEEMBEETARNERIEREM.
- EREREFHEEL T,

EHRE M &R 23
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HEHEREEH

Guard XEEEHEAK —XMEBEIEK, WFE Guard RATEBHFMEN , F2K £ Guard R8I
PERNSELEH,

BULKERERGEEY , WEEEAER X, RRHE Guard RANEMESZE. FSEU
THABEER , nEABHRENRNEHEREI,

#

# Simple query assignment

#

let resources = Resources.* # All resources

# A more complex query here (this will be explained below)

let iam_policies_allowing_log_creates = Resources.*[
Type in [/IAM::Policy/, /IAM::ManagedPolicy/]
some Properties.PolicyDocument.Statement[*] {
some Action[*] == 'cloudwatch:CreatelLogGroup'
Effect == 'Allow'

EEREREEANEBZ-ERE

Guard X BEZHBEHNERHIT . ETFHEHIR , whenEREEE CloudFormation &A% E|
A EBMEAWS: :EC2: :Volume&EiR , &% VolumeType. Encrypted® AvailabilityZone B
1TRIE.

let ec2_volumes = Resources.*[ Type == 'AWS::EC2::Volume' ]

when %ec2_volumes !empty {
%ec2_volumes {
Properties {
Encrypted == true
VolumeType in ['gp2', 'gp3']
AvailabilityZone in ['us-west-2b', 'us-west-2c']

EEEHMEE 24
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B FABRLEER

Guard i X EEHERERLBN -0, F2ETIIEH,

let resources = Resources.*

some %resources.Properties.Tags[*].Key == /PROD$/
some %resources.Properties.Tags[*].Value == /*App/

e ERRHIR MR RARTOMETE (Asome MBFHE ) SRAABITA , L9 BIFHE,
E-FANERTARE
@ME2 , L—SREROWERHTITERRTHELR,

let resources = Resources.*

some %resources.Properties.Tags[*] {
Key == /PROD$/
Value == /~App/

ERAEEASESPEMETagE  UHKEBHEEANNBEEETLER, L-—BHhFanESEXE
BAUERETE. FERBT I8 A,

Resources:
MyResource:

Properties:
Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODEnd
Value: AppStart

E-EBEANFAGTEA PASS, BEE—EEXNE—EFLK , & Resources, Tags.
Propertiesfl B T %I ®KeyRF4 fENotPRODENd , EFFFATEHIH EPROD,

Resources:

EHRE M &R 25
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MyResource:

Properties:
Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODENnd
Value: AppStart

F—EXRENFE_EFa9tSREMEER. Resources, Tags, # Propertiesz IR
&valuefF&{E AppStart., Hit , FE_EFaIEBEIL,

BEFRA PASS,

i, ERERSTFEUT. YRS ETagsH , ESLEE KeyH 2EEValuetBFF ;
NotAppStartHl NotPRODEnd{ETE T FI &6 FHEF.

Resources:
MyResource:

Properties:
Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODENnd
Value: AppStart

MR Key == /PROD$/. M WyFHE@EValue == /Mpp/ , BtEERTH, Bt , BERE
FAIL,

(® Note

ERAEESK K BERCEREABRESTSEAZNZEER A EAERTIRE, EEER—
HEE  NELRTELBRE-BHER , FEAE-FIRE,

ERERNEEBN T8

FrEEHHSEREEE, AENEALHS , SIEANESIE, FHFAEXR5IFNES|ZE (Tags:
[1), BTN =R MRS B BIAYE KB (Resources: {3}), EAALE AL S,

EHRE M &R 26



AWS CloudFormation Guard EREER

HE I EEHFTME TR, TAHEIERBERRARY. E—NPINREH P ERAAREER
o ERAERFAR  SRBEEBN T,

T3 [E 52 R # 1T B AEBA

- MREBATIEER , AIEAGTMA FAIL , MERABHN ERER FAEETMER FAIL,

- BEHAGEHE NEABSRERB{ "Resources": {} }, EHET(EA FAIL , MAEBBNE
WMERFAHRETMEA FAIL,

- MREALEER , ERBEFNEEN  IEHEEEZ0ER , IRBERERT T,

& A R R
ERTNERRFER LR BASZIRMFN Guard T8, TR FANER.

<query> <operator> [query|value literal] [message] [or]|OR]

T IRE A BB R E AWS CloudFormation Guard iR EIR , BFRETHEY :

« EANITEREN (CNF) REHFA,
« EWITLEESERS (and) ¥4,
- EMETFAZEER orBI @ FIEE (o1)o

THIEBIRE T BEEM FRHF Ao

resourceType == 'AWS::EC2::SecurityGroup'
InputParameters.TcpBlockedPorts not empty

InputParameters.TcpBlockedPorts[*] {
this in r(100, 400] or
this in r(4000, 65535]

£/ FafgARERE

B EREREAMNES. FEANUEEZEERAIBAATECRE EESWEBMsecurityGroups:
[....]. BHAUSHBEHAEAGE K EH—ERENES. BULUER FANFIEEETEE ,
BEIWTERER

EEEHMEE 27
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& CloudFormation EIA&KEE BN E R K BESEATIERES,

Resources.*[ Type == 'AWS::IAM::Role' ]

EH#IEResources. *EE# AResources BEERPRFEMNFMEE, B PHREFERAEREH |
EHSELETYIEL,

Type: AWS::IAM::Role

Type: AWS::EC2::Instance

Type: AWS::EC2::VPC

Type: AWS::EC2::Subnet

Type: AWS::EC2::Subnet

B, P LESEREHEEG. EFSNEER Type == AWS::IAM::Role, AT RERENERK
HEEHNELE,

- Type: AWS::IAM::Role

BE  BEAWS: :IAM: :RoleE RN ZEF A,

Resources.*
%all_resources[ Type == 'AWS::IAM::Role' ]

let all_resources
let all_iam_roles

DT REREHANES , HEZEATAE AWS: : IAM: :Policy AWS: : IAM: :ManagedPolicy &

3
WMo

Resources.*[
Type in [ /IAM::Policy/,
/IAM: :ManagedPolicy/ 1]

TrgEflgnEE R EREAB2PolicyDocumentEiE »

Resources.*[

EHRE M &R 28
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ERAEER

Type in [ /IAM::Policy/,
/IAM: :ManagedPolicy/ ]
Properties.PolicyDocument exists

BEFRMHOEHEEX
AEE TS ANGHLZEEEEFTN AWS Config #AREIR B #Hl,

resourceType: "AWS::EC2::SecurityGroup'
configuration:
ipPermissions:
- fromPort: 172
ipProtocol: tcp
toPort: 172
ipv4Ranges:
- cidrlIp: 10.0.0.0/24
- cidrIp: 0.0.0.0/0
- fromPort: 89
ipProtocol: tcp

ipv6Ranges:

- cidrIpv6: '::/0'
toPort: 189
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 1.1.1.1/32

- fromPort: 89
ipProtocol: '-1'
toPort: 189
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 1.1.1.1/32
ipPermissionsEgress:

- ipProtocol: '-1'
ipv6Ranges: []
prefixListIds: []
userIdGroupPairs: []

ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
tags:
- key: Name

ERTHNENR
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value: good-sg-delete-me
vpcIld: vpc-0123abcd

InputParameter:
TcpBlockedPorts:
- 3389
- 20
- 21
- 110
- 143
AETIEE

« ipPermissions (®WAKREA ) RERERANRIES.
- SERAGEEHTEEM , HIW0 ipvsRangesH ipv6Ranges , SAFEE CIDR BHRINES,

FRMAGBAA , BWMAFREMEM IP b ERAVEF@ARR |, WERFHR AT RFFLEH TCP HiH
RYEEHR,

WE IPv4a WEREDBEE , M THIEHIFR.

configuration.ipPermissions[

#

# at least one ipv4Ranges equals ANY IPv4
#

some ipv4Ranges[*].cidrIp == '0.0.0.0/0'

some BREFEMRABTFRER. MEEHARSELFESEHINERS, BIFFER , Guard FFFERE
AMERNFEERTERENEN, T8 , EETAT ERLTERENAR., ZERHEBEHEBN TS
D08 Ao

ipv4Ranges:
- cidrlIp: 10.0.0.0/24
- cidrIp: 0.0.0.0/0 # any IP allowed

EMEETE FHipvsRanges, YWIEFFAipv4RangesBEEENRH KRR IP #110.0.0.0/0, &
HMEEEEL—BERSHES0.0.0.0/0, &BEFF Guard , TREEHEENFTEREREAEZEA ,
BELE—(AFERLEHRT. some HBFZEH Guard , URBREREHDIN —RNZEEFERE,
MR LZEHFNEBERE , Guard SIBEIEEER,
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B=E | HiE IPve , T HEHIAT R,

configuration.ipPermissions[
#
# at-least-one ipv4Ranges equals ANY IPv4
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' ox
#
# at-least-one ipv6Ranges contains ANY IPv6
#
some ipv6Ranges[*].cidrIpve == '::/0'

&%, ET5EHS  BEBABETR udp.

configuration.ipPermissions[

#
# at-least-one ipv4Ranges equals ANY IPv4
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
#
# at-least-one ipv6Ranges contains ANY IPv6
#
some ipv6Ranges[*].cidrIpvée == '::/0'
#
# and ipProtocol is not udp
#
ipProtocol != 'udp' ]
]
LT REENRAL

rule any_ip_ingress_checks

{
let ports = InputParameter.TcpBlockedPorts[*]

let targets = configuration.ipPermissions[

#

# if either ipv4 or ipv6 that allows access from any address
#

some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
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some ipv6Ranges[*].cidrIpv6 == '::/0'
#

# the ipProtocol is not UDP

#

ipProtocol != 'udp' ]

when %targets !empty

message: Blocked TCP port was allowed in range

{
%targets {
ipProtocol != '-1'
<<
result: NON_COMPLIANT
check_id: HUB_ID_2334
message: Any IP Protocol is allowed
>>
when fromPort exists
toPort exists
{
let each_target = this
%sports {
this < %each_target.fromPort or
this > %each_target.toPort
<<
result: NON_COMPLIANT
check_id: HUB_ID_2340
>>
}
}
}
}

BRESESLSNEERIBES

ERAERREMARENE (1aC) HESEAR , LAESED —EEE  HPasHEsEAhHMERNY
8%, LT & CloudFormation £874<&ifl , #3& Amazon Elastic Container Service (Amazon ECS) £

% Hihas WA#S3ETaskArn, BTaskRoleArn2¥E | LR EEFHRSE,

Parameters:

EHRE M &R

32



AWS CloudFormation Guard

ERAEER

TaskArn:
Type: String
Resources:
ecsTask:
Type: 'AWS::ECS::TaskDefinition'
Metadata:

SharedExectionRole: allowed
Properties:
TaskRoleArn: 'arn:aws:....

ExecutionRoleArn: 'arn:aws:...

ecsTask2:
Type: 'AWS::ECS::TaskDefinition'
Metadata:
SharedExectionRole: allowed
Properties:
TaskRoleArn:
'Fn::GetAtt':
- iamRole
- Arn
ExecutionRoleArn: 'arn:aws:...2'
ecsTask3:
Type: 'AWS::ECS::TaskDefinition'
Metadata:
SharedExectionRole: allowed
Properties:
TaskRoleArn:
Ref: TaskArn
ExecutionRoleArn: 'arn:aws:...2'
iamRole:
Type: 'AWS::IAM::Role'
Properties:
PermissionsBoundary: 'arn:aws:...3'
mE NIEME,
let ecs_tasks = Resources.*[ Type == 'AWS::ECS::TaskDefinition' ]

WEHSERENES , A3 SIS APERPFTE =ZMEAWS: :ECS: :TaskDefinition&iR,
0% ecs_tasks , HhAESRKBEHM BTaskRoleArnA £ T 5 & HIFT R,

let ecs_tasks = Resources.*[ Type == 'AWS::ECS::TaskDefinition' ]

let ecs_tasks_role_direct_strings = %ecs_tasks[

ERTHNENR
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Properties.TaskRoleArn is_string ]

let ecs_tasks_param_reference = %ecs_tasks[
Properties.TaskRoleArn. 'Ref' exists ]

rule task_role_from_parameter_or_string {
%ecs_tasks_role_direct_strings !empty or
%ecs_tasks_param_reference !empty

rule disallow_non_local_references {
# Known issue for rule access: Custom message must start on the same line

not task_role_from_parameter_or_string
<<

result: NON_COMPLIANT

message: Task roles are not local to stack definition
>>

£ Guard RAIFIE RS EZEH

&I LATE AWS CloudFormation Guard JRAIERPIERER , UFHREE Guard RAIF2ENE
o Guard XE—RMBEIEK, SBEMBMET(ERY , EXRT Guard AEER AMITRLE R,
£}

- BB

- BERY

-

* Guard RIS R & K £ 5

B E
R letBERFZNHRILAERER. REEBRHBBABBERAREL, B TUFRERAEEN

BREEESRBEBM. ETHEFS , BERecs_task_definition_task_role_arnfFiFaE
F&{E arn:aws:iam:123456789012:role/my-role-name,

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-role-name’
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ETHEHF , B Becs_tasksHEEEHMGER | LIESEHARPAFT

BAWS: :ECS: :TaskDefinition AWS CloudFormation &R, B EREFR RS E
ecs_tasks REHELERIVMEBENA.

let ecs_tasks = Resources.*[

Type == 'AWS::ECS::TaskDefinition'
]
SEBHY

R sFERRSEEH,

B PMecs_task_definition_task_role_arn#Z&EHlisRE L , LA LLE Guard R EIF4

B query|value literall@ERecs_task_definition_task_role_arn$&# , FRAZKSET
# 4R CloudFormation S84SR {E{TAWS: : ECS: : TaskDefinition&RTaskDefinitionArnEBs

EWEAEBREFHRME arn:aws:iam:123456789012:role/my-role-name,

Resources.*.Properties.TaskDefinitionArn == %ecs_task_definition_role_azrn

BIE PHecs_tasksBHEHIIEREY , BN EEHecs_tasksh8ZE (il
%ecs_tasks.Properties), B 5% , Guard 5 HE 8 , ecs_tasksREREREENERBERE, MR
Becs_tasksHETAIEFHE , Guard SBEHEER

(® Note
BEl , Guard T X EE B HRARASEEE,

HERERAERPEZRNEHITRYE, SHLBAREHEAERA—R. F=EBRTESTSH A =
=R RE SR E

- ERER-BEESERMERNER , EUUERAEBRANMERATEAEREREY, ©
FIHEEERTR,

ETHEHIBAUNERSD , B2 ecs_task_definition_task_role_arn#
ecs_task_definition_execution_role_arn EEREEBRIBIL.
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let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-task-role-
name'

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/my-
execution-role-name'

rule check_ecs_task_definition_task_role_arn

{

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn

rule check_ecs_task_definition_execution_role_arn

{
Resources.*.Properties.ExecutionRoleArn ==
%ecs_task_definition_execution_role_arn

}

- RABHR - ERAUFES , RABEREBRAGARBERNETR. RAUNNEA2ERSERE

=0
2o

ETHEFRAUBRA |, BH ecs_task_definition_task_role_arn#
ecs_task_definition_execution_role_arn &R BB RWA

{fto ecs_task_definition_task_role_arn REE
fEcheck_ecs_task_definition_task_role_arnE&#FRAHF2E , £R
gEfEcheck_ecs_task_definition_execution_role_arnE®&FAF£E
ecs_task_definition_execution_role_ arn¥##.

rule check_ecs_task_definition_task_role_arn

{

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-task-
role-name'

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn
}

rule check_ecs_task_definition_execution_role_azrn
{

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/my-
execution-role-name'

Resources.*.Properties.ExecutionRoleArn ==
%ecs_task_definition_execution_role_arn

}
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- BRER - EERAES , flllwvhenTd , BEREREBBAFZBFEERRTR. BRANEFSE

HEEHER,

ETH&EFBAERD 88 ecs_task _definition_task _role_arnf
ecs_task_definition_execution_role_arn &71EAWS: :ECS: :TaskDefinition#d
RHERANERBRIBI. BRESEAWS: :ECS: :TaskDefinitionBH[EHRFH

ecs_task definition_task _role_arn#l
ecs_task_definition_execution_role_arn#8® , LEEEZBMEL,

rule check_ecs_task_definition_task_role_arn

{
AWS: :ECS: :TaskDefinition

{
let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-

task-role-name'
Properties.TaskRoleArn == %ecs_task_definition_task_role_arn

rule check_ecs_task_definition_execution_role_arn

{
AWS: :ECS: :TaskDefinition

{

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/

my-execution-role-name'
Properties.ExecutionRoleArn == %ecs_task_definition_execution_role_arn

Guard RAIBRFERAVEHI
THS S REFENBERREBHEH,
BRI

AR =& CloudFormation &7 # &5,

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:

# Guard RAFERNSESH
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TaskRoleArn: 'arn:aws:iam::123456789012:role/my-role-name'

RIBHLEAR | SR LUBREMEA check_ecs_task_definition_task_role_arn #
FA, LUERFIBEAWS: :ECS: :TaskDefinition& A& RA TaskRoleArn BAE
arn:aws:iam::123456789012:role/my-role-name,

rule check_ecs_task_definition_task_role_arn

{

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-role-
name'

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn
}

ERNGEER , BB ES BB | ecs_task_definition_task_role_arniii
HigRIETFEFHEME 'arn:aws:iam: : 123456789012 :role/my-role-name', REF
AEBE query|value literal BERH M ecs_task_definition_task_role_arn#
2, arn:aws:iam::123456789012:r0le/my-role-nameAE BEcsTask¥E
JRTaskRoleArnBMHEENERESR -

B REfE IR
LLTF £ CloudFormation &2 &5 45,

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:
TaskRoleArn: 'arn:aws:iam::123456789012:role/my-role-name'

RIBHLE AR | BRI LINBILERecs_tasksEHERAR A NWEE |, WiEEH BERG
Z¥%Resources.*[ Type == 'AWS::ECS::TaskDefinition', Guard &
EHWMAEAPVAEER , U ELERNEREERARER FPecs_tasks,
BT LREMEA check_ecs_task_definition_task_role_arn B

Bl | LARBRPRAAWS: :ECS: : TaskDefinition#iA&RAY TaskRoleArn B
arn:aws:iam::123456789012:role/my-role-name

let ecs_tasks = Resources.*[
Type == 'AWS::ECS::TaskDefinition'
]
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rule check_ecs_task_definition_task_role_arn

{
%ecs_tasks.Properties.TaskRoleArn == 'arn:aws:iam::123456789012:role/my-role-name'

}

BRAFAE2E queryBERPH ecs_task_definition_task_role_arn#
2, arn:aws:iam::123456789012:r0le/my-role-name A E BEcsTask¥E
JRTaskRoleAtnB M ENERERE -

PR % E 1T AWS CloudFormation &40 5E

FRMEREEHNEECRARGIES, EHEHIF |, RFBRE Guard REA| , LUBRRE EEIES
Amazon ECS FHMEZRH o

LA & CloudFormation &2y #5451,

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:
TaskRoleArn:
'"Fn::GetAtt': [TaskIamRole, Arn]
ExecutionRoleArn:
'Fn::GetAtt': [ExecutionIamRole, Arn]

TaskIamRole:
Type: 'AWS::IAM::Role'
Properties:
PermissionsBoundary: 'arn:aws:iam::123456789012:policy/MyExamplePolicy’

ExecutionIamRole:
Type: 'AWS::IAM::Role'
Properties:

PermissionsBoundary: 'arn:aws:iam::123456789012:policy/MyExamplePolicy"’

RiBLER  RASRBTIRA , URERFSELER .

#EARPHWEMEAWS: :ECS: : TaskDefinitionEREEE T EEACNHTAE,
EEABHNHTAER AWS Identity and Access Management (IAM) &,
Atk SEAPER,

R BEEARIE PermissionsBoundary B,
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# Select all Amazon ECS task definition resources from the template
let ecs_tasks = Resources.*[
Type == 'AWS::ECS::TaskDefinition'

# Select a subset of task definitions whose specified value for the TaskRoleArn
property is an Fn::Gett-retrievable attribute
let task_role_refs = some %ecs_tasks.Properties.TaskRoleArn.'Fn::GetAtt'[0]

# Select a subset of TaskDefinitions whose specified value for the ExecutionRoleArn
property is an Fn::Gett-retrievable attribute
let execution_role_refs = some %ecs_tasks.Properties.ExecutionRoleArn.'Fn::GetAtt'[0]

# Verify requirement #1
rule all_ecs_tasks_must_have_task_end_execution_roles
when %ecs_tasks !empty

{

%ecs_tasks.Properties {
TaskRoleArn exists
ExecutionRoleArn exists

}

}

# Verify requirements #2 and #3
rule all_roles_are_local_and_type_IAM
when all_ecs_tasks_must_have_task_end_execution_roles

{
let task_iam_references = Resources.%task_role_refs
let execution_iam_reference = Resources.%execution_role_refs
when %task_iam_references !empty {
%task_iam_references.Type == 'AWS::IAM::Role'
}
when %execution_iam_reference !empty {
%execution_iam_reference.Type == 'AWS::IAM::Role'
}
}

# Verify requirement #4
rule check_role_have_permissions_boundary
when all_ecs_tasks_must_have_task_end_execution_roles
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let task_iam_references = Resources.%task_role_refs
let execution_iam_reference = Resources.%execution_role_refs

when %task_iam_references !empty {
%task_iam_references.Properties.PermissionsBoundary exists

}

when %execution_iam_reference !empty {
%execution_iam_reference.Properties.PermissionsBoundary exists

}

£ hiREEZRAIEHR AWS CloudFormation Guard

A BEEZBRAIEHREE AWS CloudFormation Guard , A LUERA T MERE AR :

o fREFAEMCE
o BABSMEAR MR

ERAELHEENEREEREREATEECLAY , YRS EERUBERPHEBFAMEEM
ES |

- BEFML

.« REMEMESK

« EABEMEARIRME S X

BRIRM
THRESRATHERRAES,
RAFARRIES X

EEEREET , whenERFER R ERFTME , H-—HSAHMLESRUERR T OMFTEHER
BAREAKYE, THEHS Guard RAERITE A RERFEKENERRAER,

# Named-rule block, rule_name_A
rule rule_name_A {

Guard_rule_1

Guard_rule_2
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# Example-1, Named-rule block, rule_name_B, takes a conditional dependency on
rule_name_A
rule rule_name_B when rule_name_A {
Guard_rule_3
Guard_rule_4

# Example-2, when block takes a conditional dependency on rule_name_A
when rule_name_A {

Guard_rule_3

Guard_rule_4

# Example-3, Named-rule block, rule_name_C, takes a conditional dependency on
rule_name_A A rule_name_B
rule rule_name_C when rule_name_A
rule_name_B {
Guard_rule_3
Guard_rule_4

# Example-4, Named-rule block, rule_name_D, takes a conditional dependency on
(rule_name_A v clause_A) ”~ clause_B ~ rule_name_B
rule rule_name_D when rule_name_A OR
clause_A
clause_B
rule_name_B {
Guard_rule_3
Guard_rule_4

£ EREHRAERS |, Example-1E T HIWJREMAER -

« 1R rule_name_AiFME A PASS , rule_name_BEIE 5L %M Guard R A,

« 18 rule_name_AiHMEA FAIL , rule_name_ BEIFE5R{L HHEM Guard R A,
rule_name_BiF& A SKIP,
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« 18R rule_name_AiFME A SKIP , rule_name_ BEIF &L FHEM Guard R A,
rule_name_BiF{& A SKIP,

® Note
MR rule_name_ABFHRBURATEE WRA , FAILY EHrule_name_AFEL BRI |, ®
FREEBBERSKIP,

DTRREBEANELZSHEEAEENHEREEERE (CMDB) A58 AWS Config IHB &4, Lt
5 R R AR AR R

rule check_resource_type_and_parameter {
resourceType == /AWS::EC2::SecurityGroup/
InputParameters.TcpBlockedPorts NOT EMPTY

rule check_parameter_validity when check_resource_type_and_parameter {
InputParameters.TcpBlockedPorts[*] {
this in r[@,65535]

rule check_ip_procotol_and_port_range_validity when check_parameter_validity {
let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let configuration = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" ox
some ipv6Ranges[*].cidrIpv6 == "::/0Q"
ipProtocol != 'udp' ]

when %configuration !empty {
%sconfiguration {
ipProtocol != '-1"

when fromPort exists
toPort exists {
let ip_perm_block = this
%sports {

mESERAER
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this < %ip_perm_block.fromPort or
this > %ip_perm_block.toPort

£ EiRE I | check_parameter_validity BRHFHKER
check_ip_procotol_and_port_range_validity
check_resource_type_and_parameter , BIfHAFER check_parameter_validity, AT
2Ee LR AWAREREERE (CMDB) H%EE,

version: '1.3'
resourceType: "AWS::EC2::SecurityGroup'
resourceld: sg-12345678abcdefghi
configuration:
description: Delete-me-after-testing
groupName: good-sg-test-delete-me
ipPermissions:
- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
- fromPort: 89
ipProtocol: tcp
ipv6Ranges:
- cidrIpv6: '::/0'
prefixListIds: []
toPort: 89
userIdGroupPairs: []
ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
ipPermissionsEgress:
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- ipProtocol: '-1'
ipv6Ranges: []
prefixListIds: []
userIdGroupPairs: []

ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
tags:
- key: Name

value: good-sg-delete-me
vpcIld: vpc-0123abcd
InputParameters:
TcpBlockedPorts:
- 3389
- 20
- 110
- 142
- 1434
- 5500
supplementaryConfiguration: {3}
resourceTransitionStatus: None

BABH AR RIS X

HEEEREET , whenBRFE R R ERAFIME , B—-HZEHM Guard RAMFEEREEHAEA
PEARMRCE . BRERIEAR KM AT R AT R0

# Named-rule block, rule_name_A, takes a correlational dependency on all of the Guard
rules encapsulated by the named-rule block
rule rule_name_A {
Guard_rule_1
Guard_rule_2

# when block takes a correlational dependency on all of the Guard rules encapsulated by
the when block
when condition {
Guard_rule_1
Guard_rule_2
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AT HBNET A EMRTFEER , BFRE T3 Guard R AIEREH,

#

# Allowed valid protocols for AWS::ElasticloadBalancingV2::Listener resources
#

let allowed_protocols = [ "HTTPS", "TLS" ]

let elbs = Resources.*[ Type == 'AWS::ElasticlLoadBalancingV2::Listener' ]

#
# If there are AWS::ElasticlLoadBalancingV2::Listener resources present, ensure that
they have protocols specified from the
# list of allowed protocols and that the Certificates property is not empty
#
rule ensure_all_elbs_are_secure when %elbs !empty {
%elbs.Properties {
Protocol in %allowed_protocols
Certificates !empty

#
# In addition to secure settings, ensure that AWS::ElasticlLoadBalancingV2::Listener
resources are private
#
rule ensure_elbs_are_internal_and_secure when %elbs !empty {
ensure_all_elbs_are_secure
%elbs.Properties.Scheme == 'internal'

ELRBAERED , ¥ ensure_elbs_are_internal_and_secureEHHEKTE
ensure_all_elbs_are_secure, A TFTRAFE LiAE AIAE 5] CloudFormation &4<,

Resources:
ServicelLBPubliclListener46709EAA:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
Scheme: internal
Protocol: HTTPS
Certificates:
- CertificateArn: 'arn:aws:acm...
ServicelBPubliclListener4670GGG:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
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Properties:
Scheme: internal
Protocol: HTTPS
Certificates:
- CertificateArn: 'arn:aws:acm...'

BB FAUBITARRAFTE

AWS CloudFormation Guard FA 2R &R B ERHETI M. Guard FfE5I B EFEABENER
RRE BREEHEBEXNERRBREEAERNEN., BEEESELZE AR LERMRERE
4. Guard RIS EMNEERBEAEE 79, cIZEERAEA , W EAEFEEBBNEEER,

LT REEAEM Kubernetes Pod fHREETfI |, B LU ARRRBAFFEERIE A,

apiVersion: vl
kind: Pod
metadata:
name: frontend
spec:
containers:
- name: app
image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5
- name: log-aggregator
image: 'images.my-company.example/log-aggregator:vé6'

resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75

B LRRE Guard THRFIELER, FIERAERK , ARRRERAXH, U TRERE Pod Fig
ERRRRFIE BB TR T,
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#
# At this level, the root document is available for evaluation
#
#
# Our rule only evaluates for apiVersion == v1 and K8s kind is Pod
#
rule ensure_container_limits_are_enforced
when apiVersion == 'v1'
kind == 'Pod'
{
spec.containers[*] {
resources.limits {
#
# Ensure that cpu attribute is set
#
cpu exists
<<
Id: K8S_REC_18
Description: CPU limit must be set for the container
>>
#
# Ensure that memory attribute is set
#
memory exists
<<
Id: K8S_REC_22
Description: Memory limit must be set for the container
>>
}
}
}

context T (L

ERAHEER , EARBRTRTENXM. #¥ apiVersionM kind BHRENEARRE | 71
fhwhenfkfr. EXRAVEPIF | BLEAEFTMEA true.

RE , BB LiREHlFspec. containers[*]FITRHIEE., BRIEEBHNEERBLE K ARESHEZE
¥, spec BHABETER®E , AA2EF , T HIEEHIATR.

containers:
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- name: app
image: 'images.my-company.example/app:vé4'
resources:

requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5

- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'

resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75

BifcontainersBM & , ABREERE FNHEHFIH,

- name: app
image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5

- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'

resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75
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7 HREE

B LAER RERX[*] , A containers BHMNEIITEENAMAEEERERE. EREHE ANEE
nEETEcontainers, ELREHRUBKNBTLES , ERPETENTFOERT EHEHRRES
RENRE, RENTIERRSTEMR , BEARRERSTME IR

spec.containers[*] {

}

HREBERBER K NBEERZUERSINE.

(@ Note
- ENZES|FERRXE [<integer>]8 [*]. BHl, Guard 7% &E F&HE[2..4],

fE 5

BEEEIMESN®S  UEEIE—E, N, MRRE—ERHF , ATLEERES |, I TN
Ao

apiVersion: vl
kind: Pod
metadata:
name: frontend
spec:
containers:
name: app
image: images.my-company.example/app:v4
resources:
requests:
memory: "64Mi"
cpu: 0.25
limits:
memory: "128Mi"
cpu: 0.5

BRETHUHITARRBAML 50



AWS CloudFormation Guard EREER

MEBHESES  FEEEVACEAESIEN, £ LREFF |, BFEH containers[*] , ™
JE containers, Guard REHEEEE—EXRER , EEHAERIERTMG,

(® Note

E BUESEIE K £XRERANFINEEIE  BHELERAEYFER, BEFRE—
{8 , Guard b & [E#E5T1E,

£ &Espec.containers[*]M3IE spec.containers

Guard EHEERE ECHENMENES, EXRMFEH KRE Kspec.containers , ENHETESZE FrEN
fE%lcontainers , MAREFMTE, ELFHAKRE Bspec.containers[*] , B USEEE
WEEERN TR, SECEENGEITITENSEEN , BELSEA [*1RE,

£/ this 2Z BN ARE

ERE Guard A , B UERA 2ERBEthis, BE , thisERBEW , BRATER
RARKE, Hli, this.apiVersion, this.kind#l this.specBEZRIM4, Hx
# | this.resources &= &M@ Econtainers , Hlil /spec/containers/0/H /
spec/containers/1, E#i#h , this.cpu M this.memory HEERH , 4552 /spec/
containers/0@/resources/limits#l /spec/containers/1/resources/limits,

ET—{A&Hl , iR Kubernetes Pod {HREM R BIEEE AthisAREFEA.

rule ensure_container_limits_are_enforced
when this.apiVersion == 'v1'
this.kind == 'Pod'

this.spec.containers[*] {
this.resources.limits {
#
# Ensure that cpu attribute is set
#
this.cpu exists
<<
Id: K8S_REC_18
Description: CPU limit must be set for the container
>>
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#
# Ensure that memory attribute is set
#
this.memory exists
<<
Id: K8S_REC_22
Description: Memory limit must be set for the container
>>

BAFEEthisHAEER . T1B , FAMERthis , 2ETURREA , MT IR,

InputParameters.TcpBlockedPorts[*] {
this in r[@, 65535)
<<
result: NON_COMPLIANT
message: TcpBlockedPort not in range (@, 65535)

>>

£ E— BT , this ARSESEEEERE.
ERRE ABHERR this

RERANTFIE , SEZBSthisARENTERE - EERNER, flU , FEERETEHN T 5@
AEE (EXLABB ).

resourceType: 'AWS::EC2::SecurityGroup'
InputParameters:
TcpBlockedPorts: [21, 22, 110]
configuration:
ipPermissions:
- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:
- cidrIp: "0.0.0.0/0"
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- fromPort: 89
ipProtocol: tcp
ipv6Ranges:

- cidrIpv6: "::/0"
prefixListIds: []
toPort: 109
userIdGroupPairs: []
ipv4Ranges:

- cidrlIp: 10.2.0.0/24

IR LREAETREE , THRUSERER , RACTERBRIFARE this,

rule check_ip_procotol_and_port_range_validity

{
#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP
#
let any_ip_permissions = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" ox
some ipv6Ranges[*].cidrIpv6 == "::/0Q"
ipProtocol != 'udp' ]
when %any_ip_permissions !empty
{
%any_ip_permissions {
ipProtocol != '-1' # this here refers to each ipPermission instance
InputParameters.TcpBlockedPorts[*] {
fromPort > this or
toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range
>>
}
}
}
}

EEZRSHRRIED , FAE L RRAERFFAERSEE any_ip_ingress_check.guard , W&
RRAFAERAE®W ip_ingress.yaml, A% , FAELERHITTIvalidatedm .
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cfn-qguard validate -r any_ip_ingress_check.guard -d ip_ingress.yaml --show-clause-
failures

ETyE@mEsd |, 5|ZBEEHEERMEIE InputParameters. TcpBlockedPorts[*] LRI B/

configuration/ipPermissions/0@/configuration/ipPermissions/1% &,

Clause #2 FAIL(Block[Location[file:any_ip_ingress_check.guard, line:17,
column:13]])

Attempting to retrieve array index or key from map at Path = /
configuration/ipPermissions/@, Type was not an array/object map, Remaining Query
InputParameters.TcpBlockedPorts[*]

Clause #3 FAIL(Block[Location[file:any_ip_ingress_check.guard, line:17,
column:13]])

Attempting to retrieve array index or key from map at Path = /
configuration/ipPermissions/1, Type was not an array/object map, Remaining Query
InputParameters.TcpBlockedPorts[*]

ATHYTHREER  FERAthisARSEERRBERA.

rule check_ip_procotol_and_port_range_validity

{
#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let any_ip_permissions = this.configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0"
ipProtocol != 'udp' ]

when %any_ip_permissions !empty
{
%any_ip_permissions {
this.ipProtocol != '-1' # this here refers to each ipPermission instance
this.InputParameters.TcpBlockedPorts[*] {
this.fromPort > this or
this.toPort < this

<<
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result: NON_COMPLIANT
message: Blocked TCP port was allowed in range

>>

this.InputParameters Z2Z8%8 NETESWEEEany_ip_permissions, EBREEBENERS
EEUMEAfconfiguration.ipPermissionsi{E, SHERRTERELARBInputParamatersH i
HY , fBInputParametersfURBABF,

RNEEREESEBHEENEE , WTIIEHIFRR.

this.ipProtocol != '-1' # this here refers to each ipPermission instance
this.InputParameter.TcpBlockedPorts[*] { # ERROR referencing InputParameter off /
configuration/ipPermissions[*]
this.fromPort > this or # ERROR: implicit this refers to values inside /
InputParameter/TcpBlockedPorts[*]
this.toPort < this

<<

result: NON_COMPLIANT
message: Blocked TCP port was allowed in range
>>

this 21 R ESEEREEE[21, 22, 110], Bth2#E fromPort# toPort., EfIEHBRANIIE
BREE,

fRREEMEA KR this

FERABERBARIERNSEE, 5%, InputParameter.TcpBlockedPorts @A (8 ) AR
) —EB% . HInputParameter.TcpBlockedPortstHAEBESR I BATETEIR , 20T HIEEHIFT Ro

rule check_ip_procotol_and_port_range_validity

{
let ports = InputParameters.TcpBlockedPorts[*]

# ... cut off for illustrating change
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K&, AESZLEH,

rule check_ip_procotol_and_port_range_validity

{
#
# Important: Assigning InputParameters.TcpBlockedPorts results in an ERROR.
# We need to extract each port inside the array. The difference is the query
# InputParameters.TcpBlockedPorts returns [[21, 20, 110]] whereas the query
# InputParameters.TcpBlockedPorts[*] returns [21, 20, 110].
#
let ports = InputParameters.TcpBlockedPorts[*]
#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP
#
let any_ip_permissions = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0"
ipProtocol != 'udp' ]
when %any_ip_permissions !empty
{
%any_ip_permissions {
this.ipProtocol != '-1' # this here refers to each ipPermission instance
%sports {
this.fromPort > this or
this.toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range
>>
}
}
}
}

¥ PRI thisBEFHTHERESports,

T8 , REHRBREREE , RARTNEBportsMHEFERNSE, TIHHFBMRBRT ERNS
Z,
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ERAEER

rule check_ip_procotol_and_port_range_validity

{

Important: Assigning InputParameters.TcpBlockedPorts results in an ERROR.

We need to extract each port inside the array. The difference is the query
InputParameters.TcpBlockedPorts returns [[21, 20, 110]] whereas the query

InputParameters.TcpBlockedPorts[*] returns [21, 20, 110].

H OH HF OB H O

let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#
let any_ip_permissions = configuration.ipPermissions[
#
# if either ipv4 or ipv6 that allows access from any address
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
some ipv6Ranges[*].cidrIpvée == '::/0'
#
# the ipProtocol is not UDP
#
ipProtocol != 'udp' ]

when %any_ip_permissions !empty

{
%any_ip_permissions {
ipProtocol != '-1'
<<

result: NON_COMPLIANT

check_id: HUB_ID_2334

message: Any IP Protocol is allowed
>>

when fromPort exists
toPort exists

let each_any_ip_perm = this

%sports {
this < %each_any_ip_perm.fromPort or
this > %each_any_ip_perm.toPort

BRETHUHITARRBAML
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<<
result: NON_COMPLIANT
check_id: HUB_ID_2340

message: Blocked TCP port was allowed in range
>>

EE , BIRHT validatem . ER , TEE

B

o

cfn-guard validate -r any_ip_ingress_check.guard -d ip_ingress.yaml --show-clause-
failures

LLTFR validatemn S H,

Summary Report Overall File Status = PASS
PASS/SKIP rules
check_ip_procotol_and_port_range_validity PASS

FEARLSEREBRR , THHEMEEREAHEE,

resourceType: "AWS::EC2::SecurityGroup'
InputParameters:
TcpBlockedPorts: [21, 22, 90, 110]
configuration:
ipPermissions:
- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:
- cidrIp: "0.0.0.0/0"
- fromPort: 89
ipProtocol: tcp
ipv6Ranges:
- cidrIpv6: "::/0"
prefixListIds: []
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toPort: 109
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 10.2.0.0/24

90 WYEEE T 89-109 2 , EAFHE IPv6 #hit. AT REAX#MITvalidatetn T2 &M@ H,

Clause #3 FAIL(Clause(Location[file:any_ip_ingress_check.guard, line:43,
column:21], Check: _ LESS THAN %each_any_ip_perm.fromPort))
Comparing Int((Path("/InputParameters/TcpBlockedPorts/2"), 90))
with Int((Path("/configuration/ipPermissions/1/fromPort"), 89)) failed
(DEFAULT: NO_MESSAGE)
Clause #4 FAIL(Clause(Location[file:any_ip_ingress_check.guard, line:44,
column:21], Check: _ GREATER THAN %each_any_ip_perm.toPort))
Comparing Int((Path("/InputParameters/TcpBlockedPorts/2"), 90))
with Int((Path("/configuration/ipPermissions/1/toPort"), 109)) failed

result: NON_COMPLIANT

check_id: HUB_ID_2340

message: Blocked TCP port was allowed in
range

JAlE AWS CloudFormation Guard # &l

o] LAEF AWS CloudFormation Guard AR EE o R 2R BB R ER 58 I8 HY Guard 1 BI 2 B WA HGE

e, NERENMAREEMARAER , URNAFER testm T RAZRVERNZESHER.

FHETAFHERSEEETHEP—ERHESR - .json, .ISON, .jsn, .yaml, .YAMLE
.yml,

£}

- BEHFRG

- Guard BE{RIEE RS

« 8% Guard £ I EIEE RIER

ERAF

#E Guard RAILGGHEENMAER, MFEFMEET , F2EES Guard £ Al

BIE Guard R Al
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Guard BRI EREIE

Guard B AIEAMERRE JSON & YAML XMER , HhE=ZBE@A , URE Guard RAIERPE
ABRANTEHER. ARERZEHAPIRFETEANHE, RMZBELAEZOWA  RRELSHE
BEARFEEERUN T2,

o RMEBEFERAER _test. json® B EMBAFHER_tests.yaml, flal , MREBEE A
MRAERmy_rules.guard , AL EMBGFEER my_rules_tests.yaml,

ARk
LT8R YAML B BRI B RFEE,

- name: <TEST NAME>
input:
<SAMPLE INPUT>
expectations:
rules:
<RULE NAME>: [PASS|FAIL|SKIP]

Bt
AT 2 Guard AIEERN B,
input

ERHEBRANER, BRENE—EAAERAZa@A , ITH&EHIFR.

- name: MyTestl
input {3}

HRZBAE  HEZAENBAER.

PBE 2
expectations

SHEMAERTERERIRNERER. RTSERINAPRER 2N  EEEEAEN—IZ
B, FPERLERTIHEP—IF

* PASS - E BHENBWABRITE , RAUSHMES true,
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« FAIL - E W AERETE , RASFMA false,
« SKIP-H AERHIT B , TEH/EHRA,

expectations:
rules:
check_rest_api_is_private: PASS

PVE .2

#E Guard £ AIEMAEERER

LUTREA NHRAIERapi_gateway_private.guard. LtiRAIH B MW RME CloudFormation &7k
REZRMFTE Amazon APl Gateway ERERRBEREALEFR. cEREED —EBERR
XEBAFRERIMEELR (VPC) FH .

#

# Select all AWS::ApiGateway::RestApi resources

# present in the Resources section of the template.

#

let api_gws = Resources.*[ Type == 'AWS::ApiGateway::RestApi']
#

# Rule intent:
# 1) ALl AWS::ApiGateway::RestApi resources deployed must be private.

# 2) ALl AWS::ApiGateway::RestApi resources deployed must have at least one AWS
Identity and Access Management (IAM) policy condition key to allow access from a VPC.

#

# Expectations:

# 1) SKIP when there are no AWS::ApiGateway::RestApi resources in the template.

# 2) PASS when:

# ALL AWS::ApiGateway::RestApi resources in the template have
the EndpointConfiguration property set to Type: PRIVATE.
# ALL AWS::ApiGateway::RestApi resources in the template have one IAM condition key

specified in the Policy property with aws:sourceVpc or :SourceVpc.
# 3) FAIL otherwise.

rule check_rest_api_is_private when %api_gws !empty {
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%api_gws {
Properties.EndpointConfiguration.Types[*] == "PRIVATE"

rule check_rest_api_has_vpc_access when check_rest_api_is_private {
%api_gws {
Properties {
#
# ALL AWS: :ApiGateway::RestApi resources in the template have one IAM
condition key specified in the Policy property with
# aws:sourceVpc or :SourceVpc
#
some Policy.Statement[*] {
Condition.*[ keys == /aws:[sSJource(Vpc|VPC|Vpce|VPCE)/ ] 'empty

WERSARE—ERIZEE : TBEWFTEAWS: :ApiGateway: :RestApi ERHF L ARFAEN,

1. BUEA WEMBIEERapi_gateway_private_tests.yaml , EFEE T ¥ B,
EHARD  FETEAWA | YAHBEBcheck_rest_api_is_private®2#iB A BAR
BAWS: :ApiGateway: :RestApiERMAB A,

- name: MyTestl
input: {3}
expectations:
rules:
check_rest_api_is_private: SKIP

2. fEA testm P ERBEPIITE—@RE. 8 --rules-file B8 , EELWRAER, &
¥ --test-data 28 , EELMNEMREESR

cfn-guard test \
--rules-file api_gateway_private.guard \
--test-data api_gateway_private_tests.yaml \

F—ERENERE PASS,
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ERAEER

Test Case #1
Name: "MyTestl"
PASS Rules:
check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP

3. BE—EAEMEELENEARNFRER, BE  REAERUNZEZHER. UTREHRW

api_gateway_private_tests.yaml &=,

- name: MyTestl
input: {3}
expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest2
input:
Resources: {}
expectations:
rules:
check_rest_api_is_private: SKIP

4. test FAEFMNEMARERHIT

cfn-guard test \
--rules-file api_gateway_private.guard \
--test-data api_gateway_private_tests.yaml \

F_ERAIFEFER R PASS,

Test Case #1
Name: "MyTestl"
PASS Rules:

check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP
Test Case #2
Name: "MyTest2"
PASS Rules:
check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP

5. BEBIAMERNEFTEELNEMAFER. BERAUZUSTETIER -

- KRIBEBMAWS: :ApiGateway: :RestApitV &R,
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® Note
ETRE MM CloudFormation #4< |, BENFEI AR T ERE | BERAREEEEE
twREH,

AR S A , RAKRIEE EndpointConfiguration B , Rt ARERES PRIVATE,

W2 EndpointConfiguration BHREARA 2E —EEEPRIVATEERFEE—EX
EBIAWS: :ApiGateway: :RestApifVEIR , RAERERBRKEARN . FHAFASESER.

UTREFNEMAFHER,

- name: MyTestl
input: {3}
expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest2
input:
Resources: {}
expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest3
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
expectations:
rules:
check_rest_api_is_private: FAIL
- name: MyTest4
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: "PRIVATE"
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expectations:
rules:
check_rest_api_is_private: PASS

6. test EAEMMENMAHAERAT

cfn-guard test \
--rules-file api_gateway_private.guard \
--test-data api_gateway_private_tests.yaml \

F={EERRE FAIL , EUEZRR PASS,

Test Case #1
Name: "MyTestl"
PASS Rules:
check_rest_api_is_private: Expected

SKIP, Evaluated SKIP
Test Case #2
Name: "MyTest2"
PASS Rules:
check_rest_api_is_private: Expected

SKIP, Evaluated

SKIP

Test Case #3
Name: "MyTest3"
PASS Rules:
check_rest_api_is_private: Expected

FAIL, Evaluated FAIL
Test Case #4
Name: "MyTest4"
PASS Rules:
check_rest_api_is_private: Expected

PASS, Evaluated

PASS

7. HEENETAEERPEHEYHE 1-3. EFRNFEHEIRANFAAR, UATREMNEMNEE

=

#- name: MyTestl

# input: {3}

# expectations:

# rules:

# check_rest_api_is_private_and_has_access: SKIP

#- name: MyTest2
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ERAEER

# input:
# Resources: {}
# expectations:
# rules:
# check_rest_api_is_private_and_has_access: SKIP
#- name: MyTest3
# input:
# Resources:
# apiGw:
# Type: AWS::ApiGateway: :RestApi
# expectations:
# rules:
# check_rest_api_is_private_and_has_access: FAIL
- name: MyTest4
input:
Resources:
apiGw:
Type: AWS::ApiGateway: :RestApi
Properties:

EndpointConfiguration:
Types: "PRIVATE"
expectations:
rules:
check_rest_api_is_private: PASS

8. fEA --verboselfE , ERIFEHDPHIT testm P RBREFTFEE R,
EEEBEBRT , cRRHEEEFENERIERINELPASSHE RN ERMWFHEER.

cfn-guard test \
--rules-file api_gateway_private.guard \
--test-data api_gateway_private_tests.yaml \
--verbose

T RZITHE L

Test Case #1
Name: "MyTest4"
PASS Rules:

check_rest_api_is_private: Expected = PASS, Evaluated = PASS

Rule(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Condition(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)

3 HIARSE SR :U) g e
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Clause(Clause(Location[file:api_gateway_private.gquard, line:20, column:37],
Check: %api_gws NOT EMPTY ), PASS)
| From: Map((Path("/Resources/apiGw"), MapValue { keys:
[String((Path("/Resources/apiGw/Type"), "Type")), String((Path("/Resources/
apiGw/Properties"), "Properties"))], values: {"Type": String((Path("/Resources/
apiGw/Type"), "AWS::ApiGateway::RestApi")), "Properties": Map((Path("/
Resources/apiGw/Properties"), MapValue { keys: [String((Path("/Resources/
apiGw/Properties/EndpointConfiguration"), "EndpointConfiguration"))],
values: {"EndpointConfiguration": Map((Path("/Resources/apiGw/Properties/
EndpointConfiguration"), MapValue { keys: [String((Path("/Resources/apiGw/
Properties/EndpointConfiguration/Types"), "Types"))], values: {"Types":
String((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types"),
"PRIVATE"))} 1))} 1))} 1))
| Message: (DEFAULT: NO_MESSAGE)
Conjunction(cfn_guard: :rules::exprs::GuardClause, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.gquard, line:22, column:5],
Check: Properties.EndpointConfiguration.Types[*] EQUALS String("PRIVATE")), PASS)
| Message: (DEFAULT: NO_MESSAGE)

REHHNSWEERT Clause(Location[file:api_gateway_private.guard,
line:22, column:5], Check: Properties.EndpointConfiguration.Types[*]
EQUALS String("PRIVATE")), PASS), IEHiERIB, LEFIHEET Types BEAMES
BRHEE-—ENRH, ZEEBERT , Guard BEFT LA RBEEENER.

9. MENEAREFEHERMFIEEMEISTE EndpointConfiguration BY
ZAWS: :ApiGateway: :RestApiBERMEMAFAER. AFRRMEELAH , MA2REB. UT
EEMNEMAREER,

#- name: MyTestl

# input: {3}

# expectations:

# rules:

# check_rest_api_is_private_and_has_access: SKIP

#- name: MyTest2
# input:

# Resources: {}

# expectations:

# rules:

# check_rest_api_is_private_and_has_access: SKIP
#- name: MyTest3

# input:
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Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
expectations:
rules:
check_rest_api_is_private_and_has_access: FAIL
- name: MyTesté4
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: "PRIVATE"
# expectations:
# rules:
# check_rest_api_is_private: PASS
- name: MyTest5
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: [PRIVATE, REGIONAL]
expectations:
rules:
check_xrest_api_is_private: FAIL

HOoH OHF O OHF OH O O OH OH O OB OH R

10. 5 --verboseiEiZE , FAEFNELMBUEERHIT test@m o

cfn-guard test \
--rules-file api_gateway_private.guard \
--test-data api_gateway_private_tests.yaml \
--verbose

FREFAILIMTER , B4 REGIONAL 2&t¥ 5% , EndpointConfigurationfB X IEFAH,

Test Case #1
Name: "MyTest5"
PASS Rules:
check_rest_api_is_private: Expected = FAIL, Evaluated = FAIL
Rule(check_rest_api_is_private, FAIL)
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| Message: DEFAULT MESSAGE(FAIL)
Condition(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.guard, line:20, column:37],
Check: %api_gws NOT EMPTY ), PASS)
| From: Map((Path("/Resources/apiGw"), MapValue { keys:
[String((Path("/Resources/apiGw/Type"), "Type")), String((Path("/Resources/
apiGw/Properties"), "Properties"))], values: {"Type": String((Path("/Resources/
apiGw/Type"), "AWS::ApiGateway::RestApi")), "Properties": Map((Path("/
Resources/apiGw/Properties"), MapValue { keys: [String((Path("/Resources/
apiGw/Properties/EndpointConfiguration”), "EndpointConfiguration"))],
values: {"EndpointConfiguration": Map((Path("/Resources/apiGw/Properties/
EndpointConfiguration"), MapValue { keys: [String((Path("/Resources/apiGw/
Properties/EndpointConfiguration/Types"), "Types"))], values: {"Types":
List((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types"),
[String((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types/0"),
"PRIVATE")), String((Path("/Resources/apiGw/Properties/EndpointConfiguration/

Types/1"), "REGIONAL"))1))} }))} I} 1))
| Message: DEFAULT MESSAGE(PASS)
BlockClause(Block[Location[file:api_gateway_private.guard, line:21, column:3]],
FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Conjunction(cfn_guard: :rules::exprs::GuardClause, FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Clause(Clause(Location[file:api_gateway_private.gquard, line:22,
column:5], Check: Properties.EndpointConfiguration.Types[*] EQUALS
String("PRIVATE")), FAIL)
| From: String((Path("/Resources/apiGw/Properties/
EndpointConfiguration/Types/1"), "REGIONAL"))

| To: String((Path("api_gateway_private.guard/22/5/Clause/"),
"PRIVATE"))
| Message: (DEFAULT: NO_MESSAGE)

test W HHFMALEERAERNGES, RAERTHNESEERFERFMABETNER, &
tAWERREERA. WREANBwhentiZtt , AlEeMEahRERREGERD. ETHEHH
i, %api_gws !emptyERIEKRHFILER,

rule check_rest_api_is_private when %api_gws !empty {

—BiR#rEE , RESAERAUFT,

%api_gws {
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Properties.EndpointConfiguration.Types[*] == "PRIVATE"

%api_gws REHRE K HEEHEPHBlockClauseB#k (17 : 21). HAFH
E—H%S (AND) 749 , EhEEES FOME —HES (ORs), BEERE—F49
Properties.EndpointConfiguration.Types[*] == "PRIVATE"., Ht , S H
SHERE— 74, B /Resources/apiGw/Properties/EndpointConfiguration/
Types/1SRRELBIM ATHILERE 6 EEEERLT , EEERTypesR5IA 18 Tk,

7 HiRHE Guard RAIRER ALY , B NEAREHNES , £/ validated T RFHER R E@
AEH,

& AWS CloudFormation Guard (R EI{FE i A S &

AWS CloudFormation Guard Al ZEEERBHEFRAWASSETHEERENR, BERFTESEZRAG
HASERE | ISR ER. T8 , EERASESRE | Guard ERRZEFERIEE,

0 4e] {5 F

1. £ --input-parameters= -ilEFERIEETLSWASHNER., LZUNEELZER ASEIE
R, YREHUEARLERE. BWASHRIBTREEEHRNEE,

2. £ --datad -dEREEERBNERERESR,

HIERF N
1. BIUWASEER (HW network.yaml) :

NETWORK :
allowed_security_groups: ['"sg-282850", "sg-292040"]
allowed_prefix_lists: ["pl-63a5400a", "pl-02cd2c6b"]

2. BEBBRUIERDPNELSE (HIW security_groups.gquard) :
let groups = Resources.*[ Type == 'AWS::EC2::SecurityGroup' ]
let permitted_sgs = NETWORK.allowed_security_groups

let permitted_pls = NETWORK.allowed_prefix_lists
rule check_permitted_security_ groups_or_prefix_lists(groups) {
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%sgroups {
this in %permitted_sgs or
this in %permitted_pls

rule CHECK_PERMITTED_GROUPS when %groups !empty {
check_permitted_security_groups_or_prefix_lists(
%groups.Properties.GroupName

3. BYKABMWEREAR (MW, security_groups_fail.yaml) :

# ---
# AWSTemplateFormatVersion: 2010-09-09
# Description: CloudFormation - EC2 Security Group

Resources:
mySecurityGroup:
Type: "AWS::EC2::SecurityGroup"

Properties:
GroupName: "wrong"

4. FITRIHT

cfn-guard validate -r security_groups.guard -i network.yaml -d
security_groups_fail.yaml

EL T

- -r EERAUER
- -1 EEBASBESR

- -dEEERIFNERESR (HEX)

ZEWmASH
BULEESBRHASBIER -

cfn-guard validate -r rules.guard -i paramsl.yaml -i params2.yaml -d template.yaml

ZEBAZE
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£/ EENIAER-1HE86 , UEASBEANE-RE,

1R8] AWS CloudFormation Guard #5 Bl B & & A &8

Al LAE A AWS CloudFormation Guard validateds & R ExZH Guard HEAIWER, NE
validate@m SHFFMEN , SEESHARE | BSHEFE,

BRI

« BA Guard REIRBENBAER ., NEFMAEF , F2EEE Guard R E,
- AEEWBRR  URKRCHINTERKEE, MEFMENR , F2BEAE Guard 38,

£/ validatemn &

£ E 1R #E AWS CloudFormation #E4<% Guard R RIEa R A E R | 31T Guard validate@®. &
¥ --rules 28 , BERAEREH, Y --data 28 , EERAAERERNEE,

cfn-qguard validate \
--rules rules.guard \
--data template.json

MR Guard FINERFEEA |, Blvalidatem T EER 0($?7E bash ) WEERAREE, MR Guard &5
RALER | validatem T EEEABRAINRERSE, FARMEEE (-5 all) REFFHFMTAH ,
H R Guard IAIFHEEER A,

template.json Status = PASS / SKIP
PASS/SKIP rules
rules.guard/rule PASS

HHZEERERREZ @SR

ATHB#HERD K SULUERABAZEARR , IRBEEMEMRA, RE , BOUUHEHERERS
ZEENERBREBESARAUER, validate W HHLEE --datafl --rulesiBEMNERB ., I
m, BEALET TS, HF /path/to/dataDirectory@& —RHZBERER , LU%/path/
to/ruleDirectory@&—RZERAER,

cfn-qguard validate --data /path/to/dataDirectory --rules /path/to/ruleDirectory
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B RERAIRBREZE CloudFormation SIXHEXZMNEBEERESEEEENBEIEIR , U
RBREMNE, BATECESNERE , BUUEEFRKE Wrds_dbinstance_encrytion.guardH
g BHRA LUREENERPESEERNFEMS , A s3_bucket_encryption.guard,
ec2_volume_encryption.guard®l ~/GuardRules/encryption_at_rest., BREEZEEMN
CloudFormation S8RV A EG K BWHE#F~/CloudFormation/templates, EMIFERT , FBH
1T validate® < , IR,

cfn-guard validate --data ~/CloudFormation/templates --rules ~/GuardRules/
encryption_at_rest

HHZEENERBRESERA 73
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WE2 BT AWS CloudFormation Guard

R AREMFER EEFIMEE AWS CloudFormation Guard , 552 BAE R EE
B

- BEREMEERENERE  FAKK

« Guard FEFEEEERI Fn:GetAtt 2Z1 CloudFormation #iZ<

. —RBEDHEE

EXRAEMERENERE , TAXK

EEHFEAEL NEFHRFHFResources. *[ Type == 'AWS::ApiGateway::RestApi' ], %0
B@ A HEBAWS: :ApiGateway: :RestApi&iR , FASFFMESE FAIL,

%api_gws.Properties.EndpointConfiguration.Types[*] == "PRIVATE"

EEBRUNER , FRBRRGERGER , Y EAwhenfRERE.

let api_gws = Resources.*[ Type == 'AWS::ApiGateway::RestApi' ]
when %api_gws l!empty { ...}

Guard AL EBEKRR Fn::GetAtt 2/ CloudFormation Ei7<

Guard A" X BEFNNAIBEE, Hlu , FXEHE YAML #%3X AWS CloudFormation #i7x!
Join!Sub®ER . Rz , BFERAEZF XK CloudFormation REFEKE., 0 , £ YAML =
CloudFormation #4<Fn: :Sub®{#H Fn: :Join , &% Guard & B #EITEE(E,

MEARTHBAFHEMER , FSBAWS CloudFormation ( fEREER) FHABHEASE,

— iR PE R B E

- HRstringEETITEABREHEFHR, BHEl , Guard FXEUstringEBEAEMNHNRTREEF
&,

o HREN | =LEBHBREBESNWERER, W, stringf intFREARLENEREREFR,
AT =B, RETHE , ARIPEREHES, Bal , BRgEIBRITERA false , LUAR
Rust F#) PartialEq 4§14,

EREMERANERE , FAKMN 74
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AWS CloudFormation Guard CLI 2 M $5E

Ty £BSE MG ERS S Y/ RE AWS CloudFormation Guard (CLI) BX#g.
FE
« Guard CLI 252 %

* parse-tree

* rulegen
- test

» validate

Guard CLI 2152

&0 AFEBLE T CLI AWS CloudFormation Guard @5 £ T 5128,
-h, --help

SIENEREAE Ao

-V, --version

SENRR A E /o

parse-tree
# AWS CloudFormation Guard # BIf& R F E & A9 #7 Bl E & SISk S48

ER
AR /

cfn-guard parse-tree
--output <value>
--rules <value>

B8

-h, --help
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ERAEER

FIENREAE A

-j, --print-json

LA JSON #& =5 ED& i
-y, --print-yaml
BLYAML &5 ENda i
-V, --version

TS E
EIH

-0, --output

HEENEE ABHESR,

-1, --rules
REAAESR,
#iHl

cfn-guard parse-tree \
--output output.json \

--rules rules.guard

rulegen

£ JSON = YAML &3 AWS CloudFormation EIAER WY EBELE —AFSEHAERBMEN

AWS CloudFormation Guard ¥R 8], 1t

BRANBRRE %,

ER <
AR /.

cfn-guard rulegen
--output <value>

PR 6L AR AR B St C HAY RIFE A E Y ready-to-use

3|
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ERAEER

--template <value>

28

-h, --help
SIENZREAE o
-V, --version
BIENAR A E o
B8

-0, --output

REENRABABHER, ERTRFBEEERTERULE , HAER

-t, --template

L JSON = YAML #& 121 CloudFormation E4 18 R 1 K%,

]

cfn-guard rulegen \
--output output.json \
--template template. json

test

£ A LR IR

1R#% JSON = YAML #& K Guard BRI FE R AWS CloudFormation Guard R EIFEZ | LAY

B BB R B R B K.
ER<
AR /.

cfn-guard test

--rules-file <value>
--test-data <value>
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S8

-h, --help

FIENEREA E Ao

-m, --last-modified

& B 87 LIRS KAy i A HEF
-V, --version
SIENAR A E#o

-v, --verbose
Bin@mHEE, JUEESIR.

A% HIE{E Guard RAERMNGER. RAERTNSEERTRFENLEFHER, REAHESR
EEERA, WRK[UBwhentFY , UGB TARBHRAER,

E IR

-1, --rules-file

REHERAERNER.

-t, --test-data

Rt JSON = YAML R ERERNERES B E &.
args

<27 >

B &P IKFRIEFEEF.

1 451

cfn-qguard test \
--rules rules.guard \
--test-data rules_tests. json
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ERAEER

L

PASS|FAIL Expected Rule = rule_name, Status = SKIP|FAIL|[PASS, Got Status

PASS

R

AIE Guard 3R 8l

validate

1R 3% AWS CloudFormation Guard #3 8 Bg 38 & 8 |, LA B Zh =k < B

Eh
AR /

cfn-guard validate
--data <value>
--output-format <value>
--rules <value>
--show-summary <value>
--type <value>

2

-a, --alphabetical

BEERTNER  KFBIEFHERF.

-h, --help

SIENERBAE Ao

-m, --last-modified

BEAHTHER , HK LXEBRNREHER.
-P, --payload

AREEB T3 JSON A EHURAUMER stdin

SKIP|FAIL|

Lok

79



AWS CloudFormation Guard EREER

{"rules":["<rules 1>", "<rules 2>", ...], "data":["<data 1>", '"<data 2>", ...]1}

fln -

{"data": ["{\"Resources\":{\"NewVolume\":{\"Type\":\"AWS::EC2::Volume\",\"Properties
\":{\"Size\":500,\"Encrypted\":false,\"AvailabilityZone\":\"us-west-2b\"}},
\"NewVolume2\" : {\"Type\" :\"AWS: :EC2: :Volume\",\"Properties\":{\"Size\":50,\"Encrypted
\":false,\"AvailabilityZone\":\"us-west-2c\"}}},\"Parameters\":{\"InstanceName\":
\"TestInstance\"}}", "{\"Resources\":{\"NewVolume\": {\"Type\":\"AWS: :EC2::Volume\",
\"Properties\":{\"Size\":500,\"Encrypted\":false,\"AvailabilityZone\":\"us-west-2b\"}},
\"NewVolume2\" : {\"Type\" :\"AWS: :EC2: :Volume\",\"Properties\":{\"Size\":50,\"Encrypted
\":false,\"AvailabilityZone\":\"us-west-2c\"}1}},\"Parameters\":{\"InstanceName
\":\"TestInstance\"}}"], "rules" : [ "Parameters.InstanceName == \"TestInstance
\"","Parameters.InstanceName == \"TestInstance\"" 1}

HR THRAL  FEERIBRNFREE. #1Y "E8. K BEEERERNFSREE,
MREIEE --payloadififf , FAEEE --rulesw --dataiBiE,
-p, --print-json

LA JSON #& =5 ED&ai i

-s, --show-clause-failures

BrRTARY, 3/RBE,

-V, --version

SIENMRAE Ao

-v, --verbose

EmEHBE, JUREESZR.

jERL

-d, --data (F&)

R JSON = YAML A BRMERNERBBHE &, MRERMKBEK , Guard SIRBEZPAEE
BHERRFTMEEENRL, BHELARTSERER ; TERKISERMBAER,

B#IR 80
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MRBIETE --payloadifiF , FFEEE --dataiBE,

-0, --output-format ( F&)
BABHER,

5% : single-line-summary

F¥FE : json|yaml | single-line-summary
-r, --rules ( F&)

RARAERNEBIRUERNB K, WRERMHME K , Guard ERIBIEENERFTME B HEPHART
BRR, BHSAEESRAER  eTRERESERNRAESR.

MRBIETE --payloadifiF , BAEEE --rulesi#EIE,
--show-summary (string)

EE Guard REFIARENEEY., MREEE all , Guard BEETREERE. IREEE
pass,fail , Guard RAEREERABRAUANFHEEA. MREIEE none , Guard TEETRHE
B, all AT,

foFFE : all | pass,fail | none
-t. --type (F&)

REMABERNEN, EREERMAEREER | Guard 828 H PR CloudFormation $i45&
REBEARE, BIEERR , Guard EETBMHREEHNE , #lW0 Property [/Resources/vol2/
Properties/Encrypted.

RFFE : CFNTemplate

L]

cfn-guard validate \

--data file_directory_name \
--output-format yaml \
--rules rules.guard \
--show-summary pass,fail \
--type CFNtemplate

ol 5
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B

MR Guard FINEBRFEA , validatem T EEE 0($? M bash R ) MEFME, R Guard &
BIRALER |, validatem T EEEAXBRAWAMRERE, FAFMEE (-v) REFFHANTEE
H @R Guard QA EEA AR AL

Summary Report Overall File Status = PASS
PASS/SKIP rules
default PASS

RIE Guard 1R BIERFE I A\ & &

N
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h Y Z 4% AWS CloudFormation Guard

MERZEME AWS RREEEIEF. 58 AWS BF |, LKA URER D OMBIREBHZ , A28
5 EimE R T HBERBNER,

ZEMR AWS Ml cBHHREEFE. AFEEEESEERRERNZEMENERTFNLZEMNE

EiR L2 - AWS B EREE AWS Cloud F#11T AWS BREHNERE K. AWS thigftEa L
ZEFERNERE. F=SRERASSEHASNRBRMAZLHERY , HBAWS EHRFTEN—
Do BETHEARN Guard WERETE , F2EAWS SR EIEHEANNRE,.

- EIRNZSM - ENETECRALER AWS WIRKE, SRt/ BHHMREES  SEERNKR
M, BLTNERNERAZENER

THS B & T M ANAIE S Guard 2% A& AWS Lambda B8 (cfn-guard-lambda) BER#£E=
R

« AWS Command Line Interface ff &P L2
« AWS Lambda A ABEEPHNZ M
« AWS Identity and Access Management fEF EigRHP M 2 £ M4
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AWS CloudFormation Guard 3 {4 s 42 8%

TRFRHE XHNEITREAS AWS CloudFormation Guard,

 YHBITEHERE ;202345 6 A 30 H
o ERFTARZ : 3.0.0

-3:d #ir SR

3.0.0 kR 3.0.0 hR#E T 5 R 2023 £ 6 A 30 H

« BE# Guard 3.0.0 iRHIEE
NHLEEE,

- B8 Homebrew #
Chocolatey Fy & 2E58 1t

- EHFBE Guard 7 ARV AEES
& , AR Guard 3.0.0
R E,

- SHEEREZIEE AWS
CloudFormation Guard

GitHub 17,
2.1.3 iR 2.1.3 R T 5 St 2023 6 A9 H

2 ¥18 Guard 2.1.3 158N EE
KFHRIEFA. Guard 2.0 §&E
EEHA Guard 2.1.3,

2.0.4 kR 2.0.4 hR¥#E T 5 SGE - 2021 €10 B 19 A

--payload IEECHE

ZFvalidate®H,

WMEFMENR , 5526 Guard
CLI 8Z 5.

2.0.3 iR 2.0.3 hR#E T 5 S 2021 7 A 27 B
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ERAEER

R 8 AR A

s B UEBENVAEERTR

HEERUNENREZTE, W
FHMER  F2RAE
Guard # 8,

- THEHECOHEE

validate® ¥ :

* --output-format
* --show-summary
e --type

MEFHMEA , F2E
Guard CLI 8Z R ERFE,

AWS CloudFormation Guard
A& BN AIERA,

20217 H 158
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AWS FER

MEHITH AWS #izE , F2H AWS AR SEHHAWS FER,
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