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9. HEWRFT , BEEHMERREFEN —IZERS , SBREEABBENCU B BERERBENAR
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BEEERIRERFETHIRS

- EEAWSCUR SEAREM—X , IH EEHFE AWS, X AWS CUR T &1E FERR.
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<?xml version="1.0" encoding="UTF-8"7?>
<AccessControlPolicy xmlns="http://Billing Conductor.amazonaws.com/doc/2006-03-01/">
<Owner>
<ID>cldaexampleaaf850ea79cf04301f33d72579fd1611c97f7ded193374c0b163b6</1D>
<DisplayName>john-doe</DisplayName>
</Owner>
<AccessControllList>
<Grant>
<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="Canonical User">
<ID>cldaexampleaaf850ea79cf04301f33d72579fd1611c97f7ded193374c0bl63b6</1D>
<DisplayName>john-doe</DisplayName>
</Grantee>
<Permission>FULL_CONTROL</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>
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« AWS AWS Billing Conductor ¥ & BUR

« AWS Billing Conductor & 5 2 B 5 & 45l

« ¥ AWS Billing Conductor & % FMEFEHEITIHRED

BRREER

B EBRSYEERFHFNEBASERESALIEML, FEEMBR Biling Conductor iR, ELL B E
AREEELN AWSIRFEXERA., EABRUSRES P EBXE , BERTIEARERSE

- FIEER AWS SEBRRYE BRI RKEERTT - EERBRFTRTENCERAENTERR , B
BT R TS EREARGN AWS REBR., ©ATELN REMA AWS IRF, RAIEZRLESR

5 7 B BRE 58


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor

AWS IREZITER ERAEER

BERERARN AWS NEFZERXR , WE—FRDFA. NFEZER , F2H (AM EAEE
) FH AWS XEBRSAEBHENAWS XEBXK.

- BERSERRST - RE AM BENTTE | BESTATEBAENGT, AERLAN , AT
DR ERE R T TSR EERRRNEE  EeBARGRENT. NBEA AV EAST
MESAMET , FSH (AM EREEME) R0 IAM R HEENHT,

« £/ IAM BERF Y HFRAE — SRS FEE - SR USRAFTEEBER |, URFIBENERNFE
i, WU LREBEREMS  BELAMER SSL EEAMERFR. MREBBE FEARKDHE
AWS FR# , f&th ] LAE A ik 2R 4R T H A7 BV CloudFormation. MERFMEF , F2EH (IAM EA
E1Em) M IAM JSON BUIRTE : .

« f£/ IAM Access Analyzer B& 7 IAM BUR |, FE{RFFAI R £ B 0] IE B 1E/E - IAM Access Analyzer 5
FHBENRBBR , BRELBERER IAM BUERFES (JSON) # IAM &EEH. IAM Access
Analyzer {2t 100 ZIEBEXRERVETTHNER , IHBERERLBERANBE. WEFEE
A, F2E (AM EAEERM) PREA IAM Access Analyzer B F BUE.

- FEZSEEZRE (MFA) - IRENRFIFE IAM EHER PRREHRE AWS 1RF |, BB MFA
DiREREM., WEEFW AP BERER MFA , 35§ MFA (REFTIEEENBER. NEFAE
# ., F2EH (AM EREER) FIEIR MFA %% APl FHL.

WE IAM AREBBNEBESR  F28 (AM EAEER) 91 IAM 22 HEEEH,

Billing Conductor & % B B 5K & 51

AEETEEALUERES IAM EAENFHENEFIBER | LIEFIHIRSFEAN TENFE.
£

« ¥ Billing Conductor 2 A K T B 17 EUE

+ #%F Billing Conductor AP| # 52 & 17 Bl

+ ¥ Billing Conductor E 1% & ) i B 7 EUE

+ 3&iB Biling £ &% F AWS Billing Conductor ZEUiE

- BB AWS RAMABHRE R FIREHTEFIUE

« & Billing Conductor ¥ & A #8855 v Th 8E i 77 BN

« 34 AWS Billing and Cost Explorer U 3z & 72 2% 5 2 19 AR 75 A1 2h B

- KIREFERIERX CUR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS IREE ST &L
& F Billing Conductor 1% & # 5T B FHUE

& Z7H Biling Conductor 1A |, BXEHE —HEREF . ELFUTXAATES AR +
Billing Conductor ERHIFFME A AWS RS, yu%ﬁ}iﬁtb%ﬁﬁ% A EEEN S RBER |, Al
HREERBENER (AMFAESAR)ME , TEARELNELERE,

ATHRRELERNDAT LA Biling Conductor £32& |, BT AWS SEBREEZZTER, NE
HMER , BB (AM EREER) PSS UHEEFERSE

BR Tbillingconductor:*&F A 24 , pricing:DescribeServices REIEER A HEIF
B , thorganizations:ListAccountsEEFHEBERZEEFRAREHERZRSE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "billingconductor:*",

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"organizations:ListAccounts",
"organizations:DescribeAccount"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": "pricing:DescribeServices",

"Resource": "*"

}
]
}

HAEMW AWS CLI 5{ AWS API I E |, BFEEARHFBREETEZEAHT. k2 , REAHEFILAF
SIREREIT2 AP EENEMER T T,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS IREE ST &L
£ F Billing Conductor API Y 58 & 17 EUE

E L& | #8548 Billing Conductor API I 2 EFZEER T IAM B85,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "billingconductor:*",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "organizations:ListAccounts",
"Resource": "*"
}
]
}

& F Billing Conductor 13 & I M B FEUE

E L& | 848 Billing Conductor £ AN M BFIER T IAM B8,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "billingconductor:List*",
"Resource": "*"
}I
{
"Effect": "Allow",
"Action": "organizations:ListAccounts",
"Resource": "*"
},
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{
"Effect": "Allow",
"Action": "pricing:DescribeServices",
"Resource": "*"

}

%38 Billing £# & & F AWS Billing Conductor FEUE
FEHEHIF , IAM EBFTLUEBIREFRAPFHIREERABRIRRELRX AWS 2 TIREER.

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"billing:ListBillingViews",
"aws-portal:ViewBilling"

]I

"Resource": "*"

}
]
}

EiB AWS ANMABRE R FIREHTEFIE

ELEHH , IAM BERTUEBHIREFZATHRANAERE EEVRMBETL N AWS 1REE
#o

JSON
{
"Version":"2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Action": [
"billing:ListBillingViews",
"aws-portal:ViewBilling",
"cur:DescribeReportDefinitions"

1,

"Resource": "*"

& F Billing Conductor ¥ [ A #H #8185 Th 8EHY 77 BN

T EEHIF |, IAM BERATUBEFTIREEE IIREFHEREABBEMN (OU) IRFFTENEE AWS
Organizations API #&4E. EA OU Zhee{u® AWS Billing Conductor £ &,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:ListRoots",
"organizations:ListOrganizationalUnitsFoxParent”,
"organizations:ListChildren"

]I

"Resource": "*"

}
]
}

$E48 AWS Billing and Cost Explorer ZEUF X B30 R A9 BR#E M ThEE

ELEHH | IAM BERBEEZFNFIZEBERARSNBRBENIEE. LBRESEBZRFNERKERF
FATRERY BMERE.

N
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JSON

"Version":"2012-10-17",
"Statement": [{

"Effect": "Deny",

"Action": [
"aws-portal:ModifyAccount"”,
"aws-portal:ModifyBilling",
"aws-portal:ModifyPaymentMethods",
"aws-portal:ViewPaymentMethods",
"aws-portal:ViewAccount",
"cur:GetClassic*",
"cur:Validate*",

"tax:List*",

"tax:Get*",

"tax:Put*",
"tax:ListTaxRegistrations",
"tax:BatchPut*",
"tax:UpdateExemptions",
"freetier:Get*",

"payments:Get*",

"payments:List*",

"payments:Update*",
"payments:GetPaymentInstrument”,
"payments:GetPaymentStatus"”,
"purchase-orders:ListPurchaseOrders",
"purchase-orders:ListPurchaseOrderInvoices"”,
"consolidatedbilling:GetAccountBillingRole",
"consolidatedbilling:Get*",
"consolidatedbilling:List*",
"invoicing:List*",

"invoicing:Get*",

"account:Get*",

"account:List*",
"account:CloseAccount"”,
"account:DisableRegion”,
"account:EnableRegion",
"account:GetContactInformation”,
"account:GetAccountInformation”,
"account:PutContactInformation”,
"billing:GetBillingPreferences",
"billing:GetContractInformation"”,

tl\
f

N
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"billing:GetCredits",
"billing:RedeemCredits",
"billing:Update*",
"ce:GetPreferences",
"ce:UpdatePreferences",
"ce:GetResexvationCoverage",
"ce:GetReservationPurchaseRecommendation",
"ce:GetReservationUtilization",
"ce:GetSavingsPlansCoverage",
"ce:GetSavingsPlansPurchaseRecommendation",
"ce:GetSavingsPlansUtilization",
"ce:GetSavingsPlansUtilizationDetails",
"ce:ListSavingsPlansPurchaseRecommendationGeneration",
"ce:StartSavingsPlansPuxrchaseRecommendationGeneration",
"ce:UpdateNotificationSubscription"

]I

"Resource": "*"

3]

MEFEFHMET , F2EAWS B TEUAFXSERB A EREKA.

RIREFEEVY A CUR
HER 1 : SoRT IAM A E B EFIEMR CUR MIREFFERERKR.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "CurDataAccess",
"Effect": "Allow",
"Action": "cur:PutReportDefinition",
"Resource": [
"arn:*:cur:*:*:definition/*",
"arn:aws:billing::*:billingview/*"

SRR 2 BEMS IAM ARERAAIFEUSEIRERA , AR EERE TFERRRERE ARN,
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{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "CurDataAccess",
"Effect": "Allow",
"Action": "cur:PutReportDefinition",

"Resource": [
"arn:aws:cur:us-east-1:123456789012:definition/*",
"arn:aws:billing: :AWS-account-ID:billingview/billing-group-
$billinggroup-primary-account-ID"
]
}

}

WEFMES , FERRIREFERERALNHAER S

AWS AWS Billing Conductor B Z & B

EEMEFAURERE. HANAE® , £AAWS ZEHRFELBTREBRRERZ. BI IAMEFZ
EFRFERBNERAE K MXEBRRTRACHEBRRAEMENGTT, BERERBER , &7
LUEREMAN AWS REBR, EERREEF RNEARS , A EEH AWS tRERER. WFE

AWS ZEBRNFMER , F28 (AM EAEER) P AWS ZEBEX,

AWS BRIBEHZBNER AWS ZEHX, BEEEE AWS SERKRTWFT. REBEHSE AWS
ZERRPHEEMF A BRI, WRENENSFECERBERNTIES 2 &R (ERE. &
HENAR), ENMDERBITRETAE , RBRTERSEN AWS ZREBER. BRBETE AWS ZE
BRI BT , A BRER T SRRERBFHNFT T,

s, AWS XEEZE BB EBHBHZERR. Ha , ReadOnlyAccess AWS 2 & BURRMHAT
B AWS RBEME RN HERFIE. ERBMEBFUEER , SAFRENER AWS HHEHRFTT. W
FERBERRNBENRY , F2H IAM R EEREPEBEBRENAWS ZEBE.

AWS ZEBE : AWSBIllingConductorFullAccess

AWSBIllingConductorFullAccess ZEB X &1 F AWS Billing Conductor 12 & # APIs#y TEFE
B, FAETLSIE, 2 FMBER AWS Biling Conductor Eilf.

EERBLBERNGT |, 3208 (AWS ZEBEKZZE) Hf AWSBIlingConductorFullAccess,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSBillingConductorFullAccess.html

AWS IREZITER ERAEER

AWS ZEHE : AWSBIllingConductorReadOnlyAccess

AWSBIllingConductorReadOnlyAccess ¥ & B &E T AWS Billing Conductor & F APIsE 7 EX
B, FRETURRMGIEPTA AWS Billing Conductor EiR., FRAEEELETHMERER.

HERBLEENA , F2H CAWS ZEHRESE) ¥1
AWSBIllingConductorReadOnlyAccess,

AWS AWS ZE BRI Billing Conductor B3

WiR B RIS RIBHIE LS T LI AWS |, Billing Conductor & AWS BBUREFMGEMET. WME
HWEESEN B EIREE , 55578 AWS Biling Conductor Document B SE8BEH LM RSS HE,

285 iR Date
AWSBIllingConductorFullAcce  EMPIE# organizat 202511 A 19 H
ss - EMBEAHE ions:DescribeRespo

nsibilityTransfer #I
organizations:List
InboundResponsibil
ityTransfers Bi{EHIE
ZAWSBillingConducto
rFullAccess B,

AWSBIllingConductorFullAcce  EFIE A TSI E{EFH B 2025 9 A9 H
ss - EMRABE ZAWSBillingConducto
rFullAccess B3R :

* organizations:List
Roots

* organizations:List
OrganizationalUnit
sForParent

* organizations:List
Children

* organizations:Desc
ribeAccount

N
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSBillingConductorReadOnlyAccess.html

AWS IREZITER ERAEER

gF iR Date
* pricing:GetAttribu
teValues

* pricing:GetProducts

AWSBiIllingConducto B EA TSI E1ERE 2025 9 A9 H
rReadOnlyAccess - E¥ R A ZAWSBillingConducto
BE rReadOnlyAccess B3R :

* billingconductor:G
etBillingGroupCost
Report

* organizations:List
Roots

* organizations:List
OrganizationalUnit
sForParent

* organizations:List
Children

* organizations:Desc
ribeAccount

* pricing:GetAttribu
teValues

* pricing:GetProducts

AWSBIllingConducto £GetBillingGroupCos 2024 £2 A8 H
rReadOnlyAccess tReport #FIEEAWSBillin
gConductorReadOnly
Access BUK,
AWSBIllingConductorFullAcce  EIHIBUE 2022 £ 3 A 29 H
ss
AWSBillingConducto BB 2022 £3 H 29 H
rReadOnlyAccess
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2% iR Date

AWS B2 Billing Conductor ~ AWS Billing Conductor Bi%818 2022 £ 3 B 29 H
B8FAF MEE AWS SEBENEE,

AWS Billing Conductor &5 8 B 3k &i 51

ES]
« FR% Amazon S3 @EFRTEEHMSE IP bt iy P HUEE

PR%I Amazon S3 EFETERREISE IP #hut Ay FEUE

THEHEHATRTEACERE  UHEEREFEFETNYHHITEM Amazon S3 BE. TR , E
RYBBERBERREPATEER Pt &E,

HERIR = P RS EE B L FF 2 Internet Protocol Version 4 (IPv4) IP i3t By 54.240.143.* §5E , B8
—{EBIS\ : 54.240.143.188,

Condition E#AEMA IpAddressH NotIpAddressi®#Fl aws:Sourcelp RHE5I8 , ER
AWS BERHRSIR, NESLRERSIBNFHEN  F2EEBEFRIEERTF. aws:sourcelp
IPv4 EEEAEE CIDR R i, MEFHMEF , F28 (AMFEAEER) 0 IP iR ER
io

JSON

{
"Version":"2012-10-17",

"Id": "S3PolicyIdl",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",

"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucketl/*",

"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188/32"}
}
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/amazon-s3-policy-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_IPAddress
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_IPAddress

AWS IREZITER ERAEER

¥ AWS Billing Conductor & % 117 BV 17 8 FE 52 B

LA T B AR5 B & 2 T #1145 IE £ Billing Conductor F IAM R Al REIB B0 % B R RE,
e

- RERE Biling Conductor #4117 Eh1E

« RAEBHIT iam:PassRole K FH#E

« BEEARFT AWS IRF I ASFEFEM Billing Conductor EjlR

L EREE Billing Conductor R#{TENE

MR AWS EEFRE HREEENT BF , AIXABBENEEES KRG, ENEEESRALE
HERERBNEBRHAL,

E IAM mateojackson EAEERFEAEIEEMR Billing Conductor MEFMEM , BR
ABilling Conductor:GetWidget®FAlbF , &84 T HIE IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: Billing
Conductor:GetWidget on resource: my-example-Billing Conductor

FEHRBERT , Mateo EFREEESEMMMBUER , AFFMER my-example-Billing Conductor
E)fE1FH Billing Conductor:GetWidget BiRo

R AEBH T iam:PassRole HyiZ1E

MREWEFEER , FHNEEEHIT iam: PassRoleBE , BNBELAEH , UAHFECKAGEERR
Billing Conductor,

BE AWS B AIREEREACEEGERE K MAREYFNBXACIRBEELE, NFH
TR , ELARERACBEEZRBNFTT.

EEA B IAMmarymajor FA&EEH A% Biling Conductor R ITENMERE , 2R AE T HIE
flgEER, BR , BERERBBEMBBAGR TN Y. Mary RERKACEEERENFTT.
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEBRT , Mary BERAAEHT , AFFHEIIT iam: PassRole Bk,
MREEEWHE , FHEEN AWS EEE, ZNEEERMUENEZERE.
REE A AWS tRF A A BFEEH Billing Conductor EJR

BRLEY—EAE  BEHMIRFHINEREIEEBABHNASTFIRENER, SIS EE R
EEEMHDERAR, HHXEERERNBERNFIUERIBE (ACL) MR , SR SUER ABL R
RRBETFTAETFEENE RN,

WMFE-FTHE , F2EUATRE .

- ZE T f# Biling Conductor @ B X EELINEE , 528 AWS Billing Conductor 21 E A 1AM,

- BETHNMRESHES AWS 1RF WEREDE , F260H (AM EAEER) FWESHES AWS
RE K% —E P& IAM EAERHEFIE,

- BETRIMEERNEFIERSRIGE =7 AWS IRF |, 528 (AM EAEERE) PHEFIER
HIGE =5 AWS IRF #H.

- MEFETHNMEBBE S0 RUFIE , F268 (AM E£REER) FHBFIEREHEGENTE
TESBRENERE BES D).

- MFTHREAAGNEREBRRETEIRFFRCENZR , F28 (AM £REER) H8 IAM
PR EBRS ERFE.

£ AWS Billing Conductor H 52 8% 1 B 422

ERREEZEAWSIRFNASHEMY, TAMNRENEER Y. EBEIETAREREN AWS Billing

Conductor &,

AWS AN A EHE

AWS AN AEHRESEHEN AWS AR , YRHESNIRFHEABBNAGER. SAREHE=
B AWS IRFHERNESE AWS Em. ARERNBRER —HESHNHAMEE, BWLAT AWS K
ANAE®RE  NERNHHARRRET.

WFEAWS RANAERSHFMAES  FE2E KANAERSTERM,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html

AWS IRE#ITER ERAEER

£/ 524 AWS Billing Conductor APl £} AWS CloudTrail

AWS Billing Conductor 252 fR# % & AWS CloudTrail , lWIRIEIREHERE. AR AWS Billing
Conductor Y AWS RRIEFTEREN 2 Bi¥ERVEE 8%, CloudTrail 4% AWS Billing Conductor BYFTE API
IR AS 4, BEAFEIL3ERE AWS Billing Conductor E1RARIFE | AR ¥ AWS Billing
Conductor API IR{EMERIFEIW, WMREEIER , AIFTLUE CloudTrail B4 FE R FZE Amazon
S3 I ETRE , ©@FE AWS Billing Conductor FIE#., BEIERAREREIEBR , AT LUER CloudTrail
FEREFNEHRECHEBESTNES. BALUEEA CloudTrail FIUKER &R , FIEim@m AWS Billing
Conductor 12 HIVEER, RHEFERW IP bk, REBRNWAE, REBRWERE , URHEMEFHEE
o

EEHE—FTH CloudTrail , 5528 "AWS CloudTrail fEA&ER . »

AWS Billing Conductor CloudTrail &4

ZSEi 8 7~ B2 Billing and Cost Management 1882 CloudTrail E4 M TR EE,

EHEE Ex
AssociateAccounts  FE&kIRFEEIREEEHAAAVERE,

Associate F08% EE R BB EEFT 2RV BT
PricingRules

AutoAssoc SCE%IR P MR EEBFAH MY B BhRAEH

iateAccount

AutoDisas ET—{EtREHIR , FoskR S EEWREEFHAH AV B B EUH BI
sociateAccount

BatchAsso o8B IRE T otk BETERANE B AV #E X ERE
ciateReso

urcesToCu

stomLineItem

BatchDisa 08 EIREE H otk BET A0 1E B MY #EX BUH BB E
ssociateR

esourcesF
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AWS IRE#1TER

ERAEER

EHER

romCustom
LineItem

CreateBil
lingGroup

CreateCus
tomLineItem

CreatePricingPlan
CreatePricingRule

DeleteBil
lingGroup

DeleteCus
tomLineItem

DeletePricingPlan
DeletePricingRule

Disassoci
ateAccounts

Disassoci
atePricingRules

ListAccou
ntAssociations

ListBilli
ngGroupCo
stReports

ListBillingGroups

FROERIREREN R,

FeEkBRTAAMEERE.

RO EEFTENE
FOSREERAINE
RCER IR B A AR AV M BR

Aok MIBR B RTEAMEE R .

RCSR M BRE B RTE
ACSR M PR E B R
RCER IR ER MR EE A 4A Y BUR B B

5045 7 85 B S e M S B Y BN BR

5854 IR B BHE SRS ID MTEER.

FLEIREEFHEER AWS ERAMNFEE,

FOERIRE M B H R E R AN FHL
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ERAEER

EHER

ListCusto
mLineItems

ListCusto
mLineItem
Versions

ListPricingPlans

ListPrici
ngPlansAs
sociatedw
ithPricingRule

ListPricingRules

ListPrici
ngRulesAs
sociatedT
oPricingPlan

ListResou
rcesAssoc
iatedToCu
stomLineltem

ListTagsF
orResource

TagResource

UpdateBil
lingGroup

UpdateCus
tomLineItem

ExR

FOSHFTE AR A BT AR B AV EEL.

8% B FTBAAATE B MR A 1Y 7 BV

ek B BYEE RN FE.
Aok E B A R BB Y EE AT IR F U

ek B BYEER R ER.
Aok ELE BT EIMEEB R EER Al FEE,

576 5 5 3T 8 47 9 4R B 2 ¥ A9 12 B,

B ER EEBAEE.

LB R CRRAYEI
AOERIRE B ARV SEHT

FCE% BRI BAAATE B RV E .
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EH/EB E&
UpdatePricingPlan  FESEETEINEH.

UpdatePricingRule  FEHEERBNER.
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B-SEMHNAREXRNSLSELFRENETA. FoEATHEEHE T5IEE !
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- RERBRE , REFATHEACEBMS I EAEFNERRLRBRE.
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B, FRSBFEF. CloudTrail BFEE LKA AP FEILRYEBRBHIGEF , A ELUEMSEIE
FHE,.

ES]

» AutoAssociateAccount

» CreateBillingGroup

AutoAssociateAccount

LT & BB ER T AutoAssociateAccount EiEH CloudTrail BEE1EH .

"eventVersion": "1.09",
"userIdentity": {
"accountId": "111122223333",

"invokedBy": "billingconductor.amazonaws.com"
.
"eventTime": "2024-02-23T00:22:08Z2",
"eventSource": "billingconductor.amazonaws.com",
"eventName": "AutoAssociateAccount",
"awsRegion": "us-east-1",
"sourceIPAddress": "billingconductor.amazonaws.com",
"userAgent": "billingconductor.amazonaws.com",

"requestParameters": null,
"responseElements": null,
"requestID": "1lv14d239-fe63-4d2b-b3cd-450905b6c33",
"eventID": "14536982-geff-4fe8-bh18-f18jde35218d0",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "111122223333",
"serviceEventDetails": {
"requestParameters": {
"Arn": "arn:aws:billingconductor::111122223333:billinggroup/444455556666",
"AccountIds": [
""333333333333"

}I

"responseElements": {
"Arn": "arn:aws:billingconductor::111122223333:billinggroup/444455556666"

}I
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"eventCategory": '"Management"

CreateBillingGroup

LTEHERNRRER CreateBillingGroup B4R CloudTrail BEEHEE

"eventVersion": "1.08",

"userIdentity": {
"accountId":"111122223333",
"accessKeyId":"ASIAIOSFODNN7EXAMPLE"

I

"eventTime": "2024-01-24T20:30:03Z2",
"eventSource": "billingconductor.amazonaws.com",
"eventName": "CreateBillingGroup",

"awsRegion": "us-east-1",

"sourceIPAddress": "100.100.10.10",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.465
Linux/4.9.124-0.1.ac.198.73.329.metall.x86_64 Open]DK_64-Bit_Server_VM/25.192-b12
java/1.8.0_192",

"requestParameters": {

"PrimaryAccountId": "444455556666",
"ComputationPreference": {
"PricingPlanArn": "arn:aws:billingconductor::111122223333:pricingplan/
TqeITi5Bgh"
I
"X-Amzn-Client-Token": "32aafb5s-e5b6-47f5-9795-3a69935e9das",
"AccountGrouping": {
"LinkedAccountIds": [
"444455556666",
"111122223333"

1,
"Name'": "***"
1,
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType, x-amzn-
ErrorMessage,Date",
"Arn": "arn:aws:billingconductor::111122223333:billinggroup/444455556666"
1,
"requestID": "fb26ae47-3510-a833-98fe-3dc0Of602gbs9",
"eventID": "3ab70d86-c63e-46fd8d-a33s-ce2970441a8",
"readOnly": false,
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

i f£A Amazon EventBridge AWS Billing Conductor

AWS Billing Conductor £ 82 Amazon EventBridge ¥4 , Amazon EventBridge £ — B =4 ERHER
%, TARKBEARRNEREZERENERER, WHEFHEF , 28 "Amazon EventBridge
AEEME. .

& LAE A Amazon EventBridge R#U4 AWS Billing Conductor £, A% , EEHFAEBEREF
FEERER , Amazon EventBridge @R BER IR WA -2 @B E8E, BESHNER
BN ESEN. EEEARATHMEE, BEERE AWS Billing Conductor E##I Amazon
EventBridge #8 8l , 528 (Amazon EventBridge £ &¥E8) P HIE Amazon EventBridge $ %31
# 8, EventBridge

#il : # Amazon EventBridge = AWS Billing Conductor

AWS Billing Conductor ##2 iREERBE R EHEMIRERE , U2 MEREER P IRE SR EBH
WUIREER¥AARY L 2EHEEBilling Group Configuration Recommended for Billing
TransTferfF#FHERABENBERESH., EIREERE , BREARERFIRFNEMBREIRER
B, BZREBPNIRFEAFIIRENMRAEEIEANERARAER ., WRLZEIREHE , AEER
AR CloudWatch BV , B EREFHETRRERFIRFEEEFTRRELRA , fluEBE
HiARE,

(® Note
WEHAFABEXRXERI (HS5EEILE ) EHE (us-east-1),

UTRILBEHNERZEN, ErTLER FTE Amazon EventBridge 4 ( BNt E4 ) AWS ERE
E%ﬂo

{
"account": "<account ID>", // 12-digit account ID
"region": "us-east-1", // Currently only us-east-1 is supported
"detail-type": "Billing Group Configuration Recommended for Billing Transfer",
"source": "aws.billingconductor",
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AWS IREZITER ERAEER

"version": "Q",
"time": "<date>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"id": "<id>", // alphanumeric string
"resources": [],
"detail": {
"targetDate": '"<date>", // Format: yyyy-MM-dd
"recipientId": "<account ID>", // 12-digit recipient account ID
"eventBridgeEventId": '"<event ID>", // unique event identifier
"directTransfersAccepted": [
{

"transferArn": "<transfer ARN>", // ARN of the one-level billing transfer
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"effectiveTimestamp": "<timestamp>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"acceptedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ

}
1,
"indirectTransfersAccepted": [
{
"receiverTransferTransferArn": "<transfer ARN>", // ARN of the receiver's
transfer
"transferBillSourceTransferArn": "<transfer ARN>", // ARN of the bill source's
transfer
"billTransferAccountId": "<account ID>", // 12-digit bill transfer account ID
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"effectiveTimestamp": "<timestamp>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"acceptedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
1,
"directBillingGroupsDeleted": [
{
"billingGroupArn": "<billing group ARN>", // ARN of the deleted billing group
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"transferId": "<transfer ID>", // associated transfer ID
"deletedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
1,
"indirectBillingGroupsDeleted": [
{

"billingGroupArn": "<billing group ARN>", // ARN of the deleted billing group
"billTransferAccountId": "<account ID>", // 12-digit bill transfer account ID
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"receiverTransferTransferId": "<transfer ID>", // receiver's transfer ID
"transferBillSourceTransferId": "<transfer ID>", // bill source's transfer ID
"deletedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
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}
]
}
}

AWS £ &EBH & £H AWS Billing Conductor

B LAMER AWS FAEBHRBRERNEE , LBHEERE AWS Billing Conductor B4 ER. &
EHNEEENRARE , fgalzEd, fulERZAEEERSE4EAN , BIEEFEHH. Amazon
Chime, Microsoft Teams ] Slack &) X FEARE R P H Amazon Q Developer , AWS Console
Mobile Application#ix B, BB UFEAFZEATHNELREBATROLREFTBEL AWS FHEB

Al

AWS ERERA L ERER  EVURLEERESHPERINENHE, NFEFHREFA ,
By "TAWS EHEBH EAERERE. .

e
r

EEFEH AWS FHAEEH , B EHEEEEA AWS Identity and Access Management (IAM) 557,
WMERRE IAM FFAINEHMER , BSBAWS FHEBAN ( FAEER) PHNEILEAMERE,

TR %8 AWS Billing Conductor FEHER AWS FHEEA,

AWS Billing Conductor 438 #!

=i Description

ERANREERNIREFEHARE REBBREHNSARE  HPESHNEBREBEHEN
PREFHE , HEMEREERPIRESBIHBBIRER
18, EIREEBE K BERLARERRIRFEWEBRE
IREEFHE , EXEBPNIRFEATFIIRENKAEET
BEhEAKAER . MRLZEIREFA , AEERMN
A[iE1@ CloudWatch Bl , 1B EWREFFE AT HIRE RIR
IRFEESEERMEIRRA , fIEBAEHAE, S
HREBENEXEZBRI (HSEEII ) EiF (us-
east-1 )o

AWS fEFAEBHA #8E A AWS Billing Conductor 80


https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/consolemobileapp/latest/userguide/what-is-consolemobileapp.html
https://docs.aws.amazon.com/consolemobileapp/latest/userguide/what-is-consolemobileapp.html
https://console.aws.amazon.com/notifications/
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/notifications/latest/userguide/getting-started.html#getting-started-step1

AWS IREZITER ERAEER

sHISEH

ATR®RE Billing Group Configuration Recommended for Billing
TransferfE4 &5 AWS Billing Conductor, ttEH=EHERIES B Amazon
EventBridgeaws .billingconductor,

{
"account": "<account ID>", // 12-digit account ID
"region": "us-east-1", // Currently only us-east-1 is supported
"detail-type": "Billing Group Configuration Recommended for Billing Transfer",
"source": "aws.billingconductor",
"version": "0Q",
"time": "<date>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"id": "<id>", // alphanumeric string
"resources": [],
"detail": {
"targetDate": '"<date>", // Format: yyyy-MM-dd
"recipientId": "<account ID>", // 12-digit recipient account ID
"eventBridgeEventId": "<event ID>", // unique event identifier
"directTransfersAccepted": [
{
"transferArn": "<transfer ARN>", // ARN of the one-level billing transfer
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"effectiveTimestamp": "<timestamp>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"acceptedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
1,
"indirectTransfersAccepted": [
{
"receiverTransferTransferArn": "<transfer ARN>", // ARN of the receiver's
transfer
"transferBillSourceTransferArn": "<transfer ARN>", // ARN of the bill source's
transfer
"billTransferAccountId": "<account ID>", // 12-digit bill transfer account ID
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"effectiveTimestamp": "<timestamp>", // Format: yyyy-MM-dd'T'HH:mm:ssZ
"acceptedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}
1,
"directBillingGroupsDeleted": [
{

"billingGroupArn": "<billing group ARN>", // ARN of the deleted billing group
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
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"transferId": "<transfer ID>", // associated transfer ID
"deletedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
}

15
"indirectBillingGroupsDeleted": [

{
"billingGroupArn": "<billing group ARN>", // ARN of the deleted billing group

"billTransferAccountId": "<account ID>", // 12-digit bill transfer account ID
"billSourceAccountId": "<account ID>", // 12-digit bill source account ID
"receiverTransferTransferId": "<transfer ID>", // receiver's transfer ID
"transferBillSourceTransferId": "<transfer ID>", // bill source's transfer ID
"deletedTimestamp": "<timestamp>" // Format: yyyy-MM-dd'T'HH:mm:ssZ
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AWS IREHITERFNERBRER £
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- Transport Layer Security (TLS), EMTFE TLS 1.2 WEZFMFEA TLS 1.3,

- BffEXEIEFAR(PFS)MWEIEEH |, a0 DHE (Ephemeral Diffie-Hellman)Z ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), RARH (M Java 7 MEFHIRA) AL EELER,
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BRI LAER £ VPC M 2@ AWS PrivateLink B3 FAHE#R AWS Billing Conductor. &R LAIE VPC
f — £ 77 EX Billing Conductor , EEEAMEMRMFEREE, NAT #£&. VPN E#%® Direct Connect iE
o VPC HHHITREIBFAFELSE IP it B) A] £ EX Billing Conductor,
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SEFHEPELREEENE, EERBEREEENBEERNE , A EK# A Biling Conductor 2
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Billing Conductor X & %18 S ik XL EFTE API Bk,

REEE S 83


https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints

AWS IREZITER ERAEER

Billing Conductor A% & VPC im BB R, RIFFEER , AFFIEIB R E w2 5 EFH Billing Conductor,
RE L SO FHERRREBRN TR @B, 2HEER S Ein® R E Biling Conductor B3

==

# 3 Billing Conductor B4\ H i 24

EAILAE A Amazon VPC E#8A, AWS Command Line Interface () & Billing Conductor 2 37 47 [ i
ZEAWS CLI, MEFHMER , 5528 (AWS PrivateLink $58) 0 TEVNEmE -

# A T 5 R#E & #BZ 3L Billing Conductor #9772

com.amazonaws. region .service-name

MRERBNEHHMATE DNS |, B LAE A HEFERMWEE DNS A # [ Billing Conductor $12H API

%R, fliN service-name.us-east-1.amazonaws.com.
AN HIREETIRHEBER

WMEBEA IAMER , SO ELEREZENHRY. EREHBERATERN iS5 EFE Billing
Conductor, &E#&| ¥ B VPC # Billing Conductor 17 , B BT BB R EZEZE N HEiH %,

ImRMBREIEENATER

- AIFMITEIE (AWS IRF. IAM EAEM IAM &) N,
- AFTHEF.
- AHBATEEREIR.

MEFHMEF , FSE (AWS PrivateLink $558) FHY T s 76 BUR 2 515 RIS AV FHL o

g6 - WREBITEREER VPC IRFBUR

NTRBFImBEBENES, ELKEBEREREINAGRNE  CERTHMEERLAEZRAIIHHN
Billing Conductor Bi{EfY ZERHE,

{
"Statement": [
{
"Principal": "*",
"Effect": "Allow",
"Action": "billingconductor:*",
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