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[Ei5F1 99.999% Ky % [E i3 AT i,

{a] RS E A Aurora DSQL

Aurora DSQL B #Z =M ACID XZMNEBAERRENRZ TEEHETREL. AREREMR
AR=% , Aurora DSQL FFEEHERY. BARBFNBAESRENEARENEX. Aurora DSQL £
PostgreSQL #%& , AT UERAATZHNESEX, WHEEBKMS (ORMs), REM SQL T8E,

Aurora DSQL € EBIEERMEMRE , WRBFTHFABRRER. /0 NEF. HRERBEEMER
EENARS  HUETFFEROREME, SHNERREARABIEEEHISE,

Aurora DSQL Al B2 BMMERRER T EEMREEANCEXERAER. TB-TBERARRFRT
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ZEFHEEERMUEE -EHEEMERNEENERE D, B2 , ©MEBRIRMHMERED K2R
RETHY  SEAYSEEEHPE—ERE. HEEENVMERMHERE-BEEERE, &M
AARAEITERMEARE  URHBANERS -, EUUEERREZEAREPHITHER
B, ESNEMEY  TAEFEEKESEINHEANER,

82 PostgreSQL ER EREA M

Aurora DSQL 7 RN ERIEE (1EHE ) U PostgreSQL BRI EEMRAAHER, EHATSL
A BEM PostgreSQL EEEHFEX M T EERZE Aurora DSQL , fl#0 psql. Aurora DSQL H &
E2 PostgreSQL £ 16 WHEZA , WX & PostgreSQL T, REXNMERBHN FE, NEIEN
SQL ThEERIEFMER |, 35260 Aurora DSQL H#Y SQL ZhEEM A1,

Aurora DSQL HY[E15 7] B4

£/ Amazon Aurora DSQL , A EZE <EHEEREHITEE AWS Bl , UZELBERRE
XY REERBEER. EFTAMRESTUEMEEILMER Aurora DSQL ERIEEE. TER
TETURAM., 2RIBRENERFENERNEEEENERENLEN  BESETHRESHAETIKES
BHXE, EENCEARGIGREREEESXHBER., tHBENEEHINENEHTERAERER
HREURRIEE , UREBENEHEEN R RUBRRER .
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EERH

SEAEEVACTE-BHETEY, fi , SEEBEYERKISEERE (#HFREEZILE ) MBUM
(EWH ) BENES.

/A Important

Aurora DSQL BRITXEBEARZEEHELE,

Aurora DSQL EE

WMERSEN , F2SB Aurora DSQL EfE.

BELERR?

WESBRE Aurora DSQL FZOTTHINER , ARFBHREARBHNER  F2ETIRE :

- Aurora DSQL AP9

« Aurora DSQL H#y SQL ThaeHEM
- 17HX Aurora DSQL

 Aurora DSQL # PostgreSQL
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Amazon Aurora DSQL R X Z THEEFKELHEMRR I AXBHRIERE, ETIIEEHHS ,
TR T AR B — R M % B Aurora DSQL #5, HEHEER , UREBINRALHBEBHER,
IEHEER FEUE S AWS Management Console , X/ psql AABXEENERS, H& , BHR
TE I X AR S EE TER M T Aurora DSQL E5.

£

.« ERGH

« 77EX Aurora DSQL

- HEB1: B AuroraDSQL E—EIFEE

- PR 2 EREEH Aurora DSQL BE

- B8 3 : f£ Aurora DSQL #7816 SQL & H

- SR4-BUSEFSESE

FORIRAF
FEBIARE Aurora DSQL 231 , FREE LA T 5156 RIG4E

. K 1AM B9 X BEEEA I AWS Management ConsoleFF Al .
- 8K 1AM B 5 RERFE THIME—RHE
- FE U dEAERBITEABE AWS IRF
« |AM FffJiam:CreateServiceLinkedRoleH1ZHL IAM BUREIERIRE D dsql: *

o WMBREEFEL AWS CLI Unix WIRIBHRER | BEECSZEHE Python 3.8+ IR 14+ psqlik. EER
BENERARRKERAE , AT TGS,

python3 --version
psql --version

WMRIEE AWS CLI FRINIREFFER |, FHLFEERE Python 3.8+ Ml 14+ psqlhik,

- WMREITEFEH 7H Aurora DSQL AWS CloudShell , Python 3.8+ kXl 14+ psql MRIEEFEINER
Eo. WME MFFME AWS CloudShell , 58212 AWS CloudShell ? o

o MREAEE[FH GUI FEH Aurora DSQL , 5 A DBeaver = JetBrains DataGrip, MEFFHEA |
=2 R A DBeaver f£EX Aurora DSQLK& £/ JetBrains DataGrip #EX Aurora DSQL.,

TORIRE 5


https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html
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ZHY Aurora DSQL

B LUEIR T 5 HE T 7B Aurora DSQL., ZE 7 ERA CLI, APIsHl SDKs , 52 B 1FEX Aurora
DSAQL,

FE
« 3%EiB 7 H Aurora DSQL AWS Management Console

- £/ SQL A Fim1FE Aurora DSQL
- ¥t Aurora DSQL £/ PostgreSQL B E

%18 7H Aurora DSQL AWS Management Console

&\ LATE 7L AWS Management Console i A Aurora DSQL Y https://console.aws.amazon.com/
dsgls

A SQL AF%FH Aurora DSQL

Aurora DSQL £/ PostgreSQL BAAME. EEMREEER , BHEEZN IAM B REFHHAR
B, MEAZRENESHXAFiK. B9 BFFARE Aurora DSQL £ AWS Signature £ 4 [RE)FE
ELXNE—FTFH,

Aurora DSQL EFEABBETE T RE. FRHEEUZRTEXEER, NREEAEABHN T/
EXNER , BRFRGEE, WFEFMEHR , F2HE Amazon Aurora DSQL EAE & 7 5 F .

e

+ {8 psql Z7H Aurora DSQL (PostgreSQL B By #8 im )
- f£EF DBeaver ##HX Aurora DSQL

{8 JetBrains DataGrip ZH{ Aurora DSQL

# A psql 7H Aurora DSQL (PostgreSQL B B\ #& i 4 )

psql A ARER R PostgreSQL W& inE alim, TAREUERAXNWMALTH, SEHEHE
PostgreSQL , AR EEEHRER. EEXEEHEERRE , 5FFEH PostgreSQL % 17 A F i,

¢ PostgreSQL THEE THEXRFENRERN, WFE WFEMEFApsql , 2 https : //https:/
www.postgresqgl.org/docs/current/app-psql.htmo,
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MREERE AWS CLI 28 | FFERATIEFIREZELNES, B AFEMApsqlFELELTEMN AWS
CloudShell , tt AT A psql E#E %4

# Aurora DSQL requires a valid IAM token as the password when connecting.
# Aurora DSQL provides tools for this and here we're using Python.
export PGPASSWORD=$(aws dsql generate-db-connect-admin-auth-token \
--region us-east-1 \
--expires-in 3600 \
--hostname your_cluster_endpoint)

# Aurora DSQL requires SSL and will reject your connection without it.
export PGSSLMODE=require

# Connect with psql, which automatically uses the values set in PGPASSWORD and
PGSSLMODE.
# Quiet mode suppresses unnecessary warnings and chatty responses but still outputs
€rrors.
psql --quiet \
--username admin \
--dbname postgres \
--host your_cluster_endpoint

£ DBeaver ZH Aurora DSQL

DBeaver 2—EL GUI AERMNEANERIBEERNETLLE, SAULUFEACREEELEBRNERE,
EE T # DBeaver , 720 DBeaver B @M LN THEE, THIZRRAMAFER DBeaver EAR
ZIRMNEE,

1£ DBeaver FREZEHHY Aurora DSQL E#F

1. BEWHNEREER,
2. HENEREEHRKESF , B#IZF PostgreSQL,
3. HEERNBE/EERGIEED , BEMK . THRER , RABRBATHER,

« FH_FRHENEEREY,
ERE - B A postgres
B9 - 122 Database Native

ERERE -8 A admin

SQL AR 7
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BB -EESIREFTT. SERELENFTRUSHAELNER,
4. REBEAEL , XAEEN 52 EBEFRFAEE DBeaver BIHMWALA.

(® Note

BABIER P ImEFEPERE SSL #3538, Aurora DSQL %8 SSLMODE=require, Aurora
DSQL £ A REFimEFIE1T SSL B , AIEEIE SSL iR,

5. BREEEINESE XA WIRHKRIIT SQL Rk,

/A Important

DBeaver £ PostgreSQL & ¥lE ( #l0 Session Manager #1 Lock Manager) 12 {£H E R h4E
TEARERE  FACERHE—NEE, TEIE  SLEEFSREEHENEEERES
REEN AT EE A

DBeaver By & 0 B & R FE B

BUNIERBEREFESIIRERS 1 /MK, EZ| DBeaver FENERBREFA L, EEREIFHAE
R, FEERRENEZBHITREENN I I RBETH. EXFERFHNIERE (flw, ZIHHW
BERRDJHFH SQL =28 ) SRHFHNEIBRBES, NRERREPREN I »BRIFFZFTILEE
M, BIFTTEPSER 2 R BR , B DBeaver ELHIFRBBVATE TERE A M. F£H expires-imBEEE
B IAM B BRBFANSERER , FidE .

/A JetBrains DataGrip f£H Aurora DSQL

JetBrains DataGrip % ¥ & IDE , ATAR SQL MEFE , ‘EIE PostgreSQL, DataGrip @2 EEH
EM SQL #mEEEEME A GUl, EETH DataGrip , 55817E JetBrains ¥ LMW THE M,

£ JetBrains DataGrip FE&E#HTHY Aurora DSQL E#R

1. BEMERKE , R%1EFE PostgreSQL.
2. EERRFR/—MRRSIEEF , MATIER

TH - ERENESRRR,

HE#24E — Aurora DSQL £ PostgreSQL 8% : 5432

SQL AF % 8
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B RLE — Aurora DSQL fi£H Y PostgreSQL FR&{E postgres

B0 ERE - 1281 User & Password .
FREZE -8B A admin,
S - ELXFIWELT B,

URL - B2t Mif. ©RRIREENLEEIEA

3. BiF-BBELASIREFHREMHRLIIE. ERERELREENGLY  WSHMIIRHMA
o

(® Note

BB IERAFIREZRPEE SSL X, Aurora DSQL X
PGSSLMODE=require, Aurora DSQL 27 fARe5imsEHIE1T SSL B , WEIEEIE
SSL E#R,

4. BREZEEIIRE WA TLRHR#IT SQL R :

/A Important

DataGrip £ PostgreSQL BRI E ( fIIN THERKE ) RUNFEERRREE —NWEEMTER
RERE, AFHE , SXERTERHEEEERIERNECERITERBENTEENA.

55 R REIRH

BYNTHEREAFEIRERSZ 1M, NEIREARDENERIAFmRFESILE, NRFE
BYHAEER AL EEENREBENERRUTEESRHTNE s BRFRF. EXRMENTE
BEER (flan , IR ERRIER SQL £i28 ) SRHEFHNE I RIFER, MRERREPRE
METREFHFIBEN , MR THEREERSS XM, BAATaFRBE TEREREBE XK.

& Aurora DSQL £ PostgreSQL & i E

PostgreSQL FEAASEBAHE , FAFmMMERES 2 BEETER. FEEB TCP/IP F Unix HB1EEH
X EEAME. TRER Aurora DSQL I1{A % # PostgreSQL B Eo

PostgreSQL B E 9
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EREAR
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TEHA - FHER
{8 5432
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SSL — & RUA A Bk
B Ui
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Aurora DSQL BAREIEA WA
Badmin, B BIERNEACK , BXEAF
AZadninBAEEEMEE IAM AR
UBEEEREREFETRE., UEFHEA
, RSBREBITEREARASR,

Aurora DSQL E—[EimEEREME S Ein
O WEESRELFEAREHERERQR

o

e

1E & PostgreSQL FEF%{E.

EREURER

Aurora DSQL € A E M Ik

1£ Aurora DSQL # , Aurora DSQL %
require SSL &£, RHA SSL WERESES
Aurora DSQL 1E4#& .,

Aurora DSQL EEER S/ REFZT , MFA=2
REZG. WEFHMEN , 828 £ Amazon
Aurora DSQL FRE4 B 9 BB FAF.

BB 1. B3 Aurora DSQL E—[EiF#E&E

Aurora DSQL WEARENE &

AWS [EiF,

£ AuroraDSQL AEVE—EFHEE

, ERGEHERNNE. EUAERS K LEEE- FEUESE

1. & A AWS Management Console , 3¢7E BARX Aurora DSQL F 12 & https:/
console.aws.amazon.com/dsqlo

2. EEREVES K AREEE-EH.
3. (EA) EBRRED , ENMTIME—EE

BUE-—EHES


https://docs.aws.amazon.com/aurora-dsql/latest/userguide/using-database-and-iam-roles.html
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- EMHETNERE (ERE ) UBEZHEIZ AWS KMS keyo
- EEURAMBRIRE | AP L MBRIREBBRENES., RIZER , S EIMKRRE.

4. (EH) EEBP , BEIBALBENESR.

5. EE BYEELE,

FSER 2 HEEZTEH AuroraDSQL E£&

EIRRIBEE D MEFE Aurora DSQL HE£R  2HBEAEERY. H8KRE
clusterid.dsql.region.on.aws. FAFuH{EAixERE B ENRKER,

SoREBEEEA IAMETER  AEFFERBEAENEREEREY, BoBRI[FRARHEELE
WE—F TR, FHEARSSRTE  BIRTSXEER, TEFERZH , FREEN IAM &
3 B%A dsql:DbConnectAdmin&F Al , AR AR 5 iR 5 44 o

(@ Note

EEREVERERRRE , FER PostgreSQL 5 17 lRAF iR , AAE
PGSSLNEGOTIATIONRE £ Direct : PGSSLNEGOTIATION=direct,

ERETREFHEREENES

1. % Aurora DSQL F#AH | BEELEERNESE.

BEEELR,

RimE () BRIRE.

FRECESIRIEFN (EH ) ERPEELEUEEES 5 ER,
BREENIIRIBFH. LFHFNERHA 15 DiE.

EEERFEGDILE  FRATHS SR EpsqlEBEZERNESE, your _cluster_endpoint
# BRRAZEINEENESRE,

o o A W N

PGSSLMODE=require \
psql --dbname postgres \
--username admin \
--host your_cluster_endpoint

EEERE 11
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ERXREREMARGR  BRAALLIEEN S BIBZR, IRSERCEABHNZRHEE
B ESEREEE, MEFMEEA , 5521 Amazon Aurora DSQL FREAE B 9 5 F£F.

% Enter, ZMEZEE T PostgreSQL &7,

postgres=>

MRESWREFEEEHER  BFREEN IAM 529 8% dsql:DbConnectAdminiFa, HNREH
=] n‘F_Ijtﬁ‘E%ﬁHS( SEFEUERBEHER Eﬂ%ﬁ%ﬁﬁﬁﬂ IAM A E A IAM BER S EEUEE R R KR

BV IREHBREITHEDE 7.

5B 3 : 1£ Aurora DSQL #H#{T& 6l SQL ip T

#17 SQL BRI HRAEZER Aurora DSQL HF&E. THESFIRANEFEE R A department-insert-
multirow.sqlfl HWERERinvoice.csv , B LI GitHub EBY aws-samples/aurora-dsql-
samples fEFE TR,

£ Aurora DSQL ##1T&i4 SQL &5 F

1.

BYEA NEBERexample,

CREATE SCHEMA example;

BYERAEBHESN UUID BMAEREIBHNETERRK.

CREATE TABLE example.invoice(
id UUID PRIMARY KEY DEFAULT gen_random_uuid(),
created timestamp,
purchaser int,
amount float);

BN ERAZERENRINAERS,

CREATE INDEX ASYNC invoice_created_idx on example.invoice(created);
BAUHMER K.

CREATE TABLE example.department(id INT PRIMARY KEY UNIQUE, name text, email text);

#1T SQL @ 12


https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot.html
https://repost.aws/knowledge-center/troubleshoot-iam-policy-issues
https://repost.aws/knowledge-center/troubleshoot-iam-policy-issues
https://github.com/aws-samples/aurora-dsql-samples/tree/main/quickstart_data
https://github.com/aws-samples/aurora-dsql-samples/tree/main/quickstart_data
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ERAEER

5. A it psql \includeF|ALZR GitHub £# aws-samples/aurora-dsqgl-samples fEEE T
Hidepartment-insert-multirow.sqlf& A WIER. # my-path BUX BAREE K 2%

4
I:I:O

\include my-path/department-insert-multirow.sql

6. A @ Spsql \copyH ALK GitHub £ aws-samples/aurora-dsql-samples fEfFET

Hinvoice.csviliE A WER. # my-path IR AREER KR,

\copy example.invoice(created, purchaser, amount) from my-path/invoice.csv csv

7. EREIMEGEBEEEERF,

SELECT name,

sum(amount) AS sum_amount
FROM example.department LEFT JOIN example.invoice ON

department.id=invoice.purchaser
GROUP BY name
HAVING sum(amount) > 0
ORDER BY sum_amount DESC;

T %I &35 % 4 B8 R Department Three HIBEHERZ,

Example
Example
Example
Example
Example
Example
Example
Example
(8 rows)

\

Department
Department
Department
Department
Department
Department
Department
Department

sum_amount

I

o e e e e -
Three | 54061.67752854594
Seven | 53869.65965365204
Eight | 52199.73742066634
One | 52034.078869900826
Six | 50886.15556256385
Two | 50589.98422247931
Five | 49549.852635496005
Four | 49266.15578027619

R4 BIUZSEEES

ELRVZESRER , BUUEETIES :

BUZEH#ES


https://github.com/aws-samples/aurora-dsql-samples/tree/main/quickstart_data
https://github.com/aws-samples/aurora-dsql-samples/tree/main/quickstart_data
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T v 2 35

EREHEEFERUE_FEENED. SRLESFREVE_FEEE  YHHERENRESEY
%, Aurora DSQL E#1MMBE LNAAERABRIERESE, SUUEAMNEE LEDRANE
A o

REES
EISFRESAZEAEZENEER, T8 , REERGFESREAFRERM , TS REEHN

BENEFE. NEXZ AFNEREREREERIZERE T, WARAMRER , YEEHELME
AR ERZ HHE,

TP REBITENNRER, ETERBTREYE_FEEE K ARESWMEREUARLZEHE
£, CETETBERARAERARRE mEE w8 —HEE.

BuZEAEE

1. & A AWS Management Console , 3¢7E BARX Aurora DSQL F 12 & https:/
console.aws.amazon.com/dsql.

2. HEEEBEERT , REESK,
3. BRERUEE K RRBEZEH.
4. (ER) EEEREYF , RENNHRBEEMTIME—HE

- EEEFTNZERE (HERE ) LUBRZFZIEI AWS KMS keyo
o« BEEAMIBRIREE , U IEMIBRRIERBRENEE. BRIBER , SIZIMBRRE.
5. EZEERED , BENVKREERETHRSE

- EREREY , BERE, B , ZESEETHNREERSREXEXBEES.

- (B ) EERESEEARN F , BAS—EARSTFREAEREN ARN. RRIBEETUAS
ZEHBETNE _EARE K FERLDNBEERTHHRE.

6. (ER) BEUNABRENER.

7. EERVESUBUENVKRES. MREEL—BASEPREAARN , IREERTEERTE
TEEH,

8. HEEREZFGTEAT  EETRZEIARERTE. LBFERBES —BRSPEYE _@EE
%,

9. RENF_EERRETIHDP—EEE

BUZEREESE 14


https://console.aws.amazon.com/dsql
https://console.aws.amazon.com/dsql
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- FRERESESE ARN-NRBEFE  BLFECHAAZEIEETNE_EEE A FEE

LEEIE,
c EE—EERSPEVEE - ERNRERUERVE_FERE. AEREST  BEEE_EEEN
B,

10. i##Byour-second-regionZMN#5% , HFyour-second-regionRE_EHENNE, &
AEELNE—EES PR,

1. (BR) BESE-EEENEERE, HW , BITLLUEE AWS KMS key.
12. BEREBUBSKUEVE_@BESE.

13. & initial-cluster-region FEE¥E  HH initial-cluster-region RFEEEREY
S —ERENEE,
14. HIRETE , BERZ., KTREETXAZEFEENEL,

—|

EREENE @RS

1. BARX Aurora DSQL 24 |, IEFEE —ERENESE.

B4 Clusters (B5),

ENZEEEETE—BRENERT,

FEEEF |, BETE CloudShell H B,

BENEEE S DER.

EERE CloudShell,

BEHIT,

KBPNSRBEIEHPIEBIEIRTSE 3 - £ Aurora DSQL F#1TE 6] SQL 55,

© N o o &~ W DN

R 5 i fl

Example

CREATE SCHEMA example;

CREATE TABLE example.invoice(id UUID PRIMARY KEY DEFAULT gen_random_uuid(), created
timestamp, purchaser int, amount float);

CREATE INDEX ASYNC invoice_created_idx on example.invoice(created);

CREATE TABLE example.department(id INT PRIMARY KEY UNIQUE, name text, email text);

9. M psqlcopyM includefp TEALHER ., WEFMEN , FSEL R 3 . £ Aurora DSQL
R TES SQL T

BUZEH#ES 15
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ERAEER

\copy example.invoice(created, purchaser, amount) from samples/invoice.csv csv
\include samples/department-insert-multirow.sql

N

=N

EFEEMREEN BEEEAE _—ERETHNER

£ Aurora DSQL X2 &9 |, ERVHBEENESR.
i#4Z Clusters (E5),
ENZEREEREFE_BREENERT,

EBEF , BIFHE CloudShell B,

i#1ZF Connect as admin,

EERE CloudShell,

BEHIT,

ERSEAE —HEEENEHR.

© N o o bk 0 Ddhd =

Example

SELECT name, sum(amount) AS sum_amount

FROM example.department

LEFT JOIN example.invoice ON department.id=invoice.purchaser
GROUP BY name

HAVING sum(amount) > 0

ORDER BY sum_amount DESC;

BUZEH#ES



Amazon Aurora DSQL EREER

Aurora DSQL B & 7 BB MR E
Aurora DSQL £ IAM AEMBERETEERE, ETLUE IAM &8 PostgreSQL EREF/EREN

B, LETERERE, WA EEEST IAM WEZE PostgreSQL # PR, Aurora DSQL ff FHiELE T
REALNES., ERENERER2ENRENEZIRBEE.

FR IAM EBZNEE

HREEENES  FEA IAM ETE DRFNRE

IAM & 55 B 7%

EEEEE Aurora DSQL FERER IAM 542, BAAEER IAM, EaJLAER AWS
Management Console, AWS CLIZ AWS SDK 121t & 2 B 5.

IAM 2

EEEIE Aurora DSQL #5 |, 558 M Aurora DSQL HY IAM BHER FRE, flln , EEEVHE
ERELN IAM B2 EH IAM B1E B985 aldsql :CreateCluster , IR 5 & HI R BVEFT Ro

{
"Effect": "Allow",

"Action": "dsql:CreateCluster",
"Resource": "arn:aws:dsql:us-east-1:123456789012:cluster/my-cluster"

}

MEFHEE

illil

, ESHEM IAM BURBERERER.

A IAMERELNEE
EEEGRETEE  BEAIAMETEBRBENTE
IAM B 73 Ba 3%

FREEEREIEBFECREN IAM BLELEBREEIREFR. NEFHMEE
Amazon Aurora DSQL FE4E & 2 B EF /.

IAM 2

g{_l_lll
3
¢
b
Bt

& T 5 IAM BURBIMER FERARE L B R IRRIERN IAM H5

BEBNEE 17


https://www.postgresql.org/docs/current/user-manag.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/intro-iam-features.html
https://www.postgresql.org/docs/current/user-manag.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
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+ dsql:DbConnectAdmin MREFHNE adminBE |, 55EH . Aurora DSQL &€ A& % 3 M
EEAG, THEH IAM BEREI{EAST admin B E my-cluster,

{
"Effect": "Allow",

"Action": "dsql:DbConnectAdmin",
"Resource": "arn:aws:dsql:us-east-1:123456789012:cluster/my-cluster"

}

« dsql:DbConnect MREFEANZ BT EREAR  FEA . EUUEERERMFER SQL
TRELNEBLAGE, THEHL IAM BEEEAFBITERNEACEEE ny-cluster RiE

_/J\ H:Tt]'o

{
"Effect": "Allow",

"Action": "dsql:DbConnect",
"Resource": "arn:aws:dsql:us-east-1:123456789012:cluster/my-cluster"

}

BUERE  CNAGEEGERS —/NEREREE.

£ PostgreSQL ERIEAEHN IAM AEHEERERH

PostgreSQL £ AN SREEEREFIT. REAGHNRELIRN , IUKABRAERER
RESERNEFRAERME. ZLER SQL S PostgreSQL A, EEEEERERREE ,
iM% PostgreSQL FF A& ¥ PostgreSQL EREAE,

Aurora DSQL XEMEBEEANERERL® : adninBBHMEBITA®. Aurora DSQL €7 Aurora
DSQL #EFHBALBRIFE A ERadninfN AR, BELEHadninBE, BRI B EREER
ERfadmin , BRI LA H SQL REUFTNERERBRAEG , UEEN IAM AEVEEK, EEZ IAM
ARERELNENE A6 FRENEITENEAREZH IAM AEE BB,

BoEE

FH adminABERIENEE, EZERER , BHEA THAWS IAM GRANTH BEEIEREASE®
HEREEREEEN IAM BBV BB |, Ty EHIFTR.

AWS IAM GRANT custom-db-role TO 'arn:aws:iam::account-id:role/iam-role-name"';

MEFHMET  F2E REENEADERELNESR,

PostgreSQL 1 IAM & 18
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R

A adninBEERIENELE, BT SAL W RBZELHITENEACER FHT. EEE—F
TR, 5520 PostgreSQL X4 H# PostgreSQL &l E A & F PostgreSQL #FR PostgreSQL.
PostgreSQL

& B Aurora DSQL /A IAM BUEREIE

BERAN IAM BERBFEBURRNEARERERENAE | adninHBETEREAR, HBERBEURR
LB ErrERN IAM Bi1E.

£/ IAM BERBMEERER S

ELERAERENESE BRIEEFadnin , FEAER REN IAM 55 RH$1T T3 IAM BB
(=

"dsqgl:DbConnectAdmin"

EREAEIT SN EACERTEER B IAM ACEEREACE VN, FAREEREEE
1AM B9 X BEBHITTY IAM BEREMEMRE,

"dsqgl:DbConnect"
EEE-—STHBITERESAR  F2H £AEREASH IAM 55 58E.
A IAM BEREMEREEEE

B Aurora DSQL # 5K |, FEALNACGEENTHNEEREEBEREE, §ln, MREENARRSE
EMBEEES , B ARG AE GetClusterM ListClustersEFal |, I T HIEEHIE K
R

JSON

{
"Version" : "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [

F&H Aurora DSQL £/ IAM BB E 19


https://www.postgresql.org/docs/current/user-manag.html
https://www.postgresql.org/docs/current/ddl-priv.html

Amazon Aurora DSQL EREER

"dsql:GetClustex",
"dsql:ListClustexs"
1,
"Resource": "arn:aws:dsql:us-east-1:123456789012:clustex/my-cluster"
}
]
}

THEHBRBENANRERRENFETA IAM BEREIE.

JSON

{
"Version" : "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"dsql:CreateCluster",
"dsql:GetClustex",
"dsql:UpdateCluster",
"dsql:DeleteClustexr",
"dsql:ListClusters",
"dsql:TagResource",
"dsql:ListTagsForResource",
"dsql:UntagResouxce"

1,

"Resource" : "*"

£/ 1AM 1 PostgreSQL 1% #E

IEF AR IAM AR ERENEBRAGNTE :
BREEERENEEESRE

EEHEER adninAGEREEENTE | FHE IAM 52% HWFR
#dsqgl:DbConnectAdmin, #R#E IAM BUERZ I & 7 20 B BUR,

fE /A IAM # PostgreSQL i sH#EiE 20
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1 IAM B 5 BERERRER | Aurora DSQL 2EEX IAM B0 EMTERER, FMERA IAM
BEOoMERTER  RERBBHURFRERERE, NIFTERSFERBNFHEENR  F2REE
MRS

BEEFTACREBULERERE

EEHBEY UNERESCHNFE#adnin , B IAM 5 9% BWEFEEUEdsql :DbConnect. #®
B IAM BURS it 5 2 5 BBUK,

BHETUUEAEREFRN s , BRENEAGE IAM 2B EBAWS IAM REVOKE, BEEiE—
S THMUNMARERNEACRKBEFEIE K BF2E &£ IAM SCHEERERE,

BELIEEBAERAAnNinENEACGHHT, EETHUMNESEBTERELAGNY , #2828
PostgreSQL ##FE. £ Aurora DSQL IERBRRZ 2% , EIENEXRSET —EBRE LENK.

1£ Amazon Aurora DSQL HEAX B EaEBEFT

EEM4H SQL AFWmESHZE Amazon Aurora DSQL , BEE S BBEZFTURERE, LFFERAR
BRFEER, BUERE  AFESRIBFBE  ERNDAER.

MREHER AWS TRABV S RBFN , FAARSE—PMRREBIBH, MREEH AWS CLI
o SDKsREV R , AIFRRES 15 P, FEKELIRA 604,800 , 2 —B, HERAF
iR BIXIEHRE Aurora DSQL , BRI EH RBHARKEAERN G T BREFR , BUNEEHRNFR.

HERRERAELERM , 551 Aurora DSQL FEY IAM BUERME S, RBEH AWS 24 AWS
CLl. =% AWS SDKsRE4+FH#f.

')

REAREFNENEACMEREA IAM ERELNEE , BELLAHES PIHMN IAM FF 1,

&

- {8 AWS E#E 57 Aurora DSQL FEX G P BREFH

- {5/ 7£ Aurora DSQL H AWS CloudShell B4 &5 BEFH
« fF AWS CLI £ Aurora DSQL HFEX B0 BRBEFZRT

« {5/ SDKs £ Aurora DSQL FE4ER

5 AWS #4577 AuroraDSQL HELX B BEBE 4

Aurora DSQL €A FRMERTBREBEEAE. LA TREEEFH,

EEXSORBFTH 21


https://docs.aws.amazon.com/aurora-dsql/latest/userguide/CHAP_quotas.html
https://docs.aws.amazon.com/aurora-dsql/latest/userguide/CHAP_quotas.html
https://www.postgresql.org/docs/current/ddl-priv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/aurora-dsql/latest/userguide/getting-started.html#getting-started-quickstart
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ERAEER

ELESTRETHN

1. & A AWS Management Console , 37 BRI Aurora DSQL F 12 &https:/
console.aws.amazon.com/dsql.

2. BELEAHELSIRIVFINCEENES D, NREHKREUESE FERE LR 1: B

Aurora DSQL E—EEZEEH PNTRIR 4 EUZEEEL.
3. EEER , AR EEEUSHER
4, BELEL adninmk P EEBITEREAS,
5, BRELNSIBRBEFNASEAR EAH SQL AFwfFE Aurora DSQL,

\

¥

EEE—F TH Aurora DSQL FVBEETEREAEH IAM |, E20 SoRFBHZTE,

£/ 7£ Aurora DSQL # AWS CloudShell E4X B9 EFH

EEH EEXEESSBEFH 28 AWS CloudShell , S X417 T HIENE :

« 33 Aurora DSQL #£&,

« AT Amazon S3 B{ERIFFATget-object , LATRIEM AWS tRF SAEREY REE M. anFEEFAA

BE , 528 Amazon S3 FHEEE.

5f EEX 50 EEFH AWS CloudShell

1. & A AWS Management Console , It 7E BB Aurora DSQL E32 & https://
console.aws.amazon.com/dsql.

2. ®EAWS EEZAMNETH , EEFE AWS CloudShell,
3. MEREZEHERM WHEHMMA K AWS CLIZE AWS CLl.

sudo ./aws/install --update

4. HITHHPERELadninBEHNEDPRBER. & us-east-1 RBERWES , WiE
your_cluster_endpoint B BEHEENIKE,

(® Note
MREKRE &E#Fadmin , FEgenerate-db-connect-auth-tokentH o

AWS CloudShell

22


https://console.aws.amazon.com/dsql
https://console.aws.amazon.com/dsql
https://docs.aws.amazon.com/aurora-dsql/latest/userguide/authentication-authorization.html#authentication-authorization-iam-role-connect
https://docs.aws.amazon.com/aurora-dsql/latest/userguide/getting-started.html#getting-started-quickstart
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-walkthroughs-managing-access-example4.html
https://console.aws.amazon.com/dsql
https://console.aws.amazon.com/dsql
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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aws dsgl generate-db-connect-admin-auth-token \
--expires-in 3600 \
--region us-east-1 \
--hostname your_cluster_endpoint

MREBIEE , F2REHELE IAM MM ER IAM R FEEE A ERENRFER
TTEREHE 2 .

5. ERLUT@ERER psql MEIEBEANER,

PGSSLMODE=require \

psql --dbname postgres \
--username admin \
--host cluster_endpoint

6. LEFZSEFIRTURHER, EREELENTH , YRRTTEEMEANEREFT T, &
TR T AR <P psql,

Password for user admin:

7. & Enter. BEZEEE PostgreSQL 7o
postgres=>

MRAKEFEEIESERR , BEEEN IAM 59 858 dsql :DbConnectAdmingF o], HNREHE
B AL EENSEFIUERER | B2 Eﬂ;ﬁ;ﬁ?#ﬁ?r IAM Faa 5 1AM BURE EEUEIE SR AR
ENRESRETHREDE 2.

EEE—L TH Aurora DSQL FVBERTEREARH IAM |, E2E SoRFHZTE,

58 AWS CLI £ Aurora DSQL AEX B BEFH

ERNEER BACTIVE , BLER aws dsql@®HfE CLI LEE RS BBEFTH. FATIHE—K
i

« MRMBEE adminBBELR , MM generate-db-connect-admin-auth-tokeni#HE,

- MRFBEHEFITEREARELR , 55FH generate-db-connect-auth-tokeni#HE,

AWS CLI 23


https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot.html
https://repost.aws/knowledge-center/troubleshoot-iam-policy-issues
https://repost.aws/knowledge-center/troubleshoot-iam-policy-issues
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot.html
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THEEHERATIEMERELEadninE BH & 2 BEFF.

« your_cluster_endpoint - BENIHE, TEFEER
your_cluster_identifier.dsql.region.on.aws , dN&3f| Fr
~0labc2ldefg3hijklmnopqurstu.dsql.us-east-1.on.aws,

« region-AWS B , i us-east-2% us-east-1,

T SEHIRERERIE 3600 ¥ (1 /NEF ) RIBEIRVIBHARFRE,

Linux and macOS

aws dsql generate-db-connect-admin-auth-token \
--region region \
--expires-in 3600 \
--hostname your_cluster_endpoint

Windows

aws dsql generate-db-connect-admin-auth-token #
--region=region "
--expires-in=3600 *
--hostname=your_cluster_endpoint

{5 H SDKs 7£ Aurora DSQL RELER

BT LAEEEEN ACTIVE REBEESPBRBFH. SDKEFIFERUTEBMERELadninBENE
PEEEA

« your_cluster_endpoint ( % yourClusterEndpoint)— Aurora DSQL # £ /%
2, ®BERXA your_cluster_identifier.dsql.region.on.aws , JN&if Fr
R~0labc2ldefg3hijklmnopqurstu.dsql.us-east-1.on.aws,

« region ( 3 RegionEndpoint)—AWS [EiF BEFTEMN , HlW us-east-2% us-east-1,
Python SDK
B LEB T A XNELEFRR

« MREBEHE adminAEEL , F5FEH generate_db_connect_admin_auth_token,

Aurora DSQL SDKs 24
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- MREEHEBITERERARER , BF A generate_connect_auth_token,

def generate_token(your_cluster_endpoint, region):
client = boto3.client("dsql", region_name=region)
# use ‘generate_db_connect_auth_token’ instead if you are not connecting as

admin.

token = client.generate_db_connect_admin_auth_token(your_cluster_endpoint,
region)

print(token)

return token

C++ SDK
B LGER T A RNEEFH

 MRFBEHE adminBEIELR , 55FH GenerateDBConnectAdminAuthToken,
- MREBEHEBITEREAGER , 5£H GenerateDBConnectAuthToken,

Aurora DSQL SDKs 25
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#include <aws/core/Aws.h>
#include <aws/dsql/DSQLClient.h>
#include <iostream>

using namespace Aws;
using namespace Aws::DSQL;

std::string generateToken(String yourClusterEndpoint, String region) {
Aws: :SDKOptions options;
Aws: :InitAPI(options);
DSQLClientConfiguration clientConfig;
clientConfig.region = region;
DSQLClient client{clientConfig};
std::string token = "";

// If you are not using the admin role to connect, use
GenerateDBConnectAuthToken instead
const auto presignedString =
client.GenerateDBConnectAdminAuthToken(yourClusterEndpoint, region);
if (presignedString.IsSuccess()) {
token = presignedString.GetResult();
} else {
std::cerr << "Token generation failed." << std::endl;

std::cout << token << std::endl;

Aws: :ShutdownAPI(options);
return token;

JavaScript SDK
BOLEB T L XNEEFR

« MRMBEHE adminBBER , FEA getDbConnectAdminAuthToken,
- MREBEHEBITERNEARER , 55FH getDbConnectAuthToken,

Aurora DSQL SDKs 26
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import { DsqlSigner } from "eaws-sdk/dsql-signer";
async function generateToken(yourClusterEndpoint, region) {
const signer = new DsqlSigner({
hostname: yourClusterEndpoint,
region,
1)
try {
// Use “getDbConnectAuthToken® if you are _not_ logging in as the “admin’ user

const token = await signer.getDbConnectAdminAuthToken();
console.log(token);
return token;
} catch (error) {
console.error("Failed to generate token: ", error);
throw error;

Java SDK
BRI LLEB T AREEFR -

- MREEHE adminABER , F5E A generateDbConnectAdminAuthToken,
- MRFBEHEBITENERA®ER , BFEH generateDbConnectAuthToken,

Aurora DSQL SDKs
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import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
import software.amazon.awssdk.services.dsql.DsqlUtilities;
import software.amazon.awssdk.regions.Region;

public class GenerateAuthToken {
public static String generateToken(String yourClusterEndpoint, Region region) {
DsqlUtilities utilities = DsqlUtilities.buildex()
.region(region)
.credentialsProvider(DefaultCredentialsProvider.create())
.build();

// Use “generateDbConnectAuthToken® if you are _not_ logging in as “admin’

user
String token = utilities.generateDbConnectAdminAuthToken(builder -> {
builder.hostname(yourClusterEndpoint)
.region(region);
1);
System.out.println(token);
return token;
}
}
Rust SDK

BALIZEB T A AEEFH

« MREBEE adminARELR , 3 8FH db_connect_admin_auth_token,
- MREEBHBITERESCER , 38% A db_connect_auth_token,

Aurora DSQL SDKs 28
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use aws_config::{BehaviorVersion, Region};
use aws_sdk_dsql::auth_token::{AuthTokenGenerator, Config};

async fn generate_token(your_cluster_endpoint: String, region: String) -> String {
let sdk_config = aws_config::load_defaults(BehaviorVersion::latest()).await;
let signer = AuthTokenGenerator: :new(
Config::buildex()
.hostname(&your_cluster_endpoint)
.region(Region::new(region))
.build()
.unwrap(),

);

// Use “db_connect_auth_token® if you are _not_ logging in as “admin’ user
let token = signer.db_connect_admin_auth_token(&sdk_config).await.unwrap();

println!("{}", token);
token.to_string()

Ruby SDK
BAIEB T AAELEFH -

- MREBEHE adminBEEL , 6 generate_db_connect_admin_auth_token,
- MREEHEBITENEAEER , BFEH generate_db_connect_auth_token,

require 'aws-sdk-dsql'

def generate_token(your_cluster_endpoint, region)
credentials = Aws::SharedCredentials.new()

begin
token_generator = Aws::DSQL::AuthTokenGenerator.new({
:credentials => credentials

1

# if you're not using admin role, use generate_db_connect_auth_token instead
token = token_generator.generate_db_connect_admin_auth_token({

:endpoint => your_cluster_endpoint,

:region => region
1

rescue => error

Aurora DSQL SDKs
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puts error.full_message
end
end

NET

(@ Note

HEHARK NETHWES SDK TEBEAE API | | ATE4 Aurora DSQL B & 75 B3 F /.
Rz , B4 EFER DSQLAuthTokenGenerator , ER A RAERNER., THREXBEHIT
EMAELE NET B BEFS.

BRLLEB T A AELETFHR

« MRBEE adminAEELRR , 55 DbConnectAdmin,
- MRFREHEBITEREREER , 5568 DbConnect,

T %% A DSQLAuthTokenGenerator 2 AR , AEE adninBENFEAEELES D
BT, #§ insert-dsqgl-cluster-endpoint BUX B BRI E iR,

using Amazon;

using Amazon.DSQL.Util;

using Amazon.Runtime;

var yourClusterEndpoint = "insert-dsql-cluster-endpoint";

AWSCredentials credentials = FallbackCredentialsFactory.GetCredentials();

var token = DSQLAuthTokenGenerator.GenerateDbConnectAdminAuthToken(credentials,
RegionEndpoint.USEastl, yourClusterEndpoint);

Console.WritelLine(token);
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Golang
(@ Note
Golang SDK TRMUELA A XBFNNAREL £, BLEFHEBCEZENGER , T3
BEAREHIFTR.

ETHRENFEHIF , actioniBIR PostgreSQL FEAEIEE

« MREBEE adminAEELR , 53F A DbConnectAdminEE,
- MRFBEHBITERNEAEELR , 556H DbConnect&E,

BR T yourClusterEndpoint M##z 5\ , THIEHIFER #4, RIF PostgreSQL EAEEEA4,
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func GenerateDbConnectAdminAuthToken(yourClusterEndpoint string, region
string, action string) (string, error) {
// Fetch credentials

sess, err := session.NewSession()
if err !'= nil {
return "", err
}
creds, err := sess.Config.Credentials.Get()
if err !'= nil {
return "", errx
}
staticCredentials := credentials.NewStaticCredentials(

creds.AccessKeyID,
creds.SecretAccessKey,
creds.SessionToken,

)

// The scheme is arbitrary and is only needed because validation of the URL
requires one.

endpoint := "https://" + yourClusterEndpoint
req, err := http.NewRequest("GET", endpoint, nil)
if err !'= nil {
return "", err
}

values := req.URL.Query()
values.Set("Action", action)
req.URL.RawQuery = values.Encode()

signer := v4.Signer{
Credentials: staticCredentials,
}
_, err = signer.Presign(req, nil, "dsql", region, 15*time.Minute, time.Now())
if err !'= nil {
return "", errx
}

url := req.URL.String()[len("https://"):]

return url, nil
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FERAEREAEMN IAM B 98RFE

Aurora DSQL X EfH IAM A6 IAM EFREETE PEBRE. BUERET—ESEREBRMIFE
Aurora DSQL &#l &,

IAM B &

IAM B2 FH G2 AWS IRFE , EARBERT , EXREREARELBH. £/ IAM AETRHAR
RREBAER. SALEBSESATREE IAM A

- FEIBE FHIMAE AWS Management Console
. BEIBFIY AWS CLI 5 AWS API & 1E
- £EAB5T URL

BEAGZR  BUNEAACHTREAERREFE Aurora DSQL. MEERAGHENFAE
A, F2H (AM EHAEERE) 78 IAM 55,

IAM EH &

IAM EF&ER PSS AWS IRF |, ERRENT , YHEE-ASHERAEXEER. IAM EHER
BERBBEAER , Hla AREFE Aurora DSQL RN ISR,

(® Note
EEMFH IAM B BREHIT SQL 5, BULAELAT &SR ER IAM &€ ARNs = IAM
A#& ARNSs,

RESPEAQEREENEE
By IAMAG , XERA IAM BERBER FERKRE | dsql:DbConnect,

IAM BERtt A BRFENEEERNTT. FRAERFT (*) NER/EEEH IAM F4ES iR
Amazon Aurora DSQL FHIE R,

REENEACEESNERERER SQL
EREEREE BEN AV BERERERE,
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1. {£M SQL 2AREELEZE Aurora DSQL F5£,

/A adnin EREAGEE IAM 5% , %59 BB REE IAM B)fEdsql : DbConnectAdminiE
REBNEBE,

2. BUFMNEREAR 6 FHSEE WITH LOGINEIHE,

CREATE ROLE example WITH LOGIN;

3. BEREAGEIAM A ARN 237,

AWS IAM GRANT example TO 'arn:aws:iam::012345678912:role/example’;
4. BERNEERFIRTERNEASR
THEHIER GRANTI R EER EFRERE,

GRANT USAGE ON SCHEMA myschema TO example;
GRANT SELECT, INSERT, UPDATE ON ALL TABLES IN SCHEMA myschema TO example;

MBFHMEF , S B PostgreSQL GRANT X #HH) PostgreSQL M PostgreSQL PostgreSQL R,
% IAM BEREERERE

EERBEEREZE  B5FEMH AWS IAM REVOKE#RE,

AWS IAM REVOKE example FROM 'arn:aws:iam::012345678912:role/example’;

BRE—STHRHERE B2 £A IAM M PostgreSQL HEERE,

o6 34
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Aurora DSQL # PostgreSQL

Aurora DSQL = PostgreSQL HEN 2 BB ERE , EAXRZ TEE&EMELFT. Aurora DSQL
E A0 PostgreSQL 7ttt , Hlanglaras. REIR. KEEMERRR,

Aurora DSQL &EHHERFTE X EM PostgreSQL BB EIREHERNTA , YEEMHRNERZER, 4
un , Aurora DSQL 12t ERER,. EIHEE , IR PostgreSQL RN EHERBHEE ML, €558k
FEfm=E.

Aurora DSQL th 5| EHEPEINRE , AIMBLBATERHN I BN EREREER, BBELINGE , B LUE
FIZZEW PostgreSQL T & |, ARZHNEN, BEwFEE. 2HXERARARMENREMNTREL.

PostgreSQL 1AM E B

Aurora DSQL B B2 PostgreSQL % 16 R BEM#R, £REZIMHEBRETHIEE

PRI B E
Aurora DSQL fEFAR%E PostgreSQL v3 #REBBAWE. & AJZE BEIRAEE PostgreSQL A Fim, BEED
BEXMIERS, 0, Aurora DSQL & psql. pgjdbcHl #HZApsycopgs

SQL HEM

Aurora DSQL XEX S ITEEHTE AN ZEEZE PostgreSQL RIEXMNEHE ., XEMW SQL XRiE
NEELEE PostgreSQL HHREIMWER , BIETHEE

- BRI null

- BEFIEFITR

- BERENRENBRE
- FREBENERM

WEFMEER |, 552 B Aurora DSQL FH SQL ThaEHEA M,

REEE

Aurora DSQL 1R & PostgreSQL FEE 4% , B0 ACID R Z MAEER PostgreSQL 7] E4E AN
WIBBEE R . MEFMER , F2EAurora DSQL FEYIEITIEH,
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FAREABEE

Aurora DSQL By B AT S EEBEER PostgreSQL (W — L ERER, EEER R Aurora
DSQL BRI , TIREFZREENTERELHES, TEZERIFETHEE .

EI1TIRF (OCC)

Aurora DSQL ERAKBITIRHEE, SEEHER EZTUMUERZRILHE, HREE LRSS
WIEBTITHIT. ELINEEMS Aurora DSQL R FEARRE —HHMENEAER SR EEE,
WEEZEH| , FFSE Aurora DSQL FHILFTIRH,

JEEE DDL #84E

Aurora DSQL €L ERIL HXN#1T DDL R , ERBELISFHEAFTEENERMNEA, &
DX LB T = Aurora DSQL 4T T HIENE -

 # DDL RIEEREREBRHT , BPEREERE.

- HABKEREESE BN IBRAREMBE, ERFRMEHHNEFTRYE , AEERESR
WATREH B 2L,

- FRARBEENRERE K ZZETHESPUTE BN, BREMN LT XRE,

MBFHMEF , 552 Aurora DSQL Y DDL MO BARZ S .

Aurora DSQL HHY SQL ZheetHE 4

Aurora DSQL # PostgreSQL €& EFFE SQL EHMWHEBFER. = , Aurora DSQL 28 F
ORDER BY-fAH) PostgreSQL T, £ T5/&&H , T# Aurora DSQL ¥ PostgreSQL ERHEE A
SQL i FHXIE,

x5
« Aurora DSQL X ERE R
« XM SQL for Aurora DSQL

 Aurora DSQL FXX#EM SQL s T F5&
 Aurora DSQL RA X ER PostgreSQL IhEE

Aurora DSQL A EMERIF|R

Aurora DSQL X #E— 5 & B PostgreSQL FH,
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ERAEER

ES]

. BERRER
. FRERER

¢ E gﬁ%ﬂ H%Faﬁﬁ*ﬂﬁﬂ

- HitvEREE

- ERHTEEEREE

HEERER

Aurora DSQL X #E T % PostgreSQL E{EERFHA,

=L

smallint

integer

bigint

real

double

precision

numeric [

(p. s)1

Aliases
int2

int,
int4

int8

floats

float8

decimal
[

(p. s)
)|

dec [
(p,s)]

EEMBERE
-32768 F +32767

-2147483648 % +21474836
47

-9223372036854775808 =
+9223372036854775807

6 NELBHEE
15 MR IETEE

ALEEGEREENREIRIE,
FEHEE LRA 38, Lbfl LBR
%37, FERMES numeric
(18,6),

mERAN
2 {u#

4 {7 TiE

8 fu il

4 {1 Tl

8 v Tl

8 fEfzi + &
BREEMLRH 2
BTl R
LERA 27 fEfx
Tl

Re|xE
=

=
=

i

o

fim

7|

1 — MR EBIE#IT CREATE TABLES BFREAFEIEE K/MALTER TABLE ADD COLUMN , Aurora DSQL
SRFIITIERE, EEHIT INSERTE UPDATERRIRR B , Aurora DSQL SERARHI,

XENERER
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FREREE

Aurora DSQL X# T3 PostgreSQL F & RIEH,

= Aliases iR Aurora DSQL fEfFE A/ Fo|XE
PR %1
character char [ BEEREMNERTF 4096 futid' BZ 4100 =2
[ (n)] (n) ] =3 NNTHENEE
character varchar A8 REFLF&H 65535 Tt &% 65539 3
varying [ [ (n) 8’ @z T HE By &
(n)] ] |
bpchar [ MREREER 4096 frtiE' HBZ 41001 R
(n)] E 6 EX N5 TR EE
%Charo ﬁﬂ%%ﬁf
BgRE  ER N5
Zvarchar , He
BmZEREREL
TEE,
text TEEEFTESE 1 MB' 5%Z1MB# =2

1 — MR IBFEHIT CREATE TABLESR BFREA#EISE RK/NALTER TABLE ADD COLUMN , Al Aurora
DSQL &l #TERE. E&#1T INSERTZ UPDATERRIR L EF , Aurora DSQL B E AR #l.
HEIMEEEREE

Aurora DSQL X T %l PostgreSQL B EiF1 85 & K FH,
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ERAEER

4 Aliase iR Enlis Resolution #E 5l
BRX B
/J\
date HEBHA 4713 BC — 5874897 1K 4 =
(., A. AD JohE
H)
time [ time: —KAME 0-1 1 E8 8fu B
] [ B, REE JohE
without &2
time zone
)|
time [ time: —XKHHEE 00 : 00 : 00+1559 — 1 2R 12 B
(p) ] with B, 28 24 :00:00-1559 &z
time zone & JohE
timestamp REEERN 4713BC-294276 AD 1 E® 81y =
[ (p)] B HA 7 B JohE
[ without
time zone
)|
timestamp time: HHARIEF 4713 BC -294276 AD 1 E#® 8L R
[ (p)] tz B, SER JohE
with time 2
zone
interval [ RS -178000000 £ - 1 EZ8 16 B
fields] [ 178000000 & Bl
(p)] JoHe
HibERER

Aurora DSQL X E T 5 H fth PostgreSQL ERIEE,
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=gy Aliases iR Aurora DSQL fR&FE XD Ro|ZE
PR %
boolean bool i B ME 1z tHE =
(true/false)
bytea R E R 1 MiB’ BYIRAE1 &
( TzsTiARE MiB
5l
UUID 21— B 16 Bz T4 -3
Vs

1 — MNRIBTEHIT CREATE TABLEEE R RBAMEFSE X/MALTER TABLE ADD COLUMN , Bl Aurora
DSQL & FHIEITERE. ELHIT INSERTE UPDATERRR R B , Aurora DSQL €& RH.

EHHTRHEERNEE

EHHTREENFEEREEHITREFANATERN R, EERAELEEBERPERN
PostgreSQL A EH FTRinteger , I varcharf ., k2 , ELEAE R Aurora DSQL HFREE
HEFEANRTEERTE

EREERATHEAXETIIERER
Bl idl

Aurora DSQL X EXENERIERIES|, Bl , BN EEHES, LT
Bstring_to_arrayn B AERBER DR (,) B PostgreSQL &% , a1 T 5|E IR
EEHAANTHE , BULERER., HBGHITREEPERARES],

SELECT string_to_array('1,2', ',');

HEEELEUUTHEE

string_to_array
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inet |H

EREAENRRK IPv4, IPve it R H 7K, WEREEINTAF. 6E 1P FBEIEEAPHE
TRETERIEEER. NEFHEN , 528 PostgreSQL XHHHY inet,

R SQL for Aurora DSQL

Aurora DSQL X & & E#& PostgreSQL SQL TEE, & FHIZEH , LA LA T fif — Mk PostgreSQL &
EXLE. WEFEITFHSR,

SELECT 75

Aurora DSQL % SELECT# S T 5 F4,

FETH XENTH

FROM

GROUP BY ALL, DISTINCT
ORDER BY ASC, DESC, NULLS
LIMIT

DISTINCT

HAVING

USING

WITH (ERERRRKIEN)

INNER JOIN ON

OUTER JOIN LEFT, RIGHT, FULL, ON
CROSS JOIN ON

UNION ALL

INTERSECT ALL

S SQL ThEE 41
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IETH X RN TH

EXCEPT ALL

OVER RANK (), PARTITION BY
FOR UPDATE

ERERFES (DDL)

Aurora DSQL & #& T %l PostgreSQL DDL @

Command TEFAH XENTFA

CREATE TABLE 1% CREATE TABLEM T XEZEMMEEE
 , 5528 CREATE TABLE,

ALTER TABLE NEE ALTER TABLER T XEZEMMEE
A, 552 ALTER TABLE,

DROP TABLE
CREATE [UNIQUE] INDEX B LR TS ER I
ASYNC 4 : ON, NULLS FIRST. NULLS LAST,.

HNZE CREATE INDEX ASYNCH S iZEES
WAEREE A , 552 Aurora DSQL FHYIEE
$#E5|,

DROP INDEX

CREATE VIEW 1EE CREATE VIEWR T XEZEMFMEE
Z , 5528 CREATE VIEW,

ALTER VIEW WZE ALTER VIEWS S XEZZNHEEE
2R, 5528 ALTER VIEW,

DROP VIEW Y% DROP VIEWS S XEELZNMEEE
# , 55263 DROP_VIEW,
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ERAEER

Command

CREATE

CREATE

CREATE

ERRERES

Aurora DSQL X #& T % PostgreSQL DML @ %

Command

INSERT

UPDATE

DELETE

ERHEHIEE

|

FETH
ROLE, WITH
FUNCTION

DOMAIN

(DML)

FETH

INTO

SET

FROM

(DCL)

Aurora DSQL X #& T % PostgreSQL DCL @

Command
GRANT

REVOKE

5 S I

|

XENTH

LANGUAGE SQL

XENTH

VALUES
SELECT

WHERE (SELECT)
FROM, WITH

USING, WHERE

XENTA

ON, TO

ON, FROM, CASCADE, RESTRICT

(TCL)

Aurora DSQL X #& T % PostgreSQL TCL @5

XER SQL T
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3]

Command TEN T
COMMIT
BEGIN [WORK | TRANSACTION ]

[READ ONLY | READ WRITE]

LRSS
Aurora DSQL X #E T % PostgreSQL 2 AR TT

« EXPLAIN
- ANALYZE ( EIRREEZERE)

Aurora DSQL A8 SQL sr v 7 &

It PostgreSQL EBRREMERTEREANFAEN , EEREFAESHENTFH TGS, HI
|, PostgreSQL #1# CREATE TABLE M2 FRAMSE ., XREFRA Aurora DSQL ¢H¥HEL WS
X EBWFTE PostgreSQL FEETE,

ES |

« CREATE TABLE
ALTER TABLE
CREATE VIEW
ALTER VIEW
DROP VIEW

CREATE TABLE

CREATE TABLE EERHHERRK,

CREATE TABLE [ IF NOT EXISTS ] table_name ( [

{ column_name data_type [ column_constraint [ ... ] ]
| table_constraint
| LIKE source_table [ like_option ... ] }

SQL s HF X EN F 5
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L, ... 1
1)

where column_constraint is:

[  CONSTRAINT constraint_name ]

{ NOT NULL |
NULL |
CHECK ( expression )|
DEFAULT default_expr |
GENERATED ALWAYS AS ( generation_expr ) STORED |
UNIQUE [ NULLS [ NOT ] DISTINCT ] index_parameters |
PRIMARY KEY index_parameters |

and table_constraint is:

[ CONSTRAINT constraint_name ]

{ CHECK ( expression ) |
UNIQUE [ NULLS [ NOT ] DISTINCT ] ( column_name [, ... ] ) index_parameters |
PRIMARY KEY ( column_name [, ... ] ) index_parameters |

and like_option is:

{ INCLUDING | EXCLUDING } { COMMENTS | CONSTRAINTS | DEFAULTS | GENERATED | IDENTITY |
INDEXES | STATISTICS | ALL }

index_parameters in UNIQUE, and PRIMARY KEY constraints are:
[ INCLUDE ( column_name [, ... 1 ) 1

ALTER TABLE

ALTER TABLE E2FERKRNER.

ALTER TABLE [ IF EXISTS 1 [ ONLY ] name [ * ]
action [, ... ]
ALTER TABLE [ IF EXISTS 1 [ ONLY ] name [ * ]
RENAME [ COLUMN ] column_name TO new_column_name
ALTER TABLE [ IF EXISTS 1 [ ONLY ] name [ * ]
RENAME CONSTRAINT constraint_name TO new_constraint_name
ALTER TABLE [ IF EXISTS ] name
RENAME TO new_name
ALTER TABLE [ IF EXISTS ] name
SET SCHEMA new_schema
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where action is one of:

ADD [ COLUMN 1 [ IF NOT EXISTS ] column_name data_type
OWNER TO { new_owner | CURRENT_ROLE | CURRENT_USER | SESSION_USER }

CREATE VIEW

CREATE VIEW € EHZHIFAERIT. Aurora DSQL AR EBERRIR  EXEXKARE,
X ENEES

CREATE [ OR REPLACE ] [ RECURSIVE ] VIEW name [ ( column_name [, ...] ) 1]
[ WITH ( view_option_name [= view_option_value] [, ... ] ) 1]
AS query

[ WITH [ CASCADED | LOCAL ] CHECK OPTION ]
EPU

CREATE VIEW EXEHNRIR, RETSERER, kit , BXEEHTSEREBHSHTE
£

CREATE or REPLACE VIEW Hf{l , EUREFEMEEBNRIER , IS FLURNK, HEHALEEE
HRERREHEENHERERE (78, MAERREBNIEFMERSEREMERE ) , Bk HE
ERENIEEEELRE, EXWHERBNGTERERE,

MBIEEEBHEIRERE , HIW0 CREATE VIEW myschema.myview ...), Bl@EEENEBHERH
Bumifl. B8, cEEETNEBERPEL,

BENERLARMEEEBERFEMEMER (ERR, Rl 8K ) WEBTE.,
B

CREATE VIEW XEXEBZSH , UEHEHEHRENITA.

RECURSIVE

BIDEERR, 584 : CREATE RECURSIVE VIEW [ schema . ] view_name
(column_names) AS SELECT ...; %[ CREATE VIEW [ schema . ] view_name
AS WITH RECURSIVE view_name (column_names) AS (SELECT ...) SELECT
column_names FROM view_name;,

HAREERBIEERBEWEEEE.
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name

ERVHNREEE  TREEFUENTESEBERER. YARBEIRBEEENREBEE.

column_name

ARBRENMNZARREBE, MRAKREE , AeREFTRRENHEE.

WITH ( view_option_name [= view_option_value] [, ... ] )

hFAEERRNREASE ; XETH28.

« check_option (enum) — WS B A LAR localsl cascaded , BERRIEE WITH
[ CASCADED | LOCAL ] CHECK OPTION,

« security_barrier (boolean)- IR EXRMERIIEMRZLMY , BIEEA LR
Ho Aurora DSQL BRIFAXZEERIIBMRL SN , BIBE NSRS E AT EBBWHERER R HE
( AR AERAEFER A 2 EBE FHRHELEAKPROOF),

« security_invoker (boolean)- WEBEESEFRBERACEAHAENERREERERBR , M
TRERAHEE., WETEFMEN , F2EUTREE.

BO LR ERERA LEE FIRFIEEIBEALTER VIEW,

query

RUHRIRERBEAE R I SELECTE®VALUES %,

« WITH [ CASCADED | LOCAL ] CHECK OPTION— fhiBIBMiZHIEBEHRENTAE. I8
ELBIER | SR ERR LWINSERTUPDATER T , MERAFERIFEREERGY (B
2R, EREFERY  MEREMUTEBREET ). IRTR , ARELEH. WRCHECK
OPTIONKRIEE , BIAFFHE LM UPDATE INSERTHSEVELEBRIETENERH, X8
THlmEiEE,

« LOCAL- fiERII REHERELASFEEERNREETRE, TERECEREFERRF L
ERWEARGE ( BRIEEMEIEE CHECK OPTION).

« CASCADED- RIERAEMAMEERERBRENHEGRERER S, WMRCHECK OPTIONEIEE ,
mABKIEE LOCAL 3K CASCADED , BIE{RE% CASCADED .

(@ Note

CHECK OPTION AIgEfE £EERECURSIVERRIEEIFE M. CHECK OPTION EXEHEBEH
1R
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frmat

£/ DROP VIEWBRIARBREMRIR,

EFRZRRRERRN S BANEREE, flm , CREATE VIEW vista AS SELECT 'Hello World' ; 7T
BEER  RAEBMBBEARS ?column?;, i, ERMEREAERS text , EJRTRRE
BEN,

EHNFERPRIEEERNBEBMERER | W0 : CREATE VIEW vista AS SELECT text
'"Hello World' AS hello;,

RBHER AP SENERBREFIEIRMBAERENT, £REBAT  ETHRREHHEE
BREBRNZ2ERGEN. T8 , XWFMEREHLZ: , FTEEIEN

- MBEMBH security_invoker BiEER A true , AIERERERBEENEZEEECARBTERN
FERENT K MTARWAHESE, Fit, Z2RAERENEAEXEAEERAREERBERIIEE
F,

- MREMERERERERZLTARAERE  CHEERAEEREREAFN. At , ZL£FAAERE
—ZSFAENFERENFITRERLERERBR  BIFECRR®RE security_invoker BRI
ﬁﬂyo

- BAEPRUNKESHASECHABRREZEEATUNKEMER, Hit , RRAERAELS
AEEFURRERACMBEENGTT. BRTHNRESURTEANFEAERHBHEEE
HERHT , REBREEEES SECURITY INVOKERS, MESECURITY DEFINER. 0 ,
FEWAPCURRENT_USEREEN I —#2EEUAERE K MIAEREAHEE. ETZIM
Tsecurity_invokerBEREFE , AH#E security_invokeri® A false WA TER
JASECURITY DEFINERBEHE,

« BUSBARGENERELAEERBEEAPRENVEMEBHERUSAGENER , Rt ELEBH
RAEFSENYMH, TEFIR  WEHRSERUIERREARRLE, RHit, @RNERERFE
ZUERENFEEBELR ENER K MAFTERK[EFITSENEBER LNUSAGERER |, BIEREZ:
WL & ARt — R

. EIRNEME LFEH CREATE OR REPLACE VIEW B , R€CHECK OPTIONEERIANE
F=SELECTHAA , AREFMWITH ( ... )SERHESH, HtuGEBY K SIIEHEEE. FoM3E
SELECT #8] , RS, BLAHRERBETHEIRRT (EERXAEEEACHNEE ).

A EHA AR

HERRSEHER . RETAHEMRE LR UPDATE, INSERTH DELETERRT, , A RE—KRE
BRER,. MEREFESTIFREHFRG , AIEEHEHRE
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- MIREHFROMBEHMXERE—EEE , ZAEELERERRIEMTERNRIR.

- REERTBIEEBMH WITH, DISTINCT, LIMIT. . GROUP BY HAVINGEZX OFFSET ¥4,

- BREETBEEESTESESEE (INTERSECT, UNIONEL EXCEPT).

- BENERSERSIESAMER. RERERESERHE.

HEUENMRRAEESESENMATEFTERHNES, NRERNFRERERBEENTENERE
HEESE  AIRETEN. B8, EREAKE 3R INSERTE UPDATERARN ERAHIERE ,
B34 8555,

HRABBUEHNBIR  RIESASHIE EA{E{T UPDATE. INSERTHE{ DELETEFR AN B AEM AR
R LENYERR, INSERTBRIAINEZ ON CONFLICT UPDATEFAZTEXE,

MR BB EFHIRTEWHERER M , AR RH BB RA L& B 5 ] 4243 LAY UPDATER
DELETEPRAR X &k, Fi8 , UPDATER A EERS , FHAEREWHERERY , FHELFEBRE
ER. @8t , INSERTH D AREHEATTSWHEREFEWERBEZRERY , FEMELZBRRE
R, ON CONFLICT UPDATERgEEH LIt XER|ELIZBREFTENEFERI,

AT LAfE A CHECK OPTIONZRESLE INSERTH UPDATE TRV EXBBHBBEINERS,

MR BB A E IR security_barrier BHEZRS , BIEFHBRECHENTAREZE , —E2STME
FIERBWHEREWRH ( AREAIFEAER A EE FHFRHLEAKPROOF), EE , HRLER , &
RAEENERS (RAXRBBFEAEWHEREMNFRY ) TEEMEERHEHE, BSERH EXPLAIN K
EEEEBEBREAMLERYG (HETEHEHEERD ) , UARBEERFETE,

RIBTER , THEMAELRANEEMRERHEN  REFTAFERBE LA, EHRHMEBR.

® Note

ERRLEITRA. EHNIMBROEAE  LAERB LETHENAA. EHSMERER.

RIBFER , RN EEEL EAREERERBERANEEER K MATEFNEAZENFTFTER
BEBERNEMEFT. FiB , MERIRH security_invoker RES true , BIBITEFH M FE
K MIAERGHEE S AEEFERERERNHEBER.

g4
BIGESHBEERERNMRA,

CREATE VIEW comedies AS
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SELECT *
FROM films
WHERE kind = 'Comedy';

EgEVef HPaEsBEURKRRFilnERRTHNENE, HR > AREIRE , BEREMEEE

BROEBHETERARAN —

5 EIMHRLOCAL CHECK OPTION,

CREATE VIEW pg_comedies AS
SELECT *
FROM comedies
WHERE classification = 'PG'
WITH CASCADED CHECK OPTION;

BREHFER S Z kindM classificationfIig,

=S&r
E

E[E
DR T EH A A E R E R A AR

M JjEe

Fﬁﬁi (i

CREATE VIEW comedies AS

SELECT f.*,
country_code_to_name(f.country_code) AS country,

(SELECT avg(r.rating)

FROM user_ratings r
WHERE r.film_id = f.id) AS avg_rating

FROM films f
WHERE f.kind = 'Comedy';

MRS 28 INSERT, UPDATE# DELETE, R ERXRTNAMIEERBHRUEFN , MEENE

P country# avg_ratingi& 2 HEEMN

CREATE RECURSIVE VIEW public.nums_1_100 (n) AS

VALUES (1)

UNION ALL
SELECT n+1 FROM nums_1_100 WHERE n < 100;

(® Note
REERANBBEL PHSERBERERCREATE , BEEAMBRSETHERBBHLRE

%, EREARSEUMNBRAENRKER (CTE) EBTRFSBBHBER,

SQL s HF X EN F 5
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HAEM

CREATE OR REPLACE VIEW = PostgreSQL &S EM#EM#H. WITH ( ... ) FAH2 EMHEHE ,
tREZLEBRENZLHUERR, Aurora DSQL X EELESER I,

ALTER VIEW

ALTER VIEW AR AFEFERERENEZERBM , M Aurora DSQL ZE LT HIFTE PostgreSQL

& Eo
X ENFE

ALTER VIEW [ IF EXISTS ] name ALTER [ COLUMN ] column_name SET DEFAULT expression

ALTER VIEW [ IF EXISTS ] name ALTER [ COLUMN ] column_name DROP DEFAULT

ALTER VIEW [ IF EXISTS name OWNER TO { new_owner | CURRENT_ROLE | CURRENT_USER |
SESSION_USER }

ALTER VIEW [ IF EXISTS

ALTER VIEW [ IF EXISTS

ALTER VIEW [ IF EXISTS

—

name RENAME [ COLUMN ] column_name TO new_column_name
name RENAME TO new_name
name SET SCHEMA new_schema

| ISy Ny N N [ |

ALTER VIEW [ IF EXISTS name SET ( view_option_name [= view_option_value]l [, ... 1)
ALTER VIEW [ IF EXISTS name RESET ( view_option_name [, ... ] )
iR

ALTER VIEWEESFERENSEHEME., (MREEEEUMRNERSEH , FB5FH CREATE OR

REPLACE VIEW, ) @A EREERETEEMER ALTER VIEW, EESTFRENEEBHER K LEXEE
EFEBERCREATEN IR, ZESTHAE  BLEREASET ROLEFRANNESAR® , AZAR
NEEERREBHIARCREATENEIR, ELRHERINSEFEREEETEVTEMEELEBRRENS
MBI BIRBITHEE, )

2%
ALTER VIEW 3%

name

BARGNER (EENNSREBRILER ).

column_name

BREMWMNFERE.
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IF EXISTS

MERRAFE , FOBEER. EUBERATERHEA,

SET/DROP DEFAULT
ELREEREABHRMOERE. REMNERESERRARRRENEM INSERT
UPDATE® T MENTRREMELRERBRTHEAERE.

new_owner

BRFEEENEREER,

new_name

BRI A

new_schema

BN ERER,

SET ( view_option_name [= view_option_value] [, ... ] ), RESET
( view_option_name [, ... ] )

REREFRRRIEE, UTEXEMNEE,
« check_option (enum) - @ERBNMERE, EHXEA local & cascaded,

« security_barrier (boolean) - 2EREMNZLERBEM., LEXARHME , HlW
trued} false,

« security_invoker (boolean) - BERBMNLLERBM, IWEXERHME , FlH0
trueds} false,

fmat

HRES PostgreSQL RE , B[ AEMARALTER TABLEWEIEA ; BEH— R
FAALTER TABLEWVE B LSRN LB RNER,

FERMRAR A ELE

#i 51
KRB EHmAToos bar,

ALTER VIEW foo RENAME TO bar;

HERENMEEEE T ERNEER.

SQL s HF X EN F 5 52



Amazon Aurora DSQL

ERAEER

CREATE TABLE base_table (id int, ts timestamptz);
CREATE VIEW a_view AS SELECT * FROM base_table;
ALTER VIEW a_view ALTER COLUMN ts SET DEFAULT now();

INSERT INTO base_table(id) VALUES(1); -- ts will receive a NULL
INSERT INTO a_view(id) VALUES(2); -- ts will receive the current time
HEM

ALTER VIEW 2 Aurora DSQL X#EHY SQL F#EM PostgreSQL #EFIIEE,
DROP VIEW
DROP VIEW BRAXEBREERN®IE, Aurora DSQL X B S HITE PostgreSQL 5%,
X EWFEE
DROP VIEW [ IF EXISTS ] name [, ...] [ CASCADE | RESTRICT ]
iR
DROP VIEW ERERBEAHNMREA. EEITHST , CLARBENEEE.
2
IF EXISTS

MRBEAFHE , FOBOER, EHBERTSRHEA,

name

EBRBANER (BEUENSRBHERER ).
CASCADE

BEEREBRGNYG (FHIMEMRE )  AREBRRBEELEWHOFREDSE,
RESTRICT

MREEAPHRKRRER | FEBRERE. LLAERE.

g5

DROP VIEW kinds;

SQL s HF X EN F 5
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HAEM

LSS SQLZE | BEEXEAAKSEAGTRE—ERE , RT IF EXISTSIREZA ,ER
Aurora DSQL Z#E M PostgreSQL &7 WAL,

Aurora DSQL A ZEH PostgreSQL Ih&E

Aurora DSQL E2 PostgreSQL 8%, iE&R R~ Aurora DSQL X E#& /OB INAE | 20 ACID X5, K
ER5|, BE. BANEF. NEXEN SQL RS | ESEEN saL RiER,

THEEERRA Aurora DSQL BB FX EWLE PostgreSQL AL,
FRENYH

Aurora DSQL A ENYIHIIETHIER

« B— Aurora DSQL #&£ FHZEERE
- BRERK

- G

- J|E (WOXE)

- BERRZEH

- LLSQL MAESRENEE

- &5l

- BER5E

T EHY R R

- S\EBFRBI%E
« BEBRFR

TENDT

 ALTER SYSTEM
* TRUNCATE
* SAVEPOINT
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ERAEER

« VACUUM

@ Note
Aurora DSQL &

AL
T o

P ERHEHEE

BE, REMBRTENYABEEREREVL  BERFDRED

Aurora DSQL 7% #& PostgreSQL EF IheE. TRETTAXENIEFTIhEE -

« PL/pgSQL

* PostGIS

* PGVector

* PGAudit
 Postgres_FDW
¢ PGCron

* pg_stat_statements

TXER sQL REX

T &3R8 Aurora DSQL F A EW F4,

5
CREATE
CREATE
TRUNCATE

ALTER

CREATE

EETH
INDEX ASYNC

INDEX '

SYSTEM

TABLE

TXENTH

ASC | DESC

FTIEALTER SYSTEM@S#H<E
E R,

COLLATE, AS SELECT,
INHERITS, PARTITION

X1 PostgreSQL Ihae
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ERAEER

Pl

CREATE

CREATE
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE

CREATE

' EEEEENENE R EAurora DSQL W IER S BB RE|
PostgreSQL 1AM H Aurora DSQL EZEXE18

£/ Aurora DSQL B |

FETFH

FUNCTION

TEMPORARY
EXTENSION
SEQUENCE
MATERIALIZED
TABLESPACE
TRIGGER

TYPE

DATABASE

AERTIMB RS,

TXENTH

LANGUAGE non-sql-1
ang , HH non-sql-lang
%= SQL

TABLES

VIEW

EEEVHMERE,

3
¢

B o

ME—WREE | FZE #F£H Amazon Aurora DSQL

NWEEBEIE, MERBEMES , 5528 Amazon Aurora DSQL FHEERLEME R EREI,

- Aurora DSQL B A HIE—
FEpostgresERIE,

« postgres ERIEMFA UTF-8 Zuimit. BELZETRE,

- ERERSFERACER.

WEER Epostgres, BEEEVHMERE K HEHBE L

* Aurora DSQL £ UTCHARERE. EFEEMASHE SQL RN EREFE |, Fln SET

TIMEZONE,

- R BEERTE PostgreSQL EEERepeatable Read.
- XBETHIRS :

° 3&5&/ ll:l.’:l:l DDL *ﬂ DML L"KﬂE

X1 PostgreSQL Ihae

56



Amazon Aurora DSQL EREER
- X5 REETE 118 DDL PR
- ERAREZRSINBEAN , KZIHZALMER 3, 000 EEEF
3, 000 %IpR#iEARFTE DML BRZ (INSERT, UPDATE, DELETE)

- BREERSE 1 /DRFRRE,

« Aurora DSQL B 81 A FF&#1T GRANT [permission] ON DATABASE., MREERBITHER
3 , Aurora DSQL €& [EI$5333A 2 ERROR: unsupported object type in GRANT,

* Aurora DSQL TEEIFEEESHAERABHIT CREATE SCHEMAG T, BEEHIT GRANT
[permission] on DATABASEG TR FEREMWCREATEFF W, MRIEEEFAEABER
BYEBIER | Aurora DSQL €& E$555A 8 ERROR: permission denied for database
postgres,

- FEBHEFAERLIELERBRERVELUYY, REEEEFAEUUELERBERDELY
., EEEFAEACEEHY , T ELYHNER. EANSKERER FIEEEMEAE , B
BAEART LAEBRBRERENSHWCREATER T, IEEEFREXVACEATRANERAERILBERR
B,

« Aurora DSQL A~ #E#% ALTER ROLE [] CONNECTION LIMIT, MREEERSEHRE ,
Bi4% AWS X2,

« Aurora DSQL A% #E¥kEH PostgreSQL BRI EEESHFE , BH M Python,

B

Aurora DSQL # YA 1T 4

WITARHFZETERRERFFIRMERER , MAELEERTEEN -, Aurora DSQL 14
PostgreSQL & , AREERNR, BEENLTEFESE . ©EBRRIBHERERFTEN ACID &
B, R EAER BN EM,

Aurora DSQL HWEASEZ R HEEHTEE , T HRERNWER EREERSE, Aurora DSQL AIBFIEARIE
MR ZEEEMIRE | WHRIEEWERRE, EESEZE Aurora DSQL 45 BRAR REEN TTIEE EEE
BEENSREERBARES,

REER

Aurora DSQL fEA%EI1TiEH (OCC) , HEE A REBERNWEERRKETRE. OCC TEFEMHEE ,
METHERFNER, EZEXRZIEEFNHRER JIRFREEREF , AuroraDSQL EEXR S , W
TR :

- EERREXREBENRZH Aurora DSQL BRE,
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. HRORXRZFEUWE PostgreSQL FHIMLEEEE  RAEEEH,

RGTENEREALERERBEREEFR, BENFIREARERN BRI ERARAE —
B75%E. ERVBEBEUNERE PostgreSQL SHERKHIEHE R THIPILMEFHEE. 718 , OCC
FECNEREAERE LI TIEE,

RIEIMRZ MR EE S &

BEREILHEE  FRE-SRI N EESREELNEEFARERE. eE2EXUHBE  FEATI
HARGTENBBEL  SEFIBREEESREE

« RENENKREZZFREERSIRE,
- BEENE-SRFARNER, BIEXZEEM , L EBERRREREE,

Aurora DSQL F# DDL Mo &8RS

BEREHZES (DDL) EHRH PostgreSQL B Aurora DSQL FHI{TA TR, Aurora DSQL EELUZHE
AFEENRGEHEAEREENEMRASHOIBINLARENERE. ARTEEE—FTEERNE
HBEEE K FHitSoMERER®, Eit , Aurora DSQL LD BAR BN EE DDL 8
REE,

BEmMS , DDL £ Aurora DSQL K TARTE , TR :
I 1T IR HIEE R

3

MREHES —ERXZERERFHIT—ERS , Aurora DSQL EEEILITIEFNER R, a0,
ZR T HEEIER :

1. EIFEER1F , EAEKERRTEEER R mytable,
2. EIHFER2% , £RAEEAKERSIEA mytable,

Aurora DSQL & [EI$552 SQL Error [40001]: ERROR: schema has been updated
by another transaction, please retry: (0C001).

RELRZ KA EE S & 58
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ME3R % F 8 DDL # DML

Aurora DSQL # IR 5 ReEEE —1E DDL FRiR=, , EF8EE 25 DDL A DML BRIAZ, LR &I
RABELIEHRARZHELERRIGERFEAMBNER R, 0 , Aurora DSQL ZETFIE
FXB.

BEGIN;
CREATE TABLE mytable (ID_col integer);
COMMIT;

BEGIN;
INSERT into FOO VALUES (1);
COMMIT;

Aurora DSQL X E TR S , HPI$E CREATEF INSERTERIRR

BEGIN;
CREATE TABLE FOO (ID_col integer);
INSERT into FOO VALUES (1);
COMMIT;

JERE DDL

TE % PostgreSQL & , DDL 4k , BIZICREATE INDEXSHESHEMNERR , FHELHHEMT
EREERMV B B A M. 7£ AuroraDSQL # , iYL DDL RRAXEEATEEEEUFRLSHR
1T, TEHHEIFEEHRNTE., Fit , KREERRK LK DDL JRETF SR REETLEN
R THIT. NFE Aurora DSQL FIERISEREBREMNFMENR , F2H Aurora DSQL FHIIEE
FEsl,

Aurora DSQL X EL R

£ Aurora DSQL # , FR5IBREREBERRERNINGE. TELN PostgreSQL F#Y
CLUSTERIZMERHMEREFHNEERS|, ELRERTRSIEE , AuroraDSQL EEUZEER K
FIEERMENES|, AuroraDSQL A EESHRAEBTHERENNERNERNEE,

EREERTRS|H#EF |, Aurora DSQL €LLF R #ZIEFFRERRER, LRSIEBEBAFERS
REHEEHIFTEERRE , MT28E# B #R5| —BEBERIEE, B PostgreSQL FEEH

TR 59
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B —IREYEBICLUSTERRYETRRE , Aurora DSQL B BB BB MERBILIEF, WA EATREKREE
TR TR EHMEE

Aurora DSQL th 2R EREIE , AERRMRSIFNE—JEERELEENH —RSE, K-
BHITEIBANEHNEE, CTEHIZEAHHNER , IBEVEENBENSET. Rt , &5
BEBEHE) Aurora DSQL EBIER Y ERRMEBEWTITIEER,

BEER5IENER

1£ Aurora DSQL FIEEMMERA T RSI#E  FEZE T YR -

- BYERRKRERTZRCIR, CHEBEZISENSRIMENNIESR, TRCIBSFRARBEEN
Rol@BY—&2 , ARER2ENBSABEENBBRE. WREREEERS/IE , Aurora DSQL
EiEREKER 1D,

- HREAEREAHMBKRENERR , FREEAEFENEIMATRSIE, ETVEEEBNEERE ,
FERKHABHNEASNE-—SEE, Rz , FEAEERBIMNERSIE , UBRREREFSE
EFHI5MmEA.

- HRTEREESHBNEREK , BUUFEREERLIE, BEERSIBNEFAFERLIFHR. BE
TREMZREZARAEENE. IEEARERTEE , FUAUEAEESR  ESREED
_1:7%0

- MEAZTEERRFERTHASENVUESER , FEEEARERNENL £, EXZEERT , ERTE
AREEEERPRERMENER SR ERSIE,

- ERE|BHPNERBESOHRNLERES 1 KB, MNEFMEN , 52 Aurora DSQL F RV E BLHE R # F
Aurora DSQL A ENERIFEAL,

« BULEERGIBAHPRE|IPIERS 8 EENM, MFEFMENR , 526 Aurora DSQL FHVE
BLEFRH1H Aurora DSQL R EMEREE,

Aurora DSQL HFHIERZP E 5|

CREATE INDEX ASYNC i v BEREEERRN —BZEERE LELERS|, ks —EERD
DDL 4 , T2HEEMKH ., EEHIT BECREATE INDEX ASYNC , Aurora DSQL €37 B[
job_ido

BT LMERsys. jobs RIAMRKE R WIS ERNMRE, ERSIBYEREEETE , BOUEH
THREFMTS :

BETREIENER 60
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sys.wait_for_job(job_id) 'your_index_creation_job_id"
HEBWWIERER , EXEENEBRTHINEARA/ L, EEAME , BHATIHERK.
DROP INDEX
BUEETHREIEZEERK.
BRSPS REIBILTHEF , Aurora DSQL EEFH R E & , SRsI1ELAERD,

(® Note
AR EUHEHNNBFIERG R ZEPYHNLEITRE RSB AITHER,

E Aurora DSQL ERERIZ REIMEKE , CEEMRMEHK , LMETRKRSIEMEASMRE, MREf
RXZBERSEMERAZRTNYMG , EURSEIAITIRR,

=5
AR /

CREATE INDEX ASYNC SERLATE*.

CREATE [ UNIQUE ] INDEX ASYNC [ IF NOT EXISTS ] name ON table_name
( { column_name } [ NULLS { FIRST | LAST } ] )
[ INCLUDE ( column_name [, ...] ) 1]
[ NULLS [ NOT ] DISTINCT ]

28

UNIQUE
'R Aurora DSQL E&RFIBERE  REERRTEEREENE, MREEERSH , EA
NEHMSERERRANRIFSELRR,

IF NOT EXISTS

MREEHREBNES|I 277 , &R Aurora DSQL FEBEIFISAMRR. EEBEERT , Aurora
DSQL A"EEUHRS, FI8 , FEHBUMNRSITRECFENRSI EAFETRNEE,
MREEELSE , AFTERSIBRE.

name

RoIWER, BEIELSBIIEFBHERNEE,
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Aurora DSQL € HERXRERKRMRINGEBERPEMN RS, RIWEBLAEFBERFEMHE
N EBAE , flImERKRIRE.

MRBKIEERTR , Aurora DSQL ERBRENXRNZRSIERNBNZBEBEESE, Hlw, w
BT CREATE INDEX ASYNC on tablel (coll, col2), Aurora DSQL €EHEBEIWRESI
tablel_coll_col2_idxo

NULLS FIRST | LAST

Null F13E Null BB EMEFIEF. FIRSTER’R Aurora DSQL FEZEIE Null ERE ZBTHERF Null
BRI, LASTERR Aurora DSQL FEEZTEIE Null ERHE 2 B HEF Null EEHE,

INCLUDE

EEAFRCIBERRMESERITHNERRBE, BELERIFHESERTERERSIRE
#1#. Aurora DSQL SRR3R 5B ME — M ZBEE B

NULLS DISTINCT | NULLS NOT DISTINCT

$8E Aurora DSQL A ER null BER A —R5|PHREE., FEREA DISTINCT , RRH—X
SIS EERETHZE null . NOT DISTINCTRRZESIFESESELRHTMZE null E.

SEAAEA
BEEE TR
« CREATE INDEX ASYNC (i R E5|IA#EHE, EHTAEFE Aurora DSQL AREVIRSINEARER

o

s EREBHEHTEBIRESRRD , sys.wait_for_job(job_id) 'your_index_creation_job_id"'
EFRERH. ©rER%EERN DDL # DML BELLFE N ES| BB E,

« )R Aurora DSQL #1THHWIERSEKE , HEWEsys. jobsBRBLMPERAMES completedsh
failediBi 30 P EM TR, EHit , sys.jobsEESHERETHNER , BB SEEHEHIEET
&R,

o W18 Aurora DSQL #EZEVIERLERS| , BIZRSISRE INVALID, ¥R —3K5| , DML #EEF
FE—RE  BEREBRERS|IAL, BMRSREREENKRSILYEHRREIRS,

BB : #25

OSBRI EBHER, BRE , UREKE,

fERZEL 62
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ERAEER

1. BB A WERKRtest.departments,

CREATE SCHEMA test;

CREATE TABLE test.departments (name varchar(255) primary key NOT null,

manager varchar(255),
size varchar(4));

2. BERFIBAER K,

INSERT INTO test.departments VALUES ('Human Resources',

3. BMIERF RSl

CREATE INDEX ASYNC test_index on test.departments(name,

CREATE INDEX s &EEEH ID , M TFRo

jh2gbtx4mzhgfkbimtgwn5j45y

job_id /R Aurora DSQL B HF{EMK KBRS

'John Doe',

manager, size);

1

o /B»

ABAEH 2

Frsys.wait_for_job(job_id) 'your_index_creation_job_id'Rit$H T HERSERMI E b T

&, BRI TREREGREALE.

EHREIBMUMIREE : €5l

BHfsys. jobsREMBURERSIMBEIUAMEE , 20T & HIFTR.

SELECT * FROM sys.jobs

Aurora DSQL & EIFE LA TR EFE,

job_id | status

vs3kcl3rt5ddpk3abxcg57cmcy | completed
ihbyw2aoirfnrdfoc4ojnlamoq | processing

B R
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REEM AT AR T H HE A —1E(E,

submitted processing failed completed
EBERXK , 8 Aurora DSQL EEE  EFHAM. WEFH Aurora DSQL
Aurora DSQL HARBE  BEEK. & , F2EFRE
RERE, M. R Aurora

DSQL B EXR

5| , Aurora DSQL F
SEBBREREIE

o BN ZAMEH DROP
INDEX@  FEI B BR
%5,

&t AT LR B # & Bl3kpg_indexH Eﬂ%%lﬂ’]ﬂkﬁgpg class. EffmME , B indisvalid
M indisimmediate AL REREIMAMREE, E Aurora DSQL BIEBNWERSIF , H¥BRER
INVALID, %35|# indisvalidiEZ&EE FALSES f , R K5I EN. MREZED TRUES t
KRR CRE,

SELECT relname AS index_name, indisvalid as is_valid, pg_get_indexdef(indexrelid) AS
index_definition

from pg_index, pg_class

WHERE pg_class.oid = indexrelid AND indrelid = 'test.departments'::regclass;

index_name | is_valid |
index_definition

department_pkey | t | CREATE UNIQUE INDEX department_pkey ON test.departments
USING btree_index (title) INCLUDE (name, manager, size)
test_indexl | t | CREATE INDEX test_indexl ON test.departments USING

btree_index (name, manager, size)

E— K5I BB KRR

MREHERL - RS BETKBRRBGIREBEFMEN Found duplicate key while
validating index for UCVs , EXRTHRKE—MHRHFERMELIEEH —F5,

H—RE|IBEXHK 64
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FRME—HRE|IBIERK

1. S -RERSITEENRSIR  BREIEERRPEFEERENETERT,
2. BRERRMHRE
3. BEHMMEMRSIGT,

EXERRPERME—HER

T3] SQL EF A HEIEHRBERREEMTNERE, ELFTEETRIARRERSETREIRIRIEHE -
PRGIGYE RN LB THE— 0T |, WWIhEERRIRA |, PINEAEERRPNEFEfFibit.

LUTEfREBMMEYEHERAEERR, KIS EHELNAREREARS , RAEMITERES.
ERERRERER

-- Drop the table if it exists
DROP TABLE IF EXISTS users;

-- Create the users table with a simple integer primary key
CREATE TABLE users (

user_id INTEGER PRIMARY KEY,

email VARCHAR(255),

first_name VARCHAR(100),

last_name VARCHAR(100),

created_at TIMESTAMP DEFAULT CURRENT_TIMESTAMP

);
BACE —HERE T4 huk /Y F 51 & K

-- Insert sample data with explicit IDs
INSERT INTO users (user_id, email, first_name, last_name) VALUES
(1, 'john.doe@example.com', 'John', 'Doe'),
(2, 'jane.smithe@example.com', 'Jane', 'Smith'),
(3, 'john.doe@example.com', 'Johnny', 'Doe'),
(4, 'alice.wong@example.com', 'Alice', 'Wong'),
(5, 'bob.jonese@example.com', 'Bob', 'Jones'),
(6, 'alice.wong@example.com',6 'Alicia', 'Wong'),
(7, 'bob.jones@example.com', 'Robert', 'Jones');

BITERNEANE
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-- Query to find duplicates
WITH duplicates AS (
SELECT email, COUNT(*) as duplicate_count
FROM users
GROUP BY email
HAVING COUNT(*) > 1
)
SELECT u.*, d.duplicate_count
FROM users u
INNER JOIN duplicates d ON u.email = d.email
ORDER BY u.email, u.user_id;

BEEAERE FE LU PTA R

user_id | email | first_name | last_name created_at
| duplicate_count

————————— B e e e T e e e TP
et R et
4 | akua.mansa@example.com | Akua | Mansa | 2025-05-21 20:55:53.714432
| 2
6 | akua.mansaeexample.com | Akua | Mansa | 2025-05-21 20:55:53.714432
| 2
1 | john.doe@example.com | John | Doe | 2025-05-21 20:55:53.714432
| 2
3 | john.doee@example.com | Johnny | Doe | 2025-05-21 20:55:53.714432
| 2

(4 rows)

MREBEMBREERARBIBURES , SRR

postgres=> CREATE UNIQUE INDEX ASYNC idx_users_email ON users(email);
job_id

ve32upmjz5dgdknpbleeca5tri

(1 row)

postgres=> select * from sys.jobs;
job_id | status | details
| job_type | class_id | object_id | object_name | start_time
| update_time
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gpn6aqlkijgmzilyidcpwrpova | completed |

| DROP | 1259 | 26384 | | 2025-05-20
00:47:10+00 | 2025-05-20 00:47:32+00
ve32upmjz5dgdknpbleeca5tri | failed | Found duplicate key while validating index
for UCVs | INDEX_BUILD | 1259 | 26396 | public.idx_users_email | 2025-05-20
00:49:49+00 | 2025-05-20 00:49:56+00

(2 rows)

Aurora DSQL HHRZEER RGBT
=S THSE U T# Aurora DSQL X ENRAEHEN H .

Rk

Aurora DSQL 2 PostgreSQL #% , EItR B PostgreSQL WEFZ 2 & H HFER R MR B EER
Aurora DSQL H,

EEM PostgreSQL B & B RAEE
TRERALEALATE Aurora DSQL FERAMNRE RERRNBER,

=g iR

pg_namespace PRERBHERH &R

pg_tables PIEERRNER

pg_attribute EBMHNER

pg_views (k) EBBENER

pg_class WRFFEERR. ERM. R MBELUNWH
pg_stats BREIBRRTERRE

pg_user ERENEBER

pg_roles EAENBENHEER
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ERAEER

=x
pg_indexes

pg_constraint

X ENMAXEE HKERR

TRIEHE Aurora DSQL A B AT EMLEERIRK,

ey
pg_aggregate
pg_am

pg_amop

pg_amproc
pg_attrdef
pg_attribute
pg_authid
pg_auth_members
pg_cast
pg_class
pg_collation
pg_constraint
pg_conversion

pg_database

TS EAE]
JHERRNRE

1# AR Aurora DSQL

oy Hmn o

7|

fim

¥y ®Wo WD R KD AnD O

7|

( £ pg_roles)

A=
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ERAEER

28
pg_db_role_setting
pg_default_acl
pg_depend
pg_description

pg_enum
pg_event_trigger
pg_extension
pg_foreign_data_wrapper
pg_foreign_server
pg_foreign_table
pg_index

pg_inherits
pg_init_privs
pg_language
pg_largeobject
pg_largeobject_metadata
pg_namespace

pg_opclass

pg_operator

pg_opfamily

1# AR Aurora DSQL

H o o W WD Hn Ho

7|

o Ko  Hn oY

7|

0y HD  Ho

fim

7|

A=

69



Amazon Aurora DSQL EREER

R B AR Aurora DSQL

pg_parameter_acl =

pg_partitioned_table =
pg_policy =
pg_proc =
pg_publication =
pg_publication_namespace =
pg_publication_rel =
pg_range 2
pg_replication_origin =
pg_rewrite =
pg_seclabel =
pg_sequence 7=
pg_shdepend B2
pg_shdescription 2
pg_shseclabel =
pg_statistic =2
pg_statistic_ext =
pg_statistic_ext_data =
pg_subscription =
pg_subscription_rel =

A= _
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=L EHAR Aurora DSQL
pg_tablespace =
pg_transform i
pg_trigger i
pg_ts_config =2
pg_ts_config_map 2
pg_ts_dict 2
pg_ts_parser 2
pg_ts_template =
pPg_type =2
pg_user_mapping Fi
XENMTZENRFRR
T iRk3EH Aurora DSQL X EM A Z EHRLEARIR
a8 &AM Aurora DSQL
pg_available_extensions i
pg_available_extension_versions =
pg_backend_memory_contexts 2
pg_config =
Pg_CUISOIS =
pg_file_settings PN

A= —
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=R EHAR Aurora DSQL
pg_group =
pg_hba_file_rules Fi
pg_ident_file_mappings P
pg_indexes =
pg_locks N
pg_matviews &
pg_policies =
pg_prepared_statements &
pg_prepared_xacts &
pg_publication_tables =
pg_replication_origin_status &
pg_replication_slots =
pg_roles 2
pg_rules =
pg_seclabels i
pg_sequences =
pg_settings 2
pg_shadow =2
pg_shmem_allocations 2
pg_stats =

A= _
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ERAEER

28

pg_stats_ext
pg_stats_ext_exprs
pg_tables
pg_timezone_abbrevs
pg_timezone_names
pg_user
pg_user_mappings
pg_views
pg_stat_activity

pg_stat_replication

pg_stat_replication_slots
pg_stat_wal_receiver
pg_stat_recovery_prefetch
pg_stat_subscription

pg_stat_subscription_stats

pg_stat_ssl
pg_stat_gssapi
pg_stat_archiver
pg_stat_io

pg_stat_bgwriter

1# AR Aurora DSQL

a

Bl f0 H FMD A D

i

7|

7|

7|

7|

o o o Ao

7|

A=
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ERAEER

28

pg_stat_wal
pg_stat_database
pg_stat_database_conflicts
pg_stat_all_tables
pg_stat_all_indexes
pg_statio_all_tables
pg_statio_all_indexes
pg_statio_all_sequences
pg_stat_slru
pg_statio_user_tables
pg_statio_user_sequences
pg_stat_user_functions
pg_stat_user_indexes
pg_stat_progress_analyze
pg_stat_progress_basebackup
pg_stat_progress_cluster
pg_stat_progress_create_index
pg_stat_progress_vacuum
pg_stat_sys_indexes

pg_stat_sys_tables

1# AR Aurora DSQL

a

O O o B o D

7|

7|

7|

7|

7|

D o o

7|

A=
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i B AR Aurora DSQL
pg_stat_xact_all_tables &
pg_stat_xact_sys_tables FiS
pg_stat_xact_user_functions &
pg_stat_xact_user_tables 5
pg_statio_sys_indexes =
pg_statio_sys_sequences =
pg_statio_sys_tables =
pg_statio_user_indexes =

sys.jobs Hl sys.iam_pg_role_mappings %13
Aurora DSQL X E T JIRHERER
sys.jobs

sys.jobs RIHIFFTEBHNMEER. W, EEREVEFFES 2% , Aurora DSQL EEE
job_uuid. &AL job_uuid#E FALIEESsys. jobs REHTHHAREE,

SELECT * FROM sys.jobs WHERE job_id = 'example_job_uuid';
job_id | status | details

example_job_uuid | processing |
(1 row)

sys.iam_pg_role_mappings

¥iflsys.iam_pg_role_mappingsiEHEF IAM FAE ZFFIHNEBEER. F
0, @5 DQSLDBConnect £ F Aurora DSQL FEE EFZHEN IAM &6 |
BEAE WEMA&testuserEBDQSLDBConnect BB ME BT , BAIUE
#sys.iam_pg_role_mappingsiRAE T HLEFEH BB S WLET A,

A= 75
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SELECT * FROM sys.iam_pg_role_mappings;

pg_class ERI&

pg_class ERXREMEFENENHNTRER . EEMBERRPAESLEMIINAIGER , FH
TTRHST.

SELECT reltuples FROM pg_class WHERE relname = 'table_name';

ot EEENTal

reltuples

9.993836e+08

ANALYZE &5

ANALYZE T EREERETFENRABTNRTER U ERFREpg_statsRfmR+H, <
%  EHAEREEAELERTERRIGIHERARRNEHNTHE,

1£ Aurora DSQL & |, B8 EEBATER B AT ANALYZE® S . ANALYZE ASERER G RIFREEIHN
R,

ATHELFENT ANTEREERTERMRISRNRE , Aurora DSQL EBEBIANALYZEFHTAERE
Fo. WEREBRERBENRTERINBEREDE/R, TEGIBE LRXINUARESEA. EFZM
BRVERS (i) BE.

ANALYZE EEESLEERIS HFRBT , £FHWEBR T Y EHERAWR sys.jobs AEITER -

SELECT * FROM sys.jobs WHERE job_type = 'ANALYZE';

EEZESH

(® Note
ANALYZE &1 Aurora DSQL AV EMIERISEK —KitE. ERBHNERRKRE |, EX
EESHEREETESERTERNRESTS  ErEeRAMBBNRRBIEEMELTESE
A,

ANALYZE @5 76
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HRANALYZEEBEE BB , WEEFHHENRITEMEE  ANALYZEXRERERIEREER
Bk, LEBLEFSHRRKENE KER R
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EIE Aurora DSQL E#&

Aurora DSQL R ZEHERE  HHEEIFSEBERNEREREERRE, & E5RE Aurora
DSQL #5£E BN , W T3,

=&

- REE—EEEE

- REZEEHESE

AEFPARNVSBA D ATRAREH Aurora DSQL IRIFE EiEM, ML , Y HEHERARER
REMBREXERARER,

=

REE—EBEESE
BIUYSE
£/ create-clusterff T B EE,

(® Note

BERVREIIFESEIE, W GetCluster API , BEIARESE A BIFACTIVE, EBrLIEESE
BRIERAPRERINEE,

Example Command

aws dsql create-cluster --region us-east-1

(@ Note
EEEEVHABEAMBRRE , 2 S --no-deletion-protection-enabledifE,

Example [Ef&

{

E-RE#EE 78
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"identifier": "abc@deflbaz2quux3quuux4",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/abc@deflbaz2quux3quuux4",
"status": "CREATING",
"creationTime": "2024-05-25T16:56:49.784000-07:00",
"deletionProtectionEnabled": true,
"tag": {1},
"encryptionDetails": {
"encryptionType": "AWS_OWNED_KMS_KEY",
"encryptionStatus": "ENABLED"

HiREE
M get-clusterin T ENVS R EWHBAENA.

Example Command

aws dsql get-cluster \
--region us-east-1 \
--identifier your_ cluster_id

Example [E] f&

"identifier": "abc@deflbaz2quux3quuux4",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/abc@deflbaz2quux3quuux4",
"status": "ACTIVE",
"creationTime": "2024-11-27T00:32:14.434000-08:00",
"deletionProtectionEnabled": false,
"encryptionDetails": {
"encryptionType": "CUSTOMER_MANAGED_KMS_KEY",
"kmsKeyArn": "arn:aws:kms:us-east-1:111122223333:key/123a456b-c789-01de-2f34-
g5hi6j7k81m9",
"encryptionStatus": "ENABLED"

EHES

£ update-clusterin S EF R ENEE,

it #E s 79
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® Note
EMRERLEME, WU GetCluster APl , EXREEER ACTIVERL , EFENEE,

Example Command

aws dsql update-cluster \
--region us-east-1 \
--no-deletion-protection-enabled \
--identifier your_ cluster_id

Example [E]f&

{
"identifier": "abc@deflbaz2quux3quuux4",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/abc@deflbaz2quux3quuuxs",
"status": "UPDATING",
"creationTime": "2024-05-24T09:15:32.708000-07:00"
}

il BR 2% 5=

£/ delete-clusterin SRR BN HEE,

(® Note
BREMBREFRAMRRENRSE. REBER  ECBRUFNEEE , SRAMRERE,

Example Command

aws dsql delete-cluster \
--region us-east-1 \
--identifier your_cluster_id

Example [Elf&
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"identifier": "abc@deflbaz2quux3quuux4",

"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/abc@deflbaz2quux3quuux4",
"status": "DELETING",

"creationTime": "2024-05-24T09:16:43.778000-07:00"

FIHEE
fEA list-clustersipn B 5l H IR E S,

Example Command

aws dsql list-clusters --region us-east-1

Example [E]f&

"clusters": [
{
"identifier": "abc@deflbaz2quux3quux4quuux",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/
abc@deflbaz2quux3quux4quuux"
.
{

"identifier": "abc@deflbaz2quux3quux5quuuux",
arn": "arn:aws:dsql:us-east-1:111122223333:cluster/
abc@deflbaz2quux3quux5quuuux"

}

]

REZEEESE
AERPMARENERE S 1BE AWS EH,
BEREZEAESE

ZEAHSEEEMMEED RN K SEHFEES—EAWS BF. ERMERMFRHEE-BEERN
B, XEEFEAEN -BMENAETRINSARE. RTHEEEZI)  ZEHEKEEFRERE
B, TFRAERKEENNERZ B , ARREZEEMAKNTAL, ZESREERIRFR.
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BYZEEHES

ERAEER

FREVZEARE FABIEARARESNES, AR SUBEKRF_EREHS  F_EARF
HE-—EEEAAEENERESR, THHRMRAMNMERBRE (#HSEEILE ) MEERE (&
) PEUVESE , YHUXEAER (R#E ) HARZEESE,

SR EXRBRS (HFRmILE ) Bu—EEE
EEEXERY (HEREILE ) AWS BE FASESBMEVESE  FEATIGS

aws dsql create-cluster \
--region us-east-1 \
--multi-region-properties '{"witnessRegion":"us-west-2"}"'

Example [E]fE :

"identifier": "abc@deflbaz2quux3quuux4",

"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/abc@deflbaz2quux3quuux4",
"status": "UPDATING",

"encryptionDetails": {
"encryptionType": "AWS_OWNED_KMS_KEY",
"encryptionStatus": "ENABLED"
}

"creationTime": "2024-05-24T09:15:32.708000-07:00"

@ Note

B AP| BERTHE: | EE S A PENDING_SETUP #REE, #EEVEREH
A, PENDING_SETUPEZIZFEAHEKEEEN ARN EFEEALL,

SR2 . EXERB (BXB) BUER?2
ZEHEZERD (AR ) AWS BE FASESBERIRE  FEATHGD,

aws dsql create-cluster \
--region us-east-2 \
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--multi-region-properties '{"witnessRegion":"us-west-2"}"'

Example [ FE :

"identifier": "foo@barlbaz2quux3quuxquux5",
"arn": "arn:aws:dsql:us-east-2:111122223333:cluster/foo@barlbaz2quux3quuxquux5",
"status": "PENDING_SETUP",
"creationTime": "2025-05-06T06:51:16.145000-07:00",
"deletionProtectionEnabled": true,
"multiRegionProperties": {
"witnessRegion": "us-west-2",
"clusters": [
"arn:aws:dsql:us-east-2:111122223333:cluster/foo@barlbaz2quux3quuxquux5"

B AP IRVER IS | EESE A PENDING_SETUP #REE, EHRFEAS —HEEMN ARN #THZE
B2, BEETSRIE PENDING_SETUP ARkRE,

SER3: XEIRE (MFERILE ) EXERI (HXB) HHERE

FEREERS (HEFEEILE ) BREIBRE (HXM ) BEHSE , FBHEA update-
clusterfi ™, EAXERE (BXM) BEMN ARN , EEEHNXERE (MHEEILE ) BES
¥ JSON F &,

aws dsql update-cluster \

--region us-east-1 \

--identifier 'foo@barlbaz2quux3quuxquux4' \

--multi-region-properties '{"witnessRegion": "us-west-2","clusters": ["arn:aws:dsql:us-
east-2:111122223333:cluster/foo@barlbaz2quux3quuxquux5"]}"'

Example [E] f&

{
"identifier": "foo@barlbaz2quux3quuxquux4",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/foo@barlbaz2quux3quuxquux4",
"status": "UPDATING",
"creationTime": "2025-05-06T06:46:10.745000-07:00"
}

BUZEH#ES 83



Amazon Aurora DSQL EREER

SR 4 XEBIREP (BEXME) BXBRS (HSEEZILE ) HHEFEE

BERENXBEIRE (BX%H) BREXBERS (#HSEEZILE ) BEHWSE , BEM update-
cluster®®, EAXBRE (HFEEZILE ) FEMN ARN , EELHNXEIRE (HXH) BER
A JSON F&,

Example

aws dsql update-cluster \

--region us-east-2 \

--identifier 'foo@barlbaz2quux3quuxquux5' \

--multi-region-properties '{"witnessRegion": "us-west-2", "clusters":
["arn:aws:dsql:us-east-1:111122223333:cluster/foo@barlbaz2quux3quuxquux4"]}"

Example [Elf&

{
"identifier": "foo@barlbaz2quux3quuxquux5",
"arn": "arn:aws:dsql:us-east-2:111122223333:cluster/foo@barlbaz2quux3quuxquux5",
"status": "UPDATING",
"creationTime": "2025-05-06T06:51:16.145000-07:00"

}

(® Note
RIEEREER b MESEEAHZE "PENDING_SETUP, HitA TCREATING, , ME%1{H
HEARRKERS TACTIVE,) REE,

BEZEEHEEBM

EEERRER | BARETE PEENZESEYE AWS B,

Example

aws dsql get-cluster \
--region us-east-1 \
--identifier 'foo@barlbaz2quux3quuxquuxs'
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Example [E]f&

"identifier": "foo@barlbaz2quux3quuxquux4",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/foo@barlbaz2quux3quuxquux4",
"status": "PENDING_SETUP",
"encryptionDetails": {
"encryptionType": "AWS_OWNED_KMS_KEY",
"encryptionStatus": "ENABLED"
I
"creationTime": "2024-11-27T00:32:14.434000-08:00",
"deletionProtectionEnabled": false,
"multiRegionProperties": {
"witnessRegion": "us-west-2",
"clusters": [
"arn:aws:dsql:us-east-1:111122223333:cluster/foo@barlbaz2quux3quuxquux4",
"arn:aws:dsql:us-east-2:111122223333:cluster/foo@barlbaz2quux3quuxquux5"

BVHBNYEES

BUNERERVHBESHEET  UBLTRBE, EXERSY (MHFEDRIE ) BUE—EE
£ (IR 2 BUNEXRBERE (BAxf) BUF_EEE  BHFEBE2F —EHEMN ARN
REABHEHEERRF,

Example

aws dsql create-cluster \

--region us-east-2 \

--multi-region-properties '{"witnessRegion":"us-west-2","clusters": ["arn:aws:dsqgl:us-
east-1:111122223333:cluster/foo@barlbaz2quux3quuxquux4"]}"’

EBREESTSB2M4, BLNMARAETEXZKTSBE 3 (FHAFE-FEHEEN ARN EFHFE—EEE ) REY
BiERBR. THRAESREZ K MESENSEHRIIEEERFFPHERBAARE : £ PENDING_SETUP F|
CREATING , & X GREFEEA ACTIVE,

fiERZ R R E

HEMBRZEEAES  SCEETHMELSR.
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ERAEER

1. B ERSENVMBERRE,
2. EZ BN PO RIMBREEBEES AWS B

HEXBERE (MHERILER ) EMMMERES

1. f#H update-cluster@m S EAMMBRRE.

aws dsql update-cluster \
--region us-east-1 \
--identifier 'foo@barlbaz2quux3quuxquux4' \
--no-deletion-protection-enabled

2. fEA delete-clusterinSMIRELE,

aws dsql delete-cluster \
--region us-east-1 \
--identifier 'foo@barlbaz2quux3quuxquuxa'

ZwhEEETIEE,
{
"identifier": "foo@barlbaz2quux3quuxquux4",
"aIn"

: "arn:aws:dsql:us-east-1:111122223333:cluster/
foo@barlbaz2quux3quuxquux4",

"status": "PENDING_DELETE",
"creationTime": "2025-05-06T06:46:10.745000-07:00"

(@ Note

EESE A PENDING_DELETE ikiE, FEEMBREERI (BXH ) WEFEEC

Bl , MERFEEX,

EXRBRE (HmXH) EFNMBRESE

1. {#f update-cluster®$ EARAMIBRIRE,

aws dsql update-cluster \

Mgz EEHEE
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--region us-east-2 \
--identifier 'foo@barlbaz2quux3quux4quuux' \
--no-deletion-protection-enabled

2. fEA delete-clusterin SMIRELE,

aws dsql delete-cluster \
--region us-east-2 \
--identifier 'foo@barlbaz2quux3quuxquux5'’

WEEEERE TS EE
{
"identifier": "foo@barlbaz2quux3quuxquux5",

"arn": "arn:aws:dsql:us-east-2:111122223333:cluster/
foo@barlbaz2quux3quuxquux5",

"status": "PENDING_DELETE",

"creationTime": "2025-05-06T06:46:10.745000-07:00"

(® Note

EESERA PENDING_DELETE ik, &MER K RASERFTREDSMEBSESE
B 5 DELETING ARRE,

A R EZEIEESE AWS CloudFormation

Ea] L E AR/ AWS CloudFormation &JRAWS: :DSQL: :Cluster RFBNEHE —EBEHMNZ[E
15 Aurora DSQL #5%.

MBS EREY, ERNEREENFMEF , 55268 Amazon Aurora DSQL ERERHBE,
AWS: :DSQL: :Cluster

BB EERE

B % , B3 AWS CloudFormation Si I EEZ BIHEE -

Resources:

AWS CloudFormation 87
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ERAEER

MRCluster:
Type: AWS::DSQL::Cluster
Properties:
DeletionProtectionEnabled: true
MultiRegionProperties:
WitnessRegion: us-west-2

AT CLIAWS s EMEREFEIHES

aws cloudformation create-stack --region us-east-2 \
--stack-name MRCluster \
--template-body file://mr-cluster.yaml

aws cloudformation create-stack --region us-east-1 \
--stack-name MRCluster \
--template-body file://mr-cluster.yaml

SREEHRDF
HEEENERBER IDs :

aws cloudformation describe-stack-resources -region us-east-2 \
--stack-name MRCluster \
--query 'StackResources[].PhysicalResourceId'

"auabudrks5jwh4mjt6o5xxhray"

aws cloudformation describe-stack-resources -region us-east-1 \
--stack-name MRCluster \
--query 'StackResources[].PhysicalResourceld'

"imabudrfon4p2z3nv2jo4rlajm"

EXERERE

FEHIEH AWS CloudFormation AL B E M {E#E S ARNSs :

AWS CloudFormation
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Resources:
MRCluster:
Type: AWS::DSQL::Cluster
Properties:
DeletionProtectionEnabled: true
MultiRegionProperties:
WitnessRegion: us-west-2
Clusters:
- arn:aws:dsql:us-east-2:123456789012:cluster/auabudrks5jwh4mjt6o5xxhray
- arn:aws:dsql:us-east-1:123456789012:cluster/imabudrfon4p2z3nv2jo4rlajm

HEMNEEEREMERES

aws cloudformation update-stack --region us-east-2 \
--stack-name MRCluster \

--template-body file://mr-cluster.yaml

aws cloudformation update-stack --region us-east-1 \
--stack-name MRCluster \

--template-body file://mr-cluster.yaml
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£ Aurora DSQL # TR S

Aurora DSQL AZIEHTHITE  URXBHTHAXNEEEM Aurora DSQL Eif,

AWS Command Line Interface (AWS CLI)

BRI LAE A S5 shell AWS CLI iy RESIFEE ﬁﬁ 1, AWS CLI IR E#FH APIs AWS
BR#& , Hl40 Aurora DSQL. #NZE Aurora DSQL v S HIGEEME S| , 5528 ( AWS CLI i H&E)
P dsql

AWS B2 E 4 SDKs)

AWS A ZEPIRMMENRFTFE S RAHSDKs, EfAREEER M AWS RHE REAEXALL
XA B XTI . WFEIEL SDKsHFHMEN  F2REARNEERAEXNTE AWS,

Aurora DSQL API

Itk APl 2 Aurora DSQL W% —EREXE&ET R E. AL API B |, B4 B EERIN(\CEE HTTPS
BER, WASERERFIEERNNEBILEE, MEFMENR  B2EAPI 2=,

AWS CloudFormation

AWS::DSQL: Cluster = —I8 AWS CloudFormation ZJ§ , A& E I MEE Aurora DSQL #£5
HBEBREN —BoMABRERB., AWS CloudFormation A # B ER B P EHEME AWS IR
%, ﬂ%ﬁﬁﬂ?«iiﬂu FEUEN MR, EFMNESERR

& R7E AWS CloudFormation 54~ {#f AWS::DSQL::Cluster EiRfs , Lo EEMERER —

EEEME Aurora DSQL #B5. ERBRBRENENERERERAENHBNHEGH D -
HMEMEE,

Amazon Aurora DSQL SDKs. EEFHERNELERIE

AWS HEEFI B E 4 SDKs) BARFFZRMIMNENRFTES. 218 SDK #iRf4t API, EXBHHIMR
X BRBASRAFERMWURINESEERARER,

BESRNES

T Z&REER Aurora DSQL AT AEY ORM B MERES S,

AWS SDKs, EEEEAMEA AR 90
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https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-dsql-cluster.html
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BAHES - REEER
Java Hibernate https://github.com/awslabs/

aurora-dsql-hibernate/

Python Django https://github.com/awslabs/
aurora-dsql-django/

Python SQLAIchemy https://github.com/awslabs/
aurora-dsql-sqglalchemy/

R S5
5 AWS SDK TS EEE

TRETEM AWS SDKs W R REXRTESNEEEERA R,

BARES IR EFEERS
C++ https://github.com/aws-samples/aurora-dsql-

samples/tree/main/cpp/cluster_management

C# (.NET) https://github.com/aws-samples/aurora-dsql-
samples/tree/main/dotnet/cluster_management

Go https://github.com/aws-samples/aurora-dsql-
samples/tree/main/go/cluster_management

Java https://github.com/aws-samples/aurora-dsql-
samples/tree/main/java/cluster_management

JavaScript https://github.com/aws-samples/aurora-dsq|l
-samples/tree/main/javascript/cluster_man
agement

Python https://github.com/aws-samples/aurora-dsql-

samples/tree/main/python/cluster_management
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https://github.com/awslabs/aurora-dsql-django/
https://github.com/awslabs/aurora-dsql-sqlalchemy/
https://github.com/awslabs/aurora-dsql-sqlalchemy/
https://github.com/aws-samples/aurora-dsql-samples/tree/main/cpp/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/cpp/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/dotnet/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/dotnet/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/go/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/go/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/java/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/java/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/javascript/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/javascript/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/javascript/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/python/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/python/cluster_management
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BAHES
Ruby
Rust

BE 72 UM ) #F HHBABR 5 (ORMs#E
TREITERXBHESNENEREDRENA ORM £REXHHH,

BRRHES

C++

C# (NET)

Go

Java

Java

JavaScript

BEBEANERE

libpq

Npgsql

pPgXx

Hibernate

pgJDBC

node-postgres

s EERS

https://github.com/aws-samples/aurora-dsql-

samples/tree/main/ruby/cluster_management

https://github.com/aws-samples/aurora-dsql-

samples/tree/main/rust/cluster_management

7 RS

https://github.com/aws-sa

mples/aurora-dsql-samples/
tree/main/cpp/libpq

https://github.com/aws-sa

mples/aurora-dsql-samples/
tree/main/dotnet/npgsal

https://github.com/aws-sa

mples/aurora-dsql-samples/
tree/main/go/pgx

https://github.com/awslabs/

aurora-dsql-hibernate/tree/
main/examples/pet-clinic-app

https://github.com/aws-sa

mples/aurora-dsql-samples/
tree/main/java/pgjdbc

https://github.com/aws-sa

mples/aurora-dsql-samples/

tree/main/javascript/node-
postgres

gl

92


https://github.com/aws-samples/aurora-dsql-samples/tree/main/ruby/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/ruby/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/rust/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/rust/cluster_management
https://github.com/aws-samples/aurora-dsql-samples/tree/main/cpp/libpq
https://github.com/aws-samples/aurora-dsql-samples/tree/main/cpp/libpq
https://github.com/aws-samples/aurora-dsql-samples/tree/main/cpp/libpq
https://github.com/aws-samples/aurora-dsql-samples/tree/main/dotnet/npgsql
https://github.com/aws-samples/aurora-dsql-samples/tree/main/dotnet/npgsql
https://github.com/aws-samples/aurora-dsql-samples/tree/main/dotnet/npgsql
https://github.com/aws-samples/aurora-dsql-samples/tree/main/go/pgx
https://github.com/aws-samples/aurora-dsql-samples/tree/main/go/pgx
https://github.com/aws-samples/aurora-dsql-samples/tree/main/go/pgx
https://github.com/awslabs/aurora-dsql-hibernate/tree/main/examples/pet-clinic-app
https://github.com/awslabs/aurora-dsql-hibernate/tree/main/examples/pet-clinic-app
https://github.com/awslabs/aurora-dsql-hibernate/tree/main/examples/pet-clinic-app
https://github.com/aws-samples/aurora-dsql-samples/tree/main/java/pgjdbc
https://github.com/aws-samples/aurora-dsql-samples/tree/main/java/pgjdbc
https://github.com/aws-samples/aurora-dsql-samples/tree/main/java/pgjdbc
https://github.com/aws-samples/aurora-dsql-samples/tree/main/javascript/node-postgres
https://github.com/aws-samples/aurora-dsql-samples/tree/main/javascript/node-postgres
https://github.com/aws-samples/aurora-dsql-samples/tree/main/javascript/node-postgres
https://github.com/aws-samples/aurora-dsql-samples/tree/main/javascript/node-postgres
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BARTES
JavaScript
Python
Python
Python

Ruby

Ruby

Rust
TypeScript
TypeScript

EBEASNRE

Postgres.js

Psycopg

Psycopg?2

SQLAIchemy

Rails

P9

SQLx

Sequelize

TypeORM

s EERS

https://github.com/aws-sa
mples/aurora-dsqgl-samples/
tree/main/javascript/postgres-

is

https://github.com/aws-sa
mples/aurora-dsqgl-samples/
tree/main/python/psycopg

https://github.com/aws-sa
mples/aurora-dsqgl-samples/
tree/main/python/psycopg2

https://github.com/awslabs/
aurora-dsql-sqglalchemy/tree/
main/examples/pet-clinic-app

https://github.com/aws-sa
mples/aurora-dsqgl-samples/
tree/main/ruby/rails

https://github.com/aws-sa
mples/aurora-dsqgl-samples/
tree/main/ruby/ruby-pg

https://github.com/aws-sa
mples/aurora-dsqgl-samples/
tree/main/rust/sqlx

https://github.com/aws-sa
mples/aurora-dsqgl-samples/
tree/main/typescript/sequelize

https://github.com/aws-sa
mples/aurora-dsqgl-samples/
tree/main/typescript/type-orm
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https://github.com/aws-samples/aurora-dsql-samples/tree/main/javascript/postgres-js
https://github.com/aws-samples/aurora-dsql-samples/tree/main/javascript/postgres-js
https://github.com/aws-samples/aurora-dsql-samples/tree/main/javascript/postgres-js
https://github.com/aws-samples/aurora-dsql-samples/tree/main/javascript/postgres-js
https://github.com/aws-samples/aurora-dsql-samples/tree/main/python/psycopg
https://github.com/aws-samples/aurora-dsql-samples/tree/main/python/psycopg
https://github.com/aws-samples/aurora-dsql-samples/tree/main/python/psycopg
https://github.com/aws-samples/aurora-dsql-samples/tree/main/python/psycopg2
https://github.com/aws-samples/aurora-dsql-samples/tree/main/python/psycopg2
https://github.com/aws-samples/aurora-dsql-samples/tree/main/python/psycopg2
https://github.com/awslabs/aurora-dsql-sqlalchemy/tree/main/examples/pet-clinic-app
https://github.com/awslabs/aurora-dsql-sqlalchemy/tree/main/examples/pet-clinic-app
https://github.com/awslabs/aurora-dsql-sqlalchemy/tree/main/examples/pet-clinic-app
https://github.com/aws-samples/aurora-dsql-samples/tree/main/ruby/rails
https://github.com/aws-samples/aurora-dsql-samples/tree/main/ruby/rails
https://github.com/aws-samples/aurora-dsql-samples/tree/main/ruby/rails
https://github.com/aws-samples/aurora-dsql-samples/tree/main/ruby/ruby-pg
https://github.com/aws-samples/aurora-dsql-samples/tree/main/ruby/ruby-pg
https://github.com/aws-samples/aurora-dsql-samples/tree/main/ruby/ruby-pg
https://github.com/aws-samples/aurora-dsql-samples/tree/main/rust/sqlx
https://github.com/aws-samples/aurora-dsql-samples/tree/main/rust/sqlx
https://github.com/aws-samples/aurora-dsql-samples/tree/main/rust/sqlx
https://github.com/aws-samples/aurora-dsql-samples/tree/main/typescript/sequelize
https://github.com/aws-samples/aurora-dsql-samples/tree/main/typescript/sequelize
https://github.com/aws-samples/aurora-dsql-samples/tree/main/typescript/sequelize
https://github.com/aws-samples/aurora-dsql-samples/tree/main/typescript/type-orm
https://github.com/aws-samples/aurora-dsql-samples/tree/main/typescript/type-orm
https://github.com/aws-samples/aurora-dsql-samples/tree/main/typescript/type-orm
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EZRETYEE , THROAIER EBENESE AWS CLL,

CreateCluster

EEREVESE  FFH create-clusterindo

® Note

BEEEVELFRALSHRET,. B GetCluster API , BEIjREES AIEACTIVE, —BEE
B, B LEEREEACTIVE,

ghln s

aws dsqgl create-cluster --region us-east-1

@ Note
MRSABEEIE T RFEAMBRRE , 35BS --no-deletion-protection-enabledfEE,

(o] FE & 451

"identifier": "abc@deflbaz2quux3quuux4",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/abc@deflbaz2quux3quuux4",
"status": "CREATING",
"creationTime": "2025-05-22T14:03:26.631000-07:00",
"encryptionDetails": {
"encryptionType": "AWS_OWNED_KMS_KEY",
"encryptionStatus": "ENABLED"
},

"deletionProtectionEnabled": true

GetCluster

EEER #5 |, BMFEH get-cluster®T,
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ghlas

aws dsql get-cluster \
--region us-east-1 \
--identifier <your cluster_id>

(=] FE £ 51

"identifier": "abc@deflbaz2quux3quuux4",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/abc@deflbaz2quux3quuuxs",
"status": "ACTIVE",
"creationTime": "2025-05-22T14:03:26.631000-07:00",
"deletionProtectionEnabled": true,
"tags": {},
"encryptionDetails": {
"encryptionType": "AWS_OWNED_KMS_KEY",
"encryptionStatus": "ENABLED"

UpdateCluster

EEFHRANEE , BMFA update-cluster®v,

(® Note
EHELERSHFRET, B GetCluster API , EX|AREES ACTIVEA L , B EEIE
B,
gl

aws dsql update-cluster \
--region us-east-1 \
--no-deletion-protection-enabled \
--identifier your_cluster_id

(=] FE €551
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{
"identifier": "abc@deflbaz2quux3quuux4",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/abc@deflbaz2quux3quuux4",
"status": "UPDATING",
"creationTime": "2024-05-24T@9:15:32.708000-07:00"
}

DeleteCluster

EEMBRBENESE , 55F M delete-clustermn v,

(® Note
BHERREFRAMBRREBENES. BAFTEER  ARIRAMNRRE.

ghlan s

aws dsql delete-cluster \
--region us-east-1 \
--identifier your_cluster_id

(=] FE &6 451

"identifier": "abc@deflbaz2quux3quuux4",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/abc@deflbaz2quux3quuux4",

"status": "DELETING",
"creationTime": "2024-05-24T09:16:43.778000-07:00"

ListClusters
EEMSHEEN |, BFEAH list-clustersmd,

ghlms

aws dsql list-clusters --region us-east-1
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(=] FE £ 51

"clusters": [

{

"identifier": "abc@deflbaz2quux3quux4quuux",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/
abc@deflbaz2quux3quux4quuux"
I
{

"identifier": "abc@deflbaz2quux3quux4quuuux",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/
abc@deflbaz2quux3quux4quuuux"

}

ZEIE#EE FHY GetCluster

HENBZEEARENMEBENR , FEMA get-clustertn ™. HRNZEFHEE K OEKIER
ARNSs,

iﬂl

ghlan s

aws dsql get-cluster \
--region us-east-1 \
--identifier your_cluster_id

(=] FE €551

"identifier": "abc@deflbaz2quux3quuux4",
"arn": "arn:aws:dsql:us-east-1:111122223333:cluster/abc@deflbaz2quux3quuux4",
"status": "ACTIVE",
"creationTime": "2025-05-22T13:56:18.716000-07:00",
"deletionProtectionEnabled": true,
"multiRegionProperties": {
"witnessRegion": "us-west-2",
"clusters": [
"arn:aws:dsql:us-east-1:842685632318:cluster/fuabuc7d3szkr37uqd5znkjynu"

ZEEFEE LW GetCluster
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},

"tags": {},

"encryptionDetails": {
"encryptionType": "AWS_OWNED_KMS_KEY",
"encryptionStatus": "ENABLED"

By, FBEL, EFr. MIER Aurora DSQL 25

By, EH. E#F. MR (CRUD) &Sl BEARE—EENZEGSE, S sEEAENRHESHE
Fcluster_management[EBE} , REIELSBEETH,

E-ESNBFFEAAREHEEANFEAERHABRBNEAEN , RHBLNERNERNIEE,
ZEHNEZERENESHIZE | HBEEERESHTAMENLBERIIE AWS B,
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FESBLTEN , THIN{AE AuroraDSQL ARV E—ENZ EimEE,

A

Python

BERE—- PEVYESE AWS B , FEATIESH,

import boto3

def create_cluster(region):
try:
client = boto3.client("dsql", region_name=region)
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tags = {"Name": "Python single region cluster"}
cluster = client.create_cluster(tags=tags, deletionProtectionEnabled=True)
print(f"Initiated creation of cluster: {cluster["identifier"]}")

print(f"Waiting for {cluster["arn"]} to become ACTIVE")
client.get_waiter("cluster_active").wait(
identifier=cluster["identifier"],
WaiterConfig={
'Delay': 10,
'MaxAttempts': 30

return cluster

except:
print("Unable to create cluster")
raise
def main():
region = "us-east-1"

response = create_cluster(region)
print(f"Created cluster: {response["arn"]}")

if __name__ == "__main__":
main()

FEEVZEIAEE  FHEATIES, EUSEAEETRFEE-LKE.
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import boto3

def create_multi_region_clusters(region_1, region_2, witness_region):
try:

client_1

client_2

boto3.client("dsql", region_name=region_1)
boto3.client("dsql", region_name=region_2)

# We can only set the witness region for the first cluster

cluster_1 = client_1.create_cluster(
deletionProtectionEnabled=True,
multiRegionProperties={"witnessRegion": witness_region},
tags={"Name": "Python multi region cluster"}

)
print(f"Created {cluster_1["arn"]}")

# For the second cluster we can set witness region and designate cluster_1
as a peer
cluster_2 = client_2.create_cluster(
deletionProtectionEnabled=True,
multiRegionProperties={"witnessRegion": witness_region, "clusters":
[cluster_1["arn"]1]},
tags={"Name": "Python multi region cluster"}

print(f"Created {cluster_2["arn"]}")
# Now that we know the cluster_2 arn we can set it as a peer of cluster_1
client_1.update_clustexr(
identifier=cluster_1["identifier"],
multiRegionProperties={"witnessRegion": witness_region, "clusters":
[cluster_2["arn"]]}

)
print(f"Added {cluster_2["arn"]} as a peer of {cluster_1["arn"]}")

# Now that multiRegionProperties is fully defined for both clusters
# they'll begin the transition to ACTIVE
print(f"Waiting for {cluster_1["arn"]} to become ACTIVE")
client_l.get_waiter("cluster_active").wait(
identifier=cluster_1["identifier"],
WaiterConfig={
'Delay': 10,
'MaxAttempts': 30

BUESE print(f"Waiting for {cluster_2["arn"]} to become ACTIVE") 100
client_2.get_waiter("cluster_active").wait(
identifier=cluster_2["identifier"],
WaiterConfig={
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C++

THEATREEE— PRIHEAWS L.

#include <aws/core/Aws.h>

#include <aws/core/utils/Outcome.h>

#include <aws/dsqgl/DSQLClient.h>

#include <aws/dsql/model/CreateClusterRequest.h>
#include <aws/dsql/model/GetClusterRequest.h>
#include <iostream>

#include <thread>

#include <chrono>

using namespace Aws;
using namespace Aws::DSQL;
using namespace Aws::DSQL::Model;

/**

* Creates a single-region cluster in Amazon Aurora DSQL

CreateClusterResult CreateCluster(const Aws::String& region) {

// Create client for the specified region
DSQL::DSQLClientConfiguration clientConfig;
clientConfig.region = region;
DSQL::DSQLClient client(clientConfig);

// Create the cluster

CreateClusterRequest createClusterRequest;
createClusterRequest.SetDeletionProtectionEnabled(true);
createClusterRequest.SetClientToken(Aws: :Utils::UUID: :RandomUUID());

// Add tags

Aws: :Map<Aws::String, Aws::String> tags;
tags["Name"] = "cpp single region cluster";
createClusterRequest.SetTags(tags);

auto createOutcome = client.CreateCluster(createClusterRequest);
if (!createOutcome.IsSuccess()) {
std::cerr << "Failed to create cluster in " << region << ": "
<< createOutcome.GetError().GetMessage() << std::endl;
throw std::runtime_error("Unable to create cluster in " + region);

auto cluster = createOutcome.GetResult();
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std::cout << "Created " << cluster.GetArn() << std::endl;

return cluster;

int main() {

Aws: :SDKOptions options;
Aws::InitAPI(options);

{
try {
// Define region for the single-region setup
Aws: :String region = "us-east-1";
auto cluster = CreateCluster(region);
std::cout << "Created single region cluster:" << std::endl;
std::cout << "Cluster ARN: " << cluster.GetArn() << std::endl;
std::cout << "Cluster Status: " <<
ClusterStatusMapper: :GetNameForClusterStatus(cluster.GetStatus()) << std::endl;
}
catch (const std::exception& e) {
std::cerr << "Error: " << e.what() << std::endl;
}
}
Aws: :ShutdownAPI(options);
return 0;

ERRVSESEE K FEATIES, BYZESEETREIE —LRKEH,

#include <aws/core/Aws.h>

#include <aws/core/utils/Outcome.h>

#include <aws/dsqgl/DSQLClient.h>

#include <aws/dsql/model/CreateClusterRequest.h>
#include <aws/dsqgl/model/UpdateClusterRequest.h>
#include <aws/dsql/model/MultiRegionProperties.h>
#include <aws/dsqgl/model/GetClusterRequest.h>
#include <iostream>

#include <thread>

#include <chrono>

using namespace Aws;
using namespace Aws::DSQL;
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using namespace Aws::DSQL::Model;

/

std::pair<CreateClusterResult, CreateClusterResult> CreateMultiRegionClusters(

* %

* Creates multi-region clusters in Amazon Aurora DSQL

*/

const Aws::String& regionl,
const Aws::String& region2,
const Aws::String& witnessRegion) {

// Create clients for each region
DSQL::DSQLClientConfiguration clientConfigl;
clientConfigl.region = regionl;
DSQL::DSQLClient clientl(clientConfigl);

DSQL::DSQLClientConfiguration clientConfig2;
clientConfig2.region = region2;
DSQL::DSQLClient client2(clientConfig2);

// We can only set the witness region for the first cluster
std::cout << "Creating cluster in " << regionl << std::endl;

CreateClusterRequest createClusterRequestl;
createClusterRequestl.SetDeletionProtectionEnabled(true);

// Set multi-region properties with witness region
MultiRegionProperties multiRegionPropsl;
multiRegionPropsl.SetWitnessRegion(witnessRegion);
createClusterRequestl.SetMultiRegionProperties(multiRegionPropsl);

// Add tags
Aws: :Map<Aws::String, Aws::String> tags;
tags["Name"] = "cpp multi region cluster 1";

createClusterRequestl.SetTags(tags);
createClusterRequestl.SetClientToken(Aws: :Utils: :UUID: :RandomUUID());

auto createOutcomel = clientl.CreateCluster(createClusterRequestl);
if (!createOutcomel.IsSuccess()) {
std::cerr << "Failed to create cluster in " << regionl << ":
<< createOutcomel.GetError().GetMessage() << std::endl;
throw std::runtime_error("Failed to create multi-region clusters");

auto clusterl = createOutcomel.GetResult();
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std::cout << "Created " << clusterl.GetArn() << std::endl;

// For the second cluster we can set witness region and designate clusterl

peer

std::cout << "Creating cluster in " << region2 << std::endl;

CreateClusterRequest createClusterRequest2;
createClusterRequest2.SetDeletionProtectionEnabled(true);

// Set multi-region properties with witness region and clusterl as peer
MultiRegionProperties multiRegionProps2;
multiRegionProps2.SetWitnessRegion(witnessRegion);

Aws: :Vector<Aws::String> clusters;
clusters.push_back(clusterl.GetArn());
multiRegionProps2.SetClusters(clusters);

tags['"Name"] = "cpp multi region cluster 2";
createClusterRequest2.SetMultiRegionProperties(multiRegionProps2);
createClusterRequest2.SetTags(tags);
createClusterRequest2.SetClientToken(Aws: :Utils: :UUID: :RandomUUID());

auto createOutcome2 = client2.CreateCluster(createClusterRequest2);
if (!createOutcome2.IsSuccess()) {
std::cerr << "Failed to create cluster in " << region2 << ": "
<< createOutcome2.GetError().GetMessage() << std::endl;
throw std::runtime_error("Failed to create multi-region clusters");

auto cluster2 = createOutcome2.GetResult();
std::cout << "Created " << cluster2.GetArn() << std::endl;

// Now that we know the cluster2 arn we can set it as a peer of clusterl
UpdateClusterRequest updateClusterRequest;
updateClusterRequest.SetIdentifier(clusterl.GetIdentifier());

MultiRegionProperties updatedProps;
updatedProps.SetWitnessRegion(witnessRegion);

Aws: :Vector<Aws::String> updatedClusters;
updatedClusters.push_back(cluster2.GetArn());
updatedProps.SetClusters(updatedClusters);

updateClusterRequest.SetMultiRegionProperties(updatedProps);

as
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updateClusterRequest.SetClientToken(Aws: :Utils::UUID: :RandomUUID());

auto updateOutcome = clientl.UpdateCluster(updateClusterRequest);
if (lupdateOutcome.IsSuccess()) {
std::cerr << "Failed to update cluster in " << regionl << ":
<< updateOutcome.GetError().GetMessage() << std::endl;
throw std::runtime_error("Failed to update multi-region clusters");

std::cout << "Added " << cluster2.GetArn() << " as a peer of " <<
clusterl.GetArn() << std::endl;

return std::make_pair(clusterl, cluster2);

int main() {

Aws: :SDKOptions options;
Aws::InitAPI(options);

{
try {
// Define regions for the multi-region setup
Aws: :String regionl = "us-east-1";
Aws::String region2 = "us-east-2";
Aws::String witnessRegion = "us-west-2";

auto [clusterl, cluster2] = CreateMultiRegionClusters(regionl, region2,
witnessRegion);

std::cout << "Created multi region clusters:" << std::endl;
std::cout << "Cluster 1 ARN: " << clusterl.GetArn() << std::endl;
std::cout << "Cluster 2 ARN: " << cluster2.GetArn() << std::endl;

}
catch (const std::exception& e) {
std::cerr << "Error: " << e.what() << std::endl;

}

}

Aws: :ShutdownAPI(options);

return 0;

}
JavaScript

BERE- PEVYESE AWS B , FEATIESH,
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import { DSQLClient, CreateClusterCommand, waitUntilClusterActive } from "@aws-sdk/
client-dsql";

async function createCluster(region) {

const client = new DSQLClient({ region });

try {
const createClusterCommand = new CreateClusterCommand({
deletionProtectionEnabled: true,
tags: {
Name: "javascript single region cluster"
.
});

const response = await client.send(createClusterCommand);

console.log( 'Waiting for cluster ${response.identifier} to become ACTIVE');
await waitUntilClusterActive(

{
client: client,
maxWaitTime: 300 // Wait for 5 minutes
1,
{
identifier: response.identifier
}

);
console.log( Cluster Id ${response.identifier} is now active');
retuzrn;
} catch (error) {
console.error( ‘Unable to create cluster in ${region}: °, error.message);
throw error;

async function main() {
const region = "us-east-1";

await createCluster(region);

main();

FEEVZEEAEE  FHEATIES, EUZEAEETREE-LKE.
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import { DSQLClient, CreateClusterCommand, UpdateClusterCommand,
waitUntilClusterActive } from "eaws-sdk/client-dsql";

async function createMultiRegionCluster(regionl, region2, witnessRegion) {

new DSQLClient({ region: regionl });
new DSQLClient({ region: region2 });

const clientl
const client2

try {
// We can only set the witness region for the first cluster
console.log( Creating cluster in ${regionl}’);
const createClusterCommandl = new CreateClusterCommand({
deletionProtectionEnabled: true,
tags: {
Name: "javascript multi region cluster 1"
1,
multiRegionProperties: {
witnessRegion: witnessRegion

1)

const responsel = await clientl.send(createClusterCommandl);
console.log( Created ${responsel.arn}’);

// For the second cluster we can set witness region and designate the first

cluster as a peer
console.log( ‘Creating cluster in ${region2}’);
const createClusterCommand2 = new CreateClusterCommand({
deletionProtectionEnabled: true,
tags: {
Name: "javascript multi region cluster 2"
1,
multiRegionProperties: {
witnessRegion: witnessRegion,
clusters: [responsel.arn]

1)

const response2 = await client2.send(createClusterCommand2);
console.log( Created ${response2.arn}’);

// Now that we know the second cluster arn we can set it as a peer of the

first cluster
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const updateClusterCommandl = new UpdateClusterCommand(

{
identifier: responsel.identifier,
multiRegionProperties: {
witnessRegion: witnessRegion,
clusters: [response2.arn]
}
}

);

await clientl.send(updateClusterCommandl);
console.log( "Added ${response2.arn} as a peer of ${responsel.arn}’);

// Now that multiRegionProperties is fully defined for both clusters

// they'll begin the transition to ACTIVE

console.log( 'Waiting for cluster 1 ${responsel.identifier} to become
ACTIVE );

await waitUntilClusterActive(

{
client: clientl,
maxWaitTime: 300 // Wait for 5 minutes
},
{
identifier: responsel.identifier
}

);

console.log( Cluster 1 is now active’);

console.log( ‘Waiting for cluster 2 ${response2.identifier} to become

ACTIVE );
await waitUntilClusterActive(
{
client: client2,
maxWaitTime: 300 // Wait for 5 minutes
I
{
identifier: response2.identifier
}
I

console.log( Cluster 2 is now active’);
console.log("The multi region clusters are now active");
retuzrn;

} catch (error) {

108



Amazon Aurora DSQL

ERAEER

console.error("Failed to create cluster:
throw error;

, error.message);

}
}
async function main() {
const regionl = "us-east-1";
const region2 = "us-east-2";
const witnessRegion = "us-west-2";

await createMultiRegionCluster(regionl, region2, witnessRegion);

main();

Java

ERATHEFEE— PEIFRSE AWS EH,
package org.example;

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
import software.amazon.awssdk.core.waiters.WaiterResponse;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.retries.api.BackoffStrategy;

import software.amazon.awssdk.services.dsql.DsqlClient;

import software.amazon.awssdk.services.dsql.model.CreateClusterRequest;
import software.amazon.awssdk.services.dsql.model.CreateClusterResponse;
import software.amazon.awssdk.services.dsql.model.GetClusterResponse;

import java.time.Duration;
import java.util.Map;

public class CreateCluster {

public static void main(String[] args) {
Region region = Region.US_EAST_1;

try (
DsqlClient client = DsqlClient.builder()
.region(region)
.credentialsProvider(DefaultCredentialsProvider.create())
.build()
) {
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CreateClusterRequest request = CreateClusterRequest.builder()
.deletionProtectionEnabled(tzrue)
.tags(Map.of("Name", "java single region cluster"))
.build();

CreateClusterResponse cluster client.createCluster(request);

System.out.println("Created " + cluster.arn());

// The DSQL SDK offers a built-in waiter to poll for a cluster's
// transition to ACTIVE.
System.out.println("Waiting for cluster to become ACTIVE");
WaiterResponse<GetClusterResponse> waiterResponse =
client.waiter().waitUntilClusterActive(
getCluster -> getCluster.identifier(cluster.identifier()),
config -> config.backoffStrategyV2(

BackoffStrategy.fixedDelayWithoutJitter(Duration.ofSeconds(10))
) .waitTimeout(Duration.ofMinutes(5))

);

waiterResponse.matched().response().ifPresent(System.out::println);

ERRVSESEE K FEATIES, BYZESEETREIE —LRKEH,

package org.example;

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.retries.api.BackoffStrategy;

import software.amazon.awssdk.services.dsql.DsqlClient;

import software.amazon.awssdk.services.dsql.DsqlClientBuilder;

import software.amazon.awssdk.services.dsql.model.CreateClusterRequest;
import software.amazon.awssdk.services.dsql.model.CreateClusterResponse;
import software.amazon.awssdk.services.dsql.model.GetClusterResponse;
import software.amazon.awssdk.services.dsql.model.UpdateClusterRequest;

import java.time.Duration;
import java.util.Map;

public class CreateMultiRegionCluster {
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public static void main(String[] args) {
Region regionl = Region.US_EAST_1;
Region region2 = Region.US_EAST_2;
Region witnessRegion = Region.US_WEST_2;

DsglClientBuilder clientBuilder = DsqlClient.builder()
.credentialsProvider(DefaultCredentialsProvider.create());

try (
DsqlClient clientl
DsqglClient client2

clientBuilder.region(regionl).build();
clientBuilder.region(region2).build()

) {

// We can only set the witness region for the first cluster
System.out.println("Creating cluster in " + regionl);
CreateClusterRequest requestl = CreateClusterRequest.builder()
.deletionProtectionEnabled(true)
.multiRegionProperties(mrp ->
mrp.witnessRegion(witnessRegion.toString()))
.tags(Map.of("Name", "java multi region cluster"))
.build();

CreateClusterResponse clusterl = clientl.createCluster(requestl);

System.out.println("Created " + clusterl.arn());

// For the second cluster we can set the witness region and designate

// clusterl as a peer.

System.out.println("Creating cluster in " + region2);

CreateClusterRequest request2 = CreateClusterRequest.builder()
.deletionProtectionEnabled(true)
.multiRegionProperties(mrp ->

mrp.witnessRegion(witnessRegion.toString()).clusters(clusterl.arn())

)

.tags(Map.of("Name", "java multi region cluster"))
.build();

CreateClusterResponse cluster2 = client2.createCluster(request2);

System.out.println("Created " + cluster2.arn());

// Now that we know the cluster2 ARN we can set it as a peer of clusterl

UpdateClusterRequest updateReq = UpdateClusterRequest.builder()

.identifier(clusterl.identifier())
.multiRegionProperties(mrp ->

mrp.witnessRegion(witnessRegion.toString()).clusters(cluster2.arn())

)
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.build();
clientl.updateCluster(updateReq);
System.out.printf("Added %s as a peer of %s%n", cluster2.arn(),
clusterl.arn());

// Now that MultiRegionProperties is fully defined for both clusters
they'll begin
// the transition to ACTIVE.
System.out.printf("Waiting for cluster %s to become ACTIVE%n",
clusterl.arn());
GetClusterResponse activeClusterl =
clientl.waiter().waitUntilClusterActive(
getCluster -> getCluster.identifier(clusterl.identifier()),
config -> config.backoffStrategyV2(

BackoffStrategy.fixedDelayWithoutJitter(Duration.ofSeconds(10))
) .waitTimeout(Duration.ofMinutes(5))
).matched().response().orElseThrow();

System.out.printf("Waiting for cluster %s to become ACTIVE%n",
cluster2.arn());
GetClusterResponse activeCluster2 =
client2.waiter().waitUntilClusterActive(
getCluster -> getCluster.identifier(cluster2.identifiex()),
config -> config.backoffStrategyV2(

BackoffStrategy.fixedDelayWithoutJitter(Duration.ofSeconds(10))
) .waitTimeout(Duration.ofMinutes(5))
).matched().response().orElseThrow();
System.out.println("Created multi region clusters:");

System.out.println(activeClusterl);
System.out.println(activeCluster2);

Rust

ERTHIEHEE— PEIUEE AWS B,

use aws_config::load_defaults;
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use
use
use

use

/17

aws_sdk_dsql::client::Waiters;

aws_sdk_dsql: :operation::get_cluster::GetClusterOutput;
aws_sdk_dsql::{

Client, Config,

config::{BehaviorVersion, Region},

std::collections: :HashMap;

Create a client. We will use this later for performing operations on the

cluster.
async fn dsql_client(region: &'static str) -> Client {

///
pub

// Load default SDK configuration
let sdk_defaults = load_defaults(BehaviorVersion::latest()).await;

// You can set your own credentials by following this guide
// https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
let credentials = sdk_defaults.credentials_provider().unwrap();

let config = Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(credentials)
.region(Region: :new(region))
.build();

Client::from_conf(config)

Create a cluster without delete protection and a name
async fn create_cluster(region: &'static str) -> GetClusterOutput {
let client = dsql_client(region).await;
let tags = HashMap::from([(
String::from("Name"),
String::from("rust single region cluster"),

)1);

let create_cluster_output = client
.create_cluster()
.set_tags(Some(tags))
.deletion_protection_enabled(true)
.send()
.await
.unwrap();

println!("Created {}", create_cluster_output.arn);
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println!("Waiting for cluster to become ACTIVE");

client
.wait_until_cluster_active()
.identifier(&create_cluster_output.identifier)
.wait(std::time::Duration::from_secs(300)) // Wait up to 5 minutes

.await
.unwrap()
.into_result()
.unwrap()
}
#[tokio::main(flavor = "current_thread")]
pub async fn main() -> anyhow::Result<()> {
let region = "us-east-1";
let output = create_cluster(region).await;
println!("{:#?}", output);
0k(())
}

FEEVZEIAEE  FHEATIES, EUZSEAEETRFEE-LKE.

use aws_config::{BehaviorVersion, Region, load_defaults};

use aws_sdk_dsqgl::client::Waiters;

use aws_sdk_dsql::operation::get_cluster::GetClusterOutput;

use aws_sdk_dsql::types::MultiRegionProperties;

use aws_sdk_dsqgl::{Client, Config};

use std::collections: :HashMap;

/// Create a client. We will use this later for performing operations on the
cluster.

async fn dsql_client(region: &'static str) -> Client {

// Load default SDK configuration
let sdk_defaults = load_defaults(BehaviorVersion::latest()).await;

// You can set your own credentials by following this guide
// https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
let credentials = sdk_defaults.credentials_provider().unwrap();

let config = Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(credentials)
.region(Region::new(region))
.build();
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Client::from_conf(config)

/// Create a cluster without delete protection and a name
pub async fn create_multi_region_clusters(

region_1: &'static str,

region_2: &'static str,

witness_region: &'static str,
) -> (GetClusterOutput, GetClusterOutput) {

let client_1 = dsql_client(region_1).await;

let client_2 = dsql_client(region_2).await;

let tags = HashMap::from([(
String::from("Name"),
String::from("rust multi region cluster"),

)1);

// We can only set the witness region for the first cluster
println!("Creating cluster in {region_13}");
let cluster_1 = client_1
.create_cluster()
.set_tags(Some(tags.clone()))
.deletion_protection_enabled(true)
.multi_region_properties(
MultiRegionProperties::builder()
.witness_region(witness_region)

Lbuild(),
)
.send()
.await
.unwrap();

let cluster_1_arn = &cluster_1l.arn;
println!("Created {cluster_1_arn}");

// For the second cluster we can set witness region and designate cluster_1 as a
peer
println!("Creating cluster in {region_23}");
let cluster_2 = client_2
.create_cluster()
.set_tags(Some(tags))
.deletion_protection_enabled(true)
.multi_region_properties(
MultiRegionProperties::builder()
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.witness_region(witness_region)
.clusters(&cluster_1.arn)

.build(),
)
.send()
.await
.unwrap();

let cluster_2_arn = &cluster_2.arn;
println!("Created {cluster_2_arn}");

// Now that we know the cluster_2 arn we can set it as a peer of cluster_1
client_1
.update_cluster()
.identifier(&cluster_1l.identifier)
.multi_region_properties(
MultiRegionProperties::builder()
.witness_region(witness_region)
.clusters(&cluster_2.arn)

.build(),
)
.send()
.await
.unwrap();

println!("Added {cluster_2_arn} as a peer of {cluster_1_arn}");

// Now that the multi-region properties are fully defined for both clusters
// they'll begin the transition to ACTIVE
println!("Waiting for {cluster_1_arn} to become ACTIVE");
let cluster_1_output = client_1
.wait_until_cluster_active()
.identifier(&cluster_1.identifier)
.wait(std::time::Duration::from_secs(300)) // Wait up to 5 minutes
.await
.unwrap()
.into_result()
.unwrap();

println!("Waiting for {cluster_2_arn} to become ACTIVE");

let cluster_2_output = client_2
.wait_until_cluster_active()
.identifier(&cluster_2.identifier)
.wait(std::time::Duration::from_secs(300)) // Wait up to 5 minutes
.await
.unwrap()
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.into_result()
.unwrap();

(cluster_1_output, cluster_2_output)

#[tokio: :main(flavor = "current_thread")]

pub async fn main() -> anyhow::Result<()> {

let region_1 = "us-east-1";
let region_2 = "us-east-2";
let witness_region = "us-west-2";

let (cluster_1, cluster_2) =

create_multi_region_clusters(region_1, region_2, witness_region).await;

println!("Created multi region clusters:");

println!("{:#?}", cluster_1);
println!("{:#?}", cluster_2);

0k(())

Ruby

ERATHEHEE— PEUFEE AWS EH,

require "aws-sdk-dsql"
require "pp"

def create_cluster(region)
client = Aws::DSQL::Client.new(region:
cluster = client.create_cluster(
deletion_protection_enabled: true,
tags: {
Name: "ruby single region cluster"

)

puts "Created #{cluster.arn}"

# The DSQL SDK offers built-in waiters to poll for a cluster's

# transition to ACTIVE.

region)

puts "Waiting for cluster to become ACTIVE"
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client.wait_until(:cluster_active, identifier: cluster.identifier) do |w]|
# Wait for 5 minutes
w.max_attempts = 30
w.delay = 10
end
rescue Aws::Errors::ServiceError => e
abort "Unable to create cluster in #{region}: #{e.message}"
end

def main
region = "us-east-1"
cluster = create_cluster(region)
pp cluster

end

main if $PROGRAM_NAME == __ FILE__

FEEVZEIAEE  FHEATIES, EUZSEAEETRFEE-LKE.

require "aws-sdk-dsql"
require "pp"

def create_multi_region_clusters(region_1, region_2, witness_region)
client_1 = Aws::DSQL::Client.new(region: region_1)
client_2 = Aws::DSQL::Client.new(region: region_2)

# We can only set the witness region for the first cluster
puts "Creating cluster in #{region_13}"
cluster_1 = client_1.create_cluster(
deletion_protection_enabled: true,
multi_region_properties: {
witness_region: witness_region
1,
tags: {
Name: "ruby multi region cluster"

)
puts "Created #{cluster_l.arn}"

# For the second cluster we can set witness region and designate cluster_1 as a
peer
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puts "Creating cluster in #{region_2}"
cluster_2 = client_2.create_cluster(
deletion_protection_enabled: true,
multi_region_properties: {
witness_region: witness_region,
clusters: [ cluster_l.arn ]
},
tags: {
Name: "ruby multi region cluster"

)
puts "Created #{cluster_2.arn}"

# Now that we know the cluster_2 arn we can set it as a peer of cluster_l1
client_1.update_cluster(
identifier: cluster_1l.identifier,
multi_region_properties: {
witness_region: witness_region,
clusters: [ cluster_2.arn ]

)
puts "Added #{cluster_2.arn} as a peer of #{cluster_1.arn}"

# Now that multi_region_properties is fully defined for both clusters
# they'll begin the transition to ACTIVE
puts "Waiting for #{cluster_1l.arn} to become ACTIVE"
cluster_1 = client_1.wait_until(:cluster_active, identifier: cluster_1.identifier)
do |w]
# Wait for 5 minutes
w.max_attempts = 30
w.delay = 10
end

puts "Waiting for #{cluster_2.arn} to become ACTIVE"
cluster_2 = client_2.wait_until(:cluster_active, identifier: cluster_2.identifier)

do |w]
w.max_attempts = 30
w.delay = 10
end

[ cluster_1, cluster_2 ]
rescue Aws::Errors::ServiceError => e

abort "Failed to create multi-region clusters: #{e.message}"
end
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def main
region_1 = "us-east-1"
region_2 = "us-east-2"
witness_region = "us-west-2"

cluster_1, cluster_2 = create_multi_region_clusters(region_1, region_2,
witness_region)

puts "Created multi region clusters:"
pp cluster_1
pp cluster_2

end

main if $PROGRAM_NAME == __ FILE__

NET

ERTHIEHEE— PEIUEE AWS B,

using System;

using System.Collections.Generic;
using System.Threading.Tasks;
using Amazon;

using Amazon.DSQL;

using Amazon.DSQL.Model;

using Amazon.Runtime.Credentials;

namespace DSQLExamples.examples

{
public class CreateSingleRegionCluster
{

/// <summary>
/// Create a client. We will use this later for performing operations on the

cluster.
/// </summary>
private static async Task<AmazonDSQLClient> CreateDSQLClient(RegionEndpoint
region)
{
var awsCredentials = await
DefaultAWSCredentialsIdentityResolver.GetCredentialsAsync();
var clientConfig = new AmazonDSQLConfig

{
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region)

};

RegionEndpoint = region

return new AmazonDSQLClient(awsCredentials, clientConfig);

/// <summary>
/// Create a cluster without delete protection and a name.

/// </summary>
public static async Task<CreateClusterResponse> Create(RegionEndpoint

{

using (var client = await CreateDSQLClient(region))

{

var tags = new Dictionary<string, string>

{
{ "Name", "csharp single region cluster" }
};
var createClusterRequest = new CreateClusterRequest
{
DeletionProtectionEnabled = true,
Tags = tags
};

CreateClusterResponse response = await

client.CreateClusterAsync(createClusterRequest);

Console.WritelLine($"Initiated creation of {response.Arn}");

return response;

private static async Task Main()

{

var region = RegionEndpoint.USEastl;

await Create(region);

FEEVZEIAEE  FHEATIEHS, EUZSEAEETREE-LKE.
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using System;

using System.Collections.Generic;
using System.Threading.Tasks;
using Amazon;

using Amazon.DSQL;

using Amazon.DSQL.Model;

using Amazon.Runtime.Credentials;
using Amazon.Runtime.Endpoints;

namespace DSQLExamples.examples

{
public class CreateMultiRegionClusters
{

/// <summary>
/// Create a client. We will use this later for performing operations on the

cluster.
/// </summary>
private static async Task<AmazonDSQLClient> CreateDSQLClient(RegionEndpoint
region)
{
var awsCredentials = await
DefaultAWSCredentialsIdentityResolver.GetCredentialsAsync();
var clientConfig = new AmazonDSQLConfig
{
RegionEndpoint = region,
};

return new AmazonDSQLClient(awsCredentials, clientConfig);

/// <summary>
/// Create multi-region clusters with a witness region.

/// </summary>
public static async Task<(CreateClusterResponse, CreateClusterResponse)>
Create(
RegionEndpoint regionl,
RegionEndpoint region2,
RegionEndpoint witnessRegion)

using (var clientl = await CreateDSQLClient(regionl))
await CreateDSQLClient(region2))

using (var client2

{

var tags = new Dictionary<string, string>

{

BUEE 122



Amazon Aurora DSQL EREER

{ "Name", "csharp multi region cluster" }

};

// We can only set the witness region for the first cluster
var createClusterRequestl = new CreateClusterRequest

{
DeletionProtectionEnabled = true,
Tags = tags,
MultiRegionProperties = new MultiRegionProperties
{
WitnessRegion = witnessRegion.SystemName
}
};

var clusterl = await
clientl.CreateClusterAsync(createClusterRequestl);

var clusterlArn = clusterl.Arn;

Console.WriteLine($"Initiated creation of {clusterlArn}");

// For the second cluster we can set witness region and designate
clusterl as a peer
var createClusterRequest2 = new CreateClusterRequest

{
DeletionProtectionEnabled = true,
Tags = tags,
MultiRegionProperties = new MultiRegionProperties
{
WitnessRegion = witnessRegion.SystemName,
Clusters = new List<string> { clusterl.Arn }
}
};

var cluster2 = await
client2.CreateClusterAsync(createClusterRequest2);

var cluster2Arn = cluster2.Arn;

Console.WriteLine($"Initiated creation of {cluster2Arn}");

// Now that we know the cluster2 arn we can set it as a peer of
clusterl
var updateClusterRequest = new UpdateClusterRequest
{
Identifier = clusterl.Identifier,
MultiRegionProperties = new MultiRegionProperties

{
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WitnessRegion = witnessRegion.SystemName,
Clusters = new List<string> { cluster2.Arn }

};

await clientl.UpdateClusterAsync(updateClusterRequest);
Console.WritelLine($"Added {cluster2Arn} as a peer of
{clusterlArn}");

return (clusterl, cluster2);

private static async Task Main()
{
var regionl = RegionEndpoint.USEastl;
var region2 = RegionEndpoint.USEast2;
var witnessRegion = RegionEndpoint.USWest2;

var (clusterl, cluster2) = await Create(regionl, region2,
witnessRegion);

Console.WriteLine("Created multi region clusters:");
Console.WritelLine($"Cluster 1: {clusterl.Arn}");
Console.WriteLine($"Cluster 2: {cluster2.Arn}");

Golang
ERATSIEFEE— PEIEE AWS B,

package main

import (
"context"
"fmt"
"log"
"time"

"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/dsql"
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)

func CreateCluster(ctx context.Context, region string) error {

cfg, err := config.LoadDefaultConfig(ctx, config.WithRegion(region))
if err != nil {

log.Fatalf("Failed to load AWS configuration: %v'", err)

}

// Create a DSQL client
client := dsqgl.NewFromConfig(cfg)

deleteProtect := true
input := dsql.CreateClusterInput{

DeletionProtectionEnabled: &deleteProtect,
Tags: map[string]string{

"Name": "go single region cluster",
},
}
clusterProperties, err := client.CreateCluster(context.Background(), &input)
if err != nil {
return fmt.Errorf("error creating cluster: %w", err)
}

fmt.Printf("Created cluster: %s\n", *clusterProperties.Arn)

// Create the waiter with our custom options
waiter := dsql.NewClusterActiveWaiter(client, func(o
*dsql.ClusterActiveWaiterOptions) {

o0.MaxDelay = 30 * time.Second

0.MinDelay = 1@ * time.Second

o.LogWaitAttempts = true

D

id := clusterProperties.Identifier

// Create the input for the clusterProperties
getInput := &dsql.GetClusterInput{
Identifier: id,

}
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// Wait for the cluster to become active
fmt.Println("Waiting for cluster to become ACTIVE")
err = waiter.Wait(ctx, getInput, 5*time.Minute)
if err !'= nil {
return fmt.Errorf("error waiting for cluster to become active: %w", err)

}

fmt.Printf("Cluster %s is now active\n", *id)
return nil

// Example usage in main function
func main() {

region := "us-east-1"

// Set up context with timeout

ctx, cancel := context.WithTimeout(context.Background(), 6*time.Minute)
defer cancel()

if err := CreateCluster(ctx, region); err != nil {
log.Fatalf("Failed to create cluster: %v", err)

}

}

ERRVSESEE K FEATIES, BYZESEETREIE —LRKEH,

package main

import (
"context"
"fmt"
Illogll
"time"

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/dsql"

dtypes "github.com/aws/aws-sdk-go-v2/service/dsql/types"
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func CreateMultiRegionClusters(ctx context.Context, witness, regionl, region2

string) error {

cfg, err := config.LoadDefaultConfig(ctx, config.WithRegion(regionl))
if err !'= nil {

log.Fatalf("Failed to load AWS configuration: %v", err)

}

// Create a DSQL region 1 client
client := dsql.NewFromConfig(cfg)

cfg2, err := config.LoadDefaultConfig(ctx, config.WithRegion(region2))
if err !'= nil {

log.Fatalf("Failed to load AWS configuration: %v", err)

}

// Create a DSQL region 2 client
client2 := dsqgl.NewFromConfig(cfg2, func(o *dsqgl.Options) {
o.Region = region2

D

// Create cluster
deleteProtect := true

// We can only set the witness region for the first cluster

input := &dsql.CreateClusterInput{
DeletionProtectionEnabled: &deleteProtect,
MultiRegionProperties: &dtypes.MultiRegionProperties{
WitnessRegion: aws.String(witness),

iy
Tags: map[string]string{
"Name": "go multi-region cluster",

iy

}

clusterProperties, err := client.CreateCluster(context.Background(), input)
if err != nil {

return fmt.Errorf("failed to create first cluster: %v'", err)

}
// create second cluster

cluster2Arns := []string{*clusterProperties.Arn}
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// For the second cluster we can set witness region and designate the first cluster
as a peer
input2 := &dsql.CreateClusterInput{
DeletionProtectionEnabled: &deleteProtect,
MultiRegionProperties: &dtypes.MultiRegionProperties{
WitnessRegion: aws.String("us-west-2"),
Clusters: cluster2Arns,
I
Tags: map[string]string{
"Name": "go multi-region cluster",
},
}

clusterProperties2, err := client2.CreateCluster(context.Background(), input2)

if err != nil {
return fmt.Errorf("failed to create second cluster: %v", err)

}

// link initial cluster to second cluster
clusterlArns := []string{*clusterProperties2.Arn}

// Now that we know the second cluster arn we can set it as a peer of the first
cluster
input3 := dsql.UpdateClusterInput{

Identifier: clusterProperties.Identifier,

MultiRegionProperties: &dtypes.MultiRegionProperties{

WitnessRegion: aws.String("us-west-2"),

Clusters: clusterlArns,

1}

_, err = client.UpdateCluster(context.Background(), &input3)

if err != nil {

return fmt.Errorf("failed to update cluster to associate with first cluster. %v",
err)

}

// Create the waiter with our custom options for first cluster
waiter := dsql.NewClusterActiveWaiter(client, func(o
*dsql.ClusterActiveWaiterOptions) {

o0.MaxDelay = 30 * time.Second // Creating a multi-region cluster can take a few
minutes

0.MinDelay = 10 * time.Second
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o.LogWaitAttempts = true
1)

// Now that multiRegionProperties is fully defined for both clusters
// they'll begin the transition to ACTIVE

// Create the input for the clusterProperties to monitor for first cluster
getInput := &dsql.GetClusterInput{
Identifier: clusterProperties.Identifier,

}

// Wait for the first cluster to become active
fmt.Printf("Waiting for first cluster %s to become active...\n",
*clusterProperties.Identifier)
err = waiter.Wait(ctx, getInput, 5*time.Minute)
if err != nil {
return fmt.Errorf("error waiting for first cluster to become active: %w", err)

}

// Create the waiter with our custom options
waiter2 := dsql.NewClusterActiveWaiter(client2, func(o
*dsql.ClusterActiveWaiterOptions) {

o.MaxDelay = 30 * time.Second // Creating a multi-region cluster can take a few
minutes

0.MinDelay = 10 * time.Second

o.LogWaitAttempts = true

1))

// Create the input for the clusterProperties to monitor for second
getInput2 := &dsql.GetClusterInput{
Identifier: clusterProperties2.Identifier,

}

// Wait for the second cluster to become active
fmt.Printf("Waiting for second cluster %s to become active...\n",
*clusterProperties2.Identifier)
err = waiter2.Wait(ctx, getInput2, 5*time.Minute)
if err != nil {
return fmt.Errorf("error waiting for second cluster to become active: %w", err)

}

fmt.Printf("Cluster %s is now active\n", *clusterProperties.Identifier)
fmt.Printf("Cluster %s is now active\n", *clusterProperties2.Identifier)
return nil
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}

// Example usage in main function

func main() {

// Set up context with timeout

ctx, cancel := context.WithTimeout(context.Background(), 1@0*time.Minute)
defer cancel()

err := CreateMultiRegionClusters(ctx, "us-west-2", "us-east-1", "us-east-2")
if err !'= nil {

fmt.Printf("failed to create multi-region clusters: %v", err)

panic(err)

}

EVEES-3-3
RSEUTENR , THUNATE Aurora DSQL HEERIESENEF
Python

EEMBE-—HZEARENHEER , FEA T HEH5.

import boto3
from datetime import datetime
import json

def get_cluster(region, identifier):

try:
client = boto3.client("dsql", region_name=region)
return client.get_cluster(identifier=identifier)

except:
print(f"Unable to get cluster {identifier} in region {region}")
raise

def main():
region = "us-east-1"
cluster_id = "<your cluster id>"

response = get_cluster(region, cluster_id)

130



Amazon Aurora DSQL

ERAEER

print(json.dumps(response, indent=2, default=lambda obj: obj.isoformat() if

isinstance(obj, datetime) else None))

if __name__ == "__main__":
main()

C++
ERATEHRMEE-—RNSEHABRENEEERA,

#include <aws/core/Aws.h>

#include <aws/core/utils/Outcome.h>

#include <aws/dsql/DSQLClient.h>

#include <aws/dsql/model/GetClusterRequest.h>
#include <iostream>

using namespace Aws;

using namespace Aws::DSQL;
using namespace Aws::DSQL::Model;

/**

* Retrieves information about a cluster in Amazon Aurora DSQL

*/

GetClusterResult GetCluster(const Aws::String& region, const Aws::String&

identifier) {
// Create client for the specified region

DSQL: :DSQLClientConfiguration clientConfig;

clientConfig.region = region;
DSQL::DSQLClient client(clientConfig);

// Get the cluster
GetClusterRequest getClusterRequest;

getClusterRequest.SetIdentifier(identifier);

auto getOutcome = client.GetCluster(getClusterRequest);

if (!getOutcome.IsSuccess()) {

std::cerr << "Failed to retrieve cluster

<< LLIN n

" << identifier << " in " << region

<< getOutcome.GetError().GetMessage() << std::endl;
throw std::runtime_error("Unable to retrieve cluster " + identifier + " in

region " + region);

mE#EE
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}

return getOutcome.GetResult();

int main() {
Aws: :SDKOptions options;
Aws::InitAPI(options);

{
try {
// Define region and cluster ID
Aws: :String region = "us-east-1";
Aws::String clusterId = "<your cluster id>";

auto cluster = GetCluster(region, clusterId);

// Print cluster details
std::cout << "Cluster Details:" << std::endl;
std::cout << "ARN: " << cluster.GetArn() << std::endl;
std::cout << "Status: " <<
ClusterStatusMapper: :GetNameForClusterStatus(cluster.GetStatus()) << std::endl;

}
catch (const std::exception& e) {
std::cerr << "Error: " << e.what() << std::endl;

}

}

Aws: :ShutdownAPI(options);

return 0;

}
JavaScript

HENSE-—NZEGABRENHEBRENR , FEATIEH,
import { DSQLClient, GetClusterCommand } from "@aws-sdk/client-dsql";
async function getCluster(region, clusterId) {
const client = new DSQLClient({ region });

const getClusterCommand = new GetClusterCommand({
identifier: clusterId,
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1)

try {
return await client.send(getClusterCommand);
} catch (error) {
if (error.name === "ResourceNotFoundException") {
console.log("Cluster ID not found or deleted");
}

throw error;

async function main() {
const region = "us-east-1";
const clusterId = "<CLUSTER_ID>";

const response = await getCluster(region, clusterId);

console.log("Cluster: ", response);

main();

Java

THEHRENBE-—NZEHEENEEENR,
package org.example;

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.dsql.DsqlClient;

import software.amazon.awssdk.services.dsql.model.GetClusterResponse;

import software.amazon.awssdk.services.dsql.model.ResourceNotFoundException;

public class GetCluster {

public static void main(String[] args) {
Region region = Region.US_EAST_1;

String clusterId = "<your cluster id>";
try (
DsqlClient client = DsqlClient.builder()
.region(region)
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.credentialsProvider(DefaultCredentialsProvider.create())
.build()
) {
GetClusterResponse cluster = client.getCluster(r ->
r.identifier(clusterId));
System.out.println(cluster);
} catch (ResourceNotFoundException e) {
System.out.printf("Cluster %s not found in %s%n", clusterId, region);

Rust

T ATREMEE RS RERENHEEET.

use aws_config::load_defaults;
use aws_sdk_dsql::operation::get_cluster::GetClusterOutput;
use aws_sdk_dsql::{

Client, Config,

config::{BehaviorVersion, Region},

};

/// Create a client. We will use this later for performing operations on the
cluster.
async fn dsql_client(region: &'static str) -> Client {
// Load default SDK configuration
let sdk_defaults = load_defaults(BehaviorVersion::latest()).await;

// You can set your own credentials by following this guide
// https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
let credentials = sdk_defaults.credentials_provider().unwrap();

let config = Config::buildexr()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(credentials)
.region(Region::new(region))
.build();

Client::from_conf(config)

/// Get a ClusterResource from DSQL cluster identifier
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pub async fn get_cluster(region: &'static str, identifier: &'static str) ->
GetClusterOutput {
let client = dsql_client(region).await;
client
.get_cluster()
.identifier(identifier)

.send()
.await
.unwrap()
}
#[tokio::main(flavor = "current_thread")]
pub async fn main() -> anyhow::Result<()> {
let region = "us-east-1";
let cluster = get_cluster(region, "<your cluster id>").await;
println!("{:#?}", cluster);
0k(())
}
Ruby

THEHTRENEE-—RNSEHFENEBEES

require "aws-sdk-dsql"
require "pp"

def get_cluster(region, identifier)
client = Aws::DSQL::Client.new(region: region)
client.get_cluster(identifier: identifier)
rescue Aws::Errors::ServiceError => e
abort "Unable to retrieve cluster #{identifier} in region #{region}: #{e.message}"

end
def main
region = "us-east-1"
cluster_id = "<your cluster id>"
cluster = get_cluster(region, cluster_id)
pp cluster
end
main if $PROGRAM_NAME == __ FILE__

migHEE 135



Amazon Aurora DSQL EREER

NET

THEHTRENEE-— RS EHFENEBEES

using System;

using System.Threading.Tasks;
using Amazon;

using Amazon.DSQL;

using Amazon.DSQL.Model;

using Amazon.Runtime.Credentials;

namespace DSQLExamples.examples
{

public class GetCluster

{

/// <summary>
/// Create a client. We will use this later for performing operations on the

cluster.

/// </summary>
private static async Task<AmazonDSQLClient> CreateDSQLClient(RegionEndpoint

region)
{

var awsCredentials = await
DefaultAWSCredentialsIdentityResolver.GetCredentialsAsync();

var clientConfig = new AmazonDSQLConfig

{

RegionEndpoint = region
};

return new AmazonDSQLClient(awsCredentials, clientConfig);

/// <summary>
/// Get information about a DSQL cluster.

/// </summary>
public static async Task<GetClusterResponse> Get(RegionEndpoint region,

string identifier)
{

using (var client = await CreateDSQLClient(region))

{

var getClusterRequest = new GetClusterRequest

{

Identifier = identifier
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i
return await client.GetClusterAsync(getClusterRequest);
}
}
private static async Task Main()
{
var region = RegionEndpoint.USEastl;
var clusterId = "<your cluster id>";
var response = await Get(region, clusterId);
Console.WritelLine($"Cluster ARN: {response.Arn}");
}
}
}
Golang

THEH A RECNSE-—LZEFHEENHEBEA.
package main

import (
"context"
"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"log"
"time"

"github.com/aws/aws-sdk-go-v2/service/dsql"
)

func GetCluster(ctx context.Context, region, identifier string) (clusterStatus
*dsql.GetClusterOutput, err error) {

cfg, err := config.LoadDefaultConfig(ctx, config.WithRegion(region))
if err != nil {

log.Fatalf("Failed to load AWS configuration: %v'", err)

}

// Initialize the DSQL client
client := dsqgl.NewFromConfig(cfg)
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input := &dsql.GetClusterInput{
Identifier: aws.String(identifier),

}

clusterStatus, err = client.GetCluster(context.Background(), input)
if err !'= nil {

log.Fatalf("Failed to get cluster: %v", err)

}

log.Printf("Cluster ARN: %s", *clusterStatus.Arn)

return clusterStatus, nil

}
func main() {
ctx, cancel := context.WithTimeout(context.Background(), 6*time.Minute)

defer cancel()

// Example cluster identifier

identifier := "<CLUSTER_ID>"

region := "us-east-1"
_, err := GetCluster(ctx, region, identifier)
if err !'= nil {

log.Fatalf("Failed to get cluster: %v", err)
}
}

B %

EZEUTENR , THRNAE AuroraDSQL FEFEE, EHMEETEETE—MoENRE. BEE
SE—BEE , ARMTESEEUIEEENME,

Python

EEEHME-—SZEHEE  FEATIEH,

import boto3

def update_cluster(region, cluster_id, deletion_protection_enabled):
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try:
client = boto3.client("dsql", region_name=region)
return client.update_cluster(identifier=cluster_id,
deletionProtectionEnabled=deletion_protection_enabled)

except:
print("Unable to update cluster")
raise
def main():
region = "us-east-1"
cluster_id = "<your cluster id>"

deletion_protection_enabled = False

response = update_cluster(region, cluster_id, deletion_protection_enabled)

print(f"Updated {response["arn"]} with deletion_protection_enabled:
{deletion_protection_enabled}")

if __name__ == "__main__":
main()

C++

EA T HIEFIREME-—HNZ EBHEE,

#include <aws/core/Aws.h>

#include <aws/core/utils/Outcome.h>

#include <aws/dsqgl/DSQLClient.h>

#include <aws/dsql/model/UpdateClusterRequest.h>
#include <iostream>

using namespace Aws;
using namespace Aws::DSQL;
using namespace Aws::DSQL::Model;

/**
* Updates a cluster in Amazon Aurora DSQL
*/
UpdateClusterResult UpdateCluster(const Aws::String& region, const
Aws: :Map<Aws::String, Aws::String>& updateParams) {
// Create client for the specified region
DSQL::DSQLClientConfiguration clientConfig;
clientConfig.region = region;
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DSQL::DSQLClient client(clientConfig);

// Create update request
UpdateClusterRequest updateRequest;
updateRequest.SetClientToken(Aws: :Utils: :UUID: :RandomUUID());

// Set identifier (required)
if (updateParams.find("identifier") != updateParams.end()) {
updateRequest.SetIdentifier(updateParams.at("identifier"));
} else {
throw std::runtime_error("Cluster identifier is required for update
operation");

}

// Set deletion protection if specified
if (updateParams.find("deletion_protection_enabled") != updateParams.end()) {
bool deletionProtection = (updateParams.at("deletion_protection_enabled") ==
"true");
updateRequest.SetDeletionProtectionEnabled(deletionProtection);

// Execute the update
auto updateOutcome = client.UpdateCluster(updateRequest);
if (lupdateOutcome.IsSuccess()) {
std::cerr << "Failed to update cluster: " <<
updateOutcome.GetError().GetMessage() << std::endl;
throw std::runtime_error("Unable to update cluster");

return updateOutcome.GetResult();

int main() {
Aws: :SDKOptions options;
Aws: :InitAPI(options);

{
try {
// Define region and update parameters
Aws::String region = "us-east-1";
Aws::String clusterId = "<your cluster id>";

// Create parameter map
Aws: :Map<Aws::String, Aws::String> updateParams;
updateParams["identifier"] = clusterld;
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updateParams["deletion_protection_enabled"] = "false";

auto updatedCluster = UpdateCluster(region, updateParams);

std::cout << "Updated " << updatedCluster.GetArn() << std::endl;

}
catch (const std::exception& e) {
std::cerr << "Error: " << e.what() << std::endl;

}

}

Aws: :ShutdownAPI(options);

return 0;

}
JavaScript

FEEME-NZEHESE , FEATHE,

import { DSQLClient, UpdateClusterCommand } from "Eaws-sdk/client-dsql";
export async function updateCluster(region, clusterId, deletionProtectionEnabled) {
const client = new DSQLClient({ region });

const updateClusterCommand = new UpdateClusterCommand({
identifier: clusterId,
deletionProtectionEnabled: deletionProtectionEnabled

1)

try {
return await client.send(updateClusterCommand);

} catch (error) {
console.error("Unable to update cluster", error.message);
throw error;

async function main() {
const region = "us-east-1";
const clusterId = "<CLUSTER_ID>";
const deletionProtectionEnabled = false;
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const response = await updateCluster(region, clusterld,
deletionProtectionEnabled);

console.log( "Updated ${response.arn}’);
}

main();

Java

ERATHEARERE-—RZEHRE,
package org.example;

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.dsql.DsqlClient;

import software.amazon.awssdk.services.dsql.model.UpdateClusterRequest;
import software.amazon.awssdk.services.dsql.model.UpdateClusterResponse;

public class UpdateCluster {

public static void main(String[] args) {
Region region = Region.US_EAST_1;
String clusterId = "<your cluster id>";

try (
DsqlClient client = DsqlClient.builder()
.region(region)
.credentialsProvider(DefaultCredentialsProvider.create())
.build()
) {
UpdateClusterRequest request = UpdateClusterRequest.builder()
.identifier(clusterId)
.deletionProtectionEnabled(false)
.build();
UpdateClusterResponse cluster = client.updateCluster(request);
System.out.println("Updated " + cluster.arn());

Rust

EA T HISEFIREME —HNZ BEHEE,

B EE

142



Amazon Aurora DSQL

ERAEER

use
use
use

I

aws_config::load_defaults;

aws_sdk_dsql: :operation: :update_cluster: :UpdateClusterOutput;
aws_sdk_dsql::{

Client, Config,

config: :{BehaviorVersion, Region},

/// Create a client. We will use this later for performing operations on the
cluster.
async fn dsql_client(region: &'static str) -> Client {

// Load default SDK configuration
let sdk_defaults = load_defaults(BehaviorVersion::latest()).await;

// You can set your own credentials by following this guide
// https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
let credentials = sdk_defaults.credentials_provider().unwrap();

let config = Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(credentials)
.region(Region: :new(region))
.build();

Client::from_conf(config)

/// Update a DSQL cluster and set delete protection to false. Also add new tags.

pub

async fn update_cluster(region: &'static str, identifier: &'static str) ->

UpdateClusterOutput {

let client = dsql_client(region).await;

// Update delete protection

let update_response = client
.update_cluster()
.identifier(identifier)
.deletion_protection_enabled(false)
.send()
.await
.unwrap();

update_response

#[tokio::main(flavor = "current_thread")]

B EE

143



Amazon Aurora DSQL

ERAEER

pub async fn main() -> anyhow::Result<()> {
let region = "us-east-1";

let cluster = update_cluster(region, "<your cluster id>").await;

println!("{:#?}", cluster);

ok(())

Ruby

ERATEMRERE-—HZEARE.

require "aws-sdk-dsql"

def update_cluster(region, update_params)
client = Aws::DSQL::Client.new(region: region)
client.update_cluster(update_params)

rescue Aws::Errors::ServiceError => e
abort "Unable to update cluster: #{e.message}"

end
def main
region = "us-east-1"
cluster_id = "<your cluster id>"

updated_cluster = update_cluster(region, {
identifier: cluster_id,
deletion_protection_enabled: false

1}

puts "Updated #{updated_cluster.arn}"
end
main if $PROGRAM_NAME == _ FILE_ _

NET

EA T HISEFIREME—HNZ BHEE,

using System;

using System.Threading.Tasks;
using Amazon;

using Amazon.DSQL;
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using Amazon.DSQL.Model;
using Amazon.Runtime.Credentials;

namespace DSQLExamples.examples

{
public class UpdateCluster

{
/// <summary>

/// Create a client. We will use this later for performing operations on the

cluster.
/// </summary>

private static async Task<AmazonDSQLClient> CreateDSQLClient(RegionEndpoint

region)
{

var awsCredentials = await
DefaultAWSCredentialsIdentityResolver.GetCredentialsAsync();

var clientConfig = new AmazonDSQLConfig

{

RegionEndpoint = region
};

return new AmazonDSQLClient(awsCredentials, clientConfig);

/// <summary>

/// Update a DSQL cluster and set delete protection to false.

/// </summary>

public static async Task<UpdateClusterResponse> Update(RegionEndpoint
region, string identifier)

{
using (var client = await CreateDSQLClient(region))
{
var updateClusterRequest = new UpdateClusterRequest
{
Identifier = identifier,
DeletionProtectionEnabled = false
I

UpdateClusterResponse response = await
client.UpdateClusterAsync(updateClusterRequest);
Console.WriteLine($"Updated {response.Arn}");

return response;
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private static async Task Main()

{
var region = RegionEndpoint.USEastl;
var clusterId = "<your cluster id>";
await Update(region, clusterId);

}

}
}
Golang

ERATHEIIREME-—HZREREARE.
package main

import (
"context"
"github.com/aws/aws-sdk-go-v2/config"
"log"
"time"

"github.com/aws/aws-sdk-go-v2/service/dsql"
)

func UpdateCluster(ctx context.Context, region, id string, deleteProtection bool)
(clusterStatus *dsql.UpdateClusterQOutput, err error) {

cfg, err := config.LoadDefaultConfig(ctx, config.WithRegion(region))
if err != nil {

log.Fatalf("Failed to load AWS configuration: %v'", err)

}

// Initialize the DSQL client
client := dsqgl.NewFromConfig(cfg)

input := dsql.UpdateClusterInput{
Identifier: &id,
DeletionProtectionEnabled: &deleteProtection,

}

clusterStatus, err = client.UpdateCluster(context.Background(), &input)
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if err !'= nil {
log.Fatalf("Failed to update cluster: %v", err)
}

log.Printf("Cluster updated successfully: %v", clusterStatus.Status)

return clusterStatus, nil

}

func main() {

ctx, cancel := context.WithTimeout(context.Background(), 6*time.Minute)

defer cancel()

// Example cluster identifier
identifier := "<CLUSTER_ID>"
region := "us-east-1"
deleteProtection := false

_, err := UpdateCluster(ctx, region, identifier, deleteProtection)

if err !'= nil {

log.Fatalf("Failed to update cluster: %v", err)
}
}

MIBRFEE
EZRUTENR , 7HM{AI1E Aurora DSQL HIER#ESE.,
Python

HEMRE—HE AWS B , FEA TIHIEH,

import boto3

def delete_cluster(region, identifier):
try:
client = boto3.client("dsql", region_name=region)
cluster = client.delete_cluster(identifier=identifier)
print(f"Initiated delete of {cluster["arn"]1}")

print("Waiting for cluster to finish deletion")
client.get_waiter("cluster_not_exists").wait(
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identifier=cluster["identifier"],
WaiterConfig={

'Delay': 10,

'MaxAttempts': 30

}
)
except:
print("Unable to delete cluster " + identifier)
raise
def main():
region = "us-east-1"
cluster_id = "<cluster id>" # Use a placeholder in docs

delete_cluster(region, cluster_id)
print(f"Deleted {cluster_id}")

if __name__ == "__main__":
main()

EEZMRSEHRERE  FEMATIIEH,

import boto3
def delete_multi_region_clusters(region_1, cluster_id_1, region_2, cluster_id_2):
try:

boto3.client("dsql", region_name=region_1)
boto3.client("dsql", region_name=region_2)

client_1
client_2

client_1.delete_cluster(identifier=cluster_id_1)
print(f"Deleting cluster {cluster_id_1} in {region_13}")

# cluster_1 will stay in PENDING_DELETE state until cluster_2 is deleted

client_2.delete_cluster(identifier=cluster_id_2)
print(f"Deleting cluster {cluster_id_2} in {region_23}")

# Now that both clusters have been marked for deletion they will transition
# to DELETING state and finalize deletion
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print(f"Waiting for {cluster_id_1} to finish deletion")
client_1.get_waiter("cluster_not_exists").wait(
identifier=cluster_id_1,
WaiterConfig={
'Delay': 10,
'MaxAttempts': 30

print(f"Waiting for {cluster_id_2} to finish deletion")
client_2.get_waiter("cluster_not_exists").wait(
identifier=cluster_id_2,
WaiterConfig={
'Delay': 10,
'MaxAttempts': 30

}
)
except:
print("Unable to delete cluster")
raise
def main():
region_1 = "us-east-1"
cluster_id_1 = "<cluster 1 id>"
region_2 = "us-east-2"
cluster_id_2 = "<cluster 2 id>"

delete_multi_region_clusters(region_1, cluster_id_1, region_2, cluster_id_2)
print(f"Deleted {cluster_id_13} in {region_1} and {cluster_id_2} in {region_23}")

if __name__ == "__main__":
main()

C++

HEMRE—HE AWS B , FEA T A,

#include <aws/core/Aws.h>

#include <aws/core/utils/Outcome.h>

#include <aws/dsql/DSQLClient.h>

#include <aws/dsql/model/DeleteClusterRequest.h>
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#include <aws/dsql/model/GetClusterRequest.h>
#include <iostream>

#include <thread>

#include <chrono>

using namespace Aws;
using namespace Aws::DSQL;
using namespace Aws::DSQL::Model;

/**
* Deletes a single-region cluster in Amazon Aurora DSQL
*/
void DeleteCluster(const Aws::String& region, const Aws::String& identifier) {
// Create client for the specified region
DSQL: :DSQLClientConfiguration clientConfig;
clientConfig.region = region;
DSQL::DSQLClient client(clientConfig);

// Delete the cluster

DeleteClusterRequest deleteRequest;
deleteRequest.SetIdentifier(identifier);
deleteRequest.SetClientToken(Aws: :Utils: :UUID: :RandomUUID());

auto deleteOutcome = client.DeleteCluster(deleteRequest);
if (!deleteOutcome.IsSuccess()) {
std::cerr << "Failed to delete cluster " << identifier << " in " << region
<< ", "
<< deleteOutcome.GetError().GetMessage() << std::endl;
throw std::runtime_error("Unable to delete cluster " + identifier + " in " +
region);

}

auto cluster = deleteQOutcome.GetResult();
std::cout << "Initiated delete of " << cluster.GetArn() << std::endl;

int main() {
Aws: :SDKOptions options;
Aws: :InitAPI(options);

{
try {
// Define region and cluster ID
Aws::String region = "us-east-1";
Aws::String clusterId = "<your cluster id>";
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DeleteCluster(region, clusterId);

std::cout << "Deleted " << clusterId << std::endl;

}
catch (const std::exception& e) {
std::cerr << "Error: " << e.what() << std::endl;
}
}
Aws : : ShutdownAPI(options);
return 0;

HEMBRZEAEE  FEATIES, MESEAEETREE-LKE.

#include <aws/core/Aws.h>

#include <aws/core/utils/Outcome.h>

#include <aws/dsql/DSQLClient.h>

#include <aws/dsqgl/model/DeleteClusterRequest.h>
#include <aws/dsql/model/GetClusterRequest.h>
#include <iostream>

#include <thread>

#include <chrono>

using namespace Aws;
using namespace Aws::DSQL;
using namespace Aws::DSQL::Model;

/**
* Deletes multi-region clusters in Amazon Aurora DSQL
*/
void DeleteMultiRegionClusters(
const Aws::String& regionl,
const Aws::String& clusterIdil,
const Aws::String& region2,
const Aws::String& clusterId2) {

// Create clients for each region

DSQL: :DSQLClientConfiguration clientConfigl;
clientConfigl.region = regionl;

DSQL: :DSQLClient clientl(clientConfigl);

DSQL: :DSQLClientConfiguration clientConfig2;
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clientConfig2.region = region2;
DSQL::DSQLClient client2(clientConfig2);

// Delete the first cluster
std::cout << "Deleting cluster " << clusterIdl << " in " << regionl <<
std::endl;

DeleteClusterRequest deleteRequestl;
deleteRequestl.SetIdentifier(clusterIdl);
deleteRequestl.SetClientToken(Aws: :Utils::UUID: :RandomUUID());

auto deleteOutcomel = clientl.DeleteCluster(deleteRequestl);
if (!deleteOutcomel.IsSuccess()) {
std::cerr << "Failed to delete cluster " << clusterIdl << " in " << regionl
<< ", "
<< deleteOutcomel.GetError().GetMessage() << std::endl;
throw std::runtime_error("Failed to delete multi-region clusters");

// clusterl will stay in PENDING_DELETE state until cluster2 is deleted
std::cout << "Deleting cluster " << clusterId2 << " in " << region2 <<
std::endl;

DeleteClusterRequest deleteRequest2;
deleteRequest2.SetIdentifier(clusterId2);
deleteRequest2.SetClientToken(Aws: :Utils: :UUID: :RandomUUID());

auto deleteOutcome2 = client2.DeleteCluster(deleteRequest2);
if (!deleteOutcome2.IsSuccess()) {
std::cerr << "Failed to delete cluster " << clusterId2 << " in " << region2
<< ", "
<< deleteOutcome2.GetError().GetMessage() << std::endl;
throw std::runtime_error("Failed to delete multi-region clusters");

int main() {
Aws: :SDKOptions options;
Aws: :InitAPI(options);

{
try {
Aws: :String regionl = "us-east-1";
Aws::String clusterIdl = "<your cluster id 1>";
Aws: :String region2 = "us-east-2";
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Aws::String clusterId2 = "<your cluster id 2>";

DeleteMultiRegionClusters(regionl, clusterIdl, region2, clusterId2);

std::cout << "Deleted " << clusterIdl << " in " << regionl
<< " and " << clusterId2 << " in " << region2 << std::endl;

}
catch (const std::exception& e) {
std::cerr << "Error: " << e.what() << std::endl;

}

}

Aws : : ShutdownAPI(options);

return 0;

}
JavaScript

HEMRE—BE AWS B , FEA THIEH,

import { DSQLClient, DeleteClusterCommand, waitUntilClusterNotExists } from "@aws-
sdk/client-dsql";

async function deleteCluster(region, clusterId) {
const client = new DSQLClient({ region });

try {
const deleteClusterCommand = new DeleteClusterCommand({
identifier: clusterId,
});

const response = await client.send(deleteClusterCommand);
console.log( ‘Waiting for cluster ${response.identifier} to finish deletion');

await waitUntilClusterNotExists(
{
client: client,
maxWaitTime: 300 // Wait for 5 minutes
I
{
identifier: response.identifier
}
I

console.log( Cluster Id ${response.identifier} is now deleted’);
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retuzrn;
} catch (error) {
if (error.name === "ResourceNotFoundException") {
console.log("Cluster ID not found or already deleted");
} else {
console.error("Unable to delete cluster: ", error.message);

}

throw error;

async function main() {
const region = "us-east-1";
const clusterId = "<CLUSTER_ID>";

await deleteCluster(region, clusterId);

main();

HEZMRSEAEE  FEATIES, MRSESEETEFTE - LKEH,

import { DSQLClient, DeleteClusterCommand, waitUntilClusterNotExists } from "eaws-
sdk/client-dsql";

async function deleteMultiRegionClusters(regionl, clusterl_id, region2, cluster2_id)

{

new DSQLClient({ region: regionl });
new DSQLClient({ region: region2 });

const clientl
const client2

try {
const deleteClusterCommandl = new DeleteClusterCommand({

identifier: clusterl_id,

1)

const responsel = await clientl.send(deleteClusterCommandl);

const deleteClusterCommand2 = new DeleteClusterCommand({
identifier: cluster2_id,

1)

const response2 = await client2.send(deleteClusterCommand2);
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console.log( 'Waiting for clusterl ${responsel.identifier} to finish
deletion’);
await waitUntilClusterNotExists(

{
client: clientl,
maxWaitTime: 300 // Wait for 5 minutes
},
{
identifier: responsel.identifier
}

);

console.log( Clusterl Id ${responsel.identifier} is now deleted’);

console.log( 'Waiting for cluster2 ${response2.identifier} to finish
deletion’);
await waitUntilClusterNotExists(

{
client: client2,
maxWaitTime: 300 // Wait for 5 minutes
.
{
identifier: response2.identifier
}
I
console.log( Cluster2 Id ${response2.identifier} is now deleted’);
retuzrn;
} catch (error) {
if (error.name === "ResourceNotFoundException") {
console.log("Some or all Cluster ARNs not found or already deleted");
} else {

console.error("Unable to delete multi-region clusters: ",
error.message);

}

throw error;

}
}
async function main() {
const regionl = "us-east-1";
const clusterl_id = "<CLUSTER_ID_1>";
const region2 = "us-east-2";

const cluster2_id = "<CLUSTER_ID_2>";
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const response = await deleteMultiRegionClusters(regionl, clusterl_id, region2,

cluster2_id);

console.log( ‘Deleted ${clusterl_id} in ${regionl} and ${cluster2_id} in
${region2}");
}

main();

Java

EEMPRE—HBE AWS EiF , FEATIEH,
package org.example;

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.retries.api.BackoffStrategy;

import software.amazon.awssdk.services.dsql.DsqlClient;

import software.amazon.awssdk.services.dsql.model.DeleteClusterResponse;
import software.amazon.awssdk.services.dsql.model.ResourceNotFoundException;

import java.time.Duration;
public class DeleteCluster {

public static void main(String[] args) {
Region region = Region.US_EAST_1;
String clusterId = "<your cluster id>";

try (
DsqlClient client = DsqlClient.builder()
.region(region)
.credentialsProvider(DefaultCredentialsProvider.create())
.build()
) {
DeleteClusterResponse cluster = client.deleteCluster(r ->
r.identifier(clusterId));
System.out.println("Initiated delete of " + cluster.arn());

// The DSQL SDK offers a built-in waiter to poll for deletion.
System.out.println("Waiting for cluster to finish deletion");
client.waiter().waitUntilClusterNotExists(

getCluster -> getCluster.identifier(clusterId),
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config -> config.backoffStrategyV2(

BackoffStrategy.fixedDelayWithoutJitter(Duration.ofSeconds(10))
).waitTimeout(Duration.ofMinutes(5))

);

System.out.println("Deleted " + cluster.arn());
} catch (ResourceNotFoundException e) {
System.out.printf("Cluster %s not found in %s%n", clusterId, region);

package org.example;

import
import
import
import
import
import

import

public

software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

java.time.Duration;

AEATIES, MERSERSEETREE LKA,

auth.credentials.DefaultCredentialsProvider;
regions.Region;

retries.api.BackoffStrategy;
services.dsql.DsqlClient;
services.dsql.DsqlClientBuilder;
services.dsql.model.DeleteClusterRequest;

class DeleteMultiRegionClusters {

public static void main(String[] args) {

= Region.US_EAST_1;
clusterIdl = "<your cluster id 1>";
region2 = Region.US_EAST_2;
clusterId2 = "<your cluster id 2>";

Region
String
Region
String

regionl

DsqlClientBuilder clientBuilder = DsqglClient.builder()
.credentialsProvider(DefaultCredentialsProvider.create());

try (

DsqlClient clientl
DsglClient client2

) {

= clientBuilder.region(regionl).build();
= clientBuilder.region(region2).build()

System.out.printf("Deleting cluster %s in %s%n", clusterIdl, regionl);
DeleteClusterRequest requestl = DeleteClusterRequest.builder()
.identifier(clusterIdl)
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transition

.build();
clientl.deleteCluster(requestl);

// clusterl will stay in PENDING_DELETE until cluster2 is deleted
System.out.printf("Deleting cluster %s in %s%n", clusterId2, region2);
DeleteClusterRequest request2 = DeleteClusterRequest.builder()
.identifier(clusterId2)
.build();
client2.deleteCluster(request2);

// Now that both clusters have been marked for deletion they will

// to DELETING state and finalize deletion.
System.out.printf("Waiting for cluster %s to finish deletion%n",

clusterIdl);

clientl.waiter().waitUntilClusterNotExists(
getCluster -> getCluster.identifier(clusterIdl),
config -> config.backoffStrategyV2(

BackoffStrategy.fixedDelayWithoutJitter(Duration.ofSeconds(10))

) .waitTimeout(Duration.ofMinutes(5))

);

System.out.printf("Waiting for cluster %s to finish deletion%n",

clusterId2);

client2.waiter().waitUntilClusterNotExists(
getCluster -> getCluster.identifier(clusterId2),
config -> config.backoffStrategyV2(

BackoffStrategy.fixedDelayWithoutJitter(Duration.ofSeconds(10))

) .waitTimeout(Duration.ofMinutes(5))

);

[J

System.out.printf("Deleted %s in %s and %s in %s%n", clusterIdl,

regionl, clusterId2, region2);

}

HEMRE—BE AWS B , FEA THIEH,

use aws_config::load_defaults;

IES 3

&
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use
use

i

aws_sdk_dsql::client::Waiters;
aws_sdk_dsql::{

Client, Config,

config: :{BehaviorVersion, Region},

/// Create a client. We will use this later for performing operations on the
cluster.
async fn dsql_client(region: &'static str) -> Client {

///
pub

// Load default SDK configuration
let sdk_defaults = load_defaults(BehaviorVersion::latest()).await;

// You can set your own credentials by following this guide
// https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
let credentials = sdk_defaults.credentials_provider().unwrap();

let config = Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(credentials)
.region(Region: :new(region))
.build();

Client::from_conf(config)

Delete a DSQL cluster
async fn delete_cluster(region: &'static str, identifier: &'static str) {
let client = dsql_client(region).await;
let delete_response = client
.delete_cluster()
.identifier(identifier)
.send()
.await
.unwrap();
println!("Initiated delete of {}", delete_response.arn);

println!("Waiting for cluster to finish deletion");
client
.wait_until_cluster_not_exists()
.identifier(identifier)
.wait(std::time::Duration::from_secs(300)) // Wait up to 5 minutes
.await
.unwrap();
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#[tokio::main(flavor = "current_thread")]

pub async fn main() -> anyhow::Result<()> {
let region = "us-east-1";
let cluster_id = "<cluster to be deleted>";

delete_cluster(region, cluster_id).await;
println!("Deleted {cluster_id}");

0k(())

EEZMRSEAEE  FEATIES, MRSESEETEFIE - LKEH,

use aws_config::{BehaviorVersion, Region, load_defaults};
use aws_sdk_dsqgl::client::Waiters;
use aws_sdk_dsql::{Client, Config};

/// Create a client. We will use this later for performing operations on the
cluster.
async fn dsql_client(region: &'static str) -> Client {
// Load default SDK configuration
let sdk_defaults = load_defaults(BehaviorVersion::latest()).await;

// You can set your own credentials by following this guide
// https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
let credentials = sdk_defaults.credentials_provider().unwrap();

let config = Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(credentials)
.region(Region::new(region))
.build();

Client::from_conf(config)

/// Create a cluster without delete protection and a name
pub async fn delete_multi_region_clusters(

region_1: &'static str,

cluster_id_1: &'static str,

region_2: &'static str,

cluster_id_2: &'static str,
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) {
let client_1
let client_2

dsql_client(region_1).await;
dsgl_client(region_2).await;

println!("Deleting cluster {cluster_id_1} in {region_1}");
client_1

.delete_cluster()

.identifier(cluster_id_1)

.send()

.await

.unwrap();

// cluster_1 will stay in PENDING_DELETE state until cluster_2 is deleted
println!("Deleting cluster {cluster_id_2} in {region_23}");
client_2

.delete_cluster()

.identifier(cluster_id_2)

.send()

.await

.unwrap();

// Now that both clusters have been marked for deletion they will transition
// to DELETING state and finalize deletion
println!("Waiting for {cluster_id_1} to finish deletion");
client_1
.wait_until_cluster_not_exists()
.identifier(cluster_id_1)
.wait(std::time::Duration::from_secs(300)) // Wait up to 5 minutes
.await
.unwrap();

println!("Waiting for {cluster_id_2} to finish deletion");

client_2
.wait_until_cluster_not_exists()
.identifier(cluster_id_2)
.wait(std::time::Duration::from_secs(300)) // Wait up to 5 minutes

.await
.unwrap();
}
#[tokio: :main(flavor = "current_thread")]
pub async fn main() -> anyhow::Result<()> {
let region_1 = "us-east-1";

let cluster_id_1 = "<cluster 1 to be deleted>";
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let region_2 = "us-east-2";
let cluster_id_2 = "<cluster 2 to be deleted>";

delete_multi_region_clusters(region_1, cluster_id_1, region_2,
cluster_id_2).await;

println!("Deleted {cluster_id_1} in {region_1} and {cluster_id_2} in
{region_2}");

ok(())

Ruby

HEMPRE—FE AWS B , FEATHEH,

equire "aws-sdk-dsql"

def delete_cluster(region, identifier)
client = Aws::DSQL::Client.new(region: region)
cluster = client.delete_cluster(identifier: identifier)
puts "Initiated delete of #{cluster.arn}"

# The DSQL SDK offers built-in waiters to poll for deletion.

puts "Waiting for cluster to finish deletion"

client.wait_until(:cluster_not_exists, identifier: cluster.identifier) do |w]|
# Wait for 5 minutes
w.max_attempts = 30
w.delay = 10

end

rescue Aws::Errors::ServiceError => e
abort "Unable to delete cluster #{identifier} in #{region}: #{e.message}"

end
def main
region = "us-east-1"
cluster_id = "<your cluster id>"

delete_cluster(region, cluster_id)
puts "Deleted #{cluster_id}"
end

main if $PROGRAM_NAME == _ FILE__

EEZMRZEARE  FEATIES, MRSESEETEEE - LEE,
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require "aws-sdk-dsql"

def delete_multi_region_clusters(region_1, cluster_id_1, region_2, cluster_id_2)

client_1 = Aws::DSQL::Client.new(region: region_1)
client_2 = Aws::DSQL::Client.new(region: region_2)

puts "Deleting cluster #{cluster_id_1} in #{region_13}"
client_1.delete_cluster(identifier: cluster_id_1)

# cluster_1 will stay in PENDING_DELETE state until cluster_2 is deleted

puts "Deleting #{cluster_id_2} in #{region_2}"
client_2.delete_cluster(identifier: cluster_id_2)

# Now that both clusters have been marked for deletion they will transition

# to DELETING state and finalize deletion
puts "Waiting for #{cluster_id_1} to finish deletion"

client_1.wait_until(:cluster_not_exists, identifier: cluster_id_1) do |w]|

# Wait for 5 minutes
w.max_attempts = 30
w.delay = 10

end

puts "Waiting for #{cluster_id_2} to finish deletion"

client_2.wait_until(:cluster_not_exists, identifier: cluster_id_2) do |w]|

# Wait for 5 minutes
w.max_attempts = 30
w.delay = 10
end
rescue Aws::Errors::ServiceError => e
abort "Failed to delete multi-region clusters: #{e.message}"

end
def main
region_1 = "us-east-1"
cluster_id_1 = "<your cluster id 1>"
region_2 = "us-east-2"
cluster_id_2 = "<your cluster id 2>"

delete_multi_region_clusters(region_1, cluster_id_1, region_2, cluster_id_2)

puts "Deleted #{cluster_id_1} in #{region_1} and #{cluster_id_2} in #{region_2}"

end

main if $PROGRAM_NAME == __ FILE__
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NET
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using System;

using System.Threading.Tasks;
using Amazon;

using Amazon.DSQL;

using Amazon.DSQL.Model;

using Amazon.Runtime.Credentials;

namespace DSQLExamples.examples

{
public class DeleteSingleRegionCluster
{

/// <summary>
/// Create a client. We will use this later for performing operations on the

cluster.
/// </summary>
private static async Task<AmazonDSQLClient> CreateDSQLClient(RegionEndpoint
region)
{
var awsCredentials = await
DefaultAWSCredentialsIdentityResolver.GetCredentialsAsync();
var clientConfig = new AmazonDSQLConfig
{
RegionEndpoint = region
};

return new AmazonDSQLClient(awsCredentials, clientConfig);

/// <summary>
/// Delete a DSQL cluster.

/// </summary>
public static async Task Delete(RegionEndpoint region, string identifier)

{
using (var client = await CreateDSQLClient(region))
{
var deleteRequest = new DeleteClusterRequest
{
Identifier = identifier
};
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var deleteResponse = await client.DeleteClusterAsync(deleteRequest);
Console.WritelLine($"Initiated deletion of {deleteResponse.Arn}");

}
}
private static async Task Main()
{
var region = RegionEndpoint.USEastl;
var clusterId = "<cluster to be deleted>";
await Delete(region, clusterId);
}

HEZMRSEAEE  FEATIES, MRSESEETEIE - LKE,

using System;

using System.Threading.Tasks;
using Amazon;

using Amazon.DSQL;

using Amazon.DSQL.Model;

using Amazon.Runtime.Credentials;
using Amazon.Runtime.Endpoints;

namespace DSQLExamples.examples

{
public class DeleteMultiRegionClusters
{

/// <summary>
/// Create a client. We will use this later for performing operations on the

cluster.
/// </summary>
private static async Task<AmazonDSQLClient> CreateDSQLClient(RegionEndpoint
region)
{
var awsCredentials = await
DefaultAWSCredentialsIdentityResolver.GetCredentialsAsync();
var clientConfig = new AmazonDSQLConfig
{
RegionEndpoint = region,

};
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return new AmazonDSQLClient(awsCredentials, clientConfig);

/// <summary>

/// Delete multi-region clusters.

/// </summary>

public static async Task Delete(
RegionEndpoint regionl,
string clusterIdl,
RegionEndpoint region2,
string clusterId2)

using (var clientl = await CreateDSQLClient(regionl))

using (var client2

{

await CreateDSQLClient(region2))

var deleteRequestl = new DeleteClusterRequest

{
Identifier = clusterIdl

i

var deleteResponsel = await

clientl.DeleteClusterAsync(deleteRequestl);

deleted

Console.WritelLine($"Initiated deletion of {deleteResponsel.Arn}");
// cluster 1 will stay in PENDING_DELETE state until cluster 2 is
var deleteRequest2 = new DeleteClusterRequest
{

Identifier = clusterId2

};

var deleteResponse2 = await

client2.DeleteClusterAsync(deleteRequest2);

}
}
private
{
var
var
var
var

Console.WriteLine($"Initiated deletion of {deleteResponse2.Arn}");

static async Task Main()

regionl = RegionEndpoint.USEastl;
clusterl = "<cluster 1 to be deleted>";
region2 = RegionEndpoint.USEast2;
cluster2 = "<cluster 2 to be deleted>";
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await Delete(regionl, clusterl, region2, cluster2);

Golang
EEMBRE—BE AWS B, BFEATHEH,

package main

import (
"context"
"fmt"
Illogll
"time"

"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/dsql"

func DeleteSingleRegion(ctx context.Context, identifier, region string) error {

cfg, err := config.LoadDefaultConfig(ctx, config.WithRegion(region))
if err != nil {

log.Fatalf("Failed to load AWS configuration: %v'", err)

}

// Initialize the DSQL client
client := dsqgl.NewFromConfig(cfg)

// Create delete cluster input
deleteInput := &dsqgl.DeleteClusterInput{
Identifier: &identifier,

}
// Delete the cluster
result, err := client.DeleteCluster(ctx, deleteInput)
if err != nil {

return fmt.Errorf("failed to delete cluster: %w", err)
}

fmt.Printf("Initiated deletion of cluster: %s\n", *result.Arn)
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// Create waiter to check cluster deletion
waiter := dsql.NewClusterNotExistsWaiter(client, func(options
*dsql.ClusterNotExistsWaiterOptions) {
options.MinDelay = 10 * time.Second
options.MaxDelay = 30 * time.Second
options.LogWaitAttempts = true
b

// Create the input for checking cluster status
getInput := &dsql.GetClusterInput{
Identifier: &identifier,

}

// Wait for the cluster to be deleted
fmt.Printf("Waiting for cluster %s to be deleted...\n", identifier)
err = waiter.Wait(ctx, getInput, 5*time.Minute)
if err !'= nil {
return fmt.Errorf("error waiting for cluster to be deleted: %w", err)

}

fmt.Printf("Cluster %s has been successfully deleted\n", identifier)
return nil

func DeleteCluster(ctx context.Context) {
}

// Example usage in main function
func main() {
// Your existing setup code for client configuration...

ctx, cancel := context.WithTimeout(context.Background(), 6*time.Minute)
defer cancel()

// Example cluster identifier
// Need to make sure that cluster does not have delete protection enabled
identifier := "<CLUSTER_ID>"

region := "us-east-1"
err := DeleteSingleRegion(ctx, identifier, region)
if err !'= nil {
log.Fatalf("Failed to delete cluster: %v", err)
}
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}

EEZMRSEAEE  FEATIES, MRSESEETEFTE - LKE,

package main

import (
"context"
"fmt"
Illogll
"time"

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/dsql"

func DeleteMultiRegionClusters(ctx context.Context, regionl, clusterIdl, region2,

clusterId2 string) error {
// Load the AWS configuration for region 1
cfgl, err := config.LoadDefaultConfig(ctx, config.WithRegion(regionl))
if err !'= nil {
return fmt.Errorf("unable to load SDK config for region %s: %w'", regionl, err)

}

// Load the AWS configuration for region 2
cfg2, err := config.LoadDefaultConfig(ctx, config.WithRegion(region2))
if err !'= nil {
return fmt.Errorf("unable to load SDK config for region %s: %w'", region2, err)

}

// Create DSQL clients for both regions
clientl := dsql.NewFromConfig(cfgl)
client2 := dsql.NewFromConfig(cfg2)

// Delete cluster in region 1
fmt.Printf("Deleting cluster %s in %s\n", clusterIdl, regionl)
_, err = clientl.DeleteCluster(ctx, &dsql.DeleteClusterInput{
Identifier: aws.String(clusterIdl),
)
if err !'= nil {
return fmt.Errorf("failed to delete cluster in region %s: %w", regionl, err)
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// Delete cluster in region 2
fmt.Printf("Deleting cluster %s in %s\n", clusterId2, region2)
_, err = client2.DeleteCluster(ctx, &dsql.DeleteClusterInput{
Identifier: aws.String(clusterId2),
)
if err !'= nil {
return fmt.Errorf("failed to delete cluster in region %s: %w'", region2, err)

}

// Create waiters for both regions
waiterl := dsql.NewClusterNotExistsWaiter(clientl, func(options
*dsql.ClusterNotExistsWaiterOptions) {
options.MinDelay = 1@ * time.Second
options.MaxDelay = 30 * time.Second
options.LogWaitAttempts = true
b

waiter2 := dsql.NewClusterNotExistsWaiter(client2, func(options
*dsql.ClusterNotExistsWaiterOptions) {

options.MinDelay = 10 * time.Second

options.MaxDelay = 30 * time.Second

options.LogWaitAttempts = true

b

// Wait for cluster in region 1 to be deleted
fmt.Printf("Waiting for cluster %s to finish deletion\n", clusterIdl)
err = waiterl.Wait(ctx, &dsqgl.GetClusterInput{

Identifier: aws.String(clusterIdl),

}, 5*time.Minute)
if err !'= nil {

return fmt.Errorf("error waiting for cluster deletion in region %s: %w
err)

}

, regionl,

// Wait for cluster in region 2 to be deleted
fmt.Printf("Waiting for cluster %s to finish deletion\n", clusterId2)
err = waiter2.Wait(ctx, &dsqgl.GetClusterInput{

Identifier: aws.String(clusterId2),

}, 5*time.Minute)
if err !'= nil {

return fmt.Errorf("error waiting for cluster deletion in region %s: %w
err)

, region2,
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fmt.Printf("Successfully deleted clusters %s in %s and %s in %s\n",
clusterIdl, regionl, clusterId2, region2)
return nil

}

// Example usage in main function

func main() {
ctx, cancel := context.WithTimeout(context.Background(), 1@*time.Minute)
defer cancel()

err := DeleteMultiRegionClusters(

ctx,

"us-east-1", // regionl

"<CLUSTER_ID_1>", // clusterIdl

"us-east-2", // region2

"<CLUSTER_ID_2>", // clusterId2

)
if err !'= nil {

log.Fatalf("Failed to delete multi-region clusters: %v'", err)
}

}

HERE
GitHub £ &Y T 5|2k B RIZ M HIFE X 1S I 15 BB E Aurora DSQL H#1TE REK,

 #% Benchbase B2 Aurora DSQL #Ei A — Benchbase BBMRKBEREENR AAERIAN—EIs X,
=B ER T B Aurora DSQL B E A,

« Aurora DSQL S A 25 - thBMRIRES Python I8 B I R B FEA R ERE WA EREA
Aurora DSQL , #la0iE A & B R AT R SASERHEE# = Aurora DSQL,

« Aurora DSQL #i4l — GitHub E#aws-samples/aurora-dsql-samplesf#iZESSENBEE
i , SREAMN{AIEF AWS SDKs, #1{+EaR#tzNARSTES (ORMs) Fl Web 248 , LR EEXEFETE
EMAEEA Aurora DSQL, ELEPHIREBUABMITEREY , SINZRAFK, BESSTBE UK
#1T CRUD #1E,
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FRMRAF

« B3 Lambda M RE., NWEFMEN , F2E Lambda A,
« BYHEH Lambda B 2 IAM BRI B, LFEFFA iam:CreatePolicyM

iam:AttachRolePolicy., WMFEFMER , FSH IAM WEIME, BRAEGZRSIE,

o BWAHBERE npm v8.5.3 RE =R,
- BNBERE zip v3.0 REF IR,

£ PEMFHA KB AWS Lambda,

1.

o K~ w0 N

E A AWS Management Console , ¥7E https : //https://console.aws.amazon.com/lambda/ FaRX
AWS Lambda ¥## &,

121 Create function (B HE),
RMEM | Bl dsql-sample,
B mEETEERERE , MR Lambda B EBFER Lambda FFAMHFH A E,
i#1Z Create function (B HE).

RBEHN Lambda $1TAGERIEHES

A w0 N o=

5.

£ Lambda BB+ , BEEFEHRE > FF A,

BEAGEZRUE IAM TR EFEEBTAR,

BEMEET > BYAREER , AEFEA JSON fwmiE:R.
FEEER R ETHENME , UIRERKN IAM B9 EH EEESENEABGEITER.

"Action": ["dsql:DbConnectAdmin"],

@ Note
BZMEAEEEAR  BSAFNERFRESREERE. ETERXREERRAEXERE
HERENEAR, FOR UEAENEACH IAM 55 RE THRINMEYEAREEN
EFFAHNREN BT EREAR,

EERS | FIBHEEM Amazon Resource Name (ARN), &t LAEFAEBRFE T,

"Resource": ["*"]
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6.
7.
8.

&E-F_io
BWABERINEZR |, Hli0 dsql-sample-dbconnect,
BIBEITEOR,

BV EFHEZT Lambda BWEHS,

BIUER BWERRmyfunction,
£ ERKAF |, package.jsonfFATIRABELRA WIHER,

{

"dependencies": {
"@aws-sdk/dsgl-signer": "~3.705.0",
"assert": "2.1.0",

"pg": "78.13.1"

}

}

£ ERXHR , FATIHABIndex.mjsTE BHEPEIER WER,

import { DsqglSigner } from "eaws-sdk/dsql-signer";
import pg from "pg";

import assert from '"node:assert";

const { Client } = pg;

async function dsql_sample(clusterEndpoint, region) {
let client;
try {
// The token expiration time is optional, and the default value 900 seconds
const signer = new DsqlSigner({
hostname: clusterEndpoint,
region,
1)
const token = await signer.getDbConnectAdminAuthToken();
// <https://node-postgres.com/apis/client>
// By default ‘rejectUnauthorized® is true in TLS options
// <https://nodejs.org/api/tls.html#tls_tls_connect_options_callback>

// The config does not offer any specific parameter to set sslmode to verify-

full
// Settings are controlled either via connection string or by setting
// rejectUnauthorized to false in ssl options
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client = new Client({
host: clusterEndpoint,
user: "admin",
password: token,
database: "postgres",

port: 5432,
// <https://node-postgres.com/announcements> for version 8.0
ssl: true,
rejectUnauthorized: false
18
// Connect

await client.connect();

// Create a new table
await client.query( CREATE TABLE IF NOT EXISTS owner (
id UUID PRIMARY KEY DEFAULT gen_random_uuid(),
name VARCHAR(3@) NOT NULL,
city VARCHAR(80) NOT NULL,
telephone VARCHAR(20)
) )

// Insert some data
await client.query("INSERT INTO owner(name, city, telephone) VALUES($1, $2,
$3)",
["John Doe", "Anytown", "555-555-1900"]
);

// Check that data is inserted by reading it back

const result = await client.query("SELECT id, city FROM owner where name='John
Doe'");

assert.deepEqual(result.rows[@].city, "Anytown")

assert.notEqual(result.rows[0@].id, null)

await client.query("DELETE FROM owner where name='John Doe'");

} catch (error) {

console.error(error);

throw new Error("Failed to connect to the database");
} finally {

client?.end();

}

Promise.resolve();
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// https://docs.aws.amazon.com/lambda/latest/dg/nodejs-handler.html

export const handler = async (event) => {
const endpoint = event.endpoint;
const region = event.region;
const responseCode = await dsql_sample(endpoint, region);

const response = {
statusCode: responseCode,
endpoint: endpoint,

i

return response;

};

4. FEATIBTRELEN

npm install
zip -r pkg.zip .

HEEXBEGLRFEEN Lambda EHE
1. 7 Lambda REBWEXNBRSIERT , BER > zpERLE

t{Epkg.zipBEIW . MEFMEF , F2EFEH zip EEHFEE Node.js Lambda B,

A L DN

{"endpoint": "replace_with_your_cluster_endpoint"}

WASHEE , Hl dsql-sample-test, BIE/R#E
EFRE,

BEFHEAURFHTLENBRE L.

WRAY , Lambda B &% 1T EIFEFEEE 200 ARAERS,

® N o o

{"statusCode": 200, "endpoint": "your_cluster_endpoint"}

# Lambda BRERVRIERSIFEF , B LT 5 JSON &E , ARBACUERENESE D,
# Lambda BNERVRIARSIFREF , ERAUTERNSEH JSON RiETEE LN KA,

MREPESEDER  HENREERERERKIY , Lambda EFITEEEED 500 ARRE

5.
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{"statusCode": 500, "endpoint": "your_cluster_endpoint"}
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Amazon Aurora DSQL W 1E# MR E

Amazon Aurora DSQL 42 ZENERHMRE R AWS Backup , JEZREBEREHRF BEHLE AWS
RS, EWRMATIBBOES  EMBBEFSEREGRAMERSEETER, RETEHLE—EFHM
%[E19 Aurora DSQL BEEWEHEL. EEMER.

EEPRUTAR

- EB . SDKAWS Management Console= #T&EH X {H0EE AWS CLI
- TEESKRES

- BEMLIEOEERENREEE

- BEIMERSINAE

- BERNFIERDH WORM (—XBA. 2E) H5E

MERFEHENRENFFMEN , LUK Aurora DSQL AWS Backup K EZ AT AWS Backup Zh&E/E
B 520 ( AWS Backup A ABIER) PHRFEHEEEHEMAWS Backup ZhEE R A%,

AP AWS Backup

AWS Backup B Aurora DSQL #25EHTEEIAR, B LUK AP AWS Backup® #5 BRE A A
AWS Backup for Aurora DSQL :

1. B FRER R A EMRE,

2. BN BBLEFRRRO ARG ETE,
3. RERBHENBREER,

4. FRERGEEAYERNBEH,

1= 7 {12

EIRER Aurora DSQL #5 K , AWS Backup —ES8EBUFNBEURBEHNRFEER ., BEEER
Aurora DSQL E—[EiF#E & , 55/ https://console.aws.amazon.com/backup 5 CLI ‘ZHEERIE
RE (BH ). RESREARIZHBENRE,

ELEEIB EER Aurora DSQL ZEiH#EE AWS CLl, BEIZ/FE Aurora DSQL ZEFHEE , KEEG
B AWS Backup 1 Aurora DSQL CLl,
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https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html#backup-vault-lock-benefits
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=& Aurora DSQL ZEHEE,

1. BENZEIHIEENERI.
2. BERMERIS—EAWS B XESEHEENESE,

(® Note
ITXEZEIRENEIEEREFRERK.

3. f£A CLI AWS Backup BB EHEEMEERER.
4. FERBREZEESESE XHHEFEMYHN Aurora DSQL BREEITHEFHIE,

INEEL SRR | 3528 Amazon Aurora DSQL EJE X4,

f"|||

FEEREZESE Aurora DSQL £5E , B EAEE— PEINNED AWS BE, T8 , EREE
RREFza , BYALKROERE AWS B XBEZEHEENS —ERD, LTRUTRFRERE
ERT A TERK . RFIERBERBRE (MHEEmILER ) . XBRE (HE%B ) NEEAS ( =ZH
M) AWS B FE|MPEIMBHES , UBARAKNKBERERIFSERER,

EERENER
AWS Backup 71 T3 BB A8 TIE FIBEH BT B1L,

- AREREGNEREENEPXERIK
- B CloudWatch # CloudTrail &,
- ERMEMEZE AWS Backup Audit Manager,

WEEME A 504 Aurora DSQL #4E AWS CloudTrail—%5 7 2 i{a £ Aurora DSQL AWS BR# 5 &%
FRE. At FERINEEN .

H &R

EEH#E—5 T AWS Backup ZhEE , ARASHEE Aurora DSQL #£#EFE A |

ﬁn'lu
®

SR THER :

- WZEBE AWS Backup
« Amazon Aurora DSQL iEJ/&
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https://docs.aws.amazon.com/aws-backup/latest/devguide/aws-backup-audit-manager.html
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- XEN BRE AWS [EiF
- FH{EHINZE AWS Backup

EIBfEA AWS Backup for Aurora DSQL , BRI EBER K, &5 B BELNER R , URrEBRE
REER , ANREEERERERE. BERECEEE-BEIEMNSEHIIE , #& AWS Backup
BHENIE , LRRENERRERLETER,
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Aurora DSQL RYES3= M52 6%

EEyRMRC8% 2#E € Amazon Aurora DSQL BERAI S, WAMMMENEEE 9, EEXK Aurora
DSQL ERMNFIEEH D ERMBERHZER , WMERREHEZ HHE,

« Amazon CloudWatch AWS €EIRES IR AWS BRMNEE LHTHWEARR. SR EMNE
HiEE, BYBIERR , URBREET , TREEEEIZEENRER BN SN EINEE, Fl
m , A LAFE CloudWatch &t CPU fEAE = Hfth Amazon EC2 #{TERER Y EFTEREH
BEFHETERE. MEFMER , 5208 Amazon CloudWatch & B,

« AWS CloudTrail #iEUH ZHBA R HN API HIUFIEESH , AWS IRE W ARBERRINAE
ZIEEM Amazon S3 REFETE. BRI SAGEBIME LA EHERMES AWS, #E/THEWAY IR IP itk
DR Rl py BFR . tNFERFMER , 5528 "AWS CloudTrail FAERERM. -

¥24R Aurora DSQL £ jREE

Aurora DSQL EHERERMEEHELEEEREBIEREINEEEH. BUBUER AWS CLI, AWS
Management Console® Aurora DSQL AP| ##5 # £ M # £ HTEEMNAREE,

Aurora DSQL & REFNESE
TREREA Aurora DSQL BEWBEREEMRRE , URSREMRENER,

ARG iR
IEEEY Aurora DSQL EHEREVHRERENER, EBFKENILIRER | (EER
EREBERMK,

Active (fFR®) BELEFBRERATHEER,

A& ERERBENKEALK , | Aurora DSQL BN AHERENERE , S22 KA
B, ERERIBERER , Aurora DSQL S1% 8 S ER B EH R E,

SEER ERELRHERAEDE  BEESERSHMEAT. ERERERIFERDE
S8 , Aurora DSQL € BB/ REBREFERFRRE,

EHH ECBEERLARR K BESERAFMRE.

IE1EMIBR EERXMIRFERE , BESERAMBRRE,
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ARG iR

P

PUA
Deleted (2 EE O R IIMBR,

BR)

K Aurora DSQL R&BRISEERMBEREVEE,

FERTE EBARZEEEE, ERFEAREESEE —RBESFEIZEHEER , 2
EEHEESEASTERERE, BEEEVETE  BEIREXREEGFIEIS —
BEEE K TEMEZEEHSE,

151 BR EBEEHARZEEEE, EAREBEETRBREER , ZEHEESEASTEMBRAAK

&, —HEMRER —EHSES  BEEREBREMRRE.

iR BH Aurora DSQL #HEEARAE

EEMRBENME | 55FH AWS CLI AWS Management Console® Aurora DSQL API,
FEA

BB TILER , £ PR & EREE AWS Management Console :
EEXEmEFREEEME

1. 1 BARKX Aurora DSQL F#E & https://console.aws.amazon.com/dsql.
2. TEEBEBEKD , iBIE Clusters (BEH).
3. ERExRRPBRESERENRE,

AWS CLI

TSI AWS CLI 5 RARE BE — B EARAE,

aws dsql get-cluster --identifier cluster-id --query status --output text

1T T 55 R HATR R ARE,

for id in $(aws dsql list-clusters --query 'clusters[*].identifier' --output text); do

BARERE Y
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cluster_status=$(aws dsql get-cluster --identifier "$id" --query 'status' --output
text)

echo "$id $cluster_status"
done

trEflmbi e TMEFERDES , AR —EEEMROES,

aaabbb2bkx555xa7p42qd5cdef ACTIVE
abcdel23efghi77t35abcdefgh ACTIVE
12abc6lgasc5bbbbbbbbbbbbbb DELETING

£ Amazon CloudWatch E5#& Aurora DSQL

fE CloudWatch E542 Aurora DSQL , E8WERRER WS EEE ATWEBIL FAENTE

#E, CloudWatch 2R EFELHKFTER 15 @8 |, HBEREBE Web EARBERRRBEMEE. REE RN
ENETERE , YEASREAENNEINEE, BETHERAR Aurora DSQL B A 2 7T &8It 15
E,

MEEZEH , 328 Amazon CloudWatch A&,

o] BRI M Y RE

LB RBIAR Aurora DSQL WA BRI ER. EESARNERERNEXZNER , URHEETE
SHBM, SFEEAREN OCC BRREFMTIER , LIHBIR A REBBENALTEHR, RIFREERE
BRER , SFFEATNES , FREHREEITARENER

CloudWatch EEER BE By iR
ReadOnlyTransactio Read-only transacti none The number of read-
ns ons only transactions
TotalTransactions Total transactions none The total number of

transactions executed
on the system,
including read-only
transactions.

QueryTimeouts Query timeouts none The number of
queries which have
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CloudWatch {EHRE8 E&E B iR

timed out due to
hitting the maximum
transaction time

OccConflicts OCC conflicts none The number of
transactions aborted
due to key level OCC

CommitLatency Commit Latency milliseconds Time spent by commit
phase of query
execution (P50)

BytesWritten Bytes Written bytes Bytes written to
storage
BytesRead Bytes Read bytes Bytes read from
storage
ComputeTime QP compute time milliseconds QP wall clock time
ClusterStorageSize Cluster Storage Size bytes Cluster size

HERER

Aurora DSQL EEABASTHAREE T (DPU) WE —RENMIREEN , AERBUFERAERNE
B, flnEdEE, ERANEA,

CloudWatch 54& 81E #EE : Resour B iR
=g celd
WriteDPU Write Units <cluster-id> DPU Approximates

the write active-
use component
of your Aurora
DSAQL cluster
DPU usage.

|
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CloudWatch ¥5#&
£

MultiRegi
onWriteDPU

ReadDPU

ComputeDPU

TotalDPU

BE

Multi-Region
Write Units

Read Units

Compute Units

Total Units

#EFE - Resour

celd

<cluster-id>

<cluster-id>

<cluster-id>

<cluster-id>

B

DPU

DPU

DPU

DPU

DU

Applicable

for Multi-Reg
ion clusters:
Approximates
the multi-Reg
ion write active-
use component
of your Aurora
DSQL cluster
DPU usage.

Approximates
the read active-
use component
of your Aurora
DSQL cluster
DPU usage.

Approximates
the compute
active-use
component of
your Aurora
DSQL cluster
DPU usage.

Approximates
the total active-
use component
of your Aurora
DSQL cluster
DPU usage.

|
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£ 524% Aurora DSQL ¥4 AWS CloudTrail

Amazon Aurora DSQL 282 BESAWS CloudTrail , SEREAIRMHERE. At PrEINEENTE
AWS fR#. CloudTrail P EMEEENSH : EEEHNERESH, EEEHSRH UK AWS &
FHESFE, EREHEFSHIURBERFEFMN AWS ERHAE,

CloudTrail 1% Aurora DSQL EYFFE API HIUEIERAZE4H, Aurora DSQL R AEBREATE
B, ctHeabEENCRFBTERESHINAEREH,

A LA CloudTrail FTUREERIE A , HIETE Aurora DSQL 1I2HMGER. IBHERMN IP ik, 1£H
EROEE, BRUBRNERAES S , URHEMEFEHRER.

BEMNIRE AWS tRFE B |, TR EE FREUA CloudTrail , M B &R LATFE CloudTrail E4E ¥ 52

#%, CloudTrail EHEF &S AWS EiFFiBX 00 RECENEESEH |, RETHR, WES, I T
HETAENTSE, MEFMER , F2E "AWS CloudTrail A&, DHFEA CloudTrail 4
S icik, IBEBHREEEHEE I CloudTrail A,

EERY AWS IREPEHMFE T , 21E Aurora DSQL WEH |, FFEMBEHE AWS CloudTrail
Lake EHERFKIE (AWS CloudTrail SN EFRXBEMNOMFHRLR ) . UEBVERNFHRE
# , FSEEA CloudTrail Eift, BEETHRUNARENEESHEREFERE , 552/ CloudTrail Lake
EHERTFRE,

CloudTrail 8 Aurora DSQL EEE4

CloudTrail EESE/HRHY AWS tRFHFERUT 2 ERRENEBAER, ELBBARGFEERNE,
RIETARR , CloudTrail SIS B RCHPNEESH,

Amazon Aurora DSQL €44 FF& Aurora DSQL # 4| FHRELFEATESH., WME Aurora DSQL &2
#% % CloudTrail B9 Amazon Aurora DSQL #Z &I HIR/EFE , 5528 Aurora DSQL API 2%,

I mE A &
Amazon Aurora DSQL &#& T %Il Aurora DSQL 12 % H R EFC 82 CloudTrail A BB EH4,

* CreateCluster

* DeleteCluster

» GetCluster
» GetVpcEndpointServiceName
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« ListClusters
« ListTagsForResource

« TagResource
« UntagResource

UpdateCluster

BHOMER B
Amazon Aurora DSQL €#& T %!l Aurora DSQL & MiB RIR/ECHFAETEEHZE CloudTrailo

« StartBackupJob
* StopBackupJob

* GetBackupJob

+ StartRestoreJob
* StopRestorelob
* GetRestoreJob

WMERF R Aurora DSQL EE M EFME A AWS Backup , 5528 Amazon Aurora DSQL # &2
EE .

AWS KMS Hi:E
Amazon Aurora DSQL €# T %l AWS KMS 1#24E524% % CloudTrail A EEEH,

* GenerateDataKey

* Decrypt

EE# —5 T # CloudTrail BB Aurora DSQL AWS KMS R RIEEIXE] HWFER , B2 B
# Aurora DSQL Ed K H B) AWS KMS,

CloudTrail 8 Aurora DSQL &R B4

CloudTrail EREMBEEREABHEER LATHEERPITHERRFENERA. ELLERAR
HEURBNERFHRE, ENSHBEERAEERNED. RBFAR , CloudTrall TEELHERSE
o CloudTrail B4 B L EEHFNELHEREM
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MENARHFERSHNFMEN , 528 (AWS CloudTrail EAEER) HHEH AWS
Management Consoleit 8 & FIEH M A AWS Command Line Interfaceit 8 E B E#-

EXNEHEXXAENANER. MF CloudTrail EEMNFMER , F2E AWS CloudTrail EE,

¥ Aurora DSQL , CloudTrail %%t Aurora DSQL BEEFMMANEMEREABRNAERNESG, TX
S BRI L GRS E R B HHY Aurora DSQL BERFER, EREE (X&) BESRLE CloudTrail 12
B LEMNERERBEERZENE, resources.type BEREERE , BL2EMEA AWS CLI = CloudTrail
APls 3R EE R B4R IE Elbresources. typefH. 5C#32 CloudTrail &R APl ERTE &
HERERERCHE CloudTrail B9 API FEIY,

ERER (x8EA resources.type & FC8& 2 CloudTrail W& API

Amazon Aurora DSQL AWS: :DSQL: :Cluster * DbConnect
* DbConnectAdmin

A UASR E PS4 IR EEE R EFIZ eventName ] resources.ARN 81y , LAMERRF O ENEM S 4,
WMEELEBMUMNEAES |, F52BAWS CloudTrail APl 2Z th#§ AdvancedFieldSelectors

T I &5 eI AWS CLI 527 dsql-data-events-trail &i#ZUR Aurora DSQL HERIE
.

aws cloudtrail put-event-selectors \
--region us-east-1 \
--trail-name dsql-data-events-trail \
--advanced-event-selectors '[{
"Name": "Log DSQL Data Events",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals": ["AWS::DSQL::Cluster"] } 13}1'
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
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Amazon Aurora DSQL &£

MERZEM AWS RESEBEIEF. 558 AWS BF |, LA UZHRNER P ONMEHERE | L8
RATMERRLHRBEBNERMEE.

ZEMR AWS BB ARRE, AFEEEEREERRERNZLUENERPHRZEMN

- BIRMEZEM - AWS ESREE PHT AWS REVERZE AWS Eif, AWS B AFEHAR
2FEANKRBE. EBAWS SHRTEIN - , F=ZFERAEEEHIENRERMAZENEN
., EETHEHAMN Amazon Aurora DSQL HEEETEl , BZ2BAWS 2R 5TEIH REEE,

- BRI et - ENEEEUAREER AWS HER®, SH4AHHEMRREE  S/ERNIRE
. BRFNERNERERNER,

XA BYE T A £ £ Aurora DSQL RERHEEEEE, THEBRAMTERE Aurora
DSQL AFEEHNELEAREE, Bthg THRNMEREM AWS IRIE K% B EEIR MR E Aurora
DSQL &iRo

e

« AWS Amazon Aurora DSQL ¥ SEBUR

« Amazon Aurora DSQL FH ERHRE

« Amazon Aurora DSQL #E RN

« Aurora DSQL W& D MERERE

« 1 Aurora DSQL HEARBERZEAE

« ¥Bi Amazon Aurora DSQL £/ IAM &4 &8

« Amazon Aurora DSQL FH EHEIFE

« Amazon Aurora DSQL W& REBE

+ Amazon Aurora DSQL F#Y5EH

« Amazon Aurora DSQL FHIER R LM

« Amazon Aurora DSQL A K48 REFRE 2 4T

- EBEREEEREA

 Aurora DSQL HWZ £ REEK
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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AWS Amazon Aurora DSQL By S&EBER

AWS ZEBRZH AWS AWS SEBREVNEENBIBKEERATSEARGIRMET , ESR
AR ARG ERE, FEANAE,

FARCE , AWS REBKRARFTERTFTRECARIINSKIEERT , RRELFITAHAE AWS &
FfEM. RMI2BEEREARFIEBNESEERR , WEE SRV,

RIEEEE AWS SEREPESENTT, R AWS B3 AWS SEHREPESHST , IIFHES
ERREENFIETEEY (FHAE. BANAR ), EFNN BBFHN AP BIETHEE RIEER
B, AWS A AREE#H AWS R AWS ZEBUER,

WEFMAES , F2HE (AM E£RERERE) FH AWS ZEEK,

AWS SEHE : AmazonAuroraDSQLFullAccess

& Al LAAmazonAuroraDSQLFullAccessEBIERENFERE. BENAE,

WBEREEFHT , LA TEREEFE Aurora DSQL, EAELHFAHEERAUEN, MBRANENR

Aurora DSQL #5£ , BIEZEHEBE, MM TURBEENENBRER. AT HEEWRIFE

BIBENERET. MFITLEEERES Aurora DSQL BEMNER., ATV AERE S 2 EZD
BRE 6 SEEEES, MM UET Aurora DSQL EEN BB MEREE , SERE. FIEMEEE
BRERTE, RERIEAFHARBENZNEFZESMETIRIEN AWS KMS 579, fhfie]

DEEIRFE EEEH R E CloudWatch WEMAIEE, it EE Adsql.amazonaws . comBRFEE 3 Bk
KELAGHRT , ERBIYEBEMEN,

HARAAR
BREDEUTH,

« dsql- ®BFEFEAY Aurora DSQL HISEEFEE,
« cloudwatch- BFH&IEZEE R B MHZE Amazon CloudWatch BYEF ],
« iam- RFEVRBEZ /RN,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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* backup and restore- BT A , MEkE, =.LFEEE Aurora DSQL & &£ B0 MEREK.

« kms- FEY, ENHERERER , RTBEVFIAR Aurora DSQL EEMB 2 EFZESRTHR
HYEF Ao

BRI LATE IAM 325 ( AWS ZF&EAmazonAuroraDSQLFullAccessBUIRSEIER) T/
AmazonAuroraDSQLFullAccess F X FIBE,

AWS ZEBER : AmazonAuroraDSQLReadOnlyAccess

& a LAAmazonAuroraDSQLReadOnlyAccessiEEREMERE, HENAE,

SAFFREVEE Aurora DSQL, ERELF AN ERTUIHES , WA ERBEENHEEER, b
A AEFEEE Aurora DSQL BEMNER. M LELRS FHE CloudWatch SN E R E M5
o

ATARFEE A

HEBEREBE U T,

 dsql — & F Aurora DSQL HFFEERHVMEERTF o
« cloudwatch - EFFHIEX CloudWatch IEEZEE R HIRE | WEHEEN ERHITIEEZEEZ2

WA LAE IAM 32 & L FlAmazonAuroraDSQLReadOnlyAccessBR |, W 1E AWS ZEHEKSE
R E AmazonAuroraDSQLReadOnlyAccess.

AWS ZEBE : AmazonAuroraDSQLConsoleFullAccess

&7 LLAmazonAuroraDSQLConsoleFullAccessEEREMERE. BENAR,

AFFEIR ¥ Amazon Aurora DSQL #1TEEEEFE AWS Management Console, EFIELFFAH
FEOULMER FEAEIL. MBRFEH Aurora DSQL #5 , SEZEFHEE. TN EEBEN R
RENBENHEHBENR. ATUEEERF LEAERNESR, TN EAFERAE S D EREE
PE, SREEE, MFIAT#IT Aurora DSQL BEENEANERRE , S BB, FLMNERES
MERE®E. LBERIEATHAREENENEFZESWMETREN AWS KMS 557, fbfia 3L
AWS CloudShell # B & AWS Management Console, i T] LAERIIIRE EEF KB CloudWatch
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonAuroraDSQLFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonAuroraDSQLReadOnlyAccess.html
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WAETIEE, fittEHE Adsql.amazonaws. comfRBEY R EL AN K ERBVYEBEMSE
;8

A LATE IAM £32 4 E#FlAmazonAuroraDSQLConsoleFullAccessEBR |, I AWS SEHES
ZIEE P K I AmazonAuroraDSQLConsoleFullAccess.

ATAIRFAEE A
HBERBEUTH,

« dsql- #EiB &F Aurora DSQL B E RN TEEEFF 1 AWS Management Console,
 cloudwatch- A#FFHEEL CloudWatch 5 FERNHAE , W EBERNWER L HITERHE,

- tag- BFHT , MEEBEIE AWS B BFWURSIEEN PEANERRSIRTNE,

* backup and restore- BFFF A , SAEkEN. {FLFEESE Aurora DSQL & &M e M= RER.

« kms- EEY, ENNERERER , RTBEFIAR Aurora DSQL BEENMZEcEFZECRTE
HYEF AT o

* cloudshell- #&FR(E AWS CloudShell L8 Aurora DSQL EBIHYFF A,

« ec2- HFFRR Aurora DSQL E#RFIEM Amazon VPC in B E .

BT LAE IAM £33 A E#, FJAmazonAuroraDSQLReadOnlyAccessBER |, W AWS S EB RS E
fER K E AmazonAuroraDSQLReadOnlyAccess.

AWS ZEHE : AuroraDSQLServiceRolePolicy

18RS AuroraDSQLServiceRolePolicy iE#EE IAM B8, KBESEZIREELAR 6 AF
Aurora DSQL FEUREF &R,

IBAILATE IAM £ &8 AWS Z&AuroraDSQLServiceRolePolicy IR S Z IR H Y
AuroraDSQLServiceRolePolicy A B BUR

AWS ZEBEB Aurora DSQL E3

BEENREERESLETLIR , Aurora DSQL AWS SERFEHWHMER, NENEEEE
B EEIRER | 5557 Aurora DSQL XHEHCHEEEM LM RSSHE,
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonAuroraDSQLConsoleFullAccess.html
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ERAEER

-3:d

AmazonAuroraDSQLFu
lIAccess B ¥T

AmazonAuroraDSQLCo
nsoleFullAccess E T

AmazonAuroraDSQLFu
lIAccess B ¥T

DU

1185 Aurora DSQL #EEH1T
et MERRIENTIRE , 2F
BB, FIEMERELE. ©F
FETERAEFZEKMS £
WETREMZNTEE,

MEFHMEN , F2E
AmazonAuroraDSQLFu
lAccess F7E Aurora DSQL A
FRRBEZEAE,

#ri83E1B 1T Aurora DSQL
EEHEONERRIENIIEE
AWS Console Home, E&#E
BB, FIEMERELE. ©F8
ECEHAEFEEN KMS €
WETEEMBENRE AWS
CloudShell,

WMEFMENR , 552 Aurora
DSQL ##) AmazonAur
oraDSQLConsoleFullAccess

NEABRBEFAE,

BRE g BT

A, UBEZE BYNE
BERERE AWS &

B : PutMultiRegionProp
erties , AddPeer(Cl
uster ., PutWitnes
sRegion # RemovePee
rCluster ., EXFIBIEE
REMEFIENRGZES|#
AT ARSI ] LAME ch R L &
£FERAE,

B

2025 5 A 21 H

20255 A 21 H

2025 5 A 13 H
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https://docs.aws.amazon.com/aurora-dsql/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonAuroraDSQLFullAccess
https://docs.aws.amazon.com/aurora-dsql/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonAuroraDSQLFullAccess
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https://docs.aws.amazon.com/aurora-dsql/latest/userguide/working-with-service-linked-roles.html
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https://docs.aws.amazon.com/aurora-dsql/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonAuroraDSQLConsoleFullAccess
https://docs.aws.amazon.com/aurora-dsql/latest/userguide/working-with-service-linked-roles.html
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ERAEER

gE

AmazonAuroraDSQLRe
adOnlyAccess E#T

iR

LLBUR th & #7138 GetVpcEnd
pointServiceName &F

Al |, B REIR ELEZE Aurora
DSQL # %5 AWS PrivateLi

nko

MEFHMET , F2E
AmazonAuroraDSQLFu
lAccess F7E Aurora DSQL A
FRRBEZEAE,

BFEIEIB Aurora DSQL E#R
Z Aurora DSQL 5 5254 7 1E
# VPC AWS PrivateLink i 24
REBBHEES , TASER
FRELE—IRE , it
AP| & Bh A FE 4R S8 BT LAGE: Il 8
EWIERRE , Wil GiERE

=o
E;I—_l'o

MEFMER , F2[H Aurora
DSQL F# AmazonAur
oraDSQLReadOnlyAccess
ERARBERESE,

B
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https://docs.aws.amazon.com/aurora-dsql/latest/userguide/working-with-service-linked-roles.html

Amazon Aurora DSQL

ERAEER

gE

AmazonAuroraDSQLCo
nsoleFullAccess BT

AuroraDsqlServicelLinkedRole

Policy B

EHEEY

DU

A& ET A8 E Aurora
DSQL , UZEZEEHESE
EEM VPC imBER,
MEFRIE$E : PutMultiR
egionProperties
PutWitnessRegion
AddPeerCluster
RemovePeerCluster
GetVpcEndpointServ
iceName

WEFMENR , 552 Aurora
DSQL ## AmazonAur
oraDSQLConsoleFullAccess

MERRBERESE,

FESEREHE NI

#E , AWS/AuroraDSQL X%
# AWS/Usage CloudWatc
h HEEEEMEBREND

fE, E T EMEBH RERA
EELENAENNEEER
&% 2 CloudWatch BRiE,

MEFHMEN , F2E
AuroraDsqlServiceLinkedRole
Policy #7£ Aurora DSQL H{#
ARBEEAE,

BB MEEdE Amazon Aurora
DSQL #HEEMN AWS ZEHXR

B

20255 A 13 B

20255 A8 H

2024 £12 A 3 H
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Amazon Aurora DSQL R ER{RE

HESAEEEAR PHNEMMRE, MLERME , SERJFWTAE 11 IRERERE AWS Eif,
LEEHBTHERDZ R LXERTNEHE., ZLuERAEMER NR2EBNEETE, 1EE
HEALENFHAER  F2REMELEEREES. UFEAHEBUNERREBNHEBENR K F2H %
SRR LN HENSEEIEN GDPR &% EXE,

HERERNREEY , RPEBECREFEAER , A AWS IAM Identity Center 2% (X EE Bl A&
AWS Identity and Access Management, ftk—3R , SEFEAEHISESRESTKNHETHEATLEN
. BAELEREKATIAFRNREESR !

- BERFHECASEERRE (MFA),

« £/ SSL/TLS &€ ERBH. BMEFEZETLS 1.2 XERHER TLS 1.3,

. {5 RE API MERAEFEESEE AWS CloudTrail, MNEEREFEREEEICEEINER |
B EREER PHERER,

- FERAMEZERRAR , UKk PWFIETRRLEES AWS R,
- FERERNZELZSIRE (B0 Amazon Macie) , 1#BIREMIREMTFE Amazon S3 HWEIRE R,

s
V2

BMEZIEBRCBUTESMZRBREN , FINENEFETEHibl , RAZEBRRIERINXE
Wi | flnBZEEN,. ESBRELMER SEHA £-A. APl AWS CLIZE AWS SDKsHY EH At B,
FEESES EARAN TR ANTAERESTEARTERDE B, MRERMUNIRERIFH
URL , BRFEZIBRBRE D ERBLEZAREIFRN URL FBERBEH,

ERmeE

Amazon Aurora DSQL RE ST AN REFERRE  EABREBNEIEERREFMRG. ENE
BUsE A X FMIE Aurora DSQL EF B ZEREHNSERE L,

Bwmh

BIFTERR ALK EEWMPINE, Aurora DSQL #H TLS K% SQL A Fix# Aurora DSQL 2 &
NFIERE,

£ AWS CLI SDK = API FiFi%Ed Aurora DSQL i E v BEMBNESER PN EE
« Aurora DSQL £t HTTPS ix % , ARA MR EH P EE,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
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« B TIREH Aurora DSQL R API BRI EEM | B2 AXLEZFHE API I, RBH#R Signature 28 4
REZBERF (Sigv4) , HIlE X509 BRREFFH AWS R EFHSBHETHE, WEHMAENR , B
28 (AWS —f#k2:£) $ 1 Signature F 4 [REZBREF,

- £ AWS CLI St HE A —1{8 AWS SDKs [ IRHFER AWS, EETESBEFRALEREIEREE
WEIEE  BREBHER,

2:F8 Aurora DSQL FHITREEINE,

‘S
@*ﬁ
s
=
)
':iﬂh

Aurora DSQL MAZE B EARRN 2B , AKX Aurora DSQL MHEERAEH M AWS &R 2 B ELR
HEZIRE AWS B,

EHABRRE 2 BAMEEREER AWS :

ﬁ’ﬁh

- AWS Site-to-SiteiE 1%, WFHFFMEN , FS B E= AWS Site-to-Site VPN ?
« AWS Direct Connect E4&, ZZD%EHIHE‘ , B2 BT EER AWS Direct Connect ?

&R LAE R AWSER MR API $R4F | ZEiBMEE7HL Aurora DSQL, EAERAAZE THIER !

- Transport Layer Security (TLS)e EMIFE TLS 1.2 WEZEFEA TLS 1.3

- BEfeREERXRILZPFS)NWERBEH , i DHE (Ephemeral Diffie-Hellman)s; ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), BRARHK(M Java 7 MIEFHFMAR)KZEZEELER,

A Aurora DSQL E#REXE SSL/TLS BFE

Aurora DSQL ZEEfAER S REME A Transport Layer Security (TLS) il#, ZEERIZLEER , BH
BB R KL BEE Amazon BREFHZEME (Amazon Root CA 1), WEBRCHEAREEHZEER
R, XHREESEEERRK LBRFBFELLZEN Amazon Root CA 1 BEMRA , W5 BEEXF
BRERINER.

B # A PostgreSQL 17 Ao

/A Important

HREERE K BREA verify-full SSL RAURRESERNERZ M, KEXER
HARFBECSCTHEENBREREENVEE  URARF IS BESRBEMEL,
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ERAEER

REFELLZENEE

EXZEBEEXRFED , Amazon Root CA 1 EFEXLRE, EERTE—H , BALUERTYIFE,

Linux (RedHat/CentOS/Fedora)

RGP T TS
trust list | grep "Amazon Root CA 1"
MRECLRERE , FEEITHEHE
label: Amazon Root CA 1

macOS

1. BARK Spotlight & (&% + Z=[)

2. ¥ & Keychain £H

3. ENMRMEMETHRAIRA 8%

4. EBFEBEP S Amazon Root CA 1

Windows

(® Note

B psql Windows Al Pt E HIEE , FHARKIRBFE (sslrootcert=system) AIEEE

B T3I$E5R : SSL error: unregistered schemes

H SSL ERREBENENRT .

MBIBNEELRFEPRZE Amazon Root CA 1,

o HE SEE S
THEFHE

MRIEHNIEERFERTAL LS ANazon Root CA 1EBFH

DSQL #EH L £ELR,

Linux BE L%

BT Y5 |, £ Linux &R L% % Amazon Root CA &,

AERET ISR,

AT LUEAE % Windows E &R A fE

KEEFEHLZERBE , FTEEETE Aurora

SSL/TLS B
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1. THREHE :

wget https://www.amazontrust.com/repository/AmazonRootCAl.pem

2. BBEERIEEFHE :

sudo cp ./AmazonRootCAl.pem /etc/pki/ca-trust/source/anchors/

3. E# CA EEFRE :

sudo update-ca-trust
4. BFBRE

trust list | grep "Amazon Root CA 1"

macOS BE L

EERELESBREAM, Linux BEZE EAM macOS,

1. TERBRBE -
wget https://www.amazontrust.com/repository/AmazonRootCAl.pem

2. BBEMEERR WM

sudo security add-trusted-cert -d -r trustRoot -k /Library/Keychains/System.keychain
AmazonRootCAl.pem

3. BMRERE

security find-certificate -a -c "Amazon Root CA 1" -p /Library/Keychains/
System.keychain

5 SSL/TLS B E4R

FXTE SSL/TLS BREULLEMRE Aurora DSQL BEZHI , BERELE T 5 LRGN

- 2% PostgreSQL 5 17 ki
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- AWS CLI EABEEN B AERRE
« Aurora DSQL #EIREHENA

#& Linux E4&
1. EXEWRESBRBFEH

export PGPASSWORD=$(aws dsql generate-db-connect-admin-auth-token --region=your-
cluster-region --hostname your-cluster-endpoint)

2. ERRHBRER (MREFELRE)

PGSSLROOTCERT=system \
PGSSLMODE=verify-full \

psql --dbname postgres \
--username admin \

--host your-cluster-endpoint

3. % , EATHNERETER :

PGSSLROOTCERT=/full/path/to/root.pem \
PGSSLMODE=verify-full \

psql --dbname postgres \

--username admin \

--host your-cluster-endpoint

@ Note
NZE PGSSLMODE X EMGEMEN , 552 PostgresQL 17 & EEAR 15 & B B4 Y

sslmode,

# macOS E#z

1. BEAYRRES DBREFN

export PGPASSWORD=$(aws dsql generate-db-connect-admin-auth-token --region=your-
cluster-region --hostname your-cluster-endpoint)
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https://www.postgresql.org/docs/current/libpq-connect.html
https://www.postgresql.org/docs/current/libpq-connect.html#LIBPQ-CONNECT-SSLMODE
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2. FRARMBEETER (MRBHELERE )

PGSSLROOTCERT=system \
PGSSLMODE=verify-full \

psql --dbname postgres \
--username admin \

--host your-cluster-endpoint

3. & , THRBEASEMES root.pem (MRARFALLERE )

PGSSLROOTCERT=/full/path/to/root.pem \
PGSSLMODE=verify-full \

psql —dbname postgres \

--username admin \

--host your_cluster_endpoint

4. £ psql ER :

PGSSLROOTCERT=/full/path/to/root.pem \
PGSSLMODE=verify-full \

psql —dbname postgres \

--username admin \

--host your_cluster_endpoint

#& Windows Ei&
FEHABSRRET

1. EXE BT BRETH

aws dsqgl generate-db-connect-admin-auth-token ~
--region=your-cluster-region "
--expires-in=3600 "
--hostname=your-cluster-endpoint

2. RERBRELH

set "PGPASSWORD=token-from-above"

3. BRTE SSL fHRE :
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set PGSSLROOTCERT=C:\full\path\to\root.pem
set PGSSLMODE=verify-full

4. BIREERE

"C:\Program Files\PostgreSQL\17\bin\psql.exe" --dbname postgres *
--username admin #
--host your-cluster-endpoint

5/ PowerShell

1. BEAYRES DBREFZN

$env:PGPASSWORD = (aws dsql generate-db-connect-admin-auth-token --region=your-
cluster-region --expires-in=3600 --hostname=your-cluster-endpoint)

2. 5% 7E SSL #REE :

$env:PGSSLROOTCERT="C:\full\path\to\root.pem'
$env:PGSSLMODE="verify-full"

3. EREENE !

"C:\Program Files\PostgreSQL\17\bin\psql.exe" --dbname postgres °
--username admin °
--host your-cluster-endpoint

Hi &R

- PostgreSQL SSL X #

« Amazon Trust Services

Amazon Aurora DSQL HY&E & N

Amazon Aurora DSQL EMEFMMERECAEER. ATHERZSM | LLNBEFEA AWS Key
Management Service (AWS KMS), tIheet# B E T REBBRER M RN REERNEMH L, &
REINZ AT BY A
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- BOREBEHBERNRESRE

- BENEBRNEZERNERERNZ2HBEARER

- —EREBENFEETNER B -ENERRE

< BTHEBER,. EXTBAER  AREREX

£/ Aurora DSQL , BN EELZ2HBNERAEN , URZBRENNZERUEFTERER, T
EREA MM AFTAI AR A Aurora DSQL EREREMR , Y EBEZNMZESE,
&

« Aurora DSQL Ky KMS &£ 5

+ Aurora DSQL FHIFFREINER

« ¥Ef Aurora DSQL £ AWS KMS #l EXRI &R

« ZEFRH AWS KMS key B Aurora DSQL #J

- Aurora DSQL INZEAZR

- EE¥%E Aurora DSQL £ H)EE) AWS KMS

« B ZEK Aurora DSQL #EE

« BERHEH Aurora DSQL HENW S8

« £/ Aurora DSQL MENEEEE

Aurora DSQL Ky KMS &5

Aurora DSQL B2 & AWS KMS , LEBBENMZE SR, EEE—F THRSBEIANRE  F28
{ AWS Key Management Service BZ A B1ER) FHIAWS Key Management Service B2, EBILH
BER  BULUBET KMS SR BERRMBEE

AWS e 58

FEERMZEA, Aurora DSQL #EE £ , BEZHINTE, ELEIMMFNELER , Amazon
Aurora DSQL € ZEHithEREEER, BT EELFEABIEAEAREAIEENFTNEE ,
M EFFA Aurora DSQL £ EHAREHNINBZER,

EFRETR

BRI LE DY, HENEELE AWSIEE, B lmaie4l KMS €88, FX{+ AWSKMS &
A,
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FH AWS EEN SR ETHRENZEEZHENER, TiB, AWSKMS EFEARAEFEFZESE. W
EFMEA , BF2E AWSKMS EEEH,

B UEREELSMERN B, IFSBERNFMENR , 528 ( AWS Key Management
Service BB ABIEM) AWS I EBMPHNEFZESRN .

(® Note
Aurora DSQL #REEMNZR T AR B £ A Aurora DSQL BYFRE AWS [E1E,

Aurora DSQL H I FREE N

Amazon Aurora DSQL £/ 256 AL TTERS IR ZEZE (AES-256) RiINFAFREER, LLNZEFBRERER
MERRARCRETZIER storage. B AWS KMS EEREENNE S|, B LUFEMRER AWS
HENER K EECAZECHW AWSKMS EFZESR, EEE— S THRUMNEEMEE Aurora
DSQL #£M <8 , F28 B MEM Aurora DSQL #EEM BERELE T Aurora DSQL EEH S8,

&
- AWS A 8
- EEZESR

AWS BEEN &8

Aurora DSQL FERREEA MEFMBEESE AWS BN SR, ELERBFEIREFEANRIR , LURE
ZHIRFER, ZTEEMRER. B8, FASEKELESR  ALENRBETTERREIAEE, 0F
WEENR AWS ENS® |, 528 ( AWS Key Management Service B3 A BIEREAWS #EEN £
) P,

EFXETR

IBTLE FEY, HANEBEEFSE SIS AWSIRE, BaLT2E4ELE KMS €88 , 2FHK
K., mMEEHR. EBNBE. MESEFUNFMAEN , 5280 ( AWS Key Management Service F
BABER) PHEFZESR,

EERBEEBUNEREEEFZESRE , Aurora DSQL EEAZERNEEEREMEE
HER. RTHLEERBEANKEEZERSEF , Aurora DSQL FEEFRENME SR, WRE
FREFZESR. HEMKRSR  IEFRIIBBEFINEE , BRNNBRESLES
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KMS_KEY_INACCESSIBLE, & Aurora DSQL EXEZEHIEBEF  FHEELELRTESE. EENE
AREES T A KMS_KEY_INACCESSIBLE , EfREE L EIMEEER,

HRZEHEE K TEUUSAEESEREN AWS KMS NZ€is  mMEBEEREEESFEAAC
HEERBRMNZSI®, R Aurora DSQL EEENMZEEHEEFHENNZ SR | IXBESFHMR
REKMS_KEY_INACCESSIBLEEERELMFEH , EEHTEINNBEARE, EMESEE L ERE,

® Note

MR Aurora DSQL BEFREANEFZESHR , SNESNBEREREEL
KMS_KEY_INACCESSIBLE, BRS®FNE , RESE 15 2 ERABBHEAER. WHEFH
B, FEEEERE.

HRZEHESE K NRREHEXASHREN , EEEANHIRAELIFHSRKEANER

=
==N

. #& Aurora DSQL £ AWS KMS 1 Rl €8
Aurora DSQL BEEMB AL AWS KMS key MIER S BEBREBENRESH,

BRI Aurora DSQL HEEESEZ I REIMBREE ., WRETE Aurora DSQL P FHBR R KR E
#, BERELENFTEPIEAFHRME, Mtk—XR , ZHRESEFLERRRETNE , YRERER
EEELBEHZIRE,

£

« AWS KMS key#fit Aurora DSQL f&£H

- ¥EBL Aurora DSQL fEAEE S8

- BESMIRE

AWS KMS key# Bt Aurora DSQL &M

BFREMZETE TRELH Aurora DSQL #EE AWS KMS key. 1RIEFEER , Aurora DSQL 6/ AWS
BENSE  ERE Aurora DSQL IREIRFHENNEENZHAFMZEB., BR2 , B LE F1
EFZELMTINE Aurora DSQL # & AWS 1RF, ZAIUABEZEEERNTEN KMS €38 , BIfF
HBHEZEIHERE.

ERBISENEBER , FENEEN KMS €48, B LABERFE Aurora DSQL E# &SR
UpdateClusteriBEF2EEEMN KMS €8, VRSB EFTEEEHIERRE.

A KMS &R &8 204



Amazon Aurora DSQL EREER

/A Important

Aurora DSQL EXX E¥E KMS €88, BELFERIELE KMS £ N% Aurora DSQL #
%,

EEFZESRREATIIER,

- BALEVNEE KMS £ , BRERESRBEEMN IAM BERRZEHIE KMS S| FEH, SR LUK
RAMER KMS i, RANEAEDSRBER  URRTEERAKMER KMS 28,

- BULEEEANSBMEATFSESR  AIREANREFMEEREERITSBENEFHNE
ESE4i8,

« BA[LATE AWS CloudTrail B AWS KMS A& ¥ B Aurora DSQL API FEIY | LARE# Aurora
DSQL EEMMZEFFEZ,

B, AWS #iEW €8 2EREN , EFERAFRATEH A AWS KMS BERSHEREFE. EEFSELE
SEYSE AP FIUELER , M AWSKMS BiEESEREELESER.,

FEBL Aurora DSQL EFREE SR

Aurora DSQL fEFEE AWS KMS key ) REAMINZEENH —ER SR K BALAEESHR,

BEETREAFESRMEER, Aurora DSQL ERALEESRRABANNBESENNENNES
#. Aurora DSQL ERAEETHEEERERELEH —NENNESH  B2EREEE TEZ EIMH
EHE RN ERRE,

EEMBELE T  Aurora DSQL EHELE —RIFEUNEZERNEE AWS KMS BEIAFERE . KTERE
EREFTA , Aurora DSQL EEHIRFH KMS ©RNBEFR , IEERIHENESE LK.

Aurora DSQL 87 FHEFEA NBHNEESHBNERINEZ S/ AWS KMS, ©EAERMEBEZRLE (AES)
A 256 LT MZSMRRAETE LB, A%, CEENENSBENMBHER —BER , UEE
M EEREEEER,

MRIEBEHRER KMS €38 , Aurora DSQL SEAFTE KMS EREMMBRBENEE SR,
BE TR

A TE%E AWS KMS $¥8 18 Aurora DSQL #4EMI | Aurora DSQL EREGEE P SEMFUE
Mt FEELIE, MR AuroraDSQL EHEE 15 D ERRIIRIMEELIEBNGER , cEBTNER
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BXE AWSKMS UBZHEELIR, ELABRBEEESB2%E |, LLIFUASHEEE AWS KMS =%
AWS Identity and Access Management (IAM) AWS KMS key & 1ZHEUBURFT BV R E,

REMFEH AWS KMS key i#E A Aurora DSQL B

MREFEARFPNEFZESHRRRE Aurora DSQL #5 |, AIXEH EWBER MU ER T Aurora
DSQL KREEAEHFFA,

BA RSB EESE LB EMWIE, Aurora DSQL FREELE/NEE | BNaFHATERE AWS
ENSiE TRESR Y Aurora DSQL #E&E AWS IRE,

EFZETRNEB/BUR

ELENEFZESIRMRE Aurora DSQL E LR , Aurora DSQL FE AWS KMS key X FRHETIEE
ZEBER Y. REFTA. FRHENACHLERHEE AWS KMS key Aurora DSQL FFER 550l, &
AT LATE SR BUERE IAM BER IR S LTI,

Aurora DSQL ELFEEFZESWN TIFFT :

* kms:Encrypt

* kms:Decrypt

« kms:ReEncrypt* (ERAR kms:ReEncryptFrom F1 kms:ReEncryptTo)
+ kms:GenerateDataKey

* kms:DescribeKey

plan , AT EHFESWMBRASRALEFT, HREFTIHR :

« fOFF Aurora DSQL EZRERZERE AWS KMS key F{ERA |, BERRRRIIREhE#FER Aurora
DSQL KR, MRBERRARPIBEENEZFTEAREMERA Aurora DSQL BIFFA |, FEAYS kB, BD
FE R E Aurora DSQL BR#E.

« kms:ViaService £ IABEEFERKE Aurora DSQL B , F A8 &7 , KRBEKRFARX 7|
HNEFEA, EEZFEAZLTEEFULELRE,
« BF AWS KMS key BEEE ( TIBEZdb-teamBEBNERE ) Y HWHEFEEEE AWS KMS key

EREMEREER A , FREGETRIRARBEENEREE AWS IRF,

{

"Sid": "Enable dsql IAM User Permissions",
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"Effect": "Allow",
"Principal": {
"Service": "dsql.amazonaws.com"
I
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey",
"kms:Encrypt",
"kms:ReEncryptFrom",
"kms:ReEncryptTo"
1,
"Resource": "*",
"Condition": {
"StringLike": {
"kms:EncryptionContext:aws:dsql:ClusterId": "w4abucpbwuxx",
"aws:SourceArn": "arn:aws:dsql:us-east-2:111122223333:cluster/whabucpbwuxx"

}

"Sid": "Enable dsql IAM User Describe Permissions",
"Effect": "Allow",
"Principal": {

"Service": "dsql.amazonaws.com"
iy
"Action": "kms:DescribeKey",
"Resource": "*",

"Condition": {
"StringlLike": {
"aws:SourceArn": "arn:aws:dsql:us-east-2:111122223333:cluster/whabucpbwuxx"

}

Aurora DSQL INZRA

hBERER—HASB/EY K EFISEEENTER, ERENZERNBERFIENZARTE , &
L AWS KMS MZE A RABMBARBEZMZNER, EEMRTER , ZLASEMERNNEZEAR,

Aurora DSQL EFTE AWS KMS ZiEfR=EREPERAMERNMBAR, IREAFEAZFZESRRR
# Aurora DSQL # 5 , B UFERAMNBRB REBI RN BEE AWS KMS key A . EHE
D@ RERST , i p B AWS CloudTrail.
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N AR th 7] AR EBUR R RAT

EHE HFERH AWS KMS |, Aurora DSQL EAEEER/EHNMEAR

"encryptionContext": {
"aws:dsql:ClusterId": "wi4abucpbwuxx"

iy

BMEH A E] Aurora DSQL EEMEZENEE. €A aws:dsql:Clusterld. ERESEHBIT,
BS#2 Aurora DSQL B2 BB B AWS KMS

MREERAEFZESBRIRE Aurora DSQL #5E |, A LAEA AWS CloudTrail B XKiEME Aurora
DSQL AWS KMS R FEEIEE BFEK.

R T5IE8 , AT # Aurora DSQL 1A A AWS KMS ##{EGenerateDataKey#l Decrypt,
GenerateDataKey

B EEE FRABRENZRE  AuroraDSQL 2V —WHEELE, ©voE
% GenerateDataKeyiERE AWS KMS , LAIEEHEEH AWS KMS key o

iC#% GenerateDataKey BENSBHELURUTEHFIEH., EAER Aurora DSQL IRIFIRF . ELE
S 2$E B Amazon Resource Name (ARN) AWS KMS key, EE 256 U TN SBIEE | URHE
BEENMBERE,

"eventVersion": "1.11",
"userIdentity": {
"type": "AWSService",

"invokedBy": "dsql.amazonaws.com"
.
"eventTime": "2025-05-16T18:41:247",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "dsql.amazonaws.com",
"userAgent": "dsql.amazonaws.com",

"requestParameters": {
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"encryptionContext": {
"aws:dsql:ClusterId": "wi4abucpbwuxx"

},

"keySpec": "AES_256",

"keyId": "arn:aws:kms:us-east-1:982127530226:key/8b60dd9f-2ff8-4b1f-8a9c-

bf570cbfdb5e"

},
"responseElements": null,
"requestID": "2da2dc32-d3f4-4d6c-8a4l-aff27cd9a733",
"eventID": "426df@a6-ba56-3244-9337-438411f826F4",
"readOnly": true,
"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-east-1:982127530226:key/8b60dd9f-2ff8-4b1f-8a9c-
bf570cbfdb5e"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "f88e@dd8-6057-4ce@-b77d-800448426d4e",
"vpcEndpointId": "AWS Internal",

"vpcEndpointAccountId": "vpce-la2b3c4d5e6fla2b3"”,
"eventCategory": "Management"

i

EIRFZEUNZRK Aurora DSQL E&ERF |, AuroraDSQL EEMREE LR  UEEHEBHHEZETA
HEeiR, AR K TEMRTEETNER, EEMTEELE D |, Aurora DSQL B&EiEDecryptiakRE
AWS KMS , LUEE#E AWS KMS key # o

AiCik Decrypt RIEMEBEHBELURUTHAIEH. EHER PERERENETE AWS IRF A, EE2
BOEmENRES| (MAME T Blob) MARBRRNMBEARR, ERMEIF AWS KMS £7
% 1) AWS KMS key ID.

"eventVersion": "1.05",
"userIdentity": {
"type": "AWSService",
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"invokedBy": "dsql.amazonaws.com"
.
"eventTime": "2018-02-14T16:42:397",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "dsql.amazonaws.com",
"userAgent": "dsql.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:us-

east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"encryptionContext": {
"aws:dsql:ClusterId": "wi4abucpbwuxx"
.
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
.
"responsekElements": null,
"requestID": "1llcab293-11a6-11e8-8386-13160d3e5db5",
"eventID": "b7d16574-e887-4b5b-a@64-bf92f8ec9ad3",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "AWS Internal",
"type": "AWS: :KMS::Key"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "d99f2dc5-b576-45b6-aald-3a3822edbeeb",
"vpcEndpointId": "AWS Internal",
"vpcEndpointAccountId": "vpce-la2b3c4d5e6fla2b3",
"eventCategory": '"Management"

BN/ Aurora DSQL #£5

FTE Aurora DSQL B HEFEMNE. RIFEFER , BE AWS HEN SR IR EFER |, IELTLUE
EBFT AWS KMS £, BB THILER , % AWS Management Console = 3 EH N E AWS
CLlo
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Console
£ PRI INFZEHEE AWS Management Console

1. BAAWS EEF#EA |, W https : //https://console.aws.amazon.com/dsql/ BIEX Aurora
DSQL E#4,

2. EFREEANSEERT , BEES,
. EELALANEVES  ARENE-EH.
4. EBEMFRES , BETIHP—EEE,

- BXTEREREUER AWS BENER NE , BFEENER,

- BHBATNERE (ER) UEEBF] KMS £, A%, 2@ A KMS 2R ID K
BlE. E , BEIFEIL AWS KMS £ LUE AWS KMS B EFEUFHN SR,

5. EE BIUELR.

EEMEEBRENNFRRE K FEEZEETE , ARBNEEN ID LIRBEEEFMET. wEAE
ERERSIER , B5 KMS ©RIREGHE R Aurora DSQL R TR , BARNER AWS #EN S
WA EMINBEENTER D WEE.

(® Note

ﬂﬂ%"‘l@%%ﬁ%ﬂ HHECHEHE K FHXEEHERTE KMS £8BE., NESFMNFAE
A , F52M the section called “BEF S ELEBNSBBE.

CLlI
BAUMFATERR MBNEE AWS HEN S8
A TS RET Aurora DSQL E £,

aws dsql create-cluster

MTHMBFHAERF R , BENMNFRETERARMA , BRRNBEE A AWS HEN SR, B5
RESFEA Aurora DSQL BRIEIRF R EVTEEX AWS BEB S8,

"encryptionDetails": {
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"encryptionType" : "AWS_OWNED_KMS_KEY",
"encryptionStatus" : "ENABLED"
}

BIUFAEFZESRNENES
«  ERATHI@TEL Aurora DSQL & |, LEFZESRWN ID RSN FHER ID.

aws dsql create-cluster \
--kms-encryption-key d41d8cd98f00b204e9800998ecf8427¢e

WMTFIMBZFREAN T , BENMZREFERABA , MZERLAFFZE KMS £, BER
EEEREN S|ME,

"encryptionDetails": {
"encryptionType" : "CUSTOMER_MANAGED_KMS_KEY",
"kmsKeyArn" : "arn:aws:kms:us-east-1:111122223333:key/
d41d8cd98f00b204e9800998ect8427e",
"encryptionStatus" : "ENABLED"
}

BB ES Aurora DSQL EEW S

&A LAE A AWS Management Console 2 AWS CLI ZRE = # & Amazon Aurora DSQL IR E#
ELWMELE, MREBRS|BERIR , Aurora DSQL SEATERMN AWS BEN &8, FHMKE
T5IZ8 , & Aurora DSQL =2 & EFMBRBEE LN ME S AWS CLI,

Console
£ FEFHXBRINZ 88 AWS Management Console
1. BAAWS BEEF#EH |, W https : //https://console.aws.amazon.com/dsql/ BEX Aurora
DSQL E# A,
EXRELANEEERD  BEEE,
RBFERET , SRAENECEENNEEERI,
B EEThRER , AREEBS N,
ERENEREF , BETIHEHP —EZERIEBMZRE,

o ~ w0
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- MREBRERBITSWMIVINE AWS AN TR , FEUHENBTMBRE (ER ) BHE,
FRRER AWS HEN TR SEEANNE 85
« MREBER—EBFT KMS S|UBREE —@ , Ak 0 AWS AT/ T KMS =
W, WRERERBIMBRRE (ER) BE , FEIMLEE, AR, BSWENEER
ARSI ID HBlH, HE , BEEIL AWSKMS &BUEFEAT AWS KMS EUFHNE
R
6. BERF

CLI
T OIS REMAER AWS CLI EFMENESE.
EARREEMMNBRE AWS HEEN SR

aws dsql update-cluster \
--identifier aiabtx6icfp6d53snkhseduiqq \
--kms-encryption-key "AWS_OWNED_KMS_KEY"

BEMIRENcryptionStatushy FXEA ENABLED , M EncryptionType&
AWS_OWNED_KMS_KEY,

"encryptionDetails": {
"encryptionType" : "AWS_OWNED_KMS_KEY",
"encryptionStatus" : "ENABLED"

}

WHEEBREFEHR AWS BEEN £ Aurora DSQL FRIEIEFE PRI TEERE NS,
£ AuroraDSQL WE FEZESRENMBREE
EHMZEHEE  MTHEHFR :

aws dsql update-cluster \
--identifier aiabtx6icfp6d53snkhseduiqq \

BRIAEHE 213



Amazon Aurora DSQL EREER

--kms-encryption-key arn:aws:kms:us-east-1:123456789012:key/abcd1234-abcd-1234-a123-
abl1234alb234

BEMWIREncryptionStatushy EHE#i A UPDATING ,  EncryptionTypes
CUSTOMER_MANAGED_KMS_KEY., Aurora DSQL EB T A& THREEHLiBE , MBRELERA
ENABLED

"encryptionDetails": {

"encryptionType" : "CUSTOMER_MANAGED_KMS_KEY",
"kmsKeyArn" : "arn:aws:us-east-1l:kms:key/abcdl234-abcd-1234-a123-ab1234al1b234",
"encryptionStatus" : "ENABLED"
}
@ Note

MRGREZFENEEECH LR  BBMLEE®RTE KMS £8BK, MESHFMFME
A, 552 the section called “BE S E BN LBEBER,

£/ Aurora DSQL IN#ZWEZEE18

* Aurora DSQL EM#FHFAEBREREER, SEEFALNE K ENREEFNELERE,

« AWS Backup 8MEBENEND , URRELHEHERNET MRS, BALUER AWS #E AWS
Backup W& EFZE SR , £ PNEHEHEHR.

- 2&r¥ Aurora DSQL BUA T 5| ERHREZEAEE -
- WREEH - Aurora DSQL EMEFAMREFTREE LHMEREER
- EiEmHhE R - Aurora DSQL FEFRE A Transport Layer Security (TLS) INZFrE @A

- BERERITENSHRE  RMEBRERSHARASE  EIERTERAL. AWS EERKEE
RB|HER , TEEEAFTHNER/NBEZHNER, EEEM encryptionStatus & ENABLEDB#EE
IAFEFSELBkmsKeyArnty B | BFEIEK.

- EREFATFZESBRIEMEE Aurora DSQL A RN FEUER , ZMNEEASEA IDLE REE,
- AWS Management Console 1 Amazon Aurora DSQL API 8 inZE A FE AT RIS

« AWS F#4 - X8 AH , FEKMSEFAZTFZESBANEH DEFAULTRER AWS SiIEN €
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« API — Amazon Aurora DSQL API CUSTOMER_MANAGED_KMS_KEYAREFESE 4N
AWS_OWNED_KMS_KEY AWS AR £ 8,

- MRBEBERVHBRIEEMESR , Aurora DSQL A BEMEEHNER AWS HENE
R

- FWALIFERE AWS BB S8 NIEFZES| MBI, FH AWS Management Console AWS
CLIZ{ Amazon Aurora DSQL API ETIHEE,

Aurora DSQL W B9 MFZHER

AWS Identity and Access Management (IAM) 2 —f& AWS fR¥ , AT HBIEE B R T H ¥ AWS
BERNER. IAM EEETRFIEATNETS I BE (BA) NRE (EHFFT ) , SUEEA Aurora
DSQL &R, IAM REATLLEEER AWS BRF &9 .

&

- BEHR

- FRBDEBE

- FRABKEEFIE

 Amazon Aurora DSQL #I{aEd IAM B E A

« Amazon Aurora DSQL ¥ & % B BUR €84l

- ¥ Amazon Aurora DSQL § % MEFEEETHRFER B

BEHR

A5 AWS Identity and Access Management (IAM)  FFRE , BURAETE Aurora DSQL
TR I,

FRIEEAE — MREEA Aurora DSQL BREREITER , ENEEESATREREPMENBTAERTET
A, ERFERAES Aurora DSQL ThEERFTIIER , BRI FEHENNTT, THEFEIFINERA
NAHE RO EESFEREBNFTT., MREELTFE Aurora DSQL FEIIHEE , FF2E ¥ Amazon
Aurora DSQL & % MFEGETHED B .

REEES - MREELTEE Aurora DSQL BIR |, B AJEEHER Aurora DSQL W EEFEUE, B/
E7 2 ¥ BT PR 75 5 Al & FEZERAY Aurora DSQL TheeFIE R, EE  BXEKBRERBEN IAM EE
B K REFLHREEAENGTT. SBELEELNER , THIAMHNERHS, EEE—TTHERD
T FE B Aurora DSQL £ IAM |, 528 Amazon Aurora DSQL #0{a[E2 |IAM #& B 8 F o
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IAM BEEE - MMRERE IAM BEEE K BERSE—STHRUNMBEBEUEEY Aurora DSQL HEFEL
EERBETLIE IAM FEEHM Aurora DSQL B0 B BERE 4 |, 5528 Amazon Aurora DSQL H9 &
o B BUERE A,

e F & 2 B

BErBREBFEEAWS FHAFSBRRBEANAR. BHSEALL AWS IRFIRERES D, IAIMERES DR
BE IAM AEREE (ZEA AWS),

BOLERERE 7 RREENERE , UBEED AWS B985 EA . AWS IAM Identity Center
(IAM Identity Center) A&, BNRINE—BZAFDRE , AREW Google 3 Facebook HAE
¥, HEBAEEONEN, BUBAEEDBEAE  CNEEELNCRESER IAM BENEBIESE D,
EREABE AWS 5o FR K, felERTEAE,

RIBENFEREER | B L% A AWS Management Console 5, AWS ZERA Ok, MEZE AN
HEA AWS |, FZ2EAWS B A ( EAEER) PHITE ALK AWSIRF .

WMREL AWS BRFZFTHFREFR , AWS ERMHHKBEZEH (SDK) Mar=3IRE (CLI) , UEMA
FHEAERURERESNEBENE R, IRETRTEH AWS ITE | AIXEBITHBHER. 0FE
SEREBENFEBTEEFRNFHENR , F28 (AM £REER) PHEAR AP FERHAWS
Signature 28 4 ko

EREERAES P REL L SURBFERMENNRZEMEN. flln, AWS EREFERZE
EZRE (MFA) RESIRFNEZEME., WFEEZEA , F2E (AWS IAM Identity Center £/ &5
M) PRZEEZBREN (AM EREERE) T8 IAM FIAWS ZEEZME.

AWS IRF RERE

EREY B AWSIRF , f8R—EZEASOHE , RSP UTBEEDIRFPHAMAE AWS B NE
Ro WEDHA AWS 1R Theroot EAE | AIEIR M ERREIUIRFNE FE bt MBRFE AR
FHL MAEBETBURCEAERERAEER. RECHREAERRE  LRKERARAITREHR
ERAERITHER. UFELEBNZTREBE , THEUREREZRANGEY , F268 AM EHEE
MPHNEEREREBENEL,

BE 55

REBKRE , ERAEERE  CEFSECEEESFIENERE £/ BS 5o REE AWS B Xk
{5 P B B B R SR AF N
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BEEoRELEFERAEBE. Web B2EMEE. AWS Directory Service, Identity Center B & , 5
AWS % BiER S 2 RERUHBABENTFTINIAERE. ERES I FIE AWSIRF , EMg
BRI AR MACERMUEREAENR,

HRAEPXEEESTE  RAEZEEFER AWS IAM Identity Center, & A LAFE IAM Identity Center H
BUFEAENEE , W EEYRSEEE NI RIEFHN—HEERAE AWS IRF FEHE , UE
A MEARXPERH, WE IAM Identity Center BIEFHIEEA , 5528 AWS IAM Identity Center
FEREEEFNTER IAM ldentity Center ? o

IAM i F & M+ 4R

IAM EAER PHE D AWS tkRF , EAE-ASSEBARANREN . ERERVRKERNE
&, MAREARLRABE PINEBNEFREER) B IAM EHE, ERNRBEEARIZERS
REPBEN IAM EAE  BEREHBRFNER. NEELEH , F20 AV EAEEETNATER
HBENEARGERRIRTRER,

IAM BB —BIEE IAM EREEEN S D, SBREUFES S EE, EUNERAFER-—XAZ
BERAEEENT, HETREEABRERENTNEFEBEARS. fl , BUEE—ERA
IAMAdmins BYE##8 , Y48 FEABEEE IAM BIRIET

ERERAGTEH, FRERGRE-ASIEAEXRIURE K BAGHNENREHEMAREEHNA
BNE. EREHBEKANKRYER K EBACERHABRERE. NFEZEHR  F2H (AM ERE
ERE) P IAM ERENER RS

IAM A&

AM BEE FEEBERT AWSIRE N85, TELIAMEAE , ETESENASHER. BE
FFE HEE IAM £ AWS Management Console , BRI AR EAETIRE IAM A/ ( A ),
ERLUEIB ALY AWS CLI 2 AWS API IRESEA BET URL RIBEAE. MEERAABN L EFEE
A, B2 (AM FRAEER) FREEAEHNEZ,

FRBEEEN IAM AGETHERHIEEER :

- eSO FERAETFH — NENBRESESERTA , FEVAG , YARCRERTT. EHEEDE
TEYHER , XFI-7SHEACEVER , YERTHAGERNGT. NEEHRHSACHNHERE
A, w2l (AM EAEER) PHAE=S57RHE #e) BXAG., MREFEA IAM Identity
Center , IZFEREHNTE, ARFSFIREFRATUFIHAZS , IAM Identity Center #5F 7] SR EE
IAM R A EHEER . MEGRETISENEN , 528 AWS IAM Identity Center £ F ISP T
G

o HEFIAMEAENT - IAM EFAESRAETLUETE IAM S REFHESEEXEATRNT,
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- BIRFFEVE : BALER IAM A€ | AFTRIRFHANEA (BENER) FEEIRFHEIR,
AERRTERFEFIENEIEAN. T8 , BREL AWS R , BB REZEEZIER
(MTAREAACHARE )., IETHEAACHNEREBRETERFFIRZCEANER K F2H
(AM EREERE) P/ IAM FBIRE EREH.

- BRBEFE - G AWS IR EAEM PRITHEE AWS BRIE, B0 , EEERE HETIRUE
ZREBEEEE Amazon EC2 H#I{TEEAR R YT Amazon Simple Storage Service
(Amazon S3) 1, IREATEEEFEAFUERNFTA. FARKACHERREELACKRHITINE
%,

- BIXTFHMIEMRER (FAS)- E4MER IAM ERESAREEFHTHER AWS , BLEBREARAER
Ao BRARLRKER A SUETEERDE , EMETEREPEE S —EEE. FAS EAF
W MEFEAFFT AWS BR%E |, &6 AWS BR#E BRkm TEREREER. REERBRIFEEE
Hith AWS IR = EREBFRETRMNERE , T8RE FASHER, BEIERT , EXEEEH
TIEMEEREMRIR. MFERE FAS BRENBUIRFMENR , F20H (BREFNTERER) .

- REAL - REALRREREIN AM A6 , IRREHTEE, IAM EEES LR IAM RE
i, BEARBREREEAR. WEFMEHR , F2E (AM EAFER) PHELABUEIRETH
S AWS IR

- REEEAEG - R EZFACRE—EBEEZ WREACERE AWS . RETURBEAKEH
TEENAR, REEEAACSHBEELN 7 AWSIRE | WHERKES, IAM EEE TR
R, BETFEREREELEACHE,

« £ Amazon EC2 L #IITHERARER - B9 LUFER IAM SEREEE EC2 MTEB LT ERARE
RNWEREEAER , URIEH AWS CLI 5 AWS API 553K, E2 EC2 T ERAREEIRSE
WBEFAR. EEK AWS SEERGE EC2 BTERYSHREMREGHFIEEARESN , BUELE
EZHTEABNFTERERE, BTEREEEIESXAC , XA TZE EC2 HTERLIITH
BEXANMSHRERE. UEFHAENR , BF28 (AM FAEER) PHNEA IAM BEREFEFES
Amazon EC2 #{TER LHITHEAER.

ERABREEFHE

BT LB B BUR S A B 5 9 E R AWS HiEH AWS FlEE. BURR FHYHe B
BHoREREVUEEHE , AWS @ERHTT. ERFEA (FAE, BEAENAGITERE ) &dH
BRE, 8 AWS FHMHIELBER, BEFHNTITRERBTATRIERFE R, KZEBBREL JSON X
# AWS FEXFZHE . W0FE JSON BERXHREBNARWFMEEN , 528 AM EHEERETH
JSON BURBLER

EEEWLER AWS JSON BURRIEEH T AFRAR, tWHi2R , BMEEBE A BERA T o E 4
BEEIREAITHLBE,

EABRERFEE 218


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

Amazon Aurora DSQL EREER

HERERT , ERENACREHNT. BERTEAEBEMFZERANTRENT , IAM EEET
LB IAM B3R, A%, EEETUE IAM BERMEEAE  FAEERBTELAE,

IAM IR ERZBENTA , BAREFERTES ERBTRE. A0, BREREF—EAF
iam:GetRole BMERMBER., EBZBUERMERE AL AWS Management Console AWS CLI, =
AWS API B ABEH.

S0 BBR

B BBERR ALK MNE S 2 (Bl IAM ERE, EREFHERAR) K JSON FFAIBERXHF, ELEK
REEF &0 EMERG TRREBLEFRATHLEDE, MFTHROMELSSEBEK , F26H (IAM
EREER) FHEBEFEEBRERHEF] IAM 51,

BrBERRUE-S D ERARBRIAZERR, ARBRESEZARINE—FHE, HEIAE,
ZERRREBIYNBCR , BUNEES A ECHAE. HENAE AWS IRF. SEBRZHE AWS
ZEBRRNEFZERR. UFETHNAERERRRARBKR ERE  F28 (AM EREE
) PHEZEBCRMABRBEERE,

BEREHR

EREBRZEZETERN JSON BXRX . EREBENEEREHIZ IAM ABEEBEN
Amazon S3 FEIFBEX., EXEEREBRNERES , REEEETUFERACHREHEISEER
WEFEER. HRMNBENER B EREEN TR UUEHZERATHWEEAREMERET
HITHEE, EXAEEREBRIIEELE, ZXEATLITERE, £AE. AG. BEEGIHERE
=; AWS R,

EREBERVAZBBEPHNARBEK, EEEZENERAEBVBRPEARE IAM B AWS ZE
28 8

FHURFIFE (ACL)

FHUEFIEE (ACL) ATEFIBLERE RFKE, FRAENAG) HEFHEEZRNFFT. ACL EER
EREBR , BEMAEEA JSON BERXAHEN,

Amazon S3 AWS WAF#] Amazon VPC % ACLsHIRIEEHl, MEE—LF T ACL |, FSE
Amazon Simple Storage Service B A BIsEHP R FEUIEHIEE (ACL) B,

HtBREH
AWS XEEMBFIERNBRREE, SERRBEETRERE RERBER T ENKRKAF T,
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« FARR-FIHER -—EERDRE  IHERES I EBERERT IAM B8 (AM £AEHAR)
MBAFFA. BUNAERREFAIRR. MEENFITERERNS D EBERMEFF A SRR
%, 8% Principal MuPEECRENACNEREBERITSZIFARRES. AEEERER
RPN AREBHEERX N, NFFTRRNFHES  F2H AM ERAEREREHH JAM HiE
AT A5 IR,

- PRIEIEHIEK SCPs) — SCPs&Z JSON BUR , AliEE HAEMBAEBEN (OU) WHRAFFT AWS
Organizations. AWS Organizations @ —ER#% , AR HENMEFERELERE AWS tRF W%
B, EEBAMBEBPNFTEIEE , B SUSIREEFIEEK (SCP) EREEMHFTAIRSE, SCP &R
FIREIREHERNGT , SESEER AWS IRFRMEMAE. WFE Organizations H SCP HFEH
B , 5528 (AWS Organizations F A &) PRI G BUER,

- BREFIBXR (RCP)-RCP 2 JSON BUR , JARBELIRFHPERN AT LR , HREUE
BEARABRIAEEENHMMELFEENESEERN IAM B3R, RCP SRFIKEIRSE FEIRFF
A, WARFESINERHT , B AWS IRFRFERAE  ERCHAREBEBRENER. 0F
Organizations 1 RCPsfFFHHIE , B3E AWS BR#E 18 RCPs JFE , 552 BIAWS Organizations

(ERAEER) PHERZESIBE (RCPs).

- THERBRBE - THRERBERRE-—EEMBER  SUAEZEBREEANTABRILACHBS A
ENTRTERRE K MAZEBEE. MEETEREBRNFITSREAEIAGN ST EBERMIE
FEERBURMI RS, FTAHRAIURAEREHK, AMEEEBRRTNAREEHRSERXL AN, WFEHF
WMER , F2H IAM EREERPH TERBRBER.

ZRBREE

HEZERRERERIFRE  HERTEANUSEREM. EMHBELIER, B T7HMNMTAWS £
BREBRRBEFRERBANER , F20 (AM EREER) PHECRMLEE.

Amazon Aurora DSQL fn{aEd |AM ¥ Fi f5E

EEER IAM EE¥ Aurora DSQL BWFEEUZ 8 , 585 7 BEHFLE IAM ZhBE M B2 Aurora DSQL & ELfF
A,

A LA B Amazon Aurora DSQL AR IAM Thg

IAM ZhEE Aurora DSQL X
RS B
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IAM Ih &g Aurora DSQL X &
ERAEBE &
BREE =
BREIR =
BERRHREIE =
ACL &
ABAC (LR HER) =
ES il =
REAE =
REEZEAE =

EE 2 7 # Aurora DSQL FH it AWS BRI M X Z & IAM TheE R EER , F28 (AM FRE
EE)Y FRIAWS B IAM #EEERR RS

Aurora DSQL W) & 9 BUBUR
TESHEBEK 2

B BBERR ALK NI S 2 (Bl IAM ERE. EREFHERAE) K JSON FFAIBERXHF, ELEHK
REEF &0 EMERG TRREBLEFRATHLEDE, MFTHROAMELSSEBK , F26H (IAM
ERERERE) FHEBEFERBRESRBR] IAM A,

ER IAM B2 BEBER | SR LUEERREENDENER , AREMERG T AFFIIEBEF, &
BEIESSTERRPEEIRE  RAEESEAZEENERAENAR, METHER JSON BURHAE
RBmAERTER  F2E (AM EHEER) $8 IAM JSON BERTESE,

Aurora DSQL #9 & % 8! B SR &5 451

£ EMR Aurora DSQL B0 BBUERKE S , 5528 Amazon Aurora DSQL B9 & 0 BB SR &34,
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Aurora DSQL A ERBEBER

XEEREBK &

ERBBERZM MBI ERAN JSON BRI . EREBERNEEREFIZ IAM ABEFEBEN
Amazon S3 EEIFBER., EXEEREBRNEREES , REEEETUFERACAREHEISEER
MWEFEER. HRMNBEENER  BREEREEN IR UUHZERATHWEEAREMERET
BITHEE, EXEEEREBRTEETIR., ZXATUSTERE, FAE. AG. BEESFERE
=; AWS IR#.

MERRABIRFFIE , SlEEEEMIRFANAEIRFS IAM B2 , HAEREBRN TR,
MEERFEIREEREBER  RARBAUGEBRN —¥, EERANERNVRATEMLER AWS ik
F, EERFFHH IAM EEEHXARTERAAER (EAENAR ) FRERNFT. HEBKS
SERRKEZIEERREFT, T8 , MIREREBREL/MAERFINEEBRTER , ENRTHE
BENANEBEBR, MEFMER  F28 (AM EAEERE) F8 1AM FHRIRF EIRFEG

Aurora DSQL HYBURENE

XERRBE: R

EEEWLER AWS JSON BERRIEEH T UAFRAR, 2R , MEEZRECERA T I UHA
BEEIRAITHLBF,

JSON BURRE Action TRERERETURARAFRIEBBRFFRNEF. BRBEEEEEHEHEH
Bf AWS API REMBINER. B —LFIIMRR , AIAURBHERFE AP BENERFFIEE, tE—L
ERERFZBRTNZEEE. ELBANBFERABKEIF,

BREERBERE TUTHBBBFENFTT.

EEEF Aurora DSQL BIMEWBE , B2 ERBERESZEFRH Amazon Aurora DSQL EZEH B)1E,

Aurora DSQL FH R EMEEBECRIFERAUTFEE :

dsql

BEEE-RRAXPEESEEE , FRERD R,

"Action": [
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"dsql:actionl",
"dsql:action2"

ZE 18 Aurora DSQL B0 B BUERMWEEHI , 55280 Amazon Aurora DSQL BV B 2 B BUR &6,

Aurora DSQL WBRER
TEHXRER: 2

ERE A LUER AWS JSON BURRIEEH AU ERAR, tWH2HR , WHMEERE A BT oAt
EEREITHL B F,

Resource JSON R tEZ IS EEEAHENYH. MIRRX 4 EEE Resource = NotResource
TtE, REEKEFEHE Amazon Resource Name (ARN) RIEEE R, B U H T ESEERER
HEME (BAERBRFTT) REEM.

HRATXEERBHREFTINEE (Bl LiE) , FEABAF R () RRIBEAXNEARAEER,
"Resource": "*"

EEEF Aurora DSQL ERER K& H ARNs , F2E (RERESE) FH Amazon Aurora DSQL E
ENER, BETHRETUCEAMLEESIERSESEERMN ARN , 528 Amazon Aurora DSQL E&EH
BE,

ZEWR Aurora DSQL B0 B BURKE S| , 5528 Amazon Aurora DSQL B & 7 BB &4,

Aurora DSQL HYBUER R4 F 5| 8

XEBRBEERRRG SR . 2

ERE A LUER AWS JSON BURRIEEH AU ENAR., W2 , WMEERE T BERAAE T oSt
EERHAITHLEBIF,

Condition Jt# (5 Condition E#) AJRBIEEFERARN EMHEME. Condition TERERIE
B, SAlEVFERAEEEEFNFEEEER BIMNMERSIR) , REEBEPHEGENZRINE,
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BEERRKXFIEESZME Condition THE , EEE — Condition TEPEESERGIE , AWS
SEREE AND BRIFFTMAMt. WRERE—IRUHRCIBEEZEE , SERABBORRE AWS 514
Rtt. LEANEMARGE , TEREBRBXVFT T,

FHAUEEEREREAEBNEEY., fln , FANREERAEERE IAM FAEEBERE
HENERNFARTXIAM ERE, NEEZEF , F2H IAM EAEERESTHN AM BERTE : £
BHER.

AWS X EL R4 SRNBBRBEN IR SR, EEZEFTME AWS 2EKFR4ARSI8 , F2H (AM
ERAEER) PHAWS £ERHERERLI#.

EEEE Aurora DSQL RHREIEBHNEE |, F2E (RERESZE) FH Amazon Aurora DSQL Y
RHEZESIE, BETHEUUFERARGSBNEBENER , 5528 Amazon Aurora DSQL EZH )
1E,

& EMR Aurora DSQL B0 B BRI E S , 5528 Amazon Aurora DSQL B & 0 B B SR &34,

Aurora DSQL F#9 ACLs
TEACL: B

FHURHEE (ACL) ATZHLER (IRFXRE, ERAENAR) BEFHEERNTA. ACL EHUR
ERAPBR , BEMAER JSON BERMXHER.

ABAC # 8L Aurora DSQL
Y # ABAC (BERHHER) : 2

BRFEUES] (ABAC) R —EREXRE , RIREMRERF A, £ F AWS , ELBUHBARRE.,
UL ERERE IAMBR (£RAEFAE ) MFE AWS Ef, AEBRNERMN LFERE ABAC
ME—F, BEBERET ABAC BR , A EZBENEREHEXAFINERERMEFRRAE,

ABAC AR RMENRIZPHEREE , WRERREELERERFRMATG,

MERBERILFIEFE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4G %58 , THENGRETESF , RUEBEA.

NRBBHEXESEEREENLF=BRGR  REZBRBMS , EH Yes. NRBBEERELE
REAEN SN =ERFS®R , AEA Partial,

% ABAC WEHHAEF , 526 (AM EREERE) PHEM ABAC RIEESRTA, IEEESHR
E ABAC ZERNHEZRE , F2H IAM ERAEREREPHEHABHEEFEUES (ABAC).
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FEB Aurora DSQL FAERREAER
TEREIEER =2

ERERARRE lﬁ*ﬁ’élﬂ% , B AWS BR#% EREN, MFEFMER , SEWLE AWS BRI £
RS AER , F2H (AWS % IAM EAERERE) PRER IAM B .

mRE AWS Management Console E A EB BN BHBUANE AL EZEA |, AISEARBEEA
Exl, filtn | EEAWS FALTIMNE—Z A (SSO) EEFH B ZEFEADEYKREBEAER,
BERUFEREESEATES , RETRACLK  t2EHEIRRER. NEVRACGHNFMENR ,
E2H (AM EREERE) EFE’J?it*EFﬁ%f)J?ﬁii IAM B (E8).

A LAEA AWS CLI 5 AWS APl FEIEVBEREAER., AR, B LlEREEEREAERRE
B AWS, AWS BEZEBREELRREAER K MARFERARPELREE, WEFMAEN , 26
IAM R E R 2B,

Aurora DSQL Y RRAE R0
YTEESFEFEIRI/ERE (FAS) : 2

ERER IAM ERERNARE PHATIHER AWS , LEREAETA. EAELERKE  Sgg
BITE @R , EMEFRREPEE S —EEE. FAS ERAMW NWEFTEAFFT AWS R , & F
K@ TER®E AWS RF RHEFER. AFERBRIFERE M AWS RH = ﬁEEE}J?ﬁEE o
REF, T 2R FAS R, BRBERT , ELAERHITEMEEENFTA . MFRHH FAS FREFH
HERFHMET  F2RERFHTFRER.

Aurora DSQL W RIE A
YTEREAR . 2

R AGRRBEREN AM A6 , IREHTEE. IAM EES ALK IAM REIZ, 1S3 BRAR
At, MEFHMEENR  F2H (AMEREERE) PHETAGLUEIREFIEHE AWS %,

/A Warning

BFRELS NI AT AEE B Aurora DSQL Zh8g, RAETE Aurora DSQL 1RIEIEEIEF , F&E
mEREAG,

Aurora DSQL W RIS EE A E
YERKEEZAR 2
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BREEACRERE H—ERBAE AWS . BETUBERREATHENAS, HER
ABGHLRELN B AWS IEF | WABBHE, AV ERETLRE , BT LRBREEERA SN
A,

MR Aurora DSQL B ERRKIERE A GHFEER |
A,

3

2/ 7£ Aurora DSQL H £ F IREER

Amazon Aurora DSQL ) & 2 B BUR &5 51

BIBTER , FRAENACKREEN ISR Aurora DSQL ERIFFA, It EEMER AWS
Management Console, AWS Command Line Interface (AWS CLI) 8 AWS AP| R# 1T, EER
FHEAEHEMELERYTEENGT , IAM EESTUEY IAM BXR, A%, EEETUE IAM B
RNEZEAG , fAEFERBTELAR,

WET MR IE Ll JSSON BURX M2 IAM S5 RBR |, 20 (AM EAEERE) PHE
M IAM BUER (E2B).

WZE Aurora DSQL EEMEMENEREEMNFMEN K SESEERERMN ARNs B , F2H8 (&
BiEESE) P Amazon Aurora DSQL BENE., ERFEH £,

£}

- BRSEE®

- {#/ Aurora DSQL &

- AFEAEREMHMBECHEFT

HERREEK

BoRBREYEEIRFANEBASRESTUEY, FIEMER Aurora DSQL EiR. ELBETEE
EREMN AWS IRFELER, EXBRUNRES D HBGRK |, FERETHEAREREHE !

. BIAMER AWS SEREL BB REREYT - EERREH TETOANERENTEAR  BEA
BETEFHSEREARAN AWS SERE, CHTELN HEA AWS IEF, RMARNEES
HERERRL AWS WEFSERE , ME—SHOHT. NBEFTSEA , B AV £AER
B AWS FEREREBRAMAWS FERE,

. ERBERERIT - HE AM BEOHTH | SERTOTERFEOET. ARRLEN €7
NEBERERATTAREERRDNEAE , SBAREREHT. NBER AV ERHT
MESHBET , HSE IAM (R E RN AV O REH T,

5o B BRI 226
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o EF IAM BUR B R4 — S IREIFEE - B LUSRAFTIEZEBER , URHIEBEMNE RN ER.
il |, B LRBBOR GG |, IEESBMFEA SSL BIEFMERER, MRFBBEE Sl £HRKEEE
AWS FR# , &t 0] LAGE R4 3R IR F E 2B AWS CloudFormation., INEFEMER , B2 1AM
EAEEEHPR IAM JSON BETE | E4.

« f£/ IAM Access Analyzer B IAM BUER |, fE{RFT A1 24 B /] IE%E1E - IAM Access Analyzer B
BHBEMBAER |, BRELBERER IAM BURFES (JSON) Ml IAM HRIEEH ., 1AM Access
Analyzer 12t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
A, F2E (AM EAEERM) PREA IAM Access Analyzer B2 5 BUE

- FESEEERTE (MFA) - MRZHRPHIFE IAM EHES FHNREAE AWS tRE |, BB
MFA URESR£%, MFEEMNW AP RERFER MFA | 51§ MFA (REFFEZENBER, W
EFHMEN , B2 (AM EHAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntm|# §V3EiB MFA B9 &£ API FEL

WE IAM A REBBNEEER  F20 IAM ERAEEETHN IAM Z2HEEH,

£ Aurora DSQL =&

# Z1f7H Amazon Aurora DSQL £ 4 |, BAAHEE —ARKFF T, ELFF LA ET HMMRR
# Aurora DSQL BEIRHVFFEAEN AWS tRF . MREBEVHEERALKEFAIERBNS 2EBER | Al
HREGZBENER (EAERA/E) ME , TRARNEZWAEREE,

HAEMW AWS CLI 5f AWS API I E |, BFEEARFRETEZEAHT. k2 , REAHEFISA
SMMERHNTZ AP BIENEERTT,

BTHREAENACMARTTLUER Aurora DSQL 24 |, thiE#S Aurora DSQL
AmazonAuroraDSQLConsoleFullAccess® AmazonAuroraDSQLReadOnlyAccess AWS Z &K
REEIEE, MBEFMAEA , B28 (AMEAEREE) FWHMEFEIFERE,

REFFERAERAMMAE ST

WEHEREMMRILIBER , AFF IAM ERERGH MEBAERE S 2N ARRZEBR, BER
SEEEEAFHMEA HAWS CLI AWS APl URBRREH A X TR B EN S,

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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ERAEER

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

¥ Amazon Aurora DSQL B0 MEEGETHEDR
FERLULTEARGEB S B MNISIEMER Aurora DSQL 1 IAM B A[gEIB IR E RS,
R

o R Aurora DSQL H#HITENE

o BRAREBHIT iam:PassRole HIZHE
s BBREARFHF UINAWAE AWS IRFE ZELFE M Aurora DSQL &R

REMET Aurora DSQL H#H/TEIE
MREBNBEE  SHEREREANTEE , CNBERSLEEH , AEFEATEE,
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& mateojackson ERMFEAEEAREN-dsqgl-clusterERMFMET , BRE
GetClusterff iy , BB L T HIEHIEEEE,

User: iam:::user/mateojackson is not authorized to perform: GetCluster on resource: my-
dsqgl-cluster

EHBERT , HBEH mateojackson FRHEBEBHBER , i
cluster R,

A GetCluster BIMEREE my-dsql -

MEEAHE , FHEEN EEE, FNEEERHENEERE.
K AREBFH 1T iam:PassRole RyIZHE

MNBBINEBIEEER | HFHEBEEHNIT iam: PassRoleBI{E , BHBERMNEEH , URAHFLEACEESR
Aurora DSQL.,

BE AWS B AIREEREACEEGERE K MAREVFNBEACIRBEELE, NFH
TR , ELARERACBEEZ BB,

ER®A B IAMmarymajor £ & EHEMA EL A K Aurora DSQL FETENMER: , S 4E T 55
R BR , BFFERBREEREBALRTFHHT. Mary RERSAREEEXRBNFTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WKL BES , AFFMEI1T iam: PassRole Bk,
MREEEGE , BBEEN AWS EEE, fHNEEESRMENEERE.
BREEARF WA AE AWS IRF 7EUEKAY Aurora DSQL &R

LAY —EAe , BEMKRFPNEREREEBATHASFIENER, EUEEZE LT
LEEAVHIREZAR. SHEXEERERNBERSFEUEHIEE (ACL) RIBRES |, &7 LUE R BRL R
KRBT AEFRENE RN,

MEE—FTH , F2EAUATRE .

« BFETH Aurora DSQL 2B EELINEE , 582 E Amazon Aurora DSQL #N1ATEE IAM L A,

- BETHRNMRAEHER AWS 1kRF WERFEHE , F2H (IAM E£AHEER) PHESHES AWS
RE N % —E P58 IAM EAERHFIE,
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- BEETHRINMKERNEIERMEE=S AWS IRF |, 528 (AM FAEER) THEFEER
HIEE=H AWS IRF A,

- METHNAEBHES F0REFEIVE |, B20 IAM EREEETNEFEHERERENDETS
PRENERAE BSED).

- METHEASCNEREBRETEIRFFRZENEZR | 28 (AM FAEER) 1 IAM
R BB IR E B R EE.

1£ Aurora DSQL HERA R EFAE

Aurora DSQL £ AWS Identity and Access Management (IAM) fRi§EfEAE, BREEEFAGRE
BEFEZE Aurora DSQL Wt — IAM B8, REKEZAEH Aurora DSQL FEEAES , X TERKE
AWS fR#& X3 Aurora DSQL £ FREMNFAE T,

R EEFEVRECERBRMRERF , RABTLFHIEMER Aurora DSQL HAEFFT, ERE
VEER  AuroraDSQL SEBHALBRIRKEE AR, REEMBRFEEE R , B REMBRIRTE
BiEAG, ETRELN Aurora DSQL BER , RALTER M BRENERFMENTT,

MEERZERBEZACHNEMIRKEEN K FSBRUEE IAM EEHNAWS R , &K Service-
Linked Role (lRI&E#EAE) MPERA Yes (B) WK, BEEFERENRE , UBA IR RKEE
EAENHE,

R ERS A ERA R A XER Aurora DSQL E#,

Aurora DSQL HVRFERE B BFT

Aurora DSQL fEA & B KRG ER A AWSServiceRoleForAuroraDsql — fo5F
Amazon Aurora DSQL R REEBIFERE AWS iR, R EZEAESEEETIZTER

%R : AuroraDsqlServiceLinkedRolePolicy.

(® Note
BERRERST , IAM ER (NFERAE, BHESAR) T TR, RESIMBRREEEAE,
BAREE BRI THIEEERFAE : You don't have the permissions to create an
Amazon Aurora DSQL service-linked role, MMREFILFALE , BEZBECSEA LU
T&FH :

{
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"Sid" : "CreateDsqlServicelLinkedRole",
"Effect" : "Allow",
"Action" : "iam:CreateServicelLinkedRole",
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"iam:AWSServiceName" : "dsqgl.amazonaws.com"
}
}
}

WEFMES , F2HRBRBEEA R,

BYRBEFAE

IBREEFE)E T AuroraDSQLServiceLinkedRolePolicy RIS E# A, Aurora DSQL €A EE T
RIGEZE AR, MRS REHIRSMBER AuroraDSQLServiceLinkedRolePolicy FRIGER B , Aurora
DSQL €EEENHH Aurora DSQL #EEREV AR,

mEREELZAR

Aurora DSQL T #5548 #m &8 AuroraDSQLServiceLinkedRolePolicy RIS ER A, RATRESE
EReERKELAC  FMIUSELERUACGCABFEHER, T8 , B blER IAM 24
AWS Command Line Interface (AWS CLI) 5 IAM AP| #mEE & @/ # iR,

MR ES AR

EETBEARERBESRACHIRIRYE  RAEZBERBRZAE. -, ERREREDE
EREENRERER.

B ATMERIRE PVIEAESE , FEMER IRFHBRBEEAE,

A LAER IAM 34 AWS CLI, =X IAM AP ZKRIBRIRISEZAE, NEFMAE
FRERRE)) PHNELRBEEEAE,

Aurora DSQL R EFE AR ENESE

Aurora DSQL XEERERBIFAEESTERARBEEAC, NFFMER , F2RAWS EHEIRK
%O

%II

, m2E <IAM
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B Amazon Aurora DSQL £/ IAM &€ 8

E&1E Aurora DSQL FERFEFAIEF |, &0 LB EIRE ST A BUR AT AE AV Rk o LA T 2 A0{A7E Aurora
DSQL FF A B A R ik ¢ SR AV 88451

gEHl 1 BTFERE PEVBENFTT AWS B

THBRERRFEXERI (MHEEEILE ) MXERS (BxH) BEEPEIEENTT. WX
EAEIR ARN RIEF AN E , Btk Aurora DSQL REEEBURM ResourceEERHI8EZ ARN B
BUEE,

{
"Version": "2012-10-17",
"Statement": [
{

# Control where clusters can be created

"Action": ["CreateCluster"],

"Resource": [
"arn:aws:dsql:us-east-1:*:cluster/*",
"arn:aws:dsql:us-east-2:*:cluster/*"

1,

"Effect": "Allow"

}
]
}

gHl2: RIERKE AWS BEHAERYSEEHEENFTA

THBERBEFEEERS (#HEFERILE ) MEERS (BXB) EEFERELISEHEENGT
A, WEEREAEIR ARN RIRFIAFFHESR , Btk Aurora DSQL REEBUIRK Resourcel[@
ERFPIETELL ARN B , THEBUZEHESE, FIiE  BUSESESETEEEEEREDH
PutWitnessRegion, PutMultiRegionProperties#l AddPeerClusterffm,

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"dsql:CreateCluster",
"dsql:PutMultiRegionProperties",
"dsql:PutWitnessRegion",
"dsql:AddPeexCluster"

]I

"Resource": [
"arn:aws:dsql:us-east-1:123456789012:clustex/*",
"arn:aws:dsql:us-east-2:123456789012:clustex/*"

gEHl3: BTFFHA, UEVERARERFEINZEEHES

THIBERAE A Aurora DSQL dsql:WitnessRegionff# &8 LA FEAEEEZEAL (RHM)
FRARREHEIZEHESE, NREKREEIsql:WitnessRegiont®# , B LAER T A ELME
REES,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"dsgl:CreateCluster",
"dsqgl:PutMultiRegionProperties",
"dsqgl:AddPeerCluster"

1,
"Resource": "arn:aws:dsql:*:123456789012:cluster/*"

"Effect": "Allow",
"Action": [
"dsqgl:PutWitnessRegion

]
"Resource": "arn:aws:dsql:*:123456789012:cluster/*",
"Condition": {
"StringEquals": {
"dsgl:WitnessRegion": [
"us-west-2"
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Amazon Aurora DSQL F IS4 [0 fE

LZeME NESELIEF AWS, %A AWS Cloud HESFEERN -2 , € AWS EEFARZE
SHBHEBERNER PO, WRAMEEEE, AWS BEEEME Amazon Aurora DSQL RFEZS & 1
BHEHEE, A, BAAWS BF , ZEHEAEEHEBEERNZ M., ERTETURLATEFEIN
AWS T EFIIEEARHEEBENZ SN, ki, CEERERAREFER P EEEH,

BEEUFAERPTHTCEAERNBENTSEE  SrUEATEENRE. A TIHBETHEH
O EMEHEEHENTEENEE  EEREREATIER

« AWS Z2EHEIEIER

- AWS 22, BoHMERNKREER

« AWS EinEFAZE (CAF) WRLBHAKE

Amazon GuardDuty R —BZEREARNRE K SHEEREEIRERENTA , LBBEFR
EAWS IRF MTHEES , Y ETEEB AR EH2aZB TSR EE., cRERTEE , fINE
E AP HUSBERERENIE , BHUKEESETAEARIEARKRERER. a0, Amazon
GuardDuty #E5918 8 Amazon Aurora DSQL APIs RV ATSEEE) , HlunfEIE B AFEBIHBENE
e

Amazon Aurora DSQL BV & 18R

EETH RS AWS % EEEHTENEERR , FF2BAWS 1 SR ESEERARBREER
EBHEHTE . WFE—REF , F2E AWS Compliance Programs,

ERILAER THSE = A& I|RE AWS Artifact, MIFRFMER , FSBRE T THI|RE AWS Artifact,

IBER BNSREME AWS R BURRERNHEEME, BLANERER , UAREAEENER.
AWS R T ERRHEI SR

« ZEEREGE - EEMRFRBEFEIARTMTAREZRE , YRHENERLRE[IENI R,
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- HIPAA £#R#ESZE - 5l HIPAA S1&BRTE. X IEFTE AWS BRI HAS HIPAA EiE,

- AWS ERER - K TEFMAERESTREAREHNEENVE.,

- AWS EFEHEN - ZEBRESANAETHRARSEEEE, AEMRERPEZERE ( BEERE
EF MR (NIST), INTFEXLZLEEZE R (PCl) MEIRRZEE(CER (1SO)) RE AWS R
MRS IERmERLEHNREER,

{ AWS Config FIE AB358) P E R RIFHEER - AWS Config RIS L EREERFS AL
B, EXEAFZHANEE,

« AWS Security Hub - J& AWS k¥ AR Z 2 EHRAEFHNZ2ARE AWS, Security Hub FAZ &2
#l , TFEEN AWS ERERELNEZREBREOHELLEREENREER., WEZENWRKE
FMIR&EEE | 5520 "Security Hub #2422,

« Amazon GuardDuty - EEERENIRERDSEURMEREE , L AWS R ERIHE AWS R
E. I#E&R. RENERNBERESE., GuardDuty AR ERESRRBARAENASEAER ,
LA Bh &K FE PCI DSS £ {8 BN EEER,

« AWS Audit Manager - i& AWS BR#§ Wi B &S ER R AWS AR , UFLEEERRNFTEER
MERZENFN,

Amazon Aurora DSQL ##y5EM

AWS £IREREERN AWS BiF AR ESE (AZ) RERERE. AWS Bl RUZEERRHER
BT ARY , ELVWARBEMUMEEE. ShXENSERENBRER. EBTAREE , BUR
STERFNEARANENE  EUAESCEEHREREMNAEREPE. TREIANATALE, &
SREEONMERED , HBRE-HZFENFONERERREIES. Aurora DSQL HIFRET AR ER A
AWS EEERKE  BRREHEESNERETRAME, BIBFHER , AuroraDSQL FHME—-EEESEESR
ZUAEETAYE IR URFETETABRAFRNEEAHHENERRETE . ZEIHAEER
HEZATRABREEMNFAEEN  ARNEASE-—BNERNETHYE , BIERARXAFREEZFIE
AWS B3 —#&,

WFE AWS B M A RENFAER , F2H AWS £IRER .

BRT AWS £IREMEME 25, , Aurora DSQL ERHEHERE , UIHBIXEENEREENFEDF
Ko

R MRR

Aurora DSQL XA HFZ R AWS Backup £# 4, LA LAE—EEHNZEEHEENTEER
BAER, MEHMEA , 552 Amazon Aurora DSQL BI &4 FiE R,
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https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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BE

BIREXET , Aurora DSQL ERAIAERARZERESHARSZ B , LMAERHN BRERESE
REZFAZSHEREREFEE. ZEFRETEERNSARSBRATENERIERTIEE,

EENREBESXEERXZAREA , AFTeEAMFE. RRESRARN. EXRTREESRE
RENENRZ B, THTEEEIERE , MAFEREEEEN.

Aurora DSQL X Z HFEMEAEMERSEE R Aurora DSQL EHRESNWMEER —E 92 |
MEBE—BEMKE, Aurora DSQL ERBEREFTRSIBEENEFEEX BB PE., SHNEEE
#l. Aurora DSQL SR IFBEIFEEUEE 8 BHiERE MG R EHEIER,

BEEREFELIEIBESHAFFEME . WRTHNTHEIZIE , Aurora DSQL EHBEHE
E¥ RN FEE |, WUREDSHREERDNER, Aurora DSQL EEZEMNEARR , Aurora
DSQL EHBREAHUEREFREAR , UKERHBES

= A

RIRFEER , Aurora DSQL FHE-ERENZESEERERT , EITEFDHE. REREFRE
EMESE. AuroraDSQL AIZ£HELEEER A RRERTEREFTEBERENTER, 5 &
=RELSH  YEZEATHAZSTER , AEEREERYE  TERAEREENREBEEFEAIRE
BB E TS B & RIE KA AR

E-ERRERASTRAENGERY  TABRALTEN , W= EAZSIRHR AR — B,
ERFESE AZs FHEA— B LN EASREEASEHERNEREDE RS EREDSE , XA
KETRRERBA. Aurora DSQL % EH# £N A BRI EASERAN —BUENS TRES,
B, ERTSEASERUTEASE—BNENRY  FLASRTUSEM B ENREASERHE
REEBERNE— B,

Aurora DSQL AE—EHFEERA 99.99% WA AY , AZEEHBEERM 99.999% KA Ak,

Amazon Aurora DSQL 9 ER R EZ M

Amazon Aurora DSQL 22 E R , SRZLM., BoMEAKEEKFMIAN AWS £KEKREZS
EFRNRE.

O LAER AWS ZMH API L | EiBHARKFE Aurora DSQL. A Fim#4EX & Transport Layer
Security (TLS) 1.2 HEFHMRE., AFPmt SV EAXZEEMTEEIZTAE (PFS) WEIREH , fINEE
Diffie-Hellman (DHE) = #& B gh 43 & 65 Diffie-Hellman (ECDHE), RARFE (M Java 7 MIEFIRA) K%
X EELEEN,
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WA, BRLACAFEREH ID FE IAM TREEBNLAEENSR/REE, NF , BALLEB
AWS Security Token Service (AWS STS) RELXERZEBEREEHB R,

EH SEAELEZE Amazon Aurora DSQL &£ AWS PrivateLink

{# /8 AWS PrivateLink for Amazon Aurora DSQL , &8 LL#E Amazon Virtual Private Cloud ##iZ 4
[ Amazon VPC i3 ( MTHRE ) . ELIRETEEIERB Amazon VPC fl AEBE A ERAREXFE
AWS Direct Connect , SR7E AWS [E15] Amazon VPC HEEEW ARG S FH. £H AWS PrivateLink
M AR, BUECRERAERE Aurora DSQL MY FAE BB ELR.

Amazon VPC A FEFERX ATLAEH Amazon VPC N E i 1ZH Aurora DSQL , MAEELNE IP it
ks,

NEHSH— RS EEMREENE (ENIs) BT , EENHEEHK Amazon VPC FIY FHKIERIE IP
iHJiJJ:o ZEiB 9\ i 28 Aurora DSQL HIFESREREE AWS MK £, WEN{A#E Amazon VPC EHEE
AEEP BRI EEAEA | 5528 AWS Direct Connect £ &5 M AWS Site-to-Site VPN VPN

A&iEE,

ﬂl‘ﬂ

MENEHEN—MRER , F2EAWS PrivateLink { FAERE) FWEHR T Amazon VPC %%

ZH AWS BR#&.

Aurora DSQL B9 Amazon VPC im 2281
Aurora DSQL EEMET R EE A AWS PrivateLink iw 3o

1. EBIRE — IR ANEEIRIE , M0 get, delete, . create update®l Aurora DSQL #
#£listtW . F2H A B Aurora DSQL #5 AWS PrivateLinks

2. BRI E — iR B ARIEB PostgreSQL A FIREARZE Aurora DSQL #5, 20 F/H EEE
Aurora DSQL # £ AWS PrivateLinko

&£ /8 AWS PrivateLink for Aurora DSQL B EEE18

Amazon VPC Z £ AR Aurora DSQL AWS PrivateLink B . INEFMET , F528 ( AWS
PrivateLink ¥ #HEH N E VPC w B MEZEFE AWS R, AWS PrivateLink

£ &I Aurora DSQL # & AWS PrivateLink

& LAE A AWS Command Line Interface 2 AWS i BB 3 E 4 (SDKs) %EiB Aurora DSQL 1\ H i
2LE1E Aurora DSQL #5%,
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37 Amazon VPC i 25

ZEREY Amazon VPC MM EHE |, 5528 ( AWS PrivateLink #8) B2 Amazon VPC i 25,

aws ec2 create-vpc-endpoint \

--region region \

--service-name com.amazonaws.region.dsql \
--vpc-id your-vpc-id \

--subnet-ids your-subnet-id \
--vpc-endpoint-type Interface \
--security-group-ids client-sg-id \

£ E#FH Aurora DSQL API 55RIVFERR[E 15, DNS &1 , 5B ZE &L Aurora DSQL 11 H % B 5= A A
& DNS, BFE#.E DNS B |, % Amazon VPC ¥ Aurora DSQL FRIEHIFERE B B 4T A Amazon
VPC imBHFAE IP it , MAR/E DNS &%, RUAFAE DNS K , Amazon VPC AE Y Aurora
DSQL &R & B BT A E/ Amazon VPC %%,

MRKEAFLAE DNS |, B --regionfl --endpoint-url S8 E AWS CLI &5 , EiB
Aurora DSQL /" E %2 EE Aurora DSQL E £,

ERImR URL 3 HE &

ETHEHIF |, & M Amazon VPC ix%h ID K9 DNS EBEML AWS B us-
east-1vpce-la2b3c4d-5e6f.dynamodb.us-east-1.vpce.amazonaws.comBEEHCHWE

aws dsql --region us-east-1 --endpoint-url https://vpce-1la2b3c4d-5e6f.dsql.us-
east-1.vpce.amazonaws.com list-clusters

API #24E

WFETE Aurora DSQL FEEE R X4 , F2 B Aurora DSQL API 2&,

BRI BUR

EBREREMEE Amazon VPC w3 BUER |, 0] LA BIFER B MY Aurora DSQL EEZ 2, 63,
WA SHEBNISEFIRFFMEEER,

&1 : 52 Aurora DSQL FEUEE
T3 BEREEBIEEN Amazon VPC xR FFTE Aurora DSQL B){EF BRI TR FEUE,
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aws ec2 modify-vpc-endpoint \
--vpc-endpoint-id vpce-XXXXXXXXXXXXXXXXX \
--region region \
--policy-document '{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "dsql:*",
"Resource": "*"
}
]

} 1

g1 : SFR4IRY Aurora DSQL ZHUBR

THIBEEEAFFELE Aurora DSQL Bk,

* CreateCluster
e GetCluster

e ListClusters

FREE Atk Aurora DSQL BiFEHEERIERE,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": [
"dsql:CreateCluster",
"dsql:GetClustex",
"dsql:ListClustexs"
1,

"Resource": "*"
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1
}

fEF B4 ZE Aurora DSQL # %5 AWS PrivateLink

R E AWS PrivatelLink % 2530 BERAEFA FAREEE |, AT LAE R PostgreSQL A FimE#RZE Aurora
DSQL #&., HUTERETRREREEHN THEBLUEIB AWS PrivateLink in BELRAY T BR

E%E AWS PrivateLink 2 43 i 2,
TR MEEENRKEE

B imREL AWS PrivateLink ERERER , B4R THNBERSENRESE,

AWS CLI

aws dsql get-vpc-endpoint-service-name \
--region us-east-1 \
--identifier your-cluster-id

[0 FE 5451
{
"serviceName": "com.amazonaws.us-east-1.dsql-fnha"
}

BHEEBILERBIN , flldsql-fFnhsEHIHH . BETHEBUERZERR  WFE T
Fo

AWS SDK for Python (Boto3)

import boto3

dsgl_client = boto3.client('dsql', region_name='us-east-1')

response = dsql_client.get_vpc_endpoint_service_name(
identifier="'your-cluster-id'

)

service_name = response['serviceName']

print(f"Service Name: {service_name}")
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AWS SDK for Java 2.x

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.dsql.DsqlClient;

import software.amazon.awssdk.services.dsql.model.GetVpcEndpointServiceNameRequest;

import software.amazon.awssdk.services.dsql.model.GetVpcEndpointServiceNameResponse;

String region = "us-east-1";
String clusterId = "your-cluster-id";

DsqlClient dsglClient = DsqlClient.builder()
.region(Region.of(region))
.credentialsProvider(DefaultCredentialsProvider.create())
.build();

GetVpcEndpointServiceNameResponse response = dsqlClient.getVpcEndpointServiceName(

GetVpcEndpointServiceNameRequest.builder()
.identifier(clusterId)
.build()
)7
String serviceName = response.serviceName();
System.out.println("Service Name: " + serviceName);

SER 2 : B3 Amazon VPC %

FRE—RBSRHPIESHREERE , B Amazon VPC im 3,

/A Important

DTEREREEARERA DNS AEREREES., BUYRBKFEIEA --no-
private-dns-enabledff , AAESEFE TIERERBLIEEEE, WREEANLE
DNS , AIEEEIECWERAFtFAE DNS B8k , UERR I IRE

AWS CLI

aws ec2 create-vpc-endpoint \
--region us-east-1 \
--service-name service-name-for-your-cluster \
--vpc-id your-vpc-id \
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--subnet-ids subnet-id-1 subnet-id-2 \
--vpc-endpoint-type Interface \
--security-group-ids security-group-id

(=] FE £ 51

"VpcEndpoint": {

"VpcEndpointId": "vpce-0123456789abcdef@",

"VpcEndpointType": "Interface",

"VpcId": "vpc-0123456789abcdef@",

"ServiceName": "com.amazonaws.us-east-1.dsql-fnhsa",

"State": "pending",

"RouteTablelIds": [],

"SubnetIds": [
"subnet-0123456789abcdef0",
"subnet-0123456789abcdefl"

1,
"Groups": [
{
"GroupId": "sg-0123456789abcdef@",
"GroupName": "default"
}
1,

"PrivateDnsEnabled": true,

"RequesterManaged": false,

"NetworkInterfaceIds": [
"eni-0123456789abcdef@",
"eni-0123456789abcdefl"

1,
"DnsEntries": [
{
"DnsName": "*.dsql-fnh4.us-east-1.vpce.amazonaws.
"HostedZoneId": "Z7HUB22UULQXV"
}
1,

"CreationTimestamp": "2025-01-01T00:00:00.000Z"

SDK for Python

import boto3

com",
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ec2_client = boto3.client('ec2', region_name='us-east-1')
response = ec2_client.create_vpc_endpoint(
VpcEndpointType='Interface’,
VpcId="your-vpc-id"',
ServiceName='com.amazonaws.us-east-1.dsql-fnh4', # Use the service name from
previous step
SubnetIds=[
'subnet-id-1",
'subnet-id-2'
1,
SecurityGroupIds=[
'security-group-id'

vpc_endpoint_id = response['VpcEndpoint']['VpcEndpointId']
print(f"VPC Endpoint created with ID: {vpc_endpoint_id}")

SDK for Java 2.x

f£ A Aurora DSQL APIsifm 2 URL

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.ec2.Ec2Client;

import software.amazon.awssdk.services.ec2.model.CreateVpcEndpointRequest;
import software.amazon.awssdk.services.ec2.model.CreateVpcEndpointResponse;
import software.amazon.awssdk.services.ec2.model.VpcEndpointType;

String region = "us-east-1";

String serviceName = "com.amazonaws.us-east-1.dsql-fnh4"; // Use the service name
from previous step

String vpcIld = "your-vpc-id";

Ec2Client ec2Client = Ec2Client.buildex()
.region(Region.of(region))
.credentialsProvider(DefaultCredentialsProvider.create())
.build();

CreateVpcEndpointRequest request = CreateVpcEndpointRequest.builder()
.vpcId(vpcId)
.serviceName(serviceName)
.vpcEndpointType(VpcEndpointType.INTERFACE)
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.subnetIds("subnet-id-1", "subnet-id-2")
.securityGroupIds("security-group-id")
.build();

CreateVpcEndpointResponse response = ec2Client.createVpcEndpoint(request);
String vpcEndpointId = response.vpcEndpoint().vpcEndpointId();
System.out.println("VPC Endpoint created with ID: " + vpcEndpointId);

fE FE4R AWS PrivateLink im2HEA#R ZE Aurora DSQL #&

X TE AWS PrivateLink im B3I EREA FME ( BE StateRE A available) & , BRILUEH
PostgreSQL A Fim&E#RZE Aurora DSQL #5., MEFEFEA AWS SDKsHREA , B LUBEEEH
Aurora DSQL #{TEREFTFHNIER. X ESFERREUFSEHEB/RENL,

BRIHEE
ZEIB ERENEHEZBENE DNS HE M AWS PrivateLink TE, B£FEEA T THREBE.

1. Your-cluster-id
2. RERKEBHREHRBF. Hli0 : dsql-fnhsa
3. 5 AWS [EiF

FEATHER : cluster-id.service-identifier.region.on.aws

&5 : £ PostgreSQL HIEAR

# Set environment variables

export CLUSTERID=your-cluster-id

export REGION=us-east-1

export SERVICE_IDENTIFIER=dsql-fnh4 # This should match the identifier in your service
name

# Construct the hostname
export HOSTNAME="$CLUSTERID.$SERVICE_IDENTIFIER.$REGION.on.aws"

# Generate authentication token
export PGPASSWORD=$(aws dsql --region $REGION generate-db-connect-admin-auth-token --
hostname $HOSTNAME)

# Connect using psql
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psql -d postgres -h $HOSTNAME -U admin

£ AWS PrivateLink 3R £¢ gt HE i R =B

FREBEEERE R

T &5 AWS PrivateLink 82 Aurora DSQL #HEER ¥ BB MARA =,

B ATREM R X FRRF R
AR B TELEHERERRE £ Amazon VPC Reachability Analyzer R

IERBHBERE SO RTIE IR 5432 LRRE,

DNS ##4r & B KEUFAFAE DNS MR E R AFAE DNS HW1ER T E3Z Amazon
VPC w2,
SoBmE LK BEAERTIEMESE EEXEFNEIBRBZHIRBEHEZR,
BT EREER TIEFEMEEE ID FEVRIEZTE AWS B B , BB ARELSNE
£IDM,
HBIEIR

MEFHMET  F2ETIER :

« Amazon Aurora DSQL A &5/
« AWS PrivateLink 34
- EiB 17EL AWS BR# AWS PrivateLink

Amazon Aurora DSQL A #y4B BE s 20 4

AWS REEAR IR , FIMNFHFEXERM (0S) MEMESH, BHIEREBMXBER, ELERF
EHEENE =S ETREALEE. MFFMER  F2EUT &R :

- AENEEER

« Amazon Web Services : Z2EFHE (AKRE)
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b RIEENREA

BEREABEBRZ2UBE , AP REUTHFEFTNERTURH EEESH TN ERANITXE
fE. 7 AWS , ERBERTRSEBRERNEABE., ERERS (WILRTS) /o5 —ERE (#
WEOLARTS) By , AIREE B A BIRSER . TIURMFIUBRBREAEFT , AETERERFTIN AR
HEMEFNERRNEE, BTHEBEERRL , AWS RENTEAHBERBEMERBNESR , ™
ELRBERCEERIRFPERNFIE,

RMBBEERBEDMEA aws : SourceArnH aws :SourceAccount & HIEGEAB L8 |, LIRS
Amazon Aurora DSQL A& RIZBHEMRENETF T, WREELEE L —EEREEREFEEES
B, BIFEEA aws:SourceArn, MIREEE RFFZIRF P EREFE RIS (A EEAE | FB6EH

aws :SourceAccount,

ELREREBABENGANS EZRMFEM aws:SourceArn £ E§FHREREI8 , UKk
ERN7TE ARN, METMEEFRNTE ARN , RENRZEET ZEER , HEAH
aws:SourceArn £HARKREREIBEEREAF T (*) REKT ARN HKRAZ5 . Fla

arn:aws:servicename:*:123456789012:*,

MR aws:SourceArn EREERE ID (Bl Amazon S3 fZETE ARN) , BHAFEHEMELE K
HRBRS|BRBHIFFT,

aws: SourceArn W{EHXZH 2 ResourceDescription.

T 5 &5 ;R #E0{A] £ Aurora DSQL F A aws : SourceArnH aws:SourceAccount & HIEHFRNE
€88 P BEENRE ARBRE,

JSON

"Version": "2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "servicename.amazonaws.com"
}I
"Action": "servicename:ActionName",
"Resource": [
"arn:aws:servicename: : :ResourceName/*"

1,

"Condition": {
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"ArnLike": {
"aws:SourceArn": "arn:aws:servicename:*:123456789012:*"

},

"StringEquals": {
"aws :SourceAccount": "123456789012"

}

}
}
}

Aurora DSQL WZ £ HEER

Aurora DSQL #2228 , HEEHBRANEFECHNZEBERKRER, A TREBEKA—KRE
B, Y AREREENRLBRAR, ELREERTHETEARNELIRZEANRESR , HLBESHER
AREREBERNE K MAEEERETR.

FiE

« Aurora DSQL B Detective Z£ BEER

« Aurora DSQL WML REERK

Aurora DSQL 8 Detective £ REEH

BRTUTZE2MER Aurora DSQL A X245 |, 82 B P Z £ AWS Well-Architected Tool , AT
Emi = RN L4,

Amazon CloudWatch &R

£/ Amazon CloudWatch 7 , B EHCEEN —BREANETE—EE. IREEEBEE
WERE , AIEEXEHZE Amazon SNS EEH AWS Auto Scaling Bl . CloudWatch B R 2R
AERENBEREMILAEE, YERRECEBELHIF TAEENKEARE , T 8FWE#E,

EECZ M Aurora DSQL EIR AT A B Eh1L

BRI HEEREBEERE AWS BiR, SEFLHREATFERSRAEREERNE
ERR  nAFTER®ER, BSNHRER.

BEAERSBRG. BRARBTIREEARE  BRBEAAR, HBEE, REIHMKGSE
ER, THR—L#HH
- et ARBEMZEFER.
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- HWEM  BRIEBENRSEEREESREBT.
- RIE  AREZFEE, AEMNEEERERE,

B P RERUEREXERE AWS BR. SERCHRHTFERSRINZAEARNE
ERR  nAFERnER, ESNHRER.

BEAMERSBEZG. BARBTEEREE , BRBSKAR. #EE, REIHMAKGSE
BR. THR—L#HH,

« REM - FRMETNESFER.

- WEM - BRXENREEREEEBRIEL R,

- RIZ - AREDFHE. AERNEEERRE.

WEFMEF , F2HEL AWS ERNHEER,

Aurora DSQL BWEI M ZERIEERK

BMRTUTZ2#ER Aurora DSQL B2 |, 55268 ML 2% AWS Well-Architected Tool , 27T
BERRE TN AHREZELN TS M,

B

\

5 IAM B & REFR ¥ Aurora DSQL BV 1FHL

AWS Br# 7EX Aurora DSQL MIfERAE. AR MEAM KAE AWS APl F1 AWS CLI BFRFE
EEMH AWS EAER, BTES AWS EAEREEFREEAERS EC2 BTEES, Lk
ETSEEHmBRNRHAEAER., NRELEAENEIAR A SHEBELEATE, IAM AR
AR ES AT A 2R1FE AWS fR#E MERN RTINS,

WMEFMEES , F52 B Aurora DSQL W &0 EaEMIZHE,
&% Aurora DSQL ER#IZ#EMFERH IAM BUR,

EERTHUR , BALUREHIEFT, tbfIEISEF A Aurora DSQL APl R{F |, IR G ERE
BEERLEAFNREDE. YREERIZZZBEFMIENZLEBRNLENS , BEEREER
=HPEE,

AT REEZE IAM A6 |, YR T4 Aurora DSQL IR EHITRENGFAT, BRM 1AM EREH
ATAARR , TRERES ST EBRTRT IAM BERNEAFF,

B NIRFEREREER AWS IRFELL , B2 8 Aurora DSQL Al adminB&RHITHER
. Rz , BMBRBLEY BT EREACKREENMERZENESE. NFHEET K F2REN
Aurora DSQL 1T # Aurora DSQL B B 9 B8 FISHE,
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verify-full EAXERKEFEA .

R EEREARFEESTHEEINBEREENEE  URARBEIHEBRESEBEMER.
FEHIEW PostgreSQL A Fin

EHI# PostgreSQL AFREMARIIRA , UZHRELZEMNE., BEFEH PostgreSQL 5 17
WRo
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1£ Aurora DSQL FEEEIR

EHRAWS, EBREERSHEEES Aurora DSQL ERBZVBHNEREERREY, EBREEE
e, MRERESH  NER/EA.

& A LAE A AWS Management Console AWS CLI, =% AWS SDKs #7118, %Id FMBR Aurora
DSQL #E5 LHWER., SR LUEHA AWS I RAERYESEHEN AN EER, EEEFH BURE
ERIZEHEE , AWS CLI 551 TagResourceigfE,

EHEBRLEESE

Aurora DSQL & F$E kA Amazon Resource Name (ARN) Byt — B REBIEE, MEE
RELAEEERZINEANERE K EREERES,

WREMEA Aurora DSQL R AE VY FHEE |, Aurora DSQL ERBRVER, WEBNRSIEA
Name , MEBELENEAREEN B, HERUREN , BEETUAREERESCHNERE, W
RESEREAEBRENRBER , 87U Aurora DSQL 2 & F & RIKIE,

BB R
BROBEUTER

- RE|BFETBER aws o

- REIBERBRERNLERKE—/,

- REBLANR 1T 128 AAHFNFETZMA.

- EXENR 0 F 256 BAFNFETZHE,

- EESEASEREPTETERE N,

- REBHNEATFNFASEFTE, 8F. ZRNATIEAR/R : _. : /=+-Q@.
- ERNEEES K DE.

B A E R

£ Aurora DSQL FEAEBER , FZEE T IEIE,
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« f£/ AWS CLI 5t Aurora DSQL API /el , FBH L AEEAM Aurora DSQL EIR#E# Amazon
Resource Name (ARN), MFEFFMER , 588 Aurora DSQL EJRHY Amazon Resource Name
(ARNS) 13K,

- BEAEREE—EERE , LABREZXERZ IS EEBNES.

- SRAEREEEBRERZSIUHE 50 BAER.

- MREMBRER , EAREHANER bEEDIMER.

« BANEERVERKHEER , B LUEA TS AP RERBRFIEKEZER : TagResource,

UntagResourcefll ListTagsForResource,

o IBTATLAEE IAM BUREREZER., EBu A CPREEE Aurora DSQL #5EMWFEL , LA 2 HIHiLL
BETLUERZEELEER, FEE—STH 6 FSREAEBRZHY AWS ERNEZEL,

- BALKERARNSEAMED AWS, eBE—FTH K F2EERELEKK,
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£ Amazon Aurora DSQL WZEE1E

E 2 H Amazon Aurora DSQL K , s8ZE T 51TA. WME PostgreSQL AN M EWFFHEER |
528 Aurora DSQL F# SQL ThEe s &A%, MEEZEMPRE , 552 B Amazon Aurora DSQL FHYE
EEEBEMERERS,

« Aurora DSQL REARHEERKRNWRZREFZBISTHCOUNT(*)BRE, EERR# B FKEEERRKRT
e, B2 BT Aurora DSQL RERARKERRNG S,

o MY FYEEE T2 PG_PREPARED_STATEMENTSH RS AE S RMHMINFEBRARNN T —BmiR,
RERNEBEN IAM A2 | SEEFTVESEIBBFANNARRENNEE, Aurora DSQL FE1R
BIREBHRR B HE,

s ERLVENZESELFEESERMY  RSEXTAMMETMEEELTERERNEE, —&M
S BEtEEERRETVAESERERMY TGS ESRER. EAXAZEERLT , EREFIITHE
EHETHEHNNMRE, ELFRELERENY K BERXRZIEFHELNAFIRELR.

- B SQL AFu , a0 Datagrip , RFEHPEESRHETEZENY | BUEAZBIHRER, Aurora
DSQL A X EFf B L ERANFEEEEER, HWEETEHE SQL EfThEE , BN EEBHRRE
o

- EEEAGEE—HEENETETKEBNTT. RIEFER  EEF ISR E MERAEENT
MY, EBEREELISELEFEAZEEYINYHFTRTFEIBBREMERE, EEEFEAETIU
EFECA@EMAEE® , LGB EEYHEFNMETT,
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