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SR TYIZE , AWS Artifact RIZFERAEMBENFEER , SFTRT

5%

« SBR1 BV IAMBER

« SB2 B3 IAM BEEREBR

- SBR3 BV IAM FAENSHIEEEE
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S B3 IAM BER

55 IAM BEE |, B EUKFF AT RT AWS Artifact BIE & R BUER

B IAM BUR
ER TREFREL IAM BUR , B AERZRBERERT R T2 1AM £/ & MEE,

1. BBV https://console.aws.amazon.com/iam/ B9 IAM £ &,

2. HEBHRKP , BEBE

3. i##Z Create policy (BRI BUR).

4. FEEE JSON %,

5. BABSRM M., BALENBECHEBER , bR FAEP —EHREEE AWS EiEH AWS
Artifact B9 1AM BUR &4,

6. EERBEBX. BXRIEXGEHRTMEEER,

7. ERFABEREEL , BATHYEREBRENNE—B8B, SHWAURAERER,
8. EE BIIX.

HER 2 B IAM AW ERE R

55 IAMEES , BANEY A8 , WRERINBEREEEHE. SRLERE IAM EREHREE
Bl

EY IAM BHEIE ERRYBUR

1. FEEBEBKTPIEE Groups (RH#H) , AARIEIE Create New Group (B #EFH).
2. HREEER K WARENER K RREET -5,

3. EESHuY WALEUNBERER, ERBROEIAR  REBEET -5,
4. WMBBESBNBRE, ECEBEE  HEZETEE,

SER 3. B IAM A A R ERTE ZEE

5 IAM BEE  ATNEREEAEFLERE, SERTEASET RANTT.
B IAM A B LA A EFE SR

1. EEEEKT B Users (EAE) , A%BIE Add user (FHEERAE).
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2. HHERAERR K BA-RSEERAENER,

3. IEH! AWS Management Console access (AWS Management Console B2 X1 & FH) ZHZE
Fi, REBHEENSLEITER. SUNEREMHENEAEXEET TRBEARELHZE , U
BEFERAEE - RBEARERERER.

BET—F 517,

BEMECAEEHE  RAREECEINEFE,
BET—F  BR. SUNESMHEERMEEFEHE,
BET % mE, E0ERER 6 BFEEFRYERE,

N o o k&

KREBBE HBMET A AWS Artifact

EHRE R LAER RBHET AT AWS Artifact. EBELBMMAVFTH , EH USRI HRHYE hENF
B, BIaNEEZ R T EHERE .

EEFZBRMFUEERE , B LAFRA AWSArtifactReportsReadOnlyAccess SEHE , KB T
SIEBREHENET,

@ Note

IAM BhEartifact:GetA$ A 2025 £ 7 A 1 B¥E AWS GovCloud (US) ZEIEHER, HE
HEIMESR 2025 £ 3 A 3 A% AWS 2EEFEA,

R E BB ERMEFA
BB FERSERT
KRB THRARERRASRBMT THRE,

ERBCK :

AWS

"Version": "2012-10-17",
"Statement": [{
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"Effect": "Allow",
"Action": [

"artifact:Get"
1,

"Resource": [
"arn:aws:artifact:::report-package/*"

3]

AWS GovCloud (US)

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"artifact:Get"
1)
"Resource": [
"arn:aws-us-gov:artifact:::report-package/*"
]
1]
}
S BRI RTBUR

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"
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]

BRERGENFTH

HESBRATHNREERIAAZTER/ME THNEER, BREEFRERFZ AU CBRRARAREIE,
BEMRBER

AWS

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"artifact:Get"
1,
"Resource": [
"arn:aws:artifact:::report-package/Certifications and Attestations/S0C/

"arn:aws:artifact:::report-package/Certifications and Attestations/PCI/

"arn:aws:artifact:::report-package/Certifications and Attestations/IS0/

AWS GovCloud (US)

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"artifact:Get"
1,

"Resource": [

S

SR EBBENA 18
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ERAEER

"arn:aws-us-gov:artifact
Attestations/S0C/*",

"arn:aws-us-gov:artifact
Attestations/PCI/*",

"arn:aws-us-gov:artifact
Attestations/ISO/*"

]
]

E R BT R MR 3R 5 S AVRTEER

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"artifact:ListReports"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [

:::report-package/Certifications and
:::report-package/Certifications and

:::report-package/Certifications and

"artifact:GetReportMetadata",

"artifact:GetReport",

"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"artifact:ReportSeries": [

"s0C",

"PCI",

"IS0"
1,

"artifact:ReportCategory": [
"Certifications and Attestations"”

HREBBEMTH


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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BB ZE AWS Artifact 15 3&8 S #EF Al

AWS Artifact 7 W B F $H B B E R ARMAVET AT, EBELBMAVET T , FF UG R G RHEY
BENEZTLNRBBSHRNTFE , UREZMRILHE.

EZE BB U EEGE , B LAER AWSArtifactAgreementsReadOnlyAccess 3%
AWSArtifactAgreementsFullAccess ZEBE , KR T I EBEFHEWET,

® Note

IAM Ei¥Eartifact:DownloadAgreementa$m 2025 & 7 A 1 B AWS GovCloud (US)
FEEPEA, HENSHEESR 2025 F3 A 3 HE AWS 2 EIEFEA.

EBRERT

Eh IAM B)¥E "DownloadAgreement; B "GetAgreement, EEER , AT EREZHNHE , I
B MGetCustomerAgreement B)fEES , U TEHEZEZIHNHZR, A , SHEEBHENBERZEGR
RANEZRZEWZE (NDAs) WFE. EERASEEMBELERSBRENBTHBENGED , FAESA
BEEBRFINREBERRATERMEFTTNBER,

HERF BB T S EAYET

ERBCK :

AWS

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:DownloadAgreement"

]I
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ERAEER

AWS Artifact

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

}
]
}

AWS GovCloud (US)

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:DownloadAgreement"

1,

"Resource": [
"arn:aws-us-gov:artifact::*:customer-agreement/*",
"arn:aws-us-gov:artifact:::agreement/*"

]

}
]
}
SRR AVETBUR -
AWS
{

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ListAgreementsActions",
"Effect": "Allow",
"Action": [

"artifact:ListAgreements",

BB EHA

21



AWS Artifact

ERAEER

"artifact:ListCustomerAgreements"

15

"Resource": "*"
1,
{

"Sid": "GetAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:GetAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptNdaForAgreement"

]I

"Resource": [

"arn:aws:artifact::*:customer-agreement/*",

"arn:aws:artifact:::agreement/*"

AWS GovCloud (US)

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementsActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements

]I

"Resource": "*"

"Sid": "GetAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:GetAgreement",

BB EHA
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"artifact:GetNdaForAgreement",
"artifact:AcceptNdaForAgreement"

]I

"Resource": [
"arn:aws-us-gov:artifact::*:customer-agreement/*",
"arn:aws-us-gov:artifact:::agreement/*"

BRIFEFRISENT , LERFERTEH, ESNMKILHER

BERECK :

AWS

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

AWS GovCloud (US)
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{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"
1,
"Resource": [
"arn:aws-us-gov:artifact::*:customer-agreement/*",
"arn:aws-us-gov:artifact:::agreement/*"

ERBHEFT RTAYRTBUR

AWS

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",

BB EHA 24
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"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,
"Resource": "arn:aws:artifact:::agreement/*"
},
{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
}

AWS GovCloud (US)

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [

"artifact:ListAgreements",
"artifact:ListCustomerAgreements

]I

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

BB EHA 25
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ERAEER

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource'": "arn:aws-us-gov:artifact::*:customer-agreement/*"

BRIFEFRISENT , LEEBERTE, ESNKILHER

BERRBUR
AWS
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

},
{

"Effect": "Allow",

"Action": "iam:ListRoles",

"Resource": "arn:aws:iam:::role/*"

I
{
EREHTA 26
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ERAEER

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam:::role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact"

}I
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListAccounts",

"organizations:ListAWSServiceAccessForOrganization"

]I

"Resource": "*"

AWS GovCloud (US)

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws-us-gov:artifact::*:customer-agreement/*",
"arn:aws-us-gov:artifact:::agreement/*"

]

3,
{

"Effect": "Allow",

"Action": "iam:ListRoles",

"Resource": "arn:aws-us-gov:iam:::role/*"

}
{
BB EHA 27
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ERAEER

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws-us-gov:iam:::role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleForArtifact"
},
{
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization"
1,
"Resource": "*"
}
]
}
BB BT TR RTBUR
AWS
{

"Version": "2012-10-17",

"Statement": [

"Sid": "ListAgreementActions",

"artifact:ListCustomerAgreements"

{
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
1,
"Resource": "*"
},
{

"Sid": "AWSAgreementActions",
"Effect": "Allow",

"Action": [

"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",

BB EHA
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"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,
"Resource": "arn:aws:artifact:::agreement/*"
},
{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
I
{
"Sid": "CreateServicelLinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"

]
}
}
I
{
"Sid": "GetRoleToCheckForRoleExistence",
"Effect": "Allow",
"Action": [
"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact"
},
{
"Sid": "EnableServiceTrust",

"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
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"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"
1,
"Resource": "*"
}
]
}

AWS GovCloud (US)

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws-us-gov:artifact

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:

:::agreement/*"

:*:customer-agreement/*"

BB EHA
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3,
{
"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [
"iam:CreateServicelinkedRole"
1,

"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"

]
}
}
},
{

"Sid": "GetRoleToCheckForRoleExistence",

"Effect": "Allow",

"Action": [

"iam:GetRole"
1,
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleForArtifact"
.
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"

}

BRERBFEST , UERFERTH, BEINKRILHE
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ERAEER

BERECE :

AWS

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement"
1,
"Resource": [
"arn:aws:artifact:::agreement/AWS Business Associate Addendum"
]
},
{
"Effect": "Allow",
"Action": [
"artifact:TerminateAgreement"
1,
"Resource": [
"arn:aws:artifact::*:customer-agreement/*"
]
}

AWS GovCloud (US)

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement"

]I

BB EHA
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"Resource": [
"arn:aws-us-gov:artifact:::agreement/AWS Business Associate Addendum"
]
1,
{
"Effect": "Allow",
"Action": [
"artifact:TerminateAgreement"
1,
"Resource": [
"arn:aws-us-gov:artifact::*:customer-agreement/*"
]
}
]
}
B BB TR ETBUR
AWS
{

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

},
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

BB EHA
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1,
"Resource": "arn:aws:artifact:::agreement/agreement-9clkBcYznTkcpRIm"
},
{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
}

AWS GovCloud (US)

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:::agreement/agreement-0g8HCNyYwYNp8AR1"

}
{
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"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource'": "arn:aws-us-gov:artifact::*:customer-agreement/*"

BRERIBFESNT , UAEABERTEH, BN ILHE

BEMRBER

AWS

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [

"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/AWS Organizations Business Associate Addendum"

]

},
{

"Effect": "Allow",

"Action": "iam:ListRoles",

"Resource": "arn:aws:iam:::role/*"

I
{

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
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"Resource": "arn:aws:iam:::role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact"
},
{
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization"
1,
"Resource": "*"
}
]
}

AWS GovCloud (US)

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws-us-gov:artifact::*:customer-agreement/*",
"arn:aws-us-gov:artifact:::agreement/AWS Organizations Business Associate

Addendum"

]

}
{

"Effect": "Allow",

"Action": "iam:ListRoles",

"Resource": "arn:aws-us-gov:iam:::role/*"

3,
{

"Effect": "Allow",
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"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws-us-gov:iam:::role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleForArtifact"
I
{
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization"
1,
"Resource": "*"
}
]
}
BB T RRE ;
AWS
{

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

3,
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
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"artifact:AcceptAgreement"
1,
"Resource": "arn:aws:artifact:::agreement/agreement-y@3aUwMAEorHtgjv"
},
{
"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
1,
{
"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",

"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",

]
}
}
},
{
"Sid": "GetRoleToCheckForRoleExistence",
"Effect": "Allow",
"Action": [
"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AwWSServiceRoleForArtifact"
.
{
"Sid": "EnableServiceTrust",
"Effect": "Allow",
"Action": [

"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"

"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
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"organizations:DescribeOrganization"

1,

"Resource": "*"

AWS GovCloud (US)

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:::agreement/agreement-B47fKQArVebCOXE1"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:

}I

:*:customer-agreement/*"

BB EHA
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"Sid": "CreateServicelLinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/

artifact.amazonaws.com/AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": [
"artifact.amazonaws.com"

]
}
}
I
{

"Sid": "GetRoleToCheckForRoleExistence",

"Effect": "Allow",

"Action": [

"iam:GetRole"
1,
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleForArtifact"
},
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"

}
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RN B E B E RS

5% ARN BE# , UEUSHEMEFTT. EALBEERGBERNZE | HMEZHE ARN B, B

TREMEREFHERZENHZE ARN BRE,

AWS

hEE
AWS EERBHEREN

AWS R A 2N HERINE
BHEK

AWS BM N & B RINR I8
&1

AWS SEC # 8l 17a-4 #B8#4&
%

AWS SEC # Bl 18a-6 HBH&
9

AWS Organizations B ¥ % #
BHEW

AWS Organizations M &
ERNREHEN

BEMGET TR R A ARN

arn : aws : artifact : :
agreement/AWS 7 £ 55 18
BEN

arn : aws : artifact : :

: agreement/AWS New
Zealand Notifiable Data
Breach #4549

arn : aws : artifact : : :
agreement/AWS SE M T 2\ &5
BERNABIBEEHN

arn : aws : artifact : : :
agreement/AWS SEC #i 8l
17a-4 BEEH

arn : aws : artifact : : :
agreement/AWS SEC #i 8l
18a-6 S

arn : aws : artifact : :
agreement/AWS Organizat
ions BEBHEHEEN

arn : aws : artifact : : :
agreement/AWS Organizat
ions BUM AT N E BRI R
a8

FEHBFT AT R B AR ARN

arn : aws : artifact : :
agreement/agreemen
t-9¢c1kBcYznTkcpRIm

arn : aws : artifact : :
. agreement/agreeme
nt-3YRQOrGUIu72r7Gt

arn : aws : artifact :
: agreement/agreement-
sbLSDe8bitmAXNro

arn : aws : artifact : :
agreement/agreement-
bexgr7sjvXAW4Gxu

arn : aws : artifact : :
agreement/agreement-
HZTdNwJugOKLReXC

arn : aws : artifact : :
: agreement/agreement-
y03aUwMAEorHtqjv

arn : aws : artifact : :
: agreement/agreement-
YpDMFXTePE7kEg4b

LegacyToFineGrainedMapping

41



AWS Artifact EREER

mEEB BERFF ATV m ARN AT AT A mm ARN
AWS Organizations New arn : aws : artifact : : : arn : aws : artifact : :
Zealand Notifiable Data agreement/AWS Organizat agreement/agreement-
Breach B# &4 ions New Zealand Notifiable  uojEjr3vOnvrhV52

Data Breach 8# &%

AWS GovCloud (US)

mEEB ERRFF AT B m ARN AT TRV R ARN
AWS FEERFIBHEN arn : aws-us-gov : art arn : aws-us-gov : art
ifact : : agreement/AWS & ifact : : agreement/a
EBHEHASY greement-Og8HCNyYw
YNp8AR1
AWS BUNANEERIINRIEB®E  arn : aws-us-gov : art arn : aws-us-gov : art
=¥ 3 ifact : : : agreement/AWS ifact : : agreement/a
BN AEERNRIEBHEEN  greement-G1rBS2MGY
jLICCXy
AWS Organizations B¥## arn : aws-us-gov : art arn : aws-us-gov : art
BEEN ifact : : : agreement/AWS ifact : : : agreement/
Organizations B #1E#  agreement-B47fKOAr
Yy VebCIXE1
AWS Organizations /2%  arn : aws-us-gov : art arn : aws-us-gov : art
ERNRBHEN ifact : : : agreement/AWS ifact : : agreement/
Organizations M AT AE&E  agreement-OsnlbilP8
BVREHEH RB73Nw5

B AWS [EiFH AWS Artifact B9 1AM BUER &3 41

SERBAEMFTRIBUR |, RTART IAM R E, BRIRFEMAESH AWS Artifact S& Y FHUE |, X
MARE—IRFHABEZINTHIHENED,

THEHIBERBERE A LURER IAM R EFRENFIER , SEEIKG IAM E/AERFFT,
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IS £ BURIE AR commercial AWS Regions. fIFEEAR WX AWS GovCloud (US) Regions , &2
B AWS Artifact H By ZE45I IAM BIZR AWS GovCloud (US) Regions

- FRBHEFTTEE AWS &M FIBEE
- EBF = HEMHEPIBER

- EEHENBEREHI

- EHE BSHBUERE S AWS Organizations
- EEEEIRS RN BUERE S

- EREBHENBERES

- EEBERNBERES]

Example &8 ST 7] B AWS $& Y €8 6| R

® Tip
1R e E B # A AWSArtifactReportsReadOnlyAccess SEHE , MAREELZHSHWEE.

THBERRTEE , UEBBMENFF A TEAE AWS i,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

}
]
}

THBERR T , BBBMAETATETEH AWS SOC, PCI M I1SO #&.

B3 AWS B A HI &5 IAM BUER 43
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security-iam-awsmanpol.html

AWS Artifact EREER

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [
"socC",
"PCI",
"IS0"
1,
"artifact:ReportCategory": [
"Certifications and Attestations"

Example B % = 58 & M EHIBUR

® Tip
IR FEZ E B E A AWSArtifactReportsReadOnlyAccess ZEBIR , MAREHREHSHWEER,

B=HH|EH IAM BJR R Rreport,

% AWS [EE R R EH] IAM BUR 44
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TIBRERTFRAEE =T |E RN,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

THBRR T THE=FHRERFF,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReport",
"artifact:GetTermForReport"
1,
"Resource": "*"
}
]
}

THRERRTHHE =T REIFF T,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

B AWS B P I EH] IAM BUER 45
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"artifact:ListReport"

1,

"Resource": "*"

THBRRRFRAE =S REFMBRAFBEANFA,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"
1)
"Resource": [
"arn:aws:artifact:us-east-1::report/report-jRVRFP8HXUN5zpPh:*"

THHRERTHT , MR EERAINE=SH/EFEEN.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"
1,
"Resource": [
"arn:aws:artifact:us-east-1::report/report-jRVRFP8HXUN5zpPh:1"
]
}
]
}

B AWS B P I EH] IAM BUER 46
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® Tip
IEpEZE B E R AWSArtifactAgreementsReadOnlyAccess
AWSArtifactAgreementsFullAccess ZEBE , MTRERE B S HWEER,

Example B2 i ZEMBEREHI

THHRERR T THARHBRNFT .

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": [

min

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

% AWS [EE R R EH] IAM BUR
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ERAEER

}

THRERR T , LEZMAETHZ.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListAgreements"

1,

"Resource": [
T

]

.
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws:artifact:::agreement/*"

THRERR TR IEFRHRNFT T,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [

"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

% AWS [EEFEYEEH) IAM BUR
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AWS Artifact

"Resource": "*"

I
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

}
]
}

THBER TR MBAITIRS BRBZAIFT .

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [

% AWS [EEFEYEEH) IAM BUR
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"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
}
]
}

Example ZEE B S BURE 5] AWS Organizations

THBERERFFT , LEIL AWS Artifact Fi2REE S 1 IAM A€ AWS Organizations, &E&NE
BRFSARBELT , TR FERERIBE.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",

"Effect": "Allow",

"Action": [
"iam:CreateServicelinkedRole",

"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": [
"artifact.amazonaws.com"

THBERER TR , AR FEH AWS Artifact BIFF ] AWS Organizations, &#ES K SRR 5 X4 H
BELEFR |, FEEFBRERABARTGE.

"Version": "2012-10-17",

% AWS [EEFEYEEH) IAM BUR
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"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"

1,

"Resource": "*"

Example &2 EE bR #3258 BUR €5

THRRER T , LEE EEIRFIVHE.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

B AWS B P I EH] IAM BUER 51
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"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
1,
{
"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",

"Effect": "Allow",

"Action": [
"iam:CreateServicelinkedRole",
"iam:GetRole"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"

Example & 2 18 8 i 52 1 BUR &5 651
TIBRERFERABRBBNTT. EELEFINSE —BFEAELEREEBHE.

"Version": "2012-10-17",
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"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,
"Resource": "arn:aws:artifact:::agreement/*"
"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization"

]I

"Resource": "*"

THBERR FRREB B RAFFA,

% AWS [EEFEYEEH) IAM BUR
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

]I

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

]I

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization"

1,

"Resource": "*"

Example B8 &Y BERE 51

THIBERERFER AWS Artifact BHIK STEFF A,

% AWS [EEFEYEEH) IAM BUR
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"Version":

"Statement": [

{

"Effect":

"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",

1,

"notifications:
"notifications:
"notifications:
"notifications:
"notifications:

"notifications

"notifications

"Resource": [

min

"2012-10-17",

"Allow",

AssociateChannel",
CreateEventRule",
CreateNotificationConfiguration",
DeleteEventRule",
DeleteNotificationConfiguration",

:DisassociateChannel",
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:

GetEventRule",
GetNotificationConfiguration",
ListChannels",

ListEventRules",
ListNotificationConfigurations",

:ListNotificationHubs",
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications-
"notifications-
"notifications-
"notifications-
"notifications-

ListTagsForResource",
TagResource",

UntagResource",

UpdateEventRule",
UpdateNotificationConfiguration",
contacts:CreateEmailContact",
contacts:DeleteEmailContact",
contacts:GetEmailContact",
contacts:ListEmailContacts",
contacts:SendActivationCode"

THIRERR T 5 HAT R ARNEFT,

"Version":

"Statement": [

"2012-10-17",

% AWS [EEFEYEEH) IAM BUR
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{
"Effect": "Allow",

"Action": [
"artifact:GetAccountSettings",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListNotificationConfigurations",
"notifications:ListNotificationHubs",
"notifications-contacts:GetEmailContact"

1,

"Resource": [

i n

THRRERTFELBENFT,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications-contacts:CreateEmailContact",
"notifications-contacts:SendActivationCode",
"notifications:AssociateChannel",
"notifications:CreateEventRule",

"notifications:CreateNotificationConfiguration",

"notifications:ListEventRules",
"notifications:ListNotificationHubs",
"notifications:TagResource",
"notifications-contacts:ListEmailContacts"

1,

"Resource": [

i n

% AWS [EEFEYEEH) IAM BUR
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THBRR FiREBERNET T,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications:AssociateChannel",
"notifications:DisassociateChannel"”,
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications:TagResource",
"notifications:UntagResource",
"notifications:UpdateEventRule",

"notifications:UpdateNotificationConfiguration",

"notifications-contacts:GetEmailContact",
"notifications-contacts:ListEmailContacts"

1,

"Resource": [

i n

TR R T M BRABERERYEF Al o

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"notifications:DeleteNotificationConfiguration",

"notifications:ListEventRules"

]I

"Resource": [

"

% AWS [EEFEYEEH) IAM BUR
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]

THIHERR TR AR AERNT,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"notifications:GetNotificationConfiguration",

"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications-contacts:GetEmailContact"

]I

"Resource": [

nmin

THBERR TS BUHE M8 A PRV FF

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:DeregisterNotificationHub",
"notifications:RegisterNotificationHub"

1,

"Resource": [

i n

% AWS [EEFEYEEH) IAM BUR
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}

AWS Artifact # B9 IAM BUR#3/5] AWS GovCloud (US) Regions

& LE TR EIB AR AWS GovCloud (US) Regions. M%i#E A commercial AWS Regions BB
SBIAWS Artifact B AWS EEHHEAR &5 IAM BEE

3

ERILEMFFABER , BEFART IAM ERE, SAURTFERAEREFEE , AWS Artifact AKRAK
RE—IRFREBEZI VT HIBEBED

T OISR RBERE AT URE IAM EREFRENFEER , SEERE IAM E£RENFFA,

- EE AWS RENSEFIBER

- EEMBNBERED]

- B BEMWBEEEH AWS Organizations
- EEEEIRFIHBNEHIBER

- BEEEBEN BRG]

Example & #R & i) €55 BUR
THBERT TEHPMERENET,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

}
]
}

THIBRERFTH SOC. PCl M ISO F|EHFFT,

Y IAM BURE S AWS GovCloud (US) Regions 59
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [
"socC",
"PCI",
"IS0"
1,
"artifact:ReportCategory": [
"Certifications and Attestations"

Example B2 2= BEREHI

THBRREFTHAE BBV T. IAM £ & L EREILET T T RS HER.

"Version": "2012-10-17",
"Statement": [
{

Y IAM BREE &I AWS GovCloud (US) Regions
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"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": [

"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

]I

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

]I

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

THRRR T , LEZMATHE.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListAgreements"

1,

"Resource": [

nin

FH IAM B £E45) AWS GovCloud (US) Regions
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},
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

THBERR T AL FT A B RAYET .

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1)

"Resource": "*"

b
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

}
]
}

THBERR T REMAITIRS BRI R T

Y IAM BREE &I AWS GovCloud (US) Regions
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,
"Resource": "arn:aws-us-gov:artifact
"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:

:::agreement/*"

:*:customer-agreement/*"

Example EE S H B E B AWS Organizations

THBEERFHFT , LEIL AWS Artifact Fi2REE S IAM A€ AWS Organizations, BB E
BIIRFXEREELNY , TaMABERARIBE.

"Version": "2012-10-17",

Y IAM BREE &I AWS GovCloud (US) Regions
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"Statement": [
{

"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelinkedRole",

"iam:GetRole"
1,
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": [
"artifact.amazonaws.com"

THBER T , URFFEH AWS Artifact B95F 8] AWS Organizations, &#E&EH B IEIR S LB
BIELET , TR EREBTE.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"

1,

"Resource": "*"

}
]
}

Example &2 EE bR 38 BUR 6]
THRRR T , NEE EERFHIBE,
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole",
"iam:GetRole"
1,
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {

FH IAM B £E45) AWS GovCloud (US) Regions 65



AWS Artifact EAEES
"iam:AWSServiceName": [
"artifact.amazonaws.com"
]
}
}
.
{
"Sid": "EnableServiceTrust",
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"
1,
"Resource": "*"
}
]
}

Example & 2 18 8 i 52 1Y BUR &5 651

THBRRTEREB BB T. ERLEFAINS —EFEMAELARERBIHZR,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

},
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

Y IAM BREE &I AWS GovCloud (US) Regions
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1,
"Resource": "arn:aws-us-gov:artifact:::agreement/*"
},
{
"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource'": "arn:aws-us-gov:artifact::*:customer-agreement/*"
},
{

"Effect": "Allow",

"Action": [

"organizations:DescribeOrganization"

1,

"Resource": "*"
}

THRERR T RREBHBNFT.

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

},
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"
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1,

"Resource": "arn:aws-us-gov:artifact:::agreement/*"
},
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement"

1,

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"
1,
{

"Effect": "Allow",

"Action": [

"organizations:DescribeOrganization"

1,

"Resource": "*"
}

R B AWS ZE B AWS Artifact

AWS ZEBRZH AWS AWS SEBREVYNEENBIBEEEATSEARGIRMET , UER
AR ARG A E, FEANAE,

FARCIE . AWS REBRABETER FREEARFNRKEMERTT , ER/ELFFTAIHAE AWS &
FERA. RMEREERCARFEBNEFEEBER , MEE-SRDFFA,

BREFEE AWS SEREPESZSNHT, R AWS B AWS SERERPESNGTT , IEHER
ERREZNTEEIAED (FAE. BENAR® ), AWS R S50 BBRHH AP BETH
RIBEEREE , AWS B RREEH AWS Z2EBUR,

WEFMES , F2E (AM E£RERERE) P AWS ZEBK,

AWS ZE XK : AWSArtifactReportsReadOnlyAccess

&% AWSArtifactReportsReadOnlyAccess BURERE IAM &5,
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BBERR TF##TH , RFFFIH. RENTEHES

ATARFAEE R
BRI EU T,

e artifact- AFTEKFIIE, REMTHERSET AWS Artifact,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport",
"artifact:ListReports"

1,

"Resource": "*"

}
]
}

AWS ZE R : AWSArtifactAgreementsReadOnlyAccess

BA#E AWSArtifactAgreementsReadOnlyAccess BURERE| IAM 55,

L BRR F## 7BV | BB AWS Artifact IR TEEZWIHE. ©HaS 5 HANEREREF

MEFANTT, A BREHBREFRERBEFACREFENRED,

AR
BREDEUTHT,

« artifact- AFERIIHFAAEHE , W RPBBSEZIHIHE AWS Artifact,
« IAM- RFTEFEH GetRole RERBERLAREEFR.

AWSArtifactAgreementsReadOnlyAccess
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« organization - AFFERERMBEMIL S L HEBH BRI FEUE,

AWS

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListAgreementsActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "GetCustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

]I

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Sid": "AWSOrganizationActions",

"Effect": "Allow",

"Action": [
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"

"Sid": "GetRole",
"Effect": "Allow",
"Action": [
"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact
AWSServiceRoleForArtifact"
}

.amazonaws.com/

AWSArtifactAgreementsReadOnlyAccess
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementsActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "GetCustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

]I

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

"Sid": "AWSOrganizationActions",

"Effect": "Allow",

"Action": [
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"

"Sid": "GetRole",

"Effect": "Allow",

"Action": [
"iam:GetRole"

1,

AWSArtifactAgreementsReadOnlyAccess
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"Resource'": "arn:aws-us-gov:iam::*:role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleForArtifact"
}
]
}

AWS ZEBE : AWSArtifactAgreementsFullAccess

&% AWSArtifactAgreementsFullAccess BUREEET| IAM B9

WBERTEFHIH, TH. EZMKIE AWS Artifact BE##455 7, ©EEBEHHFEA Organization
R AWS IRIEFZEMEFT , URERBBEFFMEERANTT, i, IBRBEEBEFMEREKELEA
REFENRED , WRFFE , AIEL—E,

ATAIRFAEEA

HBEREE L TH,

- artifact - RFERIE. TR, EZIMNKLEEHZE AWS Artifact,
« IMM-AFEFRBIRKEELAES , URFEA GetRole BERKEZABREHFE.
- organization - AFFEREIERAR , 35 H/BABBH R FEE,

AWS

{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

},
{
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"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

]I

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Sid": "CreateServicelinkedRoleForOrganizationsIntegration",

"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"

"Sid": "GetRoleToCheckForRoleExistence",
"Effect": "Allow",
"Action": [

"iam:GetRole"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact"
1,

AWSArtifactAgreementsFullAccess
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"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",

"organizations:ListAWSServiceAccessForOrganization",

"organizations:DescribeOrganization"

1,

"Resource": "*"

AWS GovCloud (US)

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",
"Effect": "Allow",

AWSArtifactAgreementsFullAccess
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"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource'": "arn:aws-us-gov:artifact::*:customer-agreement/*"
},
{

"Sid": "CreateServicelLinkedRoleForOrganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/

artifact.amazonaws.com/AWSServiceRoleForArtifact",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": [
"artifact.amazonaws.com"

]
}
}
I
{

"Sid": "GetRoleToCheckForRoleExistence",

"Effect": "Allow",

"Action": [

"iam:GetRole"
1,
"Resource'": "arn:aws-us-gov:iam::*:role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleForArtifact"
},
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganization"

1,

"Resource": "*"

}

AWSArtifactAgreementsFullAccess
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AWS Artifact 3 & H IAM BJR &R/Rreport,

THBERZEFEFT , LUFBH Certifications and Attestations¥ERITHIFTE AWS Artifact ¥

P =
Ho

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

1)

"Resource": "*",

"Condition": {
"StringEquals": {

"artifact:ReportCategory": "Certifications and Attestations"

THIBER ARG TR SOC K5I TATA AWS Artifact EERIFF A,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"

£/ 1AM RHE£ 5
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]I

"Resource": "*"
3, {
"Effect": "Allow",
"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

]I

"Resource": [

"gn

1,

"Condition": {
"StringEquals": {

"artifact:ReportSeries": "S0C",
"artifact:ReportCategory": "Certifications and Attestations"”

THHETREEFTHT , LB Certifications and AttestationsEEBIFISOCRIITHAFE

AWS Artifact # & o

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"artifact:ListReports"

1,
"Resource": "*"

.

{

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

1,

"Resource": "*",

£/ 1AM RHE£ 5
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"Condition": {
"StringEquals": {
"artifact:ReportSeries": "S0C",
"artifact:ReportCategory": "Certifications and Attestations"”
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AWS Artifact EREER

£ 528% AWS Artifact API B0 AWS CloudTrail
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» PutAccountSettings

» AcceptAgreement

» AcceptNdaForAgreement

» GetAgreement

» GetCustomerAgreement

» GetNdaForAgreement

» ListAgreements

 ListCustomerAgreements

» TerminateAgreement
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PR,

T %I &35 B8 7~ 'R &8 GetReportMetadata EjfERY CloudTrail HEEEE

{
"Records": [
{

"eventVersion": "1.03",

"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
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https://docs.aws.amazon.com/artifact/latest/APIReference/API_GetNdaForAgreement.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_ListAgreements.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_ListCustomerAgreements.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_TerminateAgreement.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
},
"eventTime": "2015-03-18T19:03:36Z",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Python-httplib2/0.8 (gzip)",

"errorCode": "AccessDenied",

"errorMessage": "User: arn:aws:iam::999999999999:user/myUserName is not

authorized to perform: artifact:GetReportMetadata on resource: arn:aws:artifact:us-

east-1::report/report-f1DIWBmGa2Lhsadg",

"requestParameters": null,

"responseElements": null,

"requestID": "7aebcd@f-cdal-lle4-aaa2-e356da3lesff",

"eventID": "e92a3e85-8ecd-4d23-8074-843aabfe89bf",

"eventType": "AwsApiCall",

"recipientAccountId": '"999999999999"

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
.
"eventTime": "2015-03-18T19:04:427",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Python-httplib2/0.8 (gzip)",
"requestParameters": {

"reportId": "report-flDIWBmGa2Lhsadg"
},
"responseElements": null,
"requestID": "a2198ecc-cdal-1lle4-aaa2-e356da3lesff",
"eventID": "20b84ce5-730f-482e-b2b2-e8fcc87ceb22",
"eventType": "AwsApiCall",
"recipientAccountId": '999999999999"
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