adws

EHERESE

AWS FEFARENIRERTE

ALY

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS FEREARRRE EREES

AWS EBRENHRRRE: FREEE

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon WA EMEENB B RAMEMIE Amazon WERBRYE , BT ITREERFF IR
&, R EDSE Amazon BEZENHNFEH Amazon WEEZENEENE, A HEHMIE Amazon 5
ENEENAHRSEHEENME  SLHEETEMEBR Amazon , RE Amazon BEEBE , 7R
=% | Amazon #B8f,




AWS FEREARRRE EREES

Table of Contents

FEER AWS Application DISCOVENY SEIVICE ? ......eeeieeee et 1
VIMWAIE DISCOVEIY ...ttt e et e e et e e e e e e e ea e e e e eeeeeasaa e e eeeeeassaaaeaesesessnnnaaaaneees 2
= =3 RO 2
tEE: Agentless Collector 1 DISCOVErY AQENt ......c..ocueiueeeeieieeeeeeee ettt 3
BB ettt ettt h bbbttt s R h bt E e et s AR bRt s s s s s sttt 5

3= 7
FEM AMAZON WED SEIVICES ......ooveeeeeeeeeceeeeee ettt ettt e ettt e e eneeaesteeaene e aee e 7
B T LAM (B B e e 7

BN IAM B R B o oo 8
F YA =L PP 8
A Migration Hub YiBIBEE I ..o 9

e et - WSRO 10
=R (=i - VTP 10
= 1 = RO SRRT 11
70 3 SRR 13
g Do oAV L= VA Vo 1= o | AR 15

TE LINUX R e e 15
TE Microsoft WINdOWS EZZEE ...ttt 18
=B DYoo 1Y VA Vo 1= 0 R = =R 22
TE LINUX BB B R B oo ettt et 22
TE Microsoft WINAOWS £ B B R E o ...ttt e et e e ete e e aeeaeeas 24
FEBRZZEE DISCOVEIY AGENE .oveeieeeeeeeeeeee ettt ettt ee e ee e ee e eee et e ee e e e een e naeaens 25
TE Linux EBEBRTZEE .ot 25
£ Microsoft Windows EBEBRZZEE ... et 25
e L T 3T S 26
el e W i 3 3RO 27
Linux £#9 Discovery Agent BBERSET ........coooooveeeeeeeeeee e, 27
¥t Microsoft Windows L/ Discovery Agent BEFTEERSET ......ov v 28

gl - 1 = PP 30

7D 3 RO 30
B T BT R B e e e e e e e e e e e e e 31
T =R 32
B N IAM (B B B e 32
R BT ettt ettt ettt 34




AWS FEREARRRE EREES

B B U B B ..o ettt ettt e, 35
TR R BT T B ettt ettt 36
B B R BT .ottt ettt 37

(A ) FREUEESE UM BIFFEE IP HIBE oo 38

(1B ) 5/ DHCP HEUTEERS VM ERRIE ..o 43

(TBF ) BRIE KEIDEIOS ..ottt ettt eee s 45
B P A R B U R R A oot 46

B e R B B U R R A ..o et 47

B Bl B B R e 49

Network Data Collection A B ARBIAREE ..o 49
R VMware B R R R A ..o e 49

B TE VCENtEr B RBHEE ..ot 50

AR VMware BRI EE S A Tl .ot 50

B B U B BB ... oot 51

VMWare AR B B Bl oo, 53
B R R D T R U R R B AR e 56

I B T R AR BT .ottt et ettt 57

B AL AWV S DIMS B B R BT oottt e et 58

B e B B B oot 59

T R LDAP A R A B R BT oo, 60

R R BB R I ..ottt e, 62

B R EE 0 AT R A U B T B R oot 66
BRI BT R, <o oottt ettt sttt et 67
TEHL AQENLIESS COlECION ... ettt et 67

B R B B TR A .ot 68

B B B B B R TE ..o ettt ettt et ettt e e, 70

LR 0T a1 (=Y = G — = SRR 70
L N 1= 0 1 [= YT R O o) [[=Yod o R 71
B BB R T ..ottt 72

{£1F Unable to retrieve manifest or certificate file error ................ 73

FEERE WIinRM BRI R B R E B B e, 73

BERRERENWESRERTE AWS HIBIEEER .o, 74

1 AR TR MR B R B B BB EIRE oo, 75

R B R B T A R RS oottt ettt et 76

TEIE IP HIAERRE ..ottt n e 77

IEIE VCENtEr B A B B R B .ottt 77




AWS FEREARRRE EREES

B IE B R IR RRE ...ttt 78

B e B R R R oottt ettt 78

BB I ESX B S I e 80

BEAE AWS 323 oottt ettt 80
HEBRIE A MIGration HUD ......ooeeee ettt et et e e, 81
I B B B A R oottt 81
LV 1o T )£ PSP 82
Migration HUb BEABEZR ... ..ot te ettt ee et et e e e e eeeeeennanes 82

R T B A B A oottt ettt ettt 86
HETEARE IR EBEZT AMAZON S3 .ottt 89

B A B Rl oot r et e e 90
BHHEEY Migration HUD BEATE R ..o 92
BB FIIRIRIE R oottt ettt a ettt ettt et en s enns 94
BRI BT R oottt ettt 94
B B o ... ettt 94

FRER ATNENA FI BT B oottt 95

B BB R IR B .ottt 96

R BRI Bl oo ettt ettt 97

B B I R ettt e, 98

B P TE e T B T B B oo ettt ettt 99

FEF Migration HUb 3 B R BRI R ettt 107
TR B R A A B oottt 107
B B IS L B R R BT oottt ettt 108
E B B U BT .ottt 108
B D DR BT ..ottt ettt ettt a e e sttt seees 112
E R AR B ..ottt ettt et e ettt n e 112

B R R R BT oottt e e et e e e e e e e e e e e et e e e e e e e et 113

B R AR B B ..ottt ettt ettt 114
A A R .ottt ettt ettt e e 116
FEF AP B R ZRHIIE D .ottt e, 117
£ DescribeConfigurationSEIYE ..o, 117
A ListConfigurationSEIE ..o 121
R Bl et 136
AWS PriVatELINK ...t e e e e e e e e e e e e e e e e e e e e e ——————— 137
B BETH oottt ettt et ettt et n et s e s e 137
L= R R 1112 137




AWS FEREARRRE EREES

B N U B BB R .o 138
£ Agentless Collector 1 AWS Application Discovery Agent B VPC 32 ..o 139
= OO R 140
BORIFEREE IR ..ottt 140
B B T R .o 141

B B D R ettt 141
e S e R 144

AWS Application Discovery Service ZIAIER IAM .....oooiirieeeeeeeeeeee e 146
AWS B B BR ..ot 148

B DBIBUERBIB ..ot 152

B Rzl E S =< < T 159
BRBEIERR IAM Lo e 166

fEF CloudTrail BRER APL AU e e e 167
CloudTrail I AR IR BRIRIE BT oot 167

T #% Application Discovery Service BRFBRIEE ..o 168

AR BB T e e e e e a e 170
D BB ..o e et e et e e e e e e e e e e e e e e e e aeeaanens 171
B T ettt ettt ettt ettt e et et e te e et e e ereateeaenannanes 172
B R T LE B RHBIEE . oottt et nnaneas 172
= R < = RS 173
1&1E Amazon Athena R ERHREIEIE BRI ..o 174
Amazon Athena FVERRRBLERE , RABRLIBYUBREEEAENFE AWS ER ...... 174
Amazon Athena R R BEE R IIE I RABE R e 175
828 R HHIFF A 5k1ZEL Amazon S3. Amazon Data Firehose = AWS Glue ...................... 176

E B O N - R s ] SRR 176

B o T OO 179
AN S B B B e e 183
DISCOVEINY CONNECION ...t e e e e e e e e e e e e e e e e e e e e e e e e e e e e e s b e e e e e e e aeaaaaaaaeeeeeeeees 184
5 Discovery Connector WEEERL ........ooiieeeee et 184

g =y g s RPN 187
Discovery Connector BRI .........ooveeeeeee e 189
{EIEERE AWS HAR B L IEARMY Discovery CONNECION .........c.coveviveeeeeeeeeee e 189

A R =y N R R D = R 190

BB L E O X T S I e 192

L) e = = R 192
........................................................................................................................................................ CXCiii

Vi



AWS FEREARRRE EREES

&= AWS Application Discovery Service ?

AWS Application Discovery Service EiB W EAZEPE [ AREFMNE R ENFERFBERER | HEIE
FHEBEBE AWS Eif, Application Discovery Service B 82 AWS Migration Hub 1 AWS Database
Migration Service Fleet Advisor 4, Migration Hub 2B REEAEREIE—FTHE , SLER
Eit, BUURKRERZNERSE  STMA2EZIEAERN , ARREETEEEH Migration Hub E## &
EtEEERERNEBRE, B LUMER DMS Fleet Advisor REHLE R E TS B BRIRIE,

FIERZR W & R E 17 RIEEH AWS Migration Hub £[E15, Eitt , E4E K% Migration Hub E#28
ABUfFEA CLI i PREXEE , TEFTEMAREMNER TS, BHER T LE Microsoft Excel
AWS it TEHREHA D4 , Hl20 Amazon Athena 1 Amazon QuickSight.

/A Application Discovery Service APls , A A E HATR R A RSN RARENEARER, BIE
R A G RAER | DEFEEREPHTELRARSIARA AWS, Lt | &7 LU H 7 Bk 28 2 B 71
B ERIEREER . WEARBREHE R FARSEZENEKYE , YR ELRAREFEIEZEARR
LFIER RS,

(® Note

R RERREF AWS Migration Hub 281 , BREEEIHMLEREE F , RABNERZTFK
EENEEESE, NECHAIEESNFREN A FSEEEES.,

Application Discovery Service IRt =B A X RETHREMBEA LB ERRI[AIESR

- #Ei® VMware vCenter Z§#& Application Discovery Service Agentless Collector (Agentless Collector)
(OVAEXR ) , IHTEARERENIER, RE Agentless Collector 2% , © & B EE#IT VMs)
FEE vCenter HEAEAY EH, Agentless Collector EINE T 7| FREAEER : ARI[FEHKEHE, IP
ik, MAC #biit, HWIREREE, ERESIZRAMEREEBHER. I, egKRESE VM A
ERENEARER , & CPU, RAM FHER /0 FERRHEFHMREFERE,

- REEAERRTUEBESE VMs MER MRS LEE AWS EARARRAEER (RRRE
B ) KT, REBEEXLZEEXNEAR Windows M Linux E(R#. EEWRERBERBER, 5
MR B P S R AR E R, BAMBEHBERER , ARBITHFNRERF.

- ERABEATELEZSAPDBRENFMEFEA Migration Hub , MEFEFEH Agentless

Collector = Discovery Agent , Rt A A E R EANE R TERFTMMAE . BMENWERTUR
RiIEENER,
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Application Discovery Service 82 AWS Partner Network (APN) S§1EZHNERABRRNIREB R RE
B, BER=AMAARAMBBEEABBIRENFMEAEEEA Migration Hub , MEFFERE
MEAEENRESIRRZRNERER, F=HFEAEXNREIEFLIEH AWS Application Discovery
Service , MBALAEA N E API B A Application Discovery Service E¥IE, ftk—& | &R AT LAS
EREA Migration Hub , 0 NSARAR | SUME RIS EAENE A RSFEEB L IEHER,

VMware Discovery

MREHEEMES (VMs) £ VMware vCenter IRIFEF#1T , BRI LAEH Agentless Collector W& R ik

B, MAMKESE VM LZEREBREN, MERASLIRGEHBRIEE AR vCenter L RFFECIHER
FTEEH#A VM,

Agentless Collector #EEUE vCenter F#ITZHE VM W REREEANERERR , BREAME
EERFE. T8, eELEESE VM A, At , BEREEE VM LHTHERERF , URF
FEMPLC R IELR, Eitt , MREFEENERNFAER YR EFHET —LREN Vs , HUHBIHR
2B , B LR EE R E Discovery Agent,

B, BREEEE VMware £BY VMs |, A LAEA Agentless Collector H Discovery Agent [E 31T
RE, IEBEARZIEBRENERBUERNFRER , 528 £A VMware vCenter Agentless
Collector BRI EEE,

BEREHRR

MREBHAEBEBBIREPEEREN 2 W ERET , BIFTLAEMA Agentless Collector REFRRFFE
BRI, AR, BN ESEENERRSONEEEZ , MEFSEREVPVEHER LZE

Agentless Collector,

Agentless Collector ERIEM 2 M ERREEESHINPEERNNEEE  BERATHRERER
R, EREMD T ERUNERB A Microsoft Active Directory Y LDAP RUNE SR REER
. ERENSTRERSIZNVEREER. AR ENREREASERRTES , UKEEREN D HTREAR
25 CPU, CEBAMBASENERFHREE, NEKRERENFMREN , F2E SREND TEHE
WEHER

£ Agentless Collector TR RIRIEN E RN ER , BRI LIEHR AWS DMS =R AETHE -T2 MH
EER, flm, BEEE PEEREEBEEAWS Eif , BALARGFEREEEEEZER. UEH
WEF , F2REAEREN S TERREREE,

VMware Discovery 2



AWS FERREXREBS EAEEE
Lb# Agentless Collector #1 Discovery Agent
T &R1E M Application Discovery Service X B/ & BN E HEM RIELLE,
EAEENKE HREREEX Migration Hub #8 RVTools EH
25 FiN
Supported server types
VMware [ #E# = = Yes Yes
25
ERAReS B 2 Yes Yes
Deployment
SEERENES B 2 N/A No
518 vCenter = B N/A Yes
HERREELENE =B B FEA B
@& FHH
Collected data
A fR 25 5% EAE Yes Yes Yes Yes
(BREMARE ) &
*SI.
Hypervisor #Y Yes Yes Yes No
AR FERARE
#Z (CPU. RAM
F)
R RS f6E A R Yes Yes Yes No
BAER B[R
g% (CPU, RAM
F)

LB Agentless Collector 1 Discovery Agent
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EAEERNUNE HFRALERES Migration Hub #  RVTools & H
g FiN
{a] AR 25 48 BR E AR Yes Yes No No
( PR TCP)
HITHOER No Yes No No
eS| -60 minutes -15 seconds Single snapshot  Single snapshot
Server data use cases
£ Migration Hub  Yes Yes Profile only No
FRiR R RESE
*SI’
B REERE Yes Yes Yes Yes
EELE Amazon
EC2 EB&
BIBERERE Yes Yes Yes No
B EE Amazon
EC2 EB&
P& H & T hY £ 3 Yes Yes Yes No
RREBER
PE H B 18] 2 Bl 15 No Yes No No
ARER
Network data use cases
BRBAERNIR Yes Yes No No
Bt
FEHZE Amazon No Yes No No
Athena LAESTHE
—SRE
EHZECSVEZR No Yes No No

LB Agentless Collector 1 Discovery Agent
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ERAEERARE
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Database use cases

ER E MR
ERE (FEd
k) &8

xENERES
z

R ERBHER
BRMENMERE
B

R ERBHER
¢

Platform support

X ENERZRR

i

= E 4/ Application Discovery Service , & T%/ER :

Yes

Oracle. SQ
L Server, My
SQL. Postg
reSQL

Yes

Yes

£ VMware A/
v5.5 TR E AR AR
H 4T BV AT
EXR#

RRAEERX

No

None

No

No

{F1 Linux =X
Windows {a iR &5

Migration Hub #i
x

No

None

No

No

{F1 Linux =X
Windows {a iR &5

- B AWS, MFEFHMENR , BHSBELE Application Discovery Service,
- B EIEE Migration Hub X [E1F, MEFHMEEN , FSEEREIZEFHN U

LUT R AT AFRHARY B

RVTools [EH

No

None

No

No

F47 Linux {2l AR
£%. Windows fa
BRE§ =X VMware
v5.5 S E AR A

« Migration Hub ¥ [E13 21 — —1& Application Discovery Service FHIEIRZFREIERIHN EiF,

Bl
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- RRAREEX, EEFNEAREAREZERHN Migration Hub E[EH,

- WERTLAEEA Application Discovery Service AWS B EIFEE |, 582 @ Amazon Web Services —
w2E,

Bl 6
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% 7E Application Discovery Service

AWS Application Discovery Service 58— X £ 281 , BEATHK T HEHK :

=Ff Amazon Web Services
B IAM ERE
& A Migration Hub FRAWRIEFEESE

=Xl Amazon Web Services
MBLEE AWS IEF | BER ToISBREY — .
SH AWS 1B

1. BARK https://portal.aws.amazon.com/billing/signup.
2. FHEERLETRET.

AMEFN—Ho LREREFRIAXXFALS  UAREEFRE LR ARER.

EEEEM B AWSIRF , AWSIRFREAESEY . REAEFRTFIKIRFFHIFRE AWS IR
#MNER. FAREREER 6 FREEFIEERGERE  YHECRAREAERPUTER
REREFREES.

B IAM EHE

B AWS IRFE , R8RBE—FBASD , X80 IREBEFRIRFHNME AWS RENER. kS
2HAE AWS IRFBFEHE, AWS Management Console i i #& F 3R 2 31tk 5 1Y E 7 BB 4 it 1t F1 27 15
BA, IELZEFIUIRFHWNAE AWS BR,

BMABRBRETEURCEAEEENERE , IEREEEE, kit , FERRZEREERELER
IAM &I T AWS Identity and Access Management (IAM) BB EFHE, EEFXEHTERE
AERFE , RARBTOBNIRF EREEREE.

RYBUEERFERAEZN  LEFTEEVFEE AM EAE, THEZERBMIELEMEREN
IAM £ &,

£

S Amazon Web Services 7
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#create-iam-users
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#create-iam-users

AWS ERERERRE EHAEERE
« B IAM BEFEARE
« B IAM EEEFERE

2 IAM BEEERE

BiFTE , EE ERF S#AEE Application Discovery Service FF EEMIFF B BUR,
BIEEEFERE

EAWSIRFRHREVEESHEAE., WFRA , Foix (AM EAEER) FHEYE—E IAM
EHEHEEESEE,

By IAMEEEBFERE
BYEEE A EREE  BURRLRAEEETREER , EFERAEREST,

FA IAM SEBERRERIIEEE IAM FEHEH Application Discovery Service WIZE Bk, ME
Application Discovery Service 2 EBERNHEBER , FSH AWS 1 ZEBUER AWS Application
Discovery Service,

BYFEES IAM ERE

1. 7£ # AWS Management Console , EEZ |AM £ A,

2. KR IAM EFEER) PHEAWS IREFHEY IAM EREFR , FHEESENERAENE
RREVIFEES IAM ERE.

B8 IAM EREERPHER

- EERFREENSRY  BIEXRER, #F1E , ¥ATER  EREEEFEIERMERE
1AM A E B AERIRAWS FREZRAER , TEINEE AWS T2 AFEL

s EREFTEHENSRD  EEEREAEREREREEFERAENER, RERBREEPEE
Application Discovery Service 2 & IAM B3R, & Application Discovery Service 3 & BUR
WHHEEN , 552 AWS B ZEBUER AWS Application Discovery Service,

- ERBEAETNSR (TR DsILBFINER ) WSRT |, FEEARAEER &R
FHEZ®R D NAEFHERREFEZENHSNEEIZSETNESE,

BY IAMEBERE 8
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Z A Migration Hub =AW R ZEFEE

BEEE AR AWS R F FiE#2 AWS Migration Hub X [E13, AWS Application Discovery Service,
BEFEEH

1. £/ AWS ZH Ik FE A AWS Management Console , I67E https : //https:/
console.aws.amazon.com/migrationhub/ BB Migration Hub £ &,

2. 7 Migration Hub A BEEKXF |, BERTE , AREEZEEH,

&1 Migration Hub ERISFREENEIERE , LARKR, KRENEBREK. NMFFMENA ,
§52:B Migration Hub £ [E13,

Z A Migration Hub IiZiZ2F EEig 9
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AWS EEARENIRERREREN

AWS Application Discovery Agent (Discovery Agent) & Z#E AT BB ARI[TMVMs L EE | B
BERABRENEL, REEXSHINRKERE, RENEE, BTERF , ARRRERRZBMRERNFE
HEH. REREXZEARZE Linux fl Windows (EX£R# , BUIUEERBISIFBRAREZ. Amazon
EC2 #ITIERM EHRMEE L BB ELHEERRK,

® Note

ERE Discovery Agent Z B , B ZE&1F Migration Hub £ [E15, BHBEFEEEHFHME
WRERER,

Discovery Agent BN AKIRIERHIT , EEERER, EEEE Discovery Agent i , TR S
#h ERIR MY X [E 1958 4R |, 3@ Application Discovery Service 5.

« f5lan , MR eu-central-1REWEESE , E®arsenal-discovery.eu-
central-1.amazonaws.comfa Application Discovery Service &,

- IRFERETEFHBRAFTEHMBES |, B us-west-2 BRIk,

o MR us-west-22EBHWEEE , Bl€arsenal.us-west-2.amazonaws . comf@ Application
Discovery Service &,

BRI

Mz REESRBRKREEMEEIHE VM WER., RBEXEEMR 15 58 Ping Application
Discovery Service LAEUSHAREE N

WENERSSRMAE, SEFICARINEER. BMRERREEEFER. SUERALE
FRBREN IT EEREBERAKYE. IAELERRE A HENEHEE PHAITELMMREZH A
AWS | SREER.

Discovery Agents &{#F Transport Layer Security (TLS) 1% , #$¥& ¥ &£ # &= Application
Discovery Service, REERREAEETMERTARINBEBHAR. EARETESFEERRE,

BEARX 10
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® Tip
£ R FR Discovery Agent K& Z Bl , B4 ERE FATE L EH 5L RIFH Discovery
Agent B 5 R IR4

Discovery Agent Wi EEHY & Kl

AWS Application Discovery Agent (Discovery Agent) & AZFZRE [ IREF M VMs L RERE
f8. Discovery Agent BINERFERE, FIFEAXIMEERNKE,. BEFERNSREHERAGE
(TCP) ARRER. AEHRAKRENER,

Discovery Agent iE BRI E R R E B :

"X, —FAREERMARSEDR VM,
- WENERRUTTE (KB) BEN BRIFSHEIEH).
* Migration Hub E#Z&HWRIZFER L MB (MB) BEMNFHKE.
- WHHMEBRN15Y , 815 7ESEXE AWS,
- DB () RTINERBUEERARRAERIN API EHEBELEN . csviER,

BRI DU

agentAssignedProcessld’ REEXFFRZEREEEFNEERER ID

agentld RIBREXHME— ID

agentProvidedTimeStamp REREXBZN BHMEERE (mm/ddlyyyy
hh:mm:ss am/pm)

cmdLine’ ERSIBANRERF

cpuType FHATAKN CPU (PREEET) B

destinationlp HEEXBENEE P it

destinationPort ER/FEREE B RN ERER

family” BHRIINBEAGE

KENER 11
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BRI DU

freeRAM (MB) A ARMGEAREXFERANTA RAM F1RE
RAM , BA MB &R

gateway BB B B B b 1k

hostName EHEREEHNEIHEE

hypervisor Hypervisor #y 38 H!

ipAddress FHE 1P Hbht

ipVersion’ IP AR RS

isSystem’ WHERY  BHEEEFRETBMMEXERR

macAddress FHEE MAC bt

name’ HHWEER <M, BR, BEESNER

netMask’ RS EHFTEAY IP Mt FE

osName FHRENEXRREEE

osVersion FH ERNERREMRAE

BB RE TSR TR

sourcelp’ 3 IP HEWEE IP itk

sourcePort ER/FERRRH E RIS

timestamp’ REBREX DR ERE L AR

totalCpuUsagePct WmAPEEME LN CPUEREE DL

totalDiskBytesReadPerSecond (Kbps) A R ST WA T 1 ST B

totalDiskBytesWrittenPerSecond (Kbps) FAHREYEANBETHTH

totalDiskFreeSize (GB) ATAMKRZRE , 2L GB &R

KENER 12
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ERAEER

BRI

totalDiskReadOpsPerSecond

totalDiskSize (GB)
totalDiskWriteOpsPerSecond
totalNetworkBytesReadPerSecond (Kbps)
totalNetworkBytesWrittenPerSecond (Kbps)
totalNumCores

totalNumCpus

totalNumDisks

totalNumLogicaIProcessors*

totaINumNetworkCards
totalRAM (MB)

transportProtocoI*

Discovery Agent B9 7t 3R &4

BYWE /0 BIENES
HBEARE , LGB R
BUWEA /10 BIENES
BYERTEBRREE
BYREAUTHEBRIES
CPU FH B REE TEH
hREEEE TR
FHRENBERTERHE

BERZOBBRUSER O ETHAITHRITER
B

AARES A FER
F# AN RAM BE
FRNEEERA G EER

AR RIE B STHATH R FR G RNER , FEERTIRE AWS Application Discovery Agent (Discovery

Agent),

. BB FKERTEAWS Migration Hub E 215, , FREFIA %R 2 Discovery Agent.
« MBBRET 1x REANRERER , XEBRET HERZERHMA,
« MREALZERERXMNEMEIT Linux , BEBEREDZE Intel 1686 CPU £ ( LTBA P6

micro 2% ) .
- HERZEENEERS (0OS) RE :

Linux

TORIRE
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Amazon Linux 2012.03, 2015.03
Amazon Linux 2 (9/25/2018 L&)
Ubuntu 12.04, 14.04, 16.04, 18.04, 20.04
Red Hat Enterprise Linux 5.11, 6.10, 7.3, 7.7, 8.1
CentOS 5.11, 6.9, 7.3
SUSE 11 SP4, 12 SP5. 15 SP5
Windows
Windows Server 2003 R2 SP2
Windows Server 2008 R1 SP2, 2008 R2 SP1
Windows Server 2012 R1, 2012 R2
Windows Server 2016
Windows Server 2019
Windows Server 2022
- MRENMBRREENER , EEEFHABRE, REEXFTEEIR TCP EHIE 443 17H
arsenal. EMFAEERBEAEANERE,

flan , MREHWEREER eu-central-1, BHEM https://arsenal-discovery.eu-
central-1.amazonaws.com:443

- FEFNEXEEMN Amazon S3 , FEEB B FHREE.

« EEEAFET AWS Identity and Access Management (IAM) fE & | WEERER 1AM
AWSApplicationDiscoveryAgentAccess EHBEK, LWBERAUZREABERREATSLEN
REEXEE, NEZERRNFHENR , F28 AWS By ZEBE AWS Application Discovery
Service,

- MELNRREBHE (NTP) ARSFZRERE  XEBFERFTUEIE, FERNKEEDEEX
RIERE XMW KR

(@ Note
Discovery Agent £8 32 U TAEBREX ATHITIE , Al1E 32 LT 64 L TEERME LHIT.
EBRFEAE-ATHTREERSEHENLEEM4HE., KITHTREREEAR Linux A
Windows #E¥ER . WEATREILEZHHRHA,

TORIRE 14



AWS FEREARRRE EREES

Z % Discovery Agent

LB MR B I FE Linux 1 Microsoft Windows £ % g Discovery Agent,
£ Linux L% £ Discovery Agent

£ Linux LR FHIER. BRRLERZE , FEESM Migration Hub X [EE 28R EFT K.

(® Note
MREERBFRZ BRI Linux liRAE , FBEER Linux FERNZE8EE,

FEER B LZRE AWS Application Discovery Agent

1. % A Linux RIBRES=R VM , ¥V HM B LGN RERR TH.
2. YIBRIFHWEZFIERGSIRERAETHZEESE.

a. HERGBTITE , FHITUATH T

curl -o ./aws-discovery-agent.tar.gz https://s3-region.amazonaws.com/aws-
discovery-agent.region/linux/latest/aws-discovery-agent.tar.gz

b. EHE Migration Hub £ A TE , BFHT FHIEE :
i. A AWS Management Console , I #E https : //https://console.aws.amazon.com/
migrationhub/ BARX Migration Hub &,
i. EEASERENHERRT , REIE,

i. HAWS REAERAGHRD , BETHAEREN , AREETH Linux,. ENTHEY
BIFAtA

3. FEATIHZ=AnT A BEZEEANEBRSERE

curl -o ./agent.sig https://s3.region.amazonaws.com/aws-discovery-agent.region/
linux/latest/aws-discovery-agent.tar.gz.sig

curxl -o ./discovery.gpg https://s3.region.amazonaws.com/aws-discovery-agent.region/
linux/latest/discovery.gpg

Z 8 Discovery Agent 15


https://docs.aws.amazon.com/migrationhub/latest/ug/home-region.html
https://console.aws.amazon.com/migrationhub/
https://console.aws.amazon.com/migrationhub/

AWS FEREARRRE

ERAEER

gpg --no-default-keyring --keyring ./discovery.gpg --verify agent.sig aws-

discovery-agent.tar.gz

REEXLFAEH (discovery.gpg) EEMR 7638 F24C 6717 F97C 4F1B 3BCO 5133

255E 4DF4 2DA2,
4. fRBRAE tarball , 2T AR

tar -xzf aws-discovery-agent.tar.gz

5. BERENERN 6 BFEETIEP-BRELE

i)

Z 8 Discovery Agent

(iR ) % Discovery Agent YR ERERH
AR

MATHAES. ..

EEREREES  BSPTRERXLEN
T, MTRAEFIFAR, FELEHIP |, your-
home-region BAEZHNERFHERE, #
aws-access-key-id BARAEHNEIREE
ID , ¥#% aws-secret-access-key K

RBENLBFIZIR,

sudo bash install -r your-home-
region -k aws-access-key-id -s aws-
secret-access-key

RIBEER , FRAEEEEFIHREAKEE
THNEREHN.

BMEREER L RERAR,

B, MREFTFLEERAEEBD TENER
BH  BEATERAEZEGTEIE -u
false Z¥,

FEXRETEANRE  FRTISBHEENR
HERAZESDT

- -e RERR.

f£ Linux EZ& &



AWS FEREARRRE EREES

BE.. BATILAESR...

o -f REEERRE,
- -g REBEBHEHRE.
- i REERERR.

UTREAFEARESENREENR RS
TEH,

sudo bash install -r your-home-
region -k aws-access-key-id -s aws-
secret-access-key -d myproxy.m
ycompany.com  -e mypassword -

f proxy-port-number -g https -

i myusername

MRENREFTFEZSRE , FIEH -eM
'i %;ﬁo

LTHRBSEGER https , MRENRIELE
A HTTP , http#A -g BBEEE

6. WMRENBEREEINELR K LEFHFHIERE, REEXTEIEE TCP HEIEIE 443 FH
arsenal. BT EERBUEMIEANERZE,

flan , MREHNEEHE eu-central-1, EHEMEM https://arsenal-discovery.eu-
central-1.amazonaws.com:443

EIR Linux £AMWEZEEE

BLERM Linux £4& , #5120 SUSE 10, CentOS 5 # RHEL 5, B IEIRHE , RERHEARTE, E
L S REF Blout-of-date N EBEMHHNFE , ERIREEXNENETHELITHREENS,

Curl

Application Discovery REBRERFEE curlFaEEE AWS AR ETEZEBEHN. BEERY curl &
EREHEERA Web RIEETER.

f£ Linux EZ& & 17



AWS FEFIRR S RE B R
ZZE# A Application Discovery REBREXNAEMN curl IRABREBFIERE , BIEL -c true B8
BITREEDTH.

BERERBEGHES

BMRAY Linux RRATEEAE BN RERERIE (CA) EHES , cHRENBERBEFAZLITEE
=

= E M Application Discovery RERRNAESH CA EHHESREFMBIRE , FHEE -b true &
BHTLREESK.

BLEZRESTHERTU-EER, ETHEMGTF , MEETHRSEFEEEEREETH

sudo bash install -r your-home_region -k aws-access-key-id -s aws-secret-access-key -c
true -b true

#£ Microsoft Windows £ % £ Discovery Agent

BT T 55 , 7 Microsoft Windows t& % REREX, ERKRLER 2 , FRELHN Migration
HUb IEfEEnX/EO

EERHUZZE AWS Application Discovery Agent

1. T& Windows REEXNZEELN | EFEZM 1 Windows R#EIITREER,

/A Important

EZEM T 1E Windows AETZERER , RATHKEELZRE, REEXZEETRTD
BTIFLHT. (MRZEREEM FRERER , IXNEBENE/BREXNLHBRRLZER
HEX K ARBEEBETHRNTRIR, )

R Windows KER N ZRENE M EREBEEAMRAH Visual C++ x86 F1TH
AlEeELZH#NEBEXNEE 25 8B %2 Visual C++ x86 2015-2019 #1TH,

2. LEBEBHIRARGTRRFER , YEEEEREFLEREHANLE,
3. HERENERN A6 FEETIEF-BRELE.

1£ Microsoft Windows L% 18


https://docs.aws.amazon.com/migrationhub/latest/ug/home-region.html
https://docs.aws.amazon.com/migrationhub/latest/ug/home-region.html
https://s3.us-west-2.amazonaws.com/aws-discovery-agent.us-west-2/windows/latest/AWSDiscoveryAgentInstaller.exe

AWS FEREARRRE

ERAEER

Z 8t Discovery Agent

HMATHARZE. .

EEREREREN K BFRHTREERAZRES
T, MTRHIEFIFAR, FELEHIP , 45 B
fRyour-home-region BEEXTEEENA
. # aws-access-key-id BRBEZHN
FH £ ID, ¥i§ aws-secret-access-
key BRAZHNILZEIRSIER,

HE , BHEALIEE INSTALLLOCATION
Z8(C:\install-location HWEHR
KRR, UREREBEAZEMNE, fl

0 : INSTALLLOCATION=" C:\instal
l-location ", BEEMNERREE®

% [INSTALLLOCATION BE#R] \AWS
Discovery, RIFTERR , TE&MEA Program
Files BRI,

HE , BATLAEA LOGANDCONFIGLOCATI
ON REBEREREX AFERRMEERE
RMWTERL B & (ProgramData), EAENEER
R A [LOGANDCONFIGLOCATION
path]\AWS Discovery o

.\AWSDiscoveryAgentInstalle

r.exe REGION=" your-home-region "
KEY_ID="aws-access-key-id "
KEY_SECRET=" aws-secret-access-

key " /quiet

BRIBEER , FRAESHEEFIHERAKEE
TEHMEMER,

BMEBEERLRERAR.

1£ Microsoft Windows L%



AWS FEREARRRE

ERAEER

HATULEZE .

T8, IREFTHFEERAEBH THANER
B, BEATREERLZEGSREE TS
28 : AUTO_UPDATE=false

/A Warning
FREBARTMLELZEETNEZS
HIEHER,

1£ Microsoft Windows L%
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AWS FERRARRRS EREES

BE. BATILAESR...

(1®2A ) &% Discovery Agent WEXEAFFEH FERENERRE 6 B TINLEBHHITY
HRE EREEXNLZEDD :

« PROXY_HOST - REEXHN A

« PROXY_SCHEME - R E&E#E#iR

« PROXY_PORT - RIEEZIRRE

« PROXY_USER-REFAERR

« PROXY_PASSWORD - R {§ fi & 15

UTREAFEAREBENREEN R KRS
TEH,

.\AWSDiscoveryAgentInstalle
r.exe REGION=" your-home-region
KEY_ID="aws-access-key-id "
KEY_SECRET=" aws-secret-access-
key " PROXY_HOST=" myproxy.m
ycompany.com " PROXY_SCHEME="http
s" PROXY_PORT=" proxy-port-number
PROXY_USER=" myusername " PROXY_PAS
SWORD=" mypassword " /quiet

MREZHREBEFLFZESHRE , FEK
PROXY_USER #1 PROXY_PASSWORD B,
ZHEGTEGER https, MREBWNRIERE
F HTTP , http& 4 PROXY_SCHEME {E1§
E o

4. MBRECMEENEHEREZINRE  SHREEFHABERE, REEXEEEB TCP EiEE
443 7B arsenal, BT EERBEMEAEREE,

Flin | MRS FFEEE R eu-central-1 , BAFEATHIEE : https://arsenal-
discovery.eu-central-1.amazonaws.com: 443

1£ Microsoft Windows L% 21



AWS FEREARRRE EREES

ENHHENEBAR

$ A Windows Server 2008 MEHARA , Amazon LR IEwmEZH N FEH SHA256 BREE
Application Discovery Service RERERZEHEH. BN Windows Server SHA2-signed#y B B1 & #T ,
AR EME RE Hotfix AT SHA2 #EF 5 5E. SP2 Microsoft B H# X # Hotfix BBIRE
Windows Server 2008 SP2 £ X #& SHA2 575 5%, SP2

(® Note

Microsoft X B2\ Bt SHA256 % # Windows 2003 IS EfEe. MMRELBIEHARER
Windows 2003 £#7 | BIEEFHFHK,

FBHITHR

1. F# Windows Agent Updater,
NEBE S SRAMm SRR,
BEEREFEMEANLE.
BT T AR,

R

AwWSDiscoveryAgentUpdater.exe /Q

&2 Discovery Agent 12 /F
L E MR A IMMATE Linux 1 Microsoft Windows £ & Discovery Agent,
£ Linux L& Discovery Agent 12+

A LAE A Upstart, =X System V initTE , ERHKEFBMREE Discovery Agent systemdiy1T
FHo UTEBERESEENN I EFZEEBNGT.

& Discovery Agent i2fF 22


https://support.microsoft.com/en-us/topic/update-to-add-sha-2-code-signing-support-for-windows-server-2008-sp2-f120e4d0-da06-6860-3610-59c5cd0b7cd2
https://s3.us-west-2.amazonaws.com/aws-discovery-agent.us-west-2/windows/latest/AWSDiscoveryAgentUpdater.exe

AWS FERRARRRS EREES

systemd

&% Application Discovery KB G

F5% Command

BEREEXRETHITH sudo systemctl status aws-discovery-daem
on.service

BEIRERER sudo systemctl start aws-discovery-daem
on.service

FLERERERN sudo systemctl stop aws-discovery-daem
on.service

EFREAERR sudo systemctl restart aws-discovery-daem
on.service

Upstart

Application Discovery Agent I EEa o

% Command

BEREEXAREHITH sudo initctl status aws-discovery-daemon

BERERER sudo initctl start aws-discovery-daemon

FLERERER sudo initctl stop aws-discovery-daemon

ENREBAERR sudo initctl restart aws-discovery-daem
on

£ Linux FEEEF 23



AWS FERRARRRS

ERAEER

System V init

Application Discovery Agent I EE &<

£
REREREARBITH

BEREER

FIEREER

ENMBEBREREN

Command

sudo /etc/init.d/aws-discovery-daemon

status

sudo /etc/init.d/aws-discovery-daemon

start

sudo /etc/init.d/aws-discovery-daemon

stop

sudo /etc/init.d/aws-discovery-daemon

restart

£ Microsoft Windows & Discovery Agent I2/F

AT LAEB Windows Server Manager Services £/ , E R KB EE Discovery Agent 1T AR, T

RBANITH &

£
REAREEAREHTH

RBEREER

FILREER

EFMBREREN

RIS E 8

AWS RRREER
AWS RZEEFER
AWS RRREER
AWS RREHER
AWS FRREREER
AWS BREEFHER
AWS FRZEREER

AWS RREFIE

AR % AR RE/ B 1F
ER%A

i#IZ Start (B @),

#1E Stop (fF1k).

i#1E Restart (EFTE),

1£ Microsoft Windows E EE2FF
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AWS FEREARRRE

ERAEER

fEBRZ & Discovery Agent
W E R MR ZE Linux A Microsoft Windows £ Discovery Agent,
£ Linux L ##Rr% % Discovery Agent

AEIER A AT R RR 2 8 Linux &Y Discovery Agent,
MBHEFERANE yum EHEEE | EFHEBRETE REER
- MRFEAyum , BEATIGSHBRZERERN,

rpm -e --nodeps aws-discovery-agent

MRIEEAN R apt-get EHEEE |, FHEREZE REEX

s

WMRER apt-get , FEA TR THEBRLZELERX.

apt-get remove aws-discovery-agent:i386

MREFEANR zypper EHEEE | BHRRTZHENREREN
o WMREH zypper , BEA TG THRRZERERER,

zypper remove aws-discovery-agent

£ Microsoft Windows Lt fi#Br% 8¢ Discovery Agent

S EIER B AN{AI R BR &2 2 Miicrosoft Windows _ERY Discovery Agent.
EEMBREZHE Windows EHIRZERERER

1. 7£ Windows A58 RI% HIE 4R

2. EERIAL,

3. EERANIbEE,

4. EHAWS HRERERER,

fEBR L & Discovery Agent
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AWS ERERERRE EHAEERE
5. EBEMRZTHE,

® Note

MRGBEZBEEBRZERBEACREFRERERESX , B /repairfl /
norestartiBEH T T,

.\AWSDiscoveryAgentInstaller.exe REGION="your-home-region" KEY_ID="aws-
access-key-id" KEY_SECRET="aws-secret-access-key" /quiet /repair /norestart

AW TSIE Windows LFRREZERRAERER
1. LUBBEARE—THRK,

2. EEBTRERFT.

3. FEAUTHHE Windows FEBRLEFERZRERER,

wmic product where name='AWS Discovery Agent' call uninstall

® Note

MR . exeBREFERFARSRIL , BAUFEATIGS , RAREZTEBRRZEREER, 0R
BERAEGSHRBRETE  IEHFRERERABTIEEMFEA /repairM /norestarti#E,

.\AWSDiscoveryAgentInstaller.exe /quiet /uninstall

B E) #11= 1k Discovery Agent B ¥ &

EBE] ML E Discovery Agent 2% , MRERKRERF L , BUUEFHREEC, EALIER PSR,
NIEB #1T API EIYAE AWS Migration Hub 32 & A EBFE 1L BRI ESS |, BB FRABBHE
&R E AWS CLI,

R ME BRI E 26



AWS R RR RIS EAEEE
&% AWS CLI BT L BRI E

1. MREEKREEM , FRE AWS CLI BEBEERKEERM (Windows 5 Mac/Linux), MFER
By , 552/ AWS Command Line Interface & IER™.

2. BR&GSIRRFETT (Windows) Si&H# (MAC/Linux).

a. ®A aws configure A& IR Enter &,

b. ALK AWS FEI2R ID F AWS REFIEIR,

c. MALHERESZBNEES , HlI us-west-2, (FELEFIH | ZFBRER us-west-22
EHNEEEE, )

d. BATFERREHBENM text,

3. AESKREEFLIMBEMBREZAEREXNID, FRATIGT

aws discovery describe-agents
4. HEAREEXRKRENNE  FRATIST
aws discovery start-data-collection-by-agent-ids --agent-ids <agent ID>
FEFLERERANENNKE  FRATIST :

aws discovery stop-data-collection-by-agent-ids --agent-ids <agent ID>

EREREED ZH AR
W EME®E Linux 1 Microsoft Windows £ HY Discovery Agent #FER K
Linux LAY Discovery Agent #fER

MREFE Linux EZESHFEH Discovery Agent BHBZIRIRE , 2B T 5B &KMBRENIES, B
SR A EREXRHEEE Application Discovery Service BRIV B ERIER , AWS Support BE S
RIBEER,

. B

Discovery Agent #9 B 558 R R T 5 B &,
REREEAREIH 27



https://docs.aws.amazon.com/cli/latest/userguide/

AWS FEREARRRE EREES

/var/log/aws/discovery/

B

AFEREHEA  WEHEMRHEXIEMEN,. BBHARENHRREAESL.

3

- HREAE

v

¢

Discovery Agent 2.0.1617.0 MR E#T AR AR B RBE RN T 5B &+,
/etc/opt/aws/discovery/
2.0.1617.0 Z Bi#J Discovery Agent iR A 4ERERE R A T 5 B 8,

/var/opt/aws/discovery/

- WMEUWABBRENR Discovery Agent FIERER , 52 B Discovery Agent B 55 R4

¥ Microsoft Windows £ #J Discovery Agent 3 1T & [ 50

W R IBFE Microsoft Windows &2 £ AWS Application Discovery Agent B Z|fERE , FSE T
SIEE@REMERNIEE, AWS XEBESEWHBIEEHEMRIERX I HEE Application Discovery
Service HIEMRIFFERELER,

. RETR

EREEBERT  REEXZEG ST R, Hlin , E Windows Services Manager B Rk & IRFE 14
KREBY , EOeRBE LM, TEEERT , ¥ /log install.log Ea S REAFMEALE B,

- EERHK
£ Windows Server 2008 ME#ThrA+ , KEREX HFFEMNR T3 8 #.
C:\ProgramData\AWS\AWS Discovery\Logs
£ Windows Server 2003 # , RIEEX BEFERA T 5B 8.

C:\Documents and Settings\All Usexrs\Application Data\AWS\AWS Discovery\Logs

# Microsoft Windows _E#Y Discovery Agent ¥ 1T fER 28



AWS FEREARRRE EREES

AFEREREA  WELHERHAZERY. ABARIREEAES.

- HHREREE
1£ Windows Server 2008 MEFHMAF , REERXERBERNVA TINVE,

C:\ProgramData\AWS\AWS Discovery\config

£ Windows Server 2003 F , REENERBERVR TINLE,

C:\Documents and Settings\All Users\Application Data\AWS\AWS Discovery\config

- WMFE A BRERR Discovery Agent FIERER , 52 B Discovery Agent B 55 R4

# Microsoft Windows £ #J Discovery Agent 1T # FE 2 B 29



AWS FEREARRRE EREES

Application Discovery Service A EBE W ESS

Application Discovery Service IR NEEER (Agentless Collector) R —EAZIBEEAREN , &

BEAEERNSZRUEEBADFBRENEN , DERRSZEEENRA (S0, EERK. CPUs
HE. RAMBE ), EREPHER. £AXRER , UARRDBFERARFZEERRENER. £
FARRRNERIE (OVA) BERELR VMware vCenter Server IREH Z# Agentless Collector 5
EEHEE (VM).

Agentless Collector EFEH{LEEE , RFFHEMAZE Agentless EF 7. Agentless Collector 2
VMware VMs M7 # Rl iR2F N EERINIEH, BRRME—(EEE , ARRERIPEE MRS 2 BHERK
RENER,

Agentless Collector EiBWER I EBB MR MERIENFERAFMBERER , URAIPIBEM[KREEZEH
MW REESR , ’KXE AWS Application Discovery Service ( ERRRNIRRRIE ) WERWE,

Application Discovery Service 82 B4 AWS Migration Hub , EERIE T EAS S EBREEAER
FE-FERARKECEBER. SR RRETNMAAREE. B8 Amazon EC2 B3R, REBLERKE
R, BARSIEIIERAERD  ABRETEEHA Migration Hub T A EHSEEARINER

=
ARRE,

Agentless Collector B EHM 2 T ERIUEEE 2 B2 AWS Database Migration Service () BEAWS
DMS, WEABBRBREEBE AWS B, B UEHERENS T ERRERERIZREBETN
ERENDNARS K YBRVEEBBE WRAKI[EST AWS Ein, LERNERBGWE CPU, &
BRAMRAENERNEFEERNERFERARESE, RESELEEZE , B LEH AWS DMS *
BRAEREERFERERNBZRER,

Agentless Collector B 5& R4

LR 26/ Application Discovery Service Agentless Collector (Agentless Collector) 9 5 5R &4 -

- —HZE AWS IRF,

- £ AWS Migration Hub EBFE2RER AWS IRF , 528 & A Migration Hub TR AW EREFEFEZE
H. &H Migration Hub EREFRELZNEESE , LARKRR, REMNEBLEM,

- REAFEA AWS ZEBX AWS HIRF 1AM £
#&AWSApplicationDiscoveryAgentlessCollectorAccess, &EFAEREM DT
ERUNERE |, It IAM ERE UL AEAMERTFZE IAM BUERMN DMSCollectorPolicy
FleetAdvisorS3Policy., WFEFMEN , FSBEE Application Discovery Service A IEFRE
W EEEE. IAM fEF & % ZBFE Migration Hub EEIFHEEN AWS tREHE I,

TORIRE 30



AWS FEREARRRE EREES

« VMware vCenter Server V5.5, V6, V6.5, 6.7 = 7.0,

(® Note
Agentless Collector X BT A ELRAK VMware , B3I B st 6.7 M 7.0 iRESTH
o

« ¥ VMware vCenter Server 52E , FREEZ U ARGHEREEFBNMNEETFUREN
vCenter &,

- Agentless Collector EEFEIB TCP E{E18 443 %@ AWS S E£TELEFERN. NEELRENF
B 2B REBRABLEHEFEER AWS i,

- TEFHEREMSMERKERE | BEMLRKRES Migration Hub EEEH FEIT AWS B
Amazon S3 fF#FiTHR., EREMSMERKEEESKEFRPEERFRIEL Amazon S3 #EFET
B, MEHMET , 528 (Amazon S3 FRHEIER) PHNEFEIFITE,

« Agentless Collector % 2 lRF E ESXi 6.5 HEH R,

AXIE B MR AE L 7 AWS #81

MERFEBENELHERZEIRS , BXEEMHABRE , LAFFELFE Agentless Collector
FTER AWS @1, WL AWS BEFEEE HFEEEBURR AR Migration Hub X EIF XA (R
M) B, us-west-2 HEMEIT,

WME AWS BHRE £ [EIH 2 us-west-2 , A THEEEE L FHUE !
« arsenal-discovery.us-west-2.amazonaws.com— YA A ERBHFEHEREMEN

IAM EAEBE. ERStUEFHATCREEZNBFZRENER , RATEEER us-west-2,

- migrationhub-config.us-west-2.amazonaws.com- WEERSSFEALMAE , BIBIREHEHN IAM
FRAEZEAER , YW ESRSEREEERHEEESE,

« api.ecr-public.us-east-1.amazonaws.com— YRS F A ILBITRIRE T AN EH.
« public.ecr.aws - WESEFEALBEH TEHRERN.

 dms.your-migrationhub-home-region.amazonaws.com— WEEESE A L BITEHRZE AWS
DMS &Rl &g,

« s3.amazonaws.com - WESSFEALRAE K BEREMDTERRERBARENER EEZEN
Amazon S3 f#17ETEE,

« sts.amazonaws.com- WERFERA LR T BB ERCRENIRE,

RER AR 31


https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html

AWS ERRXRRBH A
MR AWS ZWIREFIEEEFR , A THEEEEL FI#E us-west-2 :

« arsenal-discovery.us-west-2.amazonaws.com— YEZ A LAERBHHEREMEN
IAM R EBE.

 arsenal-discovery.your-migrationhub-home-region.amazonaws.com- W& FEH

LB REEMFEFRENE R,

« migrationhub-config.us-west-2.amazonaws.com - WSS A LMAESE , BIFREMHEN IAM
FEAEZAER , HIE N ESRERERHEA D HEE RS,

« api.ecr-public.us-east-1.amazonaws.com— YRS F A IBIERIRE T AN EH.
« public.ecr.aws - WERFEALMBEH TEHERN.

« dms.your-migrationhub-home-region.amazonaws.com— YgEEE5{E A b A IEEAR E AWS
DMS &Rl &8,

« s3.amazonaws.com- WEFSFEALRE , BEREMND TERKERBARENER LEEZEH
Amazon S3 f1ZETEE,

« sts.amazonaws.com- WESEALFEER T HRKNEIFERENVIRS,

% E Agentless Collector B , RAIRERURBISEES |, IR EXRK - BRELNBZAER , REBSA—
IRBAWS L EIR, FHERHERRE. ELHR 82K A Agentless Collector EFREVEREFEEE
HFEA E A —1E AWS BIigH HTTPS B4R kK P& X o

MR AWS HEEE T EE 19ELR | B Agentless Collector EEREHN AL BIRBWEEZ R, WENM
B ERNFHERA AWS |, F2H B EEREEXKRESERE AWS BB &L ER.

R Application Discovery Service FEREE R WK 2T

= E B2 Application Discovery Service Agentless Collector , A EKE I IAM ERAEN THKE
. LEEEERS 5| ELRMBRESRFIEFRIS R,

% Agentless Collector 237 IAM 5 &

= E M Agentless Collector , & A Migration Hub 3 AWEEFERHEMHBELE REAN
AWS tREhE I AWS Identity and Access Management (IAM) fEF &, A& , St IAM ERERE
BERLLT AWS ZEBE AWSApplicationDiscoveryAgentlessCollectorAccess, EIEEI IAM EH
HEREE L IAM BUR,

BE W ER 32



AWS FEREARRRE EREES

EEERENENMSTERKERE  FEYMEFFZE IAM BEX, ELBERAREFE Amazon
S3 f#1fFRTH8 AWS DMS M APl MFFMEF , F2H (AM EHEER) FRNEIEFXERXK,

- EAT% JSON X FEREIDMSCollectorPolicyBiiR,

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"dms:DescribeFleetAdvisorCollectors"”,
"dms:ModifyFleetAdvisorCollectorStatuses",
"dms:UploadFileMetadatalist"

1,

"Resource": "*"

}]
}

- FAT% JSON BRIEHREZFleetAdvisorS3Policy Bk,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:List*",
"s3:DeleteObject*",
"s3:PutObject*"
1,
"Resource": [
"arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"

ELEREBIF | #& bucket_nameBR BIERTE S RMGEH LT BRAREI Amazon S3 EFITE S,
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AWS FEREARRRE EREES

RPEREEILIIEEE IAM EHELUER Agentless Collector £, BIUFERE IAM FHER | FE
RL2REEERTREER , BFFERAEXEHTT.

BUFEEES IAM EHE LUEE Agentless Collector £ A
1. 71 # AWS Management Console , fEFAZARE FREFEFH AWS IRFE |, EEZE IAM Fi12
A & A Migration Hub AW EEFEESE,

2. KRIAM EREEREPELEN AWS IREHFEY IAM EREDRAR , FRFESBYEHENE
RREVIHEES IAM ERE

EfE IAM EREERPHER
- EENFREENSRD  EREXRFE. FIE  BHATER  BERAELFEERAR
B IAM EREZEABRRAWS FHERER , T RINEE AWS 2 EFEG

- EREFTHENSRY  EEKRERXEREEZEFAENEE, RAERBREESE
BAWSApplicationDiscoveryAgentlessCollectorAccess AWS ZEHXK.

EE | EEIDMSCollectorPolicyMFleetAdvisorS3Policy®EFZE IAM BXK,

- ERBEAETNSR (TR DsIABFINER ) WSRT |, FEEARAEEREH
FHRE®R D NAEZFHNERAETEZLNBINETIZEHPNEE, LEFERE FEAE
LENERREENERARES.

ERWMRTFHNER AWS NE2HEER., NFHRSR/NER , F2H (AM £AEER) +
M HEERPBENEARFEHRBRIFRER.

T & Agentless Collector

& EFRJE Application Discovery Service Agentless Collector (Agentless Collector) , &4 BT I EE
Agentless Collector Open Virtualization Archive (OVA) #3, Agentless Collector 2 &% 2 1E R EFE0
& VMware IRIFEFHERZR. WTRRAMMATHRWESE OVAER , T—ESRARBNAIIEX
N

THUWNESR OVA ERIBREFTEMEHEMN

1. BAVMware EE 8 5 5% A vCenter , W BERETH Agentless Collector OVA fERH B £,
2. #®T% URL F&E OVA EX :

EAERERER OVA

THkESR 34


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://s3.us-west-2.amazonaws.com/aws.agentless.discovery.collector.bundle/releases/latest/ApplicationDiscoveryServiceAgentlessCollector.ova

AWS FEREARRRE EREES

3. RBENRBERRDEANMBERL , TH MD5 5 SHA256 B
NEUESRERANENER. CATENERREE LRSRPT

B ApplicationDiscoveryServiceAgentlessCollectorfIfE=R,
4. BRIBEH Linux B4t , THRAEER MD5 = SHA256 fihy , JRERTE

ApplicationDiscoveryServiceAgentlessCollector.ova ERNMBHERTEETH

#%& B MD5/SHA256 fE RPN EMAF,

$ md5sum ApplicationDiscoveryServiceAgentlessCollector.ova

$ sha256sum ApplicationDiscoveryServiceAgentlessCollector.ova

& Agentless Collector

Application Discovery Service Agentless Collector (Agentless Collector) &1 AFEE VMware
REPLZENERRGE, AERBMMAZIBEE VMware IREF THA Open Virtualization Archive
(OVA) X,

Agentless Collector FE % #25 #7 1%

Agentless Collector version 2

EZE R — Amazon Linux 2023

RAM - 16 GB
CPU -4 @&
VMware E3R - 55287 VMware E#11T AL2023 9 VMware F#ER

Agentless Collector version 1

. ¥EERH - Amazon Linux 2
« RAM-16 GB
« CPU -4 {@#&1>

THREFEZES 5| BEE VMware IREF EBE Agentless Collector OVA 1B,

BE W ER
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AWS FEREARRRE EREES

EZB& Agentless Collector

1. BA VMware BE 8 575 & A vCenter,
2. EATIHP-—ELERZE OVAREE :
AU BEER EEFEOVFELR , ERNAE LB THNRESE OVAER , RER
BREE, REMARFEEEBRRNPHRERES EEIRE,
- FRATRY  EERGTIREWESR OVAER , BTHXEMEA VMware Open
Virtualization Format Tool (ovftool), &Z T & ovftool , 55t OVF T EXHEMZEEMRA,

LT 2R ovftool 875 TREZKINESR OVA 1ERIVEH,

ovftool --acceptAllEulas --name=AgentlessCollector --datastore=datastorel
-dm=thin ApplicationDiscoveryServiceAgentlessCollector.ova
'vi://username:password@vcenterurl/Datacenter/host/esxi/"’

AT SR EA &5l A 44 Y B

- ZREEEMRAR Agentless Collector VM HI & &,
- EREMER vCenter PERIFHENEE.

- OVA EREBRETHAWERR OVA BREH,

- FRELB/BIEREN vCenter BAEH,

- vcenterurl & vCenter B URL.

. vi B2 VMware ESXi E#HEEE,

3. 1£ vCenter F &K B ZEM Agentless Collector, £ VM LIZ—TEEAHE , AR BERKE
B, BER.

4, #HoiE®R  WERM P it FFRE vCenter 1, B LAERALL IP i BEREWERR

fZHY Agentless Collector £ &

T 52 F R 88 I ZEN Application Discovery Service Agentless Collector (Agentless Collector) F 3

AN
Ho
1ZHY Agentless Collector £ &

1. BB Web BIEES , ARTEMUY P8 A TS URL : https://<ip_address>/ , H

<ip_address> 2R B KURESS IP it #fFE Agentless Collector,
ERREEERA 36



https://www.vmware.com/support/developer/ovf/

AWS EARRERBS EAEEE
2. ZE—)R1FH! Agentless Collector i , iR ERBFER., <& , RREEREEA,

MRIERE—IRTFE Agentless Collector 2 & |, ETREH HEBEREEXWES. B, £aF
B Agentless Collector & &Ko

REBNEENNSE:S

Application Discovery Service Agentless Collector (Agentless Collector) & Amazon Linux 2 B E
BHES (VM) T —HEiEREAM{I1E Agentless Collector £ & HIEEE Agentless Collector B L& E W
588 VM,

HEREEAEEXNEREE LRERESR VM

1. HRKRERER  BARESNEBRAE, EBALIIEEZR  EFRESBHRFET.

2. EERRBZST ,mA AWSIRF IAM FRHEN AWS FREBNAZ 28 , UEE MABENH
IRE , BKKESRRERIINER,. 0F IAM FAEFERNMEEBENR , 528 3=E Application
Discovery Service B EEN NESS.

a. HRAWS EH L K WALEEAEN AWS IREZIRE IAM FAENEZERESE,
b. $¥AWS AEE K WALEREEABN AWSIREZIRE IAM ERENALZ S,
c. (BA) MERENPEREEFAREEFENAWS , FRAREIH, RBEEER  UREEH
FERARERERRBETE I REMENEAESR,
3. 1£ Agentless Collector ZiF T , 2 E AR BT Agentless Collector FEUER 215,

- BISESKNE
- ZFRRESENN8E 64 BF 2B
- BEBMXEELIEUATHERRN PN —EFT :
- NEFH (a-2)
- KEFHE (A-2)
- HF (0-9)
- FREFT (@S ! #%*? &)
- BIBETREIETIFAUANEBHRTT : @3 ! #%* ? &

a. &F¥ Agentless Collector 285 , & A A 2RER B W SR I EVERN 218,
b. HREHE A Agentless Collector B , EERE , EE AW ARE,




AWS R RRRH EREEE
4. HEEMBRET  BEARESN. aLEEES  HENZISE R

5. EERA Agentless Collector WE BN E#T , FEHMEET , EIBEER Agentless
Collector, MREARZEULZENG R , AIFEEF B FE#T Agentless Collector , #1 H AR F By E#

Application Discovery Service Agentless Collector,

6. ERREFERE,

T EERAZANKRER[ARBER.

ERARER

- (iEF ) ERE Agentless Collector VM HIFREE IP it
(iZF ) A DHCP # Agentless Collector VM E %A

- (i) RE Kerberos B0 BRFBEEAHE

(18 ) X7 Agentless Collector VM BIFREE IP ot

T 5 EERREA a{a 3% XE Application Discovery Service Agentless Collector (Agentless Collector) VM #9
AR P thit, FB—IRERE , WER VM SEREACEADEEIHAREABE (DHCP).

® Note
Agentless Collector X IPv4, ©EFX1E IPv6,

Agentless Collector version 2
REUWEERE VM K RRAE IP ihit
1. & VMware vCenter W& T 5K ER

- TR IP it - FHERPARETM P iy, HIa0, 192.168.1.138,

« CIDR #¥%iEE - ZEHS CIDR B EZ , FREXERES VM B VMware vCenter
BE 1P it ERE, Bl /24,

- TERREE - EEHESERMAE  FREtEWESS VM B VMware vCenter F# IP bk 5%
Eo i, 192.168.1.1,

- TEDNS- BZEHRSEE DNS , FRELEWESE VM B VMware vCenter # IP 31 5%
Eo flun |, 192.168.1.1,

(A ) FREWERS VM TFEE IP it 38
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ERAEER

5.

- (ZEHMH ) XEDNS

- (BEA ) AR\EEE - ERRWERIERAMESE B vCenter T URL.

BIRUNEERS Y VM 12 Bec2-user , WHERAZIEL & Acollector , N HEHIFT R,

username: ec2-user
password: collector

EERGHEHEEPRAT I RS RERBENE,

sudo ip link set ens192 down

A TS REHN EAERE,

a. FEATH®S , & vi w2+ BIRX 10-cloud-init-ens192.network,

sudo vi /etc/systemd/network/10-cloud-init-ens192.network

b. FEALEREEBEASBRPVRENEARENE , M TIEHIFIR.

[Match]
Name=ens192

[Network]

DHCP=no
Address=static-ip-value/CIDR-netmask
Gateway=gateway-value
DNS=dnsserver-value

{Eﬁ TEU&E’%E%&%iﬁ% ﬁ%\l L (DNS)O
a. FERATIHSE vi B resolv.conf %X,

sudo vi /etc/resolv.conf

b. FATHGSEN vi Pl resolv.confiE®,

search localdomain-name
options timeout:2 attempts:5
nameserver dnsserver-value

(A ) FREWERS VM TFEE IP it
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ERAEER

THEHIFEREHFEEresolv. confIEE,

search vsphere.local
options timeout:2 attempts:5
nameserver 192.168.1.1

6. WA TREAMEMERE,

sudo ip link set ens192 up

7. EFRE VM, WS HEIFTR,

sudo reboot
8. FATISRRBENBERFLE,

a. BWATHGS , BE IP it RERIERRE,

ifconfig
ip addr show

b. WATIGT , REFMERSC EMRIME,

route -n
o tH R UR T B €851
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref
Iface
0.0.0.0 192.168.1.1 0.0.0.0 UG ] ]
172.17.0.0 0.0.0.0 255.255.0.0 u 0 0
docker0
192.168.1.0 0.0.0.0 255.255.255.0 U 0 0

c. BWATH&S , BERET L ping 28 URL,

ping www.google.com

d. FEERMEF L ping vCenter IP #t HEMATE , 10T 5IEHIATR.

Use

@ etho
0

(A ) FREWERS VM TFEE IP it

40



AWS FEREARRRE EREES

ping vcenter-host-url

Agentless Collector version 1
REWEEE VM HEREE IP Ht
1. # VMware vCenter WEE T SIHBEE & -

« TRRE P Myt — FHEBEHPOREERY IP sk, B0, 192.168.1.138,

- WBREESE - EEMERAKES  FRELEWES VM B VMware vCenter E# IP i 1ik 5%
Eo Hltn | 255.255.255.0,

- FEREE - EEMEERME  BFRELEWES VM B VMware vCenter £# IP bt 5%
Eo i , 192.168.1.1,

- FEDNS-ZEBBETEDNS , FHREFLXEWESR VM I VMware vCenter =4 IP it 5%
Eo Bl , 192.168.1.1,

« (#EH) XEDNS
« (1BA) AEREERE - EUERESRINERERAE BB vCenter = URL,
2. BBUNESRH VM £ Bec2-user , WEARIFLL E Acollectoxr , N T HIEHFIFT R,

username: ec2-user
password: collector

3. EERRREPEATIGSRERBRNE,

sudo /sbin/ifdown eth@

FERATIZREHRTME eth0 FHRE,
a. FRATH®S , £ vi fmEEES P BARK ifcfg-eth0,

sudo vi /etc/sysconfig/network-scripts/ifcfg-etho

b. FEALEREWEBREASRPVRENEARENREE , MTH AR,

DEVICE=eth@
BOOTPROTO=static

(A ) FREWERS VM TFEE IP it 1
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ONBOOT=yes

IPADDR=static-ip-value
NETMASK=netmask-value
GATEWAY=gateway-value
TYPE=Ethernet

USERCTL=yes

PEERDNS=no

RES_OPTIONS="timeout:2 attempts:5"

5. FATISBREHBHBZREL (DNS),.
a. FATISHSE vi ¥R resolv. conf X,

sudo vi /etc/resolv.conf

b. FATHHGSEH vi Pl resolv.confiEE,

search localdomain-name
options timeout:2 attempts:5
nameserver dnsserver-value

THEHIFERCHFEEresolv. confEER,

search vsphere.local
options timeout:2 attempts:5
nameserver 192.168.1.1

6. EWATSaSREAMEERE,

sudo /sbin/ifup eth@
7. EFEE VM, T HE TR
sudo reboot

8. EATIIZEREBREENMBIRERTE,

a. BATIHS , BZE P it EREERERTE,

ifconfig
ip addr show

(A ) FREWERS VM TFEE IP it 42
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ERAEER

v/

b. WATIGRT K REFMERSC EMRIE,

route -n

B EEOUR T 556,

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
Iface

0.0.0.0 192.168.1.1 0.0.0.0 UG 0 0

172.17.0.0 0.0.0.0 255.255.0.0 U ] ]
docker0

192.168.1.0 0.0.0.0 255.255.255.0 U 0 0

c. WMATHGS , BERETI ping 28 URL,
ping www.google.com

d. FESRMEFLL ping vCenter IP #t HEMKTE , 10T 5IEHIATR.

ping vcenter-host-url

(i#H ) £/ DHCP # Agentless Collector VM E &% E

T35 BBERBA I EFEXE Agentless Collector VM LAfEH DHCP,
Agentless Collector version 2
REWEES VM LAEA DHCP

1. BEERRRIREEDET T mSRERRBNE,
sudo ip link set ens192 down

2. FERATIZREFRNTEERE,

Use

® etho
0

a. FEATHGS , £ vi mESSP B 10-cloud-init-ens192. network &=,

sudo vi /etc/systemd/network/10-cloud-init-ens192.network

(iR ) /4 DHCP #§Uk&Ess VM EFLE
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ERAEER

b. EH{E , BT FIEAFIFFR.

[Match]
Name=ens192

[Network]
DHCP=yes

[DHCP]
ClientIdentifier=mac

3. B AT5IapHLLEER DNS R E,
echo "" | sudo tee /etc/resolv.conf

4. BWATHan o RRBUAMEERE.

sudo ip link set ens192 up

5. EXFREWERSR VM , TSI FIFTR,

sudo reboot

Agentless Collector version 1
REUWEERE VM LAEA DHCP

1. EERKRE T EIT T 565 RERERNH.

sudo /sbin/ifdown eth®

2. ERATIZRERBEERE,

a. FATHHSE vimESFTRR ifcfg-etho #EXR,

sudo /sbin/ifdown eth®

b. E# ifcfg-etho EBRPHE , NTIEHHIFTR.

DEVICE=eth0
BOOTPROTO=dhcp

(iR ) /4 DHCP #§Uk&Ess VM EFLE
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ONBOOT=yes

TYPE=Ethernet

USERCTL=yes

PEERDNS=yes

DHCPV6C=yes

DHCPV6C_OPTIONS=-nw
PERSISTENT_DHCLIENT=yes
RES_OPTIONS="timeout:2 attempts:5"

3. BATHIHSLLERR DNS %2 E.

echo | sudo tee /etc/resolv.conf

4. AT RRBUAMEERE,

sudo /sbin/ifup eth0

5. EXFREWESR VM , T 5IEHIFTR,

sudo reboot

(i#F ) 52E Kerberos B0 B EAGE

MRENEER KA IRETZE Kerberos &7 BRFEAWE , BIE AT LASE A 1@ FA 19 EE AR Z 8 R BR
25, BEIEHKM , BAAEERTE Application Discovery Service Agentless Collector VM,

T 5 HERERBA MN{a#E Application Discovery Service Agentless Collector VM £ &% 7E Kerberos & 7 B2 7%
BAAE.

EUWEERS VM £E%E Kerberos 0B B HE

1. BIRBUKERRN VM £ HBec2-user , WFEARBLL & Acollector , T HEHIFTRo

username: ec2-user
password: collector

2. 1 /etc ERIRFFAMKrb5. conflBEER, HEEEM , BUUEATIEXTHM,

cd /etc
sudo nano krb5.conf

(ER ) B&%E Kerberos 45
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3. FEATIEAEHKkrb5. confHREER,

[1libdefaults]
forwardable = true
dns_lookup_realm = true
dns_lookup_kdc = true
ticket_lifetime = 24h
renew_lifetime = 7d
default_realm = default_Kerberos_realm

[realms]

default_Kerberos_realm = {
kdc = KDC_hostname
server_name = server_hostname
default_domain = domain_to_expand_hostnames

}

[domain_realm]
.domain_name = default_Kerberos_realm
domain_name = default_Kerberos_realm

REER , ARERXFRER.
4. EFBEKERE VM, 0T HIEE TR,

sudo reboot

5 F Agentless Collector Network Data Collection & #H

MR ERRERETRERRESMBEN P OARSFZ ERAKNE, LERENTRETHEREN
WM ERRERER , EmINEEBRE,

s E RN SR EERE VMware vCenter =B B R ARER , L0 #HTHRIR IP EELMRARSFA B B
iy IPERHERE,

&

- REMBRERNEER

- Network Data Collection #&#H & #9 {7 AR 83 ik A&

AR ERKERE 46



AWS ERRNRRRH ERAEER
AREMBRERINERE

AR ERINEEEZWER B VMware vCenter 184 2 A IRESEFNRRER, Hit , EEFARRE
FHREEEE | FBEFRE VMware vCenter 184, MEER , FER NI EEFIWIES :

1. the section called “ZpE U ESS"
2. the section called “IFEURESRETEE”
3. the section called “5% E U EEES”

4. the section called “fEFl VMware & RN EEE"

REMB AR ERE

1. 7£ Agentless Collector ERIRVFERERRERERD |, BERRBERER.
2. HEMREHFSEEL , BEHFHWKES.

3. EBZAERERYD BAFDL—HEBAER, BRZTLUBA 10 ABAER, EBHEE—rEFHK
EAR[ERR K SERMEERAEH , BEFRI—EHEMNBEAERAL  REBEXRTE , X
EREBERTBRER, NEREBRAERNERN , 52 Bthe section called “BREEAER,

4. HERBERIREERRT K BEEARF[EFRBKEBRBUEES  FENEBDRHAERK
%,

5. WMREEARERE WinRM & , BZEEA WinRM BERE,
6. & Save (A7)

7. B15PEEARKFLETHRE, FEEEEEARFESERNFRENR  FENARFIERE
o fa) AR 25 2 A B9 B ER 5 R

REBAER

MR E R EE B LR WinRM i Windows fAIBRERKEE R, ©6H SNMPv2 1 SNMPv3 ¢ Linux
A fRR W EE R,

WIinRM EA&E#} :

- EEEATHEE 2 Windows tRFHEHEZBMER

« \root\standardcimv2 $i6p & =R EEFEUE
« MSFT_NetTCPConnection ¥3IKEEGGF A

REMRERKEER 47
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ERAEER

. Eim WMI 7E

- BREBRERIEABRIVEFTNERRBIRS.

- BREARAEESNAKERSIKRS,

« EHZIE 5986 (HTTPS) 4B W EESH B 2 [ IRES < BB .
- BRER WinRM BERE, WEFRTE WIinRM BRENVFEME , 552 RBithe section called “TE5%E

WinRM BERFHREBEZSHNEIREE"

o

SNMPV2 B AEH :

- RRMAIFE 1.3.6.1.2.1.6.13 WMEBE LB

F&, *0ID

« SNMPv3 & SNMPv2 &fE , A& SNMPv3 W& &M BFTRA

- B3R 161/UDP A EEINESSF HEM[
- EHREMNIETERMFFS

AR 25 < B B RX

- BERERNFH , HE0 "public" = "private”

« BUBFTEER/ER

SNMPv3 & A& #}

- RUEERERB/RBNG 2 RE/BILE
OID,

« JEIZIE 161/UDP AEEWERN B EM
- ARG RBEANETARE

FMER , UARATEE 1.3.6.1.2.1.6.13 WMEBFF AT, *

AR 25 2 BB RK

- EABKSDBREEAGBE (SHA B5LR MD5)

- ERAMKXMEERAEE (AES BR DES)
- ERBRMNZRETE D RENEBILE
- ERAKE-NERERRE (BRERER

BEABREEN -—REEER

- REMFERBRAEH

- EMWRFTERAER

- FRAEBEESEYL2REE
- ERBAEHAE

)

REMRERKEER
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AWS R RR RIS EAEEE
- ERBREERERR  TERFRAENRELEFFT

MR ERMBEER

RN ARSER , WERSEXASE P N SREEREZAER . REHFKIFTHRHNEAESR
®, REEAREAEN, EEMAHER  KEHRSESE 30 2. 2/, 8 /M, AR 24 K
RUBERARFNBEEN, ERAM6RR  KEFRTREBRER - AMARENEAER, BE
FORWERE  FEERERERRFEENBEINEEMER K IBERERNERRARSR.

Network Data Collection 1848 & i {a] BR 88 AR A&

TREAESMEE,

Status =% 3

W gL o Wt & EREFNE R ERE I

B4 SRERT B A FRER HABBERFIEE , ERERBRERRERE
M, MEFHMER , FEIARSI LA HRERR
HIRZEL T o

SE] RIEHEREAERNFARE. EMREREHM
RIRBEEAER,

mE R RSN ERINEN KRB, EERRKESE
# FRERRWERS.

#FE ESCHER , BRRERES, EFLIE K A

BRENEEFE,

$F VMware vCenter Agentless Collector & #I U EE1&E#H

R EiER A Application Discovery Service Agentless Collector (Agentless Collector) VMware vCenter &
FUREEE , AREEN VMware VMs K AIRSFET. RERNMEARER,

F&E
« E%%E VMware vCenter #J Agentless Collector & BN EE

MRERBEER 49



AWS ERRRRERS (&SR
- B VMware ERIREFHER

- 24 vCenter ERIINEH EE

« Agentless Collector VMware vCenter &R BB W ERN E R

X XE VMware vCenter 9 Agentless Collector &I E &4

A EIERBA AN{AI % E Agentless Collector VMware vCenter B RIUNEERRR | LLIEIRRY VMware VMs U EE
ARFET. RERBMEARER,

® Note

BitR vCenter FREZHI , FBHEEE T LA A RAF AN B R IRFF T EREM vCenter B
&,

% E VMware vCenter B ¥ UK EE1E 4R

1. 1E Agentless Collector ERRETMNWERINET , iEE VMware vCenter EERFRIFKTE.
2. FEERE VMware vCenter ERHNEEE £ , #11T T 3IENE -

a. Tt vCenter BAEBHRT :

i. &M% vCenter URL/IP , #i A VMware vCenter Server =819 IP #biit,

i. &% vCenter FREER , MAWERARE vCenter BAN AR FEEERAEER.
WP EREFERANERE domain\username = username@domain.

i. 7E vCenter Password (vCenter Z25) F i A ¥ 815 A & 2B
b. EERKEREFZET :

EERRENNRUEBEBKEER , FENBBFERERKE.
c. 1EIE Setup (B&RXE).
ETXR, £48FE VMware ERIEFHHERAER , T —EEEMR,
B VMware BRI EFHAER

VMware ERINEFHEFA EASRETEE FEREMN vCenter FHEFRE VMware vCenter B
Agentless Collector & £ EE#H

ERTE vCenter BRI EE 50



AWS AR RARS EAEES
EIRZEM vCenter AR T , BEREM vCenter 25IH T 5 vCenter WFHREEFA :

« vCenter fRIfRZEHY IP ik,
- vCenter FHI R fREEH &,

- BERIKRERMREE,

- BEREFURNEERE.

BEBEK vCenter A IRESABREERI vCenter fAARET , WIREFRE VMware vCenter ERINER
[i:1)8

MRERZEZFEEDRKERKE , EAMERALEE FNRAERNKREREBRBHEERKE, ERKRE
iR , RRRAELERFLENRE.

MRBEREHRBERRE , RIERKECRE.

& LATE AWS Migration Hub 2 &P RBINENER ., MREZWE VMware vCenter fAlfREEEFE
WER , B LVERBERKERN 15 PEENERAFETRNER,

MRERRAERFERERHE , AU ELERERN Migration Hub FiZEMR MR MRES , ABEK
Migration Hub £ 4., EHREETRIZNILE , MEWN{AZE Migration Hub £ AKNEF , T2H
BERENEER,

LTREBEEBRRAFHEZZENNERENEE S

. TCO (MEEERA ) -2 5 418
. EBRE - 2568

¥4 vCenter & Uk 55 1Y &1 E

vCenter EREFZE/ M@ ESX M VM WKEEST AT , F8EfEA Application Discovery Service /&
B, BUNFEARARE , EHERRENSGEEDEWLEIEM VM, BRI AFFEERHE vCenter T
WATE EHA VM, ERFIRFEF I,

(® Note

EAZEREEYR  RMEBTEREMTETEMNFF AR F Application Discovery Service #J
vCenter fEf &,

BHEMEEEE 51



AWS FEREARRRE EREES

UTEFRALFERIRBHENEREERS, EELRZEFERAR vSphere Client v6.7.0.2, HAtthR4<H A
FiRMRBF I EETRRE , BURNRIEFEAH vSphere A FimhR A

#Z B Hil vCenter FFFE ESX E#F VM HIEEEE H

1.

o M @b

£ 4889 VMware vSphere AAF i | 1212 vCenter , A1%1212 Hosts and Clusters (M EEE) =
VMs and Templates (VM EZ&i ),

BEERDOER , AREBEEF T,

BE vCenter EAE , AREZENE, REIBREAEAGNRR.
RABIIRERTRERR,

BEERI TR, AREEHRE,

REBE ESX TR EMB TUHHNEEESR

1.

EI&H VMware vSphere Fi Fimd |, 1212 vCenter , R#%312#2 Hosts and Clusters (EHEEE &) =
VMs and Templates (VM EZ&i7X),

ik 1212 Related Objects (FBEEYI#) A Hosts (X #),

AR (BR—TEBEG8) BENSIHEM , WKF1EIZE Al vCenter Actions (FTE vCenter
YE) 1 Add Permission (3185 7).

£ Add Permission (¥T#85F ™) T#% vCenter fEFAE#IEE E#, ¥ Assigned Role (3B A
f2) 122 Read-only (HEFE).

i F1Z 2 Propagate to children ([6] 52 Z&1%) 1 OK (F&E).

RRIFE ESX M F VM &R

1.

488 VMware vSphere Bl Fifis | i#12 vCenter , #A7%1212 Hosts and Clusters (E#E#EE) =
VMs and Templates (VM EZ&I7X),

ik FFiZ$Z Related Objects (FHEF¥IH).

iZ1E Hosts (X #) (B~ vCenter BAIAY ESX F#/5E) = Virtual Machines (E##23) (B RFIE
ESX # E8 VM B E),

FABAR B—TEBEEAR) BEINES MR VM B , L 4FIRIZE All vCenter Actions (FTE
vCenter B)4E) 1 Add Permission (#7385 ),

£ Add Permission (¥7385F ™) T#% vCenter fEFA E#TEE EH VM, &H¥} Assigned Role (3§
H A ) 122 Read-only (HEE),
BEWETE,
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® Note

1R 4258 #2 Propagate to children ([A R EE1E) , BMATUZERFIFBER ESX EHHM VM Ry
B, BETEHXEEMAIEM ESX T VM B ERAFT T,

Agentless Collector VMware vCenter &R U SE 18 4H I £ 1Y & Bl

LA & AR Application Discovery Service Agentless Collector (Agentless Collector) VMware
vCenter ERINERIBIRENER, MFEREERWENFMAET , F2EBRHE VMware vCenter #Y
Agentless Collector EHUREEE,

Agentless Collector VMware vCenter INEEZ RIH) &R KR E I :

- WEMNBERRUTLTHE (KB) BEN BRIEZEIEH),
« Migration Hub EEZEEFHRFERZ L MB (MB) BEMNFHE.

« LLER (*) RN ERBEALEEHR# Application Discovery Service AP| [EHERBEER .csv &

£

Agentless Collector & A CLIAWS EHER, BEFEMA AWS CLI EHRENESR , FEE

Application Discovery Service {£ &1+ Export System Performance Data for All Servers EH

RIS Ro
- WAHIBEANA 60 pERR.
o DNEER () RRWERBNEFER null B,

i~z [ iR

applicationConfigurationld” VM 7R EBEARER ID,
avgCpuUsagePct EERE CPU FAXRNFEEE DL,
avgDiskBytesReadPerSecond T 58 HA [ (R R A Y 39 L ST AR B
avgDiskBytesWrittenPerSecond W H R B ARRRH 9 TR E
avgDiskReadOpsPerSecond BHEE /0 BEMNFIEE null,
avgDiskWriteOpsPerSecond BREA /O RENFHHE,

VMware RHEWE K E R}
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ERAEER

AR

avgFreeRAM

avgNetworkBytesReadPerSecond

avgNetworkBytesWrittenPerSecond

computerManufacturer
computerModel

configld

configType

connectorld

cpuType

datacenterld

hostld’

hostName

hypervisor

id

lastModified TimeStamp
macAddress
manufacturer
maxCpuUsagePct
maxDiskBytesReadPerSecond

maxDiskBytesWrittenPerSecond

DU

B MB RRHFH A A RAM,
BYHEILTHEN FRIEE,
BHR AL TANFRIAE,
ESXi RS,

ESXi EHBEHNERER,

Application Discovery Service ¥giR#GHRE VM

9 1D,

BENEREE,

E R {BRY 1D,

VM ) vCPU , E#IERRER,
vCenter B ID,

VM EH#1 ID,
PITER BB ERERE,
Hypervisor F 383,

Al AR 2% IDo

ERIE N e &R SR B BB
VM #J MAC ik,
ERCRBNRER,

WA CPU AEN B S LR,
oA B R B AU L T A B LR,
WA B R ABRN A THEEE LR,

VMware &4 £/ E R
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ERAEER

BRI
maxDiskReadOpsPerSecond**
maxDiskWriteOpsPerSecond**
maxNetworkBytesReadPerSecond
maxNetworkBytesWrittenPerSecond
memoryReservation*

moRefld

name

numCores

numCpus

numDisks

numNetworkCards

osName

osVersion

portGroupId*

portGroupName*

powerState*

serverld

smBiosId*
state*

toolsStatus

iR

SYWERN /0 BENEBE LR,
BYEA IO BENEE LR,
SYERTHENSAEZE,
BUBANTENSAEZEE,

PR &I LB 2 VM EMREIERIBEIER.
It — vCenter ZEYIHZ % ID,
VM RERHER (ERAEEE ).
B’ VM B CPU B0 BI&.,
ESXi £# F# CPU BAKEE,
VM LHVHRBE.

VM EHBEEFBE,

VM EHEERKER,

VM M EERBRRA,

VLAN #9 5 SiE #8848 D,
VLAN MR BB iR BHA S 1B,
BIRME,

Application Discovery Service 24§ ID &R 1R

ZH VM,
RIKEE BIOS 1Y ID/ARAS .
BB ER BRI AR RE,

VMware T Epyi21EARAE

VMware &4 £/ E R
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i~z [ iR

totalDiskFreeSize ATAHERZE , 2L MB &R, AR vCenter
Server 7.0 M EF R4,

totalDiskSize HWERHNERE , LA MB kT

totalRAM VM EHTAK RAM # £ , LA MB A&,

type FHER,

vCenterld VM B — ID 5585,

vCenterName’ vCenter E#H E .

virtualSwitchName” ERIRBNEE,

vmFolderPath VM &R B &8,

vmName BN E R,

EHEREN D TERIRERE

AERAMMEKRE, REMEAEREN D TERKEERE, BUUAFEALERKEEARERZER
R, YRRADBHBEREN S MARF[UREFEERNNEEREE, NFEEBETUAEALEEKEZ
EIEWER , 5520 Agentless Collector & ¥ E 2 7 & BN EE W ER E B,

/A Important

SEERBA : 2026 F£5 A 20 H , AWS ##ER¥ AWS Database Migration Service Fleet
Advisor WX 18, 2026 £5 A 20 B2 # , Bi$#E 2B FH AWS DMS Fleet Advisor 12 A=
AWS DMS Fleet Advisor &R, MEFMEF , F2E AWS DMS Fleet Advisor #& IEF$E,

EEERL , FRENENS TERKERER , SR TSR,

1. TRERFHGLE, REIAM ERHE , LUREIT AWS DMS ERNESS.
2. REERER  URRENERINESE TS WEN PSR MMEEEEEEZERE P AWS,
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3.

4.
5.

iR LDAP fRfRER , W EMACPIRRRERIZDPNERZFMARSE. HE , FEHFEERR
MAMRABRRER £H VMware ERUNEELE,

REEXRMARBHERBE , RREACPHRRRENERRSR.

REEMEND T ARSFLAEREAER , ARITERKRE. NFFHREA , F2RE{END
HERRE.

. E AWSDMS F#E AP RBRKENER  EERATREELEBEE (VB FEZ AWS Bin, MFEF

B RBRENEND MEMEE.

e

- XBENEXRK. ERENDHTRRS

- E AWS DMS BRI SR

- REEREX

- FIBIEH LDAP MEE R ARES

- REEBHERERRER

- Agentless Collector R EM 7 T ERIKEEHRKRENE R

xENERRE. ERENDTRRER

Agentless Collector & R E M 2 #1 & R EE X & Microsoft Active Directory LDAP fa] AR 28

B ERWEEEET SRR MRS,

* Amazon Linux 2

« CentOS Linux % 6 R & E#THRA

- Debian 28 10 MR & BEHThRA

« Red Hat Enterprise Linux 5 7 i &% B # A4

+ SUSE Linux Enterprise Server £ 12 M & B #H R4S
+ Ubuntu 16.01 i & E#T AR A

+ Windows Server 2012 & & & iR 4

+ Windows XP R E & R4

s, BEREND T EMREREASETIERERRSR,
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« Microsoft SQL Server 2012 [RR &S ZE 2019 iR

. MySQL 5.6 k% , BSZ 8 IR

« Oracle 11g lr7A 2 R&&ZE 12¢. 19c M 21¢

* PostgreSQL 9.6 IRER &S ZE 13 kR

I AWS DMS &Rl ERS

R EREM D T E R EREFERA AWS DMS ERIRERTE AWS DMS A EE, B UUE
AWS DMS FZE&FREWENER , EATRHE KN EEBN AWS BESIZE, MEFMER , F
ZBE A AWS DMS Fleet Advisor B 22 &AL,

B AWS DMS BERINERS 2Bl , 5HEE Y AWS DMS & HHk 528 A K FH Amazon S3 A7 ET B2 /Y
IAM B, EEE PREREREER , 22 I Amazon S3 f17Er B Agentless Collector B9 53R %
#.

ABH AWS DMS ERNNERRE I FE Amazon S3 Y IAM &€

1. & A AWS Management Console BRI https : //https://console.aws.amazon.com/iam/ BY
IAM £ 5,

2. EEEERT , BEAG K ARAREEBEIUAG,

3. EENZGELEREEL , srEETNEREIIRE AWS kK. stHEMRBHFERZRM AWS
, 1Z1% DMS,

4. EH DMS ZEUAH , REBEFET—F,

5. EHEHFUEAL  BELZEEIN FleetAdvisorS3Policy, #IET—%,

6. EHH. RENEVEMLNAGZBEA FleetAdvisorS3Role , REBEEV AR,

7. AREBBRINAE  REREEEEBERRSIER. BEEREFEEBEX.

8. HEMBEMTBREML , B T% JSON BLEIfFER+ , IMRBEENERE.

{

"Version": "2012-10-17",

"Statement": [{

"Sid". "",

"Effect": "Allow",

"Principal": {
"Service": [
"dms.amazonaws.com",

B AWS DMS &Rl ERS 58
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AWS FEREARRRE EREES

"dms-fleet-advisor.amazonaws.com"
]
I

"Action": "sts:AssumeRole"
1]
}

9. EEEHBXR.

B#E , # AWS DMS =2 AP EVERKERSR.
EY AWS DMS ERlUk sz

1. & A AWS Management Console , Y¢7E https : //https://console.aws.amazon.com/dms/v2/ BRI
AWS DMS £# A&,

2. #IE AWS B #EE A Migration Hub X EEHH ., MNFEFMENR , FFSEE A Migration Hub 3
EETEREHE,

\

3. EEEERY  EERZFRTHERWKER. ERNEREEREENRRK.

4. EEBRUVERKESR. BEUERNKEEEEBERIRK.

5. E—REBERNEETD K GAEBRESRNER,

6. HEEMRBENEERD , EIZE Browse S3, {FEHREFMLZHEIK Amazon S3 RTFETE.
7. HRIAM A€ K BREZCHEIFleetAdvisorS3Rolel

8. BREBIERKESS.

REEREE

BIUMEN AWS ER%E , FREREREN S TERKEEHEEIXE AWS DMS REENERL,
1. BARK Agentless Collector X184, MEFHMEN , FSRFINESTEA,

2. EERGERENS TSRS,

3. EBXRREEL , EEEREXERPNREEREIX,

4

R AWS EiF, IAM FELER ID F 1AM R ZIFEE | |, 81 Agentless Collector A& 2 a1
REWE, MEFMEF , FSEE A Migration Hub WE EF EEE R EUWEES.

5. ST¥NEIRAY DMS BERUNER | RIEFEEE AWS DMS EE AP B E RIS
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6. BERF

REEMEE R  FREGRREE LNENEBEER,
EHERBEN D MERKREEESHE

IR

#RUAFE DMS M1FHE S3,

T8 ER LDAP FEZE R R AR
BREN DT8R EE B A Microsoft Active Directory Y LDAP RINEEMBIE P EERK, &

BEND M ARBRAERET . KER B K FIEAME (LDAP) REBANFRERARNBEARE , &
ALERLBEABE , EB P AR EFEMERD B B SKERARE,

30
7
Fil

B LGSR A M LDAP ARFRMEBEZENEMD T ERKERE , LB BRRBE D NEXERFKMAR
2Ro MRETER LDAP , BR LA F B EEX R A RS

#% LDAP fal iR 25 #T1 ZE E R EM 2 &R EER

1. BARX Agentless Collector X8 &, MEFHMEN , FSRAEFINESTEA,
BEEREENENDTKESR  AREEEERTPHNIRERTIEE LDAP fMR:R.
BIZH1E LDAP fAfRER. ¥71¥ LDAP {7lfR23 EEPEENBARK.

SHEEHMETE , WA LDAP ARBNEEERE,

SHENEREE | WA AR LDAP BRI EZERT,

SHEERERTR , MACARERE LDAP RBRSNEREER.

YRS |, W ALRARERE LDAP RARIFFHNET,

(B ) BERITER  UEKAGCEREFIE LDAP AREEAER, RE , B LEER
LDAP {alfR25 B H LAV BE R LDAP A RESER B

9. EEHIE LDAP fAIARES.
10. 7£ LDAP fRIfRSSE@E L , RBFEIRIE LDAP AR , REBIEFRRIEXRKARSE,

© N o o &~ w0 N

/A Important
HRERRERR , ERREREZFEERAKRF[HEAERR , TEEER LDAP BABEHT

igEE LDAP MIEXER R FIRES 60
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ERENDTERRERESERE LDAP AR , WHRRENIERRFEMARKE. ERRERETK
EERRARBRER  BULLEERBERRRARSR , AEFRRINEERRARIFE,

®E , BT BEERRMARS , NEEHELRE (CSV) BREARMPRSIFE. A, B
£/ VMware vCenter Agentless Collector &R EEHERRZLNIEERKMRESE. WHEFMER ,
FE2MEA VMware EREEE,

RERRFEARSFFEEEREN T M ERRERAE

1. HEESENZTRESRERL  BESEERPRRTHERRRAERS.
2. BIENMEEERRARKIE. MEEXERGAERREEREEFRR.
3. RHALHERZRARRFEAER.

a. SHEEERFREE | BERARSBNEERK,
b. St FHWER/IP , MAERRRARI[AO BB IP i,
c. SHENERIR | WA ARNBRREANERERE,
d. St B/ RBEE | BREFEERRARSZIEANS 2RIHE,
e. SHHFEAEER , WALAREREEERKARBNEAEER,
f. BN  WALZAREREEERRARBOE,
0. BERRE K HRLCCLEFEEERRARSEZAER,
4. (BA) ftCSVERNESEEERKRRES.

a. EBEf CSV REEAERRBMAMESR.
b. BETHEALGHE CSVER , AP LT UBTNER,

c. RIBHA , BEXRKAMBHNERZAERBA ER, THHJBERUAE CSVERFR
HERRRARBDEREAEHR,

0S type,Hostname/IP,Port,Authentication type,Username,Password
Linux,192.0.2.0,22,Key-based authentication,USER-EXAMPLE, ANPAJ2UCCR6DPCEXAMPLE
Windows,203.0.113.0, ,NTLM, USER2-EXAMPLE , AKIAIOSFODNN7EXAMPLE

MEFFBEERRARARSBZNEAERR , FBREF CSVER,
d. EERE A RRRELWN CSVER,
5. BREXNEERIMRMAMRKS.

6. FMEAMBEERMARBNEAERNR K FENENERRRARSE K ARBERRENERR
o
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BRERIEHNE R E M Bk =m

RS ERTUREFERBNENEMRF[RHLARNNSER, AR, CERRENAMKS , L7
LURE F B30 & R B s 0 A7 fal BR 25 o

HREBERR , BN AARREREERTEEERNNERBEMERETTNFERE, WEFHMER ,
EZ2EAWS DMS ( ERAEHRE) T/ A AWS DMS Fleet Advisor Y ERIEFHE,

=N s

axX JE

ERRRELAFENERRRARF LBTHERE , ERREREZTEFIERRRNENERR
2. LLEEMREEERONSER , URFRENENETEERRETEENEREFN. BHBEEE
HEMRER LRRMERS 5 BE , WRESHERKREEEFT,

£ Linux LE&7E

TR THRFREE UERR Linux ENEBERRSR.
ARIE Linux ARREB ERRER

1. 3 ssHl netstat@HH sudo FEUE,

THRXBEHEIETF ssH netstati S sudo FEUE,

sudo bash -c "cat << EOF >> /etc/sudoers.d/username
username ALL=(ALL) NOPASSWD: /usr/bin/ss

username ALL=(ALL) NOPASSWD: /usr/bin/netstat

EOF"

ELEREHI D | #& username K BB EEERRARBDERZAERPIEEN Linux EAER
.

FREGHIEA ssH netstat@®W/usr/bin/BERE, WERREEWREPITERRE, &EHE
ssHl netstatin HHIBE | #ﬂl T which ss#l which netstat@$,

2. FREEM Linux ARS[AAFFHMITIER SSH BRI , L AFFRBERZESASEARE (ICMP)

R —8
;ﬁ:io

1£ Microsoft Windows L% E

SR THRFEREEE LUIRE Microsoft Windows kY& ¥ E[mIIRES.
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AWS FERRRRZIRS EREEE
Z%E Microsoft Windows ¥R % & ¥} & {7 iR 28

1. REEEEZE  L#EIT Windows Management Instrumentation (WMI) &1 WMI Query Language
(WQL) &3 3 BEE &R,

2. BEEEERRAR[EREAERDIEEN Windows EAEMEETHIEE : 28 COM &
&, MERFERAE. MEEAREAENSHARFENSR. "EERMN , FEATIEXRLH
B,

net localgroup "Distributed COM Users" username /ADD

net localgroup "Performance Log Users" username /ADD

net localgroup "Performance Monitor Users" username /ADD
net localgroup "Event Log Readers" username /ADD

ELREGBIF | & username MR ABEEXERKARIPERZSAERHIEEN Windows EFAE
BB,

3. ABREEERRARSIEREAERPIEEDN Windows FRER FLERT,

« ¥ Windows EEMAEYE | BRIEFLAEREBNERBA.

o B WMI 2%, 582 . . DEFAULTHI WMI p B Z=REMEITHECIMV2, RUAR
FStandartCimv2, EixEAAMBEZLZ LT,

o B WMI SRR | 31T winrm configsddl default , REZBEFEEMHAIT,
4. FERAUTREXGEFIRRELHN Windows E#,

netsh advfirewall firewall add rule name="Open Ports for WinRM incoming traffic"
dir=in action=allow protocol=TCP localport=5985, 5986 # Opens ports for WinRM
netsh advfirewall firewall add rule name="All ICMP V4" protocol=icmpvé4:any,any
dir=in action=allow # Allows ICPM traffic

Enable-PSRemoting -Force # Enables WinRM

Set-Service WinRM -StartMode Automatic # Allows WinRM service to run on host
startup

Set-Item WSMan:\localhost\Client\TrustedHosts -Value {IP} -Force # Sets the
specific IP from which the access to WinRM is allowed

winrm set winrm/config/service 'e@{Negotiation="true"}' # Allow Negosiate auth usage
winrm set winrm/config/service '@{AllowUnencrypted="true"}' # Allow unencrypted
connection
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RREF E MR

FTRUT—EER , BE T84 LRRNMEE R E[MRS.

PRI RRE N E AR

1. BEERENZHTREREEL , BEESEERPRATERRKREKSE,
2. ENESEHEMDTARBJOEERRARSE  AREBEDER DLEERITER.
3. HRNEHRRES/RBNAMKS , FREEREE.
a. ENEAMHEZEABNNE —ARFNZ MRS , RAREDEDRER LBRIRE., REFX
i {A) AR 2% B TED BB B BA Al
b. $H¥EENE | A ARNEREANERERE.
c. W BT MBRE  ERFEERRARSBEANG DRERE,
d. HHERERE K BACHREREFEXREARB[OEAERHE,
e. SHHRIT , WAZAREREFERRBKAMRIBHNHR,
f. BRRETER  UBRERCCEENFEERIRARSFEAES, BF K BERET

4. EHABERZFRARSZNBZABRR K FENENEXRRARS  AREBERRENERR
o

ERENDMERRERESEREENERRRARS  ARRXENEREN S MARKR. ERK
SRETHRRE , KUTNZERRERERRS , AEFRRINEREN D T ARF[EE,

RE , BUNFEHHERNEN S M ARSJHEEER. WA, BRI CSV EREARRRBE. W
RECKABERNENDTRARRFTEEEST , AATBIBLL SR,

F B E R ES D 7 A kR

1. EERENSTBEREEL  EEEEERPHERKE,
2. ERENEERNEMRES. FEERERKRERRER R,
3. RHECHEREMKRSIEAEFR
a. HIWERESIE  BECARBNERESIE, NRFMAER  F2RENFEERK. B8
B2 A AR ER
b. W EMBT/IP , MABERERN DN AR/ EHE B IP it

c. HEEUER K WMAMRRAITAENERE,
R R P 64




AWS ERBRXRABH A% ER
d. #H S RIBHE  BERENERINARK[EAN S D REBEE,
e. HHEAERT K BWACHARERERARFNEAESRE.
f. SHERE , WALARERERRBFNER.
9. EERFLURAECCERFTEENERN I MARBZEAER,
4. (ER) R CSV ERMESEMRMRSE.

a. BEHE CSV REE A ERERRR.
b. BEFETHEAALIFF CSVER , AR ESEALIBFTAVEAR,

c. RIBEEAX , SERENDTABRFHEREAERBA ER, TIHHEHBRMFAE CSV ER
PR A R E S 0 ATl AR BR B AR B R

Database engine,Hostname/IP,Port,Authentication type,Username,Password,Oracle
service name,Database,Allow public key retrieval,Use SSL,Trust server
certificate

Oracle,192.0.2.1,1521,Login/Password authentication,USER-

EXAMPLE , AKIAT44QH8DHBEXAMPLE, orcl, , ,,

PostgreSQL,198.51.100.1,1533,Login/Password authentication, USER2-

EXAMPLE, bPxRfiCYEXAMPLE, , postgre, , TRUE,

MSSQL,203.0.113.1,1433,Login/Password authentication, USER3-

EXAMPLE, h3yCo8nvbEXAMPLE, ,,,, TRUE

MySQL,2001:db8:4006:812:ffff:200e,8080, Login/Password authentication, USER4-

EXAMPLE, APKAEIVFHP46CEXAMPLE, ,mysql, TRUE, TRUE,

MEBFMAERNENS MARSFHNEAERR  FHEF CSVESR.
d. BERE A RRRELWN CSVER,
5. EEMEEREMMRES.

6. MMEABEEERFARB[HEAENR  FEDNENEFEXRRKAMKSE  RREERRENEMR
o

HITEEREND M ARRTEZENRERER  FREMAMEERE. ERENSMERRERA
AUt EFERERMRRS , WIKREFRERNBEER,
HERENDTARSRFTEEET

1. BEERENZHTKERERL  BREEEERPRATNER ERRSR.
2. ENEEREPRENNYEERNEREN D R KSR,
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3. BRENEEER

HAREREBEN D MARSZFEEZEFR  EUURBREPRENNMERER. WEFHEEA ,
BREMENDTERERE

Agentless Collector ERIEM 5 T ERNNEE B KR ENER

Application Discovery Service Agentless Collector (Agentless Collector) R EM o & RN EEES
RE[ARBUETIER. UEEEREERNRENENR  F2REAERENS TERKRERERE,

ERERENEND TENRERBRETRENNERNERER , CEHENTIER.

T
s

- ERREMARRH TRARKER
- ERREARBNTRAREEZ™
- BEREMRAS MR

- ERREMAIRRE CPU BE

- ERERHE

- AEFRERFHE

- ERKRHE

- BEREFBE

- BRHE

- ERERES

# AWS DMS =2 A FREBEBHER DR , ERRERBEE S AR TIER.

- BREXERY
- BABHNITH

- EREREME
« WEBHERALUE

ERERERENI MERRERBRETRER. ERERENERERRE , CEHRITHER.

- EREMRMRERN /0 WXE
- BERERRF[VSYVREFINE (IOPS)
- ERREMAIRBREALD CPU BE
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- ERREARSBNERBERE
- ERRBARBNREZECEAE

BRI EAEREN D TERIKREREE , R4EM Oracle M SQL Server BRI EWEFHER, FEN
EARER, B, R PostgreSQL M MySQL E¥E , ERINERERERETEER.

BIRRENER

/A Important

WIEZEIEA 0 2026 5 A 20 B, AWS #i§#& 1L ¥ AWS Database Migration Service Fleet
Advisor )X, 2026 £ 5 A 20 B2 # , LA E LB FE AWS DMS Fleet Advisor X2 A S
AWS DMS Fleet Advisor EiR. MFEFFMEA , F2 B AWS DMS Fleet Advisor #£ 1E % &,

B LMKV ER |, 7 Migration Hub F12 & A48 Application Discovery Service Agentless
Collector (Agentless Collector) WK & HBHE AWS Migration Hub F12 & ka8 & AR 25,

WA LIT RIS ER |, £ AWS DMS & R &R EN 247 A R[N EEE,

£ AWS DMS X2 AP REEMEN T MERKRERARRIINVESR

1. & A AWS Management Console , 3¢ 7E https : //https://console.aws.amazon.com/dms/v2/ BERX
AWS DMS =4,

2. ERRTEEZER. FHEKERERERIRFHER.
3. BEEINEFUMEERERFRERBN  FlnEEMERMM.
4. BRERBHEHRRSIEBUEZTSMER,

BT LAER AWS DMS 2 A RERIEENBEBER, HEBREME  URELEFEALUSRRE
DA, WMBEFMER , ESH Fleet Advisor FH AWS DMS £ F EFET 2 .

fZHY Agentless Collector
A EFERBA LRI 5E A Application Discovery Service Agentless Collector (Agentless Collector)s

*&E
« Agentless Collector & &4k
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- #®m¥8 Agentless Collector (% &
- #m& VMware vCenter 2 A&

Agentless Collector & &R

£ Application Discovery Service Agentless Collector (Agentless Collector) & XRXE®E L , B E
BRESENMRE , WBEERRESZE , W T EERTR,

ES]

Wy e 2Rk RE

WEBRRERACRHUBERNREER, WEREBHE, WERE AWS BERMREE, Migration Hub =
[ 33 M AR A

MREH AWS ERREE , BT EMEE Agentless Collector #HREFRE
EERBWESREEETE A FEERBWERFE , WEREPATRNIE RHEE Agentless Collector 5%

Eo
ERE

EERRET , BoLURZBERINE S %, Application Discovery Service Agentless Collector
(Agentless Collector) B I Z #E#t VMware VMsH & B EM 2 A REFUEE R . RROEEKZEH
ERILFEENES , UREERKBRES.

*E
« VMware vCenter & ¥l Ut g
- EREMNDITERKE

VMware vCenter EE &

& EH% VMware VMs WEARIIER. REEBNEARER | BREHE vCenter A REBNER, &
EREELR |, 5EE VMware vCenter BEXHIERE , WIBEHFTIRMNIE REH VMware vCenter
Agentless Collector & £ EE#H
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AWS FEFIRR R R RIS fEREEE
FXE vCenter ERINEZ % , BAIRBERIRBIT T FIEE

- RRERIKREMRE
- FRERKE
- FLEERIKE

® Note

EERIREEL , 582E vCenter ERIRE 2% , VMware vCenter ERRPHIRERBSHR B
BRINEMREEN., FLEERNKRERE  URBRNFEELZE

ERENTERKE
LA ETIIMERXFHATEREN D MERRERR,
HEERNENERE

ERREEEERENEND TARF[BEBBHEAR, A, WA, CPU, TREENMKRAESE
o BAILMERLBENET , £ AWSDMS E2AFEFERES, MREHNRREREREM
BYMETE  RERESRUEBEMEIMETE.
L AFERER,

FRER, ENERENERERR
BRYPREMNENETEET N  BERREEAESREEREN DM AMR:E CPU, iCEEN

WRAENERERARER, IEXRALAREXETERNEREES  DAERRRUERERE
THEEEAER, FUEXF , ERREEAS D ERE —RUEER.

REREN DA REEFEREPRERNAERER

1. BEERENSTREREEL , BESEERPHNERRE.
2. REMEFEREYS , ENERETREMNMEEENEREN D HTAERKS.
3. EBEEHTERKRE. ERKEEREEFE SRR
4. BRENMMBEERETON.
MREBREFFEER, EHERENEREARER , AIFREERRENRE, SUUEERRE
HBRRARR 7 X, HEA 1-60 R BT EERE.
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AWS R RR RIS EAEEE
5. BREFTEMEE. ERREREFRERBK.
6. BREWSEFERERSIER , UETERRENRE,

TRERKRER  CHENREREERRENEN LEZEM Amazon S3 fEFETE. A&, KM
BRLWERNESR | 0 hATRRERENER,

"

#mEE Agentless Collector &7

IRTE 5 — IRE’TE Application Discovery Service Agentless Collector (Agentless Collector) BFE%E T U
£ W AR EERERENNWNES. THEFRBPUMMAGHEE Agentless Collector #HREERE

iE1E Agentless Collector &=k £ BV #miE U R85 5 E &l
ERBWESRFEEERL , MTTHEE

a. HYKEREE K WABBURERINRERS. EBAULAIEENE  EFRESBHRFE T,

b. EHRRERWENME AWSIEET , A AWS EiEEABNHIREH AWS FHEBMIALR
28, UERKERERNER., 0F IAM FREFRNEEEN , FSBEE Application
Discovery Service ERERER NESS.

i.  HWRAWS FEIE® ALK EABNE AWS IREZIRFE IAM EAENFZIRESE,
i. HRAWS AZmEiE K WMALKEAENTE AWS IREZIRE IAM FAENALZEE,
c. 1E Agentless Collector Zi#F T , B 21 LA RKERE ¥ Agentless Collector I 1ZEL

i. &% Agentless Collector 215 , & A A 2KERZE Agentless Collector FEURI %,
i. YWHREFE A Agentless Collector 5 , FEB X ARBUUETRE.
d. EEREARE,

ETR, &#8F % Agentless Collector & &R,

#mEE VMware vCenter & A& ¥

EZEM VMware VMs INERARESET. REEMEARER , FBFEREHE vCenter A AREFHIER, WFE
BEAERE VMware vCenter iR ER , 2B £ VMware vCenter Agentless Collector & £ E
B,
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A EiER B 4w EE vCenter B

® Note
E4REE vCenter B AE R 28] , BHEEE T LAE A RFEENBIMRIA T I ERIEM
vCenter 2 A& Hl,

#mE VMware vCenter & A& ¥

EEEAE LBE VMware ERNEFFHAEF | BIZEHRE vCenter RIRET.

E#mEE vCenter EE L |, H1T T~ HIENE -
a. 71£ vCenter EAEHT :

i. &% vCenter URL/IP , B A VMware vCenter Server E#1 IP #hiit,

i. 7E vCenter Username (vCenter £ & &) Him \E#35 FAKEE vCenter B
ANFTEIREERAENEE. BBEAEFEANEX S domainlusername 5

username@domain,
i. 7E vCenter Password (vCenter Z2H5) A A A4 2 48 330 A & 10 B2 T8
b. igj% Save (ﬁﬁ)o

FB)EF Application Discovery Service Agentless Collector

E 858 E Application Discovery Service Agentless Collector (Agentless Collector) B |, & A SURIERK
FAEBELH , 1 PR EEREENNERS. NREBRBMABHEN , MIEEFHEH Agentless

Collector,

T3 =R 88 tn{a] = Eh B £ Agentless Collector,
F B FE# Agentless Collector

1. EVBHEH Agentless Collector Open Virtualization Archive (OVA) %,
2. (EA) EBEELMPERERR Agentless Collector OVA R | BHREHKHNER,
3. HEfE FHLSBEE Agentless Collectors

LHINTERF LEE#H Agentless Collector, A SEBEXRRRITERHMRE,

FE 3 Agentless Collector 71



AWS AR RZRS R
FEH R Amazon EC2 #11T{EEE

1. #& VMware vCenter EX1§ Agentless Collector K IP i1k,
2. BARURESEN VM £ EBec2-user , WFEAFEBL & Acollector , T FIEFIFT R,

username: ec2-user
password: collector

3. F5EfE Amazon Linux AL2 FREERES AL2 FTEE LM EFATEERHESMNIE R,

U BN RS 48
Agentless Collector version 2

Agentless Collector 5 2 MR E#E#E5#F H Amazon Linux 2023 , tHFHRERE Agentless
Collector,

ZEMANSEREAR Amazon Linux 2023 B ENEHS4 |
B AL2023 ER O ENEFER, Amazon EC2

?ﬂlﬂ

208 (Amazon EC2 fEf#&EmR)

Agentless Collector version 1

Agentless Collector 55 1 MR E#EEMEESF A Amazon Linux 2 , fH PR EE Agentless Collectoro

EERANMERERR Amazon Linux 2 BWENRE# , 5528 (Amazon EC2 £ EIER) T
AL2 F¥yR 0O BIEF{E4#E. Amazon EC2

£ Agentless Collector £ 1 liRFHRESE 2 ik

1. FRARMPBRGZERD Agentless Collector OVA,
2. BREBAEHR.
3. MBRENERERE.

¥} Agentless Collector #1THFERS

AEDEH EE T 5B HHERR Application Discovery Service Agentless Collector (Agentless
Collector) #9 B A&,

ES- |



https://docs.aws.amazon.com/linux/al2/ug/install-updates.html
https://docs.aws.amazon.com/linux/al2023/ug/live-patching.html
https://docs.aws.amazon.com/linux/al2023/ug/live-patching.html
https://docs.aws.amazon.com/linux/al2/ug/al2-live-patching.html
https://docs.aws.amazon.com/linux/al2/ug/al2-live-patching.html
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« {&1E Unable to retrieve manifest or certificate file error
« FERE WinRM BEBFABREENTEEE

- BEEAEENRERERE AWS HEHEEER
- BEEREREFIRBHNEREEZREDE

- SREFERETENRESS

s {Z1E IP Hbit 578

+ {81E vCenter EAE X FRE

- BEEREBEND T ERREEE TN EREIXRBE
- BEBRENS TERREREPREREE

o B ESX F#LTE

« 4% AWS Support for Agentless Collector R

{£&1E Unable to retrieve manifest or certificate file
error

R IEE VMware vCenter Ul FE R £ Amazon S3 URL & OVA KU E|tERES |
vCenter A fRESRFE T HEK :

3
#
i
it
&

« VMware vCenter Server 8.0 lRE#1 1 HE FARAE
« VMware vCenter Server 7.0 Update 3q (ISO Build 23788036) =& TR A

HERE WIinRM BERHREREBNTEBE
IMBHERA WinRM BERE , STEBESAREENWERTEMBEABREBRKES,
EABREERRTEMS

1. %&£ VMware vCenter BRI ERTH VM Web i HBec2-user , WA REZE Acollector , M
THE BT R

username: ec2-user
password: collector

2. HERANESE WinRM BENESEBERES CA BEBMUNBE &K T /etc/pki/ca-trust/

source/anchors. #ila0 :

f&1FE Unable to retrieve manifest or certificate file error 73



AWS FEREARRRE EREES

/etc/pki/ca-trust/source/anchors/https-winrm-ca-1.pem
3. BEZEWNER , FHT IS
sudo update-ca-trust

4. BT THEHUEHE Agentless Collector

sudo shutdown -r now

5. (BA) FERFEBRRCHYEA , BAUMTFIIHS.

sudo trust list --filter=ca-anchors | less

E EEAERNRERERTE AWS HBERER

Agentless Collector EEiEIR TCP EZIE 443 2@ AWS MEETEHFE, £XEABK
Agentless Collector B , BRI gEE KN EI T 5IEERAR

X E

@ MEEER AWS
AWS fESEiBIR, BRDEBEE.

B4 N IEIRR R A Agentless Collector ERREREFHIBEREY HTTPS ERFINERFEEH 2 BAN
AWS Bk, MRMEEEIELR , Agentless Collector #HREE %k B,

& 1E RVERR AWS

1. FBAHALNIT BEE , THEAAARESHHEEREE 443 L FEEHFINEA AWS B
WELHRE. WL AWS REEEELFREERRAEN EEEHS XA (B[ ) EiF, us-
west-2 ER KL HE,

R AWS ZBHIRFE EEEE us-west-2 , A T REBEESEH FEUE

* arsenal-discovery.us-west-2.amazonaws.com
* migrationhub-config.us-west-2.amazonaws.com

* api.ecr-public.us-east-1.amazonaws.com

EEEABRENWERERE AWS HIBEXER 74
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3
4.

* public.ecr.aws

WR AWS EMRFEREHAZE , ATIESFEEEHFINEus-west-2 :

* arsenal-discovery.us-west-2.amazonaws.com

* arsenal-discovery.your-home-region.amazonaws.com
* migrationhub-config.us-west-2.amazonaws.com

* api.ecr-public.us-east-1.amazonaws.com

* public.ecr.aws

MR BS K G T EHES Agentless Collector EEE 2 BAAK AWS REHNEHFE , FEWESEHE
RTHERRSERPREREIH,

MREHP BB EFREREE  FERATISR , DRRKERERESEE PR+ H
RV B A B B RER,

a. & VMware vCenter E1#§ Agentless Collector #Y IP #thiit,

b. BIRUKEERSHI VM Web £ A ec2-user , W FHAZELL & Acollector , 1T 5| & AT
o

username: ec2-user
password: collector

c. TEEHUE 443 LT telnet RRIFEFRFIMERELR , M T HIEHIFFR.

telnet migrationhub-config.us-west-2.amazonaws.com 443

MR telnet FEEMBTHE , FERMFEA Amazon Linux 2 B RIRER EFEE DNS A ARES.
MRERFERLE  NFE—SXE | FBFSEEE AWS Support for Agentless Collector B8,

BEEREREIHRENBEREZRE[R

MREREMHRERMUNAEBAREB HTTPS #17 , EREEFAREZRE | LURFERHERE.

1.
2

# VMware vCenter H#8 Agentless Collector Y IP bt
RN EE RS VM Web £ Aec2-user , WFEAZBEE Acollector , M FIEHIFT R

BEEREREIRBNERBZBRBE 75


https://aws.amazon.com/premiumsupport/knowledge-center/ec2-static-dns-ubuntu-debian/

AWS FEREARRRE EREES

username: ec2-user
password: collector

3. KHEZLREMHBHHNEEAN , ¥ ----- BEGIN CERTIFICATE----- 1 [ — END
CERTIFICATE----- , BRBI TR BIRERA -

/etc/pki/ca-trust/source/anchors/https-proxy-ca.pem
4. FERZRFBR A FRTTIGS
sudo update-ca-trust

5. BT T IS LAEFRE Agentless Collector :

sudo shutdown -r now

SHREFERETERIIEESR

&R LATE AWS Migration Hub ( BB H1E ) FREMNERNREREEH LRI S EKRERMREER.
BRLIEBSRREAFTETENEMKERRER EEBENRESRS,

T 52 FER A a{a17EL Agentless Collector £33 & 3% B iE/EARAERI =&,
fZHY Agentless Collector £#2 A&

1. fEH AWS ZBHIRE&E A , AWS Management Console 67 https : //https:/
console.aws.amazon.com/migrationhub/ BAREX Migration Hub 2 &,

2. EEBDPEIZEAEEERNRERT , BEEERNESS.

3. ¢ Agentless WERSREIZE S , L TREA FEXENSEEESIN IP thit,

4. FEERR Agentless Collector £12& |, FEFH Web 2IE28, AREMuSIHE A TS
URL : https://<ip_address>/ , & ip_address 2iEFEMRETEUWESSH IP Mk,

5. EEZA, ARWALE PREVESHIRENEREENKNESEREEEREEKES.
6. 7E Agentless Collector ERIREE N ERIKET , i#1ZF VMware vCenter [EEX PR FFEE,
7. FEEBE PRI REE VMware vCenter 2 AE R REIE URL FM1ZEAER,

SHREFRETEMNNESR 76


https://console.aws.amazon.com/migrationhub/discover/datacollectors?type=connector
https://console.aws.amazon.com/migrationhub/
https://console.aws.amazon.com/migrationhub/
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BIEEEREEER , WERSENEILLE vCenter A ARZTAVERR , MNERWRESEE HKNER
e, MEMBEMAREE , BSE Bi4% AWS Support for Agentless Collector [,

ERWBERSEEMRETNENEERRERARZ IP it MBEAERIBEE, E P ihutERE {£1F vCenter &
AER BT B RS LR | WASWERSIRE B EEMRRE,

{&1F |P #but RS EE

MRWERF R EH R vCenter i BiENEEER. B|W , = vCenter AR5 B 81 E AR B4 E
R, WESTRESEANEERETRE, EEEBERLT , REWIEREEAR

THIREF B SRR P It RRE,
{EIE U EESS IP Hb3t RRE

1. & VMware vCenter EX1§ Agentless Collector £ IP ik,

2. BARK Web BIE RS 3 BIRL Agentless Collector 324 |, REEuFIhE@m A T3
URL : https://<ip_address>/ , & ip_address 2R B KULESS IP it ZFE Agentless
Collector,

BEZA , ARBALE PRERESHIRENEREEINREREZBREEREEKRES.
£ Agentless Collector I FRIXREEMERIKET , #IE VMware vCenter [EER PR FIRIE.
£ VMware BRI E A E A EEMIREK vCenter ARET T , B8 T vCenter 58 IP ik,

A pingm™ EEAIG TSI T Etraceroute , BB MEBIHAY vCenter ARBRE/IERAF , UK
AR VM ER 1P,

I

o MR IP bt FIEE R vCenter RIEEREAFME K BEKRERFTHEASPEN IP it | AR
iEE-F_Z’Fo

« R P {uitiE#E , {8 vCenter AMRZREN IEERA FARE |, FRABRIMRER.

« WX IP {uutE#E R vCenter RIREFEREATE  FBERERDBR AR ARG E T HEAM
BOER, MRR  BEFMEBWPAEERE , LAKFREWERS VM WEANELR,

{&1E vCenter B A& R &

IR EREUWNE RS AFIR MY vCenter FREREEN , SUE A vCenter BEMIZIR SRR , WESST
EEEEANEERERTR,

MRFEFEE vCenter X AERHEBENREE , FHE UBERECHAREEBRT vCenter BELAAIR
A,

BIE IP bt R EE —



AWS FERRRRZIRS EREEE
WMEEBEHRE vCenter BAEREFN , B2 H HmEE VMware vCenter E A E %,

BEEREMT MEMKRERATHNENEZDE

Agentless Collector FEREM 7 M ERUREEBEN & B2 ~FE DMS MFE S3 BERARE, 10
REBINELFH DMS MFE S3 , B EEREE, NEFAEN A FSEIREEREIX,

MREBERTEERNELACRBELNMEE , FRE |, UREEHNERWEEHE T FIRARER. A
% , SR EMLE A DMSCollectorPolicy 1 FleetAdvisorS3Policy BURTIE E&EM IAM FHE, WEFH
&R , F2E3BE Application Discovery Service AR IEFE I NSRS,

MRENERINEEERELERE AWS |, B SRMHH TSRS S FEE,

« dms.your-home-region.amazonaws.com

* s3.amazonaws.com

EEEREND fTrEMKREREPRERREE

Agentless Collector FEYER EM DM ERNEE A S ERELHN LDAP AREE , MRRERIRES
MERRRAMRER. AR, ERREEESEREENERRRARSE A URZENEN S HAKRR.
RELEREMRRE K BERREEESRETENNERER. IRENENRERBELEREELM
ARER , FRTERDAE T LUERE SRR MRS

BB | i anny EEL B AL E,
- EERIEULLERE LDAP RS , X% ldap-utilEH., BEEEM , ST TGS,
sudo apt-get install ldap-util
REBHITUTHR,

ldapsearch -x -D "CN=user,(CN=Users,DC=example,DC=com" -w "password" -b
"dc=example,dc=com" -h

s EERFEALLERE Linux IEERFAREE , FFEATHG D,

ssh -i C:\Users\user\private_key.pem -p 22 username@my-linux-host.domain.com

£ Windows REVEE & & 5 #1T el RV £ 6.

1S IEE B EE R R 78
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ssh username@my-1linux-host.domain.com

£ Linux AT SERTAY S8 6,
- BERBLETLUERE Windows EXRRARSR , FEATIHT.

winrs -r:[hostname or ip] -u:username -p:password cmd
£ Windows FUAEE & & 5 #1T LB EHI,

sudo apt install -y winrm
winrm --user=username --password=password [http or https]://[hostname or ip]:[port]
"[cmd.exe or any other CLI command]"

£ Linux B ITERIBEHI,
« PERBETLLERT SQL Server BRE |, FHEATIHS.

sqlcmd -S [hostname or IP] -U username -P 'password'
SELECT GETDATE() AS sysdate

- FEREBETLUERE MySQL ERE , EFEA TGS,

mysql -u username -p 'password' -h [hostname or IP] -P [port]
SELECT NOw() FROM DUAL

- BERJBETALUERE Oracle ERE , FEATIIHT

sqlplus username/passworde[hostname or IP]:port/servicename
SELECT SYSDATE FROM DUAL

- BEBRBEULERZE PostgreSQL ERE , FEA TSI T,

psql -U username -h [hostname or IP] -p port -d database
SELECT CURRENT_TIMESTAMP AS sysdate

MREETEREZENEN DT ARS , FRECRELENFTT, NFFMEEA , ;
HE fl AR 25

T
W

ZHERZENE

& IEE AR E 79
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I ESX T

Agentless Collector X EBE I K ESX £#, ESX E#LBEBM vCenter Server FITERE —Z 2

Bt 4% AWS Support for Agentless Collector &

MR &i&EZ| Application Discovery Service Agentless Collector (Agentless Collector) B8 , BEE
By , FEHAE AWS Support RETEEAHE | W AR ERGEBEERR B %,

HY 18 Agentless Collector H&&
1. 1% VMware vCenter B{{§ Agentless Collector B IP ik,
2. BARUUEESH VM Web £#EHec2-user , W FEAFEHIL & Acollector , 10T FEFIFT R,

username: ec2-user
password: collector

3. FAUTHSEEZHFERNK,
cd /var/log/aws/collector

4. FEANTHTEEBFESR.

sudo cp /local/agentless_collector/compose.log .

docker inspect $(docker ps --format {{.Names}}) | sudo tee docker_inspect.log >/
dev/null

sudo tar czf logs_$(date '+%d-%m-%Y_%H.%M.%S').tar.gz --exclude='db.mv*' *

5. % Agentless Collector VM & BFER,

scp logs*.tar.gz targetuser@targetaddress

6. #tar.gzEBREMHE AWS BEXE,
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#&E RE A Migration Hub

AWS Migration Hub (Migration Hub) [E A Al R E & R EPEBIRIZMNFMEFAE A Migration

Hub , M#&E A Application Discovery Service Agentless Collector (Agentless Collector) 2 AWS
Application Discovery Agent (Discovery Agent) , Rt AT B R EANERHTESTENHAE,
ORI EFERERAE Y EREEBREE,

LEERATKEABRNSER, B SRUMERTIMERE - REFBENRSHERMRRE
#o

- FAERNE=ZATIERELTELABBERARB[ERNER,

« TEERDMRE (CSV) EAZEAR |, WIEAKRAERERE MR E R

FHALEARMESEZRBELANPBERER 2% , B LUER Migration Hub E#24A AWS CLIRE
—1E AWS SDKs , #18%= £ &= Migration Hub, MEME:ZEHNFFMAENR , 5528 the section called
“TENEARR .

BALURERZEEAFR. SEFRESEFEE. EAUNEBTZANEA API BRBEE A
HYIREE,

FEAFRRTERE , &7 SR (BB B A GG A . BN Migration Hub TR AMREARE
B ERNEAEARS . MREAREIHEER , SUUSEREXKEENTE , UREEREX
SRR SRERFF B o

RIS DRGEARTRMEARNARNESME , IHEA CSVMRNEGFE. EBEH
B ERELERENRIEABR,

FERFBEBAREANGTSE., EANRRIMTREOMERGCHK, WFFHMEER , FSEAWS
Application Discovery Service Bt %8,

X B E AR

Migration Hub X & T 5l [E A&,
« RVTools
« Migration Hub [E A\ &2
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RVTools

Migration Hub X #Ei%iB RVTools A VMware vSphere BB, % RVTools

REERE  FEEELTELE csv BEERLTEL E Excel BIH , A

% ZIP ERIK |, REAS ZIP BERE A Migration Hub, ZIP FEETIER :

vinfo, vNetwork, vCpu, vMemory. vDisk, vPartition, vSource, vTools, vHost, vNic, vSC_VMK,

Migration Hub FE A £ Z<

Migration Hub EA Al BIEIEEMRFEEAER., RHNERMLAR CSVERIENKN , MAER
HARLEIEOWA AR E LWL X BNVEE.

TRPEBEAMUBEINER () KFERLERYL. ENEAERNESECHKEELLAEA NS
BEELLEM , A —HBIARSFNEARER, BR , REEALEMUARRZELEA,

TRIPEAGFERBBESNBEARNR () RTUREM serverld , RIT MR

(® Note

MRS EF A VMware.MoRefld 2 VMWare.VCenterld ik BI524% , BN ERMBNEEPE
1E P {E MR 1L o

EARULEE iR &5 45l
Externalld** BETHVEBIR , TREH Inventory Id 1

BELHKERAHE—,
#0 , Externalld (Externalld) &~ Server2
URBERFOABRENEE  cumD 43

IDo
SMBiosld* RKEEE BIOS (SMBIOS)
IDo
IPAddress* PLESR o i RARSS IP #ubE 192.0.0.2

B, LUBISREE,
"10.12.31.233, 10.12.32.11"

MACAddress** LR 57 PR Y A1 Bl 2s MAC it 00:1B:44:11:3A:B7
HEE | LBl E.
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ERAEER

FE A&

HostName*»

VMware.MoRefld*A

VMware.VCenterld*?

CPU.NumberOfProcessors?
CPU.NumberOfCores?

CPU.NumberOfLogicalCores?

OS.Name”?

OS.Version”

VMware.VMName”?

RAM.TotalSizeInMBA”

AR ERETE, RAIRE
BN EREHATEEGEE
(FQDN),

SEYHSZE D, HALL
VMware.VCenterld £,

EEMEI I — B BIRF, MEM
VMware.MoRefld £,

CPU HWEE,

BEER OB,

Al fEfRBRES P FTE CPUs &

HITHHITHEBER, 2 CPU
A £ E — CPU #%/ L EIR#HIT
ZEBITH. EELEEBRT ,

HEEARERE (REH) &
HBE.

FEERBNERE,

R RBATRA,

ERMENEE,

AR LT A RAM B E |
LA MB BE,

i 5

"00-15-E9-2B-99-3C,
00-14-22-01-23-45"

ip-1-2-3-4

localhost.domain

16

Linux
Windows.Hat
16.04.3

NT 6.2.8
Corp1

64

128

Migration Hub [ A #i45

83
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ERAEER

FE A&

RAM.UsedSizelnMB.Avg”"

RAM.UsedSizelnMB.Max”

CPU.UsagePct.Avg”

CPU.UsagePct.Max?

DiskReadsPerSecond
InKB.Avg”

DiskWritesPerSecon
dIinKB.Avg”"

DiskReadsPerSecond
InKB.Max”?

DiskWritesPerSecon
dInKB.Max”

DiskReadsOpsPerSec
ond.Avg?

DiskWritesOpsPerSe
cond.Avg”

DU
A fR=R £ E AR P

2, A MB REfL,

fARSF LAABNER RAM &
ELR, A MB RE,

ERZTI BEWEE R TS
CPU ﬁﬁﬁ o

ERRIENEERBHRAKR
CPU fEAZ,

HER PSP ERERNNHE , U
KB RE{L.

W FHBREANEE | U
KB RE{,

WRRABSHEMONHE , 2
KB REAL,

MERASVEANEE , X
KB &,

B HBRRIURFR FER
EO

WREA RIENSYFIHRE

o

£ 451
64
128
64
128
45
23.9
55.34
24
1159
84506
199
6197
37892
869962
18436
1808
45

28
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ApplicationWave

FERRENRE , BLSISRIEE,

HETESRERAENN/H

EARZINTEARERN,
Lt fal AR AR B B RS I B

AWS HERR AR RS R
PN R iR #3451
DiskReadsOpsPerSec RSV EIRENT A 1083
ond.Max? Ho

176
DiskWritesOpsPerSe HREARENEBYHRAX 535
cond.Max”? R

71
NetworkReadsPerSec R EBEIRENESRD EHEE 45
ondInKB.Avgh B LLKB BE, s
NetworkWritesPerSe RRBEARENEDEEH 8
condinKB.Avg” 2 , L KB BE (i, 3
NetworkReadsPerSec R EBEIRENERRARE 1083
ondInKB.Max” 2, U KB BEfL,

176
NetworkWritesPerSe EERBEARENEVEREARE 535
condInKB.Max” 2 , U KB BEfL, 1

7
FERRELR LB Rz a8t RRISH Application1

"Application2, Application3"
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AWS FEREARRRE EREES

EAMLER iR 545
EEA LLUESR PRI ERIEE , 88X "zone:1, critical:yes"
& TEWAE
"zone:3, critical:no, zone:1"
/A Important
AT EMHBRER (B
mEAER) FEER
L
Serverld 7 Migration Hub {al R85 /5 & d-server-01kk9i6yw
B8 R RY fR) AR 25 A8 B ¥ o waxmp

BALIEAESR , AEELIAESREMMEABASAFERNMEMNY , RAEBELCETELF —EALE
BV EN A, EBEAANIATEFTEER  UEESEEARTRINEEERE, NREEABCHIE
& External ID, MU ARKE—RBIMEALH, EREEHTSR  EAEXRSERRLE
EENMEFZR , ERAREASEAN - LERNH, UFLEBENFRET K F2EMEEERRNE
ARER M AENESH,

@ Note
Migration Hub E AR B [E A SR EZ WML 147 B 5THBAL S H 2R |
HEFEEA,
R EEAFTA

EEAUEAERZH , FERELHN IAM £AEEBLEN Amazon S3 577 , AIEEMEAERL
& (s3:PutObject) & Amazon S3 , AR BEEWIH (s3:GetObject), B HAEEN IAM BUR |, I
BHEHEZEERZ AWS IRFHRTEAN IAM FRAE , LEVEXZFER (EAR AWS CLI) SE
BEAEEE.

Console Permissions

A THEFRIEE IAM ERAENFFAIBER , REAESER TREEEN AWS tRFRRHEA

REEAFA 86
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RECAEEENZERX
1. & A AWS Management Console , ¥ 7E https://console.aws.amazon.com/iam/ : //www. B X

o & 0N

IAM £ 5,

HEEEBEERTD |, BIE Users (FRAAE)

BELEEAHBENTRRNEAEESRE,

#1Z Permissions (Fr ) R5I1BH , A%iEIFE Add permissions (FTEBFF ).

I#1E Attach existing policies directly (E#EEIRBBUER) , RREIF Create policy (BIH
&)o

a. TEBRH Create policy (BRI BR) HEE L , 1### JSON (JSON) B F A TBUR,
BERETRBNEE  FERAIAMERAES LEERCRATFHEBNERER,

3
:HI!
dim

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets"
1,
"Resource": "*"
.
{

"Effect": "Allow",
"Action": ["s3:ListBucket"],
"Resource": ["arn:aws:s3:::importBucket"]

},
{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"
1,
"Resource": ["arn:aws:s3:::importBucket/*"]
}
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AWS FEREARRRE EREES

b. BEFEWBIBRK,
c. RENBERIEEMNMN Name (B8) MERHR , ARBEBRNBE,
d. EFEEVEX,

6. RERFHAIAM EZEHE , #HEELNIRS AWS hRHEABRNEAEER,
7. E%ﬁ%iﬂﬂl%% WS EMBEIIBERERE,

8. BRET—-%:& K.

9. IEEMEITA,

BELCKBERIIEE IAMEHAE | BITRKBEAER,
AWS CLI Permissions

ERATIEFRILBENZERR , URT IAM EHEER RHEAERFERBNFFA AWS CLI
BYMERZ SEBR

1. f#H aws iam create-policy AWS CLI i SEIEE THIFFAH IAM X, BB E
RETENERE K ERAIAM EFAEE LEERCRETENERER.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["s3:ListBucket"],
"Resource": ["arn:aws:s3:::importBucket"]

"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"
1,

"Resource": ["arn:aws:s3:::importBucket/*"]

MEFALTSHFMER , F20 (AWS CLI mit8%E) F# create-policy.
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AWS EARRRZRS R EEE
2. {#M aws iam create-policy AWS CLI GBI EATHFITHNEM IAM BXR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"discovery:ListConfigurations",
"discovery:CreateApplication",
"discovery:UpdateApplication",
"discovery:AssociateConfigurationItemsToApplication",
"discovery:DisassociateConfigurationItemsFromApplication",
"discovery:GetDiscoverySummary",
"discovery:StartImportTask",
"discovery:DescribeImportTasks",
"discovery:BatchDeleteImportData"

1,

"Resource": "*"

}

3. f{#M aws iam attach-user-policy AWS CLI &% , EEMESBHE N WEKRE
EINEER T8N AWS IRFHPFTEAFREN IAM £H%E AWS CLI, MEEALL S
MENR , F20E (AWS CLI i 52%E) $H attach-user-policy.

BEZEKBERMEE IAME/HE , URKREARER.

wmaclE , B 1AM EAE Y LEREIEEN Amazon S3 REFITERE | X AREYHAITERRET
A&, EMERE TR

EEAEZR LEEZE Amazon S3

BETR, &248% CSVRRXNWEAER LEE Amazon S3 , UEEAER, FBzH , CEXE—
18 Amazon S3 f#fFiTHE , AR FITHREE LR UN/BERFEAER,

1S EAER LEZE Amazon S3 89
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AWS FEREARRRE EREES

Console S3 Upload
K EAER LEZE Amazon S3

1. & A AWS Management Console , 7% https : //Amazon S3 12 & BB https : //https://
console.aws.amazon.com/s3/,

£ Bucket name (RFETHEM) BEHR  BELZLEYHNEERTIIRER,

BELE,

£ Upload (L&) HEEHFH A |, iBIE Add files (FTIEHER) KEBEE LENER,
BEREELENER , REEE Open (FR).

BELE,

tEZNERZzE  BRENFEFFRERINEEERNERMENER,
RYIEFMERAEER Overview (B18) R5|FE , B3R Object URL (#1#F URL), BEEE
AFBERE , EZEAI URL,

9. ®HIfE Migration Hub ERAHRWEAERMR , 10 FAMREA B, RE , ##¥WH URL BEE
Amazon S3 ¥4 URL #HH,

© N o g ~ w N

AWS CLI S3 Upload
HEEAER EEZE Amazon S3
1. HRKRHEEAETYTEEZEARRBENEZE &,
2. BMALUT®HS :
aws s3 cp ImportFile.csv s3://BucketName/ImportFile.csv

3. EEEETIER :

upload: .\ImportFile.csv to s3://BucketName/ImportFile.csv

4., BHRERMTE Amazon S3 MHRR, BIEAREKE , ZEEEHEER,

EA &

#& Migration Hub £ A THEAE A , WEARBNRENBRABKIERZE , ERUTUBHBEER
FE A Migration Hub, THIIERRAMES L , £/ FEARERB #1T API BIY AWS CLI,
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AWS FEREARRRE EREES

Console Import

£ Migration Hub E# AN T EHE LRKERE A,
HREAER

1. EEBE®KDPH Discover (RE) T , 1##F Tools (LE

2. MREEHAREFEAGES , ERUEEASTRPBREFEASGARTHRELS, BARTHEBARL
BEALRENRSHEMARSIZER . EHALKE Amazon S3 EFITFR THEAZER , @itA
https : //https : //https://s3.us-west-2.amazonaws.com/templates-7cffcf56-bd96-4b1c-b45b-
a5b42f282e46/import_template.csv..

3. HERMEARH , FEEBAGRPEZEA,
4. EEABET K EEEANERE,

5. 1EE Amazon S3 ¥tk URL #ifi. ZEEHTHITR K LEELEAERERLEE Amazon
S3, MEFMEN , F2ERSEAER LEZE Amazon S3,

6. EBEATEISFH Import (BA). EABE Imports (BEA) HE , B I EFURESHH
BB E A EHARRE,

REAREFFRREAERZE , Imports (EA) EEHSRRESEEARRNFAENR , S FHE
EARRE, THRE , URRDHABEENBE LA TRELLH, FHEETD , BTN EE
ERRTHARSIEE , LETEREANER,

¥ Servers (fAfk28) EE L , BAILUEEMACRRIIVAMK:S (BE) REARHE, EERNA
BEPIHNEASRE  REA (EAELRLE ) AESER , AR CEQARSzER , &
TERBEINNEAEREEAGERG. AR, CRAEFIERXRBEEANER.

HAEEAS Zp B, YEEMEREE ; errors-file BN failed-entries-file, ItEEEEHRE
ROUSHEBEARTHBMNERALS , AREEALBMNERNERNABRBELERE, SaLERL
1 SR IRIR B R4 B 4 B %E&E’JIEE1’?-?’?@‘%“9&E!ﬂlE’Jﬁ@ﬁ%ﬂFﬁﬁEﬁE’ﬂEﬁﬁo 0] ATE BE AR
REFHEPERTPERNISY  XEBREREACBEEANER

AWS CLI Import

EEN AHREREAZRT AWSCLI, AWS CLI #BLXEENBRIEFRE , MEFHMER , B2
BIAWS Command Line Interface  fEA&EIER) FMZE AWS o552 M,

EA BH 5
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AWS FEREARRRE EREES

® Note

MREEHRIEZEAG A | BRI LAREME Amazon S3 EFETBETHREAZH AR |, @it
A : https : //https://s3.us-west-2.amazonaws.com/templates-7 cffcf56-bd96-4b1c-b45b-
a5b42f282e46/import_template.csv

FRIEAER
1. FRBKRBREELWA TGS

aws discovery start-import-task --import-url s3://BucketName/ImportFile.csv --
name ImportName

2. EEEVEAEH , XE@ITIREER :

"task": {
"status": "IMPORT_IN_PROGRESS",
"applicationImportSuccess": 0,
"serverImportFailure": O,
"serverImportSuccess": 0,
"name": "ImportName",
"importRequestTime": 1547682819.801,
"applicationImportFailure": 0,
"clientRequestToken": "EXAMPLEl-abcd-1234-abcd-EXAMPLE1234",
"importUrl": "s3://BucketName/ImportFile.csv",
"importTaskId": "import-task-EXAMPLE1229949eabfEXAMPLEQ3862c0"

BHHEE Migration Hub EAFEK
ST LMER £ 4 AWS CLISE A —1{E AWS SDKs 3B ¥t Migration Hub FE A RHVAREE,
Console Tracking

#£ Migration Hub =S WEABERIR , EE2RIITIITE,

- BB -EABRNER,

B HERE Migration Hub EAGER
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AWS R RR RIS EAEEE
- [EA ID- EAGBRNME— ID,
- BEARE-EZYEAFRN BHAMEE.
« BAGKRRE - BEAGBREGRE. EFLRTHHH—EE
- EA- BRIEEEALERESR,
- CEA-CRIEAZRBERMER,

- BEARREHERS -ERERPHN DS ETCHKELEAN, EERREBHANEE , FAEWE
AE#%1#$F Download failed records (T &k BiC #%) , fRRABIER csv ERPMER2EE
IRHATE A,

- BEAXM-BEAERERDIERLE. BERRENEANGER  FRAECNWEATKEE
Download failed records (T &k Bic #%) , fRRABRIER csv ERPMNEBR 2B BXHTE
Ao

- BEANGE - BEERERTEANEANIEEE.
- KRMHEEHE - REANKEERMERPHEHEHE,

CLI Tracking
BT LAE R aws discovery describe-import-tasks AWS CLI fv5iB M E A EIERIARRE,

1. FRBRHEESTRATIGS

aws discovery describe-import-tasks

2. iE#SSA JSON HAMELAEEAEHNAE  TASRENLLMMAR, A&, CALUEH
B RAFEIES 00 A ER,

EEMEHEAEKEE B2 RRELEN serverImportFailure EXR 0, BEAWER
B RREHEARRE—SZEEEEEEA, SUUTHAMEHETE  BEETHER A
BLMERE R failed-entries.csv B RBIXEITEARER , B0 R RE,

BYEAEHR , SEAUITHEHMEEE , UHPHEENERENERER, Sl , EFLTHSGERS
HRBEHEEFE, NEREEARMERFEMREABENFEES  F2RE KRB EAGCEET
HEROH
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AWS FEREARRRE EREES

BRENREZREZRRZNESR

Application Discovery Service Agentless Collector (Agentless Collector) 1 AWS Discovery Agent
(Discovery Agent) #ERIFFHMRIEERARIBEARBLREER, SR LUEHPTRER RIFMEE?

#, RATEREEBEE KA (TCO), Discovery Agents BINEFFHMMNER , BIERAEMEEAN
BFIER. EANSEHMERER , UAREMKRSE LATHERF. S ERLERRUT #AMRRZ
B AKY  YEEBRARFIEAEAREXUFNERRE

EAREGF | BRI MR EEEMN PR FFEA Agentless Collector 1 Discovery Agent 2R E
R ERE AWS CLI,

FE
« £/ Migration Hub A MR UENE R
« &% Amazon Athena FHIE R

# A Migration Hub A 18 I E/ & Bl

¥ Application Discovery Service Agentless Collector (Agentless Collector) 1 AWS Discovery
Agent (Discovery Agent) , EERINERFRKBZE , BUFER TRABREHKENRREFAVMSs
B, BERNERKREN 15 78 , EREGHRETEAD., EHALEBER EH AP FFL | 5L
CSV BB LLE R AWS CLI,

ERE IRETRAAHCRAMRSMBEENESR  FER PWLSBRE AWS Migration Hub E£# 5
himiA AR, BEE—S THRUOMAEAZEAR®E. BEFFFES Agentless Collector = Discovery
Agents IR AIRET , FFSE £/ AWS Migration Hub E#EAREKEHR

Agentless Collector EREM 2 &R EEESHRENER LEZE Amazon S3 REFETER. &7
LAfE DMS AWS EZ AR LLREFEIrBNER, EERGERECRREREN S MARSFNIKEE
B, FEEPNSRBRERENEER,

A BB ER R AV A IR 2R M E A2 N B

AWS Application Discovery Service ( BRAERERNRZERYE ) EERARLEESE , TRBNERENFR
BARFEREEE. EWEERIEANER , cUFNEEFREERRINARIZNER.

I3 B R IE R A ZERIFHN EEARER , 21 AWS Migration Hub ( BB HHE ) E
A. Application Discovery Service Agentless Collector (Agentless Collector), AWS Application
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AWS FEREARRRE EREES

Discovery Agent (Discovery Agent) flEZEB T E, WF Migration Hub EARFEMESR B
Migration Hub FE A .

3
¢

ERRFRER , SEHEBFRIMNEANCHRETIIRE , UBRREANARSISTFE. MR
BAZMAAWEE |, BERIMAHGCHRIL ISR M — M AREFH BT, MRKIETHNIEE , PRSE
VHWIEE | EEEIRKERAARFARNME—RRI[HBI . &£ Migration Hub 12 & FhigR it [ AR
2Ry, BRERT —ERRR[AE—TEE,

EL IR B AR MRS B E TR A0F , AR H W ARG B ERIEALENBMEE, W
RBEARFIBEERAZSHERFNZEE , Sl , Total RAM #FMETREMESEFEREARKRRN
ERARRINESERRF[EEE , ARIENRNESBETNXARB[AERFCERF

KSR R
EEARRIAER , UTHROAR LS ARS.

* Externalld - E2FAR LY RRBENETEMNV, MBHBUPHNEES —EEBExternal Id W3
—{B{E4E[E , Bl Application Discovery Service 2Lt MEEE , ERmE BV REHES,

» |PAddress
 HostName
 MacAddress

« VMware.MoRefld 1 VMware.vCenterld — & R {E{E X4 HEL 5 — {18 B # &Y & B8 48
[8 , Application Discovery Service F BEH{TLEH .

ZE Amazon Athena I E ¥

Amazon Athena 1 H) & BHR 3R A A E — L& 5 #7 Discovery Agent RRETERZR N A EEFF A
fREE M ERNER, — B Migration Hub £ #& ( S £ StartContinousExport API) Bt Amazon
Athena FHVERIRE , Y HABAEEXNERKE  REEXMBKENERNSEBEHMTE S3 &
FErRP, MEFMHENR , FSEEE Amazon Athena FHIE #,

Amazon Athena A 9 & BHRER) 7] & 7E — B L& 2 #T Discovery Agents RFTEIRZRZIH R IEBE [
fREEMENER, —B® Migration Hub & ( SfEA StartContinousExport APIl) B Amazon
Athena FIVERHRE) , YEABMARKERANERKE  REEXRENENESHDEHREE S3 #F
ETEE,

A% |, BAILUESH Amazon Athena TR AEEZNEN , Lo MEERRENEEFIRAEREE,. =
B RS LT REFER | URTERFREE 2 BHAERMEAKME, i, BAI LA Amazon Athena
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AWS FEREARRRE EREES

REBCHWEITEN. LEHMBEEERNRE , fIMEEEEERE (CMDB) B , IR IREDIMN
AR EEREKERAENEIBE ., ST Athena EH EE Amazon QuickSight B4 |, LR
Bl EHEE I HTEHM D,

AEREFERBETLUE Athena PERAERIRFEL MR EBBABIREN 5N AWS,
1£ Amazon Athena 9 B EUE KR ED

Amazon Athena FHERHRZR BB Migration Hub £ & s # 1T API FEIY 52 BY BROE 48 & H 3k
U AWS CLI, 4B SHABERIRE | FTHEE Amazon Athena FEF W BBIRRIRREINE K

ELRBISEELR , 80 IR
FAWSServiceRoleForApplicationDiscoveryServiceContinuousExport® B & AR
EfAe, NFRKELZACWEFEMERN , 552/ Application Discovery Service BRI ERE A BT
A,

THIERIRBI{AER 3= A F £ Amazon Athena FRRE $HE AWS CLIED,

Turn on with the console

EIREE "HAERINE, , HE—T Migration Hub £ AN ERINESREm LEERSE "Amazon
Athena FEVERIREN, IR K SR SHBISEED , LA Amazon Athena BXA Amazon
Athena HHY & RHERD,

#E= A B Amazon Athena BRI & BHRED

1. HEEBEHKD | #IZF Data Collectors (BRI ESRR),
2. EE Agents (RERER) R5IEH.
3. EREMRERKE  RENMRECHMERKE , R —T Amazon Athena Y HI & #

®ED,
4., HL-FPREENHFLRP , R—TRIGRUESMHEBEKAILERE Continue (&1E) 3
Enable (BXFH),
(® Note

THREBEREXBREL "HEEL , BX#1T , JFELEE Amazon Athena P EF R FE AR
RIMWER., F-XBALIIEER  FNERNZRZIREEE 30 sEF S HIIRTE Amazon
Athena #,
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Enable with the AWS CLI

Amazon Athena Y& BHREI 2 EIB API FEL1E BAREREIAY Continuous Export REUA AWS
CLl, EEEHZM , AWS CLI BXEAELHNREFRE

£ Amazon Athena &% AWS CLI ¥ BB E B R ED

1. AWS CLI BIEMEZE R (Linux, macOS = Windows) 2% , WIFERA , B2 AWS
Command Line Interface £ /8 &5,

2. BRB@&TERTIET (Windows) Si#kim# (Linux 2 macOS).

a. ®A aws configure A& Enter £,
b. HWAZM AWS FERE#R ID F AWS BRIFEER,
c. BWATEREHEBBEA us-west-2,
d. BATRRE LB text,
3. BAUTHT:

aws discovery start-continuous-export

® Note

ECHREBEXNBEL "HEEH ) EX81T , WZEETE Amazon Athena REFFFERA R
RINER, F-IRBALIIEEE K ZNERRZZUEEE 30 2EFSHIBE Amazon
Athena #,

B 1% Amazon Athena IR E R

1£ Amazon Athena FBRE R R 2 & , B UEEE Athena P EHRER , BRERNEARER
NIRRFWFHBE I ER, BuUFEARERRELERER., HITHRADT., EXEHEZEERBLLE
N, UERCEREEREEEE,

T35 RERBA MM EIETE Athena TRAFIRREHWAREBRERNER ., MRETE Athena FREFME
#, S R Amazon Athena AR A ERHRED , HFE AR IR REE Amazon Athena FRUA ERHF
Bh , 0 PFMRIE Amazon Athena A B EUE BlHRED,
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AWS R RR RIS EAEEE
[E{##% Athena FHRRANEERXNRRNER

1. 1€ AWS Migration Hub X AMNEBEEKH | BIERRES.
2. EHEBR Amazon Athena £ 4& |, F51EE T Amazon Athena FIREEH,

3. £ Query Editor (E##miE2T) EE L , Database (ERIE) THEBEHKS K BE
application_discovery_service_database A& 2 i2EHI#RRE,

@ Note
ft Tables (B¥IR) T , THERMRARKAREREA T ENERE,
* o0s_info_agent
» network_interface_agent
 sys_performance_agent
* processes_agent
* inbound_connection_agent
« outbound_connection_agent

 id_mapping_agent

4. BEBTE Athena EHFEE T EANHFIT SQL & , /£ Amazon Athena TIRAHEHER ., Hl
wm, B LER T ERAREEMEIREINNMEARSS IP i,

SELECT * FROM network_interface_agent;

MEEZEHHEN , F2BE Amazon Athena FEAFELAEESNESM,

]HB1t Amazon Athena &%

EERBHENER , IS ERABEIEBLRER , Hl10 Amazon QuickSight =i H fth B R 1515 4%
B{vITE , ffltn Cytoscape. yEd = Gelphi, FAELTEREZFRRER. HEERNEMERL R
o BALAZLE , BALUEBRBERNERE Athena , BT UUFHEBKENERBAELERE
L ZRIR

£ A QuickSight 1R 81V #&# Amazon Athena & #}

1. & A Amazon QuickSight.
RRILAR 9



https://aws.amazon.com/quicksight/

AWS ERRRRERS (&SR

2. i##ZE Connect to another data source or upload a file (E# 2| H it &R KRR L EEER),

#1E Athena, FEBIEETRHTH Athena BRIRIFRHFES .

7t Data source name (BERIRREE ) ML P@AE B,

i#1Z Create data source (B ERHKIR),

£ Choose your table (ZEURH &Rl k) ¥55 5 HiEE Agents-servers-os (Agents-servers-os)

BR& , WiEE Select (F#IF),

7. 1E Finish data set creation (EREREE) HEFEHRH , FEE Import to SPICE for quicker
analytics (EAZE SPICE LETERIEN 5 47) , ARERIERE Visualize ((REL).

o o kW

EeEFEnEEL,

£ Amazon Athena RE AL ERZNEH

Y- ERLERNER  WEATHTHREFEARS , Sl TCO ZHMPRRBL. BUTNE
EEHAELEEN , LI IETBRRRENTER.

ERALTEENER

1. 7£ AWS Migration Hub FEEMWEBHF KD , BIFRFRES.
2. ZEEBR Amazon Athena £#2 4 |, F5EEE Amazon Athena FIREEH,

3. 7E Query Editor (Z##R#E35) HE L , Database (E¥E) THEEEKT  BE
application_discovery_service_database A& 2 i2EHI R RE,

4. HEEHAREBEJ[PREME (+), UELEEHEANER,

5. R EEEENEH BREP—EEH,

6. KEHWIENEIFEAEBNEAEERT,

7. 1E# Run Query (1TE#M).

FEERNES

BREEZHEUEEAREHANEA.
ENEEREEH IP tut M HEZ B

iR ERNHNB SIS EMMREEMN IP it M #ER, Sl EEbEmFERALEE, ESE
WA WBNET , F528 (Amazon Athena A EIERE) T/ CREATE VIEW,
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EAEER
CREATE OR REPLACE VIEW hostname_ip_helper AS
SELECT DISTINCT
"os"."host_name"
, "nic"."agent_id"
, "nic"."ip_address"
FROM
os_info_agent os
, hetwork_interface_agent nic
WHERE ("os"."agent_id" = "nic"."agent_id");
R EEHEREREEAMRES
WEHAT BB EHTERNRE. IREECHECRBHNZHBAMRE LFBREREN , KA EALERN

THREME L REEEMARS[ERFBARERER, EHEHD  BATHREEANEHBERE X
AIERELIERRTILE IP it RE, JRED , LL 192, 10 = 172 #2AK IP ik,

SELECT DISTINCT "destination_ip" "IP Address" ,
(CASE
WHEN (

(SELECT "count"(*)
FROM network_interface_agent

WHERE ("ip_address" = "destination_ip") ) = @) THEN
Inol
WHEN (

(SELECT "count"(*)
FROM network_interface_agent
WHERE ("ip_address" = "destination_ip") ) > @) THEN
'yes' END) "agent_running"
FROM outbound_connection_agent
WHERE ((("destination_ip" LIKE '192.%')
OR ("destination_ip" LIKE '10.%'))
OR ("destination_ip" LIKE '172.%'))
UNION
SELECT DISTINCT "source_ip" "IP ADDRESS" ,
(CASE
WHEN (
(SELECT "count"(*)
FROM network_interface_agent

WHERE ("ip_address" = "source_ip") ) = 0) THEN
lnol
WHEN (

(SELECT "count"(*)
FROM network_interface_agent

ERAREERNEM
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WHERE ("ip_address" = "source_ip") ) > 0) THEN
'yes' END) "agent_running"
FROM inbound_connection_agent
WHERE ((("source_ip" LIKE '192.%'")
OR ("source_ip" LIKE '10.%'))
OR ("source_ip" LIKE '172.%'));

ERREEN 2 A RBENRENEER

BUERALER  REEXEREERANRSHBRARB[INMARERENEARENER. LESH
#£ 8 system_performance_agent ER&KE os_info_agent ERIEX , LA B SRR IS
B, hEHEEFTREENZMERRSNE—EFIIEARER (L 15 2ERRER).

SELECT "0S"."os_name" "OS Name" ,
"0S"."os_version" "OS Version" ,
"0S"."host_name" "Host Name" ,
"SP"."agent_id" ,
"SP"."total_num_cores" "Number of Cores" ,
"SP"."total_num_cpus" "Number of CPU" ,
"SP"."total_cpu_usage_pct" "CPU Percentage" ,
"SP"."total_disk_size_in_gb" "Total Storage (GB)" ,
"SP"."total_disk_free_size_in_gb" "Free Storage (GB)" ,

("SP"."total_disk_size_in_gb" - "SP"."total_disk_free_size_in_gb") "Used
Storage" ,

"SP"."total_ram_in_mb" "Total RAM (MB)" ,

("SP"."total_ram_in_mb" - "SP"."free_ram_in_mb") "Used RAM (MB)" ,

"Sp"."free_ram_in_mb" "Free RAM (MB)" ,
"SP"."total_disk_read_ops_per_sec" "Disk Read IOPS" ,
"SP"."total_disk_bytes_written_per_sec_in_kbps" "Disk Write IOPS" ,
"SP"."total_network_bytes_read_per_sec_in_kbps" "Network Reads (kbps)" ,
"SP"."total_network_bytes_written_per_sec_in_kbps" "Network Write (kbps)"
FROM "sys_performance_agent" "SP" , "OS_INFO_agent" "OS"
WHERE ("SP"."agent_id" = "0S"."agent_id") limit 10;

RIBEEORRIRNEFFEES , BERARSI 2BNELHER
HEASNESERKcBHRENFMER , URERKBRBNEFNFMAER.

EHITERZE , MREERBITIHIRE , AIXLEEITTER IANA TEZ IANA EZIEERE B ERN
iana_service_ports_import Eflk,. FWNAEV L ACHNER A FSEEL IANA BEEEE
HEEAERR.

ERRAERNED o
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#3 iana_service_ports_import ERlk R K BUMEBEGREHRERERBEHRE, WES
BRI BIBENET , 528 (Amazon Athena A EIERE)Y BH CREATE VIEW,

B EHER B E KR

1. BI{E https://console.aws.amazon.com/athena/ BAEX Athena £ &,

2. FRAUTIEHAETREL B IP it Ay i%BIE N REE
3 valid_outbound_ips_helperi@#i,

CREATE OR REPLACE VIEW valid_outbound_ips_helper AS
SELECT DISTINCT "destination_ip"
FROM outbound_connection_agent;

3. EATHEHBHY , REEHRENBASERIUE outbound_query_helper #47,

CREATE OR REPLACE VIEW outbound_query_helper AS
SELECT "agent_id" ,
"source_ip" ,
"destination_ip" ,
"destination_port" ,
"agent_assigned_process_id" ,
"count"(*) "frequency"
FROM outbound_connection_agent

WHERE (("ip_version" = 'IPv4')
AND ("destination_ip" 1IN
(SELECT *

FROM valid_outbound_ips_helper )))
GROUP BY '"agent_id", "source_ip", "destination_ip", "destination_port",
"agent_assigned_process_id";

4. WAEMLCEHE iana_service_ports_import ERIRMMEEHBHE , B HTUTEHLLES
HER  SRERSERENEHRE. BEEERE  UREFRNFHRENA,

SELECT hipl.host_name "Source Host Name",
outbound_connections_results@.source_ip "Source IP Address",
hip2.host_name "Destination Host Name",
outbound_connections_results@.destination_ip "Destination IP Address",
outbound_connections_results@.frequency "Connection Frequency",
outbound_connections_results@.destination_port "Destination Communication
Port",
outbound_connections_results@.servicename "Process Service Name",
outbound_connections_results@.description "Process Service Description"
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FROM
(SELECT DISTINCT o.source_ip,
o.destination_ip,
o.frequency,
o.destination_port,
ianap.servicename,
ianap.description
FROM outbound_query_helper o, iana_service_ports_import ianap
WHERE o.destination_port = TRY_CAST(ianap.portnumber AS integer)) AS
outbound_connections_results@® LEFT OUTER
JOIN hostname_ip_helper hipl
ON outbound_connections_results@.source_ip = hipl.ip_address LEFT OUTER
JOIN hostname_ip_helper hip2
ON outbound_connections_results@.destination_ip = hip2.ip_address

BIFERBRBNEFFAER , ERARR <BNEAEFA
HEASNEEEARB B ARENEEET , URERERBNEFFRER,

EHTHERZE , MREERATUHERE , AIXBEEITER IANA TEZ IANA BEEXGERE
M9 iana_service_ports_import Eflk,. MFENFAEILEAGHNEN , FSREEL IANA EEE
EHREEAERRK.

B3 iana_service_ports_import Eflkz® , EUMEREHE AR RERBEARE, W0
SERNUEILRENERD , 28 (Amazon Athena EA&1ER) HH CREATE VIEW,

B EANEH B E X EE
1. BIfE https://console.aws.amazon.com/athena/ BRX Athena 1A,

2. FEASEMERRENEARIR IP it A T#HBI B BE Y valid_inbound_ips_helper #
o

CREATE OR REPLACE VIEW valid_inbound_ips_helper AS
SELECT DISTINCT "source_ip"
FROM inbound_connection_agent;

3. FALUTHBHRE A6 W ARENERAERIET inbound_query_helper 8,

CREATE OR REPLACE VIEW inbound_query_helper AS
SELECT "agent_id" ,
"source_ip" ,

ERAREERNEM 103


https://docs.aws.amazon.com/athena/latest/ug/create-view.html
https://console.aws.amazon.com/athena/home

AWS FEREARRRE EREES

"destination_ip" ,
"destination_port" ,
"agent_assigned_process_id" ,
"count"(*) "frequency"

FROM inbound_connection_agent

WHERE (("ip_version" = 'IPv4')
AND ("source_ip" 1IN
(SELECT *

FROM valid_inbound_ips_helper )))
GROUP BY '"agent_id", "source_ip", "destination_ip", "destination_port",
"agent_assigned_process_id";

4. BHEMBEE iana_service_ports_import ERRANMEHFHEHE , BUHTUT EHLES

AEER , oESERENEARE. ERRRE  UREFNFAES.

SELECT hipl.host_name "Source Host Name",
inbound_connections_results@.source_ip "Source IP Address",
hip2.host_name "Destination Host Name",
inbound_connections_results@.destination_ip "Destination IP Address",
inbound_connections_results@.frequency "Connection Frequency",
inbound_connections_results@.destination_port "Destination Communication

Port",
inbound_connections_results@.servicename "Process Service Name",
inbound_connections_results@.description "Process Service Description"

FROM

(SELECT DISTINCT i.source_ip,
i.destination_ip,
i.frequency,
i.destination_port,
ianap.servicename,
ianap.description
FROM inbound_query_helper i, iana_service_ports_import ianap
WHERE i.destination_port = TRY_CAST(ianap.portnumber AS integer)) AS
inbound_connections_results® LEFT OUTER

JOIN hostname_ip_helper hipl

ON inbound_connections_results@.source_ip = hipl.ip_address LEFT OUTER

JOIN hostname_ip_helper hip2

ON inbound_connections_results@.destination_ip = hip2.ip_address

T R SR AN AR B AT P YRR

It E AR IFE RN B BT PR EEE,

ERAREERNEM
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AWS FERREXREBS EAEEE
EBTHER T , MBEERBITEERE , AIXBEIT TSR IANA TEHZ IANA EFBEEFERE
# iana_service_ports_import E¥lFK,. MFNMMABELLBENENR , FSEEL IANA EEE

EFEEAER XK,

BITUTER , IRBERBRREEB BT HVRE.

SELECT o.host_name "Host Name",
ianap.servicename "Service",
ianap.description "Description",
con.destination_port,
con.cnt_dest_port "Destination Port Count"
FROM (SELECT agent_id,
destination_ip,
destination_port,
Count(destination_port) cnt_dest_port
FROM inbound_connection_agent
GROUP BY agent_id,
destination_ip,
destination_port) con,
(SELECT agent_id,
host_name,
Max("timestamp")
FROM os_info_agent
GROUP BY agent_id,
host_name) o,
iana_service_ports_import ianap
WHERE ianap.transportprotocol = 'tcp'
AND con.destination_ip NOT LIKE '172%'
AND con.destination_port = ianap.portnumber
AND con.agent_id = o.agent_id
ORDER BY cnt_dest_port DESC;

BT IANA EEZEEFEREAERER

HEBAERNEMNEERAS iana_service_ports_import WEREK , HhE8SREBRMERKRER
RIS IREE N (IANA) TEHHNEA,

¥ 17 iana_service_ports_import E#}3k

1. 1 https : /fiana.org LAY BRI & AN Sk i £ IE B RIBE HE TH IANA EEERHRERE
CSV X,
2. BERLEZE Amazon S3, MFEFHMEF , F2ENIREREER R FEEF) S3 FHFATE?
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3. K&ERA W Athena RN HHERI Riana_service_ports_import., MERHA , FSH
{Amazon Athena A EEmM) FHELER K, ETI&EH+ K SCFEFAEENTBRIE
CSV EEXR LEZIM S3 RFErBHBBAREML my_bucket_name,

CREATE EXTERNAL TABLE IF NOT EXISTS iana_service_ports_import (
ServiceName STRING,
PortNumber INT,
TransportProtocol STRING,
Description STRING,
Assignee STRING,
Contact STRING,
RegistrationDate STRING,
ModificationDate STRING,
Reference STRING,
ServiceCode STRING,
UnauthorizedUseReported STRING,
AssignmentNotes STRING
)
ROW FORMAT SERDE 'org.apache.hadoop.hive.serde2.lazy.LazySimpleSezrDe'
WITH SERDEPROPERTIES (

'serialization.format' = "',"',
'quoteChar' = '""',
'field.delim' = ',

) LOCATION 's3://my_bucket_name/'
TBLPROPERTIES ('has_encrypted_data'='false', "skip.header.line.count"="1");
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£ AWS Migration Hub £ & HFZEE R

AWS Application Discovery Service (Application Discovery Service) £ 8 AWS Migration Hub
(Migration Hub) 24 , & F AI BAfE Migration Hub HFRAFEBEHERINESR. RARSMNERAER, B
&£ A Application Discovery Service T &K , REEKEBEFHE @ ZE Migration Hub EEAE., £
Migration Hub FE AT EERANTRIAEE.

EAREF |, BLLT SEAIE R 12 A EE M EE Application Discovery Service Agentless Collector
(Agentless Collector) 1 AWS Application Discovery Agent (Discovery Agent),
e

« 1£ AWS Migration Hub £ AERF PR E R

£ AWS Migration Hub R &P MBI ME.LERWESS

- FEEEAF AWS Migration Hub HEF & B L2

« 1£ AWS Migration Hub & P #@1R A IRES

« £ AWS Migration Hub 2 & 5 A IR Es

« £ AWS Migration Hub 2 & F1Z50 A IRES

« £ AWS Migration Hub [& H {a] B 25 & %}

« £ AWS Migration Hub 2 & & 748 {7 IR 25

£ AWS Migration Hub = A BEXRRPRRER

EERBETEFRERM , % AWS Migration Hub ( BB HIE ) THEAEEERPREERR.
7 Migration Hub E&EXRRF , B RERAERSR. EARANERKERNSHRETER , 4
40 Application Discovery Service Agentless Collector (Agentless Collector) 1 AWS Application
Discovery Agent (Discovery Agent),

FEERRERF BN Discover (JRFE) M Migrate (BE) BRI EER ., ©HEEMEMEN
B, URREGENERZEE, FRER , SUUEERIEFEARINBEERE, SthalmR
EEFREMEARER, IBETERECEARINNEESE  URERFERENEBEE.,

EERAETEERR , FREEEKERERR , AEBMR Migration Hub R EEHEM AR,
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£ AWS Migration Hub £ & R RAE M= 1L E R U LR

Application Discovery Service Agentless Collector (Agentless Collector) 1 AWS Application
Discovery Agent (Discovery Agent) & AWS Application Discovery Service (Application Discovery
Service) ARG ERRFREERRENERRETE, THITRRAMATHRMNITBELHERRERIK
£ T B | #%& Agentless Collector A% AWS EEEFH&TH:?&RIEEER

EEERWNET B2 HE R MIE Application Discovery Service W EES |, BESERREFANEE
HER , URERRSRLHTHERF, BBELTER , B0 L AWS Migration Hub ( BB H1E )
EERAKE. FLEAREKRENER,

R AWS Application Discovery Agent (Discovery Agent) 2% , IBaILATE (BBHIE ) £EAN
AWS Migration Hub BE#l Uk SEa8 B H LA E ST L BRI EERFF

BEMRBFELERRETE

1. fEFH AWS ZWEEZE A , AWS Management Console 7 https : //https:/
console.aws.amazon.com/migrationhub/ BAREX Migration Hub £ &,

EEBRFRIZEEEERNRET , BEEHNRES.

#1F Agents (REER) H5|IER,

RS EREE L 2 E T M EUT .

1##Z Start data collection (FR & B E) = Stop data collection (&L ERIUKEE),

o & w0 DN

EE#AFH AWS Migration Hub HEF & Rk & 25

MREHBETHZENNES , EUUEET RN ERNBRESEE LEFERBREHFNEREE, &
AUEESIPEREGEREREFFE. SIS MEE Data Collectors (BRI EERR) BEFIE
TE HY K BB 7 k4

THRETTHR AEEANESKY , 2 FEE Y. ENENER.

BSR4 EE T BH:E&
Agent ID (RE=ER ID) == ?&i’zi@i"éAIEE’ﬁEﬁE&)\}%

EfZRNEAREREX ID,
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EAEE

=]

BEERMF

Hostname (X #& %)

Collection status (W EEARRE)

B E%

HRREERX , KARERE
REEXACRALEAZTHEE
PR E M EREE,

Bk . EREWEERLE
3 Z Application Discovery
Service

Start scheduled (E HEF2 B
1)) ERIREEHRERR.
TR ping B , ERAGEIX
£ Application Discovery
Service , REKEBEACH
%o

BFLE  RKEHEEE
Application Discovery Service

HE R,

Stop scheduled (EHER2Z

1b) : ERREEHERE L,
TR ping B , ERAEILE
JAZE Application Discovery
Service , EMREHFBEREE
1k,

E2 s e Rl e
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ERAEER

AWS AR RRRS
BE&MH BET
BRRE
IP 4k

B E%

Healthy (IE %) : ERINERR
B, WITEEEEER,

Unhealthy (KR E) : Ltk TE
R EEFRARE, TR
HER.

Unknown (RER) : @8 —/NEF
REIELR

Shutdown (B3#) : HRA R,
RSB EM , LIRE
ARTE "E#, . WRBE
EHAME T EAR , REEE
EE—ERSBHEEAS —
EIARAE,

Running (B117%) : ERIKE
BERREME, It T EEHEIE
o

RELERETEZFHELEA
RERIRENEM IP #utk,

TRETTHAREAREEARERNESKF , B EE . ENENER.

BSR4 BE T

ID

Hostname (E#& #8)

B: E&

REZRESTENFALEANS
BRI TECEERK
25 1D,

HREREEA NSRS  *%
HEAEEAWERNEHA

E2 s e Rl e
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BE&MH BET B E&
FEANFEP R AT EH
=18

Status == KEER  ERREERK.
L TEEFIER,

EiBERE - RAMERKE.
kT EEBEEE,

FEIE — TERENEHERIRE

REER.

Unknown (RER) : i — /6§
RENER,

Bf : TR LRERM. BRI
i BEXEAMEAN "
B, o MRBEEHEMIT
Bk , MESESE —EHRE
BHREEL S —ERE,

|P 311k == REREWETEHLEA
EEHIREREM IP ik,

ERERR SRR REFERKER

1.

o o K~ w0 N

£ AWS ZBIIRFEE A , AWS Management Console I 7E https : //https://
console.aws.amazon.com/migrationhub/ BRX Migration Hub £# &,

EEBTREIZSEEERNERRT  ERENKRESR.
EREAEEARERIREEXREIER,
HEESIHR-T , ARWBEPREZESKRNE
RT—EFEFERER T,

& —EBEPREE,

&R ERR 111


https://console.aws.amazon.com/migrationhub/
https://console.aws.amazon.com/migrationhub/

AWS FEREARRRE EREES

£ AWS Migration Hub FE 1 & H#R [ RS

Servers (fAlfR27) AERHEERKE T B SERAKFRNTEENHEERFEAREREER, &7
e AR ERA. EREERMREFRAMRS. E£RARERFRCMAMRES  SIREHFMANMRBINR
HEM.

B LS HERRE T ERR MG MRS —RRENFARSR.
& EWARRE N AR

1. fEA AWS ZWIRFEA , AWS Management Console Y0 7E https : //https:/
console.aws.amazon.com/migrationhub/ BAREX Migration Hub 2 &,

2. EERPHEIZASESERNRRT , BEMRS. RRINVABFAS LR EARSFBED,

3. WMFMRMREBFVEFMER , FBHE Serverinfo (AMRREF) WP REFHAKRF[ER. EEMESER—
BEm , HhRARRER,

ARSENFAET EOMSERRREAMNMEEEE, ShaURE —E%EE , AUED@RERENE
BEREFEA, AEELFHANMARESER , F2BEH AWS Migration Hub FE H 7 fR 25 & o

£ AWS Migration Hub E£18 & # 8= R IR 85

FEERRIBEARS  FEALSHERERFEFHENRETEREMBNAERAMKIR. ETN
BENMENHEFT SR,

& EZERBSERRAREFARSR

1. /A AWS ZHIRFEA , AWS Management Console 7 https : //https:/
console.aws.amazon.com/migrationhub/ BAREX Migration Hub £32 &,

EBBTREIZEEEBEERNRRT , EEMRES.
EESITR-T , ARWBEPREESKRNE
RT—EBEFRFER T,
BWAZFMERSKRENES KNBE , AR Enter &,
EBSR 2 -4 TERSESRREMS.

2
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£ AWS Migration Hub £12 & A 1Z5C A IRES

ATHBBHAIABBNREENHAER , EUUASARARFELZEAEER. FBEIEAEERNEE
¥, AFREARBFAEN T BT ERSPEER, £ EE R EP R0 E B 7 AR 85 2 2 B [ Ak
2%, AWS Application Discovery Service (Application Discovery Service) & E LA AWS % | {8
MEEANERELERER,

BT AEERE Servers (fAfReER) EH , A —HNZEAKF[FEIBERZEARR. EAKBNFAEAE
HLE , BIRERENNARSEFERBR-—IZERR, EUUEE—REF , ITHESERRSINE
BHEENE R TFEEE., SETUBRER,

HERERTEE S ERRKE

1. £ AWS ZMIRFEA , AWS Management Console I 7E https : //https:/
console.aws.amazon.com/migrationhub/ BAREX Migration Hub 2 &,

2. EERTHEIZAEEERNRRT , BEMRKRSR.

3. 7 Serverinfo (ARREF) W+ , EFLEZEAEMEEBRNARR[ER. FE-EERIMED
ZERMRRR  FER— T ZERRSFNZIMG IR,

4. BREFHEER K AREEFTHEER.
5. HHEFEART , ERMUPBASE  AREEMCPEEEENE.

BENESRLTEFHMEN , UHEESER,
6. IiE#E Save (EE).

BER—RZEARB[BHRER

1. £ AWS ZMIRFEA , AWS Management Console I 7E https : //https:/
console.aws.amazon.com/migrationhub/ BAREX Migration Hub £ &,

2. EERTHEIZASEERNRRT , BEMRKRSR.

3. 7 Serverinfo (AMRREF) W+ , BEFLERTBREBRNARFER. ZIZ ERRRAZE
B, —REZERRBFBERER,

4. BEBRER.
5. ENMZEBRNESREESR.
6. EEMHE.
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& AWS Migration Hub [E i {7l IR 83 & ¥}

ARFERBAWMAEH AWS Management Console, AWS Command Line Interface=t AP [E Hi {a] iR 25
&5,

{# /8 AWS Management Console [& 7/ {al AR 25 #Y R AR 25 & %)

1.

A AWS Management Console , I7E https : //https://console.aws.amazon.com/migrationhub/
BARK Migration Hub £ &,

ERRTANEASEEES , BERRS.

HEEE T AR Exports (EH) EERF , 5B1Z Export server details (FBHARESFMER), LLEE
SEE Zp R, HPEBETRAEN csv EXR,

CEY iR

{account_id}_Application.csv BEEAREXNFHEN , S FERAREFFE.
BRBAER,

{account_id}_ApplicationResourceAsso fAREEEAREN 2 B ER.

ciation.csv

{account_id}_ImportTemplate BEARSEAEIXTNEENRE, SUE
oI EHTEE A SRS |, LATE H B {7 R 25 A A BB
WEARER.

{account_id}_NetworkInterface.csv BERAENTEANFHEES , STEEBEEH G R

27, HoibMAHRER,

{account_id}_Server.csv BREFRRBNFRET , SIEEERK. T8
& Hypervisor,

{account_id}_SystemPerformance.csv BREFRRBOFHAEF , B3F CPU, EiEE
MEEFHRE | IR NEE,

{account_id}_Tags.csv B RS BB S EEBNFHEENR.
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CELE HiR
{account_id}_VMwarelnfo.csv 1B VMware HHENFHEF , BIF

moRef, vmName F vCenter,

£ AWS Management Console [E 45 E @ REFHNFRA B E #

1.

E A AWS Management Console , Y7E https : //https://console.aws.amazon.com/migrationhub/
BAEX Migration Hub £ &,

ERZTHFNEAEBEEKS , BERRSR.

RN ERRSFTHESMuD, THNFERNER, EXFES , BT , ZERR , R
REZ - BEHET A ARBERR=AKEEKX,

EESERT  EREELERNNARSFEE, LBFESTEEXARBINFAEARTH.
WARBRBNERRERE  AREFEDL, EHN zip BRESTRANBH csv BR,

{account_id}_destinationProcessConne BEAFRSFERNFHER

ction.csv

{account_id}_networkInterface.csv ESEMARAENGFHEES , fEtut, ESH
=

{account_id}_osInfo.csv EERENFFMERNR , 3E CPUE

B Hypervisor fI{EERFKEEHE,
{account_id}_process.csv ERRSE LT ZEFNFHER,
{account_id}_sourceProcessConnection.csv R B A IRESHEHIERFFMEA

{account_id}_systemPerformance.csv fAAREEHY CPU, 1B AR FHEAER NEER
FHHEA,

/8 AWS Command Line Interface 2 API [EH @RS &R

1.

#11T start-export-task. ¥1HERY API #4ER StartExportTask

[E i R AR 22 & &t 115
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2.

#11T describe-export-tasks. ¥ FERY API #{E=2 DescribeExportTasks.

£ AWS Migration Hub 12 A& w43 48 A fR 85

—ERRIVARF[IEFTERARNBBIEFEHEM. EERIBAT , BUNEEE R RRIIN M
RERE R DA BAEN,

EoEREFTS  BuNES. sERNHEER,

HRRARFIAZFHRBEENERAERX

1.

£/ AWS ZWIRFE A , AWS Management Console 3% https : //https:/
console.aws.amazon.com/migrationhub/ BAREX Migration Hub £ &,

EEBTREIZEEEERNRRT , BEMRS.
EMARSFFES , BEREESBIFNHRERAREXN=ZE [ KRR.

AT HBEEZESENRARSS , EUTNESNEGREERRREEFIEENETMRE. EESH|H
B—T  RREFFEFHNEE. #T—EBEPRRZER T , ARBALIERY

EA SRS EEINARES , #1F Add tag (FTIEER). WA Key (8) N{E , RRBEFERWA
Value ({8) W1{E.

#1ZF Group as application ({kEEARERNEREHE) BULNERARER , IFEEREH—E,

£ Group as application (#kfE AN FFE) HEEF P , ##F Group as a new application (%2
BB HEMRER) 3 Add to an existing application (Fi8 2B AN ERARER),

a. WMRIEIEE Group as a new application (D AFHERESR) A , B A Application name
(ERREXERE) BB, B LLEZE# A Application description (AR #HiR) IR,

b. MRMEIRE Add to an existing application (FTIBERENERER) , BREEFNEEEFEN
ERAEXERE,

i#IZE Save (E1F).
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£/ Application Discovery Service APl &R ZERIFEREEH

fAREIEE 2 REERXS BEAELZNERPORAEEN ITEE, E&EMEM AWS Application
Discovery Service ( BRARNRERE ) &, BRI LIER AP RIEEEERMYG: , Y EHRERSE. EH
B, EFNEGEENSEHAEEE, E API HEBEE , 5528 Application Discovery Service
API 2%,

L& S ER RS HME Application Discovery Service BiYERY 7] F 8 A BRI 4 A 1 HE 8
3
* DescribeConfigurations

* ListConfigurations

EENEFREARKEANEERE (AK:R. BRAEN, BFIUER) REBN.

/A Important
DescribeConfigurations, ListConfigurations#l EEH#
FRStartExportTaskAIBE N BERIEMERH, MFEFMEN , 552 Bithe section called “FH#&
_ﬁll-&l-”o

{#H DescribeConfigurationsE{E

DescribeConfigurations BMESHEEVAERE ID FEMNBM., FTEREN D X ERHENEEER
(ARREE. AR, BFRIER), GHBVIRARENNEERE, flm , FARSFAREENRLES
SRRBFHEENBMEE , flin , THER, FERREIREFHE. NWEGTEENFHENR , #F2

B DescribeConfigurations.

DescribeConfigurations B#EF X EEHE,
DescribeConfigurations K9 (T

THRBKEEBRER , H2%|H DescribeConfigurations BMEXENBWE M., B REEH
MR —EEEREE D,

AR EE
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AWS FERRARRRS

ERAEER

- fhva
server.agentId
server.applications

server.applications.hasMore
Values

server.configurationId
server.cpuType
server.hostName
server.hypervisor
server.networkInterfaceInfo

server.networkInterfaceInfo
.hasMoreValues

server.osName
server.osVersion
server.tags
server.tags.hasMoreValues
server.timeOfCreation
server.type

server.performance.avgCpuUs
agePct

server.performance.avgDiskR
eadIOPS

58 5
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R 58

server.performance.avgDiskR
eadsPerSecondInKB

server.performance.avgDiskW
riteIOPS

server.performance.avgDiskW
ritesPerSecondInkB

server.performance.avgFreeR
AMInKB

server.performance.avgNetwo
rkReadsPerSecondInkB

server.performance.avgNetwo
rkWritesPerSecondInKB

server.performance.maxCpuUs
agePct

server.performance.maxDiskR
eadIOPS

server.performance.maxDiskR
eadsPerSecondInkB

server.performance.maxDiskW
riteIOPS

server.performance.maxDiskW
ritesPerSecondInkB

server.performance.maxNetwo
rkReadsPerSecondInkB

server.performance.maxNetwo
rkWritesPerSecondInKB
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R 58

server.performance.minFreeR
AMInKB

server.performance.numCores
server.performance.numCpus
server.performance.numDisks

server.performance.numNetwo
rkCards

server.performance.totalRAMINnKB

BEFEE

R o Il
process.commandLine
process.configurationId X
process.name

process.path

process.timeOfCreation X
ERRNEE
- i o il 1
application.configurationId X

application.description
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WAL 5 Il
application.lastModifiedTime X
application.name X
application.serverCount X
application.timeOfCreation X

£/ ListConfigurationsE{E

ListConfigurations EMFERIBEEEERRAHPIEENWERBEERIER FE, NEMDEEN
FHBERR , 582/ ListConfigurations,

ListConfigurations BV H (T

THRBGEERLER , HE5IE ListConfigurations BEXBNE HEM., ERAEHMERN
W —EFER@HS.

AR=REE

- fba SRl
server.configurationId X
server.agentId
server.hostName
server.osName
server.osVersion
server.timeOfCreation X

server.type

BFEE
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AWS FERRARRRS

ERAEER

process.

process.

process.

process.

process.

- i
commandLine
configurationId
name
path

timeOfCreation

server.agentId

server.configurationId

ERAEXEE

R

application.configurationId

application.description

application.name

application.serverCount

application.timeOfCreation

application.lastModifiedTime

BIREE

{2

connection.destinationIp

58 1l 1

58 1 14

58 1l 1

f#M ListConfigurationsEfE
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ERAEER

- fhva
connection.destinationPort
connection.ipVersion
connection.latestTimestamp
connection.occurrence
connection.sourcelp
connection.transportProtocol

destinationProcess.configur
ationId

destinationProcess.name

destinationServer.configura
tionld

destinationServer.hostName
sourceProcess.configurationId
sourceProcess.name
sourceServer.configurationId

sourceServer.hostName

ListConfigurations XM ERRIFMG -

58

THRBMEEFLES , HEIE ListConfigurations BIER BAVERRRM . EFEMRAMEN

REEP—EXENBERGMERNRSIREBRSD

RRBREE

A BABE TR E 2 BB R AV B
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ERAEER

EmR R

server.co
nfigurationId

server.hostName

server.osName

SEIrver.os

Version

server.agentId

> R RF

+ EQUALS

*+ NOT_EQUALS
+ EQ

* NE

+ EQUALS

+ NOT_EQUALS

+ EQ

* NE

+ CONTAINS

+ NOT_CONTAINS

* EQUALS

* NOT_EQUALS

+ EQ

* NE

+ CONTAINS

* NOT_CONTAINS

+ EQUALS

+ NOT_EQUALS

+ EQ

* NE

+ CONTAINS

* NOT_CONTAINS

+ EQUALS

+ NOT_EQUALS
+ EQ

* NE

X ENE

- EAEMNRERER
#HEE ID

> BB

i3

AR

+ ASC
+ DESC

+ ASC
+ DESC

+ ASC
+ DESC
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NOT_CONTAINS

AWS FERARNIRERSE EREER
Ciptd3as X ENRYG XEWNE X ENEERF
server.co + EQUALS . FE i
nnectorId « NOT_EQUALS

. EQ
* NE
server.type « EQUALS EETIHAP—EE i3
« NOT_EQUALS M7
+ EQ . EC2
" NE + OTHER
« VMWARE_VM
« VMWARE_HOST
« VMWARE_VM
_TEMPLATE
server.vm + EQUALS . FE it
WareInfo. « NOT_EQUALS
morefId . EQ
* NE
» CONTAINS
* NOT_CONTAINS
server.vm + EQUALS . FEH 13
WarelInfo. « NOT_EQUALS
vcenterId . EQ
* NE
» CONTAINS

f#M ListConfigurationsEfE
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ERAEER

EmR R

server.vm
WareInfo.
hostId

server.ne
tworkInte
rfacelnfo
.portGroupId

server.ne
tworkInte
rfacelnfo
.portGroupName

server.ne
tworkInte
rfacelnfo
.virtualS
witchName

> R RF

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

> BB

PAA)
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ERAEER

EmR R

server.ne
tworkInte
rfacelnfo
.ipAddress

server.ne
tworkInte
rfacelnfo
.macAddress

server.pe
rformance
.avgCpuUs
agePct

server.pe
rformance
.totalDis
kFreeSizeInKB

server.pe
rformance
.avgFreeR
AMInKB

> R RF

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

GE
LE
GT
LT

GE
LE
GT
LT

GE
LE
GT
LT

- BTkt

* Double

* Double

> BB

PAA)
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ERAEER

EmR R

server.ta
g.value

server.tag.key

server.ap
plication.name

server.ap
plication
.description

> R RF

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

> BB

AR
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ERAEER

EmR R

server.ap
plication
.configur
ationId

server.pr
ocess.con
figurationId

Server.pr
ocess.name

server.pr
ocess.com
mandLine

FEREXEE

EmIE R

applicati
on.config
urationId

> R RF

EQUALS
NOT_EQUALS
EQ

NE

EQUALS
NOT_EQUALS
EQ

NE

EQUALS
NOT_EQUALS
EQ

NE
CONTAINS

NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE
CONTAINS

NOT_CONTAINS

X B RYE

EQUALS
NOT_EQUALS
EQ

X ENE

- EUEMNERE

HAHRE ID

* Processld

X ENE

* Applicationld

> BB

i3

AR

X ENHEF

PAYYN
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ERAEER

EmR R

applicati
on.name

applicati
on.description

applicati
on.serverCount

applicati
on.timeOf
Creation

applicati
on.lastMo
difiedTime

> R RF X ENE

NE

EQUALS - ¥
NOT_EQUALS

EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS - F&
NOT_EQUALS

EQ

NE

CONTAINS
NOT_CONTAINS

TR EEE, TR EER,
TR EEE, TR EEE,
TREERE, TREERE,

> BB

+ ASC
+ DESC

+ ASC
+ DESC

+ ASC
+ DESC

+ ASC
+ DESC

+ ASC
+ DESC
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ERAEER

EmR R

server.co
nfigurationId

BFEE

ERR R

process.c
onfigurationId

process.name

process.c
ommandLine

server.co
nfigurationId

> R RF

+ EQUALS

+ NOT_EQUALS
+ EQ

* NE

> B RE

* EQUALS

* NOT_EQUALS
+ EQ

* NE

* EQUALS

+ NOT_EQUALS

+ EQ

* NE

+ CONTAINS

* NOT_CONTAINS

* EQUALS

+ NOT_EQUALS

+ EQ

* NE

+ CONTAINS

* NOT_CONTAINS

+ EQUALS
* NOT_EQUALS
.« EQ

X ENE

» Serverld

X ENE

* Processld

» Serverld

> BB

AR

x BT

ASC
DESC

ASC
DESC
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ERAEER

EmR R

server.hostName

server.osName

server.os

Version

server.agentId

BIREE

> R RF

NE

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

X ENE

> BB

+ ASC
+ DESC

+ ASC
+ DESC

+ ASC
+ DESC
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ERAEER

EmR R

connectio
n.sourcelp

connectio
n.destina
tionIp

connectio
n.destina
tionPort

sourceSer
ver.confi
gurationId

sourceSer
ver.hostName

> R RF

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

EQUALS
NOT_EQUALS
EQ

NE

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

XENE XENEEF
. IP + ASC
« DESC
- IP + ASC
+ DESC
* Integer + ASC
« DESC
» Serverld
. FE + ASC
+ DESC
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ERAEER

EmR R

destinati
onServer.
osName

destinati
onServer.
osVersion

destinati
onServer.
agentId

sourcePro
cess.conf
igurationId

> R RF

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

CONTAINS
NOT_CONTAINS

EQUALS
NOT_EQUALS
EQ

NE

* Processld

> BB

+ ASC
+ DESC

+ ASC
+ DESC
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ERZE R X ERN Y XENE XENEEF
sourcePro « EQUALS . FH « ASC
Céss.name « NOT_EQUALS « DESC

- EQ

* NE

« CONTAINS

+ NOT_CONTAINS

sourcePro + EQUALS . FEH « ASC
Cess.comm * NOT_EQUALS « DESC
andLine . EQ

* NE

« CONTAINS

+ NOT_CONTAINS

destinati * EQUALS * Processld
onProcess « NOT _EQUALS
.configur . EQ
ationId
« NE
destinati « EQUALS . FE « ASC
onProcess.name « NOT_EQUALS « DESC
- EQ
* NE
« CONTAINS

* NOT_CONTAINS
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ERE MR X ERNGRMG X ENE X ENBEF
destinati + EQUALS - FEH « ASC
onprocess « NOT_EQUALS « DESC
.commandLine . EQ

* NE

+ CONTAINS

+ NOT_CONTAINS

AWS Application Discovery Service API Y B #& — Bt

THEFRMERE — B, FEBURE StartExportTask, DescribeConfigurations # ListConfigurations &
BREREVAEREN.

» AssociateConfigurationltemsToApplication

« CreateTags
« DeleteApplications

 DeleteTags
» DescribeBatchDeleteConfigurationTask

» DescribelmportTasks

 DisassociateConfigurationltemsFromApplication

» UpdateApplication

EERK—BMAERS

- BIEFRAERURE StartExportTask, DescribeConfigurations 5 ListConfigurations ( S H ¥ FERY
AWSCLI %y ) B, FEABBERRESEE  UERANKEZETMENNEMNREZBRHRE
%, BEERY , FEEMTEIURE RPN ESRAERET , ARZHENI TS ENEFR
Faﬂo

E1§$§Fﬁ1’ﬁ2fﬂ¥ﬁiﬁ% FEFE |, BMEEFIRMESD 200 - OK @, REVENSHRHBRHBERE
BRBERE , WEHEMI RN AE S EBNEFRHAE.
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https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_CreateTags.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DeleteApplications.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DeleteTags.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DescribeBatchDeleteConfigurationTask.html
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https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_UpdateApplication.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_StartExportTask.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_DescribeConfigurations.html
https://docs.aws.amazon.com/application-discovery/latest/APIReference/API_ListConfigurations.html

AWS FEREARRRE EREES

AWS Application Discovery Service B/ H %3 (AWS
PrivateLink) 7ZEY

BAILAERA 1£ VPC # 2B AWS PrivateLink Z 3 FABE#E AWS Application Discovery Service, &
A LURTE VPC H —# 12 HX Application Discovery Service , EEFABERMEREE,. NAT £&. VPN
E#R D AWS Direct Connect iE#R, VPC HIEITEBTEELE IP it EIA[ZEN Application
Discovery Service,

IEA LA B AWS PrivateLink Rt X BH NN Hin MR E L A EER,. BRAISEEANEHIRBAR
BRFRAPELIRHERNEH. EERFREETENMERNE , M5B WA Application Discovery
Service ZRENEAH,

MEFHMEN , 528 "AWS PrivateLink . FHEIB AWS PrivateLinkFEL AWS AR# .

Application Discovery Service & E£F1H

% 7E Application Discovery Service BT H xR 2 81 , B EMEI AWS PrivateLink I8P EANTE
VPC imZFE AWS IR

Application Discovery Service X EMENHE : —EARFUEPE APl 8 , Z—BAAREREREX
WEBEN AWS EARXREREENEZRRER,

BT EwE

IEAILAE A Amazon VPC E# A5 AWS Command Line Interface (AWS CLI) , B M EiwE. ME
SHER , 528 ( AWS PrivateLink 1£/) HRHEANTE VPC im B FE AWS R#.

For Application Discovery Service

A T HIRR#E B FEE I Application Discovery Service BT it B

com.amazonaws.region.discovery

MREANERHRAFTLAE DNS |, B AFERAETERM[EH DNS & @ Application Discovery

Service 12H API 58K, fl#0 : discovery.us-east-1.amazonaws.coms

For Agentless Collector and AWS Application Discovery Agent
ERAUTREABEELN iR
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
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com.amazonaws.region.arsenal-discovery

MREBANERHRAFAE DNS , B AFEHAEFERA[EH DNS & [@ Application Discovery
Arsenal 2 API 53R, #5140 : arsenal-discovery.us-east-1.amazonaws.com,

A3 3889 9 TH v 3R 32 3 Ui 4 BUR

HBMEERA IAMER , B EEZRENERY. BRBMEBERAFFERN RN TEFR AWS R
. BEEHIH VPC ¥ AWS RIFH LFFFEL , BB mAMBCREEEN IR,

ImRMBREIEENATER
- AIFMITEE (AWS IRF. IAM EAEM IAM &) N8,
- AFTHEEF.

MFEFHMERR  FF2E TAWS PrivateLink 38EI 1 H 89 A i B BURIZ S H AR IS #Y F HL

g4l . VPC imBBUR

UTREFRMBERNES, BMIULBRHMNENERMR , LERSHHEMAERLNAEER BT
S HE BIFR R EVERR,

Example policy for Application Discovery Service

"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"discovery:action-1",
"discovery:action-2",
"discovery:action-3"

1,

"Resource":"*"
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Example policy for the Agentless Collector and AWS Application Discovery Agent

{
"Statement": [
{
"Principal": "*",
"Effect": "Allow",
"Action": [
"arsenal:RegisterOnPremisesAgent"
1,
"Resource":"*"
}
]
}

£ Agentless Collector 1 AWS Application Discovery Agent &Y
VPC 3% 2h

Agentless Collector #1 AWS Application Discovery Agent RN X B[ EM iH B, B AMEA Amazon
VPC i 26#9 %, DNS arsenal-discovery Zh#E,

5% AWS Direct Connect Bz , &FH AWS IP it ZE VPC, #iln , Bt = 10.0.0.0/8
B =A%, SHHNRE K BEPEEH arsenal-discovery Amazon VPC ixZhFA%E IP k&
HZE VPC,

£/ arsenal-discovery Amazon VPC i%2F,H DNS IhaE , B4 Agentless Collector T 7]
FREH Arsenal 5,

EREFB@BS , FHEERB AWS Direct Connect FE/#HE VPC 5]7E arsenal-
discoveryAmazon VPC i B,

FHALZLBMERE arsenal-discovery Amazon VPC % , BARA VPC AMWEARE ( Hln
10.0.0.0/8)o

E%E Amazon Route 53 EAfEHER , LABEH arsenal-discovery Amazon VPC % Ei#AE DNS
ZTEH DNS 47 , EEMT A VPC REMFE P, MRETESEM , WESHSER A SBEEB BT
2R IT DNS 4T , WA ERNE Arsenal ix5% , BRETEEB VPC,

MRESEAFMELAERE , BEHEMIIEESZTRM. EREA Agentless Collector JﬁJ_%Lmﬂ?
E| Amazon ECR W RENEH. EEZEBDEMVELEEE K MEZZBLERBRMEREE
3k , 555 Amazon ECR BR#ERE VPC i % , W ALtk ixERUAF%E DNS Ihat,

£ Agentless Collector #l AWS Application Discovery Agent B VPC i 25 139
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FyZ £ AWS Application Discovery Service

MERELMAWS RREBEIET. 55 AWS BF , SANLEHG OABERER B , FLn
BRATHEZBRLLBBAANERTRE.

ZEMR AWS Ml cBHHREEFE. AFEEEE BIEHEAERNEZENERANEZS !

- ERWEEM - AWS BEREHE Cloud AWS H#ITT AWS BRBHERERE. AWS Lt RERHATR
SEANEE. BEZARBRASEHRARRIBLZENYEHLERM AWS SR EN -

- BlRL® - BNETHRREER AWS NIRTS, St mBERBRE, BBEXR , URERZER
MEREHBREEE,

HEMEA AWS Application Discovery Agent 3§ Application Discovery Service Agentless Collector , #&
KA FREBREME AWS EWIRF, AR LEFSREFEENEAKERERL, FRALXRELTE
HN—80 , CEERREHERRIERNFEL

ARSI B T MR ANMAITE £ A Application Discovery Service BER AN EEER, THEERHA
W{AIE& E Application Discovery Service AFFE BN EZE£HEHR BE. BHig T HRumERHE M AWS
BRFS , LAiR Bh IR ES42= F14R 3 Application Discovery Service &R,

-]
- WE S MIFEEE AWS Application Discovery Service
- £ EHEARIXRERE APl FIY AWS CloudTrail

H & 9 FEEEE AWS Application Discovery Service

AWS Identity and Access Management (IAM) 2 —%& AWS fR¥ , AJ BB EEE L 2 it HE
AWS EREFE. IAM EERARFETUETEIRE (BA) NRE (RFHT) , UEA
Application Discovery Service EiR., IAM 2 AWS R#& SRR EBFEAN .

£

- BEER

- FRASTBE

- FRABKREEFIE
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https://aws.amazon.com/compliance/shared-responsibility-model/
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AWS ERRRRERS (&SR
- AWS By ZE B AWS Application Discovery Service

« AWS Application Discovery Service & % 2 B3R £/
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arsenal:RegisterOnPremisesAgent"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ecr-public:DescribeImages"
1,
"Resource": "arn:aws:ecr-
public::446372222237:repository/6e5498e4-8c31-4f57-9991-13b4b992ff7b"
},
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{
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{
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}
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#AWSDiscoveryContinuousExportFirehosePolicyBUREEZEA® M IRBFATI R

#E3I AWSApplicationDiscoveryServiceFirehose IAM &

1. EIAM 24+ , BEREEERTNAE,

BERIAG,

E1Z Kinesis (Kinesis)o.

i##Z Kinesis Firehose (Kinesis Firehose) #§ A &89 1 F 24,

BET-—%  #7,

f£ Filter Policies (BF &4 BX) T8 AWSDiscoveryContinuousExportFirehosePolicys

o a0 A w N
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ERAEER

7.

i . mﬁ)o

@I)O

AWS ZEBRNERAENRERBEN

i#HY AWSDiscoveryContinuousExportFirehosePolicy 2 5 , A% iE1ZE Next: Review (T —

B A AWSApplicationDiscoveryServiceFirehose A BB AR , RERIEIFE Create role (B A

iR B IRIEFIRIBHIE LB T LUK | Application Discovery Service AWS 3 & BUR EFHHEFMAE A,
MEERELERESFENBEIRE , FBFTE B X E S 508 AWS Application Discovery Service B HE Y
RSS W E,

AWSApplicationDisc
overyAgentlessCollectorAcce
ss — AR W L BB BS
R BER

Application Discovery Service

EFREHESE

DU

Application Discovery
Service #7187 HM ZFE I
KAWSApplicationDisc
overyAgentlessColl
ectorAccess ,&F
Agentless Collector 5} 182
Application Discovery Service
B, AR EEA AWS IR
BIANFEE,

Application Discovery Service
B E AWS SEBURN

B #

2022 £ 8 A 16 H

2021 £3 A1 H

AWS Application Discovery Service § 49 F BUR & 4

BIBEFEER , IAM FEREMAEKREEN RSN Application Discovery Service ERMEFT, b th &
& AWS Management Console AWS CLIZ, AWS APl BRETIER, IAM BIEEMEEYT IAM B
R .BYEAENACGEREEERLBITHE APl EXNFTEHT T, EEEEEVAKELBIRERE
EETELHTMN IAM FEHAEREE.
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BETROMEAELEF JSON BERXHEY IAM S5 RBR |, F2H (AM EAEERE) PHE
JSON ZE&] L BT R,

ES]

. BEREET

« ¥ Application Discovery Service HJ 5t EFEUE
- RFERFIRNEEXNFIE

- BFAEEAERIKREEF A

- BTFERIREIAVET A

- B¥F A Migration Hub i & ERNFTH

HRREEK

NEDHERNBEEHEREEAUUEENIRSREL, FESMER Application Discovery
Service Eif, ELBETREERLN AWSIRFELXER., ELRVSRES 7 RBRE , FEET
IR R EREIE

- FIEER AWS SEBRRAE BRI RKEERTT - EERBRFITRTENCERAENTEER , FEH
AWS ZREBR , B R THZEREARS. SMTEEN REM AWS IRF, RAIZREER
BREREARI AWS WEFZERXR , ME-FRLH . WFESEA , F2H IAM EAERE
PR AWS ZERRBEBBAENAWS ZEBXK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &
UERERERG T AIUHBEERRINEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETH IAM P BERAFF T,

« R IAM BER PR F4G 1 — S REIFEE - SO LUSHREFIEEBER |, UREIESEMERNEE.
fFlan | WAILURBBERRY , EEXEMERH SSL BEFTERR, MREBFE FARKEE , £t
A LA R 3R %2 T IZ BUAR IS B R RO RE PR AWS AR#E , flZ0 AWS CloudFormation, fIFEFFHIEA
B2 IAM FREERETH IAM JSON BUEETE - &,

M IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE BE&4E — IAM Access Analyzer B
BHBERMBBEBEE , BERELBERER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer 121 100 ZHEBRBRERVENTHWER , THEERREZSHERNBEK, NMEFHHEE
A, F2E AM FHERR) PHEEA IAM Access Analyzer B 38 BUE

- EEZEEEHRT (MFA) - NELNRFIEZEE IAM EHER FHBREREZ AWS tRE |, 5B
MFA BB NZ £, MFEEMEWY AP RERER MFA |, 5548 MFA REFTIEEEBEE, W
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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EHMET , B2 (AM EAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntm|# #3EiB MFA B %&£ API FEL

WE IAM FREBBNEEER  F20 IAM ERAEEETHN IAM Z2HBEEH,

5 Application Discovery Service BT ZHUE

AWSApplicationDiscoveryServiceFullAccess ¥ B BIR &R T IAM £ F RS ¥ Application
Discovery Service 1 Migration Hub APIsfZELE,

EALBEREZEZEHIIRFH IAM /& 5% E Application Discovery Service, MBI FE LRERER.
BEMELERERERXEE , LLKRTE AWS Discovery Service ERIEEHE R, MELBERNFME
A, B2 AWS B FEBE AWS Application Discovery Services

Example AWSApplicationDiscoveryServiceFullAccess BE

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"mgh:*",
"discovery:*"
1,
"Effect": "Allow",
"Resource": "*"
},
{
"Action": [
"iam:GetRole"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

RTFHRRREEN W FEE

AWSApplicationDiscoveryAgentAccess 3 & B K& F Application Discovery Agent & i FlE2
Application Discovery Service B FEUE, MFELBERNFMENR , F28 AWS Y SEBUE
AWS Application Discovery Service,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS FERRZR BRI &L
BIBEREZZETMAEAE , HB AERH Application Discovery Agent £,

HBELEEFEAE Arsenal WEEEFA, Arsenal 2 EBEFNGEENRERRX B AWS, Arsenal
SREREAZEERFM Application Discovery Serviceo

Example AWSApplicationDiscoveryAgentAccess BER

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arsenal:RegisterOnPremisesAgent"
1,
"Resource": "*"
}
]
}

RTFREEANERNERFTT

ApplicationDiscoveryServiceContinuousExportServiceRolePolicy & & B /o ¥ AWS Application
Discovery Service 23 Amazon Data Firehose it , L& Application Discovery Service fXIEFER U
ENERERNZLAER AWS tREHH Amazon S3 FEFETFE,

A WEREFEREA &R Eapplication_discovery_service_database &R &R
BB E I AWS Glue Data Catalog , SABRETEARA EFFIENE R

MEEREALBRNESR  FSH AWS K ZEBE AWS Application Discovery Service,

Example ApplicationDiscoveryServiceContinuousExportServiceRolePolicy

"Version": "2012-10-17",
"Statement": [
{
"Action": [

"glue:CreateDatabase",
"glue:UpdateDatabase",
"glue:CreateTable",
"glue:UpdateTable",
"firehose:CreateDeliveryStream",

AN

5 7 B BRE 155

=
]



AWS FEREARRRE

ERAEER

service*"
I
{

firehose*"
I
{

"firehose:DescribeDeliveryStream",
"logs:CreatelLogGroup"
1,
"Effect":
"Resource":

"Allow",

"

"Action": [
"firehose:DeleteDeliveryStream",
"firehose:PutRecord",
"firehose:PutRecordBatch",
"firehose:UpdateDestination"
1,
"Effect": "Allow",
"Resource": "arn:aws:firehose:*:*:deliverystream/aws-application-discovery-

"Action": [
"s3:CreateBucket",
"s3:ListBucket",
"s3:PutBucketLogging",
"s3:PutEncryptionConfiguration"
1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::aws-application-discovery-service*"

"Action": [
"s3:GetObject"
1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::aws-application-discovery-service*/*"

"Action": [
"logs:CreatelLogStream",
"logs:PutRetentionPolicy"
1,
"Effect": "Allow",
"Resource": "arn:aws:logs:*:*:log-group:/aws/application-discovery-service/

o5
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"Action": [
"iam:PassRole"

iF
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/AWSApplicationDiscoveryServiceFirehose",

"Condition": {
"StringlLike": {
"iam:PassedToService": "firehose.amazonaws.com"

"Action": [
"iam:PassRole"

iF
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/service-role/

AWSApplicationDiscoveryServiceFirehose",
"Condition": {
"StringlLike": {
"iam:PassedToService": "firehose.amazonaws.com"

R ERREIVETA

£ Amazon Athena R fif Fi & BHRENE E AWSDiscoveryContinuousExportFirehosePolicy BlZR ., E it
#F Amazon Data Firehose #§# Application Discovery Service WEHERIE A Amazon S3, MEHE
FERLBERNEN , 5528 231 AWSApplicationDiscoveryServiceFirehose £,

Example AWSDiscoveryContinuousExportFirehosePolicy

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"glue:GetTableVersions"
1,
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"Resource": "*"
1,

{
"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::aws-application-discovery-service-*",
"arn:aws:s3:::aws-application-discovery-service-*/*"

"Effect": "Allow",
"Action": [

"logs:PutLogEvents"
1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/application-discovery-service/
firehose:log-stream:*"
]
}

& F{EH Migration Hub £ A B EXRWEFT

EERER Y AFHIESLEE Application Discovery Service 3 Migration Hub &Y
59 BBRER T AWS Migration Hub £#E A BEERNFEE , £UEEER
discovery:GetNetworkConnectionGraphB){E# 8 EBR,

BNBEFBERFER discovery: GetNetworkConnectionGraphBifE , SiEFMEBR , MR
RS T 5HRE

- WK A FFEIERB Y Application Discovery Service 5 Migration Hub #972EY,

- BXREFER—BAEESENREREE , HlI0 discovery:action-name MIE KT FFEGET

Aldiscovery:*,
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TSI FIREBAMATE IAM BEEHEA discovery:GetNetworkConnectionGraphEfE.,

Example

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": ["discovery:GetNetworkConnectionGraph"],
"Resource": "*"

}

WMFE AR Migration Hub B RMNEF , S BT Migration Hub 1R B E R

& Application Discovery Service BRI EE A€

AWS Application Discovery Service use AWS Identity and Access Management (IAM) AR #5E 4 &
B, RKEZLABREEERZE Application Discovery Service HIff— IAM ABERE, REEZAE
B Application Discovery Service Ak EE , ¥ I ERBAREEWEM AWS BREFIFENFIBFT T,

R 75 E 45 A 6 W] 3 IR EER 5% E Application Discovery Service , RABRTEEFHIFIEHLEN

#F ™. Application Discovery Service BEXHBREELEACHTIT , RISEER , FARE
Application Discovery Service AJARIEH AR, EXRNFASFEEEBRRMFTFUTER , BT ATBE
EEMMEEM IAM B,

(i

BXALMBRREEEACHMEBER , TRESHEHMER, S REZEEM Application Discovery Service
ER , AAETEENBRENERNETT,

£
- Application Discovery Service B iR#%E#E & 55 0]

- A Application Discovery Service B JRI§E#E A€
- MIBX Application Discovery Service B RFSE# A€

NEERAERBEFACNEMRBENEST , F2RTEE IAM EENAWS R , IHIK Service-
Linked Role (BRI EHFEAE) MBETS Yes (B) . BEEFEENR , LR RBN RBERS
BEXf.
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https://docs.aws.amazon.com/migrationhub/latest/ug/network-diagram.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS FEREARRRE EREES

Application Discovery Service HI RIS ERE B REFT]

Application Discovery Service & 5
AWSServiceRoleForApplicationDiscoveryServiceContinuousExport # BR¥5:&E#E £ & - BUA ZEUEA
HEE AWS BRI E R AWS Application Discovery Services

AWSServiceRoleForApplicationDiscoveryServiceContinuousExport IR IEE#E A &S T 5 RIS EIEX
Al

* continuousexport.discovery.amazonaws.com

A& o UK ALFF Application Discovery Service TR T 5 E4E :
glue

CreateDatabase

UpdateDatabase

CreateTable

UpdateTable

firehose
CreateDeliveryStream
DeleteDeliveryStream
DescribeDeliveryStream
PutRecord
PutRecordBatch

UpdateDestination
s3

CreateBucket
ListBucket

GetObject
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ERAEER

H&&
CreatelLogGroup
CreatelLogStream
PutRetentionPolicy

iam

PassRole

L ABERALBETEARBLEE RN EREBUR

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [

"glue:CreateDatabase",
"glue:UpdateDatabase",
"glue:CreateTable",
"glue:UpdateTable",
"firehose:CreateDeliveryStream",
"firehose:DescribeDeliveryStream",
"logs:CreatelLogGroup"

1,

"Effect": "Allow",

"Resource": "*"

},
{

"Action": [
"firehose:DeleteDeliveryStream",
"firehose:PutRecord",
"firehose:PutRecordBatch",
"firehose:UpdateDestination"

1,

"Effect": "Allow",

"Resource": "arn:aws:firehose:*:*:deliverystream/aws-application-discovery-

service*"

I

{
"Action": [

"s3:CreateBucket",
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firehose*"
I
{

"s3:ListBucket",
"s3:PutBucketLogging",
"s3:PutEncryptionConfiguration"

1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::aws-application-discovery-service*"

"Action": [
"s3:GetObject"

1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::aws-application-discovery-service*/*"
"Action": [
"logs:CreatelLogStream",
"logs:PutRetentionPolicy"
1,
"Effect": "Allow",
"Resource": "arn:aws:logs:*:*:log-group:/aws/application-discovery-service/

"Action": [
"iam:PassRole"

iF
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/AWSApplicationDiscoveryServiceFirehose",

"Condition": {
"StringlLike": {
"iam:PassedToService": "firehose.amazonaws.com"

"Action": [
"iam:PassRole"

iF
"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/service-role/

AWSApplicationDiscoveryServiceFirehose",

"Condition": {
"StringlLike": {
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"iam:PassedToService": "firehose.amazonaws.com"

}

BAARERH , IAM B (NERE, BERAe) T WEY., REIMBRRBERSE, WEF
&, F20R (AM EAEER) PHBRBEEABF .

%A Application Discovery Service B [RIGEHE R

BIAZEEFHEY —BRKELEAC, EEMFER CLI FNY StartContinuousExport API B |, 1558
12 TR ERINE ) HIE—TERAE T Athena FIERE R, F b) HBEE , & a) BB
HEEHE | & 882 AWSServiceRoleForApplicationDiscoveryServiceContinuousExport

StartContinuousExport AWS JREERFZAE , AL ENKESERSRNEEFRPHEIE,

/A Important

LR EFASAUBEREENIRS  RENEMBRFEP TR —RBER , TUAERAXZEL
AENRE. EEE-STH K F2EEN IAMIRFHHBENTAE,

£ Migration Hub E#E A B REEEAE

& B LAE A Migration Hub 38 & RE 3T
AWSServiceRoleForApplicationDiscoveryServiceContinuousExport BRI ER & &,

BYBZBRBEEAR (F28)

1. TEEBEHKD | B2 Data Collectors (BRI ERR).

2. 1B Agents (REREX) R5|IER.,

3. # Athena BREHPHERHRRIRRIBEBE,

4. EL—ISBELENEERIRYT , B—TEEFRABEHEEBRAILERE Continue (#18) =X Enable
(R A)o

% BRI ELAE AWS CLI

& E] LAfE A Application Discovery Service fi s AWS Command Line Interface 3R 3L
AWSServiceRoleForApplicationDiscoveryServiceContinuousExport BRI ER & &,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared

AWS R RR RIS EAEEE
B RBEEELR K SRBEVILRBEFAS AWS CLI (AWS CLI XBXEREFRE ).

it FEEEL  UEYBRHEFAES (CLI) AWS CLI

1. AWS CLI BEHEE R (Linux, macOS = Windows) &8 . MERA , HSE AWS
Command Line Interface £ /A &5,

2. BRB@&TERTIET (Windows) Sk iwm# (Linux 2 macOS).

a. ®A aws configure A& Enter £,
b. HWAZMN AWS FERE#R ID F AWS BRIFEER,
c. BWATEREHEBBWA us-west-2,
d. BATRRE LB text,
3. BAUTHS:

aws discovery start-continuous-export

B UER IAM £ 4 |, & Discovery Service - Continuous Export £ A RHIZ L RIS ELE AR,
£ IAM CLI = IAM API /| 23 —{EfEA continuousexport.discovery.amazonaws.com fR#&
ERNRKELE AR, NEFHAEN A F2E AMFEREERTNELRKER AR, WREMERL
REEZEAE , BAUEARMEMENEFUABXEIZAR,

B Application Discovery Service B RIS ERE & &

EETBEARERBEGACHIEIRYE  RAEBERGRZAE. Ht—K , ERREREIDE
EHHENRERER. AW K BLERENBHEERZHS , 2RI EUFBHASEMEBR.
R BRBEEAS

EEER 1AM RBRBRBEZAG A , BLALEMRZBEMERNEMEIR,

® Note

R Application Discovery Service R EHMBRERFER A , AIMBRTES R, &Fit
BREE  FERYEYERWEREHRE,
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role

AWS FEREARRRE EREES

£ Migration Hub 312 & Bk AWSServiceRoleForApplicationDiscoveryServiceContinuousExport iR
ELE A BFTEAK Application Discovery Service &R

1. EEEBE®KS | i#E Data Collectors (BERHKNESS),

2. EE Agents (RERER) R5IEH.

3. % Athena BERHWERIREVRZIERAME

& MIE AWSServiceRoleForApplicationDiscoveryServiceContinuousExport AR #5184 £ & i 5 A 1Y
Application Discovery Service &R AWS CLI

1. AWS CLI BIEMEZE R (Linux, macOS 5 Windows) 2% , WIFERA , B2 AWS
Command Line Interface £ /8 &5,

2. BRB@&TERTIET (Windows) Sk im# (Linux 2 macOS).

a. ®A aws configure A& Enter £,
b. BWAZRK AWS ZEEER ID f AWS FAEEEEE,
c. BWATEREHEBBEA us-west-2,
d. BATRRE LB text,
3. BAUTHT:

aws discovery stop-continuous-export --export-id <export ID>
- MRZBFTHERFLZHFEELWEL D, FAATIGS , UEEHEELN ID .

aws discovery describe-continuous-exports

4. BWATHGS , BERHEELORRES TINACTIVE, , UBEREFEEHEEL

aws discovery describe-continuous-export

FHMBRBRBEEAR

LA LAMER IAM E# 4. 1AM CLI 5 1AM API 2 il Bk
AWSServiceRoleForApplicationDiscoveryServiceContinuousExport RIS EfE AR, WRETBEEF
REE I RIES A ®K Discovery Service - Continuous Export ZhEE , RFIBBEMBRZ AR, Mt
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/

AWS FEREARRRE EREES

—R , ERRARTBERIHBNREAER. WFFAEF , F2H (AM E£RERER) hav
BRERBERESE,

® Note
BRAFTERENRBEZACTREKEMER, F2REHR RBEEAE,

¥ AWS Application Discovery Service Identity and Access #1THER

T 5 & A K% B S B F1S EE A Application Discovery Service #l IAM B O] gE BRI E B
.,
£

o BAESHIT iam : PassRole FVIRHE

KAEEHIT iam : PassRole W iZHE

MRBWENGER | RREEEFNTiam: PassRoleBIE , AIXAEHENEE , UAFLKACEER

#& Application Discovery Serviceo

BE AWS B# AIREEREACEEGERE K MAREYFNBXACIRBEELC, NFH
TR , ELARERACBEEZRBNFTT.

E&5 1 IAMmarymajor A& EH A E A7 Application Discovery Service F#I{TENERF |
BRETIEGER. B2  MEFRBEKERBREACR TN, Mary RESACEEEXRE
MEFH,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEEH , AFFM#IT iam: PassRole Bk,

MRIEERMB , BRIEEN AWS EER, BNEESRMENBEERRE.

R 1AM —


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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A CEERENIRZERIE APl FEAY AWS CloudTrail

AWS Application Discovery Service B §8 B4 AWS CloudTrail , ltIREIREFEAE. AR
Application Discovery Service f# AWS IR FTERENBIEM e 8%, E A LA CloudTrail Fo#k. EER
PRFRZIREEE , WETRBHEENRER. CloudTrail £t AWS IREZEBNEHRELIE  SFE
i® AWS Management Console, AWS SDKs#l#n 4% T E5ERY EE,

CloudTrail & 7% Application Discovery Service BT API FEIUKEER A S, FREVAY IS IER
Application Discovery Service EE A HEITHIMI | LIKR ¥ Application Discovery Service API #ERY
B,

MREEIEH , BIT LA CloudTrail S4#ERFZE Amazon S3 #1FET#E , ©1E Application
Discovery Service WS4, BIMEEREREIEHE , KA LUER CloudTrail £ A PN EHE L08R
BREFEH. £ CloudTrail WEKNEER , &R LLHIETE Application Discovery Service 12 HEIFEK .
REFBRW IP bk, REFRWAS, BREBROERE , URHEAFEEA,

ZEEHE -5 TH CloudTrail , 5528 "AWS CloudTrail fEA&EIER

CloudTrail FEYERAENRRIRBZER

EI8EY AWS tRFE | SEEHNIRE LA CloudTrail, E3EEI1E Application Discovery Service
REER  BOTBERERN CloudTrail B4 , UREBEHBRE EHPVEMRE AWS B4, BUUE
AWS tREHgl, BENTHRENSEH. WEFMREF , F20 (&R CloudTrail E4E £ &R

HREMHD https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.htmlo

EERETHE AWS IRFEFIEH | 815 Application Discovery Service IS4 | FE B, &
FKHERE CloudTrail A5 BB R ZE Amazon S3 fEFETE, RIBTER , EREZEAPEILBHE
EMESERZMEA AWS EiF, BHEiCHE AWS 2EEFFE EBENEH , Y AFERINEEE
EM Amazon S3 RFETEE, koL | BATLARREH b AWS BR#E , LA — 25 54T CloudTrail HEEHRUE
NEHERWHEHFEERITE, NEFMET , F2ETIAES :

- BIEMHEIE

e CloudTrail X ENREFNES

« X% CloudTrail B9 Amazon SNS JEHI

« RS EEEEW CloudTrail HFEESR , RS ERFEW CloudTrail HEER

& A CloudTrail 524% API FEAY 167


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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CloudTrail &528FT& Application Discovery Service BifE , 528 7E Application Discovery Service
AP| 22E, fltn , ¥ CreateTags. DescribeTags A& GetDiscoverySummary Bh/E2 H i H
&£ CloudTrail B ERTPELIER,

B-FEMHVARERNSLTELEFRENET. B EATHBIEHE T5IEE !

« ERERMBEAHBH AWS Identity and Access Management (IAM) FEHEEAERHEH,
- REZERK , RECEATHEACEHME I EFRAENEREZLRE.
- EREAHHEM AWS BRIEEHE.

MFEFHMENR , 528 CloudTrail userldentity Tt

T & Application Discovery Service B 1E=RIEH

EBHE—EERE  EEEHUHAFERNEARSREBIEEN Amazon S3 f#17Er#, CloudTrail B
*E?’?@‘%—IE%EI HRHER, BEEHATARRRENE—FBR , YIEFREBE. BFROBEME

5., FERSBEZEEH., CloudTrail BSFRE WL IEMRAE API ﬂ?ME’JiEEJEﬁMFV Rt A& LAEM4EE IE
}_._II:HIEIO

LT EHIBE RN RE R DescribeTags EEH CloudTrail HESEE

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAJBHMC4H6EKEXAMPLE:sample-user",
"arn": "arn:aws:sts::444455556666:assumed-role/ReadOnly/sample-user",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDAJQABLZS4A3QDU576Q",
"arn": "arn:aws:iam::444455556666:r0le/ReadOnly",
"accountId": "444455556666",
"userName": "sampleAdmin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-05-05T15:19:03Z"
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}
}
},
"eventTime": "2020-05-05T17:02:40Z",
"eventSource": "discovery.amazonaws.com",
"eventName": "DescribeTags",
"awsRegion": "us-west-2",

"sourceIPAddress": "20.22.33.44",
"userAgent": "Coral/Nettys",
"requestParameters": {
"maxResults": 0,
"filters": [
{
"values": [
"d-server-0315rfdjreyqsq"
1,

"name": "configurationId"

I

"responseElements": null,

"requestID": "mgh-console-eblcf315-e2b4-4696-93e5-b3a3b9346b4b",
"eventID": "7b32b778-91c9-4c75-9cb0-6c852791b2eb",

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"
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AWS Application Discovery Service ARN #% =

Amazon Resource Name (ARN) 2t —3 51 AWS BRI FHR, EEHEEHBEEMEERE
AWS EZE ARN AWS, & AWS Application Discovery Service £%& T %] ARNs,

- JREARERER : arn:aws:discovery:region:account:agent/discovery-
agent/agentId

- MRERENXUWESS . arn:aws:discovery:region:account:agent/agentless-
collector/agentId

- BBITEEUNESS . arn:aws:discovery:region:account:agent/migration-
evaluator-collector/agentId

 Discovery Connector : arn:aws:discovery:region:account:agent/discovery-
connector/agentId

170



AWS FEREARRRE EREES

AWS Application Discovery Service Bt &8

Service Quotas AWS Application Discovery Service 3 AR EEENHEBENR. ELLEER Service
Quotas TR ARMARFARMRBELE , HEREN TR EEENE .

B Ay, ME— AL B 28 = S ERF B E AR RS
Application Discovery Service 8 T %8RB 58 :
- SEIRFE 1, 000 AEARER,

MREZEF|WEE , CREEAFTVEAER , B LUEA DeleteApplications API B
EMBRIRENERREN., MEFMENR , 552/ Application Discovery Service APl &ty

DeleteApplications.
- BEEAERNERANERA 10 MB,
- S{ERS 25, 000 & E A {7l Bk 28 R 8%
- BXRMER 25, 000 & E A2,
- B{EWRS 10, 000 EEANFMRSR ( EAUBERESHESE ) .
1,000 BEA+REREN K EBEREBEEINEEREER WA HEEEZE Application Discovery

Service,
« 10, 000 fESEEAHRERN K EEREEXRELE , BEFf2WEER,
- SEEARER 400 ERRES.
- SEMARES 30 BAER.
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HWEEZ BT AWS Application Discovery Service

EARGS | B KRB EREMMAEEE AWS Application Discovery Service® R RERERIFEBIE o
&

- IERHRMELERIKE

- BRERRBAMKENER

« {81E Amazon Athena R ERHREIN E R EE

- HABMMNEARSETRED

ERHREF L EBIRE

EEFLERREY  EUUEHRE > ERKRES > RBEEXZES|IEHTH Migration Hub E2 A HE
FAtN#:5RE , AUA StopContinuousExport APl, FLIERIKNERZAAEEE 30 288 |, FILE
B, X4 LW EIBIREM DescribeContinuousExport API SRS ERERIRRMRES TE1EE
'?TEFJ o

(@ Note

FEFEEIASERZ VRS EEAABREERAS , S22
DescribeContinuousExport API [ "Stop_Failed s ARAE , AIE T LLEBASHRETIRA
BAEA , SFEAY StopContinuousExport APl ABIRER. MR "ERHRE, MEREREE
ERIIEL | FEBE AWS &,

gE L BUNUFBEFELERES , MU THSERE.
BIE 1 FLEREEXERES
MREERLER ADS REEXTARER , EFTBERTEWE ADS BRI ERFEENEMBEN

1. & Migration Hub 1A BFRE > ERINES > RERARSIER,
2. BEMERAATHFHRERER , ARIEIEFE Stop Data Collection (fFIEERES).

EATRRAERENE ADS ERHRFENEN S3 REFrBPARARERER. ERAENERD
REFE.
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EIE 2 MIBRERHFERIA Amazon Kinesis Data Streams

MBEBEERET ADS ERREEETHERAEWREER | ETEMEHERHREIE Amazon S3 f#&F
BrE IR EER | B FEHMERERIREIZE A Amazon Data Firehose 837 :

1. & AWS A Z A Amazon Kinesis , A% B & & $3E2 Data Firehose,

2. MIBRERHRRINAEEIMW T ISR :

* aws-application-discovery-service-id_mapping_agent

* aws-application-discovery-service-inbound_connection_agent
* aws-application-discovery-service-network_interface_agent

* aws-application-discovery-service-os_info_agent

* aws-application-discovery-service-outbound_connection_agent
* aws-application-discovery-service-processes_agent

* aws-application-discovery-service-sys_performance_agent

BRERFRBMMERENER
BRERRB TR ENEH
1. BRRTEMIE Amazon S3 FWEEREERER,

AWS Application Discovery Service (ADS) WEMNEREERIERZ B 19 S3 fEFETE Paws-
application-discover-discovery-service-uniqueid,

(@ Note
BX A Amazon Athena IV ERHIRENE: | MIBR Amazon S3 ETFBRETMYHSEREE

2, Amazon Athena TE#EBSTHNRRZRBEXNEREELE S3, MEBRNERtLELHE
Athena R 71ZEY,

2. #BR AWS Glue Data Catalog.

BB Amazon Athena FHYERHIRENR , EEEEMNIIRF FE I Amazon S3 fEFETHE | LUEH
F ADS REERNWENER, ki, EtBEEI AWS Glue Data Catalog , &K Amazon
Athena EF#FMIE Amazon S3 EEEBFHER., Amazon Athena E BT Amazon Athena A
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B ERHRENE | Amazon S3 REFRBIIFTERETMAHER , EETRENERNZRE, R
BABTEENRER , WEEERBE Amazon Athena PR ERIFREN 281 , ASENIREIRE AREE,

a. % AWS E#AiE5 Amazon S3 , I FEIERE A& "aws-application-discover-discovery-
service-uniqueid" K {1z 8T8

b. &I LAMIBR application-discovery-service-database ERIEM T HIFFEERIER , FEBKRER
& AWS &) Glue Data Catalog :

* os_info_agent

* network_interface_agent

* sys_performance_agent

* processes_agent

* inbound_connection_agent
» outbound_connection_agent

* id_mapping_agent

1t BRRIEHE R AWS Application Discovery Service

& E1¢ Application Discovery Service FBBRFTE &R , FBBiFE AWS Support W 7ERMERTTEE R,

{&1E Amazon Athena R ERIREIN E B ERE

FEAREF | B LI B Amazon Athena FIEEERHRENE R EENHEBER.
ES]
+ Amazon Athena FIVERIRREERE L AAR LBV RBEEACHME AWS BR

« Amazon Athena FAEERFTNERASER
o IRBAEEHEFAHRZEE Amazon S3. Amazon Data Firehose = AWS Glue

Amazon Athena FRVERIRZREZME A RABELIEYREELZACNRE
AWS &R

E &7 Amazon Athena FRRIERREIR , EEEENIRFPFRIRKEELZAR
AwSServiceRoleForApplicationDiscoveryServiceContinuousExport , ARHFEEI

PHER AWS EIR , LAETE Amazon Athena P EEVRERERNWENER | B1F Amazon S3 #FET

{&1E Amazon Athena FERHRIN E RRIE 174
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B, Amazon Kinesis 87 #1 AWS Glue Data Catalog. fREHIMRS R ETE Amazon Athena R L
AN ERERREIFFA , BEENR{L. FBRAWS B ZEBE AWS Application Discovery
Serviceo

Amazon Athena F A BTN ERAEER

MRFERAKRA Athena , BEERAERBUREEB 30 7i& , HERRERERERT |
TOIBRA R

3
%
i

« AWS RRERERER

RIBRERERXM Collection (W EE) MRAERERA Started (EFFLR) B Health (B/EHREE) MREZTRE
Running (#1T9).

 Kinesis At

SRR IRMIWR S % AWSApplicationDiscoveryServiceFirehose B,

 Firehose ARAE

HBET % Firehose XX {4 &R IEFEIEE :

* aws-application-discovery-service/os_info_agent

* aws-application-discovery-service-network_interface_agent

* aws-application-discovery-service-sys_performance_agent

* aws-application-discovery-service-processes_agent

* aws-application-discovery-service-inbound_connection_agent
* aws-application-discovery-service-outbound_connection_agent

* aws-application-discovery-service-id_mapping_agent

* AWS Glue Data Catalog

nlh

MXEapplication-discovery-service-database&EREMREH AWS Glue, EREUTE

B REFEE AWS GlueH :
* os_info_agent
* network_interface_agent

* sys_performance_agent

Amazon Athena PFAE2E RN ERABER 175
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* processes_agent
» inbound_connection_agent
* outbound_connection_agent

* id_mapping_agent

« Amazon S3 fEFETE
EREEHIRFaws-application-discovery-service-uniqueid®E& A B Amazon S3
RETR. IRFEETFEPANYHCBEDRMER , AIEERE Athena P EEE TR,

- BHRSHERRER
AEREANARSFEEHTY  UEEZNREEX TUARELFEEERZE AWS Application

Discovery Service,

B8 B R R FZE Amazon S3. Amazon Data Firehose = AWS
Glue

WM RETE Amazon Athena i AWS OrganizationsF#11E{L ERHREI A B , TTRER R AR EER
Amazon S3. Amazon Data Firehose. Athena = BI&F A AWS Glue,

GEEEREEENTMN IAMERAE | TESTHEHELRENFZIE, EEETUFERAHIRERE
T FEER, F2E AWS B ZEBE AWS Application Discovery Service,

£ 7 TR Amazon Athena Y & BHFRENE FiEE , BB R MER Amazon Athena & BHRENZE
3 AWS &R , B3 Amazon S3 f#ZEFE. Amazon Data Firehose Streams 1 AWS Glue Data
Catalogo MMREF/NOMBREIER TIELER , BFELIFRERRY  UBECEBEHEILELE
Ro MREMBRERRENZE A Amazon S3 RFETRE , ZURESEXREREIFEBPRENER,

¥ R BRY BB A R SR T U RO I

Migration Hub [E A A] BAR B Z4& AP BIIRBHOFHEEAE A Migration Hub , MEFE A Discovery
Connector % Discovery Agent, iE A BB EBFEZEREANERMTERTHNRE, BoalligsE
EFAAERAERN B BEERRE,

EREABRTRSRLEER, SEHERBESRTIAEP—ERREE

f"|||

5588 BRI EF A 3R 12E Amazon S3. Amazon Data Firehose 3 AWS Glue 176
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- DEFEAEEESE - FHEATKMHEBHNEE. IRSRENEATEBERSEBERE , AIFE
R$ERBAERER, WEFMER , FZSEAWS Application Discovery Service BL&E,

- BEAERDEATHENNER (,)- .CSVERPHERARES —EMMLET —EM. EMWLF
HEERRETIHZEN , RAEKRE AR, EVRaEN—EFMNRAER. FRERFEMN
ZBERESR K MATESAREAERS,

- MUEBELHAXESHENE - LM, 5120 CPU. NumberOfCores #HAEFHZEMEEE.
NMRBEEHERLEZZHE |, SEEEAHRLE,

MRENEABRBEFEMER , BAUUTHEAEHR KNG HE , HEHRAYORR CSV ERPH
fRER , RERBRYTEAUBRLEE.

Console
THAMEHEE
1. & A AWS Management Console , 3 7E BHRX Migration Hub FE 3% & https://
console.aws.amazon.com/migrationhub,
2. EERIEEHE Discover (IREK) T , i#IZ Tools (L&),
3. 1¢ Discovery (%) HiEE view imports (BRIEEA).

4. % Imports (BEA) BRINEFHEEABREBFE IS —LEFH Failed records (kB &) 1#
IHIRER,

5. HEHERRHIRE E51EIZ Download failed records (T E kB G #k). EASFRMERERN TR
HEFR , UTHEEER.

AWS CLI
THRAMGHEFE

1. FERRBKRIHEMIREY@M AT ®S , ImportName is the name of the import task
with the failed entries that you want to correct. :

aws discovery describe-import-tasks - -name ImportName

2. WREHER errorsAndFailedEntrieszip BEENFIERS , T2R/AIEH 558,

3. BBt Web BIE:S , WGt RAREE URL XFHH , REBIRT ENTER, BT H .zip Bfg&
N K BECEEERE,
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BELETRAMERFE , ETRAUBEBRBEEFIMEEREIBERR. FE5 , MREAVERE

HERREHRFIEE , SASXEFEREGIN EREMEREHANEEER , FENIREEARS., EEE
TER=R:

« errors-file.csv - It EREZBNEERANE K cEMESELBIEE 2 SELMEHENT. WA
#Externalld, FERMEIEAL,

« failed-entries-file.csv - WIERETERREAERPLBMNWIEER,

EESELRBIMNIEENRREIMNEESS 558 H errors-file.csv 8IE failed-entries-
file.csv BRAWREE K ABREAZER. NEEAERNFMENR A B2EEAN EX,
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ERAEER

W 324 R S 52 8% AWS Application Discovery Service

RMEAEERAXHERBEH : 2023F 5 A 16 B

TRREA 2019 F£ 1 A 18 B 21 Application Discovery Service FAEEENEEET, MEFBX

HrEFNBEH , BALETR RSS BE,

gE

£ Discovery Connector &t
% Agentless Collector

E 17 Agentless Collector
Network Data Collection &8

EEAEEAESETE
RPEBR ST

LA Amazon Linux 2023 & E i

#9217 X Agentless Collector

DU

LMEZE s EA Discovery
Connector {1 & FEIREFHY
EAERENWESS. B 2025
AWS Application Discovery
Service £ 11 B 17 B2 ,
#1= 1L#EZ R B Discovery
Connectors BV &R, W5
&R , 2@ Discovery
Connector,

PR ERREEE T RERR
RBHBER P OMFREZE
MM, WMEFMER , B
2B A Agentless Collector
Network Data Collection &
%,

MEFMER , F2EEH
VMware vCenter Agentless

Collector E XU EEHE

WEFBES , FSRENLE
UK EERR Y SOIR IR

5 2 Wk

EH A Agentless Collector 5
RAGH

WEFBES , FSRENLE
R UK EERR Y SOIR IR

B

2024 £11 A 12 H

2024 £ 11 A8 H

2024 £10 A 24 H

2024 59 A 26 H

2024 9 A9 H
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https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector-gs-prerequisites.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector-gs-prerequisites.html
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ERAEER

APl RS — Bt

ERAEEAREREHN

HESBREFR , FEMIER
EBIEY AWS IR,

48 Agentless Collector & ¥}
EEF o MrE R EE R

Application Discovery Service

Agentless Collector &4

WEFMEF , FSEH AWS
Application Discovery Service

AP| PR & — Bt

HMEAN sts.amazo
naws.com ¥EBEFEEL
FRNAEEEE, MEFHEE
A, FBERERMBEAESL
FHL AWS ##81g,

WMFBFHMER , FSEBH AWS
Application Discovery Service

BB, BERMEEER.

ERENSMTERREREAR

Application Discovery Service

Agentless Collector (Agentless
Collector) Ky#T#&E#H, Ea]LAfE
At ERIREEERERER

MIRE , YRATHBEERE

A 53 47 151 AR 25 Uk 55 R & KL A

MEEiER. WHEFHEA , &

BREREN D TERKRER

#Ho

Application Discovery Service
Agentless Collector AWS
Application Discovery Service
(Agentless Collector) Z#T#I A
HEREEARE , AIEREN
BRAFERKEANTBBBIR
FENMEIER | HBEE N
REEBBZE AWS Eif, WFE
BEET , HBH Agentless
Collector,

2024 6 A 20 H

2024 6 A 20 H

2024 54 A5H

20235 A 16 H

2022 £ 8 A 16 H
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https://docs.aws.amazon.com/application-discovery/latest/userguide/discovery-api-queries.html#eventual-consistency
https://docs.aws.amazon.com/application-discovery/latest/userguide/discovery-api-queries.html#eventual-consistency
https://docs.aws.amazon.com/application-discovery/latest/userguide/discovery-api-queries.html#eventual-consistency
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector-gs-prerequisites.html#agentless-collector-gs-prerequisites-firewall
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsapplicationdiscoveryservice.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsapplicationdiscoveryservice.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsapplicationdiscoveryservice.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector-gs-database-analytics-collection.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector-gs-database-analytics-collection.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/agentless-collector.html
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ERAEER

|IAM BT

FEE™EIT

Migration Hub FE A ZhEER ST

AWS ldentity and Access
Management (IAM)
discovery:GetNetwo
rkConnectionGraph Bi{E
RETAREEL S BEBE
B F AWS Migration Hub %
BRAPERERNFIE. MFE
HMES  F2RETEAR
B E R

Migration Hub 3 @15 12 it 2 /&
EmEENRENEBHREE
ANE—REE , UREBE
ZfE AWS BEHE R,

Migration Hub [E A A] Z#&#& A
EBEE M RE M EAEX N
& A E A Migration Hub , &
FERRSERENEARER,
B A ERA L ERRIEHE
AEXEBNMNRE, MEFHE
B , 28 Migration Hub
Import,

2022 5 H 24 H

2019 % 11 A 20 H

20191 H18H

TRRHA 2019 £ 1 A 18 B ZHI Application Discovery Service { f & 15 R #I STH AR A

-3:d
#hae

FEBFTIR

BEREER 2.0

iR

FEF X LLZE Amazon
Athena FIVERHRER , WHE
WMEZ B EE,

EREAEBNGLHFRER ,
EERMENH.

BT B SER Application
Discovery RERER,

B

2018 £ 8 A 09 H

2018 £ 5 A 25 H

2017 £10 A 19 H
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https://docs.aws.amazon.com/application-discovery/latest/userguide/security_iam_id-based-policy-examples.html#security_iam_id-based-policy-examples-network-connection-graph
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ERAEER

gE

F2E

EREEARE

1 AR Microsoft Windows
Server WFTFFMERAM T
AIEIE

FIR Hihx

iR

AWS Management Console &
g .

Ibb hiR AN 352 B AT 3% E A B I
RERARRK.

L EFEF8 Microsoft
Windows Server RIFEHE A
R EHSEGSEENISLE.,

iE = Application Discovery
Service £ & ERIE —ERR
K,

B

2016 £12 A 19 H

2016 7 A 28 H

2016 £ 5 A 20 H

2016 £ 5 A 12 H
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AWS FER

MEHITH AWS #izE , F2H AWS AR SEHHAWS FER,
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html
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Discovery Connector

/A Important

& MI2= B sl £ A Discovery Connector W E FEMREFWBREERNWES. B 2025 F 11
B 17 B2 , AWS Application Discovery Service % 1L## ¥ R B Discovery Connectors ¥
=

A EPER BA an{a]#¢ AWS Agentless Discovery Connector (Discovery Connector) 2%l Application
Discovery Service Agentless Collector (Agentless Collector),

M= B A1 Discovery Connector W& FE# N EARERENINESS.

EE 7RI Agentless Collector , %2R Application Discovery Service R IERERNWE
o

E8E Agentless Collector 2% , & T LAMIER Discovery Connector FE#E#EES ., LRI ENFIE ERS#E
B (BBFHE) PEMA AWS Migration Hub

f£ A Discovery Connector Y& ¥}

/A Important
FM2EE B sl A Discovery Connector W E FEBRERNEREERNRES. B 2025 F 11
A 17 B , AWS Application Discovery Service #4=1E3#% 3 B Discovery Connectors I HT
B, MEFHMEEN , 2B Discovery Connector,

Discovery Connector 4% VMware vCenter Server #F] VMs fWHHEER. TiB , R ARE
VMware vCenter Server TE |, FeelEULER, EEMREEEZMER AWS WIRFEFLEBRFIEN
ol | 528 AWS #9 ZEBER AWS Application Discovery Serviceo

ETXR |, &7 LA 2 Discovery Connector FTUEER E AR B E,
Discovery Connector W& BIH &R R EHI
- WENERRU T (KB) BEN (BRIERZEIEH),
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AWS FERRARRRS

ERAEER

« Migration Hub EZEEFHRZFERE L MB (MB) BEMNHKRE
- UESR () XRTWERMBUEBRAREERESRN AP EHEREEED csv iBER
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