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« {#H default AWS Key Management Service (AWS KMS) 4 () &8 (SSE-KMS) i {a] AR 25 %t

#AWS ZE L8 aws/s3o
Amazon Data Firehose

BRI LR ZEE A Amazon Data Firehose 4 AppFabric N Z £ &R E Wik, ZEF£EH
Firehose , Al LAFE B M #HEL AWS tRF Z BITH7E AppFabric P2 #EENE Mt EF , £ PEIL
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Firehose XY &, EATLAER AWS Management Console, AWS CLIZK AWS APIs 5 SDKs E1I
Firehose &R, MEBERRALER , FSETIEE .

« AWS Management Console ¥/~ — {Amazon Data Firehose B8 A E355) HHYZET Amazon
Data Firehose X {3 &%

« AWS CLI $§7R - £ AWS CLI @552 & create-delivery-stream
« AWS APIsH SDKsREA - 5528 (Amazon Data Firehose APl £:# CreateDeliveryStream) HHY

£ Amazon Data Firehose A% 8 B #9 i AppFabric (WERWT :

. BHKBAREERZSLEIR AppFabric AWS B HEH REILER.
- BARERMER PUT AXRIR,

« #& AmazonKinesisFirehoseFullAccess AWS S EBRFREEZEZNFERAE , A T HFTEEZEHN
FERE

{
"Sid": "TagFirehoseDeliveryStream",
"Effect": "Allow",
"Action": ["firehose:TagDeliveryStream"],
"Condition": {
"ForAllValues:StringEquals": {"aws:TagKeys": "AWSAppFabricManaged"}
b
"Resource": "arn:aws:firehose:*:*:deliverystream/*"
}

Firehose X BHEEEE=1SZTLTEEES , fl0 SplunkF Logz.io. MNFEHRIMMEREZE Amazon
Kinesis AMERERE@HFELTEMNEN , 526 (Amazon Data Firehose F#ABEmM) FHEH
1 B RE o

(iZH ) B3I AWS KMS £i8

EAREEABEAENEY AppFabric WIBEH , LiEEMFARENEZ TR , LR HRBERLZ
FERERAEAZE. LSREARNME AppFabric BRI HHIE R,

%4 AppFabric FBEREINHE R, L% AppFabric AJLAfEA AppFabric 8 REE I MEER AWS
BENEE | WIEE AWS Key Management Service () PEVMEENEFZELBAWS KMS,
AWS BEEM S8 2 AWS IRIE EEMEEN AWS KMS £8&E4 |, TARSZE AWS IRE, BEF %
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ESBEM AWS IRE B, HENEEN AWSKVS £, NMEAWS HENSE NIEFSESH
WEEMMER , 2B ( AWS Key Management Service B AEE) PHEF L8 AWS £,

WMREIEEIK AppFabric AERFFZESRRMZER , SINREFZH  ATREER , B LUE
A B —EE|AWS KMS, MERTHFIFEFXERR T AIBRNFMER AWS KMS , F2EHK
IERRY SRR — |,

BAMAAE A AWS AppFabric AR Z S

HEMIAGER AWS AppFabric AR L€ , BLALBUERARAEN  ARRERAEXEMHLR
HERELENWEAERXENH, SEAEXREEEZIIRAENR , B LEM AppFabric TR £
e , BlanRER B S EEENAGE R & 7 EL

AEIERBA NI E B AppFabric AWS Management Consoles
&

- FSRIGH

- TB1 . EBIUEREXEN

- SR2: REEAEX

- S 3 BREEZHFEE

- SBR4 . FRAERAEEMIE
- %5 EiE AppFabric MBI X2 TEMEM BN PN L2 ER

FORIRH

BRI Hl , IEBELEIL AWS tkF MEBERE, MEFMER , F2E0:
EEFRENERE.

SR BEURREXEHR

ERBRAEMHEFRAE AppFabric METR2BABEXNRENERN, #ZEZVEREXENS , B
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1. 7E https : //https://console.aws.amazon.com/appfabric/ BiRX AppFabric £ &,

2. EEmEALANZREEZESS | BE AWS EiE, AppFabric EBARERRI (#HFEEI
;). BUN (ZEE ) NEKESE (RR) B,
3. i##E Getting started (AF9),
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4. EAMEEL , $HHPR 1. BEYEBAENENH  EBRUEREAEN,

5. ENRERF , RENRSHBURSHRBEENERNTSIMEREEAEFE., LSRANNE
AppFabric PV Z £ REER

Z 4 AppFabric TR EINZE K. AppFabric AT REE B AppFabric AWS BRI £88 2
MAEER |, A LIERETE () 7 AWS Key Management Service BV MEENEEFSE S8
AWS KMS,

6. SHAWSKMS &% , BEFEARN AWS HENESREFZETR.

NMREBBEFAEFZEDR , FRALEFANEEEM®M Amazon Resource Name (ARN) =
©18 ID , RIVIFEIT AWS KMS £48,

BEAWS ENTR IFFXESRE  FER TSR .

- AWS BB £IR = AWS IR%E HEMEE AR ZE 19 AWS Key Management Service (AWS
KMS) i85S AWS 1RF, A AWS BEEN S8 TEZKN B AWSRFE , 18 AWS AR#E T
A AWS #HEN S8 RRABERFPNER. AWS HEN S|/ T5T A AWS KMS &R F Y
Bf. STEERUSHESRINHESBBE, WRRSEBRKE AWS HEN B ME, WF
AWS BE K £8& & AppFabric it WAHEIER , BSBEENS

- BEF% "’é%ﬁ?a"‘ﬂi BENERE AWS IRF 2 i KMS €88, Ba I8 L AWS
KMS £i8, BRI MHEZEES|BBEE. AWS Ildentity and Access Management (IAM) B
RMBERE, ,D\TLAEW%M; Ref. BREZBRIME. FTERER, BYSE AWSKMS
SRHOEIE , URFEEEMBRN AWS KMS £i8, EFZES|/E HIRE AWS Management
Console WEEZE S| EME L AWS KMS,
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[E|FEMY KeyManager #fI{E=R CUSTOMER, B EXBHEREFFEAEFZESER , X E
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TETRRRBACEFHNEENESR., EFZESREELAE  UREBB AWS REBH RN
FRE, EFZESRETTALIREN AWS KMS Bt %E.

mEAWS EN SR AIZEFZESRNFMEN , F528 ( AWS Key Management Service B
BABIER) PNEFEBM AWS £,

® Note

B ERAREXEHE , AppFabric for Security th' &7 AWS 1RF #A AppFabric IRIEERE
AE (SLR) My HEM % IAM A&, EAFRBEFIEZEEIEXZZE Amazon CloudWatch,
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ERAG,

7. (BEA) HRER , EUNEERERNTEERARAENS. ERESREY  TRPEERE
MAGBEYNER,. MFFMER , F2HEAWS (BRFEEREAERER) FHELEN AWS
B
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SR2: REEREN
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MEAEXENRLFHECHERAEXEH . EEASERAEXEHREZAERAEXKE 7
AEBZREAEAEXEERARARES R,

ERRREEARSNSRBZH , FE PRENRRSEEAREXN RGN , SINFENTEIE
B AppFabric P X ENEAERXUEREZ L,

1. EAMEARL, stHPR 2, REEAREN K EEBRVEARIRE

2. EEARAREERD  fEARITRNEERRIEER T AppFabric REELRFTAIHER
2. ERNERRERE AppFabric BRI ENERRER , UEREZ2,

3. EfENERARENN K SERILENETML. SLHUETEHFE IDNEFERE , tUkEEEH
Ei ID., AFRREREARRER. ELMUNGABRERERXME, NENASKIELE
HMEFARARERBEE T , 5260 AppFabric P X ERNEAEAURREZ S,

4. (B ) BRAER , ZULUZEKERTEZEAEARE, EBRES8EY , THPHERE
A BB MNER. MEFHMENR , FSEAWS (EBFERFEREER) PHERLEN AWS
ERo

5. BREEVERENRE,

6. MREBREAE (FURREEERNEARR ) , HEIAF R AppFabric SIEREH ERRE
X E R

MRENEAEARERY  CEEAMEELEIERNEAERXRERSAR,

7. BUNESEERSIHNEARARERRL K REFEEAEXARET  BRREERAENXR
BRE, ERRERTENERARARECR T AppFabric A Z£EREEAEN , AER
Fo
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#E RERFERTERENN ERBIIRER | FFRER

EREAREERM , B EAREERNEFETNE

AppFabric W& £l RER  EFREUER , UEER.

FEAES, WRILHEBNMAFE  FRE
BERNREHHEARETE
FH. MRRERERFEM
§RERAE , Bl 400 fEEHER
AR, EMEMBESA , Him
#HAF ID, AFw ID MAF
mMWE L RERCEREA, B
AREESEAERENEARER
MEMAENRE, MEFEE
7, B2RAXENEAEN,

EARERRE R EARER R IR B K R R BRERBECHHERAEAR
AppFabric £ IReEERE RERBAFMRENR , flWH
FEREAREEERAEXNE FID. AP ID MAFRH

#Ro o
FRED@WRIY AL B Bt K AV IR RE MRBERDRTFE , R

RNERARENRBERINELR EERAEANS IBRERARE
% , OAuth EfEEREHE . NFFMEF K F2EX
KMo BENEAEN.

9. FERHEHMEAREN FRFEEERIR1 38,

HER 3 BRETER HFSHE

EENERAEXE#ATFRLEL —ARABRARECR , ERETURERK B FHEE. BB FHEN
EERARERARANEZ AR , YRERECARANBEREREEBIEIRLEEE (OCSF), ARG
RNEEPH—HZEE Wit AWS, EHEASUEERRS JSON BRIXAFEE M.

1. BEAMEEL , $HEISR 3, RERKAFHENER , BEEEURIERE.
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6.

® Note

ATHRBERE , BEAMBIREREER , R AMEETR , UHEENEERE

Wit —RAZERAENREZ L. fl, HEHMN Amazon S3 REFETHE I Amazon

Data Firehose & # &,

BHAURERNEEEER , TREEEE TN, £HENERL , B0 —IXEE—E

ﬁﬁﬂl ITEANENT, EHENERL , S ABEIETER, T5iERERREIUR
HEREEM,

SHYEMEREANRE  ERECEAHEVRZAFHINWERAERE, HREEAEKRET
NRBFEFNIEAFBBRELRMEA AppFabric R FERERABENERAERNBRAEERE , X
BREZ,

HAMBE N  ARENNWERAENIZIEXAFEIRNE N, BiHEEZHE Amazon S3
-IRERZEE. Amazon S3 - Fif#ZEET# 3 Amazon Data Firehose, MR BZNZEHEHAE R
B CREENENHEERZEAERENSEMAE.

EREZEENE K SEREMSERN,
a. WMRZEE Amazon S3 — FREFTRMAENK , RIS EMAEEITN S3 EETERRE,
WZEMAIE T Amazon S3 FEFETENEFMER | BF2EEY@EHE W,

b. MWREEEFE Amazon S3 — RENREFIBMAENN  FENEEFHAN Amazon S3 FEF
BrE 2,

c. WRIEERE Amazon Data Firehose A B H it , 554 Firehose R{TBRBB TR BEFR
BRRSERNERE, MFWMAEIL Amazon Data Firehose RITERWELZRA , FSEE
VEHE W | WE T AppFabric FREEMEF AT BURUERZ £,

HRAEERANEX BB ESEZBFERERL - JISON, OCSF - JSON, OCSF -
Parquet Amazon S3 & 1FETEE , IR - JSON = OCSF-JSON for Firehoses

FEERENEBHEAEN FRERA JSON WK BFER . OCSF ERENESEZARE
ERHEE( A AppFabric , ABRZ£ MR PR ZLEBIHRLEE (OCSF) HEHER,

W% AppFabric Z{AIEHA OCSF WWEMIE , B2 R FRERZ =& B IHREERE for AWS
AppFabrico #B—XRBEAHEBEE —BEBARNEXERER, NRECEEMBENANEEE
RAEXERER | AU IEREEEEEERREZEEI/NNEEE Wi,

(EA ) MREGREREBHNEZEN  FREEEENIENER, FEEHENGHREAR
H, FEREFERE. 4RNER , SUURESERNEZEE. ERESREY T8+ RE
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BHEMIGERYMNER. MFEFEES  F2RAWS (ERFESRCAERRE) PHELEN
AWS &R,
BIEERE FEE

EERUFREMNE , FEEAMEE LEIEMAVEEUR AL

BT UEREEEESRNENERN LS RIGRENENE AHRE, FHEEL  B&TNUE
NERVEARARRE. BNt NEIGREREYNEAFEE. BASHINRERRERFHE
ERA, MREEREEREZEEAEARENEFERE AU URIREAREARENFHRENR
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REAEARENNRERACER , BENENMRES/ERAD , AIEXEERYXAEZ AR, 1R
AR RERESMEEE AV REREMRBURE | BMERMARERE , BT EEEHR X
Hit. FERELEARARERNR , F2EIR 2, REEAERN.

T RET T ARV AN BEEN B AY3ARAE | H b R 8T SUERELAY R B RO I 25 BR SRS IE AE R 85 383K

&

RESRER B iR il 3713 o
EFH BN EFEARERREER SO ENERNESETH
EFM. FEPEIRA |, SRR
B,
R HEHERENRBRERTE BEEEEL[E, FuE

HE WA EZERXZBS. 5l Amazon S3 = Firehose £##
w, kRETEEERETEN®E B
FNEMmELE,

SRA: ERHEHAEFRTIE

£/ AppFabric E1TZ£FEAETFNIE , 2R ITEEEEKTUFEREIN NS FE#its
WHHTHENEES  REEFHAUFTHBREEAER. LAFEERBDERAZEBUEHRESET
Bt BENRE K BYTRUHREETERESIEKEAER SaaS EARNFERE, MRKE
A #& , AppFabric for security iR tEARRNPNFEAEEBREERARAEAEMRE (Hl

|, Active) , IR ERENIRMMNEE, AppFabric ARZ2ESERAERXEHTHNFMEREEARER |
DERFERERFRNERARREE,

1. EAMEEL , #8PR 4, FRAERAEFNIE , BEESHAERE,

SB4. FAERAEFTMIA 17


https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS AppFabric

EEEmE

2.
3.
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EESERERY  CERIEAETFINMERERAENRE, "ERERAEATETRER

HEEBEREMRE (WMRTH )

, EIESER

EESERMTRINEAEASRTERETUFRIHNEARER, TRETIUENESE

R, ER, URET SRR IRE RV EIF,
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.

RS LmnREFTR. ERERAEXNER
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RAEFENETE, EREREANERER
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FERREAREBEY

HRFFAFE , RAIEEZFUERERX APl

ERiBEAEXFRRS,

FERE BRI R EP A AR 2R EE R
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# , FlEF ID, AP ID MAFREER.

RERGCHYERAEAREERBAFEE
# , HlaEF ID, AP ID MAFRER.

OAuth EXTBIEF £ B AR RERINELR
BARM, MRLHERMATHE , FREEAR
ANETREERAEN. WEFHER , F2
X ENEAER.

RERGCHYEREAREERBAFMEE
# , Bl S ID. AP ID MAFiwmME,

RERRECHHEREAREBERAAFRTEE
, B3~ ID. AFiw ID MAFimaE,
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AR R E T EER> EREEARNKIINERAS . EANBER
ERESETHubit,

FEARNIBRERAVFERIER. ERRMREARXKRINERAS . EFTE
HMEBXERESETEHN,

FERERXBIREEEERER. ERRMREARAKIWERALS . EFTL

HMEBXERESETEN,

SEB 5 : % AppFabric MBS RS TEMEMB ML PN RS ER

AppFabric WEEL, ( R ) ERAEXERETAXEMR Amazon S3 HEVE KL EE Firehose B &
WIEMA , 8% Barracuda XDR. Dynatrace. . Rapid7. . Logz.io Netskope NetWitnessHl &%
2T EBSplunk , IENEBREHRAR, EEMX AppFabric NBEE(L (HEHK ) EAERXER

FEBLANSE 133, NENTRERBELLIENRBNFMER , F2EEENZ S TENR
%o

AppFabric P X EENEAENURREZ S

AWS AppFabric for Security X RE T JIERAERNES, REEAEXNER , IEBNMERE
AppFabric A Z £ EREEARNNFHMAENR.

F&E
« 1Password A& AppFabric % &

« Asana A& AppFabric 5% E

=1 ]

« Azure Monitor & AppFabric §%7E

« Atlassian Confluence & AppFabric 5%

« Atlassian Jira suite & AppFabric 5%

- Box 5% XE AppFabric

« Cisco Duo & AppFabric 527

« Dropbox & AppFabric §%7E

 Genesys Cloud & AppFabric §%7&
« GitHub % AppFabric :2%E
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Google Analytics A& AppFabric §%%E
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Google Workspace & AppFabric 5%
HubSpot A& AppFabric 5%E

IBM Security® Verify 2 AppFabric 5&E
JumpCloud % AppFabric 5%

5% E AppFabric B Microsoft 365

Miro £ AppFabric %7

Okta % AppFabric 587

OneLogin by One Identity & AppFabric 5%

PagerDuty £ AppFabric 5%

Ping Identity 2 AppFabric 5% &

=ENLr=a

Salesforce & AppFabric F%7E

ServiceNow % AppFabric 5

Singularity Cloud % AppFabric 5%
Slack £ AppFabric :87E
Smartsheet & AppFabric 5% &

Terraform Cloud & AppFabric §%7E

Webex by Cisco £ AppFabric 5% E

Zendesk & AppFabric 52E

Zoom % AppFabric 5%

)
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/Ch

F

RELZNER. RELESR  LAFEHRAEZE,

AT LAE A AWS AppFabric TR £ M 1Password , LU E RHERE(L BB L & B IR
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# AppFabric X 1Password
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1Password
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B AppFabric Z# 1Password

AppFabric Xt #Uk fE A& &7 MER B 5 1Password.

TR

EE M AppFabric #7&# B 561t E#E1PasswordB| X BN B , BUEFAETIER ;

- BYUABEEERNNE1PasswordE X R HEFTBRGTEl. WEFMEF , F2H 1Password ¥ £
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W R EEAR.

BRERREEER
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1Password X BN EAFRNEATFTIRFER. BERTIHLTER , LEEXBEATFRER.
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HEEERTEERS,
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2. HEBBHKTERE Settings (RTE).
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1Password AOMBUMHH TILZR , USKREAAFRFER.

1. i24Z Dashboard (&),

1Password 22


https://support.1password.com/events-reporting/

AWS AppFabric EEER
2. BEABR,

BERFHEEESR.

i#1Z Private (FAH8).

BEERRRTE.

BEEREE,

R

M F iz

EAMEF ID. HEBBMRBIRS FRE AppFabric PEVEARNERE. RAREZERUBAR
.
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ZEFEBMIREERE (OCSF) %3 , W& RE 2 Amazon Simple Storage Service (Amazon S3) fi#
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FOfALE EHEERS, MR AppFabric MR BAsanalE ARRXNEEEBRE , AppFabric FHHEHFE
ZBRERESEE,

BARERIRKEHILERS 30 7EXNVI BN, ERAABRAEXNRHANEREHLE , UK
ATRLERERMRNNERER. T8 , EWNEIRFEREITER . WFEHE , BB &,

# AppFabric E#E|AsanaZ IR 5

£ AppFabric REHEIERABERNEHE , BXLAMER RE AppFabricAsana, &ZE&HKAsanaffH
AppFabric REFTENEN , BEATIILER.

EREXRE
#HAF ID

AppFabric #45EREMFEF ID. AppFabric FEYHAF ID 84 F R8I IDAsana, EES KB
ID , FfEAAsanaEEHTPH T HIER

1. BESMNIRFREEEBES K ARENEEEIRA

2. ARFEEERE.

3. HBEMERE.

4. HEIREIF RN ID & A AppFabric # A 5 ID fH5E,

HEEH

B A A 3% B L ME — AsanafB BV B F, AppFabric FREF 2 BREZLEAENRE  URTEAER
RAERE S WA HEEL,

AR IR = 21

B AEERBERF R Asanatk FF£F , FEEHEA AppFabric Asana FERREXRE, MRERE
fRIERFFR/ , BEATIIER -

1. EE E.LH&?']’%IIJEJE 3818 Asana 1ERIAIE M RISIES B IR,
2. EEE-XRBFEBRBESEER  BRIEREES EEESERL R,
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3. MREHERGFEMZIBEANERKIRFEE , AL RRRBENRBIRSE, EEFNERLRE

To

Azure Monitor £ AppFabric §%&

Azure Monitor 2 — B2 HMERMAAR , ARKE. »MNEEREEFNABHERENELRE
&l BALAEA Azure Monitor R KL EE AR MR AT AERKEE. SAHMETHRERAREXH
WEE , WA BEUFBHNEBXZGFF A XNBRERRES

Azure Monitor €5 % {& Azure F13E Azure FTREMEAF , REKWESE layer I UENEEE
. cEHETREERNERTEAD , UH—METURER. 2. GELCFN/SIEEERNERALIERE
. BalLLB S HAit Microsoft #13E Microsoft TE, Azure Monitor SEEIBRFE—BFA&HZ , A
BERATHITABRESG., THAFEEBRNERIRBEEMIZSZEN.

RTRELER , BALUER AWS AppFabric & &% B &M E A & E R Azure Monitor, #$& BHREE
L BB RS EB IR (OCSF) &= , I i%E ¥l HZE Amazon Simple Storage Service
(Amazon S3) f#FET8 =, Amazon Data Firehose & i,

£
« B AppFabric 2 # Azure Monitor
* # AppFabric E# ZAzure Monitorf& 1R 5

B AppFabric Z# Azure Monitor

AppFabric RE$8#% T FAzure Monitor [RIE M E R EEAMEX A :

* Azure Monitor
* APl Management
* Microsoft Sentinel

» Security Center

S SRAGA
= E# f AppFabric #$7&# B 5% E#Azure MonitorFI X BN E M , BUEAFETHER :

- BEEREFEERER Agipay-as-you-goi] BMicrosoft AzurefItR 5,
- EAOEE— BT IR P SIS,
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Azure Monitor B iR HFBE RN R L ERFTEA (FEAENEAERX ) FMETE ID HHAF ID EMERFR
#l, 0% Azure Monitor API IRE[RHIFFFMER , 552 Azure MonitorBi 3 A E#YE LM 7 #F 2047
Azure Resource ManagerfiizE Ko

BAREEIRKENRIEER 30 7EXNEENL, ERRNARARARMUNERSEHIEER , UK
ATHLERERMERMNERLERE. T8 , ERUERFEBRETE. MEMHE , FhE &

#% AppFabric E# ZAzure Monitorf& i iR 5

£ AppFabric REHEZIEABRIXEH & , BXAFEH R AppFabricAzure Monitor, HES K
Azure Monitorf£ | AppFabric IREFIENEN , FEATIIZER,

E1 OAuth EARER

AppFabric Azure Monitorff i OAuth2 B2 &, R T3S BRETE FEI OAuth2 FEARENAzure
Monitor :

1. BB ZEMicrosoft Azure A OfEIHIEZ A,

BE Z Microsoft Entra ID,

BEREARENEM.

EFEEMERIE

WARAFIRIETR , Hlin OAuth Azure Monitor Fi Fifs, ESRCEMERAERNEE,
BRXEN RFEARERE—HAR,

S EHED URI, iBE Web AT E , YHIEEHRED URl, HEEHRE[D URI FHT5E
= :
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https://<region>.console.aws.amazon.com/appfabric/oauth2

EZMt s | <region> RIZERTE AppFabric EARINEH AWS EE 2 WERXB. Hln
EXERD (#HSREIE ) BHNEREA . us-east-1¥REESE , EFEDG URL B

https://us-east-1.console.aws.amazon.com/appfabric/oauth2,

BRBERAEZR  SoRFOEEEEERMEN UR, RERMALIERIZRN , BRITUZ
E,BEXZBEITBRERIBIRE.
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8. EiEEM.

9. HEEMWEREXD  ZEEBENMWE K ARBEHNAFRME,

10. FEWERHER,

1. ERMZERFERE, SAUNLETAXNEEPRIEMRARNFERRE  HEREBTFERRE.

12. BENE, AFRUFRERREEURIERER, BREEZH A FHLEEBEFREZENL
B

BT

AR T HIFFA#TEE OAuth BRERX. HEMMEETA , FHEMR ( Microsoft Entrafi s A E157)
RY#T I8 5T AT — B P Y 15 R R EUERY Web AP,

« Microsoft Graph £/ #& 7ZHl API > User.Read All ( IZEHMZERER )
« Microsoft Graph i & FHL API > offline_access ( ZEZERER )
« Azure [RIEEEFE# HES APl > user_impersonation ( iZEZEREH )

FRUTE  LEETEESFANEE , HF8E ( Microsoft EntraBiR A BISE) WEESRER
B — BRI IE R,
AR S

AppFabric X Ef##Azure Monitor @M IR FENERAEEAMER AR, EEX BEERKAFZNERE
& #lAzure Monitor , BAXEERIMERAERXNRE , —BEEAEXRE T FEEAzure Monitor®
wE, Z—EEEARXKRET XN EEHRHR BAzure MonitorfE® BiE. BRI EMEERARE
ANEEEAERNEAF ID. AP ID MAFmMWE, HEXE BKIER B FEAzure Monitor , 8%
E Azure Monitor®l Azure Monitor Audit Logs BRAREXZRE., EEERTAFTHEENIE K RE
EAzure MonitorfEARZ X 1B,

MAF ID
AppFabric #45EREMFEF ID. FBFEA THIZER , LAE Azure Monitor R EEEMW A F g ID :

1. EEZE Microsoft Azure A O#8%k5,

2. BEZE Azure Active Directoryo
3. HEAERAZMERY K EEENEUNEARER.
4. EBBERT , €8 (HF ) ID WUEREF D,
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HEEE

B A AT 5% Btk ME — Azure MonitorsTEIMY R 8., AppFabric FFAEZBRELEAERNEE  URK
FE 2 X A2 3 W HEER,

(® Note

HFEFEBRZER 2, 048 @7 , HEF. NE/RBEFENTIREHRFATHEK : DF (). K
#R (). BITIR () Mz,

A FE# ID
AppFabric #:ERA P ID. TR TIRER , £ PEXEM A Fiw IDAzure Monitor :

BB ZE Microsoft Azure A O#8uk,

1
2. EEZE Azure Active Directoryo

3. HEARASMERY K EELNEBIUNEAREN,

4. EBHERD , REAEX (AFW) ID BUBRAFIR ID,

Client secret (F FinZ18)

AppFabric #FERAFiRME, S OAuth BRAREXNAFiRHEREHE OAuth BRRAEXBIER
MWER 11 FEENUE, IRERETEEY OAuth EREXHEEENAFIRME , FEHE OAuth
ERAERXEYERTHNIER -1, LEFELEHOWE,

FEREXRE

¥ AppFabric FEZMEAENRER  LEWIIRE WREREMicrosoft Azure A ERE, ERE
BALNIRE | RZBIEZELFFRZE AppFabric R,

Atlassian Confluence % AppFabric &

FE—EbFEN., HEMBBEFTEIE. Confluence RABFIFEMENEXTEZEZH, BHEH
HAREHNEREL., ERANFETAERNE L, Spaces AIHBENWEBEE, HEANMEATE,
Hit S REBKK S & T HASBARE  YERMAMBITREIEMENERA.

ATEZERERE , B LIER AWS AppFabric #E #Z Wi #& B &M £ A& E R Confluence. #$ERHE
2 ARMRRZEAEBRIRERE (OCSF) B |, WA EREHZE Amazon Simple Storage Service
(Amazon S3) f# 7T 8=, Amazon Data Firehose &
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« B AppFabric X & Atlassian Confluence

« # AppFabric E#& ZE Atlassian Confluence &Ik B

# AppFabric 2 #& Atlassian Confluence

AppFabric X &t #EUWIE B FFAtlassian Confluence,

TR

= E M AppFabric #7&# H 55t E#Atlassian ConfluenceEI X ERN B WM , BUBFETIER :

- FEFHEKAR K SEEEEE, SHRIOLERP, WFEERIHAMKEEAConfluenceitEIFHE
EICEEINSE Bﬁ Atlassian #8¥5 E# Confluence E1{E,

- FEFDRKAR  CEEHFIRFNEERSN . NFALNFEEN  F2RAtassian< &l
W ENRTERAEEESF T,

BRRRHEER

Confluence &¥f Atlassian Confluence API 58 INEZHRPRH|, 1R AppFabric F13] A Atlassian
Confluence AP FERREZXWIEEBIB BBRE| , AppFabric # H ¥ Atlassian ConfluencefyE# H 5 I 8E
SHEE,

B REEIRKREHRZIEE 30 "féiﬁ 1B, ERRAAEBRAEBARHNEREMHILE , UK
ARTHLERERAMRDMNFERER. T8 , EANEIRFERETE . MFEHY , Fhg <&,

#% AppFabric E#£ EAtlassian ConfluenceREI iRk 5

£ AppFabric [RBEHFEVEARXENHR , BLHAMERA RH#E AppFabricAtlassian Confluence, EES
#H Atlassian Confluenceff | AppFabric IREFTENENR , BEATHTE,

E1 OAuth EARER

AppFabric Atlassian Confluencefffl OAuth B2 #&, FEE P& OAuth FEARE X Atlassian
Confluence , FEEA TSR,

1. BB FAtlassianfiZABETIZA,
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EELAZREENREEERT  ARBERBASTEA,

ERNERAENZE  EEEY, OAuth 2.0 ES&,

EEREESHPIBEFETA , REZZEHE Confluence API SRIFIE,

EEREET , BEENMFEAE (read: confluence-user),

ERMEET |, EEURIREKCH (read: audit-1log: confluence),
EEREBEERPIZZRE | AE21EF OAuth 2.0 (3LO) ZHI#THE,

FEEN URL XFHRPEAEETIRAMNENRSM URL, REEEREFEE,
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https://<region>.console.aws.amazon.com/appfabric/oauth2

£tk URL & |, <region> RIEERTE AppFabric EAREXEH AWS EiF © WERE.
BRI (HSEEILE ) EEMNERNEA . us-east-18RXEE , EFERQ URL A

https://us-east-1.console.aws.amazon.com/appfabric/oauth2,

W EEE

BB TR E D —EEEEIEE Atlassian Confluence OAuth FERER., MEHEMNFMEA |
2/ AtlassianFi 8 A E#835 E#Y OAuth 2.0 (3LO) # Forge FERAREX K EIE, ERATHNEREE,
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 Classic #i[H :
e read:confluence-user
- BEE

* read:audit-log:confluence

FERRRA RH#E
#HAFE ID

AppFabric #4ER&#FEF ID. AppFabric FHYHEF ID 2 &/ Atlassian Confluence®#1T {EI &8 F#¥
H, ZAILATE https @ // F ..net Z IRV BIEE S bk 51 H % E Atlassian Confluence#1 1T {E &8 F#31H,
atlassian

HEEH

B4 A 7 38 Bl bk ME — Atlassian ConfluencefB K&, AppFabric FAEFEBRELEAEIRE ,
AR fe FE T2 =\ 2 R 22 31 AV A e R B o
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AppFabric #ER A Fir ID. HEE PSKEMN A Fix IDAtlassian Confluence , FFEA TIIZER :

1. BB ZEAtlassianBiZAEEEAE,

2. EELAERELNREREER  AREEFBASTEAR, BNEARK,
3. EEUEF XERE AppFabric B OAuth FERRER

4. REBEEEAAFIK ID A AppFabric FHI A Fiw 1D #1,

Client secret (Fl Fim % H%)

AppFabric #ERAFmRMWE, BEXE PSKEN A FimMZF Atlassian Confluence , FEfERA T2
=

1. BEZFAtlassianFRBAEEEA.

2. EAELAEELNRERER  ARBERBASTELS. BNERER,

3. EBHUEF XERE AppFabric 8 OAuth FERRER

4. REBETEEEEWZE®E A AppFabric F A F i,

R

£ AppFabric PEZ I EARARER , BEWREIRE WIRER EAtlassian Confluence A ERE, &
ERE AppFabric X1 , FHREA.

Atlassian Jira suite & AppFabric 5%

Atlassian B EEEBNE H, PINEEEMR DevOps, IT IRFEE M T 4S54 88 7T 1 Bh B B
1, SRMTEREAIE, £IRAZSEM Fortune 500 FiBiA 240 , 000 REEREM AT , 2IF
NASA. Deutsche Bank, Kivafl Salesforce , #fikiEAtlassianfE R RRGBEIEKXEiFib S , X

REXNEmENGER. E—F 7 # AtlassianEm , ‘2% Jira Software, Confluence, Bitbucket, .
Jira Service Management Trello# Jira Align Atlassian,

ATLREEER & LUER AWS AppFabric # Jira suite( BrFhJira Align) &% B MERAEE R
BEREE(\BRBBRESEBHEIRER (OCSF) KR |, WH§ERE HZE Amazon Simple Storage
Service (Amazon S3) 7 ET#8 =X Amazon Data Firehose & i,

ES- |
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- B AppFabric X & Jira suite
 #% AppFabric JEEZE JirafRIRE

B AppFabric & Jira suite

AppFabric Xt U A& EFAME B iEdira suite , 1B BrI\Jira Align,
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£ B (FF AppFabric ### B EiJira suiteBI X EN BN |, BLERETHER :

« BWAZEBER Jira Standard Plan SRE S iRA, MEERAJiraitEIThEEMEEAER |, FSBJira®k
B, JrafREEE, JraITFEBMJiraEmixREEEH,

o Jira BHRFE PR SEBEE Organization EEEACGNERE. NEACWHREN K F28
AtlassianZ Bt EWR T HEAEEE S,

BREREEE

Jira EH2Y Jira API B8INERRE], WF Jira suite AP RRR &I EFMES , 528 ( Atlassian
A BIER) Mt LHNEERE|, R AppFabric MIRAE Jira APl ERAEANESBBR
# , AppFabric F HIRHFER H S A BE S HEE,

BHRERIRKEARSLE 30 PEXNVI AN, ERAARABRARHNEREMALE , UK
RTBLERERMRBNERER. T8 , EWNEIRFERETER . WFEHE , BB <&,

1% AppFabric B4R 2 Jira B IR F

£ AppFabric R 2 ERABRXENE , BLEFH B AppFabriclira, EES#kJirafE A
AppFabric REFIENEF , FEAT ISR,

B OAuth EARER
AppFabric Jira suiteff | OAuth B2 &, FERE BE VY OAuth EARERJira , FEATIIZER .

1. EEFAtlassianFAEAETEZEA,
2. EBRWEARERSE , BEEIL. OAuth2.0 S,
3. ALNERARITE A6 ARREEEY,
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4. BEZREER , RRERE OAuth 2.0 ZHVFTIE,
5. EMEW URL W+ , EAERTIHNM URL , REERRTFEE.

https://<region>.console.aws.amazon.com/appfabric/oauth2

£k URL # |, <region> 2% AWS B 5% E AppFabric EREXNEH4N EXiE.
XBIRE (HSEEIE ) EHNERBEA - us-east-1HREEE , EFEQ URL A

https://us-east-1.console.aws.amazon.com/appfabric/oauth2,

6. BEFTRTER , ERENAFHK D MAFHRWE , TEFAEEARR AppFabric ERRERZ
.

M EEE

BAEK T EEEHIEE Jira OAuth BERARRANTTED

- EEREET

« Jira APl > read:jira-user
- ERMEET :
» Jira APl > read:audit-log:jira

» Jira APl > read:user:jira

EREXSE
#HAF ID

AppFabric #§5ERE/FEF ID. AppFabric REYIEF ID REMJiraBlTER T8, B ERIESR
Ry HBLE S P R B JiraB 1T EBE FH81E , /T4 https : // F .net Z Matlassian,

HEEH

B A\ R B L ME — JirafRl R2RAY B M8, AppFabric fEAEFEBREFLEAERXRE , IRRERAEX
RAEE M A HEEL

R P 1D

AppFabric 8@ REN A Fix ID, HEHE Jira PERENAFi% ID , FEATIIDER

1. EEF Atlassian B ABFIEA,
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2. EEUEFRER: AppFabric #9 OAuth ERRER.
3. WREREEMEARAFE ID @A AppFabric FHYAFi% ID 1L,

Client secret (F F i ZH5)
AppFabric #§5ERIEN A FinMZ ., AppFabric FHAFIRMER PHMEJira, EERE FERENH
#lira, EEATISR :

1. BEZFAtlassianFZAEFIEA,
2. EEUEFXRERE AppFabric 8 OAuth BERARER,
3. RRTEEMEWEREA AppFabric FHI A B iwHZ ML,

BER R

£ AppFabric PRI EARXNRER , £EWIIRE WREREJra, URERE, ZERE
AppFabric 21 , FHEE A

Box &% AppFabric

Box RELAMNARER , ER—HAE—F4 , TZEBEEZEARAREDBY. 2 REMI T
£ , ¥ Fbest-of-breed EARRES,

B LAEA AWS AppFabric # K& B MEAEERBox, HENEENARRBERZLER
HIRZEHE (OCSF) ¥ , AHEE R HZE Amazon Simple Storage Service (Amazon S3) #FETE R
Amazon Data Firehose &,

*rE

« B9 AppFabric X1 Box

- # AppFabric E1ZZBox & 1R

B AppFabric X # Box
AppFabric ZER U E A EERAMEX HEFBox.
S RAR A

EEMEH AppFabric i€ HE R E@BoxBIZEN BN , BMLAFETIER !
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- ZPEFEREZAS , BFEEXHETE Business, Business Plus, Enterprise 2% Enterprise Plus &t
2,

- BAABBEEREESRRNERE,
« Box BHVIRFLERMA 2 AES 9 RE , TRICEERSIREREANEREAEXNAF RS,

ERRHZE
Box ¥t Box API FENEZFKEH|, NZE Box AP RE[REINFFMER , 552 E BoxFE AESIEEMAL L

HIEFRRF|, R AppFabric IR EBoxEEAERWHASEBRRF , AppFabric A RV FER B 55 7T &8
HEE,

BARREERKEHPEIRS 30 7ENIEE , URAFEENH, ERAAEABRIXRHENERSH
HEE , IRATRLOERERTM RN A ER, T8 , EFNERFER BT, MFEMHE) , FHE
=&,

#% AppFabric E#E|Box &Y ik 5

£ AppFabric R R2IERABRAERR , BFEEFEA RH# AppFabricBox, &EZ K BoxEHA
AppFabric RIEFTENEN , BEA TSR,

B OAuth EARER

3

AppFabric Boxf£F OAuth 2 &, A THIFSBRE PEI OAuth BAREXNBox , IFFHEEA ,
27t Box #8¥5 EZE 7 OAuth FEARATER,

B A BoxIHI{E FABASEES,

EEEUHEAREN,

REAEAEEFETEZRITEARER, BEEEHER  RRENT —EFER,
BWARAEXBBNER,

RARTHNNXNBEPRERS,

o K~ w0 bd =

a. RERTHXBFEPEEZLEER,
b. TEZREEESAWS AppFabric SecurefIAAZBRFFEA ? XFEH R,

6. MRERECAAFR IDNAFRNERIEARISG Y , FEEARFI I BRE (AFREE
B¥ ).

7. iBIZ Create App (BRI EAER),
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8. iEIZ Configuration ({258) &5 %,

9. HEEEMEARXFIERERY 6 ZEEAEN + XTI
10. ZEENEAEXSBERY K ZEEEEAENEELEENY,
11. i®#Z Save Changes (E£E),

Box EEEX4ALEBXEEEFRATRERAREN  FeEARARR, TR TIZRUFER
R,

a. EFRZBASFEREHALHNEARNEZEERERSIRR,

b. EERREINRER  BEFBHERGENBoxEXEBERETRLE, WEFMEN , F2H
BoxiSRIF Y 4L,
(® Note

MRERRZBETEAEE  ELAEFREILENEREN,

HEEGE
ESTHREARAGE, NBEOENEET,  HS0H Box TAME FHEE,

- EEBLEBM (manage_enterprise_properties)

- EEMEAE (manage_managed_users)

FEREXRE
#HAF ID

AppFabric #%35K# F 1D, AppFabric #HFAF ID Box1t % ID, Box ¥ ID A[f£ admin E#AK
IREERIRE > IRFEHA > 0% ID THRE, MEFHMEN , F2H Box XHHEME EHNEE D,

HEEH

) A T 38 Bl L ME —BoxiB Y B . AppFabric (EAEF B BRFELEAEARE , UAREEAEAR
REE M RV A AT 4R ER

R Fim ID MAF w5

1. BA BoxMalfE FBEBAEEEA,
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HEBEIHRERTEERNEARER,

RIS RE#E AppFabric B9 OAuth FERER.,

i#1Z Configuration (058) &3 ER,

EEBZEHEM Oauth 2.0 BEAERER,

£ AppFabric WA Fiw ID #{ZF8 A OAuth A F % ID,

B IZHEA FinE,

# OAuth i Fin#h® s iy Al Fim B 28 A AppFabric F 9 F B im B R 1L
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Cisco Duo & AppFabric 5% %€

Cisco Duo fE SN FIEEEMHRHILER , ZEHRHBANZEBHEMAIFRE  RFFEEE
REEAN XHIEBRTRAEEAN. BREAROETESRBFEREHRTFZWEM , "Cisco Duo
RERSLZEM , AFREEAELEED,

ATREER , B LEA AWS AppFabric £ WX BEEFEREE R Cisco Duo, #FERMELE
L BB LS EBHEIRLEE (OCSF) XX , WA E R L E Amazon Simple Storage Service
(Amazon S3) 7T 8=, Amazon Data Firehose &,

X

- B9 AppFabric % Cisco Duo

« #% AppFabric E# % Cisco DuofZ IR FE

B AppFabric X # Cisco Duo

AppFabric Xt WA & EFME# B FECisco Duo,
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EEMEH AppFabric #57E# H#E#® i Cisco DuoBIXEN B Wi | BMABFETHIER :

- EEFREXA , 8FEEH Duo Essentials, Duo Advantage = Duo Premier R ASHIE R 5T
B, %% , B8 Advantage = Premier B AT E St o[ LAFEL, MZECisco DuokR A EFFHE A |
ESBRANEE.

- BYEAREEHEEACHNEREES , TREB M HIE R Admin AP
- BEENERTHEMAFEFRNFA , TeFMEESR API PRERK B
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Cisco Duo &%} Cisco Duo API i NIEZE R &, MZE Cisco Duo API EE[REIMNFFMER , B2
RS0 EE G THERRE, MR AppFabric f1EIRE Cisco Duo API EREXMHESEIB AR
# , AppFabric #HH3R Cisco DuoIERZ AR AR IR, MREEEIRSREERE , FHEE Cisco
Duo,

BHREEIRKEMNEERS 30 7EXNEENL, ERRNARARARMUNERSEHIEE , UK
ATHLERERMERMNERLERE. T8 , ERUERFEBRETE. MEMHE , BB &

# AppFabric ## Z Cisco Duo& kYR

£ AppFabric R RIERABRAEHRR , BXLEFER RH#E AppFabricCisco Duo, &E&Z#KCisco
Duoff i AppFabric REFTENEN , FEAT IR,

3] Cisco Duo Admin AP| FERTE =

AppFabric Cisco Duoff] API [RIEF#EE S, EEE PR EAERCisco Duo , BEATIE
.

« FEEEI Cisco Duo Admin API FERTE , 588 1& Cisco Duo Admin API FZE —EZ B Iig
o

FrEMEFT

RN ERG T B 5 E 718 F 21 Cisco DuoE 2=t :

- BFEWAR

- BFENER

FEREXEE

HAFID

AppFabric #5EK#F ID, A LAECisco DuoF#EZBHIXEFHF ID, BEXE PESKEM B MBCisco
Duo , FEETIIS R,

1. BEZECisco DUOEEEZE AHHEIEE A,
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2. EEZRARN , RREEFREFERARELN,
3. EEERARENBEDKE Admin API NIHE , ARRERLHENRE , URELHERAERXLEEE
By APl EHE W,

4. APl THEZBHER B api-<tenant-id>.duosecurity.com , HE/ <tenant-id>RHEBRF
IDo

HEEH

B A 7] 35 Btk iE — Cisco DuofB#8iRI & %8, AppFabric EREF R BREZEAERNTE , URKRER
B EERE T TR

AR %% F A
AppFabric #FERBBF. BREFHRUBT RIS BHNESSRNLZER BT,

integrationkey:secretkey

EELE hERENESSBMNILZE S8 Cisco Duo , SBERATHIF R,

1. EBEZECisco DUOEEEEATHEIE A,
2. BEFEMAREN K AREEREBEARER.

3. "®—TREEARX A UYEEARNFEFTSK Admin API NIEE., E—THRAENREIUE
EEARER, OTEBHEHEER , REHFE Grant read log#l Grant read resource,
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Dropbox ABRENEBMEREMETREFNIHE , FERBAEBESHE B , ERMMEEREM
BT EBETHF  MefERABETIE, CUREAEERBREHATE. Z2NAFARAARE ,
HINERIFT ML, Dropbox BREEHARBFASELIERMS ., HEEB 7 BEMERE , ER
180 BB ZR/3:[E , Dropbox B H R ERFTEREM THEH .

ARTZEER , BALUERA AWS AppFabric #E #&#% B £ A & E R Dropbox, #&ERMEE(LREREK
BB LA BIHREEE (OCSF) & |, WiA&E Bl H Z Amazon Simple Storage Service (Amazon S3)
f#17Er 85 Amazon Data Firehose &3

]
« B9 AppFabric 3x# Dropbox
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B AppFabric X Dropbox

AppFabric X E#t EUW £ A EEANE B FEDropbox.
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% E{FF AppFabric ### H#H % E#iDropbox B X EN BN , BLERETHER :

- BB ADropbox®¥EIRE, MEEIN R AKEDropboxt ¥k FHFEMEF , 5526 Dropbox #3
vh E#MIDropbox 3,

 Dropbox BHIREFHF X EAEEEEKEEEACHNMERAE. NEACNFMEN , 552 BDropboxit
AR HR O UE B9 2015 E Dropbox BB Y E B RE PR o

ERRREIZE

Dropbox &%} Dropbox AP| s8N R 4], 213 Dropbox AP ERRHINFHMET , F2H
Dropbox3XBE1E A8 L E R4, R AppFabric #1378 Dropbox API| FEFAE X A& HBIB R
# , AppFabric R IRV FER B T RE R 1B,

BARERIRKEHRSILE 30 7EXNVI BN, ERAABRAEXNRHANEREMHILE , UK
ATRLEREBERMRNN AR ER. T8 , EWNERFERETER . WFEHE , FBiE &,

#% AppFabric E#% 2 Dropbox & /Y ik &

£ AppFabric REFERUEAERXNEHLHR , BUEFEH R#E AppFabricDropbox. & ES#Dropbox{E
A AppFabric REMENER , FEATITER,

B OAuth FEARER

AppFabric Dropboxf£ fi OAuth 82 #&, HE#& PE Y OAuth ERE X Dropbox , FEATIILSER .

1. TE https : // WERARBRR LA FIRIZEZE I Dropbox#EAER, https://www.dropbox.com/
developers/apps

2. EFWEARBENBEREERL , #IE AP NEBEFE.
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4. BREH OAuth ERARERMSE , AR BERVEAEXUTRE OAuth ERAERIRE.

5. EEARKXEAEEL , £ OAuth2 EFEM URI MU HEEE TR RNURISEFHREM URL,

https://<region>.console.aws.amazon.com/appfabric/oauth2

£t URL #F |, <region>RIEF&E AppFabric ERREREH AWS EiF © RIS, Fl
EERI (HFRELE ) EHNEREA . us-east-1HREEE , EFED URL A

https://us-east-1.console.aws.amazon.com/appfabric/oauth2,
6. BEEMFE,
7. ERYBEFLENEARAESBNEARINE , UWAR AppFabric ERARRA R,
8. AL ERERSIBERLRERMAEMMURERRE.

W EEE

18278 fE FDropbox[EAENEAEE LWFF I REIER , B THHEFREERAEN :

* account_info.read
* team_data.member
* events.read

* members.read

 team_info.read

EREARE

#HAFE ID

AppFabric #75RERMES 1D, ¥ AR AT ME — 5 Bl & Dropboxik FRV{E , A BB &
HEEE

A A AT 3% 51tk ME — Dropboxik FKY E #. AppFabric EREFEBRECEARENRE , URREARR
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AppFabric #5R A Fi% ID. AppFabric FH A Fif ID &K Dropbox EAEX R, BESHEN
Dropbox ERRER &8 , BEAT ISR

1. BEZFEDropbox{i A https : //https://www.dropbox.com/developers/apps HWEREBRNEEA,

2. SHEANERE AppFabric WEARER.

3. EEARAENEENMREERPESREAENXSR,

4. 1£ AppFabric B9 Fi ID M+ & ADropbox B EAEANEARERN S,

Client secret (i Fin % 15)

AppFabric #iERAFmMWE, AppFabric FHI A FinMZ 2 ZMNDropboxBARERAME, EESHKE
#DropboxEARENWE , BEA TSR

1. EEZDropboxfI https : //https://www.dropbox.com/developers/apps FEFRRREE A,

2. SKRERARERE AppFabric WERARER.

3. EEARAENEENMREERPSREAEIME,

4. 7E£ AppFabric B9 Client Secret #{ ## A DropboxZ FEFAREX N EAREXWE,

BRI

£ AppFabric FEVEARARER , B2REIRE WIREHRBEDropbox , A ERE, EERE
AppFabric 21 , FHEE L.

Genesys Cloud A& AppFabric :%%E

Genesys Cloud ZfEMall-in-one RAAFBEHNUNE T EEREURGEHFE. EAURELARARKEINEF
RUESHNER K YEZHEREHE, BEEMUENBHESENES,

WA L E R Z 2 M AWS AppFabric # #ZU#E# B 5 M £ A & E R Genesys Cloud, $ERMZEE(\ AR
AR Z 2 B IEIREERE (OCSF) 3 |, WA ERE HZE Amazon Simple Storage Service (Amazon
S3) f1ZEr = Amazon Data Firehose &,

IRE
« By AppFabric & Genesys Cloud
« # AppFabric JE# ZGenesys Cloudf&H ik 5
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B AppFabric X # Genesys Cloud

AppFabric ZER #ZUE A& ERAMFER B 5EGenesys Cloud.
SRR
£ EFH AppFabric #¥# HEE1E F#iGenesys CloudZEI X EMN B Mt , BUBFATHER :

- IWWABHEAE Genesys CloudtRF,
- Genesys Cloud ZHNIRFH X EAEEEEEEACGHERE,

REREIZE

Genesys Cloud ¥} Genesys Cloud API 3R R, 2% Genesys Cloud AP R R R FIH G E
A , 5528 Genesys Cloud Developer #834 E#Y IR R,

BAREEIRKENLEESRS 30 7EXNEENL, ERRARARARMNERSEHIEE , UK
RTRLERBERAMRBMNERER. 718 , EANEIRFERETE . MFEHE , Fhig <&,

# AppFabric JE#E ZGenesys Cloud &k 5

£ AppFabric REFERUEAERXENR , BYLAFEH K% AppFabricGenesys Cloud. EE&#
Genesys Cloudf£f AppFabric REFFENENR , BEA TSR,

E1 OAuth EARER

A

AppFabric Genesys Cloudf£f OAuth B &, HEE PEY OAuth EAEX Genesys Cloud , 3
RAT3LR -

1. FRIEf& Genesys Cloud &RHUALE EHE T OAuth F Bl EIIE R

HYERTEE | EEEARERE
2. EAEATIRANEHRED URL MARBEEHRED URIs,

https://<region>.console.aws.amazon.com/appfabric/oauth2

£k URL # | <region> RIEF&E AppFabric ERAREREH AWS EiF © RIS, i,
BRI (HSEEIE ) EHMNERNBTA - us-east-18REEE , EFEQ URL A

https://us-east-1.console.aws.amazon.com/appfabric/oauth2,
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3. ENEESRUBEREEARXTANSEESEE, EHNEE audits: readonly#
users:readonly, MFELLENVMEEBEF , F2E  Genesys CloudFEE&AEH L) FHY OAuth
.

4. BEfF, Genesys CloudB8Z2IAFI ID MIAFmHE (€8 ).

N

BB T HIEE T8 E Genesys Cloud OAuth FEFATES :

* audits:readonly

* users:readonly

FEREXRE

HAFID

AppFabric #5ERZHFEF ID, AppFabric FHIFEF ID 2K Genesys CloudH (TR AR, &
AT AE BB A a5 R R BB MFES ID, flEn , usw2.pure.cloud 2% URL FEVFESE
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i A 7] 5% Bl 1tk M — Genesys Cloud#8 8 & 78, AppFabric FHEFEZBREZLEAENRE , UER
FERREXRER M E TR,

R Fis 1D

AppFabric @55 kAFi% ID. ZEE FEKENAF % IDGenesys Cloud , FEFERATHISER -

1.
2
3

BEEES,
Egé—lt , igg OAuth,
21 OAuth AP ImLUEE A FiR ID,

Client secret (F F iR ZH5)

AppFabric #5ERAFiRHZR, EELE HSRENHF i HEGenesys Cloud , SEER THISEE -

1.
2

BEEES,
EEET , E#E OAuth,
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3. #iF OAuth A Fim LAEVS A FinB &

GitHub A& AppFabric 5%E

GitHub R Git E{THBRABMRAZHNFENERRYE , TERBASTHRNEEHLENR,
CABEERREM Git plus FEURH|, HERIEH, KBIEFR, ABEE, FEESN wiki D&
AR A2

ATZRERE , B LIER AWS AppFabric £ W BHFMNFERAEERGItHub, BEREELA
BB R G B IHIR4EHE (OCSF) & , AASE R E Amazon Simple Storage Service (Amazon
S3) 7T =} Amazon Data Firehose & o

£
« B AppFabric X GitHub
 #% AppFabric E#EZE GitHub & 1§ 5

B AppFabric X # GitHub

AppFabric &Rt WA EEANER B FGitHub,

TR

= EE R AppFabric #7&# HiS# E@EGitHUbEI X EN B , BXAERETHER !

- BEEFREKABR , CEEHRE 0EIERF,
- FEFENGERZAR  LFEERALRKRFNEEEAG,

- BEREBIEERAER  SLARBBHEE.
RRREIZE

GitHub &% GitHub API SINEZRRF|, MFE GitHub AP REREINFFMEN , F2H GitHub #8
vh E# AP| ZESRER &I FNELE . 215R AppFabric MI3RAE GitHub API FEAREX A S BIBGitHub'skR
#| , AppFabric IR FER H S Al sE R IEE,
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# AppFabric E#R Z GitHub & #y ik F

£ AppFabric REHFEVEABRINEHR , BXAMER BE AppFabricGitHub, HESZXGitHubfEHA
AppFabric REFTENEN , BEAT ISR,

B3 OAuth FEAER

AppFabric GitHubf£ /i OAuth B #&, A TILZRE FEI OAuth EARENGitHub, MFEFHE
A, 2B GitHub #% LM E I GitHubs FERAER .

1. BEUREEGLANREREN , ARRERTE,
2. EEAISEERPERZFAZABRE.

3. EERIEEEEHPIERE OAuth ERAER.

4. BEFH OAuth ERE,

(® Note
WMRIE LB REY OAuth BAER | it ERE A ERAER,

EEAEXEBNFZIRTFBGARARANEHE,

HEH URL XFHRPMATENEAREASNITER URL,

(ER ) sRABRAHRNFZ AP ARAERNHEL. E£REKEITLER,
EREEF URL XFHRP@AER TN URL.

© N o O

https://<region>.console.aws.amazon.com/appfabric/oauth2

£k URL # |, <region> RIEF&E AppFabric ERREREHN AWS EiF © RIS, i,
EBIRE (HFEEIE ) EBEHMNERNBA . us-east-18RKEE , EFED URL &
https://us-east-1.console.aws.amazon.com/appfabric/oauth2,

9. MRLM OAuth ERAERXNEEALERERBIINRECAE K FEEMALKERE. UFERE
TRENFFAER , 5528 GitHub M3 LR EE OAuth EARE,

10. EEZFEMEAEN,

AR RE
#HAF ID
AppFabric #EREMNMEF ID. HAF ID BUATIEHR—BRAREH :
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MREBETHBERRFHRENMEABNRRAEE , FEALRIVEKLER,

EEFACERKAF , HF ID RERFHLE ID, BN ERERN MU HIPIRBEH D
ID. Hlfn , exampleenterprise® %] URL AREY{>2 IDhttps://github.com/settings/
enterprises/examplenterprise,

ERRATERZAFIEEHAF ID B, XA AFHenterprise:, At , FEETNEFIIEES

enterprise:examplenterprise,
RSB

MREBETHEBRENTHEE , FEREBNEZEZHMABBEES, ©2SFHAEA , fiw
BITBENAS, BENAT  URBITBENKRE.

EEMAABREXZAF , 5F ID 22MNEME 1D, EBr LI RIESM it 7| F R B EAES 1D,
f5lzn , exampleorganization & F%I URL Y4 IDhttps://github.com/settings/
organizations/exampleorganization,

ELABBREZBFEERRF ID K, XA BFBorganization:, it , FREENNEHIEES

organization:exampleorganization,
HFEEH

B A\ 7] 35 Bl L ME — GitHub > 2 A A B R, AppFabric FREFRBRECEAERNZE , LIRRE
AREX BRI WM.

FBF# ID
AppFabric #iFRAFi% ID. A TYZRE RS KRENAF i IDGitHub |

1. EBNVREEALANRKRERHER K RBEERE.
2. EEASEERPRERZEASRE.

3. HEEAISEBERTPIREE OAuth BRAER.

4. BEEREMN OAuth BEAER , ARSHKAFHK ID E.

Client secret (FA FimnZ18)

AppFabric #iFERAFmMWE, FRATISRE PERENAFHMWEGItHub,
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1. ERMUREEALANRERENER , REBRERE,

2. EEASEERDEERBASRE,

3. HEEMIBSEERPIEE OAuth BRAER.

4. BREHEEN OAuth BEAER , ARSHAFRWEE. NREKTIRANAFRME , BRI
FEELETIWE,

BOERE

£ AppFabric P2V EARRIRER , £gRIIRE WIREKRBEGItHUb , ARERE. BEKE
AppFabric 21 , FHEE A

MERMA OAuth EARXFERS , FHEELNEMCEE T OAuth EAREXH FEE.
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Google Analytics @ —%& Web 2 #TiR#E , TRMUFEHERNNERS T ITE , ARESS|IZRENL
(SEO) M1TE#EE M. Google Analytics ARAIBHEFEIL MEEXL WEFFRR . EAHBESHEERE
REMNTERIR, GETHTBHNTHTHNKD, EMRBETHK (HINBE, SERMEZEY
H), RRFEAESHEENENNBZ , URBBAODRKRTSHMHEER. PN ESTERUBEEFEH
Google Analytics REVBHM M EBEFTADN , BEXIMATARRETHETE. HBRULRE , U
REFHREHE

RTRLER , BALUER AWS AppFabric & &% B & A & E R Azure Monitor, & BHRE
L BB RS AEBIERZEME (OCSF) #&= , Ii#% & ¥l H ZE Amazon Simple Storage Service
(Amazon S3) f#7ET# = Amazon Data Firehose & .

*rE

« B9 AppFabric X Google Analytics

» # AppFabric E#R % Google Analytics#&#Y ik 5

#Y AppFabric Z#& Google Analytics
AppFabric &R #Z W # B 5% Google Analytics,
T RIRE

= E M AppFabric #$7&# BH 551t E#iGoogle AnalyticsBI X BN B , BHLEFATHIER :
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- ZEE AppFabric XTAF , BEZEGoogle CloudZE =R LA Google Analytics Admin APl, 5%
Google AnalyticsOAuth FEREX I , FBELERATHNESRE,

BRERREEER

Google Analytics ¥f Google Analytics API 58 IR ZEPR#l, 07 Google Analytics API &3 BR Fil#Y
FEMER , 2B Google Analytics #8uE EHFRHIFELRE, R AppFabric #1IRA Google Analytics
APl FERRERXWESBIBRE , AppFabric IR FER B S W RES ITEE,

BAREEIRKENRZSEER 30 7EXNEENL, ERRNARARARMUNEREHIEER , UK
RTRLERERAMRDMNTERERE. T18 , EANEIRFEBRETE . MFEHY , Fhg <&,

#% AppFabric E# ZGoogle AnalyticsI& iR 5

1£ AppFabric R ZIEARERXEHR , BNEMEH RE AppFabricGoogle Analytics, £A %%
BB REH Google Analyticsf£H AppFabric REFTERNEH-

B OAuth EARER

AppFabric Google Analyticsff ] OAuth B2 &, TR TSIZBUE FEIL OAuth FEAREX Google
Analytics :

1. BEFRE OAuth REEME , FEfE Google Mt LW Google B A EIERHPERE OAuth BEE
HEHE o
2. REAEREEENS

3. FHERXTE AppFabric B OAuth A ER , 75EE Google AR AEBEMPEREIFRNEAERERH
B9 OAuth AP ID ZEAER —EIFHNIER.

4. FHEETHEXHNWEFHER URL,

https://<region>.console.aws.amazon.com/appfabric/oauth2

EZMUAR | <region> RIEERE AppFabric EREREMH AWS ElF 2 BWEXIE, Hla,
XERZ (HSEEIH ) BENERTA . us-east-1¥AXKESE , EFER URL B

https://us-east-1.console.aws.amazon.com/appfabric/oauth2,
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W EEE

BB T HIEEFTE E Google Analytics OAuth FERFES :

https://www.googleapis.com/auth/analytics.edit

FEREXRE
#HAF ID

AppFabric #35K# F ID, AppFabric FEIHF ID &Google Analytics &Ry R~ 1D,

1. HI{E Google Analytics B B,
2. EEBERPEEEES,
3. BULAVEIRF > RFERE > tkRFFMER > tRF ID TREIEHRS ID,

HEEE

B A O] 58 Bl BL ME — Google Analytics#B#H & . AppFabric FRBEFEBREZCEAEIRE , UK
REARENRER N EMHEE.

R P& ID
AppFabric #45ER A Fim ID. A TILZRE FEXEMA Fiw IDGoogle Analytics :

1. AIEEAEREH,.
2. T OAuth 2.0 A% IDsEE A , BEEE MM FIR 1D,
3. HFimID gllEEENEMERARET,

Client secret (Fl F ik % 15)
AppFabric #5ERAFi#ZE. FRATIZRE PSIKENAFRMBEGoogle Analytics :

1. AIEEAEREH.
2. 1 OAuth 2.0 fiFi% IDsEBERH , BEAF KB,
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£ AppFabric P2 EARARER , FZRFIRE WIREREGoogle Analytics AR ERE, BEAR
R4 AppFabric $HE,

Google Workspace & AppFabric E

Google Workspace =H Google & MITHENERER, £ENNHIEIE, BENERNES.

ATZERER , B LMER AWS AppFabric # &% B3 ## A & &R Google Workspace, #$E&ERHE
2 ARBRRZEEBHRIREE (OCSF) B |, WA EREHZE Amazon Simple Storage Service
(Amazon S3) f# 7T 8=, Amazon Data Firehose &
X
« B9 AppFabric X & Google Workspace

« % AppFabric E# ZGoogle Workspace & # 1k 5

#Y AppFabric X # Google Workspace

AppFabric ZER #ZUE A & ERAFMIER HEEGoogle Workspace.

FRRM

= EEF AppFabric #7&# H &5t E#Google WorkspaceE| X EMN B Mth , WA BEFESTHER :

- RZAFTE Google Workspace Enterprise Standard 5181, MIEZ I HHARE Google Workspace

Enterprise Standard 5 &M & , 52 Google Workspace Plans #8¥,
- B L EEEEEEESACKNEHEGoogle Workspace.

« ZEE AppFabric X{F B , BEEH Google Cloud B2 E A Google Admin SDK API, fZE¥
&R , 5520 ( Google WorkspacefiZ& AB1ER) FHIRA Google Workspace APls,

BRRRHEER

Google Workspace & ¥ Google Workspace API 38 IIEZERF|, 1FE Google Workspace API JRZE R
HIREFHHE R |, 552 B Google Workspace #84 FH EEIER PR REHIABEZE. Google Workspace
R AppFabric *ﬂiﬁﬁ Google Workspace AP| FERRE X HIHEEBiBRE] , AppFabric # HIRAIFEH A
e A RERIEE,
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ARLEREEZEHRZTHSEE 30 7E , MELEREARZUHGEE 4 MREXNEEWE i,
ERRAEAERNREHNEREALEE  URA TR EBEAMENNEN B, WEFHEER , B
2/ Google WorkSpace Admin REIMAE R ERHR B HNIEERE, T8 , EVUERFEBHRETH
il. MFEWBEY , S B,

# AppFabric JE#R ZGoogle Workspace&HI IR 5

£ AppFabric RF BRI ERAERXNEGH & , BXAFEH R AppFabricGoogle Workspace, EE&
¥ Google WorkspacefE i AppFabric REFFENENR , BEAT IS E,

B OAuth FEAER

AppFabric Google Workspacef£f OAuth B &, FE#&E REI OAuth EARER Google
Workspace , FEEA TSR -

1. ZERTE OAuth BIEZE@ , 5 E7& Google Workspacef@ ik £ #Google Workspacei 2 A B 15
R ERE OAuth A EEHEMIER.

YA EFRRIZRIE,

2. BERRTE AppFabric B9 OAuth A ER | 5E&E ( Google Workspace FiZ AB1Em) FEIUF
WMEAEBEEN OAuth AF G ID BAER —EBHETR.

3. HEARATIKRAMENRED URL,

https://<region>.console.aws.amazon.com/appfabric/oauth2

Et URL # |, <region> R&ELE AppFabric EARXEMH AWS ElF 2 WEXTE. Hlu ,
BRI (HFEEILE ) EHMNERNBA . us-east-18RKEE , EFHED URL &
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VEEE
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* https://www.googleapis.com/auth/admin.reports.audit.readonly

* https://www.googleapis.com/auth/admin.directory.user

MBELREBDELEE |, 5545 Admin SDK AP #1i8 Z £ K GoogleEix API B E,

Google Workspace 52


https://support.google.com/a/answer/7061566?hl=en
https://aws.amazon.com/contact-us/
https://developers.google.com/workspace/guides/configure-oauth-consent
https://developers.google.com/workspace/guides/create-credentials#oauth-client-id
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FERRRA RH#E

#HAF ID

AppFabric #5EREHFEF ID. AppFabric FEYFEF ID 2&#IGoogle Workspace= X ID, EESK
HXE D, 5528 Google AP| T ARBAML EWSHEZE ID,

HEEH

B4 A 7T 55 Bl L IE — B9 #8Google Workspace, AppFabric fAHFE B BHRELERRENZE | UEH®
FERRER BRI WEHIEL.

M Fis 1D
AppFabric #FERENAFiw ID. EESKRENAF ID , FEATIISR

1. A ( Google WorkspaceHZ ABER) FEBEANEHNEANREZAERN —GHNER ,
KRIEH A F% 1D,

2. 7& AppFabric BWF Fiw ID M+ # A OAuth A FiRf A Fi% ID.

JHu

Client secret (F Fim % 15)

AppFabric #EREZHNAFRRE, EESHRENAF RS , BEATIISER

1. A { Google WorkspaceFiZ A BIEM) FEEEAEHEANBEZAERN —SHNENR , S
BRIZH A B IRME,

2. MREZLFBESHZAFRWE , A Google Workspace i AP EERAEREEMNER
AP imwE— P iE TR,

3. 1 AppFabric WA Fim#WER T AR FPwmHE,

BOERIE

£ AppFabric P2 EARARER , FEREIRE WIREREGoogle Workspace , A ERE, &
ER A AppFabric i1 |, BEE R

HubSpot & AppFabric 52 €

HubSpot R—BEEF ¥ & , EAERITH. HE. AFEENETFREMENMERE, BENE
o HubSpothVERFAAREERBEINKREENSEREREHRRERE | BHEF,
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https://support.google.com/googleapi/answer/7014113?hl=en
https://developers.google.com/workspace/guides/manage-credentials#view_credentials
https://developers.google.com/workspace/guides/manage-credentials#view_credentials
https://developers.google.com/workspace/guides/manage-credentials#reset_client_secret
https://developers.google.com/workspace/guides/manage-credentials#reset_client_secret
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RTRELER , BALUER AWS AppFabric £& #ERER BFMERAEEZERHUbSpot, KERMFEENS
BB R G B IHIR4EHE (OCSF) &= , AASE R E Amazon Simple Storage Service (Amazon
S3) 7T =} Amazon Data Firehose & o

3]
« B9 AppFabric 3 HubSpot
- # AppFabric E#R ZHubSpot&RHI itk F

B AppFabric Z# HubSpot

AppFabric Bt WA &EEFAMIER B FHubSpot,

FoRRM

= EF A AppFabric #4##% HFE1E EHHubSpotB| X BN B , BUBARFESTHIER :

- IBAEHEE PEELEITREANIRFEHubSpot , FREFEIER B 5. WEHUbSpotiTRMIEEMER |
52 BHUbSpot A E I B2 B A HubSpotE] Bo
- WA EREIRFEEBNRAZASKREMERRER,

- BEZEBMREES , FeEHUbSpotiR PR L& AR , SR App Marketplace FEEF A , HA
kEZEARXBEREENERET T,

BRERHEER

HubSpot &%t HubSpot API s& iR RR %I, 1FE HubSpot API EREREIMMAENR , 2IFEFEH OAuth
HEREXRE , 552 EHubSpotiuh FHIERERS|, R AppFabric M348 HubSpot APl ERER
M SHBIB ABRE , AppFabric I HubSpot#I #&€# H 56 I fE 2 1.,

BHREEIRKENRZEE 30 7EXNIENL, ERRARRARARMNEREHIEE , UK
ARTHLERERMEMNERLERE. T8 , ERUERFEBRETE. MFEMHE , BB &

#& AppFabric E#R ZHubSpotf& VIR B

£ AppFabric R EZIEABEREHR , BUNEMFEH RE AppFabricHubSpot, & E&#HHubSpotf#
F AppFabric REFTENEN , BERA TSR,
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https://knowledge.hubspot.com/account/manage-your-hubspot-subscription
https://developers.hubspot.com/docs/api/usage-details#rate-limits
https://aws.amazon.com/contact-us/
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B OAuth EARER

AppFabric HubSpotfEF§ OAuth B2 &, EE7#E FEI OAuth BAEXHubSpot , EFEATILER

1. FEIE1E HubSpot #% EHIHUbSpotiE A E I N EEAER —HHHIE TR,
2. RBRFHRS|IEBD , 8 PIEN=EHEELZHE,
3. EEHEMURLHPEAEETIRINEHREMD URL,

https://<region>.console.aws.amazon.com/appfabric/oauth2

£k URL # |, <region> RIEF&E AppFabric ERAREREH AWS EiF 2 RIS, Fl
BRI (HSEEIE ) EHMNERBTA - us-east-18RXEE , EFELQ URL A

https://us-east-1.console.aws.amazon.com/appfabric/oauth2,

4. BEERVEAEIN.

D
B AT HIEEEFT8 E HubSpot OAuth FEARER :

+ settings.users.read
* crm.objects.owners.read

* account-info.security.read

FEREXRE

#HAFE ID

¥ A 53 Bl e ME —HubSpot#B##Y ID. HIa0 , ¥ AHubSpot&H#R S 1D,
HEEE

B A AT 5% Btk ME —HubSpotiE Y B ¥, AppFabric FREFRBREIZERAENZE , UIRRERE
IR REZE S MR FEER,

A F ID
AppFabric #iE KA Fi% ID. BEXE RS REM A Fim IDHubSpot , BEFERA TS ER -

1. BEFHubSpotBE A AEHH , WEARBASKRFEAERZA,
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https://developers.hubspot.com/docs/api/creating-an-app
https://app.hubspot.com/login
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2. REAENXINERD , BELENERER,
3. RBREIEEH , SXAFEK ID &,

Client secret (F FimZH5)
AppFabric i RAFmRNE, ZEE FSXRENAFHMFEHUbSpot , BEATHILER -

1. BEEBEEHubSpotEAEMH , X EARZEASKRFEABBREA
2. REREXEERT , RELNERERX.
3. ERERSIEETD  SHKAFRUWEE,

BER R

7 AppFabric F 2V ERAEARER , BFRIIRE WREREHUbSpot , AR HERE, FERENE
EIRFEAER (MIEEHFBABIKRSE ) BALKWIRSE , SU%H AppFabric R#., ZEE A,

IBM Security® Verify £ AppFabric 5% €
IBM Security® Verify RFIIRMHE BEBLNZEmM AT EBEINGE , AREESEE. EEALEREM

HEESDNFR , UARZHESHEIRE, EREFEBZEERJAIBEERRST R , 1BM Security®
Verify# Al i B 2 M ASE X PSR AN ERNEEENABEE

RTRLER , BALUER AWS AppFabric £& #ERFE® B A HEERIBM Security® Verify,
BEREECERBBRZSEBFIRER (OCSF) %X , WA EREHEZE Amazon Simple Storage
Service (Amazon S3) T8 = Amazon Data Firehose & i,

*rE

« B AppFabric % IBM Security® Verify

« # AppFabric E# Z1BM Security® VerifyEHI IR 5

B AppFabric X # IBM Security® Verify
AppFabric T E#t ZU A& EAMTER B 55IBM Security® Verify,
SRR

£ E{F A AppFabric 5% B % E%1BM Security® VerifyZI X EN Bt | BHEFETHER :
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https://app.hubspot.com/login
https://www.ibm.com/products/verify-identity/workforce-iam
https://www.ibm.com/products/verify-identity/ciam
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- BEETFIEMRAR  BFEZEHAE IBM Security® Verify SaaS 1RF,
- ZEERREXRBF , BLEZE IBM Security® Verify SaaS tREh G EEE /G,

BREREER

IBM Security® Verify €¥f IBM Security® Verify AP| 5 HIERZE R, 215 IBM Security® Verify API J&
LRFIVFMER , F2E IBM =K. R AppFabric MEA IBM Security® Verify AP| FEFAZX
#HE#EBIBM Security® VerifyBR#l , AppFabric A HIR K FER A A s R IR,

FA R ERNEA T EIRS 30 SENIEE | I EIANE K, 152 EREARRRENEK
SHIEE | URA T RO ERE A TR EREE. T8 , EUNEEEER AT, NEGE &
B %,

# AppFabric E#£ Z1BM Security® Verify&RHI iR 5

£ AppFabric RIS EIEARRENH% , LS AFER B#E AppFabriclBM Security® Verify, ZEES
#1BM Security® Verifyf# i AppFabric REFFENEN , BEATISE,

E1 OAuth EARR

AppFabric IBM Security® VerifyfEfA OAuth B2 &, FE7 FEZ OAuth EAEXIBM Security®
Verify , 52E IBM X #H-#% LW E Y AP A Fifm,

1. BRE-REBEA, BEREEIEEMEFBHBUNZA URL MIEAEHR,

2. & FMEEBIEAhttps://<hostname>.verify.ibm.com/ui/admin/, MEFMENR ,
52 B FH IBM Security® Verify,

. EEEIEAY , ERSM <APIFEL<API AFiR T , BEWE,
4. EHTHEE, EERFENEZAFNERAEFMEANLERE,

- BEERG
- REER E MEFE
5. HAFRSDBEL EZTFREFRER,

am imeE AR EEE M,
6. EE—F_io
7. BRI P R RO,
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https://www.ibm.com/products/verify-identity
https://www.ibm.com/support/customer/csol/terms/?id=i126-7765&lc=en
https://aws.amazon.com/contact-us/
https://docs.verify.ibm.com/verify/docs/support-developers-create-api-client
https://www.ibm.com/docs/en/security-verify?topic=overview-accessing-security-verify#taskt_login_admin_ui__steps__1
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8. EBET—-%,

9. FBAWBHABIERL,

10. BET %,

M. EEBBMER, #HRRERA,

12. BEE APl AIF .

FEREREE
HAFID

AppFabric #5EREMNFS ID, BT LLTEIBM Security® VerifyiZ % URL R FIEF ID., Hlin , 7
https://hostname.verify.ibm.com/ URL # , 85 ID AIEZH .verify.ibm.com ( &%
#ice.ibmcloud.comMREFAN R EGIN##4## , BlAZH ) RENEZHERE, NREFEANR
EEER URL , SEB 4848 M1BM Security® Verify X EE BBk LA EUS1Z % URL,

HEEE

B A 0] 58 Bl LE ME — 1BM Security® Verifyil A F B, AppFabric FABFEBRELEARIR
 , URREAENRER I NEMREE.

B FE#% ID
AppFabric #iERAFi ID. EEXE FE&KEHN A F i IDIBM Security® Verify , FFERA TSR -

1. BRE-REBEA, FERAEXIEEMEFBMHFBUAMNEA URL MIEAEHR,

2. & EFHEEE#EAhttps://<hostname>.verify.ibm.com/ui/admin/, MEFMET ,
£ 2B 77H IBM Security® Verify,

3. EEEXEATF , REZ2M <API Access < API Client T , iZ#24E OAuth ERAREXSHE R
5 (o

4. BEBERFEMER.

5. & API BEAERTEEKAFR D,

Client secret (F Fim % 15)

AppFabric #iFERAFmMWE, BEE FSRENAF®MWEIBM Security® Verify , 5HEA T 52
R
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1. BRE-XEA , BEAGXIEZEMEF B4 Ut EA URL MIBEAER,

2. & EFEREEE#EHAhttps://<hostname>.verify.ibm.com/ui/admin/, MEFMET ,
£ 2 B17H IBM Security® Verifyo

3. HEEEXEAY, RE2M <API FHU<API AFRT , BERE OAuth BARX S E AR
()

4. BEERERFAER,

5. EAPIZABHNTESRAFRME,

JumpCloud % AppFabric 3% &

JumpCloud Inc. 2XB{EKE LT , REEREFFEETEIEE. EEFABILESIER ,
MMEREEA-AEAER R FRERRE. BAEX. BRNERMARKRS , BR¥a. BABE.
REEILE R,

A LAE A AWS AppFabric # JumpCloud W AFMNFERAEER. KERNEE(CARBERR
SHEBHEIREE (OCSF) B |, A ERE HZ Amazon Simple Storage Service (Amazon S3) f#&F
BrB8 s} Amazon Data Firehose & i,

-]

« B9 AppFabric ¥ JumpCloud

« # AppFabric £ Z JumpCloud &I ik 5

# AppFabric X # JumpCloud

AppFabric XER #EW A EEAMER B FJumpCloud,

TR

% E(F F AppFabric ### B¢ E#JumpCloudBI X ENBE M , BLERETHER :

- BURBEEERDPRAFEIumpCloudiTRIFTEl. MBFHMEF , 52 B JumpCloud Select a
package that's right for you#8ih L8

- BUARE "THEAKRENEER ) A6,
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https://www.ibm.com/docs/en/security-verify?topic=overview-accessing-security-verify#taskt_login_admin_ui__steps__1
https://jumpcloud.com/pricing
https://jumpcloud.com/pricing
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BREREEER

JumpCloud TSR MEERF|, BSHEREY S ERFRBELEEZHNIumpCloudFEF BB, IR
AppFabric #13RE JumpCloud AP FERARER MW 5 BiBJumpCloud'sfR &l , AppFabric # HIR M FER B
A REEIDE,

BUREFIRKEALEERS 30 7EXNE BN, ERRNABAERXEHNEREHLE UK
RTBLEREBERMRENESER. T8  ETNEIRFERETER . WEMHB , BB &

# AppFabric E#R Z JumpCloud&H 1k =

£ AppFabric RIEH B EARNEHR® , B AFER B AppFabricJumpCloud, EES#
JumpCloudf£f AppFabric REFMENEN , FEBRT —HHPNTER,

#£JumpCloudik F 2 3 #H & = &5
AppFabric £/ AP| £#8E2 #& JumpCloud FE7E JumpCloud &Y API 8 , FER TILER :

1. UEEBF9EALERREJumpClouds.
2. HEEBEAOMYLH  BELNRFEFE , NREAELA n, RERIIERFIRERN API £18,
3. BEELSHN AP £  SEEEANSR,

(® Note
JumpCloud EAFF—EER T API £88, EEFN API SiSHEEY B 51 API £#8HY77E
B, SEEEFEHLH AP SBNFIERIUELER., BXEEFHFER T API BEFSBE
WEMREES,

AR RE
#HAFE ID
AppFabric #FERENEF ID, EEK "M 1D, KRHEF ID, EESK "M@ D,  FERTIZ

B

1. & A JumpCloud BRF,

JumpCloud % AppFabric §%%& 60


https://aws.amazon.com/contact-us/
https://console.jumpcloud.com/login/admin
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2. EBEERT , BERTE , ARBREBEMRERE K RAREE-R.

3. EE TIRE, BTRUBKRERNRIER.

4. EE "WH, BTRREHID,

HFEEH

B A 0] 55 B b iE — JumpCloud#B & #Y B #8., AppFabric FRHFERBRELEAERNZE  URKRER
B RER W EREE.

AR R 5 2 15

AppFabric #5EREZHIRBEIRE F/F. 7 AppFabric A |, EREELEE MR IJumpCloudik FE T HEBF
HHEE PRIMNAER API 75,

&% E AppFabric B9 Microsoft 365
Microsoft 365 & BN —RINEELER. HEMEiRRFEMicrosoft,

ATREER , B LUER AWS AppFabric # Microsoft 365 ¥#Z BiEMEAEER., BEREXE
L BB R S EBIE RS (OCSF) %= , A& B HH = Amazon Simple Storage Service
(Amazon S3) 7T =, Amazon Data Firehose & i

*E
- 365 B AppFabric Microsoft 3z &
« % AppFabric E#R ZE & # Microsoft 365 1R F

365 Y AppFabric Microsoft X &

AppFabric Z#E# 365 Microsoft K A& EAMEX A,

TR

£ E(FF AppFabric ### HE ¢ Microsoft 365 BB B BN E MM | BXLERETIER :

« BAZAET B Microsoft 365 Enterprise &t &, MIFEE M HAMKE Microsoft 365 Enterprise 718l #Y 5F#H
B , 5528 Microsoft #83 L/ Microsoft 365 Enterprise Plans.

o WWABEHER 365 Microsoft IREHFEEEEBEFTNERE,
o BREARBHEBN G, NEFMER , 5528 Microsoft #8Y5 - Y BF B =k B8 B FE 2
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https://www.microsoft.com/en-us/microsoft-365/compare-microsoft-365-enterprise-plans
https://learn.microsoft.com/en-us/microsoft-365/compliance/audit-log-enable-disable?view=o365-worldwide
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ERRFEE

Microsoft 365 &¥f 365 API Microsoft 58 INEZRR |, 205 Microsoft 365 API IRE[RHIRFFMEA |
#8288 Microsoft Microsoft #5 _E i B 2 304+ Y Bl 2 BR 45 E PR PR #lo  Microsoftil & AppFabric
FMIRAE Microsoft 365 API EF X WS BIBRE , AppFabric P HIRNER B TRER LR,

BARERIRKEAEERS 30 PEXVEANE, ERAAEABRARHNEREMHEE , UK
RTBLERERMRINERER. T8 , EWNEIRFERETER . WFEHE , BB &,

# AppFabric E#RZE 2 Microsoft 365 Rk~

£ AppFabric REHEZIEABRNEH2& , BAAFEH 365 Microsoft IR# AppFabricc EESHKE
F AppFabric $#2# Microsoft 365 FIEME , FEEA T IR,

E1 OAuth EARER

AppFabric £/ Microsoft OAuth £ 365 &, &Z7E 365 Microsoft FE 3 OAuth FEARR , BEH
THTER -

1. F5ETE Microsoft #8345 £ Azure Active Directory BiZ% A Bfsm 51 FEAE — B FIE R

EEXEN RFERARTEZHEABE HPHRS,
2. 181& Azure Active Directory FE A BIEEHPMEENE M URI —EIPHIE R,

#E Web ¥4,

https://<region>.console.aws.amazon.com/appfabric/oauth2

£t URL 1 , <region> 25X E AppFabric EREREH AWS EfE 2 WERE, a0,
EXERT (HSREE ) BHNERNEA . us-east-1¥REESE , EFEE URL A

https://us-east-1.console.aws.amazon.com/appfabric/oauth2,

& 0] LABEIB Web & 1Y H fbhi A8 L,
3. FRIE{E Azure Active Directory FE A BIgEFHTIE A FimMZ —BPRIET.

G

YA THIFFAIFTIEE OAuth AR, BEEMIEFTH , FEE Azure Active Directory & A 815
FM B ET A — B P AV IE RIRFEUER Web AP,

Microsoft 365 62


https://learn.microsoft.com/en-us/graph/throttling-limits
https://aws.amazon.com/contact-us/
https://learn.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app#register-an-application
https://learn.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app#add-a-redirect-uri
https://learn.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app#add-a-client-secret
https://learn.microsoft.com/en-us/azure/active-directory/develop/quickstart-configure-app-access-web-apis#add-permissions-to-access-your-web-api
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« Microsoft Graph API >User.Read ( HE)¥Ti¥ )

- Office 365 Management APIs >ActivityFeed.Read (ZHZEREHE )

- Office 365 Management APIs > ActivityFeed.ReadDlp (ZEZERER )
- Office 365 Management APIs >ServiceHealth.Read (EEZEREE )

iR  FERFEEEHFUNREE , 55E1E Azure Active Directory BI A BIEENEEERE
Rt — 8P R,

FEREXRE

AppFabric ZEREH 365 Microsoft Ik FiZWERAEEANEK BFF. &ER Microsoft 365 B IKIEH
BFMEAEER , FLABRVYMERARIERE , —EEEARXRE TR FE+RE A Microsoft
365, E—EEEARENBE TN BEEH BB Microsoft 365 B B, BUUHEMEEARER
RECHERMNERF ID, AF ID MAFmME, &EH Microsoft 365 #EWEXK B , £F

E Microsoft365 #1 Microsoft 365 ¥ At EAREARE., EEERTAFHEENIERE K REE
Microsoft 365 FE AR,

HAFID

AppFabric #:EREHFHF ID, AppFabric FEIFEAF ID 28 Azure Active Directory A F ID,
EESRIEM Azure Active Directory A F ID , 552 B Microsoft #81h E# Azure B m X4 #2047
S IEH Azure Active Directory A F 1D,

HEEH

B A 7] 55 Btk iE — 365 Microsoft lRF I B . AppFabric FREFRZBRECEAERZE , UK
FERRER BRI WEHEL.

RAF# ID

AppFabric #5EREH A Fiw ID. AppFabric FH A Fiw ID & Microsoft 365 EERARER ( AP )
ID, HESH, Microsoft 365 EAEX (HAFiwm) ID, BEATYISER -

1. BAREFEEL AppFabric £ OAuth FEAREXBIH B M,

2. FERARERX (AF% ) ID 28R Essentials To

3. ¥£ AppFabric WA Fi% ID ¥ & A OAuth AFiHNERER (AFiE%) ID.
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https://learn.microsoft.com/en-us/azure/active-directory/develop/quickstart-configure-app-access-web-apis#admin-consent-button
https://learn.microsoft.com/en-us/azure/active-directory/develop/quickstart-configure-app-access-web-apis#admin-consent-button
https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/how-to-find-tenant
https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/how-to-find-tenant
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Client secret (Fi FimZ18)

AppFabric Microsoft #478 RZH A FimME, 365 EEERYA OAuth BARRNEN AF R ZRR
HitE, EEELREAFRRERELETNAFRHRBE  BEATISE .

1. ZEBEVHAFIRWE , 551818 Azure Active Directory BIZ A BIEEHHEAF s E —EHhWiE
o

2. %t AppFabric WA Fim#MER L P AEBRLHIASR.

BOERE

£ AppFabric PE IV EARXRER , LS KEIZRE 365 Microsoft WIRER B RZERE, BEXRE
AppFabric 21 , FHEE .

Miro % AppFabric £%7E

Miro ZEIFHR ETHERE , IZFAREN S BXNEREET —EAMH4. FENWERER T EE R
HEZHEMNENER. RTER. BOBEEEE, Mro@BURESLFMBEES 528
B 50MAEF HIRMIRTE , 2IF 99% B Fortune 100, Miro IR 2011 F , B RIfE£EK 12 A iEHE
EHiB1,500 BT, EEE—FTH , FHiEH Miro.

Miro @ EB A RIFFIEGTN B IHEIREEY , FE X, wireframing, BIRFERIREL, WS
#HBh., MABRMNBEEKE , #IFE®. NEBXEGHH. MiroRIEEHAMiroT Al, IERE MirofI2h
e, FAAEBNMANNER, BEENRE. NRFEL. Mo EEBROBIIENHE
DERDBEFEA,

ABTZEER | EBULUEH AWS AppFabric # #&# B &M A& EEMiro, i$ERMEE BB MR
ZEEBIBIREEE (OCSF) X , WA E Rl HZE Amazon Simple Storage Service (Amazon S3) &
1ZErE8 s} Amazon Data Firehose &,

x5

« B AppFabric X Miro

- # AppFabric E#RZEMiroBHVIRF

#9 AppFabric X # Miro

AppFabric ZER #ZU A& EAMEX B 5EMiro,
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ORI
= E AppFabric A&TE# B EEMiroR| X ENBE MM , BHREFTETIER :

&Y AHAE Miro Enterprise Plan, W& Miro FHEIZEEMNFMER , 552 Miro 815 EHIMiroE
EEM|.

« Miro BHIIRFHAXABEGLNAEEEACHNERE. NEACGNFEMEN , F2H Mo RBEFPDL
s EH Miro FABNATEBREER,

- Miro ZHIRFHAUEELERBAEERK, NEEERLHABABEKNEN , 5528 Miro RAF
DB ER R A BB,

ERERREZE

Miro €% Miro API S8 INERZEPR %], 0FE Miro API IERREIMEEMEF , 552/ Miro 3k E#IMiroBa
BASEEFHNEERH, R AppFabric M1384E Miro API EREXMESEIBRE] , AppFabric
HENEZ BRI ELE,

BHREEIRKEHLEERS 30 7EXNEENL,. ERRARRAERARKNERSBHIEE , UK
ATRLEREBERMRNNERSER. T8 , EWNEIRFEREITER . WFEHE , BB &,

1% AppFabric E#R ZEMiro &Ky itk B

£ AppFabric R EZIEAREREHR , BHEMEH RE AppFabricMiro, ZEZ#HMirofEH
AppFabric REFIENEF , FEATISE,

3 OAuth ERAER
AppFabric Mirof£ f| OAuth B2 &, FE#& FEY OAuth BAREXMiro , BFEATILER :

1. HEEY OAuth BREX , FFEME Miro RAF UM LNEXRBASERNEFEZLNLERE
AEX—EPHER.

2. HEABRABUHFELIRT , BENEFEAR I NRAZASER R , ZREBHERAEREFFEZN
F o

@ Note
BULRERZUERAEXN ZOATHERE , RAGERYRARI CREZEELERE,
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https://miro.com/pricing/
https://miro.com/pricing/
https://help.miro.com/hc/en-us/articles/360017571194-Roles-in-Miro#Company_level
https://help.miro.com/hc/en-us/articles/360017571194-Roles-in-Miro#Company_level
https://help.miro.com/hc/en-us/articles/4766759572114
https://developers.miro.com/docs/rate-limiting
https://aws.amazon.com/contact-us/
https://help.miro.com/hc/en-us/articles/4766759572114#Creating_and_installing_apps
https://help.miro.com/hc/en-us/articles/4766759572114#Creating_and_installing_apps
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3. HERERNEMEL , £ CAuth2.0 WEHE[D URI ERFEAEE THHEAH URL,

https://<region>.console.aws.amazon.com/appfabric/oauth2

£k URL # |, <region> RIEFEE AppFabric ERREREHN AWS EiF © RIS, i,
EERI (HFRELE ) EHNERRA . us-east-1HREEE , EFED URL A

https://us-east-1.console.aws.amazon.com/appfabric/oauth2,
4. BRIBFEHVAFIE ID MAFIRWE , LLARK AppFabric EARERIRE,
PDEEE
B AATE OAuth FERARRRXEEM Miro Permissions B8 T 5 &HE :
* auditlogs:read
* organizations:read
FERENZEE
HAF ID

AppFabric #:ERENIEF ID. AppFabric FHYHEF ID &R E B Miro ID, WFERBMASZ K Miro
B ID WER  F2RRENEEENERBEE -, Miro FRBMirof LM EHRBRNE 2,

HEHE

Ay A T 38 B ML HE —Miro# BV 2 B8, AppFabric EAEFZEBARBRLEAENEE  URREAEXR
R M VAR EY

B FE#% ID

AppFabric #§FERENAF iR ID, EESRENAFIRID, FFEATILSR
1. BEREHIMiroRERRE,

2. ERENERARAZRSIER,

3. EHUEFREL AppFabric RN ERRER,

4. 1% App Credentials EE#ASF Fis ID & A AppFabric FE A Fim ID 1L,
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Client secret (Fi FimZ18)

AppFabric #FERENAFIRWE, BESKRENAF RS , FERATIIZER

1. BEEZRFIMirost ERERE.

2. EHNENEREXRSIRR,

3. EHUEFXEL AppFabric EEHNERAER.

4. 1% App Credentials EE#% F Fim B 28 A AppFabric REY A B im0,

BERIE

£ AppFabric P2 EAREREXNRER , £SWIIRE WREEEMiro , UKERE, BERAE
AppFabric #Z# , FHEE L.

Okta A& AppFabric 5%

Okta 21t # Identity Company, B AEEMHEIE D EEBME , Okta TESREAZ S ET[Ai

BEAMEEREAER LEREMEN. XETHNRBET Okta REARZELER., §2BRENEDH
to BEOKkta AN EREDPNEFEDEHMNZOBEFEMAB Y  EREEENBEARAETIUET

REIFE RSV ER  EERINAABFTHMRARIER 7, 000 BFELEEENES, Okta Ef&E
B3 —1@ Identity BAKRKHHR, MEBEHE—STH , 552 .comokta,

ATREER , B LEA AWS AppFabric £ & B EH & &R Okta, HEREECABEKE
REEEBITMIREERE (OCSF) B , W EREH EZE Amazon Simple Storage Service (Amazon S3)
17878 5% Amazon Data Firehose &,

-]

« B9 AppFabric X Okta

« # AppFabric JE#f ZE OktaiR VIR 5

#) AppFabric X # Okta
AppFabric ZER U E A& EAMEX B 5HO0kta.
R

£ EFH AppFabric ##E# B BROktaZI X EMNBE M , BUEFETHER :
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o RO LA B {EMIOktas T BIZE £ F AppFabric,

- Okta BHNIRFHMLAEEEBREESACHNERE,

- 1£ AppFabric P EEARARENFERE WU BEOKaENIRFHFEEBREEEAR,

BREREEER

Okta &¥} Okta API S&INEER 4], #1FE Okta API ERRREIMNFMEF , 2 Okta @iy b
HIOktaBE B A BISEHHIRER |, IR AppFabric MIRE Okta APl ERAERXWESEIEB R
#l , AppFabric A 4R Oktafy ¥ #% H 55 T AE S iEIE,

BHREEIRKEHLEERS 30 7EXNEENL, ERRARRARARMKNERSEHIEE , UK
ATRLEREBERMRNNERSER. T8 , EWNERFEREITER . WFEHE , BB &,

# AppFabric E#R Z OktaRHI 1R 5

£ AppFabric RIEF BRI ERARNEHR®R , B4 AFEH B AppFabricOkta, EESHOktafEH
AppFabric REFTENENR , BEA TSR,

E1 OAuth EARER

fEOktaiR

i

AppFabric Oktaff /i OAuth B2 &, £EE OAuth FEREXLLEE AppFabric EAR , &)
BB EES OIDC EAEREZSPMIER. LT AppFabric WiHREE & -

1. SHHEERERNER | BIE Web ERRER.
2. S$HHERFTED  BREREBYENEEEMN,
3. FAEETHKANEHRERD URL MAZEAEHERD URI MEHEHRED URI,

https://<region>.console.aws.amazon.com/appfabric/oauth2

£k URL # | <region> REERE AppFabric EAREREH AWS EiF 2 RIS, Fl
XEBEIRI (HSEEIE ) BEENERNEA . us-east-1¥RZEE , EFEM URL B

https://us-east-1.console.aws.amazon.com/appfabric/oauth2,
4. BELAMBEER R A RRERE,
5. EZERFHERBHEEFEER FOktalBHNEHE A
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® Note

WMRIEENE OAuth BRARXE Y HIEKIBILSER | SR ERRARENEEREE LAV
MABIRE , SAMTESEAERAFE.

6. BHLMREMBHEMBREREEARE.

M EEE
BABER T 5 EEHIEE Okta OAuth FEREER :

* okta.logs.read

 okta.users.read

AR RE
#HAF ID

AppFabric #3555 ID, AppFabric HEIFEFE ID R &K OktaiBigi, MESHKOktaiBHMFEMENR |
2R Okta f15 LA Oktafi 8 A BRI S A A Oktafl@i,

HEHE

B A AT A B L ME — OktaiB iV & 8, AppFabric ERF B BRBELEARENERE , UAREEAERR
R M YA AT R EY

B FEiR ID
AppFabric FFKRAFiR ID,. EERE PEREMNAFi% IDOkta , FFEATIIZER .

1. BEZEOktaMBASETEA,

2. EEEAEXRIIER,

3. EELNEREX K RAREE-RZEIEXK

4. BEBEAFREAEHNER.

5. # OAuth AF A A Fi% ID 8 A AppFabric FEYF Fim ID #17.
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Client secret (Fi FimZ18)

AppFabric #7ERAFIRME, BBE PSRENAFIRMEOKta , BFEMATIIZR

1. BEZFOktaFBABEEA,

2. BRERAEARSIER,

3. BRELHNERER K AREBEFE-MRRSIER.

4., BBEAFRZEAEHER,

5. #& OAuth BRAEAYA FirM =8 A AppFabric FH A F i ZE ML,
BERE

# AppFabric F 2V EREARER L LSWRIIRE NREREOKa , UKERE, FERE
AppFabric &1 , FFRERF. BEOKtaRENEHESEAE PEFBREESFFAOkta,

OneLogin by One Identity & AppFabric §8%E

OnelLogin by One Identity 2 —BIRRILHWNERTFTNEERRAR , IRBEEANER. EFNEE
BENFTBEENT D, OneLoginZLZ2ME—F A (SSO), LEEXRRH (MFA), EHEMERE,
SMEEM MFA, B AD, LDAP, G Suite IHMANE KN EHRES, FoEmBEHRERSE, FEiB
OnelLogin , ZALGREBELNEBESEERNKRE  EMREXLY. BEEBRNERERS , URE
EBERER,

BRI A L &M A AWS AppFabric & KX BEFFE R EE R OneLogin, #EREEN AR
AR T 2B IR RS (OCSF) &3 |, WS ER# HZE Amazon Simple Storage Service (Amazon
S3) 7T =} Amazon Data Firehose & o

X8
« B9 AppFabric 3 Onelogin by One Identity
« # AppFabric E$#ZZ|OnelLogin by One IdentityE#I 1R 5

#9 AppFabric X # OneLogin by One Identity
AppFabric ZE1#{ EU & EFAMIER HEEOneLogin by One Identity,
5 AR

£ E M AppFabric #$7&# B 5 E#Onelogin by One IdentityZ| X BN E N , BHLEFETIE
X
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- BB BONeLogintE B EEIRS,
- BABEHEAE E A Admin/Delegated Admin R ERE,

BREREEER

OneLogin by One Identity ¥f OneLogin API FEINEZER ], 0F Onelogin API R R FIMFFEE

#A , 528 Onelogin API 2EZ W EUSIEERRFl, R AppFabric #1IRE OnelLogin API FEARER M
HEEE KPRE , AppFabric F 3R 0OneLoginfI &R AF ATRE R R, FiB , FJ RS OnelLogini® X
BR#&l, wFEHBY , FBBHEEH OneLlogin by One Identity® F & B R B4E One Identitys

B IRREHIEERS 30 7EXNE BN, ERRABAERNRUNERSHIEE , UK
AT RLERBELAMRIRNTAER. T8 , ERAEIRFBHRETE. WHEWHE , FHE &,
# AppFabric E1#2|OneLogin by One Identity&#I iR 5

£ AppFabric REHEEABRINEHR , BXEMER BE AppFabricOnelLogin by One Identity, &
ESZ#HOneloginff A AppFabric REFTEMNENR , BFERATYIZFE,

E1 OAuth EARER

AppFabric OneLogin by One Identityf£ /i OAuth 88 &, FEEE HE 7 OAuth FEAFEH Onelogin ,
AREATHZER

1. BEZEOneloginZ AEHHEIEE A,

2. WRHABABIEERT , BE APIBZAEH,

3. BEHBAER K WANEAERNER K ARBRELIER.

4. 1BERF. OneLogn8E VY AFis ID MAFIRME,

NEEE
BB T HIEEEFT 8 E Onelogin by One Identity OAuth FEFARER :

- 2IFEN. WFEEENAFREAEBNFREN , F28H AP 2ZR0ERM API ZAEHR,
Onelogin

Onelogin 71


https://developers.onelogin.com/api-docs/1/oauth20-tokens/get-rate-limit
https://partners.amazonaws.com/contactpartner?partnerId=001E000000UfZycIAF&partnerName=One%20Identity
https://aws.amazon.com/contact-us/
https://app.onelogin.com/login
https://developers.onelogin.com/api-docs/1/getting-started/working-with-api-credentials

AWS AppFabric EEER

FERRRA RH#E

#HAF ID

AppFabric #3&K#F ID, AppFabric FEVFEAF ID 2EMNHTERE F#EE. &9
DEBIEEE a5 R BEWES ID, a0, subdomain T % URL REVFEF

IDhttps://subdomain.onelogin.com,

HEHE

B A A 3% Bl Lk i — OneLogin by One Identity#8#8i#Y &, AppFabric FREFZBRELEAERR
B, URRERARNRERENEIHEE,

R F 1D

AppFabric i RAFIR% ID, ZEEE FEHKEH A F I IDOnelLogin by One Identity , &R T %%
B2

1. BEZEOneloginZ AEHMEEE A,

2. e ABINEERT | BIE API BEAEH,

3. EE API ZEAERLESEBAEFR ID,

Client secret (Fl Fim % H%)

AppFabric #fER A Fm#E., BEEE REHAFimM A OneLogin by One Identity , A 5%
B2

1. HEZEOneloginZE AEHEEE A,

2. A ABIIERT , BE API EAER,

3. EE API ZEAERLIEBAFPmRWE,

RAFimERARENRE

£ AppFabric # , ERZHNESE ID MB\ , UREHAFR ID MBBRELEAEXNRE, BEE
U A RE
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PagerDuty & AppFabric %7€

PagerDuty @ —BRVIRMEEET S , AT AARERAEE , HHEKARZETFHNREE 6 BR
AT E R ARRE  WEBANEMRIE, B CloudWatch, CloudTrail, GuardDuty# & Personal
Health Dashboard,

AL st Z £ M AWS AppFabric £ R FER B & EH & &R PagerDuty, #ERMEXELAR
AR Z 2 B IEIREEME (OCSF) 3 |, WA ERE HZE Amazon Simple Storage Service (Amazon
S3) 78T = Amazon Data Firehose &,

FE
B9 AppFabric & PagerDuty
 # AppFabric jE1ZZF|PagerDuty&EI 1R 5

#Y AppFabric & PagerDuty

AppFabric &t EW R & EAMER B 5FPagerDuty.

TR

ZEfE M AppFabric #5#&#% B &% E#iPagerDutyZI X BN B Wit , BUARFETIER :
- FEFEREKRBF , SRR PagerDuty B E S B R ERTEL

- RPERZ R PagerDuty 1R FH#Y Global Admin SIRF#EE

BREREER

PagerDuty ¥ PagerDuty API #EIERZEPRF, N5 PagerDuty API RZERFINEFMENR , FS2RE
PagerDutyBiZ A B & LM REST API IZE[R &, @R AppFabric MIEAE PagerDuty APl FEAER
A4S HIB BBRE , AppFabric # HH¥ PagerDutyffE€#% HiE AT BE R B,

BAREEIRKEMHEERS 30 7EXNEENL, ERRNARARARMUNEREHIEE , UK
ATRLERERAMERDMNFERER. T8 , ENAERFERBET. MFiHE , Fhg <&

1% AppFabric E#E|PagerDuty & Hy ik &

PagerDuty FAX#E API 7l &R, BEEL API SR , FFEATIZR,
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EY AP ZELEZ R

AppFabric PagerDutyE B AR AERAF RN APl ZHEBE RS, EEHE &Y API FHI &8
PagerDuty , FEA TSR :

1. BEZEPagerDutyE ABEEIE A,
BIEES, AP FELER,
BIEENH AP £88,

WARR |, RREREE API 2R
B4 Create Key (B £18),

BRI T AP 88, B8R TE AppFabric PEEWIEH., MRZERME AP 8 pEME
m, AIXEEETN AP| £8WETHTF. LEBEERAMN AppFabric, AR EEMES LA
PagerDuty AP| IR R #l,

2

FEREXRE
#HAF ID

AppFabric #45EREMFEF ID, PagerDuty BiRFHIF ID REIIRFHER URL, BAILAE A Web
BB SRR bt 5PagerDuty W fEFER | UIREIHIER, #HF ID BEBE FIEP—FERK !

- WRXEIWRF , subdomain.pagerduty.com
- HRBEEIRSE , subdomain.eu.pagerduty.com

HEEE

B AT 55 Bl 1t ME —PagerDuty B8 MY B %8, AppFabric FREFABRELEAREREE  URRER
BN EERE T TR,

AR IR S =1

AppFabric #FEREN RBEIRF F&F. AppFabric PHIRBEIRFERZEE FEUMN API FIREBRE
I APl ZERE88,

Ping Identity & AppFabric %7E

f£ Ping Identity , XFIMEEAFEFERAERMEZLEERNEBNER K MIAEZIFE, ERRAMTE
18— ¥ Fortune 100 EZEPing Identity(RBEFEAEN B EE , ERFERERIES &M, 2023 F 8
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A 23 B, Ping Identity l ForgeRock £EAAZEFRRHELZEE, ERANBEEABNEZTENT 5
BRAR,

ATRELER , BALUER AWS AppFabric £ #EWRIER B & E A EERPing Identity, #$&ERHE
2 ABEMBRZEEETIREE (OCSF) K3 |, Wi§ERE EE Amazon Simple Storage Service
(Amazon S3) @7 Er#8 3 Amazon Data Firehose &

FE
« By AppFabric & # Ping Identity
« #% AppFabric E4E EPing Identity&HI 1R 5

B AppFabric X # Ping Identity

AppFabric X &t U EF & EFAMER B FEPing Identity,

FoSRARAE

EE M AppFabric ###® B &% 8 Ping IdentityBI BB M , BLERETIER :

- IZWABHEAE Essential, Plus 3 Premium Ping Identityt& 5. ERE I KA ZEAPing Identityst
BIFRWEFAE R , 5520 Ping Identity #834 EMIPing |dentity T ZhEER EE.

« Ping Identity ZWIRFHPXBEEE S EREEAC, BALIEBAEARIRTAR  KACHE
ELNIRF. MEAGHFMEN , 52K Ping ldentity XERM LN HE,

BREREEE

Ping Identity T &R MERRH|, BAHAEN T ERFISBEIEEHIPing IdentityE F R ThEB, R
AppFabric f13IRE Ping Identity API FEAREXHESEIB HR% , AppFabric & H 3R Ping Identity#y &
ST 3

BAREEIRKEMRZIEER 30 7EXNIENL, ERRNARARARMUNERSHIEE , UK
ARTRIDERBERMRBNERER. T8 , EWNAEIRFEREITER . WFEHE , FBE <&,

# AppFabric EB#R ZPing Identity &HY IR 5

1£ AppFabric REF BRI EABRXNEHR , BYAFEH RE AppFabricPing Identity, &ZES#Ping
Identityf£F§ AppFabric REFFENER , BEATIITER,
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B OAuth EARER

AppFabric Ping Identityff£ /i OAuth 8 &, EEXE P& OAuth EATREXPing Identity , FFEAT
SIZER

1. F51EfE Ping Identity #i5 FKIPingOneM B A BERHPWEVEAESNER —HPHNIET.
2. BYEARAR K BEIIRTEI

a. BEARAENK A6 FEEEERSIEER A ARR-THEESUSFRFAR.
b. ERFTEET , BEURER. i PKCE MIHTHRERER,
c. ENENMRERM 6 ARREZBCHNENZERFERE,

3. HEME[ URL/EN URL REAERTIIHRANERER URL.

https://<region>.console.aws.amazon.com/appfabric/oauth2

£k URL # | <region> RIEELTE AppFabric EAREREH AWS EiF 2 RIS, Fl
EERE (HFREIAE ) BEHNERNRR . us-east-1¥REEE , EXEMQ URL A
https://us-east-1.console.aws.amazon.com/appfabric/oauth2,
EREARR
MAFID

AppFabric #555REMFEF ID. AppFabric FEYFEF ID RZEKIPing IdentityBl{TEBEE., BRI E
BB 5 PR BNEMIEFE ID, HlI API_PATH/v1l/environments/environmentID, H
R API_PATH{RZ&XPingOnefa IRESAY B #4815 , HliN api.pingone.com , M environmentIDF
EARNREBMRIELHNIRE D, IFEREBHENFHEEN , 52 Ping ldentity 3 EWIREE
o

HEEH

B A 0] 55 Bl Lk ME — Ping Identity #8489 B %8, AppFabric FRMHERBRELEAENZE  URKRE
AR BRI N MAEE.

B E#% ID
AppFabric #EKRAF ID. BEXE FEFKEH A FI% IDPing Identity , A T 5S8R

1. B APingOneBEBE XA K REBBEEARER.
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2. RBEEREZFEERAER.
3. EESBZRSIER K ARESKAFIK ID A,

Client secret (F F i ZH5)
AppFabric #5ERAFIRNE, BEELE RSKENAHFIHMEPIng Identity , BEA TSR :

1. BEAPIngOneBEEE T A A, AR EEFEAEN,
2. EEREERAREN,
3. ERESBRSIGER A ARSKAFRWHEE.

BER R

£ AppFabric PRI FEAREXNRER , £FWEIRE WRBIEBEPIing Identity RZ A RE, EEXKE
AppFabric 21 , FHEE A

Salesforce & AppFabric §%xE

Salesforce BERMMB EEHBLCESKESBAERTE, TREZXRS , YEEFEETR SRS,
Salesforce’sCustomer 360 IRETENEREMN , KBEE. R, 178, MEMIT ERXHEE—, #£H
NWEFEFRIBBEES , HHERREEFNETEIER,

BRI LAE A AWS AppFabric i #2UiE# B 55 M £ A & & Kl Salesforce. BHERIRENAFRBELZS
EBEIRZERE (OCSF) B |, WA ERE HZE Amazon Simple Storage Service (Amazon S3) f#1FET
#8 =X Amazon Data Firehose &,

*rE

« B9 AppFabric X Salesforce

» #§ AppFabric E#R E Salesforce &R Ik

#Y AppFabric 2 #& Salesforce
AppFabric X B¢ 1ZUFE A& EARNFER B #ESalesforces
So IR

£ E(# H AppFabric #&## B¢ EiiSalesforceBIX BN EMN M , BHRAFETHIER :
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. IBNEREE HREE, CESER SR Salesforce, iEHi4E Salesforce AFHREH A — @R,

- MREEZE AppFabric ft BBREAZEHFEHENS PREH AFERSalesforce , BIMHAERT
BIEHESSE | #18 Shield ZhEERY — &89 Salesforce, & Bl , AppFabric #%#¢Salesforce’stZ%& H
HEERERAREH ( B) Login, Logout, InsecureExternalAssets, API Total Usage. CORS
Violation #1 HostnameRedirects ELF Events), & LARIEERE > EHEEE , E Salesforce&HY
1RE 2 S 5TE Shield ThaE, MBEFEIH 19 BRNEZEH , FNIRFEITRSHER, MEE
REEHER | SO LIBE 88 5 It B hn o489 5T BY Salesforce,

- BEFEEESalesforcei¥ EFEEMASHEFTERESE,

- BERZEARAEESREREREY OAuth BRAEX , A AppFabric WHERIZEABERZEA,

® Note

AP|I #AFE, CORS EMitk. THEBENED, TRLNNBEE, BEANELEHTE
XM WA % B F A Salesforce, aHi#E Salesforce BBE RN B4R, tNFESalesforce
EHERNFFMER , 5528 Salesforce #34 EH EventlLogFile ST B SHEE,
AppFabric B AFERFTERSESHERZESZTXE 100, 000 =4 (EHZED
B, BURREHERMHMMTHTRE ) . BEMENAFERTHESEXREMEAFEREHRE
FEELZ 7k o

BREREEER

Salesforce ¥ Salesforce API & INEERF, F Salesforce AP EXRRFINFFMER , FSHB
Salesforce #8135 E#Y API BRI HIFIBLE, R AppFabric M3 A Salesforce API FEARERWHEEE
iBSalesforce’sPR#&| , AppFabric HHIRHFER B E T RERIEE,

BUREEEHARERLBEIERSZ 6 MRNEE  HESPKARBERLEIRS 29 NMFHIEE
LEREESEHAXNEEHENE. ERAABHAEARKNBREHIEE , URATRIDERIBERT
KA A ERE. T8 , EWNEIRFERETE. MFHE , FhiE &

#& AppFabric E#% £ Salesforce &Ry R F

1£ AppFabric RSB AR EH% ML EMLA B AppFabricSalesforce, EEBHK
Salesforcef F AppFabric IREMENEN , BEATITE,
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B OAuth EARER

AppFabric Salesforceff i OAuth 8 &, FEE PEV OAuth ERARZE X Salesforce , FEA TS
R

1. & ASalesforceRHIRS o

Bi{E Salesforce X4+ H TR ERE HH
ERESHKFPE S App Manager,
BEFNERERER,
ERERUPBALEEN.

BERA OAuth B 7E.
RIS RARA T FIEIE

N o o K~ W D

- XENBRERETEREARBRM (PKCE) ERRA TR
« FE Web fARSFRENRE
- ENEEERRETERS
- MAEMEEER R
8. HEEW URL XFHHRFWAEFTIRAMN URL , RREEREFEE,

https://<region>.console.aws.amazon.com/appfabric/oauth2

Et URL # |, <region> RIEERTE AppFabric EARERXNEH AWS EiF « WERE. Flm ,
EXERI (HFEZILE ) BEENERIEA . us-ecast-1¥HNEESE , EFfEM@ URL B

https://us-east-1.console.aws.amazon.com/appfabric/oauth2,
9. RERENEE (TLAZHEEHRA ). MEHMEHWAETUMREERRE.
10. BERT.
11. TR THIZER , UBEH OAuth ERAEREXNWEHRRERMBUR

a. EREEHEL , #RESKNFHFRFAGAERNERER K ARZEEEERNEAEN,
b. BRENEVNEAEXZHNRE.
c. HENBREEZE A6 FREENBREFFEN.
d. REFELENEE,
12. BEATIIZER , LR EEEERZAR

a. HEREHEHL , FRESENFHARFAGASHAFER , AREESHAFERYERSR.
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b. MREBHARCIEFMHARERBERD,

13. EEZRVNEARN , AR THXBEFRERSR,

14. BEEEHEEFHEENA,

RRSKECENENEZEEERIT I INIES, EXFSIEBL BT EHEZSBAEEEW
RE, HREEEELFHEIEEA,

HEEE

AT EE I8 E Salesforce OAuth FERRER :

- 3&EiB APIS(API),
- BERF#ITEER (refresh_token # offline_access).

FEREXRE
HAF D

AppFabric #EREMWHF ID., AppFabric FEYFEAF ID 2 Salesforce My Domain K F#8i8, &
A LATE BB Ay ik 51 P # 2] My Domain F#838 , /TR https://M 2@ .my.salesforce.com,

EES KRB Salesforce My Domain , i85 i Salesforce EEBE M T FE o

1. BIfE Salesforce XA EREEH,
2. ERESHIESNTRE , AREERPBERNBEE,

HFEEH

B A 7T 55 Bl b ME — Salesforce B8 M B %, AppFabric FAHFEABRELEARIEE  URRER
RN IR R I BT FEER

B E# ID
AppFabric 5@RKAFi% ID. BEXE FEFKEN A Fi% IDSalesforce , FBEERA TS ER -

1. BEZEXREHH.
2. BIERRTE , A%RIEIE App Manager,
3. ERBRUMNEARS 6 ARLEBERTHXINEEREBR.
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4, EEEEHEEFHESR. RRERLEFENEMNERSIER.

5. BMEBELENED K RESWHEEESRE.

6. 7E AppFabric WA Fi% ID @ A HEE S8,

Client secret (F F i ZH5)

AppFabric #EREN A FimMWE, AppFabric PR A FIRMZ R PR EEEWF Salesforce, BEE
2R IEH W FSalesforce , FEEATIISER -

1. BEFRTEEH.

BERTE , ARERE App Manager,

BEEEUNEREN K ARBERETHUXIERRR.

BEEEEHEEFNET. RRSKEENEQNZFTNERLIER,

BMELENS D , RAERBREEEWEREE,

£ AppFabric WA FinBZRL P A HEERE,

o g bk~ w b

BERE

£ AppFabric P2 EARARER , BEWREIRE WIRER ESalesforce , A ERE, ERER
HLE , RV ERERFEASalesforce R EEEACREARREMHAFERNEKA APIHNERE
Fr Al SalesforceMIfE A&, EEALFFABIE AppFabric R,

ServiceNow & AppFabric :%7E

ServiceNow R E iR RIEHEEMER , AT E{L% IT . ServiceNow B ITOM A[EL¥TE
SIRMNZHRE ITRE  SEERCANESRERNRE, ©EL 7T REMRE ., IMAMNERE | & IT REM
HRESREERSHAE—RERR. cteBHLNELEERERF K SESH. 4. BE, HENE
EEHE,

ATREER , BULER AWS AppFabric £ #EIKFER B FFFEHEE R ServiceNow, #EERHE
ENARABRRBLZEEBRIREE (OCSF) B , LAEER I HZE Amazon Simple Storage Service
(Amazon S3) f#FET88 =, Amazon Data Firehose & i,

3]
« By AppFabric X # ServiceNow
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- # AppFabric E#RZE ServiceNow &I 1R 5

B AppFabric 2 ServiceNow

AppFabric XEHE U EF & EF MR B 55ServiceNow,

TR

£ E A AppFabric A&1E# B 551 E#ServiceNowEI BN BN | BAARFETHER :

« RO LA B {EfAIServiceNowET I3 B £ F AppFabric,
 ServiceNow ZBHIRFH L EEEEEEERAENERE,
« B EBERServiceNowH 1T E RS,

REREIZE

ServiceNow &¥f ServiceNow API 58 INIRLERF|, 0FE ServiceNow API EEREINVEFMENR |, 82
B ServiceNow #ut EHE A REST API IRE R &, 1R AppFabric #1388 ServiceNow API FEAE
RS BIBBRE| , AppFabric B HHIRMFER B ST AE S B,

BAREEIRKEMRZEER 30 7EXNEENL, ERRARARARMUNEREHIEE , UK
RTBLERBERMRBN AR ER. T8 , EWNEIRFEREITER . WFEHE , BB <&,

# AppFabric E#% Z ServiceNow &Y ik F

£ AppFabric R EZIEABEIEHR , BNEMFEH RE AppFabricServiceNow, AT 558K
2 ServiceNow s i AppFabric ZEFTENE A,

B OAuth FEARER

Now Platform B A E A FiRELX FEERE OAuth 2.0 - RER FEE,

1. &R OAuth BRAEN, EFEUAT=ELR., NFTHELSRNFMENR , F2H

ServiceNow #uh E# @ 53 &R FE 2 2 ServiceNow,

a. AMEAER , YRARFDETFEERNK APl , H REST API PATH RE/ERK , UK
HTTP %53 GET , I R SIEHIFT R,
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REST APl Auth Scope £ & -
MNew record -
# Mame | Tablefead Application  Global |
Active ﬂ # Auth Scope | TableRead ], |
4 REST APl | Table API S Apply auth scope
to all http methods
REST AP PATH  naw/table in this AP
- Apply auth scope [
HTTP Method | GET b PP

this &P

Apply auth scope E
Lo all resources in
this AP

b. ELERER,
c. HRAREBRELAHFTR.
2. FEREATIHHBRANEREMD URL,

https://<region>.console.aws.amazon.com/appfabric/oauth2

£k URL # |, <region> RIEF&E AppFabric ERAREREHN AWS EiF © RIS, i,
EBIRE (HFEEILE ) EHMNERNBA . us-east-18RKEE , EFED URL &
https://us-east-1.console.aws.amazon.com/appfabric/oauth2,
EREXRE
MAFID

AppFabric #:5K# 5 ID, AppFabric FHIEFE ID RENHTERERE, B LIE BBt
IR B BIES ID, Bl , example R TF% URL FHIFEF IDhttps://example.service-
now . Como

HEEE

B A 7] 55 Btk iE — ServiceNow#B & HI 2 ¥, AppFabric EREFHEZBRELCEARERZE , UaR
FE 2 AR I A HEER,

AFE®ID
AppFabric #3iFRAFi% ID. A TS RE FEKEH A Fis IDServiceNow,

1. EEZ ServiceNow A,
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2. EBERH OAuth , AR BEEARIBHRSIER.

3. EELNERREN.

4. #% OAuth AAF iRk A Fif ID & A AppFabric FH A F iR ID ¥z,

Client secret (F F i Z H5)
AppFabric #FFERAFmWE,. A TISRE FESKREN A FinMZServiceNow,

1. BEEZE ServiceNow A,

2. BEEXRE OAuth , AR EREEAREXBZHRSIEEK,

3. EEZNERREN,

4. & OAuth ERREX M A FinME# A AppFabric F# A Fim M Z 1L,

BOERE

£ AppFabric P2V EARARER , BFRFIRE WIREHR EServiceNow , A ERE, BEAR
LA A AppFabric R,

Singularity Cloud & AppFabric i%3E

Singularity Cloud ¥ & AIEFIERERRBEENEERZMEEINEE. HESENNATESZRZ:
HRECSHNBEENEXERESZERNRE | fINTREREBNHREKE,

BRI AR AWS AppFabric # U8 B 5 M A & & #lSingularity Cloud, #$&RHEEE(Y A B A
REEEBIMIREERE (OCSF) %X , WEEREH HEZE Amazon Simple Storage Service (Amazon S3)
#1788 = Amazon Data Firehose &3,

® Note

Singularity Cloud 3 # R B &% ASingularity CloudiR S & FREFEL. Hit , RAIEEZEREE
& Z AR #FSingularity Cloud#9 3 4

3|
« B AppFabric X # Singularity Cloud
« #% AppFabric E#%|Singularity Cloud&H 1 5
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B AppFabric X #& Singularity Cloud

AppFabric ZE{ WA & EFAMER BH5ESingularity Cloud.
SRR

£ E#FH AppFabric ### B¢ Singularity Cloud B X B/ B #ith | &% E7ESingularity Cloud
IREFEEEEE AR, WMFE Singularity Cloud API IR RHIHFHMER , FEAEM Singularity
Cloud tRF., BEXHER , YEESAE,

ERRFHEE

Singularity Cloud ¥§ Singularity Cloud API #EIIEER . 215 Singularity Cloud AP &% R 8y 5¥ 4
B, BEALEH Singularity Cloud 1RFE, BIEXHEE , HiES AP ERERF,

B EEIRKEHEERS 30 HEXNEENE, ERRAEARRNEHAEKEHLTE , UK
ATRLDERBEAMERWERERE. TR , ENERFERET. WEHE , FiE 25,

#& AppFabric E1Z2|Singularity Cloud&#I Rk 5

£ AppFabric R EZIEABEREHR , BNEMFEH RE AppFabricSingularity Cloud, BES#K
Singularity CloudfEFl AppFabric REFIENENR , FEATIIZER,

B Y API ##t Singularity Cloud

TR THRERF , LB EREEREHRRBBN AP #8, AP B FTEERERETRAERAENE
FEF .

@ Note

ERBEMAE API BRIBH sz & , B HAVERA ENERRIEER & SUESHEY API 2
Bo

& A Singularity Cloud 1RF,

EREIESG  BECEAE  ARBERBEERE.

BERE K AREEEUNBRBERAE

EREUFREEAEEEY  WARBEEAENEHE, HANBH BB,
1 Next (F—%).

o K~ w0 Dd =
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6. HENFHEERERT  ENHE.

- EREFERERNIRSE,
- EREEMESEZBFENIIRS,
7. i#IZE Create User I FHE),

SEL AP ER, LKERM—ERE A LBEFFHFSE , HPLSHAREEERLZRR —XT
LR # .

8. (EH) BEERAPI ERYSEERERENVE.

9. EERIM.

EREARE

#HAF ID

AppFabric #5EREMWHF ID, AppFabric FEIFEF ID #§ 2 E% AR Sentinel OneZ #8uk ith ik Y F
g, Bl , WERIEHE example-company-1.sentinelone. netibiit & A Singularity Cloudf& iR
5, BHFEF ID & example-company-1.

HEEH

B A O] 58 B L ME — Singularity Cloud#B #9278, AppFabric FAEFEMRELERAERNRE , UK
REARNRER N EMREE.

AR IR S =1

FERBERIER B 1 API #8L Singularity Cloud BB ERSBEEN T/, MREHKEMBERK
TEES , EUUABRMKBERN S BREEHNER,

(@ Note

W R7E AppFabric #EERFE# HE6EF , 1 Singularity Cloud E#Z A& ELFN APl 24 , RIHEE
KeFlt, MRBLEEERR , CHFTECANN AP Z#RENEARXEE , UEEREEGE
¥ B,

Slack & AppFabric 32E

Slack WEBRBEAMNIELEERHE, EMREERELEEN. EREFEFATANEELFS , EBE
EABEBLERSEANED. BESNABAAIRE , URBEREHE TFERIGHBENSE
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RMIEEMEL, EA BI—EBp Salesforce , Slack REE S FSalesforceZF 360 1 , E$HE. RFEM
THEERKcBEEHEIER EEJJ EEHE—F THRISlackREMBER , FB1EFH slack.com,

ATREER , LR AWS AppFabric & &% BEFFEH EERSlack, #$ERHEE( BBEKE
REEEBITMIREERE (OCSF) %X , W EREH HZE Amazon Simple Storage Service (Amazon S3)
17878 = Amazon Data Firehose &3,

FE
« BY AppFabric 3x#& Slack
- # AppFabric E#R Z Slack &R ik F

#) AppFabric X #& Slack

AppFabric X &t KR fE A& EAMTER B Slack,

TR

ZEfE M AppFabric #5#&#% HFE# E#iSlackB X EN B , BXARETIER

BB ER N1 EMIEFTEISlack,. MEFFMHE , 552 B Slack #uh LAY Slackt A E

‘> f;

I'o

- BHREFH XN EEEEEBHEEELAENFERESlack, NMEACKNFMEN , 5526 Slack L Lt
#ySlackiR B RO Ry ABFEE Slack,

BREREEE

Slack ¥} Slack API 582 NEHRPE#I, 0ZFE Slack AP ERRRGIMEEMERR , 5520 Slack @i L
# Slack AP| E A& IEEHHIEER S|, R AppFabric MIRA Slack API ERAERANESBIBR
# , AppFabric IR FEH HF e S IEE,

BHRERIRKEMLEERS 30 PEXVEANE, ERAABABRARHNEREMALE , UK
ARTRIDERBERMRBNERER. T8 , EWNAEIRFEREITER . WFEHE , FBE <&,

1% AppFabric E#% 2 Slack & H ik F

£ AppFabric REEHEIEABERNEHE , BLAMER RE AppFabricSlack., &ZE &3, SlackfE A
AppFabric REFTENER , BEATIILER.
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B OAuth EARER

AppFabric SlackfEf OAuth B8 &, EMES AT LEL OAuth BEARE . FRERAERIERAE
ERERR, EEE PET OAuth BRARERXSlack , EFEA T LB,

Using an app manifest

1. TEBIEBEEHEEZ Slack App Management Ul,
2. BEEIHERREN.

3. REAEINEARTEERE.,

4. BIEFELERRE AppFabric B ITEE,

5

ETANaARAREAEABTEL RS , #1F JSON , YHKRER JSON KA THEE, K

EER AWS B ( Hlf, ) X <region>us-east-1,

{

"display_information": {
"name": "AppFabric"

.

"oauth_config": {
"redirect_urls": [

"https://<region>.console.aws.amazon.com/appfabric/oauth2"

1,
"scopes": {

"user": [
"auditlogs:read",
"users:read.email",
"users:read"

]

}

.

"settings": {
"org_deploy_enabled": false,
"socket_mode_enabled": false,
"token_rotation_enabled": true

}

}

6. REFAENEEERRAFREFRAFR ID MAHFRMBE,

7. ¥R auditlLogs:read#iE , BXERMAEARINAE DM, MEFMEF , 528 Slack

Ms ERRUH B 2 i,

Slack

88


https://api.slack.com/apps
https://api.slack.com/start/distributing/public#enabling

AWS AppFabric EEER

From scratch

1. ERNEAERNEE LRERERRK,

2. ATEWERRBEAGELREIERE,

3. REXEHEEERVUFEFAFE IDMAFRHUE.

4. 7£ OAuth & Permissions EE L |, ZZZIBER WK MAEREER R £ MEE,
5. 1£ OAuth & Permissions EEIMWE#HE M URL EERFHIEEE T HIHKEXH URLs.

https://<region>.console.aws.amazon.com/appfabric/oauth2

£tk URL # |, <region> RIEEKTE AppFabric EAREXNEMH AWS EiF 2 WEXE. 5l ,
BRI (HSEEILE ) EHMNERTEA . us-east-18RXEE , EFERQ URL A

https://us-east-1.console.aws.amazon.com/appfabric/oauth2,

6. ¥ auditlLogs:read#iE , BLEMABAERN LGS M. WEFMEF , F2H Slack
HuE FR A LB D .

W EEE

® Note

REESEERERKEY OAuth BARXE , BT ER, NREESEEARAEXERAS
EXZVRAEARE  FHBAH.

B AZETE OAuth FEBTERAY OAuth & Permissions Slack EE L8 T HIEREZFEE . OAuth

* auditlogs:read
* users:read.email

e users:read

FEREREE
HAFID

AppFabric #45EREMFEF ID. AppFabric #EYHHF ID M Slack TEE ID, HEREENHEF
ID , 558 1& Slack #8u EMSlackiR B 23 Slack URL FRYIER. ERYSlack THERE URL BREE
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{2l examplecorp.slack.comsl examplecorp.enterprise.slack.com., EEZEMFES ID
examplecorp®& .slack.comz .enterprise.slack.com,

HEEE

g AT BISlack T/EE ID W& T, AppFabric FAEFEBRELEAENRE , URTEAEXR
FEZE 3 Y E AT HRER

B FE# ID
AppFabric Slack #&#/Rt&E/ OAuth ERREXFERAFIR ID. EESHRAFIKID, FEATIISER .

1. EBIEHR/RFEEE Slack App Management Ul,
2. RIBLIEH AppFabric £AH OAuth ERER.
3. REAEREMMAF ID #A AppFabric R A Fi% ID #1L,

Client secret (F B iR ZH5)
AppFabric Slack ##2H OAuth EARXBERAFRNE, EESKAFRNE K BEATISE

1. BBEZEBIBEEHH Slack App Management Ul
2. RIBLIEH AppFabric £AH OAuth ERER.
3. REAXAEHEMGHFIRWEZR A AppFabric F# A FmMHMAL

BIERE

1 AppFabric PEVEARAERER , gl EIRE NIREHRBESlack , AR ERE, TEXRE
AppFabric &# , FBiRE R

Smartsheet A& AppFabric 5%

Smartsheet RE— B IHEBTEA , AHBEERELCEZDFARIHE, AEMKM, Smartsheeti2ft—
AR RN DERINEE  BERAAEHAAEEEEER, AHLIEREBIRERERRAAR , AREL
AIFIRE  FRHETSMNEEM,

ATREER , LR AWS AppFabric & f&# B EH & &R Smartsheet, BFERIZEN A
FMRRZEEBHERER (OCSF) B3 , LAAERE HZE Amazon Simple Storage Service (Amazon
S3) 78T = Amazon Data Firehose &,
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&

« B9 AppFabric X Smartsheet

« # AppFabric JE#% Z Smartsheet&H itk 5

A AppFabric X # Smartsheet
AppFabric X &E# IR EEFA TR B ESmartsheet,
o RIGRHE

£ E(FF AppFabric ### H51E E#SmartsheetB| X EN B WM , BAEFETHER :

o BREBERESmartsheet %, EREMRIRE, MER T KA K Smartsheettk FVEFMER , F2
B§ Smartsheet #8314 _EH Smartsheet E{E =K Smartsheet#E &,

o BAATTHK SmartsheetBi 2 A 25 MERF.

RERFZEE

Smartsheet ¥ Smartsheet API s8R R F], #ZE Smartsheet AP| ERRGIMNFMAE , FSH

Smartsheet #it E#) Smartsheet API 2Z gy iR =R,

BUREFIRKAEARZIEE 30 7EXNE BN, ERRNABAERXEHNEREHLE UK
RTBLERERMRINERER. T8 , EWNEIRFERETER . WFEHE , FBE <&,

#& AppFabric E#R ZSmartsheet& iR

1E AppFabric (R EAEREM% , LUEEF 1B AppFabricSmartsheet, HEBH#
Smartsheetff A AppFabric IREFTENEN , BEATIDE,

B OAuth EARER

AppFabric SmartsheetffFl OAuth B2 &, FEE FE I OAuth EAE X Smartsheet , FEFEA T 5
TR

1. BEZEHESmartsheettRFEFHRARAETE,
2. ThHBRABTEEEPEREEYHEAER,
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3. EREVWERAEAEELAFER AR,

4. EREAEN URL MEAEXBBEA/SXENEME—E.

5. EAEATIRANEHED URL MARBAEXEHRER URL,

https://<region>.console.aws.amazon.com/appfabric/oauth2

£t URL 1, <region> RI&5XTE AppFabric EAREXEH AWS EfE 2 WERXE, a0,
EERT (HSREILE ) EHNERES . us-east-1¥NKESE , EFED URL B

https://us-east-1.console.aws.amazon.com/appfabric/oauth2,
6. EERT.
7. ERIFBEFEABRIXAFRK ID MEARIME,
HEEE

Smartsheet A EER G EE PRI E OAuth 58, AppFabric &1F R #EEE R #1 [ SmartsheetR A R
FHERTH&EE :

* READ_EVENTS
* READ_USERS

FERREARE

HAF ID

AppFabric #55REHFEFE ID, AppFabric FE9FHF ID 2SmartsheetE RS 1D,
HEEHE

AppFabric #5EREZHFEF ID, B A 1E{7 7] M — 58 Bl & Smartsheettk 5 BB
FEi% 1D

AppFabric @5 REW A Fi% ID. AppFabric FEIA Fif ID 2 &8 SmartsheetEAEXAF &% ID. &
EiE ASRENERERAF % IDSmartsheet , SBFEA TS ER -

1. BEZEESmartsheetlREFHHRBAETE,
2. BEUEFXEL AppFabric EAR Y OAuth FEARER,
3. 1 App Profile EEAEAEXAFiw ID @ A AppFabric FEYA Fi% 1D 1L,
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Client secret (Fi FimZ18)

AppFabric #iEREN A FPimME, AppFabric FH A FinME A Smartsheet B ARERME, BE
£ FERENERARERXWZESmartsheet , EEATHISER -

1. EEZFHESmartsheettREFHHRBAETE,

2. EEUEFXEL AppFabric EAR Y OAuth FERRER,

3. & App Profile EEAERERNWEE A AppFabric F#Y Client Secret #1,

BER

£ AppFabric PRV ERAEARER , ZWBIRE WIRERBESmartsheet , AR HERE, EERE
AppFabric 21 , FHEE L.

Terraform Cloud 2 AppFabric 52E

HashiCorp Terraform Cloud 22K EZFEANZERMEEMR. Terraform £RERKEREIB 3, 000
EELFER. 14 , 000 EEAAR 2.5 BRXTH. Terraform Cloud2# A WE&IRA R Terraform , IR
EAE, BRSO ETERRELEINIGEMEN—1 , Y EBRZS, SHRMEERTIMNER.

ATREER , BULUER AWS AppFabric £ KR B ZFME A EE R Terraform Cloud, #%&E#
B AR MER RS EBIHIREEE (OCSF) XX |, WA&E R HZE Amazon Simple Storage Service
(Amazon S3) f#FEFB = Amazon Data Firehose & fio

I
« By AppFabric X#& Terraform Cloud
« #% AppFabric E#& Z Terraform Cloud&HI R 5

#Y AppFabric X #& Terraform Cloud

AppFabric X Bt EWEHAEEFAMER B S Terraform Cloud,

TRk

= EMEF AppFabric #7&# Bt E#Terraform CloudZ| X BN B , BUERFETIER !

- PEFEREKBT , B4 EBE Terraform Cloud Plus Edition 518 , B AEBNEEE, 0F
Terraform CloudsT &I FEMIE A , 52 @ HashiCorp Terraform #¥5 E# TerraformE &,
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« TBD #&# H 558 AR Al LA Terraform Cloudtk B 2 3 AR 18 .

BREREEER

Terraform Cloud & ¥ Terraform Cloud API S EZE R Fl, 0% Terraform Cloud API JEZR R HI#Y
SMME |, 552 Terraform Cloud #8348 LM Terraform CloudBiZ¢ A EEE —RERETM AP EE
BR#l, R AppFabric M3 A& Terraform Cloud API FERE XA S EIR BRI , AppFabric FH#E
Terraform Cloud#y## B AJBE B LI,

BAREEIRKEMRIEER 30 7EXNIENL, ERRNARARARMUNEREHIEER , UK
RTBLERBERMRBNERER. T8 , EWNAEIRFERETER . WFEHE , BB &,

# AppFabric JE#E Z Terraform Cloud&HI iR 5

£ AppFabric R#FRBUEARNENR , BXLAFEH R# AppFabricTerraform Cloud, BES#
Terraform Cloudf#fl AppFabric REFTEMNENR , BEATIIZ R,

BIAES API 25

AppFabric Terraform Cloudf Fi#E#% API =782 S, mMFTerraform Cloud#B APl R AV EFEE
7, FOEES AP R, FERVERS  FEFEVESPNER,. BERE REMHER API Z5F
Terraform Cloud , BEEA T 5T &,

1. BB ZETerraform Cloud & A EHE M & A,

2. EEEAERLENAER. BE , REBZE API FH/,

3. HHEBFEHT , EREREVERTHN  AREEELEFH.

4, (ER) BAFFNBHARRNEE , IR KTBHNFR.
5

BRI B FFH. BRIESE AppFabric PEEMINEE, MREERTFFZRHZBEEAER , B
ARBEF LRI FH,

FEREREE
HAFID

AppFabric #35K#F ID, Terraform Cloud &R FHEF ID &R FH B IR URL, BB
& B Terraform Cloud#B#8 I E R B sIAVAES URL k2|, AAF ID BER T HEHP —ERR -

Terraform Cloud 94


https://developer.hashicorp.com/terraform/enterprise/application-administration/general#api-rate-limiting
https://developer.hashicorp.com/terraform/enterprise/application-administration/general#api-rate-limiting
https://aws.amazon.com/contact-us/
https://developer.hashicorp.com/terraform/cloud-docs/users-teams-organizations/api-tokens
https://developer.hashicorp.com/terraform/cloud-docs/users-teams-organizations/organizations#creating-organizations
https://app.terraform.io/session

AWS AppFabric EEER

https://app.terraform.io/app/organization_URL

HEHE

1 A 7] 5% Bl Lk ME — Terraform Cloud#B#%# B #. AppFabric FFAEFZBRELEAERAEE UK
RFE AR IR T T REE,

AR R = 2 1

AppFabric #FEREMN RIEIRF F&F. AppFabric PHRIEIRSE FRZEE FEINAER APl ZHE
M AR APl Z5F,

Webex by Cisco & AppFabric §%7E

Cisco REBMBBMEBRMNLKAEE, BBEMBEEAREN., RELNER, BiRAMEKR
URREHBBRREHR SN T BER R , HRCiscoRl BHTRY T REME,

B8 Webex by Cisco

Webex 2E R HBEMRRARVEEMHER  SFERFASE. BFE. BH. 4. ERFERERS
=, PluB SR OMBEFITIEWebexV i ERE, EIRNRMUTEEHERER , AIHEDEIH , FA Al
FMMachine Learning?&HBRitbIE, FBE. ARMBERMIER, HERARWERITUAZEHNETAE
AEM, HLRAENBENLEENERAERNWebexiZHFEA , BBE—-FEARIXNAEHER, NFE
H—F T, 52 Rwebex.com,
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FiaME—R, BEEARFVEAFPRUEREETNAPRUE , BEATIIZR

1. 1E https : //https://developer.webex.com & AWebexEHI RS,

2. EELALANERAR,

3. EERM Webex ERARER,

4. BEERR AppFabric B OAuth2 FERTE,

Webex by Cisco 97


https://help.webex.com/en-us/article/k5pal8/Look-Up-Your-Organization-ID-in-Cisco-Webex-Control-Hub
https://help.webex.com/en-us/article/k5pal8/Look-Up-Your-Organization-ID-in-Cisco-Webex-Control-Hub
https://developer.webex.com
https://developer.webex.com

AWS AppFabric EEER
5. ZWEAEL K EEHOAFPRME,
6. 71 AppFabric HJ A Fimb 2 WAL i AT A P s &,

BERE
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RRRBEE TS, #B%. ERNEAREN  URESEREARKMNEE, Barracuda XDR 22—
BN ERENNEERRER , e TEMNENERLEEF D (SOC) HE 25 A B B
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[
{
"Name": "message",
"Type": "string"
.
{
"Name": "process",
"Type":
"struct<name:string,pid:int,user:struct<name:string,type:string,domain:string,uid:string,t
1,
{
"Name": "status",
"Type": "string"
1,
{
"Name": "time",
"Type": "bigint"
1,
{
"Name": "device",
"Type":
"struct<name:string,owner:struct<name:string, type:string,uid:string,type_id:int,risk_level
.
{
"Name": "metadata",
"Type":
"struct<version:string,product:struct<name:string,version:string,uid:string,data_classific
1,
{
"Name": "severity",
"Type": "string"
1,
{
"Name": "duration",
"Type": "int"
1,
{
"Name": "type_name",
"Type": "string"
1,
{
"Name": "activity_id",
"Type": "int"
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}I
{

"Name": "type_uid",

IITypell: Ilintll

"Name": "observables",

"Type": "array<struct<name:string, type
"Name": "category_name",

"Type": "string"

"Name": "class_uid",
IITypell: Ilintll

"Name": "category_uid",
IITypell: Ilintll

"Name": "class_name",

"Type": "string"

"Name": "timezone_offset",
IlTypell: Ilintll
"Name": "end_time",

"Type": "bigint"

"Name": "activity_name",
"Type": "string"

"Name": "cloud",
IlTypell :

:string, type_id:int,value:string>>"

"struct<account:struct<name:string,type:string,uid:string, type_id:int>,project_uid:string,

iy
{

"Name": "query_info",
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"Type": "struct<name:string,uid:string,query_string:string>"
I
{
"Name": "query_result",
"Type": "string"
I
{
"Name": "query_result_id",
"Type": "int"
I
{
"Name": "severity_id",
"Type": "int"
I
{
"Name": "status_code",
"Type": "string"
I
{
"Name": "status_detail",
"Type": "string"
I
{
"Name": "status_id",
"Type": "int"
I
{
"Name": "network_interfaces",
"Type":
"array<struct<name:string,type:string,hostname:string,mac:string, type_id:int,ip:string>>"
},
{
"Name": "file",
"Type":
"struct<attributes:int,name:string,type:string,path:string,type_id:int,accessor:struct<nan
I
{
"Name": "actor",
"Type":
"struct<process:struct<pid:int,file:struct<name:string,size:bigint,type:string,version:str
},
{
"Name": "dst_endpoint",
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"Type":
"struct<owner:struct<name:string,type:string,uid:string,type_id:int,full_name:string, risk_
1,
{
"Name": "src_endpoint",
"Type":
"struct<name:string,owner:struct<name:string, type:string,domain:string,uid:string,org:strt
},
{
"Name": "user",
"Type":
"struct<name:string,type:string,groups:array<struct<name:string,uid:string>>,type_id:int>"
1,
{
"Name": "resource",
"Type":
"struct<version:string,uid:string,agent_list:array<struct<name:string, type:string,uid:stri
},
{
"Name": "privileges",
"Type": "array<string>"
},
{
"Name": "action",
"Type": "string"
},
{
"Name": "action_id",
"Type": "int"
},
{
"Name": "protocol_ver",
"Type": "string"
},
{
"Name": "proxy",
"Type":
"struct<name:string,port:int,type:string,ip:string,hostname:string,uid:string, type_id:int,
1,
{
"Name": "client_hassh",
"Type":
"struct<algorithm:string,fingerprint:struct<value:string,algorithm:string,algorithm_id:int
3,
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{
"Name": "authorizations",
"Type": "array<string>"
I
{
"Name": "proxy_tls",
"Type":
"struct<version:string,certificate:struct<version:string,uid:string,subject:string,issuer:
},
{
"Name": "load_balancer",
"Type":
"struct<name:string,classification:string,dst_endpoint:struct<owner:struct<type:string,don
I
{
"Name": "disposition_id",
"Type": "int"
I
{
"Name": "disposition",
"Type": "string"
I
{
"Name": "proxy_traffic",
"Type": "struct<bytes:bigint,packets:int>"
I
{
"Name": "auth_type_id",
"Type": "int"
I
{
"Name": "proxy_http_response",
"Type": "struct<code:int,message:string,status:string,length:int>"
I
{
"Name": "server_hassh",
"Type":
"struct<algorithm:string,fingerprint:struct<value:string,algorithm:string,algorithm_id:int
},
{
"Name": "auth_type",
"Type": "string"
},
{
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"Name": "firewall_rule",
"Type": "struct<version:string,uid:string>"
},
{
"Name": "proxy_connection_info",
"Type":
"struct<direction:string,direction_id:int,protocol_num:int, protocol_ver:string>"
I
{
"Name": "connection_info",
"Type": "struct<direction:string,direction_id:int>"
I
{
"Name": "api",
"Type":
"struct<request:struct<data:string,uid:string>, response:struct<error:string,code:int,messc
},
{
"Name": "attacks",
"Type":
"array<struct<version:string,tactics:array<struct<name:string,uid:string>>,technique:struc
I
{
"Name": "raw_data",
"Type": "string"
I
{
"Name": "email_uid",
"Type": "string"
I
{
"Name": "malware",
"Type":
"array<struct<name:string,path:string,uid:string,classification_ids:array<int>,cves:arrays
},
{
"Name": "start_time_dt",
"Type": "string"
},
{
"Name": "direction",
"Type": "string"
},
{
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"Name": "smtp_hello",
"Type": "string"

},
{
"Name": "unmapped",
"Type": "string"
},
{
"Name": "direction_id",
"Type": "int"
},
{
"Name": "email_auth",
"Type":
"struct<spf:string,dkim:string,dkim_domain:string,dkim_signature:string,dmarc:string,dmarc
1,
{
"Name": "email",
"Type":
"struct<uid:string,from:string,to:array<string>,data_classification:struct<category:strinc
},
{
"Name": "impact_id",
"Type": "int"
},
{
"Name": "resources",
"Type":
"array<struct<owner:struct<name:string,type:string,uid:string, type_id:int,full_name:string
1,
{
"Name": "finding_info",
"Type":
"struct<title:string,uid:string,attacks:array<struct<version:string,tactics:array<structs<r
},
{
"Name": "evidences",
"Type":
"array<struct<process:struct<name:string,pid:int,file:struct<name:string,type:string,versi
1,
{
"Name": "impact",
"Type": "string"
},
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{
"Name": "count",
"Type": "int"
I
{
"Name": "confidence_id",
"Type": "int"
I
{
"Name": "enrichments",
"Type":
"array<struct<data:string,name:string,type:string,value:string,provider:string>>"
},
{
"Name": "rcode",
"Type": "string"
},
{
"Name": "app_name",
"Type": "string"
},
{
"Name": "rcode_id",
"Type": "int"
},
{
"Name": "query",
"Type":
"struct<type:string,hostname:string,class:string,opcode_id:int, packet_uid:int>"
I
{
"Name": "proxy_endpoint",
"Type":
"struct<name:string,owner:struct<name:string, type:string,domain:string,uid:string, groups::
},
{
"Name": "response_time",
"Type": "bigint"
},
{
"Name": "delay",
"Type": "int"
},
{
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"Name": "start_time",
"Type": "bigint"

},

{
"Name": "proxy_http_request",
"Type":

"struct<version:string,url:struct<port:int,scheme:string, path:string, hostname:string, query

I

{
"Name": "version",
"Type": "string"

I

{
"Name": "stratum",
"Type": "string"

I

{
"Name": "stratum_id",
"Type": "int"

I

{
"Name": "dispersion",
"Type": "int"

I

{
"Name": "traffic",
"Type":

"struct<bytes_out:int,chunks:bigint,bytes:int,packets:int,packets_in:bigint>"

},

{
"Name": "precision",
"Type": "int"

},

{
"Name": '"size",
"Type": "int"

},

{
"Name": "actual_permissions",
"Type": "int"

},

{
"Name": "base_address",

"Type": "string"
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},
{
"Name": "requested_permissions",
"Type": "int"
},
{
"Name": "end_time_dt",
"Type": "string"
},
{
"Name": "compliance",
"Type":
"struct<control:string,status:string,standards:array<string>,status_id:int>"
I
{
"Name": "remediation",
"Type": "struct<desc:string>"
I
{
"Name": "kb_article_list",
"Type":
"array<struct<os:struct<name:string,type:string,type_id:int,cpe_name:string,edition:strinc
},
{
"Name": "peripheral_device",
"Type":
"struct<name:string,class:string,uid:string,model:string,serial_number:string, vendor_name:
I
{
"Name": "time_dt",
"Type": "string"
I
{
"Name": '"group",
"Type": "struct<name:string,type:string,uid:string>"
I
{
"Name": "users",
"Type":
"array<struct<name:string,type:string,uid:string,type_id:int,risk_level:string,risk_level_
},
{
"Name": "confidence_score",
"Type": "int"
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},

{
"Name": "state",
"Type": "string"

},

{
"Name": "state_id",
"Type": "int"

},

{
"Name": "evidence",
"Type": "string"

},

{
"Name": "confidence",
"Type": "string"

},

{
"Name": "risk_level",
"Type": "string"

},

{
"Name": "risk_score",
"Type": "int"

},

{
"Name": "impact_score",
"Type": "int"

},

{
"Name": "risk_level_id",
"Type": "int"

},

{
"Name": "finding",
"Type":

"struct<title:string,uid:string,modified_time:bigint,modified_time_dt:string,first_seen_ti

I

{
"Name": "user_result",
"Type":

"struct<name:string,type:string,uid:string,type_id:int,account:struct<name:string,uid:stri
},
{
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"Name": "codes",
"Type": "array<int>"
},
{
"Name": "command",
"Type": "string"
},
{
"Name": "type",
"Type": "string"
},
{
"Name": "kernel",
"Type": "struct<name:string,type:string,type_id:int>"
},
{
"Name": "http_response",
"Type":
"struct<code:int,status:string, http_headers:array<struct<name:string,value:string>>>"
I
{
"Name": "http_request",
"Type":
"struct<url:struct<scheme:string, path:string,hostname:string, query_string:string, category_
},
{
"Name": "tls",
"Type":
"struct<version:string,certificate:struct<subject:string,issuer:string,fingerprints:arrays<
I
{
"Name": "web_resources",
"Type":
"array<struct<name:string,type:string,data_classification:struct<category:string, category_
},
{
"Name": "http_cookies",
"Type":
"array<struct<name:string,value:string,is_http_only:boolean,is_secure:boolean, samesite:stz
I
{
"Name": "type_id",
"Type": "int"
I
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{
"Name": "databucket",
"Type":
"struct<name:string,type:string,file:struct<attributes:int,name:string,owner:struct<name:s
},
{
"Name": "table",
"Type": "struct<uid:string,created_time_dt:string>"
},
{
"Name": "session",
"Type":
"struct<count:int,uid:string,uuid:string,issuer:string,created_time:bigint,is_remote:boole
I
{
"Name": "certificate",
"Type":
"struct<version:string,uid:string,subject:string,issuer:string, fingerprints:array<struct<v
},
{
"Name": "is_mfa",
"Type": "boolean"
},
{
"Name": "logon_type_id",
"Type": "int"
},
{
"Name": "auth_protocol_id",
"Type": "int"
},
{
"Name": "logon_type",
"Type": "string"
},
{
"Name": "is_remote",
"Type": "boolean"
},
{
"Name": "is_cleartext",
"Type": "boolean"
},
{
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"Name": "auth_protocol",
"Type": "string"

"Name": "is_renewal",
"Type": "boolean"

"Name": "lease_dur",
IITypell: Ilintll
"Name": "relay",
IlTypell :

"struct<name:string,type:string,ip:string,mac:string,namespace:string, type_id:int>"

iy
{

"Name": "transaction_uid",
"Type": "string"

"Name": "file_result",
IlTypell :

"struct<name:string,size:int,type:string,path:string,desc:string, product:struct<name:strir

}I
{

"Name": "file_diff",
"Type": "string"

"Name": "create_mask",
"Type": "string"

"Name": "web_resources_result",
IlTypell :

"array<struct<type:string,data_classification:struct<category:string, category_id:int, confi

iy
{

IlNamell: Ilappll’
IlTypell :

"struct<name:string,version:string,uid:string,data_classification:struct<category:string,c

}I
{
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"Name": "src_url",
"Type": "string"
},
{
"Name": "priority_id",
"Type": "int"
},
{
"Name": "verdict",
"Type": "string"
},
{
"Name": "desc",
"Type": "string"
},
{
"Name": "verdict_id",
"Type": "int"
},
{
"Name": "priority",
"Type": "string"
},
{
"Name": "finding_info_list",
"Type":
"array<struct<title:string,uid:string,attacks:array<struct<version:string,tactics:array<st
I
{
"Name": "expiration_time_dt",
"Type": "string"
I
{
"Name": "expiration_time",
"Type": "bigint"
I
{
"Name": "comment",
"Type": "string"
I
{
"Name": "entity",
"Type": "struct<data:string,name:string,version:string,uid:string>"
I

Security Lake 125



AWS AppFabric EEER

{
"Name": "entity_result",
"Type":
"struct<data:string,name:string,type:string,version:string,uid:string>"
1,
{
"Name": "module",
"Type":
"struct<type:string,file:struct<name:string,type:string,path:string,desc:string,type_id:in
1,
{
"Name": "exit_code",
"Type": "int"
1,
{
"Name": "injection_type",
"Type": "string"
1,
{
"Name": "injection_type_id",
"Type": "int"
1,
{
"Name": "request",
"Type": "struct<uid:string>"
1,
{
"Name": "response",
"Type": "struct<error:string,code:int,message:string,error_message:string>"
1,
{
"Name": "driver",
"Type":
"struct<file:struct<name:string,type:string,version:string,path:string,type_id:int, parent_
1,
{
"Name": "prev_security_states",
"Type": "array<string>"
1,
{
"Name": "security_states",
"Type": "array<string>"
1,
{
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"Name" :
IlTypell :

"folder",

"struct<name:string,type:string,path:string,desc

iy
{

"Name" :
IlTypell :

"UIl" ,

:string, type_id:int,mime_type:string, parer

"struct<port:int,scheme:string,path:string,hostname:string,query_string:string, resource_ty

}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"tunnel_type_id",
Ilintll

"tunnel_type",
"string"

"protocol_name",
"string"

Iljobll’

"struct<name:string,file:struct<name:string, type

iy
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :

"num_trusted_items",
Ilintll

"command_uid",
"string"

"num_registry_items",
Ilintll

"num_network_items",
Ilintll

"schedule_uid",

:string,path:string,signature:struct<certi
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"Type": "string"

I
{
"Name": "num_resolutions",
"Type": "int"
I
{
"Name": "scan",
"Type": "struct<name:string,type:string,type_id:int>"
I
{
"Name": "num_detections",
"Type": "int"
I
{
"Name": "num_processes",
"Type": "int"
I
{
"Name": "num_files",
"Type": "int"
I
{
"Name": "total",
"Type": "int"
I
{
"Name": "num_folders",
"Type": "int"
I
{
"Name": "dce_xpc",
"Type":
"struct<command:string,flags:array<string>, command_response:string,opnum:int,rpc_interface
},
{
"Name": "share",
"Type": "string"
},
{
"Name": "client_dialects",
"Type": "array<string>"
},
{
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"Name": "open_type",
"Type": "string"
1,
{
"Name": "tree_uid",
"Type": "string"
1,
{
"Name": "share_type_id",
"Type": "int"
1,
{
"Name": "share_type",
"Type": "string"
1,
{
"Name": "dialect",
"Type": "string"
1,
{
"Name": "cis_benchmark_result",
"Type": "struct<name:string>"
1,
{
"Name": "vulnerabilities",
"Type":
"array<struct<references:array<string>,severity:string,affected_packages:array<struct<name
1,
{
"Name": "service",
"Type": "struct<name:string,uid:string>"
1,
{
"Name": "data_security",
"Type":
"struct<category:string,pattern_match:string,category_id:int, confidentiality:string, confic
1,
{
"Name": "database",
"Type":
"struct<name:string, type:string,uid:string,type_id:int,data_classification:struct<category
}
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» AppFabric 5L JSON &= 72 35 e FA 12 =0 P 68 A Y SR 6 A 18 R iy H )
* OCSF - JSON
« AppFabric B B KMAR T & EIER%EE (OCSF) BE({LER , LA JSON & HE R
* OCSF - Parquet
- AppFabric SEFRBMAK LT ZEBHIREE (OCSF) Z#{LER , AL Apache Parquet & H

&¥
WM E

Splunk X # T %I AppFabric @i E :

 Amazon Data Firehose

- BESplunkiZE B ERER B M Firehose BRIZFWEK B , 5818 Splunk #5 E# Splunk
Amazon Data Firehose M il ;T4 B9 $8 7Ro

* Amazon Simple Storage Service (Amazon S3)

- ZESplunkiRE B EREX AR Amazon S3 REEETEEINER | FBEE Splunk Mk EMEETE
Splunki i 4FEY SQS & S3 # A AWSHIIE .
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Z 42 ERM Delete AWS AppFabric

MREFEETLZEMBEER AWS AppFabric , BB AMBREEREHEEINAHNVEFNE
B, UKREEHEZEERN AppFabric, ABRELENER., BEZER AppFabric BEIR , BUXEUER
BEZBARK (SaaS) EARRNBRYERNERIEFMBRER | HEE N > R > EAEXKRE >
EREXEH

RRREREARECR  SUURMREARIENS,
ES-]

- MIBREEEN B 8y itk

« MBRHEEER

- MIBRIERAENRE

- RBREAEXEH

it BR 42 EN B HY 3t

MR Y SRR I B | %4 AppFabric BRE SR EN AN, EEMRERE W
W, EEEATISE -

£ https : //https://console.aws.amazon.com/appfabric/ BARX AppFabric 2 &,
RAMER , REEAINEE,

EEREL

BERARARE.

EEEEMBRZ B M ZEHEIRRS | ARIFREZEMER,

EMBRE Wb HEEA R L | FIFMBRIATERR.

SEMMEENHER FIRDSER,

N o g &~ N~

il B 15 EX
EEMBER , BEATHSR

1. #RAFMEHE , BERELARRE,
2. BIEHEHL
3. ENEARNRESIERZE,
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EEEmE

4. BEBHETHNRNEE,

5. EIE MIBR.

6. TEMIBREEEVE 55 75 50 B IR E M BR LARERR
il BR FE A 72 =8 1R A

EEZMBREAEARE  BFERATIIR .

1. RRAMEHE , BEAELAIMNIEES,

2. EBEEREARE,

3. ENMZEMMRNERAEZEZSNIZEER,
4. BEBETHNREE,

5. 1EE MBR.

6. TEMIBREEENY 58 75 50 A iR 1E M BR AR
RErREAREXEH
EEMBRENERERNEY K BEATHISE
1. RRAMEHE , BEELAIMNIEE,

2. EBEEREXEH,

3. EIE Delete (MIBR) #2401,

4. HA delete HITHERR , AR BEMBR,

mprERRE K2
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4 & DM is AWS AppFabric 1T ?

£ E DK The AWS AppFabric HEERR A EMRE , IRe BB E,

(@ Note

XA Amazon Bedrock : AWS BB EIER S, Because AWS AppFabric WEEHEILE
Amazon Bedrock £ , & &# /A& Amazon Bedrock REERRFIE | LUEKIET Al 9
ZEMNMEETHNER,

AWS AppFabric for productivity ( ¥ ) ZEBRZAEARIXELEEFEARTKBAEMEE , HBEE
VREE=AEAEXINERFERAEEEN. EARABRAES THLGHGEARXFREREE
RERBYFEAEINEARIEBRIEEE  EMFTEESEAEARIEEBNEERS, &8
AppFabric REEEN , ERARIERAEUUFHELERARXERERMNEBENERR Al X &
APls , UMEZEBHFHNRBEENERRN Al BIERUFEENTAFEAERER. AppFabric for productivity
BETREZEEARINER , EEHRABSEBS#ERpoint-to-pointES ., BARIBEZABT
B1Z#& AppFabric WEEDBRAEERAERN U, AESKERAEHEE—BWWERR A RRREGER
BAZHEMEERE.

£ E N AppFabric 8t EAEARENEREHR , Hl0 Asana, Atlassian Jira Suite, Google
Workspace., Microsoft 365, Miro, Slack, SmartsheetZ, AppFabric for productivity 7] & FFE
FARAESERZRMHEEFEAACNEAERIRER  UXECAERAR, REENESHE. AR, &&
ERAESHHEERAEXBAFINAMENER , MAEHEEIERE,

£

- B2

- EAEBE

« 17HY AppFabric LIRS A E S

- BMRBEF AppFabric BFEFAREXFERASRSEED (FHE)

- BHMRBEFA AppFabric RERAFEHAENEED (FAE)

« £ &} APIsH) AppFabric ( AE )

« AppFabric FHE R REE
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https://docs.aws.amazon.com/bedrock/latest/userguide/abuse-detection.html

AWS AppFabric EEER

(ks

&8 AppFabric REXLEN , FRARARZASTUFRAELKEEREXERERMEEAPIs , B
EEBHMNIBERNERK A BWERAELENRREAERER,

- BEARXFEHEERMNE KR : AREENH AppFabric BE T REZHEEARINER , T
BEERRABEEDM#Epoint-to-pointEE, R SaaS EAEXERNUHHEMERRESER , A
ERETIENENEMAHEECATMERENTEANKER K EEAEAHRAEEANAES
ER K BERUSEREAENEED,

- TEEFEAERER A% AR AppFabric EEBRAREBRAENN U URSEEN  REERE
ERNT2ES  ANAEAERARARRNGEREAERMEACKHEENEZNDEFE, EAR
AppFabric EREEAENRY SaaS BARXNTMELEESD , Y EMMART TRERNERAEXS
FHL. REREAEERINEEERARN cEUER , ¥ ATUETFBEEFRE.

o IELTEFE : EE— API R EAEXRBASTUBEREAEERNEREBRRR , M
THHARE, REBTRIEZSEARAEARBERS, AppFabric AUHEBRILERM , REARER
MBASEREHEE, RARNEEERK Al . EREBABRXRBASEIRNKGEENER
LHEIR.

- BECREGENKMSE  FRBHN -0 , AREENE AppFabric #§ 2 H AHEIRY & m s R
RER, ARELERR , UE LLM BT EESKREREREE.

- BLHNERAENT . AREXRRNEARAEXRBUARERETFEHNAZR. AppFabric for
productivity £/ ISV FF AT M FEEZFIERSBERIR.

52 i Z= 451

FERAEXFEZEASTUER AppFabric REXEEN , LEHMBEHEERAEXANEE D, AppFabric
for productivity REMEZER TIERARGIAPIs , UGB RKERAERSEED :

- BEE—RWELIEF

- IERETEBNER API AIRERAEREREXTRBESRR S FEFEHM4. TEE. AL
F%EF , HEbMZEEE X, i, ERETUHNTERAENEE , flunitafREgNER
EABVETEHM4, HESHENRUBHFEERE. N, EREETEFEENETITESETIRE
HENHEE S HEEFEFRERTHSRNEREF. BFESREEALERN (HNE
BEBNERE  AETFTBHFHE/WRAA ) | BHEHITHEZNRERLTEANRR,

- EREISRIRNE R
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- EREMRAPI TRHESZENTERIETHN. ARSHANERAEANR , BHBEAELS
BRI ER, ERAERETUREERSE  MATSREEARAZBIRNEERSEAR.

f7HY AppFabric ARE4EE S

HE D AppFabric BRIATEEBR XS , WHEXBIRES (#E/EEIEs ) B4 AWS B, EF
HEF AWS B |, 5528 ) BB AWS AppFabric ix ZE A B ZEAWS —fk&#E,

ESEEEF , &7 LUEBR T HIEM B R FE AppFabric UREEED

- SARARAFERASR

- BHAMEA AppFabric BEERAREARZAEBRSEED (BE)
- FSABRKERE

- BRIABEA AppFabric RESKERAENEED (HE)

FIR{ER AppFabric BEERREAFZABRSEED (FAE)

£ E DK The AWS AppFabric HEERRFAEMRE , IRe BB E,

AEHEI AR ASM AWS AppFabric WEED (THAE ) BEIEAERF., AWS
AppFabric NEEH A RFARABEZEAERARIPREFEHY. TEBEEH. 1. ARSEL A
XENRRNEME , AERAEEVEEENERAERR. NEXENERENEE , BF8KE AWS
AppFabric X EHNEAER.

AppFabric for productivity T EEAEXFEZRASELZRLEZENREDPETEENER, ERE—X
BAMAME A AppFabric EEEE DR | BAILLE AppClient SWEEME—BIRFERAE, WA EEEREY
BT mABEEARENE AppFabric 2B S BBENEARE. FRAE—FRAEETIREE , &9
LIS ERARERIERZE AppFabric E1TRE K AEXBKENEREREHMERSE (B28 P8 5. 5K
AppFabric B2 B ERATE). AppFabric $ERMABEZHEAZ I RBEARNENR , UHBREEH
EARBAR, BRERAEREER , LEEEINFNEREAERA,

T

. SERIGH

- HEE 1. B3I AppFabric SAIRS4£E 5 AppClient
- SR 2. BEARELNEAEN
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« B8 3, #% AppFabric fFR& A O#BY URL FBERNERER

- B 4. £ AppFabric 2R EERAE R B EE

« S8 5. 55k AppFabric BEEHNERARER

- B AppFabric ARE4EE S AppClients

- WEEFE AppFabric F#Y AppClients AR &4 E 11 AppFabric

FORIRF

RRERAZE , BFEERY AWS tkF., NMBFMEF , F2HREMAWSIRF, BEFERYED
—{ER[ZEL T % "appfabric:CreateAppClient" IAM BURHIERE , LLAFFERA &M AppFabric
FMENERAER. MFERT AppFabric EENINEEFFAINFHENR , F2R BAREEIN
AppFabric IAM BUR €], #AREEEFERAERE RN , BYRZELIFERFEN, WHEFMER ,
ESHEIEEEEFIENFERE

R E NN AppFabric EEARBEMMNXBRE (TN ) . BRATSHZY , B
AR Y B

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:CreateAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

SR 1. B3I AppFabric AR S £ E B AppClient

IBFEEE I AppFabric AppClient , FsEF R ER AR ZHR AppFabric AEGEE 1A

22, AppClient 7 & AppFabric £EHWFE , AIfiARELH OAuth EAERXAFLE , EENE
B AppFabric 2 E#ETZEER. EEEL AppClient B |, IR E2¥EE — 18 AppClient ID , ERHE
& AppFabric AT EEEZHNERARINEHN ERERANEERE BB AWS IRE,

AppFabric for productivity T EEAEXFEZRASELZRLEZENREDPETEENER, ERE—R
BAMAME A AppFabric EEEE DR | BAILLE AppClient S EEME —BIRFERAE, WA EEEREY
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BT MAAGEERREREE AppFabric 2 B S 0 BRBANEBEBARE. FHE—FRBETAIREE , &9
g EARNIRRXE AppFabric #1TEF , ARBEEFIEREREHMFERE (F28 FB5. XK
AppFabric B2FEEHNEAER). AppFabric $ERMABEZHEACRBEARIENR , UHBREEH
EAHZAE, BRREAEREER , LEEINFEREAERA,

EEE T AppClient , ¥ H AWS AppFabric CreateAppClient APl #1E, MREBEEHE 2K F
¥ AppClient , BB LAEA UpdateAppClient API BR{EZRER F redirectUrls, MR REERFEHR
AppClient FABIB VA E B 8 , H170 appName IER | EBL4AEMBR AppClient SEE S FH NS H,
MEFME , 52 B CreateAppClients

B LAFERZERENRETEES |, 8 Python, Node.js, Java, C#. Go # Rust , £/
CreateAppCllent API F] AWS lREEMERARER. MBFMEF , F28 (AMFAEER)
WEEREZEHN, ZFEECARPEES 4 Wi”kﬁﬂ%#ﬂﬁlﬁt API Tsﬁﬂf MEHEE 4 RNVFHRE
A, wm2EH (IAM ﬁ)ﬂ%?gﬁ>> HhEEEE AWS API &

78 R
« appName - AppFabric FAZEAORLEHNEEEE LEAEAEETNERAERXEE. AEEEEE

RERERAEEERAEXNPRET AppFabric IRNFFA., IFEREEENFEEN K F2E TE 2.
EEEAERXETER,

 description- ERAEXHFRHA,

« redirectUrls - RERKHRERERAEENEQE W URl, BERZSALUTE 5 f# redirectUrls, 20
https://localhost:8080,

 starterUserEmails - AFFENFEAEE FE4ibat , IBWCOIR , EZIRIBEABRXA L,
RAAF—EEFEA i, 0 anyusereexample. com

- customerManagedKeyIdentifier (EH ) - ARMEZERCZEFZES® (A KMS EX)
B9 ARN, WIRKIEE , BIGHEA AWS AppFabric SE €, 1% AWS AN SR NEFZES
BHEEIER |, F52M ( AWS Key Management Service i AEEm) FHEF BN AWS £
i

[B] 458 2

« appClientArn - &% AppClient ID #9 Amazon Resource Name (ARN), 5l , AppClient ID &
alb2c3d4-5678-90ab-cdef-EXAMPLE11111,

« verificationStatus - AppClient BRFEAREE,

« pending_verification - AppClient B8 7E £ AppFabric 1T, £ AppClient B
28, RE—EFERE (£ FfEEstarterUserEmails) A LAE A AppClient, FHESHE
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AppFabric FAEAORUEFPEREH , £ PNELTE 3. #F AppFabric FHAE A OMLE URL 1
BEENEARES , BHEARIKRE.

« verified - AppFabric EFIIERBRRERF , REESTERFE AppClient,

« rejected - AppFabric 234 AppClient WERFEEF. AppFabric TEBRFEF EFENE LK T 5T
28l , HAiufEHE&EEFER AppClient,

curl --request POST \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients/ \
--data '{

"appName": "Test App",

"description": "This is a test app",

"redirectUrls": ["https://localhost:8080"],
"starterUserEmails": ["anyuser@example.com"],
"customerManagedKeyIdentifier": "arn:aws:kms:<region>:<account>:key/<key>"

} 1

WMREERT , AIBRIER HTTP 200 EIFE,

{
"appClientConfigSummary": {
"appClientArn": "arn:aws:appfabric:<region>:<account>:appclient/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"
}
}

TR 2 BENRELCHNERAEN

B OAuth 2.0 RERE K ELNEAREXZSHES AppFabric BR., B , REEETRES ,
DB EANERARRNS Y., IEFHHEET A F2EEE. AR SN ERBHRATRESN . BT
"“E’JFEFH&TEFEFEE‘WJ#EHY%HEET\ AppFabric A RFF A, MFEFMEEA , F2RER.

NMERTREEAEAFUTNFRER , F20 A FIUARERARES,

1. BEEEVIZENE 5B AWS AppFabric oauth2/authorize API ##4E,
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AR

« app_client_id (HE) -EHR 1 AWS IRF B2 W AppClient ID, EiL
AQQCHmﬂo1ﬂﬂﬂalb2c3d4—5678—90ab—cdef—EXAMPLElllllo

« redirect_uri (XE) -SSR 1 PEANERER KBEREAEEFETE W URL, &
3 AppClient, #l#0 https://localhost:8080,

- state (DHE ) - ARMHIFFRER N 2 BikEAMKE—E, i
a8904edc-890c-1005-1996-29a757272a44,

GET https://productivity.appfabric.<region>.amazonaws.com/oauth2/authorize?
app_client_id=alb2c3d4-5678-90ab-cdef-EXAMPLE11111\
redirect_uri=https://localhost:8080&state=a8904edc-890c-1005-1996-29a757272a44

2. BORECE , RRSKEENEQEREN UR, THEREHELAEHISH. Flw,
He code=mMONyJ9.MEUCIHQQQV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDALiEAXX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc,

https://localhost:8080/?code=mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-
sxTAdRF-gDAiEAXxX7BYK1D9krG332Vtpr0jVXZOFSUX9whdekq]-
oampc&state=a8904edc-890c-1005-1996-29a757272a44

3. {5 AppFabric oauth2/token APl #RER It IR ES LU S 2 EUVER

WEHFAR API R |, ¥ B3, starterUserEmailsiEZE| AppClient e A1, ERFE
AppClient 2# , kX HAARNEAERAE. CEEFEARFRESE 4 REAERRHITI API 2
B, MNEEHEE 4 RWFMHENR , FF2E (AM ERHEIERE) FHEE AWS API 3K,

7R SR A

* code (ZE) - EEKR—(ALSRBBRBIINRER, Hu
mMONyJ9 . MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDAiEAXxX7BYK1D9kxrG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc.

« app_client_id (H4E) - &SR 1P AWSIRF B 2 W AppClient ID, EII
AppClient, #l#0 alb2c3d4-5678-90ab-cdef-EXAMPLE11111,

- grant_type (&#E) -{EHX4ZEA authorization_code,
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- redirect_uri (ZE) -ZEIB1 PEANRER  BEREERERE N
URIl, 23 AppClient, EX4EEARBUREBNHEREHERD URI, FlI0 https://
localhost:8080,

(o] FE 458 £

- expires_in- FRIBHIBIZ A, FBFRBHKEA 12 ),
« refresh_token - #€#)% / B FERWEIN EHEERER.
- token - fe#R / EBEERIBIAVER .

- token_type - fEA Bearer,

 appfabric_user_id - AppFabric ffA# ID., ERZ&¥FEH authorization_code&F
FANBEREE,

curl --location \
"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{
\"code\": \"mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDAiEAXxX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc",
\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",
\"grant_type\": \"authorization_code\",
\"redirect_uri\": \"https://localhost:8080\"
3r

WMREMERT , BIRRIEER HTTP 200 EFE,

{
"expires_in": 43200,
"refresh_token": "apkaeibaerjr2example",
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "<userId>"

}
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B 3, #& AppFabric fEA& A QL URL FIEEENERAER

RREREEZERE AppFabric tARELX R RNERABERXFEINESR., AppFabric EBARKERE
BUVEAEAEAOMRAYE (REEH ) UREHEARS  EREARXHERABHELEFNE
M, EERAEERITRA AppFabric MIRBEE DK , P EFREREAOBLY , EEMHM
EAHEENEERAREERIRNERAERBENEARS. BAR  FAETLUKERAERIERE
AppFabric MRS 4EED , AR REENWERAERNUFRRERNEE, EEEERAERE AppFabric #
BURELEESN , BEEKISER AppFabric URL T EERARER, WS BHAEFERAEEEREN
FERAZRXFE AppFabric EAEAOBLEBEE,

1. BEEZTEARANRE  YRIFEEFHFER URLs EER.
2. RIBENEER , B8 T 5 AppFabric URL A E#HE M URL FBELHNEARER -

https://userportal.appfabric.<region>.amazonaws.com/eup_login

¥i8 URL & , BHERBERSREAIEREERE AppFabric EREAOML, EER , FAETI
EANEBHARELE AppFabric WEARER , LUIBEEDHE,

SER 4. EA AppFabric 2R EEREDN B EMEE

FRAEERAEAENEZ K SUAAEAENER , ERBEERLSEAERXNRABRTBRRESE
EHN. AppFabric AERBEFEAEEEFENRE , AFAEEXRR. AppFabric EFERAEE
FHFHAE AppFabric AWS 1RF #EBH ., MMEEE AppFabric MIERABNERNER , F2HE
AppFabric PV EREE,

R BMER T Al XER APIsERAREAPEENBREREBRARERMEE

« ListActionableInsights — MFEFHMEF , FSREUT IHREITHHIER —&,
« ListMeetingInsights — MHFMEF , FSREAEEERN S ER .

AI{THE R (ListActionableInsights)

ListActionableInsights API AI#BIEAERBHEARXNES , SBELFEH. 1TEE.
AL, FBEF  UBEFRNEBHEAHNTER, BEMMIRECERERARELRRNARBIA
BRIER , BHEAEREREAREERRNER., kI, APl TEERBEIREREZNEE X
AHFERAERENEAEXAMNTEEARERBE. ERMS , APl 88 Asana. Microsoft 365,
Google Workspacefl ¥ &% & Smartsheet , EFFAEREAFEEETFEY, BUTEESHNE

S B2 3, #§ AppFabric fEFH & A O URL $T8EHEHNERARER 143
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MER, KEFESHER (LLMs) TRESEEZNEE (fINEFBHANREILEE ) RELEA
HMER  FAENUESTZ B ELEE  EMBLARLRSEE D, BERFERAERE
FERRENM BRI Ll , AppFabric EARMERNERAOMAL , EFEAERE. RENBTEEARER
Be. HREITEME , AppFabric BE ISVs IERAEE#HE @ ZE AppFabric ERAE A DML |, FEt
PR AEEBEFMAERAL T, AppFabric EENSEEBEH B —H URL, bt URL TR
ListActionableInsights API EIFER [EIFE,

UTRXENERARXBENETERAERE

- FIXE FEH (Google Workspace, Microsoft 365)
- BIUITEBEMH (Google Workspace, Microsoft 365)
« BN {E# (Asana, Smartsheet)

7R SR A

« nextToken (EA) -#NT—HBIRNDEFH,

« includeActionExecutionStatus - #EZ EMEHMTREFTENEHZRKRG. BIEFSRBEANMNE
EEITENHR, TRERV{E : NOT_EXECUTED | EXECUTED

AR

- BEIEHETEEHE Bearer Token E—EEA,

(=] FEA8 v

« insightId - E&£RHEMHE— ID,

« insightContent - EEEEARELARZARHNARNAREEHE, 5  ERETERHRE
& (<a>BH ) W HTML AR,

« insightTitle - EA£REREE,

« createdAt - EEA RN,

« actions - REENRARERNEBEBE. BEDH
- actionld- FREAXEERIME— ID,
« actionIconUrl - EREEPHITEHEZEARINETR URL,
- actionTitle - FTE4BFENIEE,
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« actionUrl - &#&FEHEIE AppFabric A& A ORI HREMBATEENE — URL, 5 : &
EZTEE, ISVERARAEEAL URL BERAEEMEME AppFabric fERAE A DL (EH
£2Mm|),

« actionExecutionStatus - EHEMEMRER SR, AEEM{ES | EXECUTED | NOT_EXECUTED

- nextToken (&M ) -HENMT—HEERNSEFRF. E2—EEAMMN , MEEFEE nul , RREE
EZEEHANBR,

MEFHHEN , 52 B Actionablelnsights,

curl -v --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
"/actionableInsights" \
--header "Authorization: Bearer <token>"

WMREMERDY , BIAREER HTTP 200 EFE,

200 OK

"insights": [
{
"insightId": "7tff3412-33b4-479a-8812-30EXAMPLE1111",
"insightContent": "You received an email from James
regarding providing feedback
for upcoming performance reviews.",
"insightTitle": "New feedback request",
"createdAt": 2022-10-08T00:46:31.378493Z,
"actions": [
{
"actionId": "5b4f3412-33b4-479a-8812-3EXAMPLE2222",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
"actionTitle": "Send feedback request email",
"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/
action/action_id_1"
"actionExecutionStatus": "NOT_EXECUTED"

"insightId": "2dff3412-33b4-479a-8812-30bEXAMPLE3333",
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"insightContent":"Steve sent you an email asking for details on project.
Consider replying to the email.",

"insightTitle": "New team launch discussion",

"createdAt": 2022-10-08T00:46:31.378493Z,

"actions": [

{

"actionId": "74251e31-5962-49d2-9ca3-1EXAMPLE1111",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/

eup/123.svg",

"actionTitle": "Reply to team launch email",

"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/
action/action_id_2"

"actionExecutionStatus": "NOT_EXECUTED"

]I

"nextToken": null

%% (ListMeetingInsights)

ListMeetingInsights APl IR ES=EMN AL REBENERARESKMm , fINEFHB4., AR
% BUEAERIKIRNERNTFER. CAEREUTUREEHFER , METSREEAEXZ
B EERESRAR.

B SRR AL
* nextToken (ZEA ) -#NT—HBENDEFH,

EREE
- FEEEEEZEEH Bearer TokenE—E£EA,

(S 456

« insightId - E£RENEE— ID,

 insightContent - ARM#HR , UFERARBETHFHEA. WE K ATBLIRREER,
« insightTitle - E4XMEREE,

 createdAt - EEARMER,
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 calendarEvent - EREREINEZTEREHAEE. TEBEEHYH

- startTime - EHHBEHBEMHE,
« endTime - EHMNFERER,
« eventUrl - ISV EAERX LITEBEEM4M URL,
- resources - 32K HAHME RN FEEEERNR. ERYHE
 appName - ERFTBNERAERNER,
- resourceTitle - EREHE,

« resourceType - EJRMER, WRERM{ES : EMAIL | EVENT | MESSAGE | TASK

« resourcelrl - BARKXHMWEIR URL,
« appIconUrl - ERFIBZEAEINEE URL,

« nextToken (EA) -HENMT—HEIRNI2EFZH. E2—@EEAMNL , WREE nul , XRTEE

EZFEHANER

MBEFHMEF , FZ B Meetinglnsights.

curl --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
"/meetingContexts" \
--header "Authorization: Bearer <token>"

WMREMERT , BIRFER HTTP 201 EFE,

200 OK

"insights": [
{
"insightId": "74251e31-5962-49d2-9ca3-15EXAMPLE444LAL"

"insightContent": "Project demo meeting coming up soon.

accordingly",
"insightTitle": "Demo meeting next week",
"createdAt": 2022-10-08T00:46:31.3784937Z,
"calendarEvent": {
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"

iy

"endTime": {

Prepare

S8R 4. £ AppFabric 2 REBE AR R R MEE

147



AWS AppFabric EEER

"timeInUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"

},
"eventUrl": "http://someapp.com/events/1234",
}
"resources": [
{
"appName": "SOME_EMAIL_APP",
"resourceTitle": "Email for project demo",
"resourceType": "EMAIL",
"resourceUrl": "http://someapp.com/emails/1234",
"appIconUrl":"https://d3gdwnnn63ow7w.cloudfront.net/eup/123.svg"
}
]
},
{

"insightId": "98751e31-5962-49d2-9ca3-15EXAMPLE5555"
"insightContent": "Important code complete task is now due. Consider
updating the status.",
"insightTitle": "Code complete task is due",
"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent":{
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"
I
"endTime": {
"timeInUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"

I
"eventUrl": "http://someapp.com/events/1234",
I
"resources": [
{
"appName": "SOME_TASK_APPLICATION",
"resourceTitle": "Code Complete task is due",
"resourceType": "TASK",
"resourceUrl": "http://someapp.com/task/1234",
"appIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/eup/123.svg"
}
]

]I

"nextToken": null
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}

REHERNBFRESRER

£ AppFabric PutFeedback APl 4 , AE4X A RMEEREZRCtE, BUUEEAERN+HA
HRULIhAE |, LURMIR R4S TE Insightld 2% Actionld E R EIEEFS (1 &l 5, f¥9oME ) 5%,

A SRR

c id- ERRXERERZMHNREBIRT. ERELZ Insightld 2 Actionld,

« feedbackFor - RRXEREISRMNEIRELE, AEERV{E : ACTIONABLE_INSIGHT |
MEETING_INSIGHT | ACTION

- feedbackRating - # 13| WEREHETH 5. FoMBHLT,

(=] FEA v
- RBEEERN,

WEFMER , 52 B PutFeedback,

curl --request POST \
--url "https://productivity.appfabric.<region>.amazonaws.com"\
"/feedback" \
--header "Authorization: Bearer <token>" \
--header "Content-Type: application/json" \
--data '{
"id": "1234-5678-9012",
"feedbackFor": "ACTIONABLE_INSIGHT"
"feedbackRating": 3
3

MEEBERD , AIRESEREESZ HTTP AXH HTTP 201 EFE,
HBE 5. 555K AppFabric BB EHNERER

R, MEEHEARR Ul S A AppFabric BEARARNDA , YHAE—ERENAR. ¥
CHARBIIRE , LRLBEH AppFabric BERBERILMEAEE , LTLUEEARIRR
5| AppFabric #/TEMFEE. AppFabric SERARZRAZ NRBERERER  UHHREER
RANBAS. BREAERAEN  USEANSXEREALRA,

S BB 5. 55K AppFabric BB ZHNEAER 149



AWS AppFabric EEER

B R

B E ¥ B ZE appfabric-appverification@amazon.com YW ERBFEWEARER , URKBEBRERE
Fo

HEENEFBAPIETIFMER

. & AWS tRF ID

- BERINEREXNES
- 28 AppClient ID

- BHBHEER

sk MR, FRETIER , UHBHERMAFEELIEFNZE

- BEERTREENEREMGATHE
- BHNEERBAEH

@ Note

WMRIEH AWS IRF KW AWS SEBHRREE  FEENEFB4PERMM. 288
LB ARBRINRBERERF

BR = R
RESRBREF 2 , BAANE T IHRYE
- BYBEAFERABRE AWS 1RF |, LAER AppFabric IR E£E D

WA BESHE THIE R —E R

. BHEBE £ AWS S1EEBH | =4 AWS Partner Network 28 TAWS ZE, B, NEFME
, S22 AWS SEBHRE S X,

. BHEBIEZTEIBE = F N AppFabric R LEEZE4 10, 000 E T,
- BWEREXESIE £ AWS Marketplace, MFEFMHEH , 552 B AWS Marketplace,

%II

EERIAREEHN
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REECHERRERNR A RMSERBEFHHELE , M AppClient WARESER BF R
pending_verification verified. MRENEARERNEZIER A LEEZEFHBDRIERF.

&1 AppFabric SLR &£ E H AppClients
478 718 The AWS AppFabric AL BTRRIR , AR EFEE,

BT LA AppFabric LIRS 4 E S AppClients , AR E D BRBANZEEFHESRIEMMEE,
HY 18 AppClient BYFE4HE A

{#F AppFabric GetAppClient API i2/E2R41R AppClient FIEEMIE R , BIERE AppClient AREE,
MFFHMER , F2SBGetAppClient,

= EH18 AppClient WFFHER , BEDMLEAHEE "appfabric:GetAppClient" IAM BURFFAI, 40
SHEEN , FSEAFERURIE AppClients BEEHAE .

A SRR

« appClientId - AppClient ID,

(o] FE 458 £

* appName - AppFabric EAZEAOPBENEEEE LEOERAEERNERAEZXER,

« customerManagedKeyIdentifier (#EHA ) - ARMZERZEFZESL®R (AKMS EXE)
# ARN, NRKIEE , BIEEA AWS AppFabric 2 E £,

« description - ERERNEIR,

- redirectUrls - REZBEREAZEENEQE B URl, ZBHZTLIFIE 5 1@ redirectUrls, 40
https://localhost:8080.

- starterUserEmails - AN FERAEE FE bt , BYREE , BERRBERAESNAL,
EAF—EEFEHbut, B0 anyuser@example. com,

« verificationStatus - AppClient BR & AREE,

 pending_verification - AppClient K E& & {57£ AppFabric #1T. &% AppClient 28l , RE
—EFERE (1 PiEEstarterUserEmails) ATLAEA AppClient,

« verified - AppFabric EFXIITERBBRERF , RESTERFE AppClient,

\
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- rejected - AppFabric 23E48 AppClient FEREREF. AppFabric EERBREFEFHRE LK IHT
28l , HibfER&EEEER AppClient,

curl --request GET \

--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \

--header "X-Amz-Security-Token: <security_ token>" \

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

WMREMERD , BIRREER HTTP 200 EFE,

200 OK

"appClient": {
"appName": "Test App",
"arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",
"customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>",
"description": "This is a test app",
"redirectUrls": [
"https://localhost:8080"
1,
"starterUserEmails": [
"anyuser@example.com"
1,
"verificationDetails": {
"verificationStatus": "pending_verification"

5l AppClients

£/ AppFabric ListAppClients APl {EXR#4R AppClients K758, AppFabric 18 & AFF—1E
AppClient AWS tRF, EFIRERERKREE, MEFFHMEF , F2BListAppClients,
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EE3H AppClients , BE D X EBER "appfabric:ListAppClients" IAM BURFF, MEEEM
B , m2E AT FESIE AppClients,

AR
. RELERL.

(S 458

« appClientARN - @& AppClient ID #9 Amazon Resource Name (ARN), f5l#0 , AppClient ID &
alb2c3d4-5678-90ab-cdef-EXAMPLE11111,

- verificationStatus - AppClient BRFEARRE,

 pending_verification - AppClient K9E&FE {7 AppFabric #1T. &7 AppClient 281 , R
—@EERE (£ hiEEstarterUserEmails) A LA#E A AppClient.

« verified - AppFabric ERIIERREFERER , BECTEER AppClient,

« rejected - AppFabric 23E4 AppClient HERFEREF. AppFabric ERFBEFEMRE LK INT
B2 al , EAtbfE & L ER AppCliento

curl --request GET \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_ token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients

WMRBMERDD , BIBRIEER HTTP 200 EFE,

200 OK

"appClientList": [
{
"appClientArn": "arn:aws:appfabric:<region>:111122223333:appclient/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"
}
]
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}

E#1 AppClient

£ A AppFabric UpdateAppClient APl REREFMRE = AppClient B redirectUrls, MMREEES
B MEMSE | 50 AppName, starterUserEmails SiEt S8 | X4 EMIBR AppClient 32 37 #T#Y
B8, WHEFMENR , F2FUpdateAppClient,

= EEH AppClient , BE D AEHEAE "appfabric:UpdateAppClient" IAM BUEREFT, MNEFFM
B , BB AT EFEIEAERH AppClients,

7R SR A

« appClientId ( #E ) - BEFEH redirectUrls B AppClient ID,
« redirectUrls ( %E ) - redirectUrls WEFNEE, B&Z A LHE 5 f# redirectUrls,

(S 488

* appName - AppFabric FAZEAORUEVEEEAR LOEAERETNEARXERE,

« customerManagedKeyIdentifier (&M ) - ARMEZERCEFZESL® (A KMS EX)
# ARN, NRKIEE , BIgEA AWS AppFabric 2 E £,

« description - ERERNEIR,

« redirectUrls - REZKSREAEEHREDE B URl, Hl0 https://localhost:8080,

« starterUserEmails - AFFRMNEAEEFE4Hu , NBWER , EFRFBEARESNAL,
EAF—EEFEHbut, B0 anyuser@example. com,

« verificationStatus - AppClient BRFEAREE,
« pending_verification - AppClient BY5& & {/7E AppFabric #1T. B & AppClient 281 , RE

—EfERAE (1 PiEEstarterUserEmails) ATLAfEA AppClient,

« verified - AppFabric ERIIERBBRERF , RESTERFE AppClient,

« rejected - AppFabric 234 AppClient ERFEREF. AppFabric EERBREFEFEE LK I T
2 al , HAiufERE&EEFER AppClient,

curl --request PATCH \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
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--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111 \
--data '{
"redirectUrls": ["https://localhost:8081"]
3

WMREMERD , BIRREER HTTP 200 EFE,

200 OK

"appClient": {
"appName": "Test App",
"arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",
"customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>",
"description": "This is a test app",
"redirectUrls": [
"https://localhost:8081"
1,
"starterUserEmails": [
"anyuser@example.com"
1,
"verificationDetails": {
"verificationStatus": "pending_verification"

fiB& AppClient

3

£/ AppFabric DeleteAppClient API #EMIBRETBEZMNE AppClients, MFEFMER ,
2:BDeleteAppClients

= ZEMIBR AppClient , BE DA EHEAE IAM "appfabric:DeleteAppClient" BT, MEFM
B , BB AFFIUAMBR AppClients.

AR

« appClientId - AppClient ID,
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(=] FEA8 v

- RBEEERN,

curl --request DELETE \

--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \

--header "X-Amz-Security-Token: <security_token>" \

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

MEBEBERD , AIRBZIEREEZ HTTP £8BH HTTP 204 B FE,
ENMEEERFERENTA

AppClient BEREERAEMENEMTUEEHGENREE, SULUER #H API #E grant_type K
mﬁklkh??ﬁfﬁrefresh token, E grant_type B B |, i§EErefresh_tokenEFEAK MAFH API
B fEMY —F o authorization_code, FEFBHIREA 12 /N, EEMWEHEIE AP, B4EE
£ IAM "appfabrlc.Token" BURFF T, MEHMEN , F2RER R AFFFELAER AppClients

SR
- refresh_token (&4E) - ‘¥ /tokenFBERW BN EFEEFF,

« app_client_id (&%E) - B BIuH AppClient EJR ID AWS IRF,
« grant_type (&XE ) - EH4HER refresh_token,

(o] FE 458 2

- expires_in- FFBHEIZ A, FRBHEEA 12 /D,
« refresh_token - ¥ / EFERKWBIN EFRBEEER,
* token - fe#h / EBEERUBIAVER .

« token_type - fEA Bearer,

« appfabric_user_id - AppFabric fEf#& ID, ER & ¥ A authorization_code®R FHEH
HFEREME,
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curl --location \
"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{
\"refresh_token\": \"<refresh_token>",
\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",
\"grant_type\": \"refresh_token\"
3n

WREMERTD , RIBRISE R HTTP 200 @&,

200 OK

{
"expires_in": 43200,
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "${UserID}"

M EE BT AppFabric B #9 AppClients LIRS £ E 1 AppFabric
H£E N The AWS AppFabric THEEENAEAMRE , AIRESEMEE,

AEIEREA AppFabric WE REERFEH R  URSEE D,
AEBBNERAER

{£F AppFabric RE4ENNWERAERXHRAS  EREKEAERBEDEZT , B2
EREBEERF. MEEARXEBRARRESE K RECRIBEFTARIEEBFACRHEE. BX
RstarterUserEmails#&fEE I AppClient BEAMN EF LTS,
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Application unverified by AWS AppFabric
RandoSoft

Allew AWS AppFabric to send data to an unverified app
RandoSoft ks requesting to access your data, RandoSoft has not been verified by
AWS AppFabric and might not be who they clalm they are.

You should not authorize this app unless you trust the developer of this app.
Allowing wnverified apps might put your data at risk

Continue Exit

CreateAppClient #&Hi%
ServiceQuotaExceededException

MREEE AppClient FFUIEI T SIFIAARD , "RTREEBBEE ATEILM AppClients & AWS 1R
Fo. BR#lA 1, HTTP AREERS : 402

ServiceQuotaExceededException / SERVICE_QUOTA_EXCEEDED

You have exceeded the number of AppClients that can be created per AWS Account. The
limit is 1.

HTTP Status Code: 402

GetAppClient $5553
ResourceNotFoundException

R BRIEENTE AppClient BYFEME AR EI T ZIBISARR | FEREE & B8 A IEFERY AppClient 58 B £F o
L ERER R R T EIEER AppClient,

s

ResourceNotFoundException / APP_CLIENT_NOT_FOUND
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The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.
HTTP Status Code: 404

DeleteAppClient #H&2
ConflictException

MRIEFEMIBR AppClient BRI T HIBISMRR , KRS —ERBRBRETETH. FERETR , RAEB
A —IR. HTTP ARREHS : 409

ConflictException
Another delete request is in progress. Wait until it completes then try again.
HTTP Status Code: 409

ResourceNotFoundException

%:’n'lﬂ

wmn RIETEMIBR AppClient B EI T ZIGI AAAR R |
KT EI$EER AppClient,

EEELCH A RN AppClient BB, LEEERT

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404

UpdateAppClient $E53
ResourceNotFoundException

R IBIEEH AppClient B EI T HIBIAAMR |, BREELE S A EHR AppClient EBIRF. LLEEERRT
KT EI#EER AppClients

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404

Authorize $535
ValidationException

WMREM API 2EBFE AP RIEFERNREGRGE |, EAIBEFREITHIHISMRR

SEBHEAR 159



AWS AppFabric EEER

ValidationException
HTTP Status Code: 400

JRE 1 : RIEE AppClient ID B

ARS8 rhapp_client_id#t4 . MREKEIL AppClient , 5523 AppClient , SiFERZREW
AppClientapp_client_id , REBEHE—IK. BEZ K AppClient ID , FEEA ListAppClient API ##
(=

RHA 2 : E AppFabric B2 ZHIEEF S ELBE

Message: AppFabric couldn't access the customer managed key configured for AppClient.

AppFabric BRIEZENEFZESR TR ARRIREEMEBE., REEENERESTFE ,
AR AppFabric BEEEWEZEEEFT,

FRH 3 : EHENEFHERE URL EX

Message: Redirect url invalid

RRFERPWEREE URL ER. CAAFABERIRNELR AppClient BIE R Hh —EAEHEH
URLs, ZEEMBAFHNERNEM URLs BE , BB GetAppClient API 4k,

Token #5552
TokenException

BT Re e R AL R E U E T BB T

TokenException
HTTP Status Code: 400

RE 1 EEERNEF M4

Message: Invalid Email used

BREFEHANE T4t B3 7 AppClient B5A starterUserEmails B %! H 8 E 7 B4 it it 48
. WREFBUGTHER , FEEAMMNEFEAiu K AEER—R. FERGEANEFEHL
FEfEA GetAppClient API #4E,
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FRE 2 : RIEEFREF , Grant_type B refresh_token,

Message: refresh_token must be non-null for Refresh Token Grant-type

ERPIEENEFRETHA nul REE, SEEEH AP U E RS refresh_tokentEIkey
t

ThrottlingException

RO AP| RYEREIR A FFVECE | BATRRE IR T 5B SRR

ThrottlingException
HTTP Status Code: 429

ListActionableInsights. ListMeetingInsights#l PutFeedbacki&i&2
ValidationException

WMRE] AP 2BARFE APl B EERRRBIGRME , BT e WREI T FIBISAMR R

ValidationException
HTTP Status Code: 400

ThrottlingException

RO AP| RYRREIR R FTVECEE | AR R R T HIBI SRR

(e

ThrottlingException
HTTP Status Code: 429

B#A{EMA AppFabric REREERAENEESD (RE)

£ E D The AWS AppFabric SHEERRTEEREE | AIEESBFIEE,

AEEARAEE enable AWS AppFabric RE4EN (BE ) UREHEBEENMIERERR

) SaaS EABRARKRERAE, BHKREBTIZRREEENERAREN , WIRHE AppFabric 2R EFE
AERXER  YHBERFEFNEARATREE (FIUNEEXEFB4RLHSRE ) . BULLERE
FERARER , Hla0 Asana, Atlassian Jira Suite, Google Workspace, Microsoft 365, Miro, Slack,
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Smartsheet®, TEZ&RE AppFabric FEUEH AR % , AppFabric BEZRIFWERAENPEREEH
BEREARSEENEE  HEEEERRMTE , YRFEZE N IERED,

4 W AppFabric £ H Amazon Bedrock £ Al AppFabric R2EREI AR AIRE
EREMNEE, ERESEENERAERNREZEEHEANAS., AppFabric T A EEE R R
FANEARECRENERARESER, WEFMEEN , 528 Amazon Bedrock FAQs.

&

o SERIRM

- B8 1. B A AppFabric

- FR2. AERAEXETRER

- SR 3, ERLNERAEXUEELRRENEE

- R4 AREEHNERAERTER R HTEEARNEE

- EEY AppFabric WEFE, ARE ITNZ2EEENEES (BE) Y
&%} AppFabric PR FAERBRETHREDE  URSEED

TORIRME
Pt AT, BRELETHIES

« & A AppFabric WEAER . ZEMKMEMA AppFabric REXEEN , BREETIEF —REHERHN
BEBEARE (HEHAEBBAZEEE ) : Asana. Microsoft 365, Google Workspaces} Slack. & A
AppFabric 15 B IS &3 5 BREUR AppFabric MRS EINESRAEAERANERE, BAZ
B EEEARERNURREERR,

- EREARANEAEY BEARXIRNBEISRBEERNEARXELE., BREEREN
BEEAER K SKEERABE (EHEZSBNER ) . XENEAEXZHE Asana, Atlassian
Jira Suite, Google Workspace, Microsoft 365, Miro, Slack®l Smartsheet,

B 1. & A AppFabric

ERBENERE AppFabric, ABEZEEREFNVERAEXFREBENABTIER,

1. SEEAERIXFELURESXEH AppFabric RIEE4ED , BELBEEYENEAENER.
At , BEEAEXHSETRNEAR , SUERE T HW AppFabric REEXENEE, BEEHE
RERFIEREAR , ABA AppFabric , IR REZE A, BEHE FEUA AppFabric By 5@ ER
EXFHerEEM,

TORIRE 162
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3.

[7]
14

Supercharge your productivity with AWS
AppFabric
Sign in to get started

Connect your favorite applications in a few clicks and begin prioritizing your workday
faster using generative artificial intelligence (A1),

AWS AppFabric generates cross-app insights and next best actions based on your data.
You can see insights and execute cross-app actions from within your preferred appis).

FERAHEP—EHREFNEAEREA  Asana, Microsoft 365, Google Workspace=k Slacko. %
TESRERR  RMEZREARBA AppFabric WEEEAEACAHERNEERZEA, fla,
MRETE App1 HiEFE Google Workspace BEAE R , HFIEZEEGoogle WorkspaceTE App2 H
BE URBREAFEENZA—X. NREERATENHERZEA  IEEENREERERE
XHNERF,

@?) AWS AppFabric

Sign in with your corporate ID
SLACK
MICROSOFT
GOOGLE

ASANA

MRERET , FRWALHNEARE , LRI R HERFE A AppFabric,
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3 slack

Signin to Slack

We'll get you back to the app in just a minute.

‘ G Sign in with Google |

l & Sign in with Apple |
OR
‘ }ml.’u"::".'.‘c)rk email.com |
¥ We'll email you a magic code for a password-free
sign in. Or you can sign in manually instead.
P &Terms Conl @ © w

Sign in to AWS AppFabric with Slack

=

Select a Slack account or workspace

Andrew
email.address@acme.com L
4 acmewidgetsglobal slack.com

Your account details will be used to:

Establish a verified connection between an existing AWS

& AppFabric account and Slack.

Q Help you create a new AWS AppFabric account, if you don't
already have cne.

Unlock AWS AppFabric features in Slack, like configurable

natifications, rich link previews, and quick actions.

Cancel Accept and Continue

SR2 AEEARRETRR

B A% , AppFabric BEREIZEH , HBEERE AR AppFabric ZEERA AppFabric AREEE D
WEAESXNBERBEERAESDRNEE, flin , B2E R AppFabric #ERIEK Google Workspace

FR2 AREARIETER 164
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EFBHNTEEREH , WEHBETRE PAsana, BREEESMEBA AppFabric WEBRER TR
BAESR—IR.

lr,-—q_\ Learm more

Display insights in [App Name]?

Once you connect your applications, we need permission to display your insights, artifacts, and recommended
actions within [App Name).

By clicking “Allow”, you are instructing AWS AppFabric to transmit the insights and recommended actions generated by AWS AppFabric, as
well as relevant artifacts and content from the applications you have chosen to connect, to the application that you used to sign in. That
application will display the insights, recommended actions, and relevant artifacts and content. AWS AppFabric will continue to send the
insights, recommended actions, and relevant artifacts and content to that application, until you disable or disconnect AWS AppFabric for
productivity. Learn more about how AWS AppFabric handles your data

SR 3, BRENEARIUEERRMNEE

SREZEES , REEHEB[ Connect BARKNER , SUNERTEE, THEEREHEE
BRANELBEARXARABENENERARR. EASBERT , EABALRHEAES 148
REERALEERERZERNEARR.

HREEREAER K FRELEANTAERARZEXZAEREZE.

HER 3, BEENWERBERUELFRMEE 165
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BRI

Connect applications

Please connect any applications that you use, Connected agps provide the source of infarmation AppFaliic uses to generate Insights and acticns that superchange your productivity,

Application

=
5

@

-

Smartsheet

Slack

Google Warkspace

AZana

Atlassian Jira suite

Mirg

Microsoft 565

Status

) Not connected

2 Not connected

2 Mot connected

) Mot connected

&) Not connected

) Not connected

2 Not connected

Learn miore

Wihen you click “Connect”, you are instructing AWS AppFabric to access your information (e.g. messages, files, calendar invites, colleagues, professional information, and other infermation) from that

application and ingest it Once AWS AppFabric imgests that information, it will use it to create insights and recommendations that will be surfaced 1o you within the application that you've used to sign
in. AWS AppFabric will continue 1o process your Infarmation and create insights in this manner, until you disconnect the Application and AWS AppFabaic. Learn more about how AWS AppFabrie handles
your data,

LEERMEARINZIANBRE , Y AFF AppFabric FFEUER & R LUE £ 57 R 5E K B

HER 3, &

BENEREXUEERRMEE
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Signed I
[ ] @ AWS AppFabric is requesting permistion 1o access the fabric-...
= | | | |
4= slack O3 Acme widgets
Learn mare

Connect applications

Please connect amy applications that you use. Connécted §

Application
[Z] smartsheet
b Slack

Google Workspace

@

ss Asana
Arlassian Jira suite
M miro

BY Microsoft 365

When you dlick "Connect”, you are instructing AWS AppFabric
application and Ingest it. Once AWS AppFabric ngests that int
In. AWS AppFabric will continue 1o process your information a
yaur data

@-

AWS AppFabric is requesting permission to
access the Acme Widgets Slack workspace

What will AWS AppFabric be able to view?

Content and info about you k
Content and info about channels & conversations *
Content and info about your workspaoe *

S .

nd actions that supercharge your produdtivity.

r
IHHHAUA'
GEGE CEGE

+ professional Information, and other information) from that
irfaced to you within the application that you've used 1o sign
WS AppFabric. Learn more about how AWS AppFabric handles

REZEEAERR  ZERAEANMRERZE "RER, BELR "CER, . RE

£RRNBENSEERAEXTRILRES R,

BEREARAR , BEARXKETR

MARBER E LR R,

REVEAREIRES !

2ER.

BEERERARE

REBEHENRERERAES. RAERMESTRERM

E#R - AppFabric EERE , EEEERARALEREXANENELERR.

« RE#R - AppFabric TEFEALERAEATNENELERR, SRR URKELERR.

s RELH, BFENER, - B CEAESTRERERELAY, MREBETHESR  FEHAFEH
Connect IR EFEEEAER,

HER 3, BERENERARXNUELRRMEE 167
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Connect applications Learn more

Please connect any applications that you use. Connected apps provide the sounce of infermation AppFabric uses to generate insights and actions that supercharge your productivity.

Application v Status - Action
Smartsheet (=) Connected
‘I Slack @ Contbcrad Discanne ot

5 Google Workspace &) Connected Disconne ot

o Asana (= Authorization falled. Please reconnect. m
& atlassian Jira suite (2 Mot connected m
m Mo {2 Mot connected m

=. Microsaft 365 5 Mot connectied

When you click "Connect”, you are Instructing AWS AppFabric to access your information (e.g., messages, files, calendar Invites, colleagues, professional information, and other infarmation) from that
application and Ingest it. Once AWS AppFabric ingests that information, it will wse it to create insights and recommendations that will be surfaced to you within the application that you've used to sign in.
AWS AppFabric will continue 1o Process your INformation and create insights in this manner, until you diSconnect the ApplicAtion and AWS AppFabAC. Learn more about how AWS AppFabric handles your

data.

RECTK , BANREEHEARER, JREEELEENSIERBECNEAERXFEIRR.

BULRFESEONER , LEEERNEREN, MRGRETENERZEAEN , AppFabric 1§
HEAZERARANER  SIREFERNUELEFTNER, MREEEEZHEFIEMEREAERX
Alg® 7 RNEBDMRPENERERAEANER.

TRA4 FAREENERAEXFERRREHNTERRAEXEME

BERBENIERE AppFabric & , BEEAFNEENER Y EEREREFNVEAERSTIEE
AEXEE, I= SEEARSTRBUIGE  YETLECRAERARERFARASRIZRARHLE
AppFabric B4 ZE HIheE.

BEAZIUIR
AppFabric for productivity 2t REHHER -

« AI{TRYER : AppFabric 87 #TiEREBAEXNPETLEMH. TEBREMH. EBNAEPNEA ,
YEAEERR , HEEBLIEF. ks, AppFabric TREBELEEZRNEE ( flANEIXE 7
. ESBRNELER ) A LUNERBERENEAEXNPEBRENNTELEE. SlU, &9
RERIER , FHEERETFEH , YEST —EAFERIEEETFNEH,

SR 4. BREENEARNHETRRLATERRAEXEE 168
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- EREMRRAR  WIHERTHE AR RTINS HRMITEM, AppFabric #§0 T EEIEBITHNERE
YELAEREZENNERBE, I/, ceBrEREARANEERR (fIMEFHHF. AR
MER )  ERRERNLERER  MEFETEARA CHURUSKAR,

BrEAEXEE

HRELRR , AppFabric i TR S EL BN EE , fINEEXEFHH. RSBIEIER. E
4 BIERF , AppFabric TREERIBPEREARANABTNATRALEANEERL, 20 , AppFabric
TRERBAIRELEZBNETFBAORIEREHE, ELE-TEBRNBFR K RRE8EEM
AppFabric BEMNERENE , BTN EEHRERLEANAT , RARBUTEBHE. AppFabric TF
EREERAERENEBANERLTHTEE  BAERN Al MERARESTEE (LLM) ATEEETEH
BB,

® Note

BB EEHmENTESE AppFabric LLM &, AppFabric AREH LLM SN E#EMSHmE,
yu$n¥%ﬂiﬁnﬂ nﬁ E2 BﬁAWS E%ﬂ:‘ﬂ’] Al JBI%

B E T B4 (Google Workspace, Microsoft 365)

AppFabric IR R REFVERAEIAGENELAETEN, RAXEERETHHHEMN , SFFH
., WA, BIFER, EFBHEETNEFHHRXHALE. AppFabric JREEEEERMNPEE
AR, UGB ERESREBNEE, RETEFHBHR  FEEEEUNELAEFBH,

BEETBHRBREET MM

- ELFEEF-ERHFAETFEH (KRFA. BIXANBHEDR ) , EAARBRNEF B4,
EBITNRASMAL
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AWS AppFabric Action

& Send Email

rose@acme com,brad@acme.com

BCC

ruth@acme.com

Subject line
Follow up on the pricing program

Message

Flease follow up on the pricing program offline and let me know if you have any

BEETEHMHR K LFEIE %EB#FE{SJL_E’JEEMO A, EEREENERAEXFEIREAE T
HEER, SAUERALERFRESEZRARN K YRIBEFB4EEE

AWS AppFabric Action

& Send Email

[ @ Email sent ]

POEMIE@aCTE.com

cc
rose@acme.com,brad@acme.com

BcC

ruth@acme.com

Subject line

Follow wp on the pricing program

Message
Please follow up on the pricing program offline and Let me know if you have any questions.

B ITEEZEMH (Google Workspace, Microsoft 365)

AppFabric ATRERRHEFNEREARNRENZLTEESHN . RAXEENTEESHRNL , 2FE
HEE, VB, Ra/EREBNBEY, XBEFENSEHFMEER. AppFabric ATRESEELM
EERR , LB EMETKERNEE, RETEESHTAR  FREBMLURIENF,

BATEERSHEET MM
- BE. BRR. HRAEDRMA.
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EEEmE

FRIREEN B HTEREREREEN B H,
BEMMLRERN , BMREH , AFEERNEFEFibit.

AWS AppFabric Action

5 Create Calendar Event

Title

Review Pricing Program revisions with Alex

Location - aptional

Starts

09:00 M v 2023/11/27 C‘_J}
Ends

10:00 M v 2023/11/27 C‘_J}
Inwite - optional

com,

Description

Hey friends,

Let's review the pricing program with Ales,

Thanis,

ccccc ..

BETEERSEHER , CEBIEHCEMAVHES, 1A,

R &

PN =

EiEENEBARXPEIRAEHNE

fd. BUERALERRESEZRAREN , YHRASHEEUL.

AWS AppFabric Action
& Create Calendar Event

[ &) Event created ]

Title
Review Pricing Program revisions with Alex

When
November 27, 2023 09:00 AM - 10:00 AM (America/Los_Angeles)

Invite

Com, Com
Deseription
Huy friends, Lat's review the pricing program with Alex. Thanks,Ruth Sent from my iPhane

Google Calendar 5

el

BT (Asana)

AppFabric AIZE & AsanaERIFVERAERY , £ PRENELEE. RMXBEERETERLY , FlwE
BE\. EXEEE. JPANERE R, AppFabric TEEEHELEHMUTELEARR , UHBEHEER
MEBRNEE. METHETRE  FEERIUBIYEE. TEREEANAsanalEE, ERXRIEH

REEST | 0 LLM FREESS,
By AsanaFEEE T 5

SR A RRECHERABRATER AR YN TERAREXEE
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EEEmE

« BENHRB

- MREBH , FERELSARBRNEFEFibit.

AWS AppFabric Action

<o Create Task

uuuuuuuuuu

BYEKE A LS2EINEHCHE PEYMNEF Asana, A BEEIE P R\EEHNEZAsana.
BUERLEFREEESEAEN , SUHFEEHCEY , IEBEBENAsanaTFE, ERER

1%%0

AWS AppFabric Action
s Create Task

[@ aaaaaaaa ed ]

Title
Meet with Finance about Acme pricing

Assignue

John Doe

Due Date

2023-11-27

Deseription

Wa need to meet with Finance to finalize Acme pricing which ks eritical for launching cur
.....

B EFH (Smartsheet)

AppFabric Al REERIFHVEBAREN PSmartsheet , £ PIREMBI R, ROAZEERETHEEN
BT LR, TKEESE. Y BRI R, AppFabric ATREEEELERMUTELERNS , UHBIE
MEERNEBNEE, FETKETRE  BREEIUBRNEK, A SmartsheetfF#5 , AppFabric #%
BYHHFAESmartsheet TR |, WIEAFAEILNERE, ERA T IHBILUERILE A AppFabric

EENBEEREE—NE,
B SmartsheetEEEE T FIHIL

- REMBERBA

SR A RRECHERABRATER AR YN TERAREXEE
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- MREHR  WERESCARBRNEFEFibit.

AWS AppFabric Action

[Z] Create Task

Title

Meet with Finance about Acme pricing

Assignees - optianal

alex@acme.com

Due Date - optional

2023/11/27 C‘_a-‘j
Description

We need to meet with Finance to finalize Acme pricing which is critical for launching
OUF service.

BYABE  CEEIMEKEE PEINEE Smartsheet, b5 , BEEINE PRETEBHNER
Smartsheet, RO LAFERALEFREEEZTEARER , LERI M Smartsheet THEXRF BT, FI
BARRHISmartsheet T A KEA B TEXR P, MR THERCMER , AppFabric AR I FHH TIEX,

AWS AppFabric Action
[ create Task

e
| & Task created

Title
Meet with Finance about Acme pricing

Assignees

alex@acme.com

Due Date

2023-11-27

Diescription

W need to maeet with Finance to finalize Acme pricing which ks critical for Launching cur
service,

rartshest [4

Close
R

BB AppFabric WEE , MRS IT NLZ2BEBENEED (TEE ) hEE
HE HH The AWS AppFabric 18 BTAEBMN , JeEEBAEE,

AppFabric for productivity & A Q&5 AT 2 82 AppFabric B&# SaaS EARAFEERAE LR
FE, LUIVBEESD (HE ) ek, MREELREETEABAELERRN Al THEEWZEUEN IT B8
8  FEBUTEHE
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- REFSRERME (1dP) BA : BALIEBS S REFHHT AT, LG EREHER Al 8
ORI

- FRBEERARRAMN OAuth : £/ OAuth REET RS, LBERFHIEERERRE OAuth &5
RENEARNERELANITERE,

$r¥ AppFabric FHIRRFEAERRETHEDZE , UIBREEED
4 E I The AWS AppFabric 1B ERTEEMEE | WEEREMEE,

AEAFREA AppFabric £ EHWWE REERMERBEE
AEpENEAEN

£/ AppFabric RS+ EINEARXERNSKERAERBEIEZH , KERERIBRERF. RE
FEEHEA AppFabric BHEE] "RERF . EiE , EXRTEAEXEAREIB AppFabric BBERERF , U
wEAEXHBAEN S NEARXEMEFANERY, FMEEAEXHBEBARRE K REERFE
EFTAREITEEEAERE.

ERAARERIENEAREF M. NRETHERAEARBAS , EUTUAFIEARNEI CRE
RRER B

Application unverified by AWS AppFabric
[App Name]

A Allow AWS AppFabric to send data to an unverified app
[App Hame] is requesting to access your data. [App Name] has not been verified by AWS AppFabric and might not be who

BAERR, FEA R, AAEHEE S (InternalServerException)

E AppFabric EAEAOMRERARAMER, FIARRREIMMBEES HERARENNPENERERE
A, BARERIILLALE. FHEBHA,

SREHERR 174
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[ & Something went wrong. Please try It again or check with your Admin, ]

Connect applications

Please connect any applications that you use. Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

Application v Status - Action

[ smartsheet @ Connected
4% slaek (@) Connected
5 Google Workspace @ Connected
o Asana 2 Not connected Connect [
£ Atlassian Jira suite ) ot connected Connect [
W o E) Hot connected Connect [
B® Microsoft 365 E) Not connected Connect [

‘When you click “Connect™, you are Instructing AWS AppFabric to access your infermation (e.9. messages, files, calendar Invites, colleagues, professional information, and other Infermation) from that
application and Ingest It. Once AWS AppFabric Ingests that information, it will use it to create Insights and recommendations that will be surfaced to you within the application that you've used to sign in.
AWS AppFabric will continue to process your information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about how AWS AppFabric handles your

data.

MRBERFAE , HFEREDNEL. FHEERES (ThrottlingException)

E AppFabric EAEAORERARTEHENREZIHEARARPEERRAREXE , BRaR
FHAR. FREEH.
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EEEmE

[ (& The request was dended due to request throttling. Please try it again in some time.

G

L
L

data.

Connect applications

Application

Smartsheet

Slack

Goagle Workspace

ALAND

Atlassian Jira suite

Mirg

Microsoft 365

Status

@ Connected

{2 Connected

& Connected

{2) Not connected

{5) Not connected

© Mot connected

{2 Hot connected

Please connect any applications that you use, Connected apps provide the source of iInformation AppFabiric uses to generate insights and actions that supercharge your productivity.

Action

Disconnect

1000000

When you click “"Connect”, you are instructing AWS AppFabric to acoess your Information (e.g., messages, files, calendar Invites, colleagues, professional Information, and other Infarmation) from that
application and Ingest it. nce AWS AppFabric ingests that information, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign In.
AW'S AppFabric will continue to process your Information and create insights in this manner, until you disconnect the application and AWS AppFabeic. Learn mare about how AWS AppFabric handles your

IR REE R AppFabric.

BB A AppFabric (AccessDeniedException)

& AppFabric A& A OMRERAFEEENFARIMEES EEARENNPENEZERARERRE

B e B R ., BIXRE A AppFabric.

SRR
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[ (& You are not authorized to use AppFabric. Please check with your IT Admin, ]

Connect applications

Please connect any applications that you use, Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

Application = Status - Action

[Z] smartsheet 2 Connected

A% St ornecte sconne

AY Stack C d oi ct

& Goagle Workipace @ Connected

o Asama ) Not connected m

€ Atlassian dira suite (=) Not connected Connect [7
ro ot connect

o & Not ed Connect [

=' Microsoft 565 O Not connected Connect [

When you click “Connedt”, you ane Instructing AWS AppFabric to access your Information (e.g., messages, files, calendar Invites, colleagues, professional informatien, and other Information) from that
applicathon and Ingest it. Gnoe AWS AppFabric ingests that informatioen, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign in
AWS AppFabric will continue to process your Information and create insights in this manner, until you disconnect the application and AWS AppFabiric. Learn mare abaut how AWS AppFabric handles your

data.

4 7 APIs#Y AppFabric ( BE )
£ HH The AWS AppFabric DAEERARMEE | TaBEFEE,

AERM API 24E. ERIER M the AWS AppFabric £ E HIhEEM & R R,

® Note
WMEFEFTA H M AppFabric APIsiE2B AWS AppFabric API 2%,

FE

- RS 4EE I AppFabric API BifE ( EE )

- RS 4EE I AppFabric API ERIIER (FBE)
» AppFabric WE R API SafR MRS 4 E D (HE)

Y E I APIsHY AppFabric 177


https://docs.aws.amazon.com/appfabric/latest/api/

AWS AppFabric

EEEmE

RS EE DK AppFabric APl EiE ( TEE )
4+ ENH The AWS AppFabric HEERERRTEEAEE , TEEEEFEE,

AppFabric XET5IBELEREE HIEE,

WEEFRAE HAth AppFabric API Ei4E , 5528 AWS AppFabric API ik,

» CreateAppClient

* DeleteAppClient

» GetAppClient
» ListActionablelnsights

» ListAppClients

» ListMeetinglnsights
» PutFeedback

- B

» UpdateAppClient

e

4 E N The AWS AppFabric HREERRTEEAEE |, WEESEFIEE,

1 AppClients

ARAX
AAREZHRA JSON BN TIEHR.

Bk
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https://docs.aws.amazon.com/appfabric/latest/api/API_Operations.html

AWS AppFabric

EEEmE

28

app_client_id

redirect_uri

state

CreateAppClient

R

EZ R AppClient ID,
RERERIERERAEENEQE B URI,
R SRt #5555 R B 0 I 2 R AR ARG Y I — (L

4 E N The AWS AppFabric HEEERRTEEAEE |, WEESEFIEE,

37 AppClient,

i

F

=]111}

[o]
at
dl
it

FARAX

il 3
F
et

A REZERA JSON AR THER,

clientToken

N

FERAEXNEE,

WA FH

RERS  RETRB 1, REERA 255,
MR 2

EESRENE—, B2 X NBHEBRN , MBAFRNES
., EAREREHERBR  MAGRINBRIATHEENR
F. BHERNESER RENREFY  uFERZEAMEHMES
BEEMEENE, RMEREER UUID BENE,

B

179


https://wikipedia.org/wiki/Universally_unique_identifier
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B R
MRERBHENE , B FAE AWS EEXRBRE,

MREFEAHEBN EREECLientToken |, BEFEATENS
2 BAEFRSAMYE RIdempotentParameterMismatch
8RR,

B|A . R

B : [a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]1{4}-
[a-f0-9]{4}-[a-f0-9]{12}

PNE B

customerManagedKeyldentifie H BFZE£#® ELEM ARN AWS Key Management Service,
r SWARMEES,

MRREESR , AIEAWS XRESR £/ . EERGERZE
BRIEROVBREH RS,

WMEAWS HEEN IR IEFZETRNFHEEN , 728 (
AWS Key Management Service BIZ A B1EF) R EF S H
AWS £i8.

B/ PR
RERH : RETREA 1. RELRA 1011,

3 :arn: . +$ | [a-f0-9]1{8}-[a-f0-9]1{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

BVE B
description FEREZXNRA,

A . FEH

MR Z
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
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28 iR
iconUrl AppClient Bl REEZEFHR URL.,
¥R . FH
MBE B
redirectUrls BEAESKEREENEDE B URl, BHZSALEIE 5 @

redirectUrls, f5l#0 https://localhost:8080
BH . FRE5

SRS : HEMTRA 1, HEHLERAS,
RERS : RETRA 1. RELERA 2048,

B (http|https):\/\/[-a-zA-Z0-9_: .\/1+
U

starterUserEmails AFEIRUZERE RN ERENAMRE FE 4t | B
AppClient B A 1k,

¥H  FHED
ESIKE : BIEEREBEA 1.
RERS : RETRA 0, REERS 320,

B [a-zA-Z0-9. 1#$%&’ *+/=?~_"{|}~-]1+e[a-
zZA-Z0-9-1+(?:\.[a-zA-Z0-9-]+)*

VE B
tags EERGERCEBIEBRNVEEHME,

]A . EBWHED
fEHIRKE : HEBTRA 0, HEHLERA 50,
ME

7|
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EfETE
WMREERD , AIfRKEER HTTP 201 EFE,
R EE T %) JSON AW EHR,
2¥ iR
appClientSummary ‘@8 AppClient HEE,
A - AppClientSummary ¥4
DeleteAppClient
H£EHH The AWS AppFabric ZHEERRAEAMRE , AIRESEMEE,
fiIBRIEA R A F %,
*RE
SRR
EETE
A RAIX
FESRIZEZEA JSON XM T HIEHR.
B iR
appClientldentifier ERREERZ AppClient # Amazon Resource Name (ARN) %

Universal Unique ldentifier (UUID),

RERS : RETRB 1, REERA 1011,

B : arn:.+$|*[a-f0-9]1{8}-[a-f0-9]{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

ME 2

B
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EEEmE

O fETTE
MEBEERD , AIRBEXEESZE HTTP =B/ HTTP 204 EIFE,

GetAppClient

4 N The AWS AppFabric HREERRTEEARKE |, 7]

mp
(aYay
g

B2 E,

&[5 AppClient K1HEEE

il
§_{I_III

x

AAREZ A JSON BN TIER.

S iR

appClientldentifier EAMEER2Z AppClient 8 Amazon Resource Name (ARN) 2%

Universal Unique Identifier (UUID),

RERH : RETRB 1. REERA 1011,

#3 : arn: . +$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

VE .2

o fETE
WMREMERTI , BIRFSER HTTP 200 EFE,

RIS EER T 5] JSON XN ERL

B
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2% iR
appClient ‘@& AppClient HHEE N

R : AppClient #14

ListActionablelnsights

4+ ENH The AWS AppFabric HEERERTEEAEE , TEEEFIEE,
JIHREEMTTETHHAR., EEMEMER,
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BEEANSI® , Xi§ AppFabric ERENEASRNERAE., LA LERFIYEERNFIER,
EHNEREFMBNFTNT
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"Id": "key-consolepolicy-3",

"Version": "2012-10-17",

"Statement": [

{

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key_ID"

"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [

"kms:Describe*",

"kms:Get*",

"kms:List*",

"kms :RevokeGrant"

1,

"Resource": "*"

"Sid": "Allow access to principals authorized to use AWS AppFabric",
"Effect": "Allow",
"Principal": {"AWS": "IAM-role/user-creating-appfabric-resources"},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:ListAliases"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "appfabric.us-east-1.amazonaws.com",
"kms:CallerAccount": "111122223333"
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}

AppFabric #{a1E REAEF AWS KMS

AppFabric EERFTEFEALNEFRFZE SR, NEFHMEEN , F28 (AWSKMS A AERE
) FE P%F AWS KMS,

ERENERAEXEHN , AppFabric & BEXCreateGrant®BERE RRKREBEILEZF AWS
KMS, HHI&ERE AWS KMS ARE T AppFabric ZERE FIRFHH AWS KMS €8, AppFabric ER
BT BEFZESRAR T I AIBRE

« #GenerateDataKeyfEREXEE AWSKMS , LUELHEFSESRINZNER SIS,

- #DecryptIEREEE AWS KMS UEFRMENER S8  WECTHTARMBLNER , LEE
bR R IS,

« EIAEncryptF®ERE AWS KMS |, &+ EARXFRFR.

LT RETHEH,

{
"KeyId": "arn:aws:kms:us-east-1:111122223333:key/ff000af-00eb-00ce-0e00-
€aP0ofb@fba@SAMPLE",
"GrantId": "Qab0ac@dob000f00ea®dccPaed@dfcd@bce@d0cO00TO000000cObcPa®d@daaatfSAMPLE",
"Name": "ff000af-00eb-00ce-0e00-ea@00fb@fba@SAMPLE",
"CreationDate": "2022-10-11T20:35:39+00:00",
"GranteePrincipal": "appfabric.us-east-1.amazonaws.com",
"RetiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"IssuingAccount": "arn:aws:iam::111122223333:root",
"Operations": [
"Decrypt",
"Encrypt",
"GenerateDataKey"
1,
"Constraints": {
"EncryptionContextSubset": {
"appBundleArn": "arn:aws:fabric:us-east-1:111122223333:appbundle/
ff000af-00eb-00ce-0e00-ea000fb@fba@SAMPLE"
}
}
b
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AR 2 AppFabric CreateGrant AR EF ZE R IFATECHI CloudTrail S5,

"eventVersion": "1.08",
"userIdentity": {

"type": "AssumedRole",

"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
"accountId": "111122223333",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {

"sessionIssuer": {
Iltypell: IlRolell’
"principalId": "AROAIGDTESTANDEXAMPLE",

"arn": "arn:aws:iam::111122223333:role/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"

.

"webIdFederationData": {3},

"attributes": {

"creationDate": "2023-04-28T14:01:337",
"mfaAuthenticated": "false"

}I

"eventTime": "2023-04-28T14:05:487",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",

"awsRegion": "us-east-1",

"sourceIPAddress": "appfabric.amazonaws.com",
"userAgent": "appfabric.amazonaws.com",
"requestParameters": {

"granteePrincipal": "appfabric.us-east-1.amazonaws.com",
"constraints": {

"encryptionContextSubset": {

BLi% AppFabric I in# <48
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"appBundleArn": "arn:aws:appfabric:us-east-1:111122223333:appbundle/
ff000af-00eb-00ce-0e00-ea000fbOfba@SAMPLE"

}
I
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLEID",
"retiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"operations": [

"Encrypt",

"Decrypt",

"GenerateDataKey"

iy

"responseElements": {
"grantId": "ffo00af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/KEY_ID"

1,
"additionalEventData": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@daaatfSAMPLE"
1,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{

"accountId": "AWS Internal",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/key_ID"
}

1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-east-1.amazonaws.com"
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HERE R =

v/

BRIk REI#

LGS &
ABAC (B3 i A2 1) =
B 5 B &
e il g2
BEAE =
BEEEAE =

EE4SH 7 AppFabric M HE b fNAIEE X Z 8 IAM TheE AWS IRIE #EFER |, 320 (AM EREE
) FRYEE IAM AWS EEERE RS

AppFabric B & % BB K
SESHBEBK . 2

BoBBERR ALK ME S (Fla0 IAM ERE,. EREHERAR) K JSON FFAIBERXHF, ELEK
RAEH S EMERG TREBEERATHERDF, NFTHUMELSDEBER , F2H (IAM
EREER) FHEBEFEEBRERHE] IAM 517,

£/ IAM 2 BEBER | B IEEARIEBNBENER , UREMERG T RAFSREEEE. &
BEESOEBRPEETIER K RASESEMAZEENERAENAR. NETHREE JSON BERHE
RBFrEtE , F2ER (AM EREEE) T8 IAM JSON BETES £,

AppFabric B & 7 8 B 5K £ 51

= ER1R AppFabric 59 B BRI EH| , 55280 AWS AppFabric ) 5 2 B BUR & fl,
AppFabric PR EREBER
TEREREBEK &
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AWS AppFabric EEER

ERAEPBER 2 INEERN JSON BERXH, BEREBRNSE RSEHIR IAM BEEEBERA
Amazon S3 REFATRER, EXEEREBRNEETS  REEESTUEAEMARZEHHESEER
MFEER. BRMIIBERNER , BREEREEN TR TUHRRERATHEEARE[AERET
BITHEE, BLAEEREBRITEEETE. ZXATUIEIRE, £AE. A, WSS ERE
= AWS BR7.

MERRABIRFFIE , SrlEEEEMRFANFIAIREDR IAM B2 , HABEREBRN TR,
MEBRFEIREEREEE , AREBYGERAEN —¥, EZERANERURTENER AWS ik
F ., EERFHH IAM EEEULARTERIAER (EAEHAR ) FRERNFT. HEBKS
SERRKEZIERRREFT, T8 , MIREREBREAMERFINERBRTER , ENRTH
BENANBEIEBR, MEFHEER  F28 (AM E£AEERE) 8 1AM FHRIERF EIRFEG

AppFabric B BUR B4k

XERRBE: B

EEEWLUER AWS JSON BRRIEEH T UAFRAR, WHER , MEERECERA T TUHA
EERH1THRLEBIE,

JSON BURHY Action TERHERETWUARAFFRIEBBRPERMNEIF, BEREFEY EREEER
Bt AWS APl IREHERIN BB, B —LBI5GRR | PIAURBHARFE AP RENERFTIBME, i L
EEFERXRTNSEEFE, ELBANDEBRBKREE.

BREEABERR THITHBEB BT,

EEEF AppFabric BIMMEBE | E2RRKERESEHRI AWS AppFabric EER EE,

AppFabric PR BERBFEEBFEZBIERATFE :

appfabric

EREE-RAXPEESEEE ,

e
H
]
=
S
&

"Action": [
"appfabric:actionl",
"appfabric:action2"

]
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AWS AppFabric EEER

U LERERFER () BEZESE, fl, MEEERER List XFEHNMESE  FEEUTH
£ -

"Action": "appfabric:List*"

= EMR AppFabric &0 B BUERIVEHI , 552E0 AWS AppFabric B9 & 7 B BUER €64,

AppFabric R E R
XEBRER : 2

ERE A LMER AWS JSON BURRIEEHAIUENAR, tWH2HR , BHMEERE A BT o At
EEREIT LB F,

Resource JSON BERTEZWEEEEABENYH. BRARXX4EEE Resource = NotResource
TE, REEEEFEAE Amazon Resource Name (ARN) RIEEER, B tH X EREERER
HEME (BAERBRFET) REEM.

HRAIXERERBERFFAINEE (P05 HRE) , FEABRFER () RRTEEAXERARAEER.

"Resource": "*"

EEEF AppFabric EREE K H ARNs HEE , 2R RERESEFH AWS AppFabric EEHNE
RER, BETRETLEABLEEEEESMEERN ARN , 5588 AWS AppFabric FEZHIE1E.

& ER1R AppFabric B0 B BRI EIfI |, 5528 AWS AppFabric B9 & 7 B R & 4,

AppFabric By BUER R 35| 8
XERBEFENBRGRERSIR . &

EEE A LAER AWS JSON BERRIEEH AIUERMAR, WHER , BHMEEBRE A BERA T oSt
FEER#T UL B

Condition jt# (8 Condition [E#R) AIEGIEEERAN E RN R, Condition TERERAE
B, BUUBRNFERAREEE FNREEER (FINERTIR) , REYWBEPWERENERPHE,
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AWS AppFabric EEER

BEERRKXFIEESZME Condition THE , EEE — Condition TEPEESERGIE , AWS
SEREE AND BRIFFTMAMt. WRERE—IRUHRCIBEEZEE , SERABBORRE AWS 514
Rtt. LEANEMARGE , TEREBRBXVFT T,

BHUUERRERGEERAESVESE, fln , BuREFHAEERE IAM FHERBIERE
BERERNHFITRTEZ IAMEAE, MEEZENR , BF2E IAM ERAEERTN IAM BELE . &
BANER,

AWS X E2EFASRANBBBENRG SR, BEEEME AWS 2ERGRSIR |, F26H (AM
ERERRE) FHAWS 2EFEEREREIE,

EEZEF AppFabric (R4 REIBINEE | F2ERKRESZEDHEAR AWS AppFabric &3 5
B, BETHRETUAERKRGRSIBNEENEIR , F28 AWS AppFabric EEME1E,

= ZR1R AppFabric 59 BRI EH , 5528 AWS AppFabric B 5 2 B BUR &,

AppFabric ACLs
YEACL: &

FEUZFIEE (ACL) ATEFIBL X RFKE, FRAERNAG) HAFIEERERNFFT. ACL EHR
BEREBER , BEMAEA JSON BERXAHER,

ABAC #&Ht AppFabric
%18 ABAC (BIERHIVER) : 2

B R FHUES] (ABAC) R—EREXRE , IRIBEEBMRERF A, £ 7 AWS , ELBUHBARR,
BA R RREED IAMERE (£REHALR ) N2 AWS Ef, KAEBNERMN LFEEKE ABAC
M-, EBRERFT ABAC BUR , AR EEBNEREHERFINERERMEFRRAE,

ABAC AR RMENRIZTHEREE , WRRERKREELESRERFREHATG,

MERBERIZEFIER , B5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys fRZR5|8 , THRNWEETEF , REEBEA.

MRBHEXESEEREEN B =ERG SR ABEZBBEMS , EA Yes, IRBHEIBERLE
REEN =@ k4 iR , RIEA Partial.

M ABAC WRHART , HHH (AM AR FHEA ABAC BREEHT. NEEHEHER
7 ABAC SBNHBRE , H58 1AM (A IR 0 AL FIU2H (ABAC).
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AWS AppFabric EEER

B AppFabric R REEAER

TEBREEAEBR B

ELRFEARREAEREAR , B AWS R ®LEE, WEFHEER , SEWL AWS R FH
BREFEAER , 528 (AWS R IAM £HAEER) PHER IAM B

mRE AWS Management Console E A EB BN BHBUANE AL EZEA |, AISEARBEEA
Exl, filtn | EEAWS FALTIMNE—Z A (SSO) EEFH B ZEFEADEYKREBEAER,
BERUFEREESEATES , RETRACLK  t2EHEIRRER. NEVRACGHNFMENR ,
w2l (AM EREER) PHRERETRE IAM A6 (F2E).

A LAEA AWS CLI 5 AWS APl FEIEVBEREAER., AR, B LlEREEEREAERRE
B AWS, AWS BEZEBREELRREAER K MARFERARPELREE, WEFMAEN , 26
IAM R E R 2B,

AppFabric BB RIE B3 ]
YTEESFEFEIRI/ERE (FAS) : 2

BEERER IAM EFRAERAGE PHTEER AWS , EEBIRBETA, FAELREE  BAes
BITEESEE  EMEFTRREPRE S —@EEE. FAS ERAMWM WEFEAFT AWS R , &4
AWS BR#% SERE TEBREREFER. REERBRIZEZEHEM AWS R = EREB S EETHR
ERE, TERE FASHEXR, EUBERT , ELEEEHTEMESENT T, WERH FAS R
WBRFHES , FEEER T ITERE,

AppFabric iR A&

xEREAR &

REAERRBEETN AM S€  AIREHTEE, IAM EEE LKL IAM RE, 18R FN M BRIREE
A, MEFHMAEN , F2E (AM FHEREE) FNETACUEREFIELS AWS RS,

/A Warning

2 F R AT A sEE B AppFabric 2188, KRBT AppFabric IR 4E5|8K , = sefmeE R
BHE,

AppFabric B iRIGEE AR
TERKEEAR 2
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AWS AppFabric EEER

BBELACRERE H—ERBEAS AWS BB, BETARERRCHTHENAS, BEHER
AEEHRESH B AWS BF , LHRRBHEA. AM EERTURE , BT EAREHELASH
T,

MEE T REE AppFabric RIERABNMET , 2 £/ AppFabric BRKER A,
AWS AppFabric 89 & 2 B BUER € 451

RIBFER , FRAENARKEENRIEH AppFabric ERMEFT, M thEEFEH AWS Management
Console, AWS Command Line Interface (AWS CLI) 2 AWS AP| R#1TEH. EERFHERAEHE
FFEERMTEENT , IAMBEESTLEY IAM BER, A%, EEETLE IAM BERHBEA
B, FAEERRTELAE,

WE T MR E B L E | JSSON BUERX M2 IAM S5 RBR |, 20 (AM EAEER) PHE
M IAM BUR (E#8).

WZE AppFabric EENEENEREEWFHMEN K SESESRERMN ARNs #X , BZERKER
B2 EhIE AR AWS AppFabric BB, ERMELEZESI#,

AEN
- BREEEHR
« {8 AppFabric 2 &
- BAREZE IAM BUERE IR AppFabric
- RAFREREXESR
- REYEAENEHNFR
« BRI BRI 45 LE HEER
« BRAREE DK AppFabric IAM B il
s RFFIMERTFIEE DI
- RHTEFREEDIEE
AEFE I AppClients B 1ZEUE
o REF1FEUAES AppClients B EE#HE A
- AFFFESIE AppClients
o AFFFEUAER AppClients

o AFFFEUAMIBR AppClients

- AFFIRUREEARER
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AWS AppFabric EEER

« Hfth IAM BR8]
- RFERAERBMFIE KA

BRREER

BOoEBREHEERFHINEBASREAIUNEY, FEEMER AppFabric iR, ELEERES
REN AWS IRFELEBR, ERBRNSRES 2 BHBKRE |, BERE T EARERSHE !

- FBER AWS SEBRRAE BRI RKEERTT - EERBRFIRTENCERAENTERR , FEH
B R TS EREARGIN AWS REBK., ©MTELN REMA AWS IRF, RAIEZRLEESR
BREREARI AWS WEFZERX , ME-FRDH . WFEZEA , F2H IAM EAERE
PRI AWS ZEBRKSEBBAENAWS ZEBXK.

- EAREERFT - 5RE IAM BERNFAR  FERTHTERMENFT. KERLEN , &
UESERERG T TUEREERRINEE K SELBARKKEBRITT. WEEA IAM ERFFT
MEZHEER , F2H IAM EREERETH IAM PEBERAMFF,

- EF IAM BUR AR 41— SREEIE - LS HREFIEEBER , URFHIBENERNER.
Bl | BAILUREBERRY , EEXEMER SSL BEFAER R, MREBIE Sl FHRKEE1E
AWS RF |, &t o] LAGE B R4 2R 1% F E 12 EU AWS CloudFormation., INEFFMHER |, 5H26 1AM
FRAERETMN IAM JSON BETE : K4,

« £/ IAM Access Analyzer 5% IAM BUR , BARFT A] £ £ B A/ iEF&4E - IAM Access Analyzer B
BHBEMBEEER |, BRELBERER IAM BURFES (JSON) Ml IAM FRIEEH, IAM Access
Analyzer 12fit 100 ZIEBERERVEATHNER , THBERETLBEEANBXR, NFEFEE
#, F2E (AM FREER) FHEA IAM Access Analyzer B BUE,

- FESEERRT (MFA) - NMRZHRPIFE IAM EHES FHNREAE AWS tRFE |, BB
MFA LIRS R£M, MEEMNW AP RERER MFA |, 1§ MFA (REFTIEZEER, W
EFHMEN , B2 (AM EHAEERE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.htm|# #9iEiB MFA IZ 2 API FHL

WE IAM FREERVEBEENR  F20 IAM FRAEEEDN IAM 22 5EEK,

{5/ AppFabric £ &

# AWSAppFabricReadOnlyAccess AWS ZEBFEEZLZN IAM 5 , BEFEF IR T
AppFabric f&#% , B1& ) AppFabric £##& AWS Management Console. & , &AL
AWSAppFabricFullAccess AWS ZEBERERZELN IAM 57 , BTENEBEFART
AppFabric JR¥. MEFMEN , FSBAWS for AWS AppFabric B ZE B,

5o B BRI 223


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS AppFabric

EEEmE

BRARZS IAM BEREHIH AppFabric

T3 BUR €8 4518 A X AppFabric &£ Zh8E,
RIAFENERARAEN
THBEREHER T AppFabric BRI+ AR EHVFEHE.

{
"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:StartUserAccessTasks",
"appfabric:BatchGetUserAccessTasks"

1))

"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]

}
1,
"Version": "2012-10-17"
}

REIEEARXNEFNFR
T 5 B K €8 451 BR #% AppFabric B+ E AR B4 FE,

{
"Statement": [
{

"Action": ["appfabric:*"],

"Effect": "Allow",

"Resource": "*"

},
{

"Effect": "Deny",

"Action": [
"appfabric:StartUserAccessTasks",
"appfabric:BatchGetUserAccessTasks"

1,

"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]

}

1,
"Version": "2012-10-17"
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}

R 751 i B 04 L #RER
T3 BR 5= BRI M BREF Lk AppFabric AR %5 Y #EEL

{
"Statement": [
{
"Action": ["appfabric:*"],
"Effect": "Allow",
"Resource": "*"
I
{
"Effect": "Deny",
"Action": [
"appfabric:StopIngestion",
"appfabric:DeleteIngestion",
"appfabric:DeleteIngestionDestination"
1,
"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]
}
1,
"Version": "2012-10-17"
}

BERMREE D AppFabric IAM BUER €451

4+ E K The AWS AppFabric ZHAERATAEARKE |

mb
[\Yay
g

BT,

T I Bk €5 45058 FA 7A AppFabric B4 2 ThAE,
AT FIMBEEINEE L8
T B BUR & 514% T3 AppFabric BMEEZEVE | LB R EE HIEE,

/A Important

£ IAM £ A1 JSON BURHREESS F I8 L BURE | B2 E R ENNEEHR, ERR
AERAREENINEER AppFabric B RIERTABMRRE, FLEXZKIERIEEREIBUR,
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{
"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:GetAppClient",
"appfabric:ListActionableInsights",
"appfabric:ListAppClients",
"appfabric:ListMeetingInsights"

1,

"Resource": "*"

}
1,
"Version": "2012-10-17"
}

R TRIFEEE N6
THBEKSEHI G T AppFabric £E HIHEEH TEFEE,

/A Important

£ IAM £ A8 JSON BURmERR FHTEILBURE | SRS A BNV EFER, ERRE
AERAREEDIEER AppFabric B RIERAEMRE, ERZZ MR EEE I BUR.

"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:CreateAppClient",
"appfabric:DeleteAppClient",
"appfabric:GetAppClient",
"appfabric:ListActionableInsights",
"appfabric:ListAppClients",
"appfabric:ListMeetingInsights",
"appfabric:PutFeedback",
"appfabric:Token"
"appfabric:UpdateAppClient"

1,

"Resource": "*"

AN

=1
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}

1,
"Version": "2012-10-17"

}

REFE I AppClients By EUE

THBEREHIE R FEEIL AppClients BV FEVE, MEFHMEN , BB EL AppFabric MRS XEE D
AppClient,

/A Important

£ IAM £ 51 JSON BERIRER P E L BURE | BTt FIEMNBFER, ERRE
AHERANEEDRER AppFabric B BITRERAERE, EEZZKERLE-E I BUR.

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:CreateAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

R EFFFELAENE AppClients BYEEAAE A

THBREH SR TFEE , LIS AppClients BEFMEF . MEFMER , F2EEUS AppClient
(REFHEE

/A Important

£ IAM £ 51 JSON BERIRERR P E L BURE | BTt FIEMNBFER, ERRE
AHERARNEEDRER AppFabric B BIERAERE, EEZZKERLE-E I BUR.

{
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"Statement": [

{
"Effect": "Allow",
"Action": [
"appfabric:GetAppClient",
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}

1,
"Version": "2012-10-17"

AFFFESIE AppClients

T RGBS T 51 AppClients H 7M. MEMET, | FSBEUS AppClient WS .

/A Important

£ IAM E#2 58 JSON BURImERR FHTE I BURE | B E R BN B FER, ERE
RERAREEDRERN AppFabric B B ERTAERE, EREXBHEHRILEEE T BUR.

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:ListAppClients"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

AFFFEULAE#H AppClients

TOIBEREHRFEH AppClients BV EFEE, MFFMEF , FSEEH AppCliento

4By SR 5
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/A Important

£ IAM E#2 A8 JSON BURRIERR PR E I BUERE | S RE R AEMNBFER, ERRE
RERARNEEDRERN AppFabric B Bl ERTAERE, EREXPHHERILEERE T BUR.

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:UpdateAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

AREFFFELLAMBR AppClients

T 5 B R & f51#% T MIBR AppClients BV 7 EURE, MFEFFMER , FSEEF AppClient,

/A Important

£ IAM £ 517 JSON BERIRERR P E L BURE | Bt FIERNBFER, ERRE
AHERANEEDRER AppFabric B BIERAERE, EEZZMERLE-E I BUR.

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:DeleteAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}

1,
"Version": "2012-10-17"
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}

RFEDRUARBEARER

THBRREHIRFEAER API REEAEANFIE. NFFEES , F2REENRELHNER
ER,

/A Important
£ IAM 288 JSON BRERmER T B U ERERE SRS EINRANEFEER. E-RE
HERAREED BN AppFabric B BIERFAERE, EREXBHERWEEEIBUR.

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:Token"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
P
"Version": "2012-10-17"
}

Hib IAM BUEREEH

AFEAERRMMABE ST

WEHE REBUMMEIBEER , AFF IAM FRERAKMEMBAEAES 2N AREZIERR, HWBEE
ek TEAFMEA K AWS CLI AWS APl BT A RS RIBENEFA,

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
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iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

£ AppFabric WIREEFAE

AWS AppFabric 8 AWS Identity and Access Management (IAM) [Ri§E&E AR, RS EEAER
BEEEHEZE AppFabric FIE— IAM B &8B!, REEZLACGH AppFabric BAER , YIS RE
AWS BR#§ REBEFILEM FRENFTERF .

R EE AR EFRRMEIRTE AppFabrlc REETAFEHIEHNENTFT, AppFabric EE&ER
BEEABNET F?é‘lij:ﬁm% , BRIR A AppFabric TAREE AR, EENFUTEEESEEEK
MEFATBGR |, 3 AT BR T EEIE M HAM IAM B8,

BB ALERMBRBHERSCNMEEER , T EEEMER, ERRELN AppFabric IR , RAET
FNOBBREFIERNET,

NEABEXERBEFACNEM RBENET  F2RBHEEACHMPE AWS IAM FHEERE AR
%, WSREGENRE. REERERNR , DIREAKRBENRIEERS S XK.
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AWS AppFabric EEER

AppFabric IR EZE AT A

AppFabric ffA& A HWIRIERE AT AWSServiceRoleForAppFabric — 2§ AppFabric #5& ¥}
FRAFEER B M &R |, 520 Amazon S3 f#7ETB8 = Amazon Data Firehose R{F&H . BE AT
AppFabric # CloudWatch 1§#ZE& R MFEAWS /AppFabricin B Z= R,

AWSServiceRoleForAppFabric R EZEABEETIRBEURTEAE

« appfabric.amazonaws.com

25 HWABF A BEAWSAppFabricServiceRolePolicy St 5 AppFabric #is EHE R T 58
1E -

- B)fE : 1 AWS/AppFabric #8& Z@cloudwatch:PutMetricData® ., WEIERF AppFabric #%
FEZE B A Amazon CloudWatch AWS/AppFabricén & ZEEMEF T, % CloudWatch A H
AppFabric 38 FMET , 5528 B Amazon CloudWatch # Monitoring AWS AppFabric o

« B)E : 7£ Amazon S3 @#FRT#s3:PutObject™d, LEEI{ER F AppFabric A$HEEVERKARIERE
Z Amazon S3 R,

« B)4E : £ Amazon Data Firehose X {J&i#ifirehose:PutRecordBatch/®, HEEEZF
AppFabric #&#EEVE B A ZIEE 2 Amazon Data Firehose RS HRAVEF T o

WMESHMER |, 5528 AWS AppFabric B ZEBUR,

BYMERERNT , UAHENERE, FEIACEY. REIMREHEESC, MEFMER
28 IAM EREERPHREEEA BT,

3

A AppFabric B REEZAE

BAEEFHEY —EARKELEAR, EEIE AWS Management Console, AWS CLIZ; AWS API &
#1] AppFabric ERREXEH , AppFabric @RI RBERZAE,

fm¥e AppFabric WIREEFE A6

AppFabric & A FF & #mEEAWSServiceRoleForAppFabric R ERE AR, RETRESEERSS
%Hﬁﬁﬁﬁﬁ@ FIASELERYAGCREBEHER., AWM , BAFEH IAM RiFEAGHER, W
EEMES  BE2E AV FRAEER. NRERKEEAR,
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fIEx AppFabric BRI EE A

EETBEATERBEGACHIIENRE  RAUZREMGEZAC, MR, ERLIERED
ERSERNRERER, T8 , BX4ASLMERFTE AppFabric BREXEHNH , T EMBRBHESA
&

BRBREGAE

HEBER IAM RBRRFEE SR , B4 ALHRZACMERANTIMANER, AeE@FERE%E
AppFabric FERVWERAEANEN., NEFMENR , B2REETE2EIRM Delete AWS AppFabric o

(® Note

R AppFabric R HELERAMBRERKEASE , AIMBRATEERR. FHIERLEE
FHYERYBIRERARE.

3
4

FEMER BREEAS

R IAM Ei#E & AWS CLI, = AWS API &l BRAWSServiceRoleForAppFabriclR#&ERE A,
MEFHMEF , F2E "IAM FREER) PHRMBREBEEEAE,

AppFabric fRIERE A & X EW R

AppFabric X BEEFIERRMHEE AWS EiF B PEARKEZFAR. WEFHEER , F28H O 1
AppFabric i Z2h F B ZEAWS — RS ZE,

AWS for AWS AppFabric B SE B3R

BEMEFUGERE, BENAE  £/8 AWS ZERREAITREBRERERS. BU IAMEF
EFRFERAMNBERZAHE K MIEBRRTALHWERRHEMENTT, EERERGKER , &7
LEREMN AWS ZREBR, EEBRBER RNERARS , A EEHN AWS tkREFRER. WFE
AWS ZEBRNFMEN , F2E (AM EAEER) P AWS ZEBEE,

AWS B3 BN ER AWS ZEBE, SEEEE AWS ZEBERPHFT. RBEESE AWS 2
EBCRP R M AU BN R, WERENENEXECERRRNAMBES2EA (EAE, #E
MAG), ENNERBIFRETHE , RERTESEN AWS REBK., BETER AWS XEHR
RPBREIT , AUBREFTSREERENFTT,
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AN, AWS T EEZE RE2EBHEBENWZEBR, Hl4 , ReadOnlyAccess AWS 3 & BUR IR AT
B AWS R M EROEBEZEE, ERERBFER , SAFREMNER AWS FigHET T,
METHBEBRRENBFEMNRE , BF2H AM £AEERPERTHEBEBENAWS ZEBXR,

AWS ZEBE : AWSAppFabricReadOnlyAccess

& H#% AWSAppFabricReadOnlyAccess BUREREE| IAM B2, WBRESHET TR T
AppFabric IR

(® Note

ZAWSAppFabricReadOnlyAccessBURT & F¥ AppFabric WHEEFERE , LER4EE
HIhEE,

AT
HHESEUTHT -

- appfabric - #FFEVBEAERNEH. JILHERAEXEH. SEAEARE. JILEAREXR
R, HU/SHEEN., HIHHEEN., ENSHEERE Mit., FIHHEEE Wit , URIHERER,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:GetAppAuthorization",
"appfabric:GetAppBundle",
"appfabric:GetIngestion",
"appfabric:GetIngestionDestination",
"appfabric:ListAppAuthorizations",
"appfabric:ListAppBundles",
"appfabric:ListIngestionDestinations",
"appfabric:ListIngestions",
"appfabric:ListTagsForResource"

1,

"Resource": "*"
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}

AWS ZEBUER : AWSAppFabricFullAccess

&4 AWSAppFabricFullAccess BUREEE IAM B9, LBEEKERIFR T AppFabric AR
%o

/A Important
lEAWSAppFabricFullAccess IR A Z#EF AppFabric FWAEE HIhAEFEE K RATCF B
BRTEEREE, MEEELEEDIEERIT AppFabric FEVERNFMER , F2R BEAREED
#9 AppFabric IAM BUR &34

FTAIRFAEE A
HBREE LT -

 appfabric - #&F AppFabric TEHNEEF,

« kms — HEFFFIHBIE,

« 53 - HFFFIHFTE Amazon S3 R , YHISREEITEME.

« firehose - #5585 Amazon Data Firehose S &7 , WHIR RS ETR.

« iam - #5%A AppFabric 23 AWSServiceRoleForAppFabric R EE AR, MEFHMENR ,
SR F AppFabric BRI EE A,

3

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": ["appfabric:*"],
"Resource": "*"

},

{
"Sid": "KMSListAccess",
"Effect": "Allow",
"Action": ["kms:ListAliases"],
"Resource": "*"

},
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{

"Sid": "S3ReadAccess",
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets"
1,

"Resource": "*"

"Sid": "FirehoseReadAccess",

"Effect": "Allow",

"Action": [
"firehose:DescribeDeliveryStream",
"firehose:ListDeliveryStreams"

1,

"Resource": "*"

"Sid": "AllowUseOfServicelLinkedRole",

"Effect": "Allow",

"Action": ["iam:CreateServicelLinkedRole"],

"Condition": {

"StringEquals": {"iam:AWSServiceName": "appfabric.amazonaws.com"}

},

"Resource": "arn:aws:iam::*:role/aws-service-role/appfabric.amazonaws.com/
AwWSServiceRoleForAppFabric"

}

AWS ZEBE : AWSAppFabricServiceRolePolicy

f’d‘\iﬁ&ﬂ% AWSAppFabricServiceRolePolicy BURHMIINE IAM Bi., LBEXRSEZIREERSA
, 7L AppFabric R&REHITEIME, WHEFMENR , FSEEA AppFabric WIREEFZ AL,

ATAIRFAEER
HBREE LT -

« cloudwatch - #FF AppFabric #EEER M A Amazon CloudWatch AWS/AppFabricip®& Z®
B, #%E CloudWatch HA]F AppFabric 52 EFME , FF2E Bl Amazon CloudWatch Y
Monitoring AWS AppFabric .
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EEEmE

 s3 - /EFF AppFabric A& HEENEY E R M A BIEER Amazon S3 17T,
« firehose - #5F AppFabric #HEENHY & B A BIEEM Amazon Data Firehose R 13 & o

"Version": "2012-10-17",
"Statement": [

"true"}

{

"Sid": "CloudwWatchEmitMetric",
"Effect": "Allow",
"Action": ["cloudwatch:PutMetricData"],
"Resource": "*",
"Condition": {
"StringEquals": {"cloudwatch:namespace": "AWS/AppFabric"}

"Sid": "S3PutObject",
"Effect": "Allow",
"Action": ["s3:PutObject"],

"Resource": "arn:aws:s3:::*/AWSAppFabric/*",
"Condition": {
"StringEquals": {"s3:ResourceAccount": "${aws:PrincipalAccount}"}
}
"Sid": "FirehosePutRecord",

"Effect": "Allow",
"Action": ["firehose:PutRecordBatch"],
"Resource": "arn:aws:firehose:*:*:deliverystream/*",
"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/AWSAppFabricManaged":

AWS ZEBERM AppFabric B

BB LRSI AB RIS LS T LI | AppFabric AWS SEBREHMNGEMAEN., MEHEESEN
B B)iRER |, 555TB AppFabric YHEF 0 BEE LK RSS HE,

AWS SEHE
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EEEmE

gE

AWSAppFabricReadOn
lyAccess — #BUR

AWSAppFabricFullAccess —
R

AWSAppFabricServic
eRolePolicy — # R

AppFabric EFHIBHIEE

DU

AppFabric 738 7 #HBUR |,
# MEFBERT AT R F AppFabric BR
%o

AppFabric 738 7 #HBUR |,
M EEFF AR F AppFabric AR
%o

AppFabric #T{#8AWSServic

eRoleForAppFabric TR

BEREABNIBR,

B

2023 6 A 27 H

2023 6 A 27 H

2023 % 6 A 27 H

AppFabric B BHIE AWS 2 2023 F6 A 27 A

EBRNEE,

HEES2 T AWS AppFabric & 2 F#112ER

ERAT ARG B EZ B NS EGER AppFabric M IAM A sEB 2 FE RERE,

ES |

- RERETE AppFabric PEITEIE

o RAEBHIT iam:PassRole HJIZE

- RBEARF UAMAS AWS 1RF 7Y AppFabric iR

RERIE AppFabric FHITENME

MRBRENER , FALKRERENITEF , ENBRLEERN ,

RFHEHITEME,

THgEHIEREEmateojackson IAM EREERAERAETEARE —EES my-example-widget
BRNGEMEENR , BAEER appfabric:GetWidget SR BEE4A,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:

appfabric:GetWidget on resource: my-example-widget
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FEHBERT , BAEH mateojackson EAEWER , AFFERM appfabric: GetWidget BETFER
my-example-widget BiRo

MREBEEHE , FREEN AWS EEE, FHNEESREHENEXERE.
R AEBHIT iam:PassRole RyIZ#E

WMRERBIGER , EHEEEHIT iam: PassRoledE , EHBERLAEH , UAFEKACEER
AppFabric,

BE AWS B IREKEFACERGRREYR K MAREUFNNERACIBKELACR, NFEH
THER L ARERACEEEZRBAIFT .

EH&A W IAM marymajor EREEHEA TR A K AppFabric FEITEIERF , S LT 5 HIsE
iR BR , BFFERBREEREBARKTFHFT. Mary REKAREREEXRBNFTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WKL BES , AFFMEI1T iam: PassRole Bk,
MREBFEEWHE , FHEEN AWS EEE, FNEEERHENEZERE,
BEEAF UAHNAE AWS IRF FEUFEK AppFabric ER

BREY—EAE  BEHMIRFHNEREREEBABHNASTFIENER, S UISEE R
EEEMHDERAR, HHXEERERNBERNFIUERIBE (ACL) IR , AT LUEA FBL R
KRBT AETFRENE RN,

NMEE-STH , F2RUATAST

« BET#E AppFabric EEZEELThRE , 5528 How AWS AppFabric AJE2 |AM FEELFEH,

- BETHENMRESHERS AWS 1RF WEREDE , F260H (AM EAEER) FWESHES AWS
RE K% —E P& IAM EAERHEFIE.

- BETRIMERNEFIERMEE=S AWSIRF |, 528 (AM E£AEERE) T FEERE
HIGE =5 AWS IRF #H.,

- METHRUOMEBHRSE Z o RUEFEDE , F28 IAM £REEREPH S FIUERHIEGENTETS
DERENEHAE BESED).
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- MFTHREASENEREBRRETEIRFFRNCEANZR , 528 (AM £REER) 8 IAM
PR EBRE ERFE.

for AWS AppFabric & 8B

EETH RS AWS R ERESRFENEER , F2BAWS ki AT EISEANRRBIELRR
HBNEHRFTE, WFE—MREN , F2E AWS Compliance Programs,

BRI ER TEE = B&%I|E AWS Artifact, MEFMER , F2E T HMS in AWS Artifact

BER BNESREME AWS R BURRERNEEE, BLANEREE , UARERAERENER.
AWS R TIIERRHEIER

- REEHERE - BEMARFREFEEARNRTEBEZERE  YRHIBLLESHATIENT R,

- HIPAA £#IR#ESZE - 5l HIPAA S48 BRTE. X IEFTE AWS BRI HBAS HIPAA EiE,

- AWS EHER - b TEFMAEEES TREEARENEENVLE,

- AWS EFEHEE - EBEANAETHARSETEE, AEERERPEZELEE (BEERE
EH MR (NIST), ITFEXLZLEXEZE S (PCl) MEIRRZEE(CERB (1SO)) RE AWS R
MR E R 2 HNREEK,

{ AWS Config FE A B1Em) PHEARAIFTEEIR - AWS Config RE S EREE/FS AL
B, EXENFZHRANEE,

« AWS Security Hub - i& AWS fr# ATZEELERRAPHZLRE AWS, Security Hub fEA L £ 12
#l , TREEN AWS ERERELNEZREBREOHELLEREENREER, WEZENWRKE
FMIREIEE | 5520 "Security Hub #4122,

« Amazon GuardDuty - EEERZNRESBEARMEEEE , ML AWS R EREE AWS IR
E. I#E&H. AENERNBERE, GuardDuty TRERESRRBAAAENABSEANER ,
LAt Bh &K FE PCI DSS &8 ERRMN A B ER,

« AWS Audit Manager - i& AWS BR#§ i BB AWS AE |, UE{LEEERRHN AN , %
REEERMEREENSR,

AWS AppFabric WZ £ RIEEK

AWS AppFabric RtBEZ £ , AEERBZNBEFECHRZEBRBER, ATHREERRA—K
A, WFRRTEBNLLHRT R, EEREERIRTERARBELREERREER , HLFESHE
BREAEENRET , MAEEFRET.
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AWS AppFabric EEER
EREEEESTFIHNENL TEERARERX

B HEFE AWS Identity and Access Management (IAM) 57 , {Efa] A &B A LAA& AppFabric 8 Amazon
QuickSight M2 £ EAMEHEE (SIEM) TERE , HIW0 Splunk. BTEREAERNZ2M4 ,
¥R E3{ZE Amazon Simple Storage Service (Amazon S3) #1787 B8 =} Amazon Data Firehose X1
F Mo

Bt AppFabric B4

BRI LA A Amazon CIoudWatch FE1EEL$® AppFabrico CloudWatch &4 #& 1 AppFabric WWEE ¥
WHKEERBEAER. BUUREER , TEEFEEENRERBRERN . UFEFHEF A F2EER
Amazon CloudWatch Y Monitoring AWS AppFabric o

in AWS AppFabric Y 5E %

AWS £IRERRERU AWS B M TRRSAEREZE, AWS B RHESEERRHEN BN
THES , EETHESERIE ShEENSRHEMEEE, BBTRAES , S7ARETEEAEN
FRAEXNENE  ETRAESCBEBREREMASRETE. TRAESNTHLE, FEEINE
BEEN  IBE-HZEERFONERERREES,

WFE AWS B M A BENFAER , F2H AWS £ IRER .

HER®E 2 in AWS AppFabric

EAZERTE , AWS AppFabric %) Amazon Web Services : Z£EFHE A K EH TR AWS £
KBERRLBFNRE.

B LAER AWS B8 MH API LY | E B K 7B AppFabrice AP mMAARE TLS 1.0 REHFAR
X, BEMERA TLS 1.2 AEMRAE, APt M EXEEMBTEEREIANLE (PFS) WEBEML |, flik
B¥ Diffie-Hellman (DHE) S #§ B #h #% iR B Diffie-Hellman (ECDHE), BRA R (M Java 7 FMEFHIRA)
REEXEELER,

WA, BROACAFRER ID FE IAM TRMEBEBNALAEFNSR/RREE, NF , EEELERER
B ANERREBFER , BOLUER AWS Security Token Service(AWS STS)

in AWS AppFabric H #Y4H && R 2 4

MRER IT4REEF AWS RN ARSEE. WEFMAENR ,

3
¢
b
>
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AWS AppFabric EEER

Monitoring AWS AppFabric

B4 B4R AWS AppFabric MEfth AWS #ERG R FEM, ATAMNMENEER S, AWSRHT
DB T BREEE AppFabric, :|EHER , W HEEE R BBERINEE .

« Amazon CloudWatch AWS £ EIRFES 188 AWS ERMEE LHTHEARER, SrlkEME
HHER, B BFIERE , URREERET , TR EESEZIAEENRERBH SN EKNEE, Bl
m , A LAEE CloudWatch Bt CPU fEAEEH M Amazon EC2 I{THEIBERZE , Y EEEREE
BB ETER, MEFMER , 2B Amazon CloudWatch #HE IS,

« Amazon CloudWatch Logs A Z &% Amazon EC2 #1T1E 88 M H b 3R EE#2 AWS CloudTrail, 17
MAFEER BHEE R, CloudWatch Logs ATES AR RPMNENR , U EETHFEREREA
&, BOALUKBAFERNTEESMAMNRETEH,. WEFMEEF , 52/ Amazon CloudWatch
Logs EAEEE,

+ AWS CloudTrail 2H#EH = REREHN API FIUFMEESH , AWS IRF S5 AFRERZA
EZIEER Amazon S3 REFETEE . R LAGE B WL 0L R AL (55 A & IR S AWS, HEITIEAYAY 3R
R IP that , AR UMRRE, WMHEFMESR , 5268 (AWS CloudTrail A EER) https:/

docs.aws.amazon.com/awscloudtrail/latest/userguide/.

B Amazon CloudWatch Y Monitoring AWS AppFabric

BRI LA A CloudWatch B2 AWS AppFabric , ERIWERIBER WA HREE & o B F AV
EE. GERFTERERB15EA , WELEIMEELENA , YEEFE Web EARXIREHEITH
fe, BUMUREEERERENER  EREEEREREIBANNENEE, NEFMHENR A6 F2
B Amazon CloudWatch fER &,

AppFabric IRIEEEAWS/AppFabricin B =B IHE T HIEE,

EE iR

AppFabric FERAEXZEARRE FERREXBZENRE (1 RREER ; 0 R RE
A ) .

AppFabric BRI R JIiEE AppFabric ¢ SaaS FEARER W EREK B FFIi

HRXFHZEERE B/t (Amazon S3 5 Amazon
Data Firehose) FT{t B RFE ( AW REN ) .
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BE DU

HEER B Y AR A8 HRELE W EYIREE (1 RNERS ; 0RREM
Em ) o]

BEERILE EHBETHE SaaS BAERA L, URHERK

HEE R+ E AppFabric FTE&%E B Btk (Amazon
S3 5 Amazon Data Firehose) 2 BHI R = &£
(AW REN ),

FEENE KLY iR (2 3£ ZE Amazon Simple Storage Service
(Amazon S3) 5 Amazon Data Firehose 9% ¥}
KD

AppFabric EERXEUTHE.,

HE iR
FEEYE B Arn FHEY B By #1 Y Amazon Resource Name
(ARN),

Logging AWS AppFabric API FEAY{EH AWS CloudTrail

AWS AppFabric 282 Z& AWS CloudTrail , lLREIRMHFERE, A& AppFabric AWS fR#&
FrERENEERI R %o CloudTrail 2#& AppFabric BYFTE API REIUBEERAEH, REEH IS IERE
AppFabric E# AWML | SAIR¥ AppFabric APl REWENTEHEI, MREEIRE , BITUMA
CloudTrail B4 FERFE Amazon S3 #7FETE |, 21F AppFabric WE#H, BIFEERETEIER , KR
AJLAUEIR CloudTrail EEAPNEHRE L HEREENEH. £A CloudTrail WENER , &7 LAY
BT¥T AppFabric IR HHIFER. RHEFERM IP b, REFBRHOAS, REBROERE , URHMFEHE
E#flo

wFEARA CloudTrail WHEEAEH , 552K AWS CloudTrail £/H & EF.

CloudTrail &Y AppFabric &&A

BUWRSE AWS IRF B |, 889 E€2RUA CloudTrail, E5EBI#E AppFabric PR 4ER | ZEBHELER
CloudTrail B , UREHBELIHFHEM AWS RE B4, SRR, ESMTH AWS IREFH
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BN EH. MEFMET , 5528 AWS CloudTrail fERAEIREFH 4 CloudTrail E4FF £ 50444
REH,

EEFERSE TNEH AWS IRF | 215 AppFabric B4 |, SBEIER, #R3KEEE CloudTrail A58
SHHERRNZE Amazon S3 FFEFE., KER , ESETRATEVEHE K ZEHMESERAZTHAN
AWS [EiF, Btk AWS P EIEHME BENEH , Wi AFERIFTELIEEN Amazon S3
REETE. WA, BULEREEM AWS BRI R , SUE— S 2 MEE CloudTrail B ATUERN
EHEHR., MEFMENR , 5528 AWS CloudTrail EAEEREPRHIUTERE

- BIEHNEIE

« CloudTrail X BENRENES

« X CloudTrail By Amazon SNS & Al
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{
"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAXUFER33B4FVC2GCYR",
"arn": "arn:aws:iam::111122223333:ro0le/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-05-31T21:11:157",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-05-31T21:22:16Z",
"eventSource": "appfabric.amazonaws.com",
"eventName": "CreateAppBundle",
"awsRegion": "us-east-1",

"sourceIPAddress": "3.90.81.91",
"userAgent": "Coral/Apache-HttpClient5",
"requestParameters": {
"clientToken": "64d9069f-e565-49a4-9374-6dc8631142e2"
},
"responseElements": {
"appBundle": {
"arn": "arn:aws:appfabric:us-
east-1:111122223333:appbundle/6aa92da®-5eeb-4ff4-aabf-4db7fd022adl",
"idpClientConfiguration": {
"samlAudience": "urn:amazon:cognito:sp:us-east-1_GEdGiavzr",
"samlRedirect": "https://6aa92da0-5eeb-4ff4-aabf-4db7fd0@22adl.auth.us-
east-1.amazoncognito.com/saml2/idpresponse",
"oidcRedirect": "https://6aa92da0-5eeb-4ff4-aabf-4db7fd0@22adl.auth.us-
east-1.amazoncognito.com/oauth2/idpresponse"

}

1,
"requestID": "17el5a5d-8c66-46¢c7-ad5b-f521004fa9c2",
"eventID": "baldd847-86f6-4386-85be-0398e844a358",
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"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",

"eventCategory": '"Management",
"tlsDetails": {

"clientProvidedHostHeader": "frontend.fabric.us-east-1.amazonaws.com"
}
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