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https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ecs.html
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AWS Management Console
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AWS CLI

REZH AWS ERREMSBS , LT Windows, Mac M Linux. EEFRBER , F2H (AWS
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AWS Tools for Windows PowerShell

ATE PowerShell REFREECIHENASRHEZN AWS ERTT. EEMRKER , F2H8
{AWS Tools for Windows PowerShell fE A &15r) . MEHE App Mesh B9 cmdlet FIEEHE

# , F2BAWS ( Tools for PowerShell Cmdlet Reference) H#Y App Mesh,
AWS CloudFormation

BEEBNER  HRAEEENTE AWS ER. £ &4 , A& AWS CloudFormation #iZ2 M &%
E ﬁ; R, ZERBER , 52/ (AWS CloudFormation &) . MZE App Mesh EREHR
WEEAE , B2 EA2E5 1 App Mesh EREHAWS CloudFormation 2%,

AWS SDKs
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https://console.aws.amazon.com/appmesh
https://console.aws.amazon.com/appmesh
https://docs.aws.amazon.com/cli/latest/userguide/
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https://docs.aws.amazon.com/cli/latest/reference/
https://docs.aws.amazon.com/cli/latest/reference/appmesh/index.html#
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https://docs.aws.amazon.com/powershell/v4/reference/
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_AppMesh.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-reference.html
https://aws.amazon.com/tools/
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App Mesh AF§

/A Important
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B EPEE L E R BH AWS App Mesh £ Amazon ECS Service Connect,
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« AWS App Mesh # Kubernetes AP

« AWS App Mesh  Amazon EC2 AP9
« App Mesh &4l

AWS App Mesh #1 Amazon ECS AP

/A Important

$RIEX BB : 2026 F£ 9 A 30 B , AWS #§Z1E 8 AWS App Mesh. 2026 & 9 A 30 B
2%, BB EEEFEE AWS App Mesh £ A AWS App Mesh EiR, MEFMENR , FS
B EREE L E R B AWS App Mesh £ Amazon ECS Service Connect,

R EE 0 1% B & AWS App Mesh £ Amazon ECS E#ITHEMRREFER . AHBRERHEEE App
Mesh ERER N ERINEE,

=p

EERAWMAER App Mesh , BEREEEEE T EIMENERER
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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LEEE , MIFEEMEEBEA,

FeRIRH

/A Important

R IE @A 0 2026 £ 9 A 30 B, AWS #5{E1E %38 AWS App Mesh, 2026 & 9 A 30 B
2%, BEEEBFE AWS App Mesh £ A3 AWS App Mesh EiR. MEFHMENR , F2
B SPER X ER BB AWS App Mesh & Amazon ECS Service Connecto

- ¥ App Mesh BL2HRBEMR, WFEFMHENR , FSBTEZE AWS App Mesh ?

« ¥f Amazon ECSs#l IR EEME, MEFMEN , F2E (Amazon Elastic Container Service B
BABERE) PR ER Amazon ECS,

- App Mesh X#EE [ DNS S8 Linux BB AWS Cloud Map , i E & %18, EEEMALAPIE
M, BRELHE=ECZ ™ DNS M RERKE. FEEPNRFBREEEREE S serviceA,
M serviceB, serviceBv2I BEFfEREEAILUERE A HWip B ZEHFRapps.local,

EMEREREFEE , BEUURYBREEEEREER  BEEBBERRBE2H , BEEFEHAK. 0E
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-discovery.html
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% E2EHERRE  FARBEEEIRE. MBAEZEHTHINRE B ERARERER
3 Amazon ECS R,

HER 1 B HE &R

BFEEERECZATREZBREBRENBERR., NFEFMAEN , F2ABRBEE. EREBR
MERBENMRIL. MEFEES  F2REHERE.

i

BYTIER :

- ZTA apps WK , RARGIPWAERFEEEME apps.local av&ZEM,

« B¥A serviceb.apps.local HEHRYE A RAERBEERARUEAZBBEEZNWERE , MAS
FTREEAREEASREAMERE, BENTRENEEBA servicea.apps.local HWERRR
%o

BALAE A AWS Management Console B 1.18.116 AWS CLI ARERE#HTARA |, = 2.0.38 IR E TR
ARTR T5ILER, WREM AWS CLI, FBEM aws --version@m S RBEE TEM AWS CLI ik
K, MBRERELHE 1.18.116 REFARAD 2.0.38 HEFRA , BINBLEHEH AWS CLl, BE
EFANIERNRSIER,

AWS Management Console

1. ¥ https://console.aws.amazon.com/appmesh/get-started : // App Mesh £ A VR HAITHE

=
=0

2. ¥ Mesh name (#8182 #8) , B A appso
3. ¥ Virtual service name (B8R &) , @A serviceb.apps.local,
4. EEEE , FHEE Next (T—F),

AWS CLI

1. {#H create-mesh WS EIMBI,

aws appmesh create-mesh --mesh-name apps
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-service-discovery.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-service-discovery.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-service-discovery.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/cli-chap-install.html
https://console.aws.amazon.com/appmesh/get-started
https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-mesh.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-service.html
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aws appmesh create-virtual-service --mesh-name apps --virtual-service-name
sexviceb.apps.local --spec {}

HER2 BUIEREE

ERORTHABRBRBNEERES. NFFEESR  F2RERDE.

\

i

BUEBA serviceB WEREH , FARP—EAEREEHHRAKEBA serviceB WERER®E. E&F
BB RNEBERIRIE T EIR DNS (E#BEFES serviceb.apps.local) &K, HE , LA UFEH &
REBH R AWS Cloud Map, ERETHASSEERKE 80 LEA HTTP2 BAMEREZERRE, 1
S EHMBAGE , UAREERERE, ZEEHRENTRP A serviceA M serviceBv2 B EHR
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AWS Management Console

1. ¥R Virtual node name (E#EE 2B ) , WA serviceB,

2. SHERIBIRERL | iBE DNS , REZ®W A serviceb.apps.local DNS F# &7,
3. GEEERENERT  EEEABEMN http2 , R A EEIESH ,

4, BEHEE  FBEE Next(T—%).

AWS CLI

1. FRATIARBRIABA create-virtual-node-serviceb.json HER :

{
"meshName": "apps",
"SpeC": {
"listeners": [
{

"portMapping": {
"port": 80,
"protocol": "http2"

}
1,

"serviceDiscovery": {
"dns": {
"hostname": "serviceB.apps.local"

SER2: BUEREE 8
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}
}I

"virtualNodeName": "serviceB"

}

2. {5/ JSON BERMAW A , B create-virtual-node S EEEIEH,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
serviceb.json

SR 3 B ERKHIRMEH

ERXARIRAEBSN—RSEERBRBNRE. NFFMEF K F2RERBHFREH.

BITHEIR :

« Z5B serviceB WEREKMHE , AAB serviceB.apps.local EEREFS B LT EH ARG
HEINEH. Bt , BANEBELNERRERER serviceb.apps.local REHHR., EHR
BegREErZERKEHE. ERFARSEHAEZEL LW HTTP2 BAGEEZERERE, B
BEHMBHAWBE,

« B4 serviceB WA, B 100% WRERHEserviceBERE R, FilserviceBv2EEE
% EHESEAREBESE., HAKRREENIERST , BEUUARBANIEHMENZEYG  WHIEE
HBER , £ Envoy REEEZBARERSRERERESELAZTEREGH,

AWS Management Console

1. ¥ Virtual router name (E#EESHES A M) , B serviceB,
EEEENERT , ABAGERE nttp2 , WAEZIRIEE 80 .

¥ Route name (BEHE M) , @A serviceB,

¥ Route type BEHEER) |, 1#Z http2,
SYHESRERTHEREMNER , BN serviceBYWA 100k "EE,
EMRFEET | BES .

EERE , FEE Next (T—5),

N o o kw0 N
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ERAEER

AWS CLI

1. BMEREHBES.

a. HATHARBEIBZS create-virtual-router.json HEE :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
]
.
"virtualRouterName": "serviceB"
}

b. {EF JSON EEEMAB A , BE create-virtual-router fa S E M EHRK RS,

aws appmesh create-virtual-router --cli-input-json file://create-virtual-

router.json

2. EMNH,

a. FRATHRBEIABZAS create-route.json HIER :

{
"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"httpRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" :
"weight" : 100
}
]
},

"serviceB",

HER 3 B EHEEK AR A%
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"match" : {
"prefix" : "/"
}
}
},
"virtualRouterName" : '"serviceB"

}
b. {EM JSON A% A , ¥ create-route SR IEEH,

aws appmesh create-route --cli-input-json file://create-route.json

SEBR4 . REAMEL

KRR RTRY I R ERE

X3

AWS Management Console

MBRBEEEEMERFETEE | FiRE Edit ({REB), HHELRERTIAER , FBIRIE Create
mesh (B #1%),

Status (AR%) EHEETAIECEUNBKER, EH View mesh (1R #81%) BN EE1E A PR
BINER,
AWS CLI

BRI A describe-mesh TP B HWPIKERTE.

aws appmesh describe-mesh --mesh-name apps

¥ &S A describe-virtual-service S S B W ERRIEEE,

aws appmesh describe-virtual-service --mesh-name apps --virtual-service-name
serviceb.apps.local

BRI E A describe-virtual-node R S W EBRET R E,

aws appmesh describe-virtual-node --mesh-name apps --virtual-node-name serviceB

BRI &{E A describe-virtual-router Sr S BRI N ERKBERE.,
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i)

aws appmesh describe-virtual-router --mesh-name apps --virtual-router-name serviceB

BRI {F A describe-route fp S B NRHEE,

aws appmesh describe-route --mesh-name apps \
--virtual-router-name serviceB --route-name serviceB

5: EYHMER
BRREH , LHBAE

By—{E&% serviceBv2 WEREH , URS —EEA serviceA WEREH, EW
EERRET R ER S EB HTTP/2 :E %R 80 #ZFIEFE R, #H¥fiserviceAIRRETR |, BRE W&
Wmserviceb.apps.local, RBserviceAEBREENFIEELRENSEELER S WERR
¥serviceb.apps.local, HAKRBEEEAIEFF , BELEAUEESERGRHNEFRAFTEA
HAHERER,

- BYRBA NWBENEERKservicea.apps.local , SFiEREEZEEEEserviceAEBREI %,

EHMEEL—ESBRPEUN serviceB BBH , # 75% WREBIAS serviceB EREE
DK 25% MR EMEIEE serviceBv2 EERE R, FERREMNER K BB ESIEE
BE| serviceBv2 YF| 100% WREA L., SABEREMEIEE #serviceBv2 , BRI LIEFEA
WiElkserviceBERHENERRE. ELETUHER , ZNEXBITETETMALR , B4
serviceb.apps.local ERMERBREEBTEEE, 8k , serviceb.apps.local E&AR
BEgREErZEREHS  EEEREAFSKRERHZEERGE. ERAENRERREE
AR E,

AWS Management Console

EEREBEERD , EH Meshes (#81%).
ENAE L —@SBRPEILK apps B,
ELEREEEEF |, BH Virtual nodes (EE#EEIE).
i#4Z Create virtual node (M EEEIE).

¥R Virtual node name ([EREEFBE & #B) 8 A serviceBv2, ¥/ Service discovery
method (BRFEIRZE 5 %) B2 DNS , REEH DNS hostname (DNS E#E#8) @A

servicebv2.apps.local,

6. SHEERRENAR  BEBABEN http2 , AR EEBEA 80,

o ~ @ bnhp =

SB5: BENHMER 12
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AWS IR MB1% EREEE
7. iEIZ Create virtual node (B EEEIZ).

8. HIXiEIZ Create virtual node (B ERETF). WA serviceA HAERTHERE, ¥R
Service discovery method (BRIERZE %) , 1##F DNS , A &% DNS hostname (DNS E#H
) WA servicea.apps.local,

9. HRENMERETMAEERKEEM , WA serviceb.apps.local,
10. EEEENEET | BEBFHEN http2 , FEZES0TWMA K RERBIEZEBRVERTY,
1. EERIEBEEESF |, B#E Virtual routers (E¥EEEHET) , ARREEFRIEN serviceB EEE

E%O
12. 7£ Routes (3¢H) T/ , BEREE L —@AFRPEVYMIRE (A ServiceB) , REEF Edit
(WmEE)o

13. EEE., EREGHERBT B NEEEEEA serviceB 75,
14. BIEBFIBEE | serviceBV2RTHRBFETIEE  WASEBENERES 25,
15. BEMF.

16. EERIBIEFKD , F#E Virtual services (E#RRTE) , ARIERE Create virtual service (EILE
BR).

17. servicea.apps.local $#F¥EHRKEEZBEMA |, SHEHEMEBZINEREE |, serviceAdf
HERSEN K RRBBERITERRK.

AWS CLI
1. E3 serviceBv2 EHEH,

a. FATHARBEIES create-virtual-node-servicebv2.json HER :

{
"meshName": "apps",
"spec": {
"listeners": [
{

"portMapping": {
"port": 80,
"protocol": "http2"

}
1,
"serviceDiscovery": {
"dns": {

SR5: BUHMER 13



AWS FERREXB% ERAEER

"hostname": "serviceBv2.apps.local"

iy

"virtualNodeName": "serviceBv2"

b. BMERREIR,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicebv2.json

2. B3 serviceA EEEIEH,

a. HATHREBEILZS create-virtual-node-servicea.json WEER :

{
"meshName" : "apps",
"spec" : {
"backends" : [
{
"virtualService" : {
"virtualServiceName" : "serviceb.apps.local”
}
}
1)
"listeners" : [
{
"portMapping" : {
"port" : 80,
"protocol" : "http2"
}
}
1)
"serviceDiscovery" : {
"dns" : {
"hostname" : "servicea.apps.local"
}
}
by
"virtualNodeName" : "serviceA"
}

SRS BUHMER
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b. EIMEFREIR,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
sexrvicea.json

3. EHEBEL—ESBIEIN serviceb.apps.local EERK , SEREFEXE
serviceB EHKHE. RUBILEERKR , cT2EERER TS , A serviceB
EREHSEMAREL,

a. HATHARBEILZS update-virtual-service.json HEE :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualRouter" : {
"virtualRouterName" : '"serviceB"
}
}
1,
"virtualServiceName" : "serviceb.apps.local”
}

b. {#H update-virtual-service T B E R

aws appmesh update-virtual-service --cli-input-json file://update-virtual-
service.json

4. FEHHEBREL—EITBPEIH serviceB FEH,

a. FATIHRBRILAA update-route.json HIER :

"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"http2Route" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 75

SR5: BUHMER 15
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ERAEER

"serviceBv2",

},
{
"virtualNode"
"weight" : 25
}
]
},
"match" : {
"prefix" : "/"
}
}
.
"virtualRouterName" : "serviceB"

b. M update-route IS EHHEH.

aws appmesh update-route --cli-input-json file://update-route.json

5. Y serviceA EERK.

a. FATHRBEIEA create-virtual-servicea.json HWER :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualNode" : {
"virtualNodeName" "serviceA"
}
}
by
"virtualServiceName" : "servicea.apps.local”
}

b. BMERRHK.

aws appmesh create-virtual-service --cli-input-json file://create-virtual-

sexvicea.json

MEEE

SRS BUHMER
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BB RIEMBE 28, BE={EEEB servicea.apps.local, serviceb.apps.local
servicebv2.apps.local WEKR®E. BRTERREUN  CEBEIERREBREZTIE
TR BRI

- MEEERE, RESEBEBREKEAN servicea.apps.local EEBRBENFIEREFEELE
serviceb.apps.local EHRT.

« Z¥A serviceA, serviceB Ml serviceBv2 HW={AEHEEIZ, Envoy RIEBSFEH Y EEEE
RENREIREEN , REHESBRIEH IP #bit,

- BEEE-RANERKMAE , HiER Envoy REH 75% NEAREK AT serviceB EREE ,
1 25% R B AT serviceBv2 EETE,

SR 6 B

ERVBRZE , BFETK TIIES :

- RELMEHASE Amazon ECS FHEBEN Envoy RERER , UEN—IZAEEHTIHVERE, WFE
MARERENFHEENR , F2REAERE,

- EFEEEEHN Amazon ECS F#ES , LAEA Envoy RE,

EAEH

Envoy BE5EZE AWS Identity and Access Management EAE R | F8E2BEAZ] App Mesh BRIEHY
R, HHAER Amazon EC2 BB ER ZPE M Amazon ECS £7 , BE LR BT HEE A BRER
IAM £, 7£ Linux 88 L&A Fargate 2fEH Amazon ECS EHE = FEURHEITERE IAM RERE
BFEH Amazon EC2 F# & RIAREE. BEERHEEAER , BX4EH IAM EBAGEZEZEMFEA Linux
E® Fargate Bes B R BN EMEK,

WMEREMA Amazon EC2 RAENER B , B Amazon EC2 HEE R A RFESHEFE , WEH
IAM AEHRNEEREBFANR , AER IAM At BEREZER, ZERGHTEEREIENAE
MEERE IAM BUR | 0 Proxy RIERATR,

R FEHMENETEESE AWS CLI

IEALAE A Amazon ECS AWS CLI 8% register-task-definition., A TNMEEEREIHIFREA M
AR ENBRIERE App Mesh.
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® Note
BB XA ERE Amazon ECS 9 App Mesh A,

% ES json
RIBAARE

#E#% Amazon ECS [RBRE AR App Mesh , EIRBHNEBERLAEE TIREBHARER, ¥
RIBHERE type %A APPMESH , #% containerName %4 envoy. HEMERTE TYIBHE,

IgnoredUID

HRERLLERE IDWRERF , Envoy RETERAREELEFNRE., BUUALBMHEE
BERENEMERE D, it ID XAEREKERTD Envoy BERH user ID HE, ERH AR
Envoy ZEEECHRE , MAERANRE, RMNEFRERELARER 1337,

ProxyIngressPort

iIER Envoy RIEBASBNEANEEER, BIHERS 15000,

ProxyEgressPort

&2 Envoy RIERRAVEHERE, ILERA 15001,
AppPorts
EERARAARERNTAEAERE, £EEH6 T , FARXARSEEERE 9080, &
EENERELARSEERDHHEREN LRENERE,
EgressIgnoredIPs
Envoy FEREAREBATEL IP ik, ILERES 169.254.170.2,169.254.169.254

IE 82k Amazon EC2 H#&E XA RET N Amazon ECS P ERRE . TERERIRMEHET
BREAERN IAM B8, S0 U8 Etuibit.

EgressIgnoredPorts

& LART IR BLE SR 0 FRRYEERRIFE. Envoy FTERERARBEEELER R, AEELIATHE
BB | EER 22 R A,
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® Note

A2 EHEREHE ERA 15,

"proxyConfiguration": {
"type": "APPMESH",
"containerName": "envoy",
"properties": [{

"name" :

"value":

iy
{

"name" :

"value":

"name" :

"value":

iy
{

"name" :

"value":

iy
{

"name" :

"value":

"name" :

"value":

"IgnoredUID",

"1337"

"ProxyIngressPort",

"15000"

"ProxyEgressPort",

"15001"

"AppPorts",

"9080"

"EgressIgnoredIPs",

"169.254.170.2,169.254.169.254"

"EgressIgnoredPorts",

Il22ll

FEREXAES Envoy HBAM

FRERFNEAERNRR[YESS Envoy RES|I BB BT EME ., ATHRAREEERR ,
B EBEEARX BB ERZPEdependsOnEE , LA Envoy BEFHRE A HEALTHY, AR
EABEREAEEKENERRXAREREN,. UTHFPNWAMEBHET RS EN, FEBMHED
=RMLEN  BEER 111,
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{
"name": "appName",
"image": "appImage",
"portMappings": [{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"

11,

"essential": true,
"dependsOn": [{
"containerName": "envoy",
"condition": "HEALTHY"

1]

}

Envoy BESEE
&8 Amazon ECS B EZ X EEE App Mesh Envoy BEsIR 5,

FIE X ENEESE T LS ###EUX A me-south-1, ap-east-1, ap-southeast-3. eu-
south-1, il-central-1F BUAKEMIEiHaf-south-1,

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

& FIPS &

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod-
fips

me-south-1
772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

ap-east-1
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856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod
ap-southeast-3
o
909464085924 .dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod
eu-south-1
Bt
422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod
il-central-1
Bk
564877687649 .dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod
af-south-1
B
924023996002 .dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod
Public repository
o
public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.12.1-prod

& FIPS &

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.12.1-prod-fips

/A Important
EXE v1.9.0.0 RBEFHRAEE App Mesh £,

S 6 EHRHK 21



AWS FERREXB% ERAEER

2 BER App Mesh Envoy BEs#E , EZE] Envoy EREKE G238 App Mesh HEE, mMEH

SHHER , 528 GitHub EE R,
UTEHHMFrIEBEHRSNEN, FEBMEHLRMVEN , BEER##4#4#,

(® Note

« Envoy ABEEERMLER A essential,

- BMIEZH 512 CPU BN ED 64 MiB W2 BREE B4 Envoy B8R, £ Fargate £, &
AR ENRIKEEEA 1024 MiB,

« Amazon ECS RIEEVERRET 2B B AR E S APPMESH_RESOURCE_ARN B E, LB
MEERRA 1.15.0REHMAN Envoy BR &, MBFMEEN , 5SBEnvoy,

- user RENEXEAEIKERNEHEEDHN IgnoredVID EHERF, EHEHIH , HMEH
1337.

- WEBETRWEEREREEESF Envoy BEFIEMES|E |, AR B @ Amazon ECS % Envoy
AREERERY  WERITIRBEARELRES.

- WBIEFAER , E Envoy EEEMNEM S HSBASE , App Mesh EEAEE
APPMESH_RESOURCE_ARN HiEEMNERER. B EHEABECHNEBEE
APPMESH_RESOURCE_CLUSTER IRIRER , UBBEIITR. LWEMEEMAK 1.15.05FE
FARAE Envoy B, MEFMER , FSEEnvoy.

THRERBER Envoy B EZ A,

{

"name": "envoy",

"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-
prod",

"essential": true,
"environment": [{
"name": "APPMESH_RESOURCE_ARN",
"value": "arn:aws:appmesh:us-west-2:111122223333:mesh/apps/virtualNode/serviceB"
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"

15
"startPeriod": 10,

HER 6 . BRI
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"interval": 5,
"timeout": 2,
"retries": 3
.
"user": "1337"

}

EREZ S

T 5 &6l Amazon ECS F#EZ& RE NG LREHI SOt E WEHKEHRtaskB, REEH |, A
REILME Amazon ECS RIEBVEEMNEHE , BREEEA AWS X-Ray, REESE 448 ,

DI RBIPEIL A A taskBv2 M taskA WEKER. AENRAREBTIERGEREEBAE
APPMESH_RESOURCE_ARN fB , AR EAREN BN EEBFERBNREERE AppPorts H. 1RBIE
FEs% , & Envoy BIEEMEM A EHSBASE | App Mesh &1 F &4 APPMESH_RESOURCE_ARN
EENERER, ZULERFEHAB W BAMBEYE APPMESH_RESOURCE_CLUSTER IRIEEEE , LIBE
iTA. THEHHIPNFEBEHBRSLEN, REBMHELMRLEN , BEYER 4444,

NRBEEFHITEAERERDTAARHN Amazon ECS 7% , AIEESRENES IAM B EFHIEEE
B,

/A Important
Fargate %A KK 1024 HIERZEE,

Example Amazon ECS F#&EZ K JSON - Linux A28 L# Fargate

{
"family" : "taskB",
"memory" : "1024",
"cpu" : "0.5 vCPU",
"proxyConfiguration" : {
"containerName" : "envoy",
"properties" : [
{
"name" : "ProxyIngressPort",
"value" : "15000"
.
{
"name" : "AppPorts",
"value" : "9080"
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}I
{

"name" : "EgressIgnoredIPs",
"value" : "169.254.170.2,169.254.169.254"

"name": "EgressIgnoredPorts",
"value": "22"

"name" : "IgnoredUID",
"value" : "1337"

"name" : "ProxyEgressPort",
"value" : "15001"

1,
"type" : "APPMESH"
I
"containerDefinitions" : [
{
"name" : "appName",
"image" : "appImage",
"portMappings" : [
{
"containerPort" : 9080,
"protocol" : "tcp"

1,

"essential" : true,
"dependsOn" : [
{
"containerName" : "envoy",
"condition" : "HEALTHY"

"name" : "envoy",

"image" : "840364872350.dkr.ecr.us-west-2.amazonaws
envoy:v1.29.12.1-prod",

"essential" : true,

"environment" : [

.com/aws-appmesh-

HER 6 . BRI
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{
"name" : "APPMESH_VIRTUAL_NODE_NAME",
"value" : "mesh/apps/virtualNode/serviceB"
}
1,
"healthCheck" : {
"command" : [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"interval" : 5,
"retries" : 3,
"startPeriod" : 10,
"timeout" : 2
},
"memory" : 500,
"user" : "1337"
}
1,
"requiresCompatibilities" : [ "FARGATE" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:r0le/ecsTaskExecutionRole",
"networkMode" : "awsvpc"

Example JSON for Amazon ECS £ E & AWS X-Ray - Linux A28 L# Fargate

X-Ray AIZBWE AR REHNFEREBEEN , TRETARGEBLRENTIE, FAEAR
Envoy #) X-Ray BEE)72 5 AT Envoy [6 X-Ray SR&EMER. BRI LAER Envoy HHAERA X-Ray &
M, RIRMERE , Envoy B EMEREEXZHAMNBRRHITH X-Ray BBEX , MiFBENEKE
HEXE X-Ray IR¥E. KEHEHE X-Ray 2% , BELUER X-Ray T8 A KT BRI E R I
EREBHFEMER. T JSON RERMA X-Ray BEHNTEER.

"family" : "taskB",

"memory" : "1024",

"cpu" : "512",

"proxyConfiguration" : {
"containerName" : "envoy",
"properties" : [

{
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"name" : "ProxyIngressPort",
"value" : "15000"
1,
{
"name" : "AppPorts",
"value" : "9080"
1,
{
"name" : "EgressIgnoredIPs",
"value" : "169.254.170.2,169.254.169.254"
1,
{
"name": "EgressIgnoredPorts",
"value": "22"
1,
{
"name" : "IgnoredUID",
"value" : "1337"
1,
{
"name" : "ProxyEgressPort",
"value" : "15001"
}
1,
"type" : "APPMESH"
1,
"containerDefinitions" : [
{
"name" : "appName",
"image" : "appImage",
"portMappings" : [
{
"containerPort" : 9080,
"protocol" : "tcp"
}
1,
"essential" : true,
"dependsOn" : [
{
"containerName" : "envoy",
"condition" : "HEALTHY"
}
]
},
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{

"name" : "envoy",

"image" : "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1.29.12.1-prod",
"essential" : true,
"environment" : [
{
"name" : "APPMESH_VIRTUAL_NODE_NAME",
"value" : "mesh/apps/virtualNode/serviceB"

"name": "ENABLE_ENVOY_XRAY_TRACING",
Ilvaluell: Illll

15
"healthCheck" : {
"command" : [
"CMD-SHELL",

"curl -s http://localhost:9901/server_info | grep state | grep

1,
"interval" : 5,
"retries" : 3,
"startPeriod" : 10,
"timeout" : 2

I

"memory" : 500,

"user" : "1337"

"name" : "xray-daemon",

"image" : "amazon/aws-xray-daemon",

"user" : "1337",

"essential" : true,

"cpu" : "32",

"memoryReservation" : "256",

"portMappings" : [

{

"containerPort" : 2000,
"protocol" : "udp"

1,

-q LIVE"
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"requiresCompatibilities" : [ "FARGATE" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskExecutionRole",
"networkMode" : "awsvpc"

Example Amazon ECS E#E2# JSON - EC2 BhEN R

"family": "taskB",
"memory": "256",
"proxyConfiguration": {
"type": "APPMESH",
"containerName": "envoy",
"properties": [
{
"name": "IgnoredUID",
"value": "1337"
b
{
"name": "ProxyIngressPort",
"value": "15000"
b
{
"name": "ProxyEgressPort",
"value": "15001"
b
{
"name": "AppPorts",
"value": "9080"
b
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
b
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
b
"containerDefinitions": [
{
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"name": "appName",
"image": "appImage",
"portMappings": [

{

"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
}
1,
"essential": true,
"dependsOn": [

{
"containerName": "envoy",
"condition": "HEALTHY"
}
]
},
{
"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1.29.12.1-prod",
"essential": true,
"environment": [
{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/apps/virtualNode/serviceB"
}
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

I
"user": "1337"
}
1,
"requiresCompatibilities" : [ "EC2" ],
"taskRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:r0le/ecsTaskExecutionRole",
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"networkMode": "awsvpc"
}
Example JSON for Amazon ECS £ E & B AWS X-Ray EC2 BhEyEH
{
"family": "taskB",
"memory": "256",
"cpu" : "1024",
"proxyConfiguration": {
"type": "APPMESH",
"containerName": "envoy",
"properties": [
{
"name": "IgnoredUID",
"value": "1337"
.
{
"name": "ProxyIngressPort",
"value": "15000"
.
{
"name": "ProxyEgressPort",
"value": "15001"
.
{
"name": "AppPorts",
"value": "9080"
.
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
.
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
.
"containerDefinitions": [
{
"name": "appName",
"image": "appImage",
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"portMappings": [

{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
}
1,

"essential": true,
"dependsOn": [

{
"containerName": "envoy",
"condition": "HEALTHY"
}
]
},
{
"name": "envoy",

"image": "840364872350.dkr.ecr.us-west-2.amazonaws
envoy:v1.29.12.1-prod",

"essential": true,

"environment": [

{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/apps/virtualNode/serviceB"
},
{
"name": "ENABLE_ENVOY_XRAY_TRACING",
"value": "1"
}
1,

"healthCheck": {
"command": [
"CMD-SHELL",

.com/aws-appmesh-

"curl -s http://localhost:9901/server_info | grep state | grep

1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3
I
"user": "1337"
I
{

"name": "xray-daemon",

-q LIVE"
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"image": "amazon/aws-xray-daemon",
"user": "1337",
"essential": true,
"cpu": 32,
"memoryReservation": 256,
"portMappings": [
{
"containerPort": 2000,
"protocol": "udp"
}
]
}
1,
"requiresCompatibilities" : [ "EC2" ],
"taskRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:r0le/ecsTaskExecutionRole",
"networkMode": "awsvpc"

R EE
8 App Mesh B Canary Z&

Canary SPEMRA A GBI AEERANEAEXEFHBBNRACEYRFE, CHSERTBER
RENEERE, MRFMRAEEMBEE , Canary BB UEBSREVREENRAR, Canary B AZ
FEERAEXRACERAE , WHEEESEFIRE,

mE A EA App Mesh & Amazon ECS B 1E Canary EBEBHFEMER , B2 BEH App Mesh &
Amazon ECS 2 EF Canary FENEE

® Note
% App Mesh HE S EHIFIZ L MR , FFS B App Mesh #HIRZE.



https://aws.amazon.com/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://aws.amazon.com/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://github.com/aws/aws-app-mesh-examples

AWS FERREXBE ERAEER

AWS App Mesh #l Kubernetes A P9

/A Important
SEMKIEEA - 2026 £9 A 30 B, AWS =X AWS App Mesh, 2026 £ 9 A 30 H
2%, BEELEBEEE AWS App Mesh £ A5 AWS App Mesh BR, MEFHMENR , FiE
S EPERLER B AWS App Mesh & Amazon ECS Service Connect.

B EAE AR Kubernetes B9 App Mesh 124188 AWS App Mesh £2 Kubernetes B &8 |, AL EHE
App Mesh EJR , B, EEHRE. EREE, ERKAZ , UURIEB Kubernetes i H, &b
AT LA B B& App Mesh i B A SSM G118 = Kubernetes Pod 1%, A ERESZES5|ELRLEEFH
A Kubernetes B9 App Mesh #2428 , IEAAILE S,

2 HIZSFEM T % Kubernetes BT EREZAZE : meshes, virtual services, virtual
nodes M virtual routers., ZRHBEEFBITERNEL. EXMMBR , LiFEIB App Mesh API
BEHEN App Mesh the section called “#81&”, the section called “E#tfR#E”. the section called “&E
#E 51 2 "the section called “FE #EBi& the section called “BEH", . the section called “FE ¥ H
28" (‘B¥& the section called “BBH") R, BEEE—STHIKEHRIRMEER , FF2H GitHub E

o

|t

EHIEth &L % webhook , B THARIBEAZEBRALEISEER B Kubernetes Pod H,

« App Mesh Envoy {2 - Envoy £/ App Mesh I P HA ERNALERYEEXEARENREN N
=

« App Mesh REEFEHEEES - FH Pod B AZEFMiptablesiH Al , LUEIB Envoy BEHEA
MEHRE, HWEEEEE Pod AL Kubernetes #I#{L BEFH1T,

FORIRH

- ¥ App Mesh BLSHRBER, WEFMHENR , FSBTEZE AWS App Mesh ?
« Kubernetes BI =MV EEB MR, MEFMEN , 528 Kubernetes X4 B 11 EE R Kubernetes,

- I1H Kubernetes &K, MRERZERENEE , FF2H (Amazon EKS A EIERE) FH Amazon
EKS AF9, MNRETE Amazon EC2 E#H1TE 2K Kubernetes #5 , BIFERER Docker B[]
Envoy BR&FTTEH) Amazon ECR 7 EEITE 2 EE. NMEFMENR , 52K (Amazon Elastic
Container Registry fEA & 1E§/) FH Envoy MG, Z#HIES 28T , UKk (Kubernetes X )
AR FAE B R IR BB R
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://kubernetes.io/docs/concepts/overview/what-is-kubernetes/
https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/Registries.html#registry_auth
https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/

AWS FERREXB% ERAEER

« App Mesh X#EE [ DNS FEl#Y Linux BR# AWS Cloud Map , iRI& B E. ZEZFRHAFE
M, BREME=ECM DNS EMNBREERE. XETEPHNRFBFRBEERER A serviceA,
M serviceB , serviceBv2W BFfEREETLIER B A M B ZEHKapps. local,

EEREARFE , BHOAUBRYREERREER , EENBERRKE 25 , BEEEAEE.
« AWS CLI BEZ % 1.18.116 IR EHIRA , =K 2.0.38 RBEFIRA, EERZEHFHAHK AWS CLI ,
SB =% AWS CLI,
B EBEEMN Kubernetes #EBAMN kubectl AF i, MREFEHAK R Amazon Elastic
Kubernetes Service , BRI AfEA T kubect1MEEKkubeconfigERMIE TR,

- BZ% Helm 3.0 IRELEF A, MBEBEAKRZE Helm |, 5828 (Amazon EKS FHEEE) Y
#% Helm B2 Amazon EKS #£E £,

« Amazon EKS B R[{E%# IPv4_ONLYF IPv6_ONLY IP RiF:8E , A& Amazon EKS BHIEXE
BEEMERMIPVAAERERMEIPVEREN Pod,

3

Eﬁ?fﬁﬁx‘“ﬁ’@ﬂﬁ%%ﬁ% serviceA, serviceB M serviceBv2 , MAFMERBE T BB B
% apps.local WA Z=EIRE,

TR REESTH
BESTHLZEINSETEZEEE App Mesh BBEEH 2 Pod NEEH—
TEBESTH

1. WEFNESGIRERCREFALRITRAZFRNES. IRECLERTIRE , RTRERL
RRHAE  BUUTRAMTESHRRERESE L REETRBITHMRA.

curl -o pre_upgrade_check.sh https://raw.githubusercontent.com/aws/eks-charts/
master/stable/appmesh-controller/upgrade/pre_upgrade_check.sh
sh ./pre_upgrade_check.sh

MRS ERE Your cluster is ready for upgrade. Please proceed to the
installation instructions , BRI EBET TELR. NREBRETRENALR , BIEXEE
SERFHRS R , TREEEET. MFEARBTARETNFMAENR , 528 E GitHub L/ Upgrade
(FHAR).

2. # eks-charts @ FE#HIEE Helm,

helm repo add eks https://aws.github.io/eks-charts

SR REBETMN 34


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/eks/latest/userguide/install-kubectl.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
https://docs.aws.amazon.com/eks/latest/userguide/helm.html
https://docs.aws.amazon.com/eks/latest/userguide/helm.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#upgrade
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#upgrade

AWS FERREXB% ERAEER

3.

Z 8 App Mesh Kubernetes BET&JREZ (CRD),

kubectl apply -k "https://github.com/aws/eks-charts/stable/appmesh-controller/crds?
ref=master"

B3 4I28 2 1 Kubernetes & 22 M,

kubectl create ns appmesh-system

RETSEY , METHESBPER. UREEFENBERNR cluster-name M Region-

code,

export CLUSTER_NAME=cluster-name
export AWS_REGION=Region-code

(Rf) MREBEE Fargate EITIRHIET |, BIABEEI Fargate 5RERE. WREE Reksctl®
, w2 E (Amazon EKS EAEERM) PN LES A feksctl, MREREFRHERAENL
ERE , 55820 (Amazon EKS EAEIER) HMEI Fargate SR ERE,

~—"

3

Mo M

eksctl create fargateprofile --cluster $CLUSTER_NAME --name appmesh-system --
namespace appmesh-system

RHEBHNEEE L OpenlD Connect (OIDC) &AMt E, MREHKeksctlLdE | BRI
A {Amazon EKS EA&ER) PHLZEH A leksct1RPAETRZE, MREEEFHEEA
UiRtE | F2H (Amazon EKS FAEERE) PHAEE FHWERERFRBA IAM A&,

eksctl utils associate-iam-oidc-provider \
--region=$AWS_REGION \
--cluster $CLUSTER_NAME \
--approve

B IAM B | # AWSAppMeshFullAccessFl AWSCloudMapFullAccess AWS S EBEREEE
ZAE  WEHBEZ Kubernetes appmesh-controller BRIEIRE ., ZA G ZRFIZTHIE,
BBRAEE App Mesh ER,

(® Note
WTEEVERARELEEN IAMAWS A&, SEEEEMEYHN IAM S8,
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https://docs.aws.amazon.com/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.aws.amazon.com/eks/latest/userguide/fargate-profile.html#create-fargate-profile
https://docs.aws.amazon.com/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://console.aws.amazon.com/iam/home?#policies/arn:aws:iam::aws:policy/AWSAppMeshFullAccess$jsonEditor
https://console.aws.amazon.com/iam/home?#policies/arn:aws:iam::aws:policy/AWSCloudMapFullAccess$jsonEditor

AWS FERREXB% ERAEER

eksctl create iamserviceaccount \

--cluster $CLUSTER_NAME \

--namespace appmesh-system \

--name appmesh-controller \

--attach-policy-arn arn:aws:iam::aws:policy/
AWSCloudMapFullAccess,arn:aws:iam: :aws:policy/AWSAppMeshFullAccess \

--override-existing-serviceaccounts \

--approve

MREBERFEH AWS Management Console = 2 fR#EES AWS CLI , 5528 (Amazon EKS
FHEER) YNAENRBIRFEL IAM ACFEE, WREFEH AWS Management Console
= AWS CLI REIURFE , B EER AU E Kubernetes BRIEIRSE ., MEFHMERN , F2H
{Amazon EKS A EIERM) THALZHNEREIIERFEE IAM A6,

9. #BE App Mesh 124158, MBEFFAMALEEREE | 5ES0 GitHub ERYAEAE

1. EEIBIEEEN App Mesh 2#I85 |, BAA S App Mesh FARFEIEZER Amazon VPC i B
BAZEENALE FBE, BHEERTE accountId,

--set accountId=$AWS_ACCOUNT_ID

EEENEEETRA X-Ray B , FERA X-Ray #l Amazon ECR Amazon VPC i3, 18
#public.ecr.aws/xray/aws-xray-daemon:latest7E8E% , BHIZS A , HILEFEKL
MRGIRENERKE , WAEH X ZEHEA ECR #1FE.

® Note
Amazon VPC w2 B Bl % Amazon ECR A E#1ZE,

THIEBIFRER X-Ray WHREIB2HIEE

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \
--set region=$AWS_REGION \
--set serviceAccount.create=false \
--set serviceAccount.name=appmesh-controller \
--set accountId=$AWS_ACCOUNT_ID \
--set log.level=debug \
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https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html#create-service-account-iam-role
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration
https://docs.aws.amazon.com/AmazonECR/latest/userguide/docker-push-ecr-image.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html

AWS FERREXB% ERAEER

--set tracing.enabled=true \

--set tracing.provider=x-ray \

--set xray.image.repository=your-account-id.dkr.ecr.your-
region.amazonaws.com/your-repository \

--set xray.image.tag=your-xray-daemon-image-tag

BECNERSHIMERGEEAENER , REERIEA X-Ray HHEN,

WMEFHMER , F26 (Amazon EKS A EER) PHAEERE,
2. BREHME A App Mesh #2125, MFEMBHARBRENEE , F2H GitHub LA .

N

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \
--set region=$AWS_REGION \
--set serviceAccount.create=false \
--set serviceAccount.name=appmesh-controller

® Note
WMRIEH Amazon EKS BE X FIR IPv6 , FE1EEPE App Mesh 12 HIE5 A4S T 58 1H 718
ZEBNGS  UREEELZBE--set clusterName=$CLUSTER_NAME,

/A Important

MBBHEENMN me-south-1, ap-east-1, il-central-1, . ap-
southeast-3 eu-south-18% af-south-1EiH , AIEEK THBEHIEE NS

AL .
™ .
# account-id Ml Region-code BB —HEEMNE.

- HRHEBR

--set image.repository=account-id.dkr.ecr.Region-code.amazonaws.com/
amazon/appmesh-controller

» 772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-
envoy:v1.29.12.1-prod
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https://docs.aws.amazon.com/eks/latest/userguide/private-clusters.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration

AWS FERREXB% ERAEER

+ 856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-
prod

* 909464085924.dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-
envoy:v1.29.12.1-prod

+ 422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-
envoy:v1.29.12.1-prod

+ 564877687649.dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-
envoy:v1.29.12.1-prod

» 924023996002.dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-
prod

« BALATE GitHub W E HF R IRFIBREN B URIs. A RGATEN AWS IRF B
£¥v1.5.0, BERMGETE T AWS Amazon Elastic Kubernetes Service Amazon &
ERMRGEFEPRRINIRE L,

- BREHIZRMRG

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code .amazonaws.com/aws-appmesh-envoy

» 772975370895.dkr.ecr.me-south-1.amazonaws.com/amazon/appmesh-
controller:v1.13.1

+ 856666278305.dkr.ecr.ap-east-1.amazonaws.com/amazon/appmesh-
controller:v1.13.1

* 909464085924.dkr.ecr.ap-southeast-3.amazonaws.com/amazon/appmesh-
controller:v1.13.1

» 422531588944 .dkr.ecr.eu-south-1.amazonaws.com/amazon/appmesh-
controller:v1.13.1

» 564877687649.dkr.ecr.il-central-1.amazonaws.com/amazon/appmesh-
controller:v1.13.1

+ 924023996002.dkr.ecr.af-south-1.amazonaws.com/amazon/appmesh-
controller:v1.13.1

- HRBABLIRE :

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code .amazonaws.com/aws-appmesh-envoy
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https://github.com/aws/aws-app-mesh-controller-for-k8s/releases
https://docs.aws.amazon.com/eks/latest/userguide/add-ons-images.html
https://docs.aws.amazon.com/eks/latest/userguide/add-ons-images.html
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» 772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

+ 856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

+ 909464085924.dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

» 422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

+ 564877687649.dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

» 924023996002.dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

/A Important
EXE v1.9.0.0 IRFEFIRAFEE App Mesh £,

10. FERRIEHIBSIRA A v1.4.0 HEFIRAK, BB GitHub E&EE change log (BF HE).

kubectl get deployment appmesh-controller \
-n appmesh-system \

-0 json | jq -r ".spec.template.spec.containers[].image" | cut -f2 -d ':’

® Note
MRBLBRSMTFEBN A, CEXRED—TXF  EFEETHXT , METHUHR
DB RR .

Neither -kubeconfig nor -master was specified. Using the inClusterConfig.
This might not work.

SR REREGTH 39


https://github.com/aws/aws-app-mesh-controller-for-k8s/releases

AWS FERENMA% EREER
SR 2 . TE App Mesh EJR

£ Kubernetes HEREB AR | BB ALIE Y Kubernetes BHETER |, 4IRS T UEB T HIEN
App Mesh EiR., THIREF A BIIEERE App Mesh ER R H 280 Theek, EALLFE GitHub £ App
Mesh SERT B HAVF ZhAEE B R vibeta2 FER R | HREIZPEBH A4 App Mesh ERThBEHI ETHI

BIAEE, https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs

/A Important
BRI App Mesh EiR%E , BREERFEHEHREERMBR App Mesh ER, MREEH
App Mesh B EFHMRER , BHIFZAERTZEERTHEIEFENMBERA App Mesh EIE 10
N, BALKHHFEREREABRE. MEFMEF , 528 GitHub LAY Configuration (4
&)

Z8E App Mesh &R
1. 33 Kubernetes @& ZZ B LAEE App Mesh ER,

a. BTIREREFINERLES namespace.yaml HIERH,

apiVersion: vl
kind: Namespace
metadata:
name: my-apps
labels:
mesh: my-mesh
appmesh.k8s.aws/sidecarInjectorWebhook: enabled

A

<

b. #

He

Faﬂo
kubectl apply -f namespace.yaml
2. B3 App Mesh RIEHBE,

a. BTIARREFINEMLER mesh.yaml WERP, BRANREUEA WEBERny -
mesh, BRI RETE 2 ANE R < BREEKERNEER R,

apiVersion: appmesh.k8s.aws/vlbeta2
kind: Mesh
metadata:
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name: my-mesh
spec:
namespaceSelector:
matchLabels:
mesh: my-mesh

b. EIEHE,.

kubectl apply -f mesh.yaml

c. MRS EI Kubernetes BB E R FEME E

kubectl describe mesh my-mesh

Bl
Name: my-mesh
Namespace:
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"Mesh", "metadata":{"annotations":{}, "name":"my-mesh"}, "spec":

{"namespaceSelector":{"matchLa...

API Version: appmesh.k8s.aws/vlbeta2

Kind: Mesh

Metadata:
Creation Timestamp: 2020-06-17T14:51:37Z
Finalizers:

finalizers.appmesh.k8s.aws/mesh-members
finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 1
Resource Version: 6295
Self Link: /apis/appmesh.k8s.aws/vlbeta2/meshes/my-mesh
UID: 111al11bl-clld-1elf-ghl1i-j11k11111m711
Spec:

Aws Name: my-mesh

Namespace Selector:
Match Labels:

Mesh: my-mesh

Status:
Conditions:
Last Transition Time: 2020-06-17T14:51:37Z
Status: True
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Type: MeshActive
Mesh ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh
Observed Generation: 1
Events: <none>

d. WRWHIZBFETLZ App Mesh IRIEMIEHFFMER.

aws appmesh describe-mesh --mesh-name my-mesh

A
{
"mesh": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh",
"createdAt": "2020-06-17T09:51:37.920000-05:00",
"lastUpdatedAt": "2020-06-17T09:51:37.920000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111al11bl-clld-lelf-ghli-j11k11111m711",
"version": 1
.
"spec": {3,
"status": {
"status": "ACTIVE"
}
}
}

3. E3 App Mesh E#Ei S, EREITHE T E Kubernetes BRI BEISE,

a. BTIARREFEIERK LRSS virtual-node.yaml WER+, BRARE my-apps A
ZElmy-service-aHFEIEE B App Mesh EREIE, ZEBHHARERENTEHE

I H9 Kubernetes fR#&. hostname WER I ERS MR RZERREHTE DNS F#H
A

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualNode
metadata:

name: my-service-a

namespace: my-apps
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spec:

podSelector:
matchLabels:
app: my-app-1

listeners:

- portMapping:
port: 80
protocol: http

serviceDiscovery:
dns:
hostname: my-service-a.my-apps.svc.cluster.local

EESSEEAYEBRFEWIIEE | il mNFMNEERERE, NEFHHEEH , B2
Bthe section called “E#EEH, EEEFRAUA L RREHNERS R ENMAE AR
E, T es.

aws appmesh create-virtual-node --generate-cli-skeleton yaml-input

b. EREBEFEIR

kubectl apply -f virtual-node.yaml

c. MIEFTEI 2z Kubernetes [E#REIHERVEFMAESR,

kubectl describe virtualnode my-service-a -n my-apps

Bl
Name: my-service-a
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"VirtualNode", "metadata":{"annotations":{}, "name":"my-service-

a","namespace":"my-apps"},"s...

API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualNode

Metadata:
Creation Timestamp: 2020-06-17T14:57:29Z
Finalizers:

finalizers.appmesh.k8s.aws/aws-appmesh-resources
Generation: 2
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Resource Version:

22545

Self Link: /apis/appmesh.k8s.aws/vlbeta2/namespaces/my-apps/
virtualnodes/my-service-a
UID: 111allbl-cll1d-1elf-ghli-j11k11111m711
Spec:
Aws Name: my-service-a_my-apps
Listeners:
Port Mapping:
Port: 80
Protocol: http
Mesh Ref:
Name: my-mesh
UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711

Pod Selector:
Match Labels:
App:
Service Discovery:
Dns:
Hostname:
Status:
Conditions:
Last Transition Time:
Status:
Type:
Observed Generation:
Virtual Node ARN:

nginx

my-service-a.my-apps.svc.cluster.local

2020-06-17T14:57:29Z

True

VirtualNodeActive

2
arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualNode/my-service-a_my-apps

Events:

<none>

d. IFIRFIZSIE App Mesh B 2 ER S BNFEMAEA.

(@ Note

B f£7E Kubernetes PN EEREI B HRE my-service-a , 187 App Mesh H 2
MHEBRHEEEA my-service-a_my-apps. EHEIBREEEIL App Mesh &R
B | #% Kubernetes tn B =B BHINZE App Mesh ERHIHEHE. HEGRETEHR
B , AABTE Kubernetes # , B UEFRANGEEZEHPRIFANERSEY , BE
App Mesh &, EREIHEBEREPLEARHE —M,
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aws appmesh describe-virtual-node --mesh-name my-mesh --virtual-node-name my-
service-a_my-apps

Lo

"virtualNode": {

"meshName": "my-mesh",

"metadata": {
" "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualNode/my-service-a_my-apps",

"createdAt": "2020-06-17T09:57:29.840000-05:00",
"lastUpdatedAt": "2020-06-17T09:57:29.840000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

arn :

3,
"spec": {
"backends": [],
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "my-service-a.my-apps.svc.cluster.local"
}
}
3,
"status": {
"status": "ACTIVE"
b
"virtualNodeName": "my-service-a_my-apps"
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4. I App Mesh EHEEHR, EREHFTEEBEEAN RS BEERBHENRE

a. BTIARREIEK RS virtual-router.yaml WERD, ERXRARELEEKH
28, ERERRIEL—ESBPEINE A my-service-a WEREE., BHHEEL
App Mesh EEHEE B HER, B ARHBIEEE S , WEABR http AAREHR
WHE. MEEFMER , 52 Bthe section called “E ¥ H 25" K the section called “BEH”, &
AR SENEREGH BB Kubernetes ERETHAR , MARIEHIZFE App Mesh T
# App Mesh E#EEIEE B,

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualRouter
metadata:
namespace: my-apps
name: my-service-a-virtual-router
spec:
listeners:
- portMapping:
port: 80
protocol: http
routes:
- name: my-service-a-route
httpRoute:
match:
prefix: /
action:
weightedTargets:
- virtualNodeRef:
name: my-service-a
weight: 1

(1BR) REERLTUMUELRRKRPRENERKAF[NAEIRARE , FRT TSl

AL
T o

aws appmesh create-virtual-router --generate-cli-skeleton yaml-input

EEEECTNE LERRFRENBENTETARE , BUT TR,

aws appmesh create-route --generate-cli-skeleton yaml-input

b. EBFEFELAR,
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kubectl apply -f virtual-router.yaml

c. MIRSEIM Kubernetes W EERKHZE R,

kubectl describe virtualrouter my-service-a-virtual-router -n my-apps

Name: my-service-a-virtual-router
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:

{"apiVersion":"appmesh.k8s.aws/
vlbeta2","kind":"VirtualRouter", "metadata":{"annotations":{}, "name": "my-
service-a-virtual-router", "namespac...

API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualRouter
Spec:
Aws Name: my-service-a-virtual-router_my-apps
Listeners:
Port Mapping:
Port: 80
Protocol: http
Mesh Ref:

Name: my-mesh
UID: 111a11bl-clld-1elf-gh1i-j11k11111m711
Routes:
Http Route:
Action:
Weighted Targets:
Virtual Node Ref:
Name: my-service-a

Weight: 1
Match:
Prefix: /
Name: my-service-a-route
Status:

Conditions:
Last Transition Time: 2020-06-17T15:14:01Z
Status: True
Type: VirtualRouterActive
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Observed Generation: 1
Route AR Ns:
My - Service - A - Route: arn:aws:appmesh:us-west-2:111122223333:mesh/my-
mesh/virtualRouter/my-service-a-virtual-router_my-apps/route/my-service-a-route

Virtual Router ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-
mesh/virtualRouter/my-service-a-virtual-router_my-apps
Events: <none>

d. RIRIEHIESTE App Mesh RE VW ERKHBEER. Bmy-service-a-virtual-
router_my-apps4 ¥EE name , KA EEHIZRE App Mesh RV ERIEHRE , 21§
Kubernetes ir & 2 A & B M N E E BRI BB,

aws appmesh describe-virtual-router --virtual-router-name my-service-a-virtual-
router_my-apps --mesh-name my-mesh

L

"virtualRouter": {

"meshName": "my-mesh",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualRouter/my-service-a-virtual-router_my-apps",

"createdAt": "2020-06-17T10:14:01.547000-05:00",
"lastUpdatedAt": "2020-06-17T10:14:01.547000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

1,
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
]
1,
"status": {

"status": "ACTIVE"
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"virtualRouterName": "my-service-a-virtual-router_my-apps"

e. MIRIZEHIZZIE App Mesh FEIHEHER. HAKAHRE Kubernetes FE#E K FHESAHRER —
4o, FrBAER7E Kubernetes RV EHE R, HHAEALERAE Kubernetes ERFF1EH
FHER c P, BFIZIE App Mesh HE M BEH R , I KR4§ Kubernetes i & ZZE A BH M=
App Mesh BXHHER , RARBEBH EREHEIIEIM -1,

aws appmesh describe-route \
--route-name my-service-a-route \

--virtual-router-name my-service-a-virtual-router_my-apps \
--mesh-name my-mesh

B
{
"route": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualRouter/my-service-a-virtual-router_my-apps/route/my-service-a-route",
"createdAt": "2020-06-17T10:14:01.577000-05:00",
"lastUpdatedAt": "2020-06-17T10:14:01.577000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

I,
"routeName": "my-service-a-route",
"spec": {

"httpRoute": {
"action": {
"weightedTargets": [
{
"virtualNode": "my-service-a_my-apps"
"weight": 1

iy
"match": {
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"prefix": "/"
}

}
I
"status": {

"status": "ACTIVE"
},
"virtualRouterName": "my-service-a-virtual-router_my-apps"

}

5. 33 App Mesh E#RE. ERBBERERBBENMRVL  HEREMEZRER  NEBERR
HEREEREHE, MRRESKRESBYUENERRL. #2R5%8E App Mesh ﬁﬁﬁ , BERME
BREEBRBEDERAERBRBARRCERRBNTREZEE, BBERS & LR ERR
B, ETTERERARABRABRZETANEE. FREBHELIEEAERBRB < RHME
B EE R B R SR SRR R R o

a. BTIABREREKLES virtual-service.yaml WERF, ERAREILEER
¥ ZEBEEAERKHBEEESERERBIEL—BESBPEINES my-service-a
HEEESR, spec K awsName BERIERREFIHRZER Kubernetes RIEHI ST
¥ #B1EE T (FQDN), 7£ the section called “F B 3 : B EH IR I Kubernetes
R, WEFFMER , 582 Bthe section called “E# R,

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualService
metadata:

name: my-service-a

namespace: my-apps
spec:

awsName: my-service-a.my-apps.svc.cluster.local

provider:

virtualRouter:
virtualRouterRef:
name: my-service-a-virtual-router

FEEELTUR LRBBRINERBBRENMERNARE , FHT TG

aws appmesh create-virtual-service --generate-cli-skeleton yaml-input

b. EBMEHRRK.
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kubectl apply -f virtual-service.yaml

c. MIRFTEI 2 Kubernetes EERIEEFRHEMER

kubectl describe virtualsexrvice my-service-a -n my-apps

B
Name: my-service-a
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:

{"apiVersion":"appmesh.k8s.aws/
vlbeta2","kind":"VirtualService", "metadata":{"annotations":{}, "name":"my-

service-a", "namespace":"my-apps"}...
API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualService

Metadata:
Creation Timestamp: 2020-06-17T15:48:40Z
Finalizers:

finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 1

Resource Version: 13598

Self Link: /apis/appmesh.k8s.aws/vlbeta2/namespaces/my-apps/
virtualservices/my-service-a

UID: 111al11bl-clid-1lelf-ghl1i-j11k11111m711
Spec:

Aws Name: my-service-a.my-apps.svc.cluster.local
Mesh Ref:

Name: my-mesh

UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711
Provider:

Virtual Router:

Virtual Router Ref:
Name: my-service-a-virtual-router

Status:
Conditions:
Last Transition Time: 2020-06-17T15:48:40Z
Status: True
Type: VirtualServiceActive
Observed Generation: 1
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Virtual Service ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualService/my-service-a.my-apps.svc.cluster.local
Events: <none>

d.  #REHIEETE App Mesh FE VM ERIREERFHEF. Kubernetes #8857 App Mesh
R BRI , YWARAE Kubernetes in B BB BHIINE App Mesh EERKEERE , BA
ERREHE B —/ FQDN,

aws appmesh describe-virtual-service --virtual-service-name my-service-a.my-
apps.svc.cluster.local --mesh-name my-mesh

A
{
"virtualService": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualService/my-service-a.my-apps.svc.cluster.local",

"createdAt": "2020-06-17T10:48:40.182000-05:00",
"lastUpdatedAt": "2020-06-17T10:48:40.182000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

1,

"spec": {
"provider": {

"virtualRouter": {
"virtualRouterName": "my-service-a-virtual-router_my-apps"

1,
"status": {

"status": "ACTIVE"
iy

"virtualServiceName": "my-service-a.my-apps.svc.cluster.local"
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EEARARHEBARHNE | BIRFI85 8 AT LLERE App Mesh the section called “FE #t & H the section called
‘FERH ., NEEARFRNEELERNELHR K BF2EREEAFE , T E GitHub ERH
SHIEAFE,

SR 3 BUNEMRKE

ﬁ"‘?‘ﬁ'\ggﬁi App Mesh £ it & F B 1E{T Pod #B4 B #7118 App Mesh B R 5, T AR HEEMBAS
i EHBEIEED R ZBHEM Pod #,

1. BARERRSEEE, RMHERELBASEE Kubernetes ZPE |, LUESTRE App Mesh [ERETHH
fERE,

a. BTIARREIERK LR A proxy-auth. json WERF, BRLAEE W ####E]
Ko

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "appmesh:StreamAggregatedResources",
"Resource": [

"arn:aws:appmesh:Region-code:111122223333:mesh/my-mesh/
virtualNode/my-service-a_my-apps"
]
}

}
b. EBMBX,

aws iam create-policy --policy-name my-policy --policy-document file://proxy-
auth.json

c. BYIAMER, BEEL—ESBRHIEINBFRERZETZA®,. B Kubernetes IRISIRE |
WASBURBHEE Kubernetes [RISIRE . ZA G T EILH|ZSHIE, BERMNEE App Mesh &

N
WMo

eksctl create iamserviceaccount \
--cluster $CLUSTER_NAME \
--namespace my-apps \
--name my-service-a \
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--attach-policy-arn arn:aws:iam::111122223333:policy/my-policy \
--override-existing-serviceaccounts \
--approve

mREAEEREFH AWS Management Console = 23 [RIEHR S AWS CLI , 2

{Amazon EKS A EERE) FNALHNRBIEFET IAM BEFER, MREFERA AWS
Management Console = AWS CLI REMUIRF , Bt FEA A GRS ZE Kubernetes FRIEIR
F. MEFHMENR , 5528 (Amazon EKS FAEER) THALBHRBIRFIEE IAM &
1=

2. (BF) MRLELENIPBRBIEER Fargate Pod , HIEER Y Fargate SREME, MRE
KeksctlZgE |, BOJLAER Amazon EKS EAE BRI L E S A lleksctl PRIE REITR
#, MREVEFRTEAEURERE , F28 (Amazon EKS FRAEERE) FHEI Fargate
EXEEO

eksctl create fargateprofile --clustexr my-cluster --region Region-code --name my-
service-a --namespace my-apps

3. EY Kubernetes [RIEFIFB, MREEEE App Mesh HEFEANRENE , AIEENBER
BB | BARTE 3 FH B —#Hthe section called “F B8 2 : ZBE App Mesh ER”, BEHIEHIZD
E URRHEBHELCEERGR LEENES , LUEMBASRBEBHIEE Pod , XEHHE
Pod,

a. BTIRRREREK EESE example-service.yaml WERD, NREEEGEZEHR
MBI EA Fargate Pod , sBEET B EE BB SEE Fargate RERPERNTEEHEA
4

apiVersion: vl
kind: Service
metadata:
name: my-service-a
namespace: my-apps

labels:

app: my-app-1

spec:

selector:

app: my-app-1
ports:

- protocol: TCP

port: 80

targetPort: 80
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AWS fe A2

ERAEER

b.

C.

apiVersion: apps/vl

kind: Deployment

metadata:

name: my-service-a
namespace: my-apps
labels:

app: my-app-1

spec:
replicas: 3
selector:

matchLabels:
app: my-app-1

template:

metadata:
labels:
app: my-app-1
spec:
serviceAccountName: my-service-a
containers:
- name: nginx
image: nginx:1.19.0
ports:
- containerPort: 80

/A Important

REPH app matchLabels selector EAEBERTE the section called “HEE 2 -
EBE App Mesh ER" W FH B 3 PRV EREHFIEENERR , FRIMBASE
FEEAE Pod F, EL— @&+ , EBHNESR my-app-1. MREIPEELER
B, MTAREREE , AlDeploymentEFEEEX R TS Envoy Bes. NEERF
RAZRGHFFMEN , F2E Envoy. WMHFEEHFIFME , F2E GitHub LW EEE
£l

EBE R

kubectl apply -f example-service.yaml

BRI E.

kubectl -n my-apps get pods
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AWS R EAEER
B
NAME READY  STATUS RESTARTS  AGE
my-service-a-54776556f6-2cxd9  2/2 Running @ 10s
my-service-a-54776556f6-w26kf  2/2 Running 0 18s
my-service-a-54776556f6-zw5kt  2/2 Running @ 26s
d. BREEHFEZHF —1E pod BFMAEN.
kubectl -n my-apps describe pod my-service-a-54776556f6-2cxd9
Name: my-service-a-54776556f6-2cxd9
Namespace: my-app-1
Priority: 0
Node: ip-192-168-44-157.us-west-2.compute.internal/192.168.44.157
Start Time: Wed, 17 Jun 2020 11:08:59 -0500
Labels: app=nginx
pod-template-hash=54776556f6
Annotations: kubernetes.io/psp: eks.privileged
Status: Running
IP: 192.168.57.134
IPs:
IP: 192.168.57.134
Controlled By: ReplicaSet/my-service-a-54776556f6
Init Containers:
proxyinit:
Container 1ID: docker://
e0c4810d584c21ae@cb6e40f6119d2508T029094d0e@1c9411cbcf2a32d77a59
Image: 111345817488.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
proxy-route-manager:v2
Image ID: docker-pullable://111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager
Port: <none>
Host Port: <none>
State: Terminated
Reason: Completed
Exit Code: 0
Started: Fri, 26 Jun 2020 08:36:22 -0500
Finished: Fri, 26 Jun 2020 08:36:22 -0500
Ready: True
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Restart Count: 0

Requests:
cpu: 10m
memory: 32Mi

Environment:
APPMESH_START_ENABLED: 1
APPMESH_IGNORE_UID: 1337
APPMESH_ENVOY_INGRESS_PORT: 15000
APPMESH_ENVOY_EGRESS_PORT: 15001
APPMESH_APP_PORTS: 80
APPMESH_EGRESS_IGNORED_IP: 169.254.169.254
APPMESH_EGRESS_IGNORED_PORTS: 22
AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

Containers:
nginx:
Container ID: docker://
be6359dc6ecd3f18alc87df7b57c2093e1f9db17d5b3a77f22585ce3bcabl37a

Image: nginx:1.19.0
Image ID: docker-pullable://nginx
Port: 80/TCP
Host Port: Q/TCP
State: Running
Started: Fri, 26 Jun 2020 08:36:28 -0500
Ready: True
Restart Count: 0
Environment:
AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

envoy:
Container ID:
docker://905b55cbf33ef3b3debc51cb448401d24e2e7c2dbfc6a9754a2c49dd55a216b6

Image: 840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1l.12.4.0-prod

Image ID: docker-pullable://840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy

Port: 9901/TCP

Host Port: Q/TCP
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State: Runni
Started: Fri,
Ready: True
Restart Count: 0
Requests:
cpu: 10m
memory: 32Mi
Environment:

APPMESH_RESOURCE_ARN:
virtualNode/my-service-a_

APPMESH_PREVIEW:
ENVOY_LOG_LEVEL:
AWS_REGION:
AWS_ROLE_ARN:

AWS_WEB_IDENTITY_TOKEN_FILE:

serviceaccount/token

Events:
Type Reason Age
Message

Normal Pulling 30s

west-2.compute.internal Pulling image "111345817488.dkr.ecr.us-

west-2.amazonaws.com/aws-
Normal Pulled 23s

ng
26 Jun 2020 08:36:36 -0500

my-apps
0
info
us-west-2

arn:aws:iam::111122223333:mesh/my-mesh/

arn:aws:iam::111122223333:role/eksctl-app-
mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON

From

kubelet, ip-192-168-44-157.us-

appmesh-proxy-route-manager:v2"
kubelet, ip-192-168-44-157.us-

/var/run/secrets/eks.amazonaws.com/

west-2.compute.internal Successfully pulled image "111345817488.dkr.ecr.us-

west-2.amazonaws.com/aws-
Normal Created 21s
west-2.compute.internal
Normal Started 21s
west-2.compute.internal
Normal Pulling 20s
west-2.compute.internal
Normal Pulled 16s
west-2.compute.internal
Normal Created 15s
west-2.compute.internal
Normal Started 15s
west-2.compute.internal
Normal Pulling 15s

west-2.compute.internal Pulling image "840364872350.dkr.ecr.us-

west-2.amazonaws.com/aws-

appmesh-proxy-route-manager:v2"
kubelet, ip-192-168-44-157.us-
Created container proxyinit
kubelet, ip-192-168-44-157.us-
Started container proxyinit
kubelet, ip-192-168-44-157.us-
Pulling image "nginx:1.19.0"
kubelet, ip-192-168-44-157.us-

Successfully pulled image "nginx:1.19.0"

kubelet, ip-192-168-44-157.us-
Created container nginx

kubelet, ip-192-168-44-157.us-
Started container nginx

kubelet, ip-192-168-44-157.us-

appmesh-envoy:v1l.12.4.0-prod"

SR 3 BUREMR

58



AWS FERREXB% ERAEER

Normal Pulled 8s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Successfully pulled image "840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy:v1.12.4.0-prod"

Normal Created 7s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Created container envoy

Normal Started 7s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Started container envoy

EREMNEES | BALLEE proxyinit M envoy BEREHIEE pod ., NRECHSEHI
RSB E Fargate , AliIEHIZE € envoyBREFFTIEE Pod , ER B proxyinit K#Ti¥,
4. (EA) REKMMITH , B2 Prometheus, Grafana AWS X-Ray. Jaeger #l Datadog, &+
HEF , FF2[E GitHub £/ App Mesh Fit i o451 App Mesh i F & #5 = & 1y 7] 8158 1% — &,

(@ Note
WEE App Mesh BWE ZEHIFNZ SRR , B2 B App Mesh i HlF#EFE,

SR 4 5
BRAYEBAEINWMESHER, EHFEEBERTE my-mesh App Mesh IRIEHEHEINE IR,

kubectl delete namespace my-apps

MREE BE G RISEI Fargate FRERE , BEEBE,

eksctl delete fargateprofile --name my-service-a --cluster my-cluster --region Region-
code

il BR 48 4%

kubectl delete mesh my-mesh

(EIFM) B AR Kubernetes B4 Tttt

helm delete appmesh-controller -n appmesh-system

(1EBA ) MREEH Kubernetes B S THEB E Fargate , MR Fargate R ERE,

SEBR4 . FE 59


https://github.com/aws/eks-charts#app-mesh-add-ons
https://docs.aws.amazon.com/app-mesh/latest/userguide/observability.html
https://github.com/aws/aws-app-mesh-examples
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eksctl delete fargateprofile --name appmesh-system --cluster my-cluster --
region Region-code

AWS App Mesh #l Amazon EC2 AP

/A Important
R IE X B : 2026 £ 9 A 30 B , AWS #$E1E 4 AWS App Mesh, 2026 &£ 9 A 30 B
2%, B EE BRI AWS App Mesh £ &3 AWS App Mesh ER., WFEFMEN , 52
B EPER L Z R BH AWS App Mesh & Amazon ECS Service Connect,

AR EE T 1% B AWS App Mesh £ Amazon EC2 EHITHEMRREFER . AHERERNEEE App
Mesh ERER N ERINEE,

=Bl
EERPWAEA App Mesh , BREHBEE THRENERRES

- BEMEBS serviceAF] MR serviceB,

- EMEREEHIMEIZTES apps.local WA ZE™,

« ServiceA B serviceB &8 HTTP/2 , E#%1E 80 ETEM.

- BMEEB serviceB B 2 iR, W1E apps.local R EEPZHFIMARBR serviceBv2,

BEUTEK :

o BREEH 75% WHRENR serviceA BT serviceB , X% 25% WHEE%E serviceBv2
o BIBERS 25% FIX T serviceBv2 , A LAER FiX 100% MiRE 2R , BETCERELEEHE
EserviceA.

- BELENBRWABRREREE  LUEFERETE R, 828 100% FA serviceBv2, #E
REEXED EserviceBv2 , BABEZEIF serviceB,

« BTERFERRENEMREBEARNBRBRREM , SRS LEINER,

RTRBEBNER , LOREEI App Mesh R84 , EPISERRE. EREH. EEKHIN
BBH, BEFEERE  LEENEHNRBEUEA Envoy B, —BE#H , £NRKEEIER Envoy KER
LEEE , MIFEEAEEBEA,
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FORIRAF

App Mesh X #E B [ DNS sE#9 Linux BR# AWS Cloud Map , SRE R XE. ZEMFALAMTE
B, BELHEE=ECE DNS M RERK. BIERETEE , SO MBI REEEREER ,
BEPBERRE 28 , BELFERABEE,

MBEEREHITHINRE , LT LUEE Amazon EC2 $TEBEY SRR FEIELHTEE,
MEFMER , 2B (Amazon EC2 A EIEM) THHERRE : Amazon EC2 Linux #IT{EEA
. Amazon EC2 HEAF BB EMRRKEEBA serviceA, serviceB Ml serviceBv2 , MAMA
RIEE EBBEES apps.local WHBZEEIRE,

SR 1 BB E 8RS

BHEEERECIATREEREBRENBERR, NEFMAER , F2ABRBZEE. EREHR
BRERBHHRL. MEFMEF K F2EEERHE.

BITHER :

- ZTA apps WK , RARGIPWATERFEEEME apps.local v&ZE M,

- B%A serviceb.apps.local WERRK 2 RAERBRERARAUCEAXSBERNERLE , mAR
TEREXGEEASRHEMEE., HRNTBEWNBEBEA servicea. apps.local HWERR
%

I&TILAE A AWS Management Console B¢ 1.18.116 AWS CLI fRERE#HARA |, = 2.0.38 IR E H R
KRR TSR, MRFER AWS CLI, EFEA aws --version T RBRED REM AWS CLI fx
X, MBIERELHE 1.18.116 IRHEFIRAR 2.0.38 RRBEH A , QIS BZEHEH AWS CLl,
AREFRANIEZNESIER,

AWS Management Console

1. BARX App Mesh ZEZAMFIXHITRE , #8315 hitps : //https://console.aws.amazon.com/
appmesh/get-started,

2. ¥ Mesh name (#1&E %) , WA appso
3. ¥R Virtual service name (JE¥IRIE B ) , B A sexrviceb.apps.local,
4. FEHE , FiEE Next (T—D),
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AWS CLI

1. M create-mesh s S EIM B,

aws appmesh create-mesh --mesh-name apps

2. {#M create-virtual-service (e S EIMEERS.

aws appmesh create-virtual-service --mesh-name apps --virtual-sexvice-name
serviceb.apps.local --spec {}

SER2 BMIEREHE
EROHTHAERREOEESE. NEHAET  FSNERDY.

BUEBA serviceB WEREH , AARP—BERGRERREBA serviceB WERRE. =
BRERRRNEMRRIE TIEB DNS (X BB A serviceb.apps.local) &R, HE , BALUER
AWS Cloud MapRZ B R, ERHEHRSEHERE 80 LA HTTP2 BABERRRE., HXE
HtBABE , UREEMRERE, BUUEREBEDS BserviceBv2H A serviceAN B ERE
2

AWS Management Console

1. ¥R Virtual node name (E#EEI 2B ) , @A serviceB,

2. SHYRIEIEEKRSGE | B2 DNS , RE# A serviceb.apps.local DNS F#EZ 7,
3. HEEBERENERT , BEBAKHEN http2 , AR AEEESH .

4, EEEE  FHEE Next (T—%).

AWS CLI

1. FEATHARBEILEZS create-virtual-node-serviceb.json HWER :

{
"meshName": "apps",
"spec": {
"listeners": [
{

"portMapping": {
"port": 80,
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"protocol": "http2"

}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceB.apps.local"
}
}
.
"virtualNodeName": "serviceB"

}

2. (M JSON BERMAB A , #£E create-virtual-node a S M EH I,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
serviceb.json

SR 3 BUERKHIRMNEH

ERXARIRAESN—NSEERRBNRE, NFFEES K F2RERRHFREH.

BITHEIR :

« Z5B serviceB WERKEMHE , BB serviceB.apps.local ERBREF SRS LT H b PRI
HE B, FBiclE , BANELNERRERER serviceb.apps.local REHHR., EHR
BEgREErZERKEHE. EREARSEHAEZEL LW HTTP2 BABGEEZERERE, B
BEHMBABE,

« B4 serviceB WA, B 100% WRERHEserviceBERE R, FilserviceBv2EERE
R EESEARESR. HAKRREEXNERT , BEULARBFEHMENREG , XHEE
HEBER , £ Envoy REE B BARERSREREREELAZTEREGH,

AWS Management Console

1. ¥ Virtual router name (E¥EEXHEI A M) , WA serviceB,

2. EEBRENERET , REFAIGEERE http2 , WHEEEEE 80
3. ¥ Route name (BEHEEM) , WA serviceB,

4. ¥R Route type (BFHFER) |, #42 hitp2,
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ERAEER

5. $#HHEEHERBRTHWERERARE , EHN serviceBI A 100Xk THEE,
6. TEHEMERET , BERZE
7. EEMEE L FHEE Next (T—%),

AWS CLI

1. BIMEREMES.

a. FEATHRBEIRZS create-virtual-router.json HER :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
]
},
"virtualRouterName": "serviceB"
}

b. {EMH JSON EEEMAEB A , B create-virtual-router ap HE M EHR KRS,

aws appmesh create-virtual-router --cli-input-json file://create-virtual-

router.json
2. ENKH,
a. FEATHRBEIRS create-route.json WREE :

"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"httpRoute" : {
"action" : {
"weightedTargets" : [

HER 3 B EHEEK AR A%

64


https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-router.html

AWS FERREXB% ERAEER

{
"virtualNode" : "serviceB",
"weight" : 100
}
]
.
"match" : {
"prefix" : "/"
}
}
},
"virtualRouterName" : "serviceB"

}
b. £ JSON A& A , ¥ create-route TSI H.

aws appmesh create-route --cli-input-json file://create-route.json

R4 RANEY
KR R AT 18 RARBIRRE o
AWS Management Console

NMRLFERTMERPETEE , FREZE Edit (W), HELRERIMER , FFEEZ Create
mesh (B3 B18).

Status (AR58) EHEE TAIECEUMNBEER, EE View mesh (1R #81%) BN E X2 A PR
BIUMNER,
AWS CLI

BRI E A describe-mesh S5 B WEIKRTE.

aws appmesh describe-mesh --mesh-name apps

BRI F A describe-virtual-service i S BN EBRKEE,

aws appmesh describe-virtual-service --mesh-name apps --virtual-service-name
serviceb.apps.local

BB A describe-virtual-node T S BN W EBRETBRTE,
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aws appmesh describe-virtual-node --mesh-name apps --virtual-node-name serviceB

BB A describe-virtual-router fp SN W EBKBEERTE,

aws appmesh describe-virtual-router --mesh-name apps --virtual-router-name serviceB

WBIEEA describe-route S EIMNBHARE,

aws appmesh describe-route --mesh-name apps \
--virtual-router-name serviceB --route-name serviceB

HER 5 BEMHMER

BERUERS , BYA

i

« BV & A serviceBv2 WERER , ARS—EEA serviceA NEHE B, EM
EERE A S ER HTTP/2 E#EIR 80 #HIEFR. st¥serviceAERETR , BRE W&
umserviceb.apps.local., R BserviceARBREHNFIEEHRENSEELER A WEKR
¥serviceb.apps.local, #MARKEBEREREY , EL U TUEEKERHHNEFTIRARZEA
HPERER,

- BYBA WBENEERKservicea.apps.local , SFiEREEZEEEEserviceAEEREIE,

- ENBEL—RBIBRPEILN serviceB BH , #§ 75% WREEIEE serviceB ERETH ,
LK 25% WREBEIAS serviceBv2 ERET R, MMERBNED K SUNEESUHEE ,
BEZE| serviceBv2 YE| 100% WRER L, SAEREMBIAE RserviceBv2 , LR LIEFRA
WiEilkserviceBEREHNERRE. ELETUEER , FNEXBTFEETMAELR , BA
serviceb.apps.local ERNMERBREEBTEEE, 8, serviceb.apps.local EHAR
BEagREErZERKEHS  EEERBAFSERERHEERGY. ERAENREREEZE
AT CARERF B E,

AWS Management Console

1. EERASESERESP , #E Meshes (#1%).
2. ENEEL—@ASBRPELN apps .
3. EARIBEEKS , EE Virtual nodes (ERRETE).
4. JBZ Create virtual node (B3 E#EE ).
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5. ¥R Virtual node name (JEBEETRE ) 8 A serviceBv2, ¥R Service discovery
method (ARIEIREF L) iBIE DNS , REBE M DNS hostname (DNS EH#E 1) i A

servicebv2.apps.local,
6. Sr¥EERENARE  SHENBFAMEIRER hitp2 , ARSOFEHEREIRR A .
7. 1ZE Create virtual node (B E#EE).

8. HIXiEIZ Create virtual node (B EHRETE). WA serviceA HAERTHERE, ¥R
Service discovery method (BRIEIRZEF ) , 1##E DNS , W& ¥t DNS hostname (DNS F#H
#8) B A servicea.apps.local,

9. EMERIFETMAERREEZE , WA serviceb.apps.local,
10. EEEENERT , BREBABEN http2 , FEEZES0FHA K ARBRERITERTE.
1. EERIEEEEH | BE Virtual routers (EEEEHET) , AR BEERIRE serviceB E#R

E%O
12. 1 Routes (B§H) T , EREE L —EFRPEINER (B A ServiceB) , REIERE Edit
(WREE)o

13. ZEEE. EBETHEBT , S WEEEEEAR serviceB 75,

14. BEFIEERE , serviceBV2 TR NFEHIEE , WEENEREA 25,

15. EBERF.

16. EEAIBIBEE XS , F#E Virtual services (EHRRTE) , ARIERE Create virtual service (EILE
R,

17. servicea.apps.local $F¥EHRFEBEMA | SHEMEZIEREE |, serviceAdf
HERMHMEN K AREBEERIVERRER®.

AWS CL
1. 3 serviceBv2 EHEH,

a. HATHARBEIBZAE create-virtual-node-servicebv2.json HEE :

{
"meshName": "apps",
"SpeC": {
"listeners": [
{

"portMapping": {
"port": 80,
"protocol": "http2"
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}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBv2.apps.local"
}
}
},
"virtualNodeName": "serviceBv2"

b. EIMEREIR,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicebv2.json

2. HE3 serviceA EEEE,

a. FATYIARBEILAS create-virtual-node-servicea.json WER :

"meshName" : "apps",
"spec" : {
"backends" : [
{
"virtualService" : {
"virtualServiceName" : "serviceb.apps.local”

1,
"listeners" : [
{
"portMapping" : {
"port" : 80,
"protocol" : "http2"

1,

"serviceDiscovery" : {
Ildnsll . {
"hostname" : "servicea.apps.local"
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iy

"virtualNodeName" : "serviceA"

}
b. BMEREIR,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicea.json

3. ENBEL—ELSBEHDEINN serviceb.apps.local EERE , SEREERXS
serviceB EREKAHE. RUBUEERER , cT2EXRERNT@AHHS , A serviceB
B BRI R E AL,

a. HATHRABEILIZS update-virtual-service.json WER :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualRouter" : {
"virtualRouterName" : "serviceB"
}
}
.
"virtualServiceName" : "serviceb.apps.local"
}

b. {#H update-virtual-service fi B3 E# R

aws appmesh update-virtual-service --cli-input-json file://update-virtual-
service.json

4. BEFHEBREL—EITBPEILH serviceB FEH,

a. FATHRBEIEZS update-route.json HIER :

{
"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"http2Route" : {
"action" : {

SR5: BUHMER 69


https://docs.aws.amazon.com/cli/latest/reference/appmesh/update-virtual-service.html

AWS FERREXB% ERAEER

"weightedTargets" : [

{
"virtualNode" : "serviceB",
"weight" : 75
},
{
"virtualNode" : "serviceBv2",
"weight" : 25
}
]
},
"match" : {
"prefix" : "/"
}
}
.
"virtualRouterName" : "serviceB"

b. M update-route IS EHHEH.

aws appmesh update-route --cli-input-json file://update-route.json

5. Y serviceA EERK.

a. FATHARBEIEA create-virtual-servicea.json HWER :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualNode" : {
"virtualNodeName" : "serviceA"
}
}
by
"virtualServiceName" : "servicea.apps.local”
}

b. BMERRHK.

aws appmesh create-virtual-service --cli-input-json file://create-virtual-
sexvicea.json
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AWS FEFR B EAEEE
MR E

EEBEINRBEEEZE , BE=@BEAH servicea.apps.local, serviceb.apps.local
servicebv2.apps.local WERER®E. RTEREEUA K CEHEISRREBEREREZTIE
TREY BRI HBAE

- MEREERKE, AESEBERKHEEE servicea. apps.local BEBRENFIEREMERE
serviceb.apps.local EERK.

- Z¥A serviceA, serviceB M serviceBv2 W={EE#EEHE. Envoy RESFHHYEERETE
RENBRBKREEN , REHBERRKH P thit,

- EEE—-RANEERKHE , HIER Envoy KB 75% WEARERHE serviceB BB ,
1% 25% MR ERAE serviceBv2 EHETE,

B 6 BRI
EEIUMEKzE  BEETKTIMER :

- RELESERE —EFEN Envoy RIE , UEBEN—XZEERENERE, IFNAREREN
B , 5528 Envoy Proxy ZiE,

- BEEHEBNERY K BSERAT SR,

#% Amazon EC2 TR ERERBIKE
1. B IAM A8,

a. FEATHRBEIEZSE ec2-trust-relationship.json HER,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"

.

"Action": "sts:AssumeRole"
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b. EATIGTEIL IAM A,

aws iam create-role --role-name mesh-virtual-node-service-b --assume-role-
policy-document file://ec2-trust-relationship.json

2. B IAM BEEREZEZA® , AFFHERK Amazon ECR EH , 3t R FEHUSE App Mesh ERRETEHIAE
fE,

a. FEATHRBENES virtual-node-policy.json HIER, apps RIETE the section
called “FER 1 BV AEREE BANBKEE , M serviceB B&TE the section
called “‘TER 2 : EVEREH BUNERGH BB, 1§ 111122223333 IR ALBHNIRFE
ID , # us-west-2 BN AEE RN ESE,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "appmesh:StreamAggregatedResources",
"Resource": [
"arn:aws:appmesh:us-west-2:111122223333:mesh/apps/
virtualNode/serviceB"

]

b. EATIHTEMLBE,

aws iam create-policy --policy-name virtual-node-policy --policy-document
file://virtual-node-policy.json

c. BEELI—ESBIEINBREEZARG  EAGARER App Mesh EBHlserviceBE#EH
BLEviERE,

aws iam attach-role-policy --policy-arn arn:aws:iam::111122223333:policy/
virtual-node-policy --role-name mesh-virtual-node-sexrvice-b

d. #% AmazonEC2ContainerRegistryReadOnlyZSEBREZZEAR , LMER Amazon
ECR 12H Envoy &R a3MR 1%,
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aws iam attach-role-policy --policy-arn arn:aws:iam::aws:policy/
AmazonEC2ContainerRegistryReadOnly --role-name mesh-virtual-node-service-b

FEREELRN IAM AEKE Amazon EC2 #1TEERE.

%A SSH ERELNBITHEE.

RIBEWEERR S , ZENETER AWS CLI £%= % Docker M

8% E Docker Al FipftPIREVBRGH R , @ Envoy Amazon ECR @ FEETSH 7 8BE.

« BRT me-south-1, ap-east-1, ap-southeast-3, il-central-1, eu-south-1%
UAWRE RS af-south-1, B us-west-2 X BEMZERN 21 , {8 me-
south-1, ap-east-1, ap-southeast-3eu-south-1, . il-central-1% k% af-
south-1,

$aws ecr get-login-password \
--region us-west-2 \
| docker login \
--username AWS \
--password-stdin 840364872350.dkr.ecr.us-west-2.amazonaws.com

* me-south-1 EiF

$aws ecr get-login-password \
--region me-south-1 \
| docker login \
--username AWS \
--password-stdin 772975370895.dkr.ecr.me-south-1.amazonaws.com

+ ap-east-1[Ef

$aws ecr get-login-password \
--region ap-east-1 \
| docker login \
--username AWS \
--password-stdin 856666278305.dkr.ecr.ap-east-1.amazonaws.com

HITTHEF—@ERS , UABE#ITEE LA App Mesh Envoy B85 , BIEERIERE
HIREBEME. apps M serviceB EREHTEZNRAENERSHEERE, LEAS
HHREENXNER App Mesh BEURLEREHERE, EETHERS , BHEEAFRE
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AWS FERREXB% ERAEER

serviceBv2HlserviceAEEBEEI TR RIRIEH Amazon EC2 HITEETHRIEL SR, HRAE
BOHNEARR , BELEMRALECHNE.

« BRT me-south-1, ap-east-1, ap-southeast-3, il-central-1, eu-south-1F]
DA B Bigaf-south-1, EAIBAG#4##EK B me-south-1, ap-east-1, ap-
southeast-3, il-central-1, eu-south-1#1 BEAANEMEZEaf-south-1EHE,
AT LG 1337 AR 0 B 2147483647 ZEMEME,

sudo dockexr run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 840364872350.dkr.ecxr.region-code.amazonaws.com/aws-
appmesh-envoy:v1.29.12.1-prod

« me-south-1 Bi#f, B 1337 #1580 B 2147483647 2 A E{E.,

sudo dockexr run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-
envoy:v1.29.12.1-prod

« ap-east-1[Bif, BAILAE 1337 #K 0 B 2147483647 ZEHEME,

sudo docker run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-
envoy:v1.29.12.1-prod

(® Note

APPMESH_RESOURCE_ARN BMEERZA 1.15. 0L EFHRAM Envoy B %, MFEFFMAE
# , B EEnvoy,

/A Important
EXE v1.9.0.0 IRFEFIRAFEE App Mesh A,

8. FHETHIEH Show more, A TIHTEENBITEE LEIES envoy-networking. sh
MIER, # 8000 RRAZHEARKEXBAREARENEEER, ZUNEE
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APPMESH_IGNORE_UID WY{E , BEMXBHEEZE L —BELSBFHIEENEAER ; il 1337, EH
E | Eu L8 H bt uk B APPMESH_EGRESS_IGNORED_IP, EFZEHEMEAMIT,

#!/bin/bash -e

#
# Start of configurable options
#

#APPMESH_START_ENABLED="0"

APPMESH_IGNORE_UID="1337"

APPMESH_APP_PORTS="8000"
APPMESH_ENVOY_EGRESS_PORT="15001"
APPMESH_ENVOY_INGRESS_PORT="15000"
APPMESH_EGRESS_IGNORED_IP="169.254.169.254,169.254.170.2"

# Enable routing on the application start.
[ -z "$APPMESH_START_ENABLED" ] && APPMESH_START_ENABLED="0"

# Enable IPv6.
[ -z "$APPMESH_ENABLE_IPV6" ] && APPMESH_ENABLE_IPV6="0"

# Egress traffic from the processess owned by the following UID/GID will be
ignored.
if [ -z "$APPMESH_IGNORE_UID" ] && [ -z "$APPMESH_IGNORE_GID" 1; then
echo "Variables APPMESH_IGNORE_UID and/or APPMESH_IGNORE_GID must be set."
echo "Envoy must run under those IDs to be able to properly route it's egress
traffic."
exit 1
fi

# Port numbers Application and Envoy are listening on.
if [ -z "$APPMESH_ENVOY_EGRESS_PORT" ]; then
echo "APPMESH_ENVOY_EGRESS_PORT must be defined to forward traffic from the
application to the proxy."
exit 1
fi

# If an app port was specified, then we also need to enforce the proxies ingress
port so we know where to forward traffic.
if [ ! -z "$APPMESH_APP_PORTS" ] && [ -z "$APPMESH_ENVOY_INGRESS_PORT" ]; then
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echo "APPMESH_ENVOY_INGRESS_PORT must be defined to forward traffic from the
APPMESH_APP_PORTS to the proxy."

exit 1
fi

# Comma separated list of ports for which egress traffic will be ignored, we always
refuse to route SSH traffic.
if [ -z "$APPMESH_EGRESS_IGNORED_PORTS" 1; then
APPMESH_EGRESS_IGNORED_PORTS="22"
else
APPMESH_EGRESS_IGNORED_PORTS="$APPMESH_EGRESS_IGNORED_PORTS, 22"
fi

#
# End of configurable options
#

function initialize() {

echo "=== Initializing ==="

if [ ! -z "$APPMESH_APP_PORTS" 1; then
iptables -t nat -N APPMESH_INGRESS
if [ "$APPMESH_ENABLE_IPV6" == "1" 1]; then

ip6tables -t nat -N APPMESH_INGRESS

fi

fi

iptables -t nat -N APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ip6tables -t nat -N APPMESH_EGRESS

fi

function enable_egress_routing() {
# Stuff to ignore
[ ! -z "$APPMESH_IGNORE_UID" ] && \
iptables -t nat -A APPMESH_EGRESS \
-m owner --uid-owner $APPMESH_IGNORE_UID \
-j RETURN

[ ! -z "$APPMESH_IGNORE_GID" ] && \
iptables -t nat -A APPMESH_EGRESS \
-m owner --gid-owner $APPMESH_IGNORE_GID \
-j RETURN

[ ! -z "$APPMESH_EGRESS_IGNORED_PORTS" ] && \
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for IGNORED_PORT in $(echo "$APPMESH_EGRESS_IGNORED_PORTS" | tr "," "\n");
do
iptables -t nat -A APPMESH_EGRESS \
-p tcp \
-m multiport --dports "$IGNORED_PORT" \
-j RETURN
done

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Stuff to ignore ipvé6
[ ! -z "$APPMESH_IGNORE_UID" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-m owner --uid-owner $APPMESH_IGNORE_UID \
-j RETURN

[ ! -z "$APPMESH_IGNORE_GID" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-m owner --gid-owner $APPMESH_IGNORE_GID \
-j RETURN

[ ! -z "$APPMESH_EGRESS_IGNORED_PORTS" ] && \
for IGNORED_PORT in $(echo "$APPMESH_EGRESS_IGNORED_PORTS" | tr "," "\n");
do

ip6tables -t nat -A APPMESH_EGRESS \
-p tep \
-m multiport --dports "$IGNORED_PORT" \
-j RETURN

done

fi

# The list can contain both IPv4 and IPv6 addresses. We will loop over this
list
# to add every IPv4 address into “iptables”™ and every IPv6 address into
‘ip6tables”.
[ ! -z "$APPMESH_EGRESS_IGNORED_IP" ] && \
for IP_ADDR in $(echo "$APPMESH_EGRESS_IGNORED_IP" | tr "," "\n"); do

if [[ $IP_ADDR =~ .*:.* 1]]
then
[ "$APPMESH_ENABLE_IPV6" == "1" ] && \
ip6tables -t nat -A APPMESH_EGRESS \

-p tep \
-d "$IP_ADDR" \
-j RETURN

else
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iptables -t nat -A APPMESH_EGRESS \
-p tcp \
-d "$IP_ADDR" \
-j RETURN
fi
done

# Redirect everything that is not ignored
iptables -t nat -A APPMESH_EGRESS \

-p tcp \

-j REDIRECT --to $APPMESH_ENVOY_EGRESS_PORT

# Apply APPMESH_EGRESS chain to non local traffic
iptables -t nat -A OUTPUT \

-p tep \

-m addrtype ! --dst-type LOCAL \

-j APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Redirect everything that is not ignored ipv6
ip6tables -t nat -A APPMESH_EGRESS \
-p tcp \
-j REDIRECT --to $APPMESH_ENVOY_EGRESS_PORT
# Apply APPMESH_EGRESS chain to non local traffic ipvé6
ip6tables -t nat -A OUTPUT \
-p tcp \
-m addrtype ! --dst-type LOCAL \
-j APPMESH_EGRESS
fi

function enable_ingress_redirect_routing() {
# Route everything arriving at the application port to Envoy
iptables -t nat -A APPMESH_INGRESS \
-p tecp \
-m multiport --dports "$APPMESH_APP_PORTS" \
-j REDIRECT --to-port "$APPMESH_ENVOY_INGRESS_PORT"

# Apply AppMesh ingress chain to everything non-local
iptables -t nat -A PREROUTING \

-p tecp \

-m addrtype ! --src-type LOCAL \

-j APPMESH_INGRESS
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if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Route everything arriving at the application port to Envoy ipv6
ip6tables -t nat -A APPMESH_INGRESS \
-p tep \
-m multiport --dports "$APPMESH_APP_PORTS" \
-j REDIRECT --to-port "$APPMESH_ENVOY_INGRESS_PORT"

# Apply AppMesh ingress chain to everything non-local ipv6
ip6tables -t nat -A PREROUTING \
-p tep \
-m addrtype ! --src-type LOCAL \
-j APPMESH_INGRESS
fi

function enable_routing() {
echo "=== Enabling routing ==="
enable_egress_routing
if [ ! -z "$APPMESH_APP_PORTS" 1; then
enable_ingress_redirect_routing
fi

function disable_routing() {
echo "=== Disabling routing ==="
iptables -t nat -F APPMESH_INGRESS
iptables -t nat -F APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ip6tables -t nat -F APPMESH_INGRESS
ip6tables -t nat -F APPMESH_EGRESS

fi
}
function dump_status() {
echo "=== iptables FORWARD table ==="
iptables -L -v -n
echo "=== iptables NAT table ==="

iptables -t nat -L -v -n

if [ "$APPMESH_ENABLE_IPV6" == "1" 1]; then
echo "=== ip6tables FORWARD table ==="
ip6tables -L -v -n
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echo "=== ip6tables NAT table ==="

ip6tables -t nat -L
fi

function clean_up() {
disable_routing

-V -n

ruleNum=$(iptables -L PREROUTING -t nat --line-numbers | grep APPMESH_INGRESS |

cut -d " " -f 1)

iptables -t nat -D PREROUTING $ruleNum

ruleNum=$(iptables -L OUTPUT -t nat --line-numbers | grep APPMESH_EGRESS | cut

_d n n _..F 1)

iptables -t nat -D OUTPUT $ruleNum

iptables -t nat -X APPMESH_INGRESS
iptables -t nat -X APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then

ruleNum=$(ip6tables
APPMESH_INGRESS | cut -d "
ip6tables -t nat -D

ruleNum=$(ip6tables
cut -d " " -f 1)
ip6tables -t nat -D

ip6tables -t nat -X
ip6tables -t nat -X

fi
}
function main_loop() {
echo "=== Entering main
while read -p '> ' cmd;
case "$cmd" in
"quit")
clean_up
break
"status")

dump_status

"enable")

-L PREROUTING -t nat --line-numbers | grep

" -f 1)

PREROUTING $ruleNum

-L OUTPUT -t nat --line-numbers | grep APPMESH_EGRESS |

OUTPUT $ruleNum

APPMESH_INGRESS
APPMESH_EGRESS

loop ==="
do
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enable_routing
"disable")
disable_routing
*)
echo "Available commands: quit, status, enable, disable"
esac
done
}
function print_config() {
echo "=== Input configuration ==="
env | grep APPMESH_ || true

print_config

initialize

if [ "$APPMESH_START_ENABLED" == "1" ]; then

enable_routing
fi

main_loop

9. EHERE iptables RAILKEARXREKMAE Envoy K , FHTEEL—ESRFEUN

BES%.

sudo ./envoy-networking.sh

10. BN ERDSHEREXENR,

® Note
W% App Mesh WE ZEHIRZE LS FER |

5528 App Mesh I 1FE,
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AWS FERREXBE ERAEER

App Mesh &4

/A Important
XERKIEEA - 2026 F£9 A 30 B, AWS #{F L& AWS App Mesh, 2026 £ 9 A 30 A
2%, BB ELBEFE AWS App Mesh £ A AWS App Mesh EiR. MEFMENR , F2
R L ERE R X E R BE AWS App Mesh & Amazon ECS Service Connecto

BT LATE T B E F # Flend-to-endE &R AWS App Mesh , B RERE AWS BRIEESHNEEME
NISEA

FEREA RS
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AWS FERREXB% ERAEER

FERREBIEE=

/A Important
SEMKIEEA 2026 £9 A 30 B, AWS =X AWS App Mesh, 2026 £ 9 A 30 H

2%, BREEBFE AWS App Mesh AT AWS App Mesh BR, MFEFMER , F2
R L ERE AR X E R BE AWS App Mesh & Amazon ECS Service Connecto

App Mesh B T 58248 5K o
- RIS

- ERRE

- EEEE

- EREH

- EREHE

AR 75 4845

/A Important

SEAKIEBH - 2026 F£9 A 30 B, AWS #{=1E & AWS App Mesh, 2026 9 A 30 H
2%, B EEBEE AWS App Mesh £ A AWS App Mesh &R, MFEFMENR , B2
R L ERE AR X E R EBR AWS App Mesh & Amazon ECS Service Connecto

AR F M R bZW%HEﬁZF%‘%%mL;E’JEEEﬁO BUSHREEER  SUUBLERRR. &
BETR, ERRASRNEH  UoEMETFHEARX ZENRE.

2 M AR TSR

(® Note

BUPERE  SXAFENSEBRESR, IRKSTHBREREEZN , UEEIRMAREZR
B, FERGITmEZR , FEAZEE App Mesh EIREEE 3 #8482 MBI
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AWS FERREXB% ERAEER

AWS Management Console
FH 23R4 AWS Management Console

1. ¥ https : //https://console.aws.amazon.com/appmesh/ B App Mesh £ &,
2. 1ZJE Create mesh (BIEHE),

3. ¥M® Mesh name (MEER) , RAENRBRABEEER.

4

(1EA ) BEAFABRE. ERERBAT , BRPHNAERSEREERE. WREAFHA
HRE , RPN AEHEEE TCP REERBEAEREBEEHERN KNI EM R,

® Note

MREEMER ALLOW_ALL BEERSHE LEEEARR , BXN AR EXERTENFT
FwmbEARK. B, ALLOW ALL ST BERANXEREH,

5. IPRAmEFRE

BBYIRBEER IP RAITA |, 25 P IRAEZANBERANRE., BRIBER , App
Mesh A& & IP R4,

® Note

MEEs P REXEERAZEVMEANMBERGRNERFE, BBV NIREBEHI
i, AEBERTE IP REFRE , EERNERSH LBRRTH. EREELN IP REFHR
EELER  DAERFENHEEAFEMERERE IPv4 M IPv6 RE , EmiEHEL
RENREFRERM , ERHEE.

- FEEX
« Envoy #J DNS @i X{R#F IPv6 , ILEE IPv4,
« R AWS Cloud Map ATH , SR ERIPvARYbIE | WEMZIPvEHHIRE ,
- BAMERERNENHEEER IPvLtbit,
« Envoy EREXSBEZFIEIPvLML,
« IPv6 fm ¥
« Envoy #J DNS @M R IPve , W EEF| IPv4,

- NEAHA . Ble#FH AWS Cloud Map EEITPveRy#hit , SWEE A FEFHAZIPvAatthit
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AWS FERREXB% ERAEER

- AAMEREXEINIREFER IPveitit,
« Envoy EEEXSBEZEFE IPv4H IPve tbit,
. IPv4 fREF
« Envoy #J DNS @i X{R#F IPvs4 , ILEE IPv6,
« W5 AWS Cloud Map AT A , B EER BEIPvARYibE , WFEAKIPVeIHIRME ,
- BAMERAREIEINIHEESER IPvAithit,
- Envoy ZEEEXNSBEZEFE IPv4H IPve thit,
- ZBR IPv6
- Envoy #J DNS T2\ {EFEH IPv6.

. HA# AWS Cloud Map /8 BETPveIhit, 18 AWS Cloud Map EEITPv4HELE , B
FEEA P it , MEAFZERSEEE Envoy,

- REABEAEXEYNIRIER IPveitit,

- Envoy EEEXSBEZEFAE IPv4FH IPve it
- f£R IPv4

 Envoy #J DNS #MEXNEMFEA IPv4,

« J& AWS Cloud Map £/ EEIPv4RIHEHE, NS AWS Cloud Map EEIPv6itit |, Al
TEEA IP it , MZEAZERSELSE Envoys

- ARMERENEINIRESER IPvatiil,
- Envoy BEEXNSBEZEFE IPv4F IPv6 tbit,
6. IiZIZE Create mesh (BIB) LMK,

7. (ER) HEMRFHAREE. HAABBRTETRKRFEZELNERER —BEBBPRLET,.
MEFHMES  F2EREALR B,

AWS CLI
5 BIAIMBE AWS CLI,
FRATIGSERLRERE (FRAZEBCHTTER44E )

aws appmesh create-mesh --mesh-name meshName

2. EHEH

{
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"mesh" : {

"meshName" : "meshName",

"metadata":{
"arn":"arn:aws:appmesh:us-west-2:123456789012 :mesh/meshName",
"createdAt":"2022-04-06T08:45:50.072000-05:00",
"lastUpdatedAt":"2022-04-06T08:45:50.072000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "123456789012",
"uid":"alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version":1

},

"spec":{},

"status":{

"status":"ACTIVE"

}

}

MFEAEA AWS CLI for App Mesh B MEHIFEMAE R , S0 AWS CLI BEH M create-mesh

ADLA
AP o

il BR 4

AWS Management Console
/8 MEREEERE AWS Management Console

1. 7£ https : //https://console.aws.amazon.com/appmesh/ BEX App Mesh £ &,
2. EEFEMRNBE. SIHEHENSHELANMERE,

3. HEHRATF , @A delete , REE—TMER.

AWS CLI
5 MIER#EH% AWS CLI
1. FRATYESRMERERE (FREZECHERR IE )

aws appmesh delete-mesh \
--mesh-name meshName

I BR A A% 86
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AWS FEFR B EAEEE
2. EHES

{
"mesh": {

"meshName": "meshName",

"metadata": {
"arn":"arn:aws:appmesh:us-west-2:123456789012:mesh/meshName",
"createdAt": "2022-04-06T08:45:50.072000-05:00",
"lastUpdatedAt": "2022-04-07T11:06:32.795000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

1,

"spec": {3},

"status": {

"status": "DELETED"

}

}
}

IEEREFA AWS CLI for App Mesh MIBR#B#E R FEMERA , 5528 AWS CLI BEH# delete-mesh

DA
AP o

FE B B 75

/A Important
SIER B 2026 £ 9 A 30 B , AWS 5= 1E %8 AWS App Mesh, 2026 & 9 A 30 B
2%, BAEEEBER AWS App Mesh £ A= AWS App Mesh BiR, MEFMENR , F2
B EPEIE L E R BH AWS App Mesh £ Amazon ECS Service Connect,

ERRERERBRENHERY K HEEHHEZREM  BEBEEKEHEHERM, HRRBEEU
virtualServiceName WM ERRYE K MBAELBERERABEXINERDHHNERKHS BE
AEERENRESE),
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AWS FERREXB% ERAEER

2 E R RT

AWS Management Console

FH Z3EHERHE AWS Management Console

1.

2
3
4,
5

7.

£ https : //https://console.aws.amazon.com/appmesh/ BARX App Mesh £ &,
BELECHPERYERBBNESE, SHLERANCEZELANAMERE.
EERIEES | &2 Virtual services (E#EIRTE).

i#1Z Create virtual service (3 EERTE)o

¥R Virtual service name (BB E ) , ATHNERRKZERR,

BOLGEETAER , EEBEEEA SERRENRBERERBny -
service.default.svc.cluster.local , IEAERR MG ERREEERREEILR
B, mit—R , EFEERFRABRSEHBIEABTIEANEE, BEENBBLAR
WHIEEM P it RARARXASR[ L ARAKINBTEE | TESFREEZE Envoy €
B, B ERATMERM P it , AAEAREIRNESSEMEEHEY P thiu @A, KB
EEBETE App Mesh FATCPRENEBEEMERREES , MT2EBZBHETH IP
ok,

£ Provider (121t %8) , AN ERRKZERHEEER

- MREFLEERBBRHRES BB ZEEREDF , FFIEB Virtual router (EREEHER) , A&
RTHUXNRERZEREMNERRBHR,

- MREFEERBBELIBERBHB[OB A TERIZERER  FENERDH AR
RTHUXERPRERCERNERDR,

® Note
App Mesh TIREE BT 2020 £ 7 A 29 HEXRHz RERNSEERBMEMH
EBEE R Envoy BB ERBR , BIELEXER App Mesh APl EZR LB
Ro MEFMEN , FEHEBEASHABR.

- MRBHRBFERERBRBRAEERE (I, MRENERBAHNER R HRETF
) , FHIEE None (), BWRAILEMLERBHORMAE,

i#1Z Create virtual service (B E#IRTE) LLEK o
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AWS CLI
£ B EHR® AWS CLI

FEATSwSMEA JSON ER , FAEREHREREEEVERREYE (FALBSWERRY
#E) :

aws appmesh create-virtual-service \
--cli-input-json file://create-virtual-service-virtual-node.json

2. create-virtual-service-virtual-node.json £ AR :

{
"meshName": "meshName",
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"
}
}
b,
"virtualServiceName": "serviceA.svc.cluster.local"
}
3. EHEEH
{

"virtualService": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualService/serviceA.svc.cluster.local",

"createdAt": "2022-04-06T09:45:35.890000-05:00",
"lastUpdatedAt": "2022-04-06T09:45:35.890000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

b

"spec": {
"provider": {

"virtualNode": {
"virtualNodeName": "nodeName"
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}
}
},
"status": {
"status": "ACTIVE"
.
"virtualServiceName": "serviceA.svc.cluster.local"

MFEA AWS CLI for App Mesh B EHREHFHMEER , FFSH AWS CLI BEHH create-
virtual-service o

i B 368 AR 5

(@ Note
BEEAMBRRERBSENERRE. SEELMBRFEERS,

AWS Management Console
£ F MIBRE#E IR AWS Management Console

1. 7 https : //nttps://console.aws.amazon.com/appmesh/ BARX App Mesh £ &,
2. ERLRERTRBRERRENAE. SIHEEENEEELANMERARE,
3. TEERAIEEAH | iBIZE Virtual services (EERIE).
4

BECERMBRNERRYE  ARE-TALANMBR. EREMBRBIRFISEREEENE
BEFE.

5. AT , @A delete , REE—TMER,

AWS CLI
5/ MiBRE #E AR AWS CLI
1. FATHGSRMBRENERRYE (S#ERREEECHNE)
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AWS fe A2

ERAEER

aws appmesh delete-virtual-service \
--mesh-name meshName \
--virtual-service-name serviceA.svc.cluster.local

2. EH#H

"virtualService": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualService/serviceA.svc.cluster.local",

"createdAt": "2022-04-06T09:45:35.890000-05:00",
"lastUpdatedAt": "2022-04-07T10:39:42.772000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

b
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"
}
}
1,
"status": {
"status": "DELETED"
b
"virtualServiceName": "serviceA.svc.cluster.local"

TR AWS CLI for App Mesh MERERRBVFFEER , 2R AWS CLI BEHH delete-

virtual-service 85 o
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AWS FERREXB% ERAEER

ERERE

/A Important
ZEMKIEEA 2026 £9 A 30 B, AWS =X AWS App Mesh, 2026 £ 9 A 30 H

2% , BAEEEBFE AWS App Mesh 12 AT AWS App Mesh BiR. MEFMENR , F2
R L ERE AR X E R BE AWS App Mesh & Amazon ECS Service Connecto

ERFEVEREANEREMEANERETEN. EEFENRRAE Amazon ECS AR
#%. Kubernetes FRIEER Amazon EC2 #11T1EEE L #1TH Envoy RIE, ERREAEAERIHTZ
Envoy WEREETE , ERFEER K Envoy R EF,

AR ERAABEH G DNS B BEN BIE MG HIT Envoy 2 RISHFAITERAY IP bk, A% , Envoy
A FEREEAERNAIAE App Mesh 17, FEHRFEEEEAFRNEEEERARERHERE

/A Important

BEFHTTP R HTTP2 EHERXNERBESKEAB RN EIMEBEE A Gateway Route B
R Virtual Service W& , ERERBENEFTFE/RRREEE . 0, IREEEFER
EHJ:IS%T—?—%‘“""?—’:: /chapter BEAFERAE /chapter/1 , BIEREEBEE /1, BER
ER A FZREFEBRHERERH—.

E_LJEﬁFﬁ BB , user FIERRZE proxyConfiguration#l .

& ESX Hend-to-end’ER , BLSREFREEARIE,
ByUERRE

@ Note

BUYERFER K S4AMEEAEENGEZBRESR LB EERERAEEYAER
FMEE BN & EEEE,
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https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-ingress-gateway

AWS FERREXB% ERAEER

AWS Management Console

FH #EHEFE AWS Management Console

1. 1E https : //https://console.aws.amazon.com/appmesh/ BAEX App Mesh 12 &,
2. EBELERHDEVERRENAK, SIHEHENEEEL ANMEMARE,
3. EERMEETEZERFE
4. EEBRIVERRE,
5. SHHERFEER K BAERFENESE,
6. (EA,K BEZEFEH) REAFPWBKRERE.
a. (BHA) MREFLEMERFEA Transport Layer Security (TLS) EREERIEEN , &
BV FI#AT TLS,
b. (EA) $#HEEE  BEELEEHE P EHEERREET TLS BAN —RSEEE
&,

c. SHBIJHZE, EMTIHEP—MERE, FEENEBLECFEERERBEER, 0%
HAEHS  F2REEER.

« AWS Private Certificate Authority & : BN —HZEBREHNEE.

- Envoy Secret Discovery Service (SDS) 5% - #i A Envoy £/ Secret Discovery
Service MW M Z BT,

- AHERTE - £5F Envoy WEERRAR LEERREHEERNEE.
d (ZEA) WAZRIAB, EEFEHEM SANs , FFREGTE SAN, SANsZEA FQDN 5
URI &3,
e. (EA) BENRHAAFRBENTIES—EEE , J«XE{EHE%E%?H%EﬁEﬁ Fim85E |
WRHAHMETLS BokE, e2E—S THMEETLS , F2REEAEBKIELTLS &
7 B R XX Ao

- Envoy Secret Discovery Service (SDS) 5% - #i A Envoy £/ Secret Discovery
Service MW M Z BT,
« FHEERFTE - EHF Envoy WERRFKLEERIHERNER , URAELR., W
EEAAKMERNE  UEFEARKTEEBNTEend-to-endBZ L R , FBEE
GitHub L% E TLS EEREMH TLS BFE.
7. (BR) EERTRHE , FEINGHK. WALKE Envoy AN HTTP FEAFERE. BEER

184 /dev/stdout B |, LAEE T LUER Docker B REREENASEH Envoy BESEHE
Amazon CloudWatch Logs & R#§.
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https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-tls-file-provided

AWS FERREXB% ERAEER

® Note

ARSENMABHEZNERENPHRERBA  YEXZ BN, SAERBERAR
£ 7R Envoy #% B & EE B IR,

8. EREERREN,

a. EBEUBIAWE , WIEE Envoy EERENEREE, ntip BMEEXAFEREHRE
Websocket, AR —THIGEEEARMESERZERN. BRIZVSBRIIBZER
o

b. (FEA) BMAEKRER

EREREE RS Virtual Gateway Envoy AJRIREZWEREE. HEEREBEMN Envoy
BTEBREARRERMERBE Y RERBEARINERBEREFAE,

AL EE R FEZBEENN BN EREERE. App Mesh SR FIRERSE
BREREMER , BLAKARE,

® Note

connectionPool connectlonPoolportMapplng B E X EHEE
MEENEEREXBABER grpcsl http2 , FEmaxRequestsEIEE o
MRELNEBRIXBABER http , BALAEKIEE maxConnectionsH
maxPendingRequests,

- HIRBRXERE , BiEERKAHERE.
- $HHEER LR , ISETMEA Virtual Gateway Envoy B3I 1T REE LR,

« (BA) $HYBAFEERER , € Envoy FIHNBRNERB 2 RNRNVERE, &
SREB 2147483647,

c. (ER) MREBZARBEAREEFRERE  FEDRAEFERERE,

BERERERRZZAYN , BUNREEEEFREERRNEME L AEEEFERE
ME. EFRERERR. EFREREEANE. BREFHBNEFERETERENE.

- SHHEERERERABE  REBABE. MRLEEE grpc , MENBRBLANTE
GRPC E{EREREBARE .
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AWS A2 81 R EIEE
« ¥ Health check port (BE/EREREEZIR) | EEEHTEERERENEZE,

« #R Healthy threshold (B RFRIME) , EEEESEBEAERRF 20 , HFES
R EMER B B E R TR B o

« ¥5 Health check interval (B{EREMEREMR) , BESRXEFERERENIT BN EFE
EfR (AZRAEN).

« B Path (BB1R) , EEEEREREF RN BAHEE, RETERREREBAG
ER http B, TEFEALLENttp2, HWBEAHBESZBILE,

- HEREHE  EEREFRERERIIEERAMSSNEEE K UEVREL

« ¥R Unhealthy threshold GEEFERIME) , EEEESEEERXNEETR 2 , HEHE
BIHIE AR R A B A8 K BUX B

d. (BEA) MREEEEEAFHEEMEM TLS B ERREBER , FRIRA TLS #&
ik,
- HH RN EREREERREN LRE TLS &K,
- SHERELE , BERTIEP—EZEE, BELATEREER, NFEFMEA , F2
B BEE K,

- AWS Certificate Manager 5t& - ZEUREHNEBE.

- Envoy Secret Discovery Service (SDS) 5% - #i A Envoy £/ Secret Discovery
Service R M Z & B,

« AEERFTE - £HF Envoy WERZRR LEERRENLA M|ERNKE.

(BA) BENEEAFRBRMTIHEP—@ERE  LUEEAFKEHEEFRAHEE
TLS B9 EaR%, EEH—F THAEER TLS , F2REAREBRIEE TLS B9 EX
%,

- Envoy Secret Discovery Service (SDS) 5% - #i A Envoy £/ Secret Discovery
Service R M Z & B,

- ARERFTE - £5F Envoy WERRMK LEEBRREHEERNEL.

(FEA) WMAXRAE., EEMHMEHM SANs , FFREHTIE SAN, SANsX%EA FQDN
= URI &3,

9. EREVERRENTK.

AWS CLI

5 By EERFE AWS CLI,
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https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html

AWS fe 2B

FATYHSHME@A JSON B EERBE (FALECHERR2E )

ERAEER

aws appmesh create-virtual-gateway \
--mesh-name meshName \

--virtual-gateway-name virtualGatewayName \
--cli-input-json file://create-virtual-gateway. json

2. create-virtual-gateway.json IR :

{
"spec": {
"listeners": [
{
"portMapping": {
"port": 9080,
"protocol": "http"
}
}
]
}
}
3. EHEA
{

"virtualGateway": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:123456789012:mesh/meshName/
virtualGateway/virtualGatewayName",
"createdAt": "2022-04-06T10:42:42.015000-05:00",
"lastUpdatedAt": "2022-04-06T10:42:42.015000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1
.
"spec": {
"listeners": [
{
"portMapping": {
"port": 9080,
"protocol": "http"
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]
.
"status": {

"status": "ACTIVE"
},

"virtualGatewayName": "virtualGatewayName"

ﬂlh

MEFEMA AWS CLI for App Mesh B [E B FREMNFHENR , F2E AWS CLI 2EZH W create-

virtual-gateway %

B ERFIE

HEEEE Envoy BEEHM Amazon ECS = Kubernetes R, &t A BLTE Amazon EC2 #1718
f2@ L IFE Envoy BEE. WEFMEF , F2BFEBESEA App Mesh 1 Amazon EC2, FE WM&
Amazon ECS LEfBHFFHEER , ?%%Bﬂﬁﬁilﬁﬁﬁﬁ App Mesh  Amazon ECS S EH AWS
App Mesh Fl Kubernetes SAZ8E ZE Kubernetes, REEASAPPMESH_RESOURCE_ARNIRIE & #5%
EA , mesh/mesh- name/v1rtualGateway/v1rtual -gateway-name B BIEEREHELE |
EERENRERTZENREQEALRS, BIEFERR , E Envoy FIEEMER S EHSBASE , App
Mesh € A&7 APPMESH_RESOURCE_ARN HIEEMNEREHE, B EHEABCHNEBRE
APPMESH_RESOURCE_CLUSTER RIZEEH , UBELITA.

BMERLDBLERNEHTERE , AERE Network Load Balancer A REE BT EHEH

TEE. ERTEENRERREBELFENTRKEARFIBEFERNEE , flm
myapp.example.com, MFEFHMENR , FZS B E L Network Load Balancer (Amazon ECS), EiI
External Load Balancer (Kubernetes) S22 5872 : €5 Amazon EC2 FEREXN AT AN, BET
LATE B APHY App Mesh £ 41| - 3% B 58 2 €5 5 FERR

B Envoy REBRE, MFEFHBEF , 52 BEnvoy Proxy B,
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https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ecs.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-network-load-balancer.html
https://kubernetes.io/docs/tasks/access-application-cluster/create-external-load-balancer/
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-increase-availability.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/examples.html

AWS FERREXB% ERAEER
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AWS Management Console

/8 MIERE#ERE AWS Management Console

1. 7£ https : //https://console.aws.amazon.com/appmesh/ BRX App Mesh £ &,

2. ERELBERPMRERFENRE. S HERENERELANAEEE.

3. HEEABSEFERERFE,

4 &EMEHH*JF?E’JJ‘EI&F&JL KRB BEMR. WRERREESEFAHEBNRERS , AEE
MBRE. B4R LMEREMAEBN FERB. SAREMBRERS 5 AERERE N E R
=1

5. AT , @A delete , REZFIMER,

AWS CLI
5/ MiBRE#ERE AWS CLI
1. FATHGSRMBRENERRE (SH#ERREEZECHNE)

aws appmesh delete-virtual-gateway \
--mesh-name meshName \
--virtual-gateway-name virtualGatewayName

2. A

"virtualGateway": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:123456789012:mesh/meshName/

virtualGateway/virtualGatewayName",

"createdAt": "2022-04-06T10:42:42.015000-05:00",
"lastUpdatedAt": "2022-04-07T10:57:22.638000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

},

"SpeC": {
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ERAEER

AWS FERRRAEIK
"listeners": [
{
"portMapping": {
"port": 9080,
"protocol": "http"
}
}
]
1,
"status": {
"status": "DELETED"
1,
"virtualGatewayName": "virtualGatewayName"
}
}

MFEER AWS CLI for App Mesh RIEREHRFIERFHMEEF , F2E AWS CLI 2EF K delete-

virtual-gateway &

[ IE % FH

/A Important
TEKIEEHA - 2026 £9 A 30 B , AWS #&F1EX#E AWS App Mesh, 2026 £ 9 A 30 H
2%, BAEEEBFE AWS App Mesh 12 A AWS App Mesh BiR. MEFHMER , FS
B EPER L ER B AWS App Mesh £ Amazon ECS Service Connecto

fim

MERHSEREERFME YK REXBEEERANERRE. MRBHFSHER , SR
DEINBBRERBRE. NEBTHENEERBEEHERARERS,

BIRERH
AWS Management Console
5 2 FEREH AWS Management Console

1. £ https : //nttps://console.aws.amazon.com/appmesh/ BARX App Mesh £ A&,
2. EELECHDPEVFERANAE. SIHEHENEEEL ANMEMAE,
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/delete-virtual-gateway.html
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AWS FEFR B EAEEE
3. EEASEFERERFE,

4., BRELERFFERARVEBNERRE, MRREIE  AFERREYERFE, SR8
AIRFIARERBEEENERRER Y FERH.

EFERBRY , BEEERVRBERR,

HYFEERHERE  BEEERARBEERANERE,

S RERR B EE | #IF http, http2 T grpc,
ERRENERBRBER. WRZEIH , IFELXEILERRS.

EFRERREHEREERERRHENERE, EMEERBBNEME (RAR[NEGH)
BZEZEREXN  FEERRERAEERER,

10. (R ) $HHEEXIERF , EELFEERBNELIER,
1. SFEMER/FER , 55

© © N o O

« MR http/http2 2IREAYFER -
- (BA) BZ-EEEEMLEA http/http2 FER P LEEH 5 EZEE,
- (EA) ERERY - KEEARENERE, NREERFRESSEEERS , IE

EERBRLYH,
- (ER) MU/EBIHEE - EERZEEABRLEENEHETE  URAEERER
AR o

- (iEZH ) Prefix’Exact/Regex & - &4 URL &M%,

- FELH - RBFER/  BERHANTNFEREERZERERRBENEE  HENFE
AgERE . AEREERBRBENAAME , EWAERAERBEHS , REBEFEN
BHE , BAERBHI TR ERE .

/A Important

o BfEE/aws-app-mesh* BFEHLLLHIEE /aws-appmesh*, , BEFEHR
B KRR App Mesh REBE

- MRERTZEMERH , AIFRSEFERRNVEHER. flw, IRE
EMmERERH , HP—EEE F& , /chapter5—BEE F&/, BB
#aRwww.example.com/chapter/€8HEHR /chapterFHH FAEKHE
o
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AWS FERREXB% ERAEER

® Note
MBEBANES/ZEAERNLEY | App Mesh SRR EEA-L
(normalize_path # merge_slashes) , AR B EREMN TEEMRERE.
EZHBERNEAEATRNRRRTER K SREERKCRERB,

- TN - FHSVSFARHANT AN  YTRARBEREHFSHH URL K EE
R

* Regex Lb#f - AR Z B URLs T Re BRR AR BIM Y EVE —BEMNER,
- (B ) EHZ2E - RV TRELEHERSZH.

- (EA) BE-EE http M http2 BIRE, SEZXFSEARER , UKHAT B EELRR
%o

- WIR grpc BEMPEE -

- IHEBLHEEN (FR ) FR/ERLY - EERZEBABR LB EKER
LR = B RER R

« grpc fRIERHE - grpc IR AT A ERARENE APl , XA ProtoBuf E&.

/A Important

& Eaws . appmeshBIRE B BIETE /aws . app-mesh*=, , BLRKEBBRE
HRIRH App Mesh RZRER

- (EA) PRER - BT grpc WFRER, CRRNFSRAEERERBBENEAS
Ko

12. (R ) $HHERMERE !

« W12 http/http2 FIBEHYERE
- MRFERENNLHER .
- BEEIHMEBNEDES - REER , THEESERREEERRKENERB,
- ERFENEBER -FRE , FEERSEEERFENE,
- MREFHRCIIZIN LHER
- EREIMEBNEDES - BRESIHERERABRERRENERE.
- BRCER - EEERRTCNE, REEKER.
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AWS fe 2B

ERAEER

- IR Regex B ZEIA L FR -
- BRIMEBNEDER - AR IHNEBETABEERBRBENER.
- BREER - EEERRENE. REFEFRE.
- WIR grpc BEWMPEE -
- BRIMEBNEDER - BEER , THEBEEFTREEERRBENER.
13. BEERYBERENUTK.

AWS CLI
£/ 2 FERE AWS CLl,

FERATHHSEILFERBIEA JSON ( FREZECSHERNRA4E ) -

1.

aws appmesh create-virtual-gateway \

--mesh-name meshName \

--virtual-gateway-name virtualGatewayName \
--gateway-route-name gatewayRouteName \
--cli-input-json file://create-gateway-route.json

2. create-gateway-route.json EHIHNRAZA :

{
"spec": {
"httpRoute" : {
"match" : {
"prefix" : "/"
},
"action" : {
"target" : {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
}
}
}
}
3. EHEH

FEEE
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{
"gatewayRoute": {
"gatewayRouteName": '"gatewayRouteName",
"meshName": "meshName",

"metadata": {

"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualGateway/virtualGatewayName/gatewayRoute/gatewayRouteName",

"createdAt": "2022-04-06T11:05:32.100000-05:00",

"lastUpdatedAt": "2022-04-06T11:05:32.100000-05:00",

"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 1

1,
"spec": {
"httpRoute": {
"action": {
"target": {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
.
"match": {
"prefix": "/"
}
}
1,
"status": {
"status": "ACTIVE"
.
"virtualGatewayName": '"gatewayName"

WMERE A AWS CLI for App Mesh Y FHERAWFMEN , F2E AWS CLI BEHH) create-

gateway-route B9 .
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AWS FERREXB% ERAEER

il B R 3E 3% EH

AWS Management Console
/8 MERRE R B AWS Management Console

1. 7 https : //https://console.aws.amazon.com/appmesh/ BEEX App Mesh &
2. EELERPRIREERHBNER, SIHEEENEHEALANMERE,
3. EEASEPERERMIE

4, EELBERDMEREERBNERRFE

5

ERERBHKRT , RELERRNRE E%EEI,?)&&JLEEHH*JF%O REELNIRFIIRERRES
E, S eMBRRERA,

6. HEMEAHET , WA delete , REER—TMER.

AWS CLI
R MEREERE AWS CLI
1. FERATYGSRMERFEERBE (FRZEBCWEIRK #E )

aws appmesh delete-gateway-route \
--mesh-name meshName \
--virtual-gateway-name virtualGatewayName \
--gateway-route-name gatewayRouteName

2. EHEH
{
"gatewayRoute": {
"gatewayRouteName": '"gatewayRouteName",
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualGateway/virtualGatewayName/gatewayRoute/gatewayRouteName",
"createdAt": "2022-04-06T11:05:32.100000-05:00",
"lastUpdatedAt": "2022-04-07T10:36:33.191000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2
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},
"spec": {
"httpRoute": {
"action": {
"target": {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
.
"match": {
"prefix": "/"
}
}
},
"status": {
"status": "DELETED"
.
"virtualGatewayName": "virtualGatewayName"

WMEFEEEA AWS CLI for App Mesh ER &K AV AIEERR , F2 B AWS CLI 2EZ HH delete-
gateway-route &5,

FEBEE R

/A Important
TERKIEEA - 2026 £ 9 A 30 H, AWS #=1EXE AWS App Mesh, 2026 £ 9 A 30 B
2%, BEELEBEFE AWS App Mesh £ A AWS App Mesh EiR., MEFHMENR , FS
B ERE L E R BH AWS App Mesh £ Amazon ECS Service Connect,

ERSEESEABEENBEISE | 510 Amazon ECS RI& Kubernetes 328, B EHETE
B, BUEATRBEEEREERRS ., ERGFEEHNIMNEARENSEECABEERS, ERE
BEXEHRENTNERRESSEEAE K,
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/delete-gateway-route.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/delete-gateway-route.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

VERE RN EETEE RS HEERESBHBBH Amazon Resource Name (ARN),

£ Amazon ECS £ EZ = Kubernetes Pod 1&g | St {EREATHKEE Envoy REB

A B8APPMESH_RESOURCE_ARNKYIRIZEE,, Hltn , ERLAR arn:aws:appmesh:us-
west-2:111122223333:mesh/myMesh/virtualNode/myVirtualNode, EiEESME T
node.id # node.cluster Envoy 2#. REWLEBEE , EXAMFEA Envoy BEH 1.15. 0 EH
W7, #FE App Mesh Envoy BREVFFMAERR , F2BEnvoy.

® Note

RIEFEEE , E Envoy EEEMNER S ESRBAFE , App Mesh AR
APPMESH_RESOURCE_ARN HisEMEREHE, BulEHEFABCHBRERE
APPMESH_RESOURCE_CLUSTER IRIZ&8 A LUEBSITA,

2 FE B A0 R

AWS Management Console
5/ B3 EEEE AWS Management Console

£ https : //https://console.aws.amazon.com/appmesh/ BAEX App Mesh £ &,
BELECHPEVERDHRNES, SILEHENEEELANMERE,
HEARIEE S | BZ Virtual nodes (EERETE).

EEEVERDH K AREEERGRHNFRE.

HYHERDHEE K BAERDRNEE,

SHYBRBRESE , BETIHHED —ERH :

o a0 bk~ w N~

- DNS - EEEHR SR RNERRIEH DNS T#E#H, Envoy KEZEE Amazon VPC
F, RESKEBENBEREIEXZES VPC HEM DNS [ARS. MREEEZBAEMN , DNS
AR EE - %@ IP #hit, 2FE VPC DNS FREMNFHMAET , F2BEEE VPC #H
DNS, #t¥f DNS EIfEEE (12 ) , 5% DNS BMEXNEEMNIHEEE, Load Balancer
&~ DNS e 2EE —HEHTHNIHE., WEKRT DNS #TEX EEER AR
2, RIETER , OEHABSMHELAH Load Balancer,

(® Note
WMREFE A Route53 , RIEZEA/EA Load Balancer,



https://console.aws.amazon.com/appmesh/
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html

AWS FERREXB% ERAEER

« AWS Cloud Map - i5EBRENREZBM HTTP mB =M, B oJLUREFEER
FIN IS ERSIBIE , LAISE App Mesh AL AWS Cloud Map EFHBE. EE
EFEFEIEER/EHNHITER. HEEFEA AWS Cloud Map , BHIRF%EE
HAwWSServiceRoleForAppMeshfR B ERF AR, MFEFMEFN AWS Cloud Map
AWS Cloud Map B3 A E358.

- E-MREHERSHARFREAEARE , FEI
7. IP A mFRE

s
W%
&a

BREYRBEEENR IP RATA |, BHEL P RAEZARBEERNRE. BIBETERR , App
Mesh A EE IP lRA,

(® Note
HESOHNLRE P RERERASERHHILSEN LBREREN IP REFRE,

54
« Envoy #J DNS @M R IPve , W EEF IPv4,
« W% AWS Cloud Map ATA , BMEEA EEIPvsRtbit , YER AFEAZIPveibiL,
« AEABEREXEINRESER IPvatbit,
« Envoy EREXSREEFMAEIPvLML,
- IPv6 fREF
« Envoy #9 DNS @i\ fRiF IPv6 , S EF| IPv4,
- WMEAA AWS Cloud Map , Bl R EEIPveR it , Y EEREAZKIPvLitbiL
- AABEARXBYNIREFER IPveitit,
- Envoy BEEXNSBEZEFE IPv4F IPv6 tbit,
. IPv4 fREF
« Envoy #J DNS @i {RHF IPvs , ILEE| IPv6,
« R AWS Cloud Map T/ , M FEH EEIPv4RI b , WEIE AFEAZKIPvetbiL,
- AAMERERNEIMNHREMEA IPvatit,
- Envoy ZEEEXNSBEZEFE IPv4H IPve thit,
- {ZR IPv6
2ukmrD® * Envoy A DNS BN E® A LPV6,
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https://docs.aws.amazon.com/cloud-map/latest/dg/

AWS FERREXB% ERAEER

« R& AWS Cloud Map £/ EEIPveRyHiit, 15 AWS Cloud Map EEIPv4itiit | Al
FEEMR IP it , MZEHBERSERZE Envoy,

- ATHMEREINBINIREMER IPvettt,
- Envoy ZEEEXNSBEZEFE IPv4H IPve thit,

- EBR IPv4

8. (&

 Envoy K9 DNS @2 NEEHA IPv4,

. 2 AWS Cloud Map {8 EEITPv4HIbat, 1R AWS Cloud Map EEITPve#Est , B
FrEEA Pt , MZEEHERSEEE Envoy,

- BARMERENBRYINIRESMER IPvLtiiL,
« Envoy EEEASBEZEFTAE IPvsH IPv6 M,
) AEmBURTERE - tHAREEREBAFRERRER,

® Note

- MRERELABENEERSIERA Transport Layer Security (TLS) , BEREEILH
WERSH K HARERGERDRHMEENERYE , A TLS, RAERERAERRKH
BNEE  ZEEREERITNERSE, IFEVRANAREIRESNFEH
B, F2H BH, WREFERA TLS EMNRENRERKEREGE K THEAFR
Envoy RETREEERE TLS MEADR , AREEMZERH W Envoy RET S
WERIBE, ETAEEER T Envoy RIBEAE TLS 35 8HER,

- BAK/EEN Envoy REMARERE  HEARXHRIRRENERHHRT.
ESCRARERER  ARTFRUERSMETEANERD.

- (B ) NREREEREREEMFEA Transport Layer Security (TLS) EEfiE % i%EF |

ARIEHUR HI#AT TLS,

- (BEA) NREABEH-[SEREERECH TLS , FEEZRRTRART., 5EMN

WHEMERE  FRIGTEEEE, NREREEEMERR , MSUmEERERFIHT
TLS,

. ﬁ1‘¥¢5ﬁ‘§’é7u‘}£ BN TIER—@EEE, EEENBRLACFEANSREER. WFHF

MER , F2EBEZER.

« AWS Private Certificate Authority FE% : BE—HZEHRENEE. WEMEH ACM R
Tz |, LEHIERAREXEBBMEIEN TEZend-to-endZ S R |, FSHE GitHub EFH

AMS Certificate |M|anage,: ;n’g ""';E TLS . GitHub
108



https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/tls-with-acm
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/tls-with-acm

AWS FERREXB% ERAEER

- Envoy Secret Discovery Service (SDS) 5% - # A Envoy #§{£ /A Secret Discovery
Service MM Z BT,

- AEERTEE - EFBEnvoy WERRALECEREERNER, NMEFERAAREERM
%, LEHIEAEXIBBMEN TEend-to-endZ S R , FSHE GitHub EFERAERE
) TLS BFEEEE TLS, GitHub

(A ) MATERSE, EEHIPHM SANs , FZEHE SAN, SANs4ZEA FQDN =
URI %=,

(EA) ERRUAPRBENTIHD —EZEE  UEFAERFFREREAFREE X
BAHEETLS B08E . FEE— S THEETLS, F2RAERAEBEEAETLS 598
HEXH,

- Envoy Secret Discovery Service (SDS) &% - # A Envoy #4{£ /A Secret Discovery
Service MM Z BT,

- AEERTE - EFB Envoy WERRFELEEREEERNER , UKLELS,

9. (ER) R¥Rik - EEERSRMGEZBAN App Mesh EFEIRTE.

- MARERDEBACEERRHEHN App Mesh E# RIS B 5EE Amazon Resource Name
(ARN)o

(ER) MRELEABRRREE— TLS RE , FHEN TLS 5 E , ARENEFEHRE.
(EA) MREBEREEHMERA TLS HFrERImEN , FHEBGASBIZIT TLS,
(A ) IREABERY -G ZERSEEZEMER TLS , FEEEEFHAYHT. BE
FigEMEREE | BHERIGTIEERE, MREKEEEMERZE  SHFEEREERT
1T TLS,

- SHERFEH L EMTIHAP—ERE, REENEBELECHFEATEREER, 0FE
HHESR , FB2RABEE K.
« AWS Private Certificate Authority 58 : iZE—RZEEE N ERF
- Envoy Secret Discovery Service (SDS) 5% - # A Envoy £/ Secret Discovery

Service UM Z BT,

- AEERTE - £ Envoy WERRFELEEREEERNER,
(iBA) AR R, EEHFEHM SANs , FEIZEGHE SAN, SANsZZE%A FQDN =
URI %=,
(EA) ERRUAPRBENTIHD —EZEE , UERAERFFREREAFIREE ,
WEAME TLS §o5kE, EEE—S THMEE TLS , F2REARPBERELETLS &
pal i &



https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-tls-file-provided
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-tls-file-provided
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html

AWS FERREXB% ERAEER

10.

11.

- Envoy Secret Discovery Service (SDS) 5% - # A Envoy #4{£ /A Secret Discovery
Service UM Z BB,

- FAHERTE - £3F Envoy WIERRR LECTBREERNERE , URALESR,
- FEMEEMGRR  SEIETERIR,
(ER ) FCsk
B ERE RS , FAALFE Envoy AR HTTP FIHERE, BZRIEER /dev/

stdout B , UMEE A LAEA Docker HEEEREIENGEMN Envoy AFFEHZE Amazon
CloudWatch Logs & R# .

® Note

AL ANABENEARATNREERNBA , YEXI BN, EEERKERR
&R Envoy #% B R EIE AR

EEENARE
EEENE HTTPHTTP/2, GRPC, F TCPEBHAWHE. HTTPS Fx%E&E .

a. MREHERGBHBAPEARE K FAEBEAEEERENBEABE. http HEENX
FHERRIBIRE Websocket, AL —THEEREARNESEEREN, Birikilg
BERZEREN,

b. (FEA) BMAEKRERE

EREESRE Envoy TRAMEBAEABREFREVNERHE. CEEREBAIUER
EXARRBEREMERAE Y ERERBEARXNERBERELMR.

BULREERBMHEREXNENLERERERE. App Mesh REREH A FimERE
ERERERER , FLMAEERE,

(® Note
connectionPool F portMapping BAHE4EMEE . MNRENEEEXBEHAWD
E 2 tep , FBEE maxConnections, MR EHZERENBEAWER grpc N
http2 , FEE1EE maxRequests, MREHWFEEXNBABER http , BATLAE
}§E maxConnections # maxPendingRequests,
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C.

d.

- BREXERY , FEESKAWHERI

- (IBA) HYREFEERER , BT Envoy TN RAEFEEC BBV ERE,
YAERES 2147483647,

(1EA ) BARRESR

ERFiw Envoy EAMNEEEER , ATRAFRYEEIN E MRS EEKREUL T
B EE, ER—EEIRFREHFEL X | TIaHt LR BB = EERE,

EXEARNSPEHE DEEETNRIRETATIEARE MRS | WIEFRERFN
AHTEETBEREM.

(® Note

EEANBREARSERTHNEREER , XERGRENRERRFEZTUR
AWS Cloud Map =% DNS , B EIFEEEMAIERE S ENDPOINTS, 1REfE A E &
HFARA ) DNS RIS #E 3R H ELOADBALANCER |, Envoy R IE R &iRIZBE — (P bk
REEHE LERE. SESEKR—AETHPIEHEERETETRNBRIFERNTA
KM, WMF Envoy RETARERKRRENMEENGFHENR , FSERKERA
&= —8,

- #BRAMREREERR | FEERHAEREE Sxx HRH.

- BREREAUER , EESHERHS BN EEBRMEL.

- HRENREFERE  FEEIHBRENENSENENE.

- HHRHBE L  BEETERSTHEEFRENERB DL LR,
(ER ) MAEFERERE - REEFREREBERNRE.

BERERERRZZAYN , BNREEEEFRBERNEME L REEEFERE
ME. EFRERERR. EFREREEABE. BREFHBMNEFRETERENE,

- SHEEEREREBABE  BEBAHE. WREIRIE grpc, AIBHWBREBLERFS
GRPC EERERBBEAGE,
« ¥ Health check port GE/EREER EEREIR) | IS EERITEERERENIEZIER,

o 11 Healthy threshold (EERIFEE) , EEEEEEEERNEERIFZH , X EZE
HIE{EAR BB E B A I B
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https://github.com/grpc/grpc/blob/master/doc/health-checking.md

AWS fe 2B

ERAEER

« ¥5 Health check interval (B{EREMEREMR) , BESRXEFERERERIT BN EE

BfR (LAZERREN).

« B Path (BB1R) , EEEEREREF RN BAVHEE, RETERREREBAG

ER https B, TEEALELttp2. HMBRAIHBES 2R ILE,

« R Timeout period (REFHE) , EEFFRIEFERERECLRNEE ARV RE

)0

« ¥R Unhealthy threshold GEEFERIME) , EEEESEEERXNEETR 2] , LEHE

e.

|mi

BV E/EIR BRI AR K BUR B
(1A ) BA TLS ®¥it - REEMERSINAER TLS Rt ERE BT,

- HH RN EREREERREN LRE TLS &K,

- SHHBREAE , BEMTIHEP—EEER, BRLATESREER, NEFMER ,

f.

s
W%

BIBREE R

- AWS Certificate Manager 5t& - ZEUREHNEBE.

- Envoy Secret Discovery Service (SDS) 5% - #i A Envoy £ Secret Discovery
Service R M ZEE TR,

o AEERTE - £5F Envoy RENERRR LEECRREERNEBE  URLEE

(A ) ENFEEAFRBENTIHET—ERE , MEAFRREABRERBANEE
TLS B8R, BEE—F THMEE TLS , 5526 App Mesh Mutual TLS 55 BR7E
o

- Envoy Secret Discovery Service (SDS) 5t% - #i A Envoy #4 £/ Secret Discovery
Service R M2 & B,

- ARERFTE - £5F Envoy WERRMK LEEBRREHEERNEL.

(FEA) WMAXRAE., EEMHMEHM SANs , FFREHTIE SAN, SANsX%EA FQDN
= URI &3,

(ER ) ®REF

(® Note
MR ERRFF AN TARE , 551525 E & 5 2R MR B AR FERR B RV ES B o
T, MRERREFRD IERERENE , BT LUREE Route EFIRFF, U
SHMET , BSERA.
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https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/routes.html

AWS FERRE % ERERER
- BRBE - MRLAEEREXWERGEIRE grpe. http 2 http2 , BIFI LB EFERE
. ARER 158, ER 0 EEARK,
- HEFERE - 2T NEETMEEREXEABENRERFERE. BERA 300 %,
12. BERIERSBIATH.

AWS CLI
£/ B ERER AWS CL,
FEATImTMEA JSON EREVEA DNS ETRBERENERTE (FALASHNERRY
#E) :

aws appmesh create-virtual-node \
--cli-input-json file://create-virtual-node-dns.json

2. create-virtual-node-dns.json EHIHRA :

{
"meshName": "meshName",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
},
"virtualNodeName": "nodeName"
}
3. EHEH
{




AWS fe 2B

ERAEER

"virtualNode": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualNode/nodeName",

"createdAt": "2022-04-06T09:12:24.348000-05:00",
"lastUpdatedAt": "2022-04-06T09:12:24.348000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

I
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
},
"status": {
"status": "ACTIVE"
I
"virtualNodeName": "nodeName"

MEFEMEA AWS CLI for App Mesh B3 [ERREI BV EFEHIERR , 5528 AWS CLI 2EH 1 create-

virtual-node %
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-node.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-node.html

AWS FERREXB% ERAEER

il B fk 6 R

® Note
MRERBUETAHRATEERER  IECAEREETEERRHE , ABIMERZE
BE,

AWS Management Console
5 MiBRE & 2 AWS Management Console

1. 7E https : //https://console.aws.amazon.com/appmesh/ BIRX App Mesh £ &,
2. EELRERTRMRERDHNAE. SHIHEEENEEELBANMEMARE,

3. EERIEEH | #Z Virtual nodes (EEETEH),
4

HERGHRET  BECERBRNERDE  AREEMR. 2ERBRERDE , BHNIRF
ID A EERBHNBEHERTERERERERT.

5. AT , @A delete , REZEMER,

AWS CLI
5/ MIBRESEET R AWS CLI
1. ERATIeSRMERENERDR (EREBCHERNKAE) !

aws appmesh delete-virtual-node \
--mesh-name meshName \
--virtual-node-name nodeName

2. EH#H

"virtualNode": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualNode/nodeName",
"createdAt": "2022-04-06T09:12:24.348000-05:00",
"lastUpdatedAt": "2022-04-07T11:03:48.120000-05:00",

0 Bk R BT 26 115


https://console.aws.amazon.com/appmesh/

AWS FERREXB% ERAEER

"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

},
"spec": {
"backends": [],
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
},
"status": {
"status": "DELETED"
I
"virtualNodeName": "nodeName"

MFEER AWS CLI for App Mesh RIERERETH B FMEEF , F2E AWS CLI 2EHH delete-

virtual-node %
ER B

/A Important

FERIEBA : 2026 5 9 A 30 B, AWS #2148 AWS App Mesh. 2026 £ 9 B 30 B
2%, BB ELEEFE AWS App Mesh £ AT AWS App Mesh BEiR. MEFEFMENR , F2
B EPE L E R B AWS App Mesh £ Amazon ECS Service Connect,

EREHES 116


https://docs.aws.amazon.com/cli/latest/reference/appmesh/delete-virtual-node.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/delete-virtual-node.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

ERFHFEREERA-NZRERBRBHRE. LBV ERKRARE , EUURERBHREY
RS TMEER  eMe8EABRBHEEI TR ERE.

____________________________________

Destination’s virtual

router and route.
HTTP route

prefix: [
Route B

targets: _ _
Virtual node destination

// + WEIEht
B i

H‘___‘E Route B’

New service or service
version

____________________________________

ERFARAHNEAEARERBEESEREER,

M FE %% # FH 2Y

AWS Management Console

£/ 213 E B2 AWS Management Console

@ Note

#1] Virtual Router B | B4 BFISEEEBN TR ZEEEERS , LB Routes B2 3
B Virtual Router 2 BB B =58,

1. 7£ https : //https://console.aws.amazon.com/appmesh/ BIEX App Mesh £ &,
EELEEVERKARNEE, SIEEHEANEREHANAMAES,
ELBIEEAF | EIZE Virtual routers (BB HES),

i#1Z Create virtual router (B3 E#EEHR).

w0 D
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https://console.aws.amazon.com/appmesh/

AWS fe 2B

R EEE

5. ¥1 Virtual router name (EREHEER) , ARNEREHBEERAR. RZAF 255 BF
8., ¥, EFHMNELR.

6. (FEA) HRAEREENERE A FACNERKHSB[EETEZENBEABE. http BEREXAR
TG IEARE LA Websocket, BRI AR — T HIZEREARMESEAZERS. BRIZEER
pRExEERER,

7. 1Z$E Create virtual router (2 E#EHET) LLTR.

AWS CLI

5/ 2 EHR B AWS CLI

EATIHG TR EREMIR[IEH A JSON (EALACHERR E) -

2.
3.

4.

aws appmesh create-virtual-router \
--cli-input-json file://create-virtual-router.json

create-virtual-router.json EHIHRA

{
"meshName": "meshName",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
]
1,
"virtualRouterName": "routerName"
}
By E I
{

"virtualRouter": {
"meshName": "meshName",
"metadata": {

"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualRouter/routerName",

B R AR
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"createdAt": "2022-04-06T11:49:47.216000-05:00",
"lastUpdatedAt": "2022-04-06T11:49:47.216000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1
},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"

]
+

"status": {
"status": "ACTIVE"
iy

"virtualRouterName": "routerName"

WMIFAFER AWS CLI for App Mesh B M EHR & HEBRMVFMER , F26 AWS CLI 2EH K create-
virtual-router B8

il B EE 5 2% EH 25

(@ Note
MREFHAFBEMEE  REEREMERBBOREE , NEEMIRZEREHER.

AWS Management Console
5 F MiBRE #E 5% 188 AWS Management Console

1. 7£ https : //https://console.aws.amazon.com/appmesh/ BEX App Mesh £ &,
2. EBELEERPRBRERBARNEE. S EEEENEEELANREREE,

I Bk R % Fh 8% 119


https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-router.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-router.html
https://console.aws.amazon.com/appmesh/

AWS IR MB1% EREEE
3. TEERAIEES | B Virtual routers (EEIEHET),

4. HERBHFERRT , BELEMRNEREHR , RREBNA LANMER, &EMERESE
BREER , BHIRE ID X RIEERBEHSFNEBRTENERETEMD,

5. HEWIEAEHETP , WA delete , RER—TMER.

AWS CLI
5/ MiBRE#EEE HHES AWS CLI
1. FRATHGSRMBRENEEREHE (FRZBCWERR #E )

aws appmesh delete-virtual-router \
--mesh-name meshName \
--virtual-router-name routerName

2. WA
{
"virtualRouter": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualRouter/routerName",
"createdAt": "2022-04-06T11:49:47.216000-05:00",
"lastUpdatedAt": "2022-04-07T10:49:53.402000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
]
},
"status": {

I Bk R % Fh 8% 120
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"status": "DELETED"
1,

"virtualRouterName": "routerName"

WFESERA AWS CLI for App Mesh MR EE BERE ARV E R | 752 B AWS CLI 2EHH delete-

virtual-router 5%

B EH

/A Important

TELIEEA 2026 F£9 A 30 H , AWS #§{51EX#E AWS App Mesh, 2026 £ 9 A 30 H
2%, T ELBEEE AWS App Mesh £ A5, AWS App Mesh iR, MEFMENR , F2
B ERE AR X E R EBR AWS App Mesh & Amazon ECS Service Connecto

B F B BB R BRAHEA . MLERA AR R HASREER | WASRE D BB H AR EBRET R
MRBANFEFER , AU RESED — NS EERERGR ., BUNAASEERDINEEAYE
B, AEEHBEMEARBEBPRERE,

BAUKH
AWS Management Console
£ ZE & H AWS Management Console

£ https : //https://console.aws.amazon.com/appmesh/ BAEX App Mesh & &
BELERVRANMARE. SIHEEENERELANMERK.

EERIEES | 82 Virtual routers (EEEIEHES)o
BELEREMRAEVEABNERKRHSRI. IRLZEIH , IREREVERKEHERE,

£ Routes (B&H) & , i#IE Create route (B IEH), BEEEVKH , MRS ID X B A
BHNEREEE,

HTR Route name (BBEHEH) , EELCWBHEEANERE,

7. SHHRHMEE  ERLERANBANE. SERNBEABELARTESERERREHIFZIN
EREABABE , URERBRENERE R,

o K~ w0 Dd =

o
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://console.aws.amazon.com/appmesh/

AWS FERREXB% ERAEER

8. (EA) #HHKRHELIESF A EEEARKENELIERF , #E S 0-1000, SKEEELE
BRH , 0 ARSETIEF.

9. (EA) REHMAR, RTEHNEABES , BEER Route BEEZNNEABE , YRFE
BEREFRAPEERE,

10. SFHEFRERE  ZHERAM App Mesh EREIFHLERERBE A WiEEHE. SR SUREN
BERUTREMEE R, AMEEEN B &S AAN 100, MRRFIHEMEREGR , A&
HAFET—E, MRENNERDBHASEARREN  AFEBRERER,

1. SFEMARER , BE .

tEHHREEREAR tep

« R http/http2 RIEIHEFE
- (EBA) FE-EBEEEEEA http/http2 FER P LEE I 5 EEHE,
- (ER) EEELY - EHEARENESE, IRLERKRBHRFZEZSEAZEREN , AIFE
EEEBRHH,
« (&R ) Prefix/Exact/Regex - & URL BBEMF %,
- FHLY - RIBFER/ , FERBANEABREERZEEERRBNER , HEFFEHA

BERE ., REREERBRBENAAME , e UERAERREMHSR  RERBEFARE
SR, BEREHI TR ERE R,

® Note
MREBBMAUERR/FTEAERNLLY , App Mesh A KRIZE(L
(normalize_path # merge_slashes) , AR EREN T eEMERERE,
ESHBFRNEAEATEANBRERTER , SRERTRER,

- TR - FRSBEFRABENESEYT  ARRAEERENSENURLE , X8
BEEERH,

* Regex Lb#f - AR#EIRZ B URLs T Re BRR A BIM M W E —BENER,
- (R ) EHZ2E - RUATRELBEERISH

« (BH ) ZHE - 5E http M http2 WIZHE, TEZFSEAFER , LLERHTIHEEER
%o

o MR grpc BEIEE .
- RIEEE - ELLHFERN B B9 R

AR >
—J—‘+/7HA§E—I=AHEAHJ..L+*+
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-normalize-path
https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-merge-slashes

AWS fe 2B

ERAEER

« (BA) PRER -Match REBEFEENNEFEREE . TE LANESSREEFER.

12. BEHUEMEH.

AWS CLI
5/ B ¥ H AWS CLl,
FEATHHSMEA JSON 23 gRPC BH (EALACHEIRA4E )

aws appmesh create-route \
--cli-input-json file://create-route-grpc.json

2. create-route-grpc.json EHIH AR

"meshName" : "meshName",
"routeName" : "routeName",
"spec" : {
"grpcRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "nodeName",
"weight" : 100

},
"match" : {
"metadata" : [
{
"invert" : false,
"match" : {
"prefix" : "123"

.

"name" : "myMetadata"

1,

"methodName" : "nameOfmethod",

"serviceName" : "serviceA.svc.cluster.local"
.
"retryPolicy" : {

"grpcRetryEvents" : [ "deadline-exceeded" ],

B% B
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EAEES
"httpRetryEvents" : [ "server-error", "gateway-error" ],
"maxRetries" : 3,
"perRetryTimeout" : {
"unit" : "s",
"value" : 15
I
"tcpRetryEvents" : [ "connection-error" ]
}
},
"priority" : 100
},
"virtualRouterName" : "routerName"
}
3. A
{
"route": {

"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualRouter/routerName/route/routeName",
"createdAt": "2022-04-06T13:48:20.749000-05:00",
"lastUpdatedAt": "2022-04-06T13:48:20.749000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1
.
"routeName": "routeName",
"spec": {
"grpcRoute": {
"action": {
"weightedTargets": [

{
"virtualNode": "nodeName",
"weight": 100
}
]
},
"match": {
"metadata": [
{

"invert": false,
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"match": {
"prefix": "123"
iy

"name": "myMetadata"

1,

"methodName": '"nameOfMehod",

"serviceName": "serviceA.svc.cluster.local"

},
"retryPolicy": {
"grpcRetryEvents": [
"deadline-exceeded"

1,

"httpRetryEvents": [
"server-error",
"gateway-error"

1,

"maxRetries": 3,

"perRetryTimeout": {

"unit": "s",
"value": 15

I

"tcpRetryEvents": [
"connection-error"

]
}

},

"priority": 100
},
"status": {

"status": "ACTIVE"
I
"virtualRouterName": "routerName"

A, 552 AWS CLI 2Z H M create-route fip

WMZEFEH AWS CLI for App Mesh B BRIV EEMAE

PN
T o
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AWS FERREXB% ERAEER

gRPC
(BA) EF

- (BEA) BAERNS FRNVENEBEBNBEHEHE. MREREERE  MStBHEM RENF
Ko

- (BA) BABRLEBERCBEN®TENT EZER, NREREERR , AISEBEMLTENG
R, MREEEFEERE  RLAEERBERE,

(ER ) PER

212 Add metadata (738 R EE H),

- (BA) BALZEREBERANTPEENESRE , BEEMTEE K AKBANMTE. ENRESFS
HREEB, fln , MREEE WHhESHZWmyMetadata, Exact WHRFER, MWHERFE1L23,
RBENRE , AREHSHEPRENEEHES SUNNEMHERETLEL123,

- (EA ) EEEPEERNTERS TETEEREER,

(ER ) EFEBE

ERBRTEAFRAEACENERMENEREAENERENARFREE. ERXBRZERD ,
BEEEH, ERRRESERFAERNRE (2RBNHER ) . MRERERERBEK , Al App
Mesh AR S AEERMAEBHEVERBK. WEFHEEF  F2RAERKASHEE,

- HHHEEERE  HARKSERBNEVNRE. IRECRETMEABEERSH  AFEE
- SHEERERKEN , BNEN. MREEETUEABEERES , IFEE.

- SHHEHAHMLER , WABRABEFNEDNAB LR, IRCEZEMEAHEERASH , AIFE
H,. BAEBEELHRE.

« BH—ZEHTTP EXEH., RMERZEDIER stream-error 1 gateway-error,
- EHTCP EXHEH,
- BEH—ZZE gRPC EXREH. BMEBEDENMCEBUENEEFEA,

(ER ) WA

- HRREA 15%, MREEEEREE , IGELEENFEREE - ZARIERERFERD
FULEEZBRPEBENERARY LR , MELNERBETH. WREEENFERFB AR 15
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¥, AFRRATMNERDHHEENEZEREXNEENRBEEARN 158, NEFMAEN  F2HEERE
UL

- B 0 SEARE,
- BHATRENKRE LR,

HTTP 1 HTTP/2

(1BA) EF

- EERAEBEFTNTE. flW, MRENERRBEEER service-b.local , MEH LA IE
¥R M service-b.local/metrics , BB EZA /metrics. EBE 8/BHAMERE.

- (EA) BEASE

- (IBA) BEREBER, EBAR HTTP2 A,

(EH ) B5E

- (EA) BEEFEEE. SALERANEERE  BEAEFER AR AEAE, BEKRER
HEMERER, fl , MREEERS WEHEclientRequestId , 123BHRE |, AIRAEE
HEEREA UANWEAZERENTAFERL23,

- (OER ) BEGTEER. SRZ W LEEHEFRE,
(#H) ERBX
ERBRTEAFRREL CRRBEEMENRRNEBEMEN AR R ERE, EERBRZEAN

BEEER, ERRRESERSREANRE (BRFVIHER ) . MRERERERBEK |, Al App
Mesh ARt EAEERHABREVYEREE, NRFMEENR  F2RARBHEFHBE,

- HHEERE  BARKSERENEVHE. IREGRETMAEABEERSH  AFEE.
- SHEERERKEN , BNEN. MREEETUEABEERES , IFEE,

- SHHERABLER  MABRAUENERARB LR, IREEEXMNEABEERASH  IEE
H,. RMZBEZLAME,

« BN —HZEHTTP EXHEH. BRMEZRZELDIEE stream-error F gateway-error,
° igﬂﬂ TCP Egﬁg#,:o
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AWS FEFR B EAEEE
(BR ) &

- FAREE -BERES 15V, IREEEEEARRX , AILCELEENFERBE-—RARISNER
FRNRARIEEERABIRTFESZNER RN LR , AEENERBET K.

- FERFERE - BRER 300 B,
- B 0 SEARE,

(® Note

MREEEAREARENRE , FEESMAERDMSRENEZEREAEENRFBARE
RfE. 718 , MREHBRE B IBERERENE , BT NEREFRERDIMAORE, MEF
MER , F2EERDH

TCP
(M) W

- MERERE - HERESR 300 ¥,
- ER 0 SFEARE,

il B % E

AWS Management Console
£ /8 MKk HE AWS Management Console

1. 1E https : //https://console.aws.amazon.com/appmesh/ BAEX App Mesh £ &,
BELEZRTRRXBAESE. S HEHENERELANMERS,
EERPEES | B2 Virtual routers (EREHEE),

BE R ERE A MIERER B AV R R BR o

ERERT , EELEMBRNER , RERENEG LA,

FERRART |, MA delete , RER—THER,

2
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AWS CLI

fiER MBREEER AWS CLI
1. ERUTHTMERENEE (EASECHERRAHE)

aws appmesh delete-route \
--mesh-name meshName \
--virtual-router-name routerName \
--route-name routeName

2. R

"route": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualRouter/routerName/route/routeName",
"createdAt": "2022-04-06T13:46:54.750000-05:00",
"lastUpdatedAt": "2022-04-07T10:43:57.152000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 2

},
"routeName": "routeName",
"SpeC": {

"grpcRoute": {
"action": {
"weightedTargets": [

{
"virtualNode": "nodeName",
"weight": 100
}
]
1,
"match": {
"metadata": [
{

"invert": false,
"match": {
"prefix": "123"
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},
"name": "myMetadata"
}
1,
"methodName": "methodName",
"serviceName": "serviceA.svc.cluster.local"

},
"retryPolicy": {

"grpcRetryEvents": [
"deadline-exceeded"

1,

"httpRetryEvents": [
"server-error",
"gateway-error"

1,

"maxRetries": 3,

"perRetryTimeout": {
"unit": "s",
"value": 15

I

"tcpRetryEvents": [
"connection-error"

]
}

},

"priority": 100
},
"status": {

"status": "DELETED"
I
"virtualRouterName": "routerName"

WMFESER AWS CLI for App Mesh MERES BHAVEF MR EFR , 5526 AWS CLI 2EH @ delete-route &

PN
T o
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Envoy #&

/A Important
TEAKIEE : £ 2026 £9 A 30 H , AWS =1L B9 AWS App Mesh, 2026 £ 9

B 30 Bz# , #Bi8E £ B1FE AWS App Mesh £ A AWS App Mesh iR, MEFME
A, ESE L EERCER EF AWS App Mesh £ Amazon ECS Service Connect.

AWS App Mesh 2 2L Envoy RI2 R E R K BRI

ECS Task / Kubernetes Pod

Port

‘ ‘ ‘ ‘ ‘ ‘ | —

Proxy Microservice
Container

External traffic Port 8080

B Envoy KIEFTIEE App Mesh i BEPTTRHY Amazon ECS £#. Kubernetes Pod =
Amazon EC2 #1T{ERE , fINERET N ERFE, App Mesh £ Envoy RERSRMREG , WIEH K
R RARMRBEE H. App Mesh 21815 App Mesh RS RIFEE @M Envoy REBIRAK | REBA
IR FTRY RS

Envoy BR{GE 88

App Mesh Rt ®TE Envoy RERRMGEE. MEZENEZERER Envoy REU{IEE App Mesh &
FEEBHA , AKX Envoy REUAEHER. —EIEEZELE App Mesh IR HBANEER G, 5

—EEBAFS FIPS & , AT App Mesh FIPS fR#&um2H&EEA , Y 7E App Mesh BRIEZ /Y TLS &EA
RERAEIEIT FIPS ZiGiR:E.

BAILRUTEETEEEGREG , SIRtBEMEA WLoEREEPEERRaws-appmesh-envoy,
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://www.envoyproxy.io/
https://gallery.ecr.aws/appmesh/aws-appmesh-envoy

AWS FERREXB% ERAEER

/A Important

- #2023 F 6 A 30 AR , RE Envoy B fv1.17.2.0-prodREHhRAEE App Mesh #
B, AL Z2HIEA Envoy MEHBRIEFV1.17.2.0 , #ARBER Envoy SS#EEHES |

BEMEBINEZEREZHRIRAE.

- REEBR , AEREHS Envoy RAAREZFRE. AEZFHH Envoy IRAEEA
BN RLEHERN. THREMRANREESOEETRE.

« fRAX1.17 2 Envoy WEXEH, WHEFHEH , F2REH/ERZE Envoy 1.17,

© BRA1.20.0. 1 EFHRAARMELIE R

- WMEIPV6XZIE , FE Envoy MRA 1.20 HEHARA,

(® Note
FIPS EEARXEMMERN B,

FrE X BN EEER O LG ###EUX B me-south-1, ap-east-1, ap-southeast-3. eu-
south-1, il-central-1f UAMEMIEHaf-south-1,

840364872350 .dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

& FIPS &8

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod-
fips

me-south-1
772975370895 .dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

ap-east-1

Envoy BR{&EEE
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https://docs.aws.amazon.com/general/latest/gr/appmesh.html
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ERAEER

856666278305.dkr.

ap-southeast-3

909464085924 .dkr .

eu-south-1

422531588944 .dkr.

il-central-1

RS

564877687649 .dkr.

af-south-1

924023996002 .dkr.

Public repository

B

ecr.

ecr.

ecr

ecr.

ecr.

ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

.eu-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

il-central-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

af-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.12.1-prod

& FIPS &8

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.12.1-prod-fips

Envoy BR{&EEE
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® Note

KRMEZR 512 @ CPU B MED 64 MiB WL IBEBELE4E Envoy B85, 1E Fargate £ , &
AURENRELEEES 1024 MB HEER, IRAFARRAEMERELHEARERES
MEHERTZE , B LA Envoy RN EREE.

® Note

FrE# BtBaws-appmesh-envoy R BRREEITHRAv1.22.0. 082 R E AEIEM Docker R
B, BRMETEEEE , UERISBRERD , XWRPREPREAEHNREIRE, NRE
)= 1E aws-appmesh-envoy RGN ER FRE , WHAKEREL AL2 E#EH4 ( Fl20 yum) A
IngE , AIEEE R aws-appmesh-envoyBGRER —HHE , UIERA AL2 EREZEHHN

Docker B,
HITIHESEUELER ZHAHET Docker B % aws-appmesh-envoy:v1.22.0.0-
prod-al2:

cat << EOF > Dockerfile
FROM public.ecr.aws/appmesh/aws-appmesh-envoy:v1.22.0.0-prod as envoy

FROM public.ecr.aws/amazonlinux/amazonlinux:2
RUN yum -y update && \

yum clean all && \

rm -rf /var/cache/yum

COPY --from=envoy /usr/bin/envoy /usr/bin/envoy

COPY --from=envoy /usr/bin/agent /usr/bin/agent

COPY --from=envoy /aws_appmesh_aggregate_stats.wasm /
aws_appmesh_aggregate_stats.wasm

CMD [ "/usr/bin/agent" ]
EOF

docker build -f Dockerfile -t aws-appmesh-envoy:v1.22.0.0-prod-al2 .

£ Amazon ECR F7ZEULL B e & 2 H AWS Identity and Access Management (IAM) #2241, Fitt |
BAEER IAM REBFERBEE Amazon ECR HEBEUFEUE, Hlan , £ Amazon ECS & , &1
LI EE N EESITARERE Amazon ECS 1%, MREE ARSI FEUSE Amazon ECR EIRHY
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IAM BUR | SR A RERRIE AR Blaws -appmesh-envoyfZ ER [Ei54% E Amazon Resource
Name (ARN), #l#0 , £ us-west-2EiHH , BAUAFFEETHIEIR : arn:aws:ecr:us-
west-2:840364872350: repository/aws-appmesh-envoy, MEEZEH , F2H Amazon
ECR SEHR, MRETE Amazon EC2 #1T1EEBE LA Docker , FEEIEFERT Docker, MEFFH
B, mSRERESIRE.

BIBEEMEFA App Mesh ThEE | BLETHEEEURM 8 K& -2 L)k Envoy BRIRH) Envoy B8, #&
E1E Envoy 8F £ LS 2 B RS LAY App Mesh ZhAE , B4 AER App Mesh 124E Envoy
BESMG, MELFEFE 5520 Envoy UpstreamZEH App Mesh GitHub EEIE, RFEE
&{E A App Mesh Envoy BREsM B EAREXEEIE,

Envoy #HREE &

/A Important

FERIEES £ 2026 £9 B 30 B, AWS #$ELY B9 AWS App Mesh, 2026 £ 9
B 30 B2# , BiSEEB1EE AWS App Mesh £ A5 AWS App Mesh iR, WEFME

A, BB EERIER EF AWS App Mesh £ Amazon ECS Service Connecto

AT HRIESEIRELE App Mesh EBREIBIEHEHEMN Envoy B3R,

® Note

App Mesh Envoy 1.17 7% Envoy B v2 xDS AP, MREEAMNREZ Envoy HHEERN
Envoy fEREE E | RIXARHEFHRAZIH v3 xDS APL,

HEBY

P8 App Mesh Envoy RS HIEETIIIREESE, BB REEERA 1.15.0REFMAM Envoy B
BIEERFER, MREFEHANSERIRSG , BISBEHRAEFRE APPMESH_VIRTUAL_NODE_NAME##,

APPMESH_RESOURCE_ARN

B Envoy R S EHREFHER | SRLRESLERERERD N ARN SUEBFFAENL KR
EHFE, THEETSHH ARNs :

Envoy #HABE 135
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/ecr_managed_policies.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/Registries.html#registry_auth
https://github.com/aws/aws-app-mesh-roadmap/labels/Envoy%20Upstream
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-config.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-config.html
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ERAEER

- EHEIZ —arn : aws : appmesh : Region-code : 111122223333 : mesh/meshName/

virtualNode/virtualNodeName

- E#ME - arn : aws : appmesh : Region-code : 111122223333 : mesh/meshName/

virtualGateway/virtual GatewayName

EREH
THREESEE N App Mesh Envoy BREF=ZAM.
ENVOY_LOG_LEVEL
EE Envoy A2eHI HEEER.
BME : trace, debug. info. warn, error. critical, off

JE5% : info
ENVOY_INITIAL_FETCH_TIMEOUT

1EE Envoy EHIMRLEFHBREEARSZSEE —EHEERNEEE.
WMEFMER , FSE Envoy XA FWHEERIE. 1A Ko, RERE.

ENVOY_CONCURRENCY

F(E) Envoy BFE&E - -concurrency® S 5iRE, %
v1.24.0.0-prod EEFHRAESE,

WMEFMESR , F2E Envoy XHHH BT FIEE,

£ B LIREBBIREE Envoy WEERE.
ENVOY_ADMIN_ACCESS_PORT

EE Envoy EEEN BT EEEERE, TR : 9901,

ELE, LEIEA# Envoy A

EREH
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https://www.envoyproxy.io/docs/envoy/latest/operations/cli#cmdoption-concurrency
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® Note
Envoy EESEEEREERFESERDR LNEMEREENERETH

ENVOY_ADMIN_ACCESS_LOG_FILE

EEEEA Envoy FEUHFEMN BT, 785 : /tmp/envoy_admin_access.log.
ENVOY_ADMIN_ACCESS_ENABLE_IPV6

¥ Envoy WEBRAELEZIPVeORE  EVELFAEERES IPV4N IPVORE. RIRFER ,
WIERRERE & false , Envoy REEBIPVARE, WWEE R EEEE Envoy MR 1.22.0 HEHTHR
AEEFER

REERXNEH

fE IS LLIRIBBBURELE AWS App Mesh Agent for Envoy. MEFFMER , 5528 App Mesh Agent
for Envoy,

APPNET_ENVOY_RESTART_COUNT

EEREEXEHTHPHEBN Pod HEFHME Envoy RERFHIRE , MRERNFE. FTRA
EHEHESIK Envoy fERIFRLHEERARE , U LHEDE . LBBNERES 0. REHER
B, REEXTEERENRBER

FER% : 0

LR : 10
PID_POLL_INTERVAL_MS

EBEEREBREARE Envoy REEFRENER , LEVAEN., EREAS 100,
FE5% 1 100
TER : 100

PR : 1000
LISTENER_DRAIN_WAIT_TIME_S

1EE Envoy REBEEBFER IS HERAPERBANKRE , LY R/EN.
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5% : 20
TBR : 5

LR : 110
APPNET_AGENT_ADMIN_MODE

BEERAENEEREMAMKS , YEEBREE tep b3 unix B,

BME : tcp. uds
APPNET_AGENT_HTTP_PORT

Etep BRAHIEETANBEETRASEEEREMAEREE, 1024 IR | =uid , FBHERI
>0, TMERIEEE/NR 65535,

P

BEER

FE&% : 9902
APPNET_AGENT_ADMIN_UDS_PATH

£ uds EXTAERAEBNEEREEE unix BEERA KK,

JEE% . /var/run/ecs/appnet_admin.sock

pI=Y itk
WA LR EER T IE—BRESREN.
AWS X-Ray #&

AT 5B B E R TE App Mesh AWS X-Ray, MEHMET , 528 (AWS X-Ray B A B8
) o

ENABLE_ENVOY_XRAY_TRACING

£/ 127.0.0.1:20008 RAFERHEIE N in 2R A X-Ray Bit. HERA , FH& ERES 1.
HERER 0.

XRAY_DAEMON_PORT

EEEREEUBERRRMN X-Ray %R EEE : 2000.

EREHY 138


https://docs.aws.amazon.com/xray/latest/devguide/
https://docs.aws.amazon.com/xray/latest/devguide/

AWS FERREXB% ERAEER

XRAY_SAMPLING_RATE

EEREERUEE X-Ray BH2IFERREUEE 0.05(5%). SEEEANKR 0 1.00(100%) Z
BR/NE., WNEXRAY_SAMPLING_RULE_MANIFESTIEE , BB EIE, kA v1.19.1.1-
prod MEHIRAE Envoy BG B &8,

XRAY_SAMPLING_RULE_MANIFEST

£ Envoy RBEERREPEERRERE , URE X-Ray BHRAVEMFERCETEERA. W0F
HMEF , F2H (AWS X-Ray B ASERE) RHEESRA, RA v1.19.1.0-prodMEH
FRZANEY Envoy MR IR IL B H,

XRAY_SEGMENT_NAME
EEEMHWERERE , UWBEBSTERN X-Ray EREE, BRIBER , LLESRES mesh/
resourceName, Envoy BRERARAS v1.23.1.0-prodSEFHMAT EBILEE,

Datadog B it & &

THIRESE T 7B EH Datadog RIBEZNBHEEFEZE App Mesh, HEFFMAER |
Datadog X#HHE IR A EFEEE,

3
W
&

ENABLE_ENVOY_DATADOG_TRACING

R 127.0.0.1:8126M A8k Datadog REER kB Datadog EMtNE. EEMA ,
BERES 1 (FERES 0).
DATADOG_TRACER_PORT

s

EEERBENBRHR Datadog RERNERE : 8126,
DATADOG_TRACER_ADDRESS

FEIE IP it A B F85% Datadog KB Mtlt : 127.0.0.1,
DD_SERVICE

EEEMHNRKEERE , LB EHERM Datadog FRIEEH : envoy-
meshName/virtualNodeName, AXZK v1.18.3.0-prodFEFHIRAH Envoy BIGZ BB E,
Jaeger Bt & &

ERATYIRESEIRELTE App Mesh £ E Jaeger B, MFFMER , BFSH Jaeger XHEFHA
o BRZA<1.16.1.0-prodMERTIRAH Envoy MG EELEH,
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https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-go-configuration.html#xray-sdk-go-configuration-sampling
https://docs.datadoghq.com/tracing/send_traces/
https://www.jaegertracing.io/docs/1.21/getting-started/
https://www.jaegertracing.io/docs/1.21/getting-started/
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ERAEER

ENABLE_ENVOY_JAEGER_TRACING

BB 127.0.0.1:94111ATERR Jaeger i BhHY Jaeger EMEE S . EEMA , FRERES

1 ( FEEREA 0).
JAEGER_TRACER_PORT

FEEEZEEUBEERMN Jacger EBIEIR : 9411,
JAEGER_TRACER_ADDRESS

BE IP hut AB B TR Jaeger #hilt : 127.0.0. 1,
JAEGER_TRACER_VERSION

EEWRERREEE ISONHPROTOMmBIRNNIEHE, RIFEFER

FRAS v1.23.1.0-prodsEFMARA T B E,

Envoy Bt &2
RETIIRESHUSALBE S HBRERE,

ENVOY_TRACING_CFG_FILE

, ILEE3E% 5B PROTO, Envoy BR{&

£ Envoy RERERRMTEEEREE. WEFMEEHF , F2H Envoy X

#fconfig.trace.v3.Tracing® i ,

® Note

MREMBREERECEMBE K FHRVEHENERBERERS B
static_resources FEREMEBIB MW E LML, HlW |, Zipkin BE—EFEEEMR U ESNE

EZMBcollector _clusteriify , AEEEERRETER,

DogStatsD &

EA T HIREBEIRELE App Mesh &8t DogStatsD, MEFFMEF , 5528 DogStatsD .

ENABLE_ENVOY_DOG_STATSD

£/ 127.0.0.1:8125MATERHMER IR H KA DogStatsD #ztER. BEERMA , #4 EHR

ER 1o

EREH
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/http_tracer.proto#envoy-v3-api-msg-config-trace-v3-tracing
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/zipkin.proto#config-trace-v3-zipkinconfig
https://docs.datadoghq.com/developers/dogstatsd/

AWS FERREXB% ERAEER

STATSD_PORT

EEEEEE B B FERAY DogStatsD 1 BhFE N iEH#E,
STATSD_ADDRESS

BE IP it {ELAE B FEELHY DogStatsD #HEIFER IP bk, FEER : 127.0.0.1, WEHREEEEMR
K 1.15.0HEHRAH Envoy BRIGIEBLE A

STATSD_SOCKET_PATH

$&E DogStatsD #BIFE XA unix MEER i, MR KRIEEHEEI A DogStatsD
Rt {EFEER A B DogStatsD #BIFE IP #huliE$%8127.0.0.1:8125, 0
SRENVOY_STATS_SINKS_CFG_FILEEESH ISR ERIZWSFERE  AISERAME
DogStatsD #8{, Envoy BURIRA v1.19.1.0-prodHEFHMRAZE I EE,

App Mesh £
T 52 # T 7 Bh 85X E App Mesh,
APPMESH_RESOURCE_CLUSTER

RIFFEEL , App Mesh BEAATE Envoy EIEENER S E R FAPPMESH_RESOURCE_ARNEFE
HEENERERE, BALUEREABCSHEBERE APPMESH_RESOURCE_CLUSTER RIFEH
UBERTA. WEHABEEMRAK 1.15. 0FEFHREN Envoy BEIEEFER.

APPMESH_METRIC_EXTENSION_VERSION

# EEREA LUARA App Mesh 155, WFEMFH App Mesh IBZLEMIVFMER | &
Mesh HVIERHE(H

APPMESH_DUALSTACK_ENDPOINT

3
¢
&n
2>
O

# EREA 1 BUERZE App Mesh Dual Stack i, RESERZER , Envoy A X EEHEN
W, BIFTERR , LIEEREA false , BRZERERMMIPvLRAE., BB REEE Envoy R
RRZ 1.22.0 HEFIRAEEERA

Envoy #ETEREH

EATHIREBEIRERE App Mesh &8t Envoy Stats, WMEFMER , 55269 Envoy Stats X



https://www.envoyproxy.io/docs/envoy/v1.6.0/api-v2/config/metrics/v2/stats.proto

AWS FERREXB% ERAEER

ENABLE_ENVOY_STATS_TAGS

BUA App Mesh EZHZE appmesh.meshfl BfEfHappmesh.virtual_node., MEFME
7 , 552E Envoy XHH M config.metrics.v3.TagSpecifier, &Z/RA , &1 BERES 1.

ENVOY_STATS_CONFIG_FILE

£ Envoy ABRERATIEERERR , LEALACHERBESENR Stats ERALEER, NE
B , 552/ config.metrics.v3.StatsConfig.

(@ Note
RETDESHMAEREERGN BRI ERER | TTREEEH Envoy EATEBEE R App
Mesh ARREIEFEFE I ARRE, 1ER Envoy FMiEER. BMEZBRTEE Envoy RETEMALR
FTEREE, IREGEREHLEN , RMEEB LWL T HEEPVEERRS E.

ENVOY_STATS_SINKS_CFG_FILE

3
B

£ Envoy BREXRRFETFEERERER , MEALEBCHERERRRMER, MEFEFHEA ,
B Envoy XA # config.metrics.v3.StatsSinks

ERXAEH

Envoy ixZ<X APPMESH_RESOURCE_NAME 1.15.08EHIRAT B ERES
2 APPMESH_VIRTUAL_NODE_NAME 1 . Fi8 , BEBK NI ERELEE, 1§

APPMESH_RESOURCE_ARNAMAFTIE App Mesh in % , MR EAE LB BB Envoy R 1.15.0 HE
FAR B EEA,

App Mesh ZERY Envoy TE5%

/A Important
SEKIEE ;£ 2026 £9 A 30 B, AWS = 1L¥ B9 8 AWS App Mesh, 2026 £ 9
B 30 Bz#% , B EBEE AWS App Mesh £ A AWS App Mesh EiR, MNEFME
7, BB EREEIER BB AWS App Mesh £ Amazon ECS Service Connect,

%III

T3 B E1RME App Mesh FrERE 2 A ERBER B3 Envoy TEER{EMMEEIE

App Mesh 2 EH Envoy T E 142


https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-tagspecifier
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-statsconfig
https://github.com/envoyproxy/envoy/issues/9856
https://github.com/aws/aws-app-mesh-roadmap/issues/283
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-statssink
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

AR EEBUR

WRAETE 2020 £ 7 A 29 BZAIRF FEE#IE , App Mesh B1E 2020 £7 A 29 HEXHZ# ,
BEAIRFE FEAAEHHRFTE HTTP, HTTP/2 fl gRPC BRI 5% Envoy BEHEXBUR, MR
B1E 2020 £ 7 B 29 HZRIERF R EEABEE , BIFEA 2020 £ 7 A 29 A wE], "“‘95‘322?&7(?
EM1E{T Envoy BREAEB M FERRER . BRIEMEE AWS SETHIER  FRENL, X EREE

%, 85 App Mesh EREBEZERERBZEBEITWEMAKRIK Envoy FEHEEIFERBER., WME Envoy ft%
REABRNFMEER , 5528 Envoy XHHH config.route.v3.RetryPolicy.

EEE I App Mesh BEHEREZ App Mesh E#EIRFEH ERETEIRMHERF , App Mesh €231 Envoy
B, EEMREAILAEN App Mesh BRHEHBER , BEREZAERDHRRHEET App Mesh EFHK
Ko

ARBURSEEIER App Mesh AP R, TARRBUR RBEEB Envoy R, HERBER , BFRUHE B
@ , & BEESREIEXE Envoyconfig_dump. FERBEEETIIRE :
- ERRELR-2
- gRPC B =4 - UNAVAILABLE
- HTTP EXEH - 503

(@ Note

LTSRS TE HTTP 3358/ App Mesh A ERBER., T8 , App Mesh BEHEFK
%—IJ«X 23 server-errord gateway-error. EMEETES5038#HER. WEFHENR ,
nﬁ e Bﬁﬂ%EHo

« TCP ERE# - connect-failure® refused-stream

(® Note
EEENSHRED —EEHH App Mesh BBHER B, Ti8 , App Mesh BEHEEHBUER A
LA&# connection-error , EEHHE M connect- fallureo MBFHHET , F2EE®
H.

- B - R LFARSRT LR B EFE (disconnect/reset/readi®EF ) , Envoy BEREH.

FEREBERBE 143


https://console.aws.amazon.com/support/home#/case/create
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/route/v3/route_components.proto#envoy-v3-api-msg-config-route-v3-retrypolicy

AWS FERREXB% ERAEER
B [

&1 App Mesh HE8& Envoy B , Envoy FERREEREARLEKIRRE. WEFMAENR ,
528 Envoy X5 H cluster.CircuitBreakers. Thresholds. L‘L‘ﬁﬁ;’iﬂﬁa‘ﬁﬁ App Mesh API
BTN ELERERBEEIR Envoy R, BEEMRER  BRAEENE , Y& HFEREE
Envoyconflg_dumpo

WRTE 2020 £ 7 A 29 B2 AIEMIRF R B , AIERNEE 2020 F£7 A 29 BEXRHZREY

MR P B EME Envoy , App Mesh 2 EBEFRBREMN Envoy FERRBEREREHENRRSE. W
RIGTE 2020 F 7 A 29 B2 BERFHEREARE , FRIFEE AWS IETHIYREE , BAKALRE

2020 £7 A 29 HEXD 2 B BNEM Envoy 32E Envoy BB, —BEXEEREERF , LT Envoy
REM App Mesh TEFR{EAEH App Mesh SR EELREEE A2 R IBHFTE Envoy L :

Hlu}

%ﬂ

* max_requests — 2147483647

* max_pending_requests — 2147483647
* max_connections - 2147483647

* max_retries — 2147483647

(@ Note
|RAEM Envoy B8 Envoy 3 App Mesh TR ETEE 23 1E , LM EIEBUELE,

EH/ERE Envoy 1.17

/A Important

SEKRIEE ;£ 2026 £9 A 30 B , AWS #=1E¥ ;9K AWS App Mesh, 2026 £ 9
B 30 B2# , Bi5EEBEE AWS App Mesh £ A5 AWS App Mesh iR, IFEFHME
A, FSRAMIBERER B AWS App Mesh £ Amazon ECS Service Connect,

& fit SPIRE Y Secret Discovery Service

MR EAEH SPIRE (SPIFFE $/THIIRIE ) 28 App Mesh S EERE 2RI RE , BENEFEANE
0.12.0 SPIRE (REREXMWEDIRA (2020 F£ 12 AT ). ERF—METE 2&XE Envoy lRAH
MRA1.16,

TERR BT EE 2R 144


https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/cluster/v3/circuit_breaker.proto.html#envoy-v3-api-msg-config-cluster-v3-circuitbreakers-thresholds
https://console.aws.amazon.com/support/home#/case/create
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/spiffe/spire/releases/tag/v0.12.0

AWS FERREXB% ERAEER
BMAIKEANBE

& Envoy Bi%81.17 , App Mesh AR E# Envoy SREAMEA RE2 RAIRENS|IZE, WBEHAZH
£ ERRREAME , B Routes 5 Gateway Routes FRIMERFIEE TB AR AUAREX PRV RIEHRIE
2%,

1E T M1 £ T B R
I - EBiERN BENERRER?=

(?=example)

BEEEITFRERRKREERZNLAER , RACHATLEFTE K MASELHBEEDREAT
JCo HM App Mesh A% regex FHRE , BFBRZESECHIRRA—BRBRFEE,

(example)

8 -8rnRL RENERRENR?!,

ex(?lamp)le

ERREXAREGREANZB I BEENBATHELF, EXZBIEAT , EUUSEMRRAEE
4

ex(amp){0}1le

MRKEXAARFRFZLER , BUUAEERMEER , UEH BEELZR/ER?,

prefix(?![0-9])suffix => prefix[*0-9]?suffix
RIFENERARG , BT FRALURELLERE,

{

"routeSpec": {
"priority": 0,
"httpRoute": {

"match": {
"headers": [

{

HRARENEFE 145


https://github.com/google/re2
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"name": "x-my-example-header",
"match": {
"regex": "Mprefix(?!suffix)"
}
}
]
}
}
}
}
{
"routeSpec": {
"priority": 1,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix"
}
}
]
}
}
}
}

F—ERHLLEHESKARA 'FE, BRERE "BR. NER. F-ERBNFARLEHEMA
TFE, FENEE , 2 TBif) RENER, Rz , ELXETUREBEABREEENS X,

"routeSpec": {
"priority": 0,
"httpRoute": {

"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix.*?suffix"
}

RAREXNEE
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}
]
}
}
}
}
{
"routeSpec": {
"priority": 1,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix"
}
}
]
}
}
}
}

pEflERERE , AERES TFR WERRHESHELIEF K MAERS 'FH.1 AR EMEE
SHEBRE IR FRY B B P L,

Bin2E
EHSEREREEANERNRARRERERERN BN, LAFLRE,

(groupl)(group2)\1

\ RENELBFHRMRBARERNDSE n EEFREFENEEMCE. FUHELHT , \1EH
fE(groupl) EZXRBANERT E,

(groupl)(group2)(groupl)

RERRZEDRR/EALHTSENEE , DI BRELER,

®imsE e



AWS FERREXB% ERAEER

Envoy R ERER

/A Important
XERIEEA 0 2026 9 A 30 H , AWS #§F1E5 & AWS App Mesh, 2026 49 A 30 H

2% | B EEBFE AWS App Mesh 1A AWS App Mesh BiR. MEFHMER , FS
R ERE AR X E R EBR AWS App Mesh & Amazon ECS Service Connecto

REBERR Envoy MEHFHREFEES , BAR App Mesh, REREN TR Envoy RIEFHTAREE,
RIFEERE , YRV EHEEER, ©2ENE Envoy METERMEBIER |, LURM Envoy RETE App
Mesh FIEEN D EIH1R, E A BT RIE ¥ AR SE T HREDE,

B R RERARRELFEERERETERERRE Envoy REHNXB. WREY , TR
ABEH Envoy B RIFFEBREGERAE, B AESERBIREEA L. REEX BEE
Envoy BEiRf#ER  EFYNBENERAE NHHREER =M,

FEHALUTE8EEE Agent for Envoy :

« APPNET_ENVOY_RESTART_COUNT - Bt EBEERERIFTEK , REEXSEHAENEE Envoy
BiERF , BEIHRARERFEHARBTERRENEFT AL, SEREREBEEEREBREX
BEF  MBRASRHFASRNEER Pod B, REERNEFTREBEE , EMRHEEEERE.

« PID_POLL_INTERVAL_MS - SR EHEEE K FARESREA 100, REALER , HERNERR
B TS EERERENEBR Pod B, BAILLATFE Envoy 12 5 5 it 0 A EHRK
g,

« LISTENER_DRAIN_WAIT_TIME_S - SR ELEEE A FEEAFLLEKE Pod MREN AR IHARE
REF. B0, WREARBFERRE , Envoy RERERES —RERE , EXHFAS[AFE LT
5]’%52 Pod,

« APPNET_AGENT_ADMIN_MODE - EWWEERES tcph Buds , EFRAESSREREEEN M,
WEBEREMAUMARE Envoy REESN LIRS , YWIRHTH APIsSLUETEERERE, BRE
B, WHERBRENREFRE,

« GET /status - &# Envoy &R L EE GRS E A

« POST /drain_listeners - E2FFEEAEERER,

« POST /enablelogging?level=<desired_level> - 8FFrHE5C#&2TM Envoy iC&BR.
« GET /stats/prometheus — BL Prometheus %=X B~ Envoy it &%l

« GET /stats/prometheus?usedonly — {£8R Envoy EEFWHAFTER,

Envoy FIRERER 148


https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS fe A2

NEERASHESBNFEES , 552K Envoy BHEEH,

ERAEER

#TH AWS App Mesh REBIERBEER IRABFEHEH App Mesh &{E1L Envoy B #H1.21.0.0 , A
FEEEEFEFMEBD Pod FEEHME R,
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https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-config.html

AWS FERREXB% ERAEER

App Mesh B &5 814

/A Important

SEMRIEEA - 2026 £ 9 A 30 B, AWS #§ 1L AWS App Mesh, 2026 & 9 A 30 B
2%, BEEELEEE AWS App Mesh £ AT AWS App Mesh ER. MNFFMENR , F2
B SPER X ENR BB AWS App Mesh & Amazon ECS Service Connecto

f£H App Mesh WIFlE 2 —REBE Rt TR EZHN MRS EAREN. App Mesh seAAERAFFZTRIMNE
8%, IBEMBEKERAR,

Envoy REER App Mesh IRt TP BENWTE  AHHEEEFEMRAEARESMAE

/A Important
SEMKIEEA 2026 £9 A 30 B, AWS #§{Z1EX#E AWS App Mesh, 2026 £ 9 A 30 H
2%, B EEBEE AWS App Mesh £ AT AWS App Mesh BiR, MEFMENR , F2
B EPER L EZ R BH AWS App Mesh £ Amazon ECS Service Connect,

ELEVERSBNERRER , BLLRERTE Envoy FEAR. £ FEEF , EREEERHEM
EEE EE’JnEﬁzl?_nEQEFE_L:RﬁEIVEm
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-logs.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/tracing.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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Logging

HTTP access logs path - aptional
The path used te send legging infermation for the virtual nede. App Mesh recommends using the standard out /O stream.

Jfdev/stdout

(i) Logs must still be ingested by an agent in your application and sent to a destination. This file path only
instructs Envoy where to send the logs.

FEFERERAR Envoy FELHFS/dev/stdouthy R sk &,

B format , BIEEME IR Z— |, jsonD textM BX, EjsontB BB WEHERA
JSON #18 , B HEES Envoy,

THRXBERERETLUE FEHAR JSON RRE AWS CL,

"logging": {
"accesslLog": {
"file": {
"path": "/dev/stdout",
"format" : {

// Exactly one of json or text should be specified
"json": [ // json will be implemented with key pairs

{
"key": "string",
"value": "string"

"text": "string" //e.g. "%LOCAL_REPLY_BODY%:%RESPONSE_CODES%:path=

%SREQ( :path)%\n"
}

/A Important
B RERAEAREERAR Envoy , BRI Envoy SHEBERH , UK TNBEFRE

Ferror state.

151
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B84 Envoy FELHFEEE i/dev/stdout , Ef1EEE Envoy RERHFFRES. BOUFER FEZ
¥ Docker BFFBEBHRER , SEMEHZRFRENREERY , #l40 CloudWatch Logsawslogs,
MEFMER , F2E (Amazon ECS FE ABER) PMFEH awslogs Log Driver, & E{EE H
Envoy FEX A ( MZBEHAM Envoy REFHFE ) , BRI LA#E ENVOY_LOG_LEVEL %E A& off, ,@‘J
DBeERAFHE REFLIEEAFRNFERSREQ_WITHOUT_QUERY(X?Y):Z%, MEEH , ES
ReqWithoutQuery Formatter. MFTHFMEF , FS B Envoy XHFHFEEG.

£ Kubernetes LY FAZELH

£ AE AR Kubernetes B App Mesh Controller B , Al SAAS RSk AEREFT B E RIRETRRAE | SUER
TFENGCSRIRER EEBRET R | 10T S BIFR R

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualNode
metadata:
name: virtual-node-name
namespace: namespace
spec:
listeners:
- portMapping:
port: 9080
protocol: http
serviceDiscovery:
dns:
hostName: hostname
logging:
accesslLog:
file:
path: "/dev/stdout"

BN EEVNEEAFEESRSENESLERAE , HlW0 Fluentd, MNFEFMEERA ,
% DaemonSet , LA AFEIEE CloudWatch Logs.

FE2 B Fluentd 32 E

Envoy t 2 S EEAEAFREGFZEHEA stdout, ELHFEBARAT# Envoy B App
Mesh FYIBEA , LA K service-to-servicelRE, RO LAfEA ENVOY_LOG_LEVELIRIEE IR EISEC 8%
Bk, Hlan  LLTXFRELEHEERAF , EHPEER Envoy 84S E HTTP FESREEMEE,

[debug][router] [source/common/router/router.cc:434] [C4][S17419808847192030829]
cluster 'cds_ingress_howto-http2-mesh_color_client_http_8080' match for URL '/ping'
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_awslogs.html
https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/formatter/req_without_query/v3/req_without_query.proto
https://www.envoyproxy.io/docs/envoy/latest/configuration/observability/access_log/access_log.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html

AWS FERREXB% ERAEER

Firelens 1 Cloudwatch

Firelens =& 85 B 56 M2 , 7 FRUE Amazon ECS 1 B9 B &5 AWS Fargate, &0 LATE K
BAWS EiGlFEFEFRRBIER Firelens B &5,

BT LAE R CloudWatch RINEC SR E AFISIE, BT LUE App Mesh IR [E HIEZE R E
CloudWatch HIEEHHE A .

£ Envoy EEEREHNERER

/A Important
SEMKIEEA 2026 £9 A 30 B, AWS =X & AWS App Mesh, 2026 £ 9 A 30 H
2%, BB ELBEEFE AWS App Mesh £ A AWS App Mesh BiR. MEFMENR , F2
R L ERE AR X E R BE AWS App Mesh & Amazon ECS Service Connecto

Envoy #EEBESBATIEEER :

- T - BEAREBHEFNFEREBHEE,

- L EREZRHNELERNMFBREENIEE,

« Server - #iR Envoy AZBRENIEE, ELTEEEFHREEREREEE,

£ App Mesh /| RESBE BN THRE. N, fAFIKKEINGESR , URBRERF[IZEHNGG
R, ## Envoy BEATHRE. ATEIEETREEN EBEMTHEARE , App Mesh SR IFHEY
R RE S i — 2 5 8 Envoy E1F .

- A - EBREREREFNERNBEREBNIEENER.

- Wi - RERBEARERL , RAEREN Amazon ECS F# 5k Kubernetes Pod i i 2 B4R F 58 R 48
BN ERENE R,

TERERRENRER R EET.
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https://aws.amazon.com/about-aws/whats-new/2019/11/aws-launches-firelens-log-router-for-amazon-ecs-and-aws-fargate/#:~:text=FireLens%20is%20a%20container%20log,for%20log%20analytics%20and%20storage.&text=This%20means%20you%20can%20use,your%20own%20Fluentd%20output%20plugin.
https://github.com/aws-samples/amazon-ecs-firelens-examples
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html#cloudwatch
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

Amazon ECS task or Kubernetes Pod

= HHH‘
Egress

Proxy container Service container

&iRan £ 185

T % Envoy (AR 1R B A R HE R N{E FEEETE App Mesh FEZNERFEEFTH. UTRE
App Mesh X EW EE Envoy EJR :

- BEEX — REEETHERNBUEFEREE, £ LEY , App Mesh A& A Amazon ECS £

= Kubernetes Pod BREE T EAEEREN , YAMBREASNWRERE Vi B EEEN,

- BE - AEERNBHREN LR ERHE. & App Mesh |, BWRBABREER/EE , U
N AR A SURARV PR b E BRI R

* Routes - ELHEEEHEPETFERNIKME. HPISRENSHERVEYS , UREEFRVEE
BE,

- IRHNBESTIEK - LIEEER 1P ut, A AWS Cloud Map i A & 53 55 B 1Y BR 5 HR 3 44 51
B , App Mesh E#RRMNBRHE AT ERUA R EREEINEHRE,

« WEF - EEITR/EFRALENNZEBA TLS BFE. #FH AWS Certificate Manager #{A A Fim Al
AR BENRIRE , App Mesh A ENAIAERRMARZEREEZZEELNRE,

App Mesh A — BB #HIREE Envoy BIR , &7 SAEFE LB R REL M E L RARH,
THEREANBEN G EEIER T App Mesh Y Envoy IEEFEEE,
ERREAES

EREEAGEATIRAGS .

lds_<traffic direction>_<listener IP address>_<listening port>

LBEESEITIERERE Envoy HERE :

Envoy 1E4& 154



AWS FERREXB% ERAEER

* lds_ingress_0.0.0.0_15000
* lds_egress_0.0.0.0_15001

£/ Kubernetes CNI /A IP ERIZKIFEl , Amazon ECS {E# 5 Kubernetes Pod FHIRES
BmE#EE 15000F 15001, App Mesh EAEMEZERENEE Envoy , UIEZEA (EA) ME
B (EH) RE, WREEERSE EREEEERER | ITESIEAZERER,

BEEH

REZBEEERUATHERN

cds_<traffic direction>_<mesh name>_<virtual node name>_<protocol>_<port>

BHREESE BANERFTHHEECHNESE., WMETFHR , App Mesh 5 Envoy EHITH RIEE
VEE  BEREEATEZBARERT.

flan , MREFEH my-virtual-nodeEERETRE , EEEIE FIZEE nttp JRE , S80S0 EXER
BRI A A NPy -mesh , App Mesh BB &5 WEE cds_ingress_my-mesh_my-
virtual-node_http_8080, LtEEW#A my-virtual-node [RIEAESREN B BVith,

App Mesh th AT A FHIBBNHMBSHRES, ELHMEET —EHRELEPERTRARERNE

N
WMo

- AREEEM AWS RBHVESE. RIBER , LERTRENBBIELRID AWS KR

7% : cds_egress_<mesh name>_amazonaws,
- ARARERFEHITHRAHANES. EREITUNRLZE

- HRE—EERN . cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<protocol>_<port>

- RS EEERER . cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<ingress_listener port>_<protocol>_<port>

- BI&MEA Envoy B9 Secret Discovery Service HAIEUZEF | B ERIHEHEE | Hlm
TLS : static_cluster_sds_unix_socket,
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AWS FERREXBE ERAEER

FERRENERSH

A THRHA Envoy FAAMNER , THEFEAENE=EERER, 7JLZREEPIERRS.
ERRARNEE , RATCMHTERME Envoy NERT, EHEHP , TE REFSEHEERER
8080 LH) http FRE.,

Mesh: online-store

product-details cart

Envoy \ Envoy \
A A

website

Envoy

|Semice

BHERCKREEEN G EEMEPHITENABLE_ENVOY_STATS_TAGS=1H Envoy RER=R. E
ERTIHEREENEERERENMARER

* appmesh.mesh

EREXEREH) 156



AWS FERREXB% ERAEER

« appmesh.virtual_node

* appmesh.virtual_gateway

(aif

ELEBEREARE, ERFOIIEEMENER , UAHEABBTNERSBREEER.
EREH
MEERDBRNKEERTIER

o« AN HRENRERERER
* lds_ingress_0.0.0.0_15000
* lds_egress_0.0.0.0_15001
- MA@ HESE  ARMEERDHRE
* cds_egress_online-store_product-details_http_8080
* cds_egress_online-store_cart_http_8080
- WBURBERNEARE

* cds_ingress_online-store_website_http_8080

EREERHEM

« listener.0.0.0.0_15000.downstream_cx_active- fEF g AMBKEHREZE Envoy WE B,

« listener.0.0.0.0_15001.downstream_cx_active—Envoy WX B HBREHREE ., EH
ERAEXYHADBRENEFS TSR,

« listener.0.0.0.0_15000.downstream_cx_total- B A ELRZE Envoy RIEE,
« listener.0.0.0.0_15001.downstream_cx_total- & HBEELE Envoy KBS,

MEZENEREXNERE  F2H Envoy XHFHRWHETER,
sHIREER

« cluster_manager.active_clusters- Envoy E2M E4 —EERHNEEEE,
« cluster_manager.warming_clusters- Envoy & RERHEEEE,

THEEEEFEH W cluster.<cluster name>.<metric name>, ELEEZBHERARER
BEHMERK—K , Y BHMEWM Envoy BESEH
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https://www.envoyproxy.io/docs/envoy/latest/configuration/listeners/stats

AWS FERREXB% ERAEER

* cluster.cds_egress_online-store_product-
details_http_8080.upstream_cx_total- fBUEE RMFMEA BN EFEE,

» cluster.cds_egress_online-store_product-
details_http_8080.upstream_cx_connect_fail- #3ukEd 7 @ 5H4AHE 3 < B Kk BUE AR @
.

* cluster.cds_egress_online-store_product-
details_http_8080.health_check.failure- MILELE MEFMEA BN R BEERERE

* cluster.cds_egress_online-store_product-

details_http_8080.upstream_rq_total- UM E RFFMEN 2 BB HIVFEREZ,

 cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_time- #BVLEIE MEFMEA < BEIR LB RATTEEN
Faﬁo

* cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_2xx—ELEE mEFAERAUWEIH HTTP 2xx BEIEE H .

MFEEMN HTTP 58K , F2H Envoy XHFFHHETER
EEMAREEER

Envoy th & B2 App Mesh 2| HEIERMEEIERE , A Envoy WEE MRS, RMEREER
Hp—EiEE  MARBBREH TEICERSKREBERENENFE, AEEEH PTENESREHRE
B, SEFENREEZER App Mesh EWFTERE | BIE1EB App Mesh APIsETHBEEE,

« control_plane.connected_state- EXIEESREI App Mesh B , ILIEEZEE%A 1, BFHIA O,

« * update_rejected—Envoy ?E*ﬁﬂ’]%ﬁégﬁﬁ%@%lo ELEERHRAEAEREHERME. F
m, MRBEZE App Mesh # Envoy SEERHERTI TLS BF , AIZ S EEBENENZE
:l:IH:E:énﬁo

- HREEFHNEEREEE K MEtERKEA listener_manager.lds.update_rejected,
- HREEFMNBEEIE  HTERKA cluster_manager.cds.update_rejecteds

- * update_success—App Mesh BIREKINETHRERNEE, ETEMEFH Envoy B
BExH VIR ERE A E

- HREEEXEHAIY , T ERESH listener_manager.lds.update_success,
- HRBEFEHRI , METERES cluster_manager.cds.update_success,
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https://www.envoyproxy.io/docs/envoy/latest/configuration/http/http_conn_man/stats

AWS AR MBI EREEE
NMEEEMARSFERE , F2H Envoy PR EE [ RE.

EHER

/A Important

SR IEES : 2026 £ 9 A 30 B, AWS #4158 AWS App Mesh. 2026 & 9 8 30 A
2% , BAEEEBFE AWS App Mesh AT AWS App Mesh BEiR. WEFHEN , 52
B EPER L EZ R BH AWS App Mesh & Amazon ECS Service Connect,

Envoy ¥ ECHIRENBANSEEFRENSEHER LT ZRITER., EEE—F T# Envoy &
FTER, B2E Envoy XHHHRFTER ., EEEEVERBREEEEFBE LN /statsHEISE , B
5 9901,

FstatBEAMTE , BIRREEANRE RS EEREN, UTE-ERAZRNHH,

/A Warning
MRAEGKRE - EZREXEMAZEZERENYE , £UgRATRPRANVNEFREFZEM
HEBEEXEE,
RMEZREER Envoy B1.22.2. 1-prodHEFHIRA, & AJFEETE Prometheus in B E
BEOUNEEERE,

B—-EEEX (SL/EE &\ ZEZEEREN (ML/EE &
Al BEEXFTENRBHET  A.<protocol>.<port>, EERE

&5 NFEHWFHET
http.*ingress*.rds http.*ingress.http
.rds_ingress_http_ .5555* . rds.rds_ing
5555.version_text ress_http_5555.ver
sion_text

http.*ingress.http
.6666*.rds.rds_ing
ress_http_6666.ver
sion_text
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https://www.envoyproxy.io/docs/envoy/latest/configuration/overview/mgmt_server
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://www.envoyproxy.io/docs/envoy/latest/intro/arch_overview/observability/statistics

AWS fe 2B

ERAEER

E—#REEX (SL/EE '@
Al EBREXNFENEREBRE

listener.0.0.0.0_1
5000.http.*ingress
* downstream_rq_2xx

http.*ingress*.dow
nstream_cx_length_
ms

MERAERRMNFAES

28 B Envoy REEENH.

ZEZEERN (ML/EE &
A.<protocol>.<port>; #EEE
XF EHFHRET

listener.0.0.0.0_1
5000.http.*ingress
.http.5555*.downst
ream_rq_2xX

listener.0.0.0.0_1
5000.http.*ingress
.http.6666*.downst
ream_rq_2xX

http.*ingress.http
.5555* . downstream_
cx_length_ms

http.*ingress.http
.6666* .downstream_
cx_length_ms

A2 [ Envoy XU ER R . WREEENHEHNFRER

F&H Amazon EKS B9 App Mesh Prometheus

/A Important

3

FERIEEA - 2026 £ 9 A 30 B, AWS #1248 AWS App Mesh. 2026 & 9 A 30 B
2%, IS EEBEE AWS App Mesh £ A8 AWS App Mesh iR, MEFMENR , FS

B EREME L E R BF AWS App Mesh £ Amazon ECS Service Connect,

Prometheus 2 —ERMERBEEMERTEH, HIhRE

—REE—EHX , URHAIHEMRES

EFAMIER, 0% Prometheus WFEMIERA , 52 B Prometheus XS, Envoy ATBUEBEA

S, FREKHTER KR EIEE /stats?format=prometheus,

EHER
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https://www.envoyproxy.io/docs/envoy/latest/operations/admin#get--stats
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://prometheus.io/docs/introduction/overview/

AWS FERREXB% ERAEER

R Envoy REBIEE v1.22.2.1-prod WEFE , EMEEINHEERR A AEEBEEAXBERTE
#

« appmesh.listener_protocol

« appmesh.listener_port

LT 2 Prometheus R AT ERIEMBFETER < BRI LLE,
- BF "B EREXFENRERAER

envoy_http_downstream_rq_xx{appmesh_mesh="multiple-listeners-
mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",envoy_http_conn_manager_prefix="ingress"} 931433

« B & "inress.<protocol>.<port>" + Appmesh Envoy Image v1.22.2.1-prod =% E iR A Frk 5+ E ¥

envoy_http_downstream_rq_xx{appmesh_mesh="multiple-listeners-

mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",appmesh_listener_protocol="http", appmesh_listenex_poxt="555
20

« B7A "inress.<protocol>.<port>" + BE] Envoy Imagebuild By #r#k5H3E ¥

envoy_http_http_5555_downstream_rq_xx{appmesh_mesh="multiple-listeners-
mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",envoy_http_conn_manager_prefix="ingress"} 15983

HRZEZERN , cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<ingress_listener_port>_<protocol>_<port>4HEEE2EE

BRBEN,
. BE TR BREXFEORERIEN

envoy_cluster_assignment_stale{appmesh_mesh="multiple-listeners-

mesh", appmesh_virtual_gateway="tellergateway-vg", Mesh="multiple-listeners-
mesh",VirtualGateway="tellergateway-vg",envoy_cluster_name="cds_ingress_multiple-
listeners-mesh_tellergateway-vg_self redirect_http_15001"} 0

« B & "inress.<protocol>.<port>" B ¥ 5T E ¥
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AWS fe 2B

ERAEER

envoy_cluster_assignment_stale{appmesh_mesh="multiple-

listeners-mesh", appmesh_virtual_gateway="tellergateway-
vg",envoy_cluster_name="cds_ingress_multiple-listeners-mesh_tellergateway-
vg_self_redirect_1111_http_15001"} 0
envoy_cluster_assignment_stale{appmesh_mesh="multiple-

listeners-mesh", appmesh_virtual_gateway="tellergateway-
vg",envoy_cluster_name="cds_ingress_multiple-listeners-mesh_tellergateway-
vg_self_redirect_2222_http_15001"} 0

Z % Prometheus

1. #% EKS RBEFEFHIEE Helm :

helm repo add eks https://aws.github.io/eks-charts

2. &% App Mesh Prometheus

helm upgrade -i appmesh-prometheus eks/appmesh-prometheus \
--namespace appmesh-system

Prometheus 34l

AT EPersistentVolumeClaim% Prometheus A M GE1FEEE T W EIH,

helm upgrade -i appmesh-prometheus eks/appmesh-prometheus \
--namespace appmesh-system \

--set retention=12h \

--set persistentVolumeClaim.claimName=prometheus

£/ Prometheus B9 & & R

- BF EKS WERZENME - aT#AIM : Prometheus

EHER
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https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-prometheus.md

AWS FERREXBE ERAEER

& — 5 7 f# Prometheus ] Prometheus & & Amazon EKS

« Prometheus X
« EKS - £ Prometheus 4| FEIgE

& App Mesh #J CloudWatch

/A Important
SEKIEE - 2026 F£9 A 30 B, AWS #{Z1EX#E AWS App Mesh, 2026 £ 9 A 30 H

2%, BASEEBFE AWS App Mesh 12 A= AWS App Mesh BiR. MEFHMER , FS
R L ERE AR X E R BR AWS App Mesh & Amazon ECS Service Connecto

#£ Amazon EKS #& Envoy #itERHEIXZZE CloudWatch

BT LA CloudWatch Agent ZEE|RNWEE | WRECUREHNRBRE—HIEE, MRZERE
Amazon EKS #£ | A|ALUERZ LR ;- £ GitHub LA Amazon EKS WEARER RPN L R
RIBIFEE, GitHub B LUKRBAERAER , SEHIERENLZREIEE,

EEACHNEBEEREEEN IAM AL ZEREREN , FEFEZE CloudWatch Agent with
Prometheus Metrics Collection RHILER, FERRZE T E Prometheus HMEVAERE | ATIZEY Envoy #RET
BERMNEBERATE. WFEFHER , 528 App Mesh B Prometheus $E1R,

& EHE Y App Mesh HFT CloudWatch &1k , HREABRIREERABENER  FEBRREEN
Prometheus IEEHBREHTHN IR, EREBEA App Mesh FERERK , BNETLSRKEALEN
B

B CloudWatch BYIEHE

App Mesh 5 ZIEHEMRERANEEFE  TELRRATHREEMETIERE2ERNTA. AR
CloudWatch X2 EBHEL Prometheus 1E51% , AR SR HIMEERE | LUBEXER Envoy I2EX
I X ZE CloudWatch B35,

SO ATE RV IS AEIE BB R P $ 2 F Prometheus EVEZ R &5,

CloudWatch &ifjl

R AERPIVEFIAWS fFEHHKE CloudWatch RYEEIERE,
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https://prometheus.io/docs/introduction/overview/
https://docs.aws.amazon.com/eks/latest/userguide/prometheus.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/eks
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-metrics.html#ContainerInsights-Prometheus-metrics-appmesh
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-viewmetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-viewmetrics.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html#metrics-extension
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-metrics-extension-ecs
https://github.com/aws-samples/aws-app-mesh-cloudwatch-agent

AWS FERREXB% ERAEER

£/ CloudWatch K& 5 ##5R

o EIRFIEY App Mesh T & A FT I8 ES 3R A EC 8% T AL
- BF EKS WEREZEXMRE - aT#AIM - CloudWatch
- 7£ ECS LA App Mesh B IS FE(H

App Mesh B35 12 4E {#

/A Important
SEKIEEA - 2026 £9 A 30 B, AWS #{F1EX#E AWS App Mesh, 2026 £ 9 A 30 A
2% | B EEBEFE AWS App Mesh 1A AWS App Mesh BiR. MEFHMER , FS
R L ERE AR X E R BR AWS App Mesh & Amazon ECS Service Connecto

Envoy EELABEEER , Mo ARETRNEE, SLIEHRE App Mesh WERL R ER, EER
RIBEVERT | REEE AR EMEE R RS EEEEENERGMNERFEERA,

App Mesh $SHEAE T 8L T 1B 1 445 BT Envoy RIB, MINBTATRAE R L EIgE | 5
i E e AE RN SR, EE/N S W EIISES BB EER A T REIE App Mesh FEEH
LIRS

= ERUA App Mesh I8BIEM | ESRIBESHEES APPMESH_METRIC_EXTENSION_VERSION 1,

APPMESH_METRIC_EXTENSION_VERSION=1

WE Envoy {HRBEHWEFHFMERN , B2 BEEnvoy HREEE],

EEAREHBNER

* ActiveConnectionCount
« envoy.appmesh.ActiveConnectionCount — ¥Efs TCP EFENEE.,
« #FE — Mesh, VirtualNode, VirtualGateway
* NewConnectionCount
 envoy.appmesh.NewConnectionCount — TCP EFHEE,
« #FE — Mesh, VirtualNode, VirtualGateway

* ProcessedBytes
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https://www.appmeshworkshop.com/introduction/
https://www.appmeshworkshop.com/monitoring/
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-cloudwatch.md
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-metrics-extension-ecs
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

* envoy.appmesh.ProcessedBytes — {t N ilFF Fin{EiA FZEWH TCP L T/HEAE,
« #FE — Mesh, VirtualNode, VirtualGateway

* RequestCount
 envoy.appmesh.RequestCount — EEREMN HTTP #EXR&H.,
« #FE — Mesh, VirtualNode, VirtualGateway
* GrpcRequestCount
 envoy.appmesh.GrpcRequestCount — BEEAR gPRC ER&AB,
« #FE — Mesh, VirtualNode, VirtualGateway

BEHREMABRNER

BRAOLESREERDHNERRE , CSRITENEE.

+ TargetProcessedBytes

- envoy.appmesh.TargetProcessedBytes — X ZEFM#ZEWE Envoy LiiF B ZEM TCP i
e,

- MEE
- EEEIBHEE — Mesh, VirtualNode. TargetVirtualService, TargetVirtualNode
- ERFEHE — Mesh, VirtualGateway. TargetVirtualService, TargetVirtualNode
* HTTPCode_Target_2XX_Count

 envoy.appmesh.HTTPCode_Target_2XX_Count — ¥t Envoy LB ZE#HEZ 2xx HTTP
EfER HTTP SEREE.,

- MEE
- EREEHE — Mesh, VirtualNode, TargetVirtualService, TargetVirtualNode
- EEFMEHE — Mesh, VirtualGateway, TargetVirtualService, TargetVirtualNode
* HTTPCode_Target_3XX_Count

 envoy.appmesh.HTTPCode_Target_3XX_Count — ¥t Envoy LB ZE#HEZ 3xx HTTP
EFER HTTP SEREE.

- MEE
- EEEIBHEE — Mesh, VirtualNode. TargetVirtualService, TargetVirtualNode
- EERBEHE — Mesh, VirtualGateway, TargetVirtualService, TargetVirtualNode

EHRE —rargetr_hii_teun 165



AWS FERREXB% ERAEER

« envoy.appmesh.HTTPCode_Target_4XX_Count — ¥ Envoy £ BERHER 4xx HTTP
EFER HTTP S REBE.

. MEE
- EEEBHEE — Mesh, VirtualNode, TargetVirtualService. TargetVirtualNode
- ERFEE#E — Mesh, VirtualGateway, TargetVirtualService. TargetVirtualNode
* HTTPCode_Target_5XX_Count

 envoy.appmesh.HTTPCode_Target_5XX_Count — ¥t Envoy LB ZE#HEE 5xx HTTP
EIFER HTTP BREE,

. MEE
- EEEHEE — Mesh, VirtualNode, TargetVirtualService, TargetVirtualNode
- ERFEHE — Mesh, VirtualGateway. TargetVirtualService, TargetVirtualNode
* RequestCountPerTarget
 envoy.appmesh.RequestCountPerTarget — X% Envoy LI EEHNFEREBE,
- HEE
- EEEHEE — Mesh, VirtualNode, TargetVirtualService, TargetVirtualNode
- EEFEHE — Mesh, VirtualGateway. TargetVirtualService, TargetVirtualNode
+ TargetResponseTime

 envoy.appmesh.TargetResponseTime — #[@ Envoy Liify B ZR HEE R K EIEREIE
P &8 HY BE 8

- HE
- EEEIBHEE — Mesh, VirtualNode. TargetVirtualService, TargetVirtualNode
- ERREH#E — Mesh, VirtualGateway, TargetVirtualService, TargetVirtualNode

App Mesh By Datadog

/A Important
SEMKIEEA - 2026 £9 A 30 B, AWS #fF1EX#E AWS App Mesh, 2026 £ 9 A 30 H
2%, BASEEBFE AWS App Mesh 1A= AWS App Mesh BiR. MEFHMER , FS
R L ERSE AR X E R BR AWS App Mesh & Amazon ECS Service Connecto
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

Datadog R —BEZNZL£EARR , AREREAEXNREIREE, BEMCH, Datadog AIE
EERRE, BRRAEXNE=EARAZ2AR,

Z ¥ Datadog

- EKS - ZEF M EKS 5XE Datadog , F5181& Datadog X4 H I T 55 EE,
- ECSEC2- ZZE M ECS EC2 5% 7E Datadog , F5181& Datadog X H T 5SS B8,

EE#—% T # Datadog

« Datadog X #

1B

/A Important
SEMKIEEA 2026 £9 A 30 B, AWS =X AWS App Mesh, 2026 £ 9 A 30 H

2% , BAEEEBFE AWS App Mesh 12 AT AWS App Mesh BEiR. MEFMER , F2
R ERE AR X E R BE AWS App Mesh & Amazon ECS Service Connecto

/A Important

EETEEFER K LFREEHNENERAEN,
HEEEMERBINMETRES  SXACAEANEXERBIIEAER,

FH AWS X-Ray EsizE ATEN B

/A Important
SEMKIEEA 2026 £9 A 30 B, AWS =X AWS App Mesh, 2026 £ 9 A 30 H

2% , BAEEEBFE AWS App Mesh 1A AWS App Mesh BiR. MEFMER , F2
R L ERE AR X E R BE AWS App Mesh & Amazon ECS Service Connecto
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https://docs.datadoghq.com/integrations/amazon_app_mesh/?tab=eks
https://docs.datadoghq.com/integrations/amazon_app_mesh/?tab=ecsec2
https://docs.datadoghq.com/
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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#. EXFRABBESBENKE , UREICENEARN, SAUERFRNOENFMAESR ,
LUK R E M ARH AWS EITHY TR,

X-Ray E& App Mesh & , IBEEM Envoy #R#H. KB Envoy WEBRIER X BARPHIT
# X-Ray #HBIFER .

ERZESEMAM SDK 157 , AANEARXRREHE/A X-Ray.
iE18 App Mesh BUA X-Ray B it

- RERBEEME :
« ECS-7£ Envoy REARESEZH , ASENABLE_ENVOY_XRAY_TRACINGIREZEREA 1, I
#$XRAY_DAEMON_PORTIRIZEEEEE A 2000,
- EKS - ZEEARNPBRIEEIFMEREDR , @8 --set tracing.enabled=truefl --set
tracing.provider=x-ray.
- EEH X-Ray BEF , NHEZEE20001 AFERAE &5 H1T1337,

X-Ray &ifl

Amazon ECS #9 Envoy BESEE

{
"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1l.15.1.0-prod",
"essential": true,
"environment": [

{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/myMesh/virtualNode/myNode"

.

{
"name": "ENABLE_ENVOY_XRAY_TRACING",
"value": "1"

}

1,
"healthCheck": {

"command": [
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"CMD-SHELL",

"curl -s http://localhost:9901/server_info | cut -d' ' -f3 | grep -q live"
1,

"startPeriod": 10,

"interval": 5,

"timeout": 2,

"retries": 3

¥ # Amazon EKS B9 App Mesh 12 %185

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \

--set region=${AWS_REGION} \

--set serviceAccount.create=false \

--set serviceAccount.name=appmesh-controller \

--set tracing.enabled=true \

--set tracing.provider=x-ray

£/ X-Ray NED R

« {£H AWS X-Ray E5iz
« ¥ft Amazon EKS WIERAREMHE - AR : X-Ray
« £ AWS App Mesh Workshop B £ X-Ray #1720 8= 18 Mt

— 3% 7 ## AWS X-Ray

- AWS X-Ray X #

/4 App Mesh ¥f AWS X-Ray # {THEZ K

EELEEREAREAM AWS X-Ray B,
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https://github.com/aws/aws-app-mesh-examples/tree/main/examples/apps/colorapp#monitor-with-aws-x-ray
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-xray.md
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EEREAERENBHEE Jacger , BAILAE Jaeger XHEMEXER KR I EESHENIERE.
£/ Helm Z & Jaeger
1. # EKS REEFEEHEE Helm :

helm repo add eks https://aws.github.io/eks-charts

2. &% App Mesh Jaeger

helm upgrade -i appmesh-jaeger eks/appmesh-jaeger \
--namespace appmesh-system

Jaeger &4l
LLN 2PersistentVolumeClaim# Jaeger I A MREEFEET HEH,

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \

--set tracing.enabled=true \

--set tracing.provider=jaeger \

--set tracing.address=appmesh-jaeger.appmesh-system \

--set tracing.port=9411

£/ Jaeger WEL R
- BEF EKS WERAREIMBE - T8I : Jaeger

EEE—F T Jaeger

- Jaeger X

Jaeger 170


https://www.jaegertracing.io/docs/1.21/client-libraries/
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-jaeger.md
https://www.jaegertracing.io/
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 AWS CloudFormation
* AWS Cloud Development Kit (AWS CDK)
« Kubernetes BV FE ATE M2 525

e Terraform

FE A2 AWS CloudFormation

AWS CloudFormation 2 —IEHR# , ELRUE KR K HHIsEARAMENWMELIR , A% AWS
CloudFormation 8 AR EMMERER. CHEREMEHEKNE , RtETUEREINENERRE
n , TR EEBEERNIEE,

W% AWS CloudFormation ¥t App Mesh £ WM EAME S| , 552 B AWS CloudFormation 32
#.

FERENFEF AWS CDK

AWS CDK REAEXBREXRZmERERIELFEH AWS CloudFormation R 2 E i B 1 58 HE#Y 5
BB, AWS CDK XEZEREXERETES , @1 TypeScript, JavaScript, Python, Java Ml C#/,
REE

% AWS CDK $#HE App Mesh £/ HIEXMEH | 26 AWS CDK X,

B AR Kubernetes B9 App Mesh #2135

Kubernetes #J App Mesh #2428 f] 1% Bh & &2 Kubernetes # 5/ App Mesh iR , I HEHBIE B 5%
A Pod. BtiEHIZREPIEE Amazon EKS #BEEA , AJZEE L Kubernetes REMN AN EBEER,
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Terraform 2—ERMEKRBERSNE , MARIBHRETE, Terraform TUAFEAEREN CLI EF
EinRTE , WEAARERERE APIs BB,

EEWH—F 7 HINATEE Terraform £ App Mesh , 5528 Terraform 34,
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AWS FERREXB% ERAEER

X RS

/A Important

TEKIEBH - 2026 F£9 A 30 B, AWS #&=F1EE AWS App Mesh, 2026 £ 9 A 30 H
2%, T EEBEE AWS App Mesh £ A, AWS App Mesh &R, MEFMENR , B2
R ERE AR X E R EBR AWS App Mesh & Amazon ECS Service Connecto

&R LA R AWS Resource Access Manager fRFE#E AWS 1R E H &Y App Mesh #81&, MK
FETRE AWS t(RF BRI NERER —EREPHILER,

AWS IRF AL RBRERERE. BHEDRAEIME. HEEUUEEARFAANBETRIE
Ro BEREBTWNEIIRFHEANEMMAKPIELER, BBESETUETIRENBEEIAE RS
o

« FIEBASPHRINEBEIIEE AWS IRFE AWS Organizations
- RYAEREE (I AWS Organizations
HEEBB A AWS Organizations
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MEHAEENend-to-endZ LR , FZE GitHub LM EIIRERIEZE SR,

BT AH A
EIRF 2 MARBAEE , AM TRBEFTSERAEE | URBRASFBNERERTT.
BT XM ERETE

IAM FRASERFTE-HAREFT. BMEREFERA AWSAppMeshFullAccessH
AWSResourceAccessManagerFullAccessZE IAM B , IR EH IAM = EBEEHARMER
H AR ENRT T,

MBELFEREET IAM B |, BIFEE appmesh:PutMeshPolicy, appmesh:GetMeshPolicy#
appmesh:DeleteMeshPolicy&fE, ELRERFTH IAM BfE, WIR IAM ER KRR TELFT
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- BEENERRESEHEARFPNEMEIR, fln , EREHRE8E AWS Cloud Map 8
AWS Certificate Manager E#E B 28 & LR ABRRF HERE.

- BEAENHEEE T Envoy REE#E App Mesh , MAIRF AR ERE R,
- BERETURN ERRENERRERB,

- BEAENHEETUSHER , XA NERFEYNVESPRL/EACERLER. ©PEEYHIFR
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HARKEAABRAERNRE, BRREEN B TR, ENEHEINERBERNELFH ,
A URIR 1AM EF &/ A ZRURAR IAM BER, BEBKRP AN AIRE , BEEEEAHE
ATE , ERE T BHARAFR.

HA#BMEEE | AWS Resource Access Manager RIEEEIE A WEEH
%R , AWSRAMDefaultPermissionAppMeshif#$ HER T ZIFF AT 69 App Mesh 231 B3 B,

» appmesh:CreateVirtualNode

« appmesh:CreateVirtualRouter
« appmesh:CreateRoute

« appmesh:CreateVirtualService
« appmesh:UpdateVirtualNode

* appmesh:UpdateVirtualRouter
« appmesh:UpdateRoute

« appmesh:UpdateVirtualService
» appmesh:ListVirtualNodes

* appmesh:ListVirtualRouters
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ListRoutes
ListVirtualServices
DescribeMesh
DescribeVirtualNode
DescribeVirtualRouter
DescribeRoute
DescribeVirtualService
DeleteVirtualNode
DeleteVirtualRouter
DeleteRoute
DeleteVirtualService
TagResource

UntagResource
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https://console.aws.amazon.com/ram
https://console.aws.amazon.com/ram
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-create
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-update
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A Amazon Linux EI2 A 351 A%
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2. REASEH , ZIEE. SEEZNBEREEERSE ID SJTRKEEERT.

3. REMEEYS , BENERRYE., EREHSNERDH. EUAETIPREFENIRS ID, UK
BEERNERERE.
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https://docs.aws.amazon.com/ram/latest/userguide/what-is.html#what-is-limits
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https://aws.amazon.com/cloudformation/
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FMAE maxRetries# W{EperRetryTimeout , LUE EEEFRIWHZ AR (maxRetries *
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(@ Note
WMRBE 2020 F7 A 29 ARz REERSE , BEREEEHEEK , B App Mesh AIgEE &%
BE2020 F7 B 29 Az REVHNESEKH , BRI EANBREUNEAREABER,
MEFHME , F2RESBREEHER,
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ATEBERER , RMEBEABTHKEFRERENBSRMAKRMELEF |, LUH#ER Envoy EFERKE
HAERERNEMRRZE , PUTIER . BEEEBERP ERRERAEXNRRMN Envoy B2 , 57
SRBEELKM,

Kubernetes

% | B AT Kubernetes B9 App Mesh 2 #I85R EE M FEUHE MM AWS Cloud Map #1TEBE , T&&
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HEAXE IPVE , RFEBLEERESERREN IPRE , MARKIEERIPV6_PREFERREDTT A,

JEEXIPv6_PREFERREDYT A& Al R & BRK AR FE 3K BE -

- IPv6_PREFERRED - jE 27855 E. Envoy B %£#i1T IPv6 #bitiy DNS &5 , IPVAIIREF
FlIpvettbit , RlgmEE . MREBHERZHEEEXE IPve , EFEIPv4EEY , ESREER.,

 IPv4_PREFERRED - f1R2 B 7 A IPv4#itIPV6 , Envoy 2 E#MIPvAibi | REEER . 40
RENERREEIESRE IPvs , BE—LIPv6HERM , BEMALERE,

« IPv6_ONLY - IR EHREEZEIPVORE , FEEFNIEE, Envoy A2HIPveibit#1T DNS &
#, BRFTERERNSEE BHIPVE,

« IPv4_ONLY - IR EHREEZEIPVLRE , FHEEFIERE, Envoy AEHIPv4tbit#1T DNS &
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/A Important
SEMKIEEA - 2026 £9 A 30 B, AWS #{F X AWS App Mesh, 2026 £ 9 A 30 H
2%, BB ELBEE AWS App Mesh = A AWS App Mesh Eiff, MEFEFHEN , F&
S EPERLER B AWS App Mesh £ Amazon ECS Service Connect.

MERZE AWS BERESEBEIEF. A AWS BF , BAUZHERNERPOMMBRERE  ELRER
RMERZEHREABNERMEE.

Z2£R AWS BECENAREE, HEEEEE SHHERARRNZENERANZE

- BEiRMNR M - AWS EEREH Cloud AWS R#IT AWS BRIV ERERKE. AWS h RERHATR
2EANERE. £ AWS ERFHEF , F=FRZESEHARLRERMANZ LN BEE—F
BEAFE A AWS App MeshtV &8 | 52 H SR EIEEARRNAWS BR#. App Mesh BEZ®
GHER N EAMNE | B TLS BRLESBREUE.

- BinLet - BHETERAEER AWS Wik, SZE4EESHMRAR 2%
- ERNERE, SRRNER , URERBEENER,
* App Mesh BRI FHINZ£/AE , FEAFRERE VPC ANERB < BEEN L2 BHEARE,
« 22 App Mesh 8B BRYEF ERMARE
- EEMNESEEFABBA IAM BER | R EM AT AR App Mesh 2 I H #EX A AH &

RXH A BYIE T R AAITEER App Mesh RERHEEFEERE, T5IEERAUMARE App Mesh
UREENZ2RBEaRB R, Bta 7T HMmERHEM AWS IRF R i B S E IR MRE App Mesh &
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PR ERRE AWS App Mesh

&R AWS App Mesh

FHERZELZEM AWS App Mesh

Y 5E M AWS App Mesh

H Y AE RE AR 2 4T AWS App Mesh

Transport Layer Security (TLS)

/A Important
HEMIEEA - 2026 £ 9 A 30 B, AWS #5158 AWS App Mesh. 2026 £ 9 B 30 B
2%, BAEEEBEER AWS App Mesh £ A= AWS App Mesh BiR, MEFMENR , F2
B ZPER L ER B AWS App Mesh & Amazon ECS Service Connect,

£ App Mesh # , Transport Layer Security (TLS) INZEHBEEEER LK Envoy REEX Z2EH
B, EXERHABRHERT , fl EEHHN ERFEE, AEEXISHKRIETLS, £HAEARER
HEBRER K SHEARIERNBTAETS TLS TERR., AEERXRENERRERTY TLS.

App Mesh ATEELL TSI AN RM TLS BEHERE !

« REB AWS Certificate Manager (ACM) KWFAE B/ , B () AWS Private Certificate Authority 21T
AWS Private CA,

- RECEEFETAHERIRINER K HLZECHNEREREME (CA) BT

« Secrets Discovery Service (SDS) i 2 1F1B 4 # Unix Domain Socket IRHEHEE .
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- DNS - A — AR SANs 4ERFE DNS REFRFBEPRUNE. BREERKFRZREE VE
&R mesh-endpoint.apps.local , BAILEVEZEZBHEETNER , IIEAEAFT R
F*.apps.local,

« AWS Cloud Map - HA — @& SANs X ERFEFEA =X AWS Cloud Map HIIRIEIREREP IR
i {Eservice-name. namespace-name, ¥R EH serviceName AWS Cloud Map H BRI HRE
X Emesh-endpoint# namespaceName WEAERapps. local , BALEVHEER HEFNR
Fmesh-endpoint.apps.local , EAERAFTEILERE *.apps. local.

HRIEMEBERZMS , IR BFE SANSE RS DNS IRBIREKRE , Envoys ZEHERE R , I
BRTHIERAL , WA P4 Envoy FTR.

TLS error: 268435581:SSL routines:OPENSSL_internal:CERTIFICATE_VERIFY_FAILED

TLS B BEERE
F/H TLS B0 EE | App Mesh XEBENZ AR,

AWS Private CA

BRLGAFTHERESERBRNVERRMARNEZDN AWS IkRFHH ACM 1, CABNEBETE
BURMEEN AWS IRFF , BEENAFTEVAEERRHARN BE, WRERE AWS B
CA, BIMEAFEY —E , FTERIEPFEREBE. MF AWS Private CA £/ ACM /R E FRBEN
HMES  F2REBRLEEBE. BETERELAEERE.

ERM TLS AFIRBERNFLAE CAs BHARREAE CAs,
EERTEEEBREN CASEREI R AWS Private CA , AR App Mesh WER ( FlIERE
HA® ) LEEFTH IAM FFA

- BREFIBEZEREN TLS HENEIERR , ZFEAMLEIEE acm:DescribeCertificatesf
ml,

« BRI TLS AFwmBER LRREMNE CAs , ZFEALEABEE acm-
pca:DescribeCertificateAuthority&Fd,

TLS &9 RFTRE 188


https://docs.aws.amazon.com/acm-pca/latest/userguide/PcaCreateCa.html
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-private.html

AWS FERREXB% ERAEER
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EHAMIRF LA CASTRERKELIRFENANERER T CA. BMBRFERAEREBE ,
HETEER CA 1T EEacm-pca:GetCertificateAuthorityCertificate®iR
E , BR#{EH acm-pca:DescribeCertificateAuthority# B7FEL

BRI ELHIHMESTERERTANERSE IAM BER , IRV HNEFTANMBER | WAGBEREE:
EEFTA. MEFMER , F2REE IAM BER, Y IAM BERAFE IAM & 257,

® Note
BREEAESRE NWEREINSAER , AWS Private CA BEZIZSEMBRALE, BEE
ABARTHAERINELNAEREBNE, WEFHEF , FSBAWS Certificate
Manager E &,

ERRRBIRIERRN Envoy Proxy ARERER | BXEEREERAN IAM B2 T3 1AM FF
1S

- HREERTHEEEX LERENEMER , ACYEESR acm: ExportCertificatedfal,

- HRAE TLS AFmBER LR ENET CAs , ABHLEESH acm-
pca:GetCertificateAuthorityCertificatedd,
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B LA BRRAREBE S RIE Envoy, BRI IEBERRENEENLESRERERER LY
FAR#MATIIRE, Wtt—R , BIA{ Envoy MiBREFEELER.
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Envoy &8 Secrets Discovery BEAGE , RIGTEImBMMEE TLS BEZEME, NFLBABENF
& , 526 Envoy B9 SDS X,
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B2 SPIFFE #11T#iIRE (SPIRE) &

& LAMER SDS API B{EMIMIBE/E , 2% SPIFFE #1THI3RE (SPIRE) B AT EHE, SPIRE
EEBAIBRRETZEAIEEHEANKE TLS B0BENE, CEEHNTHEAFHIEES
MWE%., SPIRE t 2B EIFESE. SHNEDHRSCHNBEFEERFEIFAR.
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B RBFAFNER/ME, £ Envoy REZEHNMBHHIT SPIRE REREA, AEEAERTE
EEENELRPSBNER. REEXEREH Envoy , AHEE Envoy E#RF SPIRE RERX
NFARY SDS AR , IR MHIE Envoy LR S 5 M CA BE.
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RIS R ES TLS #RSTRICT= PERMISSIVE , BIREEH[BEAR Y TLS, HBHFNMIEMEH

R TLS #RIEWME , BA THENTA,

« ACM ZE TLS B - EMR[EHEH ACM ZERHEERE TLS &R 1LB , App Mesh E BEIERE
BAFEIwmUY TLS , YR B BEHEEFMENIRFERE CA BRERE.

c DERAERN TLS B - EMR[EEARBAMERRZFKNBRELTE TLS &L LLEF | App
Mesh € BB EAFIREIS TLS , EFR2LEEHFAIREMNERE,
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BRLREMIEEREEMNERAIR (SANSFE, SANsZZAA FQDN 5 URI &K, REH

SANs , Envoy EREAMMHRBEN IR ZEREFSUWEE LWEST —EERE,

MBEREA LB IRE LIEE SAN | RIZEEW Envoy REFEEHEAFRER LBE
SAN, MRERERBHERIHE LIETE SAN | BI#R IEIRBIRHAEE LAY SAN 2478 B8 i B AR
BIRREEMEET
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RBEETLS WAFRBRKRES B , FeEEAEBMFT SANsnot enforced. BIRAF
i FE B B0 R SR B R IE Y A P iR BURRRE RSB #AT TLS |, AIEZEZ B AT T SAN,

ER e &
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listener.0.0.0.0_15000.ssl.fail_verify_error: 0
listener.0.0.0.0_15000.ss1.fail_verify_no_cert: 0
listener.0.0.0.0_15000.ssl.ssl.fail_verify_san: 0

T Envoy TLS #ETERIMNFFME , 5528 Envoy Listener Statistics.

5] ===
y) =
BEEN

AWS Private CA
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1. ARSI ERUA TLS 4AREMPERMISSIVERE R, WERX AT REERIIRL,
2. HEMRI|[LFREEETLS BHo8BE , EERARSEZEE. EEHE , UREAMNEME SANs,
3. MEFRBARER TLS ERELT,
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HRAME TLS BE0BE , CEZIBRETIFHTER :

* ssl.handshake
* ssl.no_certificate
 ssl.fail_verify_no_cert

* ssl.fail_verify_san

TR ERER SO — RN , KR EERESRN TLS EiR , £ RER{BENVAF R,

listener.0.0.0.0_15000.ssl.handshake: 3

listener.0.0.0.0_15000.ssl.no_certificate: 0

T—ERFEREFABRRERAFIREN (NFHE) NRRERDHNERIK. ARSZBIFE
THERERIE (SAN) TRF& A FimfEEME[ SANs,

cluster.cds_egress_my-mesh_my-backend-node_http_9080.ssl.fail_verify_san: 5
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https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-mutual-tls-file-provided
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-k8s-mtls-sds-based
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-k8s-mtls-file-based
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

AWS FERTESBH EREEE
REAE

LR ARRBEAREREREAC. LAGTRBREFNEMREFNER , MAREZKEBFE. K
BAGSHRELN IAMIRF+ , BRXIRFA#ES. EXTR IAM EEEHUESERAGHFT. T
1B, BT RE S HUE AR IS AV ThRE

App Mesh T~ EREHE,

AWS App Mesh & 7 B BUR € 451

/A Important
FEMIEEA - 2026 £ 9 A 30 B, AWS #5158 AWS App Mesh. 2026 £ 9 B 30 B
2%, IS EEBEE AWS App Mesh £ A8 AWS App Mesh iR, MEFMENR , FS
B EPEE XL E R B AWS App Mesh £ Amazon ECS Service Connect,

RIFFERR , IAM ERENAGRERIFIEH App Mesh ERINFFAI, & EER AWS
Management Console AWS CLIZ, AWS API R#ITERK. IAM EEEXEEY IAM BER , BFERA
ENACEREEERLITHE API FENFET. EEEREL AR ELBREREFTELH
AR IAM 2R & S EHE

BETROAIEAELEF JSON BERXHEY IAM 55 RBXK |, F20 (AM EAEER) PHE
JSON E& FE T HR,

F&E

- BRGEER

- {3 App Mesh £ &

- AFEREREMMBSHETT
- BB

« FlH I IR E B

- BEVEFRHFAEBRNEAEEE

BREER

e 7 RAERNBREHHTREEEAUUEENIRFPENL, FEESMER App Mesh iR, ELE)F
TREEREN AWS IRFELER, EREYRRES 7 ERRE , FER NI ERRERSE .
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor

AWS FERREXB% ERAEER

- FRIBER AWS SEBRRY B REERTT - e ERBRATRTENCERAENTELS  BE
B AWS ZEBGR , S ARTHASERCARS, SHTUEEN FEHA AWS tkRF. RfIRBEE
ERENEARG AWS WEFZEBR , E—FROFA. NFEZSEHR , F2H IAM EREE
FMPE AWS REBFRSEBHENAWS XEBXK.

- ERAREHERT - RE IAM BERNFATR  FERTHTERMTNTT. KERLEN , B
LESERERG T AIUHBEERRENEE  EUBAREBERITT. WFEER IAM ERAFFA
MNEZHEES , F2H IAM EAERERTH IAM FRYBERMET .

« EF IAM BUR PR G — S REIEEE - B LUSHREFIEEBER |, URFEIBENERNEE.
il |, AR BBOR GG | IEEXBMFEA SSL BIEFIERE R, MRBBEE FHKRKEE , Bt
A LAfE P R 4 3R 3% F IR B AR B B VE O REBR AWS BR#% , 120 AWS CloudFormation, fEEFFHER ,
B2 IAM FEAEEEFH IAM JSON BUR TE 4.

« f£/ IAM Access Analyzer B IAM BUER |, fB{RFT I 24 B /] IEEEE - IAM Access Analyzer B
BHBEMBAEER |, BRELBERER IAM BURFES (JSON) fl IAM FRIEEH ., 1AM Access
Analyzer 12t 100 ZIEBERRERVETTHNER , IHBERERLBERANBE., WEFEE
#A, F2E (AM EAEERM) PREA IAM Access Analyzer B 5 BUE

- EEZEETRRE (MFA) - NIRENRFIFE IAM FRHES PWRFERE AWS IRF |, FEBRK
MFA LMz 2%, mFEEFW AP BRERGER MFA | 51§ MFA (REFFEZENBER, W
EFHMEN , B2 (AM EAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntm|# §3EiB MFA B &£ API 7FEL

WE IAM A REBBNEEER  F2E IAM ERAEEETHN IAM Z2HEEH,

/A App Mesh £#2 4

HEFEAWS App Mesh 125 |, BXEAHEE —HREF A, ELFATLEAFFEN HANB

® AWS 1R FE R App Mesh BRI FMER ., NRECEVHREAKEFTEREN S 2K

K, AHAEERBENER (AM FAERAR)ME , TRAMRBLNAREE, BUUE
AWSAppMeshReadOnly SEHREZEERAE, NFFMHEA , F2H (AM EAFIERE) PR
BHUEERE.

HWRMEH AWS CLI 5L AWS AP ETTRHIUNERE , EFFTEAHREEEEFA. k2 , RERFF
FRAEERERAITZ API BRIENBER T T,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshReadOnly%24jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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AWS fe 2B

ERAEER

ARFFERERAMMAE ST

LEHI S REMAEIBER , A5 IAM EAEREMMEFAERE S TNARRZEBR, WBER
BEEXEE LTRUBERNETT , REA AWS CLI 3 AWS API KR A X TR L BIEAYET

LI

"Version": "2012-10-17",
"Statement": [

B

{

"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1)

"Resource": ["arn:aws:iam::*:user/${aws

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

iam:ListPolicies",

iam:ListUsers"

1,

"Resource": "*"

:usernamel}"]

LEEE AR AR BR , A EAEEEMERP /RS EIEE.
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AWS FERREXB% ERAEER

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:CreateMesh",
"Resource": "arn:aws:appmesh:*:123456789012:CreateMesh"
}
]
}

BI| 36 HR AR R 4%
LeEE SRS MR BUR | AAFEREHBEFIUEE LR E A%,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"appmesh:DescribeMesh",
"appmesh:ListMeshes"
1,
"Resource": "*"
}
]
}

BYERRHEBNERENMEE

BAILATE IAM BURHEAZER | URSIHLZEB T AE IAM BBRPEE, ErILUEERTLR IAM /53
ERACHIE, BEABRPLEEBRREEY ., WEFIRSMMENT AFEIHEEHNER | BaE2\%
=FEAEA teamName NIZEEE , B{EA booksTeams

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:CreateMesh",
55 B BUER A 209



AWS FERREXB% ERAEER

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/teamName": "booksTeam"

}

}

BRI LS BURE R ERF A IAM FAE, MREAZSEREZLAE , @RS ESERA NE
HteamNameF F{EbooksTeam, MRBEFISUEEREMNE , AEHABIBEE LN, WEFHHAE
A, F2HE (AM ERAEERE) F8 IAM JSON BURTE © .

AWS App Mesh By ZEBUR

/A Important
HEMIEEA - 2026 £ 9 A 30 B, AWS #5158 AWS App Mesh. 2026 & 9 B 30 B
2%, IS EEBEE AWS App Mesh £ A AWS App Mesh iR, MEFHMENR , FS
B EREIE L E R BF AWS App Mesh & Amazon ECS Service Connect,

AWS SEHREH AWS AWS SERREYNEENBYBRESEATSERFERARGIRMET , U
BT FRREF A EIRIGERE, BEANAE,

FARCIE , AWS REBRAEFTERTFTRECARIINSFEERT , ERELFTAHAE AWS &
FfEM. RfI2BEEREARFIEBNESEERR , WMEE-SRDFFT,

BEEETE AWS SEREPESZNHT, IR AWS EFSEHED AWS EXWNHTT , IEHaSE
ERREZENTETES Y (FHE. BANAR )., BN AWS R BEBHFH AP BETHR
BERKEE , AWS RXBEAEEMZ AWS BEBUR,

WMEFMER , F2H (AM E£RERERE) P AWS ZEHE,

AWS ZEBUER : AWSAppMeshServiceRolePolicy

A LA AWSAppMeshServiceRolePolicy iE#EZE| IAM BEi, BAFE FHAREE AWS VAR
FEJR AWS App Mesh,

EERGIBERWNETH , 28 AWS REBESZEH K AWSAppMeshServiceRolePolicys
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSAppMeshServiceRolePolicy.html

AWS FERREXB% ERAEER

WNE A E AR EFAWSAppMeshServiceRolePolicy , 528 App Mesh W RIS ER A
.

AWS ZEBUER : AWSAppMeshEnvoyAccess

BRI LA AWSAppMeshEnvoyAccess E#EE] IAM B, ARAEFEIUERE AN ERER AL
Envoy B3%.

EERGILBERNETT , B2 B AWS ZEBEXSEHH AWSAppMeshEnvoyAccess,

AWS ZEBE : AWSAppMeshFullAccess

B LA AWSAppMeshFullAccess E#E| IAM B, 1Rt AWS App Mesh APIsH #Y T B 7 B
AWS Management Console,

EERGIBERNETT , 528 AWS REBERSE P K AWSAppMeshFullAccess.

AWS ZEHBE : AWSAppMeshPreviewEnvoyAccess

B A L% AWSAppMeshPreviewEnvoyAccess E1Z%] IAM B, AREFEERSTHABHERARER
B TEE Envoy BUR,

EERBRLBERNET , F20 AWS ZEBERSZFR M AWSAppMeshPreviewEnvoyAccesso

AWS ZEBER : AWSAppMeshPreviewServiceRolePolicy

IBAILA% AWSAppMeshPreviewServiceRolePolicy Ei#EZ IAM B, MAERERARERE AWS
/9 BRI FE R AWS App Mesh,

EEZRGILBERWNETT , B2 B AWS ZEBEXSE DK AWSAppMeshPreviewServiceRolePolicy.

AWS ZEHE : AWSAppMeshReadOnly

A L% AWSAppMeshReadOnly E#F| IAM Ef. 124t API AWS App Mesh APIsHEEZEUE AWS
Management Console,

EERGILBERNETT , 28 AWS REBESZEH K AWSAppMeshReadOnly,

AWS App Mesh & AWS E BRI EHH

iR B RIS R B M E L2 T AWS App Mesh LA | AWS SEBUREFWEMET . MEFEIL
EEEFENBEEIRE , 55578 AWS App Mesh X 4B S LS EME LA RSS HE,
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https://docs.aws.amazon.com/app-mesh/latest/userguide/using-service-linked-roles.html#slr-permissions
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSAppMeshEnvoyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSAppMeshFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSAppMeshPreviewEnvoyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSAppMeshPreviewServiceRolePolicy.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSAppMeshReadOnly.html

AWS FERREXB% ERAEER

-3:J DU B

AWSAppMeshFullAccess - 2 E#AWSAppMeshFullAcce 2024 £ 4 A 24 H
BEHER, ss BA/tFF#FEL TagResour
ce # UntagReso

urce APIs,
AWSAppMeshServiceR EE#H AWSServic 2023 £ 10 A 12 H
olePolicy, AWSServic eRoleForAppMesh A
eRoleForAppMesh - EE# B  AWSAppMeshServiceR
Ko olePolicy MAFKFFE

AWS Cloud Map Discoverl
nstancesRevision APl

EERMFIE  BWEERELSNERE. BEIASG
- HHIEREMEHE AWS IAM Identity Center :

BIUEREE, FIRB AWS IAM Identity Center fEF &5 FH BIUERESE RPETERE,
- FBEOREMEERE IAMFEENERE

BIBEEsNAR, EE "IAM EAEER. NAE=F55RHE Bie) BE1ACFNETR.
. IAM ERZE :
- BUYBHNERAETRINAC, FER "IAMEAEER.) WA IAMEAEEIACHER.

o (TER) SBREENMNEERE , SUBERAEMEEERHEHE. FE1E IAM EREEENT
BRI EERE (2 E) PHET.

fF/ App Mesh RIS EZ AR

/A Important
SIER B 2026 £ 9 A 30 B , AWS #§=1E %38 AWS App Mesh, 2026 & 9 A 30 B
2%, BAEEEBER AWS App Mesh £ A= AWS App Mesh BiR, MEFMENR , F2
B EREE L E R BH AWS App Mesh £ Amazon ECS Service Connect,
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https://docs.aws.amazon.com/app-mesh/latest/userguide/using-service-linked-roles.html#slr-permissions
https://docs.aws.amazon.com/app-mesh/latest/userguide/using-service-linked-roles.html#slr-permissions
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

AWS App Mesh use AWS Identity and Access Management (IAM) R EHE A, REEEEERE
BEEZEZE App Mesh VE— IAM AR, REEZAEH App Mesh FBEEE , B ERHE AWS
REREFWUE MR FT BRI ERT T,

R EEAETEEERRMERTE App Mesh , RABRTAFEHFHIELENFFT ., App Mesh EEE R
BEEACNTT , RIZEESE , FHRE App Mesh ATUEEHAR®, EENTAISEESEEEE
MEFATBER , BT UBCRELM MEE M IAM BRE,

EREEMRACHRBER , TEMBREEEAS, ETRESN App Mesh B , RALTE
FNOBRERERNET,

NFERARXERBEFEACNEMRBNES , F2ETHEE IAM EENAWS R , IHIKX Service-
Linked Role (RFERAE) META Yes (B) WRE. REEFERNR , LR RBHN RBERS
BEXf.

App Mesh B RS E#E A BFFA

App Mesh & A& AWSServiceRoleForAppMesh RIS ERE A E - LA LFT App Mesh R REH
i AWS B

AWSServiceRoleForAppMesh BR#E#E & &ETappmesh.amazonaws . comfREIEEXAE,
TR E A

+ servicediscovery:DiscoverInstances - 25 App Mesh ERFTE &R EE AWS

« servicediscovery:DiscoverInstancesRevision - ft5F App Mesh SEXFIE AWS BRI E
(=

AWSServiceRoleForAppMesh
LRSS AT :

{

"Version": "2012-10-17",

"Statement": [

{
"Sid": "CloudMapServiceDiscovery",
"Effect": "Allow",
"Action": [
"servicediscovery:DiscoverInstances",
"servicediscovery:DiscoverInstancesRevision"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS EAER % AR
1,

"Resource": "*"
},
{
"Sid": "ACMCertificateVerification",

"Effect": "Allow",
"Action": [
"acm:DescribeCertificate"
1,
"Resource": "*"
}
]
}

BYMERENT , IAM ER (NERAE. HENAG) TTRY., REIMBREKERZAE, MFFM
&, F2E (AM EREERM) PHEREEEA BT,

% App Mesh B R EFAC

MREE . AWS Management Console AWS CLIZE AWS API A 2019 6 A5 A2

BB , App Mesh EALERIRKEEAR, EEZE ALEIRKELSAR , £H
REMMAEH IAM IR 5 4B BEE IAM AWSAppMeshFullAccess B , iEEELS
iam:CreateServicelLinkedRole FFAIMBZR., BEMMRIREBEZAE , 2RFEBREL , &
ALERFFEAEREFENEILAR, EREIMIER , App Mesh EBXRALEL R ERLA
B, MRENIREREE2019F 6 B 5 AZaBIUMNBER K MAZLEEERKELACERIELERKE
BER , IR IAM ERABI AR,

B LAERA IAM 12 & | 3EIB App Mesh FERARFIE R ERZAR, £ AWS CLI T AWS API A,
FRAREZBEILappmesh.amazonaws . comfRIEEZE AR, MEFMEN , F2H IAM FHERE
EHRNEYREEEAC, IRERREREEEZAR S ERLERNEFUABRBILZAR,

{mEE App Mesh RIS EEA R

App Mesh T 7t 3F #&#m88 AWSServiceRoleForAppMesh RIS ERE AR, REEEEER TS S EZR
BERZAG K FMULELIEEVAGCZABEACRER. Am , ZAEA IAM RGEAGHER, 0%
BEZEN , F2E IAM FAEEETNERERBEEAE,

IEX App Mesh RIS EFE A&

EETBEAFTERBEGACHIIEDRE , RAZRERHERZAC, - , ERRIEREDE
BEHREENARERAER. AW, EFDRERBRBESACCH , ELAXBRER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshFullAccess%24jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

AWS FERREXB% ERAEER

® Note

MRIEERAMRERE: , App Mesh R IEREMER A , AIMRTREREAR. BUBERELE
AEFROERIBRERERE,

MR AWSServiceRoleForAppMesh FifE FA#Y App Mesh &R

1. MBRABEDNFIARERERNATERH.
i BRAB 45 R B9 PR S R BE FH 2R

il BR 484 FR Y PR B AR A

i BR A4 FR Y PR R SRR R

i BR A 1%

ok~ 0N

SERIEIRF TR R Y TR B
£/ IAM FERBRBREEESE

5/ IAM £# & AWS CLI, = AWS API &gk AWSServiceRoleForAppMesh RIS EEAEB, WNE
HMENR  F2R (AM FAEERM) PHRBREEEZAE,

App Mesh IR EFZEAEZEN [EiF

App Mesh XEEFMBRHBBNESTERARBEEAC, NFFRER , F2REAZEB IR
B

Envoy Proxy 1=

/A Important
XEMIEEA 0 2026 £ 9 A 30 B, AWS #§F 1L AWS App Mesh, 2026 £ 9 A 30 H

2% , B EEBEFE AWS App Mesh = AT AWS App Mesh BiR, MEFHMER , F2
B EPE L E R BH AWS App Mesh £ Amazon ECS Service Connect,

Proxy REE®EEE Amazon ECS A, 1 Amazon EKS L#1T# Kubernetes Pod FHER1E
Amazon EC2 #1788 L #1TH Envoy VI , #%& App Mesh Envoy Management Service F&EX
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/appmesh.html
https://docs.aws.amazon.com/general/latest/gr/appmesh.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

— S ZEMEIRBAERE, ¥RTE 04/26/2021 2 81 E#& Envoys EIZE|HE App Mesh ik B &
FWRF , 8/ Transport Layer Security (TLS) FWEEEHMERFEE (AEE TLS) FERE
R, HRAEETE 04/26/2021 2 %4 Envoys EEEIH App Mesh in BN EFIRFE , FTE App

Mesh THEEMEERERE., ERFMEEFIRFMAMBERSHENRERE  AEGMFER

TLS , EH IAM REBEIFEERFNMEEZEH—BHNBER. Proxy REZERE IAM BUEEHIE
Eappmesh:StreamAggregatedResourcesif ], BURMSEAEEE IAM A€ , B IAM BEH4E
EEIEERENEEER.

B 1AM BUEE

MREFLEREBEPNPIERRRREENBINAIERAKRIENER , B%E &7 IAM AL,
MREEEREE B BR IR AR P ENAENBRRE  AISEET -2 IAM BSR, &
SESEERTERNNRARRERHAEREEEER LHTH Envoy KB, EY IAM BRI
#appmesh:StreamAggregatedResourcesFFAIFTIEE MK, T P& FIBUER Ao FF1E RIS
FserviceBv2BEE A serviceBvlM WERMHER, BELFIRERARPERNTMHAELR
EBERVAERE, WMERVREE IAM BERNFHEER , F2EE L IAM BERHRE IAM BUEK,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:StreamAggregatedResources",
"Resource": [
"arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualNode/
serviceBvl",
"arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualNode/
serviceBv2"
]
}
]
}

ERBLEN ZEBER |, SEBREMESRFETRME R FE.
By IAMAE

NMREFERBERTNAEBERMEATNTRBERMOERE , ARFERY—E IAM A&,
MREERERFERRK R T RPRIEAEN ARG  AIFREACEL—ESRPEYNVSEBE
ByAt, THREITHENEEERNER.
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https://docs.aws.amazon.com/app-mesh/latest/userguide/tls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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AWS FERREXB% ERAEER

* Amazon EKS - IR BB EGRAE-—AG  MUNEARYEEREU W IERE TFEEHRNEEA
e, FEFAZEAG LNEELANSEEELRARBIREN IAM BEPERNER, BY
IAM B & |, Wi§HEE Kubernetes BRISIRFZ U A, MFFMER , F2RELSEHNBRBIRFET
IAM BABNEBE , ARk AENBRBIRFEE IAM A6,

« Amazon ECS - iZHAWS fR#% , i#HX Elastic Container Service , A& EEY IAM AEEHER
Elastic Container Service £ A 241,

- Amazon EC2 - ZEXAWS BR¥ , IEEX EC2 , AREE N IAM AGKIER EC2 FAXRS, BEREE
$#7E Amazon EC2 $}1?T1IEEZE$}1?T1IEEJ:$}HTE’J Kubernetes EFEENRE | &S ERA,

MEMMET IAM BENEMEN  B28AE AWS REETAE,
HE IAM BUE

MREFEREBEPNFIERE R EAENFTE BRI HNERE B
#AWSAppMeshEnvoyAccess2E IAM R EZEELE F—ESBRHPEIN IAM B, NREEE
BR 4B B B ME Um B AT e R AR BV AR IR B AR EINESEBRERICEINEEAR, NE
BEFTRZE IAM BEREEE IAM AeNFMENR , BSEHE IAM 555,

EiE IAM A
“EEIAM AEREEENEEER -

« Amazon EKS - IR BEREZTERI THEEHFHNAE , EULKRBLISR, MREBLTH
ENAE  FEESEACERETERN Kubernetes IRISIRE |, A S ERBIRFIBRBEE S Envoy
KEME B Kubernetes Pod EE 1%, MEFMER , 528 (Amazon EKS R EER) 915
BRI RIER FIEE IAM B | LUK ) Kubernetes 3 4#) FRIERE Pod K ERIEIRE

« Amazon ECS - # Amazon ECS F¥ A ®EEZEE Envoy RENEKEE., LR EC2
5, Fargate BB BB, MEUMAEIL Amazon ECS FHAGYSHBESTRNFEENR , &
SRALNEBEE IAM BE,

« Amazon EC2 - IAM BN AEEIFEE Envoy KREH Amazon EC2 #1TEIRE, MTFWMEH/EE
#FE Amazon EC2 $ITEBHNFMEN , FSEREEL IAM A6 | REREEKEIERE EC2
#iTEE.

FEREATH

EBENHE S —EEEREERE , ®¥appmesh:StreamAggregatedResourcesEF o] B8 ikid BT
HPXERENEHEER.

Envoy Proxy 21 217


https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html
https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshEnvoyAccess%24jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
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https://aws.amazon.com/premiumsupport/knowledge-center/assign-iam-role-ec2-instance

AWS FERREXB% ERAEER

Amazon EKS

BETBERWIERGEREIEEHTHNAER, ES Pod ME. 7B , BREEEMEH Pod Kk
BE |, MEAEE Pod WFERFIZEERMESIHE,. MRBEREZEEREIFEHHNAER B
#E Amazon EC2 R5|EH A ARTHIEEHHATERBEXERINS R, BEHEERS
Kubernetes Pod B IAM B | S5EK T 55 B,

1. ##R Kubernetes S EMFFMET , HT T ELREMHE Kubernetes FRIFIRE =& E18RAY
Pode THGMTERRB A my-deployment ZEPBHIFEMEA.

kubectl describe deployment my-deployment

EERMBEED 2T ARMNEService Account:, MR Service Account:ZE I B
BEH1T , BB s 24 85T Kubernetes FRIEIR FIEMRGEE, BEERR—E. WEFMAE
# , 528 Kubernetes X AR EZE Pod BYRIGIRFE o

2. BAL—ESBHERZRERFHNFHEENRN. THTSERIERB A my-service-account
Y BR S MR = B AE & Ao

kubectl describe serviceaccount my-service-account

IR Kubernetes ARFEIR S EE AWS Identity and Access Management A& Bl , EEH
R — BT E RS E TSI FI L,

Annotations: eks.amazonaws.com/role-arn=arn:aws:iam: :123456789012:role/
my-deployment

EXBHESIH |, my-deployment RIEIR FFTEAHAY IAM ARER, NRBRERFALETD
RO LEREHNIT , Bl Kubernetes BRIEIRF & B AWS Identity and Access Management
WREENEE K CEERSHERSENEB ., WEFHMEN  FSEAENRBERFEE IAM
Ak,

3. &A AWS Management Console , ¥ 7E https : //https://console.aws.amazon.com/iam/ B X
IAM £ 5,

4. EEREEH  BRAG, BEREAEL—ELSRPRETH IAM AEEE,

5. FESRIGSCHEIEIM A BITEERS AWSAppMeshEnvoyAccessSEREEHH, MBRERZE
fAIBR |, 8% IAM BEREEZ IAM Af, MREVEZEEZART IAMBEX , B2EB85T IAM
BX ,AFEERVEEMXEFTMNEE IAM BUEE, MREEEBRT IAM BUEE | FFBREERL
WEREFAEE "Action": "appmesh:StreamAggregatedResources", MIRKEH , Al
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https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshEnvoyAccess%24jsonEditor

AWS FERREXBE ERAEER

TERZFUMEEENERT IAM BER, SEUEREY B EMEIRENEE Amazon
Resource Name (ARN), 18R K%IH ARNs , B a] LUREBURRFTiE, BIR[JEFS|HM
ARNs., fIFRFMAENR , F2RAEE IAM BERHA 23 IAM BX,

6. &¥EE Envoy REMEE Kubernetes Pod E#8 LR ER,

Amazon ECS

1. 1% Amazon ECS & | BEAIBER.
BEHUZH Amazon ECS £#%.
EEEEEEBERL , ERENERES.

EEBEREEL , BEIEKACHAIN IAM AEBRBERE. MRRIE IAM &6 | BIEE
EEV IAM AR  WEBFEHEKERSHLEZEELRNTE,

5. EREEEMNFURSIEEDR , BERENEINBETBERHAWSAppMeshEnvoyAccess
ERREHH, WRREEETMBR , B8 AM BEREEZE IAM A6, MREEEEER
FTIAMBUR , B2F , IREEV HFT IAM BER, MREREB IAM BER |, FRIRBRL
WEREFAEE "Action": "appmesh:StreamAggregatedResources", MIRKEH , Al
TERZFUFHEEENEET IAM BER, St aUEREY BISEREIRENEE Amazon
Resource Name (ARN), Z18R K%t ARNs , B LAMREBEER K8, BRJUEFEHI H
ARNs, WMFRFHMER , F2REE IAM BEM E37 IAM BUER,

6. #H¥EE Envoy RENEEEHERER LIASE,

> w0 DN

Amazon EC2

1. 7£ Amazon EC2 XA+ |, BRAEAIEEAREITEE,
2. BEEEE Envoy REME S —EHTEE.

3. EHEHRZRSIEERD | ERIAM BEEHH IAM BEERBERK. IRKRIE IAM A& |, BIFE
EEY IAM AB,

4. EREEEMFURSIERD , BRRANENN BT BERHAWSAppMeshEnvoyAccess3
ERREHH, WREREBEEMBR , B4 IAM BEREEZE IAM A6, MREEEEER
T IAM BUSR |, B2 F , BIEEEV BT IAM BEE., MREEZHT IAM BER |, FHEEBUBERL
WEREFAEE "Action": "appmesh:StreamAggregatedResources"., MIRKEHE , Al
TERZFUFHEEENEET IAM BER, ZEaUEREY B EREIRENEE Amazon
Resource Name (ARN), Z18R K%t ARNs , & LAMREBEERKH 8, BRJUEFEHI H
ARNs, WMEFHMER , F2REE IAM BEM 237 IAM BUEE.
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/update-task-definition.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshEnvoyAccess%24jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshEnvoyAccess%24jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html

AWS FEFR B EAEEE
5. REFE Envoy RENEBEATERBES LIXL R,

{

# AWS App Mesh &7 MFEUETHED

/A Important

HEMIEEA - 2026 £ 9 A 30 B, AWS #5158 AWS App Mesh. 2026 £ 9 B 30 B
2%, BAEEEBER AWS App Mesh £ A= AWS App Mesh BiR, MEFMENR , F2
B EPEME L E R B AWS App Mesh £ Amazon ECS Service Connect,

FEATHEFARIGEELEAISIEFEA App Mesh F1 IAM B[ EE BRI E RS RE,
FEE

- RERETE App Mesh F#EIITENE

« REBE AR AWS IRENIAEBFIEL App Mesh EJR

RERE App Mesh R ITENE

R AWS Management Console & EFEREREH T B , AIXEBREEES KRG, ZNERE
ERALRMUEBRINAER,

E mateojackson IAM FAEEREAEIEEEE S my-mesh WP EIEZAR my-virtual -
node WIEHEIE: , {8588 appmesh:CreateVirtualNode FFrBF | &84 T HIEER

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: appmesh:CreateVirtualNode on resource: arn:aws:appmesh:us-
east-1:123456789012 :mesh/my-mesh/virtualNode/my-virtual-node

HEHBERT , Mateo SEREEESEMHBE , UAFFMER appmesh:CreateVirtualNode&EE
BN EREE,

@ Note

HREREEEMEAREI , Mateo HIRF thZEE appmesh:DescribeMesh#
appmesh:ListMeshes®)fE , FREEEE AP E ELE B,
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

REERFF AWS IRFAM A BFEFEE App Mesh EJR

BUNRN—EAE  BEMRFTNERAENEEBATNASFIENER, BT UIEEZ R
EEENHENEXAR., HHXEERERNBERIFEUEHIEE (ACL) AVBRES , &I LUE A BRLR
REETFAEFIENE RN,

MEE—FTH , F2EUATRE .

« BETH App Mesh 2B EELIEE , S AWS App Mesh T A 1AM,

- BETHNMAWS 1RF £EEHEN BERERMEFIE , 260 (AM ERHEER) THESE
B AWS 1RF B 5 —EER P REFIER IAM ERE,

- BETRUOMEERNEFIERMEE=S AWSIRF |, 28 (AM £AEER) TR FEIE
WE=F AWS IRF #H.

- WETHNMEERKE S 2 RUEIE , F26H IAM EAEERPHKFIEREGEATETS
TERMENERE BEED).

- MFTHREASENEREBRRETEIRFFRCEANZR , 528 (AM £REER) 8 IAM
PR EBRE ERFE.

{F/H 528 AWS App Mesh API FEA4 AWS CloudTrail

/A Important

S IEEA : 2026 £ 9 A 30 B, AWS #E1E% 5 AWS App Mesh. 2026 & 9 A 30 B
2% , BAEEEBFE AWS App Mesh 12 AT AWS App Mesh BEiR. MEFMENR , 52
R ERE AR X E R BR AWS App Mesh & Amazon ECS Service Connecto

AWS App Mesh 282 ESAWS CloudTrail , WIRERMAFERAE. A AAEIREENEH AWS R
#%. CloudTrail €#% App Mesh FWFTE APl HIUEEAS 4, HEHNFILIIERE App Mesh =2 A
RN |, AR ¥ App Mesh API R{EENIEFEIL, £ CloudTrail WWEKNERR , EaTLLHIETE App
Mesh I2HEFER, BHEFEREN IP b, BHEBEROKE , UREMGFBENR,

B-EEMHPIARERFETSELFIRENERA. BoERATHEHE THIEE

?ﬂhf@

EREFEAREAEERFEHAERERY,
EREEBRE IAM Identity Center &R H,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

AWS & FF2 81 (&S
- RUEFERE  REEATREACEMES I EAENERZ2ERE.
- ZERBEHS —H AWS RBEBBREL.

ERERE AWS IRF BCloudTrail 7 HEREAGREE , B EEBEFE CloudTrail B4 E
S 5E8%, CloudTrail EH4E S LA AWS BEFIBE 00 RECHENEBREN |, RHITHIR, 78S,
A FEEF G CE, MEFMENR , 528 "AWS CloudTrail A &R FHIEA CloudTrail
ENEL LR, MIAEHRLRHETEEL CloudTrail A,

T AWS IR 1BE 90 KARETHNEL | FEIEMSR CloudTrail Lake EHERFHRE.

CloudTrail &t

#RFREEE CloudTrail #% AFERRFE Amazon S3 FEFETE, FH BIAMWMEHER AWS
Management Console #2 % [EiE, B LEH AWS CLIZ E—SZEFEMH . BEEELS
EEEH , RAEMEE AWS BiF (REPAE WER, MREEVE—EFHEN SR ERRENR
AWS EEHREHNELH. MFERNFMENR , F28 (AWS CloudTrail £AEERE) FHAE
B AWS IRFE 2B MM AEBE B M,

BALLEBEVEBH K SREKSEETESHMN —EEARLR CloudTrail EEZEEH Amazon S3 &
FErEE  EERMEESE Amazon S3 REEM., WE CloudTrail EEMEFMMENR , 5528 AWS
CloudTrail &, NZE Amazon S3 EEMMHEEEE , 2 E Amazon S3 EE,

CloudTrail Lake EHEREFEHE

CloudTrail Lake ZRREM B EHH1T SQL BEH ., CloudTrail Lake 4% %Ik JSON #&#RAHERHF
EHEIRA Apache ORC 1, ORC R—EBEMXREERN , sHHREHINERET T &E.
REERE4RAISE4ERENED , SHENEHERSHNTTEES  HKBAZRERE
REREHEIEGEERNGEE. EARSE4ENENENEZEREFEHBLEEHFFETEL THE
&, WMFE CloudTrail Lake WEHHIER , FFSBAWS CloudTrail  fEAEER) HEEHA AWS
CloudTrail Lake,

CloudTrail Lake EHERERENEHEELER,. BUEHERNENER , SLUEEEANE
HERENENEERE, KEERESRAEHINRBESHNRE  UREHEREHENTERR
MBRERAREZH, WE CloudTrail EEMFFMER , 5528 AWS CloudTrail EE,

CloudTrail FHVEAERXBEREESEH

EEEHRAE EREFTHEERENHEBEN AWS IRFE, ELtBAEFH FEHIRE. BIBEE
% , CloudTrail &L EEEH,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events

AWS FERREXB% ERAEER

AWS App Mesh E#4FiE App Mesh 2| FEHRELRFRAEESEH, WNF App Mesh L& E|
CloudTrail B AWS App Mesh 2 &I FHIREEBE , 5528 AWS App Mesh APl &,

App Mesh E# £

—EASEHRREMARRIZHNE—FR , TDEFER AP BENHBREA. BENBHMERE, FXR
S8, CloudTrail BFERETFARLAE AP RN EHEFHEBER  RHEHAAS LTS EIEFFE
o

LT EHIBERNRRER StreamAggregatedResources EER CloudTrail BEEHEE .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:d060be4ac3244e@5acate@67bfe2418",
"arn": "arn:aws:sts::123456789012:assumed-role/Application-TaskIamRole-
C20GBLBRLBXE/d060be4ac3244e@5acaste@67bfe24118",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"invokedBy": "appmesh.amazonaws.com"
1,
"eventTime": "2021-06-09T23:09:467",
"eventSource": "appmesh.amazonaws.com",
"eventName": "StreamAggregatedResources",
"awsRegion": "us-west-2",
"sourceIPAddress": "appmesh.amazonaws.com",
"userAgent": "appmesh.amazonaws.com",

"eventID": "e3c6f4ce-EXAMPLE",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "123456789012",
"serviceEventDetails": {
"connectionId": "e3c6f4ce-EXAMPLE",
"nodeArn": "arn:aws:appmesh:us-west-2:123456789012:mesh/CloudTrail-Test/
virtualNode/cloudtrail-test-vn",

"eventStatus": "ConnectionEstablished",
"failureReason": ""

.

"eventCategory": '"Management"
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Identity and Access Management (IAM) X EEBIEAE. M—K , SEACHEBRISEESRETK
HEBPSAENSTT, BACEBREKATIHIAERNREER

- BERFHECHZSEERRE (MFA),

« £/ SSL/TLS & AWS BEREBHA. BMFEE TLS 1.2 WEHERFEA TLS 1.3,

- £ Eﬁfé AP| R & 5 EE2 8% AWS CloudTrail, INEFE A CloudTrail 1B MHEEEN AWS SEEINE
A, EZEAWS CloudTrail  EAEER)Y PHEA CloudTrail B,

- EF AWS MEMARAR , UREPHPFAEERZEEH AWS R,
- FERERNZERLRIE (B0 Amazon Macie) , HBIREMREFZE Amazon S3 HWEUBE R,

- MRBE AWS BBHTHIREI: API FEH BEE FIPS 140-3 BB R EmEEHR , F56EH FIPS
s, MEEE FIPS M FIPS inHMNEZSHEBEN , m2BAB B ERARIEEZEZEE (FIPS) 140-3,

BMEZIBZREEBUTELEFNE T B4 SRALBRER , HEERSBHERNIEZHN
B, flanE BN, ETEELRMER App Mesh S EM AWS BRI EAEEES. APIAWS CLITK AWS
SDKskf, BEZBREBRAXNFZHU @ AN TMERESBITREARTERZE B, MRS
A ARESHY URL , RIPISEZIEBFE D ERB LU ARESHE RN URL FEERBEA,
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R AR N2
RIFTERR , BEIM App Mesh HHESTFREMTR
B

App Mesh R im B E A HTTPS BEAHE. Envoy {LEEEE App Mesh Envoy Management Service 2
BN FIEBAESE M, MREEFEEEHE Envoy RIEEE App Mesh Envoy Management Service Z &
WIBFAEITRS FIPS M9z , BIMBAEA Envoy RERIJ[RGH FIPS B8, WFEFHMAEH , 2

RE EI"IVO! 51/1%0

ERBHARHB<BNBATENE  BURETSHA WK DR/,

&R EFE AWS App Mesh

/A Important

FERIEES : 2026 £ 9 A 30 B, AWS #§4=1E%  AWS App Mesh. 2026 & 9 A 30 A
2% , B EEBEFE AWS App Mesh £ A AWS App Mesh BiR, MEFHMER , F2
B EREE L E R BH AWS App Mesh £ Amazon ECS Service Connect,

EETH 2R AWS R ERESHRTENEERN , F2BAWS ¥ A EEERNRRERELRR
WBAESHRETE, WE—-MEA , 5528 AWS Compliance Programs.

WA LAER TEHE=HRBRIME AWS Artifact. MNEFMEA , FS2BEE F TEIME AWS Artifact,

A BHNESREME AWS RIS BUARERNBRE, ZLTANSEREEE  URBAREENER,
AWS R THE RGBSR -

s REEHEARE - BEMRAREBEREEABRTRTREBEZEE  YRUHSBLZLESRINENSE,
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- AWS EFEHEH - BBERANAETHRARSARE, AEEHERARE WHREEK , AWS
R WAEERAFESERBNL L2 ( SFBEIREENZMAELA (NIST), XNFEXZE
BEZSE (PCl) MEFRFRE/LAR (1SO)).

« AWS Config B A Bigm i &£ AR AIFHEE IR — AWS Config REEFAERAEBRESAIE
¥%, EEEAFZERNEE,

« AWS Security Hub — & AWS fR# Al AL ERBH P L £ AREE AWS, Security Hub Ef L&
#l , ATREEN AWS ERERELNEZRE/ECHESLLEREENTEER., WEIENWRKE
MILHEE | 528 "Security Hub ##1£% , ,

« Amazon GuardDuty - BB EZRELNRESBEIRNMEZED , #it AWS R ERIHE AWS R
B, IT#EH, RNERNEBERE. GuardDuty TREBESHEBFIEENARERNESR ,
LAt By X FE PCI DSS £ X ETRMNERER.

« AWS Audit Manager — & AWS AR# Al B 5E &% AWS AR , UL EEEREBI AR , 2
REESEHANEEZENFR,

Ry EREZER S AWS App Mesh

/A Important
T IEEE 0 2026 49 A 30 B, AWS #8421 % B AWS App Mesh, 2026 % 9 B 30 H
2%, IS EEBEE AWS App Mesh £ A = AWS App Mesh iR, MEFHMENR , FS
B SPER X ER BB AWS App Mesh & Amazon ECS Service Connecto

EAZERT , AWS App Mesh ZF| AWS £KBRLZLNWRE, WFE AWS 22 RIELAK a01[ AWS
REERIENMEEEN , F2EAWS Ehits, EEFAERSRZENREEKRITEN AWS
RIE | 5528 Security Pillar AWS Well-Architected Framework 1 H) E /5L iER#E

IERBAER AWS B3Ry API FEIY | EIB i FEY App Mesh, EAEIRAATETHIER !

« Transport Layer Security (TLS), EMFE TLS 1.2 LEZEEH TLS 1.3,

- BfeEXEIEFAZE(PFS)WEEEM , Hlan DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARE (M0 Java 7 IEFIRA) KL EZEELER,

ok, BRSACAFERE® ID FE IAM RMEEBNAE TSR REE, IF , ZALUER
AWS Security Token Service (AWS STS) RE4 TR LBEREBHER,
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https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html

AWS FERREXB% ERAEER

BRI LARRE App Mesh LAER SR VPC in® , LN E VPC WL &RRE, MEFMEA ,
BIApp Mesh ST VPC %% (AWS PrivateLink),

3
¥

App Mesh /1" VPC i% % (AWS PrivateLink)

/A Important

THEKIEEA - 2026 F£9 A 30 H, AWS #1512 AWS App Mesh, 2026 £ 9 A 30 H
2%, BAEELEBEER AWS App Mesh £ A AWS App Mesh BiR. MEFMENR , F2
BRI ERE AR X E R ER AWS App Mesh & Amazon ECS Service Connecto

A LARRE App Mesh LAEF R VPC in % , #FEtkE Amazon VPC B Z£MAREE, /M HEmERA
AWS PrivateLink , SEE M Al BEFE G IP ik RF T 1FH App Mesh APIs, PrivateLink €&
Amazon VPC # App Mesh Z BRI FTE &R E R H & Amazon #8# .

BAREE (BEFR) 52E PrivateLink, % PrivateLink MM VPC IS EEMER , B2HER
AWS PrivateLink ZEUIR%

App Mesh 7' HE VPC i B EEE18

ﬂlh

72 App Mesh M/ VPC B2 81 , BIETHIZREE -

- WMRIEH Amazon VPC REMBHEREE , BENEEEMawslogs BFERBERN& AFENE
3% ZE CloudWatch Logs , Bl#4Z8% CloudWatch Logs Y /" HE VPC %%, MEFMET , F2H
{Amazon CloudWatch Logs £ &1ER) PRI CloudWatch Events & Ei ST E VPC i o

. VPC IR AR AWS BREF R, ARESEFTEIE App Mesh B API FFIUEFRE BEIHE T
Ui B o

« 3%EIB Amazon Route 53 , VPC % B{E X # Amazon 2#tH DNS, MMREEEFHBEH S/ DNS ,
A LAfE A RN DNS BE, MEFMER , 528 (Amazon VPC EAEIER) FH DHCP JE%IE

&=

“I<o

- B VPC IR BN T2 BHEM A RFFERIE 443 LRE Amazon VPC FAH FHEERAVE N ELR,

(® Note

Envoy EMRAXZEZBGIHBBREEE VPC ind (Sl , FRAKRKERE
com.amazonaws.Region.appmesh-envoy-management) RiZ#I¥ App Mesh H97F
HXo

A VPC 2k (AWS PrivateLink) 597


https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html#what-is-privatelink
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html#what-is-privatelink
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html

AWS AR MBI EREEE
MFEEMEENRSG , FSE N2 A A B 5 E 8 W i R E AR S,

B3I App Mesh ST VPC i B

EEE App Mesh R NE VPC %% , 55EH Amazon VPC FREEEINE LN HinmHE
F. com.amazonaws.Region.appmesh-envoy-management B#&H Envoy KEIEE BREERE ,
LUEARZE App Mesh 92 Envoy EE R , I AME1%IEMECOm. amazonaws . Region. appmeshig

o

it

(® Note

##183% App Mesh X & AWS BEHEFHBBIFF , flilus-east-2XBRE (BE%HB ) B
8

EARIB A LAE B App Mesh BWEMI[EIFH AR EE App Mesh B9/ TH VPC in % , BT EEZASEE
HHAWAETAREER K. BE TMESTNE VPC s EMLL AR , (A describe-
vpc-endpoint-services T B E A AWS Management Console, #l1 , TGt REETHES , &
ALEXEBIRE (BXBE) EHAEEE App Mesh 5LE VPC i E -

aws --region us-east-2 ec2 describe-vpc-endpoint-services --query 'ServiceDetails[?
ServiceName=="com.amazonaws.us-east-2.appmesh-envoy-management "] .AvailabilityZones[]'

aws --region us-east-2 ec2 describe-vpc-endpoint-services --query 'SexrviceDetails[?
ServiceName=="com.amazonaws.us-east-2.appmesh ] .AvailabilityZones[]'

RV 58 AWS App Mesh

/A Important
ZEKLIEEA - 2026 £9 A 30 B, AWS #{F1E% 8 AWS App Mesh, 2026 £ 9 A 30 H
2%, ZREEEBEFEAWS App Mesh £ Ak AWS App Mesh BiR, MFEHMEN , F2
R ERE AR X E R BR AWS App Mesh & Amazon ECS Service Connecto

AWS £IKERRERUL AWS BEMATARSAERZE, AWS EESRHZEER 2 REMEEHN T
RAED ELEHRKIEE SHEAENSHENRMER, EBTHES , SRTERENEAER
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-availability-zones
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

MERE B ETRAEScBEBRERE K MASR4EPE. TABENTRAY, RERINE
RREN  HRE-ZSEER P ONERERRBES,

App Mesh EEZER ABSATHEHFEATER , UBERSTAM. App Mesh & B ENERIIEN
REFEREMENEHFEANTER  LRHEBBCREFRNERH,

Ay BB R AWS App Mesh

App Mesh R AT EEE FERNED . EFFTERNEABEREERRBD. BONERSNE,

Hh Y #E RE A RO 0 3 AWS App Mesh

/A Important

HRIEZEEA 0 2026 £9 A 30 B, AWS #1128 AWS App Mesh, 2026 £ 9 A 30 H
2%, R ELBEEFE AWS App Mesh £ A AWS App Mesh BEiR. MEFMENR , F2
R L ERE AR X E R BE AWS App Mesh & Amazon ECS Service Connecto

App Mesh 22 % Envoy £ Docker REglR 15 , WA LA A MRS EBE . App Mesh AR A &
O RE MRS MRS HAERM&, App Mesh €1R1 App Mesh IhAESE R HY Envoy {KERR
R, REBRMEBRGEE,

BRAEMHBE |, T EERERMNBRMERA . LT RRERH RIS

840364872350 .dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.12.1-prod

FRHY S BB R AWS App Mesh 229


https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXBE ERAEER

App Mesh 5% # 5 fi7

/A Important

SEMRIEEA - 2026 £ 9 A 30 B, AWS #§ 1L AWS App Mesh, 2026 & 9 A 30 B
2%, BEEEBFE AWS App Mesh £ A3 AWS App Mesh EiR. MEFHMENR , F2
B SPER X ENR BB AWS App Mesh & Amazon ECS Service Connecto

RENRRUMREER , LURERA App Mesh B L BRI E RREE, ERTHHF—EES ,
DRz ERNSEERNE RBE,

FE

« App Mesh SEEHERREEK

+ App Mesh F%7E 5t H HE %

+ App Mesh E#R5E B HE iR

+ App Mesh 1ER 5t B HE#f

« App Mesh A& B 14 58 S HE %

« App Mesh &£ 5 St HER

+ App Mesh Kubernetes £t 8 fi#

App Mesh SEEE B R E B

/A Important
SEMKIEEA ;2026 £9 A 30 B, AWS =X AWS App Mesh, 2026 £ 9 A 30 H

2%, BB ELBEEFE AWS App Mesh £ A AWS App Mesh BEiR. MEFMENR , F2
R L ERE R X E 1 BE AWS App Mesh & Amazon ECS Service Connecto

BMERCEEATENKEER , LUEHER App Mesh By BREE TR HHEAE
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

A Envoy REBEEE

Envoy REREHEENE , TARRREENBEER , URBTEMERINE , fIMERES, W
EFHMER , F26 Envoy XHFHEETH,

MREFERAZE Envoy 5 , BRIBTERR , ERImMEEEERE 9901 LA,
R S5 e A8 85 5] B ik B URL App Mesh R E SR S HE A BER B http://my-
app.default.svc.cluster.local:9901/,

® Note
ERREBTELAMZELABHEBRMERE. kA, BRMERERERRNEAF , XAF
FHENVOY_ADMIN_ACCESS_LOG_FILEREEE /tmp/envoy_admin_access.logfERE%
5o

AIEEHHA Envoy DogStatsD &

Envoy REETFIRRE A EIE OSI Layer 4 § Layer 7 RENFKITER , LR ATEFEERENHKITE
B HAREBERAMMEAHSLERITER , MABBEHEZE CloudWatch 1EZE M Prometheus &K
Ro BELRITEREDPFHRIEEARINERNE , HBEERELEEENERTH. 0F

SHHBE , 552 R {EH Amazon CloudWatch 82 H Prometheus X4,

B LUEIBEEE P ERMSEUIRELE DogStatsD $5#ZDogStatsD 8, T DogStatsD HIFFHE
# , 72/ DogStatsD X, ZALATE GitHub £# App Mesh with Amazon ECS EF#l 2 |, #E
IEEEHEHZ AWS CloudWatch 82 RE,

XA 7 HL B &

BRAKE EREYN LRAENEFERERE  UREZEARRA2HERRENFMEA., WEH
&R , 38208 Envoy XHFIFEG 8. BEFFIRMEE OSI Layer 4 #l Layer 7 REITAWHE
Ao BEMEMA Envoy WTEEERE , BRI UFERA T HZMBRARR , A CloudWatch Logs Insights 2
WEE B

parse @message "[*] \"* * *\" * * % % x % & % x % %0 3g StartTime, Method, Path,
Protocol, ResponseCode, ResponseFlags, BytesReceived, BytesSent, DurationMillis,
UpstreamServiceTimeMillis, ForwardedFor, UserAgent, RequestId, Authority, UpstreamHost

A Envoy REEENE 231


https://www.envoyproxy.io/docs/envoy/latest/operations/admin
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://prometheus.io/docs/introduction/overview/
https://docs.datadoghq.com/developers/dogstatsd/?tab=hostagent
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-ecs-basics
https://www.envoyproxy.io/docs/envoy/latest/intro/arch_overview/observability/access_logging
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html

AWS FERREXB% ERAEER

EEERIREPRA Envoy HIEFCE

BPBRBELEEdebugilREF Envoy REW BFBHRRES . BEAFTIHBEEREIEE , A%
BASEREBIRY App Mesh fAREER A4 EIRIE,

MREFERNRZ Envoy BUE | AT LUEIBENVOY_LOG_LEVELIRIEE EIE BB EA debug

(® Note

EMTEBEEEREDFEA debughd~. BERERES TdebugiBiNiisk , WATEEHLEN
BERMEEZE CloudWatch Logs Ef#R A RV B FEE KA,

E8E R Envoy WTERRMEE , B LUEA T HZMBURE |, £/ CloudWatch Logs Insights 2 #7#2
FHE:

parse @message "[*]J[*1[*1[*] [*] *" as Time, Thread, Level, Name, Source, Message

£/ App Mesh 2§ H 542 Envoy Proxy Connectivity

RIEZIBESE Envoy $84E |, control_plane.connected_statelA#{R Envoy K2 EE App Mesh
BEEEEER , AENBERERER, MEFHEF , 5528 Management Server,

App Mesh 5% 7E 5 B BE 7

/A Important

SR IEEA - 2026 £ 9 A 30 B , AWS #8421 38 AWS App Mesh, 2026 £ 9 A 30 H
2% BB EBER AWS App Mesh £ A AWS App Mesh EiR, MEFMENR , F2
BRI ERE AR X E R EBR AWS App Mesh & Amazon ECS Service Connecto

A EBEFHHRASETE App Mesh SRER BRIV E REE,
#5512 H Envoy BESM &

iR

EEEMREF A Envoy {HERFE &% 232


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://www.envoyproxy.io/docs/envoy/latest/configuration/overview/mgmt_server.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

&1 Amazon ECS & EI T HEERAE, U TAEFH Amazon ECR ## ID M##7gERE , B
B HURAGIREVA ST KA Amazon ECR fFE,

CannotPullContainerError: Error response from daemon: pull access denied
for 840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-envoy, repository does
not exist or may require 'docker login'

Resolution

IWEEBRRREEFERANTIREAITARKRELE Amazon ECR BT , mBAEEHRFHFFZEIRI Envoy
AERR, 1ERIE Amazon ECS BN EIXKHTACEEER TIFRARXH IAM BUE -

{

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage"

1)

"Resource": "arn:aws:ecr:us-west-2:111122223333:repository/aws-appmesh-envoy",

"Effect": "Allow"

.
{

"Action": "ecr:GetAuthorizationToken",

"Resource": "*",

"Effect": "Allow"

}

MREHBEENRER | 52 BB GitHub BEBi4& AWS Support,

L EARE App Mesh Envoy &2 BRI
E G

&K Envoy REBEZELEZE App Mesh Envoy BRI, EBFE :

- EREENER
o ERRI AT

fi#5R App Mesh Envoy & 12 IR %% ir B AV 85 3R
- gRPC $588

ESEEHEE App Mesh Envoy B2 iR#E 233


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS FERREXB% ERAEER

Resolution
BIEESN Envoy REAIFEEMRERSFAE VPC ind , BANZ S FHE AR ERIR 443 ENEH
s

&2, App Mesh f9/AHF Envoy &I iR #& ik 2hE BT B AEZ 7 (FQDN) &=,

=t

# App Mesh Production Endpoint
appmesh-envoy-management.Region-code.amazonaws.com

# App Mesh Preview Endpoint
appmesh-preview-envoy-management.Region-code.amazonaws.com

BRI BMERA U T a5 RE8E EMS fVER. EEAMEZ AR gRPC FREIEE Envoy

Management Service,

curl -v -k -H 'Content-Type: application/grpc' -X POST https://
appmesh-envoy-management.Region-code.amazonaws.com: 443/
envoy.service.discovery.v3.AggregatedDiscoveryService/StreamAggregatedResources

MREUWEIELIAL , AIE Envoy Management Service BEE S IEFEEE, WEHEEE gRPC HEEE
28, 528 Envoy F 82 App Mesh Envoy & iR #% & i ﬁﬁﬂ’]ﬁ%g\ EdERER M F s

grpc-status: 16
grpc-message: Missing Authentication Token

MREVEENARER , F5E BB GitHub BB & AWS Support,

Envoy E KT8 App Mesh Envoy B RIEMELR , WEAREERNF

e G

&K Envoy REREXNELEREE App Mesh Envoy BEERFSI W EHRE, EW Envoy RERFEE
MR BFER,

gRPC config stream closed: gRPC status code, message

Resolution
ERZEERLT , BRENALL 2 EIELEE, TRIILEUREEFINZRE R gRPC REH. HER
R HBRE,

Envoy EFEfEE App Mesh Envoy BERIEHIELRR , WHERIERXF 234


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS fe 2B

ERAEER

gRPC ARREHS

0

16

R &

B ETE Envoy BERBEH
B,

RARWBEmR ( ERERT
EREFE ) EBBHERZ

o

Envoy REREIREHITE
£, BIENERZE Envoy BEE AR
%, SEBEEE B B IR

& TE App Mesh &R Envoy
RIEE B BB IR F 8RR
%,

Envoy RIZRE HNARS 28
#BE AWS,

Resolution

RERE, App Mesh BES

& B Envoy R IEEE AR AERE Y
E#R. Envoy EEFEFILHE
BERER.

FiErE IR Envoy FHEE |
DREAREEFHARRMN App
Mesh ERMNEEEHE, R
&8 App Mesh EIREEH A
AWS EREE , i AWS
Cloud Map @& Z = ACM
BE K FREELEREFE.

RHEEEELN IAMBEEER
B App Mesh FE it BRFS
HIEE BRBA R |, AR
KEEZEH Envoy RERAXR
EHRZE Envoy BEERBEH IAM
FEAESAE,

WNEEFE R IR P Bl FE LA K ] 55
RIZSEEEMNER , App Mesh
RIS EEFE 2 -

SETEE Envoy EEEEMNE
AEHR , TiER IAM FREDS
ABERE AWS ik, mE
Envoy BFiEIB1024ERE
WIEFER |, AlRZAS v1.24H
Z BI# Envoy # B HIfERE
#24136 |EHHMEAER, E
Envoy RItERER , ER
HERER. BUNENXF TA
libcurl function was
given a bad argument.

Envoy EFEfEE App Mesh Envoy BERIEHIELRR , WHERIERXF
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https://github.com/envoyproxy/envoy/issues/24136

AWS FERREXB% ERAEER

gRPC ARREHS R& Resolution

WS 85 B R ZE Envoy B ,
DR EE, EERMEL
R , mHRE Envoy MK
vl1.25.1.0-prod TEHIR
x,

BT LAERA T 5|EH |, BB Amazon CloudWatch Insights 122 Envoy RIZMARREIEFFAL. -

filter @message like /gRPC config stream closed/
| parse @emessage "gRPC config stream closed: *, *" as StatusCode, Message

MBREHEBALRANE , REWRBEDAKAR | HE BB GitHub FIFE,
Envoy REBFIRERE, EpEERENAFERERK
Rk

&9 Envoy {RE7E Amazon ECS 1£#. Amazon EC2 #1T{E# = Kubernetes Pod FIiE{EARREME &
By, filtn | B LER TS SES Envoy BENTE , WEW UARELIVE,

cuxl -s http://my-app.default.svc.cluster.local:9901/sexvex_info | jq '.state'

Resolution
UTREESRNBE , BURR Envoy REEEHAREE,

e PRE_INITIALIZING =} INITIALIZING - Envoy X% R iZUERE | SEER App Mesh Envoy
EEREERNEEERE, ESERE , Envoy JEEEREIZRE Envoy BEEREHVIEER. WFEFEM
B, E2H HHEEEREnvoy EFETE App Mesh Envoy BRI HER , W RERNF,

« DRAINING - Envoy RECBIRFEREMR , LAEIFE Envoy EERME LK /healthcheck/fails
/drain_listenersidR. BRIELEENAELR IE Amazon ECS £#. Amazon EC2 #{T{EEE S
Kubernetes Pod , BRIEMIFEREEE R E L WUAELERRE,

MRENBEMARER , FFE BB GitHub B =S E##& AWS Support,

Envoy REREFRERE, EREERESIANBERELRNK 236


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS ERERBH fEAE R
R H P EERIBRRRMENEFERERERK
Uik

RAEEREREIEBRES K ENERRERAEFERERY , ERAHTHRIAK IRV EE
R E KB,

Resolution
EEMRAEE , BEK TER,

- BERABARREEBRNZSHEESEAEERERENMBREERZENEARE.

- FHFERE , FREEFRERESERY ; fl0, KRB VPC FHNESFH#,

- MREEERERFHZRTEERERE , BEREERARKPEEEREREBRERE ; H120 /ping
for HTTP, EW#{R Envoy REMEWERAEXNB AR AR FEHSHEH,

- BRI LURIBFIEMNIIRE  ARROTRERTMEHE R T EHIEE, WHEFMAEN , 52/ Elastic

Load Balancing Zh&E.

- MRBEEAERFEREEFRERE  ERECEERFENERENERRLERER TCP R
TLS EFRERENFEREH TR, EHRREEMEEREXCIES EMIFEIER.

MREVEENARER , FE B GitHub BB & AWS Support,

ERRETESEREE 1024 HUTHRE
EEN

EHERBETESEEER 1024 RELNFRE |, BEIEBZERBAR 1024 HHRE, Bl , EaTLL
FHATH&HSE# Envoy RETER |, WIBWSUANE,

cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep "update_xrejected"
B gE BFPEIELUTIXFNNT , RAELBRESSHERE

gRPC config for type.googleapis.com/envoy.api.v2.Listener rejected: Error adding/
updating listener(s) lds_ingress_0.0.0.0_port_<port num>: cannot bind '0.0.0.0:<port
num>': Permission denied

Resolution
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://aws.amazon.com/quickstart/architecture/linux-bastion/
https://aws.amazon.com/elasticloadbalancing/features/#compare
https://aws.amazon.com/elasticloadbalancing/features/#compare
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
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EEMREE  ARERENFEREEZEEELS linux Zh8E CAP_NET_BIND_SERVICE, MEFMEA ,
w26 Linux BN FMAPAINE. ECSEBERSHTH Linux 28, LUK Kubernetes 3 #H H5%
EBR R INAE,

/A Important
Fargate 4B KK 1024 HIEREE,

MRS EBARBER , FBFE BB GitHub B EREBE#& AWS Support.

App Mesh JE#R 58 B B f#

/A Important
SEKIEEA - 2026 £9 A 30 B, AWS #fF1EX#E AWS App Mesh, 2026 £ 9 A 30 H
2% | BASEEBFE AWS App Mesh 1A= AWS App Mesh BiR. MEFHMER , FS
R ERE AR X E R BR AWS App Mesh & Amazon ECS Service Connecto

AREBEFMNBEERA App Mesh EREFAREIBTINE RREE.

LT E S ARFEHY DNS 258

Atk

EHERARIMERIT L ERER S BRRBEH DNS £,
Resolution

ERCHMBE, MEFHMAEA  F2EAKREAEREBESH A VirtualServices 5, FQDN GitHub

7. App Mesh FHERRB I UGEATEMEE. REEERRE BB DNS AZCsk , BEEARER
AR ERRKE AR  Envoy REREBREBHZEHBEENE NG, ZEEMREE , 5548 DNS
AFRCERFTIEE10.10.10. 10ERRE B BHEMIERH 1P sthuk |, 420 , DNS AREERAIAE T HIRME T #1

19 .

e £ Amazon Route 53 A , IR EZBHN FERLNILEFXERTHER
- HEAERXAZRM /etc/hosts ERAH
. EHREEWNE=7 DNS [EREH
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https://www.man7.org/linux/man-pages/man7/capabilities.7.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definition_parameters.html#container_definition_linuxparameters
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/#set-capabilities-for-a-container
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/#set-capabilities-for-a-container
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/aws/aws-app-mesh-roadmap/issues/65

AWS FEFR B EAEEE
MREHBENARBER , FEERR GitHub BRESER#E AWS Support.

EREREERRB R IR

Bk

CHERARNEEIEVRERSN LERAR K ERBBHNER, ERELERK , ERARETE
KA, HEREBARXNAEF RIS EBHTTP 503 B KM,

Resolution

MREABRATEELER ( RKELQHTTP S03EMEHE ) |, HHIT T HEE :

- EHEELNEERECKREAEH App Mesh,

« ¥ Amazon ECS , FREELESMAEENLIEHERE, WMFend-to-endZL R , FSRAEAE
R B Amazon ECS AF9,

« ¥7 Kubernetes , @& Amazon EKS , B EZR S 1EIB Helm ZE & App Mesh 2 FI85, 0
EFHHER , 588 Helm Hub EWEARESEREFIZEEREEBHRE | 3 EE Kubernetes Y FEH
EXEEES.

« ¥R Amazon EC2 , SEREZLBEERE Amazon EC2 H TR IE App Mesh B, MEFME
A, ESEEHMRE,

- FREEEERKE LHTH Envoy BEFERINERZE App Mesh Envoy EERE. B0k
B B Envoy T E RIS, control_plane.connected_stateilFE MFFHE
#control_plane.connected_state , 82 RH#EBRREBEKPH EE Envoy Proxy
Connectivity,

R Envoy R¥BEAEMIELR , B2 RPENERBREARENER , F2H Envoy FEEE App Mesh
Envoy EERBHER HPESHEBRXT , UERHFEPERERNERE,

MEEARBEACER , BFERKE , BEHTTP S03EFEWE | &

mllu}
EI-III,

= T 5 BIE -

- BELERNERREFERNBEEF,
- REERRBEERMAE (ERRARVERDH ) -

« f£/ Envoy A& HTTP Proxy B , (1R & F Elg 1 REFEB Envoy RETERHME
A , cluster.cds_egress_*_mesh-allow-allmA2ERKN Bt , RIRTATAE Envoy KiEB
EHERBEFERFilter_chains, ERRERFEATERNERBREEBNER. BMEREEAER
BRENBREREZBMAERREEE , A Envoy RESZBHZBEAMEEREEN,
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https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/appmesh-getting-started.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/appmesh-getting-started.html
https://hub.helm.sh/charts/aws/appmesh-controller
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/appmesh-getting-started.html#update-services
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-best-practices.html#ts-bp-enable-envoy-control-plane-connected-state
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-best-practices.html#ts-bp-enable-envoy-control-plane-connected-state
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes

AWS FEFR B EAEEE
MEFHMES , FEREEHERRE
« ®BE Envoy REARREREMTIERAL

* No healthy upstream-Envoy REEFHKHZE NERTHLIETACHENTNIRE , REME
MEFERERFNIRS. BEBBEERSHES ERNBHERENEFERERERTE,

NREHERERBZIRERREABYE RBOFBREY , FERE PHIESIEERREEERED R
RAtFES030 , KEFERGAK , B HTTP AREBHBE LK.

* No cluster match for URL - B REEEFFEEREKASREHEERCEMURHAMER
RN ERRER  SUREREEEREN, EBMARKHN HTTP BREHIERE , BEAKKREE
ARANBEREEZEZENEH,

« No matching filter chain found - EFREXEEIBYCERER FWERRER , HOJER
HEEER. BERBEARINNBEREAEREHE LIEENHEEEEE,

MRS REEMRAR | FE BB GitHub B sUBi#E AWS Support,
HORERENARARTE
AR

TCHEREXNELEREBEANIRE , FlE0 amazon. com,
Resolution

RIETARR , App Mesh R AFFRBEEANEBARNEHREFBEENANE MBI, &ZRAENIBR
HHEF , AmERE .

- BRRERLAVEHEREMRES ALLOW_ALL, LRREMR A ESANEMEARXER/ERA
BYAEATT B K93 1P 31k 5&@ER

- FRERRE., EREHS. RENERTYEEIEEPWADBREER, sl , EEBIAIRE
WiEHexample.com , B AFERERKHEEILER A example. com WEERK , WEEHASAE
MEFEIEFEE DNS RBERREMETE N EEE Hexample. coms

MREEBARBER , FBFE BB GitHub B R Bi#& AWS Support.
EEHEZE MySQL = SMTP falfRES
E TN
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https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_services.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_EgressFilter.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS FERREXB% ERAEER

AHFEHRERFTE BN (Mesh EgressFilter type=ALLOW_ALL) B | fltnEREEBRHHES
B SMTP falfR2=k MySQL ERIE , REEAEIXWERZ R, i, U TREFERE MySQL
fAIRBFHVEERREA R

ERROR 2013 (HYQ00): Lost connection to MySQL server at 'reading initial communication
packet', system error: 0

Resolution

ERAEH App Mesh BRI} 1.15.0 IREBEFMRAFERNW S MEE, MEFHMBEFR , FSHELEH
App Mesh GitHub iE#E MySQL R, GitHub B4 ItEEER 2K A App Mesh £ Envoy FERERY
B EZERZ I8 Envoy TLS Inspector #H#EEN EHERM4, MEFMER , 52 Envoy XHFHH
TLS Inspector, LLEREZFGERERAFREENE—BHE , THEFIRRFEA TLS. FiB , #H
MySQL 1 SMTP , ARSI SEERBEEE —EH T, WFE MySQL WFEFHEER , 2/ MySQL X
BB E. ARARSFEEE-—BHS , HtEFRRGNRES XK,

EERBIEM Envoy IRASRRIELEE -

« MREH App Mesh BR{& Envoy iRA & 1.15.0 EFARA , 5524 MySQL, SMTP, MSSQL F4k
HEBEERESEREANERB MR,

- WREH App Mesh B Envoy lRAE R 1.15.0 , 33065 #HEEIETIEE MySQL AR
FEAPPMESH_EGRESS_IGNORED_PORTSH W{EEE , Wi AE AN STMP Ry E#EEIE,

/A Important

B SRIEXE SMTP EIZIE R 25, 587 465 , B EZ RSB EEFEAMNERZIBHIEE
APPMESH_EGRESS_IGNORED_PORTS , A 24 = {EEiEiE,

WMEFMERR , FSBEH Kubernetes B IR#E. FE ¥ Amazon ECS BYRRIE = E # Amazon EC2 B R
#. Amazon EC2

MREHWREAENARER , B LIRHEFERAREA GitHub BERFTESIE R EMER | SEi& AWS
Support,

L EEE App Mesh IR A TCP FE ## 87 2055 E ## 5% 35 1Y IR 75
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https://github.com/aws/aws-app-mesh-roadmap/issues/62
https://github.com/aws/aws-app-mesh-roadmap/issues/62
https://www.envoyproxy.io/docs/envoy/latest/configuration/listeners/listener_filters/tls_inspector#config-listener-filters-tls-inspector
https://dev.mysql.com/doc/internals/en/initial-handshake.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-kubernetes.html#create-update-services
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ecs.html#update-services
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ec2.html#update-services
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ec2.html#update-services
https://github.com/aws/aws-app-mesh-roadmap/issues/62
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/premiumsupport/

AWS FERREXB% ERAEER

FHEARXEELERZEMEA App Mesh PortMapping E&H TCP B E R EM Ei.

Resolution

ERCHEE, MEFMEN , F28 GitHub LHHEEREE FWEHAZEZE TCP BER i, BHM OSI
Layer 4 EiR24 Envoy RIEBHEFARE , App Mesh BRIF R ZELL TCP BEHN %% B Wit
HEMNEEE, EERE TCP RETEHHMARKENMBEERS , FHT NEE

- BARFAEENLEEAKE -KNERE, NRERRKERBRBEAEHRARHEERDS , ATUNREE
WIRMEERE K MEFTSEHXMENMERGR LAVERE, ERREARERE Envoy RE#
BERAERDR T ERNERER | TERRHRJERE FRMER.

- MREES TCP W EAEE MySQL ARER , RAKBEERREEE —EHSVEFHM TCP &
BAWME , F2E BEERE MySQL 5 SMTP {7 fRz=.

MRENEBARBR , BUUREERMEARSE GitHub FERFIEEME RV GFAEN , B
AWS Support,

TR B T IE 52 B R ) 4 HE 268 B R B8 AR A% 1R Uim Y AR A

IR

FHEARKXTUEENEEREIREEARRTE LERRKRIKH B B,
Resolution

MRFERRIIEZERTE App Mesh APIs HEEN B # | BIRIJREMNERE BB E H ERE 4 |a
BERES ALLOW_ALL, EEHEHZRIFHRES BALLOW_ALL , RBEEREINEHE REER
Btk (&%) THE K SSEEZZEEAENRENB WM IP thit,

MREBEFATREINREMRHEEN BN , FEEGEHEREHERTES DROP_ALL,

@ Note

RERREHGEREESSEEBANTE ERE R,
# egress_filteriE A DROP_ALLICRNA TLS FEARKEZE AWS BB EHRE.

MRSV EENARMER , FE R GitHub B ERE#4& AWS Support.,
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https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_PortMapping.html
https://github.com/aws/aws-app-mesh-roadmap/issues/195
https://github.com/aws/aws-app-mesh-roadmap/issues/195
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_EgressFilter.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS FERREXB% ERAEER

EERREEERGTEIEMES0R | FEFRIFLHK , B HTTP BB
KB

Bk
REARANSBFRELTERIEAERDHREHEMIEEREEHRREHENERRBE R K, E£RE

BARF AV E SRR R LB |, BB R XA

Resolution

ERCHBE. WEHFMEF , F2H GitHub LERBBERHHEHENETBE, EREREH
MRERBBNREER  CEIEEERBEAFPREEANERERRR, ST , ERKASR
HEFAFEEERRE , RACMNRFHEHERNBIE,

EERDHERDARBNFERRY , FUAERBHFHEEDS , YEHRH LEEERABRKR. 0F
WOERARAFBRAUNEATSE |, 26 App Mesh REEH.

MRS EBMARBER , FBFE BB GitHub BB RBE#E AWS Support,
HEEREZE Amazon EFS ERR#
E TN

£/ Amazon EFS #ERRZ## Amazon ECS B EAMKRER , EHEEL T IEHEREALA.

ResourcelnitializationError: failed to invoke EFS utils commands to set up EFS volumes:
stderr: mount.nfs4: Connection refused : unsuccessful EFS utils command execution;
code: 32

Resolution

ERCHRERE, BEWERERA NFS EHREZE Amazon EFS SEEBHNEMRR[BE 2 AIE, It
RERNREERKEHE Envoy , BRITE#T. BRBBIERF , NFS A FinfE X ERZE Amazon EFS

BREF , BEBELIRS, EEMARUREE , 20495 EBIEHIEE Amazon ECS FREZMRE
fHREHEgressIgnoredPortssREMEEE., MHEFMENR , F2H Proxy AR,

MREEBARBER , FBFE BB GitHub B ERBE#E AWS Support.
ERK IR , BEEANBERITELHIRE Envoy WEEAFR. EHZIEEF
E TN
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https://github.com/aws/aws-app-mesh-roadmap/issues/194
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definition_parameters.html#proxyConfiguration
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS FERREXB% ERAEER

EEENERARX TERYEEAFRI S —EAEARS SO EEFNEFREIEANBER , R
£ Envoy REMEHERAHPER,

Resolution

EREHBEE, WEFMEF , F2H Github L iptables R BIFZEMRE, Envoy KERASHREHY
EERSMETEROERENBARE, HEMEMERENFREHKIA Envoy R |, WEEER
IEERNBRE, A7TEEnvoy RERBEBRBNEARE , CHEERTEERDINMRE , LUEEAE
EIHYE R FREE,

MRENBEEMARER , FFE BB GitHub B E#& AWS Support,

EAREEBREETE HTTP_PROXY/HTTPS_PROXY IRIE & & & = i Fa 28 4k,
R
& HTTP_PROXY/HTTPS_PROXY £ s EARES A

- EREETHNERAEXERZEA App Mesh , EIEE App Mesh IR & ZE I FE R A& Envoy
MiESTE B ERBHTTP 50085350 fE,

« A App Mesh IEFEEZFH Envoy Bes. % Envoy I BRRSFZHNFBRTFT KB
HTTP/HTTPS RERAREY , M HIRBESBUHSE L EE,

Resolution
HRERAREXSES

App Mesh HEE B EEKFHHRERER Envoy K2, HTTP_PROXY/HTTPS_PROXY fHREEBRER
BREUBBTENNBRERBEELTA. Envoy NERERE , EFXEFRAASBRERERK
HRBRE,

MRIEGEEREFFEIEMETRE , 3548 NO_PROXY REALTEMIEH CIDR/SEBZM. localhost F1&
AERIHRE |, T HEHIFTR,

NO_PROXY=localhost,127.0.0.1,169.254.169.254,169.254.170.2,10.0.0.0/16

#H Envoy BE% :

Envoy A E—ARE. BATERREELEH,

ERBEMHMERTE HTTP_PROXY/HTTPS_PROXY B35 8 8 4 3% tn A HAE 1k, 244


https://github.com/aws/aws-app-mesh-roadmap/issues/166
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS FEFR B EAEEE
MREHBENARBER , FEERR GitHub BRESER#E AWS Support.

AEEREREREES | DEERCERE.
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LEER T HIMRE

- B%E , BEMARE EFFRBREFIRR,
- ERSHRHEREX. REVNRANERRE , BENARE EFFRREFIER,

Resolution
EEZFHB 15 VNSEERE RN , FEEERANERSHZEEEXBRIEERK,

MREEEARRER 16 UNIRARE , FRECEAMF2HERSMNEREXNEERK, T8 ,
MRESREF D IERERENE , EUNREENMERAR ARG, 755 E E &R h FE#
HNFMES  FERERSE NS,

MREEEEHABR , BABFRKBFEENFRESHAE - FZARAERERARKRUACEELZBRTE
ENEARB LR, EREERMAERABAN TR, NMFFMER , F2RHEH,

MRENBEMARER , FFE BB GitHub B =S E#& AWS Support,

Envoy EIf& HTTP $853555K,
eI G

¥ %R Network Load Balancer (NLB) EixHIFTEER , Envoy 2EIE HTTP 400 #5585 K. BE
Envoy B#tH , RMEEFH .

- BREEBEF :

dispatch error: http/l1.1 protocol error: HPE_INVALID_METHOD

- EHAE:

W, o HTTP/l_l" 400 DPE @ 11 @ - =" m_mw w_m w_w n_u

Resolution
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https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/routes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/routes.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS FEFR B EAEEE
fRRTTERER NLB B EEEE T EMAEBABES 2 iR (PPv2).

BESXK , £H App Mesh 5| FHETH EERFE N ERRE 2 Envoy T & PPv2, MMREE
Kubernetes EEf AWS B R F #1225 5E NLB , FE T BHRES REH PPv2false :

service.beta.kubernetes.io/aws-load-balancer-target-group-attributes:
proxy_protocol_v2.enabled

nl‘.H.

WZE NLB EREBMHNEMET , FS2BAWS Load BalanceriZ #2851 2,

RSB ARRR | BB GitHub FIFE 5B AWS Support,
R ERERERE
UK

EEERPHEREX LRERE  UAREEZEROMRIFRNVIGHA LRERKR , ENFRESE
15 B AR

Resolution
EEERImFECS ERNERRKRK,
MREHBBENAREBR , FE BB GitHub [ = B##& AWS Support,

App Mesh &R 5 2 HE i

/A Important

TERKIEEA - 2026 £ 9 A 30 H, AWS #=E1EXE AWS App Mesh, 2026 £ 9 A 30 B
2%, B EEBEE AWS App Mesh £ AT AWS App Mesh BiR, MNEFMENR , FS
B L ERE AR X E R BE AWS App Mesh & Amazon ECS Service Connecto

AEBFMNIBIEE App Mesh IBE B ATEERIN E REE,

EREM/ERFERREB 50 BEAXK , ERAMERR[EFREREX
5
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https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-target-groups.html#target-group-attributes
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.4/guide/service/annotations/#resource-attributestrue
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

ESAEREE/ERRBEREE Amazon ECS 15, Kubernetes Pod 5 Amazon EC2 #{TEEEE A
BEHIB 50 B , Envoy AREERERESRBAY. BEXREZTERDY/ EEREN TRERRER
SHHBRER HTTP ARREHE HEERKHK503,

Resolution

App Mesh EEE & /R RERN Envoy HEWTEREIEA 50, EHITHE Envoys HEBIB LA
R A E s EESITH Envoys EAE A gRPC AREERS 8() E4EE App Mesh B9 Envoy B AR
FERESOURCE_EXHAUSTED, ZRI LIRS thElRE, WFFMENR , 552 EApp Mesh FRIEEEE,

MREHWEBNARER , BEERR GitHub BB AWS Support,
EBEEBRRERIRKFERINERIE FIERS03E , FREAN
EG

ERBERBHEKFOIMERREOABERE , RETHEAERANERGRABITRHTTP 5037REE
o

Resolution

App Mesh BEZEZE S EZREMBHUERS , AR K EEREAREN. MENMPHILELXBWEFFHEE
# , 520 App Mesh HRIEET,

ImBER BB DRRR | FE BB GitHub IS AWS Support,
EEHEMNBERT , Envoy RBRERBMAERE
AR

EEREAHT , Envoy REERER A DR (Linux FHRIE ) ME#139, Envoy BFAFZEEUT
FE/TE’JEL_R

Caught Segmentation fault, suspect faulting address 0x0"

Resolution

Envoy RIB A AE I R fEE RV FEER nofile ulimit , Bl — R AT AR ERHER ], HiBRR
HARAREERESER , AL EEENNEERKREA R, EERAUEE  FEMERIESE

RiF LM ulimit nofile B, MREFEAHZ Amazon ECS , AIAUEBEBERNERRFIFRE L

B9 Ulimit BREREE LR FI, https://docs.aws.amazon.com/AmazonECS/latest/developerguide/
task_definition_parameters.html#container_definition_limits
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https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_Ulimit.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_Ulimit.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definition_parameters.html#container_definition_limits
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definition_parameters.html#container_definition_limits

AWS FEFR B EAEEE
MREHBENARBER , FEERR GitHub BRESER#E AWS Support.

FERE RV NTE R RERBRE S
UK

#@h0 App Mesh BRI TERRHI% | BEEEBERBRIIEG , TERMHE,
Resolution

HRBRRBERHAORE  BEFMATUMITELRE,

MRSV EENARER , FE R GitHub B ERE##& AWS Support.,

FEREXHRAENEFREREFUMER,
Bk

BAERSBENERATERRERER  EEREREFUNBES LA, HREEARZEHAEE
REEREFIENIFEEN , FAEASER,

Resolution

RRAERTEFERERER , T (AFK ) BWEE Envoy InHERREFEREFREEE LFE
£ (fRHE ) WESERR , NEMEREREK, it , EFREREFRNVBHS number of

client Envoys * number of server Envoys *active health check frequency.

BEFRRLEE , FEREERERERENER K EREEFRERERENBE. RT THEE
REERE 2N , App Mesh AFFEEBIREEIREARBEFEREREN S E, FAREEAURRE
AR R IFEES xx B R BRI E

MREHEENRER | 52 BB GitHub BE S Bi4& AWS Support,

App Mesh 7] &8I 14 % 2 HE A7

/A Important

SEMKIEEA ;2026 £9 A 30 B, AWS =X AWS App Mesh, 2026 £ 9 A 30 H
2%, BB ELBEEFEE AWS App Mesh £ AT AWS App Mesh BiR. MEFMENR , F2
R L ERE AR X E 1 BE AWS App Mesh & Amazon ECS Service Connecto

FERRE R INT & R RE RIS R &I 248


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_OutlierDetection.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FEFR B EAEEE
REBEFFMMAECER App Mesh ATELRIM B AT ERIE 2 & R R

ENFENERAERXR AWS X-Ray & #t
IR

App Mesh FERAEXNTEE X-Ray A APIs F R X-Ray BHEA.

Resolution

EE App Mesh R £ X-Ray , BXREREELY , UBIAEARZER., MEAEM X-Ray Rz
BB . BT T 5P ERARERE X-Ray B ERERE :

« #E App Mesh Virtual Node #ZREXBARERFZES TCP,

- FRCHERARER —EIBN X-Ray BE5F UDP HIZE20001 L FEFHE 50171337, MNE
FHMER , 552 M GitHub £/ Amazon ECS X-Ray i,

- FEE Envoy BeRCRUAER. MREEAHZE App Mesh Envoy BRE , BT
ASENABLE_ENVOY_XRAY_TRACINGIREEEEREA WEL , WAEXRAY_DAEMON_PORTIRIE £ &5
EA , LAEA X-Ray2000,

- MRECFEAEHP—BESIHER SDKs RBEARERERNEPH X-Ray , AIFKEESHIER
REERELE EHE,

- MRERFAEEBMRELRE , FRE X-Ray AFAFEREEHE , WEF/HEZE AWS X-RayH
WiE5l. WMFETE App Mesh FEE X-Ray WEFHRA , F2E A X-Ray B App Mesh &,

MRENEBMARAR , FFE BB GitHub FEEESE & AWS Support.

£ Amazon CloudWatch iEEFE T EEKEAZEXH Envoy 1EEE
Ak

&B7E App Mesh FHVEEARNTE1# Envoy REELMWIEEZER S ZE CloudWatch 15,

Resolution

E&R7E App Mesh H £ CloudWatch 151 , BUEAERRELSELYE , SAA Envoy
B, CloudWatch REREX I EBIE B F CloudWatch EZRE 2 B EHR. HKEUT 5L , 52 Envoy
Proxy B CloudWatch & B ERERE :

- FERELMER App Mesh B CloudWatch REEFZXR&. WEFHMEF , F2SB GitHub £# App
Mesh CloudWatch KIEEEX,

ETERMEARENHN AWS X-Ray B 249


https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/howto-ecs-basics/deploy/2-meshify.yaml#L374-L386
https://docs.aws.amazon.com/xray/index.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-troubleshooting.html
https://aws.amazon.com/blogs/compute/integrating-aws-x-ray-with-aws-app-mesh/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws-samples/aws-app-mesh-cloudwatch-agent
https://github.com/aws-samples/aws-app-mesh-cloudwatch-agent

AWS FERENMA% EREEmR
- ERELCE/RTYARBENFEARE , BEWRTEEAR App Mesh 9 CloudWatch REFER, &0
EHMET , B2H GitHub LB App Mesh CloudWatch {RIEFEK,

- MREFABEEBHRELER , FBE CloudWatch RERXARAFREFHR , WER
CloudWatch REEE X HEZ B HRHENESl,

IMBEH BB RRR | FE BB GitHub PIESBI#E AWS Support,
HOERRE AWS X-Ray JE#EHY B FTEUAR A

BUR

e EARNEEMEA X-Ray B, BEEAREBHROTERA

Resolution

A App Mesh Envoy B Bi T~ X BB AE X-Ray BUR/ERE |, Rt o] A TR A %,

MREE Envoy lRAR 1.19. 1REFHRAE , BETHEIE,

- BERRERERE , SBEM Envoy B85 LHIXRAY_SAMPLING_RATERZEE, EEEEANR

0 1.00(100%) 2 MM/ . WEFMET , FSEAWS X-Ray B,

« BERE X-Ray EMBNEMERCETERRARA | 556 HAXRAY_SAMPLING_RULE_MANIFESTIR
BEEE Envoy REERZKTEERRRE, NEHMAEN , 520 ( AWS X-Ray BRAER
) FREUEE A,

MREE Envoy lRAER 1.19.1 , BET T YEME,

« fEFAENVOY_TRACING_CFG_FILERIREEREFE LNEUERER, MEFMEF , FSBEnvoy fHEE
By, EEBTERERY ERAMERRR., MEFMENR , 520 Envoy X-Ray &,

« ENVOY_TRACING_CFG_FILE IRESEM BT BB EEHH

tracing:
http:
name: envoy.tracers.xray
typedConfig:
"@type": type.googleapis.com/envoy.config.trace.v3.XRayConfig
segmentName: foo/bar
segmentFields:
origin: AWS: :AppMesh::Proxy
aws:

FESERRTE AWS X-Ray JBHER B FTEUERR B 250


https://github.com/aws-samples/aws-app-mesh-cloudwatch-agent#usage
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/troubleshooting-CloudWatch-Agent.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-go-configuration.html#xray-sdk-go-configuration-sampling
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/xray.proto.html#config-trace-v3-xrayconfig

AWS FERREXB% ERAEER

app_mesh:

mesh_name: foo

virtual_node_name: bar
daemonEndpoint:

protocol: UDP

address: 127.0.0.1

portValue: 2000
samplingRuleManifest:

filename: /tmp/sampling-rules.json

« W% samplingRuleManifest B ER A ERSENMBERFMENR ,

for Go,

s
$
i
i

R 7E X-Ray SDK

MRSV EENARER , FE R GitHub B ERE##& AWS Support.,

App Mesh %&£t 5% S HE##

/A Important

THEKIEBA - 2026 F£9 A 30 H, AWS #1512 AWS App Mesh, 2026 £ 9 A 30 H
2%, I8 EEBIZE AWS App Mesh £ A5 AWS App Mesh iR, MEFEMENR , FS
BRI ERE AR X E R BR AWS App Mesh & Amazon ECS Service Connecto

AEEFMNBIEIE App Mesh ZEMFHEARBERINE RE=E,

FOEAMER TLS A Fim BURIELR E B ih & B AR 15
IR

B TLS AFRBERFTEETEEHEINERRERIRE K ERRIRNEFESLH, EXSREEEE
BIRRISEF , EREGKHY , WEERHTTP 503EEIEMEEERAL : upstream connect error or
disconnect/reset before headers. reset reason: connection failure,

Resolution

ATHEBENRARRE , BAEBEER Envoy RKERF BARIGHELERIE, MFFMAESR
A2RELEENRETRBA Envoy BiFic#E. ERATIFERMENERRBNERER

- BIBHERR PRIIMVER  MRBRERKDELEREER BB R,

=zE 251


https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-go-configuration.html#xray-sdk-go-configuration-sampling
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-go-configuration.html#xray-sdk-go-configuration-sampling
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FEFR B EAEEE
* HEnvoy BF HFEH , SR THHER (EREBRTCEK) .

TLS error: 268435581:SSL routines:OPENSSL_internal:CERTIFICATE_VERIFY_FAILED

WEBREBTH —RZERERRFTER :

- BFIARH TLS AFHMBRETIEHTERNHEHF —EARERERERS,

- BETBEN (B8H).

- ERBIE (SAN) RRFEFHERH DNS = HE R,

- FRERBBRBEANEEEN. HTLS AFRBREEE4TINEF —EERRERBES
B4 hESWEM Transport Layer Security (TLS).

- MRBWBNERMT |, AIRFBEREERZB Envoy REY EREZZEEARER. BERE
BF , Envoy LRI ERTEEE KRR Envoy T EREBRENRL L, FEREHHAREHERE
i, FBHEE AppPortsBE AR EEEENERE,

upstream connect error or disconnect/reset before headers. reset reason:
connection failure, transport failure reason: TLS error: 268435703:SSL
routines:0PENSSL_internal :WRONG_VERSION_NUMBER

MREHWREAEARER | FFEEBR GitHub RIS Bi#& AWS Support, MNRERAEEKE TRER
B, ¥ App Mesh IR M ERR |, F2BAWS KRS ER,
EERAEAEL TS B , ELEFRERIGERRK

IR

REARERNESE TLS TERERE , ERIFERRBRENERE LN , MTR2K Envoy RE,
Resolution

EREAME, NBNHEEN  FSHLEER . TREARRELHRE GitHub FEZ B TLS
%o GitHub 7 App Mesh # , B B X B E Envoy REK TLS AR , EFXEREERAR
R0 TLS FHRAMREE. HEE Envoy B TLS RHAREXE  HEEARIPEMA TLS FHAMR
8. SETM Envoy MEVSIIRIET | 1B TLS THKEISHRELSHEN A ., NEREE
# , 52 B Transport Layer Security (TLS).

MRIEHWREAEARER | FFEEBR GitHub ISR Bi#& AWS Support, MMRERAEEKE TRER
B, S8 App Mesh Z 2= MAELER |, BF2EAWS REHSEL,

ERAEAEL TLS K , BAERERIRERRY 252



https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue-bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/security/vulnerability-reporting/
https://github.com/aws/aws-app-mesh-roadmap/issues/162
https://github.com/aws/aws-app-mesh-roadmap/issues/162
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/security/vulnerability-reporting/

AWS FERREXB% ERAEER

LB S Envoy REZERERIEEFER TLS

Bk

EHEARACEERGNUERBERREREN LA TLS K1k, ERK TLS AFmBR LA
TLS RiafARES , BEEEESE Envoy REZBERERRER TLS ¥ TIEMRREE,

Resolution

LEMTEFERNSBEMER Envoy EE/HEM Envoy it ER. NEREELFEENRSA , F2H8
A Envoy REBEENEM BIEZEEMA Envoy DogStatsD S, TR EREHIFER EBEN
E AR,

o SH¥EAT TLS £ LERY Envoy X2 :
- ERECHEATHGSE Envoy HREHS|E TLS BF.

curl http://my-app.default.svc.cluster.local:9901/certs

EEOMEES  FEZXEE PELFEI—MEAM certificates[].cert_chain TLS & IEH
BFEEB,

« FREADEANKEZREENERHBEE SSL REBEUREEERARN SSL THERRBERS
M@, 0T B EE P65 AR

curl -s http://my-app.default.svc.cluster.local:9901/stats | gxep
"listener.0.0.0.0_15000" | grep downstream_cx_total

listener.0.0.0.0_15000.downstream_cx_total: 11

cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep
"listener.0.0.0.0_15000" | grep ssl.connection_error

listener.0.0.0.0_15000.ssl.connection_error: 1

curl -s http://my-app.default.svc.cluster.local:9901/stats | gxep
"listener.0.0.0.0_15000" | grep ssl.handshake

listener.0.0.0.0_15000.ssl.handshake: 9

cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep
"listener.0.0.0.0_15000" | grep ssl.session_reused

listener.0.0.0.0_15000.ssl.session_reused: 1

# Total CX (11) - SSL Connection Errors (1) == SSL Handshakes (9) + SSL Sessions
Re-used (1)

o BT TLS E1BH Envoy RE :
- FRE TLS SEERIEC T Envoy {BREDFEH T Har© B,

#EE S Envoy REZBREREE-A TLS 253



AWS FERREXBE ERAEER

curl http://my-app.default.svc.cluster.local:9901/certs

ETLS BiRHE A SEXSEINEL —BAARNEERBEFENcertificates[].ca_certs®
FHIEH,

« FRERBBENKANEHERHEBE SSL REBEUREEMERAR SSL TEERBETEM
B , a0 B gE 5 an T M H AT R

curl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-
name" | grep upstream_cx_total
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.upstream_cx_total: 11
cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-

name" | grep ssl.connection_error
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.connection_error:
1

cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-

name" | grep ssl.handshake

cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.handshake: 9

curl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-

name" | grep ssl.session_reused
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.session_reused: 1

# Total CX (11) - SSL Connection Errors (1) == SSL Handshakes (9) + SSL Sessions
Re-used (1)

MEEHARBEBMARBR , HEERM GitHub B E & AWS Support, MMREBAEKETZLR
E , ¥ App Mesh WZ£MBEER , FZ2EAWS ®EHRE %A,

{# F Elastic Load Balancing ¥f TLS ¥ 1T EZ K
E G

B ERE Application Load Balancer 5 Network Load Balancer RiNZ EBREH BN RER  EENE
HIEGREERERETRES AN,

Resolution
ATHEEENRARRE 6 SLEFERETHEE

« BT TLS KR LERY Envoy RIE , BREHREMREER. FERE F LRARENSRELER
TLS AFmBRERE RinERRRE

f§ A Elastic Load Balancing ¥ TLS #{T#FER 254


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/security/vulnerability-reporting/

AWS FE T2 81 R EEE
- BHREBTER K CFEEE WHERE TargetGroup:
- EHETargetGroupEEEFESERTHERNEERXERE,

o HHEIR HTTP YRS E L TLS ELEM Application Load Balancer , 55fETargetGroup@
ABERESR HTTPS, MREEFEHEEMERE , FHE HealthCheckProtocol BREA
HTTPS,

- HHAEB TCP B4 TLS iE#RH Network Load Balancer , 55fETargetGroup BB ERESH
TLS., WMREEEAEFERERE , FH#E HealthCheckProtocol FREA TCP,

(® Note
TargetGroup EE&#F TargetGroupZ BHEMEH,

EH#RER , ENERTEHREZERRME Envoy RENEE , AENRBRHZ2ER,

MREHEEDMRBER , i @EZ R GitHub BES B4 AWS Support, MREFRAEHRIZERE ,
¥ App Mesh WL £ M B ER , FS2BAWS REHE %L,

App Mesh Kubernetes £t #HEf##

/A Important
FERIEES : 2026 49 B 30 B , AWS $$21E 38 AWS App Mesh, 2026 £ 9 B 30 B
2%, B EEBFE AWS App Mesh 2 A AWS App Mesh BER, MEFMER , F2
B EPE L E R B AWS App Mesh £ Amazon ECS Service Connect,

AEBFHMNIBE LA App Mesh B2 Kubernetes £ B F AR AT B RN E REE,
£ Kubernetes P W EREXNFEEIREETE App Mesh H#E|
Bk

BB EH Kubernetes BE]EREZ (CRD) Z1I App Mesh &R , B & #H AWS Management
Console = APIs i |, BEZIMNERTFHIBAE App Mesh #,

Resolution

Kubernetes 255


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/security/vulnerability-reporting/
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXBE ERAEER

AIRERY R & App Mesh B Kubernetes 2 HlI2R 84 #1558, MBFEFAMENA , F2E GitHub LWEER
., RERFIZERFREEEMNERIES  BEHEFRBEEYETER.

kubectl logs -n appmesh-system -f \
$(kubectl get pods -n appmesh-system -o name | grep controller)

MREEBARBER , FBFE BB GitHub B R Bi#& AWS Support.

SEA Envoy MIBEE®% , Pod A BBEHEN LERE

oIk

FEARIM Pod ZBIEKIEIT , {B7E Envoy B ER A Pod 2% , EEM LRwERB A K.

Resolution

HEEA Pod B Envoy B85 App Mesh B Envoy BIRRIGRIME, B LlSE hvEEERIERER
B UEEEREnvoy B BTEE App Mesh Envoy EIEIRISHYIERR , WHEARIEIANF, BRI AMERAT M
SHRHEIERI Pod B9 Envoy A5,

kubectl logs -n appmesh-system -f \
$(kubectl get pods -n appmesh-system -o name | grep controller) \
| grep "gRPC config stream closed"

MEEABEBMAKRBR , FE B GitHub = E##& AWS Support,
Pod AR EMEEUEEEM A AWS Cloud Map 17 {E &
#Buik

&9 Kubernetes Pod £ AWS Cloud Map £ @riBH A W R M BUHEM, Pod WAERRINRAE ,
WEBFREGEFE  BEFEEREMRE. E Pod KIEE  BFERMERZE P i Y ESAE
RRERT , BRE.

Resolution

ERCHRERE, MEFMENR , F2H Pod TEE Kubernetes FEVSEH GitHub FEREH) B Ehatfl/
HUEEE AWS Cloud Map. GitHub A Pod, App Mesh [ # £ B M &R < B #YEE % AWS Cloud
Map , Kubernetes #) App Mesh #ZHIZE AIRE S BUERIZ LB A EIR., Hla0 , IREX EHEBEH Pod
Z B¢ Kubernetes MIBRERETREIR , B se B EEREE N

HBEEBILEE

SEA Envoy fiIBHE R , Pod X BBREN LiGHE 256


https://github.com/aws/aws-app-mesh-controller-for-k8s/blob/master/docs/guide/troubleshooting.md
https://github.com/aws/aws-app-mesh-controller-for-k8s/blob/master/docs/guide/troubleshooting.md
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-controller-for-k8s/issues/159
https://github.com/aws/aws-app-mesh-controller-for-k8s/issues/159
https://github.com/aws/aws-app-mesh-controller-for-k8s

AWS FERRE % EREER
- FRELEEHITRIIRALN Kubernetes App Mesh 12 #l85
- FREERSIEERDH AWS Cloud Map namespaceName#l serviceName [EFESEER,

- MBRERGHERZH , BIELEMBREMBEIBA Pod, WNRETEEHBIFEEIWL Pod BEEEEE
ZhAREER | S B ¥ E App Mesh EIREY Pod 1T &,

- MBEHWEENAEE , BHT IS RRERHIFZEFESEEHEE  EERBEERR
.,

kubectl logs -n appmesh-system \
$(kubectl get pods -n appmesh-system -o name | grep appmesh-controller)

- FERBEANATHTENMEBENIZFIER Pod, EFWREEERLSHEE,

kubectl delete -n appmesh-system \
$(kubectl get pods -n appmesh-system -o name | grep appmesh-controller)

MRSV EENARER , FE R GitHub B ERE##& AWS Support.,
LM BT App Mesh BIRH Pod 1TV E

Uik

EI871E Kubernetes & F#11T App Mesh B |, EE FEEHIE THEEHBN Pod BIEEM App Mesh
ERHITHME,

Resolution

Kubernetes Pod BiRE AR H AR BN ERGHET. SUUERATIRTEREEEREH
BBWEEHITH Pod,

kubectl get pods --all-namespaces -o json | \
jq '.items[] | { metadata } | select(.metadata.annotations."appmesh.k8s.aws/
virtualNode" == "virtual-node-name")'

MRSV EENAER , FE BB GitHub B ERE#4& AWS Support.,
LY ER Pod #1THY App Mesh &R

Uik

EEHIER App Mesh EJREY Pod #ITIVE 257


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS FERREXB% ERAEER

£ Kubernetes &5 F#11T App Mesh B , BEE FEEHIETIEE Pod #11TH App Mesh &R,

Resolution

Kubernetes Pod ER & LA B H BB M@ MEREIRES., S UERATHHHEREEH Pod , U
HHBRNERTHEE,

kubectl get pod pod-name -n namespace -o json | \
jq '{ "mesh": .metadata.annotations."appmesh.k8s.aws/mesh",
"virtualNode": .metadata.annotations."appmesh.k8s.aws/virtualNode" }'

MRSV EENARER , FE R GitHub B ERE##& AWS Support.,

Client Envoys #& %7 IMDSv1 £ ARITE R T B2 App Mesh Envoy
Management Service JE&A
eI G

& IMDSv1 Ak , A Fi% Envoys %8 App Mesh #4I¥ [ (Envoy Management Service) &
. IMDSV2TE ZHIHY App Mesh Envoy MRAS ERZ#8 v1.24.0.0-prods

Resolution
EERAMEE , BT T =ZEREZ —

o FAREIMDSV2EE v1.24.0.0-prodtIEE AR Envoy IRAS REFRAS,

« 1 Envoy EEHITHHITERIMDSVI LEFHA . WHERR WIERIMDSVL , F2EHXREHTE
BhEERhEE,

- MREBHWIRIEE Amazon EKS L#11T , BREHRBEIRS (IRSA) A IAM A REREAER,
MERA IRSAMIETR , F2RBRBIRFH IAM B,

MRENEBEARBR , FFE R GitHub [ E S Bif% AWS Support,
B App Mesh B3 A Envoy B | IRSA EEEEAREARS LEE

Bk

£ Amazon EKS #% F (A App Mesh B , £ Amazon EKS #9 App Mesh 2 #I85891#%BI T~ , Envoy
Mproxyinit A EAEARER Pod, EABERNELEE IRSA , MEEE node role., EEM

Client Envoys &34 7E IMDSv1 = AMIENR T B App Mesh Envoy Management Service & 258


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-options.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-options.html
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
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Resolution

WMREFH T AWS_WEB_IDENTITY_TOKEN_FILES} AWS_ROLE_ARNIRIZEE , Webhook EHEiIB
Pod, S8R HIELLE S , Webhook EEE AT ANELEH,

reservedKeys := map[string]string{
"AWS_ROLE_ARN": e
"AWS_WEB_IDENTITY_TOKEN_FILE": ""

’

4

}

for _, env := range container.Env {
if _, ok := reservedKeys[env.Name]; ok {
reservedKeysDefined = true

}

MRENEBEDARAER , FE BB GitHub FEESE#& AWS Support.
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https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://console.aws.amazon.com/servicequotas/
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-increase.html
https://docs.aws.amazon.com/cli/latest/reference/service-quotas/index.html#cli-aws-service-quotas
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/app-mesh/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/app-mesh/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/app-mesh/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html
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https://docs.aws.amazon.com/app-mesh/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/appmesh-agent.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/appmesh-agent.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/multiple-listeners.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/preview.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html#metrics-extension
https://aws.amazon.com/about-aws/whats-new/2021/06/aws-app-mesh-introduces-enhanced-ingress-traffic-management-capabilities/
https://aws.amazon.com/about-aws/whats-new/2021/02/aws-app-mesh-supports-mutual-tls-authentication/
https://aws.amazon.com/about-aws/whats-new/2021/01/aws-app-mesh-is-now-available-in-the-africa-cape-town-aws-region/
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/preview.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://aws.amazon.com/about-aws/whats-new/2020/10/aws-app-mesh-available-europe-milan-region/
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https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/preview.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/preview.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/routes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html#virtual-node-listener-timeout
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html#virtual-node-listener-timeout
https://docs.aws.amazon.com/app-mesh/latest/userguide/preview.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/preview.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/preview.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/preview.html
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https://docs.aws.amazon.com/app-mesh/latest/userguide/sharing.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/preview.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/routes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/preview.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/app-mesh-on-outposts.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/app-mesh-on-outposts.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/routes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/routes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_routers
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_routers
https://docs.aws.amazon.com/app-mesh/latest/userguide/route-retry-policy.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual-node-tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/preview.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/route-http-headers.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/preview.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/preview.html
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https://docs.aws.amazon.com/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/using-service-linked-roles.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/using-service-linked-roles.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-k8s-integration.html
https://github.com/awslabs/aws-app-mesh-examples/issues/93
https://github.com/awslabs/aws-app-mesh-examples/issues/93
https://github.com/awslabs/aws-app-mesh-examples/issues/93
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