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fEER AWS App Mesh ?

/A Important
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service BIAMERNERE K BFEEEREEAERAEAB—EXBN —RIBEREIKNKIE, App Mesh
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/A Important
XERIEEA ;£ 2026 9 A 30 B, AWS #F L3 BIZ#& AWS App Mesh, 2026 £ 9

A 30 Bz# , B EEBER AWS App Mesh £ A, AWS App Mesh iR, MEFMAE
A, FSRANIBEERER B AWS App Mesh £ Amazon ECS Service Connect,

EEBUTAER App Mesh (W FHE I FEARER, 1EM BRI 7 SA7E Amazon Elastic Container
Service (Amazon ECS) AWS Fargate., Amazon Elastic Kubernetes Service (Amazon EKS), Amazon
Elastic Compute Cloud (Amazon EC2) #11T7{E# L& Kubernetes , 3/ Docker B9 Amazon EC2 ¥,
1T{ERE E#1T,
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FEEF , serviceAR serviceB A LAUEIB apps.local BAZEMIRE, Hl , BRERERES
Eserviceb.apps.local®& A W MRAservicebv2.apps.local, TR , BEEK—EH
PDHHRER 5lEservicea.apps.local® , serviceb.apps.local¥A#—EBT S LLEIEE
servicebv2.apps.local, EfMHE servicebv2 KeERIFE , BEE 100% WHREEEEH
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App Mesh Al BT IRIE , MEFTEEAMNEAEXBREMNBRE R, NREEE S5 E
RREXER App Mesh , RIS ERAIEE W T B R

Client
senfice

servicea.apps.local sernviceb.apps.local

Proxy Proxy

FEHERET  BRETEBEEERLEFA. Rz, tMgE8REEMHEER. &£
Ml servicea.apps.local REEBEN K IEGEE App Mesh #H5E |, WIRIRIE
HEservicebv2.apps.local#$REEIAE serviceb.apps.locals .

App Mesh 9 Jo#

App Mesh B 5 T 4H4E R , 20 SEBIEBBIFT R -
o RIEME - REMAERNRESPZREEBNREREZBE SRR, EIEH+  BEEA apps , H
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MENEBE , ZERETUAEREEN. App Mesh ZRIFIEANHERE B BRILLBEA., WEFHE
7, FSRERRR,

- EROY - EESETHATEREREHEEIEE , 5120 Amazon ECS = Kubernetes fR#§. R
BRERRYE A6 LELEE—EEHEGE, £EH , servicea.apps.local ERBHEMERA
ZERIENHAEERAserviceA, serviceA EREHRURKEREservicea. apps.locally
BWEE, serviceb.apps.local ERBHRELAEZRBEA HserviceBV2EREKHBHERE
HZ serviceBMERE BiserviceB, MEFMEN , BSREETHH,

- EREASBANKH - EREERSREART SIS AEERENRE, BHSHEERRKS
BRAHERE ., MAARLYERKEHSNGER  YERE I RIEERBNERSS, £LE
B, serviceBERKHBEES —EEIT N REEBserviceBERIEMNEER , URE—
ERDHHRESRserviceBv2EREE., BUURERHIBEERDTENRET L,
WHERFREE, B LUEE HTTP Z5E, URL &= gRPC REMA 2B BERAEBHRE,
B LR EERBER  EOEREEREERER. flUn, EE+ , BEHNERBRTUERE
HEHESERATNR , R serviceb.apps.local BEEEZFEEHWES  AIERER CBNE
fEserviceb.apps.local/Z+#. MEFMEN K F2RERBHIREH

« Proxy - @A NEEVBREHEERE , BREZERER Proxy. RESEE App Mesh #HEE |, I
HES|ERE, EEH , i servicea.apps.local 2| WWFrEBMserviceb.apps.local#B
SREBESERE —EHBENRIE. RESFEAEEA App Mesh 2 i HHEHNRERELZBRILE
Fo ARRIESEE App Mesh #HAE | FILE AT R HIRERBSMAERET. SEEEEE App
Mesh fHEERF , BAFTERTRRELEIEFNHERLE. WEFHMENR , FSBEnvoy o

un4a] FA A

ZEMH App Mesh , BABBHEEHITHR WIRE R AWS Fargate, Amazon ECS, Amazon
EKS. Amazon EC2 £ H#Y Kubernetes 2 Amazon EC2 #&#¢ Docker,

BEMIAGER App Mesh , FFZB TSI EF —EER
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« App Mesh # Kubernetes A9
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ZHY App Mesh
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https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ecs.html
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IRARRERNAHE , WAREE App Mesh Bif, B LUE https : //https:/
console.aws.amazon.com/appmesh/ BIRL App Mesh £ &,

AWS CLI

BEZHN AWS EREHH S , KT Windows, Mac # Linux. ZEEBBFER , 28 (AWS
Command Line Interface fE &) . T App Mesh i S HIEFMER , 528 (AWSCLI &y
T8%E) B appmesh,

AWS Tools for Windows PowerShell

AT PowerShell IREFRBIESHENASRMEZN AWS EmmT. ZEERHGAMER , F28
{AWS Tools for PowerShell & IER) . MFEHES App Mesh B cmdlet WEFHER |, FSH
{ AWS Tools for PowerShell Cmdlet Reference) ## App Mesh,
AWS CloudFormation
FBOBIUEAK | HREERENE AWS ER, A &4& , A& CloudFormation fiEMRE &

F. EERBER , 528 (AWS CloudFormation R &EERE) . ME App Mesh BERERKFE
B , ESE gARSEHH App Mesh ERFEHAWS CloudFormation 2%,

AWS SDKs

M iR SDKs , AIRERZEREARFTFE S 7H App Mesh, SDKs& B EIREE T 5IEH :
« NEHZREHS
. Eﬁgﬁ‘

- REHROE

WER A SDK MEEMERA , 552 B Amazon Web Services A T E,

T App Mesh APIsHIEFHIE A , 2B AWS App Mesh API 2%,

12H App Mesh 4
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App Mesh AF§

/A Important
XEXRIEBA : £ 2026 F£9 A 30 H, AWS #FLE¥ BIXE AWS App Mesh, 2026 £ 9

B 30 B2# , B8\ EZBEE AWS App Mesh £ A5 AWS App Mesh iR, EFHME
A, ESELEERCER EF AWS App Mesh £ Amazon ECS Service Connecto

&AL App Mesh E2ERZE| Amazon ECS, Kubernetes ( Z3ZEZ| BB Amazon EC2 #{TE B
f£ Amazon EKS E#THEARER ) M Amazon EC2 #EEEM. HEERMKBAEA App Mesh , FEIREUE
EE App Mesh FRAZEARKXTBINHFINEP —EBRE, EXHEF—BAFERR , £
FERFRA A HMt RSP RV EE AR , SAEA App Mesh,

£

« AWS App Mesh 1 Amazon ECS AP

« AWS App Mesh # Kubernetes AP

« AWS App Mesh  Amazon EC2 AP9

« App Mesh &4l

AWS App Mesh #1 Amazon ECS AP

/A Important

FIERIEES £ 2026 £9 B 30 B, AWS #SEL B9 AWS App Mesh, 2026 £ 9
B 30 B2# , Bi5EEBEE AWS App Mesh £ A5 AWS App Mesh &R, IEFHME

A, ESEEERIER EF AWS App Mesh £ Amazon ECS Service Connecto

A BT 17 Bh 848 AWS App Mesh E27E Amazon ECS L#I{THERREEEER, SAHERERE
(7 App Mesh ERERWEARINEE,

=p

HEMAMMAER App Mesh , BREREHBEEE TIRMHNERER !

App Mesh # Amazon ECS 5
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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- BEMEBS serviceAH] WRHserviceB,

- EMEREEHIMEIZTES apps.local WA ZE/”,

« ServiceA B serviceB &8 HTTP/2 , E#%1E 80 ETEM.

- REERE serviceB 2 WX , W 7E apps.local B EEABEZEMAEZR serviceBv2,

BELUTEK :

o WABEA 75% WARER serviceA BHIXE| | serviceBIifg 25% WHREEXE| serviceBv2
o EBIBRAE 25% BIXF| serviceBv2 , BAILAER HiX 100% W ARECZHIRECREEREH

ZEserviceA,

s BELRNBRMWTABRAREEE  LUIERERETEZR , 528 100% A serviceBv2, FrE
REEXZ EserviceBv2 , BB EEF serviceB,

- BAREFERRBNEMARAERAEXBHRBRREM , UAFSEINER,

AT RBENER , LORERT App Mesh IR , HP IS ERRK. ERHH. EHRKXHARIHN
BH, BFERZER  SEENENRBEUER Envoy RE, —BEH , BHRESEB Envoy KE
RUEF , MIFEEBEES.

FeRIRH

/A Important

FERIEEBE : 12026 £9 B 30 A, AWS #ELEY #9E AWS App Mesh, 2026 & 9
H 30 Bz # , BAEEBEE AWS App Mesh £ A, AWS App Mesh iR, MEFMAE
, B2 B EEBSIER B AWS App Mesh & Amazon ECS Service Connecto

- ¥f App Mesh BL2MRE T, WEFHENR , FSBTEZE AWS App Mesh ?

« ¥f Amazon ECSs#l IR EEME, MEFMEN , F2E (Amazon Elastic Container Service B
BABERE) PR ER Amazon ECS,

 App Mesh & [@ DNS AWS Cloud Map=i @& sE Y Linux fR#E. BEEFEHALAMER , &
BREAE=EC D DNS MW RERK, FTEINEFBRBEERBEE S serviceA, H
serviceB, serviceBv2i BFfEREE AT LLERBRE B HNan & MR FKapps. Llocal,

EMEREREFEE , BEUURYBREEEEREER  BEEBBERRBE2H , BEEFEHAK. 0E
Amazon ECS L RBERENFHEN , F2REBRBRE. BEEFEARKREZEIL Amazon ECS AR

TORIRE 6
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% E2EHERRE  FARBEEEIRE. MBAEZEHTHINRE B ERARERER
3 Amazon ECS R,

HER 1 B HE &R

BFEEERECZATREZBREBRENBERR., NFEFMAEN , F2ABRBEE. EREBR
MERBENMRIL. MEFEES  F2REHERE.

i

BYTIER :

- ZTA apps WK , RARGIPWAERFEEEME apps.local av&ZEM,

« B¥A serviceb.apps.local HEHRYE A RAERBEERARUEAZBBEEZNWERE , MAS
FTREEAREEASREAMERE, BENTRENEEBA servicea.apps.local HWERRR
%o

ST LA AWS EEEEA 2 1.18.116 AWS CLI RS EHARA |, = 2.0.38 IRREFHRAR TR T
SISER, REH AWSCLI, 5B aws --version@ S RBES LEM AWS CLI FRAR, HRE
RERS 1.18.116 REFMA 2.0.38 HERHIRA , AIBRELZERERH AWS CLl,, BEEFANT
B EMESIER,

AWS EEFEA
1. 7 https : //nttps://console.aws.amazon.com/appmesh/get-started BRI App Mesh £ & #X
HITRE.,
2. ¥ Mesh name (#8182 #8) , B A appso
3. ¥ Virtual service name (B8R &) , @A serviceb.apps.local,
4. EEEE , FHEE Next (T—F),

AWS CLI

1. {#H create-mesh WS EIMBI,

aws appmesh create-mesh --mesh-name apps

2. {#M create-virtual-service S EIMEERS.
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aws appmesh create-virtual-service --mesh-name apps --virtual-service-name
sexviceb.apps.local --spec {}

HER2 BUIEREE

ERORTHABRBRBNEERES. NFFEESR  F2RERDE.

\

i

BUEBA serviceB WEREH , FARP—EAEREEHHRAKEBA serviceB WERER®E. E&F
BB RNEBERIRIE T EIR DNS (E#BEFES serviceb.apps.local) &K, HE , LA UFEH &
REBH R AWS Cloud Map, ERETHASSEERKE 80 LEA HTTP2 BAMEREZERRE, 1
S EHMBAGE , UAREERERE, ZEEHRENTRP A serviceA M serviceBv2 B EHR
B,

AWS EE XA

1. ¥R Virtual node name (E#EE 2B ) , WA serviceB,

2. SHERIBIRERL | iBE DNS , REZ®W A serviceb.apps.local DNS F# &7,
3. HEERENERT A ABEFAHERE http2 , WAEEBEH A 80

4, BEHEE  FBEE Next(T—%).

AWS CLI

1. FRATIARBRIABA create-virtual-node-serviceb.json HER :

{
"meshName": "apps",
"SpeC": {
"listeners": [
{

"portMapping": {
"port": 80,
"protocol": "http2"

}
1,

"serviceDiscovery": {
"dns": {
"hostname": "serviceB.apps.local"

SER2: BUEREE 8
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}
}I

"virtualNodeName": "serviceB"

}

2. {5/ JSON BERMAW A , B create-virtual-node S EEEIEH,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
serviceb.json

SR 3 B ERKHIRMEH

ERXARIRAEBSN—RSEERBRBNRE. NFFMEF K F2RERBHFREH.

BITHEIR :

« Z5B serviceB WEREKMHE , AAB serviceB.apps.local EEREFS B LT EH ARG
HEINEH. Bt , BANEBELNERRERER serviceb.apps.local REHHR., EHR
BegREErZERKEHE. ERFARSEHAEZEL LW HTTP2 BAGEEZERERE, B
BEHMBHAWBE,

« B4 serviceB WA, B 100% WRERHEserviceBERE R, FilserviceBv2EEE
% EHESEAREBESE., HAKRREENIERST , BEUUARBANIEHMENZEYG  WHIEE
HBER , £ Envoy REEEZBARERSRERERESELAZTEREGH,

AWS EEFEA

1. ¥ Virtual router name (E#EESHES A M) , B serviceB,
EEEENERT , ABAGERE nttp2 , WAEZIRIEE 80 .

¥ Route name (BEHE M) , @A serviceB,

¥ Route type BEHEER) |, 1#Z http2,
SYHESRERTHEREMNER , BN serviceBYWA 100k "EE,
EMRFEET | BES .

EERE , FEE Next (T—5),

N o o kw0 N
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ERAEER

AWS CLI

1. BMEREHBES.

a. HATHARBEIBZS create-virtual-router.json HEE :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
]
.
"virtualRouterName": "serviceB"
}

b. {EF JSON EEEMAB A , BE create-virtual-router fa S E M EHRK RS,

aws appmesh create-virtual-router --cli-input-json file://create-virtual-

router.json

2. EMNH,

a. FRATHRBEIABZAS create-route.json HIER :

{
"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"httpRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" :
"weight" : 100
}
]
},

"serviceB",

HER 3 B EHEEK AR A%
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"match" : {
"prefix" : "/"
}
}
},
"virtualRouterName" : '"serviceB"

}
b. {EM JSON A% A , ¥ create-route SR IEEH,

aws appmesh create-route --cli-input-json file://create-route.json

SEBR4 . REAMEL

KRR RTRY I R ERE

X3

AWS EE XA

MBRBEEEEMERFETEE | FiRE Edit ({REB), HHELRERTIAER , FBIRIE Create
mesh (B #1%),

Status (AR%) EHEETAIECEUNBKER, EH View mesh (1R #81%) BN EE1E A PR
BINER,
AWS CLI

BRI A describe-mesh TP B HWPIKERTE.

aws appmesh describe-mesh --mesh-name apps

¥ &S A describe-virtual-service S S B W ERRIEEE,

aws appmesh describe-virtual-service --mesh-name apps --virtual-service-name
serviceb.apps.local

BRI E A describe-virtual-node R S W EBRET R E,

aws appmesh describe-virtual-node --mesh-name apps --virtual-node-name serviceB

BRI &{E A describe-virtual-router Sr S BRI N ERKBERE.,
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AWS FERREXB% ERAEER

i)

aws appmesh describe-virtual-router --mesh-name apps --virtual-router-name serviceB

BRI {F A describe-route fp S B NRHEE,

aws appmesh describe-route --mesh-name apps \
--virtual-router-name serviceB --route-name serviceB

5: EYHMER
BRREH , LHBAE

By—{E&% serviceBv2 WEREH , URS —EEA serviceA WEREH, EW
EERRET R ER S EB HTTP/2 :E %R 80 #ZFIEFE R, #H¥fiserviceAIRRETR |, BRE W&
Wmserviceb.apps.local, RBserviceAEBREENFIEELRENSEELER S WERR
¥serviceb.apps.local, HAKRBEEEAIEFF , BELEAUEESERGRHNEFRAFTEA
HAHERER,

- BYRBA NWBENEERKservicea.apps.local , SFiEREEZEEEEserviceAEBREI %,

EHMEEL—ESBRPEUN serviceB BBH , # 75% WREBIAS serviceB EREE
DK 25% MR EMEIEE serviceBv2 EERE R, FERREMNER K BB ESIEE
BE| serviceBv2 YF| 100% WREA L., SABEREMEIEE #serviceBv2 , BRI LIEFEA
WiElkserviceBERHENERRE. ELETUHER , ZNEXBITETETMALR , B4
serviceb.apps.local ERMERBREEBTEEE, 8k , serviceb.apps.local E&AR
BEgREErZEREHS  EEEREAFSKRERHZEERGE. ERAENRERREE
AR E,

AWS EE XA

EEREBEERD , EH Meshes (#81%).
ENAE L —@SBRPEILK apps B,
ELEREEEEF |, BH Virtual nodes (EE#EEIE).
i#4Z Create virtual node (M EEEIE).

¥R Virtual node name ([EREEFBE & #B) 8 A serviceBv2, ¥/ Service discovery
method (BRFEIRZE 5 %) B2 DNS , REEH DNS hostname (DNS E#E#8) @A

servicebv2.apps.local,

6. SHEERRENAR  ZBEERABEN http2 , RERSOHEERERMA .

o~ @ b=

SB5: BENHMER 12
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AWS IR MB1% EREEE
7. iEIZ Create virtual node (B EEEIZ).

8. HIXiEIZ Create virtual node (B ERETF). WA serviceA HAERTHERE, ¥R
Service discovery method (BRIERZE %) , 1##F DNS , A &% DNS hostname (DNS E#H
) WA servicea.apps.local,

9. EWERK FTWAERRKRKEER , WA serviceb.apps.local,
10. EEZERENALET , BEAGEIEE http2 , 805 EZIBWMA , AR BEEVERESE,
1. EERIEBEEESF |, B#E Virtual routers (E¥EEEHET) , ARREEFRIEN serviceB EEE

E%O
12. 7£ Routes (3¢H) T/ , BEREE L —@AFRPEVYMIRE (A ServiceB) , REEF Edit
(WmEE)o

13. ZBE. ERHRHERT , i WEEESREA serviceB 75,

14. BIEMEER , serviceBv2RE TN FEFERE | LA Weight WEFREA 25,

15. BERFF,

16. EERIBIEFKD , F#E Virtual services (E#RRTE) , ARIERE Create virtual service (EILE
BRI%),

17. servicea.apps.local RERBREERBEBA A ARHEEZIVERDH , serviceARER
HBNEE |, ARBERIEERE.

AWS CLI
1. E3 serviceBv2 EHEH,

a. FATHARBEIES create-virtual-node-servicebv2.json HER :

{
"meshName": "apps",
"spec": {
"listeners": [
{

"portMapping": {
"port": 80,
"protocol": "http2"

}
1,
"serviceDiscovery": {
"dns": {

SR5: BUHMER 13



AWS FERREXB% ERAEER

"hostname": "serviceBv2.apps.local"

iy

"virtualNodeName": "serviceBv2"

b. BMERREIR,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicebv2.json

2. B3 serviceA EEEIEH,

a. HATHREBEILZS create-virtual-node-servicea.json WEER :

{
"meshName" : "apps",
"spec" : {
"backends" : [
{
"virtualService" : {
"virtualServiceName" : "serviceb.apps.local”
}
}
1)
"listeners" : [
{
"portMapping" : {
"port" : 80,
"protocol" : "http2"
}
}
1)
"serviceDiscovery" : {
"dns" : {
"hostname" : "servicea.apps.local"
}
}
by
"virtualNodeName" : "serviceA"
}

SRS BUHMER



AWS FEFR B EAEEE
b. EIMEFREIR,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
sexrvicea.json

3. EHEBEL—ESBIEIN serviceb.apps.local EERK , SEREFEXE
serviceB EHKHE. RUBILEERKR , cT2EERER TS , A serviceB
EREHSEMAREL,

a. HATHARBEILZS update-virtual-service.json HEE :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualRouter" : {
"virtualRouterName" : '"serviceB"
}
}
1,
"virtualServiceName" : "serviceb.apps.local”
}

b. {#H update-virtual-service T B E R

aws appmesh update-virtual-service --cli-input-json file://update-virtual-
service.json

4. FEHHEBREL—EITBPEIH serviceB FEH,

a. FATIHRBRILAA update-route.json HIER :

"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"http2Route" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 75

SR5: BUHMER 15
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ERAEER

"serviceBv2",

},
{
"virtualNode"
"weight" : 25
}
]
},
"match" : {
"prefix" : "/"
}
}
.
"virtualRouterName" : "serviceB"

b. M update-route IS EHHEH.

aws appmesh update-route --cli-input-json file://update-route.json

5. Y serviceA EERK.

a. FATHRBEIEA create-virtual-servicea.json HWER :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualNode" : {
"virtualNodeName" "serviceA"
}
}
by
"virtualServiceName" : "servicea.apps.local”
}

b. BMERRHK.

aws appmesh create-virtual-service --cli-input-json file://create-virtual-

sexvicea.json

MEEE

SRS BUHMER
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BB RIEMBE 28, BE={EEEB servicea.apps.local, serviceb.apps.local
servicebv2.apps.local WEKR®E. BRTERREUN  CEBEIERREBREZTIE
TR BRI

- MEEERE, RESEBEBREKEAN servicea.apps.local EEBRBENFIEREFEELE
serviceb.apps.local EHRT.

« Z¥A serviceA, serviceB Ml serviceBv2 HW={AEHEEIZ, Envoy RIEBSFEH Y EEEE
RENREIREEN , REHESBRIEH IP #bit,

- BEEE-RANERKMAE , HiER Envoy REH 75% NEAREK AT serviceB EREE ,
1 25% R B AT serviceBv2 EETE,

SR 6 B

ERVBRZE , BFETK TIIES :

- RELMEHASE Amazon ECS FHEBEN Envoy RERER , UEN—IZAEEHTIHVERE, WFE
MARERENFHEENR , F2REAERE,

- EFEEEEHN Amazon ECS F#ES , LAEA Envoy RE,

Envoy A25EZ AWS Identity and Access Management EAE R | F 3B EIAZE App Mesh FRIEHY
R, HHAER Amazon EC2 BB ER ZPE M Amazon ECS £7 , BE LR BT HEE A BRER
IAM £, 7£ Linux 88 L&A Fargate 2fEH Amazon ECS EHE = FEURHEITERE IAM RERE
BEH Amazon EC2 F# & RIARES. BEEREEAER , B24EH IAM EHAREZEFFEA Linux
E® Fargate Bes B R BN EMEK,

WMEREMA Amazon EC2 RRENER I BEH , B Amazon EC2 hEE R FARENFEUERIHE , EH
IAM AEHRNEEREBFANR , AER IAM At BEREZER, ZERGHTEEREIENAE
MEERE IAM BUR | 0 Proxy RIERATR,

R FEHMENETEESE AWS CLI

IEALAE A Amazon ECS AWS CLI 8% register-task-definition., A TNMEEEREIHIFREA M
AR ENBRIERE App Mesh.
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AWS FERREXB% ERAEER

® Note
BB XA ERE Amazon ECS 9 App Mesh A,

% ES json
RIBAARE

#E#% Amazon ECS [RBRE AR App Mesh , EIRBHNEBERLAEE TIREBHARER, ¥
RIBHERE type %A APPMESH , #% containerName %4 envoy. HEMERTE TYIBHE,

IgnoredUID

HRERLLERE IDWRERF , Envoy RETERAREELEFNRE., BUUALBMHEE
BERENEMERE D, it ID XAEREKERTD Envoy BERH user ID HE, ERH AR
Envoy ZEEECHRE , MAERANRE, RMNEFRERELARER 1337,

ProxyIngressPort

iIER Envoy RIEBASBNEANEEER, BIHERS 15000,

ProxyEgressPort

&2 Envoy RIERRAVEHERE, ILERA 15001,
AppPorts
EERARAARERNTAEAERE, £EEH6 T , FARXARSEEERE 9080, &
EENERELARSEERDHHEREN LRENERE,
EgressIgnoredIPs
Envoy FEREAREBATEL IP ik, ILERES 169.254.170.2,169.254.169.254

IE 82k Amazon EC2 H#&E XA RET N Amazon ECS P ERRE . TERERIRMEHET
BREAERN IAM B8, S0 U8 Etuibit.

EgressIgnoredPorts

& LART IR BLE SR 0 FRRYEERRIFE. Envoy FTERERARBEEELER R, AEELIATHE
BB | EER 22 R A,
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ERAEER

® Note

A2 EHEREHE ERA 15,

"proxyConfiguration": {
"type": "APPMESH",
"containerName": "envoy",
"properties": [{

"name" :

"value":

iy
{

"name" :

"value":

"name" :

"value":

iy
{

"name" :

"value":

iy
{

"name" :

"value":

"name" :

"value":

"IgnoredUID",

"1337"

"ProxyIngressPort",

"15000"

"ProxyEgressPort",

"15001"

"AppPorts",

Il9@8@ll

"EgressIgnoredIPs",

"169.254.170.2,169.254.169.254"

"EgressIgnoredPorts",

Il22ll

FEREXAES Envoy HBAM

EBEEFHNERAENBTSE/VLEES Envoy RESI BB R TERE, ATHRRZEEERR ,
U ESREERENABERDRE —BdependsOnEER , LLZFF Envoy BES#8RE A HEALTHY,
UTEABEREAEEKENEARXBSREREN ., UTHFPNFEBEARLEN, FLEFMH
BEHLRMUEN , BEER 1444,
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{
"name": "appName",
"image": "appImage",
"portMappings": [{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"

11,

"essential": true,
"dependsOn": [{
"containerName": "envoy",
"condition": "HEALTHY"

1]

}

Envoy BESEE
&8 Amazon ECS B EZ X EEE App Mesh Envoy BEsIR 5,

FIE X ENEESE T LS ###EUX A me-south-1, ap-east-1, ap-southeast-3. eu-
south-1, il-central-1F BUAKEMIEiHaf-south-1,

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

& FIPS &

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod-
fips

me-south-1
772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

ap-east-1

HER 6 . BRI 20
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AWS FERREXB% ERAEER

856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod
ap-southeast-3
e
909464085924 .dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1.34.13.1-prod
eu-south-1
Bt
422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod
il-central-1
Bk
564877687649 .dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod
af-south-1
B
924023996002 .dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod
Public repository
o
public.ecr.aws/appmesh/aws-appmesh-envoy:v1.34.13.1-prod

& FIPS &

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.34.13.1-prod-fips

/A Important
EXE v1.9.0.0 RBEFHRAEE App Mesh £,
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2 BER App Mesh Envoy BEs#E , EZE] Envoy EREKE G238 App Mesh HEE, mMEH

SHHER , 528 GitHub EE R,
UTEHHMFrIEBEHRSNEN, FEBMEHLRMVEN , BEER##4#4#,

(® Note

« Envoy ABEEERMLER A essential,

- BRMEZEM 512 CPU BN ZES 64 MiB WEEIEBE EZE| Envoy A8, 7 Fargate £ , &
AR ENRIKEEEA 1024 MiB,

« Amazon ECS RIEEVERRET 2B B AR E S APPMESH_RESOURCE_ARN B E, LB
MEERRA 1.15.0REHMAN Envoy BR &, MBFMEEN , 5SBEnvoy,

- user RENEXEAEIKERNEHEEDHN IgnoredVID EHERF, EHEHIH , HMEH
1337.

- WEBETRWEEREREEESF Envoy BEFIEMES|E |, AR B @ Amazon ECS % Envoy
AREERERY  WERITIRBEARELRES.

- WBIEFAER , E Envoy EEEMNEM S HSBASE , App Mesh EEAEE
APPMESH_RESOURCE_ARN HiEEMNERER. B EHEABECHNEBEE
APPMESH_RESOURCE_CLUSTER IRIRER , UBBEIITR. LWEMEEMAK 1.15.05FE
FARAE Envoy B, MEFMER , FSEEnvoy.

THRERBER Envoy B EZ A,

{

"name": "envoy",

"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-
prod",

"essential": true,
"environment": [{
"name": "APPMESH_RESOURCE_ARN",
"value": "arn:aws:appmesh:us-west-2:111122223333:mesh/apps/virtualNode/serviceB"
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"

15
"startPeriod": 10,

HER 6 . BRI
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"interval": 5,
"timeout": 2,
"retries": 3
.
"user": "1337"

}

ERE& S

T 5I& 6] Amazon ECS EE&R RE MM LRE IS R WEKERtaskB, RMEFEHA RFEH
AIEME Amazon ECS BBV ERE T KAV EH| AWS X-Ray, REBEF ##4H , URRPIFELR
# taskBv2 Ml taskA WEKER. AENRERS BN ERE EE B E APPMESH_RESOURCE_ARN
B, UENERERERNEERFERBREHERE AppPorts B, RIEFER , & Envoy EIEEMNE
WA HESRBAGE , App Mesh €7 APPMESH_RESOURCE_ARN HIEENERBTE. B LI
MR BB MEERE APPMESH_RESOURCE_CLUSTER IRIES®  LIEBITA. TH&EHITHAE
BHABRELEN, FEBEHEHLWEXLEN , BEER 44,

MREMBEAERZHITRHIT Amazon ECS 15 , AIFERRANER IAM SEHBEEH,

/A Important
Fargate 4B KR 1024 HIEREE,

Example Amazon ECS F#&E &K JSON - Linux A28 LK Fargate

{
"family" : "taskB",
"memory" : "1024",
"cpu" : "@.5 vCPU",
"proxyConfiguration" : {
"containerName" : "envoy",
"properties" : [
{
"name" : "ProxyIngressPort",
"value" : "15000"
1,
{
"name" : "AppPorts",
"value" : "9080"
1,

HER 6 . BRI 23


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html

AWS fe A2

ERAEER

{

"name" : "EgressIgnoredIPs",
"value" : "169.254.170.2,169.254.169.254"

"name": "EgressIgnoredPorts",
"value": "22"

"name" : "IgnoredUID",
"value" : "1337"

"name" : "ProxyEgressPort",
"value" : "15001"

1,
"type" : "APPMESH"

},
"containerDefinitions" : [
{
"name" : "appName",
"image" : "appImage",
"portMappings" : [
{
"containerPort" : 9080,
"protocol" : "tcp"

1,
"essential" : true,
"dependsOn" : [
{
"containerName" : "envoy",
"condition" : "HEALTHY"

"name" : "envoy",

"image" : "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1l.34.13.1-prod",

"essential" : true,

"environment" : [

{

HER 6 . BRI

24



AWS FERREXB% ERAEER

"name" : "APPMESH_VIRTUAL_NODE_NAME",
"value" : "mesh/apps/virtualNode/serviceB"
}
1,
"healthCheck" : {
"command" : [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"interval" : 5,
"retries" : 3,
"startPeriod" : 10,
"timeout" : 2
.
"memory" : 500,
"user" : "1337"
}
1,
"requiresCompatibilities" : [ "FARGATE" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskExecutionRole",
"networkMode" : "awsvpc"

Example JSON for Amazon ECS £ EZ AWS X-Ray - Linux &85 L # Fargate

X-Ray AIBAWERAENREHNBREBER  YRHETARGELCRENIE, FAEAR
Envoy #) X-Ray BEEIF2 3 A[#E Envoy [a X-Ray SEEHER. LA LR Envoy HHAERA X-Ray 1&
i, RIRMEEE , Envoy EMEMEREXZHAMBARHAITHN X-Ray BBEX , MiEBEXNEKE
HEXE X-Ray IR#%. ASEBHEME X-Ray & , BAILUFEH X-Ray T A RIBENRFEFUERIFE
RIEMFEMER. T% JSON REFRA X-Ray BEMWEKER.

{

"family" : "taskB",

"memory" : "1024",

"cpu" : "512",

"proxyConfiguration" : {
"containerName" : "envoy",
"properties" : [

{
"name" : "ProxyIngressPort",
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AWS FERREXBE ERAEER

"value" : "15000"

"name" : "AppPorts",
"value" : "9080"

"name" : "EgressIgnoredIPs",
"value" : "169.254.170.2,169.254.169.254"

"name": "EgressIgnoredPorts",
"value": "22"

"name" : "IgnoredUID",
"value" : "1337"

"name" : "ProxyEgressPort",
"value" : "15001"

1,
"type" : "APPMESH"

},
"containerDefinitions" : [
{
"name" : "appName",
"image" : "appImage",
"portMappings" : [
{
"containerPort" : 9080,
"protocol" : "tcp"

1,
"essential" : true,
"dependsOn" : [
{
"containerName" : "envoy",
"condition" : "HEALTHY"
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"name" : "envoy",
"image" : "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1l.34.13.1-prod",
"essential" : true,
"environment" : [
{
"name" : "APPMESH_VIRTUAL_NODE_NAME",
"value" : "mesh/apps/virtualNode/serviceB"

"name": "ENABLE_ENVOY_XRAY_TRACING",
Ilvaluell: II1II

1,
"healthCheck" : {
"command" : [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"interval" : 5,
"retries" : 3,
"startPeriod" : 10,
"timeout" : 2
},
"memory" : 500,
"user" : "1337"

"name" : "xray-daemon",

"image" : "amazon/aws-xray-daemon",

"user" : "1337",

"essential" : true,

"cpu" : "32",

"memoryReservation" : "256",

"portMappings" : [

{

"containerPort" : 2000,
"protocol" : "udp"

1,
"requiresCompatibilities" : [ "FARGATE" ],
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"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:r0le/ecsTaskExecutionRole",
"networkMode" : "awsvpc"
}

Example Amazon ECS E#EZH# JSON - EC2 BB HE

"family": "taskB",

"memory": "256",

"proxyConfiguration": {
"type": "APPMESH",

"containerName": "envoy",
"properties": [
{
"name": "IgnoredUID",
"value": "1337"
},
{
"name": "ProxyIngressPort",
"value": "15000"
},
{
"name": "ProxyEgressPort",
"value": "15001"
},
{
"name": "AppPorts",
"value": "9080"
},
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169
},
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
},
"containerDefinitions": [
{
"name": "appName",

.254"
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"image": "appImage",
"portMappings": [
{

"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
}
1,
"essential": true,
"dependsOn": [

{
"containerName": "envoy",
"condition": "HEALTHY"
}
]
I
{
"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1l.34.13.1-prod",
"essential": true,
"environment": [
{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/apps/virtualNode/serviceB"
}
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

},
"user": "1337"
}
1,
"requiresCompatibilities" : [ "EC2" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskExecutionRole",
"networkMode": "awsvpc"
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}

Example JSON for Amazon ECS £#E & & AWS X-Ray EC2 BhE1EH

"family": "taskB",

"memory": "256",

"CpLI" : Ill@24ll’

"proxyConfiguration": {
"type": "APPMESH",

"containerName": "envoy",
"properties": [
{
"name": "IgnoredUID",
"value": "1337"
},
{
"name": "ProxyIngressPort",
"value": "15000"
},
{
"name": "ProxyEgressPort",
"value": "15001"
},
{
"name": "AppPorts",
"value": "9080"
},
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
},
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
},
"containerDefinitions": [
{
"name": "appName",
"image": "appImage",

"portMappings": [
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ERAEER

{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
}
1,

"essential": true,
"dependsOn": [

{
"containerName": "envoy",
"condition": "HEALTHY"
}
]
I
{
"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1l.34.13.1-prod",
"essential": true,
"environment": [

{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/apps/virtualNode/serviceB"
.
{
"name": "ENABLE_ENVOY_XRAY_TRACING",
"value": "1"
}
1,

"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

},
"user": "1337"
},
"name": "xray-daemon",
"image": "amazon/aws-xray-daemon",

| grep

-q LIVE"
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"usexr": "1337",
"essential": true,
"cpu": 32,
"memoryReservation": 256,
"portMappings": [
{
"containerPort": 2000,
"protocol": "udp"
}
]
}
1,
"requiresCompatibilities" : [ "EC2" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskExecutionRole",
"networkMode": "awsvpc"

HEPE F 8
£ App Mesh # Canary &

Canary S EMRA TG EERSIWEARNEFBENRAZERRE, CHEERTTBMR
b:N: E«E;‘U(%Eo MEFIRABEEMERE , Canary BEATLUEBHREVIREERA., Canary FE =
BEBESEHEERAENRACEBRRE,

MEMMAEA App Mesh B Amazon ECS B1E Canary ZPEBMFEMEN , F2B £ App Mesh &
Amazon ECS 23 EF Canary HENE B

(@ Note
WM App Mesh WE ZEHIMEL R | 2B App Mesh g6l 17E,



https://aws.amazon.com/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://aws.amazon.com/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://github.com/aws/aws-app-mesh-examples

AWS FERREXBE ERAEER

AWS App Mesh #l Kubernetes A P9

/A Important

TEKRIEEA ;£ 2026 F£9 A 30 B, AWS #=1E¥ B9 AWS App Mesh, 2026 £ 9
B 30 Bz# , B8\ EBEE AWS App Mesh £ A5 AWS App Mesh &R, GIEFME
A, BB EERIER B AWS App Mesh & Amazon ECS Service Connect.

B EAE AR Kubernetes B9 App Mesh 124188 AWS App Mesh £2 Kubernetes B &8 |, AL EHE
App Mesh EJR , B, EEHRE. EREE, ERKAZ , UURIEB Kubernetes i H, &b
AT LA B B& App Mesh i B A SSM G118 = Kubernetes Pod 1%, A ERESZES5|ELRLEEFH
A Kubernetes B9 App Mesh #2428 , IEAAILE S,

2 HIZSFEM T % Kubernetes BT EREZAZE : meshes, virtual services, virtual
nodes M virtual routers., EFIFSERBITERNEM. EFMBER , LiFEIB App Mesh API
BEHEN App Mesh the section called “#81&”, the section called “E #tfR# the section called “FE
#EEIE”, the section called “fE #E B8 the section called “BEMH”, the section called “FE ¥ B
&5 ( ‘2¥F the section called “BBH") BiR. FEE—FT THIARFFZREER , F28 GitHub &E

o

|t

EHIEth &L % webhook , B THARIBEAZEBRALEISEER B Kubernetes Pod H,

« App Mesh Envoy X2 - Envoy £ App Mesh #HIFHA ERNALERY B EREAENREEE
E I

« App Mesh REEEEEHEIEER — EH Pod BB ZB T M iptablesH Al , SUEB Envoy BEHEA
MELERE. HLEBRETE Pod AEL Kubernetes 1A {L BB H1To

FORIRH

- ¥f App Mesh BLSHRE TR, WEFHENR , FSBTEZE AWS App Mesh ?
« Kubernetes BI =MV EEB MR, MEFMEN , 528 Kubernetes X4 B 11 EE R Kubernetes,

- I8 Kubernetes B, MIRERIERENEE , 528 (Amazon EKS EAEIER) FH Amazon
EKS AFi., @REIE Amazon EC2 L#1T B 2 Kubernetes # 5 , 55#{R Docker 2@ Envoy Bt
BFTER Amazon ECR REEETH I BE. WHEFMENR , 528 (Amazon Elastic Container
Registry fEAA& 1) T M Envoy MG, BHES S ME , UKk (Kubernetes X)) RHRALEE
B RRE &,
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://kubernetes.io/docs/concepts/overview/what-is-kubernetes/
https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/Registries.html#registry_auth
https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/
https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/
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 App Mesh X #[a] DNS AWS Cloud Map=i @i & & f#Y Linux IR, EEFEALAFER 2
FBEHE=EC M DNS MmN RERLE. XETBBFNEFBRRERKERESH serviceA, #
serviceB , serviceBv2¥ BFiBREHMAILEIBE A WinH ZRBRKapps.local,

EEREARFE , BHOAUBRYREERREER , EENBERRKE 25 , BEEEAEE.
« AWS CLI BEZ % 1.18.116 IR EHIRA , =K 2.0.38 RBEFIRA, EERZEHFHAHK AWS CLI ,
SB =% AWS CLI,
B EBEEMN Kubernetes #EBAMN kubectl AF i, MREFEHAK R Amazon Elastic
Kubernetes Service , BRI AfEA T kubect1MEEKkubeconfigERMIE TR,

- BZ% Helm 3.0 IRELEF A, MBEBEAKRZE Helm |, 5828 (Amazon EKS FHEEE) Y
FEHL A Helm B2 Amazon EKS,

« Amazon EKS B R[{E%# IPv4_ONLYF IPv6_ONLY IP RiF:8E , A& Amazon EKS BHIEXE
BEEMERMIPVAAERERMEIPVEREN Pod,

3

Eﬁ?fﬁﬁx‘“ﬁ’@ﬂﬁ%%ﬁ% serviceA, serviceB M serviceBv2 , MAFMERBE T BB B
% apps.local WA Z=EIRE,

TR REESTH
BESTHLZEINSETEZEEE App Mesh BBEEH 2 Pod NEEH—
TEBESTH

1. WEFNESGIRERCREFALRITRAZFRNES. IRECLERTIRE , RTRERL
RRHAE  BUUTRAMTESHRRERESE L REETRBITHMRA.

curl -o pre_upgrade_check.sh https://raw.githubusercontent.com/aws/eks-charts/
master/stable/appmesh-controller/upgrade/pre_upgrade_check.sh
sh ./pre_upgrade_check.sh

MRS ERE Your cluster is ready for upgrade. Please proceed to the
installation instructions , BRI EBET TELR. NREBRETRENALR , BIEXEE
SERFHRS R , TREEEET. MFEARBTARETNFMAENR , 528 E GitHub L/ Upgrade
(FHAR).

2. # eks-charts @ FE#HIEE Helm,

helm repo add eks https://aws.github.io/eks-charts
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/eks/latest/userguide/install-kubectl.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
https://docs.aws.amazon.com/eks/latest/userguide/helm.html
https://docs.aws.amazon.com/eks/latest/userguide/helm.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#upgrade
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#upgrade
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3.

Z 8 App Mesh Kubernetes BET&JREZ (CRD),

kubectl apply -k "https://github.com/aws/eks-charts/stable/appmesh-controller/crds?
ref=master"

B3 4I28 2 1 Kubernetes & 22 M,

kubectl create ns appmesh-system

RETSEY , METHESBPER. UREEFENBERNR cluster-name M Region-

code,

export CLUSTER_NAME=cluster-name
export AWS_REGION=Region-code

(Rf) MREBEE Fargate EITIRHIET |, BIABEEI Fargate 5RERE. WREE Reksctl®
, w2 E (Amazon EKS EAEERM) PN LES A feksctl, MREREFRHERAENL
ERE , 55820 (Amazon EKS EAEIER) HMEI Fargate SR ERE,

~—"

3

Mo M

eksctl create fargateprofile --cluster $CLUSTER_NAME --name appmesh-system --
namespace appmesh-system

RHEBHNEEE L OpenlD Connect (OIDC) &AMt E, MREHKeksctlLdE | BRI
A Amazon EKS A EEEPNRRAARTNIE~HEITZReksctl, MRELBEFAEES
BIURME 28 (Amazon EKS A EIER) PMAZEE LWREIIRFRA IAM A,

eksctl utils associate-iam-oidc-provider \
--region=$AWS_REGION \
--cluster $CLUSTER_NAME \
--approve

B IAM B | # AWSAppMeshFullAccessFl AWSCloudMapFullAccess AWS S EBEREEE
ZAE  WEHBEZ Kubernetes appmesh-controller BRIEIRE ., ZA G ZRFIZTHIE,
BBRAEE App Mesh ER,

(® Note
NOTEEVEEHBHELZBN AWS IAM A6, SELIEEMEIN IAM ABEHE,
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https://docs.aws.amazon.com/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.aws.amazon.com/eks/latest/userguide/fargate-profile.html#create-fargate-profile
https://docs.aws.amazon.com/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://console.aws.amazon.com/iam/home?#policies/arn:aws:iam::aws:policy/AWSAppMeshFullAccess$jsonEditor
https://console.aws.amazon.com/iam/home?#policies/arn:aws:iam::aws:policy/AWSCloudMapFullAccess$jsonEditor

AWS FERREXB% ERAEER

eksctl create iamserviceaccount \

--cluster $CLUSTER_NAME \

--namespace appmesh-system \

--name appmesh-controller \

--attach-policy-arn arn:aws:iam::aws:policy/
AWSCloudMapFullAccess,arn:aws:iam: :aws:policy/AWSAppMeshFullAccess \

--override-existing-serviceaccounts \

--approve

MREBEFH AWS EEEXEAE 5 BIURKIRFE AWS CLI, 552K (Amazon EKS A&
M) PNAEHRERFEL IAM ACREBEK, MREEHR AWS EEEEA = AWS CLI RE
MIRF , BEEESACHEZ Kuberetes IRIEIRF . MFFHER , 5528 (Amazon EKS f&
AEER) PHALHEREIERFEE IAM A6,

9. #BE App Mesh 124158, MBEFFAMALEEREE | 5ES0 GitHub ERYAEAE

1. EEIBIEEEN App Mesh 2#I85 |, BAA S App Mesh FARFEIEZER Amazon VPC i B
BAZEENALE FBE, BHEERTE accountId,

--set accountId=$AWS_ACCOUNT_ID

EEENEEETRA X-Ray B , FERA X-Ray #l Amazon ECR Amazon VPC i3, 18
#public.ecr.aws/xray/aws-xray-daemon:latest7E8E% , BHIZS A , HILEFEKL
MRGIRENERKE , WAEH X ZEHEA ECR #1FE.

® Note
Amazon VPC w2 B Bl % Amazon ECR A E#1ZE,

THIEBIFRER X-Ray WHREIB2HIEE

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \
--set region=$AWS_REGION \
--set serviceAccount.create=false \
--set serviceAccount.name=appmesh-controller \
--set accountId=$AWS_ACCOUNT_ID \
--set log.level=debug \
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https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html#create-service-account-iam-role
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration
https://docs.aws.amazon.com/AmazonECR/latest/userguide/docker-push-ecr-image.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
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--set tracing.enabled=true \

--set tracing.provider=x-ray \

--set xray.image.repository=your-account-id.dkr.ecr.your-
region.amazonaws.com/your-repository \

--set xray.image.tag=your-xray-daemon-image-tag

BECNERSHIMERGEEAENER , REKIIEA X-Ray HHEN,

WMEFHMER , F26 (Amazon EKS A EER) PHAEERE,
2. BREHME A App Mesh #2125, MFEMBHARBRENEE , F2H GitHub LA .

N

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \
--set region=$AWS_REGION \
--set serviceAccount.create=false \
--set serviceAccount.name=appmesh-controller

® Note
WMRIEH Amazon EKS BE X FIR IPv6 , FE1EEPE App Mesh 12 HIE5 A4S T 58 1H 718
ZEBNGS  UREEELZBE--set clusterName=$CLUSTER_NAME,

/A Important

MBBHEENMN me-south-1, ap-east-1, il-central-1, . ap-
southeast-3 eu-south-18% af-south-1EiH , AIEEK THBEHIEE NS

AL .
™ .
# account-id Ml region-code BB —HEENE.

- HRHEBR

--set image.repository=account-id.dkr.ecr.Region-code.amazonaws.com/
amazon/appmesh-controller

» 772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-
envoy:v1.34.13.1-prod

SR REBETMN 37


https://docs.aws.amazon.com/eks/latest/userguide/private-clusters.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration

AWS FERREXB% ERAEER

+ 856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.34.13.1-
prod

* 909464085924.dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-
envoy:v1.34.13.1-prod

+ 422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-
envoy:v1.34.13.1-prod

+ 564877687649.dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-
envoy:v1.34.13.1-prod

» 924023996002.dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1.34.13.1-
prod

« BALATE GitHub W E HF R IRFIBREN B URIs. A RGATEN AWS IRF B
£¥v1.5.0, BERMGETE T AWS Amazon Elastic Kubernetes Service Amazon &
ERMRGEFEPRRINIRE L,

- BREHIZRMRG

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code .amazonaws.com/aws-appmesh-envoy

» 772975370895.dkr.ecr.me-south-1.amazonaws.com/amazon/appmesh-
controller:v1.13.1

+ 856666278305.dkr.ecr.ap-east-1.amazonaws.com/amazon/appmesh-
controller:v1.13.1

* 909464085924.dkr.ecr.ap-southeast-3.amazonaws.com/amazon/appmesh-
controller:v1.13.1

» 422531588944 .dkr.ecr.eu-south-1.amazonaws.com/amazon/appmesh-
controller:v1.13.1

» 564877687649.dkr.ecr.il-central-1.amazonaws.com/amazon/appmesh-
controller:v1.13.1

+ 924023996002.dkr.ecr.af-south-1.amazonaws.com/amazon/appmesh-
controller:v1.13.1

- HRBABLIRE :

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code .amazonaws.com/aws-appmesh-envoy
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https://github.com/aws/aws-app-mesh-controller-for-k8s/releases
https://docs.aws.amazon.com/eks/latest/userguide/add-ons-images.html
https://docs.aws.amazon.com/eks/latest/userguide/add-ons-images.html
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» 772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

+ 856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

+ 909464085924.dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

» 422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

+ 564877687649.dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

» 924023996002.dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

/A Important
EXE v1.9.0.0 IRFEFIRAFEE App Mesh £,

10. FERRIEHIBSIRA A v1.4.0 HEFIRAK, BB GitHub E&EE change log (BF HE).

kubectl get deployment appmesh-controller \
-n appmesh-system \

-0 json | jq -r ".spec.template.spec.containers[].image" | cut -f2 -d ':’

® Note
MRBLBRSMTFEBN A, CEXRED—TXF  EFEETHXT , METHUHR
DB RR .

Neither -kubeconfig nor -master was specified. Using the inClusterConfig.
This might not work.
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https://github.com/aws/aws-app-mesh-controller-for-k8s/releases

AWS FERENMA% EREER
SR 2 . TE App Mesh EJR

BB 7E Kubernetes R B AR , BRI LR Kubernetes BETER , BEFIBF AT I L HE
B App Mesh iR, T5IFEF i BhEERE App Mesh BR KR HE0 AL, &R LAE GitHub L App
Mesh ZL MR AT HAFFZMEEER KN vibeta2 FERRH |, HREFBH M App Mesh ERINEER
FHIERAEE., https:/github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs

/A Important
EFIBRE I App Mesh ER%E , ERERIAFEHEFIREELMER App Mesh EiR, MRE
£/ App Mesh BEERXMRER , BHEIRERITSET/PHREESENE S E N MER
) App Mesh &R, ZRAILUGIFEREREABRE. NEFMEN , F2[H GitHub £/
Configuration (425€).

Z8E App Mesh &R
1. 33 Kubernetes @& ZZ B LAEE App Mesh ER,

a. BTIREREFINERLES namespace.yaml HIERH,

apiVersion: vl
kind: Namespace
metadata:
name: my-apps
labels:
mesh: my-mesh
appmesh.k8s.aws/sidecarInjectorWebhook: enabled

A

<
M

b. E FEﬂ o

kubectl apply -f namespace.yaml
2. B3 App Mesh RIEHBE,

a. BTIARREFINEMLER mesh.yaml WERP, BRANREUEA WEBERny -
mesh, BRI RETE 2 ANE R < BREEKERNEER R,

apiVersion: appmesh.k8s.aws/vlbeta2
kind: Mesh
metadata:
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https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs
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name: my-mesh
spec:
namespaceSelector:
matchLabels:
mesh: my-mesh

b. EIEHE,.

kubectl apply -f mesh.yaml

c. MRS EI Kubernetes BB E R FEME E

kubectl describe mesh my-mesh

Output
Name: my-mesh
Namespace:
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"Mesh", "metadata":{"annotations":{}, "name":"my-mesh"}, "spec":

{"namespaceSelector":{"matchLa...

API Version: appmesh.k8s.aws/vlbeta2

Kind: Mesh

Metadata:
Creation Timestamp: 2020-06-17T14:51:37Z
Finalizers:

finalizers.appmesh.k8s.aws/mesh-members
finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 1
Resource Version: 6295
Self Link: /apis/appmesh.k8s.aws/vlbeta2/meshes/my-mesh
UID: 111al11bl-clld-1elf-ghl1i-j11k11111m711
Spec:

Aws Name: my-mesh

Namespace Selector:
Match Labels:

Mesh: my-mesh

Status:
Conditions:
Last Transition Time: 2020-06-17T14:51:37Z
Status: True
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Type: MeshActive
Mesh ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh
Observed Generation: 1
Events: <none>

d. WRWHIZBFETLZ App Mesh IRIEMIEHFFMER.

aws appmesh describe-mesh --mesh-name my-mesh

Output
{
"mesh": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh",
"createdAt": "2020-06-17T09:51:37.920000-05:00",
"lastUpdatedAt": "2020-06-17T09:51:37.920000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111al11bl-clld-lelf-ghli-j11k11111m711",
"version": 1
.
"spec": {3,
"status": {
"status": "ACTIVE"
}
}
}

3. E3 App Mesh E#Ei S, EREITHE T E Kubernetes BRI BEISE,

a. BTIARREFEIERK LRSS virtual-node.yaml WER+, BRARE my-apps A
ZElmy-service-aHFEIEE B App Mesh EREIE, ZEBHHARERENTEHE

I H9 Kubernetes fR#&. hostname WER I ERS MR RZERREHTE DNS F#H
A

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualNode
metadata:

name: my-service-a

namespace: my-apps

SEB 2 . E88 App Mesh &R 42



AWS FERREXB% ERAEER

spec:

podSelector:
matchLabels:
app: my-app-1

listeners:

- portMapping:
port: 80
protocol: http

serviceDiscovery:
dns:
hostname: my-service-a.my-apps.svc.cluster.local

EESBEEAYEBRFEWIIEE , flmHEmNZNEERERE, NEFEER , B2
Bthe section called “E#EEH, EEEFRAUA L RREHNERS R ENMAE AR
E, T es.

aws appmesh create-virtual-node --generate-cli-skeleton yaml-input

b. EREBEFEIR

kubectl apply -f virtual-node.yaml

c. MIEFTEI 2z Kubernetes [E#REIHERVEFMAESR,

kubectl describe virtualnode my-service-a -n my-apps

Output
Name: my-service-a
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"VirtualNode", "metadata":{"annotations":{}, "name":"my-service-

a","namespace":"my-apps"},"s...

API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualNode

Metadata:
Creation Timestamp: 2020-06-17T14:57:29Z
Finalizers:

finalizers.appmesh.k8s.aws/aws-appmesh-resources
Generation: 2
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Resource Version:
Self Link:

22545
/apis/appmesh.k8s.aws/vlbeta2/namespaces/my-apps/
virtualnodes/my-service-a

UID: 111allbl-cll1d-1elf-ghli-j11k11111m711
Spec:
Aws Name: my-service-a_my-apps
Listeners:
Port Mapping:
Port: 80
Protocol: http
Mesh Ref:
Name: my-mesh
UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711

Pod Selector:
Match Labels:
App:
Service Discovery:
Dns:
Hostname:
Status:
Conditions:
Last Transition Time:
Status:
Type:
Observed Generation:
Virtual Node ARN:

nginx

my-service-a.my-apps.svc.cluster.local

2020-06-17T14:57:29Z

True

VirtualNodeActive

2
arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualNode/my-service-a_my-apps

Events:

<none>

d. IFIRFIZSIE App Mesh B 2 ER S BNFEMAEA.

(@ Note

B f£7E Kubernetes PN EEREI B HRE my-service-a , 187 App Mesh H 2
MHEBRHEEEA my-service-a_my-apps. EHEIBREEEIL App Mesh &R
B, #§ Kubernetes S B ZERZ BHIIIZE App Mesh EREFHEE, w3 THEHES
118 , AT Kubernetes # , BRI ETRNGEZHMPEYEGHEE BN ER
Ei% , {B7E App Mesh # |, ERETHBBERSPI L AR —I,
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aws appmesh describe-virtual-node --mesh-name my-mesh --virtual-node-name my-
service-a_my-apps

Output

"virtualNode": {

"meshName": "my-mesh",

"metadata": {
" "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualNode/my-service-a_my-apps",

"createdAt": "2020-06-17T09:57:29.840000-05:00",
"lastUpdatedAt": "2020-06-17T09:57:29.840000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

arn :

3,
"spec": {
"backends": [],
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "my-service-a.my-apps.svc.cluster.local"
}
}
3,
"status": {
"status": "ACTIVE"
b
"virtualNodeName": "my-service-a_my-apps"

SEB 2 . E88 App Mesh &R 45



AWS AR MBI EREEE
4. E App Mesh MR, ERBEHRTEEBEAN—ASEERBHNRE,

a. BTIAEREINEM ERSB virtual-router.yaml WERH, BRUTHAREYERKE
B BRERHIEL—EALSBPFEIBEBEA ny-service-a WEERE R, BHBESEY
App Mesh EEHEE B HER, B ARHBIEEE S , WEABR http AAREHR
WHE. MEEFMER , 52 Bthe section called “E ¥ H 25" K the section called “BEH”, &
AR SENEREGH BB Kubernetes ERETHAR , MARIEHIZFE App Mesh T
# App Mesh E#EEIEE B,

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualRouter
metadata:
namespace: my-apps
name: my-service-a-virtual-router
spec:
listeners:
- portMapping:
port: 80
protocol: http
routes:
- name: my-service-a-route
httpRoute:
match:
prefix: /
action:
weightedTargets:
- virtualNodeRef:
name: my-service-a
weight: 1

(1BR) REERLTUMUELRRKRPRENERKAF[NAEIRARE , FRT TSl

AL
T o

aws appmesh create-virtual-router --generate-cli-skeleton yaml-input

EEEECTNE LERRFRENBENTETARE , BUT TR,

aws appmesh create-route --generate-cli-skeleton yaml-input

b. EBFEFELAR,
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kubectl apply -f virtual-router.yaml

c. MIRSEIM Kubernetes W EERKHZE R,

kubectl describe virtualrouter my-service-a-virtual-router -n my-apps

Name: my-service-a-virtual-router
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:

{"apiVersion":"appmesh.k8s.aws/
vlbeta2","kind":"VirtualRouter", "metadata":{"annotations":{}, "name": "my-
service-a-virtual-router", "namespac...

API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualRouter
Spec:
Aws Name: my-service-a-virtual-router_my-apps
Listeners:
Port Mapping:
Port: 80
Protocol: http
Mesh Ref:

Name: my-mesh
UID: 111a11bl-clld-1elf-gh1i-j11k11111m711
Routes:
Http Route:
Action:
Weighted Targets:
Virtual Node Ref:
Name: my-service-a

Weight: 1
Match:
Prefix: /
Name: my-service-a-route
Status:

Conditions:
Last Transition Time: 2020-06-17T15:14:01Z
Status: True
Type: VirtualRouterActive
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Observed Generation: 1
Route AR Ns:
My - Service - A - Route: arn:aws:appmesh:us-west-2:111122223333:mesh/my-
mesh/virtualRouter/my-service-a-virtual-router_my-apps/route/my-service-a-route

Virtual Router ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-
mesh/virtualRouter/my-service-a-virtual-router_my-apps
Events: <none>

d. RIRIEHIESTE App Mesh RE VW ERKHBEER. Bmy-service-a-virtual-
router_my-apps4 ¥EE name , KA EEHIZRE App Mesh RV ERIEHRE , 21§
Kubernetes ir & 2 A & B M N E E BRI BB,

aws appmesh describe-virtual-router --virtual-router-name my-service-a-virtual-
router_my-apps --mesh-name my-mesh

Output

"virtualRouter": {

"meshName": "my-mesh",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualRouter/my-service-a-virtual-router_my-apps",

"createdAt": "2020-06-17T10:14:01.547000-05:00",
"lastUpdatedAt": "2020-06-17T10:14:01.547000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

1,
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
]
1,
"status": {

"status": "ACTIVE"
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"virtualRouterName": "my-service-a-virtual-router_my-apps"

e. MIRIZEHIZZIE App Mesh FEIHEHER. HAKAHRE Kubernetes FE#E K FHESAHRER —
4o, FrBAER7E Kubernetes RV EHE R, HHAEALERAE Kubernetes ERFF1EH
FHER c P, BFIZIE App Mesh HE M BEH R , I KR4§ Kubernetes i & ZZE A BH M=
App Mesh BXHHER , RARBEBH EREHEIIEIM -1,

aws appmesh describe-route \
--route-name my-service-a-route \

--virtual-router-name my-service-a-virtual-router_my-apps \
--mesh-name my-mesh

Output
{
"route": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualRouter/my-service-a-virtual-router_my-apps/route/my-service-a-route",
"createdAt": "2020-06-17T10:14:01.577000-05:00",
"lastUpdatedAt": "2020-06-17T10:14:01.577000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

I,
"routeName": "my-service-a-route",
"spec": {

"httpRoute": {
"action": {
"weightedTargets": [
{
"virtualNode": "my-service-a_my-apps"
"weight": 1

iy
"match": {

SEB 2 . E88 App Mesh &R 49



AWS FERREXB% ERAEER

"prefix": "/"
}

}
I
"status": {

"status": "ACTIVE"
},
"virtualRouterName": "my-service-a-virtual-router_my-apps"

}

5. 33 App Mesh E#RE. ERBBERERBBENMRVL  HEREMEZRER  NEBERR
HEREEREHE, MRRESKRESBYUENERRL. #2R5%8E App Mesh ﬁﬁﬁ , BERME
BREEBRBEDERAERBRBARRCERRBNTREZEE, BBERS & LR ERR
B, ETTERERARABRABRZETANEE. FREBHELIEEAERBRB < RHME
B EE R B R SR SRR R R o

a. BTIABREREKLES virtual-service.yaml WERF, ERAREILEER
¥ ZEBEEAERKHBEEESERERBIEL—BESBPEINES my-service-a
HEEESR, spec K awsName BERIERREFIHRZER Kubernetes RIEHI ST
¥ #B1EE T (FQDN), 7£ the section called “F B 3 : B EH IR I Kubernetes
R, WEFFMER , 582 Bthe section called “E# R,

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualService
metadata:

name: my-service-a

namespace: my-apps
spec:

awsName: my-service-a.my-apps.svc.cluster.local

provider:

virtualRouter:
virtualRouterRef:
name: my-service-a-virtual-router

FEEELTUR LRBBRINERBBRENMERNARE , FHT TG

aws appmesh create-virtual-service --generate-cli-skeleton yaml-input

b. EBMEHRRK.
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kubectl apply -f virtual-service.yaml

c. MIRFTEI 2 Kubernetes EERIEEFRHEMER

kubectl describe virtualsexrvice my-service-a -n my-apps

Output
Name: my-service-a
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:

{"apiVersion":"appmesh.k8s.aws/
vlbeta2","kind":"VirtualService", "metadata":{"annotations":{}, "name":"my-

service-a", "namespace":"my-apps"}...
API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualService

Metadata:
Creation Timestamp: 2020-06-17T15:48:40Z
Finalizers:

finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 1

Resource Version: 13598

Self Link: /apis/appmesh.k8s.aws/vlbeta2/namespaces/my-apps/
virtualservices/my-service-a

UID: 111al11bl-clid-1lelf-ghl1i-j11k11111m711
Spec:

Aws Name: my-service-a.my-apps.svc.cluster.local
Mesh Ref:

Name: my-mesh

UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711
Provider:

Virtual Router:

Virtual Router Ref:
Name: my-service-a-virtual-router

Status:
Conditions:
Last Transition Time: 2020-06-17T15:48:40Z
Status: True
Type: VirtualServiceActive
Observed Generation: 1
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Virtual Service ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualService/my-service-a.my-apps.svc.cluster.local
Events: <none>

d.  #REHIEETE App Mesh FE VM ERIREERFHEF. Kubernetes #8857 App Mesh
R BRI , YWARAE Kubernetes in B BB BHIINE App Mesh EERKEERE , BA
ERREHE B —/ FQDN,

aws appmesh describe-virtual-service --virtual-service-name my-service-a.my-
apps.svc.cluster.local --mesh-name my-mesh

Output
{
"virtualService": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualService/my-service-a.my-apps.svc.cluster.local",

"createdAt": "2020-06-17T10:48:40.182000-05:00",
"lastUpdatedAt": "2020-06-17T10:48:40.182000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

1,

"spec": {
"provider": {

"virtualRouter": {
"virtualRouterName": "my-service-a-virtual-router_my-apps"

1,
"status": {

"status": "ACTIVE"
iy

"virtualServiceName": "my-service-a.my-apps.svc.cluster.local"
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EEARARHEBARHNE | BIRFI85 8 AT LLERE App Mesh the section called “FE #t & H the section called
‘FERH., NEEARFRNEELERNELSHR K BF2RREEAFE , 28 GitHub £&
REE G| EFEE,

HER 3 BUNEHRSE

EABEEE App Mesh & i £ FA B 1E{A Pod 4ZE#738 App Mesh i B AR, EARSEBHKHEBREM
BB HEBEIEE WS ZEBNEM Pod H.

1. BARERRSEEE, RMHEBRLZSME Kubernetes SPEE SRR EH App Mesh EEREIBHVERE,

a. BTIARREIEKLEE A proxy-auth. json WERF, BRLAEE S r####E]

1&0
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:StreamAggregatedResources",
"Resource": [
"arn:aws:appmesh:us-east-1:111122223333:mesh/my-mesh/
virtualNode/my-service-a_my-apps"
]
}
]
}
b. EIMBX.

aws iam create-policy --policy-name my-policy --policy-document file://proxy-
auth. json

c. BIIAMAE, BEEL—EASBIEINBREZEEZAR, B Kubernetes FRIEIRFE |
WA B EREREE Kubernetes IRIEIRF ., ZAGTUEIRTRHIE., BERMNEE App Mesh B

N
WMo

eksctl create iamserviceaccount \
--cluster $CLUSTER_NAME \
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AWS FERREXBE ERAEER

--namespace my-apps \

--name my-service-a \

--attach-policy-arn arn:aws:iam::111122223333:policy/my-policy \
--override-existing-serviceaccounts \

--approve

MREERFER AWS EEFEE X BIURBEIRS AWS CLI, 5528 (Amazon EKS £
Zi5m) PHRAEEHNRBIIREEN IAM BSEFEBER, MREFER AWS EEFEEA 5 AWS

CLI REMIRE , Bt EER A RHES Kubernetes [RIEIRE . WMEHMENA , F2H
{Amazon EKS A EIER) AL RKEIIEFIEE IAM A6,

2. (IBA) MREEKENIPBAREEER Fargate Pod , AIFEER I Fargate FER, WREE
KeksctlZgE |, BOJLAER Amazon EKS EAE BRI L E S A lleksctl PRIE REITR
K, MREVECATEEEURER , F2H (Amazon EKS R EERE) FMEI Fargate
RERE,

eksctl create fargateprofile --clustexr my-cluster --region Region-code --name my-
service-a --namespace my-apps

3. EY Kubernetes [RIEFIPE, MRLEHEE App Mesh HEFEANRENE , AEERBERD
B, MBRIE 3H T H B —Rthe section called “TEE 2 : #E App Mesh ER”, EFRWEE |, LA
BREEBEFSLEERTH LRENER , WEHNBAZEBHIEE Pod , X EFHIBE Pod.

a. BTIRAREIEMERS example-service.yaml WEREHS, NREEBFGRTHR
B fFEA Fargate Pod , EREWE ZEEBASEE Fargate RERPFERNWEZ[A
B

apiVersion: vl
kind: Service
metadata:
name: my-service-a
namespace: my-apps

labels:

app: my-app-1

spec:

selector:

app: my-app-1
ports:

- protocol: TCP

port: 80

targetPort: 80
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AWS fe A2

ERAEER

b.

C.

apiVersion: apps/vl

kind:

Deployment

metadata:
name: my-service-a
namespace: my-apps

1a

bels:
app: my-app-1

spec:

re

plicas: 3

selector:

matchLabels:
app: my-app-1

template:

A

metadata:
labels:
app: my-app-1
spec:
serviceAccountName: my-service-a
containers:
- name: nginx
image: nginx:1.19.0
ports:
- containerPort: 80

Important

REPH app matchLabels selector EAEBERTE the section called “HEE 2 -
E8E App Mesh EIR” WFS R 3 FENEREHFIEENWERR , SRIMBASES
FEEAE Pod F, EL— @&+ , EBHNESR my-app-1. MREIPEELER
B, K MAREREE , AlDeploymentEFBEEZXR TS Envoy Bii. EEFEH
ZBREHEFERR , 5528 Envoy, MFFH| Manfest , 5F2 B GitHub LS EE
£l

EBE R

kubectl apply -f example-service.yaml

BRI E.

kubectl -n my-apps get pods
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AWS R EAEER
Output
NAME READY  STATUS RESTARTS  AGE
my-service-a-54776556f6-2cxd9  2/2 Running @ 10s
my-service-a-54776556f6-w26kf  2/2 Running 0 18s
my-service-a-54776556f6-zw5kt  2/2 Running @ 26s
d. BREEHFEZHF —1E pod BFMAEN.
kubectl -n my-apps describe pod my-service-a-54776556f6-2cxd9
Name: my-service-a-54776556f6-2cxd9
Namespace: my-app-1
Priority: 0
Node: ip-192-168-44-157.us-west-2.compute.internal/192.168.44.157
Start Time: Wed, 17 Jun 2020 11:08:59 -0500
Labels: app=nginx
pod-template-hash=54776556f6
Annotations: kubernetes.io/psp: eks.privileged
Status: Running
IP: 192.168.57.134
IPs:
IP: 192.168.57.134
Controlled By: ReplicaSet/my-service-a-54776556f6
Init Containers:
proxyinit:
Container 1ID: docker://
e0c4810d584c21ae@cb6e40f6119d2508T029094d0e@1c9411cbcf2a32d77a59
Image: 111345817488.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
proxy-route-manager:v2
Image ID: docker-pullable://111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager
Port: <none>
Host Port: <none>
State: Terminated
Reason: Completed
Exit Code: 0
Started: Fri, 26 Jun 2020 08:36:22 -0500
Finished: Fri, 26 Jun 2020 08:36:22 -0500
Ready: True
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Restart Count: 0

Requests:
cpu: 10m
memory: 32Mi

Environment:
APPMESH_START_ENABLED: 1
APPMESH_IGNORE_UID: 1337
APPMESH_ENVOY_INGRESS_PORT: 15000
APPMESH_ENVOY_EGRESS_PORT: 15001
APPMESH_APP_PORTS: 80
APPMESH_EGRESS_IGNORED_IP: 169.254.169.254
APPMESH_EGRESS_IGNORED_PORTS: 22
AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

Containers:
nginx:
Container ID: docker://
be6359dc6ecd3f18alc87df7b57c2093e1f9db17d5b3a77f22585ce3bcabl37a

Image: nginx:1.19.0
Image ID: docker-pullable://nginx
Port: 80/TCP
Host Port: Q/TCP
State: Running
Started: Fri, 26 Jun 2020 08:36:28 -0500
Ready: True
Restart Count: 0
Environment:
AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

envoy:
Container ID:
docker://905b55cbf33ef3b3debc51cb448401d24e2e7c2dbfc6a9754a2c49dd55a216b6

Image: 840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1l.12.4.0-prod

Image ID: docker-pullable://840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy

Port: 9901/TCP

Host Port: Q/TCP
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AWS R
State: Runni
Started: Fri,
Ready: True
Restart Count: 0
Requests:
cpu: 10m
memory: 32Mi
Environment:

APPMESH_RESOURCE_ARN:
virtualNode/my-service-a_

APPMESH_PREVIEW:
ENVOY_LOG_LEVEL:
AWS_REGION:
AWS_ROLE_ARN:

AWS_WEB_IDENTITY_TOKEN_FILE:

serviceaccount/token

Events:
Type Reason Age
Message

Normal Pulling 30s

west-2.compute.internal Pulling image "111345817488.dkr.ecr.us-

west-2.amazonaws.com/aws-
Normal Pulled 23s

ng
26 Jun 2020 08:36:36 -0500

my-apps
0
info
us-west-2

arn:aws:iam::111122223333:mesh/my-mesh/

arn:aws:iam::111122223333:role/eksctl-app-
mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON

From

kubelet, ip-192-168-44-157.us-

appmesh-proxy-route-manager:v2"
kubelet, ip-192-168-44-157.us-

/var/run/secrets/eks.amazonaws.com/

west-2.compute.internal Successfully pulled image "111345817488.dkr.ecr.us-

west-2.amazonaws.com/aws-
Normal Created 21s
west-2.compute.internal
Normal Started 21s
west-2.compute.internal
Normal Pulling 20s
west-2.compute.internal
Normal Pulled 16s
west-2.compute.internal
Normal Created 15s
west-2.compute.internal
Normal Started 15s
west-2.compute.internal
Normal Pulling 15s

west-2.compute.internal Pulling image "840364872350.dkr.ecr.us-

west-2.amazonaws.com/aws-

appmesh-proxy-route-manager:v2"
kubelet, ip-192-168-44-157.us-
Created container proxyinit
kubelet, ip-192-168-44-157.us-
Started container proxyinit
kubelet, ip-192-168-44-157.us-
Pulling image "nginx:1.19.0"
kubelet, ip-192-168-44-157.us-

Successfully pulled image "nginx:1.19.0"

kubelet, ip-192-168-44-157.us-
Created container nginx

kubelet, ip-192-168-44-157.us-
Started container nginx

kubelet, ip-192-168-44-157.us-

appmesh-envoy:v1l.12.4.0-prod"

SR 3 BUREMR

58



AWS FERREXB% ERAEER

Normal Pulled 8s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Successfully pulled image "840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy:v1.12.4.0-prod"

Normal Created 7s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Created container envoy

Normal Started 7s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Started container envoy

ERENEES | BTLUES proxyinit M envoy BEEHIEE pod F., MRIENEEFIR
BB E Fargate , BlEEH B EenvoyBESHIEE Pod , (ERSproxyinit R 2,
4. (BEA ) REMIITH , Hl20 Prometheus, Grafana AWS X-Ray, Jaeger #l Datadog. iM%
& , F2[E GitHub EM App Mesh Mt (App Mesh EREIER) PR AT E AL —
i,

(@ Note

WE App Mesh W E ZEHIFZ LSRR , FFZE App Mesh 6l F#FE,

S4B
BRAHEBREBINVFMBELEHER, BHIZEFHEEBERTE my-mesh App Mesh FREBIEHPEILNE IR

kubectl delete namespace my-apps

MREE BEHIRIEE Fargate FRERE , BEHEBRE,

eksctl delete fargateprofile --name my-service-a --cluster my-cluster --region Region-
code

il BR 48 4% o

kubectl delete mesh my-mesh

(ZEFEM) B LABER Kubernetes & T,

helm delete appmesh-controller -n appmesh-system
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AWS FERR B &L
(A ) WREH Kubernetes BE T EE E Fargate , EMIBR Fargate R EHE.

kg

eksctl delete fargateprofile --name appmesh-system --cluster my-cluster --
region Region-code

AWS App Mesh #l Amazon EC2 AP

/A Important

FIER B : 7£ 2026 &£ 9 5 30 A, AWS #E1EY 8932 AWS App Mesh, 2026 4 9
B 30 B2# , 858\ EB1EE AWS App Mesh £ A5 AWS App Mesh iR, EFHME
A, FSRAMIBEEER B AWS App Mesh £ Amazon ECS Service Connect,

R EE A7 B8 4& AWS App Mesh EE7E Amazon EC2 L#I{THEMRREEEMER, AH2REERE
2% App Mesh ERBEEPEARINEE,

=5

EERBUWMER App Mesh , BREREBEEE TN ERER -

- BEMEE B serviceAH BRFHserviceB,

- EMEREEIMEZTES apps.local W& Z=E™,

« ServiceA B serviceB & HTTP/2 , E#%1E 80 ETEM.

- BMEEB serviceB 2 i, W1E apps.local R EEPSEHFIMARBR serviceBv2,

BEUTEK :

o IRIERE 75% WIRER serviceA EiXER |, serviceBIifi§ 25% MREEIXE serviceBv2
o BIBRA 25% EixE| serviceBv2 1&3—11«)\7(1_:% EiX 100% WREZIIRBTCERZEE

EserviceA,

- BHRELRAVRMFABRELE  UEIERETRZE |, 885 100% RA serviceBv2, #AHE

REBEIXE| BserviceBv2 , BEEEIF serviceB,

- BAREFERRBNEMRAERAEXBHRBRREM , UAFSENER,
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AWS FERREXB% ERAEER

RTREENER , BREBMERERKRE., ERER, EHRKH[MMEEBEN App Mesh B I548
%, BEMKER  SCEEFRENRBUER Envoy KB, —BEH , BNREEZER Envoy RERIL
B, MIEEEMEEEA.

FORIRHF

App Mesh X #[a DNS AWS Cloud Map= @i & & f#Y Linux IR, BEEFEALAFIER , BELHE
={EE @ DNS M RERKE. BEREFEE , BHUUBIREEEREER , BEDSERR
¥zal , BEEERAREE,

MRHE J_/ﬁﬁﬂﬁﬂlﬂ R , & AT LARKE) Amazon EC2 #{TRIB ALK EARENBERNELHTERE.
MEFMER , F520 (Amazon EC2 FHEERM) THHZBFRRE : Amazon EC2 Linux #{T{EEEA
9. Amazon EC2 H&ALRBREMRREEHWA serviceA, serviceB M serviceBv2 , MEMEA
R EAEBREBES apps.local WamBEREIRE,

SR 1 BB E 8RS

BHEMBERECZAERBEEBRENBEER. WFEFEET , F2RREEE. EEREEE
MERBHI MR, MEFMER , F2RERR.

BYTIER :

- BBA apps WA , RARBIFHAAERBEZEME apps.local & 2=/,

« BAMA serviceb.apps.local WEERYE A RAEBREARRUFEAXBBRENRE K mMAR
FTREEABEELASREAMER, BENTRENEEBA servicea.apps.local HWERR
%

ST LMER AWS BEE XA 5 1.18.116 AWS CLI IR EFhRAS , = 2.0.38 IRREHRALTR T
SILEB, tREH AWS CLI, FFEA aws --versionm S RBEDLHEM AWS CLI frZ<, RE
BRERE 1.18.116 REFIMADR 2.0.38 HEHIRA , AIMBBLZEREH AWS CLlI, BEEFHANT
BEWMRIER,

AWS EE XA

1. 1£ https : //https://console.aws.amazon.com/appmesh/get-started BIEX App Mesh £ & ¥X
HITRE,

2. ¥ Mesh name (#1&E ) , WA appso
3. ¥R Virtual service name (B8R &) , @A serviceb.apps.local,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
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AWS FEFR B EAEEE
4. HEWRE A FEE Next (T—H),

AWS CLI

1. {#F create-mesh S EIMBEH,

aws appmesh create-mesh --mesh-name apps

2. ffHM create-virtual-service P BILEERE,

aws appmesh create-virtual-service --mesh-name apps --virtual-service-name
sexviceb.apps.local --spec {}

SR B ERER
ERSETHARRBBNEEEE. NEHAET  FENERGY,

BUEBA serviceB WEREH , RAEP—EERGFRERREBA serviceB WERRE. =
BRERRRNEMRRI EB DNS (XM BB A serviceb.apps.local) &R, HE , B LUER
AWS Cloud MapRZ BB R, ERHEHSERERE 80 LA HTTP2 BABERRRE., HXE
HttBABE , UREEMRERE, BUUEREBELS BserviceBv2H A serviceAN B ERE
2

AWS EE XA

1. ¥R Virtual node name (EREI2E) , WA serviceB,

2. SHERIEIERESE , 1812 DNS Hserviceb.apps.localfi A DNS E#EZH,
3. EEERNERT , ABABERE http2 , WA EEIRB A 80,

4, BEHEE A FEE Next(T—%).

AWS CLI

1. FHATIARABREIEA create-virtual-node-serviceb.json HER :

{

"meshName": "apps",
"spec": {
"listeners": [
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{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceB.apps.local"
}
}
},
"virtualNodeName": "serviceB"

}

2. {EA JSON EXRMEW A , BB create-virtual-node TP E M EHRETE,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
sexviceb.json

BB 3 N E B BS A 25 M B

ERXARSRAEBN—SEERBRBNRE, NFFEET  F2RERKHFREH.

BITHEIR :

« &5 serviceB WERKMHES , A5 serviceB.apps.local EERETS B LT H ARG
¥ NBA. ERclE , BATBIUMNERREEER serviceb. apps.local BRBEHWHR., EER
BegREErZERKEHE. EREARSEAEZE L’ LW HTTP2 BABEEZERERE, B
BEHMBHAWBE,

« %A serviceB HiEH. T 100% B REM HElserviceBERE S, FifserviceBv2EERE
BE RESHEAREBELSR. HAKREEERERD , BEUUAKBMEHMEREY , YHEE
HEK , £ Envoy REE B BARERSIREREREELAZTERGH,

AWS EETiRA

1. ¥R Virtual router name (X HES B M) , B A serviceB,
2. EERERENERT  ABAHERE nttp2 , WHEREIEE 80 .
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AWS BB (R
3. ¥ Route name (BEHEE M) , WA serviceB,
4. ¥ Route type (BEEHEEHR) | i##ZF http2,
5, SIHEBERTNERSHER , BN serviceBYMA 100X "EE.,
6
7

EMFERET , BERE,
HEME , FEE Next (T —F),
AWS CLI

1. BIMESREMER.

a. FRATIHARBRIBZA create-virtual-router.json HER :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
]
.
"virtualRouterName": "serviceB"
}

b. A JSON ERMAER A , BE create-virtual-router R S E I ERIKHES,

aws appmesh create-virtual-router --cli-input-json file://create-virtual-
router.json

2. BIMEH.
a. FATHARBEIEAS create-route.json HWER :

{
"meshName" : "apps",
"routeName" : '"serviceB",
"SpeC" : {
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"httpRoute" : {

"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 100
}
]
},
"match" : {
"prefix" : "/"
}
}
.
"virtualRouterName" : "serviceB"

}

b. {EMH JSON A% A , ¥ create-route SR IEEH,

aws appmesh create-route --cli-input-json file://create-route.json

SR 4. REAMET
KRBV IE "R EIER o
AWS BEFiEA

MREBEFEEEFMERPETEE |, FHEE Edit (RE), HELREREIRER , FBIRIE Create
mesh (B #1%),

Status (IREE) EMEBRATECELNMERER. B View mesh (REHEK) A EEZEAPRR
BIUMER.
AWS CLI

WA H describe-mesh fp S EIREEE,

aws appmesh describe-mesh --mesh-name apps

BRI {F A describe-virtual-service fn S BN EBRKEE,
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\éﬁ'

aws appmesh describe-virtual-service --mesh-name apps --virtual-service-name
serviceb.apps.local

WA A describe-virtual-node T S BN W EBREBRTE,

aws appmesh describe-virtual-node --mesh-name apps --virtual-node-name serviceB

WA A describe-virtual-router fp S BN W EBKBEERTE,

aws appmesh describe-virtual-router --mesh-name apps --virtual-router-name serviceB

BB EM describe-route Ba R EM R HARE.

aws appmesh describe-route --mesh-name apps \
--virtual-router-name serviceB --route-name serviceB

R5: BEYHMER

BETHEN , BYBE

By —{BEA serviceBv2 WEREH , URS—EHRBA serviceA WERE ., EMW
EEREBEEIER HTTP/2 iEEI1R 80 AR, &r¥iserviceAEREH , BRE W
Imserviceb.apps.local, RBserviceARBREHNWFIEELRENSEEER S WERR

¥serviceb.apps.local, #ARKBEEREREF , EREUTUEERERDHHNTFMEFEA
HpMERER,

BIEAE WBENEERBservicea.apps.local , i REEEEE EserviceAEBRE B,

EHEEL—ESBRPEIUMN serviceB BH , # 75% WREFEIAS serviceB EREH

PR 25% WREEIAS serviceBv2 ERER, MERBNED K SUNEREBSUEE ,

B2 serviceBv2 ¥ F| 100% WREALL, FAEREMEIEE #serviceBv2 , BRI LIERA
WiEilkserviceBEREHNERRE. ELETURER , ZNEXBIFIZFETMAELR , BA
serviceb.apps.local ERMNEBRRBEBIEEE, £E , serviceb.apps.local E&ER
BEagReErZERKEHS  EEERBAFSERERHEERTY. EETENEBREREEZRS
AILAREREE,

AWS EEFEA

1. EERIEEBKH , BE Meshes (#1%).
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AWS FEFRZ B RS
2. EREBEL—RBISBRPEIN apps M1,
3. EERAIEBEEKH , EE Virtual nodes (EHEETE).
4. JBZE Create virtual node (B3 E#EE ).
5

¥7A Virtual node name (E#EIEZ ) A serviceBv2, ¥ Service discovery
method (BRIEERE %) iBIE DNS , AREZE M DNS hostname (DNS E#E 78) & A

servicebv2.apps.local,
6. St¥EERENARE  EREUBFAMEN http2 , RES0SHHEZER A ,
7. i#IZ Create virtual node (B EEEIZ).

8. HIXEHE Create virtual node (B ERETE). WA serviceA HAEREGHEZE. €N
Service discovery method (BRIEIRZE /%) , 1##E DNS , A& ¥t DNS hostname (DNS E#H
) W A servicea.apps.local,

9. EMEARTHWAEREREERE , MA serviceb.apps.local,
10. EEERENERET , AEAGEIERE htp2 , S0AFERBA K RRBEBIERSH,
1. EERIEEEKD , Z#E Virtual routers (JEREHZR) , ARIEBEEPEN serviceB EHR

LN
12. 7£ Routes (B¢H) T/ , BEREE L —@AFRPEVYMIRE (A ServiceB) , REEE Edit
(WmEE)o

13. EEE., EREHEZET , 1§ WHEEEserviceBEE A 75,
14. BIEFEEE , serviceBv2RE TN FEFERE | AAE Weight WEFREA 25
15. BERFF,

16. EARIBIBEERESF , BE Virtual services (E#EIRTE) , AARIEIE Create virtual service (B E
R,

17. servicea.apps.local RERBREERBEBA A ARHEEZIVERDH , serviceARER
HBNEE |, RARBERIEERE.

AWS CLI
1. E3 serviceBv2 EEEH,

a. FATHRARBEIES create-virtual-node-servicebv2.json HER :

{
"meshName": "apps",
"SpeC": {
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"listeners": [

{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBv2.apps.local"
}
}
.
"virtualNodeName": "serviceBv2"

b. BMERREIR,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicebv2.json

2. B3 serviceA EEEIEH,

a. HATHREBEILZS create-virtual-node-servicea.json WEER :

{
"meshName" : "apps",
"spec" : {
"backends" : [
{
"virtualService" : {
"virtualServiceName" : "serviceb.apps.local”
}
}
1)
"listeners" : [
{
"portMapping" : {
"port" : 80,
"protocol" : "http2"
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1,
"serviceDiscovery" : {
"dns" : {
"hostname" : "servicea.apps.local"
}
}
},
"virtualNodeName" : "serviceA"

}
b. EBMERREIR,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicea.json

3. EHAEL—ESBPEINMN serviceb.apps.local BRI , SEREEESE
serviceB EREHIH. RUBRIERRER K ©TPEEEREREMHS , BA serviceB
R B MR,

a. FATYHRBEIES update-virtual-service.json HER :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualRouter" : {
"virtualRouterName" : "serviceB"
}
}
},
"virtualServiceName" : "serviceb.apps.local”
}

b. M update-virtual-service < F 1 E # R

aws appmesh update-virtual-service --cli-input-json file://update-virtual-
service.json

4, FEFHEBREL—ELTBPREIH serviceB FEH,

a. FATIHARBEILEA update-route.json WHER :
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"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"http2Route" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 75
.
{
"virtualNode" : "serviceBv2",
"weight" : 25
}
]
.
"match" : {
"prefix" : "/"
}
}
},
"virtualRouterName" : '"serviceB"

b. M update-route a5 EFH K H.

aws appmesh update-route --cli-input-json file://update-route.json

5. 3 serviceA EER®.

a. HATHARBEILZS create-virtual-servicea.json HEE :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualNode" : {
"virtualNodeName" : "serviceA"
}
}
.
"virtualServiceName" : "servicea.apps.local”
}
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AWS FEFR B EAEEE
b. EIMERRR,

aws appmesh create-virtual-service --cli-input-json file://create-virtual-
servicea.json

MEEE

RN REEIE 2 , BE={HEBEA servicea.apps.local, serviceb.apps.local #
servicebv2.apps.local WERER®K. BRTEERRBEIUNA K LEAEEISAKRERRE 2 TIE
TR BRI ARG

- MEEERE. CESEBERKHEN servicea.apps.local ERBBNFIEREEREE
serviceb.apps.local EHRIE.

- ZMA serviceA, serviceB Ml serviceBv2 W=EEHEE %, Envoy RESE R HERDE
RENRBREEN , REHABERRKH IP thit,

- EEE-RRHANEERKAHSE , HIER Envoy KRB 75% WEAFRERMHE serviceB EEEE ,
# 25% HIRERMBE serviceBv2 BB,

$ER 6 BRI

HRIUWEE 2R , BEETKTIIER

- RELESERE —EFBH Envoy RE , LEBEN—SZEERGRNER, NFENARECEN
FHERA , 528 Envoy Proxy &1,

- FEEHEBNRYE K FERAT SR,

#& Amazon EC2 #i{TERBRERERTHNE
1. B IAM B,
a. FEATHRBEIEZSE ec2-trust-relationship.json WER,

JSON

"Version":"2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"

3,

"Action": "sts:AssumeRole"

}
1
}

b. FEATIHTEILIAMBE,

aws iam create-role --role-name mesh-virtual-node-service-b --assume-role-
policy-document file://ec2-trust-relationship.json

2. & IAM BEREEIAE® , AFFEHR Amazon ECR FEE , I RFBEEUEE App Mesh E#E R AVAE

RE,

a. FATHRBEIELS virtual-node-policy.json HWIER, apps RIETE the section
called “FER 1 : BB MNERRE BIAWBEKAER , M serviceB BETE the section
called “FTER 2 : EVERER BUNERGH BB, 1§ 111122223333 IR AERIRS
ID , ¥ us-west-2 MRABBEILBENVES,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "appmesh:StreamAggregatedResources",
"Resource": [
"arn:aws:appmesh:us-west-2:111122223333:mesh/apps/
virtualNode/serviceB"

1

}

b. FEATIWTEILEK,
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aws iam create-policy --policy-name virtual-node-policy --policy-document
file://virtual-node-policy.json

c. BERELI—ESBIEINBREZIAR 6 EHE K App Mesh BHlserviceBE
BLEviERE,

aws iam attach-role-policy --policy-arn arn:aws:iam::111122223333:policy/
virtual-node-policy --role-name mesh-virtual-node-service-b

d. # AmazonEC2ContainerRegistryReadOnlyZEHREZEA® , LUMER Amazon
ECR £E! Envoy A5 &,

aws iam attach-role-policy --policy-arn arn:aws:iam::aws:policy/
AmazonEC2ContainexrRegistryReadOnly --role-name mesh-virtual-node-service-b

FERASEVYHN IAM £ EBRE Amazon EC2 #1T{ERE

EiB SSH EREEHNHITEEE.

BRENEXRBE M, EENBITIER AWS CLI £% % Docker M

872 Docker Al Fim{t FIREVREGH EEH , @ Envoy Amazon ECR f#FEETH 2 5HE.

I

« BRT me-south-1, ap-east-1, . il-central-1, ap-southeast-3 eu-south-1#
LA AR E Eiglaf-south-1, BALUE us-west-2 K BERZERN EE , 1B me-
south-1, ap-east-1, ap-southeast-3eu-south-1, il-central-1, # Bg¥af-
south-1,

$aws ecr get-login-password \
--region us-west-2 \
| docker login \
--username AWS \
--password-stdin 840364872350.dkx.ecr.us-west-2.amazonaws.com

« me-south-1 [EiF

$aws ecr get-login-password \
--region me-south-1 \
| docker login \
--username AWS \
--password-stdin 772975370895.dkx.ecr.me-south-1.amazonaws.com
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- ap-east-1 [EiF

$aws ecr get-login-password \
--region ap-east-1 \
| docker login \
--username AWS \
--password-stdin 856666278305.dkx.ecr.ap-east-1.amazonaws.com

7. HOTHEAP—EGSREEEITEE LM App Mesh Envoy B85 , REE R HE 2R &
ME. apps M serviceB ERRFIFERNRENERTHERE, LEFASTAREEXNER
App Mesh EEEVL SR ETEERE, FETHRS , BHUFEEARFE serviceBv2flserviceAE
RE R RREN Amazon EC2 BiTEBZREL TR, HRLECHERAER  KELER
RAEEBCSHE,

« BRY me-south-1, ap-east-1, ., il-central-1, ap-southeast-3 eu-south-1%
DA A Eigaf-south-1, BAILUE###E{K B me-south-1, ap-east-1. ap-
southeast-3, il-central-1, eu-south-1#l af-south-1EEHUANEMZEE.
AT LG 1337 AR 0 B 2147483647 ZEMEME,

sudo dockexr run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 840364872350.dkr.ecr.region-code.amazonaws.com/aws-
appmesh-envoy:v1.34.13.1-prod

« me-south-1 [EBig, EBAILE 1337 #ap% 0 B 2147483647 Z2BEH{E[E.

sudo docker run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-
envoy:v1l.34.13.1-prod

- ap-east-1 [EiF, &AL 1337 #2FK 0 B 2147483647 Z M EIE,

sudo dockexr run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-
envoy:v1l.34.13.1-prod
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® Note

APPMESH_RESOURCE_ARN BMEZERRA 1.15.0REHIRAM Envoy MK, MEFME
#A , FZHEnvoy,

/A Important
HE v1.9.0.0 RBEFHMRA L EEE App Mesh BEFEA,

8. FETE T HIEE Show more, AT GMTEENHTEBLEIEAS envoy-networking.sh
HER, 1§ 8000 MRAEZHNEARIEXBHARBEARENERE, EUUEE
APPMESH_IGNORE_UID W{E , BEEXEREE L —ELBRHAISENEMER ; Hla0 1337, MBS
E | R LA H At st it B APPMESH_EGRESS_IGNORED_IP, :EZEEMEMIT,

#!/bin/bash -e

#
# Start of configurable options
#

#APPMESH_START_ENABLED="0"

APPMESH_IGNORE_UID="1337"

APPMESH_APP_PORTS="8000"
APPMESH_ENVOY_EGRESS_PORT="15001"
APPMESH_ENVOY_INGRESS_PORT="15000"
APPMESH_EGRESS_IGNORED_IP="169.254.169.254,169.254.170.2"

# Enable routing on the application start.
[ -z "$APPMESH_START_ENABLED" ] && APPMESH_START_ENABLED="0"

# Enable IPve6.
[ -z "$APPMESH_ENABLE_IPV6" ] && APPMESH_ENABLE_IPV6="0"

# Egress traffic from the processess owned by the following UID/GID will be
ignored.
if [ -z "$APPMESH_IGNORE_UID" ] && [ -z "$APPMESH_IGNORE_GID" ]; then
echo "Variables APPMESH_IGNORE_UID and/or APPMESH_IGNORE_GID must be set."
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echo "Envoy must run under those IDs to be able to properly route it's egress
traffic."

exit 1
fi

# Port numbers Application and Envoy are listening on.
if [ -z "$APPMESH_ENVOY_EGRESS_PORT" ]; then
echo "APPMESH_ENVOY_EGRESS_PORT must be defined to forward traffic from the
application to the proxy."
exit 1
fi

# If an app port was specified, then we also need to enforce the proxies ingress
port so we know where to forward traffic.
if [ ! -z "$APPMESH_APP_PORTS" ] && [ -z "$APPMESH_ENVOY_INGRESS_PORT" ]; then
echo "APPMESH_ENVOY_INGRESS_PORT must be defined to forward traffic from the
APPMESH_APP_PORTS to the proxy."
exit 1
fi

# Comma separated list of ports for which egress traffic will be ignored, we always
refuse to route SSH traffic.
if [ -z "$APPMESH_EGRESS_IGNORED_PORTS" ]; then
APPMESH_EGRESS_IGNORED_PORTS="22"
else
APPMESH_EGRESS_IGNORED_PORTS="$APPMESH_EGRESS_IGNORED_PORTS, 22"
fi

#
# End of configurable options
#

function initialize() {

echo "=== Initializing ==="

if [ ! -z "$APPMESH_APP_PORTS" ]; then
iptables -t nat -N APPMESH_INGRESS
if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then

ip6tables -t nat -N APPMESH_INGRESS

fi

fi

iptables -t nat -N APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ip6tables -t nat -N APPMESH_EGRESS

fi
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function enable_egress_routing() {
# Stuff to ignore
[ ! -z "$APPMESH_IGNORE_UID" ] && \
iptables -t nat -A APPMESH_EGRESS \
-m owner --uid-owner $APPMESH_IGNORE_UID \
-j RETURN

[ ! -z "$APPMESH_IGNORE_GID" ] && \
iptables -t nat -A APPMESH_EGRESS \
-m owner --gid-owner $APPMESH_IGNORE_GID \
-j RETURN

[ ! -z "$APPMESH_EGRESS_IGNORED_PORTS" ] && \
for IGNORED_PORT in $(echo "$APPMESH_EGRESS_IGNORED_PORTS" | tr "," "\n");
do

iptables -t nat -A APPMESH_EGRESS \
-p tep \
-m multiport --dports "$IGNORED_PORT" \
-j RETURN

done

if [ "$APPMESH_ENABLE_IPV6" == "1" 1; then
# Stuff to ignore ipvé6
[ ! -z "$APPMESH_IGNORE_UID" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-m owner --uid-owner $APPMESH_IGNORE_UID \
-j RETURN

[ ! -z "$APPMESH_IGNORE_GID" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-m owner --gid-owner $APPMESH_IGNORE_GID \
-j RETURN

[ ! -z "$APPMESH_EGRESS_IGNORED_PORTS" ] && \
for IGNORED_PORT in $(echo "$APPMESH_EGRESS_IGNORED_PORTS" | tr "," "\n");
do

ip6tables -t nat -A APPMESH_EGRESS \
-p tecp \
-m multiport --dports "$IGNORED_PORT" \
-j RETURN

done

fi
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# The list can contain both IPv4 and IPv6 addresses. We will loop over this
list
# to add every IPv4 address into “iptables”™ and every IPv6 address into
“ip6tables”.
[ ! -z "$APPMESH_EGRESS_IGNORED_IP" ] && \
for IP_ADDR in $(echo "$APPMESH_EGRESS_IGNORED_IP" | tr "," "\n"); do
if [[ $IP_ADDR =~ .*:.* 1]
then
[ "$APPMESH_ENABLE_IPV6" == "1" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-p tcp \
-d "$IP_ADDR" \
-j RETURN
else
iptables -t nat -A APPMESH_EGRESS \
-p tep \
-d "$IP_ADDR" \
-j RETURN
fi
done

# Redirect everything that is not ignored
iptables -t nat -A APPMESH_EGRESS \

-p tcp \

-j REDIRECT --to $APPMESH_ENVOY_EGRESS_PORT

# Apply APPMESH_EGRESS chain to non local traffic
iptables -t nat -A OUTPUT \

-p tcp \

-m addrtype ! --dst-type LOCAL \

-j APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Redirect everything that is not ignored ipv6
ip6tables -t nat -A APPMESH_EGRESS \
-p tep \
-j REDIRECT --to $APPMESH_ENVOY_EGRESS_PORT
# Apply APPMESH_EGRESS chain to non local traffic ipvé6
ip6tables -t nat -A OUTPUT \
-p tcp \
-m addrtype ! --dst-type LOCAL \
-j APPMESH_EGRESS
fi
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function enable_ingress_redirect_routing() {
# Route everything arriving at the application port to Envoy
iptables -t nat -A APPMESH_INGRESS \
-p tep \
-m multiport --dports "$APPMESH_APP_PORTS" \
-j REDIRECT --to-port "$APPMESH_ENVOY_INGRESS_PORT"

# Apply AppMesh ingress chain to everything non-local
iptables -t nat -A PREROUTING \

-p tcp \

-m addrtype ! --src-type LOCAL \

-j APPMESH_INGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Route everything arriving at the application port to Envoy ipv6
ip6tables -t nat -A APPMESH_INGRESS \
-p tcp \
-m multiport --dports "$APPMESH_APP_PORTS" \
-j REDIRECT --to-port "$APPMESH_ENVOY_INGRESS_PORT"

# Apply AppMesh ingress chain to everything non-local ipvé6
ip6tables -t nat -A PREROUTING \
-p tcp \
-m addrtype ! --src-type LOCAL \
-j APPMESH_INGRESS
fi

function enable_routing() {
echo "=== Enabling routing ==="
enable_egress_routing
if [ ! -z "$APPMESH_APP_PORTS" ]; then
enable_ingress_redirect_routing
fi

function disable_routing() {
echo "=== Disabling routing ==="
iptables -t nat -F APPMESH_INGRESS
iptables -t nat -F APPMESH_EGRESS
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if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then

ip6tables
ip6tables
fi

-t nat -F APPMESH_INGRESS
-t nat -F APPMESH_EGRESS

function dump_status() {
echo "=== iptables FORWARD table ==="
iptables -L -v -n
echo "=== iptables NAT table ==="
iptables -t nat -L -v -n

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then

echo "===

ip6tables

echo "===

ip6tables
fi

ip6tables FORWARD table ==="
-L -v -n

ip6tables NAT table ==="

-t nat -L -v -n

function clean_up() {
disable_routing
ruleNum=$(iptables -L PREROUTING -t nat --line-numbers | grep APPMESH_INGRESS |

cut -d " " -f 1)

iptables -t nat -D PREROUTING $ruleNum

ruleNum=$(iptables -L OUTPUT -t nat --line-numbers | grep APPMESH_EGRESS | cut

_d n n _-F 1)

iptables -t nat -D OUTPUT $ruleNum

iptables -t nat -X APPMESH_INGRESS
iptables -t nat -X APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" 1]; then
ruleNum=$(ip6tables -L PREROUTING -t nat --line-numbers | grep
APPMESH_INGRESS | cut -d " " -f 1)

ip6tables

-t nat -D PREROUTING $ruleNum

ruleNum=$(ip6tables -L OUTPUT -t nat --line-numbers | grep APPMESH_EGRESS |

cut -d " " -f 1)
ip6tables

ip6tables
ip6tables

-t nat -D OUTPUT $ruleNum

-t nat -X APPMESH_INGRESS
-t nat -X APPMESH_EGRESS
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fi

function main_loop() {
echo "=== Entering main loop ==="
while read -p '> ' cmd; do
case "$cmd" in
Ilquitll)
clean_up
break
"status")
dump_status
"enable")
enable_routing
"disable")
disable_routing

a4

echo "Available commands: quit, status, enable, disable"

*)
esac
done
}
function print_config() {
echo "=== Input configuration ==="
env | grep APPMESH_ || true

print_config

initialize

if [ "$APPMESH_START_ENABLED" == "1" ]; then
enable_routing

fi

main_loop

9. EERRTE iptables RAILEEAERXRERKHZE Envoy KE |

BEER.

L —(ESRmA R
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sudo ./envoy-networking.sh

10. BN ERDHEREXENR,

@ Note
WNZE App Mesh FWE ZEHIFNZ SRR , FFS B App Mesh i flFEFE,

App Mesh &35l

/A Important

SEAKIEBH - 2026 £9 A 30 B, AWS #{=1E & AWS App Mesh, 2026 9 A 30 H
2%, BREEBFE AWS App Mesh =2 A K AWS App Mesh ElR, WMEFMER , B2
R L ERE AR X E R BR AWS App Mesh & Amazon ECS Service Connecto

&1 LATE T B 12 EE 3 Bllend-to-endE & AWS App Mesh , BREEETE AWS FRIFBS W EERNTE
NASEIG] -

FER R AR &)
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FERREBIEE=

/A Important
SEMKIEEA 2026 £9 A 30 B, AWS =X AWS App Mesh, 2026 £ 9 A 30 H

2%, BREEBFE AWS App Mesh AT AWS App Mesh BR, MFEFMER , F2
R L ERE AR X E R BE AWS App Mesh & Amazon ECS Service Connecto

App Mesh B T 58248 5K o
- RIS

- ERRE

- EEEE

- EREH

- EREHE
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/A Important

SEAKIEBH - 2026 F£9 A 30 B, AWS #{=1E & AWS App Mesh, 2026 9 A 30 H
2%, B EEBEE AWS App Mesh £ A AWS App Mesh &R, MFEFMENR , B2
R L ERE AR X E R EBR AWS App Mesh & Amazon ECS Service Connecto

AR F M R bZW%HEﬁZF%‘%%mL;E’JEEEﬁO BUSHREEER  SUUBLERRR. &
BETR, ERRASRNEH  UoEMETFHEARX ZENRE.

2 M AR TSR

(® Note

BUPERE  SXAFENSEBRESR, IRKSTHBREREEZN , UEEIRMAREZR
B, FERGITmEZR , FEAZEE App Mesh EIREEE 3 #8482 MBI
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AWS EXE R A

EH BAURBEE AWS EEERA

1. ¥ https : //https://console.aws.amazon.com/appmesh/ B App Mesh £ &,
2. 1ZJE Create mesh (BIEHE),

3. ¥M® Mesh name (MEER) , RAENRBRABEEER.

4

(1EA ) BEAFABRE. ERERBAT , BRPHNAERSEREERE. WREAFHA
HRE , RPN AEHEEE TCP REERBEAEREBEEHERN KNI EM R,

® Note

MREEMER ALLOW_ALL BEERSHE LEEEARR , BXN AR EXERTENFT
FwmbEARK. B, ALLOW ALL ST BERANXEREH,

5. IPRAmEFRE

BBYIRBEER IP RAITA |, 25 P IRAEZANBERANRE., BRIBER , App
Mesh A& & IP R4,

® Note

MEEs P REXEERAZEVMEANMBERGRNERFE, BBV NIREBEHI
i, AEBERTE IP REFRE , EERNERSH LBRRTH. EREELN IP REFHR
EELER  DAERFENHEEAFEMERERE IPv4 M IPv6 RE , EmiEHEL
RENREFRERM , ERHEE.

- FEEX
« Envoy #J DNS @i X{R#F IPv6 , ILEE IPv4,
« R AWS Cloud Map ATH , SR ERIPvARYbIE | WEMZIPvEHHIRE ,
- BAMERERNENHEEER IPvLtbit,
« Envoy EREXSBEZFIEIPvLML,
« IPv6 fm ¥
« Envoy #J DNS @M R IPve , W EEF| IPv4,

- NEAHA . Ble#FH AWS Cloud Map EEITPveRy#hit , SWEE A FEFHAZIPvAatthit
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- AAMEREXEINIREFER IPveitit,
« Envoy EEEXSBEZEFE IPv4H IPve tbit,
. IPv4 fREF
« Envoy #J DNS @i X{R#F IPvs4 , ILEE IPv6,
« W5 AWS Cloud Map AT A , B EER BEIPvARYibE , WFEAKIPVeIHIRME ,
- BAMERAREIEINIHEESER IPvAithit,
- Envoy ZEEEXNSBEZEFE IPv4H IPve thit,
- ZBR IPv6
- Envoy #J DNS T2\ {EFEH IPv6.

. HA# AWS Cloud Map /8 BETPveIhit, 18 AWS Cloud Map EEITPv4HELE , B
FEEA P it , MEAFZERSEEE Envoy,

- REABEAEXEYNIRIER IPveitit,

- Envoy EEEXSBEZEFAE IPv4FH IPve it
- f£R IPv4

 Envoy #J DNS #MEXNEMFEA IPv4,

« J& AWS Cloud Map £/ EEIPv4RIHEHE, NS AWS Cloud Map EEIPv6itit |, Al
TEEA IP it , MZEAZERSELSE Envoys

- ARMERENEINIRESER IPvatiil,
- Envoy BEEXNSBEZEFE IPv4F IPv6 tbit,
6. IiZIZE Create mesh (BIB) LMK,

7. (ER) HEMRFHAREE. HAABBRTETRKRFEZELNERER —BEBBPRLET,.
MEFHMES  F2EREALR B,

AWS CLI
5 BIAIMBE AWS CLI,
FRATIGSERLRERE (FRAZEBCHTTER44E )

aws appmesh create-mesh --mesh-name meshName

2. EHEH

{
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"mesh" : {

"meshName" : "meshName",

"metadata":{
"arn":"arn:aws:appmesh:us-west-2:123456789012 :mesh/meshName",
"createdAt":"2022-04-06T08:45:50.072000-05:00",
"lastUpdatedAt":"2022-04-06T08:45:50.072000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "123456789012",
"uid":"alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version":1

},

"spec":{},

"status":{

"status":"ACTIVE"

}

}

MFEAEA AWS CLI for App Mesh B MEHIFEMAE R , S0 AWS CLI BEH M create-mesh

ADLA
AP o

il BR 4

AWS BEE XA
R MERERFE AWS EEREEA

1. 7£ https : //https://console.aws.amazon.com/appmesh/ BEX App Mesh £ &,
2. EEFEMRNBE. SIHEHENSHELANMERE,

3. HEHRATF , @A delete , REE—TMER.

AWS CLI
5 MIER#EH% AWS CLI
1. FRATYESRMERERE (FREZECHERR IE )

aws appmesh delete-mesh \
--mesh-name meshName
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AWS FEFR B EAEEE
2. EHES

{
"mesh": {

"meshName": "meshName",

"metadata": {
"arn":"arn:aws:appmesh:us-west-2:123456789012:mesh/meshName",
"createdAt": "2022-04-06T08:45:50.072000-05:00",
"lastUpdatedAt": "2022-04-07T11:06:32.795000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

1,

"spec": {3},

"status": {

"status": "DELETED"

}

}
}

IEEREFA AWS CLI for App Mesh MIBR#B#E R FEMERA , 5528 AWS CLI BEH# delete-mesh

DA
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/A Important
SIER B 2026 £ 9 A 30 B , AWS 5= 1E %8 AWS App Mesh, 2026 & 9 A 30 B
2%, BAEEEBER AWS App Mesh £ A= AWS App Mesh BiR, MEFMENR , F2
B EPEIE L E R BH AWS App Mesh £ Amazon ECS Service Connect,

ERRERERBRENHERY K HEEHHEZREM  BEBEEKEHEHERM, HRRBEEU
virtualServiceName WM ERRYE K MBAELBERERABEXINERDHHNERKHS BE
AEERENRESE),
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2 E R RT

AWS EXE R A

EH B ERRE AWS EEERA

1.

2
3
4,
5

7.

£ https : //https://console.aws.amazon.com/appmesh/ BARX App Mesh £ &,
BELECHPERYERBBNESE, SHLERANCEZELANAMERE.
EERIEES | &2 Virtual services (E#EIRTE).

i#1Z Create virtual service (3 EERTE)o

¥R Virtual service name (BB E ) , ATHNERRKZERR,

BOLGEETAER , EEBEEEA SERRENRBERERBny -
service.default.svc.cluster.local , IEAERR MG ERREEERREEILR
B, mit—R , EFEERFRABRSEHBIEABTIEANEE, BEENBBLAR
WHIEEM P it RARARXASR[ L ARAKINBTEE | TESFREEZE Envoy €
B, B ERATMERM P it , AAEAREIRNESSEMEEHEY P thiu @A, KB
EEBETE App Mesh FATCPRENEBEEMERREES , MT2EBZBHETH IP
ok,

£ Provider (121t %8) , AN ERRKZERHEEER

- MREFLEERBBRHRES BB ZEEREDF , FFIEB Virtual router (EREEHER) , A&
RTHUXNRERZEREMNERRBHR,

- MREFEERBBELIBERBHB[OB A TERIZERER  FENERDH AR
RTHUXERPRERCERNERDR,

® Note
App Mesh TIREE BT 2020 £ 7 A 29 HEXRHz RERNSEERBMEMH
EBEE R Envoy BB ERBR , BIELEXER App Mesh APl EZR LB
Ro MEFMEN , FEHEBEASHABR.

- MRBHRBFERERBRBRAEERE (I, MRENERBAHNER R HRETF
) , FHIEE None (), BWRAILEMLERBHORMAE,

i#1Z Create virtual service (B E#IRTE) LLEK o
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AWS CLI
£ B EHR® AWS CLI

FEATSwSMEA JSON ER , FAEREHREREEEVERREYE (FALBSWERRY
#E) :

aws appmesh create-virtual-service \
--cli-input-json file://create-virtual-service-virtual-node.json

2. create-virtual-service-virtual-node.json £ AR :

{
"meshName": "meshName",
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"
}
}
b,
"virtualServiceName": "serviceA.svc.cluster.local"
}
3. EHEEH
{

"virtualService": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualService/serviceA.svc.cluster.local",

"createdAt": "2022-04-06T09:45:35.890000-05:00",
"lastUpdatedAt": "2022-04-06T09:45:35.890000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

b

"spec": {
"provider": {

"virtualNode": {
"virtualNodeName": "nodeName"
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}
}
},
"status": {
"status": "ACTIVE"
.
"virtualServiceName": "serviceA.svc.cluster.local"

MFEA AWS CLI for App Mesh B EHREHFHMEER , FFSH AWS CLI BEHH create-
virtual-service o

i B 368 AR 5

(@ Note
BEEAMBRRERBSENERRE. SEELMBRFEERS,

AWS BEE XA
R MERERRRE AWS EEREEA

1. 1E https : //https://console.aws.amazon.com/appmesh/ BAEX App Mesh £ &,
2. ERLRERTRBRERRENAE. SIHEEENEEELANMERARE,

3. TEERAIEEAH | iBIZE Virtual services (EERIE).
4

BECERMBRNERRYE  ARE-TALANMBR. EREMBRBIRFISEREEENE
BEFE.

5. AT , @A delete , REE—TMER,

AWS CLI
5/ MiBRE #E AR AWS CLI
1. FATHGSRMBRENERRYE (S#ERREEECHNE)
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https://console.aws.amazon.com/appmesh/

AWS fe A2

ERAEER

aws appmesh delete-virtual-service \
--mesh-name meshName \
--virtual-service-name serviceA.svc.cluster.local

2. EH#H

"virtualService": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualService/serviceA.svc.cluster.local",

"createdAt": "2022-04-06T09:45:35.890000-05:00",
"lastUpdatedAt": "2022-04-07T10:39:42.772000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

b
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"
}
}
1,
"status": {
"status": "DELETED"
b
"virtualServiceName": "serviceA.svc.cluster.local"

TR AWS CLI for App Mesh MERERRBVFFEER , 2R AWS CLI BEHH delete-

virtual-service 85 o

0 B i 5 AR S
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/delete-virtual-service.html
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AWS FERREXB% ERAEER

ERERE

/A Important
ZEMKIEEA 2026 £9 A 30 B, AWS =X AWS App Mesh, 2026 £ 9 A 30 H

2% , BAEEEBFE AWS App Mesh 12 AT AWS App Mesh BiR. MEFMENR , F2
R L ERE AR X E R BE AWS App Mesh & Amazon ECS Service Connecto

ERFEVEREANEREMEANERETEN. EEFENRRAE Amazon ECS AR
#%. Kubernetes FRIEER Amazon EC2 #11T1EEE L #1TH Envoy RIE, ERREAEAERIHTZ
Envoy WEREETE , ERFEER K Envoy R EF,

AR ERAABEH G DNS B BEN BIE MG HIT Envoy 2 RISHFAITERAY IP bk, A% , Envoy
A FEREEAERNAIAE App Mesh 17, FEHRFEEEEAFRNEEEERARERHERE

/A Important

BEFHTTP R HTTP2 EHERXNERBESKEAB RN EIMEBEE A Gateway Route B
R Virtual Service W& , ERERBENEFTFE/RRREEE . 0, IREEEFER
EHJ:IS%T—?—%‘“""?—’:: /chapter BEAFERAE /chapter/1 , BIEREEBEE /1, BER
ER A FZREFEBRHERERH—.

E_LJEﬁFﬁ BB , user FIERRZE proxyConfiguration#l .

& ESX Hend-to-end’ER , BLSREFREEARIE,
ByUERRE

@ Note

BUYERFER K S4AMEEAEENGEZBRESR LB EERERAEEYAER
FMEE BN & EEEE,
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/app-mesh/latest/userguide/gateway-routes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/gateway-routes.html#create-gateway-route
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-ingress-gateway

AWS FERREXB% ERAEER

AWS EXE R A

EH BUERRE AWS EEEX2A

1. 1E https : //https://console.aws.amazon.com/appmesh/ BAEX App Mesh 12 &,
2. EBELERHDEVERRENAK, SIHEHENEEEL ANMEMARE,
3. EERMEETEZERFE
4. EEBRIVERRE,
5. SHHERFEER K BAERFENESE,
6. (EA,K BEZEFEH) REAFPWBKRERE.
a. (BF) mREFLEMERFEA Transport Layer Security (TLS) EEEB R EH , FH2
BV FI#AT TLS,
b. (EA) $#HEEE  BEELEEHE P EHEERREET TLS BAN —RSEEE
&,

c. SHBIJHZE, EMTIHEP—MERE, FEENEBLECFEERERBEER, 0%
HAEHS  F2REEER.

- AWS A EBEREEN FTE  EN—ZEREBENEF.
- Envoy Secret Discovery Service (SDS) 5% - #i A Envoy £/ Secret Discovery
Service MW M Z BT,

- AHERTE - £5F Envoy WEERRAR LEERREHEERNEE.
d (ZEA) WAZRIAB, EEFEHEM SANs , FFREGTE SAN, SANsZEA FQDN 5
URI &3,
e. (EA) BENRHAAFRBENTIES—EEE , J«XE{EHE%E%?H%EﬁEﬁ Fim85E |
WRHAHMETLS BokE, e2E—S THMEETLS , F2REEAEBKIELTLS &
7 B R XX Ao

- Envoy Secret Discovery Service (SDS) 5% - #i A Envoy £/ Secret Discovery
Service MW M Z BT,
« FHEERFTE - EHF Envoy WERRFKLEERIHERNER , URAELR., W
EEAAKMERNE  UEFEARKTEEBNTEend-to-endBZ L R , FBEE
GitHub L% E TLS EEREMH TLS BFE.
7. (BR) EERTRHE , FEINGHK. WALKE Envoy AN HTTP FEAFERE. BEER

184 /dev/stdout B |, LAEE T LUER Docker B REREENASEH Envoy BESEHE
Amazon CloudWatch Logs & R#§.
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https://console.aws.amazon.com/appmesh/
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-tls-file-provided

AWS FERREXB% ERAEER

® Note

ARSENMABHEZNERENPHRERBA  YEXZ BN, SAERBERAR
£ 7R Envoy #% B & EE B IR,

8. EREERREN,

a. EBEUBIAWE , WIEE Envoy EERENEREE, ntip BMEEXAFEREHRE
Websocket, AR —THIGEEEARMESERZERN. BRIZVSBRIIBZER
o

b. (FEA) BMAEKRER

EREREE RS Virtual Gateway Envoy AJRIREZWEREE. HEEREBEMN Envoy
BTEBREARRERMERBE Y RERBEARINERBEREFAE,

AL EE R FEZBEENN BN EREERE. App Mesh SR FIRERSE
BREREMER , BLAKARE,

® Note

connectionPool connectlonPoolportMapplng B E X EHEE
MEENEEREXBABER grpcsl http2 , FEmaxRequestsEIEE o
MRELNEBRIXBABER http , BALAEKIEE maxConnectionsH
maxPendingRequests,

- HIRBRXERE , BiEERKAHERE.
- $HHEER LR , ISETMEA Virtual Gateway Envoy B3I 1T REE LR,

« (BA) $HYBAFEERER , € Envoy FIHNBRNERB 2 RNRNVERE, &
SREB 2147483647,

c. (ER) MREBZARBEAREEFRERE  FEDRAEFERERE,

BERERERRZZAYN , BUNREEEEFREERRNEME L AEEEFERE
ME. EFRERERR. EFREREEANE. BREFHBNEFERETERENE.

- SHHEERERERABE  REBABE. MRLEEE grpc , MENBRBLANTE
GRPC E{EREREBARE .
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https://github.com/grpc/grpc/blob/master/doc/health-checking.md

AWS A2 81 R EIEE
« ¥ Health check port (BE/EREREEZIR) | EEEHTEERERENEZE,

« #R Healthy threshold (B RFRIME) , EEEESEBEAERRF 20 , HFES
R EMER B B E R TR B o

« ¥5 Health check interval (B{EREMEREMR) , BESRXEFERERENIT BN EFE
EfR (AZRAEN).

« B Path (BB1R) , EEEEREREF RN BAHEE, RETERREREBAG
ER http B, TEFEALLENttp2, HWBEAHBESZBILE,

- HEREHE  EEREFRERERIIEERAMSSNEEE K UEVREL

« ¥R Unhealthy threshold GEEFERIME) , EEEESEEERXNEETR 2 , HEHE
BIHIE AR R A B A8 K BUX B

d. (BEA) MREEEEEAFHEEMEM TLS B ERREBER , FRIRA TLS #&
ik,
- HH RN EREREERREN LRE TLS &K,
- SHERELE , BERTIEP—EZEE, BELATEREER, NFEFMEA , F2
B BEE K,

- AWS Certificate Manager 5t& - ZEUREHNEBE.

- Envoy Secret Discovery Service (SDS) 5% - #i A Envoy £/ Secret Discovery
Service R M Z & B,

« AEERFTE - £HF Envoy WERZRR LEERRENLA M|ERNKE.

(BA) BENEEAFRBRMTIHEP—@ERE  LUEEAFKEHEEFRAHEE
TLS B9 EaR%, EEH—F THAEER TLS , F2REAREBRIEE TLS B9 EX
%,

- Envoy Secret Discovery Service (SDS) 5% - #i A Envoy £/ Secret Discovery
Service R M Z & B,

- ARERFTE - £5F Envoy WERRMK LEEBRREHEERNEL.

(FEA) WMAXRAE., EEMHMEHM SANs , FFREHTIE SAN, SANsX%EA FQDN
= URI &3,

9. EREVERRENTK.

AWS CLI

5 By EERFE AWS CLI,
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https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html

AWS fe 2B

FATYHSHME@A JSON B EERBE (FALECHERR2E )

ERAEER

aws appmesh create-virtual-gateway \
--mesh-name meshName \

--virtual-gateway-name virtualGatewayName \
--cli-input-json file://create-virtual-gateway. json

2. create-virtual-gateway.json IR :

{
"spec": {
"listeners": [
{
"portMapping": {
"port": 9080,
"protocol": "http"
}
}
]
}
}
3. EHEA
{

"virtualGateway": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:123456789012:mesh/meshName/
virtualGateway/virtualGatewayName",
"createdAt": "2022-04-06T10:42:42.015000-05:00",
"lastUpdatedAt": "2022-04-06T10:42:42.015000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1
.
"spec": {
"listeners": [
{
"portMapping": {
"port": 9080,
"protocol": "http"
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AWS FERREXBE ERAEER

]
.
"status": {

"status": "ACTIVE"
},

"virtualGatewayName": "virtualGatewayName"

ﬂlh

MEFEMA AWS CLI for App Mesh B [E B FREMNFHENR , F2E AWS CLI 2EZH W create-

virtual-gateway %

B ERFIE

HEEEE Envoy BEEHM Amazon ECS = Kubernetes R, &t A BLTE Amazon EC2 #1718
f2@ L IFE Envoy BEE. WEFMEF , F2BFEBESEA App Mesh 1 Amazon EC2, FE WM&
Amazon ECS LEfBHFFHEER , ?%%Bﬂﬁﬁilﬁﬁﬁﬁ App Mesh  Amazon ECS S EH AWS
App Mesh Fl Kubernetes SAZ8E ZE Kubernetes, REEASAPPMESH_RESOURCE_ARNIRIE & #5%
EA , mesh/mesh- name/v1rtualGateway/v1rtual -gateway-name B BIEEREHELE |
EERENRERTZENREQEALRS, BIEFERR , E Envoy FIEEMER S EHSBASE , App
Mesh € A&7 APPMESH_RESOURCE_ARN HIEEMNEREHE, B EHEABCHNEBRE
APPMESH_RESOURCE_CLUSTER RIZEEH , UBELITA.

BMERLDBLERNEHTERE , AERE Network Load Balancer A REE BT EHEH

TEE. ERTEENRERREBELFENTRKEARFIBEFERNEE , flm
myapp.example.com, MFEFHMENR , FZS B E L Network Load Balancer (Amazon ECS), EiI
External Load Balancer (Kubernetes) S22 5872 : €5 Amazon EC2 FEREXN AT AN, BET
LATE B APHY App Mesh £ 41| - 3% B 58 2 €5 5 FERR

B Envoy REBRE, MFEFHBEF , 52 BEnvoy Proxy B,
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https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ec2.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ecs.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-kubernetes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-kubernetes.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-network-load-balancer.html
https://kubernetes.io/docs/tasks/access-application-cluster/create-external-load-balancer/
https://kubernetes.io/docs/tasks/access-application-cluster/create-external-load-balancer/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-increase-availability.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/examples.html

AWS FERREXB% ERAEER

il B i 568 158

AWS EXE R A

£ MERERERME AWS EEEEA

1. 7£ https : //https://console.aws.amazon.com/appmesh/ BRX App Mesh £ &,

2. ERELBERPMRERFENRE. S HERENERELANAEEE.

3. HEEABSEFERERFE,

4 &EMEHH*JF?E’JJ‘EI&F&JL KRB BEMR. WRERREESEFAHEBNRERS , AEE
MBRE. B4R LMEREMAEBN FERB. SAREMBRERS 5 AERERE N E R
=1

5. AT , @A delete , REZFIMER,

AWS CLI
5/ MiBRE#ERE AWS CLI
1. FATHGSRMBRENERRE (SH#ERREEZECHNE)

aws appmesh delete-virtual-gateway \
--mesh-name meshName \
--virtual-gateway-name virtualGatewayName

2. A

"virtualGateway": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:123456789012:mesh/meshName/

virtualGateway/virtualGatewayName",

"createdAt": "2022-04-06T10:42:42.015000-05:00",
"lastUpdatedAt": "2022-04-07T10:57:22.638000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

},

"SpeC": {
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AWS FERREXB% ERAEER

"listeners": [
{
"portMapping": {
"port": 9080,
"protocol": "http"

]
},
"status": {

"status": "DELETED"
I

"virtualGatewayName": "virtualGatewayName"

MFEER AWS CLI for App Mesh RIEREHRFIERFHMEEF , F2E AWS CLI 2EF K delete-

virtual-gateway &

[ IE % FH

/A Important
TEKIEEHA - 2026 £9 A 30 B , AWS #&F1EX#E AWS App Mesh, 2026 £ 9 A 30 H
2%, BAEEEBFE AWS App Mesh 12 A AWS App Mesh BiR. MEFHMER , FS
B EPER L ER B AWS App Mesh £ Amazon ECS Service Connecto

fim

MERHSEREERFME YK REXBEEERANERRE. MRBHFSHER , SR
DEINBBRERBRE. NEBTHENEERBEEHERARERS,

B RERH
AWS BB s

fEF B RERE AWS EEEEA

1. £ https : //nttps://console.aws.amazon.com/appmesh/ BARX App Mesh £ A&,
2. EELECHDPEVFERANAE. SIHEHENEEEL ANMEMAE,
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/delete-virtual-gateway.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/delete-virtual-gateway.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://console.aws.amazon.com/appmesh/

AWS FEFR B EAEEE
3. EEASEFERERFE,

4., BRELERFFERARVEBNERRE, MRREIE  AFERREYERFE, SR8
AIRFIARERBEEENERRER Y FERH.

EFERBRY , BEEERVRBERR,

HYFEERHERE  BEEERARBEERANERE,

S RERR B EE | #IF http, http2 T grpc,
ERRENERBRBER. WRZEIH , IFELXEILERRS.

EFRERREHEREERERRHENERE, EMEERBBNEME (RAR[NEGH)
BZEZEREXN  FEERRERAEERER,

10. (R ) $HHEEXIERF , EELFEERBNELIER,
1. SFEMER/FER , 55

© © N o O

« MR http/http2 2IREAYFER -
- (BA) BZ-EEEEMLEA http/http2 FER P LEEH 5 EZEE,
- (EA) ERERY - KEEARENERE, NREERFRESSEEERS , IE

EERBRLYH,
- (ER) MU/EBIHEE - EERZEEABRLEENEHETE  URAEERER
AR o

- (iEZH ) Prefix’Exact/Regex & - &4 URL &M%,

- FELH - RBFER/  BERHANTNFEREERZERERRBENEE  HENFE
AgERE . AEREERBRBENAAME , EWAERAERBEHS , REBEFEN
BHE , BAERBHI TR ERE .

/A Important

o BfEE/aws-app-mesh* BFEHLLLHIEE /aws-appmesh*, , BEFEHR
B KRR App Mesh REBE

- MRERTZEMERH , AIFRSEFERRNVEHER. flw, IRE
EMmERERH , HP—EEE F& , /chapter5—BEE F&/, BB
#aRwww.example.com/chapter/€8HEHR /chapterFHH FAEKHE
o
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AWS FERREXB% ERAEER

® Note
MBEBANES/ZEAERNLEY | App Mesh SRR EEA-L
(normalize_path # merge_slashes) , AR B EREMN TEEMRERE.
EZHBERNEAEATRNRRRTER K SREERKCRERB,

- TN - FHSVSFARHANT AN  YTRARBEREHFSHH URL K EE
R

* Regex Lb#f - AR Z B URLs T Re BRR AR BIM Y EVE —BEMNER,
- (B ) EHZ2E - RV TRELEHERSZH.

- (EA) BE-EE http M http2 BIRE, SEZXFSEARER , UKHAT B EELRR
%o

- WIR grpc BEMPEE -

- IHEBLHEEN (FR ) FR/ERLY - EERZEBABR LB EKER
LR = B RER R

« grpc fRIERHE - grpc IR AT A ERARENE APl , XA ProtoBuf E&.

/A Important

& Eaws . appmeshBIRE B BIETE /aws . app-mesh*=, , BLRKEBBRE
HRIRH App Mesh RZRER

- (EA) PRER - BT grpc WFRER, CRRNFSRAEERERBBENEAS
Ko

12. (R ) $HHERMERE !

« W12 http/http2 FIBEHYERE
- MRFERENNLHER .
- BEEIHMEBNEDES - REER , THEESERREEERRKENERB,
- ERFENEBER -FRE , FEERSEEERFENE,
- MREFHRCIIZIN LHER
- EREIMEBNEDES - BRESIHERERABRERRENERE.
- BRCER - EEERRTCNE, REEKER.
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-normalize-path
https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-merge-slashes

AWS fe 2B

ERAEER

- IR Regex B ZEIA L FR -
- BRIMEBNEDER - AR IHNEBETABEERBRBENER.
- BREER - EEERRENE. REFEFRE.
- WIR grpc BEWMPEE -
- BRIMEBNEDER - BEER , THEBEEFTREEERRBENER.
13. BEERYBERENUTK.

AWS CLI
£/ 2 FERE AWS CLl,

FERATHHSEILFERBIEA JSON ( FREZECSHERNRA4E ) -

1.

aws appmesh create-virtual-gateway \

--mesh-name meshName \

--virtual-gateway-name virtualGatewayName \
--gateway-route-name gatewayRouteName \
--cli-input-json file://create-gateway-route.json

2. create-gateway-route.json EHIHNRAZA :

{
"spec": {
"httpRoute" : {
"match" : {
"prefix" : "/"
},
"action" : {
"target" : {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
}
}
}
}
3. EHEH

FEEE
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AWS FERREXB% ERAEER

{
"gatewayRoute": {
"gatewayRouteName": '"gatewayRouteName",
"meshName": "meshName",

"metadata": {

"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualGateway/virtualGatewayName/gatewayRoute/gatewayRouteName",

"createdAt": "2022-04-06T11:05:32.100000-05:00",

"lastUpdatedAt": "2022-04-06T11:05:32.100000-05:00",

"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 1

1,
"spec": {
"httpRoute": {
"action": {
"target": {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
.
"match": {
"prefix": "/"
}
}
1,
"status": {
"status": "ACTIVE"
.
"virtualGatewayName": '"gatewayName"

WMERE A AWS CLI for App Mesh Y FHERAWFMEN , F2E AWS CLI BEHH) create-

gateway-route B9 .
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AWS FERREXB% ERAEER

il B R 3E 3% EH

AWS EBEIXiEL

£/ MIBRRER B AWS EEEXEA

1. 7 https : //https://console.aws.amazon.com/appmesh/ BEEX App Mesh &
2. EELERPRIREERHBNER, SIHEEENEHEALANMERE,
3. EEASEPERERMIE

4, EELBERDMEREERBNERRFE

5

ERERBHKRT , RELERRNRE E%EEI,?)&&JLEEHH*JF%O REELNIRFIIRERRES
E, S eMBRRERA,

6. HEMEAHET , WA delete , REER—TMER.

AWS CLI
R MEREERE AWS CLI
1. FERATYGSRMERFEERBE (FRZEBCWEIRK #E )

aws appmesh delete-gateway-route \
--mesh-name meshName \
--virtual-gateway-name virtualGatewayName \
--gateway-route-name gatewayRouteName

2. EHEH
{
"gatewayRoute": {
"gatewayRouteName": '"gatewayRouteName",
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualGateway/virtualGatewayName/gatewayRoute/gatewayRouteName",
"createdAt": "2022-04-06T11:05:32.100000-05:00",
"lastUpdatedAt": "2022-04-07T10:36:33.191000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2
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AWS fe 2B

ERAEER

},
"spec": {
"httpRoute": {
"action": {
"target": {
"virtualService": {
"virtualServiceName":
}
}
.
"match": {
"prefix": "/"
}
}
},
"status": {
"status": "DELETED"
.
"virtualGatewayName": "virtualGatewayName"

"serviceA.svc.cluster.local"

MFSER AWS CLI for App Mesh MIERRIERR R FHEF , F2E AWS CLI 2Z 1 delete-

gateway-route &5,

FEBEE R

/A Important

SERIEEA : £ 2026 F£9 A 30 B, AWS #ZF 1% B8 AWS App Mesh, 2026 F 9
B 30 B2# , Bi5EEBEE AWS App Mesh £ A5 AWS App Mesh iR, fIFEFHME
A, ESELEERCER EF AWS App Mesh £ Amazon ECS Service Connecto

ERSEESEABEENBEISE | 510 Amazon ECS RI& Kubernetes 328, B EHETE
B, BUEATRBEEEREERRS ., ERGFEEHNIMNEARENSEECABEERS, ERE

HEZEHRENEMNERRBEDBSEES KRR,

IEHRERR
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/delete-gateway-route.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/delete-gateway-route.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

VERE RN EETEE RS HEERESBHBBH Amazon Resource Name (ARN),

£ Amazon ECS £ EZ = Kubernetes Pod 1&g | St {EREATHKEE Envoy REB

A BEAPPMESH_RESOURCE_ARNKYIRIZEEE, It , R L2 arn:aws:appmesh:us-
west-2:111122223333:mesh/myMesh/virtualNode/myVirtualNode, EiEESME T
node.id # node.cluster Envoy 2#. REWLEBEE , EXAMFEA Envoy BEH 1.15. 0 EH
W7, #FE App Mesh Envoy BEBVFFMERR , 526 Envoy.

® Note

RIEFEEE , E Envoy EEEMNER S ESRBAFE , App Mesh AR
APPMESH_RESOURCE_ARN HisEMEREHE, BulEHEFABCHBRERE
APPMESH_RESOURCE_CLUSTER IRIZ&8 A LUEBSITA,

2 FE B A0 R

AWS EEF#EA
fEF B ERESH AWS EEEEA

£ https : //https://console.aws.amazon.com/appmesh/ BAEX App Mesh £ &,
BELECHPEVERDHRNES, SILEHENEEELANMERE,
HEARIEE S | BZ Virtual nodes (EERETE).

EEEVERDH K AREEERGRHNFRE.

HYHERDHEE K BAERDRNEE,

SHYBRBRESE , BETIHHED —ERH :

o a0 bk~ w N~

- DNS - EEERSBRRNERRIEH DNS T#EH, Envoy KEEIFEE Amazon VPC
F, RESKEBENBEREIEXZES VPC HEM DNS [ARS. MREEEZBAEMN , DNS
AR EE - %@ IP #hit, 2FE VPC DNS FREMNFHMAET , F2BEEE VPC #H
DNS, #t¥f DNS EIfEEE (12 ) , 5% DNS BMEXNEEMNIHEEE, Load Balancer
&~ DNS e 2EE —HEHTHNIHE., WEKRT DNS #TEX EEER AR
B, RIBFER , SRREEHEE A Load Balancer,

(® Note
WMREFE A Route53 , RIEZEA/EA Load Balancer,



https://console.aws.amazon.com/appmesh/
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html

AWS fe 2B

ERAEER

« AWS Cloud Map - 5 ERENBRBEBM HTTP B =M. B LLEEHREER

FIN IS ERSIBIE , LAISE App Mesh AL AWS Cloud Map EFHBE. EE
EfFEFMEEER/EHNHTER, EZM#MH AWS Cloud Map , BHIEESEESR
AwSServiceRoleForAppMeshfRIEFE A E, ?77MF WFMHEFA AWS Cloud Map
28 AWS Cloud Map FiZ A B15m.

- E-MREHERSHARFREAEARE , FEI
7. IP A mFRE

BREYRBEEENR IP RATA |, BHEL P RAEZARBEERNRE. BIBETERR , App
Mesh A EE IP lRA,

(® Note
HESOHNLRE P RERERASERHHILSEN LBREREN IP REFRE,

=n
axX

« Envoy #J DNS #MEXRFIPv6ILEEA IPv4,

s

« W% AWS Cloud Map ATA , BMEEA EEIPvsRtbit , YER AFEAZIPveibiL,

- BAMERERXEINRESFER IPvatthit,
« Envoy EREXSBEEFMAEIPvAtbL,

* IPv6 fR%F

* Envoy KY DNS @2 XNmIFIPv6ILEIER IPv4,

- WMEAA AWS Cloud Map , Bl R EEIPveR it , Y EEREAZKIPvLitbiL
- ARMEREXBRINKESFER IPveitit,

« Envoy EBEXSBEZEFTE IPv4H IPve tbil,

. IPV4 [RIF

« Envoy #J DNS iR REFIPvLIEEIR A IPV6,

« W18 AWS Cloud Map AT , B ER EEIPv4Rbit | SWEEAFEHZIPV6HiL,

- ATBERAEIXBINIRESER IPvatntt,
- Envoy ZEEEXNSBEZEFE IPv4H IPve thit,
ZR IPv6

B ERER e

Envoy 9 DNS FEfTE N EE A IPv6.
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AWS FERREXB% ERAEER

« R& AWS Cloud Map £/ EEIPveRyHiit, 15 AWS Cloud Map EEIPv4itiit | Al
TEFEA P it , WigZ= BEREEZE Envoy,

- AAMERERNEIMNHREMEA IPvettit,

- Envoy ZEEEXNSBEZEFE IPv4H IPve thit,
- {EIR IPv4

 Envoy K9 DNS @2 NEEHA IPv4,

. 2 AWS Cloud Map {8 EEITPv4HIbat, 1R AWS Cloud Map EEITPve#Est , B
FEEA P it , X2 AERERZE Envoy,

- BARMERENBRYINIRESMER IPvLtiiL,
« Envoy EEEASBEZEFTAE IPvsH IPv6 M,
8. (EA) AFRBEXERE - EHARERREBEAGRERRER,

® Note

- MRERELBENEERSIEEA Transport Layer Security (TLS) , BEREE I
EREE  HAKREERA TLSWREEROTHMERNERE. AEERHERERKHASE
MERZRHEREEBIFNERTY, NERYRANRABREREENFMRENA ,
w2E BH,. NREERA TLS EMRANRERBEREZ , TIHFAFi% Envoy
RETREELWE TLS BREARR , ARLEH 2 EREH B Envoy REFT KRR
T, EVAEZENR T Envoy REER4E TLS X FEE:5,

- DARRRGERBERDIAALERNEARER —EHFN Envoy REMARLER
., RMEBERARERER K REFRULERS R EEBARNEREDR.

(BA ) NREREEREREEFE A Transport Layer Security (TLS) EEfiE % i%E |
RIZEEHEIFAT TLS,

- (EA) NRERABEH -G EREEZEFH TLS , FEEERETRAYT, EEZH
BHMEEE  FEIGNEEEE, NREBREETMEREE , SYHMEEZERSIHT
TLS,

- SHEBMELE  BENTIHEP—EZEE, SEENBELAEFEANARESRR, NFHF
WMEF , FEREEEXR,

- AWS FAE BREREEN TE - BEM—JZEBENEFE. WEMEH ACM BEMFZEER
15| FE A FE X S B AV ST B end-to-end’E#R , 582 B GitHub EEYEA AWS Certificate

SETLS,



https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/tls-with-acm
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/tls-with-acm

AWS FERREXB% ERAEER

- Envoy Secret Discovery Service (SDS) 5% - # A Envoy #§{£ /A Secret Discovery

Service RN M Z BT,

AHERTE -EHBEnvoy HERRALEECBHEEERNVBE, WEFHAAKER
RIEE & HIFE AR BB TEend-to-endEHK , FHSBIE GitHub EFEFAEEIEEHMN
TLS BFEERE TLS, GitHub

(BA) ATERE, EEHNEHM SANs , 75 ZEEE SAN, SANs4ZEA FQDN 5
URI &=

(A ) BERRHAAFPHREZNTIEF—@ERE , LERAKRSISFRHGFREEAFHEE , X
BAXETLS BoHR%E . EBE—F THXE TLS , 52 App Mesh Mutual TLS &% &

&

Xt

- Envoy Secret Discovery Service (SDS) 5% - # A Envoy #§{£ /A Secret Discovery

Service RN M Z BT,
AEERITE - BB Envoy WERRALECERREERNER  URILELE,

9. (EA) BBREK-EEERDIAEELEFN App Mesh EHIRH .

- AEBRSIBIANERERSE A App Mesh [E#E R BHTEM Amazon Resource Name

(ARN),
(A ) WREBEEARIRITEHE M TLS 5RE , mEE TLS B8 E , ARENMBEEEAR
o

(BH ) MREBBERERDHER TLS B RImEN , FHERGRFIFIT TLS,
(A ) MREREEH -—HSEFEEREER TLS , FHEERETRART. BEH
WMHEMERE  FRIFEEEE, IREREEEMEZER , AGUmEERERTH
17 TLS,

- HHEBMESE  BNTIHHEP—EEE, SEENEIELACHFEANERERR. 0F

HEA , FBREBEER
« AWS A BERHEEN fTE - BN - ERENER.

- Envoy Secret Discovery Service (SDS) 5% - # A Envoy #§{£ /A Secret Discovery
Service UM Z BB,

- ARERFTE - £5F Envoy WERRAK LEEBRREHEERNEL.
(BA) MAXRAE, FEMEFHEAM SANs , FEZEHTE SAN, SANsAER FQDN

URI &3

(EA) BERRUAPHBEFNTIHAP—@EZEE , UERERSEFREREAFIREE ,
WHARE TLS k%, EEHE—F THRE TLS , 552 App Mesh Mutual TLS &
pal B
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AWS FERREXB% ERAEER

10.

11.

- Envoy Secret Discovery Service (SDS) 5% - # A Envoy #4{£ /A Secret Discovery
Service RN M ZEE R,
- AEERFTE - BT Envoy WERRZR LEERIHERNEBR , URILELR.
- FEMEHMRE  FEIGTER R,
(#A)
BRRE B , FEALFE Envoy AN HTTP FEAFRE. RMEREER /

dev/stdout B , LMEE AT LAEA Docker HFEREIFENAF AR Envoy HFSEHZE Amazon
CloudWatch Logs & R# .

® Note
AL ANRBENEARNFHNAERBA , YELT AN, EEERKEERR
$§R Envoy # B S EIA R LR

EEENARE
BEEENXE HTTPHTTP/2. GRPC, H TCPEAHE. HTTPSTFXE .

a. MREHERGBHBAPEARE K FAEBEAEEERENBEABE. http HEENX
AHEAREIA Websocket, AR —THEZEBEARNESEREEN, BiRikE
ERRZEREN,

b. (FEA) BMAEKRERE

EREESRE Envoy TRAMEBAEABREFREVNERHE. CEEREBAIUER
EXARRBEREMERAE Y ERERBEARXNERBERELMR.

BULREERBMHEREXNENLERERERE. App Mesh REREH A FimERE
ERERERER , FLMAEERE,

(® Note
connectionPool F portMapping BAHE4EMEE . MNRENEEEXBEHAWD
E 2 tep , FBEE maxConnections, MR EHZERENBEAWER grpc N
http2 , FEE1EE maxRequests, MREHWFEEXNBABER http , BATLAE
}§E maxConnections # maxPendingRequests,
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C.

d.

- SHEBRRERY , EERABHERH.

- (B ) UREAFEERER , BT Envoy TN RREFE B BB RNE
B, TEREA 2147483647,

(1EA ) BARRESR

R Fiwm Envoy EANEIRERR , ATRAFREEEIN E MRS EEKREUL T 2
BB, ER—EEIRREHL X | TIaHt LR 8B TR EFRE,

BiREANSDENE EEEETNRMEETUTIEAR AR | LIEEFERERIFH
AHTEEDEEBIR,

(® Note

ATEVNBREARSZSERTHNBIFEER , XERGENRERRFETUR
AWS Cloud Map =X DNS , EIfEE R R E A ENDPOINTS, MIREE AL fEE
# B ) DNS IRIEIRZR 5 ELOADBALANCER , Envoy RIE R €& 28 — P it 5k
B LERE. SEER—AETHPBREEERBETETHNBRERNTAX
Mo W% Envoy RETAEBRERZFREENFHEN  F2ERERESLE
—EBPRo

- BRARREREERR , FREERHAFENIER Sxx FHR¥E

- HHREEAUER  EESHERHS T BN EEBRNEL.
- SFHERNRLEERRE  BEEERLFHNENSENENE.

- HHRHBE L  EERHFEHEEEPTRHENERBES L LR,
(ER ) MAEFERERE - REEFREREBERNRE.

BERERERRZZAYN , BNREEEEFRBERNEME L REEEFERE
ME. EFRERERR. EFREREEABE. BREFHBMNEFRETERENE,

- SHHEEREREEANE | REBAHE, MRBIRE grpc , MIBHWRBELEARFE
GRPC EFREREBEAWE.
« ¥ Health check port GE{EiREEMEEER) | EEESITEEREBRENEZIE,

o 11 Healthy threshold (EERIFEE) , EEEEEEEERNEERIFZH , X EZE
HIE{EAR BB E B A I B
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https://github.com/grpc/grpc/blob/master/doc/health-checking.md

AWS fe 2B

ERAEER

« ¥5 Health check interval (B{EREMEREMR) , BESRXEFERERERIT BN EE

BfR (LAZERREN).

« B Path (BB1R) , EEEEREREF RN BAVHEE, RETERREREBAG

ER https B, TEEALELttp2. HMBRAIHBES 2R ILE,

« R Timeout period (REFHE) , EEFFRIEFERERECLRNEE ARV RE

)0

|mi

« ¥R Unhealthy threshold GEEFERIME) , EEEESEEERXNEETR 2] , LEHE

e.

BV E/EIR BRI AR K BUR B
(1A ) BA TLS ®¥it - REEMERSINAER TLS Rt ERE BT,

- HH RN EREREERREN LRE TLS &K,

- SHHBREAE , BEMTIHEP—EEEHE, BRELATESRERR. NEFMER ,

f.

s
W%

B BEE K,

- AWS Certificate Manager 5t& - ZEUREHNEBE.

- Envoy Secret Discovery Service (SDS) 5t - #i A Envoy #4 £/ Secret Discovery
Service R M Z & B,

« FHERTE - BT Envoy RENERRA LECREEERNER , URLER
- 8

(EA) ENFEAFPHBRNTIHP—EZEE  UEAFRREBERKA

RETLS k. EEH#—FS THERXE TLS , 328 App Mesh Mutual TLS

Authentication 324,

- Envoy Secret Discovery Service (SDS) 5t% - #i A Envoy #4 £/ Secret Discovery
Service R M2 & B,

- ARERFTE - £5F Envoy WERRMK LEEBRREHEERNEL.

(FEA) WMAXRAE., EEMHMEHM SANs , FFREHTIE SAN, SANsX%EA FQDN
= URI &3,

(ER ) ®REF

(® Note
MREBIETEHREFAATEARE , FELREEREBIZAREAAFERENEKH,
B, MREAREFERBD ABERERENE , B LLEEZEREEE Route EFR
B, MEHMER , FSEHA,

112


https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
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AWS FERRE % ERERER
- BRBE - MRLAEEREXWERGEIRE grpe. http 2 http2 , BIFI LB EFERE
. ARER 158, ER 0 EEARK,
- HEFERE - 2T NEETMEEREXEABENRERFERE. BERA 300 %,
12. BERIERSBIATH.

AWS CLI
£/ B ERER AWS CL,
FEATImTMEA JSON EREVEA DNS ETRBERENERTE (FALASHNERRY
#E) :

aws appmesh create-virtual-node \
--cli-input-json file://create-virtual-node-dns.json

2. create-virtual-node-dns.json EHIHRA :

{
"meshName": "meshName",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
},
"virtualNodeName": "nodeName"
}
3. EHEH
{




AWS FERREXB% ERAEER

"virtualNode": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualNode/nodeName",

"createdAt": "2022-04-06T09:12:24.348000-05:00",
"lastUpdatedAt": "2022-04-06T09:12:24.348000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

I
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
},
"status": {
"status": "ACTIVE"
I
"virtualNodeName": "nodeName"

mEMEA AWS CLIE AR App Mesh Y B ERETEMNFGFMER , F2E8 AWS CLI 8E4H

create-virtual-node #8 %
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AWS FERREXB% ERAEER

il B 58 0 R
® Note
MRERBUETAHRATEERAR  IECAERREETIEERHER , BIRIMERZE
BE,

AWS EE XA
£ MERERER AWS EEXEA

1. 7E https : //https://console.aws.amazon.com/appmesh/ BIRX App Mesh £ &,
2. EELRERTRMRERDHNAE. SHIHEEENEEELBANMEMARE,

3. EERIEEH | #Z Virtual nodes (EEETEH),
4

HERGHRET  BECERBRNERDE  ARERMR, EZMBRERDE , BHNIRF
ID A EERBHNBEHERTERERERERT.

5. AT , @A delete , REZEMER,

AWS CLI
5/ MIBRESEET R AWS CLI
1. ERATHSHERENERDR (KERRREECHE) !

aws appmesh delete-virtual-node \
--mesh-name meshName \
--virtual-node-name nodeName

2. EH#H

"virtualNode": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualNode/nodeName",
"createdAt": "2022-04-06T09:12:24.348000-05:00",
"lastUpdatedAt": "2022-04-07T11:03:48.120000-05:00",
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"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

},
"spec": {
"backends": [],
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
},
"status": {
"status": "DELETED"
I
"virtualNodeName": "nodeName"

mEMEA AWS CLIE AR App Mesh B MIFRERETZMFFMER , F2E AWS CLI 8E4H

delete-virtual-node %o

FE Bt % F BN

/A Important

SEHLIEBA - £ 2026 F£9 B 30 B, AWS #Z1E¥ B9Z#E AWS App Mesh, 2026 £ 9
A 30 Bz# , B8 EBEE AWS App Mesh £ A AWS App Mesh EiR, MEFHE
A, FES Eﬂﬁt“‘ﬁé*ﬁiiﬁ‘é B AWS App Mesh & Amazon ECS Service Connect.
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AWS FERREXB% ERAEER

ERFHFEREERA-NZRERBRBHRE. LBV ERKRARE , EUURERBHREY
RS TMEER  eMe8EABRBHEEI TR ERE.

____________________________________

Destination’s virtual
router and route.
HTTP route

prefix: [
Route B

targets: _ _
Virtual node destination

// + WEIEht
B i

H‘___‘E Route B’

New service or service
version

____________________________________

ERFARAHNEAEARERBEESEREER,

M FE %% # FH 2Y

AWS EE XA

£/ BIUERE BT AWS EEEEAS

@ Note

BYVERRHSFE  SUAFEEAEEN G ZEEER | RIS R E T Y E HR
HERE M BB & EEEE,

1. 7£ https : //https://console.aws.amazon.com/appmesh/ BIEX App Mesh £ &,
BELECHPRYERKHBJOEE. SHHERSNCEEHLANMBEREE.
ELBIEEAF | EIZE Virtual routers (BB HES),

i#1Z Create virtual router (B3 E#EEHR).

w0 D
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https://console.aws.amazon.com/appmesh/

AWS fe 2B

R EEE

5. ¥1 Virtual router name (EREHEER) , ARNEREHBEERAR. RZAF 255 BF
8., ¥, EFHMNELR.

6. (FEA) HRAEREENERE A FACNERKHSB[EETEZENBEABE. http BEREXAR
TG IEARE LA Websocket, BRI AR — T HIZEREARMESEAZERS. BRIZEER
pRExEERER,

7. 1Z$E Create virtual router (2 E#EHET) LLTR.

AWS CLI

5/ 2 EHR B AWS CLI

AT MEA JSON B ERIRMER (E£REECHERR/#E) -

2.
3.

4.

aws appmesh create-virtual-router \
--cli-input-json file://create-virtual-router.json

create-virtual-router.json EHIHRA

{
"meshName": "meshName",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
]
1,
"virtualRouterName": "routerName"
}
By E I
{

"virtualRouter": {
"meshName": "meshName",
"metadata": {

"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualRouter/routerName",

B R AR
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"createdAt": "2022-04-06T11:49:47.216000-05:00",
"lastUpdatedAt": "2022-04-06T11:49:47.216000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1
},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"

]
+

"status": {

"status": "ACTIVE"
1,

"virtualRouterName": "routerName"

WMFFER AWS CLIHEAR App Mesh Y B2 EH IR RAVFEES , F2E AWS CLI 2ZF [

create-virtual-router 5o

il B EE 5 2% EH 25

(@ Note
MRERFBARBEMNES , VEEAEMERBEHNREHRE | AEAMEREERR B,

AWS BEE XA
R MPREREEHER AWS BEEERE

1. 7£ https : //https://console.aws.amazon.com/appmesh/ BEX App Mesh £ &,
2. EBELEERPRBRERBARNEE. S EEEENEEELANREREE,

CN /N
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AWS IR MB1% EREEE
3. TEERAIEES | B Virtual routers (EEIEHET),

4. HERBBBFIREDS  BRELEMROERKMARS  ARERA LANMER, = EZMERERER
e , BHIRF ID LRSI EERBHBEN BB ERERAETEMD,

5. HEWIEAEHETP , WA delete , RER—TMER.

AWS CLI
5/ MiBRE#EEE HHES AWS CLI
1. FRATHGSRMBRENEEREHE (FRZBCWERR #E )

aws appmesh delete-virtual-router \
--mesh-name meshName \
--virtual-router-name routerName

2. WA
{
"virtualRouter": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualRouter/routerName",
"createdAt": "2022-04-06T11:49:47.216000-05:00",
"lastUpdatedAt": "2022-04-07T10:49:53.402000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
]
},
"status": {

I Bk R % Fh 8% 120
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"status": "DELETED"
1,

"virtualRouterName": "routerName"

MFEEA AWS CLIEAR App Mesh 89 IBRE B B VEFAAEF , 5526 AWS CLI 2EHH

delete-virtual-router 5%

B EH

/A Important
BB £ 2026 F£9 A 30 B, AWS #FLL¥ T AWS App Mesh, 2026 F 9

B 30 B2# , B E L BFE AWS App Mesh £ A AWS App Mesh EiR, MEFME
A, ESE L EERCER B AWS App Mesh £ Amazon ECS Service Connect.

B F B R BB R BRAHEA . BRA AN LW ER B MEBRNGER , YR RES B EMEBANERER, W
REHFSHER , AU RES B - RSEERERDH, EUUABEERGMEEHAEEE,
2N X RE Tt BY AT AR IS AR AE R E A BE o

B
AWS EEERA
£/ BIUH AWS EEEXRA

£ https : //https://console.aws.amazon.com/appmesh/ BAEX App Mesh & &
BELEEVRANMESE, SIHAEENERBELANEHERE,

EERIEES | 82 Virtual routers (EEEIEHES)o

BELZEMRAHEVRBNERKEHRSE. URRIE , IEEEEVERKHES,

£ Routes (B&H) & , i#IE Create route (B IEH), BEEEVKH , MRS ID X B A
HHENEREEE.

¥ Route name BEHER) , EELHNKAEFEANERE,

7. SHHRHMEE  ERLERANBANE. SERNBEABELARTESERERREHIFZIN
EREABABE , URERBRENERE R,

o K~ w0 Dd =

o
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://console.aws.amazon.com/appmesh/

AWS FERREXB% ERAEER

8. (EA) HHRBHBELIEF , FFIEE 0-1000 WEEIERF , LAREHNKEH, SKEEELY
BRH , 0 ARSETIEF.

9. (EA) REHMAR, RTEHNEABES , BEER Route BEEZNNEABE , YRFE
BEREFRAPEERE,

10. S BEFERE  EMERREXBAIAIRE App Mesh ERRTIR , WIEEEE, B LUEEN
BERUTREMEE R, AMEEEN B &S AAN 100, MRRFIHEMEREGR , A&
HAFET—E, MRENNERDBHASEARREN  AFEBRERER,

1. SFEMARER , BE .

tEHHREEREAR tep

« R http/http2 RIEIHEFE
- (EBA) FE-EBEEEEEA http/http2 FER P LEE I 5 EEHE,
- (ER) EEELY - EHEARENESE, IRLERKRBHRFZEZSEAZEREN , AIFE
EEEBRHH,
- (3#H ) Prefix/Exact/Regex & - B4 URL BREM 5%,

- FEARN - RBFER/ , HERANANFREERZEERERERENERE  AFFEA
BERE . AEREEERBENAXAME , CUUARBBEZENER , EAERREH
SRR HE TR ERE R,

® Note
MRIGRHARE/ZEELLEY | App Mesh S RUA K EEEAY (normalize_path
merge_slashes) , AR RRERBN TREERZERIE.
ESHERBRNEHEATEANRERTER , SRERCRERE,.

- B2 - FRSBSFARANENIENRE  YRRRAEERENS BN URL
i, TEEEKH.

 Regex LL¥f - AR#EIRZ(E URLsATREE R BB LMW E —EEMNER.
- (ER) THZH - HBUTELELHEHSH,
- (ERA) BE - 57 http M http2 WIEE. CEAFERBZERERRBHEAFER.
o MR grpc BEIEE .
- IRBERE - FFEFERM B /Y RIS
- FEERE - FEBERNBRIM T E,
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-merge-slashes

AWS fe 2B

ERAEER

« (EA) PRER-Match REFBRENNFEREE . TE BLEANESTREEHR

12. BEE I EEH,
AWS CLI
£/ BB AWS CLI,
FATHaSMEA JSON B gRPC A (FALECHERRA#E )

aws appmesh create-route \
--cli-input-json file://create-route-grpc.json

2. create-route-grpc.json EHIH AR

{
"meshName" : "meshName",
"routeName" : "routeName",
"spec" : {
"grpcRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "nodeName",
"weight" : 100
}
]
I
"match" : {
"metadata" : [
{
"invert" : false,
"match" : {
"prefix" : "123"
},
"name" : "myMetadata"
}
1,
"methodName" : "nameOfmethod",
"serviceName" : "serviceA.svc.cluster.local"
},

"retryPolicy" : {

B% B
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"grpcRetryEvents" : [ "deadline-exceeded" ],
"httpRetryEvents" : [ "server-error", '"gateway-error" ],
"maxRetries" : 3,
"perRetryTimeout" : {
"unit" : "s",
"value" : 15
},
"tcpRetryEvents" : [ "connection-error" ]
}
I
"priority" : 100
I
"virtualRouterName" : "routerName"
}
3. EHEH
{
"route": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualRouter/routerName/route/routeName",
"createdAt": "2022-04-06T13:48:20.749000-05:00",
"lastUpdatedAt": "2022-04-06T13:48:20.749000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

I,
"routeName": "routeName",
"spec": {

"grpcRoute": {
"action": {
"weightedTargets": [

{
"virtualNode": "nodeName",
"weight": 100
}
]
.
"match": {
"metadata": [
{
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"invert": false,
"match": {
"prefix": "123"

I
"name": "myMetadata"
}
1,
"methodName": '"nameOfMehod",
"serviceName": "serviceA.svc.cluster.local"

I
"retryPolicy": {
"grpcRetryEvents": [
"deadline-exceeded"

1,

"httpRetryEvents": [
"server-error",
"gateway-error"

1,

"maxRetries": 3,

"perRetryTimeout": {
"unit": "s",
"value": 15

},

"tcpRetryEvents": [
"connection-error"

]
}

I

"priority": 100
I
"status": {

"status": "ACTIVE"
},
"virtualRouterName": "routerName"

MFEFEA AWS CLI BAR App Mesh B B BRHEMNFFHEN , 2/ AWS CLI 2E M create-

route AT o
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AWS FERREXB% ERAEER

gRPC
(BA) EF

- (BEA) BARLHBROENERBORBEE, IREREERR , ASLEWEM RBENE
Ko

- (BA) BABRLEBERCBEN®TENT EZER, NREREERR , AISEBEMLTENG
R, MREEEFEERE  RLAEERBERE,

(ER ) PER

212 Add metadata (738 R EE H),

- (EA) BALERBHEEANPEENERE | EIVERAER  RAZBAMETE. BERESEME
o Hlin | MBREIETE WHEER B BnyMetadata, Exact WHRFER, WHEMFEL23 , REE
BRE  BRASHEPEERZBIES UANEMEERETEEL123,

- (EA ) EEEPEERNTERS TETEEREER,

(ER ) EFEBE

ERBRTEAFRAEACENERMENEREAENERENARFREE. ERXBRZERD ,
BEEEH, ERRRESERFAERNRE (2RBNHER ) . MRERERERBEK , Al App
Mesh AIREE BB ABEMHE Y ERBK. WEFHEEF  F2RARKASHEE,

- HHHEEERE , BARKSERBNECE, NMRECEEEAEABEERSH , AFERE,
- SHEERERKEN , BNEN. MREEETUEABEERES , IFEE.

- SHHEHAHMLER , WABRABEFNEDNAB LR, IRCEZEMEAHEERASH , AIFE
H,. EREBENEZLAME.

« BH—ZEHTTP EXEH., RMERZEDIER stream-error 1 gateway-error,
- EHTCP EXHEH,
- BEH—ZZE gRPC EXREH. BMEBEDENMCEBUENEEFEA,

(ER ) WA

. BBRMER 15D, NRLIEET ERRE , WOELRIEEORHRIEMBREXRR SR ERSER
MERNCEERBEFEENERAM LR  UECWERBRTUER. NREKENSENS
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AR15% , FREAFMERDHHMEENEZEREXNEENRBFEARN 158, NEFMENR , F2
BEEE B R

- B 0 SEARE,
- BHATRENKRE LR,

HTTP 1 HTTP/2

(1BA) EF

- EERAEBEFTNTE. flW, MRENERRBEEER service-b.local , MEH LA IE
¥R M service-b.local/metrics , BB EZA /metrics. EBE 8/BHAMERE.

- (EA) BEASE

- (IBA) BEREBER, EBAR HTTP2 A,

(EH ) B5E

- (EA) BETEEE, WALERBHEEANZEESRE | BEIVEAEE K ARWAME/E, B
MRESEMR, FlIn , MREFEHAclientRequestIdFE BER A WEHEL23 , RAZENK
B ARASLYEEMEERES UANERL23,

- (OER ) BEGTEER. SRZ W LEEHEFRE,
(#H) ERBX
ERBRTEAFRREL CRRBEEMENRRNEBEMEN AR R ERE, EERBRZEAN

BEEER, ERRRESERSREANRE (BRFVIHER ) . MRERERERBEK |, Al App
Mesh WREE HBASEMRARYEREE, NRFMENR  F2RAREHERABE,

- HHEERE  BARKSERBNEVE., MREZETAEBABEERSH , UFEE,
- SHEERERKEN , BNEN. MREEETUEABEERES , IFEE,

- SHHERABLER  MABRAUENERARB LR, IREEEXMNEABEERASH  IEE
H, RMZBNEZLAME.

« BN —HZEHTTP EXHEH. BRMEZRZELDIEE stream-error F gateway-error,
° igﬂﬂ TCP Egﬁg#,:o
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AWS FEFR B EAEEE
(BR ) &

- FAREE -BERES 15V, IREEETERBR , AIGEMEEENFERSEHEBHRARIER
ERFERERUGEERBRRPEENERARB LR , MELSNERABRATUTR.

- FERFERE - BRER 300 B,
- B 0 SEARE,

(® Note

NMREEENBHARERE , FEESTAERDPMSRENEZEREXAEENRFBARE
RfE. 718 , MREHBRE B IBERERENE , BT NEREFRERDIMAORE, MEF
MER , F2EERDH

TCP
(M) W

- MERERE - HERESR 300 ¥,
- ER 0 SFEARE,

i BR % R
AWS BB XA
£/ MR AR AWS EEBE XA

1. 1E https : //https://console.aws.amazon.com/appmesh/ BAEX App Mesh £ &,
BELEZRTRRXBAESE. S HEHENERELANMERS,
EERPEES | B2 Virtual routers (EREHEE),

BE R ERE A MIERER B AV R R BR o

ERERT , EELEMBRNER , RERENEG LA,

FERRART |, MA delete , RER—THER,

2
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AWS CLI

fiER MBREEER AWS CLI
1. ERTIGSRMERENES (EAEECHERRAHE)

aws appmesh delete-route \
--mesh-name meshName \
--virtual-router-name routerName \
--route-name routeName

2. R

"route": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualRouter/routerName/route/routeName",
"createdAt": "2022-04-06T13:46:54.750000-05:00",
"lastUpdatedAt": "2022-04-07T10:43:57.152000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 2

},
"routeName": "routeName",
"SpeC": {

"grpcRoute": {
"action": {
"weightedTargets": [

{
"virtualNode": "nodeName",
"weight": 100
}
]
1,
"match": {
"metadata": [
{

"invert": false,
"match": {
"prefix": "123"
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},
"name": "myMetadata"
}
1,
"methodName": "methodName",
"serviceName": "serviceA.svc.cluster.local"
},
"retryPolicy": {
"grpcRetryEvents": [
"deadline-exceeded"
1,
"httpRetryEvents": [
"server-error",
"gateway-error"
1,
"maxRetries": 3,
"perRetryTimeout": {
"unit": "s",
"value": 15
I
"tcpRetryEvents": [
"connection-error"
]
}
},
"priority": 100
},
"status": {
"status": "DELETED"
I
"virtualRouterName": "routerName"
}
}

WMEEA AWS CLIHEAR App Mesh Ky RIEREXERAVEFMIERR , F2 B AWS CLI 2EF 1 delete-

route I8 S

B% B
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/delete-route.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/delete-route.html
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Envoy #&

/A Important
TEAKIEE : £ 2026 £9 A 30 H , AWS =1L B9 AWS App Mesh, 2026 £ 9

B 30 Bz# , #Bi8E £ B1FE AWS App Mesh £ A AWS App Mesh iR, MEFME
A, ESE L EERCER EF AWS App Mesh £ Amazon ECS Service Connect.

AWS App Mesh 2 2L Envoy RI2 R E R K BRI

ECS Task / Kubernetes Pod

Port

‘ ‘ ‘ ‘ ‘ ‘ | —

Proxy Microservice
Container

External traffic Port 8080

B Envoy KIEFTIEE App Mesh i BEPTTRHY Amazon ECS £#. Kubernetes Pod =
Amazon EC2 #1T{ERE , fINERET N ERFE, App Mesh £ Envoy RERSRMREG , WIEH K
R RARMRBEE H. App Mesh 21815 App Mesh RS RIFEE @M Envoy REBIRAK | REBA
IR FTRY RS

Envoy BR{GE 88

App Mesh Rt ®TE Envoy RERRMGEE. MEZENEZERER Envoy REU{IEE App Mesh &
FEEBHA , AKX Envoy REUAEHER. —EIEEZELE App Mesh IR HBANEER G, 5

—EEBAFS FIPS & , AT App Mesh FIPS fR#&um2H&EEA , Y 7E App Mesh BRIEZ /Y TLS &EA
RERAEIEIT FIPS ZiGiR:E.

BAILRUTEETEEEGREG , SIRtBEMEA WLoEREEPEERRaws-appmesh-envoy,
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://www.envoyproxy.io/
https://gallery.ecr.aws/appmesh/aws-appmesh-envoy

AWS FERREXB% ERAEER

/A Important

- #2023 F 6 A 30 AR , RE Envoy B fv1.17.2.0-prodREHhRAEE App Mesh #
B, AL Z2HIEA Envoy MEHBRIEFV1.17.2.0 , #ARBER Envoy SS#EEHES |

BEMEBINEZEREZHRIRAE.

- REEBR , AEREHS Envoy RAAREZFRE. AEZFHH Envoy IRAEEA
BN RLEHERN. THREMRANREESOEETRE.

« fRAX1.17 2 Envoy WEXEH, WHEFHEH , F2REH/ERZE Envoy 1.17,

© BRA1.20.0. 1 EFHRAARMELIE R

- WMEIPV6XZIE , FE Envoy MRA 1.20 HEHARA,

(® Note
FIPS EEARXEMMERN B,

FrE X BN EEER O LG ###EUX B me-south-1, ap-east-1, ap-southeast-3, il-
central-1, eu-south-1% UAKEMIEHaf-south-1,

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

& FIPS &8

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod-
fips

me-south-1
772975370895 .dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

ap-east-1

Envoy BR{&EEE
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https://docs.aws.amazon.com/app-mesh/latest/userguide/1.17-migration.html
https://docs.aws.amazon.com/general/latest/gr/appmesh.html

AWS fe 2B

ERAEER

856666278305.dkr.

ap-southeast-3

909464085924 .dkr .

eu-south-1

422531588944 .dkr.

il-central-1

RS

564877687649 .dkr.

af-south-1

924023996002 .dkr.

Public repository

B

ecr.

ecr.

ecr

ecr.

ecr.

ap-east-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

.eu-south-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

il-central-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

af-south-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.34.13.1-prod

& FIPS &8

public.ecr.aws/appmesh/aws-appmesh-envoy:v1l.34.13.1-prod-fips

Envoy BR{&EEE
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® Note

KRMEZR 512 @ CPU B MED 64 MiB WL IBEBELE4E Envoy B85, 1E Fargate £ , &
AURENRETEREES 1024 MB HEER, WRAFIERRAEMERELHEARERES
MEHERTZE , B LA Envoy RN EREE.

® Note

%t BRI AT B aws-appmesh-envoyMEGE1TARZAv1.22.0. 0 EEE A EER Docker R
%, BFETEEEE , MERLBEX/) , WRLBREFREAEHNRBIRE, NRER
)= 1E aws-appmesh-envoy RGN ER FRE , WHAKEREL AL2 E#EH4 ( Fl20 yum) A
IheE , ZRMBEEaws-appmesh-envoyBEGRER —EMNIE , LAERH AL2 EREZEHH

Docker B,
HITIHESEUELER ZHAHET Docker B % aws-appmesh-envoy:v1.22.0.0-
prod-al2:

cat << EOF > Dockerfile
FROM public.ecr.aws/appmesh/aws-appmesh-envoy:v1.22.0.0-prod as envoy

FROM public.ecr.aws/amazonlinux/amazonlinux:2
RUN yum -y update && \

yum clean all && \

rm -rf /var/cache/yum

COPY --from=envoy /usr/bin/envoy /usr/bin/envoy

COPY --from=envoy /usr/bin/agent /usr/bin/agent

COPY --from=envoy /aws_appmesh_aggregate_stats.wasm /
aws_appmesh_aggregate_stats.wasm

CMD [ "/usr/bin/agent" ]
EOF

docker build -f Dockerfile -t aws-appmesh-envoy:v1.22.0.0-prod-al2 .

£ Amazon ECR F7ZEULL B e & 2 H AWS Identity and Access Management (IAM) #2241, Fitt |
BAEER IAM REBFERBEE Amazon ECR HEBEUFEUE, Hlan , £ Amazon ECS & , &1
LI EE N EESITARERE Amazon ECS 1%, MREE ARSI FEUSE Amazon ECR EIRHY
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IAM BUR | SR A RERRIE AR Blaws -appmesh-envoyfZ ER [Ei54% E Amazon Resource
Name (ARN), #l#0 , £ us-west-2EiHH , BAUAFFEETHIEIR : arn:aws:ecr:us-
west-2:840364872350: repository/aws-appmesh-envoy, MEEZEH , F2H Amazon
ECR SEHR, MRETE Amazon EC2 #1T1EEBE LA Docker , FEEIEFERT Docker, MEFFH
B, mSRERESIRE.

BIBEEMEFA App Mesh ThEE | BLETHEEEURM 8 K& -2 L)k Envoy BRIRH) Envoy B8, #&
E1E Envoy 8F £ LS 2 B RS LAY App Mesh ZhAE , B4 AER App Mesh 124E Envoy
BESMG, MELFEFE 5520 Envoy UpstreamZEH App Mesh GitHub EEIE, RFEE
&{E A App Mesh Envoy BREsM B EAREXEEIE,

Envoy #HREE &

/A Important

FERIEES £ 2026 £9 B 30 B, AWS #$ELY B9 AWS App Mesh, 2026 £ 9
B 30 B2# , BiSEEB1EE AWS App Mesh £ A5 AWS App Mesh iR, WEFME

A, BB EERIER EF AWS App Mesh £ Amazon ECS Service Connecto

AT HRIESEIRELE App Mesh EBREIBIEHEHEMN Envoy B3R,

® Note

App Mesh Envoy 1.17 7% Envoy B v2 xDS AP, MREEAMNREZ Envoy HHEERN
Envoy fEREE E | RIXARHEFHRAZIH v3 xDS APL,

HEBY

P8 App Mesh Envoy RS HIEETIIIREESE, BB REEERA 1.15.0REFMAM Envoy B
BIEERFER, MREFEHANSERIRSG , BISBEHRAEFRE APPMESH_VIRTUAL_NODE_NAME##,

APPMESH_RESOURCE_ARN

B Envoy R S EHREFHER | SRLRESLERERERD N ARN SUEBFFAENL KR
EHFE, THEETSHH ARNs :
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/ecr_managed_policies.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/ecr_managed_policies.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/Registries.html#registry_auth
https://github.com/aws/aws-app-mesh-roadmap/labels/Envoy%20Upstream
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-config.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-config.html

AWS FERREXB% ERAEER

- EHEIZ —arn : aws : appmesh : Region-code : 111122223333 : mesh/meshName/
virtualNode/virtualNodeName

- E#ME - arn : aws : appmesh : Region-code : 111122223333 : mesh/meshName/
virtualGateway/virtual GatewayName

EREH
THREESEE N App Mesh Envoy BREF=ZAM.
ENVOY_LOG_LEVEL
EE Envoy A2eHI HEEER.
BME : trace, debug. info. warn, error. critical, off

JE5% : info
ENVOY_INITIAL_FETCH_TIMEOUT

EE Envoy EHREEFHEREEARREFEHE —EHEDENKREHE.
WEFMER , FSE Envoy XA FIVERERIR, 8% 0 K , TERERE,

ENVOY_CONCURRENCY

& Envoy BFERE - -concurrencym B HiRIE, EFERTERE, HIBIEAE Envoy R4
v1.24.0.0-prod EEFHRAESE,

WMEFMESR , F2E Envoy XHHH BT FIEE,

£ B LIREBBIREE Envoy WEERE.
ENVOY_ADMIN_ACCESS_PORT

EE Envoy EEEN BT EEEERE, TR : 9901,
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https://www.envoyproxy.io/docs/envoy/latest/operations/cli#cmdoption-concurrency

AWS FERREXB% ERAEER

® Note
Envoy EESEEEREERFESERDR LNEMEREENERETH

ENVOY_ADMIN_ACCESS_LOG_FILE

EEEEA Envoy FEUHFEMN BT, 785 : /tmp/envoy_admin_access.log.
ENVOY_ADMIN_ACCESS_ENABLE_IPV6

¥ Envoy WEBRAELEZIPVeORE  EVELFAEERES IPV4N IPVORE. RIRFER ,
WIERRERE & false , Envoy REEBIPVARE, WWEE R EEEE Envoy MR 1.22.0 HEHTHR
AEEFER

REERXNEH

fE IS LLIRIBBBURELE AWS App Mesh Agent for Envoy. MEFFMER , 5528 App Mesh Agent
for Envoy,

APPNET_ENVOY_RESTART_COUNT

EEREEXEHTHPHEBN Pod HEFHME Envoy RERFHIRE , MRERNFE. FTRA
EHEHESIK Envoy fERIFRLHEERARE , U LHEDE . LBBNERER 0. REHERK
B, REEXTEERENRBER

FER% : 0

LR : 10
PID_POLL_INTERVAL_MS

EBEEREBREARE Envoy REEFRENER , LEVAEN., EREAS 100,
FE5% 1 100
TER : 100

PR : 1000
LISTENER_DRAIN_WAIT_TIME_S

1EE Envoy REBEEBFER IS HERAPERBANKRE , LY R/EN.
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5% : 20
TBR : 5

LR : 110
APPNET_AGENT_ADMIN_MODE

BEERAENEEREMAMKS , YEEBREE tep b3 unix B,

BME : tcp. uds
APPNET_AGENT_HTTP_PORT

fFtep EXHIEEARBEREEAEEREMNEEE, 1024 MR | =uid , FEAEZEEES
>0, WERERIE/PM 65535,

FE&% : 9902
APPNET_AGENT_ADMIN_UDS_PATH

£ uds EXFAERABNEEREEE unix BEER RS,

JEE% . /var/run/ecs/appnet_admin.sock

EHEEE
B LR EER T Y E—EREESHER,
AWS X-Ray #&

FERATHREBESERZTE App Mesh AWS X-Ray, MEFMET ,
) https://docs.aws.amazon.com/xray/latest/devguide/.

nl'-H-

28 (AWS X-Ray A&

ENABLE_ENVOY_XRAY_TRACING

ﬁﬁﬁ 127.0.0.1:2000f AFERIGEEN IR REA X-Ray Bit, ZE/KA , B BEREA 1.
REA 0,

XRAY_DAEMON_PORT

EEEREEUBERRRMN X-Ray %R EEE : 2000.
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https://docs.aws.amazon.com/xray/latest/devguide/

AWS FERREXB% ERAEER

XRAY_SAMPLING_RATE

EEREERUEE X-Ray BH2IFERREUEE 0.05(5%). SEEEANKR 0 1.00(100%) Z
BR/NE., WNEXRAY_SAMPLING_RULE_MANIFESTIEE , BB EIE, kA v1.19.1.1-
prod MEHIRAE Envoy BG B &8,

XRAY_SAMPLING_RULE_MANIFEST

£ Envoy RBEERREPEERRERE , URE X-Ray BHRAVEMFERCETEERA. W0F
HMEF , F2H (AWS X-Ray B ASERE) RHEESRA, RA v1.19.1.0-prodMEH
FRZANEY Envoy MR IR IL B H,

XRAY_SEGMENT_NAME
EEEMHWERERE , LWBEBSTERN X-Ray EREE, BRIBER , LLEKKRES mesh/
resourceName, Envoy BRERARAS v1.23.1.0-prodSEFHMAT EBILEE,

Datadog B it & &

THIRESE T 7B EH Datadog RIBEZNBHEEFEZE App Mesh, HEFFMAER |
Datadog X#HHE IR A EFEEE,

3
W
&

ENABLE_ENVOY_DATADOG_TRACING

R 127.0.0.1:8126M A8k Datadog REER kB Datadog EMtNE. EEMA ,
BERES 1 (FERES 0).
DATADOG_TRACER_PORT

s

EEERBENBRHR Datadog RERNERE : 8126,
DATADOG_TRACER_ADDRESS

FEIE IP it A B F85% Datadog KB Mtlt : 127.0.0.1,
DD_SERVICE

EEEMHNRKEERE , LB EHERM Datadog FRIEEH : envoy-
meshName/virtualNodeName, AXZK v1.18.3.0-prodFEFHIRAH Envoy BIGZ BB E,
Jaeger Bt & &

ERATYIRESEIRELTE App Mesh £ E Jaeger B, MFFMER , BFSH Jaeger XHEFHA
o BRZA<1.16.1.0-prodMERTIRAH Envoy MG EELEH,

EREHY 139


https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-go-configuration.html#xray-sdk-go-configuration-sampling
https://docs.datadoghq.com/tracing/send_traces/
https://www.jaegertracing.io/docs/1.21/getting-started/
https://www.jaegertracing.io/docs/1.21/getting-started/

AWS fe 2B

ERAEER

ENABLE_ENVOY_JAEGER_TRACING

BB 127.0.0.1:94111ATERR Jaeger i BhHY Jaeger EMEE S . EEMA , FRERES

1 ( FEEREA 0).
JAEGER_TRACER_PORT

FEEEZEEUBEERMN Jacger EBIEIR : 9411,
JAEGER_TRACER_ADDRESS

BE IP hut AB B TR Jaeger #hilt : 127.0.0. 1,
JAEGER_TRACER_VERSION

EEWRERREEE ISONHPROTOMmBIRNNIEHE, RIFEFER

FRAS v1.23.1.0-prodsEFMARA T B E,

Envoy Bt &2
BTIRESBEREAFEALZESWEBERARE,

ENVOY_TRACING_CFG_FILE

, ILEE3E% 5B PROTO, Envoy BR{&

£ Envoy RERERRMTEEEREE. WEFMEEHF , F2H Envoy X

#fconfig.trace.v3.Tracing® i ,

® Note

MREMBREERECEMBE K FHRVEHENERBERERS B
static_resources FEREMEBIB MW E LML, HlW |, Zipkin BE—EFEEEMR U ESNE

EZMBcollector _clusteriify , AEEEERRETER,

DogStatsD &

EA T HIREBEIRELE App Mesh &8t DogStatsD, MEFFMEF , 5528 DogStatsD .

ENABLE_ENVOY_DOG_STATSD

£/ 127.0.0.1:8125MATERHMER IR H KA DogStatsD #ztER. BEERMA , #4 EHR

ER 1o

EREH
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/http_tracer.proto#envoy-v3-api-msg-config-trace-v3-tracing
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/zipkin.proto#config-trace-v3-zipkinconfig
https://docs.datadoghq.com/developers/dogstatsd/

AWS FERREXB% ERAEER

STATSD_PORT

EEEEEE B B FERAY DogStatsD 1 BhFE N iEH#E,
STATSD_ADDRESS

BE IP it {ELAE B FEELHY DogStatsD #HEIFER IP bk, FEER : 127.0.0.1, WEHREEEEMR
K 1.15.0HEHRAH Envoy BRIGIEBLE A

STATSD_SOCKET_PATH

$&E DogStatsD #BIFE XA unix MEER i, MR KRIEEHEEI A DogStatsD
Rt {EFEER A B DogStatsD #BIFE IP #huliE$%8127.0.0.1:8125, 0
SRENVOY_STATS_SINKS_CFG_FILEEESH ISR ERIZWSFERE  AISERAME
DogStatsD #8{, Envoy BURIRA v1.19.1.0-prodHEFHMRAZE I EE,

App Mesh £
T 52 # T 7 Bh 85X E App Mesh,
APPMESH_RESOURCE_CLUSTER

RIFFEEL , App Mesh BEAATE Envoy EIEENER S E R FAPPMESH_RESOURCE_ARNEFE
HEENERERE, BALUEREABCSHEBERE APPMESH_RESOURCE_CLUSTER RIFEH
UBERTA. WEHABEEMRAK 1.15. 0FEFHREN Envoy BEIEEFER.

APPMESH_METRIC_EXTENSION_VERSION

2
W
&

1 EERES 1 SAA App Mesh 5B, MFEMEMA App Mesh IERLERMFFHER ,
App Mesh HYIERZHE(H,

APPMESH_DUALSTACK_ENDPOINT

1% ERREA 1 BLUERE App Mesh Dual Stack im®. sRELIEZER |, Envoy BB RMZEEHE
BHVEE,. RIRFER , LERREA false , ERSERIEFIRIPvLESE., BB AEEE Envoy
BRERARAS 1.22.0 REHMRAFRE M

Envoy #ETEREH

EATHIREBEIRERE App Mesh &8t Envoy Stats, WMEFMER , 55269 Envoy Stats X



https://www.envoyproxy.io/docs/envoy/v1.6.0/api-v2/config/metrics/v2/stats.proto

AWS FERREXB% ERAEER

ENABLE_ENVOY_STATS_TAGS

BUA App Mesh EZHZE appmesh.meshfl BfEfHappmesh.virtual_node., MEFME
7 , 552E Envoy XHH M config.metrics.v3.TagSpecifier, &Z/RA , &1 BERES 1.

ENVOY_STATS_CONFIG_FILE

£ Envoy ABRERATIEERERR , LEALACHERBESENR Stats ERALEER, NE
B , 552/ config.metrics.v3.StatsConfig.

(@ Note
RETDESHMAEREERGN BRI ERER | TTREEEH Envoy EATEBEE R App
Mesh ARREIEFEFE I ARRE, 1ER Envoy FMiEER. BMEZBRTEE Envoy RETEMALR
FTEREE, IREGEREHLEN , RMEEB LWL T HEEPVEERRS E.

ENVOY_STATS_SINKS_CFG_FILE

3
B

£ Envoy BREXRRFETFEERERER , MEALEBCHERERRRMER, MEFEFHEA ,
B Envoy XA # config.metrics.v3.StatsSinks

ERXAEH

Envoy ixZ<X APPMESH_RESOURCE_NAME 1.15.08EHIRAT B ERES
2 APPMESH_VIRTUAL_NODE_NAME 1 . Fi8 , BEBK NI ERELEE, 1§

APPMESH_RESOURCE_ARNAMAFTIE App Mesh in % , MR EAE LB BB Envoy R 1.15.0 HE
FAR B EEA,

App Mesh ZERY Envoy TE5%

/A Important
SEKIEE ;£ 2026 £9 A 30 B, AWS = 1L¥ B9 8 AWS App Mesh, 2026 £ 9
B 30 Bz#% , B EBEE AWS App Mesh £ A AWS App Mesh EiR, MNEFME
7, BB EREEIER BB AWS App Mesh £ Amazon ECS Service Connect,

%III

T3 B E1RME App Mesh FrERE 2 A ERBER B3 Envoy TEER{EMMEEIE

App Mesh 2 EH Envoy T E 142


https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-tagspecifier
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-statsconfig
https://github.com/envoyproxy/envoy/issues/9856
https://github.com/aws/aws-app-mesh-roadmap/issues/283
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-statssink
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER
AR EEBUR

MR 2020 F£7 A 29 BZHIRE R EME , App Mesh 1 2020 F7 B 29 HRz#% , BE
AIRE D EMMBERIFTE HTTP, HTTP/2 1 gRPC SR FEER Envoy A ERBUER, NREE
2020 £7 B 29 BZHIEWRF P EEAHEE , BIFE4 2020 £ 7 A 29 BLE, EXHZEREFEN
fE{7 Envoy BRIV FERRBUR, BRIEBE AWS IETHIER , SRINANL, EXEREEERZ
% , 2% App Mesh EREEERE RN 2 BB HNEAKRR Envoy BHAB I FARBER, WE Envoy
HAEERBERNWFMER , 52/ Envoy SMFAH I config.route.v3.RetryPolicy.

EEE I App Mesh BEHEREZ App Mesh E#EIRFEH ERETEIRMHERF , App Mesh €231 Envoy
B, EEMREAILAEN App Mesh BRHEHBER , BEREZAERDHRRHEET App Mesh EFHK
Ko

FEERBUR#E1EB App Mesh API BE/R, TERRBER RAEEIB Envoy BER, EERGHARE A B2
AE , X4 WFEREIEZE Envoyconfig_dump. FBERBIRSBETHIERE :

- ERXRELER-2

- gRPC B =4 - UNAVAILABLE

« HTTP EXZEH - 503

(@ Note

LTSRS TE HTTP 3358/ App Mesh A ERBER., T8 , App Mesh BEHEFK
%—IJ«X 23 server-errord gateway-error. EMEETES5038#HER. WEFHENR ,
nﬁ e Bﬁﬂ%EHo

« TCP ERE# - connect-failure® refused-stream

(® Note

BERVSKRHEP—ESHM App Mesh BEEFHBIR, TiB , App Mesh BEHEFABE A
L &3 connection-error , EMHEM connect-failure., WMHEFHMEN , FSEK
Ho

- B - R LFARSRT LR B EFE (disconnect/reset/readi®EF ) , Envoy BEREH.
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https://console.aws.amazon.com/support/home#/case/create
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/route/v3/route_components.proto#envoy-v3-api-msg-config-route-v3-retrypolicy

AWS FERREXB% ERAEER
B [

E&R7E App Mesh HEE Envoy B , Envoy TR EEREARLERSERE. NEFMHENR AL F2
Envoy X/ cluster.CircuitBreakers. Thresholds, iELEE% E HEEIBR App Mesh APl #R, FBRER
BEXEIB Envoy BR. BERGMARE  FRASENE , X WFEREIXZZE Envoyconfig_dumps

o

b

RFE 2020 £ 7 A 29 B2 AEMIRF IR EMEE , AIERERE 2020 57 A 29 HEXRHZREY
MK P I EBRN S E Envoy , App Mesh EiEIBE ERIEREM Envoy FARREREREAERKSR. W
RIGTE 2020 F 7 A 29 BB ERFHEREARE , FRIFEE AWS IETHIYEE , BAKALRE
2020 £ 7 A 29 BEXRH 2 & EHBNET Envoy FRE Envoy FERRE. —EXEEEREF , 2T Envoy
FXEM App Mesh FEEREEH App Mesh AL ERERE A H 2RI ENAE Envoy FRE :

* max_requests — 2147483647

* max_pending_requests — 2147483647
* max_connections - 2147483647

* max_retries — 2147483647

(@ Note
H|EERIEW Envoy £8 Envoy 5 App Mesh TERETIR B , BHEESIHELE,

EH/ERBZE Envoy 1.17

/A Important

TR IEES £ 2026 £ 9 A 30 B, AWS #${= 1% B9 AWS App Mesh, 2026 & 9
B 30 B2# , Bi5EEBEE AWS App Mesh £ A5 AWS App Mesh iR, MEFHME
A, ESEEERCER EF AWS App Mesh £ Amazon ECS Service Connecto

£ B SPIRE Y Secret Discovery Service

MBEEH SPIRE (SPIFFE $/THIERIE ) 28 App Mesh S EERE 2 BRI RE , BENEFEANE
0.12.0 SPIRE RERZAMNEDIRA (2020 F 12 A%1T ) . ERF—RAITE 2% E Envoy lRAH
MRZA1.16,

TERR BT EE 2R 144


https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/cluster/v3/circuit_breaker.proto.html#envoy-v3-api-msg-config-cluster-v3-circuitbreakers-thresholds
https://console.aws.amazon.com/support/home#/case/create
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/spiffe/spire/releases/tag/v0.12.0

AWS FERREXB% ERAEER
BMAIKEANBE

& Envoy Bi%81.17 , App Mesh AR E# Envoy SREAMEA RE2 RAIRENS|IZE, WBEHAZH
£ ERRREAME , B Routes 5 Gateway Routes FRIMERFIEE TB AR AUAREX PRV RIEHRIE
2%,

1E T M1 £ T B R
I - EBiERN BENERRER?=

(?=example)

EEDREERTFERRBEEGREZNLAAEN , RACMAFKILETE K MASELEHBEREAT
JCo HM App Mesh A% regex FHRE , BFBRZESECHIRRA—BRBRFEE,

(example)

8 -8rnRL RENERRENR?!,

ex(?lamp)le

ERREXAREGREANZIBI IS EENBA, EAZSHEERT , BUUKEMRRKATEL
o

ex(amp){0}1le

MRKEXAARFRFZLER , BUUAEERMEER , UEH BEELZR/ER?,

prefix(?![0-9])suffix => prefix[*0-9]?suffix
RIFENERARG , BT FRALURELLERE,

{

"routeSpec": {
"priority": 0,
"httpRoute": {

"match": {
"headers": [

{

HRARENEFE 145


https://github.com/google/re2
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ERAEER

"name": "x-my-example-header",
"match": {
"regex": "Mprefix(?!suffix)"
}
}
]
}
}
}
}
{
"routeSpec": {
"priority": 1,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix"
}
}
]
}
}
}
}

F—ERHLLEHESKARA 'FE, BRERE "BR. NER. F-ERBNFARLEHEMA
TFE, FENEE , 2 TBif) RENER, Rz , ELXETUREBEABREEENS X,

"routeSpec": {
"priority": 0,
"httpRoute": {

"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix.*?suffix"
}

RAREXNEE
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}
]
}
}
}
}
{
"routeSpec": {
"priority": 1,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix"
}
}
]
}
}
}
}

tEflERERE , AN TR, GENERRKESNELIESF , A ESIKE TIEFHEE P LLHE
"FE. AENEEMRE,

Bin2E
EHSEL - EEAEEANERREREARERERNT R, HAFLRE,

(groupl)(group2)\1

\ RENELBFHRMRBARERNDSE n EEFREFENEEMCE. FUHELHT , \1EH
fE(groupl) EZXRBANERT E,

(groupl)(group2)(groupl)

REXK RRSEDRR/EALHH2EW FiE , DUBKRELER,

®imsE e



AWS FERREXB% ERAEER

Envoy R ERER

/A Important
XERIEEA 0 2026 9 A 30 H , AWS #§F1E5 & AWS App Mesh, 2026 49 A 30 H

2% | B EEBFE AWS App Mesh 1A AWS App Mesh BiR. MEFHMER , FS
R ERE AR X E R EBR AWS App Mesh & Amazon ECS Service Connecto

REBERR Envoy MEHFHREFEES , BAR App Mesh, REREN TR Envoy RIEFHTAREE,
RIFEERE , YRV EHEEER, ©2ENE Envoy METERMEBIER |, LURM Envoy RETE App
Mesh FIEEN D EIH1R, E A BT RIE ¥ AR SE T HREDE,

B R RERARRELFEERERETERERRE Envoy REHNXB. WREY , TR
ABEH Envoy B RIFFEBREGERAE, B AESERBIREEA L. REEX BEE
Envoy BEiRf#ER  EFYNBENERAE NHHREER =M,

FEHALUTE8EEE Agent for Envoy :

« APPNET_ENVOY_RESTART_COUNT - Bt EBEERERIFTEK , REEXSEHAENEE Envoy
BiERF , BEIHRARERFEHARBTERRENEFT AL, SEREREBEEEREBREX
BEF  MBRASRHFASRNEER Pod B, REERNEFTREBEE , EMRHEEEERE.

« PID_POLL_INTERVAL_MS - SR EHEEE K FARESREA 100, REALER , HERNERR
B TS EERERENEBR Pod B, BAILLATFE Envoy 12 5 5 it 0 A EHRK
g,

« LISTENER_DRAIN_WAIT_TIME_S - SR ELEEE A FEEAFLLEKE Pod MREN AR IHARE
REF. B0, WREARBFERRE , Envoy RERERES —RERE , EXHFAS[AFE LT
5]’%52 Pod,

« APPNET_AGENT_ADMIN_MODE - EWWEERES tcph Buds , EFRAESSREREEEN M,
WEBEREMAUMARE Envoy REESN LIRS , YWIRHTH APIsSLUETEERERE, BRE
B, WHERBRENREFRE,

« GET /status - &# Envoy &R L EE GRS E A

« POST /drain_listeners - E2FFEEAEERER,

« POST /enablelogging?level=<desired_level> - 8FFrHE5C#&2TM Envoy iC&BR.
« GET /stats/prometheus — BL Prometheus %=X B~ Envoy it &%l

« GET /stats/prometheus?usedonly — {£8R Envoy EEFWHAFTER,

Envoy FIRERER 148


https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS fe A2

NEERASHESBNFEES , 552K Envoy BHEEH,

ERAEER

#TH AWS App Mesh REBIERBEER IRABFEHEH App Mesh &{E1L Envoy B #H1.21.0.0 , A
FEEEEFEFMEBD Pod FEEHME R,
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https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-config.html

AWS FERREXB% ERAEER

App Mesh B &5 814

/A Important

FERIEES 2026 €9 A 30 B, AWS iSELH BXE AWS App Mesh, 2026 & 9
A 30 Bz# , B8 EEBER AWS App Mesh £ A, AWS App Mesh BR, MEFHMAE
A, EFSE L EEERIER B AWS App Mesh £ Amazon ECS Service Connect.

f£H App Mesh WIFlE 2 —REBE Rt TR EZHN MRS EAREN. App Mesh seAAERAFFZTRIMNE
8%, IBEMBEKERAR,

Envoy {KIEH App Mesh R TP EHNWTE | HEEEERRRERAEXMNRIE
- FOE%

- BE

- Bt

245

/A Important

SEKIEE ;£ 2026 £9 A 30 B , AWS #=1E¥ B9 AWS App Mesh, 2026 £ 9
A 30 Bz# , B8 EEBEE AWS App Mesh £ A, AWS App Mesh EiR, MEFHME

A, BB EERIER B AWS App Mesh £ Amazon ECS Service Connect.

ELEVERDRNERRBER  SALUEERE Envoy FIER. £ T2EH , EREERHEM
ERFERN TR ERTEYHRE THERE.
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-logs.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/tracing.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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Logging

HTTP access logs path - aptional

The path used te send legging infermation for the virtual nede. App Mesh recommends using the standard out /O stream.
Jfdev/stdout

(i) Logs must still be ingested by an agent in your application and sent to a destination. This file path only
instructs Envoy where to send the logs.

L EHR Envoy FELHFS/dev/stdouthy REE#kEE 1R,

B format , BIEEME IR Z— |, jsonD textM BX, EjsontB BB WEHERA
JSON #18 , B HEES Envoy,

THEABRRERE

BT LA PR/ JSON FRR3E AWS CL,
"logging": {
"accesslLog": {

"file": {

"path": "/dev/stdout",
"format" : {

// Exactly one of json or text should
"json":

be specified
[ // json will be implemented with key pairs
{

"key": "string",
"value": "string"
}

]

"text": "string" //e.g. "%LOCAL_REPLY_BODY%:%RESPONSE_CODES%:path=
%SREQ( :path)%\n"

}
}
}
}
/A Important

RIS URER

AN

WEAERXYE Envoy REEXN , B Envoy 2EBFH , WiSRFTNEEEN
£ Ferror state,
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AWS FERREXBE ERAEER

B84 Envoy FELA R EREE B /dev/stdout , EffI2E Envoy RS EFESHE B, &7

LAEF 452 Docker BFEREEN  MEMELZ BFRFNEERE , #/20 CloudWatch
Logsawslogs. MEFMEN , 5528 (Amazon ECS FiZ A EER) FHFEH awslogs HFEERENTE
Ro BEMEEH Envoy FE A ( XAEEHEAL Envoy BEEHFE ) , BA LUK ENVOY_LOG_LEVEL 3%
ER offo FZEAa g ERKFH mnaﬁﬁﬁﬁﬂ%ﬁ’ﬁvmm _WITHOUT_QUERY(X?Y):Z%, 1%
g4 , 5528 ReqWithoutQuery Formatter, MEFFMEN , 552 Envoy XHF I FEGD 8%,

£ Kubernetes LY FAZELH

FRABEAR Kubernetes B App Mesh 2 HIE58F , BRI LSRR SE RIS EERETEHRE , UFERHFH
SRR EEEE R , T AEFIFTR.

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualNode
metadata:
name: virtual-node-name
namespace: namespace
spec:
listeners:
- portMapping:
port: 9080
protocol: http
serviceDiscovery:
dns:
hostName: hostname
logging:
accesslLog:
file:
path: "/dev/stdout"

BN EEVNEEAFEESRSENESLERAE , HlW0 Fluentd, MNFEFMEERA ,
% DaemonSet , LA AFEIEE CloudWatch Logs.

ﬁn'lﬂ

BAE Fluentd 32 &

Envoy t 2 S EEAEAFREGFZEHEA stdout, ELHFEBARAT# Envoy B App
Mesh service-to-service R B EF . FERTLAEA ENVOY_LOG_LEVELIRIESH KR TS ERLHEER,
Flan , LT EREBEHHEE B , PR Envoy FFEHE HTTP BRELE,

[debug][router] [source/common/router/router.cc:434] [C4][S17419808847192030829]
cluster 'cds_ingress_howto-http2-mesh_color_client_http_8080' match for URL '/ping'
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_awslogs.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_awslogs.html
https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/formatter/req_without_query/v3/req_without_query.proto
https://www.envoyproxy.io/docs/envoy/latest/configuration/observability/access_log/access_log.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html

AWS FERREXB% ERAEER

Firelens 1 Cloudwatch

Firelens & —E A2 B AT , TTARUE Amazon ECS # #9 B AWS Fargate, &7 LA1E KM
BAWS EiGlFEFEFRRBIER Firelens B &5,

BT LAE R CloudWatch RINEC SR E AFISIE, BT LUE App Mesh IR [E HIEZE R E
CloudWatch HIEEHHE A .

£ Envoy EEEREHNERER

/A Important
SEKRIEE ;£ 2026 £9 A 30 B , AWS #=1E¥ B9 AWS App Mesh, 2026 £ 9

B 30 Bz# , Bi5EEBEE AWS App Mesh £ A5 AWS App Mesh &R, EFHME
A, BB EERIER B AWS App Mesh & Amazon ECS Service Connect.

Envoy S EIEESERTIHEESEH .

o Tk - REARENERMNFBREBENIEE,
- bibF - EREZHNEHERNBREENIER.
- Server - #iR Envoy AEPMRENIEZE, ELAEEERARIELEREEEZ,

£ App Mesh # | REEREBLBFENTHRE. fln , RENAFRBEINFERURENRERERR
HNER , 828 A Envoy N TIHFRE. ATESELTEREN EENTHRE , App Mesh 1R
BARE R ARG YR E 5 [ — 25 2 88 Envoy 384 -

- BA-EROREAFRNERNBREBHEENER,

- Wi - RERBEARERL , RAEREN Amazon ECS F# 5k Kubernetes Pod i i 2 B4R F 58 R 48
BN ERENE R,

TERERRENRER R EET.
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https://aws.amazon.com/about-aws/whats-new/2019/11/aws-launches-firelens-log-router-for-amazon-ecs-and-aws-fargate/#:~:text=FireLens%20is%20a%20container%20log,for%20log%20analytics%20and%20storage.&text=This%20means%20you%20can%20use,your%20own%20Fluentd%20output%20plugin.
https://github.com/aws-samples/amazon-ecs-firelens-examples
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html#cloudwatch
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

Amazon ECS task or Kubernetes Pod

= HHH‘
Egress

Proxy container Service container

&iRan £ 185

T % Envoy (AR 1R B A R HE R MRS B E7E App Mesh FEZMNERFEEFTH. UTR
App Mesh X EW EE Envoy EJR :

- BEEX - REEETHRERNbu FEEZE, ELED , App Mesh  AE A Amazon ECS £

= Kubernetes Pod YR EE Vg AZEREN , YAMBREASNWRERE Vi B EEREN,

- BE - AEERNBHRENER LR EiE. & App Mesh 7, BIWRBABREERR/EE , U
NG RRHE o] LUB ARV PR B M E SR AR R

* Routes - ELHEZEHEPETFERNIMH. SHISRENSHERNEYS, , UREEFRVEE
BE,

- IRHNBESTIEK - LIEEER 1P ut, A AWS Cloud Map i A & 53 55 B 1Y BR 5 HR 3 44 51
B , App Mesh E#RRINBBHTERBARMEREEZENRE,

« WEF - EEITR/EFRALENNZEBA TLS BFE. #FH AWS Certificate Manager #{A A Fim Al
AR BENRIRE , App Mesh A ENAIAERRMARZEREEZZEELNRE,

App Mesh A — B EBIIRREE Envoy EIR , B UERELERKEFEE T B,
THEREANBEN G EEIER T App Mesh Y Envoy IEEFEEE,
ERREAES

EREEAGEATIRAGS .

lds_<traffic direction>_<listener IP address>_<listening port>

IEEEHE Envoy FEF T FIERENERER !

Envoy 1E4& 154



AWS FERREXB% ERAEER

* lds_ingress_0.0.0.0_15000
* lds_egress_0.0.0.0_15001

£/ Kubernetes CNI AR IP ERIRMA| , Amazon ECS {E# = Kubernetes Pod R ES
BOEREE 150008 15001, App Mesh £FAEMEZEERENERE Envoy , NEZBA (EA) Mg
B (EH) RE, WREEERSE EREEEERER | ITESIEAZERER,

BEEH

REZBEEERUATHERN

cds_<traffic direction>_<mesh name>_<virtual node name>_<protocol>_<port>

BHRBREEE BANERHHTEECNES. MAFATR , App Mesh %4 Envoy Z#ITHRBEE
VEE, MEREAUEBARBEEIEZESE.

Bl |, MREBEE R my-virtual-nodey B R BT B EEEBHE F W) http JRE |, 8080 B A ERET R
RER NEEPmy-mesh , App Mesh BRI E S WE K cds_ingress_my-mesh_my-virtual-
node_http_8080, LtEBERMABEA REAEEmy-virtual -nodeZ REH B K1,

App Mesh th ATREER M FHIBBNHMBHREE, ELHMEET —EHRELEPERTRARERNE

3
WMo

- AREREMBRBHES AWS . RIBFER , ERTRENBBERIXSH AWS R

7% : cds_egress_<mesh name>_amazonaws,
- ARBITERFERANES., EEBETULLEZE .,

- HRE—EERN . cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<protocol>_<port>

- RS EEERER . cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<ingress_listener port>_<protocol>_<port>

- B Envoy B Secret Discovery Service BV ZEF , LA LIER RN EE | i
TLS : static_cluster_sds_unix_socket,

Envoy 542 155



AWS FERREXBE ERAEER

gEHIEARENER

A THRHA Envoy FAAMNER , THEFEAENE=EERER, 7JLZREEPIERRS.
ERRARNEE , RATCMHTERME Envoy NERT, EHEHP , TE REFSEHEERER
8080 LH) http FRE.,

Mesh: online-store

product-details cart

Envoy \ Envoy \
A A

website

Envoy

|Semice

BMEREHRREEF R EEE P BITENABLE_ENVOY_STATS_TAGS=1H Envoy RERR., EE
BTIEREEREERERENFAEER

* appmesh.mesh

gBHEAENER 156



AWS FERREXB% ERAEER

« appmesh.virtual_node

* appmesh.virtual_gateway

(aif

ELEBEREARE, ERFOIIEEMENER , UAHEABBTNERSBREEER.
EREH
MEERDBRNKEERTIER

- MEARE@ANGHRENZRER .
* lds_ingress_0.0.0.0_15000
* lds_egress_0.0.0.0_15001
- MA@ HESE  ARMEERDHRE
* cds_egress_online-store_product-details_http_8080
* cds_egress_online-store_cart_http_8080
- WBURBARNBMAEE

* cds_ingress_online-store_website_http_8080

EREERHEM

« listener.0.0.0.0_15000.downstream_cx_active—Envoy W{ER P AR EREE,

« listener.0.0.0.0_15001.downstream_cx_active- & Envoy 9 By BB EEEE . &
WEARENEABRENERS IS ELETE D,

« listener.0.0.0.0_15000.downstream_cx_total- # A B ELEZE Envoy HEE,
« listener.0.0.0.0_15001.downstream_cx_total- & HE@EELREZE Envoy HEE,

MEZENEREXNERE  F2H Envoy XHFHRWHETER,
sHIREER

« cluster_manager.active_clusters- Envoy E2M E4 —EERHNEEEE,
« cluster_manager.warming_clusters- Envoy & RERHEEEE,

THHEEEEFEH B cluster.<cluster name>.<metric name>, ELIEEZBHERRER
EifI2ME—HY |, I HBMAEYLE Envoy BESERH -

WHBARR R =


https://www.envoyproxy.io/docs/envoy/latest/configuration/listeners/stats

AWS FERREXB% ERAEER

* cluster.cds_egress_online-store_product-
details_http_8080.upstream_cx_total- fBUEE RMFMEA BN EFEE,

* cluster.cds_egress_online-store_product-
details_http_8080.upstream_cx_connect_fail- #3ukEd 7 @ 5$4AHE 3 < Y Kk BUE AR @
.

* cluster.cds_egress_online-store_product-
details_http_8080.health_check.failure- MILELE MEFMEA 2 BN R BEERERE

* cluster.cds_egress_online-store_product-

details_http_8080@.upstream_rq_total- #VLHELE REFMENA < B HAEREE,

* cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_time- HBYLEE mFMEA 2 BER LR RATICER
Faﬁo

* cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_2xx- fILHERFMAEAKEIN HTTP 2xx EIEEE

MFEEMN HTTP 58K , F2H Envoy XHFFHHETER
EEMAREEER

Envoy B & & i B2 App Mesh 12 & FHERMEENIEE , M5 Envoy WEERREE. RARREER
Hf—&igE  UEEREBHEEFTEARFEEERS FEMNE, %%Eﬂ?’“%ﬁ@ﬂ’]ﬁﬁ:ﬁ%ﬁ?&ﬂ& :
SERNAREEELR App Mesh ZINFTHRE | EIEEIB App Mesh APIsE TR EE,

« control_plane.connected_state- EXIEELZZ App Mesh B |, ILISEREA 1, FHIA 0,

« *.update_rejected- Envoy IEBMEREMEY, SLBEERHREAEREHRAHK. Hlm,
W RIBERTE App Mesh #& Envoy LBV IEREN TLS BF , AISER IS EREEHNER.

- HAEBEFMWEZEERN  H5HEREE listener_manager.lds.update_rejected,
- WREBEFMEEEE KT ERNEA cluster_manager.cds.update_rejecteds

« * update_success—App Mesh I XEFT MR THEEENHE . ELTIFEMEFH Envoy BES
PP B85 Y 1) 2R AL RE AR

- HABEEEREXEHAI , HiTERHE A listener_manager.lds.update_success,
- WREBEFHMAIY , KT ERNES cluster_manager.cds.update_success,

MEEEFARFEERE , F28 Envoy XHHFHEEF RS
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https://www.envoyproxy.io/docs/envoy/latest/configuration/http/http_conn_man/stats
https://www.envoyproxy.io/docs/envoy/latest/configuration/overview/mgmt_server

AWS FERREXB% ERAEER

[ R

/A Important

FERIEES 2026 €9 A 30 B, AWS iSELH BX1E AWS App Mesh, 2026 & 9
A 30 Bz# , B8 EEBER AWS App Mesh £ A, AWS App Mesh BR, MEFHMAE
A, ESE L EEERIER EF AWS App Mesh £ Amazon ECS Service Connect.

Envoy S ECHWBRENEANBHREN S EHRER N SR EN. BE2E—5 7T Envoy 5t
&¥ , 20 Envoy XHHPNHRFTER, ELEERUTERENEEEERKE FAY/statsinRIE , BE
#9901,

FstatBEAMTE , ERICAREEANRE-RSERRER. UATR-LERAZENEH,

/A Warning
MREEKE—ZEEXENAZEEERENE , ZUgRATRPRANEFRITERF
BEMHEBEREE,
KMEREMEA Envoy BR1%1.22.2.1-prodHEHFHMRA, EJZEZRE Prometheus I HHP&E
BERHOUNBESE,

B-EEEX (SL/EE s B4 T# A <protocol>.<
Al BEEXFTENRERI port>) ZEERXFTENSMEE

& ¥ BEX (ML)/FHFTER
http.*ingress*.rds http.*ingress.http
.rds_ingress_http_ .5555* . rds.rds_ing
5555.version_text ress_http_5555.ver
sion_text

http.*ingress.http
.6666*.rds.rds_ing
ress_http_6666.ver
sion_text
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://www.envoyproxy.io/docs/envoy/latest/intro/arch_overview/observability/statistics

AWS FERREXB% ERAEER

B—ZERENX (SLYEE & BA T# A .<protocol>.<
Al BEEXFTENERAEHKIT pot>. BEEXFENZEE

&x HEREX (ML)/FRETER
listener.0.0.0.0_1 listener.0.0.0.0_1
5000.http.*ingress 5000.http.*ingress
* downstream_rq_2xx .http.5555*.downst

ream_rq_2xX

listener.0.0.0.0_1
5000.http.*ingress
.http.6666*.downst
ream_rq_2xX

http.*ingress*.dow http.*ingress.http
nstream_cx_length_ .5555* . downstream_
ms cx_length_ms

http.*ingress.http
.6666* .downstream_
cx_length_ms

MEBFRETERIGBNEFMEN , 5208 Envoy XHFHFTER RS, IEEBEFREMNFEER ,
28 A Envoy REEERE.

3

F&H Amazon EKS B9 App Mesh Prometheus

/A Important

FERIEES £ 2026 £ 9 B30 B, AWS #ELY B9 AWS App Mesh, 2026 £ 9
B 30 B2# , B8\ EBEE AWS App Mesh 3 A AWS App Mesh iR, MEFHME

A, B EERIER EF AWS App Mesh £ Amazon ECS Service Connecto

Prometheus R —ERKERBEENERIEHE, HYftz —REERHEENEN  UEEMLR
HEM. WE Prometheus WFFMER , 752 & Prometheus XM EIE, Envoy AILEBEA 2
B EBREATERIRERHEEE /stats?format=prometheus,
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https://www.envoyproxy.io/docs/envoy/latest/operations/admin#get--stats
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://prometheus.io/docs/introduction/overview/

AWS FERREXB% ERAEER

R Envoy REBIEE v1.22.2.1-prod WEFE , EMEEINHEERR A AEEBEEAXBERTE
#

« appmesh.listener_protocol

« appmesh.listener_port

LT 2 Prometheus R AT ERIEMBFETER < BRI LLE,
- BF "B EREXFENRERAER

envoy_http_downstream_rq_xx{appmesh_mesh="multiple-listeners-
mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",envoy_http_conn_manager_prefix="ingress"} 931433

« B & "inress.<protocol>.<port>" + Appmesh Envoy Image v1.22.2.1-prod =% E iR A Frk 5+ E ¥

envoy_http_downstream_rq_xx{appmesh_mesh="multiple-listeners-

mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",appmesh_listener_protocol="http", appmesh_listenex_poxt="555
20

« B7A "inress.<protocol>.<port>" + BE] Envoy Imagebuild By #r#k5H3E ¥

envoy_http_http_5555_downstream_rq_xx{appmesh_mesh="multiple-listeners-
mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",envoy_http_conn_manager_prefix="ingress"} 15983

HRZEZERN , cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<ingress_listener_port>_<protocol>_<port>4HEEE2EE

BRBEN,
. BE TR BREXFEORERIEN

envoy_cluster_assignment_stale{appmesh_mesh="multiple-listeners-

mesh", appmesh_virtual_gateway="tellergateway-vg", Mesh="multiple-listeners-
mesh",VirtualGateway="tellergateway-vg",envoy_cluster_name="cds_ingress_multiple-
listeners-mesh_tellergateway-vg_self redirect_http_15001"} 0

« B & "inress.<protocol>.<port>" B ¥ 5T E ¥

[ HEE 161



AWS FERRR B EAEER
envoy_cluster_assignment_stale{appmesh_mesh="multiple-
listeners-mesh", appmesh_virtual_gateway="tellergateway-
vg",envoy_cluster_name="cds_ingress_multiple-listeners-mesh_tellergateway-
vg_self_redirect_1111_http_15001"} 0
envoy_cluster_assignment_stale{appmesh_mesh="multiple-
listeners-mesh", appmesh_virtual_gateway="tellergateway-
vg",envoy_cluster_name="cds_ingress_multiple-listeners-mesh_tellergateway-
vg_self_redirect_2222_http_15001"} 0
Z ¥ Prometheus
1. % EKS REFEFEE Helm :
helm repo add eks https://aws.github.io/eks-charts
2. &% App Mesh Prometheus
helm upgrade -i appmesh-prometheus eks/appmesh-prometheus \
--namespace appmesh-system
Prometheus £l
LA RPersistentVolumeClaim# Prometheus A M REEEI HEIH),
helm upgrade -i appmesh-prometheus eks/appmesh-prometheus \
--namespace appmesh-system \
--set retention=12h \
--set persistentVolumeClaim.claimName=prometheus
{# A Prometheus &5 R
« App Mesh with EKS - AT #1811 : Prometheus
PE g% 162


https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-prometheus.md

AWS FERREXBE ERAEER

EEE—5 T #MER Amazon EKS B Prometheus 1 Prometheus

« Prometheus X
« EKS - /8 Prometheus & FHEigE

& App Mesh #J CloudWatch

/A Important
TEKRIEE : 7£ 2026 F£9 A 30 B , AWS #=1E¥ B9 AWS App Mesh, 2026 F 9

A 30 Bz# , B8 EEBEE AWS App Mesh £ A AWS App Mesh Eif, MEHMEE
A, FLRALIBERER B AWS App Mesh £ Amazon ECS Service Connect.

#£ Amazon EKS #& Envoy #itERHEIXZZE CloudWatch

B LA CloudWatch Agent ZEE| BB E | WHEHREARENREBRE - EE, MREBER
B Amazon EKS #5£ , AIFLAEA GitHub ERIZE S #EER © App Mesh with Amazon EKS Ry ERE
VEE, ZULMKBHERNZESHR  TEE LREHFEAREN,

EEACHEERRTEEEN IAM UM ZERERN , FEREFEH Prometheus EEEEZE
CloudWatch KB PN LTER, FARZTEETE Prometheus EEMRE | O[IRE Envoy ST E RN E A
T8, WHFHEN , F52E App Mesh B Prometheus $51E,

EEE Y App Mesh BET CloudWatch &R , REABRTREEINRENEE , FE/BREEN
Prometheus IEZHZBREFN LB, EREHEA App Mesh ERREXE , ZHNEFSHRBEAYHEN
EE,

EFiE CloudWatch BYIE1E

App Mesh 5 ZIEHEMRERANEEFE  TELRRATHREEMETIERE2ERNTA. AR
CloudWatch X2 EBHEL Prometheus 1E51% , AR SR HIMEERE | LUBEXER Envoy I2EX
I X ZE CloudWatch B35,

SO ATE RV IS AEIE BB R P $ 2 F Prometheus EVEZ R &5,

CloudWatch &ifjl

BRI ERMINVEHIFRFEFRE CloudWatch R EHIFERE, AWS
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https://prometheus.io/docs/introduction/overview/
https://docs.aws.amazon.com/eks/latest/userguide/prometheus.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/eks
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-metrics.html#ContainerInsights-Prometheus-metrics-appmesh
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-viewmetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-viewmetrics.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html#metrics-extension
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-metrics-extension-ecs
https://github.com/aws-samples/aws-app-mesh-cloudwatch-agent

AWS FERREXB% ERAEER

£/ CloudWatch K& 5 ##5R

- EEMIH App Mesh F T & #TIEEE IR ML 8T Bt
« App Mesh with EKS - AT 881 : CloudWatch
« £ ECS LR App Mesh By 5 1Z HE{

App Mesh BV IEZHE{#

/A Important
XERIEEA ;£ 2026 9 A 30 B, AWS #F L3 BZ#& AWS App Mesh, 2026 £ 9

A 30 Bz# , B EEBER AWS App Mesh £ A, AWS App Mesh BiR, MEFMAE
A, FSRANIBEERER B AWS App Mesh £ Amazon ECS Service Connect,

Envoy EELBBEER , 7 ALETREMNME,. ERE App Mesh MBARIL N B, £ERRIH
BRT | REHEH R AR E BHMEE RS ERRIEENERBMNERFEET.

App Mesh B2 A IFREBEPHITH Envoy RIEE, LIEEIETERERE THREERZER
MEMIEE, E/ENIs N EMIBESHEEERA T BRIEE App Mesh FERNELERNITA

= ERUA App Mesh I8BIE | FESIRBES TS APPMESH_METRIC_EXTENSION_VERSION 1,

APPMESH_METRIC_EXTENSION_VERSION=1

WEE Envoy RS EAFFMEN , 55828 Envoy FHREEE,

BEAREMBNER

* ActiveConnectionCount
+ envoy.appmesh.ActiveConnectionCount — fEf & TCP EHNEE,
« #FE — Mesh, VirtualNode, VirtualGateway
* NewConnectionCount
« envoy.appmesh.NewConnectionCount — TCP iZ{FHEE,
« #FE — Mesh, VirtualNode, VirtualGateway

* ProcessedBytes

B HigE 164


https://www.appmeshworkshop.com/introduction/
https://www.appmeshworkshop.com/monitoring/
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-cloudwatch.md
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-metrics-extension-ecs
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

 envoy.appmesh.ProcessedBytes — &t T iiE A Fim{EiA MiZ WA TCP i Thl,
« #FE — Mesh, VirtualNode, VirtualGateway

* RequestCount
 envoy.appmesh.RequestCount — EEREMN HTTP #EXR&H.,
« #FE — Mesh, VirtualNode, VirtualGateway
* GrpcRequestCount
 envoy.appmesh.GrpcRequestCount — BEEAR gPRC ER&AB,
« #FE — Mesh, VirtualNode, VirtualGateway

BEHREMABRNER

BERALEEREREEROMNERFE , CEEHHER LBEITRANMEE,

+ TargetProcessedBytes

- envoy.appmesh.TargetProcessedBytes — # Envoy Lii#H B EEEFZWHE TCP Lt
L8

- MEE
- EEEIBHEE — Mesh, VirtualNode. TargetVirtualService, TargetVirtualNode
- ERFEHE — Mesh, VirtualGateway. TargetVirtualService, TargetVirtualNode
* HTTPCode_Target_2XX_Count

 envoy.appmesh.HTTPCode_Target_2XX_Count — ¥t Envoy LB ZE#HEZ 2xx HTTP
EFER) HTTP BERE B,

- MEE
- EREEHE — Mesh, VirtualNode, TargetVirtualService, TargetVirtualNode
- EEFMEHE — Mesh, VirtualGateway, TargetVirtualService, TargetVirtualNode
* HTTPCode_Target_3XX_Count

 envoy.appmesh.HTTPCode_Target_3XX_Count — ¥t Envoy LB ZE#HEZ 3xx HTTP
EFER HTTP SEREE.

- MEE
- EEEIBHEE — Mesh, VirtualNode. TargetVirtualService, TargetVirtualNode
- EERBEHE — Mesh, VirtualGateway, TargetVirtualService, TargetVirtualNode

EHRE —rargetr_hii_teun 165



AWS FERREXB% ERAEER

« envoy.appmesh.HTTPCode_Target_4XX_Count — ¥ Envoy £ BERHER 4xx HTTP
EFER HTTP S REBE.

. MEE
- EEEBHEE — Mesh, VirtualNode, TargetVirtualService. TargetVirtualNode
- ERFEE#E — Mesh, VirtualGateway, TargetVirtualService. TargetVirtualNode
* HTTPCode_Target_5XX_Count

 envoy.appmesh.HTTPCode_Target_5XX_Count — ¥t Envoy LB ZE#HEE 5xx HTTP
[ElfER) HTTP ER&H.

. MEE
- EEEHEE — Mesh, VirtualNode, TargetVirtualService, TargetVirtualNode
- ERFEHE — Mesh, VirtualGateway. TargetVirtualService, TargetVirtualNode
* RequestCountPerTarget
 envoy.appmesh.RequestCountPerTarget — X% Envoy LI EEHNFEREBE,
- HEE
- EEEHEE — Mesh, VirtualNode, TargetVirtualService, TargetVirtualNode
- EEFEHE — Mesh, VirtualGateway. TargetVirtualService, TargetVirtualNode
+ TargetResponseTime

 envoy.appmesh.TargetResponseTime — #[@ Envoy Liify B ZR HE R K EIEREIE
P &8 HY BE 8

- HE
- EEEIBHEE — Mesh, VirtualNode. TargetVirtualService, TargetVirtualNode
- ERREH#E — Mesh, VirtualGateway, TargetVirtualService, TargetVirtualNode

App Mesh By Datadog

/A Important

SR EEA - £ 2026 £ 9 B 30 B, AWS #SE1HE B HE AWS App Mesh, 2026 £ 9
B 30 Bz# , B8 EEBEE AWS App Mesh £ A, AWS App Mesh EiR, MEFHME
7, BB EREEIER BB AWS App Mesh £ Amazon ECS Service Connect,
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

Datadog R —BEZNMZ2MERAER , ARNEREAEANRYRER, HEMCHK, Datadog
EERRE, BRRAEXNE=EARAZ2AR,

Z ¥ Datadog

- EKS - ZEF M EKS 5XE Datadog , F5181& Datadog X4 H I T 55 EE,
- ECSEC2- ZZE M ECS EC2 5% 7E Datadog , F5181& Datadog X H T 5SS B8,

EE#—% T # Datadog

« Datadog X #

1B

/A Important

SEKRIEE ;£ 2026 £9 A 30 B , AWS #=1E¥ B9 AWS App Mesh, 2026 £ 9
B 30 Bz# , Bi5EEBEE AWS App Mesh £ A5 AWS App Mesh &R, EFHME
A, ESEIEERER ER AWS App Mesh £ Amazon ECS Service Connect,

/A Important

EETHFER K LTEENENEARRN.
HEERFMERKH E’JFﬁﬁ—Jﬁﬁﬁﬂ , BB AERAEANEXERBAERAER,

FH AWS X-Ray EsizE ATEN B

/A Important

SEKRIEE ;£ 2026 £9 A 30 B , AWS #=1E¥ B9 AWS App Mesh, 2026 £ 9
B 30 Bz# , Bi5EEBEE AWS App Mesh £ A5 AWS App Mesh &R, EFHME
A, EEHLEERIER B AWS App Mesh & Amazon ECS Service Connect.
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https://docs.datadoghq.com/integrations/amazon_app_mesh/?tab=eks
https://docs.datadoghq.com/integrations/amazon_app_mesh/?tab=ecsec2
https://docs.datadoghq.com/
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

AWS X-Ray BRERRHMTE , AJRERE. BRARATBREAREARHNBRIBRENER, B
MREAGEEHRNEENSECEARINNEE., BAUEEFRVIOENFEENR , UREARRY
HAARH AWS E1TH Tifrea,

X-Ray B2 App Mesh B& | LIEEEH Envoy #MBRH. RE Envoy WEMERGEXEZERSEFHITH
X-Ray H#BIFE=,

E :{z:R\I:II:I = %FHE’J SDK ?Eﬁ E/U\E,JJEm$ET$EETﬁ%EFE'VE X Rayo
iE18 App Mesh BUA X-Ray B it

- RERBEEME :
« ECS-7£ Envoy REARESEZH , ASENABLE_ENVOY_XRAY_TRACINGIREZEREA 1, I
#$XRAY_DAEMON_PORTIRIZEEEEE A 2000,
« EKS - 7 App Mesh 2 #|gs#H 58 , @& --set tracing.enabled=truefl --set
tracing.provider=x-ray.

- EEW X-Ray BEsH , NFEEIE2000 A FERE 595171337,

X-Ray &ifl

Amazon ECS #9 Envoy BESEE

"name": "envoy",

"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1l.15.1.0-prod",

"essential": true,

"environment": [

{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/myMesh/virtualNode/myNode"

.

{
"name": "ENABLE_ENVOY_XRAY_TRACING",
"value": "1"

}

1,
"healthCheck": {

"command": [
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"CMD-SHELL",

"curl -s http://localhost:9901/server_info | cut -d'
1,

"startPeriod": 10,

"interval": 5,

"timeout": 2,

"retries": 3

¥ # Amazon EKS B9 App Mesh 12 %185

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \

--set region=${AWS_REGION} \

--set serviceAccount.create=false \

--set serviceAccount.name=appmesh-controller \

--set tracing.enabled=true \

--set tracing.provider=x-ray

£/ X-Ray NED R

« {£H AWS X-Ray E5iz

» App Mesh B Amazon EKS - AJ 881 : X-Ray

« £ AWS App Mesh Workshop R fEF X-Ray #1790 8=\ 18 it

#—5 T ## AWS X-Ray

- AWS X-Ray X #

&

/4 App Mesh ¥f AWS X-Ray # {THEZ K

- ERERNVEAEXHN AWS X-Ray B,

-f3 | grep -q live"
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Jaeger 2R —EHMEBRBHNIHRH IR BRNEMREK. SURARDTHEBMER, Jaeger 187 LA BHE
RHEREMNEIRREEARES,

EETEEARIXEXNBPERE Jaeger , B LUE Jaeger W EHEX EF R I BESEBNIER.
£/ Helm Z & Jaeger
1. # EKS REEFEEHEE Helm :

helm repo add eks https://aws.github.io/eks-charts

2. &% App Mesh Jaeger

helm upgrade -i appmesh-jaeger eks/appmesh-jaeger \
--namespace appmesh-system

Jaeger &4l

LLN 2PersistentVolumeClaim# Jaeger I A MREEFEET HEH,

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \

--set tracing.enabled=true \

--set tracing.provider=jaeger \

--set tracing.address=appmesh-jaeger.appmesh-system \

--set tracing.port=9411

£/ Jaeger WEL R

« App Mesh with EKS - A1 #8I# : Jaeger

H—2 T R Jaeger

- Jaeger X
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B EPEME L E R BF AWS App Mesh £ Amazon ECS Service Connect,

App Mesh AIREFFHEA T I TEFEEH APISEE) :

* CloudFormation
* AWS Cloud Development Kit (AWS CDK)
« Kubernetes HYFE T2 B2 #I35

» Terraform

FERFE R F CloudFormation

CloudFormation 2 —IER¥ , IRZEVEAX K HHISEREXMENFEER , A%
CloudFormation 8 AR ENMMHEE R, CHEREMEMEKNE , RtETUEREIRNENERRE
X WO EBERENIEL,

N CloudFormation &l App Mesh £ WEFMHEAFMEHI , F5SE CloudFormation X,
FE A& F AWS CDK
AWS CDK 2 ABRXBREZEIREBREREIFH CloudFormation R EE iR E R R BT 3SR

¥, AWS CDK X EZBRENRETES , 8% TypeScript. JavaScript, Python, Java #l C#/, F
£,

s AWS CDK #&&L App Mesh £ WFFMERR , 552 B AWS CDK 34,

BAM Kubernetes B9 App Mesh #5385

Kubernetes #J App Mesh #2428 m] 1% Bh & &2 Kubernetes # 5/ App Mesh iR , I HEHBIE B 5%
A Pod. BtiEHIZREPIEE Amazon EKS #BEEA , AJZEE L Kubernetes REM AN EBEE R,
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App Mesh # Terraform

Terraform 2—ERMEKRBERSNE , MARIBHRETE, Terraform TUAFEAEREN CLI EF
EinRTE , WEAARERERE APIs BB,

EEWH—F 7 HINATEE Terraform £ App Mesh , 5528 Terraform 34,
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A, ESELEERIER EF AWS App Mesh £ Amazon ECS Service Connect.
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B AWS tIRFZE I N ERER —ERAEPHLLBHA,

AWS IRF AL RBRERERE. BHEDRAEIME. HEEUUEEARFAANBETRIE
Ro BEREBTWNEIIRFHEANEMMAKPIELER, BBESETUETIRENBEEIAE RS
o

« FIEBASPHRINEBEIIEE AWS IRFE AWS Organizations
- PR AR EBE AWS Organizations
- HfE PHEMEEB AWS Organizations

WEHABEKNend-to-endZE SRR , FFLE GitHub L EIRFBEZEL R,

RTFHEAMBEEETE
EIRF 2 MARBAEE , AM TRBEFTSERAEE | URBRASFBNERERTT.
BT XM ERETE

IAM =R FE—HEKEFITSELAEE. RMEREMER AWSAppMeshFullAccessHl
AWSResourceAccessManagerFullAccessZE IAM BE , IR EN IAM =B ESHARMER
HABEPTENTTA,

MBELFEREET IAM B |, BIFEE appmesh:PutMeshPolicy, appmesh:GetMeshPolicy#
appmesh:DeleteMeshPolicy&ifE, EBLLZERITATH IAM BifE, 2R IAM EBARRE FIELET
A, AIEREFEA AWS RAM BR#S B BB 4R 8550,

WNZE AWS Resource Access Manager lRIEER IAM FNEIEFEME R , S BAWS Resource Access
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« SHEE T LU ERIR 5 2 M A4S T VIR E IR

« BERE W UM BRME IR P AT M B RV E T E IR

- BEENERRESEHEARFPNEMEIR, fln , EREHRE8E AWS Cloud Map 8
AWS Certificate Manager E#EEi 2 E &N RBRKRF P EE.

- BEAENHEEE T Envoy REE#E App Mesh , MAIRF AR ERE R,
- BERETURN ERRENERRERB,

- BEENDRAETUIHER , U ERFEYNBRPEL/BUERLER, ©EEEFAK
FEINBEEFHIHEBRNERBUERERER.

HREHER R AR SR, BRE—EEENTTLA, ERELFTMFETERREE
A BURIR IAM A E/ASEIVERAN AV BE, BERETAFNHTRE | AAEBHOIABRES
T, SREETAYBROER,

HA#BMEEE | AWS Resource Access Manager RIEEEIE A WEEH
%R , AWSRAMDefaultPermissionAppMeshif#$ HER T ZIFF AT 69 App Mesh 231 B3 B,

» appmesh:CreateVirtualNode

« appmesh:CreateVirtualRouter
« appmesh:CreateRoute

« appmesh:CreateVirtualService
« appmesh:UpdateVirtualNode

* appmesh:UpdateVirtualRouter
« appmesh:UpdateRoute

« appmesh:UpdateVirtualService
» appmesh:ListVirtualNodes

* appmesh:ListVirtualRouters
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appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:
appmesh:

ListRoutes
ListVirtualServices
DescribeMesh
DescribeVirtualNode
DescribeVirtualRouter
DescribeRoute
DescribeVirtualService
DeleteVirtualNode
DeleteVirtualRouter
DeleteRoute
DeleteVirtualService
TagResource

UntagResource

R B ST IR AR A
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- ZEEMABS PHEBENEABEE AWS Organizations , BABRUAE A AWS
Organizations, MEFMENR , F28 (AWS RAM FRHEERM) FHIEE AWS Organizationsl
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- BHRBLABBEEFEIRS L AERN Amazon VPC # |, HR IR ER L BANMEKRER.
HAWEBERNET - BLERREEEBPEANMARENEDNHA 7K, NFFAEANMR
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FE B8 AR 75
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WERE , F2EAWS RAM ( EAEERE) FHNEVERAZ, ENEREAEE , HEIEE A
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£ A EEHEFRMAE AWS CLI
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A Amazon Linux EI2 A 351 A%
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BRNTFH. IAM EEERGIEATUETESRE (BA) NRE (EFHFT) , UEA App
Mesh iR, IAM BEAI LK EFEA AWS BRI 09 .

&

- BEYR

- ERSSRE

- FABRKERFIE

« AWS App Mesh ZfaIEF IAM

« AWS App Mesh § % B BUR & 41

« AWS App Mesh #) S EHXR

« £ App Mesh KRG ERZ A E

+ Envoy Proxy %4

« ¥ AWS App Mesh &% MEFEGETHRIER B

BEHR
A AWS Identity and Access Management (IAM) 2R IBENARMEFITE :

- REEHRE — BELFNELEYEE  FOEEERFMENY (FSE B AWS App Mesh &5 #
FEITHER )

- RBEEEE — SEEREFAEFIHLIRIMEEEFFIFER (B2 AWS App Mesh I{a A 1AM)

- IAM BEEE — BEHRUETEFIRF (528 AWS App Mesh 5 2 B BUR & 45

B D BRE
EOBRBELAWS TR BRBEANAR. BHXALL AWSIEERFERE. IAM FHERIEE
IAM A BETE 5.

B LAER &9 R EAER , i AWS IAM Identity Center (IAM Identity Center), E—& A&
2B H Google/Facebook EAER , LUBEEsWEXNEA. NEEBEEANFHEENR , F2H
(AWS & A EREER) FHRIAEAEN AWS IRFE,

HRENRFTFE , AWS 124t SDK M CLI URIBHmZFA NEBFB R, WEFMAER , F268 (AM
EREERE) T API FERIIAWS 5 4 IRBERF
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html

AWS FERREXBE ERAEER

AWS IRF RERE

BER i AWS IRF |, 881t — @& AR AWS tRF theroot ERENEAF DB , RS0 EFHM
B AWS % M ERNTEFIE, BARBRTEEAREAERATEEER. ABRZEERERE
BENER , F2R (AM £REER) FHEEREAEBRENER.

IAM i F & M EF4E

IAM 8 Fi & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html@ —& & 2 EfH 8 A=
ERAEXNSENTE, BERUREREENREGRIBRIEN IAM E£AE, WEFHEEA , F28
(AM EREERE) PHERAECRAEEABS SO RMER AWS FAKRBETFTH .

IAM BHEEEE IAM EREES  EEEAREEAENFIEEMNER, NFFAER , F2H

C(IAM fEFREERE) FH 1AM R E /YA =5,
IAM A&

IAM £ fhttps://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIBI B2 BG4S EHFT#E  H
AL HEEEER, BALUEBRLERETME AM BE (X4 ) R AWS CLI T AWS AP
REREBEIAR, NEFHENR , F28 (AM £AEFER) PHNEBEASNEE.

IAM BEEARBE S0 EAEFR. WK IAM EREFT. BERFFIEEBREEN , URE
Amazon EC2 #ITHIEAEN, MEFMENR , F2H (AM EAEER) P IAM FHVRIREEIR
FE

EHBRREERFEUE

FBRILUEIB R M BUR YW AG HIE RS & 5 RNEIR AWS RIZEH AWS R EFER. BERERES 2 HEIRME
EABERET R, ERFEAREBERE AWS | SFHMEELBKR. KZHBEKEL JSON XH AWS FEX
FRE F. MEE—DTH JSON BRXH , F2H (IAM ERAEERE) F8 JSON BEREH,

EESEFAER  EBERBLEETRAUEBLERG TEBLEERATEHE , UEETFINEE,
HERERT , ERAENAEREFT. IAMEEESEY IAM BXRIEHETEEAG , #iERERE

B, IAM BERERBMENFTT , ERERAMERXHNIT.
SoBREE

BoRBRRERNMESD (EAE, FRAEFEANAR) K JSON FFABERN S, EEBEEH &2 A
HPLEERNITHLESE , UAREANGRE. NFTHROMELSDHEBER |, F28 (AM EREE
M) PHEBEFEEBRREZRHBE] IAM A,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html

AWS FERREXB% ERAEER

BEOBBRADBRNRBEEK (ERARRE-—52) ESERX (ANMNESES 5 HBEMLBER). 0%
THRNAEZEBRRRARBRRE 2BHEE  FE2HE (AM FHERER) PREZEERENRBE
ZFEﬁig;go

BEREHR

ERAEPER 2R ERA JSON BUERN ., #HEHE IAM A EEEBRE Amazon S3 FRTREE
R, EXEEREBRNEET , REEESIUEACAREHEREERNFIER. BLAEER
BREBRPEEER,

EREHRRURZBBEPHNARRBEK, SEEZEUNEFRAERNBERPERARE IAM B AWS ZE
HR,

FERFIFE (ACL)

FEUZFIEE (ACL) FHEFIBL X (RFKE, FRENAC) HEFIEERNFFT, ACL EHR
ERAPCR , BEMATEM JSON BERXHFER.

Amazon S3 AWS WAF#1 Amazon VPC 2 ACLsH RIS E 6, mMFEE—L 7#E ACL , 526

{Amazon Simple Storage Service & A B1ErE) PWFEURFEE (ACL) BIE,
H PR\
AWS YEHMBERER K REFESERBRERARFNEKRET :

c FFHURRE —REGIEBETRE IAM BERBNVHR AT, WEFHMEER , #5280 (I AMFERERE
B i IAM EEFTERE,

o PRFEIEFIBIR (SCP) — A& AWS Organizations ViR AABEBEMNIEER AT, WEFMER ,
=2 B (AWS Organizations fEA&EEF) I IRFEIZ HIBER,

- BREFBER (RCP) — RELRFHERTAFTHN LR, MTEFMAE
Organizations A& EFE) P EIRZEF EZE (RCP),

- THEREBBXR —EUBRRRFHAIXAACRBE s FAEEIHETERERE , USEFEAEE
R ER., MEFHMERA , F2 (AM FEREKEE) T TERERBER,

&IIII

, EB2E (AWS

SEBRER

ESEEANBRERANGBERE , EENTUISERMMELER, B2 T7THNMTAWS £ RSEBK
REHRERBANFER , F2H0H (AM EREER) PHBEERLEE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS FERREXB% ERAEER

AWS App Mesh I 1AM

/A Important
XEKLIEEBA - £ 2026 F£9 A 30 B, AWS #F L% BIZ#E AWS App Mesh, 2026 % 9

B 30 Bz# , B8 £ BEE AWS App Mesh £ A AWS App Mesh EiR, MEFME
A, FSELEPERIER EF AWS App Mesh & Amazon ECS Service Connecto

EEH IAM B3 App Mesh N EEVEZ BT |, IRFER T MR HPLE IAM IhEETTEE App Mesh ¥ EiFEH, BE
< 7T # App Mesh FE At AWS BRFE T EE IAM FBBEER |, B2 (AM EHERE) FHE IAM
AWS EEE AR IR

&

 App Mesh &4 B BUR

 App Mesh ERE BUR

« LA App Mesh EBAERNERE
« App Mesh IAM A€

App Mesh & 7 B BR

£/ IAM 52 EBER | BULUEEAFREBNBENER , UREMERGET AFFRIEED
¥, App Mesh XERTEBIE. ERMFMHREI8, HE T HIEE JSON IRPEANAETE ,
B IAM EFEEREFH JSON BRTESE,

BF

2
¥

EESWLER AWS JSON BURRIEEH T AFHAR, twpER , BMEEREERE T oA
FEER#AT IR B

JSON BURHY Action TEHRE T AR AFFHIEBHRPERNEF, BEREERABERRTH
1THEEAE BN RV ET T

App Mesh I BURBIMEE BIMEZ BIEA T 58 : appmesh:, flin , ZERFE
AfER appmesh:ListMeshes API BR{EFIHIRFE PHAEKHETY  BEEBEXEHRIE
appmesh:ListMeshesEifE, BERRXLABE Action 5 NotAction T,

BREE-RAXNTEESZE BF , FRAERDSRE , MTAR.
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

AWS FERREXBE ERAEER

"Action": [
"appmesh:ListMeshes",
"appmesh:ListVirtualNodes"

30
@

BHAILERBRET (*) RIEESEEE, a0, MELERER Describe XFHAEENE
SLLTEE -

"Action": "appmesh:Describe*"

EEEE App Mesh BHEBE |, B2E (AM FREERE) RH EZHEE AWS App Mesh,

Resources

EIREE A LAER AWS JSON BUIRRIEEH AIUERAR, WHER , BHMEEBRE A BERA T oSt
EER#1TIRLE B

Resource JSON BR &S EEEAIENYH. REEBRFEHAHE Amazon Resource Name
(ARN) RIEEEER. EHFEFXZEERBRHT , FABAF T () KT ZREAXNBARMEER.

"Resource": "*"

App Mesh mesh ERE B T 5 ARN,

arn:${Partition}:appmesh:${Region}:${Account}:mesh/${MeshName}

WZE ARNs EXBFFMER , 5528 Amazon Resource Name (ARNs AWS # AR #% & & %8

plan , BEEERRAN EBE/REFIEER S @B L#4# , FEMA TS ARN,

arn:aws:appmesh:Region-code:111122223333:mesh/apps

NEEEBRIEERFNAMBATER  BEASAFET ().

"Resource": "arn:aws:appmesh:Region-code:111122223333:mesh/*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS FERREXBE ERAEER

BL App Mesh BIMERBEEREERLBT , INARBYERNEE, EELERT , B4EFERA
BRAZFETT ().

"Resource'": "*"

% App Mesh API BIESS R ZEER. Bl , CreateRoute BRIV EHERHTEHEENKAH , Hit
IAM EREXBEEFEABBNERSRNGTT. EEEE—RAERNPIEEZEHER , BEAERS
f® ARN,

"Resource": [
"arn:aws:appmesh:Region-code:111122223333:mesh/apps/virtualRouter/serviceB/route/

%11

"arn:aws:appmesh:Region-code:111122223333:mesh/apps/virtualNode/serviceB"
]

EEEE App Mesh EREE KR H ARNsHEE | 5528 (AM FAEER) P EXHNEIR AWS
App Mesh, BETHRETAEABLEEIEESHEEIRN ARN , 5F52E AWS App MeshEZH B
1Eo

ES e A

App Mesh X EFEf — 214 &8, ZEEEFE AWS 2EFGF L8  F28 IAM ERAEERETHN
AWS £ RTAR SR, EEEEF App Mesh TEN2HRMSWEE | F28 (AM FHEER)
Ry IR S8 AWS App Mesh, BE T AT LAEAMEEEMERERGGRSIE , FSEEE
EZEE AWS App Mesh,

g4

EZEMIR App Mesh 5 BEEKWE S| , 5528 AWS App Mesh 5 %5 B BSR4,
App Mesh ERE BUR

App Mesh FXEBLUERAEBRNBE., TiB , REAFEH AWS Resource Access Manager (AWS
RAM) fR#&# AWS BREHABERE , AIRKEKREREBRERZELHNMAE AWS RAM , IEFHAE
A, ESREETFEBNE .

LA App Mesh SRR AERNRE

B AR BEEE App Mesh BIR , REBRFHEEREEE App Mesh, MFRFFEBRIZHIFE
#afE A appmesh:ResourceTag/key-name, aws:RequestTag/key-name = aws:TagKeys &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-actions-as-permissions

AWS FERREXB% ERAEER

fr&R5lE  EBENGRELESD , RUEBREFA. MFRAC App Mesh ERWFMER , F2RER
AWS &R,

FERREPRBERES , URBERERLNVEBRREHENER , 528 EVEGREFEERN App
Mesh #34%.

App Mesh IAM B
IAM BERE AWS IRFHEEREFTNER,
¥ App Mesh {5 A B b5 & A & #

B UEEBESEATREE. BT IAM &6 , IR BREBIIRFA®, B LUEIBMFWY AssumeRole
% GetFederationToken % AWS STS AP| I2EX RIS LB AER,

App Mesh X EFABRREAER,
R EFAE

BHEEACARAWS BBFREMRBINER , MARETK BfF. REEERALERTER
B IAM BRF A, SCEHZRBBAIES. IAM EEETURE |, BT RRERBERESCRFT .

App Mesh X BRI EZ AR, MERIHERE App Mesh REERE AWML , F28 A
App Mesh IR EFEAE,

BH%AE

LR REBRBRARERERBAC., kACTURRBFHNAMRBEFINER , L)lﬁi%"‘"“ﬁkiﬂ”’ﬁo AR
Z’%ﬂ@é&fﬁﬁ"‘ﬁﬁ IAM tRFH , BRZIRFT#ES, ERT IAM EEETUBEKAGHNFT, &
ERTREE BRI R ThRE.

App Mesh T EREAE,

AWS App Mesh & 75 B B 5 &3 451

/A Important
SEKRIEEA ;£ 2026 £9 A 30 B , AWS #=1E¥ B9 AWS App Mesh, 2026 £ 9

B 30 Bz# , B8\ EBEE AWS App Mesh £ A5 AWS App Mesh &R, MFEFHME
A, BB EERIER B AWS App Mesh & Amazon ECS Service Connect.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXBE ERAEER

RIFFERR , IAM EAENBERERYHIEHR App Mesh EIRIVFFA, MFIBEEER AWS EEXE
ZH AWS CLIZ, AWS APl #1TEH, IAM EEEXARY IAMBX , BFEAENAGEEEER
EHATIRE API EXENAER A, EESRELARELHREREFEELFTH IAM EAEZE
8o

BETROMIEAELEF JSON BERXHE2Y IAM S5 RBXR |, F2H (AM EAEERE) PHE
JSON ZE&] L BT R,

&

- BREEER

- £/ App Mesh £ &

- AEAEREMMBE ST

- BUME

o il 36 HIR PR A%

- EVEERHFIEFEERN App Mesh #81&

HERREEK

BOoEBREHEHSIRFAINEBASREAINEY., FHEMER App Mesh ElR, ELBIETRES
REHN AWS IRFELEBM., ERBNSRES 2 BHBRE |, BERE T EARERSHE !

- FIEER AWS SEBRRYE BRI RKEERTT - EERBRFIRTENCERAENTEER , FEH
BT R TS EREARAN AWS REBKR. ©ATELN REMH AWS IRF, RAIEZREESR
BREREARI AWS WEFZERXR , ME-FRDH . WFEZEA , F2H (AM E£REE
) T AWS REBURREBBEENAWS ZEBK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &
UERERERG T AAUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZEEENR , F260 (AM EREER) T/ IAM P BERMET A,

« A IAM BER PR E4GE— S REFEE - SO LUSHREFIEEBER |, UREIESEMERNEE.
Bl | BAILARBEBERRG , EEXEMEMA SSL BEFERR, MREBRE SHERARKEE
AWS FREE , & th o] LA B R4 3R 4% F HZEUE CloudFormation, MEFFMAET , 552 (IAM £
ZIEE) K IAM JSON BUEETTE © 4,

£ IAM Access Analyzer &% IAM BUR , BRFF A1 £ £ B A IEF1&/E - IAM Access Analyzer B
FHBENBEEBR , BRELBERKER IAM BEKES (JSON) # IAM HEEHK. 1AM Access
Analyzer 121 100 ZHEBRBRERVENTHWER , THEERREZSHERNWBEK, NMEFHHEE
A, F2E AM FHERR) PHEEA IAM Access Analyzer B 38 BUE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html

AWS FERREXB% ERAEER

- FEZEEZRE (MFA) - IRENRHFE IAM E£RESH FHRERE AWS IRF |, FFFR MFA
DREZSM. WEEFWY AP BERTER MFA |, 5588 MFA (R EEENBER, NFEFHE
7, m2E (AM EHEER) FIERB MFA E’J;zé AP| FHl,

WE IAM R REEBNHERES  F28 (AM EAEER) 980 1AM 22 5E8K,

/A App Mesh £#4&

EETH AWS App Mesh 12 & |, BUEHE —HREF T, ELFASAAFES LN

B AWS 1R F B App Mesh BRI EFMER. MRELETHSEAXETTEREHN T D EK

K, IHREERZBERENER (AM FAERAR) ME , TEAMELZNAERESE., BLUE
AWSAppMeshReadOnlySEBFEEZEFAE, WEHMENA , F28 (AM FHEER) FHHE
FHEIFERAE

HAERI AWS CLI S AWS API IR & , BFRZBEATREEREHTT. k2 , REAHFEIA
BHRERBITZ API BIENEBMER AT .

RFFERERAMMAECSHEFT

e fE REMAREYBER |, FF IAM EAERGRHNEtMERES S NABRMRZERR, WEE
BEEXEEHMEA 3 AWS CLI AWS APl B RERET A TR LB ERNFFT,

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshReadOnly%24jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS FERREXB% ERAEER

iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
"iam:ListPolicies",

jam:ListUsers"

1,

"Resource'": "*"

B
LEEE BRI R , RFEAEEEMERP /RS EMEE.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:CreateMesh",
"Resource": "arn:aws:appmesh:*:123456789012:CreateMesh”
}
]
}

Bl 36 HOR PR A 8 4%
Se g B R BT AN M BRER | BASORTAE B MERR AR HUS A R Pl B 44K o

JSON

"Version":"2012-10-17",
"Statement": [

tl\
f

AN
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AWS FERREXB% ERAEER

{
"Effect": "Allow",
"Action": [
"appmesh:DescribeMesh",
"appmesh:ListMeshes"
]I
"Resource": "*"
}

By EARBIERR App Mesh #81&

B LATE IAM BUR R EFRER |, UGB ZR AT LUAE IAM BRBPEE, S LIEEA®R IAM F/HE
RACHIE SFSIBRMLEREEY, WS RSNMEIAFRIMRNEE  BREEERE
EHBA teamName WIZBE , B{EA booksTeam,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:CreateMesh",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/teamName": "booksTeam"
}
}
}
]
}

BRI BERE R BIRF PR IAM R E, MREAEEFARLES  ARKRLETEEA W
B#teamNameM{E booksTeam, MRBHRA TS W ERNE , MERBRUMRS KK, MFFHEE
A, F2RE (AM EREER) T IAM JSON BERTTE © &k,
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AWS App Mesh By ZEBUR

/A Important
SEKRIEEA : £ 2026 F£9 A 30 B , AWS #=1E¥ B9 AWS App Mesh, 2026 £ 9

A 30 Bz# , B8 EBEE AWS App Mesh £ A AWS App Mesh Eif, MEHMEE
A, BB EERIER B AWS App Mesh £ Amazon ECS Service Connect.

AWS SEBREH AWS AWS SERREYNEENBYBESEAT S EARGIRMST | LWES
ALRBEAERGERE. HENAE,

FARCiE , AWS RERRARTERTFTRECEARFINSEERTT , RAELFTAHAE AWS &
FEM. RMI2BEEERERNEARFINEFEEZEE  UEE -SRI,

REEETE AWS SEREPEZWLT, R AWS EHZ AWS EREPERWNGT , IFHE
ERXREENTETEREY (FHE. BENAR® ), EHN AWS R REBHEHTH AP BETHR
RERBEE , AWS B UEEH AWS ZEBUR.

WMFFHMER , F2E AM EHEREETH AWS ZEHE,

AWS ZEBUER : AWSAppMeshServiceRolePolicy

A LA AWSAppMeshServiceRolePolicy EiZE| IAM B, MMAFEIFEARNEERN AWS BRI
&R AWS App Mesh,

EEZRGILBERWNETT , 528 (AWS ZEHXZE) HH AWSAppMeshServiceRolePolicy,

WNE A E AN M EFAAWSAppMeshServiceRolePolicy , 5528 App Mesh K BRI EE £
BFF,

AWS ZEBUER : AWSAppMeshEnvoyAccess

A L% AWSAppMeshEnvoyAccess E1ZZ] IAM B8, ARFEUE RS BHEREHN App Mesh Envoy
BX,

EERGILBERNETT , F2E (AWS ZEHXZ2E) P AWSAppMeshEnvoyAccesso

AWS ZEBER : AWSAppMeshFullAccess

A LA AWSAppMeshFullAccess E#E| IAM Bf8, R AWS App Mesh APIsH #) 5t B 17 B
AWS EEFiEA,
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BRI LA AWSAppMeshPreviewEnvoyAccess iE#F| IAM Bi8, ANFEUEREIMEREMN App
Mesh Preview Envoy B,

EERGILBERNETT , F2E8 (AWS 2EHXZE) HH AWSAppMeshPreviewEnvoyAccess,

AWS ZEHE : AWSAppMeshPreviewServiceRolePolicy

BT LA AWSAppMeshPreviewServiceRolePolicy E#EZ IAM B, MAEIREAREEN
AWS BR#EFMEIR AWS App Mesh,

HEMBLBERNETT |, F280 (AWS
AWSAppMeshPreviewServiceRolePolicy,

RERESE) $H

AWS ZEBE : AWSAppMeshReadOnly

NGRS AWSAppMeshReadOnly EEE IAM B8, 214 API AWS App Mesh APIsHE B ZHUE AWS

mﬁ;EEEE :I:Do

B ERAMEERNEA , F2

AWS App Mesh AWS Z&

HHE2ENEBRE ,
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BEHBR

AWSAppMeshServiceR
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BURK B3

R B UL IR FEFI R MEELL B T AWS App Mesh BAZR | AWS

EHESBE) FH AWSAppMeshReadOnly,

ZEBREHNNFRES. WFEFHL
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSAppMeshReadOnly.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/using-service-linked-roles.html#slr-permissions
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EERMAFIE K BWEERELNERE. BEZAR
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- BiBEDEMEE IAMFEBRNERE

BUBSEINAR, EE (AMEREER) NAE=F82RH#E Bie) BEI1ACHNIETR.
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- BUYBHNERAETREINAG, BFER (AM EAEER) A IAM FAEEIAGHFHNIER.

- (TER) SBREEMNEEAE  IREAENEEERERFHE. FER (AM EHEER)
ROFTIERT A2 EAE (FES) RFIETR.

£/ App Mesh RIS EFE AR

/A Important
SEMKIEEA ;£ 2026 £9 A 30 B, AWS = 1L¥ X AWS App Mesh, 2026 F 9

B30 Bz# , B8 EEBFE AWS App Mesh £ A, AWS App Mesh EiR, MEFHME
A, FLRAMIBERER B AWS App Mesh £ Amazon ECS Service Connect.

AWS App Mesh use AWS Identity and Access Management (IAM) R EHE A, REEEEAERE
BEEEZE App Mesh B9tE— IAM AR, REEFZEAEH App Mesh BAER , I SZBRBRAE
&y H A AWS BRIEPTEMNFTERT A,

RBEFEACIREEERMWRE App Mesh , RABT L FEBHBLENFF AT, App Mesh ERHR
BELEBCNHAT , RESEER , BRIRE App Mesh I REEAR., ERNFAISEEEBER
MEFFATEER , BRAFFAIBEREER MEE M IAM B,
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https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-user.html
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AWS FERREXB% ERAEER

NEBRIERBEZACHHEMBRBNENR , FSEAUEO IAM EENAWS R¥% , IEZIK Service-
Linked Role ([RISEfEA ) METE Yes (B) WK, BEBEEFELZNE , L)\ﬁ#ﬁaﬂ&i%ﬁ’yﬂ&i%ﬁ%
ABXH.

App Mesh By RIS ERZ A BFF A

App Mesh & & AWSServiceRoleForAppMesh B IRIGEE A — b A6 5 App Mesh KRG
n AWS B

AWSServiceRoleForAppMesh AR E#E A & F{Fappmesh.amazonaws . comfREREX A E,
TR EEAE R

« servicediscovery:DiscoverInstances - o5 App Mesh AWS TR FiE &R ENE.

« servicediscovery:DiscoverInstancesRevision - Jt5F App Mesh SEXFIE AWS BRI E
(=

AWSServiceRoleForAppMesh
BRI ELATEF ¢

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "CloudMapServiceDiscovery",
"Effect": "Allow",
"Action": [
"servicediscovery:DiscoverInstances",
"sexrvicediscovery:DiscoverInstancesRevision"

1,
"Resource": "*"
},
{
"Sid": "ACMCertificateVerification",

"Effect": "Allow",
"Action": [
"acm:DescribeCertificate"

EABBERAE TE
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AWS EAER % AR
1,

"Resource": "*"
}

]

}

BYMERERNT , IAM ER (MERAE, HENAG) T RN, FEIMREKERAE, MFFM
&, F2H (AM ERERER) FHERBEEAEF .

£ App Mesh B R EFAE

WMREE ., AWS EEEEES AWS CLITE AWS APl 1A 2019 £ 6 A 5 BRI HBH , App Mesh
BRAEEURKEZACR, EERALEURKELZAR  SAREIMEN IAM IRF XAECEE IAM
AWSAppMeshFullAccess B3R , BB E#EEE iam:CreateServicelLinkedRole FFAIMIBR,
EEMMBRUEBREEEAR  2RFEBREY , BUUERFHEAHEEFEFRLIACR, EFEL
WA , App Mesh EBXALEIRKERACR, NRENIRFREE2019F 6 A5 AZAEILN
g, MESEERARELARERARKEEAR , MIAUER IAM I REEVAR,

BRI AR IAM 32 & |, EIB App Mesh EARBIBIRBERZAE, £ AWS CLI L AWS API
FRARKEZBELappmesh.amazonaws . comfRIEEFE AR, WMEFHMEN , F2H IAMFEAEE
MPPEIREEEAC, IREMBRUERKELZAR SRR ERNEFUBRELZAE,

#mEE App Mesh IR EZEAE

App Mesh T /255 #4488 AWSServiceRoleForAppMesh RIS ER AR, RAESEERTREE2ER
BEZAG K AMULELIEEVAGCZABEACRER. AMm , ZA€A IAM RGEAGHER, 0%
FHHEF , F2E (AM EAEER) PNEERBEEAE,

k% App Mesh WY BRIGEAE A

BETBEARTERBEGACHIIEDRE , RAZRERHERZAC, - , ERRIEREDE
BEHEENARERAER. AW, EFDRERBRBESACH , ELALBTRER.

(® Note

2R App Mesh BRZELERMRERSEAAE | AMBRTRE RN, FHIFREE
FHOERIYBIRERARE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshFullAccess%24jsonEditor
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£/ IAM FEREREEESAE
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HHES , F2E (AM EREER) PHRBREEEEAE.

App Mesh [RIEEFZABXEN EiF

App Mesh XEEFMBRHBBNESTERARBEEAC, MFFMER , 526 App Mesh i F5
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Envoy Proxy 2
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SEKRIEE ;£ 2026 £9 A 30 B , AWS #=1E¥ B9 AWS App Mesh, 2026 £ 9

A 30 Bz# , B8 EBEE AWS App Mesh £ A AWS App Mesh EiR, MEFMHE
A, BB EERIER B AWS App Mesh £ Amazon ECS Service Connect.

Proxy R R Amazon ECS 1£3%. £ Amazon EKS L#i1T#) Kubernetes Pod ZX1E Amazon
EC2 #1T{E EH1TH Envoy K3 |, #& App Mesh Envoy Management Service fBEl— =i %1
MR B ERE, BR B 04/26/2021 ZFi#§ Envoys E#EZEIH App Mesh in BB FIRS |

f£H Transport Layer Security (TLS) WEEEHFERFEE (AEE TLS) FTERERE, B
RARRETE 04/26/2021 2 %4 Envoys EEZEH App Mesh i B EFIRE |, FfE App Mesh If
ENTERERE. BEREEFIRFRAMEERSENKERE  FEMAERA TLS, B
BEEA IAM R EERETRE , BEZ2H—HHNBER. Proxy REZER IAM BERHIEE
appmesh:StreamAggregatedResourcesifil, BELEEREET IAM A€ , B 1AM B EXUHE
BIEAEREBENEEER,
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B IAM BE

MREBFLERBEBEPNFIERR R EHNBNATEBRHHENER  BHE B IAM BE,
MBEERERGEER BB AURPBEIERNBEE RS, IEEEY—RNZE IAM BX, &
RERKERTR BRNWABRERHISETREEEER LHITH Envoy RE, B IAM BUERI

# appmesh:StreamAggregatedResourcessFAIFTIE E R, T HIEIHIBUER 5T E RIS S
HserviceBv2iBEIE A serviceBvlH MWERE AL, BLBFIRERAEPESNTMHLER
ETRERVAEARE, WEEVRRE IAM BERNFHER , F2EE L IAM BERARE IAM BUEK,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "appmesh:StreamAggregatedResources",
"Resource": [

"arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualNode/
serviceBvl",

"arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualNode/
serviceBv2"

1
}

B RN ZEBCR , SEBRBEREY T EEE R FEG
By IAM BB

MR ERBBIE PO S B SBENEN A B RENEE  AREERY —F IAM BE,
MB AR BRI RS R hERE N B RE  IETARE —ESBTR NS ERE
BUAE, ERAENTHENEEDRAS,

- Amazon EKS - IR EBREFAE—AE , TUFRARYESEREVTIEREIEEGTENREA
B, EEFAZAEAG K CWEEXENESEESE LRARBIEFHN IAM AEFRERNER, B
IAM A& , WA BE Kubernetes FRISIR F B2 BEHE. WEFMEN , BB AL RBIRFEL
IAM BEFBER , URABHWRERFIEE IAM A€,
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AWSAppMeshEnvoyAccessZ & IAM BUREZZEHEL—ESBFEIN IAM A, NREEER
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HEE IAM AEERIBENEFER
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KERYE B Kubernetes Pod 8B M. WMHEFMEN , F2E (Amazon EKS EAERERE) #M 5
B REEFIEE IAM A6 , LR (Kubernetes () FHIERE Pod K RIEIRE

« Amazon ECS - # Amazon ECS F# A& EHEZE TS Envoy RENEHEZE, T JLER EC2
5 Fargate RAENERIE, WEMMEIN Amazon ECS XA RWASEBEETTRNWFMEN , 3
SRALNEBIEE IAM BE,

« Amazon EC2 - IAM A& X EEEEIFEE Envoy REER Amazon EC2 #1TEIR. NMENMKARE
#EZE Amazon EC2 HTREBMNFHAEN , FSRECEL IAM A6 | REREEFHIERIE EC2
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ENEEER.
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshEnvoyAccess%24jsonEditor
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https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
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iEHL Amazon EC2 R5|2H , ARTERITEEHHATEBEXRERINS R, EEHEERG
Kubernetes Pod #9 IAM A& | EEER T 558,

1. 1% Kubernetes EPBVFFMEA , HP TS BEEFE BB Kubernetes FRIEIRFEH Pods T
FIGn S EMIREB B my-deployment ZEBBHIFHHAE A

kubectl describe deployment my-deployment

EEEMEES , BT AHMEService Account:, HRService Account:’ZELU B
SER1T , BI85 Kubernetes FREIRF ISR B, BEERER—E. WEFHMAE
# , 2B Kubernetes XA REZTE Pod BYRIGIRF o

2. BRL—ESBRPERZRBERSFHFMRERA. THTSEMEER my-service-account
Z Rk P A FEAEE FA

kubectl describe serviceaccount my-service-account

MR Kubernetes AR¥ 1R S B2 AWS Identity and Access Management & @ 1HE3E: , BERIMNHE
h— BT ERRSET IS FI L,

Annotations: eks.amazonaws.com/role-arn=arn:aws:iam: :123456789012:role/
my-deployment

£ L& HIF , my-deployment RIRFEIRFMHEEBR IAM ACEE, WMRRBEIRS &L
FEEELLEREHINT , Bl Kubernetes IRIEIRF A EHEIRFEVEREE K mMELFTELHE
AWS Identity and Access Management 1R S BAHt, MEFMENR , FSEALWREIR
FIEE IAM A6,

3. BEAAWS EE XA |, W https : //https://console.aws.amazon.com/iam/ BRX IAM E£32
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4. EEASEYH  ERAe, ERNEEL—ESRPETH IAM 8281,

5. WERRELRIEMKBETBERE AWSAppMeshEnvoyAccessSEHRE S H, MRKREZE
BSR4 IAM BEREEZ IAM A6, MREEEEZATT IAMBUER , 8188, 8
EEVERMEFUMNEE] IAM B, MREEBT IAM BER , FENBREEZHIE
"Action": "appmesh:StreamAggregatedResources", MRKRHE , MEESAFTH
BEEWEET IAM BUR, St R 25 HisEMBIRERIEE Amazon Resource Name
(ARN) MRAKGIE ARNs , B LUREBRRIIE, BRIBESIHN ARNs, WEFHEE
F , FFSEHEE IAM BEEM B3I 1AM BUR,
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https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshEnvoyAccess%24jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html
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Name (ARN), IRKFIH ARNs , B RSB BR KT, BRJBEI LM ARNs, INFEFF
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6. #HHEE Envoy RENEEEIBERER LIRDE,

> w0 Dd

Amazon EC2

1. 1 Amazon EC2 £ &7 , EMALAIEEHRWHITEE.
2. ZEEFEE Envoy REMES —EHTEE.

3. EHRARRSIZERT , BRIAM ASAMHN IAM BEE8BERE, WRARFIHIAM AE | AIF
BEY IAM A€,

4. EREZEEENFIRSIEERF , BRELHEILN BITBERSAWSAppMeshEnvoyAccess S &
BECHH, RREZBEMBE , 5 IAM BEEES IAM 6, NREEESEEHT
IAM B3R |, B32F , RIFEEIZHA IAM BUR., MREEZBRT IAM BUR |, FBEEUBRATER
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FUFHEBELNBET IAM B, SRR Es S ERKRERNEE Amazon Resource
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MEF , F2EEE IAM BEEM B3 1AM BE,
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshEnvoyAccess%24jsonEditor
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_policies_manage-edit.html
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: appmesh:CreateVirtualNode on resource: arn:aws:appmesh:us-
east-1:123456789012:mesh/my-mesh/virtualNode/my-virtual-node

FEHBERT , Mateo BEEREESEMEBE , LLAFMER appmesh:CreateVirtualNodeE¥E
BUEREH,
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appmesh:ListMeshesEifE , FREE R AP ELEREE,
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- ZERBEHS —H AWS RBEBBREL.

ERERE AWS IRF BCloudTrail 7 HEREAGREE , B EEBEFE CloudTrail B4 E
S 5E8%, CloudTrail EH4E S LA AWS BEFIBE 00 RECHENEBREN |, RHITHIR, 78S,
A FEEF G CE, MEFMENR , 528 "AWS CloudTrail A &R FHIEA CloudTrail
ENEL LR, MIAEHRLRHETEEL CloudTrail A,

WFE AWS 1RF B % 90 RAFKBEEHZNEH , FFRIMMRERN CloudTrail Lake SHERFRIE,

CloudTrail &t

#R3RAEE CloudTrail i HEEE R FE Amazon S3 FFEETEE. A BIMNFAERRK AWS EEE
7BE HRZEE, BUUEA AWSCLIZVE—SHZEFHER, ERLEIZSESER K RAAE

RFEER AWS [BiF tRE PR BEE), MREEIE—EigEH  BREEMAEN AWS [EiF ik
WEH, MEEHNWFEEN , F2E (AWS CloudTrail fEAEEE) FHAEEN AWS IRFE L
IB Bt A AE AR ST Bt

BALLEBEVEBH K SREKSEETESHMN —EEARLR CloudTrail EEZEEH Amazon S3 &
FErEE  EERMEESE Amazon S3 REEM., WE CloudTrail EEMEFMMENR , 5528 AWS
CloudTrail &, NZE Amazon S3 EEMMHEEEE , 2 E Amazon S3 EE,

CloudTrail Lake EHEREFEHE

CloudTrail Lake ZRREM B EHH1T SQL BEH ., CloudTrail Lake 4% %Ik JSON #&#RAHERHF
EHEIRA Apache ORC 1, ORC R—EBEMXREERN , sHHREHINERET T &E.
REERE4RAISE4ERENED , SHENEHERSHNTTEES  HKBAZRERE
REREHEIEGEERNGEE. EARSE4ENENENEZEREFEHBLEEHFFETEL THE
&, WMFE CloudTrail Lake WEHHIER , FFSBAWS CloudTrail  fEAEER) HEEHA AWS
CloudTrail Lake,

CloudTrail Lake EHERERENEHEELER,. BUEHERNENER , SLUEEEANE
HERENENEERE, KEERESRAEHINRBESHNRE  UREHEREHENTERR
MBRERAREZH, WE CloudTrail EEMFFMER , 5528 AWS CloudTrail EE,
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EEEARUEEEE ERLFTHERRENERA AWSIRE, EXBARGITYHIRE, BIEAE
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AWS App Mesh E#4FiE App Mesh 2| FEHRELRFRAEESEH, WNF App Mesh L& E|
CloudTrail B AWS App Mesh 2 &I FHIREEBE , 5528 AWS App Mesh APl &,

App Mesh E# £

—EASEHRREMARRIZHNE—FR , TDEFER AP BENHBREA. BENBHMERE, FXR
S8, CloudTrail BFERETFARLAE AP RN EHEFHEBER  RHEHAAS LTS EIEFFE
o

LT EHIBERNRRER StreamAggregatedResources EER CloudTrail BEEHEE .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:d060be4ac3244e@5acate@67bfe2418",
"arn": "arn:aws:sts::123456789012:assumed-role/Application-TaskIamRole-
C20GBLBRLBXE/d060be4ac3244e@5acaste@67bfe24118",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"invokedBy": "appmesh.amazonaws.com"
1,
"eventTime": "2021-06-09T23:09:467",
"eventSource": "appmesh.amazonaws.com",
"eventName": "StreamAggregatedResources",
"awsRegion": "us-west-2",
"sourceIPAddress": "appmesh.amazonaws.com",
"userAgent": "appmesh.amazonaws.com",

"eventID": "e3c6f4ce-EXAMPLE",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "123456789012",
"serviceEventDetails": {
"connectionId": "e3c6f4ce-EXAMPLE",
"nodeArn": "arn:aws:appmesh:us-west-2:123456789012:mesh/CloudTrail-Test/
virtualNode/cloudtrail-test-vn",

"eventStatus": "ConnectionEstablished",
"failureReason": ""

.

"eventCategory": '"Management"
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A, BB EERIER B AWS App Mesh & Amazon ECS Service Connect.
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FEONERRBNEBES  F2E_T—REREREER (GDPR) /0

ERERREEYN , RARBEHRE AWS IRFE 2 AER , I H AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) B2 EEBIERAE, wtt—R , SECHEHASESRETHK
HEKPAANR. RftERERATIANREER

- BERFHECHZSEERRE (MFA),

- £/ SSL/TLS B2 AWS BERBEH. BMFE TLS 1.2 WEBREMEH TLS 1.3,

o M 5E API F{E A EEEIE2 8 AWS CloudTrail, tNEEEEA CloudTrail B MR AWS SEEIHN
B , B2 BAWS CloudTrail € FR&EER) RHER CloudTrail B,

- EF AWS MEMRAAR , UREPHWFAERERZEEH AWS R,
- FRERNZERLRE (B0 Amazon Macie) , HBIRENREFEE Amazon S3 HWEUBE R,

o WMREE AWS FBTTHRESE APl FE BFEE FIPS 140-3 BN ZIGmEEHE | 5368 FIPS
s, MEEE FIPS M FIPS iInHMNEZSHEBEN , m2BAB B ERARIEZEZEE (FIPS) 140-3,

BMEZIZBRERETELETFNEFBH i SRZLHRER , HEESEIEHENHNXFZHA
F, BB, ETEELRMEM App Mesh FEAFEEA. APIAWS CLISEM AWS R B
AWS SDKs , ZBHEZEREHEERAXNFHUPRANERAER B ARTERZE BFE, MEEIR
HAIEARETE URL , PR IVEBRFB I ERBLEXMARERFE RN URL I EBEBEA.
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B 30 Bz# , Bi5EEBEE AWS App Mesh £ A5 AWS App Mesh &R, EFHME
A, BB EERIER B AWS App Mesh & Amazon ECS Service Connect.

BETHEAWS % EEERESSRTEHER , F2RAWS R SR ESERNARRBIZERER
MERETE. ME-—REF , F2EAWS SHKETE,

O LAER TEE=ZHFEEZIME AWS Artifact, NEFHMER , F2BE THEHS in AWS Artifact
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EAZERT , AWS App Mesh ZF| AWS £KBREZLWRE, WFE AWS ZLREUR 0

AWS REERFRENEBAET , F2HEAWS Erzs, FEFRAERREZSNRERRREH
AWS IRIE | SR L X AWS Well-Architected Framework H#9 £ 25 e R &

BRI AR AWS B4R APl 0 | EIBHEEEFEX App Mesh, FABRMLEASZETIIER .

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEA TLS 1.3,

- BETEXEEFAR(PFS)NEBEM , 0 DHE (Ephemeral Diffie-Hellman)s ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), IRARME (W Java 7 MEFIRA)KZEZEELEN,
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A LA App Mesh BRERFEANE VPC i , hE VPC WL LikRE, MEFMER ,
BIApp Mesh ST VPC %% (AWS PrivateLink)s
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SIER B 2026 £ 9 A 30 B , AWS 8= 1E %38 AWS App Mesh, 2026 & 9 A 30 B
2%, BAEEEBER AWS App Mesh £ A= AWS App Mesh BR, MEFMENR , F2
B EPEIE LE R BH AWS App Mesh £ Amazon ECS Service Connect,

BEI LA App Mesh B2 EAMEATE VPC in3 , BAtkE Amazon VPC HWZ£RRE, N HEHEERA
AWS PrivateLink i , BB i W] ZEEAFLAE IP it FA T 7FEH App Mesh APIs, PrivateLink 2#%
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App Mesh ' VPC 5Bty £ B =15

EXTE App Mesh M9 TH VPC % B2l , EEETYEE :

o MRIEH Amazon VPC REMBHEREE , BENEKEEMawslogs BFERBERN & AFEAE
3% ZE CloudWatch Logs , Bl#4Z8% CloudWatch Logs B /" HE VPC %%, MEFMEF , F2H
{Amazon CloudWatch Logs £ & 1ER) I CloudWatch Events & Ei ST E VPC i o
- VPC i HAXE AWS BEEFE R, BRESEFTEIE App Mesh 2 API FEIL A AE [E) = 35 2 51
Vit o
« 3&Ei Amazon Route 53 , VPC iwBi{E X & Amazon 124H DNS, MREEEFHECH DNS |, &
AT LAE AR5 DNS ik, WFEFMEA , F2E (Amazon VPC A EIER) HFH DHCP #E1H

=3

ZI<o

- E#EE VPC RN T2 FEX A RFERE 443 LRE Amazon VPC FAH FHEERAVE N ELR,

(® Note

Envoy EMRA X EZBGIn BB REEE VPC ind (Sl , FRAKRKER
com.amazonaws.Region.appmesh-envoy-management) RiZE#I¥ App Mesh H97F
HX

MEHEMEENRS , FFS 55 IR 2 0 A %15 % 8 M 57 s 26 8 145 AR 5l

E 3 App Mesh 89471 VPC %24

HEE App Mesh R E VPC in% , A (Amazon VPC EREERE) FHE
S iR EFEF. com.amazonaws.Region.appmesh-envoy-management A&
Envoy REBIEEREEE , LUEEZE App Mesh 9/AF Envoy BRI , W BAKRBRERE

com.amazonaws.Region.appmesh .
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vpc-endpoint-services ISR AWS BEX#EE, flin , TGS SERTARESE , BRI EER
REP (B%f ) EiHAERE App Mesh /' E VPC i % :

aws --region us-east-2 ec2 describe-vpc-endpoint-services --query 'ServiceDetails[?
ServiceName=="com.amazonaws.us-east-2.appmesh-envoy-management ] .AvailabilityZones[]'

aws --region us-east-2 ec2 describe-vpc-endpoint-services --query 'ServiceDetails[?
ServiceName=="com.amazonaws.us-east-2.appmesh’].AvailabilityZones[]'
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App Mesh EEZE T AEBEFATHEH FEATER , UBRESTAME. App Mesh & B EN{ERIIEE
REFEREMEEHFEATEE | LREBBCREFARNERH,

R A SEBEE IR AWS App Mesh

App Mesh R AT EEEFERN D, ETEERNEADEREERREND. HONERSMNE,

H By #E BE RO 29 41 AWS App Mesh
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R MBS HERNBHB RS, App Mesh E1RIR App Mesh IhEESEBIFAFTHY Envoy RIERRAN |
REBARATIRMMRE,

L AEMHBRE | T REER EMN B RMERA . LT RBRRIRITARA .

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod
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B 30 B2# , B8\ EBEE AWS App Mesh £ A5 AWS App Mesh &R, EFHME
A, BB EERIER B AWS App Mesh £ Amazon ECS Service Connect.

BMEBLERATENRETR , WHEM App Mesh KAV HE TR HEME
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

R Envoy RIEBEEME

Envoy REEMEENTE , TARRRAENRITESR , URBTESGESSHMETENE, NEF
HME |, 5520 Envoy XHFHNEERH,

WMREMER € Envoy 6, RIFFER , ERRMBSEERE 0901 LA,
R S5 e A8 85 5] B ik B URL App Mesh R E SR S HE A BER B http://my-
app.default.svc.cluster.local:9901/,

® Note
ERREBTELAMZELABHEBRMERE. kA, BRMERERERRNEAF , XAF
FHENVOY_ADMIN_ACCESS_LOG_FILEREE S /tmp/envoy_admin_access.logfs&
5o

AIEEHHA Envoy DogStatsD &

Envoy REETFIRRE A EIE OSI Layer 4 § Layer 7 RENFKITER , LR ATEFEERENHKITE
B, HAREZBERPAMMAFEHSLERITER , MAFBEHEZE CloudWatch FEZH Prometheus & B
Wi, FELERITEREFRIEEARINENNE , THBEERELHBEBENERTA. NEH

MES , 528 A Amazon CloudWatch $E#Z ] Prometheus X 4,

B LUEIBEEE P ERMSEUIRELE DogStatsD $5#ZDogStatsD 8, T DogStatsD HIFFHE
# , 73/ DogStatsD X, ZALATE GitHub £# App Mesh with Amazon ECS EF#l2+ |, #El
IEEEHEHZ AWS CloudWatch 82 RE,

XA 7 HL B &

BRAKE EREYN LRAENEFERERE  UREZEARRA2HERRENFMEA., WEH
&R , 38208 Envoy XHFIFEG 8. BEFFIRMEE OSI Layer 4 #l Layer 7 REITAWHE
Ao BEMEMA Envoy WTEEERE , BRI UFERA T HZMBRARR , A CloudWatch Logs Insights 2
WEE B

parse @message "[*] \"* * *\" * * % % x % & % x % %0 3g StartTime, Method, Path,
Protocol, ResponseCode, ResponseFlags, BytesReceived, BytesSent, DurationMillis,
UpstreamServiceTimeMillis, ForwardedFor, UserAgent, RequestId, Authority, UpstreamHost

BUA Envoy REEERE 229


https://www.envoyproxy.io/docs/envoy/latest/operations/admin
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://prometheus.io/docs/introduction/overview/
https://docs.datadoghq.com/developers/dogstatsd/?tab=hostagent
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-ecs-basics
https://www.envoyproxy.io/docs/envoy/latest/intro/arch_overview/observability/access_logging
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html

AWS FERREXB% ERAEER

EEERIREPRA Envoy HIEFCE

BPEBEEEdebugdlIREF S Envoy REW BEBRRES . E8 BFTHEEEEBBN
App Mesh fARESERE E 4 EIRIR 2 Bl 38 Bl &

MREFERNRZ Envoy BUE | AT LUEIBENVOY_LOG_LEVELIRIEE EIE BB EA debug

(® Note

BEATEBRELEERETEM debugBi+. HEMRRER WdebugiBiniesk , WRAIREREN
g2 , UREIEZE CloudWatch Logs &R RN HFEEER A,

E8E R Envoy WTERRMEE , B LUEA T HZMBURE |, £/ CloudWatch Logs Insights 2 #7#2
FHE:

parse @message "[*]J[*1[*1[*] [*] *" as Time, Thread, Level, Name, Source, Message

£/ App Mesh 2§ H 542 Envoy Proxy Connectivity

RIEZIBESE Envoy $84E |, control_plane.connected_statelA#{R Envoy K2 EE App Mesh
BEEEEER , AENBERERER, MEFHEF , 5528 Management Server,

App Mesh 5% 7E 5 B BE 7

/A Important

FERIEEE : £ 2026 £9 B 30 B, AWS #$ELEY #9E AWS App Mesh, 2026 & 9
A 30 Bz# , B EEBER AWS App Mesh £ A, AWS App Mesh BR, MEFHFHE

A, EFSE L EEERIER EF AWS App Mesh £ Amazon ECS Service Connect.

A EBEFHHRASETE App Mesh SRER BRIV E REE,
#5512 H Envoy BESM &

iR

EEEMREF A Envoy {HERFE &% 230


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://www.envoyproxy.io/docs/envoy/latest/configuration/overview/mgmt_server.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

&1 Amazon ECS & EI T HEERAE, U TAEFH Amazon ECR ## ID M##7gERE , B
B HURAGIREVA ST KA Amazon ECR fFE,

CannotPullContainerError: Error response from daemon: pull access denied
for 840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-envoy, repository does
not exist or may require 'docker login'

Resolution

IWEEBRRREEFERANTIREAITARKRELE Amazon ECR BT , mBAEEHRFHFFZEIRI Envoy
AR, 1ERIE Amazon ECS BN ERHITACTEEG TIFERNH IAM BUE :

{

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage"

1)

"Resource": "arn:aws:ecr:us-west-2:111122223333:repository/aws-appmesh-envoy",

"Effect": "Allow"

.
{

"Action": "ecr:GetAuthorizationToken",

"Resource": "*",

"Effect": "Allow"

}

MREHBEENRER | 52 BB GitHub BEBi4& AWS Support,

#5EE R E App Mesh Envoy &1 IR
E TN
&K Envoy REBEXZELEZE App Mesh Envoy BRI, BEEF -

- EIREIEHR

- BB,

« f#3R App Mesh Envoy &2 iR 75 i B Y §5 35
- gRPC &34

ESEEHEE App Mesh Envoy B2 iR#E 231


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS FERREXB% ERAEER

Resolution

BRELN Envoy RETZEBBRMAKSRASE VPC nE , MBEZN L S FHE LA FFERIE 443 L E
HiRE. App Mesh FI/AF Envoy B RIS EERTEMITEZ M (FQDN) =X,

# App Mesh Production Endpoint
appmesh-envoy-management.Region-code.amazonaws.com

# App Mesh Preview Endpoint
appmesh-preview-envoy-management.Region-code.amazonaws.com

B LAMER AT e 53 EMS RUERETEE, ESRKAREZAMN gRPC FREIXE Envoy

Management Service,

curl -v -k -H 'Content-Type: application/grpc' -X POST https://
appmesh-envoy-management.Region-code.amazonaws.com: 443/
envoy.service.discovery.v3.AggregatedDiscoveryService/StreamAggregatedResources

MREUWEIELIAL , AIE Envoy Management Service BEE S IEFEEE, WEHEEE gRPC HEEE
28, 528 Envoy F 82 App Mesh Envoy & iR #% & i ﬁﬁﬂ’]ﬁ%g\ EdERER M F s

grpc-status: 16
grpc-message: Missing Authentication Token

MREVEENARER , F5E BB GitHub BB & AWS Support,

Envoy E KT8 App Mesh Envoy B RIEMELR , WEAREERNF

e G

&1 Envoy REBHEEERE App Mesh Envoy BRI W HERE, 21 Envoy REBFEESWMT
FIRK BEIEE,

gRPC config stream closed: gRPC status code, message

Resolution
ERZEERLT , BRNALT 2 EELEE, TRIILEBTREEEINRHER gRPC MREH. HIF
RAREBETE,

Envoy EF B2 App Mesh Envoy B RIEHYIERR , WHEREFRLF 232


https://docs.aws.amazon.com//vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS fe 2B

ERAEER

gRPC ARREHS

0

16

R &

B ETE Envoy BERBEH
B,

RARWBEmR ( ERERT
EREFE ) EBBHERZ

o

Envoy REREIREHITE
£, BIENERZE Envoy BEE AR
%, SEBEEE B B IR

& TE App Mesh &R Envoy
REBREXEE EBIRFEERR
bR

Envoy RIZRE HNARS 28
#BE AWS,

Resolution

RERE, App Mesh BES

H T Envoy QIR EE AR B RS Y
E#R. Envoy EEFEFILHE
BERER.

BIRREZRN Envoy AR |
LR EEERRN App
Mesh ERMNEEEHE, R
&8 App Mesh EIREEH A
AWS EREE , i AWS
Cloud Map @& Z = ACM
BE K FREELEREFE.

A MEIES App Mesh
Hth fRE E BURBRR X /Y
IAM BUE | Wi BURERER
Envoy {32 A 3REMRE Envoy
EERBH IAM EHEDHA
=

App Mesh BRISEL 88 INFEFERR
MR F BB AR A ER RS E
BNEF , F2H .

SETEE Envoy EEEEMNE
AEHR , TiER IAM FREDS
ABERE AWS R, R
Envoy BFiEIB1024ERE
REFEA , BI1E Envoy WA
v1.24F0 ZHIH F , EXRERE
#24136 ABMB AL, &
Envoy RItERER , ER
HERER. BUNENXF TA
libcurl function was
given a bad argument.

Envoy EFEfEE App Mesh Envoy BERIEHIELRR , WHERIERXF
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https://github.com/envoyproxy/envoy/issues/24136

AWS FERREXB% ERAEER

gRPC ARREHS R& Resolution

WS 85 B R ZE Envoy B ,
DR EE, EERMEL
R , mHRE Envoy MK
vl1.25.1.0-prod TEHIR
x,

B LAER T 5ZERH , BB Amazon CloudWatch Insights Z1223 B Envoy RIZMARREIB AL

filter @message like /gRPC config stream closed/
| parse @emessage "gRPC config stream closed: *, *" as StatusCode, Message

MRREMEBALRANE , RECHBBEDHRBR , FHEEBIRK GitHub B,
Envoy RERBFIRERE, EREEREN LRRERK
Rk

&9 Envoy {RE7E Amazon ECS 1£#. Amazon EC2 #1T{E# = Kubernetes Pod FIiE{EARREME &
By, filtn | B LER TS SEH Envoy BERME |, WEW UAMRELIVE,

cuxl -s http://my-app.default.svc.cluster.local:9901/sexvex_info | jq '.state'

Resolution
UTREESRNBE , BURR Envoy REEEHAREE,

e PRE_INITIALIZING =} INITIALIZING - Envoy X% R iZUERE | SEER App Mesh Envoy
EEREEZENEEERE, ESERE , Envoy JEEEREIZRE Envoy BEEREHEEER. WFEFM
B, E2H HHEEEREnvoy EFETE App Mesh Envoy BRI HER , W RERNF,

« DRAINING - Envoy RECRIRFEREMR , LAEIFE Envoy EEME LK /healthcheck/fails
/drain_listenersidR. BRIELEENAELR IE Amazon ECS £#. Amazon EC2 #{T{EEE S
Kubernetes Pod , BRITEREEE R A LW AELERE,

MRENBEMARER , FFE BB GitHub B =S E##& AWS Support,

Envoy REREFRERE, EREERENLBRERNK 234


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS ERERBH fEAE R
R H P EERIBRRRMENEFERERERK
Uik

RAEEREREIEBRESKENERRBRAEEEE , EREFFEHRIEBRIELEERE
mEXRH,

Resolution
EEMRAEE , BEK TER,

- HEHEBRHBEMEENN LS EESLAREERERERENEREELNEARE.

- FHFERE , FREEFRERESERY ; fl0, KRB VPC FHNESFH#,

- MRBERERHRARETERNRERE  ERLEEARNPEFEERERERERSE , HIA0 /ping for
HTTP, Ea[# % Envoy REMENWERAEAE AR E R FEHREA,

- BULRBRBAENIIRE , AERTHERATMELERFHIHE, NEFMER , FSH Elastic
Load Balancing Zh&E.

- MRLEREERFENEFERERE  BERCEERERMENZEREAERELEARF TCP &
TLS EFRERENFEREH TR, EHRREEMEEREXCIES EMIFEIER.

MREVEENARER , FE B GitHub BB & AWS Support,

EERFENESZEFEER 1024 HEPWRE
EEN

EHERBETESEEER 1024 RELNFRE |, BEIEBZERBAR 1024 HHRE, Bl , EaTLL
FHATH&HSE# Envoy RETER |, WIBWSUANE,

cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep "update_xrejected"
B gE BFPEIELUTIXFNNT , RAELBRESSHERE

gRPC config for type.googleapis.com/envoy.api.v2.Listener rejected: Error adding/
updating listener(s) lds_ingress_0.0.0.0_port_<port num>: cannot bind '0.0.0.0:<port
num>': Permission denied

Resolution

RE BT EHRIBRIRBEERERERK 235


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://aws.amazon.com/quickstart/architecture/linux-bastion/
https://aws.amazon.com/elasticloadbalancing/features/#compare
https://aws.amazon.com/elasticloadbalancing/features/#compare
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS FERREXB% ERAEER

EEMREE  ARERENFEREEZEEELS linux Zh8E CAP_NET_BIND_SERVICE, MEFMEA ,
#2E Linux BXRFITAEFMPMNIYEE. ECS EBEBRSHFTH Linux B8, UK Kubernetes 34
IR E R BRI TEE

/A Important
Fargate 7B KR 1024 HiEZEE,

MRENEBEMARAER , FFE BB GitHub FEESE#& AWS Support.

App Mesh E#R 5 B BE A7

/A Important
XELLIEEA - 2026 £9 A 30 B, AWS #{F1E% 8 AWS App Mesh, 2026 £9 A 30 H
2%, ZHEEEBEFEAWS App Mesh £ Ak AWS App Mesh BiR. MFEHMER , F2
R ERE AR X E R BR AWS App Mesh & Amazon ECS Service Connecto

AEBEFMFRALMERA App Mesh ERFATREIB RN E R EE.
EEBTER R DNS B H

e

ENERAENEEFETAESER 2 ERREH DNS B8,
Resolution

ERCHBEE, MEFMENR BRI MEMLEEH A VirtualServices 5 FQDN GitHub

7. App Mesh FHERBRE I UGEATMEE., REFEREREATEN DNS AZCsk , BEEARER
AR ERREEE  FRIEH Envoy REYEAZTHEEN BN, EEMREE , 5515 DNS
AGCEFIEE10.10.10. 10EHERE B BHNEMIEEERE IP st , H120 , DNS AFGEEAIE T SIRMG T H

1% .

« £ Amazon Route 53 # , MR FWE AN LN EXEEFHER
- HEAERXRERM /etc/hosts BRAH

EHRAEN 236


https://www.man7.org/linux/man-pages/man7/capabilities.7.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definition_parameters.html#container_definition_linuxparameters
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/#set-capabilities-for-a-container
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/aws/aws-app-mesh-roadmap/issues/65

AWS FERBEXFEE EHAEERE
. EREEWNE=7 DNS {RREEH

MRIEHEENFAR | FHEBBRK GitHub FIRERBHE AWS Support,
BLIEREERRB RIS
Rk

CHERAEXELIHERSY I TEARENERBRERILER, ERBYESGE  ERTREETE X
B, ERBERAENBUNERTEEZEBHTTP 503E ERF K,

Resolution
MREABRATEELER ( RKELQHTTP S03EMEHE ) |, HHIT T HEE :

- BRELENERRECREAER App Mesh,
« ¥/ Amazon ECS , FREEZLCHAEENREERE, mMFend-to-endZFL MR , FZH App
Mesh #1 Amazon ECS AP,
« ¥I7 Kubernetes , ‘@%& Amazon EKS , FFHEE L 21EIB Helm ZREREHH App Mesh 12l
B3, MEFHMET , 5528 Helm Hub LI App Mesh #2245 = R12 : 52 App Mesh E2
Kubernetes BB &,
« ¥R Amazon EC2 , SEEZLBEERE Amazon EC2 H T KA IE App Mesh B, MEFME
7, FSREHRE
- FRETEERKE LHITH Envoy BEF 2R IHERZE App Mesh Envoy EXERE., &7
EE{L B Envoy HETERIRMEER, control_plane.connected_stateflFE WEHAE
#Acontrol_plane.connected_state , F2H KRB RKEEKPHEIE Envoy Proxy E#R,.

MR Envoy SR#IBESEILER , B RPENERBRAREINER , F2B Envoy FEEE App Mesh
Envoy EERBHER R ESEBRXT , UEHHEPENERNER,

B

\

MBEEARRCER , BB RABEFERHTTP 5030 MERE , SFER T HIEE :

- EHRELERNERBRBEFERBEF,

- BEERBEEERME (ERBHB[ERDTH )

« £/ Envoy A& HTTP Proxy B , N R&E Zlim H REEB Envoy RETERHE
A , cluster.cds_egress_*_mesh-allow-allmA2ERKN B Mt , RIFRTATAE Envoy KiEB
FEEMAFERTilter_chains, EWRERFATERERBREEBNER. BMAEREEHERR
BWBREFEREBMAEERESRE , BA Envoy RESEEBHZBEAMERREEN.

ELEREERRE RN 237


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/appmesh-getting-started.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/appmesh-getting-started.html
https://hub.helm.sh/charts/aws/appmesh-controller
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/appmesh-getting-started.html#update-services
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-best-practices.html#ts-bp-enable-envoy-control-plane-connected-state
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes

AWS FEFR B EAEEE
MEFHMES , FEREEHERRE
« ®BE Envoy REARREREMTIERAL

* No healthy upstream-Envoy REEFHKHZE NERTHLIETACHENTNIRE , REME
MEFERERFNIRS. BEBBEERSHES ERNBHERENEFERERERTE,

NREHERERBIRERREHBE , BRBENFERLIR , FERE PHNESI EERRBEEEERD
HRMES03 , KRB RGAKRARET HTTP MREER.

* No cluster match for URL - B REEEFFEEREASUENERZTMURHAMER
RENERBER K SURREEERER. BERBEN HTTP FREHLER , LRAKRBEAR
AWBREEDZENEH,

« No matching filter chain found - EFREXEEIBYCERER FWERRER , HOJER
HEEER. BERBEARINNBEREAEREHE LIEENHEEEEE,

MRS REEMRAR | FE BB GitHub B sUBi#E AWS Support,
HORERENARARTE
AR

TR ERERNELERIBEANIRE , FlE0 amazon. com,
Resolution

RIETARR , App Mesh R AFFRBEANEBAEXNIMRIMEME N NELRE, FERAENSRE
KB , AMERE

- BRRERLAVEHEREMRES ALLOW_ALL, LRREMR A ESANEMEARXER/ERA
BYAEATT B K93 1P 31k 5&@ER

- FRAERKRRE. SRS, BRENEESHETHERFONADBRBER, flin , HEEEINBRKE
MWiEHexample.com , BAFEREREHBEEILE S example. comtVERRE , LM ERE
EixE 55 DNS RS RET AT WIERE Bexample. com,

MREEBARBER , FBFE BB GitHub B R Bi#& AWS Support.
EEHEZE MySQL = SMTP falfRES
E TN
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https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_services.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_EgressFilter.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS FE T2 81 R EEE
REEHFEDFTE B/ (Mesh EgressFilter type=ALLOW_ALL) B , flinfE R ERH B ES

B SMTP falfR2=k MySQL ERIE , REEAEIXWERZ R, i, U TREFERE MySQL
A REEAVEEEREA 2

ERROR 2013 (HYQ00): Lost connection to MySQL server at 'reading initial communication
packet', system error: 0

Resolution

ERAEH App Mesh BRI} 1.15.0 IREBEFMRAFERNW S MEE, MEFHMBEFR , FSHELEH
App Mesh GitHub iE#E MySQL R, GitHub B4 ItEEER 2K A App Mesh £ Envoy FERERY
B EZERZ I8 Envoy TLS Inspector #H#EEN EHERM4, MEFMER , 52 Envoy XHFHH
TLS Inspector, LLEREZFGERERAFREENE—BHE , THEFIRRFEA TLS. FiB , #H
MySQL 1 SMTP , ARSI SEERBEEE —EH T, WFE MySQL WFEFHEER , 2/ MySQL X
BB E. ARARSFSEEIE—EHE , ALEERENBRES KR,

RIBEH Envoy MRAR R LA -

« MREH App Mesh BR{& Envoy iRA & 1.15.0 EFARA , 5524 MySQL, SMTP, MSSQL F4k
HEBEERESEREANERB MR,

- WREH App Mesh B Envoy lRAE R 1.15.0 , 33065 #HEEIETIEE MySQL AR
FEAPPMESH_EGRESS_IGNORED_PORTSH W{EEE , Wi AE AN STMP Ry E#EEIE,

/A Important

B SRIEXE SMTP EIZIE R 25, 587 465 , B EZ RSB EEFEAMNERZIBHIEE
APPMESH_EGRESS_IGNORED_PORTS , A 24 = {EEiEiE,

WMEFMERR , FSBEH Kubernetes B IR#E. FE ¥ Amazon ECS BYRRIE = E # Amazon EC2 B R
#. Amazon EC2

MREHRBEENRBR , EAIURMEEMERARE GitHub BERFIEEIERNFMER , &
AWS Supports

L EEE App Mesh IR A TCP FE ## 87 2055 E ## 5% 35 1Y IR 75

Bk

ESEBARE App Mesh REER TCP E 7 3ok E 5 3% 2R Y AR 75 239


https://github.com/aws/aws-app-mesh-roadmap/issues/62
https://github.com/aws/aws-app-mesh-roadmap/issues/62
https://www.envoyproxy.io/docs/envoy/latest/configuration/listeners/listener_filters/tls_inspector#config-listener-filters-tls-inspector
https://dev.mysql.com/doc/internals/en/initial-handshake.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-kubernetes.html#create-update-services
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ecs.html#update-services
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ec2.html#update-services
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ec2.html#update-services
https://github.com/aws/aws-app-mesh-roadmap/issues/62
https://aws.amazon.com/premiumsupport/

AWS FERREXB% ERAEER

FHEARXEELERZEMEA App Mesh PortMapping E&H TCP B E R EM Ei.

Resolution

ERCHEE, MHEFMENR , F2E GitHub LHEEEEE FHRAEZE TCP BRI, MM OSI
Layer 4 {245 Envoy RN ERABFRS , App Mesh B RIF RFFZEEES TCP fy&Rim B Ayt
FAMHERNERE, B THRTCP REFUSHAMERIKENEERMA , FHT F5EHE

- HEFTE B EERME -—NVERER, MREERRRERRBNERRBRMUED S NUBSEE
WIRMEERE K MEFTSEHRMACERDE LHERE, EWREARENE Envoy KEEERE
RERGHPERNELRER | £ERRKMHIJERE LRBER,

- MREES TCP W EAEE MySQL ARER , RAKBEERREEE —EHSVEFHM TCP &
BAWME , F2E BEERE MySQL 5 SMTP {7 fRz=.

MRENEBARBR , BUUREERMEARSE GitHub FERFIEEME RV GFAEN , B
AWS Support,

TR B T AR B R 1) A e 268 B R4 B R A% 1R Uim B9 AR A%

IR

BHEAEXTUEZNEAREIREERERDH L ERBHRIKA BV,

Resolution

MRFERRIIEZERTE App Mesh APIs HEEN B # | BIRIJREMNERE BB E H ERE 4 |a
BERES ALLOW_ALL, EEHENZFEMHRES BFALLOW_ALL , REGEARERANEHFEREER L
Btk (&) THAE , $SSEEXZEERAENREN B it IPiHjiJJ:o

MREBEFATREINREMRHEEN BN , FEEGEHEREHERTES DROP_ALL,

@ Note

RERREHGEREESSEEBANTE ERE R,
# egress_filteri%E 4 DROP_ALLIGERA TLS FEAMNIE AWS BEHNEHRE,

MRSV EENARMER , FE R GitHub B ERE#4& AWS Support.,

TR AR Th IR B AR 1 A 58 6 B 4 AR A 1R U 1 R RS 240


https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_PortMapping.html
https://github.com/aws/aws-app-mesh-roadmap/issues/195
https://github.com/aws/aws-app-mesh-roadmap/issues/195
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_EgressFilter.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS FERREXB% ERAEER

EERREEERGMIEHESN K FLFERFLAMIWER HTTP AREE
B

BEARAN —BoBRABEEAERDIREHEMFERRHFREENERBRE RS, RERR
BEREREHF[ERER  FRTERM.

Resolution

ERCHEE, WEFHMENR , F260 GitHub LERRBERGHEHRENSHBE., ERHERHH
MAERBBNRUER  CELIEEERRENAFRECRANARERBR, M T , EHKH
SREEEAAMEEERRR  RATMRTHRAERNWEML,

EERLERDTBHERNGERAR , BUAERKHSHER  YEEBA LEEERBER, WER
PEABRIRNBREABNEME L , F2E App Mesh RIEEH,

MRENBEBEDARAER , FFE BB GitHub FESE#& AWS Support.

f3EEARE Amazon EFS R &%

N
£/ Amazon EFS R X ##% Amazon ECS IR EAMKER | £ EEUTHEEEMAME,

ResourcelInitializationError: failed to invoke EFS utils commands to set up EFS volumes:
stderr: mount.nfs4: Connection refused : unsuccessful EFS utils command execution;
code: 32

Resolution

ERCHME, B4EEREREAE NFS B Amazon EFS HESSEERP N T ARSERE <884,
ERERNREEREHE Envoy , BREITE#1T. BABIER , NFS A F iR EERZE Amazon
EFS BRA#% , EEBEZLZRE. EERREE , FEZENEE 2049 Amazon ECS EHE&RZ
KEMEREF EgressIgnoredPortsFRENEERE, MBFMENR , FFSH Proxy fHEE,

MRIEHEREPFAR | FEBBRK GitHub FIRERBHE AWS Support,
ERIRIER , EEANFERTELEE Envoy WFELR, BHEERT
Rk

EERREEERMMIREMHES03N , FLEBREKXBIFER HTTP ARAET 241


https://github.com/aws/aws-app-mesh-roadmap/issues/194
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definition_parameters.html#proxyConfiguration
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS FERREXB% ERAEER

BN ERARRX AT EREEEFERT S —EAEARR , FUELEFMAFHEIEANGR , &
£ Envoy REWEMRERAREFR,

Resolution

ERCHBE, MEFMENR  F2H Github L iptables 7 AIFX ERIE, Envoy RERSHREEY
EERGHEECERENEARE, ST HMEZENE RSB Envoy KB |, WEZERIH
BEFNERS. BTZE Envoy RERBRENEARE  CEELERGTHNREREAEHRNEE
B e,

MRENBEEMARER , FFE BB GitHub B E#& AWS Support,

EABEMREETE HTTP_PROXY/HTTPS_PROXY IRIZE& BUE £ NTEEE1E,
R
& HTTP_PROXY/HTTPS_PROXY £ s EARES A

- FREEFERA App Mesh HWERARERRSS , BIEZE App Mesh R an & =B FERE4 Envoy
MEEERBHTTP 5008532 EIFE,

- B App Mesh BV EZF B Envoy 25, KB Envoy MBI FERAET2EIB HTTPHTTPS K&
ARES , BRESEBHELEE,

Resolution
HRERAREXSES

App Mesh HEE B EEKFHHRERER Envoy K2, HTTP_PROXY/HTTPS_PROXY fHREEBRER
BREUBBTENNBRERBEELTA. Envoy NERERE , EFXEFRAASBRERERK
IEI«%*%U":%O

MRIEGEEREFFEIEMETRE , 3548 NO_PROXY REALTEMIEH CIDR/SEBZM. localhost F1&
AERWIRE |, T HIEHIFTR,

NO_PROXY=localhost,127.0.0.1,169.254.169.254,169.254.170.2,10.0.0.0/16

#H Envoy BE% :
Envoy A X E—MRRE, BATERRTELEH,

ERBEMHMERTE HTTP_PROXY/HTTPS_PROXY B35 8 8 4 3% tn A HAE 1k, 242


https://github.com/aws/aws-app-mesh-roadmap/issues/166
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS FEFR B EAEEE
MREHBENARBER , FEERR GitHub BRESER#E AWS Support.

BIEERERBNRIE 2R , LR RIEERE,
Bk

LEEE IR

- B%E , BEMARE EFFRBREFIRR,
- ERSHRHEREX. REVNRANERRE , BENARE EFFRREFIER,

Resolution
EEZFHB 15 VNSEERE RN , FEEERANERSHZEEEXBRIEERK,

MREEENRAREARARN 158, FREHLEAFMASEERHHNEREAEERK. T
B, MREHRERDIBERERENE , BN REENERDIVRE, NFEREERDINIEZH
EHEENFRES  F2RERSHMEHE,

MREEETERIR  SABRKRBEENFERERER ANIEFREADARKRAGCEEFABRF
EENEARB LR, EVREHNMAERBRRITR. WHFEFMER , FSHEH,

MRENBEMARER , FFE BB GitHub B =S E#& AWS Support,

Envoy EIf& HTTP $853555K,
eI G

Envoy &¥§i%iB Network Load Balancer (NLB) AT AR EIFE HTTP 400 $5585 K. BRE
Envoy A& , RMIEER

- BHIEH

dispatch error: http/l1.1 protocol error: HPE_INVALID_METHOD

- EHAE:

W, o HTTP/l_l" 400 DPE @ 11 @ - =" m_mw w_m w_w n_u

Resolution

BIfEAERER BRI 2® , LFFEROERE, 243


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/routes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/routes.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS FEFR B EAEEE
fRRTTERER NLB B EEEE T EMAEBABES 2 iR (PPv2).

Bal, £/ App Mesh %I SEHE/TH EEFE N ERRE 2 Envoy T PPv2, MNREHE
Kubernetes £ AWS B8 F# 3512135202 NLB , iS5 T IIEBMHREA RKEH PPv2false :

service.beta.kubernetes.io/aws-load-balancer-target-group-attributes:
proxy_protocol_v2.enabled

WNFE NLB BRBHMNFMEES , FSEAWS Load BalanceriZ fl 255 E,

RSB ARRR | BB GitHub FIFE 5B AWS Support,
R ERERERE
UK

BEEEROHEREX LRERKY  UREBEERSMRIFNRA LRERK 2R
£ 15 B,

oy
=
3
%
&
%

Resolution
EEERImFECS ERNERRKRK,
MRSV EENAER , FE BB GitHub B ERE#4& AWS Support,

App Mesh &R 5 2 HE i

/A Important
SEMKIEEA ;2026 £9 A 30 B, AWS =X AWS App Mesh, 2026 £ 9 A 30 H
2%, BB ELBEEFEE AWS App Mesh £ AT AWS App Mesh BiR. MEFMENR , F2
B L ERE AR X E R BE AWS App Mesh & Amazon ECS Service Connecto

A EREFMRALTE App Mesh IR AT sEIBRIAVE RERE.

EREH/ERRERRER 50 HELE | ERXBARREFERERERX
5

Bk

L F R E R 244

i


https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-target-groups.html#target-group-attributes
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.4/guide/service/annotations/#resource-attributestrue
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

ESAEREE/ERRBEREE Amazon ECS 15, Kubernetes Pod 5 Amazon EC2 #{TEEEE A
BEHIB 50 B , Envoy AREERERESRBAY. BEXREZTERDY/ EEREN TRERRER
SHHBRER HTTP ARREHE HEERKHK503,

Resolution

App Mesh EEE & /R RERN Envoy HEWTEREIEA 50, EHITHE Envoys HERBiBLL
FELZERS | FTHVAI B 51 EFEBATH Envoys EELL gRPC AREERS 8() AR E App Mesh B9 Envoy B2 AR
FRESOURCE_EXHAUSTED, &R ARS LB E. WFEFMER , F2BApp Mesh FRIFELEE,

MREHWEBNARER , BEERR GitHub BB AWS Support,
EERRERIKKFEQNERICOAERSOZE , FREALMN
EG

ERBERBHEKFO/IMEBRREOABERE , RETHERARANBERGAY , LERHTTP 503RE
o

Resolution

App Mesh BEHES ZREMBHUERS , AR K EEREAREN. MENMPHILELXBWEFFHEE
# , 520 App Mesh HRIEET,

ImBER BB DRRR | FE BB GitHub IS AWS Support,
EEHEMNBERT , Envoy RRRREHHREN E#
AR

EEREAHET , Envoy REER A DRI (Linux FRIE ) ME#139, Envoy BFAZFEEUT
FTREIBRIR R

Caught Segmentation fault, suspect faulting address 0x0"

Resolution

Envoy R AE I R fEE RV FEER nofile ulimit , EIEEF — X T UBBNERBER |, 1thiE
FEARREERESER , EHAENNEERRERA R, EERRIEE , FEMERE
EXR LM ulimit nofile B, MREFEMHZ Amazon ECS , AIAEBEBERNERRFIFRE L
B9 Ulimit BREREE LR FI, https://docs.aws.amazon.com/AmazonECS/latest/developerguide/
task_definition_parameters.html#container_definition_limits

EERREARKFEONMNERREOAERS03E , FRELXHK 245


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_Ulimit.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_Ulimit.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definition_parameters.html#container_definition_limits
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definition_parameters.html#container_definition_limits

AWS FEFR B EAEEE
MREHBENARBER , FEERR GitHub BRESER#E AWS Support.

FERE RV NTE R RERBRE S
UK

#@h0 App Mesh BRI TERRHI% | BEEEBERBRIIEG , TERMHE,
Resolution

HRBRRBERHAORE  BEFMATUMITELRE,
MREHEBMAREER |, FERBBR GitHub fEE##E AWS Support,

FEREXRARENEFREREFUMER,
Bk

RAERSHNERATEFERERER  EFREREFUNHESHEN. EAEXARYEAENE
THNEEREREF IE XIREE M ER,

Resolution

RRAERTEERERER , TF (AFK ) WEE Envoy InMEEERREFREEE LSS
(AMRSR ) AEERE , SUIHERERK, Eit , EFEREREFRNVBEEHS number of client

Envoys * number of server Envoys *active health check frequency.

BEFRRLEE , FEREERERERENER K EREEFRERERENBE. RT THEE
REERE 2N , App Mesh AFFRBIREEREASNBEFEREREN S X, ERARKESRRRE
AR R IFEES xx B R BRI E

MREHEENRER | 52 BB GitHub BE S Bi4& AWS Support,

App Mesh 7] &8I 14 % 2 HE A7

/A Important

SEMKIEEA ;2026 £9 A 30 B, AWS =X AWS App Mesh, 2026 £ 9 A 30 H
2%, BB ELBEEFEE AWS App Mesh £ AT AWS App Mesh BiR. MEFMENR , F2
R L ERE AR X E 1 BE AWS App Mesh & Amazon ECS Service Connecto

FERRE R INT & R RE RIS R &I 246


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_OutlierDetection.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FEFR B EAEEE
REBFFMFRALZE App Mesh AIBRIME S E AJREIBEIN E R BE.

ENFENERAERXR AWS X-Ray & #t
IR

App Mesh FERAEXNTEE X-Ray A APIs F R X-Ray BHEA.

Resolution

EE App Mesh R £ X-Ray , BXREREELY , UBIAEARZER., MEAEM X-Ray Rz
BHEH. BRET L ERRHESE X-Ray 2 EFEERTE :

« #E App Mesh Virtual Node #ZREXBARERFZES TCP,

- FRCHERARER —EIBN X-Ray BE5F UDP HIZE20001 L FEFHE 50171337, MNE
FHMER , 552 M GitHub £/ Amazon ECS X-Ray i,

- FEE Envoy BeRCRUAER. MREEAHZE App Mesh Envoy BRE , BT
ASENABLE_ENVOY_XRAY_TRACINGIREEEEREA WEL , WAEXRAY_DAEMON_PORTIRIE £ &5
EA , LAEA X-Ray2000,

- MREEFEAHP—EEZSIHEN SDKs EEARKXEBBTPHR X-Ray , BIFFKRBRESWIERR
R E ER,

- MRERFAEEBMRELRE , FRE X-Ray AFAFEREEHE , WEF/HEZE AWS X-RayH
i85, FE App Mesh A X-Ray BE W EFFMERA , 528§ X-Ray B App Mesh E&,

MRENEBMARAR , FFE BB GitHub FEEESE & AWS Support.

&£ Amazon CloudWatch EBEHREEFEREAEXH Envoy EE
ZE G

App Mesh FHEARX TG4 Envoy REELRIEZRZHZE CloudWatch 5%,

Resolution

E&87E App Mesh H A CloudWatch 15128 , HBIEMRRESETH , LIBA Envoy RERE
3. CloudWatch RIEZXHEF CloudWatch IEERE 2 BRIER. #1T T 5IZBRUFERR Envoy
A CloudWatch 152 B IEFERRE :

- FERELMER App Mesh B CloudWatch REEFZXR&. WEFHMEF , F2SB GitHub £# App
Mesh CloudWatch KEEX,

ETERMEARENHN AWS X-Ray B 247


https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/howto-ecs-basics/deploy/2-meshify.yaml#L374-L386
https://docs.aws.amazon.com/xray/index.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-troubleshooting.html
https://aws.amazon.com/blogs/compute/integrating-aws-x-ray-with-aws-app-mesh/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws-samples/aws-app-mesh-cloudwatch-agent
https://github.com/aws-samples/aws-app-mesh-cloudwatch-agent

AWS FERENMA% EREEmR
- ERELCE/RYARBENFEARE , BEHEE App Mesh B CloudWatch RKIEFER ., MFEFFHH
B , 5528 GitHub £# App Mesh CloudWatch XEFER

- MREFABEEBHRELER , FBE CloudWatch RERXARAFREFHR , WER
CloudWatch fCIEF2 30 52 2 HE AR R RV HE Bl

IMBEH BB RRR | FE BB GitHub PIESBI#E AWS Support,
HOERRE AWS X-Ray JE#EHY B FTEUAR A

BUR

e EARNEEMEA X-Ray B, BEEAREBHROTERA

Resolution

A App Mesh Envoy B BT~ EE)AE X-Ray HURAHRE | FILIR M T O RS %,

MREE Envoy lRAR 1.19. 1REFHRAE , BETHEIE,

- BERBRERERE , M Envoy B85 LH XRAY_SAMPLING_RATERIZE28, EEEEANR

0 1.00(100%) 2 MM/ . WEFMET , FSEAWS X-Ray B,

« BERTE X-Ray EMBNEMERICEFTEERBRAl , 556 H XRAY_SAMPLING_RULE_MANIFESTIR
BEEE Envoy REERZKTEERRRE, NEHMAEN , 520 ( AWS X-Ray BRAER
) FREUEE A,

MREE Envoy lRAER 1.19.1 , BET T YEME,

« fEF ENVOY_TRACING_CFG_FILERZEHREELNEELR, WHFFMENR , FSHBEnvoy HAE
By, EEBTERERY ERAMERRR., MEFMENR , 520 Envoy X-Ray &,

« ENVOY_TRACING_CFG_FILE IRESHEHFHIN HTEMERE -

tracing:
http:
name: envoy.tracers.xray
typedConfig:
"@type": type.googleapis.com/envoy.config.trace.v3.XRayConfig
segmentName: foo/bar
segmentFields:
origin: AWS: :AppMesh::Proxy
aws:

SRR TE AWS X-Ray JBMERY B FTEUE Bl 248


https://github.com/aws-samples/aws-app-mesh-cloudwatch-agent#usage
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/troubleshooting-CloudWatch-Agent.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-go-configuration.html#xray-sdk-go-configuration-sampling
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/xray.proto.html#config-trace-v3-xrayconfig

AWS FERREXB% ERAEER

app_mesh:

mesh_name: foo

virtual_node_name: bar
daemonEndpoint:

protocol: UDP

address: 127.0.0.1

portValue: 2000
samplingRuleManifest:

filename: /tmp/sampling-rules.json

« 1% samplingRuleManifest B EURE AL RNFMER , 5
#) X-Ray BB EH,

E
$
i
i
fil
i
3
%
@
(@)

MRSV EENARER , FE R GitHub B ERE##& AWS Support.,

App Mesh %&£t 5% S HE##

/A Important

THEKIEBA - 2026 F£9 A 30 H, AWS #1512 AWS App Mesh, 2026 £ 9 A 30 H
2%, I8 EEBIZE AWS App Mesh £ A5 AWS App Mesh iR, MEFEMENR , FS
BRI ERE AR X E R BR AWS App Mesh & Amazon ECS Service Connecto

REBHMRT LA App Mesh R BT ABEIH % RREE,
AR TLS A Fin BURIER E & i & 5 IR 55
R

B TLS AFRBERFTEETEEHEINERRERIRE K ERRIRNEFESLH, EXSREEEE
BinREER | BERERE , WHE/RHTTP S503EERBMEERFAL : upstream connect error or
disconnect/reset before headers. reset reason: connection failure,

Resolution

ATHEBENRARRE , BAEBEER Envoy RKERF BARIGHELERIE, MFFMAESR
A2RELEENRETRBA Envoy BiFic#E. ERATIFERMENERRBNERER

- BIBHERR PRIIMVER  MRBRERKDELEREER BB R,

=zE 249


https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-go-configuration.html#xray-sdk-go-configuration-sampling
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-go-configuration.html#xray-sdk-go-configuration-sampling
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FEFR B EAEEE
* HEnvoy BF HFEH , SR THHER (EREBRTCEK) .

TLS error: 268435581:SSL routines:OPENSSL_internal:CERTIFICATE_VERIFY_FAILED

LR R AT —RZERREFTEK :

- BEXKRAHTLS AFRBREIEATERNEF —ERBREENESE,

- BETBEAN (BiBH ).,

- ERHIA (SAN) TREFFRA DNS THEHE,

- EREARBRERHENEIFEN , XH TLS AFRBEREAE4THNEF AR REENR
E  BHFE PEZMEM Transport Layer Security (TLS)

- MBEHRKFINE[RWOT |, AIRTEREEEB Envoy REXYEEFEEAER. EERKE
BF , Envoy EHREFTERTEEE , KT Envoy TERBRENB R L, EEEEGHNRIBHARE
i, FBHEE AppPortsBE AR EEEENERE,

upstream connect error or disconnect/reset before headers. reset reason:
connection failure, transport failure reason: TLS error: 268435703:SSL
routines:0PENSSL_internal :WRONG_VERSION_NUMBER

MREHEENMARER |, BEZ BB GitHub BESBi4& AWS Support, MIRERAEHRIZE RPN
¥ App Mesh NZ &M EEMERE |, B2BAWS REHEER,
EERAEAEL TS B , ELEFRERIGERRK

IR

REREXMIE Envoy REBEL TLS TERERE , HRIRERRBHERS KM,
Resolution

ERCHMBEE, NEHMEN , F2EEEER . THFEAREREFHAE GitHub FREZ B/ TLS
R%. GitHub £ App Mesh /1 , BRI XIEHRE Envoy REH TLS £ , EXRXEREERAER, &
E7E Envoy £ TLS B E K FEEAEXFEH TLS 18, E T Envoy BEUEHFEREZHE
WiEIB TLS THERBRASFERELZTEEN BN, MEFMENR , 528 Transport Layer Security

(TLS),

MREHEENMARER |, B5EZ BB GitHub BESBi4& AWS Support, MIRERAEHRIZE RPN
¥ App Mesh NZ M EEMER , HSBEAWS REHE %L,

ERAEAEL TLS K , BAERERIRERRY 250


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue-bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/security/vulnerability-reporting/
https://github.com/aws/aws-app-mesh-roadmap/issues/162
https://github.com/aws/aws-app-mesh-roadmap/issues/162
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/security/vulnerability-reporting/

AWS FERREXB% ERAEER

LB S Envoy REZERERIEEFER TLS

Bk

EHEARACEERGNUERBERREREN LA TLS K1k, ERK TLS AFmBR LA
TLS #£4f , BEEEES Envoy RECEHNERRER TLS ¥ TEREREE,

Resolution

WETEDPERNTBESMER Envoy EEBREAH Envoy IRETER, MERTELEENGRSE 6 FS Eﬁ
B Envoy RIBEEREM BEEZHEMA Envoy DogStatsD &, TR EREFIFER B8
HE AR,

o ¥M#IT TLS ¥ LERY Envoy X2 :
- ERECHEATHGSE Envoy HREHS|E TLS BF.

curl http://my-app.default.svc.cluster.local:9901/certs

EEOMNEES  FEZXEED PEL—ERAM certificates[].cert_chain TLS & LE2 B
FHIEE,

- FREEEAEEREEANKNNEANERBBE SSL XEHE M LEEERAR SSL TERRBE T
£AE , T FIE 6| a5 M b AR,

curl -s http://my-app.default.svc.cluster.local:9901/stats | gxep
"listener.0.0.0.0_15000" | grep downstream_cx_total

listener.0.0.0.0_15000.downstream_cx_total: 11

cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep
"listener.0.0.0.0_15000" | grep ssl.connection_error

listener.0.0.0.0_15000.ssl.connection_error: 1

curl -s http://my-app.default.svc.cluster.local:9901/stats | gxep
"listener.0.0.0.0_15000" | grep ssl.handshake

listener.0.0.0.0_15000.ssl.handshake: 9

cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep
"listener.0.0.0.0_15000" | grep ssl.session_reused

listener.0.0.0.0_15000.ssl.session_reused: 1

# Total CX (11) - SSL Connection Errors (1) == SSL Handshakes (9) + SSL Sessions
Re-used (1)

o HAEIT TLS IR Envoy IR .
- FRALTGS , BECHK Envoy AR 5|E TLS EEEHRE.

#EE S Envoy REZBREREE-A TLS 251



AWS FERREXBE ERAEER

curl http://my-app.default.svc.cluster.local:9901/certs

¥ certificates[].ca_certsfE TLS B HIEARBRER R SENEE K LEXSEHE
AEL—{EER,

- FRERKRBENRIEHERHEHE SSL XREBE M ELERERR SSL THERBETEME
B , a0 B gE 5 an T M H AT R

curl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-
name" | grep upstream_cx_total
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.upstream_cx_total: 11
cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-

name" | grep ssl.connection_error
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.connection_error:
1

cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-

name" | grep ssl.handshake

cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.handshake: 9

curl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-

name" | grep ssl.session_reused
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.session_reused: 1

# Total CX (11) - SSL Connection Errors (1) == SSL Handshakes (9) + SSL Sessions
Re-used (1)

MRENBEEMARBER , FE BB GitHub FRESE##& AWS Support, MREFHEKIRERER
¥ App Mesh BV Z £ RIEMEERE , FSRAWS KRS ER,

{# F Elastic Load Balancing ¥f TLS ¥ 1T EZ K
E G

B ERE Application Load Balancer 5 Network Load Balancer RiNZ EBREH BN RER  EENE
HIEGREERERETRES AN,

Resolution
ATHEEENRARRE 6 SLEFERETHEE

« BT TLS KR LERY Envoy RIE , BREHREMREER. FERE F LRARENSRELER
TLS AFmBRERE RinERRRE

f§ A Elastic Load Balancing ¥ TLS #{T#FER 252


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/security/vulnerability-reporting/

AWS FE T2 81 R EEE
- BHREBTER K CFEEE WHERE TargetGroup:
- EHEETargetGroupEEEFEERTHERNEERXERE,

- HWHNMEIR HTTP BEEH BRI EAE TLS =AM Application Load Balancer , 55H&
ETargetGroupBAIBERES HTTPS, MR EEFEEFERERE , FRE
HealthCheckProtocol XEA HTTPS,

A TLS, MREEMFREEMRERE | 558 E HealthCheckProtocol REA TCP,

® Note
EETargetGroupEETargetGroupBZ BHEMEH,

EHERE®R , ENERTEREERRMRE Envoy RENBR , RHZENRBER.

MRENBEBEMARBER , FEEBR GitHub FESE#& AWS Support, MREFEHEKIRERER
¥ App Mesh Y Z M RIEMEERE , FSRAWS KR EER,

App Mesh Kubernetes %t & HEf#

/A Important
TERKIEEA - 2026 £ 9 A 30 H, AWS #=1EXE AWS App Mesh, 2026 £ 9 A 30 B
2%, BB EEEFE AWS App Mesh £ A AWS App Mesh EiR, MEFMENR , FS
B ERE L E R B AWS App Mesh £ Amazon ECS Service Connect,

AREFEFMERPE SR B Kubernetes £ App Mesh BAgE BRI E RREIE,
£ Kubernetes RE I App Mesh EIRE L7 App Mesh F K Z|
=ik

£ 2 A Kubernetes BFTEIRER (CRD) 23 App Mesh EiR , BEEMER AWS EEEXEA =
APIs B |, VW ERT SR TRE App Mesh #,

Resolution

Kubernetes 253


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/security/vulnerability-reporting/
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS FERREXB% ERAEER

AIRERY R = App Mesh B Kubernetes 2 HlI2R 84 #1558, MBFEFAMENA , F2E GitHub LWEER
., RERFIZERFREEEMNERIES  BEHEFRBEEYETER.

kubectl logs -n appmesh-system -f \
$(kubectl get pods -n appmesh-system -o name | grep controller)

MREEBARBER , FBFE BB GitHub B R Bi#& AWS Support.

JEA Envoy MIBZEE® , Pod WEEMNEEMREBRELK

Uik

EEARIK Pod ZBIERZH#IAT , {B7E Envoy B A Pod 2% , BN LBRRESHEB XK.

Resolution

HEEA Pod B Envoy B85 App Mesh B Envoy BIERE 518, Eal8E hmiERABR
B B EA$E58Envoy B ETEE App Mesh Envoy BEIR RISHERR | B RISENF, BAUEATS
R EMEI Pod MY Envoy Hib.

kubectl logs -n appmesh-system -f \
$(kubectl get pods -n appmesh-system -o name | grep controller) \
| grep "gRPC config stream closed"

MEEABEBMAKRBR , FE B GitHub = E##& AWS Support,
Pod AR EMEEUEEEM A AWS Cloud Map 17 {E &
#Buik

& Kubernetes Pod ZEH AWS Cloud Map £ ariBE It k£ PEEMBUEEEM. Pod ATEEE K Ih
BB , YERTFARERERE , EFSBREMARE, & Pod KILE , AFRMATLMREH IP it
i, WERBERERT , BEAK.

Resolution

ECHEE, MEFMHENA , F2E Pod TEEEE GitHub BRER Kubernetes # B BaE/BUERE
it AWS Cloud Map, GitHub EH/A Pod, App Mesh E# &2 &R 2 B EE AWS Cloud Map
EAR Kubernetes ) App Mesh #ZHIZE AIREEBUERILS LB A EIR., Hla0 , MREA LHEHEBHH Pod
Z B¢ Kubernetes MIBRERETEER , B A REEEE R

HBEEBILEE

A Envoy B E#% , Pod WEBRIEFEMRERE XK 254


https://github.com/aws/aws-app-mesh-controller-for-k8s/blob/master/docs/guide/troubleshooting.md
https://github.com/aws/aws-app-mesh-controller-for-k8s/blob/master/docs/guide/troubleshooting.md
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-controller-for-k8s/issues/159
https://github.com/aws/aws-app-mesh-controller-for-k8s/issues/159
https://github.com/aws/aws-app-mesh-controller-for-k8s

AWS FERREXB% ERAEER

- FRELEEHNTERAR Kubernetes B9 App Mesh 13 488 B 3T hR A8
- FREERSIEERDH AWS Cloud Map namespaceName#l serviceName [EFESEER,

- MBRERGHERZH , BIELEMBREMBEIBA Pod, WNRETEEHBIFEEIWL Pod BEEEEE
ShAEEE | S IR App Mesh EIREY Pod IEFEHITHE,

- MREHEBENARELE , BHT TG ORBREZFFZAFELEEE  EEE
HEEE,

AR BE BB ETRE

kubectl logs -n appmesh-system \
$(kubectl get pods -n appmesh-system -o name | grep appmesh-controller)

- FEREATI S TREMBEBZEFIZR Pod, EFREEEERLSHEE,

kubectl delete -n appmesh-system \
$(kubectl get pods -n appmesh-system -o name | grep appmesh-controller)

MRSV EENARER , FE R GitHub B ERE##& AWS Support.,
LY ER App Mesh B Pod EEFHITHNE

Uik

EI871E Kubernetes & F#11T App Mesh B |, EE FEEHIE THEEHBN Pod BIEEM App Mesh
ERHITHME,

Resolution
Kubernetes Pod ER 2 AREARBMNBENERDEETHRE. EUUFERATIGS , ERAE

EERDHHEBHITH Pod.

kubectl get pods --all-namespaces -o json | \
jq '.items[] | { metadata } | select(.metadata.annotations."appmesh.k8s.aws/
virtualNode" == "virtual-node-name")'

MRSV EENAER , FE BB GitHub B ERE#4& AWS Support.,
LY ER Pod #1THY App Mesh &R

Uik

#SEYIE App Mesh BIREY Pod IEFEFAITHIMLE 255


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS FERREXB% ERAEER

£ Kubernetes &5 F#11T App Mesh B , BEE FEEHIETIEE Pod #11TH App Mesh &R,

Resolution

Kubernetes Pod EiREEAREAMABBNBENERBRHETEE, EUUEATIRTERESR
Pod , LAl Hi8H& MEE SRR R & 78

kubectl get pod pod-name -n namespace -o json | \
jq '{ "mesh": .metadata.annotations."appmesh.k8s.aws/mesh",
"virtualNode": .metadata.annotations."appmesh.k8s.aws/virtualNode" }'

MRSV EENARER , FE R GitHub B ERE##& AWS Support.,

Client Envoys £ & IMDSv1 K& T B2 App Mesh Envoy
Management Service JE&A
eI G

& IMDSv1 Al , A F % Envoys #%E App Mesh 24| & (Envoy Management Service) &
£ 2 H1H App Mesh Envoy iRZA EIMDSv2A & #8 v1.24.0.0-prodo

Resolution
EERRLEE , BT E=HEZ—,

o FHRZEIMDSV2Z#E v1.24.0.0-prodHy App Mesh Envoy AR S EHARA,

- E#1T Envoy W#{TERIMDSVI EEHFRA . WFER WWIERIMDSVL , F2EEREHTERS
BERLEE,

- WREMIRIETE Amazon EKS E#1T , R HIREIRS (IRSA) £/ IAM A REEURRE. W%
A IRSAWET , FSRREIIRFH IAM A€,

MRENEBEARBR , FFE R GitHub [ E S Bif% AWS Support,
B App Mesh 5 A Envoy B | IRSA EEEEAREARS LEE

Bk

£ Amazon EKS #% F (A App Mesh B , £ Amazon EKS #9 App Mesh 2 #I85891#%BI T~ , Envoy
Mproxyinit A EAEARER Pod, EABERNELEE IRSA , MEEE node role., EEM

Client Envoys X 1E= A IMDSv1 #9155 T B App Mesh Envoy Management Service & 256


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-options.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-options.html
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS FERREXB% ERAEER

iR Pod SFAEFEE , RMEE S AWS_WEB_IDENTITY_TOKEN_ FILEZK AWS_ROLE_ARNIRIZE®
TR EEERARKBESET,

Resolution

WREFH T AWS_WEB_IDENTITY_TOKEN_FILESK AWS_ROLE_ARNIRIZEE , Bl Webhook &8
Pod, SBERMHE S —{EEE , Webhook AT AN ELESH,

reservedKeys := map[string]string{
"AWS_ROLE_ARN": e
"AWS_WEB_IDENTITY_TOKEN_FILE": ""

’

4

}

for _, env := range container.Env {
if _, ok := reservedKeys[env.Name]; ok {
reservedKeysDefined = true

}

MRENEBEDARAER , FE BB GitHub FEESE#& AWS Support.

B App Mesh 3t5E A Envoy B | IRSA 2= EAREN A8 LEE 257


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS fe 2B

ERAEER

App Mesh Br&BL 8

/A Important

SEMRIEE : 2026 £9 A 30 B , AWS =1 # AWS App Mesh, 2026 £ 9 A 30 H
2%, S EEBEEE AWS App Mesh £ A= AWS App Mesh iR, MEFMENA , F2

B EPER L ER B AWS App Mesh & Amazon ECS Service Connect,

AWS App Mesh E 82 Service Quotas & , LR AWS AIBAEPRUERENEERE, REE
BOBARS, MEHMEN , 52 BService Quotas EFAE R EER Service Quotas ? .

Service Quotas T EREFEREHFTHE App Mesh FRIEE FEHIE,
S B8 App Mesh IRIEECEE AWS EEBEE A

1. BARX Service Quotas A , Mt A https://console.aws.amazon.com/servicequotas/o
2. HEEEBE®KP , BIE AWS services (AWS IRFE).
3. % AWS services (AWS fR¥%) FEH , = IEEL AWS App Mesh,

ERBEFEEES SR IRBEELE,. EFE (NREME ). AWS AREHE ,

BLERER D AR,
4. BFERGRBEBNHGER (PINRA) , FEFHREEHE.

BEFREAEHE , F2E (Service Quotas EFHEIERE) HHFERREAEHE,

£/ 4% App Mesh BRISELZE AWS CLI
HITTHas,

aws service-quotas list-aws-default-service-quotas \
--query 'Quotas[*].
{Adjustable:Adjustable,Name:QuotaName,Value:Value,Code:QuotaCode}' \
--service-code appmesh \
--output table

EEGH FRHEZREE R AWS CLI , 52/ Service Quotas AWS CLI in 5 2%&,

B

258


https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://console.aws.amazon.com/servicequotas/
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-increase.html
https://docs.aws.amazon.com/cli/latest/reference/service-quotas/index.html#cli-aws-service-quotas

AWS fe A2

ERAEER

App Mesh B 34+ & 52 8%

/A Important

SEKRIEEA ;£ 2026 F£9 A 30 B , AWS #=1E¥ B9 AWS App Mesh, 2026 £ 9
B 30 B2# , B8 EEBEE AWS App Mesh £ A5 AWS App Mesh &R, HIEFMAE
A, FLRAMIBERER B AWS App Mesh £ Amazon ECS Service Connect.

TRHHA AWS App Mesh EAEEENEEETH M, RACSEEERNY  UEBEEIAR

EMNEREE,

E#HH AWSAppMes
hFullAccess B3R

CloudTrail EEXHEEH

SEE T

App Mesh B VPC s BHBUR 2

B
App Mesh B ZEZERER

B R App Mesh B IPv6

DU

EHAWSAppMeshFullAcce
ss LAjtFFfFEL TagResour
ce M UntagReso

urce APIs,

EE#H R App Mesh £
CloudTrail & LAGCE& API JE
A X,

EEH AWSServic
eRoleForAppMesh #l
AWSAppMeshServiceR
olePolicy MAFKFFEE
AWS Cloud Map Discoverl
nstancesRevision APl

App Mesh BEX & VPC inH
BUR.

App Mesh BE X EZEZE
5 W

App Mesh REXZE IPv6,

B #

2024 54 A 24 8

2024 3 A 28 H

202310 A 12 H

20235 A 11 H

2022 £ 8 A 18 H

2022 £ 5 A 18 H
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/app-mesh/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/app-mesh/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/app-mesh/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html

AWS fe A2

ERAEER

App Mesh Envoy Management
Service B9 CloudTrail 52 8% &

BA R Envoy B9 App Mesh 1%
B

App Mesh ) % {E1ZHEFE

App Mesh #J ARM64 X &

App Mesh K35 =ZZEf5

)

FEBARERRIEE

EEXE TLS B9 EH

af-south-1 Y [E I ER B

EEXE TLS B9 EH

BEFERFEEREANER

K&

BEFERSMEREANER
£5 [ A M b (B 15 R

£ eu-south-1 FREN @15

App Mesh IR X & App Mesh
Envoy Management Service
#9 CloudTrail ie8&Ihag.

App Mesh IR X #& Agent for
Envoy,.

( PR App Mesh FEESEIE) &
A LA A App Mesh BEZ (@2
EE,

App Mesh IR X & ARM64,

B LAE E App Mesh HVIEEE
HEfR,

BRI BEEIREBNERLL
¥, WERFHBABMEE,

BRI EERE TLS 598
Fo

App Mesh IR A 7£ af-south-1
EigPER,

(ERERAEAPIKEERE)
WA LLBERE TLS B9
&

U NLEFERRERREERX
HERER,

U EFERARERES
HYE AR 5 (B A iR w1

App Mesh IR AJ % eu-south-
1 B EA

20223 A 18 H

2022 2 H25H

2021 11 A 23 H

2021 £ 11 A 19 H

2021 £10 A 29 H

20216 A14 H

20212 A4 H

20211 H22H

2020 £11 A 23 H

20205 11 A5 H

20205 11 A5 H

2020 10 A 21 H
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https://docs.aws.amazon.com/app-mesh/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/appmesh-agent.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/appmesh-agent.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/multiple-listeners.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/preview.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html#metrics-extension
https://aws.amazon.com/about-aws/whats-new/2021/06/aws-app-mesh-introduces-enhanced-ingress-traffic-management-capabilities/
https://aws.amazon.com/about-aws/whats-new/2021/02/aws-app-mesh-supports-mutual-tls-authentication/
https://aws.amazon.com/about-aws/whats-new/2021/01/aws-app-mesh-is-now-available-in-the-africa-cape-town-aws-region/
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/preview.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://aws.amazon.com/about-aws/whats-new/2020/10/aws-app-mesh-available-europe-milan-region/
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https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_gateways.html
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