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- EAENFIEISEXBEEID (NFFHEERILE) B,
- EAENFIEEEXEEIP (INFFHEEILES) P H M EEE HEEB.
- FRENFTRSHEXBEIRI (#S E1tEZB) A Amazon Q Developer 5% 15 fH B3 B

b5k, Amazon Q Developer FERXREAEREFNEMER , MERFEXERE (S ERILER). W
FTERRENFEES  F2HR BENE,

METRERAENFMAES , 586 8 IAM Identity Center BI#A A
Amazon Q Developer E¥ 5 RiTBFTE

BEFRNGTELSTSREELNEsRFEABARE (BBX ID) WKRAFERHZE , ER |IAM Identity
Center ETHHAENEBEMAMTE.,

BARE CBEXID) FHE

MRIEERBAKRE (BB D) FIREXELR , e ARKWEER, E&Z Builder ID AWS RS
B EESIRE.

EEIRMNE—EASREAINE. flm , WREE 4 A 15 BETER , AgmEREm—¥MNTRER, #
BREQERMEEER.

SR 26



Amazon Q Developer EREER

MREBUHFTR , MEEREBHEREFELFTE, MEFMER , FFSBEUEETE Amazon Q
Developer E¥ 5 X,

IAM Identity Center E TEA#&

MBELRLEES  WHBZE—# IAM Identity Center ETFRETHEE AR | AISREITHANESE
FHRESAQEKE, WEFMEER , 528 Amazon Q Developer EfE,

MRIEH S AWS Organizationsi&E , Amazon Q Developer Pro AEK B &K AWS B
T. EERFEWINRE, ZR—FAEER BB ZERSHETEE T Amazon Q Developer , 3
FTEEEFE,

MR ERZH AWS Organizations FRE , £AFETE AWS IkRF ) 2EUSIRE,

BRI AERENKABE T RATEELNIRE., Amazon Q EA%IE Q THKREKEZRSIER
. %% Billing and Cost Management & &MEFHHER , HZSBAWS Biling  fEAEIER) &
B ER AWS IREEBERAERE?,

O LAEIR AWS tIREEKAETIE  FAER ID ZASEFEHAEN Amazon Q FTRIER AR, ZEEERK
i FEREBENRAETEZTRATHNELERT K BYEEEREHRENR CUR EY | ZMEEE
RIDRIE, EBE—-STHE A F2H (AWS BERESL FREER) PHETERER,

MREKFERAERCETE , ISEIREEBEREELTE, NWEFHEHA , F2EEUEEIE Amazon
Q Developer B¥ 5 X,

Amazon Q Developer 5T B RE

AEREEFEREEN S D RERABARE (B8R ID) WREERE , ER |IAM Identity Center &
THEAENEEREMAMTE.

BAWKRE ZB=R D) £HE

MRERFERABARE (B8R ID) WEAE , B LUE Amazon Q Developer £ AMFIBEER L&
F &M Amazon Q Developer 7 R5TBIAREE,

Al R W REIRE 24

- Ef - BEMEH Amazon Q Developer THRERN AT, BEEXNITRENER,

- BEUH - BEEHREUHITBEEX A RREVHT B, &EEZBFE Amazon Q Developer ZhgEHBR &l
MEFHMET , FSEEUEETE Amazon Q Developer 2¥ 5%,
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IAM Identity Center E TR #&

MREEEEE , WHEK—# IAM Identity Center ETFEHEFTREE SR , BT LI Amazon Q
Developer X AWTHREH L EEMFEABNITREME,

RECRENERERIEMRREAERIBRNE , RESHE TR,

BHERSIER LHRESHE -
- B5TB - BF#A25TBI Amazon Q Developer B 5 R, B FEXNFHETERAPFEREITRANE
A,

- EEUE - EEECBUE (BUHETER) ##. FEPHFEAEEEZBERE Amazon Q Developer E¥ 75
RIfgE, MFEFHMEN , FSBEUEFTE Amazon Q Developer E¥ 5 =&,

£ &R ER LARESSE

« AP - EAEZECSHEA Amazon Q Developer THEER A HETR, BEEXTILITRMNER,
- BE-FHAECIHTH , EEABRAHEIN. SFEEXFHITRNER,

- BEUE - EBECEUE (BUHRTR) £FAEMNITE , BEAEEZEZBFE Amazon Q Developer I
B, WEFMERN , S BEUERT B Amazon Q Developer £ 5 =&,

(® Note

Amazon Q Developer AN FEAERS|IERITFERERHAEA—EIIRENFERE, BEE
BEELFEAE , FRIEE Amazon Q A (=2 Amazon Q Developer £ &) 1 ;TR E
H, ZHEEL K BHEATENFEAESERBLIEANRE, ZEEFTHERRE , BFRE
BPEECRE  YEEAEREBTSREMNRE,

SHEE URL LB Amazon Q Developer &

(® Note
REAEAREARE (B85 D),

MBELRLEEE  WHEAE—# IAM Identity Center ETFRETRNEE R , EEFERESETERF
FA4& IAM Identity Center YRR E) URL FE1F , FEEEH IDE RS HHEA Amazon Q, MREFE
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AEAERMEL URL , ATEA#E Amazon Q Developer T2 AR EEE P H Btk URL, BE URL =
BRZEAERE

HESHREE URL

1. BEAAWS EEFHEA,

2. #1#% Amazon Q Developer £ 5&,
EEZ# A Amazon Q Developer 12/ |, BXHER AFFEESF A Amazon Q Developer 12
B PEENFTA,

3. EERE.

BE URL 2R EHERRMHEANKE URL . BB URL EERERER.

&1 Amazon Q Developer F Y %2 5 3%

® Note
AHAERAREARSE EHEX D).

RIEFEER , Amazon Q Developer £ AWS SEERETNE, BN HELHEREEFEE
SWRMBER, NEXECAEFEESRETMENIIEEE  F2RERNE,

BEREARNMNENSR , BT TIER.

1. BAAWS EEFEA,

2. #1#% Amazon Q Developer £ 5&,

= Z A Amazon Q Developer £1# & , B4 HEEF AFEEEF A Amazon Q Developer £
B PESENFTA,

3. BIERTE.
4. £ Amazon Q Developer IR I EA MY |, iRIBRE,
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ERAEER

Setti n gS Info

Amazon Q Developer account details

Enabled features

Amazon Q in the IDE

Amazon Q Developer Agent for code transformation
IDE inline completion

IDE chat

Amazon Q Developer Agent for software development
Code security and code quality scans

Amazon Q in the AWS Console
Amazon Q assistant
Amazon Q troubleshooting

Amazon Q actions

Q ChatBots
AWS Console Mobile Application
AWS chatbot in Slack and Teams

Deployment settings

Delete profile

Amazon Q in the command line
Command line chat
Command line classic completions

Command line Al completions

Amazon CodeCatalyst

Amazon Q Developer Agent for software development
PR comment summary

Write PR description

Include suggestions with Encryption key Region ARN
code references Default AWS managed key us-east-1 5 EE NSE N NS WS
True
N E N EEE u
L
Start URL

Give this URL to your users. This is required for them to access Amazon Q Developer in their IDEs. Learn more E

Ol

II-‘I_ _

5, EmBFHMEAEEL, ERNBESHR - ZAER,
6. FECATFEESRETNE  FRENBTMBRE (EMR).
7. EETHNESIG  BESEEARNBENZRERE , R@WAEZR ARN,

WMREEARBUEE , FEEEY AWS KMS £if , AR RELL EENBLN SR,

8. PEFAXRFEETLHBEAMBEEERE AWS SESMLLETNDR | FEUHZEIE TR
( R ) 6

Xa
Fit
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&= Amazon Q Developer X EHE ?

(® Note
REFEAREARE (B D)o

Amazon Q Developer FRERE B BARERERE , ERHE— IAM Identity Center ETFAEBRE TR
ZTEAHEERH MY Amazon Q Developer FXEHE S . FERE L EE Amazon Q Developer 2 EEARERMH
B , XEAREX 24 IAM Identity Center PR E & 2 EZ EHE Amazon Q Developer FHYET
B

BE-RFTRFERER , RESRTEBINERERE., BUREESESEEEHEE Amazon Q
Developer T AMWAIZEE D | BT LIFEILERE Amazon Q Developer ¥ H RIEE, BHIBERE
WFTERT B (E¥ARET BB FHIEMEE) B2t 3 E S

Amazon Q Developer % EE K HM 45 21E

« REHEZE IAM Identity Center ETEAERBERANLEERE, SEEZERERERNERL T
HEIFERHE, CHAAELERFERETTEZE Amazon Q Developer Pro AWS Btk FFRE I,

- 5@ AWS tkRF AWS BEESEXENRERTEIL —R, WFE AWS [EF Amazon Q Developer &%
ERZEN FE |, 528 Q Developer £ & Q Developer R EE X BN EF,

# Y Amazon Q Developer (R E R

(® Note
REEAREARE (B2 D).

#3 Amazon Q Developer X ERE &8 Amazon Q Developer T AFTHRE , YHRFEHAETT
B Amazon Q Developer B 5 R SCRIGRH . MEREEWFMERNR , F2B 1 EE Amazon Q
Developer s &M ? o

& E#37 Amazon Q Developer R ERE

«  1RIR BEiB |IAM Identity Center FtAEMA PHERITREMAE. EFTRBRES , RNEEREEY
RER,
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=N, =

B Amazon Q Developer % E 1

(@ Note
REAEAREARE (B85 D),

BT E B EMIBR Amazon Q Developer B2 EMRE , MRIEBUHFTEEIE , Y # AWS IREFHBERFTE Q
Developer #8588, & &M Amazon Q Developer SR ERE , SR4ETHER

- EEREREMEEBNAEREAEELRACEVE , MAEAEZEKEELEBEE Amazon Q Developer I
i, RE—AXEBRAITHEASEHIREBFERE , SFEHEERAPITENMMEEREKRE., &4
FTEXNEBANER , HERATESRLAPE. FTEASEEE Amazon Q Developer £E & H
~, BEIAKAIL , LEFSEMIRPBERITE,

« Amazon Q Developer SRR UREEMER ATANFAERENEE , KFTBETIER. B
m , Q Developer BRBFTEHER , BEIBEREREAE , tBLERESIEEEAETHR
£

- TEEARERN (BA QDevProfile-region) #§#£E#RZE Amazon Q Developer B IAM Identity Center
#FITERTBER, (L IAM Identity Center #1T{ERE AT REERMIBRER ER AT EMIRFE AR |, RENTE
EEME, )

(® Note
MRIER I BRER EAE

- BUABHEIRER , AREHMTEEAE, B SAFREER Amazon Q
Developer AR EMNEMRE. &M IAM Identity Center HITEEERE K AEFEE
ENBRAFEAER D

- ENEVRERR , BHEEEE Amazon Q Developer BRIRFEERENER ; BREEE
MR ERE T B HRBRINER,

T 5 R EMBR Amazon Q Developer X EHE,
BR 2 8l
- BRETWRCELNEMELT , MERIIMRERERE.
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% EMIBR Amazon Q Developer & EE

1. BAAWS BEXEA,
2. t1#:%] Amazon Q Developer £#2 A&,

EZ# A Amazon Q Developer 1% |, B4 HEHF AFFEESFEA Amazon Q Developer 32
B PERNFTA,

. BERE
4. EEHERRKE , EEMRRERE.

#£ Amazon Q Developer PRI AR EREHL A

(® Note
REEAREARE (B2 D),

WMERERE AWS Organizations FIEEMABANEERFEEES |, Bu U AREREH FHIJJFJm RR A%
ERELAR  EEBIIRFHEIM Amazon Q Developer SR EEMGERERFEH, LAREEE—
BT : ©AEEEEIRS P ETE Amazon Q Developer Pro # IAM Identity Center AJJ BERERAE
EBAKERFRAWS EEXES |, £ AWS ERAEXARL EERAHE Amazon Q Developer Pro §]
B, FAREELAR K ELEEAEEZRAKEIIRER , MATLUE AWS EEFEA AWS EAER
MiBLE LA Amazon Q , B2 % B RRHIFTHEERIBRF,

BARERAATEXEEAEEESAFERE (IDE) RS H/HERA Amazon Q BB,

R T HE R REAREREH
SRR
R H , AR

2

- R AWS EERFNEES,

- BEEEEIIRF PERE IAM Identity Center #{TERIERE Amazon Q. BEEEEF , FEALN
EEWRFE , B17F Amazon Q Developer £ & , BIEFRE , WHEEME URL ERo

- BEEEERFHEMFEAEETR Amazon Q Developer B¥H X,

- BB 7FE Amazon Q Developer EIEEFIENRIKT T, WFFMER  F2EAHEEERXAH

Amazon Q Developer £ A&,

=R

Q Developer % E#E 33
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EERMARERRH

1. AWS BB A FHREHN AWS EEIRFEA
Y1#: 2] Amazon Q Developer £ A,

BIERE.

BEENERFRERR A ARBERE.

FXFA Q Developer 2 EEARERAMRERERE.
BERTF.

o g M w DN

EERNEEIRF FETE Amazon Q Developer Pro IEAERETEEAREIRS R AWS BB X

BE, £ M AWS ERAEZEX MBI E£EAE Amazon Q Developer Pro 8],

Amazon Q Developer B 7 R5TRWED K

WMRER Amazon Q Developer B L RFTHEEIREE , FRETYIEE , THRUOMUBRRAELREE,
E-]

- BAEFTRFERE

- ERERKIBAS FEBYE

o {FHEEEE AWS M85 EEHHETR

- ERAEMEL IDE P AT

- ETRRFTENEAE

BLFIRERE
BRE . BEEME A EETE Amazon Q Developer ¥ A5 R
FRIRF R

- MRGERITRERAEMENREST, MEFHMEER  FSRAFEESFEH Amazon Q
Developer &5, MEXEMNFAR , FEMIAZES EEHLAFE Amazon Q.

« HERRIE{ Amazon Q Developer £ A H (T2 Amazon Q £#A),

- BELERSNMMA AWS [EiF Amazon Q Developer XEH ., WMFHEFMEF , 52EIQ Developer
F#E A M Q Developer SFRERZENEE,

SIS PR R
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- BECBRESERFERENERI/ERE. NEFHES , F2EEBEAKRE (EEX D) H
WER, EBIAREPEMFHAESTR Amazon Q Developer B4 X, EEBIREPEMFEHEITRE
Amazon Q Developer EE L E = £ ERF PZEEHA EFT B Amazon Q Developer EEF X,

£ & R E A E 7 B4
BE : ERERKREBAETBH
BRRF R

- REEFEHHbu R EERE AWS IAM Identity Center,

 EEAEEEHURBUEERRFREREEEARBAEMN Amazon Q Developer EX AF RITHNE
FHE MY,

- HAETBARRERE 24 NMNFAEE,

- BRCHREKEAENIEE IAM Identity Center, INEFMER , 5F2E (AWS IAM Identity Center
FEHEERE) DG EREFTIBEEN IAM Identity Center B 8.

ERAEBEE AWS B EEAETE
P - (EAEERTE AWS #BYh L5 H AT RS

EREAWS EEXIEAM AWS EAREXMENE EEHA AmazonQ K, FRAESEZERHERTS
AR

Your account has not been configured to use an Amazon Q subscription.
You currently have access to the Free tier of Amazon Q. Contact your AWS
administrator to configure your subscription.

RRAR
- BRECHMASDEMETEE THERE (EEAR IAM Identity Center BB 1TEEE), 0T

BRAG EEETEA THERNARER  F2RBASDEEE TR A THEER,

- BREAEHEEAF Amazon Q Developer EX S5 REFTE. MEFMER , 2B Amazon Q
Developer $TBIARRE,

- FRFZEARMEA IAM Identity Center IR FHTEE. IREFHTERBTIXEZRESFN. UFEFHEE
# , 582E (AWS IAM Identity Center fFR &) PHIRFHTEEZEE1E,
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£ IAM Identity Center WIRF#TEB T HEF 2 NEAENAEEEEHRFER Amazon Q , BE
RARER X,

- MRFEAERIRE RBEHRRE Pro FR , FRMEE AWS EEEE S SEAM AWS B3, R
®BIXE A

- MREGERFETMERE  HITRSEREFE 24 MR ERA. £AENEERAEANKRE , BHEET
BREMERTHNER  WE B ARERLE.

- HEFREAEH Amazon Q Developer EX L RXERRAREANFEERWEE , AXEEAEXR
BIMER. MERE K FERZERAEANFIUE.

- MREAERIBFEATIIRE , TERICRAEENREEAERH , FMMARAEARELR.

5 & & 472 IDE PEAHEETHE

IR : 1AM Identity Center E TEAEEETE IDE PEAEBE S RFTE

FRRAR

- TERLERAEBBER S Amazon Q Developer BEXF FRiTH, WEFHMER , F2BAmazon Q

Developer $TBIARRE,

- MREAERERREA RN EFEAR , BIFEFEHAEE IDE F&EH Amazon Q , REBRE
Ao

- MREGCHEBREIMERSE  HITHSREE 24 MEFERA, FRAEMESHEMNGRE | BHET
FEEREATHERE , WEZETRESELEE,

- HFEAES Amazon Q Developer BE¥ A RFERABRINNFIRERERE K IAZEEARLK
EIXMER. WERE , FERSERARINFIVE,

- BEAEFEAEBRID BN, UEEEFTHENEFRARESR, MEFMEN , 52087 IDE
2% Amazon Q Developer ZE{#HE A ARTER .

%I

i

ETIFTEAMNERE
B : ST A EARHEE Amazon Q Developer £ A /.,

e —RZNUFERAETREXSE , (BEBEE Amazon Q Developer TR AWIIHEERE , EF
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- BEEZEEALERN AWS IRF 1 AWS [EiF,

- EFURE Amazon Q £ A, Amazon Q TR AREHERBEEEE—EITRNERE |, heEH
R AWS OrganizationsFr & B ZERF AT,

o MREEBEHEE Amazon Q £ E |, AMNETEFERE , BFHIT FHIRE
- BRELMVAERMVE AWS Bif. BFZVREE IAM Identity Center #1TERFTERI E1HF,
It [ 35 i) BEER S8 B9 Amazon Q Developer £ A MR EETE,
« MRIEFEAWR AWS Organizations , FFEABMAZFENEN , MEEEERNKERFHES]
B, MEFHMET , F2BHEE Amazon Q Developer TR EHEE,

¥24% Amazon Q Developer 5T B EEEE

® Note
AHTEAREARS EHB=K D).

mMREZ AWS Organizations FIEEABANEEIRFEES |, AIBRTURE Amazon Q , EEAE

EWRFHIERT , & Amazon Q £# A (T2 Amazon Q Developer £#4) WiTEEE L , UE—#
BN EFERGBDREREEMKEIRFM Amazon Q Developer ¥ 5 RETR, WEEHABAN T RS

BAZEEZAZERSE , BIANERETE,

(® Note

ECRAREMESN T RMER , M—HNFTRERA L EERTE Amazon Q Developer £ &AM &
RREE L,

MRERRERFEES , ARERACEENKERFANEIE. EREERFPREERARMEAS
MR, [FRER2 MLt

EEFREABEELE R Amazon Q Developer 5TE , Al X BEEEBHRAE Amazon Q WEERE
B, EEFER —I1E AWS Organizations ZI8E , AIZE&EA Amazon Q EER AT EHEBEEBNEE
R, ZEfEIULERIIEE , FEERE R BMAREE,

EBE—F 7THBEMTEREFE , 528 (AWS Organizations #H &) A AWS Account
Management A EEFEHE,
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EEHR-STHERAENEEIIRS , 5528 (AWS Organizations FH &) FH AWS Organizations
B 917 25 AL = LU SRR BA o

FRATIER , EENEZBAE Amazon Q BWEEFE
SoRIGE
ERBZE , BEER

2

- BE AWS EBIRFNEES,
- WEEEEIRFPERE IAM Identity Center BYFEA 1T {ERE , MEARZE Amazon Q Developer.

« 1AM Identity Center HAEBFITEIB DS K EMRF H 2578 Amazon Q Developer B 5 RH
&

- BB Amazon Q 5 Amazon Q Developer AR TEEFTENRIKT T (BRI ERAT—E
FEERMAGETR). NFFAENR K F2RAAGEEEMSEA Amazon Q A RAFEEEF
F Amazon Q Developer £#2 A&,

HEMAGEEFN (RREEBHTERTH)

1. AWS BEI#A FHEN AWS BEEIRE XA ,
2. BEBELEFANIEAME , BT TIEP—IERME

- YI#2E] Amazon Q £# A&,
-3 H
EEAESHNTERRRERERY , EEFRE,
iZE On (B,

- t0#2%E] Amazon Q Developer £ &,
BERE,
EFTEMARERRD , BIFHE,

R R SRR B
3. EERTE

¥ Amazon Q WEEFRECHA. ERUEERIRFEEES G2 EAR , KERFHEFTBNE
BAEMBAERESHBEE Amazon Q £ 4 (2 Amazon Q Developer £ A&) H,
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BUBERT B Amazon Q Developer 5 R

BUHRTRBEEAENFR , BURREN T 5 RERABEARE (B8R ID) WHREFERE  ER IAM
Identity Center ETFRENEREE,

HBUBRTBEARSE (EB=R ID)
MREBBHERE S REVHFTRBEARS (REBR D), B,

ERBUHETEEBR ID &, ZNTESERLRACDECE , mEZEELZBEEE Amazon Q Developer I
B, (TR, MRERBBRES RS , AIMANERARELR, ) RE—RSATEEASERFKR
ERMERFNE, ZHEFEXNBEANER ; LEATERLH2E.

/A Warning

MERZER ID AT SREEVHRIR. BEFLFE  SL4AERRHPINEREBSECH
HET B

AR TS E R —E T EBUEETE :

- IDE
- w5l

- AWS EEEF2E

IDE
¢ IDE B EUHET BB ERS ID

1. &K IDE R EAENEARE (B8R ID) E Amazon Q #1752 8BF. MEHMEA ,
Z2B37E IDE %% Amazon Q Developer ZEHEHEHIAHER .

2. % Amazon Q HEERY |, BEEE Q Developer XS5 RETRE.

BB RS A ERERI R .

3. WMRHBRETR, AWS EEFEE FHEAERFIEMBAKRFN (EESR ID) AWSIRF BA .
It AWS tRF RHEEKEBR ID ARZTEXRLRBEE, NFEFMER , F2EARE AR
F (B#®\=x D).

3

Amazon Q Developer X AFRMWFTREMMERHIR,
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4. HEEBRID £RERRT , BEBUETRE,

Command line
oSy RBEUERTBEENEER ID

1. EXREFARBSIIH Amazon Q WER £ | BRI,
2. EWTHEA q whoami , BELREEABEAIRE (BHEX ID) A,

BEZEES Logged in with Builder ID FAE.
3. ERIWMIBTRFEA q chat , IBEEIR THERE.

B 8= B K T VERS ER B BN B AR
4. ®A /subscribe --manage.

SEREREET AWS EETEES BE,

(® Note
MR AWS EEFRE REBKE , Fi¥ URL R REERIERBBERRE,

5. WMRHBRETR, AWS EEF#EE FEAERFIEMBAKRFR (EESR ID) AWS IRF B A .
Lt AWS tRFE REGHKEBR ID ARZTEXRSTRFEE., NHFHEER , F2RALEAK
F (B#B=X ID).

Amazon Q Developer AP WETR EMAER HIR,
6. EEBRIDEAEERD , EEBUETR.

AWS EEFEA

1t FRBUHRTREVEERR ID AWS EE XA

1. AWS EXEIZA ERERELEARSH (EZESS ID) AWS RS B A . B Builder ID
FHERZE Pro JE AWS IR B, BIEEIIER ., MEFHMET , FSEARBARSE (BER

D)
2. YREIXBIRE (#HSFEmiLEP ) &5 (IAD) B9 Amazon Q Developer £ &,
BIEITE,

4. HEEBRID E£RAEERD , EBEBUHFIRE.
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HUEET R IAM Identity Center E TER &

MEEE AWS BIUIRE, AWS EEIRF R AWS RERFHNEEES , BEA TIREFREHNIRSE
SEETEY IAM Identity Center AW ERFERE,

mEAWS EEMNKERFHFMEN , F2REH EEMEET AWS BIRF AWS Organizations,

BUHRTREAENEREIR .

o MRERZ AWS Organizations FIEBHEBAEESKNERFNEES | BIEREBUERTBREFTER
HEZEINERE,

- MREAERREXENEEIIRSPIIE , IMARFEESH X EARSENIIRFEUEITREERE |
mitF e BUHFTRAFERE,

- MREREBIRFEES |, AIBALUE Amazon Q Developer £ AR EBR @ LRZERIEK SR
FHWETER , MR FERAEEHPITRNEMIIES., ERAMUECERBRFEESHH , UHETE
HETR. 3E , IREGEGHENFT , ARUAREBRFEEEN G DB A , WEZBUHFTBEER
E, MEUEEBRFEEES WA NERFITRNGFHEEN , 528 818 Amazon Q Developer
SR EEBE,

- BUHRTRIERESEER , AFTREREACHCE | B EBFE Amazon Q Developer i
fE. (T1B , MRMMABBEBREELERSE , AINAUERARELR, ) RE—RXSBAFTHEASEH
BIIREEHE R , SFEMEEAPIIENFIEEAEREN. SREEINEBANER ; LEAT
SREHIDE.

AEAUHRT R EEENERENEE

—

AWS BE XA FHEHN AWS B, EBERREREEA
$I#2 2] Amazon Q Developer XA,

B RUEERENFEERY , BEERAEIFERIER,
BELERUHITRNEREREAE,

BEEZHE,

212 Unsubscribe (BUHET ).

I L T

F#RZE Amazon Q Developer B H &

REBHFRABREZEZXEARNSFR , BAREN TS 2ERAEAIRSE (B8R ID) WRERFERE &
£ |IAM Identity Center ETFHENEREE,
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FREIARE (EEX ID)

MREBEREHNEAES (RBR D) REBSRARTELFREATH , BURAAL, SHET
SEBABNER , FBH FEHSHE A 2ER D WERH,

AR TS E R —E T EBASE AR

- IDE
- w5l

%6 Bl

AWS IRF MNREBERE , BRI . IRFKEZEENEERID, YEXXNIEATEER.
MERIIRFHNFMER , 528 (AWS Account Management ﬁ%?e@>> RRyET AWS 1R

=
(® Note
BEEIKZEEER IDsEEEE— AWS IRF., IRERZEREAMMNEESS IDs , FF
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"arn:aws:secretsmanager:us-east-1:111122223333:secret:secret-id"
]
}

MRENWEEARTFZE AWS KMS &% , AIFETH IAM RESE

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:secret-id"
}I
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-id",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-east-1.amazonaws.com"
}
}
}
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JSON

{
"Version'":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Sexvice": "q.amazonaws.com"
},
"Action": ["sts:AssumeRole", "sts:SetContext"],
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333",
"aws:SourceArn'": "arn:aws:codewhisperer:us-
east-1:111122223333:profile/profile-id"
}
}
}
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}
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
]I
"Resouxce": [
"arn:aws:secretsmanager:us-east-1:111122223333:secret:secret-id"
]
}
]
}

MBLHWBFEAETEEZE AWSKMS €@ , AIEETH IAM REAE :

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:secret-id"
}I
{

"Effect": "Allow",
"Action": [

"kms :Decrypt"
1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-id",
"Condition": {

"StringEquals": {

"kms:ViaService": "secretsmanager.us-east-1.amazonaws.com"
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BAmazon Q Developer EFfn & - BERHE,
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»

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "q.amazonaws.com"
}I
"Action": ["sts:AssumeRole", "sts:SetContext"],
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333",
"aws:SourceArn": "arn:aws:codewhisperer:us-
east-1:111122223333:profile/profile-id"
}
}
}
]
}
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EiXEH Datadog AR ER, EABEXNFHEFEE L , ERNEHEN ARN, ZBAILE L ARN #
BEHR , LAFRIERY Datadog AR ER M FEL

R IEE M BURRIZ S| Datadog HAMMER K FHE , BEBKFIEE Datadog ERNEERXREM
&

MFEFINEXFEE IAM BERSES |, 520 A EAEERERE - REHENMRELI R,

3
\

B2 Datadog /A HER IR

% E{#F ADatadog/ #1235\ , edatadogiEEE 8 Datadogsk AWS EREREE M RGN B ERMER
A o REEIEDY Amazon Q HEERMHNWEEHX4ETE edatadog.
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LA 2IET LR H By — Le 55 F A RHIFNHERARIRE |, oI BI& % 2 R A Amazon Q Datadog s g
=

o THEEWMIE AWS TEEHF A Datadog ZhaE — FM DatadogIhAE AN E24E E AWS AR &+ B 658
B, Amazon Q FRESERBIREH —SEARRALITEMME | LUREKEDRE,

« @datadog how do I use APM on EC2?

- RS HERGIMERS: - HRFREERFNERB[NET , s EBMURGER B[N RGN
BEFA , flEN B, RESEE, MEBENFHEER , 52K Datadog XHHHE M.

+ @datadog summarize the global outage case

+ @datadog summarize my top cases

- REENRE RIREEIIRET — ER Amazon Q Datadog/MNHER SR EEE R AWS HWEFARERER
25, BALIR HARERE , LLUBKHFTY H AV EE4R 25,

 @datadog what monitors are in alarm?

+ @datadog what is the status for monitor <monitor ID>?

i E Amazon Q Developer Wiz #MEES

Wiz B—BEREZEFE , TRHZSREEE, RRFGNELIEF  UARFREER. WRELH
Wiz REFEMEESR AWS EARER |, ZBRIUER Amazon Q BIXRHPHABENKE FEUER , Wiz EFE
BEB AWS BEEFEA,

& T LA R SMEE SRER B AN HRER Wiz BIRE, FIMGEBERESHNEE  URTHFRANKREFE. W
EIfE#R , B AREZEBE  SRNARE—EE,

BERENMER | BT UREN Wiz tRFRH S 2 BFBEBE , EA Amazon Q & Wiz z B E
o HEERENBERN 2R , AJLIE Amazon Q BIRHPRBEEREM L ewiz , SAFR Wiz 55,

/A Warning

Wiz Amazon Q FHIWizABERTFTEEEIFEAESN T, EEEEE AWS tRFREREWIzI
BEXK , EXRFPEENHENF TN FERE TUFEIZABEN AT HEEZWiziRF F i
EAEIR,

WO LARRTE |AM BUR KRR 2 & AT AFEUBLE AR ER . MEFMER , F2HREFERAE
5F i,
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https://docs.datadoghq.com/monitors/manage/status/#properties
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Jo IR
8T A

BERENMER , IFRTIEESERTH :

« 77HL Amazon Q Developer ZEAMETA. MFREFMFEFTNES IAM BUR |, FF20H AFFEEE
/8 Amazon Q Developer £## A&,

« BRENBENNEFT. NFEREMFEFTHESL IAM BER

3
W

B RATEESRENRER,

EEYE:

BBl , e N Wizl REHWLTER. EERRENBERE , ELG/BEBEAEHNETNRE
AWS Secrets Manager #&

- API| i% 2 URL - #&7FH Wiz 89 URL, |30 https://api.usl.app.Wiz.io/graphql. MEF#
B, FSE Wiz X APl xS URL,

- AFI% ID MAFIRZRE - ELBIE AR Amazon Q T Wiz APl AEEUVERRERN ., MEFHMAEA ,
BB Wiz XHFHAFR ID MAFIRBR.

RIFNREAE
AWS Secrets Manager ##

EIRREINBERXE , Amazon Q 8RB E I HH AWS Secrets Manager % , LERWizE 7 5 3%
BAER, S F , ZAUERAEZETEINREERE.

MREBITRUEN  FHREEBFESTIBIFAEA TS JSON B

-~

"ClientId": "<your-client-id>",
"ClientSecret": "<your-client-secret>"

}

MERYZBEHFMEN , 5528 (AWS Secrets Manager A EIERE) HHWEFE,
REAE

= E 7 Amazon Q Developer FERE Wiz AHER , BEERZURKEAE , SUAE7FE Secrets
Manager ZHEHIEF AT & B2 Amazon Q. Amazon Q T ABREFERFEE Wiz ZEFIENEE,
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https://win.wiz.io/reference/prerequisites#api-endpoint-url
https://win.wiz.io/reference/prerequisites#client-id-and-client-secret
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
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EAWS EEAPFRENDENR , EUUREEUTNUBRREARENWE, WREEIHHNE
%, AIEACBRIMABBNREAC, IREEAREERIRERKAE  FREENBEEACRES
ELFFA , WEMMTIEERR, AMENREASIURNENBRTINE 5 E,

MREHNHIBER AWS ZE KMS €8z , IFEETS IAM KA .

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
]I
"Resource": [
"arn:aws:secretsmanager:us-east-1:111122223333:secret:secret-id"
]
}
]
}

MRENUEBEEATFZE AWS KMS €% , AIFEETH IAM RBAE :

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
]I
"Resource'": "arn:aws:secretsmanager:us-
east-1:111122223333:secret:secret-id"
},
{

"Effect": "Allow",
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"Action": [
"kms :Decrypt"

1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key-id",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-east-1.amazonaws.com"

REACEERHEEEE , THEE Amazon Q BERKAG :

(® Note

codewhisperer Z & 28 Amazon Q Developer & Z RN EZ . WEFHMENA ,
B Amazon Q Developer Eim& - BEHE,

3
V2

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "q.amazonaws.com"
},
"Action": ["sts:AssumeRole", "sts:SetContext"],
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333",
"aws:SourceArn'": "arn:aws:codewhisperer:us-
east-1:111122223333:profile/profile-id"
}
}
}
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}

WMEREAGHFEMER , FZ2BAWS Identity and Access Management  EAEER) PHELS
BUEIRFFIE AWS R

RE Wiz AEER

A LATE Amazon Q Developer £ & HERENHIER . Amazon Q EFERAFEEE AWS Secrets
Manager # #Y /& R B Wiz N E B,

EERE Wiz AR ER , BERTYER :

£ https://console.aws.amazon.com/amazong/developer/home FARX Amazon Q Developer £ &
£ Amazon Q Developer T AEE L | iBIZERTE,

HEBEIG | BEAHEN,

ENABEINEE L |, B Wiz ER LM, AHEXEEEERERRE.

&% APl im 3 URL |, B ASR77HEL Wiz B9 AP i3 URL,

SH¥IEEE AWS Secrets Manager , BEERV TNV ZSEARBENWE ., Secrets Manager &
2RE Wiz 57 RBEBENNLE.

o g kA w N =

MREEVHES  FRATIER

a. #¥AFIKID, WAL Wiz kRFRNAF ID.
b. HHAFKRER , WAL Wiz IRFHAFIRER.

c. WEHSEIRKEAE  Amazon Q FEALABRERMHE Wiz BEMENRE, F0RE
BIEEIWREAE,

MREFERABREGRE , 5BH AWS Secrets Manager %5 FH R IIERBERE, REEZSLE—
BELSBHIEEN Wiz B2 BREBERE.
WEFMERBRENFEEN , F2H BUSEE.

7. SHEERTE AWS IAM R AE , BEEERUFNVEREACRFEARENRERE,

(® Note
MREESR 6 RERMHTESR , ABIEAREREAR, KESK/ERIFTAR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://console.aws.amazon.com/amazonq/developer/home
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MRERINFHRBAE , Amazon Q #E M LR YRS A SRIFERHF Wiz BETENE
. FOMEBEALBRINBRBAE,

NREEAREREAS  BREBNTHADERTREAS, FRELNBEACESE RS
A FESNFTRNELRE.

8. i#IZF Save configuration (E1Z4HRE),

9. Wiz /ABHEXERERE "NHEX, EELNERENAHEXNERR , £AER T AFEUI
*EE_to

MREBEEMNAHEANEE |, ALEMRETWABER | WREFHAHERX, MERAHEXS
BERAEINEEANR, SRREFNNIAHERR  BEEEFNVAHERX ARN,

REEAEFA
AR THFFAIFseE AN HER !

- EEXEAHE Amazon Q BIRWFFA, MEREHRATFEFATNES IAM B |, F20 AFEAE
8 Amazon Q Bl X,

« q:UsePlugin &,

B EREN Wiz AHEXNFIERE AM 55K |, S5 REFRAHER TRz Wiz tkRF
PREMER. SNEXNTEER Wiz EHEFFT, ﬂui‘“?EE?“$U9$H$EﬁWﬁW*E , AR
IAM BRI ESNEER ARN RERK I B /Y.

BRERNIMBRI EHMRENBENR , BE/EIERTHN ARN, MREBEBRKRPERAINMHER
ARN , RIZAHE S ERFRUER B R ENIMIENRETER.

E2# Wiz /M ER ARN |, 55877F Amazon Q Developer T AFTHAHERNERE , ARBED
"“*E’J Wiz ABER. EARERXFAEAER L , KRAHER ARN, B LELE ARN #38E K
K, LASIESY Wiz AR ERHNFE.

ANSRAEE M B RAE S Wiz AR EEE | BEBRTIEE Wiz FRNBERRMKE,

MFEFINHEXFEIE IAM BERES |, 20 A EAEERERE - REHENMREXI R,
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B2 Wiz AR EXEIX

ZEFH Amazon Q Wiz /\ER, |, A Wiz BENREERER A eWiz, RERBZEDH Amazon Q
HEEREHNOEENETS eWiz,

AT BT LR By — L6 F A ROIFAERERE |, UiHBEFE S R A Amazon Q Wiz ARER :

- REBERBEMHWERE - ER Amazon Q Wiz ABHEXIHEASIESBEELHNEE. AEHEXNRSZ
AM{EE 10 ERE. BTN ERIIE&ZEZE 10 BHREENBE,
* @wiz what are my critical severity issues?

* @wiz can you specify the top 5?

- RIFEYTGRES HREE - ERBIREL AR, Bk AHRER B HEE, S0 BUARBRAREE,
BEMNMEBEREBHEEER[RE,

* @wiz which issues are due before <date>?
* @wiz what are my issues that have been resolved since <date>?
- BRZLREBTHEE - ARENEEPERLZLRENRAINZEE .

e @wiz which issues are associated with vulnerabilities or external
exposures?

£ Amazon Q Developer Console-to-Code HE{t AWS BR#E

f+BEE Console-to-Code ?

Console-to-Code =& Amazon Q Developer B9 —IEINEE , AIHBEEREEXNBAEBFERAEM AWS iR
#. Console-to-Code Bk BN XA EE , ARFAENRNX Al , MEREFVNESTIRIEZREE
AWS CLI ar = FEX.

S TES

H 7 Console-to-Code  Amazon Q Developer B9 —&8% , Btk , BbIhEER A BUR A Amazon Q
Developer HIBR#E 5 =,

c EREHRED | B URHEIEABELRIBELEIFEEL CLI oA E , Y ARREEENEA
BR&El, i , BE L AWS CloudFormation 1RIRECE#MENIE | EERENBLAEE AWS CDK = FH
HE R XREBERE,
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EEMBREAR , FEAAWS EEEHRA, ELEISARABELREE RS EETELR
RUMBEXAIR , TRELEEZENR,

« £ Pro B , 21 LLA AWS CDK = CloudFormation EX R R BRI AESEEENS AR,

EEMBEEAR , BNXETE IAM Identity Center FMAMEAE , M AEH IAM Identity Center &
7 2 ZEFT B Amazon Q Developer B35 %, MFEFMEN , 528 Amazon Q Developer X5
RN B0 BFESBZEN AWS EEE,

MEEEHRWFMER , F&FH Amazon Q Developer EEEH,

(® Note

ERREEER  ENFEXINDERSNER (MEH). Fla , mREFEE S HE Amazon
EC2 #11TfEEE , BMBEXINZITEERNER, CEDFEEFHENANE.

TENEABEN
Console-to-Code BRIAIAEA THIES MR NEEE#REAEXT (1aC) :

+ CDK Java

CDK Python

CDK TypeScript
CloudFormation JSON
CloudFormation YAML

A LAE A EE A Console-to-Code ?

= Z @R+ EH Console-to-Code
Console-to-Code AJE ZERBEHEE , WEREREBBESFRSIZEBHAMNERLT , REMEE SN

&
Bign | $&RI A Web fal BR 25 5€ BORR TE HA B R #% SRRV B 4F

. £ Amazon VPC XA | AREMETER (—EAEM—ERLE). ReBE. NACL, AT
Mm%, HURAER B M,

Al f# A Console-to-Code K& 82


https://aws.amazon.com/q/developer/pricing/

Amazon Q Developer EREER

« 1£ Amazon EC2 & |, 82/ E Amazon EC2 #1TEEE , ¥ HEKEELE FHEEH,
« 1£ Amazon RDS i A&d |, 82/ Amazon RDS DB #1TEE , WigEKREEIE FRET,

AR AN TRBINTEAE , TEELBEEMATRNG AWS B , Console-to-Code i
EREHBOEELBE,

AWS % & Console-to-Code ¥ RT&
BEl , € AWS EEFZAELE T REERR , £ A Console-to-Code A FA R EC#E IR HI Bk -

+ Amazon DynamoDB
* AWS loT

* Amazon Cognito

* Amazon EC2

* Amazon VPC

* Amazon RDS

FEAfE A Console-to-Code HYFF A
£ EF M Console-to-Code , 4 BHE FHIFFT :

 q:GenerateCodeFromCommands : #£f Console-to-Code., IFEREAFTHERT A AVEH| IAM BUER |
E2W AFERAEMSEA Amazon Q # CLI S EERERE.

- HITRERZZBENFTT.

£ F Console-to-Code

£ Console-to-Code @& =ES B

SR HREER

HZEMEHA Console-to-Code Bt #xHE , FER T IEF T,

1. BIEHEHP—EBRERFEHEES (Amazon VPC, Amazon RDS 5 Amazon EC2),
2. HEABRGENAARLE , EEConsole-to-CodeE 7 :

@
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3. 7£ Console-to-Code fAli2 ik , iBIEHHAER,

SR 2 HITEME
EE—EZESBRBNERED , BENTEEERNEMEF,

Console-to-Code 2N ERBZEHCHWMRE, B UEESRBNERACEBE , LET—EI K
ZERBE 2 EBENERIER,

Console-to-Code fAli2 R BENEIE , EZEIEH Console-to-Code THERRERA L, EEEER
BIERRGIEEDN AWS EEEEE TERERERE , TEBRBRSE/R , UWAREEAE

ELTREERRERNBENEER |, /£ Console-to-Code HREimEIE = 1E

SR3:WECLI i EELERERT

\

B LMK RS BR 3a L 3b 1T,
SR 3a: WECLImTH
& E£HA Console-to-Code RIFEHWEEEE CLI v , IR T IRFHT,
1. 1E Console-to-Code ERH , MEEFE RN B,
A LAEA Console-to-Code ERIEMHM TR X EE, BB HMRUEFIE Widget REFZZFRND

.
2. BAITUTHEE—HE:

- ZTEER@ER CLI T , FREGIECANEREHA,
« BEE PEFITMEBI CLI 755 AWS CloudShell , F5E1ZM
4[]
fAl#9 CloudShell Bl’R. iEEBIRK CloudShell , Y fEfH CLI S 1E , BIEEHAT

s ZERBHIT A CLI &, FEIGT , AR EEER CLI WEHFEZIMNSG S , i
E#117 CLI LABIRX CloudShell A EEA AR T,

EEHE—STHAWSCLI , F2H ( FREEE) P ER AWS Command Line Interface ? o
AWS Command Line Interface

=M 84


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
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HR3b: EERAT

1. 1£ Console-to-Code HEHF , MBI BRI N E1E, UL Console-to-Code ERIEmRAY T I
NEE, BSAHRSENE Widget REFRER N ENE,

2. ERLESMREXBNEE, EUTSRP , AeEACABNEE.

3. BELSEELNRERXNBER, % Console-to-Code A A T AW R B THRIEERT , ENMEE
A2 BEXABWESN (EA) BX.

4. EBEELRENES.
EXNEXBRESERZEN CLI s —ffHR,

5/ Amazon Q Developer 2T X2 A E BRES

£ AWS EEFE A , Amazon Q Developer 2B EFERH AWS IREFBEZINE RIS , HlmEF
ARE, HERER  URBHERHERE, Amazon Q E¥EE AWS AT A T 5 REEFBEHN
SHERETHERE

» Amazon Elastic Compute Cloud (Amazon EC2)

» Amazon Elastic Container Service (Amazon ECS)
* Amazon Simple Storage Service (Amazon S3)

+ AWS Lambda

* AWS Step Functions

b5k, Amazon Q SR HEEEATE AWS TR A EER IAM FFrAEEER | R &0 AWS BREBHNERHE
BHBFEER. Amazon Q NERE w5 RD M T ERAVE Bk,

ﬁU%"‘ﬂiﬂﬁﬁi Amazon Q PEEEER |, BT LAER Amazon Q BB S EBRUTERA, MEFMASE
A, B2EBEH Amazon Q Developer B2 18 Bl K, MREHE Amazon Q SR ETTHREFTBAI R |
"“IME%@J?I/THEEI#EFEJEEO

HEET Al
MEFRDEEILAWBFBHTH IAM B , HSH AKEAEEA Anazon Q DE ER A,
PEEEaPNE RER

ZEFEH Amazon Q £ P2EER AWS BEE XA  BEATIRER,

PH TR AHR 85
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1. WMREWE Amazon Q FJLABBIEFERIVEEER , SRRAERPEHIBEFA Amazon Q KR, W
REBVEMFA Amazon Q RPETERR , FHEEFEA Amazon Q ZETUEE.

2. LRFEHE—MERE , Amazon Q BAEHREMAERNMEEEN. RAERTERE—RITHEER
REEFR. Amazon Q IR EBRENRBE T REEEE T

3. FERMEROE A LUNEARENGAREETR. FERUFEANSEREE  FHEETLENETR
BHBRNEREEZ R,

£/ Amazon Q Developer 82 X1 BIX

BT AR Amazon Q Developer B T ERH| , W% AWS EEFEE AN EM IS X8, 2

& AWS Support Center Console, Amazon Q FAZHENRAR , ARECEHERIERAH, BE

SRERIENERENBEISROERD, BIRHIE , Amazon Q A FEABEEN AN EEEZESE
SEER, 32EMERNMEPETERIIX,

B Amazon Q P EBU ST ERHIE KRRt EEIEFLETREATET RS, EEZEMER
Amazon Q B W RHIEH , BERAIERLEEEA,

EA RN X IE BABURAE AWS IEF % E5HEl, BAXEHEINATE AWS A EBTISIES
FMEEXE, SRRFSENE  CRAELXEREEARLEHEING XE S | F44EM Amazon

Q Bk ZIE. MEAWS XIE WREET , B28 (AWS XIE EAEEE) FHEAEAAWS X
&,

® Tip
BIUYSXEZER R , FEFRER Amazon Q fREE, MEFMENR , 5528 =K Amazon
Q BN E R THED B
A, E2E ZHTEAERE.

SRR
HETE Amazon Q FEBR U R , BLEFETHER :

« BRXEFEEREAZENE, ERELARTEAIEFTEUANNERTE , X8R Amazon
Q Bitg <&

- SEHEAER Amazon Q BIRIFFA], MFEFMER , F2HE 1L EAELE Amazon Q BIK,

\
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- BHREY <& RONFTH. MFEFAER  F2EEE XE Center BV FEUE,

1 E M R

E&EM Amazon Q B X ERAIF , ESRBENBEETREML. R Amazon Q EFEHRA
R , FRERVIEHRSERNERE. MRENBESRSERY  FEERESNERE.

EERE B BEHEE Amazon Q ThEERVIEN , MLLIHEEEM S —18 AWS R , FEL S —18
AWS FR# ™MIE Amazon Q KIZERHI, Flan , MR IEIE Amazon VPC Reachability Analyzer H{E
Amazon Q MR WIEZE , FEXXERAIHPEE Amazon VPC R KRR,

= EBii% 18 EE BB Amazon Q Developer 2 Amazon Q Business FIIEEMER , FFEIL
Amazon Q X EZEHI,

B BRI

HEEY Amazon Q By & RO, FEATIIZ R,

i

1. BULUEATHIRMERXNESP—F | EiB Amazon Q REL X &E 41 :
a. BA "BREHEEARMK, X "THEXE) EEE , EESKIHGE,

BEA Amazon Q RHESRBUBUXERS , BuLERBRIER , EENEESE
o UTREFBRPEHREZSEANES

"RELERIBRNESHTER. REKERENRBAELEFNSRY  BNAREER
R, EREMEBNBCERNSKRE LK, BUNUREIRAETHMEMRMERANEE. B
AT BAM S ASZERS 2 .

b. #MR Amazon Q EIEREEWBNE , FHOEERREETR A LRFEREHUZXEREENER
R, BEBE X8 FEBRYZER

TE®ER Amazon Q WIRERFHEY X ERAZE  HERASELETEREHRRER,

15 E EREEY AR TS 87
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[3] Troubleshoot instances with failed status checks - Amazon
Elastic Compute Cloud [£

25

Thank you for your feedback. If you need further assistance
related to this issue, you may contact support.

Create a support case

2. XERFEHREPRERF, MREEFRIEZIE Amazon Q E1TTHEE | ©REREH
HERNBTEDEARGTFHRAL, EEEMIERGIFVEAMEM , BERE. SETUKINAE
REBREERENER,

MRBEFRIEZRARE Amazon Q Bl K |, 5#& Amazon Q EZETR X ERGIFEL |, &7
DERGIFFHRMABCHIERGER

TER Amazon Q BIXERF 2SEABERAK ERBIEH,
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Sure, I've drafted the following support case for you. Review details and make
required changes before continuing. | will also add our recent conversation to
the case description once submitted.

Support Level Enterprise Support Change [

Description The customer is unable to connect to their instance
after a recent deployment. They have tried restarting
the instance and generating new key pairs but are still
unable to connect. No other changes were made to the
network configuration. The issue is problematic and the
customer would like to chat with suppert.

Case type Technical

Service Elastic Compute Cloud (EC2 - Linux)
Category Instance Issue

Severity General guidance

Additional Contacts MNone

Attachments
I':: [+] Attach Files _jl

You can attach up to 3 files, Each file can be up to 5 ME.

o ™y ~ "
[ Cancel ) [ Edit ) Submit
. v . A

3. HMRAXERIERTENEFIRE , BERIUBYUZIERS, RETEFEILRS , WEEW

/Ho

4. BHEWRE XE A EELEFANSZE. BBRENRFIFMENR , STUPIX, EXEFHBHRE
REBSXEERRE.

a. BIX-MREEERFRIR , EAXEFREEALTE, EYPRBREDEFERERILH
R, DU RETEFRNIIR,

NMREENEREAH, BAEZHMTERE  AIREATFERIMMEHERE , HERERE
Ho

MRERMRERSK/IMUNBRER , ITRSHEEN , YERBAEMTEER, BREHE
X EHR A AR R E AR R F B R
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b. EFHH4 - MRTEBEEELEFHUHALKEER , IEFRGEBEEH AWS 1RF HHEBH
E T B b it B IR B AR
c. HE-NRLEEINETR , FELRETHEBAZNERERE , XBERR, RAESHKEM
ABFEITH,
5. BB TEREELE , EERIBLURE Amazon Q BIXE R,

BETEREER
XEWRERE  ATLEERAEL TEROM,
RENRRTY  BALAHGERRE  A%ZERIEAOHE,

90
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£ IDE # £ H Amazon Q Developer

EEAF%IRE (IDEs) B A Amazon Q Developer R 7 ## AWS Y ERS BRI E RN HBI. £
IDEsH , Amazon Q BERHEBBHAZR R HFEESNXENIIEE , SINEERE AWS, EEXNENRE
NG, T2MRE , ARSKEILNEBEXNBHIRE.

EE7 IDE # %% Amazon Q , 582 £ IDE A% % Amazon Q Developer ZE{f1E 8 = A HFER o

e

- XEH IDE FI 7] A HYThAE

+ 7£ IDE &% Amazon Q Developer ZE{RE A SN HFE
+ B2 Amazon Q Developer 51215

« {#£H Amazon Q Developer E 4 RHREH

+ IDE # Amazon Q Developer X EMNFEES

< B IDE M7 AR ZhEE

&0 LATZEUEY ShREBUR A &£ FH Amazon Q FTERY IDE, T %iR88 Amazon Q XM IDE , AR &
IDE AR IhAERY o] M FNBR &,

AEEFESXENERT | IDE AXEXENES TERIHNES.

Ihee VSCode JetBrains Eclipse Visual Studio
Bx = = = =
REX RS = = = =
MCP frl k&8 = = = =
PHRFHAR = = = =
REREX = = = a
PRIV IEZEAR = = = =

XM IDE 5
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Ihae VSCode JetBrains Eclipse Visual Studio
Hif = = & =
= = = &®

EWELE AWS IRIBRIETEEARER. WEFHBEF , F2H £ AWS RIFREPELERNRE

=2
Bo

£ IDE # %% Amazon Q Developer ZE{f1& #H s SMBFE

EEERESABEIRE (IDE) FELE Amazon Q Developer , %ﬁkTﬁU*ﬁﬁo Z 8 Amazon Q ZE{#
BEEHARERXE | FEiB IAM Identity Center 5 AWS E*ﬁ%‘i THEDRE. EALEA Builder ID
BE b RBMH Amazon Q , EE AWS RS,

EERBER , FTHEAE IDE ¥ Amazon Q ZEHEAHINBES
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D) File Edit View Git Project Build Debug Test Analyze i i v Help awsLambdaServerless
H-asEE 9~ Debug ~ Any CPU ~ P Mock Lambda Te > B G-t AfF =2
() Amazon Q - your Al coding companion - is now available in the AWS Toolkit for Visual Studio 2022! To get set up, open the Extensions Menu, select AWS Toolkit, then Getting Started.

= I X FunctionsTest.cs®* + X Func
{:}! i awsLambdaServerless.Tests = ("[{3awsLamhdaSErverIe55.Tests‘FunctionsTesthhh - FunctionsTesthhh()
{m v Xunit;
Amaznn Lambda.TestUtilities;
Amazon.Lambda.APIGatewayEvents;

Mog;

Amazon .DynamoDBv2;
Amazon .DynamoDBv2.Model;
tApi;
B —————a . [ T [
Generate Code Suggestions Alt+C

Pause Auto-Suggestions

Open Code Reference Log

Run Security Scan

View Q Chat Panel Ctrl+K, Q

View User Guide
Getting Started
Submit Amazon Q Feedback...
Options...
+ New tab % - Sign Out

4. £ Visual Studio HHER T , FHROMESERH, FHETHE , ESRIEH,

MEEBERGNBREFEZFTENEN , 5F2E FH Amazon Q Developer R i B2

BHEBMER

BEBEABRREE  SURgBILERR. ATERBEABTREN —LHE8E , URONFETR
Amazon Q TR ENBE.
- FEERRE-ERNENREE .
1t IDE FBRK £ #E A Review my code
- B A Review the code in <filename>
- FERREARSNBER
- FARERMAEZE , AELBW A Review my code
- AREEEENER , ARHW A Review my entire code file
« Bl A Review all the code in <filename>
- FERRRBEETNAMEEAGEE
£ IDE MM FELH A Review my code
- FERREERETE, TREEE .
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- £ IDE F BB FEIL S A Review my repository

HEERBREABRETRE

® Note
Amazon Q B EBIEE AN Amazon Q Developer B 5 E:TH,

BEREAEMH Amazon Q EAIEEXENRBAEKRE, Amazon Q EEBMEEEHFENER , —8
EENERNBREADEGHE K REELME, & Amazon Q BITHERER , T2ELAMME
NBIEIE,

EER Amazon Q B, BEIMERERAMARE. FEATIEFREFHRENTEBRE.
EENEENITEDRE

EREFEDME  BEA TSR,

1. 1% IDE REKEFERE Amazon Q.

Amazon Q E#%IFEENBIRL
2. EEECFERE. EEEEVTEDRE  RELESDREA,

£/ Amazon Q Developer f##R2 =\ 15 R =

G R EREFRBA AN FE MR R FZ NS RIRE |, AR W iE B Z B R R
FE

« fi#R JetBrains M Visual Studio Code FHIFE I i RS RE

« f#R Visual Studio PRI IERIEE

fi# 3R JetBrains f Visual Studio Code R HIFE GRS RE

& E#R JetBrains M Visual Studio Code AN IFREIRE , BuLLREEAMMIEE K I2ELERHA
HEFBHEHFERS,

BRI AT T SIENE -

REEAHE o


https://docs.aws.amazon.com/codeguru/detector-library/

Amazon Q Developer A% ER
- EERMREABEE

- RARELESHHEXT

- ZEEIRE , BT RO EE

ARERELERMEE
Amazon Q AT LA ERTIEAVIESR | LA BB EARIINEABEE,
FZEBBE BRPHEXBHE

JetBrains

1. EBEIEREFTH Amazon Q EXBHEERSIREG | EREERANEARREE.

2. MEWRFEEBER , EF 3R BEENGFAER. nREA , F2FIAKREBINEXGE
B2 Amazon Q 1E8I2FREFME.

3. HEHERES , EFEELE.
4. TEHXEHRF , Amazon Q EREBENEERYN  AREEXABTERTFERARMBMELE,
5. HLEAEERTEIEABEE WA TURNKEREZERSE,

Visual Studio 215

1. EEXABEERSIEES  EELEFRANEABHE.
2. EERFET.

T E R R Visual Studio Code F2 R &R EMN IR F B R~o
v [H| High 2 issues

CWE-522 - Not recommended aws credentials classes DynamoD...

CWE-117,93 - Log injection CampController.java [Ln5... O @ /2 ---

v @ Medium 0 issues Generate Fix

3. HEHIXMEMRF , Amazon Q ERHEENBHERY , RREEABERTEAMMEE.
4. LEEERTEIEAREE , YATURNRAREFEREE,

REEAHE 759
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AR BB SN ERT

Amazon Q A RHEXBEENRARS , WiIRHEEEZREBMNVERT , {EFEEER
HENGEABEENRS

JetBrains IDEs

1. EFRETIERETH Amazon Q EXBRIERSIERY , BELEARNEXBBE.

2. ERFEEFERE , ER 2R BRENFHEF. nREA S5 AREBIIEXGERE
B2 Amazon Q ERIZEMNFHEEA.

3. EERKER , BEHRH.

4. EBMXREARF , Amazon Q SERMHBENFHEF K YEZNAEALTUBA BERNEXE
HEITIELE,

5. BEFMEMNER , FKR Amazon Q ERWUEMEFMAERS , USRMNEIRTER
FERPHERNE. MEEHENENRR , FELBRSIHNENERE.

Visual Studio 2R 15

1. EEABBERSIEED  EELEFRANEABHE.
2. EEBKERETR.

T E®ER Visual Studio Code FRER GBI KIKE R

v [H High 3 issues
CWE-502 - Package Vulnerability pom.xml [Ln 70, Col1] P @) -

CWE-522 - Not recommended aws credentials class vijew Details

3. HEHIXMEMRF , Amazon Q ERHBEENFMEET , WEBNACRETUEA ERVEXS
AT IE,

4. BEEHENER , FHIKR Amazon Q ERNUEMBHIBMARRS , A RERENEXNBER
IERPHERNVE. MEEHRNEARR , FELBREZIREBHEXR,

ZEE IS REE

NREANINEAGEHETEAR , EUNREZKE , AR ECHNARUNREE (BHERE CWE #I[E
BE), BEKR TREABEE) RIEBFBER,
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HEAHEABEE

JetBrains

1. EBEIEREFTH Amazon Q EXBHEERSIRERT | ERLEZBRNEXREE.

2. HERFERRRK , ET2sAREREENFREN. EERES , RIFLZK. EXARHES
RN REEER T BER,

3. BALLREFELIZN  LZKMER CWE It EEMEMEXREE.

Visual Studio 2R 15

1. EEABHAERSIERS  BELEZRNEXNBEE,
2. BEZKEER.
TE#E R Visual Studio Code R BREEN ZIEE R,

v [H| High 2 issues
CWE-522 - Not recommended aws credentials classes... © @) ---

CWE-117,93 - Log injection CampController.java [Ln 52, C |gnore Issue

3. BAERAEeHEGEEERT B,
4. EZEZRBECIERE  BEERBET K ARBBEHBENZECIREERE.
fi# 3R Visual Studio PR BREE

% E £ Visual Studio F#4% Amazon Q ERIZINEXNERE , 38ER Visual Studio EIIEER RV
FEE  ARBERIVEE |, LIBRX Visual Studio #8525,

BULERAEABRAETNEAREFEAN R, EFEAR R  FEAREERE , LEEHERS
EfER,

RIEFERR , Visual Studio SERBESEREABEENEE $455, B EE Visual Studio $53558
EhEIZ Amazon Q BRIBRIE f%)ﬂi‘l‘ﬁﬂ&ﬁ*ﬂiﬁﬁﬁﬁz

(® Note
BHBCHTEANB®RE , H Amazon Q £ BEFEAZMEE  EEEBER T I EERESE
B8,

REEAHE T
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BEAIBREREE Visual Studio P EERAES., EEEHEEFBE Amazon Q E8IZIHYE
B AN EENEREEEERMESRIE,

EBRERFETNENIBEE
1. & Visual Studio TWRERIBEMIE , REBEHERBFEURMEBRBEER.

2. THEHREEERTHNERYLER-TEBEAE , UHABABEER,
3. EARVRERTERERE K AREERNINGERPERIE,
4. TEWSHBELENIERBE,
5. MIEWMEBEZIMEZER , A%BIEE Amazon Q LLEHZH Amazon Q B IERIRE,
RN IEAE
(® Note

& H BE1E JetBrains IDE 1 Visual Studio Code H&FZRE R BRIE,

ELHEREARRER , "EXANEE BRPRASEISMERFEANEE, SUREBENR
EMETER RS EERTEIMERESNBE.

RS TRAGEE) BRPESEABEREN SR, EUURBEREMIBENERMVERE
BE 24

EEGEENBHEE :
JetBrains IDEs

1. % Amazon Q Code Issues R5|EHH , BIEEHZHEGE R
2. BEENBIRAEEREMBHRNREINEER,

TE#E R AEXNBREAERSIEBFHNEREMIZE IntelliJ IDEA,
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C Critical

v/ Critical

v/ High
v Medium  ium
v’ Low
v Info

3. ENFHEHENGEGENREMSR , ARBERE, AELMENREMNBESHRAE
Amazon Q Code Issues E1RH.
Visual Studio 2=\
1. REABBERRY , REGHEETR.
TE®R Visual Studio Code # "EXIERHE, FoIEHFPAVERE R,
AMAZON Q

\ CODE ISSUES = Y -

v € Critical 0issues Filter Issues

v [H| High 0 issues

2. ERERIETIRERFEENRR.
BEINSECEENECERECBREMERSH AR  AREERE, RELMENEELHNREE
SHBEEEXNBREERRT.
FELENIGEESA -
JetBrains IDEs

1. 1% Amazon Q Code Issues EiRH , BIZEHHE T,
2. BiEacizsELNEERERIFR.

BEEA®E T
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3. ENEEN K REBENBEMEEXBTHEERRTSEBE. ZERLE K RE[BEMENE
ABERRDEBE.

Visual Studio 2%
1. REABBEERRY , BEIEER.
TE® T Visual Studio Code # "EXIBRE, RoIBERPN S EHE T,
AMAZON Q

\ CODE ISSUES = Y -

v € Critical 0 issues Group Issues

v [H| High 0 issues

2. HEEDHEIIEERFERNR .
3. ENEREN K REBENBEMEEXBTEERRTSEBE. ZERUE K RE[BEMENE

NBEERD HEE,
Amazon Q Developer X BT HWENBEERES

Amazon Q BEEZLEABHEAINEXABEAENREN , RERHAETERTREBLRBE , AE
HEAEANZSRE, THASHRFARREEXNBTHERELENT L URE-EBRELERNE
£

AR EBREN

EABEENBREMIARELEBENERZR. Amazon Q BRIREXEFNESEERNRDBESEEA
BRAREFED R (CVSS) AHERNEEM. CVSS 8ZRBAEBTENARAIRESIFMANE X (F
W, RETEBHERMEREN , AIREAFEREFIE) , UK T UESEE RN FEHE,

TRERNARBEZZTRERNRBREAMFNFIUERN TEERMEEEN,
BRE B

FEUB R BhiEE BREM
TEEHRENESHH ARRBEIRE =
TEEHRENESEH ERAE TREMERAR BE

REEAHE e


https://docs.aws.amazon.com/codeguru/detector-library
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
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BB &R BE
2 IR H R SEB BB RE
FREBET EERHEIE :
FREBET EAB T ERNBRESR 5
FREHBE R EB BB =

T E R R 21 BERBFIE 6

T E R R 21 EAE TERNBRES h

TR E R MR BB MBI G
IBERA T 2 M 4255 U Info (&)
IBEEA T2 M BERHEIE Info (&)
IBEEA T2 M EAE THERNBRES f
IBEEA T2 M EB BB fE
BEEY 425 R Info (&H)
RENES

BEMEENESNOT.

EX-EXAREERXEER , RO EER.

EXEABBERT K WBEAUCRNESRAEMNE  EERADNTBRRENTR. EREURER
WRREEEAXBETE., SHEZZRERNEEM,

B - EXRAELERNIHETREE,

EREMNEABEERT  RBEURINERKZHE  ISERANTERRENITR. BEREHE
BEREMNEEFERAFANIHELRRE Y VARNERIR, CHEXERERNEEM.

b - EXABEREREAERTHELEE,
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TEREMNBERETREERRMEH, BORIELEEN. RMAIRBEEEFREMAERR, &
tLEZERERNERM,

K - BEABEERS TERIEF,

EREMNEEFTERTEADFEBRIRER. EFEEHERRELHNRBFELAKEREE , BIE
LA AR E A EE BB RARR,

B - REEENEE,
EFBEFECOERES S BN RENER , S8R AP 81E, TEEAHEITE.,
£ IDE #H £ Amazon Q Developer EHiE R 15

Amazon Q Developer FJLUEB# T BELFE S MEX R (OS) B AREERNEX , FESEH
BIRIE (IDE) P EBREHNERR., CRHEZEHPERE , Amazon Q REELEE , HERELER
f:ﬁ%o

EERKBER , SEXEEEN IDE 1 %% Amazon Q, A% , FSEEEFEH Amazon Q #iT2E
BB ERE,

MEZEEERRN IDE LRI ZE % Amazon Q WEEHEEA , B2/ 7 IDE F{#EH Amazon Q
Developer,

e
« f£/ Amazon Q Developer B Java FEFRRER
« {8 Amazon Q Developer Ei: NET FEFAER

A Amazon Q Developer Bt Java FERRET

® Note

AWS B EFTRATAR Java ik, REX Al, TRERAAR. HAREGEBSE , UESRK
PITHRAE. FHHRER

Amazon Q XETHEEK Java ERENEH .
- Java &5 MM MMERRA F R
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https://docs.aws.amazon.com/transform/latest/userguide/custom-get-started.html
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« Oracle £ PostgreSQL EREBERN AR SQL Bt

EERRET  FSUARHTCERERNIME,
TH
+ BA

+ {8 Amazon Q Developer F#k Java HxAx

- f£/A Amazon Q Developer B Java EAREX FH AR SQL
« {#£H Amazon Q Developer £ a 5 L E#RER 1

o BIREIMER R & RS 8%k

+ Java B EEKIERZH

[
£ IDE Man 53 EA Amazon Q #1T Java ERAR A BRI TR

- BEEBENENBITE - Amazon Q JEE — B EERITEPERHOENNBITEH LR,
s BAEXBITH - Amazon Q E— A A A JEBNEXBTITH LR,

o WATER - BULUEKATHEREHERE LR, LEFEERR IDE PHREER , 2 Visual
Studio HHY .NET &,

- BAERE - E—ERRTHTHERERHE LR,

&R [
BEEHNEXNBTR REFHE 1000 TR
BAEABITH %EH R : 2000 TR
AT BEEAE 1 BEH%

1B AWS IRF 25 B{E#
ESYERESS EEHE 1000 EES
GRBHE 100 EEHE
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A8 Amazon Q Developer F+#k Java fRA&

Amazon Q Developer AIEEAXFREIE (IDE) & , SEHW Java EABRRAAREZRFNES
A, Amazon Q AT ERAREHERNS , ELSFIREFCEANEXNBTHEN AP, UEFH
BEABPINENE, REMEMMEKLE,

77T EBENENE | Amazon Q BEERBESHRAEAPEELNENN , YRIHISHTER
FrENER. Amazon Q RHEMERNGR , B IDE #EBBNEZTEE, HHMN Amazon Q
Developer 8BTSV ENREERESE  EANENEXNRERZE DK HE , ALFER/NNEIR
FTREABERNEXEMEMRME. 0F Amazon Q IMATEREXNIFWFMENR , 552 Amazon Q
Developer 3 E#iZ N IF AT Java &S FH#ko

FE

- XER Java 7R F IDE

- 5B BuilE

- TR2: BELHNER

- FR3: BEVMKREABER (ER)

- SRR 4 BRENEXE

« Amazon Q Developer #{a/E#iZ2 X IF AT Java 55 S Ak

X &M Java A& IDE

Amazon Q B S ERY BT 5 Java RIBFEXNBMRAT B EMRA, SEXNBELRAMER Java R4
HIBREEEABREBREXNTIRAFHEREME B R,

ZEW Java Fk
RN BRRA X EMN B ERA
Java 8 Java 17 #l Java 21
Java 11 Java 17 #l Java 21
Java 17 Java 17 #l Java 21
Java 21 Java 21

Amazon Q £ % IDE 18 Java & :
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« JetBrains IDE H#Y#&E 4R
« Visual Studio Code BN T /EZ=

SR BRI

RIBEET2H , FERELCTAIE IDE FEXE Amazon Q FEVEER,

HERHREXNRERER 0 , BLURERFS LT TRGEH

- BHBERELUZEN Java RARE |, WL Maven BEBREE,
- BWERCELW IDE F£H Maven RIIEE. BBIX1E Maven 3.8 HEFHIRA,

« BHERRF JOK THEAEER , ARFAERNBORAE. flm , HEEER Java 8 BXE , AIFX
# DK ZEER JDK 8,

- BHNERGE S5 P EREBETK.

- BWERCDIERRE , YOIEEIEEN JDK IR, MEFHMER K BFSRPE 2 RELHNESR,

- FNBERTEEFNERLEME LHNER , @BERILEER (VPC) AAZBIBHEE, Hlm , &
NEREESEFELPRPERNENE T , REREE LR,

- BRNERTEHE Java ERPHEAHEE Java UAESHWABRER, Al , mMRENERERT Java &
HRERXBZI , BFEA frontend-maven-plugin #{THI%% JavaScript B , RIEIBRIES KB,

o IRV HEMERE LT EEE Amazon Q AREHRERXIEN Amazon S3 ®FETE. WEFMEENR ,
BRAFEEER AR FH Amazon S3 #1FETHE,

- BEHARENEMSH UTF-8 £t, MRENERARENFEHIE UTF-8 £t , Amazon Q N EFEIR
EHERE.

3
¥

SR2: RELHER

EEREER , FHHEEEAN IDE FATIER,

£ JetBrains HEEHR

B E1E JetBrains PRREER , LAREEEEE THIERNEMERE.
MREHEHEEERFEAMEEN JDK NFESER , IFEEEMEERE.

- BHX SDK - ARimZFERM JDK,
- ERFSER - ERPEAD Java A
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https://github.com/eirslett/frontend-maven-plugin

Amazon Q Developer (&SR
- 1E#8 SDK - ARimEZFEEMN JDK,

- HAESBR - EHEPEAK Java IR,
« Maven Runner JRE - AR ZEEHK JDK,

EHERNERRE
BREEMERIIEEN SDK MESBRERTE |, 7

Hl}
e

(T 558

1. ?’“’\“E’\J JetBrains IDE FiREER A RRBEEREE,
2. E#%J *E@l%ﬂ”ﬁﬁﬁn&o Ev*ﬁﬁﬁ-r ggv*o

a. ZEFHENER DK, FH SDK EW TN BFEHRE,
EEEMENERES  FREEEASEN TN BEEFEE,
3. FATE Project Settings (BRFFMEA) T1#1F Modules (1#1H),

%ﬂm

h

o

a. BHEEHEWER DK, Fit SDK F1 TR FEFIEE,
b. BEEHMLENRIEFES K FRFSERSHTANFEREE,

1]||||

INT|FHMER |, 3528 JetBrains XM EREE R EMEREBRE,

E ¥ Maven :%7E
ZEFE#H Maven Runner JRE , 552K T 5588 -

1. 112 JetBrains IDE FZEBEEWMER , AREHBENINEERFIRIBRE,
2. EREREPEEERE, #17. BB, ARGFEEREIE, Maven, #1788,
3. £ JRE i+ , BEARBRELEFRZEEN JDK,

£ VS Code FEREER

EEE VS Code FEREER , SNERNXBEIETYEE
HERBERRKPH pom. xml &R

- ERBEHFH .java BER

MREBHERITE Maven ZEHRX ATHTE (mvnw BAR macOS , = mvnw. cmd & AR
Windows) , B EENAERNIRE %, Amazon Q i FABSERN , MATEEH M Maven 5,
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https://www.jetbrains.com/help/idea/project-settings-and-structure.html
https://www.jetbrains.com/help/idea/configure-modules.html
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WREFER Maven SEER |, FLHE Maven, MEFMEN , 52 E Apache Maven XHHHNZ
g Apache Maven,

Z# Maven 2% , S HEHFIBZEH PATH 88, WMEHMENR , B2 WA Maven FEZEM
PATH? ., &8 Java runtime BE(tbfEIE[E JDK , MIE JRE, EEMIEWMEEETER | FHIT mvn
-v, BIHEZSEREN Maven iRAFE M JDK BBEM runtime 88,

HER 3 BUAMHAKEARER (2A)

BRI LG FHRIE R B 446 Amazon Q |, it YAML BRI HERMEEYE , URERBESNE
FHRBLER AR, EHEHBREARER  ERUTLUIEE Amazon Q AIRETMEERTHBNE=H
HMEE— MR,

E-FHEGERESNABEENERE. AHEXNRE  MEASEREEAMSEBNILERR
LEM, Amazon Q HENARIREPHTEER , TUAFRENE —FRKNE. NFFRER , F2
BREARREPRERENR. F=SHKERLRREHIFHFRABHMEKRYE K ELXFEEBER.

ERBAE YAML ERPIEEEZARAE —FHEMEM , Amazon Q B JOK F KR (20 Java 8 F#k
B 17) ELRMME AR, B LEE JDK Ak & , fEbs —REHR (17 2 17 5 21 2 21)
FHk 58 = J3 MR

—H Amazon Q #{TRIK JDK Ak , B AT LMBILS —RERRABABE=FHKLE, HE A &
ABVE YAML BRPEEF=FHRKERERAE , LERNEAREIRYBEARE LRKME,

Amazon Q EEERPBRFAEAREMAKMABER, IREEERHER  FEARELC EERER

R, UTR YAML BRAHXERN

 name - KM FBIERNEE,

« description (IZA) - KM FABIERRE , UR AR —EEHE,

- dependencyManagement - @ 2 EH LB EMABERIEE,

- dependencies - @2 EAHRNEXER BRI,

* plugins - BEEA B AHESXBBIARA,

- identifier - X E, /MIEXNNHEMBEKENERE,

- targetVersion - F#&k#& K9 AR AR MRS

« versionProperty (ZH) - BERMMEAMMRA , IZREAREXH pom. xml EEHH properties
BRETRE,

- originType - kM AE—HFRE=7 , 2L FIRST_PARTY = THIRD_PARTY 5%,

wREAR =


https://maven.apache.org/install.html
https://maven.apache.org/install.html

Amazon Q Developer EREER

LT RAMEAR YAML R4 , ARME Amazon Q BIfTHY L EERE

name: dependency-upgrade
description: "Custom dependency version management for Java migration from IDK 8/11/17
to JDK 17/21"
dependencyManagement:
dependencies:
- identifier: "com.example:libraryl"
targetVersion: "2.1.0"
versionProperty: "libraryl.version" # Optional
originType: "FIRST_PARTY"
- identifier: "com.example:library2"
targetVersion: "3.0.0"
originType: "THIRD_PARTY"
plugins:
- identifier: "com.example.plugin"
targetVersion: "1.2.0"
versionProperty: "plugin.version" # Optional

originType: "THIRD_PARTY"

SR 4 BRENEXR

=20 IDERE , FTHUMBREEFER , REHHEN IDE TR TILR, MREEHBER
RENSFNEREE  KrETUERECHENRER. NRERAR , KA IDE RIERER
E. AEBRBEME  FrE PH 2 RELNER M EHIEE,
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® Note

ERABERYE , F28H. BLINBAREEEAERRE. YaNRREReERRR
mRE , Rt EERENMRERER,

FEAREABERIEEANEXNRES A |, FEHEEHN IDE TR T HIFER,

JetBrains

1.

2
3.
4

£ JetBrains FRAMEZEAMWIEE, BELEE IDE PRI EEER,
12 Amazon Q 56 , ¥ ER Amazon Q EHEMN I XERPEIRENERER.,
EHRERAENRBEREREENEER, ®RTHNRNBFEFBRELEARNESR K REBBEER,

Amazon Q B REREFHRARKMEE, MRADRE YAML BEch a2 EAE B ERK
MAMEA | B EZEE, Amazon Q BRBRE  URAHNEER, NRMERS B
B 58 3 BB THRIEE GEA) PARRM R RS S,

Amazon Q FRETER, BN EERFEETRIER LRBEEE.

BRERE  BAUEREBEARRNERNR BEFER, SERAMENR , BT ERF
MEFRCIER  ARBERRZRE. THENERACHEARED  BEERURREER
WMEXBNARBREXNRHNEZERR,

HEEY Amazon Q FMNEE  FRERBEZEUHMERABCHENEE. ENAMEERN
R, AR EERTELURM B ERENER,

HENFEABNAARNEZNRESRNFAEN , FEBRFREARSIERL 2
ERAEREE,

Visual Studio 12\ 15

A w0 b

£ VS Code HHREEABNERR ITHEETHE, BELRSE IDE PREBEERE,
212 Amazon Q &5 , W ER Amazon Q ERBM I XERFEREVERAER.,
£ IDE EiniES5|h | BELEABNER,

R Amazon Q HAFENRBHBEABHRA , ISR TEZEEXNTRE, BEFARBENX
WAV , AR ERBREPREERUEE,

MRHBRETR , F8EA JDK B9 JAVA_HOME &, MEFHMENA , 552 E VS Code &

E

HinER

123



Amazon Q Developer R
6. Amazon Q 2R REEEAFMKUEER, MRECKRE YAML BEFEEEAK B EH4MK
MR |, BRIEZER. Amazon Q BREFER , UHERHEREER, MRBEEHER B
BRI EVHEKRMEARER (ER) PR &L EZH A,
7. Amazon Q BIREITER, BULLE Transformation Hub R5I1EHR I REHE,

8. EMZRE K RBENSERSIEBESHM. eEEENERZRIBARRNENS
BETHRBNEE, EEERURARESREEABNARREBNEZERR,

9. HEER Amazon Q MM E K FBIERBNBERSITR , RRBEES,

10. ZENMSEXNBUMAARNBENRESBRNFFMER , 551 Transformation Hub Li#1Z#43
MEZBEEAMAERE AR EEBETERBEE,

3
i

Amazon Q Developer fIAIE#REXFLAEIT Java FEE HK

A TERENIERTE , Amazon Q Developer SELAHEIRHE YA A ERABRBERNENIBES
B, ERERBCR  CLREMERBEENERER  HATESE8FREEE, HXN Amazon
Q Developer BETLENREEESE K FEAMBNEXRHEEEZ IDKHEE , AL FEEENNER
TeEAMEERNERNENMBMKYE, THEERMHEES Amazon Q MAIEAITERNFRER.

BEEARYRZVEIRGE

AT ERBERENENRE , Amazon Q BEAR L BRELNER  YEL TS ENRHEREAR. BEX
FMRERENEE BFRVEE M.

EXZERME , Amazon Q EEREMNBERETRECHENR , YEVEIRGE K ZAtEEHY
FLEAENERSEAETE. BRETEHRT Amazon Q B ERETHHEERE , TEFWAELK
HRA, TBEABEE  URCEARARHEZRDNIEE, EL2FRUEXBNNIZERE
B, YAREERHEEE,

BIRENT

A THEBREWERE , Amazon Q 8 BEEBTEFRENETE  EXSENEXBHREEE Java
A&, EHETEER K SERERAEABHIENEEYHTRANETIE , URBEEEMES
HEEER, JDK AR T HIEBERBARAF KT B ZRA :

- Java 8 | 17
- Java 8 % 21
.« Java 11 % 17
- Java 11 F 21
- Java 17 % 21
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Amazon Q BETXENRIKEEEE  FLNWENTFEBE Java RAHEZSE. —HBH Amazon Q #1T&
K JDK ##R , BRI AR S - REBBRRAJFAEE =S KN, RNE , BAILE YAML ERF 5
EE=AMEMMERERAR , IR E A AR 5 HA B E A AROE LA i

FHEERNIERE , Amazon Q EERETTHESE -

- RIBERF Java RAEZREHMCEANEXGBTH

- BEAMEXENEZBARZEB R Java RAHBTNERE, ESESTIEXENEBEFRAESN
A A EEMRA :

» Apache Commons 10
» Apache HttpClient
* bc-fips

« Cucumber-JVM

- KEE

* jackson-annotations
+ JakartaEE

+ Javax

* javax.servlet

* jaxb-api

* jaxb-impl

* jaxen

* jcl-over-sif4j

* json-simple

* jsr305

* junit

* junit-jupiter-api

* Log4j

* Micronaut

» Mockito

* mockito-core

+ Okio

HRENE 125
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* Quarkus

* slf4]

* slf4j-api

» Spring Boot

» Spring Framework
» Spring Security

» Swagger

- AR

® Note
FERABERPEAMRE L AHER  RAAFREEZERBENRRBER,

EAMRETFRERENR

FEEHE , Amazon Q EEENAEIRZPHATRERE. Amazon Q 2R MAIRRIRETZ @S RRK
BENERNR. ERELSRZE , Amazon Q EREAREEIELNAMIRE | LEEILRFEHFTH
MNEE, AREABSERRARSFR , NEESIER,

FHBRHNWHERTE Amazon Q TR EFRABERNAE , FitinERRBERENERXR. 5
TREAHBREPEE Al EREABHENREEAREERE , Amazon Q ERELEREELER
B, UHRE L8R,

REEREELESEE

BT , Amazon Q ERHEMREE  HPQsHMHBENFAES  SBREEENKRE , &8
HIENBEEREEE AR, EUTLURREZERRHE , T HEH Amazon Q EEEABREH
BERABNEM—EE,

BNEEROSERIETRENEEE Amazon Q AT AHRERREKMBENEEZBNER |, )
RAERGBHTETNEAEMGRE,

REABHRBHER  LKAULUEEREERBTDRE Amazon Q RENEE. Amazon Q BEMEMRER
REERITEHECEINERER , ECEZBFRIL, BRTAER  BRENEXRBTE 30 X
REM.
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5T A BB 20 B Th HY 5 4

REEABERNERENMETE , TSRO NERNATER. ERT , Amazon Q REEHE
RERTHREEERIEABES, EUERLT , ELAFHEFRERNERERR , T EETNFE
SRAFRE,

AT HBEBRHEHBEREE , /0T IDE A Amazon Q BIX, &L ER Amazon Q EILE
HER K WREFNWEXBRBREE , flUiFEEHER. SO ERSEFEZNTEEREED
B BEZERMARE , ¥—XHEBZEERNES.

£ Amazon Q Developer Ei#t Java FERRZX P ARHEL SQL

IDE AR IFEIRA Amazon Q Developer VIR A B E A AR SQL B AFER AWS
Database Migration Service (AWS DMS) & Oracle % PostgreSQL E#EE#,

AWSDMS R—REERERK A TRECEBHBXERE, ERER/M. NoSQL EREMHMBERNE
BEFERIE. AWS DMS #1y DMS #FRHRER G AERTERAE A EENENERERZBHRTE
MEXBYH., MEFMENR , FSEAWS Database Migration Service ( FEHEIERE) PHRMTER
AWS Database Migration Service ? ,

E&EHA AWS DMS 7l DMS #FR R BRREBERNER , AUEFEKEARIPHN AR SQL &
BAEBEEENEHRS., B LE IDE A Amazon Q BEI#TER L MAEFEEH, Amazon
Q€ DMS #EEAERMNPEER  KERAEAPNRE SQL Bt AHE B ZER EHEETNM
R,

B &I , Amazon Q A LA Java ERERXFH SQL , L& Oracle EREBEZE PostgreSQL, R
L ERAREREE Oracle SQL IR , AR LT IDE R EFER SQL BXNIBHNIRIE, WEFHAE
A, BSEERGE

SR BEEER

RIBEET A, FRELETAIE IDE FEEE Amazon Q FEVEER,

HERBREAREREHLOEST SQL B 28] , BUREFE U T KREHS

- BWERKEBREHR SQL B Java EARX# Oracle EREBEE PostgreSQL BRI E, BHWEAREN
MBS E Oracle SQL BRIRR, , FeEFESEHIBNERK,

- MEBSERMER AWS DMS B AERRERERNEEBRANER., MEFHMENR A B2
B (BEREREIERE) DIEH DMS E@ i RERE Oracle ERIEBEZE Amazon RDS for
PostgreSQL.

. EBHERAEBHRTHRE b RO DMS AWS FEATHEBRERER,

%

\
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SR2.BREEAEX
EEEBRBNWAER SQL BRXE , 8K Java BERMAZTLEE—M .java BXR,

MR IEEA JetBrains IDE |, BIXE#E TEREHE, REFPH SDK BUREABEAMN JDK, MERTE
TERFER RENHEBENR , 5528 JetBrains WHFWEREELE,

HER 3 EitER SQL

B2 Java BRABXPHRAE SQL X REMRKE PostgreSQL B RER EMARAEN |
HISER

3

ERT

1. EZR% Amazon Q FIEZW IDE # , B ELFTEB R 2R SQL 1 Java BRBFEIK.

2. 1##E Amazon Q ElR AR K E R

3. TEMXEMRFER Amazon Q BREHWEARER.

4. WMREW Java EFARENFE SQL BEMWERK , Amazon Q ERREEZEHTNERER, W

A SQL conversion,

5. Amazon Q 2 7& , LEEM Amazon S3 HEUWAEBHAPEERER, £HX+ , Amazon
Q ERMUEEBERWIET.

6. Amazon Q ERREFRMITEANR SQL WER , URERNERBERER., EPXERF , #£T
FMRDEREEEENER.

7. HEFS Amazon Q RRER EFBHEAEIRNFEEA ERER,

8. Amazon Q ERHKRERAEN SQL BB, EEBETETEL Y ENRRE.

9. Amazon Q B SQL BXHG# , SREHEEZERS , AP I SHERFHNEMESRH. REZEH
WEE K AREIBEUEHRELR.
Amazon Q EERMUERFEE K HP S SHMHEENFMEER.

10. EFEXE% , IRE AWS DMS & |, BRI SQL HEBHNEREHER.

£ Amazon Q Developer i 5| L EiREXTE

AT LAE A Amazon Q Developer in B 5@ TE | i SHERENERAEN., EEEHHRERS ,
ERHEFHERXBAEAMEHERERNEE , Amazon Q 2T —RISTBERELEFNERNGB, £
EEHRIBED , Amazon Q BEENAMIREPEBRERE  UREBEE, WEHFHEN A F2EELX
BREPEBERENR., Amazon Q BELANRBFERREUFINS X , YEHEERENBEE, Hfix
K% , BALKIZEHEREs P , UEBESHREXBEES,

EERAET , FREGTIIELETE I RE K AREEREVNRMBELNG T,
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£

- EXRHIREPEBERENXR

« f£f Amazon Q Developer £ &% E#TE#R

- oy EHNERETHRED

« Amazon Q Developer @55 58 #: T B iR A< FE & 50 8%

EAHRIRHRERE

FEHEBRHAE | Amazon Q EELNAMIREFPHITRERE., Amazon Q BERREFHETZELERER
HREWERT, E8EFE2R , Amazon Q EEEXNBEEZTENAMIRE | UEBREWRIFEETH
WEE, RAEZEAFSECFREE , UBEEEIR,

AERIZPRER TR Amazon Q BITEBEFRARERNAE , it REEREBNEXR. A
TREAHBEPEE Al EHEABHENREEAREERE , Amazon Q ERELEREELR
BE , UHERE 2R

(® Note

Amazon Q BRBERNHER. RUNAFHNTER, ATHER S  BRESEMREFES
SENH, REBELNAE , - ERBEASEXBOINENRS L,

=)
4

ﬂl‘l|+

MEHTELGTNELIER , B2 £/ Amazon Q Developer £ % E#ITEH,

EREE#I[E Amazon Q Developer B¥ A RETEDERE | FBHT

i
kg

qct configure

ZEMREHRLGET Java Ak , BRIT T AW, ¥ <your-source-java-version> , &7
Ll A JAVA_1.8, JAVA_8, JAVA_11, JAVA_17 = JAVA_21, &% <your-target-java-
version> , S8uJLAE A JAVA_17 = JAVA_21, --source_version # --target_version &
BA, --trust EEAEHTERNEREXERS , UEELTS M,

gct transform --source_folder <path-to-folder>
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--source_version <your-source-java-version>
--target_version <your-target-java-version>
--trust

BEMABIRIIELT SQL Bt | FIIT

EREECANBRNG T TERE,

gct transform --source_folder <path-to-folder>

--sql_conversion_config_file <path-to-sql-config-file>

s

AT -

qct -v
EENSEIREGE , BT

qct -h
EEMAEREBELLE  FAT

gct history

MERENEEERIRELCHENFEES , F20 £a 00 LRBEBEL &,

& Amazon Q Developer 55 5l L # {THE

STRATHE , LUMEA Amazon Q Developer w5 TEE S EERERE,

T RMRAF

HanwH LRBERCE , MAFETITREY

MRIBEFK Java BRBRA , BHERBER/FFSHEH Amazon Q FH4k Java WA B 5 R 4o

- MREEEE Java BRI AHE: SQL , EFNEAEXEFTSER Amazon Q B SQL B9

TR

. BHTTIIRECLZE Python, EREEBZEGSIIENSN. RIEZEMAS Python 3.12,
« BETE macOS = Linux E#ITE#,

AR KNS 2GCB HED,
WMRIEFEL Amazon Q FHRBFEMR MY , AIREREMKEARESR,
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TR BESRBHEAMHEHT

SET LAETT IAM Identity Center S8 , AEED T LHTER, BELEBEENTT,

® Note
BRI LHTHEBRTXREFBE SR,

iR

BRI R 1T B 9 B A Amazon Q Developer ] BIMHEEE IAM B % |, R BEEEGSY LHITHE
BT, BEETZH , BREEEN IAM B2EE AFFERAEEG DY LHTER PERMFT,

i#iB Amazon Q Developer ;7B [E IAM Identity Center ¥ 1T & 7 5& 5%

ZZ [ IAM Identity Center #1T B 7 5E , BN EBENEKEUETFEHE S 25 E Amazon Q
Developer ¥ 15X , MBZXBRERME URL F8EEBEIEETE P RBE. ERENEEETUE
Amazon Q Developer &K FIE URL, MEFHFMEEN , FFSH SHAE URL U E Amazon
Q Developer £/,

111}

HRMELEWNFT , FSE FEF .

BRI SR 4 REMS D EE FRERME URL.

HR2:ZEHTE

1. T % Amazon Q @5 % 5l T B DA 1T 8545 36 R BR AR
=]

EETHEMSTIIE  F2H RAEELH.
2. EMEBEMER Python REERRERZETERE, FEEVERKRER
By B 8P BRI IR E -

3

EEERKRTEIHIT

python -m venv qct-cli
3. FERAERRE , FH97T:
source qct-cli/bin/activate

4. BFEEGTILRERTE  FREENEMER BT TIaTELTESLE T EEREATERNR

®

wREAR =


https://desktop-release.codewhisperer.us-east-1.amazonaws.com/amzn_qct_cli/amzn_qct_cli-1.2.2.zip

Amazon Q Developer EREER

Linux_aarch64

pip install <path/to/unzipped-tool>/Linux_aarch64/amzn_qct_cli-1.2.2-py3-none-
any.whl

Linux_x86_64

pip install <path/to/unzipped-tool>/Linux_x86_64/amzn_qct_cli-1.2.2-py3-none-
any.whl

(® Note
MELERABENH ST TEIRARTER | 5545 1.2.2 RRABATRIRA,

5. %EEE=‘\IE<E§§ )

2
s

21T -

which gct

HER 3 BMARKMABRER (ER)

RS R M FHRAE RIBHAE Amazon Q |, It YAML ERFPEFHERMBMY , ARERBEFE
FHRBLRAR, FHEREREARESR , ERATLIEE Amazon Q AIRETMERETHBRNE=7
MEE— ML,

E-AHEGEREENAREENERE, AHERXNRE  mMESLEREEAMSEBMNILERR
EfEM. Amazon Q EENARIREPHITEER , TUFRENE —FRKNE. NFFEER , F2
BREAMREPRERENR, F=SHKERLREHIFHFEABHMEKYE K ELXFEEBER.

IERBAE YAML ERPIEEZARAE —FHEMEME , Amazon Q €7 JDK F iR (20 Java 8 Fik
B 17) BELAMME TR, B LELE JDK ARz & |, FBts —RE®R (17 217 5 21 F 21) A
FHRE=F KM,

—H Amazon Q #{TRIK JDK A , B AT UMBILS —RERRABABEE=FHKME, HE A &
ABVE YAML BRAPEEF=FHRKEREMRAE , LERNEAREIRYBEARELRKNE,

Amazon Q EEERYBRTERERKEABRER, NRECVERRER , FLARELC ERRER
R, UTR YAML ERFPHSERN
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ERAEER

name - MK FABIERNE B,

description (ZH) - KM ABIERMRE , AR AR —EEHE,

dependencyManagement - @& EF RN HEKENMABERFE,

dependencies - B2 EHKENEXER BRI,

plugins - @8 EA BN INBEXEBARA.

identifier - XN E, HABHEXREMBEKENERE.

targetVersion - FH#& % K9 B 4k M RS,

versionProperty (#) - B EZ W MERA , IEEAERH pom. xml #ERHH properties
BEATERE.

originType - AKIEBE —HHE=7 , Ll FIRST_PARTY = THIRD_PARTY 5%,

LT RAMEAR YAML R4 , ARME Amazon Q BIfTHY L EERE

name: dependency-upgrade

description: "Custom dependency version management for Java migration from IDK 8/11/17

to JIDK 17/21"

dependencyManagement:

dependencies:

- identifier: "com.example:libraryl"

targetVersion: "2.1.0"

versionProperty: "libraryl.version" # Optional

originType: "FIRST_PARTY"

- identifier: "com.example:library2"

targetVersion: "3.0.0"

originType: "THIRD_PARTY"

plugins:

HinER
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- identifier: "com.example.plugin"
targetVersion: "1.2.0"
versionProperty: "plugin.version" # Optional

originType: "THIRD_PARTY"
R4 RENS DRE
B A %M 1AM Identity Center TS 7 5F , WIRHEBBWEARFEENR , T elBER,
1. FEMBBRERER , ST ST

qct configure

2. RHEERFEHASEIZEN Java REBA DK B, BREEEE Java EAERNRRAH
JOK B8 , THRIETE B ERA
3. &M IAM Identity Center 1T H 2B F , RMEIRREE A Amazon Q Developer B3 75 57T
BIRREEHYRLE) URL,

el I‘-H
%

RE WALZITRAWS EE B , XU T : us-east-1, NEZENEENBZE | B
BENhE, MEREHAKEE  F2H (AWS —®2E 5f@) PR EFRE.

4. BWHERERRIEFERERFFTZE configuration.ini 2,

SH X

SRS PITER
BESEHTNERER  DEFMENERBNGS,

(® Note
ARZEERABERNERMNE LA EER , ISR FikiEZEERENMRIER,

Java upgrade
S REHETE

# Java RAFHRHIE , Amazon Q EELEIRGTE , HEEBMRMAHRZARE, BTLLEEFR
HITEBETTHRE .
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Amazon Q Developer (&SR
« Amazon Q feFtEFR T ENBFEARMLERENXE
- EHIR®
« {EF#Rk <dependency1>, <dependency2> F <dependency5>

« FFH#k <dependency1> = <dependency2>
- EFHRIEXER B ERAE
- EHIRTE
* 7% <dependency> AR ZESLhRAS , M3E <version>
« Amazon Q FE#1THRLL S ER
- EHIRTE
- EXREIR -7
« FYMITHER 59
- MEEARNEMBEKNYE (FHRERFH JDK IRAKS H HIER)
- EHIRTE

- B <dependency1> R ZE <version2>

FH#% Java BB

1. BT TGS REEERIEST Java il #§ <path-to-folder> IRATEEERZE
NBHER KR |, WA <your-target-java-version> B{8A JAVA_17 = JAVA_21,

gct transform --source_folder <path-to-folder>
--target_version <your-target-java-version>

Htrin£i1%1E -
- MREBEBEEEHARPHEMYE , FEF 8 --dependency_upgrade_file BIEN B EHMK
A RE R,

- MEBTFEEMEAREFHNERETE , TH# --no-interactive EEHEESRS. Amazon
QFEERERMUEBIIENERLDE  MELIEHEBEREE,

2. 188 Maven IRASEEBREKRCAIBRE. MREZVEREIERSE , ISFEITI@EL

Running command: mvn --version at: path/to/current/directory
Your Maven version is supported for transformations.
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4.

MRELZEZEN Maven WA |, AIMNBESHEERFEEEBE, WEESEA , 2R LRKE
#o

WMRIBARFIE --no-interactive HEE , Amazon Q R R RHAEHRERTENZ RO
(B, BALARNBEAEZSRPEETWEE | MR Amazon Q AIXELRFERNWEE  BlgE
HEtE,

Amazon Q HRETER, cSEBREEREBEPHHAREETR., THE , Amazon Q iR
mEERER HEMNMEEBERNERE,

FR#BOERNBGERE Amazon Q B HFH 2 X, Amazon Q RIBEHIT qct
configure BFFTMIEE , 2R —RZRXNERERE,

MRIEHEFAR Java RERIITE —REHR  FELERF - REBBRZBENEE D XD HEE
BoRER,

SQL conversion

ERBzE , ERELCEE #H Amazon Q Developer B Java BN FAIAHE SQL , AT
fR I FE B B Y SR SRR

1.

ERERAER SQL , BHLRLEY YAML 5 , EFEE AWS DMS SRR E R PSR HE
AP AR ERE RV R

UTRERMENER :
schema_conv_metadata_path: <path-to-metadata-zip-file>

T T oS REAEEREIT SQL Hik, % <path-to-folder> MV ABELEEHR S
EXABHERRER , Wi <path-to-sql-config-file> BRABELSE 1 RERIMW
YAML EREE,

gct transform --source_folder <path-to-folder>
--sql_conversion_config_file <path-to-sql-config-file>

WER Amazon Q EERNEBERPEERERPHRIZEEERELR | SE I EERIIZHER
FPEBIERNEE, EEEZAN SQL BRWEBER , RBEFHMWNL schema: <schema-
name> ¥ E YAML X,

Amazon Q FIREITEE, TEEREERBREPEHREERH. THE , Amazon Q St
WHERER, HENERERNEE.
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FHRBENEXBAERE Amazon Q BYHNFH 5 Xo

EERECEER
B LGEFREFHECE B AN BIRER, SUNEFERERRE 12 /) , ARBIREENT.
HEEFREUHEAREIRER

1. fE CLIA&IRH , HTERE LM CivC,
2. BREETEAIEBA,
. MRGBEEEABHRES  UBA L ETLEA T QCT 57 12 M RARERS,

TER , UEEREBEMR - "gqct transform --source_folder=</Path/Given/
Originally/To/QCT>",

- MREEFUHRABEREH , Al 2,

B 5 LAV EIRE TR

LARE AT 3 Bh 8 & ¥ Amazon Q Developer Eap % L EIRERARERE BNEBEETHERD

o

1

RITERNEEAERREMNERE ?

MREEIUTHER  RIECFEEFTEEAR S 2 BREBOEE AER

Refreshing bearer token

('Error refreshing bearer token due to: ', InvalidGrantException('An error occurred
(InvalidGrantException) when calling the CreateToken operation: '))

('"Error getting bearer token due to: ', RuntimeError(('Error refreshing bearer token
due to: ', InvalidGrantException('An error occurred (InvalidGrantException) when
calling the CreateToken operation: '))))

BERALER  FHT TS
rm ~/.aws/qcodetransform/credentials.json

BRBFHEBERRE , BREIT qct transform UEFHBEE#,
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RUTBEREARMRANG T T

M

BIEETEHMRNS I TEETER  RRERNEEAERTE,

EERRECERARFRNIE  FTESHNRA. REBBENERESE ST TIHTELITESLET
B R BRAEFTE R BRI

Linux_aarch64

pip install <path/to/unzipped-tool>/Linux_aarch64/amzn_qct_cli-1.2.2-py3-none-
any.whl --force-reinstall

Linux_x86 64

pip install <path/to/unzipped-tool>/Linux_x86_64/amzn_qct_cli-1.2.2-py3-none-any.whl
--force-reinstall

(® Note
MELERABENG ST TEIRARTER | 5545 1.2.2 BB TRIIRE,

Amazon Q Developer 51 | 8 {2 T B hr < FE £ 50 #%

AARB T HIEF , LT # Amazon Q Developer a8 55| B T E BRI MIB ERANFEETN. KT
SRERANTRES. 1T HPMRAKREE.

RN TN EN

1.2.2 ( &¥#) 2026 £ 2 A 26 H B AWS B 5T {EiEE
i@ E#EE QCT CLI, Eifady
THITHRANF LW EIEE
Ro ¥HY --skip-banner FHEAE 3K

R mE

1.2.1 20259 A9 H E# T Maven ZEIEAE |, LAAN
ABER LEBHENE -7
X POM
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A< W7 B HA MR A 5

1.2.0 20258 A7H iR T R AR LR A
Maven Java EREHEEBRE
4:05-%: -5

1.1.0 20257 A 218 SRNEERERENNX
B,

1.0.0 2025 % 6 A 27 B WRIERTITECLHEH

i, EXEFEB 1AM Identity
Center AWS # i Amazon Q
Developer Pro §TB#1T & 2 8
F. M THEMN CEHRE)
EiFHPETRNZE,

2025 6 A 6 H IR R EAREARERI
RYERGTEHETERNI
=

o
o

o
N

2025 4 A 16 H SREREIE , ATBREEE -5
MEENEAEXRENITE
BRI EE,

2025 % 3 A 13 H ERER IAM #1750 BE
B, TEHEZRM AWS B
W, ERSEHREE , Ik
& BRI S ERRE,

o
RN

20252 A 28 H TEEB BE IAM NXE
AWS CLlI,

()
(&)
(@)

o
s
—

2025 %2 A 17 B EIESRER , LB EWARE
Amazon Q Developer 5T B

AWS Bl 2 HXZE,

20252 A 14 H TIEH Java ERRBERXARE
Java 21 I #&.

(@)
SN
o
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RS FRZ B 5 ARA R RE

0.3.0 20252 A 12 A BIEHE Java EABRAPERRK
# SQL K% &.

0.2.0 20252 A 3H BIED ZEZRHRE
Java BB X &E.

0.1.0 2024 £ 11 A 27 A IRRA, BIERED T 5 FR
Java BB ZE,

BREREHEELRE

Amazon Q R# TR Java BREKELICHME , TR EEHNRE IDE B 5 AV EIRER,
BIERERCHEIE TIEROMEBER

- BH - BIRERMRAT

- EXEE - CERENEREE

- MREE - BIRERA B BIARE

- FERE - BRTRATEEE

« 1£%% ID - BRIV —BBIRF

- ZEBAEN - BErARABEENSRREZESHEAERNERIRE
- BE - 2B EFEETNERFEERNERIBE

(® Note

RERDIRERTRITHNERISEIEREEHPREME. NFEIERTAS
{Amazon Q Developer £ & ErR) 4R E 58 8%,

s
¢
dn

£ IDE ARig iR E R sh 5T 8%

(® Note
B BIiEE ThAE R #£ Visual Studio Code #1214,
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Visual Studio Code # Y Transformation Hub 12 7 5T 2 H Java BR{E K E S MR,

Transformation Hub R REHIHIB X 30 RAKIEH 10 EEBEE, RRESD | S FEEERRK
MAMEHRBEMCLR , LEHEEYERESHRONEm.

AR AR m

BRI REBELRERFINERNR , fINZEEHEANBEER, BEEEMNER , Ui IDE
FRBMERIHE,

Mm@ FEERHE aws/transform B &% , RSB I IFEEM B EEE THNBIRE D,
ENEEEHMRE

BRI RERB LRGSR ENBEEKRE. ENBERMNER , SUERM MRS WES 7T 82l REE
IR BRAT R EHTRRE (H1A0 , £ Amazon Q RESREBHIT RN ER ), EhAUERBEC TR
E% , LT E AR R H B A m,

{AI gt IDE REITHEBRFEBE L&

¥5A Visual Studio Code , FTEERIBREANK AT SHBEEELSHMN . aws/transform B &, &
FEZEEERSRNT

.aws/transform/
### [project-name-1]/
### [job-id-1]1/
#  ### diff.patch
# ### [summary-1]/
# #  ### summary.md
# #  ### buildCommandOutput.log
### [job-id-2]/
### diff.patch
### [summary-2]/
#  ### summary.md
#  ### buildCommandOutput.log
### [project-name-2]/
### [job-id-31/
### diff.patch
### [summary-3]/
#  ### summary.md
#  ### buildCommandOutput.log
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v 5 LR R sh R 8%

R T I LR | qct history 87 % A A BT EHF SRR E £,

R CL, BMEBELLHKET SR FESMEN . aws/qcodetransform/history/ B &,
£/ qct BERC&ES T

BREEREBELCHENERG TS

gct history

RBHER KR TERRREN 10 BEREHE  UREAEEIETHIHES.
BT LER -imit EREEERTINEBELREKEB R Flm , HEET 20 BEH , FHIT

gct history --limit 20

Java Eif AW EZ

LA EA A5 B8 &+ ¥ £ Amazon Q Developer Bt Java ERRERAEE RNRBBEETHRERD .
&

o AftEE Amazon Q BELEBNER?

s B ERN Maven T EXK ?

o WA Maven T EHRMN PATH?

« AftEE Amazon Q BEEEBRNERG?
s BTERNEIRERIB 55 pERAK?
s RTERELTRERENERE?

s MAEFREXBERAR?

s WARBENEREHE ID?

A Amazon Q X FERNER?
MBREHNEREELY , JREERATIEHA—ERE, FSREE Amazon Q FFTE FIEERVEFE

£
ES- |
- RERAND
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- 7£ IDE R ERERE
- AAFFFEL Amazon S3

HERE R AN

ATERENENRT , Amazon Q EELEERMM , HP IS LN RAENR, ERBKRENERHA
bo BIMEBNWERKMA/NLIRA 2GB, MREWNFIEERKmA/NMEBANER | AILERRESR
MRS, REAERBPINER, SUUERARERAZPIREEENRERNHAN. UFEFAE
#, FERNAFEENFERAR?

* IDE ERENRERE

ATEHRERE , Amazon Q EERHKm L EERBEHEEN Amazon S3 REFETE., LEBESRE
FA SSL = TLS BFEREI Amazon S3 EE IDE 2 BB, MREFERREMRERSS , RERRIZER
B SSL = TLS BV AZEE , B8 Amazon Q EX LEEZNER,

MRERINRREFBEMABNER , BUTRFEERER IDE IEXRREEENER  ERHM
RIEERE

® Note

MRSV AEBHNRERRSFEHAERS  CUESEDEEERENEE, MRETHT
JIREBRENEFRNBLEBE  FHEENHERKREESR | BRETR IDE B Amazon S3 #
‘h_'ﬁnﬂo yu$n¥%ﬂiﬁnﬂ nﬁ 2 ﬁ)bnq:ﬁﬂy Amazon S3,

1 JetBrains F R ERFH

£ EERTERM JetBrains IDE Java BT ERIIRE (JRE) FEESERERRIIEHARN SSL = TLS B:F
ARG SSL 2R TLS BHEEA JRE MY cacerts %, cacerts £EHEE HTTPS M SSL &%
S ESENZETRER K IRt JREZEREN—r, EEEBARRE , B TIER.

(® Note

BMEBEEB K cacerts BRZBETRG , AR (HRBIRERL S ERBLR
o
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1. ®EE JRE 7 cacerts BERMWE R, JetBrains IDE FEMBIAEE JRE H cacerts RN , B
RIAMEERIZFIEMERH JetBrains IDE A4,

UTRERERERMT cacerts BRMBEHL, BELNERRBKUAESTEHH,

® Note

<JetBrains Installation Folder> R§% % JetBrains EMATEMN B &, L H &
BERELRRIBRERREE,

jbr ERIFMA K JRE B JetBrains IDE HE , EREAE JetBrains IDE £ A M ITiE#Y
2 E JRE MRS,

Windows

Windows L& 2 JetBrains IDE #9 cacerts ERERAE :
<JetBrains Installation Folder>\jbr\bin\cacerts

flan |, MREH JetBrains IDE B E| Windows EIFERALE |, RIERATEER -
C:\Program Files\JetBrains\jbr\bin\cacerts

macOS

macOS L% % JetBrains IDE #Y cacerts fEE2REA :

/Applications/JetBrains Toolbox/<version>/JetBrains Toolbox.app/Contents/jbr/
Contents/Home/lib/security/cacerts

Flgn | MR IEAE JetBrains IDE Z2 %) macOS EHFERMNE |, IR AEER -

/Applications/JetBrains Toolbox/2022.3.4/JetBrains Toolbox.app/Contents/jbr/
Contents/Home/lib/security/cacerts

Linux

Linux £ PFZ 8 JetBrains IDE B9 cacerts BEERRA :
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/opt/jetbrains/jbr/lib/security/cacerts
2. MELBFEEA cacerts ERNEFE, BEERNEIEBEER .cer, .crt & .der, NIRE
TREEENEMLRE K FHBENHEREES,
3. HBBEEA cacerts €BERE. EALUEHA Java keytool pHHETEERE,

a. FRBTRRZTEBATIGTS

keytool -import -alias <alias> -file <certificate_file> -keystore
<path_to_cacerts>

b. #¥ <alias> , BKALALEEANBRNEERE  UHRESE, EFEAER,

c. &H¥ <certificate_file> , BELEEAZBENERE, KERECEZESIEREN
.cer, .crt = .der EERENKEK,

d. &¥ <path_to_cacerts> , EEZLELE 1 BFMW cacerts *REFHNEERER, ER
LEEABENER,

flan , MRBEALZEZ A my_certificate.cer HRFEA Windows L IntelliJ IDEA FRFTHIE
JRE 9 cacerts €8 FHE , W EEARIFEMFIAE myalias , AT AIRER :

keytool -import -alias myalias -file my_certificate.cer -keystore "C:\Program Files
\JetBrains\Intelli] IDEA 2022.3.2\jbr\bin\cacerts"

4. EEARFHE  RRSRTEHAESRERERR, cacerts TMENENERERR

changeit,
5, HMITHTR , RRGERLEEEBR. FERTBIESZFELTHEA , F@A yes,

6. BRT JRE 25\ , BRI EFERBREMNEE IDE X5, MFEFMER , F2E JetBrains XHH
B A AR 2R B R

1 Visual Studio Code F 2 ERFHE

HERE Visual Studio Code FENERMRARFTEAN SSL % TLS BE , FRELCRERIHKHE
THIREERE.

1£ macOS L E%E Visual Studio Code FHIBH

£ macOS Lt A Visual Studio Code 2 E Ty ERE,
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EBEHIEE macOS 82E

BXARKRERRBEANBRINMNEE macOS REE (BFEREREEN). NEERKERMEERZ
BH&EN , 520 (Keychain Access A EEM) PHWEA Mac £H Keychain Access #5487 #1i8

ERE,

Z 84t Mac CA VSCode ZE{H1&E4H

Mac CA VSCode ZE{H1E4H A3 Amazon Q FEUE %18 E Mac L Keychain Access V&

BERRIEREE

1. 7£ VS Code ZEHEHEBE T IE S mac-ca-vscode , REBBIEFELRE,
2. EHE VS Code,

£ macOS E¥E#7 VS Code R EERRE
B TAERE , BREALEHNAREEREE VS Code,

f£ VS Code HBIRRERE.

EEE5P , WA proxyo

£ Http : REHNLF |, FEEHKE URL,
BUE 4 Hitp - {RE &M SSL.

£ Hitp : REXEBETHRNFER , BEBRK.

£ TRRE, EBE T WA http.experimental.systemCertificatesV2, i#H Http > &
B RIRBRE V2,

S o

1£ Windows L% Visual Studio Code H B H
1£ Windows % Visual Studio Code 2 E FHIIERE,
1£ Windows L #i8 BRRIEAESENEERE

AR ERRREANERE , FTEE Windows LZEENRBEREENVNTHRE (BFLERERK
). BEMEBE , FERTIERF

1. BEBEBESIER "#i17.) HTHRE.
2. B AT 5|65 LABIRK Certificate Manager T & :
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https://support.apple.com/guide/keychain-access/add-certificates-to-a-keychain-kyca2431/mac
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certmgr.msc

EEZEENREREREENENE,
RAERARE-TER 6 BEMAEIE A AREBEEEA
KRRUENIEREARERR.

EABRER  FHEIABRIECHE,

o o b~ Ww

ESEANRAEEREENENESY , ZW FEE. ABERARBR—TEHIENER K RREEE
M, EREART , RALRERNAEARREEASCDEIVREE,
Z 4 Win-CA VSCode ZE{HiE#E
Win-CA VSCode #E{#iE4H 7] 3 Amazon Q FEUEH 8 ZE Windows RZETHRBRNEBR.
EEREMEMELR -

1. TE VS Code X EBEHXH#E S win-ca »
2. MESEATHRBEAH | BEM I,

1£ Windows ¥ #7 VS Code HHIIBERTE
EFMTIERE , BREAZNWNREIERERE VS Codes

1£ VS Code R RHRIERE -

EEE5P , WA proxyo

£ Http : REREUH , FEENKIE URL,
BUE 42 Hitp : X B&H SSL,

£ Hitp : REXETHNEED |, BERK.

£ TEREL BE%H , WA http.experimental.systemCertificatesV2, #H Http > &
B . REFEBE V2,

EH#E VS Code,

o a0 bk~ wDh =

N

AEFFFEH Amazon S3

HEEBHE , Amazon Q B ENERT L EERBEHEEN Amazon S3 REFETE., MRENWRENE
1814 R ERE Amazon S3 WEEUE , Amazon Q S #EZ FEENER,
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https://marketplace.visualstudio.com/items?itemName=ukoloff.win-ca
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A TR Amazon Q BES LESRHNER | FRESNNREBHARMNE MM T (4§20 Data Lost
Prevention (DLP) BUR) & EREB AFEE Amazon S3, BAREEEZEE Amazon Q L EERME
M Amazon S3 REFETBMAAIIEE. WEFMEENR , F2REIARFIEFER Amazon S3 f#FET
# URL # ARN,

MRBEB|ARER | W DLP B E MM T REREH Amazon S3 ﬁ%’f?%ﬁ%ﬂ)\ﬁ:ﬁ , Al
EEBERMT A AR BRI EY &R E LRI LB, MRBBIETEHEEITEMARIEE JT%‘E%“%
EEBE/NWESR | Amazon Q FTREAEAE &,

B ERN Maven s Sk H ?

LT BEBA[fE=1E JetBrains # Visual Studio Code IDE & 2|8y Maven #HRERIRE, MR BERFEE
ZBMMEE Maven #5588 , RRUREREHNEREREE, FARRAFPHNEARBRERNTIREAE ,
ARBZERBXRXEBRER,

1£ JetBrains 1 E # Maven #H7E

MBFE JetBrains A Maven HHBEMEHBRAM , $1TR3I BB L RWRHBAR. AR
it ERFRARRE, ST RETEBEMR — LR .

- BELN Maven TRBREAEN, IENRTE  RAEZEREE. H17. FBER, EREEIAE
B, RE R Maven, £ Maven TR ETH R BFEF , BEEH,

- BETE Java BIITIEERIRIR (JRE) EASMER JDK. AIERE , ARREFEE. 817, HBER. B
B Maven MEFHITER. # JRE THXBEF , BEFERER JDK,

- ECEA Maven, RIERENZZENEHEN, £ S Maven , WEE Maven A HER, MREE
PR AR | R ERIRM LA Maven,
£ Visual Studio Code R E# Maven #HAE

RE VS Code # , HHE Maven S TREEMAY , S HRARHN XN FERESENRSIRRT
FR. A BEPHNEFARBEREE.

BELCSHRE T HHP—EZEE :

5

2
TLERNERBERRFITE Maven 2K
B8 PATH £B Amazon Q X/ Maven hxZA<

[ ]
5

MEFHMER , F2ERANTH Maven FEEIRA PATH?
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A% Maven FTiE8EFKH PATH?

ZEE VS Code AEBIEXBEMAEA Maven BEEK R, , BABELRZE Maven , WAEHFIEE PATH
2E,

EEREEECEMELSE Maven , 557E Visual Studio Code 2 AFVER R FKEH P EIT mvn -V,
TEZEE DT EEM Maven IR EH .

MR B ZTE Visual Studio Code RimEEE K MARELNEXRFARE , IR2RTHGS , X~
REEH Maven FiEZE PATH,

ZEA Maven FI8EEH PATH , BB B IE RETT,
macOS
ZE4E Maven FI8E &M macOS PATH , FZK T AL B,

1. S2REH Maven R HE , RELE Maven FIENERIR | IRHEEZERRHEE,

2. HEHRBEWNREIIFFRK Shell WHEREBER, IEH macOS AR FEEL Shell & zsh , BFE:%
HEREE RN ~/. zshrco

WL TTHBE/HERERZWES, & M2_HOME WEREALES R 1 PEFHERE :

export M2_HOME="your Maven installation directory"
export PATH="${M2_HOME}/bin:${PATH}"

BTGB AEREREFEMYE mvn 5,
3. EARAFTEEERRKRWAE , M ERMAE Visual Studio Code H11TEE
4. FEEME Maven BHIEEEH PATH , BERBFHNEXRERE , THT TGS

mvn -v

BIEZEE T2 ER Maven IRASHI B .

5. EHIEH Maven % , EFHEE Visual Studio Code, L AL EEEHMRMEEIE. BIBGH

B Visual Studio Code & #IT AR :

mvn -v

HinER
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BHEELSER 4 PWHEHAAR. R Visual Studio Code B ARE , BFER THIR/E , LLEE
R EEEERS

« ¥£ Visual Studio Code R &E R PATH 28, IDE EMHREHTTEESE R PATH , AmER
BB A PATH 28T E, MRETELEMER , HGHK PATH RBER,

« ## Visual Studio Code HEYFEE% Shell, TRERES zsh LUISKE |, FHEEH Shell E
BLERLSER,

Windows

ZE1E Maven Fi8 Z &/ Windows PATH , F K T 5588 -

1.
2.

SREMW Maven ZHE B & , RIBLHE Maven FTEMNERIK |, I RFEEZE B K EE,

R TIRIEEE L HE

a. 1EFE Windows ZiILAFRRBUIZE S,

b. #A Edit environment variables for your account ¥iEEE,
HERESEEED , S Path B, WREDE Path BE , FRERE.. #TEH. NREE
REE Path BE , FHEENE.. EXEY,

ERTHREEREEHAEY  EMTREBRSUETHRE , UBREMEUMEREER,

HEBH Maven REEEMAK/ECESR 1 PRFNERE , FEREEAFEE, ERE
BRE , M \bin FREW , MTIEHHIFAR

C:\Users\yourusername\Downloads\apache-maven-3.9.6-bin\apache-maven-3.9.6\bin

BEREUREFREERE  ARERESEAEPERNRERE,
FRHNSSRAIFT , XHMTUATHS

mvn -v

LEZE R T2 EM Maven iRAH# H

A Amazon Q EEBREBERNERTG 2

WRE Amazon Q ZERETEEERAN , AIBHNERTREREE Amazon Q BEEEXNBWIREIEHE

"

ax E o

U RREENEEEEREXNBTER,

HinER
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B Amazon Q B HWEEHFR L LY HEREETHERETWEE, UTE —LrEEH
Amazon Q EZEZERNIBENE RBEE,

BBR pom.xml Y B BR R

WMRIERY pom.xml ERPEBYEHEE , Amazon Q KEEZSHAMEARER , Rt e zEELNEN
o

AT 248H pom. xml P A Re B S M B B EEH)

<toolspath>
<path>/Library/Java/JavaVirtualMachines/jdk-11.0.11.jdk/Contents/Home/1ib/

tools. jar</path>

</toolspath>

IBTLAEREEREYHYRE  MAEAKEER, UTEFIRBMNMAERAEREIARLINEY
AR

<toolspath>
<path>${java.home}/../1lib/tools.jar</path>
</toolspath>

EETARADBRAEIINTERE

Amazon Q ZERXFEK , SELNERPHTEMETE, NRETEFUAREHINETER
E , Amazon Q #EZFNENE  EMEFRERM. ATEHEBERNR , ELARETHH PR
EREFY , IRERXERZABRETAH,

RITBERNVEREEIB 55 7ERRN ?

MRENEXREREBERR 55 7ERAN , TRERENEXREEREERBEZERERS . Bl
BERABHNFERSEA 55 28

MRENAEEZERBFE 55 7ERERNEE , FHRESRNEEREHREREXT, WRENK
HEELEAEABERNEEER  FRELANEXRETAITRAMNES , AIREFRARRHRLE
ERKENEY. FERFRARKBHTHAERES. 5/ FERHHERFNTRELIRLZEH
IDE 3RIR SNAR KR8 B BUIG 2 IR AV 15 L AR B

RITERELITHERERNENG?

NMREHBRERREELTHENS , TRERATIET—EBE, F2HEE Amazon Q F/FE
FEBNYHEEE,

wREAR =
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&

- WRERKN

« I XATHERBER

- 7£ IDE FRERERE

- B JetBrains REREFNERFT

HERE R A/

BT E , Amazon Q BEEABENM , EP IS ARREABNEER  URSSHMMBERREE
FNEREE, GHKmSAS 1GB RE/ , IDE FRETH.

MRBEAREBRES , FRELTEAREZNENGIERFEE, EXERRINER , UHLEEE
KEBHERB. NREAENAEE , BB B, E & % Amazon Q BiSHWHEBEENR , BF2H
& Amazon Q Developer 82 £ B X,

30 RATHEABER

=

BEARBEABHNEARZRERIASEERTHE 30 RARM, MRBMRTKEER 30 X,
ENREERUTHEERESR,
* IDE ERENRERE

Amazon Q E1tBRIEBEB R Amazon S3 EFATEE TRAMRNENR, THBESREM SSL =
TLS BFRE Y Amazon S3 EE IDE 2 EHEF. WMREERREMMgR , NEMRIFEHAN SSL
TLS BELAZEME , B8l Amazon Q X LBENER,

B2 NHEAR , EUFEER IDE REAGEERE  AEMEMRERE, NEFFRERNERE
HRFHERA , 2B £ IDE P ERERE,

B JetBrains REREFNERAFETT

INRIEEFE JetBrains IDE FERENRIERTE , BAESE TEHARBNESEBIRER T HIEERS

software.amazon.awssdk.core.exception.SdkClientException:
Unable to execute HTTP request: Dangling meta character '*' near index 0

ERRERRAA IDE RERENERERUFIEEAFT (*) AR, Amazon Q fEFAH Java SDK X
BELBMUPERERF TR,
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EETHENS K FEREARBRNUINEIMNERAET , AREHBE IDE, NMREBEEIETEER
BRENEHE BERARARKRER K MIEBEAFT. EEFH JetBrains IDE FHRERTE , FSH
JetBrains XHFHEY HTTP K,

mAERERBERAR?
1FH JetBrains WY B &

WEMMFE JetBrains BFERWIEEAE , 52 JetBrains XS IDE BFEER,

£ E1E JetBrains HE K Amazon Q BHA B , 551 IDE BEEFESTHZFE .

software.aws.toolkits.jetbrains.services.codemodernizer

BEARERAFEULRFEFE, Maven EXANBRERREHTREIERL , BAFHEB R
g8 LRFH,

17H Visual Studio Code 1 #) B 5%
£EE VS Code 23 Amazon Q BHIW B , FEK TS ER

1. EEREE FRERIR  RBBEGTTHEHIR
2. FERN G SERTES Amazon Q: View Logs.
3. B2 7E IDE BBk, BEHEE CodeTransformation WHBER , FFEH CMD + F 5§

Control + F,

VS Code FHBERIBEH AFE ML CodeTransformation: 8. AT E VS Code ¥
Maven ERMEKMIRIREEN BFEEH) -

2024-02-12 11:29:16 [ERROR]: CodeTransformation: Error in running Maven copy-
dependencies command mvn = /bin/sh: mvn: command not found

Ny % B B BV EIRER ID ?
£ JetBrains F S &R EHEF ID

& EZ1£ JetBrains F S KRBT D,
BIEFEETEEME (FFE) BT

:I:I'*

BI{E Transformation Hub RV BRI E AR SIER , AE
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https://intellij-support.jetbrains.com/hc/en-us/articles/207241085-Locating-IDE-log-files
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£ Visual Studio Code F 2K EMIEH ID

B VS Code HEHER{ET ID , 55871F Transformation Hub , ABBIZEFEREBHREE (BFE)
o

A Amazon Q Developer Ei#: NET FERARER

Amazon Q Developer AJLUEBERAERK Al HITHERB ITERE |, # Windows & NET BAER®
HEIEE Linux IR EFE A NET EAREN. Amazon Q ETHBIESIBENEEE NET EARERXMR
KR EBFTHI RS,

ATEHR NET RS RIESR , Amazon Q EFMENEABER, REBEENEREXMENE
o, WEEERAR I ELBIRTE, TN HE , Amazon Q 88K NET BRARHERD
KEAGBRE , HESESRFAETIRE. EARHEARERZREMAMAKNE K CELSARELETEE
MREAREN , flnBEELEZERE (DLL) HAHITE.

EEBEHE , Amazon Q €7 Transformation Hub 2 ZERSEH , B EERHEE, Amazon Q &
BIENERERR  SEZERSTELAREYSSIRENETE  SulBErESE8E o nhHE
E, EXEZEER  Amazon Q BRIt EHEN NET BARASRFLER,

Amazon Q 8#THEEXETHK , #& NET EAEXBMEER Linux :

« FHRFESRAE - BB C# BEXBRAIMAAE Linux BB CH# IR

« #& .NET Framework BEZEF A NET - BERXRMEMHK Windows HAKHY .NET Framework &
ZFH Linux MENEFE S NET,

- EREABUER Linux 7 - ERNERCRAARRTENERB M,

« B4 Linux HAMRBERE - BRFEFEAEN AT RE Linux LEENBITEABHRABAE
#% , Amazon Q ERHBRRRERARXMENFABERS

WNE Amazon Q INAI#IT NET EEEMER |, F2EEELR,

£

- B

- 7£ Visual Studio F{#H Amazon Q Developer 48 .NET FEFHER
« Amazon Q Developer #N{ajiEi: NET FERARER

- IDE #F .NET E#i BN HIED
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[

£ IDE £ H Amazon Q #1T NET B ML THE 8 -

- BEEHEHERBITH - Amazon Q TEE - B EBRERHPERNEXB TR LR, EHBR NET
BiRNEARRE

o WATHER - LA LIERSTHEREHHE LR, HEFEMAR IDE PHNAMAER , 24 Java B
%

&R [
BREEBHEXBTH 100,000 TR
WATHEEH BEEAE 1 BEH

=@ AWS RF 2 EEH

£ Visual Studio # £ H Amazon Q Developer %48 .NET FEREX

SERELSER |, LA Visual Studio B £/ Amazon Q Developer #§ Windows # NET R , B4
FIEE Linux HEWEE A NET EARER.

SR BEEER

BEETZH , BEEEE TR IDE FE%E Amazon Q SR,

&S NET BERK 2 h , BLRELHEARIFE AT BRGH

- BNERREXNEIT S CHEEMN NET EX,
- BHYEAREIRAE Microsoft I BRI NuGet E4F MMM

- BHERABEXNEMSER UTF-8 Fit,. MRENEAEXFERAIE UTF-8 =T , Amazon Q NEERER
BHERE,

- WMREWERARERNAEMLRN Internet Information Services (11S) , BIR S EATERR IS #HAE
« Amazon Q EFHMEENNEREHN R EMGYE  UEBVERBEHE, FNEXNEREAREEETH

HRER .

- FERAEAER
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Amazon Q Developer (&SR
- HHIE
« Web API
- WCF BR#
« Model View Controller (MVC) # Single Page Application (SPA) #I /& %@ [E
- AEHER

® Note

Amazon Q A EE Ul Bx# |, #li0 Razor #iR =, WebForms ASPX &%, 2R Amazon
QEMRAAFRJEBRHPERNE VI Bt , ISEHR U B AT ER  mA
BUEEEEHE—SSERE , FTEEBE NET A LEERERKXTE,

SR2 BREAEN
HRER NET HRARIER , B TIERF :

£ Visual Studio HEMEEZE BN C# R RFFR,

FEfRESRPRBEM C# BXR,

BERRSRBEE,

ERARFRBES , ABRGRBE - TEEBRNMASFRIER , RREEFEA Amazon Q
Developer #1#,

5. {#f Amazon Q Developer B8R EREEIH I,
BEZERNARIRIBRTANADERPERELENNARSRIER, EAURMAME
&k, LEBETENMRS RRERRETEHLR,

A

iEE NET BETHRAERYT | EREEA R BFE NET RAE,
6. BIEFEWILUFRKREIR,

7. Amazon Q ERBBRENEXR. SRR EELNERGE  UTHRENMERENERE
AHVEFHE Ao

LB Transformation Hub 2BAEY , A LA E L ESIREREAR N EE . Amazon Q TR FHEKE
BREELBE AU EERPEAEETERFFHERASRUANMVE,

8. HEMTKE , BIEZ Transformation Hub , RAEBBREMFAER , LEZEREFHEI Amazon Q
RENEE,

HinER 156



Amazon Q Developer EREER

9. EEREAEREXNRELMEE , LES Amazon Q FTMBEMNFHER. SHAULEEERETR
A.md, A THERBE,

WSRTE Linux BiEMRET  EXBHEXRTNEMEEZSERA K BLEAFHEHF —LER | T8
£ Linux L #TERAER,

a. WEBFETHNERT  BETH Linux BEHRE
LREFRM—E .csv R , EF 28B4 ATHANEMNERRBASREE |, MILEHNER
BATEHE Linux B8, ERPISFEENNERNER, EEMNRERA , LIREEN
M, EREEMW , BB MAER Linux ZisRERNRE,
10. EERMERECHER , FREFTHNXDERBEEZZE,

Amazon Q Developer f{a[&E# NET ERRER
ERETHEE , THMMMER Amazon Q Developer #1T NET EipEEME A,
PWENERERR L ELERETE

MBI E , Amazon Q B EAE L EZEBENEAR  UERETEEW FHREETER,
A% , Amazon Q ERENEAB LEZRLAMBNEBRE AWS, FHENEXRE , WRER
REEREXFTENER,

HEL DB , Amazon Q &K NET R RJERS KEABHE, EXBREARERKERF
BHEGE  ELEEHAELETEENERBEN , HINBEERRENE (DLL) HAIHMITE, BIEER
ERFTEERMAMEETEIR , Amazon Q MEHERZESMMEMERMENAME , XA —FETE
%, mtkEnEnRAEARTRE B THER.

DMERBFR , Amazon Q EELERFE  HPHSRSBETHRBEE K SRESRNEATHE
AEREMKM.,

BREAREN

AT ERBER , Amazon Q EERZEMNEERRTBEREELNENR  BETERRETE
B, Amazon Q FERAEMBEBRELNEAREN, et TmLET , REEBERMBKERLKE, MR
Amazon Q BHEMMEERIETIEE , AlgF L8R | WRESEKERNEREN.

BN REHERAREAET THER

- BBEH C# BRIBRAERAE Linux B C# R
« #% NET Framework Ak ZIEF & NET , 2FF :
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- MBI R BERAEMS. EXEM AP
o FHRFER NuGet E4H API
- BAEFEHTRS
« RERNTEEIL FHHITRHERE
- KRB RE=SENH
- BRI IS 1 WCF i
- BEBRRETEE
- EREAREHE Lnux 7, SREBNERCRABMERTENERR , UBHEREEAR

BREEREETESEE

BT , Amazon Q ERHERFE K HPLsBENEAEXRENRBENERER K SEE
EMEREY. ENNES , UREBEN AP, CERLEARKAINER  SEIFENERIE 2B
R, OURGEEAZENBEINER, CHUULUERAZERRRARERE , WE—F T HAHRNE
E,

ERHESSRME Linux BERE , HELHRAZEENNFERAERATEFERARIE Linux A,
MREBXFHFEATNETMEEFELREA , BT E Linux BiERs , HEPEE Amazon Q EEE
RFEAME R Windows B EZE, NRTAEXNBHEAIERZTEGA , FREAREUBESNEER
TAESENFMAES , TRSNAEREABNESR WER), SXEAXFHHTELEE  THE
Linux ES{TIRINERRER,

BE AL EZERRPRE Amazon Q MMM RZRRLE K BEIBFURBEFREHER, EHEN
ERIHFR Linux BEREFNEMAEER , ENEABRXMAIEE TS NET L#1T.

IDE # .NET BB BN HFED E
FATHEEH IDE A Amazon Q Developer 1T .NET B0 & B R EE T HREDE,
M AEER R IEEET?

R Amazon Q L 7E Transformation Hub A EELBREBRWERE , Bl EREH AP ERT
BREBEMNAKERD, MBRELEZHALE , KRREENAERS,

EEEFHWE , 551 Visual Studio FEEFEH L RS|EH, EETRENRIR : ThEERH , i#IE Amazon

Q FE S HFim,

THNESHENEEET Amazon Q EERIBATE R LAV EEH,
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ng design ti

nType” : "LANGUAGE_UPGRADE™

RITERENELEERETER?

Amazon Q REEERL C# BEREMNIEERER, Bl , Amazon Q FXEBHE Ul BxH , S
VB.NET = F# SEEBENER, NEEHE NETEXXENERERANEMITREHNEZE | F2H
SR 1. Eakfm.

MRBRNERFERGRARER | MAEEER?
MRCEEBTRESEEE , ST <& 3 AWS 1RF ZHVEBREX X ERM.

EFENSXE , FEMERTERE ID, UE AWS UAE LN ER. EESHEREE ID, BFE
Visual Studio FiZE#W HRSIEE, FETBEEHRIE : ThEEXRP | i#IE Amazon Q BES A F K.

AT LB K e T B EIRE R 2

MREHRBERP A |, TAES T8 Visual Studio HEVEE, BT LE Node.js PEREHARZER
B DETHEDESEME L BRI ITHER,

BRIFE B NODE_TLS_REJECT_UNAUTHORIZED AIHEBRMNZ£RE. #
NODE_TLS_REJECT_UNAUTHORIZED %4 "0, €15 M Node.js FWIERRKIRXER TLS/SSL BFE.
ERT

- BIEZEREERRE

% L FFB R R

% SUET EHE B AR BE

75 Z B AE A HL At B BR R 8R ER

]

MRENREERABRER  EUURETIRERE , MAEFR
NODE_TLS_REJECT_UNAUTHORIZED :

NODE_OPTIONS = —use-openssl-ca
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ERAEER

NODE_EXTRA_CA_CERTS = Path/To/Corporate/Certs

AR, B ERREREBFEHAN CARE , T8/ H NODE_TLS_REJECT_UNAUTHORIZED,

= E% Windows t{&/A NODE_TLS_REJECT_UNAUTHORIZED :

1. BARK "BA%A. DEERARBRESH,
BEERERMRELE,
EREBHERES , BRERELE
EREEET | EEHME

BEREURTESE,
BX &) Visual Studio.

N o g > b

£ Amazon Q Developer fEEEMEHERXIE

e EZTERA NODE_TLS_REJECT _UNAUTHORIZED , Y& 8{ERS 0,

Amazon Q Developer AI AR EHESAFAEIRE (IDE) P ENEXBT. EEEFHENER
B, TER Amazon Q R ERABTRERETEE , HBEELEFNERSR , URREERHNE

B, A%, B ERRNEABERRABRNRBRRENERSP,

BAIRTIEEE—FEA :

- REE - AEAESHBELNERR,

- ER - EREXABNIBEEINE , AR EMHE,

- E1F - B HETESE.

- EXAE - REERFERNNEXBEZETAE.

- RfE(L - EAREX BN

- EEAERT - #RBBETHNEXBEEZE Amazon Q B XER

ERBEIXSE Amazon Q

ZEZE Amazon Q BEFEFENERE , K THF R,
1. RBHETRIDEAEXBERNEER,

, Wik H AR BN EMREE,

RENMERREXR
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2. ERBETHWEABLR-THRUFERMABTHRE. EE Amazon Q , RREZME. BB, &
IE, EERE, BRELCIEEERT.

MREEREEERT |, Al Amazon Q €K ABTNEABERINPRER , BT AE L ER
FRABEEXBNEMEE.

3. FEUNEANEABIHAROBERINERS  SUNERZENR  VEEAARABUSEE
ERAERT. Amazon Q EUEHRRNEXABRIMARERENERR,

E2 Amazon Q Developer #1T AR H#REI X

B R ZhaE A A IDE WEERIBIZEE Amazon Q IR, ZEEEARBBIRINEE , BAURA
BrRTEEBNERSR Y EPEBASHETRMAET. Amazon Q EREBACELREAR , YEFE
MIBERETUZERFAZRENR, AR, BB BEINIEREE,

RNBRARNERR  EPRREEIERBAEBBDFIZENRAR,

BECSERAEAR. REEANR  IMTEEEABEAETRNEMERE , EARNRERY
. ELFENFEAER (Pl , "HEBLERAR, NER)OWERT , FAUIXRESRREFNE
Ho

Amazon Q BBARPRELRNRERK  SZEANERTINENR, ETEEFHAERIER
PRERR.

Amazon Q AR K EEIE
AR R T/ERERFERNER , M TP R.

1. ZAURBERFEEBNERR , RRRBIFEN IDE R TIEEFRE

* £ Visual Studio Code # JetBrains A , #& #+I (Mac) =% Ctr1+I (Windows)
« £ Eclipse & , #& #+Shift+I (Mac) 8% Ctrl+Shift+I (Windows)
- REF , BUNEEELR-TEERRE , RERMKFEE Amazon Q MRHBREIR

EERSEITERSEEERBRES  NEGAEE , B AEKEBARSR , §I0 Fix this
code,

REHIR o
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File Edit Selection View { Terminal Help

(scope:
scope, id,
inline chat

input screen
bucketName P

Hi, I'm Amazon Q. | can
ansv ur software

@ development

2. Amazon Q BEE4LEXNBUEYUEZERFAXER,

File Edit Selecion View Go Ri Terminal Help
N CHAT

in, debug,

or optimize your code.

can enter / to

entire wor

context.

3. BULFEHEREITIEE , R THEKE (Enter N Esc) REZIEBEE,
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election View Go Run Terminal Help

-tolLowerCase()} ,

context.

g Pl EEANEE
ABRPR - FEEERXBHANER , RULESATUBANTHRER

« REEMWERXR
- ERUERR
- mBLEANETRE

ZEEN

AR REUAZEERBERER , HPRARABURER , MESNEXBUAKRR, FXEISIZE
£,

£ IDE H#F8 AR A ZE Amazon Q Developer B X

ESREEBESAMBIRE (IDE) 8 Amazon Q lIKE |, B LLA Amazon Q RIHBEERNER XS
BAMAR , Amazon Q AIEAELENNANBIREFGITEYREHER,

AEMES A ATREARIE Amazon Q :

- Bt - EERREHAT  FEPXRAETHA . e ERBATEESFRERE , HERPENE
BEARBNIAB, E K BULEA e YRKBWAER, ERRFECATEENERE , BEAH
Bik. MEFHMET  F2EUEATEE,
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- BB - EZABRHAT  BUNERRZAZITRERNR, AEEAARBAREREERERE
REET@WARE , Amazon Q EEBHZERNS. WEFEER , F2EEIATEE,

Amazon Q EEERE , EERBF THABRETERMEAATEANER , WEESHRETRAEN
EERA,

AR A ER

EREHNXPHA @ B , BAURTIABTEE 2 hiEE

- @workspace - Amazon Q BFAERN TEZEEAHZRNAR. @workspace BIEFEEMERE,
MEFHMERN , 527 IDE RFIE TEZEMAARE Amazon Q Developer Bl X,

« BER®K-Amazon Q BB TENERTHNERREE , UFEALEZERNENREAHBZRNIRE,

« BR-Amazon Q EETENERIHERFE  IFALBRINEREAEERNRER.

- BXWE - Amazon Q EERBERPHNER. EX., £EHEBHEE  WEALSERNNEREARS
ES:IAEN

- ¥1% - Amazon Q AIZLHEBEBERRTINAR , R VI BRI FIEELEEXNBERBER
ER., ¥BY4AR JPEG, PNG, GIF 3 WebP #= , K/MNEBRA 3.75 MB , B#ETi#iB 8,000 x
8,000 &%, BHRZWEE—ALEHPEE 20 AFG , THEEEARBTNEMTE &,

« R -Amazon Q BERZCHRENRTNEE , YFALZENNETEAEEZRNIRE., BRIBE
FEHRLER, MEHMAEA K F2REBETREEERE , UEE Amazon Q Developer Bl X &£
Ho

BEARER
Amazon Q EEEBFEA TIRARER (BELERE) :

- ERFA - Amazon Q EEEBFALEEN —HERFRAEARET., NMEFHHEEN K FSEEIE
35 | LU B Amazon Q Developer Bl R £ F o

« Bi] -Amazon Q EBBIFRARBRERBNRFEEAAR,

v

£ IDE ##i8 TEZ B A B ZE Amazon Q Developer BI X

EREESHEIRE (IDE) P8 Amazon Q Bl XK , B AL eworkspace T8 ZEHREE , A8
HESITHREEENETRABNERESAZR. Amazon Q Developer &8 15 & Hi 58 37 #9 3R 51 38 3 B
EA B,
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ERATHEZEARE , Amazon Q EREEIIE  SESKER, THEIRAERCHEARABNTG
N, AREEFNAZSEAERNERNS S RAREABNER,

&
=]

- BRE
- BATEEEREED

RE
HEEEE A, FRECTEREINIRN IDE. BRUEEZK TIREDSR,
5 ]

BEERATHEZBEAAST , Amazon Q BRI THEZERTFENAHRS , I FREARER, HEE
RNERER. ERERCIHE , RRSHEE_ENMER .gitignore BRIPEENFLBER,

AN ITEZERNZSINBEATERFEE S5 3 20 28, EUHE , B LATEY IDE 1 CPU AR
EAE. ERSIBREAE , Rl GEEYH I FEEZHETEERUREN T ER.

BE-XHBTEZEARE , KR IDE FRUARS. SRR TITRRBMAZREl

1. 7 Amazon Q BIXE R+ #4 eworkspace #1iE Z B REE,

2. Amazon Q BRTEMAZRS, BERE , RESSEELEHEQ@ZE IDE K Amazon Q FZE.
MRARHIBEERR , BRI LURIE IDE [K3PAY Amazon Q ABIEFERE. RERBEKH Amazon Q £
H B ERRGERE

3. BT/ EZEEESIZHEHR,

RERSE| (ER)

ZERFAESEMAL  BETNRBEERISANATERE, NRELMERNIITERE
REWEEREH  MAREAES CPU, BEEHRIER , FiEE TETHR THEERTRS
EHHTRBE, CHTURETHY TACEARRERINEEANER  YRACAELEEE
5% (GPU) REERE,

EATHEZEARRER

EERTHEZBIEAABTIIEEAE Amazon Q WHEEF , BRREERBNIEZE , RERE
IRXERF S eworkspace HIBELNREE, BMBAELEHIE T/EZEBERENEMEEF HE
@workspace,
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MREERARFRTEN TEZRE , FEBITEZRE , RAEBBFTNEIXESER, EENBEPMA
@workspace , DAFTI8# M TEZREARE,

SETLAE] Amazon Q RERETHEZEFEAERNEE , SBEARBMOIER. RTRENYHERR
"UaEzs , Amazon Q EATUMREER, SREXE , UARKSARRELENR,

LTEHREETAERRS , A THEZEARD Amazon Q 12 HHYREE

- @workspace RERENEZEN ST HE ?

- @workspace WEERHPEGEAENBEENFERERIRHE?

« @workspace f## main.py

- @workspace ¥Ti8 auth ZEER

« @workspace WERFAMEFE=FEXEREH , LRARABM?
« @workspace ¥ <function name> KYEE T RIE

BIRREESERXE , BB Amazon Q Developer Bl X £

FBANEEE RRTWERE , #&7% IDE FE Amazon Q BIXEFER. BERKELRTREEEN
BAED , ERAUUERBEEBAANKRFT , MASEBREERART, SUNESEHFBENERPE
RfFEFENRERT.

RIRER/EE ~/.aws/amazong/prompts BRI HKH,
EERREREEIRTIERXE

£428 IDE A , BRX Amazon Q I RRE.

WA e, REFERIURET,

BEBUYFNRET. (ZURZEEQTEDHSERIE, )

ERTEBP , WARRERE , 0 Create_sequence_diagram , A& Enter,
TEBTREITEER,

w0 N -

i
M
ol
=

Amazon Q 87 ~/.aws/amazong/prompts ERIRFEIEE
Create_sequence_diagram.md B RER , X EEH IDE FHEBXER.,

5. HEETERYP , fEFANRER. il
Create a sequence diagram using Mermaid that shows the sequence of

calls between resources. Ignore supporting resources like IAM policies
and security group rules.
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6. EEFRETER.

EEFRARENRT

1. E&W IDE # , B Amazon Q BIRRE

2. BA e, AREIRET.

3. EEFCREFEMRET , M Create_sequence_diagram,

4. (BRA)AEEENRBAREPIEHAEN. EULMAESNFEIHMEEZARER, &HHR

REYINBIN T FTR...

@Create_sequence_diagram using the files in the @lib folder
5. BRRXETRALZFSF Amazon Q EEEF X,

HEAREHE

(® Note
WA HE B sl EEAR VS Code IDE,

RAHETRESEEANRER , EGEEESNEENXRIEREANMEARY, BEEREHE
EERFEER , X EE RIS EEEFEANE ALY , AREFTFTEEEHA
@workspace, @file = @folder E@& %,

HENEBAMENRE : £AUFHHELESENEE , HE Amazon Q EHBFHEAR (HINER
BIRERFER), UNEONREMRE. HENRNBFHRESHREPRERN X FEALRER , B0
EABRETEETSNETAR,

ATHYHEFFENRARR , HENHERSEAZLENIIXRZSIER. ELRBTNRSIER
5, SRS EERY  EREERERNEEAR , fIHERAPHESR.

EREHENAR
BEMEHENANETERE

1. &/ IDE & |, FARX Amazon Q Bl R E 4R

2. TEHXAFER eworkspace, @file, @folder = @prompt FRARMTZE , B—THENK
BUMHEHEE,
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WE , BALUE—T "@Pin Contexty ZEMUAMATHEE  WMENEHENAE,
3. HEMARSSHAEEUXERERNEERBTRETF,

HEAREBEBENGE
BZEAATRREEARIER :

1. £ @Pin Context Zhag
« B—THIXHERFH "@Pin Context, %,
- RAUMEEPENMENRRTIER,
2. EFAAREERMERIRELR
- ERR@APBA "T@u AMEREIIEER.
- BIEEMEMNEE,
« % Option/Alt + Enter BN [ S5 E @ ENHE B
3. I ARREE :

- MREBEBHEMATHMAREDS (W eworkspace, @file. @folder = @prompt) , A HE
EEREWMATHRABEE LA,

. B-TEESEEE,

HER K AREEREHREPNRNNFZH AL RBERNEEARTEISF.
HEBREENABTRE
FEBREENABTRE , FE-TEALAN X, A EEKERAREREHENREIHENR

AIEHE,

By EEHAILEE Amazon Q Developer Bl X fE A

A EEERANENE , HEE IDE #HE Amazon Q BIREFEM. ELHR AR ARERBN R
BENMREER. M, EUNE-"RA , EHAAE Python BABWBLACRARHEETR , SmE
Java BRIFHLAMEM Javadoc 5, HELRAUREFEERD , RERFRBABRASH -3, MF
ZHEBREEXE,

ERFARKEERM project-root/.amazong/rules ER KR AHK Markdown ERFEH,
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ERENERBFAR , Amazon Q EEMABAERERRNE Amazon Q I XE , BEIFEARAEAR
A, WEREELERHETELRA, WENBARENRNWFHMEN , 52K £ IDE FHERA
Z Amazon Q Developer Bl X,

B EEEERRFKEPHIEIR Amazon Q IR MEELERERA,
EEMFH Amazon Q I XM EELEZERRK A

1. 12488 IDE % , BARX Amazon Q IR E R,
2. EBMR@AFRSP , EZ—-THRAZEHS,

3. EFEVHAAL

4. EHBENHFEARF , GARINEE,

ERSEHEERMN project-root/.amazonq/rules ERRPEHAZEBBEIY Markdown &

=

5. HEimBRETHERUNR,
6. EFESR.

EERAERRAREVERAR

1. # IDEH , BMERNRER K,

2. EERRERRF  BEUTIERRK:
project-root/.amazong/rules

LERRGREBEFTENERFE,
3. %# project-root/.amazonq/rules # , BEVERFAER, HERLEAER Markdown E=R,
filgn -

cdk-rules.md
4. BARBUEHEZRRA Markdown &3,
MR R ERER, Hlu

o

All Amazon S3 buckets must have encryption enabled, enforce SSL, and block public
access.

All Amazon DynamoDB Streams tables must have encryption enabled.

All Amazon SNS topics must have encryption enabled and enforce SSL.
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All Amazon SNS queues must enforce SSL.

6. REER.
7. (EA) B EZEHRH Al Markdown &R,

BELBCBIY —HZHEERKH, Amazon Q BEEMHEAENRERAKE Amazon Q BIXE , B8
FRELRAIEARNS,
EZEXE Amazon Q I XM EAEER A

1. &/ IDE & |, FARX Amazon Q Bl R E4Ro
2. TEHXRBMAFRS  B—THZRBUEEMETHNRL,
3. ®B—THA, Bust¥ BRI R TERBRSE DR AFRREEERR :

- ARHERNFURERTD  SSERZENHE.
- REKEGERARARTRARE B B TR ERFER.

B4 Amazon Q Bl R ERE

Amazon Q I EBIELREEER , UARHERER. RIBEBNEREFNIRERS|, LIES
SMERPHEBER , LEUBERR | 58 Amazon Q THENEXBE , MALXESRREREBE
B TEREER,

ERELRERERRER , Amazon Q 8% TEImemory-bankF&$I% . amazonqg/rules , He&
SETIEBEENER

« product.md - EERHINEEN B,

« structure.md - ERNEE, ERREBNBEETH.
* tech.md - BHEMHE, £E. HRENRHERE,
« guidelines.md - ERMFABBEENMER,

ERE Amazon Q BIRE , ELERSAFAERE  RUERNETREA.
AENERELTREE

HEELRRRE , XK TIER.

1. &M IDE # , B Amazon Q BIRE MR,
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2. EMXR@WAFRSD  EFERDEE.

3. EmMEARREE,

4. FHBMRRSZEFEEIFR , Amazon Q BRKBE S MENERUBYCREBERER,
5. A&, SR LRERAURARREESR,

SRR AR, RRMEBUCEERNZERAABTNERER,

6. MRENBEREE LW LR Amazon Q EEHNKERBEERREFTERNET. BEEERM ,
EERAUZE  ARENEFELTERE,

4

HilicREEELE

BUEREYBFTERRAURBITCREEERNELESN, Sl , EALUEYRA  EEMEERE
RNFESIEN

When generating the memory bank files like product.md, structure.md, and tech.md,
always generate content in Spanish and include detailed code examples.

B ER R EEERproject-root/. amazong/rulesE R RHAMERF,
MERNBITERRANFEENR |, B28 EYERK LB Amazon Q Developer Bl X #E
Amazon Q Developer = Y Bl X & sb 50 8% B 45

E&7E IDE F B2 Amazon Q Developer E8I8S | SN ESENRELREDER, WERIOHKEH
EEMNAR , T8 Amazon Q THENER | WIREFHABENEE, T8 6 S—EHERERESY
MEERPEEATENHEEL L RBEE RS

THRARRE RS

RAERENRE Amazon Q NE-EBHARENEAE LR, E2HE :
- BB RIRBESES

- BEEPERTAS

- BEHARANEXNBHERMESR

- ARERNRREA

EHABRRERICERE LRI , Amazon Q 2Z ERHiFEARNE IR ATRZIZE,
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B K BE s RC sk B R Y IEAF 75 =X
PREBESGCHEBETREREHFPEENES

, BBV ERANATE, BHERYRH

1. Amazon Q & 70 7 /& #Y ¥ 55 FE S2 5 8%

2. CEVEH. BENRRNEEHBEE

3. hFEEEMAARTREPHNFEYEE LC&K
4. BMHAIEPRNERE RGN TEHEE

BEABRNEREHT MAFEREENRE , AFEESEEINARERFGREBEHTNEIR.
15 FH B0 K R 52 °C 8% R g
R BUEB MRS I\ fE A B R
F B
BEFHREHURE LCHK
1. BB R @ AR PEA /compact
2. Amazon Q BEEENFER , WEREEAS LEHNHERE
ECRBREBRNYE BRI ERESENERETEER , AEAFBERA.
B BB AR
EENATREEINHATENKN 80% i , Amazon Q BRI RERBENEA, BHAEDE

- BRERBENRR
- M EN#5 3R BRIERY 2 50

BRiE &
L e

- EERTERRERZE , BONUERNRNEHE RGN TR ERE S GC&%
« Amazon Q EEABMERNEE (MIETRELICHK) RELLE
- BERNBESQSERNTHRETD , MIFFMEECE
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- ERENME IDE K, FANHXELCHEBEER

BT
BRER B & 508k
BRT Bz, BHAILAER /clear T RTELFRIIRE LT

1. EI R A P E A /clear
2. Amazon Q ¥ EIRFRE RSN ABREBIRATE LW HEEE S 506

HE B 45 R i B2 75 BR R 52 5T 8% Y R 4
ETRIMER T EEZERME

- BREREETNYHETE
- ERINABMARREE B AV EHERE
- BRERFHFEPHABS @MAE

ETHIER TRIEEREL TS -

- BERBEHNEBRNER

- RIS B

- BRERBRRENHNABTTIELETNEE
- BRERHFEPBRAENBREN

8. MIBRFIEH Amazon Q Developer ¥f5E B 5 50 8%

EEEBARBINES (IDE) 5 Amazon Q BIKE | Amazon Q B SENX R BB 175 ES
WEE, LULRE, BBAMBELHE. CETMSHLENS Markdown 5 HTML BRI,

Amazon Q SN HFERFEANMERNE B &P,

Amazon Q EERIRFEETEZENYFE  MREREEINECHHFEELRLE , TRERRARYLR
RN THEZE P, Amazon Q RE#ERE B TEZEAVHFERE L&,

EATHERRER, 825, MERMELENHEE.
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EEMANESBENYE

1. 1E/8H8Y IDE & |, & A Amazon Q.
2. BBk Amazon Q I XZE5| B,
3. BITUTHS —BRERBERBINKE S FCHK

- ERXERNAELA  BERRIXE S &R,
« ¥ ctrl+F (Windows #l Linux) 2 # F (Mac).
4. FITUTEE—E

- RELERANYHE, HESKABHES.

- ERAMXELCHKRRHHLAESIIRSRETE. Amazon Q ESREEFWMANFTEMERFRY
£ R

= EMRE—HE

1. 1E/8H/Y IDE & , & A Amazon Q.
2. BOTUTHEE—E:

- EFRRMANIIRTERERNIIXRZSIERS |, @A /clear SRBRMXZSIEBNAS.
« BRI Amazon Q BIRZREIHH|, , REFIT NI H P — IR IR /E B RN K B 58 52 8%

- EMXRERNAE LS | BERRIXELCHEIRE.

« & ctrl+F (Windows ]l Linux) = # F (Mac),

HEEEMBRNYESD  BEEEEERAR (), RRBEMER.

£ EHEEHZE Markdown 5 HTML

1. 1E&8 IDE # , A Amazon Qo
2. HATUTHEE—E:
- EPMXRITERMBRECBBNERT , RIXERNE EABZEL RS , UEHKRSIERPE RN
ES T
- BARK Amazon Q MIRZRSIRE , REIT T FIH A — 151 15 R BARKE K B 52 fo 8%
- EPMXERNEG LA , BERRIXE S &R
« ¥ ctrl+F (Windows #l Linux) 2 # F (Mac).
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EEEENNVHEESD  BEEEERAR (), AREZEL | LUSHFEELE Markdown =
HTML X E =R,

BIEFEER , Amazon Q 2 ERG B A q-dev-chat-yyyy-mm-dd.md [ html , Y REEEERHN

R E T

£ B2 Amazon Q Developer HY Bl X H {8 F R &2

Amazon Q RHtEERER A HEEERRWEREANRNEED ., FHBERREAHGEERET

ERRE , MAFEZBENBR 2 BIHR.

® Note
A RIEEE B 5] R BEFE Visual Studio Code IDE H A,

SR RIE
Amazon Q B XY & 8 RE &
e Visual Studio Code RiE
HITHS Shift + Cmd + Enter (Mac)
Shift + Ctrl + Enter (Windows)
Shift + Meta + Enter (Linux)
RGBT Shift + Cmd + R (Mac)
Shift + Ctrl + R (Windows)
Shift + Meta + R (Linux)
FLEELE Shift + Cmd + iB#%# (Mac)

Shift + Ctrl + IB#&# (Windows)

Shift + Meta + IB#&# (Linux)

EBVR R ERRIERE
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BRI B IRER

&WLAFE IDE FEBRERERER BTN EEHRER. Amazon Q A% IDE B RERERRER
i, R EFraE 2 EHERRE Amazon Q MEF, TERERM Ul tRFETRHREREEHE
EH, UAFSENETIREHE,

PRIE G T IRZR M
Amazon Q R ZEH X RIRREBEIRIRE

- TERTF  BFETEENTO TR, FESTRATEFLREL  BIUEEENEERER
« BXJE : 4@#% IDE #BRIRE BTN EPHAARESR
PRIREITH

o BPEBNMERE Amazon Q I RERS , REXHXNBEREETSEER
o HEITIRILEEIR A IDE IRBBERERBEFR
- MREBEWRER , B ZEEEHEE IDE , BFE T ERMRETERRHP

1£ IDE #38E Amazon Q Bl X#yE R

&R LURENE IDE REIREF , FE Amazon Q EAMNKE, SRNNERSERERENR TERE
RIFEER.

TR IDE A ft Amazon Q IREANEERERBTRE.

il ARRE
Claude Sonnet 3.7 200k
Claude Sonnet 4 (8% 200k

ZEE IDE A AR R ER
2 EREAE IDE R KB Amazon Q ERMIER -
1. E&8 IDE F Bk Amazon Q Bl X E 4R
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2. EXNF LK , BERHENERTHNEE., RUMERPENEEFANER,

BENNEREERER , ETEBERIL.

NERE

RNERERARTE  SFEENHERLCSENEMRBEIEBAR , T Amazon Q AREEME E
ENFER. ARRUFZFHREGEEN , EPaEXFNEXR.

MERABNFAES  F2HE FTERABTEPX,

£/ Amazon Q Developer E4X RHRE R

Amazon Q WHIFAGRHENBTER, ELRBEABE , Amazon Q ERBERANEX BN
BRELER. AAMCEBHANNBERERME , fETIRITEHHAE T,

BB ARTEABRERR , Amazon Q EREBEE NN ARTRMAER, EREEE
SMAEE,

BT E Amazon Q EHEER K AREZSEHBBA. ZERKRER , RELHBREEER
5, Amazon Q 2R BEXENBES.

£ A LA BET Amazon Q StH BB FERERNABERXNE, EBEEERMANCEXEXBEXMEL
R

&

- F{EMEH Amazon Q RIHER

« Amazon Q BXBERNEBRER

- £ AWS RISRETEEANRER

- ERAREE

- EREAGSE
- EXIHEH

H{EfEH Amazon Q 12 ESR

BIEEM IDE , LEFRE Amazon Q PEFNEBAREXNTEBNIER,
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Visual Studio T2 =15
1. 7E VS Code # , #¢ IDE B KZH T4 [EHiEE Amazon Q.

Amazon Q F# %€ 7E IDE R & JBiw B R
2. EEECEREBRTIEEEDER.

TEH R VS Code F#Y Amazon Q E# %1,
Amazon Q

Il Pause Auto-Suggestions Currently RUNNING

> Select Customization 1 new available
¢</> Open Code Reference Log
<¥ Try inline suggestion examples

Il Pause Auto-Scans RUNNING
&> Run Project Scan

[ Open Chat Panel

<% Send Feedback

§7 Connect with us on Github
E] View Documentation

'{E} Open Settings
I— Sign Out Connected with IAM Identity Center

JetBrains

1. 7£ JetBrains IDE AR , ¢ IDE R B KZPEVARAES|FiEFE Amazon Q.

Amazon Q E#FE7EAREES LR
2. EETCEDREIBEEBER.

TE#E TR JetBrains IDE F ) Amazon Q F#5,

178
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Amazon Q

00 Pause Auto-Suggestions
&2 Open Code Reference Log
HS Select Customization (1 new)

< Learn

00 Pause Auto-Scans

Run Project Scan

() Open Chat Panel

© Send Feedback
) Connect with Us on GitHub

? View Documentation

£33 Open Settings
Sign out

Eclipse

1. 1£ Eclipse IDE & , /A IDE £ L A&i### Amazon Q B’R.
2. 1 Amazon Q (IR ZS|ZEEHBMNERT , BERS|IEBEA LANEBBEFREETR. Amazon Q
E#% 5| B8R B K

TEH R Eclipse IDE 8 Amazon Q E#7l,
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‘Eﬂ Problems @ Javadoc @ Declaration @ Amazon Q X © Amazon Q Code Reference 8 = 8

Chat X + Open Code Reference Log

[II Pause Auto-Suggestions

Select Customization

Feedback >
Hi, I'm Amazon Q. | can answer your software development questions. [RElE v
Ask me to explain, debug, or optimize your code. Sign out

You can enter [ to see a list of quick actions.

Try Examples:

l Explain selected code l l How can Amazon Q help me?

‘ IAsk a question or enter "/" for quick actions

Amazon Q Developer uses generative Al. You may need to verify responses. See the AWS Responsible Al Policy.

R Qs ready

3. REEFRDERIEERTER.

Visual Studio

1. REBEHEZREE Amazon Q BT,
2. ENEFEDERRTEERETESR,

T E R R Visual Studio F# Amazon Q E# %I,

|

Sign In .

Generate Code Suggestions Alt+C

Pause Auto-5Suggestions
n: 17.7 Resurne Auto-Suggestions

Open Code Reference Log

View User Guide

. Clien Getting Started

mm local View Options P
Jdient
1 to: C
Cliernt

1 resalve hearer token awsRuilderTd :cndewhisnerer.

AWS Cloud9

Sign Cut AL

Amazon Q A X7 AWS Cloud9m iS22 5 Y13 A B R RERR .
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ZEE1EEIN Amazon Q 25 AWS Cloud9 , AWS Cloud9 SERECAREFEINARSRERAETR
Br#ZF Amazon Q ZHUER IAM BLZ AWS Cloud9,

AWS Lambda

ZE7 Lambda FEAREFHA Amazon Q BRIFES -

1. 7 Lambda £# & , BRUSE Lambda KXW E M,
2. EEABREEERY  KRIEFEEIE,
3. RTHXThEEXRT |, iEE Amazon Q BB EE,

Amazon SageMaker Al Studio

1. 7£ SageMaker Al Studio £ & , KT EKIPIEE Amazon Q.
Amazon Q ERE .
2. EREFERERIEEEIBHER.

JupyterLab

1. 1 JupyterLab £ A&7 , R EEKEEEE Amazon Q.
Amazon Q ERE 6.
2. EREFERDERIEEEHER.

AWS Glue Studio Notebook

1. 1E AWS Glue Studio Notebook £#E & H , R1FEEZFIEE Amazon Q.
Amazon Q ERS K.
2. EEECEHEBRIEEEDER.
Amazon Q BB TRV EREF

REFRE Amazon Q MAHBIERETENERAEN, LLEARENXNEEL Amazon S3 FEFETE
Amazon DynamoDB &3k , AR EFEEMEEEAE TR,
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HIEE , Amazon Q A/ HBIRBASREZEE ANENE, ARASERATORATIIRETSER
o

basics boto-whisper-demo.py
mport

boto3.session

From boto

FiEE  RRABRAZHE K RABVERFEN T —TERS
Amazon Q [EFEFRRIEF LN SGE. FEASTIUEA Tab BEZEE,
basics > boto-whisper-demo.py
import
from boto3.session import
import
from botocore.exceptions import
import
import

HiEE K FRAEBXEBERTEH.
Amazon Q FEFEE —EE RS R REGION , HEAS R us-east-1 , ERHE

Amazon Q BRIBTR N EBRIER
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basics > boto-whisper-demo.py > ...

logging.basicConfig(level=1o0gging.INFO)

session = Session()

15 DEFAULT

EEE K HRAEBEBRERENE , WEXBSEFEAEE Amazon S3 # DynamoDB 2 BB T4
P ER o

Amazon Q #5& AWS APIs#l SDKs , B IEREMNIEN.

logging.basicConfig(level=1ogging.INFO)

session = Session()

DEFAULT_REGION = 'us-east-1'
TEST_BUCKET_NAME = 'my-test-bucket' #Str(int(time.time()))
TEST _TABLE_NAME = 'my-test-table' g”str(int(time.time()))

HARAEBRBETHREIGETREARNIEE, BREXEE (RAZR), Amazon Q FEERMTENEK
3, WIEBL try/except FARTRK.

Amazon Q BRIBTR N EBRIER
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SEy =
EAR

ffEA TEST_BUCKET_NAME, which is a constant declared earlier in the same
file. W1EF

s3_client = session.client('s3', region_name=us—east-1)

dynamodb_client = session.client('dynamodb', region_name=us-east-1)
23 def

A T

create_s3_bucket]

o

B A B B AASE L DynamoDB ERIRIWE X BAH, Amazon Q MEEFERBAR.

E Amazon Q RBTRETAEHERNE K ARASIITHRARFEAAEERNNBEBNOBITRE,

Amazon Q BRIBTR N EBRIER
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IR EAEMEERTEYOMERANAESE,

B A BRI AASE L DynamoDB ERIRIE X AH, Amazon Q REEFERBAR.

FAEEMEAR DynamoDB THEEREVHNERIRS K EEHEABTHUARRIIIKRS,

155 TestBotoWhisper{unittest.TestCase):
de

Amazon Q ERBEBNAR , RERHREEZERK,

basics > boto-whisper-demo.py > ...

lef test_create_dynamodb_table(self):
create_dynamodb_table('my-test-table')
client = boto3.client('dynamodb', region_name='us-east-1')
response = client.list_tables()
self.assertInftmy=—test=tabte'—respanse [ 'TableNames'])

s

RTHMIREEERE#S | Amazon Q HEEEM.

Amazon Q BRIBTR N EBRIER
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Amazon Q ERBEBNAR  RERHREEZERN,

" main():

create_s3_bucket(TEST_BUCKET_NAME, region=DEFAULT_REGION)

create_dynamodb_table(TEST_TABLE_NAME, region=DEFAULT_REGION)

&% , AEASSRRBAIENER IDE R RHITET AR,
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boto-whisper-demo.py X

basics > % boto-whisper-demo.py > ...

def test_create_dynamodb_table(self):
create_dynamodb_table( 'my-test-table')
client = boto3.client('dynamodb', region_name='us-east-1')
response = client.list_tables()
self.assertIn('my-test-table', response['TableNames'])
lef main():

create_s3_bucket (TEST_BUCKET_NAME, region=DEFAULT_REGION)

create_dynamodb_table(TEST_TABLE_NAME, region=DEFAULT_REGION)

if __name__ == '_main__"':
main()

PROBLEMS ["@= OQUTPUT  DEBUG CONSOLE  TERMINAL - zsh - basics

e Bl s " = % python -m @nittest boto-whisper-demo.pyli

EAWS RISRETEENRESR

BRT =7 IDE 2% , Amazon Q Developer iIE A LA IR B BREBREN AWS REAEEREHRE
o

THREHRAIAERESN AWS BRIBRRE Amazon Q RBRIEXBER.

AWS (RIRIRIE TN EZ
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® Note

MRBELZERMEA Amazon Q , RREFEAHZ Amazon Q Developer ¥ 15 R, HEER
ME BN EEEXAXTREMSE B EHBRES. WEFHAESH  F2RERER

Amazon Q Developer,

e

+ {£/H Amazon Q Developer &% Amazon SageMaker Al Studio
« £ Amazon Q Developer ##t JupyterLab

+ {#H Amazon Q Developer & Amazon EMR Studio

« ¥H AWS Glue Studio £/ Amazon Q Developer

- ¥&H £ Amazon Q Developer AWS Lambda

« f£/ Amazon Q Developer ¥4 it H b iR 7

5 Amazon Q Developer ¥ #it Amazon SageMaker Al Studio

#& T LAFE Amazon SageMaker Al Studio REZ Amazon Q IR, Bt ERBENIEREEIREHE
RNIFEE

£ Z#H Amazon Q Developer #£# Amazon SageMaker Al Studio , &2 ZE#% Amazon Q FFA[ 5718
Z SageMaker Al HIiTAR, FREF TN HXNEURAEERAIZ Amazon Q Developer BB RF2H
¥Rz,

EERESRAEAR Amazon SageMaker Al Studio # Amazon Q , 28] {Amazon SageMaker
FEREER) PHAENERERE Amazon Q Developer,

A Amazon Q Developer &t JupyterLab

W EERBA MR EMBAERR JupyterLab B9 Amazon Q Developer., BUE# , Amazon Q FR A1
LEREEABREHREERBES.

(® Note
Python 2 Amazon Q £ JupyterLab i — X BB ERETES
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https://docs.aws.amazon.com/sagemaker/latest/dg/studio-updated-jl-admin-guide-set-up.html
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Z 8 JupyterLab

B ERE R JupyterLab , INRBE RS JupyterLab , FBEIT NIl S RBEHMRA,

pip show jupyterlab

FEEEPRET RA , WBFETFINEP —EEERPVEEET.
£ F pip for Jupyter Lab hRAs >= 4.0 T2 %

O LMER TGS REMEBERR JupyterLab 4 B Amazon Q ZE{H1E#E,

# JupyterlLab 4
pip install amazon-q-developer-jupyterlab-ext

£ A pip for Jupyter Lab M7 >= 3.6 and < 4.0 #1T&L %

BOLERA TR REMBAEAR JupyterLab 3 B Amazon Q ZE{H1E#E,

# JupyterLab 3
pip install amazon-q-developer-jupyterlab-ext~=3.0
jupyter server extension enable amazon-g-developer-jupyterlab-ext

£/ B AWS EE=x ID
ETHERS , BEREEER D, LUMEEERA Amazon Q KRARETE 5 5.

1. EFEBBEFEH JupyterLab HWBIES 2 HEZHK,

2. RBAEKRIPH Amazon Q ERF , BERKEER,
3. HREBAET , EEEREXBULEE.
4

EAMERELEL , FRENEFEHibi SR Google IRE B ASRFMERERS ID. MFEHMENA ,
SRAFBBEARSE BEX D) MBER.

MREEFEER D, FUEREFREEAERL R,
5. WIEFHARERE EZARUPBARRER K AREERSE,
6. ET—EEEL 6 REIEIERE A ARREEY AWS ZERID
7. ET—EEEZARF , ARFF Amazon Q FHUIEHER

=

RELEZEE JupyterLab REAZEHER ID & A Amazon Q.
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https://pypi.org/project/jupyterlab
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HERBRE , B2 EARRE,

A Untitled3.ipynb ® (A QDevDemo.ipynb o |+
B+ X M@ B » m C » Code v # Python 3 (ipykernel) O =
‘# Create a function to coov S3 bucket & N |

Suggestion 1 of 4 from Amazon Q

def copy_s3_bucket(bucket_name, source_file, destination_file):
s3 = boto3.client('s3")
s3.copy_object(Bucket=bucket_name, CopySource=source_file, Key=destination_file)
print("File copied successfully from S3 bucket to S3 bucket")

£ Amazon Q Developer & Amazon EMR Studio
It B T 55 BA 4] 5% 7 AN BR A B A A Amazon EMR Studio #9 Amazon Q Developer, B # , Amazon
QRUELRES ETL EXN BN EHRHEEXBER.

® Note

Amazon Q X #& Python , ItEE S 7T A 3R & ¥ Amazon EMR Studio R #Y Spark E##wE ETL
BT,

A TR FEREEE Amazon EMR Studio S ¥ #E Amazon Q A,

1. F®&7E Amazon EMR Studio Notebooko
2. BTHBEKIIZE Amazon EMR Studio Notebook B IAM £ & A&,

(® Note

codewhisperer F& 8 Amazon Q Developer 8t 2 RIENERE, MEFMENA |
$52 B Amazon Q Developer E¥ifan®E - EERHE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AmazonQDevelopexPermissions",
"Effect": "Allow",
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-managed-notebooks-create.html
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"Action": [
"codewhisperer:GenerateRecommendations"

1,

"Resource": "*"

3. BB Amazon EMR ¥ &,
4. £ Amazon EMR Studio T , #ZE I {EZ2ME (Notebook),.
5. BEREMENIEZE , ARBERERED,

B AWS Glue Studio £ Amazon Q Developer

W E R AL EMBAE AR AWS Glue Studio Notebook #J Amazon Q Developer, Bt
% , Amazon Q A EEIRE ETL EXBRABHREHERNBES.

(® Note

Amazon Q AKX #& Python # Scala , ERARTE AWS Glue Studio F A& Spark K #mTE
ETL ESTHHMERES.

ETHREFSD |, B8R E AWS Glue LAMfEA Amazon Q.

1. E%E AWS Glue Studio ZEi24,
2. BTHEEKINZE Glue Studio £EAM IAM A6,

® Note

codewhisperer F& 28 Amazon Q Developer 82 RN EZR, MEFHMEHR |
5528 Amazon Q Developer E¥ia % - EERHE,

JSON

{
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https://console.aws.amazon.com/emr
https://docs.aws.amazon.com/glue/latest/ug/notebooks-chapter.html
https://docs.aws.amazon.com/glue/latest/ug/notebook-getting-started.html
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"Version":"2012-10-17",
"Statement": [

{
"Sid": "AmazonQDevelopexPermissions",
"Effect": "Allow",
"Action": [
"codewhisperer:GenerateRecommendations”
1,
"Resource": "*"
}
]
}
3. BB Glue &5
4. HEETLEBRT , EEFERL.
5. FERREEE Jupyter FRLAR, BEBEI,
6. WMAIERR,
7. ¥ IAM A6 | BEEREEHE Amazon Q EENAE
8. EEMBERL.

£ /A Amazon Q Developer AWS Lambda

AR 4ERA UM A Lambda £ & BUA Amazon Q Developer. BAA# , Amazon Q EZHEER
i , £ Lambda B HmESHTEEFREEXHTESR.

(@ Note
£ Lambda £ & , Amazon Q R EFEA Python H Node.js #1TRFHAR B .

AWS Identity and Access Management Lambda 9 §F 7

% EE Amazon Q £ Lambda =# & FRHEERE  BXLEALZHN IAM FRESAGRA ERHN IAM
A, BB FTE codewhisperer:GenerateRecommendations #F 1 , ZLAT IAM BUER 451 AR
R
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https://console.aws.amazon.com/glue
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® Note

codewhisperer F& 8 Amazon Q Developer 8f 2 RN E BT, WFEHME
BAmazon Q Developer EFian & - EERHE,

"
r

A,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AmazonQDevelopexrPermissions",

"Effect": "Allow",

"Action": ["codewhisperer:GenerateRecommendations"],
"Resource": "*"

SEEKRER IAM BEREERTFART IAM =8, WEEA IAM for WFEMEF AWS Lambda ,
228 ( AWS Lambda B AEm) I F A Identity and Access Management AWS Lambda.

£ Lambda B A Amazon Q Developer

FEX Lambda X AR IBHRESI[ P A Amazon Q , FERUTFER,

1. BARX Lambda £#&H Functions (KE) HE , AR BELERENRE,

2. ECERXBABSFHAN  EREBAKE Anazon Q WEABDEARRE, FETERE
HERXBORERE T AEE Amazon Q. HHERMDE TEXBIR, ERERMER. 1%
REFEEEDEHR,
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https://docs.aws.amazon.com/lambda/latest/dg/security-iam.html
https://console.aws.amazon.com/lambda/home#/functions
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A Amazon Q Developer & it & 1t IR

AWS Identity and Access Management E A fRIEHY 55 7]

EZEE Amazon Q EZ —ERBEVABHREMESR B4 EALZN IAM FAERACKAERN IAM
A, BAAAFE codewhisperer:GenerateRecommendations BF ] , 2L T IAM BUER €451 A
R -

® Note
codewhisperer F& 28 Amazon Q Developer &2 RENERZHE, MEHMEET , F2
BAmazon Q Developer EFan & - EFERHE,
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AmazonQDevelopexrPermissions",
"Effect": "Allow",
"Action": ["codewhisperer:GenerateRecommendations"],
"Resource": "*"
}
]
}
REEXRER IAM BERSEBRTHAURT IAM T8, MEFEA IAM NFEFAER |, 5208 (AM &#

FEER) THRLREER.
EARIRE

€ Amazon Q BVS AR , BT UERARBREZERINTERNEE | HlIHEL Amazon Q =
BEZES,

RELEFRENBHESBRIRE (IDE) , AEE IDE HWEBTIEE,

55 F P g2 194


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

Amazon Q Developer

ERAEER

Visual Studio 215

Action

FEH P Amazon Q

EZES
T—EZ=H
1Az
EEES

EET—EET

£EEE T VS Code HIREBBEREZ |

B,

(@ Note

@B RRE

MacOS : Option + C
Windows : Alt + C
Tab

CIE=F:

P

ESC. Backspace S#&E®W A , —BEF T
&/, EBREHEHX,

Cmd + M ABTE

52 VS Code #8345 £ Visual Studio Code By iR E 4

VS Code FHAMEZR T EIFEZAFER. MEFMENR , 52 H VS Code MY LN EH

REHO PR T 85,

JetBrains

Action

FEB¥ 1L Amazon Q

EZES
T—1EZH

BERER

MacOS : Option + C
Windows : Alt + C
Tab

D=}

R g2
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https://code.visualstudio.com/docs/getstarted/keybindings
https://code.visualstudio.com/docs/getstarted/keybindings
https://code.visualstudio.com/updates/v1_75#_redesigned-inline-suggestions-toolbar
https://code.visualstudio.com/updates/v1_75#_redesigned-inline-suggestions-toolbar
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Action IR
F—{EEE Ep
ERESR ESC. Backspace S/ A , —BEF M

¥, BBREHEX,

EEEF Intellid PHIRBRERR , F2 [ JetBrains #8i5 LR IntelliJ IDEA B RIEE,

Eclipse

Action BERER
FHHIL Amazon Q MacOS : Option + C
Windows : Alt + C
BEIES Tab
T—EZ= MacOS : Option + ]
Windows : Alt + ]
+—EE= MacOS : Option + [
Windows : Alt + [
ERESR ESC. Backspace S8 A , —EF M
&, ESREE X,

EEE T Eclipse PHIZERERR , 552 Eclipse X EFIZBELEE R,
Toolkit for Visual Studio

Action g B8 R g2
FHWHRIL Amazon Q Windows : Alt + C
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https://www.jetbrains.com/help/idea/mastering-keyboard-shortcuts.html
https://help.eclipse.org/latest/index.jsp?topic=%2Forg.eclipse.platform.doc.user%2Ftasks%2Ftkeybindings.htm

Amazon Q Developer

ERAEER

Action

RBEBERFZTPH AWSToolkit.CodeWhi

sperer.GetSuggestion
T—E®E=
RBREBEZPM Edit.NextSuggestio

n
+—{EZE=
REBEBERPHW Edit.PreviousSugge

stion

EREER

ERRIEE

Tab

Windows : Alt + .

Windows : Alt + ,

ESC. Backspace &8 A , —BFTTH
&, BEREHEL.

B 552 Microsoft By Visual Studio TEE #288 R IEEE,

£ EHE T Visual Studio PHIRIBRERZ |

Amazon SageMaker Al

Action

FEB¥ R Amazon Q

EZER
T—EZH
L—fEE=

ERER

3

ERATE ->#E > @8,

@B pRE

MacOS : Option + C
Windows : Alt + C
Tab

CRY:

o b

ESC

R g2
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https://visualstudio.microsoft.com/keyboard-shortcuts.pdf
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ERAEER

JupyterLab

Action

FEHH I Amazon Q

EZES
T—EZ=H
+—1EZE=H
EEES

AWS Glue Studio Notebook

Action

F WKL Amazon Q

EZES
T—EZ=H
E—{EZE=H
EEES

AWS Lambda

Action

FHENEAGES

ERRER
MacOS : Option + C
Windows : Alt + C
Tab

LRy

@ L&

ESC

ERRIER
MacOS : Option + C
Windows : Alt + C
Tab

T8

@ L&

ESC

R
MacOS : Option + C

Windows : Alt + C

R g2
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ERAEER

Action
ERESR

IR
Tab

ESC. Bi5&, SMEMAEEE , SEn
A BEREEBHEX,

ERETRBERERK , FERATIER,

1. WBBRREDER , BEERERURMRTRERSIFER.

2. ERFRERSITERL,

EHUZBBRERR,

3. ERBBEBRIESSH®RD , WA Amazon Q.

Code Test Monitor Configuration Aliases

Code source info

File Edit Find View
lambda_function
PROJECT SETTINGS
USER SETTINGS
¥ KEYBINDINGS

THEMES

R

AWS Cloud9

Action

FEHENENRESR

Versions

Upload from ¥

Keybindings

Change these settings t w AWS Cloudd responds to your keyboard commands.

You manu.
Hint: Double ¢

set to Default Keybindings:

Amazon CodeWhisperer

R R
MacOS : Option + C

Windows : Alt + C

R g2
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Action SRR g
BESES Tab
ERES ESC. B##, BEMAamEs  EEn

A BEREEBHEX,

1. BERERRN , BEERERURMRETRERSIFER.
2. HEREFRERSIBRL  ERZREBEBERZ,

3. ERBREBEBHRESHIHET , @A Amazon Qo

4. HEREBFERT  BWTREREBIYNEE RN,
5. WMAEHEINGBRENZRE,

ERAERGSE

Amazon Q HWELE 7 REFHRRIBTEREE., FRERTRUENEBRTREEAFRENEXBELL,
BRBS2EIE Amazon Q AREEEBNRFHEBNEA.

F&E

- BENEHEXGSE

- BERNFEMENGSE

- BERHETESENERG
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BENMEFREARS2E

BALMERAZ2Z BRRARBAELRARHANEABRUNEABEZRSE, ShaUEHRNRE Amazon
Q RHNEXBER.

BFER IDE , I EERRNEFREARSENIER,

Visual Studio B35

£ E7E VS Code H8’R Amazon Q 2Z B35 , kB T IEFHIT,

1. WBELERANESEHRA VS Code 1 Amazon Q EHELE,
2. £ VS Code # , #¢ IDE RBEEKZFH T4 EFIEE Amazon Qo

Amazon Q E# %€ 7E IDE R & JEiwBE R
3. EEMMERBSEAF.

BEABSZ ARRIERENRR. EFEHEXRERNAMESE,

T E#E R Amazon Q E#FMERNIFSE AERSIER.
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ERAEER

o0

X

JetBrai

Amazon Q

in-example.py = Release || {} launch.json

1 Select a language, Il Pause Auto-Suggestions C
Start typing to disi 2= gelect Customization 1 new available

</> Open Code Reference Log

&7 Try inline suggestion examples

Il Pause Auto-Scans RUNNING

&> Run Project Scan

[ Open Chat Panel

¢ Send Feedback

§? Connect with us on Github

E] View Documentation

{g} Open Settings

I=> Sign Out Connected with IAM Identity Center

PROBLEMS (22 OUTPUT DEBUG CONSOLE TERMINAL PORTS CODE REFERENCE LOG

Your organization controls whether suggestions include code with references. To update these settings, please contact your admin.

®O0A21O1 WO  AWS:IAM Identity Center (amzn) D Amazon Q & Java: Ready Ln1,Col1 Spaces:4 UTF-8 LF

ns

£ E £ JetBrains IDE F TR Amazon Q 2 85 |, FHRB T IREHT.

HBESFE AN ERHMAE JetBrains IDE F Amazon Q A 2R,
£ JetBrains # , £ IDE R B IKZPAYARRE S HiEIFE Amazon Qo

Amazon Q FE#HEEAES £ F R
BRERBESBS2EER.

EARB2EZ ARRIEBRENRM. EFEHEXNRERNABESE,

T E#E R Amazon Q EHFIMEXFSE BERSIER.

Plain Text

&1

EREARS2E
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. my-project v Version control v Current File v

[V ENEIE]
public class Main {

public static void main(String[] args) { System.out.println("Hello world!");

}

Amazon Q

[0 Pause Auto-Suggestions

&3 Open Code Reference Log
B Select Customization (1 new)
< Learn

[0 Pause Auto-Scans
Run Project Scan

Code Reference Log (3 Open Chat Panel

Your organization controls whether suggestions include code with references. To upd: act your admi
© Send Feedback

©) Connect with Us on GitHub
? View Documentation

3 Open Settings
Sign out

my-project > src > Main 5:2 LF UTF-8 AmazonQ @& AWS: 3 Connections 4 spaces &

Eclipse
% E7E Eclipse IDE 18R Amazon Q 2Z 85 , BB T HIEFHIT,

1. BELFERNRZHRD Eclipse IDE 1 Amazon Q /M,

2. 1E Eclipse IDE & , A IDE £ L AiZ{E Amazon Q BR.

3. 7 Amazon Q MIXZES|EEBHBWERT , BERS|IEEE LANERFHEER. Amazon Q
£ 51 FE BN BE AR

T EFE R Eclipse IDE H ) Amazon Q E# 5l
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2 Problems @ Javadoc [E) Declaration | (€) Amazon Q X (€ Amazon Q Code Reference 8 = 8

Chat X + Open Code Reference Log

[Il' Pause Auto-Suggestions

Select Customization

Feedback >
Hi, I'm Amazon Q. | can answer your software development questions. [RElE v
Ask me to explain, debug, or optimize your code. Sign out

You can enter [ to see a list of quick actions.

l Explain selected code l l How can Amazon Q help me?

Amazon Q Developer uses generative Al. You may need to verify responses. See the AWS Responsible Al Policy.

R Qs ready

4. BRERBENBTSZE B,
EARB2EZ ARRIERENRM. EFESIHEXNRERNABESE,

Toolkit for Visual Studio

& Amazon Q BZEMEREEE Toolkit for Visual Studio FHI2ZE i , SEFAEHREERERS
H,

# Create function to create a DynamoDB Table

def |EUQQEEjC“ZLtEWEe MIT) 1/ 1| Tl tc axe:i|i§|
karle = dynamodb.create_table(

T Name="Products',

KeySchema=[

AttributeName' id".
FMIEEEZEOssENERTEESE AFPHEEL
EEFNSERG , FEEAWS B , AR ENHBEXHSEZ BFH.

EESAES2ENERFERSTHER. KEERS .

EXEBNNVE. EMTHESESENERABPHXMLE,
TR BB Ay R

2ENRRERNR

BRESZNEXABHER
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ERAEER

Output

I

ZRNC)

nr
N+

Show output from: | CodeWhisperer Reference Log '|

JCodeycloud.py(18,5): Accepted recommendation with license: MIT
| | [

HE Bttps://github.co

T SRR ST AT
R TS PR
[P LE T .
|

el s a
peg o [T}
|
1.
I E B TERLE ] L
1
el e
rrla=- =
|
1.
(LN L EETERY TEF =
ERTEL - LIE Y I oL
sarlps ey namy

AWS Cloud 9
EIRIZHE AWS Cloud 9 £ Amazon Q i , BB E AR ABEL
EEMEMREABESE B EAESHENRR , BB TIHEFHT.

£ AWS Cloud 9 EB AW E LA |, iE#E AWS Cloud 9 &%,
2. MTHXEERF | BEREFERTE.

-_—

RIS ERGIBESETES AR,
3. HERFREXRSIEBNERRET , AEEMEHETIEE AWS Toolkit.
4. ZEHHEGHZER Amazon Q : @R BRENER.

Lambda

Lambda 8 Amazon Q FXERRNESE, ELXRMERH Amazon Q # B Lambda i , RS HE R

FREE2ENENBER,
SageMaker Al Studio

# E7£ SageMaker Al Studio FHR Amazon Q & A& , BB T IREFHIT.

EREARS2E
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Amazon Q Developer

1. 7£ SageMaker Al Studio R EKZP , B Amazon Q HR.
2. EERRMEXBSEBG.

JupyterLab
£ E7E JupyterLab FEER Amazon Q 2Z B3 , BB TIREFEHIT,

1. 1& JupyterLab REEZB , BAEX Amazon Q HEH4R.
2. EEFRRBEIBBERR.

AWS Glue Studio Notebook
ZE AWS Glue Studio £ AHFER Amazon Q BZ 05 , FFEATIRER.

1. 7£ AWS Glue Studio Notebook 8 & JEKZF , BARX Amazon Q EHR.
2. BRERBEABSEHF.

AR MBERERTESE
ERZH IDE # , BEXBSERRARR. EEFLW DE , TEERMAIFMEXBENTS R,
Visual Studio 1%

E & A Amazon Q & VS Code i , BN IFSE AR AFH K.

HEZRAENRSE K IWRBEREEHRRK , FRETIEFHAT,

BELREANREFRM VS Code M Amazon Q ZEMHELR,
2. TE VS Code A , # IDE REKEZBHI T4 E #iEEFE Amazon Qo

—

Amazon Q E# %S 7E IDE 1R & JEiwBE .
3. BIEZERAMGRE. RERSIEZERMEAGRE , EHhSERE Amazon Q HENIZEE,
ENRECHEZERNEREESENENBEMN A,

s

JetBrains

&2 (EFH Amazon Q &t JetBrains IDE i , B 1IESE TR AR,

EREARS2E
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ERAEER

FERMAENRSE  IBERBREEHRR , FRETIEFHAT,

1.
2.

Eclipse

EESFE AN R JetBrains IDE 1 Amazon Q A #ER,
£ JetBrains # , #£ IDE R B IKZBAYAREE S iEIFE Amazon Q.

Amazon Q F#5SEARES £ FH B,
BIERRGRE, RERBERERFER , HP 288 RE Amazon Q MHEHYREIE,
ENRECHEZENEREESENERNBEN A,

E&E A Amazon Q & Eclipse i , BN IBSE @R AR

HERMAEARSE K RRBEREEMRR , FRETIEFHT,

1.

2
3
4.
5

BELMERANEREHRA Eclipse IDE #1 Amazon Q VRN,
£ Eclipse IDE #BARGELE.

RERBESEZFE Amazon Q.
ENRECHERETEE2ENEXBEN SR,

EE Apply (EA) RRBEFENEE,

Toolkit for Visual Studio

& &1 Toolkit for Visual Studio F{#/H Amazon Q i , B ES2EFAR AR,

FERAENRSE K IWERBREEHRAR , FRETIEFHT,

1.

BEEERANRRIMRE Toolkit for Visual Studio.

2. £ Visual Studio HBBUEIE,
3. REAIEEZEIZE AWS Toolkit , A%I1EE Amazon Q.
4. RIESEESENEZSHWTHNNEEFIEI True = Falses
5. B#IEOK (BE) UAREEE,
AWS Cloud 9

B RZE AWS Cloud 9 £/ Amazon Q i , BRXIBESEFAR AR

EREARS2E
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FERMAENRSE  IBERBREEHRR , FRETIEFHAT,

1. #E AWSCloud 9 F#ZAMA LA , ##E AWS Cloud 9 155,
2. WTHNIEERTF , BEREHE,

REFRERSIEBREEEEAHAIBR.
3. EREFFBRERGIEBNERRET , AEMAEETIEE AWS Toolkit,
4. EHSHECEIZE Amazon Q : BEEERBS2ENER,

Lambda

Lambda /) Amazon Q A X EBRERESE, E&FEH Amazon Q #E Lambda iF |, R ERE
FNE3essENRENBER.

SageMaker Al Studio
E 184 Amazon Q 8 SageMaker Al Studio B , BXB2EZ @R AR,

HERMAEARSE K RRBEREEMRRY , FRETIEFHT,

1. & SageMaker Al Studio R & T8ix , BIERE,
2. RBRETHUXEES , BIFEMRERES.
3. 7 Amazon Q THIBEEF , ERNHEHERMASSENBSENERZSN AR,

JupyterLab
EIEE R Amazon Q & JupyterLab B , BB ERERARRR.

EZEEMEAGSE B ESHENBAR , BB TIEFHT

1. #%¢ JupyterLab R & Bix , BIFRE,

2. #HBETHRBES , BIEERKRERES.

3. 7 Amazon Q THXNFEAH , BRNHECEEZENRAZESEABSZENEESZW A,
AWS Glue Studio Notebook

1. & AWS Glue Studio Notebook 17 & K222 Amazon Q.
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2. RRETHEERTF , YREESSENENBZHEEA.

® Note
FEEXBSEEER 81 AWS Glue Studio EREAMIFERBERE R

BERHEE2EZNENR

EXRLE DE# , BUUEEEREBREETHRTESENER,
BELH IDE , INEEUNEESE S0 EFRINIR,

Visual Studio 2\

MRERERERS UMM HEEASEFREESEARSENES, NREERMY , B8
A ME 71 B B A BASHEEEIR IDE EXTREFMA . ELREA S RAENMIUEERN L — &R
MAEH , BUNREEELEXEREEFERE , AIRZASNRETEREMER.

EEEGEEBEREZERHES2ENER  BRETIEFIIT.

1. 1€ Amazon Q Developer &/ | BERE,

2. 7E£ Amazon Q Developer IRFFHHEFERLRF , BEFERE,

3. & "REFMET. EENEREREERT  BEENASEEEARSENER.
4. EEREEE,

JetBrains

MRERGFEES SN HEEEASEEFRHESEABSENES. MREERMY , B8
Y18 BB B A B EEIEIB IDE EFMBEMA, ELHEASKEMENMBUEER L —8fAmR
MEHR  BNREEELEBREFRY , AIRZASNRETESBEMER,

FEECXERBERHUSSENER  FREBTIEFHNT.

1. 7 Amazon Q Developer £ &7 | BERE,
2. 7 Amazon Q Developer IR FFEHIEAEERF | BEFHRE.
3. & "REFMEF. EENEREREERT  BEERNISEAREABSENER.
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4. BREREEE.

Eclipse

MRERGFEES AN HEEEASEFRHESEABSENES. MREERMY , B8
VB BB B A B EEIER IDE EFMBEMA, ELHEASRKEAEZENMBUEER L —8fmR
MEHR  BNREEELEBREZRY , AIRZASHNRETSHEMER.

EEECEEREZERHES2ENER  BRETIEFIIT.

1. 7€ Amazon Q Developer £ A& | BERTE,

2. 1 Amazon Q Developer IREFFIEFE KT | BIZMRLE,

3. & "HREFMEF. EENERREERT K BUEENZSERENRBSENER.
4. BRERTEE,

Toolkit for Visual Studio
EEELEEREFEELTESENES BB TIEFAT,
1. BULLEBMEARZ —EARRIBFSERE :

a. TEHRBEIZBZIZE Amazon Q B/R , ARBIEERE. .
b. ®EIEIE -> AWS Toolkit -> Amazon Q
2. BEBELREESSEASENER  BUERRBEES True = False,

AWS Cloud 9
Cloud 9 AWS Ay Amazon Q FXEELEEMRMEA 2EREREEXTESR.

EEERERIFEEAEREBREERL , F2H "REXGSE, .
Lambda

Lambda F1#Y Amazon Q FXERRNESE, ELMEMH Amazon Q #E Lambda i , RS HE R
FREESENENBESR,

SageMaker Al Studio

#£ SageMaker Al Studio # , Amazon Q A X EELXEBREERHTESENEABER.
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JupyterLab

£ JupyterLab # , Amazon Q A X EELEERREFRETESENEXNBER,
AWS Glue Studio Notebook

Amazon Q AX 7 AWS Glue Studio £ A FEHAZSZRBEZFRBEABTES,

BEAEEEH

Amazon Q I EREIFRHPEBEAR. eETHRECNAHBEERGEENEXRGIESREIER
R, FRATIEXRESL,

FE

« {#/ Amazon Q Developer TR EITEIE

« {#/ Amazon Q Developer B4 TEHE

« £ Amazon Q Developer 5t X [E

- f5F Amazon Q Developer #1T Docstring. JSDoc # Javadoc 5ERX,
 {#F Amazon Q Developer #1iZ T2 %

A Amazon Q Developer SE X EITIEIE
EXHREA ABTENER , Amazon Q EREBEEB Nz N@ ARBTRRMERSR.

C++

JavaScript

ELEHIH | Amazon Q BRI ASRBHN —1TERLE.
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TypeScript

EEHIH | FHEMATENGR A% Amazon Q BESFIHBREHENE,

index.ts X

import-{-S3Client -} from- "@aws-sdk/client-s3";

const =-new-:53Client({});

X

C#

L EAFIT , Amazon Q ERBEFRHETER.

s
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Shell

ETEH , Amazon Q REMNMATEKETERNBNES.

access_key_response
access_key_response=$ -u "$user_name"

if [ $? -ne @ ]; then
ERROR: Failed to create access key for user '$user_name'"

Java

ECRBMARTENRR , Amazon Q ERBEE MV AARBTREER,

HET7AH Java €6l4 , EREERBNEBPBWAT public F&,

s
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Amazon Q ERBHAATEFEZNEEELER,

Go Run Tools Window Support Praview . Run

example.java o ®
public class Main {

}

Python

HELEHIF , Amazon Q ERIFMBEAESNEREBRETEXR,

£/ Amazon Q Developer E4£ TR K

Amazon Q AT SRR ERBNERELETERN, EETHEMBR , Amazon Q EEBRAEE., WX
R ER  Amazon Q REBBRFREEIRIANT —EHD , YRHES, IESERS BN
AN HERERNITIT , Amazon Q BERBENEWAER,
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C

JavaScript

ET5gE6S  ERESRB-AEMELENRRETER,

= index.js Environment Var Preferences

/**
* AWS Lambda handler
*
* Exports a single function that takes the "operand" property from the event
* input, squares it, and returns it.
*/
| X

S W~ WNPRE

=

BB
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ETES , FHERSE 7 Amazon S3 BEREZMEEFES ., Amazon Q FEENE S
read_from_s3 HFZEHNTEBEE,

def read_from_s3(bucket, key):

import boto3
53 = boto3.client('s3")
obj = s3.get_object(Bucket=bucket, Key=key)
return obj['Body'].read().decode "utf-8"J)

® Note
BERHMEG LREHIFTR , Amazon Q BEHEZEF IS import Bk, HEBERKEL
import AN FEIBEERHFAE,

TEERE —ELHf , FRECRBEREHESR. Amazon Q FEEIEE quicksort FZENTEE
£,

def quicksort(a):

if len{a) <= 1:
return a
else:
pivot = a[@]
less = [1 for i in a[l:] if 1 <= pivot]
greater = [i for i in a[1:] if 1 > pivot]
return quicksort{less) + [pivot] + quicksort(greater})

Amazon Q RHEZR K FEEBRENEINBFER. £ TEY , LR€EflPNEREESESZ LA
quicksort BEREBE, FEE K FHEHE M sort FERE TS —EREEESR. Amazon Q BE
RBERENATEREE,
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def guicksort(a):

1f len(a) <= 1:
return a

else:
pivot = a[@]
less = [1 for 1 1n a[l:] 1f 1 <= pivot]
greater = [1 for 1 1n a[l:] 1f 1 > pivot]
return quicksort(less) + [pivot] + quicksort(greater)

def sort(a):

return quicksort(a)

ETEH , FRERE 7M. Amazon Q FEEIMRBLEIMEBHAEE,

# Binary search function

def binary_search{arr, 1, r, xJ:

ETEF , EREGHFNERAECESTEBRNEREES, Amazon Q MELFREEIEZTEN
binary_search R B,

# Binary search function
def binary_search(arr, 1, r, x):

while 1 == r:

mid =1+ (r - 1) /F 2

if arr[mid] == x:
return mid

elif arr[mid] < x:
L=md+ 1

else:
r=md-1

Java

T3EEEE Amazon Q MfRHEER , X 5| ERTREBRAELBREAEH.
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1. ETHEFIGH , EREBA TR, Amazon Q BREAEE,

EREESZERE , Amazon Q BigEBEX .

example.java

public class Main {

2. E BT , FHEEES Amazon Q WWEZEZE , ARA TR AZHE, £T—17 , Amazon
Q ERBEBELES,
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ERAEER

Go Fun Tools Window Preview . Run

L]l

example.java

1
3
4
5
B

C#

ET5EHS , Amazon Q EZET ZEHR.,

TypeScript

ETHEHIF , Amazon Q ERIZBFEAER docstring EEE
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@param- {string} fileName

{string} bucketName

Python

Amazon Q AR BERENIRELETEHRN, ERTHERE , Amazon Q BEBREAEKE,
MBBIEZEZE , Amazon Q R E D BFEHEIRAN T —EZH Y , LIRHES., BFERER
ZE2EMABENANERRIERBIT , Amazon Q SERBENBAERE,

ETHEHFH , Amazon Q BEETERA MY EHNE TR,

T3EE SR Amazon Q MfRMEER X 5| ELRTREBMHRAE LB EH.

1. &ETES , FHECWAER. WNEHETHIHENXBEER Amazon Q RHEMERE.
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ERAEER

IJ

demo | src © main ; java / com ; example | demo Main

HelloResource.java

com.example . demo

Insert Code Previous

2. ETES , £AECEX Amazon Q WERABEEEER., EZERR  HENSEDEE

Amazon Q BB RN ERIELFTNER,
1
demo ' src ¢ main  java ' com  example | demo Main g add

HelloResource.java

com.example . demo

Insert Code

3. ETE® , EAEEESE Amazon Q WEZZH , REXNEBPWMATHS. £T—
17 , Amazon Q ERBEENABRELEFTNER,

, T

XM
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11 demo - HelloResource.java

demo ' src ¢ main ¢ java ¢ com  example | demo Main - f add

HelloResource.java

Com.examp le.demo

Inzert Code

HEWEHIP , Amazon Q EEMEAEBMANIEER , ERZEERN,

£ Amazon Q Developer £ [E 1]

EREBHTRUARTER if/for/while/try BB ES,
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C

Java

ET5&EH S  EAERA if REXHNBEE, RAXEERE Amazon Q RHEMNERS,

Run Tools Window Support

o

example.java o | (+)

public class Main {

BB
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C#

ETE® , Amazon Q BETRERNF =,

TypeScript

ETES , Amazon Q BETREANF %,

=]

import-{-S3Client -} from- "@aws-sdk/client-s3";

=.new-53Client({});

onst-uploadFile.=-async

Python

ELEBHIF , Amazon Q ERBABTEZEXBTER,
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£ Amazon Q Developer #4T Docstring, JSDoc # Javadoc T

Amazon Q AI BB ERRNIBAE £ TR XM,

C++

Javascript

FELLE IR |, Amazon Q ERBEENEHIEA JSDoc B8,
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import - {PutObjectCommand, -S3Client}- from- "@laws-sdk/client-s3";

const-client-=.new-S3Client({});

onst-putObject-=-a: (bucketMName, - key, -body) - = . {
15t -params: = {
Bucket: bucketName,
Key: - key,
Body: - body,
};

return-client.send(new-PutObjectCommand(params));

C#

FELLEHIR , Amazon Q ERBEENEEIEA JSDoc B8,

Java

LA & 5IEL B Oracle #8145 Ry &4,

ETES , FAECSHRE A docstring. Amazon Q EEE A docstring FHEZR,

XI5 226
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Amazon Q Developer EREER

Current File ~~

Main.java HelloResource.java

package

~ to complete @

LAT#EHIELB Oracle #8v5 EAYEH,

ET B Java €64 |, EAEFEEA T Docstringe Amazon Q EZ AR ERE docstring BB

B 227
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Amazon Q Developer EREER
Go PRun Tools Window Support

example.java ® Preferences

public class Main {

S

@param url an absolute URL giving the base location of the image
* @param name the location of the image, relative to the url argument
* @return the image at the specified URL
* @see Image

= & WD~ oW R W R

1
1

Python

ELLEEHIR , Amazon Q ERIERI RN ARERE Docstring,

BB
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£ Amazon Q Developer 12t ZRITE S

ERAEER

*E?%,_\E’JEFH =4 , Amazon Q FIREEEE —EREBTEEATENREER, TiB , Amazon Q HAT
LX%{/\ EE%O

Go and GolLand

EHEHIF , Amazon Q EREMHZFITES.

s ListBuckets() {
var err errar

cfg, err := config.LoadDefaultConfig(context.TODO())

UTRE—EZFTEZRNES , EXRETAH.
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import

func Add(a, b int) int {
return a + b

C++ and CLion

ELEHIH | Amazon Q EIRHZFTER.
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bool CreateBucket(const Aws::String& bucket_name,

const Aws::Client:Client::ClientConfiguration &clientConfig) {
}

Python

ETEYP , EFEREVHRIRE , EHEKASEZME Amazon CloudWatch Logs ###H. RIFLLA
A , Amazon Q Rt EE —EEBHPESAFRVBICERE , W TEMT.

s
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ERAEER

# Publish a message to a CloudWatch Logs Group

client = boto3.client( logs')

T8 , MREAFRBEFRZFTES , Amazon Q L ERBEBRBER/BENARKERZITERR.

# Publish a message to a CloudWatch Logs Group
client = boto3d.client('logs')
response = client.put_log_events(

logGroupiame="YPCFlowLogs® ,

(® Note

T LgHlH , VPCFlowLogs AIREFR R EHHERUE,

E Amazon Q #RHEZER , s
TREZEEHHITMAEE,

Amazon Q R A ERBERNFER , T BT

# Publish a message to a CloudWatch Logs Group

client = boto3.client({'logs")

response = client.put_log_events(
logGroupMName="VPCFlowLogs",
logStreamNome="VPCFlowLogs®,
logEvents=[

{

"timestamp’: intCround(time.time() * 18881,
'message”’ : json.dumps(event)

)

Ko redommerdat iond

EMEHIF | Amazon Q B — X —1TIRMEEE,

XM
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ERAEER

IDE & Amazon Q Developer XEWEE

A LATE IDE R LMERERERETEE S £ /A Amazon Q Developer B T 5IZHEE :

* BX
3 ES

ERAELYREENEEREEREFESNEEREMARTE,
¥R IDE &7 Amazon Q BV HEERINAEE , XEMNFESEE T HIFEH W,

RERERIES XE

Amazon Q X EZEBEEARIBENAHEANGES, EXRTESHNEXBELAEEENRE

RIRERNRENmE.
RIRERNBEMS , XEHEZSNEXRGHESH

- C

o C++
- C#

* Dart
+ Go
« Java

» JavaScript

, BUR

XENFE

il
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+ Kotlin

* Lua

« PHP

« PowerShell
* Python

* R

* Ruby

* Rust

« Scala

+ Shell

« SQL

« Swift

» SystemVerilog
» TypeScript

XEESHNEREBAIRENE (1aC) FEAR

» CDK (Typescript, Python)
« HCL (Terraform)

« JSON

« YAML

BRMNESIE
BT ENZEESICRALERERBMENIIRE,
£ JetBrains IDE 1 Visual Studio Code # , Amazon Q AJ LA fEF T HIESEHRERS

» Java

« Oracle £ PostgreSQL EXEBEAN AHR SQL EHik

£ Visual Studio 1 , Amazon Q A[LAEH T HIFE S EREXE -
« NET FERZXHH C#
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MEZIENES NEAERCREH LR | BHTZEHRERNIE,
EABRRENES<E

Amazon Q AIBLEVEXHMRE  UHHERATIHESRHBNERNERREHABEXNRISLE

m

- Java-Java 17 REEMA
« JavaScript - ECMAScript 2021 & % R4
« Python - Python 3.11 REERZA (£ Python 3 R 3IA)
- C#-FIEMRZE (BZFMEMA NET 6.0 MEFTIRE)
« TypeScript - Fi G kA<
* Ruby - Ruby 2.7 1 3.2
« Go-Go 1.18
- C-C11 RERRAE
o C++-C++17 REBIRA
» PHP - PHP 8.2 R ERIRAE
» Kotlin - Kotlin 2.0.0 R ERRZA
« Scala - Scala 3.2.2 RERiRA
« JSX-React 17 RERRA
- EREBEENE (1aC) EF
 CloudFormation - 2010-09-09
« Terraform - 1.6.2 BB R4
« AWS CDK - TypeScript 1 Python

BRINREEXE

Amazon Q XET5IFE

i

, SWER B HEEREEREY BT -

« Bash/Shell (.sh, .zsh, .bash)
« C(.c, .h)

» C#(.cs)

+ C++ (.cpp. .hpp. .h)

 Dart (.dart)
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ERAEER

Go (.go)

HCL (.hcl)

HTML (.html, .htm)
Java (.java)
JavaScript (.js. .jsx)
JSON (.json)

Kotlin (.kt, .kts)
Markdown (.md, .mdx)
PHP (.php)

Powershell (.ps1. .psm1., .psd1)

Python (.py)
reStructuredText (.rst)
Ruby (.rb)

Rust (.rs)

Scala (.scala)
Terraform (.tf, .tfvars)
X F (.txt)

TypeScript (.ts. .tsx)
YAML (.yaml, .yml)
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ERAEER

£S5 LA Amazon Q Developer

Q CLI B A Kiro CLI,

MEFBESR  F2R Ko EAEER.
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https://kiro.dev/docs/cli
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£/ MCP #& Amazon Q Developer

BH FTRIXHE (MCP) 2 —ERMIEE | 71 Al BEEABTENKREEE, Amazon Q Developer
CLI REXE MCP , AIBAZEIR Q EREHF] TEMRBUAEFRHEIIEE,
e

- MCP #i#

« CLI FHY MCP #HRE

- MCP #HAE

- TENRR

- IDE % Q Developer ¥ MCP #H7E

- TEBH

- MCP %

.« &4 MCP #1:=

- MCP &%

« Q Developer ¥ MCP #&

MCP #1 &

MCP (B8 t TXifE) R —ERANEABHE , A Al BHEEARTEEAN S NEEL. LiBES
EE-—EERILNAR  BARERRZTANIE, FRABESHEFERIEINT , UARBEBENEET
BER,

# MCP 1R A Al BENERERESS  FHEMENASRAER, HEEEER  UREZEIE|ES
BES, mtk— , Amazon Q BecENEFFEATEMNEN , URHEE E EHEEN B,
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ERAEER

o query

User

repeat as
required i

response

CLI 8y MCP

e prompt

MCP Client
Amazon Q CLI

_° call

o use tool to get additional context

4_aresult

MCP Server

R equery R

! MCP Tool eresponse Data Source
MCP Tool

LLM

o final response

/ |_,\

WEEREFRTE MCP {@RESH CLI 5 ER1E,

Fi%: qchat mcp [OPTIONS] COMMAND

MCP #BREd T

A AL
op

gchat
gchat
gchat
gchat
gchat

gchat

mcp

mcp

mcp

mcp

mcp

mcp

iR

add
remove
list

import

status HBE

help

B 3

BIEN L aR 5 7F

8 SRR E /Y Al BR 25
& MCP #HREH B BR A AR 2R

TE Y fa] Bk 2%

5 — B =B A Al AR 2R AR A8

ARE fal B 2R Y AR BE
E ST F T AR A

£ CLI
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MCP fa] Bk 25 5|2
--args Z2HREXEFEAR K JSON BFIKRANEEH5IH

# Escaped commas
g mcp add --name server --command cmd --args "argl,arg2\,with\,commas,arg3"

# JSON array format
g mcp add --name server --command cmd --args '["argl", "arg2,with,commas", "arg3"]'

=i MCP {r B85

BT MARFHITHAE MCP AR 25, , Amazon Q Developer CLI X BEIB HTTP AN IR IR
MCP frlfR&Es. EimfAIREF AT LAEA OAuth B2 BB (FTEEFIHRFE)

Configuration
Rl MCP RSB RELNREREARBERY , FH typefl url MLEITERE .

{
"mcpServers": {
"find-a-domain": {
"type": "http",
"url": "https://api.findadomain.dev/mcp"
}
}
}

OAuth B 9B RiE
FREE OAuth B9 BFERIEYR MCP Al BRESH :

1. EAZEE R MCP R[N REERBEN Q CLI T/EMRE&
2. ARE—HAGERA THAREA,

3. A /mcpin SRR G 29 RFE

4. QCLI EEEHARKBFTES 7 BIFIL R4 URL

5. BB P FRBURMEM URL , FFRIF Q CLI THERERBRK

6. BEBAERTNE D REBIER

7.RE QCLI RE - MEFDBRIFHRT , LHEEA MCP RIS

&% MCP fAlfRes 240
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BoRETHE , DAEARARKRFNITE,

A Q CLI 3% & MCP fafR&s
Amazon Q CLI £ EiE& MCP S HEUTNERE :

~/.aws/amazonq/cli-agents

Amazon Q Developer CLI X EZX# MCP RfREE: ( MARFHIT ) FMiEiw MCP [AREE (FEB HTTP
B ) . BWMAREEATLUER OAuth B9 8F , ITEES 2 EEEN .

MEERMMET, , HSM Q CLI Github FEZ B Ei B TTREBREBRISEER MCP @RS,
7 IDE HfEH Q F%XE MCP falfk8s

IDE # Amazon Q £ i5E& MCP HREREBMNES :

~/.aws/amazonq/agents/default. json

WEFFME , 52 BIIDE & Q Developer # MCP #H8E

MCP fa] fR 258 & A

Amazon Q BEERHA MCP fAfRs: , Mt SR EFBETES , MAFFSAMERAKSEDNN
t. BESENABRBHEATH , TEHEZESTH,

BE AR RE

ERERA /tools HRREFWLEMMBNERA , URBLTEBTEA,
AE Al AR Es ¥ 2R 1L

ERILERATHIA R BT RS LRE -

$ g settings mcp.initTimeout [value]

[value] RFXREF (BNEW), LREEES Amazon Q EAFEHEBER 28 , FEFRAKRSFNRBENL
E,JHTJ'FﬁEFFio

MCP #H#E 241


https://github.com/aws/amazon-q-developer-cli/blob/main/docs/agent-format.md#mcpservers-field
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g —
TENRER

ZEiER BA I/ #E B Amazon Q Developer CLI £/ MCP T EHiE R,

T MCP ILE

MCP T E & MCP faBR85E Amazon Q Developer CLI ABIHY ATEAITER R . ELE X AIZE Amazon Q
Developer R REHTEE, BEER , UAREABRKEER.,

MCP A E—HITEHA

- BW  TEE—FBBIRF

- B ABARN T RINEERH

- BARBHER . ERTEEIZSHA JSON HERiER
- iR ARIAETANMRNRARTR

RETHNIEA

HEEE QCLI THEERFERLETANIE !

/tools

LR SERTAAMEATANIE  SFARIEN MCP AR:[RENTE,

TEAURTRNFFAIBRIRERLERATR :

- BERE  EETEAFHMEHFFAIMEESARRKER
- FERE  EEIESAERAKRTEEREAAMETA
- fBby EETERRARREEAR , REZHBLFHEER

(aif

H

i

EHATIR
B S AMES XA MCP T8 :

1. BAFESHER  REHREEEMIE , QREREEERAFAELE,
2. EEFAIER KM R#EFER Q FARELIER.

ol

3
H
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FRRETR

MCP falfkzs TR AT L ERWIRT , LB 518 Q #ITHEET :

« JIHATAMERTR : /prompts
- EARR:

* @ prompt-name argl arg2

EE I BERARTHES

@fetch https://docs.aws.amazon.com/amazonqg/latest/qdeveloper-ug/command-line-mcp-
configuration.html

IDE & Q Developer B MCP #HE&E
WEERERE MCP IR IDE 4R,
TH#E IDE  Q BB AEH MCP HHREEZR

E8MEM GUI & MCP a2 5T E IDE 1 Q FHRAER , AESFREREERFHES—@

- 21 &EE : ~/.aws/amazong/default.json
- EXRKEER : .amazong/default.json

7B , ERERER , T # MCP #HREBEFAREHMWENE !

- FELIKEER : ~/.aws/amazong/mcp.json
- EXREBER : .amazong/mcep.json

QREASELER MCP ARHFZN TFERBRMERE, EFFAINMENRE.

(® Note
WMRIEETE mep.json IEERFERE MCP R , M HEE —IXEA MCP % GUI , £&% GUI
P& EIZERE,

FARR 243



Amazon Q Developer EREER

213 default.json HAEERPH useLegacyMcszon B gRAER mcp.json BRI E,
RIRTARE , WBUEERA true. MEFMERA , 552 E Q Developer CLI GitHub EFEH#Y
UselLegacyMcpJson 81

#FEE , QCLI A LAEA mcp.json &2

MBMAE MCP TE LR EHERSENHEET  ASUARI S,
ZH MCP #8 % Ul

£ E 7 IDE B9 Q Developer A117H MCP #H%E Ul :

1. BEUEH IDE (VS Code, JetBrains &),
2. BARK Q Developer H1Ro

3. FHRBEIXEMR

4. BETEH

o

#7118 MCP frlBR2S

Al AFIRE MCP RS < B T E B M iE = BEm S /TBA - STDIO M HTTP,
#7118 HTTP MCP fal B 25

HE# HTTP MCP fAlfR25%T18 = IDE :

1. FFEMCP #8% Ul.
2. BEIR (+) FFako
3. EHHEE : £EHAH.

MRERFELIHEE , MCP RAREFEEBEFEMIE ~/.aws/amazong/default.json F , WA FEFTEER
ZHRERA, MRSCEEAREE |, HESFHEBERHPH .amazong/default.json H,

EEBWAF , @A MCP RN B,

B http ERERBARE.

£ URL #f , 8 A MCP falBR2z#] AL KA ALY URL,
HERE-BZAT , BB ALEESR HTTP BREREENREY.

N o o &
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https://github.com/aws/amazon-q-developer-cli/blob/main/docs/agent-format.md#tools-field
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8. B AREFE (WEA).
9. EBE®F.

HEEBUSEERAR AT EFTER.
10. FEERE REAMFARTEHT THER,

® Note
WE MCPHTTP In M EERE , Amazon Q i BEHBEIEREME , FZR8EHIRE Amazon
Q FEl MCP {alfR 28,

¥718 STDIO MCP falfR 28
ZE4% STDIO MCP R85 #Ti8 = IDE :

1. FELMCP 88 Ul,
2. EEMER (+) FFR.
3. EEEE : 2EEAH,

MRERIZELITEE , MCP ARFEEZERIE ~/.aws/amazong/default.json F |, WA FEFFEE
ZHRERA, MRSCEEAKEE |, HESFHEBERPH .amazong/default.json H,

4. HERBWMF , WA MCP ARFNERE,

Blan | MR FEMLE AWS X4 MCP AlfRES , BB #OI8ER AWS DocMCPServer,
5. #H stdio #EAEHEEATE,
6. TEmTHAF , B A MCP [RESHHBLESHITH Shell 55,

MR AWS X4 MCP fAfRES , 8T A uvx. ER uv tool run WElE , HEE T TRHMEM
Python IR3&,

7. TESIEWAF , W AZRME Shell v TR SR (AEA).

#H AWS X MCP AiR2S , 5|85 awslabs. aws-documentation-mcp-
server@latest. i Python EHEEBIRF , HigM@ PyPI (Python E4%5]) LFEENEHS.

BREBNEES SR
8. EABRANRREH.

#718 MCP 3 iR 85 245


https://awslabs.github.io/mcp/servers/aws-documentation-mcp-server/
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ERPNESHIR  RMEELEALZTE : FASTMCP_LOG_LEVEL & : ERROR,

REteERAERE AWS_DOCUMENTATION_PARTITION F{E aws RIEHEFEAN S ZE,
9. EARKME (WEM).

ERMANES T , RFISHREF 60 (W) HERE.
10. ERERE

HEERAAESERARA T EFTER.
11. BERE REAMFAERTEHT THER.

¥ MCP #HEEEITHER E
&1E IDE F #7118 MCP fAIfR25% , Amazon Q 2 E R EHFEX AR

MRBEEREE , AERRREERER. EFRE R , TRRELELZ MCP AR T AR
5 IE B1E LR,

EIEEEAENER MCP SEE , SUNELETEENEE.,
XA MCP falfiR=5

T 52 R BEPTIE MCP RS # K AR,

#E7E IDE R RUA MCP RIS :

1. FRX MCP fAMR2RHEMR.
2. HEERMANMMRERRRS  EERA.

= MCP fRlBRz%
#EE IDE {8 MCP IR :

FRL MCP fal B 28 I AR
BEEREFERAN AR
BERERES =B
E1EE A MCP ffRER,

A w0 bdh =

# MCP {HREE TR R BT 246


https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/partitions.html
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ERAEER

i BR B BI RO B MCP 7] AR 25
EE4E IDE MRk B BTRAM MCP RS -

1. B MCP fAAR2EE R
2. EEFEEEMERAYMEMRES.

IERERBER , EP S ARB[NFAER,
3. RERBREZHN=EI.
4. EEFEMBER MCP RARSR.
5. HIRERETEFIMER.

i BR B B1{Z A B MCP R AR 25
#E4E IDE MRk A 31K MCP [RRS :

1. B MCP fAAR2EE R
2. HEEMERVMEMRRRS  EEMER.
3. HERRSEREEIMER,

REMFAEITEFT

AEMBNBFARTET :

1. FR MCP fABRERE R,
2. ERELERBEANBFRAEAFFAIMN MCP RAR=R,

3. LBULAB-—HEIERETIEP-—BFIEBR:

- A SIRERTERRREFT,
- —EAF AFIEHT, MFART
- EE AERLKTE,

TEEH

- AHERM & Amazon Q BB ERERN THERENEATEER

MIBR B s R A K MCP Al BRES
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- BF] : RBEHNRBEFREVEBWEFTITR

- FRRERS  MAKEREN MCP R TELERMK

- BEL  FRAZE A PEZEN -HEABE

- B MCP ATREYIMAREN LLM R E K FENESEHARN I EES

- & ERAEXH MCP ARBFKEMMREEERERA

MCP %248

MCP £ Fl Fim-RAR2R2R4E , HA .

« MCP £# : &2 Amazon Q Developer CLI iEE Ei#EiB MCP ZEERNER
- MCP AlFin : ERSBFMHE 1.1 ERNBEAIBERFin

- MCP falfRss : BBEENMEE F TXHELRSEYRENBRERNER

o REERRR : LERK LA MCP ARSEZLFINER. EREMNRK

« EimRHE . MCP AR5 T EB AR (HI1EB APl) ERNARR

Example MCP B RE

User

I

v
Fer - = - + Fer e - - + Fer - = - +
I I I I I I
| Amazon Q Dev | --> | MCP Client API | --> | MCP Server |
I I I I I I
Fer - = - + Fer e - - + Fer - = - +

Y
B +
I I
| External Service |
I I
B +
<caption>
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A% . Amazon Q Developer CLI E2S\ER AR < EiE1® MCP HEFARE
</caption>

¥ MCP #i=
TE

TER MCP AReF[AFim A RN AHTEN, ELENATZE Amazon Q

- EABREHRBITEE
- UEMNAFXEEER
- B API MBRBEE

- RREYITHT

TENERTSH B, RA. BABBHER (£/ JSON BHRER) , ARABITETANERAZ
%

RRH
RTARBALEZNWHEAE , WiHEI51E Amazon Q ETHEEK. AN
- EXBRESIR

- GERBEFHWAR

- HEZEER

- 5| EREI/ERRE
« LUl tR2FEXER BIORIRGS

Resources

EIRM K MCP AR5 TR H46 Amazon Q WEH |, fim

- BRRE
- BEREREK
-« API EIfE

- XHF
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- HHEEH

MCP &£

£/ MCP falfR25#4E Amazon Q Developer CLI B , B TR+ HENREEK,
gogcy kit

Amazon Q Developer CLI F# MCP R # R LA THIEREA -

1. BBRERTH : TEARBENEREF T REIAT
2. AHHT : MCP ffREBFEEEERAE LRIT
3. &t . ZE MCP AR E U ERIEEREFHT
4. BHE  FHEAUUERERMETETH , URITENAR

ZEEE
f£EH MCP RWNEERLZE !

- EREENRRERER[RR

- BREZHERETERANGER

- SHHHBNEARERRESH

« & MCP fAMR=2M Q CLI RIFHZHARE
- B2 MCP HEEREBBIFFEHNER

Q Developer By MCP &

£/ IAM Identity Center (FREA B ZNEXEFF AR HEBAEAEN MCP . RIEFER ,
BHERETUER Q AFREAEMT MCP AiRkiEE. SAEEES  SUNAT2FREREER MCP
AfRER , WEEAFERELRAN MCP fARB[REFLFE,

&R LAE R MCP FR/BE YT MCP Z SR RIZFIELRB. MCP {1t MESREMER Q B ASRE
EN—#82 , TEEBERIIRFERESR , IRFERREESIAEBBRFER. BT AAERBIE
EFER MCP B3R , Y BREBFEWRF ; flW , FREEN MCP , BEARBEER (1&RF ) WAFEE
RBATE,
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® Note
VRN EFEREHEEAFPHRAFHIT. FIEE , CNSRERETUSRBILEE,

ERE/MH MCP
= EA LIRS SBBER MCP :

1. BRI Kiro £ 5&,

2. BEFRE.

3. BEQHRBAERSIER.

4. BHERBEABBEABE (MCP) tIHAEIR.

AIENBBIEE MCP RFHEE

B BRI E T AFEE MCP RARSR , FFEA RFFRMAAMRSREM JSON 5, & HTTPS 24t
Wi URL IBELEN Q ABRAEREE. QRARABAFPHEALREREUTRERAEEFNAFE
FH MCP fAlAR=S,

#EE MCP &8 URL

BRI Kiro £#88&,

BERE,

EE QRBABRIIER.

BREERBEAGE (MCP) EFRK.

£ MCP & URL B |, BIERE,

B A MCP & ##E JSON XK URL , EP G A HH MCP RS,
BERE

N o o bk~ w0 D=

MCP %$%& URL €RBR MW ERINBREE | £E6H T ABERMNS,
MCP ZE#ZEERIER

B8%HE JSON BEEXZE MCP E#HE% v0.1 FEREFEBHEIR JSON WF 5., Q Developer XEZ
FEH JSON ERERERTEANHEENEZE B R ERERPEE.

ERB#EN MCP 251
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THEHIFER MCP B84  HhE8EER (HTTP) MA# (stdio) MCP fAIRESE .

{
"servers": [
{
"server": {
"name": "my-remote-server",
"title": "My server",
"description": "My server description",
"version": "1.0.0",
"remotes": [
{
"type": "streamable-http",
"url": "https://acme.com/my-server",
"headers": [
{
"name": "X-My-Header",
"value": "SomeValue"
}
]
}
]
}
},
{

"server": {

"name": "my-local-server",

"title": "My server",

"description": "My server description",

"version": "1.0.0",

"packages": [

{
"registryType": "npm",
"registryBaseUrl": "https://npm.acme.com"
"identifier": "@acme/my-server",
"transport": {
"type": "stdio"

1,
"runtimeArguments": [
{
"type": "positional",
"value": "-q"
}
1,
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"packageArguments": [

{
"type": "positional",
"value": "start"
}
1,
"environmentVariables": [
{
"name": "ENV_VAR",
"value": "ENV_VAR_VALUE"
}
]

TRIHEHE JSON ERNBME. RFESERH , FRAIMEBUEBMREBIERN, MFZEA JSON
L  F2EBEEEER -,

ERBUERERXREEETR, flm, "FE, B "EiRk, OFEE ., M "2B M TE, B TRE,
B ¥ B,

Bt Description ZR? EHIE

FREBM

name ARFEH. ERERHFEFLEA "aws-ccapi-mcp 1
RME—M.

BRE AB A EBM A RRER B . = "AWS CC APl

description A AR S IR rBEEAREEER

AWS Eﬁﬁ FIXBE o

version RAARERRA, BIUBREATEER "1.0.2"
ARIEH (X.y.2)o

REWEBIEE MCP RFFEE 253
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ERAEER

B
im (HTTP) R AR 2% B

B b

-
E

B

type

url

name

value

Local (stdio) fa] Bk 25 &
k3

packages

Description

fE5 , Hh R A — 8B 5 E R R
Uk

AR TAIEFhttpy B Msses 2

o

MCP fAlBR 254w & URL.

BEGBRIPEST SN HTTP {ZEHE[E
5,

HTTP FRE& .

HTTP {28 1{E,

fE%5l , R RE—EEHEB S MCP
AR ER.

EH ?

o

g fE

Mo & Fihttp

"https://mcp.figma
.com/mcp"

MR

C7& & mF_9.B5f-
4.1JgM

REWEBIEE MCP RFFEE
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ERAEER

B

registryType

registryBaseUrl

identifier
transport
type

runtimeArguments

type

value
packageArguments

type

value

Description

AR "npma . Tpypis T "o

CiJ Z_o

THEHBTIRARTEHMNEAT
MCP fRRESEH :

s HRBZHERE "npm" , EFH
"npx" B1TES

o B Tpypis , A Tuvxy

« ¥R Tocia , A "docker,

AP RN AR RRBEENE
Hr#1T 28,
EHE# URL,

fa AR 28 E 4 a8 Bl 74F
MHERE—EEE, "EE,
W ZH = "stdio",

REGHITRENSI RS, H

&= npx. uvx B docker,

MAERE VB,

BT 5 BUE.

RH#HE MCP R AR2RHY 51 B,
AR VB, .

EHsI8E.

EA?  #fE

"npm |

"https://npm.acme.
com"

o

"@acme/my-server

Mstdio

o

TyE

TBELA

REWEBIEE MCP RFFEE
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B Description BH? & e
environmentVariabl  RXE)fREIARER Z AT EERER env vars = -
es R 51,
name RESHERE, "LOG_LEVEL"
value RIESHE. "INFO

24t MCP %4848

£ F{E Web Al lREF1EBE HTTPS 21 MCP Z#k4#8 JSON #£2€ , #5120 Amazon S3. Apache
nginx. It URL AT HEAE B LK Q Developer AFiREE , B LLFAE RZH L THEK.

HTTPS in M4 AEAZEAREREBEMNEENEYU SSL BRE. TXEARBERRE.

Q ABRASSEMBENS 24 NEER—IRX MCP B#iE, EEHRSHE , WRAFEREN MCP
AIRER T BAUREHES , Q Developer 8 ILZMAMER , WL ERAFESHEIMEER, WRAEEE
#Y fa] AR 2% B2 & 8% 48 P Y R AR BRAR AT [E , Q Developer & & #4E h E R MRAEH B RARER

Q B A ENEER
EfEAERE QDeveloper B , tcERERERFREBEEZEH URL, EE2WLE , ©e|ERX URL

FREVE 8%4E JSON |, Meg#lE A& REEAEHEPRERN MCP [k, EHEHIE MCP [RES
BF , Q Developer 2# R 3K B E&IEM A REFEE,
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SRR

< Add MCP Server

@ asana Install

This server provides a way to interact with your Asana workspace
through various Al platforms and tools that support MCP.

@ atlassian

The Atlassian Rovo MCP Server is a cloud-based bridge between your
Atlassian Cloud site and compatible external tools.

I;l fetch Install

Provides web content fetching capabilities, enabling LLMs to retrieve and
process content from web pages, converting HTML to markdown for ea...

IZ' git Install

An MCP server for Git repository interaction and automation. This server
provides tools to read, search, and manipulate Git repositories via Large...

4R MCP AIRES 28 (URL, E4HBI®F. runtimeArguments % ) AMEE, T8 , FRHETMN :

B MCP TEFFA ( "FAR#TL . TEHITL W TEEL ).
EEMCP AREEEE (£EHTEE ) .

BEFERRE

 FEEARH MCP ARBF[AEMRESE,

. FEEER MCP ARSRAYEME HTTP 2R,

REWEBIEE MCP RFFEE
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® Note
ERAERENRESHF HTTP EREEREREER, EEEAEEEERENRER
M Bl g 5 RE SRR EER RERE,

MCP % $&%8 JSON &R

T %I JSON ##BH#HRESE Q Developer XEH MCP R FEERE N, &0 LA F b 18 1R 7k B 5%
IR B R,

{
"$schema": "https://json-schema.org/draft-07/schema",
"properties": {
"servers": {
"type": "array",
"items": {
"type": "object",
"properties": {
"server": {
"$ref": "#/definitions/ServerDetail"
}
.
"required": [
"server"

}
.
"definitions": {
"ServerDetail": {
"properties": {

"name": {
"description": "Server name. Must be unique within a given registry file.",
"example": "weather-mcp",

"maxLength": 200,
"minLength": 3,
"pattern": "A[a-zA-Z0-9._-]1+$",
"type": "string"
},
"title": {
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"description": "Optional human-readable title or display name for the MCP
server. MCP subregistries or clients MAY choose to use this for display purposes.",

"example": "Weather API",

"maxLength": 100,

"minLength": 1,

"type": "string"

},
"description": {

"description": "Clear human-readable explanation of server functionality.
Should focus on capabilities, not implementation details.",

"example": "MCP server providing weather data and forecasts via
OpenWeatherMap API",

"maxLength": 100,

"minLength": 1,

"type": "string"

I
"version": {

"description": "Version string for this server. SHOULD follow semantic
versioning (e.g., '1.0.2', '2.1.0-alpha'). Equivalent of Implementation.version in MCP
specification. Non-semantic versions are allowed but may not sort predictably. Version
ranges are rejected (e.g., '71.2.3', '~1.2.3', '\u@@3e=1.2.3', 'l.x', '1.*"').",

"example": "1.0.2",

"maxLength": 255,

"type": "string"

},
"packages": {
"items": {
"$ref": "#/definitions/Package"
},
"type": "array"
},
"remotes": {
"items": {
"anyOf": [
{
"$ref": "#/definitions/StreamableHttpTransport"
},
{
"$ref": "#/definitions/SseTransport"
}
]
I
"type": "array"
}
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},

"required": [
"name",
"description",
"version"

1,

"type": "object"

I
"Package": {
"properties": {
"registryType": {
"description": "Registry type indicating how to download packages (e.g.,
npm', 'pypi', 'oci')",
"enum": [

npm-,
"pypi",
1,
"type": "string"
1,
"registryBaseUrl": {
"description": "Base URL of the package registry",
"examples": [
"https://registry.npmjs.org",
"https://pypi.org",
"https://docker.io"
1,
"format": "uri",
"type": "string"
1,
"identifier": {
"description": "Package identifier - either a package name (for registries)
or URL (for direct downloads)",
"examples": [

OoCl

"@modelcontextprotocol/server-brave-search",
"https://github.com/example/releases/download/v1.0.0/package.mcpb"

1,
"type": "string"
I
"transport": {
"anyOf": [
{

"$ref": "#/definitions/StdioTransport"
iy
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{
"$ref": "#/definitions/StreamableHttpTransport"
},
{
"$ref": "#/definitions/SseTransport"
}
1,
"description": "Transport protocol configuration for the package"
},
"runtimeArguments": {
"description": "A list of arguments to be passed to the package's runtime
command (such as docker or npx).",
"items": {
"$ref": "#/definitions/PositionalArgument"
I
"type": "array"
I
"packageArguments": {
"description": "A list of arguments to be passed to the package's binary.",
"items": {
"$ref": "#/definitions/PositionalArgument"
},
"type": "array"
},
"environmentVariables": {
"description": "A mapping of environment variables to be set when running the
package.",
"items": {
"$ref": "#/definitions/KeyValueInput"
},
"type": "array"
}
I

"required": [
"registryType",
"identifier",
"transport"

1,

"type": "object"

},
"StdioTransport": {

"properties": {
"type": {
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"description": "Transport type",
"enum": [
"stdio"

1,

"example": "stdio",

"type": "string"

}
I
"required": [
"type"
1,
"type": "object"
},
"StreamableHttpTransport": {
"properties": {
"type": {
"description": "Transport type",
"enum": [
"streamable-http"

1,

"example": "streamable-http",

"type": "string"

},
"url": {

"description": "URL template for the streamable-http transport. Variables in
{curly_braces} reference argument valueHints, argument names, or environment variable
names. After variable substitution, this should produce a valid URI.",

"example": "https://api.example.com/mcp",

"type": "string"

.
"headers": {
"description": "HTTP headers to include",
"items": {
"$ref": "#/definitions/KeyValueInput"
},
"type": "array"
}
.
"required": [
"type",
"url"
1,

"type": "object"
1,
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"SseTransport": {
"properties": {
"type": {
"description": "Transport type",
"enum": [
"sse"
1,
"example": "sse",
"type": "string"
I
"url": {
"description": "Server-Sent Events endpoint URL",
"example": "https://mcp-fs.example.com/sse",
"format": "uri",
"type": "string"
I
"headers": {
"description": "HTTP headers to include",
"items": {
"$ref": "#/definitions/KeyValueInput"
},
"type": "array"
}
I
"required": [
“type”,
"url"
1,
"type": "object"
I
"PositionalArgument": {
"properties": {
"type": {
"enum": [
"positional"
1,
"example": "positional",
"type": "string"
},
"value": {
"description": "The value for the input.",
"type": "string"
}
I
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"required": [
"type",
"value"

1,

"type": "object"

I
"KeyValueInput": {

"properties": {

"name": {

"description": "Name of the header or environment variable.",
"example": "SOME_VARIABLE",
"type": "string"

}I

"value": {

"description": "The value for the input.",
"type": "string"

}
.
"required": [
"name"
1,
"type": "object"
}
.
"required": [
"servers"
1,
"type": "object"
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MEFHMEF , F2E (AM FHEER) PHZEBERMNARBER AWS Identity and Access
Management # #Y BUR M EF T o

EEBE

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRoleWithWebIdentity",
"Principal": {
"Federated": "arn:aws:iam::111122223333:0idc-provider/
auth.token.gitlab.com/cc/oidc/instance-id"
},
"Condition": {
"StringEquals": {
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"auth.token.gitlab.com/cc/oidc/instance-id:aud": "gitlab-
cc-instance-id"

}
}
}
1

}
AT AR
JSON

{

"Version":"2012-10-17",
"Statement": [
{
"Sid": "GitLabDuoUsagePermissions",
"Effect": "Allow",
"Action": [
"q:SendEvent",
"q:CreateAuthGrant",
"q:UpdateAuthGrant"”,
"q:GenerateCodeRecommendations",
"q:SendMessage",
"q:ListPlugins",
"q:VerifyOAuthAppConnection"
]I

"Resource": "*"

"Sid": "GitLabDuoManagementPermissions",

"Effect": "Allow",

"Action": [
"q:CreateOAuthAppConnection”,
"q:DeleteOAuthAppConnection™

1,

"Resource": "*"

"Sid": "GitLabDuoPluginPermissions",
"Effect": "Allow",
"Action": [
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"q:CreatePlugin”,
"q:DeletePlugin”,
"q:GetPlugin"

]I

"Resource": "arn:aws:qdeveloper:*:*:plugin/GitLabDuoWithAmazonQ/*"

}
]
}
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https://docs.github.com/en/enterprise-cloud@latest/apps/using-github-apps/installing-a-github-app-from-a-third-party#requirements-to-install-a-github-app
https://docs.github.com/en/apps/oauth-apps/using-oauth-apps/authorizing-oauth-apps#oauth-apps-and-organizations
https://docs.github.com/en/apps/oauth-apps/using-oauth-apps/authorizing-oauth-apps#oauth-apps-and-organizations

Amazon Q Developer EREER

£ GitHub R B ER A F 1R

BRI BV BIE 2R P A Amazon Q Developer #&FEI8E , 7 GitHub [ RE 1R 13 %7 18 Th 82 FA B Y
BE A MEFESERIIER.

Amazon Q Developer ZEFEHEBERAR T3 BB :

» Google Chrome

* Mozilla Firefox

» Microsoft Edge

£ GitHub BEMEIGERPEARET S

BT LAE GitHub BIEEAME R P RIZEGEERPERAREGS , LAFA Amazon Q Developer #1754
BIEBRIREXE,

« /q dev - 1 GitHub B A Amazon Q Developer , A BB EEFHTHEMEBZEE, Amazon Q
Developer B2 IEHGER , HF T SEFNEE/HE,

- /q review - FA Amazon Q Developer AEZ I R EFFARMIEIGERE , BBHRTEIBREA.
EABREAEATEBEABRE., BERENZRENEREE  UREENIEENSESHTH
FEEENEXRRERE., TRIGEREHTFER /q BEREFELD, HREERIFERNEZEER
RITT LB H BB,

« /q help - £#tEE Amazon Q Developer for GitHub BW& | , BREFHEGS. WAL, BITFEE
#: , AR (Amazon Q Developer FiZ& A E3#88) & Amazon Q Developer for GitHub (FEERR) X4
HER

RIRAF : 22, A GitHub REVINEE , URIES HER

(® Note
Amazon Q Developer for GitHub BTEE R , W AIsEBFTEE,

FYBRBEREB/TIEBNER L HER

1. #& GitHub Marketplace & Amazon Q Developer FERTER, , WiIR AR FENFZEUE,
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https://chromewebstore.google.com/detail/amazon-q-github-issue-hel/oefafjbablenakmhacfllkmpaeabnnfi
https://addons.mozilla.org/en-US/firefox/addon/amazon-q-github-issue-helper
https://microsoftedge.microsoft.com/addons/detail/amazon-q-github-issue-helper/poghackjbfhejeppjaegbnblangjbmmc

Amazon Q Developer EREER

2. ERBEPBHKREM Amazon Q Developer , FERMIBHREBETHRERME , B RINFERE
TRABRE. HE  SUNEBEFEARRSTRBEDERE, ShAUERRRGSER
WFERADBICEMEXBTRE.

3. (iEHA) [ AWS EHR S5 Amazon Q Developer FERARR R 2% | LIRS ZHNAERS,

HEB 1 : 1 GitHub F &% Amazon Q Developer I $Z#17H

A LAGitHub&2 B £ Amazon Q Developer , MEERE AWS tRFENAIBABEA. £ GitHub &
F Amazon Q Developer B —% , 2% GitHub ZEERRER, ELIBES , EBAELA Amazon Q
Developer & A GitHub fEFERFMEFHFEN FEUE,

/A Important

= EZ % Amazon Q Developer FEREX W IREFE GitHub RFE , BX4ARFS GitHub #
BOTER, MEFMENR , FSH GitHub XHHMZE GitHub EAREXWERMEBFH A
&,

EEL% Amazon Q Developer I 2 17H

—

BIEZ Amazon Q Developer for GitHub FEFEX B H.,

WEEE , FAEKN GitHub BEE A GitHub 1RF,

2B Amazon Q Developer EAREXWBIERMIhEE , RBBIEFELE,
T TS EAP —HRERZEY GitHub fEFENFEVE !

w0 N

a. HERUMBENNARBFENFIE A FREMEHTE,

b. FERMNBERFENTIE A FRFEZEZNNFHEEFE. EHREFETHNNFE A RARE
BEEAMFINREE,

5 EEZELZERE GitHub %% Amazon Q Developer BWi2fF , X RECEFRENREETE.

£ GitHub FZEERAREX U REFIE , RALKEBEFHER@ZE GitHub FH Amazon Q Developer
BIHEE, £ULLAEZE GitHub REFELBR KB ER Amazon Q Developer ThEE,
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https://github.com/marketplace/amazon-q-developer
https://docs.github.com/en/enterprise-cloud@latest/apps/using-github-apps/installing-a-github-app-from-a-third-party#requirements-to-install-a-github-app
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https://github.com/marketplace/amazon-q-developer
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Amazon Q Developer EREER

@ Note
MREH GitHub EBBMERA IP AFFRE |, BERSETE GitHub EAREX LEZ AN
IP ik, BHAIURIES BT IP UNZEAFIEE, MEFMEN , F2E GitHub X4
W A FF GitHub FEAE X FEVF A A FTHY IP itk
T35 IP {uut /] A FEUER GitHub R :

34.228.181.128
44,219.176.187
54.226.244.221

HER 2 : 7 GitHub FfEH Amazon Q Developer Zh&E

£ PR % Amazon Q Developer FERAE R GitHUbX IZEFIENHEE 2% , BT LIRKBER
Amazon Q Developer RIBRER , TR EHEAREMBHFREMATE  RiEE. AENTB DN EHE
fRERAEN, MEFEENR  F2ETIHHEP—FEER :

/A Important

Amazon Q Developer EAEXEREAREEINGtHUbEFEHR BEBE I Amazon Q H
BREENER, WREFEREHEYL , IENAMBR , BITUE PFHEIEEGtHUb, EE
MNEWHE A Amazon Q BEBENRERERN , TEFHBBILEES Amazon Q B ABER, W
EFHMER , FSEXH GitHub XHHHEIZE,

« 7£ GitHub # £ Amazon Q Developer B2 IhBE FHEITIEAR
 7£ GitHub #f£H Amazon Q Developer BB X5

STRI RERBHERBILREFHEN

I&T LAE GitHub R R E A Amazon Q Developer KB , TERE AWS IREEN A BRBER.
FEAESERWAR , SUETHERRNENIERE, B LIBERE AWS 1IRE &M Amazon Q
Developer BFRAERZE , LUENEHNGRERE., Mt REREHMEEN , flusAREBRE
DRFIERAARESNEENESR. NMEFMEENR , F2BE Amazon Q Developer ZEAFIREAE
BR HI AR E M E Ao
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https://docs.github.com/en/enterprise-cloud@latest/organizations/keeping-your-organization-secure/managing-security-settings-for-your-organization/managing-allowed-ip-addresses-for-your-organization#allowing-access-by-github-apps
https://docs.github.com/en/enterprise-cloud@latest/organizations/keeping-your-organization-secure/managing-security-settings-for-your-organization/managing-allowed-ip-addresses-for-your-organization#enabling-allowed-ip-addresses
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/A Important
= E7 Amazon Q Developer A EMEARERNLE , BXEFS GitHub B ER,

WEHAET, , BB GitHub A HERE GitHub AR KM ERA OAuth AR XM
@,

£ GitHub A {#F Amazon Q Developer B3 Ih8E fHE 1TIER

(® Note
Amazon Q Developer for GitHub BTFEBERA , W o s BT E,

& A LATE GitHub #f£f Amazon Q Developer RE{LFE , #EH BB EEM T MEBREE |, BDA#
EBRRBENFEER , RATERHWRENGER. ELKIIGEHRERTEEMERFEA /q dev RiRG
=, Amazon Q Developer B ABE (BIEHEENRPE) , URREEEXNBEARR , REEMN
PREXNBEELEITIREGER, EREIGERL , BLREHEREE , ™M Amazon Q Developer B ¥}
EENEXBH®ETIER,

& A LA Amazon Q Developer B A BT ERX AV THAER 2, BT LABEEFE AWS 1R 5 &1 Amazon
Q Developer ERRERZE , LEMREAE, WFFMER , 52 B7E Amazon Q Developer 2
FPiREAERFIMBREFFMHENR.

/A Important

Amazon Q Developer EAEXNSEREAREEIMNGtHUbZEFEHR BEE L Amazon Q H
BEREENEE., NREEREBHET , RE/NAMER , BAIUE PFHEIEHGItHub, EH
MEWHE A Amazon Q FENRERERN , TESHBBILEES Amazon Q B ABER, W
EFHMER , FSE XM GitHub X EIZE,

£ Z# H Amazon Q Developer i# 1T I AEBH 3

1. WEEE , FHAEZH GitHub BEZE A GitHub tRF,
2. BIBEZEEM GitHub 48 , AR BEBEZLRZEFA Amazon Q Developer BEEF LN REFE.
3. EEME  ARBUWNEEIZRZFRAEE, WEFHMAEN , 528 GitHub XXM IE L E,
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https://docs.github.com/en/enterprise-cloud@latest/apps/using-github-apps/installing-a-github-app-from-a-third-party#requirements-to-install-a-github-app
https://docs.github.com/en/apps/oauth-apps/using-oauth-apps/authorizing-oauth-apps#oauth-apps-and-organizations
https://docs.github.com/en/apps/oauth-apps/using-oauth-apps/authorizing-oauth-apps#oauth-apps-and-organizations
https://docs.github.com/en/issues/using-labels-and-milestones-to-track-work/managing-labels#creating-a-label
https://github.com/
https://docs.github.com/en/issues/tracking-your-work-with-issues/using-issues/creating-an-issue

Amazon Q Developer EREER

4.

ERWEE , EHEEEXFTRARMT , W AZEBEURMHANAZE Amazon Q Developer i
TIThRERAEE (Bltn . "EUXGHBEAREN. ). INEECTEHERA , HAKTRER
B

E=BARE , ZuLREREZEENRE , SUREHAZRZE Amazon Q Developer #1TIhaE
e, MBFHFMEF , FSH GitHub XM R fRERE,
BUBENRERABER , S ERAERE Amazon Q Developer BEBIEM /q dev #
RET. MITUTHEE—H .
- FEREBREREZEE , FRT NHIHEP—HERE

- BEERBERTEHIEARMNIERE Amazon Q TR RINEER , REIEE Amazon Q BIE
REEXER.

- EEMAIhEERYP |, BERER , AREEF Amazon Q ABEAERAER.
- BEEAEFBFEA /q dev RHEDT

1. EBER , BEENEER  RARETEBRXFRARMULFI@EA /q dev.
2. i®#E Comment (FF&#)o

EefEE, EEEVRERTERELBELIELENFMER , LU Amazon Q Developer
FEIhae, MREHREREEE A BELREFEE, NFEFEENA , F2H GitHub XHHPWFE
B

E Amazon Q Developer EREXARNGEHENEXNREER , c2ERELMNE |, XHERIR
EEER.

BIEZE Amazon Q Developer B THIEE## (#6l : "I finished the proposed code
changes, and the pull request is ready for review: [PR link]"), R&ZREER
EEERER.

B BB EREGERRSIER , ARIEE Amazon Q Developer FTEE IV IREEE R
BEERCEERCIER , UREAERXBEE,

NELHBBHEABSETRIRE  BUNACHENER, NEXEET  FLWALHENE

& o] AR B ThEERA B2 VIR ENGE SR |, WiE B E R B &84 Amazon Q Developer BV A , HEZEMN
EXABEEETER,
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https://docs.github.com/en/issues/tracking-your-work-with-issues/using-issues/editing-an-issue
https://docs.github.com/en/issues/tracking-your-work-with-issues/using-issues/editing-an-issue
https://docs.github.com/en/issues/tracking-your-work-with-issues/using-issues/editing-an-issue
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/incorporating-changes-from-a-pull-request/merging-a-pull-request
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/incorporating-changes-from-a-pull-request/merging-a-pull-request

Amazon Q Developer EREER

£ E¥ Amazon Q Developer ZheeB B R BHEITIER

1. 1#$E Amazon Q Developer I WIEEFER A AR BEERCEFRSIZEURGAENBTESE,
2. BWE 6 UALKRERUEROEBMNEERENET  BE + UFEESZREENTHR.

FEHEP  BUUER /qn s, REEZFERESWET (#lW /q implement my
suggestions® /q refactor this function for better performance), Amazon
Q Developer i OE  RASVRBFENEROEMPNESE (S, "RERBEZROE
BEETHIEE : .1 ). EESTHKE , Amazon Q Developer #4353 — BT , BREE (Hlu
"REEEEBNEE) ) URELEERWER , BUNEHPRERE,
3. BREEFEITEMANERERE , ®E Amazon Q Developer FTHIVEE, B LUER /g SER
HEMEREE K URFEEETE-IHREBEE.

4. MRECHEFHEXNRBERIRE , BANSHERGER , IMNAFNERLHEIHEXRE
TiER. MFEFHMET , F2ESHHERGEGER.

£ GitHub F £/ Amazon Q Developer # B 1E

(® Note
Amazon Q Developer for GitHub BTEERZA , W AIsEBFTEE,

Amazon Q Developer 7 GitHub ARA BBEXNBERE. EELEUHNREGE RN EXHFARBERN
REVGESREF | Amazon Q Developer @B EB#TREABRE , Y REEEREBRE. BERAENS
BREMEEEENEREE, S ERRBIsAEHTHAEFSENEXGREBE,. Amazon Q
Developer h &t ¥ EMAINBBEEESE , BUNETRENEEERRIGE R, BAUERIGER
HAFERER /q S REHAHAE N BREBEFENREYETES, ERARIERANBBEER
WAEiEE e SR BRE,

(@ Note
ZENTE2#BI Amazon Q Developer X1 & RV INEERRE |, B HI7E B R EHBARIREGE R
RETHEHERNERE., UBRETSFEERIERIBRDPEA/q reviewRiBn SRERE
ISR,
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/incorporating-changes-from-a-pull-request/merging-a-pull-request
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BHALER /q review RHIERTERIGERAMBICERNBRE, L7 ARG R F#
BRRST , IO TEUEB TRENBRCRNFEROFTEAGRE , SH/EAERENFER. 0%
A , FF2EE GitHub IREGER A¥ A L2 IR MRE

& B] LA Amazon Q Developer 8 B#IITERITEMEXNBRE, BUARERR@ AWS tRFE&E
fit Amazon Q Developer ERARERZE , UMK ERAE. MFEFHMAENR , B2 E7E Amazon Q
Developer R EF RS AERFMZEFMER.

(@ Note

MREFESEFEAENEREIIGE , BlIENUE%TE Amazon Q Developer 3 & A RIH
A€ , FTEETE GitHub R ERAER. MEFMEN , F2EE GitHub HPHREIE A M Amazon Q
Developer By Ih&E,

TORIRAF

BEEBBE GitHub REEMNEERT T , T8 A Amazon Q Developer FlI L EEXNBERE, BN
BTFEACIEEA, HENEES, BB EACHNFERE , UREEACHRE , HELE
A Amazon Q Developer #1381t 2 EE#2 B .

EASEAGH GitHub ERENTRERFETNRIGER. BERAEAMT , AMEAEHTURE
NEREERHRNGER.

MEFEFHMET , F2HE GitHub XA HFREBNREFEASNERELESRNEBAE.

#1B1Y GitHub REGER I E R IS KR

BRIV RIGER N EH AT HIBIRI AV IRENFEREF , Amazon Q Developer & B Bi#1{TI2 N iR12
B, URHFREXNBHRE., BEAENEXHEFENSREHE,

% ZE{# A Amazon Q Developer TR BREIEREE

BB 8, BELASKTE project-root/.amazong/rules B #&AME S Markdown ERFE
ZEFTRBEE  LEITEXBREMBE. Amazon Q EEBKBENER  RABREZRNENER
B, MEFHAER , F2EREE=5F AT A Amazon Q Developer I ERH A,

1. WBEZEE , FHEM GitHub BEE A GitHub 1RF,
2. BIEZIEM GitHub {8 , RERBEZ=ELEFR A Amazon Q Developer #{TENBRENFEE,
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https://us-east-1.console.aws.amazon.com/amazonq/developer/home#/github
https://docs.github.com/en/organizations/managing-user-access-to-your-organizations-repositories/managing-repository-roles/repository-roles-for-an-organization#repository-roles-for-organizations
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https://github.com/

Amazon Q Developer EREER

3. HRNERBEXBAHMNEE  BEUFWRIGER. WEFMEES , FSE XM GitHub XHHEE
M IREGGE R

ESET HAVIREEEKREF |, Amazon Q Developer € B BIBIAETENBRE , UK HEERN
#, Amazon Q Developer T BEE , SRHUEXBREARE, SERNBEEEHSERETETR
AYITHRER  BasTHESEREZRIGERNWEREE,

4. ERREEAEFEE , YEEERIFERORRES X LBIDER, SRR  LIBARES
MEE/q, REEFENER K BERABETEE,

5. (BA) RHEBREHEFENREE, ERIGERA , BEZHMEHR K AREFHXFHA
WA FEA /q, REEEWALWEE (0 "/q explain the importance of this
finding"),

6. #BJ Amazon Q Developer REMNEXBEE  REEXESR K ARBEEXEBFELUFHRIG
Ko

7. NMREHBBVEABEERERE , MAULLSOHEEEER , LLZEA Amazon Q Developer #5&
WEE, MEFMEENR , FSE X GitHub XHHHE SHEEGE K.

£ GitHub REGE R A# Bt B X IEHR RS

Amazon Q Developer $H¥# M HEFHFIRRA GitHub IREGERFITEHBRABERE 2% , BRATLE
A /q review fiES SR EMAENERE , LHEXBETER. EXGHRERYEERIEGR
WEEHIT,

(@ Note

FBRREENTRARRBRANBICERNGRE. /q review RiRBSEEIERENER
#1T#EDIEME, Amazon Q Developer /q review TR ATHWEXBREIERETSHE
FRARRTSRBREXHRE.

B EERIGERPARICEXTRE

1. WMEFE , FALW GitHub BREE A GitHub tRF,

2. BIEZEMEM GitHub B4 , AR BBEZEEFA Amazon Q Developer TR K EAIZEGE
K., MEFFHMEF , F2HEEREEGER,

3. HEREFERA , AEZMEEMR A AREEBIXFAOAMNUPBA /q review,
4. BREFBRIUNKRECEXNBRE.
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/creating-a-pull-request
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/creating-a-pull-request
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https://github.com/
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-pull-requests

Amazon Q Developer EREER

Amazon Q Developer AIREEE & 7B IFE T BE T 2 IREGERERHE. Amazon Q
Developer T Z##% , SRUEIBLERE. SEREEENSERNETERABTHER
BEEnHEEERNEFRRREGERNZEREE,

5. (BA) RHEBREHEFTENRE, ERIGBRA , AEZHMEHR K AREIHRXFHA
WA /q, BEEZRALHEE (HlI0 "/q explain the importance of this
finding").

6. MREHBBEVEABEERERE , MAILESGHREEGEER , LLZEA Amazon Q Developer 3%
WEE, MEFHEENR , FSE X GitHub XHH & BHEEGE R,

# Amazon Q Developer T2 A 125 f BRI B &N

(® Note
Amazon Q Developer for GitHub BEBEMRA , W o s T3 E,

BT LATE A GitHub® E# F Amazon Q Developer RIBFEZ, , MEERTE AWS RSB T FEAMER,
HRIIERZRNENBREIE , £ A KEIERNAR. EAUARERE AWS 1kF &M Amazon Q
Developer EARRZE , LUEMENRERE.

RIETEEE , ERLEEARKGItHUbE , EXNHREMINGEHEIESE PRA. BUNEEMREE
FAELIhgE, FMFEZE Amazon Q Developer (2 ERE , TREREIRFAEE IR, REESREENR
ENEXNBEZBE].

/A Important
& E7 Amazon Q Developer &P EMEARERNLE , BALE/FS GitHub B ER,

WESHBET, | BB GitHub AT EE GitHub AR KM ERA OAuth AR XM
.

£ E 5 Amazon Q Developer &

1. BIEZE Amazon Q Developer X &,

2. EEFEHEENEBA QHRBAE , RBKBIETREA Kiro #1 Amazon Q & AE,

MR 5B 2 RA Kiro 1 Amazon Q Developer , EEBEZE 88 3,
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/incorporating-changes-from-a-pull-request/merging-a-pull-request
https://docs.github.com/en/enterprise-cloud@latest/apps/using-github-apps/installing-a-github-app-from-a-third-party#requirements-to-install-a-github-app
https://docs.github.com/en/apps/oauth-apps/using-oauth-apps/authorizing-oauth-apps#oauth-apps-and-organizations
https://docs.github.com/en/apps/oauth-apps/using-oauth-apps/authorizing-oauth-apps#oauth-apps-and-organizations
https://us-east-1.console.aws.amazon.com/amazonq/developer/home

Amazon Q Developer EREER

3. HEEEHIKD  &E P Amazon Q DeveloperGitHub,
4. EBESMELE  RBBEFERELETE GitHub,

R &5 2R E Amazon Q Developer FEURH GitHub 84 , IRFEELEEHEDE
Amazon Q Developer &, EUHERT , FHRETR 7,

5. ALK GitHub BEE A GitHub 1RE, MREBEZEIRE |, H&EEEA Amazon Q Developer
REFEENIIRS,

6. EER#E Amazon Q Developer LR GitHub tREFHFEE, BRER K RESBELEHEODRE
Amazon Q Developer £#Z A&,

7. EEMBFMEERAT  @ALH GitHub B  EEMHREEABRENRE , YHEER.

a. HEEMBEENFHARLS K BARAEARENERE,

b. (BA) #EBEE - BAXFAARMT K G AREHEARZZMEBEBHNERSERE,

c. (BEA) EYRET , REVMABUBASERDRE  BUREEXHWEITHEE, HaEMBRER
|AER , BEERARA

d (ER) B8 -EZ/AT , BEMEE8HNEESR , UinHESNEE 1N AWS BR
GitHub,

8. EIEFFEMLM@ AWS IR FGitHubE HEMEAERZE,

RUEMEAERRER , ELRAEMFMAET. SNATUMARFERAEXBREIIE , UARHE
BIEER, SOULMERER. NFHEEF  F2RRECEMNLEFEEN.

RECHMHNRZEFMEN

(® Note
Amazon Q Developer for GitHub BFEBEMRA , W o se BT E,

# 3 Amazon Q Developer :2EE I GitHub FEMERARERZHER |, B LK Amazon Q
Developer X#E AT T HIIRE

- BAREAEABRENER, haEMRERERIEEE L.

- SRABERLEMEENER , HRM T & GitHub BB P %718 Amazon Q Developer ThEEREH 5
o

- MEEBRUESNEGRENEFRIER AWS B,
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- MBR GitHub AR =M.

£ GitHub F#%#E1E A7 Amazon Q Developer B IZh&E

GitHub # At Amazon Q Developer fERIIIHEE , EEER GitHub PZEEABEN W IRHREUE
BGEBR , ERARA. REFEBEA GitHub FHIIEE , AJTLLRZEFEARKINEE.

& E GitHub XA ERAERA R Amazon Q Developer B IhEE

1. BIEZE Amazon Q Developer X &,

2. TEEEBEKD , A GitHub F# Amazon Q Developer T , BIEE MWL E,

3. EEBWT  EELERASFRAYECZRNEMEHE,

4. TEIHEET | BEFREBLUREYRET AN,

5. HERFIES  EELERASERZTRNIRER A AREZEERTFURIEE,

#£ Amazon Q Developer T2 ASEFERATE 2R , EESRMRE GitHub #. EEATIEZE ,
ESARBEEIRZE Amazon Q Developer ZBAE B IR, MRS ER |, BIFHREERPE
FEETEXBRE,

RZE B BRI HIEE

BA L EREF —EZENBIERFLE Amazon Q Developer ZEELE, &7 IhEE Al IR GitHub %
4 5 RE B JOE S Th BE B BT 3546 k%G Amazon Q Developer , MEEES2EB AR,

Amazon Q Developer ZE{R1E #HiE AR T 51 BB

» Google Chrome

* Mozilla Firefox

» Microsoft Edge

& A LATE Amazon Q Developer R AMWEMEREFHMAEAETE L , AT ENWBRESS,

il B Amazon Q Developer GitHub FEFTE I 22t 51

A LB Amazon Q Developer 2 A& MR —= %@ GitHub BARERLEMWEM. KAMBREH
#% , EEEEMERBNFIEER e —OHBR. EEBIEELER.
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https://us-east-1.console.aws.amazon.com/amazonq/developer/home#/github
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= EZMBR GitHub EREX &

1. BIEZE Amazon Q Developer XA,
2. EEEEKD | N GitHub £ 8 Amazon Q Developer T , ZEC ML E,
3. BITUTHEE—E:

- EBMERT | S EEMERA R REZMEREEM.
- EEBET  BERELERRCRENGEMERE  REBEMER,

EEERET | SHEEEMERMN C MR ERIZMBREEM.
4. TErRHIEIFES | wxBEMIBREEMAVEEEE R
5. EXFHABMLD , WA confirm , RZZIEMERLIEREE,

EEMBR GitHub FEARERNRER , B LEEFMHINRE,

Amazon Q Developer for GitHub BEIREHE KT

BESET 8, THOMEEER Amazon Q Developer for GitHub BFHE B BEE THER B,
Amazon Q Developer R EEF 7 XRBRANBEEES ELRIGER

[B7 : Amazon Q Developer #EEEHR 2 X REBER M GitHub RFEPEIRIGER.

FRFR : DXREHRBSELE Amazon Q Developer B 20X UEB T IEMFER, EEXEEEDT IR
IR BN ESFE A Amazon Q Developer for GitHub , #£EZ4# Amazon Q Developer FE AR #

AE k= ao
BERBE,

£ E#% Amazon Q Developer ERRERF®EARFFE

1. WMEFTE , FREHN GitHub BEEA GitHub 1RF,

2. BIBEZEEM GitHub 4% , RERBEELEHN Amazon Q Developer for GitHub FEATENIA /o 5F
BENREE,

BERTE , ARREEERPEES X,

EPXRERAT  BEFEMSR D ZRERA,

BIZRFIBR AT D IHHEIE | WIS Amazon Q Developer for GitHub FERRER .
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HEE—F T HBOAER GitHub PN D X RERR , FSREL D ZFREHRL.

Hll-

GitHub BIREAE 4> Amazon Q Developer 128
B2 : HEGitHUbREH FT Z Amazon Q IR R ERENEE,

FRAR  MRAEAGItHUbERAERZE Amazon Q Developer RAR B BEMEER , HEIMMBRE
&, B E PFHEIEHGtHUb, EEXEGESH Amazon Q BIRRERER |, TeeisHEBINE
HA Amazon Q REABEER., WHEFHAEF , F28 X4 GitHub XHHHELER,

Amazon Q Developer K&t ¥ GitHub BREE 2T

REIRE : REE GitHub FIREIFA Amazon Q Developer R#ITIERE , BRI T E — R 5B BH TR
BEAR :

1. # I'm working on generating code for this issue. I'll update this issue with a comment and open a
pull request when I'm done.

2. ## I'm having technical difficulties. | couldn't solve the issue. I'm going to try again. This might
take some time.

3. ## I'm having technical difficulties. | couldn't solve the issue. I'm going to try again. This might
take some time.

4. # I'm having technical difficulties. | couldn't solve the issue.

Consider reassigning this issue to a user. This will help you stay within the quotas for generative
Al feature usage.

R R - IR Amazon Q Developer HZRBLANBBEYAHEARERE , FEIHOBE , &
# Amazon Q B ERNEREAZFEE, EEE—F THRNATEZEENER Amazon Q
Developer RERNER , 52/ £ GitHub F{£ A Amazon Q Developer B3 IhgERETIER,

EE=HFA+ A Amazon Q Developer I B =35 Al

& T LAE GitLab = GitHub A, & a2 Amazon Q Developer B FERANERBFAE, ELHRAR
PEEEKNFEHZENREER, fln, BUE—ERE |, I5HE Python BEXBEXLEERE
BRR , BFTE Java BRBR L AEA Javadoc i, FELRAUBEESRY , REBERBARAS
W—EM K MAZHEREEXE,
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HEEVERBAE , Amazon Q Developer EBBIEARAEAERANRE , WRREELENE

pi:3

1THRERA B RSB TIEL R A,

FEEAERRRELERAA

1.
2

REENE=1REETD A ARERNBRERRK,
HERBEMRD , BEYTHERRK :

project-root/.amazonqg/rules

HERKREREEMENERRA,
£ project-root/.amazong/rules A , BYERRAER, HERNLER Markdown 1E=R,
flan -

cdk-rules.md
B RSV EE R R B Markdown &%,
KR TIIEERER, flw -

All Amazon S3 buckets must have encryption enabled, enforce SSL, and block public
access.

All Amazon DynamoDB Streams tables must have encryption enabled.

All Amazon SNS topics must have encryption enabled and enforce SSL.

All Amazon SNS queues must enforce SSL.

EXR, REREGHENEE,
(ERA) FIEEZERA A Markdown R,

RELEEY -HZHRERAA, Amazon Q EELNERNEBEAELRAERRE.
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& 7] LLTE Microsoft Teams 1 Slack Bl X FE ARE R H E2 Amazon Q Developer Bl X, ERXEHRISEE
F, Amazon Q TLAEIZEEREERAA R, BENESEHRBINRESRcHREEBLHVEE, T3
Amazon Q Bl RIEE R EEREM I K EAR P EA

-« FfEm AWS

« B2 Amazon Q Developer 51 iR EH &R

- BEREEHRED

- HIREBH R

- SREHERFIRE

« Reachability Analyzer # Amazon Q #BE& 5 FE R B

NEEBEPNXEAEXFFEA Amazon Q RATANTEIENFHEN , F28 (XEAEXH
# Amazon Q Developer EE E1EM) P EESPMXEAEXFH Amazon Q Developer ? o

(® Note

EEREHRERRERFFEA Amazon Q Developer B |, £ FR17H Amazon Q Developer &%
2=

<o

FEHREBEHREA Amazon Q Bl X

£ BRI R I EEHT 8 Z 2 Amazon Q Developer HE&EHR Microsoft Teams B Slack $8i& , B
THLHER, ZEEFE-XENREARRFERE Amazon Q Developer , 3 B E A FFEHAEE Amazon Q
WX , F2E8 (MXEAERFTH Amazon Q Developer EXEEI8F) FHIBIAE A Microsoft Teams
MEKBEA Slacks

BB LA Amazon Q FTIEEHE |, FBEH Microsoft Teams =X Slack $83& @ Amazon

QEM. B , EHEM AWS Identity and Access Management (IAM) B &R ELNETE
AmazonQDeveloperAccess ZEBR , ARMIBBERIEARE BT, MREEEEEESFIVE ,
B AFIE AmazonQFullAccess B,

1. # AmazonQDeveloperAccess SERERFEEEN IAM £,
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BAAWS EETEA WHRM IAM £ 4,
£ IAM ERENEBEEETD , BEAER,
BEZEENACER,

TFERFRIBUR A | BIEFTIE R W AEZBUR,
£# 25 A AmazonQDeveloperAccess,

o o

- ® o 0

1EHL AmazonQDeveloperAccess.
BEEET A,
2. # AmazonQDeveloperAccess ZEBRAIEE LN BEHER T

Q@

BB X FE FAFE X 9 Amazon Q Developer £ 8,
BECHRENAFin

BB R ENHE,

BEREREHE,

EE S FE A AmazonQDeveloperAccess,

-~ 0 o o T p

iEH AmazonQDeveloperAccess.

Q@

EESEE D[ Amazon Q 2 HRRE
EFEREENERERERI , 550 Amazon Q IRHRERE, WA @Amazon Q RHEELHNEE,
LT REA LI E SR ESEE [ Amazon Q 1IRHM —LERAREETHI

* @Amazon Q how do I troubleshoot lambda concurrency issues?

* @Amazon Q what are the best practices for securing S3 buckets?

* @Amazon Q what is the maximum zipped file size for a lambda?

* @Amazon Q get the configuration for my lambda function name?

* @Amazon Q what is the size of the auto scaling group name in us-east-27

* @QAmazon Q can you show ec2 instances running in us-east-17
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MERZEM AWS RESEBEIEF. 558 AWS BF |, LA UZHRNER P ONMEHERE | L8
EANERT2HBEBNTERMEE.

ZEMRE AWS BECENARERE, AESAEEREERAZRRASINRZENERATBHNES

- BTN - AWS EEREE AWS R BT ERRE AWS Elf, AWS HAZREMRTR
SHEANERKE. £ AWS SR EH  FZFRERESEHARTBRRBEMANZLIIN, EEEREE
AR Amazon Q BEREEFTE |, B2 AR ERETESHERHAWS R,

- BRI et - ENEEEUAREER AWS HER®, SH4AHHEMRREE  S/ERNIRE
. BRRNERMEAEENER

AR5 Bh I8 T R NI E A8 Amazon Q Developer BERHRBEFER . ARG RENARE
Amazon Q AN ZLMNERER. BE THNMAEREME AWS BRI KRG IEEZRNRE
Amazon Q &iR.

£

+ Amazon Q Developer B & £HRE

+ Amazon Q Developer #J & 2 MZEEE

» Amazon Q Developer & #7 B 5%

« Amazon Q Developer BJ5& 1%

» Amazon Q Developer WERBEEZ &

« % Amazon Q Developer (2 E A&, RERKREIERLAR

« Amazon Q Developer #147 H % 3 (AWS PrivateLink)
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AWS HESEERERZE Amazon Q Developer FWEEHMRE, HERFHR |, AWS BEREHITAT
B LXRERRE AWS B, FESHETHERRE LEEATHWEHE, Kl EEE AWS
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ERERREZEEN , BMERERE AWS tRF BAER , A FEH AWS Identity and Access
Management () X E@EIEAEFIAM, Mt—R , SEAEHAEHRISESR T EHNETKAASLENET
A, RMEERERATIANREESR

- BERFHEFAZSEERRE (MFA),

- £/ SSL/TLS B AWS EIREBA. BHEMEA TLS 1.2 HEHRA

- £/ BE APl MER & FEEE#H AWS CloudTrails

- fEH AWS MEBRRFR , URHPHIEERZTEES AWS B,

- FERAERZERLIRE Amazon Macie , fli0 , HEIRERNRBERE FHBRELR Amazon S3,

o WMREE AWS FZBTTHIRES AP FE BFEE FIPS 140-2 BB R IGm=EHR |, 55EH FIPS
imE, WEAR FIPS M FIPS IWwEMNEZHEEN , FSRB A EAREEE (FIPS) 140-2 #1#,

B ERCEBYTEREFNEFE A4 SRESHBEN , REEERREAKRNN X FRL
o FlINE BB, EEEER AWS IR A Amazon Q SfEHA AWS BEFEA, AP, AWS
Command Line Interface (AWS CLI) 5 AWS SDKsfy E At i, BEEZBERBAXA B @A
ERERHTEEAATERZH B3, WFE Amazon Q Developer AR ABTHWHMET , F2HB
Amazon Q Developer RS i

£
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AWS RENFFRBHYEH

MREZ IAM Identity Center AN ERFEAE , £ Amazon Q Developer Pro & , AR EFHE
E& ¥ T 5IThEEZE Y Amazon Q Developer 5XERE AWS EiF #9 & :

« HEY Amazon Q IR AWS EE T2 A

- £/ Amazon Q P2 ET AWS &R
+ Eclipse. JetBrains IDE, Visual Studio Code #1 Visual Studio A #Y Amazon Q
- R % LM Amazon Q

E 1872 Amazon Q Developer B¥ A ERFERTMEMINEER , BNAR TS EXEEFHFREFEM
B, MREEIFEHEFHEMA Q Developer FRER , BAI LA REIZHIBE (SCP) , LUHHY
REZERAREFABRLHTHRZIIEENEFR. WMFE SCP #4| , FSEEABEEE Amazon Q
Developer HIFEUE,

HREM Amazon Q THEEFES |, IR EE A Amazon Q Developer BB F R | BFHNARSREE
ZENEEEEF. EREIRSER I ERRNEARENERNSERZFEXEEI (REM) B, A
FHMENBRTFEEEARD S ERILH) BiF, FEETIUTEARNFEFERBIEE,

® Note

BB Amazon Q mEF , BHRBLEBEAREFHREXEES,

B Console to Code with Amazon Q i , AR EREFELNEIEAESE Y EEXEE
HAEE,

& &7E Amazon Redshift FfEH Amazon Q £ SQL i , BN AR EFRAEREHPRET
MEE, MEFHMENR , 5528 (Amazon Redshift EEER) PHIE Amazon Q A K SQL
E&,

E & Amazon CloudWatch AERIAER , FHAR T EHMERPREFNEE,
MEFMEF , 528 (Amazon CloudWatch £AEER) Y CloudWatch FAEHRHN L L
M ERE,
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ZF B Amazon Q 2B LA K Amazon Q EEE MK M 2B FrEEA , BR2FEMA TLS 1.2 ESR
RV EAR IR E

BREINE

Amazon Q fEf Amazon DynamoDB #1 Amazon Simple Storage Service (Amazon S3) Rf#Z#F
ERER, BIEHER K FTEENSFERAMBHRS REIT AWS %, Amazon Q EARE AWS Key
Management Service (AWS KMS) §9 AWS HEE MZ S| RNBZENER, B EERIYEMEIER
REMZERN AWS ZE LB, WEFHEENR , 528 (AWS Key Management Service BI A B
EE) T AWS HEH I,

¥ 1A 25TB Amazon Q Developer 2% R IAM Identity Center ETERE , EEEMUFERAEF
BE KMS £8RNE T SIThEMFEE s

- AWS = AHRWEIX

- PDH AWS XS8R

=H]

- IDE FHRERER

BARERAEZEFZSESBMNE AWS A IDE 5| HA Amazon Q hEEMNE R, FEMM,. AWS
Documentation EE I X AR P EE Amazon Q AWS WHEE RS AEE AWSH &Nz,

EFSESREMIRFHPEL. BEMNEE AWS 1) KMS €18 , AEBEFIY KMS €80 EE |, B
EEHHERNEFR, EXREYHBLE, NEEIBCH KMS £B8WHEEEENR , 28 (AWS Key
Management Service FIE A B18/) DPWEIL S,

EXRFEREFBE£REF , Amazon Q Developer fFf KMS R | UAHFRKERENFERE, Atm
FERRERFER KMS £58., & Amazon Q Developer EEERIEFAZTFHE SR EHREHBETMNS
E N RASAHBRIRE, IRETERRFERECEANZSRETHREBENMNE, NERENFMRE
&, ESE AWS KMSH R,

WMREE AWS TR EHEERARINEE Amazon Q BIRE KMS €88 , B RRBIMEEE , S8R
BERFNERRNZENER,. FAEALINSRNBENEFZDTISRE , MARBRENYE
EERERRNER/MNE. NREVERELENMBLEZNGEE  SUOEAELHFERECANS
R, WREBEANNBEZSE TR EERTHEERN KMS 8 , B4 AREBIMNDE THERR , T8
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EAEFBE KMS £i)

BUYEFHE KMS £88% , Amazon Q Developer B & %% Amazon Q Developer £ A F 1R {#
ZeEe  FTHEATERNZER, WFEHE Amazon Q Developer AT HIBSIRWIEEEN , F2HE
E1 Amazon Q Developer R B IIZR 15 3%,

EEXRTEEFZESBAME Amazon Q Developer HVE R EBEFTEMFH 350 AWS KMS, Ff
T KMS FFO] B EEE 6] IAM BUR AFFEEEFE A Amazon Q Developer 325 H,

FEMALEFEESBMMENIIE , FAEEERAN Amazon Q EEFEESRMNEET, WE
REFMEFTNBER , 28 5F Amazon Q EREFEE SR,

MERARFEHE A Amazon Q Developer B & 152 KMS 1BRMRINIEE | BUASEEH T TS LAY
Amazon Q BV RE, EESEREMENTT , 581 Amazon Q Developer 124 , AREEHA
TR IE PR R EH .

Amazon Q Developer BRI HE

% T 1% Bh Amazon Q Developer IRt MBI ER , KM TESEA Amazon Q PHEFERE |, Bl
&6 Amazon Q REMWEERHEEE , BUHNERE. LEERBRMSCEABLERNS , AR MR
FiRH,

BAANERIH Amazon Q Developer BB HRAR

M TaeEE£A Amazon Q Developer REA RPN BFERNBRBERB. Sl , Amazon Q ATEEE
ERALRE  SHEERBEREEESNEE, £E Amazon Q BEME. ETERREIETREI
o

Hilan , AWS FTEEARNERBKEHV AN B SIFEYE Amazon Q BREIRE , UU& Amazon Q B4R O EME
W -

E T & Amazon Q Developer B3 75 25 Amazon Q Business YR & R & IR¥% .
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Amazon Q Developer for GitHub (AEhMR) B si FFEAENABTRNE R, WRARREA
LLIhEE , BRMEEREANE , WIRHBLZEERHMEFRNAN,
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wnfEEFER H

BB FIR HFE Amazon Q Developer RE L RFEARBRXERBEHVF X , BURREER Amazon Q Y
R,

N AWS EE 2 A AWS Console Mobile Application, . AWS B MBI XEFARENF |, 3RE Al
R %1812 R H 3 AWS Organizations, MFEFMEF , 528 (AWS Organizations fEAEIER) F
M Al BR#%IE HBUE.

1£ IDE # , &% Amazon Q Developer R & H X , 5579% IDE FIRE. WEFHEEHR ,
IDE M S HPEZERHERLA

7 IDE Manm 5 FEZERHER LA

W EERANMARIBEREAESLRFER Amazon Q ¥ IDE Siee s Hh L HAER | 88E$E =% IDEs AWS
FMimIEIRE. WFE Amazon Q WAIFEA L ERMEEEERA , 552 Amazon Q Developer fR#% i E

BEIFIR i H A A P imsE Al

AP mENSKENRBEARBRLE. fln, AWS TRt S ECEIFIERRR., BKHRAF R
EATESEREAR.

W

ABRE

|Ft

IDE AR U SR RYE R

EEE—S T H Amazon Q £ IDE FINERERIER | 552 B aws-toolkit-common Github f#7F
EEF#9 commonDefinitions.json X4,

ﬂlh

WERREMER Amazon Q W&E{E IDE FTEERENNFMEET , 526 T 5 GitHub fFEFRY

BIRX 4 -
&R VS Code B9 Amazon Q ZE{1&E4E
« BRAM JetBrains BY Amazon Q #\HEZ
 JBFAM Eclipse B Amazon Q Z\#iER
« AWS Visual Studio Toolkit # & Amazon Q
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EEE— % TH Q CLI FTKENERES |
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ERAEER

H 5 TEPIKRERRERAER

EUNESRPRAWS TH Qo THERTENIITAN, THIIENERALTX , UIRIERMVR

%. HRWSH ENEER  RMSREEREIEREM Maven MR MRAIER,

® Note
F ) EEHABRHNFRUTMABASZEBBNEA (Pl) R2HMEELBBRES

EEZHN IDE |, LIS REEHAE R AP ImERNNERA,
Visual Studio T2 =15
EEE VS Code HIZEBRHHAEMEAER , BEALERF

1. 1E VS Code HHRMRE

2. MRIEEM VS Code THZME , BRI THEZE FR5IFER. # VS Code # , THZEEER

ETEBERFERAERE,
3. & "ERTEL EE%P , @A Amazon Q: Telemetry,
4. BUH@EL S,

(® Note
BERAZAESHELEECH IDE PMHMEHLRE, MEREE Amazon Q MIALEPFER | 4
NEBEEKELIAZEENRTE,
JetBrains

£ E1E JetBrains MIEERH A AENERNER K BFEALERF

1. TE&H JetBrains IDE #F , BRBURIFEE (£ Mac LIURERET).
2. EERAIEEG  EEIE K REZBIBE AWS,
3. BUHEREZXAEEEE AWS,
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Tools » AWS

Global Settings

» Send usage metrics to AWS (details)

»| Automatically install plugin updates when available

»| Show notification on update success

(@ Note

BEMABRASHEETEHCH IDE PMELRE, MREE Amazon Q MALEKRER , &
NEESKEEIAECEBELRE.

Eclipse
HE Eclipse IDE FIEZRHHRAERNERNER | FEALERF

1. £ Eclipse IDE HBIRERE

2. REREEZEE Amazon Q.

3. BURAEEZXRAEERE AWS ZHNHEH.
4. BIF Apply (ER) RBFENEE,

® Note

BEFRBASHEEZEHCH IDE PHHERE, MREE Amazon Q MALEHER , &
NEESKEEIREBEIRE.

Visual Studio
EEZEZEIR B AWS Toolkit for F 90 EERERE R Visual Studio , FHFERALERF :

1. BIET , BEEE,
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2. EEBEBEKP , BEE AWS Toolkit , REREE—M.
3. BUHERAFFAWS TEHWEAEER

E&II

[¢]

(® Note

BEMABASHEETEHCH IDE PMHELRE, MREE Amazon Q MALERER , &
MNEESKEEIACEBELRE.

AWS Cloud9

1. 1€ IDE AWS Cloud9 ;A , EEZERERmMN AWS Cloud9 5% , AR BERHEE.
2. HEREFRERSIRBD , ZBE AWS Toolkit
3. EAWS: AFmER: , SRR IEMLE.

EEEXERERLAAF K AWS Cloud9 &8l , M RE2E¥ Amazon Q.

Lambda

E&E A Amazon Q #£E Lambda B , Amazon Q 7€ 8 AWSH BEMN A F g,
SageMaker Al Studio

1. & SageMaker Al Studio R & &R , BEHRE,
2. RBETHXNBED , BEERBRERES.
3. 7 Amazon Q THIEEF , AERBUEAIEEE Amazon Q £ AAEEREZEMNH R,

JupyterLab
1. & JupyterLab R & 8 , BEEE.
2. REBETHXNBED , BEERBRERES.
3. 1 Amazon Q THRFEF , ARFEUEAELE Amazon Q HAAEEREZN R,
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AWS Glue Studio Notebook

1. 1% AWS Glue Studio Notebook 18 % JEE%BiE1E Amazon Q.
2. REETheERS | tI#EE AWSHRERIEZHBE.

(® Note
T4 RAFImEREEBATH AWS Glue Studio ZEFEA B A M.

Command line

EhSHIEMREFRET , tIHEE,
Transformations on the command line

WRITERRANREER , URARER, sEFALDEE, F

e
di

R THEF,
EEFEMEARERE
1. #1T qct configure WIRMFERWAREFMER , IR Enter BEARBHARE,

2. ERRERERBATOERWER , B8 A AWS NEBFIE WEERIE R
3. MREBERESHMAENKRE , BIBXEIT qct configure , WEHREREEA Y,

BEREAHLEHNAR

MEAR AWS ERMNEFR , 552K Amazon Q Developer R HE.

Visual Studio 2015
#£ Amazon Q Developer ¥ 5 EH , Amazon Q FERELHNRAE.

£ Amazon Q Developer REH &R | ZE VS Code PBZEZEERHHERALZHAR , BEATIE
Fo

1. % VS Code HRRIERE.

2. WMRIEHEM VS Code THZME , BRI THEZE FREIFEHK. £ VS Code F , THZEEER
EEERERERE,
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3. £ "ERE, #E%d , WA Amazon Q: Share Content,
4. BUEDEM R,

JetBrains
#£ Amazon Q Developer ¥ 5 EH , Amazon Q FERELHNRAE.

£ Amazon Q Developer REH R , ZE1E JetBrains FiZZFEHEH Amazon Q Bl , FEEH
THRERF,

1. BBLEASFRED JetBrains.

2. TE&H JetBrains IDE # , FRURIFERE (£ Mac EREEET).
3. ELAIEEH ,EEIE -->AWS --> Amazon Q.

4. HEERHAT , BUHERHA Amazon Q AE AWS,

Tools » AWS : AmazonQ

Inline Suggestions

» Include suggestions with code references

+ | Imports recommendation

Data Sharing

»| Share Amazon @ content with AWS

Eclipse

£ Amazon Q Developer B 5 EH , Amazon Q T8 RELHNAR.
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£ Amazon Q Developer BB HRH , ZEE Eclipse IDE HiRZIRHE A Amazon Q ¥, 5B
AT5ERF,

1. B ERRMRZAR Eclipse IDE,
2. 1E Eclipse IDE & , BARAGRE.
3. HEEMZEEH , EiEAmazon Q.
4. BUHAEE AWSH A Amazon Q REZMHH k.
5. BIF Apply (ER) RREFEEHNEE,
Visual Studio

£ Amazon Q Developer BB EF , Amazon Q TEREZHNAR,

£ Amazon Q Developer REHRH , ZEE Visual Studio PIZIEBRHEELALHNAS , BFEATY
BF.

BT E -> 3818 -> AWS Toolkit -> Amazon Q
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B Amazon Q £ AR
TERRNEE 2

REEAEREM AWS ERNEHFER , ERERABSIRACK K SEBEY., AWS ERE
BREELAHREAEN K MAREARMENER. UFEFMAEFR  F2H (AM ERAEER) P
IAM 7| R s &2 R RE BE 7] £ |AM FEECEERIAWS AR#S o

Amazon Q R BT
TREFFIIERER (FAS) : 2

BIA I T ERSE (FAS) EAMFI MEFEAFFA AWS R , &8 AWS IR FRME TiFRBRLFE
Ro MFRH FAS FRENBERFMET , F2REERFNTFER.

Amazon Q WRIE A
TERKAR &

REAGRRBEEN IAM AE , AIMREATER, IAM EEE UK IAM REY, SRR
At. IEFHMES  F2H (AM ERERER) PHEILACUEIRET A AWS BRI,

/A Warning

P FRBACNFTI AT REE T E Amazon Q ThEE. KRB Amazon Q RHEESIR , X REiREE
BEAE,

Amazon Q RIS EZ B E

xERBELAE : 2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

Amazon Q Developer EREER

BREEACRERE H—ERBAE AWS . BETUBERREATHENAS, HER
ABGHLRELN B AWS IEF | WABBHE, AV ERETLRE , BT LRBREEERA SN
A,

MEEVHEE Amazon Q RIEEZACHFHER , 5F2E &% Amazon Q Developer F{EHEFT
REARKEESE,

FERBEREE Amazon Q Developer K2 HUiE

@ Note

W EE LN EAEFE Amazon Q Developer BE. MEEE Amazon Q Business FEUER

tHBIERA , 2R (Amazon Q Business £ E1EM) FREARN Amazon Q Business H 5
S BVBUR B,

AEEPHHENEFHEBA AWS EEFEHES. AWS Documentation AWS Console Mobile
Application AWS #BuL FEI K FEFAFEX FHY Amazon Q. B2 Amazon Q BEHH MR ATREE
EFRMNBEBRERE. £=7 IDE ## Amazon Q BRERFEAEFEEMEA IAM BUER, MEFH

WER , F2EITE Amazon Q THEERE S RIE

BIETERR , FAENAGKERFER Amazon Q HWEFAl. IAM EE S EHAAT TRE IAM 529K
EEH Amazon Q Developer K HINAER FEUE,

EEERTFHEAEFIENRIESERIER AWS ZEBER., BRI AmazonQFullAccess BUR
MANZE IAM B% , SAREE Amazon Q Developer R EIhgE I TR FEE., MELBRNFMER , B
28 AWS Amazon Q Developer B ZE B X,

EEEE IAM B2 W LUEB Amazon Q Developer BT EEIME , EBETUR Y BITBERRER
FERE. BESACHENT., Sbr]AERARBEIESIBER (SCP) RZEFIEM A+ v A Amazon
Q Ihk,

T AIE AR R EIFTE Amazon Q FFAEE |, 552& Amazon Q Developer 5 AI2E,

e

- BRHEEER

- EIREFH

- fEARBIZFIBER (SCP) EXEFEUE

« Amazon Q Developer B § % B B R & 41
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https://docs.aws.amazon.com/amazonq/latest/business-use-dg/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/amazonq/latest/business-use-dg/security_iam_id-based-policy-examples.html

Amazon Q Developer EREER
BERRIEER

BoEBRESHECREPNEBAERABAEY, FIEMBER Amazon Q Developer B, EL
EMETREEELEN AWSIRFELAER., EREBURMES P BBER , BERA T ENRBRSEE

- BUAGEA AWS EERELENSIEHRNT - EEMARFTETENEAENTHAR  HEA
RETETHSEREARIN AWS BERE, CHTEEH FEMA AWS RF, RMRBEEH
BEREARH AWS WEFEEHR , WE—SHIHT, NRESEA , HSH AV EAEE
M) i AWS BEHESEBMANANS SEHE,

- ERAREERFT - 5RE IAM BERNFAR  FERTHTERAENFTT. KERLEN , &
UESERERG T TUEREERRINEE K SELBARKKERITT. WFEEA IAM ERFFT
MEZHEER , F2EH (AM EAEER) P 1AM PR BERMFT A,

- fE 1AM BUR R BV R - — SR B ZEUE - B LUSEG B EBER | RFIEENE RN EE.
flan |, WU LAREBERGY , EENSAFEH SSL EHEMARER, MEEBISE SHEMARKEE
AWS BR#E , &t 7] LAfE R4 3R 2 F HZEUE CloudFormation, MNEFFMEN , F2E (IAM FEH
EIE®) P8 IAM JSON BUERTTE - 4

« f£/ IAM Access Analyzer B IAM BUR |, f{RFT I 24 B 7 IEEE1E - IAM Access Analyzer B
FNBENRBBR , BRELBERER IAM BUERFES (JSON) # IAM &EEH. 1AM Access
Analyzer 12ft 100 ZIEBERERVEATHER , THBEREXLBEEANEER, NEFHEE
A, BF2H (AM EAEERE) PRIEA IAM Access Analyzer 5878 BUER,

- FEZEERRT (MFA) - MRZHRPIFE IAM FEHES FHRERAE AWS tRFE |, BRI MFA
UREZR4M, MEERWY AP BERER MFA | 548 MFA S4B EENBE., NEHAE
7, F2H (AM EREERE) FEIR MFA £ % APl FHL.

WE IAM A REEBNHEBES , F2E (AM FAEER) i IAM 22 HEERK,
FEREF ]

HERMEFEE  FHEEREENERE, HFERAG .

- FHIEREMEHE AWS IAM Identity Center :

BYERSE, BB (AWS IAM Identity Center fEF &) FHENERSERPETIRE,
- BEBREOEMELE IAMPEENFERE

BUBSEINAR, EE (AMEREER) NAE=F87RH#E Bie) BEI1AGHNIET.
. IAM EAZE :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-idp.html

Amazon Q Developer EREER
- BUZHNEAETRENAC, BRER (AM E£AEER) WA IAM ERAEELABGFNIER,

- (TER) BBREENNEERE  UREAENEEEAERFHE. FERE (AM EREER)
HUFTIEET AT ZIEAE (EEE) FIETR.

{5 FI BRI 12 5 BUR (SCP) B FHUE

BR A5 4E HBER (SCP) 2 —EMAMBERER , TAREERLNABPIETT, BALIEIL SCP RIEEH
P FTE Amazon Q BIERVEF T , LAEE L 5 X1 HIAR 8 P =T 55 A IR & Amazon Q Developer Zh&gs

MEMER SCP EAMTEH FIENFMEFT , 28 (AWS Organizations fEAEIER) PHE
3T, S AN M BR AR S 450 o1 R 3R M At B 0 ek AR A 42 U BOR

gi/5] SCP : @B FHE B EE L/ E Amazon Q

T %] SCP £iEB8EEMN CEE =) B (eu-central-1) LASMEMER Amazon Q Developer BI7ZEL,

(@ Note

codewhisperer F& 28 Amazon Q Developer 8t 2 RN EZHE, MEFHMENR |
BAmazon Q Developer Ein & - BEHE,

T
e

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "DenyAmazonQDevelopexOutsideEU",

"Effect": "Deny",

"Action": [
"codewhisperer:GenerateRecommendations",
"q:SendMessage",
"q:GenerateCodeFromCommands",
"sqlworkbench:GetQSqlRecommendations"
]I

"Resource": "*",

"Condition": {

"StringNotEquals":
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https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-user.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_create.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_attach.html

Amazon Q Developer EREER

{"aws:RequestedRegion": [ "eu-central-1"] }
}
}
]
}

gif5l SCP : #E&7FH Amazon Q

LR SCP 24E# % Amazon Q Developer HY7ZEL,

(@ Note

EB/FH Amazon Q FEEAEEA. AWS @5, AWS XHEME=H AWS i Amazon Q
B R H X E 4R AWS Console Mobile Application,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "DenyAmazonQFullAccess",
"Effect": "Deny",
"Action": [

Ilq:*ll

1,

"Resource": "*"

Amazon Q Developer Y & 40 7 B 5k €5 451

LA 1AM BUER 451 mT 33 ) % 8 Amazon Q Developer B ERIEF ], FHIELEHI T A FRIERB BN E
B#E. At EHEZE Amazon Q Developer,
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® Note
T 5B R 282 Amazon Q Developer ThRERIEF A |, (EEHAEREEEEINMIEFT |, FHE
B Amazon Q Developer B¥ 5 RETBFH Amazon Q. MEFHMENR  FSRAFERE
i#iB Amazon Q Developer B35 R5T B 7E Amazon Qo

B MKERARERAEBLERE , LA HEEFEANMEE Amazon Q THEERIEFT T, MFERELRE
Amazon Q #Y IAM FFAIEHAEEGR , FF2 B EABEREE Amazon Q Developer HFEUE,

WEAIEABRZESINAE Amazon Q FFAEE |, 2K Amazon Q Developer FFA] 2%,

T
. EEAHT
. EAHNT

EEEHT

T 5B f23F Amazon Q Developer BE &% Amazon Q (JBIEE £ A M Amazon Q Developer £
BREPHTEERTE.

WME LA Amazon Q Developer ThREAEE AR , T2 #HEH T,

ARHEEEMFH Amazon Q 124

THEHBERGREFEAEE Amazon Q ERAPHITEEMNFFAT. Amazon Q £ A AT EERTE
Amazon Q B AWS IAM Identity Center #1 KYZ & AWS Organizations, XZEHEE Amazon Q
Developer HEBRIEIE# 4B Amazon Q Developer T AFTHK. MEFMER , F2EAHFEE
E £ Amazon Q Developer £2 &

@ Note

codewhisperer F& £ Amazon Q Developer {2 RSN ERTE., WFEHMESR
BAmazon Q Developer EFan & - EERHE,

%I
s
V2

JSON

{
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"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"organizations:ListAWSSexrviceAccessForOrganization",
"organizations:DisableAWSSexviceAccess",
"organizations:EnableAWSServiceAccess",
"organizations:DescribeOrganization"

]I

"Resource": [

g

"Effect":"Allow",

"Action":[
"sso:ListApplications"”,
"sso:ListInstances",
"sso:DescribeRegisteredRegions”,
"sso:GetSharedSsoConfiguration”,
"sso:DescribelInstance"”,
"sso:CreateInstance”,
"sso:CreateApplication”,
"sso:PutApplicationAuthenticationMethod"”,
"sso:PutApplicationAssignmentConfiguration"”,
"sso:PutApplicationGrant",
"sso:PutApplicationAccessScope",
"sso:DescribeApplication”,
"sso:DeleteApplication”,
"sso:GetSSOStatus",
"sso:CreateApplicationAssignment"”,
"sso:DeleteApplicationAssignment"”,
"sso:UpdateApplication"

1,

"Resource": [

myn

"Effect":"Allow",

"Action": [
"sso-directory:DescribeUsers",
"sso-directory:DescribeGroups",
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Y,

"sso-directory:SearchGroups",

"sso-directory:SearchUsers",

"sso-directory:DescribeGroup",

"sso-directory:DescribeUser",

"sso-directory:DescribeDirectory"
]I

"Resource":[

g

"Effect":"Allow",
"Action":[

"signin:ListTrustedIdentityPropagationApplicationsForConsole",
"signin:CreateTrustedIdentityPropagationApplicationForConsole"

1,

"Resource": [

Mg

"Effect":"Allow",

"Action":[
"codewhisperer:ListProfiles",
"codewhisperer:CreateProfile",
"codewhisperer:DeleteProfile"

1,

"Resource": [

myn

"Effect":"Allow",
"Action":[
"user-subscriptions:ListClaims",

"user-subscriptions:ListUserSubscriptions"”,

"user-subscriptions:CreateClaim"”,
"user-subscriptions:DeleteClaim",
"user-subscriptions:UpdateClaim"

1,

"Resource": [

g
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{
"Effect":"Allow",

"Action":[
"q:CreateAssignment",
"q:DeleteAssignment"

1,

"Resource":[

g

1

"Effect":"Allow",
"Action":[
"iam:CreateServicelLinkedRole"

]I
"Resource": [
"arn:aws:iam::*:role/aws-service-role/user-
subscriptions.amazonaws.com/AWSServiceRoleForUserSubscxiptions"

1
}

RHFEEE A Amazon Q Developer £ A&

T oIS E SR EMFH EFH Amazon Q Developer 2 AKFF A, £ Amazon Q Developer 3%
At  EEEEHITASEHE Amazon Q Developer 1HEIRVARRE(ETRS , BIFEETR. BRIBES2E, B
TR RASENERENES. HKBFECLSERINBEEFFEE KMS 8105,

BB Amazon Q Developer B¥ 5 REBEE S L EEIB Amazon Q AT RESEMK (M 3E Amazon
Q Developer £ R&), WFFHMEN , F2REAFEEEFEA Amazon Q &,

(@ Note
EERY BITHNMES |, B8 Amazon Q Developer BE¥ S REBREEEHNNETT,
- MEBFIAMENGT , F2E B5TH TRIEH—E,
- MEABEXFMENGTT , 520 AHEEESRENHRER,
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BEERMIEBER 2 — , TR A Amazon Q Developer £ 4., BEENBEEUARERE —IRRE
Amazon Q Developer , B2 EEMR Amazon CodeWhisperer 2 EE.

® Note

codewhisperer F& 28 Amazon Q Developer 8t 2 RN E SRR, MEFHMENR |
BAmazon Q Developer EFian & - EERHE,

3
¥

%= Amazon Q Developer WHEEE , BFERA TIIBUR -

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso:ListInstances",
"sso:CreateInstance"”,
"sso:CreateApplication”,
"sso:PutApplicationAuthenticationMethod",
"sso:PutApplicationGrant",
"sso:PutApplicationAssignmentConfiguration"”,
"sso:ListApplications”,
"sso:GetSharedSsoConfiguration”,
"sso:DescribeInstance"”,
"sso:PutApplicationAccessScope",
"sso:DescribeApplication”,
"sso:DeleteApplication”,
"sso:CreateApplicationAssignment"”,
"sso:DeleteApplicationAssignment"”,
"sso:UpdateApplication”,
"sso:DescribeRegisteredRegions”,
"sso:GetSSOStatus"

]I

"Resouxce": [
wxn

]

}I

{
"Effect": "Allow",

"Action": [
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"iam:ListRoles"

1,

"Resource": [

g

"Effect": "Allow",
"Action": [
"identitystore:DescribeUser"

1,

"Resource": [

myn

"Effect": "Allow",

"Action": [
"sso-directory:GetUserPoolInfo",
"sso-directory:DescribeUsers",
"sso-directory:DescribeGroups",
"sso-directory:SearchGroups",
"sso-directory:SearchUsers",
"sso-directory:DescribeDirectory"

1,

"Resource": [

myn

"signin:ListTrustedIdentityPropagationApplicationsForConsole",
"signin:CreateTrustedIdentityPropagationApplicationForConsole"

]
"Effect": "Allow",
"Action": [
1,
"Resource": [
Mmgn
]

"Effect": "Allow",
"Action": [
"user-subscriptions:ListClaims",

"user-subscriptions:ListApplicationClaims"

&1 Amazon Q KYFEUE
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"user-subscriptions:ListUserSubscriptions”,
"user-subscriptions:CreateClaim"”,
"user-subscriptions:DeleteClaim"”,
"user-subscriptions:UpdateClaim"

1,

"Resource": [
mgn
]
3},

{
"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",

"organizations:ListAWSServiceAccessForOxganization",

"organizations:DisableAWSServiceAccess",
"organizations:EnableAWSServiceAccess"
]I
"Resource": [
wxn
]
}I

{
"Effect": "Allow",

"Action": [

"kms:ListAliases",

"kms :CreateGrant",

"kms :Encrypt",

"kms :Decrypt",

"kms : GenerateDataKey*",
"kms :RetireGrant",

"kms :DescribeKey"

1,

"Resource": [
Mmgn
]
3},

{
"Effect": "Allow",

"Action": [
"codeguru-security:UpdateAccountConfiguration"

1,

"Resource": [

g

&1 Amazon Q KYFEUE
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]
}I
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,

"Resource": [
"arn:aws:iam::*:role/aws-sexrvice-role/q.amazonaws.com/
AWSServiceRoleForAmazonQDeveloper"
]
}I

{
"Effect": "Allow",

"Action": [
"codewhisperer:UpdateProfile",
"codewhisperer:ListProfiles",
"codewhisperer:TagResouxce",
"codewhisperer:UnTagResource",
"codewhisperer:ListTagsForResouxce",
"codewhisperer:CreateProfile"

]I

"Resource": [

Mg

]
3,

{
"Effect": "Allow",

"Action": [
"q:ListDashboardMetrics",
"q:CreateAssignment",
"q:DeleteAssignment"

1,

"Resource": [
wxn

]

},
{

"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:ListMetxics"

1,

"Resource": [
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myn

¥R ER Amazon CodeWhisperer 32 EHE , THIBKRE AIZE IAM =8 EE CodeWhisperer FEAE

o

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",
"sso-directory:GetUserPoolInfo",
"sso-directory:DescribeDirectory"”,
"sso-directory:ListMembexsInGroup"

]I

"Resourxce": [

Wwen

]

}I

{
"Effect": "Allow",

"Action": [
"jam:ListRoles"

1,

"Resource": [
wxn
]
}I
{
"Effect": "Allow",
"Action": [
"pricing:GetProducts"
]I

"Resource": [

g
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]
3,

{
"Effect": "Allow",

"Action": [
"sso:AssociateProfile",
"sso:DisassociateProfile”,
"sso:GetProfile",
"sso:ListProfiles",
"sso:ListApplicationInstances",
"sso:GetApplicationInstance",
"sso:CreateManagedApplicationInstance"”,
"sso:GetManagedApplicationInstance",
"sso:ListProfileAssociations",
"sso:GetSharedSsoConfiguration”,
"sso:ListDirectoryAssociations",
"sso:DescribeRegisteredRegions",
"sso:GetSsoConfiguration",
"sso:GetSSOStatus"

]I

"Resource": [
wxn

]

}I

{
"Effect": "Allow",

"Action": [
"identitystore:ListUsers",
"identitystore:ListGroups"

]I

"Resource": [
wan

]

}I

{
"Effect": "Allow",

"Action": [
"organizations:DescribeAccount”,
"organizations:DescribeOrganization"

1,

"Resource": [

g

]
Y,
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{
"Effect": "Allow",

"Action": [
"kms:ListAliases",
"kms :CreateGrant",
"kms :Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey*",
"kms :RetireGrant",
"kms :DescribeKey"
1,

"Resource": [

myn

]
},
{
"Effect": "Allow",
"Action": [
"codeguru-security:UpdateAccountConfiguration"
]I
"Resource": [
wan
]
}I
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,

"Resource": [

"arn:aws:iam::*:role/aws-sexrvice-role/q.amazonaws.com/
AWSServiceRoleForAmazonQDeveloper"

]
3,

{
"Effect": "Allow",

"Action": [

"codewhisperer:UpdateProfile",
"codewhisperer:ListProfiles”,
"codewhisperer:TagResouxce",
"codewhisperer:UnTagResource",
"codewhisperer:ListTagsForResouxce",
"codewhisperer:CreateProfile"

1,
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"Resource": [

Mg

]
3,

{
"Effect": "Allow",

"Action": [
"q:ListDashboardMetrics",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetxics"

1,

"Resource": [

myn

1

THHRFRSEEEE S Amazon Q Developer A2 MEE BT,

= E7 Amazon Q Developer A HEEEHET , &£ Amazon Q Developer BEE S F EFE
Amazon Q Developer £ &, MEFHMENR , F2BEAFEEEF A Amazon Q Developer £ 5,

(@ Note
ETHBED |, IAM BRI EIFRERI codeconnections:ListOwners
codeconnections:ListRepositories FFrAIMVERER. BENM , MEEIL T SELFFTH
B, FTUANLE  FEREHER , BERMEEE,

® Note
codewhisperer F & 28 Amazon Q Developer &2 RN EZTE, WEFHMER ,
BAmazon Q Developer EFian & - EERHE,

3
¥

ETHEHIF | igraaBARR/ERN AWS IRFHEI.

EIE Amazon Q WZEE 330



Amazon Q Developer

ERAEER

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"sso-directory:DescribeUsers"

1,

"Resource": [

myn

"Effect": "Allow",
"Action": [
"kms :CreateGrant"

1,

"Resource": [

nmgn

"Effect": "Allow",

"Action": [
"codewhisperer:CreateCustomization",
"codewhisperer:DeleteCustomization"”,
"codewhisperer:ListCustomizations",
"codewhisperer:ListCustomizationVersions",
"codewhisperer:UpdateCustomization",
"codewhisperer:GetCustomization"”,
"codewhisperer:ListCustomizationPermissions",
"codewhisperer:AssociateCustomizationPermission"”,
"codewhisperer:DisassociateCustomizationPermission"

1,

"Resource": [

myn

"Effect": "Allow",
"Action": [

&1 Amazon Q KYFEUE
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7

"codeconnections:ListOwnexs",
"codeconnections:ListRepositories"”,
"codeconnections:ListConnections",
"codeconnections:GetConnection"

1,

"Resource": [

myn

"Effect": "Allow",
"Action": "codeconnections:UseConnection",
"Resource": [
wan
1,
"Condition": {
"ForAnyValue:StringEquals": {
"codeconnections:ProviderAction": [
"GitPull",
"ListRepositories",
"ListOwners"

"Effect": "Allow",
"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:ListBucket*"
]I

"Resource": [

Mg

TEEESRENHEN

THEHFHHRFSFEEE S Amazon Q Developer T AFRIENREE=Z A NABHERNNEFT,

&1 Amazon Q KYFEUE
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® Note

% 7 ZE Amazon Q Developer £ &
FEE PERNFFT,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"q:CreatePlugin”,
"q:GetPlugin",
"q:DeletePlugin”,
"q:ListPlugins",
"q:ListPluginProviders",
"q:UpdatePlugin"”,
"q:CreateAuthGrant",

, BEER

"q:CreateOAuthAppConnection”,

"q:SendEvent",
"q:UpdateAuthGrant"”,

"q:UpdateOAuthAppConnection”,

"q:UpdatePlugin"”,
"iam:CreateRole",

"secretsmanager:CreateSecret"

1,

"Resource":

3,
{

myn

"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToSexvice":
"q.amazonaws.com"

soo

=R

3.||_|}|

E RFEEEMFH Amazon Q Developer

&1 Amazon Q KYFEUE
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AMEERSRERBARE —RHENABEN

THEHFBFRESRATESHT , URERBE —REHENAHER , ZIRHERHNHER ARN 15
E, BEEEBANBENRHEENERTT (*). BEMFMALBE , IR "EFR.) #I+P ARNHT
AR :

« AWS-region - BEINNHERN AWS EiF 19 .
« AWS-account-ID - #EEREHNBERXWIRS AWS ID,

» plugin-provider - BEAFRENNHENRMEESRR , 0 CloudZero, Datadog =
Wiz, AHEXNRHERLED KDE,

(® Note

% 7 B Amazon Q Developer £ 5 , EEEEFE AFFEEEF A Amazon Q Developer
FEE FEENFF,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowCreateProviderPlugin",
"Effect": "Allow",
"Action": [
"q:CreatePlugin”,
"q:GetPlugin",
"q:DeletePlugin”
1,
"Resource": "arn:aws:qdeveloper:us-east-1:111122223333:plugin/plugin-
provider/*"

EIE Amazon Q W 1ZEUE 334



Amazon Q Developer EREER

RHFBEZEEERSE A%

JSON

"Version":"2012-10-17",
"Statement": [{
"Sid": "MGNNetworkMigrationAnalyzerEC2ResourceSgTag",
"Effect": "Allow",
"Action": [
"ec2:CreateSecurityGroup"
1,
"Resource": [
"arn:aws:ec2:us-east-1:111122223333:vpc/*"
]I
"Condition": {
"StringEquals": {

"aws:ResourceTag/CreatedBy": "AWSApplicationMigrationService"
}
}
}I
{
"Sid": "MGNNetworkMigrationAnalyzerEC2RequestSgTag",
"Effect": "Allow",
"Action": [
"ec2:CreateSecurityGroup"
]I
"Resouxce": [
"arn:aws:ec2:us-east-1:111122223333:security-group/*",
"arn:aws:ec2:us-east-1:111122223333:security-group-rule/*"
]I
"Condition": {
"StringEquals": {
"aws:RequestTag/CreatedBy": "AWSApplicationMigrationService"
}
}
}I
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{
"Sid": "MGNNetworkMigrationAnalyzerEC2SecurityGroupTags",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
]I
"Resource": [
"arn:aws:ec2:us-east-1:111122223333:security-group/*",
"arn:aws:ec2:us-east-1:111122223333:security-group-rule/*",
"arn:aws:ec2:us-east-1:111122223333:network-interface/*",
"arn:aws:ec2:us-east-1:111122223333:network-insights-path/*",
"arn:aws:ec2:us-east-1:111122223333:network-insights-analysis/*"
1,
"Condition": {
"StringEquals": {
"aws:RequestTag/CreatedBy": "AWSApplicationMigrationService",
"ec2:CreateAction": [
"CreateSecurityGroup",
"CreateNetworkInterface",
"CreateNetworkInsightsPath",
"StartNetworkInsightsAnalysis"
]
}
}
},
{
"Sid": "MGNNetworkMigrationAnalyzerENIResourceTag",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
1,
"Resource": [
"arn:aws:ec2:us-east-1:111122223333:subnet/*"
]I
"Condition": {
"StringEquals": {
"aws:ResourceTag/CreatedBy": "AWSApplicationMigrationService"
}
}
}I
{

"Sid": "MGNNetworkMigrationAnalyzerENISG",
"Effect": "Allow",
"Action": [
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"ec2:CreateNetworkInterface"

]I

"Resource": [
"arn:aws:ec2:us-east-1:111122223333:security-group/*"

"Sid": "MGNNetworkMigrationAnalyzerEC2ResourceTag",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInsightsPath"
]I
"Resource": [

g

1,
"Condition": {
"StringEquals": {
"aws:ResourceTag/CreatedBy": "AWSApplicationMigrationSexrvice"

"Sid": "MGNNetworkMigAnalyzerEC2RequestTag",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:CreateNetworkInsightsPath",
"ec2:StartNetworkInsightsAnalysis"

1,

"Resource": [

myn

]I
"Condition": {
"StringEquals": {
"aws:RequestTag/CreatedBy": "AWSApplicationMigrationService"

"Sid": "MGNNetworkMigrationAnalyzeNetwork",

"Effect": "Allow",

"Action": [
"ec2:StartNetworkInsightsAnalysis"

]I
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"Resource": [

Mg

1

ERERTH

THBERAFEREE AWS FERAEX MY _ETFE Amazon Q Developer B Ih8E , @& AWS EEE
A AWS Console Mobile Application®l AWS Documentation #§u4,

WMZERA Amazon Q Developer EEBZEENBER , 520 82851,

(® Note
ZHL IDE /9 Amazon Q HasH 5 LH Amazon Q WERAEFEE IAM 557,

R FFE A& BB Amazon Q Developer E# 5 R5TBFE Amazon Q

THEHIBER SR ELIEIB Amazon Q Developer BE S RETEMEA Amazon Q FIEFT, BREELEF
A, FRAEREEFE Amazon QR EF R, &EE Amazon Q IR EHH A Amazon Q Thig ,
RAEEZHENNETT |, HlanAg &5 B R R EMET A,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowGetIdentity",
"Effect": "Allow",
"Action": [

"q:GetIdentityMetaData"

]I
"Resource": "*"

}I

{

"Sid": "AllowSetTrustedIdentity",
"Effect": "Allow",
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"Action": [
"sts:SetContext"

1,

"Resource": "arn:aws:sts::*:self"

JL5F Amazon Q FEIEFHE SR

THEHBEREEBLFF Amazon Q FRERN AR RECRAEFILUEFEESRME ZEEM
A, MREESCRECAFEFAESRETNR , AIABLBERS BEMER Amazon Q.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "QKMSDecryptGenerateDataKeyPermissions",
"Effect": "Allow",
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey",
"kms : GenerateDataKeyWithoutPlaintext",
"kms :ReEncryptFxom",
"kms :ReEncryptTo"
1,
"Resourxce": [
"arn:aws:kms:us-east-1:111122223333:key/key_id"
]I
"Condition": {
"StringlLike": {
"kms:ViaService": [
"q.us-east-1.amazonaws.com"

1
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R EHAEE Amazon Q Bl X

THHFIRREREAE TR E P EE Amazon Q BIREIFF A,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQConversationAccess",
"Effect": "Allow",
"Action": [
"q:StartConversation”,
q:SendMessage",
q:GetConversation"”,
"q:ListConversations",
q:UpdateConversation",
q:DeleteConversation"
1,

"Resource": "*"

AR EREZE 8 Amazon Q CLI AWS CloudShell

T3 &EFBEEERFFEHA Amazon Q CLI B95F 7 AWS CloudShell,

@ Note

codewhisperer F& 28 Amazon Q Developer 8t 2 RN EZHE, MEFMEHR |
BIAmazon Q Developer Ein & - BEHE,

T
*

JSON

"Version":"2012-10-17",
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ERAEER

"Statement": [

{

"Effect": "Allow",

"Action": [
"codewhisperer:GenerateRecommendations"”,
"codewhisperer:ListCustomizations"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"q:StartConversation”,
"q:SendMessage"

1,

"Resource": "*"

AFEREED DI LHITER

THEHBERRFEM Amazon Q S T 5 TEETEREABNTT. KBRFEFEnTH LY

Amazon Q H1EEL.

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"qdeveloper:StartAgentSession",
"qdeveloper:ImportAxtifact",
"qdeveloper:ExportAxtifact",
"qdeveloper:TransformCode"

1,

"Resource": "*"

&1 Amazon Q KYFEUE
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}

AFEAEER Amazon Q PEi X2 AR
THEHIBREREFEA Amazon Q PETER A RN,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowAmazonQTroubleshooting",

"Effect": "Allow",

"Action": [
"q:StartTroubleshootingAnalysis",
"q:GetTroubleshootingResults",
"q:StartTroubleshootingResolutionExplanation"”,
"q:UpdateTroubleshootingCommandResult",
"q:PassRequest",
"cloudformation:GetResource"

1,

"Resource": "*"

AREFFERAEFER Amazon Q £ CLI i S ELRERE

THEFIBERESZEMEH Amazon Q RECHEMN CLI s S ELERER BT |, Sk FAERE A Console-to-
Code IjJﬁE’:o

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQConsoleToCode",
"Effect": "Allow",
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"Action": "q:GenerateCodeFromCommands",
"Resource": "*"

ARFFEAEE Amazon Q FTRE IR

THIEFIHREREM Amazon Q FIRERFFE |, I RFF Amazon Q KREHEIMERE
#o Amazon Q EEFHFE IAM B0 EREFINERNTT.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQPassRequest",
"Effect": "Allow",
"Action": [
"q:StartConversation”,
:SendMessage",
:GetConversation"”,

o2

"q
"q
"q:ListConversations"”,
"q:UpdateConversation",
"q:DeleteConversation"”,
"q:PassRequest"

1,

"Resource": "*"
},

{
"Sid": "AllowCloudControlReadAccess",

"Effect": "Allow",

"Action": [
"cloudformation:GetResource",
"cloudformation:ListResources"

1,

"Resource": "*"
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ERAEER

JLFF Amazon Q EHIR PR REHATEE

THIFEHIBRRE RN Amazon Q BIREIFFA , I /25F Amazon Q REREHITEIF. Amazon Q ER

BT IAM B0 BEHT ZEBMENFTA,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQPassRequest",
"Effect": "Allow",
"Action": [
"q:StartConversation”,
"q:SendMessage",
:GetConversation",
:ListConversations"”,
:UpdateConversation"”,
:DeleteConversation"”,
:PassRequest"

2 0 09 0 9 o

1,

"Resource": "*"

AFF Amazon Q FEURAE R M RE RN AARECES

THEHIBEREIREF Amazon Q FHEREAIETF T |, I A FF Amazon Q FE

KA B R MR R A

DITEBEER, WX EE AWS Cost Explorer, AWS Cost Optimization Hub, AWS Compute
Optimizer, AWS Budgets, AWS @& A=, AWS EfE , L& Savings Plans MEZEHEF T,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowAmazonQChatAndPassRequest",

&1 Amazon Q KYFEUE
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ERAEER

"Effect": "Allow",

"Action": [
"q:StartConversation”,
"q:SendMessage",
"q:GetConversation"”,
"q:ListConversations",
"q:UpdateConversation"”,
"q:DeleteConversation”,
"q:PassRequest"

1,

"Resource": "*"

"Sid": "AllowCostExplorerAccess",

"Effect": "Allow",

"Action": [
"ce:GetCostAndUsage",
"ce:GetCostAndUsageWithResources",
"ce:GetCostForecast",
"ce:GetUsageForecast",
"ce:GetTags",
"ce:GetCostCategories",
"ce:GetDimensionValues",
"ce:GetSavingsPlansUtilization",
"ce:GetSavingsPlansCoverage",
"ce:GetSavingsPlansUtilizationDetails",
"ce:GetReservationUtilization",
"ce:GetResexvationCoverage",
"ce:GetSavingsPlansPurchaseRecommendation",
"ce:GetReservationPurchaseRecommendation",
"ce:GetRightsizingRecommendation",
"ce:GetAnomalies",
"ce:GetCostAndUsageComparisons",
"ce:GetCostComparisonDrivers"

1,

"Resource": "*"

"Sid": "AllowCostOptimizationHubAccess",

"Effect": "Allow",

"Action": [
"cost-optimization-hub:GetRecommendation",
"cost-optimization-hub:ListRecommendations",

"cost-optimization-hub:ListRecommendationSummaries"

&1 Amazon Q KYFEUE
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1,

"Resource": "*"

"Sid": "AllowComputeOptimizerAccess",

"Effect": "Allow",

"Action": [
"compute-optimizer:GetAutoScalingGroupRecommendations",
"compute-optimizer:GetEBSVolumeRecommendations",
"compute-optimizer:GetEC2InstanceRecommendations"”,
"compute-optimizer:GetECSServiceRecommendations",
"compute-optimizer:GetRDSDatabaseRecommendations",
"compute-optimizer:GetLambdaFunctionRecommendations”,
"compute-optimizer:GetIdleRecommendations",
"compute-optimizer:GetLicenseRecommendations",
"compute-optimizer:GetEffectiveRecommendationPreferences"

1,

"Resource": "*"

"Sid": "AllowBudgetsAccess",

"Effect": "Allow",

"Action": [
"budgets:ViewBudget"

1,

"Resource": "*"

"Sid": "AllowFreeTierAccess",

"Effect": "Allow",

"Action": [
"freetier:GetFreeTierUsage",
"freetier:GetAccountPlanState",
"freetier:ListAccountActivities”,

"freetier:GetAccountActivity"

1,

"Resource": "*"

"Sid": "AllowPricingAccess",

"Effect": "Allow",

"Action": [
"pricing:GetProducts",
"pricing:GetAttributeValues",
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"pricing:DescribeServices"

1,

"Resource": "*"

B4 Amazon Q KRBT EEENEFT

THIEFIBER EREM Amazon Q BIREEFE |, 3t 2 FF Amazon Q %

81T IAM B DB RHTH

F{TE4E , 1B Amazon EC2 EIEFISN. WEEREEA aws:CalledVia £ FHRS|IERIEEREE

Amazon Q PR BFF$E4 Amazon EC2 B1E,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations"”,
"q:UpdateConversation",
"q:DeleteConversation”,
"gq:PassRequest"
1,
"Resource™: "*"
},
{
"Effect": "Deny",
"Action": [
"ec2:*"
]I
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": ["q.amazonaws

.com"]

&1 Amazon Q KYFEUE
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AFF Amazon Q REREHITI EBIERFFT

THEH RS REM Amazon Q BIRHIFFH , I fo5F Amazon Q REREHIT IAM B EEHITH
£ ENE , 1B Amazon EC2 EEHISN. LEEIREREE IAM B 5FFA , LTI Amazon EC2
B4k | (BE A5 Amazon Q #11T ec2:describelnstances BifE, BEREFER aws:CalledVia
SRR B RIS EE RFF Amazon Q Y ec2:describeInstances , M A #{TIEM H b
Amazon EC2 B){E.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"q:StartConversation",
"q:SendMessage",
:GetConversation"”,
:ListConversations",
:UpdateConversation",
:DeleteConversation”,
:PassRequest"

2 0 o0 o0 a9 o

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"ec2:*"
]I
"Resource": "*",
"Condition": {
"ForAnyValue:StringNotEquals": {
"aws:CalledVia": ["q.amazonaws.com"]

}
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}
}I
{
"Effect": "Allow",
"Action": [
"ec2:describelnstances"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": ["q.amazonaws.com"]
}
}
}
]

JLFF Amazon Q FFAIERE BE PR REMTEE

THEFHEEFREFM Amazon Q BIRKIFFH , ¥ /FF Amazon Q RIREHATEER , ReEH
I us-east-1 M us-west-2 EiF, Amazon Q FEEFIUMEMEA[EE, 05FEW/AEESE T
A ERLE [E IR R EF 4B EA |, 55280 CAWS Identity and Access Management fEF & 1E/) 1Y
aws:RequestedRegion,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"q:StartConversation",
q:SendMessage",
q:GetConversation"”,
q:ListConversations”,
"q:UpdateConversation",
q:DeleteConversation”,
q:PassRequest”
1,

"Resource": "*",
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"Condition": {
"StringEquals": {
"aws:RequestedRegion": [
"us-east-1",
"us-west-2"

$E4E Amazon Q FFRAI R KREEITENE
THEFIBEEHE L Amazon Q REREHITENE

JSON

{
"Version":"2012-10-17",

"Statement": [
{

"Sid": "DenyAmazonQPassRequest",
"Effect": "Deny",
"Action": [

"q:PassRequest"

1,

"Resource": "*"

}
1
}

REFFERERREE - RHENMIEXIX

THEFHRRESRENEEERENE —SERMEENNAHEIXWRNET , ZREHEEHNHER
ARN 187 , BEHZBANBHERXNRHENEARAZT (*), MENABEXEZMBREEHNLE , EAE
AT EAESREYTRENHENNEZIE, EEFEHLBE , BB Resource #{# ARN
HTHIARR :

« AWS-region-BIHNEHER AWS EBE B .
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ERAEER

« AWS-account-ID - BERENBEXHIIRE AWS ID,

« plugin-provider - BEAFFRNAHERNREMEEZR , S0 CloudZero. Datadog
Wiz, NHAEXNREERULES KNE.

JSON

"Version":"2012-10-17",
"Statement": [

{
{
},
{
provider/*"
}
]
}

"Sid": "AllowAmazonQConversationAccess",
"Effect": "Allow",
"Action": [
"q:StartConversation",
"q:SendMessage",
q:GetConversation"”,
q:ListConversations”,
"q:UpdateConversation",
q

"q:DeleteConversation"
1,
"Resource": "*"
"Sid": "AllowAmazonQPluginAccess",

"Effect": "Allow",
"Action": [

"q:UsePlugin"
]I

"Resource": "arn:aws:qdeveloper:us-east-1:111122223333

RFHERE RS EINMIERIX

:plugin/plugin-

THEHFBFRSREAMINBER ARN FIEEEN B ENBERXM KO, R/ HENESIMERE
EFRE , RIEFHFHBEDHNBES ARN , FRIFEAESELZFEGTNAEER, EEFHILK
&K , SBEUX Resource @A ARN W TFHRA :

&1 Amazon Q KYFEUE
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« AWS ##-EIAEER AWS EE /Y .
« AWS-account-ID - EBERENBHEXZIRFHKRS AWS ID,

« plugin-provider - BEARFFFRMNAHENRMEESRR , flW0 CloudZero, Datadog =
Wiz, ABHEXNREERULES KNE.
* plugin-ARN - BERFFFIZAHEH ARN,

54 17H Amazon Q

THEHBEREELER Amazon Q BFFE R,

(® Note

ERIEEFE Amazon Q K , Amazon Q Bl R M R ERMEERE AWS T#EA, AWS
v, AWS XHEME=® H AWS Console Mobile Application.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "DenyAmazonQFullAccess",
"Effect": "Deny",
"Action": [
g
1,
"Resource": "*"
}
]
}
AFEAEREETA

WEHSREBMMRILIBER , AFF IAM ERERGEZIBACERAESINARRZEBER, BER
AEETEAETHMEA S AWS CLI AWS APl LB R HA TR B ENEFT,

{
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

EIEY¥ Amazon Q Developer WIZEUELLEITE = HES

HRE=1FEE , BHLAFEH AWS Key Management Service (KMS) REE¥ Amazon Q Developer
WEE , MARE S EFLEFREN IAM BUR,

AHEEEHERAEFHESRRENAGHEE

THEGSEBEEREE KMS ERATHREACLEYSRBBER  FAZFEE S (CMK)
WEFE, 3BE CMK B |, X EEM IAM A6 ARN , B2 A BRI Amazon Q. H0R &
EAAEE (i GitLab #1TEE) £E , AIXESHTEREEN LE , FTEERFTREMER CMK #1700
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kms:ViaService f4£B&E# KMS BN EARMARBFTIEE AWS IRIEMEER. A , BF
RERBEBERYE , U ARIEEER KMS SBFT, FAKESK/TTREIFEEFER CMK 3K
MBRMBAR, MEFMET , 5520 (AWS Key Management Service BIZ¢ A B35/8) T8
kms:ViaService,

£ KMS MZEARE , R —HZANSREHISEEAEBMNE KMS BN RBRERE
o, USSR ENEZED, MEARTARRENZENNTEENESEYE, BHIHS|BEN
IAM BERHEBINZE KMS £ FE , ARBBIR 2% AWS CloudTrail BFFF N R GRERIE, W
EFHMER , 728 (AWS Key Management Service B A E15R/) FHMZARR,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Side",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:xo0le/rolename"
}I
"Action": [
"kms : GenerateDataKeyWithoutPlaintext",
"kms :Decrypt",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms : GenerateDataKey",
"kms:Encrypt"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "q.us-east-1.amazonaws.com",
"kms :EncryptionContext:aws-crypto-
ec:aws:qdeveloper:accountId": "111122223333"
}
}
},
{
"Sid": "sidi",
"Effect": "Allow",
"Principal": {
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https://docs.aws.amazon.com/kms/latest/developerguide/encrypt_context.html

Amazon Q Developer EREER

"AWS": "arn:aws:iam::111122223333:xo0le/rolename"

},
"Action": "kms:DescribeKey",
"Resource": "*"

Amazon Q Developer FF ] £ #

Amazon Q Developer fEFMER R API RIZHRT -

- ERAENEESFT , AIEBRSARES Amazon Q WEER
- ARREHIRBAEM AP, ESEEBERF A RES Amazon Q K fEH

A ER#HE R Amazon Q Developer PR APl R HIhEEME A,
eS|
« Amazon Q Developer 7]

« Amazon Q EREFTBIFTH
« Hf Amazon Q Developer API

Amazon Q Developer 57

EEREMEM Amazon Q PR S S HETRFEIRB AT INE IAM &2 (& 5 BBUR) AYFF AT BURE

LERTIFFAERZE,

TRFALTUAEBERF RFFRIERL FHH Amazon Q Developer §F d,

/A Important
ZEHE Amazon Q 1K |, IAM B EE TR HISEREET :

* StartConversation

» SendMessage

« GetConversation (ER X H)

+ ListConversations (fERRE#A)

Amazon Q &%

355



Amazon Q Developer EREER

WMRMIMBRARAEAFED —EEHE , AIELERE Amazon Q FIXEEED IAM FFra s

=0
Ezl_-"\o

(® Note

codewhisperer F& 8 Amazon Q Developer 8t 2 RN EZHE, MEFMENA |
B Amazon Q Developer Eif& - BEHE,

3
*

£/ q:PassRequest

q:PassRequest =—%& Amazon Q 57 , A Amazon Q XRMEFW AWS APIs, E&
q:PassRequest FAIHTBE IAM B2 8 , Amazon Q MEEEHT , AW IAM &5 75 BB MWEF
ATEY1E{TT API, 30 |, IR IAM A EH s3:ListAl1MyBuckets A Hl q:PassRequest ¥ ,
AEIEER IAM BENEREZEER Amazon Q 5| HE Amazon S3 @#FETERE , Amazon Q FieEmLY
ListAl1lMyBuckets API,

AT LA IAM BURRPR# q: PassRequest FFAIMVEEE, #la0 , A LARRLE Amazon Q BITHEER
£, SEAFF Amazon Q S REETEMEN FE., BHETTLUIEE Amazon Q RREHTEMER , o
LA Y iR £ [ 45

MEREER q:PassRequest B IAM BKEI S| |, FSEATH BB BREH

« AFF Amazon Q EM XK PR KEBITEIE

 3E4E Amazon Q KRBT HEBIENFTA

« AFF Amazon Q REREBHTHEBIENFTA

- AAFF Amazon Q FAERSEEFPREREHTEE
- 648 Amazon Q FFAI K REFHTENE

Amazon Q ERAEETRRT A
Amazon Q Developer EEEXHERBTIEFHA , e AHBEBFNERAENFEEINEEFTR,

THITERBIR T T EFF TR ZhEE

Amazon Q FFA] &2 356



Amazon Q Developer EREER

ERE

AWS IAM Identity Center LAME— £ & ID RAHEBIEAE,
Group (2 #8)

FME—B¥4H ID AWS IAM Identity Center RRHIERAEESR,
|
T BEELE — |dentity Center fEAEHE , FHEEMFEM Amazon Q TheE. FIETEREFEHE

£ Amazon Q ThaE, 40 , 2R Adam 25TR Amazon Q Developer BE¥5 R |, ttmE#EEH
Amazon Q Developer Th&E , EREEEESREFIFENFI 28 , B EZFEUELINEE,

Hfh Amazon Q Developer API
T&RH R~ IDE & Amazon Q HhEEFREA K APl, L APIsT & AR 1% Amazon Q ThEE 1F

B, BEEFEAEFEEBERBANIIER K cMELBEEEERSFH AWS CloudTrail BEEH,

(@ Note

codewhisperer ZE 28 Amazon Q Developer & Z RN ELZ T, MEFHMENA ,
BAmazon Q Developer EF @& - BERHE,

3
»

AWS Amazon Q Developer B Z&BUR

AWS SERREH BEYNEENBIYBE AWS, AWS ZEBREEATSERARGRAMFFAT , M
BT RREF A EIRGERE, FENAE,

EHEERFEAZFEIENRRESEZRER AWS ZEBKR, THEAM Amazon Q Developer B9
AWS ZSEBER U LLEREET IAM B9 -

« AmazonQFullAccess 28 Amazon Q Developer BB/ R ZEE K SREESFHE,

« AmazonQDeveloperAccess {8 Amazon Q Developer EBIH =R ZHE  E1XSREEER
U,

(® Note
£ IDE S S5 FE Amazon Q WEHAEFREE IAM 3 A,
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FARCE , AWS ZEBRARTERTFTRECARFIINSEERTT , RAELFITAHAE AWS &
FfEM. RM2BEERRERNEARFINEFEERE  UEE -SRI,

FEESE AWS SEHRPERNTA, R AWS E# AWS SEBRPERNGTA , IIEHER
ERREENAMERTAS D (E£RE. BENAE ). BFH AWS R BMEBRFH AP RET A4
AR RBEAR , AWS REAREEH AWS ZEBR.

WEFMES , F2EH IAM EAERERPH AWS ZEHXE,

AmazonQFullAccess

AmazonQFullAccess SEBREHEESFIE , fZEAZPHFEAEFE Amazon Q
Developer, It5\E1R#E Amazon Q Developer BB TR ZEUE | GIEFEA IAM Identity Center &
A , LLEiB Amazon Q Developer %75 RETEFH Amazon Q.

@ Note

EEMATESZEE , LAEH Amazon Q FJEEE XA Amazon Q Developer E¥ 5 R=E
BRETHNEREE , IEFEENNTT, NEFHEEN , F2REEEEHR T,

EERBLBERNET |, 828 AWS ZEBERZZHM AmazonQFullAccess,

AmazonQDeveloperAccess

AmazonQDeveloperAccess ZEHKIEMHE Amazon Q Developer EBIH R EFZHE  EXERE
BEESFIE, HPIFER IAM Identity Center E A ZEUE |, LUER Amazon Q Developer ¥ %
LETEEE Amazon Q.

BT REFRERINET AT , FREMEA Amazon Q WEETHEE, F2REEEACIENERE , LTHE
BART ATV E A

EERGLLBERETT , 528 AWS ZEBESZEHH AmazonQDeveloperAccess.

AWSServiceRoleForAmazonQDeveloper

It AWS SEBRERE T Amazon Q Developer BBEEEMFT, WEEXSHEBEZEMA
Amazon Q BFZE I # AWSServiceRoleForAmazonQDeveloper FRIGERE A&,

184 3% 8 AWSServiceRoleForAmazonQDeveloper Kt i ZE &/ IAM B8, LBERESH INERGELRS
A, kBBAE Amazon Q KREHTEE, MFEFMER , F2HEE Amazon Q Developer
FHREITREAREEZRAE,
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BREEBE A EET | D AT B ARSI R,
AR

HBREE L TH,

« cloudwatch - RFFTBEIRE/AENHEEZEZRME CloudWatch, ERMSEIE | WEEE
CloudWatch B #t Amazon Q FIERE R

EERGILBERNETT , B2 HE AWS ZEBESZEHH AWSServiceRoleForAmazonQDeveloper,

AWSServiceRoleForUserSubscriptions

It AWS SEBREE T Amazon Q Developer BBEEEEMH A, WEXSHEBEZTHEY
Amazon Q ETRIBF , FTE I A AWSServiceRoleForUserSubscriptions BRI ER & .

&L % AWSServiceRoleForUserSubscriptions i iNZE 28 IAM B8, KBERESMMERSERS A
&, WABWE Amazon Q RREHNTEE. MEFMEF , F2EEH Amazon Q Developer &
REITBEAREEZRAE,

IR AT Amazon Q FTEIZEUER Identity Center BIR , LB B EHEHIFTE
ST EEAEE A

B BREE LT,

« identitystore - RFFEHEEHK Identity Center BB E  LIEBBHEHTE,
« organizations - AAFFEEEIEHME AWS Organizations BF |, LMEB B EHT .
* sso- AFFERMIENM Identity Center B{TEREE , LUEBBEHTE.

« kms - RFFEEFEKMS €58 | LUEMA Identity Center #1TIRE,

EERGILBERETT , B2 E AWS ZEBESZEHH AWSServiceRoleForUserSubscriptions,
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ERAEER
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GitLabDuoWithAmazonQPermissionsPolicy

WBER S REEER T Amazon Q BEFA , ¥ HIA GitLab Duo with Amazon Q BEH i IhaE, BEREH
#Z 1 Amazon Q Developer R EAE UM IAM A€ , LIFE Amazon Q. ZFEFERME IAM A6
# GitLab ¥EA Amazon Resource Name (ARN), WHEERAF TIAZR :

* GitLab Duo ERFF 7] - AFFEARRE , fIMEEEHNFAL, BEYNEFSsRIZHE, EEEX
RER. JIHASRERX , BIURERE OAuth BERAENER.

« GitLab Duo B - AT MR OAuth FEAREER , SIEHHER SN ENIEE,
 GitLab Duo JMHENFFA - MBS EIHF , UEY, MBERFAEEE GitLab Duo with Amazon Q &
MR AHER,

HERBUBERNA , F2H AWS SERRSEFH
GitLabDuoWithAmazonQPermissionsPolicy.

BUR SE#

iR B RIS B R E M Amazon Q Developer AWS S EREEFHURNFMAEN . NEEBELE@ME
EWBEEREE , 55578 Amazon Q Developer A &SRR L BEH LM RSS HE,

g8 iR Date
AmazonQDe CEIEEMEFT , LAKFER KMS €488 , LA Identity Center 2025 F
veloperAccess - 1R, 10 A
ERHECR 29 H
AmazonQFu CHEEAMT |, LA EFE KMS €488 | L[ Identity Center 2025
IAccess - EFTHY RHE, 10 A
B 29 H
AWSServic OB EAMT , LA EFE KMS €88 , LA[ Identity Center 2025
eRoleForU RE 10 A
serSubscriptions 29 H
- BATBR

AmazonQDe g T HzFw , AREE Amazon Q BIXF ¥ EERE R 0%, 2025 £ 5
veloperAccess - B 14 H

SERTHYBUR

AWS Amazon Q B SEBUR
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ERAEER

gE

AmazonQFu
lIAccess - B¥T
BBR

AmazonQFu
lIAccess - B¥T
AR

AmazonQFu
lIAccess - ¥
BER

GitLabDuo
WithAmazo
nQPermiss

ionsPolicy - E#
R

GitLabDuo
WithAmazo
nQPermiss
ionsPolicy — ¥
&K

AWSServic
eRoleForU
serSubscriptions

- EHVBUGR

AmazonQDe
veloperAccess -

ERTHYBUR

AmazonQFu
lIAccess - B ¥
R

DU

8T HMFET , AREE Amazon Q Bl XK ARy ¥ 55 R b Re 6%

M THMHT , ARERE=ABESAHENN e A E
o

g T HMEF W , AR E =5 /A HE X EE Amazon
Q Developer B B &,

BT HAaFEA |, LAAREFER Amazon Q Developer B =5
OAuth @ﬂq*iﬁo

A FF GitLab B2 Amazon Q Developer E#% , LA/ GitLab Duo
with Amazon Q 4 Ih#t,

AFF Amazon Q RERREAENE FEBHRFBMRRE,

¥rig T HaEF o , LUMEFEA Amazon Q Developer S #ER .

8 T HaEF W , AREREMEA Amazon Q Developer g
X, AREIFMEE Amazon Q Developer ERIIER,

Date

2025 £ 5
H 14 H

2025 &
5H2H

2025 £ 4
H 30 H

2025 F 4
H 30 H

2025 F 4
A 17 H

2025 £ 2
A 17 H

2024 F
1A
13 H

2024 F
1A
13 H
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ERAEER

gE

AmazonQDe
veloperAccess -

ERTHBUR

AmazonQFu
lIAccess - B¥T
AR

AmazonQFu
lIAccess - ¥
BER

AmazonQDe
veloperAccess —

HBUR

AmazonQFu
lIAccess - ¥
BR

AWSServic
eRoleForU
serSubscriptions

— ¥R

AWSServic
eRoleForA
mazonQDev

eloper — FBUE

AmazonQFu
lIAccess — HTiX
®

Amazon Q
Developer B B

DU

Wi T HAbRFR , SMEMEA Amazon Q # CLI S B EE RN,

g7 HabFra , LMEEA Amazon Q # CLI s S ELE R,

W8T HMEFFA , B Amazon Q BESAFEL T EE R,

2 t88 Amazon Q Developer BB TR FZEE  BEXSEEE

SEIE,

T8 T HA4EF A , LUBXA Amazon Q Developer BYET B2,

Fo&F Amazon Q Subscriptions AWS IAM Identity Center AWS
IAM Identity Center B # AWS Organizations X RIE B E) 1t HHY
BEEMITE,

foEF Amazon Q KR E I Amazon CloudWatch 1 Amazon

CodeGuru,

RETEEFEELUEE Amazon Q Developer B,

Amazon Q Developer Bi#RIEHt AWS ZSEBRNWEE,

Date

2024 ¥
10 A
28 H

2024
10 A
28 H

2024
7TH9H

2024 £
7H9H

2024 F 4
H 30 H

2024 F 4
A 30 H

2024 ¥ 4
A 30 H

2023 F
1A
28 H

2023
1 A
28 H
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&% Amazon Q Developer flfEH EFTRERA RS EZAE

Amazon Q Developer {8 AWS Identity and Access Management (IAM) fRI&EE A, RIEELRE
AR EEERZE Amazon Q Developer B —fE45% IAM AER, REEFABEH Amazon Q
Developer EEEZE , WEEZRBERREFWE M AWS RIEFTFENFTET Y,

&
« ¥ Amazon Q Developer RIS ERE A
- FRARBEEACHITEAEIE

#H ¥ Amazon Q Developer ARG ERE A€

Amazon Q Developer £ AWS Identity and Access Management (IAM) fRI&E{E A€, RIGELRS
ABREREERZE Amazon Q Developer B —E4%% IAM B2 88, REEZEAERHA Amazon Q
Developer EEER , Y I EZMBERREFWEM AWS REFAENMRMEF T,

R #5E &% A e A f&{t Amazon Q Developer HEXE , RAZET L F B L ENFF T, Amazon Q
Developer BEXHBRBKEZ ALK , BRIESEER , BRIRE Amazon Q Developer AJAREH
A, EENFUSEEEBENMFTFUIEER , BEXFFUBCRE LM MEEM IAM B,

BB ALERBRBRFERZSCNEEER , TaEEEMER, Mtk TREER Amazon Q Developer &
R, BEETNOBBRERN TG,

NEEEXERBEGACNEMA RENES  F2RRBELESCWPE AWS IAM FEEFEHR R
%, USKEARNERYE. BEEEAERNR  UeRZRBNRBERAGXHS,

T & AWS Amazon Q Developer ¥ Z & BUR,

Amazon Q Developer ¥ RIGER £ &)

Amazon Q Developer £/ #& A& AWSServiceRoleForAmazonQDeveloper RS ERE AR - L AGRS
B Amazon Q FF ] , AFEUEIRF PV E R RFTERE, REE Amazon CodeGuru FE I MFE
ZEH|ENFEVE , UREERHFIEZE CloudWatch,

AWSServiceRoleForAmazonQDeveloper R ER ARET TIRERIZAL -

* J.amazonaws.com

# A AWSServiceRoleForAmazonQDeveloper B & & 3F 0] BUR /L 8F Amazon Q Developer fEIEEME
R ESRTHIEE -

ERARKEERAG 363


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon Q Developer EREER

- BfF : AWS/Q CloudWatch namespace £BY cloudwatch:PutMetricData

BAARERT , UAFENERE, BENACEY. REIMRRFEEERAG, MEFMEF ,
25 AM ERAEEERNREE AR,

B

A& Amazon Q Developer B RIS EFEAE

BAZEEFHEIRBEEAE  E8E 14 Amazon Q BV R ERZRE AWS BEEE#E | Amazon
Q Developer @ AR RSEZ A,

EZEEMRBRLEREEEAE  2REEBREY , S ERFTFEAMEAEFEFTEYEAG®, ELEH
ERTEEF , Amazon Q EB X ABEI RS ELEAG,

B e LAER IAM =8 A AWS CLI KRB EE q.amazonaws . com REZBHRBERL AR, W
FEHMER , BF2H (AM EAEER) 71 "TEURKEEAC, . NRERBRUELRKEEAE ,
EBO A ERLEENEFRABRELIZAR,

#m¥ Amazon Q Developer HRIEEE A

Amazon Q Developer T 7t ¥ #&#m88 AWSServiceRoleForAmazonQDeveloper R EE AR, BAE
BEEBRTHEESZERKERAS  AUGELEEVACGCABEAGER., Am , BAFEA IAM
RiFEACGER, MEHMBES , F2H (AM FREER) FHRERBELEAE,

fIE& Amazon Q Developer B RIS EFE A E
EETEHEAZTERKELZACHIEDRRE , BMERREMBRXAE, t—R , ERMEEREEHE
BREENREAER. AT, EFIRRBEBEEACZE , BLAXBERER.

® Note

# Amazon Q Developer REEZLEXAMBRERFEEEAZAC , MEBRTEE R, FHiE
MEE  BESEIERYBRERERE,

£/ IAM FEIRBRER B EEAE

R IAM £33 & AWS CLI, = AWS API & ftlBr AWSServiceRoleForAmazonQDeveloper R & #5
A, MEFMHEA , F2HE (AM EAEER) PORKREEEESE,
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Amazon Q Developer RIS ERE AR ENET

Amazon Q Developer SR ERMUBEHENESEBEPZEEARKELZAR, BUUETHIESEEA
AWSServiceRoleForAmazonQDeveloper &2, MEFMEF , FSE AWS EiFEE iR S,

EiHE 8 B &5 Amazon Q
Developer Bz 2
BRI (#E e L) us-east-1 =
EERZ (H%E) us-east-2 B
EEIFER (A e 4L ER) us-west-1 )
EEIFEE (BEM) us-west-2 )
Africa (Cape Town) af-south-1 &
DAHE (FE) ap-east-1 =
SEAHB[E (HEME) ap-southeast-3 =
RAREHE (ZE) ap-south-1 =
EAHE (KR) ap-northeast-3 B
TAXEE (BH) ap-northeast-2 =
SRR EE (F ) ap-southeast-1 =
DAHE EE) ap-southeast-2 =
TAXEE (RR) ap-northeast-1 =
&K (P ER) ca-central-1 =
BN CER =) eu-central-1 B
BUM (ZFE) eu-west-1 )
BN () eu-west-2 B
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EEERE B35 5 Amazon Q
Developer B2 2
BN (CKEE) eu-south-1 =
Europe (Paris) eu-west-3 B
Europe (Stockholm) eu-north-1 =
Middle East (Bahrain) me-south-1 =
R (PR EBES R E) me-central-1 F:S
EEM (BRE) sa-east-1 =
AWS GovCloud ( E=EREB ) us-gov-east-1 B
AWS GovCloud ( =BIFEE ) us-gov-west-1 =

ERARBEFACETERAER

FAEETEEA AWS Identity and Access Management (IAM) fRi§EfE AR, REEEAGREREE
RECHETEN —BHSK IAM S8R, REEEACRHAERAEITERALAER , ASERBAR
B H A AWS BRIEPREMNFIERT A,

RBEFACRBCERAEITRNRE K RARTAFEMEBLENTT, FAETREEREREE
BAGNT  REZSAER A BREREAEITRITUEEHAR. ERNFFUSEEEBRMTT
HR , BRFFATBEREEM MEE M IAM B,

BB ALERMBRBHEEACNMEEER , FREEMR, METTRBENERETR , BRETHOE
BREFRFTFEET .

NEERXERBEFACHEM RBENER , FBEAWS EH IAM BRTE , Y ERKEREACH
FEREARNE®K. BEEEFERNE , IRAXBRBENREESSEX .

EREFT BN RBES AT

FHAEETBIMEA R B AWSServiceRoleForUserSubscriptions RIS EZ AG, kAT EERAETE
FHUEH Identity Center EJR , LABBIEFHEHETR,

AWSServiceRoleForUserSubscriptions JRIG:ER ABEE T IRERBEZAE .
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* user-subscriptions.amazonaws.com

%%/ AWSServiceRoleForUserSubscriptions AT AIBER AT EREITREEENERLTER T
Bk -

- B)fE: * kM identitystore:DescribeGroup
BjfE : * E# identitystore:DescribeUser
BitE : * £ identitystore:IsMemberInGroups
Byt . * £ identitystore:ListGroupMemberships
BjfE : * £ organizations:DescribeOrganization
B4 : * LM sso:DescribeApplication
E)fE : * £ sso:Describelnstance
BifE : * £ sso:ListInstances

BjtE : * L# sso-directory:DescribeUser

BYMARENT , UAHENERE, HEIACEY. REIMREBEESC, MEFMER
28 IAM EREERPHNREEEA BT,

3

AERETREIRBEEAE

BAZREFHRURKERAS , EAE PEYEAETRAKR AWS EETEE , FRAETHEAE
BIURBEEAE,

HEMBRLBRBEREAE , 2RFEBREYL , ZAUUERFACAEREFENELAC, EEEN
RER , FRETREBAALEIRBERAE,

BT LAGER IAM £ A AWS CLI REIVZEH q.amazonaws. com REZ B RKEZL AR, W
EHMEN , BF2E (AM FAEER) P "TEURKEEAR.) . NRERHBRLEEEFAE
BRI EAEENERABRELZAR,
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mEEAETRANREEEAE

FEREITRT AT ZMmE AWSServiceRoleForUserSubscriptions RIS EfEA®, RAERXREEM® &
SS2ERKEGEAE A FMULKIEEVAGZREFACER. AM , BAFEH IAM RKiGFEACHE
R, MFEFHMEA , 528 (AM EAEER) PNEREREEEAE,

MBREA BT RN RBEEEAE

EETBEAFTERKEGACHIIEDRE , RAZRERHRZAC, R, ERRIEREDE
BEHREENARERAER. AW EFDREBRBELGACZH , ELAXBRER.

(® Note

HEAETRABRBELESRAMRERFEECAZAE  MRTRERERK. BUFEREE
FERBOERYBRERARE,

B

£/ IAM FERBRRBEEEHE

M IAM E£#E4& AWS CLI, = AWS API |k AWSServiceRoleForUserSubscriptions IR F5E & £
B, MEFHAEN , F28 (AM EREER) FHRBRREEEAE,

EREITRREEGAEENES

3
$
a1

Amazon Q Developer ;] BREREBRBNMIEEREF X EFRAREEEZAR, NEFHHEEHR ,
AWS [Ei3 B um B,

Amazon Q Developer ;TRY R ERARENESEESPXEFARBELZAR, BUUETIEEE
A AWSServiceRoleForUserSubscriptions &,

B &8 B S 2 ERAETRN<E
BRI (HF Bt EB) us-east-1 =
EEPE (REA) us-west-2 =
EEIRE (#E B L) us-east-1 B
BRI (HxE) us-east-2 B
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R R B & 2 ERETENXE
BRI (HxH) us-east-2 =
EEPEEP (R fE R L) us-west-1 =
TKREHE (ZE) ap-south-1 =
BEARESE (KR) ap-northeast-3 =
TKRESE (BH) ap-northeast-2 =
K [EIE (RTHNK) ap-southeast-1 =
DAEE (ER) ap-southeast-2 =
DAEE RR) ap-northeast-1 .
IEX (FEF) ca-central-1 =
BN CERRE) eu-central-1 =
BN (BEE®) eu-west-1 =
BUM (fm3) eu-west-2 =
BN (E2R) eu-west-3 =
Europe (Stockholm) eu-north-1 =
EEMN (EBRE) sa-east-1 =

Amazon Q Developer K& R H

BETH RED AWS R £RESHRTIEER , F2HEAWS B SR EHEARREFECRE
BNESHRETE. WE-—MREF , FBEAWS SHR51E,

BRI LAER THRE=ZFHABZIME AWS Artifact. MNEFMEF , F2BEE P TEHIRE AWS Artifact,

BER BHNSREME AWS B BURNRERNHEN, BLANERER , URBRNEENER.
WMEER BEREETNFMER AWS R , F2HE AWS T2 X1+,
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Amazon Q Developer BY5E 4

AWS £IRERIERU AWS B M TRERSAEREZE, AWS B RHESEERRHN BN
THES , EETHESEKIE SWEENSEREBRPERE. EBAAES , B UK RRME
MEAEXNERE  ETAERSCEEDREBEMAERETE., TRESNTAME, FiHEDHM
RERD , HRE-—JZEENPONERERREES,

Mm% AWS B M EEOFMAT , FHH AWS 2HREBHIE,

Amazon Q Developer WEBEE L2

Amazon Q RXEMRE , FF AWS £HPERLEWRE. MF AWS RERBUR WF AWS REE
WERENMEENR K FZEAWS Enits, EEFAERRBEZENREERKRGTEN AWS RIE |
FS BT 4L X AWS Well-Architected Framework R E /5 1R E,

BT LAE R AWS 241 APl LY | FEiBHBEE 7 EL Amazon Q Developer, A &EIRMSESTETHIE

=

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEA TLS 1.3,

. Big=EEEFAR(PFS)MBIEEM , 6l DHE (Ephemeral Diffie-Hellman)s ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), RARH(M Java 7 MEHIRE) AL EELER,

/& Amazon Q Developer Z2EB X, REBARFIIERER

MEEFEAPF XS, RERRINERER | BBL4EFE T % URL F1 Amazon Resource Name
(ARN)BIRESIARFFEE |, # Amazon Q WMFEHIEE,

EMAAFFEEN—M# URL

ET5% URL A :

« # idc-directory-id-or-alias MK B IAM Identity Center #{T{EIEEAHY B & ID HAlH. W0
Z= 6B IAM Identity Center FVEEMHEF , 552 B8 AWS IAM Identity Center A E BT ER
IAM Identity Center ?

« sso-region ¥EERLA 1AM Identity Center #1TERHN AWS Bif, MFEFMEF , F2BAmazon
Q Developer £/ IAM Identity Center [E13,

REREN 370


https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html

Amazon Q Developer EREER

o #aun# , HPEERE Amazon Q Developer F2EE AWS B [E1F, 0F Amazon Q Developer
RERNMES | F528 B L Amazon Q Developer % EHE ? # Q Developer £ A% Q
Developer X EEZ ENESE,

URL A&
idc-directory-id-or- B HRE

alias.awsapps.com

oidc.sso-region .amazonaws.com B9 RFE

* . $50.550-region .amazonaws.com B HRE

* sso-portal. sso-region .amazonaw B ERE

s.com

* aws.dev S0 RFE

* awsstatic.com 5o mE

* console.aws.a2z.com B9 RFE

* . $S0.amazonaws.com S0 RFE
https://codewhisperer.us-ea Amazon Q Developer H8E

st-1.amazonaws.com

https://q. profile-region .amazonaw Amazon Q Developer Ih&g
s.com

https://idetoolkits-hostedf IDE H Y Amazon Q Developer , #H&E
iles.amazonaws.com/*

https://idetoolkits.amazonw IDE ##9 Amazon Q Developer , %2
ebservices.com/*

g-developer-integration.us- IDE #H# Amazon Q Developer , Ui 2
east-1l.api.aws
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URL A&

https://aws-toolkit-language- IDE ##J Amazon Q Developer , EEERE
servers.amazonaws.com/*

https://aws-language-servers.us- IDE 1 #9 Amazon Q Developer , 25 R IE
east-1.amazonaws.com/*

https://client-telemetry.us- IDE ##J Amazon Q Developer , i&8l
east-1.amazonaws.com

cognito-identity.us-east-1. IDE ## Amazon Q Developer , &3l
amazonaws . com

B AARFFEER Amazon S3 f#1FErE URL A ARN

HAKLTHEE | Amazon Q 5@ LEZE AWS BRIEEE R Amazon S3 FEITE, MREERAER
B R R IEBRIEF Amazon S3 WZEE | Bt EERBANCIELRFIrE  TEFERAYEN

Amazon Q IhgeE,

T&RYIH Amazon Q EEFZHH S E Amazon S3 FZEETEA URL M ARN |, A REFASERZETEN
IhAE, RIBEIEFIFE Amazon S3 AR |, B LAEARKEEE URL SifEZETE ARN SELREEFET
BHAARTBE,

BRFEELZE Amazon Q Developer 2R EREH AWS BiEFH AFFHIHRAFITE. 0% Amazon Q
Developer s ERWFMEN , F2HE (TR Amazon Q Developer 52 EE ? o

Amazon S3 f#17ET# URL A ARN Jz:BES
EERIP (S EEibEB) - AR EERRE Amazon Q X BHREIRY

Amazon S3 EFETE
* https://amazong-code-scan-u

s-east-1-29121b44f7b.s3.ama
zonaws.com/

* arn:aws:s3:::amazong-code-s
can-us-east-1-29121b44f7b

BN CERRAE) :
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ERAEER

Amazon S3 #FE7# URL H ARN

* https://amazong-code-scan-e
u-central-1-9374e402cc5.s3.
amazonaws.com/

* arn:aws:s3:::amazong-code-s
can-eu-central-1-9374e40@2cc5

KEIRER (S B2t E)

* https://amazong-code-transf
ormation-us-east-1-c6160f04
7e0.s3.amazonaws.com/

* arn:aws:s3:::amazong-code-t
ransformation-us-east-1-c61
60f047e0

BN (MR

* https://amazong-code-transf
ormation-eu-central-1-a0a89
cc2b94.s3.amazonaws.com/

* arn:aws:s3:::amazong-code-t
ransformation-eu-central-1-
a0a89cc2b94

£ Amazon Q HERE L T E
NMRENRKREAERELARRERS ITE,
S$ER1: 7 IDE AR ENREERTE

* IDE FisEREMAMRERH URL,

A&

AR LEERRME Amazon Q B EERAY
Amazon S3 f#1ZErEE

AR H ETEM A TSR, LEAIERRE] Amazon Q.

1£ Amazon Q FERE L TE
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® Note

Rz SOCKS K AH Proxy Auto-Configuration (PAC) #&%, B4 BAFEATIIRERFERE
HTTP s HTTPS I,

Eclipse
1. 7 Eclipse # , FRURFERE , WA :

* £ Windows = Ubuntu £ :
¢ Eclipse WRERIEEFERE , ARBERERE.
« £ macOS L :
- #IhRERREIIEIZ Eclipse , RBBIREM macOS RABIERERMIFERE.
2. #2334 | WA Amazon Q MBHIRX Amazon Q.
3. HERERET , # HTTPS Proxy URL 2 EBZH A FRE URL,

&ifl: http://proxy.company.com:8080, https://proxy.company.com:8443
4. # Amazon Q REREHE , AREET -5,

JetBrains

£ JetBrains &, fkBR IntelliJ IDEA X/ HTTP REFXEHIMNIETR , FTEREREBEGRIESN T H
ZRANEREIE,

Visual Studio

1. {¢ Visual Studio TWRERIZETE , RRBEEE,
2. feBREIEERER AWS Toolkit , REBIZEFNRE,
3. HEREERTP , BERNEREREAECLANREZHNELE,

&l http://proxy.company.com:8080, https://proxy.company.com: 8443

Visual Studio 215

1. TEVSCode & , T CMD + , (Mac) & Ctrl + ,( Windows/Linux) BB VS Code &€,
2. HERTESHIPEA Http: Proxy , AREESERFESEKE,

1£ Amazon Q FERE N BEME 374


https://www.jetbrains.com/help/idea/settings-http-proxy.html
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3.

B AR 2 FHRE URL,

Eif5]: http://proxy.company.com:8080, https://proxy.company.com: 8443
(EZA) ERREESHHEA HTTP: No Proxy , RABREZERHPERT.
BIEFMBEB R , ARFEKBRENRE , FEAEZHRSBEBE.

HBR 2 BRE SSL BERE

Amazon Q € HEEALFEARK LLZENEERR. MREEIBIER , AMATK TIEFRF

Big

EBREEMN

@ Note

ATREEZFHRENER.

- BEREREBZBEBEHEBER,
« BN NIREBFEANEETERENEEERES,
« Amazon Q £ B B {E AR L FRFHE.

Eclipse

£ Eclipse # , A Amazon Q BREMRIEFRET , #& CA Cert PEM FRE AL L BIBEREEN
BR, BERFIEBMEAR .pem. (BEEFER .crt BR, )

EHEENT
/path/to/corporate-ca-bundle.pem

WENBLERNETR  F2RIEENLEEE.

JetBrains

1£ JetBrains # , K& IntelliJ IDEA XHFHETHVIREEFEENIES| , FELZELNLTRFE,

MEMSEENER , FSRIGBEN LA EEE,
Visual Studio

ERE T 5 Windows IRIZEE£E -
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https://www.jetbrains.com/help/idea/ssl-certificates.html#manual_configuration
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* NODE_OPTIONS = --use-openssl-ca
* NODE_EXTRA_CA_CERTS = cert-path

FEANRIRRERNEEEN cert-path, BREIEBSEAR .pem. (BEEFEH .crt 8
=)
HHIELWT :

/path/to/corporate-ca-bundle.pem

MERELTERURGET , ASH RELHATER. ME Windows RABBTHAE
7, 2B Node.js X

Visual Studio 215

1. VS Code A , #&T CMD + , (Mac) =% Ctrl + ,( Windows/Linux) FAR{ VS Code & %E.

2. HEREESHIHhEA Amazon Q > Proxy: Certificate Authority , RAEEESHER
HFERE.
3. MALNTAIRIEERERNEE. EXNEIEEER .pem W .crt,

HHFREWMT :
/path/to/corporate-ca-bundle.pem

MEMSUERNETR , F2R LN L FAEE,

k

HER 3 EXREF IDE

& AEFRE IDE , F e LEREEEH Amazon Q.

BB

MREEZRAEHHINER , BNEDEE , FEATIERETHRESEH,
Eclipse

1. BEZLHARE URLBXEE http:// = https://s
2. BMELNBEEERRECERARER.
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https://nodejs.org/api/cli.html#cli_node_extra_ca_certs_file

Amazon Q Developer EREER

3. 1B Eclipse #8ER AP H Amazon Q A, EERIBEEHRAF , FHT T HP —EER
£ -

 1£ Eclipse F& A Amazon Q , BEA LA Q B REZMNETEE , AREERH, RKRA

==t
b o

- {¢€ Eclipse IRERMFREFRE. BrRE. HRER.

® Note
MREBE T HIEBRAR -
« unable to verify the first certificate , BMELRCMKR FEE 2 : % E
SSL BEEE PHERFHEERE.

« self signed certificate , BEZRCHKR FBE 2 . 38E SSL BREE HIViE
TFBEERE.

+ ECONNREFUSED , M &1 BB AR EE MK IEEA.

JetBrains

1. HELENNRE URL KX E8 http:// = https://o
2. WMELNERERELEEATER,

3. 7£ JetBrains ASERPHBEIEMN Amazon Q B, NESKRAFERENRS
MJetBrains IDE & EE LMW E#HK IDE HFESR,

3
W
8

(@ Note
MREBFTIIEBAEL
« unable to verify the first certificate , BELCKR FE 2 {E
SSL BREEE FHERFBIEERE.

« self signed certificate , BEMLCHKR FE 2 : 3% SSL BREE K8
TFEBEERE.

+ ECONNREFUSED , B & & BB A EAZ A EE A,
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https://intellij-support.jetbrains.com/hc/en-us/articles/207241085-Locating-IDE-log-files
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Visual Studio
1. BELHAKE URL BXEE http:// = https://s
2. BMELHNBREEREEEEATER,
3. #EJ AWS Toolkit ZEHEMHN B , WTFAAR :
« ¥£ Visual Studio E£IheExR+ , EFAZEHFER,
« BIEAWS TEHLER AWS TEEYEER , RBBERBITEHBFR.
« B AWS Toolkit BFFERRELNEXRKTHME , BRKEHEFER , ¥ RIFMETE
B eI EEEEEAN BFER,
4. B9 Visual Studio SEE)H A Amazon Q Bib. MEFMEN , F2REATHHFET

MR MR E B

(® Note
MREBEITHIEERAR -
+ unable to verify the first certificate , BEZLCKER FB 2 {RE
SSL B EE FNETFHIEERE.

« self signed certificate , BELRCDMHKER S5 2 . 3E SSL BEEE HIViE
TFEEERRE.

« ECONNREFUSED , &R AR EHEMNREENA.

Visual Studio 12\ 15

1. BELMHARE URL BXEE http:// = https://o
2. BELN BEERBKERBEFE,
3. £ VS Code W& HER+ , BEAEH Amazon Q B,

(@ Note
MREER T HIERAL

- unable to verify the first certificate , BELRCHKR FEE 2 : :%E
SSL BEEE PHERFHEERE.
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https://devblogs.microsoft.com/visualstudio/troubleshooting-extensions-with-the-activity-log/
https://devblogs.microsoft.com/visualstudio/troubleshooting-extensions-with-the-activity-log/
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« self signed certificate , BELBMHKR T 2 : 3ZE SSL BREE FHET
FEREERE.

« ECONNREFUSED , # & &M EBR M EE MR EER.

MEEN L RBE

al

HENBENLEEE , RSN IT BEEETIER

- BRRBIBEEEL , BER .pemF .crt B,
FHRERRSIFMAER , SEEIHREE. EBENG SRS .

HE  RBABERELEE -

1. EFHEL R EEM HTTPS Mk,
2. TEAAULFIFHE , BEFHEBTREUER. (BrERENABEREMERTE, )

3. HBEBREEHEER, BL4ESREARRE, ELRBENSRERNEERANBERMERETE.
RS RBERN T BEES R,

Amazon Q Developer 77 Him 2 (AWS PrivateLink)

® Note

Amazon Q Developer $t¥} IDE AT AMIHEER BN EHImE. VPC mEFXEE AWS EAE
AL E B Amazon Q Bl R, E#F X #E Amazon Q Developer 1t Web 858,

IBAILAEREYNE VPC BN AR , EEM VPC B Amazon Q Developer 2 M IAEER, N
Eim &= H AWS PrivateLink IR M E , EERM AT REEREMBFMEEE. NATRE. VPN
AR AWS Direct Connect E#RHVIF R T FA% #77EL Amazon Q APl, VPC HIEIITERBAZEELE
IP {1t , FAEEE Amazon Q API E1TEA. &K VPC B Amazon Q 2 BB REFH S Amazon
R EE A,

BENERHEE R HETHEE PN NS EEEERTER R

MBMEF, , B (Amazon VPC EAEISE) FHATE VPC 58 (AWS PrivateLink).

VPC # 2 (AWS PrivateLink) 379


https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
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Amazon Q VPC iR BtV EZEE18

FEFRTE Amazon Q WSTHE VPC imBEhz Bl , 45 E (Amazon VPC EREER) F YT EnF B 1%
TR

Amazon Q X EEREE Amazon Q BEEENREARS |, REH VPC HILEFTE API BI{E,
SRR
R ET T AEARERF A , BLA A EZTHIEIE

- BEEEENTREINREER AWS RS,
« B AWS ZHRFHRET VPC,
« B AWS BRFE , 45512 Amazon VPC # Amazon Q.

A Amazon Q 23 /T E VPC im 2

&TIfE A Amazon VPC £ A5 AWS Command Line Interface (AWS CLI) 38 A Amazon Q FR#EE I
VPC i 2, MEFHFMENR , 28 (Amazon VPC A EIEE) HMEL N HinE.

FEATHIRKEEES Amazon Q B K VPC iR E :

* com.amazonaws.region.q

» com.amazonaws.us-east-1.codewhisperer

###BUX A E L% Amazon Q Developer FREE AWS WIEHE, MFEFMEN , 528 Q Developer
A M Q Developer SFRERZENEE,

@ Note

REEXERI (#S EieitIf) EiFF & Amazon CodeWhisperer Ui B
(com.amazonaws.us-east-1.codewhisperer),

MREAZIHMBATE DNS |, B AEAHEFHI AR DNS £ (fl#0 q.us-

east-1.amazonaws.com) [a] Amazon Q #H APl 55K,

WMEFMENR |, 5526 (Amazon VPC R &) HHIEIBN ik 2 FERE.
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
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£ M EBEDE EANIEARE Amazon Q U3

AERPFEARNIELBER , FEIB AWS VPC FH9 AWS PrivateLink i ZhE#RZE Amazon Q WiEF.

1. ERAPPEBEBE VPC 2BIEML VPN EELR,
2. A Amazon Q B3I 4| VPC i E,

3. EREEA Amazon Route 53 Ui 2, MR AI A BEEFEH Amazon Q imEHY DNS &
i

FEAEEENRBREEEZE Amazon Q im 2
AERASHAEEESRRBIREERE Amazon Q InHHER,

EEBIBERT , EEER IDE BEE AWS EEAREFNH IDE , LA IAM [ ETRE, 63 1E
SageMaker Al Studio Ml AWS Glue Studio,

1. A Amazon Q B2/ HE VPC w3,
2. EEFEAANFEBIREDERTE Amazon Q

» SageMaker Al Studio
 AWS Glue Studio
3. REMBIREIUEA Amazon Q iwEo

« SageMaker Al Studio
* AWS Glue Studio

AWS PrivateLink #£ Amazon EC2 #1T{EE LA =7 IDE :E#HZE Amazon
Q

AEAGZE L 5|1 EHBE Amazon EC2 #1TEE L 2R E=1FESHAFHEIRE (IDE) , flH0 Visual Studio
Code = JetBrains , A AWS PrivateLinki§ 235 E AEZEZE Amazon Q.

1. %A Amazon Q i /vHE VPC i 2,

2. T VPC AEFEN FHERPRE Amazon EC2 #{TEIE. S LURIZFEEEE =7 IDE HEMN
Amazon Machine Image (AMI), #l#0 , %27 BLEEL Amazon Linux 2 AMI,

3. E#E2 Amazon EC2 #1T{ERE.
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https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-user-what-is.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-vpc-interface-endpoint.html
https://docs.aws.amazon.com/sagemaker/latest/dg/host-vpc.html
https://docs.aws.amazon.com/glue/latest/dg/start-connecting.html
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4. ZHEFFLE IDE (Visual Studio Code = JetBrains),
5. &% Amazon Q EMEHESINEHER,
6. &X7E IDE LLEB EHR AWS PrivateLinko

« Visual Studio Code = HY 48 E 47

« JetBrains i i B 3%

AWS PrivateLink #& Amazon EC2 #i1T{E 8 LIZE =75 IDE ERE Amazon Q 382


https://code.visualstudio.com/docs/setup/network
https://www.jetbrains.com/help/idea/remote.html
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By FNE M Amazon Q Developer HYfiE &2

ESR R #EE Amazon Q Developer R Hfth AWS R A RAEM, TAMNRENEES S, AWS 2
ST 5B T E M aE R EEF= M E2 8% Amazon Q Developer S8 :

« AWS CloudTrail €#iEUH R HBARZE LN API HIUFMEESEHSH , AWS IRFE W ARFERRAE
IBIEEH Amazon Simple Storage Service (Amazon S3) fE1ZETEE, &7 LARE B L0 &9 65 F & MR
F AWS, E TR IP it , SAREWPEERE, FEFHMBER , F28FH 528 Amazon Q
Developer APl B04 AWS CloudTrail.

« Amazon CloudWatch AWS £ EIRFESR B H AWS ERMEE LHTHEARER. S UKERNE
g, BYBIERER , URBREET , TRHEEEEIZEENRER BN S EINEE, Fl
| &AL CloudWatch BMEEEIRS EFA Amazon Q XS , I RNIERFTERAEEE,
WMEFHMER |, FFSBFEH Amazon CloudWatch E53# Amazon Q Developer,

Amazon Q Developer @& T 5ITh8E , Al #BhRIBHERZC 8 Amazon Q IR EEE

- ERMIREE TR Amazon Q Developer EX A RITHAFNERAFERAETHIEE, MEFHMBER ,
ZREBERR LR Amazon Q Developer & EH .

- FRAEBTHHRESHRELFEAERT Amazon Q I T HE, MEFMENR , 552 £ Amazon Q
Developer P R4S EFEAERNER,

- BREFTEEFEAEEHESNBRIRE (IDE) F , A Amazon Q BIXF# ANERRHE
%, MEFMET , 552B1E Amazon Q Developer 15081 F & KV IR Ro

3

{#F 528% Amazon Q Developer APl FEAY AWS CloudTrail

Amazon Q Developer Pro 282 4 AWS CloudTrail , IARIFIRE Amazon Q AWS AR¥E a3,
AR FIREEEMNEE . CloudTrail €4 Amazon Q KIFFE APl FEIUFEENASE4, FEEH WS
R E Amazon Q AWM , AR ¥E Amazon Q AP BERHNEXNBRW, MEERER M
AT LARK A #548& 1% CloudTrail 4% Amazon S3 7T , @8 Amazon Q WE#, MRETRERE
B SMATUESHERS RET R CloudTrall TLATHERENEH, BTLRIA CloudTralil
PR SR EFAZRHIEI B Amazon Q B HHIVEER , IR B HFBERN IP thit, AS, HEMEFFEE
Fo

WMFEBE CloudTrail KI#ABAE A , 752 B AWS CloudTrail A& ER.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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CloudTrail F#9 Amazon Q Developer &

EREIYRE AWS IRE B | 28 L&/ CloudTrail, & Amazon Q Developer 34 ST EIBF | &%
SEHEHEEARLRREPHEAMM AWS R SH—BFEHE CloudTrail EHF, BAUE PR,
BEESNTRBEENEH AWS 1RF . WMFEFHEF , F28 (AWS CloudTrail £AEERE) PHEA
CloudTrail B £ e s B 4+,

EEFERCE PNESH AWSIEE |, 835 Amazon Q WEH | BB, HZEAEE CloudTrail #5H
SRR E Amazon S3 EFEFE., AR, ESEIEATEVERE K ZXEMEEAZTHEN

AWS EiF, RS AWS DEIEFFIEEENESH , Y& HFEREEZTEIEEMN Amazon S3

RFETEE, A, B LREHM AWS R IR , LE—F 2 M FEE CloudTrail BEEARFTKRER
4B, MEFME , 528 AWS CloudTraill FREIEEDPHUTESE

- BIBHHEIE

« CloudTrail Z EHRENES

« F%7E CloudTrail B9 Amazon SNS &1

- RZ{AEFIFEW CloudTrail BEEHER

- RZ{ERFEUW CloudTrail BEEER

P& Amazon Q Developer B)fE¥9 € H CloudTrail 524% , E& 7 CloudTrail B ERPELIEH,
B—ZFEHREFERNSTEELERBTRENET. BoEATHBEUE THES

- BEEMEAE R AWS Identity and Access Management (IAM) A &EZE A ERHE HEES
- REZBRE , RECATHEACEBS P FRENERLZLRE
- BREEGHS—E =E AWS R

WMEFHMER , 5528 (AWS CloudTrail £ &1Er) H# CloudTrail userldentity T3,

T & Amazon Q Developer BEERIEE

BHR —EERE , EREBH U ARERNEARAREIEEN Amazon S3 f#FRT#, CloudTrail B
BRUS-—VSEAFER, —EEHAEARFRENE-FR , AIEFRBDE, FRHBHAE
B, FRBEEFEH. CloudTrail BFSELIFKRAE API FFUYAEBRBEHIEEF , Rt TS MER4EEIE
FHE,.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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Amazon Q Developer i &2 dryRun 2 8# T APl Rl | IR EEEHTHENLENT |, m
FEEBREHBER. £/ dryRun Z28# Amazon Q Developer AP| FEM & EAEHHEE , WECETE
CloudTrail BE5# , B requestParameters ¥ FEE "dryRun" : true,

LT EHIBERNRRER SendMessage B4R CloudTrail BEEHEE .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAXD12ABCDEF3G4HI5J]:aws-user",
"arn": "arn:aws:sts::123456789012:assumed-role/PowerUser/aws-user",
"accountId": "123456789012",
"accessKeyId": "ASIAAB12CDEFG34HIJK",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAXD12ABCDEF3G4HI5J",
"arn": "arn:aws:iam::123456789012:role/PowerUser",
"accountId": "123456789012",
"userName": "PowerUser"
1,
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-28T10:00:00Z2",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-11-28T10:00:00Z",
"eventSource": "q.amazonaws.com",
"eventName": "SendMessage",
"awsRegion": "us-east-1",

"sourceIPAddress": "123.456.789.012",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101
Firefox/115.0",
"requestParameters": {
"Origin": "https://conversational-experience-
worker.widget.console.aws.amazon.com",
"conversationId": "a298ec@d-0a49-4d2e-92bd-7d6e629b4619",
"source": "CONSOLE",
"conversationToken'": "#**=*",
"utterance'": "***"
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},
"responseElements": {
"result": {
"content": {
"text": {
"body": "***",
"references": []
}
},
"format": "PLAINTEXT",
"intents": {3},
"type": "TEXT"
},
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType,x-amzn-

ErrorMessage,Date",
"metadata": {

"conversationExpirationTime":
"conversationId": "a298ec@d-0a49-4d2e-92bd-7d6e629b4619",

"2024-02-25T19:31:382",

"utteranceld": "3b87b46f-04a9-41lef-b8fe-8abf52d2c@53"

"conversationToken": "*#*x'",
},
"resultCode": "LLM"
},
"additionalEventData": {
"quickAction": "dev"
I

"requestID": "19b3c30e-906e-4b7f-b5c3-509f67248655",
"eventID": "a552c487-7d97-403a-8ec4-d49539c7a03d",

"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management"

LA g1 B REY 2B~ PassRequest EERY CloudTrail BEEH

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",

"principalld": "AIDA60ON6E4XEGIEXAMPLE",

arn": "arn:aws:iam::555555555555: user/Mary",

T f# Amazon Q Developer A ERIEH

386



Amazon Q Developer

ERAEER

"accountId": "555555555555",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDAG6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555: user/Mary",
"accountId": "555555555555",
"userName": "Mary"

I
"attributes": {

"creationDate": "2024-04-10T20:03:01Z2",
"mfaAuthenticated": "false"

},

"invokedBy": "q.amazonaws.com"
},
"eventTime": "2024-04-10T20:04:427",
"eventSource": "q.amazonaws.com",
"eventName": "PassRequest",
"awsRegion": "us-east-1",
"sourceIPAddress": "q.amazonaws.com",
"userAgent": '"q.amazonaws.com",

"requestParameters": null,

"responseElements": null,

"requestID": "2d528c76-329e-410b-9516-EXAMPLES65dc",
"eventID": "ba@80lal-87ec-4d26-be87-EXAMPLE75bbb",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "555555555555",
"eventCategory": "Management"

AT #64)8 REY CloudTrail BESHEERB/RT Amazon Q RFREFW s3

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDA6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555:user/Paulo",
"accountId": "555555555555",

:ListBuckets,
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDA6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555: user/Paulo",
"accountId": "555555555555",
"userName": "Paulo"
},
"attributes": {
"creationDate": "2024-04-10T14:06:08Z2",
"mfaAuthenticated": "false"

}

I

"invokedBy": "q.amazonaws.com"
I
"eventTime": "2024-04-10T14:07:557",
"eventSource": '"s3.amazonaws.com",
"eventName": "ListBuckets",
"awsRegion": "us-east-1",
"sourceIPAddress": "g.amazonaws.com",
"userAgent": "q.amazonaws.com",
"requestParameters": {

"Host": "s3.amazonaws.com"
},

"responseElements": null,
"additionalEventData": {
"SignatureVersion": "SigV4",
"CipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"bytesTransferredIn": 0,
"AuthenticationMethod": "AuthHeader",
"x-amz-id-2": "ExampleRequestId123456789",
"bytesTransferredOut": 4054
I
"requestID": "ecd94349-b36f-44bf-b6f5-EXAMPLE9Cc463",
"eventID": "2939ba50-1d26-4a5a-83bd-EXAMPLE85850",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "555555555555",
"vpcEndpointId": "vpce-EXAMPLE1234",
"eventCategory": "Management"
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http://json-schema.org/draft-07/schema#",
"definitions": {
"ProgrammingLanguage": {
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"type": "object",
"properties": {

"languageName": {
"type": "string",
"enum": [
"python",
"javascript",
"java",
"csharp",
"typescript",
e
"cpp",
"go”,
"kotlin",
"php",
"Tuby",
"rust",
"scala",
"shell",
"sql”,
"json",
"yaml",
"vue",
"tf",
"tsx",
"jsx",
"plaintext"
1,
"description": "Programming Languages supported by Q"
}
}
I
"Dimension": {
"type": "object",
"properties": {
"name": {
"type": "string",
"description": "must match ~A[-a-zA-Z0-9._]*$ and be between 1 and
255 characters"
I
"value": {
"type": "string",
"description": "must match ~[-a-zA-Z0-9._]1*$ and be between 1 and

1024 characters"
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I
"telemetryEvents": {
"UserTriggerDecisionEvent": {
"type": "object",
"properties": {
"sessionId": {
"type": "string",
"description": "UUID for the session"
I
"requestId": {
"type": "string",
"description": "UUID for the request"
I
"customizationArn": {
"type": "string",

"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"
},
"programminglLanguage": {
"$ref": "#/definitions/ProgramminglLanguage"
1,

"completionType": {
"type": "string",
"enum": [

"BLOCK",
"LINE"

},
"suggestionState": {
"type": "string",

"enum": [
"ACCEPT",
"REJECT",
"DISCARD",
"EMPTY"
]
I
"recommendationLatencyMilliseconds": {
"type": "number"
},

"timestamp": {
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Iltypell: "String",

"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"

}I

"triggerToResponseLatencyMilliseconds": {

"type": "number"

iy

"suggestionReferenceCount": {

"type": "integer"
}I
"generatedLine": {
"type": "integer"

iy

"numberOfRecommendations":

"type": "integer"

I

"required": [
"sessionId",
"requestId",
"programminglLanguage",
"completionType",
"suggestionState",

"recommendationLatencyMilliseconds",

"timestamp"

iy

"CodeCoverageEvent": {
"type": "object",
"properties": {

"customizationArn": {
"type": "string",

"description": "ARN of the customization matching pattern: “arn:

[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-9]{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}$"

iy

"programminglLanguage": {

"$ref": "#/definitions/Programminglanguage"

},
"acceptedCharacterCount":
"type": "integer"

I

"totalCharacterCount": {
"type": "integer"

},

"timestamp": {

{

A EERE B

393



Amazon Q Developer EREER

"type": "string",

"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"
},
"unmodifiedAcceptedCharacterCount": {

"type": "integer"

1,

"required": [
"programminglLanguage",
"acceptedCharacterCount",
"totalCharacterCount",
"timestamp"

iy

"UserModificationEvent": {
"type": "object",
"properties": {
"sessionId": {
"type": "string",
"description": "UUID for the session"
},
"requestId": {
"type": "string",
"description": "UUID for the request"

1,
"programminglanguage": {
"$ref": "#/definitions/ProgramminglLanguage"
},
"modificationPercentage": {
"type": "number",
"description": "This is the percentage of AI generated code which
has been modified by the user"
1,

"customizationArn": {
"type": "string",
"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-9]{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}$"
I
"timestamp": {
"type": "string",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"

}I

"required": [
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"sessionId",

"requestId",
"programminglLanguage",
"modificationPercentage",
"timestamp"

},
"CodeScanEvent": {
"type": "object",
"properties": {
"programminglLanguage": {
"$ref": "#/definitions/Programminglanguage"
},
"codeScanJobId": {
"type": "string"
I
"timestamp": {
"type": "string",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"
I
"codeAnalysisScope": {
"type": "string",
"enum": [
"FILE",
"PROJECT"

I

"required": [
"programminglLanguage",
"codeScanJobId",
"timestamp"

.
"CodeScanRemediationsEvent": {
"type": "object",
"properties": {
"programminglLanguage": {
"$ref": "#/definitions/ProgramminglLanguage"
.
"CodeScanRemediationsEventType": {
"type": "string",
"enum": [
"CODESCAN_ISSUE_HOVER",
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"CODESCAN_ISSUE_APPLY_FIX",
"CODESCAN_ISSUE_VIEW_DETAILS"

iy
"timestamp": {
"type": "string",
"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"
iy
"detectorId": {
"type": "string"
}I
"findingId": {
"type": "string"

iy
"ruleId": {

"type": "string"
iy

"component": {
"type": "string"
iy
"reason": {
"type": "string"

I
"result": {

"type": "string"
1,

"includesFix": {
"type": "boolean"

},
"MetricData": {
"type": "object",
"properties": {
"metricName": {
"type": "string",
"description": "must match pattern ~[-a-zA-Z0-9._]1*$ and be between
1 and 1024 characters"”
},
"metricValue": {
"type": "number"
I
"timestamp": {
"type": "string",
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"description": "datetime, example: Jul 23, 2024, 12:11:02 AM"

iy
"product": {

"type": "string",

"description": "must match pattern ~[-a-zA-Z0-9._]1*$ and be between

1 and 128 characters"
},
"dimensions": {
"type": "array",

"items": {

"$ref": "#/definitions/Dimension"
I
"description": "maximum size of 30"

},

"required": [
"metricName",
"metricValue",
"timestamp",
"product"

iy
"ChatAddMessageEvent": {

"type": "object",
"properties": {
"conversationId": {
"type": "string",
"description": "ID which represents a multi-turn conversation,
length between 1 and 128"
I
"messageld": {
"type": "string",
"description": "Unique identifier for the chat message"
I
"customizationArn": {
"type": "string",

"description": "ARN of the customization matching pattern: “arn:

[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"
},
"userIntent": {
"type": "string",
"enum": [
"SUGGEST_ALTERNATE_IMPLEMENTATION",
"APPLY_COMMON_BEST_PRACTICES",
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"IMPROVE_CODE",

"SHOW_EXAMPLES",

"CITE_SOURCES",
"EXPLAIN_LINE_BY_LINE",
"EXPLAIN_CODE_SELECTION",
"GENERATE_CLOUDFORMATION_TEMPLATE"

1,
"hasCodeSnippet": {

"type": "boolean"

1,
"programminglLanguage": {

"$ref": "#/definitions/ProgramminglLanguage"
},

"activeEditorTotalCharacters": {
"type": "integer"

1,

"timeToFirstChunkMilliseconds": {
"type": "number"

1,

"timeBetweenChunks": {
Iltypell: IlaIIayll’

"items": {
"type": "number"

},

"description": "maximum size of 100"
},
"fullResponselatency": {

"type": "number"
1,

"requestLength": {
"type": "integer"

},

"responselLength": {
"type": "integer"

I

"numberOfCodeBlocks": {
"type": "integer"

},

"hasProjectLevelContext": {
"type": "boolean"

}I

"required": [
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"conversationId",
"messageld"

iy
"ChatInteractWithMessageEvent": {

"type": "object",
"properties": {
"conversationId": {
"type": "string",
"description": "ID which represents a multi-turn conversation,
length between 1 and 128"
I
"messageld": {
"type": "string",
"description": "Unique identifier for the chat message"
I
"customizationArn": {
"type": "string",

"description": "ARN of the customization matching pattern: “arn:

[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"

},

"interactionType": {
"type": "string",
"enum": [

"INSERT_AT_CURSOR",
"COPY_SNIPPET",
"COPY",
"CLICK_LINK",
"CLICK_BODY_LINK",
"CLICK_FOLLOW_UP",
"HOVER_REFERENCE",

"UPVOTE",
"DOWNVOTE"
1,
"description": "Chat Message Interaction Type"

iy

"interactionTarget": {
"type": "string",
"description": "Target of message interaction"
.
"acceptedCharacterCount": {
"type": "integer"
}I

"acceptedLineCount": {
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"type": "integer"

1,

"acceptedSnippetHasReference": {
"type": "boolean"

},

"hasProjectLevelContext": {
"type": "boolean"

},

"required": [
"conversationId",
"messageld"

iy

"ChatUserModificationEvent": {
"type": "object",
"properties": {
"conversationId": {
"type": "string",
"description": "ID which represents a multi-turn conversation,
length between 1 and 128"
I
"customizationArn": {
"type": "string",
"description": "ARN of the customization matching pattern: “arn:
[-.a-z0-9]{1,63}:codewhisperer:([-.a-z0-91{0,63}:){2}([a-zA-Z0-9-_:/]1){1,1023}%$"
},
"messageld": {
"type": "string",

"description": "Unique identifier for the chat message"
1,
"programminglanguage": {
"$ref": "#/definitions/ProgramminglLanguage"
},
"modificationPercentage": {
"type": "number",
"description": "This is the percentage of AI generated code which
has been modified by the user"
1,

"hasProjectLevelContext": {
"type": "boolean"

}I

"required": [

A EERE B 400



Amazon Q Developer

ERAEER

"conversationId",
"messageld",
"modificationPercentage"

I
"SuggestionState": {
"type": "string",
"enum": [
"ACCEPT",
"REJECT",
"DISCARD",
"EMPTY"

1,

"TerminalUserInteractionEvent":
Iltypell: "Object",
"properties": {

"terminalUserInteractionEventType": {

Iltypell: "String",
"enum": [

"CODEWHISPERER_TERMINAL_TRANSLATION_ACTION",
"CODEWHISPERER_TERMINAL_COMPLETION_INSERTED"

]I

"description": "Terminal User Interaction Event Type"

iy

"terminal": {
"type": "string"

iy

"terminalVersion": {
"type": "string"

I
"shell": {

"type": "string"
1,

"shellVersion": {
"type": "string"
},
"duration": {
"type": "integer"
I
"timeToSuggestion": {
"type": "integer"
},

"isCompletionAccepted":
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"type": "boolean"
iy
"cliToolCommand": {
"type": "string"

}I

"FeatureDevEvent": {
"type": "object",
"properties": {
"conversationId": {
"type": "string",
"description": "ID which represents a multi-turn conversation,
length between 1 and 128"
}
1,
"required": [
"conversationId"

},
"SendTelemetryEventRequest": {
"type": "object",
"properties": {
"clientToken": {
"type": "string",
"description": "The client's authentication token"
I
"telemetryEvent": {
"properties": {

"oneOf": [

{

"_comment": "This event is emitted when a user accepts or
rejects an inline code suggestion",

"$ref": "#/definitions/userTriggerDecisionEvent"

I

{
"_comment": "This event is emitted every five minutes. It

details how much code is written by inline code suggestion and in total during that
period",
"$ref": "#/definitions/codeCoverageEvent"
},
{
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_comment": "This event is emitted when a code snippet from
inline code suggestion has been edited by a user. It details the percentage of that
code snippet modified by the user",

"$ref": "#/definitions/userModificationEvent"
},
{
"_comment": "This field is emitted when a security scan is
requested by a user",
"$ref": "#/definitions/codeScanEvent"
I
{
"_comment": "This field is emitted when a security scan
recommended remediation is accepted by a user",
"$ref": "#/definitions/codeScanRemediationsEvent"
},
{
"_comment": "This event is deprecated but may still occur

in telemetry. Do not use this.",
"$ref": "#/definitions/metricData"
1,
{
" _comment": "This event is emitted when Q adds an AI
generated message to the chat window",
"$ref": "#/definitions/chatAddMessageEvent"

},
{
" _comment": "This event is emitted when a user interacts
with a chat message",
"$ref": "#/definitions/chatInteractWithMessageEvent"
I
{

"_comment": "This event is emitted when a user modifies a
code snippet sourced from chat. It gives a percentage of the code snippet which has
been modified",

"$ref": "#/definitions/chatUserModificationEvent"
I
{
" _comment": "This event is emitted when a user interacts
with a terminal suggestion",
"$ref": "#/definitions/terminalUserInteractionEvent"
},
{
" _comment": "This event is emitted when a user first

prompts the /dev feature.",
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"$ref": "#/definitions/featureDevEvent"

I
"optOutPreference": {
"type": "string",

"enum": [
"OPTIN",
"OPTOUT"

1,

"description": "OPTOUT and telemetry is only provided to the account of
purchasing enterprise, OPTIN and telemetry may also be used for product improvement"
I
"userContext": {
"type": "object",
"properties": {
"ideCategory": {
"type": "string",
"enum": [
"JETBRAINS",
"VSCODE",
"CLI",
"JUPYTER_MD",
"JUPYTER_SM"

},
"operatingSystem": {
"type": "string",

"description": "The operating system being used"
},
"product": {
"type": "string",
"description": "The name of the product being used"
},
"clientId": {
"type": "string",
"description": "A UUID representing the individual client being
used"
I

"ideVersion": {
"type": "string",
"description": "The version of the Q plugin"
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1,

"required": [
"ideCategory",
"operatingSystem",
"product",
"clientId",
"ideVersion"

]

},
"profileArn": {

"type": "string",

"description": "The arn of the Q Profile used to configure individual
user accounts."
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CodeScanRemediationsEvent
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« CodeScanRemediationsEventType : SRERHEERBIERR (fln , REFHEFAREREILE).
« includesFix : itkfE , EHEXBEERS I SERNIELE,
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JSON

"Sid": "AllowLogDeliveryActions",

"logs:PutDeliverySource",
"logs:GetDeliverxrySource",
"logs:DeleteDeliverySouxce",
"logs:DescribeDeliverySources",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestination",
"logs:DeleteDeliveryDestination”,
"logs:DescribeDeliveryDestinations"”,
"logs:CreateDelivery",
"logs:GetDelivery",
"logs:DeleteDelivery",
"logs:DescribeDeliveries",
"firehose:ListDeliveryStrxeams",
"firehose:DescribeDeliveryStream",
"s3:ListAl1lMyBuckets",

"s3:GetBucketLocation"

"arn:aws:logs:us-east-1:111122223333:10g-group:*",
"arn:aws:firehose:us-east-1:111122223333:deliverystream/*"

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:ListBucket",
1,
"Resource": [
"arn:aws:s3:::*"
]
}
]
}
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Dashboard i

The Amazon Q Developer dashboard provides metrics illustrating how your developers use various features offered with their subscription
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User (Daily active user count)

35
Unit test generatio... Inline suggestions (...
136 lines, 22.6% 143 lines, 23.7% 3
25
2
lines of code
Chat inside the IDE ... 15

70 lines, 11.6%
Document generati... 1
143 lines, 23.7%
" . 05

Inline chat (86 lines)

Feature developme... 86 lines, 14.3%
25 lines, 4.1% 0
- Dec 5 Dec 6 Dec 7 Dec 8 Dec9
2024 2024 2024 2024 2024
M Inline suggestions (143 lines) [l Chat inside the IDE (70 lines) Date (UTC)

M Inline chat (86 lines) [ Feature development (/dev) (25 lines)
B Document generation (/doc) (143 lines) [l Unit test generation (/test) (136 lines)
B Code fixes (0 lines) [l Code Transformation (/transform) (0 lines)

Inline suggestions

Amazon Q B/NEHEELNBE TR AR NHIER. HE—RKSPFEFNERRERADERE Widget ,
LB R R E B R ERRE (UTC) KES B EWN.

BRI TIETHRNEREREMRNER
- BEBEA AWS HIRF

mA
REWRF , MREESEANEERSF , BRRFERMA FNEBEE R T R,
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® Note
ERAHERAE Widget A2BTEB R ERARFNE

;&III

B ZREMEHERERR

1. BAAWS EEFEA,

2. t1#:%] Amazon Q Developer £ &,

3. REBHERPREBERR

4. (BR)KBHEE, BXHRFTES. BB EIRE (IDE) BEEEEA,
figsE -

- MREBEERPRERERRES , FE2HE EXREEDH.

- MREHREREAEEZEEESERE , BEPIEESNMFERHEMN Amazon Q Developer £
#A , 55288 £ Amazon Q Developer R 45 EFE A EREE.

- MEBERENHBET , B85 Amazon Q Developer ERRAEBENRE | B EBERRE
HALANREER

@ )o

Amazon Q Developer & xR A ER1ZEA R A
T &35 Amazon Q Developer &R ETRHIEE,

MEERRPHOFMEN , B2EEERR LA Amazon Q Developer £ A& &5,

EEER Description
RETRE MEEBEANEERS S RAREHABETE

AEM , Blg@ERB e AWS RF P HVETEI A
8, URHKEIRFHHETRE, https://docs.aws.
amazon.com/amazong/latest/qdeveloper-ug/s
ubscribe-visibility.html

BRRER 409


https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-visibility.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-visibility.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-visibility.html

Amazon Q Developer

ERAEER

EEER
ERPETRE

EINEXBT

ERPERE

RERE R

Description

MREZANEERF S RAAREBBNETE
AR | RIE®/REE AWS IRFEHRHERF
STRIMS , LURAREIRS PR, hitps:/
docs.aws.amazon.com/amazong/latest/qdevelo
per-ug/subscribe-visibility.html

ERTITREBREEHEZSXFEIIRE (IDE)
FEBER Amazon Q WEAE., BEEX
ELFTRNER, MEEAPITEBNFEHRE
A , 528 Amazon Q Developer 5TBIAREE,

MREZANEERIRS ERARERBNFTER
AR, AIg&E/RE B AWS IRF PRV FREE
AR, UK ERFRIETE, https:/

docs.aws.amazon.com/amazong/latest/qdevelo

per-ug/subscribe-visibility.html

FETEEBR I RFEHBEH IDE FEA
Amazon Q IfEAE. BFREX[IELITEN
BA, WESETHRENFEENR , 528
Amazon Q Developer ] BIAR&E,

BETRESE  EHEAEESINENRT , K
Amazon Q Theeiin ( ThRERAS%, XHFELE.
BExREEEE ),

BRITRE , S EEENW BHEER , A IDE
FEEFEH Amazon Q HWETEAF &,

BrIAREZIENESNESNERAR. &
ENEBEILENFESR  RUERAEEZN
EBHERI Amazon Q EEMNERRE., EE
RATHERCEESINIHEBNESR B2
RERAEEH IDE PgESn ASNFHEHRAITHS
BREMEARARYER,

BERIRIEE
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Amazon Q Developer

ERAEER

EEER
R ERE R

IDE VB K - EAREAEEE

ThReRAEE — X R

MHEE

ExiEEE

EARRE

BEABEIE

B RER

Description

BrRARY RN ERR BN EINERR.
EINEBEILNAESR  RUAEREESR
HEBRBIRI Amazon Q EENEREH.

EEAZE IDE 89 Amazon Q Bl RIRBE R FEREK
H Amazon Q S FEFE S,

BRSEHARIEENES R, BZERNFTES
X, RUAERAEESHEABITEEREL Amazon
Q EEMENIBITHEE,

BERXHELEDRERINERN X ERER

( 2 READMEsFI X EER ) . EZRERFE
AEESWEREHFNEISH , BRI Amazon Q
EBRNEREFRNELEE,

BERENASEEREFELENEHIG AL,
DREREZSINWEMAFAEE., BIENGT
B, RUEAEEZHNETAGIERU
Amazon Q E4 M E TAIFEAE,

BrREABREYEELENEABRENBAERS
REEHRH. EXBREABH (ERFH) NE
BREHRS (ERFE) REFEHELENERX
BRENEETERS.

AR Amazon Q EXMENBIE EER, #32
ZHFERFR  RUSEAEEZESNERNBIEEE
BREA Amazon Q BEMWEXNBIS EEAE,

ERERDAESTHREABEREN  UREE
HRERBTH.

BERIRIEE
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£ Amazon Q Developer &R

MEEHERELE, EHFAREBIEMBEERERRE , BEZER Amazon Q Developer &&
R, BEBERERNEF , Amazon Q Developer £ A T BIRAEEXRRER (REEMER).

MFEERRTVFRER , F2RAREAEEE (BER).

EEFRBERK
1. BARXK Amazon Q Developer £ 5 :

- MREFEH WEBHITEEERE Amazon Q Developer AWS IAM Identity Center , B EE

RS EIRSE A,
- WREFEA IAM Identity Center ByR P #{T{EREEEE Amazon Q Developer , 751 A BT &
MBI AR P B A

2. IBIERTE , AA%RTE Amazon Q Developer F &R EERT |, BERE,
3. =/ Amazon Q Developer Fi & &R,

Amazon Q Developer & R =2 Hi

MR #EFEH Amazon Q Developer ERREHE , FHIT T HIIRE -

- BEENFT, EERBERR , EFEEBTIIFF
* q:ListDashboardMetrics
» codewhisperer:ListProfiles
* sso:ListInstances

* user-subscriptions:ListUserSubscriptions

s EEEEF2024F 11 A 22 HeHIEENEE |, SBIZREE : cloudwatch:GetMetricData #
cloudwatch:ListMetrics

MEHANFAET , F20 "AFEEEF A Amazon Q Developer 3 4 o

- BFEBWERE. £ Amazon Q Developer T AH | BEEFRE , XEFE2BUA Amazon Q Developer
AERRIRUIEHEER.

MEFEERRTVFRER , F2RAREAEEE (BER).
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£ Amazon Q Developer R RR4SEFEHEREE

BT LAERTEE Amazon Q W # 185 Amazon Q Developer ] AFWER & EEIER |, WERK
HHPETRZEA. BEALBRHTREATHREEFERAENAEA Amazon Q HEFA.

Amazon Q BEEXF R (00:00) EIRFELERE (UTC) ELHRSE , W CSV ERNEAKEREFET
BRI

s3://bucketName/prefix/AWSLogs/accountId/QDeveloperlLogs/
by_user_analytic/region/year/month/day/00/accountId_by_user_analytic_timestamp.c

CSVEXMNEENT :

- 5B REXE Amazon Q EEBHNFERE.,
- B—HEREE, W FAEETHHREEE PR, BERRE-BRKEDMNWFEREERRGTE,

MR —KhAEHEIB 1,000 ZEHAEE Amazon Q BEE , Bl Amazon Q €8 E R IF 0 K EE CSV &
R N BEEREE 1,000 NFEAE , BEEREMLREN part_1. part_2 , StEH,

® Note
ECBRAEAEESRER , Amazon Q REWREKER , MAXMAFRAESEH IDE FHER
Amazon Q ABERMEIEE AWSIRER B, ZAREGRH AWS RFREAERER , Mk
LRER,. MEJEBREALENFHMEN , F260 EFE LKA FmEH,

ERATHERRBAERE TR ®HRE.
DEARMF
3 Amazon S3 RfFRTRLMRE LR EFBHRE CSV ER, REFrELE .

« URZ % Amazon Q Developer (58 ERER AWS EiFAF, HERERERELRE —IX D Amazon Q
Developer E# 5 5T IAM Identity Center ET R ERLTE, MENREER I EZRER
ZEENFEFMES , B2 R Amazon Q Developer 3% E4& ? # Q Developer 2 A Q
Developer X ERE BN ESE,

- UREREFTRE AWS WikF. MRERAEEZE AWS IRFHFTRE , ABLEESERS PR
FiriE. TXEBIRFHEEFITE,
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- (BER , BEECER) BETEEARERCHENFEFIrRTRE,

- SEEB, tBAETERK , hFE Amazon Q ##1F CSV BRWLE, CSVERELMEER
FETEMIR B &,

- HEREETEBER , OUTHFIR. # bucketName, region, accountId M prefix B BE
B2 &R,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "QDeveloperLogsWrite",
"Effect": "Allow",
"Principal": {
"Sexvice": "q.amazonaws.com"
},
"Action": [
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::bucketName/prefix/*"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:codewhisperer:us-
east-1:111122223333:*"
}

(ER) WREERFITR LERE SSE-KMS |, FB1E KMS £ L3718 T 5IBUX

"Effect": "Allow",
"Principal": {
"Service": "q.amazonaws.com"
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iy
"Action": "kms:GenerateDataKey",
"Resource": "*",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "accountId"
3,
"ArnLike": {

"aws:SourceArn": "arn:aws:codewhisperer:region:accountId:*"
}

EE THRINI{RE Amazon S3 REEFETRFHNER , 526 (Amazon Simple Storage Service £
EEm) PHEANZEREESR.

EERMAFERERERRE
1. BERX Amazon Q Developer £ A,

& ZfF /A Amazon Q Developer £ & , B4 EEF AFEEEM®A Amazon Q Developer 12
B PERNFTA,

BIBRE,
£ Q Developer FRAEZBHMET |, BIEHFE,
PR RS EFER BN BHEIEE,

ESINET , WAL RARIRE CSV HmER Amazon S3 URI, &6l : s3://amzn-s3-demo-
bucket/user-activity-reports/

o & DN

FRETHREERE
T %R Amazon Q Developer FTEEFEAEZBHHRET I ENIEE.

MEELMEMNFMAEN , 5528 £ Amazon Q Developer R 4% E 6 A EKEH,

EREBEDHEER 415
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Amazon Q Developer

ERAEER

EEER

Chat_AlCodeLines

Chat_Messagesinteracted

Chat_MessagesSent

CodeFix_AcceptanceEventCount

CodeFix_AcceptedLines

CodeFix_GeneratedLines

CodeFix_GenerationEventCount

CodeReview_FailedEventCount

CodeReview_FindingsCount

CodeReview_SucceededEventCount

Description

Amazon Q BZEFEAEESNWENET. g
Ea8%EB Amazon Q Bl X GEREIIKR) EL
H#HA IDE R,

£ A& EXEE Amazon Q ETEENEI XA R
B, IHEBHNES : R—TEE. BARE,
AR ¥t Amazon Q WEIFEIRE, LLiSEIRE
Amazon Q BIXK GERERIIX) FREERA R,

IR Amazon Q WA EEHE, isEaRE
Amazon Q Bl R GER#EIIX) FVFERERT
1 Amazon Q [EfE,

Amazon Q BZHFREEZESNENBIEER
B, HEEERANEBERNBRETIEELENTE
AR E,

Amazon Q ZZAFAEEZESNERNGBIT. s
EEARBREN BRI EENERBT.

Amazon Q ZEZMEXNET. KEEBERAMNER
EABREITIEELENEXBT.

Amazon Q BEMWERBEEXE, HIEEEH
AEBEXBREINEELENERNBIEILE,

I FE Amazon Q EZEEBRENBIEENE
ABEEHE, IEEEANEARXBRED
EEELENEABREE,

Amazon Q ZIRWEXNBREEHE, iEEEA
REAEX BRI RBNENGEE,

#EH Amazon Q REHELE EBBREXBIEEN
BAREEHE, LEEEARERAENHRE
NAEE IR NE R ISR,

EREBEDHEER
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ERAEER

EEER

Dev_AcceptanceEventCount

Dev_AcceptedLines

Dev_GeneratedLines

Dev_GenerationEventCount

DocGeneration_AcceptedFileUpdates

DocGeneration_AcceptedFilesCreations

DocGeneration_AcceptedLineAdditions

DocGeneration_AcceptedLineUpdates

DocGeneration_EventCount

DocGeneration_RejectedFileCreations

DocGeneration_RejectedFileUpdates

DocGeneration_RejectedLineAdditions

Description

Amazon Q BZHFRAEEZESZHNEXIEIEE
B, WEEEARIEBR /dev T EENERNE
IjJﬁbo

Amazon Q BZAFREZESNERNBT. g
EEBRMNIEB /dev T EENERNBET,

Amazon Q BZEMNERXIFT. LEEZERARKER
/dev R /dev ii SEENERBIT

Amazon Q BENEXNIBIEEE, HIEEER
RIEIB /dev s S EENENIFINEE,

Amazon Q EZBEFREESNERENEE.
LEIEEE A RIER /doc i T EENERERN.

Amazon Q BZ B FAEEZESNEREIEE,
LEIEEE A AER /doc D EENEREY,

Amazon Q B EFERAEZZIHXXHHIET. B
EEBEARNEBR /doc S EEN K.

Amazon Q BEEFERAEZESNXXHERT. B
EBEEARER /doc R EENIH.

EAEMEMA /doc i B Amazon Q EEIHIX
£

Amazon Q BZBFERAEEEBNEREIEE,
HIEEBEAREB /doc i S EEMNEEREN,

Amazon Q BZHFEREEBNERENEE.
LB ZEEAREB /doc R EENEREN.

Amazon Q BZE B F R EELBH X HFIEIT, 1
FEEEAMKIEIR /doc e S EEN XK.

EREBEDHEER
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ERAEER

EEER

DocGeneration_RejectedLineUpdates

InlineChat_AcceptedLineAdditions

InlineChat_AcceptedLineDeletions

InlineChat_AcceptanceEventCount

InlineChat_DismissalEventCount

InlineChat_DismissedLineAdditions

InlineChat_DismissedLineDeletions

InlineChat_EventCount

InlineChat_RejectedLineAdditions

Description

Amazon Q EZ B FEAEEBN XHFENT, Lt
EEBEARER /doc D EEN I,

Amazon Q BEZ AFREEZEZHNEXBEHEIT,
WEZEISEBARHRIK (MMIE Amazon Q Hj
X) EENEXGIE,

Amazon Q BZE B F R & EZWEXEMERT
WEZEISEBARHRIK (MIE Amazon Q Hj
X) BEENEXBMER.

FHEEZNRBRBX (3E Amazon Q Bl X) &
BEE,

FHERENRTRBX (3E Amazon Q I X) &
BEHE, "BE, XRTEABERCESR, BF
AEEH DE pEEW AR T HAMIRE B
RPBEZIHIEREXBTES.

Amazon Q BZ A EIEENEXBHEIT
M XTEABEBRCER , EFAEEH
IDE HiEEm AT HAMRE , BRARES
FIERENRER. LEETSSEBRHIIX
(M3JE Amazon Q Bl X) EL MR EHIE,

Amazon Q BEZ B FEAE R ENEXBMERT,
'z XAEABEZRCE R BEFEAEER
IDE FP#/Em A BT HMIRE , BRAEES
RIEBENFESR. HIEETEEBAHIIK
(M3JE Amazon Q B X) 2R EF2 X B M ER

£ &S RN AR (M3E Amazon Q BIX)
T e ERBE.

Amazon Q BEZ B A EEBNEXTIHEIT,
HEZESSEBARE X (I Amazon Q Hj
X) EENEXBE,

EREBEDHEER
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ERAEER

EEER

InlineChat_RejectedLineDeletions

InlineChat_RejectionEventCount

Inline_AlCodeLines

Inline_AcceptanceCount
Inline_SuggestionsCount

TestGeneration_AcceptedLines

TestGeneration_AcceptedTests

TestGeneration_EventCount

TestGeneration_GeneratedLines

TestGeneration_GeneratedTests

Transformation_EventCount

Transformation_LinesGenerated

Description

Amazon Q EZ B F R &EBNWREXTEMERTT,
WEZITESEBARBK (MIE Amazon Q Hj
X) BRNEXTEM R,

EAEEEN AR X (JE Amazon Q B X) 22
BEE,

Amazon Q EZBFAEESZHNRERNGBIT. g
BEEEANREZESNERE,

FEREEZNRREZEE.
HERAEETNWANBEZREE,

Amazon Q ZZAFAEESNERNGBIT. L5
BEAREB /test m T EENERXBT.

Amazon Q ZZBFEAEEZESNETIEEE,
LIEEBE A RIEIR /test T test af = STEENETAR.

EAEZEIB /test in S E Amazon Q EEIfX
£

Amazon Q BEMWERIFT. LIEZERARER
ftest n B EEMNERBIT,

Amazon Q EEWETAREBE, IEEEAR
EiB /test i B EEME TR,

£ A& #EB /transform 55 EE Amazon Q BE&)
HRE , FTERERAEEGS Y FEREXTEN
RE,

Amazon Q BEWNEXBT. IEEEAKNESR
ftransform AF S EEXNERE , T8/ EWSIT
FERNERXE,

EREBEDHEER
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EEEB Description
Transformation_LinesIngested R4 Amazon Q ETEBNENET. WIS

BiEAKER /transform i T IREMNERE | ©

SEEMARG TS L8R SQL BRIER

5.

£ Amazon Q Developer iR A E R T

EEEALUERSARBIRE (IDE) 1 , BUALAEE Amazon Q RIFTHA PR 2 5 M B K ¥ 55 A9 5 8%

RE. BLRAFAMRERK. HiE. IMARRSHR.

ERZASFERAREZREN , Amazon Q BREFEZINIEIEENER, EMEAEE Amazon Q B
KRB , Amazon Q 2B AEMNERIN Amazon Q WEIE, ERBASFH /dev S EEHAR

FEEFI 8 Y Amazon Q REEXIKRE , RAEREHRETR.

Amazon Q S5 HEFREEELEILMN Amazon S3 FEEFEYT |, BEUT ;

bucketName/prefix/AWSLogs/accountId/QDeveloperlLogs/log-
type/region/year/month/day/utc-hour/zipFile.gz/logFile. json

ELABEF | log-type R RHIEHFP—IF :

« GenerateAssistantResponse — REBHIX B
« GenerateCompletions — REBAHRTHK B
« StartTaskAssistCodeGeneration — R /dev BiE

MEEHFEEABTWEGIFREE , 5526 Amazon Q Developer F 2R B EE & 41,

BR T AR E B M Amazon S3 RITFRFBAXNREFEA I , BRAEKRIIETANE , MR
KMS &R NZRFIEE , AXNDHER,

£ T 545 7 REUA 1R 'REC 8%
FORRME

- BEFRAECEBIUIRSEDETE , MREMFEH AWS Organizations , B2 EEEIRFE ST, B
B7 , Q Developer X #E52#%7E AWS Organizationsf X 2R E h TR EA &R R

« B3 Amazon S3 REEFBURBIRRBF. METFESA

FUREAENRT
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Amazon Q Developer EREER

- (VR Z % Amazon Q Developer 3R EREH AWS EiEH, LERERRESRE—IX[E Amazon Q
Developer BEXF RITRFEAERTE, NFLBREERIERREEZEBEHNFMAENR , F2
B 1R Amazon Q Developer :%%E4E ? # Q Developer £ & # Q Developer i3 EE X ENE
Ho

AR EFTRE AWS BIRFE,

HZBETERBER , BUTHFR. #§ bucketName, region, accountId Ml prefix XA
ZEEHEN.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "QDeveloperLogsWrite",
"Effect": "Allow",
"Principal": {
"Sexvice": "q.amazonaws.com"
},
"Action": [
"s3:PutObject"
]I
"Resource": [
"arn:aws:s3:::bucketName/prefix/*"
1,
"Condition": {
"StringEquals": {
"aws :SourceAccount": "111122223333"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:codewhisperer:us-
east-1:111122223333:*"
}

(ER) MREEREITR LERE SSE-KMS |, B KMS £ E#7# T5IBUX

{

RHEERAENRT 421



Amazon Q Developer EREER

"Effect": "Allow",
"Principal": {

"Service": "g.amazonaws.com"
iy
"Action": "kms:GenerateDataKey",
"Resource": "*",

"Condition": {
"StringEquals": {

"aws:SourceAccount": "accountId"
.
"ArnLike": {

"aws:SourceArn": "arn:aws:codewhisperer:region:accountId:*"
}

EE TR AI{RE Amazon S3 EEFETREFMNER , F2E (Amazon Simple Storage Service &
AEERE) PHEANEREER.

EERMARRGE &
1. BARX Amazon Q Developer 12 &.,

EEZ# A Amazon Q Developer 12/ |, BH4HER AFFEESFEA Amazon Q Developer 12
B PESENFA,

(@ Note

BYANUBURFEESHRERRFEEENG BN, RERFEESREMARTRC
%, AATXEREIRF P2 /&N RREERIEE,

BEERE
ERIFHET , BERE.
i TRERERE, RET , tI# Q Developer 2R %o

£ Amazon S3 U E T , W A&AE A R#EW B R Amazon S3 URI, &4l : s3://amzn-s3-
demo-bucket/qdev-prompt-logs/

o &~ 0N
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Amazon Q Developer EREER

Amazon Q Developer FHY1R R B 5524l

A Hi1R# Amazon Q Developer E4E IR R HFEE 4,
AT —EE 6] # 2 #iR A E M RE.

MERRAFHNFMER |, 5526 £ Amazon Q Developer F 508 & IR Ro

&

- AEREEBFEH
- X B &5

- /dev HEEEIHI

MR B 556

THEHBREAEEZAREBRFELEN BHRESR,

"records": [
{
"generateCompletionsEventRequest": {

"leftContext": "import * cdk from 'aws-cdk-1ib';\r\nimport * s3

from 'aws-cdk-1lib/aws-s3';\r\nimport { Stack, StackProps } from 'constructs';\r

\nexport class MyStack extends Stack {\r\n constructor(scope: cdk.App, id: string,

props?: StackProps) {\r\n super(scope, id, props);\r\n\r\n new s3.Bucket(this,

PXXXXXXXX ', {\r\n versioned: true\r\n });\r\n }\r\n "
"rightContext": "",
"fileName": "cdk-modified.ts",
"customizationArn": null,
"userId": "d-92675051d5.b8f1f340-9081-70ad-5fc5-0f37151937a6",
"timeStamp": "2025-01-06T15:09:16.412719Z"

4

b,
"generateCompletionsEventResponse": {
"completions": ["synth() {\n return
cdk.App.prototype.synth.apply(this, arguments);\n 3}"],
"requestId": "797c70ee-abc9-4cc7-al48-b9dfl7f6ces8"
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ERAEER

TRHRARRER B FHERT S ER

i IVACE

records

generateCompletionsEventRequest

leftContext

rightContext

fileName

customizationArn

userId

timeStamp

generateCompletionsEventResponse

completions

requestId

Bl K B #5845

Description

RLERUIE - ERRER  SBARBRT
Fo

HIARARNBREXBEZBWFER, Amazon Q R %K
FRERHER,

BHBEZRMNERE , Amazon Q EAZER
BELERBEZNAS.

BHHEEZHZNRERE , Amazon Q € AZER
BELERBEZNAS,

EHBERAREBAEERN B,

EBHEAZABRERZ BT Amazon
Resource Name (ARN), LtEHIFRRZE BT

EHBRAREBERENERE D,

EHFERARERN BHANEE, KFEBRLEN
BIFRIRZERE (UTC) R0

iR Amazon Q EXMAEES.

¥ Amazon Q FriR I BEA EEZ N RERE
%O

EREMH M —BBIRYRERFER 1D,

TH &R RERAEEH IDE FEMH Amazon Q BIXRE , E4AH BFEER,

{

"records": [

{

R BEEEH
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"generateAssistantResponseEventRequest": {

"prompt": "Can you explain how to set up object-level access control in
an S3 bucket using AWS CDK?",

"chatTriggerType": "MANUAL",

"customizationArn": null,

"userId": "d-92675051d5.b8f1f340-9081-70ad-5fc5-0f37151937a6",

"timeStamp": "2025-01-06T15:05:56.313070Z"

.
"generateAssistantResponseEventResponse": {

"assistantResponse": "I'll explain how to set up object-level access
control for an S3 bucket using AWS CDK. Here's how you can implement different
access control configurations: [[1]](https://docs.aws.amazon.com/AmazonS3/latest/

API/s3_example_s3_Scenario_ManageACLs_section.html)\n\nl. Using Bucket Owner Enforced
(Recommended Modern Approach):\n" " “typescript\nimport * as cdk from 'aws-cdk-1lib';
\nimport * as s3 from 'aws-cdk-lib/aws-s3';\n\nnew s3.Bucket(this, 'XXXXXXXX', {\n
objectOwnership: s3.0bjectOwnership.BUCKET_OWNER_ENFORCED,\n blockPublicAccess:
s3.BlockPublicAccess.BLOCK_ALL\n});\n" " "\n\n2. Using Public Access Block
Configuration:\n " “typescript\nimport * as cdk from 'aws-cdk-1lib';\nimport * as s3
from 'aws-cdk-lib/aws-s3';\n\nnew s3.Bucket(this, 'XXXXXXXX', {\n blockPublicAccess:
new s3.BlockPublicAccess({\n blockPublicAcls: true,\n blockPublicPolicy:
true,\n ignorePublicAcls: true,\n restrictPublicBuckets: true\n 3})\n});\n "
\n\n3. Setting Access Control for Specific Use Cases:\n " typescript\nimport * as
cdk from 'aws-cdk-1ib';\nimport * as s3 from 'aws-cdk-lib/aws-s3';\nimport * as
iam from 'aws-cdk-1lib/aws-iam';\n\nconst bucket = new s3.Bucket(this, 'XXXXXXXX',
{\n // Enable versioning for object-level recovery\n versioned: true,\n \n //
Enforce encryption\n encryption: s3.BucketEncryption.S3_MANAGED,\n \n // Block
all public access\n blockPublicAccess: s3.BlockPublicAccess.BLOCK_ALL,\n \n //
Enforce object ownership\n objectOwnership: s3.0bjectOwnership.BUCKET_OWNER_ENFORCED,
\n \n // Enable server access logs\n serverAccesslLogsPrefix: 'logs/'\n});\n
\n// Grant read access to specific IAM role\nconst role = new iam.Role(this,
'MyRole', {\n assumedBy: new iam.ServicePrincipal('lambda.amazonaws.com'),
\n});\nbucket.grantRead(role);\n\n// Grant write access to specific objects
with prefix\nbucket.addToResourcePolicy(new iam.PolicyStatement({\n actions:
['s3:PutObject'],\n resources: [bucket.arnForObjects('uploads/*')],\n principals:
[new iam.AccountRootPrincipal()]J\n}));\n " "\n\n4. Setting up Lifecycle Rules
for Objects:\n " "typescript\nimport * as cdk from 'aws-cdk-1lib';\nimport
* as s3 from 'aws-cdk-lib/aws-s3';\n\nnew s3.Bucket(this, 'XXXXXXXX', {\n

lifecycle: [\n {\n transitions: [\n {\n storageClass:
s3.StorageClass.INFREQUENT_ACCESS,\n transitionAfter: cdk.Duration.days(30)\n
},\n {\n storageClass: s3.StorageClass.GLACIER,\n
transitionAfter: cdk.Duration.days(90)\n \n 1,\n expiration:

cdk.Duration.days(365)\n I\n I\n});\n" " "\n\nKey points to remember:\n- Always use
the principle of least privilege\n- Block public access by default unless explicitly
required\n- Use BUCKET_OWNER_ENFORCED for object ownership when possible\n- Consider
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implementing lifecycle rules for cost optimization\n- Use versioning for sensitive
data\n- Implement server-side encryption\n- Use resource policies and IAM roles
for access control instead of ACLs\n- Monitor access patterns using server access
logging\n\nThese configurations help create a secure and well-managed S3 bucket with
appropriate access controls at both bucket and object levels.",
"followupPrompts": "How can you implement multi-factor authentication
for S3 bucket access using AWS CDK?What are the best practices for setting up object-
level versioning in AWS S3 using CDK?How can you use AWS CDK to create a custom error
message for unauthorized access attempts on an S3 bucket?",
"messageMetadata": {
"conversationId": "491bd3cd-d70d-40c@-a452-5ef3f0878422",
"utteranceId": null
},
"codeReferenceEvents": [],
"supplementaryWeblLinksEvent": [
{
"uri": "https://docs.aws.amazon.com/AmazonS3/latest/API/
s3_example_s3_Scenario_ManageACLs_section.html",
"title": "[1] Manage access control lists (ACLs) for Amazon S3
buckets using an AWS SDK - Amazon Simple Storage Service",
"snippet": "The following code example shows how to manage
access control lists (ACLs) for Amazon S3 buckets.\n\n.NET\n\n**AWS SDK for .NET**
\n\n" " "\n using System;\n using System.Collections.Generic;\n using
System.Threading.Tasks;\n using Amazon.S3;\n using Amazon.S3.Model;\n\n
/// <summary>\n /// This example shows how to manage Amazon Simple Storage
Service\n /// (Amazon S3) access control lists (ACLs) to control Amazon S3
bucket\n /// access.\n /// </summary>\n public class ManageACLs\n {\n
public static async Task Main()\n {\n string bucketName
= \"amzn-s3-demo-bucket1\";\n string newBucketName = \"amzn-s3-demo-
bucket2\";\n string keyName = \"sample-object.txt\";\n string
emailAddress = \"someone@example.com\";\n\n // If the AWS Region where
your bucket is located is different from\n // the Region defined for
the default user, pass the Amazon S3 bucket's\n // name to the client
constructor. It should look like this:\n // RegionEndpoint bucketRegion =
RegionEndpoint.USEastl;\n IAmazonS3 client = new AmazonS3Client();\n\n
await TestBucketObjectACLsAsync(client, bucketName, newBucketName, keyName,
emailAddress);\n \n\n /// <summary>\n /// Creates a new Amazon
S3 bucket with a canned ACL, then retrieves the ACL\n /// information and then
adds a new ACL to one of the objects in the\n /// Amazon S3 bucket.\n
/// </summary>\n /// <param name=\"client\">The initialized Amazon S3 client
object used to call\n /// methods to create a bucket, get an ACL, and add a
different ACL to\n /// one of the objects.</param>\n /// <param name=
\"bucketName\">A string representing the original Amazon S3\n /// bucket name.</
param>\n /// <param name=\'"newBucketName\">A string representing the name of
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the\n /// new bucket that will be created.</param>\n /// <param name=
\"keyName\">A string representing the key name of an Amazon S3\n /// object

for which we will change the ACL.</param>\n /// <param name=\"emailAddress\'">A

string representing the email address\n /// belonging to the person to whom

access to the Amazon S3 bucket will be\n /// granted.</param>\n public

static async Task TestBucketObjectACLsAsync(\n IAmazonS3 client,\n

string bucketName,\n string newBucketName,\n string keyName,

\n string emailAddress)\n {\n try\n {\n

// Create a new Amazon S3 bucket and specify canned ACL.\n
var success = await CreateBucketWithCannedACLAsync(client, newBucketName);\n\n

// Get the ACL on a bucket.\n await GetBucketACLAsync(client,

bucketName);\n\n // Add (replace) the ACL on an object in a
bucket.\n await AddACLToExistingObjectAsync(client, bucketName,
keyName, emailAddress);\n \n catch (AmazonS3Exception
amazonS3Exception)\n {\n Console.WritelLine($\"Exception:
{amazonS3Exception.Message}\");\n J\n I\n\n /// <summary>\n

/// Creates a new Amazon S3 bucket with a canned ACL attached.\n ///
</summary>\n /// <param name=\"client\">The initialized client object used to
call\n /// PutBucketAsync.</param>\n /// <param name=\'"newBucketName\'">A
string representing the name of the\n /// new Amazon S3 bucket.</param>\n

/// <returns>Returns a boolean value indicating success or failure.</returns>\n
public static async Task<bool> CreateBucketWithCannedACLAsync(IAmazonS3 client,
string newBucketName)\n {\n var request = new PutBucketRequest()\n
{\n BucketName = newBucketName,\n BucketRegion
S3Region.EUWest1l,\n\n // Add a canned ACL.\n CannedACL
S3CannedACL.LogDeliveryWrite,\n };\n\n var response =
await client.PutBucketAsync(request);\n return response.HttpStatusCode
== System.Net.HttpStatusCode.OK;\n FI\n\n\n /// <summary>\n
/// Retrieves the ACL associated with the Amazon S3 bucket name in the\n
/// bucketName parameter.\n /// </summary>\n /// <param name=
\"client\">The initialized client object used to call\n /// PutBucketAsync.</
param>\n /// <param name=\"bucketName\">The Amazon S3 bucket for which we
want to get the\n /// ACL list.</param>\n /// <returns>Returns an
S3AccessControllList returned from the call to\n /// GetACLAsync.</returns>
\n public static async Task<S3AccessControllList> GetBucketACLAsync(IAmazonS3
client, string bucketName)\n {\n GetACLResponse response = await
client.GetACLAsync(new GetACLRequest\n {\n BucketName =
bucketName, \n });\n\n return response.AccessControllList;\n
I\n\n\n\n /// <summary>\n /// Adds a new ACL to an existing object
in the Amazon S3 bucket.\n /// </summary>\n /// <param name=\"client
\">The initialized client object used to call\n /// PutBucketAsync.</param>\n
/// <param name=\"bucketName\">A string representing the name of the Amazon
S3\n /// bucket containing the object to which we want to apply a new ACL.</
param>\n /// <param name=\"keyName\">A string representing the name of the
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object\n /// to which we want to apply the new ACL.</param>\n /// <param
name=\"emailAddress\">The email address of the person to whom\n /// we will be
applying to whom access will be granted.</param>\n public static async Task
AddACLToExistingObjectAsync(IAmazonS3 client, string bucketName, string keyName,
string emailAddress)\n {\n // Retrieve the ACL for an object.\n
GetACLResponse aclResponse = await client.GetACLAsync(new GetACLRequest\n
{\n BucketName = bucketName,\n Key = keyName,\n
});\n\n S3AccessControllList acl = aclResponse.AccessControllist;
\n\n // Retrieve the owner.\n Owner owner = acl.Owner;\n\n
// Clear existing grants.\n acl.Grants.Clear();\n\n
// Add a grant to reset the owner's full permission\n // (the previous
clear statement removed all permissions).\n var fullControlGrant = new
S3Grant\n {\n Grantee = new S3Grantee { CanonicalUser =
acl.Owner.Id },\n };\n acl.AddGrant(fullControlGrant.Grantee,
S3Permission.FULL_CONTROL);\n\n // Specify email to identify grantee
for granting permissions.\n var grantUsingEmail = new S3Grant\n
{\n Grantee = new S3Grantee { EmailAddress = emailAddress },\n
Permission = S3Permission.WRITE_ACP,\n };\n\n
// Specify log delivery group as grantee.\n var grantlLogDeliveryGroup
= new S3Grant\n {\n Grantee = new S3Grantee { URI =
\"http://acs.amazonaws.com/groups/s3/LogDelivery\" },\n Permission =
S3Permission.WRITE,\n };\n\n // Create a new ACL.\n
var newAcl = new S3AccessControllList\n {\n Grants = new
List<S3Grant> { grantUsingEmail, grantLogDeliveryGroup },\n Owner =
owner, \n };\n\n // Set the new ACL. We're throwing away the
response here.\n _ = await client.PutACLAsync(new PutACLRequest\n
{\n BucketName = bucketName,\n Key = keyName,\n
AccessControlList = newAcl,\n });\n N\n\n I\n\n\n" " "\n\n*
For API details, see the following topics in _AWS SDK for .NET API Reference_.\n \n
* GetBucketAcl\n\n* GetObjectAcl\n\n* PutBucketAcl\n\n* PutObjectAcl\n\nFor a complete
list of AWS SDK developer guides and code examples, see Developing with Amazon S3
using the AWS SDKs. This topic also includes information about getting started and
details about previous SDK versions.\n"
}
1,
"requestId": "dad38fc0-815c-45f7-970a-db916cb7f131"
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ERAEER

HWAEHE
records

generateAssistantResponseEv
entRequest

prompt

chatTriggerType

customizationArn

userId

timeStamp

generateAssistantResponseEv
entResponse

assistantResponse

followupPrompts

messageMetadata

conversationId

utteranceld

Description
RLEWMUIE—ERANEE,

HREAEEH IDE WHIREER@I AR 2
/_-.r\o

BHEAEEWREER@AN 2R,

MANUAL R RERAEZHXRGEERRATRT ,
FEPNXRGEEPR—THP—EEZNEE

o INLINE_CHAT ZRREAEEZERBHRE
R/ NEMAEEEA TIRET. NERRIIKL
FHHER , 552 B Amazon Q Developer i
TRETRIIX,

BHERZHXZ BETH Amazon Resource
Name (ARN)., Lt&#IHEEBET. AR

BEHBARTERENEME ID,

EHEAERARTHN BBNERE, FEEEENA
BIFR IR ZERE (UTC) R0

iR Amazon Q EEHEIFE,

B Amazon Q EiIfEF A& R RIEHMEFE,

EHELREREHEREBRNRERIRE
/_—.Ro

R SR E| FEARRARRAY A E R

e HE R EEE ID, 58 ID AR T/ERE
FASAE SRR —1H,

EHOENRERRE ID. REME IDR—ER
B, ARESHEIENEANEERR.

R BEEEH
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BWUER Description

codeReferenceEvents HROEFIENEXBSEEL,
supplementaryWebLinksEvent EHEREERESEAERETER,
requestId EASHzHE—BBINEE D,

/dev B 5E&i 5l

THEHBREZEFEAEEH IDE #H Amazon Q IXRE A /dev & , TEEMN BFHER.

"records": [
{

"startTaskAssistCodeGenerationEventRequest": {

"prompt": "write a python application that prints 'hello world!' text
to the screen and format it in red bold text",

"chatTriggerType": "MANUAL",
"conversationId": "dalc95b6-84el-46a2-9ef9-fe92f5eel69e",
"customizationArn": null,
"userId": "d-92675051d5.b8f1f340-9081-70ad-5fc5-0f37151937a6",
"timeStamp": "2025-01-13T15:40:27.808027101Z"

},

"startTaskAssistCodeGenerationEventResponse": {
"requestId": "e504f126-7197-4e3c-a046-1a10d5a3f3e0"

}
}
]
}
BWUER Description
records RLEWMUIES —HRRNEE,
startTaskAssistCodeGenerati HRERAELH IDE WHIREEHBW AN /dev
onEventRequest R
prompt EHERAEENXEER@ AN /dev 7R,
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BWUER Description

chatTriggerType MANUAL R ERAEEZMXEEPBRATIRT ,
FEPREEPR—THP—EEZNEE
o INLINE_CHAT XRAFEAZEETERBEE
R/ N AEEEATRET. NFERRIIXH
&R , 528 B Amazon Q Developer it
TARBREIX,

conversationId IEHEENEEE ID, B35 ID SR TERER
FHRARER K —H,

customizationArn EHERAZEWX 2 BETH Amazon Resource
Name (ARN), W&EHIFRREBET. AR

userId EHMARTZERAENFERE ID,
timeStamp EHFEAERARRN BHRNERE, BB

BB ZRERFR (UTC) R
startTaskAssistCodeGenerati iR Amazon Q EEREIE, BEI A B
onEventResponse ¥ /dev i CHEE , kBT EISEE,
assistantResponse fEH Amazon Q B AE R RIEHNEE,
requestId EASHzE—BBINEE D,

FEEET yET
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Amazon Q Developer X EH [EiT

® Note

MREBRHIIEFER , ER Amazon Q Developer fEt B E ARSI HAIZZBIMA EBEEEER |
Bl Amazon Q AIAN I [EE, &EEE Amazon Q AIAN LY EIFFEE , F28 A
Amazon Q FFRIE4SE Eig R R REEITENE,

AREERPAMETLUER Amazon Q Developer B9 AWS [Eif, IFE AWS E15 WEEHAE |
(AWS IRFEE 2EER/) PWIEEENIRS A SUERABL AWS @i,

?ﬁiln

ASH

RESERNEE , JREEEZ A Amazon Q Developer B EIH TR, @15 Amazon Q Developer
PERBEENHEPER  F2RE EREHEE, IFTRENBERRTFUENHRENR , F2EER
RE.

XENEE (RRARA)

Amazon Q Developer AI#E T 5l AWS [E1F 1KY AWS EE XA, AWS Console Mobile
Application, AWS #83, AWS Documentation #8134 | J«X&%A'ﬁﬂﬁﬂfﬁgﬁﬁﬁ'ﬁﬂlﬂﬁﬁﬁo EXEEHTER
AR, RTETEERANAFER. IFFAER  F2RERBANES,

(® Note

AWS EE XA WK Amazon Q Developer lR#E A4 Q Developer £ &% Q Developer

HREEZENES PR ESSER, FEUEES 55 EE Amazon Q Developer :%7E ,
i’J\MﬁEﬁuE Amazon Q Developer fR7 , AR FERA EEEEFESRV BRI ZENESE,
BELETHIES B RE A EM Amazon Q £ A8, Amazon Q BYF LEThEE I sEME &
EMEEREHTFER. FEELEFANYREE  UEIERETA,

- XBEIRER (%)
« XBEIRER (#EFH EmEILER)
« XEEER (h0FIBEE 2L ED)
- XEIEER (RERH)
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Amazon Q Developer &2 K

I HR RS 22 T 16 R A 17 BY 48 8 3Rl Amazon Q Developer BRI E RREIE, S —H9EHAENREER
B, AR, ELHMRARRRIBLSR  BLAERMEEEFEM,

ERARNBEBE <A , FERUT —REEZEDER

- BRCHNERERERREE AWS BE

- BELESEABMBBEEA Amazon Q

- HRIEH IDE HH Amazon Q REHFH

- MRBBEFERE  BFEFRBEHN IDE , REWA /quit BEIEHEE Amazon Q 15|

MR ERSREEFRENEE |, F2RUATRERESEHEDS.

i
- ZELFIER Amazon Q Developer H &

FEFBE A Amazon Q Developer B &

Amazon Q Developer @ E4£FM B , HBEZENARAEE, FEMRBUMFEFETRE Amazon
QM HEM B , YEREBFBRUARSHEZEMENEH,

REEE :

- BFEFEUE

- IDE IERIEHE B

- Amazon Q CLI H&

- ERAFEANBARAAIR
- HBNEITAFE DM

B FEELE
RBEFERRENARNTE , BMEEES RN TFE Amazon Q Developer B :

- IDE ZE{##&4H - VS Code # JetBrains IDE & "B RA. %8 , THRER Amazon Q HERE
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ERAEER

« WHHINE (Amazon QCLI) - BRERFEAM LN EFE &S , BUREMBRER

/A Important

B ERTREIELE Amazon Q WHFENEBTHNHRBET , SREREE,. BRABHR.

wmREE. 1R ID REREE. Bt AL BRERSELER,

IDE iE{RHE4E B &
EiB IDE M EEREE

—

£ IDE H BB Amazon Q B XE4R (VS Code = JetBrains)
2. BR—THXERE LANWERBFZS

3. WFEUBRNBRMES

4., BFERVESELRRNEREESHREBAHEEHE

247 IDE ZEHEE B

& IDE AR B, K

- HHERFAR - @8 "ERROR. T "FATAL) WITRREEARE
- BORE[HE - 8RS REIBFEBANVER

« WENEAR - EIRR S SR AR BAE R

- DRt ERR - HEXNRER. WAHEMSEEHEER EE

Amazon Q CLI BEE

ERAFMEERERM , Amazon Q CLI S HESHHAAREELETEN B, BFE—

h, MEFAEEEEERSKRRRETERNAS,
Amazon Q CLI BB MR

Amazon QCL|I B S B8EE TINE

BRAER

IDE ZE{RAEFE B
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EXRIE B E

macOS $TMPDIR/qlog/ (BER /var/folders/.../qlog/ )
Linux/WSL $XDG_RUNTIME_DIR/qlog/ . $TMPDIR/qlog/ & /tmp/qlog/
Windows STEMP%\qlog\

Amazon QCLI EBHRIUZHESEANEFES :

chat.log- Z Amazon QCLI B£HKX AF , 33 :
« Amazon Q CLI ¥R M BB R 1
« AWS SDK Y (Cognito Identity, & 7B RIE)
- WBEIBIE (HTTP/TLS EiE, BERE)
- ERERBERE BB, BAWRELR)
« AWS RR#%in B AT FEAR K 2
- EREBTHFMESEER
qchat.log- IXEARKNSFEN A , 28 .
- MREARAERINRBEEBE
« MCP (RE LT @A E) 7 Ak EENELRIER
- ERAEABERBEBE
- EREEETENIIRERERH
- EENERARENABERER
mcp.log - & LT EA W E MR B (EA MCP AIBRERFEN)
translate.log - BARE S EE Shell HiE (EAEEINEERIEN)

ARERCENEEEER

EEMMGER

« chat.log : TENRHEERCH , HEEE QCL ERES
« qchat.log : BIXRINEERENEHREARERNEBRICH
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REREHMEER .

- chat.log : AWS SDK RIS, BEBAHE. BoBBRE. RARE
- qchat.log : BIXi#&%. MCP fIfRss4£wmiBE, FHERREE, EAENHER

® Note

AFRERASFREREMERLE  T8EEH AWS, B BFERTEELE—IXEA CLI
REBEY , BELEFMEEERE &K,

Amazon Q CLI #EEZ BT TERE
KR FER B WEREER.
1. BMABRFENBEFFE -

1£ Linux/WSL Lt :

echo $XDG_RUNTIME_DIR/qlog/

£ macOS L :

echo $TMPDIR/qlog/

1£ Windows L :

echo %TEMP%\glog\

2. DHAKFMHREEHIT Amazon QCLI 6 F , AEERIKREFFMAN@E Y

g -vvv chat

. ERGEINEE
4. JBH Amazon QCLI X EFMHEN BFER, AZBEAERBTEEMEEIEZAFER !

£ macOS/Linux t :

less -r $XDG_RUNTIME_DIR/qlog/qchat.log
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ERAEER

less -r $XDG_RUNTIME_DIR/qlog/chat.log

macOS LB RAR :

less -r $TMPDIR/qlog/qchat.log
less -r $TMPDIR/qlog/chat.log

1£ Windows L :

type %TEMP%\glog\gchat.log
type %TEMP%\glog\chat.log

5. HRWEZERAYENR BEEE  FER .

EEFEIRF A BSER

tail -f $XDG_RUNTIME_DIR/qlog/*.log

ERRERESR

tail -f $XDG_RUNTIME_DIR/qlog/qchat.log

tail -f $XDG_RUNTIME_DIR/qlog/chat.log

% Amazon Q CLI B5%

Amazon Q CLI B EERHKERKEENLEADHE -

ERROR

HREERENEARE - HEDHHFIEEMA
WARN

AL ERERNEERE
INFO

BRRARAMITRAN —RBEAR

Amazon Q CLI B
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DEBUG

AR R E AR BIRRAG

& Amazon QCLI B&EK , RETRBFERFNELEEEY :

qchat.log 747 - EFARXEHREE , 81 :
« ERROR chat_cliz:cli::chat - B R R MAREEE IR
« ERROR chat_cli::icli:agent - BE MK EZEN 06 =
« ERROR chat_cli::telemetry - i 81 B 3% 1 2 5k B
chat.log 747 - ATRFHBIREREMIERA , 21E -
« DEBUG q_cli::cli - Amazon Q CLI S8 S8 T M#E1L
« DEBUG aws_sdk_* - AWS SDK # /= 0 B % e i
 DEBUG rustls::* - TLS/SSL ERE I FRERE
« DEBUG hyper_* - HTTP E{F BB M AR E
- ERROR fig_telemetry - 3 #ft & 8§ & 51 i i 4R [ RE

— IR -

. ERIRISE - #6 F 5506 B SRPI R Btk W A EL B

. IS - BREENHEANEER

+ FR ID- BEMSTE AP TFU R EAER
R - ERERERN S S RERE

® Tip
£/ grep. awk X FHmEFSTEREESYEREGERDR , IREEE
f5lan : grep -i error $XDG_RUNTIME_DIR/qglog/*.log

FRABERNNBRGE R

LUTREVREERFTFRAN —LCERBBEREBARMERGR

ERAGEAMBRS R
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MCP fa] iR 35 E AR 85 ER

HF#E#E R (£ qchat.log ) : "Background listening thread for client [server-name]:
RecvError(Closed)" (A Fiw [server-name] W& REFE#H1T#: RecvError(Closed)) 2 "All senders
dropped for transport layer" (5% /& i FiT & &% & B B #R)

FRFZR  MCP fAfR:FEFEF LT, EEERIBH Amazon Q CLI SRR EF BRI TR
1T R

B R SR 22

HE & (£ qchat.log #) : "An error occurred processing the current state err=Interrupted
{ tool_uses: None }" (iR B IR R err=E HEf { tool_uses: & } B34 E5355)

FRRTTR ERHEEAEIUEIIRIRE (Bl Ctri+C) B S4E | BEATRMITA.
BRI B R IR R

HE#E I (F£ qchat.log #) : "Failed to send cw telemetry event err=ValidationError
[ValidationException]: Improperly formed request” (£ &% cw i&B|ZE# err=ValidationError
[ValidationException]: 58 R =T [E#&)

BORGR  EEEERIENENEREE , FTSRHER LI,
BEES

H##E R (£ qchat.log ) : "Migration did not happen for the following reason: Aborting
migration" (BEARELE  FRWNT : PILBHE)

BRER  E—RERBATCBENMBANFEANES , BF U,
BroBRERR

IR (£ chatlog #) : AWS SDK 234 & 7 BREHEIER

BRRTTER 84T q login LEFRES D , IMELEN AWS BFE
il SER L]

S (F chatlog /) : TEARE . . THRERERER) HHTTP ERAK
=

FRF R  BELNERES
AWS SDK gL

#RANBH K AEERTE

Hi##E X (£ chat.log &) : Cognito Identity #RVEXR B , SR HEEEEER
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BRF R mELEN AWS BREMNMERER, TREZENMETIIRE

i#h BOETT B 550 47

EEEMBIE D AR

- BHEXER , FEESHEEN AREE (IKBRERABE)
- RUBEZRLENKENERBENSREEEAR
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Amazon Q Developer E¥fin & - BEEHE

£ 2024 % 4 A 30 H , Amazon CodeWhisperer B4 Amazon Q Developer f§—&8%2 . ZA<&i#% 5|8 &
BAERIEERERHARE , BEHKEIE CodeWhisperer 18 F ThRER X4,

&1 4E FH CodeWhisperer E#:Z{# FH Amazon Q Developer B |, AIREERATHEEREE :
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/managed-policy.html#amazonq-policy-fullaccess
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/managed-policy.html#amazonq-policy-developeraccess
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/managed-policy.html#amazonq-policy-developeraccess
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https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/managed-policy.html#amazonq-policy-AWSServiceRoleForUserSubscriptions
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-chat.html#example-tasks
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/code-reviews.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/code-reviews.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/context-memory-bank.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/context-memory-bank.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-agent-generate.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-agent-generate.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-agent-generate.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-prompts.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-prompts.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-prompts.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-prompts.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-reply-command.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-reply-command.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-reply-command.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-reply-command.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-project-rules.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-context.html#command-line-context-choosing-approach
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-context.html#command-line-context-choosing-approach
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-agents-default-behavior.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-agents-legacy-mcp.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-settings-agent-config.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-settings-agent-config.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-custom-agents-configuration.html#command-line-agent-hooks
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-custom-agents-configuration.html#command-line-agent-hooks
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-mcp-config-CLI.html#command-line-mcp-remote-servers
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-mcp-config-CLI.html#command-line-mcp-remote-servers
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#data-perimeters
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#data-perimeters
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#data-perimeters
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-CLI-versions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-CLI-versions.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/qdev-mcp.html#disabling-mcp-for-orgs
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/deployment-options.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-troubleshooting.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/troubleshooting-q-logs.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/cli-job-history.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-visibility.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-visibility.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-history-compaction.html
https://docs.gitlab.com/update/versions/gitlab_17_changes/#17110
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-history-compaction.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/start-review.html#project-review
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/start-review.html#project-review
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/address-issues-jetbrains-visualstudiocode.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-chat-models.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-ides-chat-keyboard-shortcuts.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-ides-chat-keyboard-shortcuts.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/command-line-custom-agents.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-history-compaction.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-history-compaction.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-delete-profile.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/subscribe-delete-profile.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/opt-out-IDE.html#opt-out-IDE-telemetry
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/opt-out-IDE.html#opt-out-IDE-telemetry
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-transformation-workflow.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-transformation-workflow.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-transformation-workflow-1p-dependencies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-transformation-workflow-1p-dependencies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-transformation-workflow-1p-dependencies.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/user-activity-metrics.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-inline-chat.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/ide-chat-context.html#image-context
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/upgrade-to-pro.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/upgrade-to-pro.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-profile-sharing.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html#github-slash-commands
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/transform-in-IDE.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/third-party-context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/third-party-context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/third-party-context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/third-party-context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/third-party-context-project-rules.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#vsc-corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#vsc-corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#vsc-corp-proxy
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-user-telemetry.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#data-perimeters
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#data-perimeters
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/firewall.html#data-perimeters
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/amazon-q-for-github.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-feature-development.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/github-code-transformation.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/context-project-rules.html
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https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/service-improvement.html
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/q-in-chat-applications.html
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/q-in-chat-applications.html
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/q-in-chat-applications.html
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