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LUTR URI BETHNES :
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REEREM, SESFHER M D UREELRY. CETE LN FHNEEREERSE, S3
Glacier BERE%7 ID , & ID EFKEE AWS B 19 HEE—#.

BERFHEHE—Nitbit, —REXWOTER :

https://region-specific-endpoint/account-id/vaults/vault-name/archives/archive-id

LTREREIRFEA 111122223333 2 XBIFEE0 (REM) EiFH examplevault REEZHENE
5l URI :

https://glacier.us-west-2.amazonaws.com/111122223333/vaults/
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S3 Glacier TFAIAEEIH 7 , RS REENER
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@ Note
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EERAGREFELHF  LEREGFERR. HEENTAZSERFERBNHEF ID =&, Al
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BETH RIS T HRE TAE,

B RE
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RO AR ME— A
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Amazon S3 Glacier & —%& RESTful Web fR¥ , £ HTTP # HTTPS {E&E&EAHE UK
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(® Note
GitHub LRIt EZ&i65l, SKTEEHH , I 7HNMEE AWS BXHE IR FEHREM
#}iTo
import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.glacier.GlacierClient;
import software.amazon.awssdk.services.glacier.model.UploadArchiveRequest;
import software.amazon.awssdk.services.glacier.model.UploadArchiveResponse;
import software.amazon.awssdk.services.glacier.model.GlacierException;
import java.io.File;
import java.nio.file.Path;
import java.nio.file.Paths;
import java.io.FileInputStream;
import java.io.IOException;
import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;
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/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

* For more information, see the following documentation topic:
*
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-started.html
*/
public class UploadArchive {

static final int ONE_MB = 1024 * 1024;

public static void main(String[] args) {
final String usage = """

Usage: <strPath> <vaultName>\s

Where:
strPath - The path to the archive to upload (for example, C:\\AWS
\\test.pdf).
vaultName - The name of the vault.

[TRTRIEN
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String strPath = args[0];

String vaultName = args[1];

File myFile = new File(strPath);

Path path = Paths.get(strPath);

GlacierClient glacier = GlacierClient.buildex()
.region(Region.US_EAST_1)
.build();

String archiveld = uploadContent(glacier, path, vaultName, myFile);
System.out.println("The ID of the archived item is " + archiveld);
glacier.close();

public static String uploadContent(GlacierClient glacier, Path path, String
vaultName, File myFile) {
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// Get an SHA-256 tree hash value.
String checkVal = computeSHA256(myFile);
try {
UploadArchiveRequest uploadRequest = UploadArchiveRequest.builder()
.vaultName(vaultName)
.checksum(checkVal)
.build();

UploadArchiveResponse res = glacier.uploadArchive(uploadRequest, path);
return res.archiveld();

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

}

return ;

private static String computeSHA256(File inputFile) {
try {
byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 tree hash = %s\n", toHex(treeHash));
return toHex(treeHash);

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s", inputFile,
ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256:
%s'", nsae.getMessage());
System.exit(-1);
}

return ;

public static byte[] computeSHA256TreeHash(File inputFile) throws IOException,
NoSuchAlgorithmException {

byte[J[] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);
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/**
* Computes an SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk, even if it's smaller than 1 MB.
*/
public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
long numChunks = file.length() / ONE_MB;
if (file.length() % ONE_MB > 0) {

numChunks++;

if (numChunks == @) {
return new byte[][] { md.digest() };

byte[][] chunkSHA256Hashes
FileInputStream fileStream

new byte[(int) numChunks][];
null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;
int idx = 0;

while ((bytesRead = fileStream.read(buff, @, ONE_MB)) > 0) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();

return chunkSHA256Hashes;

} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());
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/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.length > 1) {
int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != 0) {
len++;

byte[][] currLvlHashes = new byte[len][];
int j = 0;
for (int 1 = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining.
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes.
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of the remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

}
}
prevLvlHashes = currlLvlHashes;
}
return prevLvlHashes[0];
}
/**
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* Returns the hexadecimal representation of the input byte array
*/
public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);
for (byte datum : data) {
String hex = Integer.toHexString(datum & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");

}
sb.append(hex);

}

return sb.toString().toLowerCase();

- WNZE API BIEFMER |, 5528 (AWS SDK for Java 2.x APl &%) B UploadArchive,

A &H1FLEZE S3 Glacier FHRFE EAR .NET B AWS SDK
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R NET LEHE API R4 2012-06-01 18


https://docs.aws.amazon.com/goto/SdkForJavaV2/glacier-2012-06-01/UploadArchive

Amazon S3 Glacier HBEABER

® Note

S3 Glacier B E R FERREFFAEHEFNER, EQLETIHJFHHEFR , ESRTFERE
FEHE  HEHFTSREREEERTEANREES, LEMBE —RIAT—X

Example — 8 KISk AP LE$i77 BAR NET # AWS SDK

u
u
u
u

n

{

sing System;

sing Amazon.Glacier;

sing Amazon.Glacier.Transfer;
sing Amazon.Runtime;

amespace glacier.amazon.com.docsamples

class ArchiveUploadHighLevel_GettingStarted
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to
upload ***";

public static void Main(string[] args)
{
try
{
var manager = new
ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
// Upload an archive.
string archiveIld = manager.Upload(vaultName, "getting started archive
test", archiveToUpload).Archiveld;
Console.WriteLine("Copy and save the following Archive ID for the next
step.");
Console.WriteLine("Archive ID: {0@}", archiveld);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
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}
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« EiFEE I AmazonGlacierClient BRI EITEEE,
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- WEBIGER BAR Java B AWS SDKEBE API B9 ArchiveTransferManager ¥5I# download
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and Access Management (IAM) EXEEFEAES R 1 . B1R S3 Glacier 28] , AIZNERAEERE
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Example : £/ BAR Java B AWS SDKT &7

import java.io.File;
import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.sns.AmazonSNSClient;

import com.amazonaws.services.sqs.AmazonSQSClient;

public class AmazonGlacierDownloadArchive_GettingStarted {

public static String vaultName = "examplevault";
public static String archiveld = "*** provide archive ID #***";
public static String downloadFilePath = "*** provide location to download archive

kkkl.
’

public static AmazonGlacierClient glacierClient;
public static AmazonSQSClient sqgsClient;
public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {
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ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

glacierClient = new AmazonGlacierClient(credentials);
sgsClient = new AmazonSQSClient(credentials);
snsClient = new AmazonSNSClient(credentials);

glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgsClient.setEndpoint('"sqgs.us-west-2.amazonaws.com");
snsClient.setEndpoint('"sns.us-west-2.amazonaws.com");

try {
ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient,
sgsClient, snsClient);

atm.download(vaultName, archiveld, new File(downloadFilePath));
} catch (Exception e)

{

System.err.println(e);

}

5 & S3 Glacier FWFRFEETHEF BAMN .NET B AWS SDK

T% C# BN BEHIFER S API BRAM NET B9 AWS SDK RTEHELRIE F LENREFEER &
17 HEZ S3 Glacier FH{R1FE BAR NET 8 AWS SDK, ERERBEMIF , FIETHEE

- WEHIEHRIEEN Amazon S3 Glacier [EE %23 ArchiveTransferManager I T
.

- WIEAIBEHHFEHAZRED (B#HE) B (us-west-2) , k2RI FB 2 : £ S3 Glacier FEE 1L
REFEE FEUREENNE.

- AR#EHIEMA ArchiveTransferManager #5I# Download API U T8 E T, HEHlE
#3 Amazon Simple Notification Service (Amazon SNS) =88 , LA ETEIZEREM Amazon
Simple Queue Service (Amazon SQS) 1751, WMREMKER PHIEREIL AWS Identity and Access
Management (IAM) BB EFEAELSE 1 : %8 S3 Glacier 281 , AIEHNEREEGRILIMER
Amazon SNS E£RE#] Amazon SQS K HE IAM 551,

- WESIEERBHEMEEEE  BATIUEHETA, HETHAE , RERRTEH. NEHFHEE
RENGFHEEN , F2E B FEEEE,
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WMEFEATHEHNZELRA , FLE ATENGRES, CFERRE SR BHFLEE S3
Glacier FTHR7FE F LEERNHEF ID REFHMEXE,

Example — /8 HIS M APl TE 17 BAR NET # AWS SDK

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDownloadHighLevel_GettingStarted
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";
static string downloadFilePath = "*** Provide the file name and path to where

to store the download ***";

public static void Main(string[] args)
{
try
{
var manager = new
ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

var options = new DownloadOptions();
options.StreamTransferProgress +=
ArchiveDownloadHighLevel_GettingStarted.progress;
// Download an archive.
Console.WriteLine("Intiating the archive retrieval job and then polling
SQS queue for the archive to be available.");
Console.WriteLine("Once the archive is available, downloading will
begin.");
manager.Download(vaultName, archiveld, downloadFilePath, options);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
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static int currentPercentage = -1;
static void progress(object sender, StreamTransferProgressArgs args)

{

if (args.PercentDone != currentPercentage)

{

currentPercentage = args.PercentDone;
Console.WriteLine("Downloaded {0}%", args.PercentDone);

SR 5 . #% S3 Glacier PV REEM R 1F

HEWTRS | LHSMBRE FR 3 : 1§57 LEE S3 Glacier FHRFE F LENEHIHF,

/A Important

&L FE A Amazon S3 Glacier 2 AMIBRIEF, T AHFERE , AWM LEE, TERIMER , #
EEZLAEH AWS Command Line Interface (CLI) REARERE, EELEEH | flunEs,
ERMEMNXH | BABEEMSEH REST API AWS CLI A AWS SDKs , EH siEARER
BREHBER.

EERHE AWS CLI, 5528 AWS Command Line Interface, MERHE FH S3 Glacier BIEF
#EA AWS CLI , 5828 AWS CLI S3 Glacier (&%, mMEMFH AWS CLI #H1F &% S3
Glacier FI &% , FESBIEE £/ S3 Glacier AWS Command Line Interface,

MBREHIHFE |, FEETIHEP —EFRZEEFR AWS CLI

« £/ 1#& S3 Glacier PV RIFEEMIERE 17 @AM Java B AWS SDK
« £/ & S3 Glacier FHVRFZEMBREF EHAMN NET 8 AWS SDK
« fEF AWS CLIfIER S3 Glacier FHI 17

HEBEE

« S 3 Bi1FE LEZE S3 Glacier PHIREEE
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M Amazon S3 Glacier PRI 17

£ 7% S3 Glacier P RFZEMEREF BHAR Java B9 AWS SDK
THREXEEGIER BAR Java B AWS SDK ikt 1F, £RRES , FEETHEE
- DeleteArchiveRequest ¥ iHAMBRER , SEHEFREMENRTFTERBINEF ID.

« deleteArchive API fEE&#5EREEZE Amazon S3 Glacier , LA BRE 1Fo
- WEIHIEAZEEIS (REA) EiF (us-west-2),

MEHATLEFNZLSRE |, 552 FH Eclipse #1717 Amazon S3 Glacier # Java &4, EREEIRR
£ HEB 3 #4H1F LEZE S3 Glacier P RFE P LEZERNEF ID REHEXNE.

Example : £/ BAR Java B AWS SDKRIERE 17

import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;
import com.amazonaws.services.glacier.model.DeleteArchiveRequest;

public class AmazonGlacierDeleteArchive_GettingStarted {
public static String vaultName = "examplevault";

public static String archiveld = "*** provide archive ID***";
public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {
// Delete the archive.

client.deleteArchive(new DeleteArchiveRequest()
.withVaultName(vaultName)
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.withArchiveId(archiveld));
System.out.println("Deleted archive successfully.");

} catch (Exception e) {
System.err.println("Archive not deleted.");
System.err.println(e);

5 ¢ S3 Glacier FRFEMIRIFF EAK .NET 8 AWS SDK

T3 C# BXIREHIER NS APIHEAR NET #9 AWS SDK RliRr&%E £ — @SR+ LEHH
7, EEXRHEGD , FEETIEE

- WEfEAIEER Amazon S3 Glacier B2 I ArchiveTransferManager ¥R #1T{E
B,
- WRENIFEHGFFEAZEHAEL (RA) EE (us-west-2),

- WEGIEAFTIRM ArchiveTransferManager EBIR Delete APl fE¥4EE BRAM NETH
AWS SDKH & /& API,

MEHTIEFNZ LR | B2 ATENGES, SEERRBE SE 3 SHEFLEZE S3
Glacier P REFE F LEERNEF ID REHEXB,

Example — £/ S API RIBR77 BAM .NET B AWS SDK

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDeleteHighlLevel_GettingStarted
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";

public static void Main(string[] args)
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FMBABER

{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.DeleteArchive(vaultName, archiveld);

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

£/ AWS CLIfER S3 Glacier AR 1F

&AI LAE A AWS Command Line Interface () ik Amazon S3 Glacier FEYEFAWS CLI,
*RE

- (ERBEMH) BRE AWS CLI

- il : A MBREEF AWS CLI

( SRR ) SXTE AWS CLI

1. THEHMEEE AWS CLI, MEMHEEIET , 28 (AWS Command Line Interface fEA&EF)

HWTHERE :

4 AWS Command Line Interface

% E AWS Command Line Interface

2. EwTRAFEATIIGSREBELN AWS CLI FRE, ELXMSTERERMEAER , Fiite

ERFERERENZEAEHR,
- EREAEDGT
aws help

- EEMBEREWRFE L S3 Glacier RIZEMFEE , 5B5EH list-vaults 5. UK
M5 ID B 123456789012,

H AWS

&£/ MIBRE1E AWS CLI API iR 2012-06-01 27


https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html

Amazon S3 Glacier HBEABER

aws glacier list-vaults --account-id 123456789012

EEEE BRIWHEREER AWS CLI, A aws configure list@<,

aws configure list

g4 - A MBEREE AWS CLI

1. A initiate-job S EAEEEMEIER. WFE initiate-job MTHFMER ,
BT,

\Xt

B

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters "{\"Type\": \"inventory-retrieval\"}"

FEHN@HER

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"
}

2. {EFH describe-job i FREL MM TENME., WFHEEE describe-job i HHFME
, nﬁ%ﬁ}ﬂ- I«Eo

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

@ HER

"InventoryRetrievalParameters": {
"Format": "JSON"

},

"VaultARN": "#*** yault arn ***",

"Completed": false,

"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"
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}

3. HRIEZTH.

FEXAZRERBHERTIEETH, NIREEREELREBHMRE , REERBITEREE
Amazon Simple Notification Service (Amazon SNS) & , Bl S3 Glacier 8 E TR LEZRBZE
BEEERAE.

A AR XX EA E’Jﬁm?# SEBAMEE, MEFEFMER , FFSEBE Amazon S3 Glacier F5%
ERFEEN, ERMABEESESH , S3 Glacier ZAEEIXFA LR IEER Amazon SNS £,

4. THEZERE , 5BEMH get-job-output M ITETHREER output. json, WFE get-
job-output M EHFMER , FESREUS TEH .

§_-|'5’ﬂh+

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

WREELE—EES THMUNESR

i

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
"InventoryDate":""*** job completion date ***"",
"ArchivelList":[{

{"ArchiveId":""*** archiveid ***"",
"ArchiveDescription":"*** archive description (if set) ***",
"CreationDate":""#**#* grchive creation date ***"",
"Size":""*** grchive size (in bytes) ***"",
"SHA256TreeHash":"*#*#* archive hash *#**"

1,

"ArchiveId": 123456789

5. f#M delete-archive S RXHEFMBREEERE K BERREEEAL,

aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id="*#** archiveid ***"

WMEER delete-archive S WFHMEN , FSEMGREF.
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B 6 : £ S3 Glacier P IRRFE

NHERRBERFN—ERHR. &EMBR Amazon S3 Glacier R1FE , BHLEEMBRRFEFNIE
BAEHE , B3 S3 Glacier EEHRREFA L.

BRI L AR AR IEA S3 Glacier ERAMBRRTFE. NEUERRTARAMBRXHENE
A, FSE MBR Amazon S3 Glacier FHIR1FE,

/A Important

MBLERI 24 MERBGHE LEZREE , ARREEFMBHET , CLESHRE -
EREEEFES  TERRBFER. S3 Glacier B#4E 24 1N EHA AR EERHTE
o

fBRZ2 A S #FEERY 5 R

1. & A AWS Management Console , 3¢ 7E https : //https://console.aws.amazon.com/glacier/nome
BARK S3 Glacier £ &,

2. eENEEIEERT  BEEERRREFE AWS EH 6 .

EHAFRES , S@HRFECNEE AL (REE) B,

3. EHEEMRTEHRTESHRERS, IRREETREEH , LELMBRFERE , ALER
MRIRTEE, WMEFMER , 5B BEMIER Amazon S3 Glacier FHIE 1%,

/A Important
il BR AR 17 B 4 SE 18 IR

4. EIEZE MR,
5. MIBRREEYZESREEHR, #E MR,

BRI ZE A 34+ EE Y 25 BR

1. BEEMRIEZEAREE , BLBLEMBRFAERENEE , ARBRKRREE, S FER REST
API. BEAR Java B AWS SDK, EAM NET # AWS SDK = B EERIBRIZHMERIEZER
AWS CLI, INEMBREEFENEN , B2 T 5 : & S3 Glacier FHRZEMBREF,

2. REEAZZE , FEBRLABRFHFNSRMBRZNREE.
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FMBABER

BT RAMEEATRE ?

BALEERAPIRE , BULVBIBELLTER , LLE—2 7 # Amazon S3 Glacier,

» 1£ Amazon S3 Glacier #EHRZE
« 1 Amazon S3 Glacier H{ER 17

BT RAREEATEE ?
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£ Amazon S3 Glacier HERRZE

XHERREHEFN—ERSR. BEUREFER K SUUEERTFESR , UREE AWS B8 HF 2

MRFER . W% S3 Glacier XEM AWS [E1F JBE | 520 (AWS —fifZ &) F# Amazon S3
Glacier i 2 M ELEE,

LR EREFEFFHRERBENHE.

/A Important

S3 Glacier BESRM XA, T8 , HAHFRE , flMmLE, THIMER , BEELE
A AWS Command Line Interface (AWS CL) RBEAERG. REXRAXEHTERE. 6
m, EELBER , flwMEs. MEMIH  BHEFER AWS CLI SiRBERBRIZH
R, BEREEMER REST API :E{EFH AWS SDKs,

EERHE AWS CLI, 5528 AWS Command Line Interface, MEEBE FH S3 Glacier KI5
& AWS CLI , 55288 AWS CLI S3 Glacier (W&Z, MEFEH AWS CLI HEFELEZE S3
Glacier &6 , S BIEE £ S3 Glacier AWS Command Line Interface,

e

* S3 Glacier FHRIFEEZE

+ 7£ Amazon S3 Glacier I REFEE

 7£ Amazon S3 Glacier FHEEURFEEHREER
* 1£ Amazon S3 Glacier P TEREEER

« 7£ Amazon S3 Glacier FEERFEE A

« Bk Amazon S3 Glacier FHREE

- $Z&C S3 Glacier REFE

+ S3 Glacier (R 1ZEHE

S3 Glacier HHYRIZE/EZE

S3 Glacier X EZRBREFEFX. REEFEEARKE AWS B, RIUFER , ELELREFER
EHERE AWS BEFEURFE. EERFHAFER , S3 Glacier E{EEEFRPIEEN AWS B
BOREFERE.
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22 3 A BR S 4 R

18 AWS 1RF HZ R 1, 000 ER1ZE AWS EiF, IFE S3 Glacier XEM AWS [EiF FE |
E2E (AWS —fi&2:ZE) BB Amazon S3 Glacier i B F Bl 58,

RAEERFERFRAHEFNERT , T AUMRREFE , A% S3 Glacier st ENRE —BEERFHIR
B, MABLIBHIUR , REBAREFE,

(® Note

S3 Glacier &% 24 MNEERASERFELEIEET. HRABETHTERMRFEA  S3
Glacier THEBMHE LR REEARURESEEMAEAE  RERRFEREREN.

MERMET , F28 £ Amazon S3 Glacier FE I R1FE M MER Amazon S3 Glacier FHIRTE
=

HHRFEHEER

RO ERRFEES , fINRFERIAY. REFETHNHFEAREETHREHFNEKRD, S3
Glacier @ AR M4 API FELY | LUEEEL AWS B BIRFHFRERFESMERTFENER. MFEF
& , 2 E7E Amazon S3 Glacier FHEURTFEFREE R

THREFEER

REEEFRERFETNHEFRE. SRNBETNEENTF  EFRHEHNEFENR , flHEF D, &2
M EBMAD, RE-XEHEFLEIREENR—KE , S3 Glacier KINBREH —RIRFEER
NHERERLAFTE , BFEA TR

THXHEFER —BHFRIEE. BLALBBERUATHER, WRITHEBRE , S3 Glacier 2l
HEFUHTE, TEZTRR , CHATTHEFER,

EHATIENIEFLAE | EALUER Amazon Simple Notification Service (Amazon SNS) #4%1 , LA
EITEZREBNE, S ASERBR T/EFEREE— B Amazon SNS £E | AEBKREFEERES
ERERTFESHEEREXBL,

S3 Glacier €% 24 MEENABEREFEERFERT. MR LXBEUR , REMBNMERHE
HEFERE , AIFERMTEEN.
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ERRAREFEETMB TR , S3Glacer EEMEELENRER —EERF , ER—ARBIERE , mF
=AREN, SURRARALSBEFE LEENXHETEN TR, BR K BRETHFR LEEER
BE , ZAFRESE LER S3 Glacier WEFHBBAHEER . AR LURERRARTEET
MEFRE , TUAEENERERERNREEEFRAHTEN.

MESBHEBEFNFMEEN , 52/ Amazon S3 Glacier F F&HRFEREF.
RERFEEA

& S3 Glacier F#EUE AR (PINRRFEIRFEEFHTHEF) BEMSREF. FLABBITHE.
THEZK®E A THEH, 52 78 ITHEMKTHR , LAIUER S3 Glacier A, S3 Glacier 4%
BB EIEELIRE MM Amazon Simple Notification Service (Amazon SNS) &,

BOLREREERA , UEBINREESHNEHZERFREBHMN Amazon SNS B, ERME
BERTFESEH , S3 Glacier HEFBHAEEZIEEN Amazon SNS £E., MHEFMER , FBEE
Amazon S3 Glacier HEXERZERE 4,

£ Amazon S3 Glacier PR 1ZE

BIYRGFEARREENEIGIEFPN—BREEF. 86 AWS EEHZ T AWS IRF BY
1, 000 fEfRTEE., T Amazon S3 Glacier (S3 Glacier) X8 AWS WWEEEE |, FFZE ( AWS —f%
2E) T [EEiwR,

BAREER , CARKEFRFERE. UTEREFESEER :

- ERRETNN 13 255 BF w2z,
- ARFRR/ a-z. A-Z, 09, ' (EER). - (EFER) M (FHK)

REEEBERFNEILRFEN AWS BEHP L AR —N, BHRIER , IREAUEFREN AWS [E
HHEIYREBENREFE , ETEEEZMERN AWS BFFEL,

&

 f£MA 7 Amazon S3 Glacier R {R7FE BAR Java B AWS SDK

« f£A 1 Amazon S3 Glacier P EVRZFE BAR NET 8 AWS SDK

* 1£ Amazon S3 Glacier ¥/ REST AP BN RTFE

- £/ Amazon S3 Glacier TR AEIREE
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« M £ Amazon S3 Glacier P2 & 7ZE AWS Command Line Interface

£ £ Amazon S3 Glacier FE2 IV RFE EAM Java B9 AWS SDK

KB API BFrBREFERERMSZE , SREYAMBRREFE. EREFERR , URIEBERSE #
BYNREEBRE AWS B, UATEEA BAR Java Y AWS SDKEM RIFEHNS R,

1. B3 AmazonGlacierClient ERIMNHITEE (AF ).
BEEEETERE AWS BE HPBRUREEN . AIEAFERALAFRIATHNEESSSERATRX
AWS [EiF,

2. IBA[LLEIBE Y CreateVaultRequest BRI HITEERIBEBRENA.
Amazon S3 Glacier (S3 Glacier) EXRERMHRFEZBMNIIRS ID, MREFRMEIIRS D, Alg

FHRGEEREBFERZEAERBEHMNIRS ID, MEFMER , FS2EERRN Java B AWS
SDK # ¢ Amazon S3 Glacier £/,

3. LB RMERYH , LLEHIT createvVault Fik.

S3 Glacier BRI EIFEE CreateVaultResult YIEFETHN.

T%| Java BB BRIERFGRL R, ZEXNBFBREE us-west-2 BEFPEINHE, Location
FIENW REREFENHEY UR, EFSESEWIESE IDAWS BF, REFESLHE.

AmazonGlacierClient client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com");

CreateVaultRequest request = new CreateVaultRequest()
.withVaultName("*** provide vault name ***");

CreateVaultResult result = client.createVault(request);

System.out.println("Created vault successfully: " + result.getlLocation());

(® Note
MFEEMR REST API WEF , FBH BAFREE (PUT REE).
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FMBABER

- FH BYRFE BAR Java B AWS SDK

T3 Java BABEHIEE us-west-2BIHFEIRFE ( MEFMEA AWS Bl , F2H FEH
Amazon S3 Glacier), Wt , B IR FIFHEERRTFTEENA. JHER PR ERTE AWS EiF ,

REMBREIHWRTE,

WMFNABAT T IIEPINZELS R |,

Example

import java.io.IOException;

import

import
import
import
import
import
import
import
import
import
import

public

java.util.List;

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

528 £/ Eclipse #117 Amazon S3 Glacier B9 Java &4,

auth.profile.ProfileCredentialsProvider;

services.
services.
services.
services.
services
services.
services.
services.
services.

glacier.
glacier.
glacier.
glacier.
.glacier.
glacier.
glacier.
glacier.
glacier.

AmazonGlacierClient;

model.
model.
model.
.DescribeVaultOutput;
model.
model.
model.
model.

model

class AmazonGlacierVaultOperations {

CreateVaultRequest;
CreateVaultResult;
DeleteVaultRequest;

DescribeVaultRequest;
DescribeVaultResult;
ListVaultsRequest;
ListVaultsResult;

public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials

= new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

String vaultName = "examplevaultfordelete";

try {
createVault(client, vaultName);
describeVault(client, vaultName);
listVaults(client);
deleteVault(client, vaultName);
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} catch (Exception e) {
System.err.println("Vault operation failed." + e.getMessage());

private static void createVault(AmazonGlacierClient client, String vaultName) {
CreateVaultRequest createVaultRequest = new CreateVaultRequest()
.withVaultName(vaultName);
CreateVaultResult createVaultResult = client.createVault(createVaultRequest);

System.out.println("Created vault successfully: " +
createVaultResult.getlLocation());
}

private static void describeVault(AmazonGlacierClient client, String vaultName) {
DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()
.withVaultName(vaultName);
DescribeVaultResult describeVaultResult =
client.describeVault(describeVaultRequest);

System.out.println("Describing the vault: " + vaultName);
System.out.print(
"CreationDate: " + describeVaultResult.getCreationDate() +

"\nLastInventoryDate: " + describeVaultResult.getlLastInventoryDate() +
"\nNumberOfArchives: " + describeVaultResult.getNumberOfArchives() +
"\nSizeInBytes: " + describeVaultResult.getSizeInBytes() +
"\nVaultARN: " + describeVaultResult.getVaultARN() +

"\nVaultName: " + describeVaultResult.getVaultName());

private static void listVaults(AmazonGlacierClient client) {
ListVaultsRequest listVaultsRequest = new ListVaultsRequest();
ListVaultsResult listVaultsResult = client.listVaults(listVaultsRequest);

List<DescribeVaultOutput> vaultList = listVaultsResult.getVaultList();

System.out.println("\nDescribing all vaults (vault list):");

for (DescribeVaultOutput vault : vaultlList) {

System.out.println(

"\nCreationDate: " + vault.getCreationDate() +
"\nLastInventoryDate: " + vault.getLastInventoryDate() +
"\nNumberOfArchives: " + vault.getNumberOfArchives() +
"\nSizeInBytes: " + vault.getSizeInBytes() +
"\nVaultARN: " + vault.getVaultARN() +
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"\nVaultName: " + vault.getVaultName());

}

private static void deleteVault(AmazonGlacierClient client, String vaultName) {
DeleteVaultRequest request = new DeleteVaultRequest()
.withVaultName(vaultName);
client.deleteVault(request);
System.out.println("Deleted vault: " + vaultName);

£ £ Amazon S3 Glacier FE IV FREFE EAR NET B9 AWS SDK

HEAR NET #9 Amazon B EHREN S TR AP| HRE TREEMNEIL %,

*RE
. S EAMN NET 89 AWS SDKEI S API B Y 1R17E
- FF BVEFE API B R7FE ERAR NET B9 AWS SDK

A BEAM NET #9 AWS SDKRI S API B Y RFE

=M APl 9 ArchiveTransferManager AU TARE AWS EiFHPERFEN
CreateVault 5%,

g5 - £ SR AP WRTFER/E BARM NET 89 AWS SDK

DT C# BN BEAIZIMMBRER AL (REE) BEPNRTE, MFEETLUE AWS BiE HE
MREER JBE |, 5528 FEL Amazon S3 Glacier,

WMFBLWAHAT FIEFNZELRA |, F2E ATEXRLL, EFEEEFAMTEEREEZBNER
o

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;
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namespace glacier.amazon.com.docsamples

{
class VaultCreateDescribelistVaultsDeleteHighLevel

{

static string vaultName = "*** Provide vault name ***";

public static void Main(string[] args)

{
try
{

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.CreateVault(vaultName);
Console.WritelLine("Vault created. To delete the vault, press Enter");
Console.ReadKey();
manager.DeleteVault(vaultName);
Console.WriteLine("\nVault deleted. To continue, press Enter");
Console.ReadKey();

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

£ BIKME API 2 R7FE EAR .NET #9 AWS SDK

KR AP AFTERIFERERM L ZE , SREUNRBRRIFE, NEREFEHR , URREERE F
BYNREEBE AWS B, UATEMEA BARN NET B AWS SDKEMRFERNDER,

1. B3 AmazonGlacierClient ERIMHITERE (A FI®).
BEEEETEE AWS BE HHBUREEN . AEEFERALAFPRIATHNEESSEERATRX
AWS [EiF,

2. IBATLLEIBE Y CreateVaultRequest ERIHNHITEERIBEBRENA.
Amazon S3 Glacier (S3 Glacier) EXRERHRFEZBMNIIRS ID. MREFTRHIIRS D, Alg

FREGREEREEBZRCEAEREBNIRSE ID, MEFMAED , F2EERR NET ) AWS
SDK # % Amazon S3 Glacier £/,
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3. BB RHBRYH | UEHT CreateVault Hik.

S3 Glacier B B fEFE CreateVaultResponse ¥4 20 A/,

g5l - R KR API RFERE BAR NET 89 AWS SDK

T35 C# SEHIHRBIR SR, LhEHIEXRBERL (RYM) BHRNRIFE, b, EXBHHISHEN
RIFEEA. FIHHER PHREREFE AWS B , ARMBREYNREFE. Location JEK 2R
FENMESE URI, EHESEMNIRS IDAWS B, MREFERR,

(@ Note
WMFEM REST API NEH , 28 ELREE (PUT RiFE).

WEMABMATTIEPINZELSRA |, F2E PTEARES, CEEEENMREAREEZBHNER
.

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{

class VaultCreateDescribelListVaultsDelete

{

static string vaultName = "*** Provide vault name ***";
static AmazonGlacierClient client;

public static void Main(string[] args)

{
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Creating a vault.");
CreateAVault();
DescribeVault();
GetVaultsList();
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Console.WritelLine("\nVault created. Now press Enter to delete the vault...");
Console.ReadKey();
DeleteVault();

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

static void CreateAVault()
{

CreateVaultRequest request = new CreateVaultRequest()

{

VaultName = vaultName
13
CreateVaultResponse response = client.CreateVault(request);
Console.WriteLine("Vault created: {@}\n", response.Location);

static void DescribeVault()

{

DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()

{

VaultName = vaultName

};

DescribeVaultResponse describeVaultResponse =
client.DescribeVault(describeVaultRequest);

Console.WriteLine("\nVault description...");

Console.WriteLine(
"\nVaultName: " + describeVaultResponse.VaultName +
"\nVaultARN: " + describeVaultResponse.VaultARN +
"\nVaultCreationDate: " + describeVaultResponse.CreationDate +
"\nNumberOfArchives: " + describeVaultResponse.NumberOfArchives +
"\nSizeInBytes: " + describeVaultResponse.SizeInBytes +
"\nLastInventoryDate: " + describeVaultResponse.LastInventoryDate
);

static void GetVaultsList()
{
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string lastMarker = null;
Console.WriteLine("\n List of vaults in your account in the specific

region ...");
do
{
ListVaultsRequest request = new ListVaultsRequest()
{

Marker = lastMarker
i

ListVaultsResponse response = client.ListVaults(request);

foreach (DescribeVaultOutput output in response.VaultlList)

{

Console.WriteLine("Vault Name: {0} \tCreation Date: {1} \t #of archives:

{23,
output.VaultName, output.CreationDate,
output.NumberOfArchives);
}
lastMarker = response.Marker;
} while (lastMarker != null);

}
static void DeleteVault()
{

DeleteVaultRequest request = new DeleteVaultRequest()

{

VaultName = vaultName

};

DeleteVaultResponse response = client.DeleteVault(request);
}

1£ Amazon S3 Glacier F{£/H REST AP| 23 {R1FE

EREM REST API B 7E , 20 ELREE PUT REE).

£ Amazon S3 Glacier I A BN IR FE

EZF A Amazon S3 Glacier (S3 Glacier) TR ABURFENEZSEN , FSBAMBBHINTE

2 : #£ S3 Glacier PR R FE,

£/ REST B REE
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£ £ Amazon S3 Glacier FZ R FE AWS Command Line Interface

BB TYLER , A AWS Command Line Interface (AWS CLI) , ¥ Amazon S3 Glacier (S3
Glacier) F B REFE,

X8

o (FTRIFH) BT AWS CLI

- Eif5 : R EyufR7FE AWS CLI

( o3RI ) 8%E AWS CLI

1. THEHMERE AWS CLI, MEMEIETR , 52 (AWS Command Line Interface fEA &) &
B TR5IEE :

Z 8% AWS Command Line Interface

% E AWS Command Line Interface

2. EMSERPBATIGSREBESEHN AWSCLI BBE,. EEHOTSHEEMZAETY  Hite
FRAERERENEAER,

- ERERAEDGS,
aws help

- EEMBERERFE L S3 Glacier RIZEMEE |, 55EH list-vaults 5. LB AWS
RE ID BX 123456789012,

aws glacier list-vaults --account-id 123456789012

- FEEE BEIMARER AWS CLI, A aws configure list@i®,

aws configure list

1 - FH BAR7FE AWS CLI

1. fEM create-vault % , EWRF 111122223333 FEIM — @& A awsexamplevault KR
BEE,
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aws glacier create-vault --vault-name awsexamplevault --account-id 111122223333

RN HER

"location": "/111122223333/vaults/awsexamplevault"

2. ffH describe-vault IESERFEEN,

aws glacier describe-vault --vault-name awsexamplevault --account-id 111122223333

£ Amazon S3 Glacier F#IEVR ZEF#EE R

FZULUHERREEES , fINREEEYAY, REETNHEENREEPFHMEHTFNEKX
/o Amazon S3 Glacier (S3 Glacier) € A& 12/t API FEY |, LUEEEUEIRE 45 E AWS BiFHHBER
FERFMERTFENER.

MREHEERIZEREE |, S3 Glacier SEEZREFEERZEZ ASCI BEHFIEE, HEERZTE

£ 1,000 AREE, CEZ—ERETECHNEENEHEENR  IRSEEZER |, EXHUA
null, B LLEZERS OEFERNREEHE, IROETNREELFFEONES 6 AEeHER
HITPH, BREEEXREMBER , LHEWT—HEREE,

FE

« 5 £ Amazon S3 Glacier R EVRFZEHEE R BHAR Java B AWS SDK

- £/ 7£ Amazon S3 Glacier PHERFEFREER BAR .NET 8 AWS SDK

» {8 REST API| fEEUR 12 & 5 %

« 5/ 7£ Amazon S3 Glacier F#ERZEFHEE R AWS Command Line Interface

£/ £ Amazon S3 Glacier FHEERFEHHEER EAR Java B AWS
SDK

ES -]
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- HBRREENREETHEER
- HRESPHEREFENREESEE R
- EHl| FERBERR Java B Amazon BEREHBERREEHEER

HRRFENRFEFRER

BU BB ERFERRE AWS BHFERFENFRER, UTHSRBHNMEAERR
Java 9 Amazon BB EHWEMR APl , AR ERTFEMBRTFEFRER.

1. B3 AmazonGlacierClient ERIMWHITERE (A F %)

LEEREEREFEEMEN AWS EiF, ZERALLLAFRIMTHMERENRSERRZ AWS EfF,
2. WA LUEIBE Y DescribeVaultRequest BRI E{TEBE RIZHBREA.
Amazon S3 Glacier (S3 Glacier) EXRERHRFEZBMNIIRS ID. MREFRHIIRS D, Alg

FREGEEREEBZRZEAEREBMNIRS ID, NEFMEN , BF2EERR Java B AWS
SDK # ¢ Amazon S3 Glacier £/,

3. LB NIBHEBERYH , LAESIT describeVault FiE,

S3 Glacier BEIHRIFEHEER EATE DescribeVaultResult Y2 HM.

T3 Java BT RIER RS R

DescribeVaultRequest request = new DescribeVaultRequest()
.withVaultName("*** provide vault name***");

DescribeVaultResult result = client.describeVault(request);

System.out.print(

"\nCreationDate: " + result.getCreationDate() +
"\nLastInventoryDate: " + result.getLastInventoryDate() +
"\nNumberOfArchives: " + result.getNumberOfArchives() +

"\nSizeInBytes: " + result.getSizeInBytes() +
"\nVaultARN: " + result.getVaultARN() +
"\nVaultName: " + result.getVaultName());
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® Note
MFEEMR REST API WEHR , F28 IR RTFE (GET R7FE).

BN ESTFERFENREFETREN
BHAEMA listVaultsTEMBUSE AWS BEH T R7EN P REH.

LT Java BB BREEE us-west-2 BEIFHWNHERE., FRERFCLEFELNRTFEHESR
5@, BB REFESET —RI1istVaultsiFa , & AWS ERENEEREESE,

AmazonGlacierClient client;
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

String marker = null;
do {
ListVaultsRequest request = new ListVaultsRequest()
.withLimit("5")
.withMarker(marker);
ListVaultsResult listVaultsResult = client.listVaults(request);

List<DescribeVaultOutput> vaultList = listVaultsResult.getVaultList();

marker = listVaultsResult.getMarker();

for (DescribeVaultOutput vault : vaultlList) {

System.out.println(

"\nCreationDate: " + vault.getCreationDate() +
"\nLastInventoryDate: " + vault.getlLastInventoryDate() +
"\nNumberOfArchives: " + vault.getNumberOfArchives() +
"\nSizeInBytes: " + vault.getSizeInBytes() +
"\nVaultARN: " + vault.getVaultARN() +
"\nVaultName: " + vault.getVaultName());

}

} while (marker != null);

EAENEXNBHEY  MREREEFRFPIEE Limit B , 8 S3 Glacier #E[E %iE 10 ERE
E , EELRFERLH S3 Glacier API FREMN. WMREJNHELHMHE , AIEFE marker MU BEX
#£E Amazon Resource Name (ARN) , BMELUFTHFEREESI L , BH marker WAL A null,

nl‘ﬂ

FERABERFEEENEFEEBFUBERETEN describeVault FEMESHNE

==
E/%‘

FAHE

-
al ¢
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@® Note
listVaults FEMMKRE REST API (B2 "JIHAREE) (GET &RFE)).

g4 : FERAEAR Java 9 Amazon AR E4HIREZESEER

WMEEETEAGHES , F260E "HO . A BV FREFE BEHR Java B AWS SDK. . Java B
PN XA BN E PR E R

£/ £ Amazon S3 Glacier FHEERFEHHEER BAR NET 89 AWS
SDK

£

- BERREFENREETEEFR

- BFRESTAEREENREEDEER

- g6 - A BERS AP BEUREETEE R EAMN NET B AWS SDK

HRREFENREFEDEER

BU LB ERFERRE AWS BEHFFIERFENFRER, UTREH BAR NET 89 AWS
SDKHYEFE APl RS ERFERIRFEFEERNSE,

1. B3 AmazonGlacierClient ERIHWHITERE (A F %)

REERERTFEMEN AWS B, BERALAFRBATWAMERENSSERTZ AWS B,
2. BAILUEIBE Y DescribeVaultRequest EBIMIETEBE RIZHBREA.
Amazon S3 Glacier (S3 Glacier) ERZRMURFELZBIIRS ID. MREFTREMHEKRS ID, Alg

EAESRUERFEEZRCEAERERHNIRE 1D, NEFEFMER , F2EERMN NET B9 AWS
SDK ## Amazon S3 Glacier £/,

3. UBEEARUBRYH , MEHIT DescribeVault 7%,

S3 Glacier BEIHNRIFEHEELR ENATE DescribeVaultResult Y2 A HM.
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T3 C# BABH BREARRIALS R, BARHRENEZEAL (RYH) BB RARFENTFRER
ﬁ%ﬂo

P

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()
{
VaultName = "*** Provide vault name ***"
};
DescribeVaultResponse describeVaultResponse =
client.DescribeVault(describeVaultRequest);
Console.WriteLine("\nVault description...");
Console.WriteLine(

"\nVaultName: " + describeVaultResponse.VaultName +
"\nVaultARN: " + describeVaultResponse.VaultARN +
"\nVaultCreationDate: " + describeVaultResponse.CreationDate +
"\nNumberOfArchives: " + describeVaultResponse.NumberOfArchives +
"\nSizeInBytes: " + describeVaultResponse.SizeInBytes +
"\nLastInventoryDate: " + describeVaultResponse.LastInventoryDate
);

(@ Note

WMEEY REST API W& , FSHE HAREE (GET REH).

BN ESTERFENREETREN
BHALEMA ListVaultsT MBS E AWS BEHATERTEN P REH.

BT C# BB RENEEES (R#M) EBPNREFESE, FRERIDEHEQNRTFER
BA5E, BRXABHREZFEET -RIIListVaultsHl |, & AWS EEBENEEARFEBE.

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);
string lastMarker = null;
Console.WriteLine("\n List of vaults in your account in the specific AWS Region ...");
do
{
ListVaultsRequest request = new ListVaultsRequest()
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{

Limit = 5,

Marker = lastMarker
};

ListVaultsResponse response = client.ListVaults(request);

foreach (DescribeVaultOutput output in response.VaultList)

{
Console.WriteLine("Vault Name: {@} \tCreation Date: {1} \t #of archives: {2}",
output.VaultName, output.CreationDate, output.NumberOfArchives);

}

lastMarker = response.Marker;
} while (lastMarker != null);

EIENERNGBHERS , MRERIEEFRDPIETE Linit & , B S3 Glacier #$EE %3E 10 BERE
E , ELRIFERH S3 Glacier APl 52 EM

IR BEDRASERFEECNEAREBTILSEREFERN DescribevVault FEFIEBNE
AAEE

= ”'h
:I

(® Note
ListVaults AEMMEKE REST API B2E8 "3 HAREE, (GET REFEE)).

4l - A IR AP EERFEREER EAR NET 8 AWS SDK

MEEEPEXNBES , F2E "EH - FH WK AP WREFERE BAR NET 8 AWS
SDK. » C# EABHPZYREFENFENREFEFEESR,

£/ REST API f#EER ZEHEE R

HEMEH RESTAPI SIHREFENESEN , F2E " JIHREFE, (GET REFE), &EH#HR—ERK
FENFHEES  F2H HLREFE (GET ®RFE).

A £ Amazon S3 Glacier FHEE{RZEH#EE R AWS Command Line
Interface

It & 450 R BA 4] F§ AWS Command Line Interface () #8EX Amazon S3 Glacier (S3 Glacier) FH R E
EERAMPEERAWS CLI,
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ES]

« (SERIRMHE) ERE AWS CLI

- g6l . 8 BMIREETEER AWS CLI

( SoREMHE ) 8%E AWS CLI

1. THEHMERE AWS CLI, MEMEEIETR , 52 (AWS Command Line Interface fEA &) &
B TR5IEE :

Z 8% AWS Command Line Interface

% E AWS Command Line Interface

2. EHSRERTHATISROSREZEHN AWSCLI RE, EERTTISHBEMEAEEY , EtE
FRERERENEAER,

- EREAEDGS,
aws help

- FEMBEREWIRFE L S3 Glacier RIZEMEE |, 55EH list-vaults 5. LB AWS
RE ID BX 123456789012,

aws glacier list-vaults --account-id 123456789012

- EEEE HEIWHARER AWS CLI, M aws configure list@®,

aws configure list

g6 ;. EH BEERFEFEER AWS CLI

« f{#f describe-vault % , FEWRF 111122223333 TH#HR—EHR A awsexamplevault B
REFE

aws glacier describe-vault --vault-name awsexamplevault --account-id 111122223333
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£ Amazon S3 Glacier F TEREEERF

H 5 — A 1F LERRZE®R , Amazon S3 Glacier (S3 Glacier) EEB BV REEER , REFERK
HWEHFH—IR, S3 Glacier B FE—EHERFR , BEFEXXRI —RNWEBS T UAEEERT. B0LER
LA {E 5 B S3 Glacier HHEUREEET :

1. £/ BEMEFR (POST £7) RIFRE EFHEER

/A Important
EREEUBER W Re S B B IEEEZE B R A BN , W3R PolicyEnforcedException
BIAAMRTR. WEFREREBBRNWFMERN , F2[E S3 Glacier EREEER., WF
PolicyEnforcedException BIAAMRAHFFMERF , FSH EREE,

2. EBERE , A _TEEEREL, (GET @ih) RETHUTHE.

flan , EEEESXHERFEERBAMBWEEEE, UFERSHRBMITIERER,. EEHBHEINT
{EB% | S3 Glacier @B TEXWE D EFEE T4 ID, & S3 Glacier T TER |, BT LIENE TEf
H, HEUTHESREEEENESR.

HATRER  FEMEEE L, EEHEERNRE , ERTIEE

- ERTEIHEA : BAEEEIETRRE , S3 Glacier AJ AR #IEEIH Amazon Simple
Notification Service (Amazon SNS) &, B LAERA T 5EEE L Amazon SNS F 7 :

. AEEI{EEE Amazon SNS £,

BRE TR , ERIZBIEE Amazon SNS =&,
- EXHELLREENERE,

U LABREEFNEBESHREENRE FFSE £ Amazon S3 Glacier F1 5% E R 17 EiE ).
BRI RIS ESEH |, S3 Glacier HIEEEFASIIEEMN SNS =88,

NMREGERFEELCEREBAERE , MASEREB T/ERFHBIETE Amazon SNS £ |, EZRRE T4
B¥ , S3 Glacier 81 TEERA B EIETEMEEE,

BA L% SNS FEREAZBEFHAHBANLR , AESALRBEFEEAREXTLUHHH Amazon
Simple Queue Service (Amazon SQS) ., EASHBETIIFE , BUUBRETKESEIEFT
B, RETHEBNE@ L.
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- BIREMFER THEEF : S3 Glacier BRI THEESR (L EH (GET JobID)) , AIRE WM TEE
o BUNEHBREMUFBRUENEBER. ER , £8 Amazon SNS BHZEZEMIEE,

® Note
#3718 SNS BHIESWEN , AN WEREEAMEENEFRAMEE.

&

- BRER

» f£/ 1 Amazon S3 Glacier # THRFEERF EAR Java B AWS SDK

- A EAR NET K AWS SDKTE Amazon S3 Glacier F FEREEERF

- {£F RESTAPITE&XHEFE

- £/ 1& Amazon S3 Glacier  F &R f7EE7F AWS Command Line Interface

BRER

S3 Glacier BRELEFH —XREFEERF , #EF-— BB FLEEREFENB—XREKE, MRERLEX
BELUR  REFEAMBRXEENERE  AFEEANTEEH. ERARTEEEERE I/EHE , S3
Glacier BBRHELNRE—EER , ER—ARFENRE K MmA2AEER, FEE , S3 Glacier
ARGFERUE—BERR K BEFE¥XRI—XNEES TEERER,

BURLAREAASAFTE LEENXHERFENFRE, T8 , RREETAFK LEZE—BERE
& Fimi$ LEE S3 Glacier c HEWABPEERELBE., AR, EURSRRANMFEFTENGT
B, TUREZEEEEREPEABERN N ERERAHES. SLEBRRFEEY APRNRER
BERRHENZNFERERE. NFERERFEFHERNNFHES  F2HE EFENEE,

BRI LALLE SR 2 R{E (CSV) 3 JSON MERABOER. SR REEERBDEFERFNEN. &
BN ZE JSON, NEFEFBEFEHRBLEFELNERMUNFRES  F2EDEXN B EHE T
API Y ,

£ £ Amazon S3 Glacier # FERFEER BERAM Java B AWS SDK

LT RER BRR Java B9 AWS SDKIEF API RERGREEEENS B, SN API TXEEER
FEERF.
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1. B3 AmazonGlacierClient EBIMWEITEE (A F®).

BEEBREREFEEMEN AWS B, ZFEALAFRATHMERETSERAZIZ AWS EiF,
2. FEiB#IT initiateJob FERB IR EFFEIVER.

FEBRM initiateJob YIHHH THEERAREIT InitiateJobRequest,

(® Note

AR IRREFEEFHEATHR , EGEEEER. Amazon S3 Glacier (S3 Glacier) 8%
24 MNEERABEREFEERTER.

S3 Glacier E7EEIfEHREE T/ ID, ZEIMETE InitiateJobResult BRIMFITEE ST A,

InitiateJobRequest initJobRequest = new InitiateJobRequest()
.withVaultName("*** provide vault name ***")
.withJobParameters(

new JobParameters()
.withType("inventory-retrieval")
.withSNSTopic("*** provide SNS topic ARN ****'")

);

InitiateJobResult initJobResult = client.initiateJob(initJobRequest);
String jobId = initJobResult.getJobId();

3. Fx T

EBXASNIRAHERIFAETR., IREEREELREBARE  IEETRHRIERIEE
Amazon Simple Notification Service (Amazon SNS) F 78 , Bl S3 Glacier 8 E SR L& QT E
BEERAE,

BB AT LUEIBR I describelob F3ERE S3 Glacier , LAHIE TESRARKE, FiB |, £/
Amazon SNS FEETEHNREZN S, UATEHREMNEXBEABEAR S3 Glacier 19
Amazon SNS R&EmFAL.

4. FBBHIT getJobOutput FETHIFRME (REEEFEER).
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BB GetJobOutputRequest HAIWETERRIEAMIRS ID, £ ID MXH4GERRE. W
RETRMRS ID, ASFEAESEHRBEZFRCBEAERNBBAOIIES ID, MEFHMEN , B2
EE AR Java B9 AWS SDK ## Amazon S3 Glacier £/,

S3 Glacier BRI #i H7E GetJobOutputResult ¥#4F A,

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withVaultName("*** provide vault name ***")
.withJobId("*** provide job ID ***");
GetJobOutputResult jobOutputResult = client.getJobOutput(jobOutputRequest);
// jobOutputResult.getBody(); provides the output stream.

@® Note
WEEFIFHBANERE REST API WE |, F2E %8 %E.

15 - FERAEARN Java B9 Amazon BRE4EIREFEEER
AR Java BB SIS HEEEEXHEN X HESE,
EHFITTIIER -

#3I Amazon Simple Notification Service (Amazon SNS) £,

S3 Glacier 752X TE#& M F EEIX @A,

3 Amazon Simple Queue Service (Amazon SQS) 1751,

WEHIHEBEREZEZR{TS] , LAME Amazon SNS EEREH R M AL BT,
EBREEUTEEENHE.

EIERERD , SIEEMEIMN Amazon SNS £ , At , S3 Glacier AILATEE K TEE A B
e

W& Amazon SQS 1FHIFREEEZE I ID WAL,

MREAE , LM JSON Y REFKERRIEFRTH. MRR , FTHEE,

EiBMIER Amazon SNS EEMEE I K Amazon SQS 175 2EBR.
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Policy;
Principal;
Resource;
Statement;

core.JsonParseException;
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.AmazonSQSClient;

.CreateQueueRequest;
model.
model.
model.
.model.
model.

profile.ProfileCredentialsProvider;
services. AmazonGlacierClient;
model.
model.
model.

model.

GetJobOutputRequest;
GetJobOutputResult;
InitiateJobRequest;
InitiateJobResult;
JobParameters;

CreateTopicRequest;

DeleteTopicRequest;
SubscribeRequest;
SubscribeResult;
UnsubscribeRequest;

CreateQueueResult;
DeleteQueueRequest;
GetQueueAttributesRequest;
GetQueueAttributesResult;
Message;
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import com.amazonaws.services.sqs.model.ReceiveMessageRequest;
import com.amazonaws.services.sqs.model.SetQueueAttributesRequest;

public class AmazonGlacierDownloadInventoryWithSQSPolling {

public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static

public static

String
String
String
String
String
String
String
String
String

vaultName = "*** provide vault name ***";
snsTopicName = "*** provide topic name ***";
sqsQueueName = "*** provide queue name ***";
sqsQueueARN;

sqsQueueURL;

snsTopicARN;

snsSubscriptionARN;

fileName = "*** provide file name ***";
region = "*** region ***";

long sleepTime = 600;

AmazonGlacierClient client;
AmazonSQSClient sqgsClient;
AmazonSNSClient snsClient;

void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client =

new AmazonGlacierClient(credentials);

client.setEndpoint("https://glacier." + region + ".amazonaws.com");
= new AmazonSQSClient(credentials);
sgsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
= new AmazonSNSClient(credentials);
snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

sgsClient

snsClient

try {

setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

Boolean success = waitForJobToComplete(jobId, sqsQueueURL);
if (!success) { throw new Exception("Job did not complete

successfully.");

}

downloadJobOutput(jobId);
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cleanUp();

} catch (Exception e) {
System.err.println("Inventory retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest qRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sgsClient.getQueueAttributes(gRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {

CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);

CreateTopicResult result = snsClient.createTopic(request);

snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)
.withProtocol("sqgs");
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SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("inventory-retrieval")
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);
return response.getJobId();
private static Boolean waitForJobToComplete(String jobId, String sqsQueueUrl)
throws InterruptedException, JsonParseException, IOException {
Boolean messageFound = false;
Boolean jobSuccessful = false;

ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueueUrl).withMaxNumberOfMessages(10@)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").textValue();

JsonParser jpDesc = factory.createlsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);
String retrievedJobId = jobDescNode.get("JobId").textValue();
String statusCode = jobDescNode.get("StatusCode").textValue();
if (retrievedJobId.equals(jobId)) {

messageFound = true;
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if (statusCode.equals("Succeeded")) {
jobSuccessful = true;

}
}
}
} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful);

private static void downloadJobOutput(String jobId) throws IOException {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

FileWriter fstream = new FileWriter(fileName);
BufferedWriter out = new BufferedWriter(fstream);
BufferedReader in = new BufferedReader(new
InputStreamReader(getJobOutputResult.getBody()));

String inputlLine;
try {

while ((inputLine = in.readLine()) !'= null) {

out.write(inputLine);

}
}catch(IOException e) {

throw new AmazonClientException("Unable to save archive", e);
}finally{

try {in.close();} catch (Exception e) {3}

try {out.close();} catch (Exception e) {}
}

System.out.println("Retrieved inventory to " + fileName);

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));
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}

5 BAR NET # AWS SDKE Amazon S3 Glacier 1 F iR F EE 15

LTRER BAR NET 8 AWS SDKIERE API REERIFEEFNZER, S APl A EHEER
FEER.

1. B3 AmazonGlacierClient ERIKN#ITEE (B FE%).

BEEREREFEMEN AWS B, ZFEALAFRATHMERETSERAZIZ AWS EiF,
2. BB#IT InitiateJob AlENR B EFFEEVER,

A LAE InitiateJobRequest MIHFRE IEEM . Amazon S3 Glacier (S3 Glacier) §7£[H
FEE[E T4 ID, % EIFEE InitiateJobResponse I TEEFTH,

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "inventory-retrieval",
SNSTopic = "*** Provide Amazon SNS topic arn ***",
}
};
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

3. F® T

BXASNTRBHERIFEETR. WREEREFELEEERE Amazon Simple Notification
Service (Amazon SNS) FEMNBHERE , XELEM K TIERIEE Amazon SNS £ |, Al S3
Glacier 8 TR TEZ AR ETEFEEAL. UTEHRENEXNGEAEAR S3 Glacier B
Amazon SNS R&H AL

B AT LLEIB R Describelob AR &R S3 Glacier , LAY|ET TETRARRE, HER |, FH
Amazon SNS FREHTEAEEEBZMN G E.
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4. BBHIT GetJobOutput FETHIEE (REEEEER).

FEBE L GetJobOutputRequest FBIMHITEBKRIZMIES ID, RFESBBMIE ID EF. W
RETRMKRS ID , ISFEAESREMRBXBFRZBAERNBBNIIRS ID. MEFBER , F2
BiE AR NET 8 AWS SDK # & Amazon S3 Glacier £/,

S3 Glacier EEI & H 7 GetJobOutputResponse ¥+ A A,

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

Iy

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}
(® Note

WEREHHEENIKE REST API WEM , F2RE TRk,

4 - FH KR API HEURFEEF BAR NET #9 AWS SDK
LT C# BB SIS IS R FENRFEER,
EHIEBT TR

o X Amazon SNS EE&,

S3 Glacier B T TEZ mZ EBEEEA,
« E%E Amazon SQS 1751,
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WEHIASBEREZEZETS , BAE Amazon SNS FEREAEMAL,
- REBEBEUTREENHEF.

EIEFERS |, ZEHIFEE Amazon SNS & |, LA{E S3 Glacier E TEZREBEAL.,
- EHI#®ZE Amazon SQS FHIHHFA L.,

MREEAL , T JSON EREFERTIEFTHR. RZE , FTEHHF. ZRBEHHIER
JSON.NET 2 EE (782 B JSON.NET) 3|41 JSON,

- EiBMBER Amazon SNS FEMEZEIH Amazon SQS 15 3REER,

Example

using System;

using System.Collections.Generic;

using System.IO;

using System.Threading;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Glacier.Transfer;

using Amazon.Runtime;

using Amazon.SimpleNotificationService;
using Amazon.SimpleNotificationService.Model;
using Amazon.SQS;

using Amazon.SQS.Model;

using Newtonsoft.Json;

namespace glacier.amazon.com.docsamples
{
class VaultInventoryJobLowlLevelUsingSNSSQS
{
static string topicAzrn;
static string queueUrl;
static string queueArn;
static string vaultName
static string fileName

Kk k.
’

"*¥** Provide vault name ***";
"*** Provide file name and path where to store inventory

static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sgsClient;
const string SQS_POLICY =

II{II +
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" \"Version\" : \"2012-10-17\"," +

" \"Statement\" : [" +

n {Il +

" \"Sid\" : \"sns-rule\"," +
" \"Effect\" : \"Allow\"," +

" \"Principal\" : {\"AWS\" : \"arn:aws:iam::123456789012:root\" 3},"

" \"Action\" : \"sgs:SendMessage\"," +

" \"Resource\" : \"{QuernArn}\"," +

" \"Condition\" : {" +

" \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArn}\"" +
" I+

n }Il +

" I+

" 1"+

"3

public static void Main(string[] args)

{

AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();

Console.WriteLine("Retrieve Inventory List");
GetVaultInventory(client);
}
Console.WritelLine("Operations successful.");
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sgsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl = queueUrl });

}
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}

static void SetupTopicAndQueue()
{

long ticks = DateTime.Now.Ticks;

// Setup SNS topic.

snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);

sgsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;
Console.Write("topicArn: "); Console.WritelLine(topicAzrn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queuelUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queuelrl;

GetQueueAttributesResponse response =
sgsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: ");Console.WritelLine(queueAzrn);

// Setup the Amazon SNS topic to publish to the SQS queue.

snsClient.Subscribe(new SubscribeRequest()

{
Protocol
Endpoint = queueArn,
TopicArn = topicAzrn

1)

sqgs",

// Add the policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QuernArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()
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{
QueueUrl = queuelrl,
Attributes = new Dictionary<string, string>
{
{ QueueAttributeName.Policy, policy }
}
1}

static void GetVaultInventory(AmazonGlacierClient client)
{
// Initiate job.
InitiateJobRequest initJobRequest = new InitiateJobRequest()

{
VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "inventory-retrieval",
Description = "This job is to download a vault inventory.",
SNSTopic = topicArn,
}
};

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

// Check queue for a message and if job completed successfully, download
inventory.
ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
{ QueueUrl = queueUrl, MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sgsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == 0)

{
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Thread.Sleep(10000 * 60);
continue;
}
Console.WritelLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;

if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
Console.WriteLine("Downloading job output");
DownloadOutput(jobId, client); // Save job output to the specified file
location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WriteLine("Job failed... cannot download the inventory.");

jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, AmazonGlacierClient client)

{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

i

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
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}
}
public static void CopyStream(Stream input, Stream output)
{
byte[] buffer = new byte[65536];
int length;
while ((length = input.Read(buffer, @, buffer.Length)) > 0)
{
output.Write(buffer, @, length);
}
}

}
}

5 REST APITEH X HEEE
A RESTAPITEXHERZE
TRERXHEEFEEFZEMELS R,

1. B inventory-retrieval EEWNEK. WFFMENR , FSEAB T (POST EH).
2. FBERE , TREFER. NEFMEF , F20 "BSEKE L (GET @),

£ £ Amazon S3 Glacier f T &R FZEETF AWS Command Line
Interface

EERLUTSE |, £ AWS Command Line Interface (AWS CLI) & Amazon S3 Glacier (S3
Glacier) FHRTFEERF-
*E
( BRIEH ) BE AWS CLI
- 510 . A THREFEERF AWS CLI

( SoREMHE ) 8%E AWS CLI

ﬂl'ﬂ

1. THEHMERE AWS CLI, MEMEIETR , F52E (AWS Command Line Interface fEfA &) &

B TR5IEE :
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4 AWS Command Line Interface

% E AWS Command Line Interface

2. EwTRTAFEATIIGSREBELN AWS CLI FRE, EEXMSTERERMEAER , Fite
ER AR ENEAER,

- EEEAEYSS.

aws help
- EEMBERERFE L S3 Glacier RIZEMFEE |, A list-vaults 5. LAEH AWS

ME ID B 123456789012,

aws glacier list-vaults --account-id 123456789012

- FEEE BOIMNERER AWS CLI, EfFEH aws configure list@i®,

aws configure list

- FA THRFEER AWS CLI

1. fEMA initiate-job PR BEERETH,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters='{"Type": "inventory-retrieval"}'

@ HER

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "**#* jobid ***"

2. f{#f describe-job TR E LA HEIUEEHAMREE,
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aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

AN HER

"InventoryRetrievalParameters": {
"Format": "JSON"

1,

"VaultARN": "#**#* vault arn ***",

"Completed": false,

"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

3. R ILEZRK.
BB ED K EHFHETH. S3 Glacier TR ITE%. , T/ ID 2L 24 MERTE
B, MREERFELREBHERE , EERH ITERIEE Amazon Simple Notification
Service (Amazon SNS) £ , 8l S3 Glacier e TE#MZEEEEAL,

FBAILANHEPNRESHREBANERE, MEFMEN , 52/ 7E Amazon S3 Glacier F5%

\

ERFEEH, EmAUKFRERESH , S3 Clacier EHEIEFALEIEEN SNS &,

4. SERKEF , BB get-job-output RS HEEUER TEHEER output. json,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

EaTEELE—EIE THMUNESR,

(i

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
"InventoryDate":"*** job completion date ***",

"ArchivelList":[

{"ArchiveId":"*** archiveid ***",
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"ArchiveDescription":"*** archive description (if set) ***",
"CreationDate":"*** archive creation date ***",

"Size":"*** archive size (in bytes) ***",
"SHA256TreeHash":"*** archive hash ***"

}
{"ArchiveId":

13

1£ Amazon S3 Glacier P ERFEE A

#%& Amazon S3 Glacier F#EEMAAR (PR RFEXRFEEFTH7F) BEMTRERF.

1. BB HEEER,
2. THEERE , TEHI RS,

AUERFERRERARE , AEEIETHE , #§ASEIEE Amazon Simple Notification
Service (Amazon SNS) £,

£

+ 7£ S3 Glacier ¥FRERFEBA : — KR

£/ BAR Java B AWS SDKFE Amazon S3 Glacier FEERFEEA

£ BAR .NET 89 AWS SDKTE Amazon S3 Glacier PR ERFEBEA

- f£f REST API , % S3 Glacier 5% E R 17 Eif Al

£/ S3 Glacier TR ARERFEEA

£ 8 AWS Command Line Interfaces% & & 1% E & &1

1£ S3 Glacier FERERFEEHN : —IB =

S3 Glacier N TEFERZUFERLS ARNEITH, EBXEZEET S3 Glacier TR TERFTEEEESHER
o EAILUERA®E S3 Glacier 2R¥IET TEMRRE , BT RHKEN S L. S3 Glacier thXE@EA, T
EERE , ZTHERTSALIRIEE Amazon Simple Notification Service (Amazon SNS) 8, #
LR ELREREELREBARE. BAUNEREFERIN —RZEEH , LREFHE S3 Glacier
EEHZRERmESERALN Amazon SNS £,
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S3 Glacier E&E T EFERK
(ArchiveRetrievalCompleted. InventoryRetrievalCompleted) EBEHEENEH , EL
BEMEERTFENBIRES. BEREIETHRE , S3 Glacier S BHASZME SNS &,

BHBRER JSON X, AT g HIFT R

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

[a

EAEE KR AREFEESRE—18 Amazon SNS =&,

(® Note

KBAREHEIREE , €83 S3 Glacier BB A RE BN ERFIEENSESHEEEE
H, BETLLEEESEIEREFERPIETE Amazon SNS £, NMREREFEFERFHE
BHEE , YERE IEFERPIEE Amazon SNS 58 | Bl S3 Glacier € FE B EIXEMEE
A,

THEZREAE S3 Glacier EIXBIFEUTEN : TEER

(InventoryRetrieval. ArchiveRetrieval), T/EERARAE , SNS EEHME. TIEARRER |, UL
RRFE ARN, BLT =2 InventoryRetrieval THEFEME , EixZE SNS FEMBEH S3 Glacier £
il

"Action": "InventoryRetrieval",

"ArchiveId": null,

"ArchiveSizeInBytes": null,

"Completed": true,

"CompletionDate": "2012-06-12T22:20:40.790Z",

"CreationDate": "2012-06-12T22:20:36.8147Z",

"InventorySizeInBytes":11693,

"JobDescription": "my retrieval job",

"JobId":"HkF9p60o7yjhFx-
K3CGl6fuSmeVzW9T7esGQfco8nUXVYwS@jlb5gqllZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID",

"SHA256TreeHash" :null,

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",

"StatusCode":"Succeeded",
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"StatusMessage": "Succeeded",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

}

MR Completed W{UA true , BIBHBEME StatusCode RIEFREIEIERTEKIE R Kk B

(@ Note

i fE , Amazon SNS TEXEAAFREFERMEH, EEEBERT , RHE Amazon SNS £
EREETUMZREERAHAL. TiB , 1R Amazon SNS FENMREERBHTEN #E
AWS RF , BIfSAEEE Amazon SNS FELUESZREESRHNZEM. B LAE Amazon SNS
FEAERE Amazon SNS FEHER,

aF Amazon SNS WEFHER , 552K Amazon SNS AFT.

EH BEAR Java B9 AWS SDKTE Amazon S3 Glacier H X ERFEE A

UTRER BAR Java B AWS SDKIKFE APl SRERFEBHN TR,

1. 3 AmazonGlacierClient ERIHN#ITEE (B FE%).

BEEREEREFEEEN AWS EiF, ZERALLAFRIMTHMERENSERRZX AWS EiF,
2. WA LAEBE Y SetVaultNotificationsRequest AW EITERE , RIBHBHERENA,

LEEZRUHREFESR., BAEREANIKSE D, EIEEBHMRER , ZRAMIEAE Amazon SNS
FREM Amazon Resource Name (ARN) M Z#TBAN —HZEEH. NEZENSHFE | FZ
R ERFEBAMER (PUT BAMHERE)).

3. BB RUHBRYMG , UMEHIT setVaultNotifications %o

B

\

T % Java BB HBRIBERART R, BXBHFBREXHELREEANERE, B
ArchiveRetrievalCompleted EH = InventoryRetrievalCompleted EH AR | 5%
5k Amazon S3 Glacier (S3 Glacier) #§@ Z{&ix 23§ EM Amazon SNS E£&,

Fil
3

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()
.withAccountId("-")
.withVaultName("*** provide vault name ***")
.withVaultNotificationConfig(
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new VaultNotificationConfig()

.withSNSTopic("*** provide SNS topic ARN *#**'")

.withEvents("ArchiveRetrievalCompleted", "InventoryRetrievalCompleted")
);

client.setVaultNotifications(request);

(® Note
WMEEMR REST API BWEFA |, 5820 RIEFEEEE,

Yl A ERFELREBABERE BAR Java B AWS SDK

AR Java BN IBE IR EXHENEMNBERE  MERER  RARBEFRBERLE, MFEMNMBHITT SIS Z
FHEREA | FHSB EAR Java B AWS SDK # & Amazon S3 Glacier 8.

Example

import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.model.DeleteVaultNotificationsRequest;
import com.amazonaws.services.glacier.model.GetVaultNotificationsRequest;
import com.amazonaws.services.glacier.model.GetVaultNotificationsResult;
import com.amazonaws.services.glacier.model.SetVaultNotificationsRequest;
import com.amazonaws.services.glacier.model.VaultNotificationConfig;

public class AmazonGlacierVaultNotifications {
public static AmazonGlacierClient client;
public static String vaultName = "*** provide vault name ****";
public static String snsTopicARN = "*** provide sns topic ARN ***";
public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");
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try {

System.out.println("Adding notification configuration to the vault.");
setVaultNotifications();

getVaultNotifications();

deleteVaultNotifications();

} catch (Exception e) {
System.err.println("Vault operations failed." + e.getMessage());

private static void setVaultNotifications() {
VaultNotificationConfig config = new VaultNotificationConfig()
.withSNSTopic(snsTopicARN)
.withEvents("ArchiveRetrievalCompleted", "InventoryRetrievalCompleted");

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()
.withVaultName(vaultName)
.withVaultNotificationConfig(config);

client.setVaultNotifications(request);
System.out.println("Notification configured for vault: " + vaultName);

private static void getVaultNotifications() {
VaultNotificationConfig notificationConfig = null;
GetVaultNotificationsRequest request = new GetVaultNotificationsRequest()
.withVaultName(vaultName);
GetVaultNotificationsResult result = client.getVaultNotifications(request);
notificationConfig = result.getVaultNotificationConfig();
System.out.println("Notifications configuration for vault: "
+ vaultName);
System.out.println("Topic: " + notificationConfig.getSNSTopic());
System.out.println("Events: " + notificationConfig.getEvents());

private static void deleteVaultNotifications() {
DeleteVaultNotificationsRequest request = new
DeleteVaultNotificationsRequest()
.withVaultName(vaultName);
client.deleteVaultNotifications(request);
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System.out.println("Notifications configuration deleted for vault: " +
vaultName);
}
}

A BHARK NET 8 AWS SDKTE Amazon S3 Glacier F 5% ERFEEA
DTRMFER BAR NETH AWS SDKIKME API SR ERFEBHNSER,

1. B3 AmazonGlacierClient ERIHWHTERE (A F %)

LEEREEREFEEMEN AWS EiF, ZERALLAFRIMTHMERENRSERRZ AWS EiF,
2. WA LAUEBE Y SetVaultNotificationsRequest A EITERE , RIBHBHERENA,
LEERMREERR,. BAEREAFNKRS ID. MREEFTREIRS ID, AleFAESRERES

ARZEBEAERIBEBNIIES ID, WMEFMENR , F2EEAR NET B AWS SDK #H Amazon S3
Glacier £/,

EIETBHRER , SIRMIRE Amazon SNS M Amazon Resource Name (ARN) M E#1TE
HON—=giZEEH. IEXENSEHFE  F2RARERFEBEANER (PUT BAMNHERE)).
3. LSEIENBHBRYHE , LUEHIIT SetVaultNotifications Fi%o

4. B EEBRREEMNBNMBRE 2R , A LLBBMI GetVaultNotifications AAREEGEREE
A, URZEBFILAFHAIEMM DeleteVaultNotifications FEAGHBRR,

#f - FH EREFEELREBEABRE BAR NET 89 AWS SDK

T5 C# BXREHIERENA LR, LEHEXHAL (RYM) EHEEERREE

( "examplevault. ) WBHIERE. MEGE K ARSHMBR, & ArchiveRetrievalCompleted
E#HD InventoryRetrievalCompleted EH AR , BREFF R Amazon S3 Glacier (S3 Glacier)
# B HEE B ER Amazon SNS X5,

(® Note
MFEER REST API WEH , F2H RiFEER.

MEATTHEFNZELSRE |, B2 "HTEGEN, . FEENFFRESFERE  YIREREN
REEZ BN Amazon SNS =&,
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Example

using System;

using System.Collections.Generic;
using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class VaultNotificationSetGetDelete
{
static string vaultName = "examplevault";
static string snsTopicARN = "*** Provide Amazon SNS topic ARN ***";

static IAmazonGlacier client;

public static void Main(string[] args)

{
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Adding notification configuration to the vault.");
SetVaultNotificationConfig();
GetVaultNotificationConfig();
Console.WriteLine("To delete vault notification configuration, press Enter");
Console.ReadKey();
DeleteVaultNotificationConfig();
}
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}

static void SetVaultNotificationConfig()
{

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()

{

VaultName = vaultName,
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VaultNotificationConfig = new VaultNotificationConfig()
{
Events = new List<string>() { "ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted" },
SNSTopic = snsTopicARN

}
};
SetVaultNotificationsResponse response = client.SetVaultNotifications(request);
}
static void GetVaultNotificationConfig()
{
GetVaultNotificationsRequest request = new GetVaultNotificationsRequest()
{
VaultName = vaultName,
AccountId = "-"
};

GetVaultNotificationsResponse response = client.GetVaultNotifications(request);
Console.WriteLine("SNS Topic ARN: {@}",
response.VaultNotificationConfig.SNSTopic);
foreach (string s in response.VaultNotificationConfig.Events)
Console.WriteLine("Event : {0}", s);

static void DeleteVaultNotificationConfig()
{

DeleteVaultNotificationsRequest request = new DeleteVaultNotificationsRequest()

{

VaultName = vaultName
};
DeleteVaultNotificationsResponse response =
client.DeleteVaultNotifications(request);

}

A REST API , £ S3 Glacier P ERFEEH

EEMH RESTAPI REXHEREA , F28 SERFEEAER (PUT BARERE), AL, FETF]
LUERAS SO @ AN (NS S EE @ & (GET (B AV AR RE)) FMIBR S EEB AN (M Br R 17 E@E &1 (DELETE

BAIRVAERE)).

£/ REST API 387 XX B8 & API 7 2012-06-01 77



Amazon S3 Glacier HBEABER
£/ S3 Glacier EEZEARERTFTERA

AERA MM Amazon S3 Glacier X125 , RERFEEH ., REBAE , BAILEEIETK
=4, HE8BEHEXE Amazon Simple Notification Service (Amazon SNS) 88, BRTRREREFE
BAN , BEAUEEERB IEREMEANEE, IRERFHERABNSESH , X EEIHE
REFERTREEMN , AGEEMEBL.,

ERENHEBM

1. & A AWS Management Console , ¥ 7E https : //https://console.aws.amazon.com/glacier/nome
B S3 Glacier £#2&.,

EEREEERT  BERTFE.

EREEFED , BEREFE.

EBARERERD , BERE,

EEHEANEHE , BERBEA.

EEHERF |, BET Y HESH—{E Amazon Simple Notification Service (Amazon SNS) i#1H , &
BRIEZRYHENSBRETESE .

I T

Amazon SNS E1§ BHE

B M SNS 58 1
RIBERY K SNS £,
2.
WATELE K BAFIENSE.,
FELBEE LRE 256 BET. AHRBTR,
EEY () MEE (). TESBERSN AMER
uﬁ_ﬂg AWS Eﬁﬁ,o

3.
(BA) mREEFEA SMS ARTREE |, FlAHE
TEBHNERE,

HETREBHNRELRA 100 EF T,

BIEHRAM SNS =&
BIERIZEFR AW SNS £E.
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Amazon SNS i&1§ BF
FEIETE SNS ERET , BEUTHP —{EERE
| fene SNS TETER
LERFE R SNS FETHABE,
AR THREPRERAEXE,
B A SNS £/ ARN
LLEF & R Amazon SNS 7 ARN XF 5,

# A SNS £E&H Amazon Resource Name
(ARN), SNS F5 ARN E/ TR -

arn:aws:sns: region:account-i
d :topic-name

AT LATE Amazon SNS A H K E| SNS =&
ARN,
7. HEEHT , ENEEEEXBEAN—SMESEH

- FEEEHFENIFEERBEIBL  FENHFENTETR.
- FEEERFEEFIATRKELIEA , HENRFEEFERNIFETRK,

£ AWS Command Line Interfaces% E & 17 E & Al

REFFRBA MR AWS Command Line Interfacei2 ERFERH, BREBHE , AEEEIEERE
# , E2i§3%% Amazon Simple Notification Service (Amazon SNS) EEHBEH, BRTREXHEE
oA, BOAEEEMBEXREMEANETE, NRENXHEREABINRESH , X EEEHE
MEFERPEEEA , IgRAREEA.,

EERTHSEE , £/ AWS CLIFRERIFZEEH,

FE
« (SURfERMF ) FRE AWS CLI
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- 516 - A RERFEEAN AWS CLI

( SoREMHE ) 8%E AWS CLI

1. THEHMERE AWS CLI, MEMEEIETR , 52 (AWS Command Line Interface fEA &) &
MTHERE

4 AWS Command Line Interface

% E AWS Command Line Interface

2. HEMESERIWMATIGEREBBAN AWSCLI BBE, EEHESTSHEEBEEMEIAEE  Ete
FRERERENZEAER,

- EREREDSS,
aws help

- EEMBEEREMWRF L S3 Glacier RIFEMEE |, 55#FH list-vaults mH. LER AWS
EE ID B 123456789012,

aws glacier list-vaults --account-id 123456789012

- FEEE BEIMNARBER AWS CLI, A aws configure list@i®,

aws configure list

1 - FH BRERTFEEA AWS CLI

1. fEM set-vault-notifications &% , RERFEERERESHESEENEH, BiEAE
%, BrgWRIEMEA,

aws glacier set-vault-notifications --vault-name examplevault --account-
id 111122223333 --vault-notification-config file://notificationconfig.json

2. BHIERER JSON Xt , LT EHIFRR,

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]
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}

WMFEE S3 Glacier £/ Amazon SNS EEHFMEN , FS B S3 Glacier PRERFEEA :
— iR

%% Amazon SNS KEFIRE A , 5528 Amazon SNS A,

i ER Amazon S3 Glacier PRI E

REEBELRAENEFAL , REEDREEMAH7T , MEBLXBEHUR , REREFEET
EfAIE AR , Amazon S3 Glacier (S3 Glacier) T &MRRFE. MEMBRHEFNEN , FSE MER
Amazon S3 Glacier FH 7, METHEXHEFTENFHEN , 528 7E Amazon S3 Glacier ¥ T
BREEER.

® Note

S3 Glacier &% 24 NS EMASBREEERTER, MAEFTHTERRBHENR , S3
Glacier TiEB#HE R REEELURETAAMBAEY , RERREFEREREN,

(® Note
WEBBMERRFESTF , 552868 Amazon S3 Glacier P B B BR R FEHF.

&

« £/ 7 Amazon S3 Glacier F R & 7FE EAR Java K AWS SDK

« f£/ % Amazon S3 Glacier R RZE BAR NET #9 AWS SDK

« 1£ S3 Glacier £ REST AP| R REE

- &35 : /A S3 Glacier i AMIBRZEHREFE

 f£A 7 Amazon S3 Glacier F il Er4&#FE AWS Command Line Interface

£ £ Amazon S3 Glacier R HBRRZE BEA K Java B AWS SDK
LT EMSER BEAR Java B9 AWS SDKIERE API SR BR ST ER 5 B8,
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1. B3 AmazonGlacierClient ERIMNHITEE (AFK).

BEEREEEMBRREE AWS HWESE, ZERALAFRATHMERESSERZIZ AWS EF,
2. BATLUEIBE V DeleteVaultRequest ERIMHITEEREHBRENA.

LEERBREFESBINKRS ID, MRETREEIIRS ID, MEFARELKIREHREBER2EAER

BABEEVIRE 1D, MEHMET , F2BEAR Java B9 AWS SDK #£E Amazon S3 Glacier (£,
3. LB RMEBERYH , LUESIT deleteVault Fix.

Amazon S3 Glacier (S3 Glacier) REERFEAZR I 2 EMBR, MEFMBER , FSEMBR
{$E (DELETE XH#4E),

T35 Java BB RERRIR L B

try {
DeleteVaultRequest request = new DeleteVaultRequest()
.withVaultName("*** provide vault name ***");

client.deleteVault(request);
System.out.println("Deleted vault: " + vaultName);
} catch (Exception e) {
System.err.println(e.getMessage());
}

® Note
MEER REST AP| (&EH, , 5520 M4 E (DELETE XHE),

4 - A MERREFEE BERAR Java B AWS SDK

MEEEPENIFELS , F2E "€ . F/H EVREE EAR Java B AWS SDK, , Java BRI
O REAR G ERE , SREIMMBRHE,

£/ 7£ Amazon S3 Glacier FIBRAREFEE BHAR NET By AWS SDK
ERAR NET £ Amazon BB EAHR MM S REAER AP| IR E TR IR EENS .

ES ]
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- [ WS AP MIBREREFE BERAR NET 89 AWS SDK
- R WKFE API MIBRREZE BERARK .NET 9 AWS SDK

R BERE API MIBRARFE BAM NET 89 AWS SDK
EM API B ArchiveTransferManager BBII2 o] AR MIBRR1FZEH DeleteVault FiZ,
g5l . A SR API MBRAREFE BAR NET 8 AWS SDK

MBEEFRREEH , FSH THP I KB AP KRR BAR NET 8 AWS
SDK. o C# BXBRABRESRERER , SERINMBRREE,

R WK API IBRRFE BARM NET 8 AWS SDK
LUTEFER BAR NET H AWS SDKRIRREEN SR,

1. B3 AmazonGlacierClient ERIHWHITERE (A F %)

REEREEMRREE AWS NEE, SEALAFRUTHREREDSSERAIRK AWS B,
2. IBAILUEIBE Y DeleteVaultRequest ERIMNH TR REBHBREA.

REERMRFERBANIRE ID, RETRMEIRS ID, AISEREERHREZEZIFR2BEAER

BEAIRS ID, MEFMEF , FSEEAR NET 8 AWS SDK #E Amazon S3 Glacier £/,
3. BB RHBRYH | LUEHT DeleteVault ik

Amazon S3 Glacier (S3 Glacier) REERFEAZRTISKEMIR. WFEFHMBENR , FSEMERX
4 E (DELETE X4 E),

T35 C# BABH RERBIRL R, BXBHREMIMAR AWS BEPRFENFREMET.

AmazonGlacier client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USEastl);

DeleteVaultRequest request = new DeleteVaultRequest()
{

VaultName = "*** provide vault name ***"

};

DeleteVaultResponse response = client.DeleteVault(request);
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@® Note
WEER REST API &R , FSH MR E (DELETE XHE).

g1 - EH BVIRPE API MIBR{R1FE BAM NET B9 AWS SDK

MEEEPENFELS |, FSE "6 . F/ WER AP FWRFERE BERN NET B9 AWS
SDK. » C# BAREHIBETREAREEEE , SFEELNMBRRTFE,

1£ S3 Glacier ¥ f£/H REST API MR R 1EE

B EEM REST API MIBRXX#HE |, 7526 MIBR 1 E (DELETE XX#HE),

&if5l : (FH S3 Glacier T A MIRTE QA REE

(® Note

BEMBRREE , EXAERMBRZIREEAMERENEEF. BALUEER REST API,

= AWS Command Line Interface () BERERNRBRIE LM BRI EFFE R BAM Java B AWS
SDK , HEAM NET 9 AWS SDKFELLZER L B FWAWS CLI, MEMBRHEFNER , F2H S
ER 5 : #& S3 Glacier ¥R REFEMBRE=F

REEEZE®R , B OLUER T 55 BAS E MR
£/ Amazon S3 Glacier T AMIKRZEHREE

1. & A AWS Management Console , t7£ S3 Glacier £ &REX S3 Glacier £ &,
2. EENMESET , BEEREFEMEN AWS B .

3. EEMEEERT K BEREE.

4, ERTFEBEYD  ENEMBRIRFESBRINRE , ARZZEHEERNMER,

5. EMBRREFEHFZRLRT , BBEEMRREZTEEZMERRTFE

/A Important
MR R FEEEE R,
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6. EEWIERBCHRRETFE 6 FRABRRFESE , A2GALCHBRNREESE. URETE
RFE , KRR RIMER,

£/ 7£ Amazon S3 Glacier FBRRFE AWS Command Line Interface

&7 LAfE A AWS Command Line Interface (AWS CLI) Bk Amazon S3 Glacier (S3 Glacier) ##yZ2
TRAZENREE.
e
(R ) 5RE AWS CLI
- Pl £ MBRZ=RFE AWS CLI
- 5 A MBERIEZRFE AWS CLI

( TR ) 8%E AWS CLI

1. TEMERE AWS CLI, MNEHEEET , 528 (AWS Command Line Interface fEH&IERE) &
W TRHIERE

4 AWS Command Line Interface

% E AWS Command Line Interface

2. EWTRTTEATIGSREESN AWS CLI FRE. ELaSTERREHEAER , AkE
ER AR ERENEAER,

- ERERAEDGS,
aws help

- FEMBERERFE L S3 Glacier RIZEMEE |, 55EH 1list-vaults 5. LB AWS
MRE ID BX 123456789012,

aws glacier list-vaults --account-id 123456789012

- ZEEF HEIWHERER AWS CLI, A aws configure list®,

aws configure list
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g4 - A MERZ=REE AWS CLI
« f(FH delete-vault ESHIBRTEEEENIHE,

aws glacier delete-vault --vault-name awsexamplevault --account-id 111122223333

gif : fEA MIBRIEZ=RTFE AWS CLI

RAEEEELXRFENEFAL  REETREEMAHEE , MAB LRBHUR , REFRFEETE
IR AR , S3 Glacier X EMIBREIFE, MERIZHXMAER=MBLSR | XM4HENBERSEIFE
ID, MBRBEFE 6 RRMERHE,

1. f#MA initiate-job Gy S EEBE BT,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters '{"Type": "inventory-retrieval"}'

N EHER

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "#*#** jobid ***"

2. f{#M describe-job TR ELFIMEEUESHAREE,

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

@ HER

"InventoryRetrievalParameters": {
"Format": "JSON"
},

"VaultARN": "#*** yault arn ***",
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"Completed": false,
"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

3. FH&R IHhZM.

FEXAZRERBHERTIEETH, NIREEREELREBAMRE , REERBITEREE
Amazon Simple Notification Service (Amazon SNS) & , Bl S3 Glacier 8 E TR LEZRBZE
BEEAL,

BAILANHERNRESHREBAERE. MEFMEF , 52K 7E Amazon S3 Glacier H15%
ERFEEH, ERAUKFRERESH , S3 Clacier BEHEIEFALEIEEN SNS £E.

4. SEREE, BB get-job-output HMEEERE TEEER output. json,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

BEarEEE —EIETIRUMESR,

(i

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",

"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"Archiveld":"*** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",
"Size":"*** grchive size (in bytes) ***",
"SHA256TreeHash":"*** grchive hash ***"

}
{"ArchiveId":

1}

5. f#Hf delete-archive SR XHEFMBREEERE K BERREEREAL,
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aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id "*** archiveid ***"

(® Note
MREHHF ID UEFRUEMBIKRFTHE , BLEUSRFEHEF ID, FREHATIL
DA
AP o

6. f£HA initiate-job WS REABFHBEERHEUTE,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters '{"Type": "inventory-retrieval"}'

7. %, BEA delete-vault mEMBRREFENXHE,

aws glacier delete-vault --vault-name awsexamplevault --account-id 111122223333

Z =0 S3 Glacier R 17E

ZAI L AZEBENER |, K8 SN PEERERS Amazon S3 Glacier R17E, BEREARANHEER
MEREYH. IEETEEENELEN , I FEBVRG , FFSH F5C Amazon S3 Glacier £,

THIERERP MG, FIHMNBER M ENRE,
T

- {5/ Amazon S3 Glacier T A ZRRFE

- £/ B RFE AWS CLI

« f#/A Amazon S3 Glacier API ZiREE

« HAEE

£/ Amazon S3 Glacier T8 ERREE

A AN TP AR |, £/ S3 Glacier T AFE. JIHMBRER.
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BEEREFEBMRSIER.

£ Tags (I28) B , i8IE Add (¥7118). Add tags (FTI81Z%) EEMEEIHR,
EFEEBREE L  ERSIBRMUAEEERRSIE , (BA) 2ERCAEEERE.
i#1Z Save changes (B2 E),
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mEERE
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EEASEERT , BEREE,
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7. EHRSIBRUTHERRS|E  WEEMH B ERERLPNERE
8. 1##E Save changes (RREEE),

BHERXMHFERBRER
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MR RBEFE S REE AR, MEHEMERFMRER , FREMER,
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1. BFEREBNEEREE , %A add-tags-to-vault mf,
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--tags id=1234,date=2020

HENSLRFEERNESET  F2REERNEEREFE,
2. HEIHEEEREFENAEERER  HEM list-tags-for-vault %,

aws glacier list-tags-for-vault --vault-name examplevault --account-id 111122223333

EENSBEREFEFENEZEA , F2RAIEHRTFENER,
3. EEREEZERTEN—HEBBR—IZHEER , FFEA remove-tags-from-vault 5,

aws glacier remove-tags-from-vault --vault-name examplevault --account-
id 111122223333 --tag-keys date
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HERFEHEEBRR , BEEZEEEAMBRZKBEK.

S3 Glacier 2B TREFEHEBRPWIEHE , UHBNERNENER B R, Hlm , EAUEART
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ERFEHEBREHIDBERESHALES, NEREFEHEBERNFREN , F2RRFEHEEBE.

REFEEHERRTERAREFEFRBR. WEBRSAIEEXFENFEEH. 718 , fREEHEEBE
RUHER , UL RRETEE  AeRRFHRHEBMAINBIT L. BUNERARFEHEEBRRE
HMBERNMSREES , EBFTEHENNFIETRRAIES,

/A Important
BAEBRERRIREE, TRARTFEHEBR K AREHEFELEEREE  UESBERER
EHA,

M, SERANHEFIRBRRETREMAREEE,. TRNFTZRBEN , RTERRS, S0
BRTFEHENRFEFNEE —BREER, flm , SR ERFEHEBER EBMER) FEE
REAERNENRERAY , URERFEFIERTR TRIERGEENE=ZFRENEBSED
£ (FRTREEY.
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1. EBRAEFEHERREZERFERREHE , EFRHEREHETHHMRE , WEERHE
ID. BERERETHAMRER , 88 24 PRHUTEHE D BRI REBREFEHEEBR. HEMHIER
FEERETHIRE , BL4AEE 24 MEATHRERFEHEREF. B8 , REEHEBRASERM
BRo

2. EAEE ID REXRHERF, MRRFEHEHREFERNEY , EAUNELEEREFLEEEN
Fte. MBEREIMAIGER S3 Glacier API SHERTFENFFHMEN , FLH LA S3 Glacier API #H7E
REFE.

{54 S3 Glacier AP| $§iER1FE

#HZEfEM Amazon S3 Glacier API SHERFE , B EARFEHERRFU BB FREFEHEE (POST
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E A BREEHEEAETHME  WEOK—WHETE ID. RIEFEHEEAETHRES , 85 24 /)
RFAEIBE A STARFEHEE (POST lockld) RUHEEIRYSEE ID MOY Initiate Vault Lock 3R5E
FXSHTE

/A Important

- RAUEBERBUREE. THURFEHERR , ARBBELEZREE , UERKBRE
REHEF,

- ERFEHERREHECR , BB RS ERMREBK.

MREREEANETHRERN 24 MERATHARFEHERF , REFESEDERETHRE , X8
REFEHEBRESERBR, BB RFW Initiate Vault Lock REFHWRIFEHEBRX , I
B IELT PAREE,

ETHRERAMEELEHEMIEAEEHEBR., REEHEBREETPRES T, RIEE
A, BNRFESRKEE , FTARSEALLEBFWY "HPIRFEHETE ) (DELETE SHEBR) RBRE
K, BERERBE , BULMKEESL NEHE Abort Vault Lock/Initiate Vault Lock #H& , X
BERTEHEBREE,

ELBRBREEHEBERE , BULFEARIEMWEE ID B ERARFEHEE (POST lockld) , R5ERK
REEHEHEREF, REFESERIECRE  HPRFEHEHEBERETATEE | WHEEZHEE BT
Abort Vault Lock #BEk.

TR E A

- REEHEERE
MepER1ZESEE  (DELETE $#EBUR)
- ERREFEHE (POST lockld)
- ERTFEHETE (GET SHEBUE)
- BEMRIFEHEE (POST SHEBE)
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BRo
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28 (AWS Command Line Interface fEFAEIERE) #
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4 AWS Command Line Interface

% E AWS Command Line Interface

2. EHSERTPHATIROSREZEHN AWSCLI RE, EERTTISHBEMEAEEY  EtE
FRAERBRRENEAER,

- ERERAEDGS,
aws help

- FEMBERERFE L S3 Glacier RIZEMEE |, 55EH 1list-vaults 5. LB AWS
RE ID BX 123456789012,

aws glacier list-vaults --account-id 123456789012

- ZEEF HEIWHERER AWS CLI, A aws configure list®,

aws configure list

1. f{#Hf initiate-vault-lock ZRREFEHEEBR , Y REFEHEHEWEEMERS

InProgress,

aws glacier initiate-vault-lock --vault-name examplevault --account-id 111122223333
--policy file://lockconfig. json

2. BHFRER JSON X# , LA TEHIFiR. EFEALWSZE , A% VAULT_ARN Hl Principal
BEMABEESEERARAINE.,
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EEESREHENRTEARN , ZAIBUMEA list-vaults @H,

{"Policy":"{\"Version\":\"2012-10-17\",\"Statement\": [{\"Sid\":\"Define-vault-lock
\",\"Effect\":\"Deny\",\"Principal\": {\"AWS\":\"arn:aws:iam::111122223333:root\"},
\"Action\":\"glacier:DeleteArchive\",\"Resource\":\"VAULT_ARN\",\"Condition\":
{\"NumericLessThanEquals\":{\"glacier:ArchiveAgeinDays\":\"365\"}}}1}"}

3. MEBREFEHEZ® K LEXSEIELN lockId.

"lockId": "LOCK_ID"

BETHREEHE , BS4HE 24 PRFERFAIT complete-vault-lock , BRIERREFEHEBE
RREFEPBER,

aws glacier complete-vault-lock --vault-name examplevault --account-id 111122223333 --
lock-id LOCK_ID
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FLEHEREANEARE. EURBESTHEFEERT , UiBAAHEFTEENEENAFIRESR
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« BEE—EEPLEREF  EE— XD BANLERNE 1 UTHETIHEK 4GB BIHEF, BER , &
8RB S3 Glacier EF AT R ELE , REEAR 100 MB W7, WFRFMEER , FSBHE
E-REFLEHEF.

- LEHSHEF - EASRLEEAP, BAL EEARE | 55 E 40,000 GB (10,000* 4 GB).

DB ELE AP FIURERUER AN F LEBRBARGT. SUNTRLEHF, EEHEHDT
@5, EMIEFARER LB, MRAEERs LEXK , EAFTEBRLEZHD , MAREEH
7o BALAKRNPIR 1 LT/EE 40,000 GB < BB FEA DR LE. MFEFMER , F2HEL
BrRPFNAEHEF (HERLEE).
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EEREEER LER| Amazon S3 Glacier (S3 Glacier) , & AES £ B {F A H+ —1{E AWS Snowball
Edge #BHE , EHEA Amazon S3 , RAEFEALEMBELRA , KEBZE S3 Glacier /755! ,
DR EFER. B84 Amazon S3 Y E# A S3 Glacier #FE BB , Amazon S3 EAEBMEA S3
Glacier ABER XA M ANREFEE. HAYEFRE S3 Glacier # , tFIFRESRE Amazon
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1. THEHMERE AWS CLI, MEMEIETR , F52E (AWS Command Line Interface fEA &) &
B TR5IEE :

Z 8% AWS Command Line Interface

% E AWS Command Line Interface

2. EHSERTPHATIROSREZEHN AWSCLI RE, EERTTISHBEMEAEEY  EtE
FRERERENEAER,

- EREAEDGS,
aws help

- FEMBERERFE L S3 Glacier RIZEMEE |, 55EH 1list-vaults 5. LB AWS
MRE ID BX 123456789012,

aws glacier list-vaults --account-id 123456789012
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aws configure list
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ggHl: EH LEHEF AWS CLI

HELEHEF, ELREIUREFE. NFEBREVNRFENFMERN , F2B1E Amazon S3 Glacier
PEVREFE.

1. M upload-archive WS KHEMEERERFE, ETEMNEHFEHR vault name
account ID., ¥ body 2% , EELE L EZEENKRRE,

aws glacier upload-archive --vault-name awsexamplevault --account-id 123456789012
--body archive.zip

2. FEHINBWHER

{

"archiveId": "kKB7ymWIVpPSwhGP6ycSOAekp9ZYe_--zM_mwbk76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrjOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw",

"checksum": "969fb39823836d81f0cc028195fcdbcbbe76cdde932d4646fa7de5f21e18aab7",

"location": "/123456789012/vaults/awsexamplevault/archives/
kKB7ymwWJIVpPSwhGP6ycSO0Aekp9ZYe_--zM_mw6k76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrj@IRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw"

}

X%, Lt S3 Glacier HVETF ID, REMEFEENE, wFEHE upload-archive i H
HEHEER , 5528 (AWS CLI (s 52#£) HH upload-archive,

R EE—BEPLEHF BERR Java B AWS SDK

BRAR Java B9 Amazon FREBEEMHRMHN S EFERE AP #MRM T LEHFN TG E,

xR
- £ WEE APl LEXH7FE BRAK Java B AWS SDK
- 8 MK API £ —124Eh EEHF BAR Java B AWS SDK

£/ WER APl LEH 7 BAR Java B AWS SDK

=P API B9 ArchiveTransferManager AR # upload 153% , AIAMERAXG EEER LEFX
HE,
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® Note

BT LAER upload FE ELENEFAEBE, REBEEELENBERD , A ESHEEE
—RELE , IEADERLE AP BHFD RED L&,

g4 £ SR APl EEHF ERAR Java B AWS SDK

AR Java BEXBEAS T E LEREZEAE (BM) EiF (us-west-2) FHREE
(examplevault), MEXE AWS HWEFMIHIFE , 528 17H Amazon S3 Glacier,

MEAITHEFNZLSERE |, 55268 FH Eclipse #1117 Amazon S3 Glacier #Y Java &4l, BEEEH
B , AR ELENREERBNELENERER,

Example

import java.io.File;
import java.io.IOException;
import java.util.Date;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.glacier.transfer.UploadResult;

public class ArchiveUploadHighLevel {
public static String vaultName = "*** provide vault name ***";
public static String archiveToUpload = "*** provide name of file to upload ***";

public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {
ArchiveTransferManager atm = new ArchiveTransferManager(client,
credentials);

EE—RFP LERTEF API fiRZ 2012-06-01 104



Amazon S3 Glacier HBEABER

UploadResult result = atm.upload(vaultName, "my archive " + (new Date()),
new File(archiveToUpload));
System.out.println("Archive ID: " + result.getArchiveId());

} catch (Exception e)
{

System.err.println(e);

}

5 RYIKPE API EE — R EP L EHEF BAR Java B9 AWS SDK
KPS APl IREFFE HFRIENFZE. UTRER BAR Java B AWS SDKEERENFE.

1. B3 AmazonGlacierClient ERIHWHTERE (A F %)

LEEEETELERTFT AWS WEE, BEALAFRATHAMERENSEATZ AWS B,
2. BRI LLEBE ST UploadArchiveRequest AR H T BE SRIZMBRER.

BRTELENERN  EFERHAENREEN (SHA-256 BIRMEZE), REESRE. ERNAR
REMIRF 1D,

MREBFRMEIRE ID, ASEAESRHRFEBHFRCEAERNBEBAOKRS ID, MEFMER ,
2B AR Java B9 AWS SDK # &t Amazon S3 Glacier £/,

3. LB XREUBRYH | BUEHT uploadArchive FHiZ,

3

Amazon S3 Glacier (S3 Glacier) G EIEH , BER LEFFHIE ID,

T %] Java BXEH BRIERFHRLER,

AmazonGlacierClient client;

UploadArchiveRequest request = new UploadArchiveRequest()
.withVaultName("*** provide vault name ***")
.withChecksum(checksum)

.withBody(new ByteArrayInputStream(body))
.withContentLength((long)body.length);

UploadArchiveResult uploadArchiveResult = client.uploadArchive(request);
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FMBABER

System.out.
uploadArch

println("Location (includes ArchiveID): " +
iveResult.getlLocation());

15 . EH BVIKRE AP FEE —#BR/Eh EEHF ERAR Java B AWS SDK

T 5 Java RS2 HIE A BAR Java B AWS SDK #3117 L EEREE (examplevault), E
BT EHIREL R | 5528 £/ Eclipse #17 Amazon S3 Glacier #J Java £ifjl, EEEFHER
B, RN ELENREERBNE LENERER,

import java
import java
import java
import java
import java

import com.
import com.
import com.
import com.
import com.
public clas

public
public
public

public

Profil

.io.ByteArrayInputStream;
.io0.File;
.io.FileInputStream;
.i0.I0Exception;
.io0.InputStream;

amazonaws.auth.profile.ProfileCredentialsProvider;
amazonaws.services.glacier.AmazonGlacierClient;
amazonaws.services.glacier.TreeHashGenerator;
amazonaws.services.glacier.model.UploadArchiveRequest;
amazonaws.services.glacier.model.UploadArchiveResult;
s ArchiveUploadLowLevel {

static String vaultName = "*** provide vault name ****";
static String archiveFilePath = "*** provide to file upload ****";
static AmazonGlacierClient client;

static void main(String[] args) throws IOException {

eCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try

{
// First open file and read.

File file = new File(archiveFilePath);
InputStream is = new FileInputStream(file);
byte[] body = new byte[(int) file.length()];
is.read(body);

// Send request.
UploadArchiveRequest request = new UploadArchiveRequest()

R BRI LB
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.withVaultName(vaultName)

.withChecksum(TreeHashGenerator.calculateTreeHash(new
File(archiveFilePath)))

.withBody(new ByteArrayInputStream(body))

.withContentLength((long)body.length);

UploadArchiveResult uploadArchiveResult = client.uploadArchive(request);
System.out.println("ArchiveID: " + uploadArchiveResult.getArchiveId());
} catch (Exception e)
{

System.err.println("Archive not uploaded.");
System.err.println(e);

£/ Amazon S3 Glacier /) 7282 —#4 EAM NET # AWS SDK # L& 717

BAR NET B Amazon BB EHRENSEANRE AP SRR T HEE—ERF LEHEFNSE,

ES -]
- A NS AP EEHTF EAR NET £ AWS SDK
- EF BYVKFE API EE—RFP L EHEF AN NET 89 AWS SDK

£/ WER APl LEH 7 BAMK NET £ AWS SDK
=M APl 8 ArchiveTransferManager EBI$RA Upload 157 , BRI AMERARK G EEFE LES
XHE,

(® Note

& LAER Upload A EENEFARER, REEELENERD , LA ESHEESE
—BRELE  AEAIRLE AP UEERDRLEE,

g6 £ WEFE APl LEH 7 BAR NET #5 AWS SDK

R C# B BEFSHFLERXEAS (REM) BEFHNRFE (examplevault),
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WMEATHEHNZEL RN , FLE ATENRES, BLANAR , CRAELENERBBENE
Ao

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadHighLevel

{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to upload

R LI
’

public static void Main(string[] args)
{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
// Upload an archive.
string archiveIld = manager.Upload(vaultName, "upload archive test",
archiveToUpload).Archiveld;
Console.WriteLine("Archive ID: (Copy and save this ID for use in other
examples.) : {0}", archiveld);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

R WK API 5 —igEP LEH7 BAR NET 8 AWS SDK
KB AP R IHFIEHFIRENFZE. UTREH BRAK NET 89 AWS SDKEEHENSER,
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1. B3 AmazonGlacierClient ERIMNHITEE (AFK).

BEEEETE LEHT AWS WESE, ZFEALAFRHITHMERETFSERAEI AWS EHF,
2. BATLUEIBE IV UploadArchiveRequest HABIMVE1TE B RIZMEEREA.

BRTELENERN  EFERHUAENREMN (SHA-256 f#iRHZE), REFEEABMIRS D,

MREEFREMIRSE ID, A SFEAESRUHRESHERZBEAERNEBNIKRS ID, MEFMER ,
ZBERAMN .NET B9 AWS SDK # B Amazon S3 Glacier £,

3. LB RMEBERYH , LLEHIT UploadArchive %o
S3 Glacier 8fE B FERER M EEHEZNHEZE ID,

3

g4 : R NIKRE APl EE — e+ EEHEF BAR .NET 8 AWS SDK
T5 C# BXBEFERFTRLS R, LEHIFER BAR NET 9 AWS SDK #HEF LEERFE

(examplevault),

@ Note
MEFMKE REST API EE—FRA L EHFNFMER , F20 LEHE (POST HF).

WERTHEHNZELRE , F2E ATENRES, BLANMR , CRAELENEREBENRE
Ao

Example

using System;

using System.IO;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadSingleOpLowLevel
{
static string vaultName = "examplevault";

static string archiveToUpload "**x% Provide file name (with full path) to upload

kkkll.
4
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public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Uploading an archive.");
string archiveId = UploadAnArchive(client);
Console.WriteLine("Archive ID: {@}", archiveld);

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

static string UploadAnArchive(AmazonGlacierClient client)
{
using (FileStream fileStream = new FileStream(archiveToUpload, FileMode.Open,
FileAccess.Read))
{
string treeHash = TreeHashGenerator.CalculateTreeHash(fileStream);
UploadArchiveRequest request = new UploadArchiveRequest()
{
VaultName = vaultName,
Body = fileStream,
Checksum = treeHash
I
UploadArchiveResponse response = client.UploadArchive(request);
string archiveID = response.Archiveld;
return archivelD;

EE—RFP LERTEF API fiRZ 2012-06-01 110



Amazon S3 Glacier HBEABER

5/ REST APl| EE—#E+H L EHEF

BULER LEEE AP FIUSIEE —REP LEHE, NEFEFHMAEN , F2H LEH7TF (POST #H
DO

FEPBFHNAEHT (7B LE)

FE

- PBRLEERF

- B

- 8 AWS CLIEEABEE

o Ei4 : FREAR Java B9 Amazon BIREH K U2 R LEXEHE
- A EEXEHE BAR NET 8 AWS SDK

- £/ RESTAPI LB BHHARHE

TREERERF

#n £ Amazon S3 Glacier 1 L3177 HpmiR , F{I=E Amazon S3 Glacier (S3 Glacier) & F A%
BLEE REEKRR 100 MiB HF 17,

1. BErELE

EREEERUEIRD R EE | S3 Glacier 28R 2R EEID, HAD R EEWHE— ID, £
BIEBEOERLEBREDEFEZEY ID, S3 Glacier TR ITE®R , It ID 40 24 NERFTEBE,

ERERMBTRLER  FEEDRAN UL THEAEN), ZLENSESER , RTHEE—E
DB, BAARERK D

® Note

BAFBRTHERRELERNEZEBEFEN), ERTEERE LEFER , AIUESA
BEEERIWERT , FAPBRLE. CEREEERBIRLER , REDBKD,

ERBD R EEFERE , S URARANHFHRZE,
2. FEBRLE
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HREBEIBRLEFER  SELAESESR 1 MEN IR LELE D, E#FRYP , EELEEERE
EE (ML BAREN) , B0 REKKRBFRNME. S3 Glacier HFREEARNBEEER , U
BENIEFESHTF, BREREATHEER LENEESR , cEHENRKBHPRES R
MAE , Rt ST EAIRF LED R, SR TUFTEEELD R, MREERAME LED K
MHENAREE LEFNSR , BRI LEND K.

3. EH (BfFL) pBRLEE

LEMAEHESRR , BAUUERNERE, BRE , ELAEFRPEELE D, S3 Glacier
ERBERFNAREHE , BBLUERIEFRER D KRB HF. S3 Glacier K 2 B LEB>
HERIFERELHFHEF ID. MREERKD R EEFRPREAEENEFHA , S3 Glacier
EREEESNHFRIEH, EEKITRTRLER  BEEBRIRLE D, EXRTEE
EFEUEER D B L& ID BABERY 2 BR o

NREFLSELE , CHELIFEAZIRLE D LEEZNS R, HEFLYR EEBBZET
HoRANFERFREEEL, NAEMHs LEERET , IEEFLRNERDTAK,

Hth 5 B - iRk
Amazon S3 Glacier (S3 Glacier) {2t T 5| %/ 2 & L& API By,

« BIHES : ERMAERR  BUNIHBESR ELEBNEY, CEERAREEHETREELEZS
BRIEF . HRESES 2 RIFER , S3 Glacier EEEIKZ 1,000 @I WER. MRBEEZ TR
EHHEIREEIY  BRES AL EREI LN EPELRL. EFEEEFINFR , SN
BEIR, FER , BENBEHBETEESHATH 2 LENEH.

« JIHD B L& ERLER  GRIGEETH 2R ELEBNEE, ETHFNIRLERECHBE
HARTEEAHEFLN EE, HREMEHHDEREEFERK |, S3 Glacier 8EEIKZ 1,000 #5 & ELE,
NMRBESHRESH , AIBEREPESERES LN D EHERSRR. SFEEEHANER , U
HREURERAY 0 R £

B/iR
TR B LERZORE,

HH B

BAHERND 10,000 x 4 gibibytes (GiB)
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HH A%

BRLENEGHE LR 10,000

RN 1MiB £ 4GB, & —EH 2 AT NUE <1 MiB, &AL
THEEE R/ME,

R0 K/NAZBER 1 MiB (1024 kibibytes [KiB]) kL4
2 Mysk7, i , 1048576 (1 MiB), 2097152 (2
MiB). 4194304 (4 MiB), 8388608 (8 MiB),

FIHAEHFEROVERA B LR 1,000

FIH R EEBERERN SR EE 1,000
BB LR

/A AWS CLILEXR B 17

B LAE A AWS Command Line Interface () 7 Amazon S3 Glacier (S3 Glacier) # L& FAWS
CLl, BT HEARBEHFHN LERE , S3 Glacier R 7THE API EERZESBR LE, EBEMAEL
APl % |, BEEAALIN O X LEHE, ELHEFERIAER. KEMERFARERLE, MREES
S EEXRY , CEEBXLEZE Y , MAREBEHF. BAUBKNNTR 1 LTHEE 40,000 GB 2
ENHEERASERLE,

% S3 Glacier 7 B L BN FMER , FSHLESRPNWARKE (5B LE).

&

- (SERIEH ) ERE AWS CLI

o (FERRH) &8 Python

o (GERIKH) B3I S3 Glacier R1FE

- &l R 2B EEAREEF AWS CLI

( SRR ) 5&E AWS CLI

1. THEHMERE AWS CLI, MEMEIETR , F52E (AWS Command Line Interface fEA &) &
MT5ERE

%4 AWS Command Line Interface
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% E AWS Command Line Interface

2. EHTRRAPEATIGSRERZMN AWS CLI
FRFERBRENZEAER,

ELwTIAERREHEAEN  Aiite

K
EH}
(af

- EREAEDGT
aws help

- ZPEMBEREIRE L S3 Glacier RIZFEMEE |, 55 1list-vaults 5. EH AWS
ME ID B 123456789012,

aws glacier list-vaults --account-id 123456789012

- FEEE BOIMNERER AWS CLI, EfFEH aws configure list@i®,

aws configure list

(53R RMH) &2 Python

EETRABELE , BUAHEE HECZHFMN SHA256 iE, ERMEETEE LEIERY
SHA256 Bi¥ETE, BEFEEE LEIHEN SHA256 #i#E , B UEA Java, C# (£

A NET) = Python, TELLEHIF , EAGEA Python, MFEEH Java 5 CH WIER , BE2REERE
R,

WMFEREK Python KEFMER , 528 (Boto3 MEARIER) PHIRESER Python,

(5T3RGEM) B3I S3 Glacier R 17E

s
V2

EEFATYER , EBHBARILIED—E S3 Glacier R1FE. NEEFWMENREFEEMMAENR ,
BJ7E£ Amazon S3 Glacier F I {RIFE,

g6l FH B EEXREEHE AWS CLI
ELEHIR | BEEIERAFEHD R EE AP E¥ |, BBEEUH SR E£EZ Amazon S3

Glacier,
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/A Important

FRRLER 28, RIREHITHMEMSESR, ZELEHTF , EXERIREE,
AWS CLI ﬂtzﬁﬁ“iﬁﬁﬁ Java, C# 3 Python R:tE SHA256 #iikiE,

kg
it

THREFEA initiate-multipart-upload, upload-multipart-part# complete-
multipart-upload AWS CLI &%,

MEEBELGTZ—WEHMEENR , 28 (AWS CLI R8ZE) H initiate-multipart-

upload, upload-multipart-part Fl complete-multipart-upload.

1. fEMA initiate-multipart-upload Si T ABIAL D EBR LEER., BEEERERFBII KD CMLTEHEE
i), BLEENEESMD , RTRE—(EHD , BEREBK D, ETFFEETHRB LEFHER
HEKRD, BR , EZRKBR— SN LEER K SEZSESESIINBRN UM THEBENN),

ETHGEH |, # --vault-name Ml --account-ID ZEWEBRAEEECWEN. LkHc
EESE LESEERLSES KNE 1 MB (1024 x 1024 v tih) WiEF, MEEE , TS50l --
part-size Z81{&,

aws glacier initiate-multipart-upload --vault-name awsexamplevault --part-
size 1048576 --account-id 123456789012

AN HER

{

"location": "/123456789012/vaults/awsexamplevault/multipart-uploads/uploadId",
"uploadId": "uploadId"

}

SERE , LI P EE S3 Glacier FHIE PR EEERN LE ID FLE, RERESBHD , B5aE
At E&E 1D,

2. THEHEHID  BULUEATIHHSEI44MBRER  KBESZIRK 1 MB ER , AR LESEE
B, ZFELEBCMER , ZURRBRELUNER K BEREY HESEHY.
Linux 2 macOS

T35S Linux 2 macOS LEVE A file_to_upload Ky 4.4 MiB &2
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mkfile -n 9000b file_to_upload

Windows

T 5 &S E7E Windows EEMN B A file_to_upload B 4.4 MiB %X,

fsutil file createnew file_to_upload 4608000

3. EETXR, ZRERERDEIX 1 MB B,
split -b 1048576 file_to_upload chunk

EHREHEBUTHEERR, sEER 1 MB , &% —@XIE 400 KiB.

chunkaa
chunkab
chunkac
chunkad
chunkae

4. fEH upload-multipart-part i 5 A LEHB D EHTF. BT AIER LEHFHS . BEATUELT
FEEEES, Bl LE%IE 10,000 B9 M 5 R L&,

ETH&GSH , B --vault-name, --account-ID Hl --upload-id 28 E. L& ID &%
ABE initiate-multipart-upload W& HA ID M. bt --range BEIEELS LEXN
£ 1 MiB (1024 x 1024 L thll) WE0 . WWARNDNBEARFSHEE initiate-multipart-upload
WEPEENR D, MBEEE , FREBIUA/ME. It --body BEEEELELBEZIINA
o

aws glacier upload-multipart-part --body chunkaa --range='bytes 0-1048575/*' --
vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

MEK , e THEEERY  HPAS LESSNBRERN.

5. HR#IT upload-multipart-part F , A LESBR LENFERT D, EMSEWTSH --
range M --body B8{E , UHELELENIHD,

aws glacier upload-multipart-part --body chunkab --range='bytes 1048576-2097151/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID
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aws glacier upload-multipart-part --body chunkac --range='bytes 2097152-3145727/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkad --range='bytes 3145728-4194303/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkae --range='bytes 4194304-4607999/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

(@ Note

RERTBTH --range ZEER/) , RALENRE -2/ KA 1 MiB, MMEKI , FE
TTHEELRLY K ASEELEHRINBEEN,

6. TR, ZRESHFLZKLE, EXATESHFNEKX/NN SHA256 HHE.

EETEHEM SHA256 HH#E , WA LAEM Java, C# = Python, TELLEHIH |, EA&EE A
Python, WMFEMEA Java X C# WIET , FSEEEREEAN,

B3 Python #EZ checksum.py ¥EATHEXE. MRFE , FEREHRERERNERE,

from botocore.utils import calculate_tree_hash

checksum = calculate_tree_hash(open('file_to_upload', 'rb'))
print(checksum)

7. #4117 checksum.py BAFT& SHA256 fifiE, LT HE T sEEdEm H A

$ python3 checksum.py
$ 3d760edb291bfc9d90d35809243de@92aeastc4t7b308290ad12d084T69988ae0c

8. f#H complete-multipart-upload W SR EHF LE, B --vault-name, --account-ID, --
upload-ID # --checksum 28K {E. --archive Z2EEREHENEA XD CHMLTHEEE
1), EEESARE LENERBY 2B RINERN, MEFE , FEBTULE.

aws glacier complete-multipart-upload --archive-size 4608000 --vault-
name awsexamplevault --account-id 123456789012 --upload-id upload_ID --
checksum checksum
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TR #E , e S EE S3 Glacier P EFH ID, RELNEMNE.

g4 - FERBEAMN Java B Amazon BHEEH | USsFERX LELBXEHE

EAR Java B Amazon FREHFRMN SMEFKR AP HRM T LEXBHFNGZE FSRE &
Amazon S3 Glacier # FEHF),

- SN API R T —EBEUWARLERMAIBEFENSE. BREELENESR , A ETUER
B ¥ -EH17E , & MFEA Amazon S3 Glacier (S3 Glacier) FH2 B L EZ BN X LEH
%o

- P API B REIEKE REST BF, Bt , ERH—ES X  £—ERED LEBPIHE , UK
—#B75% , IXEDR BN EERAHEF. RNERAEMARE API A2 B EEXE H 7,

\

NESEAEREN API WEZE , F2E8 BARK Java B9 AWS SDK B Amazon S3 Glacier fi£
i S

ES-]
- EH NS APl DB EEXEHEF AR Java B AWS SDK
- £/ KR APl DR EBEXREHEF AR Java B AWS SDK

EH NS APl 2 B LEXEHEF BRAR Java B AWS SDK

BO L EASR APl WHEBEFER EENEFAEIE, S APl FEE2RBHRERN , REZBE
B—{E%  EREHAH S3 Glacier REM PR LE API R EEH1E, MEFHMEA  B2EERA NS
F& APl EEH7F EARK Java B AWS SDK,

£ KRR APl 2 B EE AR HF BAR Java B AWS SDK

HREMES L& | SRR AP, BRI LR EBERMNEERE, UT2FEH BHARN Java iy
AWS SDKUE DR ELEAXRBENTER,

1. B3 AmazonGlacierClient ERIHWHITERE (A F %)

LEEETERTHE AWS WEE, BFERALAFRATHMERESRSERRZ AWS EF,
2. B0 initiateMultipartUpload J AR E 2 B &,
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LEERMEIEEENXHESRR. EARNLEFEEHINI2 K/ NAREREA. EALUER
B3 InitiateMultipartUploadRequest FEIMHITER , RIZMEEEMR. S3 Glacier B
[E] FE{EE & ID,

3. FEIBM M uploadMultipartPart Jx L&D,
ﬁ%!ﬁtﬁﬂ’]%ﬁliﬁﬂ , BFEERMNHERE. EXBIP LENRRESNEEPNTHEE
B, BorERNRELFMNLEID,

4. ®0Y completeMultipartUpload H3EMGTE SR L&,

BEERMLE D, ZEHEFNREREN, HENN (BLENFAEBSNESK)) IREES
¥, S3 Glacier ft LE# 7 EZRHFABEEEHF ID.

gl : A ERA T EEXEHF BAR Java B AWS SDK

T % Java BXBEFIER BAR Java B AWS SDK #HF LEZREE (examplevault), MEH
THEHINZF LR | 5520 £/ Eclipse #1T Amazon S3 Glacier # Java &, EABMFR , fF
AELENEREBEFERR.

@ Note
Le g B 1 MB 2 1 GB &R K/MEM. i , S3 Glacier XR&RZ 4 GB BEBZ K/,

Example

import java.io.ByteArrayInputStream;

import java.io.File;

import java.io.FileInputStream;

import java.io.IOException;

import java.security.NoSuchAlgorithmException;
import java.util.Arrays;

import java.util.Date;

import java.util.lLinkedList;

import java.util.lList;

import com.amazonaws.AmazonClientException;

import com.amazonaws.AmazonServiceException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;
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import
import
import
import
import
import
import
import

public

com.amazonaws.services.
COm.amazonaws.services.
com.amazonaws.services.
COm.amazonaws.services.
com.amazonaws.services.
COm.amazonaws.services.
com.amazonaws.services.

class ArchiveMPU {

glacier.
glacier.
glacier.
glacier.
glacier.
glacier.
glacier.
com.amazonaws.util.BinaryUtils;

TreeHashGenerator;

model.
model.
model.
model.
model.
model.

CompleteMultipartUploadRequest;
CompleteMultipartUploadResult;
InitiateMultipartUploadRequest;
InitiateMultipartUploadResult;
UploadMultipartPartRequest;
UploadMultipartPartResult;

public static String vaultName = "examplevault";
// This example works for part sizes up to 1 GB.

public static
public static
public static

public static

ProfileCredentialsProvider credentials

String partSize = "1048576"; // 1 MB.
String archiveFilePath = "*** provide archive file path ***";
AmazonGlacierClient client;

void main(String[] args) throws IOException {

= new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {

System.out.println("Uploading an archive.");

String uploadId = initiateMultipartUpload();

uploadParts(uploadId);

String archiveld = CompleteMultiPartUpload(uploadId, checksum);
System.out.println("Completed an archive. ArchiveId: " + archiveld);

String checksum =

} catch (Exception e)

{

System.err.println(e);

private static String initiateMultipartUpload() {

// Initiate

InitiateMultipartUploadRequest request = new InitiateMultipartUploadRequest()
.withVaultName(vaultName)
.withArchiveDescription("my archive " + (new Date()))
.withPartSize(partSize);

BEn R L ERE T

API fRZ 2012-06-01 120



Amazon S3 Glacier

FMBABER

InitiateMultipartUploadResult result = client.initiateMultipartUpload(request);

System.out.println("ArchiveID: " + result.getUploadId());
return result.getUploadId();

private static String uploadParts(String uploadId) throws AmazonServiceException,

NoSuchAlgorithmException, AmazonClientException, IOException {

int filePosition = 0;

long currentPosition = 0;

byte[] buffer = new byte[Integer.valueOf(partSize)];
List<byte[]> binaryChecksums = new LinkedList<byte[]>();

File file = new File(archiveFilePath);

FileInputStream fileToUpload = new FileInputStream(file);
String contentRange;

int read = 0;

while (currentPosition < file.length())

{

read = fileToUpload.read(buffer, filePosition, buffer.length);

if (read == -1) { break; }
byte[] bytesRead = Arrays.copyOf(buffer, read);

contentRange = String.format("bytes %s-%s/*", currentPosition,

currentPosition + read - 1);

String checksum = TreeHashGenerator.calculateTreeHash(new

ByteArrayInputStream(bytesRead));

byte[] binaryChecksum = BinaryUtils.fromHex(checksum);

binaryChecksums.add(binaryChecksum);
System.out.println(contentRange);

//Upload part.

UploadMultipartPartRequest partRequest = new UploadMultipartPartRequest()

.withVaultName(vaultName)

.withBody(new ByteArrayInputStream(bytesRead))
.withChecksum(checksum)
.withRange(contentRange)
.withUploadId(uploadId);

UploadMultipartPartResult partResult =
client.uploadMultipartPart(partRequest);

System.out.println("Part uploaded, checksum: " + partResult.getChecksum());
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currentPosition = currentPosition + read;

}

fileToUpload.close();

String checksum = TreeHashGenerator.calculateTreeHash(binaryChecksums);
return checksum;

}

private static String CompleteMultiPartUpload(String uploadId, String checksum)
throws NoSuchAlgorithmException, IOException {

File file = new File(archiveFilePath);

CompleteMultipartUploadRequest compRequest = new
CompleteMultipartUploadRequest()
.withVaultName(vaultName)
.withUploadId(uploadId)
.withChecksum(checksum)
.withArchiveSize(String.valueOf(file.length()));

CompleteMultipartUploadResult compResult =
client.completeMultipartUpload(compRequest);
return compResult.getlLocation();

}

A EEXEHE BAR NET 89 AWS SDK

BEAR NET 89 Amazon BIZEHRMEN SRR API HRETURI R LERABEBENS X (B
2:B37E Amazon S3 Glacier f HEH %)

- SN API R T —EBEUWARLEFMARIBFNSE. BEEELENER , XA ETLER
B—{E¥ FEH17E , & FEH Amazon S3 Glacier (S3 Glacier) ¥ 2 B LB BN X LEH
%o

- KR API BHERIEKfE REST B1F, At , ERM—EF % , E—EAREFLEBINEHT , UK
—HFEE, IXBESB EEU LERAHT, NEORACLRER API UE5 X LEXREHE,

MESKFAERN API WEZERR |, 520 BAK NET 9 AWS SDK #E Amazon S3 Glacier {#
.

ES- ]
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- A WSk APl 7B EEXREHF BAR .NET £ AWS SDK
- £/ WK APl DR EEXREHEF EHR NET B AWS SDK

£/ NER APl DR EEXREHE @AM .NET B AWS SDK

BRI LMERA SR API AR A EZR LENEFAEHE. S API SESRBEHEFAD  REEBE
BE—% , ERMEAM S3 Glacier RN DR LE API REEHF, MEFMER , F2REA NS
P& APl EEH7F BAR .NET B AWS SDK.

£/ WK APl D ER EEXREHE @AM .NET B AWS SDK

HRBHEERE LG, S ERER AP, B SEREFRRNEERE, UTRER BAR NET R
AWS SDKEEZ XX LEXREHEN LR,

1. B3I AmazonGlacierClient ERIHNHITEE (B F%).

LEEETERTHT AWS WESE, ZFEALAFRHITHMERETFSEAZI AWS EHF,
2. ®0Y InitiateMultipartUpload F 2 ARBE 2 Bk L&,
LEERMEIEHEFENRTESRR. EARLEHFHINI2 K/ NARTEREB. B LUER

B3 InitiateMultipartUploadRequest HEIMHITER , RIZMEEEN. S3 Glacier B
ElfE+EE L& 1D,

3. EiBM M UploadMultipartPart 53 LEEH %,

HRELBNSENS  BEERUHERR. EXF 7P LENRKBEESNFEPNLTHE
B, BrERNBRERLTMNLE D,
4. /A CompleteMultipartUpload JF3EUAGTE DR L&,

BEERMHEE D, BEHSENREAEN, HEFEXD (BLENMERsPESKD) MIRFESR
. S3 Glacier ft L EH P EBHELEREEHF ID,
g1 : EAEAMN NET 8 Amazon BIZEH , Lo R LEAXEHF

T5 c# BRBEFIEH BAR NET B9 AWS SDK ## 17 L EER1FE (examplevault), MEH
THESINEZESRE |, B2 FTENGEHY, ESLENFRR , FAELENERSBETNERB,

Example

using System;
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using System.Collections.Generic;
using System.IO;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadMPU
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to upload
kK1,

static long partSize 4194304; // 4 MB.
public static void Main(string[] args)
{
AmazonGlacierClient client;
List<string> partChecksumList = new List<string>();
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Uploading an archive.");
string uploadId = InitiateMultipartUpload(client);
partChecksumList = UploadParts(uploadId, client);
string archiveld CompleteMPU(uploadId, client, partChecksumList);
Console.WriteLine("Archive ID: {0}", archiveld);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

static string InitiateMultipartUpload(AmazonGlacierClient client)
{
InitiateMultipartUploadRequest initiateMPUrequest = new
InitiateMultipartUploadRequest()
{
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VaultName = vaultName,
PartSize = partSize,
ArchiveDescription = "Test doc uploaded using MPU."

i

InitiateMultipartUploadResponse initiateMPUresponse =
client.InitiateMultipartUpload(initiateMPUrequest);

return initiateMPUresponse.UploadId;

static List<string> UploadParts(string uploadID, AmazonGlacierClient client)
{

List<string> partChecksumList = new List<string>();

long currentPosition = 0;

var buffer = new byte[Convert.ToInt32(partSize)];

long filelLength = new FileInfo(archiveToUpload).Length;
using (FileStream fileToUpload = new FileStream(archiveToUpload, FileMode.Open,
FileAccess.Read))

{
while (fileToUpload.Position < filelength)
{
Stream uploadPartStream = GlacierUtils.CreatePartStream(fileToUpload,
partSize);

string checksum = TreeHashGenerator.CalculateTreeHash(uploadPartStream);

partChecksumList.Add(checksum);

// Upload part.

UploadMultipartPartRequest uploadMPUrequest = new
UploadMultipartPartRequest()

{
VaultName = vaultName,
Body = uploadPartStream,
Checksum = checksum,
UploadId = uploadID

i

uploadMPUrequest.SetRange(currentPosition, currentPosition +
uploadPartStream.Length - 1);
client.UploadMultipartPart(uploadMPUrequest);

currentPosition = currentPosition + uploadPartStream.Length;
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}

return partChecksumList;

}

static string CompleteMPU(string uploadID, AmazonGlacierClient client, List<string>

partChecksumList)
{
long filelLength = new FileInfo(archiveToUpload).Length;
CompleteMultipartUploadRequest completeMPUrequest = new
CompleteMultipartUploadRequest()
{
UploadId = uploadID,
ArchiveSize = filelength.ToString(),
Checksum = TreeHashGenerator.CalculateTreeHash(partChecksumList),
VaultName = vaultName

};

CompleteMultipartUploadResponse completeMPUresponse =
client.CompleteMultipartUpload(completeMPUrequest);
return completeMPUresponse.Archiveld;

}

£ REST APl L B9 EBRH M KEF

MEEDBPNAEHTF (DBREE)STAR , 7REERE—BRE , IREIRLERE
BARIRME, MFELRFENFHRET , FSHTH API 2EXHE .

- BREDERLE (POST 7 - L&)
« 2B L& (PUT uploadID)

« RSB L (POST uploadiD)

+ A1k B E{E (DELETE uploadID)
« JBE % (GET uploadID)

« SIHS B EE (GET 5B - £B)

W HITHE
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1£ S3 Glacier ¥ T & 17

Amazon S3 Glacier M EETEA , TRARBINMBRREFZE. B2 , CELEOAEHEE
FiE , € S3 Clacier THEEF. EETRER , flHELA. KAMAEMXXH , BHLAER AWS
Command Line Interface (AWS CLI) SR BB RIBHENR , 7 EREZFEH REST API SfFH
AWS SDKs,

WMEFRE EH S3 Glacier FEEMEF AWS CLI , 5528 AWS CLI S3 Glacier (&£, EE%L#
AWS CLI , 5528 AWS Command Line Interface. THIEREZRBMMER BEHR Java B AWS
SDK. #EARK NET # AWS SDKH Amazon S3 Glacier REST API #4112 T2 S3 Glacier.
Amazon S3

e

- ¥HER S3 Glacier Archives

« A % Amazon S3 Glacier # T #H#7 BAR Java B AWS SDK
- 5 EAR NET # AWS SDKF & Amazon S3 Glacier ¥ EE
« f£A Python FITRETHAEIF

- {5/ REST APl T&##F

- {8 1£ Amazon S3 Glacier F F# ¥ 7F AWS CLI

#EHY S3 Glacier Archives

#& Amazon S3 Glacier IR — BRI FE , EALERB ITHE , RARETETKR TEHE
Ho EERBHFHEEER , B LER BEEH (POST £7#5) REST API #4F5 AWS CLIEL AWS
SDKsH Y EIFRF,

ES-]
- HEHEUEE
< EiRHFHEE

& S3 Glacier I HFZFRMI BIEF. U TRUEFNEE,
FEE E1F
1. B BHEEHEEUEH.
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a. HSEEEFENNERF ID. SN HENFERSFRE ID. EALEER REST API,
AWS CLIZ, AWS SDKsEUS##7 ID. tNEFMER , 52 B7E Amazon S3 Glacier # F &
EEE.

b. B(EIFER S3 Glacier WIE , EBMER MBI (POST %) % , MEARBH THER
BREHFHHTHF.

EL B TR , S3 Glacier S EEEFRER T ID, YMERFSHN A RHATIAE, (MFR2

R, B TETHE BT THIFEL, )

/A Important

EEANEERIRNERHEIRBUR , TREE M Initiate Job BRAK , WHR
PolicyEnforcedException flAikiR. NEEBERERBENFMEN , F2H
S3 Glacier ERHFEEUBER, WMZE PolicyEnforcedException HIAARRAIEFMAER , 33
BB EREE,

PHER | 7£ S3 Glacier FRERP KB ERBAHEER, MER S3 Glacier EEHBERER
HEFER , 5528 (Amazon Simple Storage Service R &) FNHEWHNFEER,

2. IHeEm#& , £/ "HEEHEH, (GET @h) FETHMTE.

BEATEAAMTE , EEN THEEE  LETHRERAHN —H0. SRBANEE , T
BEAFXANGHERNBRETRARNISAAMELR , flNAERKK, MREEE-FRPEEE
Hah  WEABREERAN , LNELAETERMAEF FTHH, T8 , MREUERTE X T Ha

, ERAEMABERE , ERAFENRBE TR NS , MARRE@R S,

S3 Glacier AR T , BFRREGHAL., TRIHEZRED 24 MR , THEFSIEH , BR
REAUETHETHE 24 MEATHEAH, ERTESEEHTHE 24 PRRERIBE, &Z¥E
EHAEBREETRE , BUERAUATER —ERBERBEELNRE

- EFTHEEHEH : BRI UEEREITETRE , S3 Glacier AJLARMABEEIH Amazon Simple
Notification Service (Amazon SNS) &, S3 Glacier EETRK TEREIXBEA.

BRE) TR |, B A5 E T4ER Amazon SNS £=RB, ET/EERPBRTIEE Amazon SNS =8 , 1
RRFECHEHEFHEDNEHEEENRE , Bl S3 Glacier U S @M A EZ SNS 88, MEF
HE , 55287 Amazon S3 Glacier FEEERFEE 4,

BEHEE
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- BAREMERITHEEN . Bt AFEA S3 Glacier Describe Job API % (3R 1E7# (GET JobID)) ,
DEHRWATFEER. T8 , RMEZERFEA Amazon SNS BEH,

(® Note
BEBEHA Amazon SNS BHFTEBHNEN , EBEMA Describe Job API fEXFFEVEME
AR,
HiFHEELRE

BB TERBEIREHER , SuUBRBEIERMEAESR | EEUTHP —EHFENEE, NEHEEE
HABBAE A , 552 E) Amazon S3 Glacier Ef&,

- RE  REMNAIZLETERSEZSBRERH TR , BBRIEFEE S3 Glacier Flexible Retrieval
1 EBIT® S3 Intelligent-Tiering Archive Access B ZHINER, ARREBELTRANTE
(250 MB BA L) B |, FRAREEEFIEFRNESR , BEE 15 2EANAIERA, ARBAETERRARE
HERESENEUTANENEE, NEFHHEEN  F2RHENETE,

o 1ZH . ZEFMABELAEL ) DBRAEREMEHT. SEFREESRN 3-5 MFRATR. KI§EREELE
HEF  BEEERNERREER 8%, ,
- KE : KEFMERARKEEN S3 Glacier HEURE , THARE—RARHEBRAEER (EZEIE
B),K MEEAZER, REHMIEFEEN 5-12 MNEFERATK.

TREERPHFEERE, MEEEMNFMEER , 528 Amazon S3 Glacier E{&,

= EH# 1T Expedited. Standard=k Bulk#EE , 4% RestoreObject REST API #{EFER #F
WTierfd R TEREALEEMEF , 5 AWS Command Line Interface (AWS CLI) AWS SDKsH #Y
HEEB, FCBEMENSE , AIFEREENSSEBEBMENSTERMERE,

ENRE

MEREFHRNBEARMEFENEZEESATANENRE, SEFEENRRERAST 5 7EZ DAL
T=R TRIE, HE, XRHKZEY 150 MB (MBps) R EEEEIEE.

NMRTHFEHFEFEREATRANEN TERIEEFN , RMNEBCREMENENEE, BEIFER
BHENTE  BENUTETREREN , RFECEHEINFIRETSERS  BUBEARER, BERE
BREBREWBRUM , FEFIIRIEER , X EREMEZNENEE,
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BEMERE

A BAER S3 Glacier T4, BEMGREAR (POST fEMZA B)REST APl 4. AWS SDKsH i
EMEREEN AWSCLI, MEMENBTEEEEN , 5528 Amazon S3 Glacier E{E,

MEREBEMNERE—EA  ®EENBHNEBRS.

MRFARBHREEBEANE 31 X, BHEHARTEANKRERE —R, flm , MREAKBEHR 8 A
31 H , BHEHAIR9 A30 H. MRAFHKBEHZ1A31 B, BHBEHAR2 A 28 H,

£ Amazon S3 Glacier T ABEMENEBE

1. & A AWS Management Console , Y¢7E https : //https://console.aws.amazon.com/glacier/nome
BB S3 Glacier £ A&,

2. EEfINEEERYD  BEERHENEE.

3. EMBRABREEMN (PCU)T ,BEBE PCU, EREETREE PCU B,
4., MRERLEBEMENTE K FERRBESHRPBA confirm,

5. BiEEE PCU,

IR w5 F REEN

E & S3 Glacier HEUH 78 , B IREMEEEEN cHEFNEERHD . FARESHENEEH
7. BEMTHEEE , AJEEHT T HIBERIRLEAS

. EREWENTH : S3 Glacier AFEZRMMARE 24 N TRERGEN. Rt , ETEHL
RERHEDS , BETNUERE TRERAER T ROMER,

- HRARERNEESS AN, BREZHCRESEME , DUE-HERSURLE TR
ELEEHIAEER. MEEERT  STUEA—BERER RO LRENMRNHER
. S#  STURDSEEDER , L0 —EHHHE -2 BRRNEE

)

FREEFEDNBBHEREER K SXEARMEFEEBUCAEEBE, 52 , L cASEUSHER (EXR
(BIEE) , RIEZ %L 1 MB B (1 MB, 2 MB, 3 MB %),

BERRTURNENER , UEAARGHEENEN 1 MB ME. 15, NREEETRANER
BREMAE ERIERRE) , CELERBFRNEE , b AFLHEE. CTUEARER
M, RBHERENEERUNAEIRS. NETRGL TELTARSAHEENHALT B
M THENEERREBA,
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£/ 7£ Amazon S3 Glacier P & F BAM Java ¥ AWS SDK

BAR Java B Amazon BB EMFRRHHN SEMEKRE AP #REE T THHEFN G E.

ES]
- EH NS API THHEZ AR Java By AWS SDK
- EF BKFE API TEHEEF BAR Java By AWS SDK

5H NEE APl TEHEZ BARK Java B AWS SDK

S P API B9 ArchiveTransferManager RIS AT AR THEFEMN download %o

/A Important
It ArchiveTransferManager $¥BI &% 3 Amazon Simple Notification Service (Amazon
SNS) 7 , IR FTEZEEA Amazon Simple Queue Service (Amazon SQS) 175, AERX
BHEFRENERLRHBATIHIAEHETA, HFTAN , REFATR. NFESFHEE—EN
FHHER , F2R HEEEUEE,

ggHl: E£H NS API TEHEEZ BRAR Java B AWS SDK

LAF Java B SEFIE B PSP (REM) EiE (us-west-2) FHRTFEEE (examplevault) F&EE
o

MEHITIE G Z LR |, 5528 £ Eclipse #1T Amazon S3 Glacier #J Java &l, EEBEEH
BRE A RZERENHEZ ID URAFBETEEENAAEERERE

Example

import java.io.File;
import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.sns.AmazonSNSClient;

import com.amazonaws.services.sqs.AmazonSQSClient;
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public class ArchiveDownloadHighLevel {

public static String vaultName = "examplevault";

public static String archiveld = "*** provide archive ID ***";

public static String downloadFilePath = "*** provide location to download archive
k%1,

public static AmazonGlacierClient glacierClient;
public static AmazonSQSClient sqgsClient;
public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {
ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();
glacierClient = new AmazonGlacierClient(credentials);
sgsClient = new AmazonSQSClient(credentials);
snsClient = new AmazonSNSClient(credentials);
glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");

sgsClient.setEndpoint('"sqgs.us-west-2.amazonaws.com");
snsClient.setEndpoint("sns.us-west-2.amazonaws.com");

try {
ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient,
sgsClient, snsClient);

atm.download(vaultName, archiveld, new File(downloadFilePath));
System.out.println("Downloaded file to " + downloadFilePath);

} catch (Exception e)
{

System.err.println(e);

£/ AYRRE APl TEEf7 BAR Java B AWS SDK

UTRER BAR Java B AWS SDK 1K API REEEUR 7 EEFHN TR,

1. B3 AmazonGlacierClient ERIHNHITEE (B FE%).
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REEBEEERPTHBEE AWS WEH., BEALAFRATHREREFESEMATK AWS B
o

2. #1197 archive-retrieval AZLURE initiatelob £,

BEBEI InitiateJobRequest BN ITEBRIBMITEEN , fIMETH2HENEE
ID , AKX % Amazon S3 Glacier (S3 Glacier) ## T/ET R A EREA Amazon SNS 78, S3
Glacier @fEEIfEFEE T 4E ID, ZEIFETE InitiateJobResult BRI HTEE P ATH,

JobParameters jobParameters = new JobParameters()
.withArchiveId("*** provide an archive id #***")
.withDescription("archive retrieval")
.withRetrievalByteRange("*** provide a retrieval range***") // optional
.withType("archive-retrieval");

InitiateJobResult initiateJobResult = client.initiateJob(new InitiateJobRequest()
.withJobParameters(jobParameters)
.withVaultName(vaultName));

String jobId = initiateJobResult.getJobId();

B LLEE R E L TEEEE RFER S3 Glacier , MEEERHREFN -2 . filw , LA LEBHE
TR , RFEXK S3 Glacier EXE{fm#tFH 1 MB £ 2 MB 4% , femE#H LiBFER.

int ONE_MEG = 1048576;
String retrievalByteRange = String.format

IIO

-%s", ONE_MEG, 2*ONE_MEG -1);

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveId(archiveld)
.withRetrievalByteRange(retrievalByteRange)
.withSNSTopic(snsTopicARN);

InitiateJobResult initiateJobResult = client.initiateJob(new InitiateJobRequest()
.withJobParameters(jobParameters)

.withVaultName(vaultName));

String jobId = initiateJobResult.getJobId();
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3. Fx T

BXASIN TR HERIFEETR. WREEREFELEEERE Amazon Simple Notification
Service (Amazon SNS) IEEE’JJE%HEQE N E TR TIERIEE Amazon SNS £/ , 8 S3
Glacier 85 TE# MR EEEEA

& A LUEBFE Y describelob FiEREwFE S3 Glacier , LAMET TESERARRE, R |, £
Amazon SNS FEHTEAEEEZMN S E.

4. FEBHIT getJobOutput FETHEKE L (HEER).

FEIBZE ] GetJobOutputRequest HAINETEBRIEMUFBREN , I ID MRFEERE, S3
Glacier EEI & H 7 GetJobOutputResult ¥HaFa A,

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withJobId("*** provide a job ID ***")
.withVaultName("*** provide a vault name ****");

GetJobOutputResult jobOutputResult = client.getJobOutput(jobOutputRequest);

// jobOutputResult.getBody() // Provides the input stream.

FRBABFETHEEEHEN@E L. B SURE R EE® N — , RIBEBBIEE
GetJobOutputRequest EFE’91A*L7_C,‘F\H§*1«X$5*L’J‘E’\JE%T$‘Z¥1$§%HO

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withJobId("*** provide a job ID ***")
.withRange("bytes=0-1048575") // Download only the first 1 MB of the
output.
.withVaultName("*** provide a vault name ****");

# 7 EFE GetJobOutput FEMY | MR HERLMRY , S3 Glacier BER THRER T 7 HREEN,
WMEFMES , FS2ETRERFERRERET,

ATRIBTEREHER , BYLMERAFPHNREEAN K WEHEEEEREENBRERMN S3
Glacier fALL B,

HREEMEZENHFHEMIE , ECNEEBRBE e LEEEINEENBRERARN
(SHA256TreeHash), & AERALEE —SHRIFHRE TRNBEC THEEENEREM, Hln, WR
BEEHEAMESREEFENHFEE , ARUERN AN TRE L , LUESHE GetJobOutput
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ERERREEN AU EERAFE L THEHNESEB,NREEAN  RZTERREE, &9
LIS E B S3 Glacier BRI B EAFNE TR , LEELSNIER T/ESR , LBERETHNEMEN
TUHAEEE B 1Z I AE S3 Glacier PRV T4EETEFH[E .

WMFREFEES , FSE O 2 : F/ AVER AP BEHF EAR Java B AWS SDK- EEHRF T
Hai .

g6l 1 A HER API #iEEH 77 BAR Java B AWS SDK

AT Java B BEHIREENREFETEHETF. EETKE , XEHIEEE — getIJobOutput MY
PFTIEEEHL, UEERUAEREX TEHELNES , B2 €6 2 . F£H R API HEEF &
AR Java B AWS SDK- fEERh T H .

EHEATTIER

- 23 Amazon Simple Notification Service (Amazon SNS) &,

S3 Glacier 8 T TER MR EEFIXBH,

« #3I Amazon Simple Queue Service (Amazon SQS) 1751,

HWE G B EEST {5 , LAF Amazon SNS FEEAE SR WA 2 25,
- BREEUTHRIEENHE,

EIEFERS , SIETEMEIRMN Amazon SNS £ , Fitk , S3 Glacier IR T/EER B HmEH
EES

- EHIME Amazon SQS YR REEEITEIE ID AR,

MBEEAL , 24 JSON ¥ REFKEEIERTR. MR , FTEHBE,
- EiBMBR Amazon SNS FEMEZEIH Amazon SQS 15 3REER,

import java.io.BufferedInputStream;
import java.io.BufferedOutputStream;
import java.io.BufferedReader;
import java.io.BufferedWriter;
import java.io.FileOutputStream;
import java.io.FileWriter;

import java.io.IOException;

import java.io.InputStream;
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import
import
import
import
import

import
import
import
import
import

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

java
java

java.

java

java.

0rg.
org.
0rg.
org.
org.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

.io0.InputStreamReader;
.10.0utputStream;

util.HashMap;

.util.List;

codehaus. jackson.

util.Map;

codehaus.jackson.JsonN

codehaus. jackson.
codehaus.jackson.
codehaus. jackson.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

JsonFactory;

ode;

JsonParseException;
JsonParser;
map.0ObjectMapper;

AmazonClientException;

auth.
auth.
auth.

auth

policy.
policy.
policy.

.policy.

Policy;
Principal;
Resource;
Statement;

auth.policy.
auth.policy.

Statement.Effect;
actions.SQSActions;

auth.profile.ProfileCredentialsProvider;
glacier.AmazonGlacierClient;
glacier.model.GetJobOutputRequest;

services.
services.
.glacier.model.GetJobOutputResult;

services

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
.sqs.model.
sgs.model.
sqs.model.
sgs.model.
sqs.model.
sgs.model.
.sqs.model.
sgs.model.

services

services.
services.
services.
services.
services.

services

services.

glacier.model.InitiateJobRequest;
glacier.model.InitiateJobResult;
glacier.model.JobParameters;
sns.AmazonSNSClient;

sns.model.
.CreateTopicResult;
sns.model.
sns.model.
sns.model.
sns.model.

sns.model

CreateTopicRequest;

DeleteTopicRequest;
SubscribeRequest;
SubscribeResult;
UnsubscribeRequest;

sgs.AmazonSQSClient;

CreateQueueRequest;
CreateQueueResult;
DeleteQueueRequest;
GetQueueAttributesRequest;
GetQueueAttributesResult;
Message;
ReceiveMessageRequest;
SetQueueAttributesRequest;
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public class AmazonGlacierDownloadArchiveWithSQSPolling {

public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static
public static

public static

String archiveld = "*** provide archive ID ****";
String vaultName = "*** provide vault name ***";
String snsTopicName = "*** provide topic name ***";
String sqsQueueName = "*** provide queue name ***";
String sqsQueueARN;

String sqsQueueURL;

String snsTopicARN;

String snsSubscriptionARN;

String fileName = "*** provide file name ***";
String region = "*** region ***";

long sleepTime = 600;

AmazonGlacierClient client;

AmazonSQSClient sgsClient;

AmazonSNSClient snsClient;

void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client =

new AmazonGlacierClient(credentials);

client.setEndpoint("https://glacier." + region + ".amazonaws.com");

sgsClient = new AmazonSQSClient(credentials);
sqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);
snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");
try {

setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

Boolean success = waitForJobToComplete(jobId, sqsQueueURL);
if (!success) { throw new Exception("Job did not complete

successfully.");

}

downloadJobOutput(jobId);

cleanUp();
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} catch (Exception e) {
System.err.println("Archive retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest qRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sqgsClient.getQueueAttributes(qRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {
CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);
CreateTopicResult result = snsClient.createTopic(request);
snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();
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}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveld(archiveld)
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);
return response.getJobId();
private static Boolean waitForJobToComplete(String jobId, String sqsQueueUrl)
throws InterruptedException, JsonParseException, IOException {
Boolean messageFound = false;
Boolean jobSuccessful = false;

ObjectMapper mapper new ObjectMapper();
JsonFactory factory = mapper.getJsonFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueueUrl).withMaxNumberOfMessages(10@)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").getTextValue();

JsonParser jpDesc = factory.createlsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);
String retrievedJobId = jobDescNode.get("JobId").getTextValue();
String statusCode = jobDescNode.get("StatusCode").getTextValue();
if (retrievedJobId.equals(jobId)) {

messageFound = true;

if (statusCode.equals("Succeeded")) {

jobSuccessful = true;
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} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful);

private static void downloadJobOutput(String jobId) throws IOException {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

InputStream input = new BufferedInputStream(getJobOutputResult.getBody());
OutputStream output = null;

try {
output = new BufferedOutputStream(new FileOutputStream(fileName));

byte[] buffer new byte[1024 * 1024];

int bytesRead Q;
do {
bytesRead input.read(buffer);
if (bytesRead <= 0) break;
output.write(buffer, @, bytesRead);
} while (bytesRead > 0);
} catch (IOException e) {
throw new AmazonClientException("Unable to save archive", e);
} finally {
try {input.close();} catch (Exception e) {3}
try {output.close();} catch (Exception e) {3}

}

System.out.println("Retrieved archive to " + fileName);

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
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sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

g5 2 : BEA AVERE AP BEENE 7 BAR Java B AWS SDK- fE[E 5 T S

T 5l Java BRIFEHIE 1 S3 Glacier HEEH 7, ZENBEHIIEIBHE GetIobOutputRequest ¥IH
PIEEN THEBER T HERPWEERE

import
import
import
import
import
import
import

java.io.BufferedInputStream;
java.io.ByteArrayInputStream;
java.io.FileOutputStream;
java.io.IOException;
java.util.HashMap;
java.util.List;
java.util.Map;

com.fasterxml.

import jackson.core.JsonFactory;

import
import
import
import

com.
com.
com.
com

fasterxml

.fasterxml.

.jackson.
fasterxml.
fasterxml.

jackson.
jackson.
jackson.

core.JsonParseException;
core.JsonParser;

databind.
databind.

JsonNode;
ObjectMapper;

import
import
import
import
import
import

com.amazonaws.auth.policy.
auth.policy.
auth.policy.
auth.policy.
auth.policy.

auth.policy.

Policy;

Principal;
Resource;
Statement;
Statement.Effect;
actions.SQSActions;

com.amazonaws.

com.amazonaws.
com.amazonaws.
com.amazonaws.

com.amazonaws.

import
import
import
import
import
import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.
services

services.
services.
services.
services.
services.

services

services.
services.
services.
services.
services.
services.

.glacier.
glacier.
glacier.
glacier.
glacier.
glacier.
.glacier.
sns.
sns.
sns.
sns
sns.
sns.

profile.ProfileCredentialsProvider;

AmazonGlacierClient;
TreeHashGenerator;
model.GetJobOutputRequest;
model.GetJobOutputResult;
model.InitiateJobRequest;
model.InitiateJobResult;
model.JobParameters;

AmazonSNSClient;
model.CreateTopicRequest;
model.CreateTopicResult;
.model.DeleteTopicRequest;
model.SubscribeRequest;
model.SubscribeResult;
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import com.amazonaws.services.sns.model.UnsubscribeRequest;

import com.amazonaws.services.sqs.AmazonSQSClient;

import com.amazonaws.services.sqgs.model.CreateQueueRequest;

import com.amazonaws.services.sqs.model.CreateQueueResult;

import com.amazonaws.services.sqs.model.DeleteQueueRequest;

import com.amazonaws.services.sqs.model.GetQueueAttributesRequest;
import com.amazonaws.services.sqgs.model.GetQueueAttributesResult;
import com.amazonaws.services.sqs.model.Message;

import com.amazonaws.services.sqs.model.ReceiveMessageRequest;
import com.amazonaws.services.sqs.model.SetQueueAttributesRequest;

public class ArchiveDownloadLowlLevelWithRange {

public static String vaultName = "*** provide vault name ***";
public static String archiveld = "*** provide archive id #***";
public static String snsTopicName = '"glacier-temp-sns-topic";
public static String sqsQueueName = '"glacier-temp-sqs-queue";
public static long downloadChunkSize = 4194304; // 4 MB
public static String sqsQueueARN;

public static String sqsQueueURL;

public static String snsTopicARN;

public static String snsSubscriptionARN;

public static String fileName = "*** provide file name to save archive to ***";
public static String region = "x** yegion ***";

public static long sleepTime 600;

public static AmazonGlacierClient client;
public static AmazonSQSClient sqgsClient;
public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier." + region + ".amazonaws.com");
sgsClient = new AmazonSQSClient(credentials);
sqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);
snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {
setupSQS();
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setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

long archiveSizeInBytes = waitForJobToComplete(jobId, sqsQueueURL);
if (archiveSizeInBytes==-1) { throw new Exception("Job did not complete
successfully."); }

downloadJobOutput(jobId, archiveSizeInBytes);
cleanUp();

} catch (Exception e) {
System.err.println("Archive retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest qRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqgsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sqgsClient.getQueueAttributes(qRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));
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}
private static void setupSNS() {
CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);
CreateTopicResult result = snsClient.createTopic(request);
snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveld(archiveld)
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);

return response.getJobId();

private static long waitForJobToComplete(String jobId, String sqsQueueUrl) throws
InterruptedException, JsonParseException, IOException {

Boolean messageFound = false;
Boolean jobSuccessful = false;
long archiveSizeInBytes = -1;
ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueuelrl).withMaxNumberOfMessages(10)).getMessages();
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if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").textValue();

JsonParser jpDesc = factory.createJsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);
String retrievedJobId = jobDescNode.get("JobId").textValue();
String statusCode = jobDescNode.get("StatusCode").textValue();
archiveSizeInBytes =
jobDescNode.get("ArchiveSizeInBytes").longValue();

if (retrievedlobId.equals(jobId)) {

messageFound = true;

if (statusCode.equals("Succeeded")) {

jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful) ? archiveSizeInBytes : -1;

private static void downloadJobOutput(String jobId, long archiveSizelInBytes) throws
IOException {

if (archiveSizeInBytes < 0) {
System.err.println("Nothing to download.");
return;

System.out.println("archiveSizeInBytes: " + archiveSizeInBytes);

FileOutputStream fstream = new FileOutputStream(fileName);

long startRange = 0;

long endRange = (downloadChunkSize > archiveSizeInBytes) ? archiveSizeInBytes
-1 : downloadChunkSize - 1;

do {
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GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withRange("bytes=" + startRange + "-" + endRange)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

BufferedInputStream is = new
BufferedInputStream(getJobOutputResult.getBody());
byte[] buffer = new byte[(int)(endRange - startRange + 1)];

System.out.println("Checksum received: " +
getJobOutputResult.getChecksum());

System.out.println("Content range " +
getJobOutputResult.getContentRange());

int totalRead = 0;
while (totalRead < buffer.length) {
int bytesRemaining = buffer.length - totalRead;
int read = is.read(buffer, totalRead, bytesRemaining);
if (read > 0) {
totalRead = totalRead + read;
} else {
break;

}

System.out.println("Calculated checksum: " +
TreeHashGenerator.calculateTreeHash(new ByteArrayInputStream(buffer)));

System.out.println("read = " + totalRead);

fstream.write(buffer);

startRange = startRange + (long)totalRead;
endRange = ((endRange + downloadChunkSize) > archiveSizelInBytes) ?
archiveSizeInBytes : (endRange + downloadChunkSize);
is.close();
} while (endRange <= archiveSizeInBytes && startRange < archiveSizeInBytes);

fstream.close();
System.out.println("Retrieved file to " + fileName);
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private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

FER BAR NET 8 AWS SDKT & Amazon S3 Glacier H I 17
BEBAM NET B Amazon BHEZEEHRHEN S EAERE AP BEE T THEEFEW S E,

ES -]
- A NS API THHZF EAR NET 8 AWS SDK
- A NERE API THHF EAR NET £ AWS SDK

5H NEM API TEHEEZ BAR .NET # AWS SDK

=P API B9 ArchiveTransferManager BRI AT AR THEFM Download Fi%.

/A Important

It ArchiveTransferManager EAEI®E I Amazon Simple Notification Service (Amazon
SNS) £ , IR ETRZE =K Amazon Simple Queue Service (Amazon SQS) 175, ARERK
BHEFRERNERLRHBTIAEREFTA, HFTRAE  REFATR. NFEHFHEEER—RN

FHEER , FomN HERIUEE,

g5 . £ SR APl TEEF EAR .NET 89 AWS SDK
LT C# B BEANERAEL (REM) EFFHNREFE (examplevault) FTEHEE,

MEFSTHEHINZSRA  FSE PTEARES . CFEEHMEAR AR ERENHEE D

URBREE TEHHEFNAEEREE

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

fEF NET T&EiE API| MR 2012-06-01 147



Amazon S3 Glacier HBEABER

{

class ArchiveDownloadHighlLevel
{
static string vaultName = "examplevault";
static string archiveld
static string downloadFilePath
store the download ***";

"*** Provide archive ID ***";

"*** provide the file name and path to where to

public static void Main(string[] args)

{
try

{

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

var options = new DownloadOptions();
options.StreamTransferProgress += ArchiveDownloadHighLevel.progress;
// Download an archive.
Console.WriteLine("Intiating the archive retrieval job and then polling SQS
queue for the archive to be available.");
Console.WriteLine("Once the archive is available, downloading will begin.");
manager.Download(vaultName, archiveld, downloadFilePath, options);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

static int currentPercentage = -1;
static void progress(object sender, StreamTransferProgressArgs args)
{
if (args.PercentDone != currentPercentage)
{
currentPercentage = args.PercentDone;
Console.WriteLine("Downloaded {0}%", args.PercentDone);
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£ BIKME API TEH7F BAR .NET #9 AWS SDK

LTELSEBR , taER BAM NET 89 AWS SDKEER APl , & Amazon S3 Glacier (S3
Glacier) #1%,

1. B3 AmazonGlacierClient EBIWHITEE (B F®).

REEEEEBRPTHEF AWS WESH, BERALAFRATHAMERFEBSEMEZK AWS B
o

2. 1T archive-retrieval FELURE InitiateJob F#%.

EIBE Initiate]obRequest HAIMHTEBRREMIIEENA , AINETHNHEFNHTF D,
AR % £ S3 Glacier & TEE KA SHIEM Amazon SNS /8, S3 Glacier EfEEIEFEE T
ID, EIFETE InitiateJobResponse AW TEEH A,

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{
VaultName = vaultName,
JobParameters = new JobParameters()
{
Type
Archiveld
SNSTopic
}

"archive-retrieval",
"*#*%* Provide archive id ***",
"**% Provide Amazon SNS topic ARN *#**'",

};

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JoblId;

BRI LURIEM IS L AHEE |, LAFESK S3 Glacier EX R 17/ — , LA TR R. &R
8 S3 Glacier , AMEEEFEHFN 1 MB F 2 MB #H 4%

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{
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VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "archive-retrieval",
Archiveld = "*** Provide archive id ***",
SNSTopic = "*** Provide Amazon SNS topic ARN *#**",
}
I

// Specify byte range.

int ONE_MEG = 1048576;

initJobRequest.JobParameters.RetrievalByteRange = string.Format("{@}-{1}", ONE_MEG, 2
* ONE_MEG -1);

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

3. HR THEZTHK.

BXASIN TR HERIFEETR. WREEREFELEEERE Amazon Simple Notification
Service (Amazon SNS) FENBHERE , XEEM K TIERIEE Amazon SNS £ |, Al S3
Glacier 8 E TR TEZOZETEEEAL, UTEHREMNEXBEAERAR S3 Glacier 19
Amazon SNS & mAL,

BB AT LUEIBF Y Describelob A& S3 Glacier , LAHIE TESSRARARE, R | FH
Amazon SNS FREHTEAEEEZMN S E,

4. FEB#I1T GetJobOutput FETHEKWH (HEER).

FEIBE L GetJobOutputRequest FBIMNHTEBRIBMFBEREN , WIT/E ID MREFEERRE, S3
Glacier EEI & H 7 GetJobOutputResponse ¥#HF A A,

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

};

GetJobOutputResponse getJobOutputResponse = client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))

{
CopyStream(webStream, fileToSave);
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}
}

FREBERBHETHREEETENGE L, ZULLURERENAEN -39 , BIBEE
GetJobOutputRequest R TAEE5E LAR/NEY [E 3R T EEE .

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = jobId,
VaultName = vaultName
};
getJobOutputRequest.SetRange(0, 1048575); // Download only the first 1 MB chunk of
the output.

# 7 EFE GetJobOutput FEIY | MR HERLMRMY , S3 Glacier $ER THRER T 7 HIREEN,
WMEFMES , FS2ETRERFERRERET,

ATRIBETERREHE:.  AULUGERAFHENREAN WS HEEORDEXNRERT S3
Glacier #HLb#,

HREENTESEENHFREIMER , ELREEEERE , caFERRNEENRER

M (SHA256TreeHash), A AEAILEE — S BB LHEER TROBEC THSEENERM,

Bl , MREBEHEAERESREEFENHFER  ARUERNAXTHE L , SIESHE
GetJobOutput FREEREEN , AINSGFEEAFPRLETRENESED I NWREREN , ARFE
Bk #E, B TEE S3 Glacier EEIMNREEMETLE , LEEENHERTERER , URE
BT EWEMEA TS ERFMIE S3 Glacier PR THEEME R,

WEBEELH |, FFSE &6 2 ;. FH KR AP FEEEZ BRAM NET 9 AWS SDK- EE#RAF T
i,

g5l 1 : £/ AVERE API HERE 77 AR .NET £y AWS SDK

LT C# B BEARIEENREETHEEF, EBTRE , ZEHIAZEE— GetIobOutput FMAH
THEEEHLE, NEEEUAEREX TEHE LS  FSE €646 2 . FH WERE AP EEEF EA
A NET B9 AWS SDK- fEEH P &

BEHEYMT T IER -

« &% Amazon Simple Notification Service (Amazon SNS) F &
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S3 Glacier @ E TR TER AR EBEEEBA,

« E%E Amazon Simple Queue Service (Amazon SQS) 1751,

WEIBIAS R EE R (TS, LAE Amazon SNS EREaEHBMTE,
- BREEUTHEENHE,

EIEFSERS |, ZEHIIEE Amazon SNS £ |, LUME S3 Glacier E THETREFEIEAL,
- EHIMZE Amazon SQS FHIFHAL.

MREAL , FH JSON AMEFABRBIRRTR. WRE , FTIEBEF. XAHELIER
JSON.NET 2 (752 B JSON.NET) R &|47 JSON,

- EBMBER Amazon SNS FEMEZE LK Amazon SQS 15135,

using System;

using System.Collections.Generic;

using System.IO;

using System.Threading;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

using Amazon.SimpleNotificationService;
using Amazon.SimpleNotificationService.Model;
using Amazon.SQS;

using Amazon.SQS.Model;

using Newtonsoft.Json;

namespace glacier.amazon.com.docsamples
{
class ArchiveDownloadlLowLevelUsingSNSSQS
{
static string topicArn;
static string queueUrl;
static string queueArn;
static string vaultName = "*** Provide vault name ***";
static string archiveID = "*** Provide archive ID ***";

static string fileName "*** Provide the file name and path to where to store
downloaded archive ***'";

static AmazonSimpleNotificationServiceClient snsClient;

static AmazonSQSClient sgsClient;

const string SQS_POLICY =
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nen o4
" \"Version\" : \"2012-10-17\"," +

" \"Statement\" : [" +

" {Il +

" \"Sid\" : \"sns-rule\"," +
" \"Effect\" : \"Allow\"," +

" \"Principal\" : {\"Service\" : \'"sns.amazonaws.com\" }," +
" \"Action\" : \"sgs:SendMessage\"," +
" \"Resource\" : \"{QueueArn}\"," +

" \"Condition\" : {" +
" \"ArnLike\" : {" +
" \"aws:SourceArn\" : \"{TopicArnJ\"" +

" I+
n }Il +
" I+
" 1"+
M
public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
Console.WriteLine("Retrieving...");
RetrieveArchive(client);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sqsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl = queueUrl });
}
}
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static void SetupTopicAndQueue()
{
snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);
sgsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

long ticks = DateTime.Now.Ticks;

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;

Console.Write("topicArn: "); Console.WritelLine(topicArn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queueUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queueUrl;

GetQueueAttributesResponse response =
sqsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: "); Console.WritelLine(queueArn);

// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()

{
Protocol = "sqgs",
Endpoint = queueArn,
TopicArn = topicAzIn
1}

// Add policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QueueArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()
{

QueueUrl = queueUrl,
Attributes = new Dictionary<string, string>
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{

{ QueueAttributeName.Policy, policy }

1)

static void RetrieveArchive(AmazonGlacierClient client)
{
// Initiate job.
InitiateJobRequest initJobRequest = new InitiateJobRequest()
{
VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "archive-retrieval",
Archiveld = archivelD,
Description = "This job is to download archive.",
SNSTopic = topicArn,
}
I
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobIld;

// Check queue for a message and if job completed successfully, download archive.
ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
{ QueueUrl = queueUrl, MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sqsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == Q)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WriteLine("Got message");
Message message = receiveMessageResponse.Messages[0];
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Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;

if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
Console.WritelLine("Downloading job output");
DownloadOutput(jobId, client); // Save job output to the specified file
location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WritelLine("Job failed... cannot download the archive.");

jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, AmazonGlacierClient client)

{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

};

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}

public static void CopyStream(Stream input, Stream output)

{
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byte[] buffer = new byte[65536];
int length;
while ((length = input.Read(buffer, @, buffer.Length)) > 0)

{

output.Write(buffer, @, length);

}

g5l 2 : £ AVERE API HENH 7 BAR .NET £ AWS SDK- #EEHR A T 5 H

T C# EXBEFIFE S3 Glacier HEF 7, HEXIREHEBE GetJobOutputRequest ¥4
FREEMTHSERTHERPNEEE T,

using System;
using System.Collections.Generic;
using System.IO;

using System.
using Amazon.
using Amazon.
using Amazon.
using Amazon.
using Amazon.
using Amazon.

using Amazon.SQS;

using Amazon.

Threading;
Glacier;
Glacier.Model;
Glacier.Transfer;
Runtime;
SimpleNotificationService;
SimpleNotificationService.Model;

SQS.Model;

using Newtonsoft.Json;
using System.Collections.Specialized;

namespace glacier.amazon.com.docsamples

{

class ArchiveDownloadlLowLevelUsingSQLSNSOutputUsingRange

{

static
static
static
static
static
static

string
string
string
string
string
string

topicArn;
queuelrl;
queueArn;
vaultName
archiveld
fileName

downloaded archive ***";
static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sgsClient;

"*** Provide vault name ***";
"*** Provide archive ID ***";
"*** pProvide the file name and path to where to store
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const string SQS_POLICY =
Il{ll +
" \"Version\" : \"2012-10-17\"," +
" \"Statement\" : [" +
" [+
" \"Sid\" : \"sns-rule\"," +
" \"Effect\" : \"Allow\"," +
" \"Principal\" : {\"AWS\" : \"arn:aws:iam::123456789012:root\" 3},"

" \"Action\" : \"sgs:SendMessage\"," +

" \"Resource\" : \"{QuernArn}\"," +

" \"Condition\" : {" +

" \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArn}\"" +
" I+

n }Il +

" I+

" 1"+

"3

public static void Main(string[] args)

{

AmazonGlacierClient client;

try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();

Console.WriteLine("Download archive");
DownloadAnArchive(archiveld, client);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
{
// Delete SNS topic and SQS queue.

£/ NET T&E#7F API fR7s 2012-06-01 158



Amazon S3 Glacier

FMBABER

snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sqsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl = queueUrl });

static void SetupTopicAndQueue()
long ticks = DateTime.Now.Ticks;

// Setup SNS topic.

snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);

sqsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;
Console.Write("topicArn: "); Console.WritelLine(topicArn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queueUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queueUrl;

GetQueueAttributesResponse response =
sqsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: "); Console.WritelLine(queueArn);

// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()

{
Protocol = "sqgs",
Endpoint = queueArn,
TopicArn = topicAzIn
1}

// Add the policy to the queue so SNS can send messages to the queue.
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var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QuernArn}",
queueArn);

sqsClient.SetQueueAttributes(new SetQueueAttributesRequest()
{

QueueUrl = queuelrl,

Attributes = new Dictionary<string, string>

{
{ QueueAttributeName.Policy, policy }

1)

static void DownloadAnArchive(string archiveld, AmazonGlacierClient client)
{

// Initiate job.

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "archive-retrieval",
Archiveld = archiveld,
Description = "This job is to download the archive.",
SNSTopic = topicArn,
}
I
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobIld;

// Check queue for a message and if job completed successfully, download archive.
ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
var receiveMessageRequest = new ReceiveMessageRequest() { QueueUrl = queueUrl,
MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
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ReceiveMessageResponse receiveMessageResponse =
sgsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == 0)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WritelLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;
if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
long archiveSize = Convert.ToInt64(fields["ArchiveSizeInBytes"]);
Console.WriteLine("Downloading job output");
DownloadOutput(jobId, archiveSize, client); // This where we save job
output to the specified file location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WritelLine("Job failed... cannot download the archive.");
jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, long archiveSize,
AmazonGlacierClient client)
{
long partSize = 4 * (long)Math.Pow(2, 20); // 4 MB.
using (Stream fileToSave = new FileStream(fileName, FileMode.Create,
FileAccess.Write))

{
long currentPosition = 0;
do
{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
{
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JobId = joblId,
VaultName = vaultName

i

long endPosition = currentPosition + partSize - 1;
if (endPosition > archiveSize)
endPosition = archiveSize;

getJobOutputRequest.SetRange(currentPosition, endPosition);
GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);

using (Stream webStream = getJobOutputResponse.Body)

{
CopyStream(webStream, fileToSave);

}

currentPosition += partSize;
} while (currentPosition < archiveSize);

public static void CopyStream(Stream input, Stream output)

{
byte[] buffer = new byte[65536];
int length;
while ((length = input.Read(buffer, @, buffer.Length)) > 0)

{
output.Write(buffer, @, length);

}

# M Python FITRETHAEHE

A EFER A M ER Python SE{TERE R Amazon S3 Glacier (S3 Glacier) TE AR 17, A ETE
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2. i S3 Glacier BB H F BT
ERIEKTRIBAK Amazon SQS 1751
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2

FORIFAF

Btz el , FRELD :

B &% Python 3.6 SLEHARA

AWS BEZ#EEAR Python (Boto3) # SDK

AWS Bi%E S3 Glacier, Amazon SNS 1 Amazon SQS & & AT B F
BERANHMBRZEAREFRATRNHFER

4l . £/ Python FATREETHiF

T35 Python E R REWMAIEAFITEER S3 Glacier TERAEEHTF :

import boto3

import time

import json

import jmespath

import re

import concurrent.futures
import os

output_file_path = "output_directory_path"
vault_name = "vault_name"

chunk_size = 1000000000 #1gb - size of chunks for parallel download.
notify_queue_name = 'GlacierJobCompleteNotifyQueue' # SQS queue for Glacier recall
notification

chunk_download_queue_name="'GlacierChunkReadyNotifyQueue' # SQS queue for chunks
sns_topic_name = 'GlacierRecallJobCompleted' # the SNS topic to be notified when
Glacier archive is restored.

chunk_queue_visibility_timeout = 7200 # 2 hours - this may need to be adjusted.
region = 'us-east-1'
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archive_id = "archive_id_to_restore"

retrieve_archive = True # set to false if you do not want to restore from Glacier -
useful for restarting or parallel processing of the chunk queue.

workers = 12 # the number of parallel worker threads for downloading chunks.

def setup_queues_and_topic():
sgs = boto3.client('sgs')
sns = boto3.client('sns')

# Create the SNS topic

topic_response = sns.create_topic(
Name=sns_topic_name

)

topic_arn = topic_response['TopicArn']

print("Creating the SNS topic " + topic_arn)

# Create the notification queue
notify_queue_response = sqgs.create_queue(
QueueName=notify_queue_name,
Attributes={
'VisibilityTimeout': '300', # 5 minutes
'ReceiveMessageWaitTimeSeconds': '20' # Enable long polling

)
notify_queue_url = notify_queue_response[ 'Queuelrl']
print("Creating the archive-retrieval notification queue " + notify_queue_url)

# Create the chunk download queue
chunk_queue_response = sqs.create_queue(
QueueName=chunk_download_queue_name,
Attributes={
'VisibilityTimeout': str(chunk_queue_visibility_timeout), # 5 minutes
'ReceiveMessageWaitTimeSeconds': 'Q'

)

chunk_queue_url = chunk_queue_response[ 'Queuelrl']

print("Creating the chunk ready notification queue " + chunk_queue_url)

# Get the ARN for the notification queue
notify_queue_attributes = sqs.get_queue_attributes(
QueueUrl=notify_queue_url,
AttributeNames=['QueueArn']
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)

notify_queue_arn = notify_queue_attributes['Attributes']['QueueArn']

# Set up the SNS topic policy on the notification queue
queue_policy = {
"Version": "2012-10-17",
"Statement": [{
"Sid": "allow-sns-messages",
"Effect": "Allow",
"Principal": {"AwS": "*"3},
"Action": "SQS:SendMessage",
"Resource": notify_queue_azrn,
"Condition": {
"ArnEquals": {
"aws:SourceArn": topic_arn

3]

# Set the queue policy
sgs.set_queue_attributes(
QueueUrl=notify_queue_url,
Attributes={
'"Policy': json.dumps(queue_policy)

# Subscribe the notification queue to the SNS topic
sns.subscribe(

TopicArn=topic_azn,

Protocol="'sqgs',

Endpoint=notify_queue_arn

)

return {
'topic_arn': topic_azrn,
'notify_queue_url': notify_queue_url,
'chunk_queue_url': chunk_queue_url

}

def split_and_send_chunks(archive_size, job_id, chunk_queue_url):
ranges = []
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current = 0
chunk_number = 0

while current < archive_size:
chunk_number += 1
next_range = min(current + chunk_size - 1, archive_size - 1)
ranges.append((current, next_range, chunk_number))
current = next_range + 1

# Send messages to SQS queue
for start, end, chunk_number in ranges:
body = {"start": start, "end": end, "job_id": job_id, "chunk_number":
chunk_number}
body = json.dumps(body)
print("Sending SQS message for range:" + str(body))
response = sqs.send_message(
QueueUrl=chunk_queue_url,
MessageBody=str(body)

def GetJobOutputChunks(job_id, byterange, chunk_number):
glacier = boto3.client('glacier')
response = glacier.get_job_output(
vaultName=vault_name,
jobId=job_id,
range=byterange,

with open(os.path.join(output_file_path,str(chunk_number)+".chunk"), 'wb') as
output_file:
output_file.write(response['body'].read())

return response
def ReceiveArchiveReadyMessages(notify_queue_url, chunk_queue_url):

response = sqgs.receive_message(
QueueUrl=notify_queue_url,
AttributeNames=['All"'],
MaxNumberOfMessages=1,
WaitTimeSeconds=20,
MessageAttributeNames=['Message']
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print("Polling archive retrieval job ready queue...")
# Checking that there is a Messages key before proceeding. No 'Messages' key likely
means the queue is empty

if 'Messages' in response:
print("Received a message from the archive retrieval job queue")
jsonresponse = response
# Loading the string into JSON and checking that ArchiveSizeInBytes key is
present before continuing.

jsonresponse=json.loads(jsonresponse[ 'Messages'][@]['Body'])
jsonresponse=json.loads(jsonresponse[ 'Message'])
if 'ArchiveSizeInBytes' in jsonresponse:

receipt_handle = response['Messages'][0@]['ReceiptHandle']

if jsonresponse['ArchiveSizeInBytes']:

archive_size = jsonresponse['ArchiveSizeInBytes']

print(f'Received message: {responsel}')
if archive_size > chunk_size:
split_and_send_chunks(archive_size,
jsonresponse['JobId'], chunk_queue_url)

sgs.delete_message(
QueueUrl=notify_queue_url,
ReceiptHandle=receipt_handle)

else:
print("No ArchiveSizeInBytes value found in message")
print(response)

else:
print('No messages available in the queue at this time.')

time.sleep(1l)

def ReceiveArchiveChunkMessages(chunk_queue_url):

response = sgs.receive_message(
QueueUrl=chunk_queue_url,
AttributeNames=['All"'],
MaxNumberOfMessages=1,
WaitTimeSeconds=0,
MessageAttributeNames=['Message']

)

print("Polling archive chunk queue...")

print(response)
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# Checking that there is a Messages key before proceeding. No 'Messages' key likely
means the queue is empty
if 'Messages' in response:
jsonresponse = response
# Loading the string into JSON and checking that ArchiveSizeInBytes key is
present before continuing.
jsonresponse=json.loads(jsonresponse[ 'Messages'][@]['Body'])
if 'job_id' in jsonresponse: #checking that there is a job id before continuing
job_id = jsonresponse['job_id"']
byterange = "bytes="+str(jsonresponse['start']) + '-' +
str(jsonresponse['end'])
chunk_number = jsonresponsel['chunk_number']
receipt_handle = response['Messages'][0@]['ReceiptHandle']
if jsonresponse['job_id']:
print(f'Received message: {responsel}')
GetJobOutputChunks(job_id, byterange, chunk_number)
sqs.delete_message(
QueueUrl=chunk_queue_url,
ReceiptHandle=receipt_handle)
else:
print('No messages available in the chunk queue at this time.')

def initiate_archive_retrieval(archive_id, topic_arn):
glacier = boto3.client('glacier')

job_parameters = {

"Type": "archive-retrieval",
"ArchiveId": archive_id,
"Description": "Archive retrieval job",
"SNSTopic": topic_arn,
"Tier": "Bulk" # You can change this to "Standard" or "Expedited" based on
your needs
}
try:

response = glacier.initiate_job(
vaultName=vault_name,
jobParameters=job_parameters

print("Archive retrieval job initiated:")

print(f"Job ID: {response['jobId']}")

print(f"Job parameters: {job_parameters}")

print(f"Complete response: {json.dumps(response, indent=2)}")
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return response['jobId']

except Exception as e:
print(f"Error initiating archive retrieval job: {str(e)}")
raise

def run_async_tasks(chunk_queue_url, workers):
max_workers = workers # Set the desired maximum number of concurrent tasks
with concurrent.futures.ThreadPoolExecutor(max_workers=max_workers) as executor:
for in range(max_workers):

executor.submit(ReceiveArchiveChunkMessages, chunk_queue_url)

# One time setup of the necessary queues and topics.
queue_and_topic_atts = setup_queues_and_topic()

topic_arn = queue_and_topic_atts['topic_arn']
notify_queue_url = queue_and_topic_atts['notify_queue_url']
chunk_queue_url = queue_and_topic_atts['chunk_queue_url']

if retrieve_archive:
print("Retrieving the defined archive... The topic arn we will notify when
recalling the archive is: "+topic_arn)
job_id = initiate_archive_retrieval(archive_id, topic_arn)
else:
print("Retrieve archive is false, polling queues and downloading only.")

while True:
ReceiveArchiveReadyMessages(notify_queue_url, chunk_queue_url)
run_async_tasks(chunk_queue_url,workers)

A ESHR
ZEFAREDHE  FERTISR .

1. BEFTHBTHNRZVEERRALNREENR
- output_file_path : EEFEERERWN B &
« vault_name : S3 Glacier RTEEN BB
« notify_queue_name : EEBATHINER
« chunk_download_queue_name : B T &ITHIN BB
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« sns_topic_name : SNS TEMEZ
« region : AWS region , B RFEFTEN [EiF
« archive_id : BEffEMMNEZF ID

2. BT BT

python download_large_archive.py

3. THAMAER 2R , BUNAEATIBTHREMESHAE—ER

cat /path/to/chunks/*.chunk > complete_archive.file

ERZEE
EALETRE , FRETHEE:

« & S3 Glacier HF @MW REFEB/MFRETK , ERBURPEIAEEUE,
ERIREERPHT , FERHITY. SUTRAERBENIERRITEK LR,
- FRELERANURZEAREXHENFEER.

- MBESERE S LER EFBEESBretrieve_archive=False , LEETREHR , M
RN B Y REEE S

. BBENPERATNRRERAE chunk_size Mi##2 &,
« Amazon S3 #EEX. Amazon SNS 1 Amazon SQS AEE X &% AWS A,

5/ REST API T& 1z
f/ REST AP T3
THRHEEEAESBERF.

1. RBA& archive-retrieval BEMWERK., MEFHMENR , B2EBEEHE (POST F7#).
2. IHZERER, THEEER, MEFHMEN , B0 "BEEHEHE. (GET @),
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£ £ Amazon S3 Glacier 7 T & ¥ 1F AWS CLI

A LAE A AWS Command Line Interface () 7 Amazon S3 Glacier (S3 Glacier) # T & EZAWS
CLl,

x5

o ((FERIGH) RE AWS CLI

« il FH TEEF AWS CLI

( o3RI ) 8%E AWS CLI

1. THEHMERE AWS CLI, MEMEIETR , 52 (AWS Command Line Interface fEA &) &
B TR5IEE :

Z 8% AWS Command Line Interface

% E AWS Command Line Interface

2. ESMTRTIFEATIGSREBELN AWS CLI FRE, EEGSTERREREAER , ALkE
ERAESERENEAER,
- EREAEDHS,
aws help
- ZFERSERERFS L S3 Glacier RIFERFE , BEMA list-vaults i H. EH AWS

RE ID BX 123456789012,

aws glacier list-vaults --account-id 123456789012

- FEEE BEIMARER AWS CLI, A aws configure list@i®,

aws configure list
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4 - FA THEEFF AWS CLI

(® Note

ATTEHEF , ELEAMEHTF ID. T8 1-4 BENHF ID. NREEKAEZTHNHF
ID, FRELER 5,

1. A initiate-job S THKREFENTIHE, EFHRERSHEHEF D,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters="{\"Type\":\"inventory-retrieval\"}"

N HER

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"

2. f#H describe-job i ELE I{EmTRIAREE,

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

RN HER

"InventoryRetrievalParameters": {
"Format": "JSON"

},

"VaultARN": "#*** yault arn ***",

"Completed": false,

"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

}
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3. FH&R IHhZM.

FEXAZRERBHERTIEETH, NIREEREELREBHMRE , REERBITEREE
Amazon Simple Notification Service (Amazon SNS) & , Bl S3 Glacier 8 E TR LEZRBZE
BEEERAE.

R B X EF E’J‘HF;E?#F REBABRE, MF/FMEF , FF2RE Amazon S3 Glacier X
ERFEEH, ERAUKFRERESH , S3 Clacier BEHEIEFALEIEEN SNS £E.

4. SERREF , FBFEA get-job-output I HHEEUER TEHEER output. json, ZERKITEH
## 1D,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

BEarTEELE—EIETIRMUAESR,

(i

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",

"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"Archiveld":"*** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",
"Size":"#*** grchive size (in bytes) ***",
"SHA256TreeHash":"*** grchive hash ***"

}
{"ArchiveId":

13}
5. £ initiate-job T , RREFERBESEHNENERERF. SSEESIESEBEES
archive-retrieval , 1 TR,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333
--job-parameters="{\"Type\":\"archive-retrieval\",\"ArchiveId\":\"*#** archivelId
***\II}II

6. %fR archive-retrieval TEEMK. £ describe-job i TRE LB BT HAREE,
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aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

7. BLERIHEZHE , #£H get-job-output 8T FHEF,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output_file_name

X Amazon S3 Glacier R E1F

18485 F A Amazon S3 Glacier (S3 Glacier) EE XA XMKRIIE, EEMBRET GBS EFEH
AWS Command Line Interface (CLI) iR B2 , BEEMEA REST API =% EAR Java B AWS
SDK # .NET BREXNEXNEREMBERFER. TIHEERAUMFMER BAR Java B AWS SDK
M NET ZEHNEXE, REST API 1 AWS CLI,

&
« £ £ Amazon S3 Glacier R fHlBRE 77 BRAM Java ¥ AWS SDK
« £ £ Amazon S3 Glacier AR Z BAR .NET B9 AWS SDK

« {5 REST API fllB& Amazon S3 Glacier 17
« f#£/A AWS Command Line InterfacefiB& Amazon S3 Glacier £ 17

B L — R REEMBR—EAEEF. ZERREE , X4 AREMBRBERPEEEREF ID, &S
BAIEHNFNRFETHREFEEFRIEHTF ID. NETHREFEEFWFAEN , BF2RE
Amazon S3 Glacier A N &8 R1FZEEF,

HEMBRHFR | BURMREARDFBRERER , ERCHERNHF , EHFENEBEEX
o

BRIBUATER , EEMRHEFR , #TPHNHTF ID EITRS AT

* 1R S3 Glacier WEIMRBFFERE , HEHENTFEEREERTHREN , AHFHEEFERE T
X%

« MR S3 Glacier WEIMBRHFFERE , HFHENTFESKDERTHEIHF , AU THEH,

MEH TN FEMER , FES W 7 S3 Glacier F FHE 7.
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AEERE. REREHBRNHFFIZERER.

MR  MRUBTHERFERR , ARSKEHBRNBEMABES , BA S3 Glacier —X
EEE—RREFEER,

® Note
I B BMERRIZES 7 , 28 Amazon S3 Glacier Bl B BMBRREES 1.

£/ 7£ Amazon S3 Glacier PR 17 BRAM Java B AWS SDK

UTRER BAR Java B AWS SDK {KFE API fiBREHFH SR,

1. B3 AmazonGlacierClient ERIMNHITEE (AF ).
LEEREERELEMBROERE AWS WESE, BEALLAFRSTHMEREASERAZIZ AWS
=15,

2. A LLEIBE I DeleteArchiveRequest HBIMEITEERIZMEBEREA,
BEERMHE ID. REEZBNENIRS ID. IREFRMIIES ID, AlEFAEARMHKRES

ERZEBEAERBEBRNIES ID, MEFMENR , F2EEAR Java B AWS SDK #£H Amazon S3
Glacier £,

3. USBENRUF R , MEHIT deleteArchive ik

T % Java BXNEEH BB R EIR T B,

AmazonGlacierClient client;
DeleteArchiveRequest request = new DeleteArchiveRequest()
.withVaultName("*** provide a vault name ***")

.withArchiveId("*** provide an archive ID ***");

client.deleteArchive(request);
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FMBABER

® Note

MEER REST API V& , 526 MiBR# % (DELETE archive).

g5 A

s

MR 17 BEAR Java B AWS SDK

T %) Java B GEHIFER BARM Java B9 AWS SDK MR 17, MEBTIHEHINZ SR , FSE
£ F Eclipse 11T Amazon S3 Glacier By Java &ifl, BFEEWFR , FAREEZBNERRZHE

17 ID ENERT,

Example

import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;
import com.amazonaws.services.glacier.model.DeleteArchiveRequest;

public class ArchiveDelete {

public
public
public

public

static String vaultName = "*** provide
static String archiveld = "*** provide
static AmazonGlacierClient client;

static void main(String[] args) throws

ProfileCredentialsProvider credentials = new

vault name ****".
archive ID***";

IOException {

ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try {

// Delete the archive.

client.deleteArchive(new DeleteArchiveRequest()

.withVaultName(vaultName)
.withArchiveId(archiveld));

System.out.println("Deleted archive successfully.");

} catch (Exception e) {

fEH Java Wik 17
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FMBABER

System.err.println("Archive not deleted.");
System.err.println(e);

A £ Amazon S3 Glacier AHBRE Z BHM .NET B9 AWS SDK

BRAR NET 89 Amazon FBEARHN SEAER AP #EHE T RERHFNEE,

&=
- FF S API MIBREZE BAR .NET B AWS SDK
- [FERKKE API MIBRE1F BAMK NET B9 AWS SDK

5 S API MIBREF BARK .NET #9 AWS SDK

=M APl 9 ArchiveTransferManager B3Rt o] A RMIBR I 77HY DeleteArchive Fit.

g5 £ SR AP MIERE1F ERAR .NET 89 AWS SDK

T5 C# EXNHEHIER SR API BAR NET B9 AWS SDK RERE 7. MEFEHTLHEHNZES

RE , A2 ATENRES, SFBWMS , £RAEMKRHEFNERT ID EMERR,

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDeleteHighLevel
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";

public static void Main(string[] args)

{
try
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{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.DeleteArchive(vaultName, archiveld);
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

EFKPE API MIERE 7= BA R .NET 89 AWS SDK
LUTEEH BAM NET B AWS SDKRIRREZEN LR,

1. B3 AmazonGlacierClient ERIHWHITERE (A FI%).
BEEREREELEMBRNEE AWS WESE, BERALLAFIRATHMERESSERIZ AWS
@13,

2. WA LUEIBE Y DeleteArchiveRequest BRI TIEBE SRIBHBREA.

BEERMETF ID. REEBBNERIRS 1D, MRETREMIKRS ID , MeEARGRERESE
ARZEAEREBNIRS ID. MEFHEF , FSBEE Amazon S3 Glacier £/ AWS SDKs

o

3. USBEARUFBRYM , MEHIT DeleteArchive T3k

g5l : R KR API MBREF BAR .NET 8 AWS SDK
T5 C# EHIIHRBHRL R, WWEHIER AR AP ERR .NET B9 AWS SDK RllBRE 1%,

(@ Note
MEER REST API W& , 552 B MIBRE T (DELETE archive).

MEFSTHEHINZSRA , FEE YTENRLES . EFBRUAR , EAERBRcBENEEFIDE
HEXR.
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Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDeletelLowlLevel
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";
public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Deleting the archive");
DeleteAnArchive(client);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
static void DeleteAnArchive(AmazonGlacierClient client)
{
DeleteArchiveRequest request = new DeleteArchiveRequest()
{
VaultName = vaultName,
Archiveld = archiveld
I
DeleteArchiveResponse response = client.DeleteArchive(request);
}
}
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}

{5 REST API fflBk Amazon S3 Glacier 17

&R LAE M BR T 7 AP SRR E 77

- MEMBRETF API WEFR , 52 B MBRE7F (DELETE archive),
- WEMEA REST API BWEEHIE A , 52 B Amazon S3 Glacier APl 2%,

£ AWS Command Line Interfacefll Bk Amazon S3 Glacier F I £ 1%

B LAEA AWS Command Line Interface () ffiEk Amazon S3 Glacier (S3 Glacier) FH FHFAWS
CLl,

&

o (FEREM ) EBRE AWS CLI

- il : A MBREF AWS CLI

( o3RI ) 8%E AWS CLI

1. THEHMERE AWS CLI, MNEMEIETR , F52E (AWS Command Line Interface fEfA &) +
B TR5IEE :

4 AWS Command Line Interface

% E AWS Command Line Interface

2. EWTRTPFEATIGEREREEN AWS CLI FRE. ELmSTERAREHEAZR , AkE
ER AR BB EAER,

- EREAENSS.

aws help

- EEMBEREWRFE L S3 Glacier RIZEMEE |, 5B5EH list-vaults 5. LB AWS
MR ID BN 123456789012,

aws glacier list-vaults --account-id 123456789012
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- FEEE BEIMWBARER AWS CLI, 3EfFH aws configure list@i®,

aws configure list

4 - £ MBEREE AWS CLI

1. A initiate-job BT ENFEREEUER.

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters="{\"Type\":\"inventory-retrieval\"}"

@ HER

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "#*#** jobid ***"

2. f#H describe-job i T E LA BT AIAREE,

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

AN HER

"InventoryRetrievalParameters": {
"Format": "JSON"

},

"VaultARN": "#**#* vault arn ***",

"Completed": false,

"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"
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3. FH&R IHhZM.

FEXAZRERBHERTIEETH, NIREEREELREBHRE , REERBITEREE
Amazon Simple Notification Service (Amazon SNS) & , Bl S3 Glacier 8 E TR LEZRBZE
BEEAL,

BRI A HEFNESESHREENERE, MEFMENR , F287E Amazon S3 Glacier F5%
ERTFEEHN, ERABZEISTESEH , S3 Glacier HEEXFERNIEEH SNS £5&,
4. SERKEF , A get-job-output I S AAEEEE THEE R output. json,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

BaTEEE—EITE THMUAESR.

(@i

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",

"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"Archiveld":"*** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",
"Size":"*** archive size (in bytes) ***",
"SHA256TreeHash":"*#*#* archive hash *#**"

}
{"ArchiveId":

1}
5. £ delete-archive AH LT AMTMRSEFE  BEREFRAL.

aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id *** archiveid ***
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B Amazon S3 Glacier /8 AWS SDKs

AWS AZ12#SDKs , LAB% Amazon S3 Glacier WEAREN, HERREHENETHER S3
Glacier API , ATt B EFHER. flan , HREIEZ] S3 Glacier WEERER , BXLEMAZELSRE
FEER. £ SDK ERNER , ZREERABHREM AWS Z2BAERN K BEXESHESLENE

B WiEEHSSHEEEE S3 Glacier BEER#, AWS SDKs REHEZER REST API HWERE , It
RUETARRREZEFERNEEE B4

ES -]
- AWS EHAR Java #l .NET Ky SDK X &
« ¥ AWS SDK £/ S3 Glacier

« EAR Java B9 AWS SDK #£H Amazon S3 Glacier £
- EHARK NETH AWS SDK #E Amazon S3 Glacier £

AWS Command Line Interface (AWS CLI) 2B W — T & AWS R¥ , @& S3 Glacier, METH
K& AWS CLI , 552 AWS Command Line Interface. MNEHFE S3 Glacier CLI tn S HIBE | 55
28 AWS CLI 5 8#,

AWS ERAR Java fl NET 89 SDK i2R [&E

BAR Java #1 NET AWS SDKs £ SHEFMERaZERRERE,

LA LAEAABEA ST ERARN NET 89 AWS SDK iy EAR Java B AWS SDK 1 |, R EIEH
Amazon S3 Glacier B &3,

TR K API ?

RIETERNEXERREE S3 Glacier FTXEAIER REST API (Amazon S3 Glacier APl 2%), #
RE{E S3 Glacier REST 1E% , K& API ZIAHEN5ZE , B RYHGACREFBREANBEYH |
DA IEERIE S3 Glacier B, B SERNEXNERER S3 Glacier (FENRTENEE,

NERBEMAEIENFHMEN , 520 BEAR Java B9 AWS SDK #E Amazon S3 Glacier £/
BAR NET #9 AWS SDK # % Amazon S3 Glacier /.

TERGSRE API?
ATH-SECEARINER  SLEXABARLRFREBERMSES. A
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- HEHE-FRHER AP LEHE  RTEREFEHENEREBANREESTN , LEERMHEASH
HEMF (SHA-256 BifEE), B2 , S API 245K TERERAR,

- TEHERRTFEER - £HKE API TEHEEF , FELAEZREBIE , SHEIEZR , REIE
TeEH, REERIBHINEXBRSE S3 Glacier F2E Amazon Simple Notification Service
(Amazon SNS) = , UEEIEZTHHEANE., CEEE-LRARHIRBERSEHEETRA
ERMAIEE, SBAPIRE—ELZ I THEEMEELESRNEE. EREEEERETSH
BRMEE ID MERKEE,

MEFEREHRAENFMES , F20 EAMN Java B AWS SDK ##E Amazon S3 Glacier £/ #l
BEARM NET B9 AWS SDK # & Amazon S3 Glacier {£ /.

AT B f5E A S B AR RS AP

—RME , RS API R T HTREMFENGE , AIECEASHE APl , RATCASRAMS M.

BR , MRS API TRHELIHEE | RITTAERKRE APl b5k |, K APl RFFEREREREIRE

HETEMES , fINERRBE, fli, T LEHER , S AP ST AERX D RYUE REE—BRHE
LEHEF  EREMAIRLEAPI, APIEERRAEZNEFERE , U LBXAY, BR , ENEAER
AREFEHWELRRETHMEES K EEERBRT , B ERKME AP,

B AWS SDK £/ S3 Glacier

AWS EREFEEH (SDKs) BARNFFZRAFNEXRFTES. 5@ SDK #EMH API, EXNHHAI MR
BN, REABRASRAFTERMURINESEERARZN,

SDK X RSB

BAR C++ B9 AWS SDK BRAR C++ B AWS SDK X i & 51

AWS CLI AWS CLI 2 55l

BEAR Go By AWS SDK EAR Go By AWS SDK =X iE £l

EAR Java 5 AWS SDK EAR Java B AWS SDK == i i 51
B R JavaScript B9 AWS SDK B A JavaScript B9 AWS SDK #2 =\, 5 i /5l
EAR Kotlin ) AWS SDK EAR Kotlin ) AWS SDK 2\ i £i /5
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SDK X# R u5 51

& AR NET # AWS SDK AR NET 8§ AWS SDK 2K &£

& AR PHP # AWS SDK AR PHP 89 AWS SDK 2 & &5

AWS Tools for PowerShell AWS Tools for PowerShell 2 = & & {5l

& f A Python (Boto3) B AWS SDK & A Python (Boto3) K AWS SDK 2= i &l
i

EA R Ruby B AWS SDK B R Ruby B9 AWS SDK 2= 15 &3 45l

1B AR Rust B AWS SDK 1B AR Rust B AWS SDK 2 =\ % %

B AR SAP ABAP #J AWS SDK B SAP ABAP HJ AWS SDK 2R i & i

BAR Swift B AWS SDK EAR Swift ) AWS SDK 2 =\ % £ 5l

W% S3 Glacier BB &if5l , 52 BS3 Glacier AWS SDKsHI 2 IE & 44,

® HAKE#EH
BAEMENART ? FEATEARSVREHE R COEEGRFEREM.

ERAR Java B9 AWS SDK & Amazon S3 Glacier {4

B Java B AWS SDK R FR 1 Amazon S3 Glacier (S3 Glacier) # & B FKRE APls , tnFTiR %
fii Amazon S3 Glacier f£/ AWS SDKs » & T & WER BARK Java B AWS SDK , FF2RERAR
Java B Amazon BB EH,

@ Note

B AR Java B9 AWS SDK 12t A FE S3 Glacier N# T LA F ik, BEBEREEK , &
NWERAEAEZEIL—RBAFR Y EHTHEBEEFERZAF K,

ES- |
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o {E KR AP
- FASE API
« f£/ Eclipse #1T Amazon S3 Glacier #J Java &l

« RRERIREIRE

f5£ F{KFE AP

{KRE AmazonGlacierClient HBIREH R S3 Glacier (Amazon S3 Glacier AP| £%) E# REST
EENMBERE, EFWELFEFNEA—BL AR , X EBEYHENGERYH  LiRH—EEE
Y, Eeh %A E AL S3 Glacier B FEE[E 2% /E%,

{5130 , AmazonGlacierClient ¥ERIRM createVault FEREBNREFE, LA ZHEIKER
MAR1FE REST 6% (B2l EIREE (PUT REE)). EEFRE[AE , BS4ERIER S3
Glacier EIfEZ CreateVaultResult ¥MHRIBITMEE , WLAT Java BXBHERFIR -

AmazonGlacierClient client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

CreateVaultRequest request = new CreateVaultRequest()
.withAccountId("-")
.withVaultName(vaultName);

CreateVaultResult result = client.createVault(createVaultRequest);

HiEE PR AR R AR E R LR,

® Note

EEYFERR , BB BERIETE AccountID, T8 , A B BARK Java B9 AWS
SDK , #&RAccountIdHh iy AW , HtARIEMPHWFIBREEGINBTFREL

B, AccountId & AWS IRF ID, IWEXEFSEAREZFRNEAERHEEBHN AWS
1RE ID, EWAILAIEE AWS IRF ID SUEAMY -, T EEER T , S3 Glacier & B 2K %%
EFR2BEAERHEBRHN AWS IRF ID, MREERERF ID, BV EETIEEMET
o FH B EAR Java B AWS SDK , IR ZBTIRMIRS ID , EXNESEIRE ID REA

o
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ERSME API

ATE—SEILENERRERRME , AR Java B AWS SDK 2 ArchiveTransferManager$
Bl , ATEFEHMERE AP PV REL S ZERESBRNHR. TAHFRERBEERANSGE , i
upload # download & o

Bilgn , LU Java BB EREA upload ST ER EEBHEFESR.

String vaultName = "examplevault";
String archiveToUpload = "c:/folder/exampleArchive.zip";

ArchiveTransferManager atm = new ArchiveTransferManager(client, credentials);
String archiveId = atm.upload(vaultName, "Tax 2012 documents", new
File(archiveToUpload)).getArchiveId();

AR, BT EMREHSERIEHEEIArchiveTransferManager Y4 I8 ER AWS [E
m, MREKRIEEEM AWS E1F , & BAR Java B9 AWS SDK us-east-13REHBTER AWS E
o

HIEETHmAE S MERLER,

® Note

&M ArchiveTransferManager BIA AEA AmazonGlacierClient #T{EEDR
AWSCredentials #{TERERERE,

£ Eclipse #1T Amazon S3 Glacier #J Java #i4l

FRMERA Java BX BN REE S XNRLZERIH AWS Toolkit for Eclipse. MFEZEHFEH I &K
FIEEMGEENR , B http://aws.amazon.com/eclipse, ~FHEIFE 5| & #2237 82815 A& h
TR LAY Java 2 IS & HI,

B Java BB 2 —KEEFHEH

1 B AWS EAERNTEREAERERERE , 10 Amazon SDK for Java F12# AWS &
AER BAR Java B AWS SDK EREFTR,
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2 £ Eclipse REIM K AWS Java BR, BRI FE A BEAR Java B AWS SDKFEE
EQEO

3 BEXNBEEMBENNERERERE,

4 BRI AXEER , UEHERB, fln, nRLEER  FREERECHEFARFTE
£,

5 TR, BIBEMFEH AWS Management Console REZ M ¥4, INE WEFHMEA

AWS Management Console , 881 {¥ http://aws.amazon.com/console/,

BRIEFERR , BAR Java B AWS SDK 2 AixE https://glacier.us-
east-1.amazonaws.com. &TJLARAMEMER ERIREIRE , WILAR Java BB S BRI

UTEINER BN B0 R R ERER AP B (BREM) B (us-west-2).

Example

client = new AmazonGlacierClient(credentials);
client.setEndpoint("glacier.us-west-2.amazonaws.com");

UTRABHEMBUMRRMERERSHE APl PHXEIRL (RHM) 5.

glacierClient = new AmazonGlacierClient(credentials);
sgsClient = new AmazonSQSClient(credentials);
snsClient new AmazonSNSClient(credentials);

glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgqsClient.setEndpoint('"sqgs.us-west-2.amazonaws.com");
snsClient.setEndpoint("sns.us-west-2.amazonaws.com");

ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient, sqsClient,
snsClient);

MEZE AWS HWEHMIKREE | 55268 FE Amazon S3 Glacier,
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BARK NET B9 AWS SDK #£#¢ Amazon S3 Glacier

BEAM NET B AWS SDK API AJ7£ A {#EHAWSSDK.d1]l, METH NIEBER BAMN NETH
AWS SDK , R FEHIREXBENE, MPFMHREE Amazon S3 Glacier /8 AWS SDKs , [EIRF #
AR NET 89 AWS SDK £ 5B FKM APIs,

(® Note

P API F1 &P APl B72EX S3 Glacier 2 Z2#TRA PR, RIBEREEX , EHNERE
NEZEYT—ERFE , YENTHREEEFRAZAF iR,

ES -]

- ER{KFE API

- ERASFE API

« ITEAFEH)

« RRERIREIRE

5 KM API

{KPE AmazonGlacierClient HBIRE ¥ FEZ Amazon S3 Glacier (S3 Glacier) (Amazon S3 Glacier
API 2%) B REST E¥MAE . ERWUELSEZPNWEM—ES LR , BUNABIHENGER
v, SR —EEEMG , A AT S3 Glacier B EEE I EZE.,

{5130 , AmazonGlacierClient ¥ERIIRM CreateVault FEREMNRFE, LA EHESE
BRI R1FE REST fE¥% (B2 EIUREFE (PUT REE). EEFEREMESE , B4FAEL
CreateVaultRequest # CreateVaultResponse BERIMHITEEE |, LURMEBEREAIL Y S3
Glacier EIfg , 21LATH C# BB H BRI

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USEastl);

CreateVaultRequest request = new CreateVaultRequest()

{
AccountId
VaultName

};

’

"*** Provide vault name ***"
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CreateVaultResponse response = client.CreateVault(request);

HIEE TR AT ARSI MERA RN,

(® Note

EEMUFERE BB ERIEE AccountId, T8 , /A B BAMK NET 8 AWS

SDK , #RAccountId¥ i &AM , Rt AP MEREEGIATEREL

B, AccountId & AWS IRF ID., WHEXERFSEAREZHRNEAEREREBLN AWS
IRE ID, EAILUEE AWS IRF ID SRIEMM -, HEEERBRT , S3 Glacier 2 A EEF K
BEFEREAEHEEBN AWS IRF ID, NMREAEIRTEIRFE ID, FVEEPEESFEMET
R, £/ B EAMN NET B AWS SDK , IRETEMIIRE ID , AIRXNESIRE ID REA

UL
o

FHSE API

AETHE—SEHLEHMERENXRE , BEHMN NET # AWS SDK £t ArchiveTransferManager$&
Bl , ATEHEHKRE AP PR EL S ZBEEESERNHR. EARERERHEEGANSZ , flW
Upload # Download,

Bign , AT C# BRI EREM Upload B A ER LEHTF,

string vaultName = "examplevault";
string archiveToUpload = "c:\folder\exampleArchive.zip";

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USEastl);
string archiveId = manager.Upload(vaultName, "archive description",
archiveToUpload).Archiveld;

IR BHTHNEMNRERSERRBERIArchiveTransferManager YIS ERN AWS E
B, EEETRHAESREGIERME R R,

@ Note

= PE ArchiveTransferManager EAlHEERE AmazonGlacierClient AF W , &7
LARARE #@IBZ A F iRk ArchiveTransferManager B3 Fif.
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TR

FaEA NET EXNBHINKHEL AR LE BAMN NET 1 AWS SDK, MFEFMENR , FaidE
B NET B Amazon BB EH,

THERFHRNTSR , BETLUAERREREHATRENEXTED,
B NET BABEH 2 —MRERF (£A Visual Studio)

1 BB AWS ERMEAERERER , 1 Amazon SDK for NET £EFEE AWS &
ABBFFR,

2 £ AWS ZHEREARZE VI Visual Studio ER

3 HSERME Program.cs FHEXBRRALZAMENRERFHEXE.

4 #HITRENE, BERMEHA AWS Management Console RE M ¥4, MEFMEF AWS

Management Console , 58I E https : //http://aws.amazon.com/console/o

A% TE % i BT 3B
RIETEEE , EAM NET # AWS SDK EinBEREAXEAL (REM ) EE (https://

glacier.us-west-2.amazonaws.com., A LAiGimBEERE /M AWS B , T 5] C# BB
BT Ro

UTRABH BN BN RIREAKRE AP AR XE TS (REM) B (us-west-2),

Example

AmazonGlacierClient client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

LTRAB/HF BN BN RRHRESSHE AP PHXEREL (REA) B,

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

MEEEXE AWS WEFHMNHEE , 52/ 7 Amazon S3 Glacier,
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S3 Glacier AWS SDKsHY#2 =\ i & 5

THREXFEEFIREB A ER S3 Glacier B AWS BBEFHZEEMH (SDK).

Actions RAEEBANBEABREE , LEAERBFHT, BABFSEHFEWMFUHMER RFEHE , B
AL EEMBERRTETATTNEF.

SR 15 2 16) 48 R /R AR WP ALY AR 35 R Y S B B B ER Ho Atk AWS BRISHE S RS EE R TTEHI,

WNEE AWS SDK FAE A EIEmMEN BN TREE | 5520 Bl AWS SDK #/ S3 Glacier, It
FEHITEAPIHBEERAFMNENR SDK EFHE .

R ER

K% , Amazon S3 Glacier

T YR HE AR MAIBE R EER Amazon S3 Glacier.
.NET

EAR .NET 8 SDK

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7 ENAIE AWS EXHEFFFEPRE
METo

using Amazon.Glacier;
using Amazon.Glacier.Model;

namespace GlacierActions;

public static class HelloGlacier

{

static async Task Main()

{

var glacierService = new AmazonGlacierClient();
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Console.WriteLine("Hello Amazon Glacier!");
Console.WritelLine("Let's list your Glacier vaults:");

// You can use await and any of the async methods to get a response.

// Let's get the vaults using a paginator.

var glacierVaultPaginator = glacierService.Paginators.ListVaults(

new ListVaultsRequest { AccountId = "-" });

await foreach (var vault in glacierVaultPaginator.VaultlList)

{

Console.WriteLine($"{vault.CreationDate}:{vault.VaultName}, ARN:

{vault.VaultARN}");
}
}

WE APl NEFAE

i“;
3

EXEE
« A AWS SDKs S3 Glacier E A< &5 i

« 5% = Amazon S3 Glacier

« S3 Glacier {8 AWS SDKsH EiE

AddTagsToVault ## AWS SDK = CLI £
CreateVault ## AWS SDK = CLI £/
DeleteArchive ##t AWS SDK = CLI £/
DeleteVault ¥ & AWS SDK =k CLI £
DeleteVaultNotifications #& & AWS SDK = CLI £

DescribeJob #&E AWS SDK = CLI f£H
DescribeVault #& & AWS SDK 5 CLI £
GetJobOutput B AWS SDK & CLI {3
GetVaultNotifications #&#t AWS SDK 5 CLI £/
InitiateJob ¥ & AWS SDK = CLI f£

ListJobs #&# AWS SDK =i CLI £
ListTagsForVault ##ii AWS SDK =% CLI £/
ListVaults &% AWS SDK = CLI f£/

F2B GEAR NET 8 AWS SDK APl 2#) dfy ListVaults,
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+ SetVaultNotifications & AWS SDK = CLI £
« UploadArchive ##i AWS SDK = CLI £
+ UploadMultipartPart ## AWS SDK = CLI £/
« £/ AWS SDKs S3 Glacier 24l
- BIERHEFZE Amazon S3 Glacier, BUSEBA , AR A AWS SDK BEEH
- {5/ AWS SDK {8 Amazon S3 Glacier 7R & I il B £ 17

5/ AWS SDKs S3 Glacier EZ<&i |

T 572 = 15 20451 /= 20 tn AT $2 B AWS SDKs £/ Amazon S3 Glacier Y E &4,

by
« 5 , Amazon S3 Glacier
+ S3 Glacier £/ AWS SDKsH E11E
+ AddTagsToVault ##&it AWS SDK =% CLI £/
+ CreateVault ¥5E AWS SDK = CLI £
+ DeleteArchive ¥#t AWS SDK & CLI A
+ DeleteVault ¥ AWS SDK = CLI £/
« DeleteVaultNotifications ##E AWS SDK = CLI £
+ DescribeJob #¥&# AWS SDK = CLI £/
+ DescribeVault #& AWS SDK & CLI £ A
+ GetJobOutput #&&it AWS SDK =% CLI £/
+ GetVaultNotifications # & AWS SDK = CLI £/
+ InitiateJob ¥& B AWS SDK = CLI £
+ ListJobs #&B AWS SDK = CLI &
« ListTagsForVault ##&ii AWS SDK =% CLI £/
+ ListVaults ¥ B AWS SDK = CLI £
« SetVaultNotifications # & AWS SDK = CLI £/
« UploadArchive &8 AWS SDK = CLI £
« UploadMultipartPart ¥& AWS SDK = CLI £/

B

API hzZ 2012-06-01 194



Amazon S3 Glacier HBEABER

K& . Amazon S3 Glacier

THREAFEF REUMBHIRER Amazon S3 Glacier,
NET

EAR .NET 8 SDK

(® Note

GitHub LR EZ &6, SHTREHH , I THRNAE AWS BB HIFEEPRE
M#1To

using Amazon.Glacier;
using Amazon.Glacier.Model;

namespace GlacierActions;

public static class HelloGlacier

{

static async Task Main()

{

var glacierService = new AmazonGlacierClient();

Console.WriteLine("Hello Amazon Glacier!");
Console.WriteLine("Let's list your Glacier vaults:");

// You can use await and any of the async methods to get a response.

// Let's get the vaults using a paginator.

var glacierVaultPaginator = glacierService.Paginators.ListVaults(
new ListVaultsRequest { AccountId = "-" });

await foreach (var vault in glacierVaultPaginator.VaultlList)
{
Console.WriteLine($"{vault.CreationDate}:{vault.VaultName}, ARN:
{vault.VaultARN}");
}
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o MNFE API VEHAER , 528 GEAM NET 8 AWS SDK APl 2#£) df ListVaults,

WME AWS SDK REBABEEMEXNRHFNTREBE , F2H Bl AWS SDK £ S3 Glacier. Itk
THEUESHEEAFNEFAMNER SDK WEFHEER,

S3 Glacier £l AWS SDKsHY Bk

TR HEEH REBMAEER AWS SDKs #1175 S3 Glacier BifE, EEZH19E = GitHub HYE
&, BV EEEPHRIRENATEXBNHEERS.

ELR S E I S3 Glacier APl , RYUBEARPFHIT2AEEANWREBRES, B LE £/H AWS
SDKs S3 Glacier &6l REFEARABFRHENE,

THEfETSREEANEE, MEZTEEE  F2BH Amazon S3 Glacier API 2%,

iRt

+ AddTagsToVault ##fitc AWS SDK =% CLI £/

+ CreateVault ## AWS SDK = CLI £/

+ DeleteArchive ##t AWS SDK = CLI £/

+ DeleteVault ## AWS SDK = CLI £/

+ DeleteVaultNotifications ¥ % AWS SDK & CLI £/
« DescribeJob ¥# AWS SDK 5, CLI f£H

+ DescribeVault ## AWS SDK = CLI £/

+ GetJobOutput #&fit AWS SDK =k CLI £/

+ GetVaultNotifications ¥ AWS SDK & CLI £/
« InitiateJob #& & AWS SDK =% CLI £

* ListJobs #&# AWS SDK = CLI £

« ListTagsForVault ##fit AWS SDK =% CLI £/

« ListVaults ¥t AWS SDK =% CLI f£

+ SetVaultNotifications & AWS SDK 5 CLI £
+ UploadArchive ¥#t AWS SDK 5 CLI f£F

+ UploadMultipartPart ## AWS SDK = CLI £/
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AddTagsToVault &t AWS SDK & CLI £

THEXNBE G REBUAER AddTagsToVault,
.NET

EAR .NET 8 SDK

(® Note
GitHub L RRMEZEHH, SHTEEH , I 7 FENAE AWS EXFEFFEFEPRE
MEAT,

/// <summary>

/// Add tags to the items in an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to add tags to.</param>

/// <param name="key">The name of the object to tag.</param>

/// <param name="value">The tag value to add.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>

public async Task<bool> AddTagsToVaultAsync(string vaultName, string key,
string value)

{
var request = new AddTagsToVaultRequest
{
Tags = new Dictionary<string, string>
{
{ key, value },
},
AccountId = "-",
VaultName = vaultName,
};
var response = await _glacierService.AddTagsToVaultAsync(request);
return response.HttpStatusCode == HttpStatusCode.NoContent;
}

« W1 API BB , F28 GEAR NET B9 AWS SDK APl 2#) iy AddTagsToVaulto
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CLI

AWS CLI

DT eEdmEZEMmARA my-vault FISXXHE

aws glacier add-tags-to-vault --account-id - --vault-name my-vault --
tags id=1234,date=july2015

Amazon Glacier EHTIRERFEIRF ID 5|8 , EEAUFERAEFHRRIEEERAPHIRS,
« W13 API BB |, 5528 (AWS CLI s S2#E) F# AddTagsToVault,

WNZE AWS SDK FiZE A EIEmMENIBE N TEEE | F20 2 AWS SDK #H S3 Glacier, It
FTEHITEEEAFNERAMEN SDK BFEHAE~R.

CreateVault #& & AWS SDK = CLI £
THRXEEF REMAFEH CreateVault,

BEFEIRAEEANENGHE  LEERARTDHT, EUUETIENGEFNABZIFEELE
1E -

- HEER, NEENWRETHE

NET

EAR .NET 8 SDK

(@ Note
GitHub EIRHEZ &6, SHTREH , I THMME AWS EX R HIHFEPRE
M#AT,

/// <summary>

/// Create an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to create.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>
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public async Task<bool> CreateVaultAsync(string vaultName)

{
var request = new CreateVaultRequest
{
// Setting the AccountId to "-" means that
// the account associated with the current
// account will be used.
AccountId = "-",
VaultName = vaultName,
i
var response = await _glacierService.CreateVaultAsync(request);
Console.WriteLine($"Created {vaultName} at: {response.Location}");
return response.HttpStatusCode == HttpStatusCode.Created;
}

- WFE API WFFAER |

3

28 GERR .NET 89 AWS SDK API 2#) ff CreateVault,

CLI
AWS CLI
UTHHEIL—ERA my-vault BISXHE :
aws glacier create-vault --vault-name my-vault --account-id -
Amazon Glacier EHTRFRFEEIRS ID 5|8 , BEATUEREFRIIEEERAPRIIRS
- WEFE API FMEF , F2E (AWS CLI i 58%E) M CreateVault,
Java

SDK for Java 2.x

(® Note
GitHub FIRMHEZ &6, SHTREH , I THMME AWS EXHEHI#FEPRE
M#AT,
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import
import
import
import
import

/**

software.amazon.awssdk.regions.Region;

software.amazon.awssdk.services.glacier.GlacierClient;

software.amazon.awssdk.services.glacier.model.CreateVaultRequest;
software.amazon.awssdk.services.glacier.model.CreateVaultResponse;
software.amazon.awssdk.services.glacier.model.GlacierException;

* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/
public

class CreateVault {

public static void main(String[] args) {

final String usage = """

Usage: <vaultName>

Where:

vaultName - The name of the vault to create.

mwon .,
4

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String vaultName = args[Q];

GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

createGlacierVault(glacier, vaultName);
glacier.close();

public static void createGlacierVault(GlacierClient glacier, String
vaultName) {

try {

e
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CreateVaultRequest vaultRequest = CreateVaultRequest.builder()
.vaultName(vaultName)
.build();

CreateVaultResponse createVaultResult =
glacier.createVault(vaultRequest);

System.out.println("The URI of the new vault is " +
createVaultResult.location());

} catch (GlacierException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

« MWEFE API NEHAET , 5528 (AWS SDK for Java 2.x APl 2&) thf§ CreateVault,

JavaScript

SDK for JavaScript (v3)

(@ Note
GitHub EIRHEZ &6, SHTEEH , I T HMME AWS EX R HFEPRE
MEAT,

B A Fim.

const { GlacierClient } = require("@aws-sdk/client-glacier");
// Set the AWS Region.

const REGION = "REGION";

//Set the Redshift Service Object

const glacierClient = new GlacierClient({ region: REGION });
export { glacierClient };

BMREFE,
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// Load the SDK for JavaScript
import { CreateVaultCommand } from "eaws-sdk/client-glacier";
import { glacierClient } from "./libs/glacierClient.js";

// Set the parameters
const vaultname = "VAULT_NAME"; // VAULT_NAME
const params = { vaultName: vaultname };

const run = async () => {
try {
const data = await glacierClient.send(new CreateVaultCommand(params));
console.log("Success, vault created!");
return data; // For unit tests.
} catch (err) {
console.log("Error");
}
i

run();

- WMEHMER , BTS2 GERR JavaScript B AWS SDK BI% A 2388) https://

docs.aws.amazon.com/sdk-for-javascript/v3/developer-guide/glacier-example-creating-a-
vault.html,

- WNZE API VEEMERR |, 3528 GERAM JavaScript B9 AWS SDK API &) ®iy

CreateVault,

SDK for JavaScript (v2)

(® Note

GitHub LR EZ&i6], SHTEEH , X 7 HEMMAE AWS BER B FIFHFEDRE
M#1To

// Load the SDK for JavaScript

var AWS = require("aws-sdk");

// Set the region

AWS.config.update({ region: "REGION" });

// Create a new service object
var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" });

BE
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// Call Glacier to create the vault
glacier.createVault({ vaultName: "YOUR_VAULT_NAME" }, function (err) {
if (lerr) {
console.log("Created vault!");
}
1)

- WMEFHMER , FSE GEAM JavaScript ) AWS SDK B3 A E1ER) https://
docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/glacier-example-creating-a-

vault.html,

- WE API WFFHEERA |, 582 GERR JavaScript B9 AWS SDK API 22 ) iy
CreateVault,

PowerShell
PowerShell V4 I T E

g6 1. AERERFELTNREE, HRARBEMERML -Accountld 28 , Cmdlet EfF
FATERE """ RERRSEHIWIRS,

New-GLCVault -VaultName myvault
B
/01234567812 /vaults/myvault

« WNE API B , 552 BAWS Tools for PowerShell € Cmdlet Reference (V4)) H#
CreateVault,

PowerShell V5 W T &

861 RERAERFEYMNRTE. ARREEAERMLE -Accountld 28 , Cmdlet &
RAEERE "-" REXREBIRS.

New-GLCVault -VaultName myvault

B

/01234567812/vaults/myvault
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« WNE API BB , F52BAWS Tools for PowerShell € Cmdlet Reference (V5)) H#)
CreateVault,

Python

SDK for Python (Boto3)

® Note
GitHub FiR It EZ%i6l, SKTEEH , X THRIOME AWS BXHEHFIFEFEPRE
MEITo

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def create_vault(self, vault_name):

Creates a vault.

:param vault_name: The name to give the vault.
:return: The newly created vault.
try:
vault = self.glacier_resource.create_vault(vaultName=vault_name)
logger.info("Created vault %s.", vault_name)
except ClientError:
logger.exception("Couldn't create vault %s.", vault_name)
raise
else:
return vault
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- WZE API FHAER , 528 GERAR Python (Boto3) FWAWS B EMH API 2&) S

CreateVault,

WME AWS SDK REBABEEMEXRHFNTREBE , F2H Bl AWS SDK £ S3 Glacier. Itk
THEUESHEBEAFNEANER SDK WEFHEER,

DeleteAxchive ¥ & AWS SDK = CLI £
Ty R BEEF REMMFER DeleteArchive,

BEEHFIRAEEANEXNGRESE  LEERABTPHT, BAMETIEXNBEFINAEIFEELE
=

NSRRI MBREF

CLI

AWS CLI
et EmIBRE 17

T % delete-archive EHl&# example_vault FBKRIEENHE,

aws glacier delete-archive \

--account-id 111122223333 \

--vault-name example_vault \

--archive-id ScOu9ZP8yaWkmh-XGLIvAVprtLhalCGnNwN15I5x9HqPIkX5mjc@DxrId3Ln-
Gi_k2HzmlIDZUz117KSdAVMdMXLuFWi9PJUitxW073edQ43eT1IMWkHOpd9zVSAuV_XXZBVhKhyGhJ7w

o T rEELRL.
- WFE API FEEF ,

ﬂliH.

28 (AWS CLI is 52%Z) #H# DeleteArchive,
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Java

SDK for Java 2.x

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.DeleteArchiveRequest;
import software.amazon.awssdk.services.glacier.model.GlacierException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-
started.html

*/
public class DeleteArchive {

public static void main(String[] args) {
final String usage = """

Usage: <vaultName> <accountId> <archiveId>

Where:
vaultName - The name of the vault that contains the archive to
delete.
accountId - The account ID value.
archiveld - The archive ID value.

mon,
’

if (args.length != 3) {
System.out.println(usage);
System.exit(1);
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String vaultName = args[Q];

String accountId = args[1l];

String archiveld args[2];

GlacierClient glacier = GlacierClient.buildex()
.region(Region.US_EAST_1)
.build();

deleteGlacierArchive(glacier, vaultName, accountId, archiveld);
glacier.close();

public static void deleteGlacierArchive(GlacierClient glacier, String
vaultName, String accountId,
String archiveld) {
try {

DeleteArchiveRequest delArcRequest = DeleteArchiveRequest.builder()
.vaultName(vaultName)
.accountId(accountId)
.archiveId(archiveld)
.build();

glacier.deleteArchive(delArcRequest);
System.out.println("The archive was deleted.");

} catch (GlacierException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

« WNEE AP| B |, 5528 (AWS SDK for Java 2.x APl 2#&) d @ DeleteArchive,

Python

SDK for Python (Boto3)

(® Note
GitHub EIRHEZ &6, SHTREH , I THMME AWS EXBEHI#FEPRE
M#AT
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class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def delete_archive(archive):

Deletes an archive from a vault.

:param archive: The archive to delete.
try:
archive.delete()
logger.info(
"Deleted archive %s from vault %s.", archive.id,
archive.vault_name

)

except ClientError:
logger.exception("Couldn't delete archive %s.", archive.id)
raise

- NZE API FHHEF , 528 GEAM Python (Boto3) B9 AWS B EH API &) Fiy

DeleteArchive,

WZE AWS SDK FiZ A EEmMERIBE N TEEE | F520 2 AWS SDK #/ S3 Glacier, It
FTELITEEEAFNERAMEN SDK BFEHAE~R.

DeleteVault ##f AWS SDK = CLI £

THEX G eI DeleteVault,

BHEHFIRAEEANENGHEE  SYEERERDHT, BUETIHEXNBEFINASTTEENLE
£ -
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- IEHERE L MEBREE

CLI
AWS CLI
LT HaMER—{EE& A my-vault BISXHE :
aws glacier delete-vault --vault-name my-vault --account-id -

ST EELEFTMBE. Amazon Glacier EHTRERFEEIRS ID 5|18 , BEAUAFERET
TRRIEE LA FHIRS
- WNFE API FEBER , F2E (AWS CLI i 528%E) HH DeleteVault,

Java

SDK for Java 2.x

@ Note
GitHub FIRHEZ &, SKTEREH , I 7 HIMAE AWS 2RI #FERRE
MEATT,

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.DeleteVaultRequest;
import software.amazon.awssdk.services.glacier.model.GlacierException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

* For more information, see the following documentation topic:

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/
public class DeleteVault {
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public static void main(String[] args) {
final String usage = """
Usage: <vaultName>

Where:
vaultName - The name of the vault to delete.\s

[TRTRIEN
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String vaultName = args[0];

GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

deleteGlacierVault(glacier, vaultName);
glacier.close();

public static void deleteGlacierVault(GlacierClient glacier, String
vaultName) {
try {
DeleteVaultRequest delVaultRequest = DeleteVaultRequest.builder()
.vaultName(vaultName)
.build();

glacier.deleteVault(delVaultRequest);
System.out.println("The vault was deleted!");

} catch (GlacierException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

- WE AP WEFAE

illll

%2 (AWS SDK for Java 2.x APl %) iy DeleteVault.
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Python

SDK for Python (Boto3)

(® Note
GitHub LR EZ&i6], SHTEEH , X 7 HEMMAE AWS BEXIEEHIFHFEDRE
M#1To

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def delete_vault(vault):

Deletes a vault.

:param vault: The vault to delete.

try:
vault.delete()
logger.info("Deleted vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't delete vault %s.", vault.name)
raise

- W1 AP| BB |, 5528 GEAR Python (Boto3) FIAWS B EH APl 2E) iy

DeleteVault,

e AWS SDK FiZE A EiEmMERIBE SN TEEE | F20 Bl AWS SDK #/ S3 Glacier, It
FTEHIEEEAFPNWEAMNMERN SDK FFEHAER.
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DeleteVaultNotifications #&# AWS SDK = CLI {4

THRNIBEEFI REE MM EH DeleteVaultNotifications,
CLlI
AWS CLI

B EBRXMFER SNS EA

T %] delete-vault-notifications EHIREHEEMN L4 EBER Amazon Simple
Notification Service (Amazon SNS) &% 2 & %1,

aws glacier delete-vault-notifications \
--account-id 111122223333 \
--vault-name example_vault

s rEELEH,
- INFE API FHHER |, 55828 (AWS CLI s 22E) FH DeleteVaultNotificationse

Python

SDK for Python (Boto3)

(® Note

GitHub bR EZ&H|, SHTEEHH , I 7HAAE AWS EXFEHIRFEFRE
METo

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource
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@staticmethod
def stop_notifications(notification):

Stops notifications to the configured Amazon SNS topic.

:param notification: The notification configuration to remove.
try:

notification.delete()

logger.info("Notifications stopped.")
except ClientError:

logger.exception("Couldn't stop notifications.")

raise

- W3 API FHHEA , 528 CEAR Python (Boto3) B AWS FHREH API 2F) Hi)

DeleteVaultNotifications,

INE AWS SDK B A ERREMENBEHMINTBEE | 5520 £ AWS SDK [/ S3 Glacier, It
FTEHIEEEAFNWERAMERN SDK FFMAER.

DescribeJob ##l AWS SDK & CLI £
THEXHE G RE A DescribeJob,
CLI

AWS CLI

LTSS EGELEA my-vault WEFHEINTHEREESR

aws glacier describe-job --account-id - --vault-name my-
vault --job-id zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
R047Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMW

B

"InventoryRetrievalParameters": {
"Format": "JSON"
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},

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-vault",

"Completed": false,

"JobId": "zbxcm3Z_3z5UkoroF7SuzZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XglNHS61ds04CnMwW",

"Action": "InventoryRetrieval",

"CreationDate": "2015-07-17T20:23:41.616Z",

"StatusCode": "InProgress"

I4EID AJLA%E aws glacier initiate-job # aws glacier list-jobs V&K
Zl, Amazon Glacier TEHTIZIERTEIRF ID 5|18 , BRI FERAEFHRRIEEFEAFHIR
Fo

- W AP| EHHER , 5520 (AWS CLI %852 %) $#¥ DescribeVpcso

PowerShell

PowerShell V4 I T E

i) 1 EREEEKENFMAEN. EEBHIEHE , Read-GCJobOutput cmdlet A F 3K #4%
EEHRE (HEIEREE ) ANEAEERRR,

Get-GLCJob -VaultName myvault -JobId "oplx...JSbthM"

B
Action : ArchiveRetrieval
Archiveld : 0909j...X-TpIhQJw
ArchiveSHA256TreeHash : 79f3ea754c02f58...dc57bf4395b
ArchiveSizeInBytes : 38034480
Completed : False
CompletionDate : 1/1/0001 12:00:00 AM
CreationDate : 12/13/2018 11:00:14 AM
InventoryRetrievalParameters :
InventorySizeInBytes : 0
JobDescription :
JobId : oplx...JSbthM
JobOutputPath
OutputLocation :
RetrievalByteRange 1 0-38034479
SelectParameters

e
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SHA256TreeHash : 79f3ea754c02f58...dc57bf4395b

SNSTopic

StatusCode : InProgress

StatusMessage :

Tier : Standazxd

VaultARN : arn:aws:glacier:us-west-2:012345678912:vaults/test

- W% API FEiE

DescribeJob,

PowerShell V5 I T &

illll

#5828 AWS Tools for PowerShell Cmdlet Reference (V4) H#Y

g5l 1. BREETENFHEEA. EEEHINTRE , Read-GCJobOutput cmdlet AT F 3R
ERNAD (HEIEFEE ) HRELARERRR.

Get-GLCJob -VaultName myvault -JobId "oplx...JSbthM"

Wil
Action : ArchiveRetrieval
Archiveld : 0909j...X-TpIhQJw
ArchiveSHA256TreeHash : 79f3ea754c02f58...dc57bf4395b
ArchiveSizeInBytes : 38034480
Completed : False
CompletionDate : 1/1/0001 12:00:00 AM
CreationDate : 12/13/2018 11:00:14 AM
InventoryRetrievalParameters :
InventorySizeInBytes : 0
JobDescription :
JobId : oplx...JSbthM
JobOutputPath
OutputLocation :
RetrievalByteRange : 0-38034479
SelectParameters :
SHA256TreeHash : 79f3ea754c02f58...dc57bf4395b
SNSTopic
StatusCode : InProgress
StatusMessage
Tier : Standazxd
VaultARN : arn:aws:glacier:us-west-2:012345678912:vaults/test

- WNFE API FEHE , 55265 AWS Tools for PowerShell Cmdlet Reference (V5) F#Y
DescribeJob,
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Python

SDK for Python (Boto3)

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def get_job_status(job):

Gets the status of a job.

:param job: The job to query.
:return: The current status of the job.

try:
job.load()
logger.info(
"Job %s is performing action %s and has status %s.",
job.id,
job.action,
job.status_code,
)
except ClientError:
logger.exception("Couldn't get status for job %s.", job.id)
raise
else:
return job.status_code
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- WFE API WVEFMER , F2E (EARM Python (Boto3) FIAWS B EH API 2E) F Y

DescribeJob,

WME AWS SDK REABEEMEXNRHFNTREBE , F2H Bl AWS SDK £ S3 Glacier. Itk
FTHEUISHEBEAFNEFAMNER SDK WEFHEER,

DescribeVault #&#& AWS SDK = CLI {4
TR EEFI REB MM EH DescribeVault.
NET

BAR .NET 8 SDK

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7 ENAE AWS EXHE I FEPRE
METo

/// <summary>

/// Describe an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to describe.</param>
/// <returns>The Amazon Resource Name (ARN) of the vault.</returns>
public async Task<string> DescribeVaultAsync(string vaultName)

{
var request = new DescribeVaultRequest
{
AccountId = "-",
VaultName = vaultName,
¥

var response = await _glacierService.DescribeVaultAsync(request);

// Display the information about the vault.
Console.WriteLine($"{response.VaultName}\tARN: {response.VaultARN}");
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Console.WritelLine($"Created on: {response.CreationDate}\tNumber
of Archives: {response.NumberOfArchives}\tSize (in bytes):
{response.SizeInBytes}");

if (response.LastInventoryDate != DateTime.MinValue)

{

Console.WriteLine($"Last inventory: {response.LastInventoryDatel}");

}

return response.VaultARN;

- WNE AP|I HHAEA |, F2E GERAM NET B9 AWS SDK API 22) iy DescribeVault,

CLI

AWS CLI

DTS gHEBEA my-vault WXHEER

aws glacier describe-vault --vault-name my-vault --account-id -

Amazon Glacier EHTIREREZEWRFS ID 518 , BETLUEREZRRIEEFERTHIRS,
- WIE AP NEFAER , 28 (AWS CLI 5 2#£) F# DescribeVault,

W% AWS SDK A A ERREMENBE N TBEE | 5520 B AWS SDK #H S3 Glacier, It
FTEHITEEEAFNWERAMERN SDK BFFHAER.

GetJobOutput & AWS SDK 5 CLI /4

THEXHEF REBAEFEA GetJobOutput,

BEFIRAEEANENGHE  LEERARTDHT. EUUETIEXNGEFNABZIFEELE
1E -

- IEHERE L MBREE
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CLI

AWS CLI
UTHtaXtEEFEBNEEMA#FEBAE&EA output. json WIERF :

aws glacier get-job-output --account-id - --vault-name my-
vault --job-id zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
R047Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMW output. json

job-id A7 aws glacier list-jobs MBI, FEE K BWHEREBRMNVES
B, TLLBEABEABB. Amazon Glacier EHTIRERFFEEIRS ID 58 , (B LU HE
FHEREESEAPHIRS,

B

"status": 200,
"acceptRanges": "bytes",
"contentType": "application/json"

output.json:

{"VaultARN":"arn:aws:glacier:us-west-2:0123456789012:vaults/
my-vault","InventoryDate":"2015-04-07T00:26:18Z","ArchivelList":
[{"ArchiveId":"kKB7ymWIVpPSwhGP6ycSOAekp9ZYe_--zM_mw6k76ZFGEIWQX-

ybtRDvc2VkPSDtFKmQr jOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHO@bjbGehXTcApVud_wyDw", "ArchiveDescription":"multipart

upload
test","CreationDate":"2015-04-06T22:24:34Z" ,"Size" :3145728, "SHA256TreeHash" :"9628195f cdk

- W% API FHBIER , 5528 (AWS CLI i 58%E) H# GetJobOutputs

PowerShell

PowerShell V4 I T E

gH 1 THHEEEEABTHEINHERAR , YRABTFREMK LNERS. RTAH ,
THEACRIERERAN, NRFE , THUEREE REOUSRERNNEECE-Select

[N
o
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Read-GLCJobOutput -VaultName myvault -JobId "HSWjArc...Zq2XLiW" -FilePath "c:
\temp\blue.bin"

- W AP| FEAE
GetJobOutput,

PowerShell V5 I T &

illll

2 BAWS Tools for PowerShell  Cmdlet Reference (V4)) ##I

861 THIEEEEARPHEINHFAR  URARFREUMK ENERS, MRTH ,
THEACRIERERAN, NIRFE , TUEEEE REOISRELNNEECE-Select

TRt
o

Read-GLCJobOutput -VaultName myvault -JobId "HSWjArc...Zg2XLiW" -FilePath "c:
\temp\blue.bin"

- W API FERE
GetJobOutpute

illll

=2 BAWS Tools for PowerShell { Cmdlet Reference (V5)) H#Y

Python

SDK for Python (Boto3)

@ Note

GitHub L RMEZEHH, SHTEEH , X 7HENAE AWS EXFHFIREFERRE
M&T,

class GlacierWrapper:

"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def get_job_output(job):

e
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Gets the output of a job, such as a vault inventory or the contents of an
archive.

:param job: The job to get output from.
:return: The job output, in bytes.
try:
response = job.get_output()
out_bytes = response["body"].read()
logger.info("Read %s bytes from job %s.", len(out_bytes), job.id)
if "archiveDescription" in response:
logger.info(
"These bytes are described as
response["archiveDescription"]
)
except ClientError:
logger.exception("Couldn't get output for job %s.", job.id)
raise

10 ™

%s'",

else:
return out_bytes

- NE API BT , 528 GEAM Python (Boto3) BWAWS B EMH API 2&) FK
GetJobOutput,

WNEE AWS SDK FiZ A EIEmMENIBE N TEEE | F20 2l AWS SDK #H S3 Glacier, It
FTEHITEEEAFNERAMEN SDK BFEHAE~R.

GetVaultNotifications #f AWS SDK = CLI £
THRXIBEHF I REBWMFAIFEA GetVaultNotifications,
CLI

AWS CLI

LTS8l B82A my-vault B XHEEMBERER

aws glacier get-vault-notifications --account-id - --vault-name my-vault

B
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{
"vaultNotificationConfig": {
"Events": [
"InventoryRetrievalCompleted",
"ArchiveRetrievalCompleted"
1,
"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault"
}
}

MBHABXHERETMEAN , REEREEE, Amazon Glacier EHTRERFFEWRS ID 5
B BENUFEREFRRRIEEEAPHIRS,

. WIE AP| SHHEF , 528 (AWS CLI 5 8E) M GetVaultNotifications,

Python

SDK for Python (Boto3)

(® Note
GitHub FRRMEE 2 &, SHTEEH , I 7 HRWMAE AWS BB R FEFRE
M#AT,

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def get_notification(vault):

Gets the currently notification configuration for a vault.

:param vault: The vault to query.
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:return: The notification configuration for the specified vault.
try:
notification = vault.Notification()
logger.info(
"Vault %s notifies %s on %s events.",
vault.name,
notification.sns_topic,
notification.events,
)
except ClientError:
logger.exception("Couldn't get notification data for %s.",
vault.name)
raise
else:
return notification

- WNZE API FHHIEF , 528 GEAM Python (Boto3) BIAWS B EH API 2Z) 1
GetVaultNotifications,

WNZE AWS SDK FAZ A EIEmMENIBEGINTEEE | 5520 Bl AWS SDK #/ S3 Glacier, It
FTEHIEEEAFPNWERAMERN SDK FFHAER.

InitiateJob #&# AWS SDK = CLI {4

THREXBEF REBUMER Initiateob,

BEFEIRAEEANENGHE  LEERARTDHT, EUUETIENGEANABZIFEEILE
1E -

- HEER, NEENWRETHE
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NET

EAR .NET 8 SDK

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo

RREFEMEE T, LEHIFER ArchiveTransferManager 33, IE AP| &R |

ArchiveTransferManager.

3
¢
an

/// <summary>
/// Download an archive from an Amazon S3 Glacier vault using the Archive
/// Transfer Manager.
/// </summary>
/// <param name="vaultName">The name of the vault containing the object.</
param>
/// <param name="archiveId">The Id of the archive to download.</param>
/// <param name="localFilePath">The local directory where the file will
/// be stored after download.</param>
/// <returns>Async Task.</returns>
public async Task<bool> DownloadArchiveWithArchiveManagerAsync(string
vaultName, string archiveld, string localFilePath)
{
try
{

var manager = new ArchiveTransferManager(_glacierService);

var options = new DownloadOptions

{

StreamTransferProgress = Progress!,

};

// Download an archive.

Console.WriteLine("Initiating the archive retrieval job and then
polling SQS queue for the archive to be available.");

Console.WriteLine("When the archive is available, downloading will
begin.");

await manager.DownloadAsync(vaultName, archiveId, localFilePath,
options);

EhE API| R 2012-06-01 224


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3/Glacier#code-examples
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/Glacier/TArchiveTransferManager

Amazon S3 Glacier HBEABER

return true;

}
catch (AmazonGlacierException ex)
{
Console.WriteLine(ex.Message);
return false;
}

/// <summary>
/// Event handler to track the progress of the Archive Transfer Manager.

/// </summary>

/// <param name="sender'">The object that raised the event.</param>

/// <param name="args">The argument values from the object that raised the
/// event.</param>

static void Progress(object sender, StreamTransferProgressArgs args)

{
if (args.PercentDone != _currentPercentage)
{
_currentPercentage = args.PercentDone;
Console.WriteLine($"Downloaded {_currentPercentagel}%");
}
}

- W% API B , 5F2E CERAMN .NET B AWS SDK APl 2%&) F# InitiateJob,

CLI

AWS CLI

TomTERBER  UINEREE NWEFmy-vault

aws glacier initiate-job --account-id - --vault-name my-vault --job-parameters
'{"Type": "inventory-retrieval"}'

B
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"location": "/0123456789012/vaults/my-vault/jobs/
zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XglNHS61ds04CnMw",

"jobId": "zbxcm3Z_3z5UkoroF7SuzZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMW"

}

Amazon Glacier TR ERFFEIRS ID 5|8 , BT AEREFRREEEMFRIIRS,
THGTEMEBER , #RRFE EIRHFmy-vault :

aws glacier initiate-job --account-id - --vault-name my-vault --job-
parameters file://job-archive-retrieval.json

job-archive-retrieval.json RFEERKFH JSON ER , AIEEEHKEE, HFID
M—LBEASH

"Type": "archive-retrieval",

"ArchiveId": "kKB7ymWJVpPSwhGP6ycSOAekp9ZYe_--zM_mwbk76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrjOIRQLSGsNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw",

"Description": "Retrieve archive on 2015-07-17",

"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-topic"

$117 IDsT7£ aws glacier upload-archive# W& H P EHaws glacier get-job-
output,

B

"location": "/@11685312445/vaults/mwunderl/jobs/17IL5-
EkXyEY9Ws95fClzIbk205uLYaFdAYO0i-
azsX_Z8V6NH4yERHzars8wTKYQMX6NnBDIOCcMNHzyZJ059-8N9aHWav",

"jobId": "17IL5-EkXy205uLYaFdAYOiEY9Ws95fClzIbk-
azsX_Z8V6NH4yERHzars8wTKYQMX6nNBDI9cMNHzyZJ059-8N9aHWav"

}

MEEBSEEIANFMENR |, 5528 (Amazon Glacier API 2#) IR EEHK.
- W1 API S¥MAEH , 528 ( AWSCLI #52%E) Bl InitiateJob,
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Java

SDK for Java 2.x

@ Note

GitHub L RRHEZEHH, SHTEEH) , I 7 HENAE AWS EXHEFFFEPRE
MET,

HHGRFEER.

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

/**

software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
.io0.File;
.io0.FileQutputStream;
.i0.I0Exception;

.i0.0utputStream;

java
java
java
java

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

core.ResponseBytes;
regions.Region;

services.
services.
services.
services.
services.
services.
services.
services.
services.

glacier.
glacier.
glacier.
glacier.
glacier.
glacier.
glacier.
glacier.
glacier.

GlacierClient;

model.
model.
model.
.InitiateJobRequest;
model.
model.
model.
model.

model

JobParameters;
InitiateJobResponse;
GlacierException;

DescribeJobRequest;
DescribeJobResponse;
GetJobOutputRequest;
GetJobOutputResponse;

* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-
started.html

*/

public class ArchiveDownload {

public static void main(String[] args) {

final String usage = """

Usage:

<vaultName> <accountId> <path>

e
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Where:
vaultName - The name of the vault.
accountId - The account ID value.
path - The path where the file is written to.

man,
’

if (args.length != 3) {
System.out.println(usage);
System.exit(1l);

String vaultName = args[Q];

String accountId = args[1l];

String path = args[2];

GlacierClient glacier = GlacierClient.buildexr()
.region(Region.US_EAST_1)
.build();

String jobNum = createJob(glacier, vaultName, accountId);
checkJob(glacier, jobNum, vaultName, accountId, path);
glacier.close();

public static String createJob(GlacierClient glacier, String vaultName,
String accountId) {
try {
JobParameters job = JobParameters.builder()
.type("inventory-retrieval")
.build();

InitiateJobRequest initJob = InitiateJobRequest.buildex()
.jobParameters(job)
.accountId(accountId)
.vaultName(vaultName)
.build();

InitiateJobResponse response = glacier.initiateJob(initJob);

System.out.println("The job ID is: " + response.jobId());

System.out.println("The relative URI path of the job is: " +
response.location());

return response.jobId();

} catch (GlacierException e) {
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System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

}

return ;

// Poll S3 Glacier = Polling a Job may take 4-6 hours according to the
// Documentation.
public static void checkJob(GlacierClient glacier, String jobId, String name,
String account, String path) {
try {

boolean finished = false;

String jobStatus;

int yy = 0;

while (!finished) {
DescribeJobRequest jobRequest = DescribeJobRequest.builder()
.jobId(jobId)
.accountId(account)
.vaultName(name)
.build();

DescribeJobResponse response = glacier.describeJob(jobRequest);
jobStatus = response.statusCodeAsString();

if (jobStatus.compareTo("Succeeded") == 0)
finished = true;

else {
System.out.println(yy + " status is: " + jobStatus);
Thread.sleep(1000);

}

yy++;

System.out.println("Job has Succeeded");
GetJobOutputRequest jobOutputRequest = GetJobOutputRequest.builder()
.jobId(jobId)
.vaultName(name)
.accountId(account)
.build();

ResponseBytes<GetJobOutputResponse> objectBytes =
glacier.getJobOutputAsBytes(jobOutputRequest);
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// Write the data to a local file.

byte[] data = objectBytes.asByteArray();

File myFile = new File(path);

OutputStream os = new FileOutputStream(myFile);
os.write(data);

System.out.println("Successfully obtained bytes from a Glacier
vault");
os.close();

} catch (GlacierException | InterruptedException | IOException e) {

System.out.println(e.getMessage());
System.exit(1l);

« WE API SHAE , 5528 (AWS SDK for Java 2.x APl 2#) d# InitiateJob,

PowerShell

PowerShell V4 I T &

#HHl 1 BT, REAEEENEERFEMEIF. EAUER Get-GLCJob cmdlet 1
BEEBHMRE, BEEFEINTHEE , Read-GCJobOutput cmdlet 7] ARG H ZH R BB E A&
%ﬁﬁ%l Lo

Start-GLCJob -VaultName myvault -JobType "archive-retrieval" -JobDescription
"archive retrieval" -ArchiveId "0909j...TX-TpIhQJw"

B
JobId JobOutputPath Location
oplx...JSbthM /012345678912 /vaults/test/jobs/

oplxe...I4HqCHkSJISbthM

. UNEE API FEHIE A , 552 B AWS Tools for PowerShell Cmdlet Reference (V4) ##Y
InitiateJobo

Bk API fR7s 2012-06-01 230


https://docs.aws.amazon.com/goto/SdkForJavaV2/glacier-2012-06-01/InitiateJob
https://docs.aws.amazon.com/powershell/v4/reference

Amazon S3 Glacier HBEABER

PowerShell V5 W T E

Ol 1 BEBER  ‘ERAEHENEERFERREF. B LER Get-GLCJob cmdlet 1
BEBEHRE, EEBRIITHEE , Read-GCJobOutput cmdlet A ARG HZH A B HEIMEA
BERRH

Start-GLCJob -VaultName myvault -JobType "archive-retrieval" -JobDescription
"archive retrieval" -ArchiveId "0909j...TX-TpIhQJw"

B
JobId JobOutputPath Location
oplx...JSbthM /012345678912 /vaults/test/jobs/

oplxe...I4HqCHkSJISbthM

- NEE API FEHIE A , 552 B8 AWS Tools for PowerShell Cmdlet Reference (V5) ##Y
InitiateJobo
Python

SDK for Python (Boto3)

(® Note

GitHub L RMEZEHH, SHTEEH , I 7FENAE AWS BEXFEHIFEFEPRE
M#1To

HHREFEER.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource
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@staticmethod
def initiate_inventory_retrieval(vault):
Initiates an inventory retrieval job. The inventory describes the
contents
of the vault. Standard retrievals typically complete within 3-5 hours.
When the job completes, you can get the inventory by calling
get_output().

:param vault: The vault to inventory.
:return: The inventory retrieval job.
try:
job = vault.initiate_inventory_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on vault %s.", vault.name)
raise
else:
return job

RRFEEREF,

class GlacierWrapper:

"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def initiate_archive_retrieval(archive):
Initiates an archive retrieval job. Standard retrievals typically
complete
within 3-5 hours. When the job completes, you can get the archive
contents
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by calling get_output().

:param archive: The archive to retrieve.

:return: The archive retrieval job.

try:

job = archive.initiate_archive_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)

except ClientError:

logger.exception("Couldn't start job on archive %s.", archive.id)

raise
else:
return job

« WNE API BHMAEF , 528 GERAM Python (Boto3) BWAWS BIREMH API 2%) FK

Initiatedob,

% AWS SDK A EREMANEANRHEIINTREE
THEUESHEEAMNEAMER SDK WEFHEER,

ListJobs #&f AWS SDK = CLI £
THREX GG ~E AR ListIJobs,

E -

. HERE REBALHD T
M E AR MBI

NET

EAR NET 8 SDK

(® Note

ESE BB AWS SDK A S3 Glacier, 1t

BFEHEFIRARBEANEARRE R  LAERNETPHT, EAMETIEXNRHINATFE LB

GitHub L RRHEZEHH, SHTEEH , I 7 HENAE AWS EXHE I FFEPRE

METo

e
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/// <summary>

/// List Amazon S3 Glacier jobs.

/// </summary>

/// <param name="vaultName">The name of the vault to list jobs for.</param>
/// <returns>A list of Amazon S3 Glacier jobs.</returns>

public async Task<List<GlacierJobDescription>> ListJobsAsync(string

vaultName)
{

var request = new ListJobsRequest

{
// Using a hyphen "-" for the Account Id will
// cause the SDK to use the Account Id associated
// with the current account.
AccountId = "-",
VaultName = vaultName,

};

var response = await _glacierService.ListJobsAsync(request);

return response.JoblList;

s
\?ﬂ:

- W% API FIER , 528 GEAR NET B9 AWS SDK API 2%) |y ListJobs,

CLI

AWS CLI

LTt HEA my-vault XA EEEETNRIETR T

aws glacier list-jobs --account-id - --vault-name my-vault
B
{
"JobList": [
{

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",
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"RetrievalByteRange": "0-3145727",
"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault",
"Completed": false,
"SHA256TreeHash":
"9628195fcdbcbbe76cdde932d4646fa7de5f219fb39823836d81f@cc@elB8aab7",
"JobId": "17IL5-EkXyEY9Ws95fClzIbk205uLYaFdAYO0i-
azsX_Z8V6NH4yERHzars8wTKYQMX6NBDIOCcMNHzyZJ059-8N9aHWav",
"ArchiveId": "kKB7ymWJVpPSwhGP6ycSOAekp9ZYe_--
zM_mw6k76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrjOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw",
"JobDescription": "Retrieve archive on 2015-07-17",
"ArchiveSizeInBytes": 3145728,
"Action": "ArchiveRetrieval",
"ArchiveSHA256TreeHash":
"9628195fcdbcbbe76cdde932d4646fa7de5f219fb39823836d81f@cc@elB8aab7",
"CreationDate": "2015-07-17T21:16:13.840Z",
"StatusCode": "InProgress"

"InventoryRetrievalParameters": {
"Format": "JSON"

1,

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",

"Completed": false,

"JobId": "zbxcm3Z_3z5UkoroF7SuzZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XglNHS61ds04CnMw",

"Action": "InventoryRetrieval",
"CreationDate": "2015-07-17T20:23:41.616Z",
"StatusCode": ""InProgress""

Amazon Glacier EHTRFRFEEIRFS ID 5|8 , BEATUEREFHRRIBEEERPRIIKRS
- WFE API FHEF , F2H (AWS CLI s =2%E) F M ListJobs.
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Python

SDK for Python (Boto3)

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.
:return: The list of jobs of the requested type.
job_list = []
try:
if job_type == "all":
jobs = vault.jobs.all()
elif job_type == "in_progress":
jobs = vault.jobs_in_progress.all()
elif job_type == "completed":
jobs = vault.completed_jobs.all()
elif job_type == "succeeded":
jobs = vault.succeeded_jobs.all()
elif job_type == "failed":
jobs = vault.failed_jobs.all()
else:
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jobs = []
logger.warning("%s isn't a type of job I can get.", job_type)
for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)
except ClientError:
logger.exception("Couldn't get %s jobs from %s.", job_type,
vault.name)
raise
else:
return job_list

- W% AP| BB |, 5528 (AWS SDK for Python (Boto3) APl 2#) iy ListJobs,

WNZE AWS SDK FIZE A EiEmMENIBE N TREE | 520 Bl AWS SDK #/ S3 Glacier, It
FTEHIEEEAFNWERAMERN SDK FFHAER.

ListTagsForVault &t AWS SDK & CLI £
THRA &G REBAER ListTagsForVault,
.NET

BAR .NET 8 SDK

(@ Note

GitHub L RMEZEHH, SHTEEH , I 7 FENAE AWS EXFEHHEFEPRE
M#ITo

/// <summary>

/// List tags for an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to list tags for.</param>

/// <returns>A dictionary listing the tags attached to each object in the

/// vault and its tags.</returns>

public async Task<Dictionary<string, string>> ListTagsForVaultAsync(string
vaultName)
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{
var request = new ListTagsForVaultRequest
{
// Using a hyphen "-" for the Account Id will
// cause the SDK to use the Account Id associated
// with the default user.
AccountId = "-",
VaultName = vaultName,
};
var response = await _glacierService.ListTagsForVaultAsync(request);
return response.Tags;
}

- W% API FHBIER , 5528 CGEARM NET 89 AWS SDK API 2%) |y ListTagsForVault,

CLI

AWS CLI
THomsEINHERAE my-vault XHENER :

aws glacier list-tags-for-vault --account-id - --vault-name my-vault
B
{
"Tags": {
"date": "july2015",
Ilidll: II1234II
}
}

Amazon Glacier E#TRERFEWRF ID 5|18 , BEEUUERAEFRRIEEELAPHIRS,
- WNZE API B , 5528 (AWS CLI s 522E) i ListTagsForVault,

W AWS SDK FAZE A EEmMENIBE SN TEEE | F20 Bl AWS SDK #/ S3 Glacier, It
FTEHIEEEAFPANEAMNMERN SDK FFEHAER.
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ListVaults #&#it AWS SDK & CLI £

THRX B REBMN{AEA ListVaults,

BFEFIRARBRANEARRER  LAERNEPHIT, EAUETIEXNRAANATFERLE

%

- HEER, GBI RE THE

NET

EAR .NET 8 SDK

(® Note
GitHub L RRMEZEHH, SHTEEH , I 7 FENAE AWS EXFEFFEFEPRE
M#AT,

/// <summary>
/// List the Amazon S3 Glacier vaults associated with the current account.
/// </summary>
/// <returns>A list containing information about each vault.</returns>
public async Task<List<DescribeVaultOutput>> ListVaultsAsync()
{

var glacierVaultPaginator = _glacierService.Paginators.ListVaults(

new ListVaultsRequest { AccountId = "-" });
var vaultlList = new List<DescribeVaultOutput>();

await foreach (var vault in glacierVaultPaginator.VaultlList)
{

vaultList.Add(vault);
}

return vaultList;

- WFE API FFEERA |

3
$

28 CGEAR NET B AWS SDK APl 2#) ff§ ListVaults.

e
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CLI
AWS CLI
T 5lla5 = 51 i FE ER R 5 B [E I B S
aws glacier list-vaults --account-id -
B
{
"VaultList": [
{
"SizeInBytes": 3178496,
"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",
"LastInventoryDate": "2015-04-07T00:26:19.0287",
"VaultName": "my-vault",
"NumberOfArchives": 1,
"CreationDate": "2015-04-06T21:23:45.708Z2"
}
]
}
Amazon Glacier EHTRERFTEIIRFS ID 5|8 , BEAUFEAEFHRRIEEFEATNIRS,
- WNEE API BB |, FF2H (AWS CLI S 522E) H# ListVaults,
Java

SDK for Java 2.x

® Note
GitHub ERUEZ &N, SREREH , ¥ THIMAE AWS BXIRHH| R FERRE
MET,

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.glacier.model.ListVaultsRequest;
import software.amazon.awssdk.services.glacier.model.ListVaultsResponse;
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import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.DescribeVaultOutput;
import software.amazon.awssdk.services.glacier.model.GlacierException;
import java.util.list;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/
public class ListVaults {
public static void main(String[] args) {
GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

listAllVault(glacier);
glacier.close();

public static void listAllVault(GlacierClient glacier) {
boolean listComplete = false;
String newMarker = null;
int totalVaults = 0;
System.out.println("Your Amazon Glacier vaults:");
try {
while (!listComplete) {
ListVaultsResponse response = null;
if (newMarker != null) {
ListVaultsRequest request = ListVaultsRequest.builder()
.marker(newMarker)
.build();

response = glacier.listVaults(request);
} else {
ListVaultsRequest request = ListVaultsRequest.builder()
.build();
response = glacier.listVaults(request);
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List<DescribeVaultOutput> vaultList = response.vaultlList();

for (DescribeVaultOutput v : vaultlList) {
totalVaults += 1;
System.out.println("* " + v.vaultName());

// Check for further results.

newMarker = response.marker();

if (newMarker == null) {
listComplete = true;

if (totalVaults == 0) {
System.out.println("No vaults found.");

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

o 1N AP| WEEHEER | 5528 (AWS SDK for Java 2.x APl &) ffy ListVaults,

Python

SDK for Python (Boto3)

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7 FEAAE AWS EXHE I FFEPRE

METo

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):
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:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def list_vaults(self):

Lists vaults for the current account.

try:
for vault in self.glacier_resource.vaults.all():
logger.info("Got vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't list vaults.")
raise

« WNE API BT , 528 (GERAM Python (Boto3) BWAWS BIREMH API 2#) FK

ListVaults,

WZE AWS SDK B ABIERMNEXBE N TREE | F20 2. AWS SDK #/ S3 Glacier, it
FEHLEEEEAFNEANER SDK WEEMAEA.

SetVaultNotifications #£H. AWS SDK = CLI f#H
THRERNIBEF REBNMAEH SetVaultNotifications,.

BEEHFIRAEEXNENGRE , XEAERABTTHT. EUUETIHEXNGEHGFNARFER LS
E -

- HEER, GBI RE THE

CLI
AWS CLI

TS EEE my-vault BISUHERRTE SNS @A :

aws glacier set-vault-notifications --account-id - --vault-name my-vault --vault-
notification-config file://notificationconfig.json
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notificationconfig.json 2B AIERRKHH JSON R , ARIEE SNS TEMERMGHN
=4

"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

Amazon Glacier EHTIRERBEEWRFS ID 518 , BETLUEREFZHERIEEFERTHIRSE,
- WE AP| FHHAEF , F2EH (AWS CLI 5 2#E) FM SetVaultNotifications,

Python

SDK for Python (Boto3)

(® Note
GitHub EIRMHEZ &6, SHTREH , I THMME AWS EXFEHIHFEPRE
BT,

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def set_notifications(self, vault, sns_topic_arn):

Sets an Amazon Simple Notification Service (Amazon SNS) topic as a target
for notifications. Amazon S3 Glacier publishes messages to this topic for
the configured list of events.

:param vault: The vault to set up to publish notifications.
:param sns_topic_arn: The Amazon Resource Name (ARN) of the topic that
receives notifications.
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:return: Data about the new notification configuration.
try:
notification = self.glacier_resource.Notification("-", vault.name)
notification.set(
vaultNotificationConfig={
"SNSTopic": sns_topic_arn,
"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted",

]I

)
logger.info(
"Notifications will be sent to %s for events %s from %s.",
notification.sns_topic,
notification.events,
notification.vault_name,
)
except ClientError:
logger.exception(
"Couldn't set notifications to %s on %s.", sns_topic_azrn,
vault.name
)
raise
else:
return notification

- WZE API FHER , 528 GERAR Python (Boto3) FHAWS FEREMH API 22&) B
SetVaultNotifications.

WMFE AWS SDK REABEEMEXRHFNTREE , F2H Bl AWS SDK £ S3 Glacier. Itk
THEUESHEEAFNEFANER SDK WEFHEER,

\

UploadArxchive ##l AWS SDK 3 CLI £/
THREXBEEFREMAER UploadArchive,

BHEHFIRAREANENGHE  YEERERDHIT, BUETIHIEXNBEFINAITEENLE
£ -
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- HEER, NEEXNWRETE

NET

EAR .NET 8 SDK

® Note
GitHub FiR It EZ%i6l, SKTEEH , X THRIOME AWS BXNHEFIFEFEPRE
MEITo

/// <summary>
/// Upload an object to an Amazon S3 Glacier vault.
/// </summary>
/// <param name="vaultName">The name of the Amazon S3 Glacier vault to upload
/// the archive to.</param>
/// <param name="archiveFilePath">The file path of the archive to upload to
the vault.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<string> UploadArchiveWithArchiveManager(string vaultName,
string archiveFilePath)
{
try
{

var manager = new ArchiveTransferManager(_glacierService);

// Upload an archive.

var response = await manager.UploadAsync(vaultName, "upload archive
test", archiveFilePath);

return response.Archiveld;

}
catch (AmazonGlacierException ex)
{
Console.WriteLine(ex.Message);
return string.Empty;
}
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- WFE API WFFAEA |

3

28 GERAR NET # AWS SDK API %) K UploadArchive,

CLI

AWS CLI

AT &H &S EE archive.zip ERRAWHF LEMES R my-vault BHE :

aws glacier upload-archive --account-id - --vault-name my-vault --
body archive.zip

L7 i

"archiveId": "kKB7ymWJVpPSwhGP6ycSOAekp9ZYe_--
zM_mw6k76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrjOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHO@bjbGehXTcApVud_wyDw",

"checksum":

"969fb39823836d81f0cc028195fcdbcbbe76cdde932d4646fa7de5f21e18aa67",

"location": "/0123456789012/vaults/my-vault/archives/
kKB7ymWJIVpPSwhGP6ycSO0Aekp9ZYe_--zM_mwbk76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrjOIRQLSGsSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHO@bjbGehXTcApVud_wyDw"

}

Amazon Glacier E#TRERFFEEIRS ID 5|8 , BT AEREFRREEEMFRIRS,

EEHl L EREE | A Amazon Glacier BREMEHS & H B HEVERS
- W AP YFHREF 526 (AWS CLI % H8%E) # UploadArchive,

Java

SDK for Java 2.x

(® Note
GitHub FIRHEZ &6, SHTREH , I THMAE AWS EX R HFEPRE
M#AT,
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import
import
import
import
import
import
import
import
import
import
import
import

/**

software.
software.
software.
software.
software.

amazon.

amazon

amazon.
amazon.

java.io.File;
java.nio.file.Path;
java.nio.file.Paths;
java.io.FileInputStream;
java.io.IOException;
java.security.MessageDigest;
java.security.NoSuchAlgorithmException;

awssdk.regions.Region;

.awssdk.services.glacier
amazon.

awssdk.services.glacier
awssdk.services.glacier
awssdk.services.glacier

.GlacierClient;
.model.UploadArchiveRequest;
.model.UploadArchiveResponse;
.model.GlacierException;

* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-
started.html

*/

public class UploadArchive {

static final int ONE_MB = 1024 * 1024;

public static void main(String[] args) {
final String usage = """

\AWS\\test.pdf).

Usage:

Where:

<strPath> <vaultName>\s

strPath - The path to the archive to upload (for example, C:\

vaultName - The name of the vault.

mon,
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1);

String strPath = args[0];

e
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String vaultName = args[1];

File myFile = new File(strPath);

Path path = Paths.get(strPath);

GlacierClient glacier = GlacierClient.buildex()
.region(Region.US_EAST_1)
.build();

String archiveld = uploadContent(glacier, path, vaultName, myFile);
System.out.println("The ID of the archived item is " + archiveld);
glacier.close();

public static String uploadContent(GlacierClient glacier, Path path, String
vaultName, File myFile) {
// Get an SHA-256 tree hash value.
String checkVal = computeSHA256(myFile);
try {
UploadArchiveRequest uploadRequest = UploadArchiveRequest.builder()
.vaultName(vaultName)
.checksum(checkVal)
.build();

UploadArchiveResponse res = glacier.uploadArchive(uploadRequest,

path);
return res.archivelId();

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

}

return "";

}

private static String computeSHA256(File inputFile) {
try {
byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 tree hash = %s\n", toHex(treeHash));
return toHex(treeHash);

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s",
inputFile, ioe.getMessage());
System.exit(-1);
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} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256:
, hsae.getMessage());
System.exit(-1);

o
%S

}

return "";

public static byte[] computeSHA256TreeHash(File inputFile) throws
IOException,
NoSuchAlgorithmException {

byte[J[] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

/**
* Computes an SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk, even if it's smaller than 1 MB.
*/
public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
long numChunks = file.length() / ONE_MB;
if (file.length() % ONE_MB > 0) {

numChunks++;

if (numChunks == @) {
return new byte[][] { md.digest() };

byte[][] chunkSHA256Hashes
FileInputStream fileStream

new byte[(int) numChunks][];
null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;
int idx = 0;

while ((bytesRead = fileStream.read(buff, @, ONE_MB)) > 0) {
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md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();

return chunkSHA256Hashes;

} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());

/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.length > 1) {
int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != @) {
len++;

byte[][] currLvlHashes = new byte[len][];
int j = 0;
for (int 1 = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining.
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes.
md.reset();
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md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of the remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

prevLvlHashes = currlLvlHashes;

return prevLvlHashes[0];

/**
* Returns the hexadecimal representation of the input byte array
*/
public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);
for (byte datum : data) {
String hex = Integer.toHexString(datum & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");

}
sb.append(hex);

}

return sb.toString().toLowerCase();

- WNZE API BIEFMER |, 55280 (AWS SDK for Java 2.x APl &%) B UploadArchive,
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JavaScript

SDK for JavaScript (v3)

(® Note
GitHub F IR EZ &6, SHTEEH , 3 7HRUNAE AWS EXNHEHHIREFZEPRE
M#1To

By AP,

const { GlacierClient } = require("eaws-sdk/client-glacier");
// Set the AWS Region.

const REGION = "REGION";

//Set the Redshift Service Object

const glacierClient = new GlacierClient({ region: REGION });
export { glacierClient };

LEHE,

// Load the SDK for JavaScript

import { UploadArchiveCommand } from "@aws-sdk/client-glacier";

import { glacierClient } from "./libs/glacierClient.js";

// Set the parameters
const vaultname = "VAULT_NAME"; // VAULT_NAME

// Create a new service object and buffer

const buffer = new Buffer.alloc(2.5 * 1024 * 1024); // 2.5MB buffer

const params = { vaultName: vaultname, body: buffer };

const run = async () => {
try {

const data = await glacierClient.send(new UploadArchiveCommand(params));

console.log("Archive ID", data.archiveld);
return data; // For unit tests.
} catch (err) {
console.log("Error uploading archive!", err);
}
};

e
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run();

- WMFEFHMER , FSE (EAM JavaScript B AWS SDK B A E3E/) https://
docs.aws.amazon.com/sdk-for-javascript/v3/developer-guide/glacier-example-
uploadarchive.html,

- WFE API WEFEERR , 5528 (EAR JavaScript B AWS SDK API 2&) 1)
UploadArchive,
SDK for JavaScript (v2)
(@ Note
GitHub LRIt EZ 6], SKTEEH , X THRUOME AWS BEXNHEFIFEFEPRRE
MENITo

// Load the SDK for JavaScript

var AWS = require("aws-sdk");

// Set the region

AWS.config.update({ region: "REGION" });

// Create a new service object and buffer
var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" });
buffer = Buffer.alloc(2.5 * 1024 * 1024); // 2.5MB buffer

var params = { vaultName: "YOUR_VAULT_NAME", body: buffer };
// Call Glacier to upload the archive.
glacier.uploadArchive(params, function (err, data) {

if (err) {
console.log("Error uploading archive!", err);
} else {
console.log("Archive ID", data.archiveld);
}
h)7

- WMEHMEA , BTS2 (GEAR JavaScript B9 AWS SDK BIZ A 2388) https://
docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/glacier-example-
uploadrchive.html,
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- WFE API WFMER , F2E (EAR JavaScript B9 AWS SDK APl &) H
UploadArchive,

PowerShell
PowerShell V4 I T &

g1 BE-ERLEEEENREE , EOHF ID MFENRERN,

Write-GLCArchive -VaultName myvault -FilePath c:\temp\blue.bin

Wil
FilePath Archiveld Checksum
C:\temp\blue.bin 0909jUUs...TTX-TpIhQJw 79f3e...f4395b

g6l 2 BERKRKEENAR LEEEAERFFEENREE. BREELENESR , Cmdlet
SRHERERE. HENHE D MHENGEREEN,

Write-GLCArchive -VaultName myvault -FolderPath . -Recurse

B

FilePath Archiveld Checksum

C:\temp\blue.bin 0909jUUs...TTX-TpIhQJw 79f3e...f4395b
C:\temp\green.bin gXAf0dSG. ..czo729UHXrw d50al...9184b9
C:\temp\lum.bin 39aNifP3...q9nb8nZkFIg 28886...5c3e27
C:\temp\red.bin vp7E6rU_. ..Ejk_HhjAxKA e@5f7...4e34f5
C:\temp\Folderl\filel.txt _eRINlip...5Sxy7dD2BaA d@d2a...c8a3ba
C:\temp\Folder2\file2.iso -Ix3jlmu...iXiDh-XfOPA 7469e...3e86f1

- N5 API FEHIE A , 552 B AWS Tools for PowerShell Cmdlet Reference (V4) ##Y
UploadArchive,

PowerShell V5 I T &

g1 BE-ERLEIEENREE , YETHEF ID MFAEHRERMN,

Write-GLCArchive -VaultName myvault -FilePath c:\temp\blue.bin
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B
FilePath Archiveld Checksum
C:\temp\blue.bin 0909jUUs...TTX-TpIhQIw 79f3e...f4395b

g6l 2 BERKREENAR LEEEAERFFEENREE. BREELENESR , Cmdlet
SRHERER. HENHE D MHENGEREEN,

Write-GLCArchive -VaultName myvault -FolderPath . -Recurse

L7 i

FilePath Archiveld Checksum

C:\temp\blue.bin 0909jUUs...TTX-TpIhQIw 79f3e...f4395b
C:\temp\green.bin gXAf0dSG. ..czo729UHXrw d50al...9184b9
C:\temp\lum.bin 39aNifP3...q9nb8nZkFIg 28886...5c3e27
C:\temp\red.bin vp7E6TU_...Ejk_HhjAxKA e@5f7...4e34f5
C:\temp\Folderl\filel.txt _eRINlip...5Sxy7dD2BaA d@d2a...c8a3ba
C:\temp\Folder2\file2.iso -Ix3jlmu...iXiDh-XfOPA 7469e...3e86f1

- 0% API FEHIERA , 528 AWS Tools for PowerShell Cmdlet Reference (V5) H #Y
UploadArchive,

Python

SDK for Python (Boto3)

® Note
GitHub ERMUEZ &S, SREREH , ¥ THIMAE AWS BXIRHHI R FERRE
MET,

class GlacierWrapper:

"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):
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:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def upload_archive(vault, archive_description, archive_file):

Uploads an archive to a vault.

:param vault: The vault where the archive is put.
:param archive_description: A description of the archive.
:param archive_file: The archive file to put in the vault.
:return: The uploaded archive.
try:
archive = vault.upload_archive(
archiveDescription=archive_description, body=archive_file
)
logger.info(
"Uploaded %s with ID %s to vault %s.",
archive_description,
archive.id,
vault.name,
)
except ClientError:
logger.exception(
"Couldn't upload %s to %s.", archive_description, vault.name
)
raise
else:
return archive

s
$

- WNFE APl &R |
UploadArchive,

28 (GEAR Python (Boto3) WAWS BIREH API 2E) Y

WME AWS SDK REABEEMEXNRHFNTREBE , F2H Bl AWS SDK £ S3 Glacier. Itk
FTHEUISHEBEAFNEFAMNER SDK WEFHEER,
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UploadMultipaxrtPart & AWS SDK = CLI £

THRXBEF REMAEA UploadMultipartPart,
CLI
AWS CLI

THHSE L EREFHE 1 MB (1024 x 1024 f7T48) 25

aws glacier upload-multipart-part --body partl --range 'bytes
0-1048575/*' --account-id - --vault-name my-vault --upload-
id 19gaRezEXAMPLES6Ry5YYdqthHOC_kGRCTO3L9yetr220UmPtBYKk -

OssZtLqyFu7sY1_1R7vgFuJV6NtcV5zpsJ

Amazon Glacier EHTIREBZEERS ID 5|8 , BEUEREFZRRIEEFERAPHIRE,

ANSEENEIAHERRR LIBERNKRE, SESBHEA HTTP AREE , BT RE
ERNEERGANMTHE, EFIDH aws glacier initiate-multipart-upload @
SEE , A BUEIB aws glacier list-multipart-uploads ¥HL,

WMEF A CLI #59 B L EZ Amazon Glacier AWS BEHAET , 528 (AWS CLI FHEE
) HHEEE Amazon Glacier,

« WNE API FHMAEF , 528 (AWS CLI 8 H2#) H#) UploadMultipartPart,

\

JavaScript

SDK for JavaScript (v2)

® Note

GitHub L RMEZEHH, SHTEEH , I 7 HENAE AWS EXFEF R FEPRE
M#1To

3 Buffer #1141 MB B#H 2 B L&,

// Create a new service object and some supporting variables
var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" }),
vaultName = "YOUR_VAULT_NAME",
buffer = new Buffer(2.5 * 1024 * 1024), // 2.5MB buffer
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partSize = 1024 * 1024, // 1MB chunks,

numPartsLeft = Math.ceil(buffer.length / partSize),

startTime = new Date(),

params = { vaultName: vaultName, partSize: partSize.toString() };

// Compute the complete SHA-256 tree hash so we can pass it
// to completeMultipartUpload request at the end
var treeHash = glacier.computeChecksums(buffer).treeHash;

// Initiate the multipart upload
console.log("Initiating upload to", vaultName);
// Call Glacier to initiate the upload.
glacier.initiateMultipartUpload(params, function (mpErr, multipart) {
if (mpErr) {
console.log("Erroxr!", mpErr.stack);
retuzrn;
}
console.log("Got upload ID", multipart.uploadId);

// Grab each partSize chunk and upload it as a part
for (var i = @; i < buffer.length; i += partSize) {
var end = Math.min(i + partSize, buffer.length),

partParams = {
vaultName: vaultName,
uploadId: multipart.uploadId,
range: "bytes " + i + "-" + (end - 1) + "/*",
body: buffer.slice(i, end),
I

// Send a single part
console.log("Uploading part", i, "=", partParams.range);
glacier.uploadMultipartPart(partParams, function (multiErr, mData) {

if (multiErr) return;

console.log("Completed part", this.request.params.range);

if (--numPartsLeft > @) return; // complete only when all parts uploaded

var doneParams = {
vaultName: vaultName,
uploadId: multipart.uploadId,
archiveSize: buffer.length.toString(),
checksum: treeHash, // the computed tree hash
I

console.log("Completing upload...");

e
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glacier.completeMultipartUpload(doneParams, function (err, data) {

if (err) {
console.log("An error occurred while uploading the archive");
console.log(err);

} else {
var delta = (new Date() - startTime) / 1000;
console.log("Completed upload in", delta, "seconds");
console.log("Archive ID:", data.archiveld);
console.log("Checksum: ", data.checksum);

1)
1)

1)

- WMEHMER , BTS2 GERR JavaScript B9 AWS SDK BZ A 2388) https://

docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/glacier-example-multipart-

upload.html,
- WFE API EHE , 5528 CGERAR JavaScript 89 AWS SDK API &)
UploadMultipartPart,

WE AWS SDK HE A BRENEXRHEFINTREE , F2/ BE AWS SDK £ S3 Glacier. It
FTHEUISHEEAFNEFAMNER SDK WEFHEER,

£ AWS SDKs S3 Glacier Z 4l

T %172 =X 15 &5 45 7 &5 a0{A] £ S3 Glacier AWS SDKsHEB/EE REH, 1ELLLEHISREAMAERE S3
Glacier F I ZEARNBREHMHEES , REKIFETH AWS R, SERFEIETERRE
MiERE  BUEEEPRI MAEREMATEXBNERE T

ROV EBRESDTSIKINER , BEETHBABTFHREEE.

&i 151
+ EERIFTFEZE Amazon S3 Glacier, EVSEB AN , AR EH AWS SDK BEER
o {£H AWS SDK Htf8 Amazon S3 Glacier 7R A It 17
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FMBABER

ERERFFZE Amazon S3 Glacier, BVSEA , AR EA AWS SDK B EE

%
BAT AR S S5 R A0 -

- E3I Amazon S3 Glacier R 17,

. RERFE , & BEHNEZMZE Amazon SNS &,
- BEERELLEEREE,

- MEBHEFHEEES.

Python

SDK for Python (Boto3)

(® Note

GitHub bR EZ &6, SHTEEHH , I 7HAAE AWS EXFH R FEFRE

METo

B 2% S3 Glacier tE2H R,

import argparse
import logging
import os
import boto3

from botocore.exceptions import ClientError

logger = logging.getlLogger(__name_ )

class GlacierWrapper:

"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

HEER, EEXMLHME TE
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def create_vault(self, vault_name):

Creates a vault.

:param vault_name: The name to give the vault.
:return: The newly created vault.
try:
vault = self.glacier_resource.create_vault(vaultName=vault_name)
logger.info("Created vault %s.", vault_name)
except ClientError:
logger.exception("Couldn't create vault %s.", vault_name)
raise
else:
return vault

def list_vaults(self):

Lists vaults for the current account.
try:
for vault in self.glacier_resource.vaults.all():
logger.info("Got vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't list vaults.")
raise

@staticmethod
def upload_archive(vault, archive_description, archive_file):

Uploads an archive to a vault.

:param vault: The vault where the archive is put.
:param archive_description: A description of the archive.
:param archive_file: The archive file to put in the vault.
:return: The uploaded archive.
try:
archive = vault.upload_archive(
archiveDescription=archive_description, body=archive_file
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logger.info(
"Uploaded %s with ID %s to vault %s.",
archive_description,
archive.id,
vault.name,
)
except ClientError:
logger.exception(
"Couldn't upload %s to %s.", archive_description, vault.name
)
raise
else:
return archive

@staticmethod
def initiate_archive_retrieval(archive):

Initiates an archive retrieval job. Standard retrievals typically
complete

within 3-5 hours. When the job completes, you can get the archive
contents

by calling get_output().

:param archive: The archive to retrieve.
:return: The archive retrieval job.
try:
job = archive.initiate_archive_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on archive %s.", archive.id)
raise
else:
return job

@staticmethod
def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.
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:return: The list of jobs of the requested type.
job_list = []
try:
if job_type == "all":
jobs = vault.jobs.all()
elif job_type == "in_progress":
jobs = vault.jobs_in_progress.all()
elif job_type == "completed":
jobs = vault.completed_jobs.all()
elif job_type == "succeeded":
jobs = vault.succeeded_jobs.all()
elif job_type == "failed":
jobs = vault.failed_jobs.all()
else:
jobs []
logger.warning("%s isn't a type of job I can get.", job_type)
for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)
except ClientError:
logger.exception("Couldn't get %s jobs from %s.", job_type,
vault.name)
raise

else:
return job_list

def set_notifications(self, vault, sns_topic_arn):
Sets an Amazon Simple Notification Service (Amazon SNS) topic as a target
for notifications. Amazon S3 Glacier publishes messages to this topic for
the configured list of events.

:param vault: The vault to set up to publish notifications.
:param sns_topic_arn: The Amazon Resource Name (ARN) of the topic that
receives notifications.

:return: Data about the new notification configuration.
try:

notification = self.glacier_resource.Notification("-", vault.name)

notification.set(

vaultNotificationConfig={
"SNSTopic": sns_topic_arn,
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"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted",

1,

)
logger.info(
"Notifications will be sent to %s for events %s from %s.",
notification.sns_topic,
notification.events,
notification.vault_name,
)
except ClientError:
logger.exception(
"Couldn't set notifications to %s on %s.", sns_topic_arn,
vault.name
)
raise
else:
return notification

FIEXENERN ENERE  UBIREEY LERR AR SREEREARMENEME T
ELAREERE 77

def upload_demo(glacier, vault_name, topic_arn):
Shows how to:
* Create a vault.
* Configure the vault to publish notifications to an Amazon SNS topic.
* Upload an archive.
* Start a job to retrieve the archive.

:param glacier: A Boto3 Amazon S3 Glacier resource.
:param vault_name: The name of the vault to create.
:param topic_arn: The ARN of an Amazon SNS topic that receives notification
of
Amazon S3 Glacier events.
print(f"\nCreating vault {vault_name}.")
vault = glacier.create_vault(vault_name)
print("\nList of vaults in your account:")
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glacier.list_vaults()
print(f"\nUploading glacier_basics.py to {vault.name}.")
with open("glacier_basics.py", "rb") as upload_file:
archive = glacier.upload_archive(vault, '"glacier_basics.py", upload_file)

print(
"\nStarting an archive retrieval request to get the file back from the "
"vault."

)

glacier.initiate_archive_retrieval(archive)

print("\nListing in progress jobs:")

glacier.list_jobs(vault, "in_progress")

print(
"\nBecause Amazon S3 Glacier is intended for infrequent retrieval, an
"archive request with Standard retrieval typically completes within 3-5 "
"hours."

)
if topic_arn:
notification = glacier.set_notifications(vault, topic_azrn)
print(
f"\nVault {vault.name} is configured to notify the "
f"{notification.sns_topic} topic when {notification.events} "
f"events occur. You can subscribe to this topic to receive "
f"a message when the archive retrieval completes.\n"

)
else:
print(
f"\nVault {vault.name} is not configured to notify an Amazon SNS
topic "
f"when the archive retrieval completes so wait a few hours."
)
print("\nRetrieve your job output by running this script with the --retrieve
flag.")

- N API HEEHIERA , 528 AWS SDK for Python (Boto3) API Reference I T 5 £ &,

* CreateVault

illll

* |nitiatedob
e ListJobs
» ListVaults
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» SetVaultNotifications

» UploadArchive

WME AWS SDK REBABEEMNEXNRHFNTREE , F2H Bl AWS SDK £ S3 Glacier. Itk
THEUESHEBEAFNEFAMER SDK WEFHEER,

£ AWS SDK 8 Amazon S3 Glacier HEZRA A M7
LU ISE 528 R0 -

* 5| Amazon S3 Glacier R7FEM ITE , IWES THARRE,
- S EEAHEFHETENE .,

- MiREF.

- MBRRTFRE,

Python

SDK for Python (Boto3)

@ Note
GitHub FIREEZ &, SKTEREH , I 7 HMAE AWS 2RI #FEFRE
MEATT,

B 8% S3 Glacier (E2H %R,

import argparse

import logging

import os

import boto3

from botocore.exceptions import ClientError

logger = logging.getlLogger(__name_ )

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""
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def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.
:return: The list of jobs of the requested type.
job_list = []
try:
if job_type == "all":
jobs = vault.jobs.all()
elif job_type == "in_progress":
jobs = vault.jobs_in_progress.all()
elif job_type == "completed":
jobs = vault.completed_jobs.all()
elif job_type == "succeeded":
jobs = vault.succeeded_jobs.all()
elif job_type == "failed":
jobs = vault.failed_jobs.all()
else:
jobs = []
logger.warning("%s isn't a type of job I can get.", job_type)
for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)
except ClientError:
logger.exception("Couldn't get %s jobs from %s.", job_type,
vault.name)
raise

else:
return job_list

@staticmethod
def get_job_output(job):
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Gets the output of a job, such as a vault inventory or the contents of an
archive.

:param job: The job to get output from.
:return: The job output, in bytes.
try:
response = job.get_output()
out_bytes = response["body"].read()
logger.info("Read %s bytes from job %s.", len(out_bytes), job.id)
if "archiveDescription" in response:
logger.info(
"These bytes are described as '%s'",
response["archiveDescription"]
)
except ClientError:
logger.exception("Couldn't get output for job %s.", job.id)
raise
else:
return out_bytes

@staticmethod
def delete_archive(archive):

Deletes an archive from a vault.

:param archive: The archive to delete.
try:
archive.delete()
logger.info(
"Deleted archive %s from vault %s.", archive.id,
archive.vault_name
)
except ClientError:
logger.exception("Couldn't delete archive %s.", archive.id)
raise

@staticmethod
def delete_vault(vault):
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Deletes a vault.

:param vault: The vault to delete.
try:
vault.delete()
logger.info("Deleted vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't delete vault %s.", vault.name)
raise

FilaXRXERNERE , RETHHN THENEHEFRAE , RARMERHF,

def retrieve_demo(glacier, vault_name):
Shows how to:
* List jobs for a vault and get job status.
* Get the output of a completed archive retrieval job.
* Delete an archive.
* Delete a vault.

:param glacier: A Boto3 Amazon S3 Glacier resource.
:param vault_name: The name of the vault to query for jobs.
vault = glacier.glacier_resource.Vault("-", vault_name)
try:

vault.load()
except ClientError as err:

if err.response["Error"]["Code"] == "ResourceNotFoundException":
print(
f"\nVault {vault_name} doesn't exist. You must first run this
script "
f'"with the --upload flag to create the vault."
)
return
else:
raise

print(f"\nGetting completed jobs for {vault.name}.")
jobs = glacier.list_jobs(vault, "completed")
if not jobs:
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print("\nNo completed jobs found. Give it some time and try again
later.")
return

retrieval_job = None
for job in jobs:
if job.action == "ArchiveRetrieval" and job.status_code == "Succeeded":
retrieval_job = job
break
if retrieval_job is None:
print(
"\nNo ArchiveRetrieval jobs found. Give it some time and try again "
"later."

)

return

print(f"\nGetting output from job {retrieval_job.id}.")
archive_bytes = glacier.get_job_output(retrieval_job)
archive_str = archive_bytes.decode("utf-8")

print("\nGot archive data. Printing the first 10 lines.")
print(os.linesep.join(archive_str.split(os.linesep)[:10]))

print(f"\nDeleting the archive from {vault.name}.")
archive = glacier.glacier_resource.Archive(
"-", vault.name, retrieval_job.archive_id

)

glacier.delete_archive(archive)

print(f"\nDeleting {vault.name}.")
glacier.delete_vault(vault)

- WE AP WEFAE

» DeleteArchive

, 552 AWS SDK for Python (Boto3) API Reference 1 # T 5 X &8,

illll

» DeleteVault
« GetJobOutput

e ListJobs
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Amazon S3 Glacier P& %
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BENANBEDEBR, MEFHMEER  F28 (AM E£AEERE) 98 1AM FHRIERF ERFEG

S3 Glacier B X E—BERAREFERX , HEMNIFRFENERERE, LBERERBLERTU
HREEHTBE.

S3 Glacier RFEBREUT I AR EERET -

- ERFHUE—REEBR (MAR2UEREREBR) EBFEREHFT,
- A IAM BENERAXEEEBIREHTT.,

S3 Glacier A E R E BUER E

= ER S3 Glacier R BUERE ] , FFZ2BAmazon S3 Glacier BV &R A BUER €4,
S3 Glacier HBUERENE
TEBEREE: 2
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EESWLER AWS JSON BURRIEEH T AFHAR, bR , BEERECESE T IUEA
FEER#AT UL B

JSON BURRE Action TERHEBRETURARAFHIEBBRFFRNEFE. BRBEEE EFEMEEH
Bt AWS API REMRBEN B, B LSRR |, FIaULBARF APHRENERFTEEF, L&
EEFERRTNSEEF, ELBANDEBSBKREE.

HREEABERR THTHBBBENETA,

MEEEF S3 Glacier BIEMBE | 520 (RERESE) FH Amazon S3 Glacier &M B1E,

S3 Glacier FHBRBIFEREBEZNIERAUTFE :

glacier

NEEE-RRXPEESEEE , FRERD R,

"Action": [
"glacier:CreateVault",
"glacier:DescribeVault",
"glacier:ListVaults"

]

30
@

BHAILUERERET () RIEESEEE, 0 , BEREMER Describe XFHAEENE
SLLTEME -

"Action": "glacier:GetVault*"

= EMR S3 Glacier 0 B BURE ] , 52 B Amazon S3 Glacier By & 7 B BUER €4,

S3 Glacier WK ER
TEBXRER: 2

EEEWLER AWS JSON BERRIEEH T UAFHAR, tWH2R , MEEBE A BERA T o
BEERAITHLEBF,
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Resource JSON R tEZ IS EEEAHENYH. MIRRX L EEE Resource = NotResource
TtHE, REEXKEFEAH Amazon Resource Name (ARN) RIEEER, B H T ERSEERER
M EME (BAERBRFTT) REEM,

HRAIXBRERBEHREFFAINEE (P05 HRE) , FEABRFER () RERTEEAXERARAEER.

"Resource": "*"

WMEEF S3 Glacier ERBEKH ARN HEE | 528 (RERXRES2ZE) B89 Amazon S3 Glacier
EEMNER, EETHRETLIEESEERMN ARN |, 5528 Amazon S3 Glacier E& M E1E,

£ S3 Glacier # , TEEREZREE, S3 Glacier EXEREFERBRVEE, IR , £ IAM B
F, BIEEEMResourceBA MRS E AWS BIFHFHNEEREER —HAREE, S3 Glacier FXEH
EEHREFT,

¥ AFAE S3 Glacier B11F , Resource EEZLERFHUINREE, ELEREGHEAHBEBM—
Amazon Resource Name (ARN) , S0 " &R~ , MEZTLUAER ARN FERAF T (*) , ALLEFHEE
AHEFENRTEER.

S3 Glacier 1Rt =& FEFH S3 Glacier BRI —E¥. NMEEGBETHIRENGFHEER |
Amazon S3 Glacier APl 2%,

T
W
&5

84> S3 Glacier API BifEZ B ZEER. a0 , glacier:AddTagsToVault ZEL examplevault1 F
examplevault?2 , Bt E@ X AEEFERERMBE RN T. EEEE-—RAXPIEESEER , BFE
252 ARN,

"Resource": [
""arn:aws:glacier:us-west-2:123456789012:vaults/examplevaultl”,",
""arn:aws:glacier:us-west-2:123456789012:vaults/examplevault2","

]

S3 Glacier BV BUER R4 3R 5| 8
TERBEEBXREHEE 2

EEEWLER AWS JSON BERRIEEH T UAFHAR, tWH2R , MEEBE M BERA T o U4
EEREIT LB F,
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Condition jt# (8 Condition EiR) AIELIEEERAN LR R, Condition TERERAE
B, BUUBRNFEAREEE FHRGEER BINERFIR) , REHBEPWEFENBERPHE,

HRERBXPIEESZME Condition 3k , HREE — Condition TEFIEESERSEIE , AWS
SEAELE AND BRIFFTE M. WREA/E—RUHRSIREESEE , SEMEEBORRE AWS FHE
Rt BAFEMBHKEGL , T ERERRANFT,

A EEERGREARBMLESZRE. flm , BAURECRECERE IAM ERAERBERE ,
HENERNFFARTXIAM E£RAE. NFEZEF , F2H IAM £AEERETHN AM BETE &
BHER.

AWS X ELEFRGSRABHBBENRG SR, BEEEHE AWS 2ERGREIR |, F26H (AM
EREERE) PHAWS 2ERHERERSIE,

WMEEF S3 Glacier RFRE|8BIVEE , F2H (RERESZE) PHEAR Amazon S3 Glacier B9
RURSE, EETHREATUUEEMHLESIENEREAFRERSIR , 528 Amazon S3 Glacier £
B E,

WMFEEM glacier HEZRFREIRHNEH | FSREEFEHEIK.

S3 Glacier 1y ACL
TEACL: B

FHUEFIEE (ACL) ATEFIBLEE (RFKE, FRAENAG) HEFIEEZRNFFT. ACL EER
BERAEBR , BEMAEA JSON BERXAHEN,

ABAC #&B¢ S3 Glacier
Y& ABAC ( ERAHER ) - &

B RFEUES] (ABAC) B —EREXRE , TRIREMRERF A, £ F AWS , ELBHBARR.
UL EREERE IAMBR (£RAEHAE ) MFE AWS EF, AERMNERMN LFERE ABAC
ME—F, BEBERE ABAC BUR , A EEZRNEREAEEAFHNERERETRIRE,

ABAC AR RMRENFRZEPHEREE , WRERREELEREREHRBG,

MERBZERIEFIER , B5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys fRZRE|8 , THRNWEGETEF , REEBREA.

NRBBEXESEEREENLF=BRGER A REZBBMS , EA Yes. NRBBEIERELER
REEN SN =EFRG<® , AEA Partial
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WMFT ABAC EHHAEH , F2H (AM EREERE) PHEA ABAC BRIEERF . NEEESHAR
E ABAC ZERNHERE , F2H IAM EHEERETRNEABHEEFEZSE (ABAC).

H B R R EEEE S3 Glacier ¥ Ei A
TERRER =2

ERGERABEEAEREAE , L AWS R #5E/E, MEFMER , SHEWL AWS RS 5
MEEEAER , F2H (AWS R IAM FEHAEEE) F/8 EH 1AM,

MRE AWS Management Console ERAFEAEZBNEZBUANTEMA L EZEAN |, ISEAERREA
FH, fII0, B8 AWS ERATHE—BA (SSO) EREFR I , HRFEADRIERE AR,
ECUERESSEATEA  ARYRAGH  COADRIERER, NEURACHRARA
O (AM EAEEE) FHREAEDAE AV AG (EBA).

BRI BAERA AWS CLI 5 AWS APl FEIZVIRBEAER. RE  EUNERELKFEAERRE
HAWS, AWS ZEMALBRELRREALEN K MAREARNENER, NEFEER , 2
B IAM R BB R 2B

S3 Glacier B 5 IR % = 85T A

XEEHFFHTFEREER (FAS): &

EEER IAM ERESAGE PHTERER AWS |, BERRAETA. EAKLERKE  LTEE
BATEERE , EMEFRRBEPRE S —EEE. FAS ERAMW WEFTEAFFT AWS R , F&
AWS BR#% FERE TERBREFER. IRERBRIFERE M AWS RF% = BREB S RETRHY
ARE , ITERE FASHER. ERIERT , ELEEFATEMEDFENFTA, WHFERH FAS FRE
HBCRFMER  F2EEREMTFEEE,

S3 Glacier WRIEA &

XERKAG &

REAGRREETN AM A€  ATREMTEE, IAM EEE LKL IAM RET, 18R FN M BRIRKE
A, MEFHMEENR , #F20 (AM FAEEE) FWETI AT RTIESR AWS Ri%,

/A Warning

SFERKEACNF I IEEZES S3 Glacier ZIERIPE, KRB S3 Glacier 1212155/ |, T EEHRIE
REAE,
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S3 Glacier RIS ERE A E

xERBELAG &

BREEACRERE H—ERBAE AWS . BB TUBERREATHENAS, HiER
ABBHLRELN F AWS IBF | WABBHEE, AV ERETLRE , BT LABEEERA SN
A,

NMFERVREERBEEACHFMER  F2ETEL IAMEENAWS B, EREPSEERH
HPgsRBEFAGRTHN Yes, EERER , R BB RIEERA B

Amazon S3 Glacier B9 5 2 B B & 45l

BIBEFER , FRAENACGTEREN RSN S3 Glacier BRI, MfthEEFER AWS
Management Console, AWS Command Line Interface (AWS CLI) 2% AWS API R#1TEHK, EEFZ
FERAEHEMEERVITEHENSTT , IAMBEESTUEI IAM BUR, A% , EEE T IAM K
RNEZEAC  CAEEERTIELAG,

WET MR A B Ll JSSON BURX M2 IAM S5 RBR |, F2H (AM EAEERE) PHE
M IAM BUER (E2B).

WZE S3 Glacier FTEEZZ BMEMERERNFMEN , SREEEREEMN ARN B |, BF2E (R
BE2E) FREAR Amazon S3 Glacier WEIE, B RMEHZESIE,

LT REHIBER , FABBus-west-2 AWS B FFTERFERN Amazon Resource

Name (ARNglacier:ListVaults) , ®F &R L =18 S3 Glacier (R TFEM B ENE (
glacier:CreateVaultglacier:DescribeVault#l ) W5 A, ARNsAIE—E Gl AWS &R, W
FHEE# ARN 2 S3 Glacier BE AN FMAEN , F2[E S3 Glacier HBREIR.

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": [
"glacier:CreateVault",
"glacier:DescribeVault",
"glacier:ListVaults"
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"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/*"

}

BERREEY, FHIEE us-west-2 BEHFRAXHEZHBRANGT. ARNGEREENEAFT ()
RNILFRK AT AR S EARIFES B,

/A Important

ERIREMEA glacier:CreateVault EERBURFENGA , BXEBEERAF T (),
RALEEIRFEZHIAEHNERTFENER.

F&E

- BRREE®

- {£/ S3 Glacier X##&

- AFEAERGEMME ST
- BEESEBKED

HRREER

BOEBREHEHSIRFAINEBASREAINEY., FHEMER S3 Glacier EiR. ELEERTRER
REN AWS IRFELBR, BB RES 2 BBURE | B8R T EARERSHE !

- FEER AWS SEBRRE BRI RKEERTT - EERBRFIRTENCERAENTERR  BEH
BT R TS EREARAIN AWS RERKR., ©ATELN REMA AWS IRF, RAIZREESR
BERERARM AWS NEFZERR , WE—FRDFA, NFESEHR , F2H IAM EREE
PRI AWS ZERKSEBBEENAWS ZEBXK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFTT. KSERLEN , &
LESERERG T TUEREERRINEFE K SELBARKKEBRITT. WFEEA IAM ERAFA
MEZHEER , F2H IAM EREERETN IAM PEBERAFF A,

« £ IAM R PR EGE— S REFEE - SO LUSHREFIEEBER |, UREIESEMERNEE.
flan | BAILURBBERRG , EEX AL SSL BEFERR, MREBRE SHERARKEE
AWS RFS |, &t o] LAGE B R4 3R 1% F E 2 EU AWS CloudFormation., INEFFMHE |, 5526 1AM
FEAEREETH IAM JSON BETE : Fé.
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« f£/ IAM Access Analyzer B IAM BUER |, F{RFT I 24 B 7/ IEEEE - IAM Access Analyzer B
BHBEMBAEER |, BRELBERER IAM BURFES (JSON) fl IAM FRIEEH ., IAM Access
Analyzer {2t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
A, F2E (AM EAEERM) PHEA IAM Access Analyzer B 5 BUE.

- FESEEERTE (MFA) - MRZHRPIFE IAM EHES FHNREAE AWS 1R |, FERRK
MFA URESR£%, MFEEMNW AP RERFER MFA | 51§ MFA (REFFEZENBER, W
EHMEN , B2 (AM EHAERE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntml|# §3EiB MFA B &£ AP| FEL

WE IAM FREBBNEEER  F28 IAM ERAEEETHN IAM Z2HEEH,

54 S3 Glacier £# &

& EFH Amazon S3 Glacier £ 4 |, B4 AHEREARN —HBFT, BLHFAABATEY KM
#H AWS 1EF 1 S3 Glacier B RN AER, RARYHSEEANEHFTERKN S 2>BEE | 8
HRAEEZBENER (FAERAR) ME , TEAMEEZMERERE,

HREFU AWS CLI X AWS API (IERE , BTAFEAFREBEEESHT. Rz , REAFFIA
Bt ERMITZ API BIENBER AT,

S3 Glacier XA ABRMHEBSIRIE | LEVIWEE S3 Glacier R EE, EVMEAEEIN IAM &
DT glacier:ListVaults BIERIEFR , LUMEMIR S3 Glacier £ & , AT &EHIFT R,

"Version": "2012-10-17",
"Statement": [

{
"Action": [
"glacier:ListVaults"
1,
"Effect": "Allow",
"Resource": "*"

}

]
}

AWS 1REtH BYMSEMWNEY IAMBER |, LUBRFZSEENFERARG AWS, SERXRREERSF
AEHDHENGT  BLANERNETEPMEF ], MEFHMENA , F28 (AMFREED) B8
AWS ZEBR,
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T3 AWS ZEHKRZ S3 Glacier EBRIBUR , B LUEZSBIRF A ERE

« AmazonGlacierReadOnlyAccess — &8 & F ¥t S3 Glacier W EBEFEUE AWS Management
Console,

« AmazonGlacierFullAccess — &i #F S3 Glacier H T ZEU# AWS Management Console,

WA BT EEN BT IAM BUR |, LLAFF S3 Glacier AP EEEE RN AT, BALUSEL BT
KEZZE A S3 Glacier RFEEMLHBEE] IAM B,

T —EiE A M8 S3 Glacier AWS S EBREERF WFFAIglacier:ListVaults,
MEFHMBES , F28 (AM FAEER) PHEFAIREFERE,
AFERAERGMMESWETH

LEPIEREMAEIBER , A5 IAM ERAERBMMEFAERE S SNARRZEBR, LWBER
SEETRe FEREBENTT , REM AWS CLI 3 AWS AP VBB H AR ERIL BRI
T,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
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"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

}

EFEZEBRSEN

B EARGTHRICEHAEBCRES , WBERERFEE S3 Glacier B)MEFF ], B&EH S3
Glacier REST API, Amazon SDKs. AWS CLI= S3 Glacier EE X2 AR , ELBEREEE,

(@ Note
FrEEGIEEAXEEE (RYM) BE (us-west-2) RERBIRFS ID.

2

HERAERREFETRHEE
HEAEZYREFENREBA
TERAELBHEEREREE
A B RS E R I R SERERT A

2

&
H
AW IN =
5
o

2

gh1: RAHERERAFETRERE

EETHH7T , BB IEUEREE, EEEXERE , BUNTHRER, U TEHHBERRE
glacier:InitiateJob EBMEMFFAIRMEB L (IEFEAERHNET , IR FEMBRFE
METF) , A% glacier:GetJobOutput BIfEMVEFR] , A THEHEIER, ZBRLEREHT
glacier:DescribeJob ENEMFFH , FEEAET RSB IERE, NEFHMEEHR , FSEREBT
& (POST F#).

ZBRER A examplevault WRFELREELHF T, BRI LK Amazon S3 Glacier 12 ABBR
7B ARN , SiABRERFT AN HIRRFE (GET REFE) X "JIHAEE, (GET R7FE) API &
(=N
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/
examplevault",
"Action":["glacier:InitiateJob",
"glacier:GetJobOutput",
"glacier:DescribeJob"]
}

g6l 2 RFMERERUREENREEA

LT HIBRE FE Resource TEHIEEMN us-west-2 BFHPEVRFEMNRZREBANTT, W0F
ERCEABANFMAEN , 528 £ Amazon S3 Glacier FERERTFEEM. LBRESERFFT,
BB AWS ESIFHIGRER , YBRBRBENREERR,

/A Important

ERREMFEM glacier:CreateVault EERBIRFENFTA , B4ETE Resource HF
EEBRAFR (Y, AAGEERUREFEEZHNITENERTFENEH,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/*",
"Action":["glacier:CreateVault",
"glacier:SetVaultNotifications",
"glacier:GetVaultNotifications",
"glacier:DeleteVaultNotifications",
"glacier:DescribeVault",
"glacier:ListVaults"]
}
]
}
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g6 3: RAERELEHEERERETE

UTEBHBERER FREFLEER us-west-2 BHPBERFENGTA, BELFUAFEAEER LE
17 (POST #17) API BREKHEF R LE , HEA BB DR LEE (POST DE - LE) API 24
PBRLEE,

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/

examplevault",

"Action":["glacier:UploadArchive",
"glacier:InitiateMultipartUpload",
"glacier:UploadMultipartPart",
"glacier:ListParts",
"glacier:ListMultipartUploads",
"glacier:CompleteMultipartUpload"]

gfl 4 RAHERERABERTFEN TR

LT EHIER FE 5B examplevault RFEE LFTE S3 Glacier BIERIFFT,

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/
examplevault",
"Action":["glacier:*"]
}

=
]

AN
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Amazon S3 Glacier B9 & R 8 B3 &i 4l

S3 Glacier R FETNZE—EARFEFIBERMN —ERFEHEBREEZ IR, Amazon S3 Glacier
REEFHNHREREREEE K TAREBERFENGT T, RFEHEBER 2V UHEHENRFEFREK
X, HERGEHEHRER  EEISFHE, SUUFERREEHEBFERSIHTE R EERE,

ES |
- REEFRHEE
- REEHEBR

REFEFIBER
Amazon S3 Glacier REEFRBKX_RERENBER , TAXREBRRFEMN,

BALABERTFERL —EREFEFINEEK , WEEF, SEEATUERREFEFNBRH T
A, S3 Glacier i X EBERFENRFEHERR K EEHECRERELIER. NREAREFEHE
HENFRES A FERARETEHEIX,

g4
- gl 1 : BFHE Amazon S3 Glacier B)ER IR F 51 A
- E16 2 : =T MFA RIBRIB(ER EBIRF 5 AT

&1 1 : 2F4FE Amazon S3 Glacier BIfERV ISR F5F ]

LTEHBEEE S examplevault ZREFE LK —#8 S3 Glacier fE¥ , BEBIRFEHF AR FHME
AWS IRF ,

® Note

BERFENIRFSWRKEERRTERBOMEEM. HEIRFE AFFNFREHFER., ERERA
HEE AR AR RIFERNIRS

{
"Version":"2012-10-17",
"Statement": [
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"Sid":"cross-account-upload",
"Principal": {
"AWS": [
"arn:aws:iam: :123456789012:root",
"arn:aws:iam: : 444455556666 :root"
]

},
"Effect":"Allow",

"Action": [
"glacier:UploadArchive",
"glacier:InitiateMultipartUpload",
"glacier:AbortMultipartUpload",
"glacier:CompleteMultipartUpload"
1,

"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault"

g5l 2 1 &F MFA BIBRREN IR FFTR

IBULAERAZEEZRE (MFA) R S3 Glacier /R, ARMHENAZERNZEME , MFAERFERE
EBREERN MFA RIERFBASEIEES MFA B, MEFEERTE MFA FINEMAEN  F268
CIAM ER &) RHERE MFA RER API 7HL,

HOHBESRT AWS IRF EGREEAERN 350 , AR A examplevault WRTZEMIBRE1E |, BT
RBEBEREHER MFA EBEEITEBRE. BERMER aws:MultiFactorAuthPresent &4 &i@ %K
ERFENNER, MEFHMES , 28 (AM E£HEER) F0EAMEEN T ARS8,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "add-mfa-delete-requirement",
"Principal": {
"AWS": [
"arn:aws:iam: :123456789012:root"
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]

1,
"Effect": "Allow",

"Action": [
"glacier:Delete*"

1,

"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/

examplevault"

1,

"Condition": {
"Bool": {

"aws:MultiFactorAuthPresent": true

}

}

}
]
}
RIFEHEBE

Amazon S3 Glacier (S3 Glacier) RFEAINUE —EBERERFEFIER , 1 —EEEIIZXREFEN
REEHERE, REEHERRRLTUHENREFEFIBE., FAR7EHEBER A B 24 &
PITERFEHRER, Amazon S3 Glacier It —#H API /% , AR EBRIFEHEBR , BHSEE
F8 S3 Glacier API S8 ERZE,

MRRFEHEBRRNES  BRRENREELAREHNF-FIREEMER. RATEFLER , &9
UENREFEHERR , EBEAEMGRHFHNER , ESREFEERFE—F. EUMEHREZIAHEL
HER, HEBRR , BRST IR, UEHEREFNFREN  F2REAFEHERR. NIREEE
HEUUSENEMERENT  ATAERARFEFNEE (F2E RFEFIUEE).

Al LAfE R S3 Glacier API AWS CLI. Amazon SDKs 3 S3 Glacier T A REV NEBRIFEHETE
BUR, MEEBREEEREBUERFTAAFFM S3 Glacier B)EBEE |, 5520 APl FFr]&:#&,

&i 151

« &l 1 ARTHEIB 365 KHE 17 2 158 MIEREER

o il 2 : BIBIEBIEBMBERER
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g5 1 BRTHEIB 365 RN H 7 2 EEMERER

BEE—EEAER , HFRERE—F , TESCMMR. EUNEBRBEATRIFEHEBERE
FIBITZER, XHEFIBEIER glacier:DeleteArchive BifE examplevault 2158 Z M EREY 12
KPR 1F, ZBEEFERABER S3 Glacier &4 %5188 ArchiveAgeInDays , KR8 H|# 1T —FH
REER,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "deny-based-on-archive-age",
"Principal": "*",
"Effect": "Deny",
"Action": "glacier:DeleteArchive",
"Resource": [
"arn:aws:glacier:us-west-2:123456789012:vaults/examplevault"”

1,
"Condition": {
"NumericlLessThan" : {
"glacier:ArchiveAgelInDays" : "365"
}
}
}

g6 2 : RIRREBIEE M ERAER

BREF—EUARBAERNRESRAY , D—EXFAUERE —FHREBAKMER. B, BREREE
BEUHREFETEERE WAL ELEREHBERBEMERIER. EEEERT , ZEREELIR
REEHEBRTIEENUREASERNRERA,

ATEREMERR , LTEIIBRAMERER

« FE-ERANERGEMEARNMBRTA, HEXHE, WHEHEMER LegalHold EERHATH.

« BEFRAXRFHEFNR 365 RWMERER. B2 , BIEFEDIR 366 X, £E —ERRAHHY
RERFEE , BRE AT FMER.
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{
"Version":"2012-10-17",

"Statement": [
{

"Sid": "lock-vault",
"Principal": "*",
"Effect": "Deny",
"Action": [
"glacier:DeleteArchive"
1,
"Resource": [
"arn:aws:glacier:us-west-2:123456789012:vaults/examplevault"”
1,
"Condition": {
"StringlLike": {
"glacier:ResourceTag/LegalHold": [
"true",

]

}
I
{
"Sid": "you-can-delete-archive-less-than-1-year-old",
"Principal": {
"AWS": "arn:aws:iam::123456789012:root"
},
"Effect": "Allow",
"Action": [
"glacier:DeleteArchive"
1,
"Resource": [
"arn:aws:glacier:us-west-2:123456789012:vaults/examplevault"
1,
"Condition": {
"NumericlLessThan": {
"glacier:ArchiveAgeInDays": "365"
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Amazon S3 Glacier & 43 &% 5l F1 17 B 5¢ 2 HE ##7

EERAUTEARGEEZ RIS EREH S3 Glacier M IAM AN E BERE,

&

o RAERERE , 181 S3 Glacier FH1TENE

o RAEBHIT iam:PassRole HyIZE

« REEAYH UMW AE AWS IRE FEERM S3 Glacier EiR

RAERZE 1587 S3 Glacier A& TE#%E
MREBRBGERL  SHERBREANTEE , CNBRSLEBEH , AFEAITEE,

Tl HIgEER g Emateojackson IAM EAEEREAERARE —BERE ny-example-widget
BROFEMENR , BAEER glacier:GetWidget FFAIRFEAE,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
glacier:GetWidget on resource: my-example-widget

FEHBERT , HEEH mateojackson FRHENEEK , AFFEA glacier:GetWidget B{ETFE
my-example-widget BiR.

MRBEEGE , BREEN AWS EEE, FHNEEEBRHENEXERE.
K AEE#HIT iam:PassRole HIFZH#E

MRBWBEER | EHEEEHIT iam:PassRole BIfF , AR EEMENEE , AR ERACEER

% S3 Glacier,

BE AWS B IRESREACEEGEBRE K MARBUFNEBEXALIRBEETAE, NFEH
TR , ELARERACBEEZRBNFTT,

EH& A marymajor BV IAM EAEBEEXEAEE AT S3 Glacier FEITEIMER: , 4 T SIS FIEEER,
BR , IEBERBEEFEREACKR TN, Mary RESACEEEXRBENTA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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EEBBERT , Mary WEER X AES , AFFMEIIT iam: PassRole Bk,

MRIEFEZEWE , BRIEEN AWS EER, BNEESRHMENBERRE.
BEERFF UAWAE AWS 1RF 7EIIAY S3 Glacier &R

ARy —EAe , REMKRFPNEREREEBATHAESFIENE R, S UEEZE LT
EEEVHIREZAR. SFEXEERERNBERSFEURHIEE (ACL) RYBRES , &7 SUE M BRL R
RRETAEFRENE RN,

MEFEE-—FTH K FL2EUTRE

« BETH S3 Glacier RAEXEELIRE , 552 B Amazon S3 Glacier IN{AEE |AM FEEE4E,

- BETHNMAESHES AWS IRF 1 BRcERMHEFIE , F268 (AM E£REER) THEEE
B AWS 1RF 05 — i PRHEFEERG IAM £/,

- BETRIMEERNEFIERSRIGE =7 AWS IRF |, 528 (AM EAEERE) PHNEFIER
HIGE =7 AWS IkRF BEER .

- WETHNMEBKE S RMUEFEIE , F2H IAM EAEERPNEFIEREHEGEATETS
SHMEBENERE BEFD).

- WETHEAAGNEREBRRETERFENCEANEZE , F28 (AM EAEER) B8 1AM
Y Bk F BRI EL.

AP| FFuf&&

EBMERRE Amazon S3 Glacier AR IAM HEEEF WiRE TEEE IAM 55 (50 BEEEX) RER
(BEREBER) FFAIBERE , TUEANTERKRIELRZE, @238 S3 Glacier API #1E, &AL
BT AITEMERT ARV REIME , ARG TR FFFA AWS HNEIR.

BEBERW Action TEHIETEHIE , ABREBERK Resource TEFRIEEERE. B LAER
IAM BURSES Condition ;t¥& |, RIEEBREMER,

EEETEME  BERRE AP BEBBH glacier: F8 (HlM0 , glacier:CreateVault), ¥
MK ZE S3 Glacier Bl , Resource REERFHANRTFE, BEBFEAREE ARN , ERE
E{EE AR Resource fH, FRRFRY , BUUERAALEERNFRGSR, WFKFHEA , F2ES3
Glacier ARV EREBUR,

TRIHATEL S 5 HERNBERNUERAER N BERE R £ AN EIE.
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® Note
BEEBEREEUG S RERNBRBEER, SLBHFEERE—ER API EXEBRUENR
(*) R

S3 Glacier API MEEFTERIFTF AT

f ik 49 Bk /8 (DELETE uploadID)

FREESF Al (APl B4E) : glacier:AbortMultipartUpload

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 43R 5| -
T RFESE ., (DELETE $HEBUR)

FRESF T (APl Bi4E) : glacier:AbortVaultlLock
BR :

S3 Glacier 14 3& 5|8 -
HIEEZEBREREFEE (POST 8 H1E)

FREEEF Tl (APl B14E) : glacier:AddTagsToVault

#R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier &4 % 5|8 : glacier:ResourceTag/TagKey
SEAR D B £ & (POST uploadID)

FREEEFT (APl B14E) : glacier:CompleteMultipartUpload

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*
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S3 Glacier &4 % 5|8 : glacier:ResourceTag/TagKey
SERRRTEESEE (POST lockld)

FREEEF T (APl BiE) : glacier:CompleteVaultLock
BR :

S3 Glacier &% 5|8 : glacier:ResourceTag/TagKey
BIUREE (PUT REE)*

FrEESF A (API B14E) : glacier:CreateVault
BR :

S3 Glacier &4 %& 5|8 -
Bk 1% (DELETE archive)

FrESF T (APl Bi4E) : glacier:DeleteArchive

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier &1+ % 5|8 : glacier:ArchiveAgeInDays. glacier:ResourceTag/TagKey
fiBR X4 EE (DELETE X4+ E)

FRERFT (APl B4E) : glacier:DeleteVault

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier &4 % 5|8 : glacier:ResourceTag/TagKey
il BR 4R 77 EE 7 ERBUR (DELETE FEUBUR)

FREEFF Al (APl Bi4E) : glacier:DeleteVaultAccessPolicy

ER : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier &4 % 5|8 : glacier:ResourceTag/TagKey
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IBR4R 17 B @ &1 (DELETE B ARV AEAE)

FREEFF Al (APl BiE) : glacier:DeleteVaultNotifications

ER : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier % 5|8 : glacier:ResourceTag/TagKey
#R{EHE (GET JobID)

FRERFT (APl B4E) : glacier:DescribeJob

ER : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 43 5| -
R R1ZE (GET R1EZE)

FREESF Al (APl B14E) : glacier:DescribeVault

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 43R 5| -
IS ERHEEUBCGE (GET BUR) *

FREEEF T (APl B14E) : glacier:GetDataRetrievalPolicy
&R : arn:aws:glacier:region:account-id:policies/retrieval-limit-policy

S3 Glacier 43R 5| -
IV L, (GET @)

FREEEF T (APl B14E) : glacier:GetJobOutput

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*
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S3 Glacier 4R 5|8 -
S A EFEUECGE (GET 77EUBGR)

FREEET Al (API B14E) : glacier:GetVaultAccessPolicy

)R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 4 & 5|8 -
IS REEHEE (GET SHEBUR)

FREEFF Al (APl B14E) : glacier:GetVaultLock

)R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 4 & 5|8 -
S X EEE & (GET @ ARV RE)

FREEFF Al (APl B14E) : glacier:GetVaultNotifications

)R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 4 & 5|8 -
BB EFE (POST £7)

FREEFF Al (APl B14E) : glacier:InitiateJob

)R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 14 %58 : glacier:ArchiveAgeInDays. glacier:ResourceTag/TagKey
BB 5B L& (POST £ - L&)

FrERFT (API B14E) : glacier:InitiateMultipartUpload
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ER : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier &4 % 5|8 : glacier:ResourceTag/TagKey
BB RFEESHE (POST $HEBUR)

FREESF Tl (APl BiE) : glacier:InitiateVaultLock
BR

S3 Glacier &4 % 5|8 : glacier:ResourceTag/TagKey
B TE (GET IT4E)

FTERF ™ (APl B4F) : glacier:ListJobs

ER : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 4 & 5|8 -
9B & (GET 9 - L&)

FFEEEF T (APl B14E) : glacier:ListMultipartUploads

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier &% 5|8 -
JBE 8% (GET uploadID)

FFEEEFT (APl B14E) : glacier:ListParts

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 43R 5| -
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FIH X ERNER (GET £H)

FTERFT (APl B4E) : glacier:ListTagsForVault

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 4 & 5|8 -
M5 HRTEE , (GET ®R1ZE)

FrESF T (APl Bi4E) : glacier:ListVaults
BIR :

S3 Glacier &4+ % 5|8 -
HRFEBBRER (POST tags remove)

FFEEEF T (APl Bh4E) : glacier:RemoveTagsFromVault

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier &4 % 5|8 : glacier:ResourceTag/TagKey
REERHEEBUER (PUT BUR) *

FREEEF Al (APl B14E) : glacier:SetDataRetrievalPolicy
&R : arn:aws:glacier:region:account-id:policies/retrieval-limit-policy

S3 Glacier 4 & 5|8 -
RERFEEFZIEE (PUT FEUBUR)

FREEET Al (API B14E) : glacier:SetVaultAccessPolicy

ER : arn:aws:glacier:region:account-id:vaults/vault-
name., arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier &4 % 5|8 : glacier:ResourceTag/TagKey
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RERFEBAERE (PUT BHRERE)

FFEEEFTl (APl Bh4E) : glacier:SetVaultNotifications

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier % 5|8 : glacier:ResourceTag/TagKey
HEHE (POST #5)

FrESF T (APl B14E) : glacier:UploadArchive

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier % 5|8 : glacier:ResourceTag/TagKey
7 B £& (PUT uploadID)

FrESF T (APl B14E) : glacier:UploadMultipartPart

&R : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier % 5|8 : glacier:ResourceTag/TagKey
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£ Amazon S3 Glacier 50 8% fl E5 52

Bt 2 43 Amazon S3 Glacier (S3 Glacier) #1 AWS R R FEM, WTAMNRENEERS., &
FERZHE AWS SRS RNFTAH D NEERER , UEEREBIERFRR B MEEHERIT,
AWS RE T3 T EREE S3 Glacier BRI B EEEEH -

Amazon CloudWatch Z /R~

i#EiB Amazon S3 £ S3 Glacier B , &R LA Amazon CloudWatch B/R , FEIEEHN —ERE-E

NEFE—EE. NRESBBEENRE , 881X —AEAZE Amazon SNS = AWS Auto

Scaling B3R, CloudWatch B RA@RARRISEMREMIWUAEE, XERRECEEWHRE T

EENRERE , T2FWUBE, NFEFMER , F2B%EIB Amazon CloudWatch EZ21EE,
AWS CloudTrail B

CloudTrail 2t HEAE. A S3 Glacier FHY AWS FRIEFIERELZ BHERYEE 8%, CloudTrail
#% S3 Glacier WFTE APl FIUEENAEH , @FEXR B S3 Glacier T A KRB ¥ S3 Glacier
AP| BRI, WEFMEN , F2BEH 8 Amazon S3 Glacier APl FEIL AWS
CloudTraile

AWS Trusted Advisor

Trusted Advisor RIAEREE T8 AWS BEFHERNKEEK. € Trusted Advisor REZEH
AWS IRIE , AR EEMEHTENLR. AERKRITALENYEE , SRR RIRREER.
FiE AWS ZEFE A LAFER R @ Trusted Advisor &, HEEEMERDEXEFTEINEF AT UARRAT
A Trusted Advisor B &,

MEFHMEENR B2l (B FRAEERE) P/ AWS Trusted Advisor,
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Amazon S3 Glacier W& HET

Amazon S3 Glacier (S3 Glacier) WX £ M MERMHE=ZFEAESTM , EAZE AWS §R5FTE
W—Ey , BFETFHEE :

- RIEMBEBEES (SOC)

- XFFEFXERLTLFRAE (PCIDSS)
- BIPRAMEAZEEEE (FedRAMP)
- XEIRRRFREBRBEEEESR (HIPAA)

AWS REHRERFTEIEE AWS 2 IRBEHPBEAWS SR EHEANREENRBEEE.

AIfERA TEHE=HFEKIME AWS Artifact, WNFFFMER , FSRBAWS Artifact ( FREEE) &
BI1E AWS KR T &S

ME AWS AR MWBET, , HSWAWS 2REHE,

f£H S3 Glacier RN ERETRIRAERNBRE, HBNESHEE , URBREENER, BF
EAM S3 Glacier A EEESFEZLE (10 HIPAA, PCl 2 FedRAMP) , AWS &1 &R F LA :

« S3 Glacier RFEHE AIBEEFEARFEHEBR K BREPBWEFHITEE S3 Glacier RIFEM
afRMEs, ZAUNERFEHEBEPIEEEGIEE , fli0 "TEESE (WORM) , W HEXBE
DB ARRETHRE,. THERRzER K BUEEBET., XHEHEBEXABBERESERER , 6
W SEC17a-4 1 HIPAA,

- ZLHEGRAREAMIEENRBBEUNRZLHEHEAAETEINEERENEBEENS R AWS,

« HIPAA Z2ESHREBEMR T AT MR AWS RifB w2 HIPAA ER,

« AWS Well-Architected Tool (AWS WA Tool) 2EimHPHRE , RE—BHNER , BLEH AWS &
TERRBEMAUERE, AWSWAIERMER BLENIEERETURE. 2. EXXREFE
F AN 3K 2R

- AWS ERERRESETRNFMANER , ELFMURERARENEENVE.

« AWS Config AT BB EERMERREANTER, EFRENFTERNERME,

« AWS Security Hub AZRHZ2MRENLH IR AWS | UGB ERERERNEREEXEZEN

REEK,
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Amazon S3 Glacier # Yk 18 BE

AWS £ XRERZERAESEMNTHARGAEREE, AWS BERAZSEIAARRMNERTAHE
B, WAERELEE, SEEENSEREJIENBEHELER, ELTARETRER MR
RECAEAEERNE K eMANTAYE, REEREINEREMLE -—HSEER P ONERERER
EE, S3CGlacier @llREASR , BERFREFUEL=ETHEINZSERES. /7T HEMNMHA
t , S3 Glacier MK LEZH , BREHELSEFRIEZME AZ.

Mm% AWS BEA T A BHOFMEN , BSB AWS 2IREBHIG,
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Amazon S3 Glacier WERB LT M

ERZERT , Amazon S3 Glacier (S3 Glacier) 2 %] Amazon Web Services : &2 FBLE AR
AWS W2 KR T 2R FHRE,

FEB B FE S3 Glacier 2i&EiB AWS ##APIs, A Fin A& Transport Layer Security (TLS)
1.2, BEMEA TLS 1.3 REHMEA, AFHESEAXEERTELIEQMNE (PFS) HEENZIBEM , fI
WPg B Diffie-Hellman (DHE) Sk Bl ih 4% E& B Diffie-Hellman (ECDHE), R RFE (M Java 7 MEH R
R)RZEXEELER, i, KAFEAEFEIESE® D, URE IAM ZEAHBEBRNLZEMSBRE
EBER , RELEALUER AWS Security Token Service (AWS STS) REARIFLZ L BEREBHE R,

VPC i 2

EHAEER (VPC) B AT BAH VPC A TEREXEN AWS RIS FIRA AWS PrivateLink Hifi
B9 VPC SHEhIRE , TS SRS, NAT %8, VPN S AWS Direct Connect i, H#A
S3 Glacier TE#EXE VPC % , BER2MREH S3 Glacier fEAE Amazon S3 BANRERETE
By , BIRTBAFI A Amazon S3 VPC i .

WNZEHE Amazon S3 £ MBI EUA LY HEIRE] S3 Glacier EEFEBINFMENR , B2
{Amazon Simple Storage Service EAEIERE) PN HLEmBEHREEMELY 4, W0F VPC W
MEFMEER |, 5528 (Amazon VPC {EHEIEE) B H VPC %,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
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S3 Glacier & RHEEUB R

£ Amazon S3 Glacier ERHEEEE , B LRERREERENEZE Y EESE AWS IRE &
#E MERREEUESE AWS EiE, MNEEE S3 Glacier BRI E AWM EN , 5528 S3 Glacier &

/A Important
EREREREEANEERN , WERERKG S3 Glacier 12 AV BEEFE R
% S3 Glacier RFERINFME , F28 (Amazon Simple Storage Service A &S
M) PERHEYAN EEERMERY T,

&

- 1B S3 Glacier ERHEEUBUE

{5/ S3 Glacier XA REERHEIUBUR

- f£/ Amazon S3 Glacier API (% & BHEEUBUR

1212 S3 Glacier E R HEEUBEE
WA LR =FEEAM S3 Glacier EREEUHER FIEE : EMEERE., EREEAHEZNSESMEE,

MEEHRS . RANERNERENBEINEEK, WRER TEBERRS L BER , AITE
B, WIEIMAR NN EREEGEGER.

TE R ELEL

X3

BBERAERRELRIGE , BUEERREESHE AWS 2BLHRREAN , IFEEEEMNER
HHER, MRCEEFENNERER AWS RELREARE |, G0 LUE &S HEEEBER KR Ebytes-
per-hourf BN RE HE, &SRR ATH#ER AWS B FAREHIN TN &S EINE N BBATREN
B R TAEE .

A TEREESR. N "THREENE, BX , STEEXBHEENHENEENERBEIGER. 0K
RERANE MEREESR) BUR , S3 Glacier RS HEEE L AWS £ E S RIRFEAVEIEER, MR
£ TERSHEEE, BK , S3 Glacier $EBEERHETHH TN KRS HEUERBBBRREN T/
R AR BBV AR SR, B EHX G BB ER B AEE,

LTREFEERBERBRN —EEREN .
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Amazon S3 Glacier BIRA RIS
- ERENBRRETSBER S3 Glacier E AREMEAHEEERIFAERN 3 B 5 /N FHR,

- REFHNERENBRETEXE A EI N S EETHNEEES.

- MRARERERBERMERENTHERR , ALEREXIXTEIFRNER,

- WAL AEE RE—EERBEEBER AWS B , ESTEEEIRSE AWS EiE T FHFTEERHEE
EE, ERENEBREBREE , AWS Bif RAERBEIRAEEMTRE AWS EiE., EFEH
BH , 5528 Amazon S3 Glacier Ef&,

ERREITRBKR

BRI ERERBRREREREELFR , URRENEN —EREEAWS RELSRREAN , At
TEELENENER. RENGREIIER  LEERIERAS | B BN EHRIBERER
TEER

LR EERENERBEIRBRSS ERREIR, . BEEZERERRE , R—RXAHEIELE AWS
EEZELEHSENER AWS REHIRENESER, tFgELERENER,

E—EARNELERENERR S lRIEREBLIREE, LERRBARIREXBRT
AEEFNEEGEREN  ETEXEBENGFR. EREINZAEENER,

B = MR EU R BUR

BRI ENENBRREARSHENR , EREEERS/ NRRANTENERBENEERZH RS
HWEE, RENERNBRREARSENER  NRSERETH TFENESENREBRREEN S
PNREATTAEBCRE |, RIARSERITNEEING R, MREMTEFREDIER  LFWIERALE  BEHEE
R B RHEEUBUCRIERR T Ko

KERNERNBRSEEARSHENERETESHEL—KRUEAN AWS B85 RREE, Fl , BRERE
BREHRERZREABT/IEF 1MB, EERAWS BLSRBRER, ATHRARZZSFMAETH AWS
REFREE , BULUEKBRBRERAERRELR , ARATEYVRIGSHNREER, WEEZH
B ET E AR AR E R , 552 Amazon S3 Glacier E REE &,

SRR HY PR HI BUR

MRENERENBCRRES "BENRE . ARV ERBEGRBEHER Y EENER
BEUR AR BERBRME,
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£ A S3 Glacier £ A REERHREUBUR

£/ Amazon S3 Glacier T2 & E 7 & RHEEUBER

1. & A AWS Management Console , 3¢ 7E https : //https://console.aws.amazon.com/glacier/nome
BARK S3 Glacier &,

FEREST , AWS BE R THNBEEFRE , EUULEE REEREINBUER AWS B,
EEANEEERTD  EREREIERE,

EERE, DB REEMENBRER.

HEEREIEE TR ERE,

o > 0N

BREM = EERENEER . — | EFEIRE, EREBHRIEERSHENE,

- MREBRZEBERS , ASEIRAERMHEEEER,
- MRERBREREBELR , ITEZEB AWS £ ES RNERBEIER.

- MREEEEERSHNR , IEMENFEREERETHT TENREENREBEEENRS
HHRE , REHEEELHER, ELRERSHEINETH GB//NFHRPEER/MF GB WEH,
BT GBI R A—EER  TRAKAKHEMTER.

6. BREfMESEE,

£ -8 Amazon S3 Glacier AP| S8 E & B HEEN B E

&R LA A Amazon S3 Glacier REST API S £/ AWS B EH , AR MEREEBHEEUBUER,
£ Amazon S3 Glacier REST API| 52 E & B HEEUBGE

B LAEA Amazon S3 Glacier REST API , RiRMREE R E, B LAEH BUSERFEEEEE

(GET BURX) REEERANWERERERK, EUER SREERIEEUBGE (PUT BUR) FRREEHR
PR

ISTLAEER PUT BUER/E%RS | BB JSON Strateqgy #UEZRES BytesPerHour, FreeTier
= None , FBEVERHERBUERER, BytesPerHour EREFH AT REBREERS I
L. FreeTier LEEZEERFEESFZR , None LLEEEBEERH/,

B BEER (POST £55) FRUMBER I TR |, B T8 & RHEEUBUR R E Y &
SRR | Al Initiate Job EEKEFLIBHEE,
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£ AWS SDKs&% E & R B R

AWS 1R{HSDKs , L2583 Amazon S3 Glacier WEARER ., ELHRBEHFREYERKRE REST
API WRERNE , WIRMHEYH  TTELREREEBERNEELCE, MEFMENR , F2EEE Amazon
S3 Glacier £ AWS SDKs ,

£/ AWS SDKsERE & BHEEBR API M7 2012-06-01 315
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EE2 Amazon S3 Glacier iR

BRREERE AWS ERNER. SEERETSHLERNRSIRNE, EUUBERNERER
# Amazon S3 Glacier (S3 Glacier) R EEER. FHEHEESEE AWS ERMEMERN —EHER
MAMAL  SIEIREER,

&

- EREFREE

- ZHERH

- FAZREBRAL

- FRAEREEFEUEE

- HHEAEE

IEALAE S3 Glacier £3#4&. AWS Command Line Interface (AWS CLI) 5 S3 Glacier API 2R3,
T5ME -

- MERRIXHE
« I HENRR
- EXHEBRER

BENMAFE, JHMBREBNFMER , F2H 1F5C S3 Glacier RIFE,

B LMEAERR D BENXHE, flin, BAMKAR. BEEIRERIEXHE, AREES
TEEESNSBINE , ZUEY-HBTWER , MHFEENBEER, fll , B lER—HEZ
B THBSKBXHENEEENARRERXHE, AT2—EEZBRWEH
- HEE . 28

Ri&: #RE7E
- REEE
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BEEBRH

EXEBRS , TR

- BRNVER CLHHE) LRA 50,
- BRERBEEEIANIE.

BERESRRS , TR :

- EXHEN—EZET  SESESLBSEARK K. IREHEEACEASRNER , AFNE
BEERLESBEY.

- BRRSIEBTEEL BHE , aws: RRLFERER £H AWS, AWS AIURKREEV AN FEFRE
WEE , BEELEERMEREMM.

- EBSBORENXAS 1% 128 {8 Unicode F T,

- EBZRS|IBXATETIF : Unicode F&, BF. ZRURTIEHRFT: _ . / = + - @

BRERS , TR :

- BERENEENSZAS 0 2 255 {# Unicode F T,
- ERETUTEH, B, EfAXEEETHFER : Unicode &, BF., Z=HRIURTIMEM4EH®RT
JL:_ ./ =+ - @

{£ A AR ECIB HE R AN

B AE AR R D BAERIER AWS BAE, EERREREAEMEM AWS BR , 2BEREFER
AWS AL BERES LS R EBRRENAEN RN, EAUNEARKRERER (BIMEAF L, BA
EXABNESE) WER , BSEBRBHRA2EEE, MFEFEEF  F28 (AWS Biling A
EFHiEE) PRI P EEBRARBIRERS.

£ AEHEEFEIE S

AL EBAEEFRBERRA X PR, S, EUURESENREER  YEHBAKREIEE
ERREBRT , ZRGER "TNREERBEREREAS True , ASEBEMANHEMER. o &
AUHNBERRERE , YEEFERTHESERERBRES False, MREMNERNLARE LU
BRE , LKA LUEBKERERES True , YHEBNUBELUSXMBRRE , EMERRRBCEERE. W
FEHMER  F2H (AM EREER) PHEAERZGFIER.
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£ 524% Amazon S3 Glacier API FEIL AWS CloudTrail

Amazon S3 Glacier (S3 Glacier) B8 RIEE S AWS CloudTrail , LIRS TIREHFEHAE, AR S3
Glacier F AWS BRI FTEREX 2 B fERIEC 8%, CloudTrail # S3 Glacier #9FTE APl FEIUBEERASH
‘BIERE S3 Glacier ALK EY S3 Glacier APl 2 HWRENBRWN, EEBYEKH  Ea
CloudTrail E#4 #8314 % Amazon S3 #ZiTE , @I S3 Glacier WE#, BEIEERREREER , fkA
A LUEIR CloudTrail T &P EHBLCHMB R BN, B LFA CloudTrail PTUEREAR
YR S3 Glacier B HMFER , AR BB RW IP ik, AE., REAMEMFEEENR,

EEH—5 7 # CloudTrail , 528 "AWS CloudTrail fEH &M -

CloudTrail # Amazon S3 Glacier &

BIURE AWS tRF B | 289 ESEA CloudTrail, & EE)1E S3 Glacier FE4M | X THELHE
f£ CloudTrail B4 , UREHBIEHEFHNEM AWS RESH, BRAILE h@R, ESATH
RIEMNEMH4 AWS IRF, MFEFMENR , 28 (EA CloudTrall EHRBERRHMIREH) https:/

docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html,

EEFETHE THES AWS IRF |, 23 S3 Glacier WEH |, FEEM., HFEAEE CloudTrail i
HEEERER(SZE Amazon S3 EFETEE. RIFFERR , ELAEIEATEVERE K XEHRSERE
B AWS Eif, R HE AWS FEIEFFIE AWS EFENEH , WG ARFERINELREEN
Amazon S3 fE1ZETEE, AL, BRI LIEREH A AWS IRFE , LLEE— S DT FEREE CloudTrail HESHFT
WENEHER ., MEFHMER , F2H

- BEMIEHRBIER

« CloudTrail BN REMNES

 FXZE CloudTrail B Amazon SNS & 41

- RZEEFEEW CloudTrail BFER , MRS EIRF W CloudTrail HFFER

CloudTrail €528 FH S3 Glacier B1E , Wi 81 Amazon S3 Glacier API 2% &, fla | ¥ B R
FE (PUT R1EE), MBRSUHFEE (DELETE XHE) LRk "JIHAREE.) (GET REE) B{ER HHH
&£ CloudTrail B ERTPELIEH,

B-EEMIARERFE TS ELFRENENA. FoERATHEHE THIEE
- REEAREREIBIRHZFR.
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Amazon S3 Glacier HEABEE
- REZBRE , RECEATHEACEBMS I ERAENERLZERE.
- BRER EEHﬂﬂ AWS BRI

MEFMER , 52 [ CloudTrail userldentity ST,

T 2 Amazon S3 Glacier B EZ=1EH

BHtR-EEE , ERBAUERERNEARNREIEER Amazon S3 #F&rE. CloudTrail BF
1%?-?5?’?33 FEZEEARER, —BASHATMARRREEHNE-—FR , XESHEREE. FRHO BHME

3. ERBHFEA. CIoudTra|I AFERAIFRNE AP FFUDERIGCSVERIEF R EUEM
CI%F;ENEEF&EEO

UT&EfRENERT BARETFE (PUT R1FE). MBRX44E (DELETE X#4E), "JIHRFE,
(GET R1FE) & HIRRFE (GET R17E) B1EH CloudTrail BFEEB

{
"Records": [
{
"awsRegion": "us-east-1",
"eventID": "52f8c821-002e-4549-857f-8193al1l5246Fa",
"eventName": "CreateVault",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '999999999999",
"requestID": "HJiLgvfXCY88QJAC6rRoexS9ThvI21Q1Nqukfly@2hcUPPo",
"requestParameters": {
"accountId": "-"
"vaultName": "myVaultName"
},
"responseElements": {
"location": "/999999999999/vaults/myVaultName"
I
"sourceIPAddress": "127.0.0.1",
"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-
Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
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"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"type": "IAMUser",
"userName": "myUserName"

"awsRegion": "us-east-1",
"eventID": "cdd33060-4758-416a-b7b9-dafd3afcec90",
"eventName": "DeleteVault",
"eventSource": "glacier.amazonaws.com",
"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '999999999999",
"requestID": "GGdw-VfhVfLCFwAM6iVUvMQ6-fMwSqSO9FmRd@eRSa_Fc7c",
"requestParameters": {
"accountId": "-",
"vaultName": "myVaultName"
},
"responseElements": null,
"sourceIPAddress": "127.0.0.1",
"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-

Bit_Server_VM/25.25-b02/1.8.0_25",

"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",
"userName": "myUserName"

"awsRegion": "us-east-1",
"eventID": "355750b4-e8b0-46be-9676-e786b1442470",
"eventName": "ListVaults",
"eventSource": "glacier.amazonaws.com",
"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '"999999999999",
"requestID": "yPTs22ghTsWprFivb-2u3@FAaDALIZP17t4jM_xL9QJQyVA",
"requestParameters": {
"accountId": "-"
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iy
"responseElements": null,
"sourceIPAddress": "127.0.0.1",

"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-

Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",

"userName": "myUserName"
}
I
{
"awsRegion": "us-east-1",
"eventID": "569e830e-b075-4444-3826-aa8b0acad6ec7",
"eventName": "DescribeVault",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '"999999999999",
"requestID": "QRt1ZdFLGN@TCm784HmKafBmcB21VaV81UU3fsOR3PtoIiM",
"requestParameters": {

"accountId": "-",

"vaultName": "myVaultName"
I
"responseElements": null,
"sourceIPAddress": "127.0.0.1",

"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-

Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",
"userName": "myUserName"
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Amazon S3 Glacier APl &%

Amazon S3 Glacier XE—#H#E%X  £HE—# RESTful API FEIY, AIZELERKEEH,

7 BUGE AR T LU HTTP S5RIGEERREE | #§ REST HRMEE S3 Glacier. 3% REST 5
B, S3 Glacier BEELHEHERRBEE —EHER. i, ELEHEE | SEXATEREEAN
AE, LA ESNER. NELEET  FEREEER.

MRBAEER , BFE T S3 Glacier EIRROAEFEENART , LUEREER. FRTCH REST &
EZo  AEERHE TAEELER , WESETELEETT REST API I,

B EEFER REST API I |, SiEFARMSERNEN Amazon BEEH, BEEXEHRE
BEENBEBERETEE , YHTEBRPRENWREEN, Rt , FH Amazon BREHIHLED
£75, R ASREERMAER BAR Java B AWS SDK 1 .NET HWEZ S3 Glacier 1ER) T4
B, MEFMENR , F2E £E Amazon S3 Glacier A AWS SDKs o

ES- |

- ERFEREE
- EROEESE
- ZFBHFEXK

- EEREREM
- SHERMIFE

- REEEE
- HERE

- DREBRE
- ERRE

- EEBEEREANERER
- EREEURE

¥ RERRE

Amazon S3 Glacier (S3 Glacier) REST R BENEHEITSEBBERNWELRER., TRIERTFE S3
Glacier REST s8R Al LAE VIR EE,
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FMBABER

BEEE

Authorization

Content-Length

Date

Host

iR

HEFERMEMETE, S3 Glacier EEHEZRA 4,
WMEFHMER , B2EEZFER,

HR . F&H
EREAXHWRE (FEEH),
HR . F&H

RfE . EEAR LEHF (POST #1F) AP,

F®E Authorization EBEHIEMNEHEEN
HHl, MREFEMH Date EZHFEBE , X EAEEE
£/ ISO 8601 EARENX, FEBERT , TFE
x-amz-date B, FEE , B x-amz-date

R, —3RBE Date EEMNE,

MR AHEETGAREE , HIEALUR RFC
2616 (3.3 f) EEN ZE AN Z2—, Hlm,
AT HEA/BER Wed, 10 Feb 2017 12:00:00
GMT 28 S3 Glacier #El £ AR B X B Hi/FFEE

o

WMRIEFERH Date EBEETHEE |, BIXEHA ISO
8601 EZA&H YYYYMMDD ' T'HHMMSS 'Z" BXo

HR . FH

B4 - MREBIEE Date , BFFFA ISO 8601 &E
AR, AISKBEBEE x-anz-date BIE, MR

Date REL ISO 8601 EXHERIEEN , MEEHR

HEFRCEH , WAEBFEE x-amz-date &

B, WMFHMET , 5528 Amazon Web Services

SR Signature 58 4 WP RV ERE A .
TR R EEE RN KR IR S, ENER

W ZH "glacier.region.amazonaws.com "

BiR#

BiR#

ERFERERHE
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FMBABER

BEEAE

X-amz-content-sha2
56

Xx-amz-date

x-amz-glacier-vers
ion

R NE
Hehzra@B{R A AWS BIEHBEHE |, 60 us-west-2

o

BHR . F&H
£ EEEH7F (POST #7F) R 2 & L& (PUT Bt

uploadID) EEHNEEABRIFTE SHA256 BEE
M, EEIZEEE x-amz-sha256-tree-hash
EEATE , EREREL/NEES | ELEREMEE
M. B x-amz-content-sha256 RM4EH
WHIBIETE x-amz-content-sha256  #l x-amz-
sha256-tree-hash .

H|A . FH

R4 BR API WX EIER, HEH7TF (POST H
) M 58 L& (PUT uploadID),

AREREZHEFEIFEENAS, BAXER B4t
ISO 8601 EAHY YYYYMMDD ' T 'HHMMSS'Z" %

Xo a0, T5I B H/KRE 20170210T120000Z

=8 S3 Glacier BEEAMNEN x-amz-date »

HR . 285

R4 x-amz-date HPFTERREIZZAHN , £
ALARBEERARZEFRNABE, MR Date &
FERLLISO 8601 EAMENIEEN , AIFFE x-
amz-date . & x-amz-date BFHEE K —2ES
Date FREME, MBFHMEN , FFZ B Amazon
Web Services F@Z 3k F#Y Signature 5 4 R BV E
EHH,

EFEAK S3 Glacier APl frA&x, BBIRARE =
2012-06-01 .
HR . FH

ERFERERHE
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EEAR iR ME
x-amz-sha256-tree- tEHF (LEHF (POST #7177) HFils (7B BHHEHE
hash 18 (PUT uploadID)) BY5T & SHA256 i EmRE

B, MEFELREENNFEMES , F2H E

EREAN,

H|A - Fa&

TERR - &

&4 LEHF (POST H#17F) M 2B L& (PUT
uploadID) 2% EH,

TRHEAFANRKERSD API O FERY O IR,

28 iR
Content-L EERNHERE , MUTHEAEN,
ength .
/R . FH
Date Amazon S3 Glacier (S3 Glacier) EIfER H HAFIBERE , flt0 , Wwed, 10 Feb

2017 12:00:00 GMT. HHEIRRNHLZAR RFC 2616 5 3.3 PR EMNTE
Bfigz— . FEE , BEK Date ATREREM BB HER , BHit |, 1
LEH 17 (POST H#7F) FREENBEH , TRTHEREFENEFEFEFS

HERETRN B,

BA . FH
x-amzn-Re S3 Glacier AT M — Bl EFERWE, WREEEZ S3 Glacier EE ,
questId AWS AIAERLEYHBEETHRERE. BRERHKELE,

BA . P&
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FMBABER

=1

Xx-amz-sha
256-tree-
hash

FHEEK

iR

HEHEFANE SHA256 S EmERAN, NEFTELRERNMNFRE
A, F2RE EEREREAN.

HR . FH

S3 Glacier EEREHBFER , HERENSEERETHIBE, ERHEFER , FEANBRER
BORGTEBUHE, mEMER —ERH, HRERAEE —E—NHRE. MEZERNBA TS
ARABEFRER/ONT . H2HBGEE—EHZE , SRULETSEBRPBAEE, ZHER
#R Authorization BEFH —EB45

WRIFERE |, S3 Glacier EEALRTAUREFRRNEEMERBEAA  ENTERE. UREL
MESFSFRPNEE | Al S3 Glacier FREFR, BHl , FRIEREE.

S3 Glacier X &£/ AWS Signature 5 4 RETH DBE. STEEENEFAIUS X=EEFH

- E¥ 1 BYEAFR

B HTTP BREFRIEAERNER, FHAEERERINVEN , KA S3 Glacier EEHFTERELHE
FIEEMEEETHRE K SERERNEERE,
« £ 2: BB AFH

By—7%  LEEALFEHATRREEHZHNBVET—EBRAE, kFHE , BRAEATFS
REREREZNERE, FRAMY, BABNEEFSENI —EEBNEXFRNBE, BAENE
EFEASFRBH. AWS BEMBRKERANHE,

- K3 BUED

FRAESHEBAFTENZBREMERERBIBROEE . 0 BAFRNTESK, BH
NI E TS RBARRTELTESBANEAZSAERNEE FRREL - RIMERAL IS
FREE (HMAC), FEE , EUHEBSBIIEANMEERET AR LEERHK S3 Glacier API #
FRIfE B EEE L,

ES |

- ZEHEHD

BEEAR
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- ATEERRENEE

BEITE A

LT EflEZRLMHRA BIUREE (PUT REFE) BUREMNFAEN . HEFATHERESZEERE
SERENSE, MBEFHMAEA , 228 (AM EHEER) T2 AWS API 553K,

A BIRERAT

- FBERMEEEECA Fri, 25 May 2012 00:24:53 GMT,
- WHEERRD (HEeiidt®P) EF ( us-east-1),

—RRFERFEE (2 JSON AN) =

PUT /-/vaults/examplevault HTTP/1.1
Host: glacier.us-east-1.amazonaws.com
Date: Fri, 25 May 2012 00:24:53 GMT
Authorization: SignatureToBeCalculated
x-amz-glacier-version: 2012-06-01

HRER1 : BYFAFERTAENFRNVEXEAR

PUT
/-/vaults/examplevault

host:glacier.us-east-1.amazonaws.com
x-amz-date:20120525T0024537
x-amz-glacier-version:2012-06-01

host; x-amz-date; x-amz-glacier-version
e3b0c44298fclcl49atbfac8996Tb92427ae41e4649b934ca495991b7852b855

}

EXNBERWKRR—ITRFARAXNMEE, B/, FESEXABRPNZNE=1T. ERRERL API
REEHBH,

ERAER2: BEUERENFTR ZENFTER

AWS4-HMAC-SHA256
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20120525T002453Z
20120525/us-east-1/glacier/aws4_request
5f1ldala2d0feb614dd03d71e87928b8e449ac87614479332aced3a701f916743

BRAFENE—TREEE , F-TRERBER  FZTEREBRAEHEE SR —TRREAEHE1: B
VIEXFERNERXBRNVER, EREHEEAERANEREBEER glacier,

HREK 3 BUEE , TESRAUERS .

derived key = HMAC(HMAC(HMAC(HMAC("AWS4" + YourSecretAccessKey,"20120525"),"us-
east-1"),"glacier"), "aws4_request")

MBFERAFILFREFEREE® wlalrXUtnFEMI/K7MDENG/bPxRFiCYEXAMPLEKEY , RISTEHER -

3ce5b2f2fffac9262b4da9256f8d086b4aaf4s2eba55f111c21681a65al127b7c2a

RESRREI Authorization FHH, ¥R REFEEH AKIAIOSFODNN7EXAMPLE , 23R (AT
AIEMEMATIE T #19T) & -

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120525/us-east-1/
glacier/aws4_request,

SignedHeaders=host; x-amz-date; x-amz-glacier-version,
Signature=3ce5b2f2fffac9262b4da9256f8d086b4aafs2eba5f111c21681a65a127b7c2a

AIESERBRENERE

F{EHE (POST #1F) M 9B L& (PUT uploadlD) RERIEE , EELERZENMBABREBESTSH M
#ZHE x-amz-content-sha256, BREENERESREEMIRENEELSRMEE , BEINT B

= FE T
AR,

BMARTE x-amz-content-sha256 M ERKBE LENEEBERS (FH) 1Y SHA256 #ZE, FE
= EEFTETRER SHA256 fiik = (EEREEN), RTHTRENERI , REHERH SHA
256 BB EASHE LK SHA256 Bk HZETE.
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MRAHERIEERMTERES , AT ERART Java BT H BRREH SHA256 #iE,

public static byte[] computePayloadSHA256Hash2(byte[] payload) throws
NoSuchAlgorithmException, IOException {
BufferedInputStream bis =
new BufferedInputStream(new ByteArrayInputStream(payload));
MessageDigest messageDigest = MessageDigest.getInstance("SHA-256");
byte[] buffer = new byte[4096];
int bytesRead = -1;
while ( (bytesRead = bis.read(buffer, @, buffer.length)) != -1 ) {
messageDigest.update(buffer, @, bytesRead);
}

return messageDigest.digest();

EEk , 7 C# , B LFTEAFHERA SHA256 = , MU THERNTEH R,

public static byte[] CalculateSHA256Hash(byte[] payload)

{
SHA256 sha256 = System.Security.Cryptography.SHA256.Create();
byte[] hash = sha256.ComputeHash(payload);
return hash;

}

B APl 25T E €545

UTEHEELHERLA LEHF (POST H7F) BEURSHFMEN , i8R S3 Glacier #M1EH API
MERz—, REHIRRAOT :

. ERIEMBES Mon, 07 May 2012 00:00:00 GMT.
- InEEEERD HFEmILE) B (us-east-1).
- RAEERZ "EUIFERA S3 Glaciers HFH,

THHEHIE T —ARFEREEL (B JSON AX), #EE , @8 x-amz-content-sha256 ZH,
EEES{LEEHIS , x-amz-sha256-tree-hash # x-amz-content-sha256 2tHEHNE. {8
2, HAKRKA1MBWEELE , BRIEEMLL,

POST /-/vaults/examplevault HTTP/1.1
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Host: glacier.us-east-1.amazonaws.com
Date: Mon, 07 May 2012 00:00:00 GMT
Xx-amz-archive-description: my archive
x-amz-sha256-tree-hash: SHA256 tree hash
x-amz-content-sha256: SHA256 payload hash
Authorization: SignatureToBeCalculated
x-amz-glacier-version: 2012-06-01

HAEK 1 BYEXER STENBERNWERXFERXO TR, FEE , B£REHE x-amz-content-
sha256 @8HE, EXRTEBVLALBIUREMETE SHA256 #E  REBHERE,

POST
/-/vaults/examplevault

host:glacier.us-east-1.amazonaws.com
Xx-amz-content-sha256:726e392cb4d09924dbadlcc@ba3b0@c3643d03d14cb4b823e2f041cff612a628
x-amz-date:20120507T000000Z

Xx-amz-glacier-version:2012-06-01

host; x-amz-content-sha256; x-amz-date; x-amz-glacier-version
726e392cb4d09924dbadlcc@ba3b@@c3643d03d14cb4b823e2f041cff612a628

FIEANHRETEERE XE5TEE) AN TR, FHALEFEIRE8Authorization MEINEHE
wJaerUtnFEMI/K7MDENG/beRf1CYEXAMPLEKEY’%}AKIAIOSFODNN7EXAMPLE1%EEmTFEﬁH<
(B 7 I EM MM T #1T) -

Authorization=AWS4-HMAC-SHA256
Credential=AKIAIOSFODNN7EXAMPLE/20120507/us-east-1/glacier/aws4_request,
SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-amz-glacier-version,
Signature=b092397439375d59119072764al1e9al44677c43d99061d98a5742¢c57a2855deb

EREmEREN

ELEHER B4 ARKBEE x-amz-sha256-tree-hash #l x-amz-content-sha256 &

¥, x-amz-sha256-tree-hash BEREWBERAXN DAV REREMN, LEFRPOMAETE x-
amz-sha256-tree-hash #Z8, x-amz-content-sha256 EELBERSFHMZE S H 2RERT
. MEFMEN , FSEBR AP WEEFTEEH,
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FARHVEREARTLR

- BEHNT  £E-FBRPERALEHT AP LERER , SEFRANEEREHRTF. TEBRER
T, B4 AESBERFNRERN,

- HEDS  FRASREEAPI UBSEX LEHEFR | KEEFRANEEE S HF. EEBRR
T, 28NN REREN, MAELEMENHIR , CETROIRLEFR  HLAGSE
BHFNRERN,

AFHWBEATZ SHA-256 i ZE, EBEABMENERR K TEEREEANNBEEY K BLEFHE
SHA-256 #i¥EE. RN EEREEISFEFNREER,

(® Note
REFFRBAESE SHA-256 fMZEN AN, T8 , B UERAENEELEARERNER.

B SHA-256 fi#E , tNFATR ¢

1. HREME 1 MB BERAEARER , EH SHA-256 #E, RERERNER TRENR 1 MB, Fla, 0
REE32MBHHEEF , A= 1MBHNENERNE —EEE SHA-256 FEE , AREER
£5 0.2 MB ERIHY SHA-256 %, ELMEERERBRERN D EE R,

2. BiET — AR EIRER.

a. REMEEEN FEHRMMEE  YEESCREMEERN SHA-256 5%, EfEFER SHA-256
MENELSEEEMETEHRMARER.

b. MRARF—EFEF K MERZERERAINEREBH T —EER.

3. BRI 2, EFEAMNWRERER. MRNERNRERBENFHME , MEE FHEMRERA
REo R EEH D HHEE.

£

- BiFEEN 1 EE—FBRLEHE

- MRS 2 FRATREERLEHE
- EFERNEME

- THERFEZRREEMN
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BMRES 1 EE-FRLEHF

EE-FBRPERALERT API LEHFR (F2H LEX7F (POST H7F)) #RAHTSBEAHEF.
Rt |, BAABTE x-amz-sha256-tree-hash BREFT I SEBBAEENHME, BRRELEL
#6.5MB Wi1FE., TERARIIFNEFN SHA-256 MENRERF, CENHEILESES 1 MB EHRA
SHA-256 %, BHEEFIER 0.5 MB ERINME , ARKMMENBREBEERER.

/ SHA-256 Tree Hash ™
" af the Archive A

T o
. Hash . Hash
7 ~— Pl
“._ Hash _ Hash ( THasn )

o w T Tw T w \
“SHA256 ™, SHA-256™ SHA-256 ™~ SHA-256 ™~ SHA-256 ~ ~ SHA-256 ™~ / SHA-256
‘. Hash %\ Hash /' Hash '\ Hash ' Hash . Hash /' Hash

A
IMBdata = 1MBdata = 1MBdata @ 1MBdata | 1MBdata O NP

6.5 MB Archive

MRS 2 . FRTRLER LEHEF

EFEAPBRLERLEHER  HEEHMENEFAEE-BRLEHENEFEMEEN. HE—H
EZRR , BB LER L ESEBRN N2 HE (A 2B LE (PUT uploadlD) API) , Eiit , &R
B x-amz-sha256-tree-hash EREEFEHX TR EET, T8 K ELEMENDR , B4ERE

& TP B L& (POST uploadD) B REBEFEARFHEME X "ERIBRLE. (FSHE x-

amz-sha256-tree-hash) &K,
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e ; _
I/ SHA-256 Tree Hash ™

of the Archive S
___--r"'_-- T
/'Part 1 SHA-256 Tree N "ﬁart 2 SHA-256 TrEE
L Hash J ~\ Hash v
S o e -
—— R
- ""\-; Y
#_ﬂ’# x X \‘x
- ~ L\
/SHA-256" ) ( “SHA-256 < GHA-256™, Y
. hash / ‘. hash ./ . hash S ]
awll T~ VAN
/ 7 !

P, . A N A e N
/SHA-256™, “SHA-256" SHA-256", SHA-256", ~GHA-256", | (“SHA- 256, | (“SHA-256™,
‘. hash S\ hash S\ hash S %\ hash Mhﬁh£=hhﬁhj=k_mm_j

T B 1" T ‘T‘ 7

: 1 4 f
Part 1 Part 2
4 MB size 2.5 MB size

BERERNEMNE

EEMETNNEELETEHCAEMBEE. BUURLEEREINEERENERNE. WREMERH
Amazon BB EH | #¥ Amazon S3 Glacier (S3 Glacier) TR R , R ES A B TRBFE
B K BRERMUERSENT,

Example 1: Java &l

AT EIERBA st EE A Java ISR SHA256 #i5E, B ABTIEEES , M RRHERM
EMBESIE , RUEZERENERNBER TreeHashExample . computeSHA256TreeHash F3%,

import java.io.File;

import java.io.FileInputStream;

import java.io.IOException;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;
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public class TreeHashExample {

static final int ONE_MB = 1024 * 1024;

/**
* Compute the Hex representation of the SHA-256 tree hash for the specified
* File
*
* @param args
& args[@]: a file to compute a SHA-256 tree hash for
*/

public static void main(String[] args) {

if (args.length < 1) {
System.err.println("Missing required filename argument");
System.exit(-1);

File inputFile = new File(args[0]);
try {

byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 Tree Hash = %s\n", toHex(treeHash));

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s", inputFile,
ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256: %s",
nsae.getMessage());
System.exit(-1);

/**
* Computes the SHA-256 tree hash for the given file
*
* @param inputFile
& a File to compute the SHA-256 tree hash for
* @return a byte[] containing the SHA-256 tree hash
* @throws IOException
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*

Thrown if there's an issue reading the input file

* @throws NoSuchAlgorithmException

*/

public static byte[] computeSHA256TreeHash(File inputFile) throws IOException,

/**

NoSuchAlgorithmException {

byte[J[] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

* Computes a SHA256 checksum for each 1 MB chunk of the input file. This

* includes the checksum for the last chunk even if it is smaller than 1 MB.

*
*
*
*
*
*
*

*

*/

@param file

A file to compute checksums on

@return a byte[][] containing the checksums of each 1 MB chunk
@throws IOException

Thrown if there's an IOException when reading the file

@throws NoSuchAlgorithmException

Thrown if SHA-256 MessageDigest can't be found

public static byte[][] getChunkSHA256Hashes(File file) throws IOException,

NoSuchAlgorithmException {
MessageDigest md = MessageDigest.getInstance('"SHA-256");
long numChunks = file.length() / ONE_MB;

if (file.length() % ONE_MB > Q) {
numChunks++;

if (numChunks == 0) {
return new byte[][] { md.digest() };

byte[J[] chunkSHA256Hashes = new byte[(int) numChunks][];
FileInputStream fileStream = null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;

BEERNEME
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int idx = 0;
int offset

I~

Q;

while ((bytesRead = fileStream.read(buff, offset, ONE_MB)) > @) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();
offset += bytesRead;

return chunkSHA256Hashes;

} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());

/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*
* This method uses a pair of arrays to iteratively compute the tree hash
* level by level. Each iteration takes two adjacent elements from the
* previous level source array, computes the SHA-256 hash on their
* concatenated value and places the result in the next level's destination
* array. At the end of an iteration, the destination array becomes the
* source array for the next level.

* @param chunkSHA256Hashes
E An array of SHA-256 checksums
* @return A byte[] containing the SHA-256 tree hash for the input chunks
* @throws NoSuchAlgorithmException
& Thrown if SHA-256 MessageDigest can't be found
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {
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MessageDigest md = MessageDigest.getInstance('"SHA-256");

byte[][] prevLvlHashes = chunkSHA256Hashes;

while (prevLvlHashes.length > 1) {

int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != Q) {
len++;

byte[][] currLvlHashes = new byte[len][];

int j = 0;
for (int 1 = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

}
}
prevLvlHashes = currlLvlHashes;
}
return prevLvlHashes[0];
}
/**

* Returns the hexadecimal representation of the input byte array

* @param data

* a byte[] to convert to Hex characters
* @return A String containing Hex characters
*/
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public static String toHex(byte[] data) {

StringBuilder sb = new StringBuilder(data.length * 2);

for (int 1 = @; i < data.length; i++) {

String hex = Integer.toHexString(data[i] & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");

}
sb.append(hex);

}

return sb.toString().toLowerCase();

Example 2: C# .NET &4l

LA €85IFRBA A 5T EERE 3R /Y SHA256 fifEE, S BT EA , MUERRHEERNVEMASI

Ho

using System;
using System.IO;

using System.Security.Cryptography;

namespace ExampleTreeHash

{
class Program
{
static int ONE_MB = 1024 * 1024;
/**
* Compute the Hex representation of the SHA-256 tree hash for the
* specified file
*
* @param args
* args[@]: a file to compute a SHA-256 tree hash for
*/
public static void Main(string[] args)
{
if (args.Length < 1)
{
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Console.WriteLine("Missing required filename argument");
Environment.Exit(-1);
}
FileStream inputFile = File.Open(args[@], FileMode.Open, FileAccess.Read);
try
{
byte[] treeHash = ComputeSHA256TreeHash(inputFile);
Console.WriteLine("SHA-256 Tree Hash = {0}",
BitConverter.ToString(treeHash).Replace("-", "").ToLower());
Console.ReadlLine();
Environment.Exit(-1);

}
catch (IOException ioe)
{
Console.WriteLine("Exception when reading from file {03}: {1}",
inputFile, ioe.Message);
Console.ReadLine();
Environment.Exit(-1);
}
catch (Exception e)
{
Console.WritelLine("Cannot locate MessageDigest algorithm for SHA-256:
{o3}",
e.Message);
Console.WriteLine(e.GetType());
Console.ReadLine();
Environment.Exit(-1);
}
Console.ReadLine();
}
/**

* Computes the SHA-256 tree hash for the given file
*
* @param inputFile
& A file to compute the SHA-256 tree hash for
* @return a byte[] containing the SHA-256 tree hash
*/
public static byte[] ComputeSHA256TreeHash(FileStream inputFile)
{
byte[J[] chunkSHA256Hashes = GetChunkSHA256Hashes(inputFile);
return ComputeSHA256TreeHash(chunkSHA256Hashes);
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/**

*

*

Computes a SHA256 checksum for each 1 MB chunk of the input file. This
includes the checksum for the last chunk even if it is smaller than 1 MB.

@param file
A file to compute checksums on

@return a byte[][] containing the checksums of each 1MB chunk

*/
public static byte[][] GetChunkSHA256Hashes(FileStream file)
{
long numChunks = file.Length / ONE_MB;
if (file.Length % ONE_MB > 0)
{
numChunks++;
}
if (numChunks == @)
{
return new byte[][] { CalculateSHA256Hash(null, @) };
}
byte[J[] chunkSHA256Hashes = new byte[(int)numChunks][];
try
{
byte[] buff = new byte[ONE_MB];
int bytesRead;
int idx = 0;
while ((bytesRead = file.Read(buff, @, ONE_MB)) > 0)
{
chunkSHA256Hashes[idx++] = CalculateSHA256Hash(buff, bytesRead);
}
return chunkSHA256Hashes;
}
finally
{
if (file != null)
{
try
{
file.Close();
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}
catch (IOException ioe)
{
throw ioe;
}
}
}
}
/**

* Computes the SHA-256 tree hash for the passed array of 1MB chunk
* checksums.

* This method uses a pair of arrays to iteratively compute the tree hash

* level by level. Each iteration takes two adjacent elements from the

* previous level source array, computes the SHA-256 hash on their

* concatenated value and places the result in the next level's destination
* array. At the end of an iteration, the destination array becomes the

* source array for the next level.

* @param chunkSHA256Hashes

ks An array of SHA-256 checksums
* @return A byte[] containing the SHA-256 tree hash for the input chunks
*/

public static byte[] ComputeSHA256TreeHash(byte[][] chunkSHA256Hashes)

{

byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.GetLength(@) > 1)
{

int len = prevLvlHashes.GetLength(Q) / 2;
if (prevLvlHashes.GetLength(@) % 2 != 0)
{

len++;

byte[][] currLvlHashes = new byte[len][];

int j = 0;
for (int i = @; i < prevLvlHashes.GetLength(@); i = i + 2, j++)
{

// If there are at least two elements remaining
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if (prevLvlHashes.GetLength(@) - i > 1)
{

// Calculate a digest of the concatenated nodes

byte[] firstPart = prevLvlHashes[i];

byte[] secondPart = prevLvlHashes[i + 1];

byte[] concatenation = new byte[firstPart.Length +
secondPart.Length];

System.Buffer.BlockCopy(firstPart, @, concatenation, 0,
firstPart.Length);

System.Buffer.BlockCopy(secondPart, @, concatenation,
firstPart.Length, secondPart.Length);

currLvlHashes[j] = CalculateSHA256Hash(concatenation,
concatenation.Length);

}

else
{ // Take care of remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

}
}
prevLvlHashes = currlLvlHashes;
}
return prevLvlHashes[0];
}
public static byte[] CalculateSHA256Hash(byte[] inputBytes, int count)
{
SHA256 sha256 = System.Security.Cryptography.SHA256.Create();
byte[] hash = sha256.ComputeHash(inputBytes, @, count);
return hash;
}

THERFZERRERN

ERERMEER AP HEUH 7 (F2HE BEER (POST %)) , SR LRE I EMINE TR
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BREERETHEN. ECEHBANTHEFNENK B4R THELHENMESE, HINEE
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HEEFEMSFENS VB, BNEEN THEEDLAFSHME  THRELTHENKZERBREEN
H, EMESENEESREBNERDT

- fF4& MB : E StartBytes AT L % 1 MB BR , ™ EndBytes tl 1 ATEA#E 1 MB EBR , iSRS EMNH
GRER (HEMTEKXDR 1), EE [StartByte, EndBytes] &F& MB (1024* 1024), IR EH
E , MBETK AP v ERANEEZERS MB,

- FFEfME - €iF [ StartBytes . EndBytes | REEFHBNFEEME , R AR EERMZEIRE
BNEREHESANBEERSFHEMETS, FREENTREEFLEFTEREE , THEERET
HENNWREANE., NEHESHFAREENTHEECBERENFMAES  F20 EE0 . &
BAFERMENEFEHE,

il

IR NENMECEE , WS MB, A , fF5 MB #EY A —ERFESHHE,

AT = ORI B2 T ME FERHERRERNE

- MRERERBEBBRPIEEHEDNVEE , MEENSEBFRP THEAEARF

« MRERERBBEBFBRHIECHEDNNEE , A ENEEBFRTFEEFSHBENEE,

« MREBERBEBBRPEEFAOHMENEGER  MAETNEEBFERPTHEELER.

- MREGERBEBFRIFEEHFEEMENEGEE  LHENSEIBRFRIEEFSHHEENEE.

MREHERBEBBRPEEETEHMZNENEE , ENATUREGHFES , BEREERKHES
FTHER R REEARERNEED,

BiREES . MRS EMEENHFEE
BREREHNREFEEFE 6.5 MB W F , MEEEHEE 2 MB Wi F, SLMNAEMBEEFERPIEE 2

MB #E , RELRDTEE THERFZEENRERNE, TERALTUTRHIMERR 6.5 MB
HiFH 2 MB EE. MEHEHIFTE VB, ERE—ERFSHME.
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SHA-256 Tree Hash ™,
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y SHA—ZéE ' ; SHA-:-!EE- '.
‘. Hash ./  hHash
" SHA-256 ™, “GHA-256 \
| Hash Hash
2 i N 2
/" SHA-256 ™,/ SHA-256 ~ - SHA-256 ~, - SHA-256 . - SHA-256 . - SHA-256 1\ - SHA-256 ™
. _Hash /. Hash /. Hash /. Hash /. Hash /. Hash '\ Hash
1 1 1 07 =] T 7

A

0.5 MB
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1 MB data 1 ME data 1 MB data 1 MB data 1 ME data 1 ME data

Range Megabyte-Aligned, Range Megabyte-Aligned
but not Tree-Hash Aligned 6.5 MB Archive ;4 Tree-Hash Aligned

e MEREERE

FEREBRGSHEERENRIRSL. THREFEN - , AR B EMIERAEE , IR
ZENTENEER o EEEEHER, HD%LWE?@%‘B%AH%E , B ETRER R
KinERNMER,

EE [A. Bl REHFHENSSHEME  NRARAFEFTNEMERERE A, B L, BEXEENHH
BB BERNBENFHEMEDN. SUUEEEERR , M BHEE0 . ERSSEMENH
FEHE BHR. AT , KRR TEARFSEMENRE,

£8[P. Q) AN BE{TE (VB) WiFHEES , T P A Q AIR— MB WM., #IE , BRA
SHER [P MB. QMB-1 B TE] , BAMEL , RMYBTETA [P, Q. HELEET , A

- MR P REY , EE—ETLNFAMEEEE - P, P+1MB]L
- WRPREH Tk RBAY, Kb P ALMREA 2k X, ABSH k BRHABEEHELL P B
B, XBRAROMNEY, FEEMENSGEEEETIER
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SHER O FE

WMRBAESER , It APl EBENUTEP— @ISR :

RS iR HTTP #REERS Type
AccessDeniedException MR EFHEE AWS Identity and 403 AE
Access Management (IAM) X Forbidden U
REAFNER , HEFER URI
REATIEREN AWSIRF ID
EM@@ Dﬂﬁﬁﬁlﬂﬁnﬂ y nﬁ/
B Amazon S3 Glacier B Identity
and Access Management.,
BadRequest MRFBRELRE |, BIEE, 400 Bad AFE
Request Ui
ExpiredTokenException MRBRPEANZLERNEB 403 RF
5, BlfEE, Forbidden i
InsufficientCapaci MRLZEEHANENREIHEE 503 Service Server
tyException K, BlEE, HEEREEARS Unavailab
HBHEE , MAEARBRERKRER le
HYXo
InvalidParameterVa MRAREMIEEFRNSE , Bl 400 Bad RF
lueException [, Request U
InvalidSignatureEx MRFBREZEW , AEE, 403 AR
ception Forbidden Ui
LimitExceededException MRFBREFELATHP—ER 400 Bad RAF
B REERG., EZERFHMFEE Request 7
NEERS , AlEE,
MissingAuthenticat MRLZEZFERNEBEESR , BIE 400 Bad RAFE
ionTokenException [al, Request Uity
$RER M e API fz7s 2012-06-01 346



Amazon S3 Glacier

FMBABER

(87

MissingParameterVa
lueException

PolicyEnforcedExce
ption

ResourceNotFoundEx
ception

RequestTimeoutExce

ption

SerializationException

ServiceUnavailable
Exception

ThrottlingException

UnrecognizedClient
Exception

&% S3 Glacier API 2EEHEEMNFISNRIR , EEBFFREHISRTA

RRIEITHIERZE

S3 Glacier £ Bl FE A X H1E B §5

DU
MRFBRPRDLENRERS

g, AEE,

MRFEEEXEIR B I ERBEN
FEEURRRRS , BEER, MERE
ERERBENFHEENR , F2H
S3 Glacier & EHEEBE

NREENERTEFE , fINRE
E. tE DIk ID, BIEHE,

MR EEHFWEER EER
Amazon S3 Glacier (S3 Glacier)
mEF, AlEE,

WMRFRAEN , AEE, MR
1% JSON & , FMERAT
ﬂo

MRBBEETRER , BIEE,

MREBEELBRREREE S3
Glacier , Bl&ME,

WRFIMEH ID RS EHE
A, AlEE,

AT €658 R — SR EREI FE

HTTP ARBERS

400 Bad
Request

400 Bad
Request

404 Not
Found

408 Request
Timeout

400 Bad
Request

500
Internal
Server
Error

400 Bad
Request

400 Bad
Request

Type
AFE

il
Uy

RFE

Ll
iy

RFE
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Iy

RFE
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AFE
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Uy
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g4 1 IR EFENER ID HEHBK

BREREEETFEEBEN HREH (GET JobID) ER. ERMRR , BEE T TEENEHE D,

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-
K3CGL6fuSm6VzW9T7esGQfco8nUXVYwS03jlb5gqlIZ55yHgt5vP54Z5hjo@zQVVEXAMPLEbadJobID HTTP/1.1
Host: glacier.us-west-2.amazonaws.com

Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da®447acf430195dchb540091b12966F2a2

S3 Glacier 87E B FEARERE LA T 552 E FE,

HTTP/1.1 404 Not Found

x-amzn-RequestId: AAABaZI9N92Iiyv4N7sru3ABEpSQkuFtmH3NP6aAC51ixfjg
Content-Type: application/json

Content-Length: 185

Date: Wed, 10 Feb 2017 12:00:00 GMT

{

"code": "ResourceNotFoundException",
"message": "The job ID was not found: HkF9p6o7yjhFx-
K3CGlefuSm6VzWIT7esGQf co8nUXVYwSQ@jlb5gqlJZ55yHgt5vP547ShjoQzQVVEXAMPLEbadJobID",
"type": "Client"
}

He .
Code
Hip— @ — B AR

BHR . FH

Message
BEREERERMN APl PEERARTH — AR,

H|A . FH
kil

KRR, ZWAUTUARUTHSP—{EME : Client, Server = Unknown,
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| Fa

EXTNEES  BEIETHEE
- WASEEROIME | S3 Glacier 8 4xx  5xx WARRETE(E, TELLE Gl | ZARREES 404 Not

Found.,
« It Content-Type #Z5E{E application/json R RAXHFH JSON
- EAXH JSON RHEEEREN

HEZBWER  BREEETFENREE K MAREBRNIF ID, ZEBERLFRNAL.

HTTP/1.1 404 Not Found

x-amzn-RequestId: AAABBeC9Zw@rp_5DOL8VIB3FA_W1TupqTKAUehMcPhdgni®
Content-Type: application/json

Content-Length: 154

Date: Wed, 10 Feb 2017 12:00:00 GMT

{

"code": "ResourceNotFoundException",

"message": "Vault not found for ARN: arn:aws:glacier:us-west-2:012345678901:vaults/
examplevault",

"type": "Client"

5 2 : FIHBERSYEAEWENTEER

EREAIT , GEE Gk THE (GET T1F) MRUEMABHE statuscode MRFMIAE , T
B#{RMHEEEAH statuscode {B finished , MARA#EZW{E InProgress, Succeeded
Falledo

GET /-/vaults/examplevault/jobs?statuscode=finished HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

S3 Glacier LB EKALER InvalidParameterValueExceptions
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HTTP/1.1 400 Bad Request

x-amzn-RequestId: AAABaZ9N92Iiyv4N7sru3ABEpSQkuFtmH3NP6aAC51ixfijg
Content-Type: application/json

Content-Length: 141

Date: Wed, 10 Feb 2017 12:00:00 GMT

{
"code": "InvalidParameterValueException",
"message": "The job status code is not valid: finished",
"type: "Client"

}

RIFEER

LR 2 S3 Glacier # A AR FEEE,
FHE
Fep 1 FR1ZESEE  (DELETE $#EBUR)
- MBEBEREE (POST EEFH )
- BUREE (PUT REE)
- FERRFEHEE (POST lockld)
o BRI #FE (DELETE X4 E)
- MBRRFEFIHEK (DELETE FEUBUR)
- MBRRZEEH (DELETE BHMIELE)
. HWIRRIFE (GET R7FE)
- EXHEFTBCE (GET FHECR)
- B REFEHEE (GET HEBER)
- RS EBRH (GET BAIMELE)
- BEBRFEHEE (POST $EEBK)
- JIEXHENER (GET £RK)
"SIHREE,L (GET REE)
- RRTFEBRER (POST tags remove)
- BRERFEFIEBCR (PUT FEUBER)
- RERGEEBAMELE (PUT BAIMELE)
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"R RIFESHE ) (DELETE $HEBUR)

MBEREFEEHETZ Locked B , WEXEEFLREEHEREF. MREFBRIEER K REEH
ERM Locked #REE , BIZ/EXAEERE AccessDeniedException $55R. FLEREEHEREF , &
BREEHEBRREENREESRBR,

FEBW InProgress , REFEEHEHE A MEBRTFEEE (POST HEBR) AREE, Fi@FY
Locked , REEEHTEEE A THRRFEEE (POST lockld) AREE, EAILUEBMN VEREEHEE
(GET SHEBUR) REISRIFEHENMRE, NERFEHEEFNFMEF , F2SBS3 Glacier &7
EHE, IERFEHEBRNFMENR  S2RERTFEHEBXE.

ASRRE, IRREFEHEER InProgress MERERXTHERFEBBATBER , BT ALK
ThRE O e MRS

HPIN
=& EMERRFEHEBK , 5 HTTP DELETE FFREEEIREFE lock-policy FEIR URI.

A

DELETE /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

® Note

AccountId {E& AWS 1RF ID, IHEXEARSHEAREZFZRNEAERMHEEBN AWS
1RE ID. ZBAILAIERE AWS IRF ID SUBIEMMIEEE — T-, (EFH) , EEEER

T , Amazon S3 Glacier @ FERAREBF R B AE R HBEBIR AWS 1RF ID, MMREE
EEWRE ID , 21 ID R EEEAMEFRE (o

2
®

REBH

LRETERFERSH.
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FARIRER

IREEEAFMBREZERNFBRER. IFERBREFENET , F2H EREREE,
ARERR

LR ERBFRA

[l f&

MR INMBRZBER |, S3 Glacier #${E[[E HTTP 204 No Content EIfE,
FE
HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

B FEARER

RFEEFEAASIAEERNEREERER, WEFEEREEEENET ,
(=] FE A 32

LAEET S E R EERA .

§HER

e
¢

20 EROESE,

WNE Amazon S3 Glacier HIAMEERAENFMER , B EERLEE,

ga 45
LT S REAAE LR TFEEHERF.
g f5R>

TEEEEEHIH | #% DELETE FEREXE B A examplevault HWREZEEM lock-policy FER.

DELETE /-/vaults/examplevault/lock-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b129662a2
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x-amz-glacier-version: 2012-06-01

(=] FE €551

MERBERKIIMER , Bl S3 Glacier @A N & HIFT/RER HTTP 204 No Content EIFE,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

HEBEL

- ERRFERE (POST lockld)

- ISREFEHEE (GET HEMEXE)

- REBRTFEEE (POST #HEBUX)

40
B
B

B

MBS HIEN Amazon BISUER 2 — P EML AP| NEHAET , HSBTHIRS -

« AWS Command Line Interface

HIBEBEREE (POST HEH1E)

ZEXEBEENEENEIARETE. SEERECSREE, SERTFERSTHE 50 EER, MR
R RSB HRFENZBRS , MIZEXSEE LimitExceededException &8,

MREBCFEERECEBTHREE , AIRENRSIBESSEWER. NEEEBNFMEER ,
BfZ5C Amazon S3 Glacier &R,

T
*

AAORFRAR

EEREBRTEIRFE , 74§ HTTP POST FAREXEFER URI , B F B EE IR,
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POST /AccountId/vaults/vaultName/tags?operation=add HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{
"Tags":
{
"string": "string",
"string": "string"
}
}
@ Note
AccountId {EA AWS IRF ID, WWEXLEANSHEAREZFRNEAEBHEBBN AWS
WS 1D, BAILEE AWS 1RF ID SBEMMIEEE - T-, (EFHR ) , BEERR
T , Amazon S3 Glacier B B ARBEB R 2 BEAERHBEHN AWS tRF ID, IREE
IEEWRF ID, 2% ID FEEEMEFH (o
wmRBE
=% PN NE

operation=add E—E#HFESZH operation WES add , LUEHRE ®#RE =
EEREBRIEH (POST tags remove) #E 7 o

AR

LRFEEAFMBREERNFBRER, NFERBREBRNESA ,

a2
W
&
3
o
T
'}_ﬂ-
i

&

ARER

ARAXZELT JSON 1,
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Tags (ZH)
EBFEIRTE, SEERETTSREE, LBETUREFH,
B FHRIFHYE
RERH . &/ REA 1. RELERA 10,

ME 2
[E] fE
RBEFZRKI , BIIRFEEER HTTP 204 No Content EIFE,
BE

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

B FEAR SR

REEFEAARBIOEERNOREERER, IFEREOEREENEN , F2H EREEFRE,
(=] F& A1 32

AR S E R EEA .

§EER

4% Amazon S3 Glacier BN EHERFA S NFMES
#0451

g BIFER

LT S5 ExF A RE|E HTTP POST U B EREE,

illI
3
¢
an
i
i
Io]
=

POST /-/vaults/examplevault/tags?operation=add HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2
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Content-Length: length
x-amz-glacier-version: 2012-06-01

{
"Tags":
{
"examplekeyl": "examplevaluel",
"examplekey2": "examplevalue2"
}
}
(2] FE &6 451

WMRFERK , Bl S3 Glacier 8t LA T FIFTREE HTTP 204 No Content,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

MR E A

< IIHXHENER (GET &%)

. RIRTFEBRER (POST tags remove)

3
¢

B
MBEBSHEMN Amazon BIREMZ — B AP| WEHAER  HSETHIRS -

]
73

« AWS Command Line Interface

BYREFE (PUT RIFE)
iR

HEXKEREENEBEITNREE, REENBBE B AWS BIEHALEZHE—H AWS 1R
F. B ASEIRFEIRS 1,000 BREFEE, NEEIESREENFMENR , BT Amazon
S3 Glacier EmstiEHA T,
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AR ERSAERNLTER,

- BBREAMNN 15 255 @F Tzl
- ARFRA az. A-Z, 09, ' (EER). - (EFER) M (FHR)

EEEXRESEN | B LZ R EEMBMNEGER , 3 B Amazon S3 Glacier (S3 Glacier) 88— )R ZE 1L
EENREEZ®  TEBEEARE,

R K
AR

BEEVRIFE , F8 HTTP PUT FREXIERIMNREFE URI .

PUT /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
Content-Length: Length
x-amz-glacier-version: 2012-06-01

® Note

AccountId E& AWS tRF ID, WLEXEFESHEAREEFRNEAEREEBHN AWS
1RFE ID, BALAEE AWS 1RF ID siE BEMMIEEE— -1 (EFHR) , EEEER

T , Amazon S3 Glacier A ARZEZFBRZEAERHBEN AWS IRF ID, NREE
EEWRFE ID , 27 ID FEEEMEEE ().

2
®

RBH

LRENERFBRSE

A RIR TR

LREECAMBREERNFERER, NFERBREENESA
AARER

R ENBRANLARZE (0 ).

B
®
&
3
o
Tt
ﬁ
Y

i
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[ &

A

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location

o] FEAR R

RO EEER T FREEEERANEEREZN , EE2 TIHERER, NFERCERRNFRER
A2REREERE,

&% i
Location YW RFENOHY UR BE,
| T8
EIfE P X
WA T B EEE RER Y,
s

W& Amazon S3 Glacier BISANFSERAENFMESR , F2REZRDE,
#5451

EHIFER

LA gE61E5% HTTP PUT SBRREUE A examplevault BRIFE.

PUT /-/vaults/examplevault HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-glacier-version: 2012-06-01
Content-Length: @
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

(=] FE £ 51

S3 Glacier I fR1FE , ¥ 7E Location BEFREERFENMEE URI BBE, EWRIRS ID SUEFHE
(Location') REEFRFPIEE , RF ID —EEETE - BHEF,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Location: /111122223333/vaults/examplevault

HEBEE

- THIHREE,) (GET REE)
B S #EE (DELETE X #E)

« Amazon S3 Glacier B9 Identity and Access Management

%nﬁ E4 ﬁ
MEEFSHEN Amazon REBEEH 2 —PERL API BIFMAEN , F2BR T3IRRA !

« AWS Command Line Interface

SERRFEHEE (POST lockld)
iR

WEEBBEREEHEER InProgress MEER A Locked MERTERARFEHERERF , EEEH
REEHERRELEE, EBMFWY InProgress , RIEFEHETEEA B RZEETE (POST SHEHRK
x) MEE, BALLEBFEW BSRIFEHEE (GET SHEBE) RESREFEHENMRE, WERFEH
ERFHNFHER , 528 S3 Glacier REEHE,

ASRRE, IRRTFEHEER Locked ARREW HIRHMNETE ID BHEYAREHERFENEE ID
e, ARFER -,

FERRRIFEHE API hzZ 2012-06-01 359


https://docs.aws.amazon.com/cli/latest/reference/glacier/create-vault.html

Amazon S3 Glacier HBEABER

MRRFEHERER Locked MERFEFFRPEE 7 EUEE ID , RIXEXEEER
AccessDeniedException #8358, WMRREFEHERERN InProgress ARERFEFRPEE 7 ERH
$HE ID , AIZEEABEH InvalidParameter #8832,

AR >k

EXHRTEHERRF , FEABEMNEE ID EHTTP POST BREEFRFEMN lock-policy F
&IRAY URI,

B

POST /AccountId/vaults/vaultName/lock-policy/lockId HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

(® Note
AccountId EA AWS IRF ID. WLEXEFSHEAREEFRNEAEREEREN AWS
R ID. BAILAEE AWS 1RF ID Sii#EMIEEE— -1 (EFH ) , ZEEER
T , Amazon S3 Glacier £ AERAREFZFFRZBEAERMEBAEN AWS IRF ID, MREE
BEEWRSE ID, 2% ID FEEEMEFR (V)0

It lockId ER# REVRFEHEE (POST HEBUR) mRESHIEHE ID .

FARIRER

REEEAFMEREERNFBRER. IRERBREENET , F2H EREREE,
ARER

LRERBHBRA

=] f&

INRIEEFBRRI , BIFRIESER HTTP 204 No Content EFE,
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B2

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

[ FEARER

REEEAASIOEERNOESE, NEEROEEENEN , 728 EROEEE,

T

EIFER Y
HAEEF S ME T AR ER Y.

g

#0% Amazon S3 Glacier ISR BABMWMET | BLMBELEE,
#5451

IS

BT #6142 A8 1D 3% HTTP POST BRAERRIFEHEER.

POST /-/vaults/examplevault/lock-policy/AE863rKkWZU53SLW5be4DUcW HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

(=] FE £ 451

MRFERMKI , B Amazon S3 Glacier (S3 Glacier) €A T &I R EE HTTP 204 No Content
5] FE .

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT
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R E A

it RFEHE ) (DELETE $#HEBUR)

- EREFEHE (GET SHEBER)

- REBRTFEEE (POST #HEBUX)

3
¢

Be
MBS EM Amazon BIREM 2 —REEFIL AP WFHEEF  HEMTHRY -

]
73

« AWS Command Line Interface

I B& SC 44 & (DELETE M)
1R

EREXERBREEE, REEREFERSARBLEAERETHE , YEBLEEHURLIEBRBEA
RIZER , Amazon S3 Glacier (S3 Glacier) T 2MRRFE, MREEREELHEY , ARFEMBR
H KB (BPEESEMIBRRZEE) , S3 Glacier #$EEI$EER,

U LUERARMREEEAN BAREFE (GET REE) E%  BFEREEFNHEHE  BE , &
B REE S3 Glacier L XELENREFEER.

L REERE,

(® Note

EEMBRNHE , MNBIXHEN NG EFREREERMER, NFRFEFRBRNFEE
A, F2E TREEFREE. .

= EMBRSHE | 5848 DELETE FREEENHEEIR URI,

I Bk 32 44 S API fR4s 2012-06-01 362
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Amazon S3 Glacier HBEABER

B2

DELETE /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note
AccountId ERBEEREFEMNIRE AWS IRF ID, EHLEE AWS RS ID SiZEMHIEE
B— -, (EZ%) , EEESERT , Amazon S3 Glacier @ HEAREBHERZEAER
B AWS IRF 1D, MREEAIREE ID, FPE ID R EBEFEMEFE ().

ARBH
BRERERBRBE
EREH
REECEAMBEREERNFERER, NFRRBFREENEN , F2H ERFBREE.
ARERE
LHBRERBFRA
[E] &
B
HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date
Bl FEAR TR
REEEAASIOEERNOESEE, NEEROEEENEN , F28 EREEEE,
5] & R X
R EEREMEEA,
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§HER

#1%E Amazon S3 Glacier SIANEERALNFMES , F2REREE,
L)
EHIFER

AT EBIMBRE A "examplevault, MIXHE, LEFIFERRHREMBRNER (XHE) B URI 2
DELETE 3K,

DELETE /-/vaults/examplevault HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

(o] FE & 451

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

R E A

BIUREFE (PUT RIFE)
"IIHREFE, (GET &RI7E)
R ENEFE (POST £7%)

Amazon S3 Glacier B Identity and Access Management

SHSH
WEFEEFSHEN Amazon RBEH 2 —PEML API WEFEEF , FS2RTHIERHA !

* AWS Command Line Interface
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i BRR F EEFZ VR (DELETE ZEUER)
1R

EREEFEMREEERFEBBMNFIBR. WERKKE—BW , BEER , Amazon S3 Glacier
(S3 Glacier) FERE - LB RTEBRENBER , Y AEEEMBRFERR , MUREERERE
FIBERERA.

ASRERE, IERIEEARFEFBHBER , b UZXUARMR, IFREFEFRBRNFRE
A, F2R "TREEFREBR .

E%\/

EEMBREB AIRFERIBCK |, &4 HTTP DELETE BREIXF{R1FE access-policy FERMN
URI,

B

DELETE /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(® Note
AccountId EREEREEMIRE AWS tRF ID., BAILAIEE AWS IRF ID SiZEHHIEE
B—' (ERH) , EEEBENRT , Amazon S3 Glacier @ FHEARKBFE R 2EAE R E
BAEEEY AWS BRF ID, MMREERIRSE ID , BOTE ID FEEFEMEZRR (-

nl‘.H.

ARBE
LRENERBRSE
A RIR TR

LREECAMBREERNFERER, NERRFREENENR , F2HR ERFREE,
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ARER

WREREFERAX,

[E] FE

EOEH | INRKSHMIEREEE , Bl S3 Glacier €@ 204 No Content.
FEE

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId

Date: Date

Bl FE AR ER

HREECAASIOEERNORER, MFEROEERNES  F2H EROERE,
[E] & ;3 32

R EERMEAE BRI

Fi-

W& Amazon S3 Glacier BISAFEERASNFMER , F2REREE,

gl

LA €451 7 &5 30 47 i BR 4R 17 EE 7 ENBUR

EHIFER

fEiSE &5+ , # DELETE BREEZIR A examplevault BRFEN access-policy TER.

DELETE /-/vaults/examplevault/access-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da@447actf430195dcb540091b12966F2a2
x-amz-glacier-version: 2012-06-01

[ FE 65 51
MR EE FEF R IHMBRER |, Bl S3 Glacier LA T £ HIFTRERE 204 No Content,
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HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

MR E A

- RS EFEBUR (GET fFHUER)

. BERFEEREE PUT FIEE)

3
¢

B
MEFEEFESHERN Amazon BB EF 2 —PEML API WEFHEEF , FSR TR -

]
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« AWS Command Line Interface

il BR4R 7 EiE &1 (DELETE & £IRY#HRE)
iR

WIREASMERE SREREFEBNELE (PUT BHNERE) SRENEMMERE, WEXBKRE—BW , t
B2 , Amazon S3 Glacier (S3 Glacier) EERR B —LRBEF e THERBA |, ¥ B EIEMBRFES
%, TREEFERNERE —LEH,

CIZ RN

EMBRRFEENEMNELRE , BOREER DELETE FEJREIX notification-configuration 5

SN
“No

B

DELETE /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

I BR AR 7 /B 388 &0 API fR4s 2012-06-01 367
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® Note
AccountId EREEREEMNIRE AWS IRF ID. ZBALUIEE AWS IRF ID SURIZEMIEE
B— -, (EFE) 6 FEEBRT , Amazon S3 Glacier FFEARZBFERZEAER
MEBIEREY AWS BRF ID, MREFERARSE ID , FAE ID PIEEEFR (-)o

nlh+

ARBE

LRETERRBRBEG

FARIRER

REEEAFMBEREERNFBRER. IFEERBREENET , F2H EREREE,

ARERE
LRERBHFRA
G

B

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId

Date: Date
B FE1R SR
REEFEAASBIQEERNORERR, NFEREEEENER , F2H EREESRH,
(=] FE A X2
LAEET S E R E BRI
§ER
2% Amazon S3 Glacier SIANEERALNFMES , F2REREE,
L)

LA #8451 7~ 88 20 (e i BR 4R 17 B B9 38 A A RE
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gHIFER

1EEEEEH| |, # DELETE FEREEEIB A notification-configuration MREEM
examplevault ¥&iR,

DELETE /111122223333/vaults/examplevault/notification-configuration HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

(=] FE €551

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

MR E A

- MEXHEEA (GET BHRYHRE)
- RERFEBHNERE (PUT BARERE)

» Amazon S3 Glacier #J Identity and Access Management

3
¢

B
MBEBSHEMN Amazon BIREMZ — S EMA AP| WEHEER  HSETHIRS -

]
73

« AWS Command Line Interface

HIRR1FE (GET RIFE)
R

EEEXSEOERRIFENENA , B Amazon Resource Name (ARN), REFEEI BH. #EF
ERAENHEHE  URREEGTMEREFENANMEG. HENEE  URBEMELERRRTFEE
## Amazon S3 Glacier (S3 Glacier) ¥ X/M&Ft (752 B £ Amazon S3 Glacier F{E ARFE), S3

HR R E API hzZ 2012-06-01 369
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Glacier # FERXELRFEERF., ERTNREHTEIBRREFENHF , ARV EAEEHIRTE
AR, EEARTERMEE,

HENSARRFENEN , FEE GET FRERERFEERMN URI
B

GET /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note
AccountId EREERFENIIRSE AWS IRF ID, B LEE AWS 1RFE ID sSiE B itigE
B—' (EFRH) , EEEBENRT , Amazon S3 Glacier @ FHEARFKBFE R 2EAE R E
BAHEE AWS IRF ID, MMREEAIREE ID , B27E ID FEEFEMEFH (-

ERBH
HRETERHERSE,
EREE

REEFEAFMBEREERNFBRER. IRERBREENET , F2RH EREREE,
ARER

LR ERBFERAI

= &

HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date
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Content-Type: application/json
Content-Length: Length

{

"CreationDate" : String,
"LastInventoryDate" : String,
"NumberOfArchives" : Number,
"SizeInBytes" : Number,
"VaultARN" : String,
"VaultName" : String

}

[l FEAR ER
IREEER AT EEERNOEEREE, NFERLEEENEF , 280 ERLEEE,

B BRI X
EIERXZELT JSON 1L,
CreationDate

B RFERH UTC B,

A . ISO 8601 BHIRXWEERRE , Hli0 , 2013-03-20T17:03:43.2217Z,

LastinventoryDate

E S3 Glacier TR &Z —ERFEERFEN UTC B, NEFEMBRFECEENFHEER ,
w2E BEEH (POST £5).

A : 1SO 8601 HHAWENWFERRZE , Hla0 |, 2013-03-20T17:03:43.2217,
NumberOfArchives

BE&R —BARFENEFNREFENFHE, MRRTFEERPITER , LRVZED Null, £
m, BREVREE.

] . ¥
SizelnBytes

REEFHHEAPNEFTUAMTAREN  SRBEERER—AEF NI HERER, NREREFE
HAEMTESR , RUSED null , Sl , EREIREFE.

BHE BF
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FMBABER

VaultARN
R1ZER Amazon Resource Name (ARN).

HR . FH

VaultName
ERIFEENREERR, REESBHLIESERTFEMN ARN H,
B|A . FE&

Fi

%% Amazon S3 Glacier SIAMEAERASNFHET , F2HEERETE,
)

EHIFER

LA €6l RE IS E BB A examplevault ZREENER,

GET /-/vaults/examplevault HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/

us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b129662a2

(=] FE €551

HTTP/1.1 200 0K

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:02:00 GMT
Content-Type: application/json
Content-Length: 260

"CreationDate" : "2012-02-20T17:01:45.1987",
"LastInventoryDate" : "2012-03-20T17:03:43.2217",
"NumberOfArchives" : 192,

"SizeInBytes" : 78088912,

BRREE
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"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault",
"VaultName" : "examplevault"
}
MHEER
- BUREE (PUT REE)

TSI R1ZE , (GET REZE)
MIBR S #-EE (DELETE X # &)
BE)EFE (POST 1)

Amazon S3 Glacier #9 Identity and Access Management

=
s

B
WMFEFSHEN Amazon RBES 2 —PEML API WEFEEF , FSETHIERHA !

]
23

* AWS Command Line Interface

WEXHEFIRBER (GET FEEUER)
iR

e EHEERFE LERER access-policy FEIR , MEREL FERNFMENR , F2H &
ERFEFINEE (PUT FIEEX), WRXHELREREFREE , AIZBRESED 404 Not
found #:8. MFERTFEFNHRNFRES , F2H "REEFIEE, .

AR oK

EEEE B X HEFIRBER , B8 HTTP GET B REE T XHER access-policy FEIRMN
URI,

A

GET /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

S S E R IR AP 7 2012-06-01 373
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Amazon S3 Glacier HBEABER

(® Note

AccountId EREEREENIIRSE AWS 1RF ID, BRI LUEE AWS IRF ID sSiRZE M ihisE
B—'-' (EFZH) , FIEEERT , Amazon S3 Glacier @ HEAREXEFZ R 2 EAERH
BAEAAY AWS BRF ID, MNREFEARE ID , BOE ID FEEFEMEFH (-)o

ARBE
LRENERBRSE

FARIRER

LREECAMBREERNFRER, NFEERBREENESA
mRER

LR ERBFRA

= &

HEFEF , Amazon S3 Glacier (S3 Glacier) 8 EBA X H L JSON A EEREFEFIEEK,

3
®
&
3
&
It
‘>/+
S
&

A

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{
"Policy": "string"
}
o] FEARER

&

\

IRFEEEAAE I ERERNOREEREE, NFEROEEENEN , F2H8 EREEEE,
[E] FE A 32
EIFEAXEEET JSON 1,
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BR

RIFEFIBEMA JSON F& |, £/ "\ MAREF T,

HR . FH

gae

#0% Amazon S3 Glacier ISR LWHMET , BLWELREE,

gi 51

BT 451 7 8 T B8 S A BB A B

WHIER

FES A | 4 GET BREXIVRZE access-policy FERM URI

GET /-/vaults/examplevault/access-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

(=] FE £ 51

WRFER LY , S3 Glacier 8 EEHNAXFELESR JSON FENRFEFIEE, EEH JSON
FEER " MARKFT , N RERTFEFIBGE (PUT FEUGER) SHIRAR, T8 , A TS558
RMEER JSON F& | #FIR HF BN FEE.

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: length

"Policy":
{
"Version": "2012-10-17",
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"Statement": [
{

"Sid": "allow-time-based-deletes",
"Principal": {
"AWS": "999999999999"

iy
"Effect": "Allow",
"Action": "glacier:Delete*",

"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault"

iF
"Condition": {
"DateGreaterThan": {
"aws:CurrentTime": "2018-12-31T00:00:00Z2"

HEEEE

« MBRRfFEFERBER (DELETE FEUBER)

- RERFEFRBGE (PUT FEBGR)

==E
BHEZE

WMEFEEFSHER Amazon BB EH 2 —PEML API WEFEEF , FSRTHIRHA !

* AWS Command Line Interface

VIS RTFEHEE (GET #HEBUER)
PO

IIRERIE ERVREM lock-policy FEREFHEUAT BN :

HSRFEHE API hzZ 2012-06-01 376
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Amazon S3 Glacier HEABEE
- REELRENREEHEBR.

- RIFEHEMAME , ©= InProgess = Locked,

- EBH#ZE D BHK., HE D ARERREFEHEHERF.

- ERTFEHEMEBIEA InProgress REER,

FEBMA InProgress , RIFEHEE A MERTFEHEE (POST $#HEBEER) ARG, FiBREW

Locked , RIFEHEEAN THRRFEHEE (POST lockld) AREE, EAIMEAY THhIH{RIFEHE
(DELETE SHEBR) , FLREEHERF. NERTEHEEFNWFHREN , 528 S3 Glacier REF
EHE .

NMRERFERARERFEHERK , AIRFEREERD 404 Not found #HER. WHERFEHEK
ROFHES , F2REFEHEIR.

AR °K

EEEORNREFEHEBERMEME Y , Fi§ HTTP GET BREEFRFEMN lock-policy &
REY URI , 0BT RE RS BIFr o

B

GET /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

@ Note
AccountId ERBEEREFEMNIRSE AWS IRF ID, ETLIEE AWS 1RFE ID SiZ B itigE
B—-T-, (EZ%) , EEEERT , Amazon S3 Glacier @F HEAREBHER2EAER
BB AWS IRF ID, WMREFERAIREE ID , B2E ID P IEFEMEFE ().

3
%

REBH

LRETERFERSH.
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FARIRER

REEEAFMBEREERNFBRER. IFERBREENET , F2H EREREE,

ARER
LRERBFERAI
G

FEEFEH , Amazon S3 Glacier (S3 Glacier) £ E R A L JSON KX BERFEFIBE.
55

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{
"Policy": "string",
"State": "string",
"ExpirationDate": "string",
"CreationDate":"string"
}
[l FEAR 2R

e
\x»

REEERAASIOREERNEREEREE, MFFREEERNER , REOEEE.
(=] F& A1 32

EEANBELT JSON Wi,

12§

RIFEHEBRMA JSON F& |, £/ "\" MAREF T,

R 17 B S TE R AR
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| Fa

BME : InProgress|Locked

ExpirationDate
$H7E ID IBHIRY UTC BN, MRREEHERERN null ARE , BILLER A Locked,

AR : 1SO 8601 HHAWK N FERRZE , HlI |, 2013-03-20T17:03:43.2217,

CreationDate
REEHTEE A InProgress #RAER UTC B HiFER,

FH . SO 8601 BHIRAWEFERRZE , #li0 , 2013-03-20T17:03:43.2217Z,

i
WE Amazon S3 Glacier A F1gE 34 MEEMERN |, B2REEREE,
#3451

BAT €6 /R & A BN SR 7 EE SHE LR
gIFE
HEMEEHI T | #& GET FREEIRFER lock-policy FEIRE URI,

GET /-/vaults/examplevault/lock-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

(=] FE €551

WMRFERT , S3 Glacier EEEENRX FEEESR JSON FENRFEFIBE, EER JSON
FERMEA"\"HAEEFT , 1 BREBREFEHEE (POST SHEBUR) SHIFERAR. T8 , L TEHIE
RNMEER JSON F& |, EER N F BN AT EEL.

HTTP/1.1 200 0K
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x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: length

{
"Policy": "
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Define-vault-lock",
"Principal": {
"AWS": "arn:aws:iam::999999999999:root"
},
"Effect": "Deny",
"Action": "glacier:DeleteArchive",
"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault"
1,
"Condition": {
"NumericlLessThanEquals": {
"glacier:ArchiveAgeInDays": "365"
}
}
}
]
}
"State": "InProgress",
"ExpirationDate": "exampledate",
"CreationDate": "exampledate"
}
MEBES

o "HhIHREFESHEE, (DELETE SHEBXR)

. ERGEFEREE (POST lockld)
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- BREBRTFEHEE (POST #HEBR)

2
W

B
WMEFEEFSHEN Amazon REBEH 2 —PEML API WEFEEF , FS2ETHIRHA !

=
>3

« AWS Command Line Interface

IS X HEREA (GET BHIRVAHRE)
IR

IR EREEVIE U E (FE2 B notification-configuration EEREM RERFEEHERE (PUT
BAINHERE) FER. MRRBEXHENBAERE , AIREZER 404 Not Found 3R, MFE M4
EE@E M EFEMER , 5520 /£ Amazon S3 Glacier FEREREFEEES,

==

=P

EHEUBHERER , BOXHEN GET FEIRA URI 2% notification-configuration 5
Ko

A

GET /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(® Note
AccountId EREEREEMNIRSE AWS tRF ID, BRI LUEE AWS IRF ID SRIFEMHMIEE
B— -, (EZ%) 6 EE&EERT , Amazon S3 Glacier @ HEAREBHERZEAER
BB AWS IRF ID. MREFEAIRE ID, FDE ID PIEEAMEFR ().

i

ARBE
LRETERFERSH.
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FARIRER

REEEAPMBREERNFBRER. IFERBREFENET , F2H EREREE,
ARER

LRERBHBRA

=1 f&

il:l lf

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{

"Events": [
String,

1,
"SNSTopic": String
}

[ FEAR 2R

HREECEARSILEERNORBERE, NFEREDRERNE ,

E
®

B EREEERHE,
(2] F& A9 32

E RN BE LT JSON Wi,

=4

Amazon S3 Glacier (S3 Glacier) #EHEER Amazon SNS ZEEXBHN —HZBEEHEE,
NEEREASXHERERABRMBANNGESHNFREN  F2E [ERFEEAERE (PUT

BARVAERE),
B &
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SNSTopic

Amazon Simple Notification Service (Amazon SNS) & Amazon Resource Name (ARN), %
SEMEF , 5528 (Amazon Simple Notification Service AF9#ERE) FH Amazon SNS AF9,

HR . FH

i

?

0% Amazon S3 Glacier SIS\ MISEBABWHMET , FSMELELE,

gl

AT #8451 7~ 8 40 e SR BN S 4 R Y 38 A HE RS

gHIFER

EEMEHIT , #$ GET BREEBIXMHES notification-configuration F&iK.

GET /-/vaults/examplevault/notification-configuration HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

(=] FE &6 451

FX IO Y B FELL JSON #8 = B8R Bl FE R SR Y FE A% R SR AR RESU . LTI R Y L ER B R 88 N AT HS R (B =B
# (ArchiveRetrievalCompleted #l InventoryRetrievalCompleted) K& &1EiEE Amazon
SNS 7 arn:aws:sns:us-west-2:012345678901 :mytopic,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 150

"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted"
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1,
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic"

}

R E A

- MIBRRIFEE A (DELETE BHKAERE)
- RERTFEBHERE (PUT BHRERE)

« Amazon S3 Glacier B Identity and Access Management

HwSH
MFAETEEBEMN Amazon BBEHZ —FEMAL AP HERT  BSETHRY -

« AWS Command Line Interface

BERFEEHEE (POST $HEBR)
&R
EREEXZBATUTHERBEBREEHERER :

- EREENREELZEREFEHEEE,
- BRTFEHENHEEMERES InProgress,
- BEARERREFEHERFNEE D,

BRUABARFERERFEHERR , Y ARBERH KN/ NRZAIE 20 KB, NEFRFEHREBRDY
HEA , FEREFEHERR,

RIFEHEEA InProgress MR , BUARE 24 MFASTHREEHEREF, 24 PRFEBERR
% ,8#E DI, REEBBHHER InProgress i , WARRFEFTMBRREFEEHERR, EB
BREEHEMRERES TRREFEEHE (POST lockld) , FEIY Locked AR R EEHEEREF.

(® Note
REFEHERR Locked MRER , BEEZARFERBFINREEEE.
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gaympy THhIF{RIFESHE . (DELETE SHEBUR) , FLRIFEHERF. SR LUEB WY BSR
FEHE (GET SHEBR) RESREFEHENMRE, WERFEHERFNFMENR , F2HS3
Glacier fR7FESHE o

ﬂﬂiﬁﬁﬁﬁﬁﬁfiﬁﬁ“ InProgress ARAERFMEOYSLAESE | B MEZEMEERE AccessDeniedException
e, ERFEHEREMN InProgress kAR , KALMWN "HhIHRFEHE ) (DELETE $#HEK
_2 , THERMBHWREEHEHEBR,

CIEREN

%Eﬁiiﬂlﬁﬁlﬁﬁﬁiﬁﬁ #5745 HTTP POST fEREXZREEM lock-policy FEIRM URI, a1
&R %'IWUFJ?/T\O

AR

POST /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{
"Policy": "string"
}
@ Note
AccountId fEA AWS 1RF ID., WWEXERFSEAREZFRNBEAERHEREBN AWS
IRE ID, EBAILUEE AWS IRF ID S EMIEEE— -, (EFH) , FEEEBR
T , Amazon S3 Glacier 8 FEEAREJBERZEAERMHERN AWS IEF ID, MIRKE
IEEWRFE ID, 321 ID A BEFEMEFE (V).
RSB
WRERFERFERSE

IREFEEAFMBREERNFBRER. IFERBREFENET , F20 EREREE,

e

BEBRFEHEE API| MR 2012-06-01 385



Amazon S3 Glacier HBEABER
AEREEE

BRAXIELLT JSON L.

B
RIEFEHEHREMAE JSON F& | FH"\" HAEHEF T,
F|A . F&

PVE .2

=] fE
MRFZBER |, Al Amazon S3 Glacier (S3 Glacier) &&[E HTTP 201 Created EfE,
EE

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

x-amz-lock-id: lockId

B FE1RER

RO EERR T REEEERANEEREZN , EE2 TIHERER, NFERCERERNFRER
A2REREERE,

28 N
x-amz-lock-
id SHE ID ARTEHREFEEHERF,
¥R . F&
(=] F& A3 32
HAEE TS EEEMEERX.
R

WNE Amazon S3 Glacier HIAMEERAENFHE , FSREREE,
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#ifl
EHIFER

LU €51 28 3% HTTP PUT R EREEMLock-policy FEIRH URI, Policy JSON FHFEH
"\" AR EF T,

PUT /-/vaults/examplevault/lock-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

{"Policy":"{\"Version\":\"2012-10-17\",\"Statement\": [{\"Sid\":\"Define-vault-
lock\",\"Effect\":\"Deny\",\"Principal\": {\"AWS\":\"arn:aws:iam::999999999999:root
\"},\"Action\":\"glacier:DeleteArchive\",\"Resource\":\"arn:aws:glacier:us-
west-2:999999999999:vaults/examplevault\",\"Condition\":{\"NumericLessThanEquals\":
{\"glacier:ArchiveAgeinDays\":\"365\"}}}1}"}

(] fE £ 451
WMRFERAY , Bl S3 Glacier @M T & HIPFREME HTTP 201 Created @,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

x-amz-lock-id: AE863rKkWZU53SLW5be4DUcW

R E A

o TrhiH{RFES#TE ) (DELETE #EBE)

. ERGEFERE (POST lockld)

- REREEHE (GET SHEBUR)
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===
BE2Z2EHE

MEEEZESHEN Amazon RBERH 2 —PERAL API BIFFREF , F2R THIERHA :

« AWS Command Line Interface

5| X ERNRE (GET BR)

JH:??.J’IEE'J.':H THMBXHENFEER, MEREER  ZREEQENEHE, MEERNFHEER
52 R1E:2 Amazon S3 Glacier &R,

HRE
B HHENRR  Fi§ HTTP GET FREEIER URI , BB B EE IR,

GET /AccountId/vaults/vaultName/tags HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

AccountId fEA AWS IRF ID., WEXBRFSEAREZSHERNEAEREREBN AWS
MRS ID. BATLAERE AWS IR ID SiERMIEEE— -, (EFHR) , BEEERER

T , Amazon S3 Glacier Eff B ARBEB R Z2BEAERHBEHN AWS 1RF ID, IREE
EEWRE ID, 2% ID A EEEMEZS ().

ERBH
LRETERBRBE
ERER

REECEAMEREERNFREE, NEERFREENEN , 2R ERFREE.
AR
LRERBFRA

SIS ENESR AP W< 2012-06-01 388
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Amazon S3 Glacier

FMBABER

=3
WRBERIY , BIIRFSER HTTP 200 0K EIfE,
[o] FESE S

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
"Tags":
{
"string" : "string",
"string" : "string"
}
}
[l B 2R

REEEARBIOEERNOREER, IFERDEEENEN , F2H EREEFRE,

(5] & R X
EEERNBE LT JSON WL,
Tags (1Z%)
LRBM MBI HE, SESRE T SREE,

2% Amazon S3 Glacier SIAMEERALNFMES , F2RERLE,
Y]]

g6l PN ERER

LU €860 5) i XX B R

P XA B R SR
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FHIFER
EEM/EHF |, BiX GET BRUBEEN X ERBIEEFE,

GET /-/vaults/examplevault/tags HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2

(=] FE £ 451

WMRFERK I , Bl Amazon S3 Glacier (S3 Glacier) 2 MILA T &EHIFF R , BRFEEREEEBBEN
HTTP 200 OK.

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: length

{
IlTagSIl ,
{
"examplekeyl": "examplevaluel",
"examplekey2": "examplevalue2"
}
}
MEAFEED

- MEEBEREFE (POST EHHE)

+ fR1FEBBRIBE (POST tags remove)

BB H
MFAETEE 2 Amazon FIREH 2 —FEAL AP| WEMAR , BSBWTHIRS -

2
¢
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« AWS Command Line Interface

"SlLfRFEL (GET fRFE)
iR
HAERBIH T WIER FIRE AN ARTE, DETERNEER ASCI KRFESBHF,

ERERERT , EARFEERSEBRNRS 10 HEE., NREJIHESWREE , BAIEERX
P marker A BEREE Amazon Resource Name (ARN) , MBI R P #EFFHIFH "5 H
RFEL R, B8l marker WALRE null, ETF—1@ "FIHREFE, FRDP , #& marker BERA
Amazon S3 Glacier (S3 Glacier) £ £ —1@ "5 HARFE) FRZEEFERNE, BAEBERR
HIEE limit SEBRRFIEEPERNXHESE,

AR K
EENSREFERE , FAGETREE BREIE FX.
Bk

GET /AccountId/vaults HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

AccountId EA AWS t1RF ID., WWEXVERFSEAREZHERNEAEREREBN AWS
BRS ID. BWALAEE AWS 1RF ID SIBEBMMIEEE— -, (EFHR) , FEEER

T , Amazon S3 Glacier Eff B ARBEFB R 2B AERHBEN AWS 1RF ID, IREE
EEWRE ID, 2% ID FEEEMEFS ().

I

ARBE

EEEXEERUTHERBE
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Amazon S3 Glacier HEASER
=g iR MHE
limit B

ﬁ%ﬁ@%ﬁﬁﬁﬁ;tmoﬁ SPR&EIA 10, BEENREES
AREDRIEENRT , EERENREEHEKETSHEIEBER

ﬂo

B T

RE : NEBEEEA 1, RAEBHES 10,

marker B

ARDENFHE, marker EEREFE ARN , 2 REZMBR

FEBE., (A marker EENREFETSREEERNFTES, )

ey "HHARTFE) EEPES marker B, REEZEE

BeoaW "FIHREFE, B RPTERNERETIER , IF5E

@& marker, EEELNZEZAE (")) EEERE—RBREE

FARNRFESE.,

B . FH

PRAEIRM « &

FAREE

HREECAMBREERNFERER, NIFERBREENER

AERER

HBRERBHERA,

[ &

il:l lf
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

3
\\\»

FRERE,

Sl tRTFE
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{

"Marker": String

"VaultList": [

{
"CreationDate": String,
"LastInventoryDate": String,
"NumberOfArchives": Number,
"SizeInBytes": Number,
"VaultARN": String,
"VaultName": String

[ FEARER

3
\xt

REEERAASIORERNEREEREE, NFEREEERNER , REOEEE.

(=] F& A 32
EEANBELT JSON Wi,

CreationDate
BURTFENBE , UEREEER (UTC) A%,

F]|A . FH ISO 8601 HHARMWFEKRRE , 0, 2013-03-20T17:03:43.221Z,
LastinventoryDate

ERRFEEFN B , UBEBRRERE (UTC) A%, NRREFEEAATERF , WAL ATUE
null, flan , ERIRELIRERE. OFEFEBBREFEZEFNFMAENR , F2R BREEH (POST

).

A : 1SO 8601 HHEAMK NV FERKRRZE , Hla0 |, 2013-03-20T17:03:43.2217,
Marker

vaultARN KRBEO EHR, EES—@ "FIEREFEL FRFEA marker RRBBEFNE
ZHREFE. IRRBESHHREE , AWESR null,

BE . FH
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FMBABER

NumberOfArchives
BELXAEFHHNRFERHNHETEE.

BEBF

SizelnBytes
REEFNAEHERNEFT M TEREN

BHA . gF
VaultARN

R 1ZEM Amazon Resource Name (ARN),

BAE . FaH

VaultList
YHrES | SEMEREREENRSA,
H|A - gy

VaultName
HRFEER.

R . FH

R

UNZE Amazon S3 Glacier HIAAFEEERAEMNEFMAER |

a5
g4 - FIHmARERE

, SRBERR —AEF AN SHERR,

3
¢
an
i
gu
Io]
@

THEHIFHRFE, AREBRFARIEE marker Md limit 28 , REEEEZ 10 BREFE.

BHIFER

GET /-/vaults HTTP/1.1

Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-glacier-version: 2012-06-01

Sl tRTFE
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

(o] fE &3 5
Marker Z null REAREEZSHNREFEEIEH,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: 497

{
"Marker": null,
"VaultList": [
{
"CreationDate": "2012-03-16T22:22:47.2147Z",
"LastInventoryDate": "2012-03-21T22:06:51.2187",
"NumberOfArchives": 2,
"SizeInBytes": 12334,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevaultl",
"VaultName": "examplevaultl"
b
{
"CreationDate": "2012-03-19T722:06:51.218Z",
"LastInventoryDate": "2012-03-21T22:06:51.2187",
"NumberOfArchives": 0,
"SizeInBytes": O,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault2",
"VaultName": "examplevault2"
b
{
"CreationDate": "2012-03-19T722:06:51.218Z",
"LastInventoryDate": "2012-03-25T12:14:31.1217",
"NumberOfArchives": 0,
"SizeInBytes": O,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault3",
"VaultName": "examplevault3"
}
]
}
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h WO REEE

T EHEEHE marker IHENREFERBHMEFREE,
gHIFER

GET /-/vaults?limit=2&marker=arn:aws:glacier:us-west-2:012345678901:vaults/
examplevaultl HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b129662a2

(=] FE £ 451

v
i

REPEOMERTE, Marker @2RFE ARN UES — @ "JIHREFE) FRPEE I H.

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: 497

"Marker": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault3",
"VaultList": [

{
"CreationDate": "2012-03-16T22:22:47.2147Z",
"LastInventoryDate": "2012-03-21T22:06:51.2187",
"NumberOfArchives": 2,
"SizeInBytes": 12334,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevaultl",
"VaultName": "examplevaultl"
I
{

"CreationDate": "2012-03-19T722:06:51.218Z",

"LastInventoryDate": "2012-03-21T22:06:51.2187",

"NumberOfArchives": 0,

"SizeInBytes": O,

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault2",
"VaultName": "examplevault2"
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}
]
}

MR E

BAREFE (PUT REFE)
MIBR S #-EE (DELETE X #E)
BE)EF (POST £18)

Amazon S3 Glacier B9 Identity and Access Management

BEZE
MBETE T Amazon BIREH 2 — AL AP| WEEER , HSM TR

i
¥

\

* AWS Command Line Interface

RREFEZBRIEZEE (POST tags remove)

WAEEXESRMNBREFEEN —HAEBEBR—IZEER. WEEBWFHMER , B2 BERL Amazon
S3 Glacier i

AEEERE. FEBERY , BEIBEEBHMNEIREFE.
AR KER
EENREFEBRER , BUUTEEEMR , & HTTP POST FFREXEFER URI

POST /AccountId/vaults/vaultName/tags?operation=remove HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date
Authorization: SignatureValue
Content-Length: Length
x-amz-glacier-version: 2012-06-01
{
"TagKeys": [
"string",
"string"

]
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}

® Note

AccountId E& AWS IRF ID, ILEXEREFESHEAREZFRNEAERHEEBN AWS
BRE ID. EWALAEE AWS 1RF ID SIBEBMMISEEE— -, (BEFHR) , FEEER

T , Amazon S3 Glacier @ FEEARZFZBFERZEAERHRBRBAN AWS RS ID, NREE
BEWRE ID, 2% ID A ESEMERS ().

ERBE
£ HiR NE
operation E—EHFHRBY operation WES remove , UHEH =&
=remove HWZBRERTE (POST ZE 1B MED

BREHE

REFEEAFMBREERNFBRER. IFERBREFENET , F2H EEREREE,
ERER
ARANXEZE LT JSON Wiz,

TagKeys
ERESBNEE, SEAHENERSRARFTEBER.
FA . FERIMES]
RERGGRYE . FEHPHRLD 1 EEE. FEHRHZ 10 EIEE.

VE B

[E] fE
MREERD , AIRBEEREZH HTTP AWK HTTP 204 No Content EFE,
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B2

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

[ A T

WIREEEA A, B RN EEEE, NEEREEERENE
R X

A B A B P ST

gze

#0% Amazon S3 Glacier SIS IS RALNHMET , FLWEBOE,
iR

WHIER

AT &I EiX HTTP POST S RUBKRIEENESR,

iull

w2k EROEEE,

POST /-/vaults/examplevault/tags?operation=remove HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

"TagsKeys": [
"examplekeyl",
"examplekey2"

(=] FE £ 51

MREFERK I , Bl Amazon S3 Glacier (S3 Glacier) € 1A T & FIFTREE HTTP 204 No
Content,
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HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

TR E A

- MEBRBEREFE (POST EHHE)

SIS ERES (GET %)

2
s

]
MBEZSIEN Amazon BMBENZ —FEAL API NFMET , FSHETHRS -

(=
23

« AWS Command Line Interface

RERFEFIRBER (PUT FEUEER)
ik

EREEE£SERERFENFTIER , TEBESTEENEE., EXERFEFREBCEE |, #i% PUT X2
RIFEM access-policy FER, BULUABRRFEREFNEE , Y AXBEN KNGS AE
20 KB, MNERFEFNBERNFMHEN , F2E "REEFIEE., .

=
AB ~
il:l /f

ERERFEFIBCR , 55 HTTP PUT BEREIXEIRFER access-policy FEIRM URI, 1
J‘/{Tnn/ EBIFTRo

PUT /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

Xx-amz-glacier-version: 2012-06-01
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{
"Policy": "string"

}

(® Note
AccountId EREERFEMNIRSE AWS tRF ID, BAILUEE AWS tRF ID SIEEM#IEE
B— -, (EZ%) , EEESERT , Amazon S3 Glacier EffF HEAREBHERZEAER
FHEERA AWS IRF ID, WMNREFEARSE ID , F2E ID P EEEMEFHR (-).

ERBH

LRENERBRSE
AR TR

3
¢
dn
3
o
il
\ﬁ
3

&

LREECAMBREERNFRER, NFEERBREENESA ,
ARERE
ARANEEELT JSON 1L,
1265
RIFEFIBREMA JSON F& | £/ "\ MAREF T,

FE . F&
BE 2
[ &

MRECIEFIZEZEEYE , Bl S3 Glacier #%{f8E 204 No Content,

il:l lf

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
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Date: Date

[l FE AR ER
REEFEARBIOEERNOREER, IFFROEEENER ,

Eﬁiln
N

S8 % B EEEE,
EIFER Y

HAEET & EET AR R .

o

#0% Amazon S3 Glacier ISR BB W HMET | BESMBLREE,

25451

WHIEER

LAR &I 233X HTTP PUT B REREEMaccess-policy FEIRH URIl, Policy JSON F&E
A"\"f#AEEHFT,

PUT /-/vaults/examplevault/access-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

{"Policy":"{\"Version\":\"2012-10-17\",\"Statement\": [{\"Sid\":\"Define-owner-access-
rights\",\"Effect\":\"Allow\",\"Principal\": {\"AWS\":\"arn:aws:iam::999999999999:root
\"},\"Action\":\"glacier:DeleteArchive\",\"Resource\":\"arn:aws:glacier:us-
west-2:999999999999:vaults/examplevault\"}]1}"}

(=] FE €551

WMRFERKI , Bl Amazon S3 Glacier (S3 Glacier) @ #N LA N & HIFT/REE HTTP 204 No
Content,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
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Date: Wed, 10 Feb 2017 12:02:00 GMT

MR E A

- BIBRRTFEFEBCR (DELETE FEUEER)

« RS EFEUBGR (GET FEUBER)

3
¢

FHmSH

MFAETE S BEN Amazon BBEHZ —FEMAL AP HERT  BSETHRY -

« AWS Command Line Interface

S R 7 BB AU AR (PUT BAIRAE )
iR

P EEFEFRFEEF R Amazon S3 Glacier (S3 Glacier) FHIERISEE , BUALXBB TELESF
THTE , RAETETEHIFRE. SUUERERTE , MEELTHFETHAE , AR EMHE Amazon
Simple Notification Service (Amazon SNS) 8., AJUAFERAMEXERFELREBAERE, MFEFH
HHEF , 552 EE Amazon S3 Glacier PR ERFZEEH,

EFRERTEBEA , Fi% PUT FRERFEM notification-configuration ¥&iR, B4
HRERBERAREE ; @it , tEBARTEFER. ZFREITERM Amazon Simple Notification
Service (Amazon SNS) E£EH JSON X , AR FE S3 Glacier BZ EEEEBHNEH,

AR ERTFEUARMUTREESHNEA

« ArchiveRetrievalCompleted : EAHFHEBBN THFTHE , SRELENH BEEE
(POST £#)). TERM TIEMREER LAR Succeeded 5 Failed. X ZE SNS FREMBHEEMR &
REFE (GET JoblD) EE Ay & H A [E .

- InventoryRetrievalCompleted : EAEFHEMBN TETHE , ERELENH BETE
(POST £%)). TERH THEMNMEERT LR Succeeded = Failed., EXZE SNS EERBEHEERL &
REFE (GET JoblD) & E Ay & A= .
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Amazon SNS FEMLER THRFRFENFT , TRSENEMIXEE,

s

EEREFEELEREBEAMERE B8 PUT BREEERFEMN notification-configuration ¥¥&
JRE URl, BEERBRAXFIEEMRE, ZREDE Amazon SNS TEEBN —EREREETE
BHNES,

B

PUT /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

{
"SNSTopic": String,
"Events":[String, ...]
}
(® Note

AccountId EREEREEMNIIRSE AWS IRF ID, B LIEE AWS IRF ID SRZEMIEE
B—'- (EFH) , EEERERT , Amazon S3 Glacier @ FEARFZFRZEAERE
EAEEY AWS IRF 1D, MREEAIREE ID, FPE ID R BEFEMEFHE ().

ARBHE

LRERERBRBE

AR RIR TR

REEEAFMEREERNFBRER. IRERBREENET , F2RH EREREE,
mRER

SERA LR JSON A& T,
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e
&% 2 S3 Glacier EIXBHZ —HNZESHRIFES,

BME : ArchiveRetrievalCompleted | InventoryRetrievalCompleted

PBE 2
A @5
SNSTopic

Amazon SNS E£78 ARN, WMFEFMEA , FHIFE (Amazon Simple Notification Service A5
) FH Amazon SNS AF9,

ME 2
HR . FH
[E] fE

MR E FEFZEZEHRE , Bl Amazon S3 Glacier (S3 Glacier) &€ #[E 204 No Content,
555
HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

B FE1R SR

REEEAFMBEREERNFBRER. IFERBREENET , F2H EREREE,
(2] F& A3 32

LAERET S E R E B A .

R

2% Amazon S3 Glacier SIANEERALNFMES , F2REREE,

g5

LT € fI R ERTEBA.
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gHIFER

ATFEREEE examplevault BHERE , LEMRMESH (ArchiveRetrievalCompleted
M InventoryRetrievalCompleted) HWIBHIEiAE| Amazon SNS R arn:aws:sns:us-
west-2:012345678901 :mytopic,

PUT /-/vaults/examplevault/notification-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2

{
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"],
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic"
}
[5] & £ 51

ARINRY B EEEE 204 No Contents

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

MR E A

- MEXHEBEH (GET BAIMNHELE)
- MIBR{R7ZEE A (DELETE @A)

« Amazon S3 Glacier B9 Identity and Access Management

R
WEFEEFSHEN Amazon RBEH 2 —PEML API WEFEEF , FSETHIRHA !

* AWS Command Line Interface
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Amazon S3 Glacier AR
HiF®RE

LU 28[1E S3 Glacier F AN HEEE.

£ |
- MiBRE 1% (DELETE archive)
- LEH7F (POST #1F)

B £t 7= (DELETE archive)
iR

WHEXERRTFEMBRER, SRl —ARREFEMR—EHTF. EEMBRETF , BLEREMERES
FRHEHEEE D, ZULERASSHEFNAEETHREEEFERNEBEHZ ID. NETHARFEE
FEHEET |, 528 Amazon S3 Glacier # TSR FEEF.

HEMBRBER , SRR NARAKDIFERERER , HNCHROHEF , ENFENERSEX
o

RIBUATER , EEMBREER , #THNEF ID ENURESEITETERI

- WMREFFHENT/ETE Amazon S3 Glacier (S3 Glacier) EWRMBREEHE R , EEEBRERTRE
£, A FHEEMEETREE K.

- R S3 Glacier FWMMRHEFHERE , HFHENITESRNERTHET , AU TEHRBHH,

MEHFHEEWEMET , 528 £ S3 Glacier 1 F&H 717,

AEREE. EEARMREMBRNHEFFISERER.
AR K
AMBrE1F | BEE DELETE FREHEFER URI
B
DELETE /AccountId/vaults/VaultName/archives/ArchiveID HTTP/1.1

Host: glacier.Region.amazonaws.com
x-amz-Date: Date
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Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note
AccountId ERBEEREFZEMIRE AWS IRF ID, EHLAEE AWS RS ID SiZEMHIEE
B— -, (EZ%) , EEEERT , Amazon S3 Glacier @fF HEAREBHERZEAER
BB AWS IRF 1D, MREERAIREE ID , FPE ID R EBEFEMEFE ().

3
G

RBEY
HRETERBERSH.

A RIR TR

3
¢
dn
3
&
il
%
Sl
2

LRFEEAFMBRFEERNBRER, NFERBRERNESA ,
AR
LR ERBFERAI
[l &
%3
HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

B FE R TR
WREEERASS ERERNENEE, NEEENERGET , BH0 ¥ 50 EE,
1A X

AT BB E R,

2EH

WNE Amazon S3 Glacier HIAMEERAENFMAER , FSREREE,
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i1
AT 86 RE M A examplevault 2 R1ZEM R,

158K
EMBRZEHFM ID #IEES archives WFEIR,

DELETE /-/vaults/examplevault/archives/NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-

TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEATchi
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

(=] FE £ 451

MERFERHKIN , S3 Glacier 2@ 204 No Content UURTREZS MR,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

R E A

- BB R EE (POST 9B - L&)
- LEH17F (POST 1)

« Amazon S3 Glacier #J Identity and Access Management

+EH7F (POST H77F)
iR

HWEERHEMEIREE, MEXNLE , ZHNERNERBRRE. Amazon S3 Glacier (S3 Glacier)
SHERESF , FEEEZ x-amz-archive-id ZBEFNHFE ID. LZEZREEEENFE ID, UE
HBERAUFIH T

LtEHE API fR7s 2012-06-01 409
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R ARBEERE BB R SHA256 k=, MFEAEIEH SHA256 MM ENEHS , F2H EE
BEEM.

@® Note
R AP B, RE T LEHE, (POST #%F) BEF FE SHA256 B ZE, £ BTAEE
AWS CLI,

B LEHEE | SuLLBBIEESE 1,024 A5 ASCH 2 ERE. EAEINSEFEIIERE
EEFE |, S3 Glacier 2B #1758 88, S3 Glacier FAF A AR AERA, HERBIEERH —
B, BAREFERARBERENREFHFEE,

BRTIRIEMNEERBAI , S3 Glacier T X EHENTMENPEER, HFIDR—EFEHNETHF
5|, mEERPHEHEEENEAESSR. A, EAUERFR#ERENPEER, MEFMEEA
F2 7 Amazon S3 Glacier F A 1%,

HERTTEN, EALEHES  ATHRENFILRS,

s K

EFEHF  FBEMA HTTP POST 5% , WA REEREAEMFHFNREFERN archives &
Ro BRUOESERFREK)D, BELF(SHA256 Bk ZE) , WHALLEZIEHENRHA,

A

POST /AccountId/vaults/VaultName/archives
Host: glacier.Region.amazonaws.com
x-amz-glacier-version: 2012-06-01

Date: Date

Authorization: SignatureValue
x-amz-archive-description: Description
x-amz-sha256-tree-hash: SHA256 tree hash
x-amz-content-sha256: SHA256 linear hash
Content-Length: Length

<Request body.>
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® Note
AccountId EREEREEMNIRE AWS IRF ID. ZBALUIEE AWS IRF ID SURIZEMIEE
B— -, (EFE) 6 FEEBRT , Amazon S3 Glacier FFEARZBFERZEAER
MEBIEREY AWS BRF ID, MREFERARSE ID , FAE ID PIEEEFR (-)o

2
®

RBHE

HEERETERBRSH.

A RIR TR
BRYFAEEEFEANBEREREZN , KHEXRESHERATIBFRER, NFERFREENEF , F2
B E RAEREE.

28 iR ME

Content-Length _ L =
PRI R/ (L Til). WMFEFHMER |, F2H http:/w

ww.w3.org/Protocols/rfc2616/rfc2616-sec14.html#sec
4.13,

HR . #F
o=

PRI - &

7|

X-amz-archive-

EE ELENHENLERR, CANRMEESHRSERERE
KAV BRI, MAEHTFPILRHE -/, ELEEURE
EEF (B2 BEMEK (POST £#)) B , e AHEEHN
BEHNEFNRAZEERN.

description

R . FH

= .
HEY &
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Amazon S3 Glacier

FMBABER

g iR
FRé&l : SREAMENPRBER 1,024 FT. RHFNFETREE
EHEEER 7 izt ASCIl, LH ASCII ER 32-126 +EHIE
0x20-Ox7E + /<l

X-amz-content- .
sha256 AEH) SHA256-256 EMA (IRMEHE), BEEE x-amz-
sha256-tree-hash ZEEPIEENETRRE,
HR . FH
JEER : H

BRI - &

X-amz-sha256-

ABNWERETENREERN , SHA256-256 kM=, 0

tree-hash

;ﬁgﬁéﬁ SHA256 ﬁjﬂk%ﬁgy}gﬁﬂ g nﬁ/ ‘ %*ﬁéﬁ
o R S3 Glacier AT ERBNTEMEREN , HSEEX
LI
FEER &
PR R« &

ERER

ERANTEELENER,

5] &

S3 Glacier BB EFRHE/EF , WELEHF ID B URI 3§,
B*

HTTP/1.1 201 Created

x-amzn-RequestId: x-amzn-RequestId

Date: Date

x-amz-sha256-tree-hash: ChecksumComputedByAmazonGlacier

MR

fim

fim
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Amazon S3 Glacier

Location: Location
x-amz-archive-id: ArchiveId

Bl FE AR ER

RO EERR T FREEEBEANDEREZIN  EE2 TIHERER, NFERCEERNFRER

A2REREERE,

=L EEPUN

Location

FIMANHFERKNAY URI BBE,

B T
Eljzzlzrc Lt 78 ID. LfEH B ETE Location EEH,
¥E . FH
x-amz-sha
256-tree- B S3 Glacier FTE M HIFMEMEN,
hash B
2] FE A XX
LTS EEIAEERT.
EE

#%FE Amazon S3 Glacier SIAMEAERASNFHET , F2HEEREE,
gl

EHIFER

UTEsmER LERFNER,

POST /-/vaults/examplevault/archives HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z

HEHEF
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x-amz-sha256-tree-hash:
beb@fe31lalc7ca8cbc04d574ea906e3f97b31fdca7571defb5b44dca89b5af60

x-amz-content-sha256: 7f2fe580edb35154041fa3d4b4ldd6d3adaef0c85d2ff6309f1d4b520eeecda3

Content-Length: 2097152

x-amz-glacier-version: 2012-06-01

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-
amz-glacier-

version,Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

<Request body (2097152 bytes).>

[ e 35 5
THEHKIEES —E Location EHE , A LAEHENE S3 Glacier ¥ ERIGEHEH 1D,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

x-amz-sha256-tree-hash:

beb@fe3lalc7ca8c6c04d574ea906e3f97b31fdca7571defb5b44dca89b5af60

Location: /111122223333/vaults/examplevault/archives/
NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlgqrEXAMPLEAT Chi
x-amz-archive-id: NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlgqrEXAMPLEAT Chi

HEBEE

#£ Amazon S3 Glacier F{E A {7
HHESBHPHWAEHEE (HBRLE)
B £ 177 (DELETE archive)

« Amazon S3 Glacier #J Identity and Access Management

TR EERE
LT 28 AR S3 Glacier H 90 Ex EEEZ,
FRE
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+ H11- % E% | {8 (DELETE uploadID)
- TR E L& (POST uploadD)

- B2 LE (POST 2 - L&)
- BEES (GET uploadiD)

- JIHSERE{E (GET D& - L&)

« B L& (PUT uploadlD)

A1k Bk 18 (DELETE uploadID)
iR
DB EEEEGTITEEILEHLEE ID BN S R LEE,

PIES R EERERKIIR |, BT ERER LE ID LEESH s HITEMEMBRE, FLEETREI TR
LEXY. BER , FLERFLN LEBEFESEEERBAKIL,

HAERERE,
MEEEIBRLENEN , B2E LLEIBTPNAEHTF (9B ELE),
AR

EEFLSBRLEE, B HTTP DELETE B REIEXEERFE multipart-uploads F&EJRH URI, 3
HBASENDER L& IDEBA URIHN—3%,

B

DELETE /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

@ Note
AccountId ERBEEREFEMNIRSE AWS IRF ID, EALUIEE AWS 1R ID SiZ B itigE
B—'' (EZF¥) , EEEERT , Amazon S3 Glacier @ HEAREBHERZEAE R
EAEEEY AWS IRF ID, MREFEAMREE ID , BOE ID P EEEMEFE (-)o
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Amazon S3 Glacier HBEABER

LRERERBRBH
AR
REEEAFMBREERNFBRER, NFERBREBRNESA ,

)
W
&
3
o
T
'}_ﬂ-
i

&

ARER
LRERBFERA
G

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

B FE1RER
REEERAASIOREERNEREE, NFEREEERNER ,

e
\x»

REEEHE.
(51 FE R 52
HEXTSEOEAE R,
EiE
WE Amazon S3 Glacier FISAFMEERASNFMER , F2RERLE,
L]
B HIFES]
HET5IE 5|+ | #& DELETE BREE R 2 B L& ID EIRAY URI,

DELETE /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjuUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

RiEoBEE API| A< 2012-06-01 416



Amazon S3 Glacier HBEABER

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

(=] FE &6 451

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

R E

- BBPBRLEE (POST £ - L&)
« 2B L& (PUT uploadID)

« SERD B EE (POST uploadiD)

« JIHDEREE (GET P& - L&)

- JEEES (GET uploadID)

- TESBIHNAREE OBRLE)

« Amazon S3 Glacier #J Identity and Access Management

SER 9 B £ & (POST uploadID)
HiR

SR AL 9 BR | EVE 2 LUE &0 Amazon S3 Glacier (S3 Glacier) FiEHF3f o2 L& , MA S3
Glacier REFA L LB I 5 HE 7.

NEARAIRLENET  F2RLED BTN AEEEF (DB LE).

ERHFRSYMEIREFER , S3 Glacer EELMERFERNEF D, LEHEFR K BXRERT
BOrE 7 ID UERRENHT,

FEFERP , LATEE LENBEHFAIGE SHA256 fif=E. MEBRESR SHA256 WM ZENE
A, F2R EEREEN., ERAMRRE , S3 Glacier t BEBES HFH SHA256 ifZE, MRE
FFF , S3 Glacier 8 HFRFIREFE  FAHSERER K MAERS KR, It BFEHD (GET
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uploadID) RESERAREN DR LEMELENEMHEE. HPI28@A LERINRERMET
A ARERISERRA R E RN B E,

sk, S3 Glacier EEREFMERNAREE. LEHIK , AEEHEE  UEFSERIFMES
EZHEFPNRERESNVE, EARMERNATEEESREHT S3 Glacier RER , IREEM
ERNWAREE , S3 Glacier 8EEER , MBS R LEBFERS KU

TEIRLEBREEREF. ELERRNTRIRLEER  NREREREABRFUZIRE , IRES
I A BEEMEENF ID, EXEDMERBESUWE 500 AMRRERFIFERTH , £EERBRT , &

AUEERESRLEEHRR , WEFBRUERHFNEATESHENEF ID. ERFERE  EOR

LERER%E , SEETUEERAGRE , LESBR LETSHREEESR LERES  AIERETE
R,

AR 2K

BERTHDEREE , Fi& HTTP POST #EREIAE S3 Glacier AR B4 R EEFRMEMY 2 £
Z DK URI, EE HEAHRERAN URIHE. RTERNLERRN , ELACEREHNFH
SHA256 f5EE RN B FAE AR/ (MM THEBEN).

A

POST /AccountId/vaults/VaultName/multipart-uploads/uploadID
Host: glacier.Region.amazonaws.com

Date: date

Authorization: SignatureValue

x-amz-sha256-tree-hash: SHA256 tree hash of the archive
Xx-amz-archive-size: ArchiveSize in bytes
x-amz-glacier-version: 2012-06-01

® Note
AccountId EREEREEMIRE AWS IRF ID. B LUIEE AWS IRFE ID SLUBIZEMIEE
B—' (EERHE) , EEEERT , Amazon S3 Glacier @ FHEAREEBFE R 2EAE R E
BAERAY AWS BRFE ID, MNREFEAWRIE ID , BYE ID FEEEMEFR (-)o

3
G

RBHE

BRENERBRBE
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FARIRER

BRYFREEXBEAMBREE 2 , WEXESEFEATIFEREE, NEERBREBNER , F2
RE R REZE,
ey iR PHE
X-amz-arc _ _ =
(R e BEHFNEAEXD CMITEABEN)., EREEEXSE LLEHNE
BRI FTE K/DNEVRE R
B FH
JERR &
PR &R - &
x-amz-sha =
IEG-tree- E{EFFH SHA256 fifE, ©2EBHEMFI SHA256 i =
hash MR, MREFRPIEEWNEE S3 Glacier St ENHKRES
H1FEM SHA256 BIEEBETHEAF , Al S3 Glacier 2EE 5
BEREKH,
BHR . £
JERR &
PR Hl{R4F - &
EXRxHR

LRERERBRTER.
= &

Amazon S3 Glacier (S3 Glacier) 2 B{EHFH SHA256 #HE, MEXEREEFBRPIEENEME
1 SHA256 S EMERF , Al S3 Glacier B HEFEMEIREFEF. ZEETS , SEREEHMENH
FERH URL BXf8# HTTP Location Z5H, MRLEFBRFEENEFA/NH SHA256 FHEEF ,
Bl S3 Glacier #4{EEI#EER , ME LBEMERRTHME, BRAUCEAERNEEATES R BB
£, BB BARNIhEE L 7, MR B EERER , BIHRHK S3 Glacier #EYK L& ID,
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B2

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location
x-amz-archive-id: Archiveld

o] FEAR R

BRI EIER T FREERBRNCEER ) B8 TIHEESRE, NFEFROEEENFEESR ,
A2REREERE,

=L 1]

5+

Location

MEVHHFHEY URI BE, Itk URL @& S3 Glacier FTE4AMHE ID.

H|A . FH
X-amz-arc
hive-id Lt FH ID, WEHEEE Location BEH,
¥R . FH
(o1 P58 2
EET S ERIAE BRI
gl
EHIFER

HIEMEEHIH , HTTP POST AR EE R B4 2 R LEFREEMN URl, ZBREABEERBERE
K SHA256 fa fE M 317 K

POST /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khxO0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com
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z-amz-Date: 20170210T120000Z
x-amz-sha256-tree-hash:1ffc@f54dd5fdd66b62da70d25edacdd

Xx-amz-archive-size:8388608

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

(o] FE &6 451

AT 5| E fEREE S3 Glacier ERIEE LBNHIPREYBE. ZXOEETSEATRRENHT
IDo

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/archives/

NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlqrEXAMPLEArchi
x-amz-archive-id: NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1IMNGNtHEQL8MBTGlqrEXAMPLEArchi

BREA L HTTP BEREEFFENEF/HFH URI, Hlan , ERISUEE GET SBRUERHEE.

MR E A

- MBS B LE (POSTHE - L)
« 7B L& (PUT uploadID)

. m1F % B} {8 (DELETE uploadiD)
c JIHS B LE (GET HE - £B)

« JEEES (GET uploadID)

- FESBPHNARBEHE (DBRLE)
« MiBRE1E (DELETE archive)

« Amazon S3 Glacier B9 Identity and Access Management
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BB 5 BRLE (POST 5k - £B)

PO

EEEEXERB IR LE (BESELES BTN AEEE (DB LE). Amazon S3 Glacier (S3
Glacier) 82U 7B LEEFRMNELERERHE ID, £FRE, R LEREPERALLEE D,

ELRB B LER , AIEEIS K AL TEAEN), 5 KNDUER 1 MB (1024 KiB) FelL 2
#9XR A, 5130 1048576 (1 MiB), 2097152 (2 MiB), 4194304 (4 MiB), 8388608 (8 MiB) &, &/ f
FEpH KN E1MB, XA 4GB,

ERAL EE IDELENESELS (R&ER—EN ) BLEEAMEEHN AN, KE—ETURAERI RN
FED, Bl , BRERELELE 162 MiB WER, MREHN 4 MiB NE2 KNIBEDERLE , Al L
BEHETS R/ 4 MiB M1— @& 5 #Y 0.2 MiB.

(® Note
EERB7RLEER  FTEENEHFN AR , IS S3 Glacier TEEREEREHFA D,

TR LER | S3 Glacier EBERM ID 5| AN R EEER, MRBUEDBRLE , HEWRE 24
PMERRATEE , Al S3 Glacier i BBR DB LEEIR, &% ID AIgEE24 NMNERRMATH , EEA
BEXATEEAREETR,

CIEREN

EEMEB SR LE , EALE HTTP POST BREX N ERENFNREEN multipart-uploads
FERW URI, BRVBSEB2 K/, XEALEETEHFHNERHA.

B

POST /AccountId/vaults/VaultName/multipart-uploads
Host: glacier.us-west-2.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01
x-amz-archive-description: ArchiveDescription
X-amz-part-size: PartSize
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FMBABER

® Note

AccountId BEREERFEMNIRSE AWS IRF ID, B LEE AWS 1R ID SiE B tigE
B— -, (EFE) 6 FEEBRT , Amazon S3 Glacier FFEARZBFERZEAER
MEHBE AWS IRF ID, MREFEARSE ID , FB2E ID PEEFEMEFH (-)o

3
4

RBEY

LRETERFERSH.

BRYFAEEEERANBERERE N, KEXRESERATIFERER, NFERFBREENE

AR
B E RFEREE.
=1

X-amz-part-size

X-amz-archive-desc
ription

DU W
=

BRT HREB—@EN , SEBoHARN (ST
REN), HRE—EERD ATBNRULER D K,

B 7R

R E
BRI : ZBo K/DAERZ 1 MiB (1024 KiB)
BL2 B9x 7%, 60 1048576 (1 MiB), 2097
152 (2 MiB), 4194304 (4 MiB), 8388608 (8
MiB) &, &/ NAFBI K NAE1MB , HKA
4 GiB (4096 MiB).

7|

HEHREEE LENSDs. CHUNARMES
HRRICZ R EEME RN, B8
DNREFEER (F2H REBEH (POST £H#))
i, EFAEEENSEHFNHEIEE
Wo HEFHAPHNEISEZESEIBER,

B PR

%ﬂ

T
s

RRE 7 B L&
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FMBABER

=1

ARER

iR HE
&=

R #HRBENPREFRN 1,024 fLTil,
I F T RIRBERH KRR 7 2T ASCIl, £
H ASCII 5= 32-126 +#HI= 0x20-0x7E +
ANEF,

LRERBFBRA

)3

FEEFESF , S3 Glacier Y H ID SN S BR LEER , WEE SR EE ID WHEE URI BE,

B

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId

Date: Date

Location: Location
x-amz-multipart-upload-id: multiPartUploadId

o FE AR R

RO EERR TR EEERANEEREZIN  EE2 TIHERER, NMFERCEERERNFRER
A2REREERE,

=g iR

Location
BN 2R L ID S3 Glacier WY URI B8 &, &AL URI BB REHIE
MEERUL EEE D |, R D R L&,
B 7R

X-amz-mul

T e DEREEN ID, EHTEE Location FREH,

load-id
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=g iR
B|H . F&
5] F&E R 3T
A 2N & B O] {E 1] (2] FE 1R 32
§538

W% Amazon S3 Glacier HIAMEERAENFMEN , FSBEREE,
#3451
EHIFER

LATREHIEIBE B POST MREEM multipart-uploads F&IRH URI &% HTTP
examplevault FRREB 2B LE. ZBERSIFEBELIEE 4 MiB (4194304 fTi8) B BB K/ H
BENHFHER,

POST /-/vaults/examplevault/multipart-uploads

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-archive-description: MyArchive-101

X-amz-part-size: 4194304

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0@447act430195dcb540091b12966F2a2

(o] FE &6 451

S3 Glacier B 7B HEER , Wi HIMEERFEMN multipart-uploads F&R. Location [E
FEESEBIE D B L& ID fHEY URI B8,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVIrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE
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x-amz-multipart-upload-id:
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVIrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE

WELEEEBoNFMAER

s

28 2B L& (PUT uploadID),

MR E A

« 2B L& (PUT uploadID)

s RSB L (POST uploadiD)

» F1k9 B E{E (DELETE uploadiD)
« SIHS B EE (GET 5B - £B)

« JBE % (GET uploadID)

+ MiBREI1E (DELETE archive)

- FEPRPFHAEHRTF (DERLE)

» Amazon S3 Glacier #J Identity and Access Management

JBEE 9 (GET uploadID)

B
s

bt B EEBRAEFHE LERH EE ID BANBES R LEFHHEFRS. UFEFEIRLENE
RS2RLLEIRTPHAEHEF HDRLEE).

o R EEZE , BUREETETHN S B LEHRBMRERREFER, S3 Glacier §EE ﬁJ‘
BE  ELEEERGESEN s LETEENEELNF. NRETRT B LEREXEERDE
5k , Amazon S3 Glacier (S3 Glacier) & B §5355,

WEEHXTBRESZESE, FEZLERELCEAN Marker B PFHATEEBYROER , RR
EHMIEE , marker A null, R marker A& Null , EEHER T %0 , FE2 —EFE
B0 FEREE marker FERBEERE S S3 Glacier BB EER 2 HIJE’J/%E% SR EEINERE,

BRI LUEBHERBRPIEE linit SERRHEEHERN T2 BE,
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s K

A

EIHIEEETHD R EEBHES |, & GET FREET KR LE ID BEFHN URl, EEREB DR L
B BRI REE D (BB B LE (POST 5B - LE)), EBALUREEE marker M 1imit 2
Ho

GET /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

® Note
AccountId EREEREEMIIRSE AWS IRF ID. B LUIEE AWS IRF ID SURIZEMIEE
B—T_, (EFE) 6 TEEBRT , Amazon S3 Glacier @FFHEARZBERZEAER
B AWS IRF ID, MNREEHAIRSE ID , BTE ID FEEEMEFR (-)o

ERSH
ey iR PE
limit _ a
FMESENH2HE LR, EFRREHEIA 50, EENH I HE N
BEL A ERRS , BEENIB,HEKETEBIBRRE,
B 7R
BRE  &NEBEA 1. RAEEEA 50,
marker e

ARDBEMNATERFH, marker IBESB D BEERBIID .
RN BEN D EENCEHEE marker B, NIREBEHE
BEHZINBEESR»ERPHEBNERETPE , IRETE

marker,
BHR . £
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FMBABER

=1 DU
BR&IRAF &
FARIRER

RFEFEAASIAEERNEREERR., NFEREEEENET ,
mRER

RERBHBRA

G

R

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
"ArchiveDescription" : String,
"CreationDate" : String,
"Marker": String,
"MultipartUploadId" : String,
"PartSizeInBytes" : Number,
"Parts" :
[ {
"RangeInBytes" : String,
"SHA256TreeHash" : String
b
1,
"VaultARN" : String
}
[E] FEARTE

REFEFERARSIQEERNOREERR, FEREEEENEN ,

e
\x»

wEH

BE

REEEE,

E”?E*T\J-Eo

B A
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(=] F& A1 32

E R B ET JSON L.
ArchiveDescription

EREB DR LEFRPEENHERA. MRERBD IR LEBREPREEHEFRSA , ABTLA
null,

BE . FH

CreationDate
BAE o B} L1/ UTC B,

BFH . FHE SO 8601 HHRAMWFEBRBRRE , HlW |, 2013-03-20T17:03:43.2217,

Marker

—EFERFEH  RMEBEERIECZRE. LEAUERNBERSBRFPEM marker KREEE
THEZER. IRRIFESHHDIIE , RBESR null,

BE . FH
MultipartUploadld

B2 o BBy EBR/Y 1D,

BE . F&

PartSizelnBytes
oKD CMLTEREN), EREERB R LEFRPIEENEMEE.
A . ¥

i

PR EENHD KNEE, MIPHNESEY4HEEE RangeBytes # sha256-tree-hash B/
EES

H|A - [E5
RangelnBytes

oMU THEE  SSHEN LRE,
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SHA256TreeHash

S3 Glacier B30 FrstE K SHA256 ®BifEE, B KERA null,

BH . F&

VaultARN
R B 70 EX £ /Y ST EERY Amazon Resource Name (ARN),
¥AH . FH

g

#0% Amazon S3 Glacier BIAA RIS BFALWHMER , FLWEBEE,
& 451

#0) : 5l R EEES

IR EBIBI T LA . EHIE HTTP GET BREEIEERTIN 2 B LB BES B L
£ ID W URI, &ZA[{EE 1,000 @35

BIHIFER

GET /-/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

(=] FE #5451

83 Glacier SELOEFR  BEEREEN IR LEE D Ele LERPHEE, TERESF , LEME
o BEM Marker M2 null , RRRZEEZH TN DR LE,

HTTP/1.1 200 OK
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
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Date: Wed, 10 Feb 2017 12:00:00 GMT
Content-Type: application/json
Content-Length: 412

{
"ArchiveDescription" : "archive description",
"CreationDate" : "2012-03-20T17:03:43.2217",
"Marker": null,
"MultipartUploadId"

"OW2fM5iVylEpFEMMYS_HpKowRapC3vn5sSL39_396UW9zLFUWVrnRHaPjuUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE",
"PartSizeInBytes" : 4194304,

"Parts"
[ {
"RangeInBytes" : "0-4194303",
"SHA256TreeHash" : "@ld34dabf7be316472c93blef80721f5d4"
1,
{
"RangeInBytes" : "4194304-8388607",
"SHA256TreeHash" : "0195875365afda349fc21c84c099987164"
3,
"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/demol-vault"

g4 : FIHo R EENES (EERTHMRFIFERSE)

DTEFREBMAERAS ERNESERBENER., LLEHHE HTTP GET B REXB EEETHN D B
FENSEDE LE DK URI, MERE -5, £ marker SBIEEEWLEI S LB S FE.,
B AR I B EN E—EE RN EEFHEE marker B, M4, FIERBEFF |, limit SEERE
1 MEE—EPD, FEZ , Marker MIUFR null , RREDVEE—EAEEWMNE D

BHIFER

GET /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjuUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE?marker=1001&1imit=1 HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2
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(=] FE £ 51

S3 Glacier S EEH , BEEREEZETH DR LE ID BEH LEHDFE,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: text/json

Content-Length: 412

{
"ArchiveDescription" : "archive description 1",
"CreationDate" : "2012-03-20T17:03:43.2217",
"Marker": "MfgsKHVjbQ6E1dV172bn3_n5h2TaGZQU0-Qb3B9j3TITf7WajqQ",
"MultipartUploadId" :

"OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE",
"PartSizeInBytes" : 4194304,

"Parts" :

[ {
"RangeInBytes" : "4194304-8388607",
"SHA256TreeHash" : "@ld34dabf7be316472c93blef80721f5d4"
1,

"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/demol-vault"

}
MBI = Ef

- BEPELE (POST £ - L&)
« 2B £ (PUT uploadiD)

« TR ER L (POST uploadiD)

» F1k9 B E{E (DELETE uploadiD)
« JIHDERLEE (GET D& - L)

- FESBHHARRE (DB LE)

» Amazon S3 Glacier #J Identity and Access Management
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S0 H1E (GET 28 - L&)
ik

EETREEREIHTRAREENXHENETH IR LE, ETHFNIREEREH BED KL

B (POST Bt - £B) ARME , BHATKHFLN TR LEE, "IHIREE, QETFEENG
Erf , WREREBIEF.

PR EE BEXESPH, ARERELT , TEETEERESERRS 50 o LE. &
EZEEREOEAX marker M FEATEREIIRNEFL , MRRBHEMEE , marker MUA
null,

MR marker A2 Null , EEHERT—H7BLE , IS —@E "5IHI2 R EE, FKRE marker 7
KRB , F]RES Amazon S3 Glacier (S3 Glacier) REESZ 28 "5 H 5 R L&) FRAAEBRNEZRR
B,

AL BIEEBRMEN BEE D (GET uploadD) REZEHN TR, "FIHDERLEE, BEFHT XHERN
FEZERLE. "IHSR, RESER LE D BRI 2BEES R EEHRT

NEEESBRLENES  F2RLEIRTFHNAEETF (DERLE).

aR oK
B3

EEHHEREE , T4 GET BFREET XHERN multipart-uploads FERH URI, &ET]LLRIE
f&E marker M limit 28,

GET /AccountId/vaults/VaultName/multipart-uploads HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

@ Note
AccountId ERBEEREFEMNIRSE AWS IRF ID, ETLUIEE AWS 1R ID SiE B tigE
B (EZF¥) , EEEERT , Amazon S3 Glacier @ HEAREBHERZEAE R
EAEEEY AWS IRF ID, MREFEAMREE ID , BUE ID P EEEMEFE (-)o

Yo R EE API fR7s 2012-06-01 433



Amazon S3 Glacier HBEABER

28 EEPUN W
limit a

EEREANFEON LEHE LR, MRAKREE, "FHLE
&, RFEEE&KS 50 A L&,

HA . F&H
FRél : R/NBEES 1. FABEES 50,

marker &

AR ENARERFSE, marker B L EBERERBHN LESP
Do 2K " HEE, EEPEYS marker H, NMREBEH
BYcal "I EE, B RPABRNERETSE , BIRE
‘€ marker,
BHR . F&H
PR Hl R4 - %

ARIEH

REEEARBIOEERNOEER, IFEROEEENE

%ﬂ

ERER

HIRERBFERA .

[ &

03
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
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"Marker": String,
"UploadsList" : [
{

"ArchiveDescription": String,
"CreationDate": String,
"MultipartUploadId": String,
"PartSizeInBytes": Number,
"VaultARN": String

[0 FE AR R

REEERASIEEERNOEEZER, NFEROESEENE , 520 ERLEEE,
(=] FE A 32

EERXZENLT JSON 1L,

ArchiveDescription

ERB7BR LEFRIPEENHTRA. URERS? R LEREPREEHERE , AlLkEuA
null,

HR . FH

CreationDate
BrEh o B} L&/ UTC B/,

FH . &8 SO 8601 HHRXWEERRE , i |, 2013-03-20T17:03:43.2217Z,

Marker

—EFERFR  RMEERRIECRE. SEHMN "FIHIREE FRPEM marker REE
FEPNESZLE, MRRBFESHLE, BIESR null,

HA . FH
PartSizelnBytes

BB B L& (POST 2B - £18) BRFAFBENDTERAD. ERELENMAEBIHAN  RT &
B—ED RN HABE DRI RN,
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B|H . HE
MultipartUploadld

DR EEW D,
B/H . F&H
UploadsList

BRI BRLEBYMHNTEEREE, EETHNE—EERE I HARYELENERBENRY ,
‘@& ArchiveDescription CreationDate. MultipartUploadId, PartSizeInBytes
VaultARN,

J|A gl
VaultARN

SU#FEERY Amazon Resource Name (ARN) , HP@ &7,

H|A . FH

s
i

% Amazon S3 Glacier HIAAFEERA BN FFMES
#3451
g5l I HMmESRLE

%
3
¥
an
o
?“.I::
Io]
=

DTEHHNEXHEFmEETTIN B L&, SHHIEEZXHER GET FERK URI R HTTP
multipart-uploads &K, HREFRRKRPRIEE marker M limit B8 , AHEEFRZ 1,000 &
EITHRSRLEE,

BIHIFER

GET /-/vaults/examplevault/multipart-uploads HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2
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(=] FE £ 51

EEIFER | S3 Glacier ¢t IEENRFEEEMEETH IR LEMNEE, marker LA null , &
RTEEHM EETYH,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1054

"Marker": null,
"UploadsList": [

{
"ArchiveDescription": "archive 1",
"CreationDate": "2012-03-19T23:20:59.130Z2",
"MultipartUploadId":

"xsQdFIRsfJIr20CW2AbZBKpRZAFTZSIIMtL2hYf8mvp8dM@Om4RUz1aqoEyeb6g3h3ecqB_zqwB7zLDMeSWhwo65re4C4EV"
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
},
{
"ArchiveDescription": "archive 2",
"CreationDate": "2012-04-01T15:00:00.000Z",
"MultipartUploadId": "nPyGOnyFcx67qgX7E-0tSGiRi88hHMOwOXR-
_jNyM6RjVMFfV291FqZ3rNsSawBugg60P92pRtufeHdQH7C1IpSF6ulc",
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
},
{
"ArchiveDescription": "archive 3",
"CreationDate": "2012-03-20T17:03:43.2217",
"MultipartUploadId": "qt-RBst_7y08gVIonIBsAxr2t-db@pE4s8MNeGjKjGdNpuU-
cdSAcqG62guwV9r5jh5mLyFPZFEitTpNE7iQfHiulXoV",
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
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gl : Mo FHD R EE

DTEflrEmaER s ERNBERMENER. SHHIEEZXHEN GET FEIRN URI ER
HTTP multipart-uploads #EX. EERBEHIF , linit BHEZA 1, HRRABEEFEF—EHL
&, M marker B8IEHERFERRETHN SR LEID,

g5

GET /-/vaults/examplevault/multipart-uploads?
limit=1&marker=xsQdFIRsfJr20CW2AbZBKpRZAFTZSJIMtL2hYf8mvp8dMOm4RUz1laqoEye6g3h3ecqB_zqwB7zLDMeSh
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

(o] FE &6 451

FEEFEH , Amazon S3 Glacier (S3 Glacier) B ¥iEENRFEEE —ETHBMEETH 2B LE
HEE | RIEENERHE , YEEMER R

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 470

"Marker": "qt-RBst_7y08gVIonIBsAxr2t-db@pE4s8MNeGjKjGdNpuU-
cdSAcqG62guwV9r5jh5mLyFPZFEitTpNE7iQfHiulXoV",
"UploadsList" : [
{
"ArchiveDescription": "archive 2",
"CreationDate": "2012-04-01T15:00:00.000Z",
"MultipartUploadId": "nPyGOnyFcx67qgX7E-0tSGiRi88hHMOwOXR-
_jNyM6RjVMFfV291FqZ3rNsSawWwBugg60P92pRtufeHdQH7C1IpSF6ulc",
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
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}

MR E A

- BREDERLE (POST - L&)
« 2B L& (PUT uploadID)

« DB L (POST uploadiD)

» F1k% B E{E (DELETE uploadiD)
« JBE % (GET uploadID)

- FESBPHNARBEHE (DBRLE)

» Amazon S3 Glacier #J Identity and Access Management

3 Bk E{& (PUT uploadID)
iR

EE5 B L ERER LI EN — 55, STUEAIEF LEHEHS | BREENS B LEERDE
ISR S T 2 BAREN L TARE. SHTNTS HEELSS. ST EMSIE 10,000
2853 #0318,

NEARIRLENEN , F2RLED BTN AEEEF (D BELE).

MBLLTERA true B |, Amazon S3 Glacier (S3 Glacier) @164 L EEf 255K :

« SHA256 BIHEREE : AR I ERNTSEERIFRIE , REEXI DM SHA256 6 #EI &
HAerERERD, TWIIZIBHELRE , S3 Glacier bt EiEE SHA256 #idE, MEMEMEET
Y, BEREXRN, NEAEE SHA256 B ENET , H2E EEREERN,

» SHA256 MMM ESHEN ANREFTE , BEFERME LEEEMN SHA256 RMUHMZE , YKEES
EFERF, MEBREHR SHA256 iRMEMENEF , F2REEREET,

« WO KRNTHER : BERD (REBDERA) AN, BAFESHEBEN BB DR EE (POST 5 -
L&) BRAPAEEN XN, KREDBRHAPDLEREENADERSPNREEN KD,
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® Note

MREF LEBD RO XN RERED R LEFRFAEENDRKR/)D , MARDBRTR&R
®B—EDE , A LEDRFEREERD. T8 , REN "THTRLEE BRESKRHK

- HETHE BRIV THEERE K TRHSHENERBRFPAEENIS K. film , mRE
5 7E 4194304 L 7T4E (4 MB) B9 ER K/ |, B 0 B 4194303 T4 (4 MB -1) 1 4194304 (4 MB)
8388607 (8 MB -1) EEMMN S B EE, T8 , MELSTHERES 2MB 2 6 VB , BERTHTS
PERA/NE EESE LR,

LASERE, IRESRELEMEND R , RMBERTAEENENSER 2 LENER,

R

BEE L HTTP PUT BB REHBHEHR D R LEFRAMERRN L& ID M URI, S3 Glacier A L&

ID, REVZD B -EEFERS LEZENEE, FRUEITEDBRERK SHA256 HHZE (x-amz-
SHA256-tree-hash #Z5R), B{ERBH SHA256 #RIEMZE (x-amz-content-sha256 &), Ut
fA%8E (Content-Range 1Z5) , MR THER TN D EBEE (Content-Length #£8),

A

PUT /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Range: ContentRange

Content-Length: PayloadSize

Content-Type: application/octet-stream

x-amz-sha256-tree-hash: Checksum of the part

Xx-amz-content-sha256: Checksum of the entire payload
x-amz-glacier-version: 2012-06-01

@ Note
AccountId ERBEEREFEMNIRSE AWS IRF ID, ELUIEE AWS 1R ID SiE B itigE
B—- -, (EZ%) , EE&EERT , Amazon S3 Glacier @F HEAREBHER2EAER
BB AWS IRF ID, MREFERAIREE ID , F2E ID R IEFEMEFHE ().

HERE API| W< 2012-06-01 440



Amazon S3 Glacier HEASER

LRENERFRSE
FARIR TR

BRYFIBEEEANBERERE N, KERESERA TIFEREHR, NFERBREENEF
B E RFEREE.

3
¢

1 ik 2E
Content-Length s TARTNS BEE. B
T
B
R

Content-Range i =
BRET B LB EBEHEN THESEE, S3
Glacier FRALEANERNIEFEETF. LERE
Hy#&E1E RFC 2616, #HIMREA Content-R
ange:bytes 0-4194303/* °
A . FH
®oE
FREGRE : SEEF S AREERBT R LERTIERE
M3 B KD
Xx-amz-content- _ =
<ha256 P L EAEK SHA256 EER (REME), EH
&1 x-amz-sha256-tree-hash ZEHBEFEEHN
ERE,
¥R . FH
%=

HERE API| MR 2012-06-01 441


http://www.w3.org/Protocols/rfc2616/rfc2616-sec14.html#sec14.16

Amazon S3 Glacier HBEABER

=1 DU HE
PRAEIRMF - &

fim

Xx-amz-sha256-

EEM LEZ2ERN SHA256 Rz, WEEEE

tree-hash B SHA256 B ET , BHM BEREE,
B P
R
R
EREM

ARANBEELENER.
=] f&
B2 EEE 5 , S3 Glacier E 204 No Content HEIFE,
B
HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId

Date: Date
x-amz-sha256-tree-hash: ChecksumComputedByAmazonGlacier

[ FEARER

U EIER T FREERBERNCEER ) BB TIHRESRE, NFEROESEENFEE
A2REREERE,

%ﬂ

=1 #ir

Xx-amz-sha256-

tree-hash S3 Glacier & LB E D FHEER SHA256 fHiH=E,

BHR . FH
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(=] F& A1 32

LAERT S E R A X

L)

UTHEREE4MB TR, AREREMTABELUS IR SEFHIE — @D KR,
EHIFER

#Hf{Fx HTTP PUT BRUEE4MB DB, BREBEEAERHRIBR LEBERMEEZLEIDH
URI, Content-Range FHEM 7 BREBAAHFNE—E 4 MB EXl 2B,

PUT /-/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zLFUWVIrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Range:bytes 0-4194303/*
x-amz-sha256-tree-hash:c06f7cd4baacbh@87002a99a5f48bf953
x-amz-content-sha256:726e392cb4d09924dbadlcc@ba3b@0c3643d03d1l4cb4b823e2f041cff612a628
Content-Length: 4194304

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-
amz-glacier-
version,Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

HE2LET R, EFERMEERN ; T8 , BLANEE LED BRRVE SHA256 iz |, t Al blig
EMOATHEBEE , UEHD RS EARKBHANHE, UATHERELEFRERLE DS —ES
BRo BRIEEZHFERZENT —{E 4 MB HEFHM 4 MB 955 R KD,

PUT /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Range:bytes 4194304-8388607/*

Content-Length: 4194304

x-amz-sha256-tree-hash:f1l0e02544d651e2c3ce90as4307427493
x-amz-content-sha256:726e392cbh4d09924dbadlcc@ba3b@0c3643d03d1l4cb4b823e2f041cff612a628
x-amz-glacier-version: 2012-06-01

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120525/
us-west-2/glacier/aws4_request, SignedHeaders=host;x-amz-content-sha256;x-amz-date; x-

HERE API| MR 2012-06-01 443



Amazon S3 Glacier HBEABER

amz-glacier-version,
Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

Al LAMEAA B £ 249 ; S3 Glacier A B EI s SEFEERE , LURERSI I WIERF,

(=] FE €551

HTTP/1.1 204 No Content

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
x-amz-sha256-tree-hash: c06f7cd4baacb@87002a99a5f48bf953

Date: Wed, 10 Feb 2017 12:00:00 GMT

MR E A

- B9 LE (POST £ - L&)
« 2B E& (PUT uploadiD)

« ST ER EE (POST uploadID)

» F1k%5 B E{E (DELETE uploadiD)
« JIHDERLEE (GET D& - L)

» JBEERS (GET uploadID)

- FESBHHARRE (DB LE)

» Amazon S3 Glacier #J Identity and Access Management

ETFIRAE

LA 2 S3 Glacier Al AR THE1ESE,
FE

o HIREHK (GET JoblD)

- "HSMEH@H, (GET @)

- BRBEHK (POST £5)

B T4 (GET I4E)
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HIRIEHS (GET JobID)

PO

WEXELRECH BB TENERET , SEIERSBEY. RBITENERE. THEREE/A
B, BAR®TE Amazon S3 Glacier (S3 Glacier) e L{E#%& E@&I# Amazon Simple Notification Service
(Amazon SNS) £/, MEFEMBEBNFMEN , F2E BETH (POST £%).

(® Note

WRETELARETENMRE, B2 , RMBIUEREERTE Amazon SNS £ | WHERE T
EERPIEERZEE , MEETK IER , S3 Glacier AILUBHIZERE,

S3 Glacier T I {E#% , T/EID EV & 24 MERTEBE,
H-PIN
EE

EEMEERIBRENES , TER HTTP GET At , WEEREERERBIEELH,
¥ UR| BB E) T/ERF S3 Glacier EEBENKR I 2ERN.

il
i
ol

, 18

GET /AccountID/vaults/VaultName/jobs/JobID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: date

Authorization: signatureValue
x-amz-glacier-version: 2012-06-01

(® Note
AccountId EREEREEMNIIRSE AWS IRF ID, B LUIEE AWS IRF ID SRZEMMHIEE
B—' (EFRH) , EEEBENRT , Amazon S3 Glacier @ FHEARKBFE R 2EAE R E
BAEEEY AWS IRF ID, MMREEAIREE ID , B2 ID FEEFEMEFH (-
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FMBABER

®

Note

HEFERS , MREERE JobID , ZMEREREEEXHE LHMEERPEBNBE, NF

BRI HEBNFAES , FF2H 5IH T (GET TH),

ARSH
LRETERBERSH.

A RIR TR

IRFEEAFMBREERNFBRER. NFERFRERNESA

ARER

LR ERBFRA

[=l &
&

3

HTTP

/1.1 201 Created

x-amzn-RequestId: x-amzn-RequestId

Date:

Cont
Cont

Date
ent-Type: application/json
ent-Length: Length

"Action": "string",
"ArchiveId": "string",
"ArchiveSHA256TreeHash": "string",
"ArchiveSizeInBytes": number,
"Completed": boolean,
"CompletionDate": "string",
"CreationDate": "string",
"InventoryRetrievalParameters": {
"EndDate": "string",
"Format": "string",
"Limit": "string",
"Marker": "string",
"StartDate": "string"
},

3
¢
w3

il

%
Al

o>t
di
(]
i
o

HiRMEH
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FMBABER

"InventorySizeInBytes": number,
"JobDescription": "string",
"JobId": "string",
"JobOutputPath": "string",
"OutputLocation": {

"s3": {
"AccessControlList": [
{
"Grantee": {
"DisplayName": "string",
"EmailAddress": "string",
"ID": "string",
"Type": "string",
"URI": "string"
},
"Permission": "string"
}
1,
"BucketName": "string",

"CannedACL": "string",

"Encryption": {
"EncryptionType": "string",
"KMSContext": "string",
"KMSKeyId": "string"

},
"Prefix": "string",
"StorageClass": "string",
"Tagging": {
"string": "string"
I
"UserMetadata": {
"string": "string"
}
}
},
"RetrievalByteRange": "string",
"SelectParameters": {
"Expression": "string",
"ExpressionType": "string",
"InputSerialization": {
"csv": {
"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",

HiRMEH
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"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"RecordDelimiter": "string"
}
},
"OutputSerialization": {
"csv": {
"FieldDelimiter": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"
}
}

3,
"SHA256TreeHash": "string",

"SNSTopic": "string",
"StatusCode": "string",

"StatusMessage": "string",
"Tier": "string",
"VaultARN": "string"
}
B FEARER
HBEEERASS DS RNEOEEE, IEEROEEENET, , Ho0 ¥ EEEEE,
2] FE A XX

EIFEANEZELLT JSON #1,
Action

TEHEA, ©R ArchiveRetrieval., InventoryRetrieval = Select,

HR . 7R

1z
SHEHRENHFHEERFERNER ID. &8, #NA null,
R . FH

ArchiveSHA256TreeHash

AR FEBNREEEFH SHA256 kM=, BREFHEIER , IHAZS null.
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F|H . F8

ArchiveSizelnBytes

$ M ArchiveRetrieval £% , ERBRTHMHFEN K/ , MuUTHAEN, HR
InventoryRetrieval £ , A null,

B Y
B

THERE, ENFREFHERESTAE  EAINER "BUSESE L, (GET &#ik) BEUERKHY
B,

BA . AME

CompletionDate

Het

EBFRTRNEBRRERE (UTC) WKE, EEHETETR , XEA

HR . FH

CreationDate

o

BIFHAEN UTC A,

A . ISO 8601 BHIRWEFERRE , Hli0 , 2013-03-20T17:03:43.2217Z,

InventoryRetrievalParameters

ARSZREFHEINBAS .

A : InventoryRetrievalJobInput¥1#F

InventorySizelnBytes

$M InventoryRetrieval £% , ERFBRTHNWERFHN K/ , MMuTHAE N, HR
ArchiveRetrieval & Select 1£#% , A null,

BE ¥

JobDescription

BN ERRANERRA.

1£ S3 Glacier F#& I T4EH 1D,
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F|H . F8

JobOutputPath

BEEHEEHVE,

HR . FH

OutputLocation
—EYH  Eh a2 ERRFEREHERNERNLENENR,

A . OutputLocation ¥4

RetrievalByteRange

AR EHEIESH MBI TEEE | #8XB TStartByteValue-EndByteValue, 1 MBI 1F
HEHREECEE, RENEERE , W StartByteValue E/A 0, M EndByteValue SR 1EHY
KPBE 1. BREFMESEEESE | WA null,

A . FH
SelectParameters

— @4, RS ABARNEENSBNER,

A : SelectParameters¥ 4

SHA256TreeHash

FREERAVEFEEERY SHA256 fHiRfEE, MREBEN BEER (POST £5) FREE TR
MZRENSE  AERvEEE —EE. NEERHFHERNNERMZENFAER  F260
THEHKEZERBERN,

HREREEHENIEERG , kBB ArchiveSHA256TreeHash B [E.

M EUTERTA null :

- HiFHBREBMEENEETFERMRMER.

- EEHEZEEHFNEBEMRENENEENHFEHE R InProgress,
- EFE®

- BRI,

R . FH
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FMBABER

SNSTopic
BUYOEHRY Amazon SNS IR,

HR . F&H

StatusCode
RREBAREHIRE.
B{E : InProgress | Succeeded | Failed

H|A . FH

StatusMessage
HREBARENRERAS,

BR . 7R
5]

AREESHEHINEREFER R,
BME : Bulk | Expedited | Standard

HR . FH

VaultARN
ZAEBR FERN X E Amazon Resource Name (ARN),

HR . FH

i}

3

FE Amazon S3 Glacier FIAMEERASNFREN , FSREROE,
gl

LT S8 R R R IV E R B R

EHIFER | RS EHER

GET /-/vaults/examplevault/jobs/HkF9p6o7yjhFx-

K3CG16fuSm6VzWIT7esGQf co8nUXVYwS@jlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID HTTP/1.1

HiRMEH
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Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

(o] FE &6 451

EIfEAX S HREEERHH JSON, FiEE , HREFHEINHFHEES , JSON MuRMEEM.
BR , EMUTERMEBERK , BEA null, UATERFHEBERNEFICIE, TETHEE

« Actionf@fZ{EA ArchiveRetrieval,

« ArchiveSizeInBytes MR TR ERNFHEEEFBERNBFKRN,

« ArchiveSHA256TreeHash W{ B REEFHFH SHA256 iR #E,

* RetrievalByteRange MVBEREMBERFRPFRNEE, EEBEFF , FREBHZ.

« SHA256TreeHash B R ERMEBEKERPERNVEELN SHA256 Bk E, EEBEFIH |
82 ArchiveSHA256TreeHash @M [E , EXR REREEHE,

It InventorySizeInBytes HM{UEA null , RAEFEARSFHEEUER.

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 419

{

"Action": "ArchiveRetrieval",

"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlgrEXAMPLEArchi
"ArchiveSizeInBytes": 16777216,

"ArchiveSHA256TreeHash":
'beb@fe3lalc7ca8c6c@4d574ea906e3f97b31fdca7571defb5b4s4dca89b5af60",
"Completed": false,

"CompletionDate": null,

"CreationDate": "2012-05-15T17:21:39.339Z7",

"InventorySizeInBytes": null,

"JobDescription": "My ArchiveRetrieval Job",

"JobId": "HkF9p607yjhFx-

K3CG16fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54Z2ShjoQzQVVh7vEXAMPLEjobID",
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"RetrievalByteRange": "0-16777215",

"SHA256TreeHash": "beb@fe31lalc7ca8c6c04d574ea906e3f97b31fdca7571defb5b44dca89b5at60",
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",

"StatusCode": "InProgress",

"StatusMessage": "Operation in progress.",

"Tier": "Bulk",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

UTREFHEEBNE/NDE, TETIER

« Actionff{EA InventoryRetrieval,

« ArchiveSizeInBytes, ArchiveSHA256TreeHash # RetrievalByteRange #{{EA null ,
K 518 LM T E AR EFHEEER.

« InventorySizeInBytes #{UfER null , ARZXEBRNEETH K MEETEMNEFHATS
ElEF. WREBRERREBBRZATH , BB S L Ha Kb,

"Action": "InventoryRetrieval",
"ArchiveId": null,
"ArchiveSizeInBytes": null,
"ArchiveSHA256TreeHash": null,
"Completed": false,
"CompletionDate": null,
"CreationDate": "2012-05-15T23:18:13.2247",
"InventorySizeInBytes": null,
"JobDescription": "Inventory Description",
"JobId": "HkF9p607yjhFx-
K3CG16fuSm6VzWIT7esGQf co8nUXVYwSQ@jlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID",
"RetrievalByteRange": null,
"SHA256TreeHash": null,
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"StatusCode": "InProgress",
"StatusMessage": "Operation in progress.",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

T RETHNEERIEBNESEE , Hh a8 ARGEE X EEEMEETS BT,
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"Action": "InventoryRetrieval",
"ArchiveId": null,
"ArchiveSHA256TreeHash": null,
"ArchiveSizeInBytes": null,
"Completed": true,
"CompletionDate": "2013-12-05T21:51:13.591z",
"CreationDate": "2013-12-05T21:51:12.281Z7",
"InventorySizelInBytes": 777062,
"JobDescription": null,
"JobId": "sCC2RZNBF2nildYD_roe®J9bHRAPQUbDRkmTdg-mXi2u31c49uW6TcEhDF2D9pB2phx -
BN30JaBru7PMy0l1fXHdStzu8",
"NextInventoryRetrievalMarker": null,
"RetrievalByteRange": null,
"SHA256TreeHash": null,
"SNSTopic": null,
"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"Tier": "Bulk",
"VaultARN": "arn:aws:glacier-devo:us-west-2:836579025725:vaults/inventory-
icecube-2",
"InventoryRetrievalParameters": {
"StartDate": "2013-11-12T13:43:12Z",
"EndDate": "2013-11-20T08:12:45Z7",
"Limit": "120000",
"Format": "JSON",
"Marker":
"vyS@t2jHQe5qbcDggIeD50chS1SXwYMrkVKo@KHiTUFEYXxBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0SL
I

MR E

- THRBEHKEL . (GET @)

« Amazon S3 Glacier B Identity and Access Management

"ENS{ERE L, (GET &)
1R

LRI T EHER MEMER (POST £%) MBHNERN@EEH, RBECERDERKAEENEHE
B BHERFEINFEFTENRR,
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BaEREEN THEEERTHAMAEKBHR TEHE 2@, YR FNEFEIRES , BRIEN
SE 4 e P R E P E R A AN RERE TEHB AR,

HRHEFEHEEE A LEEZBRBEXNNREREEN. WRETEII2@E , AIFEHN K NERREE
EWNMTHEE, Fln , MREIEE bytes=0-1048575 &E , AIERFE TR AK/NAE 1,048,576 LT
., MEETHREMEETF , MIFEH K PRE LEE Amazon S3 Glacier (S3 Glacier) R EFE KRN, &
AN EREGEES L EENEERER,

HRHFHEIRIAE , RBIEENMLTHELEEME , S3 Glacier EERERTIHWREREN, AEATH
MRS REMNESR  FAEAFKLNRERN  BEERENS  IRIFXNDRENSEMHE
B,

S3 Glacier TR IE#R , T ID EDE 24 PMRATEBH, LHRER , B LE S3 Glacier TR T
E#& M 24 NFATE TEE@ T,

B3R
B*
EEHEESE L B8 HTTP GET SBFREX S EEBEM output B URI,

GET /AccountId/vaults/VaultName/jobs/JobID/output HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Range: ByteRangeToRetrieve

x-amz-glacier-version: 2012-06-01

@ Note
AccountId ERBEEREFEMNRSE AWS IRF ID, EALUIEE AWS IR ID SiZ B itigE
B—'' (EZF%) , EEEERT , Amazon S3 Glacier @ HEAREBFERZEAE R
EAEEEY AWS IRF ID, MREFEAMREE ID , BOE ID P EEEMEFE (-)o

i

ARBE

LRENERBRBE
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FARIRER

BRYFIEEEREANBEREE N, WERESERA TIHFERER, NFEERFBREENES , F2
BERFEREE,

=F #iR PBE
Range )

fed H AP REENVY LA EIE, Bl MRBEETHE R
1,048,576 fU Tl , FEHSEEIEE S bytes=0-1048575 , Il
FHMEA  BucEHEEERANESR, HEEMBEIERES
FEENTNHEERRE. £EAZREBERLT , EERETHEEE
Ho

MEFEH@ERA , AIBITLUER Range 55 RZTE R FFEEH H
W —E0. ERELETUNEB NI THER T HREEE@EH,
flan , BEEE 1GBHNAEKAHETS , WHALRE—IXTH
128 MB FERIES , AHLE/\@ "EESEKEE . FR. &4
FAUTEFTREKE DL

1. EBFEM Range ERIEEEEN L T/AHE , T 128 MB
&, BRERTWEITA 128 MB &R

2. RER - A DOESKEFAINRERN. BFERAFR
LASHNBERN  WAHEDRRRINREBNETL
B, URARZERIIFFEEHER,

3. EHMBE/N\E 128 MBEHEREREESR 1 M 2, BXIE
EEENNTHEE,

4. TEEKHENMER R , £6 8 AREHEFNEMNEE.,
TEELENEREZUSREFAR LN REEN, £A &
R{EH (GET JoblD) #4E , BB AZ R HNEENER
B, WEESEFERIE S3 Glacier FEEHFZHNHRER
Mo BRILSHERMENBREENETLE , UBRATH
NWEEFESFRBREHER.

B/ PR

JEER : &
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=1 DU ME
PREIRA - &

ARER
LRERBHFRAI
=] f&

B

HREEMEEHEERNMEEGER , F&EEEEKER 200 0K BIERNE, ERRMBIABE,
flan , MREEFRHPIEET Range FHE , |, AlFEEEEMERIE 206 Partial Content,

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId

Date: Date

Content-Type: ContentType

Content-Length: Length

x-amz-sha256-tree-hash: ChecksumComputedByAmazonGlacier

[Body containing job output.]

B FEARER
XL DU

Content-Range

S3 Glacier BRI TAEE, MREIATEHT 2@ E | B EAGIRM
Glacier BEIH L TiEEE
fign , bytes 0-1048575/8388608 £ 8 MBHEREIZE—1E 1 MB,

WEEE Content-Range EBEMFHHEN , F2EAE - S1EZERN
NER,

B FH

Content-Type
REFHEBRANEROHRFEERXHERE.
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Amazon S3 Glacier HEASER

g iR
HREEFER , AREE A application/octet-stream o

HRAXHESE , MREEREBEBREFERT CSVER |, AlRAER
& text/csv., BEl, EFERERT , XHEEBEMA JSON EH ,
WEHARERS application/json o

B|H . Fa&
Xx-amz-sha256-
EEEPERNREEN, RETEREFEEERN & LR EE E
B, A ERMBEEBRIPBROVENENGEEGREEFS , XE
£ TESEEEL) PTENSEECESREERSK K SHRMESR,
NEFHREREERFSHEENFHES , F2E TREREERER
Fo

tree-hash

plan , MREMBEBBRIEE T EHRRNSEREEFSHE (SFR
BH7F) , AETIERT , BRI THRERNREEM

RS I E R B ESE

FBERMTASHENREERER , EXNABEEMTAE (1024 KB) Fe L
2HE , YAUBREEN K PNV EZEEBNER, flon, mREE
3.1 MB WHEEVE R , WHEIEE 7T —E#% 1 MB B % 2 MB &RV E
, Bl x-amz-sha256-tree-hash AL EZEEREER,

FERBEEENENNEGE  ZFEEFEELERNNER , MXEBEN
RSB/ NEE , HREATNT—EE 2 WEN , EFR)DRA
1 BEITAE (1024 KB), 5l |, 1R EH 3.1 MB WHEEER , ¥ H
BIETE T — ATt 2 MB BA#E , LA 3.1 MB R (BRNER) WEE |
Bl x-amz-sha256-tree-hash A CEZEEED,

HH . FH

S API fR7s 2012-06-01 458



Amazon S3 Glacier HBEABER

(=] F& A1 32

S3 Glacier EEIEANX PEE TE@H, RFEBEE  BGHUTUAREFEARINHERE, EXHE
BERRT , RIZFERR , @4 T5| JSON AXEREERE,

{
"VaultARN": String,
"InventoryDate": String,
"ArchivelList": [

{"ArchiveId": String,
"ArchiveDescription": String,
"CreationDate": String,
"Size": Number,
"SHA256TreeHash": String

}

MREBEMBXHEFTETKEREREH2IRE (CSV) @ , AITERXH L CSV B EE XX #
BB, CSV #&XE @M "Archivelds . 1 ArchiveDescriptions . 1 CreationDates . 'Size,
M "SHA256TreeHash) , HEZEZFHERY JSON BB,

(® Note

EEEN CSV A , MU TS URERUALSIHRIERER, TEEHIE SR
WL — RS SRIERR, Hl , my archive description,1 % "my archive
description, 1" {EE, EEENESIHEATEENBAUPNES|HEFT , REAETHD
HEMERFHEFTERE, HI80 , my archive description,1"2 #%& "my archive
description,1\"2" #&E , my archive description,1\"2 #%& "my archive
description,1\\"2" EE, RFRFTIEgEL,

JSON E[FERXEBELLT JSON i,
ArchiveDescription
HENRHA,

BHR . FH
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517

HEH 1D,

B . pe
ArchiveList

HEFRENNES, FEPNSENHERTIXHFEFTEN —EFENTRER,
EA .

CreationDate
B HEM UTC HERFBRER,

A : 1SO 8601 HEA KM FHRRRZE , Hl0 , 2013-03-20T17:03:43.2217Z,

InventoryDate

ENHESEETROXGENZEEEN UTC BEMNERE, B% S3 Glacier 8 X%EfE— R RTF
EEfF  BREEEHLRBHUREHREEETH A EMRE , X EHBRH A,

FH . SO 8601 BHIRAMWFERRZE , #ln |, 2013-03-20T17:03:43.2217Z,
SHA256TreeHash

BENRER,

FE . FH
K

AR (Z7TiE).

R HF
VaultARN

S SREFHEEAY Amazon Resource Name (ARN) &R,

| Fa

i

?

WNE Amazon S3 Glacier HIAMEBERAENFFHAE , FSEEREE,
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g5

LT € 6 58 R BN E IR AV EE R Y S R

g5l 1: THE@H
REFIFEEN S3 Glacier & O FER B HEMEN TR R MERNER,
EiIFES

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-
K3CGl6fuSmeVzW9T7esGQfco8nUXVYwS@jlb5gqllZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID/output
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

(=] FE £ 51

LT RHEFEHEIEXNESIEE, 5= , Content-Type R application/octet-
stream, ¥ H x-amz-sha256-tree-hash ZBEBEELCIEYF , EXNECIFEEEEE

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
x-amz-sha256-tree-hash:
beb@fe31lalc7ca8c6c04d574ea906e3f97b31fdca7571defb5b44dca89b5af60

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/octet-stream

Content-Length: 1048576

[Archive data.]

LTREFMIIXNESIEE, 5% , Content-Type Z5E R application/json., %A
=  EFETREE x-amz-sha256-tree-hash 2,

HTTP/1.1 200 OK
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT
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Content-Type: application/json
Content-Length: 906

{
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault",
"InventoryDate": "2011-12-12T14:19:012",
"ArchivelList": [
{

"ArchiveId": "DMTmICA2n5Tdqqg5BV2z70g-
A20xnpAPKt3UXwWxdWsn_D6auTUrWekwy5Qyj9xd1MCEImBYVMQ63LWaT8yTMzMaCxB_9VBWrW4Iwazsvg5kehAPDVKcppl
oA",

"ArchiveDescription": "my archivel",

"CreationDate": "2012-05-15T17:19:46.700Z",

"Size": 2140123,

"SHA256TreeHash":

"6b9d4cf8697bd3af6aalb590a0b27b337da5b18988dbcc619a3e608a554ale62"
},
{

"ArchiveId": "21HzwhKhgF2JHyvCS-
ZRUF@8IQLuUyB4265Hs3AXj9MoATIhz7tbXAvcFeHusgU_hVi01lWeCBe@N51sYYHRyZ7rrmRkNRuYrXUs_sjl2K8ume_7mKO_
uHEloHgaW9d37pabXrSA",

"ArchiveDescription": "my archive2",

"CreationDate": "2012-05-15T17:21:39.339Z7",

"Size": 2140123,

"SHA256TreeHash":

"7f2fe580edb35154041fa3dsbsldded3adaef@c85d2ff6309f1d4b520eeecdal3™
}
]

EHl 2 ETHHE WL

ZEFH{ERREN S3 Glacier A M EREBH FHIM TEFRMERMNBEFRS . FREATEN Range &
SR RHEELAT 1,024 L Thl.

BHIFER

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-

K3CG16fuSm6VzWIT7esGQf co8nUXVYwSQ@jlb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID/output
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Range: bytes=0-1023
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x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

(=] & £ 451

TR EEER 206 Partial Content EIfE, EEEERT , EIE{HEE Content-Range &
9H , XIZTEIEE T S3 Glacier EEIM L TAAEE,

HTTP/1.1 206 Partial Content

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Range: bytes 0-1023/8388608

Content-Type: application/octet-stream

Content-Length: 1024

[Archive data.]

MR E A

. JREH (GET JobID)
. FRE)EHE (POST 11%)

« Amazon S3 Glacier #J Identity and Access Management

BT (POST 17)

HEE SR E T HIEE /M Amazon S3 Glacier (S3 Glacier) T4E :

« archive-retrieval : HEE 17

+ inventory-retrieval : EEREE

ES ]
« PR HEIREFEEFERTE

SE 3
® mB-~Z

|]E
ot
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- Eif5l
- MEEE

Nt B ERERFEEFBERNTIE

HEHEEREFEEEFZRFRASEE , EELRE I, —BRE , EZEVEEH. HREMED
=

1. EF BEEH (POST 1£75) BB MEEUER.

/A Important
EREEBER W e S SR B I EEZE R R AR , W3R PolicyEnforcedException,
MEEEERERBERNFMEN , F28 S3 Glacier ERHHEEUBE, WFE
PolicyEnforcedException BIAMAHNFMERF , FSE EREE,

2. EBERE , A _"IEEHEE, (GET @h) RETHMTE.

BOEES A ABTHIGER. EERBMEI TR , S3 Glacier @2 Y T/EI 7 @ EHER T4E ID,
E S3 Glacier TR LK , LU UHMEITFaH (HFEFER). IFEFERGERHLAFMAE
A, F2R _TEUSERBH, (GET @) B

MATRER  FREMEHEEE, EEVEHERMETX , BB THIER :

- f£F Amazon SNS BX : LA LUEEE TETH® , S3 Glacier A LAE /i@ &1#Y Amazon SNS *
B, B ASETKAEREE M@ SNS £, BAEE S3 Glacier B TE&REX., BRTEES
B T/EFERA SNS T8 , EAUARTFERERTFTERM , UEAMBHIEEIEEN, MFE
HHEY  FSRERERTEBAER (PUT BAKERE).

- MEBITEFMER  THEETHE  BULURY HIREH (GET JoblD) &R EAEE T/EARREE .
B2 , fEA Amazon SNS BHIR¥|H THEMEBEEREEERE,

(® Note
ERBBAINEHNES , EBEF HRETR (GET JoblD) FREVSHEAME.
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MRHRBESH S BARENEIRFES , Y EERME THEFRPIEE SNS 5 , A S3
Glacier ERFHEEZEMERA. MFFHMEF , F2RZERFEEXNERE (PUT BAIAERE).

hREEER

RIEFE - HF LEIRFENI—KIEE , S3 Glacier KWBREFH —RREFEETF, MRRLR
REUR , REMEIMBRXAENFE , IFERHTEEN., ELXARTFEEFRB TR |, S3
Glacier @B HELNRE—EERF A ER—EREMRR , MARAFER,

S3 Glacier RAEFERME—EAERFR A BEFEFX XY —XOKE T AT UEEUER.

BURLAREABEATE LBENNXHERENTE, B2 , RRETAF R LEZBERNE , AR
A% L B2 S3 Glacier WEFHETEERZUEAB . AR, CUREBRAXMEFTENHTE , 75U
BAEBREEREBETFEAEBRNXHETERBHES . NERBEEF TR L P EE SRR
&9, F2R BEAX.

B E
B EREEERTFEEY A HRRERGRRHFEFNINREFEEFRENRE,
EBHFEY B HETER

B LUEBERMEBE TEBRPIEEELSHME , RIEEVE StartDate M EndDate ZEEMN 2 3
FHERFEBH, £ StartDate 2 2% , AN EndDate 2 BIFFE Y M HFZHELD, MRERIE
;%8 StartDate # EndDate , AI#fEN StartDate 2 R BIHNFIEHFENERTF., MREREMH
EndDate 3874 StartDate , BI#EH EndDate 2 R BB HWAIEHENERS.

BR = B R EN Y EE 17 TH B

BULUEBEMB THEFERPRE Linit 28, RRFELNEFEERE, EFEKBHISESD
BE Limit NEFRE, MRBESHEFHEETH , IBREETIE. EEBTRE , BUNE
A #EREF (GET JobID) RERIMELERBENRBERFRFEANETC. B ~EERT —4
EFREMNEN., SULEBERAIEE TFaEPNRLEER BB TFEFRREREES
ERM—ERSREREBNEERNZERRL , RIREESHNERFEHEBETH.

BRI Limit 2RERAHHESH—EERA.
T U 5 17 R EX

FBALARERFIAHFEERDHEFHEN. EERHFHERINERLT , EEEELQNLTHEER
BEHEF. FENEESATSEEMTA (MB), 52 , SEEAESATHR 1 MB BiR , YA
BEREMLE 1 KAAEER 1 MB EFRHFNER, NRRRHEFHEINTNTS MB , RILRESER
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400 EfE, A, RTHRACADNGERS ("BUSERE L, (GET @) THNERBGRERN
B, ZBELEALATESHRER, NFARERERFSHENFMAET  F2E TRERFER
BREBM,

2, BENKERR

ERBHFEIN TR , AIUEBRAXHN Tier MUPEETIIEHEZ—

« Expedited : EXEHEEERIERERIER  SABLEREFIER, HRLETFEAENHE
(250 MB LA L) , FRHSH A RMERNER , BESRE 1-5 2 #ERBAFEH,

- Standard : BREUEEAREL DRAFTIEAEE. FRAEESRFINERBEE 3-5 MK
RATH. BRIEEAREE , EEREKFRNEREE,

« Bulk : K& S3 Glacier WHREKAXHFR , BEAAZSEANTR-RXAERAEER (EEEZH
PB), FRAAELRTFRNERBE 5-12 /NERATA,

MEEBSANKEHRMNFEER , 528 B S3 Glacier Archives,

== o

AR ~

EREEZE , EBALUER HTTP POST FEMGER , YiEREEBEARZREEN jobs FER. &7
PATERERA) JSON XHHIEEFXKBRNFMHERA. THEERRH Type MUEEN., IE , B
fE7E SNSTopic ¥ , A RETIETRE S3 Glacier AT AR MA@ XA Amazon SNS F &,

(® Note

EERLBHEME Amazon SNS |, MR FE R AERE , BHXEETEILZTE, S3 Glacier
SHEEVITE, ZEEVBEEEWEKE S3 Glacier REEHN M, S3 Glacier TEERE
EREEERMIZRTEMNGET, MBERREEENER , IFEEHEERE , SRR
B@EA,

A

LT REEBEBRIFERE R

POST /AccountId/vaults/VaultName/jobs HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
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x-amz-glacier-version: 2012-06-01

"jobParameters": {

"ArchiveId": "string",
"Description": "string",
"Format": "string",
"InventoryRetrievalParameters": {
"EndDate": "string",
"Limit": "string",
"Marker": "string",
"StartDate": "string"
},
"OutputLocation": {
"S3": {
"AccessControllList": [
{
"Grantee": {
"DisplayName": "string",
"EmailAddress": "string",
"ID": "string",
"Type": "string",
"URI": "string"
I

"Permission": "string"

1,
"BucketName": "string",
"CannedACL": "string",
"Encryption": {
"EncryptionType": "string",
"KMSContext": "string",
"KMSKeyId": "string"
1,
"Prefix": "string",
"StorageClass": "string",
"Tagging": {
"string" : "string"
1,
"UserMetadata": {
"string" : "string"

iy

RRENMET
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"RetrievalByteRange": "string",
"SelectParameters": {
"Expression": "string",
"ExpressionType": "string",
"InputSerialization": {
"csv'": {
"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"RecordDelimiter": "string"
}
.
"OutputSerialization": {
"csv'": {
"FieldDelimiter": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"
}
}
.
"SNSTopic": "string",
"Tier": "string",
"Type": "string"
}
}
(@ Note

AccountId EREEREEMIRE AWS tRF 1D, EBAILUEE AWS 1RF ID B E Mg E
B—'- (EFH) , FIEEERT , Amazon S3 Glacier 8 AEAREZEFZ R EAERHE
BAEAY AWS BRFE ID, MNREFEAREE ID , B2E ID FEEFEMEFH (-)o

3
‘\7(_|;
H
ms

s

REZFRANXPH JSON BB UATEH,

illl
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jobParameters
REEEEHEANRIE,

A : jobParameters¥I#

ME 2

[B] fE
S3 Glacier BM Wt T/, EEIEH | ©SEEEEH URI,
Bk

HTTP/1.1 202 Accepted
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: location

x-amz-job-id: jobId
Xx-amz-job-output-path: jobOutputPath

B FEAZEE
Z5HE iR
Location

FHNMEY URI BE, SaLlERAE URI BRERSKEERE, NFBFAE
A, FESEERER (GET JoblD),

BHR . FH

= .
AX . AW

Xx-amz-job-id

F#M 1D, WEHSBEE Location ZEA,
|

e

F &
i

Xs

|

PARYY

X-amz-job-

output-path RPERE RN VERBEE,
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BHE iR
A . T
R
[E] FE A 32
HAEE T EEEEE R,
$BR

BX 7 Fr8 Amazon S3 Glacier fEXE R AIRESRR A |, WX R BT I —HZEHER, NE
Amazon S3 Glacier SR MIEERN B FENMEBEN , F2REROE,

RIS iR HTTP AREEHS Type
InsufficientCapaci MRLSEZHANENEELSMHFE 503 Service  Server
tyException K, BRE, EEREERARSH  Unavailab

W, MAEAREERAKEREE le

o

a5
EHFER : BB FEIER

POST /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

"Type": "archive-retrieval",

"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEATr chi

"Description": "My archive description",
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"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-ArchiveRetrieval-topic-
Example",
"Tier" : "Bulk"

UTR—ERERAXWES , B RIBEREHFHEER RetrievalByteRange Wi,

"Type": "archive-retrieval",

"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNntHEQL8MBFGlqrEXAMPLEAT Chi

"Description": "My archive description",

"RetrievalByteRange": "2097152-4194303",

"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-ArchiveRetrieval-topic-
Example",

"Tier" : "Bulk"

(=] FE €551

HTTP/1.1 202 Accepted

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-
K3CGl6fuSm6VzW9T7esGQf co8nUXVYwS@j1lb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID
x-amz-job-id: HkF9p60o7yjhFx-

K3CGl6fuSm6VzW9T7esGQf co8nUXVYwS@j1lb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID

BHFER  BMBEFHERER

LATFERERRE —EEFHET/E , MER examplevault REEFIESHEFEE, EERAXFH
Format §84& CSV R REFL CSV A EE,

POST /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Content-Type: application/x-www-form-urlencoded

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2
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{
"Type": "inventory-retrieval",
"Description": "My inventory job",
"Format": "CSV",
"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-InventoryRetrieval-topic-
Example"
}
(1 fE &5 451

HTTP/1.1 202 Accepted

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-
K3CG16fuSm6VzW9T7esGQfco8nUXVYwS@j1lb5gqlIZ55yHgt5vP54Z5hjoQzQVVh7vEXAMPLE jobID
x-amz-job-id: HkF9p6o7yjhFx-
K3CG16fuSm6VzW9T7esGQfco8nUXVYwS@j1lb5gqlIZ55yHgt5vP54Z5hjoQzQVVh7vEXAMPLE jobID

EHIFER  BBEA AR ANGENREFRAENEFRENT —H , RBEFERER.
BUREEREB A B B &5E M5 E BR HI R BB & 7 B EE 7 AN T 4F

{
"ArchiveId": null,
"Description": null,
"Format": "CSV",
"RetrievalByteRange": null,
"SNSTopic": null,
"Type": "inventory-retrieval",
"InventoryRetrievalParameters": {
"StartDate": "2013-12-04T21:25:42Z",
"EndDate": "2013-12-05T21:25:427",
"Limit" : "10000"
},
}

ST HSEREH] | HEEREARE AR (GET JoblD) FIEVEH R SR EFEE 1 T — .

"ArchiveId": null,

RREET API| R 2012-06-01 472



Amazon S3 Glacier HBEABER

"Description": null,

"Format": "CSV",

"RetrievalByteRange": null,

"SNSTopic": null,

"Type": "inventory-retrieval",

"InventoryRetrievalParameters": {
"StartDate": "2013-12-04T21:25:427",
"EndDate": "2013-12-05T21:25:427",
"Limit": "10000",

"Marker":
"vyS@t2jHQe5qbcDggIeD50chS1SXwYMrkVKo@KHiTUFEYXxBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0SL
},
}
(1 fE &5 451

HTTP/1.1 202 Accepted

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-
K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID
x-amz-job-id: HkF9p60o7yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID
x-amz-job-output-path: test/HkF9p6o7yjhFx-
K3CG16fuSm6VzWIT7esGQfco8nUXVYwS@jlb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID/

MR E A

 HREH (GET JobID)
- "ENSfEHWE. (GET @)

« Amazon S3 Glacier #J Identity and Access Management

5| T4E (GET L)
R

BEIRAEDI XA ERVAERS | 245 EEE TV ER M &L 5T ARV ERS .
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® Note

Amazon S3 Glacier (S3 Glacier) MRk 28 , REFIETHRHNW IE—RKE ; B2 , &K
MBRTERM TE, AAUEMERTENE L, EERIER , TESRE —BREB , IEEA
DESBIATHEANELTRESIFRE 6 SRSE-XEATRIEKELK. fl,
BEECHBHFHENIEATEHTF. TEZHE , CRRTEHRRF , BREMERER, Tk
Rl , BULUEIEFERERAL THEHF.

List Jobs BEXESEH. LEZPEFRERE Marker #, MRZEEZHNITHEET

i , Marker MU EREA null, MREJHHEZ T , Marker MUKRERIEZE , BRI UEARK
EXRBEETENIE, EEEEAREETERBNIEBE | Hi% marker BERBEBREAR I
Marker FFREVEHN IT/EMW List Jobs &,

BRLUEBERBRPEE Llimit 2BRRELEHEON THEBEBNRARS, HRRHA 50, EH
M TAEBAEDRES , BERN THERKETSEBRH,

WAL BRLUEBIEEREAMN statuscode B8 completed 2 H WA REHEERH TIEBE,
£/ statuscode 28 , IS EEIREE InProgress, Succeeded = Failed RREFEN T
E. £ completed 28 , BULEEREEEEKM (true) WIEIAKRTRM (false) I,

A

EEOMAEENERBE, F18 GET

s

REEBXHER jobs FEIRA URI,

GET /AccountId/vaults/VaultName/jobs HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

@ Note
AccountId ERBEEREFENIRSE AWS IRF ID, ELUIEE AWS IR ID SiZ B itigE
B (EZ¥) , EEEERT , Amazon S3 Glacier @F HEAREBFRZEAE R
EAEEEY AWS IRF ID, MREFEAMREE ID, BOE ID P EEEMEFE (-)o
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=1

completed

limit

marker

statuscode

AR

RFEFEARSBIQEERNOREERR, NFFEREEEENET ,

iR

EEON TERE, BAIEES true H false,

BH  AME

PR&EIMEM - £

FRrEERN ITEHE LR, ARRES A 50, BN TEETED
RIEEHES , BEON TEEKETSBIBES,

B 7R

PR&l : /NBEEAS1, RAEBEEA 50,
BRPENTERFSE , AAEEIHEEERRBRNIE, &9
LA ZBIM marker BEIFEHES List Jobs B, MRLEHEE

PMEZBIN marker BRPBEBNER , AIRFEITE List
Jobs o

B|H . FEH
PR &R« &

EEH TERREER,
B 7R

BR#l : InProgress ., Succeeded = Failed HWEH—1E
=

7|

7|

7|

2R EROEERE,

PR
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mRER

LR ERBFERA

@ fE

=

3

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location

Content-Type: application/json
Content-Length: Length

{
"JobList": [
{
"Action": "string",
"ArchiveId": "string",

"ArchiveSHA256TreeHash": "string",
"ArchiveSizeInBytes": number,
"Completed": boolean,
"CompletionDate": "string",
"CreationDate": "string",
"InventoryRetrievalParameters": {
"EndDate": "string",

"Format": "string",
"Limit": "string",
"Marker": "string",

"StartDate": "string"
},
"InventorySizeInBytes": number,
"JobDescription": "string",
"JobId": "string",
"JobOutputPath": "string",
"OutputLocation": {

"S3": {
"AccessControllList": [
{
"Grantee": {
"DisplayName": "string",
"EmailAddress": "string",

"ID": "string",
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FMBABER

IlTypell: "String",
"URI": "string"

},
"Permission": "string"
}
1,
"BucketName": "string",

"CannedACL": "string",

"Encryption": {
"EncryptionType": "string",
"KMSContext": "string",
"KMSKeyId": "string"

1,
"Prefix": "string",
"StorageClass": "string",
"Tagging": {
"string": "string"
},
"UserMetadata": {
"string": "string"
}
}
"RetrievalByteRange": "string",
"SelectParameters": {
"Expression": "string",
"ExpressionType": "string",
"InputSerialization": {
"csv": {
"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"RecordDelimiter": "string"
}
1,
"OutputSerialization": {
"csv": {
"FieldDelimiter": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"

PR
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}

"SHA256TreeHash": "string",
"SNSTopic": "string",
"StatusCode": "string",

"StatusMessage": "string",
"Tier": "string",
"VaultARN": "string"
}
1,
"Marker": "string"
}
[ FE AR R

nlh
\Xt

RFEEFEARSIQRERNOREERR, NEFEREEEENEN ,
(=] F& A1 32
EEANBELT JSON Wi,
JobList
THEMHNEE, SETFEYHISHRTHENPRER,

A : GlacierJobDescription #1144 &%

Marker

@E*ﬁiﬁo

—ETFERFE , RMEBEERIECRE. EALERN marker FXRHPEM List Jobs EXR

WMEFETNES T, NRRFESHIFIIL , RESR null,

/R . FH
$aER
% Amazon S3 Glacier fIAAFISEERFA SN EN , FSREREE,
#3451

UTEHRBNMER R EERNEN. F—EHRFHIELmETFEE ,
=

FE_EHEHEDES T

PR
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&) . EEMmAEIE

g5
LT GET FEREE XX # ERNER,

GET /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

(=] FE &6 451

UTERSFEFEFENEBNBFEHEIEYR  Ehas ARGEH N EFERIET S ERRC, O
FEEE R R Marker MAREA null , ERTREEZH TIEIIH,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1444

"JobList": [
{
"Action": "ArchiveRetrieval",
"ArchiveId": "BDfaUQul@dVzYwAMr8YSa_6_8abbhZqg-
110T69g8ByC1fIyBgAGBkW12QbF50s851P7Y7KdZDOHWIIn4rh1ZHa0YD3MgFhK_g@oDPesW34uHQoVGwoIqubf6BgUETQn
"ArchiveSizeInBytes": 1048576,
"ArchiveSHA256TreeHash":
"25499381569ab2f85e1fd@eb93c5406a178ab77c5933056eb5d6e7d4addab@9b",
"Completed": true,
"CompletionDate": "2012-05-01T00:00:09.304Z2",
"CreationDate": "2012-05-01T00:00:06.6637",
"InventorySizeInBytes": null,
"JobDescription": null,
"JobId": "hDe9t9DTHXqFw8sBGpLQQOmMIMQ-
JrGtulO_YFKLNnzQ64548q]c667BRWTWBLZC76YgyljHYrugXkdcAhRsh@hYv4eVRU",
"RetrievalByteRange": "0-1048575",
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"SHA256TreeHash":

"25499381569ab2f85e1fd0eb93c5406a178ab77c5933056eb5d6e7d4addab@9b",

"SNSTopic": null,

"StatusCode": "Succeeded",

"StatusMessage": "Succeeded",

"Tier": "Bulk",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

"Action": "InventoryRetrieval",

"ArchiveId": null,

"ArchiveSizeInBytes": null,
"ArchiveSHA256TreeHash": null,

"Completed": true,

"CompletionDate": "2013-05-11T00:25:18.831Z",
"CreationDate": "2013-05-11T00:25:14.9817",
"InventorySizeInBytes": 1988,
"JobDescription": null,

"JobId":

"2cvVOnBL36btzyP3pobwIceialebM1bx9vZ0OUtmNAT@KaVZ4wWkWgVjiP1dJ73VU7imlm@pnZriBVBebngaAcirZq_C5"

"RetrievalByteRange": null,
"SHA256TreeHash": null,
"SNSTopic": null,
"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
"InventoryRetrievalParameters": {
"StartDate": "2013-11-12T13:43:12Z",
"EndDate": "2013-11-20T08:12:45Z7",
"Limit": "120000",
"Format": "JSON",
"Marker":

"vyS@t2jHQe5qbcDggIeD50chS1SXwYMrkVKo@KHiTUFEYXBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0SL

}
]I

"Marker": null

&5l EETENREEE

g5

BUR GET BREMHA marker 2BIEEMN T, #& limit B2BREAR 2 AEEHKZEEMETE,

PR
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FMBABER

GET /-/vaults/examplevault/jobs?marker=HkF9p607yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID&1imit=2

HTTP/1.1

Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/

us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

(=] FE £ 51

LT EEEREENRMETE , Marker MIURERFZE , TARBBEITHEFTEND R,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1744

"JobList": [
{

"Action": "ArchiveRetrieval",

"ArchiveId": "58-3KpZfcMPUznvMZNPaKyJx9wODCsWTnqcjtx2CjKZ6b-
XgxEuA8yvZ0OYTPQfd7gWR4GRm2XRO8gcnWbLV4VPV_kDWtZIKi@TFhKKVPzwrZnA4-
FXuIBfViYUIVveeiBE51F04bvg",

"ArchiveSizeInBytes": 8388608,

"ArchiveSHA256TreeHash":

"106086b256ddf0fedf3d9e72f461d5983a2566247ebe7e1949246bc61359b4f4",

"Completed": true,

"CompletionDate": "2012-05-01T00:25:20.043Z",

"CreationDate": "2012-05-01T00:25:16.3447",

"InventorySizeInBytes": null,

"JobDescription": "aaabbbccc",

"JobId": "s4MvaNHIh6mO0alf8iY4io0G2921SDPihXxh3Kv@FBX-
JbNPctpRvE4c2_BifuhdGLgEhGBNGeB6Ub-JIMunR9JoVa8y1lhQ",

"RetrievalByteRange": "0-8388607",

"SHA256TreeHash":

"106086b256ddfOfedf3d9e72f461d5983a2566247ebe7e1949246bc61359b4T4",

"SNSTopic": null,

"StatusCode": "Succeeded",

"StatusMessage": "Succeeded",

PR
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"Tier": "Bulk",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
},
{

"Action": "ArchiveRetrieval",

"ArchiveId": "2NVGpf83U6qB9M2u-
Ihh61yoFLRDEoh7YLZWKBN80@A2i1xG8uieBwGjAr4RkzOHAQEQ7ZjtI267R03Z-6Hxd8pyGQkBdciCSH1-
Lw63Kx9qKpZbPCdUQUTW_WAdwF61R6W8iSyKdvw",

"ArchiveSizeInBytes": 1048576,

"ArchiveSHA256TreeHash":

"3d2ae052b2978727e@c51c0a5e32961c6a56650d1f2e4ceccabb472a5ed4ad"”,

"Completed": true,

"CompletionDate": "2012-05-01T16:59:48.444Z2",

"CreationDate": "2012-05-01T16:59:42.977Z2",

"InventorySizeInBytes": null,

"JobDescription": "aaabbbccc",

"JobId":

"CQ_tf6fOR4jrICLE6IMTKkE6VMO30Y81mNWKI3KK4gLiglUPAbZiN3UV4AG_5nq4AfmIHQ_dOMLOX5k8ItFvOwCPN@oaz5dG"

"RetrievalByteRange": "0-1048575",

"SHA256TreeHash":

"3d2ae052b2978727e@c51c0a5e32961c6a56650d1f2e4ceccabb472a5ed4ad"”,
"SNSTopic": null,

"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"Tier": "Standard",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
}
1,
"Marker":
"CQ_tf6fOR4jrICLE6IMTKkE6VMO30Y81mNWKI3KK4gLiglUPAbZiN3UV4AG_5nq4ATfmIHQ_dOMLOX5k8ItFvOwCPN@oaz5dG"
}
MEBER

. HR1EFE (GET JobID)

« Amazon S3 Glacier B Identity and Access Management

EEBREPERANERER

LT EAR S3 Glacier F TEEXMERIE|R,
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FMBABER

ES]

CSVinput

CSVOutput
GlacierJobDescription
ERE

InputSerialization

InventoryRetrievalJoblnput

jobParameters

OutputLocation

OutputSerialization

S3Location

SelectParameters

CSVInput

BEARERDRE (CSV) ERNER

.
10
Sl
3
o
S
Sl
i
™
o
Sl
B
i
Bt
ig‘!
Ao
¥
]
&F
S
i
aﬁ
=
N
=
ik
¥
o

B &%

Tim
B . F&
PVE B

FieldDelimiter

>
s

aF
frdi

Y

)o
R . FH

TEEY :,

E-FZuARERSES D RERMAL 7 TH4AR 32-126 EERA \n, \r H ASCIl Fjt., &R
% (,

CSVinput
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FMBABER

RE &

FileHeaderInfo
—E{E , ARERINMEEER ANE—1T,
HR . 7R

BME : Use | Ignore | None

PE B
QuoteCharacter

RERHFRANE—F , EFHLIBAREXEN 2.

R . FH

PDE &K

QuoteEscapeCharacter

E—Fn, ARECRENERELSIHRF T,

HR . FH
RE &K

RecordDelimiter
B—F AR RE B %o,
BA . FH

RE &

AAIERA

- BBIET (POST £7)

CSVOutput
DERBRFEBFERNERSRE (CSV) BRXWEA,

CSVOutput
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FMBABER

B &%
FieldDelimiter
TT R A TERC 8% 1P 5 IR {21 3 488 432
FE . FH
HE:B
QuoteCharacter

REEEFRANE—FT , RPM 2 RAREXEN 5.
BA . FH

RE &K

QuoteEscapeCharacter

E—Fn, ARECEENERELSIERF T,

LR L
RE B/
QuoteFields

—BE , ErRRBESAERERV IS LSRR,

B3E : ALWAYS | ASNEEDED

BE . F&
BE B

RecordDelimiter

E—F AR5 REE B,

BE . FH
PVE B
FHHER

CSVOutput
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- BMEEH (POST £#)

nz

B2 BMARE Amazon S3 T THEERNMBEH.
A %

gz

1% T R FHE Amazon S3 HEFERAMNARSF[IRINBER L, &

Xa
T
fim
A
=
B

FAE . FH
BWE : aws:kms | AES256

PNE &
KMSContext

EA, IREMZEBE aws:kms, , A AERALEREEEHRERNNBZRE,
HR : 7R

RE &K
KMSKeyld

FARAYIH N AWS Key Management Service (AWS KMS) €48 1D,

AAIERA

- BBIEH (POST £7)

GlacierdobDescription

‘A& Amazon S3 Glacier (S3 Glacier) TR,
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B %

Action
TEFEHE, ©R ArchiveRetrieval, InventoryRetrieval = Select,

FA . FH
7

SHHNER R FEEUER B RVEEF ID. BRI, B null,

BE . FH

ArchiveSHA256TreeHash
AR FHENEERFH SHA256 ik E, HREFEEEXE |, kWA null,
B . P

ArchiveSizelnBytes

¥ ArchiveRetrieval % , ERBERTHNHEFEN KD , UMutHAEN, HR
InventoryRetrieval £# , %A null,

LR e
B MK

MBEHZTRE , AlA true BHIA false,
B|H . AME

CompletionDate
EH R B,
FERBERTANEBREERRB (UTC) MEEE., EEHELTETR , RERAZE,

AR : 1SO 8601 HHAMK N FERRZE , Hla0 |, 2013-03-20T17:03:43.2217Z,

CreationDate
FRRBEEBREERRE (UTC) BE,

A : 1SO 8601 HEAW M FHRRRZE , Hl0 , 2013-03-20T17:03:43.2217Z,
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FMBABER

InventoryRetrievalParameters

ARSREFHEINBASH.

A : InventoryRetrievalJoblnput¥ 4

InventorySizelnBytes

¥H InventoryRetrieval % , ERBERTENEFH KN,
ArchiveRetrieval = Select F# , A null,

HR . #gF

JobDescription
BB TR AR ERR A,
/R . F&A

Jobld
£ S3 Glacier 5| T4EH 1D,
/A . FEH

JobOutputPath
BEEBEHVE.,

B|A . FH

OutputLocation

— @Y AP fRRFEREBERNERNENEA.

A : OutputLocation¥ 4
RetrievalByteRange

, MU T AEM. HR

AR EHEIESHN MBI THEE |, 85 TStartByteValue-EndByteValue, 1 WMRHFE
PR EEEEE, RIfEREERE , StartByteValue A 0 , M EndByteValue SR 1ZH K/

WA 1, BREFEEESR , BV null.

HR . FH

SelectParameters

— @Mt BRI ABRARNEENSBNER,

GlacierJobDescription
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FMBABER

¥R - SelectParameters 14
SHA256TreeHash

FREAREVE 7 EEE /Y SHA256 fHiRMEE, MRBBEFH BEER (POST £5) FREE 7&K
MRENSE  MERCEEE —EE. IFEERHFHEENNERMEZENFARES  F2H

THESREERERN,

HRENEEHENISERS , thEE ArchiveSHA256TreeHash E#[E,

HRUEATHERTA null

- HEEEESEENEBETFaREE,
- EEHRZEHFNEHEREESFNEENHFERER InProgress,

- EFEH

- EEER.

HA . FH
SNSTopic

WMRETERRE (RREIEFE (POST £7)) W

Eix TESE R Sk B B AN/ Amazon SNS =&,

H|A . FH

StatusCode

RNEBARENKTE.

BME : InProgress | Succeeded | Failed

R . FH

StatusMessage

AREZESHFHERNEREFLR,

TEA , Bl Amazon Resource Name (ARN) X%

GlacierJobDescription
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FMBABER

AMUE : Expedited | Standard | Bulk

HR . FH

VaultARN
ZIERTERNREE ARN,
HR . FH

FHHER
- BEME (POST £7)

=
BEMRETHER.
B 8%
AR

R

| REEWH

VE B
&y

e TER BN,
BE TR

53 {E : FULL_CONTROL | WRITE | WRITE_ACP | READ | READ_ACP

ME B

B

illll

- BXEEHK (POST £%)
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FMBABER

ERE

BEERERENEA.

B 8%

DisplayName
ERENEFTEHE,
HHE . F&H
VE:B

EmailAddress

AREWE FE bt
H|R . 7R
RE &K

ID

ERENENERE D,

PVE &

;’EJ‘FU
RBENER,
BR  TE

B3{E : AmazonCustomerByEmail | CanonicalUser | Group

RE &/
URI

AR EFER URl,

BHR . FH
PVE B
EEE
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FMBABER

S

- RRENEH (POST £7)

InputSerialization
EREHEFERAEH,
B &
oYY,
iR CSV MmN 7By .
R : CSVinputh#
MBE B

A

illll

- BEEHK (POST £%)

InventoryRetrievalJoblnput
RIEANEESEEFRIVEBNIEE,
B &

EndDate

REEEFHNEENEREY , LUTC KT , HPE2E B EYNHE.

BHME : 1SO 8601 HEIEZ (YYYY-MM-DDThh:mm:ssTZD) WEFEEBERRZE , #l

w, 2013-03-20T17:03:43Z,

A - F&H 1SO 8601 HHAE R (YYYY-MM-DDThh:mm:ssTZD) WEERRZE (AW ABEN) , 4

w, 2013-03-20T17:03:43Z,

PE B

InputSerialization
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Format (1#&=X)

REEEFFENGHEN  ZFERERB THFUEIRFEERFRA MEEH (POST £5%) &
RATERER o

B : CSV | ISON
VE B

F|A . FE&
B #1

BERTFEEFHEEGERAILNERNERFEENER ERE,
BRE : KREFER 1 NEBEIE,

Marker

—ETERANTFE  RIEBEIENREFEEFHEIGR. B EHD Initiate Job @R
PEALRRRIGENEFRE, IRZFHEMERFIER , EEEAZ.

StartDate
REEEFEHEINEHEBENER  LUTC KRR, EF 3 AR BINHZF,

AME : ISO 8601 BHIK (YYYY-MM-DDThh:mm:ssTZD) F&ERRE , F
M, 2013-03-20T17:03:43Z,

|A . & 1S0 8601 HEIEX (YYYY-MM-DDThh:mm:ssTZD) WEFEERRZE AW ABEN) , F
i, 2013-03-20T17:03:43Z,

RE &/

&R
- BEER (POST £7)
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jobParameters
REGBERER T,
B &%
17
FIREHEN 1D, WR Type WIRES select = archive-retrieval , BB EME

M, MRAEFHINTEFRIECLMNY , AIgREHER,
ANUE . HBERR BB Amazon S3 Glacier (S3 Glacier) 55 REUEHN A X = D
BE ¥R

ME B, B Type BBEH select K archive-retrieval,

Description
TN ALERA,

BRE RS EPRBEFR 1,024 Ui, AFNFRIRRIBELZHNRTEN 7 LT ASCIl, LH
ASCII {E2 32-126 +# &5k 0x20-0x7E +7<# &,

BE . FH

PVE B
Format (#3X)

CEA) B, ARBEBUERNHERE, MREMBERF TEILRIEE Format 1L,
A JSON 2 FEEREIHE .

B3{E : CSV | ISON
¥AE . FH
VE K/

InventoryRetrievalParameters

RAREEEFHINEAZE,

A : InventoryRetrievalJoblnput¥] 4

PVE ./
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OutputLocation
—fE@H  Eh e flRFENTEERNENESA.

A : OutputLocation¥I 4

PHE 2, BN select TEMS.
RetrievalByteRange

EA archive-retrieval #EIW I T/HEE |, KA

FStartByteValue-EndByteValue,s . MMRAFIEEHMA , MIENEEHT. NRIEELE
i, B cAE S E A4 AT E MB (1024* 1024), MB - 54 KRR StartByteValue 24ZE# 1 MB & |
It B EndByteValue it 1 ZAET# 1 MB BZRHEREEAHFULEXNMIRE 1 WHENE
E. R RetrievalByteRange A& MB , Bl EiGERE 400 EIFE,

MR A inventory-retrieval = select TBERIBELMM , AIEREHE,
B FH

RE &

SelectParameters
— @YY AP IEEERARNEENSEWNER.

A - SelectParameters¥1 4

BVE B
SNSTopic

Amazon SNS & Amazon Resource Name (ARN) , T/EFER B , S3 Glacier E&XEA |, I
B HETH, ENEESBAZMAEIEFTERRSE.

SNS FEHXEFHE. WMRKZH , S3 Glacier fERALEYIWH, LI , SNS TEXLHEEFK
K, TZRECELIENIRFEASERMIZKEIE, MEHFR SNS TEZBNFHREF , F28
Amazon Simple Notification Service APl 2% m#J CreateTopic.

BHR . FH
PNE &

=
AREESEEFEHEIIHENSE R, Standard 2EHANTERE.
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AMUE : Expedited | Standard | Bulk

¥R . FH
PVE B
bR
THEERE, SR LIRE T , HEFEHIT select £, HEFEIREXHENBE,
BME : select | archive-retrieval | inventory-retrieval
B|A . FH

PVE .2

AEEA
- BEEH (POST £7%)

OutputLocation
BERARREEEERNEBNIBNER,
B #%
S3
— B3R T Amazon S3 2B MIZIGE RFERNE R,
Type (&) : S3Location

ME 2

FAIERA
- BEEH (POST £7%)

OutputSerialization

HR & oAl 3L
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B %

CSV

Y | HIRESR D RE (CSV) MmBHNEHRZERNEHL,
B|AH . CSVOutput¥#

PVE B

AAIERA

- RRENEH (POST £7)

S3Location
BEBBMNE Amazon S3 FREFIEERRZNVENESR.
B &
AccessControlList
EHHREFERNTFHZRESE,
HE  BE YHE5
LE B

BucketName

THERERFAFFIEZ Amazon S3 RTFEFBNEHE, RETRLARES W AN ENHNREFER
RIEE/ AWS B,

BHR . FH

PNE 2
CannedACL

EEAEAEBERNEEFEURHEE (ACL)

BHR . FH
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FMBABER

BME : private | public-read|public-read-write | aws-exec-read |
authenticated-read | bucket-owner-read | bucket-owner-full-control

VE B
&

TEEBRRARGBEILENNZERNY 4 RSB RTE Amazon S3 A,
BH . EH

PVE K
8

LFERENEZXFRERNIEH, FENRARES 512 Uil

HE . FH
VE B

StorageClass
ARREERERNEBER,
A - R
B%{E : STANDARD | REDUCED_REDUNDANCY | STANDARD_IA

VE K
Ei

ERAITEBERNERSE,
B . FRIFRYEE
VE K/

UserMetadata

ERETHEERFETN Amazon S3 ZHHEERIKHFE,
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S

- BEEFHK (POST £%)

SelectParameters

BEEBARNRENSBNER.

B #%

EER
AREEYHHERN, EFEXTEEIR 128,000 @7 THE .
BH . 7

PVE .2

ExpressionType
RENEFAER | flw sqL.
BME : SQL
BH . 7

ME 2

InputSerialization
HREZEREPYHNF IR,

A : InputSerialization ¥4

PHE &/

OutputSerialization
EiR A S CEREERNER.
VE B

A - OutputSerialization¥ 4
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S

- BEEFE (POST £7%)

B RHREURE

ST S3 Glacier % i 2 S & FHEEUE IR 132,
T

- DB ERHRIKSE (GET K%

. SIHRES (CET HRNER)

- BEHERE POST ENEE)
- REBRBEBER (PUT BUR)

B EREEBUER (GET BR)
iR

IRFEERGETRERFIEEZ AWS IRF M AWS [EEAY B sl ERHEEBR., NFERRERHEIEE
HYRFHERA , 552 B8 S3 Glacier ERHREEUBUR,

HR

EEE B R ERHEEUEER, BiX HTTP GET R EBHHEEUBER URI 1T EE 541,

A

GET /AccountId/policies/data-retrieval HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

AccountId EA AWS tRF ID, WEXSBFSHEARFZEFRNWEAELHEBN AWS
1RE ID. BAILAIERE AWS IRF ID SURIEMMIEEE — T-, (EFH) , EEEER
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T , Amazon S3 Glacier A REZBFE R 2 EAE R HEREAN AWS RS ID, MRE
EEWRE ID, 2% ID R EBEEMEFRE ().

2
®

RBH

LRETERBERSH.

AR RIR TR

HREECAMBRERERNFRER, NFEERBREENESA ,
ARER

LR ERBFERA

G

A

E
®
&n
3
o
Pl
\Z('t
di
&

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{
"Policy":
{
"Rules":[
{
"BytesPerHour": Number,
"Strategy": String
}
]
}
}
[B] FEAR TR

REEEAASIOEERNOESE, NEEROEEENEN , 728 EROEEE,
[E] F& A3 32
EIEANXZE LT JSON #1fL.
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BytesPerHour
R % A 1E — /N ABRER L TR B
REERBWMLMNESR BytesPerHour K, WR T EHER,
Riche S

A

BERA, HAERFERE  BEREE—EAR , HhISKEMLF AEH BytesPerHour
WL,

B|R . &5

KB
BREER R R,
F|A . FE&

AMUE : BytesPerHour|FreeTier|None, BytesPerHour MERE A PR ER AN
R, FreeTier HEREZRAPEEERRESL R, None HEREZZAPEEEMIECR,
NMEEEZEATPREERMEBERNFMENR , 5528 S3 Glacier ERHEEUBE.,

gze
#0% Amazon S3 Glacier SIS IS RA LMW HMET | FLWEBOE,
i1

BAF #6450 7% B0 A0 B8 E RHAR B

PR

HEMEEHIT | #& GET FAREETBERMEN URL

GET /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447actf430195dcb540091b12966F2a2
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(=] FE £ 51

FX IRV FE LA JSON #5388 R B FE ;) SC AR Y B RHEENBUR

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 85

{
"Policy":
{
"Rules":[

{
"BytesPerHour":10737418240,
"Strategy":"BytesPerHour"

}
]
}
}
MEREE

- REERBEUBE (PUT BUR)

- RRENEH (POST £7)

JIHMERE (GET HENEE)

LLEEETIHIEE AWS IRFINMHEREEN, IEMEZRENFEEEN  F2H "HFEENE

EJO

HEREENVNERE—EA  KEENBPNEERS , DARKEH. ENEEEHANERES ,
BiFAtE B MBI SR BTN W BHIESF —@BA.

MRFARBAMREEBEANE 31 X, BHERARTEANKRERE —R, flm , MRFAKBEHR 8 A
31H, BHEMAIR9A30H. MRFKEHZE1 A3 B, BHBEMAIR2 A28 A, LAIUESE
CIFEEE 5] AT ThEE.
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RARFED

BEIHIRFHHEBEIRAR , B/ HTTP GET BREXIMERE URI , IS TEESEHIAT R

GET /AccountId/provisioned-capacity HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

AccountId fEA AWS 1RF ID, LWEXBRFSEAREZHERNEAEREREBN AWS
BRS ID. BWALAEE AWS 1RF ID SIBEBMMIEEE— -, (BEFHR) , FEERER

T , Amazon S3 Glacier Eff B ARBEB R 2 BEAERHBEHN AWS 1RF ID, IREE
IBEW|RS ID , 8827 ID P EEEMEF ().

ARBH

LRENERFRSE

FARIRE

HREECAMBREERNFRER, NFEERBREENESA ,

)
W
&
3
d
T
\ﬁ
3

e

AR T

IR ER BB RA L,

[ &
WMRBAERT , RIFRIEER HTTP 200 OK EFE,
[ fE R %

HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date
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Content-Type: application/json
Content-Length: Length

{
"ProvisionedCapacitylList":
{
"CapacityId" : "string",
"StartDate" : "string"
"ExpirationDate" : "string"
}
}
[ FE AR R

REFEFEARBIOEERNOREERR, FEREEEENET , F2

\\)it

B EREEEE,
B FE R 3L
EEAXZTELT JSON L,
Capacityld
It ID RARFFIMERTEEN,

B . P
StartDate

BEMETEENVNANY  UEBRERERRE (UTC) /%,

BH . FHE SO 8601 BHHRAMFEFBRRRE , HlW |, 2013-03-20T17:03:43.2217,

ExpirationDate
HEREENIPHBE  UBREERRE (UTC) B%E

=<}
F& SO 8601 R XM FHRRZE , flI0, 2013-03-20T17:03:43.2217,

gga
W% Amazon S3 Glacier HIAMIBERAENFHEN , FSREREE,
#3451

LT EHIZ HRFNmEREEN.
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5B
EE/ESHFF , FiX GET FRUEEBIEERFNHRAEENNFE,

GET /123456789012/priority-capacity HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2

(o] FE &6 451

ZZIJ% 53R Ih , Bl Amazon S3 Glacier (S3 Glacier) &[E HTTP 200 0K , EF B EXIRFNHESR
BNEE , M TEEIFRR,

E—ENHNHEREEVRRAKAEHA 201751 A 31 BEBHBE#A 2017 £ 2 A 28 HWE(
g6, mERAR , MRFABAHREREANE 31 X, BHAHRARTEANKRE —XK,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: length

{
"ProvisionedCapacitylList",
{
"CapacityId": "zSaq7NzHFQDANTfQkDen4V7z",
"StartDate": "2017-01-31T14:26:33.031Z2",
"ExpirationDate": "2017-02-28T14:26:33.000Z",
.
{
"CapacityId": "yXaq7NzHFQNADTfQkDen4V7z",
"StartDate": "2016-12-13T20:11:51.095Z2"",
"ExpirationDate": "2017-01-13T20:11:51.000Z" ",
},
}
MEBEE
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- BEMERE POST HENEE)

BEMERE (POST HMENEE)
EMERIER AWS IRFIBE — B R RRE(,

HEREENVNERE—EA  EENBPNEERS , BARKEH. ENEEEHAHERES ,
BNpEte A MBSO MBI IESF —@A.

MRFABBAMREEBEANE 31 X, BHERARTEANKRERE —R. flW , MRFAKBEHR 8 A
31 H , BHEMAIR 9 A30 H. MRAFKAEHE 1 A3 B, BHAMAIR2 A 28 A,

HEREFPRAERREENEFERETANENAE, FENSEEVHERREASEZTDAUH
T=ERERER , TRHEZS 150 MB/s WHERERE, IEMEZBTENFAENR , F280 "HiFHE
HEEIEJ o

@ Note
BE NHEREEMRHESME AWS RS,

EEES WHERBAEEN | B HTTP POSTEER AWS IRFE BEX:EHMERE URL,
Bk

POST /AccountId/provisioned-capacity HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

Xx-amz-glacier-version: 2012-06-01

(® Note

AccountId fEA AWS tRF ID. WEXANSEARFZIFRNEAEREEBN AWS
BRF ID. BRI LAEE AWS 1R ID SUEEMEEE - -, (EFHR) , TEERR
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T , Amazon S3 Glacier FFEAREFZBFZ R 2EAERHBEBRN AWS IRF ID, MNREE
EEWRE ID, 2% ID R EBEEMEFRE ().

ARBH

s

AR TR

3
¢
dn
W
&
il
%
Sl
2

REEERAMEREERNBEREE, NMFERFREENEA ,
mRER
LHBRERBFRA
[l f&
MRBREFRERY , MIRBEEE HTTP 201 Created EFE,
B

HTTP/1.1 201 Created

x-amzn-RequestId: x-amzn-RequestId

Date: Date
X-amz-capacity-id: CapacityId

B FEARER

B EIER T FREERBRNCEER ) B8 TIHREERER, NFFEROEEENFEES ,
w2EEROESRE,

=E HiR
X-amz-capacity-id It ID RAKBEMEREE N,
¥A . FH
5] FE R 3L
HAEET S EEEAIEER .
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§HER

BR T FT8 Amazon S3 Glacier /E¥E R REERER A , WEX R SR T I —=HZEHER, 0F
Amazon S3 Glacier &5 85 1’cﬁ%§%$ﬂ’]$ﬁl§§ﬁ; , B2 REREE,

RIS #HiR HTTP #REERS Type
LimitExceededException MREENFERBBIRFNHESR 400 Bad AR
EENVHRES , AlEE, Request 7
i1

UTHAIBRIRFNARERE,
gHIFER
AT €8651{85% HTTP POST BB RUBEMEREEL,

POST /123456789012/provisioned-capacity HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447actf430195dcb540091b12966F2a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

(=] FE €451

MRFERKI , B Amazon S3 Glacier (S3 Glacier) 2 41LA N & HIFTREE HTTP 201 Created [E
P&,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

X-amz-capacity-id: zSaq7NzHFQDANTfQkDen4V7z

R E A
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- JIHMERE (GET HENEE)

AREERHEEEER (PUT BUR)
R

BRFEEPUTERPIEEN AWS BEIFPEREL FIEERHEIBUR, B UASE AWS EFERE—
BBR AWS tRF. BERRHEMRIIA PUT RFE D EBARTIER.

REHRRETSFEMNEE , EEHERR 2 ECEETFH. NEERERNENBRNFRE
A, F2E S3 Glacier ERHHEEUBK,

%EER

BEREERHIEBGR | UL T RS G~ EE HTTP PUT 555K BB RHEEUBUR URI,

PUT /AccountId/policies/data-retrieval HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{
"Policy":
{
"Rules":[
{
"Strategy": String,
"BytesPerHour": Number
}
]
}
}
(® Note

AccountId EA AWS tRF ID, WWEXVARFSEAREEERNWEAERHEEEH AWS
1RE ID. BAILAIEE AWS IRF ID SURIBEMMIEEE — T-, (EFH) , B EEER
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T , Amazon S3 Glacier FFEAREFZBFZ R 2EAERHBEBRN AWS IRF ID, MNREE
EEWRE ID, 2% ID R EBEEMEFRE ().

s

N

RBE

BRENERBRBE

A RIR TR

REEFEAFMBREERNFBRER. IFERBREFENET , F2RH EREREE,

ARERE

BRAXIELLT JSON L.

BytesPerHour
&% A — /M A ERELRY (2 TTAE B

WM R EERBEHAVNES BytesPerHour BFEE, EXRBEMIKILES BytesPerHour
TIRERTE T WAL , B89 PUT RESWIER,

BqH . ¥
PHE 2, MRRBEMIELES BytesPerHour, BRIAR,

BYE : &EBHE 1. RABBES 2/63- 28 1,
HA

BRFBA, #AERFERE  BEASAEE—ERA , HP IS RBRMLN TEN
BytesPerHour ##1i,

B pE5
VE B
KR

ERENERFEIBERNER,

BHR . F&H
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PVE .2

BME : BytesPerHour|FreeTier|None, BytesPerHour HERETIEA FIRIERAREE
R, FreeTier HERETRAPEEERRESL R, None HEREZZEAPEZEEMEECR.
MEEEZEATEREZEERMIBERNFMEN , B2 ES] S3 Glacier ERHEEBUR

=l &
&

ol
|

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

B FEAR SR
LREEFEARB S OEERNOEER, NFEREEEENER

iul
T
\)s’k

REEZEHE,
[E] & A1 32
BT S EE A E R,
$EER
#%E Amazon S3 Glacier SIAMEARASNFHET , F2HEEREDE,
iR
{55
LA 88 HI{EE RIS MR E B BytesPerHour B9 HTTP PUT 5K,

PUT /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

"Policy":
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{
"Rules":[
{
"Strategy":"BytesPerHour",
"BytesPerHour":10737418240
}
]
}

T & HIEIAREMAUIRESR FreeTier B HTTP PUT Ko

PUT /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

{
"Policy":
{
"Rules":[
{
"Strategy":"FreeTier"
}
]
}
}

LA S R ML 3R E S None B HTTP PUT &Ko

PUT /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

"Policy":
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{
"Rules":[
{
"Strategy":"None"
}
]
}
}
(2] FE 6451

WREFESKRAK I , Bl Amazon S3 Glacier (S3 Glacier) A F&HIFTR , FREM BRI ER HTTP 204

No Content,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:02:00 GMT

HEEEE

- IS ERFEEUEER (GET BUR)

- BEEH (POST £5)
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FMBABER

MR S RO 8%

« BREIERMA : 2012-06-01

TR 2018 £ 7 A 5 H#E (Amazon S3 Glacier B ABER) SHERETINEESE, NEHRHEL
XAEEHFEA | BaLAETR RSS STRIR,

g

WEZEIB S3 #LRIRERHZ
#15 JR 55 K 1Y B 46 R

¥ S3 Glacier Flexible
Retrieval 1 S3 Glacier Deep
Archive , Amazon S3 XiEE
S HERFBERER

Amazon Glacier ZBEF

B IE AT LAUZEIR RSS BB E#

I EE

iR

£

ZEiB S3 #LIRERH BT
AORIVRERE , RETESE
DEARFRR. WEFEER
AR HEFEEUEE,

¥ S3 Glacier Flexible
Retrieval 1 S3 Glacier Deep
Archive 785l , Amazon
S3 XEEXRFESE AWS IR
F 8% 1,000 EX5NERF
Ko

Amazon Glacier R#ER
Amazon S3 Glacier , LAE i ity
R BR Glacier 8 Amazon S3 #Y
BE,

BB TE A LAFTBIE#T RSS
S, BEW (Amazon S3
Glacier HE A BE/M) WEH
‘A,

B

20238 A9 H

2022 11 A 15 H

2018 £11 A 20 H

2018 7 A5H

TR 2018 F£ 7 A 5 BHi {Amazon S3 Glacier BIZ A EEmM) BEREINEESE,

ERERN
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FMBABER

gE

PRI K B EBHR
HY

M EHE

REEER

X EFEBR

ERHEEUBR A

RS

B Java €4

iR
S3 Glacier IR TEZEEREUN |, X EREFMAE
BRI, MEFMEN BRI FEMEGEE,

S3 Glacier REXBEREFEHEE , AEEFERAREEH
EBER , EEB S3 Glacier (R1ZE L BRI B I 8 5IH
TERMES, MEFHMEN , F2E S3 Glacier R7F

ESHE M Rz EHEBR.

S3 Glacier B 1E L FFEIZERS S3 Glacier R1FE , LA
LERNAAEE, EBREVUERLERTFTER
MU RABNER  FRAERTA AWS RARE FIRENR
WENHRINEE. WFEFMENR , F2 8 252 Amazon S3
Glacier &R # £ S3 Glacier R1FE.

S3 Glacier REXEFARFERFIEE , REEHRE
Bl S3 Glacier RZEN T, RE , BUNEEERE
ELERFEBE , tmER S EAES RPN HE
EBRBPAURANABEREFRTFRITFEFIER. 0F
HMER , FSRREEFIER.

S3 Glacier R X BERHEIBER MEK L #%. ERHE
BB 3R A 3 SR S 2R b 5% TE 5 HeH X BR 1l 3 5 b 2 RHEEER
RAEE, BT RiR—TZEMA S3 Glacier AP
AWS Management Console 3R E & H C #) & £HEEUR
#, MEFHME , FSHBS3 Glacier ER IR

Ltk , S3 Glacier BEXZEFEA BXac sk AWS
CloudTrail , S &5 &ERF K S3 Glacier APl FEIY |
W& AFRERERFELIEEN Amazon S3 7T EE,
MEFMER , FSRBEA 528 Amazon S3 Glacier
API 04} AWS CloudTrailo

EHAEETER BARN Java B AWS SDKH) Java
EXEEH,

A< B

2016 £ 11 A 21
H

20155 7 A8 H

2015 % 6 A 22 H

2015 % 4 A 27 H

2014 £ 12 A 11

H

2014 % 6 A 27 H
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S3 Glacier B E X EHMHFHN I ERE, &0 AR
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BERRERHFHRAR DR S
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