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EHMEREERS , BRI URETYER
» CloudWatch B
- FABEERW

- PNEEHERER

b. ZIEREEAHTEEER (HIW , mg.m5.large). MEFHMEF , F2 B Broker instance
types.

5. £ ActiveMQ Web = AFMEESH , RHEAELSBAZGE. UTRIABARKREEXFERSE
ZBANZEE

- ERESBREQERET T, WK, Ik, REMBREFR (-._~)o
- BBV AELE 1287, 2EEL 4 A—Fx , MEFBESER. BRIFR (: =),

/A Important

ANEREEXEAERBPNABASSEBEEF Pl) REMEERBRAET . Hit
AWS BRI EFMH T EREEAERTE , 2 CloudWatch Logs, REEXEAEEZRBT
BRARLERBRAER.

6. EEIE,
E Amazon MQ B WK EZEXE , HEH R Creation in progress (EEFE217) AREE,

BYREEAANEE 15 7,

B ActiveMQ RIEFRE 8



Amazon MQ HBEABER

MRINEEIREBREXE , Amazon MQ 8~ Running (1TH) AR&E,
7. iE# MyBroker,

£ MyBroker BT Connect (E#R) BERH , 7F5c TERE XA ActiveMQ web console
(ActiveMQ Web E£324&) URL , flin :

https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:8162

A BRTREREANVRBREABERR. LT =2 OpenWire i Rh#Y S H :

ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617

B ActiveMQ RIZFER 9


http://activemq.apache.org/web-console.html
http://activemq.apache.org/configuring-transports.html

Amazon MQ HBEABER

AP By AHEZE RabbitMQ REER

REEXNZE Amazon MQ LETHAERERERNIRIE. ER Amazon MQ WEXREEER, F
HEHITERER (M5, t3) MA/D (large, micro) WA RBADNEEHTERER (HiW
mq.m5.large). WMEFMER , FSB T ER Amazon MQ for RabbitMQ KB ?

323 RabbitMQ KEREX

F—ERERN Amazon MQ FEREIREBREN. THEH /REMAFEH AWS Management
Console REI EAREBER,

BURERAR , FME RabbitMQ WHEEH , MEUSEEA RabbitMQ KEZEX Amazon MQ B
MR LM BN A FEERENESR,

1. &A Amazon MQ £ A&,
2. 7t Select engine (ZE5|2) EEF , 1##F RabbitMQ , REIEIE Next (T—2H),

3. 7t Select deployment mode ((ZEEPEEX) EE L , i##F Deployment mode (FBEER) , 4l
#n , Cluster deployment (R&EZFE) , ARIERE Next (T —FER),

- BE—HITEEAREEZERRH Network Load Balancer (NLB) ZHEH — @7 B EZH K —ERER
NEK. REERASHEENERER LR Amazon EBS #FHMBEEETEN. NEFHMEEA ,
52 BE®E 1 . Amazon MQ for RabbitMQ B —#/TEEAERER,

« RabbitMQ cluster deployment for high availability (32 = o] F £ RabbitMQ £ £ E) 2
Network Load Balancer & H# = 1@ RabbitMQ REERXE M EESE , SESHFHELAEAR
. 75, URBZETRAES (AZ) WO BXARE, MFEFMHEFA , F2EEIE 2 . Amazon
MQ for RabbitMQ # £ &,

4. 7f Configure settings (#1752 ) HEHR Details (FFHllEM) BT , MITUATBE :

a. WAREEXERE,

/A Important

ENERBEERXZBPMABA G DEBIER (PI) REMBFRNBBEH. Hib
AWS BRIE AT ZEAFNEELZRE , 215 CloudWatch Logs, REEX BB ER AR
BRBBER,

#3 RabbitMQ KERER 10


https://console.aws.amazon.com/amazon-mq/

Amazon MQ HBEABER

b. ZIEREELAHTEEER (HIW , mg.m5.large). MEFHMEF , F2 B Broker instance
types.

5. 1£ Configure settings (#1T5% ) EMEHAY RabbitMQ access (RabbitmQ FH) Bk L , 12t
Username (£ & &) M Password (). UTRFBEBANRKREBEXNEARR :

- FREEBRKIERET L. BITHR., ABANER (-. ). LEFSIEEMERTE (~) F
JTo Amazon MQ I/ quest EREREER.

- BERVAELE 12@FR, 2EEL 4 A—Fx , MEFBESER. BRIFR (: =)

/A Important

BFVNEREEXEAZEZBIMABASDEBBER PI) REABZRBBRENRN, Hitb
AWS BRI EZEAFANEBEFEHAERZR , B CloudWatch Logs, REEXFHAEZBT
BRARALEREBRER,

(® Note
EHMEREERSRS , B aLsRETHEE
« CloudWatch B
- FAEFE

- PN EEHERE

6. igg-l:_ﬁo
7. £ Review and create (REMEM) EE L , B LURRENZEER , ARETEHRECH,
8. IEIE Create broker (BIREER)

E Amazon MQ B 2 RERERE , HEHR Creation in progress (IETE2 1) ARRE,
BUREBERAANEE 15 D&,

RIEIRIEBRENE , Amazon MQ 28R Running (B11T79) ARAE,
9. i#IE MyBroker,

#1I RabbitMQ RERZ



Amazon MQ HBEABER

£ MyBroker ETEHRY Connect (E#R) EBERH , iFac MMUERE XA RabbitMQ web console
(RabbitMQ Web #4&) URL , il :

https://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mq.us-west-2.0n.aws

s, FBRETRERANZ S AMQP inEi. BLT2H amgps im¥ 2 FREERENERE 5671 1Y
g5l,

amgps://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mg.us-west-2.0on.aws:5671

# 1Y RabbitMQ REREX 12


https://www.rabbitmq.com/management.html
https://www.rabbitmq.com/connections.html

Amazon MQ HBEABER

EIE Amazon MQ REER

BUYREREXR , BZAUEEMMEE Amazon MQ REERXHNTE TH,
£ |

« E&ZE Amazon MQ

« F#&k Amazon MQ RIEFRE 5| ZM A

« FA#% Amazon MQ KEEXHATEEEE
« Amazon MQ for ActiveMQ REFEH

« FREFE Amazon MQ REER

+ ¥EE Amazon MQ KREEXNHEBRER

« EFRE Amazon MQ REER

« B Amazon MQ REER

« Amazon MQ REREHARAE

- BEBIHIEE Amazon MQ R

EiEZE Amazon MQ
WOl LAER AWS RIS IREBMARERENIRE , REMREELEZE Amazon MQ,
PR 75 i 24

THELE A ERM Amazon MQ RS API :

Ry ERRTTE
mqg.region.amazonaws.com IPv4
mq.region.api.aws B (IPv4 F IPV6)
mqg-fips.region.amazonaws.com {ZBR IPv4 B9 FIPS
mq-fips.region.api.aws EEEHEN FIPS

EHEZE Amazon MQ 13



Amazon MQ HBEABER
AN HE Ll
HR 9T 2E U

T5ELE A ERAR Amazon MQ RERR :

#81 EARTTE
brokerId.mq.region.amazonaws.com IPv4
brokerId.mq.region.on.aws EHE (IPv4 F IPv6)
(@ Note
Amazon MQ for ActiveMQ KEEZRX T
XEEHE,

EAEHE (IPv4 A IPv6) in BEFRE Amazon MQ

EHBIRMERIE IPv4 M IPv6 RE., ERMEHERRIIRHFRE , ImE URL S@HTA IPv4 5
IPv6 i, MFLMERN FIPS inRFMER , 52 H SDK 2EE/E.

Amazon MQ X EEIFHEHBIRE  ERTELEAE AWS BFHIEEARIEEBHN -0, EHBR
BEBERAUTHRES . mq.region.api.aws. Hl | eu-west-1 EFNEHBIFHZRER

mqg.eu-west-1.api.aws.

1% Amazon MQ IR BHNTEEE | B2 AWS — g2 #E,

£ AWS PrivateLink 3E#&ZE Amazon MQ

Amazon MQ API 89 AWS PrivateLink %2522 IPv4 M IPv6 , A[#E E#FAE Ei% (VPCs) # Amazon
MQ API 2 BREMEER , MASHENRERED LB ERHMER.

® Note

PrivateLink B X EB{E@ AR Amazon MQ AP| in % , TEARKRERNRE. IEAEERE
REENIRIBNVFFMESN , 55208 Configuring a private Amazon MQ broker,



https://docs.aws.amazon.com/sdkref/latest/guide/feature-endpoints.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html

Amazon MQ HBEABER

£ ZE#F A PrivateLink 7H Amazon MQ AP , 8BS EEEEHNESE VPC FEYT
JTE VPC %, B VPC imBE | AR EBcom. amazonaws . region.mqsk
com.amazonaws.region.mq-fips FIPS %,

B8 A CLI =% SDK AWS HI} Amazon MQ K , B4 AETE S URL TREERAEHEREEE
mq.region.api.aws= mq-fips.region.api.aws. PrivateLink for Amazon MQ FX &L #E
WY FRER IS & Mamazonaws . com, WEFMEF , F2HE SDK 2EEEFHNEHEEAN FIPS inF,

T 5l CLI €6/~ €8 203%EiB Amazon MQ VPC in#idescribe-broker-engine-typeZ I K[EHE
(BEH) BEFM,

AWS_USE_DUALSTACK=true aws mq describe-broker-engine-types --region ap-southeast-2

WMFEE CLI RERERMBEAMITE , 52 E CLIAWS YA w2

WA LAER VPC in BB R R &Y VPC s T, MEFEESR , F2REARMEE
I VPC im B R E.

F#% Amazon MQ REEZ 5|24

Amazon MQ EEHMIAMAXENRERXSI ZERREHFTNAERNSIBRE., MO ERITELR
efgmER, BREEMEGRERN5IZRE,

Amazon MQ ERIEFEBMAZHREEMARIFEBS X. Y. Z. £ Amazon MQ BEF , XKRRE
BERA , YRRRBERAE , ZRMEBRERXRERR. AMEREENAR

o EERAFR - RERETESIBRARBEER, FlW, 1€ 1.0 RARE 2.0 RE/EERAEFA R

o REWMAFR - ERERNRES|IBERARHTEER, FlM, & 1.5 RARE 1.6 REWRRHRXEBRE
FHiko

BULERFESAREREAARET —EXENEEIRERE, EERME X ERAT

B , Amazon MQ ERENAEERXABRISZHINIEEHERRE, HREMASIEIIBRRES
RANFANRERER , Amazon MQ EEMEREMBEEARESZHIIENEHEXRE, EETH
IRERAHE I ZEE , Amazon MQ S ENKRERAABRET —EREREK. FENBEBREA KR
ZEEHENHERRAENIEETREBREEX 2 RELE,

THEERAUNAMFE A RAERNSIZRA , UREA BBREREFA R,

TR 51 ZERRAS 15


https://docs.aws.amazon.com/VPC/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/VPC/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-endpoints.html
https://docs.aws.amazon.com/cli/v1/userguide/cli-configure-endpoints.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-prop-updatebrokerinput-autominorversionupgrade
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-prop-updatebrokerinput-autominorversionupgrade

Amazon MQ LEE
ES]

- FEHAREIZMRAE

- BEIAMRESIZEMRAE

FE k5 Z R

EEFHSEREEANSIBREAAREFNEEZSIRERSE , BALER AWS Management
Console, AWS CLIZ Amazon MQ API,

AWS Management Console
R ARAREREXH S ZRA AWS Management Console

1. %A Amazon MQ £#4&,

2. ELEfIBEEKTP , iEFE Brokers (RERER) , ARNBEEHPRELEARHREER,
3. EREEXFMAEFAEHL , EE Edit (fRE8).
4

£ Specifications (3R1&) 2T , & ¥f Broker engine version ((RIERRX 5| ZMA) , R TN FES
BT AR AR

EEBEEmEES , ARE12#ZE Schedule modification (BER21520).

6. 1E Schedule broker modifications (HEEXERZNEXR) EE L , ¥ When to apply modifications
(ERBRHEHE)  EETIHEP—IE,

o

o MREBHLE Amazon MQ £ N —BHFENHERERTERMAF R , FBiERE After the next reboot
(E N REFRER).

- MRERESHRBREBEERNL ARSI ZBIRAE , 5F#EFE Immediately (IZE]).

/A Important

E-dTERREEAEENRBRRENEERRE. ARBEAEREN , AEEXERN
BB — XX 2 EEM — B

7. EBiF Apply (BER) UERBEERA,

FEFARBIZRRA 16


https://console.aws.amazon.com/amazon-mq/

Amazon MQ HBEABER

AWS CLI

EH ABMAEREXNEIZRA AWS CLI

1. A update-broker CLI (e S XIEE T 5B , MEFIFT R,

« --broker-id - Amazon MQ $t¥IRIEBRXELEMNME — ID, EATLHR
RIEFZERX ARN f#47 1D, Flan , RERLLT ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819 ,
RIEFREX ID FR b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

« --engine-version - EABRENREREN 5| BRAH;RTE,

aws mq update-broker --broker-id broker-id --engine-version version-number

2. (BA) WREELAABSIZRRA , FBEA reboot-broker CLI an 5 EFTAEIRERE,

aws mq reboot-broker --broker-id broker-id

MREFBIUNEFRBAEEXNLEAEE , Amazon MQ B T —EHFE RV MR RAIB AR
RERER,

/A Important

E-dTERBREEAEENRBRFRENERRE. AREBEEAEREN , AEEXEHRK
B —XAEEMA—EE .

Amazon MQ API
£ Amazon MQ API AR IBE X A9 5| BARAK

1. M UpdateBroker AP| #4E, #8E broker-id EABRESH., THIEHFIHRER us-west-2 b
EPARERN., METH Amazon MQ I EHFFEER , F2E8 AWS —i8%E F# Amazon
MQ i R M B HE

PUT /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT

FEFARBIZRRA 17


https://docs.aws.amazon.com/cli/latest/reference/mq/update-broker.html
https://docs.aws.amazon.com/cli/latest/reference/mq/reboot-broker.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region

Amazon MQ HBEABER

Authorization: authorization-string

EBEREHFFEH engineVersion , MEEEEAKEREBEX MRS,

{
"engineVersion": "engine-version-number"
}
2. (B MREBIENFREIZIMA |, 556 B RebootBroker APl BEEFRABREER, broker-
id MEERKRES2H,

POST /vl1/brokers/broker-id/reboot-broker HTTP/1.1
Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT

x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

MREAEVNEHBBREEXNLERAEE , Amazon MQ 8% T —EHFERN MR R EIE AR
REER,

/A Important

E-gTERAEEXEEFRBBERBEERE. AREEREEN  AEEXEHNK
B — XA SRR —EER,

BB A R E 5| F A

BAURFREEFE —RBEYREREXE , IBHEARERARERE , AREERXBABBXER
K. EERAREREEXNBEBXREREHAE , BALUFER AWS Management Console AWS
CLI, = Amazon MQ API,

AWS Management Console
FH A B EXRERAHAKE AWS Management Console

1. %A Amazon MQ £#4&,
2. EERIEEEEF , i#ZE Brokers (RERER) , ARRBEPRELEARNWRERES,
3. EREEAFHMEENAETEL , BIE Edit (|RE).

BB AR ESIZRA 18


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-reboot.html#RebootBroker
https://console.aws.amazon.com/amazon-mq/

Amazon MQ HBEABER

4. 1£ Maintenance (#) 2T , i## Enable automatic minor version upgrades (B B BI)X EhR A
FHR)o

(@ Note
MREERUMRE  BFFEETEARE,

5. EEEHHEKIN Save (7).

AWS CLI

HRZEB A BERERA AR AWS CLI, 556 update-broker CLI th B IHEE T HIS &,

« --broker-id - Amazon MQ $tHIREEXELENE— ID, ERIULRE
RIEFEX ARN fi#4T ID, Bl , FRERET ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819 ,
RIEFREX ID FR b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

+ --auto-minor-version-upgrade - B BENIX ERAFRIZE,

aws mqg update-broker --broker-id broker-id --auto-minor-version-upgrade

(® Note
MREEEEA ActiveMQ REBEXNWBEIREMRAFARE , FEFEH --no-auto-minor-

version-upgrade ¥,

Amazon MQ API

& EiEIB Amazon MQ AP| REAA BBIRERAF R , 58 A UpdateBroker API #&4E, 187
broker-id fEAKREBE, THEHIEEE us-west-2 WEPHRIBRER, METH Amazon MQ &
BN EEERA | FE2 B AWS —f#82:2E 8 Amazon MQ i BRI ELEE,

PUT /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

BB AR ESIZRA 19


https://docs.aws.amazon.com/cli/latest/reference/mq/update-broker.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region

Amazon MQ HBEABER

EFEREAEHFFEH autoMinorVersionUpgrade B , LA B EIRERRA FHR,

{

"autoMinorVersionUpgrade": "true"

}

MREBRBERREEXNEABBRBREAR , FEFREAFPRE

"autoMinorVersionUpgrade": "false",

FH#k Amazon MQ REEAHITEREE

) 8B HTEBER (n5, t3) MA/N (large. micro) B9A BHERTES th & EH/T ERER
(B0 )mg.m5. large, BESTEBEES BEXEZESPBRERR KN EE

. FFEAEEI B E

. EEHASE

. FBRGIERERS

. BERS

BEESB/ I WANEEHTEEER (mg.t3.micro) ARAREARNEE. YRAFRMN{T
WEEBHR, shixE. REBFHNASNFEEALS  RARBFARANTNEETERER
(mg.m5.large FMESRAE) .

MRFZBEFRELE , IRERVIFERIEERE , EREAREBANHTERER (IR
microf#kE large). EEHMATERER , BALIERA AWS Management Console AWS CLI,
= Amazon MQ API,

AWS Management Console
EEFA ARIBRAWAITEEERE AWS Management Console , &7 T FIEE :

1. & A Amazon MQ A,

2. EERIEEERED , 1BIZ Brokers (RERR) , ARNBEPEELEZAMHRERER,
3. EREEAFMEFARTEL , #F Edit (RIE).

4. ERBT , PN REFTERER  RTUXNBFEPBREFTNIHTEREE,

5. EHHEKD , BEHFEEH.

FHRBATERER 20


https://console.aws.amazon.com/amazon-mq/

Amazon MQ HBEABER

6. 1E Schedule broker modifications (HEEXERZNEK) EE L , ¥ When to apply modifications
(ERBRHEHE)  EETIHEP—IE,

- BETREHBHE K MREFE Amazon MQ £ T —EIHEE Y HE R R ER T B
- MRGRESHUBAEBERIL A RBITERER , FEZELA,

/A Important

E-dTEEREEAEENRBRFRENEERRE. ARBEAEREN , AEEXERN
BB — XA 2EEM— B

7. EiF Apply (BER) UERBEERA,
AWS CLI

£ FHRRERXN T EREE AWS CLI

1. £/ modify-broker CLI Sr S X IEE T 5B & , M HIPT R,

« --broker-id - Amazon MQ ¢8I RERIXEENHE— ID,
« --host-instance-type - EAKEENREREN 5| BRI

aws mq modify-broker --broker-id broker-id --host-instance-type instance-type

2. (EA) mREHEESEABBTERER  FBFEH reboot-broker CLI in T EFH MBI R ERER,

aws mqg reboot-broker --broker-id broker-id

MREABUNEHABREEXNLEARE , Amazon MQ B T —EHEE K HER IS AR FHR
REREN,

/A Important

E-HTERREEXNEENBBRRENERRE. HARBEEAEREN , AEEXEHRK
B —X S — B,

R R >


https://docs.aws.amazon.com/cli/latest/reference/mq/update-broker.html
https://docs.aws.amazon.com/cli/latest/reference/mq/reboot-broker.html

Amazon MQ HBEABER

Amazon MQ API

£/ Amazon MQ APl FHEREBREWHTEEER

1.

£/ ModifyBroker API ##4E, 7 broker-id fEARE B, T HIEHIRER us-west-2 #h[E
FHREREN., ETH Amazon MQ iR EHVEFAERR , B2 ) FH Amazon MQ i 2R EL
EAWS —ﬂ’xl'%%o

PUT /vl1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

EFERAEBHhost-instance-typeFFEA REEEASRNREEAMTERER,

{

"host-instance-type": "host-instance-type"

}

(EA) InREE T ENFARSIZMA |, 3568 RebootBroker API BEEFH B NREER, broker-
id HEEABRESE,

POST /vl1/brokers/broker-id/reboot-broker HTTP/1.1
Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT

x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

NREFBIUNEFTBHREREXLEAEE , Amazon MQ BEE T —EHEENHERRBBHRK
REREN,

/A Important

E-gTERAERXEENTRBBEREBEERE. ARBEEAEEN , AEEXEMHNK
B —IX RS — B,

HiEsTERER 22


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-reboot.html#RebootBroker

Amazon MQ HEASER

Amazon MQ for ActiveMQ #F1EH

Amazon MQ for ActiveMQ 3 # Amazon Elastic File System (EFS) 1 Amazon Elastic Block Store
(EBS), #RIFFER , ActiveMQ REREXFE A Amazon EFS #{TREBRERAfF. EEMNAEZETH
EEHN WA EMNESIhEE , B6MH Amazon EFS, ZEFARKIEEMS®IXE , M Amazon

EBS.

/A Important

« RHEEHE Amazon EBS #E mq.m5 REEXATERERKIIFER,
- WREBAUEEREBEAHTERER K BEIEEIREEAZBFREBEEARERE,
« Amazon EBS € BE— T AEFHANER , BFRXZE ActiveMQ fEA /5 HBER,

RESECZENEE

THREM ActiveMQ RKIEERMECEEA. Amazon EFS fl Amazon EBS R ERHE=EMNEEM
#,

EEER Persistence &3 45| 155 A == 451 BELEEEY BF
HEATHIBALS
BB K LR
(1KB F8)
AIEERN BN - REHE 5,000 i3
- MEEREH
- REBENE
*SI-
Amazon EBS B8 - KEXZF 500 BE—nHESE
. STEEE (AZ) A Z @&
#
Amazon EFS B8 SRS 80 BZEAZHNZ
B84

EE2 23



Amazon MQ HBEABER

LREAASRFRHUSREEENESHIEZE, T8  AREITERAIRNERAENRBHES

BEXo

Amazon EFS REtREMAY , IEZEAZER , MBEREMNE - THREILE AZ TAENE
BmEREREKR, Amazon EBS E#HEEBETRENMNEE  YHEE - AZ AN S HAMKEEZ
BETER

REFE Amazon MQ RIERER

AERERARELEAFIM , BEEY VPC AMER, ERELEREEAZH  FRETIE
B VPCs, TRRMEZEIENES

« VPC

- REERRNNFER (s) IZLBFELANRERKN VPC F,

- EREARERERIR , TRt E B KREA VPC BREW IP thit, ELRRHE Amazon MQ

EfEn P it , MEFHZEETMEE,

. FHEE

- MEFHERMNVASLA VPC A, VPC X ERENREEXNARKRSES.

- MPRRMHEFHER , SFEATER VPC PIVTERR FHEE.

- BYRERX% K EELIEEFANFEE,

- HREENERAD/SFHRERER , FERLEMNRTRN A EHE,

- HRE-—HTERRERX , SUNEEECANFER , YEHENTARSRELREEN,
- REEA

- MRKRRELLFE , AISEATER VPC PHERZSFE.

- BE—HTEE, BENEATSOREEXZLETE—BR2HE (HINERZSHE) .

(® Note
4 RabbitMQ KEEXTER FEBEN L 2FHE,

- BYREERR  FEIBEMFEANRZSHE. Z2HEAXFNTER.

£ PEREARBNREREX AWS Management Console

EEREMERERER , BFE PHBRELHEZER AWS Management Console, A% , TEHEIKER
EEERFS  BEREREBEMNER  FATTHIEE
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1.

EERERANILEER., EEERENEREREX , B LR IPv4, IPve EHE (1Pv4 F
IPv6), MNFEFFMEN , 52 BIConnecting to Amazon MQ,

g BEEMAER VPC, TR (s) MZ 28 (s) , SUERENRAM VPC, FHIE (s) MK

2 (s)e MRETBEAFERIIRAN VPC, TR ( FHK ) SiZL2HE (x28H) |
BRI VPC L2 HE , TRERELHRERK,

(® Note
HRILEREBEERNER , EEFLGETRRNE IP BHMERE, BIREERE K RE
EEE VPC InE , B—2SEFMEFERN P ER, MELEEFEATN IP EE A
BRI FWREBRER,

(@ Note

Amazon MQ for ActiveMQ 7 VPC im 3, BB EXREI ActiveMQ KEREN
KF , Amazon MQ 7 VPC B MR R E (ENI), REFHEFWET ENI R, 7TA
ROBMLEREREN,

EEREELABEFEIRMMNIER TEE Amazon MQ RIEERX Web &

ECRARERAN L AU EIME , EUAERER AWS MRS ID A UFRAEREEN, RE
FEAREEXN LA EIME , AIXERTTISERREFRAERER Web 128,

1.
2.

£ public-vpc &I Linux EC2 #I1TERE (XEi , EELE IP).

FERFRETEMMRTE VPC , FEVHE EC2 HITERH ssh ER , RAREA curl dvERK
EEXR URI #EE

RGNS K FHALEESBERNER , UKEFE EC2 #IT(EEM IP it 3RE T EC2 #IT{EE
B ssh BE, {5l :

ssh -i ~/.ssh/id_rsa -N -C -q -f -D 8080 ec2-user@203.0.113.0

EERPHES R B EA KR ER RS,
EENHE ERERERA P , fl20 FoxyProxy,
FRAUTRERRELNRERAE IR :

ERELEERENER TEE Amazon MQ RIZFEER Web 2 & 25


https://getfoxyproxy.org/

Amazon MQ LESC T
- SPERIEEA | #5E SOCKS5,
« B IP sk, DNS EBAMAMR:RER , $8E localhost,
- HREEIR | $5%E 8080,
- BREMTHEBH URL R,
- $¥ URL &3 , € *.mq.*.amazonaws.com*

o SHENEIREE | IBE HTTP(S).

RBAENRER PRl , ST SIERMER EFE Web 285,

/A Important

MREEEALERERER , WTESFRERMER VPC FREMN IP ik, BELERKE Amazon
MQ Ef# 555 £ RabbitMQ #Y IP #bit , M B EEEAEIE. Amazon MQ

B2 Amazon MQ REEWHEERER

Amazon MQ EHE#ERREERHASPNRENTER, FRRENCIZEEIATHE. S0, W
RESEREEXITEREE , Amazon MQ EE T —EHFENHEBRREALHNEE, REARRN
ERAHENRENE A EENSERERSUEER K. SUNERRNESZETAESR AZ) &
TAMNARERAHELER  BEEREHENERERREERE,

Amazon MQ for ActiveMQ R EE)/FomEE , NBRSTAYE. EEAD/FHERXF , Amazon MQ
—XBT-ERTEENEERE  BEELE—ERTEROATH, A, EAUUREREEXE
B, HERRE - BALEFTE. Amazon MQ for RabbitMQ IREETAMNEESE. EEED
Ed , Amazon MQ EBERRIFZEDRMERTHVE R , —XBT —EEHRNERBRE,

B—XEURERENE , BUUSHESREEEERBESRHAIT K. EREBREBEEXNEER
BRZBAET —BHENHEZERRIRZMNR. REEXHEERBTRE , Amazon MQ EEEXRS
B UET —EHERERECIEARRIRE., ARREEIKERER  REEXTAETEZE
e,

EEFEREEMERR , L LAERA AWS Management Console AWS CLI, B Amazon MQ
API,

REAEEAHE 26
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FH FEREREREREERFR AWS Management Console

A AEDNEBHEZRER AWS Management Console

1. &A Amazon MQ £ &,

EERESBEE®RT , 1BIF Brokers ((RERRN) , ARNWBEETRELEAMHRERR,
EREEXFMAEARE L , 212 Edit (W),

£ Maintenance () 2T , 17 T &1k,

w0 N

a. &t¥f Startday (F#hE), R THXBERBRZFERE , HILBAE,

b. &¥f Start time (FHEE) , BESBHET —EARERXEZEFEN —KXPW /NS E |
15“&[] 12:00,

(® Note
Start time (P85 [8) RIEFRER UTC+0 K&,

5. EE , EIHEEN. AREZEETREFHAMBRIIA. BERETREFRBR , SMAEHEE
R MASENRMBREREN., ERVISZASTRERNERER.

6. HERERAFMEFEEA Maintenance widnow (HEERFER) T , RSB RTNRFHERE,

EH BIEREEAHERER AWS CLI
/A REPNEKEMEZRR AWS CLI

1. f£H update-broker CLI fr I E T HIS & , MEHIFF R,

« --broker-id - Amazon MQ $t¥IRIEBRXELEMNME — ID, EAILHR
RIEFZERX ARN f#47 1D, #lan , BRERLLT ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819 ,
RIEFREX ID FR b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

« --maintenance-window-start-time - RETHEBPRHEN S EHEBSERHREENS
2,

- DayOfWeek — EHi%% A A T5IFE% : MONDAY| TUESDAY | WEDNESDAY | THURSDAY
| FRIDAY | SATURDAY | SUNDAY

« TimeOfDay — 24 /NEF&EIRI RS,
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- TimeZone - (i) BIR/EWHH UTC U BHEAWEFE, 7858A UTC,

aws mqg update-broker --broker-id broker-id \
--maintenance-window-start-time DayOfWeek=SUNDAY,TimeOfDay=13:00,TimeZone=America/
Los_Angeles

2. (i®HA) £/ describe-broker CLI #5%5 , LARERR B BRI E #r#E AT ER.

aws mq describe-broker --broker-id broker-id

£/ Amazon MQ AP| #fFZRIEBERNHERER
£ Amazon MQ AP| AR EENHERR

1. fEM UpdateBroker AP| #4E, &7 broker-id EARB TS E., THEHHIMREK us-west-2 HE
FRRERER, WETH Amazon MQ I EMEEMAER , 5208 ) P8 Amazon MQ s B FE
FBAWS — gk 8&,

PUT /vl1/brokers/broker-id HTTP/1.1

Host: mq.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

EFERAEHFFEH maintenanceWindowStartTime B8 H WeeklyStartTime EiREHR

{

"maintenanceWindowStartTime": {
"dayOfWeek": "SUNDAY",
"timeZone": "America/Los_Angeles",
"timeOfDay": "13:00"
}
}

2. (#HA) £/ DescribeBroker APl 24 , AHERRE RNIh EF R, broker-id #iEEARKS
.

GET /v1/brokers/broker-id HTTP/1.1
Host: mqg.us-west-2.amazonaws.com
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https://docs.aws.amazon.com/cli/latest/reference/mq/reboot-broker.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-weeklystarttime
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods

Amazon MQ HBEABER

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

B RE Amazon MQ RERER

HERTEEEAEAERER , EUUERRBRERR,

® Note

WMREM ActiveMQ RERAEELDE , BN CERKME , LIEHEREER,

LA g6 R & an{a £ F AWS Management Console3R EFT R E) Amazon MQ REER,

B RE Amazon MQ RERER

1.
2.
3.

& A Amazon MQ A&,
RARERNEES , BEESNWRKEREXERE (Bl , MyBroker),
£ MyBroker EH , i#1% Actions (Ei1E). Reboot broker (EFTRBIRERER),

/A Important

E-9TEEAEE S EENRBDERER. EEAEEXSTER , ESEHNEE—
EXRE,

£ Reboot broker (2B ERE) HEEH A | 1212 Reboot (EF ),

ENMBREEAANTES v, IREFRBESHTERANEE | FREMTIIRERK
HMAREREN LHT  AENMRBEFJEEEERNERE.

fiB& Amazon MQ REZER

MRIEFER Amazon MQ RERER ( BEMAAFREREAZKEEN ) | REBEHKEK Amazon
MQ ASEMIBR , SURERA AWS .

LA #8461 7~ 88 204l £ - AWS Management Console Rl BR A ERER
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Amazon MQ HEASER

fE& Amazon MQ IR

1. & A Amazon MQ £ A&,
2. RARERNEE , ERENAKRERER (0 MyBroker) , A#%I1EHZE Delete (fIBR).
3. 7t Delete MyBroker? (fHiEx MyBroker?) $5EARH , WA delete , R&EEIE Delete (MER).

MBRAERAARNER 5 7,

Amazon MQ REZ iREE

RESEHAERXMN B AR, TRIIE Amazon MQ REEXWAARE

A API iR

BUXHY CREATION_FAILED mEEVAEREN,

EHEEYT CREATION_IN_PROGRESS Bl EEEYRERR,

IETEMIER DELETION_IN_PROGRESS B B EE MR EEN,

EEEHRE REBOOT_IN_PROGRESS BRI EEEHRMEBAERER,

AT RUNNING REREN ERF,

FHITHREEE CRITICAL_ACTION_RE RERAEENT , BEERE
QUIRED WAREE | FE VBB,

A LAE HIER B PEEFR
IEERRT , AIRFIERE
BHERE,

ERIFIEE Amazon MQ &R

BHREENYPH Amazon MQ iR , AP EKAE , A #HEPEERERERBICEENIEENA
B, BERBESAERENR , EEYEAHER. LUUERARARD BEBRRER AWS 1IRE | UKk
RIEECHRAER, BREEM , FEMIEE AWS EWIRFIRE | UISEBRERS|IBNE. NF
A& , FF2E AWS Biling ERERETFNRESARAE SRS

Bk Amazon MQ KERER 30
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Amazon MQ HBEABER

Flan | BATAFTIBES |, RAKRBAFOF Amazon MQ BRI AIE :

BiR &8 =]

Cost Center 34567
Brokerl

Stack Production

Cost Center 34567
Broker2

Stack Production

Cost Center 12345
Broker3

Stack Development

EERCHES , IRERE—ERAFOAATHBERNRMEREEXBEAR—A , XERATREK
RO BERBRFLTHEBNAERR,

£ Amazon MQ i A P EFIEER

ZAIEBR T ISR |, REKEBITIEEEE Amazon MQ EREFBRUMNENR !

1. 1€ Create a broker G2 XERER) BEE , ##F Additional settings (HfBEZE).
2. 1£ Tags (BE) % , i#IF Add tag (FTIEER).

3. HA Key (%5|8) # Value ({8) BV ¥4,

4. (ER)EE Add tag (FHEER) , RALHREE N LZEER,

5. iZIE Create broker (BIREER),

TER SAHRERS N HAEH -

1. {& Create configuration (23Z#0%8) HE , i##F Advanced (EFE).

2. 7 Create configuration (I #HA8) EEM (Tags) HMEF , #F Add tag (FTEER).
3. EA Key (£5|#) M Value ({B) BV A,

4. (ER)E#E Add tag (FTIEER) , RALHELEN LZEER.

5. iZIZ Create configuration (B3I H7E),

£ Amazon MQ E#Z & H#TBER 31
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FIEERR |, BT LIE Amazon MQ A FHHRIR, MENBRERNESR, BHJLIER REST API
BRERNER, WEFMENR , 55828 Amazon MQ REST APl 2%,

1£ Amazon MQ £ A P HIBER 32
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Amazon MQ HBEABER

£ Amazon MQ for ActiveMQ

Amazon MQ TSR AFESEERNEENRFREEREEHEVHASRERRN, EUE
F . Amazon MQ REST API = 3 AWS Management Console, EE M xR EREN AWS
Command Line Interface,

Amazon MQ for ActiveMQ RERXUSBAE —HTEBREERNSEAF/FaREREN. HR
EMENEE , Amazon MQ ERHBESAREEER , LEHSW A,

@ Note
Amazon MQ £/ Apache KahaDB AR ERTFHE. T EHEMERFKRE , 20 JDBC
# LevelDB,

B FRRERRN , 5EAFER ActiveMQ ZEWEMEZENFRETES , WAKEMA T HEAHERMA
TLS :

« AMQP
« MQTT
« MQTT over WebSocket

« OpenWire
« STOMP

« STOMP over WebSocket

ZE T #% Amazon MQ REST API , 552:E Amazon MQ REST API £#,

Amazon MQ for ActiveMQ RIERE R

+BEE Amazon MQ for ActiveMQ RIEER ?

REEXNZE Amazon MQ LETHWAERERRNIRE. ER Amazon MQ WEAREBEH, P
HEBHITEEER (m5. t3) AN (large, micro) WEHHRBEPNEEBHITHEEER (Hlm
mq.m5.large), MFEFMEF , F52BBroker instance types.

Amazon MQ for ActiveMQ X IEFZ 5 33


http://activemq.apache.org/kahadb.html
http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/

Amazon MQ HEASER
- BE—HTABREEXRA—EATAEREHH —EAREEXEAR. A EEXSHLNERERUR
Amazon EBS 5 Amazon EFS R EETEH.

- FRF/AFGREEARBMETETHESTWMERERMER , IRENBEESH, EL
REEASRENEAENR Amazon EFS B iE#.

MEFHMENR , 552E Amazon MQ for ActiveMQ KIEFR R ISP EI181E,

E Apache BMAHFMRAE , B UBABBREREAAR , AARIAREEXSIZNHRERE, BB
FRSRENBERE, —RPHEE (24 /DEH) MEFE (RS UTC) FRE RNV R R,

MERUNEBRBEANIMET, , BLWUTREH -

« AP BUIWERE ActiveMQ REBER
« FNEE

* Broker statuses

X ERYV AR B A E

BRI UERRERN , 5EAER ActiveMQ ZENFAENERETES , AR A T HEA G ERA
TLS :

+ AMQP

+ MQTT

« MQTT over WebSocket

» OpenWire

- STOMP

+ STOMP over WebSocket

Attributes
ActiveMQ REEXEEZEBEM |, Hiw :

- HZ 7% (MyBroker)

+ ID (b-1234a5b6-78cd-901e-2fgh-3145j6k17819)

« Amazon E/RE % (ARN) (arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819)
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 ActiveMQ f8EE# A URL (https://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mqg.us-east-2.amazonaws.com:8162)

WMEHMERR | 5528 Apache ActiveMQ XHFHEY Web 32 A,

/A Important

MBELIEENREMRFTTEE activemg-webconsole B8 , BEHEEMEA ActiveMQ
Web £# & , RAXBEREREEARELRE Amazon MQ KEREXWAL.

« AREZEF D E R

* amqgp+ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:5671

* mqtt+ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com: 8883

* ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61617

(@ Note

iE 2 OpenWire i B,

* stomp+ssl://b-1234a5b6-78cd-901e-2fgh-3i145j6k17819-1.mq.us-
east-2.amazonaws.com:61614

* wss://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61619

WMEFHMER , 528 Apache ActiveMQ U4 9 E5 TE (i,

(® Note
HRMEAH/SFHRERR , Amazon MQ 2RHEM{E ActiveMQ Web £# 4 URL , E—X R
B—EERAFH URL, Bt , Amazon MQ ABEZRBEA G ERERMERS  ESELRY
F—RRAE—RERTHNIRE. -1 8 -2 BEBR~EEHES

MEREBEEABMNTEE 25 Amazon MQ REST AP| 2Z U T RE :
REERX 35
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http://activemq.apache.org/web-console.html
http://activemq.apache.org/configuring-transports.html

Amazon MQ BB A B
« REST#®EID: #NKE
« REST#®EID: #NKE
« REST#®EID: #NKE

EXEL

RNEEERE

ActiveMQ £/ & R LAf7E ActiveMQ REEANTIMEENASREAER, ETURERER
ERERBENHT, flm , SRS AELEEREFR ActiveMQ Web £# 5,

BHEAR—EFERR, SUUSHERTGERE  YREAMHBESEE, BRNEERETIMNER
HYEF Ao

/A Important

HEREETEE TSV EEREFERE, FEEARE  LLASET —ERER
BRREHMBBRERER,

MEFAEFNBFEMNGFMERNR , 552/ Apache ActiveMQ XHHHI LA TEH :

. REEH
WERET, wmEMMBR ActiveMQ ERENFFMENR , BF2EAUTEEH -

o B3 ActiveMQ REEXFEHRE
. FHE

EF & B

MEFEHAEBMENTEFE | 528 Amazon MQ REST APl 2E R LI TRE :

- REST#¥EID: A&
- REST#¥EID: A&

ERE 36
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html
http://activemq.apache.org/web-console.html
http://activemq.apache.org/security.html#Security-Authorization
http://activemq.apache.org/security.html#Security-AuthorizationExample
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html
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Amazon MQ for ActiveMQ REE R ZPE 1B 1T

Amazon MQ AR EBEXREME—HTEBNBETSRIE,
EIE 1 : Amazon MQ E—#{TEEARERER

BE-#TERREEARA—ETARHEIHN —EREEER. AEEXFHELNERAEZINUR
Amazon EBS = Amazon EFS R F R EH#ITEH. Amazon EFS RFHEENRFTHFREEE ZE
AAESE (AZ) FHRER , UEHESERNMAEMTAME. Amazon EBS 12 & ¥HE IR S
ESELCHNERBRF#ZT. OERFEENFHENR , 5528 Storage,

TERBE—HTEEREREN , BB ZE AZ EEM Amazon EFS f#F.

! Amazon Web Services Cloud

=)

Client 5 Amazon MQ ! EFS Volume
' Broker
us-west-2a !

TERBE-—FTEEREER  EAEE - AZ S HAR:[2EEEHN Amazon EBS #F.

! Amazon Web Services Cloud

Client Amazon MQ EBS Volume
i Broker

us-west-2a

...................................................................

HEAEER 37
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#1F 2 : Amazon MQ fER /SR EER TRHESTHM

FERP/FRREEARHMEFETARSEPHNMECEREAMER , XREMNMBEESH, ELN
EREASHRENERRERXN Amazon EFS EZ&H. Amazon EFS RFHMRENRTHRREEEZE
AAES (AZ) FRER , AREESEROMAENTRAE, MFEFEEF , 52/ Storage,

BE  AEEXHTERY K RAF-—EARERERTS K MEA-—EAUERFwH, MREH—ERER
NHATEE R ENEETHERE , Amazon MQ FE—REES R HERPATEREFILRE. ET
FRDRFNFHITERBEREAT , YRBEIEANET. ENRICHEBRRNAEEXENR
BEBESERRERERLE, ELAENMRIANERAR K FEBEAFTELDENERE,

HAEAP/SFHRERR | Amazon MQ 2RMER{E ActiveMQ Web £3## & URL , E—XRRE—1E
EAFH URL, E#ith , Amazon MQ ABERBEABEREMERSE , ESERHET —RXRE—
BEATHRR, -1 7 -2 BEBRTHEEES. HRREREREFBERY A SEXAFTEARNE
RAEREENERIE—IwE,

TERBERAG/SFHRERN , BB ZE AZ EE /M Amazon EFS &7,

! Amazon Web Services Cloud

-----------------------------------------

Amazon MQ i
Broker us-west-2a

-----------------------------------------

Client

Broker us-west-2b

ERF/EFHRERR 38
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RIEFZA Amazon MQ {31

Amazon MQ X1 ActiveMQ R ERERBEINEE,

REEXERHZERKERATE-HTERREEXSEAP/FHRERNER. BYH M KER
BRALMRES A, BN  URESETNMRENTEREETRERVE.

158 B AR AN AE A 2

EREEEERE —EREEAERD S —EREEN , LEVARERA MR, MRERSFEAE—E
REEXIEZ - EREEANEEALS, MREESFEREEXERPRERFEIHETER. WX
RIS TER , AIFERER - EREEXBEINHAAERN. UNETER  ARSEREARERE
A BE@EE,

INRPBHEERREAE T | AS LS Broker2 EiXZE| Broker1, fltn , L TFTRABRENEREGHE
T networkConnector IE R :

BRLUERNREFEBPERAFETINETER, KRR ERETERSIAS —EREER , &
HE , NERRESRE. RAPEEFR Amazon MQ ZEREBERANT2ER  ETEREREA.

REEAFEBRNMEREZEAER?

RPN AERES A TEERIREREL B, REEX AXAFAERNEAER , BIUNEH
EMEEERERE, EXLELEEREERXA LBEUFERAE  HEAREKEREXB L5 —1@
FHEMER (CGEEAANEAFEHAEERBNZRENEL, B—FAE), MFREREEXAN
<networkConnector> P REEEE., BLRE <networkConnector> fAREHIEE userName B
MR , Amazon MQ #EEHTRE BB IERE.

/A Important

RERE <networkConnector> MY password B, RfIFEZRENREBEEANERE
FRTHENXFER , BAERE Amazon MQ EEEFREBEZER. NWEFHER K F2
B Configure Network Connectors for Your Broker,

i

S

3

B E
EEREHEAWS BENRERABS  SEELERTHEAREN  LEANEREREREL
RBRR MR,

RERAMR 39
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FMBABER

Brokerd

EEGEE&EG —KRREREREANBE , B L networkConnectors 8 B #7118 2l Broker1

Broker4 {87 , LB EELREEXNNRBBRIRES o

Broker1 By #8538 E 1285

<networkConnectors>
<networkConnector name="1_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mq.us-
west-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_4" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-62a7fb31-d51c-466a-a873-905cd66@0b553-4.mq.us-
east-2.amazonaws.com:61617)"/>

5= i
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</networkConnectors>

Broker2 BV #4958 E 8T -

<networkConnectors>
<networkConnector name="2_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker4 BY#8E8 E1%ES

<networkConnectors>
<networkConnector name="4_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="4_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-
west-2.amazonaws.com:61617)"/>
</networkConnectors>

RESREERNBERERE

BR T 8% networkConnector ok , BEAUARERER transportConnector E#EERE KA
BRRAELE  UEAKPHEIBRAERS BEN TEHER,

<transportConnectors>

<transportConnector name="openwire" updateClusterClients="true"
rebalanceClusterClients="true" updateClusterClientsOnRemove="true"/>
</transportConnectors>

W EH|F | updateClusterClients # rebalanceClusterClients B&EEREAS true, I8
BEALT , AFREERSABRRERNFE K YTEEMNREREXMARERERFHE,
AIALEIE

- updateClusterClients : K EBRERXMAREEBENENSERSAF K,

« rebalanceClusterClients : SEREBEPERIIIEREBEERE  EXAFREHFLEMEN
REER,

RREnERENBERERE 1
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« updateClusterClientsOnRemove : EREEXBEREENEKRE , BERAEEAEHAF

&
Mo

E updateClusterClients i%4& True i , AF WA AIREAEZEEREERXFARIHNE —RER
o

failover:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)

EMHAREERNERE  EHERIERPLBRERERXN URIEE, IREREEXNERKLY ,
AERSHREYMI EERNEH —BAREER,

MBEEATHBWOFMAT , BSB Active MQ THPNEEBWEANREEXRE,

Amazon MQ for ActiveMQ REBZEXN S TEREET

RN EHTEEER (5, t3) MK/ (large. micro) WEMHERBAFNEESTEEER
(5170 mq.m5.1large), F&RFIH Amazon MQ ActiveMQ RIBFE X #TEEEHEE,

Amazon MQ EAXSEHTERERKIETEE 900 XBEHBEH, RMEZEEEend-of-support B Hi 2 &f
BREBEXAREZHOSITEEER | LB IEETH 5,

/A Important
IREEETE 2025 £ 3 A 17 Hmg.m4.largeEBXRt2 .microR 2 REIREBRER,

#HITERER VvCPU iCiEE8 (GB) EBEAR #F Amazon MQ
PRI T

mq.t3.mic 2 1 R E EFS

Io

mg.m5.lar 2 8 +E EFS = EBS

ge

mqg.m5.x1a 4 16 HE EFS =% EBS

rge
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HiTEREE vCPU S (GiB) EBEAR ®7 Amazon MQ
FHRIEXE

mqg.m5.2x1 8 32 HE EFS =% EBS

arge

mq.m5. 4x1 16 64 HE EFS =% EBS

arge

NEEREZENFHAEN K F2RLASREENEEEIRNAERAINTEREE,

Amazon MQ for ActiveMQ RIBFER4HAE

FAREFE A XML ¥ (LR ActiveMQ B9 activemqg.xml #EXR) , @8 ActiveMQ REREXNHFTERR
Eo BUNEENFAREENZEBIMERE, AR, EUUKERERE -SZARERER.

/A Important
HARETEE  FTREUNKEFERZEAEER. EEEAEE KX ESHT —EHER
BREFRBREER,
B BEME A DeleteConfiguration API RIBRAERE., WMFEFFMER , 528 (Amazon MQ
APl &) HRFHEE,

Attributes

REEXNACERZEBME , Hlw

- &% (MyConfiguration)
* ID (c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)

« Amazon E/RE % (ARN) (arn:aws:mq:us-
east-2:123456789012:configuration:c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)

h

MEHEBMNTREE |, 528 Amazon MQ REST APl 2Zdh W T&E :

« REST #4E ID : #H5E
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- REST#/F ID : 58

MFAEBITBENTREE  F2RANTEE

- REST #24E ID : {E8855T
. REST #84E ID : {58455

£/ Spring XML #HRERE R

RFEFEM Spring XML #ERREZE ActiveMQ RIBREX ., BAILERE ActiveMQ RERXNZEE
m, fIFELERNE N, BHBER, REBE , URAHER., Amazon MQ S2F|IHd—L4
EBE  flnfEREmNFETE. BEfXEREMERESE  fIuREBEEXERNEL,

£ Amazon MQ XML #FB#ERS , EE T BN —EXEEREE, FEATIEG THXEERHE
R zip R

 amazon-mg-active-mq-5.18.4.xsd.zip

* amazon-mg-active-mg-5.17.6.xsd.zip

* amazon-mg-active-mq-5.16.7.xsd.zip

* amazon-mg-active-mq-5.15.16.xsd.zip

BRI ERAELEBIERRBENEEERER. Amazon MQ B AIZEEFEH L& XML ERREMHE
B, BB LE XML EREK , Amazon MQ ﬁ*ﬂ?&%*’l‘%}m R B BRI BBREM R R IV ERES H.

(® Note

R B FEAREME. Amazon MQ EREEERETFRRT S Spring EEN, B TR
SERNTRNBM,

3 Amazon MQ for ActiveMQ RIBFER A A8

HARELL XML #& = (LA ActiveMQ B9 activemq. xml EXR) @EFER ActiveMQ REBEXFRE,
BULERIEMAREBEERNZHEIMERE, AR, BULUGHEEERZE —RZERBER, BALILED
REMBRRERMERE,

LA #3451 88 R 204l £ - AWS Management ConsoleZ Y F1E A Amazon MQ KEREREEE,

f# A Spring XML #BEEHE 3R 44
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https://docs.spring.io/spring/docs/current/spring-framework-reference/
samples/amazon-mq-active-mq-5.18.4.xsd.zip
samples/amazon-mq-active-mq-5.17.6.xsd.zip
samples/amazon-mq-active-mq-5.16.7.xsd.zip
samples/amazon-mq-active-mq-5.15.16.xsd.zip
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/A Important

B BEfE A DeleteConfiguration API RIBR#ERE, WMFEFFMER , 5F2E (Amazon MQ
API 2&) FrfERE,

BYUMERE
FEEVHNRERENERE , FRABEMHER.

1. &A Amazon MQ £ A&,
2. A2, EREEERIERE Configurations (#H5E),

Amazon MQ

Brokers

£ Configurations (#858) HME L , i#F Create configuration (BIL#H5E),

4. 1£ Create configuration (23 #0%8) HEEHM Details (FFHIE ) EEH , # A Configuration name
(FARER ) (7 MyConfiguration) , #ATZIEEL Broker engine ({REEFE X 512) AN,

(@ Note

ZEE—F T H Amazon MQ for ActiveMQ X1EM ActiveMQ 5|2 kx4 |, 5520 the
section called “HRAEIE”,

5. EFEVMERE,

BT EREIEET
BUREENEARZR ST ECAERBSITRIGEHRE.
1. RHAREBES | BIE MyConfiguration,

® Note
2 Amazon MQ E MR , —FAEEME —EARET,
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£ MyConfiguration EH t , SRERHEREITEANKEEXSIZBEAEMRA (Hlan
Apache ActiveMQ 5.15.16),

2. 7& Configuration details (fAREFFMHE) EE L , SEREREITHE. ERR XML FXHWRE
R,

(® Note
w8 F BV RE G M T AV BB AR AR

Revision 1 Auto-generated default for MyBroker-configuration on ActiveMQ 5.15.C

Info

<7x¥xml version="1.8" encoding="UTF-8" standalone="yes"7=

<broker xmlns="http://activemq.apache.org/schema/core"=
=l--

A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).

You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.

3. 1#IF Edit configuration (fREEAHRE) , AR EF XML HEE,
4. BERE.
Save revision (f#171858]) ¥I55 5 HRFERVE T

5. (ZHA)®WA A description of the changes in this revision,
6. 1EIE Save (EE).

B B f&# fr 1B RERY TS T AR

/A Important

Amazon MQ ERASREBEBHER , BEHFEEMRBZINERSE, NEFMEAN
AIFHNTE XML B8UEE |, 5528 Amazon MQ Broker Configuration Parameters,
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REEETERZENRERR

BiEREz % , BB EREITERAZERERER,
1. EEE , REASEEIRIEE Brokers (REER),

Amazon MQ

Configurations

2. RRERINEE , ENEHNAKERER (i MyBroker) , A#%ZI1ERE Edit (RE).

3. 1£ Edit MyBroker ("% MyBroker) EEHAY Configuration (#158) EEXH , #EH Configuration (#H
RE) A Revision (f&5T) , A% 1&#E Schedule Modifications (FEFZ1&X).

4. 7£ Schedule broker modifications (BEERERINER) 5 , BEEAERA MR During the
next scheduled maintenance window (T —{EHERZF R ERFER) = Immediately (3ZED),

/A Important

E-gTERRERXEEFRBBERBERE. BREEREEN  AEEXEHMK
B — XA SR —EER,

5. BEEHMH.

HEEITEEEEREERERAERER,

#REE Amazon MQ for ActiveMQ #BRE{£ET

EAREEBTERERERAZE  CTLNEREAEET. £ TIRTRREAEST,

1. & A Amazon MQ Fi# A,

2. #HREENFE | EEEHNRER (a0 MyBroker) , A%ZIERE Edit (FREE).
3. 7t MyBroker EHE L , #H Edit (fRE8).
4

£ Edit MyBroker (##& MyBroker) EHEHAY Configuration (H58) EEXH , i#EHL Configuration (4
#8) 1 Revision (1£5]) , AR&KIEIZ Edit (FRE).

fmEEIRRRIERT 7
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® Note

BRIFCERVREEXRZEIRER SR —22% Amazon MQ ER UV REEAKFHER
M 5 — BB REEET AR

£ MyBroker B Lt , FEENEE/RABREFTE VR EBRE X SI B A FMMRA (H14n Apache ActiveMQ
5.15.8),

5. & Configuration details (fAREFFMHE) EE L , SR REREITH. ERR XML FXHWRE
R,

(® Note
fmEE B B AV RS ARV AR AN

Revision 1 Auto-generated default for MyBroker-configuration on ActiveMQ 5.15.C

Info

<7x¥xml version="1.8" encoding="UTF-8" standalone="yes"7=

<broker xmlns="http://activemq.apache.org/schema/core"=
=l--

A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).

You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.

6. iEIF Edit configuration (fREEAEAE) , AREE XML AR,
7. EERE.

Save revision (f#171858]) ¥I55 5 HRFERVE T
8. (EMA)®W A A description of the changes in this revision,
9. iE#E Save (FE).

B B f&# f7 1B RERY TS T AR
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/A Important

Amazon MQ =R ASRBEEER , BBEEEMRELNEALES Y, NEFHEAN
ARHFWTEE XML BBUEE |, 5528 Amazon MQ Broker Configuration Parameters,

Amazon MQ {HEER REFFMITE

LA 2 Amazon MQ fAREHF A2 TRWEHEE, MFEFMER , 528 Apache ActiveMQ X
B9 XML 458,

Element
abortSlowAckConsumerStrategy — (BM)
abortSlowConsumerStrategy (B%)
authorizationEntry (Bf%)
authorizationMap (FE&TTH)
authorizationPlugin (F£&H)

broker (B | FE&TH)

cachedMessageGroupMapFactory (B1)

compositeQueue (B | FEETE)

compositeTopic (B | FEETH)

constantPendingMessagelLimitStrategy (BtE)
discarding (Bf)

discardingDLQBrokerPlugin (&%)

fileCursor

fileDurableSubscriberCursor

REFTER 49
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Element

fileQueueCursor

filteredDestination  (B1%)
fixedCountSubscriptionRecoveryPolicy (EBE)
fixedSizedSubscriptionRecoveryPolicy (BtE)
forcePersistencyModeBrokerPlugin (BE)
individualDeadLetterStrategy ()
lastImageSubscriptionRecoveryPolicy
messageGroupHashBucketFactory (BtE)
mirroredQueue (Ef%)
noSubscriptionRecoveryPolicy
oldestMessageEvictionStrategy (BtE)
oldestMessageWithLowestPriorityEvictionStrategy ()

policyEntry (BY | FEEXH)

policyMap (FEERE)
prefetchRatePendingMessagelLimitStrategy (BE)
priorityDispatchPolicy
priorityNetworkDispatchPolicy
queryBasedSubscriptionRecoveryPolicy (BE)

queue (BM)

redeliveryPlugin (B | FEETH)

RFFTE 50
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Element

redeliveryPolicy (EM%)

redeliveryPolicyMap (F5&H)
retainedMessageSubscriptionRecoveryPolicy (FEERER)
roundRobinDispatchPolicy

sharedDeadlLetterStrateqy (B | FEETH)

simpleDispatchPolicy
simpleMessageGroupMapFactory
statisticsBrokerPlugin

storeCursor

storeDurableSubscriberCursor  (Bf%)
strictOrderDispatchPolicy
tempDestinationAuthorizationEntry  (Bf)
tempQueue (BM)

tempTopic (BMH)
timedSubscriptionRecoveryPolicy (B)
timeStampingBrokerPlugin  (BM)

topic (Bf%)

transportConnector (B1%)
uniquePropertyMessageEvictionStrategy (B)

virtualDestinationInterceptor (F&&HK)

RERR =



Amazon MQ HEASER

Element

virtualTopic (B)
vmCursor
vmDurableCursor

vmQueueCursor

Amazon MQ #HEER AT TEREEM

LI RFHMBEE  EF 5 H Amazon MQ AR AN TEREBM ., MEFMENR , 528 Apache
ActiveMQ XA #Y XML #E5E,

Element B
abortSlowAckConsumerStrategy abortConnection
checkPeriod

ignoreldleConsumers
ignoreNetworkConsumers
maxSlowCount
maxSlowDuration
maxTimeSincelastAck
name
abortSlowConsumerStrategy abortConnection
checkPeriod
ignoreNetworkConsumers

maxSlowCount
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Element

authorizationEntry

broker

B

maxSlowDuration

name

admin

queue

read

tempQueue

tempTopic

topic

write

advisorySupport
allowTempAutoCreationOnSend
cacheTempDestinations
consumerSystemUsagePortion
dedicatedTaskRunner
deleteAllMessagesOnStartup
keepDurableSubsActive

enableMessageExpirationOnAc
tiveDurableSubs

maxPurgedDestinationsPerSweep

maxSchedulerRepeatAllowed

monitorConnectionSplits

SFFHIE M
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Element B

networkConnectorStartAsync

offlineDurableSubscriberTas
kSchedule

offlineDurableSubscriberTimeout
persistenceThreadPriority
persistent

populateIMSXUserID
producerSystemUsagePortion
rejectDurableConsumers
rollbackOnlyOnAsyncException

schedulePeriodForDestinatio
nPurge

schedulerSupport

splitSystemUsageForProducer
sConsumers

taskRunnerPriority
timeBeforePurgeTempDestinations

useAuthenticatedPrincipalFo
rIJMSXUserID

useMirroredQueues
useTempMirroredQueues

useVirtualDestSubs
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Element

cachedMessageGroupMapFactory

compositeQueue

compositeTopic

conditionalNetworkBridgeFilterFactory

B
useVirtualDestSubsOnCreation
useVirtualTopics
cacheSize
concurrentSend
copyMessage
forwardOnly

name
sendWhenNotMatched
concurrentSend
copyMessage
forwardOnly

name
sendWhenNotMatched
rateDuration
rateLimit

replayDelay
replayWhenNoConsumers

selectorAware

® XER
Apache ActiveMQ 5.16.x

SFFHIE M
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Element B
constantPendingMessagelLimit limit
Strategy
discarding deadLetterQueue
enableAudit
expiration
maxAuditDepth

discardingDLQBrokerPlugin

filteredDestination

fixedCountSubscriptionRecov
eryPolicy

fixedSizedSubscriptionRecov
eryPolicy

maxProducersToAudit
processExpired
processNonPersistent
dropAll

dropOnly
dropTemporaryQueues
dropTemporaryTopics
reportInterval
queue

selector

topic

maximumSize

maximumSize

useSharedBuffer

SFFHIE M
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Element B
forcePersistencyModeBrokerPlugin persistenceFlag
individualDeadLetterStrategy destinationPerDurableSubscriber

enableAudit

expiration

maxAuditDepth

maxProducersToAudit
processExpired
processNonPersistent
queuePrefix
queueSuffix
topicPrefix
topicSuffix
useQueueForQueueMessages
useQueueForTopicMessages
messageGroupHashBucketFactory bucketCount
cacheSize
mirroredQueue copyMessage
postfix
prefix

oldestMessageEvictionStrategy evictExpiredMessagesHighWat
ermark
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Element

oldestMessageWithLowestPrio
rityEvictionStrategy

policyEntry

B

evictExpiredMessagesHighWat
ermark

advisoryForConsumed
advisoryForDelivery
advisoryForDiscardingMessages
advisoryForFastProducers
advisoryForSlowConsumers
advisoryWhenFull
allConsumersExclusiveByDefault
alwaysRetroactive
blockedProducerWarningInterval
consumersBeforeDispatchStarts
cursorMemoryHighWaterMark
doOptimzeMessageStorage
durableTopicPrefetch
enableAudit
expireMessagesPeriod
gcInactiveDestinations
gcWithNetworkConsumers
inactiveTimeoutBeforeGC

inactiveTimoutBeforeGC

SFFHIE M
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FMBABER

Element

B
includeBodyForAdvisory
lazyDispatch
maxAuditDepth
maxBrowsePageSize
maxDestinations
maxExpirePageSize
maxPageSize
maxProducersToAudit
maxQueueAuditDepth
memoryLimit
messageGroupMapFactoryType
minimumMessageSize
optimizedDispatch

optimizeMessageStoreInFligh
tLimit

persistJMSRedelivered
prioritizedMessages
producerFlowControl
queue
queueBrowserPrefetch

queuePrefetch

SFFHIE M
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Element B4
reduceMemoryFootprint
sendAdvisoryIfNoConsumers
sendFailIfNoSpace

sendFailIfNoSpaceAfterTimeout

G XER
Apache ActiveMQ 5.16.4 R EHTARZA

sendDuplicateFromStoreToDLQ

storeUsageHighWaterMark

strictOrderDispatch

tempQueue

tempTopic

timeBeforeDispatchStarts

topic

topicPrefetch

useCache

useConsumerPriority
usePrefetchExtension

prefetchRatePendingMessagel multiplier
imitStrategy
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Element B

queryBasedSubscriptionRecov query

eryPolicy

queue DLQ
physicalName

redeliveryPlugin fallbackToDeadlLetter
sendToDlgIfMaxRetriesExceeded

redeliveryPolicy backOffMultiplier

sharedDeadlLetterStrategy

collisionAvoidancePercent
initialRedeliveryDelay
maximumRedeliveries
maximumRedeliveryDelay
preDispatchCheck

queue

redeliveryDelay
tempQueue

tempTopic

topic
useCollisionAvoidance
useExponentialBackOff
enableAudit

expiration

SFFHIE M
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Element

storeDurableSubscriberCursor

tempDestinationAuthorizatio
nEntry

tempQueue

tempTopic

timedSubscriptionRecoveryPolicy

timeStampingBrokerPlugin

R

maxAuditDepth
maxProducersToAudit
processExpired
processNonPersistent
immediatePriorityDispatch
useCache

admin

queue

read

tempQueue

tempTopic

topic

write

DLQ

physicalName

DLQ

physicalName
zeroExpirationOverride
recoverDuration

futureOnly

SFFHIE M
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Element B
processNetworkMessages
ttlCeiling
topic DLQ
physicalName
transportConnector .
name
updateClusterClients

uniquePropertyMessageEvicti
onStrategy

virtualTopic

rebalanceClusterClients
updateClusterClientsOnRemove

evictExpiredMessagesHighWat
ermark

propertyName
concurrentSend
local
dropOnResourcelLimit
name

postfix

prefix
selectorAware

setOriginalDestination

SFFHIE M
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Element B

transactedSend

Amazon MQ R T EH%

THRRXTEZBMNFMRA, MEFHMER , 528 Apache ActiveMQ XA HY XML #H7E,
£

REERX

broker R—ERREETE.

Attributes

networkConnectionStartAsync

ATRBADBHBNEE , YEEELMMBEKREHRERLE , A <networkConnectionStartAsync>
B, LEBSETRERR , FABTHEREARBERMERER EREEXNEEBIERD).

JEE% : false

g {E R

<broker networkConnectorStartAsync="false"/>

Amazon MQ {HEER RN TE, FTEERERETFTE

LT 2FMEE , HF5H Amazon MQ fHEER AN TE, TEEREREF LR, WEFHEE
A , 5528 Apache ActiveMQ X4 H) XML B EE,

Element FEETR FrE

authorizationMap authorizationEntries authorizationEntry
tempDestinationAut
horizationEntry



http://activemq.apache.org/xml-configuration.html
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Amazon MQ HEABEE
Element FEERER FrE
defaultEntry authorizationEntry
tempDestinationAut
horizationEntry
tempDestinationAut tempDestinationAut
horizationEntry horizationEntry
authorizationPlugin map authorizationMap
broker destinationInterce mirroredQueue
ptors
virtualDestination
Interceptor
destinationPolicy policyMap
destinations queue
tempQueue
tempTopic
topic
networkConnectors networkConnector
persistenceAdapter kahaDB
plugins authorizationPlugin

discardingDLQBroke
rPlugin

forcePersistencyMo
deBrokerPlugin

redeliveryPlugin
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Element TEETTE

systemUsage

transportConnector

compositeQueue forwardTo

compositeTopic forwardTo

policyEntry deadLetterStrategy

FRE

statisticsBrokerPl
ugin

timeStampingBroker
Plugin

systemUsage

name
updateClusterClients

rebalanceClusterCl
ients

updateClusterClien
tsOnRemove

queue
tempQueue

tempTopic

topic
filteredDestination
queue

tempQueue

tempTopic

topic
filteredDestination

discarding

66



Amazon MQ HEASER

Element TEETTE FtHE

individualDeadLett
erStrategy

sharedDeadLetterSt
rategy

destination queue
tempQueue
tempTopic
topic

dispatchPolicy priorityDispatchPo
licy

priorityNetworkDis
patchPolicy

roundRobinDispatch
Policy

simpleDispatchPolicy

strictOrderDispatc
hPolicy

clientIdFiltexrDisp
atchPolicy

messageEvictionStr oldestMessageEvict
ategy ionStrategy

oldestMessageWithL
owestPriorityEvict
ionStrategy




FMBABER

messageGroupMapFac
tory

pendingDurableSubs
criberPolicy

pendingMessagelimi
tStrategy

pendingQueuePolicy

pendingSubscriberP
olicy

FRE

uniquePropertyMess
ageEvictionStrategy

cachedMessageGroup
MapFactory

messageGroupHashBu
cketFactory

simpleMessageGroup
MapFactory

fileDurableSubscri
berCursor

storeDurableSubscr
iberCursor

vmDurableCursor

constantPendingMes
sageLimitStrategy

prefetchRatePendin
gMessageLimitStrat

egy
fileQueueCursor
storeCursor
vmQueueCursor
fileCursor

vmCursor
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Element

timedSubscriptionR
ecoveryPolicy

policyMap

redeliveryPlugin

redeliveryPolicyMap

slowConsumerStrategy

subscriptionRecove
ryPolicy

defaultEntry
policyEntries
redeliveryPolicyMap
defaultEntry

redeliveryPolicyEn
tries

FRE

abortSlowAckConsum
erStrategy

abortSlowConsumerS
trategy

fixedCountSubscrip
tionRecoveryPolicy

fixedSizedSubscrip
tionRecoveryPolicy

lastImageSubscript
ionRecoveryPolicy

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

policyEntry
policyEntry
redeliveryPolicyMap
redeliveryPolicy

redeliveryPolicy
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Element TEETTE FtHE

retainedMessageSub wrapped fixedCountSubscrip
scriptionRecoveryP tionRecoveryPolicy

olicy
fixedSizedSubscrip

tionRecoveryPolicy

lastImageSubscript
ionRecoveryPolicy

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

timedSubscriptionR
ecoveryPolicy

sharedDeadLetterSt deadLetterQueue queue
rategy
tempQueue
tempTopic
topic
virtualDestination virtualDestinations compositeQueue
Interceptor

compositeTopic

virtualTopic
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Amazon MQ FtEEM

UTRFTEBMMGFMRE, MEFMENR , 5528 Apache ActiveMQ X#ARHY XML #HEE,
&

« authorizationEntry

* networkConnector

» kahaDB

» systemUsage

authorizationEntry

authorizationEntry £ authorizationEntries F&&TEMN FIE,
Attributes

EE|FEIBA

RPEAEFHEN T, NFEFEES , F2RE—FRERERS,

MBEBIEENREMRGFT T EE activemg-webconsole B8 |, BEE LA ActiveMQ Web 2
A, RAREEREREEESZEKREA Amazon MQ RERXWA L.

FE5% : null

gIfIERE

<authorizationPlugin>
<map>
<authorizationMap>
<authorizationEntries>
<authorizationEntry admin="admins,activemq-
webconsole" read="admins,users,activemg-webconsole" write="admins,activemqg-webconsole"
queue=">"/>
<authorizationEntry admin="admins,activemqg-
webconsole" read="admins,users,activemg-webconsole" write="admins,activemg-webconsole"
topic=">"/>
</authorizationEntries>
</authorizationMap>
</map>

FrERBM® 71


http://activemq.apache.org/xml-configuration.html

Amazon MQ HBEABER

</authorizationPlugin>

(® Note

Amazon MQ £ ActiveMQ ##) activemqg-webconsoleBH B EEMMETIMEENEEEH
A, WBEPHMEERAEREEEESFEE,

networkConnector

networkConnector & networkConnectors ¥E&TEMNFIE,

&
» Attributes
. Eifl4ERE

Attributes

conduitSubscriptions

EEREENBRPNMERER , R84 THEE—EENNZEEHAERA—BFERE. flon, MR
conduitSubscriptions BREA true , EmMEFEAEZTERIREEX B, YERBNVHER , BIK
EiEX B 2BBMAKER , SELITRAHAEE THREEX ANE—FTH , AtRE—HrnAEE
RAEEX A E3REREX B,

® Note

# conduitSubscriptions FREA true ARV ERNMBERRE. TiB , FHLLBMH TR
SYEIFERECANALEHTE K MATESERLEES (Flw , £H JMS AL
RFANEE) EREBRNTA.

JEE% : true
®T

EEREEAMBRPNER  SEAREEMNEAAL., Flm , MRREEN A FETEN
BVEREREN BAER , AR RRRAEREX A BEIREREN B, 718 , MRRER
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AABVEREEA BHNETER , AREENX B JUBAREERREEX A, MATRE

<networkConnector>,

faE% @ false

name

REERXWERPEESFNEHE,

¥85% : bridge

uri

EREENMEREY  EARMERERENEdb 2 — (BZERERER) WRBEA D ERI.
FEE% : null

EREER

REEXNEBRREEXHENFERAEER.

FEE% : null

ghlxanE

® Note
5/ networkConnector REZREBEAFRE K BIAEEsREBEEAARFERAENFS,

aemEREEXNAEREBE

FALARER K MEREEXSEREENFERTEE, B EZSBINEEAB connector_1_to_2,
REEXREHNEAERRES myCommonUser, E#R%A duplex , MHE OpenWire i 2 URI &0 £
static: Bl , RAREEX BN —H &R,

<networkConnectors>
<networkConnector name="connector_1_to_2"
userName="myCommonUser" duplex="true"
uri="static:(ssl://
b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617)"/>
</networkConnectors>
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WMEFHMER |, 5528 Configure Network Connectors for Your Broker,

BEZEAREEANAERMEE

FEHREER  SEAREEXSERERMER P EE, PR EZSENEEA connector_1_to_2.
REEAHENEAERES nyCommonUser, E#RA duplex , MHE OpenWire i3 URI FVEH %
fBEE , Ele]J: masterslave: BIf , RAAEEAZZHNAEREER. (AEEXENEIHBRE
WIEREMEETT , M B SERPFEERESAER,

<networkConnectors>
<networkConnector name="connector_1_to_2"
userName="myCommonUser" duplex="true"
uri="masterslave:(ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617,

ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b132al1-2.mq.us-west-2.amazonaws.com:61617)" />
</networkConnectors>

(® Note
RPEZEREELPEFEMN masterslave: Bk, LATREEE AN

static:failover: ()?randomize=false&maxReconnectAttempts=0 &M E,

® Note
I XML {HEER Rz

kahaDB
kahaDB & persistenceAdapter FE&ATEN FHE,
Attributes

concurrentStoreAndDispatchQueues

EERDHETIERALITRFRERALE. WEFHEN , F2RAREFREHEEENTS , FANIT
ﬁﬁ&%u I}ﬁo

JEE% : true
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cleanupOnStop

® XER
Apache ActiveMQ 15.16.x & E #hR 2

HOFR  BERBEARENFERTEREEAERAFLE  ESMRBHERF. EARERERH
ERENENERT  REEEFEEM.

FEE% : true
journalDiskSynclinterval

%A journalDiskSyncStrategy=periodic , EEMKHTHERSHAER (EW). WEFHHEE
A, F52B Apache ActiveMQ kahaDB 324,

FEE% : 1000

journalDiskSyncStrategy

@ XER
Apache ActiveMQ 15.14.x & E @A

REMBRRSBE, MEFMENR , 20 Apache ActiveMQ kahaDB X4,

5% : always

® Note

ActiveMQ X &R ERIE KRR A journalDiskSyncInterval KB |, HEH%
A1, EREANEBARETARLER , EREREEE, FEEER.

preallocationStrategy

FEREEABUAEAETRENBFERKE  BARERAFER, MEFHENR , 5528 Apache
ActiveMQ kahaDB 3 {4,

J85% : sparse_file
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g {E R

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<persistenceAdapter>
<kahaDB preallocationStrategy="zeros"
concurrentStoreAndDispatchQueues="false" journalDiskSyncInterval="10000"
journalDiskSyncStrategy="periodic"/>
</persistenceAdapter>
</broker>

systemUsage

systemUsage & systemUsage FEERTENFIE, TCAEHREEXNTREBEEERENKER
MWZEEE LR, MEFMEN , 528 Apache ActiveMQ X EE & RIEZE o

FE

memoryUsage

memoryUsage =& systemUsage F TR FEH, T EELERAE. £H memoryUsage BH#tE
BEEENERE  WERELEENREFITFERAE, WEFHEF , FSE Apache ActiveMQ F
MR HER .

FrE

memoryUsage = memoryUsage FtEMN FIE,
Bt

percentOfdJvmHeap

TR O(BEERA) B 70 (FE2EHEA) ZBEHNEH,
TR

Attributes

sendFaillfNoSpace

REEREUAZENERT send() FERBERN, TAREA false , EEHEH send() B,
FEZ=EUAALL, MEFMEN , 5528 Apache Active MQ RIS IB IR,
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JEE% : false

sendFaillfNoSpaceAfterTimeout
FER% - null
EHIERE

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<systemUsage>
<systemUsage sendFailIfNoSpace="true"
sendFailIfNoSpaceAfterTimeout="2000">
<memoryUsage>
<memoryUsage percentOfJvmHeap="60" />
</memoryUsage>>
</systemUsage>
</systemUsage>
</broker>
</persistenceAdapter>

Amazon MQ for ActiveMQ EEHEREE

Amazon MQ for ActiveMQ REFEIFHEREE (CRDR) ThEE , AFREE AWS EFEFNEFERERE
XNIFDTARERTINEREFPFHERRERR, FEiBE Amazon MQ API A EBEFER , BAK
BRMEAREEXREAAFEREERAR , TS RN TEREEABRABLRAR,

EERFENERNEENEFAAERN

FANBY TBNEARERS , UREE AWS BEF NI ERERAFFAS EHERIERES
FHEARERR, TERNEE—ERENFEAT/AGREEIEY  BATERERN, REE
Ha2—ARENERTSORERIEY  BAlsREER.

TERBAREERITHNEAREEAREIEZEEGTNEEAREEXNRVERTIERESR.
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us-east-1 :  us-west-2

: VPC-abc : EVPC-xyz

! Replication
_ Traffic

Primary Broker Replica Broker x

3

EC2 Broker Client Lo . EC2 Broker Client

N

..........................................................................................................................

FEMNEARERENTEABESERNERBRASR, NRFEERFINFTEREBERENLY , BULE
BB BRI RERE K SXEEFFHEAREEARAATIERERER. RANFEREE S8
REARERER K MEANEFAREERISRAAFTEREEN. NFEVFENEXRREERNE
N, BB2H E3 Amazon MQ BEFHEREBSKEER,

(® Note

EEARMMERG/FaRERN,
TEARERTI

B3I Amazon MQ BEFGEREBERERER

FREESERES (CRDR) R TEEEEMME AWS EFFHH Amazon MQ for ActiveMQ FE R E
BAzE#, ZAREREENEEATEREREN  YALMRERENELER , AL —6HE
VHFHNEEMERRERER, BELTLFER Amazon MQ Promote APl 2ESEARAREBRERNIEH A
FEREEXAC, WEFBEFTENELARERANFRET A F2H EEHENEENETENER
REER,

THERRAIMMAEH Amazon MQ Management Console B3 MR EEARRERER,

ES ]
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. FTRFH
- ZR1(EEN) BEVFNFTEREER
- FR2 BEVRAREEANER

FORIFAF

ZEFEABREERERTIEE , BXUAEMEWIE T T I L REME

B BEESERNESIHEEBEHANSE 5.17.6 A EFMAH Amazon MQ for ActiveMQ KL EFE

o

- BE: THIEREXEEESER | XEIRI (BXMH). XEREP (ESEmILE), EEL (REHM)

N EBIFER (A #EEILER).

- BITEREE . BERABHEREEARAN ng.m5.large A EWREREAHITER,
- MEFE  FESEHNEREEAREASZIABRANBENEFF/FRRERER,
- REEAMRE : ERE/EA Running REEXARENETEREEABRVERTAEREN,

SR (EEN)  BEUFHNETERERER

BUFHETERERER

1.

2
3.
4

B A Amazon MQ £ &,

£ Amazon MQ 2 &K "RERX, EEL , EEEURERK,
EERREEXSIZEAL |, 812 Apache ActiveMQ,
EENSENRFTFEENTEEANBFREERT , #1T F5IEE

e EES  BEBEAD/ESTHINEERESTAS., FRAY/ESaPRNEERHESTH
MHEEMETETAREFIRMERBERNFERX , YRERFEEHEEH, EEREE SR
B EFARER K Amazon EFS BB, MEFMER , F2EAmazon MQ for ActiveMQ
REEXWIBRIE,

BET—%

£ Configure settings (¥#1T5%E) EHEM Details GFHAEN) B+ , FITUATEE -

a. WMARERERNEZRH.
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/A Important
B NEREEXNEBBPMABAS2EBER PI) IHBBRRBBREH. Hitd
AWS RETTEMHNEELZRE , B CloudWatch Logs, REREXZBTERART
BRHBBEHR,

b. ZIEREELAHTEEER (HIW , mg.m5.large). MEFHMEF , F2 B Broker instance
types.
7. 7E ActiveMQ Web R AEFENRERYT  REFEHAEEBNEER. UATRIAEARRKEEXNERE
BB

C EHNEAEEBRESSERTT. RIS, 9%, ERENDREE . _ ).
. BEXAZHE 12 BT, BEED 4 EAR—F , MATELLEH. SHRZH ().

/A Important

ANEREEXEAERBINABASDEBEEF Pll) REMEERBRAET . Hit
AWS BRI EFMH T REEAERTE , 2 CloudWatch Logs, REEXEAEEZBT
BRARLERBRAER.

EEERNZEEES LY Amazon MQ EEERESHEVEARARERER, ZETUEERER
I CRDR £&# RPO #R&E, ZEFE "CRDR Af, M "TRPO RAE, # , BHBERNEEBEREE
tENEHRETR,. RAEERYREEE L , B "CRDR &, = "RPO #R&E, ,

SR2: BURAAEEIANER

1. 7£ Amazon MQ F# &K "RERER, EEL | BEBRVEXRPNHE,

2. EEEFEDNEEEEL , ENEEAS CRDR FEREEXFANRERERN. RRBET
_io

3. EREEAMEEAREL , FATHAAYREREFELE.

4. HEBBPNEEMN ActiveMQ EZEAEAEERT , RHEFANERXNIRAEAENERER
BANER, UTREEARCERXERAERBNERRE

- BNEREEBREISHET ., BiTHR., D8, EEMBAREFR -._~).
- BRLAZLBE 127, B2EL 4 E—Fn , METESIEER. BRIEFR (=),
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/A Important

ANEREEXEAERBINABASDEBEEF Pll) AEMEERBRAET . Hit
AWS BRI EFMH T REEAERTE , 2 CloudWatch Logs, REEXEAEEZRBT
BRARLERBRAER.

5, EREEACEHETREFINENERERAEERY , RESFREENEAREEN ZERAE
MEAESBNER. UTREBARNKEEXCRAERBNET

- BRERAERBRARETESRET L. BTHR, 9. EEFBREFR (-._~)o
- E/VAELE 1287, SEEL 4 AE—Fx , MEFBEZER. BRIFR (: =)

/A Important

BOEREERXNEHAEEBIMABASSEBNER PI) EMBRRBREN. Hit
AWS BREAIFERNEBEEHAERRE , B3 CloudWatch Logs, REEXNFAEEZBT
HARLERBRER,

EITEMEMRE, RREBEET -5,
6. EREYEVERL K REAEFIAEEXFEEN. AREERVELFNRE,

7. BEEEFRBIERERER. ERMESENRBEARERER. IEERENMBREENNIE
~ , 8828 Rebooting a Broker,

WER ActiveMQ REENETEMRENFHES , F2EH AF  BUWERE ActiveMQ KIETE
N

fHiBR Amazon MQ BEFHEREBERERER

HEMBRETEIELAEEFHENES (CRDR) KEEX , BLAXEUEEY , RREFTRBRER
Xo TNHERRBUAER AWS EEFEABUEEHNEMRBAERR,

1. BEFNKEEEL , ENEZEUEERHAN CRDR REEX , AREEFRE.
2. EREEARERENENERERY , EFECEREENEY.
3. HEREREFE@A "HE UHERENERE, RREFIERERAERY.
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4. EEBEHRD E'.HE;I%EE%TE’JEEPCIE&‘R ERMEEENRBEAREER. NEEEENMD
REBEEXMWIER , 2B Rebooting a Broker, FEREBEAEFHBER K MERBEXHFSEUH
B, WHAS /”JJHH*JIZ?O EEMBRENRERER , 5528 Deleting a broker,

REIRAERE , & Amazon MQ EXARERABEAATEREERA

[

EEREREARERARAR/TIEREEA ALK , TURMBRIFTHBE., EGRABERRERE
‘ﬁﬂv : Eﬁﬁfﬁz‘ﬁgﬁﬁkﬁﬂiﬁfﬁfﬁﬁ@o

e -—BHRABERTAL, ELFREBERETHRE  UREREEAHES —BHWRE. &£
AR ARV REEXE-BENERT , TREF —BREHAFRERTELEARERN, &
AEAE , MERKEEXS U HEEHEENRE, THRERKI , BURN M@ i ErEERENEESD
MR R E R,

REBESHTANASEER -3, BURERERE  TREREEXEAMEENRE, FRARE
BEK , TREEFAMEEXNSVNRARFERERE K MAFTSFHENERERRBLL , BFFEF
FEEREEARIEMAR. FEBERFIURNRKR T ERENEFRRE | tW3EEURR 2 HEEH%
=B,

TERANTE , REFEZERTIHIAREEARECALE , REEXNITEZ A FImERNE L.

EREFT  FEREEN VPC FHAFRELZERFETRELEE-DHNREEE K BFTBERER

AEERRAES, EERTIEHZEMERERAED —HNWRER K EREBEBERELTKAER
RERARASTEREERN 28 , EXREREAN VPC FHAFRELZERIERRERER,
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.........................................................................................................................

us-east-1 5 :
: VPC-abc P ]
2 . Replication
i Traffic
Primary Broker Replica Broker
Demotion in Progress ] Promotion in Progress
1 : 3
EC2 Broker Client EC2 Broker Client

TERAREFEREZNREEARE. REEFAREEXRECRARTEAEERAAE , YASEK
ZRAFImER, APRAKEEXNEENERER,

-------------------------------------------------------------

Replication
_ Traffic

x Replica Broker Primary Broker

3

EC2 Broker Client P P EC2 Broker Client

.....................................................

..........................................................................................................................
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ERAEZARABEAREREN

HEEAVRHREBERAEANEREN , % Amazon MQ EEEHHIT FIIFR.

(® Note
HLEFETEREEX LRBVRIREBE,

1. IREEFARERAMENESE, &t "REREX, X, ENEERARFIEAEEANERTER
REREN,

2. ERERAFEEFAEREL , ATUTER:

1. BRAREER.

2. ERERES , BREERGBHEBE,

3. EXFHRPEA "M, UEDRENEE,
4. EEWHES.

BBREREcR  NEREANAEELEAREBEETH, FERETHKE , "REEX, FEE
mHEREESEBRERE,

(® Note
REEEVEFAREEXBSI EERERL. TERRERNEMERR.

Amazon CloudWatch FH B EIGERE T IEE

Amazon MQ for ActiveMQ B EIFHEREBTIIRERME T ZEEE , TAREZEZIENERARERNT
S, TAMNME. TEEEFHE , AEESPNEAERE SBEKREFTEEGPETERER
ANWIIETEEER, MERFEEFINETEREBEERNLAN , BULEHRBURSFERE |, SRE
EFTPHNEARERARAAFTEREREN. WFERIR Amazon CloudWatch P EEIEENIET , F2
B B Amazon MQ By CloudWatch 54,

CRDR B3

T3 EBFCRE Amazon CloudWatch R EBIEENFTEL RN, ERNEREFTRALERBRR
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- BETEAIRRE (TCO) : BRTRVEFRIE,
- BYKRE (TC) : TERERAEER/BMTI LEVSEHNKREE. TENEXRXREEAREDEM.
- BERE (TD) : EHANEEEEFAREEXNKEN. EEARERKERERX,
- RERE (TP) : EARERARNRESHNEER, EEAREFAREREN,
i (TA)  TEREEXAYEREHANKEN. EEAREIEREER,

F A CRDR CloudWatch 1R R L {1/ A S B E M AE

FERRERT , Amazon MQ AR EBREXBAEE, BLEBFE Amazon CloudWatch =2 &
HERA CloudWatch API , RGN REBEREE, THEEGRN TH# CRDR REEXWERZTNL]
B REBEMEL

Amazon MQ CloudWatch #5#& A CRDR HWEK

TotalReplicationLag FEREBEEX LRE —BRE
REHN TAM TC 2EHHE
fhEEE

ReplicationlLag EARAREEX LRE —ERRE
REHN TP M TC 2EHTHE
ELETN

PrimaryWaitTime FEREEX LEZ —BEE
HEH/KW TCO M TC 2EMHE
A

ReplicaWaitTime EAREEXNLBE—ECRE
HEHH TCO M TP 2EMW A
ELETP

QueueSize FEREBER LEBFTHH X
REMHEE,

TotalReplicationLag M ReplicationLag MAFENEAREENZHEENEE. EMEE

BOTARAGETHTNRIREBRBREERSARBE K,

BE
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PrimaryWaitTime Fl ReplicaWaitTime AIARKHERTEFPEAFERENRE. WREEN
EREEN , TRRTEREFCREIERF. EREENERTRESERRSE. REEFRD , X
RERRKEBREBE,

ActiveMQ # £

LU ER P AR FERE ActiveMQ REBRER . ZEMF A ActiveMQ Java EHIFERNEE | BHE
Z8 Java ZEMFAREN  WHEXBET LEF,

e

« BN HERE Amazon MQ REBERBK

. #§ Java FEARRERZIERN Amazon MQ RERER

- BE ActiveMQ REFZER B LDAP

- B3 (GER) EEE AWS Lambda EHE

« B ActiveMQ REEXFEHE

. fm¥E ActiveMQ KEEXEAE

o MR ActiveMQ KEBEXEAE

« ¥ EH Java Message Service (JMS) £ ActiveMQ Y iZE/EEE

B MR E Amazon MQ RIEZER R

REEAEEHZSERMMEATFE —STEEREEXHEA P/ FnEREAER, FHEEF , &
1T A ARIRE R NAERET S MEREEXNREEXEE,

WERSHNBBNFANATES , F2RTIAR

« REEXH Amazon MQ B
- FREMEEENAERIER

* networkConnector

* networkConnectionStartAsync

+ ActiveMQ X #Y Networks of Brokers (X T2 =4 E%)

Ea LA Amazon MQ £ & KE I Amazon MQ RERERMEE . ARG LIEREIRE I MER
EERX K REEEEFNE 15 2ENRFETK.
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Amazon MQ REASEE
TH

- JEREEM

- SH 1 AHRERIZBNRE

- $H2 RERERIN@REHESE

- BBSR

T IRAR
EEEVARERXER K SXEEFTHER :
- MERZERREFPFHRERN (EXHBREFHHE S MyBrokerl M MyBroker2), MFEEER

BEVRERANFAES  F2RAM  EYIHERE ActiveMQ RKEEN,

- EMEREEASENRE—E VPC ¥ F VPC #, WFE VPC WEFMER , 528 (Amazon
VPC fEAEHEE) FHERE Amazon VPC ? M (Amazon VPC & EEER) FHHER VPC
HEHE?,

/A Important

MBEREFERN VPC, FHREBSZSHE  RISNBELXRBIUELER, MEFMAENR ,
B {(Amazon VPC R &MY RN TIIHEE :

- BITEFRH VPC
« BIYFERTEE
- BYRSEAE

2
r:

- MEFEAEEAMEREEAEEHRNEARE. NEEBRERAFEHAENFHEHEEN  BSRE
ActiveMQ REEXFERE,
® Note
# LDAP B0 BB HEAEBENMRESK | BRESEAELU ActiveMQ REFER X LDAP
RAEFE,

THWEFIERAMEE —STEENAEREN. T8  SUNEREET/ SN REEAHAERNXE
EEANES , REUREREANER.
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FR1: AFREEXNCENRE

if

BYREEN 2R , B4 ARFRECENRE.

et

1. 7 Amazon MQ 3£ & |, R MyBroker2 BHH Details (FF#1E ) B
A, 7£ Security and network (Z£EEf85%) 2T , BELENZLHERBER
s

FEENE R EC2 & XRIXM Security Groups (Z£ & 4) B,
2. RE2BHEBEEZELENREEE,
3. HEEEMHZRTS ,IEE Inbound (BA) , RERIRIE Edit (fRLE).
4. 7 Edit inbound rules (fREEE AR A BFEFRF , #738 OpenWire im BRI AR B,

a. I1E#E Add Rule (i8R 8I),
b. @A  EHBET TCP,
c. &F¥ Port Range (E#ZiE%IE) , 8 A OpenWire E#EIR (61617).
d BITUTEE—E:
o MREEPREEISE IP it AI7FE , BIFEEE Source (BRIR) #E3FiREL Custom (BE]) , A&

B A MyBrokerl BV IP thil , B H#E /32, (EER4 IP it EIRABMA CIDR io#k). M
THMER AR EEER A,

® Tip
= ZEHE MyBrokerl §9 IP #usit , 387 Amazon MQ £# & £ | BEREEXH
21, AR BIEZE Details (FHENR) ER.

- MREPAERAB/ALE , YRBRE—@ VPC , RIFERE Source (3RIR) #EFHER
Custom (HEF]) , REB&W AEPTREL 2 EE/Y ID,

(® Note
ARAEBRERERE  S4AFER P thit KR FI1FEL
e. ig]%ﬁﬁo

TN REEXRECTEIBEAER,
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Amazon MQ

FMBABER

$ER2

REREEANMBEEZS

EAFREEXCENREZR , E4AHBET —EREEN , REAEMRER:SS

1. HmEARERERN MyBrokerl WA,

a.

b.

£ MyBroker1 (MyBroker1) EH L , ### Edit (fF¥8).

£ Edit MyBroker1 (#%# MyBroker1) EHEH Configuration (#158) B , #IZF View (&
R)o

FEEN S B RAEMEANKRERERSIZBERMIRA (420 Apache ActiveMQ 5.15.0 (Apache
ActiveMQ 5.15.0))o

£ Configuration details (BREFFME ) ER L , SEREREITHESE. AR XML BB
REENERE,

i#1Z Edit Configuration (#REEEAE).
EHREERERMIKEE |, #§ <networkConnectors> o RIS , REMATINENR :

« WEERIEREZRAY name,

- MERKEREXEFRH ActiveMQ Web £ & username,
« XA duplex E#R,

« BITUTREE—E:

- MRLEBREBEENEEINE -—FTERNRERN , B8t static: FA uri 5
# OpenWire i 2t MyBroker2, 50 :

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"
duplex="true"
uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)" />
</networkConnectors>

- MREEFEREBRIXEZIEEP/STHRERS  BUTIHIERSH ?
randomize=false&maxReconnectAttempts=0 st MERBERERXMER static
+failover E#A OpenWire U2 uri, a0 :

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"
duplex="true"

B MBRERERA MR
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uri="static:(failover:(ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617,

ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq. us-
west-2.amazonaws.com:61617)?randomize=false&amp; maxReconnectAttempts=0)"/>
</networkConnectors>

(@ Note
BAMA ActiveMQ R BB ZE AN RFE

f. BERT
g. 1E Save revision (fEFi&ck) BEEHL R , A Add network of brokers connector
for MyBroker2,

h. & Save (#fF) LAREFERBRIRA.
2. #mEE MyBrokerl UREVHNEASZHNWERERAR,

a. TE MyBroker1 (MyBroker1) EH Lt , #1% Edit (§R8).

b. 7E Edit MyBroker1 (##@#8 MyBroker1) EH# Configuration (#858) EEH , i##F Schedule
Modifications (BFR21& ).

c. 1£ Schedule broker modifications (HFFEXERENIER) EBRAF , i#1F Immediately (ZEN) EA
1BX,

d. BEEH.

MyBrokerl EEM MBI Y EA CHEENERAR,

REEXEREEIL,
®_EIR

RERBRAEBZE  ATLRRELNEARL  FURZES,

/A Important
e HMyBroker 1iE#E 8162 (EAM ActiveMQ Web 12 A&) MiEIEIE 61617 (BEAR
OpenWire ¥ %) ERAERER | RIENAKERKEBABEANELR,
Bt FERELLBHENRE , RAFEEENERFERIREEER,
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1. 7 Amazon MQ E£# & , BIEZE Connections (E#R) B , AEFL TRERER MyBrokerl £
ActiveMQ Web E12 & if B

2. BIEZENRERER MyBrokerl iy ActiveMQ Web 2 4&
3. BEWHFPMERBEESSCER , BEE Network (#58).

Ti Network Bridges (#858#51%85) B , MyBroker2 F & B ith 1t &% Remote Broker (iE
mAERER) M Remote Address (B im i it) # .

4. RBEREEN MyBroker2 ERFEERNE MM , REMERE. Sl

activemq consumer --brokerUrl "ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617" \
--user commonUser \
--password myPassword456 \
--destination queue://MyQueue

£ A& A EMRE MyBroker2 By OpenWire im®: , YWHKEARBT5 MyQueue BIFAE..
5. RYAKEREX MyBrokerl EFFEERMNEMMEEE , REVLEEENEX—LAL, fiw .

activemq producer --brokerUrl "ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b132al-1.mq.us-east-2.amazonaws.com:61617" \

--user commonUser \

--password myPassword456 \

--destination queue://MyQueue \

--persistent true \

--messageSize 1000 \

--messageCount 10000

S EEERE MyBrokerl By OpenWire W% , YRR EEEFE TS MyQueue HIFAMEA

/CN 0

# Java FEAREEREIEH Amazon MQ RERE

E 3 Amazon MQ ActiveMQ RERER % , i&?TRH‘%@FﬁﬁEﬁLEKUEO T5gEHlReE A EA Java
ALK (JMS) B ERAEBEXNMNER, BUTIUREEALE, NETENEAT Java &EHl , F2
B Working Java Example,

BALAMERZE ActiveMQ F FiHE#EE ActiveMQ RERR., BEF A ActiveMQ A F iR,
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&
o SORRM

- BEVASEEENEEAR
- BUASHEENMZERASE

5 IR{R M
B VPC Bt

EERFRNRERKXTLUE VPC AFE , B4AMA enableDnsHostnames # enableDnsSupport
VPC B, MEFHMENA , 5528 (Amazon VPC R EIERE) F#H VPC ## DNS Support,

BB AER
#Z | RENEREXRAEAER.

1. %A Amazon MQ =8,

2. #RRERXFED  BEENAKEREXERE (KW, MyBroker),

3. % MyBroker ETHH Connections (E#R) BERH , ;8 FTRERERN Web & URL MR EA
ER AL FE LR,

4. £ Details (F¥#E ) EERHY Security and network (Z 2 E#85) T , BELNL2BERER
2

FEENE R EC2 & XRIRM Security Groups (Z£&4H) B,
5. RT2BEFEEREBELANRZEREE,
6. EEMEMNERTS ,IBIE Inbound (EA) , REIRIZ Edit {RE).
7. £ Editinbound rules (fREBEARA) HEFEARD , ACELEFINEME URL ik 2185 Al
(THEHIE RN RERER Web ERABITLHEIE),
a. 1 Add Rule (FTiE#HR 8,
b. &¥|A  EEEHF TCP,
c. &F¥ Port Range (E#ZIEEE) , WA Web R AEEIE (8162).

d. &¥f Source (3RKR) , | Custom (B7]) RIFEREVRE , ARWACHFLERHTE Web T2
AWRF P it (B0, 192.0.2.1),

e. 1EE Save (RE).
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LN REEXRECTEZEAER,

¥18 Java MK

# activemg-client.jar M activemg-pool.jar EXFIEREH Java FHIER, AT EHIE
~ Maven B2 pom. xml ERPH I EKEFEBR,

<dependencies>
<dependency>
<groupld>org.apache.activemq</groupId>
<artifactId>activemq-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemq-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

W activemg-client.jar WFMEGR , 752 E Apache ActiveMQ XHH ¥R 4ERE

/A Important

EUTHHEHARERNGT , EEENHEESEE - THETHT. YREERR FAERE
EXANTERRERE)  FRELANEEENEEEETRAN EMIBTHE LT,

BIUYAEBLEEEMNEEAR

EATAERRELASREE L ERFAS.
1. ERAREEANGRHEAFELEEERL IMS EEEETR , ARY TR

createConnection /A%,

® Note

HAERF/FHAREREN , Amazon MQ 2RMERIE ActiveMQ Web F#& URL , {E—
RRAE—EEAFH URL, E#E# , Amazon MQ AFEER B CIREMERE: , 8
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BEREP—XRAE—EEATNRH. -1/ -2 BEBX~eEEES, NWEFMAER , F
2:89 Amazon MQ for ActiveMQ RIEBFE R K SPB 1R IE,
HRBRBRBAGERE K CEZAFTEAERXFRAZEREEHERIT —wE,

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new
PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

// Close all connections in the pool.
pooledConnectionFactory.clear();

® Note
AELEEEE—EFH PooledConnectionFactory $85l, MEFMENR , F2E—F
FRERERE,

2. BIT/EMEE., &5 MyQueue HWITHIMARLEESE,

// Create a session.
final Session producerSession = producerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession.createQueue('"MyQueue");

// Create a producer from the session to the queue.
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final MessageProducer producer =
producerSession.createProducer(producerDestination);
producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

3. EBYVFEFE "Hello from Amazon MQ!" , REEXAL,

// Create a message.
final String text = "Hello from Amazon MQ!";
TextMessage producerMessage = producerSession.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

4. BHREEE.

producer.close();
producerSession.close();
producerConnection.close();

BUARHEEMZEAS
fEA TS R ARREELELAL.

1. FAREBEERANFEAABRLEEEEY JMS EETLRK , REY T createConnection 7
Eo

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.
final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();
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® Note
AEHEETHEMER PooledConnectionFactory hl, MEFHMEN , FSEA—EF
REREE,

2. BMTEMEER. &4 MyQueue fFHIMASHEE.

// Create a session.

final Session consumerSession = consumerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession.createQueue('"MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer =

consumerSession.createConsumer(consumerDestination);

3. FREFHALE , YEABREREVAL,

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage) consumerMessage;
System.out.println("Message received: " + consumerTextMessage.getText());

(® Note
B2 AWS AR ( H1#0 Amazon SQS) £ @ , HEESFEERINEER,

4. BARDHEE. TFHERMAER.

consumer.close();
consumerSession.close();
consumerConnection.close();
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B4 ActiveMQ RERZE LDAP

/A Important

RabbitMQ REERX T X & LDAP E5,
Amazon MQ *X#EFE CA Z1TWRIRERBRE.

R LAE R EREA TLS BY T 5B 5 E RFE ActiveMQ RERER :

+ AMQP

- MQTT

* MQTT over WebSocket
* OpenWire

« STOMP

» STOMP over WebSocket

Amazon MQ B4 7 B4 ActiveMQ B0 EEM LDAP B0 EBaE2BNEE | UREEBFEHEFTNE
., WNEHE ActiveMQ EFHEZBMNAGIHBERFINHERENR K F2RERE,

EERE ActiveMQ ERENBEFERATINEE B4 AFEREEXHNERE, Amazon MQ £/
ActiveMQ MFE S 7 BRFBAHERS , KERANBARGR BN, WEFMAEANELS , F2E —F
REREME M authorizationEntry,

(® Note
BE , Amazon MQ X EHAFmEE S 7 BFE,

&
« B4 LDAP £ ActiveMQ
o SORIGH

- LDAP AF§
+ LDAP ZAMEELR
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http://activemq.apache.org/stomp.html
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B4 LDAP B ActiveMQ

BAZEBREFERER B RFIEAGE (LDAP) AR:I{FHNEAEREE Amazon MQ EHE. &
AT LA, MBRAEN Amazon MQ EAE |, WIHMEBNTIINFFAT, B, EFAMBRAERE
XZENEBREXNEE IAM B AER , Y RE LDAP B4,

AHEF A LDAP ARSEMCMEREEHR Amazon MQ REERR B0 BENEENEZFTLUFEAK
IhEE, EFMEFEREEAERREE LDAP AR+ , TEHRUHBENEEELEAERNERN
E y Eﬁfé\ﬂ%FEﬁ$u*zﬁEon

Amazon MQ A Apache ActiveMQ JAAS S EZNHY LDAP X #. Amazon MQ 3z E{E{A
LDAP a1 iRzS , Bl A2 Fr X EH Microsoft Active Directory 5 OpenLDAP, MENBER K
HEF , FFSE Active MQ XL £ —H,

BRYEAEZIN , LETLEIR LDAP ARF[ABEHERCAEEEH TENTINFIE, &£
LDAP fAfREFFEU AR EENTHINIEE , RREFFUEIRIGHIEE LDAP £REREFA , BN #IT
LeBE, AR BRREAEREA LDAP ARSFEEREEHR,

/A Important
£/ LDAP 5 , B0 BETES XIS , EREHENEREERBED KR,

FORIFAF

#% LDAP X EF B EMHHNEA Amazon MQ RERR 28 , BLELRERBIRE . LABUEKRH
MRF = REie iR EE LDAP fAlBREFAVIELR , MELAER ERMFT I T REETIER. LERBIRFEAE
HAERENRE LDAP B 5 58E ., EfEENAFimEREFEEBEENERETRE,

RIEWRF 2 LDAP fAfRES P AR ERNIRE ., ERZEE LDAP BEXR |, BRANERME —XRERS
EAER, REEHE , MERRNAFIHEREDIEIR LDAP [ARFETRE. BHNRBIIREEA
BERgUmzEER L2 MGH#HEFE , 28 Amazon MQ 1] AFEHL

ZEH ActiveMQ BE |, LDAP AR L EEREW B K EABMEE DIT), MEERERILERE
MEFILdif IR , FFSH ActiveMQ XN L L — BRI T LDIF {5 E A LDAP ffR28,

LDAP AF4

EERKRER , FEEE Amazon MQ £ & , RARELBEIYFH Amazon MQ HFERFREER
1 1TIEBEEF | 122 LDAP authentication and authorization (LDAP & 7 ER & M%),
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RARKIRSHERER
« Fully qualified domain name (EZBiHEHE) EHHZFHF 2RI NBREFE R LDAP FRSFME.

® Note
BIRMW LDAP AR ZEMEEBI SIS BAHEREZEERT. Amazon MQ BE R
EREEZBaEmMN LBRAWE 1daps , Mk iNEREEIER 636,
Flan | RSB MELA TR\ - example.com , Amazon MQ €FH LT
URL : 1daps://example.com:636 RFEVZM LDAP falfR2S.
ATERAREEX I MEMNIEREE LDAP Fik5EH , TEREEBL AT BBEN. EEF
LDAP iRz R EFMENRZE , FRFFARBHBARBNPNBARE , IALFRERER
N VPC AR E,

- Service account username (BRISHR = £ & 18) FAR#IT LDAP RSB VIRBEZFEAEN YIS
o
- Service account password (RRIERF 215) MTHRBRE 2 FEHENZRE,

TERERAELFAENNME.

B & ActiveMQ RERE X EE LDAP
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Authentication and Authorization

Simple Authentication and Authorization O LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
SErver.

Provide details for your organization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully gualified name of the user that opens the connection to the directory server.

mysarviceacccount

Service account password
The password for the service account provided above.

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully gualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above.
(uid=0)

Role Base

Fully gualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

{uid=0)

P Optional settings

£ LDAP login configuration (LDAP & AfH&E) EERF , RIETHHEEH :

* User Base (EAEEM®) B HEABNRES DIT) PRESERE MNP ERE,

« User Search Matching (£ A& S L) LDAP ESERKRHF , AN S K userBase AWEH
. AFRNEREEREENABSHRFETH {0} BEBNLE. WEFMENR , F2E 59R
& Rk EE.
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- Role Base (AE2ER)DIT PSS ACCHMNHAIERE, AEAUURESHHKPHERN LDAP
HiEER, HENACEATREISACEBN —EBY , fl—KEH/ CN), UARS—EB%
(la0 member) , HERKXKBERACHEZEAZENHEIZBRFERAERR. fm , REREABEN
group , WA LURHALIT ##5IE M : ou=group,dc=example, dc=com,

« Role Search Matching (i &£ S L) LDAP ESEREM , AN E K roleBase AW A
B, userSearchMatching ¥ EREHEREERABSEHFRFRG M {0} BENLE. H
FixEREEBEsnA (1) AELE. fin , NREHTNARERSEE A member WEBM
(BEZARTMECEAEZENHERERR) , BULUREHAUTESEREMH : (member:=uid={1}),

TEREREEELFMERNMLE.
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Authentication and Authorization

Simple Authentication and Authorization O LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
SErver.

Provide details for your organization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully gualified name of the user that opens the connection to the directory server.

mysarviceacccount

Service account password
The password for the service account provided above.

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully gualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above.
(uid=0)

Role Base

Fully gualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

{uid=0)

P Optional settings

£ Optional settings (EARE) BB+ , BAURMTIERAENR -

« User Role Name (FHEACER) FHEFEREERZEAEBEKEBE DK LDAP BHERRE,
REBERT , FAEACTURSUFEAEEHKERPHEBMERMR. userRoleName EIEAZH
RELBHEANERE. flm, BRMEEUTFEHEER

dn: uid=jdoe,ou=user,dc=example,dc=com

e

7R

0N
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objectClass: user

uid: jdoe

sn: jane

cn: Jane Doe

mail: j.doe@somecompany.com
memberOf: rolel
userPassword: password

EEY RS FIRAERM userRoleName , BEIEE memberOf Bit. MR F7BRFEK , IR
AFEREERKAR rolel,

« Role Name (AEEH) AGEEHTHNEEEEEYE A HEAXACGHNER, flW , BN ARHEE
BN —RBBIEE cno MRS HPHBIERY , IEAFREREREMBNESEACEEN cn B
=

« User Search Subtree (EAEE S FREIIRERE) E& LDAP FRHERSEHNEE, WRA true , &
ESREAES userBase FTEEMH B THERE FHBRER,

+ Role Search Subtree (B ®IE S FHREE) & LDAP ARESEHNEE, RS true , HEE
HEREE roleBase FIERMEI R T E(E FEBIRE B,

TEREEEELRARENLE.

kg

Role Search Matching
The search criteria for the group object applied to the directory provided above.

¥ Optional settings

User Role Name
Specifies the name of the LDAP attribute for the user group membership.

Role Name
Specifies the LDAP attribute that identifies the group name attribute in the object returned from the group membership query.

User Search Subtree
This defines the directory search scope for the user. If set to true, scope is to search the entire sub-tree.

Role Search Subtree
This defines the directory search scope for the role/group. If set to true, scope is to search the entire sub-tree.

B4 ActiveMQ RIZFZXEE LDAP 103



Amazon MQ HBEABER

LDAP ZEHIEEAT

BUERIMEERZEFNENK | FOREBEBNREES.
BoRE

BRI RE , AFREAEBNLARENN, EEBRAERSHY LDAP ARFAEAEER D
EREEITRE,

RIEE ActiveMQ RERXNEAEERAEIER DIT FiSEREFHERE LDAP @ARESHHEIZ, £l
o, MREFERAZ AWS Managed Microsoft AD , T B8 #EEME T4 corp. example#l com ,
W EELEERBEN corpM WBETH FUsers , FEFERATHEEMALNEREER !

OU=Users,0OU=corp,DC=corp,DC=example, DC=com

ActiveMQ RERXE%E DIT FHERMULERSEAE A UERIHABRANAFRERF R,
_| Active Directory Users and Computers

File Action View Help
& | H =z HE TRET

| Active Directory Users and Computers [WIN-IL
| Saved Queries

v 3 corp.example.com

o AWS Delegated Groups

= | AWS Reserved

| Builtin

| Computers

v 3] corp

| Computers
| Destination
| Group

| GroupTwo

VRN PR FPAN R ¥

-
%
m
-
v
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H& ActiveMQ REEXNBREREAENBEEBERNRIBA uid , EXERESEAEAERSREL
B, ATHERR K ZULFERACEHENERCEAERR. MEFHMER , 528 activemq RIRTE
NESHTE Windows Server 2016 (& #%#8) IRAH Active Directory & ME P ERE 1D BT,

FEABREERAEZERMA ActiveMQ E#EEEFE , FFEEMPIB® amazonmg-console-admins &
8.

e

EERE  eEREENARTEEFTESER, RESKE/EENE (HEAFT. BNiHE) &
B cachedLdapAuthorizationMap T& (EREREXK activemq. xml HEE R IKE) #1T, 0
LHMET , FSEREE LDAP BREEHE,

® Note
EERHEREREXNactivemq. xmlEREERPEA cachedLDAPAuthorizationMapit
£, BAEEIER B HERE AWS Management ConsoleFFiE12 LDAP & 7 B 8 MR 1E |
2 fEH Amazon MQ API B ##ERELDAPEF , #§ authenticationStrategy BHMERES -

BN BRETH =EBMEMAB cachedLDAPAuthorizationMap TEMN —3F5 :

* gueueSearchBase
* topicSearchBase

» tempSearchBase

/A Important

ATHLEBBREAEERARERXNERES , Amazon MQ L TIEEERAR
cachedLdapAuthorizationMap A :

e connectionURL
e connectionUsername

e« connectionPassword

EXREIRERENXE | Amazon MQ £i%&:%Ei1B AWS Management ConsoleZ1E API 553RKY
ldapServerMetadata B RUNESRA LRBM,
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers.html#brokers-prop-createbrokerinput-ldapservermetadata

Amazon MQ HBEABER

LA /R&f cachedLdapAuthorizationMap #9 IE &EiEHEEH,

<authorizationPlugin>
<map>
<cachedLDAPAuthorizationMap
queueSearchBase="ou=Queue, ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
topicSearchBase="ou=Topic,ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
tempSearchBase="ou=Temp,ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
refreshInterval="300000"
legacyGroupMapping="false"
/>
</map>
</authorizationPlugin>

BEEEHL DIT PiEESEENEFITMNME, FHit , ¥R L£R 6] AWS Managed Microsoft
AD , £ corp. exampleX HWiHEMEE T com , BRI LUIEER B WEBE N destination , XA
TEFMBENMER, EZOU R , B2 HIA queues, topics & temp BB —BEE,

ERTENTHESER HETIHIREENBENLRUREEN) XL DIT PEAUTHE :

OU=Queue,0U=Destination,OU=corp,DC=corp,DC=example, DC=com
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. Active Directory Users and Computers

File Action View Help
e 2nFE 8| XEG=H

1 Active Directory Users and Computers [WIM A

| Saved Queries
v 33 corp.example.com
3| AWS Delegated Groups
2 AWS Reserved
| Builtin
| Computers
v (3| corp
3| Computers
v 2 Destination
2 Queue
3| Temp
3| Topic
3| Group
3| GroupTwo

= | Users

—

Efi , EEME 7 EAERFFAREMR DIT FAVERELR

OU=Topic,0U=Destination,OU=corp,DC=corp,DC=example,DC=com
OU=Temp, OU=Destination, OU=corp,DC=corp,DC=example, DC=com

EEEAENHER (7Y, £E, EH) PN OUH |, IIUREERAFTFAIBERENLER, flin, BE
AL HIE R DEMO.EVENTS.S BB E TSR RERA , BRI SIEMI LT OU
OU=DEMO.EVENTS.$,0U=Queue,OU=Destination,OU=corp,DC=corp,DC=example,DC=com

(® Note
DEMO.EVENTS.$ OU 2% Queue OU A,
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WFE ActiveMQ RERF THFHEER , F2REAFT

EEABEMFS (%20 DEMO.MYQUEUE) 24t1%#R Al

OU=DEMO.MYQUEUE, OU=Queue, OU=Destination,OU=corp,DC=corp,DC=example, DC=com

_ Active Directory Users and Computers

File Action View Help

e 7@ OB c= HEl T

AIEERLITFIMNIESR

-
-

-
-

v o

REEE

1 Active Directory Users and Computers [WIN-IL A
| Saved Queries
v 3 corp.example.com

AWS Delegated Groups

. AWS Reserved
. Builtin

Computers
corp
3| Computers
2 Destination
v 2 Queue
| DEMO.MYQUEUE
3| DEMO.MYSECONDQUEUE
3| DEMO.EVENTS.S
3 Temp
a2 Topic
3| Group
3| GroupTwo

a | Users

ERRBENHEFIERAFTNEME OU F , BHERIT=EL2EE. MNE ActiveMQ FHFTE |, &
LERBENBEA/EEEFNA, NESEFIAFEAZEATHNDFEFEET  FF2E ActiveMQ X

e,
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BN ARIEL RS BANE S read. write X admin, EELELRLEET , B HEBFEAERE
H, MBRELFERENFEREEANTHBEHENGT, SEEAFTENBESRER B WitEBEEE
e84,

. Active Directory Users and Computers

File Action View Help
P EEE R Y L &R

| Active Directory Users and Computers [WIN-IL A || Name Type Description
. aved Querlles EE admin Security Group...
vV ch:rp.examp =com ég read Security Group...
2| AWS Delegated Groups %write Secanity Gron
o | AWS Reserved P
| Builtin
| Computers

v (3] corp
3| Computers
v | Destination
v 2/ Queue
o DEMO.MYQUEUE
2| DEMO.MYSECONDQUEUE
2| DEMO.EVENTS.S
3. Temp
3| Topic
3. Group
3. GroupTwo
o | Users

Domain Controllers

p lI.I.

ForeignSecurityPrincipals
LostAndFound e

(® Note

ELRNEEEREN K HEEEEREFER, REEEHRIERAERR Windows 2000 2
BINARATARERAMBNEE , BIEFEAMR DIT WFREMEIRAR. Windows 2000 2
HXFAHRFHNEHRERETE  BCHLERLEE—W, ATHREEGR , BUUE
uuid FEMIZE admin 4.
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el

File Action View Hel .. Object - Group %
ol AR 1N =RRE
_ Active Directory Users a Q Createin:  =.com/corp/Destination/Queue/DEMO.MYSECONDQUEUE
| Saved Queries =
v 33 corp.example.com e are no items to show in thisy
o] AWS Delegated ¢ Group name:
51 AWS Reserved | admin |
_ Builtin
| Computers Group name (pre-Windows 2000):
v [Z] corp |adminﬁlias&Juid—BbeSae?d |
5| Computers
v 2 Destination Group scope Group type
v (3] Queue (O) Domain local (®) Security
:% DEMC (®) Global () Distribution
2| DEMC i
= DEMC (O Universal
o] Temp
3| Topic
3] Group Cancel
2| GroupTwo
2| Users
2| Domain Controllers
_| ForeignSecurityPrincipals
| LostAndFound v
< >

REEREMEERRE ML adnin ZEFE , TREAEELNMBRZEE. ZEMFHEE read
ZEFHATRTCMHREABETN , METEMMEE write HFETREMRABTAZ BN,

BRTYSERNERAEMEZEZETEFT T2, BHEULFEEERHE, FiB , A ActveMQ BIXER
RBEENEBMEER , MUK AREEMENFEETYHER groupOfNames , #l activemq IR
BERNTEATRo

MREHTEERE , FEFAEER vid WHERBRERF. FZEE Windows Server 2016 (R &) i
X8 Active Directory A& MBI P ERE ID BE,

HR3: (1ER) EEE AWS Lambda EE

AWS Lambda TJLLELE EEZH Amazon MQ REEXEFERAALE ., ELEREREREREE Lambda
R, BANBRYEA4RERS , HEFERTIITHNASLEESUARE. SEINSHRRRTS St
BHREREREANVAER , WL JSON YHHNER S MHE#RS Lambda &,
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Amazon MQ HBEABER

RAEENEREET Lambda BHE

1.

T3 IAM B EFF AT 2 Lambda EHITHE,

* mq:DescribeBroker

* ec2:CreateNetworklInterface

* ec2:DeleteNetworklInterface

* ec2:DescribeNetworkInterfaces

» ec2:DescribeSecurityGroups

* ec2:DescribeSubnets

» ec2:DescribeVpcs

* logs:CreateLogGroup

* logs:CreateLogStream

« H& : PutLogEvents

» secretsmanager:GetSecretValue

® Note
BRELEN IAM FFA |, B EBUEEER IR Amazon MQ &R BEEGC #.

(ZA) MREBEEVRELHAUFEIMANRERER  BXAMTTHEP —BEE | LA
Lambda EHE T ERE :

- ABELRTRERERE—E NAT BE, MFEFMER , 52680 AWS Lambda REASEEYF
B9 VPC 1% 4R B S0 9 48 PR 4R B A AR 3% 17 B

« £/ VPC i% B2 3 Amazon Virtual Private Cloud (Amazon VPC) 2 Lambda 2 F#ER, &
#) Amazon VPC th 4 ZEE4RE) AWS Security Token Service (AWS STS) # Secrets Manager
i, MEFMEN , F2E AWS Lambda B A BB IIELE Lambda BT HE VPC i
o

{5 AWS Management Console , ¥} Lambda B BN R EBRER R ESEHRFR, BHarlL
M create-event-source-mapping AWS Command Line Interface 55

5B Lambda HERE — LG , UEERAREEXINANALE . SHRFEMEHEEA Lambda
ABICRARERERNSIZBER, LLTE Amazon MQ for ActiveMQ {7518 Lambda Z& & &4,

$E3: (JEF) EEE AWS Lambda EH 11


https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-internet
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html#services-mq-eventsourcemapping
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html
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® Note

L EHIP |, testQueue BITIHINEME,

"eventSource": "aws:amq",

"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",
"messages": {

L

"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mqg.us-

west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",

"messageType": "jms/text-message",
"data": "QUJIDOkFBQUE=",
"connectionId": "myJMSCoID",
"redelivered": false,
"destination": {

"physicalname": "testQueue"
.
"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerOutTime": 1598827811959

"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mqg.us-

west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",

"messageType":"jms/bytes-message",
"data": "3DTOOW7crj51prgVLQaGQ82S48k=",
"connectionId": "myJMSCoID1",
"persistent": false,
"destination": {

"physicalname": "testQueue"
.
"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerOutTime": 1598827811959

S$EB3: (A ) EEE AWS Lambda EE

112



Amazon MQ HBEABER

}

MEBE Amazon MQ E1#ZE| Lambda HFEMEA. Lambda ¥ Amazon MQ E4RR X EAY&E
H , LEREHRFRMSEERMEEMER |, 5528 AWS Lambda B A BISETMEZEEEHA Lambda £
Amazon MQs,

B ActiveMQ REEZEXFERE

ActiveMQ £ i & R AT LAFEX ActiveMQ REEANTIIMEBNAESHERAER. BT ERER
ERERRENT, fl, B AR LEEREFE ActiveMQ Web 125,

HEAR—EFEERR, SUUSHERTGERE  YREATHBESEE, BRNEERETIIMNER
HYEF Ao

(@ Note
BEZBIUNERAERRERHE. BELAELHE - UEREZHARER  BEEUHFER
8 WHEEBKREDNAEERE RMRZEHERR.

(@ Note

Amazon MQ £ ActiveMQ ## activemq-webconsoleBH EEMETINEENEEEHN
A, EEPNMEEREEEHEEESFIE,

LA E IR R I AWS Management ConsoleZRE L, #mEEFMBR Amazon MQ R FEH
&

B ActiveMQ REREXERE

1. & A Amazon MQ £ 5&.

2. RAREBENBE  BELSHRKERENXEZRE (H120 MyBroker) , ARIEIE View details (BR1ZFEHEE
Ao

¥ MyBroker HTHH Users (B &) BRT , 8 HUREEXNABERSE
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paolo.santos No Devs

jane.doe Yes Admins

i#1Z Create user (BIAEAE),
£ Create user (B EHAE) HEEHRD | 8 A Username (EA&E B ) A Password (1),
CEA)WMASERAERMBNEFESRR USSR (BlW0 : Devs, Admins).

(BfH) ZEZHMFEHAEUEFI ActiveMQ Web 124 |, 5128 ActiveMQ Web Console (ActiveMQ
Web IT?EI‘:?):»

7. iEIZ Create user (B EAE),

o a0 kW

/A Important

HEAEETEE TSV SEEREFERE, FEEMAEE  BLASET —E
BN EFRBAEEN,

fmiE ActiveMQ REREEHE
EEEERANERE BRI THEBE

1. % A Amazon MQ i &,

2. RAREBENBE  ZELHNREREXZRE (H120 MyBroker) , RERIRIE View details (RIFFHHE
Ao

¥ MyBroker HTHH Users (fEM &) BERYF , 5 HItREERXNABEERE.

paolo.santos No Devs

jane.doe Yes Admins

3. BEREUEMEABRR A6 AREERE.

BEN& 8 R Edit user (FREEEF &) HFEH .
4. (EHR) I AFHK Password ().
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Amazon MQ HEASER
5. (ER) MBI BRERAEFMBWEAERRE , LLUER SR (Hl10 : Managers, Admins).

6. (BA) BEFFEAETFEE ActiveMQ Web & |, F8IRIE ActiveMQ Web Console (ActiveMQ
Web E‘Ej:?:{:—l\)o

7. BEREFERAENEE 721 Done (5TMK).

/A Important

HEREETEE  FTEVRSEERAEMCRAE. FEERAEE K LLASHT—E
BN EFRBAEEN,

MBER ActiveMQ REEXFEHE
ERTBEEFERHEN  BUURKRZERSE,

1. %A Amazon MQ i 4&.

2. RRERNEE  BELNKEREXEZRE (Bl MyBroker) , RZIERE View details (RIFFFHAE
Eﬂ)o

¥ MyBroker ETHH Users (fEM &) BERYF , 5 HtREEXNABERE.

paolo.santos No Devs
jane.doe Yes Admins

3. EBEEHEANERE (Fl0 MyUser) , REBZE MR,
4. EEWFTE Delete MyUser? (MIBR MyUser ? ) $E5E SRR RIBREAE |, FEiR#Z Delete (MER).

/A Important

HEREETEE TSRS EEAEMCRAE. FEERAEE K LLASHT—E
BN EF RS LEEN,

FEELE A Java Message Service (JMS) E& ActiveMQ K9 iZE/EEi

BAT g2 BUR AT BARE R ET 5 SUAE A ActiveMQ
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« OpenWire 65l Java BT EREERERENX, BEufrd , WEERBWAR. NEMESAFER
B8 , 582*@ Connecting a Java application to your broker.

« MQTT &4l Java EXHEERETAERN, BYTE , UARBHNEBFAL,
« STOMP+WSS i) Java BB EREREEN, BYTE , UARBHMBZRAS

SO IR
B VPC Bt

EERFRERKXTLUE VPC AFE , B4EMA enableDnsHostnames #l enableDnsSupport
VPC BtE, MEFHMENR , F28 (Amazon VPC EREERE) F/ VPC F# DNS Support,

RAEAEF
ZELRRESTHARFEA Amazon MQ , B4 B HEAEL,

1. & A Amazon MQ A&,

2. RRERENFES  BELENKREREXEE (HIW , MyBroker),

3. 7 MyBroker HEM Connections (E#R) BERH , i TMAEREX Web T2 & URL MR EA
TE Mz FE IR,

4. 1£ Details (FEHHE ) [EERHY Security and network (Z£ M) T , BELNZLBERER
s

FEENE R EC2 &R Security Groups (Z£ & 4H) B,
5. RELHABERELNZSHAE,
6. EEEMNEZTAH , iEZ Inbound (BA) , REIBIZ Edit ({RE).

7. ¥ Editinbound rules (fREEARA) HEH WP , REELRENNFE URL im0 #7185 R
(THEHRE R RIERER Web T EHITLEIE),

a. I1E#E Add Rule (i8R 8I),
b. &H¥ER  EEEE] TCP,
#T ¥t Port Range (IR E) , A Web TR R EEIE (8162),

d. & ¥ Source (3RJR) , # Custom (BE]) RELBBURRE , RAERWALFHLEEHFE Web =12
AKRE IP st (Bl20 | 192.0.2.1),

e. IZ#E Save (&)
TBHREEARECTESIENER,

o
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¥18 Java MK

OpenWire

# activemg-client.jar M activemg-pool.jar EXFIE R A Java FHIFKE, AT EHI
FA’R Maven EX pom. xml EEHH M EREBR.

<dependencies>
<dependency>
<groupIld>org.apache.activemq</groupId>
<artifactId>activemq-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemq-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

WFE activemg-client.jar WFMER , 52/ Apache ActiveMQ X HH RV ¥ I HE RS,
MQTT

# org.eclipse.paho.client.mqttv3.jar EHFHEEEM Java FERIKE, LT EHIER
Maven =X pom.xml BRI —KFEBR.

<dependencies>
<dependency>
<groupld>org.eclipse.paho</groupId>
<artifactId>org.eclipse.paho.client.mgttv3</artifactId>
<version>1.2.0</version>
</dependency>
</dependencies>

W% org.eclipse.paho.client.mqttv3.jar WFFMER , 5528 Eclipse Paho Java
Client,

STOMP+WSS

BT E4FIEEEN Java AR

* spring-messaging.jar
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* spring-websocket.jar

* javax.websocket-api.jar

* jetty-all.jar
* slf4j-simple.jar

* jackson-databind. jar

LA €488 R Maven B2 pom. xml RPN EKRFHER.

<dependencies>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-messaging</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-websocket</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>javax.websocket</groupId>
<artifactId>javax.websocket-api</artifactId>
<version>1l.1l</version>

</dependency>

<dependency>
<groupld>org.eclipse.jetty.aggregate</groupIld>
<artifactId>jetty-all</artifactId>
<type>pom</type>
<version>9.3.3.v20150827</version>

</dependency>

<dependency>
<groupld>org.slf4j</groupld>
<artifactId>slf4j-simple</artifactId>
<version>1.6.6</version>

</dependency>

<dependency>
<groupId>com.fasterxml.jackson.core</groupIld>
<artifactId>jackson-databind</artifactId>
<version>2.5.0</version>

</dependency>

iEHE Java E1H
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</dependencies>

MMM, , BB Spring Framework S #HH) STOMP Support,

Amazo

A Im

HEUTHWEARERGT , EEENHEESEE —STHETHT. YREERR GEAERE

nMQExample.java

portant

BEXHTEERERSE)  FRECNEEENHEEETEAN EHIBITHE LH1T.

OpenWi

*/

eas

re

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0
or in the "license" file accompanying this file. This file is distributed
on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either

express or implied. See the License for the specific language governing
permissions and limitations under the License.

import org.apache.activemq.ActiveMQConnectionFactory;
import org.apache.activemq.jms.pool.PooledConnectionFactory;

import javax.jms.*;

public class AmazonMQExample {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT

= "ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-

t-2.amazonaws.com:61617";
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private final static String ACTIVE_MQ_USERNAME
"MyUsernamel23";

private final static String ACTIVE_MQ_PASSWORD
"MyPassword456";

public static void main(String[] args) throws JMSException {
final ActiveMQConnectionFactory connectionFactory =
createActiveMQConnectionFactory();
final PooledConnectionFactory pooledConnectionFactory =
createPooledConnectionFactory(connectionFactory);

sendMessage(pooledConnectionFactory);
receiveMessage(connectionFactory);

pooledConnectionFactory.stop();

private static void
sendMessage(PooledConnectionFactory pooledConnectionFactory)
throws JIMSException {
// Establish a connection for the producer.
final Connection producerConnection =
pooledConnectionFactory
.createConnection();
producerConnection.start();

// Create a session.
final Session producerSession = producerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession
.createQueue("MyQueue");

// Create a producer from the session to the queue.

final MessageProducer producer = producerSession
.createProducer(producerDestination);

producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

// Create a message.

final String text = "Hello from Amazon MQ!";

final TextMessage producerMessage = producerSession
.createTextMessage(text);

iEHE Java E1H
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// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

// Clean up the producer.
producer.close();
producerSession.close();
producerConnection.close();

private static void

receiveMessage(ActiveMQConnectionFactory connectionFactory)
throws JMSException {

// Establish a connection for the consumer.
// Note: Consumers should not use PooledConnectionFactory.
final Connection consumerConnection =

connectionFactory.createConnection();

consumerMessage;

consumerConnection.start();

// Create a session.
final Session consumerSession = consumerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession
.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer = consumerSession

.createConsumer(consumerDestination);

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage)

System.out.println("Message received: " +

consumerTextMessage.getText());

// Clean up the consumer.
consumer.close();
consumerSession.close();
consumerConnection.close();
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private static PooledConnectionFactory
createPooledConnectionFactory(ActiveMQConnectionFactory
connectionFactory) {
// Create a pooled connection factory.
final PooledConnectionFactory pooledConnectionFactory =
new PooledConnectionFactory();

pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);
return pooledConnectionFactory;

private static ActiveMQConnectionFactory
createActiveMQConnectionFactory() {
// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory =
new ActiveMQConnectionFactory(WIRE_LEVEL_ENDPOINT);

// Pass the sign-in credentials.
connectionFactory.setUserName(ACTIVE_MQ_USERNAME);
connectionFactory.setPassword(ACTIVE_MQ_PASSWORD);
return connectionFactory;

MQTT

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.
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*/

import org.eclipse.paho.client.mgttv3.*;
public class AmazonMQExampleMqgtt implements MqgttCallback {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT =
"ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:8883";

private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";
private final static String ACTIVE_MQ_PASSWORD

"MyPassword456";

public static void main(String[] args) throws Exception {
new AmazonMQExampleMqgtt().run();

private void run() throws MgttException, InterruptedException {

// Specify the topic name and the message text.
final String topic = "myTopic";
final String text = "Hello from Amazon MQ!";

// Create the MQTT client and specify the connection
options.

final String clientId = "abcl23";

final MgttClient client = new
MgttClient (WIRE_LEVEL_ENDPOINT, clientId);

final MgttConnectOptions connOpts = new
MgttConnectOptions();

// Pass the sign-in credentials.
connOpts.setUserName(ACTIVE_MQ_USERNAME);
connOpts.setPassword(ACTIVE_MQ_PASSWORD.toCharArray());

// Create a session and subscribe to a topic filter.
client.connect(connOpts);

client.setCallback(this);

client.subscribe("+");

// Create a message.
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final MqgttMessage message = new
MgttMessage(text.getBytes());

// Publish the message to a topic.
client.publish(topic, message);
System.out.println("Published message.");

// Wait for the message to be received.
Thread.sleep(3000L);

// Clean up the connection.
client.disconnect();

@Override
public void connectionLost(Throwable cause) {
System.out.println("Lost connection.");

@Override
public void messageArrived(String topic, MqttMessage message)
throws MqgttException {
System.out.println("Received message from topic " + topic +
": " + message);

@Override
public void deliveryComplete(IMqttDeliveryToken token) {
System.out.println("Delivered message.");

STOMP+WSS

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.

* A copy of the License is located at

* https://aws.amazon.com/apache2.0
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* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

import
org.springframework.messaging.converter.StringMessageConverter;

import org.springframework.messaging.simp.stomp.*;

import org.springframework.web.socket.WebSocketHttpHeaders;

import org.springframework.web.socket.client.WebSocketClient;

import
org.springframework.web.socket.client.standard.StandardWebSocketClient;

import
org.springframework.web.socket.messaging.WebSocketStompClient;

import java.lang.reflect.Type;
public class AmazonMQExampleStompWss {

// Specify the connection parameters.
private final static String DESTINATION = "/queue";
private final static String WIRE_LEVEL_ENDPOINT =
"wss://b-1234a5b6-78cd-901e-2fgh-3i145j6k17819-1.mq.us-
east-2.amazonaws.com:61619";
private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";

private final static String ACTIVE_MQ_PASSWORD
"MyPassword456";

public static void main(String[] args) throws Exception {
final AmazonMQExampleStompWss example = new
AmazonMQExampleStompWss();

final StompSession stompSession = example.connect();

System.out.println("Subscribed to a destination using
session.");

example.subscribeToDestination(stompSession);

System.out.println("Sent message to session.");
example.sendMessage(stompSession);
Thread.sleep(60000);
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private StompSession connect() throws Exception {

// Create a client.

final WebSocketClient client = new
StandardWebSocketClient();

final WebSocketStompClient stompClient = new
WebSocketStompClient(client);

stompClient.setMessageConverter(new
StringMessageConverter());

final WebSocketHttpHeaders headers = new
WebSocketHttpHeaders();

// Create headers with authentication parameters.
final StompHeaders head = new StompHeaders();
head.add(StompHeaders.LOGIN, ACTIVE_MQ_USERNAME);
head.add(StompHeaders.PASSCODE, ACTIVE_MQ_PASSWORD);

final StompSessionHandler sessionHandler = new

MySessionHandlex();
// Create a connection.
return stompClient.connect(WIRE_LEVEL_ENDPOINT, headers,
head,
sessionHandler).get();
}

private void subscribeToDestination(final StompSession
stompSession) {
stompSession.subscribe(DESTINATION, new MyFrameHandler());

private void sendMessage(final StompSession stompSession) {
stompSession.send(DESTINATION, "Hello from Amazon
MQ!".getBytes());

private static class MySessionHandler extends
StompSessionHandlerAdapter {
public void afterConnected(final StompSession stompSession,
final StompHeaders stompHeaders) {
System.out.println("Connected to broker.");
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private static class MyFrameHandler implements StompFrameHandler

{
public Type getPayloadType(final StompHeaders headers) {
return String.class;
}
public void handleFrame(final StompHeaders stompHeaders,
final Object message) {
System.out.print("Received message from topic: " +
message);
}
}
}

ZIE Amazon MQ for ActiveMQ 5| Z&hix 2%

Apache ActiveMQ ERIFFERRAZE IR R AETHEM S X. Y. Z, £ Amazon MQ for ActiveMQ
BED , XRRETERE, YRRAERE , ZRAEBEINRAKFER. IRFTERFFHERLS
¥, Amazon MQ € RTEERA/TEREEE, Sl , 1€ 517 RABRE 6.0 MREHRABEERAE
k. WRREREFBHENREHEREE , AIIRTESESERRA/XEEE, fiw, 517 IRAK
F 5.18 REBIRBRXEMAFHA K, BIEK autoMinorVersionUpgrade B , Amazon MQ £#§8/91%
BRXARESZHNTREHERIRAE,

Amazon MQ for ActiveMQ ZEFMTERBEXNFEARFIZENRERE, NFENMARKERERN S|
AWIER , FBBE i Amazon MQ RIBRER 5| ZRrAR,

Amazon MQ for ActiveMQ X ERY 5| Z R4

Amazon MQ [RA X BT EERSEHREERSIBIRAMHFERIETE, EMAKIEZER , Amazon
MQ € BB LR ANFMEREERXARET — B EORAE, ARSEERBERNNEREH#EERERT
B , LAKend-of-support B Hi& Y 45 RRHETT,

Amazon MQ ZL EEMRAK IEZER 900 REHBEH., BHMEREEend-of-support B 8l 2 BT FHR A E
B, UBF LM E, A, BEEE XEERBEHR 30 XA, EHEREXIENRA EEITHY
REER,
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Apache ActiveMQ hr4s Amazon MQ EHI#&IERE

ActiveMQ 5.18 ( B )

ActiveMQ 5.17 2025 6 A 16 B
ActiveMQ 5.16 2024 £11 A 15 H
ActiveMQ 5.15 2024 £9 A 16 H

EREINFH Amazon MQ for ActiveMQ REREXNE | BB EFZEN ActiveMQ 5| ZRRAK,
MBHERIRBEXERIEESIBRAITY , Amazon MQ € HEITER A SN S| BRAHFEYE.

51 Z R A TR

BULERFESARERAARET —EXENEEIRERE, EEMMEBXERAT
#HEF , Amazon MQ SHEME R R ENRERX AR SN IEBHERA,

WNEFHAMKERXNFEENA , 52 [Bthe section called “FHk 5| Rz A",

5| i 37 B HY 5| B R AR

BT LAE A describe-broker-instance-options AWS CLI R H A X BN R EMEE S|
B,

aws mq describe-broker-instance-options

EERRBRSIBNBTEBBELGRER , 55FHA --engine-type M --host-instance-type &
1B, IR

aws mq describe-broker-instance-options --engine-type engine-type --host-instance-
type instance-type

filan , EEEIE ActiveMQ F mq.m5.large BTERERNER , 145 engine-type B A
ACTIVEMQ AR instance-type U8 A mq.m5.1large,

5| AR A FHR 128


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-prop-updatebrokerinput-autominorversionupgrade
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-prop-updatebrokerinput-autominorversionupgrade
https://docs.aws.amazon.com/cli/latest/reference/mq/describe-broker-instance-options.html
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Amazon MQ for ActiveMQ R{EEF&

ERAAEERZE | REREIE Amazon MQ LER ActiveMQ R AR R M B L FREEE
BUARRVE R

K& L MBR Amazon MQ EMHEE A E

EIRE— X2 Amazon MQ REFERX B , Amazon MQ &7E Virtual Private Cloud (VPC)H {&EIIR 5
ZTMEEEERAE, At FE—LEC27 1, WiBRAENELNAF R EEEIEES)
2 Amazon MQ REENBEH. BELFERAEREIIRS VPC W —&82 , Ht# KR ATE Amazon MQ
RS E A,

/A Warning
B EE UM EREBFEEE SRE. 18 MR R E T RREBKAEX VPC BAEENZ
B E R,

Client Elastic Amazon MQ
(Producer or Network Broker
Consumer) Interface

SERVICE SCOPE

—EERERERE

HEEE—4EANEHEENRS (Fl0 AP . EIXWERZE ActiveMQ KEREN HBRFE) # ,
BRI LSS EEEEFNEEEFEAE — ActiveMQConnectionFactory A, #l :

// Create a connection factory.
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http://activemq.apache.org/maven/apidocs/org/apache/activemq/ActiveMQConnectionFactory.html
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final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.
final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

B, TEEZE4LEENEEENEEERNY  AZELEEERUREERIVERADEHYRE
g, EELERGIGD , BEZMER PooledConnectionFactory Al , BB EEEEZEFZE RS HE. Hi
o

® Note
AEHBETEMA PooledConnectionFactory %5,

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();
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Amazon MQ M ABIERE
—REAREPEERREED ZEREREN IR

NRZEZEEREARNEZIZEAREERNRY flon , EREREAT/STHBERE , AEER
AP EFEREERXNBEEE Amazon MQ ) , BFERARERESR A EEEREEEEIEF —
&, %z :

failover:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617,ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al1-2.mq.us-
west-2.amazonaws.com:61617)?randomize=true

/A Important

ZUAESAREEXREEHERENAEEXENTRDYEEIRERE, FHRERE
Ba RSN KRR T A%,

i e 68 F AR SO EN SR

BRI LA JMS REES |, ASEREAGM B EEETE RBAENABSHALKBIEES). T8 ,
/A JMS ZHEEER Amazon MQ REEZANEHZEEHE , AMELETEZRAL.,

—iRER  FEEBHEERBALE  BARTRHEENEEENEZR&EL , HEENEEERX
RERM,

e AETE , EERUER B it

plan | AT AT HBIREAREEE EERNERER R , SRIIFMARMIETENAR. T8 , €4
AT BEHRGFHEENER L MAURBERNRENNERE, FEBIREHEE Wik,

WMRMFEH Amazon VPC BIEEE K HEAEMFEH CIDR€E 10.0.0.0/16 &
WA FI% IP

MREBEEARBHBERIRIEE Amazon MQ REBER 2 Bi&E Amazon VPC HHEHE | AIF5&EB
CIDR #i[E 10.0.0.0/16 A IP 52E M FimiELR,

HREAREEBENTY , FRETERNS)
RIBTER , Amazon MQ M BA RS BENTHITREL -
C MRHBREEABRELEEEEEAINEER  ABBHRAREERE,
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http://activemq.apache.org/how-do-durable-queues-and-topics-work.html
http://activemq.apache.org/virtual-destinations.html
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« MRTHIREARRATASNRIRGCE , ERRENEEECHERK  AHBEESRHRARSE.

EEIE R Amazon MQ #HE EBERIEHEENTIIREEL , FE
concurrentStoreAndDispatchQueues BMRES false . WMFELHIAERE
concurrentStoreAndDispatchQueues,

AREERREEIRNABREST ERER

REEXAATEEEENASEHEIRNEARXNEARMNMUTRESE

3
¢
a1

. EFAMEXFER ActiveMQ
- AEKND

- AEENEBENEE

- BRHNEE

THERAB RN, EEMEIAE  BAYEIR

BIBENEARS , BANRKEERAHTERERTRT —ERSRAEHE. E ActiveMQ BALEE
AT AMRER , ARNKNRERKVRFIEE

- MRENFAENPR 100KB , AIFA LR FLEERRFRE.

- MREWASKR 100KB , AIFAMREFERERRFIEE,

ELERFAMEXTER ActiveMQ F , ERDBHBESHBEERREREN , ABRERAERE. &
FFAMEBEAT , MRAERANTERERCRECDH , IUEEARBHEEERAZMT

EEYEZEARINREREERRBTERER  RMERNETEANRERSTERBER, 0F
&R , 552/ Broker instance types , A2 EFEH JMS B2 88 Amazon MQ A E.,

REREEAGITEEBERENERRDG

EXEREEANTEREERSHEER K A-EERNEARH

- EFAMERN - EANEARRSEREEXHTEESEREMBAEAS I ABRK (HlU , B
BREB D) , BBEEATLUEA ActiveMQ RIIERFAMER, HEHERXT , EEREEXHTE
RBAHERRRERTAE | ActiveMQ T ERFARRBAERALRET, ERAFEFAMRIANRKTZSR
RAEREEXBTERBEE FRUNESEREBHRE. ERCPU, URERBIE,
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- RIFHEE - EEAFTHEEETH , B concurrentStoreAndDispatchQueues EEZEEKA
R, ActiveMQ A ZEA L EEREEEBIHESLE  BEEBALEXIRE EEEFAUERXT),
MBEEHEARRATUREEAALS (FNRETLURGTEREEEEM , AEHNERARRTSHER
ABREEAHTERER, ZEFCNWEARIXEREATE SR EEEHTRIEIEZNER
EXHTEE  IEERKFEEENVERAEXBTER.

« HIRRZ - BELRFERABFAMER  WEAABERSBEEZAFAER , BAUFEARRRERNHT
EREAREINESNERARWIEE, WEFMEF , F2H Apache ActiveMQ XHEHFHE RS
EERRS.

AREREIEEZEERNREERFRE

EFEFNABEZETAERSNSMAMMESIIEE , A Amazon EFS, &ZEF B KEEMN X
£ , EfEA Amazon EBS., MEFHMEN , 552 B Storage,

IE fiE 3t 5 E SR Y IR A2 SRR
EERUABENERE  BAGHEARKERLIELIES

- BABAMES - AR HEREE) SEREEAATEERRGEEENEAE  BEREEXN
ML T RBIBXETNAE. F—EAMAEAENREREX K SEEFR  XESARRTUE
ARE, WAEERASEERTARBGLEEE  UERFASEERT —AREERX, EE_ARERE
ARAABNEFAMNE , F-EREEXSMEREAR

MREEFAFAMER , IEF—EAREEXSRLEFETALKEEE K MISEARFAME. NFE
FHMER , 528 Apache ActiveMQ XA Y Replicated Message Store (E3F 2 FH) M What
is the difference between persistent and non-persistent delivery? (F A M EIEIF AN EENTE 2
BR)o

- MERAREBEERXHTERNERALE - WRFHEA , 52 E Apache ActiveMQ X#H Y Advisory
Message (BZFAL)o

s THEAZBHEEREERNER - Amazon MQ A X EFAZSBEERERREER, NEFHE
A, 552 B Apache ActiveMQ X HHY What is the difference between discovery, multicast, and
zeroconf? (FREK., ZEEIEH zeroconf AR ZER).

BEBEREZN XA X B REEENRE

ActiveMQ ZEDHR (XA) RB. T ActiveMQ IARE XA R Z , BBREB%E Amazon MQ #
TREEBXEFNHBNAEBEREREENERRER
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BREFBY K HEEFBBABROBE XARZ.,. HREERZFMAHER , AEHESHEERE
iR , KAEENBBREEAMENRE, EEYEENRBNTERENRKRE, B4 AFEA
commit() 2 rollback() fRELR S , ENMAETESEERBERIE,

EBEERRBRNEE XA XS , LA LUMEA Amazon CloudWatch Logs 1 #Y
JournalFilesForFastRecovery 88, MRLUHEFEEN , IR—ESRN 1, BEXFEAEM
LTEHNERNBREFERFERNR S, NEFHMES , 3528 Amazon MQ BB EE,

LTsfRABESHREZ XA RS , dEM rollback() ERAEMM.

import org.apache.activemq.ActiveMQXAConnectionFactory;

import javax.jms.XAConnection;

import javax.jms.XASession;

import javax.transaction.xa.XAResource;
import javax.transaction.xa.Xid;

public class RecoverXaTransactions {
private static final ActiveMQXAConnectionFactory ACTIVE_MQ_CONNECTION_FACTORY;
final static String WIRE_LEVEL_ENDPOINT =
"tcp://localhost:61616";;
static {
final String activeMgUsername = "MyUsernamel23";
final String activeMqgPassword = "MyPassword456";
ACTIVE_MQ_CONNECTION_FACTORY = new
ActiveMQXAConnectionFactory(activeMgUsername, activeMgPassword, WIRE_LEVEL_ENDPOINT);
ACTIVE_MQ_CONNECTION_FACTORY.setUserName(activeMgUsername);
ACTIVE_MQ_CONNECTION_FACTORY.setPassword(activeMqgPassword);

public static void main(String[] args) {
try {
final XAConnection connection =
ACTIVE_MQ_CONNECTION_FACTORY.createXAConnection();
XASession xaSession = connection.createXASession();
XAResource xaRes = xaSession.getXAResource();

for (Xid id : xaRes.recover(XAResource.TMENDRSCAN)) {
xaRes.rollback(id);

}

connection.close();

} catch (Exception e) {
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EEEHRESD  SBuSH XAXRZEEERELENEZ XA XS, A&, EULURAERESEFH
rollback() = commit() KEESEEZX S,
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£ Amazon MQ for RabbitMQ

Amazon MQ T BEF AFELERNEENFEERBRMETHAERERN, ELlE
F . Amazon MQ REST API = 23 AWS Management Console, EEMMERAEZER AWS
Command Line Interface,

AREFHEIR ActiveMQ Hl RabbitMQ 5| E 2 ASRERENNERTE, FIHTHKN Amazon MQ 1€
BEEXHTERBEELRAENRE , YREAEEXRBNERERNEE.

&E 7 # Amazon MQ REST API , 2B Amazon MQ REST AP| 2%,

Amazon MQ for RabbitMQ RIERER,

+BERE Amazon MQ for RabbitMQ fXIERER, ?

REEXRE Amazon MQ LETHAERERERNIRIE, iER Amazon MQ WEXEEEHR, FT
HEHITEEER (M5, t3) MA/D (large, micro) WAHEABADNEBEHTERER (HiW
mg.m5.large)s

- BE—HITEBAERZEXZH Network Load Balancer (NLB) 2 HE M — @ A EFHHH —EREBEEXE
K. REEXNSHRENERAEZERN LUK Amazon EBS 7K EETER.

. BEIZE Network Load Balancer % EH = {& RabbitMQ RIBRER YN BESHE , SESHRLA
FRE. 173, UREZETAESE (AZ) 58 AREE,

WEFHMER , BB Amazon MQ for RabbitMQ (A ERE XK HEIEE,

EfIRH RabbitMQ 51Z8#1TH , BT UA BBREREAR , AARIACEREN I ZHNFHIXER
R, HEARERERBENE, —XPHNEE (24 M) MEFE (ARA/ UTC) FTERNMER
EﬁﬁHFEﬂo

X BV EA I E

B LAEA RabbitMQ TEMFARERRFFES , XA THERAHERA TLS , LLEE RabbitMQ 1
BEELR

- AMQP (0-9-1)
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
https://www.rabbitmq.com/devtools.html
https://www.rabbitmq.com/specification.html

Amazon MQ HBEABER

EREEERRE

Amazon MQ Z & RabbitMQ RERER X Ei& T YZEENEZERNIEIR amgps WEREXBHRE
# , LUK fE A RabbitMQ Web 2 & MEE API B FimE#R.

- EEEEE 5671 - AREBZE AMQP URL #E1THIER. flan , BEREREER ID A b-
c8352341-ec91-4a78-ad9c-a43f23d325bb WAREBRER , B us-west-2 MEF , L
TRAEBEAKNTE amgp URL : b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq. us-
west-2.amazonaws.com: 5671,

- ERENERSE 443 M 15671 - EMERBREXNERBATUERER , LUEIR RabbitMQ Web 2 l
AHEE AP FERERERN,

Attributes

RabbitMQ X EERXEEZEEM .

- A%, fla MyBroker,
1D, #l#n b-1234a5b6-78cd-901e-2fgh-3145j6k17819,

- Amazon ERE (ARN) fl20 arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819,

+ RabbitMQ Web F#& URL, #l#0 https://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mqg.us-east-2.amazonaws.com,

MEFMENR , 552 E RabbitMQ X4 #Y RabbitMQ Web i A&,

- Z2M AMQP ix %, a0 amgps://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mqg.us-east-2.amazonaws.com.

MEREEXBMNTEEE 528 Amazon MQ REST APl 2EZ R LT &E :

« RESTH#/#ID: N KE
« RESTH#/#ID: N KE
- RESTH#/#ID: N EKE

EXiEL:
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Amazon MQ for RabbitMQ REERRFERE

B {@ AMQP 0-9-1 i FiRERHA — AL AKEBRIFVEBEAE. SEAFmEREEUERTH
(vhost) KB , ERAELAHHRR BT, EHEUREERE. BA , URENEREH#DTH
PN, EREBRAERNERERIRREEEIERBEE.

BI85 —XFE 3L Amazon MQ for RabbitMQ EFEXEF , Amazon MQ € AR EHINEANERE
REBIEHR adninistrator BEA RabbitMQ £FAE ., B LEEIER RabbitMQ B API
RabbitMQ Web £#2& , MR EEFEAE, LW AILUEA RabbitMQ Web £ A EE APl RKERE
o & ek E A & BT AT FAEE,

(® Note
RabbitMQ £ & R~ & &8 Amazon MQ Users (£ &) AP| fiEHE o

/A Important

Amazon MQ for RabbitMQ F X EFE A &R "35F. , X B SELRE T HWAERE MR
FERFHEIRF . Amazon MQ tt 2 EHMBREMAZFFEINIRE , BA "5H&.

HZfEM RabbitMQ B API ZXNHERE |, BEMA TS AP ImFMERER . MUHBE BRI
###aM##,

PUT /api/users/username HTTP/1.1

{"password":"password","tags":"administrator"}

/A Important

- FANERERXEAERBPMABA S D HEBEF (Pll) REMEZNBRER, Hitb
AWS BRBAEMFMEKEFEAEST , 21 CloudWatch Logs. REEAEAEZBTE
ARLERBRAER,

- MRESEHERURERARRENEESRE  AELZERENERRE. NRECEUZHE
EEE  AWLERHMEESFEAEEA  ARERVEFELLNEE. NMRERE—-

PNEBEERE 138


https://pulse.mozilla.org/api/
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-users.html

Amazon MQ HBEABER

BEREEFEAE , AIXVARBKRKAEER , YEAFRREYL —EAMHNAEENX, RMAES
EMEBRAERX 2B EEARROFAS.

tags ZeIRERAEFIME K MAREAZELLERIBHNEREFE, Amazon MQ X &
administrator. management, monitoring & policymaker R &HZH.

BRI LAMER TS AP In BRI ER T RRBRERMAERAENGT T, UEHNERIUE vhost M
username. HIRFERER T / , £ %2F,

PUT /api/permissions/vhost/username HTTP/1.1

{Ilconfigurell:ll.*ll’ Ilwritell:ll.*ll’ "Iead":".*"}

(® Note
configure, read & write R5|#ELEBREHIMK,

FREAZT .- &, MEXEBEENERIMIMETINER,. BEANREHFIRFEAE. W
E1FE1B RabbitMQ B2 AP| EBFEHAEMNFFMEN , 5528 RabbitMQ B HTTP AP,

Amazon MQ for RabbitMQ KB FE%

B & 3L Amazon MQ for RabbitMQ R IBFE X , Amazon MQ 2EF — B TE R BUR T E 5t F #R
#l , ARENMCREEXNREE. Amazon MQ REKEREIHRRFIEAZTER (/) EREEH. Amazon
MQ FEXERBREAZMEVUNERIHE, BMBRZAAMEMNNREREEAREELTER
B2 , BRI LAFERHMER. BEDMERIELTERE.

Amazon MQ ERBEEEZVAEEXMFRENITEBREENAEREXFEEANBRILBERNERS, &
RERSRIFEHELARDE , WTFAR

o BE—#1T{HEE - AWS-DEFAULT-POLICY-SINGLE-INSTANCE
o BEEIE _ AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ

HWRE—FTEERKLEEN , Amazon MQ ERBERELIEFERER 0. EEBRARELIEFE ,
BUNRI EARSEEIEFENBTBR. BRNEEIE , Amazon MQ ERETIRFERES 1 1F
AREEARRE. fEAREEVACHEIEE , FERAR 1 WELXIEFE.
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® Note
HEEELBEH , FEHA ha-mode M ha-sync-mode REENBEK , TaELEEHRBEB/ANS
AT A (HA).

N B S8 M BRFEER AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ B3R , B Amazon MQ &1
FAELIERFES 0 ¥ ha-all-AWS-OWNED-DO-NOT-DELETE B3R, EAHERAMEMN ha-
mode F ha-sync-mode BUER{IAE M. MREEIEHSHWEHITEEK , Amazon MQ & B 81
ha-mode # ha-sync-mode M INZEZRHBERER

ES |
o« BURFIFRHIEREA
- BENTER

BUER AR FIFREA

T5FERHA Amazon MQ EAEZEHERERANERBKRMES, max-length, max-queues &
max-connections NEEREBAEEANHTEARBREENBBEXAMEMTE. ELESE 2SN
FEE{E B,

- queue-mode: lazy (BUR)- BAAERB(TS, MKTERR , (T SREASNEEREARE , EBRER
NEHNBREALBEEREELE. EUASEIREERACERTE , YIRS ERET. EE
TIEREERSTALBEUR, ERTELEREREGT , BERBPRENALRD ., FAREE
7% , Amazon MQ for RabbitMQ AT X BE KN EFAEBNERNTI, FEE , ERELEEHRM
h, EEEERFINREENPTERETRERME— L, ERRAASERUBRBEREREX M
FRIECEERREEERAS,

@ HEER
B TEE. B

- max-length: number-of-messages (BK) - BRETIHPWAERHERS, EEEHEP , IR
e EtEREEREFTRBNERL TR EHEBERBRZREETIRSRE,

© HEHER
B

REENBERE 140



Amazon MQ HBEABER

- overflow: reject-publish (3KB%) - s&HIEKA max-length BERMTS , EITFFHRNAEE
2% max-length B2 # , ERFAS. BERRTIERNRVUREHARTEER , KA
BMEREBERANWAFPREARINSEBERITERR. NEEERTERRNVERENR , F2H
RabbitMQ #834 L& Publisher Confirms (317 &% 5%)o

@ HEER
5

- max-queues: number-of-queues-per-vhost (EEEHRH) - RERBEXPTHIEE MR
#lo LM max-length HERER , REABEHBEPNTIH B TEEEREEXENTRBRNMERE
REBEREETIRSEE, RETIHETEEFBZH CPU EHEARERT,

@ #BEERKX
E-HTER. BF

« max-connections: number-of-connections-per-vhost (E#E#E4])- SREHEKERER
WAFImERBE RS, BREESNERFEREE , IhLBENREEXCERECHE K £ME
BREERAS|IZRSLERETRINEFRE,

® WMERK
B-HTER. 8%

RENER

(® Note

max-length M max-queue FEFRRHIEIRIE 5 kB WEITA LR/ NETRIEMFTH. WRE
HEAE AR 5kB , A|EEFBIWFFRIK max-length M max-queue BRI,

TRIMHMEREBEEXANERRHE. Amazon MQ ERFBAEEXNMTERERNBZIEXERE
=41
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Amazon MQ HEASER

T EEER EPERN max-length max-queues max-conne
ctions
t3.micro B —-#iTER N/A 500 500
m5.large BE—-#iTEE N/A 20,000 4,000
BE 8, 000, 000 4,000 15,000
mb5.xlarge B—-#iT{Em N/A 30,000 8,000
BE 9, 000, 000 5,000 20,000
mb5.2xlarge B—-iT{Eme N/A 60,000 15,000
BE 10,000,000 6,000 40,000
m5.4xlarge B — 1T e N/A 150 , 000 30,000
W 12, 000 , 000 10,000 100,000

Amazon MQ for RabbitMQ KX/NSAE A

BRREREXECERARANAEEXNHATEERE, RENTEREER K FR4ESEETEN
EREAMENEE :

- AFmAN{THIHEHE

- BENFAEE

- AEREELRERETD

- REFAR

BN REWTEERER (t3.micro) ERERANAABARANEE, HRAFGKNTINEERE
&, SRR, CREBTHASNREAS  RAEZBEARKNPNREYHTERER (m5.1arge
MESRA ) o

ABAREENRERER  LHEESETHEEREATRONTERBERNR D, EARTRNREE
EARNERBESEEARANIAITERER,
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—HITEESBEN X NREER
TRETE-HTRRRERXSENTERERN LRE,

ITEREE ER

t3.micro 500
mb.large 5,000
mb.xlarge 10,000

m5.2xlarge 20,000

mb5.4xlarge 40,000

EEENANFRER

TRETEEAEEXSENTEEREEN LRE.

HATERREE
mb.large
mb5.xlarge
mb5.2xlarge

mb.4xlarge

1731

10,000
15,000
20,000

30,000

SR8

1,500

15,000
30,000
60,000

120,000

BEMHSEATIERMBERS

ITEEEE
mb.large

mb5.xlarge

1731

2,500
30,000
60,000
120,000

240 , 000

B EBEH
BEH

1,000
1,000
1,000
1,000

1,000

BEBAERNHEEH MR

1,000
1,000
1,000

1,000

150

300

600

1200

]
<

15,000

30,000

i R

150
250
500
1,000

2,000

REA R
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HATERER EAR B
mb5.2xlarge 20,000 60,000
mb5.4xlarge 40,000 120,000

EEREEANRIURHETRERERE , EREURA T AHHNHE , K% RabbitMQ a{A# 7]
REHcEIRER, MREGEBRHE , BAUNRYHFNEHRER , AREFA R, B UFAR#IT
1188 A/ BASB PR ) L PR

%H:Fl/\ﬁﬂm.,\
HBRHE , 880 THERAS . AAEHUNS. largeE—HTERBRHAER,

® Note
THAEMNERRBITRERBEEANAFHREXNEMEE.,

Connection (E#R)

ConnectionClosedByBroker 500 "NOT_ALLOWED - connection refused: node
connection limit (500) is reached"

Channel

ConnectionClosedByBroker 1500 "NOT_ALLOWED - number of channels opened on
node 'rabbit@ip-10-0-23-173.us-west-2.compute.internal' has reached the
maximum allowed limit of (15,000)"

HESE

ConnectionClosedByBroker: (530, 'NOT_ALLOWED - reached maximum (1,000) of
consumers per channel')

® Note
THIsEERALEA HTTP Management API 183,
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]l

{"error":"bad_request", "reason":"cannot declare queue 'my_queue': queue
limit in cluster (30,000) is reached"}]

T4

{"error":"bad_request","reason":"Validation failed\n\ncomponent shovel is
limited to 250 per node\n"}

Vhost

{"error":"bad_request", "reason":"cannot create vhost 'my_vhost': vhost
limit of 4,000 is reached"}

Amazon MQ for RabbitMQ B A #HME =,

Amazon MQ for RabbitMQ 18 RabbitMQ EE/#HEX , HAEE API Fl RabbitMQ Web £ A 1R
HEE, BALER Web TEAMERE API REVMNEEREENEAEMNBEE,

BT EEHNEER , Amazon MQ for RabbitMQ & X # T 5|/ HER.
*E
« Shovel M HIER,

- BiSSMIES
- BRI EES

Shovel A #E

Amazon MQ S ERERER X RabbitMQ shovel , AIZEEEAER —EREEXHTEEREE —E
REEZXHTEE LWTHRZH, SaLEH shovel EEEHRBANARERR  LEREAREN
BEEHNEHE s BEHAL,

Amazon MQ Z & RabbitMQ REZX X EE)RE shovel, BIEE shovel FAETIESEBMITRE , X
AIRHAFmERUERRFT A RBERREAMEL, Hla0 , £/ RabbitMQ B APl , A IE LT
API % B2 37 PUT ERUAGREENAE shovel, E&HIF , {vhost} THREEXWEREREZBEUR ,
M {name} AIE#FTAYENRE shovel BBEK,

/api/parameters/shovel/{vhost}/{name}
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Amazon MQ HEABEE
EERERH , BLAEEMTIHHRIM , ETERFEEME. THNEBESEHIE src-queue #
EENA#ITSE dest-queue FERMNIZRITHI ZEREERE shovel, EHEy , BAFEA src-
exchange fl dest-exchange SRR EME X2 FEY shovel,

{
"value": {
"src-protocol": "amqp@91",
"src-uri": "amqgp://localhost",
"src-queue": '"source-queue-name",

"dest-protocol": "amqp@91",

"dest-uri": "amqgps://b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq. us-
west-2.amazonaws.com:5671",

"dest-queue": "destination-queue-name"

X
}

/A Important
2R shovel BRVIRIMBRERER , BIEEZETHHRBZEEE shovel,

WFEEABRE shovel WEFMEF , 582 B RabbitMQ F5E shovel M HTET .

® Note
Amazon MQ X E# B ##&E shovel,

BEAEER

Amazon MQ XEBE BN TI, BBES , EUNEENACERERX LT, XBENEEEZBE
BAERE. BT NIRERMERERRERIEMGREBEEXNTNESHR, BEIBRE , BR
ERHEEAR R, BT TR EEENTESRBBAL

B UERABERAF THREEREI R LENR RS THREARAE, EALUEEH RabbitMQ Web
BEANEE AP, A THEREREXNES,
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/A Important

MR EFFIRRBERLEREERF |, AIELREHES, BREEZLEREEXFHNTS
:Rx#"ZF"i REELNEREERFN LB I RBRELRERBEXPN T iRTIHREZ
REMES

Bign | EAEE API, ERELET T 5 BERERER B,

. aﬁ?ﬁ HNZE L, UEREHEMET NS ER. BALAEA RabbitMQ Web 12 A EE
, EBEHEER. FHAEE AP, BULUFERAUTERFBERENLY /api/parameters/
federation—upstream/%Zf/my—upstream 8 POST EK,

{"value":{"uri":"amqgp://server-name","expires" :3600000}}

REBR , BENTIIIREBHE, LALUEA RabbitMQ Web T AHEE APl RERE K
K, FAEE AP, BRI LAMERAUTERERRELY /api/policies/%2f/federate-me By
POST E3k,

{" pattern "Aamg\.", "definition":{"federation-upstream-set":"all"}, "apply-
to":"exchanges"}

(® Note

ERFBEBERARFILORBEGE A amqg FHHE. FRAERRKER ~amqg\. , TERME
B "amq" BIENXIREHABS. RabbitMQ AR LW BRI LUFRRNERB B

'h

WMEREBSNABEXNFEET , 5526 RabbitMQ B S S EHEN,
—BMERRBAHER

BT , Amazon MQ for RabbitMQ X & — B E B RN HEN, —BHETRERIFERLT
ERHRSIBTENREE  BARKBAEEIITY,. BRESEFONRAREIR , —BERT
NEFIzEEEBTEsEAR.

HWREBHED —BMEBRNTS , BERSIBARFHZS  IRESEMFTINBEEE. BBSEE
BENTISREBEN —BHEIRERIELARSHAS . £ BRI BRAED , RTET
EEZASRMERR  BREEELAPRRERSNABETIPHAL

ABER v
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ME—HHERBWFMENR , 5528 GitHub #8335 _EH RabbitMQ Consistent Hash Exchange Type
(RabbitMQ — B33 g ),

KEEERZ Amazon MQ for RabbitMQ

SETLAER Amazon MQ ZEBIFAREREM BFTEERMBRH, MRECSMREZNHERBERMR
#, YREFUEE K IELCEVEMERIRIBVESARBRNBRHERAETNEREIH , BT
ERA TSR,

/A Important
1£ Amazon MQ for RabbitMQ 5|2 3.12 iR R EHMA L , BRiWEREEFBES :

vhost name pattern apply-to definition priority/
default_operator_policy_AWS_managed .* all {"queue-version":2} 0

% 313 RREMBAF , ARERFRREEES !

vhost name pattern apply-to definition priority/
default_operator_policy_AWS_managed .* classic_queues {"ha-mode":"all", "ha-
sync-mode": "automatic", "queue-version":2} 0

L EFH RabbitMQ EABRRITARBENERE,
BEIEIRREAZEEREGTINAEABTINER, NMREFLERREEAZREA
BT |, AR --apply-toiREA quorum_queues, MREFEAEREGRTIIMNBEE
ABITH , BIABEFER BUBEBHNEE--apply-to:classic_queues ARIRE A BITHIE
Ko

/A Important
EEHTTIZR  EBXEHEEEEEESHF A Amazon MQ for RabbitMQ RERERFEH &,
BOUFEAE - XEBIREBEEXREVNEESFASE K B R UEVNWHMFERASE, T
REHIENEEESFERAEEZEMNFUELSRAIRIEN (regexp) B,

BR FEHY regexp R E regexp B A regexp
administrator X X L*
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Amazon MQ HBEABER

MNFEE I RabbitMQ R EREEEAERBNFFINFMET , S H Amazon MQ for
RabbitMQ REEXEAE.

£/ RabbitMQ Web E 12 & T i 78 5% B R M & 5 == 14 FR I

—

E A Amazon MQ iz A,
EAERIBEEE K HIEE Brokers ((RERER),
RREBENXFED | BELEZEATHENREELERE,

EREEXNFMHEFEEM Connections (IE#R) BB , i### RabbitMQ web console (RabbitMQ
Web £##&) URL, RabbitMQ Web XA EFHNAERRSIEBREE PR

FREZNREEXEESFAERBNEEE A RabbitMQ Web £ 5,
£ RabbitMQ Web A EHE B , 1#IE Admin (EE &),
£ Admin (EXE8) HEEMEGRIEEB KT , 2#IZF Policies (BUR).

£ Policies (BR) EE L , B HFREREX B 518 User policies (EAEBXE) /BE., 7£ User
policies (EA&EBEK) T/ , BB Add / update a policy (¥718/% # BUR).

9. ZEBRUHNARERERXBER , 557 Add/ update a policy (FTI8/EFHIBEK) 2T , BT THIRE :

LN

©® N o o

a. #H¥ Virtual host (B EH) , R THXNFETEZLEMMBRNERTIREE, aREE
TAREREIH , FEE /L

(® Note

MREHRETHMERTH | Virtual host (B E#) BIEASHERE RabbitMQ £
o MERXARSEMAEAERERTIH,

b. & ¥ Name (B28) , WAZLHBERER |, W0 policy-defaults,
c. &r¥f Pattern (EX) , B A regexp X . * , MEBFEHFEREERX LOMETY,
d. &% Applyto (EAZE) , TR NEEHIEIF Exchanges and queues (RiF{T51},

e. H Priority (EXIER) , BAKREASEEEMOPTE SRR, £ 0 LETAE
T RS — AR EESEEAS RabbitMQ £ 5IFISHR, RabbitMQ BiEiEEH B & E LIERF
BHATERE. NEREELIEFROALHRENEMER  H2H RabbitMQ MBEX
HERRE,

f. ¥ Definition (E%&) , #E T 5IREA
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Amazon MQ HBEABER

10.

11.
12.

13.

* queue-mode=lazy, {ETHNFEFRRE String (F )
- overflow=reject-publish, & FH N FEHIEIE String (FH)

® Note
TEARE -FTERNAERER,

« max-length=number-of-messages. RIFEREEXNHATEBX/NANIFEES , 4
7 8000000 &AM mq.m5.large #& , A Amazon MQ EZEM{ERK number-of -
messages. & THIBFEFIEE Number (BlF).

® Note
TEANE -HTEENRERER,

g. 1ZE Add/ update policy (3118 / EFHBER),
R H IR FE User policies (fE A EBER) BEF,

® Note

HREERERER , Amazon MQ B EEH ha-mode: all M ha-sync-mode:
automatic BURES.

RAREESKP , BRIEZF Limits (RH).

£ Limits (FR#&l) EE L , £ FERER B 8/ Virtual host limits (B E#PRH]) EE, &
Virtual host limits (E## X #BR %) T 75 , BB Set/ update a virtual host limit (&€ / 3 37 5 = #
BR 1)

EERVHNEREIMIESE 557 Set/ update a virtual host limit (FXE / EFEBREEIRE]) <

T, BYITTHEE:

a. &F¥ Virtual host (B EM) , R TN BFETNRECEMMBRNEREREE, SETEE
FERREREM | BEE

b. &¥ Limit (FR&l) , #& T H X BEHEE max-connections,

c. &¥ Value (fB) , BERERANHTER X/ DMIBEBEN , Hl0 15000 BAR
mq.m5.large #5 , WA Amazon MQ EZEM{E,

d. iZ#ZE Set/update limit FRE/EFHRF)o

BUR
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e. ERLARSER , WEH¥ Limit (BR&) , & TR FEIEFEE max-queues,

14. HEFFAVPREIE HIIRE Virtual host limits (FE B E R &) FEH,

£/ RabbitMQ B API| & f 78 5% B 3k 1 FE 5 3 #4541

> w0 Dd

o

& A Amazon MQ 4,
EEAIEEE K+ EZ Brokers ((REREX),
RREEXEFED  BELZEAHEENREESEHE,

Td‘:ﬁﬁﬁ‘ﬁﬁﬁﬁ’] Connections (GE#R) EEH , i T RabbitMQ web console (RabbitMQ Web E
) URL, ERETE HTTP ERFEANKREERXIKE.

F R A iR B B PMEN S T SIR &,

FEBUFNRERRNEE , FBATY curl 5. L TERERAR / ERIHLENTY
HimGEA %2F, EERRBREAZHMERTH Bl S2F BER[/ERIHENEE,

® Note

DIENEE SR ABRER R 2124414, RBREERANBTERADNTEESN , &£
A Amazon MQ ZEHEER number-of-messages. LABHIBUERBBEUR policy-
name, LAS&RS%RIEE T URL BUMX broker-endpoint,

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"pattern":".*", "priority":1, "definition":{'"queue-mode":lazy,
"overflow":"reject-publish", "max-length":"number-of-messages"}}' \

broker-endpoint/api/policies/%2F/policy-name

LERRTRECTAERTRINEAERE , BRATH curl HHUNEFERBRNK
%,

curl -i -u username:password broker-endpoint/api/policies

EERVTHM max-connections ERFHRES , BBRATY curl i, LTS ERHERER
EEETHE ENTY  BHiFEA %2F, EESKBREAZHMEREH | 318 %2F %Tﬁ?jfﬁﬁiﬁ
HEE,

BUE
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(@ Note
DN EBE R ARBER 21a## s, BBEREEXNATERBADNBBENX , £
Amazon MQ ZEZWEHYX max-connections. LUIEERIFETH URL XK IERE R IH
2

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"value":"number-of-connections"}' \
broker-endpoint/api/vhost-1limits/%2F/max-connections

9. FEBIUHK max-queues ERTHIRSE , FEERI—F , BMETATRENR curl 55,

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"value":"number-of-queues"}' \
broker-endpoint/api/vhost-limits/%2F/max-queues

10. BEMFEHMRFICHEERERANEREIHRS  FEALT curl aRRIIBFAERERNE
BEMRS

curl -i -u username:password broker-endpoint/api/vhost-limits

Amazon MQ for RabbitMQ R BIEIE

RabbitMQ REEATUEVAE-—HITERBKEEXANBIREEMES, HREMENEER
X , Amazon MQ EREHBEELFAFEER , UEHSWA K.

B LAEA RabbitMQ T EMFRERRETES , YA TIEABERA TLS , LLEE RabbitMQ 1%
BEERN

. AMQP (0-9-1)

*5E
« iZIE 1 : Amazon MQ for RabbitMQ E —#{TEEKERR
« JZIF 2 : Amazon MQ for RabbitMQ E &£ =2
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Amazon MQ HBEABER

1218 1 : Amazon MQ for RabbitMQ E—#{TEEREER

B —#TEEAEREX R H Network Load Balancer (NLB) # E Y —1{& 7] A &5 6y — B BERE XA
B, REEATHELNERARER LUK Amazon EBS RFHEEETEH. Amazon EBS 2 {E & ¥{KIE
EBNsRXERECNERBRF#FE.

NRREEAFTEREHESERGEREAER Amazon EC2 EEHEMHEME , BIFEA Network
Load Balancer AJ#{R Amazon MQ for RabbitMQ B inBHRIETE, Network Load Balancer 1]
ELRNEARANEAEREBEFEHERNREREZERERES,

TEEREA Amazon MQ for RabbitMQ B —# 1TEEAEER.,

E Amazon Web Services Cloud

A0

{020

—= >
Client MNetwork Load Amazon MQ EBS Volume

Balancer ! Broker !
i us-west-2a

1218 2 : Amazon MQ for RabbitMQ E £ =

EEIRE 2 Network Load Balancer #EH =@ RabbitMQ KB SHEMBE S E  SESHHLAME
A&, 73, UREZETAES (AZ) 9 8RR,

EEEHED , Amazon MQ EEBHEERERRBE , UBABMESNENERESR  EMEREH
At (HA), BESEGTIHTE—EZETHN —RNZEHESE. SEATIHHEECHETEHH, EE
FINMEBEEXSSEEAETINEEHH L , AREBIE R, Amazon MQ BRI FERRAR
%, L% ha-mode &% all & ha-sync-mode §%% automatic, EAERERSETRRETH
ESEEINEETNAEES , LESEENT AL,

(® Note

EHERFER  BENMEHES BT EGYE  MEEBRRIEZELMEMTHNEGE., &
REARMEEE  RERNAFPRESFMSRYE R MATEER, SX4ERRAFPRENBGR
STABBENERIEE, WHEERERNWFEMENR , 52 E the section called “HE#E =
FEFHER
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B/ Amazon MQ 5%E ha-sync-mode: automatic , EHEHRE K SESEHIHEFMAE
£, TIREEALSRE. TIHRLSEESHEMEEMTIIERE, BUNETIREEE ,
DU B R B TIES RENEE,

TEMPBRTERBR, MREM BRI , Amazon MQ EEBEHEI K, Amazon MQ thg
BRHABHEAZSLEEEAREEX LEYMWFTEHMBER, REHFEBTE HA BHERIK

%R, Amazon MQ BAEHBELEM. MREHMEETRASTRAEBENEEK , Amazon MQ #EE
RELEMH. WHEERBENFHREN , FSRERESTI.

TEREA RabbitMQ BENREBEXIE , HEFE=ZEHRNVR=ETHES AZ), BEHEHEES
B Amazon EBS #EE ML AAREE, Amazon EBS £ KIEGEN SWXEHE{LHN ERBEREFE
=,
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Amazon MQ HBEABER

! Amazon Web Services Cloud

Amazon MQ
Broker

EBS Volume

us-west-2c |

................................................

Availability Zone:

Cliant Metwork Load Amazon MQ EBS Volume
Balancer Broker '
us-west-2b |
—

Amazon MQ EBS Volume
Broker

us-west-2a |

Amazon MQ for RabbitMQ REZE X HITEEET

RN EBHITEBEER (m5, t3) MK (large, micro) WEHERBADNEEHTEEER
( B30 mq.m5.1large), T %IH RabbitMQ REFREN A FAK Amazon MQ REEAHTEEER,
RabbitMQ

Amazon MQ SEFTERERKLETENED 00 REHEH, ERMEREELEend-of-support B # 2 &i
BRERXAREZHOATEBER |, U ILEAHER,
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/A Important
BB RERNM mg.m5. FTHEEERREIRE ng. t3.micro HTEREE,

#ITMERER VvCPU ioiEE8 (GiB) EBEMHA (EEE2 RiIEXE
mq.t3.mic 2 1 R E EBS
o
/A Important

mqg.t3.m:

ro

AT

fEfe

it

53

24 4

£

.
mg.m5.lar 2 8 HE EBS
ge
mqg.m5.x1a 4 16 HE EBS
rge
mg.m5.2x1 8 32 HE EBS
arge
mq.m5.4x1 16 64 tE EBS
arge

EYE EE =
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Amazon MQ for RabbitMQ XIEFE R A 5E

HHREMEA Cuttlefish 3 , @& RabbitMQ REERANAMERE. EAUEEVFARERN ZETL
HEE, A&, BULBERERZE -—RSERERERK.

Attributes

REEXNAEERZEBME , Hlw

- &% (MyConfiguration)
« ID (c-1234a5b6-78cd-901e-2fgh-3i4576k17819)
« Amazon ERE# (ARN) (arn:aws:mq:us-

east-2:123456789012:configuration:c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)
NEEREBHENTREE | 5528 Amazon MQ REST AP 2E T & :

« REST#4EID : fA%&
« REST &4 ID : 4H7E

MFEEREITBENTRBE ,

e
s

BT ZE

« REST 24 ID : #HA81585T
- REST ##4E ID : #H78185T

FE
- B MEM RabbitMQ RERENHEE
- #®¥ Amazon MQ for RabbitMQ #A8E1£35
« Amazon MQ .E RabbitMQ ¥ W% E{E Amazon MQ

B MEH RabbitMQ REEHAE

fHREEEA Cuttlefish 1 , @& RabbitMQ RERAWAMERE. KAUEEVFARERN ZET
fHRE, ARE , BAUSEREAZE -HZARERER,

LA 85451 88 R 204l £ - AWS Management ConsoleZ Y #1E A RabbitMQ K EE R EAE,
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/A Important

B BEfE A DeleteConfiguration API RIBR#ERE, WMFEFFMER , 5F2E (Amazon MQ
API 2&) FrfERE,

B L HTHE RS
LERAREAENERN  SLAKRIAE,

Z A Amazon MQ £ 5.

2. K2, REEEEMRIIEE Configurations (FHEE),

Amazon MQ

Brokers

3. 1f Configurations (#H78) EME L , i#1#E Create configuration (i HE),

4. £ Create configuration (23 #H48) EER Details (F¥AAE ) EER+ , 8 A Configuration name
(HAREH ) (Bl MyConfiguration) , R&IEE Broker engine (fRIEE 51Z) 7S,

EZERATH Amazon MQ for RabbitMQ X #E# RabbitMQ 5124 , 582 B the section called
“RAEE”,
5. BEEIMERE,

B ERERT
BAUERECR , BLAERBRER RIEEHERE,

1. RHAEREFED | #IE MyConfiguration,

@ Note
& Amazon MQ BIMBRER | — @A LR E — BERETT,

#ranBH ESETHWEREITMEANRERR I ZEBEMMRA (Hl10 RabbitMQ 3.xx.xX).
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2. HEEFMEFNER LR RAREITRE. Wi Cuttlefish XN REENARE.

@ Note
fm 8 F Bl AVAE REE B M AT AV A RERR AR

3. EERFEER  AREE Cuttlefish #HEE,
4. BRERFE
Save revision (fE1Z1&5T) ¥i5E 5 HRFERNE R~

5. (ZA)®WA A description of the changes in this revision,
6. % Save (EE).

B B f&f f7 1B RERY TS T AR

/A Important
HWRRETRE T2V EEAEAEEN. FEEMEE  LLASEHET —Ek
RNFERREMBBLEES,
18 B e A BRAE RS

ARSI EAZENRKERER
BIEREEIT2% , B LUSHAREITERERERER,
1. EEE , REASEEIRIERE Brokers (RERER),

Amazon MQ

Configurations

2. RRERINEE , ENEHNAKERER (i MyBroker) , A#ZI1E#E Edit (RE).

3. 1£ Edit MyBroker (#"%8 MyBroker) EEH Configuration (#858) EEX , #EL Configuration (4
&) # Revision (185]) , A% 1## Schedule Modifications (HEFZ &)

4. 7E Schedule broker modifications (BEERERXER) 0 , BEERA S KN EHZ During the
next scheduled maintenance window (T~ — BBV #ZEFER) X Immediately (3ZE]),
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/A Important

ENMBBE K E-dTERREREARRERRE. ARBEAEREN , AEEXEHRK
B — XA SRR —EER,

5. BEEHM.

HEgITeEEERBEAERERER,

#mE8 Amazon MQ for RabbitMQ #H&E{&ET

THERRB\UMREREEXEREE].

1. & A Amazon MQ A&,

2. RRERENEE , EEEHNKERI (Bltn MyBroker) , %1212 Edit (fRE).
3. 7t MyBroker EH L , #H Edit (fRE5).
4

£ Edit MyBroker (#%# MyBroker) EEHA Configuration (H5E) EE , ZEX Configuration (4
#E) # Revision (185]) , AZIERE Edit ({RE).

(® Note

BRIECERVAEBEEXRENER , SR —2E% Amazon MQ EZUREERXKRER
3 56 — BRI AR

MyBroker BH t SR TNARBFFEANRERNSIBEEFRA (f120 RabbitMQ 3.xX.XX).
5. HREFMEFEBR LSBERERBITRE. HiRK Cuttlefish XM REREXERE,

(® Note
w48 B BT RS TR AR A,

6. RIZ{RIBIERE K REBEF Cuttlefish A58,
7. BERE

Save revision (fE1F1&58]) ¥I55 4 BRI R
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8. (EM)®WA A description of the changes in this revision,
9. EE Save (R%F)o

& B f&# 17 4B RERY TS RT AR

/A Important
HERETRE  FRUASSEEAEARES, SEEANE LuASET Bl
ERERETRDRBER.
2.8 W LM R,

Amazon MQ Lt RabbitMQ K AIE%E {E Amazon MQ

B E PEARERARESR , URETHIREEXBERERZIENE AWS Management Console,

HERE FERR BRE =) i A B R AR HR
consumer._ 1800000 E# 1800000 Z# 0 F ZIR=ITEN HEE R
timeout (30 £8& ) (30 '8E ) 2, 147 , 483 WHOREF , A
, 647 & REAEEE
#'s Amazon AIRFTEER
MQ XEE o
0, EXRT
TR,
SEEAR 60 ® 60 ® 60 F 3600 ¥ FIERRA E&
RabbitMQ &2
REEER
AR 2 BB B
o
managemen  true true true. false 3T RES FRFHER
t.restric TN FBUERHEITE
tions.operator B, mREE
_policy_c THEE 6 &
hanges.di I8z Z R
sabled # HA Bt
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HHRE FER BRE =l 1E R AR A iR
ABBEEHE
EEBERR,

quorum_qu true true true, false I RES FEEA TRUE
eue.prope [ES B, B ER
rty_equiv BAESEEM
alence.re EEREAH
laxed T 51 B 3 £ 58
_checks_o BHIAAR R
n_redecla
ration
secure.ma true A true true = false IO RER B R E IS X
nagement. R 2024 F hix < B HTTP Z%&
http.head 7A9HE B,
ers.enabled Rz &RE

K9 3.10

A ER

N, falseil

AR 2024 F

7 B9 HZH

BIUHNNRIER

BaW

REHBERTHER

BRI LARRE consumer_timeout REREEE MR TRER Y, NREEE RERFEANFIRER ,
SEEAASEE., fli0, MREFEHFERRE 1800000 ZF , MMRBEEHE KT 1800000 EM AFEIERTHE
2, BISEES SRR,

RRTE & B FA AR

AL EE B AR S | RHERPET A MR, EBFARESERERESPEEHRER
#lo
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REEHE X

BHNERIH ENERRFEBRBERTIEZRN HA B

"name": "default_operator_policy_AWS_managed",
"pattern": ".*",
"apply-to": "all",
"priority": 0,
"definition": {
"ha-mode": "all",
"ha-sync-mode": "automatic"
}
}

RIETEER , #E51EB AWS Management Console 5, Management AP| 8 F ;& 7 X, BAILUET
HETHEEREEXEEBRBALE

management.restrictions.operator_policy_changes.disabled=false

MRERATIBE | RFARZHLE HA BEMA LB S HRESBES,
EfFIES LRERRRE

MREERERTIEBREREABTS , EXEHAFRENE , MTLUERRK
quorum_queue.property_equivalence.relaxed_checks_on_redeclaration §REA true

R % B E S REA BT HI R R EREFISAMR I
RE HTTP Z2455H

secure.management.http.headers.enabled #HREERA TH HTTP Z£ZH :

« X-Content-Type-Options : nosniff : f5IlE BIBERHITABRKRE , SRARHEHLERBNER
Eo

 X-Frame-Options : DENY : Bl Ett A BEEABERNARZBCHEL WK, UBEEMA

« Strict-Transport-Security : max-age=47304000 : includeSubDomains : T E#BY R H FBEETE
BRI (1.5 F ) WREERE , RNEEEA HTTPS,
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£ 3.10 MR ESMA LB Amazon MQ for RabbitMQ RIBfEX truefd

¥ &secure.management.http.headers.enabledi% . &AL
secure.management.http.headers.enabledfEA MUBRBIEL HTTP ££ & true, MEE
MERZEHIEL HTTP 2485 , 8 secure.management.http.headers.enablediE4
false,

Amazon MQ _E RabbitMQ B BLEE{T%] Amazon MQ

/A Important
i ZE{T5E B AR Amazon MQ for RabbitMQ 3.13 iR R E S iRAH R ERER,

BRETHRHABREE (XBEAF ) NREE (AMER ) ARNERTHER, MRESEEEE
A, AR HIEMER Raft HBVEE R EBASHRERBENNAEEDHH L MANNREES
FRZEREETNRMEEN. ARREESRESUN —KRER. ARNSESRVRATEANTAE
B, MR—EHRTREELER , UFSEESERERS —EATRARAPMEENAEENEHR,

BRETIBAREESYALE , ERRRRAENRFAFIZRERLE,
MRIEFE T IR ATEBERAREART

- ERAERETS
« ARITIIFREEIRE
- BEERIEEME EIEF

EEEERTEABITY , 4 BEx-queue-typeiREA quorum,
eS|
. REHKTHEREZE Amazon MQ for RabbitMQ _E##R E A BT 5

« Amazon MQ for RabbitMQ #E A BT HIH BURERE
« Amazon MQ for RabbitMQ R EA BTN HKEER

REHT5EBREZE Amazon MQ for RabbitMQ KR E A BT

BRI LG EBREGRITI BB E 3.13 RBEHMAR Amazon MQ KEEX EWREABITI , TER
HHEEELRVHMNERTIHR K IEBIEEME.
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B 1 EAFNEREIHRREERRERTIEBIREABTS

&R LATE 3.13 IR EFARAH Amazon MQ REER LREMRRBRITIHIEBEREABTI , TER
EMREEE LB ERTH,

1. EERENEEY  BEUERTIERAREABNITEREH (vhost),

2. FERERESGTS , BE I EESRE vhost ZIEM@ME vhost B9 URI,

3. A , BERRE vhost rabbitmgadminEHEFER, BLALEEBIERER  FHER
EABITHHEE, NELFEHERETHESTEE , 52M RabbitMQ HE A BT L4
THEIHER. SXENEFERAZERE  BREREHMEAZFH vhost,

4. TEFTH vhost FEIVFHBIR, MBHREABITIHN Amazon MQ BUERMAREEE , 52/ Amazon
MQ for RabbitMQ #EABUTIIH BERERE . A&, MBALARE vhost FFF vhost 2 37 Y B

A
RHo

5. ®HEBENLEEZEREM@IAM vhost.
6. BXIE Shovel AMEAUBBEMARENAR. —BEfHAHZ , FHMER Shovel,

RERESRTIEBBIREABTIRMN
B ERRRITFIEBR R 3.13 RBEFTRAH Amazon MQ REEN LHREABITI.

1. FILHBENEES,
2. BUNNREREABIT,

3. EXXE Shovel /MHEN , BFEMASRENERERTIHIBEMNETFREARTI. BAEALR
BEREREARTIIE , FFMBR Shovel.

4. MERRREHRERTI. AR, RERRERERTIIMEANEBNBRERERNEZIREARBT
EIJO

5. BIMFH Shovel , BAERERHREABTIBERNREABRITI,

Amazon MQ for RabbitMQ # & A {7589 BURiE RE
B LA S EBUR B REET I8 £ Amazon MQ £ RabbitMQ REBE X HR{T 5,
ERAREANBUTIIRILBURE , XEHT T IEE -

- B BENFAEBREXEha , 20 ha-mode. . ha-paramsha-sync-mode, ha-promote-
on-shutdown, ha-sync-batch-size#l ha-promote-on-failure,
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« B queue-mode,
- BREH BEFRN reject-publish-dlx

/A Important

Amazon MQ for RabbitMQ EEABRPHWFIEBUNEEYE. ZELIBEVEARERAZERE
BT FRREABITINEE. IREHFEBREBARAEARITS , EXERK --apply-
tos®E A quorum_queues, MEZRFEAEREGTIINREARTS , MIXEFER BIE

BHBUR - -apply-to : classic_queues SARRE A BT HIBER,

BRFEMBLXAWS-DEFAULTEER , RAEMEERE "EA. SBIRAFNTIEE, 0F
Amazon MQ for RabbitMQ FEX B R FMEF , 552 B RabbitMQ configuration policies.

Amazon MQ for RabbitMQ FREABTFINREER
BEERA T IREETE R NEFE R EABT I WEE,
FEBRERNRFIREREZVHAR

EREARALEFREES X  SRESAE. EALUEAdelivery-1imi t BUR 5| BIRRER
BEERS , MERSREFEENAL . WRASLEFNEENRFEBEBEERS AFFHERE , B
RabbitMQ 2 RAMERFAL . EEREXNRHEE , ARSETH BRI EFH AT,

REABITIASBEIERF

BETIREASBEIEF. MREFEARBERIEF , AIXARYZEREARITS. MEEAZE
REABITIIHERASELIBFHFMER , 526 RabbitMQ XHHWASELIEF.

EHERERRE

HRERBREEABUTHINEENRIERE | Amazon MQ for RabbitMQ 8% 5= (3) EH BN E BT HRE.
MREEE x-quorum-initial-group-size , Amazon MQ B X AR AEETRE 3.

R RO
RABBITMQ_QUORUM_QUEUES_NOT_SUPPORTED_ON_CURRENT_VERSION

EREEER 312 REATRAEE-TERIERNEEN LEYREARIT
5IRABBITMQ_QUORUM_QUEUES_NOT_SUPPORTED_ON_CURRENT_VERSIONEF , Amazon
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MQ for RabbitMQ #45| S BEEN L ESHERENIE. NERHHR VFFEEE
EHRABBITMQ_QUORUM_QUEUES_NOT_SUPPORTED_ON_CURRENT_VERSION , F2 8 Amazon MQ
FEABTHE R LK RabbitMQ Amazon MQ ,

RabbitMQ %22

AT #2528 tN{A £ Amazon MQ L52E R {E A RabbitMQ., BE# —F TR NAURERREETE
E (#1370 Node.js, Python, NET &) FRAXENAFIRERE , 5828 (RabbitMQ APIIER) T
RabbitMQ %2,

£

- MEREERXRHEEE

+ # Python Pika & Amazon MQ for RabbitMQ $& &t {5 F
« &R RabbitMQ EEMH{T5IEE

- R 2 IV BEARXEZIEHKAEER

- SBR3: (EA) EEE AWS Lambda &

mEREEXRERE
BRI REREEXNRERE , flER MAZEA CloudWatch HF AWS Management Console,
fmE RabbitMQ KIEFZNEIE

1. %A Amazon MQ A&,
2. #HRERENFE | EEEHRER (B0 MyBroker) , AR%ZIEE Edit (FREE).

3. 1£ Edit MyBroker (#"%8 MyBroker) EE L , # Specifications (}i1&) B+ , 3#E Broker
engine version ({XEEFE 3 5|2 ik A) 2 Broker Instance type (REBEERHTEEER),

4. 71t CloudWatch Logs BB , #E— T UIHZRBUMARER —MKBE. THREEHTHMAISER,

(® Note

« R RabbitMQ XX , Amazon MQ E B BIfEARBEFNAE (SLR) & —#k BE
M 3 CloudWatch, MEFMEN , 52 M the section called “FE AR EZEHE,

« Amazon MQ A% RabbitMQ RIEBRE R W IEXZEC %,
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5. 7 Maintenance (#®) BB+ , REREBERENWHEEDRE .

BT AWS BRITREEAKEREEXABRETRES , FEERABBREREAR. BBFHR
ERENBERE, —KPHEE (24 PMRH) MEFE (AERA UTC) FTERMNMRR R,

6. i##E Schedule Modifications (HER2{&K).

(® Note

R & X% 2 Enable automatic minor version upgrades (B BENXEMAFHR) , &l
S8E A Save (7)) , RARSENRBREREN.

EEEERBEENREREERAENEREN,

#& Python Pika B2 Amazon MQ for RabbitMQ & &¢ £ F

LT #HERERPUMAIRE Python Pika AAF iR , FIRERE TLS LAEERE Amazon MQ for
RabbitMQ REFZEX. Pika & RabbitMQ 2 AMQP 0-9-1 HEK Python B, A BREANSIEEST
&% Pika, EEfTY. RERTERARCEEABEERANARIE , URRERTIIEBFASHN
WRAE,

£

- FRGRHG

- SBR— : B ETK Python Pika Al Fim

- SR BUBTEIEEAS

- SBR=  BVRAETRRAR

- SR : (BH) RESHEB I EAFE

- RESR?

FORIFAF
EEERAHERENT R, BFEUT URES

« —1{& Amazon MQ for RabbitMQ RIEBEX ., MEFMENR , FFSEE L Amazon MQ for RabbitMQ
REER,
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d fﬁ.‘?ﬁ"]'f’ﬁ%%\: L@i% P!thon o
« f£/ Python pip Z# Pika, BEEZR ¥ Pika , BHBFNKR HHEBELHTU TGS,

$ python3 -m pip install pika

AT

EXRHERED | BEPLFEE—@ Amazon MQ for RabbitMQ KB FEAE , HEEABEAMNEBERE
BT, TREVENRIEFTHERERARKRER (regexp) B

BER R E regexp B A regexp FEEY regexp
none Lx L*

FIHNERAEFIERAERAER{ERNBASAT , MASRTHER/MEXNEIE , LEER
EREX LTERERF, SUURHRHEAEFREEFINRANEENEN , E—FSRFIFFT,
fign , MREAKBIRVREXNEXNBES ~[hello world].* , HIERAEKEREEIU hello
world RS {75 R T ENAYEF Al

R RabbitMQ EAE R EREAEERMFTTNFMEER , 552/ Amazon MQ for RabbitMQ
REBEEAEAE,

S — . BIEK Python Pika Fi B i

EEE Python Pika AFmERER| , LEREBEHILEEL Amazon MQ for RabbitMQ XE=Z
EEEFIRH TLS fAREFTEM SSL AR , FEHIT T 3 E1E,

1. FRHKREEEAE  RENEREUNES , YEEEZXE %,

$ mkdir pika-tutorial
$ cd pika-tutorial

2. BM¥HER basicClient.py , HE@E T 5 Python BX &,

import ssl
import pika

class BasicPikaClient:
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def __init_ (self, rabbitmq_broker_id, rabbitmq_user, rabbitmg_password,
region):

# SSL Context for TLS configuration of Amazon MQ for RabbitMQ

ssl_context = ssl.SSLContext(ssl.PROTOCOL_TLSv1_2)

ssl_context.set_ciphers('ECDHE+AESGCM: !ECDSA")

url = f"amgps://{rabbitmqg_user}:
{rabbitmq_password}@{rabbitmqg_broker_id}.mq.{region}.amazonaws.com:5671"

parameters = pika.URLParameters(url)

parameters.ssl_options = pika.SSLOptions(context=ssl_context)

self.connection = pika.BlockingConnection(parameters)
self.channel = self.connection.channel()

LREAURMAE BasicPikaClient WBTENIAE TR HER
SR_ . BUBRTELEEAR

BERVEEFINEEAE-ARNEITE  FHITTIEE,

1. ERTHIERXBHEAINAE , B —E5BE T AR B hAMEES publisher. py.

from basicClient import BasicPikaClient
class BasicMessageSender(BasicPikaClient):

def declare_queue(self, queue_name):
print(f"Trying to declare queue({queue_name})...")
self.channel.queue_declare(queue=queue_name)

def send_message(self, exchange, routing_key, body):
channel = self.connection.channel()
channel.basic_publish(exchange=exchange,
routing_key=routing_key,
body=body)

print(f"Sent message. Exchange: {exchange}, Routing Key: {routing_key},

Body: {body}")

def close(self):
self.channel.close()

# Python Pika E2 Amazon MQ for RabbitMQ & & /A
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self.connection.close()

if __name__ == "__main__":

# Initialize Basic Message Sender which creates a connection
# and channel for sending messages.
basic_message_sender = BasicMessageSender(

"<broker-id>",

"<username>",

"<password>",

"<region>"

)

# Declare a queue
basic_message_sender.declare_queue("hello world queue")

# Send a message to the queue.
basic_message_sender.send_message(exchange="", routing_key="hello world queue",
body=b'Hello World!'")

# Close connections.
basic_message_sender.close()

BasicMessageSender ERI#®& H BasicPikaClient W EBEHMAEREE T, ETHIE
EAEUKERER. EXNREFHEFASKBEXIERZRE , EBEASRERATIER,

2. Fif __name__ == "_main__": THh , BATHERABRNREELS BasicMessageSender
ERRERANHNSE,

 <broker-id> - Amazon MQ St EFREXNELMNME— ID, BAUR
KEEFEX ARN fi#47 ID, B0, fTRERLLT ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819 ,
REFER IDER b-1234a5b6-78cd-901e-2fgh-3145j6k17819,

- <username> - EERAFAAHAREAREREANREEXNFEAENEREER.

- <password> - EEZHF U EALEEAREBERANREERXFERENEE,

« <region> - B I Amazon MQ for RabbitMQ X EFEN AWS H[EiH, HI7 : us-west-2,
3. MBI publisher.py HWHEEB &HHT RIS,

$ python3 publisher.py

#% Python Pika B2 Amazon MQ for RabbitMQ #2 &z fi 17



Amazon MQ HBEABER

MREABITRY , AEEERRRREF BRI T I8,

Trying to declare queue(hello world queue)...
Sent message. Exchange: , Routing Key: hello world queue, Body: b'Hello World!'

SR=  BENHAELEEFAS
ZERUFIIERE-ARNBAE , FHTTIBE
1. BRTHBXBEHNRZR , WAEAAFE B &P AMFEES consumer . py.

from basicClient import BasicPikaClient
class BasicMessageReceiver(BasicPikaClient):

def get_message(self, queue):
method_frame, header_frame, body = self.channel.basic_get(queue)
if method_frame:
print(method_frame, header_frame, body)
self.channel.basic_ack(method_frame.delivery_tag)
return method_frame, header_frame, body
else:
print('No message returned')

def close(self):
self.channel.close()
self.connection.close()

if __name__ == "__main__":

# Create Basic Message Receiver which creates a connection
# and channel for consuming messages.
basic_message_receiver = BasicMessageReceiver(

"<broker-id>",

"<username>",

"<password>",

"<region>"

# Consume the message that was sent.

#% Python Pika B2 Amazon MQ for RabbitMQ #2 &z fi 172



Amazon MQ HBEABER

basic_message_receiver.get_message("hello world queue")

# Close connections.
basic_message_receiver.close()

Eﬁiﬁ’fﬂ‘:t—ﬂﬁl*ﬁﬁ}iiﬂ’ﬂﬁﬁﬁﬁw BasicMessageReciever #7#H BasicPikaClient i
BEH M LR EWE — A B0 BIRAERR

2. T if _name__ == "_main_": Th , FRALENEFERREES
BasicMessageReciever ZEHENSE,

3. HEEMERB&HT , MOT TG

$ python3 consumer.py

MERXBEHINH T , IESEFINALAXURSTIERHSBEANESE , cHAEETELRRER
&,

<Basic.GetOk(['delivery_tag=1', 'exchange=', 'message_count=0',
'redelivered=False', 'routing_key=hello world queue'])> <BasicProperties> b'Hello
World!'

SR : (FR) RESFEBILEAFAS

EEMATIPNZEAE , BEA Pika B basic_consume FEMEIFEE , TR

1. % consumer.py # , FE T HIHGEERFIEE BasicMessageReceiver il

def consume_messages(self, queue):
def callback(ch, method, properties, body):
print(" [x] Received %r" % body)

self.channel.basic_consume(queue=queue, on_message_callback=callback,
auto_ack=True)

print(' [*] Waiting for messages. To exit press CTRL+C')
self.channel.start_consuming()

2. f£ consumer.py F , £ if __name__ == "__main__": A A WHALEL-SBhESEN
consume_messages 5.
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if __name__ == "__main__

# Create Basic Message Receiver which creates a connection and channel for
consuming messages.
basic_message_receiver = BasicMessageReceiver(
"<broker-id>",
"<username>",
"<password>",
"<region>"

)

# Consume the message that was sent.
# basic_message_receiver.get_message("hello world queue")

# Consume multiple messages in an event loop.
basic_message_receiver.consume_messages("hello world queue")

# Close connections.
basic_message_receiver.close()

3. HR#AT consumer.py , BIRKY , FIASEERERIHREE D,

[*] Waiting for messages. To exit press CTRL+C
[x] Received b'Hello World!'
[x] Received b'Hello World!'

‘@R

- WMFEHMETE RabbitMQ AFIREERNENFMAENR , 552 E RabbitMQ #ih L& RabbitMQ A Fim
Xtto

&R RabbitMQ EEN{THIES

£ Amazon MQ for RabbitMQ E£HEF , B ZEEETINASEE=EAREERXHHETEERE.
HEE (BARER) A RabbitMQ REBEXRESATAMY (HA). BEMBEPNTIH—EEHRHLHE
EEAN—RZABEAEN. SREAZHEGTINEE (BRFEATIVAL) HFEEEAEFTE
73 , AREHEGETEER.
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flgn , ZEE=EHHESWESRTY : TEEHH (main) MIMEESR (mirror-1 M mirror-2),
RUEGTIPNAEASTERNEBIMEERESG , USRS ER LTS, MRER (mirror-1)
E—BREBAESELFER , TYPATLLESE , METUEEKAREATI. B , HRERFE
BWTS , Bl mirror-1 |EMCAREMAE main WABXEEBER mirror-1,

MEFEGHFMAERNR , F26 RabbitMQ B35 LM EHRFE BT,
HERTIIRED

EHERFBREB , Amazon MQ B —XR#T—EHHNME#KEIE , URERAERIERFEERE,
it , P TREFECSEAHFHERRENETRATREE, ERASHE K FEREIREGHFAS LY
FEHY Amazon Elastic Block Store (Amazon EBS) ik EEAGIEEF , LESHEE, s#EEHALS
AIETYEIREME DS RE,

MEFIREHEEARR) , AfFIERIESEES R ENFALHRRE. T8 , IRXPHER
ERAGHNCRERSG GRS RSERRER , IETIELS. B RabbitMemUsed
Ed RabbitMgMemLimit CloudWatch F W RERXERIEE , UREFLEEEAE. EZIEAIMER
AEHBDHXRFHASEE , TEEETRESRE,

® Note
BATSIES EEMAK N ATESERRENERRZHE,

BERALENTIRSRE  FEELARBHNSER , HH REUAEM ha-sync-batch-size
BERAEFREBITIIRL RE,

£}

- RRIRME

« % 1 : M ha-sync-batch-size B

- SR 2 EFREITIED

y

- HEER
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FoIRIRHF

EAHES  SBNEFERSESHFTN Amazon MQ for RabbitMQ KEREREAE., BAUEHE
—REIREBEABEINEEEMFAE K NECRTHEEINHEHMERAE, TREBVENEEESR
AEEENFUEARARKIER (regexp) X,

k) FEHY regexp R TE regexp B A regexp
administrator WX WX WX

MBEY RabbitMQ £F8& R EREA S EBAFTHHEER , BB Amazon MQ for RabbitMQ
REERERE.

4821 : EH ha-sync-batch-size BUR

THREFREMAIFTEERARRERN LB 2 ABTIINEEK, S UER RabbitMQ Web 124
5 RabbitMQ EIE APl, MFEFMER , 52 H RabbitMQ s LW EEIHE,

£/ RabbitMQ Web = A EH ha-sync-batch-size B%

1. %&A Amazon MQ £ A&,

2. EEAIEEEEPIERE Brokers (fREERER),

3. RAREBENEED , BEELEEAFTBENREESNER,

4. ERERXEMEM Connections (E#R) BEH , ## RabbitMQ web console (RabbitMQ Web E
#8) URL, RabbitMQ Web =SS EFHMNBBERRSIEBIRE PR,
FEALZHREERXEESEEABRESR A RabbitMQ Web 2 &.,

£ RabbitMQ Web =S EHE B , 1#1E Admin (EE &),

£ Admin (EEE8) EENARIEEEKTF |, #1F Policies (BK).

£ Policies (BX) EE L , B HZREREX B 518 User policies (FEAEBXE) /BE., £ User
policies (B & BER) T , BB Add / update a policy (F738/F #HBUR).

© N o O

® Note
BiEFER , FHE A ha-all-AWS-OWNED-DO-NOT-DELETE WA R EBRERBEE

Amazon MQ for RabbitMQ #£., Amazon MQ EEEBE , UEEREEX NEE
rIHEeEERFRE=(EHE , YaBRS T,
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9.

EEEVHNARERNBE , 557 Add / update a policy (FTi8/EHBE) 2T , #1T FHIRE -

a. &% Name (B1) , WABKHBIRETRE , 10 batch-size-policy,
b. &% Pattern (#=X) , B A regexp BR .* | LERRFEREBEERX LOMETS,
c. &% Applyto (EAZE), TR NEEHEFE Exchanges and queues (RiF{T 51},

d. SHH Priority BNER) , BAKXKRERZEE MG LEERNBY, B LEEAE
EH BRI — R EEHEAE RabbitMQ 515, RabbitMQ &iRIEEE B S E LIEF
BHEZERE, MEIEELIERRNASHFIENEET BB RabbitMQ AREX
FEeR B

e. &¥ Definition (E%&) , #8 T 5/#EA -

« ha-sync-batch-size=100, ® TH N FEHEEZE Number (BF),

(® Note
BARFEERBTIFRASHARHB MK/ , AEMKE ha-sync-batch-
size W{E.

« ha-mode=all, &t TH N FEHERE String (FF).

/A Important
FiE HA HEABREMEE ha-mode EH. ERESEIRIF LK.

- ha-sync-mode=automatic, #tTHN;EEHERE String (FH).

(® Note
B BFTHEMFE ha-sync-mode TR, HCEE , Amazon MQ € B Effi i
EHo

f. 1&$E Add/ update policy (3718 / EFHBX),

10. TSR HIRTE User policies (F A EBR) BEH,

£ RabbitMQ E¥ API £A ha-sync-batch-size B%

1.

Z A Amazon MQ =45,
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2. HEERAIEEEIKTIERE Brokers ((RERER),

3. RAREBENEFED  BEELEEAFBENREEXERE,

4. EREEXEMEM Connections (E#R) EEF , i& T RabbitMQ web console (RabbitMQ Web &
#A)URL, ERBEHTTP BRI HEANKEBEERNHE,

5. FRFHKREEREMENGSIRE.

6. BEEUHNWARERNESK , FRATY curl . P ERRER / EREH ENTS
HimWBA %2F,

(® Note

W #napa Mt BRABLZHNREEEERARE. BUREEREBTIPRESHASEE
MK, ABRMKRE ha-sync-batch-size WIE (100), LAIEERTEE TH URL BURA
BRENimS.

curl -i -u username:password -H
-d '{"pattern":".*", "priority":1, "definition":{"ha-sync-batch-size":100, "ha-
mode":"all", "ha-sync-mode":"automatic"}}' \
https://b-589c045f-f81n-4ab®-a89c-co62elc32ef8.mq.us-west-2.amazonaws.com/api/
policies/%2F/batch-size-policy

content-type:application/json" -XPUT \

7. HEEWBFBREHEEAEEANEAEBR , FBWATS curl S5 HAAEREERRK
Ho

curl -i -u username:password https://b-589c045f-f81n-4ab0-a89c-co62elc32ef8.mq. us-
west-2.amazonaws.com/api/policies

FER 2 . EFRETIIRS
ERFH ha-sync-batch-size BREAERERERN 2R , FEMREBTIIRTEE,
£ A RabbitMQ Web =& BB THIEL

(@ Note
= EBIR RabbitMQ Web 12 & , FE2RAHEBNIS R 1 FHLEIE R,
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1. 7 RabbitMQ Web £#Z AW EEE , iEZE Queues (fT5!),

2. £ Queues (fT%) EEHRY All queues (FIETS) 2T , REEB2EHENTH, EBEIH , B8
OIS H BRI BRER (HlW batch-size-policy)s

3. HEUBEMNMAXNNEFRBREIERF A FELBCETIIES, AREFRBTIESL.

(® Note

MERLEBEEEEEIERTHK , BESHMM ha-sync-batch-size B , AR BXEHRK
BTIESRE,

®REIR

- FHIRIIESE , E a4 Amazon CloudWatch 364E RabbitMQMemUsed LAEE$2 RabbitMQ & B
FANCERHE, SRR RabbitMQMemLimit IEERE I EIBMCIEEIRS, MEFFA
B , 520 FE Amazon MQ #Y CloudWatch $51F & Amazon MQ for RabbitMQ KIEFE = 7] ARY
CloudWatch $51&,

- ERRAGEFNTIESEE , BB TIREEHEIREAS . BRAEXNNRANIFER , &
MuZBEEREEANTERERARAEFESERENBRAITERA N, MFREEXHNTE
REANGREREEAREARENFAENR  F2HE REREE REHRE,

- BEREIHH Amazon MQ for RabbitMQ REREXEF , Amazon MQ E A —AFERBENERE X
BERE , URECREREIMEE, NRENREERNIEERENTERBEENRES , RMAEZREEHTE
M, MFERUFERBRMNER FZHRHINFHERN , 5528 the section called “RNEFREXFEZE",

HEER

« UpdateBrokerlnput — £/ Amazon MQ API , ATF|AtREBEXBHEFREBEEXHTEERR,
« ZEAEE (RabbitMQ fa ﬂﬁﬁ%ﬁi#) — % 7 fi# RabbitMQ #8314 L #Y RabbitMQ 28R BX.
* RabbitMQ &I HTTP AP| — ¥ — %5 7 ## RabbitMQ & API,

S 24 WM EHEAEREERISHRERER

B RabbitMQ REEXE , BLUEEARNERIE., THEFREUMMER RabbitMQ Java A
FinE{EEVRAERANER. BIUFIUREEAL., BAEAZERES IEN RabbitMQ A
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FiniE XNERELRE RabbitMQ REEN. MFEXERN RabbitMQ AFREXNENFHER , F2H
RabbitMQ A F w2 XN EMBHEAESTE,

FO R

(® Note

THHESREBFANERELAEIMNER TEILN RabbitMQ KEEX, MREBIEEE
YEEANAEIENRERS , BB ELS R,

B VPC Bt

EERFRNRERKXATLE VPC RFE , B24AMA enableDnsHostnames # enableDnsSupport
VPC B, MEFHMET , 528 (Amazon VPC EAEIEE) 9 VPC F# DNS Support,

R R BN ERR

1. & A Amazon MQ A&,

2. RAEBERENNBFED , BESHKRKEREIZR (i, MyBroker),

3. 7t MyBroker ETHH Connections (E#R) BEEH , ;8 FTRERER Web & URL MR B
TE Mzt FE R,

4. £ Details (F¥#HE ) EERHY Security and network (Z 2 B2/ T , BELNL2BERER
s

FEEN S EE R EC2 &R MM Security Groups (Z£F#H) B,
5. REeBEBERELNZTLEA,
6. HEEEMSZTEH ,Z Inbound (BA) , A% EE Edit ({RE).

7. ¥ Editinbound rules (fREEARA) HEH WP , REELRENNFE URL im0 #7185 R
(T3 R & HAERER Web E2 B BT ENE),

a. 1ZE Add Rule (31838 Al),

b. &r¥FER  EENHET TCP,

c. & ¥ Source (3RIR) ,  Custom (BHE]) REFCRIVIREE | REBWMALRFHLEBEHNFE Web £12
AR IP bk (Bl |, 192.0.2.1),

d. EE Save (RF)o

IR ERXRECTEZIBEANER,
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¥18 Java MK

MREAFER Apache Maven BEIEE |, AL THEAKMETIEZE pom. xml R, MFEHEI Apache
Maven FERYHEREBERNFMENR , 528 POM &,

<dependency>
<groupId>com.rabbitmg</groupId>
<artifactId>amgp-client</artifactId>
<version>5.9.0</version>
</dependency>

WMREMEM Gradle BBIRE , FES U THMEKMN,

dependencies {
compile 'com.rabbitmqg:amgp-client:5.9.0'

fE A Connection 1 Channel &35!

RabbitMQ Java i Fixff com.rabbitmq.client fEAHETEEEH , ™ Connection M
Channel API 5% B4R AMQP 0-9-1 EENEE, FEFEATEA Connection M Channel #
B, LA T EHIFT R

import com.rabbitmg.client.Connection;
import com.rabbitmq.client.Channel;

# 3 ConnectionFactory IEEFENAKEER

FERALUTES , EREENSEIERIL ConnectionFactory BRI #ITEME, FH setHost J5AK
BRELBERTHAREERNRE. ¥R AMQPS BRI BRELR, FHEREE 5671,

ConnectionFactory factory = new ConnectionFactory();

factory.setUsername(username);
factory.setPassword(password);

//Replace the URL with your information
factory.setHost("b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-west-2.amazonaws.com");
factory.setPort(5671);

// Allows client to establish a connection over TLS
factory.useSslProtocol();
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// Create a connection
Connection conn = factory.newConnection();

// Create a channel
Channel channel = conn.createChannel();

GEEIVSE S

EAI A Channel.basicPublish A ERMERM, T EHIFEA AMQP Builder EHIZREE
BERBER plain/text WAEBHEYR,

byte[] messageBodyBytes = "Hello, world!".getBytes();
channel.basicPublish(exchangeName, routingKey,
new AMQP.BasicProperties.Builder()
.contentType("text/plain")
.userId("userId")
.build(),
messageBodyBytes);

(® Note
fEEE , BasicProperties REBEXMNIFE AR AMQP BYAZREE B,

7] BT A A RER S
SETLAER Consumer SRHE , FHAFIFETIIRERFAL, FTEE , AEMEEIEERBBEE

E1E Consumer E’J%%“Hiﬁ%ﬁﬁﬁ F#85l DefaultConsumer, DefaultConsumer YH I AES
basicConsume FEAUEY —ER5 RESE |, LARRERTRY , LA T EHIFT R,

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "myConsumerTag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException
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String routingKey = envelope.getRoutingKey();
String contentType = properties.getContentType();
long deliveryTag = envelope.getDeliveryTag();

// (process the message components here ...)
channel.basicAck(deliveryTag, false);

1)

@ Note

RAAEZMIEE T autoAck = false , BIXLEFRUEIEZE Consumer WAAE , RHEE
handleDelivery A #ET , MEHIFTR.

B3 PR S B SE 4R 3 o BT A IR AR SR IE AR
7 PEER RabbitMQ REEXWELR , FRMEENER , M THEA R,

channel.close();
conn.close();

(® Note
MF LA RabbitMQ Java Al Fimiz N EMFMEN , 525 RabbitMQ Java A Fin API #5
[z

TB3: (BA) EEE AWS Lambda BRE

AWS Lambda ATLUEEE Amazon MQ RERBRR I FEAALE . ELEAEERNERES Lambda i |, &
AUBIEARERS , HEERTIHFNASLESUARSE ., SEINE4RRMS 2t EEUR
BREEXMWALS | FLL JSON WHHNERX G MERSE Lambda &E,

BARERENXERET Lambda HE
1. #T5 IAM AEFTHIEE Lambda BBHTAEE,

« mq:DescribeBroker

» ec2:CreateNetworklInterface

» ec2:DeleteNetworklnterface
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* ec2:DescribeNetworkInterfaces

» ec2:DescribeSecurityGroups

* ec2:DescribeSubnets

» ec2:DescribeVpcs

* logs:CreatelLogGroup

* logs:CreatelLogStream

- B& : PutLogEvents

» secretsmanager:GetSecretValue

(® Note
ERBLERN IAM FFA |, SRR B E AR Amazon MQ B IR FEEGD &

2. (BR) MRZEEBURELAUFERMANRERER K SBXEHMTTIHEHP —BEE | UAH
Lambda EHFERE :

- RBELRAFHEEERE—@ NAT FiE. mEFMER , F2 B AWS Lambda FHEABIEREH
B VPC 15 %R B4 25 1Y 48 B 4 2% A0 AR 7S 77 B

« £/ VPC % B E 3 Amazon Virtual Private Cloud (Amazon VPC) EZ Lambda 2 F#YEF, &
#) Amazon VPC th 4 ZEE4RE) AWS Security Token Service (AWS STS) #l Secrets Manager
i, MEFMEN , 52 AWS Lambda B A BIERMPIIERE Lambda BT HE VPC i
2o

3. M AWS Management Console , ¥ Lambda RESGEHNREBEXNREEEZEHRR, EATLL
£/ create-event-source-mapping AWS Command Line Interface 55

4. B lLambda HEFESE —LERAE , MEERAREBEEXIANALE . B4RREMEFEEE Lambda
AHICRARERERN 51 ZER, LT 2 Amazon MQ for RabbitMQ 17518 Lambda & &5 4,

(® Note

EEHIP | test BTINER , / RRARERIMNEE, BUARR  BE4REEE
test::/ HHAE,

{

"eventSource": "aws:rmq",
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"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",
"rmgqMessagesByQueue": {
"test::/": [
{

"basicProperties": {
"contentType": "text/plain",
"contentEncoding": null,
"headers": {

"headerl": {

"bytes": [
118,
97,
108,
117,
101,
49

]

iy
"header2": {

"bytes": [
118,
97,
108,
117,
101,
50
]
},
"numberInHeader": 10
}
"deliveryMode": 1,
"priority": 34,
"correlationId": null,
"replyTo": null,
"expiration": "60000",
"messageId": null,
"timestamp": "Jan 1, 1970, 12:33:41 AM",
"type": null,
"userId": "AIDACKCEVSQ6C2EXAMPLE",
"appId": null,
"clusterId": null,
"bodySize": 80
I
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"redelivered": false,
"data": "eyJ0aWllb3V@IjowLCIKYXRhIjoiQlpybWYwR3c4T3YQYNFMUXhENEUifQ=="
}
]
}
}

MMEHFEE Amazon MQ E1#EE| Lambda HEFMEA. Lambda ¥ Amazon MQ E4RRZ ERYE
H , URE4KEMREEEAMNFEMAET |, 528 AWS Lambda R A EEEHMNEE A Lambda B
Amazon MQ,

ZIE Amazon MQ for RabbitMQ 5|2 ki Zx

RabbitMQ 2R IEFERRAEFIREERAFTEEBA X. Y. Z, £ Amazon MQ for RabbitMQ &
B, X RREEMAE , YRRAREREK , ZRNMEBEINMAEFER. WRETERNFHERES

¥, Amazon MQ ¥ RABER AT ERAEE, H0, # 313 RARE 4.0 REWRATERAK
Fik. MERAERESEHERRLTFRESE , ARFEFSERBRELE, fiwn, £ 3.11.28 xH
BE 3.12.13 REWRBRERAF Ko

Amazon MQ for RabbitMQ BEFIEREBEEXFARI X ENREMRA, MEMNMAAKNREBRENSIZ
RAWIET , FBE A Amazon MQ KIEREX 5| Z iR,

/A Important
Amazon MQ TXEH . BUBRSEHEREK.
Amazon MQ FXEE RabbitMQ 3.9 HH# H K JSON R EAFEE(L BEFio ik,

Amazon MQ for RabbitMQ XK 5| Z R

Amazon MQ [RA X ETEERSELHREEX S| BIRAMEFSRIETE, EMAKIEZER , Amazon
MQ € BB LR ANFMEREEXARET — B ENORAE, EARSERBEERNNEREH#EERERE
B , BAend-of-support H i & 45 KAETT,

Amazon MQ BEMRAK LB ES 90 REHBEH ., &KMEZEEEend-of-supportZ Bl AR IERE
X, B IEE AR E, A, RELEIERERBHEZ 30 XA, EHERELIBRA LEIHHRE
2,
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RabbitMQ kx4 Amazon MQ H#& 1E X &
313 (ER)

3.12 20253 A 17 H

3.11 20252 A 17 H

3.10 2024 £10 A 15 B

3.9 2024 £9 A 16 H

EIRE M IH Amazon MQ for RabbitMQ B |, &7 LLE EE A X B/ RabbitMQ 3| Z x4, MR ETE
BUREBEARAIEESIZBMAIHET , Amazon MQ € HEIFERASTH I BRAHFE.

BIZRRAS R

BULERFESAREREAARET —EXENEEIRERE, EEMME X ERAT
B , Amazon MQ 2R #EE B ENREERAAREZFTHZEEMELRE.

MEFHAMKREERXNFMES , FSH the section called “F K 5| ZE/ A",

HAFEHSIZ 313 AR EHREANFAERERR , Amazon MQ EE#HERRPREEARESETX
B s@ERERRA,

/A Important

RabbitMQ R AFFIEEMAERH (HII0 : 3.9.x E 3.10.x). FBEEEFEHEFIBIXERAE (Hl
an : 3.8.x & 3.11.x).

E-gTERAEEXSEENRBDRERER. ARBEEREER  BERTILEAEEFTRBHBEDL
ERABRNTIR , TIRSEFTRERERNERE, ETIRSEFHE , FEENEEFEEE
Rfrsl, EFFRSEFEAE , AEEXEBRTH, KTHFERERK , EREEERERBH
o WERAABRREBEBLNFMER , 5526 Amazon MQ for RabbitMQ HIEHEE.
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5| 37 B HY 51 R AR

BT LAE R describe-broker-instance-options AWS CLI &85 HFFE X BN X EMEE 5|
B,

aws mq describe-broker-instance-options

EERBLIZBNHTEEELGRER , 5B5FMA --engine-type M --host-instance-type i#
B, WRFIRo

aws mq describe-broker-instance-options --engine-type engine-type --host-instance-
type instance-type

flan |, EEEIE RabbitMQ M mq.m5.large MITEBBERNER , 4 engine-type XA
RABBITMQ LA #& instance-type BI{XB mq.m5.1large,

Amazon MQ for RabbitMQ R{EE R

ERAAEERZE | REREIE Amazon MQ LR RabbitMQ RIRFZ = i AR IR A M aE I f K 81X
BRANER.

/A Important

B0, Amazon MQ AX BRI , BEETE RabbitMQ 3.9.x FH# K JSON P EREBILH
AEaC o

/A Important

Amazon MQ for RabbitMQ X EfEAEERRE "%, , Y ASHELER TN AERXEMER
FERFIEIRF. Amazon MQ ttEEHIMIBREMEFELNIRSE , BR "%, -

ES-]
- REREREAEEEFRNAEEXHTEERE
- ERAZEEE
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Amazon MQ BIB A BINT
- FRABAERASTNZAMETS

- BfTIREEE

- BEBHERIIHEERAHER

- BREFLHEE

. BEBREAZTHIER Celery 5.5 S EHIRA

- REBEHEFEEHER

- BABEKXNMREE 1MB AT

- {# basic.consumeM R HEH

ABERREREIRNAERANTEEER

REEXHTEBEENAEWEEFARENERARXEARS, EERINRNEETERE
Btz . microfERARNAEERAEXNEE. TEEREDTEARANHTERB 2 , FAELHMEHIT
R AhERARENNEE , WHBRREBERERAR, EHTERER m5.large MERRAEAL |, &
ALERAEESBUESESTRAMENARMA Y. BAWHNEERTERERTUEERAF BT
WEEBR., sH*E, CEEFNIASNEEFE, NERZCEHTERBERNEMAET K F28
the section called “FHEE K/NEEH)”,

£ H ZE5RE

EERRERRKR  FEBE—EREASEBE. BAEXERSE 11 ERIVBELR, RAESR
BEEFEA—EER A ARSENTECRA —EFRE, BRBEMCREE  UHIEBERR.

AR AMABSNFA LT

FEMEFERRLEAEENERNENMBKERER. FEEASSEEERRKIULIBA. R
M, BRI AR , RIMEERAFEESRKER , SRGELASSELBRNERHP RN, &F
EFZLRENERLT , ARBEEKARR TR RabbitMQ REEAMH fEFCRBEBHMEBR
BEBASEME.

EEMAASSEN BT ESA durable , WSABEEERRES persistents AT
H 5| REMAEA RabbitMQ Java i Fini2 X ES & R HIT5]. E/A AMQP 0-9-1 B , BAT ISR
RERMER 2", BABLFLRATAL,

boolean durable = true;
channel.queueDeclare("my_queue", durable, false, false, null);
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BATHIEREAMAE |, BT MessageProperties 58EA PERSISTENT_TEXT_PLAIN (Z1LA &8
BIFTR) , BGISEM AR EEREN T,

import com.rabbitmg.client.MessageProperties;

channel.basicPublish("", "my_queue",
MessageProperties.PERSISTENT_TEXT_PLAIN,
message.getBytes());

RITIRIFEE

EEEDEBD  BEEAEFENTITRESERERBEFH, EREEXNBECRE , EFEE
Amazon MQ for RabbitMQ REREX TRt REBNEE—PRIK, ZCEFRD , BEFHANKER
=, A BEE® 7 REBOOT_IN_PROGRESS iREEF &5 2 FOIFE,

EHERFEREBE , Amazon MQ B —X#T—EHNME#EIE , UERAERIERFEERE,
it , FITREECESEHMERRENETRASRE, TRASHE K FSEEEIREGHNFASSTY
FERY Amazon Elastic Block Store (Amazon EBS) it EEAGCIEREF , LESHEE, s#REHALS
AFE Ty EREE S RE,

METHREFEEALRD , AT ERIES BB BB MEPRIRE, T8 , IRHXPHER
ERIHHNEEERG SRR SIRSTERET , EETIELS, BALE RabbitMemUsed
B2 RabbitMgMemLimit CloudWatch F AR XERIEE , UERLEEEEAE. EEASMER
AERBOHRFPNALREE , TEERESRE,

NMRBENBEETIELSRE , BRENAIMBRAL , LUBDTITNASREE. —BFIRER
DEFIRALSTER , RERNREREEES RUNNING, EEFREEFNTIIEL , BHAIERABR
R ETHIES BERR KD,

BB LERBBMERN TTL BER , LEBRLERAE Y EEENACKs REFERKERE. #EK
BEXLEHFFATIRASEE CPU, FItKER NACKs AIRRE R EREREANMEE

R B R B ST A FRER

BREASCEEIERERANEFBARMGERT., RHERIZRARNEA LMK IEBITFR.
BMERE LR EFREREEANASIRR, MRALARMEMEST , AEZERASCRYE
B A mASHARERATRERREZIRENAS.

Bt , ERAFREAZRXSASNIMNRENDNAERERERXE , BRAEEEX IR, #EA
MR E R ERMER RabbitMQ KAEEAKNENLZLEREE,
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SHEERXNRTEESRENAFRERAER L, 8 AMQP 0-9-1 B |, AJLUBIBER
basic.consumes EZRATEEE. AMQP 0-9-1 A B th Al LUFE B % confirm. select)':;',z*iﬂln
XA TR,

BE  XAARUSEEEFRA. #lw , £H RabbitMQ Java A FimfEXER , A A
Channel#basicAck R EfEMbasic.ack BERA , MLATEHIFT TR,

// this example assumes an existing channel instance

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "a-consumer-tag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException

{
long deliveryTag = envelope.getDeliveryTag();
// positively acknowledge a single delivery, the message will
// be discarded
channel.basicAck(deliveryTag, false);
}
18
® Note

ARUTHASLBAELEEBIRE, EUREAFHREARBINNELHEGRE , URHEEEE
FEAHEEWHAEHE,

BOLAERE consumer_timeout REBH BB MRFTHERRT,. IRHEEARERBFERNE
EEESR , BISEESEEE |, MEASEWE] PRECONDITION_FAILED, EEZ KSR , FEH
UpdateConfiguration API 2R3 tlconsumer_timeoutfE.

AR TE TR SE R EX

&R LAE A RabbitMQ FREHEERFEWOHEENAAEZN AN, RabbitMQ A#§TE L HEEGT BIEA
FHEUHEEMAREE , LEF AMQP 0-9-1 R BEEFR THEEE . RABREAREEEEM
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RENRBEXOHEENASHE, RIEFER , RabbitMQ BARFIREARAREFCZRNEFTE
Ko

# RabbitMQ HEERERLHEIGEE  FEZEZERNR, 8t , FEEHBEENRRNERE,
RAHRBERECRERIMAANEAZELERY  AtSAEEIETREHHEENNEELSR
B EREBERT  JREEBCHEE TR EEH, FE&H , RabbitMQ REEALSSREE
ENFEARREECREED R, EFHRIEEERTAL, MRREAEEEREAHRT , A
HEERHEARNBEREEAS  MSHATHEIETEEER RabbitMQ AMRFRIEFZECITE

ZRILREE  BMEZ —EREFALMEEE , UL RabbitMQ RERAFH EEERKERE
BHABRANAEMERTRENERL. IREEFESRERASEUREREAE , BUEA—R
HIFEEEBGTERAAREEXEESE , UHEHERNEEEREASMENER , BB aRZHE
RHRSEFEHMT EENE,

® Note

- IRAFRKEARAEREAEDRIASBEREEE , ARERALHEIEREBER.
- FIERALEIBOASERTIHBER.

AT gEf) REE QAT i A RabbitMQ Java A FmiENE , RAEHEERTE 10 WA LHEEE,

ConnectionFactory factory = new ConnectionFactory();

Connection connection = factory.newConnection();
Channel channel = connection.createChannel();

channel.basicQos(10, false);

QueueingConsumer consumer = new QueueingConsumer(channel);
channel.basicConsume("my_queue", false, consumer);

® Note

£ RabbitMQ Java i FimfEXNES , global EZEMNFEREERA false , AT LREHI T
LIfSEE#IRE A channel.basicQos(10),
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REREANBITSIEEH Celery 5.5 BB HThRA

Python Celery 7 BNEBTIIRSE , TEBISERERRELFZIHERIAL, EHFEINKE
BEXEE A8 RabbitMQ SEREE R , WEHRERANBELZEAH. EEREERCREE RN
e | BT THIEME:

HRFTAE Celery lgA

1. BB task_create_missing_queues BURER{THIF %,

2. MR , BB worker_enable_remote_control A ZILEREE T celery@. . .pidbox{T%l, i&
BRAORERER ERTIIRE,

worker_enable_remote_control = false

3. EEE—SHBAFBENLZED , BFERE Celery EARERE , EBTEE -E=H --task-
eventsHE1ZXREEA Celery worker-send-task-events,

4. EATHSEEEEN Celery BFRARER :

celery -A app_name worker --without-heartbeat --without-gossip --without-mingle

HH Celery 5.5 fx & E#HIRA

1. F#RE Celery 5.5 iR, XEREABITIINRIERE , AEHRE, EERELEEZEAN
Celery ix7A , B celery --version. MEREABUTIHINFMER , 2B the section
called “BL&E1T 51",

2. FHRE Celery 5.5 iEHIRA % , task_default_queue_typeis FELH "REAZ. .
3. A%, BEMXEERNEESEHEEE MM

broker_transport_options = {"confirm_publish": True}

R HEFEBER

EMEZ—ERAEHMERER , LB EAFIKERE RabbitMQ I AR BER T REEKRE
B, IR 4.0.0 BI%A , RabbitMQ Java AF R ERR X ERBHRKER.

WMRERHN /0 EEFBEAREENFINARL, MRERIBARBIERRE , RERAR[EREE
ik, MEE% A BERER,
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# A FimEd RabbitMQ EiF 2 BV AIGERABNERT , BTERREDER, RAEBLEBRE
AERREREREAENR , MERIBERKBNVEE, UTEHRHEMMFER RabbitMQ Java
A Finfe = B E R ) 1R R PR

ConnectionFactory factory = new ConnectionFactory();
// enable automatic recovery if using RabbitMQ Java client library prior to version
4.0.0.

factory.setAutomaticRecoveryEnabled(true);
// configure various connection settings

try {
Connection conn = factory.newConnection();
} catch (java.net.ConnectException e) {
Thread.sleep(5000);
// apply retry logic
}

(® Note
MREAENXFEA Connection.Close HEREFER , ITSMAS B BHMRER,

BAABEKR/MRIFIE 1 MB LR

BRPBEBETAEMRIZE 1 MB (MB) LT , AEBSREREMTR M,

RabbitMQ 3.13 AR X ESIZE 128 MB AR K/ , BAEFE A SHRELTFINZERER , #
M YO EBERESHERELASTEERE L, BANAR U S EREEXEFRBBA
ERERF  E2RERBFEMNER , W EEHMEERK,

FRELEREEXEHRMBEEA R A

EEEEARAL  BULSAS AR FRENBREFRS , LEZEIB RabbitMQ EXEHBEH 5
7, LNEEEERERN, HEEERERRSERH A RENMNEEXBEFAL,

TEREMMAFEH Amazon MQ for RabbitMQ 1 Amazon S3 EEE & EE

BERABRNMREFE 1 MB LT 194



Amazon MQ REASEE
O
Producer > O?) 40 « Consumer
Y ’
2 o_0O 3

Amazon MQ broker

AWS S3

TH&EHIREBHERER Amazon MQ, AWS E AR Java B SDK 2.x 1 Amazon S3 :

1. HBH% , EHBRYE Amazon S3 ZERAIBHASER,

class Messag

e {

// Other data fields of the message...

public S
public S

tring s3Key;
tring s3Bucket;

2. BNBRMERE  BEBREFEMRIE Amazon S3 # |, I3EIB RabbitMQ EiESEH S,

public void
// Store

publishPayload() {
the payload in S3.

String payload = PAYLOAD;
String prefix = S3_KEY_PREFIX;

String s
s3Client
.buc
Requ

// Send
Message
message.
message.

3Key = prefix + "/" + UUID.randomUUID();
.putObject(PutObjectRequest.builder()
ket (S3_BUCKET) .key(s3Key).build(),
estBody.fromString(payload));

the reference through RabbitMQ.
message = new Message();

s3Key = s3Key;

s3Bucket = S3_BUCKET;

EABKNRIFE 1 MB AT
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// Assign values to other fields in your message instance.

publishMessage(message);

}

3. EFmAERE , % Amazon S3 HEUERSE,, BEASR , LLURMER Amazon S3 ¥,

public void consumeMessage(Message message) {
// Retrieve the payload from S3.
String payload = s3Client.getObjectAsBytes(GetObjectRequest.builder()

.bucket(message.s3Bucket).key(message.s3Key).build())
.asUtf8String();

// Process the complete message.
processPayload(message, payload);

// Delete the S3 object.
s3Client.deleteObject(DeleteObjectRequest.builder()
.bucket(message.s3Bucket).key(message.s3Key).build());

£/ basic.consumeMEHIHEE

basic.consume BERIEEEMSA LLEMA BBMENAEEENEbasic.get, WMEFMENR ,
EZEmBENTALE.
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Amazon MQ W& 24

MERZE AWS BERSBEIEF. A AWS BF , BUUZHENERFOMMEREE  SLEER
ATREREZEHRABHFIRMEES.

ZE£R AWS BEZENAREE, HEEEEEAREHRRERNLZEMENERFHLZEMN

- EigHLEHE - AWS B EREHE AWS Cloud R #1T AWS IRIGHERERE. AWS hBZRIEHAIL
2FERANRE, FAWS ERED  F=HFRERASSEHIENRIRMARZENEN . BET
B Amazon MQ HERETEl , BFE2BRAWS SRFTEIN REEE,

- BT et - ENEEEURREER AWS NIR®, SH4AHHMRREE  SF/RERNIRE
. BRFNERNERERNER,

AXHEBRE T BUNAIESEA Amazon MQ REARBEFEE, T EERBPWAH Amazon MQ
REATELNLZLBEEBEEE, Sfta 7T HmmeEHAEM AWS IR K% B R EEIEF{RE Amazon
MQ &R,

x5

« Amazon MQ W E R E

- Amazon MQ B9 Identity and Access Management
- Amazon MQ K& HRERFE

« Amazon MQ YR8 EE

« Amazon MQ HERZ R LM

« Amazon MQ WL L REE®

Amazon MQ HWERRE

AWS HEEEEEBEAR Amazon MQ RV ERMRE., MWEEFER , AWS EEREBEHITHAE B

SEERERE AWS Bin, SEEHBENHERR G LREANRNERGHE, SERBEEMER AWS
B NEEARNERER, NFERBLENFEET  F2REMELEERBES, NERH
BUMERRZBAVAEBEET , BB AWS ZEMERER LK AWS HEWSEEFH GDPR #f5& 18X

==
=18

ERRE o7


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
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ERERREEN , RPEBERE AWS IRE BEAER , WA AWS IAM Identity Center 5, AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPSANGT. BIEEREEATIANREBEER

- BERFHECRAZEZEZRE (MFA),
« £/ SSL/TLS & AWS BRBH. BRMFEE TLS 1.2 WEHMEA TLS 1.3,

o M %E API F{E A EEEIE2 8 AWS CloudTrail, tNEFEEA CloudTrail B MR AWS SEEIH
B, 5F2BAWS CloudTrail  fEAEIER) FHER CloudTrail B,

- EF AWS MEMARAR , UREPHAERERZT S AWS R,
- FRERNZELZS RS (B0 Amazon Macie) , #BIEREMIRZEMTFE Amazon S3 HEURE R,

- MRBE AWS BBHGTHIREIN API FEH BEE FIPS 140-3 BREN R Bm=ZEHR , FEEH FIPS
nEh, WEHEE FIPS M FIPS BN EZHEIE , B2 EBE T EFRIEZE (FIPS) 140-3,

BRI ERCEBHTEREFNEFEHA N SRERBRBEN , HEEER AR FH
o, FlnBEBEAN, ESTREEEMER Amazon MQ SEAEEE. API AWS CLIZK AWS SDKsHY E A
AWS R B, ZEEBREHEAXERUFRANTAERT ARG ERDE B, WREIR
HAZBREREEM URL , RIFEZIEBF I ERB LY AREFZ RN URL v EBEEN.

#H Amazon MQ for ActiveMQ # Amazon MQ for RabbitMQ REBRER , EEBNRERERN Web 8
A Amazon MQ API E ERE , B2OFERTAEAAS2EBIER (P) I HMEEESBBEAESR
REEXNEBIAEAEER, Hitt AWS REAEFERHRNMEESBNERAESR , 83 CloudWatch
Logs. REEXFEAZEEZBTEARMERBRER,

/A Important
TLS 1.3 FE AR RabbitMQ RERER,

hnz

FMIE Amazon MQ R EAEERSBEME ., Amazon MQ BEEMZEFEAERIE AWS Key
Management Service (KMS) I MMZE MW ERNE , URREIGEANZ 24, IREBBIRE T REHK
BERFMPRNRESRNEM L, ZULUEBRENE  BUMFAMBERMEIHAER K MAHZS
MHERESHERRER.

FE Amazon MQ RIBFER 2 FRYERR &R A Transport Layer Security (TLS) 2R1R i & = hn%%,
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Amazon MQ FRAHEZLEBENRFBENMEERRNEFENERPHALS. NEFHHEHR , FS
B8 {AWS Encryption SDK Bz AEER) -

Frs Lol 40 iy
R HE 27

Amazon MQ B2 AWS Key Management Service (KMS) 4 , LUIRHIEAMN ARSEZHMNE., Amazon
MQ —ESEFREENFZNER,

B 1832 31 Amazon MQ for ActiveMQ LEBFZR = Amazon MQ for RabbitMQ KEREXE , B LUE

E AWS KMS key &% E Amazon MQ ARINZBFEE R . MREKREE KMS £ , Amazon MQ
SAREBEN AWS HEEN KMS €88 , YRREFEAT. Amazon MQ BRIZEHE KMS £i8, 0%
KMS £ FMERN , 52 E AWS KMS keys,

BURERXE  BULUERMTHA—1H | BEREHL Amazon MQ ARENINZ SR,
« Amazon MQ owned KMS key (default) (Amazon MQ B KMS £ (F85%)) — Lt €488 H Amazon
MQ #ERERE , TEENIRFEH,

« AWS & KMS £ — AWS Z& KMS €48 (aws/mq) 2IREFH KMS €488 , BB Amazon MQ X
REEN, EEBANER,

- BERREEFEEMN KMS €88 — EFEERN KMS £ HEE AWS Key Management Service
(KMS) HEZ I MEE,

/A Important

- HERTREZERN, MRECFERBEFIER , RMEBEXAMBRAEEN,

- &¥fE A Amazon Elastic File System (EFS) FHFAEERIH Amazon MQ for ActiveMQ X
B , mRERER F AT Amazon EFS EEMIRFEFER KMS £ H |, LLEIET
=RVR: (- RN

- $t¥i{ERA EBS FRFAEERM Amazon MQ for RabbitMQ 1 Amazon MQ to ActiveMQ 1%,
EERX K NREER. FEMBRIAER F L5 Amazon EBS FEEMIRE R ER KMS €88
BEFE , Amazon MQ #$E L HEBERERER | BHEH BT ARIRIEE,

- MREEFAESRUCHEXSRNMERERE | KR LERRASMIBUE S WMMBRESR
REREEANERERE,

- FRERIVBBR TS UANT.
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£/ RabbitMQ B KMS €82 75 —TERAEERE , K253 M@ CreateGrant S4B A
AWS CloudTrail, $£—{EZ42 Amazon MQ Z KMS £8MWE#E., F-ESHE EBS B EELL
{t EBS M,

CreateGrant AWS CloudTrail B5E R : E—#THEEAERER

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",

"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "mqg.amazonaws.com"
},
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",

"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d411c4be2",
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"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Decrypt",
"GenerateDataKeyWithoutPlaintext",
"ReEncryptFrom",
"ReEncryptTo",
"DescribeKey"

iy
"responseElements": {
"grantId":

"Qab0ac0dOb000f00eaddcc0adeddfcddbce@ddc000f0000000cObcPa®@d@@aaatSAMPLE",

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

£ ES — 8 EBS REEVUNEH.

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",

BREN®
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"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2023-02-23T19:09:40Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
},
"operations": [
"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
I
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfc@dbce@ddc000f0000000cObcPa®d@PaaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
I

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba@SAMPLE"
"eventCategory": "Management"

BREN®
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}

£/ RabbitMQ #) KMS £EVESHER , ZEEIRBEE AN CreateGrant E4 AWS
CloudTrail, BIFVEZSH 2 Amazon MQ FIRERI ., ETRN=EEH EBS B WZH#E , #t EBS
£/,

CreateGrant AWS CloudTrail B35 R : #&£EIE

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

}

.

"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmqg.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
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"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d41lc4be2",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Encrypt",
"Decrypt",
"ReEncryptFrom",
"ReEncryptTo",
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"DescribeKey"

I
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@@aaafSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"
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mq_rabbit_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",

arn":
"accountId": "111122223333",
"userName": "AmazonMgConsole"

.

"webIdFederationData": {},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

.

"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmqg.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"retiringPrincipal": "mqg.amazonaws.com",

"operations": [

"DescribeKey"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

1,

"responseElements": {

"arn:aws:iam::111122223333:user/AmazonMgConsole",
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"grantId":
"0ab0ac0d0b000f00eaddccaleddfcOdbcedddcO00fO000000cObc@a®@@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

B ES =18 EBS BREEBUNEH.

{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": "mqg.amazonaws.com"
b
"eventTime": "2023-02-23T19:09:40Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"granteePrincipal": "mqg.amazonaws.com",
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"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
},
"operations": [
"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
I
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®@d@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
I

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0dfba®@SAMPLE"
"eventCategory": "Management"

WME KMS £BHEEMEN , 5528 (AWS Key Management Service BIZ A 2188) i AWS KMS
keyso.
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i h iz

Amazon MQ for ActiveMQ : Amazon MQ for ActiveMQ ZE ZE 58 K# Transport Layer Security (TLS) 3
INZEEER Amazon MQ FENRERABERPHNER. Amazon MQ REEX ZENEERHE R
{58 KK Transport Layer Security (TLS) M%, EBARE W ANERAHE.

Amazon MQ for RabbitMQ : Amazon MQ for RabbitMQ FEZ¥Fir G F F imE #1758 K &Y Transport
Layer Security (TLS) t1%, RabbitMQ #E£EEHE R SEHRNAERENXMN VPC , MA AWS ERH D
ZENFIERERENSEEREEBME. Amazon MQ for RabbitMQ EE{LREERXBFAXE
EEEENHNENE, EERATHREGINER , F2ENEZFEENEHPHNER,

Amazon MQ for ActiveMQ B E
WO LAERERA TLS B T @A S ERFE ActiveMQ KEBES

+ AMQP
+ MQTT

* MQTT over WebSocket
« OpenWire

« STOMP

+ STOMP over WebSocket

&H¥t ActiveMQ X 8EH TLS ZRIFEH
Amazon MQ £ ActiveMQ XE T HRBEH :

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

+ TLS_DHE_RSA WITH_AES_256_GCM_SHA384

+ TLS_DHE_RSA WITH_AES_256_CBC_SHA256

« TLS_DHE_RSA WITH_AES_256_CBC_SHA

+ TLS_RSA_WITH_AES_256_GCM_SHA384

+ TLS_RSA_WITH_AES_256_CBC_SHA256

+ TLS_RSA_WITH_AES_256_CBC_SHA

+ TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
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http://activemq.apache.org/amqp.html
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TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
TLS_DHE_RSA_WITH_AES_128 _CBC_SHA
TLS_RSA WITH_AES_128_GCM_SHA256
TLS_RSA WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_128 CBC_SHA

Amazon MQ for RabbitMQ @315 E

R

Ch

&t

ALAERAERA TLS B T 5EA HE R FE RabbitMQ AEER :

AMQP (0-9-1)

¥f RabbitMQ X &EH TLS ZIHFEHF

Amazon MQ £/ RabbitMQ BT HRIEEH :

« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
+ TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

Amazon MQ B9 Identity and Access Management

AWS Identity and Access Management (IAM) 2 AWS fR¥ |, Al HBI BB E T £ iR H¥ AWS BR
WEEL IAM EESAUEFIERE (22 A) NRE (BEFFFH) KEA Amazon MQ Eiff. 1AM 247

BA

F

REMEH AWS R B .

=&

BEHR

EA5 D RE
FRABRKEERFIE

Amazon MQ A #EL IAM B4
Amazon MQ & & B BUR €451
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Amazon MQ BIB A BINT
- Amazon MQ ¥ AP| &5 BRFBMZFE

« AWS Amazon MQ ¥y ZEBUR

- /4 Amazon MQ IR ER A E

« Amazon MQ & 75 3 Bl #1 77 ER 5% S HF

BEREHER

&5 AWS ldentity and Access Management (IAM) B9 A REEFIFRE , BURAEIE Amazon MQ A
BITHY T,

RIEFEHE — MREFEH Amazon MQ BT , FNEEBEESATRABEENEAERMEFT,
BEELRA THTEEMEAN Amazon MQ THEEBER S | BRIt FEHANETT. THFEGT
ANEEAXNAHBEOERESFREENTT, MREEEFE Amazon MQ FHTIEE |, F2E
Amazon MQ & % & 5l 1 77 EX 5 B HE R o

REEES - EERELTEEEE Amazon MQ ER , BEZEfE Amazon MQ HZEFEER, &
Y75 2 I BT AR 3% 65 3 & FERENEY Amazon MQ HEERER, #E , BUASBERERBEN IAM &
BE K REFLREFEAENGT. RELEELNER , TH IAMNELRES, EEE—STHE
N A A HEE Amazon MQ /A IAM AR |, 5528 Amazon MQ I{aEHL IAM E1E,

IAM BEIEE - MREE IAM BEEE  BEZLERNMARSBEUEE Amazon MQ FEHENFAE
Ao EEMBETUE IAM FEANER Amazon MQ 20 M BERE S |, F52BAmazon MQ 59 &
BURE B,

£ & 2 B

BrEBMBREEANWS FAFIBREBRANAR. BHEALLAWS IRFEEAES Y. AMERES S
BEIAM AEREE ( BEA AWS),

BAILAERERE 9 RFRENER , LBHEED AWS B9 B2 82059 & A . AWS IAM Identity
Center (IAM Identity Center) EA &, BRRAINE—ZASDEBE , UREH Google = Facebook &
AEH K HRWEFIWEH, BUBMESES»EAE , FNEEE X CHREMSA IAM NS S
7. BERFERABE AWS B K, FE2HEREAC,

RIEMEREREME , /A LLE A AWS Management Console 2 AWS ZELA O, MEEAHN
FHHEF AWS | FFZBAWS BA ( EAFEER) PHUFREALN AWS IRF

MRIELL AWS BT ARFH , AWS SREKEBFBEH (SDK) Mas S FISRME (CLI) , BUHE
RN BRUARBRESNEBLENBER, URETEA AWS T | AIXEEHTEERR. 0F
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FARBNAEBTEBBIRNFAMEN , F28 (AM FAEER) FHEAR APl FERHAWS
Signature 2 4 Ro

ERCERMESRRBSE  BURHSERAEINZSHEER, Fln, AWS BEELREASE
EXRTE (MFA) RIEGRFINZ SN, MEEZENA , F28 (AWS IAM Identity Center fEA &5
B) PWZEEZZEFN (AM FHEEE) B IAM FHAWS ZEEHERFE,

AWS IRF RERE

B BFAWSIRFE  fERt—EEASG S HE , X5 IZEEFERSPMATE AWS R MER.
WESBEH AWS tRF Theroot FAE |, AEBEAZARENIRFENE FE bt MZFEARE
B, BIABRETEUREAERENERK. RELNWBREAERE , UEEHARBITReEBBE
AEHITHER. NEELEIENTEEE , THREURCEAEZRANTER , F20 (AM EHEE
B PHNEEREHERBENER.

{5 & M A48

IAM EAER PHE D AWS tkRF , EAE-ASSEBABRXNSEN . ERERRKERNEE
&, MARERELRIBRE PINEBNEFNEER) 09 IAM EAE, ERURBECARIIZENRER
REBEN AM £AE  ERECHRENSR. NFEZEN , F2E AM EAEEETHATER
HBENERARIIERRBRTFMER.

IAM R —BIEE IAM ERELEN S D, SREUFESHEE, EUNERFEER-—XAZ
BERAEEENT, HEATREEABREAEFTNEFEEEARS, flU , BB —ERA
IAMAdmins HYEFE , Wi FEEHEERE IAM BRI,

EREREAGTE, FRAEAEHRE-ASIEAENEZLEN EACNENREARAZEECHA
EHE. EAEHAXKANRYERE K CALERHAKKER. NWFEZEHA , F2R (AM £/ %
R PR IAM ERENER RS

IAM B

AM AR PEEREHRT AWS IRF N85, BELIAM EAE  EFEFENASHEREE, 5Z
HREE R IR IAM A€ AWS Management Console , BRI A REAZYRE IAM A6 (A ).
R LUEIB ALY AWS CLI 31 AWS API RESEA HET URL RIBEAE. MEERAASBN A EFRE
A, F2E (AM EAEER) PREEAEN S,

FRBEEEN IAM AGETHERHIEEER

- BMESHEREFEN — UFABS S ERTT  FEVAR  YABCERTT. EBMSSoH#
TEIRER  REFI7EHRACEUEH  YERTHAGERNT., NFARHSACHNMERE
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#, FB2E (AM FHEER) FHASE=F7RHE Bie) BuAR, MREMEA IAM Identity
Center , AIEEREFTE, ABRHES»BIBRUTUFEIHAZR , IAM Identity Center #§5T ] 5282
IAM YA &R . MFERERTURNER , FSHE AWS IAM Identity Center £/ & FE R FRIFT
LIED

- EEIAMERAENT - IAM EAERASTUES IAM SERE G HSEETEEREA RN,

- BIRFEFHE . EULUER IAM A2 | RFTREIKRFHHNEA (FENER) FEUEKRFNER,
AEERTEIRFEFIENIELSR. T , BREL AWS R , B BRERERIER
(MTAREABEUMANRE ), IFTHEAAGNERERRETEIRFENCENEZE K F2H
(IAM EREEFE) P8 1AM FHEBIRF EIRFEG

- BREFE - B AWS R SEAEM PEITHEE AWS BRI, flin , EEERE P ETEWLE,
ZRIEEEEE Amazon EC2 h#{TEEAR X AW 4T Amazon Simple Storage Service
(Amazon S3) 1, RETEEEFEAFWUERNFTA. FARKACKERAREEZLEACKHTINE
%,

- EIXTFHIERE (FAS)- ERMFER IAM EAESACEEPHTEHER AWS , BHERAET
Ao BRARLERKR K SUESHTEBAESE , EMETEDREPRE S —EEE. FAS FHF
W MFEFEAFFT AWS BRI , &6 AWS BR¥E B RE TRREREER. REERBRIIFZEEE
Hth AWS IR S EREB T TRMNERE , TERE FASHER, BRERT , BX4EEEH
TEMEEENTT., MFIRE FAS BRENVBEFMENR , FoE (ERENTERE) .

- REAE - REACGRREREIN AM A6 , IRREBTEE, IAM EEE LUK IAM RE
i, BEHARMBREREEACR. MEFMEEHR , 520 (AM EAEER) PHNELABUEIRETH
S AWS R7E,

- BBERAE - BRERACGRE—EERE NREAGEE AWS R, RETURBEAREH
TERENAE, REEEACSHRESN P AWSIRF | YHREHES. IAM EEE T UR
B, ETEERERBERFABGNET,

« £ Amazon EC2 tH{THERAREN - B LR IAM AEREERE EC2 HTER ST ERE
XHEEEAER , URIIRH AWS CLI 5 AWS API 553K, iERTE EC2 BiIfTERBARKEENMEE
WBIFAR. EE®M AWS SEEIRG EC2 #1TER , UHREMGHEMBEEARER , BAUEYL
EEFYTEENSTERBERE, BTERREETESXAE , XA TE EC2 H1TER LHITH
EXBNSHERRE, MEFMAER , F28 (AM FREER) FHEA IAM BERE TR
Amazon EC2 #1T{E8R L #THEARER.

EHBRREEFEUE

FAILUEB R BUR WA HIERED &5 RNER AWS REZH AWS FNFE. BXRRZ P04, E6E
BoRNEFREVEBE , AWS EERHNT., EEXFA (£AE. REAEI/CTHERE ) &
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ARE, & AWS FIMEELEE, BERPHATTRERB AFHIEBFER. KSBBEFL JSON X
 AWS WIERFRE . WF JSON BRXHEBNARNFMEN , F28 AM EHEERETH
JSON BURHIE

EEEWLUER AWS JSON BERRIEEH T UAFRAR, 2R , MEZRE M BRA T o H 4
& REITH LB F,

HEREBERT , ERAENACRKRAEFT. BERTEAEHEMZERATDFENT , IAM EEET
BEY IAM BR, A&, EEESTUE IAM BXHBEAE  FAEERBIELAE,

IAM BURERZBENTA , BREERTES ERBTRE, Hl0, RREE—EAF
iam:GetRole BMERMBER., EBEXBURMMERE T L% AWS Management Console AWS CLI, 2§
AWS APl BRi8 BB E .

S5 BBR

S BBRERMME S5 (Fla0 IAM /A&, EREFFENAR) B JSON FFATBERN A, BELH
RAEH S EMERG TREBEERATHERF, NFTHRUMELSDEBEER , F2H (IAM
EREER) FHEBEFEEBRERHE] IAM 5T,

BoEBRRAE-— SO EMNARBRIAZERR. ARBREEERARINE-EAE, FEAIAL,
TERRRBMNEEK , EEEE FNZECHAE,. HENA® AWS 1kRF. ZEBERZHE AWS
ZERRNEFZERR, NFTHNMEIERRRARBEKR 2ERE  F20 (AM EHEE
) PHEXEBCRMABRBREERE,

EREBE

BEREBRREEIERA JSON IR . EREBXNRE REHIR IAM ASEEEEMN
Amazon S3 REFATRER, EXEEREBRNEES  REEESTUERAEMARZEHHESEER
MFEER. BRMIIBERNER , BREEREEN TR TUHRBRERATHEEAREMERET
BITHEMF, BXRAEEREBRRPEEEZR. ZEXATNEEKRSE, £HE, A6, BESEIERE
= AWS BR7.

EREBRRURZBHEPNARBK, SEEEEREBEPERARE IAM B AWS ZEBK,
TFHURHEE (ACL)

FHUEFIEE (ACL) FTEFIBLERE (RFKE, FRAENAG) HEFHEEZRNFFT. ACL EER
EREBR , BEMAEA JSON BERXAHHEN,
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Amazon S3 AWS WAFH Amazon VPC %1% ACLs KR &, WFEHE—2F 7H# ACL , F2E
Amazon Simple Storage Service Bi& A BIgmPHFEUEHEE (ACL) #i5,

HttBeREE

AWS X RHMBAERNBRER, ELERRBEETRERE RBRREER FENZAFFT,

- FARR-FuUEHER —BEHERIE K THERES I EBEERT IAM ER (AM EREHAR)
WRAHFT, BUUABERETTRRE, MELENFITSREEN S ) HBRMEFTRRHR
£, 8% Principal MUPEEFAESIACHEREBRATEZEFTIRRRES ., IEEEK
RPN ARIEEHEBRXAN. UEFTRARNFHEN , F2E AMEREEEHN IAM E8
T SR BR.
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%, BEMABBTHOEIIEE , B LU REEH B (SCP) EAEEARMAEIRS. SCP &R
FIRERFPEENGT , SESEER AWSIRFRFERAE., WF Organizations 1 SCP Ky E¥4H
B , 55208 (AWS Organizations fEA&EIERE) P RIEEHBER,

- BERZEHBE (RCP) - RCP 2 JSON B3R , AARBZELIRFPERNWAIAFFT LR , BREGE
BEARARTEEEFNHMELFIHEENESEERN IAM BER. RCP SRFIKEIRSE FERH
A, WA ES TN ERST , B AWS IRFEFEAE , ERTCFHAREBRENER.
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&

« Amazon MQ A& 5 REBHBUR
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£, Amazon MQ X B EEME. ERMNFEG R/, EE7HEE JSON KR EANMETE
28 IAM EREREREDHN JSON R TESE,

BE

3

EEEWLER AWS JSON BERRIEEEH T UAFRAR, 2R , BMEZREMBER4 T I UH4
EEREITHL B F,

JSON BRHY Action TEREMRE T ARAFRIEBBRPEFINEF, BERBFEY EREEER
Bf AWS API REMEBINER. B -LFIIMNRR | AIAURBHERFE AP BENERFFUEE, E L&
FEEFZBRTNZEEE. ELBANBFERABKEIF,

HREERABERE THTHBBEBENFTT.

Amazon MQ P BURBMEREBEZRIEA THIEK . mq:. Bl , EERTFEAFEH

Amazon MQ CreateBroker API #£{ERE1T Amazon MQ STHEEMNEFT , BEEBEHMA
mq:CreateBroker BifE, BERBRIRR S EEE Action 5 NotAction ;tE., Amazon MQ EE %
B —EE | iR &0 LU I RIS TS

EERE-RRXFEEZEEE , FRERSR , TR :
"Action": [

"mg:actionl",
"mg:action2"

IEHALEREBRZ R (*) RIEEZEEE. Hla , EEIEEMBER Describe XFWFTEENE ,
ELLTEE -

s
@
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"Action": "mq:Describe*"

EEEF Amazon MQ BIMEBE |, 5528 (IAM EREIERE) & Amazon MQ EZHEE,

ER
EESWLER AWS JSON BURRIEEH T AFHAR, thpEaR , BMEERE M ERE T o A8
EERHAITHLEBIE,

Resource JSON BHERTEZWEEEEABHENYH. BRARXX4EEE Resource = NotResource
TE, REEEEFEAHE Amazon Resource Name (ARN) RIEEER, Bt EREERER
HEME (BAERBRFET) REEM.

HRAIXEERERFFAINEE (PIFIHRE) , FEABRAFER () RRTEEAXERARAEER.

"Resource'": "*"

£ Amazon MQ & , £E AWS &2 Amazon MQ SAEREBERX R HMBRE, Amazon MQ RERER &

HHREHEE — &K Amazon EREHE (ARN) EEE AR , W T RATT.
ERHAR ARN RGE£8
brokers arn:aws:mqg:us-east-1:123456789012:bx aws:ResourceTag/${
oker:${brokerName}:${brokerId} TagKey}
configura arn:${Partition}:mq:${Region}:${Acco aws:ResourceTag/${
tions unt}:configuration:${configuration-i TagKey}
d}

WE ARNs BXNHFFMEFH , 5528 Amazon Resource Name (ARNs) AWS R 75 & & Z2

il , EERENBRERFIEER A MyBroker H brokerld
% b-1234a5b6-78cd-901e-2fgh-3i45j6k17819 MAERER , BBFEALT ARN :

"Resource": "arn:aws:mq:us-
east-1:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819"
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FEEEBRNBERFINAMEARERENNER  FERABAFT (%) :

"Resource": "arn:aws:mq:us-east-1:123456789012:*"

BL Amazon MQ BIEEEHSEERHT , SIMAREVERNEFE, HELERT , BXAEH
BRAZFT ().

"Resource": "*"

AP| Ei1E CreateTags AIRFEREERXNERLE, EEEE—RALXHPEEZEER , REAERSD
B ARN,

"Resource": [
"resourcel",
"resource2"

EEEEF Amazon MQ EREE R HE ARN WEE | 5208 (AM EHEERE) FH Amazon MQ EE
WER ., BETHRETLUERABLEEIEREESEERN ARN , 52/ Amazon MQ EZE K E{E,

e

EESWLER AWS JSON BURRIEEH T AFHAR, tWp2R , MEEREERS T o8
EERHAITHLEBIF,

Condition jt# (8 Condition [E#f) AIEZRIEEERAXN LR L. Condition TERERAE
H. BAIUBYFRAGRFEE FRREEEN BINERSIR) , REHBEHNRGEMBERPHVE,

BEERRKXFIEESZ M@ Condition THE , WEEE — Condition TEFPEES@RGIE , AWS
SEREE AND BRFFTMAMt. WRERE—RUHRCIBEEZEE , SERBBEORRE AWS 5114
Rt LEANEMARGE , TEREBRBXVFT T,

FHAUEREEREREAEBNEEY., fln , ZANREEREERE IAM FAEEBERE
RENERNFARTXIAM ERE, NEEZEF , F2H IAM EAEERETHN IAM B TE : £
BHER.

AWS X EL R4 ER/NBBEBERG SR, BEEEMH AWS 2EKFEAREI8 |, F28 (AM &£
REIEE) FHAWS 2ERHERARSI#,

Amazon MQ R EREMREEAGHRSIE , EXE-ELEHEGRSIBNER, EEEE Amazon
MQ R4 EBHNEFE , T2 (AMFERAEEE) P8 Amazon MQ ##FFE51E. BEETHRETUE
ERLE B EREREAHFEGEI8 , 52 Amazon MQ EE K E1E,
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RG<8 iR Type

aws:Reque RBERPEENEEREZE, F

stTag/${TagKey}

aws:Resou RIZEREE FRADBE B EEE R B E, T

rceTag/$

TagKey}

aws:TagKeys BRBERPEENEZERBEREE, FER
&3 451

HERE Amazon MQ B2 ERBERN S , 52 B Amazon MQ 5 75 B B Hl,
Amazon MQ U ERAEBRABER

BHl , Amazon MQ A X EERERBFIHEREBEK , #1T IAM F58E.

LA Amazon MQ B AE RN RE

B S EREREZE Amazon MQ BER , IREBRPEEREEZE Amazon MQ., MFERBERZES
fZHY , 556/ mq:ResourceTag/key-name, aws:RequestTag/key-name B aws:TagKeys &
H=s|R  EBENEETEDR , REEREA.

Amazon MQ XEUEBRAERNVEE, Hln  Ba L IEEEER5#5 environment , BA
production ZEEH Amazon MQ ERFEL

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Deny",

"Action": [
"mqg:DeleteBroker",
"mq:RebootBroker",
"mq:DeleteTags"

1,

"Resource": "*",
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"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": "production"

}

LLBUERHE Deny BATIhEE - MIBRREFHME T EZE environment/production B9 Amazon MQ X
BER,

i

\

MERCRNFAES  F2H -

o BEBHIEZE Amazon MQ B
- F IAM ERZHFZE

Amazon MQ IAM & &
IAM AR AWS IREREEREFITNERE.
B A EREAERE Amazon MQ

U BB BRESERAEREE. BT IAM 82  SIRREEREAG®, ELUEBMLW AssumeRole
= GetFederationToken % AWS STS AP| IRERIEERRZESZEAER,

Amazon MQ X EFHABRIFEAER,
REAE

LR ARREAREREREAC. LAGATRBREFMEMREFNER , MAREZXKEBFE. K
BAGEHRELN IAMIRF+ , BHXIRFA#ES. EXTR IAM EESUESERAGHFT. T
1B, ER TS BIR L BRI HI TR,

Amazon MQ XERKE A,
Amazon MQ & 7 Y B 5K &1 45l

BIBFER , IAM ERENAGTEREYRIEH Amazon MQ ERHEFT, MFfthEEER AWS
Management Console AWS CLIZ, AWS API #1TE#. IAM EXESXEAEEYT IAMBER , RFERAE
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MAGEIEERLEHNTIEE API EXMNFIENT, EEEEEVN A EERREZEETEEIELENT
B 1AM B & S EE

BETROAIEAELEF JSON BERXHE2Y IAM S5 RBR |, F2H (AM EAEERE) PHE
JSON ZE&] L BT R,

e

- BRBEE®

- /A Amazon MQ £ &

- RAAEAEREMMBCHETT

HRREEK

BErBERREHEERFINEBASREAUEN, FIEHMER Amazon MQ R, ELEFEFARE
ERENAWS IRFELER, EXRBNNRES 2 BHBURE , FERTHEARERSHE !

- FIEER AWS SEBRRAE BRI RKEERTT - EERBRFITRTENCERAENTEER , FEH
BT R TS EREARGN AWS REBK., ©ATELN PEMA AWS IRF, RAIEZREESR
BREREARI AWS WEFZERXR , ME-FRDH . WFEZEA , F2H IAM EAERE
PR AWS ZERRSEBBAENAWS ZEBXK.

- ERAREERFT - 52E IAM BERNFIAR  FERTHTERMENFT. KSERLEN , &
UERERERG T AIUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETH IAM PR BERAFF,

« A IAM BER PR E4GE— S REIFEE - SO LUSHREFIEEBER |, UREIESEMERNEE.
Bl | BAILARBEBERRG , EEXEMERA SSL BEFERR, MREBRE SHERARKEE
AWS RFS |, &t o] LAGE B R4 2R 1% F E 2 EU AWS CloudFormation, INEFFMHER , 5526 1AM
FAEEET IAM JSON BETE : Fé.

£/ IAM Access Analyzer B& 3 IAM BUR |, BERFT A 24 B 7 iE BE&4E — IAM Access Analyzer B
BHBERMBBEBEE |, BERELBERER IAM BUEEFES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer 121 100 ZHEBERBRERVENTHWER , THEERREZSHERNBEK, NMEFHHEE
A, F2E AM FHERRE) PHEEA IAM Access Analyzer B 38 B

- FESFEZERTE (MFA) - MRZHNRFITE IAM FEHES FHNRERAE AWS 1RFE |, BB
MFA RS =&, WMFEEMU API BRERTFER MFA | 1§ MFA fRESTIEEEMBER, M
FEHMET , B2 (IAM EAEIEE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.htm|$ #3Ei8 MFA BIZ £ AP| ZHL,
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WE IAM R REBEBNHEREN  F28 IAM £REEEPH IAM Z25EEK.

£/ Amazon MQ £ &

B ZFH Amazon MQ £#£4 | EL4ARERESHN —EF A, BLEFFTLAAFEI HAN BT AWS
¥R FEH Amazon MQ BRI FMEF. MREBVHSEEALKEFTEBEN S 2EEE , MIERE
BRBENER IAMERESAG) ME , TREMEZNAREE.

%Tﬁﬁﬁ'u_‘tb BOOEA Amazon MQ £ A& , hEE T AWS SEBRERZER. NFEEZE
A, ESHIAM EREEETNFEFTEFERE

AmazonMQReadOnlyAccess

HWRME/RI AWS CLI 5t AWS API IER & , BFRFEATRBEEEAF . Rz , RFEAFFIF
BRERBITZ API BRENBERALT

RFFERERAMMAECHEFT

e flE RE MR BER |, 05 IAM ERAERGRHNEMERES S NABRRZERR, WEE
TEETEE LTALEENETT , A AWS CLI 5 AWS API R R ERF A R Tt BRI EF
CIB

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
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"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

Amazon MQ B API &0 EaE B #E

Amazon MQ ERR%E AWS FERBEFBHEIT API HDBRE. WFEFMEFR  F2H (AWS —K2E)
AWS Y% E APl 55K,

(@ Note
B Al , Amazon MQ A EEAEREFTHEREIE , #1T IAM B3 E8E

FEBEAWS FRAEFEARERR, HENERE , B4 BHFE IAM BEREFT,
x5

« B3 Amazon MQ REERXFFEM IAM FF 1]

« Amazon MQ REST API| $fa] &

« Amazon MQ API| Bi{ERY &R B AR EF 1]

B3I Amazon MQ REERRXFTEM IAM FF 7]

EZERVRERR |, BHXEAFEH AmazonMQFullAccess IAM BURS2A& T 5 EC2 EFAl# A IAM B
Ko

LT BTBREEMERES (—EF4X) , EER T URE Amazon MQ E I ActiveMQ RERE
XA RHER,
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Amazon MQ

FMBABER

/A Important

« FEE ec2:CreateNetworkInterface EfE , F8E/L5F Amazon MQ KREEIIRF P&
SEMEHEERSRE (ENI).

+ ec2:CreateNetworkInterfacePermission EI{EE1Z# Amazon MQ , #% ENI EEZZ|
ActiveMQ RERE,

+ ec2:AuthorizedService &4 £ AHEREREE ENI

"Version": "2012-10-17",
"Statement": [{

e

1]

"Action": [
"mg:*",
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DetachNetworkInterface",
"ec2:DescribelnternetGateways",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",

ec2:DescribeVpcs"

1,
"Effect": "Allow",
"Resource": "*"

"Action": [
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeNetworkInterfacePermissions"

15

"Effect": "Allow",

"Resource": "*",

"Condition": {
"StringEquals": {

"ec2:AuthorizedService": '"mq.amazonaws.

Al F Amazon MQ BRIEIRE

com
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}

MEHMER  FoR SR 2 BAuFEAEIEEEN AWS EAEE & KT EREMBER Amazon
MQ B R E,

Amazon MQ REST API sfa]&#

T£%IH Amazon MQ REST API F1$fFER IAM FF A,

Amazon MQ REST API 14 EFFa]

Amazon MQ REST API Fr Al

CreateBroker mq:CreateBroker
CreateConfiguration mq:CreateConfiguration
CreateTags mqg:CreateTags

CreateUser mq:CreateUser

DeleteBroker mq:DeleteBroker

DeleteUser mq:DeleteUser

DescribeBroker mq:DescribeBroker
DescribeConfiguration mq:DescribeConfiguration
DescribeConfigurationRevision mq:DescribeConfigurationRevision
DescribeUser mq:DescribeUser

ListBrokers mq:ListBrokers
ListConfigurationRevisions mq:ListConfigurationRevisions
ListConfigurations mq:ListConfigurations
ListTags mq:ListTags

ListUsers mq:ListUsers
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Amazon MQ REST API P HYET Al

RebootBroker mq:RebootBroker
UpdateBroker mq:UpdateBroker
UpdateConfiguration mq:UpdateConfiguration
UpdateUser mq:UpdateUser

Amazon MQ AP| B){ERN EIR BT

EREBRFTA—FARERARCEECRAETHTEFNER. Amazon MQ XEH K ERERFT
o $F¥4EE Amazon MQ BifF , BRI SURBERZN R , A EAEEABENER , 256
P& A B m] SAfE P AR LE B 4

TRFABAIXEERBRETFTH Amazon MQ API BifE , IR BEBESZENER. EIR ARN FHF
e,

/A Important
B ERRPIKRI HEME Amazon MQ API BifE | R RZEER BIF X EERBRFT T,

# Amazon MQ AP| BHMEXR X EERERTT , B UEFEREFERLEENTT |, BEH%
BAHEHERRXINWERTEEE * BHAFE T

API EE EREH (HEER)
CreateConfiguration fERE

CreateTags REERX . AR
CreateUser PHRE
DeleteBroker P EE
DeleteUser PNEE
DescribeBroker PHRE
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#DeleteUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DescribeBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies

Amazon MQ HBEABER

API| B){E ERER (*XEEB)
DescribeConfiguration xre
DescribeConfigurat xare*
ionRevision

DescribeUser PHEE
ListConfigurationR e
evisions

ListConfigurationR fE RE*
evisions

ListTags REENX . HE
ListUsers PHEE
RebootBroker P EE
UpdateBroker PITERE"
UpdateConfiguration fE RE*
UpdateUser PHEE

AWS Amazon MQ ) S BB

AWS BEEFRE AWS AWS SERFR Y AERNB KR SEATSHARARMUTT , UESL
TUBBEH TG EAE, HENAE,

FARCIE , AWS RERKRAETERTFTRECEARIINFEERT , ERELFTAHAE AWS &
FfEM. RfI2BEEREARFIEBNESEERR , WMEE -SRI,

FBEESE AWS SEHRRPERNTAT, 1R AWS EH T AWS EBRPERNGTT , IIEHER
ERXREENAMEIRG D (£AE, FENAE ). AWS ¥ EFH REBZFH AP RETAR
BRERBE , AWS RETREH AWS REH K.

WEFMER , F2E (AM ERERERE) P AWS ZEBX,
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#DescribeConfiguration
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-users-username.html#DescribeUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#ListTags
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html#ListUsers
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html#RebootBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#UpdateBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#UpdateConfiguration
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#UpdateUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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Amazon MQ XE T %] AWS ZEBUR :

« AmazonMQApiFullAccess

« AmazonMQApiReadOnlyAccess

 AmazonMQFullAccess

« AmazonMQReadOnlyAccess

« AmazonMQServiceRolePolicy

AWS ZEBUR : AmazonMQServiceRolePolicy

B B4 AmazonMQServiceRolePolicy KitNE IAM B, HWEREERIBRHELEH/ED , Mt
AT E Amazon MQ RREBITEIME, MBUFUTBEREE A Amazon MQ ST 2 EMENFERE
A , 552 the section called “Amazon MQ BRI ER AT,

AWS ZEBERM Amazon MQ E#

R B iR R fRIEHE Amazon MQ AWS ZEBREHURNFHAER. NEERELEREENEH
1REE | 5557 B Amazon MQ Document history (X 4 EF2504%) EE LK RSS =,

g% iR H HA
Amazon MQ FREMEE Amazon MQ BIZEBHEE AWS 2021 %5 A5 H
TEBRNEE,

A Amazon MQ WV RISEZ AR

Amazon MQ £ AWS Identity and Access Management (IAM) fR#5:EiE AR, REELAGRERE
EAEZE Amazon MQ W —E4% IAM AEEE, REEEAEH Amazon MQ BEER , YT EZR
BRRETUHEH M AWS BRIEFFENFIERF,

R EZEACTZRE Amazon MQ EASE , RABTLFEHHESLEMNHT, Amazon MQ ERXH
BEEEAENGTT , BRIEZEES , TAESR Amazon MQ AIUEEEAR, EESNFUAEERE
BURMFFEE , BT UBERELMMEEM IAM E88,
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonMQApiFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonMQApiReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonMQFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonMQReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonMQServiceRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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BB ALERMBRBHEEACHNEEER , FEEEMER, Mt TTREFEN Amazon MQ EiR , BRE
TMOBBREIRRFEET .

NERARXERBESACHEMRBNES  F2RETEE IAM EERNAWS R , HIKX Service-
Linked Role ([RFEREAE) META Yes (B) WK, REESERNR , LR RBH REERE
BEMXH,

Amazon MQ K RIS ERE AT

Amazon MQ & A& AWSServiceRoleForAmazonMQ Y BR #E & A & — Amazon MQ & F itk AR 7518
EAGRREFI AWS R,

AWSServiceRoleForAmazonMQ R ERZAREE T RETREXAE

* mQg.amazonaws.com

Amazon MQ ERFF TR AmazonMQServiceRolePolicy , HKtiNZE
AWSServiceRoleForAmazonMQ R EZE AR , LEREWNER LR T Y EE -

o BfE : vpc BIR LM ec2:CreateVpcEndpoint,

« B)fF : subnet EJR LM ec2:CreateVpcEndpoint,

« BfF : security-group ER EH ec2:CreateVpcEndpoint,
« B)fE : vpc-endpoint BEJR LM ec2:CreateVpcEndpoint,

o B)E : vpc EIR LA ec2:DescribeVpcEndpoints,

« B)E : subnet BEJR LM ec2:DescribeVpcEndpoints,

« BF : vpc-endpoint BJR LW ec2:CreateTags.

« B)4E : log-group EJR LM logs:PutLogEvents,

« B)E : log-group EJR LM logs:DescribelLogStreams,

- B)fE : log-group BEIR LM logs:DescribelogGroups,

- B1F : log-group EJR LM CreateLogStream,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/aws-service-role/AmazonMQServiceRolePolicy
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FMBABER

« B1E : log-group ER LW CreatelLogGroup,

E8E 1 Amazon MQ for RabbitMQ B EF , AmazonMQServiceRolePolicy

Amazon MQ R TREHIT T HEK,

o FREEMN Amazon VPC, FHRENZLEE  AREERXEIL Amazon VPC inS. BRI
EE APl UG AR ERIRER

RAAREERZIMNIEE , BB RabbitMQ EEEZA,

o

- BY AFEHAE , WiKEREN BFFE#HZE Amazon CloudWatch Logs.

{
"Version": '"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:DescribeVpcEndpoints"

1))

"Resource": "*"

by
{

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

1,

"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

]

.
{

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

1))

"Resource": [

"arn

1,

raws:ec2:*:*:vpc-endpoint/*"

AT AR AL ET
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"Condition": {
"StringEquals": {

"aws:RequestTag/AMQManaged": "true"

"Effect":
"Action":

"Allow",
L

"ec2:CreateTags"

]I

"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",

"Condition": {
"StringEquals": {

"ec2:CreateAction":

"Effect":
"Action":

"Allow",
L

"ec2:DeleteVpcEndpoints"

]I

"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",

"Condition": {
"StringEquals": {

"ec2:ResourceTag/AMQManaged": "true"

"Effect":
"Action":

"logs:
"logs:
"logs:
"logs:
"logs:

]I

"Resource'

"Allow",

[

PutLogEvents",
DescribelogStreams",
DescribelogGroups",
CreatelLogStream",
CreatelLogGroup"

|:[

"arn:aws:logs:*:*:log-group:/aws/amazonmg/*"

"CreateVpcEndpoint"
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}

BYMERERNT , IAM ER (MERAE, HENAG) TURY, FEIMREKERAE, MFFM
&, F2H (AM £REER) PHERBEEAEF .

3 Amazon MQ RIS EF BB

BAZEEFHET —ARKEEAR, ELBEREIRERERE , Amazon MQ E TR EZE A ER
REREEW AWS R, BEIVNFAEREREEFSEAHMENAE  MAFTERIFTAG,

/A Important

LRI EE AR UEREENIRSE , MREREMRE PR —REFR , AINERAXELR
AENYE, FEE-STH  F2REN IAMIEFFHBRENHAE,

EERBRLEREREEFAR  CREEFREL , ZANERFHEAEBEFEFELAE,

WA LAER IAM £ 4 |, EIB Amazon MQ EHARMIEILRBEEZEAER, £ AWS CLI = AWS API
F, FRAREEBEILING. amazonaws . comfRIGER B, MEFMENR , F20 (AMEAERE
) W TEUREEEAR) . MREMBREBRSEEAE  BUUFERLEENERUBREIX
A,

/A Important
PR E 4 A & E ¥ Amazon MQ for RabbitMQ 237,

#m¥E Amazon MQ RIS EFE BB

Amazon MQ T EF & 4mEg AWSServiceRoleForAmazonMQ [RiGERZ AT, AM , LA IAM R
REACER, NEFHMAEA , F28 "AVMFEAEEE.) WRERKEEEE,

Bk Amazon MQ K RIS EZEAE

EETBEARERBESRACHIIEIRY  RAEZBERGRZAE. -, ERREREDE
EHEENRERER. AW EFDREBRBESHCZH , ELAXBERER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

Amazon MQ HBEABER

® Note

# Amazon MQ BB ECHEEMNRERREEEARAS MR TERXK. ZUHERRE
WEEHS ERUBREHRE,

filBR AWSServiceRoleForAmazonMQ FrfE A Amazon MQ &R
£/ AWS Management Console, Amazon MQ CLI = Amazon MQ API fifi g Amazon MQ X
B, MEMRERAENFMENR , F2HE 222,

£/ IAM FEIRRRBEZSE

A IAM E#& AWS CLI, = AWS API 3l AWSServiceRoleForAmazonMQ RI§EHK A,
EHMENR  Bm2E (AMEAEERE) FIRBRREEEEAE,

Amazon MQ fRIGEFZE BN X EESE
Amazon MQ EFfIERERENES X EFARGEEN AR, NEFMENR , B2 AWS [EiF8E

it i o

15 & ¥ B &5 Amazon MQ X% &
BRI (S B E) us-east-1 =
EEREP (HRMH) us-east-2 =
EEIFEER (A e s 4L ER) us-west-1 =
EEFEE (M) us-west-2 =
TXEE (RE) ap-south-1 e
ZEARESE (KR) ap-northeast-3 o
DARESE (BH) ap-northeast-2 =
BRI (R nK) ap-southeast-1 =
DEXRESE (BHR) ap-southeast-2 =
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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EiHE 8 B &5 Amazon MQ %
EAREHE RR) ap-northeast-1 =
NEX (FE) ca-central-1 =
BN CER=E) eu-central-1 B
BN (BEE®) eu-west-1 =
BN (fm3X) eu-west-2 b3
BN (B2R) eu-west-3 =
EEMN (ERE) sa-east-1 =
AWS GovCloud (US) us-gov-west-1 )

Amazon MQ B 73 Bl fl 77 B 5 # HE %
BEFEAUTEARGEEZE NS ESEH Amazon MQ 1 IAM A gEIB I E RERE,

&

- BAERRE , T1B%E Amazon MQ F#1TENE

- BAEBHIT iam:PassRole HiZ#E

- BEZAFF AWS IRFANABFEREN Amazon MQ EIR

EAREZE , T15B%E Amazon MQ R#TEE

R AWS Management Console &G EEHTEE , AL RMEEESS RN, ENEEERA
FREEBRENAL,

LT #EHISEEREE mateojackson EAEEHAFERATREMIR Widget WFHFHER , BARE
mq:GetWidget FFAIRFERE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
mq:GetWidget on resource: my-example-widget
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FELBERT , Mateo EFREBEEFTHMABER , AFFMER my-example-widget EEFE
mq:GetWidget BiRo

R AREEHIT iam:PassRole Ry

MRBINEIGEES | FHNEBEEHIT iam: PassRole BifE , BHBERVEEH , ALK AGEERS
Amazon MQ.,

BE AWS i TRESREACEEGZRE A MAREBUFNEBEEALIRBEEAER, NFEH
THER B AR ACEEEZRBIFT .

E® A marymajor By IAM EF & EHEEMA R EE Amazon MQ F#ITEMERF | AT SISHIEE
iRo BR , BFFERBRBEEREBALRTFHHT. Mary RERSAREEEZRBNFTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEEH , RAFFMHIT iam: PassRole Bk,
MREBFEEWHE , FHEEN AWS EEE, FNEEESRHENEZERR.
REERFF AWS IRFA A BFEELN Amazon MQ EIR

BUNRN—EAE  BEMRFTNERAENEEBATNASFIENER, LTS EZ R
EEENHENEXAR, HHXEERERNBERIFEUEHIEE (ACL) VAR , &I LUE A BRLR
REE T AEFRENE RN,

MEE—FTH , F2EUATRE .

« ZEETH# Amazon MQ B2EXEELIIEE , 52 E Amazon MQ IMIEE IAM E1E,

- BETHRNMAWS 1RFE EEBEN ERBREFIE  F260 (AM EAEER) FHEEHE
B AWS 1RF #5% — 18 PR EFEER IAM ERSE,

- BETRINMIBERNFIMERMEHKE=H AWSIRE | 528 (AM EAEIERE) WS EFEER
HIEE=H AWS IRF AW ,

- WETHNMERBKE S 2 RMUEIE , F2H IAM EAEERPHNEFIRREEHGENATETS
SRMENEAE BESFD).

- METHERAAGNEREBRETEIRFFINCENEZR , F2H (AM £REER) P/ IAM
Y Bk F &R fFE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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Amazon MQ & HRERTE

EZEEHFTES , E=FREABEFTE Amazon MQ R LB AWS £/, ELBHE
SOC. PCI, HIPAA %,

ERTH RS AWS B R ESKRTEHER , F2RAWS R SR SSEARRBZELRA
BHERE. WE-MREF  FSEAWS SR H.

B LAER TEHE=Z LRI E AWS Artifact, MEFMEF , F2B T H P EY AWS Artifact®Rr .

BER BWEREME AWS R BURRERNEEZME, BLRNEREE , URERANEENER,
AWS R THE RGBSR -

- ZEEREAE - EEMRSFREEETRARTTRTEBZE , WRHHBLLHEERIIENSE,

« HIPAA £ RE2ZE - 5IH HIPAA &R, L3FPE AWS BRI BMAFE HIPAA B,

- AWS £ ER - L TEFMAERES TREEARENEENVLE,

- AWS EFEHEE -EBEANAETHARSETEE, AEERERPEZELEE (BEERE
EEBFMFZEFT (NIST), T FEXZLIZEZEE (PCI) MEBZEBERZ (1SO)) RE AWS R
#% WSS E R RN REER.

{ AWS Config FiE& A B1E5r) PWEA HAIFFEER - AWS Config R ERERFTER
HEKR. EXENNLIRNREE,

« AWS Security Hub — & AWS fr# AIZEALEREH P L £ AREE AWS, Security Hub EA L&
F , TFEEN AWS ERERELRNEZREBREHELTLEREENREER, WEZENWRKE
MimEIEE | 5528 MSecurity Hub ###|2£ , ,

« Amazon GuardDuty - EEERENIRERDSEURMNEREE , L AWS R ERIHE AWS 1R
E. I#E&R. RENERNBERE., GuardDuty IR ERESRRBARAENAGEAER ,
LA Bh &K FE PCI DSS £ {8 ERRANEEER,

« AWS Audit Manager — i& AWS BR#§ T B R ERE® AWS FE |, UE{LEEBRARN AR , %
EREFEEHAMERELE,

Amazon MQ BY1% & BE

AWS £IKERERUL AWS BEMATARSAEREZE, AWS EERHEZEER 2 RN T
RAED  EETRAEHNUEIEE, SWEENSRENEEE, EBTAESR , B LR ERENE
RAEANERE , s TRAES BEBREBEMASRETE., TRESNTAL, FEEINERERE
e, IRE-HSEERPONERERREES.
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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WFE AWS EFIN TR BRENFAES , F2H AWS £ REBERE,

Amazon MQ W ER R Z =M

EAZERSE , S5 AWS £ERBRLZESWRE, ME AWS Z2RIEUR @ AWS REEBR
MMEERR  BEZEAWS ElnTds, EEFAEBRRELZENWREERRERGTEN AWS IRIE | 2
B& 4% AWS Well-Architected Framework 1 #Y E i 55 iR &,

BT LAER AWS B E#MEY API LY | ZBMBIREHN . ERAERSLAIETIIESR

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEH TLS 1.3,

- BEfRREEEXIRPFS)NWEBEH , a1 DHE (Ephemeral Diffie-Hellman)s, ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), RARE(MW Java 7 MEFIRE) KL EXEELER,

AN, BERSACAFIRS® ID FME IAM ZRMEEBNAEFTHERREE, IF , EAUEH
AWS Security Token Service (AWS STS) LE4AX ERLZ L BEURBER,

Amazon MQ EZ 4+ HREEK
UTERETER AT LLE Amazon MQ REERRNZ 4,
5

. RRERABERGHRERR

. BTSN

. %8B VPC R4 BN MT S ENBASE

M Amazon MQ MAMBERNHMETR , URXENERBEHE  BSWARRE,
miFEALRFRHAEER

BUNAREEXNEREEILREN , AIBEER VPCAEREM. ETRENRERXETZXEIRA
NERBRIRE 2 BB E R (DDoS) &, MEFMEN , F2HE AWS T2 EER LAY ITER
2D BB T 2R 4 BY #E i DDoS WEE,

—ERERERS

H A ActiveMQ BB RIBTERRBENEMREMRS , FIAEACHBENEAEHBTHRERNBTE
AEE, Hit , REEBRAMEEREHFT T, WEFMEENR , F2BauthorizationEntry,
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Introduction.html
https://aws.amazon.com/blogs/security/how-to-help-prepare-for-ddos-attacks-by-reducing-your-attack-surface/
https://aws.amazon.com/blogs/security/how-to-help-prepare-for-ddos-attacks-by-reducing-your-attack-surface/
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H % CloudTrail BFERTELE API WEHEF#HEBER , A FASUEAREIERFSILE
e

{
"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",

"userName": "AmazonMgConsole"
1,
"eventTime": "2018-06-28T22:23:467Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateBroker",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"engineVersion": "5.15.9",

"deploymentMode": "ACTIVE_STANDBY_MULTI_AZ",
"maintenanceWindowStartTime": {

"dayOfWeek": "THURSDAY",

"timeOfDay": "22:45",

"timeZone": "America/Los_Angeles"
},
"engineType": "ActiveMQ",
"hostInstanceType": "mg.m5.large",

"users": [
{
"username": "MyUsernamel23",
"password": "*x*'",
"consoleAccess": true,
"groups": [
"admins",
"support"
]
1,
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{
"username": "MyUsername456",
"password": "*x*!",
"groups": [
"admins"
]
}
1,
"creatorRequestId": "1",

"publiclyAccessible": true,
"securityGroups": [
"sg-alb234cd"
1,
"brokerName": "MyBroker",
"autoMinorVersionUpgrade": false,
"subnetIds": [
"subnet-12a3b45c",
"subnet-67d8e90f"

1,
"responseElements": {
"brokerId": "b-1234a5b6-78cd-901le-2fgh-3i45j6k17819",
"brokerArn": "arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819"
1,
"requestID": "alb2c345-6d78-90el-f2g3-4hi56jk71890",
"eventID": "al2bcd3e-fg45-67h8-1j90-12k34d5116mn",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

XX Amazon MQ for ActiveMQ B &

£ E o 5F Amazon MQ #% B 553 # = CloudWatch Logs , &4 BASEFAI#78 E Amazon MQ A # |
WHEEBISEFRBEBRERERT , A Amazon MQ REULERAERBUR,

(® Note

EIBH% ActiveMQ Web =2 A BF AL BMGAEE , ARNABSEEE CloudWatch I 5
NEBFEH,
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AUTFREARS ActiveMQ RIEBERERE CloudWatch Logs B8R,

£

« T f# CloudWatch Logs HHYEC 834518

* 1§ CreateLogGroup ¥ AT ¥ £ Amazon MQ £ A&
« % Amazon MQ FREEREBEK.

- BB REEEREA

T % CloudWatch Logs HHY 50 8&4E 18
BANEEREIREENIFEEREENREERREEXRERBA — R MEKRIC &,

—RRECER R TERR INFO SC8%B AR (R 18 DEBUG i28%) , ¥#% activemq.log ##i %) CloudWatch
RSP AFEEE, AFHEEEUTHER

/aws/amazonmq/broker/b-1234a5b6-78cd-901e-2fgh-3i45j6k17819/general

B EFAERRTEER IMX HEA ActiveMQ Web ERAFTHREN EEEE , W% audit.log
2 CloudWatch lRE ) AFERE. AFFEEEENTHER !

/aws/amazonmqg/broker/b-1234a5b6-78cd-901e-2fgh-3i45j6k17819/audit

REBEEFE —HTERRKERES  EREAP/SHREREX , Amazon MQ EEEEAFHERE
N—HMEREERR. BRBREAUNTHEN,

activemq-b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.10g
activemq-b-1234a5b6-78cd-901e-2fgh-3145j6k17819-2.10g

-1 M -2 ERRAENNREEXNTEE, WEFAEA , 528 (Amazon CloudWatch Logs f§
AEER) LA BFREENBFEER.

#% CreateLogGroup FFAJ#EE Amazon MQ A&

= EAFF Amazon MQ 23 CloudWatch Logs B#EHH , BXERRELREFMBRERENHN 1AM
#fA#&# 8% logs:CreateLogGroup FFl,

T ## CloudWatch Logs FHYER8k4EE 256


http://activemq.apache.org/audit-logging.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
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/A Important

EEAEEISEFRBRERRN A , WREKR CreateLogGroup FFAIHEE Amazon
MQ A% , Bl Amazon MQ A& E Y B &8,

THIEEH UL IAM BER B EFER logs: CreatelLogGroup HWEFAIZ F L BEM IMENFERE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/*"
}
]
}
(® Note

i, ERE-FAREFEAE , MAR Amazon MQ A% , REREREMREEXRFEY
MEME. WFFRREEAENRE IAM BERIWFHEED , F260 (AM E£REER) +
55 EERE .

MEFHME , 5528 Amazon CloudWatch Logs APl 2Z i CreatelLogGroupo

£ Amazon MQ REEREBUER,

/A Important
WMREAKRE Amazon MQ FREEREBER , AIREBEXE LA BAFFRME CloudWatch Logs.

£ E R 5F Amazon MQ #% B 553 # 2 CloudWatch Logs B56&EHE , BREEREBE , £ Amazon
MQ ZEUEL T CloudWatch Logs API Bi{ERYRERR :

« CreatelLogStream- BEEMN BFEFFHEE L CloudWatch Logs B,

£ Amazon MQ R EEREEEK, 257


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/iam-access-control-overview-cwl.html#identity-based-policies-cwl
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_identity-management.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html

Amazon MQ HBEABER

« PutLogEvents - #EHEIXEIEER CloudWatch Logs HEE &R,

THUERAEBRNBERF logs:CreateLogStreamM KFFAI1logs : PutLogEvents AWS,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": { "Service": "mqg.amazonaws.com" },
"Action": [ "logs:CreatelLogStream",
"logs:PutLogEvents" 1],
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmgq/*"
}

HERBEBRMNAER ETRE AWS CLI |, ITFHIe TR, ELEfH , LECHEADMK us-

east-1,

aws --region us-east-1 logs put-resource-policy --policy-name AmazonMQ-logs \
--policy-document "{\"Version\": \"2012-10-17\", \"Statement\":
[{ \"Effect\": \"Allow\", \"Principal\": { \"Service\": \"mg.amazonaws.com\" },
\"Action\": [\"logs:CreateLogStream\", \"logs:PutLogEvents\"],
\"Resource\": \"arn:aws:logs:*:*:log-group:\/aws\/amazonmg\/*\" }1}"

® Note
HRLEHER /aws/amazonmq/FE , At SEESESE AWS (RERLAEREEREBER
_;io

b B R EBREA

BEREABEBRZEMBEE , EFREUTHFFTNERTURH ERESH TN ERAITXE
fE. & P AWS , BRBEFETRESEHEENEAGE, EEERY (PR w5 — @RS (K
FEOLBRS) B , AIRE S RA B R ERE. TR IURHEREREFT , AEFTEEERFTANA R
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
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HHMEFNERRNEE. BTHLEERIER , AWSRHIE  HEERERE RBNER , &
AR #% £ B8 E RS AR S h EIRAYFEUE.

RPIRBIEE Amazon MQ BREBESFEA aws : SourceArn M aws: SourceAccount £E &4
RAE |, LIBRHI CloudWatch Logs Hf —E=S ZEiEEREBEXNEE.

(® Note

MRERFERASERGERNRESIR , AEHRBERARAR P #EH aws : SourceAccount EH
aws:SourceArn EFRMIRFE , KEBMFERAMERNIRE ID,

LA #5451 ;R &8 7 PR CloudWatch Logs ¥18 — Amazon MQ RERX 2 FEMNEREBUR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "mqg.amazonaws.com"
b
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1))
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012",
"aws:SourceArn": "arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i145j6k17819"
}
}
}
]
}
IRE

BT LARREERE B | LAPR% CloudWatch Logs $tRE R B R ERRWEZE , M R Ro

"Version": "2012-10-17",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": [

"mq.amazonaws.com"

]
.
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/

"Condition": {
"ArnLike": {
"aws:SourceArn":
"arn:aws:mq:*:123456789012:broker:*"
},
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}

NERFRELZLBENFEES  F20 (AM EREER) TPHEERERE,

£ Amazon MQ ¥ CloudWatch Logs #HREHEITHHESS

ERLREHRT , CloudWatch Logs AIREEEZ R R IZREHTE ., AHEREERBENSS  LRH
WNAAT SR B

H 5588 &k H IR £ CloudWatch &

# CreatelogGroup FFAI#7# % Amazon MQ /% , AREFMBRERN. MULELH
Amazon MQ 23 A& .

BB R A HETE CloudWatch Logs ##H
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https://docs.aws.amazon.com/hIAM/latest/UserGuide/confused-deputy.html

Amazon MQ

FMBABER

Amazon MQ KIECZE

AEEHIH Amazon MQ ABYBREI, BATLAEHEHISE AWS IRFEF TIFZRE . EEFERES
FR#E , 552 Amazon Web Services —fi%§2#& F1#9 AWS Service Quotas, BEMEER LR , EFHAY
FBREIL TSR, WEMRIR Amazon CloudWatch # B BDNEZREIREEMAET , FSEFEH Amazon

CloudWatch B3 Amazon MQ R ERE R,
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- EREEE
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RNRE
T #5145 Amazon MQ KERAAEMHEE,

PR 51
REEXEB

BEEIANNEEXHE
BB IR R SRR AR 190 T BV AR B B AR AR

DU

HIENIRE A RME—R AWS
REXANMR 1 E 50 EHF Tz,

HAETE ASCI AISIEF T ERIEENF
TTo

. R e R F . WiTR, 9. KRR
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https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudwatch.html
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Amazon MQ

FMBABER

BR 51

R AE N ERE S EIE | i T B9 4R35 B ARE AR

BEREEANZLHER

CloudWatch HES#2HY ActiveMQ B B3t (175
LX)

£ CloudWatch A ES#2#Y RabbitMQ B Byt (17
%)

SERBRXNER
HERE

T#&R5IHEE Amazon MQ #HREME BRI B EE.

PR 1
HERRE

HiR
mq.*.micro HITEBERNREREXA 300
i

/A Important
FiE AR RabbitMQ REER.

mq.*.*large #HITEBEEREEXA
2,000 &,

5

CloudWatch R E542 57 1000 1 B #Yib.

CloudWatch R&E# 51 500 & B #93t: (HE
EHEHF)

50

iR

REXANR 1 E 150 BF T2,

HREDE ASCI AISIENF TEHIEENF
TCo

C REmeEETE. B, A%, KGR
Hﬁﬁ%ﬁ: (' . N)o

LS
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PR 1 DU

BEARRNETH 300

EH&

TR HE Amazon MQ ActiveMQ X EFE R £ FH E IR AL 48,

R 1 DU

ERERR C
REMSENR1E 100 BF T2,

HAETE ASCI AISIEF T ERIEENF
TCo

| AtatEETR. W, A%, KSR

=i . _
EENLANN 12 £ 250 BEF T2/,

HAETE ASCI AISIEF T ERIEENF
TCo

| REAEED 4 ER—F5.
| FEasEHs(,)
SERERANEAE MESSBE) 250
SEEAENHE MESSRE) 20

BRI

T&RFIHEE Amazon MQ BRI #HZAERY ELEE,
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PR 1 HiR
BERNMMEEANHBERE mqg.*.micro #MITEBEHRLEEXA 20

GB, 1% Amazon MQ #{TERERNFHEE
# , 5828 Broker instance types.

BEBAREEANRETRE mqg.m5. * FITEBBRKERNXA 200 GB, U0
% Amazon MQ #TERBBEHNFHENR , F2
B8 Broker instance types.

Amazon EBS Z ENSENREBEERNNEHEIERE
EREAERS

/A Important
THEAR RabbitMQ KEE,

50 GB, MEFKHESEEAENFHER
, 552 [ Apache ActiveMQ API X/
JobSchedulerUsage o

BEBRNMMEEIANETRREFRE,
/A Important
A E AR RabbitMQ KEEX,

mq.*.micro HITEBRERNREREXAS
GB,

BERAREBEEANETRRERE.
/A Important
TEAM RabbitMQ KEREX,

mg.m5.* FITEBERREREKXA 50 GB,
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https://activemq.apache.org/maven/apidocs/org/apache/activemq/usage/JobSchedulerUsage.html
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AP| S0

TR ARES Y SE AWS IEFEEATAE Amazon MQ APls , MU ERBIEE, MNE Amazon MQ
AP| EFHET , 552 Amazon MQ REST AP| &%,

/A Important

& L fig 8B A Amazon MQ for ActiveMQ  Amazon MQ for RabbitMQ XA
APIl, #l#n , Amazon MQ T2 FETEA SR EIETIEW,

API| & # PR #l AP 3= R #l

100 15
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
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Amazon MQ #E2

KEHRBREFER Amazon MQ REEZAR BN ERBE , URBRBEMERNNS R, 0
— IR EDET , 552 RBthe section called “HEZHE | —fi% Amazon MQ’., WMEH IS E S| BMAE T
FERE , EZ2ET IR,

¥ Amazon MQ £ ActiveMQ E{THEZ BT Amazon MQ

LR S iR

— MM A PR {5 FA 2 B R Y & BR 3R 1 B I8 R0 B AR SR T
Amazon MQ RERER EFE A ActiveMQ BFATEE
BENE RBE,

8% 4 _ENI_DELETED EEMERAIER A E MR E (ENI)

¥ , Amazon MQ L£# ActiveMQ &2
HBROKER_ENI_DELETED /R, Amazon
MQ

BROKER_OOM EREERXRARERTETEMEEENRK
B)EE R , Amazon MQ E# ActiveMQ #% 5| 2%
BROKER_OOM &/~ Amazon MQ

&% Amazon MQ L£# RabbitMQ 1T EZ B Amazon MQ

R £ RE R
— iRt R B R SRR RO P HiE A RabbitMQ RERER

R A BB BV R &,

RABBITMQ_MEMORY_ALARM & CloudWatch 51Z & BIH K
BREACEREAZESE &
BlR BB R&IRabbitMQM
emUsed B , RabbitMQ &3

# Amazon MQ LE# ActiveMQ 1T ER B Amazon MQ 266
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WEZ 8 sk
H e Ec B E RRabbitMQM
emLimit o

RABBITMQ_INVALID KMS KEY FEAEFZE AWS KMS
key(CMK) 2 W ERE

XERE2EA AWS Key
Management Service (KMS)
€888 . Amazon MQ £H
RabbitMQ #3513 INVALID_K
MS_KEY B E)EXEREXB
o Amazon MQ

RABBITMQ_DISK_ALARM Fil B BR %% /R &R R RabbitMQ
BHERNUMTREREDHD
ERRAABFEBALBREEK
BAR.

RANDOMMQ_QUORUM_QUEUES_NOT _SUPPORTE EREHMEA 3.12 lRERI

D_ON_CURRENT_VERSION THRAZE-HITEBRE
EREEXNLEITREAR
{T5IBEF , Amazon MQ £
RabbitMQ & # H{RABBITMQ_
QUORUM_QUEUES_NOT_
SUPPORTED_ON_CURRE
NT_VERSION ¥R,
Amazon MQ

WEZE . —i#% Amazon MQ

wERALEPRER , BEZEEEA Amazon MQ RERXF BN E REE , flaERSN
ERANEE , ARRERXEHE.

&
- BEZERERERER Web TR AR

WEERLE : —#% Amazon MQ 267
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- BWREBEXEEHIT , AL telnet BRFEERESD , BERN AP in L ERIE B SSL 47
AR

- REVTREEN , EREEXEL X,

- BNREEXEHNRS L ERTHERE,

BREZERENRERER Web TR A IwE,

MREEMER Web TERATRKBERFFERENEEXFEINEE , EREAT ISR,

v/

1. RELRBER R ABRMERIRNEREN, BUTRFEEZHABREAATFRREREN,

2. RELRBERMEM FIPS inREKREREEN, Amazon MQ EEMEA APl BERXE FIPS iR
B OMAXEEREEANTERAS S NVREER.

3. BE Public Accessibility (2NFAFEUE) BIBERABRES Yes (). MRIIBIBERES No () , AR
BN FEUEHIEE (ACL)R A, mMREBIET BFTHEE ACL , BUREFESFHEEE ACL
A URHABEXWERRE, WE Amazon VPC BB , 5528 (Amazon VPC &£
REER) IR BRI EL

4. RERERANRZLHERA., FRELAFFERITIERE

® Note

TrEZBERIB|ZEF/A 4 , BA Amazon MQ E# ActiveMQ 1 Amazon MQ /Y
RabbitMQ & AT B/ EEBHETESR., Amazon MQ Amazon MQ

Amazon MQ £ ActiveMQ Amazon MQ

« Web F1 & - E#IE 8162
+ OpenWire — %1 61617
- AMQP - E#E 5671

- STOMP - EZ1E 61614

- MQTT - E#18 8883

« WSS - E#1E 61619

Amazon MQ E# RabbitMQ Amazon MQ

« Web FHEASFMEIE API - EIZIE 443 F 15671
RELEFEETRERER Web =2 AR E, 268



https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html#vpc-igw-internet-access

Amazon MQ HBEABER

« AMQP - B3 5671
5. BN R EBRER I BERIIT T HIREEES R,

(® Note

HREELAREFIHENRERER , FRE Amazon MQ KIEZERXEEH Amazon VPC AHY
Amazon EC2 #{TEBH TR , RAEFHEE,

ActiveMQ on Amazon MQ
£ Amazon ActiveMQ_LIF ActiveMQ Amazon MQ

1. FRENKRERBSIIRE.

2. #ATT % nslookup S REHNIERERN DNS k. HREAF /S0 EE | AEERA IR
HANFmmR. FAT/SoRBELNEEE—REEX IDNWER -1 3 -2 #5l. &
HYE A HA IR R o

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

MREHRL , BEEIEULTHEL,

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com
Address: 172.10.123.456

Name: ec2-12-345-123-45,us-west-2.compute.amazonaws.com
Address: 12.345.123.45
Aliases: b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

FEATRY 1P b ik BAFS Amazon MQ E#2 & R IRHAY IP ik, EFRR DNS fMREF LAY
ERMBER K MBLSTEET —BSR,

3. #ITTF telnet T RAFRREEXNMIRIRE. LUENERAMNK R L Web 24
REEHRIRIS 8162 , A MR EREZBEN 444 , REENZHMBABE.

BEFEREAEREN Web TR EH IR, 269
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® Note
HAERT/SEHHE  NREERSTHHREHT telnet , B2 E Connect
failed $538FA . ERTUEMN , AASHHTEBAS ERESIT , 8 ActiveMQ
BFEIR#T , BELFEIARERERN Amazon EFS fEHEEE. ¥ -1 -2 3%
BHToT , MERERARISEAPHTERNSHHTHERE.

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port

HRMERSHITER , CEFIHLUATHE L,

Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is 'A]'.

4. T TIEH—ERAE,

« MR telnet S M , BME EstablishedConnectionsCount BN HERNRER
X RZIRANVEREBREERG, Bt TEHRERERER General AR , BRRE
BREEZIRE, MRLKEZEARE , IZELE—BAFKENEREREREN. MRIBE
BREER , IBEXHT telnet BEHER , ¥EFEL—9EBPEER , RANRERE
NEEETIERMH —IX

- MR telnet MPAHM , FREREEXNELERAEME , IHEFEARES in-use,
S S AT ERAOMERAEET Amazon VPC 2 AR , YREFMEENREB .
SRELHT telnet HEHRERERNN IP it |, WHREEFEHSH ACCEPTED , B1F
HEHT, MEFMAER , UREFBREAFEHS , 528 (Amazon VPC R ABIE
&) FHRTE B0 E A,

5. #H4TT5 curl FERBEE ActiveMQ BIE Web I A MEL,

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
west-2.amazonaws.com:8162/index.html

MR TRY , B HEZERRCA T HTML X4

BEFEREAEREN Web TR EH IR, 270


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html
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<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://
www.w3.0rg/TR/html4/loose.dtd">
<html>
<head>
<meta http-equiv="Content-Type" content="text/html;
charset=iso0-8859-1" />
<title>Apache ActiveMQ</title>

RabbitMQ on Amazon MQ
£ Amazon MQ RERE XAV HEMELR L RIE RabbitMQ Amazon MQ

1. FARBFTHRmEENSTIRE.
2. #IT TS nslookup M HREHNEREN DNS fiok. SUENEATRIHE.

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

MREHXRL , EEFIEULTHE L,

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com
Address: 172.10.123.456

Name: rabbit-broker-1c23e456ca78-b9000123b4ebbab5.elb.us-
west-2.amazonaws.com
Addresses: 52.12.345.678
52.23.234.56
41.234.567.890
54.123.45.678
Aliases: b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

3. #ITH telnet P RARREBEREXVERERE, UEHWERAIRNRIKE, &Ll Web £
EAMERIE 443 & 5671 K244 |, BUAIREKRBR AMQP Eig.

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port

MRWTHRLY , EEFIEULTHE L,

BEFEREAEREN Web TR EH IR, 271
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Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is '~]'.

® Note
Telnet EREELWER BB,

4. BMITTFIIEF—ERE

« MR telnet HHIL , BEME ConnectionCount 1H1E , WHERREBRERNERIZD
max-connections FARRBRFRENE, B TEHMEREREN Connection.log
AFEE , AR A DERIRG,. MRKIEEARE , AELE—EAFKENERER
BER, NREEZERSER , IBXHIT telnet BEAR. mMBERERERERS
W ERIEEZME CloudWatch ZBIER , AU EEERNEF. BESIERMH—
Ko

- HRRELAHEFIENRERR , IR telnet HRAH , FRERBEXMELER
FEMEE , WHEFFAARER in-use, sHEHSEMRIREEL Amazon VPC 2 HFF , jﬁ
REFMEENREDR. SHREWUA telnet HRRBFREREINIE IP it szﬁE
#R¥@ A ACCEPTED , BiEERHT, MEFHMEEN , UREEREAFKES , F2
{Amazon VPC B ABEmM) FHREAFiCHEH,

(® Note

WESBREAREEAEEFIMEN Amazon MQ KEFZ A RabbitMQ,
Amazon MQ

5. #ITTH curl v S RAEEE RabbitMQ BIE Web 1AW ER,

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
west-2.amazonaws.com:443/index.html

MR SBTKY , BHEZRELATE HTML X4

<!DOCTYPE html>
<html>
<head>
<meta http-equiv="X-UA-Compatible" content="IE=edge" />
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