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https://docs.aws.amazon.com//sdkref/latest/guide/access-login.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html

Amazon MQ HBEABER

PRME e & FEERENRETER 3 R
2
IAM (FERER) AR EREANNERRE

ERRMBRAENRERY M35 RIRIE.
AWS CLI, AWS SDKs#2= &

SisEe  AWS APls « tNZE AWS CLI , F2BAWS

Command Line Interface
CERERER) PHEA
IAM S ERBREETES DR

- AWS SDKsFITH , 2
B AWS SDKsFI TE&E1$5
MPNERAREBEETS
DB,

- ¥ AWS APIs , 520 (
IAM R EERE) PHNERE
IAM EAENFEREER,

SR 3 EieyrnERsEAENE

TH%ZERERAMNMAMER B Amazon MQ REBEREBEMEA , AWS BEETEE LU NALTE
N ERETH RIELEE Amazon MQ for ActiveMQ 1 Amazon MQ for RabbitMQ RERR. ZEFH
ActiveMQ Java SiHIRERIE , BM4EARE Java EEFFBREN  THERBET—LEE,

B A LAE A Amazon MQ REST APl #1 AWS SDKs , URBRERFA A RELNEERERER.

RET R

BEARE B EERBIFEH Amazon MQ , BEREVREEXAKR, BBRENRERENSIZER | &Bo bl
Eig Java FEARE R EREER| Amazon MQ for ActiveMQ RIEFRE T, , & H RabbitMQ Java B Fi#E
RERE JVM B EERREREREZE] Amazon MQ for RabbitMQ XIEE R,

HER 3 EFFHERERBHREXT 6


https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com//sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://www.oracle.com/technetwork/java/javase/downloads/index.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/

Amazon MQ HBEABER

AP BN WELEE ActiveMQ REER

REERXNZE Amazon MQ LETHAERERERNIRIE. ER Amazon MQ WEXEERER, Fn
HEHITEEER (m5) MK/ (large. medium) WEFHERBARNEEHTERER (Hlw
mq.m5.large). WMEFMER , FSB M ER Amazon MQ for ActiveMQ RIERE 7,

B ActiveMQ REREI

F—EZERN Amazon MQ FEREVREREN. THEHF REBMMFAIFERA AWS EEERE REY
EARERR,

1. &A Amazon MQ £ A&,

2. 1f Select broker engine (ZEUXERZER 5|2) EE L , #E#F Apache ActiveMQ,

3. 7E Select deployment and storage (ZEUEE M f#7F) EEM Deployment mode and storage type
(BEEXNREFEE) BB , 31T FHIEE :

a. I1E#E Deployment mode (EBBER) (Flan , EAH/ESEHRERER). NEFHAENR K F2E

Amazon MQ for ActiveMQ RIBFER WIS B 1818,

- BT ERARERXRH—ETAESHN —EREEXNEAN. REEXSHEENWER
B3 A K Amazon EBS = Amazon EFS 7k EHETERA. MFEFMEA , F2RER
1 : Amazon MQ E—#1TEBREEX,

- STAMNERFY/ETREEARHMETE THESEFNWRENRERFER , XYERE
AREHRET, EEREEXNSHLWEHAERR Amazon EFS EX &M . MEFMAE
A, ESENEE 2 : Amazon MQ EA /SR EREXRES AN,

b. i®#E Storage type (EFZHEER) (flin , EBS), MFBFEFHMENR , 552/ Storage.

(® Note
Amazon EBS S BE—THEBAMER , BFAXZE ActiveMQ ER F/iF i SpEBIR
Ko
C. EE-F_Z’FO

4. £ Configure settings (#1T5%E) EHHA Details (FEHIE) B , BIITUATEE -
a. BAREEXER.

B ActiveMQ RIZFER 7


https://console.aws.amazon.com/amazon-mq/

Amazon MQ HBEABER

/A Important

ENERBEEXZBBPMABA G DEBIER (PI) REMBRRBBEH. Hib
AWS BRI ZEFNEBEZRE , 248 CloudWatch Logs,. REEX BB ERRRL
ARBRE R,

® Note
EHMEREERS , BRI URETYER
» CloudWatch B
- FABEERW

- PNEEHERER

b. ZIEREEAHTEEER (HIW , mg.m5.large). MEFHMEF , F2 B Broker instance
types.

5. £ ActiveMQ Web = AFMEESH , RHEAELSBAZGE. UTRIABARKREEXFERSE
ZBANZEE

- ERESBREQERET T, WK, Ik, REMBREFR (-._~)o
- BBV AELE 1287, 2EEL 4 A—Fx , MEFBESER. BRIFR (: =),

/A Important

ANEREEXEAERBPNABASSEBEEF Pl) REMEERBRAET . Hit
AWS BRI EFMH T EREEAERTE , 2 CloudWatch Logs, REEXEAEEZRBT
BRARLERBRAER.

6. EEIE,
E Amazon MQ B WK EZEXE , HEH R Creation in progress (EEFE217) AREE,

BYREEAANEE 15 7,

B ActiveMQ RIEFRE 8



Amazon MQ HBEABER

MRINEEIREBREXE , Amazon MQ 8~ Running (1TH) AR&E,
7. iE# MyBroker,

£ MyBroker BT Connect (E#R) BERH , 7F5c TERE XA ActiveMQ web console
(ActiveMQ Web E£324&) URL , flin :

https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:8162

A BRTREREANVRBREABERR. LT =2 OpenWire i Rh#Y S H :

ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617

B ActiveMQ RIZFER 9


http://activemq.apache.org/web-console.html
http://activemq.apache.org/configuring-transports.html

Amazon MQ HBEABER

AP By AHEZE RabbitMQ REER

REEXNZE Amazon MQ LETHAERERERNIRIE. ER Amazon MQ WEXREEER, F
HBHTEEER (m5) MK/ (Large. medium) HWEHFRBEFNEEHTEEER (Hlm
mq.m5.large). WMEFMER , FSB T ER Amazon MQ for RabbitMQ KB ?

323 RabbitMQ KEREX

F—Ex¥RHN Amazon MQ EBREMRERER., THEFRBUMER AWS EEFZE REN
EXREREN,

#E3I Amazon MQ for RabbitMQ REREXEF , FHEME RabbitMQ WAREBREXFZEREEX , L&KL
REERIAMEL FECAEEIEERE,

1. &A Amazon MQ £ A&,
2. 7t Select engine (ZE5|2) EEF , 1##F RabbitMQ , REIEIE Next (T—2H),

3. 7t Select deployment mode ((ZEEPEEX) EE L , i##F Deployment mode (FBEER) , 4l
#n , Cluster deployment (R&EZFE) , ARIERE Next (T —FER),

- BE—#TEREARERENXRH Network Load Balancer (NLB) & T #Y — {8 0] A [E 35 19 — B R 1252
NEK. REERASHEENERER LR Amazon EBS #FHMBEEETEN. NEFHMEEA ,
52 BE®E 1 . Amazon MQ for RabbitMQ B —#/TEEAERER,

« RabbitMQ cluster deployment for high availability (32 = o] F £ RabbitMQ £ £ E) 2
Network Load Balancer & H# = 1@ RabbitMQ REERXE M EESE , SESHFHELAEAR
. 75, URBZETRAES (AZ) WO BXARE, MFEFMHEFA , F2EEIE 2 . Amazon
MQ for RabbitMQ # £ &,

4. 7f Configure settings (#1752 ) HEHR Details (FFHllEM) BT , MITUATBE :

a. WAREEXERE,

/A Important

ENERBEERXZBPMABA G DEBIER (PI) REMBFRNBBEH. Hib
AWS BRIE AT ZEAFNEELZRE , 215 CloudWatch Logs, REEX BB ER AR
BRBBER,

#3 RabbitMQ KERER 10


https://console.aws.amazon.com/amazon-mq/

Amazon MQ HBEABER

b. BEDNESHITERER (HIW0 , mg.m7g.large). MEFMET , 552BBroker instance

types.

5. 1£ Configure settings (#1T5% ) EMEHAY RabbitMQ access (RabbitmQ FH) Bk L , 12t
Username (£ & &) M Password (). UTRFBEBANRKREBEXNEARR :

- FREEBRKIERET L. BITHR., ABANER (-. ). LEFSIEEMERTE (~) F
JTo Amazon MQ I/ quest EREREER.
- BBMSEELE 12@BF . SEEL 4 A —F, MAFBIEER. BHRIEFR (=)o

/A Important

BFVNEREEXEAZEZBIMABASDEBBER PI) REABZRBBRENRN, Hitb
AWS BRI EZEAFANEBEFEHAERZR , B CloudWatch Logs, REEXFHAEZBT
BRARALEREBRER,

(® Note
EHMEREERSRS , B aLsRETHEE
« CloudWatch B
- FAEFE

- PN EEHERE

6. igg-l:_ﬁo
7. £ Review and create (REMEM) EE L , B LURRENZEER , ARETEHRECH,
8. IEIE Create broker (BIREER)

E Amazon MQ B 2 RERERE , HEHR Creation in progress (IETE2 1) ARRE,
BUREBERAANEE 15 D&,

RIEIRIEBRENE , Amazon MQ 28R Running (B11T79) ARAE,
9. i#IE MyBroker,

#1I RabbitMQ RERZ



Amazon MQ HBEABER

£ MyBroker ETEHRY Connect (E#R) EBERH , iFac MMUERE XA RabbitMQ web console
(RabbitMQ Web #4&) URL , il :

https://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mq.us-west-2.0n.aws

s, FBRETRERANZ S AMQP inEi. BLT2H amgps im¥ 2 FREERENERE 5671 1Y
g5l,

amgps://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mg.us-west-2.0on.aws:5671

# 1Y RabbitMQ REREX 12


https://www.rabbitmq.com/management.html
https://www.rabbitmq.com/connections.html

Amazon MQ HBEABER

EE Amazon MQ REBEX

BYRERENR , KA LEENMERE Amazon MQ REEXNTE TH.

FE

« EHZE Amazon MQ

« Amazon MQ RERBRXHN G 9 RFBAERE
« FH#k Amazon MQ RERE X 5| A

« F#k Amazon MQ REREXHTEEER
« Amazon MQ for ActiveMQ #FHEE

« BREFE Amazon MQ REER

« B Amazon MQ REEXNHEZERFER

o EFEE Amazon MQ REREN

+ MEX Amazon MQ REE

« Amazon MQ RERZEXARRE

s BEBHIEE Amazon MQ ER

EiEZE Amazon MQ
WA LAER AWS RSB M EERN IR , ®REMREELZFZE Amazon MQ,
PR 7% % 24

T5ELE A EBR Amazon MQ RIS API :

R ERRTTE
mqg.region.amazonaws.com IPv4
mq.region.api.aws B (IPv4 F IPV6)
mqg-fips.region.amazonaws.com {ZBR IPv4 B9 FIPS
mq-fips.region.api.aws EFEHEN FIPS

EHEZE Amazon MQ 13



Amazon MQ HBEABER
AN HE Ll
HR 9T 2E U

T5ELE A ERAR Amazon MQ RERR :

#81 EARTTE
brokerId.mq.region.amazonaws.com IPv4
brokerId.mq.region.on.aws EHE (IPv4 F IPv6)
(@ Note
Amazon MQ for ActiveMQ KEEZRX T
XEEHE,

EAEHE (IPv4 A IPv6) in BEFRE Amazon MQ

EHBIRMERIE IPv4 M IPv6 RE., ERMEHERRIIRHFRE , ImE URL S@HTA IPv4 5
IPv6 i, MFLMERN FIPS inRFMER , 52 H SDK 2EE/E.

Amazon MQ X EEIFHEHBIRE  ERTELEAE AWS BFHIEEARIEEBHN -0, EHBR
BEBERAUTHRES . mq.region.api.aws. Hl | eu-west-1 EFNEHBIFHZRER

mqg.eu-west-1.api.aws.

1% Amazon MQ IR BHNTEEE | B2 AWS — g2 #E,

£ AWS PrivateLink 3E#&ZE Amazon MQ

Amazon MQ API 89 AWS PrivateLink %2522 IPv4 M IPv6 , A[#E E#FAE Ei% (VPCs) # Amazon
MQ API 2 BREMEER , MASHENRERED LB ERHMER.

® Note

PrivateLink B X EB{E@ AR Amazon MQ AP| in % , TEARKRERNRE. IEAEERE
REENIRIBNVFFMESN , 55208 Configuring a private Amazon MQ broker,



https://docs.aws.amazon.com/sdkref/latest/guide/feature-endpoints.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html

Amazon MQ HBEABER

£ ZE#F A PrivateLink 7H Amazon MQ AP , 8BS EEEEHNESE VPC FEYT
JTE VPC %, B VPC imBE | AR EBcom. amazonaws . region.mqsk
com.amazonaws.region.mq-fips FIPS %,

E8ERM CLI 3 SDK AWS I Amazon MQ B , ‘&4 RIEEiRRE URL FeEEAEHERREEHE
mq.region.api.aws= mq-fips.region.api.awso, PrivateLink for Amazon MQ FX &L #E
HYTERRAA1H & amazonaws . com. MT/FHMEF , 5268 SDK SEREEHMNEHEF FIPS inH,

T % CLI EI/REFaN4A3EIB Amazon MQ VPC ik Eidescribe-broker-engine-typefEiE K[Ei5
(EH) =Y,

AWS_USE_DUALSTACK=true aws mq describe-broker-engine-types --region ap-southeast-2

WFEE CLI PFEREmFMNEMIT L , FF2E CLI AWS Y Him R

B A LAER VPC B BCRRYEERAEY VPC WENER, NEFMEN , FSEEHBHEE
P #l¥ VPC i EH FEL,

Amazon MQ RERRXHN & 2 BFENZE

Amazon MQ Rt LB RJ[NBE S E , TRBELZNABERRRBENALERERE .
Amazon MQ for RabbitMQ &Y & 75 B 3% MR

Amazon MQ for RabbitMQ 38 T 51 & % B = R SR 15 % -

HES I BRENEE

i AES  REEXFERHEFRE RabbitMQ REBERNAEE , WiEIB Web THARERE API #1T

B, EREM. B, FHNEENFFUEEREE RabbitMQ FERE. ERERA E. MEFMEE
7, F2HREZ S RENRE,

OAuth 2.0 B 7 EaB MR

FEUFEP , REEXNEAERAEFTHIAL OAuth 2.0 HHRME (IdP) B, vhost, i, {7
NNEBENERAE S D BREMNERT T RER OAuth 2.0 HHEEFNEBERKEF, ERBLERAEE
B, L YRARREREE S RRNES, MFFMAEF , F2F OAuth 2.0 50 BEMRE,

SoREANRE 15


https://docs.aws.amazon.com/VPC/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/VPC/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-endpoints.html
https://docs.aws.amazon.com/cli/v1/userguide/cli-configure-endpoints.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html

Amazon MQ HBEABER

IAM & 7 Ba s MR

EHFZED  REEXFEHAESER AWS IAM EHBSEA IAM BEETE 2 BE. IAM EAER
AR % AWS Security Token Service (STS) ER8 JWT #M , MiEL JWT R AIEA OAuth 2.0 #
BETEDBRE. A ERA Amazon MQ for RabbitMQ FIRER OAuth 2.0 X , HF AWS £ E
OAuth 2.0 B iRtE, FAEESREH AWS IAM BB |, M vhost, R, {FHMEBNERFA
AI3EiB RabbitMQ FERER IAM BURMEER B ETERE, MEFAEA , 28 AM S 5RFHAR
.

LDAP & 7 Ba e MR

EEFEF , REEXNEAEREFTRHNE LDAP BERBEE. EAEF I RINERITITR
#EiB LDAP fafREs&EF , AFFEAEERAERAW B KR BERFN RabbitMQ., MEFHMES , 77
25 LDAP 55 RN RE,

HTTP & DB M RE

FFEP , REEXFEAEREFTRHEAS HTTP ARFEE. EAEFIBRIBNERITIRE
B HTTP AfRZR&EH , AFFEAEER BN S 2 BRENMREBIRMHEERFH RabbitMQ. WFE L TF EHN
HHES  F2REHTTP 5o REANRE,

SSL By o EaE

Amazon MQ X # RabbitMQ REBZXM KX E TLS (MTLS), SSL B BRJBHNHBEXFEARKE mTLS
ERNAFRBRERBRBEAE, EUtEZP , REEXEHELFER X500 AFRERHETE DR
F O MTIREAEEBNZERR. AFRNRESREBEINEBRMEEN (CA) ETHRE , FAE
ZRERBIFPNBAEE , laERARE (CN) REEAIA (SAN), WFZRHEXGHRE , BF
EREREREAER, NEFHEEN , FSE SSL BRSO BE.

® Note

RabbitMQ X EZERFFERAN S 2 RBFENZRES L. Hl0 , B LLEREBA OAuth 2.0 FfE
B (RE) SokE. NEFHEA , F2EMA OAuth 2.0 MIfiE (AE ) BRI
OAuth 2.0 #i2R7E—& , LI RabbitMQ FEURHIX#F. OAuth

Amazon MQ BEZEAFE S s REBMHERREYAPEAE. EAFFFEA RabbitMQ EE API 5
HEFEGERE, MEFEENR  F2EFIERE.

Amazon MQ for RabbitMQ K & 7 B 35 M2 & 16


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc.html
https://www.rabbitmq.com/docs/access-control
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/oauth-tutorial.html#oauth-tutorial-config-both-auth-methods-using-cli
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/arn-support-rabbitmq-configuration.html#access-validation

Amazon MQ HBEABER

Amazon MQ for ActiveMQ B9 & 7 B & M T #E

Amazon MQ for ActiveMQ X E T3 & 0B MITES X :
BB D EmEMNRE

ElFZEF  REERXFEAERER Amazon MQ T A API B NEE, FHAETUREESEN
A RFZEYTHI. EEM ActiveMQ Web 124, MEN A ENFHEER , FS2EEI ActiveMQ R IE
EXAERAE,

LDAP &% En e Mg

EFZEF  REEXFEAESEBRETE LDAP ABRBNEAERETEDEBRFE. BATLHE. W
BRAME R E |, XWiEIR LDAP RAREGHF I RETENTY | BREEFXE2BRBANRE, 0E
LAENFMET |, F2EHE ActiveMQ REFRRE R EE LDAP B4,

F#% Amazon MQ REREZ 5| 2R

Amazon MQ EEHIAMAXENRERASIZERREMFTNRERENSIZRE., HHSIERFTER
M EmE, BREEMEGRERN5IZERE,

Amazon MQ IRIFEFEEEMAEF RIS ARIFEBA X.Y.Z, £ Amazon MQ BEEH , XRTREE
RAS , YRRARERAE , ZRNMEBREIXNMAmIE. Amazon MQ T EMEBI M FAR :

« EEMAAER - BEREBLIBRARBEER, HW0, & RabbitMQ 3.13 RFARE 4.2 R/ E
BERAFA R

« REMAFAE - EBRERRESIZBRFRFIHTEER, S0, & 311 RARE 312 REVREARE
ARAS 4o

BALERFEEAREEXARET —AXENEEIRERS ., EHEHEEREHE , Amazon MQ
eEEMARERAABRERNIXENEHERNRS. FENEDRAARBEEFENHEZRFRYTE
FEMBHREEXN 2 RET, EBMNRERAKRIEZER , Amazon MQ 8 ENRERXARE
T — IR EMRA

F B REI B

A LAEA AWS CLI, AWS EE X AT Amazon MQ APl RA R ER XM 51 B A,

Amazon MQ for ActiveMQ 89 & 2 Ba 38 M2 17



Amazon MQ HBEABER

AWS EXE R A

£ ARREEXNEIERA AWS EEEZA

1. EREERXFMEARE L , EZ Edit (REE).

2. 1E Specifications (3R#&) 2T , &%} Broker engine version (REBRERX 5| ZMRA) , R THRNFES
BT AR AR

3. EBBHIEMKI , ARRIEE Schedule modification (HERZ&R).

4. 7f Schedule broker modifications (BEE R EREXER) EE L , #¥ When to apply modifications
(ERBRHEHE)  EETIHEP—IE,

o MREBHLE Amazon MQ £ N —BHFENHERERTERMAFR , FBIERE After the next reboot
(E N REFRER).

- MRERESHRBREBEERNLZBAKZSIZBIRAE |, 5FEIEFE Immediately (IZE]).

/A Important

E-dTEEREEAEENRBRRENEERRE. ARBEAEREN , AEEXERMR
BB — XA 2 EEMA— B

5. 2 Apply (EA) UEREEEA,
AWS CLI

EH AMAEREXNEIZRA AWS CLI

1. f£H update-broker CLI fr I E T HIS & , MEHIFF R,

« --broker-id - Amazon MQ $t¥IRIEBRXELEMNME — ID, EAILHR
RIEFZERX ARN f#47 ID. #lan , BRERLLT ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819 ,
RIEFREX ID FR b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

« --engine-version - EABENRER N 5| BRI,

aws mq update-broker --broker-id broker-id --engine-version version-number

2. (EA) MREBELEABSIZBRRA , A reboot-broker CLI ti = EF B R ERE,

FEFARBIZRRA 18


https://docs.aws.amazon.com/cli/latest/reference/mq/update-broker.html
https://docs.aws.amazon.com/cli/latest/reference/mq/reboot-broker.html

Amazon MQ HBEABER

aws mqg reboot-broker --broker-id broker-id

MREFBUNEHMABREEXLEAEE , Amazon MQ EE T —EHEENHERR BB AR
REER,

/A Important

ﬁ—#ﬂl 1 EREEXEENRBDFERBEERE, BREEAEEX  AEEXETRK
BR—IXRASEH— B,

Amazon MQ API
£/ Amazon MQ API FHRR BRI 5| Z R4

1. {#H UpdateBroker AP| #4E, 3% broker-id AR ESZE, THIEHIRER us-west-2 i
EFHNREREN, WFEATA Amazon MQ B FHEEN , F2E AWS —#2ZE FH Amazon
MQ i B A A EE

PUT /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
Xx-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

EFREBPFEH engineVersion , AEEEABEREREXRA R,

{

"engineVersion": "engine-version-number"

}

2. (BR) mBEHEETEFRSIZBRA , 55#FH RebootBroker AP 2 EEFH B R IERER,
broker-id IEEAKRESE,

POST /vl1/brokers/broker-id/reboot-broker HTTP/1.1
Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT

x-amz-date: Mon, 7 June 2021 12:00:00 GMT

FEFARBIZRRA 19


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-reboot.html#RebootBroker

Amazon MQ HBEABER

Authorization: authorization-string

MREFBIUNEFRBAERXNLERAEE , Amazon MQ B T —EHFENVHERRHB AR
REREN,

/A Important

E-gTERAEEXEENRBBERBRERE. BREEREEN  AEEXEHNK
B —IX A S — B,

FH4& Amazon MQ R ER2 8145 EMER

/A Important

mq.m7g.x HITEREEAR Amazon MQ for RabbitMQ XE#EX. Amazon MQ for
ActiveMQ RERZNEFEAmg.m5. xH1TER,

RAEBEHTERER (m7g) MAD (large) WEHERBAFNEEBTEESERE (Hlm
mq.m7g.large), EEHTERELR K FELZESTEREERAMENER .

- AFwmANTHHHE

- BEIAR

BEESB/ I WANEEHTEEER (mg.m7g.medium) ARAEERAERNXEE. WRABFIRMNT
FINEERR. sWXEE, CEBINARNEEALS  RABRECABANFNEEHTEEER
(mq.m7g.large MEERAE )

MREBENEEE  IREVAFEBILEERE  EBREABRERANHTERER (IR
micro AR ZE large). EEARIMTERER  EULERH AWS EEE#E S AWS CLI, =
Amazon MQ API,
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AWS EEXES

EEFHA ARIBANBTEEER AWS EEFES , BT THEE

1. &A Amazon MQ £ &,

EEREBERT , 1BIF Brokers ((RERRN) , ARNWBEETRELEAMHRER,
EREENFEEAEEL , &2 Edit (W),

ERET , stEPAEEHTERER , R THNEETRERVIITERERE,
EEEKEL , BEHFEEIR.

£ Schedule broker modifications (BFEREREREK) EE L , #¥ When to apply modifications
(ERBERMEE)  ZETHHHP—E,

o a0 &~ w b

- BETREHFAME K NREFHE Amazon MQ £ T —EIHEE Y HE B R ER 5T B
- MREVEEHMHBREEASL VAR TERER  FEEULEL

/A Important

ENMREE K E-ITERRERAERERRE. SREEAERER  AEEXER
BB — R A 2R —EE %

7. BIE Apply (BER) UWEREEER.
AWS CLI

£ FHRREEXNHTEEEE AWS CLI

1. £/ modify-broker CLI S8 S X EE T HS 8 , MEHIAR.

« --broker-id - Amazon MQ ¥R ERXELENMEE— ID,
« --host-instance-type - EAKEENREREN 5| BRI

aws mq modify-broker --broker-id broker-id --host-instance-type instance-type

2. (BA) MREVEIAFRBMTERER , A reboot-broker CLI i F EFM BB RERR,

aws mq reboot-broker --broker-id broker-id

R R >


https://console.aws.amazon.com/amazon-mq/
https://docs.aws.amazon.com/cli/latest/reference/mq/update-broker.html
https://docs.aws.amazon.com/cli/latest/reference/mq/reboot-broker.html

Amazon MQ HBEABER

MREFBUNEFRBAERXNLEAEE , Amazon MQ B T —EHFEMHRRRBB AR
REREN,

/A Important

ENMRMEE  E-STERAEEAEREBERE. AREEREEN  AEEXEHMK
B — XA SRR —EER,

Amazon MQ API

£/ Amazon MQ APl FHEREBREWHTEEER

1.

£/ UpdateBroker API &4, $8E broker-id fEARTE 2, THEHIHRER us-west-2 #1[E
PRRERERX. META Amazon MQ iR EFHER , 528 ) T8 Amazon MQ i B F
EAWS —ﬂ’xl'%%o

PUT /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

EFEREBhost-instance-typehEA REEEEARNRERXHTERER,

{

"host-instance-type": "host-instance-type"

}

(EA) nREE T ENFARSIZMA |, 3568 RebootBroker API BEEFH BN EER, broker-
id HEEABRESE,

POST /vl1/brokers/broker-id/reboot-broker HTTP/1.1
Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT

x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-reboot.html#RebootBroker

Amazon MQ HEASER

MREFBUNEFRBAERXNLEAEE , Amazon MQ B T —EHFEMHRRRBB AR
REREN,

/A Important

ENMEE , E-STEEAEEXEREERE. ARBEAEEN , AEEXEMHNK
B —IX RS — B,

Amazon MQ for ActiveMQ #EFER

Amazon MQ for ActiveMQ 3z # Amazon Elastic File System (EFS) 1 Amazon Elastic Block Store
(EBS), #RIFFER , ActiveMQ REREX#F A Amazon EFS #{TREBERfHF. EENAEZETH
B S AEMEZEE , 5FFEH Amazon EFS, EEFAKIEERNSHIZE , 55FH Amazon

EBS.

/A Important

« IRHEEHE Amazon EBS #E mq.m5 REEXATEEERXIIFER,
- WREBUEEAEEAPTERER K EEIEEUREEAZBFREEARERE,
- Amazon EBS 8 EEE—TAEFHANER , BFAXE ActiveMQ fEA H/iF T EE N,

RERECZEANEER

THRIEMH ActiveMQ REBERXWZEEA. Amazon EFS #l Amazon EBS fFER s HEENBSEM
&,

REER Persistence &3 45 155 A == 45 BELEEESY ©HE
BEAFFIREAE
BEARHNLER
(1KB FAE)
AIEER FEEEM . RERE 5,000 i3
NEEREH

EE2 23



Amazon MQ HEASER

REHEE Persistence #3451 155 A == 5l BELEESY ©BE
EATHIHHAE
BB KN LR
(1KB F1.8)
. RESENE
)
Amazon EBS =7 - KEXZF 500 B AESE
. sTEEmE (AZ) K Z{E#E
&
Amazon EFS =7 SHR S 80 =28 AZ NZ
EE A

AEBRNFEMERHEREIENRSRIZE, T8 , AEEATERRARSIRNEEREFRBHES
B,

Amazon EFS SRETREMAMY , B ZEAZES , LEBERIME—THRERTE AZ THENRE
BEMmERERIER, Amazon EBS ES¥HIIZEHRITRMENEE , WAEE— AZ AN ZEBRKREZ
FﬁL{T@;\%o

HREFE Amazon MQ KIERER

AEREEXNRZELEUEEM , hEER VPC ARER, EREMEREESN 2o, FRETIE
B VPCs, FHRBMNZLEHHANENR
- VPC

- REEINNFHEE (s) ML BELENAEBH VPC F,

- BEREABBERERKE , TREFIEKRMER VPC REM IP ihit, BLERE Amazon MQ
B IP it , i A FFEEEMEE.

« TR
- MRFEKRNUAHLA VPC A, VPC X EREVRERXNMERIKRF#SE.
- MBREHTFIEE  MSERAFER VPC PR TR,
- BEUREEAR  FEIBEEANFRK,
- HRESENERT/FRRERR , FRBLAVR TR TR

RERBRERERX 24



Amazon MQ BIRA RIS
- HRE-HTERBAEEN , EUTNEEEEAN FER , XEMEENTHERREZLAERR,
- REEAE
- MRRREHLZLEHE  RMEEARER VPC FHERZEEE,
- E-HTER. EENERAP/ESGREEXZLFTE—BALLEHE (HIMARRELEHE) .

@® Note
N RabbitMQ RKERERX T EH FHEKIZ S EE,

- BYREEAR  EEISEMEANRZSHE. R2REAXFNTER.

E PRELERERERX AWS EEEEA

EERERERERER , FE PHREIHTHREES AWS EEBIHA, A% ERBRREER
h, BEERERERANER , FHATTIEBHE

1. BEREEXNAEER. EEZERENEREREN , BAUUERA IPv4, IPv6 SEHE (IPv4
IPv6), MNFEFFME , 52 BIConnecting to Amazon MQ,

2. #F | BEMRAMER VPC., FHIE (s) M 2EME (s) , SURERIIRAMN VPC, TR (s) ME

£ (s)o WRETEERAFERIREN VPC, T ( FHK ) NLeHE (Ze&HE) |
ICRIAENFN VPC HEEFE , IREREMEREREN,

@® Note
HRILEREBERNER , EEHFLAGETRKNOE IP BHMERE, BYREBEERE K RE
EEE VPC % B—2SEFMEFERN P ER, MELSEEFERATN IP EE A
BRI FHWREBRER,

® Note

Amazon MQ for ActiveMQ 7 VPC i3, BB EXREI ActiveMQ KEREN
B , Amazon MQ 7 VPC =M HER R E (EN). REFHEEREZENIF , TH
RABHNAREREREN,

E TR EREER AWS BELTEA 25


https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/getting-started-activemq.html

Amazon MQ HBEABER

ERBLAREIRMEMNER TFH Amazon MQ KEREX Web 124

ELERARERAN LB IR  B2YAERENX AWS WIkF ID AJUFRRAAERERR, MRE
FERAEREAN LB FEE , AIZAAHAT T ITRREMAERER Web A,

1.
2.

£ public-vpc &I Linux EC2 #1T{ER (X Bl , EELE IP)

FERFRETEMMRTE VPC , FEMHE EC2 HITERH ssh ER , RREA curl HTERK
EEXH URI EE.

REEHMER  ERLESRERNBRE , URFAE EC2 B TERAY P it RE Y EC2 FiTER
Y ssh @&, #lan :

ssh -i ~/.ssh/id_rsa -N -C -q -f -D 8080 ec2-user@203.0.113.0

LR HER R EX R IR R BRER.

HEENHEE ERERERAFiw |, fla0 FoxyProxy,
ERANTRERBRELNREAFL

- SPERIEREE | #5E SOCKS5,

« HR P i#but, DNS BBWMMREREME , $8E localhost,
- HRERER | 157E 8080,

- BREMTEHREBH URL X,

- &¥ URL &3 |, #8% *.mq. *.amazonaws . com*

o SHENEIREE |, BE HTTP(S).

RBAENRER PRl , S SIEMER 7 Web 285,

/A Important

MREEALERERER , WTESFERERMER VPC FREMN IP ik, BELERKE Amazon
MQ Erf# 5K £ RabbitMQ #Y IP #bit , M B A EEFAEIE. Amazon MQ

ERELEERENER TEE Amazon MQ RIZFEER Web 2 & 26


https://getfoxyproxy.org/

Amazon MQ HBEABER

B2 Amazon MQ REEZEWHEERER

Amazon MQ EHE#ERENEEMHASL TN RENTR, FERRICIZRBUTHE, Flm, W
RESEREEAHTERER , Amazon MQ EE T —EHFENHEBRRERLHNEE, REARR
HERASENRENE A HENSERERZUEER K. SUNEERNESETAES A2) &
AN AREEASEEN  BEEREHBNERERREERE.,

Amazon MQ for ActiveMQ R EE/FHHE , ABRESTAY. EEAG/FHERSP , Amazon MQ
—RBIT—ERTERNERERE  BELE—ERTERMATA, A, EULUREREERXE
B, HERRE - BAREFTE. Amazon MQ for RabbitMQ 2B TAMNEESE. EEED
E% , Amazon MQ ZBFERREELMERTHINER , —XBT—ESHNERRE,
F-REBIRERERR , S HERBIIEEEERESEIRNT — K. BREBREEXMVHELR
BABRBET —EHENEESRINS SR, REEXEEBRRTHKE , Amazon MQ EERE4

BRNUET —EHEZERRBLECHBAREIE. ARREEAHEBRRE AEEXTAMTEXE
B/

L — )

EEFERRERRMEERER SO UER AWS BB X4 AWS CLI, = Amazon MQ AP,
A FEREEAMERER AWS EEEEEA
R ARPNRBHERR AWS TEBXEA

1. A Amazon MQ £# &,

2. EERIEEERED , BIF Brokers (RERR) , ARMBEPEELEAMHRERER,
3. ERERAFMEAEEL , EEZ Edit (WE).

4. 7£ Maintenance (#8) 2T , 1T TN HIE1E,

a. &t¥f Startday (F#hE), R THXBETRIZFERE , HILBAE,

b. &H¥f Start time (FHEE) , BELSEHFET —EARERXEZERFEN —XPW /NS E |
15“&[] 12:00,

® Note
Start time (FREFE) BIEFRER UTC+0 BE,

5. #&F 6 BHHIEBR. ARBETAXEMRAMKRIA, BETIREFTRBER , SMAERHERE
R, MASEFTRBANEREN, ERVASIAERMEBAEREN,

6. EREERAFMEFAEEA Maintenance widnow (HEERFER) T , R CE TN RFHERE,

REAEEAHE 27


https://console.aws.amazon.com/amazon-mq/

Amazon MQ HBEABER

A FEREEAMZRE AWS CLI

R AEPNESHERE AWS CLI

1. A update-broker CLI e S IIEE T 7S 8 , MEHIFT R

« --broker-id - Amazon MQ #H¥IXEEXELENE— ID, EAILRE
RIEFE ARN f#4T ID, im0 , BRERELT ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819 ,
REER IDER b-1234a5b6-78cd-901e-2fgh-3145j6k17819,

« --maintenance-window-start-time - RETHEBHPRERHNETEHEBSERBAREENS
28

- DayOfWeek — EHi% A #FH T5I5E% : MONDAY| TUESDAY | WEDNESDAY | THURSDAY
| FRIDAY | SATURDAY | SUNDAY

« TimeOfDay — 24 /NEFHIRI R,
« TimeZone - (/) BIR/WH R UTC U BIEAWEE, 7858A UTC,

aws mq update-broker --broker-id broker-id \
--maintenance-window-start-time DayOfWeek=SUNDAY,TimeOfDay=13:00,TimeZone=America/
Los_Angeles

2. (BH) £/ describe-broker CLI 55 , LAFERR B B Ih E##E AT R

aws mq describe-broker --broker-id broker-id

£ Amazon MQ AP| HfFZRIEBERNHERER
£ Amazon MQ AP| AR EENHERR

1. fF UpdateBroker APl #24E, 18X broker-id #EARESE, THEHHIMRER us-west-2 HE
P REREN. METH Amazon MQ IHEHNFHEER , F28 O FH Amazon MQ i 2 FFL
FBAWS — ik 8&,

PUT /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
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https://docs.aws.amazon.com/cli/latest/reference/mq/update-broker.html
https://docs.aws.amazon.com/cli/latest/reference/mq/reboot-broker.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
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Amazon MQ HBEABER

Authorization: authorization-string

EFERAEHFFEA maintenanceWindowStartTime B8 H WeeklyStartTime EiRER,

{

"maintenanceWindowStartTime": {
"dayOfWeek": "SUNDAY",
"timeZone": "America/Los_Angeles",
"timeOfDay": "13:00"
}
}

2. (EA) A DescribeBroker API #1E , LAHERRE B E TR . broker-id #HIEEEAKES

Ho

GET /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

BEEE Amazon MQ RIEBRER

HEMFAEEAEREREX  EUUEFRBREREN,

® Note
MREH ActiveMQ REEXNELOE , B CTENMD , URBEREERR,

AT EEfIRE A ER AWS BEE X2 8 REMME Amazon MQ KEREK,

EFENE Amazon MQ RERER

1. A Amazon MQ =&,
2. #RRERNEEYS  BEENKEREXERE (Bl , MyBroker),
3. 1E MyBroker EH , i#E Actions (E1#E). Reboot broker (EFTR B ERER),

EMREAEER

29


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-weeklystarttime
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://console.aws.amazon.com/amazon-mq/

Amazon MQ HBEABER

/A Important

E-TERAEEXSEENRB R, SEAEEXKUER , ESEHNEE—
EXEE,

4. 7£ Reboot broker (EFTRAEIRIBRER) HEEHRAF | 1812 Reboot (EFEFHHE).

ENMBREEAANTES i, IREFRBESHTERANEE | SFREMTIIRERK

MAREREN LHT  REMRBEFJEEEERNERE.

B Amazon MQ REER

MRIEFEM Amazon MQ REERX ( BEMAAFEREAZKEREN ) , REBEKEH Amazon
MQ A EMIER , SARERA AWS .

LT EAIREMAER AWS EE X2 & RMIBRAERER,

i B& Amazon MQ KIERE R

1. & A Amazon MQ A&,
2. RRERENBFE | EEUEHNRERR (5110 MyBroker) , R#EIZIE Delete (M),
3. 7E Delete MyBroker? (MIEx MyBroker?) 55539 , B A delete , R Delete (MER).

REBRREBEEXKRNTEE 5 D&,

Amazon MQ REEZEXAREE

REEEHREREAN B IR, TRIH Amazon MQ REEXWAARE.

FEAE API Description
Bk CREATION_FAILED HEEVRERES,
EFEET CREATION_IN_PROGRESS BalEEEIRERER,

1E 7£ il B DELETION_IN_PROGRESS B 81 1E £ M BR A EERE,

mprRERER

30
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Amazon MQ HEASER

A API Description

EEERE REBOOT_IN_PROGRESS B el EEEHRMECERER,

AT RUNNING RERX TEE,

EHITHERREIME CRITICAL_ACTION_RE REEXEEMT , BERE
QUIRED WAREE | FE VY BEREE M,

A E REER R ER
HEER RIS | LR TR
BEIRE,

HEEKBIIEE Amazon MQ &R

HERENHE Amazon MQ BIR , RO ERA , B EHEERNERREBHREEHEEN A
B, ERBEMSAERENR , EEYEAHER. KUUERARARD REBRER AWS 1IRE , UKk
MREBCHIRAER, FEEHRM , FEMUEE AWS BHIRFIRE , LE2ERRSIBNE, 0F
A& , FF2E AWS Biling ERERETPNRESA RMADEHS

Bl | AL EERER | RAKRKAESOH Amazon MQ EIREY AR

iR ok =]

Cost Center 34567
Brokerl

Stack Production

Cost Center 34567
Broker2

Stack Production

Cost Center 12345
Broker3

Stack Development

EERLEHEE  IREKE—EXAROAATHBEEORECEEXRAE—E , WEHATEIX
RO ERBRFLTHEBNAERR,

i 31


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html#allocation-report

Amazon MQ HBEABER

£ Amazon MQ AP HIEER

ZAIBR T ISR |, REKEBITIEEEE Amazon MQ EREFBRIMNENR !

f& Create a broker (2 XERER) EME , iE# Additional settings (Hf1EXE).
£ Tags (B8) # , i#1F Add tag (FTIEEE).

B A Key (3R5|8) M Value ({B) H¥#H,

(EM) 1B Add tag (FTHEER) , RALZHAEERX N LZEEFRR.

i#12 Create broker (I REEN),

o ~ w0 bh =

FEEARERF N 2 -

& Create configuration (2 #H%8) EHE , 1### Advanced (¥P&).

£ Create configuration (&I #H5E) HEHAY (Tags) ZHEF , ##E Add tag (FTIBER).
B A Key (3R5|8) M Value ({B) H¥#H,

(EM) 1B Add tag (FTIEER) , RAGHNEEN L ZEEFR.

i#1Z Create configuration (I H7E),

o ~ w0 bh =

FIBERE , B LME Amazon MQ £ A5 R, RENBRERNER, St LlEH REST API
BRERNER, WEFMENR , 55828 Amazon MQ REST APl 2%,

£ Amazon MQ E#Z & H#TBER 32


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-tag.html

Amazon MQ HBEABER

£ Amazon MQ for ActiveMQ

Amazon MQ TZAFN AT SLERNEENBEFEREBEHEVHAERERER., BAUEE
. Amazon MQ REST API 5§ Z AWS BIEXiEs, SEMMERAERZR AWS Command Line
Interface.

Amazon MQ for ActiveMQ RERXUSBAE —HTEBREERNSEAF/FaREREN. HR
EMENEE , Amazon MQ ERHBESAREEER , LEHSW A,

@ Note
Amazon MQ £/ Apache KahaDB AR ERTFHE. T EHEMERFKRE , 20 JDBC
# LevelDB,

B FRRERRN , 5EAFER ActiveMQ ZEWEMEZENFRETES , WAKEMA T HEAHERMA
TLS :

« AMQP
« MQTT
« MQTT over WebSocket

« OpenWire
« STOMP

« STOMP over WebSocket

ZE T #% Amazon MQ REST API , 552:E Amazon MQ REST API £#,

Amazon MQ for ActiveMQ RIERE R

+BEE Amazon MQ for ActiveMQ RIEER ?

REEXNZE Amazon MQ LETHWAERERRNIRE. ER Amazon MQ WEAREBEH, P
HBHTEEER (m5) AN (Large. medium) HEFIERBATNEBHTEEER (HlA
mq.m5.large), MFEFMEF , F52BBroker instance types.

Amazon MQ for ActiveMQ X IEFZ 5 33


http://activemq.apache.org/kahadb.html
http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/

Amazon MQ HEASER
- BE—HTABREEXRA—EATAEREHH —EAREEXEAR. A EEXSHLNERERUR
Amazon EBS 5 Amazon EFS R EETEH.

- FRF/AFGREEARBMETETHESTWMERERMER , IRENBEESH, EL
REEASRENEAENR Amazon EFS B iE#.

MEFHMENR , 552E Amazon MQ for ActiveMQ KIEFR R ISP EI181E,

E Apache BMAHFMRAE , B UBABBREREAAR , AARIAREEXSIZNHRERE, BB
FRSRENBERE, —RPHEE (24 /DEH) MEFE (RS UTC) FRE RNV R R,

MERUNEBRBEANIMET, , BLWUTREH -

« AP BUIWERE ActiveMQ REBER
« FNEE

* Broker statuses

X ERYV AR B A E

BRI UERRERN , 5EAER ActiveMQ ZENFAENERETES , AR A T HEA G ERA
TLS :

+ AMQP

+ MQTT

« MQTT over WebSocket

» OpenWire

- STOMP

+ STOMP over WebSocket

Attributes
ActiveMQ REEXEEZEBEM |, Hiw :

- HZ 7% (MyBroker)

+ ID (b-1234a5b6-78cd-901e-2fgh-3145j6k17819)

« Amazon E/RE % (ARN) (arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819)
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http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html
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 ActiveMQ f8EE# A URL (https://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mqg.us-east-2.amazonaws.com:8162)

WMEHMERR | 5528 Apache ActiveMQ XHFHEY Web 32 A,

/A Important

MBELIEENREMRFTTEE activemg-webconsole B8 , BEHEEMEA ActiveMQ
Web £# & , RAXBEREREEARELRE Amazon MQ KEREXWAL.

« AREZEF D E R

* amqgp+ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:5671

* mqtt+ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com: 8883

* ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61617

(@ Note

iE 2 OpenWire i B,

* stomp+ssl://b-1234a5b6-78cd-901e-2fgh-3i145j6k17819-1.mq.us-
east-2.amazonaws.com:61614

* wss://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61619

WMEFHMER , 528 Apache ActiveMQ U4 9 E5 TE (i,

(® Note
HRMEAH/SFHRERR , Amazon MQ 2RHEM{E ActiveMQ Web £# 4 URL , E—X R
B—EERAFH URL, Bt , Amazon MQ ABEZRBEA G ERERMERS  ESELRY
F—RRAE—RERTHNIRE. -1 8 -2 BEBR~EEHES

MEREBEEABMNTEE 25 Amazon MQ REST AP| 2Z U T RE :
REERX 35
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http://activemq.apache.org/web-console.html
http://activemq.apache.org/configuring-transports.html

Amazon MQ BB A B
« REST#®EID: #NKE
« REST#®EID: #NKE
« REST#®EID: #NKE

EXEL

RNEEERE

ActiveMQ £/ & R LAf7E ActiveMQ REEANTIMEENASREAER, ETURERER
ERERBENHT, flm , SRS AELEEREFR ActiveMQ Web £# 5,

BHEAR—EFERR, SUUSHERTGERE  YREAMHBESEE, BRNEERETIMNER
HYEF Ao

/A Important

HEREETEE TSV EEREFERE, FEEARE  LLASET —ERER
BRREHMBBRERER,

MEFAEFNBFEMNGFMERNR , 552/ Apache ActiveMQ XHHHI LA TEH :

. REEH
WERET, wmEMMBR ActiveMQ ERENFFMENR , BF2EAUTEEH -

o B3 ActiveMQ REEXFEHRE
. FHE

EF & B

MEFEHAEBMENTEFE | 528 Amazon MQ REST APl 2E R LI TRE :

- REST#¥EID: A&
- REST#¥EID: A&
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http://activemq.apache.org/web-console.html
http://activemq.apache.org/security.html#Security-Authorization
http://activemq.apache.org/security.html#Security-AuthorizationExample
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html

Amazon MQ HBEABER

Amazon MQ for ActiveMQ REE R ZPE 1B 1T

Amazon MQ AR EBEXREME—HTEBNBETSRIE,
EIE 1 : Amazon MQ E—#{TEEARERER

BE-#TERREEARA—ETARHEIHN —EREEER. AEEXFHELNERAEZINUR
Amazon EBS = Amazon EFS R F R EH#ITEH. Amazon EFS RFHEENRFTHFREEE ZE
AAESE (AZ) FHRER , UEHESERNMAEMTAME. Amazon EBS 12 & ¥HE IR S
ESELCHNERBRF#ZT. OERFEENFHENR , 5528 Storage,

TERBE—HTEEREREN , BB ZE AZ EEM Amazon EFS f#F.

! Amazon Web Services Cloud

=)

Client 5 Amazon MQ ! EFS Volume
' Broker
us-west-2a !

TERBE-—FTEEREER  EAEE - AZ S HAR:[2EEEHN Amazon EBS #F.

! Amazon Web Services Cloud

Client Amazon MQ EBS Volume
i Broker

us-west-2a

...................................................................
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#1F 2 : Amazon MQ fER /SR EER TRHESTHM

FERP/FRREEARHMEFETARSEPHNMECEREAMER , XREMNMBEESH, ELN
EREASHRENERRERXN Amazon EFS EZ&H. Amazon EFS RFHMRENRTHRREEEZE
AAES (AZ) FRER , AREESEROMAENTRAE, MFEFEEF , 52/ Storage,

BE  AEEXHTERY K RAF-—EARERERTS K MEA-—EAUERFwH, MREH—ERER
NHATEE R ENEETHERE , Amazon MQ FE—REES R HERPATEREFILRE. ET
FRDRFNFHITERBEREAT , YRBEIEANET. ENRICHEBRRNAEEXENR
BEBESERRERERLE, ELAENMRIANERAR K FEBEAFTELDENERE,

HAEAP/SFHRERR | Amazon MQ 2RMER{E ActiveMQ Web £3## & URL , E—XRRE—1E
EAFH URL, E#ith , Amazon MQ ABERBEABEREMERSE , ESERHET —RXRE—
BEATHRR, -1 7 -2 BEBRTHEEES. HRREREREFBERY A SEXAFTEARNE
RAEREENERIE—IwE,

TERBERAG/SFHRERN , BB ZE AZ EE /M Amazon EFS &7,

! Amazon Web Services Cloud

-----------------------------------------

Amazon MQ i
Broker us-west-2a

-----------------------------------------

Client

Broker us-west-2b
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Amazon MQ HBEABER

RIEFZA Amazon MQ {31

Amazon MQ X1 ActiveMQ BB INEE,

RERAMEHZERFMEAPE - HITERREEXSERAH/SFRRERER. BYPNKER
BRALMRS AN, Bk  URESETMRERTERBETERTE.

R REEREEETXA/M?

BEIEE AR EERE —Eh N REEEDE —EP N REREL RN REER, MBEEERREAR—
BAREEXE S —EAEEXNEEAL., EREEREAREENARTRESFEINETER, W
REFETER , AIFERER-—EREE EEIHAaAEREX. BNETER A ARSERERE
EAzEHEEEEX,

INRPRIEIERREAE T | AE S Broker2 EiXZE| Broker1,

BRI L ERNEEREPEAFETINE T ER, S EE T EEIAS —EAREER , U&KE
RE , IBEIRESRES, & TEFOEAAERADBHEEE Amazon MQ ZERBREANE2ER,

REEAWBENAEEEAER?

BEPHIREEN A ZEERIREREX B, REEX AXAFAEGRNEAER , BIEH
HEMEEERERE, EXELAEREERXA LEYFRAE  HEEREEXB LHWE—@
FEAENEE CGERLAAEEFERAEEABNZRENE L, H—FEAE) MTAREREEX AWM
<networkConnector> P REMRE., ELRHE <networkConnector> fAREHIEE userName B
B , Amazon MQ #EEHTRE B BIIERE,

/A Important

REHEE <networkConnector> § password B, EFITEZEREBEXNMWHREESR
PREFAFZHE , DBERTE Amazon MQ R APRESIFHE. MEHMEEN , F2

B8 Configure Network Connectors for Your Broker,

BEE
EERERM AWS BENARRAME  BESLENTHEARES | WA EERREAEL
KRB W IR
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FMBABER

Brokerd

EEGEE&EG —KRREREREANBE , B L networkConnectors 8 B #7118 2l Broker1

Broker4 {87 , LB EELREEXNNRBBRIRES o

Broker1 By #8538 E 1285

<networkConnectors>
<networkConnector name="1_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mq.us-
west-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_4" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-62a7fb31-d51c-466a-a873-905cd66@0b553-4.mq.us-
east-2.amazonaws.com:61617)"/>

5= i
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</networkConnectors>

Broker2 BV #4958 E 8T -

<networkConnectors>
<networkConnector name="2_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker4 BY#8E8 E1%ES

<networkConnectors>
<networkConnector name="4_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="4_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-
west-2.amazonaws.com:61617)"/>
</networkConnectors>

RESREERNBERERE

BR T 8% networkConnector ok , BEAUARERER transportConnector E#EERE KA
BRRAELE  UEAKPHEIBRAERS BEN TEHER,

<transportConnectors>

<transportConnector name="openwire" updateClusterClients="true"
rebalanceClusterClients="true" updateClusterClientsOnRemove="true"/>
</transportConnectors>

W EH|F | updateClusterClients # rebalanceClusterClients B&EEREAS true, I8
BEALT , AFREERSABRRERNFE K YTEEMNREREXMARERERFHE,
AIALEIE

- updateClusterClients : K EBRERXMAREEBENENSERSAF K,

« rebalanceClusterClients : SEREBEPERIIIEREBEERE  EXAFREHFLEMEN
REER,

RREnERENBERERE 1
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« updateClusterClientsOnRemove : EREEXBEREENEKRE , BERAEEAEHAF

&
Mo

E updateClusterClients i%4& True i , AF WA AIREAEZEEREERXFARIHNE —RER
o

failover:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)

EMHAREERNERE  EHERIERPLBRERERXN URIEE, IREREEXNERKLY ,
AERSHREYMI EERNEH —BAREER,

MBEEATHBWOFMAT , BSB Active MQ THPNEEBWEANREEXRE,

Amazon MQ for ActiveMQ REBZEXN S TEREET

R4 B TEBEAE R (m5) MA/D (large. medium) WEBHERBARNEEHTERER (Hm
mq.m5.large). F#&FIH Amazon MQ ActiveMQ RN HTHEEER,

Amazon MQ EAXSEHTERERKIETEE 900 XBEHBEH, RMEZEEEend-of-support B Hi 2 &f
BREBEXAREZHOSITEEER | LB IEETH 5,

/A Important
IREEETE 2025 £ 3 A 17 Hmg.m4.largeEBXRt2 .microR 2 REIREBRER,

#HITERER VvCPU iCiEE8 (GB) EBEAR #F Amazon MQ
PRI T

mq.t3.mic 2 1 R E EFS

Io

mg.m5.lar 2 8 +E EFS = EBS

ge

mqg.m5.x1a 4 16 HE EFS =% EBS

rge
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Amazon MQ HBEABER

HiTEREE vCPU S (GiB) EBEAR ®7 Amazon MQ
FHRIEXE

mqg.m5.2x1 8 32 HE EFS =% EBS

arge

mq.m5. 4x1 16 64 HE EFS =% EBS

arge

NEEREZENFHAEN K F2RLASREENEEEIRNAERAINTEREE,

Amazon MQ for ActiveMQ RIEEFE I 4HRE

ABREAEA XML M 3 (REUR ActiveMQ B9 activemq.xml £82R) , @& ActiveMQ REERKFIH
Eo BAMERVEMAEEXN ZAEVAR. AR, AUUSARERE -SEREER,

/A Important
HARETEE  FTR2UYNKEFERZAEER. EEERAEE KX ESHT —EHER
BREFBBREEL,
R BEME A DeleteConfiguration API RIBR#EAE, NFEFHMER , F2H (Amazon MQ
APl 2E) HhHFHRE,

Bt
RERXEELESEBY  fim

- H% (MyConfiguration)
- ID (c-1234a5b6-78cd-901e-2fgh-3i4556k17819)

« Amazon EJRE % (ARN) (arn:aws:mq:us-
east-2:123456789012:configuration:c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)

nl‘ﬂ

MEEEEMENTEEE |, 5528 Amazon MQ REST API 2E LI T &6

« REST#4E ID : 4HRE
« REST 24 ID : 4HRE
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Amazon MQ HBEABER

MEFEEREITBENTRBE  F2HEAUTSH .

E
¢

- REST #£4E ID : #HRE1EF
- REST ##4E ID : #ARE{E5T

f# A Spring XML #HAEHE 2

RFEMEM Spring XML fERREZE ActiveMQ RIBREX, BAILEEE ActiveMQ RERXNZEE
M, flELEEZNE W, BRBER, REBE , URAHERX, Amazon MQ E2HHA—L4E
EnE , flunEREEANGHEE. BT XEHMEREE , flnRERENHERNEL,

f£ Amazon MQ XML & #BHERS , IHE T ZEN —HEXEHSRE, FEATIEL TR BELERE
RHY zip R

* amazon-mg-active-mq-5.19.1.xsd.zip

* amazon-mg-active-mq-5.18.4.xsd.zip

* amazon-mg-active-mq-5.17.6.xsd.zip

* amazon-mqg-active-mg-5.16.7.xsd.zip

 amazon-mg-active-mg-5.15.16.xsd.zip

BRI LAE R BB R KRB NBFEEREER, Amazon MQ thA[ZEEFER L& XML ERREHE
RE, B LE XML EXREF , Amazon MQ ﬁ*ﬂ%#*ﬁ}*l_ﬁidbﬁ BRI BBREM R ZIENEESE,

® Note
BREEBEFERBER, Amazon MQ SRENERFFRREE Spring BER, BEHMTE
BENTRENBE,

3 Amazon MQ for ActiveMQ RIBFER A RE

HARELL XML #& = (ELLA ActiveMQ B9 activemq. xml EXR) @EFER ActiveMQ REBREXERE,
BONERYAEMARERERNZIETBRE, A%  SULUSEEERE —RSERERR, SBOUIE
REMBRRERMERE,

LT EHIERIMMAER AWS EBFEAEIFMER Amazon MQ REREX AR,
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https://docs.spring.io/spring/docs/current/spring-framework-reference/
samples/amazon-mq-active-mq-5.19.1.xsd.zip
samples/amazon-mq-active-mq-5.18.4.xsd.zip
samples/amazon-mq-active-mq-5.17.6.xsd.zip
samples/amazon-mq-active-mq-5.16.7.xsd.zip
samples/amazon-mq-active-mq-5.15.16.xsd.zip

Amazon MQ HBEABER

/A Important

B BEfE A DeleteConfiguration API RIBR#ERE, WMFEFFMER , 5F2E (Amazon MQ
API 2&) FrfERE,

BYUMERE
FEEVHNRERENERE , FRABEMHER.

1. &A Amazon MQ £ A&,
2. A2, EREEERIERE Configurations (#H5E),

Amazon MQ

Brokers

£ Configurations (#858) HME L , i#F Create configuration (BIL#H5E),

4. 1£ Create configuration (23 #0%8) HEEHM Details (FFHIE ) EEH , # A Configuration name
(FARER ) (7 MyConfiguration) , #ATZIEEL Broker engine ({REEFE X 512) AN,

(@ Note

ZEE—F T H Amazon MQ for ActiveMQ X1EM ActiveMQ 5|2 kx4 |, 5520 the
section called “HRAEIE”,

5. EFEVMERE,

BT EREIEET
BUREENEARZR ST ECAERBSITRIGEHRE.
1. RHAREBES | BIE MyConfiguration,

® Note
2 Amazon MQ E MR , —FAEEME —EARET,



https://docs.aws.amazon.com/amazon-mq/latest/api-reference/configurations-configuration-id.html
https://console.aws.amazon.com/amazon-mq/

Amazon MQ HBEABER

£ MyConfiguration EH t , SRERHEREITEANKEEXSIZBEAEMRA (Hlan
Apache ActiveMQ 5.15.16),

2. 7& Configuration details (fAREFFMHE) EE L , SEREREITHE. ERR XML FXHWRE
R,

(® Note
w8 F BV RE G M T AV BB AR AR

Revision 1 Auto-generated default for MyBroker-configuration on ActiveMQ 5.15.C

Info

<7x¥xml version="1.8" encoding="UTF-8" standalone="yes"7=

<broker xmlns="http://activemq.apache.org/schema/core"=
=l--

A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).

You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.

3. 1#IF Edit configuration (fREEAHRE) , AR EF XML HEE,
4. BERE.
Save revision (f#171858]) ¥I55 5 HRFERVE T

5. (ZHA)®WA A description of the changes in this revision,
6. 1EIE Save (EE).

B B f&# fr 1B RERY TS T AR

/A Important

Amazon MQ ERASREBEBHER , BEHFEEMRBZINERSE, NEFMEAN
AIFHNTE XML B8UEE |, 5528 Amazon MQ Broker Configuration Parameters,




Amazon MQ HBEABER

REEETERZENRERR

BiEREz % , BB EREITERAZERERER,
1. EEE , REASEEIRIEE Brokers (REER),

Amazon MQ

Configurations

2. RRERINEE , ENEHNAKERER (i MyBroker) , A#%ZI1ERE Edit (RE).

3. 1£ Edit MyBroker ("% MyBroker) EEHAY Configuration (#158) EEXH , #EH Configuration (#H
RE) A Revision (f&5T) , A% 1&#E Schedule Modifications (FEFZ1&X).

4. 7£ Schedule broker modifications (BEERERINER) 5 , BEEAERA MR During the
next scheduled maintenance window (T —{EHERZF R ERFER) = Immediately (3ZED),

/A Important

ENRMEK  E-STEEAEEAEREBERE. SREEREEN  AEEXEHMK
B — XA SR —EER,

5. BEEHMH.

HEEITEEEEREERERAERER,

#REE Amazon MQ for ActiveMQ #BRE{£ET

EAREEBTERERERAZE  CTLNEREAEET. £ TIRTRREAEST,

1. & A Amazon MQ Fi# A,

2. #HREENFE | EEEHNRER (a0 MyBroker) , A%ZIERE Edit (FREE).
3. 7t MyBroker EHE L , #H Edit (fRE8).
4

£ Edit MyBroker (##& MyBroker) EHEHAY Configuration (H58) EEXH , i#EHL Configuration (4
#8) 1 Revision (1£5]) , AR&KIEIZ Edit (FRE).

fmEEIRRRIERT 7
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® Note

BRIFCERVREEXRZEIRER SR —22% Amazon MQ ER UV REEAKFHER
M 5 — BB REEET AR

£ MyBroker B Lt , FEENEE/RABREFTE VR EBRE X SI B A FMMRA (H14n Apache ActiveMQ
5.15.8),

5. & Configuration details (fAREFFMHE) EE L , SR REREITH. ERR XML FXHWRE
R,

(® Note
fmEE B B AV RS ARV AR AN

Revision 1 Auto-generated default for MyBroker-configuration on ActiveMQ 5.15.C

Info

<7x¥xml version="1.8" encoding="UTF-8" standalone="yes"7=

<broker xmlns="http://activemq.apache.org/schema/core"=
=l--

A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).

You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.

6. iEIF Edit configuration (fREEAEAE) , AREE XML AR,
7. EERE.

Save revision (f#171858]) ¥I55 5 HRFERVE T
8. (EMA)®W A A description of the changes in this revision,
9. iE#E Save (FE).

B B f&# f7 1B RERY TS T AR

fmEEIRRRIERT 48



Amazon MQ HBEABER

/A Important

Amazon MQ =R ASRBEEER , BBEEEMRELNEALES Y, NEFHEAN
ARHFWTEE XML BBUEE |, 5528 Amazon MQ Broker Configuration Parameters,

Amazon MQ {HEER REFFMITE

LA 2 Amazon MQ fAREHF A2 TRWEHEE, MFEFMER , 528 Apache ActiveMQ X
B9 XML 458,

Element
abortSlowAckConsumerStrategy — (BM)
abortSlowConsumerStrategy (B%)
authorizationEntry (Bf%)
authorizationMap (FE&TTH)
authorizationPlugin (F£&H)

broker (B | FE&TH)

cachedMessageGroupMapFactory (B1)

compositeQueue (B | FEETE)

compositeTopic (B | FEETH)

constantPendingMessagelLimitStrategy (BtE)
discarding (Bf)

discardingDLQBrokerPlugin (&%)

fileCursor

fileDurableSubscriberCursor

REFTER 49
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Element

fileQueueCursor

filteredDestination  (B1%)
fixedCountSubscriptionRecoveryPolicy (EBE)
fixedSizedSubscriptionRecoveryPolicy (BtE)
forcePersistencyModeBrokerPlugin (BE)
individualDeadLetterStrategy ()
lastImageSubscriptionRecoveryPolicy
messageGroupHashBucketFactory (BtE)
mirroredQueue (Ef%)
noSubscriptionRecoveryPolicy
oldestMessageEvictionStrategy (BtE)
oldestMessageWithLowestPriorityEvictionStrategy ()

policyEntry (BY | FEEXH)

policyMap (FEERE)
prefetchRatePendingMessagelLimitStrategy (BE)
priorityDispatchPolicy
priorityNetworkDispatchPolicy
queryBasedSubscriptionRecoveryPolicy (BE)

queue (BM)

redeliveryPlugin (B | FEETH)

RFFTE 50
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Element

redeliveryPolicy (EM%)

redeliveryPolicyMap (F5&H)
retainedMessageSubscriptionRecoveryPolicy (FEERER)
roundRobinDispatchPolicy

sharedDeadlLetterStrateqy (B | FEETH)

simpleDispatchPolicy
simpleMessageGroupMapFactory
statisticsBrokerPlugin

storeCursor

storeDurableSubscriberCursor  (Bf%)
strictOrderDispatchPolicy
tempDestinationAuthorizationEntry  (Bf)
tempQueue (BM)

tempTopic (BMH)
timedSubscriptionRecoveryPolicy (B)
timeStampingBrokerPlugin  (BM)

topic (Bf%)

transportConnector (B1%)
uniquePropertyMessageEvictionStrategy (B)

virtualDestinationInterceptor (F&&HK)

RERR =



Amazon MQ HEASER

Element

virtualTopic (B)
vmCursor
vmDurableCursor

vmQueueCursor

Amazon MQ #HEER AT TEREEM

LI RFHMBEE  EF 5 H Amazon MQ AR AN TEREBM ., MEFMENR , 528 Apache
ActiveMQ XA #Y XML #E5E,

Element B
abortSlowAckConsumerStrategy abortConnection
checkPeriod

ignoreldleConsumers
ignoreNetworkConsumers
maxSlowCount
maxSlowDuration
maxTimeSincelastAck
name
abortSlowConsumerStrategy abortConnection
checkPeriod
ignoreNetworkConsumers

maxSlowCount

SFFHIE M 52
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Amazon MQ

FMBABER

Element

authorizationEntry

broker

B

maxSlowDuration

name

admin

queue

read

tempQueue

tempTopic

topic

write

advisorySupport
allowTempAutoCreationOnSend
cacheTempDestinations
consumerSystemUsagePortion
dedicatedTaskRunner
deleteAllMessagesOnStartup
keepDurableSubsActive

enableMessageExpirationOnAc
tiveDurableSubs

maxPurgedDestinationsPerSweep

maxSchedulerRepeatAllowed

monitorConnectionSplits

SFFHIE M
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Element B

networkConnectorStartAsync

offlineDurableSubscriberTas
kSchedule

offlineDurableSubscriberTimeout
persistenceThreadPriority
persistent

populateIMSXUserID
producerSystemUsagePortion
rejectDurableConsumers
rollbackOnlyOnAsyncException

schedulePeriodForDestinatio
nPurge

schedulerSupport

splitSystemUsageForProducer
sConsumers

taskRunnerPriority
timeBeforePurgeTempDestinations

useAuthenticatedPrincipalFo
rIJMSXUserID

useMirroredQueues
useTempMirroredQueues

useVirtualDestSubs
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FMBABER

Element

cachedMessageGroupMapFactory

compositeQueue

compositeTopic

conditionalNetworkBridgeFilterFactory

B
useVirtualDestSubsOnCreation
useVirtualTopics
cacheSize
concurrentSend
copyMessage
forwardOnly

name
sendWhenNotMatched
concurrentSend
copyMessage
forwardOnly

name
sendWhenNotMatched
rateDuration
rateLimit

replayDelay
replayWhenNoConsumers

selectorAware

® XER
Apache ActiveMQ 5.16.x

SFFHIE M
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Element B
constantPendingMessagelLimit limit
Strategy
discarding deadLetterQueue
enableAudit
expiration
maxAuditDepth

discardingDLQBrokerPlugin

filteredDestination

fixedCountSubscriptionRecov
eryPolicy

fixedSizedSubscriptionRecov
eryPolicy

maxProducersToAudit
processExpired
processNonPersistent
dropAll

dropOnly
dropTemporaryQueues
dropTemporaryTopics
reportInterval
queue

selector

topic

maximumSize

maximumSize

useSharedBuffer

SFFHIE M
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Element B
forcePersistencyModeBrokerPlugin persistenceFlag
individualDeadLetterStrategy destinationPerDurableSubscriber

enableAudit

expiration

maxAuditDepth

maxProducersToAudit
processExpired
processNonPersistent
queuePrefix
queueSuffix
topicPrefix
topicSuffix
useQueueForQueueMessages
useQueueForTopicMessages
messageGroupHashBucketFactory bucketCount
cacheSize
mirroredQueue copyMessage
postfix
prefix

oldestMessageEvictionStrategy evictExpiredMessagesHighWat
ermark
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FMBABER

Element

oldestMessageWithLowestPrio
rityEvictionStrategy

policyEntry

B

evictExpiredMessagesHighWat
ermark

advisoryForConsumed
advisoryForDelivery
advisoryForDiscardingMessages
advisoryForFastProducers
advisoryForSlowConsumers
advisoryWhenFull
allConsumersExclusiveByDefault
alwaysRetroactive
blockedProducerWarningInterval
consumersBeforeDispatchStarts
cursorMemoryHighWaterMark
doOptimzeMessageStorage
durableTopicPrefetch
enableAudit
expireMessagesPeriod
gcInactiveDestinations
gcWithNetworkConsumers
inactiveTimeoutBeforeGC

inactiveTimoutBeforeGC

SFFHIE M
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FMBABER

Element

B
includeBodyForAdvisory
lazyDispatch
maxAuditDepth
maxBrowsePageSize
maxDestinations
maxExpirePageSize
maxPageSize
maxProducersToAudit
maxQueueAuditDepth
memoryLimit
messageGroupMapFactoryType
minimumMessageSize
optimizedDispatch

optimizeMessageStoreInFligh
tLimit

persistJMSRedelivered
prioritizedMessages
producerFlowControl
queue
queueBrowserPrefetch

queuePrefetch

SFFHIE M
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Element B4
reduceMemoryFootprint
sendAdvisoryIfNoConsumers
sendFailIfNoSpace

sendFailIfNoSpaceAfterTimeout

G XER
Apache ActiveMQ 5.16.4 R EHTARZA

sendDuplicateFromStoreToDLQ

storeUsageHighWaterMark

strictOrderDispatch

tempQueue

tempTopic

timeBeforeDispatchStarts

topic

topicPrefetch

useCache

useConsumerPriority
usePrefetchExtension

prefetchRatePendingMessagel multiplier
imitStrategy

SFFHIE M 60
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Element B

queryBasedSubscriptionRecov query

eryPolicy

queue DLQ
physicalName

redeliveryPlugin fallbackToDeadlLetter
sendToDlgIfMaxRetriesExceeded

redeliveryPolicy backOffMultiplier

sharedDeadlLetterStrategy

collisionAvoidancePercent
initialRedeliveryDelay
maximumRedeliveries
maximumRedeliveryDelay
preDispatchCheck

queue

redeliveryDelay
tempQueue

tempTopic

topic
useCollisionAvoidance
useExponentialBackOff
enableAudit

expiration

SFFHIE M
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Element

storeDurableSubscriberCursor

tempDestinationAuthorizatio
nEntry

tempQueue

tempTopic

timedSubscriptionRecoveryPolicy

timeStampingBrokerPlugin

R

maxAuditDepth
maxProducersToAudit
processExpired
processNonPersistent
immediatePriorityDispatch
useCache

admin

queue

read

tempQueue

tempTopic

topic

write

DLQ

physicalName

DLQ

physicalName
zeroExpirationOverride
recoverDuration

futureOnly

SFFHIE M
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Element B
processNetworkMessages
ttlCeiling
topic DLQ
physicalName
transportConnector name
updateClusterClients

uniquePropertyMessageEvicti
onStrategy

virtualTopic

rebalanceClusterClients
updateClusterClientsOnRemove

evictExpiredMessagesHighWat
ermark

propertyName
concurrentSend

local
dropOnResourcelLimit
name

postfix

prefix

selectorAware
setOriginalDestination

transactedSend

SFFHIE M
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Amazon MQ R tEEBM

THRRXTEEBMAFMRA. MEFMER , 552E Apache ActiveMQ X HH B XML #HEE,
ES |

+ REER

REEX

broker R—ERXREATE,

Bt

networkConnectionStartAsync

AT HEDWEBIEE I HREMEREARERG , 55&M <networkConnectionStartAsync>
B, LEBREETRERR , FAMTRREARRHBERER CEREEXNRIERD).

JEE% : false

ghlkane

<broker networkConnectorStartAsync="false"/>

Amazon MQ {HEER RN TE, FEERTEREFTE

LT RFMEE , HF5E Amazon MQ fHEER AN TE, TEEREREF R, WEFHHEE
A , 5528 Apache ActiveMQ X4 XML B EE,

Element FEETTE frHE

authorizationMap authorizationEntries authorizationEntry

tempDestinationAut
horizationEntry

defaultEntry authorizationEntry

tempDestinationAut
horizationEntry



http://activemq.apache.org/xml-configuration.html
http://activemq.apache.org/xml-configuration.html

Amazon MQ AR
Element FEERER FrE
tempDestinationAut tempDestinationAut
horizationEntry horizationEntry
authorizationPlugin map authorizationMap
broker destinationInterce mirroredQueue
ptors
virtualDestination
Interceptor
destinationPolicy policyMap
destinations queue
tempQueue
tempTopic
topic
networkConnectors networkConnector
persistenceAdapter kahaDB
plugins authorizationPlugin

discardingDLQBroke
rPlugin

forcePersistencyMo
deBrokerPlugin

redeliveryPlugin

statisticsBrokerPl
ugin

timeStampingBroker
Plugin
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Element

compositeQueue

compositeTopic

policyEntry

systemUsage

transportConnector

forwardTo

forwardTo

deadLetterStrategy

FRE

systemUsage

name
updateClusterClients

rebalanceClusterCl
ients

updateClusterClien
tsOnRemove

queue
tempQueue

tempTopic

topic
filteredDestination
queue

tempQueue

tempTopic

topic
filteredDestination
discarding

individualDeadLett
erStrategy

sharedDeadlLetterSt
rategy

66



FMBABER

destination

dispatchPolicy

messageEvictionStr

ategy

messageGroupMapFac
tory

FrE
queue
tempQueue
tempTopic
topic

priorityDispatchPo
licy
priorityNetworkDis

patchPolicy

roundRobinDispatch
Policy

simpleDispatchPolicy

strictOrderDispatc
hPolicy

clientIdFilterDisp
atchPolicy

oldestMessageEvict
ionStrategy

oldestMessageWithL
owestPriorityEvict
ionStrategy

uniquePropertyMess
ageEvictionStrategy

cachedMessageGroup
MapFactory




FMBABER

pendingDurableSubs
criberPolicy

pendingMessagelLimi
tStrategy

pendingQueuePolicy

pendingSubscriberP
olicy

slowConsumerStrategy

FRE

messageGroupHashBu
cketFactory

simpleMessageGroup
MapFactory

fileDurableSubscri
berCursor

storeDurableSubscr
iberCursor

vmDurableCursor

constantPendingMes
sageLimitStrategy

prefetchRatePendin
gMessageLimitStrat

egy

fileQueueCursor
storeCursor
vmQueueCursor
fileCursor
vmCursor

abortSlowAckConsum
erStrategy

abortSlowConsumerS
trategy




Amazon MQ HEASER

Element TEETTE FtHE

subscriptionRecove fixedCountSubscrip
ryPolicy tionRecoveryPolicy

fixedSizedSubscrip
tionRecoveryPolicy

lastImageSubscript
ionRecoveryPolicy

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

timedSubscriptionR
ecoveryPolicy

policyMap defaultEntry policyEntry
policyEntries policyEntry

redeliveryPlugin redeliveryPolicyMap redeliveryPolicyMap

redeliveryPolicyMap defaultEntry redeliveryPolicy

redeliveryPolicyEn redeliveryPolicy
tries

retainedMessageSub wrapped fixedCountSubscrip
scriptionRecoveryP tionRecoveryPolicy

olicy
fixedSizedSubscrip

tionRecoveryPolicy




Amazon MQ HEASER

Element TEETTE FtHE

lastImageSubscript
ionRecoveryPolicy

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

timedSubscriptionR
ecoveryPolicy

sharedDeadLetterSt deadLetterQueue queue
rategy
tempQueue
tempTopic
topic
virtualDestination virtualDestinations compositeQueue
Interceptor

compositeTopic

virtualTopic

Amazon MQ FtEBH4

UTRFUEBUENFERE. MFEFMEEF , 52H Apache ActiveMQ XHHHY XML #H7E,

ES]

« authorizationEntry

* networkConnector

FrREBE%

70


http://activemq.apache.org/xml-configuration.html

Amazon MQ HBEABER

 kahaDB

» systemUsage

authorizationEntry

authorizationEntry & authorizationEntries F&&TEMW FIE,
- ficd

EEEREA

RTEAEFENGT. NRFHREF , FSR—ERERERS,

MRIEIEENRZEMETEE activemg-webconsole B#H , BEHEEFEH ActiveMQ Web 12
&, AARBEREREEXRELIRE Amazon MQ REEZRXWEA LS.

FE&% : null

<authorizationPlugin>
<map>
<authorizationMap>
<authorizationEntries>
<authorizationEntry admin="admins,activemq-
webconsole" read="admins,users,activemg-webconsole" write="admins,activemg-webconsole"
queue=">"/>
<authorizationEntry admin="admins, activemq-
webconsole" read="admins,users,activemg-webconsole" write="admins,activemqg-webconsole"
topic=">"/>
</authorizationEntries>
</authorizationMap>
</map>
</authorizationPlugin>

(® Note

Amazon MQ £ ActiveMQ ## activemq-webconsoleB B EEMETINEENEEEHN
A, LBEEPNMEEREEEHEEESFIE,
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networkConnector

networkConnector & networkConnectors ¥E&TEMNFIE,
B

. B
. fpliasE

B
conduitSubscriptions

EEREEXMEEINHERKRER , RESTRE—BENENZAFEHAERA—BEAE, fl, R
conduitSubscriptions FREA true , EMEFEAZFERIREREX B, YERBENHER , BIK
EEX B 2BBMMER , SELITHAHAEE LHREEX ANE—TH , AL RE—HAES
wRERN A EEIRERS B,

(® Note

# conduitSubscriptions FREA true B ERNHEBRRE. T8 , FHALLBHEREE
SYEICERECENASERTYE K MAURESERLEESD (flw , £H JIMS A SEEES
RIFANERE) EHEERNIT B,

JEE% : true
®T

EEREEAMBRPHNER  SEAREENEAAL., Flm , MRREEN A FETEN
BVEREREN BAER , AR RRRAEREX A BEIREREN B, 718 , MRARER
XABVEREREA BWETER , IREREN B IUBASEEEAERESX A, MAFERE

<networkConnector>,
J85% : false

name
REEXERPBERNEE,

f85% : bridge
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uri

AREEXRRS , BEARWMEREEREXEP 2 — (RS BARERER) AVIRMBEAHE R
&R null

EREER

REEXERAREEAARNERERR.

FEE% : null

g6 4E &

(® Note
5/ networkConnector REZREREANPKE B FEGsRNEBEXXBEFERAENZE,

2EmEREEXNAEREBE

FRLERER R MEREEASEREEAMBPEE, MR EZSNEREA connector_1_to_2,
REEXRENEAERES nyCommonUser, E#RA duplex , ME OpenWire i3 URI €10 L
static: AIfR , RRREBEX BN —H—ER,

<networkConnectors>
<networkConnector name="connector_1_to_2"
userName="myCommonUser" duplex="true"
uri="static:(ssl://
b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617)"/>
</networkConnectors>

MEFMEF , 552 B Configure Network Connectors for Your Broker,

BeZEARERANAERME

FRLERER  ZERREEASEREEAMBIEE, P EREENEES connector_1_to_2,
REEXNHLENEREZBS myCommonUser, E#RA duplex , MH OpenWire & URI BYE R
fRiBE , 2L masterslave: AIfk , RAREEAZEHNEEBHEER, REEXCANSHERE
WIEREMHEST , T B S ERhFEEREHER,
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<networkConnectors>
<networkConnector name="connector_1_to_2"
userName="myCommonUser" duplex="true"
uri="masterslave:(ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617,

ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b13231-2.mq.us-west-2.amazonaws.com:61617)" />
</networkConnectors>

(® Note
BMEBHRERMBEEA masterslave: AR, LLATREEERAEN

static:failover:()?randomize=false&maxReconnectAttempts=0 F&EME.,

(® Note
bt XML #BRER 72 BF 6 A Z2 45

kahaDB
kahaDB & persistenceAdapter A THEN FHE,

concurrentStoreAndDispatchQueues

EERDHETIEAYITRFRERE. WEFMAEN  F2RAREFREHEEEN(TS , FHANT
R T Ko

JEE% : true

cleanupOnStop

® XER
Apache ActiveMQ 15.16.x & E #ThR 2
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HOFR  BRERAVENBTERIAEREERERNFLE , ESMREAKERF. EAEENERH
EREMENERLT , REREFREFH.

JEE% : true

journalDiskSyncinterval

]

%4 journalDiskSyncStrategy=periodic , BRI THKRELHER (BEW). WEFHEE
A, 582 B0 Apache ActiveMQ kahaDB X 4,

FEE% : 1000

journalDiskSyncStrategy

® XER
Apache ActiveMQ 15.14.x & 5 & kR4

REHMKRRELSBE, WEFMER , FBH Apache ActiveMQ kahaDB 3 #f.

5% : always

(® Note

ActiveMQ &R ERHEXRFIA journalDiskSyncInterval WEFERRE , HE
A1¥., EREANHEREATARLER , ERERSTER. FBEEFEA.

preallocationStrategy

RERBEABNMERETEZSENAFSEREY  BEAREARER, WEFHMEN , 52/ Apache
ActiveMQ kahaDB 3,

J85% : sparse_file
gEipliERE

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<persistenceAdapter>

FRREH 75
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Amazon MQ HBEABER

<kahaDB preallocationStrategy="zeros"
concurrentStoreAndDispatchQueues="false" journalDiskSyncInterval="10000"
journalDiskSyncStrategy="periodic"/>
</persistenceAdapter>
</broker>

systemUsage

systemUsage & systemUsage FERELEWTFIE, eAEHRERXEREBEEERENKER
WZEEE LR, MEFMENR , 52/ Apache ActiveMQ XN EEEREES,

FrE
memoryUsage

memoryUsage =& systemUsage F TR FEH, T EELEEAE. £H memoryUsage BHtE
BEEENERE  WERELEENREFITFERAE, WEFHEF , F2E Apache ActiveMQ F
MR TR .

FRE

memoryUsage = memoryUsage FtEM FIE,
percentOfJvmHeap

TR O(BEERA) B 70 (F2EHEA) ZBEHNEH,
% 1 70

sendFaillfNoSpace

REEREUTHZEMNERT send() FERBEXLN, TEFR{EA false , EE2H##H send() FE , B
HNEZ=EURAAL, MEFHEFR , 52[E Apache Active MQ FRIGEE IR

¥85% : false
sendFaillfNoSpaceAfterTimeout

FEE% : null
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Amazon MQ HBEABER

g {E R

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<systemUsage>
<systemUsage sendFailIfNoSpace="true"
sendFailIfNoSpaceAfterTimeout="2000">
<memoryUsage>
<memoryUsage percentOfJvmHeap="60" />
</memoryUsage>>
</systemUsage>
</systemUsage>
</broker>
</persistenceAdapter>

Amazon MQ for ActiveMQ EEIHEREE

Amazon MQ for ActiveMQ 2B EEEREE (CRDR) IhEE , AHFREE AWS EBBFNWETERERE
RNFRTASEBTINEREFHFHNEARKRERK, EBME Amazon MQ API I AEBEFER , BU#
BRINEAREEXREAATIEREENAG  IBEBINTEREEXRABLRAE,

ERAENESNETENELAREER

BANEYFENEARERER  URFTEAWS EFHHNFTEREEX AT ENERIELES
FREAREREN, TEEFSUS-ERENFERAP/SFEREERREY A BATEREEN, KEE
gas - ERENERAST/SFRRERARY K BAELRERE,

TERARZEESTNEFAMEEAREIEESTNETEAEENEPERSERTER.

BEAEHER =7
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us-east-1 :  us-west-2

: VPC-abc : EVPC-xyz

! Replication
_ Traffic

Primary Broker Replica Broker x

3

EC2 Broker Client Lo . EC2 Broker Client

N

..........................................................................................................................

FEMNEARERENTEABESERNERBRASR, NRFEERFINFTEREBERENLY , BULE
BB BRI RERE K SXEEFFHEAREEARAATIERERER. RANFEREE S8
REARERER K MEANEFAREERISRAAFTEREEN. NFEVFENEXRREERNE
N, BB2H E3 Amazon MQ BEFHEREBSKEER,

(® Note

EEARMMERG/FaRERN,
TEARERTI

B3I Amazon MQ BEFGEREBERERER

FREESERES (CRDR) R TEEEEMME AWS EFFHH Amazon MQ for ActiveMQ FE R E
BAzE#, ZAREREENEEATEREREN  YALMRERENELER , AL —6HE
VHFHNEEMERRERER, BELTLFER Amazon MQ Promote APl 2ESEARAREBRERNIEH A
FEREEXAC, WEFBEFTENELARERANFRET A F2H EEHENEENETENER
REER,

THERRAIMMAEH Amazon MQ Management Console B3 MR EEARRERER,

ES ]

#Y CRDR REREX 78
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. FTRFH
- ZR1(EEN) BEVFNFTEREER
- FR2 BEVRAREEANER

FORIFAF

ZEFEABREERERTIEE , BXUAEMEWIE T T I L REME

B BEESERNESIHEEBEHANSE 5.17.6 A EFMAH Amazon MQ for ActiveMQ KL EFE

o

- BE: THIEREXEEESER | XEIRI (BXMH). XEREP (ESEmILE), EEL (REHM)

N EBIFER (A #EEILER).

- BITEREE . BERABHEREEARAN ng.m5.large A EWREREAHITER,
- MEFE  FESEHNEREEAREASZIABRANBENEFF/FRRERER,
- REEAMRE : ERE/EA Running REEXARENETEREEABRVERTAEREN,

SR (EEN)  BEUFHNETERERER

BUFHETERERER

1.

2
3.
4

B A Amazon MQ £ &,

£ Amazon MQ 2 &K "RERX, EEL , EEEURERK,
EERREEXSIZEAL |, 812 Apache ActiveMQ,
EENSENRFTFEENTEEANBFREERT , #1T F5IEE

e EES  BEBEAD/ESTHINEERESTAS., FRAY/ESaPRNEERHESTH
MHEEMETETAREFIRMERBERNFERX , YRERFEEHEEH, EEREE SR
B EFARER K Amazon EFS BB, MEFMER , F2EAmazon MQ for ActiveMQ
REEXWIBRIE,

BET—%

£ Configure settings (¥#1T5%E) EHEM Details GFHAEN) B+ , FITUATEE -

a. WMARERERNEZRH.
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/A Important
B NEREEXNEBBPMABAS2EBER PI) IHBBRRBBREH. Hitd
AWS RETTEMHNEELZRE , B CloudWatch Logs, REREXZBTERART
BRHBBEHR,

b. ZIEREELAHTEEER (HIW , mg.m5.large). MEFHMEF , F2 B Broker instance
types.
7. 7E ActiveMQ Web R AEFENRERYT  REFEHAEEBNEER. UATRIAEARRKEEXNERE
BB

C EHNEAEEBRESSERTT. RIS, 9%, ERENDREE . _ ).
. BEXAZHE 12 BT, BEED 4 EAR—F , MATELLEH. SHRZH ().

/A Important

ANEREEXEAERBINABASDEBEEF Pll) REMEERBRAET . Hit
AWS BRI EFMH T REEAERTE , 2 CloudWatch Logs, REEXEAEEZBT
BRARLERBRAER.

EEERNZEEES LY Amazon MQ EEERESHEVEARARERER, ZETUEERER
I CRDR £&# RPO #R&E, ZEFE "CRDR Af, M "TRPO RAE, # , BHBERNEEBEREE
tENEHRETR,. RAEERYREEE L , B "CRDR &, = "RPO #R&E, ,

SR2: BURAAEEIANER

1. 7£ Amazon MQ F# &K "RERER, EEL | BEBRVEXRPNHE,

2. EEEFEDNEEEEL , ENEEAS CRDR FEREEXFANRERERN. RRBET
_io

3. EREEAMEEAREL , FATHAAYREREFELE.

4. HEBBPNEEMN ActiveMQ EZEAEAEERT , RHEFANERXNIRAEAENERER
BANER, UTREEARCERXERAERBNERRE

- BNEREEBREISHET ., BiTHR., D8, EEMBAREFR -._~).
- BRLAZLBE 127, B2EL 4 E—Fn , METESIEER. BRIEFR (=),

#Y CRDR REREX 80
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/A Important

ANEREEXEAERBINABASDEBEEF Pll) AEMEERBRAET . Hit
AWS BRI EFMH T REEAERTE , 2 CloudWatch Logs, REEXEAEEZRBT
BRARLERBRAER.

5, EREEACEHETREFINENERERAEERY , RESFREENEAREEN ZERAE
MEAESBNER. UTREBARNKEEXCRAERBNET

- BRERAERBRARETESRET L. BTHR, 9. EEFBREFR (-._~)o
- E/VAELE 1287, SEEL 4 AE—Fx , MEFBEZER. BRIFR (: =)

/A Important

BOEREERXNEHAEEBIMABASSEBNER PI) EMBRRBREN. Hit
AWS BREAIFERNEBEEHAERRE , B3 CloudWatch Logs, REEXNFAEEZBT
HARLERBRER,

EITEMEMRE, RREBEET -5,
6. EREYEVERL K REAEFIAEEXFEEN. AREERVELFNRE,

7. BEEEFRBIERERER. ERMESENRBEARERER. IEERENMBREENNIE
~ , 8828 Rebooting a Broker,

WER ActiveMQ REENETEMRENFHES , F2EH AF  BUWERE ActiveMQ KIETE
N

fHiBR Amazon MQ BEFHEREBERERER

HEMBRETEIELAEEFHENES (CRDR) KEEX , BLAXEUEEY , RREFTRBRER
Xo TNHERRBUAER AWS EEFEABUEEHNEMRBAERR,

1. BEFNKEEEL , ENEZEUEERHAN CRDR REEX , AREEFRE.
2. EREEARERENENERERY , EFECEREENEY.
3. HEREREFE@A "HE UHERENERE, RREFIERERAERY.
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4. EEBEHRD E'.HE;I%EE%TE’JEEPCIE&‘R ERMEEENRBEAREER. NEEEENMD
REBEEXMWIER , 2B Rebooting a Broker, FEREBEAEFHBER K MERBEXHFSEUH
B, WHAS /”JJHH*JIZ?O EEMBRENRERER , 5528 Deleting a broker,

REIRAERE , & Amazon MQ EXARERABEAATEREERA

[

EEREREARERARAR/TIEREEA ALK , TURMBRIFTHBE., EGRABERRERE
‘ﬁﬂv : Eﬁﬁfﬁz‘ﬁgﬁﬁkﬁﬂiﬁfﬁfﬁﬁ@o

e -—BHRABERTAL, ELFREBERETHRE  UREREEAHES —BHWRE. &£
AR ARV REEXE-BENERT , TREF —BREHAFRERTELEARERN, &
AEAE , MERKEEXS U HEEHEENRE, THRERKI , BURN M@ i ErEERENEESD
MR R E R,

REBESHTANASEER -3, BURERERE  TREREEXEAMEENRE, FRARE
BEK , TREEFAMEEXNSVNRARFERERE K MAFTSFHENERERRBLL , BFFEF
FEEREEARIEMAR. FEBERFIURNRKR T ERENEFRRE | tW3EEURR 2 HEEH%
=B,

TERANTE , REFEZERTIHIAREEARECALE , REEXNITEZ A FImERNE L.

EREFT  FEREEN VPC FHAFRELZERFETRELEE-DHNREEE K BFTBERER

AEERRAES, EERTIEHZEMERERAED —HNWRER K EREBEBERELTKAER
RERARASTEREERN 28 , EXREREAN VPC FHAFRELZERIERRERER,
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.........................................................................................................................

us-east-1 5 :
: VPC-abc P ]
2 . Replication
i Traffic
Primary Broker Replica Broker
Demotion in Progress ] Promotion in Progress
1 : 3
EC2 Broker Client EC2 Broker Client

TERAREFEREZNREEARE. REEFAREEXRECRARTEAEERAAE , YASEK
ZRAFImER, APRAKEEXNEENERER,

-------------------------------------------------------------

Replication
_ Traffic

x Replica Broker Primary Broker

3

EC2 Broker Client P P EC2 Broker Client

.....................................................

..........................................................................................................................
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ERAEZARABEAREREN

HEEAVRHREBERAEANEREN , % Amazon MQ EEEHHIT FIIFR.

(® Note
HLEFETEREEX LRBVRIREBE,

1. IREEFARERAMENESE, &t "REREX, X, ENEERARFIEAEEANERTER
REREN,

2. ERERAFEEFAEREL , ATUTER:

1. BRAREER.

2. ERERES , BREERGBHEBE,

3. EXFHRPEA "M, UEDRENEE,
4. EEWHES.

BBREREcR  NEREANAEELEAREBEETH, FERETHKE , "REEX, FEE
mHEREESEBRERE,

(® Note
REEEVEFAREEXBSI EERERL. TERRERNEMERR.

Amazon CloudWatch FH B EIGERE T IEE

Amazon MQ for ActiveMQ B EIFHEREBTIIRERME T ZEEE , TAREZEZIENERARERNT
S, TAMNME. TEEEFHE , AEESPNEAERE SBEKREFTEEGPETERER
ANWIIETEEER, MERFEEFINETEREBEERNLAN , BULEHRBURSFERE |, SRE
EFTPHNEARERARAAFTEREREN. WFERIR Amazon CloudWatch P EEIEENIET , F2
B B Amazon MQ By CloudWatch 54,

CRDR B3

T3 EBFCRE Amazon CloudWatch R EBIEENFTEL RN, ERNEREFTRALERBRR
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- BETEAIRRE (TCO) : BRTRVEFRIE,
- BYKRE (TC) : TERERAEER/BMTI LEVSEHNKREE. TENEXRXREEAREDEM.
- BERE (TD) : EHANEEEEFAREEXNKEN. EEARERKERERX,
- RERE (TP) : EARERARNRESHNEER, EEAREFAREREN,
i (TA)  TEREEXAYEREHANKEN. EEAREIEREER,

F A CRDR CloudWatch 1R R L {1/ A S B E M AE

FERRERT , Amazon MQ AR EBREXBAEE, BLEBFE Amazon CloudWatch =2 &
HERA CloudWatch API , RGN REBEREE, THEEGRN TH# CRDR REEXWERZTNL]
B REBEMEL

Amazon MQ CloudWatch #5#& A CRDR HWEK

TotalReplicationLag FEREBEEX LRE —BRE
REHN TAM TC 2EHHE
fhEEE

ReplicationlLag EARAREEX LRE —ERRE
REHN TP M TC 2EHTHE
ELETN

PrimaryWaitTime FEREEX LEZ —BEE
HEH/KW TCO M TC 2EMHE
A

ReplicaWaitTime EAREEXNLBE—ECRE
HEHH TCO M TP 2EMW A
ELETP

QueueSize FEREBER LEBFTHH X
REMHEE,

TotalReplicationLag M ReplicationLag MAFENEAREENZHEENEE. EMEE

BOTARAGETHTNRIREBRBREERSARBE K,

BE
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PrimaryWaitTime Fl ReplicaWaitTime AIARKHERTEFPEAFERENRE. WREEN
EREEN , TRRTEREFCREIERF. EREENERTRESERRSE. REEFRD , X
RERRKEBREBE,

ActiveMQ # £

LU ER P AR FERE ActiveMQ REBRER . ZEMF A ActiveMQ Java EHIFERNEE | BHE
Z8 Java ZEMFAREN  WHEXBET LEF,

e

« BN HERE Amazon MQ REBERBK

. #§ Java FEARRERZIERN Amazon MQ RERER

- BE ActiveMQ REFZER B LDAP

- B3 (GER) EEE AWS Lambda EHE

« B ActiveMQ REEXFEHE

. fm¥E ActiveMQ KEEXEAE

o MR ActiveMQ KEBEXEAE

« ¥ EH Java Message Service (JMS) £ ActiveMQ Y iZE/EEE

B MR E Amazon MQ RIEZER R

REEAEEHZSERMMEATFE —STEEREEXHEA P/ FnEREAER, FHEEF , &
1T A ARIRE R NAERET S MEREEXNREEXEE,

WERSHNBBNFANATES , F2RTIAR

« REEXH Amazon MQ B
- FREMEEENAERIER

* networkConnector

* networkConnectionStartAsync

+ ActiveMQ X #Y Networks of Brokers (X T2 =4 E%)

Ea LA Amazon MQ £ & KE I Amazon MQ RERERMEE . ARG LIEREIRE I MER
EERX K REEEEFNE 15 2ENRFETK.
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TH

- JEREEM

- SH 1 AHRERIZBNRE

- $H2 RERERIN@REHESE

- BBSR

T IRAR
EEEVARERXER K SXEEFTHER :
- MERZERREFPFHRERN (EXHBREFHHE S MyBrokerl M MyBroker2), MFEEER

BEVRERANFAES  F2RAM  EYIHERE ActiveMQ RKEEN,

- EMEREEASENRE—E VPC ¥ F VPC #, WFE VPC WEFMER , 528 (Amazon
VPC fEAEHEE) FHERE Amazon VPC ? M (Amazon VPC & EEER) FHHER VPC
HEHE?,

/A Important

MBEREFERN VPC, FHREBSZSHE  RISNBELXRBIUELER, MEFMAENR ,
B {(Amazon VPC R &MY RN TIIHEE :

- BITEFRH VPC
« BIYFERTEE
- BYRSEAE

2
r:

- MEFEAEEAMEREEAEEHRNEARE. NEEBRERAFEHAENFHEHEEN  BSRE
ActiveMQ REEXFERE,
® Note
# LDAP B0 BB HEAEBENMRESK | BRESEAELU ActiveMQ REFER X LDAP
RAEFE,

THWEFIERAMEE —STEENAEREN. T8  SUNEREET/ SN REEAHAERNXE
EEANES , REUREREANER.
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FR1: AFREEXNCENRE

if

BYREEN 2R , B4 ARFRECENRE.

et

1. 7 Amazon MQ 3£ & |, R MyBroker2 BHH Details (FF#1E ) B
A, 7£ Security and network (Z£EEf85%) 2T , BELENZLHERBER
s

FEENE R EC2 & XRIXM Security Groups (Z£ & 4) B,
2. RE2BHEBEEZELENREEE,
3. HEEEMHZRTS ,IEE Inbound (BA) , RERIRIE Edit (fRLE).
4. 7 Edit inbound rules (fREEE AR A BFEFRF , #738 OpenWire im BRI AR B,

a. I1E#E Add Rule (i8R 8I),
b. @A  EHBET TCP,
c. &F¥ Port Range (E#ZiE%IE) , 8 A OpenWire E#EIR (61617).
d BITUTEE—E:
o MREEPREEISE IP it AI7FE , BIFEEE Source (BRIR) #E3FiREL Custom (BE]) , A&

B A MyBrokerl BV IP thil , B H#E /32, (EER4 IP it EIRABMA CIDR io#k). M
THMER AR EEER A,

® Tip
= ZEHE MyBrokerl §9 IP #usit , 387 Amazon MQ £# & £ | BEREEXH
21, AR BIEZE Details (FHENR) ER.

- MREPAERAB/ALE , YRBRE—@ VPC , RIFERE Source (3RIR) #EFHER
Custom (HEF]) , REB&W AEPTREL 2 EE/Y ID,

(® Note
ARAEBRERERE  S4AFER P thit KR FI1FEL
e. ig]%ﬁﬁo

TN REEXRECTEIBEAER,
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$ER2

REREEANMBEEZS

EAFREEXCENREZR , E4AHBET —EREEN , REAEMRER:SS

1. HmEARERERN MyBrokerl WA,

a.

b.

£ MyBroker1 (MyBroker1) EH L , ### Edit (fF¥8).

£ Edit MyBroker1 (#%# MyBroker1) EHEH Configuration (#158) B , #IZF View (&
R)o

FEEN S B RAEMEANKRERERSIZBERMIRA (420 Apache ActiveMQ 5.15.0 (Apache
ActiveMQ 5.15.0))o

£ Configuration details (BREFFME ) ER L , SEREREITHESE. AR XML BB
REENERE,

i#1Z Edit Configuration (#REEEAE).
EHREERERMIKEE |, #§ <networkConnectors> o RIS , REMATINENR :

« WEERIEREZRAY name,

- MERKEREXEFRH ActiveMQ Web £ & username,
« XA duplex E#R,

« BITUTREE—E:

- MRLEBREBEENEEINE -—FTERNRERN , B8t static: FA uri 5
# OpenWire i 2t MyBroker2, 50 :

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"
duplex="true"
uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)" />
</networkConnectors>

- MREEFEREBRIXEZIEEP/STHRERS  BUTIHIERSH ?
randomize=false&maxReconnectAttempts=0 st MERBERERXMER static
+failover E#A OpenWire U2 uri, a0 :

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"
duplex="true"
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uri="static:(failover:(ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617,

ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq. us-
west-2.amazonaws.com:61617)?randomize=false&amp; maxReconnectAttempts=0)"/>
</networkConnectors>

(@ Note
BAMA ActiveMQ R BB ZE AN RFE

f. BERT
g. 1E Save revision (fEFi&ck) BEEHL R , A Add network of brokers connector
for MyBroker2,

h. & Save (#fF) LAREFERBRIRA.
2. #mEE MyBrokerl UREVHNEASZHNWERERAR,

a. TE MyBroker1 (MyBroker1) EH Lt , #1% Edit (§R8).

b. 7E Edit MyBroker1 (##@#8 MyBroker1) EH# Configuration (#858) EEH , i##F Schedule
Modifications (BFR21& ).

c. 1£ Schedule broker modifications (HFFEXERENIER) EBRAF , i#1F Immediately (ZEN) EA
1BX,

d. BEEH.

MyBrokerl EEM MBI Y EA CHEENERAR,

REEXEREEIL,
®_EIR

RERBRAEBZE  ATLRRELNEARL  FURZES,

/A Important
e HMyBroker 1iE#E 8162 (EAM ActiveMQ Web 12 A&) MiEIEIE 61617 (BEAR
OpenWire ¥ %) ERAERER | RIENAKERKEBABEANELR,
Bt FERELLBHENRE , RAFEEENERFERIREEER,
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1. 7 Amazon MQ E£# & , BIEZE Connections (E#R) B , AEFL TRERER MyBrokerl £
ActiveMQ Web E12 & if B

2. BIEZENRERER MyBrokerl iy ActiveMQ Web 2 4&
3. BEWHFPMERBEESSCER , BEE Network (#58).

Ti Network Bridges (#858#51%85) B , MyBroker2 F & B ith 1t &% Remote Broker (iE
mAERER) M Remote Address (B im i it) # .

4. RBEREEN MyBroker2 ERFEERNE MM , REMERE. Sl

activemq consumer --brokerUrl "ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617" \
--user commonUser \
--password myPassword456 \
--destination queue://MyQueue

£ A& A EMRE MyBroker2 By OpenWire im®: , YWHKEARBT5 MyQueue BIFAE..
5. RYAKEREX MyBrokerl EFFEERMNEMMEEE , REVLEEENEX—LAL, fiw .

activemq producer --brokerUrl "ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b132al-1.mq.us-east-2.amazonaws.com:61617" \

--user commonUser \

--password myPassword456 \

--destination queue://MyQueue \

--persistent true \

--messageSize 1000 \

--messageCount 10000

S EEERE MyBrokerl By OpenWire W% , YRR EEEFE TS MyQueue HIFAMEA

/CN 0

# Java FEAREEREIEH Amazon MQ RERE

E 3 Amazon MQ ActiveMQ RERER % , i&?TRH‘%@FﬁﬁEﬁLEKUEO T5gEHlReE A EA Java
ALK (JMS) B ERAEBEXNMNER, BUTIUREEALE, NETENEAT Java &EHl , F2
B Working Java Example,

BALAMERZE ActiveMQ F FiHE#EE ActiveMQ RERR., BEF A ActiveMQ A F iR,

# Java ERAENERIEHRERRN 91
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&
o SORRM

- BEVASEEENEEAR
- BUASHEENMZERASE

5 IR{R M
B VPC Bt

EERFRNRERKXTLUE VPC AFE , B4AMA enableDnsHostnames # enableDnsSupport
VPC B, MEFHMENA , 5528 (Amazon VPC R EIERE) F#H VPC ## DNS Support,

BB AER
#Z | RENEREXRAEAER.

1. %A Amazon MQ =8,

2. #RRERXFED  BEENAKEREXERE (KW, MyBroker),

3. % MyBroker ETHH Connections (E#R) BERH , ;8 FTRERERN Web & URL MR EA
ER AL FE LR,

4. £ Details (F¥#E ) EERHY Security and network (Z 2 E#85) T , BELNL2BERER
2

FEENE R EC2 & XRIRM Security Groups (Z£&4H) B,
5. RT2BEFEEREBELANRZEREE,
6. EEMEMNERTS ,IBIE Inbound (EA) , REIRIZ Edit {RE).
7. £ Editinbound rules (fREBEARA) HEFEARD , ACELEFINEME URL ik 2185 Al
(THEHIE RN RERER Web ERABITLHEIE),
a. 1 Add Rule (FTiE#HR 8,
b. &¥|A  EEEHF TCP,
c. &F¥ Port Range (E#ZIEEE) , WA Web R AEEIE (8162).

d. &¥f Source (3RKR) , | Custom (B7]) RIFEREVRE , ARWACHFLERHTE Web T2
AWRF P it (B0, 192.0.2.1),

e. 1EE Save (RE).
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LN REEXRECTEZEAER,

¥18 Java MK

# activemg-client.jar M activemg-pool.jar EXFIEREH Java FHIER, AT EHIE
~ Maven B2 pom. xml ERPH I EKEFEBR,

<dependencies>
<dependency>
<groupld>org.apache.activemq</groupId>
<artifactId>activemq-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemq-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

W activemg-client.jar WFMEGR , 752 E Apache ActiveMQ XHH ¥R 4ERE

/A Important

EUTHHEHARERNGT , EEENHEESEE - THETHT. YREERR FAERE
EXANTERRERE)  FRELANEEENEEEETRAN EMIBTHE LT,

BIUYAEBLEEEMNEEAR

ERATIERRELASEEELRERFAS.

1. ERAREEANGRHEAFELEEERL IMS EEEETR , ARY TR

createConnection /A%,

® Note

HAERF/FHAREREN , Amazon MQ 2RMERIE ActiveMQ Web F#& URL , {E—
RRAE—EEAFH URL, E#E# , Amazon MQ AFEER B CIREMERE: , 8
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BEREP—XRAE—EEATNRH. -1/ -2 BEBX~eEEES, NWEFMAER , F
2:89 Amazon MQ for ActiveMQ RIEBFE R K SPB 1R IE,
HRBRBRBAGERE K CEZAFTEAERXFRAZEREEHERIT —wE,

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new
PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

// Close all connections in the pool.
pooledConnectionFactory.clear();

® Note
AELEEEE—EFH PooledConnectionFactory $85l, MEFMENR , F2E—F
FRERERE,

2. BIT/EMEE., &5 MyQueue HWITHIMARLEESE,

// Create a session.
final Session producerSession = producerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession.createQueue('"MyQueue");

// Create a producer from the session to the queue.
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final MessageProducer producer =
producerSession.createProducer(producerDestination);
producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

3. EBYVFEFE "Hello from Amazon MQ!" , REEXAL,

// Create a message.
final String text = "Hello from Amazon MQ!";
TextMessage producerMessage = producerSession.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

4. BHREEE.

producer.close();
producerSession.close();
producerConnection.close();

BUARHEEMZEAS
fEATIERRRIABEEE LEKAL.

1. FAREBEERANFEAABRLEEEEY JMS EETLRK , REY T createConnection 7
Eo

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.
final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();
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® Note
AEHEETHEMER PooledConnectionFactory hl, MEFHMEN , FSEA—EF
REREE,

2. BMTEMEER. &4 MyQueue fFHIMASHEE.

// Create a session.

final Session consumerSession = consumerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession.createQueue('"MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer =

consumerSession.createConsumer(consumerDestination);

3. FREFHALE , YEABREREVAL,

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage) consumerMessage;
System.out.println("Message received: " + consumerTextMessage.getText());

(® Note
B2 AWS AR ( H1#0 Amazon SQS) £ @ , HEESFEERINEER,

4. BARDHEE. TFHERMAER.

consumer.close();
consumerSession.close();
consumerConnection.close();
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B4 ActiveMQ RERZE LDAP

/A Important
Amazon MQ A X EFE CA BITHMRRBB/FE.

BALAMERABRUA TLS BT 5@ B ERFE ActiveMQ RERER :
« AMQP

« MQTT

« MQTT over WebSocket

» OpenWire
« STOMP

« STOMP over WebSocket

Amazon MQ £#t 7 F4 ActiveMQ B0 EFEM LDAP o BEFEBENIEE  UREEFEHEF TN
., MEHE ActiveMQ EAZEZBANHHIHEBERFINERER K F2RERSE,

& ERE ActiveMQ EFRENBFEFLRTIMNER , BLERERERESWERE, Amazon MQ £/
ActiveMQ WEE S 7 BENHER , SERFNBEARFRBEN, MEFHMBEANSES  F2E —2
SREZEME M authorizationEntry,

(® Note
BH , Amazon MQ X EHAFImERES 7 BFE,

3]
« E4& LDAP E ActiveMQ
o FEIRIGH

- LDAP AFH
- LDAP BEHEESR
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B4 LDAP B ActiveMQ

BAZEBREFERER B RFIEAGE (LDAP) AR:I{FHNEAEREE Amazon MQ EHE. &
AT LA, MBRAEN Amazon MQ EAE |, WIHMEBNTIINFFAT, B, EFAMBRAERE
XZENEBREXNEE IAM B AER , Y RE LDAP B4,

AHEF A LDAP ARSEMCMEREEHR Amazon MQ REERR B0 BENEENEZFTLUFEAK
IhEE, EFMEFEREEAERREE LDAP AR+ , TEHRUHBENEEELEAERNERN
E y Eﬁfé\ﬂ%FEﬁ$u*zﬁEon

Amazon MQ A Apache ActiveMQ JAAS S EZNHY LDAP X #. Amazon MQ 3z E{E{A
LDAP a1 iRzS , Bl A2 Fr X EH Microsoft Active Directory 5 OpenLDAP, MENBER K
HEF , FFSE Active MQ XL £ —H,

BRYEAEZIN , LETLEIR LDAP ARF[ABEHERCAEEEH TENTINFIE, &£
LDAP fAfREFFEU AR EENTHINIEE , RREFFUEIRIGHIEE LDAP £REREFA , BN #IT
LeBE, AR BRREAEREA LDAP ARSFEEREEHR,

/A Important
£/ LDAP 5 , B0 BETES XIS , EREHENEREERBED KR,

FORIFAF

#% LDAP X EF B EMHHNEA Amazon MQ RERR 28 , BLELRERBIRE . LABUEKRH
MRF = REie iR EE LDAP fAlBREFAVIELR , MELAER ERMFT I T REETIER. LERBIRFEAE
HAERENRE LDAP B 5 58E ., EfEENAFimEREFEEBEENERETRE,

RIEWRF 2 LDAP fAfRES P AR ERNIRE ., ERZEE LDAP BEXR |, BRANERME —XRERS
EAER, REEHE , MERRNAFIHEREDIEIR LDAP [ARFETRE. BHNRBIIREEA
BERgUmzEER L2 MGH#HEFE , 28 Amazon MQ 1] AFEHL

ZEH ActiveMQ BE |, LDAP AR L EEREW B K EABMEE DIT), MEERERILERE
MEFILdif IR , FFSH ActiveMQ XN L L — BRI T LDIF {5 E A LDAP ffR28,

LDAP AF4

EERKRER , FEEE Amazon MQ £ & , RARELBEIYFH Amazon MQ HFERFREER
1 1TIEBEEF | 122 LDAP authentication and authorization (LDAP & 7 ER & M%),
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RARKIRSHERER
« Fully qualified domain name (EZBiHEHE) EHHZFHF 2RI NBREFE R LDAP FRSFME.

® Note
BIRMW LDAP AR ZEMEEBI SIS BAHEREZEERT. Amazon MQ BE R
EREEZBaEmMN LBRAWE 1daps , Mk iNEREEIER 636,
Flan | RSB MELA TR\ - example.com , Amazon MQ €FH LT
URL : 1daps://example.com:636 RFEVZM LDAP falfR2S.
ATERAREEX I MEMNIEREE LDAP Fik5EH , TEREEBL AT BBEN. EEF
LDAP iRz R EFMENRZE , FRFFARBHBARBNPNBARE , IALFRERER
N VPC AR E,

- Service account username (BRISHR = £ & 18) FAR#IT LDAP RSB VIRBEZFEAEN YIS
o
- Service account password (RRIERF 215) MTHRBRE 2 FEHENZRE,

TERERAELFAENNME.

B & ActiveMQ RERE X EE LDAP
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Authentication and Authorization

Simple Authentication and Authorization © LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
SEerver.

Provide details for your crganization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully gualified name of the user that opens the connection to the directory server.

myserviceacccount

Service account password
The sword for the service account provided above

Maximum of 128 characters
Show

LDAP login configuration

Your server configuration to search and authenticate users

User Base
Fully qualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above
(uid=0)

Role Base

Fully qualified name of the directory to search for a user's groups.

ou=user, dc=example,dc=com

Role Search Matching
The search criteria for the group object applied to the directory provided above.

(uid=0)

P Optional settings

£ LDAP login configuration (LDAP ZE AR EERH , R TIXEER !

* User Base (fEME&EM) B HEABRERE DIT) PR ESERE < HHAVYRI B,

« User Search Matching (£ A& S L) LDAP ESERKRH , AN E K userBase AWEH
. AFRNERAEEREENABSHERETY {0} BENE., MEFHAEN , F2H 55958
& & Authorization,

- Role Base (A EMR) DIT PEESAGCZHMNHAIERE, AEAUURESHHKPHAHERN LDAP
BEEE. RANACGEHE RIS ABEBN —EBMY , fl—KREH (CN), AR5 —EBH%
(40 member) , HERRBRAGCHECFAENHIEBRFEAEELR, Hlm , BREEBEN
group , BRI UREMAT#HEIE T : ou=group, dc=example, dc=com.

* Role Search Matching (£ & & b ¥) LDAP ESEH& &4 , NS, roleBase AN A
B, userSearchMatching LW FERAERZBEERNAESHEREFTPN {0} HENLE. A
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FisERAEEREENRA (1) AENE. i, MREHKFNAREBIEZER nember WEY
(BEZRARYTMEERAENEAEESR), BUNRHUTESEHERY | (member:=uid={1}).

TEREREEELFMERNME.

Authentication and Authorization

Simple Authentication and Authorization © LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
Server.

Provide details for your organization's Active Directory or other LDAP server. Info
Fully gualified domain name

example.com

Service account username
Fully qualified name of the user that opens the connection to the directory server.

FTI}I'SEI’VICEEC(COLII'It

Service account password
The password for the service account provided above

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully qualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above
(uid=0)

Role Base

Fully qualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

(uid=0)

P Optional settings

£ Optional settings (BARE) BEF , BRIURMETIERAER !

« UserRole Name (FAEACER) FAEFHEREERZEAEEHKEETH LDAP BHEERE, &
REFRT  FREACTHRSUFERAEBHKEEPHNBMHENRBE. userRoleName BE A ER
RELBHENERE. flm, BRMAZEUTFERAEES -

dn: uid=jdoe,ou=user,dc=example,dc=com
objectClass: user
uid: jdoe
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sn: jane

cn: Jane Doe

mail: j.doe@somecompany.com
memberOf: rolel
userPassword: password

EEH FRFEHRMERER userRoleName , BEIETE member0f B4, MIRE7BRERI , g
AEAEERAR rolel,

* Role Name (A28 AGHETHNHESEEY K HEAXACGHWERE, flm , BUUAREE
BN —REBBIEE cn. MREFIBMEKY , IEAEREEREFMBNESEACEEN cn BX
=8

- User Search Subtree (FAEE S FHEIREHE) £ LDAP SHEHSEHANEE., WRA true , &
EEREAES userBase FIERNHH THERE FEBMRER,

+ Role Search Subtree (B ®IE S FHREE) & LDAP ARESEHNEE, RS true , HEE
HEREE roleBase FIERMEI R T E(E FEBIRE B,

TEREEEELRARENLE.

Role Search Matching

The search criteria for the group object applied to the directory provided above.

¥ Optional settings

User Role Name
Specifies the name of the LDAP attribute for the user group membership.

Role Name
Specifies the LDAP attribute that identifies the group name attribute in the object returned from the group membership query.

User Search Subtree
This defines the directory search scope for the user. If set to true, scope is to search the entire sub-tree.

Role Search Subtree
This defines the directory search scope for the role/group. If set to true, scope is to search the entire sub-tree.

LDAP BEHEERR

BAZERBIMEETEERNER : FORIFEBNREER,
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FEGORE , AFREABRLARENN., SEEAENSHY LDAP ARFNEAEER P
EREEITRE,

REE ActiveMQ RERERWEAEER X EIEE DIT FA4FEREFHFE LDAP ARSB[IPHWE R, 4
m , MmREEH R AWS Managed Microsoft AD , T BI&#EE @I TH corp. example®l com,
W EHELEERBEN corpM HWBETHFUsers , BEFERATHEEMALHNEREER

OU=Users,QU=corp,DC=corp,DC=example,DC=com

ActiveMQ REREXE#E DIT #MWERMLERSFEARAE , UERIFHAEREXNAFIRmERF R,
| Active Directory Users and Computers

File Action View Help
e | F =z HE TREY

| Active Directory Users and Computers [WIN-IL
| Saved Queries

v 3 corp.example.com
2| AWS Delegated Groups
= AWS Reserved
_ Builtin
| Computers
v @] corp
a2 | Computers
2 Destination
3| Group

H%& ActiveMQ REEXBEREAENBHEEBEINRBEA uid , EXERESACFEAEREREL
B, RTHEER , BUEAERENERERAEER,. NFEFHEA , F2HE activemq [R5
NEEFAE Windows Server 2016 (& #&#8) WA Active Directory £ & M B PELE 1D BRET,
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https://github.com/apache/activemq/blob/c3d9b388e4f1fe73e348bf466122fe6862e064a0/activemq-broker/src/main/java/org/apache/activemq/security/SimpleCachedLDAPAuthorizationMap.java#L89
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm

Amazon MQ HBEABER

EEABEERAERA ActiveMQ A 7FE , FBREMMER amazonmg-console-admins &
#H.

Authorization

FERE A gEREEERPEEFTHSER., RESRESEENt (HEAFT. BHNHE) ii
i cachedLdapAuthorizationMap ok (EREZERM activemq. xml HHREEEFIRE]) ETT,
ﬁn¥%ﬂi§ﬁﬂ y nﬁ 2 BﬂTJ&HﬂH’J LDAP E*E*E%Ho

(® Note

ZeeHEREREXNactivemg. xmlBREERPEMA cachedLDAPAuthorizationMapt
% , BWABTEIEIR B AR AWS BEEFIEARKIERIE LDAP B0 RBMNZEEE | 5
FEB BREME AWS EEEES |, IEA Amazon MQ APl Z I #4ERELDAPRF | #%
authenticationStrateqy BMRES

BN BRETH =EBM4MAB cachedLDAPAuthorizationMap TEMN —3F5 :

* gqueueSearchBase
* topicSearchBase

* tempSearchBase

/A Important

ATHIEBBREFEERARBEXNNELEES , Amazon MQ FEIE T BHEERAR
cachedLdapAuthorizationMap # :

e connectionURL
* connectionUsexrname

e connectionPassword

EHEVRERERXE | Amazon MQ #8485 1B AWS EE TR ARE API FRH
ldapServerMetadata B IRHNESRA LRBM,

AR ’R& cachedLdapAuthorizationMap #9IE % E/EEHI,
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https://activemq.apache.org/cached-ldap-authorization-module
https://docs.aws.amazon.com//amazon-mq/latest/api-reference/configurations.html#configurations-model-authenticationstrategy
https://docs.aws.amazon.com//amazon-mq/latest/api-reference/brokers.html#brokers-prop-createbrokerinput-ldapservermetadata

Amazon MQ HBEABER

<authorizationPlugin>
<map>
<cachedLDAPAuthorizationMap
queueSearchBase="ou=Queue, ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
topicSearchBase="ou=Topic,ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
tempSearchBase="ou=Temp, ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
refreshInterval="300000"
legacyGroupMapping="false"
/>
</map>
</authorizationPlugin>

ELEGHRL DT FIEESEENMFFAINNVE, Hit , ¥R LR & AWS Managed Microsoft
AD , f£H corp. exampleX HWHHREMBEFH Tcom , BRI LIEER A WEBE N destination , A
SEMEEWNHER, £ O0U A, BE5EA queues, topics & temp BHI#IET — @A,

ERTENTIESER SHETIEENBNMRMUREES) SEEN DIT PEBUTNE :

OU=Queue,QU=Destination,OU=corp,DC=corp,DC=example, DC=com
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. Active Directory Users and Computers

File Action View Help
e 2nFE 8| XEG=H

1 Active Directory Users and Computers [WIM A

| Saved Queries
v 33 corp.example.com
3| AWS Delegated Groups
2 AWS Reserved
| Builtin
| Computers
v (3| corp
3| Computers
v 2 Destination
2 Queue
3| Temp
3| Topic
3| Group
3| GroupTwo

= | Users

—

Efi , EEME 7 EAERFFAREMR DIT FAVERELR

OU=Topic,0U=Destination,OU=corp,DC=corp,DC=example,DC=com
OU=Temp, OU=Destination, OU=corp,DC=corp,DC=example, DC=com

EEEAENHER (7Y, £E, EH) PN OUH |, IIUREERAFTFAIBERENLER, flin, BE
AL HIE R DEMO.EVENTS.S BB E TSR RERA , BRI SIEMI LT OU
OU=DEMO.EVENTS.$,0U=Queue,OU=Destination,OU=corp,DC=corp,DC=example,DC=com

(® Note
DEMO.EVENTS.$ OU 2% Queue OU A,
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FMBABER

WFE ActiveMQ RERF THFHEER , F2REAFT

EEABEMFS (%20 DEMO.MYQUEUE) 24t1%#R Al

OU=DEMO.MYQUEUE, OU=Queue, OU=Destination,OU=corp,DC=corp,DC=example, DC=com

_ Active Directory Users and Computers

File Action View Help

e 7@ OB c= HEl T

AIEERLITFIMNIESR

-
-

-
-

v o

REEE

1 Active Directory Users and Computers [WIN-IL A
| Saved Queries
v 3 corp.example.com

AWS Delegated Groups

. AWS Reserved
. Builtin

Computers
corp
3| Computers
2 Destination
v 2 Queue
| DEMO.MYQUEUE
3| DEMO.MYSECONDQUEUE
3| DEMO.EVENTS.S
3 Temp
a2 Topic
3| Group
3| GroupTwo

a | Users

ERRBENHEFIERAFTNEME OU F , BHERIT=EL2EE. MNE ActiveMQ FHFTE |, &
LERBENBEA/EEEFNA, NESEFIAFEAZEATHNDFEFEET  FF2E ActiveMQ X

e,
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https://activemq.apache.org/wildcards
https://activemq.apache.org/security
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BNAEL RS BEME A read, write X admin, EiEEZLEET | BB FERENRE
O MmMEBRELFEAERBERSEHTHBEIENGT T, SEERF TENHESER B NitERERE
ez FHE,

. Active Directory Users and Computers

File Action View Help
e |2 4 0(XE Q=

] Active Directory Users and Computers [WIN-IL A || Name Type Description

) Saved Queries :EE, admin Security Group...
v 33 corp. example.com Egread
2| AWS Delegated Groups %write

= | AWS Reserved
Builtin
Computers

I

M PaRETER

Security Group...
Security Group...

v [Z] corp
| Computers

L¥] lI

| Destination

= Queue
= | DEMO.MYQUEUE
= | DEMO.MYSECONDQUEUE
= | DEMO.EVENTS.S

Temp

£

(FR ¥}
' !

| Tepic

3| Group

2. GroupTwo

2| Users
= | Domain Controllers
ForeignSecurityPrincipals

LostAndFound v

(® Note

ELRNEEESRHEN K HEAEEEREFER, REEEHRERAERR Windows 2000 2
AR AFEREALABERENERE , BMEEEMVR DIT WAREMERR. Windows 2000 2
HXFHRFRPNEHRERETE , EELEARLEHE—N., ATEHREEFGR , B

uuid FEKMINZE admin B4,
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=

File Action View Hel New Object - Group %
L ok AR MM =RNE
] Active Directory Users a }32 Createin:  =.com/corp/Destination/Queue/DEMO.MYSECONDQUEUE
| Saved Queries g
v 3 corp.example.com E are no items to show in thisy
o] AWS Delegated Group name:
o | AWS Reserved ’ admin I
| Builtin
| Computers Group name (pre-Windows 2000):
v [3] corp |admin-alias-t.luid-3f3b6ae7c| |
a2 Computers
v 2] Destination Group scope Group type
v 3] Queue (O Domain local ® Security
5] DEMQ @ Global O Distribution
2 DEMq O Universal
3| DEM(
o] Temp
3] Topic
=] Group Cancel
2| GroupTwo
| Users
= | Domain Controllers
_| ForeignSecurityPrincipals
| LostAndFound L7
< >

EEREMEERRE ML adnin ZEFE , TREAEELNMBRZEE. BEMFHEE read
ZEFATRTCMHREBENR , METEMHMEE write HFETREMRATAZ BN,

BRTHBERNCEAEMEERSFET T2 , BHANFERERE, T8 , @A ActiveMQ BRER
RIBFHEANBUEER , AL AREENENEEEEYHEE groupOfNames , 0 activemq /&
BEXBAT T

MREHTERRE , FEEAEERE uid WHERER. FZ BT Windows Server 2016 (R #&18) ik
X Active Directory fEFZEME P ERE ID BL&,

SER3: (EH ) EEE AWS Lambda EHE

AWS Lambda TJLUER E &R Amazon MQ REREXLEFEAALE ., BELERERENEREES Lambda
i, BUNETE4RRNS  HEFERTIPHNASLRS UARE. fEINSHREMFE St
BHREREREANVAR , WL JSON YHMER ST MHERS Lambda &,

BREREXEET Lambda HE
1. BT IAM AGFTHIEE Lambda HEHTAE,

* mq:DescribeBroker
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https://github.com/apache/activemq/blob/c3d9b388e4f1fe73e348bf466122fe6862e064a0/activemq-broker/src/main/java/org/apache/activemq/security/SimpleCachedLDAPAuthorizationMap.java#L86
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://docs.aws.amazon.com/lambda/latest/dg/invocation-eventsourcemapping.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-sync.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods

Amazon MQ HBEABER

* ec2:CreateNetworklInterface

+ ec2:DeleteNetworklInterface

* ec2:DescribeNetworkInterfaces

» ec2:DescribeSecurityGroups

* ec2:DescribeSubnets

» ec2:DescribeVpcs

* logs:CreateLogGroup

* logs:CreateLogStream

« H& : PutLogEvents

» secretsmanager:GetSecretValue

® Note
BRELEN IAM FFA |, B EBUHEEER IR Amazon MQ &R BEEGC #.

2. (BR) MRZEBURELAUFERMNRERER K SBXEHMTTHES —BEE | UAH
Lambda EHEFERE :

- ABELRTRERERE—E NAT BE, MFEFMER , 52680 AWS Lambda REASEEYF
B9 VPC 1% 4R B S0 9 48 PR 4R B A AR 3% 17 B

« £/ VPC i% B2 3 Amazon Virtual Private Cloud (Amazon VPC) &2 Lambda 2 F#ER, &
#) Amazon VPC th 4 ZEE4RE) AWS Security Token Service (AWS STS) #1 Secrets Manager
i, MMEFMEN , F2E AWS Lambda B A BB IIELE Lambda BT HE VPC i
o

3. A AWS EEFZRE , ¥ Lambda REENRKEEXARESSHRIR, BB AER

create-event-source-mapping AWS Command Line Interface i

4. B lLambda HEwRE —LERNE , LEERAEBEXERANIALE ., SHRFEMRFFEEM Lambda
ABICRARERERRNSIZBER, LLTE Amazon MQ for ActiveMQ {7518 Lambda Z& & &4,

(® Note
EMHEH|F |, testQueue BRIFHINBERE,
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-internet
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html#services-mq-eventsourcemapping
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html

Amazon MQ HBEABER

"eventSource": "aws:amq",

"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",

"messages": {

L

"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mq.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",
"messageType": "jms/text-message",
"data": "QUIDOkFBQUE=",
"connectionId": "myJMSCoID",
"redelivered": false,
"destination": {
"physicalname": "testQueue"
1,
"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerQutTime": 1598827811959
1,
{
"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mq.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",
"messageType":"jms/bytes-message",
"data": "3DTOOW7crj51lprgVLQaGQ82S48k=",
"connectionId": "myJMSCoID1",
"persistent": false,
"destination": {
"physicalname": "testQueue"
1,
"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerQutTime": 1598827811959
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Amazon MQ HBEABER

WMEEREA Amazon MQ E$#ZF Lambda HEFM#EFA. Lambda ¥ Amazon MQ E4RIFEZ EH#
8, LUEREHRREMSSERMEEMERR |, 5528 AWS Lambda BAZ A BiSMT B EFEH Lambda £
Amazon MQs,

B ActiveMQ REEXERE

ActiveMQ £ Al & 2 71 SAFEL ActiveMQ REREXNTINETEMNMASRNERARER. SIS ERER
EREARENA, flm , ERLAFRELEERAEFRN ActiveMQ Web E# 5,

HEAR—EFERR, SUUSHERTGERE  YREATHBEEE, BRNEERETIIMNER
HYEF Ao

@ Note
BEZBUNERAERRERHE. BEAEIDME—UEAEEHEARERR  REBEUFER
8 WELSBREPNAEEREKMNRIFARR,

(® Note

Amazon MQ £ ActiveMQ ## activemqg-webconsoleBH EEMMETIMEENEEEH
A, LEEPHNMEEREESSHEEESTFIE,

UTEFERINMAER AWS EEBE X ARET, mEMNMER Amazon MQ REEXNFEHAE.

B ActiveMQ RERERFEHRE

1. %A Amazon MQ 4,

2. RRERNEE 6 BELNKEREXBE (Bl MyBroker) , RZIZE View details (BR1FFFMEE
o

¥ MyBroker HTHH Users (Ef &) BRT , S HEREEXNABERSE

paolo.santos MNo Devs

jane.doe Yes Admins
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https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
http://activemq.apache.org/web-console.html
https://console.aws.amazon.com/amazon-mq/

Amazon MQ LESC T
3. i#IZ Create user (BAFEAE),

4. £ Create user (B fEAE) HEEAHMF , A Username (FAE B ) # Password ().

5. (BER)WACEAEMBHEARRE , LUEM DM (Bl : Devs, Admins).
6

(2 EERMFEAEZETEE ActiveMQ Web £32 A& |, 55122 ActiveMQ Web Console (ActiveMQ
Web IT?Eﬁ‘)o

7. iZIZ Create user (B FEAE),

/A Important

HEREETEE TSRS EEMAEMCRAE. FEERAEE K LLASHT—E
BB REF B LEEN,

#mE ActiveMQ REREXNERE

ERMERENERE , FRTTHIEME:

1. & A Amazon MQ 2 &,

2. RREENBE  BELSHRKERENXERE (H120 MyBroker) , ARIEIE View details (RIZFHE
Eﬂ)o

f£ MyBroker BT Users ((EA %) B+ , 27 HItREBEEXNAEERSE,

paolo.santos No Devs

jane.doe Yes Admins

3. EMENEABRE K RARBREE RE.

BVE &R Edit user (FREFEAE) HFEH K,
4. (ZH) WA Password (F8).
5 (BR) MESBREAEMBNWEESRE , LUEHE 2R (B0 : Managers, Admins).

6. (IBA) ZEFJMFEAETEE ActiveMQ Web T2 A& |, FEIRIZE ActiveMQ Web Console (ActiveMQ
Web £ &),

7. BERGFEAENEE  55EE Done (K)o
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http://activemq.apache.org/web-console.html
https://console.aws.amazon.com/amazon-mq/
http://activemq.apache.org/web-console.html

Amazon MQ HBEABER

/A Important

HEREETEE TSV SEEREFERE, FEEMARE  BLASET @
BN EFRBAEEN,

kR ActiveMQ RERXERE

ELTBRECRAER , BUUMRXERE.

1. %A Amazon MQ 4.

2. RARERNEE  BELNKEREXERE (Bl MyBroker) , R#%ZIERE View details (B1FFFHAE
Ao

¥ MyBroker HTHH Users (ER &) BRT , g HEREEXNABERSE

paolo.santos MNo Devs

jane.doe Yes Admins

3. BEUEHEABR (HII0 MyUser) , REBIRE BB,
4. ZEMEFRTE Delete MyUser? (MER MyUser ? ) B5E R R MIBREA & |, F5iRE Delete (MER)o

/A Important

HEREETEE TEUAKBEFEEREFERAE, FEEMARE  BLASET @
ERERREFRBAEEN,

EEL A Java Message Service (JMS) E& ActiveMQ K9 iZE/EET )

AT gflg R AR EREFT AR EA ActiveMQ :
 OpenWire &5l Java BRIHEEZERERER, BT , YEERBEWALS . NEMETMFMER

B8 , 582*@ Connecting a Java application to your broker.

- MQTT €%l Java BEABEEREAERN, BEYTE , URBHNEKAS
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https://console.aws.amazon.com/amazon-mq/

Amazon MQ

FMBABER

» STOMP+WSS i) Java BB EREREEN, BYTE , UARBHMBRAS

FORIFAF

B VPC Bt

EERARRERNXTUE VPC AFEE , ZB4BERA enableDnsHostnames # enableDnsSupport

VPC B, MEHMENA , 5528 (Amazon VPC R EIEE) FH VPC F# DNS Support.

R RN ERR

BHEURNRFTHXER Amazon MQ , BAEFEREANELR,

1.
2.
3.

A Amazon MQ E£# 4,
RRERENXNEES  BEELZNREREXERE (Bla , MyBroker).

f£ MyBroker EEHI Connections ((E#) BEH ,

TE R uk MIEERR

£ Details (F¥#1E ) EERHY Security and network (Z £ 28K T , BELNLZ2BERBR

A

FEEN S B R EC2 &R MM Security Groups (Z£F#H) BEMH.,
REZSBEFERELNZSEA,
EEEMNSTH , EIZ Inbound (BA) , REEE Edit ({REE).

£ Edit inbound rules ({R¥EE A Al) ¥

(T HI IR HAERER Web E2 B BT IENF),

a.
b.

C.

iE#E Add Rule (¥718 5 81),
SHET A | EENEET TCP,
#t¥ Port Range (1R E) , WA Web TR A ERIE (8162),

i TUEER Web =25 URL MR E A

AR, REELRERNEE URL im0 #T 85 R

#H¥ Source (3RJR) , # Custom (HF]) RIFCIBEGREE , REWABHLEREMIEZE Web Ei2

BHRMK IP bt (Fl0 , 192.0.2.1),
i#IZE Save ().

THREEXREC TEZBAER.

iEHE Java E1H
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
https://console.aws.amazon.com/amazon-mq/
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¥18 Java MK

OpenWire

# activemg-client.jar M activemg-pool.jar EXFIE R A Java FHIFKE, AT EHI
FA’R Maven EX pom. xml EEHH M EREBR.

<dependencies>
<dependency>
<groupIld>org.apache.activemq</groupId>
<artifactId>activemq-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemq-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

W% activemg-client.jar WFMER , 2 [E Apache ActiveMQ X HH I FI 2R FERE,
MQTT

# org.eclipse.paho.client.mqttv3.jar EHFHEEEM Java FERIKE, LT EHIER
Maven =X pom.xml BRI —KFEBR.

<dependencies>
<dependency>
<groupld>org.eclipse.paho</groupId>
<artifactId>org.eclipse.paho.client.mgttv3</artifactId>
<version>1.2.0</version>
</dependency>
</dependencies>

W% org.eclipse.paho.client.mqttv3.jar WFFMER , 5528 Eclipse Paho Java
Client,

STOMP+WSS

BT E4FIEEEN Java AR

* spring-messaging.jar
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http://activemq.apache.org/initial-configuration.html
https://www.eclipse.org/paho/clients/java/
https://www.eclipse.org/paho/clients/java/

Amazon MQ

FMBABER

* spring-websocket.jar

* javax.websocket-api.jar

* jetty-all.jar
* slf4j-simple.jar

* jackson-databind. jar

LA €488 R Maven B2 pom. xml RPN EKRFHER.

<dependencies>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-messaging</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-websocket</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>javax.websocket</groupId>
<artifactId>javax.websocket-api</artifactId>
<version>1l.1l</version>

</dependency>

<dependency>
<groupld>org.eclipse.jetty.aggregate</groupIld>
<artifactId>jetty-all</artifactId>
<type>pom</type>
<version>9.3.3.v20150827</version>

</dependency>

<dependency>
<groupld>org.slf4j</groupld>
<artifactId>slf4j-simple</artifactId>
<version>1.6.6</version>

</dependency>

<dependency>
<groupId>com.fasterxml.jackson.core</groupIld>
<artifactId>jackson-databind</artifactId>
<version>2.5.0</version>

</dependency>

iEHE Java E1H
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</dependencies>

MMM, , BB Spring Framework S #HH) STOMP Support,

Amazo

A Im

HEUTHWEARERGT , EEENHEESEE —STHETHT. YREERR GEAERE

nMQExample.java

portant

BEXHTEERERSE)  FRECNEEENHEEETEAN EHIBITHE LH1T.

OpenWi

*/

eas

re

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0
or in the "license" file accompanying this file. This file is distributed
on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either

express or implied. See the License for the specific language governing
permissions and limitations under the License.

import org.apache.activemq.ActiveMQConnectionFactory;
import org.apache.activemq.jms.pool.PooledConnectionFactory;

import javax.jms.*;

public class AmazonMQExample {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT

= "ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-

t-2.amazonaws.com:61617";

iEHE Java E1H
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https://docs.spring.io/spring-integration/docs/5.0.5.RELEASE/reference/html/stomp.html

Amazon MQ HBEABER

private final static String ACTIVE_MQ_USERNAME
"MyUsernamel23";

private final static String ACTIVE_MQ_PASSWORD
"MyPassword456";

public static void main(String[] args) throws JMSException {
final ActiveMQConnectionFactory connectionFactory =
createActiveMQConnectionFactory();
final PooledConnectionFactory pooledConnectionFactory =
createPooledConnectionFactory(connectionFactory);

sendMessage(pooledConnectionFactory);
receiveMessage(connectionFactory);

pooledConnectionFactory.stop();

private static void
sendMessage(PooledConnectionFactory pooledConnectionFactory)
throws JIMSException {
// Establish a connection for the producer.
final Connection producerConnection =
pooledConnectionFactory
.createConnection();
producerConnection.start();

// Create a session.
final Session producerSession = producerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession
.createQueue("MyQueue");

// Create a producer from the session to the queue.

final MessageProducer producer = producerSession
.createProducer(producerDestination);

producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

// Create a message.

final String text = "Hello from Amazon MQ!";

final TextMessage producerMessage = producerSession
.createTextMessage(text);
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// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

// Clean up the producer.
producer.close();
producerSession.close();
producerConnection.close();

private static void

receiveMessage(ActiveMQConnectionFactory connectionFactory)
throws JMSException {

// Establish a connection for the consumer.
// Note: Consumers should not use PooledConnectionFactory.
final Connection consumerConnection =

connectionFactory.createConnection();

consumerMessage;

consumerConnection.start();

// Create a session.
final Session consumerSession = consumerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession
.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer = consumerSession

.createConsumer(consumerDestination);

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage)

System.out.println("Message received: " +

consumerTextMessage.getText());

// Clean up the consumer.
consumer.close();
consumerSession.close();
consumerConnection.close();
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private static PooledConnectionFactory
createPooledConnectionFactory(ActiveMQConnectionFactory
connectionFactory) {
// Create a pooled connection factory.
final PooledConnectionFactory pooledConnectionFactory =
new PooledConnectionFactory();

pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);
return pooledConnectionFactory;

private static ActiveMQConnectionFactory
createActiveMQConnectionFactory() {
// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory =
new ActiveMQConnectionFactory(WIRE_LEVEL_ENDPOINT);

// Pass the sign-in credentials.
connectionFactory.setUserName(ACTIVE_MQ_USERNAME);
connectionFactory.setPassword(ACTIVE_MQ_PASSWORD);
return connectionFactory;

MQTT

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.
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*/

import org.eclipse.paho.client.mgttv3.*;
public class AmazonMQExampleMqgtt implements MqgttCallback {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT =
"ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:8883";

private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";
private final static String ACTIVE_MQ_PASSWORD

"MyPassword456";

public static void main(String[] args) throws Exception {
new AmazonMQExampleMqgtt().run();

private void run() throws MgttException, InterruptedException {

// Specify the topic name and the message text.
final String topic = "myTopic";
final String text = "Hello from Amazon MQ!";

// Create the MQTT client and specify the connection
options.

final String clientId = "abcl23";

final MgttClient client = new
MgttClient (WIRE_LEVEL_ENDPOINT, clientId);

final MgttConnectOptions connOpts = new
MgttConnectOptions();

// Pass the sign-in credentials.
connOpts.setUserName(ACTIVE_MQ_USERNAME);
connOpts.setPassword(ACTIVE_MQ_PASSWORD.toCharArray());

// Create a session and subscribe to a topic filter.
client.connect(connOpts);

client.setCallback(this);

client.subscribe("+");

// Create a message.
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final MqgttMessage message = new
MgttMessage(text.getBytes());

// Publish the message to a topic.
client.publish(topic, message);
System.out.println("Published message.");

// Wait for the message to be received.
Thread.sleep(3000L);

// Clean up the connection.
client.disconnect();

@Override
public void connectionLost(Throwable cause) {
System.out.println("Lost connection.");

@Override
public void messageArrived(String topic, MqttMessage message)
throws MqgttException {
System.out.println("Received message from topic " + topic +
": " + message);

@Override
public void deliveryComplete(IMqttDeliveryToken token) {
System.out.println("Delivered message.");

STOMP+WSS

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.

* A copy of the License is located at

* https://aws.amazon.com/apache2.0
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* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

import
org.springframework.messaging.converter.StringMessageConverter;

import org.springframework.messaging.simp.stomp.*;

import org.springframework.web.socket.WebSocketHttpHeaders;

import org.springframework.web.socket.client.WebSocketClient;

import
org.springframework.web.socket.client.standard.StandardWebSocketClient;

import
org.springframework.web.socket.messaging.WebSocketStompClient;

import java.lang.reflect.Type;
public class AmazonMQExampleStompWss {

// Specify the connection parameters.
private final static String DESTINATION = "/queue";
private final static String WIRE_LEVEL_ENDPOINT =
"wss://b-1234a5b6-78cd-901e-2fgh-3i145j6k17819-1.mq.us-
east-2.amazonaws.com:61619";
private final static String ACTIVE_MQ_USERNAME

"MyUsernamel23";

private final static String ACTIVE_MQ_PASSWORD
"MyPassword456";

public static void main(String[] args) throws Exception {
final AmazonMQExampleStompWss example = new
AmazonMQExampleStompWss();

final StompSession stompSession = example.connect();

System.out.println("Subscribed to a destination using
session.");

example.subscribeToDestination(stompSession);

System.out.println("Sent message to session.");
example.sendMessage(stompSession);
Thread.sleep(60000);
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private StompSession connect() throws Exception {

// Create a client.

final WebSocketClient client = new
StandardWebSocketClient();

final WebSocketStompClient stompClient = new
WebSocketStompClient(client);

stompClient.setMessageConverter(new
StringMessageConverter());

final WebSocketHttpHeaders headers = new
WebSocketHttpHeaders();

// Create headers with authentication parameters.
final StompHeaders head = new StompHeaders();
head.add(StompHeaders.LOGIN, ACTIVE_MQ_USERNAME);
head.add(StompHeaders.PASSCODE, ACTIVE_MQ_PASSWORD);

final StompSessionHandler sessionHandler = new

MySessionHandlex();
// Create a connection.
return stompClient.connect(WIRE_LEVEL_ENDPOINT, headers,
head,
sessionHandler).get();
}

private void subscribeToDestination(final StompSession
stompSession) {
stompSession.subscribe(DESTINATION, new MyFrameHandler());

private void sendMessage(final StompSession stompSession) {
stompSession.send(DESTINATION, "Hello from Amazon
MQ!".getBytes());

private static class MySessionHandler extends
StompSessionHandlerAdapter {
public void afterConnected(final StompSession stompSession,
final StompHeaders stompHeaders) {
System.out.println("Connected to broker.");
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private static class MyFrameHandler implements StompFrameHandler

{
public Type getPayloadType(final StompHeaders headers) {
return String.class;
}
public void handleFrame(final StompHeaders stompHeaders,
final Object message) {
System.out.print("Received message from topic: " +
message);
}
}
}
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final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.
final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

B, TEEZE4LEENEEENEEERNY  AZELEEERUREERIVERADEHYRE
g, EELERGIGD , BEZMER PooledConnectionFactory Al , BB EEEEZEFZE RS HE. Hi
o

® Note
AEHBETEMA PooledConnectionFactory %5,

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();
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LTsfRABESHREZ XA RS , dEM rollback() ERAEMM.

import org.apache.activemq.ActiveMQXAConnectionFactory;

import javax.jms.XAConnection;

import javax.jms.XASession;

import javax.transaction.xa.XAResource;
import javax.transaction.xa.Xid;

public class RecoverXaTransactions {
private static final ActiveMQXAConnectionFactory ACTIVE_MQ_CONNECTION_FACTORY;
final static String WIRE_LEVEL_ENDPOINT =
"tcp://localhost:61616";;
static {
final String activeMgUsername = "MyUsernamel23";
final String activeMqgPassword = "MyPassword456";
ACTIVE_MQ_CONNECTION_FACTORY = new
ActiveMQXAConnectionFactory(activeMgUsername, activeMgPassword, WIRE_LEVEL_ENDPOINT);
ACTIVE_MQ_CONNECTION_FACTORY.setUserName(activeMgUsername);
ACTIVE_MQ_CONNECTION_FACTORY.setPassword(activeMqgPassword);

public static void main(String[] args) {
try {
final XAConnection connection =
ACTIVE_MQ_CONNECTION_FACTORY.createXAConnection();
XASession xaSession = connection.createXASession();
XAResource xaRes = xaSession.getXAResource();

for (Xid id : xaRes.recover(XAResource.TMENDRSCAN)) {
xaRes.rollback(id);

}

connection.close();

} catch (Exception e) {
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west-2.amazonaws.com:5671,
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« RabbitMQ Web 2 & URL, #l0 https://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mqg.us-east-2.amazonaws.com,

MEHMET , S RabbitMQ X F# RabbitMQ Web E#2 4,

- Z2M AMQP in%. #1%0 amgps://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com,

MERBRABUHENTEEE , 528 Amazon MQ REST API 2E R LI T B8

- RESTR¥#EID: ¥
- RESTR¥#EID: ¥
- REST#EID: ¥

=
=
5 55 T B 1

&2 Amazon MQ for RabbitMQ 5|2 ki Zx

RabbitMQ ERIEFEZMAE IR B RAFEHBEBS X.Y.Z, £ Amazon MQ for RabbitMQ &

Erh , XRAREERAEK , Y XRTREREK , ZRTEFEREIRARER. WREERAFIHZEE

¥, Amazon MQ EMRAEBER AT ERAEE, Hltn, £ 313 RMARE 4.0 REAEEREH
B MEIAEXREIBHEEXRAFRREE , AIREASEEREAREEE, fla0, £ 3.11.28 fRAK
E 31213 REWBRXERSFAE.

Amazon MQ for RabbitMQ EZEFIE K EBREXFHRKH N ERZA RabbitMQ 4.2, 0FE {0 AR
BRI ZBRAMNIETR , 2B A% Amazon MQ KIEFE 5| ZEM 24,
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Amazon MQ HBEABER

EIRE T K Amazon MQ for RabbitMQ REREREF , REEREEFTENMXERERmE. i
i , RabbitMQ 4.2, MRBEEZINREBEXRRIEESIZMA , Amazon MQ EBBTER ARSI E
MR

/A Important

Amazon MQ A EHH. BYRREEHERLEXK,
Amazon MQ X #1£ JSON i {E FfEE (L EE &%,

Amazon MQ ZEMEEEMRAH RabbitMQ :

+ RabbitMQ 4

Amazon MQ RabbitMQ EE A X B ITEE KX/NE mg.m7g FTEBER L | X& RabbitMQ
4 B17R 5|F A RabbitMQ 4.2,

+ RabbitMQ 3

Amazon MQ EFFE X ENETEE K/ & | £ mq.t3. mqg.RabbitMQ5 1 mg.m7g #ITEEER
#) RabbitMQ 3.13 #17 % %I+ % & RabbitMQ 3.13,

5| 37 B HY 51 R AR

IEAILAE describe-broker-instance-options AWS CLI B H A X BN R EMEE S|
237N

aws mq describe-broker-instance-options

EERBSI BN TEEELGRER , 55FH --engine-type M --host-instance-type i#
B, TR

aws mq describe-broker-instance-options --engine-type engine-type --host-instance-
type instance-type

flan | & E R RabbitMQ M mq.m7g.large BITEBEENER , 1 engine-type MR A
RABBITMQ LA #& instance-type BI{X%B mq.m7g.large,
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RabbitMQ 4

Amazon MQ RabbitMQ EEFE X ENHITER KN mq.m7g BITEEBEE L |, & RabbitMQ 4
B{TRIHH RabbitMQ 4.2,

Amazon MQ X% RabbitMQ 3.13 it A& ZE RabbitMQ 4.2, MEFMEF , FS B RabbitMQ
3 FHREF 4,

/A Important

Amazon MQ for RabbitMQ 4.2 REBEXNNERTIEERS "REABL . WREEMLTIH
BAREETIERSIE , IGEIREABTI,

KM ZIBZRE RabbitMQ 4 LFEAREABTIRBEMALER , RAERTINERERE
T EMEERBM A,

THEEZE Amazon MQ £ RabbitMQ 4 F#H Amazon MQ

« AMQP 1.0 EBR OB E : NEHMER , FSBEAHE,

« Local Shovels : Shovels IR T AMQP 0-9-1 #1 AMQP 1.0 24 , IEX#EREA "local" BIFTE
Eo A# shovel EAIBLL AMQP 1.0 HEWR  EFERFEHEBN TCPER , MEEEEHHNA
8 APIs 2 BIE B ERNERREMGNINANAS., ERCEARTEHERBERNHENEM , WA TTUE
FRALLL AMQP 0-9-1 1 AMQP 1.0 EA M ERFIREFESHNEEE,

- BRBEFIXEASEEIRRF  BBETIASEBEIEF -—ZEMERAPRE  FTHEEBRTEF, —
BEREABITIIWIEAEEIEFRENALS , ERMABREIRF. AEREETIHEEMEETIE
FF-BNEY. AREBEIBEFHNASKHEELERE  WEEREKIEF0-4, BXIEFERN 4 HFALR
BRGFHES, SELIEFASRU 2 1 WEHABRER-—REXIEFALS , 2R, 82 ASEL
IEFRAS , A RHE 1 BI—REXIEFAS (NRENE ). Bit , REARTHIESEF—EF
B, "TOAVHE NEXIEFEE. ETHARELERELIEFAS LGKETEE , ESELIEF
B2 1 BEBIEF,

« Khepri : Khepri FifE RabbitMQ 4 REREXNERFRERERE

« #HE TLS (mTLS) : Amazon MQ %18 RabbitMQ KEBRERMWMEE TLS (mTLS) , AFAFRERR
BETEIRE, WEFMEFA , F2E mTLS HEE,

- SSL RERF/NHER . SSL FoBBABEXNEARE mTLS ERNAFREBERBEFERE
AFEM X500 AFmBRETEIRE K MIEAEEBNEBRIE. NEFHEENR , F2H
SSL BRI ERHE.
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« HTTP B2 BBEABER : HTTP S RJ|ABRABEINAT K I 2 RIBNBREZ RGN HTTP AR
%, MBEFMENA , FSE HTTP 5o RFARE,

« IMS X REEABEXECHKA JMS TEXBNHERN JMS THEEH , AFF IMS ERER
8/ RabbitMQ JMS FA F i ETES,

T3 heEE #® Amazon MQ L& RabbitMQ 4 XX Amazon MQ

- BHERMTY . REXEGRMTSY A mMASHAPREAENEREXETEMPHEE  BEMR
ERFERTIEE, APRSEMERIEMEBE  LIEEARERNERTIRGENDAH, /7
ERNERZE  BREAERTI

- B2 QoS : EREFRESMEHEEE QoS (F2H ) , MARLHE QoS , HHhEEEEEA
E—HAESHEEG

. EEERM, FEEET BRI RS EREE TS EHRNTRENE, EE—HTE
RABEAS  CRFEONEFHBEER, CRENES  EEAXSOTRETHDE  CHY
WBR, RERBENE—RBE%  ERES TTL ABMBEERNMEST. RESEESE
BEAF | BB SN AR MR,

£ Amazon MQ EFH#RZE RabbitMQ 4.2 B , T EREF AL ELNERRER

- FEEXITHIEEE : RabbitMQ 4 REREX LWERTIERREAREAY. WRERMTIHBRIE
EFHNERSIY , AgEIREAZTS,

« BEABITINFEREFEERFFZES 20 : EFEE 20 ARESANAEKSUBERFERRTR
RRE (EBR ). IRSAFAE 20 BEERTINERRS , AIXEARLETIREENFTER
ESESRE , LBEREREX, BENHEREBBUER,

« amqplib : B 0.10.7 WWEIE JS A F % amqplib R4S , AEAEA frame_max < 8192 B AMQP
R ERELERZE RabbitMQ

- JERRERPES : Amazon MQ for RabbitMQ B &H¥HELR, $8E. SEMENRAE. 7%, E&Ex
B, R, XBANSEAASKDNEIAEBREREARS, EETHARBAEERXTHMENER , X
B\ ERERETER] , UFEENEBEER,

Amazon MQ £/ RabbitMQ 4 ~XE T FIThAE

o ZNHEFEMEAIHE - Amazon MQ A EAMBEM R | BA Amazon MQ EiE VAR BT EHFR
Fo

. FAEWESE : Amazon MQ T X1 RabbitMQ FAEHEEE. Amazon MQ
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o HEFHIEE : Amazon MQ A~ &3EIB AWS CloudWatch & RabbitMQ 4 XIEEZ R 24t RabbitMQ
{TH3E, Amazon MQ HE€i%EiB AWS CloudWatch 2R ERERXEBRISE, EoJLlEH
RabbitMQ B2 API EH{THIEE, BAEBU—2ERXERNERBRERIZIETIINIEE,

RabbitMQ hx A< 3 2

LAF Amazon MQ IRA X EBITEEEHAREBEENXSIBRAMEBSKRLETE, ERAKRLESE
B , Amazon MQ € BB ILIREANAMIEREEXABRET —BEXENRE, ARSEREENEE
TEHEEREYHAR | MAend-of-support B #i1% 45 R AHETT,

Amazon MQ EAEEMRAK LA 90 REHBEH ., ZKMEZEEEend-of-supportZ Bl AR IERE
X, B IEE AR E, A, BEEEIEERBHN 30 XA, EHER LI EBRA LEZIHHRE
2.

RabbitMQ hx 4~ Amazon MQ LHI#& 1R
42 (EE)
3.13
3.12 2025 3 A 17 H
iR 25 F 48

iull

FBALERFERREREXABRET —BAXENTEIRERSE, IEFHABRRERXANFME
ESE AR Amazon MQ REEX 5| ZRRA,

Amazon MQ A 3.13 IRRESRAE , EFEFTA RabbitMQ RERAN HH X EEH R RN FA
B FRNABREAAGMESEHENHESRPBREENBRNEEA 2RBLE,

/A Important

RabbitMQ R AFFIEEMAERH (HII0 : 3.9.x E 3.10.x), BEEEFEHEFIBXERAE (Hl
an : 3.8.x & 3.11.x).

E-gTERAEEXSEENRBDRRER. ARNBEEREER K BRTILEAEEFTRBHBREL
ERABRRNTIR , TIRSEFTRERERNERE, ETIRSEFHE , FEENEEEEEE
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Rfr5l. & queue-sync BF K , REEXEBRTH, ATHEERERK A BREERRER
BETHR. MFREARKEERNFMES , 52 H Amazon MQ for RabbitMQ REBEE,

#% Amazon MQ for RabbitMQ 3 RIEBERX AR E 4

Amazon MQ X & RabbitMQ 3.13 Fhitt Ak E RabbitMQ 4.2, Bt ABRTEELETRAENER
. EAEIE , Amazon MQ SR EHEREEXNATEER.

Amazon MQ TREZEERIFRIE., MREBEFUMTERRE , FBREKITE.
/A Important
k2l , B RabbitMQ 4 HH#EHAVTIEERA. EXSEN#HUEE , AERABRRREIE
T,
TREBMEARTT E.
FHR T ER LB
ZEBER M TR (EFE) ExiE
£2 =, Amazon MQ EEAEMERE & K LAUKEEENHEEEERD
BEAEEANMEER. FHREBNR HHAKEEX K BEFEFH,
RIMTIIRE, RITIREREET , W
MR F R,
FARAEXE ITFEELE. AR K KEEXARH =R, K6 LLFAEFEHNEAERER
g2E SRETE, B SEEENHEEENEQEHN

£ RabbitMQ 3 Fitb FH4RZE 4

HRERER,

Amazon MQ X #E# RabbitMQ 3.13 £l RabbitMQ 4.2 # i = ERAFA K. RabbitMQ 4.2 EX &R
BEXENq.m7gH1TEEA/NHTEBREE.

F#% RabbitMQ 3 £ 4
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® Note

R EH Amazon MQ for RabbitMQ 3 REBE X E A Khepri , Bl RabbitMQ 4 72 & Fh it F+ 4k
R, MEFMEN , 520 RabbitMQ lRA T HEM., EEREERT , FEBEEIBE,

/A Important

A BIFEREEORMT I BATIRE. EAAREMFINARNFNRESSEEERNE
HiEE. SEREREERERE  FRIJIREET.

FBRA . ARREEXNHTEERE

RabbitMQ 4.2 EEmq.m7g#{TERER, NRENKEBERXCENg. m79HTERER E#1T ,
E the section called “F B 2 : BERTIEREREABUTY,

s
&

£ UpdateBroker APl {EREBREXNETERERENHA nq.m7g,

£ RebootBroker AP| EfTRA BN EEAAERANTEREREE K FEFT —EAHFENHEERFR,

MBRMAET | HBMWIH Amazon MQ RERR ST EEER,

SR 2 BERTIEBBREREARSTS

RabbitMQ 4 TX EEHKE ST, MRREBEEXEFERTIHEZEBRTS , Amazon MQ #§BF1E
T F R ZE RabbitMQ 4,

Amazon MQ RETHEBB TR  BERTIEBEREARTI, LTEWEBERE > TFHEBTH
RabbitMQ Web E£#25& , &8 HTTP APl FHL.

ZEEFHAIE | F28 Amazon MQ {75 B% T E,

$EBR 3 : 55| ZRRA# RabbitMQ 3.13 H#kZ 4.2

® Note
Amazon MQ & AR AR HERFEEEEREEXNNDRE.
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/A Important
MBAM RabbitMQ 3.13 BERBRXEAEFSZE LM (CMK) ETME , BIAFEY
UpdateBroker HAFARE 4.2 ixHY IAM AL HEEREEXMEZE S| T 5 AWS KMS &F
A
* kms:CreateGrant

* kms:DescribeKey

MBFUAERZEIELFT , UpdateBroker APl €& E 4038535 , I§HH AWS KMS £ FE
RFH, EEMMRIIEESR |, B4 kms: CreateGrant kms :DescribeKeyFF AJ#F B E X
B2 AWS KMS £ ARN #9 IAM A& R , RAREH AR,

A UpdateBroker API #§ RabbitMQ 3.13 KBNS RIESIBRARES 4.2,

ENMMBREERNUERASE  SFHFT —AFENERRR,
ERARER

& A LAfE A DescribeBroker API 2, Amazon MQ £# & EHREBEN BB REIEARIEE,

Amazon MQ SRR THKRERRE, MRBAEFRTHIHEA Khepri , Amazon

MQ iR EFERE R CRITICAL_ACTION_REQUIRED #k&E , W EABEFMENRERT
RABBITMQ_BROKER_NOT_UPGRADEABLE_TO_V4, Amazon MQ A EERFEERAFR , WAEER
HEEAAHEZmEANER,

HEREAR , FRAEREE, NFEFEET  F2R
RABBITMQ_BROKER_NOT_UPGRADEABLE_TO_V4,

FiRkREFHERRRGIERE

Amazon MQ for RabbitMQ 4 &&#%, 88, SEBENEEE. T, EREIH. ER TBRIKX
ABKRNEIAFERERES, £ RabbitMQ 3 REBREN L , EEERNBREEEEAERRES ., MibF
%2 RabbitMQ 4.2 2% , Amazon MQ & RabbitMQ 4 FEFZERRF , 1€/ RabbitMQ 3 F
iy & R PR L FR
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/A Important

WMREH RabbitMQ 3 RERNFEAFTBERN RabbitMQ 4 HERREIMEMER , KEREXA
REEEARREEEBHMIRENINER, HEHTIES, ARkHl , FRENTEEEREN
MEERANFEREFRS, FHRTRER , FEMREENERE , LRRERREUAFSENT
ERHFR, NFFHRER , F2REFRRGERE,

% RabbitMQ 3 Zl 4 NEEFERE

Amazon MQ FiRMAEHE RabbitMQ 3.13 H#%ZE| RabbitMQ 4.2 W Z EERTNBEEH, IRCEERIH
TERSE A iFTESERARAREAR , TRBEEENHEEENEAEZHMHAERR.

MEFMREA , F2E RabbitMQ XHHFHEKEE

Amazon MQ for RabbitMQ BRI B2 15

RabbitMQ KEEAATURLAE—HTEBAERAREYUNRERNEF, BREMERER
X , Amazon MQ EEHBEFXFEER , UEHSWA K.

BT LAEA RabbitMQ ST EMFARERRFEES , XA THERAHERA TLS , LLEH RabbitMQ £
HEKN

- AMQP (0-9-1)

xR
« i#IE 1 : Amazon MQ for RabbitMQ B —#{TEEKERER
« JZIE 2 : Amazon MQ for RabbitMQ E &£ &

EIE 1 : Amazon MQ for RabbitMQ E —#{TEERERER

B —#TEEREREX A Network Load Balancer (NLB) # E Y —{& 7] A &5 F 8 — B BEXAE
R, REEXNSHEZNEAERLK Amazon EBS #FHEEETEM. Amazon EBS EHEH KL
BN S ERECHERERFET.

MRREEAFTEREHESRIBESEAER Amazon EC2 EEHEMmMEML , BIFEA Network
Load Balancer AJ#{R Amazon MQ for RabbitMQ B inHRIETE, Network Load Balancer 1]
EERNEABRANEAEREBEFEHERN RS REZERERES,
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Amazon MQ HEASER
TERBE Amazon MQ for RabbitMQ B —#{T{EEAEER.

E Amazon Web Services Cloud

A0

— = D—}n

—= >0
Client Metwork Load Amazon MQ EBS Volume

Balancer ! Broker !
i us-west-2a 1

1218 2 : Amazon MQ for RabbitMQ E &£ &

EEINE R Network Load Balancer #EH =1{# RabbitMQ RERERBTHMNBESE , SESEELAE
A&, 73, UREZETAES (AZ) 9 8RR,

EEEHED , Amazon MQ EEBHEERERIBE , UBABMENENERER  EMERS Y
A% (HA), BESE&TIHTE—EXTEHHN—RNZEES. SETHHEECHEIEDH, BE
FINMEBEEASEERAETINEEHH L , AR EBIEBR. Amazon MQ EB I FERRAR
%, LA ha-mode %A all ##% ha-sync-mode 585 automatic, EARAEREERETH
EFESZEBEFNTEEE , LEBSEENM A,

@ Note

EHEENRBESF K MEBAETTAESTE , Amazon MQ BB E RS Z FER RabbitMQ &%
ENEMETRNTAES , UESEE XD, —BHEfHR EESEHEH T EETH
AZs,

@ Note

EHERE  BENFEHES —XRBT B A MAERAEZEIMEMTHNGY, 5
REARAET R  BREHNAFPRERSSWUE R WMETEEE, SXARRAFPREXER
FFRABBRENERIFE. WEERERNFHEN , 5528 the section called “FER 1 : 148
BHEEBER
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B/ Amazon MQ 5%E ha-sync-mode: automatic , EHEHRE K SESEHIHEFMAE
£, TIREEALSRE. TIHRLSEESHEMEEMTIIERE, BUNETIREEE ,
DU B R B TIES RENEE,

TREMIBRTERR R . MREEMEBRLEER , Amazon MQ EEBHEFEILE. Amazon MQ L ZFR HA
BUHERZLEEE RERN LEVNAMEHMER, REHMETE HA BHEMEEE , Amazon
MQEAZHBELEM, WREFEETRSTHEBMEMNEEK , Amazon MQ BEENAELBM,
NEERBEGNFMES , FSRERERTI

TEREA RabbitMQ BENREBEXIE , HEFE=ZEHRNVR=ETHES AZ), BEHEHEES
B Amazon EBS #EE ML AAREE, Amazon EBS £ KIEGEN SWXEHE{LHN ERBEREFE
=,
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! Amazon Web Services Cloud

Availability Zone:

Amazon MQ EBS Volume
Broker

us-west-2c |

................................................

Availability Zone:

23

(038 )
—_ @ Y

Cliant Metwork Load Amazon MQ EBS Volume
Balancer Broker '
us-west-2b |
—

Amazon MQ EBS Volume
Broker

us-west-2a |

Amazon MQ for RabbitMQ REZE X HITEEET

RNEEHTEBER (m7g) MA/N (KB, v ) HEMERBAPRNEEHTEERE (4w
mq.m7g.large).

BEMEBREEENE -ITEENFJFERN mq.m7g PITEEBER,

Amazon MQ ELEEHTERBRK LT 900 REHBEH, FKMEREEEend-of-support B 82 Bl
BRERXAREZHOMTEBER , B EEAHER,

YT ERER 147



Amazon MQ HEASER

/A Important

BEERRERERXK mg.m7g=k mq.m5 FATEBEEERSNg. t3.microTEREE,
mq.t3.micro MITEREREFIEEZENE,

m7g BEFNHTEEERE

BMESEREEMECANg. m7g. xWTEREE., TRETEEHFENTANg.m79. xHITEEER

A,

HITERE VvCPU iR HBRg B A/ BEAR ERE2 SRR

i) (GiB) SEEE W R B K
(Gbps) (GB)

mg.m7g.me 1 4 0.52/125 §F4 EBS 5

dium

mqg.m7g.la 2 8 0.937/ HE EBS 15

rge 12.5

mq.m7gx 4 16 1.876/ EE EBS 25

arge 12.5

mqg.m7g.2x 8 32 3.75/15.0 4£E EBS 45

large

mg.m7g.4x 16 64 7.5/15.0 4E EBS 90

large

mg.m7g.8x 32 128 15 GB 4E EBS 175

large

mg.m7g.12 48 192 22.5GB HE EBS 260

xlarge

mqg.m7g.16 64 256 30 GB HE EBS 345

xlarge
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m7g B —#1{T AR E L 3/ HiER

TRERE—mq.m7g. xHTEBTENTHAATEREE,

HITEEE vCPU eiEEe WRmEXE BEERAR (EEE2 BEE

i) (GiB) BHER HERR[E K/
(Gbps) (GB)

mg.m7g.me 1 4 0.52/125 4 EBS 200

dium

mqg.m7g.la 2 8 0.937/ 4E EBS 200

rge 12.5

mqg.m7g.xl 4 16 1.876/ HE EBS 200

arge 12.5

mg.m7g.2x 8 32 3.75/15.0 4£E EBS 200

large

mqg.m7g.4x 16 64 7.5/15.0 HE EBS 200

large

mq.m7g.8x 32 128 15 GB HE EBS 200

large

mq.m7g.12 48 192 22.5 GB HE EBS 200

xlarge

mqg.m7g.16 64 256 39 GB HE EBS 200

xlarge

mq.m5 E—#HITEEEFHHATEERERE

TRETRE—mq.m5. xHTEESEFLN T AHNTERER

m7g E— B BRBENHT RS —
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BTE RS

7

mq.t3.mic
ro

mq.mbS.lar
ge

mqg.m5.xla
rge

mqg.m5.2xl
arge

mq.m5.4xl
arge

mq.m5 HFEANFHNHITEERE

vCPU

16

=
(GiB)

16

32

64

B EL X/

SEHER

(Gbps)

0.064 /5.0

0.75/10.0

1.25/10.0

2.5/10.0

5.0/10.0

TRETEERBHOTTANg.m5. xETEEER

YT E RS

7

mq.m5.lar
ge

mq.m5.xla
rge

mqg.m5.2xl
arge

mq.m5.4xl
arge

vCPU

16

s
(GiB)

16

32

64

AR E X/
SHEE
(Gbps)

0.75/10.0
1.25/10.0

2.5/10.0

5.0/10.0

BEAR

TR

EE

£ E

£E

£E

BEAR

£E

£E

£E

£E

7

EBS

EBS

EBS

EBS

EBS

Rt

EBS

EBS

EBS

EBS

SEEFAY

AR (8 R/

(GB)

20

200

200

200

200

SEER
TR [ K/
(GB)
200
200

200

200
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LR NERE R

Amazon MQ & 378 RabbitMQ ABE XM ERMAMEEE , UL EFES, BBME
B, RabbitMQ R ET , LHEBMGEEETL, MR FTEERNERESREESEE, T8,
MBRHEREEE S ARENER AN E M,

/A Important

Amazon MQ EEEELRE A SR EBWELRHE. EETMIMTERE K RHESODHE
BREfEE, MBRHMHEMEN , 5B M the section called “ RABBITMQ_MEMORY_ALARM & the
section called “RABBITMQ_DISK_ALARM”,

AREET

vm_memory_high_watermark Z28E% RabbitMQ REENEHEBMESLAE I ILUFERAN
BAGCEESE, SCEEAERBIIERER , RabbitMQ @R CIERE R, NEFAET , F2H8
RabbitMQ #8148 LB E R,

HHmq.m7gBITEEEE , Amazon MQ R E FHIELCIEE S FKENE :

HATERREE LB =2 KED (GiB)
mqg.m7g.medium 1.8

mqg.m7g.large 4.3

mqg.m7g.xlarge 9.3

mq.m7g.2xlarge 19.3

mq.m7g.4xlarge 39.4

mq.m7g.8xlarge 79.7
mq.m7g.12xlarge 119.8
mq.m7g.16xlarge 160.1

¥Himg. m5EITEBEE |, Amazon MQ EREHEEREBSFKNRER 0.4 ( ATHKRERN 40%).
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mq.m7g HITEE FBESWEIEERETE RabbitMQ EERBE R BIEAES AN IEE, WEFE
A mg.m7g BITEB XS KENWFMER , FFSH AWS IEEK LB FEH AWS Graviton3-based M7g
H1T{EEE KE Amazon MQ L RabbitMQ ZXAEE,

disk_free_limit 28 RabbitMQ SiHMENR/N T AMBKEZEE, SFMEE L8 0] AR
BZEEEA LRG| RabbitMQ SHERWBEE R , Y HEBMEFXAS, WEHMEENR , B2
RabbitMQ #3ut F & R,

HRmq.m7gH TERERE , Amazon MQ ERE T HI#KRTARG . E-—HTEEBRKEEXEARS
MR AREREREANGFE  RRAEMARFHEABNTEHEREEHASKRERRE,

EEEN HERR AT A PR %l (GiB)
E—-HiTEE 10
BE 2

Mg .mSHITEEBER | Amazon MQ 5 E FYHETARS ., ELERRERNE —S/TEREM
BEXE,

HTERER BiRE A AR &l (GiB)
mg.mbS.large 12
mg.mS.xlarge 20
mqg.m5.2xlarge 36
mq.m5.4xlarge 69

EHRAMg. m7 g TERA R ARMEBIE , MBERESEmg. m5ETEE K FESHENHKRETAR
FEfE T
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Amazon MQ HBEABER

Amazon MQ for RabbitMQ X/ g% % B

BULLGERERREXELSEARANDNMRENTEERE, EFITEREREK A FER
BRI R = -

mB>
u
mlt@

RERE

- AFwmANTHEHE
- BENARE

- AEREECREF
- REAR

m7g.medium Z2REXBPINPNREHTERERARAZRARAMEE. BMAIRBEANKRER
APTEBREE n7g. largeNESREERRNAFHNTI, SwEE. TREPHASMFEERA

=]

/BNO

/A Important
BEERAERENKE mq.m55 mq.m7g STERERERS mq. t3. microBTRIEBER,

AR LRARENRERES  LYEES L TESHEAFTROATERERM KD,

—{f27E RabbitMQ 4 KEREX LERAERERRS| , SURIE Amazon MQ REBHHETRARANEE
PATER A, EEFAREFRHEZAm7gATERBERENREABTIERLSER,

« m79 BT ERE AR B MY FERRE IR PR FI
« m7g BEHENFARERRS

BRI EEMRFNEENIATEREEENEEEXAEENEAE, T8 , RMENEBEELEER
BHRER Zu , SERE NN ERIRECERENMEE,

« m7g BE—#ITERE B & AEIRER F

« m7g BEHENZAERRS

« m5 BT EREARE K & AE IR PR Fl

- m5 BEHENZAERRS

. ﬂ'_l_—lnﬂ E
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@® Note
RabbitMQ 3.13 REREN R EFERERRS , ERBEEHAEENTERE,

FRREIRR

Amazon MQ for RabbitMQ X E ¢ RabbitMQ 4 2 R EREBEXNERRH . ELEZIREER

i, Amazon MQ E BB FEREERAEELERRS, ELERETHAER  UREBREEXTAH
#, ANEEERNEFFAER, BN ERSERHERBREREITRERENTA , UERFSENE
EIEEHEHTER,

HEITEE R, BEE

/A Important

1. RS E e EREEA NN T A
2. BB ATERMERRE A T R E

3. RAFEFLEEREPNERETE

4. EREERERREEXNEFERE

/A Important

BLEAENERENZEHE SR RabbitMQ A, HTEEBEEMAEEXBERA AR
B

/A Important
AR BRERXEIXEEEMANECBERYRABIEVREBEEXSEHEROE,

EETHRUNAEITREEXNELTARERRES , 552 R the section called “5%EERFEF",
B AR RabbitMQ 4.2 REEAMFERERREHA

« m7g BE—#ITERE SR E M FERE IR PR F
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« m7g BEHENFERERRS

T EIRR
/A Important

Amazon MQ for RabbitMQ 3 KIBRE , FEREREAEZERES LR , Amazon MQ TRHE
BEERRFIERAIIEE,

E-#TRARREEXNERE

BiTE wSEs 2 SEH  SEE 75 vhosts  #f R vl

REA RMME M ERNH A
RE E BER =/ )

mq.m7g.n 100 500 10 500 10 30 500 524288

dium

mqg.m7g.le 1,500 4, 500 10 1,000 50 50 1,000 524288

rge

mq.m7g.x 3,000 9,000 10 2,000 100 100 2,000 524288

arge

mqg.m7g.2 6,000 18,000 10 4,000 150 200 4,000 524288

large

mqg.m7g.4 12,000 36,000 10 8,000 200 400 8,000 524288

large

mqg.m7g.8 24,000 72,000 10 16,000 250 800 16,000 524288

large

mqg.m7g.1 36, 000 108, 000 10 24,000 300 1,200 24,000 524288

xlarge

mqg.m7g.1 48,000 144,000 10 32,000 350 1,600 32,000 524288

xlarge
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BEERERENERE

WiTE SEE 2 SEs 2 SEE 75 vhosts  ffif ik fu7til
REA  RHRE HNE ERNH HREYEA
RE E BEH BARN

mq.m7g.n 100 300 10 100 10 10 100 524288
dium
mqg.m7g.le 500 1500 10 1,000 50 30 1,000 524288
rge
mqg.m7g.x 1000 3000 10 2,000 100 60 2,000 524288
arge
mqg.m7g.2 2000 6000 10 4,000 150 120 4,000 524288
large
mqg.m7g.4 4000 12,000 10 8,000 200 240 8,000 524288
large
mqg.m7g.8 8000 24,000 10 16,000 250 480 16,000 524288
large
mq.m7g.1 12000 36,000 10 24,000 300 720 24000 524288
xlarge
mqg.m7g.1 16,000 48 , 000 10 32,000 350 960 32,000 524288
xlarge

Amazon MQ for RabbitMQ &R LR

BAUREERRE , RZAETRAREAE. BEETHNAEHRRKEEXINERRSG , F2H

the section called “s%E & RREH]",

HHE-HITEBDECRAREABTIE m7g K/NARER

TREFE-JTEBEAEEXSEHNTERERN LRE,
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FMBABER

BT {E
i E s

mqg.m7g.n
dium

mq.m7g.l¢
rge

mq.m7g.X
arge

mqg.m7g.2
large

mqg.m7g.4
large

mqg.m7g.8
large

mqg.m7g.1
xlarge

mqg.m7g.1
xlarge

B AR

300

5,000

10,000

20,000

40,000

80,000

120,000

160,000

SR8 ={E%E
BEHYH
BEH
900 1,000
15,000 1,000
30,000 1,000
60,000 1,000
120,000 1,000

240 , 000 1,000
360,000 1,000

480, 000 1,000

EARARERBENRE ABITHIR
TRETEEREEXSAHTERERN LRE,

1T {E
i E s

mqg.m7g.n
dium

FEE
ROHYE
wREL

300

BEE SEE
REVEE  EAVH
| BEH
900 1,000

73

2,500

20,000

30,000

40,000

60,000

80,000

100,000

120,000

FAE m7g BYRNZEER

75

500

Vhosts

10

1500

1,500

1,500

1,500

1,500

1,500

1,500

Vhosts

10

fam

150

250

500

1,000

2000

4000

6,000

8,000

fam

50

t

%
5:3

12500

100,000

150 , 000

200,000

300,000

400,000

500,000

600 , 000

3t
3

500

fuii

A

BX/

134217728

134217728

134217728

134217728

134217728

134217728

134217728

134217728

fir AR
A
BAM

134217728

BRI LR
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H1T
b p i

mq.m7g.l¢
rge

mqg.m7g.X
arge

mqg.m7g.2
large

mq.m7g.4
large

mqg.m7g.8
large

mqg.m7g.1
xlarge

mqg.m7g.1
xlarge

HEE

ROHVIE

wREL

5,000

10,000

20,000

40,000

80,000

120,000

160,000

BEE =EE
ROEVEE  EAVH
E BEH
15,000 1,000
30,000 1,000
60,000 1,000
120,000 1,000
240, 000 1,000
360,000 1,000

480 , 000 1,000

M5 B —#{TER AR B R A EIRRH

73

10,000

15,000

20,000

30,000

40,000

50,000

60,000

TREFE-JTEEBREEXSENTERERN LRE,

BT E RS

i)
mb.large
mb5.xlarge
mb5.2xlarge

mb.4xlarge

B AR

5,000
10,000
20,000

40,000

SR8

15,000
30,000
60,000

120,000

FEBEN
HEEH

1,000
1,000
1,000

1000

Vhosts =t R (i |
Y ER
BRI
1,500 150 50,000 134217728
1,500 300 75,000 134217728
1,500 600 100,000 134217728
1,500 1200 150 , 000 134217728
1,500 2,400 200,000 134217728
1,500 3,600 250,000 134217728
1,500 4 800 300,000 134217728
il Vhosts A
30,000 1500 250
60,000 1500 500
120,000 1500 1,000
240 , 000 1,000 2,000

BRI LR
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m5 BB &R AEIRPRF

TREMEEREEASEAATEEERN LRE.

HATERREE
mb.large
m5.xlarge
mb5.2xlarge

mb5.4xlarge

173

10,000
15,000
20,000

30,000

BEMMHSEATIERMBERS

HATERREE
mb.large
mb5.xlarge
mS.2xlarge

mb.4xlarge

10,000
20,000

40,000

BEBEHEER

1,000

1,000

1,000

1,000
SR8
15,000
30,000
60,000

120,000

BEENEREANRIRMETRERERE  ERRARTHBRNHE
REMcBIEER, MRGEBRGE , BUURMMNSIER , ARBE IR, WA LA RANIT

1188 A /)N LA p PR ) BR

SRR S

bl
150
300
600

1200

, A% RabbitMQ #n{a[4E 7]

BIBRHEIE , 28Q THERAL. AEEMUNT.largeE—HTERRHSER.

(® Note

THAEHEHER

KRBT RBEEANAFREAEMRZE,

BRI LR
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Connection (E#R)

ConnectionClosedByBroker 500 "NOT_ALLOWED - connection refused: node
connection limit (5000) is reached"

Channel

ConnectionClosedByBroker 1500 "NOT_ALLOWED - number of channels opened on
node 'rabbitEip-10-0-23-173.us-west-2.compute.internal' has reached the
maximum allowed limit of (15,000)"

HEE

ConnectionClosedByBroker: (530, 'NOT_ALLOWED - reached maximum (1,000) of
consumers per channel')

AEKRPDER

(406, 'PRECONDITION_FAILED - message size 524289 is larger than configured
max size 524288')

Exchange

(406, "PRECONDITION_FAILED - cannot declare exchange 'limit_test_3' in
vhost '/': exchange limit of 1@ is reached")

@ Note
THEERAEMEA HTTP Management APl &3,

73

{"error":"bad_request", "reason":"cannot declare queue 'my_queue': queue
limit in cluster (10,000) is reached"}]

{"error":"bad_request","reason":"Validation failed\n\ncomponent shovel is
limited to 150 per node\n"}

Vhost
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{"error":"bad_request","reason":"cannot create vhost 'my_vhost': vhost
limit of 1500 is reached"}

Amazon MQ for RabbitMQ REE X FEE

& 1832 Amazon MQ for RabbitMQ XEE XK , Amazon MQ & —BFERBE N E R TR
#l , UEREMRERXHREE, Amazon MQ REEREMRHERAETERR (/) EEEH, Amazon
MQ TEXEZBEEAZMEYNEREIH., BMNESZAMEINANREREEXRBELERE.
B2 , B LAFERHMER., BEDMERIELTERE.

Amazon MQ €4 Amazon MQ for RabbitMQ 3 #1 RabbitMQ 4 Z 3 FEIHRIEBEZ RN EBEM vhost R
B AT/ NEIAAFMFRELERE,

Amazon MQ EREBEAERUAREEXREENATEREEANKEEXSBEX B L BEMRES., &
SRBURERIBEHBENRDE , TR :
Amazon MQ for RabbitMQ 3 :

o BB —#1T{HEE — AWS-DEFAULT-POLICY-SINGLE-INSTANCE

« H&EIE - AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ && AWS-DEFAULT-QUORUM-QUEUES-
POLICY-CLUSTER-MULTI-AZ

Amazon MQ for RabbitMQ 4 :

o B —#{T{EEE - AWS-DEFAULT-POLICY-SINGLE-INSTANCE

« FEEPE — AWS-DEFAULT-POLICY-CLUSTER && AWS-DEFAULT-QUORUM-QUEUES-POLICY-
CLUSTER-MULTI-AZ

HRE—FTEERRLEEN , Amazon MQ ERBREBLIEFERER 0. EEERARELIEFE,
BRLUEYEARSBEIEFENBFTEE, HREEHE , Amazon MQ BB EIBEFERES 1 £
AREEXTERE, EEABRREVYACHEEE , FERAR 1 WELIEFE.

(® Note

HEEEHEF  FEH ha-mode M ha-sync-mode REEXBE , FTtZEREREGNS
ATAM (HA), BLEREEBAR Amazon MQ for RabbitMQ 3 , EFRE AR RabbitMQ 4,
N RIEMIBRFEER AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ B3R , Bl Amazon MQ &£
FAEXIEFES 0 ¥ ha-all-AWS-OWNED-DO-NOT-DELETE B3R, EAMERATEMN ha-
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mode # ha-sync-mode BER{IAEN. MREEIEHSHWEHFTEXR , Amazon MQ & B &7
ha-mode # ha-sync-mode MiINE R BERES .

ES-
- BERAMRHIHRA
- BENTER

T SR 1 BRR 5 552 B

T5FERHA Amazon MQ ERAEZEHMERERANARBEKRMES, max-length, max-queues &
max-connections WEESREBAEEXNHTEBRERNTBEXMEMTE. ELESE EEN
FEE{E BERH,

RabbitMQ 3 # RabbitMQ 4 XIERZXHERE

 queue-mode: lazy (BUR)- RRAEETS. AT , T EREASNEEEARE , BRER
NEARRGEASEEREESE, ETneEIRERNRERTE , Yo RS ERER, EE
TFHEREERSALBEUR, ERTELEREREGT , BEBIPRENALRD, FAHEE
{75 , Amazon MQ for RabbitMQ AIXEEANEAEENERNTI ., FEE , ERLEFHERL
b, EFEEFINREERNPTRETREERME—L, ERAAASENUBEBEREREX M
T RtEERAREEERAS,

® #MERKX
E—-9iTEE. 85

« max-length: number-of-messages (BR) - BRETIHHPHNARHERS, EEEHEF , LR
FlEpEEREEXENRBNER TR EHEBERBRZREETIETEE,

® FPEER
BE

- overflow: reject-publish (5KB&) - s&HIEKA max-length BT , EIFHHNASE
2% max-length Bz #% , ERHAL . BERRTIENRVARBRAETEEL , KA
BHMEREERANAFPFREABRAXEABERTERR. UFEERTERINVEBENR , 528

RabbitMQ #3834 L& Publisher Confirms (3417 &##52).
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Amazon MQ HBEABER

@ HPEERERN
BE

RabbitMQ 3 BV ERE

- max-queues: number-of-queues-per-vhost (EEEHRH) - RERBEXPTHIEE MR
#lo BEIA max-length BEER , REIBEBEFNTIEE TREEREENEMNHNBDRNHERE
REZEETIRLSEE. RETHIETBEEBZH CPU ERERAREZETY,

@ HEER
B TEE. BE

« max-connections: number-of-connections-per-vhost (E#E#RE4))- SREEKERER
WAFPMmERBBRS, REEBFNERFERHE , I LBENREEALEREAE  EME
BREEXSIZRSEERETNEFERE,

@ HPEERN
E—#TEE. 25

EENER

/A Important
max-queues M max-connections {E#EA M Amazon MQ for RabbitMQ 3.

(® Note

max-length M max-queue FEFRPRHIERIE 5 kB WAL R NETRIEMFT . WRE
MASBHBEAR 5kB , BIFEEFEILEE max-1length F max-queue R,
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TRIEFERREEXNWFERRFE, Amazon MQ ERBEAREEXANHTERERNBEEXEAE
LiE,

T EEER EPERE max-length max-queues max-conne
ctions
mg.m7g.medium E—#{TEE N/A 2,500 100
BE 500,000 100 100
mqg.m7g.large BE—-#iTEE N/A 20,000 5,000
B5 8, 000, 000 10,000 5,000
mqg.m7g.xlarge BE—-#HiTEE N/A 30,000 10,000
BE 9, 000, 000 15,000 10,000
mqg.m7g.2xlarge  E—#{T{EE N/A 40,000 20,000
33 10,000,000 40,000 20,000
mqg.m7g.4xlarge  E—#{TEE N/A 60,000 40,000
BE 12 , 000 , 000 30,000 40,000
mq.m7g.8xlarge  BE—HTEE N/A 80,000 80,000
B 20,000,000 40,000 80,000
mq.m7g.12 B—-#TER N/A 100,000 120,000
xlarge
BE 30, 000, 000 20,000 120,000
mqg.m7g.16 BE—-#iTEE N/A 120,000 160,000
xlarge
B5 40 , 000 , 000 50,000 160,000

RERAER
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&I E Cuttlefish 13 RabbitMQ REEXNFAERE. BN ERVHARERER 2B VAR,

RE LUK ARERE-—HZEAREREN,

REEXNEERERZEBMYE , flu .

- &% (MyConfiguration)
* ID (c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)

* Amazon Resource Name (ARN) (arn : aws : mq : us-east-2 : 123456789012 : configuration :
c-1234a5b678cd-901e-2fgh-3i45j6k17819)

MEHEBENTEEE , 520 Amazon MQ REST APl SZ /AT &

« REST &4 ID : 4H7E

Amazon MQ BIB A BINT
#HITERER EPER max-length max-queues max-conne
ctions
t3.micro B —-#TER N/A 500 500
m5.large B—#HiT{EE N/A 20,000 4,000
mb.large 3 8, 000, 000 10,000 15,000
m5.xlarge B—#iT{EmR N/A 30,000 8,000
mb.xlarge BE 9, 000, 000 10,000 20,000
mb5.2xlarge B—-#iT{EmR N/A 60,000 15,000
mb5.2xlarge .3 10,000,000 10,000 40,000
mb5.4xlarge B—#iT{EmR N/A 150, 000 30,000
mb5.4xlarge BE 12, 000, 000 10,000 100,000

RERNEE
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« REST#®ID : 5

MFAEBITBENTREE  F2RANTEE

« REST #4F ID : #EREIE5F]
« REST #4F ID : #EREIE5F]

x5
o B MEA RabbitMQ RIBFEX4HAE
» #RmEE Amazon MQ for RabbitMQ #H&E{&5

« Amazon MQ _E RabbitMQ HJ ] 5% E{E Amazon MQ
+ RabbitMQ #H&EFH ARN &

E I MEA RabbitMQ BRI HAE

fEREEEA Cuttlefish X , @& RabbitMQ REERANWAMERE. KU EEVFARERN ZET
fHRE, RE , BALUSEREAZE -HZEAREER,

TSI R ER AWS EEEEEAE M MEA RabbitMQ RIERENEE,

/A Important

B BEfE A DeleteConfiguration API RIBRAERE, WMFEFFMER , 52 E (Amazon MQ
APl 2E) HhiiHzE,

BT AERE

HEMEARERAEREEN B4 AXEYER.

1. &A Amazon MQ £ A&,
2. A2, RESEERIEE Configurations (#258),
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/configurations-configuration-id.html
https://console.aws.amazon.com/amazon-mq/

Amazon MQ HBEABER

Amazon MQ

Brokers

3. 1£ Configurations (#58) EE L , i#1F Create configuration (i fHRE),

4. 7£ Create configuration (3 #8%8) HEHA Details (FFHIE) EE® , # A Configuration name
(#ERE& 78) (a0 MyConfiguration) , #A%IEEN Broker engine ((RERER 5128) IR,
EERAT ## Amazon MQ for RabbitMQ Z#E# RabbitMQ 5|2 kx4 , 5528 the section called
“RAEE,

5 BEEVER,

B ATHAERRIERT
ByUBARECs® , BAAERBEREITREEERE,
1. fetHAEBE |, iB1F MyConfiguration,

® Note
& Amazon MQ BV R , —B /BRI E —EERBSIT.

#unpEHE L 2ETHNEREITMERANKEREX 5| BEIMMRA (620 RabbitMQ 3.xx.xX).
2. FERBFFEFES LR RAREITRE. Bl Cuttlefish XMW RERXERE,

(® Note
w8 F BIAVAE RE S MRV A RERR AR

3. BIF{REBHERE A AREF Cuttlefish #H5E,
4. BERE.

Save revision (FEF1E5T) ¥I5E K HRFERNE o

5. (BA)®WA A description of the changes in this revision,
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6. igj% Save (ﬁﬁ)o

& B {7 17 4 RE RO ¥ 8 T AR

/A Important
HERETEE  FRUNSSEEAEARES, SEEANE  LuASET Bl
ERERETRDRBER.
28 W LM,

KERBEITERZEENRERS
BIUERREIT 2% , B LUSHAREITERERERN,
1. EEE , REASEEIRIEE Brokers (REER),

Amazon MQ

Configurations

2. RRERNNEE , ENENAKERER (i MyBroker) , A#%ZI1ERE Edit ().

3. 1£ Edit MyBroker ("% MyBroker) EEHAY Configuration (#858) EEX# , #EH Configuration (#H
RE) A Revision (f&5]) , A% 1&$E Schedule Modifications (FERZ1&K).

4. 7£ Schedule broker modifications (BEERERINER) 5 , BEEAERW R During the
next scheduled maintenance window (T —{EHERZH R EFER) =X Immediately (3ZEN),

/A Important

ENRMEK  E-STEEAEEAEREBERE. AREEREEN  AEEXEHMK
B — XA SRR —EER,

5. BEEHMH.

HEEITEEEEREERERAERER,
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#mEE Amazon MQ for RabbitMQ #H&E{&ET

THHERRA N RERNEEXNNERET,

1. %A Amazon MQ £#4&,

2. RARERENXNFE , BEEUEHNARERE (Blan MyBroker) , AARIERE Edit (fRE5).
3. 7t MyBroker EHE L , #H Edit (fR#5).
4

£ Edit MyBroker (##& MyBroker) EEHAY Configuration (H58) EEH , #EH Configuration (4
RE) # Revision (185]) , AEIERE Edit (RE).

@ Note

BRIFCERUARERAREZENERE TR —FEE Amazon MQ ERUAREBEEXNKHEE
3 5 — B REISET IR

MyBroker EEH L SR MR EANKERNSIZEEMRA (620 RabbitMQ 3.xx.Xx)o
5. HEHMENER LR RAREITRRE. Wit Cuttlefish XN REENARE.

(® Note
miE B B AR AT AR,

6. BIZFEER A6 AKREF Cuttlefish #HEE,
7. BERE.
Save revision (f#171858]) ¥I55 5 HRFERVE .

8. (EMA)®WA A description of the changes in this revision,
9. iE#E Save (EE).

& BN i A RE RV RS RT Wik

/A Important
HWRRETRE T2V EEAEAEEN. FEEMEE  LLASEHET —Ek
RHERREMBBLEEN,
18 B e A BRAE RS
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ARRENE

B E RERAEERNERER , URETHIREENARBEENEAWS EEEEA

BR T TRATARMEZS , Amazon MQ EX EE & 7 BREMRE LR EFRRHIEEAN HMAEREXERE

BRI, MEESLERBENFMHENR , BF2H
« OAuth 2.0 #H7E
« LDAP #8%E
« HTTP #HEE
- SSL #ARE
mTLS #H&E
« ARN X
& R BR
- AMQP A Fix SSL #HRE
Configuration  FEE% BEE =] 18 A B9 AR AR Description
consumer_ 1800000 Z# 1800000 E# 0 Z| B RRA SHEER(IHE
timeout (30 & ) (30 & ) 2,147 , 483 HHRE , A
, 647 = RERATEE S
#. Amazon ] BF R BB R
MQ th 3 o
B0, EXRFE
r/ﬂf\%BEJ o
SEENFASR 60 # 60 # 60 E 3600 ¥ PFIEMRA Ex
RabbitMQ 2
AEEEH
EAR 2 BIRY B
Ao
managemen  true true true, false T8 iR 2 FARAYHEH
t.restric THRETE
tions.ope B, MREE
rator_pol THEE 6 &

ARENE
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Configuration 1E R AR A Description
icy_chang IR ZUEZRE
es.disabled #& HA B4R

ABEEHE

EEBERR,
quorum_qu true, false BEA TRUE
eue.prope B, BIVER
rty_equiv BAESEEM
alence.re EEFHREAH
laxed_che 1751 BF 35t 2 48
cks_on_re SERLIEAN 7
declaration
secure.ma true, false R R S IS oK
nagement. B HTTP 2%
http.head B,
ers.enabled

REHEERARER

BB LARRE consumer_timeout REAE B E MR AR, MREEERERFEREIERE | 8
EBAEEER, flun, WREFEATERE 1800000 R , MEHEH KT 1800000 EXW ABEIER
2, BISEES S, Amazon MQ thXEE 0, EXRT "ER, .
R IEEENFASR
BRI LR EEBARRE , WHERPE I ABNER, FBAGEEERERGAPE AN RRER
il o
BREEEFHEE
BHERIHE TNFERBREESRRBEE TIEZN HA BE -

{

"name": "default_operator_policy_AWS_managed",

"pattern": ".*",
"apply-to": "all",
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"priority": 0,
"definition": {

"ha-mode": "all",
"ha-sync-mode": "automatic"
}

}

BRIFTER , EE5FIB AWS EE XA = Management API @ FBE THE, B LU TEETHIE
EREEANERRBALE

management.restrictions.operator_policy_changes.disabled=false

MRERATIHEBE | RFVAREZHEE HA BHEMA LB S HRESEES,
EfTIES LRERRRE

MRZEKERTIEBBEREA-TSY , EXEFAFBERNS , BAUH
quorum_queue.property_equivalence.relaxed_checks_on_redeclaration 2 E A true , LB REEHE

HREABAT S0 3 ESHE ISR
BRIE HTTP 22125
secure.management.http.headers.enabled fAREE A T 5| HTTP Z£ 425 :

- X-Content-Type-Options : nosniff : PFIlE BIBERHITARRE , ERARHEBLEREERE
o

« X-Frame-Options : DENY : Bilt Et A EBENHEXARZEG AL LK , UEREEMBA

« Strict-Transport-Security : max-age=47304000 : includeSubDomains : 1EE2#EYE R 2 FBE®TE
R (1.5 F ) WREERE , SRANESRER HTTPS,

£ 3.10 MR ESMA LB Amazon MQ for RabbitMQ KB &

ERE# secure.management.http.headers.enabled %5 true., &ALLAS
secure.management.http.headers.enabled £ E A true , LABIRUEL HTTP Z£EH, WREHEEE
BIRHEL HTTP Z£1E8 |, 554% secure.management.http.headers.enabled % E % false,

% E OAuth 2.0 B9 ERE IS HE

WEE OAuth 2.0 #HREZEIEM AR ERENRE OAuth 2.0 D ERFBEMNMHEIENR , F2RXZER OAuth 2.0
fRREFEA OAuth 2.0 5 BENRE,
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Content-Type-Options
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security

Amazon MQ HBEABER
X E LDAP B % B MiRE

WEHEE LDAP HREREMARERENRTE LDAP B0 BRENEN , FSBEW LDAP HERM £
LDAP & 7 Baze MR,

BT HTTP 5 READRE

WRERBEHTTP B RBEERENRRERNRE HTTP B RINEF , FBHHTTP H5REN
BRER A HTTP 59 BB ANRE.

(® Note
HTTP B9 BB AEHEREEAR Amazon MQ for RabbitMQ £ 4 iR EFARA< .

ARTE SSL BRESH 7 B=E

mF SSL BB S 5 RBMCENRERBRRN SSL BB HRBNAWETR , HSM sSL RS
HRBAER SSLBRS SRE.

® Note
SSL BE S o BENHEREEAN Amazon MQ for RabbitMQ £ 4 KR E ShRA.

E mTLS

Amazon MQ for RabbitMQ B+ E TLS (mTLS) LA Z £ EEZEZBIR B MAIREE. mTLS EXRAFE
i MEREEABRETEOBRE | LUIRHIEEMN RS,

@ Note
St mTLS EALE BREEEVEEAR Amazon MQ for RabbitMQ £ 4 R & E 5 R4S,

/A Important

Amazon MQ for RabbitMQ & &I¥EEMILE SBERFEH AWS ARNs, MNFEFMEN |, 52
B RabbitMQ #H&EH K ARN X1,

b=1]
il
%
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EHEM

« AMQP i %

- RabbitMQ EEAHER

+ RabbitMQ OAuth 2.0 A R

* RabbitMQ HTTP &2 BB INEER

« RabbitMQ LDAP ## 2=

- AMQP H FimE#R

AMQP i 2,

ERAFImESE AMQP % B8 E mTLS, S8 SSL BE S BBEEHRERA, NEXEWHEE K F28
SSL BEE B,

RabbitMQ EE /M HER

X mTLS LUELEZE RabbitMQ EE S H.

(@ Note
EE APl X EBE mTLS,

X EERE
aws.arns.management.ssl.cacertfile

BEREBEMER , ARBRREERE EENENAFRER,

management.ssl.verify

HERIEN, XEMNME : verify_none, verify_peer

management.ssl.depth

ARBRFENRERRE LR,

management.ssl.hostname_verification

FHEBEBEEN, XEMNHE  wildcard., none
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T ER SSL #1EH

TXET5I SSL 4REE :

BETREE

* management.ssl.cert

* management.ssl.client_renegotiation
* management.ssl.dh

* management.ssl.dhfile

* management.ssl.fail_if_no_peer_cert
* management.ssl.honor_cipher_order

* management.ssl.honor_ecc_order

* management.ssl.key.RSAPrivateKey

* management.ssl.key.DSAPrivateKey

« management.ssl.key.PrivateKeyInfo

+ management.ssl.log_alert

* management.ssl.password

* management.ssl.psk_identity

* management.ssl.reuse_sessions

* management.ssl.secure_renegotiate

« management.ssl.versions.$version

* management.ssl.sni

RabbitMQ OAuth 2.0 /AR

gt 1t Amazon MQ E| OAuth 2.0 &5 R ERERERE mTLS, MEXEMNERE , F2H OAuth 2.0
S BENRE,

RabbitMQ HTTP & 4 B S iE

g% 1€ Amazon MQ 2| HTTP &2 B A ARZBFAVELRERE mTLS, WHEXZENHERE K F2REAHTTP &

DRENEE,
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RabbitMQ LDAP A #1Z3

¥ Amazon MQ Z| LDAP {RIRESHYEAREE mTLS, MEXEMWERE | T2 LDAP 598 FEMN
il B

AMQP F F imiE iR

'h

ABAMERFERN AMQP AP REFRTE TLS BEmT, MEHMEEN , F28 AMQP A Fik
SSL #84E,

/A Important

Amazon MQ B B A X ERE AMQP A FinERNAFRER. it , BE MR\ EEES
FERFHRBESTBRENERA mTLS WREREN,

ERRFIERE

Amazon MQ for RabbitMQ i%% RabbitMQ 4 2 RFBREREBERNERREH . ELEIREEN

i, Amazon MQ EE B EREEAZELERRS ., SLEEREITHAER , RELANRKEREXA
A, ﬂﬁi@ﬁ"%"ﬁﬂ’]@ﬁﬁﬁﬁ*ﬁ‘to BOLERSERHARBERBITIRERENTA , UEHFELEN
BEIEERTER, NERRANKRAAFENFMENR , 5520 the section called “FAEEK/NEEH",

BEREBANEEESR
BEREH EL S
HEAR connection_max
Channel channel_max_per_node
75 cluster_queue_limit
Vhost vhost_max
FiE runtime_parameters.limits.shovel
Exchange cluster_exchange_limit
BEBEENEEEY consumer_max_per_channel
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BEREE HHRES s
AE KD LR max_message_size
e & B &R PR Hl

Al LAE R Amazon MQ APl 1 Amazon MQ A BEEREH,

OISR R fE R BRATHIFTETARRS AWS CLI -

aws mq update-configuration --configuration-id <config-id> --data "$(echo
"cluster_queue_limit=500" | base64 --wrap=0)"

RINNFTASRIAREEE]. BH4EKAREE RabbitMQ RERRNEVEE , RAEREFRBREER
DNERBE. MEFMENR , 752 E RabbitMQ Broker Configurations

HEFHNATERSERRE

&8 RabbitMQ 4 , Amazon MQ XEHEEENFHNER, ERUTREEE—HAETERATEREE
MERRS, SEAERUEERENHTEREENNERAES, EGSERRAERENEIRB
B , Amazon MQ € BB EAREEXHTERERNBEEANMEFER.

/A Important

B B EE AN RabbitMQ 4, MMRBREZR K ETSERWARERZE RabbitMQ 3 RETRE
3 , APl /& E BadRequestException,

[ ERFE A
ERUERERDR , KT

{{<host-instance-family>.<size>.<mode>}}

mode ERRIBBER :
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« 1-EBE—mTERRKEEX
« I-BEREERX

FAEARSXEHLERN , APl SEEER,
TrEHEREAMETRHNTEERENERNBEREESN

connection_max = 1000

{{m7g.large.3}}
connection_max = 2000

{{m7g.large.3}}

{{m7g.xlarge.3}}
connection_max = 4000
{{m7g.xlarge.3}}

B TSR
ERPEXETIHIERRFEESR, EERAFEEMEGERSREEH API R

* max_message_size

« channel_max_per_node

* connection_max
 cluster_queue_limit

* vhost_max

* consumer_max_per_channel
 runtime_parameters.limits.shovel

* cluster_exchange_limit

[ B /B ST e #52 Al

ERESRERNERE—K& (EE ) ERNBTERSEERN , HRHATHBRERNPHNER L.
flan , BT HEEERAEN7g. largeBERERERX K connection_maxZE 2000 :

ARENE 178



Amazon MQ HBEABER

connection_max = 1000

{{m7g.large.3}}
connection_max = 2000

{{m7g.large.3}}

RE)ERFconnection_maxiREA 1000 , KA —RERZEMN :

{{m7g.large.3}}
connection_max = 2000

{{m7g.large.3}}

connection_max = 1000

(® Note
MRBEERNRERISESTEEBEINE , Amazon MQ EEHER

g4
THSEIREMAIER BYEREERNERE , WS HRAERENEILBEB AWS CLI
15 A B ER E AT AR R

BT THGT  UHEHSEHNTEREREEFEANTERBEEERRHENARE

aws mqg update-configuration \

--configuration-id <config-id> \

--data "$(echo -e "connection_max = 1000\nchannel_max_per_node =
64\n\n{{m7g.large.3}}\nconnection_max = 2000\nchannel_max_per_node =
128\n{{m7g.large.3}3\n\n{{m7g.xlarge.3}}\nconnection_max = 4000\nchannel_max_per_node
= 256\n{{m7g.xlarge.3}}" | base6b4 --wrap=0)"

LEREER T HIE !

o —H%FEER{E : connection_max = 1000F channel_max_per_node = 64
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« m7g.large #2ERERER : connection_max = 2000F channel_max_per_node = 128
« m7g.xlarge BENREER : connection_max = 4000F channel_max_per_node = 256

HE AR REER IR AE =X 2 M B ik
EMERER  FRAEESHRERXRIEE A ARENMBAERXUEREE, BTUTHS :

aws mqg update-broker \
--broker-id <broker-id> \
--configuration id=<config-id>, revision=<revision-number>

ERREBRER
HAEEARIXEHEELNNACEREYERIEVAEEASETEAATHEHROE

Configuration Revision N for configuration:cluster_queue_limit has limit: of value:
100000000 larger than maximum allowed 1limit:5000

MERTERERNBBEXOERENZERE LR, F2H the section called ‘B &R R4
the section called “&JRR & LR,

RabbitMQ AR ARN &

Amazon MQ for RabbitMQ X EH L& RabbitMQ #HREEZE B AWS ARNs, iEZH RabbitMQ &4
#4230 Detectormg-aws B, HHMBEXH Amazon MQ B3 F#EE | L HRAIEH Amazon MQ
BB B IKFTE RabbitMQ KEREX, Amazon MQ

A EEZE

. aws BN FEEM ST ARN BEE2EHATRBEEZEEE RabbitMQ BF. EfiIFfE8%E
FRE RabbitMQ Ei# R E M E,

« Amazon MQ for RabbitMQ EE IAM & , Amazon MQ AT ABEZAGREIREN
ARNs, EREIBERE K& Eaws.arns.assume_role_arn,

- FHEE IAM AR EBERBREMI CreateBroker 5 UpdateBroker APIs Y & 2478
BEEZAGH iam:PassRole 1,
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https://github.com/amazon-mq/rabbitmq-aws
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- IAM BEXEFERE RabbitMQ REFEXNHREH AWS IRF ., HAERHFTE ARNs 4E
£2 RabbitMQ KERERNNVAHEREK AWS EiFH,

« Amazon MQ EIEE IAM B aws: SourceArnEE#HiiE IAM £EHEHFRN&
#®aws:SourceAccountf ., EEEXEAREZIAEHN IAM BURF , T RERE
ARE

L EE

XENTR

|IAM BUER £ 45
FEUR

« HEP N EE BRI
EHER

b
S0

0

TENSER
BEMN IAM &
aws.arns.assume_role_arn

Amazon MQ #B{ELAEEE Mt AWS &R IAM A& ARN, ER{EEM ARN AR AMNE,

AMQP i 25
eS8 Description
aws.arns.ssl_optio SSL/TLS AFmERNBEREMBIER, Amazon MQ FEF
ns.cacertfile H Amazon S3 = REFEBEFE.

RabbitMQ &I/ #E X
HESER Description
aws.arns.managemen EE/E SSL/TLS ERHNBRREMBIER, Amazon MQ FE
t.ssl.cacertfile £/ Amazon S3 = RIFHUEE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html

Amazon MQ

FMBABER

RabbitMQ OAuth 2.0 A

RS

aws.arns.auth_oaut
h2.https.cacertfile

Description

OAuth 2.0 HTTPS E#H B ZEMBESR, Amazon MQ FE
£ Amazon S3 = RIFHBUEH.

RabbitMQ HTTP & 7 B /A HiER

RS R

aws.arns.auth_http
.ssl_options.cacer
tfile

aws.arns.auth_http
.ssl_options.certf
ile

aws.arns.auth_http
.ssl_options.keyfi
le

RabbitMQ LDAP #A#i2 =

aws.arns.auth_ldap
.ssl_options.cacer
tfile

aws.arns.auth_ldap
.ssl_options.certf
ile

Description

HTTP &2 B SSL/TLS EiEH BEZEMEERE, Amazon
MQ EE# A Amazon S3 = REFHEE,

Amazon MQ & HTTP B &R @kes 2R E TLS EEHN B
¥R, Amazon MQ EZEfEH Amazon S3 = REFHERE.

Amazon MQ B2 HTTP & EE AR/ ZERE TLS ERNWAE
SBER. Amazon MQ FEEEH AWS Secrets Manager R#Z K
LELR,

Description

LDAP SSL/TLS ERH BRIREMBER, Amazon MQ EEF
A Amazon S3 = REFEHEFE.

Amazon MQ E2 LDAP falfres 2 B B TLS EHFENBRER, A
mazon MQ EE#H Amazon S3 & REFEHEF.
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SR Description
aws.arns.auth_ldap Amazon MQ E2 LDAP fAfRE3 2 ERE TLS EENAESRESR
.ssl_options.keyfi - Amazon MQ EZH AWS Secrets Manager REHIAIE £
le ﬁ%o
aws.arns.auth_ldap LDAP DN &#H2EMNZE, Amazon MQ EEFE A & Z1B AWS
.dn_lookup_bind.pa Secrets Manager @7 A X FE,
ssword
aws.arns.auth_ldap LDAP HttBEMNZIE, Amazon MQ EE[F A S AWS
.other_bind.passwo Secrets Manager #E A X FE,
rd

IAM 1B ER & 451

WFE IAM BURES|  BREFAGERXANABGEERXX M , F2E CDK 8 F,

3
¢

WNEE ANfAIERE AWS Secrets Manager 1 Amazon S3 ERINLEFEH LDAP &0 B MR |
B

FEBRE

A7 R MBEERME ARN ERNER , aws AMBIER X E RabbitMQ B API Um 2 , B FEIY &% % 22K
¥ Amazon MQ 2EF AR NIEEAET AWS ARNs, EFEEEHRERAEE., FHFNHERE
EETIREFRERER  UREFBRBREERLVAIREREE,

(® Note
AL APl ZEEH AN RabbitMQ BEEEFEAE. BRTHMENSZE25 , Amazon MQ B2
EEARSEAEEIDIRNRERER. BF2BEUA OAuth 2.0 MfEE (W3 ) BoEE. A
%, LERAE LA REIRRE APl

(® Note

HAR aws AR EATELTECMABABEEZERE AP , 8 Amazon MQ A ENSE., A
REFEN IAM AEEARERERHREaws.arns.assume_role_arnHH EAER,
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https://github.com/aws-samples/amazon-mq-samples/blob/main/rabbitmq-samples/rabbitmq-ldap-activedirectory-sample/lib/rabbitmq-activedirectory-stack.ts#L232
https://github.com/amazon-mq/rabbitmq-aws/blob/main/API.md

Amazon MQ HBEABER

MBI R B R Rk E

WMFE ARN XEBBEMEER N EERBERENER

3
o
dn

- E#ETE _INVALID_ ASSUMEROLE
+ RABBITMQ_INVALID_ARN_LDAP
+ RABBITMQ_INVALID_ARN

HIER

« FNEBEDb-fOfc695e-2f9c-486b-845a-988023a3e55bEREAMEM IAM Af<role>REFH
AWS Secrets Manager #% <arn>

- MRIEMEE Amazon MQ WA ERHE AWS Secrets Manager ZHHBEGEF T , RabbitMQ AR+ S
BT THIEEER

[error] <@.254.0> aws_arn_config: {handle_assume_xrole,{error, {assume_role_failed, "AWS
service is unavailable"}}}

o REERXASEAINVALID ASSUMEROLEFRBEARRE, WNEFME
INVALID ASSUMEROLE,

- LDAP &5 REBEEFRSS KM , WHR T HIHR

T
W
&

S

[error] <0.254.0> LDAP bind failed: invalid_credentials

- FREENGFTEE IAM 86
o [ENYER % 2 LU ER S5 RabbitMQ RERBREHNFEIME

curl -4su 'guest:guest' -XPUT -H 'content-type: application/json' <broker-endpoint>/

api/aws/arn/validate -d '{"assume_role_arn":"arn:aws:iam::<account-id>:role/<role-

name>","arns":["arn:aws:secretsmanager:<region>:<account-id>:secret:<secret-name>"]}"'
| jg ".'

AMQP F Fif SSL #HAE

BEMERER AMQP #T BN T RABR cENENR. BIETER , Amazon MQ for RabbitMQ
4 K AMQP A FIRERUA TLS HER®E, EBILERE , £ Amazon MQ RERR EHITHHS M E
B AMQP AFIRSERY E FFRERNERBEHITHSRSE,
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£ Amazon MQ REEX L #1TH AMQP A FinXX £ 8 Mozilla RN BRREEN, NMRETER
ACM , F87E Mozilla @& CA BRBEE LFH CA BTTHERRE. NRENRSHEREEEHAREH
BB REENNER , SSL BRELES LK, EAUEREEFEREMN TLS HERH,

/A Important

Amazon MQ B BIFZERE AMQP A FImEHN A FRER, it , B MERELEREE
EERAFmBES T BRENCSEA mTLS WRERER.,

/A Important

£ Amazon MQ for RabbitMQ 3 £ , AMQP A Fiwh SSL B4 2 L RabbitMQ defaults
(verify_none) 2. Amazon MQ for RabbitMQ 3 A X EB EELTERE,

(@ Note

EATERREverify_peer , BAIBME(E(T 2 {8l Amazon MQ RERXZHEUBS MR
Eﬁ BEFXZERE Amazon MQ REEXEMEREBEXIFEAIE Amazon MQ CA BEH

THADSBERERACERILER. EERAEIALBEAEERNER , BEZFATHE
Amazon MQ REREXNVEEERE,

AMQP Al Fif SSL #HE& 8
Configuration L <X EE
AMQP A Fik SSL ¥ &5 amgp_client.ssl_op verify_none , verify_pe

tions.verify er

MBS AMQP A Fiw SSL #EaE

& A LA RabbitMQ 4 REBFRE R LA Amazon MQ APl 1 Amazon MQ £ A& E AMQP A FiR
SSL B,

THEPIFROAGER BE AMQP B Fiw SSL & &RFE AWS CLI :
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https://www.amazontrust.com/repository
https://wiki.mozilla.org/CA/Included_Certificates

Amazon MQ HBEABER

aws mq update-configuration --configuration-id <config-id> --data "$(echo
"amgp_client.ssl_options.verify=verify_none" | base64 --wrap=0)"

RIINFAR SRS, BHLEKIEEE RabbitMQ REEREL BN  REEFRBREER
LEREBEE., MEFHMENR , 5528 Creating and applying broker configurations

/A Important

£/ Bfverify_none , SSL NZEMAERF , BEEREFESNE D, EELERER LR
E, WRALKEEE N EERXNEREE,

Amazon MQ for RabbitMQ & % 5 3% F {2 1
Amazon MQ for RabbitMQ X E 5| & nBRFEMBTEH % -
BESTREFNRE

ik AES , REEXEHEFKRE RabbitMQ RERX AL , IiFEB Web FIHEARERE API £1TE
H, vhost, X, {FHINMEBNFFAIREREE RabbitMQ HERE, ERERA E. MEFMEN , 7
Z2REZ S 7RENRE.

OAuth 2.0 &7 BRE MR E

FFZED  REEXFHAEREFTHIA OAuth 2.0 B0 iRMHE (IdP) B, vhost, X, {7
SIMEENFERES S BRENERTTREER OAuth 2.0 LIERNEE RKED, EAHLEREE
B YHABRBREESRANEES, MEFMEN , 320 OAuth 2.0 B0 EBRFBMTE,

IAM B 7 B 58 MR

EHFZED  REEXFEAESER AWS IAM EHBISEA IAM BEETEBRE. IAM ZEAER
AR % AWS Security Token Service (STS) R JWT #M , MiEL JWT R AIEA OAuth 2.0 #
BETE D BRE. A ERA Amazon MQ for RabbitMQ FIRAER OAuth 2.0 X , HF AWS £E
OAuth 2.0 B iRtE, FAEESREFH AWS IAM BB |, M vhost, R, {FHMEBNERSFA
A% RabbitMQ FERER IAM R MEE R B ETERE, NMEFAEA , F28 AM S 5RFAR
.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc.html

Amazon MQ AR
LDAP & 7 B & iR

HEFEF  REEAEAEREFTRHNE LDAP BEREEE. EAEF I RINERTITR
#EiB LDAP fafkes&EF , AFFEAEERAERAMN E KR BERFI RabbitMQ., MBFHMES , 7
28 LDAP 55 RN RE,

HTTP &% BEMiRE

EhAEZED REEXFHEREFTHABHTTP AREETE, FAES»BRBINERTTRER
HTTP fARES&ESF , AFFEAEFEAECH S 2 RB|AIREIRME RZE RabbitMQ, ME L FHEH
& F2E HTTP 59 B EMEE,

SSL BEE D BRT

Amazon MQ % RabbitMQ RIEERXHWRKXE TLS (MTLS). SSL D EENAHERNFEAKE mTLS
ERNAFRBRERRIBEASE, EtAZEF  REEXFERAESFEM X500 AFRBRETEIR
# L MTEEAEEBNEREE. AFFNRESREBEINREREEN (CA) ETRE , FAE
ZRERBEPAMAEE , SlIBERERE (CN) REEEIR (SAN), LtFZERHEXNFGIEBRE  £F
ERPEREREAER., NEFHEEN , 528 SSL BES O BRE.

@ Note

RabbitMQ X EZERFFERAN G 2 BRBFENRES L. Hl0 , B EERBA OAuth 2.0 FfE
B (RE) SokE. NEFHEEF , F2EMA OAuth 2.0 MIfFE ( AZ ) B2 RIEMN
OAuth 2.0 2 5RfE —f , LA RabbitMQ ZEUZRHIXX 4. OAuth

Amazon MQ BEZRERAH S/ RBERKEVYAIFEAE, EAFEA RabbitMQ B API 5
HEFEERE, MEFEENR  FSEFIERE.

BE S 7 RIENRE

Amazon MQ for RabbitMQ RERREXFERHEH

(® Note

AFEFRBAMEA RabbitMQ WFERAT S »REFENRERTREEREEXFERE. WEEH
FMEXZENE P RBHNRES EZNENR , H2H Amazon MQ for RabbitMQ & 7 B 38 F %,
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https://www.rabbitmq.com/docs/access-control
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/oauth-tutorial.html#oauth-tutorial-config-both-auth-methods-using-cli
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/arn-support-rabbitmq-configuration.html#access-validation

Amazon MQ HBEABER

{8 AMQP 0-9-1 AFImEREEHBBNERE. LEAEXARBE»RE. SEAFRERD
SLUEEIEH (vhost) BEE, FRENEEGL vhost W —FFR, FHERREEERE. BA, X%
REBEREREHPOTIIRRRER, BUUERLERKREEFEAEZEAERT B E vhost,

B 185 — X3 Amazon MQ for RabbitMQ KIEFE X B , Amazon MQ EFAERENEARE
REIEE administrator ZEM RabbitMQ A E., EALEEIEB RabbitMQ EE APl %
RabbitMQ Web =12 & , iR EEBFAE., BB LIFEA RabbitMQ Web A HEE API KRERE
RIS REAEFTF T NER,

(® Note
RabbitMQ £ & T~ &3%iB Amazon MQ Users (£ &) API fiEHE .

/A Important

Amazon MQ for RabbitMQ T EFRERRE "%, , Y AEELELHNRERE EFMBR
R EIRF. Amazon MQ tt 2 EHIMBREMAEZEFEIWNIIRE , BA "55%.

ZEMF A RabbitMQ BB API BUFEAE  FFEATY AP IREMEREE, LN EANEITINR A
#HHHRNAH

PUT /api/users/username HTTP/1.1

{"password":"password","tags":"administrator"}

/A Important

- FNERERXCEAEEBIMARBASSBINENR PI) REMEERBRER, Hit
AWS BRI ZEFANEBFERAERRE , B CloudWatch Logs, REERXFRAEZBIE

RARALBHBRAER.
- MRBEEFAAEERSIRF  F2RERREEAFIENER IAM B REETE
o

tags RE|IREREHMNE K MEARERELNERSRNFEBREE, Amazon MQ X&E

administrator, management, monitoring & policymaker R &EZR,
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https://www.rabbitmq.com/management.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-users.html

Amazon MQ HBEABER

BALAERA TS APl In B M ER T B RBZEREBIERAENFT, UEHERAER vhost
username. HRTEREERTHE / , £/ %2F,

PUT /api/permissions/vhost/username HTTP/1.1

{"Configure":".*","Write":".*","read":".*"}

(® Note
configure, read & write R5|#LEBREHIMH,

FREAZT .- &5, MEXEBEENERIETIMETINER,. BEANREFIRFEAE. W
Ei1E1B RabbitMQ EIE AP| EBFHAEMNFFMEN , 5528 RabbitMQ B HTTP AP,

Amazon MQ for RabbitMQ BJ OAuth 2.0 & 7 Ba & f#x#E

Amazon MQ for RabbitMQ X EZE G BB IRE L E. MEMBXXERZNENR , 382E Amazon
MQ for RabbitMQ R & 0 BB MTE,

# OAuth 2.0 o BREMRES K REEXNEREREFTHAS OAuth 2.0 HDRHEE (IdP) B
H, vhost, X, TFIMEBNERE S 2BRENERFFAIRER OAuth 2.0 HEFHNEERMKE
d, EARHLEREER , YTRARRES S RRNES,

A EEZE

« Amazon MQ for ActiveMQ REBEZX T XE OAuth 2.0 &,
« Amazon MQ for RabbitMQ 7 EF,H CA Z1TH RIRF TR

 RabbitMQ OAuth 2.0 ABMERT X EER BB RERENTERATIEN, ETEHIT
FRIHERE,

o BB E IAM T mq:UpdateBrokerAccessConfiguration , et E B RERER
J:FIII&FH OAuth 2.0,

« Amazon MQ € BEEI & A monitoring-AWS-0OWNED-DO-NOT-DELETEE EEEE %
AAMRKREAE, BMEDA OAuth 2.0 WREREX , LEAE LA RabbitMQ WA
HETBMERE , BERRERNEFR.
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WE M A Amazon MQ for RabbitMQ X EFZ X ERE OAuth 2.0 HIEEME 2R £ OAuth 2.0
BoEBRENZRE,

%ﬂ
#

e A=
- XEM OAuth 2.0 A%
« OAuth 2.0 B BFEH H R

SR OAuth 2.0 #HAE

Amazon MQ for RabbitMQ 3 #& RabbitMQ OAuth 2.0 ABEXFHFTE AIREEE , BB THHIN

» auth_oauth2.https.cacertfile
* auth_oauth2.oauth_providers. {id/index}.https.cacertfile

* management.oauth_client_secret

AR Amazon MQ A E£i#8 , HEERMFTZE UAA 1A 1dP,
* management.oauth_resource_servers.{id/index}.oauth_client_secret

« auth_oauth2.signing_keys.{id/index}

OAuth 2.0 B BB HAEFE

Amazon MQ L& &# OAuth 2.0 B 2 BRE R HIFN1T T 5B -

* FiE URLsBHEZELL BFBEhttps://o

- XENEEER
7t 1 Ed25519, Ed25519ph, Ed448, Ed448ph, EADSAES256K, ES256, ES384, ES512, . HS256,
RS384#1 RS512,

Amazon MQ for RabbitMQ #J IAM 5§ 43 B 3% F 1% &

Amazon MQ for RabbitMQ X EZE S P BRFBENIZE L E, MEMAEXZXEREZNENR , 52 Amazon
MQ for RabbitMQ R & D BB MTE,

IAM B2 RJENZEATREEXNFEAEER AWS IAM EHBISER 1AM BRETE BB, Fik
FEF  IAM EAE R AR® AWS Security Token Service (STS) BUg JWT F4&F, L& JWT A
BE S EFEM OAuth 2.0 R , FIA Amazon MQ for RabbitMQ F IR AH OAuth 2.0Auth 0 % , &

IAM & 2 BR B F IR 190
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B AWS % OAuth 2.0 DR E, AWSIAM BRECAES IRE L MEHKIH, B, TIIM
FEMNEIRFT I RZEIR RabbitMQ FERER IAM BUERMEE B & REE,

A BEEEZS
* RabbitMQ 3.13, 4.2 lRREFRAEXZE IAM F558E. Amazon MQ for ActiveMQ RIETE
AP ELIEE,
« 1AM B0 BRBFEEEEHN AWS IRFHREMEA IAM BHBS,

« ItJ57ELL Amazon MQ for RabbitMQ IR AR OAuth 2.0 B AEE , AWS XA
OAuth 2.0 B9 1R H#E,

« Amazon MQ B EE & A monitoring-AWS-OWNED-DO-NOT-DELETE B BB EE %
HFUNRKERAE, BIFECHRA IAM HREREN | LEAEBSMEA RabbitMQ B RE & 2
BERE , BERRERNEFR.

EREE
- 1AM 9 BRBHEES R
- R

IAM & 53 B 38 BB 75 =X

Amazon MQ for RabbitMQ B IAM B2 BB EA IAM EHE S | 2 AWS IAM BEEES [ RabbitMQ
REEXETEBFE. IAM BEAERARK AWS Security Token Service (STS) BUS JWT & , m
L UWT BB IS OAuth 2.0 ##L , SAEA RabbitMQ RIEBRXEIT S 2 BF,

PR 1
Amazon MQ for RabbitMQ #J IAM B9 5B EE T IR :

- SEESERE -SEIEECREESS  HANRE STSHW JWT BERRERN., €85
sts.amazonaws.com , EETE RabbitMQ R FEAEEERIE , 1% IAM SRS ZE RabbitMQ FF
A, WREIEZFIETSMER IAM BERETRE | MR EE RabbitMQ HEEETRE,

MEHBMAA Amazon MQ for RabbitMQ RERXRE IAM o BRBANBENER , F38 4
IAM & 5 BB A RE.
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Amazon MQ for RabbitMQ # HTTP & 7 BafE Mz

Amazon MQ for RabbitMQ X EFERAAE HTTP ARV AR EBEEXFERAEN G BRIBNRE, WEH
b B 5% , S B Amazon MQ for RabbitMQ REER M & 2 BRFMRE,

® Note
HTTP &4 Bz AHEREEAR Amazon MQ for RabbitMQ £ 4 iR R EH R,

A EEZE

« HTTP AR EEFEB L\ EREMAERKIIFE. Amazon MQ for RabbitMQ AI AR EAFEAXE
TLS Ba5% HTTP {AARES.

« Amazon MQ for RabbitMQ ¥ EEFIAKIER RFEN R ERFIFER AWS ARNs, MEH
MEE |, 52 B RabbitMQ tHEEH R ARN X,

o BMEEE IAM BT mq:UpdateBrokerAccessConfiguration , FREEBEARERER
LR HTTP B2 B,

« Amazon MQ € BB ZE &5 monitoring-AWS-OWNED-DO-NOT-DELETE H E G EE %
FANRFEERAE, BESKA HTTP WRERER , KERAE L EFEA RabbitMQ HWAEES
PEBRFE , BERRBRNEENR. Amazon MQ I8 RENFEHAEER , LB LR
BRULERE.

g

\

MEFBEIUA S Amazon MQ for RabbitMQ RIBERFRE HTTP B BB ER , F2E FH HTTP
BoRBNZE,

EHER
« XEMN HTTP 4HRE
« Amazon MQ H HTTP #BAERY ELfthBh 3%

XM HTTP 4HAE

Amazon MQ for RabbitMQ %z RabbitMQ HTTP &0 B FENBEXPNAME AR EEE , BT HHI5
ZE AWS ARNs W15 ARN XEMNFFHEERR , 5828 RabbitMQ fHREHH ARN X iE,
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&= E ARNs#HRE

auth_http.ssl_options.cacertfile

i aws.arns.auth_http.ssl_options.cacertfile

auth_http.ssl_options.certfile

kA aws.arns.auth_http.ssl_options.certfile

auth_http.ssl_options.keyfile

%A aws.arns.auth_http.ssl_options.keyfile

T ER SSL EE
HAXZET S SSL AREREE !
BRIETERE

* auth_http.ssl_options.cert

« auth_http.ssl_options.client_renegotiation
* auth_http.ssl_options.dh

* auth_http.ssl_options.dhfile

* auth_http.ssl_options.honor_cipher_order
* auth_http.ssl_options.honor_ecc_order

« auth_http.ssl_options.key.RSAPrivateKey
* auth_http.ssl_options.key.DSAPrivateKey
* auth_http.ssl_options.key.PrivateKeyInfo
* auth_http.ssl_options.log_alert

* auth_http.ssl_options.password

* auth_http.ssl_options.psk_identity

* auth_http.ssl_options.reuse_sessions

* auth_http.ssl_options.secure_renegotiate
« auth_http.ssl_options.versions.$version
* auth_http.ssl_options.sni

* auth_http.ssl_options.crl_check

HTTP B o BRBAMEE 193



Amazon MQ HBEABER

Amazon MQ & HTTP {BAERY H i ER3H
Amazon MQ L &% HTTP B2 B MR FH 1T T 5 H b Ba s

« auth_http.http_method #%ZE2 get= post
« THIBREHERELEAEM HTTPS URLs :
 auth_http.user_path
* auth_http.vhost_path
* auth_http.resource_path
* auth_http.topic_path
- MREEMREZEMFH AWS ARN , aws.arns.assume_role_arnBI%ER#E

Amazon MQ for RabbitMQ By SSL BE S 9 EE

Amazon MQ for RabbitMQ X Ef£H X.500 AFmBRHNEEANEHAEHETE»BFE. WEHMX
ERAE , 528 Amazon MQ for RabbitMQ BRI 5 2 B E I,

@ Note
SSL BE S, BENHERXEEAN Amazon MQ for RabbitMQ £ 4 iR E ShRA .

A EEZE

- AFRBRVEHEENERZEMEE (CA) %2, Amazon MQ for RabbitMQ &7 & 5 &
FHERFREE,

« Amazon MQ for RabbitMQ &35& %% AWS ARNs A BEHEBERE , flil CA BENEER
MABERRENEE. WHEFMENR , F28 RabbitMQ AREFH ARN ZiE,

- Amazon MQ 2BBREIE A WRHEFEAHE , monitoring-AWS-0WNED-DO-NOT-
DELETEM EBEEEF T, BIFERA SSL BENREREN , ERAEHLEFEH
RabbitMQ WA & 2 EERK , BEERRERNEFE. Amazon MQ S#FEZRENE
AEER , UBhEMmBREERE.

WMEBRMAIE Amazon MQ for RabbitMQ KR XFRE SSL BEES T RIFNEA ,
SSL BREIEE.

"
s
&1
&
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EHEMR
« XIERY SSL #HAE
« Amazon MQ # SSL {HEERY H b B T%

X Ry SSL E5E

Amazon MQ for RabbitMQ %z & f FimiE## Y SSL/TLS #HAE, MZE ARN XEMFFMENR |
RabbitMQ A5 i ARN X &,

T
s
&

FZ ARNsHRE
ssl_options.cacertfile

kA aws.arns.ssl_options.cacertfile

SSL BEEAMRRE
THEREIE S AR A Fin R ERFERAERR
ssl_cert_login_from

EEEAREREAEEBNEERC. XENER
 distinguished_name - £ TR AR

« common_name - EFAEA BT (CN) Bz

« subject_alternative_name = subject_alt_name - SEAF RIS

ssl_cert_login_san_type

SEAERRAER , BEE SAN B8, X&EMWME : dns, ip, email, uri, other_name

ssl_cert_login_san_index

ERAERAEE , SEEEMEAN SANIHERS| (UAEAER ), KARFAEH

P FumiE#Rr SSL :#I1H
T 5 SSL:ZEEAN A FimER
ssl_options.verify

HEHRIEN, XEHNE : verify_none, verify_peer
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FMBABER

ssl_options.fail_if_no_peer_cert

MRAFHTRMEBRE K REEBER. HME.

ssl_options.depth

ARBRENBEERE LR,

ssl_options.hostname_verification

FHEEREEN, XENE  wildcard,

X ER SSL R#IE

FAXETSI SSL arERE :

BIETEEE

ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.

ssl_options.

cert

client_renegotiation

dh

dhfile
honor_cipher_order
honor_ecc_order
key.RSAPrivateKey
key.DSAPrivateKey
key.PrivateKeyInfo
log_alert

password
psk_identity
reuse_sessions
secure_renegotiate
versions.$version
sni

crl_check
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Amazon MQ # SSL #HEER H i Ba s

Amazon MQ th &&t¥ SSL B 5 2 B BEFIFIT T FIREIEE

- MBEFEAZREZEEMFEA AWS ARN , aws.arns.assume_role_arnBIAERE

Amazon MQ for RabbitMQ ¥ LDAP & 7 Ba & Mz

Amazon MQ for RabbitMQ X E AN LDAP ARV AREBEEAFEAEN S BENRE, NEH
BN AE , 552 Amazon MQ for RabbitMQ RIEBERXN B e MITE,

A EEEE

« LDAP fAIfRESEEZ B\ EMHEMEEKIFZE., Amazon MQ for RabbitMQ AT EAFERARXE
TLS B&3% LDAP fafREE,

« Amazon MQ for RabbitMQ £ ¢t ¥ R IE 8RR LDAP 3R E , MR EEERAKMERRAEMNER
iE , EIEA AWS ARNs, WFEFMEN , F2E RabbitMQ fAZEFH ARN Z &,

o BXEEE IAM 1 mq:UpdateBrokerAccessConfiguration , FREEBEAERERER
ERUA LDAP,

« Amazon MQ € B & & %A monitoring-AWS-OWNED-DO-NOT-DELETEE EEEE =
HANRKEERE, BIESHA LDAP WRERR , WERAEHEFEM RabbitMQ HWAEES
TRBERM , BERABRNEERN. Amazon MQ S8 RENFEHEES , LIBHIER
BRUCERE.

WEBB WIS Amazon MQ for RabbitMQ XIBREXFRE LDAP WEF , F2K £/ LDAP 555
Mz,

EHEMR
« XIEM LDAP #H&E
« Amazon MQ # LDAP #HRERY H {thER 35

X B LDAP &

Amazon MQ for RabbitMQ %1 RabbitMQ LDAP A EX PG AREEE  ETHHNEE
AWS ARNs 1% ARN X ERFFME , 5528 RabbitMQ #HREFH) ARN &,
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Amazon MQ

EZE ARNs#ARE
auth_ldap

kA aws
auth_ldap.

XA aws.
auth_ldap.

A aws.
auth_ldap.

XA aws.
auth_ldap.

A aws.

X ER SSL R#IE
WAXET S SSL ARE=RE :

BRETEEE

auth_ldap.
* auth_ldap.
« auth_ldap.
* auth_ldap.
« auth_ldap.
* auth_ldap.
* auth_ldap.
« auth_ldap.
* auth_ldap.
« auth_ldap.
* auth_ldap.
* auth_ldap.
auth_ldap.

ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.
ssl_options.

ssl_options.

.dn_lookup_bind.password

.arns.auth_ldap.dn_lookup_bind.password

other_bind.password

arns.auth_ldap.other_bind.password

ssl_options.cacertfile

arns.auth_ldap.ssl_options.cacertfile

ssl_options.certfile

arns.auth_ldap.ssl_options.certfile

ssl_options.keyfile

arns.auth_ldap.ssl_options.keyfile

cert

client_renegotiation

dh

dhfile
honor_cipher_order
honor_ecc_order
key.RSAPrivateKey
key.DSAPrivateKey
key.PrivateKeyInfo
log_alert

password
psk_identity

reuse_sessions
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* auth_ldap.ssl_options.secure_renegotiate
« auth_ldap.ssl_options.versions.$version

« auth_ldap.ssl_options.sni

Amazon MQ & LDAP #HRER) H b E& 3%
Amazon MQ tt & §t¥t LDAP B9 RBMITRER SIS IT T 5 HbBazs -

« auth_ldap.log #EZEFRE A network_unsafe

+ LDAP A iRES A E A LDAPS, auth_ldap.use_ssl 8 auth_ldap.use_starttls #4ZEERHE
A

- MREFEMBZEFEAMA AWS ARN , aws.arns.assume_role_arnBI&%ERH
« auth_ldap.servers ZEREMW IP it {5 %H FQDN
« THEMHBARENN LDAP #EIEH

* auth_ldap.dn_lookup_base

* auth_ldap.dn_lookup_bind.user_dn

* auth_ldap.other_bind.user_dn

* auth_ldap.group_lookup_base

SEER

Amazon MQ for RabbitMQ t X E T 554 B2,

* RabbitMQ EE/NHIEX
+ Shovel S\ HER

- BEAHER

- —HWHEIBAHER
« OAuth 2 S\ ER

« LDAP #\#tiEx{

- HTTP #\#EX

« SSL BE/NHEN

« aws AHMER

« JMS FEXBIHER
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« Prometheus 7 #ER

RabbitMQ EE/HER

Amazon MQ for RabbitMQ 32 #% RabbitMQ EEAEER , ERAEEXER HTTP EE API, BUK
RabbitMQ Web EZA#BIERE Ul, EAUER Web ERAMEE API REUMNERRERENE
REMBE,

Shovel #\HER

Amazon MQ for RabbitMQ 3z # RabbitMQ shovel 7525 , AIZEEEAERTHMAERESL LW
BEES —RAREBEER., ZuLEA shovel EERBBANRERER YR EEBEAEEHNE
Mo HAL

/A Important

R shovel Bt RFAERERER |, AEEETYHR B2 BERE shovel,
Amazon MQ X E#EH## & shovel,

EXRHEHA, B8 shovel REEAMTRESERRE , YETIEBAFHERUERNRT AR
BERSRR B A= 1L, 130 , {8 RabbitMQ BEIE API , B LA E T 5 API S8 PUT 555K |, BUIERE
BYRESER., TELLEHIAF |, {vhost} ATLAEX AR B vhost WETE , M {name} JULEMR B BEIREEN
£,

/api/parameters/shovel/{vhost}/{name}

EERIER K SHERETHSHZE , ETERRIEERNE. UTEHEE src-queue FIEER A
¥{T5|EE dest-queue FEZHIRIR(TYI 2 B EBREE, R , BRI LAEA src-exchange H dest-
exchange S8 R&%E M B3R #i 2 EH i,

{

"value": {

"src-protocol": "amgp@91l",
"src-uri": "amgp://localhost",
"src-queue": "source-queue-name",

"dest-protocol": "amgp@91l",
"dest-uri": "amqgps://b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-
west2.amazonaws.com:5671",
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"dest-queue": "destination-queue-name"
}
}

BiE A EEN

Amazon MQ X #E £ RabbitMQ Bt & /MR E XN B S MM TH, BBME , B UEERIREEN
LR, RMAEEE cHERASRE. BETH MR ERMEHEGERERIHMAERNXH
MY EER. BaXRKE  ARSRAEEAR —X , BEFIIAREEENTES XABBFAL.

B UERABERAF T HREEREI R LEN RS THREARAE, EALUEER RabbitMQ Web
BEANEE AP, AT HEREBEXNES,

/A Important

MR EFFISIRMERMERERENF |, ABEREBRSES. EREELERERXTNTI
R H  FEELERERATHN LFFIRRMERFTRERAPN THTIRRMZ
Fﬁ%ﬁiméo

Blgn | EAEE API, BRI BT T I BERRER R,

- RE—HZMELE , AERBEHMEBHNBSER, BALUFER RabbitMQ Web 1R AHERE
APl , ERBEER. B B API, BRI AEA T IFERAEILE /api/parameters/federation-
upstream/%2f/myupstream B9 POST &K,

{"value":{"uri":"amgp://server-name", "expires" :3600000}}

- REBR , BEENTIRIBREBHE, LALUEA RabbitMQ Web T2 A HEE APl RERE K
R, FH B8 API, BRI LAEA T HIFER AR $ /api/policies/%2f/federate-me B9 POST &Ko

{"pattern":"?amg\.", "definition":{"federation-upstream-set":"all"}, "apply-
to":"exchanges"}

(® Note

ARANBRRARR LRBREL amq FHEG B, EARARER \amq\. SRR H S
BHREA "amq" WAME XM ABKE. RabbitMQ fAIREE LA RRIBA LR RN F KB
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Amazon MQ HEABEE
—HFHEBAHIER

Amazon MQ for RabbitMQ X # RabbitMQ —E 5 EIRFANEHER, —BEEIRSRBRA
ERMBRSIFAENHRE  SASKBEEITS. BRRESEVONMERGIE , —BMERT
TSz BEE 0 EAR.

HREBED —FMEIRNTY , BERSIB/BFHFSE , MAESEMCIINBERE, ERSREE
BT EREBEN —BMERBRERIELHIRSHALS . £ BHEBAESD , BITET
EERASRMGERSR , EREFEELAHERESDNARETITHFAL,

OAuth 2.0 FMEHER

Amazon MQ for RabbitMQ %1 OAuth 2 7 RFERIHRINHER . kAHEXSRBENALERES
ARREHRM . AR  HABEXNSIRHEND OAuth 2.0 HHRHEESH OAuth 2.0 &§
PTERBENFEE  DUETERAEAEEENFEES, T OAuth 2.0 5 RFBUFMEN , FSHE
OAuth 2.0 § 9 BRFBEFIRE,

LDAP /A #123

Amazon MQ for RabbitMQ 3z LDAP B pEFEZim/AEER. KABEXSRBENRERENERE
ERGE ., AR , AHESSREME LDAP B0 BB MTHE | BEEHET LDAP BE#REES ,
DETERFRFRESRENZE, FE LDAP B0 RFBMWEMEN , 5528 LDAP B0 RFNF
.

HTTP /A ##E

Amazon MQ for RabbitMQ Z# HTTP B pEFEZim/AEER,. KABEXSRBENRERENARE
ERGE ., AR, AHESSRE HTTP B0 BB ANTE | BEHNE HTTP FARIZRES |, Ui
TERXEAEE S RBNRE, NEHTTP BoBBHNFMENR K BF2E HTTP §oBRANRIE,

(® Note
HTTP &4 EFE/AHEREE AR Amazon MQ for RabbitMQ £ 4 MR EHRA,

SSL BFE/NMHEN

Amazon MQ % # RabbitMQ REBERXMWRZE TLS (MTLS). SSL o RFE/NMBEXFEHARE mTLS E
BHRAFIRBERBIFEALE, KMAHEASEBENREERNEREERELERA, AR K c2FH
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X.509 AFmBRREHBRES /BT , UETEXF 2RI A MTIEBERERTE. WF SSL
2’5%% Eﬁkf’éﬂﬁnﬁfﬂiﬁnﬂ nﬁ/ﬂﬁ SSL’% %ﬁgﬁ%o

(® Note
SSL BE S, EBFNHEREEAMN Amazon MQ for RabbitMQ £ 4 & E ShRA.

aws AEER

aws #4820 H Amazon MQ for RabbitMQ RIFEN K EREAREREHEA, HHEFEABERXH
Amazon MQ B F#E , 77 RabbltMQ HHREERE P E A AWS ARNs #t AWS BR#& % £ i BEEUR R
FMBFE. WFE ARN EMFEMERR , 2/ ARN support in RabbitMQ configuration,

JMS EEXBAEERN

Amazon MQ for RabbitMQ —Z &R A JMS Topic Exchange A\ ##23(, © A& RabbitMQ JMS F F
RREER , AAFFHNANREN JIMS ERARENERE Amazon MQ for RabbitMQ.

® Note

JMS Topic Exchange #M 820 EBHA R Amazon MQ for RabbitMQ % 4 iR EFH A, ©F&
RABA , BEREEEM RabbitMQ JMS AFH#ET JMS THEEEKTEA.

Prometheus M MEBRER,

Prometheus A #M 2 AE R RabbitMQ & , B —1##% Amazon MQ for RabbitMQ X EBER LA,
# RabbitMQ 4.2 Bi#4 , Amazon MQ E&{E A Prometheus # TS {EEFZIEZE R RabbitMQ BRI TS
RKBRE—N K MAEEAEEAHEINETRAERZ,

NP EXZIEIB Prometheus I?—*’é‘ﬁﬂ’] /metrics. /metrics/detailed# /metrics/
memory-breakdownii B A BIIEIE, EAILUEA Prometheus M AR EE T ERMEUEL RS , M
BEBRIRILEZEIRE,

Amazon MQ 1 &#%ELE Prometheus IEEZEN R FER M E CloudWatch, % CloudWatch 1511
MBS |, 52 B Amazon MQ for RabbitMQ RIBFZX AT AM CloudWatch 1E#&,

MEIRBFMET., BoBRBMNIEERE 268 FH Prometheus 151,
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Amazon MQ AR
< B EABE

&I LAE A RabbitMQ X EMNEMEXRFES | URESE T IEABABESRERA TLS , RER
RabbitMQ KEREN :

- AMQP (0-9-1)
« AMQP 1.0

¢ IMS 1.1

+ JMS 2.0

« JMS 3.1

Amazon MQ for RabbitMQ JMS &

IR O LA A RabbitMQ JMS A F i Amazon MQ for RabbitMQ 4 #1417 JMS 1.1, 2.0 # 3.1
T#BEH, RabbitMQ

RabbitMQ JMS A E ik

RabbitMQ JMS A F ik 2RMERE JIMS AFRERNE , fREENENER IMS EARXNERE
Amazon MQ RabbitMQ REBfE, MEFMEN , FFEHE S GitHub FEFE,

EM JMS 1.1, 2.0 # 3.1 APIs

# Amazon MQ for RabbitMQ 4 2# , ARERX —#F jms-topic-exchange®/A. Hit , B
Amazon MQ for RabbitMQ 4 #] RabbitMQ JMS A Fix AR JMS TEEH, & IMS 1.1 FEZWFI
A JMS APISBELTBRAA -

- THERMREETIERE APIs,

« R%E XA APIs,

« F%&E IMS 175 B Wby IMS #IESR,
« A% JMS NoLocaliTEE M.,

X JMS 2.0 1 JMS 3.1 HEHIEHFTE APISERT

« JMSProducer.setDeliveryDelay A& APl,
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EEH—F T BN IMS ERERNERZE Amazon MQ for RabbitMQ RERER |, 528 JVS &
BARERXELEZE Amazon MQ for RabbitMQ RIBE R W B RE

5o B MR E

REREGIHOFE S s RBNRELS . ARER IMS AFREREREERANEAEREER
AMQP Java Al FimE#R E RabbitMQ KEEXAE .

RabbitMQ L8 AMQP {75 B @

BRI LAfE RabbitMQ JMS A FimiG JMS AABEIEE AMQP it , S EAKE AMQP fT5IREA L
(LLTHEER R UMS £/ ) . EWELMKFE IMS THEBEXERERELE AMQP THEH. W
FHMER  FBHEES AP R,

K ERZE Amazon MQ for RabbitMQ

SETLAER Amazon MQ EEBIVARERER BFTEERMBRH, MRECMREJHERBERMR
#, YREFUEE  IELCEVHMERIRIBVESERBRNREHERAETFINEREIH |, BT
ERTIL R,

/A Important
£ Amazon MQ for RabbitMQ 5|2 313 R EFMRA L , BeINFEREEFHERA :

vhost name pattern apply-to definition priority/
default_operator_policy_AWS_managed .* classic_queues {"ha-mode":"all", "ha-
sync-mode" : "automatic", "queue-version":2} 0

EA40MBRRESHAL , FREEFBRRELES !

vhost name pattern apply-to definition priority/
default_operator_policy_AWS_managed .* classic_queues {"queue-version":2} 0

M RabbitMQ 4 A X EERITIHEET HA BERRE , ALFENREE,
EEIEIRREAZEEREGTINAEAZTINEER, MREFLEHREEBARREA
2% |, BIXER --apply-tofREA quorum_queues, MR ZEFERERFERTIIFBRE
ABUTS , BIKAEFER B EBHNBE--apply-to:classic_queues A RIEE A BT FIE
Ko
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/A Important
EEHT ISR S EEEEEEEFAH Amazon MQ for RabbitMQ KEBREXFHE.
BUERE-RBEIRBEEABRINEEEMRAE K WEcERBEYNEMERE, T
REBVENEESFEREEBMEFTESRAIRER (regexp) B

Tags (BE®]) FEHY regexp R TE regexp B A regexp
administrator X X X

TR RabbitMQ £/ % R ERE A& EMAT THHMER , B2 Amazon MQ for
RabbitMQ REEXFEHE.

£/ RabbitMQ Web F12 & &= F 78 R BUR M E 5 = # R

1. A Amazon MQ £ &,

2. HEERAIEEEIKTIERE Brokers ((RERER),

3. RAREBENBEED , BEELEEAFTBENREENER,

4. ERERXFHEEAEMEHR Connections (E#R) B , i#1E RabbitMQ web console (RabbitMQ
Web £ &) URL, RabbitMQ Web AR EHHN AERRSIEBRREEPHK.
FALZHNREERXEESFAEEBNEEE A RabbitMQ Web 124,

£ RabbitMQ Web =S EE B , 1#IE Admin (EE &),

£ Admin (BEE8) EENARIEEEKF |, #1Z Policies (BK).

£ Policies (BR) EE L , B &R EREX B 818 User policies (EAEBXE) /B8, £ User
policies (EA &) T , BB Add / update a policy (¥738/E FBUR),

9. EEREBVHMNRERXBUER , 551 Add/ update a policy (FTI8/FEHBEK) 2T , $IT T HIRE :

© N o O

a. &¥ Virtual host (BB EH) , R THNFETEZLEMMBRNERTIREE, ERERE
FRREREH , FRE/

(® Note

MREHRETHMERTH | Virtual host (B EH) BIEASHE/RE RabbitMQ £
ek MERXARSEAEEREREH,
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10.

11.
12.

b. & ¥ Name (B28) , WALHBERER |, HlW0 policy-defaults,
c. &Y Pattern (X)) , B A regexp BR .* | LEBRFEREBERX LOMET5,
d. &% Applyto (EAZE), £ TR NEEHEIF Exchanges and queues (RiF{T 51},

e. HH Priority BANEF) , BAXKRERZEETMOFTELEERNBY, FHLEEAE
EH BRI — R EHEAE RabbitMQ 515, RabbitMQ &iREEE B S E LIEF
BHEZERE, MEIEELIERRNASHFIENEET BB RabbitMQ AREX
FEeR B

f. &% Definition (%) , ¥ T HILEMA :

* queue-mode=lazy, {ETHNFEHRRE String (F )
- overflow=reject-publish, & TH X FEHEREF String (FF)

(@ Note
THEARE—BTEEBHAERER,

« max-length=number-of-messages. BRIFREBEXNITER/NAMEBIERN , filL0
8000000 EFM mq.m7g.large #&& , A Amazon MQ EZEWEBR number-of -
messages. R THBFEAIEE Number (B1F).

® Note
TEARE -ATERNAERER,

g. 1ZE Add/ update policy (3718 / EFBR).
FEFRHT BUR HIRE User policies (£ B BUR) iBEF,

® Note

HREERERER , Amazon MQ BE)EH ha-mode: all M ha-sync-mode:
automatic BEREZ.

RAERMEESKP |, BRIEF Limits (RH).

£ Limits (BR#l) EE L , B FRREREN B 8l# Virtual host limits (ERR E#R$) BE. &
Virtual host limits (E# X #PR %)) T77 , BB Set/ update a virtual host limit (FXE / 55 B2 = 4
BR 1)

BUR
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13. BEEBVUHWEERTBIRS] , 557 Set/ update a virtual host limit (FXE / EFEBR TR &) 2

14.

T, BT THEE:

a. &F¥ Virtual host (B EH) , R TN BFENEREZELEMMBRNEREIREE, SETEE
FERREREM K FEE/

b. &¥ Limit (FR&l) , #£ T H X BEHEE max-connections,

c. &# Value (fB) , RERERANHTER X/ DMIBBEN , Hl0 15000 EAR
mq.m5.large #5 , WA Amazon MQ EZEM{E,

d. 1EIE Set/update limit (X E/EFHPRH)o
e. ERLARSER , WeH¥H Limit (BR&) , & TR FEEFEE max-queues,
FESRETHY PR & IR AE Virtual host limits (B MR &) BEF,

£/ RabbitMQ B API & f T8 5% B 3k F FE # 3 #BR #1

1.

2
3.
4

o

Z A Amazon MQ E£# 4,
EEAIBEE K+ REIE Brokers ((REREX),
RAREBERENXNBEY  BEELEZEAFTBIRHNREERERE,

EREEXNEMEM Connections (IE#R) BERF , i T RabbitMQ web console (RabbitMQ Web
#AB)URL, ERZEE HTTP BRFFEANNREERNIHE,

F RV A im B B PMEN S TSI &

FEBUFNRERRNEE , FBATY curl 5. L TERERAR / ERTHLENTY,
HimGEA %2F, EERRBEAZHMERTH Bl S2F BER/ERIHENEE,

@ Note

DB EBE R ABREI R 4oa1#Ma#t, RBREBEXNIHTEB A NNDEES | £
FA Amazon MQ EZER{EEX number-of-messages. LAEHIBEBBEUR policy-
name, LA %RIEETH URL BUX broker-endpoint,

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"pattern":".*", "priority":1, "definition":{'"queue-mode":lazy,
"overflow":"reject-publish", "max-length":"number-of-messages"}}' \

broker-endpoint/api/policies/%2F/policy-name

BUE
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7. RERRBFBREHFEEABEERANEAEBR , FBATY curl 5 HAEREERK
Ho

curl -i -u username:password broker-endpoint/api/policies

8. FEERIIHK max-connections EWMEMRRE , FRATY curl v, LT BERERTE
BRI ENTY , HiREA %2F, EERKEBRERZSHMERTH | 548 %2F %ﬁ%ﬁﬁi%
WEE,

@ Note
RN EBEE R ABEIR R 21114 iy, REBERKBEEANITEBRDNITEBER | FH
Amazon MQ ZEZW{EHYS max-connections. LUIEERIEETH URL XK IERE R IH
2,

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"value":"number-of-connections"}' \
broker-endpoint/api/vhost-1limits/%2F/max-connections

9. BEEVHM max-queues EBFHIRSG , FEE —F , BMUATAREH curl 5,

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"value":"number-of-queues"}' \
broker-endpoint/api/vhost-1limits/%2F/max-queues

10. BEMEHMRHCHEEREEANEREHRS , FEANLT curl /SRIBHFERERNE
BEHRE

curl -i -u username:password broker-endpoint/api/vhost-limits

Amazon MQ Lt RabbitMQ BV &t ZE{T%! Amazon MQ

ﬁﬂ%ﬁﬁ‘-ﬁﬂ%&l"ﬁ%% (IE@ZIK) MERFEE (HAEX ) ARNERTIEE., NREEEEEME
, AT S Raft HFERE R , EBASBREREEFNAEELHTH L MENNEEES

[kl 209


https://raft.github.io/

Amazon MQ HBEABER

FRAEEERETNRMEEN. ARREESRESUN —KER. ARNSEASRVRATEANTAE
B, MR —ESHRHERELEER , AFAREESREETS —ETHEEPMBENBEER,

BHETIBRAREESYAS  EARKRBRAEFTHATIZIRERE,
MRIERFE T IR AITEERAREARTS

- ERAERETS
« ARITIIFREEIRE
- BEE(RIEER B IR

EEEEHRTEABITY , 4 BEx-queue-typeiREAH quorum,
I
. REFKZTHEBEZE Amazon MQ for RabbitMQ £ IR E A BT 5

« Amazon MQ for RabbitMQ #E A BT HIH BURERE
« Amazon MQ for RabbitMQ RE A BUFHIN ZEE T

REFHFHIBEREZE Amazon MQ for RabbitMQ LK R E AT

BRI EBREGRTIBBE 3.13 RBEHMAR Amazon MQ KEEX EWREABITI , TER
HHEESELRVHMNERTIHR K IEBIEEME.

iEIE 1 : £ Amazon MQ for RabbitMQ T3 EB TE K RERFGTIBBEREA
2175

Amazon MQ RETIBB TE , BEMRTIEBEREARITH, TEFEIR RabbitMQ Web Ei2
B, BEEE > 75E% , BB HTTP API £HL

EEFHAIER 528 Amazon MQ {75 B® T E,
EIE 2 FRAFTNERFIEREEREGTIEREREABTS

&R LATE 3.13 IR EFRAH Amazon MQ REER LRERRBITIHIEBEREABITI , TER
EMESEE LBV ERTH,

1. EZRANEET  BYARMTIERESREABBNFER T (vhost),
2. FEREREGRTS, BENHEXWRIA vhost B BB E vhost BY URI.
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3. f#H rabbitmgadmin , ERKE vhost EHFIFIER, BXESEEBHRESR  FHER
EABITHIHEE, NELEEHRERZETNBREEEE | 520 RabbitMQ REABUTHI X #
FHEHES, BLENEFERTERE  SEEEFEAZTHH vhost,

4. TEFHY vhost RN HHMEER., MEREABITIIN Amazon MQ BUEREREESE |, 552 B Amazon
MQ for RabbitMQ RE A ETHIHBERERE , RE , REEREREE vhost 2IFT vhost B A B

A
Ro

5. #EBENEEZBOIR vhost
6. BXE Shovel AMEAUBBEMAREENAR. —BEfHAHZ , FMER Shovel,

RERRERTIEBIREABTIRN
B ERREGRT BB E 3.13 RIBEFMRAH Amazon MQ RERER LW HETI,

1. FILHBENEES,
2. BUHNERRREABIT

3. EXXE Shovel MHEN , BFEMASRENERERTIHIBEMNETRFREARTI. BAEFAR
BEREREABTIIE , FFMBR Shovel.

4. MBRFEEREGRTH. RE , UEFKRERERTIERNBBNBEEREZLREARITH.
5. EMHH Shovel , BARRERHREABITIBERNREABRITI.

Amazon MQ for RabbitMQ #E A BTV B K HRE
BRI LGS E R {H ARSI E Amazon MQ £ RabbitMQ KB &R T3,
ERABREABITHIRILBURE , XEHITTYEE :

- BRL BENFIERKEXha , 20 ha-mode. . ha-paramsha-sync-mode. ha-promote-
on-shutdown, ha-sync-batch-sizefll ha-promote-on-failure,

« BBk queue-mode,
- BRES BEFR reject-publish-dlx

/A Important

Amazon MQ for RabbitMQ EERABERFWMERY , ATERABEFTNEBH, BELE
JEREAZEREGTIMNBAEABTINBR, IREFLEBREBARREABTS ,
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RIAZERG --apply-toiREA quorum_queues, MREFEBERBEGT IR EABITH ,
RIAZERER B BEBNER--apply-to : classic_queues BARIREABITHIBUR,

B EEERAWS-DEFAULTER | l:%?ﬂ’iﬁaibﬁ "ER, 2EHRAFNTIERE, mE
Amazon MQ for RabbitMQ AR BURIEFMER , B2 E e EE FHEE,

Amazon MQ for RabbitMQ EEABTINHEER
BEERA T IREETE R NEFE AR EABT I WEE,
EBRERIRFIREEZEYHALE

ERELARAEREES X  SRESALE . EALUFEAdelivery-1imi t BUER 5| BIRERER
BEERS , MERSREFEENAL . RASENEENREBBEERS AFFHERE , B
RabbitMQ 2 R1MERAL . EEREXNRHEE , ARSETI BRI ERH BT,

REABITIASEEIERF

BETISZEASEBEIEF. MREFEASEBEIERF , X ARIZEREARTS. NEEAZE
REABITIIGERASBEIRFRFMEEN , F2H RabbitMQ XHHHFSETIEF.

ERERERRR

HRAFERAREABIFINEEREER , Amazon MQ for RabbitMQ T A = (3) AN E B HREL
MREEE x-quorum-initial-group-size , Amazon MQ B X AR AETRE 3.

Amazon MQ for RabbitMQ R{EE &

£/ Amazon MQ for RabbitMQ AN , FFEEELEEMMEEER  SREEXARERAIL ,
W HEVASEIEENE,

/A Important

B#l , Amazon MQ R ES 7 , BEETE RabbitMQ 3.9.x F# HE JSON FERAZLEA
SHECER,
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« Amazon MQ for RabbitMQ FREEZXBREMNEREENREER
« Amazon MQ for RabbitMQ FFAEMA MM AT EHNREER

« Amazon MQ for RabbitMQ FREERENMRENTEER

« Amazon MQ for RabbitMQ F#8EEM M ERNREER

Amazon MQ for RabbitMQ A B REMEREENHZEER

FNEEREMEREERMIEPNEEAEHEE, ERFARNEBELEETFEREHBHBENE—
¥, BIFEZE Amazon MQ for RabbitMQ REFEXEF B TIREER , LUBECEENHTE
REAN AWEEER , URREAEALEEUUZ AR BRI B MEE,

/A Important

Amazon MQ for RabbitMQ A EFEAERRE "%, , ¥ B SHELE IR IR M BR
BRI EIRFE . Amazon MQ L 2 EHMBREMEFEILINIIRE , BA "%,

SR EREENE

HREETHFER  RAEBREEARENRE  MARE-HTEBREEN , MRASTRAENAR
B, BRMEBEBRE—HEMN  YRUHEFHNBEED.

BESHEFAS ME=MEAAEER =M@ RabbitMQ REEAMHAR , RUBBRERE | WHHRED
ERETAERSEEER , BEMTEE. Amazon MQ EEBEFTFAHHMNALE , LEREHHKE
R R T A

BENBHRLEREZTHMEE , B¥ Amazon MQ REKEiHZEXE,

WEFMEER |, 5528 Amazon MQ for RabbitMQ FEIEEZE,
TR BEIENREEXHTEESER

PNREHTEEBEENASGEEERRANENERAEREARES, M7g.mediumEERRAEER
BEAME. TEERETFEARAKNUTEE 8 , £RALEBPHHTEE T RERAENME. #
WATEREE m7g.large MESHRE L , ERUEARENBEUESS THMNASM AL, B
FAREHTERBEETUREAFRAMMTIINEERR. ShxE, CREBINABRNBEAS

WEREFERITERBERNFMEEN , 528 Amazon MQ for RabbitMQ AV FEE /N EER,
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Amazon MQ AR
FER 3 EFRAREARTS

HR 3.13 RESRAHN RabbitMQ REEX , EEERREPERTIRENAREZERZERCRESE
HENEHETY . BRETIR-ERRERTIEE  TRESTEM, SREXENBENLE.

BLER{THIE A Raft HEVEEEREHREFNBEE D, EESHMBEEEAR , fRTIHISHBEB
ZERERZEFTNRE , BEFASBEUASKIVPEEE. ARSESHVATERNTRES , BI6E
BETHRREREELZER , ENEARRNERETRHMRE,

EEEEREABTY , BEREITHIx-queue-typequorumbFig 1ZBERES -

MEREABGFINREET , SEEBERABEES | HB8 Amazon MQ for RabbitMQ 9
AR5,

T4 FHZEBAE
EFERGESERL , FE
s ERERER —@EE
Mo

Amazon MQ for RabbitMQ FIAEMAMN T EENREER
KERAEABELEERECH , BT TIREER , U LEABRELIMNERBEFER,
TR FRABEAMAENSFA KT

BFAMFEEYREARERAERIENRBNE A TREENM AL, FRAMFASSEILERIRE
BIRA. R , BEETHAE , RIREBEEXNFTEESERE  FRFALASSECRRNERS
REL EEBEZERERNBRT , ASHEESFASMEFIHERN RabbitMQ REEXHHIRELE
MR, BEBRSENE.

BE-ERFEASEBE. BRAERAEBSR 1 1 ERIBELR, BMES
#, AR BEENTHEER —EHRE, BRBEFREE , LB ILEER

EERAAERENY , BULUSTHES S durable , WHEABBEENIRES persistent, T
il RE A EFH RabbitMQ Java AP imENEESM AT, £H AMQP 0-9-1 B , A/ LUEIR
REXRMER "2" , AR BELRFTAM,

boolean durable = true;
channel.queueDeclare("my_queue", durable, false, false, null);

BATHIREAM AR |, BT MessageProperties s E%A PERSISTENT_TEXT_PLAIN (Z0LA &8
BIFrR) , BIFEMALEEEEHNT,

AEAEM 214


https://www.rabbitmq.com/java-client.html

Amazon MQ HBEABER

import com.rabbitmg.client.MessageProperties;

channel.basicPublish("", "my_queue",
MessageProperties.PERSISTENT_TEXT_PLAIN,
message.getBytes());

SER 2 BREBRMEMIBNHEE AT

HEASCEEZEREEANEFBARMERS., RHERNFRARXNEF SR FE it F K.
RMEREEAINEFNFREREEANASER, MARKARMERS , AEEZEIASCRTE
2 A mBEHNAEEXRERREZIEENAS

E&i , ERFREAZRNSAZNIMNRENDNAELERNERXE , BAEEEX IR, #EA
MR E N ERMER RabbitMQ KEEAKNEN L EREE,

HEERXNRBEESRENAFRERARER L. A AMQP 0-9-1 &5 , ATLLUBIBER
basic.consumeFZRARESE. AMQP 0-9-1 A Figth Al LUFE B % confirm. select)':"/fﬂiaﬁi
ﬁﬁ%ﬁﬁwb\o

, TR EEBRETRA, Hltn , £5 RabbitMQ Java A Fini2\ER , A A
Channel#ba51cAck REEEEEMbasic.ack BERT , ML T&HIFT R

// this example assumes an existing channel instance

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "a-consumer-tag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException

{
long deliveryTag = envelope.getDeliveryTag();
// positively acknowledge a single delivery, the message will
// be discarded
channel.basicAck(deliveryTag, false);
}
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® Note

ARANARLEELCRETRE. BUREAFKEARANALENRE , ARHEEE
RAERNASHE,

B LAREE consumer_timeoutREBEE B MR (T, WREEERERBHEARNE
EFER , BISEES S , MK E WS PRECONDITION_FAILED, BEEZEINE  FEA
UpdateConfiguration API 2R ilconsumer_timeoutfE,

SER 3 BRITIIRIERERE

EHEENRES  EEAEFENTIVESERESRBEFEH, EREEBEFRAE , EMRE
Amazon MQ for RabbitMQ RERER TRESERNEE —SRE. ECEFRD , BEFHANNKER
R ATAEE 7€ REBOOT_IN_PROGRESS AREEH£55 HEFE,

EHEERERE , Amazon MQ 8 —X#T—EISGRNAE#HETE , UERREEXEFEERRE,
it , TS ECSEAHMERRENETRASRE, TRASHE K FSELEEIREGHFASSHY
FEEY Amazon Elastic Block Store (Amazon EBS) i EHALREF , UEIHEE, 2HEEHAE
AE T EREWE T EE,

WRTIRESEEAALSRD , AFFERIESREL EBENFEHRRE, T8 , MRRFHER
EBRIHRHNCERRS SRS SIRSERRET , EETIIESLS, B RabbitMemUsed
Ed RabbitMgMemLimit CloudWatch A REENEHIEE , UEREEECHE, EEIEADMER
AEHRAOHIRPHWASEE , THEEREATRE,

NMRFEMBLETIEALSRE , BERENAIMERAR , LUBDTIHHNAREE. —BFIRER
LEFIES TR , REERXNRERSEER RUNNING, EERREENTIES , EETEABR
TSRS BERR KN,

BB ALLEZBEMBRA TTL BER , LEBRELVERAE , WS HEENACKs REERERE, £K
BEXLTEHFHEATIAER CPU ZER | FHit KER NACKs Tt EREBRERMEE,

Amazon MQ for RabbitMQ M EEREIL A HNENREER

BT LL% Amazon MQ for RabbitMQ REBRERMEEREN , FEREREERG AL, BIEERER
K, YHEARERENEREAE, TR TIREEHUKECENERERNNREE.

SR BABKNMREFE 1 MB BT
RMEBAEALSRIEE 1 MB (MB) AT, UEBSBRERENTREM.
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Amazon MQ HEABEE
RabbitMQ 3.13 AR X ESE 128 MB AR K/, BEREA LS JHEEBRELEANCERET , #
HEMW BRI SIEERERY  QREFHEEAS. BANAR TS ERERXEHMBA
BRER , EeRSRBFELNER , X TEEBREERK,

EAESREREXFHRNEIMAR AR

EEEEAEAR LU UEAREZRFRENSRFRT , YEEB RabbitMQ EEEBHSE T
F,UEFEERERN, HEEERAESZRANRENNEEARAL,

TEREWMAEHR Amazon MQ for RabbitMQ 1 Amazon S3 BEE LB EER,

ro o\

Producer > o-)n')o < Consumer
L) ¥

2 o._0 3

Amazon MQ broker

AWS S3

T o6 REEREH Amazon MQ. AWS E AR Java B9 SDK 2.x #1 Amazon S3 :

1. B% , EHBRE Amazon S3 S EZRBIZFWAEER,

class Message {
// Other data fields of the message...

public String s3Key;
public String s3Bucket;
}

2. BuUBMELZE  SEEHEME Amazon S3 # , WiEB RabbitMQ FiXZEHRA L.

public void publishPayload() {
// Store the payload in S3.
String payload = PAYLOAD;
String prefix = S3_KEY_PREFIX;
String s3Key = prefix + "/" + UUID.randomUUID();
s3Client.putObject(PutObjectRequest.builder()

Ah Ak =
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.bucket(S3_BUCKET) .key(s3Key).build(),
RequestBody.fromString(payload));

// Send the reference through RabbitMQ.

Message message = new Message();

message.s3Key = s3Key;

message.s3Bucket = S3_BUCKET;

// Assign values to other fields in your message instance.

publishMessage(message);

}
3. BEmAZRLE, £ Amazon S3 HEEURE,, BEASH , LLRMER Amazon S3 #1#.

public void consumeMessage(Message message) {
// Retrieve the payload from S3.
String payload = s3Client.getObjectAsBytes(GetObjectRequest.builder()
.bucket(message.s3Bucket).key(message.s3Key).build())
.asutf8String();

// Process the complete message.
processPayload(message, payload);

// Delete the S3 object.
s3Client.deleteObject(DeleteObjectRequest.builder()
.bucket(message.s3Bucket).key(message.s3Key).build());

$E2 2 M basic.consumeMIEHHEE

basic.consume BERHEEEAFER LEA GAENALSEE M Ebasic.get, MEFMER ,
E2EmBENFAR

HER 3 REFR S

&R LAE A RabbitMQ FRSTHEVER&E{CEBEERAF LI RN, RabbitMQ AIATE L EEGTBUEA
IECHEEMAREE , LLEE AMQP 0-9-1 REMNBETR LHEEUEE . HEMNERREEEEM
RENRBEXGOHEENASHE, BRIEFER , RabbitMQ EARFIREARAREFCZRNEFTE
Ko

# RabbitMQ JEEERERLHIGEE  FEZEZBRER. 54, FEEHEENRENAR,
RAHBEREERERIMAFEAEERERY  ALSRAEIETREH HEENUEELER
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e EREBAT , THSE3CHEE TR - EEH. @&t , RabbitMQ REEXAGEHHE

EWFIEARREECERPRE , ERHKEEEERTAL, MREEAEEEREEHFRET , B

SHEENMHERNEEAREEAL , ISHELHEIEAESER RabbitMQ fRSFREFEFLIEE.

ZEIEREE  BPES —ERTEHELMEUE , LBFLE RabbitMQ REEXFLEHEER KERE
ERARTNAEMESCRENE L. IREFEFAEEASKEMCUREREAL , BAERA—FK
JIFAHEGTERARREREANEEE  LHEMEBNEEEREAS RN |, MKk SHEHME
FHR2EEEUT EEBHE,

(® Note

- MRAFKEARACREAEDRTARBEREEE , AIRERLHEERBER.
- FIERLHEIBOASSRTIPBER.

AT €6/ £/ RabbitMQ Java AFiImENE , KE—HBERE 10 AIFELHEEE,

ConnectionFactory factory = new ConnectionFactory();

Connection connection = factory.newConnection();
Channel channel = connection.createChannel();

channel.basicQos(10, false);

QueueingConsumer consumer = new QueueingConsumer(channel);
channel.basicConsume("my_queue", false, consumer);

(® Note

£ RabbitMQ Java FiFiRmfENEF , global EZEMNTARELLAE false , AT LR HI 7
LIFSEE#3R B A channel.basicQos(10).

TR 4 BEAEABITHEA Celery 5.5 S EFThRA

Python Celery 0 BN EBTH R , B SEKEHNELTZIFRRALS, EEBEANKRE
BB T AE 2838 the section called “ RABBITMQ _MEMORY ALARM " EHREBRANEELFEH, BE
REBERCERERNES BT TIEE
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HRATAE Celery lRA

1. PBAFA task _create_missing_queues LURERITHIF %,

2. Rt , BB worker_enable_remote_control AZEIL BRI T celery@. . .pidbox{T%l, i&
RS RERER ENFIR K.

worker_enable_remote_control = false

3. EEE—IDELFBEALTEE , FFERE Celery BARNE , EBTEE -E=X --task-
eventsHEZREIEA Celery worker-send-task-events,

4. FERATHSEEEIER Celery ERARER :

celery -A app_name worker --without-heartbeat --without-gossip --without-mingle

HH Celery 5.5 lix & EH ARA

1. F#RE Celery 5.5 [k, XEREABITINRERE , AEHRE, EERELREEEAN
Celery R4 , 38 celery --version., MIFEREABITHINFFMER , 552 E the section
called “BiZ81T 51",

2. FHHRE Celery 5.5 REHRA#E , task_default_queue_typeis EA "REAZL -
3. AL K BEMXREFRNLEEEHEE TR

broker_transport_options = {"confirm_publish": True}

Amazon MQ for RabbitMQ F @K EMFE IR REERF

MERENENEEREEAERHRHETENEARARXEZERER. TR TISEEHR , LEEAH
BREE N ERE R,

SR REBRHAEERER

RMEZE—ERABDHEKRER , LB EAFRERZE RabbitMQ I AN BER TREZEXE
B, RIS 4.0.0 BI%A , RabbitMQ Java AF R ERER X ERBHRKER.

MREEH /0 EEHBEKEBOFARR. DREVEBARERELES | AL ARBBRED
9%, RABREDERER,
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# A FimEd RabbitMQ EiF 2 BV AIGERABNERT , BTERREDER, RAEBLEBRE
AERREREREAENR , MERIBERKBNVEE, UTEHRHEMMFER RabbitMQ Java
A Finfe = B E R ) 1R R PR

ConnectionFactory factory = new ConnectionFactory();

// enable automatic recovery if using RabbitMQ Java client library prior to version
4.0.0.

factory.setAutomaticRecoveryEnabled(true);

// configure various connection settings

try {
Connection conn = factory.newConnection();
} catch (java.net.ConnectException e) {
Thread.sleep(5000);
// apply retry logic
}

® Note
MRERAFEXFER Connection.Close FZEEMER , AIFSRASBREEBREBER.

SR2 . ERRERXEENER

BERIETEHE Amazon MQ for RabbitMQ X EFE R CloudWatch IEEEFER , WEEBEREES
SRNEAEARSN I MEBBIFER, THERHAKEENEFEARAIBRRRENEZEE
=,

Amazon MQ for RabbitMQ & #51EZE 2 # E CloudWatch , RPN KB ML, EREAZRNFAER
*EE’J/HEO EERNBEEEEARETCERAENUERE, 1&7&&1&@&'&% [T 351 PR 1 28 SR RE PR K
FFERE CloudWatch /R,

ERTIEREE .
RabbitMQMemUsed #1 RabbitMQMemLimit

ERdRRAE , UL SRR ERE T
RabbitMQDiskFree #1 RabbitMQDiskFreeLimit

ERWnRE  MUERIRERREEXRNENHEREBEE,
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HREBENE , 0 EERHMEENERS AR BRI ENREE,

® Note
mEMAR ESTREBERIOFMER  FEEERNE L SREEER.

RabbitMQ #( 2

LT #ERAUMATE Amazon MQ EEREMER RabbitMQ., HFEE—F 7B MMANZEREARE
= (#1270 Node js. Python, .NET &) ERAXENAFIREXE , F268 (RabbitMQ AFIiERE) HHY
RabbitMQ # 2,

&

- RBREEXREERE

+ # Python Pika 2 Amazon MQ for RabbitMQ & E i F

« &R RabbitMQ EEW{T5IREE

- BLERNBENRE

c SR2: IV BEARAEEZESTENAERER

- HEBR3: (GEA) EEZE AWS Lambda EHE

« A Amazon MQ for RabbitMQ 9 OAuth 2.0 & 2 BB F iR
« fH Amazon MQ for RabbitMQ &9 IAM & 2 BR B M %

« ffH Amazon MQ for RabbitMQ #) LDAP &5 BRFBH ZE
- {5/ Amazon MQ for RabbitMQ K HTTP & 5 BRE R
+ &% Amazon MQ for RabbitMQ £ SSL B 5 2 BE

« # mTLS AR AMQP F1% & i 3

- EEEH JMS EAER

mE X ERENRERE
B iRENERNRERE , flINEA BMASKEM CloudWatch BEE AWS EE XA,
#mEE RabbitMQ REEEE

1. %A Amazon MQ 4,
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2. RARERENEE , EEEHNKER (B0 MyBroker) , A#%12#12 Edit (W)

3. 1f Edit MyBroker ("% MyBroker) EE L , # Specifications (}i1&) EEH , i#E Broker
engine version ({XEBFE 3N 512 iR A) = Broker Instance type (KEBERERHITEEER),

4. 7 CloudWatch Logs BERHF , #H— T IR URMASER — KRB THREMTHMDER,

® Note

- ¥ RabbitMQ RERER , Amazon MQ EEBFARKEZNAE® (SLR) B —MK A
%M % CloudWatch, MEFFME , B2 E the section called “F AR EHZEHE,

« Amazon MQ F % # RabbitMQ RERER K FERECE,

5. 1 Maintenance (#£) B+ , REREERANHEEDRE
EER AWS BTREEXREBREBEIAREZNEAER , HEREMABBREREFAR. BBFHK
SRERBEHRE, —XKPWERE (24 /DR FEFE (FEERA UTC) FTNERMHEEBRRE,

6. iZ#E Schedule Modifications (HER2f&2K).

@ Note
R 4% 2122 Enable automatic minor version upgrades (BUF B Bl X BRRA F4R) |, &40

EEEERBEENREFREERENEREN,

#& Python Pika B2 Amazon MQ for RabbitMQ #& & {# F

LU #H B RIER A MAZRE Python Pika A Fim , RIKFERE TLS LAEELRE Amazon MQ for
RabbitMQ XX, Pika 2 RabbitMQ 2 AMQP 0-9-1 #HE/ Python B, ZXHERESS|ERT
RZE% Pika, EE1TY, REBRMAESASEERIREBEEXNTERRS: , UREEENAERTIEK
e,

x5

o FORIEH
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- ZB— . M EK Python Pika Al P

- SR BUBTEVEEAR

- FR=  BIHBEVERGER

- SR : (ER) RESHEBEITRARAS

- BRIEBESR?

FORIFAF
EETHAHBRENTR | BFEUTRRES

« —1{B Amazon MQ for RabbitMQ RIEBEX . WMEFMENR , B2 EE L Amazon MQ for RabbitMQ
REER,

- BWEERKERSE Python 3,

« {EM Python pip %% Pika, ZEE X Pika , BHRBF WK BRERELHTUTHN,

$ python3 -m pip install pika

AT A

EAHEBERRES  BEDEE—FH Amazon MQ for RabbitMQ RERERFEHAE , HEABE AFNEBEEE
BEBANETFT, TREVLENREFTHAARAIRIEN (regexp) B,

Tags (%) R E regexp B A regexp FEEY regexp
none Lx L*

JIHNEREFITEAEAERUEINBAGTT K MASRTFTHERAHEANTFEIE , BEER
ERX LHTEREREE. EUNRHURFIEAEFEEFINRAUAEEXNER | #£-FSRFIFFT,
fign , MREKFIRYREAEXNBES ~[hello world].* , AIERAEREREIL hello
world BASRZ {75 P 1T ALK EF o

A1 RabbitMQ £ &R EEEMAEEBAL THHMEER , HSB Amazon MQ for RabbitMQ
RERAEAE,
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HEB— I EK Python Pika Fi B iR

EEHE Python Pika AFmERER , LEREBEHILEEL Amazon MQ for RabbitMQ XE=Z
EEEFIRM TLS fAREFTEM SSL AR , FEHIT T 3 E1E,

1. FREKREEEAE  RENEREUTES , YEEEZE %,

$ mkdir pika-tutorial
$ cd pika-tutorial

2. EBYNHFHERE basicClient.py , HEET %I Python X,

import ssl
import pika

class BasicPikaClient:

def __init_ (self, rabbitmq_broker_id, rabbitmq_user, rabbitmg_password,
region):

# SSL Context for TLS configuration of Amazon MQ for RabbitMQ

ssl_context = ssl.SSLContext(ssl.PROTOCOL_TLSv1_2)

ssl_context.set_ciphers('ECDHE+AESGCM: !ECDSA")

url = f"amgps://{rabbitmqg_user}:
{rabbitmq_password}@{rabbitmg_broker_id}.mq.{region}.amazonaws.com:5671"

parameters = pika.URLParameters(url)

parameters.ssl_options = pika.SSLOptions(context=ssl_context)

self.connection = pika.BlockingConnection(parameters)
self.channel = self.connection.channel()

FBEETAAMAE BasicPikaClient WRITENERAEERHMER,

SR BUBTEUELAS

EEEVESTINEEABE-FABNRITE BRI THEE.

1. BRTIBRINBHFNARS , YEL—ESBREINAERB P EEEEESR publisher. py,

from basicClient import BasicPikaClient
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class BasicMessageSender(BasicPikaClient):

def declare_queue(self, queue_name):
print(f"Trying to declare queue({queue_name})...")
self.channel.queue_declare(queue=queue_name)

def send_message(self, exchange, routing_key, body):
channel = self.connection.channel()
channel.basic_publish(exchange=exchange,
routing_key=routing_key,
body=body)
print(f"Sent message. Exchange: {exchange}, Routing Key: {routing_key},
Body: {body}")

def close(self):
self.channel.close()
self.connection.close()

if __name__ == "__main__":

# Initialize Basic Message Sender which creates a connection
# and channel for sending messages.
basic_message_sender = BasicMessageSender(

"<broker-id>",

"<username>",

"<password>",

"<region>"

# Declare a queue
basic_message_sender.declare_queue("hello world queue")

# Send a message to the queue.
basic_message_sender.send_message(exchange="", routing_key="hello world queue",
body=b'Hello World!'")

# Close connections.
basic_message_sender.close()

BasicMessageSender ERI# & H BasicPikaClient W EBEHMAERE ST, BTHIE
EAEUKREIRER. EXNREFHEFASKBEXIERZRE , EBEASRERATIER,
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2. T if __name__ == "_main__": THh , FATHEARREELS BasicMessageSender
ERRERAHNSE,

 <broker-id> - Amazon MQ St EFREXNELMNME— ID, BAUR
KIEEFEX ARN 47 ID, B0, fTRERLLT ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i145j6k17819 ,
REER IDER b-1234a5b6-78cd-901e-2fgh-3145j6k17819,

« <username> - EEEZHF U SALREANREBEERANREEXNFEHENERAERRE,
- <password> - EFEMF I AIKFALEAREEIANREERXFERAENER.

 <region> - BEHFE I Amazon MQ for RabbitMQ REEBFER AWS W EiF, #I0 us-
west-2,

3. TEEEI publisher.py WAHE B &H#ITFIGMS.

$ python3 publisher.py

MREXBFTHTHY , MG ERGEEAEREITIE@E L.

Trying to declare queue(hello world queue)...
Sent message. Exchange: , Routing Key: hello world queue, Body: b'Hello World!'

FR=  BEIDHEELEWEAR
EEEVRTIBEKE-ASNIAE , FHTTHEE,
1. BRTIEXBHFANARE , YEMHEEEHFPEEFEFS consumer. pyo

from basicClient import BasicPikaClient
class BasicMessageReceiver(BasicPikaClient):

def get_message(self, queue):
method_frame, header_frame, body = self.channel.basic_get(queue)
if method_frame:
print(method_frame, header_frame, body)
self.channel.basic_ack(method_frame.delivery_tag)
return method_frame, header_frame, body
else:
print('No message returned')
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def close(self):
self.channel.close()
self.connection.close()

if _name__ == "__main__":

# Create Basic Message Receiver which creates a connection
# and channel for consuming messages.
basic_message_receiver = BasicMessageReceiver(

"<broker-id>",

"<username>",

"<password>",

"<region>"

# Consume the message that was sent.
basic_message_receiver.get_message("hello world queue")

# Close connections.
basic_message_receiver.close()

HEEL—ESBPEINRMEEL , BasicMessageReceiver#&BasicPikaClientif
EFEE A S MBERERNEMS L,

2. #Eif __name__ == "__main__": T4 , FRENEFINREER
BasicMessageReceiver BHEHEMN S8,

3. ELMNEXRBHD , MITFIGT.
$ python3 consumer.py

MREXBADFT , AESRINFAEAUR BERATREANERR  eMSETRERRER
¥

<Basic.GetOk(['delivery_tag=1', 'exchange=', 'message_count=0",
'redelivered=False', 'routing_key=hello world queue'])> <BasicProperties> b'Hello
World!'
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RN (BH) RESHEBLEAFAR

EEMATIPNZEAE | BEA Pika B basic_consume FEMEIFEEE , D FAR

1. % consumer.py # , F FIIHEZERMIEE BasicMessageReceiver il

def consume_messages(self, queue):
def callback(ch, method, properties, body):
print(" [x] Received %r" % body)

self.channel.basic_consume(queue=queue, on_message_callback=callback,
auto_ack=True)

print(' [*] Waiting for messages. To exit press CTRL+C')
self.channel.start_consuming()

2. 1£ consumer.py # , f£ if __name__ == "__main__": ThH , WHALEL—SBHhEEN
consume_messages 5.

if __name__ == "__main__":
# Create Basic Message Receiver which creates a connection and channel for
consuming messages.
basic_message_receiver = BasicMessageReceiver(
"<broker-id>",
"<username>",

"<password>",
"<region>"

# Consume the message that was sent.
# basic_message_receiver.get_message("hello world queue")

# Consume multiple messages in an event loop.
basic_message_receiver.consume_messages("hello world queue")

# Close connections.
basic_message_receiver.close()

3. HBIR#IT consumer.py , BIRKI , FIARSERERRHIRE R,

[*] Waiting for messages. To exit press CTRL+C

#% Python Pika B2 Amazon MQ for RabbitMQ #2 &z fi 229


https://pika.readthedocs.io/en/stable/modules/channel.html#pika.channel.Channel.basic_consume

Amazon MQ HBEABER

[x] Received b'Hello World!'
[x] Received b'Hello World!'

‘@SR

- MEHMETE RabbitMQ AP IRERNENFHER , 552 E RabbitMQ 85 E# RabbitMQ F Fim
Xt

fi# R RabbitMQ EEFHT5IE L

£ Amazon MQ for RabbitMQ FEHEH , B ESETINASEE=AREEXHHETEER.

HEE (BARER) A RabbitMQ REEXRESATAM (HA), BREMBEPNTIH—EEHRLHE

EBAN—LZEFEGENR. SEERAZERGTINEE (BRFEATINAR) BELEAZTE
75l , REBHEGETEE.

Flin  ZEBE=-(EHBEENESRTY)  TEHE (main) MMEHEK (mirror-1 M mirror-2), M
RUEFEGTIPNMEARHENNEEIMERS , SRS EELLTH, MREE (mirror-1)
E—BREASEEEFEA , FINARAATLLEE , mMAATUEESARTEATI. T8 K BRERSRE
BErT5 , BlI7E mirror-1 |EMFARKEMZE main HASMSEREE mirror-1.

MEFEGHFMENR , F26 RabbitMQ B35 LM EHRFE BT,
HERTIELS

EHEREEE , Amazon MQ € —R#T—ESHNAEHE T , URAREEX#EEFERE,
Hit , IS ECSATHEEREFETRSRE, TRATHRE , FEEEEINEGNFARSRY
&R Amazon Elastic Block Store (Amazon EBS) i ESR AL ERED , MESHEE, sHEEAS
AETYERRBESRE,

WRFIRESEEEARRD EU{?ﬁuﬁﬁEIbﬁ*ﬁfiﬂi#ﬁ%tﬂ%ﬁ,ﬂﬁﬂﬁﬁm TiB , RHRPHER
ERLHHNCERRG SRS RSHERET , HETIELS, EWLE RabbitMemUsed
Ed RabbitMgMemLimit CloudWatch FERIBFE X ETBHIEAE , LIFERR HE%E—{E%EO EESEEE RS S
AESRAOHRXPHWASEE , TREEREATRE,

(® Note
BOTHELRELAN N TREEIRENERRZEUE.
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EERRREFNTIRASRE , FEEAHBPNIER , HPRBUWMEM ha-sync-batch-size
BRI EHBBITIIRSEE.

&

- FRIGH

« %88 1 : EF ha-sync-batch-size BUE
- $B2 . EFREITIES

- BRESR

- HEER

FORIFAF

EAXHED  BXAFTEREEBI TR Amazon MQ for RabbitMQ RKEBEXNERE., EBAUEASE
—REVREEXREINEESHERAE K JEZRTREVHEMERAE, TREALENEESRE
RERBRNFFAERSRAFRER (regexp)

Tags (BH) FEEY regexp R IE regexp B A regexp
administrator X ¥ L*

IR RabbitMQ £/ % R ERE A& EMAFTHHMET , 28 Amazon MQ for RabbitMQ
RERAERE,

B 1: EF ha-sync-batch-size BK

TR REIMAIFTEEBRARRERN LB ABTIINEEEK, S LUER RabbitMQ Web 124
5 RabbitMQ EIE APl, MFEFEFMER , 52 H RabbitMQ s LW EEIAHE,

£ H RabbitMQ Web £ & %H ha-sync-batch-size B¥

1. & A Amazon MQ 24,

2. HEEAIBEEKFIERE Brokers (RERERX),

3. RREBEERXNZFEY , ZEELEEAFBEENREBEERNEHE,
4

EREEXNEMEM Connections (IE#R) RERH , iEIF RabbitMQ web console (RabbitMQ Web *
#A) URL, RabbitMQ Web 1A SEMNBERR S| FEBIRE F B
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https://www.rabbitmq.com/management.html
https://console.aws.amazon.com/amazon-mq/

Amazon MQ AR
5. EREHNREENEESZ ABEEA RabbitMQ Web 24,

6. 7 RabbitMQ Web =E AN EEEL , 1#IE Admin (EE &),

7. 1 Admin (BEEE) EENARIEEERKD , i#IE Policies (BR).
8

£ Policies (BUR) EE L , £ & ENKERZX B A8 User policies (fEA & BX) /FE, £ User
policies (EFA&EBER) T , BB Add / update a policy (F7118/E#HBUR).

® Note

BB , FHE A ha-all-AWS-OWNED-DO-NOT-DELETE WH¥IAREBERABEKEN
Amazon MQ for RabbitMQ £, Amazon MQ €F B EE , UEFEREERXLNER
TIHEEERNFME=(EH , YaBRS T,

9. EEERIVHMNNRERXBUER , 51 Add/ update a policy (FTI8/FEHBEEK) 2T , HIT T HIRE -

a. &% Name (%) , ALK EEEAE , HlW0 batch-size-policy,
b. &% Pattern (#3X) , B A regexp BX .* , MEREFEREEX LHMET,
c. &¥ Apply to (ERE) , R TR NFEHIERE Exchanges and queues (R #1751},

d. #H% Priority (EXIER) , BAKREA S EEEMOPTE LEMAORE, £ 0 LUETAE
EH RS — AR EESEEAS RabbitMQ £ 5IFIZHR, RabbitMQ BiZIEEHE B & E LIERF
BHATERE. NEREELIEFR AL HRENEMER  H2H RabbitMQ MBEX
HRRE,

e. &¥ Definition (E%) , #Ti8 TN HI&EMA -

« ha-sync-batch-size=100, %t THN;EEHEE Number (BF),

(@ Note
BAREEERBTIPRESHASBB M AD , ABFMKE ha-sync-batch-
size W{E,

« ha-mode=all, T BEEHIREIF String (FH),

/A Important
FiE HA HHEBUREEE ha-mode EH. EHRTEERRI XN,

 ha-sync-mode=automatic., # TR FEEAIEE String (FH)o
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® Note
FIE BRTBURBEE ha-sync-mode &, & CHE , Amazon MQ € B Ehffiin
E&E,

f. 1&$E Add/ update policy (3718 / EFHBE),
10. TSR E HIRTE User policies (F A EBE) BEH,

£/ RabbitMQ & API £H ha-sync-batch-size BUE

1. & A Amazon MQ £#4&,

2. HEERIEEEEFIZE Brokers ((REER).

3. RREEXBEH  EELEZEEAFERHIREBERESXZRE,
4

EREEXEMEH Connections (E#R) EERH , 52 T RabbitMQ web console (RabbitMQ Web
#EB)URL, ERZEHTTP R EANREREHE.

F R A iR B R B FMEN S B SIR &,

6. EERVHORERLRBE  FWATH curl %d. KHESSBBTES / ERIR W4T,
HiREA %2F,

o

(@ Note

W#asat MR A LR EEEERARE. LAREERBTIPREASHASHE
MK/, FAEFMKRE ha-sync-batch-size KA (100), AELFIFEE TH URL BRA
B,

curl -i -u username:password -H "content-type:application/json" -XPUT \

-d '{"pattern":".*", "priority":1, "definition":{"ha-sync-batch-size":100, "ha-
mode":"all", "ha-sync-mode":"automatic"}}' \
https://b-589c045f-f81n-4ab0-a89c-co62elc32ef8.mq.us-west-2.amazonaws.com/api/
policies/%2F/batch-size-policy

7. HREWBFBREHEEAEEANEAEBR , FBWATS curl S5 HAAEREERRK
Fo
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curl -i -u username:password https://b-589c045f-f81ln-4ab0-a89c-co62elc32ef8.mq. us-
west-2.amazonaws.com/api/policies

SR 2 ENRBETIIED

HEAHM ha-sync-batch-size BREAERERA 2R , FEFRBTIIESEE,
£/ RabbitMQ Web =2 & EH B THIR L

(® Note
= EBIR RabbitMQ Web 124 |, B2 EAHZBNLT R 1 A LHIE T

1. 7£ RabbitMQ Web iAW EHHEEix , iEE Queues (1T5).
2. 7 Queues (f73) EEM All queues (FTETS) 2T , REELEEENTH, BEBRIF , B
PRSI HERYNMBEER (W batch-size-policy).

3. HEUBENMAXNNEFRBRIESF A FLBUHTIIES, AREFRBITIEL.

(® Note

NMREASRBEEEEEIERTK , SHEHMR ha-sync-batch-size B , ARBIXEMNR
BTIIESERE,

®REIR

- FHIRIESE , E IR Amazon CloudWatch 364E RabbitMQMemUsed LAEE$2 RabbitMQ & B
FANCERYE, SRR RabbitMQMemLimit IEERE LB IERRE, MEF
& , 5528 7B Amazon MQ B CloudWatch 3% & Amazon MQ for RabbitMQ RIEFZ o] /Y
CloudWatch 51,

- EERAGEFNTIESEE , BB TIREEHELREEAS . BRAEXNNRANIFER , &
MuZBEEREEANTERERARAEFESERENBRAITERA N, NFEREEXHNTE
BEANREREEARERENFAET  F2H REREEAREHE.
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- BIEEIFH Amazon MQ for RabbitMQ LB EF , Amazon MQ EER —HEFERBERNER =
RS  URECREREXNEE, IRENREENIERENAERBENRS , RMEREETE
Mo MEBRVTERBERMER EHRFINFMERNR , 52/ https://docs.aws.amazon.com//amazon-
maq/latest/developer-guide/rabbitmqg-defaults.html,

MHEER

« UpdateBrokerlnput — £ Amazon MQ API , ATf| AR EEXBHETRKERSSTEREE,
. g%ﬁﬂﬂiﬁl% (RabbitMQ ﬁﬁﬁ%ﬁiﬁz) - #—3 7 # RabbitMQ #5 A RabbitMQ 2 FBXK,
« RabbitMQ B HTTP API - i — 7 #i# RabbitMQ EE API,

A ERNBERNHE

AFixERAREX A LA RabbitMQ Web i3 & FE)EIRIEE Amazon MQ XEFZ X RabbitMQ Y&
. HEMF A RabbitMQ Web 12 A EIRER , FBHT T IEE -

1. BAAWS EEFEA YHMAEREXH RabbitMQ Web 124,

2. 7 RabbitMQ *# & L |, i#Z Connections ((E#R) & 5|FHK.

3. £ Connections ((E#8) EE L , All connections (FTEER) T , BFEFRIZELEFRANERS
o

4. TEEFFHMEFEEL , B2 Close this connection (BIFALLERR) ARFBIEER , REIZZE Force
Close (G&HIEERA), & , BB ALFEHE S WEREN Reason (RE) WHERXF. EXRREEE
#R85 | Amazon MQ L£# RabbitMQ Amazon MQ &#§&isEW R R EE 4 A F iR,

5. HEHFEFRLIERE OK (HE) AR L BEER,
BARRIEARES |, SRR R E R AT EE,

® Note

BHAFREARATUREAEHMAREBHENEVEREEANER, EEEERT , #
RIEEN Web TR ERIBMERT 2B ERFEE B

HRRELRFRNRERN | B EREBMEFEEA G EELEE (Fi , AR AMQP EiF
AV ERE 5671) EMNEBARERMFHEILER, SN ERYREREXKRELESREHE Amazon MQ
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ZESHETNWERERE, NFERERREFANFAET , F2H (Amazon VPC ERAEER)
MR AELZSEE,

SBR2 % IVM BEEARRNEREZTENRERER

B3 RabbitMQ RERERR , KA EAEXNEEEIE, THEHREMNMAEMA RabbitMQ Java A
FinElERVREAERENNER, BAMFIUREEAL, BUFEAZERES I EN RabbitMQ A

Fimfg X ERERE RabbitMQ REREN . WEXEN RabbitMQ AFRERENFHAERN , #2328

RabbitMQ AAFimfENENBEZAETE,

FO R

(@ Note

TILESREBARNERELAFIRENERL TEIMA RabbitMQ KEEN, MREEEE
VEALNAERENAERZR | AIRBBELSER,

B VPC Bt

EERRRERXTUE VPC RFE , B4ERA enableDnsHostnames Fl enableDnsSupport
VPC B, MEFMER , 5528 (Amazon VPC FRHERE) T8 VPC F#J DNS Support,

BB AERR

1. & A Amazon MQ A&,

2. #HREENXNBEH  BEESHREZEXNEE (Hlm , MyBroker),

3. % MyBroker ETHH Connections (E4R) BERH , ;8 FTREREN Web 2 & URL MAIREREA
ER AL FE LR,

4. 1£ Details (FEHHE ) [EERHY Security and network (Z£ M%) T , BELNZLHERER
s

FEENE R EC2 & XRIRH Security Groups (Z£&4H) BEM.
5. RZELBFEABEREBENZEEE,
6. HEHEMSZTH ,E Inbound (BA) , AEEE Edit ({REE).

7. 7 Editinbound rules (fREEEARA) HELRP , AEELREFINFE URL im0 #TE R R
(TR R RIERR Web 12 E T LLEIE),
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https://www.rabbitmq.com/java-client.html
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https://www.rabbitmq.com/devtools.html
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Amazon MQ HEABEE
a. 1Z#E Add Rule (38R ),
b. @A  EHEBEET TCP,

c. &¥ Source (3RR) , F Custom (BE]) REFSRIVIREE , RAERWMALRFHLEREHNFE Web £12
BHRM IP bt (Fl20 , 192.0.2.1),

d. E Save (R%F)o

LHREEXREC TESEANER,

18 Java MK

MREFER Apache Maven BEIVEE |, A THEAKMETIEZE pom. xml B2, WMFE Apache Maven
PEIYGEBEERNWEFEENR , 528 POM &,

<dependency>
<groupId>com.rabbitmg</groupId>
<artifactId>amgp-client</artifactId>
<version>5.9.0</version>
</dependency>

WMREMEM Gradle BEIRE , BES U THMEKM,

dependencies {
compile 'com.rabbitmqg:amgp-client:5.9.0'

}

fE A Connection 1 Channel %3l

RabbitMQ Java B Fif#E A com.rabbitmqg.client EBHTEEEH , M Connection
Channel API 32 Bk AMQP 0-9-1 EENBE, EFEABEA Connection M Channel &
Bl , WA T &P o

import com.rabbitmg.client.Connection;
import com.rabbitmqg.client.Channel;

#3 ConnectionFactory WiEEFEHNAREER

ERATES , BBEEMSEEL ConnectionFactory ERIMNEITEE. #H setHost HER
RELHERTHRERRMRG. HH AMQPS 5 EAER, £ AEEE 5671,
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ConnectionFactory factory = new ConnectionFactory();

factory.setUsername(username);
factory.setPassword(password);

//Replace the URL with your information
factory.setHost("b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-west-2.amazonaws.com");
factory.setPort(5671);

// Allows client to establish a connection over TLS
factory.useSslProtocol();

// Create a connection
Connection conn = factory.newConnection();

// Create a channel
Channel channel = conn.createChannel();

T BB =R

T Channel.basicPublish A ERMER, THEHFEH AMQP Builder EHIZREE
BEERBER plain/text WAEBHER,

byte[] messageBodyBytes = "Hello, world!".getBytes();
channel.basicPublish(exchangeName, routingKey,
new AMQP.BasicProperties.Builder()
.contentType("text/plain™)
.userId("userId")
.build(),
messageBodyBytes);

A BT A LR S
SEELAMER Consumer RE , A FRTIIREWRAL, FTHR , AEMSEEER B BEE,

BE Consumer WREEHZEZRFEHFERI DefaultConsumer, DefaultConsumer YW AEA
basicConsume FEAYA —EP 5 RESE |, LARRERTE , LA T & HIFT R,
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boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "myConsumerTag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException

{
String routingKey = envelope.getRoutingKey();
String contentType = properties.getContentType();
long deliveryTag = envelope.getDeliveryTag();
// (process the message components here ...)
channel.basicAck(deliveryTag, false);
}
)8
@ Note

HARKMIEET autoAck = false , BIXERAEIEZE Consumer WEAE , RAETE
handleDelivery A #ET , MEHIFT R,

B BR SR Y B AR 3 BT IR AR SRR

A7 PEER RabbitMQ REEXNELR , FRAMEENER , W TEA R

channel.close();
conn.close();

® Note

WEMF A RabbitMQ Java AF RN ENFMER , F2 6 RabbitMQ Java A Fim API i85
Mo
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SR 3: (FEHAH) EEE AWS Lambda B

AWS Lambda TJLLEREEZH Amazon MQ REEXEFERAL ., ELSREREREREE Lambda
B, BB SHRERS , HEFERTITNARLRESUARSYE, ZEVNSHRFERFS it
FHREREEXNAL , WL JSON YHMER ST MHEERS Lambda &E,

RAERENEEEE Lambda B
1. #T3 IAM BB E S Lambda HEHITHE,

* mq:DescribeBroker

* ec2:CreateNetworklInterface

+ ec2:DeleteNetworklInterface

* ec2:DescribeNetworkInterfaces

» ec2:DescribeSecurityGroups

* ec2:DescribeSubnets

» ec2:DescribeVpcs

* logs:CreateLogGroup

* logs:CreateLogStream

« H& : PutLogEvents

» secretsmanager:GetSecretValue

® Note
BRELEN IAM FFA] |, B EBUHEE LRI Amazon MQ &R BEEGC #.

2. (BR) MRZEBURELAUFERMNRERER K SBXEAHTTIHES —BEE | UAH
Lambda EHEFERE :

- ABELRTRERERE—E NAT BE, MmFEFMER , F2680 AWS Lambda REASEEYF
B9 VPC 1% 4R B S0 9 48 PR AR B A AR 3% 17 B

« £ VPC i% B2 3 Amazon Virtual Private Cloud (Amazon VPC) &2 Lambda 2 F#ER, &
#) Amazon VPC th 4 ZEE4RE) AWS Security Token Service (AWS STS) # Secrets Manager
i, MEFMEN , 52 AWS Lambda B A BB IIELE Lambda BT HE VPC i
2.
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-internet
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
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3. A AWS EEXRE , ¥ Lambda REENRKEEXARESSHRIR, BB AER

create-event-source-mapping AWS Command Line Interface i

4. B lLambda HEwRE —LERNE , LEERAEBEXRANTALE ., SHRFEMRFFEEM Lambda
ABICRAREREZRNSIZBER, LLTE Amazon MQ for RabbitMQ {1751# Lambda & &5l

(® Note

HEE&HH | test RIFHINERE , / REERERIHENERE, BRFAEE  EH4RFESE
test::/ BIHIAE,

{
"eventSource": "aws:rmq",
"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",
"rmgqMessagesByQueue": {
"test::/": [
{

"basicProperties": {
"contentType": "text/plain",
"contentEncoding": null,
"headers": {

"headerl": {
"bytes": [
118,
97,
108,
117,
101,
49
]
1,

"header2": {
"bytes": [
118,
97,
108,
117,
101,
50
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Amazon MQ HBEABER

}I

"numberInHeader": 10

}
"deliveryMode": 1,
"priority": 34,
"correlationId": null,
"replyTo": null,
"expiration": "60000",
"messageId": null,
"timestamp": "Jan 1, 1970, 12:33:41 AM",
"type": null,
"userId": "AIDACKCEVSQ6C2EXAMPLE",
"appId": null,
"clusterId": null,
"bodySize": 80
.
"redelivered": false,
"data": "eyJ0aWllb3V@IjowLCIkYXRhIjoiQlpybWYwR3c4T3YQYnFMUXhENEUifQ=="

ZZDEEH Amazon MQ E#£ZE Lambda., Lambda %1 Amazon MQ B4 HRAIEE | U R B4R E
IMEEHERR |, 52 B ( AWS Lambda FAZ2 A E18M) FIEEEA Lambda B2 Amazon MQ.

£/ Amazon MQ for RabbitMQ #J OAuth 2.0 & 2 B E M T #

A EERBA AT £ Amazon Cognito %A OAuth 2.0 {tFER | B#EH Amazon MQ for RabbitMQ %
IE*EET }F:E OAuth 2.0 %ﬁ%ﬁ%o

(® Note
Amazon Cognito T EARFE (bR ) MFE (EE).

/A Important

A BREZHBER Amazon Cognito , BRI EREME 51RHE (IdPs), WMFEFHEE
nﬁ Z5 Eﬁ OAuth 2.0 % ?%%ﬂ@“o

&II{
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Amazon MQ BIB A BINT
L EME

« BRFE OAuth 2.0 55 BREM L REMS

« 5 58 Amazon Cognito By OAuth 2.0 & 2§ 5% AWS CLI

 f£/ Amazon Cognito %7 OAuth 2.0 M5 5 & 2 B FE

SR OAuth 2.0 & BB LRI

BT LAERE AWS CDK &, Amazon Cognito RabbitMQ OAuth 2 #9 Amazon Cognito 3 & F\ iz
X, BN EAHBEREREFFIEN Amazon Cognito iR, MREEFBELE Amazon Cognito , F5FE
RIZ1E Amazon MQ for RabbitMQ REEFE LEZE OAuth 2.0 Z BIRFE T Fl SR 64 -

£%E Amazon Cognito B9 53R 1G4

- BBREMFEAELRERREEE Amazon Cognito inE. HEEEM , 2/ Amazon Cognito F & B
fAIfE A OAuth 2.0 I EREHE . THETEH OAuth 2.0 & F.

s EEAEEErabbitmqPEIE R WERMARSE , YER T 5
: read:all, configure:all, write:all#l tag:administrator, EL&EEGER
RabbitMQ 7F 7] 46 Ba B .

WMERVERFARBNHEBEN , 28 (Amazon Cognito BIE A BIEME) PR ALHNEAEERE
(AWS EEFIZE) ERERARR,

- BYTIEARXAFR

- FRA CEREEENERERAF#Machine-to-Machine application. E2#ZAF
i, HAFmMES AR RabbitMQ AMQP A Fik, MEERAERNAFRMNELAFmNEERE
A, FoREAEXARRBRRANEYEARSAF iR,

c FRE cHEREEENERARRXAF®Single-page application., ERLAERAF , #H
REA RabbitMQ BEEE#EAENERAE. EXEEHHEREAFR , LBELKETIER
FE K Amazon MQ for RabbitMQ REREX iR , A AFFHWEN URL, MHRFMENR , F2
BIfE A Amazon Cognito FEAREZEE A,

% 7E Amazon MQ B % 3R1G4F

« #1117 bash ¥EHER T4E Docker 22 | LLERTE OAuth 2.0 5RERB KT,
« AWS CLI frA&x >=2.28.23 UEREBEREXE T HEZEMHIGEREZBNEG,
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-define-resource-servers.html#cognito-user-pools-define-resource-servers-console
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-managed-login.html#set-up-managed-login
https://docs.docker.com/engine/install/
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£ % Amazon Cognito B¥ OAuth 2.0 & % B& 5 AWS CLI

T5IR2FERA A E A Amazon Cognito 5 1dP , A%/ Amazon MQ for RabbitMQ REBREXRE
OAuth 2.0 57 8%, Amazon Cognito IdP ttFZF A AWS CLI REBY MZELENEIR.

ETHRFF , B4 configurationlD F Revision, <c-fa3390a5-7e01-4559-ae0c-
eb15b38b22ca> M <2> ERBNEEBRKRERE.

1. create-configuration AWS CLI S8 S AVAEAE | 10T 5 & 6IFT R,

aws mq create-configuration \
--name "rabbitmg-oauth2-config" \
--engine-type "RABBITMQ" \
--engine-version "3.13"

o EEEELUT SIS 58 = e,

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-
ae@c-eb15b38b22ca",

"AuthenticationStrategy": "simple",

"Created": "2025-07-17T16:03:01.759943+00:00",

"Id": "c-fa3390a5-7e01-4559-ae@c-ebl15b38b22ca",

"LatestRevision": {

"Created": "2025-07-17T16:03:01.759000+00:00",

"Description": "Auto-generated default for rabbitmg-oauth2-config on RabbitMQ

3.13",
"Revision": 1
3,
"Name": "rabbitmg-oauth2-config"

}

2. BMNHRA MNiEREERrabbitmg.conf , SAMEA OAuth 2.0 AS BB FNIRESRE , T HE
iR R o

auth_backends.1 = oauth2

# FIXME: Update this value with the token signing key URL of your Amazon Cognito
user pool.

# If you used the AWS CDK stack to deploy Amazon Cognito, this is one of the stack
outputs.

auth_oauth2.jwks_url = ${RabbitMqOAuth2TestStack.JwksUri}
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auth_oauth2.resource_server_id = rabbitmq
# Amazon Cognito does not include an audience field in access tokens
auth_oauth2.verify_aud = false

# Amazon Cognito does not allow * in its custom scopes. Use aliases to translate
between Amazon Cognito and RabbitMQ.
auth_oauth2.scope_prefix = rabbitmq/

auth_oauth2.scope_aliases.l.alias = rabbitmg/read:all
auth_oauth2.scope_aliases.l.scope = rabbitmq/read:*/*
auth_oauth2.scope_aliases.2.alias = rabbitmg/write:all
auth_oauth2.scope_aliases.2.scope = rabbitmq/write:*/*
auth_oauth2.scope_aliases.3.alias = rabbitmg/configure:all
auth_oauth2.scope_aliases.3.scope = rabbitmg/configure:*/*

# Allow OAuth 2.0 login for RabbitMQ management console
management.oauth_enabled = true
# FIXME: Update this value with the client ID of your public application client
management.oauth_client_id
= ${RabbitMqOAuth2TestStack.ManagementConsoleAppClientId}
# FIXME: Update this value with the base JWKS URI (without /.well-known/jwks.json)
auth_oauth2.issuer = ${RabbitMqOAuth2TestStack.Issuer}
management.oauth_scopes = rabbitmq/tag:administrator

LtiERE(E A EE 5IA |, #% Amazon Cognito FE R EE RS E RabbitMQ HHAEE .,

3. A update-configuration AWS CLI s S E#F#RE , M T HEHFIFTR, FELdsTH , FBEEL
EFESEB 1 WOEDKEINER ID, Hli0 c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca,

aws mq update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae@c-ebl5b38b22ca>" \
--data "$(cat rabbitmq.conf | base64 --wrap=0)"

Lt ar B EEE R T S 5IH B R,

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-b600ac8e-8183-4f74-
a713-983e59f30e3d",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-bb600ac8e-8183-4f74-a713-983e59f30e3d",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2

iy
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"Name": "rabbitmg-oauth2-config",
"Warnings": []

}

4. FEREHELEFNSR 2 PEMK OAuth 2.0 AEREYRERER, HEERM , FHER create-
broker AWS CLI &8 %% , M FSISHIFIR. b SH , 2FRESESR 1 M 2 BEFISHIE
& ID FMERTARAR. Bl , c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca M 2.

aws mqg create-broker \
--broker-name "rabbitmg-oauth2-broker" \
--engine-type "RABBITMQ" \
--engine-version "3.13" \
--host-instance-type "mqg.m7g.large" \
--deployment-mode "CLUSTER_MULTI_AZ" \
--logs '{"General": truel}' \
--publicly-accessible \
--configuration '{"Id": "<c-fa3390a5-7e01-4559-ae0c-
eb15b38b22ca>","Revision": <2>}' \

o EEEELUT SIS 5H = E,

{

"BrokerArn": "arn:aws:mq:us-west-2:123456789012:broker:rabbitmg-oauth2-
broker:b-2al1b5133-al@c-49d2-879b-8c176c34cf73",

"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"
}

5. f#H describe-broker AWS CLI fi 5 , BERRRIEBEXAMEER B2 A CREATION_IN_PROGRESS
RUNNING , S FHI&BIFT R, ST , BEEE L —ESBNERIIEHNKRERS ID
0 , b-2alb5133-a10c-49d2-879b-8¢c176c34cf73,

aws mq describe-broker \
--broker-id "<b-2a1b5133-a10c-49d2-879b-8c176c34cf73>"

T EEREUTIELFWEE, THERER describe-brokermn HEREIMN TEE
HOBERAE, LEERATREEXNRENARREREEN S 2 BERK, EUHER
T, config_managed B 7 BE R R RRERNMER OAuth 2 BB S %,

"AuthenticationStrategy": "config_managed",

ooy

fEF OAuth 2.0 B9 BRFB M ZE 246


https://docs.aws.amazon.com/cli/latest/reference/mq/create-broker.html
https://docs.aws.amazon.com/cli/latest/reference/mq/create-broker.html
https://docs.aws.amazon.com/cli/latest/reference/mq/describe-broker.html

Amazon MQ HBEABER

"BrokerState": "RUNNING",

EEFA OAuth2 & A RabbitMQ EE XA , REEXN R T EZTHERN Amazon Cognito FEF
BAAFRPHEAERNWENT URL, WHEFMEF , 52 E Amazon Cognito CDK Ht & S5 HIE%
ERNLER 5.

6. fFEALTperf-test.shiEHHEERE OAuth 2.0 B2 EBEMIRE,

fEA I bash 5B HAIEE Amazon MQ for RabbitMQ RIBFERAELRE D, LIESESR
Amazon Cognito ER5 R , WRE EFERSESCIERRTE, MRBRERT , FSEFIREEX %M
WEARAR,

R EACCESS_REFUSED#ES , B LIFEARERERA CloudWatch BiFEHHHRER EHEIT SR &
HEfR, BALATE Amazon MQ E# A& P KRB EREXM CloudWatch B 5EHHIES,

EESET , SFERHTINE :

« CLIENT_ID # CLIENT_SECRET : #&ALAfE Amazon Cognito X ANERAEXAFKER L
KRENELE,

« Cognito #8135 : A LATE Amazon Cognito £ AP KENIER, EmET , EERE. £H8
HERL , BAUEERARIFER THRIILLE.

« Amazon MQ REZRIHE ;: BAILLE Amazon MQ EE AR EERAFMHEFEED LN EET K
B {E,

#! /bin/bash
set -e

# Client information

## FIXME: Update this value with the client ID and secret of your confidential
application client

CLIENT_ID=${RabbitMqOAuth2TestStack.AmgpAppClientId}
CLIENT_SECRET=${RabbitMqOAuth2TestStack.AmgpAppClientSecret}

# FIXME: Update this value with the domain of your Amazon Cognito user pool
RESPONSE=$(curl -X POST ${RabbitMqOAuth2TestStack.TokenEndpoint} \
-H "Content-Type: application/x-www-form-urlencoded" \
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-d
"grant_type=client_credentials&client_id=${CLIENT_ID}&client_secret=${CLIENT_SECRET}&scope
configure:all rabbitmg/read:all rabbitmqg/tag:administrator rabbitmqg/write:all")

# Extract the access_token from the response.

# This token will be passed in the password field when connecting to the broker.
# Note that the username is left blank, the field is ignored by the plugin.
BROKER_PASSWORD=$(echo ${RESPONSE} | jgq -r '.access_token')

# FIXME: Update this value with the endpoint of your broker. For
example, b-89424106-7e0e-4abe-8e98-8deddada7630.mq.us-east-1.0on.aws.
BROKER_DNS=<broker_dns>
CONNECTION_STRING=amqgps://:${BROKER_PASSWORD}@${BROKER_DNS}:5671

# Produce/consume messages using the above connection string
QUEUES_COUNT=1

PRODUCERS_COUNT=1

CONSUMERS_COUNT=1

PRODUCER_RATE=1

docker run -it --rm --ulimit nofile=40960:40960 pivotalrabbitmq/perf-test:latest \
--queue-pattern 'test-queue-%d' --queue-pattern-from 1 --queue-pattern-to
$QUEUES_COUNT \
--producers $PRODUCERS_COUNT --consumers $CONSUMERS_COUNT \
--id "test${QUEUES_COUNT}q${PRODUCERS_COUNT}p${CONSUMERS_COUNT}c
${PRODUCER_RATE}r" \
--uri ${CONNECTION_STRING} \
--flag persistent --rate $PRODUCER_RATE

£ Amazon Cognito 5% OAuth 2.0 M5 5 & 7 B FE

ERMER OAuth 2.0 S BRFBEURERNE , BAEETIHP-—EFIBREH L

{£8R OAuth 2.0 : ZEFA % FUEEYAREEAFREHAEAEZBNEE, CoNiEFRSA
W{AEFE A OAuth 2.0 B9 5E 5%,

OAuth 2.0 MFES BT . EEFALSE: , FEEIREEAREREAEZBINEE. LI,
#a#% auth_backends.2 = internal i EEMNREBREXERE K WTIEFFIT.

ETHERRFF , FRLUEBRERRERMEME , flI0 <ConfigurationId> M <Revision>,
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1. BEEREMESIRERE,

auth_backends.1l = oauth2

auth_backends.2

# FIXME: Update

user pool

auth_oauth2.
auth_oauth2.
.verify_aud = false

auth_oauth2

auth_oauth2.
auth_oauth2.
auth_oauth2.
auth_oauth2.
auth_oauth2.
auth_oauth2.
auth_oauth2.

internal

AEMENNRERNER W R,

this value with the token signing key URL of your Amazon Cognito

jwks_url = ${RabbitMqOAuth2TestStack.JIwksUri}
resource_server_id = rabbitmq

scope_prefix = rabbitmq/

scope_aliases.l.alias
scope_aliases.l.scope
scope_aliases.2.alias
scope_aliases.2.scope
scope_aliases.3.alias
scope_aliases.3.scope

rabbitmqg/read:all
rabbitmq/read:*/*
rabbitmg/write:all
rabbitmq/write:*/*

rabbitmqg/configure:
rabbitmqg/configure:

all
*/*

LtiERE(E FAEE 57 |, #% Amazon Cognito FE & EE ST E RabbitMQ HHAEE .,
2. BIURNEASIRESEZNARERN , TR R,

aws mg create-broker \
--broker-name "rabbitmg-oauth2-broker-with-internal-user" \
--engine-type "RABBITMQ" \
--engine-version "3.13" \
--host-instance-type "mqg.m7g.large" \
--deployment-mode "CLUSTER_MULTI_AZ" \
--logs '{"General": truel}' \

--publicly-

accessible \

--configuration '{"Id": "<ConfigurationId>",b"Revision": <Revision>}' \
--users '[{"Username":"<myUser>", "Password":"<myPasswordl11>"}]"

3. BRFEAEREXMREN

S BmERFNLSER 5 M 6 Fnk,

REEDHRBHENMBEREEERI , WA Amazon Cognito 527E OAuth 2.0

£/ Amazon MQ for RabbitMQ B9 IAM 5 % B 3% FN S 2

THRFREBMMAEA AWS Amazon MQ for RabbitMQ KX IAM B2 BRFBATZE, A
IAM % , EERAERTLAER AWS IAM BEETH 7 58FE , SAFE RabbitMQ Management API 3t %58

fER 1AM & 5 B 7 M R
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AMQP &R, WFE IAM &5 BFEWMEE Amazon MQ for RabbitMQ B ELfE A FFMEER , B2 H the
section called “IAM B 9 BT,

FORIFAF

- AWS #48 Amazon MQ for RabbitMQ REREX AWS ZIRFNEEERAER
- FRAELEHEERAERREN shell RIE ( FH CLIAWS REERIREEE )
AWS BEREMEREN CLI

« jqg ER%EWHSI JSON EEEE

- curl EZEGHIIER

£ 3RE IAM B9 EaEMITE AWS CLI
1. BEBESHY
AEHRERABENENRIESY

export AWS_DEFAULT_REGION=<region>
export BROKER_ID=<broker-id>

2. RBUAESE JWT =#F
A AWS EHRFRAEE Web B 55

ISSUER_IDENTIFIER=$(aws iam enable-outbound-web-identity-federation --query
'IssuerIdentifier' --output text)
echo $ISSUER_IDENTIFIER

W e BXERERS M — T EBBIS URLhttps://

<id>.tokens.sts.global.api.aws,
3. EI IAM BURX#

BIMBERNH , RTFEE Web 50 FRFFFH ¢
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cat > policy.json << 'EOF'

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor@",

"Effect": "Allow",

"Action": [
"sts:GetWebIdentityToken",
"sts:TagGetWebIdentityToken"

1,

"Resource": "*"

}
]
}
EOF

4. BIMEEERE

HWEERBREA S 5 IR I EEBR

CALLER_ARN=$(aws sts get-caller-identity --query Arn
cat > trust-policy.json << EOF

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "$CALLER_ARN"
b
"Action": "sts:AssumeRole"
}
]
}
EOF
5. BiIIAM A

B IAM AeIEREER

--output text)

fER 1AM & 5 B 7 M R
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aws iam create-role --role-name RabbitMgAdminRole --assume-role-policy-document

file://trust-policy.json
aws iam put-role-policy --role-name RabbitMgAdminRole --policy-name
RabbitMgAdminRolePolicy --policy-document file://policy.json

6. &XE RabbitMQ OAuth2 E&7E

£ OAuth2 B9 BB MIREEREE I RabbitMQ HREER -

cat > rabbitmg.conf << EOF
auth_backends.1l = oauth2
auth_backends.2 = internal

auth_oauth2.jwks_url = ${ISSUER_IDENTIFIER}/.well-known/jwks.json
auth_oauth2.resource_server_id = rabbitmq

auth_oauth2.scope_prefix = rabbitmq/

sub

auth_oauth2.additional_scopes_key

auth_oauth2.scope_aliases.l.alias = arn:aws:iam::$(aws sts get-caller-identity --

query Account --output text):role/RabbitMgAdminRole

auth_oauth2.scope_aliases.l.scope = rabbitmqg/tag:administrator rabbitmq/read:*/*

rabbitmq/write:*/* rabbitmqg/configure:*/*
auth_oauth2.https.hostname_verification = wildcard

management.oauth_enabled = true
EOF

7. EHARERENER
KEFEREAZLANRERER :
# Retrieve the configuration ID

CONFIG_ID=$(aws mq describe-broker --broker-id $BROKER_ID --query
'Configurations[@].Id' --output text)

# Create a new configuration revision

fER 1AM & 5 B 7 M R
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REVISION=$(aws mq update-configuration --configuration-id $CONFIG_ID --data "$(cat
rabbitmq.conf | base64 --wrap=0)" --query 'LatestRevision.Revision' --output text)

# Apply the configuration to the broker
aws mq update-broker --broker-id $BROKER_ID --configuration Id=$CONFIG_ID,Revision=
$REVISION

# Reboot the broker to apply changes
aws mq reboot-broker --broker-id $BROKER_ID

Z5REEIRAMREDE , RUNNINGEEE T —ELS R,
8. H8 JWT £

BT IAM B eI EE Web &5 FFF :

# Assume the RabbitMgAdminRole

ROLE_CREDS=$(aws sts assume-role --role-arn arn:aws:iam::$(aws sts get-caller-

identity --query Account --output text):role/RabbitMgAdminRole --role-session-name
rabbitmg-session)

# Configure the session with temporary credentials

export AWS_ACCESS_KEY_ID=$(echo "$ROLE_CREDS" | jgq -r '.Credentials.AccessKeyId')

export AWS_SECRET_ACCESS_KEY=$(echo "$ROLE_CREDS" | jq -r
'.Credentials.SecretAccessKey')

export AWS_SESSION_TOKEN=$(echo "$ROLE_CREDS" | jq -r '.Credentials.SessionToken')

# Obtain the web identity token
TOKEN_RESPONSE=$(aws sts get-web-identity-token \
--audience "rabbitmg" \
--signing-algorithm ES384 \
--duration-seconds 300 \
--tags Key=scope,Value="rabbitmqg/tag:administrator")

# Extract the token
TOKEN=$(echo "$TOKEN_RESPONSE" | jgq -r '.WebIdentityToken')

9. 7#H! RabbitMQ Management API

£/ JWT F&FFE RabbitMQ & API :
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BROKER_URL=<broker-id>.mq.<region>.on.aws

curl -u ":$TOKEN" \
-X GET https://${BROKER_URL}/api/overview \
-H "Content-Type: application/json"

BIH B RS Y IAM B o REBERBTERENR, OEETE JSON BRAHNKERAGBREN.
10. A JWT FFFEIB AMQP &

FH JWT ZFEE perf-test TEBIFE AMQP ER :

BROKER_DNS=<broker-endpoint>
CONNECTION_STRING=amqps://:${TOKEN}@${BROKER_DNS}:5671

docker run -it --rm --ulimit nofile=40960:40960 pivotalrabbitmq/perf-test:latest \
--queue-pattern 'test-queue-%d' --queue-pattern-from 1 --queue-pattern-to 1 \
--producers 1 --consumers 1 \
--uri ${CONNECTION_STRING} \
--flag persistent --rate 1

MR EWEIACCESS_REFUSED#RRR , B AERREE XM CloudWatch HFEHEREREEITE
R, B LTE Amazon MQ £ &P KR ERERENH CloudWatch Logs BB HERS.

58 Amazon MQ for RabbitMQ B LDAP & % Ba & = #E

AR R eA A E A 5% E Amazon MQ for RabbitMQ XIEFZ A LDAP 5 9 Ea = FZ M AWS
Managed Microsoft AD.
EHEH
« R LDAP B0 BREMTEN SR GH
- £/ CLI 7£ RabbitMQ AWS & E LDAP
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AE LDAP & 75 B8 MR RBAY SO R4

BT LLERE AWS Amazon MQ for RabbitMQ LDAP B &K CDK #8 AWS Managed Microsoft AD ,
BEUHRELRHEBREPIAEN AWS BIR,

It COK B EEBHRIFIEXE AWS &R AWS Managed Microsoft AD , ‘235 LDAP A& A
B48. Network Load Balancer, BEM IAM At, MEHE Fﬁﬁiﬁlﬁﬂﬁxﬁ/ﬁﬁ , B2REL
README,

MREEFHREER , MA2FEH COK #E | FFHEARTE Amazon MQ for RabbitMQ REBRER LE&E
LDAP 28l , EEBRENERERIE,

2 7E Amazon MQ B9 %3R4
AWS CLI Bi7As >=2.28.23 , UEERYAEEX MR ELTNEAEEBNERE,
£ CLI £ RabbitMQ AWS #5%E LDAP

WREFER AWS CLI REVMBRESLENER. ETIERFD , FE4EAHRBERERRERVLE
& , %0 configurationID 1 Revision<2> , <c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>LA
)

1. M create-configuration AWS CLI (s S EM AR | T SIS HIFT R,

aws mq create-configuration \
--name "rabbitmg-ldap-config" \
--engine-type "RABBITMQ" \
--engine-version "3.13"

oS EEEELUT S5 R =,

{
"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e01-4559-aelc-
eb15b38b22ca",
"AuthenticationStrategy": "simple",
"Created": "2025-07-17T16:03:01.759943+00:00",
"Id": "c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:03:01.759000+00:00",
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"Description": "Auto-generated default for rabbitmg-ldap-config on RabbitMQ
3.13",

"Revision": 1

I

"Name": "rabbitmg-ldap-config"

2. BEUEA MNEREERrabbitmg.conf , LA LDAP A5 7 RFBNIRESE , T 55
iR, EADHFEREEZNVERE (UL Eid${RabbitMgLdapTestStack. *}) MR A EILE
AWS CDK B SRR B HSEEERER BN ERE,

auth_backends.1 = ldap

# LDAP authentication settings - For more information,
# see https://www.rabbitmq.com/docs/ldap#basic

# FIXME: Replace the ${RabbitMglLdapTestStack.*} placeholders with actual values
# from your deployed prerequisite CDK stack outputs.

auth_ldap.servers.1l = ${RabbitMglLdapTestStack.NlbDnsName}
auth_ldap.dn_lookup_bind.user_dn = ${RabbitMqlLdapTestStack.DnLookupUserDn}
auth_ldap.dn_lookup_base = ${RabbitMglLdapTestStack.DnLookupBase}
auth_ldap.dn_lookup_attribute = ${RabbitMgLdapTestStack.DnLookupAttribute}
auth_ldap.port = 636

auth_ldap.use_ssl = true

auth_ldap.ssl_options.verify = verify_peer

auth_ldap.log = network

AWS integration for secure credential retrieval

- see: https://github.com/amazon-mq/rabbitmg-aws

The aws plugin allows RabbitMQ to securely retrieve credentials and certificates
from AWS services.

# Replace the ${RabbitMglLdapTestStack.*} placeholders with actual ARN values

# from your deployed prerequisite CDK stack outputs.
aws.arns.auth_ldap.ssl_options.cacertfile = ${RabbitMglLdapTestStack.CaCertArn}
aws.arns.auth_ldap.dn_lookup_bind.password =
${RabbitMgLdapTestStack.DnLookupUserPasswordArn}

aws.arns.assume_role_arn = ${RabbitMglLdapTestStack.AmazonMgAssumeRoleArn}

# LDAP authorization queries - For more information,
# see: https://www.rabbitmq.com/docs/ldap#authorisation
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# FIXME: Replace the ${RabbitMglLdapTestStack.*} placeholders with actual group DN

# values from your deployed prerequisite CDK stack outputs

# Uses Active Directory groups created by the prerequisite CDK stack
auth_ldap.queries.tags = '''

[{administrator, {in_group,
"${RabbitMglLdapTestStack.RabbitMgAdministratorsGroupbDn}"}},

{management, {in_group,
"${RabbitMgLdapTestStack.RabbitMgMonitoringUsersGroupDn}"}}]

# FIXME: This provides all authenticated users access to all vhosts
# - update to restrict access as required
auth_ldap.queries.vhost_access = '''

{constant, true}

# FIXME: This provides all authenticated users full access to all
# queues and exchanges - update to restrict access as required
auth_ldap.queries.resource_access = '''

{for, [ {permission, configure, {constant, true}},
{permission, write,
{for, [{resource, queue, {constant, truel}},

{resource, exchange, {constant, true}}]1}},
{permission, read,
{for, [{resource, exchange, {constant, true}},
{resource, queue, {constant, true}}]}}

# FIXME: This provides all authenticated users access to all topics
# - update to restrict access as required
auth_ldap.queries.topic_access = '''
{for, [{permission, write, {constant, true}},

{permission, read, {constant, true}}
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3. M update-configuration AWS CLI S8 S EHAE , M T HEHIFTR. EHHBSH ,
HMIEHENEFSE 1 WEESIRBIWMAERE ID, il c-fa3390a5-7e01-4559-aedc-
eb15b38b22ca.

aws mq update-configuration \
--configuration-id "<c-fa3390a5-7e@1-4559-ae@c-ebl15b38b22ca>" \
--data "$(cat rabbitmg.conf | base64 --wrap=0)"

o EEEELUT SIS 5H = E,

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-b600ac8e-8183-4f74-
a713-983e59f30e3d",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-b600ac8e-8183-4f74-a713-983e59f30e3d",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2
},
"Name": "rabbitmg-ldap-config",
"Warnings": []

4. FREENREFNSE 2 PENHN LDAP HERETRERER, EEERM , 55FH create-
broker AWS CLI &5 , I N &EHIFT R, EtamtH , 2 RIRESBESE 1 M 2 BESEEN
4HRE ID FEETHmY. B0 , c-fa3390a5-7e01-4559-ae@c-ebl15b38b22ca M 2,

aws mg create-broker \

--broker-name "rabbitmg-ldap-test-1" \

--engine-type "RABBITMQ" \

--engine-version "3.13" \

--host-instance-type "mg.m7g.large" \

--deployment-mode "CLUSTER_MULTI_AZ" \

--logs '{"General": truel}' \

--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e0@1-4559-ae@c-ebl5b38b22ca>", "Revision":
<2>}'
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e EEEELUT SIS 68 EE,

{

"BrokerArn": "arn:aws:mq:us-west-2:123456789012:broker:rabbitmg-1ldap-
broker:b-2alb5133-al@c-49d2-879b-8c176c34cf73",

"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"
}

A BHEERERH

SRR COK HBEUW IAM AEESREREXBBBRH AL BErabbitmg-1dap-
test, BERZHREERXEZBERLER , T IAM 58 LT ARN BTN AE,

5. {#H describe-broker AWS CLI i , FERRRERERMMRER EHifv s
CREATION_IN_PROGRESS RUNNING , M1 FHIEHIFT R, k@t H | REZE L —ESBNE
HhEENRERR ID Hli0 , b-2a1b5133-310c-49d2-879b-8c176c34cf73,

aws mqg describe-broker \
--broker-id "<b-2a1b5133-a10c-49d2-879b-8c176c34cf73>"

R SE2EREUTYEFNEE, T3 EER describe-brokerfn S EEMN TR
HOBERA, EEERREEXREBNARREREEN S 2 BERRE, EHER
T, config_managed &7 EBFE R R IRIERXFEA LDAP &0 8E S £,

{

"AuthenticationStrategy": "config_managed",

.oy

"BrokerState": "RUNNING",

6. fERMSEIRMRA CDK HEB R 3 Ay H o —{ERIE £ F & 2R ERFE RabbitMQ 7 HY
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# FIXME: Replace ${RabbitMglLdapTestStack.ConsoleUserPasswordArn} with the actual
ARN from your deployed prerequisite CDK stack outputs
CONSOLE_PASSWORD=$(aws secretsmanager get-secret-value \

--secret-id ${RabbitMglLdapTestStack.ConsoleUserPasswordArn} \

--query 'SecretString' --output text)

# FIXME: Replace BrokerConsoleURL with the actual ConsoleURL retrieved by

# calling describe-broker for the broker created above

# Call management API /api/overview (should succeed)

curl -u RabbitMgConsoleUser:$CONSOLE_PASSWORD \
https://${BrokerConsoleURL}/api/overview

# Try to create a user (should fail - console user only has monitoring permissions)
curl -u RabbitMgConsoleUser:$CONSOLE_PASSWORD \

-X PUT https://${BrokerConsoleURL}/api/users/testuser \

-H "Content-Type: application/json" \

-d '{"password":"testpass", "tags":"management"}'

£/ Amazon MQ for RabbitMQ B HTTP &9 BB MiT#E

2R BA an{a] F A AL EP HTTP Al AR B &% E Amazon MQ for RabbitMQ RIBEXH HTTP & 7 Bz
.

(® Note
HTTP &4 EE/MAHEREE AR Amazon MQ for RabbitMQ £ 4 MR EHRA,

e =N
« FRTE HTTP 5 2 BRa8 MIWER FRIEH
« £/ CLI £ RabbitMQ HE&E HTTP AWS &5 B

SBIE HTTP & 2R B AN R

A L ERE AWS Amazon MQ for RabbitMQ HTTP B9 EE A1 CDK #HE | B EA#EBRE
FRTEMN AWS EiR,
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It COK fEBEBHRBIUFMEMSE AWS WEIR , B HTTP ok ARE. BEMN IAM &, 0F
HBFEVERNTEEE , F2FHEH README,

MREEFHREER , MA2FEH COK #8 | 55 AR Amazon MQ for RabbitMQ REBRER LE&E
HTTP B2 8FT<dl , CEERSENERRE.

% 7E Amazon MQ B9 % 3 R1G4F
AWS CLI fxas >=2.28.23 , IEEEVREE LR EMEHTEERAERZBNEE,

5/ CLI £ RabbitMQ A E&E HTTP AWS B 7 B %

HRFER AWS CLI REVMRELENER, ETIEFF , FELEAEVEERRARER
=8

1. {#H create-configuration AWS CLI s BN HHVAERE | T SIS HIFT R

aws mq create-configuration \
--name "rabbitmg-http-config" \
--engine-type "RABBITMQ" \
--engine-version "4.2"

e S EEEELT SIS 5H =,

{
"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-

ae@c-eb15b38b22ca",
"AuthenticationStrategy": "simple",
"Created": "2025-07-17T16:03:01.759943+00:00",
"Id": "c-fa3390a5-7e0@1-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:03:01.759000+00:00",
"Description": "Auto-generated default for rabbitmg-http-config on RabbitMQ
4.2",
"Revision": 1
},
"Name": "rabbitmg-http-config"
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2.

3.

BIUEA WHEBERrabbitmg.conf , UMEA HTTP A S RBENRES Z , M T HIEFIAT
To HBEARTHFAEEEBNERE (MU ER{...}) RAEIE AWS CDK M &R IG4H B b

REEERENERRE,
auth_backends.1l = cache
auth_backends.2 = http

auth_cache.cached_backend = http

# HTTP authentication settings

# For more information, see https://github.com/rabbitmqg/rabbitmg-auth-backend-http

# FIXME: Replace the ${...} placeholders with actual values
# from your deployed prerequisite CDK stack outputs.
auth_http.http_method = post

auth_http.user_path = ${HttpServerUserPath}
auth_http.vhost_path = ${HttpServerVhostPath}
auth_http.resource_path = ${HttpServerResourcePath}
auth_http.topic_path = ${HttpServerTopicPath}

# TLS/HTTPS configuration
auth_http.ssl_options.verify = verify_peer
auth_http.ssl_options.sni = test.amazonaws.com

# AWS integration for secure credential retrieval
# For more information, see https://github.com/amazon-mqg/rabbitmg-aws

# Replace the ${...} placeholders with actual ARN values
# from your deployed prerequisite CDK stack outputs.
aws.arns.assume_role_arn = ${AmazonMgAssumeRoleArn}
aws.arns.auth_http.ssl_options.cacertfile = ${CaCertArn}

f#£F update-configuration AWS CLI sn R EF#HAE, FERLEE 3 PHERE ID,

aws mqg update-configuration \
--configuration-id "<c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>" \
--data "$(cat rabbitmq.conf | base64 --wrap=0)"

Lo EEEELUT FIE 58 B .,

fER HTTP &0 REBENRE

262



Amazon MQ HBEABER

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-
ae@c-eb15b38b22ca",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-fa3390a5-7e0@1-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2
1,
"Name": "rabbitmg-http-config",
"Warnings": []

4. FRAHTTPHAREIRERER, AL BPNAERE ID FIEETH

aws mqg create-broker \

--broker-name "rabbitmg-http-test-1" \

--engine-type "RABBITMQ" \

--engine-version "4.2" \

--host-instance-type "mqg.m7g.large" \

--deployment-mode "SINGLE_INSTANCE" \

--logs '{"General": truel}' \

--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e@1-4559-ae@c-ebl5b38b22ca>", "Revision":
<2>}!

o T EEEELUT SIS 5K = E,

"BrokerArn": "arn:aws:mqg:us-west-2:123456789012:broker:rabbitmg-http-
test-1:b-2a1b5133-a10c-49d2-879b-8c176c34cf73",
"BrokerId": "b-2alb5133-al@c-49d2-879b-8cl176c34cf73"
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5. {#/ describe-broker AWS CLI CREATION_IN_PROGRESS #RUNNING , FEsRREEXW

aws mqg describe-broker \
--broker-id "<b-2a1b5133-a10@0c-49d2-879b-8c176c34cf73>"

S EEEEUTIEFWEE, config_managed B0 BRFRERRSRREERNEA HTTP &
PEEHE,

"AuthenticationStrategy": "config_managed",

.7

"BrokerState": "RUNNING",

6. BER SRR CDK B2 3 Ay H o — {8 RIE £ A & 2B R RabbitMQ 7EL

# FIXME: Replace ${RabbitMgHttpAuthElbStack.ConsoleUserPasswordArn} with the actual
ARN from your deployed prerequisite CDK stack outputs
CONSOLE_PASSWORD=$(aws secretsmanager get-secret-value \

--secret-id ${RabbitMgHttpAuthElbStack.ConsoleUserPasswordArn} \

--query 'SecretString' --output text)

# FIXME: Replace BrokerConsoleURL with the actual ConsoleURL retrieved by

# calling describe-broker for the broker created above

# Call management API /api/overview (should succeed)

curl -u RabbitMgConsoleUser:$CONSOLE_PASSWORD \
https://${BrokerConsoleURL}/api/overview

# Try to create a vhost (should fail - console user only has management
permissions)
curl -u RabbitMgConsoleUser:$CONSOLE_PASSWORD \
-X PUT https://${BrokerConsoleURL}/api/vhosts/test-vhost \
-H "Content-Type: application/json" \
-d '{}'
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¥ Amazon MQ for RabbitMQ £/ SSL BX 5 9

A BRERPNMAFERAILE B IZEMBEIRTE Amazon MQ for RabbitMQ X EZ A SSL BFEER
Fo

® Note
SSL BE S/ BENHEREEAN Amazon MQ for RabbitMQ £ 4 K& BSR4,

Lt B E
« FRTE SSL BE S 5 BT FKIRMEM
« £/ CLI £ RabbitMQ & E SSL AWS BFE 55 R#E

AXTE SSL B & 2 B AY SRR

SSL BEEBMBEFEARE TLS (mTLS) RERFEME A X.509 BENAF K, B LEE AWS Amazon MQ
for RabbitMQ mTLS #E&H#) CDK #& | EIEEXRHBREFEN AWS EiR,.

It COK HEBSEHBEIMEMXEAWS WER , SEEEREEN., AFREBREMN IAM A€, MEH
BFiEVERNTEEE  F2BEH README,

(® Note

028 CDK #t& 2 | , 555%E RABBITMQ_TEST_USER_NAMERIESE ., WESAERFR
BEPHNEAERE (CN), HXEBEFESLEHBRETFEANERAERRE, HlM : export
RABBITMQ_TEST_USER_NAME="myuser"

MREEFHREER , MAREM COK #E | FFHRTE Amazon MQ for RabbitMQ REEE R L3R E
SSL BRE T EBmEH , ERBRSNER .

% E Amazon MQ K 5t iR G4

AWS CLI fr4s >=2.28.23 , EEEZVREEXEZREMHIEEREZBNRG,
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ff£A CLI £ RabbitMQ HE&E SSL AWS B 5 7 BF

WRRFFER AWS CLI REVMBESLENER. ETIERFD  SHELXEAHLERERRKEBNE
{8 , f5140 configurationID ] Revision<2> , <c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>IA
&,

1. M create-configuration AWS CLI sn S FEVERE | 20T SIEHIFTRo

aws mqg create-configuration \
--name "rabbitmg-ssl-config" \
--engine-type "RABBITMQ" \
--engine-version "4.2"

e T EEEELUT S 5H B,

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e@1-4559-
ae@c-ebl1l5b38b22ca",

"AuthenticationStrategy": "simple",

"Created": "2025-07-17T16:03:01.759943+00:00",
"Id": "c-fa3390a5-7e01-4559-ae@c-ebl15b38b22ca",
"LatestRevision": {

"Created": "2025-07-17T16:03:01.759000+00:00",
"Description": "Auto-generated default for rabbitmg-ssl-config on RabbitMQ

4.2",
"Revision": 1
1,
"Name": "rabbitmg-ssl-config"
}

2. BMNHEA MEREERrabbitmg.conf , AEA SSL BRSSP BRI , W T HEHIMR, ASEEARP
WATETABNEE (UL ETRY{...}) BRAZIFE AWS CDK ARG BB HRFSEREE
HEi B BRE.

auth_mechanisms.1l = EXTERNAL
ssl_cert_login_from = common_name
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auth_backends.1 = internal

# Reject if no client cert
ssl_options.verify = verify_peer
ssl_options.fail_if_no_peer_cert = true

# AWS integration for secure credential retrieval
# For more information, see https://github.com/amazon-mq/rabbitmqg-aws

# FIXME: Replace the ${...} placeholders with actual ARN values
# from your deployed prerequisite CDK stack outputs.
aws.arns.assume_role_arn = ${AmazonMgAssumeRoleArn}
aws.arns.ssl_options.cacertfile = ${CaCertArn}

3. M update-configuration AWS CLI S EFLE , N FIEHIFTR,. EUHS
B ENEFSE 1 NEEHRWFINER ID, fli0 c-fa3390a5-7e01-4559-ae0dc-
eb15b38b22ca,

aws mq update-configuration \
--configuration-id "<c-fa3390a5-7e@1-4559-ae@c-ebl15b38b22ca>" \
--data "$(cat rabbitmg.conf | base64 --wrap=0)"

Lo T EEEELUT SIS 58 = e,

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-
ae@c-eb15b38b22ca",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-fa3390a5-7e0@1-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2
},
"Name": "rabbitmg-ssl-config",
"Warnings": []
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4. FREBELEFNSE 2 FEIUMN SSL BRE/PRFBHERBUNREREN, ZEEE&KMN , BEH
create-broker AWS CLI % , IR HEHIFT R, B EF , DRIRHEESB 1 M2 0E
FEVSRIERE ID FEETHRIR. I , c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca M 2,

aws mg create-broker \

--broker-name "rabbitmg-ssl-test-1" \

--engine-type "RABBITMQ" \

--engine-version "4.2" \

--host-instance-type "mg.m7g.large" \

--deployment-mode "SINGLE_INSTANCE" \

--logs '{"General": truel}' \

--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e0@1-4559-ae@c-ebl5b38b22ca>", "Revision":
<2>}' \

--users '[{"Username":"testuser", "Password":"testpassword"}]'

Lo EEE LT SIS 58 = E,

{

"BrokerArn": "arn:aws:mq:us-west-2:123456789012:broker:rabbitmg-ssl-
test-1:b-2al1b5133-a10c-49d2-879b-8c176c34cf73",

"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"
}

5. {#£/ describe-broker AWS CLI 5% , BERERERRANAREER Ein s
CREATION_IN_PROGRESS RUNNING , M1 A€ HIFT R, FELTSH , BEHEE L —ETBRNE
BhmwENRERR ID, HlI0 b-2a1b5133-a10c-49d2-879b-8c176c34cf73,

aws mq describe-broker \
--broker-id "<b-2a1b5133-310@c-49d2-879b-8c176c34cf73>"

T EEREUTYENEE, THEER describe-brokerfp HEEIM TEEH
HOBEERAE, LEEERRERIRENMARNREREE NS 2BERE., EHER
T, config_managed &0 BB R INIERNER SSL BRESIBMEF .
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"AuthenticationStrategy": "config_managed",

.oy

"BrokerState": "RUNNING",

6. EHATssl.shistERE SSL BRE BT,

AL bash ?‘a"“ﬁ%iﬁiﬂﬁi\’, Amazon MQ for RabbitMQ X ERE X HIELFEE D, WIESB/EREN
AEBRETEIRE YRR ESEESSCERNRTE, MRRERY , L2FIREBERERML
B A aﬂ,_ Lo

WRIEUWEACCESS_REFUSED#RES , B LIFEARERERL CloudWatch HiFFHHREREHEITER
HHERR, BT LATE Amazon MQ E# AP KRB ERERM CloudWatch B HEHHIES,

EtESHET , EFERHTINE :

- USERNAME : AF IR /BEMNEREZ (CN),

« CLIENT_KEYSTORE : AFmEBFEHERERNER (PKCS12 XX ) . MREMEH TRGH
CDK 8  FARRKEA $(pwd)/certs/client-keystore.pl2,

« KEYSTORE_PASSWORD : AF iR ENEN T, WRMEMHERLERIEH COK S | FERZS
%A changeit,

« BROKER_DNS : & LAfE Amazon MQ EZAMAKREBERERFMEA T EMAER THRIILE,

#! /bin/bash
set -e

# Client information

## FIXME: Update this value with the client ID and secret of your confidential
application client

USERNAME=<client_cert_common_name>

CLIENT_KEYSTORE=$(pwd)/certs/client-keystore.pl2

KEYSTORE_PASSWORD=changeit

BROKER_DNS=<broker_dns>
CONNECTION_STRING=amqps://${BROKER_DNS}:5671
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# Produce/consume messages using the above connection string
QUEUES_COUNT=1

PRODUCERS_COUNT=1

CONSUMERS_COUNT=1

PRODUCER_RATE=1

finch run --rm --ulimit nofile=40960:40960 \

-v ${CLIENT_KEYSTORE}:/certs/client-keystore.pl2:ro \

-e JAVA_TOOL_OPTIONS="-Djavax.net.ssl.keyStore=/certs/client-
keystore.pl2 -Djavax.net.ssl.keyStorePassword=${KEYSTORE_PASSWORD} -
Djavax.net.ssl.keyStoreType=PKCS12" \

pivotalrabbitmq/perf-test:latest \

--queue-pattern 'test-queue-cert-%d' --queue-pattern-from 1 --queue-pattern-to

$QUEUES_COUNT \

--producers $PRODUCERS_COUNT --consumers $CONSUMERS_COUNT \

--id "cert-test${QUEUES_COUNT}q${PRODUCERS_COUNT}p${CONSUMERS_COUNT}c
${PRODUCER_RATE}r" \

--uri ${CONNECTION_STRING} \

--sasl-external \

--use-default-ssl-context \

--flag persistent --rate $PRODUCER_RATE

¥ mTLS AR AMQP F&HE ik 2,

AHEFERPNAERALERERELIES AMQP A FiREEM RabbitMQ EEAHRERH TLS
(mTLS).

(@ Note
¥ mTLS FEALERE R HEENEEHARK Amazon MQ for RabbitMQ £ 4 MR E 5 R4,

EHE®m
o EBTE mTLS MY 5E R/
« £/ CLI £ RabbitMQ AWS H5%8E mTLS
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AXTE mTLS By R R4+

BRI LAERE AWS Amazon MQ for RabbitMQ mTLS B2 B4EH) CDK #&  #EIEEAKERETE
B AWS &R,

It COK B EBRBHEVMEMSE AWS WER  SEEEEEEN. AFREENIAM A, NEH
BFEVERNTEEE  F2BEH README,

MREBEFHREER , MA_2FEH CDK #E | FHEMAMETE Amazon MQ for RabbitMQ RERERN £&%
E mTLS 28I EfREEFHERLE,

R Amazon MQ B3 5 R 164
AWS CLI firAs >=2.28.23 , MEERUNREBEREA P EREETEERAEZIBNZE,
f£A CLI £ RabbitMQ AWS #58E mTLS

HREFEA AWS CLI REUMBRELENER. ETIEFF  FHELXERAHERENREAZVE
& , #l%0 configurationID 1 Revision<2> , <c-fa3390a5-7e01-4559-ae@c-eb15b38b22ca>LL
)

1. ffM create-configuration AWS CLI s S EM HHVERE | T SIS HIFT R,

aws mqg create-configuration \
--name "rabbitmg-mtls-config" \
--engine-type "RABBITMQ" \
--engine-version "4.2"

Lo EEE LT SIS 58 = e,

{

"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-
ae@c-eb15b38b22ca",

"AuthenticationStrategy": "simple",

"Created": "2025-07-17T16:03:01.759943+00:00",

"Id": "c-fa3390a5-7e0@1-4559-ae@c-eb15b38b22ca",

"LatestRevision": {

"Created": "2025-07-17T16:03:01.759000+00:00",
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"Description": "Auto-generated default for rabbitmg-mtls-config on RabbitMQ

4.2",
"Revision": 1
1,
"Name": "rabbitmg-mtls-config"
}

2. BEUEA MNEREERrabbitmg.conf , BFRE AMQP ME R iR mTLS , T SIE IR R,
BEARATHPEREBNERE (U ETRS{...}) BRAKEIE AWS CDK B R4 H By L 5 F
SEBFRENERE.

auth_backends.1 = internal

# TLS configuration

ssl_options.verify = verify_peer
ssl_options.fail_if_no_peer_cert = true
management.ssl.verify = verify_peer

# AWS integration for secure credential retrieval
# For more information, see https://github.com/amazon-mqg/rabbitmg-aws

# FIXME: Replace the ${...} placeholders with actual ARN values
# from your deployed prerequisite CDK stack outputs.
aws.arns.assume_role_arn = ${AmazonMgAssumeRoleArn}
aws.arns.ssl_options.cacertfile = ${CaCertArn}
aws.arns.management.ssl.cacertfile = ${CaCertArn}

3. M update-configuration AWS CLI S EFELE , N FIEHIFFR,. EHHS
FigEENEFSE 1 WEIEHUEIERE ID, Bl c-fa3390a5-7e01-4559-ae0c-
eb15b38b22ca,

aws mq update-configuration \
--configuration-id "<c-fa3390a5-7e@1-4559-ae@c-ebl15b38b22ca>" \
--data "$(cat rabbitmg.conf | base64 --wrap=0)"

o T EEEELUT FIEE 58 S e,
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"Arn": "arn:aws:mq:us-west-2:123456789012:configuration:c-fa3390a5-7e0@1-4559-
ae@c-eb15b38b22ca",
"Created": "2025-07-17T16:57:04.520931+00:00",
"Id": "c-fa3390a5-7e0@1-4559-ae@c-eb15b38b22ca",
"LatestRevision": {
"Created": "2025-07-17T16:57:39.172000+00:00",
"Revision": 2
1,
"Name": "rabbitmg-mtls-config",
"Warnings": []

4. FREBEHEFNSEB2FEIN mTLS HEREUREBEER, EEERM , BFEH create-
broker AWS CLI @55 , M N A& HIFT R, ETSH , DARHEESE 1 M 2 BEFEEHN
4HRE ID MBETHwmYE. B0 , c-fa3390a5-7e01-4559-ae@c-ebl15b38b22ca M 2,

aws mqg create-broker \

--broker-name "rabbitmg-mtls-test-1" \

--engine-type "RABBITMQ" \

--engine-version "4.2" \

--host-instance-type "mqg.m7g.large" \

--deployment-mode "SINGLE_INSTANCE" \

--logs '{"General": truel}' \

--publicly-accessible \

--configuration '{"Id": "<c-fa3390a5-7e@1-4559-ae@c-ebl5b38b22ca>", "Revision":
<2>}' \

--users '[{"Username":"testuser", "Password":"testpassword"}]"

Lo EEEELUT S5 58 B .,

"BrokerArn": "arn:aws:mqg:us-west-2:123456789012:broker:rabbitmg-mtls-
test-1:b-2al1b5133-a10c-49d2-879b-8c176c34cf73",
"BrokerId": "b-2alb5133-al@c-49d2-879b-8c176c34cf73"

% mTLS AR AMQP FE Eim 8 273



Amazon MQ HBEABER

5. {#M describe-broker AWS CLI i , BEERRIEBERMMER &I s
CREATION_IN_PROGRESS RUNNING , M1 A& HIFT R, FELTTH | BREEZE L —ESBRNE
RAHEMRERR ID, il b-2a1b5133-a10c-49d2-879b-8c176c34cf73,

aws mq describe-broker \
--broker-id "<b-2alb5133-al@c-49d2-879b-8c176c34cf73>"

T EEEELUTISEGNEE, TS EER describe-broker T EEN TEBHNER
AR AR

"AuthenticationStrategy": "simple",

o ey

"BrokerState": "RUNNING",

6. FRALUTmtls.shiETEERE mTLS 598,

fEA I bash 5 EHAIE Amazon MQ for RabbitMQ RIBE XN EZRAE . LIESEFERAEHN
AEBRRRBNRIEFERECERNRTE, IRRERY , F2EIREERMGITAA

/CN O

MREWBIACCESS_REFUSEDSARR , & A LU AR A CloudWatch B ¥ E RS EHEITSE
BHERR, B0 LAE Amazon MQ EEAEH R FIRERERH CloudWatch BFEEHHIER

EtESHET , SFERHTINE :

« USERNAME #1 PASSWORD : #&FERREBEXNEILH RabbitMQ EHEEAER,

« CLIENT_KEYSTORE : AAFmE R FHER RN (PKCS12 18 ) » WREME LR GRM
CDK &  FEREEAE $(pwd)/certs/client-keystore.pl2,

« KEYSTORE_PASSWORD : AF iR ENENZE, WRMEBMERH LRGN COK S | FERZS
%A changeit,

« BROKER_DNS : A LAfE Amazon MQ E# AR EBENFMHEFAEEAER T RBILE,
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#! /bin/bash
set -e

# Client information

## FIXME: Update this value with the client ID and secret of your confidential
application client

USERNAME=<testuser>

PASSWORD=<testpassword>

CLIENT_KEYSTORE=$(pwd)/certs/client-keystore.pl2

KEYSTORE_PASSWORD=changeit

BROKER_DNS=<broker_dns>
CONNECTION_STRING=amqps://${USERNAME} : ${PASSWORD}@${BROKER_DNS}:5671

# Produce/consume messages using the above connection string
QUEUES_COUNT=1

PRODUCERS_COUNT=1

CONSUMERS_COUNT=1

PRODUCER_RATE=1

finch run --rm --ulimit nofile=40960:40960 \

-v ${CLIENT_KEYSTORE}:/certs/client-keystore.pl2:ro \

-e JAVA_TOOL_OPTIONS="-Djavax.net.ssl.keyStore=/certs/client-
keystore.pl2 -Djavax.net.ssl.keyStorePassword=${KEYSTORE_PASSWORD} -
Djavax.net.ssl.keyStoreType=PKCS12" \

pivotalrabbitmq/perf-test:latest \

--queue-pattern 'test-queue-cert-%d' --queue-pattern-from 1 --queue-pattern-to

$QUEUES_COUNT \

--producers $PRODUCERS_COUNT --consumers $CONSUMERS_COUNT \

--id "cert-test${QUEUES_COUNT}q${PRODUCERS_COUNT}p${CONSUMERS_COUNT}c
${PRODUCER_RATE}r" \

--uri ${CONNECTION_STRING} \

--use-default-ssl-context \

--flag persistent --rate $PRODUCER_RATE

EIEAN JMS ERARER

AHBRER AWML RabbitMQ JMS A Fimi#§ JIMS AR ELRZE Amazon MQ for RabbitMQ
REENX, S THRNAETEEEUEEALR , UREY A EEWRE RabbitMQ 175IKIEA
B,
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BA2Hl , S5 EER RabbitMQ JMS KM E Maven BE :

R IMS 1.1 20 :

<dependencies>

<dependency>
<groupId>com.rabbitmq.jms</groupId>
<artifactId>rabbitmqg-jms</artifactId>
<version>2.12.0</version>
</dependency>

</dependencies>

¥R IMS 3.1 :

<dependencies>

<dependency>
<groupId>com.rabbitmq. jms</groupId>
<artifactId>rabbitmqg-jms</artifactId>
<version>3.5.0</version>
</dependency>

</dependencies>

BuLEE

THRXEEF REMAFER JMS B A RabbitMQ 1771 :

import jakarta.jms.*;
import com.rabbitmq.jms.admin.*;

// Setting the connection factory

RMQConnectionFactory factory = new RMQConnectionFactory();
factory.setHost(envProps.getProperty("RABBITMQ_HOST", "localhost"));
factory.setPort(Integer.parseInt(envProps.getProperty("RABBITMQ_PORT",
factory.setUsername(envProps.getProperty("RABBITMQ_USERNAME", '"guest"));
factory.setPassword(envProps.getProperty("RABBITMQ_PASSWORD",
factory.setVirtualHost(envProps.getProperty("RABBITMQ_VIRTUAL_HOST", "/"));

factory.useSslProtocol();

"5672")));

"guest"));
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connection = factory.createConnection();
connection.start();

String queueName = "test-queue-jms";
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);

RMQDestination destination = new RMQDestination(queueName, true, false);

// Send the message to the queue
MessageProducer producer = session.createProducer(destination);
producer.setDeliveryMode(DeliveryMode.PERSISTENT);

String msg_content = "Hello World!!";
TextMessage textMessage = session.createTextMessage(msg_content);
producer.send(textMessage);

System.out.printf("Published to AMQP queue '%s': %s

, queueName, msg_content);

BIyERAE
THREX GG REMAFER JMS # RabbitMQ {75 :EHY :

import jakarta.jms.*;
import com.rabbitmq.jms.admin.*;

// Setting the connection factory

RMQConnectionFactory factory = new RMQConnectionFactory();
factory.setHost(envProps.getProperty("RABBITMQ_HOST", "localhost"));
factory.setPort(Integer.parseInt(envProps.getProperty("RABBITMQ_PORT", "5672")));
factory.setUsername(envProps.getProperty("RABBITMQ_USERNAME", "guest"));
factory.setPassword(envProps.getProperty("RABBITMQ_PASSWORD", '"guest"));
factory.setVirtualHost(envProps.getProperty("RABBITMQ_VIRTUAL_HOST", "/"));
factory.useSslProtocol();

// Establish the connection and session
jakarta.jms.Connection connection = factory.createConnection();

String queueName = "test-queue-jms";
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);

RMQDestination destination = new RMQDestination();
destination.setDestinationName(queueName);
destination.setAmgp(true);

EEN JMS ERAER 277



Amazon MQ HBEABER

destination.setAmgpQueueName(queueName);

// Initialize consumer
MessageConsumer consumer = session.createConsumer(destination);
consumer.setMessagelistener(message -> {
try {
if (message instanceof TextMessage) {
TextMessage textMessage = (TextMessage) message;
System.out.printf("Message: %s%n", textMessage.getText());
} else if (message instanceof BytesMessage) {
BytesMessage bytesMessage = (BytesMessage) message;
byte[] bytes = new byte[(int) bytesMessage.getBodyLength()];
bytesMessage.readBytes(bytes);
String content = new String(bytes);
System.out.printf("Message: %s%n", content);
} else {
System.out.printf("Message: [%s]%n", message.getClass().getSimpleName());
}
} catch (JMSException e) {
System.err.printf("Error processing message: %s%n', e.getMessage());

1)

connection.start();
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Amazon MQ W& &4

MERZEME AWS REESEEIEF. 58 AWS BF |, KA UZRHZRNERPONBHEE | BLEER
RBTRERRZEHBMEBHNFIRMEE,

ZEMR AWS BB ARRE, AFEEEAKHERRERNEZEYE  NERPHREM

- ERWEEM - AWS BEREHE AWS Cloud F#ITT AWS BRFHNERERE. AWS i RERHATR
EHEANEE. FAWS ERAEP , B RBRASEEHNAANBRERMAZLNERME. BET
FRERAR Amazon MQ W& RFTE , FF2EAWS SR EIH RBEE.

- BT el - ENEEEURREMER AWS NIRE, SH4AHHARREE  SFENIRE
. BRTNERNERERNER,

RXHRBRE T HAAEEA Amazon MQ BERAHARSEEER, THEERAMMAHR Amazon MQ
RERFELNLLHEEHERE., S0 THRUOMEAEM AWS BRI KRB EEZM{RE Amazon
MQ &R,

FE

- Amazon MQ K& BHRE

« Amazon MQ Y Identity and Access Management

« Amazon MQ K& 5 B

« Amazon MQ KRB &E

- Amazon MQ HWEREHBZ LM

- Amazon MQ HEZ£REEK

Amazon MQ W E BHRE

AWS £ ESEEEBRAMN Amazon MQ FHERRE. MERFER , AWS EERFNTHAE B2
HERRE AWS Bin, SEEHEFELERFZ G LEERTNEGHE. SHEKEAFMER AWS R
¥ NREEENEEEH, IFENRLENFAES K F2REABLEERBESR. NFEFHEE

NERRBHMEBEET , F2EAWS 22 EEE LHAWS HESEEEN GDPR &HEEXE,

ERERREEYN , RARBEHRE AWS IRFE 2 AER , WA AWS IAM Identity Center 5§ AWS
Identity and Access Management (IAM) B2 EEBIERE, wtt—R , SECEHAEHASESRHETHK
HEKPAENRT. RftEBRERATIANREER -
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- SEKRFHEFEHAZSEERER (MFA),
- £/ SSL/TLS B AWS EREHA. BMFETLS 1.2 LEZEFAH TLS 1.3,

- {EM RE API MEHE T EEC 82 AWS CloudTrail, ZNEBREEA CloudTrail JBHEHEEL AWS SEEIRY
B , HZBAWS CloudTrail € fFR&EER) RHER CloudTrail B,

- EF AWS MEMARAR , UREPHAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , 1#BIEREMIRZEMFE Amazon S3 HEIRE R,

o MREE AWS EBTHIRMEH API FEH BFEE FIPS 140-3 REMN R EIREEME , BFEH FIPS
iR, WMFEEEI FIPS M FIPS in BN ESHEEEN , BSRABIBEFEEFLE (FIPS) 140-3,

B RZIBRCBETEREFNE B SRERBBEN , HEEERS BHEERN X FRA
B, flanEBEAL,. ESEELRMEM Amazon MQ SEAEE A, API AWS CLIZK AWS SDKsHY H At
AWS R B, ZEEBREHEAXNFEFRUTRANTAERTTEEARGTERRE B, WREIR
HAIBREREFM URL , RFAZIEBRF VN ERB LEHZARBEZFZRG URL P2 EBEBEA.

¥R Amazon MQ for ActiveMQ 1 Amazon MQ for RabbitMQ X, , EEBRERER Web £
A% Amazon MQ API B ERK , B2FERTAREAAS2EBER (P) I HMEESBBREAES
REEXNEBIEAESR, Hitt AWS REAERHRNEESRBNEAESR , 83 CloudWatch
Logs. REERAFEAEZEEBTEARLERBRER,

/A Important
TLS 1.3 TEAR RabbitMQ RKEER,

hnz

FHWIE Amazon MQ FEAEERSTWEMNE . Amazon MQ BEMZEFEAEZERIE AWS Key
Management Service (KMS) B MMZE MG ERINZ , URHIENZ M, REHEIBRE T REH
BERFIFRNRESRBRNEMH S, ZUUEBRENSR , BUFASNESRIEHRAER , MAHZS
MHERESWERARER,

FiE Amazon MQ REBRER 2 B EZEME A Transport Layer Security (TLS) 2R{2 & & %,

Amazon MQ ERAHZ2EBNRBENNZSRRNEFENFERPINALR. NEFHEER , F2H
{AWS Encryption SDK B AE35R) -
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£ ab ria
TR RE N &7

Amazon MQ B2 AWS Key Management Service (KMS) 4 , MR EEAMN ARSI IHMNE. Amazon
MQ —ZEEFERNBENER,

E &8 Amazon MQ for ActiveMQ X EEFZ 5 Amazon MQ for RabbitMQ XIBREX B |, B AT LLig
E AWS KMS key &% E Amazon MQ ARIMEZFEERN . MREKRIEE KMS £38 , Amazon MQ
SHREBEN AWS BN KMS £ , YRREFEHAT. Amazon MQ BRIZEHE KMS £i8, 0FE
KMS 8 EFMERR , 5528 AWS KMS keyso

BYREREXR , BULERUTES —E , SEREWL Amazon MQ ARG INZEER.

« Amazon MQ owned KMS key (default) (Amazon MQ 3B K KMS &8 (783%)) — k288 A Amazon
MQ #ERERE , TEENIRFEH,

- AWS Z & KMS £ — AWS Z & KMS £48 (aws/mq) 2IREH# KMS £ , B Amazon MQ £
REEY, EEMNEA,

- ENMEEEFEEN KMS £ — EFEEMN KMS £ B &7 AWS Key Management Service
(KMS) REZ I MEE,

/A Important

- HERTRELERN, MEBRARERENUHEFEIE,

- ¥ A Amazon Elastic File System (EFS) FHFAEERIH Amazon MQ for ActiveMQ X
BREX , AR ERER , TEEEE DRI REREERSPER KMS 2805,
Amazon Elastic File System EFS

- §t¥EA EBS EHEAEE R Amazon MQ for RabbitMQ  Amazon MQ to ActiveMQ 1%
BiEX K MREKEMR. BREMBRSEER T A Amazon EBS BEMRF R ERA KMS €%
MEFH , Amazon MQ #EEHEREREN , BETREEBFE ARRRE,

- MRFZESFASRIACHEZSROMERIE , B LEFBA SR NEUE S|MBRMESE |
RIEREEXHEERE,

- EXRBXENBEZER , TESERINRSEEASBIRERT.

- HRMZEHEZ CloudWatch BEE , BELERE Amazon MQ AR INZ KR
A, CloudWatch B ERAMZRBEHFREER , WNE AFEHE. CloudWatch SR REETE
it EE A REFRNE, NFEAFEENRAXNFMERNR , 528 Amazon CloudWatch
Logs A EIEM.
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£/ RabbitMQ B KMS €82 75 —TERAEERE , K253 M@ CreateGrant S4B A
AWS CloudTrail, $£—{EZ42 Amazon MQ Z KMS £8MWE#E., F-ESHE EBS B EELL
{t EBS M,

CreateGrant AWS CloudTrail B5E R : E—#THEEAERER

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",

"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "mqg.amazonaws.com"
},
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",

"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d411c4be2",
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"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Decrypt",
"GenerateDataKeyWithoutPlaintext",
"ReEncryptFrom",
"ReEncryptTo",
"DescribeKey"

iy
"responseElements": {
"grantId":

"Qab0ac0dOb000f00eaddcc0adeddfcddbce@ddc000f0000000cObcPa®@d@@aaatSAMPLE",

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

£ ES — 8 EBS REEVUNEH.

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
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"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2023-02-23T19:09:40Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
},
"operations": [
"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
I
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfc@dbce@ddc000f0000000cObcPa®d@PaaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
I

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba@SAMPLE"
"eventCategory": "Management"
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}

£/ RabbitMQ #) KMS £EVESHER , ZEEIRBEE AN CreateGrant E4 AWS
CloudTrail, BIFVEZSH 2 Amazon MQ FIRERI ., ETRN=EEH EBS B WZH#E , #t EBS
£/,

CreateGrant AWS CloudTrail B35 R : #&£EIE

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

}

.

"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmqg.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
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"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d41lc4be2",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Encrypt",
"Decrypt",
"ReEncryptFrom",
"ReEncryptTo",
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"DescribeKey"

I
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@@aaafSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"
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mq_rabbit_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",

arn":
"accountId": "111122223333",
"userName": "AmazonMgConsole"

.

"webIdFederationData": {},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

.

"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmqg.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"retiringPrincipal": "mqg.amazonaws.com",

"operations": [

"DescribeKey"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

1,

"responseElements": {

"arn:aws:iam::111122223333:user/AmazonMgConsole",
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"grantId":
"0ab0ac0d0b000f00eaddccaleddfcOdbcedddcO00fO000000cObc@a®@@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

B ES =18 EBS BREEBUNEH.

{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": "mqg.amazonaws.com"
b
"eventTime": "2023-02-23T19:09:40Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"granteePrincipal": "mqg.amazonaws.com",
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"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
},
"operations": [
"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
I
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®@d@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
I

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0dfba®@SAMPLE"
"eventCategory": "Management"

WME KMS £BHEEMEN , 5528 (AWS Key Management Service BIZ A 2188) i AWS KMS
keyso.
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B inE

Amazon MQ for ActiveMQ : Amazon MQ for ActiveMQ & E 5 X# Transport Layer Security (TLS) 3
INZEEER Amazon MQ FENRERXBERPHER. Amazon MQ REERX 2BENMEERHE R
{F 38 K Transport Layer Security (TLS) /%, iEBARE T AN ERA G E.

Amazon MQ for RabbitMQ : Amazon MQ for RabbitMQ EE ¥ FrE f FimiEiEE T8 KM Transport
Layer Security (TLS) 1%, RabbitMQ BEEERERSHEHAERERXMN VPC , mME AWS ERH
ZENFIERERESNSEEREEHIMSE. Amazon MQ for RabbitMQ EE L RKEBRENX B I FX
BEEEENEMENE, EERATHERINER , F2RANEFENEHTHNER,

Amazon MQ for ActiveMQ @ E

&R LAE R ERUA TLS W T 5@ A it E 2R F B ActiveMQ fRERER :

© AMQP
+ MQTT

« MQTT over WebSocket
» OpenWire

« STOMP

+ STOMP over WebSocket

&M ActiveMQ XM TLS BBEMH

Amazon MQ £ ActiveMQ XETIBIBEH :

+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

« TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

« TLS_DHE_RSA WITH_AES_256_CBC_SHA256

« TLS_DHE_RSA WITH_AES_256_CBC_SHA

+ TLS_RSA_WITH_AES_256_GCM_SHA384

+ TLS_RSA_WITH_AES_256_CBC_SHA256
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« TLS_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
« TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

* TLS_DHE_RSA_WITH_AES_128_GCM_SHA256

+ TLS_DHE_RSA WITH_AES_128 _CBC_SHA256

« TLS_DHE_RSA_WITH_AES_128_CBC_SHA

+ TLS_RSA_WITH_AES_128_GCM_SHA256

+ TLS_RSA_WITH_AES_128 _CBC_SHA256

+ TLS_RSA_WITH_AES_128_CBC_SHA

Amazon MQ for RabbitMQ @15 E

&R LAME R ERA TLS By T 5B E RfFE RabbitMQ CERER :

- AMQP (0-9-1)

#H¥ RabbitMQ XM TLS ZREH

Amazon MQ £/ RabbitMQ B T HRIEEH :

« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
+ TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

Amazon MQ 89 Identity and Access Management

AWS Identity and Access Management (IAM) 2 AWS fR¥ , AIHBIE B E T £t iRH ¥ AWS BR
WEE, IAM EESRUZEFIRE (22 A) MRE (BEFFH) REA Amazon MQ EiR. 1AM 487
DREMHEH AWS BRI B .

*&E

- BEHZR

- ERSIRE
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- EFABRKEEFIE

« Amazon MQ 21a[& e IAM iE4E

« Amazon MQ & & B BUR i 451

« Amazon MQ #J AP &9 BRFBHNFE

s PNRESTRINRE

« AWS Amazon MQ ¥ ZEBER

« f£H Amazon MQ WIRER A E

« Amazon MQ 5 7 3 Bl 7 77 ER 5% S B i

BEREHER

FHA A AWS Identity and Access Management (IAM) R IBEN AEBMEFRTE :

8

- BRBERE — BREFNELYRE  FAEEEHRFMETH (FSHE Amazon MQ & 5 & B FEF
EREREEHEAR)

- BEEESE — AEREEAEFIELEZARBFFAIFER (FFSB Amazon MQ MAHEE IAM E1F)
- IAM B8 — REBERUEEFIIZS (FF2B Amazon MQ 5 2 BB 4l)

(I

549 ﬁ%E“AWSﬁﬁEﬁﬁﬁﬁlmHﬁoﬂMﬁRAWSEFEEﬁ%‘MME%%&%E
IAM B 5 91HTE 9ERE,

B LAER B D RN EAESR , fl0 AWS IAM Identity Center (IAM Identity Center), BE—&A§
7B FH Google/Facebook EAER , UBEEsWEXEA. NEEBEANFHEENR , F2H
(AWS B A FEREER) PHNNEEALEN AWS IRF,

HWRENRFTFE , AWS 124t SDK M CLI ARIGHmFH NBEEF R, WFFMAER , F268 (AM
EREERE) T API FEREIAWS 5 4 IREEREF

AWS tRF RERE

EREN BFFAWSIRE |, 2R —{EH A AWS tRF theroot FAENZEAG 2R , R8P EBEFT
B AWS R M ERNTEFZIE, BEBRTEFHREAERHATAEELK. EHREERFERE
BRENEK  F2E (AM EREER) PNEZREAERIBNTS.
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£ & M A&+
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IAM BHESIEE IAM FHEES  FEEAEFAENHFIREMNRR, NEHASH , F28
CIAM EREERE) PH IAM FERENERZ6,

IAM A&
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AR ERER R, BULUEBRERETRE IAM A6 (E8EA ) W AWS CLI 5 AWS API
RERBEIAR, NEFHENR , F28 (AM £RAEFER) PHEBEASNEE,

IAM B EBRRBE 5o ERAEFI. W IAM EAER T, BikRFFERREBRBFE , URE
Amazon EC2 TR AEN., MEFMENR , F2H (AM EAEER) P/ IAM FHVRIRFE EIR
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EHBRREEFEUE

A LUEBE M BUR W HIE T 5 9 HER AWS Hi24] AWS i EEl., BERESHS 9 R EHEME
BT, EXEAREERE AWS | SFHELEBER, KZEBERELL JSON X4 AWS K
NFRE b, MFE—D 7 #H JSON BERXH |, 520 (IAM F£HAEIERE) P JSON BEEEE.,

EEESEMEANK  ERERWLEETRUTEWLRG THRLEERNTEE , UEETFINHEE,

HEREBERT , FRAENAERBHT. IAMEEESEY IAM BXRIEHETEEAG , #HEAERE
B, IAM BERERBMENFTT , ERRAMERXHIT.

S BEBR
BoRARRENMESD (ERE, FAEFANAR) K JSON FFABERNH. EEBEREH & DA

HPLERNITHLESE , UAREANGKRE. NFTHROMELSDHEBER , F28 (AM EREE
M) PREBEFEERRERHE] IAM 55,

BoBERRAD/ARBER (EEABRRE—52) BEXERXR (ANMNESES 50N BEMLBER), 0F
THNAEZERRRABRBRR BMEE  F2H (AM EAEER) PREZEBREXNRBE
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BRBER

ERAEPER 2R ERAY JSON BUERN ., P EHE IAM B EEEBRE Amazon S3 FRTREE
R, EXEEREBRNEET , REEESAUEACAREHEREERNFIER. BLAEER
BREBRPEEER,

ERABERMRZBBETONBREE, CELEEREREHEARE IAM B AWS SEREK,
FEIRFIFE (ACL)

TFEUEFIEE (ACL) AHEFIBL TR (RFKE, FRERNAC) HAEFIEERNFFA. ACL BEHR
ERAPR , BEMTEM JSON BERMXHER.

s
¢

Amazon S3 AWS WAF#] Amazon VPC 2% & ACLsHI RS &5, mMEHE— 7 # ACL , 5]

{Amazon Simple Storage Service B A B15r) FRWFEURFEE (ACL) BI&,
HBRE\R
AWS X EEMBEEE K UREESERBREERTWHRAFT :

- AR —RESHFEBERTRE IAM ERNKEAFT. MFFEEFA  F2H (IAM E£AERE
) I IAM BRI RR,

« ARFEIZFHIBIER (SCP) — A& AWS OrganizationsF VRS SABENIEERAH T, MEFMER ,
=2E (AWS Organizations FR&IEF) PHRFEIZEHIBER,

- EREFBER (RCP) — RELERFHERATAF TN LR, MFEFHMER , F2E (AWS
Organizations (FAEERE) PHEFRZEF BEK (RCP).

 THERRBK — EUBRRRHARAACEBESEsFRAERLBRITEREE  USHEXNEE
RS ER ., MEFMENR , F2 (AM EHAEIERE) T TEREREGK,

%I

ZRBRER

EZERENBREHN IJ= Ry, EANFIUSEEMMELER, EETHINMTAWS B RSER
REHFRERBAFNBER , F20H (AM E£REER) PHBERFLEE.

Amazon MQ A& E 1AM E4E

EEER IAM EE¥ Amazon MQ WFEEE 28I , BIEXERAEHRLE IAM Thag Al LABE Amazon MQ #
BEA. EE<HE 7 Amazon MQ ME M AWS RIE ML IAM BEER |, F280 (AM ERERE
) PRYEE IAM AWS B ERE RIS
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Amazon MQ £ IAM for Amazon MQ APl #B4EZRE ., EH. MIRMIIERERER, HREMAH
STRFAEMRERRXFZEUE , Amazon MQ for ActiveMQ X R4 ActiveMQ 59 B LDAP |, M
Amazon MQ for RabbitMQ X 1& IAM &2 EBEMEM S L, MFEFMER , 552 Ethe section called
‘PNEES D RBHNRE

&

« Amazon MQ A& 5 AEBHBUR
« Amazon MQ UERBERBIR
« I Amazon MQ BB A ERNERE
- Amazon MQ IAM A&

Amazon MQ LB 2 AEBABER

FHIAM BB | BAEEARREENBENER , UREMERGET AFRIELS
fE. Amazon MQ X ESEEIME, ERNREG B, BE 7THRIEE JSON BEFFERANFERTE ,
2R 1AM FAEEREPHN JSON BEETESZE,

3

B

EEEWLER AWS JSON BERRIEEH T UAFRAR, 2R , BHMEZBE A BERS T o AH 4
EEREITHL B F,

JSON BRHY Action TEMRETARAFFHIEBERPERNEF, BERECERABERRTH
1TAEBABA BN ERVRT W,

Amazon MQ PR BESEBEZTIFERA THIER : mq:. HlH , EERTFEASEA

Amazon MQ CreateBroker APl #24ER#1T Amazon MQ #ITEEMNEFT , BEEBEHMA
mq:CreateBroker Eiff, BMERRXAEEE Action = NotAction Jt&E, Amazon MQ &%
B —EEE , HRETUERALRERITHES.

FEEE-RARXHIEEZEEE , FRERSRE , TR :
"Action": [

"mg:actionl",
"mg:action2"

BB LERERZER (*) RIEEZEEE. Hla , EEIEEMER Describe XFEWFTEENE ,
ELLTEME -

30
@
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"Action": "mq:Describe*"

ZEEE Amazon MQ BIEBE |, 5528 (IAM FEREIER) B Amazon MQ EHH E1E,

Resources

EEEWLER AWS JSON BERRIEEH T UAFRAR, 2R , BHMEZBE A BERS T o AH 4
EEREITHL B F,

Resource JSON BUR T WIEEEERBENYH., REBEHRMEHAE Amazon Resource Name
(ARN) RIEEER. BRETXEERERFTT , FAEBAFR () XR-XRENBEARFEER.

"Resource": "*"

£ Amazon MQ & , £E AWS &2 Amazon MQ SAEREBERXA R HEMBRE, Amazon MQ RERER &
HHREHEE — &K Amazon EREHE (ARN) EEEABREERE , W TR

BRER ARN G |
brokers arn:aws:mqg:us-east-1:123456789012:br aws:ResourceTag/${
oker:${brokerName}:${brokerId} TagKey}
configura arn:${Partition}:mq:${Region}:${Acco aws:ResourceTag/${
tions unt}:configuration:${configuration-i TagKey}
d}

IE ARNs BRI EEEES , 5528 Amazon Resource Name (ARNs AWS F AR5 p 7 22’

il , EEEENBRRNXPIEER A MyBroker B brokerld
A b-1234a5b6-78cd-901e-2fgh-3i45j6k17819 MAERER , FFEALLT ARN :

"Resource": "arn:aws:mq:us-
east-1:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819"

FEEEBRRERFHMEARERXNER K FEABAFT (M)
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"Resource": "arn:aws:mq:us-east-1:123456789012:*"

BL Amazon MQ BMEEEHSEERHIT , SIMAREVERNEE, FELERT , BXAEH
BRAZFTT ().

"Resource'": "*"

AP| B14E CreateTags FARFEREREANEARLE, FEEE—REXPEESRER , FEMAERD
f& ARN,

"Resource": [
"resourcel",
"resource2"

EEEF Amazon MQ EREE R HE ARN WEE |, 528 (AM EHEEFE) F1 Amazon MQ E
HNER . BETHRENUSEABLEESEEESEERN ARN , 582 Amazon MQ EZER EE,

R[5

EEEWLER AWS JSON BURRIEEH T AFHAR, tWHER , MEEREERE T o AE A
EERHAITHLEBIF,

Condition TEERBEBRNKRY , BEERBXNAITRE, EUNURMERFMESE FNIFRHER
X (BINFRTIR) , REBBRPORGENFBRPNE, EEEFME AWS £ER4REIE , F2
B KIAM EEREIER) PHAWS EFRFABTREIE,

Amazon MQ AR EREMREEAFHRSIER , EXE— L2 EHEGRSIBNER, EEEE Amazon
MQ RHBHEE | 28 (AM EAEERE) FM Amazon MQ #HEREI#, BT RETUE
BB EFERFEA RG] , 5528 Amazon MQ EEM BE,

s | iR Type

aws:Reque REBERPEENEBEREE, String
stTag/${TagKey}

aws:Resou RIR S R AR B Y E B B R B ES String

rceTag/${
TagKey}
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F3ea | iR Type
aws:TagKeys BIFERPEENERBEEHE, String
g4

HERE Amazon MQ &5 BRBERNEH , F2BAmazon MQ & 5 B BUEREfl,
Amazon MQ L& R AERAYBR

B#l , Amazon MQ AXEEAEREFARERIEBER , E1T IAM B2 8E,

LA Amazon MQ R AEBRNRE

BB EREREE Amazon MQ B , IREFRFHBEREEE Amazon MQ., WFRBERZE S
fZHY , 556/ mq:ResourceTag/key-name, aws:RequestTag/key-name B aws:TagKeys &
HZs5|R  ERENERETEDR , REEREA.

Amazon MQ XEUEBAERIWBER, flwn , B ER TS RK58A environment , BA
production ZZ&HK Amazon MQ EREFEL

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"mq:DeleteBrokex",
"mq:RebootBroker",
"mq:DeleteTags"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/environment": "production"

}
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LLBUERHE Deny BATIhEE - MIBRREFHME T EZE environment/production B9 Amazon MQ X
BER,

WERCRNFAES  F2H -

. BEEHIEE Amazon MQ &R
- A IAM ZERZHFE

Amazon MQ IAM & &
IAM B2 AWS IREFHEBEEFANERE,
HEFERAZEREAERE Amazon MQ

U BHESEREREE. BT IAM At  SIRREBREAG®, EWLUEBFW AssumeRole
% GetFederationToken Z AWS STS AP| RIS LB AER,

Amazon MQ X EFERAREREAE R,
REAE

LHREATRREARERERELAE. LAGTRBREFNEMERBEINER , MAREZKEBHE. K
BAGFHRELN IAMIRFF , BRXIRFA#ES. EXRTR IAM EEEUESERAGHFT. £
B, ER AR BRI RFHY ZhEE,

Amazon MQ XERK A,
Amazon MQ 5 7 B B SR &5 4

BIRTESE  IAM ERENABTEBEIIRIEH Amazon MQ BRIV, Mt EEEHR AWS B8
F1#2 A AWS CLISK AWS API #1TEHE. IAM BEEEMSEEREY IAMBER  BFERENACKEEEE
R LEHITHE AP EENFIEN T, EEEEZVNAKELEBREEEZEEELEH TN IAM FHES
B,

BE VRN ERELES JSON BERXMAEY IAM 55 BBER | 260 (AM EAERERE) PHNE
JSON ZE&R L& T BUR,
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Amazon MQ BIB A BINT
&

- BREEER

« £F Amazon MQ 24

- AEAEREMMBE ST

HRREEK

BoRRREHEEIRFANEBAERESTURY, FIEMER Amazon MQ BiR. ELBETEE
EREN AWS IRFELER, EXRURES D BBGKK |, FERETHEAREREHE !

. BIAMER AWS SEREL BB REREYT - EERREH TETOANERENTEAR  BEA
BETETFHSEREARAN AWS SERE, CHTELN HEA AWS 15, RMRNEES
HERERRES AWS HEFSERE , Lt — SHIHT, NBEETSEA , BSH (AV EREH
) P AWS ZEBEREBRAMAWS FERE,

. ERBERRIT - BE AM BEGHTE | SESTHTERABNET. ARRLEN 67
NEBEREHRA T TARTERRDN DA , SBARERRHNT, NBEM AV EAHT
MESHBEET , HSH (AM EAEIEE) B AV HOBERNHT,

- £ 1AM BUR R BV R — SR B FEUE - BRI LSRG FIBZE B |, URHIEEME RN EFEE.
flan | WA AR BBEERRG , EEXAMEM SSL BEFARER. MREBRIFE Hlun FHRKEENE
AWS FR#& , &t ] LUGE A R4 R 1R 5 HZEUE CloudFormation., MEFFMER , 528 (AM £
Hi5E) PH IAM JSON BUEETE : 1§45,

« f£/ IAM Access Analyzer B IAM BUER |, f{RFT I 24 B 7 IEEEE - IAM Access Analyzer B
BHBEMBEER |, BRELBERER IAM BURFES (JSON) Ml IAM FRIEEH ., 1AM Access
Analyzer {2t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
A, F2RB (AM EAEERM) PREA IAM Access Analyzer Br 5 BUE.

- FESEEERT (MFA) - MRZHRPIFE IAM FEHES FHRERAE AWS 1R |, FBBR MFA
DESZ4M, WEEFWY AP BERER MFA | Bi& MFA REHEBEENBER, NEHAE
#A, m2HE (AM E£AEERE) #1ERB MFA &Z £ APl 77EL

WE IAM A REBBNEBESR  F28 (AM EAEER) 91 IAM 22 HEEEH,

£ Amazon MQ Fi# &

HEFH Amazon MQ 24 , ELAARERELSHN —HEF A, ELEFFTXAAFEI EMBE AWS
¥R Amazon MQ BRI FMEF. MREBVHEEALEFTEBRBN S OREE , AIERE
BERBENER (AM EAENAR®) S , TEEMEZNERERE.
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Amazon MQ

FMBABER

RTHRERELBERBMNMATUER Amazon MQ 12 4& |, BB TFI AWS ZEBKER

&, F2H IAM ERERERPRAEFIRIERE

AmazonMQReadOnlyAccess

HAEFWY AWS CLI 2 AWS API IfE & , BTFZEEAFREETEAHET., k2, §
SBERHIT2 API BIENEER T T,

AFFEREREMMAE ST

WEHEREMMBEILBER , AFF IAM ERERGHM MEBAERAES2NARRZE
GEETFEAFHER H AWS CLI AWS APl URBRRET AR TR BENFT,

ZEE NEES

REAKERE

R, MWHER

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"jam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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]

Amazon MQ §J API &9 B FiZ#E

Amazon MQ EZE% AWS FEREZBIEIT APl B EFE. WEFMEEN | B28 (AWS —iK2E)
AWS FHEE API 353K,

@ Note
B Al , Amazon MQ X BEAEFREFTHEREEE , #1T IAM B3 8RE,

EERE AWS FHEFEARERN., HENERE , B4 ERE IAM BEEFF I,
&

« B3 Amazon MQ RIEBEXFIEMN IAM 557

- Amazon MQ REST API 5 AI& &

- Amazon MQ EftiFFaIgE

- Amazon MQ AP| BiER &R B RET T

I Amazon MQ RKEBEXNFTEM IAM 557

EERVRERR |, BHXAFEH AmazonMQFullAccess IAM BERREZAS T 5 EC2 FEF Al A IAM X
Ko

DT BFTBERITEMERRN (—BHRER) , HERFFFITLURE Amazon MQ B3 ActiveMQ L EEF2
XATENER.

/A Important

« X ec2:CreateNetworkInterface BfF , X BE/LFF Amazon MQ RRIEEIRFS PEL
SEMEAERR SEE (ENI)o

+ ec2:CreateNetworkInterfacePermission BiE € # Amazon MQ , #§ ENI E#ZEZ|
ActiveMQ RERER.,

« ec2:AuthorizedService 4| AEARERAS ENI FF R F Amazon MQ FRIEIEF
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JSON

{
"Version":"2012-10-17",
"Statement": [{
"Action": [
"mq:*",
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DetachNetworkInterface",
"ec2:DescribelnternetGateways",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets"”,
"ec2:DescribeVpcs"
]I
"Effect": "Allow",
"Resource": "*"
}3.Aq
"Action": [
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeNetworkInterfacePermissions"
]I
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:AuthorizedService": "mq.amazonaws.com"
}
}
H
}

MEFHMENR  B2E PR 2 BIUFABEIEEEN AWS BEAER & K E R MBER Amazon
MQ 3 8% SR H o

Amazon MQ REST AP| $fa]&#

T &5 Amazon MQ REST API F1¥FERY IAM 557,
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JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ec2:DescribeVpcEndpoints"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

1,

"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

]

},
{

"Effect": "Allow",
"Action": [
"ec2:CreateVpcEndpoint"
]I
"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*"
1,
"Condition": {
"StringEquals": {
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"aws:RequestTag/AMQManaged": "txue"

"Effect": "Allow",
"Action": [

"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateVpcEndpoint"

"Effect": "Allow",
"Action": [
"ec2:DeleteVpcEndpoints"
1,
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AMQManaged": "txue"

"Effect": "Allow",

"Action": [
"logs:PutLogEvents",
"logs:DescribelogStreams",
"logs:DescribelogGroups",
"logs:CreateLogStream",
"logs:CreatelLogGroup"

1,

"Resource": [

"arn:aws:logs:*:*:log-group:/aws/amazonmq/*"
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i B o

[ 15 & 8

KEIRER (HEE fEadb D)
EEIRE (B%MH)
EEFEED (A e 2L ER)
EEIFER (BREHM)
DRESH (£E)
ZIARSE (KR)
DAEE (5W)
SXESE (¥ h03%K)
TARESE ()
DXESE (RR)

MEX (FEB)

BUN CER=4E)

B & 2
us-east-1
us-east-2
us-west-1
us-west-2
ap-south-1
ap-northeast-3
ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-northeast-1
ca-central-1

eu-central-1
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=
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=
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R R B & 2 Amazon MQ X &
BN (ZHEH) eu-west-1 =
BUM (fa3X) eu-west-2 =
BN (B28) eu-west-3 =
EEM (BRE) sa-east-1 Jt
AWS GovCloud (US) us-gov-west-1 &

Amazon MQ 5 75 Bl #1157 B 5 2 HE ##

EERAUTEARGBEZE RS ESA Amazon MQ # IAM BRI RE@ 2N E RS,
*RE

« BRAEFE , 71587 Amazon MQ FHITEE

o RAEEBHIT iam:PassRole HIIZ#E

« BEBERF AWS IREANABEFEEMN Amazon MQ R

EAREFE , 7158 Amazon MQ F#{TEIE

WRAWS EEFEE FALEREHNT BE , AIXEABBENEESS KRG, ENEEESRALE
HEEBRENAR,

AT &85 ERE 7E mateojackson FRAEBEEHAFAERAERIR Widget WEHER , BAIRE
mq:GetWidget FFAIBGEE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
mq:GetlWidget on resource: my-example-widget

FELBERT , Mateo EFREBEEFTHMABER , AFFMER my-example-widget EEFE
mq:GetWidget EiRo
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K AEEHIT iam:PassRole HIFZ#E

MRBINEIGEER | SHNEEEHIT iam: PassRole BifE , BHNBERMVEEH , ALK AGEERS
Amazon MQ.,

BE AWS B AIREEREACEEGERE K MAREVFNBEACIRBEELE, NFH
TR , ELARERACBEEZ BB,

E® A marymajor B IAM EAEEHEAEE ST Amazon MQ RRITENER , BAET5IEHIE
R BR , HEBERBBEFREACKE TN, Mary EEHABEERGRBENTA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEERH , RAFFMHIT iam: PassRole Bk,
MREEERGE , BHEEN AWS BEEE, FNEESRHENEZERE.
EEE AT AWS IRF IR A BFEES Amazon MQ &R

BRLEY—EAE  BEMIRFHNEREIEEBABHNASTFIRENER, EUIEEE R
EEENHENEXAR, HHXEERERNBIRNFEUEHIEE (ACL) BVARES , BT LUERA ALK
KRBT AETFRENE RN,

MEE-STH , F2RUATAS

« ZEE T Amazon MQ 2B XEELITIEE , 382 B Amazon MQ A& E IAM iE4E,

- BETHRNMAWS 1RFE EEBEN ERBREFIE  F260 (AM EAEER) PHEEE
B AWS IRF 895 — 1@ IAM & PR HFEE,

- BETRINMIBERNEFIERMEKE=H AWS IRE |, 528 (AM EAEIERE) RS FEUER
HEEE=H AWS IRF #H,

. METRNAEBMA S RAFIE  F28 (AM EAEEE) PR EIRERENSDE
FEIBRBHERE BASD).

NETHRERAGNERARELTRESERMNER  B2H (AM EREEE) T AV
RS R,
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Amazon MQ & HRERTE

EZEERFAEP , E=ZHEBRABGTh Amazon MQ WL 2 AWS &8, ELTHE
SOC. PCI. HIPAA %,

HETHAWS B REERESHIBEER , F2HAWS RE SRFEEEARRRZCAEE
MERTE,. IFE-—REA , FBHEAWS 558,

WA LAER TEHE=F IS AWS Artifact, MNFEFMER , FSE THIRS in AWS Artifact

BER BRNESREME AWS R BURREBNEEN, BLANEREE , UAREAERENER.
WMEER BEREENFMER AWS R , F2H AWS 22X,

Amazon MQ KX 1E BE

AWS £IKERRERU AWS BEMATARSAEREZE, AWS EFRHZEER D REMEEHN T
RED  SETRAEFUEILE, shEENSHEBRPEE, EBTARESE , SR RIRENE
REANERE  ETRAES BEBREBEMASRETE., TRESNTHAE, FEEINER
e IRE-HSEERPONERERREES.

WE AWS EBE AT A EEWEFEERN , B2l AWS £ ERER R,

Amazon MQ W ER R EZ =M

Amazon MQ B2 ERK , FF AWS £IKBERELLNRE. WF AWS Z2REUK 6 AWS R
EERRENEEEN  F2BAWS BEinds, EEFAERREZSNREERRTEN AWS R
1B FESE%T4L X AWS Well-Architected Framework H gy B i 25 He R &,

IERLAER AWS B4Ry API FEIY | EB I FE Amazon MQ. ERERSAETIIESR

- Transport Layer Security (TLS)e BMIFEE TLS 1.2 WEZEFEA TLS 1.3

- BEfREEEXILR(PFS)NEBEH , #la0 DHE (Ephemeral Diffie-Hellman)sf, ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), BRARH (M Java 7 IEFBRA)ASEZEELEN,

Amazon MQ WZ £ BEER

AT EREHER A LAKE Amazon MQ RERRAN LM,
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Amazon MQ LEE
ES]
- REFEELHEFRHNAERER
— ERE R RS
- B VPC T BEHET L ENBABE

WEE Amazon MQ AR ERNEFFAER , URIENBAHETE , BE2REMRE,

BUNREEXEEEZARER , EEER VPC AFREM. EUZELNREEXNERS ZIIRE
NEPERAERN D B FEETRT (DDoS) B, MFFMES , FF2HE AWS REEEE LR IFELEIR
D> T B T SR i BY #E i DDoS WEE,

—ERERERS

R % ActiveMQ R ERIBFARRBENEARERS , FIAEAERIFNEAZHITHREENHTE
g, At , REEBAKEERBRHEFT, MEFMENR , F2MauthorizationEntry,

/A Important

MBEBIEENZEMEFT T E S activemg-webconsole &R , BEE LA ActiveMQ Web
FEE  RARBEREREGEAIERIRE Amazon MQ REEXHFA LS.

ZEiB VPC £ FEHET L ENBABE

ATREMEREEXNNZSY , BFEXBIBIERIRTE Amazon VPC &4 EH#H KRR HIF 4 B/ E A H
EMERENIER, i, EERKRIAZSEBEAGENFE , XEEFE OpenWire 1 Web £
A&, WA LMERKEFE 61617 F 8162, ERMAUHEHIEFEAPNBEAGE , BRI LFF OpenWire F
Web =2 & EFEEE , REEHABER,

£ AFHRIEH £ R RBRA M EEEE,

+ AMQP: 5671

« MQTT: 8883

* OpenWire: 61617
« STOMP: 61614
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* WebSocket: 61619

MEESZFHAENR ,

3
¢
i

« VPC L2 EHE
« VPC AR Z £ &
- EHREEE
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LM EEFE Amazon MQ RIERER

ERRHE AWS RS RN, TAMNBENERS D, SEZRE AWS RS ZNAAEERD I
SEREN  UEERLESHAMBEERBEFE. AWS RHEBET ERER Amazon MQ BRI E
EEESH

BT LAME R CloudWatch 2R 4 #T Amazon MQ REREXISE, BT L CloudWatch 12

A. AWS CLIZ CloudWatch AWS CLI#E M 2 #T K EREXIEE. Amazon MQ B CloudWatch 1512
287 EEHRAEEXNMAAMIEE CloudWatch, HH ActiveMQ REFRE , CloudWatch R &E:
281 1000 B B 93, ¥ RabbitMQ {KEFER , CloudWatch REE IR HEEBEHEF AT 500 &
B B,

WE Amazon MQ EEENZTEFE |, B2 R BEARN ActiveMQ EFEZE A Amazon MQ 1] A
CloudWatch $1E,

MFEHIERE I CloudWatch B RHIERAER , 55268 Amazon CloudWatch £/ & FERIF R E 5L
fm¥5 CloudWatch & .

FHL Amazon MQ Y CloudWatch $§1&

WA LAMER AWS BB X4 AWS CLI, #1 API 1FHX CloudWatch 84&,
WU REREEREMER 1ER TFE CloudWatch 1512 AWS EEB £ A,

ZEFH FH Amazon MQ 154 AWS CLI , &M get-metric-statistics@®. MEFME
# , 20 (Amazon CloudWatch FAEEmM) FHESEENHKITESR.

ZEZ A CloudWatch API ZEL Amazon MQ #6548 , 5 GetMetricStatistics B, MMEFFHM
& , 5528 Amazon CloudWatch A E BTN EESEENHKITER,

£ B\{8 CloudWatch $51& AWS EE 2 A

T 5 & 5157 BA f0{alE A £ HL Amazon MQ BY CloudWatch 8 AWS BT itA, MRETEA
Amazon MQ F¥# & , FERBEXFMERER L |, #EZEEE, B4R CloudWatch 1E1E,

1. % A CloudWatch £# 4.
2. HESEERL , BEEZF Metrics (1),
3. EHL AmazonMQ BB =R,
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4. BHUATHP—EERHEE

« Broker Metrics (R & B 1E1E)
 Queue Metrics by Broker (kBB N 2 BT HI151E)
« Topic Metrics by Broker (kBB H /12 B H E REIE1E)

E LR | 258 E Broker Metrics ((REBRERIBE).
5. BHEEFLEE Amazon MQ FE1E :
- BEHFIEE  BEAREE,

- BEMEEBER  HEIUEESHWEES R,
- BEMBEEE , FEERERBE , AR EF Add to search (FTIBEES),

B

ZH Prometheus &

(® Note

Prometheus IE1E&E A RabbitMQ 4.2 MIE#FHiRAS, ActiveMQ REEBRATXE
Prometheus 1E4E,

Amazon MQ RE X &E Amazon MQ for RabbitMQ XEFZ XY Prometheus 1E1Z, Prometheus 154 ]
BERPNEETNHIMESETRENERERNGE  ELE— BRI NEENRLEEM kg, FH
Prometheus 1518 , B LR ERBMAE IMNERR , LEBENNEEGHAT/EEEHFHEE,

& RabbitMQ 4.2 Fa#s , Amazon MQ for RabbitMQ X #& Prometheus 512 , WJE&EH Prometheus
ERXBFARMERAEBREREE, XETIRS

« /metrics
« /metrics/detailed

 /metrics/memory-breakdown

& /metrics/per-objectimEo

NEBEREABIEENFEMAEN , 526 RabbitMQ X #H# Prometheus E1Z,

17EX Prometheus 512 321


https://www.rabbitmq.com/docs/prometheus#metric-aggregation
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Prometheus F§1#Z &2 CloudWatch 51

Amazon MQ for RabbitMQ & Prometheus i 21 CloudWatch A BIEIE, HAMEIRERERER
EBEREWNTEY  BEEBENHAETRE,

Prometheus imE /B 7 —#HE 2 E/ RabbitMQ RERENEEREFREE | HEEEZHNRERE
NAZR , FIEERR L, HETE., THMRBRATER , AKX Raft £BiEE, ELBARHEREN
Prometheus B ES i EE SR e MBHE RE S,

CloudWatch 31E 2 # Prometheus in BiEVSM B IR R EBRERNIEEFE, WMEAA CloudWatch 151
SERGEE | 5528 Amazon MQ for RabbitMQ LB X A /Y CloudWatch 1E4&,

£ CloudWatch # |, s —ZFS2ERBILAIUEL 60 W BB ETE®E, st , Prometheus 22
FAREZERH , M Grafana 2EWERRBR SRR ENLERNERE  ERTSEH, Eit , /4
EHEENIR BT EEE R IE CloudWatch RERBIFKETE R , 7 CloudWatch 1 Prometheus Z EE4
=8

@ Note
BB &F A Prometheus ¥ Amazon MQ for RabbitMQ & {EiS B 1T IE 4 B f2

N8 M 1ZE Prometheus ik 24

BA LR AWS BIE XA = B8 Amazon MQ for RabbitMQ X2 A Prometheus %2 AWS
CLl,

« AWS BEEI#HA —EEZE Amazon MQ =24 , HBREERNFMENER , ARTEERER
T# 2 Prometheus i 2.

« AWS CLI — f#/ describe-brokerm$ :

aws mq describe-broker --broker-id <broker-id>

Prometheus i &7 THEEFREREBrokerInstances.Endpoints,

Amazon MQ for RabbitMQ Prometheus X EFHAERBEAMEENE 7 BFERSE, IEXXENE TR
FEHREWNFMER | 5528 Amazon MQ for RabbitMQ F 9 B MiZ#, £E TN Prometheus
HEE S D RE , 52 E Prometheus X H Y hitp_config.

Prometheus #5282 CloudWatch 1§1% 322


https://prometheus.io/docs/prometheus/latest/configuration/configuration/#http_config
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Prometheus {AREF(EEFE

« BRE 60 WHERNIMEHE, ATRERE  BREEMR.

Ve

T 5% &2 4 Amazon MQ for RabbitMQ B &5l Prometheus #ME#ERE, <broker-prometheus-
endpoint> #§ UK ARIER XM Prometheus in B EMWE T | ¥ <username> Bl <password>%A
REERXBZAER,

B

ﬁ#k%?&ﬁﬁi’?ﬁﬂ BREATIERE, BR/metricsimMARHAERBESEFREHRER
RiER  REERRAAERANEE A MERENETFENERES

global:
scrape_interval: 60s

scrape_configs:
- job_name: 'rabbitmg-aws-cluster'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics'
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"

ELEAE T
THARSMREGHEEERS , NERABBERSERBERTH,

global:
scrape_interval: 60s

scrape_configs:
- job_name: 'rabbitmg-connection-churn'
scheme: https

Prometheus #HEERITE K 323
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basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed'
params:
family: ['connection_churn_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmqg-ra'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed’
params:
family: ['ra_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmg-queue'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed'
params:
family: ['queue_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmg-exchange'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed’
params:
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family: ['exchange_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmg-connection'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed'
params:
family: ['connection_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmqg-channel'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed’
params:
family: ['channel_metrics']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
- '<broker-prometheus-endpoint>:16003"
- job_name: 'rabbitmg-exchange-count'
scheme: https
basic_auth:
username: <username>
password: <password>
metrics_path: '/metrics/detailed'
params:
family: ['exchange_names']
static_configs:
- targets:
- '<broker-prometheus-endpoint>:16001"
- '<broker-prometheus-endpoint>:16002"
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- '<broker-prometheus-endpoint>:16003"

ERAR ActiveMQ REFEZRH Amazon MQ 7] A CloudWatch 1E&

Amazon MQ for ActiveMQ IE4&

R By Description
AmgpMaximumConnect HE: BRI AR AMQP ERERIE
ions EANRARAFmBE. WF

EREBENFHER , F2H

Quotas in Amazon MQ,

BurstBalance Bt Amazon EBS ik [E - Flgk
WIREEEBRSHL , AR
REALER , LAR@IEE
REMREERX, MRLEREE
EZ|F , Amazon EBS ik
EIZHH IOPS Y , B
BRESBEENERAL, WF
Amazon EBS H & B EAKEIE/E
FRWFMHENR , F2E 0@
A/ R A = R

CpuCreditBalance E (VCPU-7 £8)
/A Important

EEESEEERAR
mg.t2.micro RE
EX#TERBRER,
CPU EEBERM
5 piEMER,

BRTEBMEBHMASEER , R
RESHN CPU HEEE (B
RBEBFEERE). EEREATH
REEXHTERBLSBUEXE
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EE By Description
CPU EARMN KIGRAZTE
Ao
EBEER K HESHEHER
BHHERE YEXNEEZ
% MEEHREYRBH, EE
BREECELR, ERERE
% FIEESHHEETER
BE,

CpuUtilization Bok REEXBHFEANESERE
Amazon EC2 EEEMNWE D
te,

CurrentConnections T BaiEREEX LWBEEER

Count gE,

EstablishedConnect FTE EEEARERENX LWIEAS

ionsCount RIEERPEREYE,

HeapUsage Bok REEX BHIFEA ActiveMQ
JVM FeiERERR &,

InactiveDurableTop T FEAFMAMEEEITEREA

icSubscribersCount B, &ZTE 2000 A,

JobSchedulerStoreP BoLE FREERESR T RIESE AR

ercentUsage ZEB L.

JournalFilesForFas T BELEBKUARERN AFE

tRecovery REE,

JournalFilesForFul T BEFEFBEMERERNBF

1Recovery ERBE.

Amazon MQ for ActiveMQ 1E&
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EE By Description
MgttMaximumConnect T BAILAER MQTT ERERE
ions EXANRAAFR#E, WF

ERTENFRENR , F2R
Quotas in Amazon MQ,
NetworkConnectorCo ATE £ NetworkConnector 1E£1%
nnectionCount EEARBEPEREREEN
Y B B,
NetworkIn {48 REEXHEARE,
NetworkOut i T REEXNELRE,
OpenTransactionCount g ETHPHRZEE,
OpenwireMaximumCon ¥ &R LAE A OpenWire E#RE
nections REEXNEAAFPREE.,
MEEROANFRER , 5
2B Quotas in Amazon MQo
StompMaximumConnec T BRI LAER STOMP EHRER
tions BEREANEAAFmREE, W
FEREENFHENR  F2
B Quotas in Amazon MQ,
StorePercentUsage Bok RERGMTANE 2 L&FR.
MREFEFES 100 , KE
BAKEERAS.
TempPercentUsage Bo IR AR R FERAN AR
REBDL.
TotalConsumerCount T HEZEO B REEX B
STENAAEEE,
TotalMessageCount T BEEREEX LWAEEH

Bo

Amazon MQ for ActiveMQ 1E&
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EE By Description
TotalProducerCount T AEEZRREREX BN
BANAEEE,
VolumeReadOps T £ Amazon EBS Wk [E E#1T
EBUREE B
VolumeWriteOps T £ Amazon EBS Wt E E#1T
NWEAREEE,
WsMaximumConnections T &R LA WebSocket iE#RE

REEXNEXAFREE,
B EEENGFMER , B
2B Quotas in Amazon MQ.

ActiveMQ RIEBENISENHE

WE Description
Broker REEANER
(® Note

E-TEABKEEXERE 1. &
S AMNERS/SRRERX , 88
TRRERRASHER -1 M -2,

ActiveMQ B it (fF5IFERE) 58

/A Important
T5#EHEEE CloudWatch &m 5 i E3E A 89 8 50 8EFT B

* EnqueueCount

* ExpiredCount
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* DequeueCount
* DispatchCount
* InFlightCount

fBlan | FE R 58 CloudWatch 8 A , EnqueueCount BRETEE , SEFHEAHEN
— P #EED . Minimum F Maximum R ERSRUEZHENRENRESE D EE.

BE B
ConsumerCount STE
EnqueueCount B
EnqueueTime K& (ZER)

Description
AR BENERERE.
BoERETBNNARH

RABZERERAREHE
FiHBEEER BB IR R

(® Note

EnqueueTime F&
AEREEEEZALR
BIXEREEXAL
HimEimiEE | th e
B2 REAEERXEWA
EEFREREKER
AEABILMEE,
& , EnqueueTime
=RRERXKEAL
B—AERFALE L INE
FIGHEBEERLNEY
L8
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EE By Description
ExpiredCount ¥ B ER A RIBH &L EE
WHEEE,
DispatchCount FTE BoERX R EHEENALY
=,
DequeueCount g BoERCHEERTNARH
Eo
InFlightCount T BExIAREBEAZEEEN
AEHE,
ReceiveCount g ERERRERNKEIGEE
TEZEBENASEE,
MemoryUsage Bok E’F‘{_Ll_a B A R 7 BRI
=R
ProducerCount T BEENENRIEEHE,
QueueSize e THHRHAEEE,
/A Important

LEEREEARB,

TotalEnqueueCount T EEEEREEXNASRE
2.

TotalDequeueCount g AFmEfANASEE,

® Note

TotalEnqueueCount M TotalDequeueCount EZTEHHAEENALE. NEEBHEHE
BEAENFMES , F2H ActiveMQ X
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ActiveMQ B #9itz ({751 M E3E) IEEMNHE

HWE Description
Broker REEXNEE,
(® Note

E-TEBRKERAEARESR -1. &
S AMNER/SRRERX , 88
ARREREASHER -1 M -2,

Topic = Queue FEITINEE,
NetworkConnector R EEERNE T,

Amazon MQ for RabbitMQ X¥EFZ AT A Y CloudWatch 181

/A Warning

#£ RabbitMQ 4.2 Fi% , RabbitMQIOReadAverageTime#
RabbitMQIOWriteAverageTimeBEH , BT 2R M EEZNE, ELEEKET —EE
E RabbitMQ A H #¢ CloudWatch F#ER,
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@ Note
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RabbitMQ KV 51& 332


https://www.rabbitmq.com/docs/management

Amazon MQ HEABEE
EE By Description
QueueCount T REREX LRENTIER,
ConnectionCount T BIAREREN LAERFE
o
ChannelCount T BIAREREN LWEER
.
/A Important
HENBSEBRN
AMQP 0-9-1,
ConsumerCount T EREREEANEEER
.
MessageCount T 5P RS,
® Note
EENRFRRNERER
E R AR
ASBA,
MessageReadyCount T ol EfERENFARER
MessageUnacknowled T fFHI P RBANASEE,
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EE By Description
PublishRate T AEBMGEREBERNNEREE,
EEXENEFRARIEKEELH
AEEE,
/A Important
LIEEERBR AMQP
0-9-1 BAAHEE
By, E AMQP 1.0
R, F28 FE
Prometheus 1§1&,
ConfirmRate T RabbitMQ fal fR25FEE2 2 &

FEMER, ot isEn
PublishRate L& , BEiE—
7 HRENREBERERNEE.

EENBFRRIEREYVH
AEEE

/A Important

tERERR AMQP
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B, W% AMQP 1.0
ER , B20 7l
Prometheus 1E1&.
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RabbitMQMemLimit

RabbitMQMemUsed

B

HE
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fui

Description
HEEDAASNER,

EENBFAREEEEVH
AEHE,

/A Important

HIERERR AMQP
0-9-1 BABEE
B, mME AMQP 1.0
R, F28 FE
Prometheus 1E4Z,

REEXBHFEANESERE
Amazon EC2 BEENMNE D
tb, HREEHE , LERT
Ffi8 =18 RabbitMQ Ei%iz ¥
FEIERENER,

RabbitMQ X EEH RAM
PR, LLiEESRFHITER
HAMBMTE,. NEFHEE
A , 552:Bthe section called
‘EEBNUBRET . HRE
£, KERTHAE=E
RabbitMQ Ei %z ¥ FEIEEE
RS,

RabbitMQ KB Fr A

RAM MR [E, HRBEIE
B R RFTE =8 RabbitMQ

M HEEEENER,
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Description

RabbitMQ REE R BV iR R
#l. HREBEHNEF , WEXRT
P8 =& RabbitMQ Ei %z &
EBESENEHE. LEFER
BT EREENBEENXM
BT E. WHBEFMER , &

2 Bthe section called “52 1= 5

MHHEET .

RabbitMQ RERXHh AT AN
AAMEZEEHEHE, B
FERERBRGE K BESH
HATENEEEER. HRE
£, KERTHAE=E

RabbitMQ Ei %tz ¥ FEIEEE
RS,

ERNERBAREHE, ¥R
BEWNE  WEXRTHE=E
RabbitMQ Ei %z ¥ [E 1R E
Ry,

RabbitMQ #1117 — )X EEURE
HEEEE (EW). XEEHA
BXR/NMRIE,

RabbitMQ #4117 — X B A R1E
MR (). HEREF
BR/NRIEL,
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RabbitMQ NEENIERNHEE

HWE Description

Broker REERINEE,

RabbitMQ Ei B2

EE By Description

SystemCpuUtilization BOk REEXNEBHFEANCEE
Amazon EC2 EEEMNWE D
Ees

RabbitMQMemLimit (A | RabbitMQ EiZ5#Y RAM FR o

Lt EE R TEEBEEM
BFFTE. MEFMEN , &
2 [@the section called “5C & p
MERRETR

RabbitMQMemUsed kg 2| RabbitMQ EFZFTE A K RAM
HRE, EcEREAERR
HlEy , BESHEFTENEE

FHiELF
RabbitMQDiskFreeli {2 4R RabbitMQ £ B i R4 5 PR 1
mit HiEESREBHTEEER

MEBBEXMEFMTE, NFE
FEHRERR , 52 Bthe section
called ‘G MUBEE T,

RabbitMQDiskFree 48 RabbitMQ Ei = Al Y AT A
MRTEESE, EUREHR
ERIBREI , EESHEA
BNEEEER.

RabbitMQFdUsed ATE ERNERERERE.
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ExchangeCount T EER FERENRBER, B
AR RabbitMQ 4.2 R E S hx
,

QueueCount T EEEERENTIES., B
AR RabbitMQ 4.2 X EGhR
,

ConnectionCount HE EER FETHERER, B
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,

ChannelCount T ERELBUNRERE, B
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K,

ConsumerCount ¥ EREHHAEEERES, B
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K,

MessageCount T R EFIPNFARES, B
AR RabbitMQ 4.2 X E Shix
K,

MessageReadyCount T R LTI R RERAER
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BEERA,

MessageUnacknowled TR Ei R L1751 R TR A S B
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€ RabbitMQ HiFREERBEZERENER

BB,
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fi£ RabbitMQ Hi R E R B BERENER

338



Amazon MQ HEASER
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HWE Description
Node RN ERE,
(® Note

HRHERISWMERD  s1EHR (B
/R rabbit) MEHEHE, Bl :
rabbitEip-10-0-0-230.us-wes
t-2.compute.internal  REIE
Z% , HelEH rabbit MEHER
ip-10-0-0-230.us-west-2.com
pute.internal

Broker REERANEE,

RabbitMQ 175151

BE By Description

ConsumerCount T BT YR EEEEE,

MessageReadyCount T HElAEENASEE.,

MessageUnacknowled T AR EEZFEFRTNALEH

gedCount Ho

MessageCount T MessageReadyCount #l
MessageUnacknowled
gedCount HEH (LBAT
BIRE)o
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(@ Note
Amazon MQ for RabbitMQ T AR B IS =K. ENFTSEMIE ASCI FTh EREE A
153 MIsiE,
MEHERBOFEMEEH , 528 (Amazon CloudWatch AP 8E) HiitE,

HWE Description
Queue TN BT,
VirtualHost ERTHENERE,
Broker REERXANEB,

RabbitMQ #83% 1515

EE By Description
NetworkOut iz THA BITERBREAMERBNELEEHMMTEEE., thiEEER

REE-—HTEBZELERRENWEE. TRENEE
REEHEREHNVTHEAY, MREEFHRER (5 21E)
ERYBRTHFAEN , AR LUEE8FBREL 300 , A
HEWWMLTEE. MREEERHME (1 248) BEEd B
EFAEH , FBEETRI 60, Bt LAEA CloudWatch 1§
EHERY DIFF_TIME , SEESWMTHEE, flm, mE
#&1E CloudWatch ##% NetworkOut &5 A m1 |, IEEH =
NRELU T/ BEMNML/(DIFF_TIME(m1)) /EEIE
¥, W% DIFF_TIME MEMEESBHNHYNFHER , &
SREFEAEEHE,

RERNHETES : 87, ¥9E. &/ME. ZFXE

NetworkIn {7 4R HITERBEMEMAR N A LWBIWMTHEE . HEERT
REE—STEBEARRRENUKRE, TRENEE
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Amazon MQ
EE By Description

RabbitMQ RERXHEE

HEE

BrokerId

EEHBAKENALTHEER, IREEFHER (5 HiE)
By BIFTEF AERN | BT LG LB BRI 300 , BAk
HEWWMLTEE. MREEEERFHM (1 248) BEEd B
BFAEATN  FBTKBIUL 60, EBHALER CloudWatch 1§
EHEEE DIFF_TIME , SV THESE. flm, mE
& 1E CloudWatch ##§ Networkin 8% A m1 |, IEEHE AR
SU T/ AEMM1/(DIFF_TIME(m1)) ‘&EIEE,
NEE DIFF_TIME MEMBEHZBRHNFMENR , F2H8
FEAEEHE,

BREZNHETES : 87, FH9E. K/ME. ZFXE

Description

FAEERN ID

£% € Amazon MQ for RabbitMQ H 3§

E 185 RabbitMQ REBZXNEUE CloudWatch 28k IhAERF , Amazon MQ A REEZNAEE
— % B3 % CloudWatch, MREFE—REIREERELE Amazon MQ R ERZNACRTE
£ , Amazon MQ €8 8 — ., fTE%EN RabbitMQ K EEXFSEAHRNBREEZAE &

HE5 M ZE CloudWatch,

NERBEEACHFMEEN , FSBAWS Identity and Access Management { EREER) FHE
AEBERFAE, WFE Amazon MQ AR R EEACNFMENR , 52 [ the section called “f

ARBERESE,

£ 524 Amazon MQ API 04 AWS CloudTrail

Amazon MQ B E2 B4 AWS CloudTrail , tbARFETIREERAE. A REETH Amazon MQ MY
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Amazon MQ 2 &K LR Amazon MQ APl (IR XML, tNFEA RS CloudTrail BIFEEIEEA |
528 AWS CloudTrail FREE™E,

® Note

CloudTrail 252882 ActiveMQ 24E (a0 |, BEFFWEA L) HEIR API FERY | sRER
ActiveMQ Web £ A HEM API I, HEL#E ActiveMQ BRIEMHBENER , BRAILGEGEE
Amazon MQ LA — g F¥E# B 563 # E Amazon CloudWatch Logs.

AT LAE A CloudTrail R ER , MBI Amazon MQ APl V4G ERER. BFEEM IP bk, B
ENE D, FROBBAKESE, MREEIER , BT CloudTrail B4 EEIEE] Amazon S3
RETE. WRARFZREER , BALE CloudTrall TRAENEHEBLLHTIRESFNEH, NFEF
HMER , F2E (AWS CloudTrail EHEERE) PRGBS

CloudTrail #8 Amazon MQ & A

EREY AWS 1RFE | CloudTraill 8RUAH. BAEZEN Amazon MQ EHEEIR | ©ECHKTE
CloudTrail B4 |, WESEHE ELHPLHEEMBRE AWS B4, BTURER, BSMTH AWS ik
FREFHEH. MEFMEN , 528 (AWS CloudTrail EA&ER) FHEA CloudTrail E4FEE
RCSRRARE M.

JBHE AT CloudTrail % HEEEREIEXE Amazon S3 fFETE., BUUENRE , LI7E AWS tREHF
BTN, RIBHER  ELFER BUSREAWS BEEBXEA  BESERAEME AWS EiF, Bi
SRHATE AWS BIENEH |, W AFERIFTEEEN Amazon S3 FFITE, BB ALURERM
AWS BR¥E , A — S W FEEE CloudTrail AFRATKRENSEHER, NMEFHMAER , 528 (AWS
CloudTrail fEFA#&E1EM) PR TEE :

» CloudTrail X EHBRBMES

« X CloudTrail B Amazon SNS &4H
- fEZEEEHER CloudTrail HFER
- S ERFEW CloudTrail AFER

Amazon MQ X#E# T % API WEE RSB R IFECekA CloudTrail BEEEHR NS4 -

 CreateConfiguration

* DeleteBroker
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Amazon MQ HBEABER

e DeleteUser

* RebootBroker

* UpdateBroker

(® Note

ELEHMBEBRERRNE , RHE5CH RebootBroker B ER, EHESRNERE , RES
BEEHBE , BT 254k BootBroker HFEFER,

/A Important
HRELT API Y GET 757% , RMERLEFERSH , BSEFTEE !

* DescribeBroker

* DescribeConfiguration

* DescribeConfigurationRevision

e DescribeUser

» ListBrokers

* ListConfigurationRevisions

* ListConfigurations

e ListUsers

HRALLT APl , data M password RSB EEBER (***) BHE :

* CreateBroker (POST)

* CreateUser (POST)

UpdateConfiguration (PUT)

* UpdateUser (PUT)

B-ESHREHEE DTS PRFENEBAEN, LERATIHEEHE THIEE .
« ZFAREBURBEAERS FHEBZEABERHRER ?
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Amazon MQ AR
- ZBERRBUACRBEIS»FEAENERLZLEBEAERREL?
- ZERREHRHEMEBEKRE AWS ?

MBFHMEN , F52B (AWS CloudTrail fEAE#E®) F M CloudTrail userldentity T3,

&34 : Amazon MQ AEESRIER

EHR AR, TRESHUAFERNEABEERIEERN Amazon S3 /7T, CloudTrail HE1E
REE-HSMEERER

EHAREARENE-FR , YIS TIHRENHEBEEF : # Amazon MQ API BIFER. BEREM
IPibit, FRENF D, FRNAPNEEFE,

AT & fIFER CreateBroker APl FEAYAY CloudTrail BEEEH

(® Note

KA CloudTrail BFEFERTELE APl WEHEFHERBER , AT UEARSEIEFYHE
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",

"userName": "AmazonMqConsole"
},
"eventTime": "2018-06-28T22:23:467Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateBroker",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"engineVersion": "5.15.9",

"deploymentMode": "ACTIVE_STANDBY_MULTI_AZ",
"maintenanceWindowStartTime": {
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FMBABER

Amazon MQ
"dayOfWeek": "THURSDAY",
"timeOfDay": "22:45",
"timeZone": "America/Los_Angeles"
I
"engineType": "ActiveMQ",
"hostInstanceType": "mqg.m5.large",
"users": [
{
"username": "MyUsernamel23",
"password": "***",
"consoleAccess": true,
"groups": [
"admins",
"support"
]
I
{
"username": "MyUsername456",
"password": "*x*!",
"groups": [
"admins"
]
}
1,
"creatorRequestId": "1",
"publiclyAccessible": true,
"securityGroups": [
"sg-alb234cd"
1,
"brokerName": "MyBroker",
"autoMinorVersionUpgrade": false,
"subnetIds": [
"subnet-12a3b45c",
"subnet-67d8e90f"
]
I

"responseElements": {
"brokerId": "b-1234a5b6-78cd-901le-2fgh-3i45j6k17819",
"brokerArn": "arn:aws:mq:us-

east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819"

+
"requestID": "alb2c345-6d78-90el-f2g3-4hi56jk71890",

"eventID": "al2bcd3e-fg45-67h8-1j90-12k34d5116mn",
"readOnly": false,

£if5] : Amazon MQ BiiEZRIER
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"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

&% E Amazon MQ for ActiveMQ B &

£ E o 5F Amazon MQ #§ B 53 = CloudWatch Logs , M4 EASFF A HEE Amazon MQ A # |
WERNREHABRERNT , B Amazon MQ BREUEREERNBR.

(® Note
E R EFL R ActiveMQ Web A BMGAER , ARNAAREEEXZE CloudWatch I #8
REBSS,

AT REARA ActiveMQ RIEBERERE CloudWatch Logs B8R,
&

« 7 f# CloudWatch Logs A HY 50 84518

- #& CreateLogGroup ¥ Al #T#8E Amazon MQ A #E

- B Amazon MQ BREEREEER,

- EEREEEREA

T # CloudWatch Logs R EC 4518
EANERIREERASFEREE KRR EERRERARERBRA — RN,

— AR FC SR R TEER INFO SE&%/B Ak (F X8 DEBUG 528%) , ¥#4% activemq.log Z#i%| CloudWatch
RSP AFERE. AFHEESOTHER

/aws/amazonmq/broker/b-1234a5b6-78cd-901e-2fgh-3i45j6k17819/general

B AFBERRICEER JMX REA ActiveMQ Web RS FIEFEINEEEE |, 3% audit.log
3| CloudWatch t(RE Y HEFEE ., BFFHBEEEUNTHRES

/aws/amazonmq/broker/b-1234a5b6-78cd-901e-2fgh-3i45j6k17819/audit
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RIFEERE $1HT1IEI§—1JGIE&T RIERAT/EHRERER , Amazon MQ EESEAFHEARR
3 — S 1B B &R R $/)|L,\ﬁ§UTE’J$§_to

activemq-b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.10g
activemq-b-1234a5b6-78cd-901le-2fgh-3145j6k17819-2.10g

-1 7 -2 BBRFMEBNNAEEXNNITER, WFEFMEER
FH%?EI@» ':P E’JEFH E wu\ﬁ‘?‘ﬂ%u E wu%/)wo

5528 (Amazon CloudWatch Logs f#

# CreateLogGroup FFAJ¥Ti8E Amazon MQ A&

& Z 25 Amazon MQ #3I CloudWatch Logs AFEHH , @A EABRRELRNEMNMEBRNERZINH IAM
FA&EEA logs:CreateLogGroup ™,

/A Important

EERAEEUSENRBRERRN A , WREKR CreateLogGroup FFAHEE Amazon
MQ A% , Bl Amazon MQ A& # B8,

THEH LA IAM BEBEBEER logs:CreateLogGroup HWEFAIRFLHBEMMENFERE,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmq/*"
}
]
}
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
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Amazon MQ HBEABER

® Note

U, ERE-FARIEFEAE , MTR Amazon MQ A% , REREREMREERXRFEY
MEMRE, IFERREEAENRE IAM BERNFEES , F20 (AM E£REER) +
R 55 EEHE .

MEFHMET , 5528 Amazon CloudWatch Logs APl 2Z i CreatelogGroup.

£ Amazon MQ REERHEBUER,

/A Important
WMREARE Amazon MQ FREEREBER , AIREBEXE LA BAFH2ME CloudWatch Logs.

£ E fo5F Amazon MQ #% B 553 # 2 CloudWatch Logs B56EHE , B EEREBE , £ Amazon
MQ 7ZEULL T CloudWatch Logs API Bi{ERRERR :

« CreatelLogStream- BIEEMN HFEEHE CloudWatch Logs HF& & i
« PutLogEvents - S EIXZIIEER CloudWatch Logs Bi#ESH T

THUERBERNBIRIEF logs:CreateLogStream# logs:PutLogEventsBIEFA] AWS,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": { "Service":
"mq.amazonaws.com" },
"Action": [ "logs:CreateLogStream",
"logs:PutLogEvents" ],
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmq/*"
}

£ Amazon MQ R EEREEEK, 348
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Amazon MQ HBEABER

HERBEBERMSAER EITRE AWS CLI , TAS TR, FELEHF , LESHERDMK us-

east-1,

aws --region us-east-1 logs put-resource-policy --policy-name AmazonMQ-logs \
--policy-document "{\"Version\": \"2012-10-17\", \"Statement\":
[{ \"Effect\": \"Allow\", \"Principal\": { \"Service\": \"mq.amazonaws.com\" },
\"Action\": [\"logs:CreateLogStream\", \"logs:PutLogEvents\"],
\"Resource\": \"arn:aws:logs:*:*:log-group:\/aws\/amazonmg\/*\" }1}"

@ Note
HRLEFIER /aws/amazonmg/FE , Rt BERESSE AWS IREREREEREBEE
_;io

R ERBEEREA

BEREABEBRZ2UBEE , AP REUTHFFTNERTURFH ESESH TN ERANITXE
o 7 AWS , BERBERTRSEBRENEABE. ERERS (WILIRTS) W5 —ERE (#
WEOLARTS) By , AIREE B AR ER . TR BB RERAEFT , AEFTERERFTIN AR
HHMEFNERRNEE. BTHLERIER , AWSRHIE  HEERERE RBNER , A&
AR #% £ B8 E BB AR S h EIRAYFEUE.

RPIRZBRIEE Amazon MQ BREBE S FEA aws : SourceArn M aws: SourceAccount £E&EH
RAE |, LIBRHI CloudWatch Logs Hf —E=i Z g EREBEXNEE.

(® Note

MRERERASERGERNETSE  MEHERBERARX P FER aws : SourceAccount EH
aws:SourceArn EFMIRFER , XAFERMERMNIRS ID,

AT €457~ %8 7 BR % CloudWatch Logs ¥18 — Amazon MQ REREX 2 FIMNEREEXK,
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "mq.amazonaws.com"
}I
"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"
]I
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmq/*",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012",

"aws:SourceArn": "arn:aws:mq:us-
west-1:123456789012:broker:my-broker:123456789012"
}
}
}
]
}

BT LARREERE B | LAPR% CloudWatch Logs ¥tiRE i R ERRWEZE , R Ro

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"mq.amazonaws.com"
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"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"
]I
"Resource": "arn:aws:logs:*:*:log-group:/aws/
amazonmq/*",
"Condition": {
"ArnLike": {
"aws :SourceArn":
"arn:aws:mq:*:123456789012:brokex:*"
},
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}

e

MBRARBRLMENFMER  HSM (AV EAERE) FHREREHE,

£ Amazon MQ ¥ CloudWatch Logs #HEEHEITHERS

HEELEERT , CloudWatch Logs AIREERRIZRAMTE. AHSRUERBENSE , YHRA
A0 AR AR R R

H & 8H#E R HIR1E CloudWatch A

# CreatelogGroup FFA#EE Amazon MQ Ff#E , REEHFBBHNREEN., MEAFH
Amazon MQ 237 A8 4.

HEE B R AR HIEE CloudWatch Logs B4

% Amazon MQ BREEREHE. EARAEEARMHE B

bad 3713 351


https://docs.aws.amazon.com/hIAM/latest/UserGuide/confused-deputy.html

Amazon MQ

FMBABER

Amazon MQ KIECZE

AEEHIH Amazon MQ ABYBREI, BATLAEHEHISE AWS IRFEF TIFZRE . EEFERES
FR#E , 552 Amazon Web Services —fi%§2#& F1#9 AWS Service Quotas, BEMEER LR , EFHAY
FBREIL TSR, WEMRIR Amazon CloudWatch # B BDNEZREIREEMAET , FSEFEH Amazon

CloudWatch B3 Amazon MQ R ERE R,

eS|
.

S

KE

L]
g5
by

(g

&

- EREEE
« API| SBE7

i
H

RNRE
T #5145 Amazon MQ KERAAEMHEE,

PR 51
REEXEB

BEEIANNEEXHE
BB IR R SRR AR 190 T BV AR B B AR AR

Description

HIENIRE A RME—R AWS
REXANMR 1 E 50 EHF Tz,

HAETE ASCI AISIEF T ERIEENF
TTo

. R e R F . WiTR, 9. KRR
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/A Important
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FMBABER

BR 51

R AE N ERE S EIE | i T B9 4R35 B ARE AR

BEREEANZLHER

CloudWatch HES#2HY ActiveMQ B B3t (175
LX)

£ CloudWatch A ES#2#Y RabbitMQ B Byt (17
%)

SERBRXNER
HERE

T#&R5IHEE Amazon MQ #HREME BRI B EE.

PR 1
HERRE

Description

mq.*.micro HITEBERNREREXA 300
i

/A Important
FiE AR RabbitMQ REER.

mq.*.*large #HITEBEEREEXA
2,000 &,

5

CloudWatch R E542 57 1000 1 B #Yib.

CloudWatch R&E# 51 500 & B #93t: (HE
EHEHF)

50

Description

REXANR 1 E 150 BF T2,

HREDE ASCI AISIENF TEHIEENF
TCo

C REmeEETE. B, A%, KGR
Hﬁﬁ%ﬁ: (' . N)o

LS
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BR 1 Description

BEARRNETH 300

EH&

TR HE Amazon MQ ActiveMQ X EFE R £ FH E IR AL 48,

B 1 Description

ERERR C
REMSENR1E 100 BF T2,

HAETE ASCI AISIEF T ERIEENF
TCo

=i . _
EENLANN 12 £ 250 BEF T2/,

HAETE ASCI AISIEF T ERIEENF
TCo

| REAEED 4 ER—F5.
| FEasEHs(,)
SERERANEAE MESSBE) 250
SEEAENHE MESSRE) 20

BRI

T&RFIHEE Amazon MQ BRI #HZAERY ELEE,
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PR 1 Description

BERNMMEEANHBERE mqg.*.micro #MITEBEHRLEEXA 20
GB, 1% Amazon MQ #{TERERNFHEE
# , 5828 Broker instance types.

BEBAREEANRETRE mqg.m5. * FITEBBRKERNXA 200 GB, U0
% Amazon MQ #TERBBEHNFHENR , F2
B8 Broker instance types.

Amazon EBS Z ENSENREBEERNNEHEIERE
EREAERS

/A Important
THEAR RabbitMQ KEE,

50 GB, MEFKHESEEAENFHER
, 552 [ Apache ActiveMQ API X/
JobSchedulerUsage o

BEBRNMMEEIANETRREFRE,
/A Important
A E AR RabbitMQ KEEX,

mq.*.micro HITEBRERNREREXAS
GB,

BERAREBEEANETRRERE.
/A Important
TEAM RabbitMQ KEREX,

mg.m5.* FITEBERREREKXA 50 GB,
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AP| S0

TR ARES Y SE AWS IEFEEATAE Amazon MQ APls , MU ERBIEE, MNE Amazon MQ
AP| EFHET , 552 Amazon MQ REST AP| &%,

/A Important

& L fig 8B A Amazon MQ for ActiveMQ  Amazon MQ for RabbitMQ XA
APIl, #l#n , Amazon MQ T2 FETEA SR EIETIEW,

API| & # PR #l AP 3= R #l

100 15
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Amazon MQ #E2

KEHRBREFER Amazon MQ REEZAR BN ERBE , URBRBEMERNNS R, 0
— R FE Rl | 5528 the section called “THfERZ BT . — % Amazon MQ”, ME¥4EE S| ZBRAHE T

R , SR T &,

¥ Amazon MQ £ ActiveMQ E{THEZ BT Amazon MQ

HIEZ &

—fis i R RE Y B PR 52

854 ENI_DELETED

BROKER_OOM

Description

{56 F A 53 AP Y & BH 2R 177 Bh S8 B2 BT A R SR AE
Amazon MQ REFE X EFE A ActiveMQ BF A &E
BRNE BRBE,

EERBRARERXNEMBERE (ENI)

¥ , Amazon MQ L£# ActiveMQ &2
HBROKER_ENI_DELETED /R, Amazon
MQ

EREEARARRERBAETEMETENK
BB , Amazon MQ E# ActiveMQ 25| 3
BROKER_OOM &R Amazon MQ

&% Amazon MQ L£# RabbitMQ 1T EZ B Amazon MQ

L CE S
— AR 1 P R Y R P 0 T

RABBITMQ_MEMORY_ALARM

Description

2B E A RabbitMQ RERER
BT RE BTN E RERE,

& CloudWatch #51Z & BIH K
BREACEREAZESE &
BlR BB R&IRabbitMQM
emUsed B¥ , RabbitMQ &3

# Amazon MQ LE# ActiveMQ 1T ER B Amazon MQ
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HE R £ &

RABBITMQ_INVALID_KMS_KEY

DEBUGMQ_INVALID_ASSUMEROLE

EEE TE INVALID ARN_LDAP

{5 T E_INVALID_ARN_HTTP

Description

HE R EZ RRabbitMQM
emLimit o

EAZEFZE AWS KMS
key(CMK) I HWRERE
XERE2EA AWS Key
Management Service (KMS)
€888 . Amazon MQ £H
RabbitMQ #3513 INVALID_K
MS_KEY B E)EXEREXB
o Amazon MQ

E PIEEMN IAM B ARN
#5% M Amazon MQ &

{8 , Amazon MQ LEH#Y
RabbitMQ #5513 INVALID_A
SSUMEROLE B3 B %
EEXTBE. aws.arns.
assume_role_arn
Amazon MQ

E LDAP BR#HRF % ARN
EM LS , Amazon
MQ &Y RabbitMQ #& 5|2
INVALID_ARN_LDAP Ea# %)
EFTEMNRERXTE. Amazon
MQ

B — %@ SSL BHEH ARNs
5 HTTP auth_backend B &8
ERENRELZTFIE , Amaz
on MQ L£# RabbitMQ #% 5|3
INVALID_ARN_HTTP B3# 5
ELERXE, Amazon MQ

#¥ Amazon MQ E£HY RabbitMQ #TH#EZ B Amazon MQ
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WIE BT X & Description

RABBITMQ_INVALID_ARN_SSL & EXTERNAL auth_mech
anism BV —= %@ CA BRE
FEMER ARNs W&
SE17HUEF | Amazon MQ E#
RabbitMQ #4513 INVALID_A
RN_SSL B EESLERENT
o Amazon MQ

RABBITMQ_INVALID_ARN EREERNEREIN—HE
B ARNs SN EEFEAF
Amazon MQ Lt# RabbitMQ
#4513 INVALID_ARN B3 E)
EXLERXE. Amazon MQ

RABBITMQ_DISK_ALARM R PR #| B R 2k R RabbitMQ
HHEANEREREERD
ERREAMEASKAHEEKX

EAE.

RANDOMMQ BROKER NOT UPGRADEABLE TO V4 1E BB #4751 = Khepri
HREEX LERARE
RabbitMQ 4 B , Amazon
MQ Lt# RabbitMQ #5| 2%
RABBITMQ_BROKER_NO
T _UPGRADEABLE_TO V4 B8
B#EEMENENLS,

WEEEH - —i% Amazon MQ

R ERIEPRER , BEZEEEA Amazon MQ RERXKFAREEINE REE , flaERSAX
EEANBE K URREEXEHNKI.

RE
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- BWREBEXEEHIT , AL telnet BRFEERESD , BERN AP in L ERIE B SSL 47
AR

- REVTREEN , EREEXEL X,

- BNREEXEHNRS L ERTHERE,

BREZERENRERER Web TR A IwE,

MREEMER Web TERATRKBERFFERENEEXFEINEE , EREAT ISR,

v/

1. RELRBER R ABRMERIRNEREN, BUTRFEEZHABREAATFRREREN,

2. RELRBERMEM FIPS inREKREREEN, Amazon MQ EEMEA APl BERXE FIPS iR
B OMAXEEREEANTERAS S NVREER.

3. BE Public Accessibility (2NFAFEUE) BIBERABRES Yes (). MRIIBIBERES No () , AR
BN FEUEHIEE (ACL)R A, mMREBIET BFTHEE ACL , BUREFESFHEEE ACL
A URHABEXWERRE, WE Amazon VPC BB , 5528 (Amazon VPC f&
REERE) P EUEBRERFE

4. RERERANRZLHERA., FRELAFFERITIERE

® Note

TrEZBERIB|ZEF/A 4 , BA Amazon MQ E# ActiveMQ 1 Amazon MQ /Y
RabbitMQ & A T B/ EZIBETER. Amazon MQ

Amazon MQ £ ActiveMQ Amazon MQ

« Web F1 & - E#IE 8162
+ OpenWire — %1 61617
- AMQP - E#E 5671

- STOMP - EZ1E 61614

- MQTT - E#18 8883

« WSS - E#1E 61619

Amazon MQ E# RabbitMQ Amazon MQ

« Web FHEASFMEIE API - EIZIE 443 F 15671
RELEFEETRERER Web =2 AR E, 360
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« AMQP - B3 5671
5. BN R EBRER I BERIIT T HIREEES R,

(® Note

HREELAREFIHENRERER , FRE Amazon MQ KIEZERXEEH Amazon VPC AHY
Amazon EC2 #{TEBH TR , RAEFHEE,

ActiveMQ on Amazon MQ
£ Amazon ActiveMQ_LIF ActiveMQ Amazon MQ

1. FRENKRERBSIIRE.

2. #ATT % nslookup S REHNIERERN DNS k. HREAF /S0 EE | AEERA IR
HANFmmR. FAT/SoRBELNEEE—REEX IDNWER -1 3 -2 #5l. &
HYE A HA IR R o

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

MREHRL , BEEIEULTHEL,

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com
Address: 172.10.123.456

Name: ec2-12-345-123-45,us-west-2.compute.amazonaws.com
Address: 12.345.123.45
Aliases: b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

FEATRY 1P b ik BAFS Amazon MQ E#2 & R IRHAY IP ik, EFRR DNS fMREF LAY
ERMBER K MBLSTEET —BSR,

3. #ITTF telnet T RAFRREEXNMIRIRE. LUENERAMNK R L Web 24
REEHRIRIS 8162 , A MR EREZBEN 444 , REENZHMBABE.

BEFEREAEREN Web TR EH IR, 361
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® Note
HAERT/SEHHE  NREERSTHHREHT telnet , B2 E Connect
failed $538FA . ERTUEMN , AASHHTEBAS ERESIT , 8 ActiveMQ
BFEIR#T , BELFEIARERERN Amazon EFS fEHEEE. ¥ -1 -2 3%
BHToT , MERERARISEAPHTERNSHHTHERE.

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port

HRMERSHITER , CEFIHLUATHE L,

Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is 'A]'.

4. T TIEH—ERAE,

« MR telnet S M , BME EstablishedConnectionsCount BN HERNRER
X RZIRANVEREBREERG, Bt TEHRERERER General AR , BRRE
BREEZIRE, MRLKEZEARE , IZELE—BAFKENEREREREN. MRIBE
BREER , IBEXHT telnet BEHER , ¥EFEL—9EBPEER , RANRERE
NEEETIERMH —IX

- MR telnet MPAHM , FREREEXNELERAEME , IHEFEARES in-use,
S S AT ERAOMERAEET Amazon VPC 2 AR , YREFMEENREB .
SRELHT telnet HEHRERERNN IP it |, WHREEFEHSH ACCEPTED , B1F
HEHT, MEFMAER , UREFBREAFEHS , 528 (Amazon VPC R ABIE
&) FHRTE B0 E A,

5. #H4TT5 curl FERBEE ActiveMQ BIE Web I A MEL,

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
west-2.amazonaws.com:8162/index.html

MR TRY , B HEZERRCA T HTML X4
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<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://
www.w3.0rg/TR/html4/loose.dtd">
<html>
<head>
<meta http-equiv="Content-Type" content="text/html;
charset=iso0-8859-1" />
<title>Apache ActiveMQ</title>

RabbitMQ on Amazon MQ
£ Amazon MQ RERE XAV HEMELR L RIE RabbitMQ Amazon MQ

1. FARBFTHRmEENSTIRE.
2. #IT TS nslookup M HREHNEREN DNS fiok. SUENEATRIHE.

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

MREHXRL , EEFIEULTHE L,

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com
Address: 172.10.123.456

Name: rabbit-broker-1c23e456ca78-b9000123b4ebbab5.elb.us-
west-2.amazonaws.com
Addresses: 52.12.345.678
52.23.234.56
41.234.567.890
54.123.45.678
Aliases: b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

3. #ITH telnet P RARREBEREXVERERE, UEHWERAIRNRIKE, &Ll Web £
EAMERIE 443 & 5671 K244 |, BUAIREKRBR AMQP Eig.

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port

MRWTHRLY , EEFIEULTHE L,
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Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is '~]'.

® Note
Telnet EREELWER BB,

4. BMITTFIIEF—ERE

« MR telnet HHIL , BEME ConnectionCount 1H1E , WHERREBRERNERIZD
max-connections FARRBRFRENE, B TEHMEREREN Connection.log
AFEE , AR A DERIRG,. MRKIEEARE , AELE—EAFKENERER
BER, NREEZERSER , IBXHIT telnet BEAR. mMBERERERERS
W ERIEEZME CloudWatch ZBIER , AU EEERNEF. BESIERMH—
Ko

- HRRELAHEFIENRERR , IR telnet HRAH , FRERBEXMELER
FEMEE , WHEFFAARER in-use, sHEHSEMRIREEL Amazon VPC 2 HFF , jﬁ
REFMEENREDR. SHREWUA telnet HRRBFREREINIE IP it szﬁE
#R¥@ A ACCEPTED , BiEERHT, MEFHMEEN , UREEREAFKES , F2
{Amazon VPC B ABEmM) FHREAFiCHEH,

(® Note

WESBREAREEAEEFIMEN Amazon MQ KEFZ A RabbitMQ,
Amazon MQ

5. #ITTH curl v S RAEEE RabbitMQ BIE Web 1AW ER,

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
west-2.amazonaws.com:443/index.html

MR SBTKY , BHEZRELATE HTML X4

<!DOCTYPE html>
<html>
<head>
<meta http-equiv="X-UA-Compatible" content="IE=edge" />
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<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>RabbitMQ Management</title>

BRNREEXNERHT , RATLUEA telnet BFEERED , BENAF IR
HREAR IR SSL HIAARR

ZHRERARMBRIRERERERAMERERERMH. Amazon MQ REEXBRESEHNMmR , %
BARERANSFETHAENZ 24,

BEMEA Amazon Trust Services I Amazon RBFREME (CA) , EAFHNEEERERELT
S5 8E. G Amazon MQ REZENEFEMEA LR CA #1T78E, FEBMFEA Amazon 18 CA , 1R
BETESRRERR LA ERERE RN Amazon MQ RERXEE,

REVTREREN , EREEAEBY X

MREWRERERERN CREATION_FAILED AR&E , FHIT T 5Bk,

- MELEWIAMFT, BEEEUREREN  KAFEH AWS ZE IAM B
%K , AmazonMQFullAccess=E BHE] IAM BURH#HE —#H1E#A Amazon EC2 357, BEEH—F
T R IEFTEER Amazon EC2 557 , 2B Amazon MQ KIEBREXFTERN IAM 557,

- BRELBREENREN FREEEFMNNEAK Amazon Virtual Private Cloud (VPC) 1, EEEH
A® Amazon VPC FE I Amazon MQ RERER , BABEEHESE Amazon VPC HIRFHREILE,

RNAEEXENRE , BRTRERR,
NREWRERACADEFUD , TEZHRUATRERZ —.

- FHREEXTRRAFENSBHEZREMEN KRB, Amazon MQ EEHMHFAEREEXNE
B, FRRABICIZRRYUTHE. EENFESESAMTE , ERSTRSER/NE , fREHY
AEREEXFENREMNE, REEX TS Em/ M REZHHNVEMHRENRD. NFRERE
NHUBRBRMEFMEENR , FBB the section called “HFE L ERE{MHE",

- BFHREEAFTERERTETESENEREXITEESH, flW0, £ mg.t3.micro E#THE
EIFEHTHSERREENERER, 5 CPU FAXSSREEARERFHAETEHEZERR
BEEABENENRD, EETEREEXEEEAZY CPU MRKIER , FtrH SN Z2EAFEAT
5| CloudWatch $54&,
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https://www.amazontrust.com/repository/
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« Amazon MQ L& ActiveMQ Amazon MQ - @EXRERER B aiFANEEE Amazon EC2 EEE
fICpuUtilizationB oLk, B&E HeapUsage , THRRERERN B RIFEAN ActiveMQ JVM &
RIRFIMNE 2.

« Amazon MQ LE#Y RabbitMQ Amazon MQ - REREBRER B eiEAKNEEE Amazon EC2 EEE
fISystemCpuUtilizationBE 4 tk. #ZE RabbitMQMemUsed , T#EEFEHAH RAM BE (ML
THEREA) , WREL RabbitMQMemLimit 3REN{G RabbitMQ Ei Bk AR B 2 k.

NEAEEXBTEREEARNASEN THEEREF CRATEREENFMER  F2H

Broker instance types.

¥ Amazon MQ E£H ActiveMQ E{TEHFESZ BT Amazon MQ

fE AR PR E AR B S B M IRTE Amazon MQ REER L&A ActiveMQ B[ BEB RN E R
o

o
. ERCEARENEE  REMEE CloudWateh Logs FEBIRIBRRM —RABE A,
. REBABFRBDEERE 2% , DERES RUNNING , BOABEBREIRERR, HIHE?

REIRN—LEAFRERFIRERS K MEMRFRELER,
BREHTIRIER , &£ ActiveMQ 12 & EFEIFIAMR org.apache.jasper.JasperException: An
exception occurred processing JSP page,

EN{EIR C R 8% IhRE | Bt EETE CloudWatch Logs F &R EBERM —
AR B

MR E ML CloudWatch Logs H BB REEXN B , FHIT T 3B,

1. REBUSEFHBREERXNFEAEREES logs:CreateLogGroup W, EFEAERIR
EFNREBREREN 28, MRER CreateLogGroup FUFEEMEAE |, Al Amazon MQ FE
B AFERAE,

2. RELRREOREUNERAERNBER , LA Amazon MQ #% B # % # %) CloudWatch Logs. &
E A FF Amazon MQ # B 552 #ZE] CloudWatch Logs BE6EHH , SBREERBEBUER | 24 Amazon
MQ ZHUL T CloudWatch Logs API EjERYRERR -

« CreatelLogStream- BEEH BEFEFHEE L CloudWatch Logs BEESE TR

« PutLogEvents — #EHEIEEIEEM CloudWatch Logs HEEHE TR
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MEFE Amazon MQ E£RE ActiveMQ LU B 38 E CloudWatch Logs WFEBER , FHSBRER
%,

REEAEFTRBNMEBRER 2% , BMEARRES RUNNING , IR L ELR
FRERENX, AHE?

EENBREREEXNEFTRBR. HFENHEBERBETHNE., IEETRBSHATEBNRBRESFH , &
THSEINEREEE, EEM—EERT , ABEEXEFRBENEREERTERRARERERN
Amazon EFS 5 Amazon EBS R FHMEEFFEEREXENFAEMMENK. EEFNBEHE , Amazon
MQ E#EFEEAR KRR FEBERERXCER. ZERFILP2E , WUE Cloudwatch EESIREH
Amazon MQ for ActiveMQ KB K THIEE -

« StoragePercentUsage — KB 7 LT #EIA 100% AJEFEHRERXIEBER,

« JournalFilesForFullRecovery - EHEFEEBRIYEHMBEZEEBNAFZTEREE, 8
MBFESN 1 WERTRBANR S , TSR EMRBRIENERBEE,

- OpenTransactionCount - EfTMBERNEBEFTARNE , RREEXSLELREREERANAL ,
RMEBEREE,

EEMRALEE , BPESZEFEA rollback() = commit() , R XARZ. NMEFMEALESF
5/ rollback() R XA XZWNEXNBE Y , FSEEFRE XA X F.

BREINEN—LAFRERINREREN , MEMAFREEER,

MRENARERNER RUNNING ARE , MBLRAF AT UKD ERINERN , MALRAFiRAEE
iR, SR EEEINEEXNREERERRSG . SERBECEIRBERERRS , FATT
SIE4E -

« 1£ CloudWatch Logs H#&E Amazon MQ REER £ ActiveMQ B — i EREX A5, Amazon
MQ MR EZERIRE , BAEEREEXNBFFEZE Reached Maximum Connections., MFE
Amazon MQ R L ActiveMQ B9 CloudWatch Logs ¥#E & , 5828 the section called “ 7 f#
CloudWatch Logs HHIFC 8418,

EIERERERRTR  REBEENSEBESFENNENER, ZEMRANBEE  ROABREARAK
BEEXHTEBEE, nEAMEEI AR cREHTERBERNFMERN , 5582 EBroker instance

types.
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NMREBEEIREERERE B PMRRERXNERRES  AIBNETERENREBAF AR, &
BEENREEXBFREERENBEEN ... Inactive for longer than 600000 ms -
removing ... ##B. BFEERTENMRBAFRIEREE. B FHEB Network Load
Balancer (NLB) SR E BRI EMERZEREEXNAFRERZRERENE , kXESEH
H, EEURSAERNAFRPEAER,

BEENRAF iR B UIEE - PHFREF. REEXSE 600000 EUWRBFEIEBH TCP &
# , WRERERA R

WIEHITIRIER |, £ ActiveMQ E3#2 & LB BIFIAAR R
org.apache.jasper.JasperException: An exception occurred
processing JSP page,

MREBEHEFEABES PREJEILERE(THIN AuthorizationPlugin MEERE , FHHLE XML #H
RERERFMFEH AuthorizationEntries & , WY ATIMEEAREF activemg-webconsole
BHEFT T, E TR ActiveMQ Web 2 & W LAEE ActiveMQ REERNETER.

BAF AuthorizationEntry EHIEMAMEFTIMEENBRMNB AT AR FH activemqg-
webconsole Bl

<authorizationEntries>
<authorizationEntry admin="activemqg-webconsole,admins,users" topic=">"
read="activemg-webconsole, admins, users" write="activemqg-webconsole,admins,users" />
<authorizationEntry admin="activemqg-webconsole,admins,users" queue=">"
read="activemg-webconsole, admins, users" write="activemqg-webconsole,admins,users" />
</authorizationEntries>

Bt , ERNNRERENE LDAP B458 | i8M{RA amazonmg-console-admins #ER T,
WZE LDAP BEMFEMER , 552/ the section called “LDAP ZEHEER ",

WEZE : Amazon MQ L/ RabbitMQ Amazon MQ

5 A8 o B B AR 15 BY S8 B2 BT M8 R E Amazon MQ RERER LF A RabbitMQ I EEBENER
F':ﬁiEEEo

AR
« £ CloudWatch &R RT 5 E T BN I5E,
o W{AIFE Amazon MQ LEEBA RabbitMQ FHIAMEHFER 2 Amazon MQ
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- REFEFEREEXHN Amazon VPC &,

- BEENBCEEFEENTIRS,

« &M Amazon MQ for RabbitMQ B —#{TER K EEX EEEHMMEER T,

- RERAXEREEX LAEEESIRFNFIE,

R CloudWatch & B 5l = B T HA0 1S HE.,

WMRIEHEETE CloudWatch R THEREHNIER  FRECNTINERIHREBREET SR
fzg, REREMIE ASCI FT.

Amazon MQ XS HE RIS R, ENFUHEMIE ASCI F i EREHATI B MHIEE,
NEHELZBNFMEEN , 528 (Amazon CloudWatch APl %) RIHEE,

WA Amazon MQ LEE{A RabbitMQ A #FET 2 Amazon MQ

Amazon MQ £/ RabbitMQ B 8I{E X £ K FER A K RabbitMQ B, shovel, BE. —BMHEMER
BAHER, NEEHECEAZENNEEXRNWEFEER , 552/ the section called “/MBFER "

REZSFREREIAM Amazon VPC #HEE,

BIRERERNE , Amazon MQ A EEE Amazon VPC {HEE, FFEE , BEEFHAHH Amazon
VPC e VR EER | WFEAHMRERRXELS URL FFTAFHELS URL,

BEENECEEFRNTIIADL,

KRR RabbitMQ W SEEREE R , SRt RRBEIA —ENZE TS LA, ELTHIT
RREERSHHZBNAL , FUHE , AENTIHISETTRARZMGNEA, TIHERLARHRSE
BREIMEF, EESEHCRBER.

NEEANEACEETIIRSHHERBERN , 52 the section called “fEREEWITIIEZ",

FH Amazon MQ for RabbitMQ E —#{TEEBREEX EEEHNREER
H,

5= ERE TR Amazon MQ for RabbitMQ E—#{TERARERER , MREFMEBELIEREHN
REETRE  MEEEEANERRE, EEED RabbitMQ EAEHEEERE , WrEILERERER
H—SRE , BEBESIER NRECHAREBEERXEREFNBELE S , £AEEEZER Amazon MQ
BENREERRERELEBRER,

HFE CloudWatch &R EUTHIRERERIER. 369
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EEFREHARERN  BMNESARIEFEARRERENEAHTERER, BEERETE , L7
EBZSRRRESRARE-—ITERRERX  RAETRBYBHM EREEHNTHTIIE
&

FERXRERERA LR EESRFHFEE,

BT LMER IAM B BRBREFRFIE, A AWS IREHNEH Web BtE &2, B EHFHE Web

BOFRITTN IAM A, SRERXEREAREB OAuth 2.0 X IAM S5 58E , ARER IAM B

FEEB IWT FRUBUFTNEESEAE., MEFMRA , 552 [ the section called “EA IAM &%
ERFE IR,

Amazon MQ L/ ActiveMQ : S MIBRE M R EEZ /R Amazon
MQ
ELMBAERXNEUEERRE (ENI B | Amazon MQ LB ActiveMQ #45| 8

BROKER_ENI_DELETED /R, Amazon MQ E&% —)XE Amazon MQ {RIEFE L , Amazon
MQ &7 Virtual Private Cloud (VPC)HEHIRFE 2 THEEMEMRAE , Bt , FE— EC2 577,

B FE LI ERE MBS R E, &S BRERE R E TR EBUk RIE X VPC BRERER 2 H#YE
o MRESBEMBRMIRNE , BLALEMBRAEEN,

Amazon MQ E£H ActiveMQ : BN EELCERBTEER Amazon
MQ

EREEXRARERAETEMERENMEERE , Amazon MQ LY ActiveMQ &5/ 8
BROKER_OOM &R, Amazon MQ ERERAEREHMDER (tBAREERE) K , AEEXE
AEREEEANMDEENERES. ARERERTETEME LT ABME N AEREN 7 LUE A EF/HK
iR s HEECERXNESHZ IR,

FFRBERT , Amazon MQ AZHNREERXAEE, B LUEIBFE Amazon CloudWatch £ 5
HAEA CloudWatch API , iR SR EBREXIEE, U THEEEDE ActiveMQ BROKER_OOM & REF
FEE

Amazon MQ CloudWatch {51 RZREEBFABESNER

TotalMessageCount AR —EFNELERY , B
FHEBAREE. BaW

FERAEREEX LA EESIRFHFEE, 370
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FMBABER

Amazon MQ CloudWatch &

HeapUsage

ConnectionCount

CpuUtilization

TotalConsumerCount

AT L BB EE Y %2 BROKER_OOM BR |

iRRREARSHERER

AEFTRAURRRTERBE
£/, YA RREH SRS
Ro

REREX BHAEA ActiveMQ

JUM iEiR B R . BMEMESD

ERRAEBEXEEERAKRE
&R, XA RREEH OOM &

To

RAFmEREMTER , %A
BZHERERTESEHS
ACEEE T,

REERNEECERANEDE
EC2 EFENMED .

HREREREREXSEER
RE  EBERGEAEZN ,
B AHENFERREERR
AERERY, RENAEE
mAEEENSERERAE ,
WEHSLREE R,

FRAFEREEE, EULLRERARNRE

EXAMTEEBER  WERENFRTINIBERE L EENBHANASRAITIERE, BUE—ST
fRE0{AI7E Amazon MQ L#E{R ActiveMQ MIBE B BEREE,

Amazon MQ for RabbitMQ : St E R

E CloudWatch £ BN R EBEREXCEEFEHAERabbitMQMemUsediBiB 58 Bl #Y 5215 58 R 4l

BF , Amazon MQ for RabbitMQ €% i 552 15 2 ~RabbitMQMemLimit,

5| SR E R RabbitMQ KERASHEMBERAASNRA K, ENRKEEXAREEAE

MEEEE, BREENTIES  RNBEFEERSENEREMCHEMBE,

RABBITMQ_MEMORY_ALARM
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BEDHNARESEERE T  FLEE RabbitMQ NATEREE® , ARTH TITER,

/A Important

« RabbitMQMemLimit 8 Amazon MQ FXE , ¥ EFRIBESETMIATEBERNV T HRKE
BETHAR, MEFMER , 552 Mthe section called “FCiEEE MU E R,

« Amazon MQ T EENMBEBEZISRERETHNAERN , X HEEE RebootBroker API
BENGIARR REREERXEERZLER).

SH 1 PERTRRET

Z B Amazon MQ for RabbitMQ KBNS EREREMES N, BEETE CloudWatch A&
RabbitMQ Web £ & F Amazon MQ E#E,

£ RabbitMQ Web =AY SCERE R
RabbitMQ Web AT NEL B R SEASSNFECERAREA. BTLUEBN TRERTIL
B

1. BAAWS EEIFEA IHBMRERERR RabbitMQ Web 12 A,
2. £ RabbitMQ 1A L , 7 Overview (Bi#) EE L , & Nodes (Bi%h) FETEEHIAERE,

3. HEHHFMEFAEEL , EE Memory details (FRERFMEN) REERUREHHNCEER
EE&EA,

RabbitMQ £ Web = A FIREHNWEERBAEEN , THbZEERLE RS IABZEERI
EHSLERER, NEMIEIR RabbitMQ Web =R ARMB 2 ERAEHMEANEMEENR B2
B RabbitMQ fRIfREF X #Bvh B FE A REE,

£/ Amazon MQ EEZ B SLEERE R

FFREBERT , Amazon MQ AZHWREEXMAEE, @aLUEIBFE CloudWatch £ & |, SfEA
CloudWatch API , R G R ERERNIEE, U TEEEDE RabbitMQ St BB EREIEEER,

Amazon MQ CloudWatch 51 RREEBEFEABESHNER

e —EFHELRET B
IREHATER, BN

MessageCount

PH 1 DEBCREES _
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Amazon MQ CloudWatch &

QueueCount

ConnectionCount

ChannelCount

ConsumerCount

PublishRate

iRRREARSHERER

AEFTRURRTIERBE
£/, YA RREH SRS
Ro

frHlfFRERERS , AKX
EffFn eSS REE
Ro

RAFmEREMTER , %A
BZHERERITESEHS
ACEEE T,

BREREL , ERSEERE
VBB N FRESMIRE
o, WHRENBEAREH
SRR E R,

HREREREREXSEER
RE  EBERGEAEZN ,
B AHENFERREERR
AERERY, RENAEE
mAEEENSERERAE ,
WEHSLREE R,

ZMmASSEARERENE
SR8, MREAEEX KM
EWERAS K LEEEEB
TREEXQNAEEEAS
AER | AIREBEEX e
HEEEEER.

SB 1 D ERERER
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SBW2 RN L EREBEER

® Note

EEFENE#E 2% , RABBITMQ_MEMORY_ALARM MREF Z A e FERUNE T SR,

B1E RabbitMQ WA EREEBIEA —MFEH T, HALEINESRAESEERE , RABRZZEIUA
T —#EEhE SRR FNPS LE RabbitMQ SR EEE R,

SEREY 3E-—{: VP

ASBE

TIE
EiREE

SREHE

AREHH Amazon MQ &%

ERERMEETIBRAR. T
FIBRRAAR | SieRERAM
BRAT 31,

BT E.

B ERHE

B BEEHE.

BOBRERERANNAE
HE.

RREMESEEASEAER
HEVRE,

BREAFREREREANER
XA BMRIARABRHRENR
ERANER,

FEB5 B9 Amazon MQ &

RREEEST S | WERE SR
DT FIRE PR #lo

RER A {7 5IEH BIR
RERR D ERE BRI

R FimEAER LRE-E
ERNRABEHE

27 MR TR MR B

A 3% £ 2 FEERE

£ RSB RIERTRDIE
mERRBMER,

REEAVCERERERE AU ETEATEEREAARZEFEMERNATEE., MEWNM
EHRERAHITERERNER , 52 (Amazon MQ REST APl £#£UpdateBrokerInput) A

B9 o

SR 2 AN L SREERER
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® Note

LR ERENEng. m5 . xHTEBEIERKAN. t3. microMTERER, EERE
BAERBRREERERNEZIHNRERER,

Amazon MQ E£H RabbitMQ : XK AWS Key Management
Service £# Amazon MQ

FREFZE AWS KMS key(CMK) 2 HWREENERE 2/5H AWS Key Management Service
(KMS) €485 , Amazon MQ _£# RabbitMQ #3515 INVALID_KMS_KEY BI@ B X B2 KB,
Amazon MQ EF& CMK #J RabbitMQ REEXNSEHRE KMS RS E/RA , BEREEXESA
BEXENRE., R RabbitMQ EEBRFSRESCHA , AIREEXSHRERE , M RabbitMQ &
[l INVALID_KMS_KEY,

MRLZEERATH KMS €88 , RERAMNIEETFZE KMS eBNELRHTT, ELEFRASBE
REEXNEFRE 28 , AEEBXELFEAENSBITNREE, RRESBEHEFSZEA KMS €88
) RabbitMQ IR , HUPFIEEl. RabbitMQ ¥/E KMS £ BXERERAPREZE , ZHRE
EARNEREHEDER, Amazon MQ TEEHFRBEEEEA KMS B8R EREX , MARER
BEEXFEHREENN KMS €18 , BiE&[[E RebootBroker API BEHIBIFAR R o

ZETR#R R INVALID KMS_KEY

EED W AR INVALID_KMS_KEY BIEFT BINERXIE , L2 BEMA AWS BHFIRE (CLI) F AWS
Key Management Service £ &,

ZEFHEALN KMS €48

1. WO DescribeBroker FEMEEUE CMK REBEXM kmsKeyId,

2. & A AWS Key Management Service £ A&,

3. EEFSELH EEL , REEHENKERERM KMS £ ID , WHERIRES BRBH.
4

MREH KMS SREFR |, FEE SRBDE , RRBE BRA , EFRASR, ENRAESER
® , BHBAEEHF RabbitMQ fEfREEE H MIBRAERRF

EERBLENEENEARERERNMN KMS £#81EEH , 5™ ListGrant ListGrant 535S E
mg_rabbit_grant fl mg_grant 97 %, MR KMS RERS/OMER , BILAMBRZAERER ,
YET—EEE—{IVESENFTREER. IERRKRKEERANSE K F2RMBRAIERER,
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EEi# % INVALID_ KMS_KEY EEBEEHERENE , FOFEHMERIER KMS €8 CMK ZE,
MBEEEMRSI®  BEMBRRKERERN,

Amazon MQ £/ RabbitMQ : BiREPR4]E =~ Amazon MQ

BB PR FIE REX R RabbitMQ BB FEANHMBEARIECHY , ERRAFHEASKREREAEALS, B
RIBEXM T AHBEZE (B Amazon CloudWatch $5#Z RabbitMQDiskFree 3 7!) ERIRREPRH (H
RabbitMQDiskFreeLimit & Al) B , RabbitMQ #§2 HB{HRFR I8 R, RabbitMQDiskFreelLimit
B Amazon MQ :%E , ¥ERBESEREEREXHTEREEAN THUERZEETESR. WEFEENR ,
§52:Bthe section called “SCiE R MR E R,

B 5| BRI R I R Amazon MQ REBER £ RabbitMQ A EEMEFTALE. Amazon MQ 1R
BEMBERLERHENEES  HEEOSELZKAL ., EEEDHIT RabbitMQ & , BifE
ETRZEESHEN, R —EEERRS , FTEEMEHSHELEEATS. ARERZETE , &
WREENETHEIHMEE K ELBESRETHRE NG,

Amazon MQ T2 EFHRBEFNUBEE RWAERER , W BEEE RebootBroker API #4EHY B HAAR
N(RERBEEAEERZHER),

(® Note

B RERERNK mg.m5 HITEBEERKE nqg.t3.micro BITEBEE, MREFE
ik , AIXERBREHRERR | WY —@EHHN,

2 M E ik R BR PR & B 7R

EERERT , Amazon MQ AN REBEXBAEER. B LIEBFE Amazon CloudWatch

1A, SfEA CloudWatch APl , REHREREXIER. EZE RabbitMQ HERRFIE R

iF , MessageCount R—EEANER. AR —EFRELERY  EFSHIADEE. BaWA
B BRTHEREREAMNERTFHNEBEMSAR , X TSR E T,

BEYHHBRREE R , FEA Amazon MQ EEFEEHITUTERE !

« BIMTRERUERBROETIINALR
« fefrBERRAR
« RRENAREREXPMBRTH.
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@® Note
EEENEE 2% , RABBITMQ_DISK_ALARM REER Z A e EE &/ IF T SR,

MEBRUBREABEREERE SO ENEES TEEEA AR ESHMERNHITHE
B, nENAERRERBTERERNFHEEN , 528 Amazon MQ REST API 2E 4
UpdateBrokerInput, BEfitt BRBEERMGENHEERSETRANERL,

Amazon MQ for RabbitMQ : #{T{ERENSFTE R

RABBITMQ_CLUSTER_DISK_USAGE_TOO_HIGH_FOR_INSTANCE_CHANGE R RFERMWAREBERXH
TERERSFEFELEE , HAH RabbitMQ BiE EWHKREAERS. ERHNERAERIE
CloudWatch $84& Frafi BV AR ETEBEE E AR A ER , Amazon MQ for RabbitMQ €%
H it 8 /RRabbitMQDiskFree,

# A RABBITMQ_CLUSTER_DISK_USAGE_TOO_HIGH_FOR_INSTANCE_CHANGE #RAEHY RabbitMQ
REEASEETRENEAERNER , ETSREFRVATEREREE. Amazon MQ RFFRE
BAELARETENMRD , EERLIEUEARRESRAFERATEREENREREEHTEES
B, AEENEEE ModifyBroker API REMHIARR , ERELRETEEATEBEE,

ZENERITERRESERR

FFREBERT , Amazon MQ AZHWREEXAEE, @ELFE CloudWatch £ & £ A
CloudWatch AP| R# 1R R IBFEXIE1E, MessageCountH RabbitMQDiskFreelgZER AR
RABBITMQ_CLUSTER_DISK_USAGE_TOO_HIGH_FOR_INSTANCE_CHANGE,

HEEMRARRAREY AT TRBEESERE LA Amazon MQ EEERA :
« BIMTRERUERBOETIINALR

- RATIIBRAR
« RRENRERXPMERTH.

(® Note

EERMLENEFER  TRFEERNESEEE
BRRABBITMQ_CLUSTER_DISK_USAGE_TOO_HIGH_FOR_INSTANCE_CHANGE/RZE.
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Amazon MQ EHR RabbitMQ : #EXH IAM #BEAE Amazon MQ

E HIEEMN IAM B ARN aws.arns.assume_role_arn EXHEEH Amazon MQ EF

B , Amazon MQ £H/Y RabbitMQ #$ 5|2 INVALID_ASSUMEROLE E# 8L EEXATE., EACTEF
£, EREEXVRATEN AWS IRFH |, SR ZE mg.amazonaws.com A EEFTEBRE , e
HEREER.

RABBITMQ_INVALID_ASSUMEROLE @ REBEXELHE LDAP S0 BB FIENEAER SR
BFE , EH LDAP BB EEMER, MR LDAP EM —REN S PRI HE , FREBBELERT
RERERX. Amazon MQ FE IAM A& EETFIRARERENEREP ARNs 2E AWS WER , fln AR
LDAP & 7 E& & #) AWS Secrets Manager #% 8, Amazon S3 ¥4,

2 B AR RABBITMQ_INVALID_ASSUMEROLE

= ED B MR RABBITMQ_INVALID_ASSUMEROLE BiEFTEMNRNIE , BAEEA Amazon
CloudWatch Logs # AWS Identity and Access Management £ 5,

BREVNRERIACHSE

1. EEZE Amazon CloudWatch Logs Insights , 3 & ¥R B B FEHA ST T5EH/aws/
amazonmqg/broker/<broker-id>/general :

fields @timestamp, @message

| sort @timestamp desc

| filter emessage like /error.*aws_arn_config/
| 1limit 10000

2. SHRELULTHHRAS

[error] <@.254.0> aws_arn_config: {handle_assume_role, {error,
{assume_role_failed, "AWS service is unavailable"}}}

3. BEIAM AGEREN S EFABE, flm

- BRACGHEAREENNVRERKN AWS tRFH
- BEEMTBERAHF mg.amazonaws.com BEZAE

{8§t TE_INVALID_ASSUMEROLE 378
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- BRACEAFIAME AWS ERNBER A

4. HEEMREEXERZA , €8 ARN FHUERE AP| inBERFIESE.

5. EMREEXERYERMBREREN,

Amazon MQ Lt/ RabbitMQ : XY LDAP ARN Amazon MQ

E A LDAP RISIRF ZiHERER ARN MR &L FEEF , Amazon MQ EHY

RabbitMQ 7% 5| 2% INVALID_ARN_LDAP BE#E{EXLERZEXIE. Amazon MQ &

BAM aws.arns.auth_ldap.dn_lookup_bind.passwordsl #11§EH
ARNsaws.arns.auth_ldap.other_bind.password , EMNEBESELEM L FRIEN AWS
Secrets Manager %,

RABBITMQ_INVALID_ARN_LDAP fR#Hr R IEBEXE LM LDAP RIEIIRFHITE 2 BE , EH
LDAP B9 RFBEEFEH, R LDAP EH—RENF»RFJ| AL , FAEKELIERIRERN,

MW ARNsTRER SN A IEREM ARN F5iE, TR FERENSE, EREEXNURTE AWS E
ijiE’JfM& , B IAM B & HH Secretsmanager : GetSecretValue A 2T Ko

2B AR RABBITMQ _INVALID_ARN_LDAP

EZEHE R RABBITMQ_INVALID_ARN_LDAP BHEFFEMNRERL , B4 EFEH Amazon
CloudWatch Logs fl £#&

IR FENHY LDAP ARN R

1. BB ZE Amazon CloudWatch Logs Insights , 3 & ¥R B B FEHA ST T EH/aws/
amazonmqg/broker/<broker-id>/general :

fields @timestamp, @message

| sort @timestamp desc

| filter emessage like /error.*aws_arn_config/
| 1limit 10000

2. BREUUTHERAE

[error] <@.254.0> aws_arn_config: {<<"could not resolve
ARN 'arn:aws:secretsmanager:xxx' for configuration

{E# T E_INVALID_ARN_LDAP 379
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'aws.arns.auth_ldap.dn_lookup_bind.password', error: \"AWS service is unavailable
\"">>, {error,"AWS service is unavailable"}}

3. ME Secrets Manager W& [E{EARERE , 440 :

- BFERBEAREEXNVAMERN AWS &5

- FEFR ARN FEAIERE

- R IAM B B H secretsmanager : GetSecretValue 57
4, EEHMRERNARE A, £/H ARN FEEE AP infiBEELE.
5. EFREEXHEYENMBREREN,

Amazon MQ L/ RabbitMQ : £ H HTTP ARN Amazon MQ

E HTTP auth_backend #J SSL BFE X £ 1ERARNs W ML FEEF , Amazon

MQ L&Y RabbitMQ #%5|3 INVALID_ARN_HTTP B#EBELERRE,

Amazon MQ iEBE AR aws.arns.auth_http.ssl_options.cacertfile,
aws.arns.auth_http.ssl_options.certfilesk FiIEEMN
ARNSaws.arns.auth_http.ssl_options.keyfile , HXBESZTERBNLELEBN
Amazon S3 ¥4 AWS Secrets Manager ¥,

RABBITMQ_INVALID_ARN_HTTP @R EBERERXELFEB HTTP AR:[ETE2RE. IR
HTTP REE—RBRENF BB L , FAERELERIRNERN, BUHN ARNsTRERHE X T ER
M ARN 55, BT FERENZ2E, ERERXURTRE AWS BENHE , N IAM A& HRY s3 :
GetObject/secretsmanager : GetSecretValue ¥ A T 2 P& Ko

D ET A ## R RABBITMQ_INVALID_ARN_HTTP

ZEZYEMAAR RABBITMQ_INVALID_ARN_HTTP BI{EFREMNRERNEE | XA MFEH Amazon
CloudWatch Logs #l £# &,

FRORERH HTTP ARN 8

1. EEZE Amazon CloudWatch Logs Insights , I & ¥R IBFREXN M B FEHE ST T HEH/aws/
amazonmqg/broker/<broker-id>/general :

fields @timestamp, @message

{E85 T E_INVALID_ARN_HTTP _
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| sort @timestamp desc
| filter emessage like /error.*aws_arn_config/
| limit 10000

2. SHRELLATHVERA

[error] <0.209.0> aws_arn_config: {<<"could not resolve ARN 'arn:aws:s3:::xxxx' for
configuration 'aws.arns.auth_http.ssl_options.certfile', error: \"AWS service is
unavailable\"">>, {error, "AWS service is unavailable"}}

3. ¥ S3 Object/Secrets Manager W& IE{EMRE , Hil40 :
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GetCertificateAuthorityCertificate 5 A & 2 P& K o

T A R RABBITMQ_INVALID_ARN_SSL

EZ MR R RABBITMQ_INVALID_ARN_SSL B){EFrEMREREE , BX4EEHA Amazon
CloudWatch Logs 1 x#& &

RABBITMQ_INVALID_ARN_SSL 381



Amazon MQ HBEABER

RN A SSL ARN fEiRE

1. EEZF Amazon CloudWatch Logs Insights , 3 & ¥R IBFREN M B 5FEHE ST FHEH/aws/
amazonmqg/broker/<broker-id>/general :
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| filter emessage like /error.*aws_arn_config/
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[error] <@.254.0> aws_arn_config: {<<"could not resolve ARN
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- ZEMBFEA CRDR , 82E (BHEAEER) B Amazon MQ for
ActiveMQ EEIHERER,

« ActiveMQ 5.17.3 B1TEHE

- EE Amazon MQ for ActiveMQ 5|2 iR
« F#% Amazon MQ REER 5| R

« £ Spring XML 48 AE4E 5=
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.11.16
https://www.rabbitmq.com/changelog.html
https://www.rabbitmq.com/parameters.html#operator-policies
https://www.rabbitmq.com/parameters.html#disable-operator-policy-changes
https://activemq.apache.org/activemq-5017003-release

Amazon MQ HBEABER

Date X EH

2023 £ 6 A 21 Amazon MQ for ActiveMQ BRERMERFHEREE (CRDR) e , AFFRKE

H FEAWS EFFNFEREEXFASALERIERRHPNERRER
RNo MRFEZEFHINWETEREBENKRE , BUUEHMB VRS BFERE ,
BRAEEFHFHEAMEERAEAATERERER,

=EB%BEHA CRDR , 2 (A& AEIERM) FH Amazon MQ for
ActiveMQ BB EIFHERER,

2023 % 5 A 18  Amazon MQ BHEE T 5| [EEE 4 -

H
- DIRME (EEAX)

- DmAME (BEHNE)
< BUM (B3EST)
- BUM (BRERit)

MBEAAESNER , EBH (AWS —BSEEE) i) TAWS EEAHE

d o

2023 4 A 14 Amazon MQ for RabbitMQ 3£ X #& RabbitMQ 3.9.27 ki,

H
MFLMRA RIS ERDREMFMER  RSMTHER -

+ RabbitMQ fAl k28 GitHub 77 E L&Y RabbitMQ 3.9.27 kA {EaE
« RabbitMQ #E524%

MEXEH Amazon MQ for RabbitMQ IRAFMKERER FHRFMEENR |
& Amazon MQ for RabbitMQ 3|2k 4<,

3
W
8
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https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.9.27
https://www.rabbitmq.com/changelog.html

Amazon MQ HEASER

Date X EH

2023 % 4 A 14  Amazon MQ for RabbitMQ R 7 % £ RabbitMQ 3.10.20 kX,

H
WMEMNRARPIEERIIBENFFMAEN  F2BTYEE
+ RabbitMQ falfRE% GitHub FFE L # RabbitMQ 3.10.20 M A&t
« RabbitMQ £ %= 50 8%
WMEXER Amazon MQ for RabbitMQ MR AR EBREX A RFFMEN , F2H
& Amazon MQ for RabbitMQ 5| Z R A,

2023 £ 3 A 31 Amazon MQ for RabbitMQ 245 RabbitMQ 5|2 3.10.17 kR

H
Amazon MQ for RabbitMQ EBtH RabbitMQ B RBIEH#EE T 3.10.17 X
%3 T RabbitMQ BEEFEAMEE, Amazon MQ E&#E TE@EMmA. 5B
TREBNHEENSE  FEARK 3.10.10 BYUFNRERER K ASRMAEH
X RabbitMQ W IEBHIERRAE, BEREBARAATEE | LEHNEH
FEVEERRIEIE, R M EH M MAIEHINEE,
WMEFE R A Amazon MQ for RabbitMQ MRAKFEMER , 352 Amazon
MQ for RabbitMQ 5| Z kR,

2023 F£ 3 A 1 Amazon MQ for RabbitMQ 3 1£ % # RabbitMQ 3.10.17 kR,

H

WMFELRAFEERIENFHEES , FSETHIEE -

+ RabbitMQ falfk2F GitHub f@FE L# RabbitMQ 3.10.17 MR A fm &t
« RabbitMQ #E524%

MEXEH Amazon MQ for RabbitMQ IRAFMKERERX FHRFMEENR |
& Amazon MQ for RabbitMQ 3| Z kx4,

3
W
8
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.10.20
https://www.rabbitmq.com/changelog.html
https://github.com/rabbitmq/rabbitmq-server/issues/7142
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/upgrading-brokers.html
https://docs.aws.amazon.com//amazon-mq/latest/developer-guide/rabbitmq-version-management.html
https://docs.aws.amazon.com//amazon-mq/latest/developer-guide/rabbitmq-version-management.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.10.17
https://www.rabbitmq.com/changelog.html

Amazon MQ HBEABER
Date XHEH
2023 F 2 A 21 Amazon MQ for RabbitMQ 3R 1£E& AWS Key Management Service (KMS) %
H &, LRMHARSZmHNE, ZRETUENECHEFZE CMK , RE AWS
KMS iRFEHRER AWS & KMS £, MEFHMEN , B2RFENE,
Amazon MQ X BT HIHFXER AWS KMS £48,
« Amazon MQ owned KMS key (default) (Amazon MQ 3G KMS £ (8
%)) — Lt £ H Amazon MQ HEERERE , TELENIIERS S,
« AWS Z& KMS £ — AWS Z& KMS £ (aws/mq) 2IREFH KMS €
#® , B Amazon MQ REKREEL, BEENMEA,
- BEREEFEEMN KMS €18 — FEFEEMN KMS 28 HEE AWS Key
Management Service (KMS) 2 3 M EHE,
2023 £1 A 13  Amazon MQ for RabbitMQ 3 1£ X #£ RabbitMQ 3.8.34 k.
H

2022 12 A 15
H

2022 12 A 13
H

WMFLARAREERIENFAES , F2HETIIEE :

+ RabbitMQ fA k28 GitHub f&FE L& RabbitMQ 3.8.34 Mz A {gaE
« RabbitMQ #FE 50 #%

WMEXER Amazon MQ for RabbitMQ AR EBREX A RFFMEN , F2H
&I Amazon MQ for RabbitMQ 5|2k 7Z<,

Amazon MQ for RabbitMQ 3R 1£ 3 8 RabbitMQ 3.9.24 kR,

WE MR A RIS E R IHEEMEFHAER , 2B TEE -

+ RabbitMQ fAlfk2§ GitHub fFE L RabbitMQ 3.9.24 IRAfE&E

« RabbitMQ £ % 50 &%

WMEXER Amazon MQ for RabbitMQ MR AR EREX AREFMEN , F2HE

&I Amazon MQ for RabbitMQ 5|2k 48,

Amazon MQ REZEHR (A ABE XA EH) BEERESHE, IFTHEINE
., F2EH (AWS —iR2ZiE/E) T TAWS ESFwER 1 o
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.34
https://www.rabbitmq.com/changelog.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.9.24
https://www.rabbitmq.com/changelog.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html

Amazon MQ HBEABER

Date N EH

2022 £ 11 A 14 Amazon MQ for RabbitMQ BREXE 3.10 , ER —EFE5|ZBMRARKIT, &K1
H £ 7] LAfE RabbitMQ 1?§UJ:Fn‘iFﬁEﬁ1?§| F 2R (CQv2)e FTXER IS EEE
¥E 3.10, MEFMEF , F2ETIREA :

« RabbitMQ 3.10.10 R A&
* RabbitMQ £ &2 8%

WE X EM Amazon MQ for RabbitMQ MAFMREBRE R FREFMAET |
&I Amazon MQ for RabbitMQ 5| Z kR Z<,

5
W
&

2022 11 A9  Amazon MQ BEXE ActiveMQ 5.17.2 , ER—EF X ES| BiRAZT, W
H ﬁ'ﬁn¥%ﬂ1§nﬂ nﬁ/ %TEIJW@

. ActiveMQ 5.17.2 B{TEHME

- B Amazon MQ for ActiveMQ 5| Z iR
« FH#k Amazon MQ REREX 5| ZIRAE

« £ Spring XML 48 AE4E S

2022 £8 A 17  Amazon MQ BEXE ActiveMQ 5.17.1 , ER—EFNEES| BiRA T, W
H EHMER  BZETIARR :

« ActiveMQ 5.17.1 B1TEHE

- EE Amazon MQ for ActiveMQ 5| Z R
« F+#k Amazon MQ REREX 5| ZIRAE

« £ Spring XML 48 AE4E 5=

2022 £ 7 A 14  Amazon MQ R7EX#E ActiveMQ 5.16.5 , EE —{AXES|BRARIT, MEH
H HWEH , 2R TIRE :

« ActiveMQ 5.16.5 B1TEHE

- EIE Amazon MQ for ActiveMQ 5|2 iR
« £ Spring XML 48 AE4E S

« F#& Amazon MQ REREX 5| ZMAE
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https://blog.rabbitmq.com/posts/2022/05/rabbitmq-3.10-release-overview/
https://www.rabbitmq.com/changelog.html
https://activemq.apache.org/activemq-5017002-release
https://activemq.apache.org/activemq-5017001-release
https://activemq.apache.org/activemq-5016005-release

Amazon MQ HBEABER

Date X EH

2022 £ 5 A 4 Amazon MQ AREERMAEDFH networkConnector TEHEBARMES

H
o B FEEE Amazon MQ RERE R B

2022 4 B 25  Amazon MQ LthRZA#738 CRITICAL_ACTION_REQUIRED RERENARZEF

H ActionRequired API B, CRITICAL_ACTION_REQUIRED E&E&H
REEXEREFEEHNE, ActionRequired BEEMT —EXRE , ETLUA
CHEFZABEETESRERUNMAFARBENRHA,

- SRHER
« Amazon MQ API &Z i fJActionRequired X,

2022 £ 4 A 20 Amazon MQ BEXE ActiveMQ 5.16.4 , ER—EIRES|BRANZIT, MNFEF
H HMEF  F2ETIRA :

« ActiveMQ 5.16.4 B1TEHE

- EE Amazon MQ for ActiveMQ 5|2 iR
« £ Spring XML 48 AE4E 5=

« F#% Amazon MQ REER 5| R

2022 £ 3 A 1 Amazon MQ R AT A K@ (HENE) BEFER, WETAEENER ,
=} B (AWS —&ZZ#58) T/ "TAWS EiFFmE -

3
B

2022 2R 25 Amazon MQ for RabbitMQ HR1E X & RabbitMQ 3.8.27 ki,

H
WELRAFEERNENFEET , FSETHIEE

+ RabbitMQ falfk&F GitHub f#FE _L# RabbitMQ 3.8.27 MR A {maE
« RabbitMQ # ¥ ;0 8%

WE XK Amazon MQ for RabbitMQ MR AR IR X FHRFFMET |
& Amazon MQ for RabbitMQ 3|2k 48,

E
s
81

2022 £ 2 A 16  Amazon MQ B ARIEM (FAER) BEEAH, WERHEESNER , F2H
=} (AWS — ik 2EZ1/E) F TAWS EiFMimE . .
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https://docs.aws.amazon.com//amazon-mq/latest/developer-guide/amazon-mq-creating-configuring-network-of-brokers.html#creating-configuring-network-of-brokers-configure-network-connectors
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-prop-actionrequired
https://activemq.apache.org/activemq-5016004-release
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.27
https://www.rabbitmq.com/changelog.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html

Amazon MQ HEASER
Date X EH
2022 F£2 A 14 Amazon MQ for RabbitMQ R £ X £ RabbitMQ 3.9.13 ik, BEIXZRAFH K
H TEEAM Rabbit 3.8 £ 3.9 WHREX, EEEEM , FFEANEHNRIER
Ho
#NFE RabbitMQ 3.9 HiEH 2 FMEEMNFFMEN , F2E GitHub #¥4 LAY Th
AR 3.9.0 WRAGEEEH, -
(® Note
B Al , Amazon MQ FXEH i , BEETE RabbitMQ 3.9 FH K
JSON HfEAE#EIL B 8%,
WMENRARPIEERIIGERNFMEN  FS2RTYEE
+ RabbitMQ falfRE% GitHub #FE L# RabbitMQ 3.9.13 R4 fEiE
« RabbitMQ £ E 50 8%
T ER Amazon MQ for RabbitMQ MR AR EREX A RFFMEN , F2H
& Amazon MQ for RabbitMQ 5| Z R,
2022 2 A7 Amazon MQ for RabbitMQ # H £ HREBERENIEE , AFCEREENSHAT
H E-ASHHENFEHERAAE,

WEFMES , FSRTIAR

« the section called “RabbitMQ K Ig&”
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.9.0
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.9.0
https://www.rabbitmq.com/streams.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.9.13
https://www.rabbitmq.com/changelog.html

Amazon MQ HBEABER

Date X EH

2022 £ 1 A 18 Amazon MQ for RabbitMQ R £ X # RabbitMQ 3.8.26 fR.

=]
WELRAFEERINENFEES , FSRTHIEE

* RabbitMQ fAfR2% GitHub 7 E LY RabbitMQ 3.8.26 [x 24~ @&t
* RabbitMQ £ &2 8%

MEXEH Amazon MQ for RabbitMQ IRAFMKEBRER FHRFMEENR |
& Amazon MQ for RabbitMQ 5| Z R,

3
¢
8

2022 %1 A 13  Amazon MQ #H RABBITMQ_MEMORY_ALARM #REERS , MEELHNRER

H RNEHSEERETYEREETEREBRBELE. Amazon MQ ZH 754
WERNER BB EDE. BRABLSEERETR. WEEZEA , &
BRATIRA.

* the section called “ RABBITMQ_MEMORY_ALARM

2022 1 A6 E &% Amazon MQ for ActiveMQ REEEXEEE CloudWatch Logs

=| B , Amazon MQ X IAM EREBEFFERA aws:SourceArn
aws:SourceAccount 2IBRHGRARE , UHLEEREBRE, IFEEZE
A, BFSRETIAE

« the section called “TEPB5 5 IR #E B IEBA”

2021 £ 12 A 20 Amazon MQ for ActiveMQ #H 7 —#HFTNERE , AFLERFERATEZXE

=| EREFHEEABEERNEINRNEREE  URENANTIEE , AFRE
BPEREBEEARARPEAQEENERNTHE. MEEZENR  BF2ETIA
o

« the section called “ActiveMQ B 151&”
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.26
https://www.rabbitmq.com/changelog.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount

Amazon MQ

FMBABER

Date

2021 £ 11 A 16
H

2021 £ 10 A 12
H

20219 A 8
H

2021 £ 8 A 25
H

X EEH
Amazon MQ for RabbitMQ 3 £ X & RabbitMQ 3.8.23 ki,
WMEMNRARPIEERIIBENFFMAENR  FS2RTYEE

* RabbitMQ fAfR=% GitHub 7 E LY RabbitMQ 3.8.23 [r 4~ @&t
* RabbitMQ £ &2 8%

MEXEH Amazon MQ for RabbitMQ IRAFMKEBRER FHRFMEENR |
& Amazon MQ for RabbitMQ 5| Z R,

3
¢
8

Amazon MQ BEXE ActiveMQ 5.16.3 , ER — BN ES| B AT, WNEF
HMEF , F2ETIREA :

« ActiveMQ 5.16.3 Z{TEMH
« &I Amazon MQ for ActiveMQ 5|2 ixax

o Ft#k Amazon MQ RKEFE X 5| hx A
« £ Spring XML 4HAEHE =

Amazon MQ for RabbitMQ R £ X # RabbitMQ 3.8.22 iR,

RABENEEBRRERSERAS TTL (FERRE) Br5IEEEME |, %A
BT SCRI X EAY RabbitMQ 3.8.17 Ik & H, RMIRBERENAEREXFA
|ZE 3.8.22 i,

WFELRAFEERIENFEES , FSETHIEE

+ RabbitMQ fAl k28 GitHub &7 E L&Y RabbitMQ 3.8.22 ki A @&t
« RabbitMQ & & 24%

MEZEMN Amazon MQ for RabbitMQ MRAFAREBREX AKFFHER , B2E
&I Amazon MQ for RabbitMQ 5|2 kx 4x

T

Amazon MQ for RabbitMQ B & {EH RabbitMQ 5|12 3.8.17 Ik , RAFERE
BFAEFERE (TTL) M5 ZHIINEE, RPESER 3.8.11 o
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.23
https://www.rabbitmq.com/changelog.html
https://activemq.apache.org/activemq-5016003-release
https://github.com/rabbitmq/rabbitmq-server/discussions/3272
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.22
https://www.rabbitmq.com/changelog.html
https://github.com/rabbitmq/rabbitmq-server/discussions/3272
https://github.com/rabbitmq/rabbitmq-server/discussions/3272

Amazon MQ HEASER
Date X EH
2021 £7 A 29  Amazon MQ for RabbitMQ 3R 7E X & RabbitMQ 3.8.17 iR, MELEF RIS
H IS ERMIEERFHAEERA |, B2 T 58 E
+ RabbitMQ fAlfREs GitHub #FE L# RabbitMQ 3.8.17 R4 fE&E
« RabbitMQ £ %= 50 8%
« BIE Amazon MQ for RabbitMQ 5|2k 4<
2021 7 A 16 RIEERLAER AWS EE X124 AWS CLIEK Amazon MQ AP| REE%
H Amazon MQ REREXNHERE., EEHE— P THRAREBEXHERE K &2
BT%IER,
« HEFE Amazon MQ REFEN AV HEERFER
20217 A 6 Amazon MQ for RabbitMQ 5| A¥f — B ERBBRNW T E, —BERHR
H SRBRAESKBRSIBHENMER  SALRAEERTY, MEFME
H, BEE2ETIRA :
s —HBHEIBRAHES
« RabbitMQ GitHub f#ZE LH RabbitMQ — B =R ER
20216 A7 Amazon MQ BEXE ActiveMQ 5.16.2 , ER—EFHNEES| B AET, W
H EHMER  BSETIAREA :
« ActiveMQ 5.16.2 Z{TEHE
- &I Amazon MQ for ActiveMQ 5| Z iR
o Ft#% Amazon MQ KIEBFZ X 5| hx A
« £ Spring XML 48 AE4E 5=
2021 #5826  Amazon MQ for RabbitMQ B EEFE (1L3) MHE (ZE) EEiRft, mET
H AESMNEEENR , 5520 AWS [EiFEEim
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.17
https://www.rabbitmq.com/changelog.html
https://github.com/rabbitmq/rabbitmq-server/tree/master/deps/rabbitmq_consistent_hash_exchange
https://activemq.apache.org/activemq-5016002-release
https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region

Amazon MQ HEASER
Date X EH
2021 £5 A 18  Amazon MQ for RabbitMQ £ E/EREERFERE.
H
ERE-—REMREREIRE , Amazon MQ 2RBEZRIENITER BRI
EEABT —HAREBEEABRERNERIEIRS , LEEREBEANWMBERE
b, MEFMER , FZETHAZA : hitps://docs.aws.amazon.com//amazo
n-mgq/latest/developer-guide/rabbitmg-defaults.html
2021585 Amazon MQ BE X ActiveMQ 5.15.15, WEFMEF , F2ETIRE
H
« ActiveMQ 5.15.15 Z{TEHE
« & Amazon MQ for ActiveMQ 5| ZEfR 4
« i Spring XML 48 AE4E 5=
2021 585 Amazon MQ BRIENE AWS ZSEBERNEE, NEFMEENR , F2HETIA
H N
« the section called “AWS =& BK”
2021 £4 A 14  Amazon MQ BEXEHE (JtR) MR (BE) EFEE. NETAESNIER
H B , 520 AWS [EiE iR,
20214 87 Amazon MQ B 7 % RabbitMQ 3.8.11, MNEHFEFHF DLW EMIhEEFLA
H B, F2RETHER :
« RabbitMQ fAlfR8§ GitHub fE7ZE L# RabbitMQ 3.8.11 R4 fm&E
« RabbitMQ & E 50 4%
« &I Amazon MQ for RabbitMQ 5|2 kx4~
2021 £ 4 A 1 Amazon MQ REHEE KESE (KFR) EEREMHE. METHAEESNEREN , &
| 28 Amazon MQ [Ei3 E2ix 2,
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https://docs.aws.amazon.com//amazon-mq/latest/developer-guide/rabbitmq-defaults.html
https://docs.aws.amazon.com//amazon-mq/latest/developer-guide/rabbitmq-defaults.html
https://activemq.apache.org/activemq-5015015-release
https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.11
https://www.rabbitmq.com/changelog.html
https://docs.aws.amazon.com//general/latest/gr/amazon-mq.html

Amazon MQ HBEABER

Date X EH

2020 £ 12 A 21 Amazon MQ IREXE ActiveMQ 5.15.14, WMEFHEA |
H

FE2ETIRE

\

 ActiveMQ 5.15.14 IR A
« BIE Amazon MQ for ActiveMQ 5| Z x4~
 f£/ Spring XML #HAERE R

/A Important

A AR A & B Z189 Apache ActiveMQ RRE , ActiveMQ Web E 32
B R T T 53R M E LB Amazon MQ for ActiveMQ KRR
{EFH pu;lﬂ:FﬁFﬁE’J n¥%mﬁnﬂ nﬁ EZ Eﬂ AMQ 81040

2020 £ 11 A4  Amazon MQ BEXE RabbitMQ , ERAFNREREFASNRERR., ETELE
| HAW RabbitMQ AEREREXERE , AWS MEZTEFERE.

Amazon MQ for RabbitMQ AIEEERMBEXASRERN , YT EEME
HiEskk, RERBEXANENRBETH,

« Amazon MQ % 1Z RabbitMQ 3.8.6, MIEXEN S| BRAFHE |
the section called “HRAEHE”,

« AWS B HREEKRZ 750 NEFWE —HTMEE mq.t3.micro KERE
N, Uk —FEEASIE 20GB WREFE. NEXENHTERERFEE
# , 2B Broker instance types.

« 3%Ei® Amazon MQ for RabbitMQ , &R £ AMQP 0-9-1 FEUERHNRIERE
= , W EH RabbitMQ A F %z‘tES'Z%E’JﬁEﬂm =. NEXENEAHE
MBZEEMLFMET , 5520 the section called “Amazon MQ for RabbitMQ
BABE".

« Amazon MQ for RabbitMQ B AR B BI Al £ Amazon MQ BWFTEEiE, &
ER-STHEMETARESE , 528 AWS EiFERE,

ASH

HEMKEA Amazon MQ, BYRERERX |, ¥i§ WM EHEARNERE
RabbitMQ REEX , 2R AM BV IERE RabbitMQ KEEX,
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https://activemq.apache.org/activemq-51514-release
https://issues.apache.org/jira/browse/AMQ-8104
https://www.rabbitmq.com/
https://aws.amazon.com//free/
https://www.rabbitmq.com/devtools.html
https://aws.amazon.com//about-aws/global-infrastructure/regional-product-services/

Amazon MQ HBEABER

Date X EH

2020 £ 10 A 22 Amazon MQ X ActiveMQ 5.15.13, MEFFHEA |
H

FE2ETIRE

\

« ActiveMQ 5.15.13 IR A5
« BIE Amazon MQ for ActiveMQ 5| Z x4~
 f£/ Spring XML #HAERE R

2020 £9 A 30 Amazon MQ BEEEM CKHE) EBEEMH, WFETHESNERER ,
A Amazon MQ [E 13 2w B,

T
¥
8

2020 £ 7 A 27  EAILAMERARETELE Active Directory SREAth LDAP fal RS Y & A E R KB FE
| Amazon MQ A&, Bt LiFHig, MERFAIEH Amazon MQ EAE | A5
REZBANTHIEFT, MEFMER , FSHES LDAP E ActiveMQ,

2020 £ 7 A 17 Amazon MQ BEXZE mq.t3.micro #HITEEER, MEFMER ,
=] BBroker instance types,

2
*

2020 £ 6 A 30 Amazon MQ X ActiveMQ 5.15.12, WMNEFMEF , F2ETIRE

=|
« ActiveMQ 5.15.12 iR A {5 5T

« &I Amazon MQ for ActiveMQ 5| Z ik~
 f£/ Spring XML #HEERE R

2020 £4 A 30 Amazon MQ %18 broker TR LW FEETHK systemUsage . WFEFH
H B , 552 [EsystemUsage,

Amazon MQ t2%#2 kahaDB ¥t & LW ={E#H B4,

« journalDiskSyncInterval -%&# journalDiskSyncStr
ategy=periodic , EEARKHTHERSHER (E¥).
« journalDiskSyncStrategy - BREMRRFEZSBUR.,

« preallocationStrategy -HREREEINSNMAEATZEMAFTER
i, AEERERFER

nliH-

MEFHMET  F2EBM.
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https://activemq.apache.org/activemq-51513-release
https://docs.aws.amazon.com//general/latest/gr/amazon-mq.html
https://activemq.apache.org/activemq-51512-release

Amazon MQ

FMBABER

Date

20206 3 A 3
H

20202 A 4
H

2020 F1 A 22
H

2019 £ 12 A 19
H

XHEH
Amazon MQ X EME#THY CloudWatch 151&

« TempPercentUsage - FRHAMASEANAAERRTE DL

« JobSchedulerStorePercentUsage - EHHRESRENEMFEHNVHE
ZEEBES T

MEEFHMER , 52 B Monitoring and logging Amazon MQ brokers,

Amazon MQ EHEZAEE (FE) MAR (BM) BERME. MFETHESNE
BEF , 526 AWS [EiHEdin R,

:I:I'*

Amazon MQ X1 ActiveMQ 5.15.10, WNEFHMEF , F2ETIRE

« ActiveMQ 5.15.10 WA fE st
- &I Amazon MQ for ActiveMQ 5| Z iR
« £ Spring XML 4R AEAE R

Amazon MQ EEEMN (HEFWE) MEEM (BERE) EERMH. WFETAE
ijﬂ’]*ﬁggﬁﬁﬂ nﬁ E4 Bﬂ AWS Eﬂiiﬁi EE
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https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region
https://activemq.apache.org/activemq-51510-release
https://docs.aws.amazon.com//general/latest/gr/rande.html#amazon-mq_region

Amazon MQ

FMBABER

Date

2019 % 12 A 16
H

2019 £ 10 A 18
H

MHER

Amazon MQ X #E £ H Amazon Elastic Block Store (EBS) By i EH{E(t
HRERN , mMTA2EARREEXREFHTEE Amazon Elastic File System
(Amazon EFS), EEXABZEATAERENESMAENEEINEE , FEM
Amazon EFS, ZEZFAEKIEEMSEHIEE , 556 H Amazon EBS,

/A Important

« BRABEAE Amazon EBS #E mq.m5 REBEA BT ERER RFIEE
58
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2019 F 10 A 11  Amazon MQ BEXEXEBIEEEGF NI EAEEZZE 140-2 (FIPS) A
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WEFBES , FSRTIAR

. ZEBBEFEEIZE (FIPS) 140-2
« Amazon MQ [& 35} &2 i B

20199 A 30 Amazon MQRESEFEBSEFTHITEREERERRNERENNIIEE, W
H EHMEN , 5528 UpdateBrokerInput B hostInstanceType B
F DescribeBrokerOutput B pendingHostInstanceType B,

2019 8 A30 SLREAUEIFEATENHEAREENEIBBNTLEE , URER
H UpdateBrokerInput EZEHE,

2019 £ 7 A 22  Amazon MQ E& AWS Key Management Service (KMS) 4 , L2 @RS
=| W, BREVLUERNECHEFZE CMK , fE AWS KMS tkRFH#EHA
AWS %: KMS %ﬁ%o ﬂu H¥I%H§EH r-lﬁ 2 % anJ[]'T-‘ﬂéo

Amazon MQ XEL T HREH AWS KMS £18,

« AWS #EEHK KMS €58 — €885 Amazon MQ ¥E , TEELHVIREH,
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° Eﬁﬁﬂﬁﬁo
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AMEBEHRR., WFFMER , F2EEFHMConnecting a Java application
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RESRIRIR A MBE AV B SE K (MFFHFMEN , F2 8 CpuCredit
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R A T SBA B ERMA TLS
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* MQTT over WebSocket
» OpenWire
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+ STOMP over WebSocket
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