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fEER AWS Certificate Manager ?

AWS Certificate Manager (ACM) IREE Y, REFMENLBEMFIE SSL/TLS X.509 BEMBH
B DURE AWS R FEARR, B EREEER ACM #1TEBE , IIBE=ZSBREA
ACM EEBRFEHF , BESK AWS REREEABE. ACM RREUUREE—PEHEE. ZEBEAE
8. BAFAHEERNELAENEES. ACM BRAFABREAIUREBETRYMEN F@E., BB E
HE #EH ACM BE AWS FA%H CA |, BUEERSS PKI WEMMEEA.

® Note

ACM TERAREI Web fARES. MREELERE Amazon EC2 HITEE LREBINEZ LM
fRES , BESBLUTHEFMIER : /£ Amazon Linux 2023 E3%E SSL/TLS,

&

- XEHE

- BIEE AWS Certificate Manager

« AWS Certificate Manager #&:

- TERFESRERN AWS BERK ?

> &b [

ACM EHiHE X1 IPv4 F IPv6, F5iE5H AWS —ix2E hfy AWS 215 B i 25k AWS 215
RIRTH ACM AR,

ACM HHBEAEEHMER. ZEHZE AWS EEFHERTEMAIEE B (FQDN) 5 —#8 FQDNs
£ F B A Elastic Load Balancing F/&# , B4 AR RIEABEEHHNEE. EFEHA ACM ZHNE
F RTNEVEASARYSENRBEEETINESAMEERE. CELEEHBERER.

= E# B Amazon CloudFront £/ ACM B , B4 EAREXEIRI (S EEiLIB) BEFERIEAR
&, LLEEHEE CloudFront 2 #ifEEIEERY ACM B , @M EFMEAR D MRENHIENE,

XEE fRZ< 1.0 1


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2023.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#acm_region
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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HI E{E AWS Certificate Manager

WMREFEHA AWS Certificate Manager& 3 SSL/TLS B , IEEXNENER. BREALAHT
MU REARENTEY AWS WEIRNE, WERHE ACM EEBEF , F2H AWS L ERAWS
Certificate Manager fR#& EE B H.

AWS Certificate Manager #f.=

REIRM FANBLSEZ AWS Certificate Manager,
FHE
+ ACM B&
« ACM 1 CA
* Apex #8135
- JEHBERNEE
- BREREEN
- BEEHERLE
- WMEBBRE
- BEAARRE
« NEMER
- EEREHEME (FQDN)
- BXFEREABE (HTTP)
NESRERRH (PKI)
» Secure Sockets Layer (SSL)
« 2% HTTPS
+ SSL fAREEBE
- HBS|/MEE
» Transport Layer Security (TLS)
i3

EfE M7 1.0 2


https://aws.amazon.com/certificate-manager/pricing/
https://aws.amazon.com/certificate-manager/pricing/
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ERAEER

ACM &%

ACM EE4 X.509 % 3 R EE. BENERHRA 13 @A (395 X) , ¥BETHEMIER,

- EXRE - EEBRREE
- REMBSRIBLNT - XERIEANBEERENLATRBEN LR,

= =]

=

(==

FoRd 4B (CA)o

- TRESVBARG - BRI T SRELFERNEE.
- TRER - ERRNRNBEHILFER/HAER,

- BREWBER - RTEREALTHAEENRRA  ALEEREEN —BHZERRZ.

« CRL 7% - IEE AHIS CRL B E.

ACM FREEITREMM X FRLUA LT 5H

Certificate:
Data:
Version: 3 (0x2)

Serial Number:

f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e

Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Example CA

Validity
Not Before

Not After :

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

Jan 30 18:46:53 2018 GMT
Jan 31 19:46:53 2018 GMT
Subject: C=US, ST=VA, L=Herndon, 0O=Amazon, OU=AWS,

Modulus:

00:
69:
e3:
az2:
43
08:
03:
b5:
ak:
05:
bc:
68:

ba:
4e:
94

ca
20

26:
96:
b6:
77:
Ch:
32:
09:

ab6:
e9:
of:
:0a:
cef:
73:
6d:
36:
96:
56:
7.
75:

8a:
:26:
85:
dd:
07:
ab6:
3f:
7c:
cO:
44

ea

ab6:
b2:
2c:
f8:
d5:
86:
3f:
az2:
50:
19:

aa

6a

:91:
04
41:
7f:

5a

d7:
ff:
36:
96:

72

:e9:

4b:ac:

Ob:
d5:
6b:
co:
reh:
22:
18:
65:
e2:
:6f:
42:
c6:

63:
31:
8e:
57:
1f:
c2:
ab6:
6f:
02:

8a

f5:
33:

e8:
54:
as:
53:
di:
4f
Ob:
2e:
94
:8a:
4.
90:

08:
f5:
cl:
0b:
25:
4f
36:
82:
64:

al

de:
ec:
c8:
o9f:
24
86:
c5:
73:
f0:
:f3:
1lc:
97:

9a

8c:

Ca

cb:
co:
b4:

4a

72:
4f:
1f:

3a

ee:
:7a
od:

:e7:
be:
3f:
70:
:81:
Qe:
78:
c7:
:df:
34:
174
dl:

CN=example.com

59:
af:
1lc:
78:
ab:
11:
bc:
95:
e0:
47:
1d:
eb:

ak:
27:
ac:
d5:
d5:
95:
51:
85:
76:
14:
e5:
8a:

ACM B

k7 1.0 3
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ERAEER

Signature Algorithm:
03:
60:
fo:
3c:
6d:
b0:
3c:
:dé4:
27:
:6e:
e5:
8a:
04:
f3:
b9:

69:
69:
8d:
76:
cb:
dl:
e9:

17

94

8a

03:
L4
as:
8e:
12:

02:
5a:
59:
40:
e2:
08:

f3:
15:
25:
6d:
bf:
73

Exponent:
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Authority Key Identifier:

keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42
X509v3 Subject Key Identifier:
97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8

3e:
68:
e0:
3a
c9:

655

01:
75:
37:

:55:

b7:

37

83:
42:
8e:
36:
fe:

8d:16:f6:40:39:21:be
3e:f0:0d:54:16:ed:9a
6a:6d:99:0a
8e:60:5b:d6:0d
9e:2a:f6:f3

af:

22:

(0x10001)

X509v3 Key Usage: critical

Digital Signature, Key Encipherment

X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS Web Client Authentication

X509v3 CRL Distribution Points:
Full Name:
URI:http://example.com/crl

15:
a7’:
8f:
9d:
cd:
Te:
41:
80:
62:

6a
3a

cl:
al:
a7’:
35:

Oc:
33:
b5:
d4:
do:

ba

2f:
41:
84:
:9d:
:90:
fb:
di:
as:

d5

43

fb:

df:
35:
e2:
:80:
15:
15:
d8:
ad:
8c:
9c:
1lc:
77:

75

ag:
b
78:
az2:
2f:
99:
a7:

98:
b8:
bc:
33:
46:
26:

9a

53:
red:
6f:
76:
76:
75:
57:
71:

c3

as:
88:
5b:
1f:
26:
:5f:
78:

90:
7b:
c9:
fe:
41:
74

9a

30:
c6:
02:
29:
19:
dd:
4d:
:dé4:
le:

96:
ab6:
08:
c2:

Qa

63:
b6:
18:
11:
cd:
92:
33:
b5:
9c:
:5f:
f0:
08:
40:

4a

b2:
b6:
72:
67:
7.
b0:
45:
e3:
e0:
dl:

d3:
bl:
:5b:

da:
b8:
65:
80:
26:
bb:
17:

48

0b:
a5:
:31:
89:
38:
9e:

sha256WithRSAEncryption
39:
74:
al:
e2:
16:

fb:
ab:
bb:
29:
c5:
Oc:
3e:
:8d:

fa

4f
65:
81:
9.

ccC

cc:
32:
53:
b9:
dc:
32:
f2:
b5:
194
do:
60:
b0:
57:
:d5:

:8d:7d
:b4:06
:42:bb

8f:
c2:
af:
fe:
81:
dd:
f1:
od:
cc:
b7:
d8:
6f:
62:
2c:

48:
ao:
2f:
c9:
40:
68:
45:

86

9c:
07:
10:
c3:
97:
c5:

as:
98:
143
42:
3b:
69:
6b:
:dé4:
ee:
f8:
fc:
04:
10:
27:

3a

:1la:72:
:8f:94:
:78:0f:
:ajd:ac:
:94:3e:

ds:
ec:
ea:
ab:
b7:

46:
c6:

52:
e3:
08:
e7:
7d:
3a:
1lc:
36:
0b:
42:
c3:

ACM B

MR 1.0 4
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ACM 1R CA

ACM BITH LAERRERBEBREZN TS Amazon 18 CA ST HEE -

PRl E B mEREE

CN=Amazon & CA 1, O=Amazon, C=%E 2048 {1t RSA (RSA_2048)

CN=Amazon & CA 2, O=Amazon, C=%E 4096 1T RSA (RSA_4096)

CN=Amazon & CA 3, O=Amazon, C=3%E PEEEE AR 256 Lyt (EC_prime256vl )

CN=Amazon & CA 4, O=Amazon, C=%E PEE == 4R 384 st (EC_secp384rl )
ACM 1T RFBHFERREFIR2E CN=Amazon & CA 1, O=Amazon, C=US , iEA[{21 2048 {u T

RSA Z&t, HiiRREMBEFER. FrER# 2 M Starfield Services Root Certificate Authority /&
BRIEE,

WMEFHMER , 2B Amazon Trust Services.

Apex #13

A2 REEE.

EX BB INEE

BYHBLRNEEZRE , FEBNELZEATRERRBEE ZNERRNEZNBERNS, Hb—ES

®ANE K BEEZSEN X509Vv3 BF., Z—ELB8ANE K BEHREREWNNLE, X500 BEDH
FRE EIEMER (BEXB)NEIBREZTLELE,

ACM BHEE X.509 SSL/TLS B , o2 EMAUENE D %u%ﬁ%&ﬂﬁiﬂﬂiﬁ%ﬂ%%* BEHDEENLES

i®. ACM 248 AWS KMS key RINZFE LB, MEFHMEER , REELELSEN LM,
BRREEN

BRERERRE CA) RRTHRAUBENER, XL , R RNHUBRERRRE I1SO X.509 &
#, CARITEEENBUERRE , UHIBREIBN IS I RZS I BEEBETITENLEE
iR, CABREEEERREME,

ACM 18 CA k7 1.0 5


https://www.amazontrust.com/repository/
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BREVPERHK

ATHREXRMBTHHAEARN CA BITH SSL/TLS BF , RERERERALEIRTHLE
BELSACHKERREVRERFT, MEALBERLHE. WEERTEREH. RCENBEEEFEHE
BERPEEER,

BA L ERBR , MBRRALNRERITEESERENER. BYLIER Certificate Search F ik
BRME RS,

£ Amazon CA AZWBE/T/ABETH SSL/TLS BEY , c8 BB ERIEL=HBRHZFEHR
ERFMARES. ELARSEEEBEMAELEERNE , B CHBNRIJEFHBE (SCT) E=E
Amazon CA, A% , CAE# SCT BAREH , HERFE , URTHRE, FREBLEIREMREM
X.509 HE{#,

X509v3 extensions:

CT Precertificate SCTs:
Signed Certificate Timestamp:
Version : v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...18:CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)
Log ID : 87:75:BF:...A0:83:0F
Timestamp : Apr 24 23:43:15.565 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C

BRE\ELHZSELFERIBOBIRREDINT , RFLEFERL, NFERRHNFMER
BIEUE A BFEERE LI EE.

MIFE BRI

WEEBRE (ONS) RREBI»BATERSA , BAREEIBEREEILERBENERTNHMBE
R. DNS T ERAMEXZMAEATE (HIW aws.amazon.com) B#EEFERA 111.122.133. 144 BIE

3
¢

BRBEARELH hR4< 1.0 6


https://crt.sh/
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FIP (RREREAGE) thit, T8 , £B1EHH DNS ERETE - L HMAERNRHK, flm , &
#EIB ACM FRBER , WEAEA CNAME e RKaE LM E R EERE. nEFRER A6 F2
BAWS Certificate Manager DNS B &%

M

BIEEBETHAEZERAE (DNS) Bt A IP it XFF&H |, HlI www.example.com. B
B (DIEERMEE) A IP it MARNFER, REEBEsZETRAER , YA HER :

TLD

BRAEENEBBAEEMRIE (TLD), FRMNEHIITIE .com. .net M .edu, b4, FMEFRLER
R/MENER TLD AXER/MEZBNES , BARE HER). Hla0: .uk RREEH, .ru K
REH , M .fr REXZE, FAEE HER) F, TIIDNE-_BEEFANSGMERNER, 4
W, .co.uk TLD RREREMWEELE,

Apex #8135

Apex BEEZBEERERATEEBRE., ¢tHISET HER) WHBEER , Apex BiEEZEH
REFZMERERNRBAER WMRA), Apex BEFTEFRE BSEUTEE), &
www.example.com # , Apex fBIHHZ A example.com, £ www.example.co.uk # , Apex
WBIEMNE B A example. co.uk, HMEEFEANIE Apex BB EIHE base, bare. root. root apex =,

zone apex.
FHEE

FRBEBE Apex BEERBAIE , YHARERA. RERNFREIZEBA ww , BEATUREMFSR
B, TRDEBUALEEZEER. HlW0 , £ jake.dog.animals.example.com # , FHATAK
F#%A jake. dog Hl animals,

ick e
TS B A
FQDN

SEEEHER (FOQDN) R B0, vt HE S 2 ER AR EENE RN TE DNS 28, fln
aws.amazon.com & Amazon Web Services # FQDN, FQDN @&FrE#E , L ZEERE.,
flgn | [subdomaing].[subdomain,]...[subdomain,].[apex domain].[top-level

domain] fX%& FQDN B — &&=,

wmEEE A 1.07
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PQDN

FRENMESZBRAII B (PQDN) EFHME, [subdomain;.subdomain,.] E&RHNER
B PQDN , H A& LIRS,

IO % 2
MBRREERREEORF. REEGRELRFIREFAER. RNBNENBEBAMXT , &

MERBRANT. MEBENERBEEBANEXF, AFRMNEARSRENFAE HTTPS IEEEAER
ENER, BELIERSMNFENBRAMNEXF (NEF) URAEINE X FERERIGH T (BF)
MEZESEF. ENFI@EFREFT  REZEEATR, ERTURLERILE.

SEEMAEEE (FQDN)
B8 BEEBE.
BXFEHEAGE (HTTP)

BXFE@EFAIGE (HTTP) R£REFMERBANER, TR ERAEXBEEAGE , IXBRE
BEARER, HTTP EAFin-AREFER LiEE , Hh Web BIBERBETER Web ARB[FRER
MAFR, FERAERREEAHE A HTTP @BVRESERFR , MAERELNFRNER,

£ ACM BIAER |, HTTP AIfE3 1T SSL/TLS BEBANBERFE., LWEFF K ACM EIZ{EE HTTP
ERREFEEEAE, MRS EROESLEE RN HETR T HBEN =S,

EFEHE DNS BB BRETRE , ACM BEFHELEHEMN ACM 21T HTTP BEMNEFE. k2 | &
LRFEFEE CloudFront TR FH EHRTHNEE, EFEALER ACM KR, ERNEEELER
% , BYIAEITEH ACM # CloudFront 2B B S ERE,

HMAHTTP BEZfEA , BREMLIE  e8UXFEREN, ATZ2BHA , A HTTPS (HTTP
Secure) , EEfEM SSL/TLS BABERMBEER ., MFRLBEANFMER , F2H £ HTTPS,

NESBERRE (PKI)

NAETRERRGE PK) 2—EEF, RIWNBERNRE , TEBLERBETLELER, £ ACMIR
B, PKIEBVERENERT, EENRETPHEEEASG, PKIERA-HRBREEZR  BRSHN
NEER  UARBBEFERENALAE SR, LRRAFRLENER, UBENRVERNS 7R
o

ACM E1F PKI BERE . ERXEBRBREME (CA) , ERTFENSFE=77 , IRHBNLER ,
BAETRBEEVEIEBFER. ACM 1T X509 BF K HYEZ=8HE, HAASRNBEAN

DR A0 R 2 M4 1.0 8
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HENMEEES. cEREBRIENTRENBY , 9FR7T. BONEE. ATHABEFRNGE
t, ACM XEZELARBFMEABERRE , H120 DNS BEMN HTTP BE.

BBFA PKI, ACM A1 A AWS BRNEARAMAZREH HTTPS EiR, BURENMNEBEA, 1t
ERZREHNEZEZBREERERCENNEEYE, TEHTNEENEZREE., WF ACM WAEHA
PKI BEHMIE N , 5528 AWS Certificate Manager B#.

BB

BERERE CABEUNIEZEHM CA ABRERR FRRNKEBEEA, TE CA FURMR
CARHLRE CARRE A LFHBEE, HERRN CABAR CA, HEEBARER., WERER
REREE,

Secure Sockets Layer (SSL)

Secure Sockets Layer (SSL) # Transport Layer Security (TLS) 2 FiBEMAREHEBA LR LN ME
BIAWE. TLS WETH 2 SSL, MERFER X509 RRHARSFETE»BE. EMEEBAHERE
AFmMAREZERSHBELR  ZERAUAREMEER ZERBNERET N,

=4 HTTPS

HTTPS fX%& HTTP over SSL/TLS , EAME X ERBEEMAREFZIEN HTTP Z2 KX, FIE HTTP
ARNEEESENE , BEXIMER, HTTPS &4 HTTP B EHEEE, FEHBM X509 BEH
mEZH . HTTPS MEEAXREA "HRRKEHEER (OSI) HE ), MER HTTP EAEXEARS
R TCP E@mEMNMERZELE, R£EMMA Secure Sockets Layer (SSL) BEAHE S Transport Layer
Security (TLS) @A E.

SSL falfk2s J =&

HTTPS XZFEMMRBBE , TReHARF[ETH O BE. AKRF[ERR X509 v3 ERER , BB
EPHNARTRBEERE IR, SSL/TLS BREHBEREME (CA) H£E , 22ARFEHE. BN
B, 2F2R. BEREES,

HBESR/INF L
WRESHNEAERARNSRENBNRBRLERN ., BHSMEYBSBMEE,

Transport Layer Security (TLS)

5528 Secure Sockets Layer (SSL).
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=1

TR Web BIEREERUNE S , BERLARRERUENEE. T8 , JERREELEBEAL

CARBENEE. BABREREME CANGEEF=ZTERBAUNE S , AKCHEBNBLEE

4

R EERS, AR AERETREBNVESE  URIHEUNS D, NRERIRY , HERSE

ML 5 R R RS E B R o

TEEFEERERN AWS BERKE ?

AWS RHMEZRRGBHEZE X509 BENEF, EERESEERNZRIE,

1.

AWS Certificate Manager (ACM) — LtIRIEERARFZEMEA TLS WEE Web FENGER

F. ACM B 238 Elastic Load Balancing, Amazon CloudFront, Amazon AP| Gateway &
fbEE AWS RBHE. EERNEERAREERAREERNZENERME. ACM 2B BHE
HENSBEIN RS BB ReEEEE, BREMALIRKHERMNE.,

. AWS FAF CA- LIREERARE AWS ERARELNESHRERERE PK) WEEERF |, MHEARBR

MEEM. £F AWS 708 CA , LA UEY BCHBREREMIE (CA) BE , URTERERBEME
A&, Bk, BRAEX, R¥. ARSNEGEE. A8 CA BITHERBEZEBRMAI LEM,
WMEFMER , F2E "AWS 78 CA EAEERM. .

B
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AWS Certificate Manager B &

ACM 8EENR. RENEANER. BEAREYEERBEIABEENLZELEN. EAILEE
& ACM FBRLFREENEE ("ACM BE.L ), EAE=ZARITHLREERE. SHAUIEERE
ENER. FEMEBEBHAD PKl, B URTHILE SR REME (CA) BELH AWS 48 CA
EEN ACM BE. CA AU EMNIRFH , BB HMIRFEEHLA,

® Note

NE ACM BE AT LA L EEERES Nitro Enclave B Amazon EC2 #i1T{EEE L , BEFREARH
ftl. Amazon EC2 #11T1E88., WMF 7R UMMIEREREZE Nitro Enclave B Amazon EC2 #4718
B FEREB/I Web AfRSS , 552 HZERTE | £ Amazon Linux 2 L& % LAMP Web Al iR
BB RE . £/ Amazon Linux AMI 23 LAMP Web fAlfRES.

® Note

HAME CAZENBERRTZEE  AERREEEL AR CHRRERAFHEEFHE
o

EEMBRBITERE  BEAAWS EEEES |, W https : //https://console.aws.amazon.com/acm/
home BRK ACM £#2&., HIRENEEE |, EEIF Get Started (FHREMA). BH , BFEELABES
¥ H Certificate Manager =% Private CAs (A8 CA).

&

« FRXXE LA AWS Certificate Manager

» AWS Certificate Manager /2 8 B &

« FHFERFE AWS Certificate Manager

« % BFEEAZE AWS Certificate Manager

« FIHEB EENEFE AWS Certificate Manager
« MR AWS Certificate Manager B&FHE A
- MiBRE EEHEE AWS Certificate Manager
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
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X E LAEA AWS Certificate Manager

iEiB AWS Certificate Manager (ACM) , &BAILAE AWS UL BEBNAULNERAEXMEMEE SSL/
TLS BFE. EBALUERA ACM BUREARE , ARMUERE, BXAFERAHEM AWS RIE , £ RFLD
EIENRAURERAER, MERATHE ACM BEWRE , F2H8 E ACM EEHE®K. ATER
SWER ACM ZHIEEHITHIS R,

ES- |

- EEf AWS IRF

- BEVEREEFHENERE
- EEfft ACM KViBIZ = B

« (EH) 5% CAA FCs%

S AWS IRF
MBHEH AWS 1RE | BB TS BREYT —E.
S AWS tRF

1. BARK https://portal.aws.amazon.com/billing/signup,

2. FREfEMRLETRET.

HoEMEFFEBRE , Y ESHRERE A RIS,

EEGEM B AWSIRF , AWSIRFREAESREY . REAEFRTFIIRFFHIFRE AWS IR
¥NER. FRZERAER  FREEFIEERGERASE  YEECRAREAERUTER
REMEFIENEL,

AWS EEIMEF TR R EEBERE FEMHH T, BT LAFER 8 https://aws.amazon.com/ %
BRENIRE , LR EEFINIRFEBYEEIRS,

BYEREEFIENERE

T 2% AWS tRF |, B2 AWS IRFIREAE. BA AWS IAM Identity CenterFfl1 22 3 B H
L UKEBREAERARBETE,

e
it
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REEZH AWS IREFARFERE

1. EEREAELRHA AWS IRF SN EFEHubut , SUIRF B EAWS Management Console &
ﬁj\ﬁk o E-F_EEF , iﬁliﬁﬁlggﬁl%o

WELEAREAZEZANRSA  F2RAWS BA ERAEEEPNIURERAES I E A,
2. BERLNBREREIRF LRAZEEZRRE (MFA)

, m2E (AM EAEER) PHALHN AWS 1RF REAE (FES ) MAES

S
MFA &£&,

BYEREEFIENERSE

1. BA IAM Identity Center,

MEET , FZE (AWS IAM Identity Center £ EIE®) PHIEA AWS IAM Identity Centero
2. 1£ IAM Identity Center # , i EEEFRERFEAE,

MEME A IAM Identity Center B ﬁ W59 KENHBRE , FSBAWS IAM Identity Center
(ERAEER) PHEAEREREMSHEFIIAM Identity Center H #%,

UERERFRENERAESSEA

EEFERAEH IAM Identity Center EAEEFE |, FEEMAEIL IAM Identity Center A EHREIAE
BEFE bt EE URL,

MFEAFEA IAM Identity Center EAEZ AWRE , F2HEAWS EA ( EAEERE) FHEA
AWS FERA O#8YE,

EREFIEREMERE
1. % IAM Identity Center  , B —EFF I £ RE/RERAKEERNREER,

MEETR , F2E (AWS IAM Identity Center A EIEE) dWELHFAE
2. BERAERRERE , AREZFEERE —EATRE,

WEER , FS0B (AWS IAM Identity Center fEFEER) FHFIEEE,

BYEAEEFRENERE fR7< 1.0 13


https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
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https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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atflt ACM WiRiE & 18

TEPHEE (FQDN) SMARER CABSSEANE—SE , AEEZEERESERS , §l0 .com =
.0rg, MREREEIMMNMEERE , WLUER Amazon Route 53 RS HMEEMEEM. &%
FeEaMEnBLRREREEEE, BEEBEMEERE—BRE , flnX 28N —FImE,

WEFEiB Amazon Route 53 FEMBE B BIWFMERF , 2B (Amazon Route 53 FHE A BEFE) #
B {EF Amazon Route 53 @B E & 1,

(M) f’XE CAA Fck

CAA S EREAWEBIREEN (CA) ANER FHEEHHEBRE. EUEACM HBEEMAN
CAA L& R BIABh LLERERRY CAsRBRVEERTERRE . CAA RETRBNBENBEREENMIEEN
ZE2ER , BB EREIARETENER,

£ ACM EBRFBREFPRIFLNME 2R , CEMEREBFE CAARLHK , UBRECAUAKRRT
BFE. E CAA BHERERAN.

ERRE CAA RCERE | FBERATSIE

EE ACM BEXE tag MILWE, HILERER 0,
B®

tag M T ARUTHAP —EE, FEE , iodef ML B B4 2B,
issue

TRRIEIE value WL FIEER ACM CA EEREAEHNBE D FBERITEE.
issuewild
RINEIE value B FIEEN ACM CA EEBREAZNBEI FREZITEAFTAER. BHA
A BRREARPER FHEEREFEE, IR MREFHEER HTTP BE |, WEREST
HA K RAHTTP REBETXEERAFARE. SHIHEAFAEBHE , XA DNS SiE FHH R
Fo
=]

LE A Y EBURR tag WML BVE, ELEMBIR (") FBELE,

HEfEEEE W< 1.0 14


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
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E tag & issue K

value L2 E CABEHERE, WHBUTTLLEE Amazon CA LA CANETE, TiB , MER
REBELLTHE Amazon CA HA— A CAA 528k , ACM FE LA BEE D FHEEEITR
=

e amazon.com

* amazontrust.com

* awstrust.com

- amazonaws.com
value B AT B E S () , RIRTEAEM CA BENBED FRERITERRE. MREE
HERBMAETEEERARERIRITERR , FERALRAL.

E tag & issuewild B
value #{ZEd tag & issue BIVMEE , AREBEEAREAFTEE.

ZFELRE ACM CA {EHRY issuewild CAA 528 , ACM MiE LB ITEMAERFTT, R
issuewild N1F7E , \BH—% ACM i) issue CAA iC#% , FEBE ACM LEFAIRITEAZFE T,

Example CAA iC$& &5l

FEUTESFR , BARENBEHETE , AREEHEE (CAA), flags M —EA 0. tags ML AT L2
issue = issuewild, INRFLA issue BIRTE value B FE A CA RIRSIVMIZETE , Bl CAA iB#k
RRBIEENARSECEF IR TEBERNER. MREE value BIFEA DR """, Bl CAA SL&&X
RARFHME(T CA 2178 %, CAA SCHEMHERER DNS #EEEME.,

/A Important

WRIBETEEE CloudFront EA HTTP Bas% , AIFEEERIE issuewild 528 , A HTTP B
TXEERFZARTE. HNERAFLRE , 50H DNS HE FEH4HE,

Domain Record type Flags Tag Value
example.com. CAA 0 issue "SomeCA.com"
Domain Record type Flags Tag Value

(EA) E CAA itk hR4< 1.0 15
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ERAEER

example.com. CAA 0 issue "amazon.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue "amazontrust.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue "awstrust.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue ""amazonaws.com"
Domain Record type Flags Tag Value

example.com CAA 0 issue

WEE AT S Sk DNS SRR FFHEA |

s AR 8K DNS #/ERS. Route 53 X CAA k. M

RIEH DNS HHIER R Route 53 , 5520 CAA B LA THREMEN CHEMNMERNA.

AWS Certificate Manager 278 B &

ARAERECR , B EARRREHER , MPFTREFE AWS Certificate Manager 28 B FE 1
HBEE.

E ACM BRETRE X.500 B , AR HIN THIZHRH

- BWLLAERANTES ODNS RENETERE. WEFEFMEN , F2REEEE,

- REE  #HENE  BRLESWERENLAR 2048 Ut RSA, 256 {uThY ECDSA = 384 fiT
ECDSA,

- BRHER  SESRNARHRES 13 @A (395 X).

- BHACMEE 11 EARBBERBNRLRERRE.

EEEWLUEM ACM RIFRSIREBGRE , BHSKREAERTHBENTR. BBELRGRIR &
AHEBEFARMARNEE, BELSENEGBEER TR, IREEERBEFEIEE , F2EE
BEBRETHEDH.

ZEFHA BFRIE PKI HEE AWS FAH CA |, F20B £ DRI EEFE AWS Certificate

Manager.
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/ResourceRecordTypes.html#CAAFormat
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ACM REN LN EBREE T IFHEMRE, ELEBBRAN ACM RENEE. SMTRTERAREA
i

/CARAX O

BERMEAENXEE

ACM B2 Google Chrome., Microsoft Edge. Mozilla Firefox 1 Apple Safari EFiE X ERIEES
fB1F. FEB TLS £/ ACM BEERZHLE , ABXRFHETEHEEBE TR, Java L EFEFE ACM R
o

BERBEMNNEE

&EiB ACM BERHANEBERE Amazon Trust Services , Amazon SEN LN B BEZEME
(CA)o Amazon 18 CAs 1 E 4 K Starfield G2 IRBEFIREMIE — G2 XX EFEE, Starfield R
Android ( Y Gingerbread XA ) M iOS (4.1+ ix ) EZ{EE. Amazon 2% i0S 11+ 51,
‘B¥E Amazon B, Starfield IRV BIEE. EARARNOSesHEE ACM KERE.

ACM EBH# CAs ZEFRITIERRIFERER , YRBEIRERE (RSA = ECDSA) FEiis
o FIRLLFERGERL , ACM N2 CA BH.

HEERE (DV)

ACM BELBBEHSEE  ERBEHEE, BHRKACM BER , X EXRAMEEERENHEE
R HE, SR LERE 74 DNS BEBHEE., WRFMENR , FSBAWS Certificate
Manager & FEE8 & R AWS Certificate Manager DNS B&F& .

HTTP %%

ACM £ 21T/A8 TLS BE LA CloudFront EAK X E@EHBEEEBRIN HTTP BB, ItH
EMER HTTP EE [ RFBABEBESE | WIRMEELIN DNS BRENW B BHEN, HTTP BB &l
HBEEIB CloudFront 2 frfE A FEThEeE A,

HTTP EfEm

HHAHTTP B83% , ACM 212/t RedirectFrom URL fl RedirectTo URL., EMHEFZRER
RedirectFrom Z| W E#HH BB RedirectTo , A RE @4, RedirectFrom URL BEEE
FHH1E , T RedirectTo $E[H CloudFront ER R EH I SH —EBFFZTM ACM &I E,

&L

MEAM RIEEEN ACM HHEEEE ManagedBy MU FERZBRBENE 2. HRIER
CloudFront fEf HTTP BRI RFE , LB EHE R "CLOUDFRONT, ., EXEBERELER

45 MEFBR MRA< 1.0 17


https://www.amazontrust.com/repository/
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CloudFront {8, ManagedBy #{u & H £ DescribeCertificateF ListCertificates APIs 1, S &%
ACM EEAHPNBRREFNFHEEFAET L,

ManagedBy ##{uE2 "WE, BHERK., R CloudFront ZERE , LB BE MR IEHHN
& AWS , £ REEEIR CloudFront AP #iE BB EFE Z EREEFH.

AR CA Eift

Amazon AIREEETBHNBER THLEPHE CA , UHEEML TEERRE. ELEFEFSTER
F. MEFHMER , F260 "Amazon 5| EBRPEBERERE, .

MR Amazon & LL1E CA , EF BB EERERLE, Amazon SEHAFE TN A EZRERH AWS
ZF , @% AWS Health Dashboard, E ¥4 B2+ i & 5 &K 1B MY B A% o

PR S R B A 17 B
BN R ERBREMAEM OCSP M CRLs REEMBMBFERA. REFFHARAREERIIN
HA, FRERFTE LK,
EREL URL BRAF T&ERE B HERE
+ OCSP

http://crl.*.amazontrust.com/*.crl

B () RR—FSEREBFT , B (7)) KRE-RHF T, MER #) AREF
EIWEEE

BEVEETEREZNSM AN, ACM XEIEL RSA fl ECDSA N ESMEE L !
« RSA 1024 7t (RSA_1024)
« RSA 2048 {uJT (RSA_2048)*
« RSA 3072 fist (RSA_3072)
+ RSA 4096 7t (RSA_4096)

45 MEFBR MRA< 1.0 18


https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
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- ECDSA 256 {5t (EC_prime256v1)*
« ECDSA 384 {uJt (EC_secp384rl)*
- ECDSA 521 {3t (EC_secp521r1)

ACM Tl BAMER L E SR (*) RERREERBRITBRE, RMREEZEBARNEANERE.

(® Note

HHAH AWS Private CA CA EEBMFAE PKI BFE , BBEEEXY| (RSA = ECDSA) #4&
BE CANLRSIEE LR,

ECDSA ¢RI EEHEZ MW RSA R F/NEFEEENE  BXIFFMERKAF RS XE
ECDSA., WWERRWMmE NIST , b8 RSA #1 ECDSA €8 kN (UUTAEN ) NESRLHE
E:

HBREENEBNR M

REMEE RSA &8 K/ ECDSA £ K/
128 3072 256
192 7680 384
256 15360 521

RLWER 2, EPEMNBFRENRE AR BHEE., 50, 3072 L TH RSA £ F 256 (1T
ECDSA €85 a1 74838 228 Al s n T HaE R,

MERBFEE LN |, 828 AWS ZPEHE E W54 F £ FH ECDSA B3 AWS Certificate
Manager.

/A Important
EEXARBEAFHERIENEEENER/ AN, XESREBEBERESEA IAM X ACM
MEMATE. MEFMHESR , F2RESERBEHI G
+ $t¥ Elastic Load Balancing , 55288 Application Load Balancer #J HTTPS #EZEiE=R ),
« &¥f CloudFront , FF2 R % X &M SSL/TLS HEMER.
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf
https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html

AWS Certificate Manager EREEmR

ZERONEE

ACM 2EE ACM BENENNME. BBENEEINMLBERTEHR. BENBEHNEHE
B, MEFMEENR , FSETHZERFEN AWS Certificate Manager,

ZEESER

B ACM BELEZELTE—EXTEMHEEE (FQDN) , LEAUIEHEMEE, flm, B&
Fwww . example.comtB A LA EE www.example.net, EtBAREHERE (ESEYERE

BB ) o BALFER www.example.com KR , ‘T E example.com, MEFMEN , F2
BIAWS Certificate Manager 28 B

Punycode

WA T HIER AL #8152 #EH Punycode B3R :
1. LA "<character><character>--" #& =\, B B2 {9 #8 13 &2 #E A4 B L EL "xn--",
2. BL"xn--" HENAEEBHESNERENNERLEEERE,

Punycode il

BiEE R i L RFF  EE

#1 #2
example, ¢ N/A i3 v LA "<character><character>--" Fi 88
om
a--exampl N/A i v LA "<character><character>--" F 5
e.com
abc--exam N/A & v LA "<character><character>--" B 88
ple.com
XN--Xyz.com = 3 v B E B L EIEE B (R4 A/ .com)
XN--examp = B X TREMNERLEAEE R
le.com
ab--examp = = X AL "xn--" BHER
le.com

45 MEFBR MRS 1.0 20
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BRHE

ACM BRENBUHRA 13 @A (395 X).
ERFRER
ACM RFFEZEBHRNESR (*) B FREMHRRATZEARENERFZTER.

w, *.example.com AI{RE www.example.com #]l images.example.coms

EERAFABEY , BN () LEAEREEBNRAE  YEREZ—EFEBER. Hlw,

* example.comZ{R¥E login.example.com#fl test.example.com , EFERE
test.login.example.com, bt , R&* . example.comREFHE , FTERERERELH
13 (example.com), BALEEZEMRIFAETE , Hli example.comM , UFERFERBHERE 7
BB B * . example . como

/A Important

WMREFERA CloudFront , FFEE HTTP BBEAXEEAF L BE. YRERFIRE , &
WZAER DNS BEREFEMHRE. RMEBRELETONS RE , RATXEEDERE
o

£ FEERLNBE R AWS Certificate Manager
THIREHARAMAER ACM £ A AWS CLI REFERAE ACM BE.

T
. GRATRABRAEER
. A CLIBRAEERE

ERHERAFRLBRE

AR ACM N BBE (X#4A)

%

1. BEAAWS EEF#A , W https : //https://console.aws.amazon.com/acm/home BEK ACM E

v'a L
T Ho

i#1Z Request a certificate (FEREHE).
2. 1£ Domain names ( B E® ) 5 , WALNBEHBERE.

BARNERE MR 1.0 21
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BT LME R T RMIE AT (FQDN) , Hli www.example.com = bare 5 apex #BiH& % , Hlu0
example.com, BWAILMERESFFEAHER (*) MAEAFT T , UMAEHRRAEINZERELA
. f5lm , *.example.com A[{RE corp.example.com F images.example.com., BFAF
TTEBEETRR ACM BFER Subject () BALF ACM BFEM Subject Alternative Name (E 8
BlE) HH,

EREAFARER , B9 (Y) YEETREEBNRES , MAERRE—EAFREER. H
un, *.example.com AJLA{REE login.example.com Fl test.example.com , ETEERE
test.login.example.com. BEFEEE , *.example.com R AJLL{REE example.com HI 743
15, #EERE bare = apex #8135 (example.com), EEXREME , F2ET —EF R,

® Note
#i81E RFC 5280 , BHEUSRTBMANBHEE (BN LRRE TBAEHE, ) RTEE
1B 64 B/ Ui (Fn), SFEAMER, BECREHNESEEERIEE SAN) RERS
A3E 253 fE/\fu7T , METESRAR.

EEMBHMERE , 35121F Add another name to this certificate (It B BHIBE W ERER) , A%
EXFAHRPMALTE., &ERKRE bare = apex #8137 (120 example . com) & H F#31F (H0

* example.com) , LtIHEEIEHEEA,

3. REEMFENR , 7 Validation method (5878 5 %) [BER , E1E DNS validation — recommended
(DNS B&¥ - 225%) =0 Email validation (& ¥ E 45 F).

(@ Note

MR HEMREE DNS 858 |, BPIEZREFEH DNS BERE K MAFEAEFEBHRE., HE
FEM4BREAELL , DNS BB R ZEER. F2H AWS Certificate Manager DNS 52 7%,

ACM Z{TBE , ScRILECHAURFBRFRIVBEEE, EUNEREFH4RE
5 DNS B& =&,

MRERFETHHRE , ACM EEREEFHM4AEXEL TR BRUPEENRE., WR
FIEERIMEE , ACM BERAKETFBHELAEXRIRAT. NEEFH4RBNFHEN , B
28 TAWS Certificate Manager & 7 BB 1 -
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MREFEH DNS % , B|REAE ACM 2EA CNAME SR ETE E 8/ DNS 478, 0E DNS &
M ER , 3528 AWS Certificate Manager DNS B %,
4. EEWEELERYD  BEEEL
£ Tags (2% ) EE L , BLLURIEEZEREHNEE. EBR2REMA , THARBMAER AWS B
BRRFEER, NE ACM EBSEEEURNAEZLREEBHEZ ZENEEERE |, BF2H
FE®, AWS Certificate Manager iR, o

SERFTIEEERRL | 5511 Request (BK ) -
6. BEEERz#Z K FHRAEBLREEBHREE  Hh 2B~ EHMEEBEHNER.

BEMBRRSEASRERE , BRIEBEBBRA/EER "EEFREY L BEHREERIH
HIERMAR. ACM BEEEERREBRE 72 /MNF , REBRF, MRBFE T KM E BEREIR
R, FBMIEREER , B1E DNS REREETEHRERE , AREF. MRABREKY , BEEH
ABETIIRE,

® Note
REHFFENARNME , ERSHNBETRERLNER. CTUNBLENRE=
ARREBEIRF. SHAUUERAELANERESRBEREZBHAH,

£/ CLI BRLBBE

S5 EA request-certificate I HRFBRFWAE ACM BF. BRESLZHIEER
DNS #1 EMAIL (BF#4), €®EEZMNEMEA RSA 2048 (BERARREMSE , AR
{8). EC_PRIME256v1 #1 EC_secp384r1,

aws acm request-certificate \

--domain-name www.example.com \

--key-algorithm EC_Prime256v1 \

--validation-method DNS \

--idempotency-token 1234 \

--options CertificateTransparencylLoggingPreference=DISABLED

I a o2 H A BEMN Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"
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}

Ea % AWS Certificate Manager 2B BEN@EHEEE

£ Amazon BEREHKE (CA) T AL BEMEB L BEZE , AWS Certificate Manager (ACM) 2478
RPLHERRFBEBRPIEENFEREEE. ELBEREBER , AULEEEABBEBRRK
(DNS) 5iFE, BETHHRFER HTTP RBERBALHNEEE.

® Note
BREEBERAN ACM RTHLREESRE. ACM TERAEANEENHAILE CA BHENRER
WA ACM BREE Amazon VPC A EREEEFSNEMEMMERETHNER. W
FAMER  FERYBREREETHEDE.

RMERECEBETHHREMLA DNS BE , REWT :

« MBERFEH Amazon Route 53 BIEEH/NE DNS 88 , AT LAERIEIR ACM B BHECE,
- RERIJBHEADR , MBARE CNAME 528 , ACM FE& B BHENK DNS BENEBE.

- EFBARERREEMEEAEGN B, ACM RKREBHA 456 XEXENEAN, ELBAE
AERENAEEREES PN —ERSE. BT SHSEEETRENER  HELETR
. BEFBIIHAEER  ACM E%TEBME ARN NEHNERE.

MREEEREFEEH DNS ERE |, RISV ARAETEHAERE,
HTTP B2 @A M &2 CloudFront B E M ERE. WA EERA HTTP ENE M REAMBHEEE I
RAFELUA DNS BEN B BB,

® Note

EREFEHAREEZLBRE R , BEAVRAEN DNS #1TRE. HEMEM DNS BF
MBRBE , RREIUMER DNS BENHBR.

30

£
- AWS Certificate Manager DNS B &%
- AWS Certificate Manager & 7B 5%
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« AWS Certificate Manager HTTP Eg &%

AWS Certificate Manager DNS B &%

BEABBRG (ONS) 2— 1B SRS , BAREEIMEN DR, 40 DNS REEEE—BEH
B, HPASERCEENTES, B2EE DNS BE , ACM B2 — %S /H CNAVE 26 |, S5
BUBEERRHEDR, EEREIER—WRER , THEBLEHBRNES.

(® Note

ERAEFBAREEZEURE R , CEEARSMER DNS ETHE. HEMEMH DNS BFE
MBRER  RREIEA DNS BREHHEE

3

Flan , MREE example. com FEHFERERE , I www.example.com HMATENERE , ACMEAS
BRI ME CNAME it#k. BESAZNBEMEFEINEHEIEEBANE, IWERER ACM
AREBHENBEN AWS BENBIHF. 488 CNAME L& I8E DNS ERE— X, RERRFER
f  MBfRAE CNAME 8% , ACM E& B BB ER.

/A Important

WMRIETRZEH Amazon Route 53 REIRB/NH DNS 8% , FBHASEH DNS HERLL T SN
i858k, MRER BRI\ DNS ERENRE , AIXARNBE FEHERT.

EFEERE , RERSE CNAME Lk , BRALSTEREEE (FQDN) FFREIE ACM BRE, to
MR, BUNRIEAHEBEIRBNEARR B EKETEFHEBNEE. AR CNAME &
HFFEAMEM AWS B , RGN ESERSHFEMELARNERE. &7 EKE M ERE

BT AR AWS BRIS 3 BRAH BRI ER AV B S s MIBR CNAME 528% , LUE I BB, MRIEH DNS HER
& Route 53 , BB R ENMIER , THRNAMERE S, WREMNEHERRE Route 53 , 552 E Route
S3BERABERPIMBRERLHEE, IESENERRBONFHEENR , $28 "PHZEREEY
AWS Certificate Manager, »

REAEmE#R R 1.0 25


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-deleting.html

AWS Certificate Manager EREEmR

® Note

WRER DNS HEFAH BB A E CNAME $##5E—iE , CNAME @i gLM, MREEE
ERNWEE K BEREREFH4RE,

ACM B9 CNAME 8B #EH =

(® Note
5718 A A A Route 53 {5 DNS HEEMEFE,

MREFTRZEA Route 53 #4 DNS #HFER |, AIEEFEi$ ACM REH CNAME 2 #&kim A HEER
BRE (BERBBEMIRE), CNAME BEARGEZHIE  SEEFNSIEMEFILIREREEBEFEE
BAR, HACM RER , B TELRHE , T ETHRBEFmMEERENSESLEREN,

TRERAEEEHZEHN CNAME ER#EH, SECBNCREBB-CHRERHANRRERIESEAE
o

AR, BEREYP , IMELKEB-CHRERYRHEN, ERFTHHERFT B (HiW
*.example.com) , ACM FREV N FHREASHERMEE example.com BN FHEMEE, B ,
BEEREBNEYEHEBNEEESEMTE.

CNAME &C & &4l

HEEE RCERE R AoEk(E ALfR
*.example.com _x1.example.com, _x2.acm-validations.a  Identical (¥8[a])
WSo
example, com _x1.example.com, _x2.acm-validations.a
WSo
www.example.com _X3.www.exam _x4.acm-validations.a M—
ple.com, WS,
host.example.com _x5.host.exa _x6.acm-validations.a M—
mple.com, WSo
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ERAEER

HEEE ACERE B ACER{E ALfE
subdomain.example. _x7.subdomai _x8.acm-validations.a ME—
com n.example.com, WS,

host.subdomain.exa _x9.host.sub _x10.acm-vali ME—
mple.com domain.example.com  dations.aws.,

o

JR4R (_) BH xN EA ACM EENRFH, fil :

_3639ac514e785e898d2646601fa951d5.example. com.

REEENEEEE. HEBNRKKETRER

_98d2646601fa951d53639ac514e785e8.acm-validation.aws.

¥ #EERY DNS Fc#o

® Note

WMEREH DNS HHEEAXESSHEKEN CNAME H |, 2% DNS BFEEEE TR

Briko

HAFERBRILIEE DNS RER | ACM BEUTHIE IR CNAME &H
BEE  EREE R RHE
B 1l

example. _a79865eb4cd1a6ab990a45779b  CNAME
om 4e0b96.example.com,

_424c7224e9b0146f9a8808af95
5727d0.acm-validations.aws,

mEEEERENEEE FQDN, REABAREENRSIE | setE—HEBlick, CRE/REEN

=B

REREFER
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iE ={E{& (Domain Name (#3138l % #). Record Name (52 %% %) M Record Value (F28%{H)) #B2E#
A DNS fitFErS Web /T H L FRHTE DNS i EABL P, HESEELHEE (REM 58, )
BWUNEER—. ERLEERT , FEXRHEEFFER WL, HtHtESSRDHKBEZER
M nZ&im ANEMFER , ERT (EAXRFIP) BEZAR@A

_a79865eb4cd1a6ab990a45779b4e@b96

BEBEANP, MREFEET LA TERHEEE (B .example.com) MEHBTE , &K TR
SELEUTHR

_a79865eb4cd1a6ab990a45779b4e@b96 . example . com.example.com.

EEERBAT , BERKEAM. At , CRZXAEZSZLRECNHEEMREN A AR,
*X7E DNS B
RETREANAIRE N H B UG DNS BE.

EE#EE ERE DNS BF

(@ Note
BREFBRREERLED—ERE K MAKEEZEILBEN AWS BEF T, MREEHMH
BERAERABINE-—REHER , AERDFEMERS , ERETRETEIENERE , 7
R B EEERAESE,

1. BIfE https://console.aws.amazon.com/acm/ B ACM &,

2. EBREBED  BEEESEEEREMN Pending validation ( FEERE ) MRREKNEFE Z Certificate
ID(BEID). LEBFSHRBEENFHERER.,

3. 7t Domains ( #81% ) Mo+ , TR TIMAERFZ— :

a. (#H) £/ Route 53 HE1TERE.
Create records in Route 53 ( £ Route 53 FE i #%k ) RASERFSUATIERRET

- &£ Route 53 {4 DNS #LFERS,
- BB B A Route 53 FEEREIHMFF A,
- ZM FQDN REEEF
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® Note

WMREER EIEEMEM Route 53 , {87 Route 53 HE VLS REHERHER |
By ACM 2 & RE~ "1 Route 53 PE IV Fo#k . Kifl.

s
¢

212 Create records in Route 53 ( £ Route 53 REE I 0% ) &Ril , A& #EE Create
records ( I 504% ) . FTLLLL Certificate status ( BEAAE ) BHEXFHRBI B TRERIE
$R 5 Successfully created DNS records ( B IIZE I DNS 5248% )

BB TR 2B R Pending validation ( FEBR® ) MEKZ 30 £,

® Tip
L EBREERNN S NFAER ACM BEIFE Route 53 R FEtk, T8 , oA
Route 53 #1T AWS CLI ¢ API FERY | BAfE Route 53 DNS BRI EHRE T iCi%k, ME
B Route 53 SRS EMNFFMEN |, B2 B E A Route 53F A ERCERE,

b. (BEA) MRETRER Route 53 14 DNS #FER , B ERE CNAME BRI #HEE DNS
BRE, EFEENHMEFERL , £ EBUTHMES NETIHIRE

- BRETE Domains ( #8313 ) #20# CNAME t#h. ELEAFFEFEE DNS &R
.

- & , #E Exportto CSV ([EHECSV ) . BRERFNEAFFHHIEE DNS BN
.

/A Important
ABREBEEE , BEME "ACM ) CNAME RE#EEFR, , BEEAFNEER
DNS #EEEHNERE, MRLBETEE , F2H "% DNS 5 mEEE T
EJ o

MR ACM EXEAEESE CNAME EEK 72 MEABREBMAEEE , ACM 2 ERREREL
Validation timed out (B8R EF), LERZETRNREERERMER ACM ELEMERKIHER DNS #H
B, BEMENREE  SBXATERE CNAME ERZEBRITBR.
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AWS Certificate Manager & FE 45 %

£ Amazon BEIREHE (CA) AILLAZLNBM L BFE 28 , AWS Certificate Manager (ACM) %A
BRELBERBHEEBRFEENFIERE, SO UAFERAEFEASR DNS HITRFE., LEBEHHRE
FERHBRTE

NREEERAEFBAREREIEE  F2RMHHETHRERBEETREI R,

ETFHARENEFLN

ACM EABEEIELBEEFBAARIATHAERNRREFES, IF , WREVERAT
ZMEBEWELE B SR BREREEAREREE., KBTI BAEMN FREENE
M, WAEEFEHURRE , ER RENERe, flt0, REHE example.com IEEA KIERER

17, BT Re 2 B EA E admin@example.com B E FE8 4 subdomain.example.com o
» administrator@your_domain_name

* hostmaster@your_domain_name

» postmaster@your_domain_name

« webmaster@your_domain_name

* admin@your_domain_name

FERALBEEEE  SXAENELETBHATESNRBESL. EBFBH 45 XE , ACM g
A B R B T B4 2E LAEE AV uk RIBHIBRE

£/ ACM API & CLI #ZREBRFARETETHHRE  sEAFEFRNVAEEAEFEHA
B, AEFERIESFRFEABIN FRE., REREFELALRESERINEFBHAL , ACM
FREBRITBE.

LERE R Ry BISME R

MREAFEER www ZEAFTER (*) WBEEBEER ACM BFE , ACM BEgR

BREATEAY www HER , ARKEFEHHEAFNEE i, SLMuNFESE R

admin@. admin@. hostmaster@. postmaster@ Fl webmaster@ & 5t Bt hn 2 4315 & 18
WREIERE o, BN | INREE www.example.com 555K ACM B , AIEF B4 SEED
admin@example.com , M3E admin@www.example.com, E#ith , MREH *.test.example.com 58
R ACM B , BIEFEHEMi1XZ admin@test.example.com., HERME A EE i th 2 LUELIS K
F o
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/A Important

ACM T BX EHBRILENN WHOIS ETHARE., TRARKELHNZIXE. NEFAE
A, B2REERXE,

ZEBER
AERATABEFBARENEIEEE,

- BEEZELVEIPEM—EERNEFE4 bt TREAEFEHHRE, RESFEHABUNE
FAEAEMRASEERA,

- BREEERAN ACM BITHRREERE. ACM FERAEANBRERHILE CA XENBRRIR
HAE#E, ACM EZRE Amazon VPC A EEERFREMEMLERATNER. WEFHEE
7, FE2RYEBERFETHEDH.

- FRETFBAREBRIBECR  BEXVRAMER DNS #1T8E, HEMEM DNS BE , FMkR
B, RABREIMER DNS BERNHBRE.

BEIBH A BNEY

ACM BRENBMHRA 13 @A (395 X), ENBRFTERIRE/EATHE. ACM SHEBHF 45
RABEBNBAEEE R@HARBMNE 7Bt BANISMEREEE WU — T UETRON
B, REMAIHNMEERE , ACM 2&TEBME ARN HENERE.

(1BR) ENEEIRIETBH

BHRIEFHBHECSHR , TARKEBREER, T8 , RAREREMENREES FHH RS
BLUREMERRBE  SESRPEL , AEFREE 72 MREBBEH. NRERZAURIFRBE
FEHAHMLCBH , BUUERENEXEFEGY, NIFNAERSEEIRBETHHNET , F2H
ENSERBETEM

EETHHRBHERENE , FSHY OREEETREDE AWS Certificate Manager P s H B F
T 4 B 8 R 1T 68 S A — B0

B 1t AWS Certificate Manager & ¥ B4 Eh &

BEREFEHREN ACM BREEFTEFSHEEFHRAF. ABNZTREEREZBEFBHFREN
BE , TEgREELTEBHTHAELENINEGE. ATHHEFEAETH4RE , RNEFHNEF
REARBERBEFBUHALES  URERRIFEFITS RN TERE,
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BREETHAER

REETHBAAEERTIMERNz— , ERIUARERNTBRERBVREEE. RAETRFEN
RNEERRRASRIRINEBE,

BB AR
BFBHEALT

Greetings from Amazon Web Services,
We received a request to issue an SSL/TLS certificate for requested_domain.

Verify that the following domain, AWS account ID, and certificate identifier
correspond
to a request from you or someone in your organization.

Domain: fgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazon.com/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.

This email is intended solely for authorized individuals for fqgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief
explanation of your concern to validation-questions@amazon.com.

Sincerely,
Amazon Web Services

BT R I TEN
BFBHBENT
Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested_domain.
This email is a request to validate ownership of the domain in order to renew
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the existing, currently in use, certificate. Certificates have defined
validity periods and email validated certificates, like this one, require you
to re-validate for the certificate to renew.

Verify that the following domain, AWS account ID, and certificate identifier
correspond to a request from you or someone in your organization.

Domain: fqgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals at
https://region_name.acm-certificates.amazon.com/approvals?code=
$validation_code&context=$validation_context

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. You can see
more about how AWS Certificate Manager validation works here -
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html.

To express any concerns about this email or if this email has reached you in
error, forward it along with a brief explanation of your concern to
validation-questions@amazon.com.

Sincerely,
Amazon Web Services

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a
registered trademark of Amazon.com, Inc.

This message produced and distributed by Amazon Web Services, Inc.,
410 Terry Ave. North, Seattle, WA 98109-5210.

(c)2015-2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
Our privacy policy is posted at https://aws.amazon.com/privacy

—BEREIRE AFREAS AWS | BAIEBREEHERESIHTERup-to-date MIREHL, BEFEER
2020 F 11 B ZBIRRGTFAEEIMER , RIS TREHHERETTIEE

- EFHHESTEES "Certificate request for domain name. MARZ
MCertificate approval for domain name. o

« AWS account ID BESUFREBITRREFZHNERNEE,
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« Certificate Identifier REEHR 7 EERFE ARN MAZRWENER , 4
W, arn:aws:acm:us-
east-1:000000000000:certificate/3b4d78el1-0882-4151-954a-298ee44ff369 M4
7= 3b4d78e1-0882-4151-954a-298ee44ff369,

« BEREURLHESE acm-certificates.amazon.com MAE
certificates.amazon.com,

- B—TRIEXE URL FIBRMNERER T T SERHM. R div WEBIRER approve-
button M4 =& approval_button,

- MBERNBENBOBINREBASCAERNE FBHER.

BREIIERE
AHRHEETFHHRIBENENTERENHEBEENA,

- EACM IELAREZPEEBERRE , c2EEARFETFBHALIEFRLABEFEENASE
AWIRTRE, FEREEELALRIESERINEFBHBAHFALS , ACM FERITRE. MEFM
& F2RERETEHREEEMEE.

« 5 ACMAPI 5 CLI B2 BEBERETE FHUHRR K FESERRNWHESELEFH
HIAE | EIEBERTEBRFEMBEEN FHEE., AEEEELELRESERIENE FEHA
B, ACM FRERTERRH,

MREFEIR ACM EREENBLEFHBHGCRERE  EFEHBEEXEZERBBEBRPIEEN
BERAE , MRKREERERE , AISEEERUNAE., EEETEAREBEURIEFEHY
BRI GERMNEE , EEEANBENRIEME. E , LFLUER API, SDK 5 CLI /Ay
ResendValidationEmail ¥ ValidationDomain 28, i , ResendValidationEmail&®
KRPEENREFRAFSEARKEWY  FEREEFEHE Amazon Resource Name (ARN) LA
ARBEFEFHHEA. SREREURRBERRPAREENRE S BEWERES I
#ResendValidationEmailf§ , EALEREM ,

® Note

72020 F 11 Aznl , EFRFEREFEREMASE , ACM R TREEEEMN FRENE
o, ERXREZARTASENBNESF  BISETBHRETFREFMEBE,

- A ACMAPI & CLI B , A LI5S Z B B R A RNFTERIETBHALBEZTER
#Big, £ APl # |, FH RequestCertificate E)1¥E#Y DomainValidationOptions & Kkig
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7 ValidationDomain K& , EA DomainValidationOption R K E, £ CLI F , £H
request-certificate 3 #9 --domain-validation-options Z&R#EE ValidationDomain K&,

AWS Certificate Manager HTTP &%

HBXFEHBEABE HTTP) RE2XEFRLERNBANERBANE., ELABHE CloudFront EHELE
FAWRREE HTTP BFR , ACM ERIALLBAH EREBFENVMEMERE, ACM FEE CloudFront
BEMEHR , ARRMISE URL M —ER , ERNSEREMAE LA URL FEL. LFHFIHARE
PEEENEE, BRRERMBEEHREGBZ CloudFront ERERERMN ACM B4 E | LA LURE
BRMEE EABRNEESD | BB EEHNESE, ACM H CloudFront 2 B EXEB S AL EERITE
F , £ ER CloudFront &%,

/A Important

HTTP BRBAXEERAFZ TMEER ( I *.example.com). HREBERAZTEBE , B4 ANH
DNS BB RE FHHRE,

flan | IR EFEA CloudFront £E%E www.example.com EAHMZ B example . comi@iE
EREBFE ,ACM BEALREMBEAN HTTP BBEURLs, SH# S redirectFrom URL
redirectTo URL , ERZNMBEIEHM AWS IRFE, redirectFrom URL &M ( Hil40
http://example.com/.well-known/pki-validation/example.txt) EEEREMNK

&, redirectTo URL &M@ CloudFront Bz e 7 M —Ba i FAFH ACM 2FIVE, BREE
REELEENEN—X, ERRREMBEAREZLANREHERER , ©8F KredirectFrom®RE
URL KI#E2 | CloudFront 8 EEEHNEME redirectTo URL , AAHEFEREFFZT. RER
B2 CloudFront #EfEA , EANEHREMNATE , ACM BiE HHENENERE.

£/ CloudFront R ESTEMH AR (FQDN) B9 HTTP BaE® , LA A& FQDN FREH ACM
BE A MEFTERBRREERF K REHTTP EFNERNATLE. EXRTEATURLEGHEBEIEEN
BEREBRE  HETEFRENERE. AR HTTP BEFFEAMEMAEEA CloudFront AWS K [E
B, AEETUESERSFEMEUARNER. MREHSQNDEAERTMRE , BHRATUEKE
MBREERE K MEFTBRETREER.

EEFLEHTTP BEBRENEHEN , ZEWERE, SATLEEEREM CloudFront 2 i
BBRER , bt LUMIBRERERARBRBN HTTP EXEY, MREAMEA CloudFront USRI AR
#8E% (CDN) = Web fRIfREFREEEHNEQ , FE2REXHATHRNABKRENED. WREEH
CloudFront REBEEHEM , B LUEBEH 2 MNERRBREHFER, NESENRIREONEE
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HEF B2 ThHNZEREEN AWS Certificate Managers . et , Bl EBEN TRESER
BB , ETALTEEHN HTTPS RE.

ACM B9 HTTP E & [ A&k

(@ Note
A E50iE AR A CloudFront ITRAR R ACM #1T SSL/TLS BREEBNEF,

¥ H ACM F CloudFront fEf HTTP ER=BEF , BMEERE HTTP EFfE @, ELEHE@AIZE ACM
BRELENRAEEERE  LETYRERZBTHNEEEDEN. ENEQ#MHEINEESXNEEME LW
E URL IEEEH M — B3 F M CloudFront R R MEAM ACM R4 E .,

TREMIBEBNEFREQERES, FEE  HTTP REBEFIXEEAFMEE (Hlwm
*.example.com), BEAENERECREMNELNT EHFARNBREAIABBHETE,

HTTP Ef S m e fl

BiEERE EHMEM@BE EfE@E ERd:
example. ¢ M —
om http://example.com https://validation
/.well-known/pki-v . region.acm-
alidation/ x2.txt validations.a

ws/ y2/.well-kn
own/pki-validation
/ x2.txt

www.examp https://validation e —

le.com http://www.example . region.acm-

.com/.well-known/p
ki-validation/ x3.txt

validations.a

ws/ y3/.well-kn
own/pki-validation
/ x3.txt

host.exam https://validation mE—
ple.com http://host.exampl

e.com/.well-

. region.acm-
validations.a
ws/ y4/.well-kn

REAEmE#R M7 1.0 36



AWS Certificate Manager

ERAEER

M= B

subdomain
.example.
com

host.subd
omain.exa
mple.com

EFE@EAR

known/pki-valid
ation/ x4.txt

http://subdomain.e
xample.com/.well-k
nown/pki-validatio
n/ x5.txt

http://host.subdom
ain.example.com/.w
ell-known/pki-vali
dation/ x6.txt

EREQE

own/pki-validation
/ x4.txt

https://validation
. region.acm-
validations.a

ws/ y5/.well-kn
own/pki-validation
/ x5.txt

https://validation
. region.acm-
validations.a

ws/ y6/.well-kn
own/pki-validation
/ x6.txt

BREBBHH xN EM ACM ZHBEFHY yN EHRE ACM ELRME—BBIRF. Hl

http://example.com/.well-known/pki-validation/3639ac514e785e898d2646601fa951d5.txt

RREENEHEERFE URL, BENVEME@E URL WTaER

https://validation.region.acm-validations.aws/98d2646601fa/.well-known/pki-
validation/3639ac514e785e898d2646601fa951d5.txt

R R R BRE T 8%

(® Note

WRIEH Web ARBRFARINBHEAZEEEEREREENER ,
BEEITHED .

EEFERBELIEE HTTP BER , ACM U TIRXRMUEFEQEN :

F2EY HTTP By

REREFER
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A8 EREQE

example, com https://validation.region.acm-validations.a
ws/a424c7224e9b [.well-known/pki-validation
/la79865eb4cd1a6ab990a45779b4
edb96 .ixt

HEE B R BENMEEIN FQDN, Redirect From 2&#81E LA URL , ACM 8 EHHT SR EBRFRE
R, ENMEOE EAEEERRTERMN ACM 24| URL.

BEERRTE Web fAREFEE CloudFront 24 , BERREFERE URL EFEREEHFEME URL,
SRE M EFE @Y A EEURAEE Web @ REFEE S CloudFront A58, MRIEMEREENE
M, LARF ACM R SNBSS E  WRITHRENEHNER.

FRE HTTP Bs%

ACM £ 3178 SSL/TLS BELUEH CloudFront EAR: , €4 H HTTP BREREBEZLNBEES
B, XERPMARELEBELFER HTTP B,
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F EREEPERE HTTP BE

(® Note

LR FBRERECIER CloudFront ERBH , B FEEVREMN AWS BEF IT#H, HTTP B
2% QO 8E3%1B CloudFront 2 ## A EIheeE A,

1. BIfE https://console.aws.amazon.com/acm/ BIRL ACM £ &,

2. EBREBES  BEEFLEEREMN Pending validation ( FEERR ) MREKNERE Z Certificate
ID (BEID) . LEBMFEFRMEBENFHERET.

3. HEWEERYT , EuUNEERREFRTESEEINENEQRRNEHREREE,

4. HASERESE , ZER URL EHEME URL B HTTP EF &ML, ZEALUEIB CloudFront 2 ffifl
REH T IR4E,

5. FREZM CloudFront 76 , B RREHFELH URLEHE@EEHRE@E URL, RELEH
BRI/ A ERBCRREH CloudFront (A5,

6. REEHEMzE , ACM ERBERRIFLNBEIHEARE, UEFEZFE 30 7ENKRE,

MR ACM BEERECELEENSEEN 72 MEARZFEHEE , ACM EXEERELELBRER
R, IWRERBRATRNERREARBIFRE HTTP EFEM, FEBELBE , S4EERRAEFRED
BEREFERFTNER,

/A Important

ARTERRELEE  FREENEQRFELENATEEFEAETVENATERN. NREE
FME , F2EAREDE HTTP BREME,

(® Note

£ DNS BT E |, BEEZLUENARFTAABER ACM BBEY HTTP EFE[L, B4 EEB
CloudFront B s EREKEELEHEMD,

WEBE HTTP BRFBWMEEMNFMEENR , HSE ACM K HTTP E#1E [ infE 4,
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R FAE B AWS Certificate Manager

MREEEEFIE BINEEIE CAAWS FAF CA, AWS Certificate Manager (ACM) T LAFE R iE
ARAESBERIE (PK) BER. CA THRMAREWIESF  BEBHMIEFEEHH., MEEYT
B CAWMHEREN , F2RELLERERERE,

BRERT , B CAEBENBETEZREME , E ACM FRLXEEAEXNERR. Rt , EBEEXEAE
RETE , BREMRREABNRAFREEFHRES,

FAH ACM BRiE1E X.500 5% , EZHRTHEERH

- BELLAERATS DNS RENEERE. WFEFMEN , F2REEEE,
- EEE  #HENE | BRI EEWMEEEHLAR 2048 Ut RSA, 256 U Tk ECDSA 5 384 fIT
ECDSA.

(® Note
EEHBHEE LR (RSA = ECDSA) #ERE CALBRLRNEEELRT,

- BRHER  SEBRENARYRES 13 @A (395 X), #%E CA BENGERBNLABBARFERE
HWERBH , BABEFEREETRA.

- B ACM EE 11 ERAREBERBNLEEE.

RARFZRHRERBENLE CAXEETERSHRG

« CA ZZARMMER PREE,
- CAIRBEESWERESAR RSA 2048 5 RSA 4096,

(® Note
ELREENEBETE , F CAEENBRITERRE.

£ H AWS Private CA 2& ACM A B BEMRME
ETHMBERT , BALMEAR AWS FAHE CA REEE ACM BH

- BE—IRF : 3%¥ CA M31TH AWS Certificate Manager (ACM) BEM AR — 18 AWS RFE .,
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EEMAE-IRERITNENINEE , AWS FAE CA EEE X EREI T ACM IRIEEE | T8E
B, HEMNSEHER. EEFEH APIAWS FAF CA B)fE CreatePermission 2 AWS CLI 5 %
create-permission REK. IRFHEESHELHFUIBREEERTEREN AM FAE, FEZA
B,

- BBIRF : 2% CA MHETH ACM BRMUNTER AWS tRF & , I AEHR CA WFEUER T BEM

HERIIRS

ZEERMABEIRSRITNEN  SEEXA®H AWS 745 CA API AWS FAF CA EhE PutPolicy 5
AWS CLI 54 put-policy , #EREBEREEZE CA. BELEEHMIRFPAHFEREN CANE
TA. MEFMEF , BFSEIEHE ACM Private CA FREFREBUER,

BRFRPItLEE ACM RERBEZEAER (SLR) , THUAEZTZAF D E PCA BEREE. ACM 8%
BRTE—EARERBEEBET SLR,

ACM A REE R HI B EHIRE PR EFHE SLR. MRLER iam:GetRole FFAIEREE
MRIEIRFA ACMSLR , Al SLIR ZV R AEB B HIZE., NRBRABLRE K RFEIE
WIRFEESARE R ERE iam: GetRole FFA#R ACM , BALMNIRFER ACM EERYBUR
AwWSCertificateManagerFullAccess B3 EaBf,

MFBFHMER , FSREE ACM EFHRBERSE,

/A Important

8 ACM BRLETBEIEN AWS REEVEE T B BB, WFEAE ACM XEH
BERNER , 26 2 ACM BEHVRTS,

£ FEERFLB /T AWS Certificate Manager

ARILERBE (E#EA)

1.

EAAWS BEE XA | A https : //https://console.aws.amazon.com/acm/home BAEX ACM £

7a.

1212 Request a certificate (FFREH).

£ Request certificate ( FFRBF ) HE L , i#F Request a private certificate ( FRFAB R
F) , ARBREE Next ( T—F ) MEBEHETT,
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3.

£ Certificate authority details ( BERBEMNFMEF ) o+ , B—T Certificate authority ( &
BIREEN ) ek, ARBEHEHDP—ETANFAE CA, R CA RS —HEIRFHA , ARN &l
HgmLrmERENR,

RSB CA MBEFHMAEN , BB ERERTCRIEFLERE .
- RE

B Eicl

« Common name (CN) (B &% (CN))

- Organization (O) (248 (0O))

« Organization unit (OU) (& EE 1 (OU))

- Country name (C) (BIR/#h[E & (C))

« State or province (M =HA&)

« Locality name (it [E & #8)

£ Domain names ( BIEEHE ) Ho , WALWBEHEE, BULEATEREE®E (FQDN) ,
B2 www . example . com = bare = apex #1FEE , il example.com. FEHAINEREFE
RES (*) MAEAT T , MREMRBEEFHNZEELEE, S0, *. example.com AI{RE
corp.example.com Fl images.example.com, BEAFTEBEE TN ACM RFH Subject
(E88) WA ACM REH Subject Alternative Name (E 88 5I&) ZEf#,

(® Note
BREAFARER 6 B (*) YAEHEEBNRES , MEERERE—E
FHEASER. Bl , *.example.com AT LA{RE login.example.com
test.example.com , BT8R test.login.example.com, ZEFHE*
E | *.example.com R LL{RE example.com Y 7813 , # LR bare = apex #3
15 (example.com), HEEREME , FSR T —ESR

W& , BRI Add another name to this certificate (& E BB I E L ER) , RREXF
FHRAEAZRE, &ERRFRE bare N apex M1 (H110 example.com) K H F#BiF (440
* _example.com) , LLIIREIEEEH,

EEWEEEERTD  EFEEL,

MEHBERIBEEELNENR , FSE Z8, AWS Certificate Manager & Ro

ERILERH MRS 1.0 42



AWS Certificate Manager EREEmR

6. 7t Tags ( BH ) I , BULIREZEELENER. EEISREY , THARBIFER AWS ER
WAREER, NFE ACM EBSEEEURNAERYZMERNTEERINHEERR , F2H8
FE®, AWS Certificate Manager iR o

7. 7E Certificate renewal permissions ( BEEBHIER ) o+ , BEEBRRBEMERNBEA, B
LR AFTFEBHEHREEAME CA EENFE PKI E‘xaé MEFHMET , FFSEEL ACM A
R EZ A,

8. HERMMBLEEZANR , BIFE Request (FR ) . TRASELRBEERE  REREFNE
o

® Note

BRIEHFBENSAME  LESKNBEWUREEIVEET, SR RAENERE=
AEREBEIEF, SHALEAA LANERESRERERCERE,

ERILEEE (CL

£ A request-certificate B 1E ACM FERFIABRHE.

(® Note

EI85ERHA CA £EMNFLE PKI BFEE AWS Private CA |, I8ENEBRE ER 5 (RSA &
ECDSA) X EffE CAEERIVEE LR,

aws acm request-certificate \

--domain-name www.example.com \

--idempotency-token 12563 \

--certificate-authority-arn arn:aws:acm-pca:Region:444455556666:\
certificate-authority/CA_ID

oo HHLAE ERRBN Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"
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EREER
EASHERT , ACM REAE—REMALA CAR , ADSEBELAS (SLR) EEEEHIE
F. SLR RALRTHRBERERRA S DENE, SERE SR REFE , BTUEANTS

A0
TEH# IAM :
aws iam get-role --role-name AWSServiceRoleForCertificateManager

MR SLR 7% , TR HEEUUTRAR

"Role":{

"Path":"/aws-service-role/acm.amazonaws.com/",
"RoleName":"AWSServiceRoleForCertificateManager",
"RoleId":"AAAAAAAQQQQOQ@OBBBBBBB",
"Arn":"arn:aws:iam::

:{account_no}:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager",

"CreateDate":"2020-08-01T23:10:417",

"AssumeRolePolicyDocument": {
"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":"acm.amazonaws.com"
3,
"Action":"sts:AssumeRole"
}

}I

"Description":"SLR for ACM Service for accessing

"MaxSessionDuration":3600,

"RoleLastUsed":{
"LastUsedDate":"2020-08-01T23:11:04Z2",
"Region":"ap-southeast-1"

cross-account Private CA",

WMRIERD SLR , FSREE ACM ERHRBERHE,

eI
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[EtH AWS Certificate Manager #2858 &

B LB Y RTHRE AWS FAB CA |, UEERAE PKIREGTNEANESH. EHAERITER
F, BEE URNFNAESE, WERKNEAZSHER. NFE WFEMERA AWS FAF CA |, FEZH
AWS Private Certificate Authority & 35&,

® Note
LEAEHAFEEINEELHAE SR , BERERH ACM BITHE A,
FE

- EHAERE (FEE)
- EHFIBER/E (CLI)

EHAEERRE (XA

1. BAAWS EEF#EA , WIE hitps : //https://console.aws.amazon.com/acm/home BRI ACM £
7E,.

i#4E Certificate Manager

EELZEHNBINES,

iZ4Z Export (BEH).

WANERLESWBNEBHERE.

o & w0 DN

(® Note
BANERERE  BULEAR A S % SSREM ASCI FiT.

6. 1&#E Generate PEM Encoding (4 PEM #wm5).
7. BULKER. BRENNZSRERIZERT , FASEEEERE Export to a file (EHEIHE
=)o

8. EETH.
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FE HFAEJ/FE (CLI)

£ exportcertiicate HSEHUABRALE LR, HITHSH , CLARTERER, BTHNE
2t BEARRAESSCOERTBERENET | BB RENRARIEREE, ETHL
BEBERERERSESRES , LHIL M AECH ABEHEBEE.

(® Note
BEEMEBNERTEUTERFZERE. BUNMRNTAAREEHHRESR

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

LTEAIEREERDT@EE jq, XER PEM B3,

[Linux]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| jg -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

[Windows]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| jg -r '"\"(.Certificate)(.CertificateChain)(.PrivateKey)\"'

1S B# i = base64 fif. PEM XN EE , LIS BRENMBALE SR , WT IR HIFT
Ro

MIIDTDCCAjSgAwIBAgIRANWUFpqAl16g3IwStE3vVpTwwDQYJIKoZIhvcNAQELBQAwW
EzERMA8GA1UECgwIdHIvbGIsb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwWEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMA@OGCSqGSIb3DQEBAQUA

8UNFQVNoo1VtICL4cwWOdLOkxpwkkKWtcEkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V0O1lbDLgjU4HgtmV4IIDtqM9rG0Z42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=
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MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1INYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzERMA8GA1UECgwIdHIvbG9sb2wwHhcNMTkwNjESMTKk@ONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh®cm9sb2xvbDCCASIwDQYIKoZIhvcNAQEBBQADggEP

j2PAOVigIXjwr08Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H9321/Bs8ERqqga/
61FM6iw2 IHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4/Y5q9253iILRa/IQ0d4U1
tWZyqJ2rj2RL+h7CE71XIAM//0HGCcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkghkiGO9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AWQBKgQQDViroIHStQgNOjR6NTUNUwSCBNAN
JIM4SG202YPUiddWeWmX/RKGg31IdE+A@WLTPskNCACAHqdhOSgBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTWIjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe31rSKsSUJ1tM4Rag]j2WH+BCO4SZWNH8kxfOCLE/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

EERMARNRBHIER  FH-EFNEQMNE L—EH#H , EEUTRE,

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \
> /tmp/export. txt

1% BEEAZE AWS Certificate Manager

BR T 55K E AWS Certificate Manager (ACM) 12#9 SSL/TLS 75\%2% R A LA E A SRTE SAERERAS
BB AWS, EEMNERREZCRKRBEEE=HRERZERE CA) RHHNER , N ACM BITHER
TREERAEXFENER,

& T DA FE AR B EMEMAWS B2 ACM BEM BB —BER, BEANBRERTNE ACM Rt
HEEMER , EEEEEMN : ACM FREANBRREZEEN,

EEEVEANERE , BULEERRTERIHERE , ARFHEAZ ACM. LEEKRBEEN
BAH & H Amazon Resource Name (ARN), & , BB AT EALFNEE, EUUEAEEHER
HEBHWLERRE , EXE—REA—E,
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/A Important

CEEEEREARRNWBH A  LERFBEHEN. BRI LA Amazon CloudWatch
Events 7£ [E AR B S BHIREREN , UELLER. MEHEET , F2EEA

Amazon EventBridge,

ACM FHFIERERAEEMER , BRBEEANEBEERN. BEELETR AWS EFHEE Elastic
Load Balancing 8V #z3FAR—EERE , EX4 B EREAINSEZSEFAZBENESE., £E
B Amazon CloudFront EFRRE , MBS BEXBRI (HEF L) EEBERIEANARRE. WFEF
HER  FEEIEE,

MERTBNARBREA ACMNER , F2RTIHER. IREEEABEREI[E  F2HEE
i EA B E,

ES |

« EEA ACM JBFERY ST R

- AREANBENEW/BER

- EABE

- ENEARE

EA ACM B Y SRR

BRI BEREZBMN SSL/TLS BREA ACM , BELARMBIRANESRMNELTE, FEEAS
AWS BERERE CA) HENER A LULEAMABENLENLEEZR. ENERLERRLE
BB PR Y PR R

HMEEANER  SXAEEZRRREBEELINES/ AN, ACM ZETIER L EHHA API B
)

- RSA 1024 {i7% (RSA_1024)

« RSA 2048 {iJt (RSA_2048)

« RSA 3072 fist (RSA_3072)

- RSA 4096 it (RSA_4096)

« ECDSA 256 it (EC_prime256vl)

- ECDSA 384 it (EC_secp384rl)
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- ECDSA 521 {uJt (EC_secp521rl)

SEEBUTHEAER :

« BEE  ACMEERBEAFZENEELINSHAPNEAERE VB, 520, CloudFront &
X1 1024 {17t RSA. 2048 fZJt RSA, 3072 fijt RSA # Elliptic Prime Curve 256 Lt , ™
Application Load Balancer 2 ACM IRt FIBEE X, MEFHMEN , TSRS ERRKER
B3

« BEMAR SSL/TLS X.509 A& 3 BFE ., BEMSELSL HEE. BN TRMEEEZE (FQDN) &
IP fzsk , AR EBITENEBER.

- RRULUHEHANALESBBITHS  JERZE CANLESBEE, BXARMTEIB 5KB
(5,120 AL tHE) WFAE £88 , BXARME,

- ERFRHECARKE  HARERMAERE  AEHHLEARA PEM W%,

- BREEARSEEN. RELIERBENVHEMAIRBHEREANSEE. NotBefore BEMMNS
SEMEEEE A NI SRR B HMN NotAfter Wi,

- MIBERPNEBEMHR (BE. LESBANEEN ) HLAKRA PEM s, L& DER mEHNTRE
BHEEER, MEFMEEANEGS , F2E AREANBENEHEN

- EREH (EFEAN) BEE  SEEHBKeyUsageHExtendedKeyUsageBlHER ( IRBEE T
BERTIEANEBEF ).

« AWS CloudFormation T3 B BEEA ACM,

AREANBEN SRS

ACM 2EXREHIEANRE., RRENLELE (0F) , X PEM KA FEESETH. PEM RKERE
AEEBEXEH, PEMERXEEARKRERE. BEEXR, BRENESE., —K PEM ERXERNE
EBEA .pem, BEETERMSENEIESR,

® Note
AWS TREEARRE PEM ERXRFHMBERINWLAER. THEHPFE R X FimERS K
HEITHENEE, IREFEHTERMNESE BINERERKRIENSE) , FEARE
HERIE , flanE KT AR OpenSSL,
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THHPIRAZBANEREN, MRE-—ERPHBASZETM4 , 5F (D) ERAXFRESRSEMH
DHRZEER, FEE , MREE PEM BRP A ERRETMTF T , SF , IREHE-—NZEZ
KREE—1THRR , BF. BREEILESREENR.

Example 1. PEM #{RiGH B FE

Example 2. PEM #ri5HY B3 &

BRETES—LZARI. B UERANFRESR. Windows Y copy ¥+ , & Linux cat % , #&
BEERPEAREE, BELEKFRE , FEARIREERIBL—ERE. WREALERE B

REBEERERE, UTHHTS=ZEEE , EENBERTIZEZHEDLBE.
/A Important

TERENBEERIBEHE,

Example 3. PEM fRIEH AR £ 18
X509 £ 3 RBHRFEALESEEE L, BY X509 BRIBERERE , LEEESEARELIE/

NATRBVVBEENERUAND. LEERIGENBIRAERF, ELAKBBHNLEERRE
EEABRREELEER, SWMYLABRMNE, UTEHHBER RSA LREER,

Base64-encoded private key

BEKN W7 1.0 50



AWS Certificate Manager EREEmR

T—EfFIE R PEM imBHHEEMELE SR, REEYSRNAAMNE , TRTEEE2 R
o, MRVESHER , ACM EEEARFHEEAZSRZBERSHER,

EPNE

WA LAER . AWS Management Console AWS CLIS; ACM APl |, A ETEVEMERE (AIE=5E
ERBEREFRENER ) EA ACM, THEERAMMAEER AWS Management Console 1 AWS
CLl, #t3EAWS BITEMBREBNEFTEAERNEERX,

/A Important
BENN BT R AL ANTE EA ACM BER TR IERA

*iE
- BA (EEB)
- EA (AWS CLI)

EA (EEH)
LA 5 R an{a £ AWS Management ConsoleE A&7

1. ®I{E https://console.aws.amazon.com/acm/home BIRX ACM 32 &, MRERBE—XEH
ACM , 553 AWS Certificate Manager ZRENZZZEE T H AR ERIRE,

2. & Import a certificate ([EAZHE).

3. FBHEITTII®RE :

a. ¥ Certificate body (BERANX) , B EEEAH PEM FiEHRH., BIEES -----BEGIN
CERTIFICATE----- miERR ----- END CERTIFICATE----- o
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b. & ¥ Certificate private key (RELE ) , FIH L EHIU PEM BN RMZLE SR,
SEfES -----BEGIN PRIVATE KEY----- miERR ----- END PRIVATE KEY----- o

c. (IER) B/R Certificate chain (R¥EH) , Bt £ PEM fmiSH SHE 5,

4. (FER) FEBRBENREEEANER K FEEER. ERELERE AWS ERNER. S8
ERYLSHEERN —ESRE—EZRE, STNAERAERREBERIEH AWS B,

5- iEEEAO

E A (AWS CLI)

LA #8488 R gl £ A AWS Command Line Interface (AWS CLI) BEABRR ., ZEHIERFROT :

- PEM RGN BB FEHIER A Certificate. pem WEERF,
« PEM fRiIGH BB HEFHIER A CertificateChain.pem WERH,
- PEM B ARMZFESBEMER A PrivateKey.pem HIERT,

EEMERALUTES  FHEREEDRACACHERER Y EEREN —THRaADT. RHER
R, UTEAGSDITHRNSHRNZEHE.

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem

MR import-certificate i H KL , EEEEEARNRFEN Amazon Resource Name (ARN),

EWEARRE

MREEANBELGHEH M AWS REEED , EUUERIBBHZAEREAXTRE , ARFRER
IR AWS HIBRISERRL, MFEE ACM BE AWS ZRBHNFHMENR , F2H B ACM EESH R,

ENEABER , BRAUTERYE

- BULEERBRAEEE.

- BRREBBREBETNABRAEHE.

- MRERASELEHESVEANBRTFE , R UUMAFOLEMHE , EFEBRRAGE.

- MREFNSRABERESRVEANBRPEE , ERAUMANNERE  BFRBKRAGE,
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TMBRMANEERE,

- BEEEENEABRERERERER,

ES -]

EHEAN (EEH)
EHEA (AWS CLI)

EWEAN (E2A)

LA R EHIBE R In{a £ AWS Management Console E #7 [E A &=

1.
2.
3.

BI{E https://console.aws.amazon.com/acm/home BARX ACM &,
BEIEBEEHEANERR.

FRURRMNFMENEE , A% EE Reimport certificate (EFEARRE) i, MRELREBSA
BEXEZBSHHRRIRIEZRTE |, FBIRIE Actions (B11F) ThRER LMY Reimport certificate (EFHT[E
ABE),

¥R Certificate body (BEAX) , B L PEM RIS KK EREE.

HH Certificate private key (REFLE£IR) , B LERBF L ESBEBEBHNKMNE PEM FHELES
- 8

(ZF) ¥R Certificate chain (BFEH) , Bf L PEM BN EEE, EEHSESMAeDERITRE
REEMN—ElLZERE , ARBEE. NREEANTIREREDHERN , RFFEERFH.
BEARIENEN. WRLZEEMEE , F1EEZF Reimport (EFEA).

EHEA (AWS CLI)

LA 35| B R E A AWS Command Line Interface (AWS CLI) EFEABE. ZE8HIFBRUOT :

- PEM {RiGH BB FTHESRB A Certificate. pem HERF,

- PEM {RiGH BREEHIER A CertificateChain. pem HERAF,

- (ZRABERBE) PEM RIBNANMZELEEBEFTHER A PrivateKey. pem BWERF,
- BEFESHEANEIEN ARN,

EEMFRAUTERS , BEERZEMARN IR AZBECHWERBBA ARN , LEEEN —THEA
Wmh. AHERE , UATEHASE S TARMSRNER,
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® Note
EEEMEARE , BLHEERFE ARN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem \
--certificate-

arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

MR import-certificate M H LN , EEEEEER Amazon Resource Name (ARN),

5 EERERE AWS Certificate Manager

BRI LAERA ACM =53 AWS CLI 5l ACM BEENER, FEASTUE—BEEHRIILHES
500 {E’&=® , ™ CLI BIAI 5 & 2% 1000 fERFE.

FEREEEIHEBE

1. 81 hitps://console.aws.amazon.com/acm/ B ACM £#£ &,

2. REABRRBENNEN. LAUUERAELANEREZRERAE < HRAE. SEBRBELA—
3|, KRR EBEETTSIM

« Domain name (BB ) - BEHTEMIHEZR (FQDN),

« Type (EBH ) - BEEE, 7W8LES : Amazon issued ( Amazon B.37T) | Private ( #AH) |
Imported ( EEA)

« Status (REE) - BEAMARE, TREE S : Pending validation (5 EB ) | Issued (317) | Inactive (EE
F) | Expired (Ei1BH) | Revoked (E##8) | Failed (%kB) | Validation timed out (5% & & &)

- AT ? - ACM BER2EFEE Elastic Load Balancing 5 CloudFront 2 AWS AR % 57 BE K, 1t
EALAR No (&) = Yes (&)

« Renewal eligibility (B &%) - BRI ZIHE , ACM EEULUBBEHTFE., WEEES : Eligible
(RFEEM) | Ineligible (TREEK), MEEKRKRA , F2H PN ZERFEEN AWS Certificate
Manager.
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BEREFRAALANRERT , EULMETERLERNERHRE,. BERERATHNBRITTA,
URBEREMERAMM, 7ANBERCNOT

- Additional domain names (Hftt{Bi&EH) - BEF I EN —JZBERIEE (ZBAIA).

« Requested at (7R K@) - ACM R BERIEFE,

* Issued at (BE1THF[E) - BITRJ|HEE, LHEFEERAR Amazon BITHEBE , TEAREANE
Fo

* Not before (£ EFR) - BEERNEFE,

* Not after (X3 KFR) - BFE XX EFE

* Revoked at (5 E) - EREEBENMEFE,

« Name tag (BHBER) - ILEFE L Name (B1B) EBNE WNREERAEBRMNE).

 Renewal status (8fIREE) - FTERBRENVNME., REEERENE , KBV TEERIE
B{E. THEMEZS : Pending automatic renewal (%5 EHE)#&%)) | Pending validation (F1FE ) |
Success (R IHAE#Y) | Failure (REEEY),

® Note
BERENBETRFER NI EGEXTA. FEIEE , BEERGHE 72 MERR
b, 3 B A ARERRERETHENREF,

Page size (EHAD) RFREEEEERAEEAER LERNEEEE.
MEMAREHFMETNESEN , FSH w8 AWS Certificate Manager BFEFFHHE o

FA ZHEREFR AWS CLI
£/ list-certificates an S5 HH ACM BENER , MU TEHIFTR :

$ aws acm list-certificates --max-items 10

o TEERELATATHAUNERR !

{

"CertificateSummarylList": [

{

"CertificateArn":
"arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"DomainName": "example.com"
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"SubjectAlternativeNameSummaries": [
"example.com",
"other.example.com"

1,
"HasAdditionalSubjectAlternativeNames": false,
"Status": "ISSUED",
"Type": "IMPORTED",
"KeyAlgorithm": "RSA-2048",
"KeyUsages": [
"DIGITAL_SIGNATURE",
"KEY_ENCIPHERMENT"

1,

"ExtendedKeyUsages": [
"NONE"

1,

"InUse": false,

"RenewalEligibility": "INELIGIBLE",

"NotBefore": "2022-06-14T23:42:49+00:00",
"NotAfter": "2032-06-11T23:42:49+00:00",
"CreatedAt": "2022-08-25T19:28:05.531000+00:00",
"ImportedAt": "2022-08-25T719:28:05.544000+00:00"

|

RIBFERR  REASEEES keyTypes RSA_1024 = RSA_2048 , AR ED BE —BIEEHENE
#, AEEFLRANAMERE GINREIBIELEATREE AR TANERE) , FRETHIE
BIFTRE --includes B8, WSBAREREHERITHEBIAER,

$ aws acm list-certificates --max-items 10 --includes keyTypes=RSA_4096

4R AWS Certificate Manager BE MM E A

LA LAEA ACM E# A3 AWS CLI R5IHBEMNFAPEER,
EXEAPRRBEFMENR

1. HI{E https://console.aws.amazon.com/acm/ FIRL ACM = E A B RENEHE., BuLERALE LA
NEBEZREFEACHERE,

2. EEBEISIBENFASPEER , FiRZ Certificate ID ( BEBE),. EESHK , BRI
=
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- Certificate status ( BFEARRE)
« ldentifier ( #BIFF) - BEK 32 LT+ S HE—ZBITS
« ARN - X%

arn:aws:acm:Region:444455556666:certificate/certificate_ID B Amazon
Resource Name (ARN)

« Type (HE) - BBl ACM BEMNEEEH, AREESR : Amazon Issued (Amazon 2 #1T)

| Private (]A7) | Imported (EEA), MFEFHMEFA , F2B "AWS Certificate Manager
NEBE, . T PERILEEE AWS Certificate Manager, = M$BEEAZE AWS

Certificate Manager. »

- Status ( AREE) - BWEEIRAE, TEEES : Pending validation (13 EER) | Issued (E1T) |

Inactive (3E#EF A1) | Expired (2i8HA) | Revoked (2 #$8) | Failed (% &) | Validation timed
out (BRFREF)

» Detailed status ( FFAHAREE) - BITHE A BRI B HEKH

.« 1

1

« Domain ( #3F) - BENTEREEME (FQDN),

. B

Status ( AREE) - A ERFARAE, TEEES : Pending validation (¥ E ) | Revoked (B #i$8)
| Failed (% B)) | Validation timed out (B2 33&B%¥) | Success (B )

HMEA

- EAF? - BEREEHE AWS EESREAEIN AIEES : Yes (B) | No (&)
- Domain name ( #BiE & #E) - BREMNE —ETEBHAE (FQDN).

- BEEE - FB AWS £/ ACM EEBREN RS,

« Number of additional names ( Htt ZBHEE) - ERERNWBEHEBEHE
- Serial number ( FF5%) - ‘REH 16 LT+ EMFIHR

- NESHET - EESRENEHRIREL

- Signature algorithm (#EEE L) - AR EERENEBREEE L,

« Can be used with (AT EER) - SEEFELSHHNBEZ ACM BEERBEEE
-+ Requested at ( FFRR) - B HFERH B AR EFE

- Issued at ( B{THH) - WEA , 21T A B R EFE

« Imported at ( EA) - 2@ A , EAR B EMESR

* Not before ( £FME) - BFEE AR B LA

Not after (5 % B &

BRBE
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- Renewal eligibility (#8#I&1%) - AIBE{E A : Eligible (FF&E )| Ineligible (FAFEE ) NE
BERRAA , F2H PHNZERFEEL AWS Certificate Manager,

- Renewal status (B#IARRE) - FTERBERENONMRE, REEERENER , BT EERY
BEHEE, AAEM{ES : Pending automatic renewal (%1% BE##Y) | Pending validation (&1
B8 7%) | Success (FIh#E#Y) | Failure (RBEEY)o

® Note

BERENSEARFTERNSSISENTH. BETIBE  BREERSE 72 /M
®REF , WEMXARERBEERTIENER

- CA-%#% CAK ARN
« Tags (%)
- 3RB|8
- B
« Validation state (B8 FEAREE) - WIRBEA |, ATsEEWMT -
« Pending (F7E) - BERBFTEH M RT Ko
- Validation timed out (B8R EF) - FHRIBTB 2 RE , BERITUEEREF R,
« None () - BREANRILE PKIREREE , TETERSI,

£ iR B MEF AWS CLI

£ B describe-certificate AWS CLI RERBEFMEF , W THHSFAR :

$ aws acm describe-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_ID

R TEELRLTREELUNER

"Certificate": {
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"Status": "EXPIRED",
"Options": {
"CertificateTransparencylLoggingPreference": "ENABLED"
1,

"SubjectAlternativeNames": [
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"example.com",
"www.example.com"
1,
"DomainName": '"gregpe.com",
"NotBefore": 1450137600.0,
"RenewalEligibility": "INELIGIBLE",
"NotAfter": 1484481600.0,
"KeyAlgorithm": "RSA-2048",
"InUseBy": [
"arn:aws:cloudfront::account:distribution/E12KXPQHVLSYVC"
1,
"SignatureAlgorithm": "SHA256WITHRSA",
"CreatedAt": 1450212224.0,
"IssuedAt": 1450212292.0,
"KeyUsages": [

{
"Name": "DIGITAL_SIGNATURE"
.
{
"Name": "KEY_ENCIPHERMENT"
}
1,
"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:d0o:5b",
"Issuer": "Amazon",

"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [

{
"0ID": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"
1,
{
"0ID": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"
}
1,
"DomainValidationOptions": [
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,
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"ValidationDomain": "example.com",
"DomainName": "example.com"

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

]I

"ValidationDomain": "www.example.com",
"DomainName": "www.example.com"

}
]I

"Subject": "CN=example.com"

MiBRER EEHEE AWS Certificate Manager

BRI LAEA ACM 1A AWS CLI R BRERE .

/A Important
- BEEMBREEREM AWS RBEAN ACM BE. EEMBREAPNER , EXELH
BRBFEE, WIREFERAMBEBIRMAEZEEE CLI RFEK.

- MIBRFANBERZEME (CA) RITHEEY CARETAXE, ZEED CAKNE , EFH
EMBRAL, MEFMER , 5S2E AWS Private Certificate Authority {8 i & $#5 5 = #9 il B
F.E CA.

ERA A MERER

1. BIE https://console.aws.amazon.com/acm/ BIEX ACM X &,

2. HERRBED , ZHACM BREMNZEGHE | REBIRIE Delete ( MIER ) o
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® Note

RIEHFFBFENSAME , CFESKNBREVREBEEZVINETR, SAUMEAENERE=
AEREBEIEF, SHALERAA LANERESRERERCERE,

£/ MIBREBFE AWS CLI

£ H delete-certificate A= RMBREE , WA THTAIR :

$ aws acm delete-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_1ID
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HY 2 ERFEL AWS Certificate Manager

ACM % Amazon 21Ty SSL/TLS BERHZER/WESE. ERT ACM 2B BHBENENER (MRE
£/ DNS B ) , REEISBHKEEZEFBHEANGE. ELRBEUTHRLBMILE ACM BREEM,

RIBETHEE K BREASHDEONER

- WMREAHERFSFAEIEE AWS |, fl40 Elastic Load Balancing 5 CloudFront , BIfF& &1,

- HEER (MRAEBTRLXENZREL).

- MRERFI ACM RequestCertificate API 21T EEE , RERELREH M AWS RIEIEEEH |
AIRFEER,

- MRREBBEEFZAHIT, EEEHZES —E AWS RBMEBABHNALERE , BIFSERK,

- INRERHU IssueCertificate APl BITHABERFE , Bl AWS #4F CA THEEK.

. FHLEN (MBEEN),

- MREBH , AIFFEEE.

WA BAER R T EE R E 2 B AR/ Punycode &K :

1. LA "<character><character>--" #& =\ B BB Y #8153 & B A B THEL "xn--",
2. BL"xn--" ENAEEBHESNELSENNERLBAEERE,

Punycode &4l

BiEEE R R REF EE

#1 #2
example, ¢ N/A i3 v LA "<character><character>--" Fi 88
om
a--exampl N/A i3 v LA "<character><character>--" Fi 88
e.com
abc--exam N/A 113 v LA "<character><character>--" Fi 88
ple.com
XN--Xyz.com = = v ERNBEIBRCBIEE B (BT R/.com)
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BEERE )P )P RFF EE
#1 #2
XN--examp = = X FTREMWERILBEEE
le.com
ab--examp = = X AL "xn--" BHER
le.com

ACM BHBER , BEM Amazon Resource Name (ARN) RET#, SH , ACM BRAEFHME
Fo MREEZEEFTHHEEMEERAETE AWS WEE , RIXABRBOELERE.

£ |

- f8H ACM N ERE

- PRFEBEELN AWS Certificate Manager

- BERINEIAME

BN ACM NEBEBE

RITZE. NFHEENERE , AWS Certificate Manager 2 ERIEH B EZBITEE &, FEiB DNS
RERNEFHHRER  RERLERRERL. ERREEENK  ACM EEALZIERNMERS E
REFBRBLNEAR, THZEHRTBOBEFEE—ERAEERNFK,

ES |

- f8#9:E1B DNS BB HESE
- EFBARFEESNEN
« HTTP BRI EERY

f@#E1B DNS R avE
FAMEA DNS B ACM BRZZEEOFEETLABL .
ACM BIEIBHIHT 60 KAEE bl T A4 -

- AWS R B B EEFERER.
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- FREH ACM RHERYH4E DNS CNAME ek (BEM—NEERAERE—BE) EFEATEBLE
DNS #FHl

MREELFUHETS , ACM EXBEBBRACTRELEVER.

MEEBNHBELZEEBRFBMAE , ACM 1% AWS Health =4 F Amazon EventBridge B4,
ELEBSEIBHAE 45 X, 30 X, 15K, 7 K., 3 XM 1 XEx, MFEHMENR , FSHEACM B
Amazon EventBridge &,

EFHBHREEINED

ACM BENBHHRA 13 @A (395 X), MOBRFEMAHEFEHNTEF. ACM SEBHF 45
RABGEOB A EEEEPEARBNE FE 4, BAISHEHESE TR — T UETEND
B, REAMAIHNMEERE , ACM 2&TERME ARN HEKVERE.

MEEBNHBELZEEBRBMAE , ACM 21X AWS Health =4 F] Amazon EventBridge B4,
ELEBSEIBHAE 45 X, 30 X, 15K, 7 K., 3 KM 1 XEx, MEFHMENR , FSHEACM B
Amazon EventBridge X%,

MEEBERFBE TEHMVEFMEER , 528 "AWS Certificate Manager & F #4458

HERBMALUEARGT LA REEREETEH , F260 BEE{L AWS Certificate Manager & ¥ &
e

ENEEREETEMN

ERERBREANEREEFHHRER (FBFSBAWS Certificate Manager & 7 H {5 E) , AT LA
£/ AWS Certificate Manager API 555k ACM Eix @ RR2E FBHFREUETREEN. ZEEN
TERBITLEE -

- BTE—FRFER ACM BEEFEHE FBH4RE,
- BHBENEBHOREASTERS. WEEREYESEENRENFEMENR K F2E RESENEY

- BEEBEWHETE ACM $HHEBRBOEEN RAEEREE FBHAL

EELRREIHBHEEIZERFERBREBRPAMRESTENMEE , &7 LIE ACM API AWS CLIZ
AWS SDKs #1fEF ResendValidationEmail 4. ACM 2 EFEHEXTIETENRIBEE., B
EXENEESFER £ AWS CLI BIE23 AWS CloudShell F17ZE ,
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AR ACM EFBEREREEFHAAR (X#£8)

1. ¥ https : //https://console.aws.amazon.com/acm/home BIRL AWS Certificate Manager £ &
2. EEZERIBRIENERE D,
3. EEFENBEEREEFEHHY.

i8Rk ACM EfE*AE RIS T4 (ACM API)

£ ACM API A f# f ResendValidationEmail /%, ZEBIEEREERFE ARN, EEFHRIBAHE
MEEZWAEERRE BT, ATEGIBERNAER AWS CLIBITIERE, LEHE 91T/
HRUARIRE,

$ aws acm resend-validation-email \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com

HTTP Ba &R B

ACM £ & #)3EIB CloudFront £ HTTP BRERITH RBIZHEBHZEEN.
ACM 7B HiaT 60 RIMEU T EOHRMG -

- CloudFront B BIEEFE AR,

- BALTFWAELEN HTTP RFERLH , LISHRENASR.
MRELHEMEBHEE , ACM EREREBEAERELBITE.

MREB/HOHABE LB BHRFME , ACM EFiE AWS Health E4F Amazon EventBridge .
ELEBEEIBHE 45 X, 30 X, 15X, 7 X, 3 XM 1 XEix, WFEFHMENR , F2BACM B
Amazon EventBridge X &,

A THREBHNRI , 8% E RedirectFrom NENAREBR P S EMAFRedirect ToW L EA R
o
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R FAE BB AWS Certificate Manager

HFAH CA f #EH ACM BFE AWS 8 CAESXEBINER. HLRFEN ACM BETE ,
IEPKINBETEERE. AREEEERAFREEFHAETZEEENREBEREMBERERN
REREMEE,

(® Note
REMEHA ACM £ A5 ACM API B9 RequestCertificate BIMERIBHN BRI TEZEB/BINE
¥, AWS FAH CA E£H AWS #4F CA API B IssueCertificate BIfFE R BHNBETSH
ACM B,

EZERBBHE 60 X , ACM EEBEXHS NREN—X, EAEFHIELNZENERE (FINER
HEpBER B OE), BF AT LABERER ACM API B9 RenewCertificate ENfERHIBH . WE R HIE
W Java BEE S , FFSE BHNER.

iR eRTIHEF-BAARBRIZIZRY

- MEBEREACM ZESHREEEE , IFHERERAERE  MAZFEFEFRIENDRF,

- MRBHELEEACM EESREEREE , AISEETFENEE , TeeELEZEBINER. BT
FEHITELEE , I AWS Health, Amazon EventBridge A% AWS Lambda BB F#14T ,
WMTAR : MEFMAES , F2EREHLELHENNEE

BBt B HE IR ERE

THRFRET —EHEHFERG R , £ ACM BN BRI BELAE PKI BRNELFER. tEfE
ERACM EHLBERENA SR  BHE  BEMALEARREEHEREREL,

EEFRATIRSEHLEREHESE
1. EfE AWS Lambda BIZAEREHNER , BAFKREFW ACM EH API 89 Lambda BIE,

a. E3 Lambda E#,

b. AEHWEEEL Lambda HTAE , W TIEEBERMARE ., HBERTREREHRERN
SEVEFR , U EEBNN BRI E S , 522 ACM API 89 ExportCertificate B
(=
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm:ExportCertificate",
"Resource":"*"
}
]
}

f£ Amazon EventBridge 223747 A S HE ACM BEREEH |, WERBE ACM EEAREEH
PP AR Lambda B8, BXERHBHORRER , ACM HEE A AWS Health B, WMFELE
HMEEMER , 5528 "# A Personal Health Dashboard (PHD) & AREE | o

MATHEHERRERER R

{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":({
"service":[
"ACM"
1,
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
b
"resources":[
"arn:aws:acm:region:account:certificate/certificate_ID"
]
}

3. EEBRERMLFHREBIEUTHEOERF.
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AEFE PKI BRRNZEBN

&R LAER ACM API 5 AWS CLI FEIRIF ACM REBN THEREMNERE. ERM T UARIENE
HEIBHEH ACM B BEL,

® Note
BRARERIEE BITME LN REEN AWS 7058 CA.

EATIR API BER CLI 5k , ACM SERBNEFE. MRENAD , ACM EEFHEEXEADR

APl EHPRETHNBEPREN, WREFHHE ACM B REHEREE , MEHBHEF , E Amazon
CloudWatch Events HELBNEMH, MREBENERAK , ACM BERHERLEZHREE, (EATUUEH
describe-certificate i, ) IRBEAREBESHRBELE , ANEEKBRELLFHREZNENE

R L

/A Important

HEEMH ACM B4 AWS 708 CA BR , BLALE T ACM BB R, WFEFMAEA ,
A2 R E B EEFT T4 ACM.

EEZFEAFEBRRERN (AWS CLI)
1. {#H renew-certificate R RENILBEEHEE.

aws acm renew-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

2. A% , £/ describe-certificate #F % RIEFDBEMNBUFMEA S ERH,

aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

FEVRAIFEBREL (ACM API)

{&3% RenewCertificate 55K , IEEFBEBRER ARN LUEEHN ., K% , A DescribeCertificate 18
ERERBENBHNEHEACEN,

ARZEEN M7 1.0 68


https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
https://docs.aws.amazon.com/privateca/latest/userguide/assign-permissions.html#PcaPermissions
https://docs.aws.amazon.com/cli/latest/reference/acm/renew-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RenewCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html

AWS Certificate Manager EREEmR
BEREFNENMRE

ERERBENRER , ACM S BEFMEFAPIRM Renewal status (FBHIARRE) BEAML, B UUE
A AWS Certificate Manager £3#24&. ACM API AWS CLI, = AWS Health Dashboard X% ACM
BENEHMRE, MREFER £ E AWS CLIE ACM API, BHIAREET LA T 51 M {E 7T sE 49 AR REE
Z—o. WMRIZMEH AWS Health Dashboard , & B RELUE.

FEB DAY

ACM EEEXHBBREBRIFTFNHEBER. UFEFHEF  F2REENEB DNS BENME, &
%ﬁﬂyﬁ_iﬁﬂzo

FERE

ACM EXBHBHRFREFIN—RNZEMRTEHE. EXLEFNHIERIZIELREEERE , FUABRET
2N, MRLBEXAEAEFHBHRERE  BSHRKE ACMNEFBHH , AZERZEFEHH
P EE R ITERE. MREFEH DNS BE. RE , BFREUMEE DNS B#&EF1 , BBRENER
o

FX2h

BRIYVAERIAABHEBHEE L MA ACM EBNER. EFRIE—THE,
R

—HEZERARBREBIBH <o BE , MA ACM REHWEBE, EAUERMEE.

MRBHREEH A AWS FRISAHRIEE | 6140 Elastic Load Balancing 3 CloudFront , B2 B #{Ts L)X &
HNEREES |, BIEEREN.

@ Note

BORENBEARFRER IR RERM. FHRBEE , BUEXRSE 72 MNEFRRE |, B4
ARERBENERF. NENEDHHE , F2RYBEFERETHREDH.
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« [ Personal Health Dashboard (PHD) % &R k&

BRERE (X28)
THRFRUMMAER ACM £ AKRE ACM BENWEHIME,

1. 7E https : //https://console.aws.amazon.com/acm/home BRI AWS Certificate Manager £32 &
2. BRRBEURBHFMENA,

3. £ Details (F$#1E ) B+ E| Renewal Status (BHIREE), MRERZEFEME , RR ACM
HARBBEBRRNSEBIER.

BREARRE (API)
WEEFREA N{AIE A DescribeCertificate BIfERMEARRER Java F | , BSHB RIAEE,

mEAREE (CLI)

LA #3550 B anfa] fE F§ AWS Command Line Interface (AWS CLI) 82 ACM BE B AREE,

$ aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

EEFEH | FBEE RenewalStatus MM AWE, WMREZEEFE RenewalStatus B , X
ACM i RBRBENZEBIER.

£ A Personal Health Dashboard (PHD) & iR 5E

ACM 2E1BHE] 60 XEH B BB ACM BFE. R ACM EEXBBHENERE , ©€ AWS Health
Dashboard fEiB##& S 45 X, 30 X, 15K, 7 XK. 3 XM 1 XEBRENSHEBANEELE |, LUE
HISEEHEEHE, AWS Health Dashboard 2 AWS Health RIS —Z 0. EFAEERE , MAR
R PRBRFOVTAEAEE TR, WEFMENR , 528 AWS Health FFAHEIERE,

(® Note

ACM S EBNEBOEHEMNEA PhD KERPNE -S4, SEBNTSER —EE
A, EFENRS AL,
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£ AWS Health Dashboard :

£ https AWS Health Dashboard : //https://phd.aws.amazon.com/phd/home#/ & A
i#1Z Event log (BE# B55).

f£ Filter by tags or attributes (fRZH =B EFR) 122 Service (BRT).

iE$E Certificate Manager,

BEEM,

7 Event category (435 73!l) i#1# Scheduled Change (HFEHNEE),

BEEM,

N o g~ w0 Ddhd =
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Z® AWS Certificate Manager &R

EERUUERG ACM BENERL. SEERETSHREE. BLUER AWS Certificate Manager
F#EA. AWS Command Line Interface (AWS CLI) 2 ACM API| R#718, RRHBER ACM BEMEZ
B, BULLREERE ACM £ APERNER,

U LRI FEERWEITER, i, B LAEA Environment = Prod = Environment =
Beta BEBRIELZME ACM B , LIEAIEE ACM BRBEAMNRE, UTFESS4EHMEETE
Byl

* Admin = Alice

* Purpose = Website

* Protocol = TLS

* Registrar = Route53

Hih AWS ERtE X EER. At , FAUKHERERERETRER , AsHERSEHEE, Flw,
B LAk Website = example.com EZHE ACM BF. BHFEHEFURAR example.com #3
ok H At E R

ES]
- BEERH
- EEER

BEEIRH
ST EAREER R ACM BREH

- B8 ACM BENEBE LRA 50,

- EBSRHOREELRA 127 BF T,

- ERENRELRA 255 BFt.

- EBBRRETFES KPE,

- Faws: HREM AWS FH ; BEEHE. REIMERI FENZRESIBERKaws:. FHER aws: 19
EETEERBEREENESTEA,

- BEEFEEZERBNERFEARLEEBHER Bl , HtREIREEtuF cERARS, F2H
XL T SRS
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- ACM BEREZHBTEAMN AWS Management Consolef) &R EH H M Z B imEEES,

% AWS EEREHIN —REF  HSED AWS HR.

BERER

WA LAER AWS B XA, =5 AWS Certificate Manager API R #7#8 AWS Command Line
Interface., #m%E M BRZEE.

BEER (X2/)

EAI LA AWS Management Console 718, MIBRRFEEZE, St JAEREPETESR,
MEER

KB TREFER ACM T AFIBERE,

HEBMEEERE (XEA)

1. A AWS Management Console , Y 7E https : //https://console.aws.amazon.com/acm/home B
B AWS Certificate Manager 34,

2. HELREETHNREZRESTE,

3. HEFHMEAERP , ATHHE Tags (BH).

4. E#F Edit (fW¥E) , ARIEEFE Add Tag (FTEER).
5. AEBWALBANE.

6. EE Save (A7)

fHBRIZEE

KR TREFEA ACM T A MIRER,
REBRRER (E2£5)

1. & A AWS Management Console , 3¢ 7E https : //https://console.aws.amazon.com/acm/home B
B AWS Certificate Manager 14,

2. HEERZERMKRNERNEBESRETR,
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ERAEER

3. EFHMEAERT , M THEBHE Tags (BRK).
4. EBERE.

5. ELEMBRNERS , BE X

6. igj% Save (ﬁﬁ)o

REER

EBUATREFFER ACM £ A REER.
REERER (XEA)

1. & A AWS Management Console , 37 https

B AWS Certificate Manager 124,

2. ELEFENEBEZSBRETHE,

3. EFMEFAERD , A TEEHE Tags (BK).
4. EERE.

5. BUEBRESFNERSRNE,

6. IEE Save (EF)o

EHPERER

KRBT , £ ACM T2 & URETER.

LRBETER (E128)

1.

w

E A AWS Management Console , I 7E https
B AWS Certificate Manager 324,

BRREFRALG LANGERER

&
BECELUWETRHERR,
ERELUMBERHNERS |, BEEZIMAE R,

EEER (CLI)

EZ2BETHERE, THRUNAFER AWS CLIFE

: //https://console.aws.amazon.com/acm/home &

: //https://console.aws.amazon.com/acm/home

Sl R MR

EEZER (CLI)
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» add-tags-to-certificate

* list-tags-for-certificate

* remove-tags-from-certificate

EEEZH (ACM API)
ESBETHEE , TROAEA AP Fil, 7L RMBER,

+ AddTagsToCertificate

 ListTagsForCertificate

* RemoveTagsFromCertificate
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£ ACM EE M IR

AWS Certificate Manager X E#Ri# % AWS AR, G EEEE AWS REFRNRLLERRE
X LERE ACM BEHFE AWS FAH CA BFE.

(® Note

NE ACM B A LA L 8t 7582 3 Nitro Enclave B Amazon EC2 #{TEE L , EXEARE
2 Amazon EC2 #|1T{E88. WMF T A M{IEREREEZE Nitro Enclave B9 Amazon EC2 #1718
B FEREB I Web [RIIRES , B2 ERTE ;| £ Amazon Linux 2 L& % LAMP Web Al iR
R BRE . £/ Amazon Linux AMI 2 LAMP Web fAlfREs.

THRHZ&E ACM BFE :

Elastic Load Balancing

Elastic Load Balancing @ BE8#$ N EAERAERXRE D #E 2B Amazon EC2 #{T{EE., ©&
EREERETENBTER WK REENXBAZTEEREBRINHTERE  E2EERETRR
WEITERRIRE AL, Elastic Load Balancing 2 BEEBERHERERENFER , LEEBEANRE.
MEEHFEHNFMAENR , 5528 Elastic Load Balancing & 1E/M.

—fRME , A7HEB SSL/TLS fHZ+NRE , EHFEHR[LEREEHFEHIRE T Amazon
EC2 #1T{E# %% SSL/TLS BF. ACM B Elastic Load Balancing 4 , At & H ¥ #% L
#BE ACM BFE, MEFMEA , 5B BE L Application Load Balancer,

Amazon CloudFront

Amazon CloudFront & —I18 Web fR# , A EBHR S REHBERLTENAZR , UNEALBENF
BE Web AR DM HRARMERAE, REMEABFEREEIB CloudFront BENARE , RALEH
BEEAERAIREFEEENE R, EURASITREURERERNTRE. IRRBE VR
g% , CloudFront 8 BIRZAE. WRAB BRI TEEIR , CloudFront BREIEEARKR
A HIRH Amazon S3 #E AT Web fRIIRAFEIZ AR, WFE CloudFront WEHHIERR , F2H
Amazon CloudFront B A B/,

BT iEB SSL/TLS #HEZ42MWAZR , CloudFront @& 3R7E CloudFront £ fisk & ix R KR L &8
SSL/TLS B3%. ACM 2 CloudFront 4 , A[7£ CloudFront 2 L &8 ACM BF. WMEEME
B, FEZ2BES SSL/TLS B,
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® Note
= ERE CloudFront £/ ACM BF , B4 ATEXBIRT (M EmbiB) EBIHFERNEA
BEo

Amazon Cognito

Amazon Cognito B&H Web MITEREARRNIEMHE 2 BE. RENEAEEE, £AETUERE
FEREN AWS IRF B AERRBEBE=5FA , 0 Facebook., Amazon, Google % Apple.
MFE A Amazon Cognito WEFHIEEA , 2 E (Amazon Cognito F#EAEIEE) .

B84 Cognito fEAHEEEEREAM A Amazon CloudFront X385 | CloudFront AJEEE X E ACM
BERREAT@AE, EEEERT , I=2 , B4 ALBBRBHRE CloudFront RIEIE , FAEMIK
B

AWS Elastic Beanstalk

Elastic Beanstalk A i#B1&E AWS EinH BN EBEEAREN K MAXEBOTELERAERN
EMEME, AWS Elastic Beanstalk R{EEEEM M, BT LEEMARER | Elastic Beanstalk
SEHEEIEME. EHTEH. EREVNEAENEEREBERWHEET, Elastic Beanstalk £
Elastic Load Balancing IR#RZE B & F#35. 5 Elastic Beanstalk HFFME , F2H AWS
Elastic Beanstalk B% A E5/.

£ ERERE , BB Elastic Beanstalk TR AR ALNERARAREAH THR, WEHMAE
A, F2HREL Elastic Beanstalk IRIEH 8 & P& 25K4& 1E HTTPS,

AWS App Runner

App Runner AWS BRI HEIRIE, BEHFERARBZNER , IS RBBRAHZREEEREE
AWS ElxFAIERBZ2M Web ERARER ., BTXLEEE2ZHEMN., ACEFAMEERY , A
EIAHEMNERE AWS IR, IE App Runner EEHEE A , 55289 AWS App Runner BIZ A E
B,

BRABITREEBEERERNNITERBELEIB | App Runner S RSP o B S
BEHHENERE. EEBBEEREE ACM f, BUEMESHEREHBIH M BRREEZNERA , App
Runner T EMIBRELRR. EEEREFHTLEBDYT , EFFEBTHERNEETMEE. 0F
FHHER , 528 AWS App Runner BIE A BIERHPHEE App Runner fRIEHY B 5T #8135 7,
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Amazon API Gateway

FEETHEENZRANYEME (oT) AR , B THAREIERLE AWS EWRRRAEEEN
AP| 2BHRBERE, BT LUER AP| Gateway 34, #HE. ERFERELEWN AP, #§ API %B%EIJ
API| Gateway # |, 1’.&7%&% BEIMAE A BUBLFE AP EXE., ZEERELHIIREEE ,
HARM SSL/TLS BF. EALAER ACM EXREARE. WFEHFR Amazon API Gateway E’J
HMER , FBE ((Amazon AP| Gateway FiZ% A B3E5F) o

AWS Nitro Enclaves

AWS Nitro Enclaves = —%& Amazon EC2 IThat , AIEEM Amazon EC2 H{TERBELE A
enclaves WIEBESITIRE. RMERB L. RICESESRNEREKE, CHRREHREH EEY
TRENZEABBAMER. TEARFAMRE. EBX TN IEMATIEE, FHEELEB
SSH # AfR#E 6 B LtEHTEBNEER, EARXSERE (SHERIEES) BB LG
HEANERMEARARER,

E# 3 Nitro Enclaves #J EC2 #1T{ERE & ACM BFE., MEFMENR , FSEEAR Nitro
Enclaves BJAWS Certificate Manager.

® Note
BESEHS ACM BB E R EEZ Nitro Enclave B EC2 #1177 E 88 2 3 B3 B,

AWS CloudFormation

AWS CloudFormation ] 1% B #8237 2 F FN5% E Amazon Web Services B, &0 LA &4
RIFREARE[EH AWS &R , I Elastic Load Balancing = APl Gateway, A% , AWS
CloudFormation E8EMENREELER. ETFFEMBIRILFERE AWS EIR , M 7 #F (B
BURREE ; AWS CloudFormation REFTEEL, ACM BREEAEHAER , EXRTR AWS
CloudFormation AJLAFER ACM BFE , SAEHE IREBEER AWS | IAR£ER, A, ACM
BEESEHZEILURE AWS BWEJR AWS CloudFormation,

WMZEHEI CloudFormation B —fX & , HSH <<AWS CloudFormation I EEm) . MEFF
CloudFormation X2z ACM BRI FMEIR , 552 B AWS:: CertificateManager::Certificate.

EiR RN E KB AWS CloudFormationZhgt , B ARREIBSHEAEE , LHEH AWS 1R
F. BRZEE K ACM HIEEH AWS CloudFormation.
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® Note

WMRIEER B3 ACM B AWS CloudFormation , AWS CloudFormation & &R i1
CREATE_IN_PROGRESS k88, {E{aiE—HH#HBIREEIGHILE , EXBRBERERE
EFHBHPNETRREARAL, NEFHMEF A FSREEL., FHMIMRERREDRD &
RELRE,

AWS Amplify

Amplify 2 —#HEMEEN T EFMINEE , AIZEaIlw Web MTEHZAERERRMEHLRER
EHEEBNERARER AWS, Amplify IRAEMBER : Amplify Hosting A Amplify Studio. Amplify
Hosting 2t 7 — 1@ Git 2 T/ERRE , TARFAEEREENEN S HBEEMRSE Web ERARE
o Amplify Studio R BLHRRIRIE , AIBLAER. £HE Web MTBEARANEILE
¥, A Studio ZEEFHKAA Ul i Ul, BYEARRRE , RESMEEZE—
i, MEHR Amplify BVFFHEER , F2E (AWS Amplify ERAEIEE) .

WMREHBITEESEEIEARERN | Al Amplify TR AT ACM BRERREEAERN,

Amazon OpenSearch Service

Amazon OpenSearch Service 2 — B S 2512 , BARAFI ., BNEAEXERREE
ROWEERARS, MEFMENR , 55208 (Amazon OpenSearch Service BIEE A E3EF) o

EEENEET BT BiE %2 OpenSearch Service #5£8 | B LUFER ACM RGEEEF R
& 2 BB Application Load Balancer,

AWS Network Firewall

AWS Network Firewall 2 —EBEZ BRI , AIZE BB ERAFTHE Amazon Virtual Private Clouds
(VPCs) HBLEMNMBRRE. WEFMENR , F2B AWS Network Firewall F#& A S5,

Network Firewall B5 A8 ACM B4& |, A[E1T TLS &, MREE Network Firewall FfEMA TLS
®mE , AIXERE ACM BFE , UBENEFNMNZRIBL KB SSL/TLS RE. MMFEHEE Network
Firewall Z0{AI#&EL ACM AT TLS MENFFMEA , 528 AWS Network Firewall FE A §15
BRI SSL/TLS BEEE TLS MEEREEERFEANER,
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Ry Z 4 M AWS Certificate Manager

HEREZEME AWS ZRBELIEF. 55 AWS BF | BUUZHAERFONMAEREE  SLEERS
EERERTEHBEBNER,

ZEMR AWS BB ARRE, AFEEEEREERRERNZEUENERPHRZEMN

- BiRNELM - AWS BERETE Cloud 1 AWS 1T AWS R EREMKE, AWS thARIRAT
T2 FEANERE. EAWS EHFEHP , BE=AERABSEHIENRIRMLLNER M. BE
TERERAR NABEETE AWS Certificate Manager , SHZ2EAWS &#R5HEIM RIEEE,

- FRNEEM - EREFECRREHER AWS Wik, S0 BHEMREEE K SREENNER
., BRANERNBEAEENER,

AR HAIHBY R T BRI EE A AWS Certificate Manager (ACM) BERHXREEER., TIEERR
EIAEEE ACM BLEEIRHNZ 2 MEHRBE, Bt THNAEREM AWS R KI5 BN EZRRFR
% ACM ﬁlﬁo

E3:

- FRERRE AWS Certificate Manager

- W55 MEEEE AWS Certificate Manager
- FFREY5EMSE AWS Certificate Manager

« AWS Certificate Managerd W E B LT £
- REEK

R HYERRE AWS Certificate Manager

AWS HEHNSEERBARN HHERRE AWS Certificate Manager, fLERFTR | AWS BEER
BYITAE WEEERRE AWS Eif, FESHETHERS KR IEERARTNEHE, FHREKE
BrTER AWS RIS BWZ S EENE 521555% MEEREBAENGFRERN  F2RENEAEERRD
EE, NEERBNERRBENEBEN , TS0 AWS Z2MIBEE LM AWS HENEFERA
GDPR #ER X E,

ERERREEYN , RAEBEHRE AWS IRFE 2 AER , WA AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) B2 EEBIERE, wtt—R , SECHAEHASESRHETHK
HAEKMSENGTT. BACEREEATIHANREER
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- BEKRFHEERAZEEZRRE (MFA).
- £/ SSL/TLS BE AWS BEFBEM. BMFE TLS 1.2 WEZRMEA TLS 1.3,

- {EF 22T API M{ER & FEEE 8% AWS CloudTrail, IEEREFEA CloudTrail JBHEFEEL AWS SEEIRY
B , HZBAWS CloudTrail € fFR&EER) RHER CloudTrail B,

- EF AWS MEMARAR , UREPHAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , 1#BIEREMIRZEMFE Amazon S3 HEIRE R,

o WMREE AWS FZBTTHIRES AP FE BFEE FIPS 140-3 BBEN R IGHE=EHR |, 558 FIPS
UnEh, WEAER FIPS M FIPS In W EZHEEER |, B2 EB T EAREZE (FIPS) 140-3,

B RZIBRCBETEREFNE B SRERBBEN , HEEERS BHEERN X FRA
B, FlnBZEEN, EBRELEMER ACM REAEEA. APIAWS CLITH A AWS BR# AWS SDKs
. REEESERRANEZRUTBMANTAERNS T AR ESZE AR, NREREAIBER
236 URL , PR ZUEBB I ERB LY X MARESFE RN URL 2 EBEBEA.

BRLEESRNEZSM

EIRERINEBEE , AWS Certificate Manager (ACM) SEA LN E/AEEBY, BHEEANE
FELSRY, / ﬁ%ﬁﬁéﬁkkﬁf’éﬁﬁ Hr. ACM EEFNBERHEBENLEESS  WHEH AWS
Key Management Service (AWS KMS) Tﬁﬂbﬁ%ﬂxﬁﬁﬁ%o EEEFRUT :

1. BIBE—IR1E AWS B EERHEABEE , ACM AWS KMS key A BI& aws/acm B2
&, It KMS €8 ESE AWS IREFME@E AWS B &2 M —1,

2. ACM EfEALLt KMS €8 IMBRFZENFLELEB., ACM REFHMBRANILELE ; ACM TE
D2 ERIESE. ACM ERERN KMS £8RMEB4EE AWS 1RFE FIEE AWS B
FRIERENALE SR,

3. K BFEEES AWS Certificate Managerf) (RIS EEBERF , ACM S BEMNMEZNALE SB|EILT
ZhRE. LBE PEURT AWSKMS |, AFFREFERA KMS £ RBZERINILEELR. UFER
R FMER , 5528 AWS Key Management Service % ASIERPNEARE, ME ACM X
B2 RENFHER , 5520 B ACM BEEWRE.

® Note

BRI B BRI AWS KMS B#F, NIREREMAREAMERILRE K RERXEXESRK
) ACM Ihge,
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4. BENBRKEEER KVMS £RMRELNELR. AR REESEARENREN MXF) A ELHRHE
HAFPREIRZELMNBAEE (SSL/TLS THMREER).

5. BRHEESHRBEVEERRN , SRIBUNRTFESHEA. EXRTHRETERFER KMS £IiRM#
ZRENALE LS,

0 & o MEEEE AWS Certificate Manager

AWS Identity and Access Management (IAM) 2 —%& AWS fR¥ , AT GBI EE & R i H¥H AWS
ERNER. IAM BEEETURFIHETRE 2 RE (BA) MIESRE EVEBF) , MBUER ACM
iR, |IAM 2 AWS fR# B IR BEFEA .

e

- BEYR

- ERESRE

- ERARKEEFEUE

« AWS Certificate Manager A& F |AM

. BB DR BEES AWS Certificate Manager
« ACMAPI 55 1] : BiMEME RS ZE

« AWS #) ZEBER AWS Certificate Manager
- ¥BE ACM ERRGZRE|#

- ¥BE ACM AR ERZAE (SLR)

« ¥ AWS Certificate Manager & % #MEFEETHRED B

BHRHR

FA A AWS Identity and Access Management (IAM) @ B8R E , BURAEE ACM F#I{TH T
(=

fREFEAE  MRFEH ACM REHTIE , EEESABREUMENERENT T, BEELATHITI
EME MR ACM TheE , BRIREEFERNANT., THREFIFFITNEEAXNAHBEOEERS
ARERMNETY, BEELEFI ACM FREIEINEE , F2E ¥ AWS Certificate Manager & % f117E1
HITHEZ .

BHEEES  REEFEELFAAN ACM BIR , BHEEM ACM MR FEHER, £ THERY
BT ARIEEAEEEIAN ACM IR EIR, &E K BLERFEREIBEN IAM EEE | REELR
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BEAENGTT, RELEELNER, TH IAMWERES, BEEHE-— S THELNTTEE ACM
FH IAM AR | 28 AWS Certificate Manager 20{a £ 1AM,

IAM B E : IRER IAM BEEE  ERLEENMREBRLUEE ACM FEENEFMER, &
ERBEALE IAM R{ERAEH ACM B0 EBEK | B2E W8 9B BEEE 5| AWS Certificate

Manager.
RSP HRE

BErBREBFREAWS FHAFSBRBEANAR, BHSALLAWS IRFRERES D, IAIMERES DR
BE IAM AEREE (EA AWS),

BALUERAEBRE » RFRERNBAER , UBESED AWS B2 558 A . AWS IAM Identity
Center (IAM Identity Center) £ &, BRRNE—ZASDBRE | UREH Google = Facebook &
AER  HEWESHOINEL, BUBMEESEAE  SNEEESENCRELA IAM SENHEY
2. BERFERABE AWS A ER K, ZEEERTAG,

REEINERAEFHEME , BOLAE A AWS Management Console 5, AWS ZHA O#L, MEE
AWFEHER AWS |, F2EAWS B A (FAEER) PHNFAEAEN AWSIRF

WMREL AWS BRRFT A REFR , AWS SERHKBREZEH (SDK) Mar =R E (CLI) , L&A
FEHNBAERURBRESNEZBENE R, UREFEA AWS ITE | BIXERITHEFBR. 0F
SEREBRNSEBTEEFRNFHERNR , F28 (AM £AEER) $PHEAR AP FEREAWS
Signature £ 4 R.

ERCERANES RIS BUEHEERHANNZESHEEN. S, AWS BREFEHZE
EXRTE (MFA) RIEERFINEZEM. MEEZEA , F28 (AWS IAM Identity Center fEA &5
) FNZEEZREN IAM FHAEER) BH IAM FHAWS ZEEZEE.

AWS tRF BRERE

BRI I AWS IRF | B8Rt —EZEASSHRE , ZF D TXEEN RFHPHNAMRE AWS R M&
Ro WEHDHS AWS 1R Theroot EAE | AIEIR MG HE LIRS E T B4 b ut MBRIH = AR
FEL MAERETEURCEAEREAEER. AEENREAERRE  LKERARAITREBER
EREATHNER. NFELEBNZRFE , THRFUREHAEEZEANES , F268H IAM EAEE
MPNEERCEAEBRTNER,

Beg

REEKRE , BERAEERE  CRTECEEFIENERE , FAKBKEAER AWS ki 25
DRHEEBSREFN
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BEeEgo_RRBENTEFEHAEB K. Web B01E#ME. AWS Directory Service, 0 0B & , =
2EERAZERE P RKREHENEAER AWS R FRNEAERE, EHE S 9 FHE AWSIEE , ©
MR At MACSRUEREAER,

BRSSP EEEETE  RAEFEEFEH AWS IAM Identity Center, BT LATE IAM Identity Center
hEVEHAENEE RELULEEYRSIEECHNE D RTN —BERAE AWS RS FE
8, LMEEFTE MEARXPEM, WME IAM Identity Center BEFMIE A , 5528 AWS IAM Identity
Center fEF & BRIV {1 B2 IAM Identity Center ? .

IAM i F & M+ 4R

IAM EAER PEAE-ASFERABRABENT AWS IRF W55 . BRESTRRERNER
MAREEEIRABE (INEBNEFNEZR) B IAM E£AE, ERNMABEEARIEEHERY
BRENIAMERE  BRRLCHGBBREFNER. WFEZEF  F2H AM FRAEEEIFNATERGE
ENEARGIERRRTRER,

IAM BB —BIEE IAM EREEEN S D, SBREUFES S EE, EUNERAFER-—XAZ
BERAEEENT, HETREEABRERENTNEFEBEARS. fl , BUEE—ERA
IAMAdmins BYE##8 , Y48 FEABEEE IAM BIRIET

ERERAGTEH, FRERGRE-ASIEAEXRIURE K BAGHNENREHEMAREEHNA
BNE. EREHBEKANKRYER K EBACERHABRERE. NFEZEHR  F2H (AM ERE
ERE) P IAM ERENER RS

IAM A&

AM BEE FEEBERT AWSIRE N85, TELIAMEAE , ETESENASHER. BE
FFE HEE IAM £ AWS Management Console , BRI AR EAETIRE IAM A/ ( A ),
ERLUEIB ALY AWS CLI 2 AWS API IRESEA BET URL RIBEAE. MEERAABN L EFEE
A, B2 (AM FRAEER) FREEAEHNEZ,

FRBEEEN IAM AGETHERHIEEER :

- eSO FERAETFH — NENBRESESERTA , FEVAG , YARCRERTT. EHEEDE
TEYHER , XFI-7SHEACEVER , YERTHAGERNGT. NEEHRHSACHNHERE
A, w2l (AM EAEER) PHAE=S57RHE #e) BXAG., MREFEA IAM Identity
Center , IZFEREHNTE, ARFSFIREFRATUFIHAZS , IAM Identity Center #5F 7] SR EE
IAM R A EHEER . MEGRETISENEN , 528 AWS IAM Identity Center £ F ISP T
G

o HEFIAMEAENT - IAM EFAESRAETLUETE IAM S REFHESEEXEATRNT,
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- BIRFEFHE . EULER IAM AR | RFTREIKRFHHNEA (FENER) FEUEKRFNER,
AEERTEIRFFIENIELSR. T , BREL AWS R , BRI EEEBRERIER
(MTAREABEUMANRE ), IFTHEAAGNERERRETEIRFENCENEZE K F2H
(IAM EREEFE) P8 1AM FHEBIRF EIRFEG

- BRBEFE - G AWS IR EAEM PRITHEE AWS BRIE, B0 , EEERE HETIRUE
ZREBEEEE Amazon EC2 H#I{TEEAR R YT Amazon Simple Storage Service
(Amazon S3) 1, IREATEEEFEAFUERNFTA. FARKACHERREELACKRHITINE
%,

- BIATFEITEREER (FAS) - BEMERA IAM ERERACE PHTEER AWS |, BEWRAET
Ao ERFELERBE  BUREATEEENE , EMETRRBHAB S —EEE. FAS ERAF
W MEFEAFFA AWS R , S AWS IR# FRE T HERBRELFER. REERBBRIFE
EREfh AWS fR¥ S EIRE BT RESEARIGEREF , TSR FAS R, BEIBERT , B4EER
VITEMERENRTT. MFERH FAS BRENBRFMER , F2H (EREMTEER) .

- BBAE - REACRBEREN AM A6 , ARKREINTEF, IAM EES ALK IAM RE
M. BRNMEBRRESE, NFEFMAES  F2HE (AM EREER) PHEIAGUEIRTA
B AWS R,

- REEEAE - R EFACR—EBEEZ WREAR., AWS RERBEITUBEAKRERNTE
AR, REEFACSHRELN A AWSIRE | WHERKES, IAMEESTURIEA |, 8
TRl REEFABNET,

« £ Amazon EC2 L #IITHERARER - B9 LUFER IAM SEREEE EC2 MTEB LT ERARE
RNWEREEAER , URIEH AWS CLI 5 AWS API 553K, E2 EC2 T ERAREEIRSE
WBEFAR. EEK AWS SEERGE EC2 BTERYSHREMREGHFIEEARESN , BUELE
EZHTEABNFTERERE, BTEREEEIESXAC , XA TZE EC2 HTERLIITH
BEXANMSHRERE. UEFHAENR , BF28 (AM FAEER) PHNEA IAM BEREFEFES
Amazon EC2 #{TER LHITHEAER.

ERABREEFHE

B LUE BB BERYHHEEZEE 59 RE R AWS HitH AWS PiEE., BER F0YWH , AWS
BEHESG,REREENE , EERHTT, EEFA (FAE. REAERACIERE ) BHE
KREF, & AWS FMHELBE. BRPHHFTRERBATRIERHER. ASEBRELL JSON X4
AWS X FHRE B, 15 JSON BEREXHEBNABWFHHEERN , 526 AM FAEERPH
JSON BURBLER

EEEWLER AWS JSON BURRIEEH T AFRAR, tWHi2R , BMEEBE A BERA T o E 4
BEEIREAITHLBE,
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HERERT , ERENACREHNT. BERTEAEBEMFZERANTRENT , IAM EEET
LB IAM B3R, A%, EEETUE IAM BERMEEAE  FAEERBTELAE,

IAM BERERXEBENFTA , BREERMELERHMTRE, Sl , BEBEE—EAFT
iam:GetRole BMEMVEIR. EBRXBEMMEMAE A LLEE AWS Management Console AWS CLI, =
APl AWS VS A EM.

B oBHE

S RBRERLMME S S (Fla0 IAM /A&, EREFANAR) B JSON FFATBERN A, BELR
RAEH SO EMERG TREBEERATHEDF, NFTHRUMELSIEBER , F2H (AM
ERERE) PHEBEFEEBRRERBL] IAM A,

BoBERRATE-SOERARBRIAZERR, ARBREEZARINE-—FHE, FEIAE,
TERRRBMNBEK , BLEES FHNSECHAE. HENAE AWS tkRF. SEBRZHE AWS
ZERRNEFZERR, NETHUIMNEZERRRRARBKR ERE  F28 (AM £REE
) FREZEBCRNARBUREEREE,

BEREHR

EREPRREZEIERD JSON BEXH, BEREBRNZE RHEHIR IAM ABEEBERMN
Amazon S3 REFATRER, EXEEREBRNEES  REEESTUEAEMARZHHESEER
HEDRER, BRNBRNER  BREEREEN B AIUARERATHBEAREMERGT
HITHEME, BXRAEEREBRITEEEZR. ZEXATNEHEKRS, £RE, A6, BESEoERE
= AWS fR#%.

ERAEBERMUAZBREPNARIEE, CELESREBEDERRE IAM B AWS SFEHEK,
FEIRFIFE (ACL)

FHUEHIEE (ACL) ATEFIBL X (RFKE, FRAENAG) HEFIEEZERNFFT. ACL EHR
BEREBER , BEMAEA JSON BERXAHHE,

Amazon S3 AWS WAF#1 Amazon VPC 2 & ACLsH RIS & B, MEH—F 7 ACL , E2H
Amazon Simple Storage Service B A BI5mPHFEUEHEE (ACL) #iE,

HtBeREE
AWS X EEMBFIERNBRREE, SERRBEETRERE RERBER T ENKRAF T,

3

- FFARR-FUHER-EERDRE , THERES P HBKRERT IAM HE (AM EAERAE)
MBAFFA, BUNABRKREFARR, MEENFTERERN S 2 EBRMEFFAIRRHR
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o B Principal M FEEERAENACHNEREBRUATESZIFIRRRG. EEEK
RPN AREBHEERXR N, NFFTRRNFHES  F2H AM EREREREHH JAM HiE
AT A5 IR,

. PRI HIEE SCPs) - SCPs& JSON I , WIS in. REMSEMER (OU) WERAZT AWS
Organizations. AWS Organizations ® — AR 7 HEMEF EE AL EREE AWS 1IRF WS ENR
%, BEEBAEBTOFIEEE , BRI LUSIRISIEHBUR (SCP) EAZMEMSATEIRS. SCP &R
FIXERFHERNGT , SESEEE AWS IREREMAE, WE Organizations 1 SCP #Y 54
B, 5528 (AWS Organizations fERA&EER) I RIEIEE BER,

- BIRIEFIBEK (RCP) - RCP 2 JSON BUR , AITARREL RS P EIRK A AR LR , HREUE
BARARTEEEFNMMELFIEENEEERN IAM BER. RCP SRFIKEIIRE FERMN
A, WARERES TN ERST , 8 AWS IRFEFEAE , ERTCAREBRENHER.
I Organizations f RCPsHFFMIERA , 2IE AWS IR# & RCPsy JFE , F2RAWS
Organizations { FRA&EERM) PHERZEHIBER RCPs),

- THEMBEBEX - TERRBERR-—BERBX , Sl EBREE N ARV ACSBMEEA
ENERTHEERE  MASREE. MELETFEMBRNFTEREAENACHE T EBERNIE
FEERBURBIRR SR, FTAAILURAEREER, AAEEEBRTWAREEREERTX AN, WFEHF
HMER , F2H IAM EREERPH TERERBER.

ZEBRER

HEZERRERERIFRE  HEREANAUSEREM. EMBELIER, B2 7HMNMTAWS £
BREBRRBEFBRERBANER , F2H (AM £REER) PHECRMEER.

AWS Certificate Manager {1 5E F 1AM

£/ IAM B2 ACM WEEE 2/l , 558 7 HBE T LUFEEL ACM {ER L |IAM IhEE,

A LA B fEFIBY IAM ZhEE AWS Certificate Manager

IAM Zh&g ACM X &
R AHE 2
BRAHE &
BUREI =
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IAM Zh&E ACM X 1&
BRER =
BUR IR R (RBHE) =

ACL &
ABAC(BURFHEHR) B4
FEFFA =
REAE e

R EREAE =

EERATH ACM FEA AWS BRI WTEE RS E IAM ThEEEE |, 28 (AWS IAM FH &S
) PRYEE IAM EER R

BRAR ACM B & 25 BBUR
XESSBEBE B

BoBBERR ALK ME S (Fla0 IAM ERE,. EREHERAR) K JSON FFAIBERXHF, ELEK
RAEH S EMERG TREBEERATHERDF, NFTHUMELSDEBER , F2H (IAM
EREER) FHEBEFEEBRERHE] IAM 517,

£/ IAM 2 BEBER | B IEEARIEBNBENER , UREMERG T RAFSREEEE. &
BEESOEBRPEETIER K RASESEMAZEENERAENAR. NETHREE JSON BERHE
RB AR  F2H (AM EREERE) P IAM JSON BEETESE,

BRAR ACM B & 5 B B SR #1451

EERE ACM B RBURES , F2E B2 EBEEH AWS Certificate Manager,
ACM R ERBE R
SEEREEEK . &
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BEREBERRH B EIRA JSON RN . EREBXNRE REHIR IAM ASEEEEN
Amazon S3 REFATRER, EXEEREBRNEETS  REEESTUEAEMARZEHHESEER
MFEER. BRMIIBERNER , BREEREEN TR TUHRRERATHEEARE[AERET
BITHEE, BLRAEEREBRIEEETE., ZXATUSERE, £HAE. A, WSS ERE
= AWS BR7.

MERRABIREFIE , EMEEEEMIRFANFAIRFDR IAM B2, HABEREBRN TR,
MEBRFEIRETEREEE , AREBYGFEREN —¥, EZXANERURTENMLER AWS ik
F ., EERFHH IAM EEEUXARTERIAER (EAEHAR ) FRERNFT. HEBKS
SERRKEZIERRREFT, T8 , MIREREBREAMERFFNERBRTER , ENRTH
BENANBEBEBER, MEFHEER  F28 (AM E£AEERE) 98 1AM RIS EIRFEG

BEAR ACM W BUEREI1E
XERRBE: R

EEEWLUER AWS JSON BRRIEEH T UAFHAR, tWH2R , MEERECESRA T I UEA
EERHAITHLEBIF,

JSON BURH Action TEHERETURARAFRIEBBRFFIRNEFE, BRBEEFEFEEH
Bt AWS APl IREHERIN BB, B—LHI5GRR , PIAURBARFE AP RENERFTTEIME, b &
EEFERRTNSEEF, ELBANDEBSBKREE.

BREEABERR THITHBEBB LT,

MEEEF ACM BIENEE |, 20 (RKEIRESE) FH AWS Certificate ManageriE & E1E,
ACM B RBEEEEBEZRIFEANUTFE

acm

EREE-RAXPEESEEE ,

S
H
[k
s
5
&

"Action": [
"acm:actionl",
"acm:action2"

]

B

\

EZERK ACM B EBERES |, FSE W E 2B BEE B AWS Certificate Manager,
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ACM W BIRE IR
XEBXRER: B

EEE A LMER AWS JSON BURRIEEH AT ERAR, tWH2HR , WHMEERE T BERAF T oSt
EERHAITHLEBIF,

Resource JSON R TEZTWEEEEABENYH. RN EEE Resource = NotResource
TtE, REEKEEFEHAE Amazon Resource Name (ARN) RIEEE R, S U H T EESEERER
HEME (BAERBRFET) RKEEM.

HRAXEERERFTAINEE (PIF HiRME) , FEABRAFER () RRTEEAXBRARFABEER.

"Resource'": "*"

MEEEF ACM EREEKE ARN WEE |, F2H8 (RBERESE) hHY AWS Certificate ManageriE
EZNER, BEETHRETUEABLEEEESHEEIRN ARN , 5528 AWS Certificate ManagerEs
B 1.

EEWRE ACM BB BERES |, 5F2H 15 0 B BUEEE B AWS Certificate Manager.
EHAR ACM BBUERRH R B8
TERBBERRGEHSR 2

EESWLER AWS JSON BURRIEEH T AFHAR, thpER , MEEREERE T oA
FEER#ATIRLE B

Condition jt# (8 Condition [E#R) AIREGIEEERAN E RN FRME. Condition TERERAE
B, BUUBRNFEAREEE FHHREEER BINSERFIR) , REBBEPWEFENBERPHE,

HERERRXFIEESZME Condition THE , EEE — Condition TEFEESERSIE , AWS
EEAELE AND BRIFFTEMEM. WRE/E—RUHERSIREESEE , SEMEBEORRE AWS F¥E
Rt BAFEMBHKEGL , T ERERRANFFT,

BTN EEERGEBEAFEECESE., flm , EAUREEREERE IAM EAERBELE
HENERNFFARTXIAM ERE, NEEZEF , F2H IAM E£AEERETHN IAM BEXTE : &
BHER.

AWS X EEEFRG RSB BRBIEERERCIR, EBEEFMHE AWS £8IRHREI8%  FSE
(IAM fEREER) FHAWS 2EFRTABTZESIE,
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MEEE ACM RHGRE|IBNFE |, F2H (RBRESE) BPHEAR AWS Certificate Manager
NG ZEIE, EETHREVUERAKRESRNBENER , F280 ESMEE AWS Certificate

Manager.
EERE ACM BB BREH

3
¢

B 05 o B BUR &S AWS Certificate Manager,

£ ACM HfEA ACL
XEACL: &

FHUEFIEE (ACL) FTEFIBLERE RFKE, FRAENAG) HEFIEEZRNFFT. ACL EER
EREBR , BEMAEA JSON BERXAHEN,

B HEEH ACM 1 ABAC
X8 ABAC (BEFHER) : 2

BHRFEES (ABAC) 2 —ERERE , IREBEBMRERTT. £ P AWS , SLEBEUHBAER.
B EREZE IAMER (FHAEIAR ) M52 AWS ER. AERNERMNLEZHE ABAC
MEE—H, BEFERF ABAC B , A EXTBENEREAEEXA TN EREREAFRRE,

ABAC AR RMENRZTHEREE , WRERKREELERERFREMATG,

MERBZERILFIER , B5FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys fR-ZR5|8 , TERNWEETEF , REEREA.

NMRBHEZESEEREEN LB =ERG 2R RBEZBEMS , ER Yes, IRBHBEIERLE
REEN A =@ k4R , RIESR Partial,

MF ABAC WFMET , HSM (AM EAEER) TR ABAC BRESHT. NESELHR
7 ABAC SBHERE , HS B IAM (£F &R0 (2B IR FAU2E (ABAC).

H& R B R B ACM B ELEA
XERNEE R

ELEARREREAR , AL AWS R BAGR, MEFMAER , SEWEL AWS BRI 6 A R
BAEH , F2E (AWS B IAM EHEERE) FRER IAM A .

WMRE AWS Management Console EAEAEBZBABRBUANTEMTEZA |, ISERAKREZEA
BH, fln, BEAWS ERATRIMNE—ZA (SSO) EEEM K , ZXEFSEBEYRFEEAER,
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ECOMERESSBATRA  ARUAAGK  tEADRUEHER. NEURACHFBER
HSM (AM EAEREE) BHLEAEDRE AV B (X2A),

BT LAER AWS CLI 5 AWS APl FEIBRURIEEAER, RE , SuUERAELEREAETRRE
HAWS, AWS ZEZZBREAKEREAEZR K MIAERCEARBENEE., MEFHMENR A F2HE
IAM = BY BT B 22 2 B 53

ACM HY 55 BR 7 & RE RE PR
TIEEEFERTERE (FAS) : 2

EEEA IAM ERERACRE PETBHER AWS , ZEHRRAETA. FARLRKE  SAsEE
BATEEEE , EMEFRBRFEHPRE S —@EEE. FAS AN NEFTAFT AWS R , TES
AWS BR#% FERE T BB REFR. AAERBWRIFEZEHM AWS R S EREB = sETRE
ARE , TERE FAS R, BEWIERT , KL EEFWITEMERENFTT. MFRH FAS FRE
HMBREFHRER , F2RERFMITFRER.

ACM R At
TEREAR &

REACRRBEETN AM S€  IREHTEE, IAM EEE LK IAM RE., 18R FN M BRIRKE
Af, MEFMEER 6 F2lH (AMEREERE) PHET AT IR IES AWS R,

/A Warning
PEFRBACHWIT A AR ACM IEERERIE, RA ACM RHIESIR | X RiREREA
&,

ACM WIRIEEE A E

xERBELAG : 2

BHREFACRERE NWRBACKEE AWS . BETURBEAKREITEFNAR. BHER
AEgHREEN F AWSIRFE |, YHERBH#HE. IAM EESTRER  ERRERBERSEHN
AT A

NMFERVREERBEFEACHFMER , FSETEL IAMEFENAWS B, EREPSHERH
HPa2RBEEFAGMTHN Yes, BERER , LR BB RBEZRABXHT,
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19 & o B BUR €5 45] AWS Certificate Manager

RIBFERR , FAENACGTERBIAIIE KR ACM ERMNFTT, Mmft&EEFEH AWS Management
Console, AWS Command Line Interface (AWS CLI) 2 AWS AP| R#1TEH. EERTFHERAEHE
FIEERATEENGT , IAM BEESWEEL IAM BER, A%, EEETLE IAM BERFEEAR
B, FREERRTELAE,

WET A EAIE L JSSON BERX M2 IAM S5 RBR |, F2H (AM EAEERE) PHE
M IAM BUER (E2B)o

WMEACM FIEEZBEMEREEMNFMETN  SRESELEREEMN ARN X |, BF2E (RKERE
) hpyiE AR AWS Certificate ManagerfI B, BERFMEHZRBIE.

ES ]

- BRREER

- £/ ACM £25&

- AFHEAEREMM B CHETT
- JIHBE

- HEEUBE

- EABE

- MIBREE

HRREER

BOoEBREHEHSRFINEBASREAINEY., FHEMER ACM BiR, ELBEREEREN
AWS IRFELXBM. BB IRES 2 BBRE |, BE8RETHEAREREHE !

- FRIEER AWS SEBRRAE BRI REERTT - EERBRFTRTENCERAENTERR  FEH
AWS ZEBRRBETFHASEREARGINFTT. SMAUEEN FEH AWS IkRF, BMEBRLEER
BREREARI AWS WEFZERX , ME-FRLH . WFEZEA , F2H IAM EAERE
PRI AWS ZERKSEBBEENAWS ZEBXK.

- EAREERFT - 5RE IAM BERNFAR  FERTHTERMENFT. KERLEN , &7
LESERERG T TUEREERRINEFE K SLBARKEEBRITT. WFEEA IAM ERAFFA
MEZHEER , F2H IAM EREERETN IAM PEBERAFF I,

« EA 1AM BUER ARV IR — S IREIFEVE — B U R EEEER , URFIBENE R FE
flan | U LRBBREMS | BELAMER SSL BEMBRER. NMREBRTE FRARBKEE , &t
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Al LA R R IR F 2 ER TS BV /ERV HEBR AWS BR#E , #5120 AWS CloudFormation, INEFFMER |
E2E IAM EAERETH IAM JSON BUER tE - &4,

« f£/ IAM Access Analyzer B IAM BUER |, fE{RFT A1 24 B /] IE%E1E - IAM Access Analyzer B
BHBEMBAER |, BRELBERER IAM BURFES (JSON) fl IAM FRIEEH ., IAM Access
Analyzer 12t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
A, F2E (AM EAEERM) PREA IAM Access Analyzer B2 5 BUE

- FESEFEERTE (MFA) . REBHRFIFE IAMFEHEDR PWRFERE AWS IRFE |, B
MFA LMz 2%, mFEEFW AP BRERGER MFA | 551§ MFA (REFFEZENBER, W
EFHMEN , B2 (AM EAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntml|# #V3EiB MFA B9 &£ AP| FEL

ME IAM D SEBEWAEBESR , TS0 IAM FHEETTH AM 22 SEEE,
£/ ACM =4

= EFH AWS Certificate Manager 124 , B BHEE —HRIEHF T, BELEFUSLEARFEHME
R B ACM ERMFAEA AWS 1RE, MRLEBVHREAKEHFTERKNE 2 BEEK | AIERE
EZHRNER (FAERAR) MS , TRARELMEERE,

HREH AWS CLI 5L AWS API TR EAE ST BEAFREIRAKT, R ABAK
FERAMERIATZ AP RIERBIER AL T .

ATHRAREAENABMATUFER ACM 124 |, thFE# ACM
AWSCertificateManagerReadOnly AWS ZEBREZFIER., MFEFMENR , F2E (AM F
AEERE) PHMETIREERE.,

AFFERERAMMAE ST

WEHEREMMRIBER , AFF IAM ERERGH MEBPERE S 2N ARRZEBR, BER
AEETEASE EERLEMESER AWS CLI 5 AWS APl UERREZT AR TRILEENFT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
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ERAEER

"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

LT BRI R & 5 HE R &R F FRIFTA ACM BRE.

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm:ListCertificates",
"Resource":"*"
}
]
}

(® Note

FE TS EEE ACM BE LI E Elastic Load Balancing 1 CloudFront 32 &/,
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W EUR

LT BRI R 6 A B ES E ACM B,

P A B

"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":"acm:GetCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"

}
}

UTHRUREAEEABRE.

il BRI ==

"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":"acm:ImportCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"

}
}

LT R R EAEMBREE ACM B

{

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":"acm:DeleteCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"
}
}
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ACM API 557 : BifERIERZ&E

EXREFIEHLRETEES IAM EFRERACHTIEERR , TAFANTRERASE., &
B E— W25 HSE AWS Certificate Manager API #&4E, &I LAEBUERM Action TEFIEES
£, HEMMIRBHMERR -

BT LAE ACM BURAER IAM BUR TRERKEMRMS. METENBE , F20 IAM EREEREF
KA &R,

(® Note

BRIEEHE , FEARE AP BESBN acm: F& (6

W, acm:RequestCertificate),

ACM API| {EZREZFF T

ACM API 1%

AddTagsToCertificate

DeleteCertificate

DescribeCertificate

ExportCertificate

GetAccountConfiguration

MEFFTE (API 24E)

acm:AddTagsToCerti
ficate

acm:DeleteCertific
ate

acm:DescribeCertif
icate

acm:ExportCertific
ate

acm:GetAccountConf
iguration

&R

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

ACM AP| FFar& %
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ERAEER

ACM API 1%

GetCertificate

ImportCertificate

ListCertificates

ListTagsForCertificate

PutAccountConfiguration

RemoveTagsFromCertificate

RequestCertificate

ResendValidationEmail

MEEFT (API 21E)

acm:GetCertificate

acm:ImportCertific
ate

acm:ListCertificates

acm:ListTagsForCer
tificate

acm:PutAccountConf
iguration

acm:RemoveTagsFrom
Certificate

acm:RequestCertifi
cate

acm:ResendValidati
onEmail

&R

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

/)

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

G4

arn:aws:a
cm: region:account:certific
ate/ certificate_ID
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ACM API {E2 DEEFA] (API 18R1E) &R
UpdateCertificateOptions acm:UpdateCertific arn:aws:a
ateOptions cm: region:account:certific

ate/ certificate_ID

AWS By ZEBK AWS Certificate Manager

AWS ZSEBREH AWS AWS RERFRBUMNEENBUBREERFZSEREARMEMITT , %
EETARREF A EIRGERE, FEANAE,

aclE , AWS XREBRTRIAERTFRHECARFNFERRETT , HAELFFAIAIHAE AWS F
FfER. Rf2BEERERARMIEBNESFEERE , NEE -SRIV,

B E AWS SEBRPERNFA. MR AWS EHRZEBRRP AWS ERWFFA , AIEHSR
ERREENAMEIRG D (£RE, BENAE ). EFHN AWS R MBI API BRETAR
BA BRBE , AWS XA WREHNE AWS BEBXR.,

WMFFHMER , F2H (AM ERAERERE) P AWS ZEBXR,

AWSCertificateManagerReadOnly

BBEREMS ACM BRMERFIE , TREAEER, 5 HREE ACM BFE.

{
"Version":"2012-10-17",
"Statement": {

"Effect":"Allow",

"Action":[
"acm:DescribeCertificate",
"acm:ListCertificates",
"acm:GetCertificate",
"acm:ListTagsForCertificate",
"acm:GetAccountConfiguration"
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ERAEER

]I

"Resource":"*"

EEE FEAPERAL AWS ZEBER , FHI1E https : //https://console.aws.amazon.com/iam/

home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly,

AWSCertificateManagerFullAccess

L BERREHIE ACM BIMEMEIRA TR FIER.

{
"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action": [

"acm:*"

1,
"Resource":"*"

},

{

"Effect":"Allow",
"Action":"iam:CreateServicelLinkedRole",

"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws

AWSServiceRoleForCertificateManager*",
"Condition":{
"StringEquals":{

"iam:AWSServiceName":"acm.amazonaws.com"

"Effect":"Allow",

"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetRole"

]I

"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws

AWSServiceRoleForCertificateManager*"

jam:GetServicelLinkedRoleDeletionStatus",

.com/

.com/

AWS ZEBE
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}
]

EEE FEAPEWAL AWS ZEBER , FBHI1E https : //https://console.aws.amazon.com/iam/
home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess.

AWS SEBEXRMN ACM E¥1EH

BAR B IRIEFRAERELEFELIR , ACM AWS ZSEBREMNFMEN. NEFBELARESEN
BEREE , 75516 ACM XM EH &k HHEM RSS HE,

3] iR HEH

A AWSCertificateMana FrLAtk AwWSCertif 2021 £ 3 A3 H
gerReadOnly B #ig icateManagerReadOn

GetAccountConfigur ly BERBEZEFY

ation XI&E. GetAccountConfigur

ation API EBEREFT,

ACM FRiEHt S E ACM SHRKEH AWS ZEH 20213 A 3 H
RNEE,

BB ACM ER IR 5| #

AWS Certificate Manager £/ AWS Identity and Access Management (IAM) 15 4 < & 5% bR 1 ¥ B %
ERIEFEE. BB IAM BERSREEFIBR (SCP) FHRMRSI# |, WA B FEEMERNERE

(@ Note

EE ACM RS I8EE AWS iR E88 , HI%0 aws:PrincipalArn , A —SREFEME
A& ACNEE,
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ACM B9 X &4
ACM API| {EZ 8 X B R4

R+ 25| & X {EH ACM API fE¥  Type

acm:Valid RequestCertificate FER

ationMethod (DNS, EMAIL. HTTP)
acm:DomainNames RequestCertificate ArrayOfString
acm:KeyAl RequestCertificate F

gorithm

acm:Certi RequestCertificate FER

ficateTra (ENABLED, DISABLED)
nsparency

Logging

acm:Certi RequestCertificate ARN

ficateAut

hority

gahl 1 BREIBRR S

iR

BRi% ACM BrE 77 =8
EFER

1R ACM SR8
52 T

Bi% ACM H5|8EH
PN R

1% ACM BB E
SRR
3k

BB ACM ERHE
B RS

BRT{EM arn:aws:iam: :123456789012:role/AllowedEmailValidation BE&EEMNFERZ

A UTHREEEFERETHHRE I EEENTBREFR.

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:ValidationMethod" :"EMAIL"
},
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"ArnNotLike": {
"aws:PrincipalArn": [ "arn:aws:iam::123456789012:role/
AllowedEmailValidation"]
}

hl 2 hEEERAF A

UTBREEEEAEAF THENABERH ACM BEF XK.

"Version":"2012-10-17",

"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {

"ForAnyValue:StringlLike": {
"acm:DomainNames": [

"§{x}.

g6 3 : REIBRAE

UTHBREEEBMAEERTE *.amazonaws . com AT E T ACM BEFHER,

"Version":"2012-10-17",

"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
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"Condition": {
"ForAnyValue:StringNotLike": {
"acm:DomainNames": ["*.amazonaws.com"]

HERTWLE-SREB/BEN FHEE, EBRIASAFESER/IATESEL —BRSBBIRGNER.

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAllValues:StringNotLike": {
"acm:DomainNames": ["support.amazonaws.com", "developer.amazonaws.com"]
}
}
}
}

g6l 4 . REIREIERERE

UTEEFERFGEZRSIE StringNotLike , R AAFF#FE A ECDSA 384 fujt (EC_secp384rl) R5|8
EEERRIEBEE.

"Version":"2012-10-17",

"Statement": {

"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",

"Condition":{

"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"
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ERAEER

}

LTBERERRHEFREI StringLike MEAF T * LL¥ThEE |, BrEE ACM R R 1E(T RSA %5l

BREENHBEF R,

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:KeyAlgorithm'":"RSA*"

g5l 5 REIBRREHRE

UTBERAAFEAFRELEBRREME (PCA) ARN HABBEFE K.

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike": {

"acm:CertificateAuthority":" arn:aws:acm-
pca:region:account:certificate-authority/CA_ID"

}
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}

BLBUREA acm:CertificateAuthority &% : A Amazon BERK R HN NBRETERER
Ko BB ZEME ARN 5REA false TFHEIRE PCA WRAAEBREER,

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"Null" : {
"acm:CertificateAuthority":"false"

}

2l ACM ERRBERZ A ® (SLR)

AWS Certificate Manager £/ AWS Identity and Access Management (IAM) R ERE A€ , BHA
W5 —{Etk P RUARFIAE CA BHMNFBERFE B BB AWS Resource Access Manager, FRIEEREH
& (SLR) R —EBEEERE ACM REMN 1AM A€, LLAGH ACM BEER , S XRRBEREEY
HAith AWS BRBEFEENERT .

SLR TEACM BERFEAME , RALTAFDFMNLENABBREBLT, ACM BEEN
SLR WHT , RESHER , FHRE ACM THRELAS, BENFTAEEERENFTRE |
EEELEE SIS TAINE TR

MFEBRZE SLR EMERBNET , FSEAEE IAMEFENAWS T , Y EERBEFABGE
Wt SRETARNES. BEEEEEN Yes (B) , MeRZBRHH SLR RAXH.

ACM HY SLR ¥ 7]

ACM f# & & Amazon Certificate Manager FRI§ A @B KH SLR,
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AWSServiceRoleForCertificateManager SLR S FHIRE A IEEZAE -

¢ dCm.amazonaws.com

e BT AR /LT ACM BHEEEIRT A T 5Bk -

nxn

« B)fE : acm-pca:IssueCertificate, acm-pca:GetCertificate on

4

BMARERA , IAM B (MEAE, BESAR) TAEY. wEXMER SLR, MFEFMER
28 (AM EAEERM) PHEREEEA ST,

/A Important
ACM TIREERESELZHEZNIRE P REFE SLR., MENLEMW iam:GetRole FFAER
BRI IERF M ACM SLR , BRI SLR 2V EMIA B AR HIEER, NMRBARHIER X EHR
BHRFEEE T AEEERE iam: GetRole A4 ACM , RAEZHWIRFE ACM S EBER
AwSCertificateManagerFullAccess B3 EaBf,

# ACM 21 SLR

BRFEEFEEI ACM FAM SLR, E&EER AWS Management Console, AWS CLIZK AWS API
1T ACM BER , ACM BELE—RA HANS —EiRFEMYFE CA AWS RAM REERER |,
AR SLR,

MRLBFAL , 5 ACM E LY EEHIRE EREFE SLR , EFRERRENIRERET AWS FA
B CAFFENENGT, EXTEMEILRE SLR, MAZMARTURTERE , E ACM SEZEBHEN
BE , BERERABERL, MEFHEF , F2BACM REEHFAE (SLR) HEE,

/A Important
It SLR ATV REERIRE , MREREMRB P K —HEER , IUEAXELAGH
ThéE. LA, 2017 €1 A 1 BFFRBXE SLIR , EREECHMAEMLEA ACM , Bl ACM &7
ZH IR 5 I AWSServiceRoleForCertificateManager #f2, EE#—F T# , FSEEN
IAM tRF P BN A E,

HEMEBRTI SIR Mz BRFEEMEY , WAERATIEF—FERE
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- £ IAM & | iB4E Role (Bf8), Create role (B A %), Certificate Manager , LAEE B
CertificateManagerServiceRolePolicy £ A RFIREZILFH B/ E,

« fEF IAM API CreateServicelLinkedRole S ¥t FERY AWS CLI 55 create-service-linked-role
Llacm.amazonaws.comfRIEZFE I SLR,

MEFHMET , F2E AM EREEREPNELRBEEAE,

A ACM #m¥E SLR

ACM T A FFi&4mEE AWSServiceRoleForCertificateManager [RIEEE A ®, B SLR% , RARE
ERTESEZAE  FIUELEBFEZACGHNER, A, £UMEA IAM RFESGHELR, NEES
B, B2E IAM EREERETNRERSESEAC,

# ACM fBR SLR

IBBETEEFE)ME AWSServiceRoleForCertificateManager &, i , BRI LAEH IAM £
A. AWS CLI 2 AWS API FBIffifrAE, WEFMEER , F2680 (AM EAEREE) PHMERRE
EREAE,

ACM SLR WX E =15

ACM XE#EFE AWS 48 CA AIfE/ ACM M MEF R EM SLRs, MFFMEF , F2H AWS [E
VS

355 B35 & 7 ACM HE 375
EEREP (HEF Bt EB) us-east-1 =
EERIP (M) us-east-2 =
EEPEEP (A fE EEJLER) us-west-1 =
EEFEES (REEIR) us-west-2 =
TKREHE (ZE) ap-south-1 =
BEARESE (KR) ap-northeast-3 =
DXRESE (BW) ap-northeast-2 =
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EF &8 B & 2 ACM X &
SEKEIE (F7hn3) ap-southeast-1 =
TKRESE (ER) ap-southeast-2 =
DAREE (RR) ap-northeast-1 =
MEX (FED) ca-central-1 =
BN CERE1R) eu-central-1 =
B (BRERH) eu-central-2 .3
BN (BFEE) eu-west-1 =
BN (fR3X) eu-west-2 =
BN (B2R) eu-west-3 =
EEM (BRE) sa-east-1 =
AWS GovCloud ( B3 ) us-gov-west-1 =
AWS GovCloud ( EEXREP ) REB us-gov-east-1 =

¥t AWS Certificate Manager § 2 MFEUETHERD

w2EUTENR , DERIEEMER ACM M IAM KR AR E R B,

ES -]
- BAERE L TBE ACM RHTEHE
- BREERE , BEE ACM PERIEER

o BRAREBHIT iam:PassRole K IZE
« REEAH UMW AE AWS IRFE FEIEMN ACM &R

BARERE , TBE ACM PHTEE
MREWEGER |, FAEKRERENITEEF , ENBRLEEHN , AFFERITEIEF,
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TlgEfIgEsREgEmateojackson IAM EAEERER TR ERE —BERE ny-example-widget
BIRWFHENR , BAEER acm: GetWidget FFAIRFEE,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
acm:GetWidget on resource: my-example-widget

HEHBERT , HEEH mateojackson FRAENBER , AFFEM acm: GetWidget BIEFE my-
example-widget BiR.

WREZEERE , BHEEH AWS BEEE, SHNEEERHENEERE,

BRARERE , BEE ACM FEREERE

WMRBEMHER , RREH ACM F PKI EEBERERA |, B L EBEBRER B oAV ARERFRE

A=
1=Fo

MR IAM EREERBBERE  EAAMEESL DENY SRENBERFERNEEE , eBETH
gHIFr ARV ERER

User: arn:aws:sts::account::ID: is not authorized to perform: acm:RequestCertificate
on resource: arn:aws:acm:region:account:certificate/*
with an explicit deny in a service control policy

HEEERERT  EAEREZRAETEESMRBRNAAENRHF R, NELRFEESENIEK ,
RFEREFRIEERE.

K AEEHIT iam:PassRole K

WMREBASE NGB AR ESERE | EEHIT iam: PassRole Bk , BHNBREMSLEERT , LAHFEEA
BESEL ACM,

BE AWS B# IREEREACEEGEBRE K MAREBEYFNEXALIRBEELE, NFH
TR , L ARERACBEEZ BB,

FH marymajor B IAM EREEXHERTIEEE ACM FHITEMER , B4 T HIEHIFTRAVEHR
o BR , BFEFERBBEEMBHEALKR TN T. Mary REKACEEEZBRBHFT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WEER X AES , AFFMEIIT iam: PassRole Bk,
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MREEEHE , BEBEEN AWS BEEE, fNEEERMUENEZRE.
BEEARFT AW AR AWS IRF FEIFEKH ACM BR

BUNRN—EAE  BEMRFTNERENEEBATNAEFIENER, LTS EZ R
EEENHENEXAR, HHXEERERNBERIFEUEHIEE (ACL) BVARES , &I LUE A BLR
RRBEFABTFRENE RN,

NMEE-STH , F2RUATAS

- BEETH ACM BEXEIELINEE , 5528 AWS Certificate Manager 201aEH IAM,

- BEETHRNMAWS tRF EEBEN ERARMTEE b F28 (AM FAEER) PHEEHES
AWS IRF M5 —B&ERPIRHEFEER IAM EAE,

- EETRIMIEERNEREREHE=H AWSIRE |, 28 (AM FAEER) PR MHEFIUE
M=% AWS IRF #H.

- WETHRNMEBRBE 5D IRMUTFIVE , F28 IAM FAEERERNSFEERERENDETS
DRENEAE BEED).

- METHEAACHNEREBRETEIRFFIZANEZE , 528 (AM FAEER) T8 1AM
PR S IR P &EIRFE.

Ry EEM AWS Certificate Manager

AWS 2IKERRERU AWS BEMATAREAER, AWS BERHZSEER S RARRHN THE
H, EEAABREMUMREE, s@iENSHERMER, BBTHES , &7 URFRRENER
BEXANERE K EUAERSEHEDREREMAISREPE. THERIANTHYE, REERIVNERRE
B, HBRE-HZEENFONERERREES.

Mm% AWS BEATABEOFMEN , BSB AWS 2IREBLIG,

AWS Certificate Managerd Y BBt L &

EBZERIE , AWS Certificate Manager F 2| AWS £ KBBRLZLNRE, NEFB AWS T2 RS
M fa AWS REEBREMED , F2EAWS Eixis, EEFHERRBLZ SN REEERES
B AWS IRIE | F2 R L L X AWS Well-Architected Framework By B 55 F{R &,

BT LAER AWS EEME API LY | EBMBEEFE ACM, ERAERSAIETIIER

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEH TLS 1.3,
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- BTEXEEFAR(PFS)NWEBEM , 0 DHE (Ephemeral Diffie-Hellman)= ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), BRARM (M Java 7 MIEFBRR) A S G B ELEN,

i\ & LE B

AWS Security Token Service (AWS STS) RE4AEIF%L
BT ACM HEERZE

MRFEAERERE AWS AHBEE , AIFERNFRFTFE AWS Management Console, & FEXNERGT
FEENAXBCAREEFRANFEREERE AWS,

ARMAEAFIER ID ME IAM TRABBNALAZRETNEW/REE, 1F
ERERBEBFR.

FERBEAEEARGIFIE  FEETIIHESP —@ERIE,

MEFEAEZSERXNZFFR 2 BAR
2
ANERE D FEREREAERRESY BRREEFRAN T EATRA
AWS CLI, AWS SDKsFEXR i MHiEREME,
(IAM Identity Center R EEH Stz2sp  AWS APls
FERE) « W% AWS CLI , B2 BEAWS
Command Line Interface
(ERAEERE) #FHNEE
AWS CLI EfF£H AWS IAM
Identity Centerfld .
« AWS SDKs, TEf AWS
APls , 552 AWS SDK #
TEZEEm+BH SDKsIAM
Identity Center & 9B &
IAM FEREREAERRESE BEE (IAM EAEERE)
AWS CLI, AWS SDKsTER&% MEREAEREE AWS ER
TR, AWS APIs BEEANER.
IAM (TEZRER) AR EECRANNEATRE
FEARMBIEREZYH AWS W1E R %,
CLlI, AWS SDKsTEXFR5t7E

K. AWS APIs

- U0ZE AWS CLI , 552 BAWS
Command Line Interface

BFH ACM HEXFE
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WEEAEFEEXRGTFER  F R
2

CEREER) PHER
IAM EREREETE DR
o

- AWS SDKsFfITE | %2
B AWS SDKsHITE &£
AN EARERRETS
DERE,

« ¥ AWS APIs , 5520 (
IAM £ EIER) PHNER
IAM BN TS,

REE®

REEB R IHBEE AR #E A AWS Certificate Manager (AWS Certificate Manager) BV &, L
TREEBKRBEBH ACM EFHNERESR,

30

- IRFERER

« AWS CloudFormation

- RBIERE

- FERMERERERE

- BUHEABREIEHELHINGE

- BB AWS CloudTrail

&k ERERR

EENBRPERARE RS RREFEATUERFEBREIRERE. BEERRREEHARANFARER
FTLEWERF P, MRECEELEARFEBRER , B LUEBIERBE R kns : CreateGrantBER
REBZEAGHER. ESRFRFTFHREAGTIUSHEEERR. NERFHWHEBEN , 8BRT
iisE , 552 ( AWS Key Management Service B8 A B1E®) FM TR F AWS KMS,
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MREEEHRFIkms : CreateGranttk FEA ERMNES , LA LIEA kms:EncryptionContext
RHEZRS|EIRFIkms : CreateGrantBFERE, 1EE arn:aws:acm A £ | URERHIH ARN
B, FHEFBEREH LERSERE , BAFEMERE.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Deny",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:acm:arn": "arn:aws:acm:us-
east-1:111122223333:certificate/b26def74-1234-4321-9876-951d4c0@7b197"
}
}
}
]
}

AWS CloudFormation

i#EiB AWS CloudFormation , A LA SR RFRBE-EH AWS BWER. AWS CloudFormation
K& SHECHBNERTELER,. AWS CloudFormation AT A ACM XEMER , Bl Elastic
Load Balancing. Amazon CloudFront 1 Amazon AP| Gateway, MEFMENR , FS2EE ACM BE
1 IR 7% o

mREER AWS CloudFormation RIZZE M MR Z@ERFHRE , ERETEABEARREVERN
ACM BFE., EEMEREASENBELE. WEFAEF A BF2HRLRE. Rz, BEY—@EEME
ARAZRZAEEZBNERFZARR. flil , IRELEEEARERANGEETENLEREBET ACM
B , B2 <version>.service.example.com, BIfEHA <*>.service.example.com &3

= _gﬁﬁ ?i%ﬁ%o

/A Important

MRIEFERAK = Amazon CloudFront 246 , 35)E= HTTP BBEAXEBRAF tEBE. £ AWS
CloudFormation SRS EE At /EBE LEE Amazon CloudFront fE R |, X4 EFEH
DNS Bt ¥ REFEHEFH ., RABZBLYH HEENTIEEETT DNS BF.
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£ AWS CloudFormation i ZSBERAFTERR , £ RELZHREIRE,
B A

BEBH (ARBA SSL Bl R—ERF , ARLEEARENPEREE X509 BES L FEREIH
EinEHMRBEEZEIH K MAEEABREMEE. Rit , FREXSEREBRER SSL/TLS BEHER
. HAEMN SSL REEFERERAREENEET , BBEFREME (CA) BRI CA BE (W
RE), EREHMERTIREEHREIHNEBE. e  LHNEAEXTLUEABREEREMIEE , IR
TRAEZBERERE  MAEERBEIEMEMGBRETNEE, STUERBRHEEEREENE
FILFETRFEERAEN, FAERNUTUES - RERI TR EBINER,

/A Warning

BMEZERARXTERBD ACM BE. ACM 31T HHZERFEEL AWS Certificate
Manager SATE & 718 251 B B84 Amazon B1THY SSL/TLS BfE. & THEWNERE , ACM EE
EFNAREEBYH, WREHEARRE ACMBE , MARYEAFTNLAESRENE
&, AIRAEX e ERIME.

MREREBBER , AT EETSEBREARENERIENAE

- HECHBEEAACM , REKEARABHEEANEE. ACM FEEZEBBBNEANERE.
- MREERANRLERE , FREARXIZERMAITAHN Amazon BHEF. MREERANELE
B ARENVERRENXTES CAREE.

a1 B

£ Amazon BEREHE (CA) TUREHNBILE L BEZH , AWS Certificate Manager (ACM) 44
BRBEEEREHEEZRDIEENMEMRE. SULUERE FE4 DNS Hi1T7EE, NEFES
MBI , 5528 TAWS Certificate Manager DNS B 3% & TAWS Certificate Manager & 7 B4 &
)

A2 1 o

g REEAE

ESERREA ACM BRMEIBHRAEEE, e , ELAERBITNRISSBEERFTNERE. f
W, MRENBERELEAEESLE A MAFENENEEESERE  AILAERANERSEBHRENE
o MEEAEMHEE  CLEARTFPFIMARABBNIERE , SEEANARBEBRERENS
i S
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NREEAEFHAHRE  FeHYSEEIRIEZE s HRIEETHNH  ELHEP 1 HLFET72E
PRABIT. S, FAEERSEEHREFERRN , BRI ZE 40 BRIEAS , ELHP 5 HME
B 72 ENRAST. BEBRRRFNRAIGZBRERN , tREFBHREREIMEENSETFt
B 1L 58 A0

WRER DNS &% , MM EALERTHN FQDN EA—E#HH DNS ‘&I ERE, ACM EER
UHRHEEGE  RAREHRENELNERTEMER &, MEXKSEETERARRFMEE. &
LRgEfh  MREALERSEBHFRE , ALFEEYTE DNS fiotk, RAEBRESTaEMHEH
DNS &,

HYH 6 A B 78 & B B RC 8k Zh g

/A Important

R EREUTEBMEREUEBREAERLHE , R FNBEREN LB RLB RN AP iRk
FEANTREELHEENER. T8 BRETSZSCHENTEFEBE (SCT). AB/HT
# CA Al#% SCT BRAEBE.

£ 2018 £ 4 A 30 HBEA#H , Google Chrome THEMEAREHEREFEHE BFMNAE SSLTLS B
&, Fitt , #£2018 £ 4 A 24 BB , Amazon CA BASFIEH BENBNRTIZLOMAELEH
o BECHKEBEELIBR, NEFHNEN  F2REEEHERLH.

AHEEERFRRIBIRRREDHT , EETURETEEHT. EEMNERRREEERS
HANBAESENEE. flU , REARER PR BER{BERBETLET AN AIERAERE
Ao LI, HEARBRRFNIARBMNERNBUENERE,

EEEFARBERBZRLERERLS , BF A request-certificate AWS CLI i 5 H options S8,
RequestCertificate AP| 4, HIREHNBREML 2018 £ 4 A 24 B2 hiE1T , MALEEERRERET
SHEBHHIRECE |, B A LI update-certificate-options 38, UpdateCertificateOptions API #E %

REUH A Ltk Ihee,

PR &1
- BEAEATZARBANEREAERLR,.

- BREABNWHCRREZSECHENAE K BERBRBYE 60 X, MRAREBELR , YFEE
FHBRAL
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BRLCHREEELAZBR. EXNFERIEKIEEN. NIREERFRERIVERL S , AREE
Z&iHk , AIERRENE T8 EE. URELEVHREEE , RMAERERTHERE.

LA 35 R &3 0] 55 B request-certificate S R E BN BR B EHEREHE,

aws acm request-certificate \

--domain-name www.example.com \

--validation-method DNS \

--options CertificateTransparencylLoggingPreference=DISABLED \

LiRer & & HETBEN ARN.

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"

MRECERFE , METHFEEBNRIRRICHEE , BFEH update-certificate-options 5. LLaFT
FEER#IE.

aws acm update-certificate-options \

--certificate-arn arn:aws:acm:region:account:\
certificate/certificate_ID \

--options CertificateTransparencylLoggingPreference=DISABLED

BEIEX AWS CloudTrail

FREEA ACM Z &l , %MK CloudTrail 528, CloudTrail A EAEB AR S AWS AP| FE0Y
SEOERRESE AWS B, BIEEIB AWS BEEEIES. AWS SDKs AWS Command Line Interface.
MESEHKH Amazon Web Services HEITH API FEIY , &4 AT BAFK H 1R LE £5F A & FI0R 5 FEOUE ACM
API, E&HFILAYIRR IP bt , AR FFILE AR, ZBABUER APl # CloudTrail B ZEERRE
X, NEHEVEBHNERT %, EFEMEHNME | Wik EESFRMAEIR CloudTrail FE#&Ih
REM AR, MBEFMEF , F2RELEREH, sid BE £A CloudTrail AWS Certificate Manager
EE ACM EEMIBHERC SRS B,

BEX AWS CloudTrail hRA 1.0 117
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ESy2 ME2 8% AWS Certificate Manager

EEin R HEE A AWS R R TSEME, T AM AWS Certificate Manager I EEMEEE 9, BEX
#fAWS SR A ROFTESD I WEERER , MEERESHHERFRREITELE,
THEERAAE ACM BEEAN AWS BEiRERIE,

FE

« ffF Amazon EventBridge

- ¥EBL £/ CloudTrail AWS Certificate Manager
- X #EM CloudWatch 51&

£ Amazon EventBridge

BT LAE A Amazon EventBridge ( %&#I#% CloudWatch Events) 2 B B1{L&# AWS RS , 3 B
EERGEN , flINERARXTALEEREREE, RE AWS REBHNEH , B ACM , ELUEF
BVEFHY 5 X321 E Amazon EventBridge, B LA SHRBFEEFE , =IE AWS Lambda EH.
AWS Batch T4E. Amazon SNS £#E%E, WFFHMEF , FSBTE=R Amazon EventBridge ?

A
« ACM B Amazon EventBridge &
- £ ACM H 5 Amazon EventBridge R Bh1E

ACM B9 Amazon EventBridge &
A EFED|H IR Amazon EventBridge X2 #) ACM 1HEISE 4,
ACM Certificate Approaching Expiration (ACM B ENAS B H) B4

ACM E#RIBEIRT 45 XM , BREEMEERADEE (08, RENMEAN) WiBHEMH., LhR# L
£ ACM API B9 PutAccountConfiguration BjfEREE,

ACM EEBRBER T AN EBENEN , EEANERZECBH i EFNBITNEREA |, LUE
R, MEFHMAEST  BLREFTEAEE. SuLIERABPEHRBZEEEIHLLUEBRREFEA
ACM, tNEFER BELHVEH AWS Lambda , 5528 £ ACM H{F A Amazon EventBridge 2 fif 3 &
1Eo
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ACM Certificate Approaching Expiration (ACM BEENi&2H) EHMNEBUT,

"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "account",
"time": "2020-09-30T06:51:08Z2",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "example.com"

ACM Certificate Expired (ACM BEEBH) =4

@ Note
BRHEFTEAREALRE,

BEEAERLES , QDEHIRFHH ACM ERENATRAE BRI HRFKERE,

ACM Certificate Expired (ACM BECIBH) EHMNEBNT,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Expired",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",

"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

15
"detail": {
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"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:4872",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

ACM Certificate Available (ACM BE A H) B4

EFAUERLES  UEEZEEN A AAIAABRREAIREARKIEN,. EHEERRERT. Y
MEARRM. ERLEERRE , — B, NEEEFBFETESESZBEER,

ACM Certificate Available (ACM BRE ) EHHNEBUT,

"version": "Q",

"id": "id",

"detail-type": "ACM Certificate Available",

"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:4872",

"region": "region",

"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:4872",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"DaysToExpiry" : 395,
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
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ACM Certificate Renewal Action Required (EE ACM BEEWNBE) B4

® Note
BEBOBELESHATEAREANERE,

EEULEBILES  UEELARDNEFBFERTREBNEBERRIE R, flm , HFFHE THLE
ACM #BHBFE A CAA RCEk , B ACM SEEIHIAT 456 XA BB RMERMIULES, ERRIEAE
FEfE , ACM 8% 30 X, 15 R, 3 X 1 REETE-SHNBNER , REEINRNEFFTH. B
FBHRABRTEFEENER AL, ELENERTSRAH—EASH

ACM Certificate Renewal Action Required (FE ACM BERENEE) SHNEBUT,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Renewal Action Required",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL"™ | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION" |
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND" | "OTHER",

"DaysToExpiry": 30,

"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

}
}
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AWS E{EiRREEH

AWS RS FEBUERN ACM BEEEEERESEH., WEFBENERNER ,
H 2 & RFEH AWS Certificate Managero

\‘ﬁ

kil

BERESHEEMERLTELE !

- JEFBEN A BHLBEBRERE,

« BERFAARNBMFES RRETENE. EURRTHEETEATHNER HHEBEFBHRIENE
&), WERRER. SEEHHLETIHP—ESHAR. ABRSETATHAREGENEE

« AWS_ACM_RENEWAL_STATE_CHANGE (B &N, SiBHAENEBH)
« CAA_CHECK_FAILURE (CAA & XE)
« AWS_ACM_RENEWAL_FAILURE (¥, CA ZEMNER)

BERESHMEBIN T, ELLESF , EE4E AWS_ACM_RENEWAL_STATE_CHANGE 4,

{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}
}

£ ACM = {#H Amazon EventBridge 3R 52 &k

A SR IRIE L E 4 1 Amazon EventBridge R8I , £ A Amazon EventBridge 2 & R E R
DEHRFFIRITHEIE, AETRM T ERE Amazon EventBridge 3 AIMEE BENEFHIREF.
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ES]

- {# 8 Amazon SNS [ FEE 4

« ffH Lambda BB [E FEE 4

£/ Amazon SNS [ FEE &
R EFER A NI 5% E Amazon SNS LU {EE ACM B X EL EBERESHEBEHEE I FEA,

AT TSI RER E B R

# 3 Amazon EventBridge #R Bl 3t 53 8 F

1. B3 Amazon EventBridge #8l. MFHRFMENR , FSRELEESHH Amazon EventBridge #R

o

a.

o

-~ ® o o

= @

BI{E https://console.aws.amazon.com/events/ # A Amazon EventBridge £# &% , BB E
Events (4) > Rules (AR 8) EE , ARIEIE Create rule I A,

£ Create rule (B A R)) EEA , i#FE Event Pattern (EHEX),

&H¥) Service Name (BRI B ) , {EIHEERIEIF Health (E/EAREE),

&% Event Type (B4R , 1B Specific Health events (1 EEEMRESH).

iE1E Specific service(s) (BFERT) , RERIIEERPIEIEZE ACM,

E#Z Specific event type category(s) (1S EEHHE K R) , R&1EHE accountNotification.
i#1Z Any event type code (EMEHERNRE).

i#1Z Any resource (fEfAIER).

£ Event Pattern Preview (B4 EXTRE) fmiEss+ , W L B4R H JSON BEX, E{EH
BFERARE AWS EERESH ERIER,

"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"

Ea iR
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1,
"eventTypeCategory":[
"scheduledChange"

15
"eventTypeCode": [

"AWS_ACM_RENEWAL_STATE_CHANGE™"
]

}
2. REBE.

£ Targets (B 1) B , BRI AT Zae B E R BB 4R P HETIERE |, 120 Amazon
Simple Notification Service (SNS) , & &R A LUEE Lambda HESEHEEL BTN THITRE
X5, WFE AWS Lambda BEEWE S| , F2E "EH Lambda EEEIESEH,

fEF Lambda BB [E FEE 4

R F REAE R £ Amazon EventBridge £ AWS Lambda 28, £/ Amazon Simple
Notification Service (SNS) B BH , UK B MHEEFES AWS Security Hub , AEE B ML 2B
RETRM,

%€ Lambda HE(H IAM B

1. B %ERE AWS Identity and Access Management (IAM) A€ | 3 EZ Lambda HEFTENF T,
HhEeMSEERATRCEMMIEEHBEETURMNEE  URBRHREZXERAENTT. T&
ZEEEFEABRE THTASHEAWS BE , AHEAEEERF T,

BRI https://console.aws.amazon.com/iam/ B IAM £ &,

2. fE£M JSON BURMmIERREVATHAFERNEER, REEACHERM AWS tkRFFHHE
o MFFMER , FSEBE JSON REIEB LRV BUR,

"Version":"2012-10-17",
"Statement": [

{
"Sid":"LambdaCertificateExpiryPolicyl",
"Effect":"Allow",
"Action":"logs:CreatelLogGroup",
"Resource":"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:*"
1,
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{

expiring-

"Sid":"LambdaCertificateExpiryPolicy2",
"Effect":"Allow",
"Action":[
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,

"Resource": [

"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:log-group:/aws/lambda/handle-

certificates:*"

]

"Sid":"LambdaCertificateExpiryPolicy3",
"Effect":"Allow",
"Action":[

"acm:DescribeCertificate",
"acm:GetCertificate",
"acm:ListCertificates",
"acm:ListTagsForCertificate"

]I

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy4",
"Effect":"Allow",
"Action":"SNS:Publish",

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy5",

"Effect":"Allow",

"Action": [
"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

]I

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy6",
"Effect":"Allow",
"Action":"cloudwatch:ListMetrics",
"Resource":"*"

Ea iR
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}

3. EYIAM At , WigHMBERERIZAG, MEFREY IAM SN ERBRNER ,
M AWS REBENAE (FES).

4. 7£ https : //https://console.aws.amazon.com/lambda/ BIR{ AWS Lambda 2 5&,
5. EI Lambda ., MBEFMEF , F2REAETESEY Lambda B 8. BT TIITER .

s
¢
dn
i

a. 1f Create function (BB ) EE L , 1## Author from scratch ((ESERKRIRE) EIFERKE L
B,

b. 7E Function name (BHEE ) WP IEERE , Sl "handle-expiring-certificates o
c. 1 Runtime (B1THE) FEFEZE Python 3.8,

d. BB Change default execution role (BEFERETAE) , REIEIE se an existing role (£

e. ftExistingrole ZREAR) BEFRELBEERINAE,
f. 1212 Create function (B3I HE).
g. 1E Function code (REREXM) ETHAUTRERS :

# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy
of this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,
modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A

# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT

# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION
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# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH

THE
# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

import json
import boto3

import os

from datetime import datetime, timedelta, timezone
B oo m oo o e

# setup global data

B oo m oo o e

utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):

# if this is coming from the ACM event, its for a single certificate

if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
response = handle_single_cert(event, context.invoked_function_azn)

return {
'statusCode': 200,
'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =

cert_client.describe_certificate(CertificateArn=event['resources'][0])
+ str(expiry_days)

result = 'The following certificate is expiring within
+ ' days: ' + cert_details['Certificate']['DomainName’]

# check the expiry window before logging to Security Hub and sending an SNS

if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification

result = result + ' (' + cert_details['Certificate']['CertificateArn’']

+ 1 ) 1
# this call is publishing to SH

result = result + - ' + log_finding_to_sh(event, cert_details,

context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:

Ea iR
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response = result
else:
sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
# setup for security hub
sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{0}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_arn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
if sh_enabled:
# set up a new findings list
new_findings = []
# add expiring certificate to the new findings list
new_findings.append({
"SchemaVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_azrn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [
"Software and Configuration Checks/AWS Config Analysis"
1,
"CreatedAt": event['time'],
"UpdatedAt": event['time'],
"Severity": {
"Original": '89.0',
"Label": 'HIGH'
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1,
"Title": 'Certificate expiration’,
"Description": 'cert expiry',

'Remediation': {
'Recommendation’': {
'Text': 'A new certificate for ' +
cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration',

'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
I
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}
1,

'Compliance': {'Status': 'WARNING'}
b
# push any new findings to security hub
if new_findings:
try:
response =
sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {3}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that
here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local = event_region
else:
sh_region_local = os.environ['SECURITY_HUB_REGION']
return sh_region_local
# quick function to trim off right side of a string
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def right(value, count):
# To get right part of string, use negative first index in slice.
return value[-count:]

h. 7£ Environment variables GRIZEEE) KT , #IF Edit ({FEE) WBEMFTEUTER,

« (#H) EXPIRY_DAYS
EEEXEFBHBEANNIERE UAXAEN), WEEBFEREA 45 X, BETUUIEERS
HIR=H

« (#H) SNS_TOPIC_ARN
1EE Amazon SNS B ARN., AT IZEHTEMN ARN :
arn:aws:sns:<region>:<account-number>:<topic-name>.

« (#H) SECURITY_HUB_REGION
5E AWS Security Hub FEIEEFH . WIRREEE , ESEAHITH Lambda EHE

EANES. IRENBEZEERSTHT , AATREESMEREAEBEE-—EHIH
Security Hub,

i. 7£ Basic settings (BEZZ&E) T , #& Timeout (R ) 584 30 ®,
j. FREEMEIERERE Deploy (X&)

TR THRFPOER , UBRERLBRSTR,
BBRTEFBHBHEANER

EARE SIS | RPIEEIR Amazon EventBridge 5|32 E46  2ASENKBHENEREH —HE—
EFEMH, BIBER , ACM EX2HE BT 45 RFLUTRENEESIREH, (HPBEIUER
ACM API Ky PutAccountConfiguration #R{EEITBEE]. ) EXEHMEB/E T BB EBLENE

ACM raises Amazon EventBridge event #
>>>>>>> events

Event matches Amazon EventBridge rule #

Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security
Hub
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1. B Lambda MBI REFT. (BT - B2 "3E Lambda BEEF IAM B ).

2. 5 Lambda BEEE VIR SNS & , AREHEN, MEFEFMER , F2BEZ Amazon SNS
ESH

3. {EUEETEIH SNS TEBEBH A, MEFMEF , F2B5TE Amazon SNS FE,

4. %31 Amazon EventBridge 31 BI2R#§2% Lambda BE, MEFMEN , B2EEIEEEHH
Amazon EventBridge & 8,

BI1E https://console.aws.amazon.com/events/ ¥ A Amazon EventBridge £ &% , B8 E
Events (%) > Rules (JRB) B , AREIRE Create rule (B R A), EE Service Name (BR7%
£78). Event Type (BHEH)LLK Lambda function (Lambda B ), 7E Event Pattern preview
(EHERTRE) RESED , B EUTESS

{
"source": [
"aws.acm"
1,
"detail-type": [
"ACM Certificate Approaching Expiration"
]
}

E4 (#la0 Lambda WK EH) SEERTE Show sample event(s) (BB REHIEH) KT :

"version": "Q",
"id": "9c95e8e4-96a4-ef3f-b739-b6aa5b193afb",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "123456789012",
"time": "2020-09-30T06:51:08Z2",
"region": "us-east-1",
"resources": [
"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b049-
d0a53682fa4b"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "My Awesome Service"
}
}
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BEAN

—BATBEELHMIAERTMERE K REEXEBRIEENFIEEN , BT BBEMNAKRWIETE
HER :

- IAM XK AR

 Lambda B E{

« CloudWatch Events # 8l

- B2 Lambda ME3EHY CloudWatch Logs
- SNS =&

f&BL £ CloudTrail AWS Certificate Manager

AWS Certificate Manager 282 & AWS CloudTrail , lWIRIEIREERE, ABH ACM 1 AWS AR
KT ERENENERVRC 8%, RIRTEER , AWS RF&RUA CloudTrail, CloudTrail &#% ACM BYFE API
W ASH , SIERE ACM EEAMNMFIULRE ACM AP EZ£E HNWEXBIFWY, MRZETIE
Mt BAATLAHE CloudTrail B4 EEX S| Amazon S3 AT | G ACM WEH, BIFEEKREZEER
Bt , IRARTTLAEIB CloudTrail XA FHNEHRBE SREMIARTEH.

AT LARIA CloudTrail Fﬁﬂ&%ﬁ’]ﬁnﬂﬂ@#‘]ﬁ?ﬁ ACM B HIWGER , URBEHB RN IP ik, A&,
BRAEmHAER. MEXMER , FBH (EA CloudTrall EH4E L TEMIREL) hitps:/
docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html, & ACM A E4 %
BENEMHEBN , J0TBHELHERN CloudTrall B4 |, UREBH4ELEHTPHEMERE AWS B4, &1
DR, B2 M TH AWS i(RFNEFHEH.

WA AT EE Mt AWS BRFE , LU —F 947 CloudTrail BEHRWENEHE R EHEKRKIITE,
WZE CloudTrail WEEHIEN , B2ETHXH -

« AWS CloudTrail fEA &5,
BB BIE
» CloudTrail X EHRBNES
 §%JE CloudTrail #5 Amazon SNS &4l
- $EZAEZER CloudTrail BRER , LR ZHEIIRSEW CloudTrail HESER

B
« CloudTrail ;28 X #E# ACM API B){E
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ERAEER

ERE S IRIEHY API FEIY

CloudTrail G5# X &/ ACM API B)E
ACM X #EH T %I APl EN4E5C8% S CloudTrail B EERETHEH

B-SEMAREXRNSLSELEFRENETA. FoEATHEEHE TFIEHE !

2E5MHA AWS IREBFEHE 5 AWS Identity and Access Management (IAM) £ & & A ERHEH

Ko
RESBERE  REEATRHEACEBMES S EAENERRERE

MEFHMEF , 552 CloudTrail userldentity 7T,

THEERERZEZ API RERVEH B 5.

FIEZEB ZBE (AddTagsToCertificate)

MiBxB7E (DeleteCertificate)

IR B (DescribeCertificate)

(
FE tH B & (ExportCertificate)
[E A B (ImportCertificate)

5l /&7 (ListCertificates)

5 BB ER (ListTagsForCertificate)

BB B BRIER (RemoveTagsFromCertificate)

55K B (RequestCertificate)

BHEIEREE FHH (ResendValidationEmail)

FEEUEFE (GetCertificate)

BB EBE (AddTagsToCertificate)

AR CloudTrail #8418 R AddTagsToCertificate API B R,

{

"Records": [
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7 1.0 133


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DeleteCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ImportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html

AWS Certificate Manager

ERAEER

{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-04-06T13:53:537",
"eventSource":"acm.amazonaws.com",
"eventName":"AddTagsToCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"tags":[
{
"value":"Alice",
"key":"Admin"

1,
"certificateArn":"arn:aws:acm:us-east-1:123456789012
fedcba98-7654-3210-fedc-ba9876543210"
I
"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

fBR’BRE (DeleteCertificate)

LA CloudTrail 5188 RFAU DeleteCertificate APl BI5E R o

{
"Records": [
{
SN API BifE

:certificate/
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"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-18T00:00:26Z",

"eventSource":"acm.amazonaws.com",

"eventName":"DeleteCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012

fedcbha98-7654-3210-fedc-ba9876543210"

},

"responseElements":null,

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

HIRBFE (DescribeCertificate)

LAF CloudTrail 55188 R 04 DescribeCertificate APl By#E 8,

(@ Note

:certificate/

DescribeCertificate E¥M CloudTrail B T 2B REIEEN ACM BEMEBEEH. &
A LAER £ A AWS Command Line Interface. =X DescribeCertificate API 3R #2418 B & /Y45

BEF.

{
"Records": [
{
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"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-18T00:00:42Z",

"eventSource":"acm.amazonaws.com",

"eventName":"DescribeCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcbha98-7654-3210-fedc-ba9876543210"

},

"responseElements":null,

"requestID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventID":"fedcbha98-7654-3210-fedc-ba9876543210",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

[E &/ (ExportCertificate)

LAF CloudTrail €818 R ExportCertificate APl BV R

"Records": [
{

"version":"Q",
"id":"01234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11Z2",
"region":"us-east-1",
"resources":[
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1,

"detail":{

"eventVersion":"1.04",

"userIdentity":{
"type":"Root",
"principalld":"123456789012",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.
"eventTime":"2018-05-24T15:28:117",

"eventSource":"acm.amazonaws.com",
"eventName":"ExportCertificate",
"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8 botocore/1.

"requestParameters":{
"passphrase": {

"hb": [

42,

42,

42,

42,

42,

42,

42,

42,

42,

42
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,

"mark":-1,
"position":0,
"limit":10,

"capacity":10,
"address":0

iy

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"

10.

4"’

SN API BifE
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}I

"responseElements":{
"certificateChain":

"privateKey":"**********"’

"certificate":

}I

"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall"

FE A& (ImportCertificate)

LA & | #E RV CloudTrail B

"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",

#EHE

F08% 7 ¥ ACM ImportCertificate AP #EZE K9 FEOL,

"principalld":"AIDACKCEVSQ6C2EXAMPLE",

"arn":"arn:aws:iam::111122223333:user/Alice",

"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

+
"eventTime":"2016-10-04T16:01:30Z",

"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",
"awsRegion":"ap-southeast-2",
"sourceIPAddress":"54.240.193.129",

"userAgent":"Coral/Netty",
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"requestParameters":{
"privateKey":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":1674,
"capacity":1674,
"address":0
I
"certificateChain":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2105,
"capacity":2105,
"address":0
},
"certificate":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,

SN API BifE
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"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,

"position":0,
"limit":2503,
"capacity":2503,
"address":0

},
"responseElements":{
"certificateArn":"arn:aws:acm:ap-

southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"

},

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

HIH B (ListCertificates)

LAF CloudTrail E4I8 RFEIY ListCertificates APl BIfE R .

@ Note

ListCertificates %M CloudTrail BFFE A&~ ACM BFE., BALIEH £#48 AWS
Command Line Interface. =X ListCertificates APl #{RBHFE,

{
"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-03-18T00:00:43Z7",
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"eventSource":"acm.amazonaws.com",
"eventName":"ListCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{

"maxItems" :1000,

"certificateStatuses":[

"ISSUED"

},

"responseElements":null,
"requestID":"74c99844-ec9c-11e5-ac34-dle4sdfelallb”,
"eventID":"cdfel@51-88aa-4aa3-8c33-a325270bff21",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

5 B AZR (ListTagsForCertificate)

AR CloudTrail €558 /~FEAU ListTagsForCertificate APl B9S8R

(® Note

ListTagsForCertificate ¥E%¥# CloudTrail BFETFT B TER, BULUERAEEA

AWS Command Line Interface} ListTagsForCertificate APl iR Z&EE.,

>

{
"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

X IEM AP| Bi{E MR 1.0 141


https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html

AWS Certificate Manager

ERAEER

"eventTime":"2016-04-06T13:30:117",
"eventSource":"acm.amazonaws.com",
"eventName":"ListTagsForCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
I
"responsekElements":null,
"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",
"eventID":"32181be6-a4a0-48d3-8014-c0d972b5163b",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

RBHEBRER (RemoveTagsFromCertificate)

LR CloudTrail 54588~ 04 RemoveTagsFromCertificate API B9#E 8o

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-04-06T14:10:01Z2",

"eventSource":"acm.amazonaws.com",

"eventName" :"RemoveTagsFromCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"requestParameters": {

XER AP| Bi1E
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"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"tags":[
{
"value":"Bob",
"key":"Admin"

},

"responseElements":null,
"requestID":"40ded461-fc@l-11e5-a747-85804766d6c9",
"eventID":"Qcfal42e-ef74-4b21-9515-47197780c424",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

AR B (RequestCertificate)

LAF CloudTrail €5 4188 R0 RequestCertificate APl BV#E R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.

"eventTime":"2016-03-18T00:00:497",

"eventSource":"acm.amazonaws.com",

"eventName":"RequestCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"subjectAlternativeNames": [

"example.net"
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1,
"domainName":"example.com",
"domainValidationOptions":[

{
"domainName":"example.com",
"validationDomain":"example.com"
},
{
"domainName":"example.net",
"validationDomain":"example.net"
}

1,

"idempotencyToken":"8186023d89681c3ad5"
I
"responseElements": {

"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

I
"requestID":"77dacef3-ec9c-1le5-ac34-dle4sdfelallb”,
"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

BEHEIERFEE B4 (ResendValidationEmail)

LA CloudTrail £i45I88 RN ResendValidationEmail APl B%5 8,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

iy
"eventTime":"2016-03-17T23:58:257",
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"eventSource":"acm.amazonaws.com",
"eventName":"ResendValidationEmail",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domain":"example.com",
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"validationDomain":"example.com"
},
"responseElements":null,
"requestID":"23760b88-ec9c-11e5-b6f4-cb861a6f0a28",
"eventID":"41cl1l1b@6-ca9l-4clc-8c6l-af349ea8bab8",
"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

FEEUSFE (GetCertificate)

LAF CloudTrail #6188 RFEAY GetCertificate API FI&E R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-18T00:00:417",

"eventSource":"acm.amazonaws.com",

"eventName":"GetCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",
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"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
iy

"responseElements": {
"certificateChain":

iy
"requestID":"744dd891-ec9c-11e5-ac34-dle4sdfelallb”,

"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

RCEES RIFH API FEIY

B LAEA CloudTrail % E S ACM MYBRTEFTEE Y API /U, INZEAREA CloudTrail BYFEFHE R |
=2 AWS CloudTrail FREIER. UTEHMIBERTEEN AFEE RMHE ACM BEN AWS ER
ME)o

£
- EVBEHTPHEHR

BYSHTVESR

BRI LAE CloudTrail &% ZE4& ACM BIBRISFrEE HAY API FEAY, ZNZEFER CloudTrail EEMHEFA |
528 AWS CloudTrail F &SR, FHIEHIBERBIBEME ACM BE AWS WER , TUAEEW
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"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},
"eventTime":"2016-01-01T21:10:36Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"CreatelLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"
1,
"loadBalancerName":"LinuxTest",
"listeners":[
{
"sSLCertificateId":"arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",
"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",

"instancePort":80

}I
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"responseElements": {

"dNSName" :"LinuxTest-1234567890.us-east-1.elb.amazonaws.com"
},
"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5beb63f7",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

ZEiBE B FHEES5EM Amazon EC2 #1T1EEE

B I8 S E AR XM 21 Amazon Elastic Compute Cloud (Amazon EC2) #1788 L
R, BETHFLETHZETER., ETLEIR Elastic Load Balancing E# & AWS
Command Line InterfaceTe K. T3 EEHIFRE MRS 123456789012 £& A LinuxTest AWS
RegisterInstancesWithLoadBalancerz 8 F#asay MY,

"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/AlLice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName" :"Alice",
"sessionContext": {
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:52Z2"

1,

"invokedBy":"signin.amazonaws.com"
1,
"eventTime":"2016-01-01T21:11:457",
"eventSource":"elasticloadbalancing.amazonaws.com"
"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"loadBalancerName":"LinuxTest",

"instances": [

{
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"instancelId":"i-c67f4e78"

.
"responseElements": {
"instances":[
{
"instanceId":"i-c67f4e78"

},
"requestID":"438b07dc-b@cc-11e5-8afb-cda7ba®20551",
"eventID":"9f284cab-cbe5-42al1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

MERE TR
UTEHITRMEFMEER (B2 ACM BEMEAN) A Encrypt FM,

"Records": [
{

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"acm"

I

"eventTime":"2016-01-05T18:36:297",

"eventSource":"kms.amazonaws.com",

"eventName":"Encrypt",

"awsRegion":"us-east-1",

"sourceIPAddress":"AWS Internal",

"userAgent":"aws-internal",

"requestParameters":{

& _2E AWSRHEIT,

"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",

"encryptionContext":{
"aws:acm:arn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
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}
.
"responseElements":null,
"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",
"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",
"readOnly":true,
"resources":[
{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/87654321-4321-4321-4321-210987654321",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

BENETR

UTEHEREZLEEIR (52 ACM BEEEAE) 8 Decrypt Y, BESE AT AWS
EWMKETZEHR AWS,

"eventVersion":"1.03",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AIDACKCEVSQ6C2EXAMPLE:1aba@dc8b3a728d6998c234a99178eff",
"arn":"arn:aws:sts::111122223333:assumed-role/
DecryptACMCertificate/1laba@dc8b3a728d6998c234a99178eff",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T21:13:28Z"
.
"sessionIssuer":{
"type":"Role",
"principallId":"APKAEIBAERJR2EXAMPLE",
"arn":"arn:aws:iam::111122223333:ro0le/DecryptACMCertificate",
"accountId":"111122223333",

, BRW
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"userName":"DecryptACMCertificate"

.
"eventTime":"2016-01-01T21:13:2872",
"eventSource":"kms.amazonaws.com",
"eventName":"Decrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext"'{
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/LinuxTest",
"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"
}
.

"responsekElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",
"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,

"resources":[

{

"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
import java.nio.file.Files;
import java.nio.file.Paths;
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import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
/**

* This sample demonstrates how to use the ImportCertificate function in the AWS

Certificate Manager

*

*

*

*

*

*

*

*

*

service.

Input parameters:

Accesskey - AWS access key
SecretKey - AWS secret key

CertificateArn - Use to reimport a certificate (not included in this example).

region - AWS region

Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem

CertificateChain - The certificate chain, not including the end-entity

certificate.

*

*

*

*

*

*/

PrivateKey - The private key that matches the public key in the certificate.

OQutput parameter:

CertificcateArn - The ARN of the imported certificate.

public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {

String accessKey = "";

String secretKey = "";

String certificateArn = null;

Regions region = Regions.DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))

.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);

AddTagsToCertificate
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AwWSCertificateManager client =
AwWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));
return StandardCharsets.UTF_8.encode(fileContent);

}

il B /5 =5

AT €832 A Al i A DeleteCertificate BB, MRMN , FHBEERZES {].

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;

import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DeleteCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameter:

*

*

*/

CertificateArn - The ARN of the certificate to delete.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

req.

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();

setCertificateArn("arn:aws:acm:region:account:certificate/

12345678-1234-1234-1234-123456789012");
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// Delete the specified certificate.

DeleteCertificateResult result = null;

try {

result = client.deleteCertificate(req);

}

catch (InvalidArnException ex)

{

throw ex;

}

catch (ResourceInUseException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

// Display the result.
System.out.println(result);

EPUY TS

LA #545057 B8 f0fa 8 A DescribeCertificate B &,

packag

import
import
import
import

import
import
import
import

import
import
import

€ Ccom.amazonaws. samples;

com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

com.amazonaws.services.certificatemanager.AWSCertificateManager;

com.amazonaws.services.certificatemanager.model.DescribeCertificateRequest;

com.amazonaws.services.certificatemanager.model.DescribeCertificateResult;

com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.auth.AWSStaticCredentialsProvider;

com.amazonaws.auth.AWSCredentials;
com.amazonaws.regions.Regions;

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;

com.amazonaws .AmazonClientException;

DescribeCertificate
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/**
* This sample demonstrates how to use the DescribeCertificate function in the AWS
Certificate
* Manager service.
*
* Input parameter:
& CertificateArn - The ARN of the certificate to be described.

* Qutput parameter:

& Certificate information
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
DescribeCertificateRequest req = new DescribeCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;
try{
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result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

MRKY , EREHEBTIELUATARNER,

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0a,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
Status: ISSUED,
NotBefore: ThuOct@51@: 14: 32PDT2017,
NotAfter: SunOct@310: 14: 32PDT2027,
KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,
InUseBy: [],
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LA EHIFREA A A ExportCertificate BNE, WWEHEBRE LG RHREMLE (CA) RITHWAEERRE
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package com.amazonaws.samples;

IMPORTED,

import com.amazonaws

import
import
import
import

import
import

import
import

import
import
import

import
import
import
import
import

public

public static void main(String[] args) throws Exception {

com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.

java
java
java

java.
java.

amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

.AmazonClientException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;

.regions.Regions;

services

services.
services.

services.
services.
services.

certificatemanager.
certificatemanager.

.certificatemanager.
services.certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

.io.FileNotFoundException;
.i0.I0Exception;
.io0.RandomAccessFile;

nio.ByteBuffer;
nio.channels.FileChannel;

class ExportCertificate {

Windows

model.ExportCertificateRequest;
model.ExportCertificateResult;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

ExportCertificate
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// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.

try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "1");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create a channel to map the file.
FileChannel channel_passphrase = file_passphrase.getChannel();

// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, 0,
channel_passphrase.size());
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// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {
result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch (InvalidTagException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.
String certificate = result.getCertificate();
System.out.println(certificate);
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String certificate_chain

= result.getCertificateChain();

System.out.println(certificate_chain);

// This example retrieves but does not display the private key.
String private_key = result.getPrivateKey();

1R U 75 N R R

AT €5 HIER B anfaI 6 A GetCertificate B8,

package com.amazonaws.samples;

import
import
import
import
import

import
import
import

import
import
import
import

/**

* This sample demonstrates how to use the GetCertificate function in the AWS

com.
com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

Certificate

* Manager service.

*

* Input parameter:

& CertificateArn - The ARN of the certificate to retrieve.

* Qutput parameters:
& Certificate - A base64-encoded certificate in PEM format.
& CertificateChain - The base64-encoded certificate chain in PEM format.

*/

regions.Regions;

services.
services.

services

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

certificatemanager
certificatemanager

.certificatemanager
services.

certificatemanager

auth.AWSCredentials;

services.certificatemanager.model.InvalidArnException;
services.certificatemanager.model.ResourceNotFoundException;

.AWSCertificateManagerClientBuilder;
.AWSCertificateManager;
.model.GetCertificateRequest;
.model.GetCertificateResult;

services.certificatemanager.model.RequestInProgressException;
AmazonClientException;

GetCertificate
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public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}

catch (Exception ex) {

throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.
// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;
long totalTimeout = 1200001;
long timeSlept = 01;
long sleepInterval = 100001;
while (result == null && timeSlept < totalTimeout) {
try {
result = client.getCertificate(req);
}
catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);
}
catch (ResourceNotFoundException ex)

{
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throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleepInterval;

// Display the certificate information.
System.out.println(result);

LiREHEE I BN TE@E L.

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate

PN

LA EFIERBA A £ A ImportCertificate B8

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
import com.amazonaws.services.certificatemanager.model.LimitExceededException;
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import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

import java.io.FileNotFoundException;

import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;
import java.nio.channels.FileChannel;

/**
* This sample demonstrates how to use the ImportCertificate function in the AWS
Certificate Manager
* service.
*
* Input parameters:
ik Certificate - PEM file that contains the certificate to import.
& CertificateArn - Use to reimport a certificate (not included in this example).
& CertificateChain - The certificate chain, not including the end-entity
certificate.
ik PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
7
public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {

credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {

throw new AmazonClientException(

"Cannot load the credentials from file.", ex);

// Create a client.
AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
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.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem”", "r");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "x");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "x");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.

FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();

FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {
buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY, O,
channel_certificate.size());
buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,
channel_chain.size());
buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.
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channel_certificate.close();
channel_chain.close();
channel_key.close();
file_certificate.close();
file_chain.close();
file_key.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();

req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {
result = client.importCertificate(req);
}
catch(LimitExceededException ex)
{
throw ex;
}

catch (ResourceNotFoundException ex)

{

throw ex;

// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();

// Retrieve and display the certificate ARN.

String arn = result.getCertificateArn();
System.out.println(azn);

ImportCertificate
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LA T #5115 BA tn{al (£ A ListCertificates BIE,

package com.amazonaws.samples;

import
import
import
import

import
import
import
import

import

import
import

/**

* This sample demonstrates how to use the ListCertificates function in the AWS

com.
com.
com.
com.

com.
com.
com.
com.

com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

services

services.
services.
services.

.certificatemanager

certificatemanager
certificatemanager
certificatemanager

.AWSCertificateManagerClientBuilder;

.AWSCertificateManager;
.model.ListCertificatesRequest;
.model.ListCertificatesResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

AmazonClientException;

java.util.Arrays;
java.util.List;

Certificate
* Manager service.

*

* Input parameters:
ik CertificateStatuses - An array of strings that contains the statuses to use for

filtering.

ks MaxItems - The maximum number of certificates to return in the response.
k NextToken - Use when paginating results.

*

* Qutput parameters:
* CertificateSummarylList - A list of certificates.

k NextToken - Use to show additional results when paginating a truncated list.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

ListCertificates
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
System.out.println(result);

LiREHlEE RN T A
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CertificateSummaryList: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.examplel.com
},
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example2.com

iy
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example3.com

]

BB HE

LA €8 5IER A an{al £ A RenewCertificate B8, WWEREBEBHIBTIERHRERE (CA) BITAFEH
ExportCertificate ENEE HMFAE BE. Bal , LEHBREENELNALEERE. EEFEH ACM B
B AWS FAH CA BFE , BYELERT ACM RBERIF AT REFTILIRE, WEFMEA , F2
B BEENET 48 ACM,

package com.amazonaws.samples;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.RenewCertificateRequest;

import com.amazonaws.services.certificatemanager.model.RenewCertificateResult;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
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import

import
import
import
import
import

public

com.amazonaws.services.certificatemanager.model.ValidationException;

java.io.FileNotFoundException;
java.io.IOException;
java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

class RenewCertificate {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Renew the certificate.
RenewCertificateResult result = null;
try {

result = client.renewCertificate(req);

}

catch(InvalidArnException ex)

{

n
’

RenewCertificate
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throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

}

catch (ValidationException ex)

{

throw ex;

// Display the result.
System.out.println(result);

P BRERR

LA #3557 A an{a] 55 A ListTagsForCertificate BIE,

package com.amazonaws.samples;

import
import
import
import

import
import
import

import
import
import
import

/**

* This sample demonstrates how to use the ListTagsForCertificate

com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws
amazonaws

amazonaws.
amazonaws.

amazonaws.

amazonaws
amazonaws

amazonaws.
amazonaws.
amazonaws.

amazonaws

Certificate
* Manager service.

*

* Input parameter:

.services.
.services.
.certificatemanager.
services.

services

services.
.services.

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.

certificatemanager.
.AmazonClientException;

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

.regions.Regions;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;

model.InvalidArnException;
model.ResourceNotFoundException;

function in the AWS

ListTagsForCertificate
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*

*

*/

CertificateArn - The ARN of the certificate whose tags you want to list.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;
try {
result = client.listTagsForCertificate(req);
}
catch(InvalidArnException ex) {
throw ex;
}
catch(ResourceNotFoundException ex) {
throw ex;

n
’

ListTagsForCertificate
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// Display the result.
System.out.println(result);

LiREHlEE R UM TR

{Tags:

[{Key: Purpose,Value: Test}, {Key: Short_Name,Value: My_Cert}]}

REBREBRER

LA #3450 5R BA N[ F§ RemoveTagsFromCertificate BIE,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager

import

com.amazonaws.services.certificatemanager.model.
import com. certificatemanager.

import com.

import
import
import
import

import
import
import
import

import

/**

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws
amazonaws.
amazonaws.
amazonaws.

services.
services.

services.
services.
services.

certificatemanager

certificatemanager.
certificatemanager.
certificatemanager.

AmazonClientException;

.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.

AWSCertificateManager;

RemoveTagsFromCertificateRequest;
model.RemoveTagsFromCertificateResult;

.model.Tag;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

.auth.profile.ProfileCredentialsProvider;

auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

java.util.Arraylist;

* This sample demonstrates how to use the RemoveTagsFromCertificate function in the
AWS Certificate
* Manager service.

*

* Input parameters:

RemoveTagsFromCertificate
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& CertificateArn - The ARN of the certificate from which you want to remove one or
more tags.
ks Tags - A collection of key-value pairs that specify which tags to remove.

*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create a request object.
RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/

12345678-1234-1234-1234-123456789012");
req.setTags(tags);

// Create a result object.

RemoveTagsFromCertificateResult result = null;
try {
result = client.removeTagsFromCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch(InvalidTagException ex)
{
throw ex;
}
catch(ResourceNotFoundException ex)
{
throw ex;
}

// Display the result.
System.out.println(result);

}
}
== S ES
B R B R

LU #3557 8A ana] 5E Ff RequestCertificate EIE,

package com.amazonaws.samples;
import services.
import
import
import

.amazonaws.
.amazonaws.services.
.amazonaws.services
.amazonaws.services.

import

com.amazonaws.services.certificatemanager.model.
import com.amazonaws.services.certificatemanager.

import com.amazonaws.AmazonClientException;

certificatemanager.
certificatemanager.
.certificatemanager.
certificatemanager.

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.RequestCertificateRequest;
model.RequestCertificateResult;

InvalidDomainValidationOptionsException;
model.LimitExceededException;

RequestCertificate
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import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RequestCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameters:

*

*

*

*

DomainName - FQDN of your site.

DomainValidationOptions - Domain name for email validation.

IdempotencyToken - Distinguishes between calls to RequestCertificate.
SubjectAlternativeNames - Additional FQDNs for the subject alternative names

extension.

*

* Qutput parameter:

*

*

*/

Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.
AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
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.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify a SAN.
ArraylList<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Ag25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

result = client.requestCertificate(req);

catch(InvalidDomainValidationOptionsException ex)

ex;

catch(LimitExceededException ex)

try {
}
{

throw
}
{

throw
}

ex;

// Display the ARN.
System.out.println(result);

LRGSR EC M TR L.

{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}

EfBERIEE N

AT g4 8 R i0{a £ | ResendValidationEmail B8,
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package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.services.certificatemanager.model.

import
import
import
import

import
import
import
import

/**

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.certificatemanager.
certificatemanager.
certificatemanager.

certificatemanager.

AWSCertificateManagerClientBuilder;
AwSCertificateManager;
model.ResendValidationEmailRequest;
model.ResendValidationEmailResult;

services.
services.
services.

InvalidDomainValidationOptionsException;
model.ResourceNotFoundException;
model.InvalidStateException;
model.InvalidArnException;

services.certificatemanager.
services.certificatemanager.
services.certificatemanager.
AmazonClientException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;

regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the AWS
Certificate

* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.

ks Domain - FQDN in the certificate request.

& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

Windo

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

WS

// or the ~/.aws/credentials file in Linux.

AWSCredentials credentials =

try {
credentials

}

null;

= new ProfileCredentialsProvider().getCredentials();

catch (Exception ex) {

ResendValidationEmail
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throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}
catch (InvalidDomainValidationOptionsException ex)
{
throw ex;
}

// Display the result.
System.out.println(result.toString());
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}
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AWS Certificate Manager EREEmR
RS BN AERSE

BEBRTPH—ERZERIZBENR. BE  ERRABRINACEBTIRERNERBHESE,
BREHBERERE  ANEEXAMBERPVEAHFHEHBRRERNT , YREBRPVAERESEBE
AREMWTERREE., Hlin , 8% R ACM B , example.invalidpublicdomain® &
Finvalidpublicdomainy TREMNWEEMEE. NREEBERIILARER , FEHEZED L. NRE
BREXEARR , 5B ACM BB RED RIS HREE,

BE , ERRFARTPHN—EXZEESZBRAAERE , FEREMAY. BRERABERER , AR
BEXRMBRPNEMHFHEBRNENF. MREEBERILABAL , FEAZEROBS &,
WMREZEXEAR , 5B1E ACM FEREPREFNVFHER,

HBRBBETHEZEH

REFFREEETFBM4RE A ALIBRERKRMVEDERIEFHUHFALR. EELARCBEEERERB
BNEREFHMU, MEFHMEN , FSEBAWS Certificate Manager EFE 4R, MRGIRIE
DNS B 3% , RIXEi§ ACM REE UK CNAME i2#x B A DNS BHlE, MFEFMEF , FSBAWS

Certificate Manager DNS B &%

/A Important
BLARTFEHCHANRHFHBIERTEENEERAEE. URBSFSTEBHRE , Fal
IZMANREETHHALR. ERBRE , FESE "REREBMEE T, o MREE DNS
B, Al AR/SEMEEEM — @ CNAME i,

(@ Note

N8 ACM B AR EEE#EZ Nitro Enclave B Amazon EC2 #i1T{EE L , BEFEARE
ftt Amazon EC2 #1TEEE. WMFE T HEUAI7EREREZE Nitro Enclave B Amazon EC2 #1T7{8
B8 SR EE T Web RIRES , SR EETE - £ Amazon Linux 2 EZ % LAMP Web {a R
BB RE . F/ Amazon Linux AMI Z5 LAMP Web fAlBRES.

HBEMEA DNS BB , M2 EFBMARE.
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MREEFRE[E  F2RTIEE,

ES |

« $t¥ DNS B R T RE B HFAR

- ST REMEETREDE
- WEZE HTTP B ERE

#r¥ DNS BRRE BEE 1T 2 2R AR
RS DNS BEBR | HSM T o8t
DNS SEEHRIE— S REMNT TERRE BN B ATRAE -

* dig - Linux, Windows

* nslookup - Linux, Windows

£

- DNS ftFEmE .t fF A EAR

- DNS it BN BREE DR

+ GoDaddy EH#J DNS B kK

« ACM E#AXRE R "1 Route 53 P8k, ki
« B (FEE) #18 E#Y Route 53 BasE kK

- BREAT , BRITHEOERK

« VPN _E#Y DNS frlfR23 58 58 K BK

DNS e 22 1t 5 F AR

WRIEH DNS HEZE IEE CNAME BRI ERLR , B ACM BHEHNERBIRIELR , X 6F
AEERENERRFEMEE, 0 , CNAME {E _x2.acm-validations.aws AILAEE A x2.acm-
validations.aws LAREFEAIE, T8 , CNAME 2SNV E—EFHEEL.

BT LAER T R AR AV E—ERREEE.
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https://linux.die.net/man/1/dig
https://help.dyn.com/how-to-use-binds-dig-tool/
https://linux.die.net/man/1/nslookup
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z28 Type Value

_<random value>.ex CNAME _<random value>.acm-validat
ample.com. ions.aws.

_<random value>.ex CNAME <random value>.acm-validat
ample.com. ions.aws.

DNS #EE BN FHERE R I
R DNS #IERTRRR S AKATIRAA CNAME EMEEEQE. Rit , BTHEINESERER.

a0, T<random_value>.acm-validations.aws. &4 , M "<random_value>.acm-
validations.aws. #W#EZ,

GoDaddy LHJ DNS & 7% & BX

BRIEEME N ACM REHY CNAME B , ZRIFEA Godaddy FHE 2= sk E5E M2 M1 DNS B AJse
KM, EHL example.com MAMEERE , BHAY CNAME RBEREEFTHER !

NAME: _ho9hv39800vb3examplew3vnewoib3u.example.com. VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

B EE "2 MUBREREN Apex i (2IE Q) , FILE I HE GoDaddy AR CNAME &2
8 , WA -

NAME: _ho9hv39800vb3examplew3vnewoib3u VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

ACM EI=AKFETR "1£ Route 53 FE 508%, kiR

R REE Amazon Route 53 A DNS £ f&Em , AWS Certificate Manager AT A BE#ZEEHE , LA
BELNNEEEEE., TREERT  ELFEEATEAMNE Route 53 HEV ok iRilis | ikt
AREEEEA . MRBEEERR , FRET I TENER,

- BT R Route 53 A& H DNS #FEM,

- WATRMIREZEA ACM 1 Route 53,

« B E{H7E Route 53 ST E BB PE MY 2 IAM FF ],
- BRAIACREIBREE,
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- MEEELFEEL,

B (NMEE) #E LA Route 53 BrE XM

£ DNS ERF5HiE , ACM SELNFEEEIHFES CNAME, MREKFTE , AIRKSE 72 NEERR
B, BARAEA Validation timed out (BRFEREF), BMECATRFEAEILERIEMN DNS ic#k , 28
Amazon VPC FAEEEEREHFMER. FAH PKI FHAZSEERE , UREREERR.,

AWS &iEif AWS B CARBIRHAARTZEEMANRE,
BRERY , BRITREOIRHK

WMRBERITAMAB R "HERF, (BIEDNS REREN) , BRERTRAEBERERERE
(CAA) FRERESH, MFEFMEN , F2HE(EM) E CAA fLi%o

VPN &Y DNS R8s 538 K B

WMREE VPN £33 DNS fAfR=s , B ACM EZERFTRE , FREXABRBREILEEFN. €A
ACM DNS BB AR BRBITHEEB L ERKRERBEMBEHE,

ST E T BT AR B R T R B R AR
NREEEEATTBERTBRO , FSHTIE .

ES- |

- REFBMFTETHHA

- EFBARFENAXA MG EEBE
- BEEURS DNS B

AR ETEH

EEE ACMBEREBENEEZEETBHHRIEN  BERBEFBEA4SELILEERNER b, WE
FHHMERN , B2 BAWS Certificate Manager & FE4 5, NREBEBEWRFE FEHFBTIREE
EREUTER,

SHRETEHMHNNE

ACM EXRBEFHAARBEELFRNAEERE. MRERERAEZETEBELETH
f, B EBRAEMARERE. KO EMbIZNERFESNRAERE , XAEEF
Bfuut W@ , R @ 2RNVER. flW , MRER example.com EER WEREESE , A6
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2K E{EIEE admin@example.com B E FE 4 subdomain.example.com ., #B§ ACM £ 5&
BN (B CLI X API BE) WEFBHibIEE | YIS EXENESKRIEFHY. EEEF
BB | SE1EfESE A Validation not complete (B8R RTEK) AR P iR— THREBZEEZNE R

EFEH RSN EH

BELSNURBHERRPREERIEFBM4.
GMail BB FEEF S

MREFEANR GMail , REEFEH4IRCH BB D BREHRATEHFARRERS.
MEEMEAETHEEARCRHARLERE

@ Route 53 BEMME ERFRBMARKLRERS K MALHNEFE4 it EMRHE
whoisprivacyservice.org, contact.gandi.net = identity-protect.org E F##4
hut, BELHNREIMEER LNGMEEFHBH U RSEHN , UEEXIELRREFBH
b 1k §9 B F B4 AT DAE 3k B AR I 0V B F B it

® Note
ENEFRIBARENEHEE |, 55318 Route 53 IBEM E LBE MBI R ERE SR
Ho #ltn , .ca EEMAEHNEILREEEIEER Route 53 BBRmEBEXN ST XNEH, B4
AREFE AWS Support /0 FERE B EBIAERE,

R4t AWS BEEBREBEEFBUHN\BEFE4 U PN ED —@E | WHEERE T SR EIZ 1t 5
ETHH®R , ERALUER ACM BEREBE. REBFHEBERE  FHECEENEFEB4 i EE
"ME AWS Management Console Y& FEi - ttb 1t iEBE R, £//FER Pending validation (1F7E
%) B |, BAILIfE4EEE A Validation not complete (B8 ARTHK) AP IR —THREHBEBE
WER , LERBEETHRE, EthaLifE ACM Request a Certificate (F53R B ) BB/ Step 3:
Validate (58 3 : B8 %) PRFE, JIHNEFE 4 iut

Bitg < &0

MREMBEIRIEE R R  BNRABRIBERIETEM , FEH B POWEIRG, W
RIERBXZEWR , FE ACM B EREHIREEFALE,

EFBHBRENAAEANBEBREC

BENF—EEFBAREFREBDBLERAFERZRNBRBBVFERT, EXE ACM FXHH
EERVER.
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ERAEER

HEAYIRAS DNS B

ERAEFBHAREEZEURRE R , CEEAVRAMER DNS ETERE. HEMEH DNS BF

B, RHBIUEA DNS BEWHER.
HEE2E HTTP BRRRERE

MREBEFER HTTP BB BRBFEDEE K F2ETHIES.

HTTP MEZENE - S RER T TEREFEMN B sIRE !

 curl — Linux 1 Windows

 wget — Linux ] Windows

e

« RedirectFrom 1 RedirectTo {1 & 2 BN RABTHEE
- FIE#HM CloudFront 4058

- HTTP Ef1 & mRE&E

RedirectFrom F1 RedirectTo L& 2 B ARAE T

aa M BRIB

WS RedirectFromfy BRI AR ERedirectTONENABTHEL , BB EELAN, BERBEDEE

WEN AR EEE.

T IEFERY CloudFront #H &

EHEESM CloudFront 7B EHREAREREANET. BERKBAIREEMTA
PTHEREEIE,
HTTP E#E @ &

MREEREHREQMFERREUAR , FRET IS RERETENERE,

REEMECERE

1. #EHR RedirectFrom URL S HBE R BB At 5,

BRI, UK

HTTP 3%
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https://curl.se/docs/manpage.html
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ERAEER

2. HEFHBIERRSIERT , Bk RedirectTo URL,
3. HEME URLSHMAZR , LIBREFZSMEE.
4. TEREFHE@ERL 302 ARER,

BRI A

MRRNBERPNEGEEEANRELER , HTTP REARSRE, FEHRIBEBEETRES S

BET3IZ R,
bl 3738 e ey
1. BT TIED —ERBEPLEHEESERE

a. BRMACM XAV RAEERRFMEANER. SHELASTRENHE,
b. FY DescribeCertificate API B2ELUMIRSELEEAERZREE,
2. HASASERSE A6 FEIREAS UREABREREZI

HEEREEVETHEZE

3
3

ACM 87t ACM BRBH A EXR B BEYN , CEANTEMNDE, NRES THNZERFEN

AWS Certificate Manager WiHEREIRE , 2B T 5 E£RE,
(s B BT ERE

MAFE THHRE , ACM F AT L A BBV EHNBE !

- BHBELAEE ACM BE/ AWS RFHERER ., MFEARE ACM XENEFRNER ,

ACM EESH R,

T
W

B

¥

- BRETEHHRENER , ACM LERBEBRED L 2B ERENEE ST T B4t it REHR

18, RIFBERNE FEH U= H MR AWS Certificate Manager & 745 FE .,

- ¥ DNS BBEHEE , FHEESLH DNS HREB TS EMRAN CNAME icék , W AWS Certificate

Manager DNS B& 5 AR,

- R HTTP REWEE , FHEEENERE R DM PTREITEREAWS Certificate Manager HTTP

BE

BREN
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ZEREBENREERERM
BRESEIHE (DNS 5 60 X, BFE#HAR 45 X, AABRB 60 X) , MBBBHSEKMHEL , ACM

BEAENRE, SRS ARRITE S EEIEN. MEFEFMAEF K F2RTHNZEREEN AWS
Certificate Manager,

REFBHRIECBENZEREEN

ACM BENBHHRA 13 @A (395 X), MOBRFEMAHEFEHNTEF. ACM SEBHF 45
RABGEOB A EEEEAPEARBNE FE 4, BAISHEHESE TR — T UETENN
B, REAMAIHNMEERE , ACM 2&/TERME ARN HEKWERE.

ESREAE FEAREIREBIES , THRNMEEBIBLLEREIZER PENDING_VALIDATION ik&8 | 0 &t
HiELPEEEHITRERER.

#€ DNS B R <« BENZERREN

ACM T2 EFEE DNS RERVBFREST TLS BFE. MR ACM EEKEZIZEB DNS BENBER
%, RBARERNEER DNS BEFH CNAME FesiB R AR, MRBLEEERFR , ACM ZEA
BT REE B BENBRE

/A Important
AR ETER CNAME Re#&im AL DNS BRI E, BEHNFBRHENARZEME,

BRI LAVE ACM =B EF RSN EREREBEIER , SREMEH CNAME B#k. MFFMEAR ,
EZRTE. &EME CNAME 528% , B LL7E ACM API i DescribeCertificate #E% , ST
ACM CLI H £/ describe-certificate . MHRFMER , FBEAWS Certificate Manager DNS 5
=2

Az o

ZEBEBOEERN R 1.0 192


https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
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ERAEER

« < Viewing1to3of 3certificates > »

Name ~ Domain name ~ Additional names Status ~ Type ~ Inuse? = Renewal eligibility ~
» amzn1.example.biz Issued Amazon |ssued No Ineligible
» amzn2.example.biz Validation timed out Amazon Issued No Ineligible
I - amzn3.example.biz Issued Amazon |ssued Ne Ineligible I
Status
Status Issued
Detailed status The certificate was issued at 2018-03-22T22:42:12UTC
Domain Validation status

amzn3.example.biz
&, Export DNS configuration to afile  You can export all of the GNAME records to a file

Details

Type Amazon Issued
Inuse? No
Domain name amzn3.example.biz
Number of additional names 0
Identifier 1faedec-6db6-4d3d-967a-eec5e53ecdds
Serial number 0e:10:30:f3:1c:b4:1e:b7:54:bb:13:99:62:5b: 7f:fb

Tags

Edit

Name

AItERAEEZEERR.

Success

Requested at
Issued at

Not before

Not after

Public key info
Signature algorithm
ARN

Validation state

2018-03-22T722:38:52UTC

2018-03-22T22:42:12UTC

2018-03-22T00:00:00UTC

2019-04-22T12:00:00UTC

RSA 2048-bit

SHA256WITHRSA

arn:aws:acm:us-
west-2:140948901414:certificate/1faedec1-6db6-4d3d-967a-
eec5e53ecdds

None

& < Viewing1to3of 3certificates »

# DNS BB BRENZEBRIEN
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Amazon

v amzn3.example.biz Issued No Ineligible
Issued

Status
Status Issued
Detailed status The certificate was issued at
2018-03-22T22:42:12UTC
Domain Validation status

Eamzn:’a.example.biz Success

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on
your DNS service Provider. Learn more.

Name Type Value
_dc8d107e33e2a83816bb6a2a395a5¢cf5d.amzn.ex CNAME _dadbc0aaa5530cf8b0964967cf1d4edB.acm-
ample.biz. validations.aws.

Note: Changing the DNS configuration allows ACM to issue certificates for this domain name for as long as the DNS record exists.
You can revoke permission at any time by removing the record. Learn more.

Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn

more.

. Export DNS configuration to a file You can export all of the CNAME records to a file

EHBERE  UBHEEM CNAME EiH.
MBEEBEDEE , BBHEZER D,

HTTP R RENZERFEN

ACM EERHBIEN HTTP BRBHEE. MBEQOXR , THELRA HTTP BRERSREME, £
EERT . ACM REAMLEREEL & B-W.

/A Important
B BERRedirectFromfE WARERRFHEEMFEERedirectTolN BN AR,

BALVE ACM AT RBEBRLEMEEER , USKRAEMN HTTP BREFEF. B alER ACM
API F1# DescribeCertificate #4#E8, ACM CLI 1 #J describe-certificate a8 REEEULE . MEEM
B , 552BAWS Certificate Manager HTTP 8%,
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https://console.aws.amazon.com/support
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
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MREEDAFE , FBBHEZET D,
i3 ol

Y2 EBEEL AWS Certificate Manager RIFRFHNEF, ERTTRTISREZEG/RLE. BE
ACM BEHHWAIEMESEEER , ACM RUSHBENBE TREHRLEE, ACM BIBENENEED
HBRENEZEAXBEN AWS ERME , TRESRALEE. Rt , BRRENSETERFTER)
FrgETEaETR.

HIEZETH A B E

AETERAEBITRERTE ACM BEEBZEENES,
F &

- BEBREHERE (CAA) NEE

- BEEABE

- BEBHEEE

« API Gateway R&

- THEBREBEAFERARBRGRUMMAEE

- ACM IR B AE (SLR) WEE

BRREMBIRE (CAA) FVEE

B LAfE A CAA DNS 2838 E Amazon BEREME (CA) I ALNBE D FHAER1T ACM BFE.
MEZLEBTEZTHERIBETHNEEREMBIRE (CAA) I5RR , —HZEREE BRI KM
$HER |, AR E A CAADNS fi&k, WRBERIIER ACM BEBEREZWKBINLIERR , AIXEEH
CAA itk , RAREWBRER. B CAARHITHEERUSLETETIHP—BHEEERE

* amazon.com

* amazontrust.com

* awstrust.com

* admazonaws.com

BRI CAA EMFMET, , HSH (2F) BE CAA L.
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® Note
MREFBEMA CAARE , IUEERRAEHNMEERE CAA L%,

B A RE

FA S E =5 BREA ACM LS CMELLBRE UMY, NRLETME  BREAGLENE
BRATE. BADIETHEE

o IRREEE A X.509 x4 3 SSL/TLS B,

. BHBERUNERES UL RBREELE CA) BT,

. MBREHBEEM CAEE  ANASSEAEBRKSHTRBRE,

C MBEANBRAAREE  ANEMARTZHANLELR,

. WP SERRS N AEENE AR,

ERESANERERER S E P RBRNES,

. EHBRE. BEESNLGSE (25) BLEL PEM FE. —BAS , PEM 52 5L Base64 1
B ASCIl YT ERER , ELERWHEANEELS S X TERNENGT., LFEEENRHE
PEM MERHETRER | R PEM BE#TEMLHBE, EAEM OpenSsL BB AGRE
KRB BRI,

- BHABER (WRE) TEMNE. B7  IRRAEBEZESNE. )

- B ACM ESHRBHAEAMER ACM XEWEAREZN |/ A/, F2E AWS Certificate Manager &£
REEENESEREH X , SURERENERETETEE,

- BERBKEEREENZXEEEEREREA IAMIZEE ACM MEMATE.
- EAE  BELEER.

- FTIERENHHENATZEREETESY, T8 , MREBERIEEKeyTypesERBFRMFRIER T FEI
ListCertificates API 5 list-certificates AWS CLI 555 , BI R & B8 R RSA_1024Ef RSA_2048F .

s BB E R E

% BHBE , ACM EELENNLALEERY, MREHNEAEXNER BERD , R85 SSL #
, ASHE ACM B , AIEARENE AWS BUBRR B LERIENAE. At , BRETE
Eﬁﬂﬁﬁ ACM BFE. NRENEABEALRRBURRE , BT U TRE
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https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-prerequisites.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-format.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-format.html
https://www.openssl.org/docs/manmaster/man1/openssl-verify.html
https://www.openssl.org/docs/manmaster/man1/openssl-verify.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
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- HECHBEEAACM , AREERAEAFEHREEANERE. ACMTEREANBRREHZER
o

- MREEANRLERE  FREAEXTRIFMETAN Amazon RERE. MREEANELE
BR A #RENERRENXINES CAREE,

AP| Gateway &8

BB EEKE(L API In K , API Gateway AR E CloudFront 2, CloudFront D fEBEE & =
API| Gateway , A RENIES, 2HEBEZLETE API KEAN ACM BE. EEBREBELA
5F ACM MR IEHBEE | BAERRERE BB APl Gateway BET#EE,

EREREBE T AP| in B , AP| Gateway AR IZE I Application Load Balancer (ALB), 8 #85
WIEEER APl Gateway , MEREHEFETR. ALB EBEZHEIE API BEHN ACM BH, &
EBREBEI L ACM MBREHER , KL EABKRESEMEBEN APl Gateway BT #8135,

TR AR R M EE

MREEKDE ACM BEERSRBELES  BEREFLERF , MBESRBMAKELER , TR
RERBER ACM BEAMENFAIBNE,

540 , Elastic Load Balancing (ELB) & Ef#% WFTAI , AWS KMS key EM@AZBERNILEL®, 1t
FUEHEREBERMIRE , EXCABEEELB BIBHE  ACM EEALBE., R ELB A&
FANERE  ISETRESRARERESWRERN,

EEFERE , FBEA AWS KMS =2 ARER FAREhttps:/console.aws.amazon.com/kms, A%
BT THEA—EBE -

- MREEAREZRSBBNATEHKHE K FEFESRBNTRE  BUEBREXRBAIEED , R
REMEUBH. EEREEMEABEREBCR , MU RERA,

- MREFEATRT ACM WFFAIE#EE , FBB4& X https : //https://console.aws.amazon.com/
support/home#/,

ACM IRFEFE A (SLR) HERE

ELBRTHS —ERFESHLANTILE CAEENEER , ACM BREARERBEFAE (SLR) ,
UEFEAGDE AWS 8 CAUERSERNEFNEEER, MRERLR CABRITLAERE , B
SLR EARE#E , ACM &% BB A BBIZEBE.

AP| Gateway hR7s 1.0 197


https://www.amazontrust.com/repository/
https://console.aws.amazon.com/kms
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ACM Tlee iR BEAE LN EMNIRF R EFE SLR, WRHLER iam:GetRole FFAIEHR
EIRIEIRF A ACM SLR |, Al SLR ZEUBHAEBE AR LIRE, MRBARLIREE , KRREH
BWIREFEEE e EERE iam: GetRole A4 ACM , RALWIRFEE ACM ZEBER
AwWSCertificateManagerFullAccess 3 EE#.

MEFHMES , F2HE (AM EREERE) PHEBEEA ST,

REHIZRI
AWS Certificate Manager 4 T @R A SERAM XK. NESEOHANRTOER  BSHT X,
BB B SRR R

EREREEN BITHAE PKI BER , WReERE TSR AWS 358 CA.

i

@ Note
AWS FAF CAHEl (dtR) BENTE (EE) BEFAXE.

ACM KB AL

PCA_ACCESS_DENIED AEREREMBEAES ACMETY, E®
f§%% AWS FAH CA AccessDeniedExcept
ion KEBAHEE

EEMBIEERE , FEA AWS 4B CA
CreatePermission & {ES L EMEF AR F ACM
RIS ERE,

PCA_INVALID_DURATION FIERBENEMBBBETILAERER
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