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AWS Certificate Manager (ACM) REZE ., REEMENLBMFLAE SSL/TLS X.509 BEMESBWHNE
M BLBENSBAUREBLEN AWS Bt NEARN., SUUEHERESER ACM R1TEE , =
BE=FBEEAACM EERFES , BEESK AWS RERHEBE. ACM BREILUMREE —FiEE
B, SEARERIEEE. BEAFORAENELRENES. ACM BRAFZFABEATURBTREEN T
Mg, BT EHS BB ACM B AWS FAF CA |, MEERIB PKI EMERFEA,

® Note

ACM TERAREI Web fARES. MREELERE Amazon EC2 HITEE LREBINEZ LM
fRES , BESBLUTHEFMIER : /£ Amazon Linux 2023 E3%E SSL/TLS,
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- TERFESRERN AWS BERK ?

X ENEE

ACM ZEBNHIRE LR IPv4 F IPv6, F5iE5H AWS —ixSE hfy) AWS 215 B i 25k AWS 215
RIRTH ACM AR,

ACM A BEABEREMER. EEHYHRTEME AR (FQDN) HZ1E AWS EEFH —4 FQDNs
£ A Elastic Load Balancing BF& , B4 AABEEREBRIEARE. EFEHA ACM RENEE , &
TEXARBEESEHNRI/ITINESAEIEE., SELIEESHERERE.
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HI E{E AWS Certificate Manager

HREEER SSL/TLS BFE , EFFEXNEIE A AWS Certificate Manager. R FERHITHE
LWRERAEXFTRY AWS WERNE, MEZM ACM EEEA , F2E AWS Bt EWAWS
Certificate Manager fR#& EE B H.

AWS Certificate Manager #f.=

REIRM FANBLSEZ AWS Certificate Manager,
FHE
+ ACM B&
« ACM 1 CA
* Apex #8135
- JEHBERNEE
- BREREEN
- BEEHERLE
- WMEBBRE
- BEAARRE
« NEMER
- EEREHEME (FQDN)
- BXFEREABE (HTTP)
NESRERRH (PKI)
» Secure Sockets Layer (SSL)
« 2% HTTPS
+ SSL fAREEBE
- HBS|/MEE
» Transport Layer Security (TLS)
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ACM &%

ACM EE4LE X.509 % 3 IRBR. S NEMYPAR 198 X , XBETIER WAL

- EXRE - EEBREIRIETRBIME (CA).

RERBSREBRNT - XERNEARKERENLESREBNLEER,
FTERSRBHNT - XEBRTERELFERNER.

EWMEM - ERBARNBENLOBSROAR,

BRRASRER - RTSREALEHFFAEENAEN , ALAEREEN —BAHZERE,

/A Important

B 2025 £ 6 A 11 B2 , AWS Certificate Manager FB1TEH "TLS Web Client
Authentication (clientAuth) B £ A& (EKU) WER , UFABL BN AERE

« CRL i - I E AJHS CRL BRI E.

ACM FREEITREMNMXFRLA LT #EH

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e
Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Example CA
Validity
Not Before: Jan 30 18:46:53 2018 GMT
Not After : Jan 31 19:46:53 2018 GMT
Subject: C=US, ST=VA, L=Herndon, 0=Amazon, OU=AWS, CN=example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:ba:a6:8a:2a:91:0b:63:e8:08:de:ca:e7:59:a4:
69:4c:e9:e€a:26:04:d5:31:54:f5:ec:cb:4e:af:27:
€3:94:0f:a6:85:41:6b:8e:a3:c1:c8:c0:3f:1c:ac:
a2:ca:0a:b2:dd:7f:c0:57:53:0b:9f:b4:70:78:d5:
43:20:ef:2c:07:5a:e4:1f:d1:25:24:4a:81:ab:d5:
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32:
09:
3.
15:
25:
6d:
bf:
73

Exponent:
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Authority Key Identifier:

keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42

73:
6d:
36:
96:
56:
7.
75:
3e:
68:
e0:
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655

f8:
d5:
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az2:
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19:
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:55:
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co:
L4
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42:
8e:
36:
fe:

d7:
ff:
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:e9:

ac:
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3e:
af:
8e:
22:

22:
18:
65:
e2:
6f:
42:
c6:
16:
f0o:
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9e:

(0x10001)

c2:
a6:
6f:
02:
8a
f5:
33:
f6:
od:

:6d:

5b:
2a

X509v3 Subject Key Identifier:

97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
X509v3 CRL Distribution Points:
Full Name:
URI:http://example.com/crl
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4.
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40:
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99:
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4f
36:
82:
64:
al:
1lc:
97:
39:
16:
0a
od:
3.

Signature Algorithm: sha256WithRSAEncryption
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12:b9:35:d5

ACM 1R CA

ACM BITH A B HKRERBRE ST Amazon 1] CA fTEEEE :

P& 18 nEEEE

CN=Amazon & CA 1, O=Amazon, C=%E 2048 {1t RSA (RSA_2048)

CN=Amazon & CA 2, O=Amazon, C=3%E 4096 it RSA (RSA_4096)

CN=Amazon & CA 3, O=Amazon, C=%E PEEEE AR 256 Lyt (EC_prime256v1 )

CN=Amazon & CA 4, O=Amazon, C=3%E F5E = EZ 4R 384 LT (EC_secp384rl )

ACM BT BFEMFERFE TR 2E CN=Amazon & CA 1, O=Amazon, C=US , iE 12t 2048 T
RSA Z£t, HRREMBRER, FIEREBIH Starfield Services Root Certificate Authority &
BRXEE,

WMEFMENR |, 5528 Amazon Trust Serviceso

Apex #3815

=80 BHAE,

BB/ MBZE

EHBLWNEZEZTRE , SFHBNEZEZEATEAEEBRBEE LN SRRNBENFEZAS. HY—EE

WALNE , BBEEERN X509 v3 BE. Z—BRALE , BFHEZTENNE. X509 BRE#
ERE, ERFEHMER (BRIR) NIIBEEZLFER,

ACM BFE R X.509 SSL/TLS B , TR LML G 2 MEBNFHENABEEZRBHPEIENLES
i, ACM EfEf AWS KMS key RINZFE S8, MEFMEN , F2EERLEEBNETEM,
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BRREEN

BEREME CA RRTRAUBENER. BXEL  BEERNEABEHEREIR 1SO X.509 £
#, CABRITEEENBURE , UEIRRIRN IS IRZI I BEEBREPITENLESE
iR, CABRESEEREME,

BREVERHK

ARTHREXRMBTHHAEARN CA BITH SSL/TLS BF , RERERERALEIRTHLE
BROSACHKERREAEAZD, AEEBERLHE, REERTEWLH, RECENBRBESHE
BIER P ELHR,

B EREBF , LBERRALHNPBEEZITEESERENERE. LA Certificate Search EHR
i%mﬁg H o

= Amazon CA AN EEEITAREEN SSL/TLS BEA , 2 BRRERIEL =AREEH
EBFRAREE. ELRARFZHEEENMAHELEERNE YK ECHSNEERBEESRK (SCT) EEZ
Amazon CA. A% , CAE# SCT HABEH , £BRFE , URTHRE, BREBILCIREMHREM
X.509 ZE{#,

X509v3 extensions:

CT Precertificate SCTs:
Signed Certificate Timestamp:
Version : v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...18:(CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)
Log ID : 87:75:BF:...A0:83:0F
Timestamp : Apr 24 23:43:15.565 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C

BREEEN IR# 1.0 6
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BREEAECHEELERIBENTINEDHT , RFELEERE, NFEZRENFMENR , #F2
Bﬁﬁy/ﬁﬁﬁﬁ,ﬁ JEHHEHE%%IJJWO

M E BRI

HEEBRE (ONS) REESHAGERE , BARNEZIFERABRIAERBNERMNAEME

Fo DNS TERARNEXZMIEEE (FlW aws.amazon.com) E#EEFERA 111.122.133. 144 E’J%l
F P (MM EABE) thit, FiB |, EHBIEHMN DNS EREGS —EHMWARNE &K, Hlwm , B
#EIB ACM BERBEER , WUAEA CNAME Resk KRB LMAREFIEERE. MEFMEEA , E%
BIAWS Certificate Manager DNS B2 &%,

W R

BEEZBATHMAEAERE (DNS) B A P it FFE | HI0 www.example.com, E S
B (DIEERREE) £A IP it MARNFER, REEBaEsZETRAEER , YA GHER !

TLD

REENERBAEEME (TLD), ERMNEHFIZIE .com. .net M .edu. L, FMERLE
RMENER TLD AZBEFR/MEEBNES , BRABEE (WEH). 0 .uk REKREBEH, .ru K
BN, m .fr KFRZE. FAEE GER) &, TIDWE_BEEARBNZMERNER, 4
W, .co.uk TLD RREEBEINEEL X,

Apex #835

Apex BiIEEBISRERRIEERSE., tHISEE (HER) NBEHEE  Avex BE3IEH
REFNTMERERNWRBINER (WRE), Apex BETIEFHE BESREAUTEE), &
www.example.com A , Apex #BIEIHZ A example.com, £ www.example.co.uk # , Apex
BN E B A example. co.uk, HMEEFEAKIE Apex BB EIE base, bare. root, root apex =

zone apeX.
T3

FRESEBE Apex BEEBIEH , YHAUKEKRH. FERNFREEEEA www , B AT REMAS
B, FREEBHLIUEEZEER, Hl0, £ jake.dog.animals.example.com ¥ , FHEEAK
F#%A jake. dog Ml animals,

Rk
F AT B Ay .

WmEEERR WA 1.07



AWS Certificate Manager EREEmR

FQDN

SEEMIEZT (FQDN) 2EM., BB MEEIIFER BB ERNERNTE DNS 28, fim
aws.amazon.com & Amazon Web Services B FQDN, FQDN 2EfE#iE , L ZEERIE,
f5l3n | [subdomain;].[subdomain,]...[subdomain,].[apex domain].[top-level

domain] X% FQDN ) —fi&#& =,
PQDN

TRENPEEBBAIT 2 MBIHARE (PQDN) BB, [subdomain;.subdomain,.] E&KNERE
B PQDN , AL ETRBE,

0 % 2
MERBHEREEMNEF. REERELEFEREFREN. RNENERERBAMYT , &

MERBRANT. MBENERBEEBANEXF, AFRMNEARSRENFAE HTTPS IEEEAER
ENMER, BELERSMLNFENBRANEXF (NEF) UK INE X FERERIGH T (BF)
MESEF. ENFI@EFEFT  REZEEATR, ERTURLERILE.

REHE S (FQDN)
ESH BHEE,
BYFEBEABE (HTTP)

BYFE@EFAGE (HTTP) REXREFAMERBANER, TR ERRAEXBEAGBE , IXBRE
BEAREE, HTTP EHEAFH-ARBFER LEE , Hh Web BIBRBEERARA S , @ Web MR
R RER. EAEBREBABE HTTP EBURESERR A MASRELNFRNEN,

£ ACM BIRRERH |, HTTP AIfE3 1T SSL/TLS BEBARBERE. LWEFI K ACM EIZEE HTTP
ERUBBAEEERE, RS EREEELEERNENETR T H@ERES,

E 7B DNS BENBRETRE , ACM EFELEENK ACM 21T HTTP BENER., k2 , E
LREFEE CloudFront TR FT EHRTHNEE., ZEFALER ACM i, ERNEEELER
& , BB EITREHE ACM H CloudFront 2B S EE,

BAHTTP ZEEZEA , EEBLIE , cBUHXEERER., ATREEHA , EH HTTPS
(HTTP Secure) , IE €A SSL/TLS BABGERMNZER . IFLZLBANFHEN , F2ELE
HTTPS.
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NETRERZE (PKI)

NESWERRE PK) B—ERERF. RNMABRNRR , ISR ERRKETRLEHR. £ACMER
B, PKIEBUBRENRT. EENRETPHEEEZEAG, PKIEA-HRBHEESR ARSI EN
NAETR , URHARFERFNLEER, LRRAFRLERER, BUXENHUERNS 28
o

ACM E1E PKI BERETH. ERERTREME (CA) , ERTEFEENE=S , IRHBIER ,
BAETRBEZEEIEREER. ACM 1T X509 BF A HYIsEBHR, HLABSRANBREN
HENMEEES. cERERIENTRENBY , 9FRT. BONRE. ATHABEFRNEE
%, ACM XEZELARBFMEABERRE , H120 DNS BEM HTTP BE.

FEBFA PKI, ACM AT A AWS ERFMERAEXBMA TS/ HTTPS R, BuUEENMMEEA. It
HERmENEEZ B ERER s ERNERY, TEENEEMHZEEE, FE ACM MNAEHE
PKI IE$HE R , 5828 AWS Certificate Manager &z& A P9

BEREME CA BEURNIESZEHM CA ARBERR TRRNEBHEEA, TE CA FURR
CARHLERE CARE L BEE, MERRN CABAR CA, HEEBARER. LWERER
REREE,

Secure Sockets Layer (SSL)

Secure Sockets Layer (SSL) 1 Transport Layer Security (TLS) 2 FiBE AR EHBEA LT LN MNE
BAWE. TLS WEIS R SSL, MEEMEA X500 ZRHARSFETE I BRE. EMEBAGERE
AFmMARSZEARSHBLR  XRUAREMEER ZEARBNERETINE,

L% HTTPS

HTTPS 3 HTTP over SSL/TLS , EAMEB X EZEHENMARSI BN HTTP E£F X, B HTTP
BRNEEESENE , BEXIERK, HTTPS &4 HTTP B EHEEE. FHBM X509 BEH
mEZH . HTTPS MEEAXREA "HERRKEHEER (OSI) HE, MER HTTP EAEXEAS
R TCP HRENMZBRRLE, T£EMF A Secure Sockets Layer (SSL) BEA#H E S Transport Layer
Security (TLS) @A E.

NEEHERRIE (PKI) hR4<1.09
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SSL AR RFE

HTTPS XS FEMMBBE , TeWARB[ETH O BE. AKRF[ERR X509 v3 ERER , BB
FPNLETRBEEBRIEIHR, SSUTLS BERHBRREME CA) BE , S2ARFEE. X
B, 2F2R. BEERELS,

HBEER/MEE

HESRNZEZERAARNSRENBARZHNER, ZFHESRIFEESH/INETE,

Transport Layer Security (TLS)
5528 Secure Sockets Layer (SSL)s
B

RTEWeb ABEREEMUNG D , BERLARRIAUNEE. T8 , AERAGELBEL
CARBENEE. BABREREME CANEEE=S2RIFVUNE D , UK ERBNBNLER
BHICEUNEED, AR AERETREHUET , UREAUNE S, MREBIERD , BERSE
w11t 5 o BN S E BN

AEEFESRERN AWS BERIE 2
AWS BUHMEZRIEEIPEZE X509 BENEF., EERESEERNEE,

1. AWS Certificate Manager (ACM) — LIRIEBEAREEMEA TLS WRE Web BENBER
F. ACM B 238 Elastic Load Balancing, Amazon CloudFront, Amazon AP| Gateway &
b S AWS RBHE. EERNEFRAREERAREERNZENERME. ACM 2B BHE
HWENSBHEIN RS BB RLEEEE, REMALIRKHERME.,

2. AWS #AF CA — IR EARE AWS ERAEELESREBREE (PK) , XTFEFHEABRFAA
FRANDGEEF, A AWS FAF CA , BUUEIBECHEBEREKE (CA) KBE , XBITEEXR
BECAE. EK. EREX. R¥. ARSNEMEE, 5 CA BTN EEELEHABRAR L
A, MEFMEN , BESE "AWS 4B CAFEAERERM. -

SSL fARREEBE MRS 1.0 10
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AWS Certificate Manager H & A5

ACM 2EELE, RENMEANER. BRAREUERAEERIABEBENZEES. BNER
€ ACM ( "TACM BfE . ) FRLKEGBENER  EAZZARITHLREERE. SHAUIEERE
FNER. FEMEESNAL PKI, SRR THILEBRREMLE (CA) £EXH AWS F4H CA
EEN ACM BE. CA AU EMNIRFH , BB HMIRFEEHLA,

® Note

N ACM RE A AR 1EE 2 Nitro Enclave B Amazon EC2 #11TE L, Bt A LE
HABRBE , MEEEA Amazon EC2 #{T{ERR LEA. WFE THNAEREREZE Nitro
Enclave B Amazon EC2 #1788 LR EE I Web RS , B2 B EFE . £ Amazon
Linux 2 £ &% LAMP Web faiR23 sk #Z2R%E : £/ Amazon Linux AMI &2 LAMP Web fd

PR

® Note
HRME CA BN ETREERTEZEE , AL RREBEESX AR EMRREAFPKREEFRE
H,

EEMBBITERE , BEAAWS EEEES |, W https : //https://console.aws.amazon.com/acm/
home FRK ACM £#2&., HIRENEEE |, EEIF Get Started (FHREMA). BH , BEELABES
¥ H Certificate Manager =% Private CAs (A8 CA).

&
- R LAMEH AWS Certificate Manager

AXTE BAEF AWS Certificate Manager

3EiB AWS Certificate Manager (ACM) , A LAE AWS UL BEBNAULNERAREMEMEE SSL/
TLS BFE. EAUER ACM BUREARE , ARMUEE, BXAFERAHEM AWS RIE , £RFLD
EIENRAURERAER, MERATHE ACM BENWRE , F2H8 EACM EEHE®K. ATER
SWER ACM ZHIEEHITHIS R,

ES- |
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
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- i AWS IRF

- BEVEREEFHENERE

- &fft ACM VB &

« (BH) 527E CAA RC#k

S AWS IEF
MBLEH AWS IR | B2/ T 515 BRE T — @,
M AWS IRE

1. BARK https://portal.aws.amazon.com/billing/signup.
2. FFERMRLETRET,

BoEMEFFEVRENGH , TEEFRBEARER.

BN B AWS IRE , AWS IRFIRFEHESEN . REAEEEEFEIIREFHFTE AWS iR
¥ HNER. FAREREERYR K BHESEFIEERGERE YEECRAREAERBTEE
REEREFIEN TS

AWS BEFMERFR X ERELRIE FEHAFHER, S0 LARERE 8 https://aws.amazon.com/ IiE
BROIRS , RSB INIREEBA EEIRS,

BYEREEFIENERE

M % AWS IRF |, ERE AWS t(RFRFEAE. B AWS IAM Identity CenterflIZZ I EEFEAE |
DREREREARBEEE,

REBEIEH AWS tRFRERH

1. REREAELBWA AWS 1RF SNEFEFibu , SURFHEEAWS EEFEAFIBA . &
T—Ef , AN ERR,

MEFERAREAEEANRSE B2 AWS EA FAEEEINLUEFERES D E A,
2. EEHLMBEABRFLBRAZEEZRE (MFA),

MERN , B2 (AM FAEERE) FHALEH AWSIRE BEAE (X84 ) BAER
MFA &,

= AWS tRF MR#A 1.0 12


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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BYEREEFHENERSE

1. BA IAM Identity Center,

MEETR , F2E (AWS IAM Identity Center £ EIE®) PHIEA AWS IAM Identity Center,
2. 1£ IAM Identity Center # , i EEFRERFEAE,

MFEME A IAM Identity Center B # A 5 2 KRN HZBRE , FSBAWS IAM Identity Center
(EAFEER) PHEAEREREMSAEFEIAM Identity Center B #.

UERERFRENERAESSEA

EEFE ALK IAM Identity Center EAEEFE |, FEEMAEIL IAM Identity Center A EHREIAE
BEFE bt E URL,

WFESEA IAM Identity Center fEAEBARRA , F2HRAWS BA (FEAEER) FHEA
AWS fFELA O#8Y5,

EREFIREREHMERE
1. % IAM Identity Center  , B —EFF I £ RE/BERAKEERNREER,

MEETR , FHF2E (AWS IAM Identity Center A EIEE) dWELHFAE
2. BERAERRERE , AREZFEERE —EATRE,

WEER , FSB (AWS IAM Identity Center fEFEER) FHFIEEE,

atflt ACM Wi & 18

SEEEHERE (FODN) MM ER EASSEANE—2R , AEEZEEMAELER , fl .com =
.0rg. MRFELZHEECFMOMAEFAZRT , TLUER Amazon Route 53 RS HMEEZMEEM. 8%
LerafMEnBELaEEREEEE. BEEREMEERE—ENRR , flUXEBY—FIWME,

WEFEB Amazon Route 53 FEMBE B BIWFMERF , F2E (Amazon Route 53 FHE A EEF)
8 {E A Amazon Route 53 SEfHEE B .

HEfEEEE W< 1.0 13


https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
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((#H) BE CAA FiC#k

CAA RESEEEABEBERHEEN (CA) ABEERNFRAEELERE. BIUHEACM EEEAN
CAA FES% B BB ILEERA CAsA BN M RITERE. CAA CHEITEBERNACHNBEREELEEN
ZL2ER , R ERREEEENER,

ACM EBRFREFTFRBLENBEH R  CEREREFHE CAA LK , URRTHUNUAERT
BFE. FE CAA BHERERAN.

ARIE CAA RCE#RF | SEEATIIE !
flags

BE ACM BEXIE tag ML E, HILERES 0,
B8

tag ML ARUATHA —RE, FEE , iodef BB BIH 2B,

issue

RRETE value MILHPIEEN ACM CA EERERENBEEN FRABERTER.

issuewild

RRNIETE value BIUFIEER ACM CA EEREBRENREAN TR TEAFTIEE. BH
FRABREARNBEN FHEEREFEE, FI8 , NREHEER HTTP BFE , KEREST
BA, RAEHTTP REFAXEEAFIBRE. HREBEAFUEE , FUH DNS HE FEH M5
o

value

ARV EEBURR tag MILME. BAEAREIR (") FBELE.

E tag = issue K
value LB E CA BEHERE. LB TLLEE Amazon CA UK CAHER. Ti , lIRE
BEEENTEME Amazon CA Efh— B CAA i28% , ACM RMEZAZNBEER FBEHRTR
&=
* amazon.com
* amazontrust.com
¢ awstrust.com

* admazonaws.com

(EA) E CAA itk W< 1.0 14
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value AL AT ABE S () , RATEAFEMN CA RENESHFRARTEE. NREHE
RERBRAETEZTERFERIRITHER , FERALRAL.

E tag & issuewild B

value #ifEd tag 4 issue BIVMEE , ARBEERAREBEAFTERE.

EFETE ACM CA EH issuewild CAA i28% , ACM REERITEMNERAFET. R
issuewild N1E1E , \BH—% ACM 1) issue CAA ic8% , FFBE ACM LEFAIRTEAZFE T,

Example CAA &z 8% 545l

FEUTESFR , BARENBEHETE  RARELEHEE (CAA), flags M —EA 0. tags ML AT LLZE

issue 2 issuewildo INRFLA issue BIRTE value B F#E A CA RIRSFMNVMAIZETE , Bl CAA io#k

RREBIEENARESCEF IR TEBERNER. MREE value B FEA DR """, Bl CAA SL&&X
RARFET CA 2178 F ., CAA SCHERHERER DNS #EEME.,

/A Important

WRIEZITEEE CloudFront fEA HTTP Baf% , AN EEERIE issuewild i2% , A HTTP B&F
TXEERFTRE. HNBRAFETRE , 5% H DNS S E B4,

Domain Record type Flags Tag Value

example.com. CAA 0 issue "SomeCA.com"
Domain Recoxrd type Flags Tag Value

example.com. CAA 0 issue "amazon.com"
Domain Record type Flags Tag Value

example.com. CAA ] issue "amazontrust.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue "awstrust.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue "amazonaws.com"

(EA) E CAA itk hR4< 1.0 15
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Domain Recoxrd type Flags Tag Value
example.com CAA 0 issue

WME AT SISk DNS e FMET | FHHEEAY DNS 8™, Route 53 X CAA fték. 0
SR8 DNS L FEE R Route 53 , 5528 CAA B THRERE V&N FMAER,

(EA) E CAA itk W< 1.0 16


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/ResourceRecordTypes.html#CAAFormat
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AWS Certificate Manager 28 B &

ARAEREZR , BL AR REHWER , WP FTRERFE AWS Certificate Manager 28 BFE 15
HWERE.

H ACM BHETRE X.509 F%# , AR BN THIZFERS :

- AW EBLAEANS DNS RENEERH, NRFMER  F2RELEHE.

< EEE  SHENE  BRAEEWEEEMEAR 2048 LT RSA. 256 {uTH) ECDSA = 384 {i T
ECDSA,

- B BEBEERHA 198 Ko
- &% ACM BB 45 RERBBBENLBRRE.

® Note

N ACM RIE A AR 1EE#E R Nitro Enclave B Amazon EC2 #11TEE L, SRt A LE
HABRBE , AMEEE Amazon EC2 #{T{ERR LEA. WFE THNAEREREZE Nitro
Enclave B Amazon EC2 #1788 LR E B Web RS , B2 EHEFE . £ Amazon
Linux 2 £ &% LAMP Web faiR23 sk #Z2R%E : £/ Amazon Linux AMI &2 LAMP Web fd

PR

EESWUEM ACM RIFRSI IR , BESREAERTHBENT . EBELRGFRIE &
AHEBEFARARNEE, BRELEANEGBER TR, IREEERBEFEIEE , F2EE
BEFBRETHREDE.

ZESA BRILE PKI BEE AWS FAE CA |, 55208 £ BRI BEFE AWS Certificate
Manager.

&

« AWS Certificate Manager /28 B & 4514 M R &

« £ BEFERLNBEEFE AWS Certificate Manager

« AWS Certificate Manager 7J [& H B /N B B &

« B@¥ AWS Certificate Manager A8 B A S A &

hR4< 1.0 17
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AWS Certificate Manager 2278 & 38 435 14 1 PR 1

ACM REN A BBEES TIEENRS, ELEBRARN ACM RENER. TR ERREA
HVBRE

BERMEARENEE

ACM B Google Chrome, Microsoft Edge. Mozilla Firefox 1 Apple Safari EFiE X ERIEES
B, FiB TLS £/ ACM BEEEIRUR , 2IEXFEREHEE R, Java tEFEE ACM B
Fo

BREBREEMNNMEE

EIB ACM ERW A B BERE Amazon Trust Services , Amazon ZEH LN EEE ZEME
(CA)s Amazon & CAs1 F 4 | Starfield G2 RBFEREMIE - G2 XX %EF, Starfield R
Android ( B{E# Gingerbread ixZ< ) #1i0S (4.1 iR E ) EZ{EF. Amazon 8% i0S 11+ {5
£, B1E Amazon I Starfield IREVBIERR. BARIXHO0Ses#E1E ACM N ERE.

ACM ZEiBH# CAs AFFRITI/EIKRIHERERE , WIRBEFEER (RSA = ECDSA) FE#is
o FAALEFEHGEEL , ACM FI2MP#E CA EF .

HBiEEsFE (DV)

ACM BERKBBEHRE , EHAEHER. BFRACM BER , EXERAMEEEHENEE
EREEE, SAUERAEFEH4S DNS BREBFTEH., WEFEFMEN , FBBAWS Certificate
Manager & 7 B35 5 R AWS Certificate Manager DNS B # .

HTTP B&&%

ACM 7E 31T A[#2E CloudFront FFM/AE TLS BEE K EFAANRBEHEEESRIZN HTTP &
Fo WHZEMER HTTP EFNE O RBEAMEITBEEE | WIREFELIA DNS BRW B BEN. HTTP
E& % H B R 853%58 CloudFront 2 #iEH FEINgEE A,

HTTP EfEm

YR HTTP B83% , ACM 2121 RedirectFrom URL M RedirectTo URL., &NHEAERZER
RedirectFrom 3 WEFH E@RedirectTo , LARE 1T 4], RedirectFrom URL B2 EE
FWHEE , FRFRedirectTogM CloudFront Ef# AT S —EBEFZHFN ACM &IV E,

&L

REAM RIEEEN ACM HHEEEE ManagedBy MU FERZIBRBNE 2. HRIER
CloudFront fEf HTTP B8R EBRE , W 2R "CLOUDFRONT", ELBHE I8 ER

45 MEFBR MRA< 1.0 18


https://www.amazontrust.com/repository/
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CloudFront {8, ManagedBy #{u & H £ DescribeCertificateF ListCertificates APIs 1, S &%
ACM EEAHPNBRREFNFHEEFAET L,

ManagedBy ##{uE2 "WE, BHERK., R CloudFront ZERE , LB BE MR IEHHN
& AWS , £ REEEIR CloudFront AP #iE BB EFE Z EREEFH.

AR CA Eift

Amazon AIREEETBHNBER THLEPHE CA , UHEEML TEERRE. ELEFEFSTER
F. MEFHMER , F260 "Amazon 5| EBRPEBERERE, .

ISR Amazon #£1E1R CA , 8 FE SR T EPERE L, Amazon ASERTAE T A/ 5 3EREH AWS
ZF , 8% Health iRk, EFEHHFNESNEFKENBIK,

PR S R B A 17 B
ERRNRIRERBEMEM OCSP M CRLsRERFEN R MBEEN. FEFFH AR ATRFEERIN
R Al | FRERFELHS,
EREL URL BRAF T&ERE B HERE
+ OCSP

http://crl.*.amazontrust.com/*.crl

B () RR—FSERBFT , B (?) KRE-RBF R, BEFR #) AREF
EIWEEE

BEVEETEREZNSM AN, ACM XEIEL RSA fl ECDSA N ESMEE L !
« RSA 1024 7t (RSA_1024)
« RSA 2048 {uJT (RSA_2048)*
« RSA 3072 fist (RSA_3072)
+ RSA 4096 7t (RSA_4096)

45 MEFBR MRS 1.0 19


https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
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- ECDSA 256 {5t (EC_prime256v1)*
« ECDSA 384 {uJt (EC_secp384rl)*
- ECDSA 521 {3t (EC_secp521r1)

ACM T LAME AR 25 (*) REEARBRITBE, RMUREEZEBANEANER.

(® Note

¥ EB AWS FAF CA CA #EMNFLE PKI B , B EE LRSI (RSA = ECDSA) AERF
& CANARSMEE LRI,

ECDSA 28 EAZEL MW RSA £RE/NAEEFAENE , B IMERKAF HHXE
ECDSA., WWERRWMmE NIST , b8 RSA #1 ECDSA €8 kN (UUTAEN ) NESRLHE
E:

HBREENEBNR M

REMEE RSA &8 K/ ECDSA £ K/
128 3072 256
192 7680 384
256 15360 521

ZEEEAR 2, BENZMENFE IR, Sl , 3072 Ltk RSA £8#8F 256 L THY
ECDSA €485 W7 FA218 212 Wi alne 15 % T #EEEl,

MERBFEE LN |, 828 AWS ZPEHE E W54 F £ FH ECDSA B3 AWS Certificate
Manager.

/A Important
EEXARBEAFHERIENEEENER/ AN, XESREBEBERESEA IAM X ACM
MEMATE. MEFMHESR , F2RESERBEHI G
+ $t¥ Elastic Load Balancing , 55288 Application Load Balancer #J HTTPS #EZEiE=R ),
« &¥f CloudFront , FF2 R % X &M SSL/TLS HEMER.
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf
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https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
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ZERONEE

ACM 2EE ACM BENENNME. BBEVEERM LEHEREERERER. HEIBHNER
F. MEFMEF , F2EPHNZERFEL AWS Certificate Manager.

ZEESER

B ACM BELEZELTE—EXTEMHEEE (FQDN) , LEAUIEHEMEE, flm, B&
Fwww . example.comtB A LA EE www.example.net, EtBAREHERE (ESEYERE

BB ) o BALFER www.example.com KR , ‘T E example.com, MEFMEN , F2
BIAWS Certificate Manager 28 B

Punycode

WA T HIER AL #8152 #EH Punycode B3R :
1. LA "<character><character>--" #& =\, B B2 {9 #8 13 &2 #E A4 B L EL "xn--",
2. BL"xn--" HENAEEBHESNERENNERLEEERE,

Punycode il

BiEE R i L RFF  EE

#1 #2
example, ¢ N/A i3 v LA "<character><character>--" Fi 88
om
a--exampl N/A i v LA "<character><character>--" F 5
e.com
abc--exam N/A & v LA "<character><character>--" B 88
ple.com
XN--Xyz.com = 3 v B E B L EIEE B (R4 A/ .com)
XN--examp = B X TREMNERLEAEE R
le.com
ab--examp = = X AL "xn--" BHER
le.com
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BRHE

ACM BRNBMHR 198 X,
ERFRER
ACM RFFESEBHINER () BYBRAFAEE , MREBARBEINZ @B, 5

w, *.example.com AJ{REE www.example.com fl images.example.coms

EERAFABREY , B () LEAEREEBARALE  YEREZ—EFBEBER. Hl,

* example.com@Z{R# login.example.com#l test.example.com , EFERE
test.login.example.com, W4 , RE* . example.comREFHIT , M 2 EM = TE BRI
(example.com), FBALUIEEZEMEBAER , Hl20 example.comM , FRFFEREHBEEE 7
HH B * . example. coms

/A Important

MRIEAEH CloudFront , FEEE HTTP BRI EBRAZABE. HREAZTER , &
HEFEH DNS BREREFHHRE. RMUEZRLCHETDONS BE K RACXEEDERERE
o

£ BEERAEEE AWS Certificate Manager

BAT LA ACM 32 A& AWS CLIE API 585k AWS Certificate Manager 28 B & . B LUASELEFE
BHESH BEMEA , AWS IR A HE L L4t SASBER AWS Eik,

THFERALABRENTELLAEBIE CEANESR,

# ACM ~ B R H Elastic Load Balancing, Amazon CloudFront Fl Amazon AP| Gateway AWS
R SEEREERA. WEFHEEA , F2HE ACM EEH RS,

® Note
2025 FE 6 A 17 BZBIEIMW ACM N EBZEEEH,
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AJEHN LB EE

AEHNAEREUHESN BEEA AWS R |, I EATER AWS Ein, WFEFHHEE
A , FSBAWS Certificate Manager AIEHN A B BENRE ACM BEWERE. B4 ARMHTH
ACM ~ERFE , YA ELINEE , TEEHATRE.

THEHHRMAFR, EHMMBLE ACM B,
]

. EAXBABRLAESE
. A CLI BBRAEES

S

i

-]
k

ERAERAFRLERRE
R ACM A EBE (X24)

1. BAAWS EEX#H , W https : //https://console.aws.amazon.com/acm/home B ACM %

7Ba,

i#1Z Request a certificate (FERE ).
2. 7£ Domain names ( @EE#E ) o , WALHRAIERE,

BT LME R T RMAIE AT (FQDN) , Hl4l www.example.com = bare 5 apex #BiH& % , Hl0
example.com, BHALERELSFERER (*) MAEAFT T , UABHRRE PN ZERILSE
W, f5lm , *.example.com A[{RE corp.example.com F images.example.com. B F
TEABEETRE ACM BENEEBMUMEERIBREMTF,

BREAFZFARER , 5% (*) XEEREEBNRER , MBERERE—AFREZFR. H
i, *.example.com A LA{R % login.example.com F1 test.example.com , EFRERE
test.login.example.com, ZFEFXE , *.example.com R LA{RFE example.com K T8

1, %R E bare = apex #8135 (example.com), ZEEREWME 6 F2ET—HEL R,

(® Note
A& RFC 5280 , BENTRPE ANAHEE BHMLRRA "BAGE. ) RTERE
iB 64 BT (F) , SHEAEER, BECRREHNESEZEES (SAN) REES
AliE 253 @/\fuxT , tE TN ES BT

ERAEREFRLBERR R 1.0 23
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EEHIBEHMEZTE | 5522 Add another name to this certificate (S H B B E W BE) |
RBENESFRIBABE, &EERRRE bare 5 apex #8138 (H1i0 example.com) X EF
#8313 (N * .example.com) , tLINEEFEEER.

3. MREBEEV ACM EHAEERE K FENBAELEE, SENTIRERENILESER Y&
NERFER AWS Ein, MEFMER , FSBAWS Certificate Manager 7 [E H Y A B BH

4. RBEMFER , 7 Validation method (52 777%) [BER , 1#$F DNS validation - recommended
(DNS E&% — #58) = Email validation (£ FE 45 ).

® Note

WMRIEHEARER DNS 4058 |, RMEZBEFEA DNS BERE K MAEAEFBHRE. BE
FEMHERFMEL , DNS BBEE ZEER. 52/ AWS Certificate Manager DNS B 7%,

ACM Z{TBE , SXRIFLECHAURFBRFBRIVBLEEE, EUUEREFH4RE
2 DNS & =&,

a. WMREREFBSTHHRIE  ACM 8EREBEFEHEXELEEIBBEAUPIEENRE.
MREIEERFBEE , ACM BEUAKETFBHEEIEXRIRE. WESFEHARFBHGEHE
B, 552[E TAWS Certificate Manager EFEBHRE L -

b. WMREMER DNS B , BIREH ACM REH CNAME FC& T8 EEM DNS R, WE
DNS BB HEFME N , 5528 AWS Certificate Manager DNS E# 7%,
5. EE&MEELERD , BIEEHEL,

6. 1 Tags (X ) EHL , BUNEREELENERE. EBRREY , AARIFBER AWS &
R HPEER, MFEACM EBSEBREURNMAERIZEEBMEERENHERBRN , 528
FES2 AWS Certificate Manager &R o

SERFTIEEERE |, 75#F Request (XK )
7. BEERZE  FRAEKEREEBREE  HPSBE R EBRMEENERA,

BREWFREZGEASRERE , BRFEBEFRAAHER "EEFREAY BEHREESRI Y
HERMAN. ACM EEEERREBRE 72 /MNF | RBRWEF, WRBERR KM E B FREIR
&, FEMIEREGER , BIE DNS RREREEFE - REEE , RARER. NRRERY , BREE
ABBITRE
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https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html
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® Note

RIEHFFBFENSAME , CFESKNBREVREBEEZVINETR, SAUMEAENERE=
AEREBEIEF, SHALERAA LANERESRERERCERE,

R CLI ERAEEFE

S 5IPEA request-certificate I HRFBERFNAE ACM BF, BRESZHNAEER
DNS 1 EMAIL (EF##), REEZNERER RSA_2048 (BERARRMHSH , AATER
&), EC_PRIME256v1 1 EC_secp384r1,

aws acm request-certificate \

--domain-name www.example.com \

--key-algorithm EC_Prime256v1 \

--validation-method DNS \

--idempotency-token 1234 \

--options CertificateTransparencylLoggingPreference=DISABLED, Export=ENABLED

ot HHAEERRBN Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

AWS Certificate Manager ] [E H #9085 B &

AWS Certificate Manager AIEHH A EBREAIHEME, EEMELE SSL/TLS BFE , B3 Amazon
EC2 #I{T{EEE. RESMAIMIMBEM, WA ACM BITHLAERIFEMERE 25 AWS BRI ,
EREh R EERERRENERE.

B2

LT8R ACM BEH AR BRENER

- BLBRERE : £H ACM EHEEME BERNEE.
- FRENBERT  EEENKEBRAFRMNER SR,

R CLI BRLABRBFE MRS 1.0 25


https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
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- BELEN : ACM ERBEERREN , U EMBIREMFETHERBENE, NEFHEEA ,
2R ACM B Amazon EventBridge X &,

« BANE REALRYNTEHABERENE.
- EMEE  BEXEFE®E SSL/TLS BENEMRAKREZNEAEXERABE.

ACM EHABBENEELFR

LT 8tk ACM B AR BEREESL !

1. EiB ACM RENBEFE R T EHAERE.

2. £/ DNS SEFEMrRRE RBRBEAEFE.

3. EHRRE. HATRNBRME,

4. BBRFDEINEHNARBRHEAER

5. ACM 2EEEN , YEFMBETHREEEA,

ZEEE

UTRFEAACM ELLAERRRNEEEE, WHEFHEN , F2RATHNERRE AWS Certificate
Manager.

- FRZERERENENEHREEHNILAESE,

- MREBIRFESB/EIIAR , BEH ACM BB INEE,

- PBEVNERRE K FEFEENSBHBRER.

PR 75l

UTR—% ACM BERS :

- BRENEYRWER 198 X,
- ACM ERIIRERIBH B #aT 45 RHBHE.
- BUEAEERHBRNISERR,

ACM EH B BREMEESRN MR 1.0 26
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ERAEER

EE

BEERFEH E_LE’J_JI?EH:'. \B SSL/TLS BREX S8/ E A AWS Certificate Manager, %%
ACM EEBE , 28 AWS @i EBAWS Certificate Manager RI& EE B H,

Ei :I:Eﬁ%

LT REHR ACM BERFHN—LREEK

- BRENER  CEXIIBERERE.

- MENEBEEHRBRENBEBRILBBERER.

- f£ Amazon EventBridge I8 Z B RERRHEIE,

[EtH AWS Certificate Manager 28 B &

TIRFEZRLSHERMFAE ACM EEEFEH ACM RERE. HE , BALER export-
certificate AWS CLI =% ExportCertificate API E)4E,

® Note
£2025%F 6 A 17 B2ZHEYH ACM N EBRHEEEHR,

EHABRE (E28)

BRHTHY

1. BEAAWS BEEFiA WFABUIRA https : //https://console.aws.amazon.com/acm/ BJ ACM FE

=

2. EEIHEBE K ARBNEEREHBENZIG R,

gE , BULLERUERR. EREBAMEARES , EIEL,
3. REEZHF, RRBEEH,
4. WANEIBLESWOBREE,
5. BALTHIERBEESR,
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@ Note
EACM £ AF , BAAER pem BRER. BT pem ERERSEMERE
A, BG40 .ppk. WMFEFHMER , FBEIL re : Post XF,

B H /A B &/E (AWS CLI)

£/ export-certificate AWS CLI 558 ExportCertificate AP| BMEEH A ERBZMILE LIS,
HITHTE  CXEEEEMER, ATHENZSY  BEAERREESRBEANERZBERERR
B, RERBBREHERREHEMZE, EUMLERBERFTREGTEEREF , WHHIEEMALE
N TPNEE - Pea Y T

(® Note
BERMBBNERTBUTERELGR. EAMRNTAARELNZRER !

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

UTEHEREERSTHEE jq, XAER PEM X,

[Windows/Linux]$ aws acm export-certificate \
--certificate-arn arn:aws:acm:us-east-1:111122223333:certificate/certificate_ID \

--passphrase fileb://path-to-passphrase-file \
| jg -t '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

1S B# i = base64 fmif. PEM RXNEE , LIS BRENMBALE SR , WTIMEERYEEHIFT
Ro

MIIDTDCCAjSgAwIBAgIRANWUFpgA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAw
EzERMA8GA1UECgwIdHIvbG9sb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAOGCSqGSIb3DQEBAQUA

8UNFQvNool1lV+tICL4cwWOdLOkxpwkkKWtcEKkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01lbDLgjU4HgtmV4IIDtgM9rG0Z42eFYmmc3eQ00GmigBBwwXp3j6hoi
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74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1INYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzERMA8GA1UECgwIdHIvbG9sb2wwHhcNMTkwNjESMTKk@ONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh®cm9sb2xvbDCCASIwDQYIKoZIhvcNAQEBBQADggEP

j2PAOViqIXjwr08Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H9321/Bs8ERqqga/
61FM6iw2 IHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4/Y5q9253iILRa/IQ0d4UL
tWZyqJ2rj2RL+h7CE71XIAM//0HGCcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkghkiG9w@BBQwwGgQUMrZb7kZ318nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AWQBKgQQDViroIHStQgNOjR6NTUNUwSCBNAN
JIM4SG202YPUiddWeWmX/RKGg31IdE+A@WLTPskNCACAHqdhOSgBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTWIjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Rag]j2WH+BCO4SZWNH8kxfOC1E/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

EERMERTRLIESR , F-ENELMME L —EE6 , EE TS .

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:us-east-1:111122223333:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 3g -t '""\(.Certificate)\(.CertificateChain)\(.PrivateKey)""' \
> /tmp/export.txt

A ACM BHERE Kubernetes TEE R

& B LA¥ B AWS Controllers for Kubernetes (ACK) {71 AWS Certificate Manager EH A E R
=, £ ACM B1TAE TLS BEIA HE HZE&M Kubernetes TEEH, LLES A HERE Amazon
Elastic Kubernetes Service (Amazon EKS) Pod , ¥ £ Kubernetes Ingress #& 1k TLS, & ERIRE
A, 328 GitHub LA E AR Kubernetes ) ACM #2#l25,

AWS Kubernetes (ACK) V32 #8512 T Kubernetes API , SAEF R4 Kubernetes EFEEEE
AWS &R, BRAR ACM B ACK BRI HI8F AT £ Kubernetes TEREBREHE BB RIBLEWERE
B, B Kubernetes F I ACM BFERERE , ACK ZHIBREHT T 58 -

1. REEBEHEEBEEFER (CSR) B9 ACM FBEXREH.

1R Kubernetes TEEH, MR 1.0 29


https://github.com/aws-controllers-k8s/acm-controller
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2. EHFMAERETR , LT ACM B HBE

3. RIEE exportTo My , EEHBITHEENALE SR  UHEFERELIEEN Kubernetes #
=,

4. NRIETE exportTo WU BEBERFSEBNEN , EEBHHIFERABHNNERFEELH Kubernetes
Secret,

LFABRTHEEFTERELRZE , ACM X ReiTE M. EALEEA Amazon Route 53 8y ACK AR#5 12
2, EENTERSTBBEMYAFERN DNS BE CNAME it

BREMEHIER

BRI LB B 4% 5 2B Kubernetes {£f ACM B3 :

1R Kubernetes TEEH, MR 1.0 30
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ELB E @
N }

Pod? wmessss—s Pod3

1. BERTFHRKRIE (FEESL ) BB ACK BTERE , YFEACFE AWS S FEH[HK&IE TLS,
BHEEREE ACM & |, IWHAWS Load BalanceriZ#lss B E81F R, WA ETFZEEEHEE,

2. AL (BEH) : 1t ACM EHRRE , YWiGHFMIE Kubernetes Secrets 1, IEBEABRE
17 TLS #&R 1k, EBIEEEEE Kubernetes THEE B FEHERE.

@ Note
MEEENERINEHAEN , 5528 AWS Private CA Connector for Kubernetes , i & —1{&
cert-manager JANEFE

{R% Kubernetes T/EEH MR 1.0 31
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FORIFAF

m

ZEBERAR ACM By ACK BRISIZHIZR < Bl , FFRELB TIER .

« Kubernetes #£.,

- B&% Helm,

REHFH kubectl , AMFEREEEA,

« eksctl ZEFAME EKS LERE Pod & 7 E3B#,

Z % ACM Hy ACK AR #§+= %25

5 Helm £ Amazon EKS #2571 %8 ACM 9 ACK ARIEIEHIES,

1. B ACK #ZHISZN R/,

$ kubectl create namespace ack-system --dry-run=client -o yaml | kubectl apply -f -

2. EY ACK #4888 Pod B0 BB, 1§ CLUSTER NAME R BN EEEZR , 4% REGION B
BIEH AWS B,

$ eksctl create podidentityassociation --cluster CLUSTER_NAME --region REGION \
--namespace ack-system \
--create-service-account \
--service-account-name ack-acm-controller \
--permission-policy-arns arn:aws:iam::aws:policy/
AwWSCertificateManagerFullAccess

3. & A Amazon ECR Public & #%1&.

$ aws ecr-public get-login-password --region us-east-1 | helm registry login --
username AWS --password-stdin public.ecr.aws

4. % ACM B ACK BR¥$IEHIZR. A& REGION MK REH AWS EHH.

$ helm install -n ack-system ack-acm-controller oci://public.ecr.aws/
aws-controllers-k8s/acm-chart --set serviceAccount.create=false --set
serviceAccount.name=ack-acm-controller --set aws.region=REGION

5. BEEHIREEEEHIT.

1R Kubernetes TEEH, MR 1.0 32
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$ kubectl get pods -n ack-system

WZE Pod B0 BEHAEMENR , 52 (Amazon EKS EHEIER) T EKS Pod 5%,

5 - EEAKLE TLS

TH&EHIREBIAEH ACM BF , W EAEE Kubernetes BABIRILLE TLS, LhiAAEEZE T ACM
BE , BEEHZE Kubernetes Secret , Wik EBAZRUFERBRET TLS &1k,

g

s BUYMBRUEHREHNERE (exported-cert-secret)
- ACK BRRREREALZNMBIERE ACM FREE , U HEH FEexported-cert-secret##®,
. BAERSE exported-cert-secret R ILEAFREN TLS,

# B ${HOSTNAME } BRI #BIHE 18,

apiVersion: vl
kind: Secret
type: kubernetes.io/tls
metadata:
name: exported-cert-secret
namespace: demo-app
data:
tls.crt: ""
tls.key: ""
apiVersion: acm.services.k8s.aws/vlalphal
kind: Certificate
metadata:
name: exportable-public-cert
namespace: demo-app
spec:
domainName: ${HOSTNAME}
options:
certificateTransparencylLoggingPreference: ENABLED
exportTo:
namespace: demo-app
name: exported-cert-secret
key: tls.crt

1R Kubernetes TEEH, MR 1.0 33
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apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: ingress-traefik
namespace: demo-app
spec:
tls:
- hosts:
- ${HOSTNAME}
secretName: exported-cert-secret
ingressClassName: traefik

rules:
- host: ${HOSTNAME}
http:
paths:
- path: /
pathType: Prefix
backend:

service:
name: whoami

port:
number: 80

HB% , BAK ACM I ACK REEFINSEHEBERIFEDEAY , BEEN. § ACMBHNEE
B RES A EEEHexported-cert-secret® , MALHNEABEFEHERNWEE , ™
BEFBHN A

{88 AWS Certificate Manager 28 B &%
AT LAE R ACM 1 & AWS CLIZE API B)YERES AT AWS Certificate Manager & H A8 BF.

/A Warning
BB R  ERBLIEEERABE. HERERXKAN,

B FERBERE  UFSHEBNBEIERSRAE. HERRREE—ERE, AIFEATIIER
:

. RIBE

- EHMCEE

HEEBE MRS 1.0 34
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. BER
. B

EEH - TH b FSE Amazon Trust Services BEETEE 1M Amazon Trust Service,

AWS REMEREREBBHRE | R LBRREEFAGE (OCSP) MBHEMHEFE, £H OCSP,
AFREeEHXBHBENE , SIABEERE, OCSP BURRABRERREFNBREES.

ZEER
UTREABRINEREE

- BARKE LI ELNER.

- BEFBETITELNAERE. NMRETEFTEELRRE  LEXNABEEMER.

- MRETBRERRE  LEXMEREE  MARBIRER.

- BRABBEFRESEN, SEERENMERNEE M EEABBIA ARNs— .
- BREBERXAN. SELEIHBHNEBRENERER,

- BREMBERZSTURTEE 24 ML

WEBE (E2A
TIRFEZESHERMAEE ACM NEHLEEBH.

1. BAAWS EEX#ESA |, I https : //https://console.aws.amazon.com/acm/ BIRL ACM FE 32

Ao

2. EBEJIHERE K ARENEERBBENZIG R,

gE& , BALLERURR . AREFMEAERES , EEHEE,
BEEZEHE  RARBERR.
HEREHEFELR , BLAREHBERR , @A revoke , REBEFHE.

35/ (AWS CLI)

A revoke-certificate AWS CLI is 5= RevokeCertificate API EIERIEEE ACM A B
FEBRHE, BN list-certificatesi S REBUREM ARN,

$ aws acm revoke-certificate \

BHBE fR7 1.0 35


https://www.amazontrust.com/repository/sa-1.3.pdf
https://www.amazontrust.com/repository/
https://console.aws.amazon.com/acm/
https://docs.aws.amazon.com//cli/latest/reference/acm-pca/revoke-certificate.html
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--certificate-arn arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234 \
--revocation-reason "UNSPECIFIED"

/A Warning
BEBREc®R  LHREBELIEREABRRE. BEBRERKAR,

LT R revoke-certificatemmSHIE H.

arn:aws:acm:us-east-1:111122223333:certificate/12345678-1234-1234-1234

RELBEOEH

FEIB Al AWS Certificate Manager & B /2B &E M Amazon EventBridge , & AR E B B /BFEEN
=4,

1. EXTE Amazon EventBridge SH# U ERBR BN, WEFHE
EventBridge X 1&,

2. BYBIUUEBNSEERENE, NEHMET , B80T ACM FEH Amazon
EventBridge BB ED1E,

3. EXXE EventBridge £ , URBEEME VI E XK,

illll

552 ACM B9 Amazon

5 ol B =AY

WAl LAE R ACM E£# 4. renew-certificate AWS CLIZ RenewCertificate API EI{EREL ACM
NENIERFE. BREEVELIELNER,

/A Important

EREN ACM EEHABRRER , EXNHEAER. NERHN ACM EEEA ,
#Buh EBIAWS Certificate Manager FRIE EE B Ho

3
¢
8
>
=
w

BOBRE (:i28)
THERFEES BRINAEHEN ACM XERLEBE.

REBBBEOEHN W< 1.0 36
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1. BAAWS EEFEA WHEABRA https : //https://console.aws.amazon.com/acm/ By ACM FE 13

L
Ho

2. EBEIHERE K ARBENEERBOBENEZIIG R,

gE , BALLERURRE. ERREFMEARET , ZBEEN.
3. BREEZHF , REBER,
4. BEENHBRHFELR  BLEEEPBA renew , AREFEN,

BB (AWS CLI)
£/ renew-certificate AWS CLI i85 = RenewCertificate API EIEXRIEWN ACM NERFLAE

BHE, B Al list-certificates@ B REEUREM ARN, renew-certificate <A E
E[o O fE,

$ aws acm renew-certificate \
--certificate-arn arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012

Ea S AWS Certificate Manager B B RN B1E L

AWS Certificate Manager (ACM) A EFRALHEE S IEFIFBRPIEENFIEMEEE , Amazon BER
EHIE (CA) THEALWRUERITERE. BELERERHT , ZULLRECABAEAERK (DNS) BE,
EFEHRIR HTTP BB REBHHEEE,

® Note
BREEERARN ACM RTHWLREESRE. ACM TERAEANESENHAILE CA HENRER
EBEFARE. ACM EEARE Amazon VPC B EE ESNEMEMALERIATNER, W
FHMER  FEEHBREREETHEDH.

BMERCEEFBHRERHER DNS R, REUT :

- WMEBEFEH Amazon Route 53 EIEEHI/NE DNS 588 , AILLERIEIR ACM EHEBHEC .
- RERJBHEAH , MBARE CNAME 528k , ACM FE& B BHENK DNS BRENEBE.
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- EFBARENEEFTEMIEEERN B, ACM RKBREBHA 456 REZBOBEAN, ELBEA
SNERENAEEREES PN —ERNSE, BEXNTESSHEHEAETMENES  SEET
B/, REAMAIHNEER , ACM 2%TERME ARN HEKNERE.

MREEEREM B DNS ERE | I AIRETFHERE.

HTTP E&&E BN E CloudFront BEFERANEE., WHEMER HTTP ENE R RBEAMEEESE |, I
EMHELUA DNS BREN B THEW.

(® Note

ERAEFBAREEZURE R , CEEVRSMERN DNS ETHE. HEMEH DNS BFE
MiBREE , RREIUFER DNS BEHFTEE.

30

e

- AWS Certificate Manager DNS B &%

« AWS Certificate Manager & ¥ BB 55
« AWS Certificate Manager HTTP Bg&%&

AWS Certificate Manager DNS B &

AR (DNS) B — B B &K% , ERNEZIEIRNER. £ DNS fEREHE—EER
B, AP I3 EREMENCH, E4EE DNS BE , ACM SRR#t — 2 CNAME & , B
BORMEELERES, ELTHTSH-—NWRER , THEASEREIENERA.

® Note

ERAETFBAREEURE R , BEEUIRAMEM DNS #178E. HEMEMA DNS BFE
MBRBE , RREIUER DNS BENHBE.

3

flan , MREH example. com MIFFEREHE , L www.example.com HAENETE , ACMEA
FEIME CNAME i#%. SESACHREMEFEYUNEHETSEBNE,. LERIER ACM
AREBENEREN AWS BEMEIE, 484 CNAME LEFI8E DNS ERE— XK. REREFEA
B, mB{R%E CNAME 8% , ACM E& B BENEE.
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/A Important
MREF 2 Amazon Route 53 2REE/NE DNS o #k , FBHR R A DNS HFERLL T &0

fsTiECeE, MRERBREME DNS ERENRE , AIXARAEFEHIRE.

EFEERE , RERHE CNAME ik , BRALUSTEBE SR (FQDN) FFREIE ACM BRE, to
RER  BUNRIERFEERASEBHNEARRE  FEIBETE FHEENER. AR CNAME 5
HEFZHERARMEM AWS B , Bt ETUESERSTFERZIARNERE. £t UEA S MBREY
B

SZE LA AWS ARS8 BRAE BB A R R M BR CNAME F28% , SUE L B EVERY. tREH DNS HEMN
T = Route 53 , FHEEHNALIER | THRMNMAMEREE, WRENEHERR Route 53 , 752K Route
53 MEBABREHTNMGRERLCEE. NEZENTRREONFRESR  F20 "HTHSZEREFED
AWS Certificate Manager. o

(® Note

R R DNS HREFR A HIBH{E CNAME S —i , CNAME @Sk, MREEE
BERNSEE BEEHAEFHARE,

ACM B9 CNAME SC82EHEAR

® Note
AEHEARERA Route 53 4 DNS #EENEFS,

MRET R MR Route 53 4 DNS #ER , AIFEEFE)#§ ACM 1RHHY CNAME Fo&ki A LIERI Y
ERE (BERBEBMEURE), CNAME CEANFZRE , SRENSISRFILURHEEEBHEE
BHVARR. B ACM KRR , BT ELRH , TRETIRBEMARRENSFEEBLEREN.

TRETRANE@HZEN CNAME REix#Hl, SECBNTHRBB-CRERHANBRRRBABERE
.

AR EREYP , imERKEE-EHEREEMEEN. ERVETEHRERAFTUAE , fla
* . example.com , ACM BV M FHREHEKRPE BN FHEMEEexample. com. HIMLL , F1E
HEEBN kN EREBNCRESFTTE,
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ERAEER

CNAME 3z 8% €8 51

M= B

*.example.com

example, com

www.example.com

host.example.com

subdomain.example.

com

host.subdomain.exa
mple.com

JEE#R (_) &M xN EA ACM EEMRFH. filan :

et S

_x1.example.com,

_x1.example.com,

_X3.www.exam

ple.com,

_x5.host.exa

mple.com,

_x7.subdomai

n.example.com,

_x9.host.sub

domain.example.com

o

ACER{E

_x2.acm-validations.a
WSo

_x2.acm-validations.a
WSo

_x4.acm-validations.a
WSo

_x6.acm-validations.a
WSo

_x8.acm-validations.a
WSo

_x10.acm-vali
dations.aws,

_3639ac514e785e898d2646601fa951d5.example.com.

REREENCHEE, HEBARKRERRER

_98d2646601fa951d53639ac514e785e8.acm-validation.aws.

$H¥HEEAY DNS e %o

@ Note

WRIEHY DNS HERF X EE SR E/KIRN CNAME |

Brk

Comment

Identical (¥8[2))

F2 R Y DNS BREEEE

7

TEES
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ERERBRIIETE DNS BFEE | ACM 2L T HHKKIEM CNAME B :
\iEmE R%El ERE > ] SCERE
B it |

example. _a79865eb4cd1a6ab990a45779b  CNAME 424c7224e9b0146f9a8808af95

om 4e0b96.example.com, 5727d0.acm-validations.aws,

REAERBRNEEE FQDN, SRR BAREBEHEMNRSIR , e a5, KREAREAN
=

iE ={E{& (Domain Name (#3815, % #8). Record Name (5C#%%& #&8) H Record Value (FiC#%{H)) #PE#
A DNS RS Web /M H £ AR %718 DNS SE#EAMAL R, HERERELHER (REM "28. )
WAWECETR —. ERELEERT , FEXREHREEFFR , WL, HtHtESSEDHKBEHERE
Mt inZ & AWEAFERR |, ERT (EARFHP) BEZA @A

_a79865eb4cd1a6ab99@a45779b4e@b96

BlEBEMAP. WREF[/ET , XMATERFEE (B0 .example.com) MEHETE , KK TR
SELEUTHR

_a79865eb4cd1abab990a45779b4e@b96.example. com.example.com.
FEEBRT , MEREAR. At , FEIFEELARECHHEEREATHEN T AR,
%€ DNS B
AERAMARE LB REUEA DNS BE,
FEEX#EE EFRE DNS BE

(® Note

IEFBRRECELEL —ERRE K MASEEEYBIEN AWS BEHH THE, MREERR
BEEEYPABTINE-—RERAER , AEERIRAMEES , BREFEFEIENEE
R iER IR B IR E R B,

1. BIfE https://console.aws.amazon.com/acm/ B ACM &,
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2. EBEBES , BREEELEEREMN Pending validation ( FERF ) MEHNEFE Z Certificate
ID(BEID). LEFESRBEENFHENER.

3. 7 Domains ( #83% ) o+ , TR TIRERFZ— :

a. (iEA) £/ Route 53 TR
Create records in Route 53 ( £ Route 53 FE ok ) RS ERFSUATIERRET
- &fEH Route 53 {14 DNS &M,

- WA E A Route 53 FEEEIHMEFT,
« B8 FQDN KRB,

® Note

MR RER FE A Route 53 , {E Route 53 R BELRTHER , F2E ACM
FAKRET "1 Route 53 MBI 8% &R,

#IFE Route 53 R ESk , ARIBEE UG, FTLAL Certificate status ( BEME ) B
H BB B R AR BB B ¥R S Successfully created DNS records ( B ZhZ 31 DNS 52
#%) o

BB TR 2B R Pending validation ( FE8R®E ) MEKZ 30 £,

® Tip
L EBREENN S NFAER ACM BEITE Route 53 R FEtk, T8 , oA
Route 53 #1T AWS CLI ¢ API FERY | LATE Route 53 DNS BRI EHRE T ioi%k, ME
B Route 53 SRS EMNFFMER |, B2 B FE A Route 53F A ERCERE,

b. (BEA) MRETRER Route 53 4 DNS #FER |, B ERE CNAME BRI #HE = DNS
ERE, AN BENFHEFAERR L , BAUEBUTRMESNBTIRE !

- ¥HEERE Domains ( #3138 ) 2628 CNAME T, ELEFEFHHIEE DNS EX
B,

« ¥ , B ExporttoCSV ( EHECSV ) , MRERFNEAFTFEHIEE DNS &
B,
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/A Important
ABREBEEE , BEME "ACM ) CNAME RE#EEFR, , BREAFNEER
DNS #EERNERE, MRLBEIEE , F2H "% DNS 5FEmEEE T
EJ o

MR ACM EXEAEESE CNAME EEK 72 MRABREBMAEEE , ACM 2 ERREREL
Validation timed out (SR ), LERZETRNREERERER ACM EEMERKIHER DNS #H
B, BEMEWREE  BXATERE CNAME ERZEBRITBRE.

AWS Certificate Manager & F B4 B 3%

AWS Certificate Manager (ACM) £ EEa B EHE NI FIFERPIEENMEMEE , Amazon BERE
BB (CA) THEABHPBILRITRR. BULMFERAEFEHS DNS BiTHE. LETBESRETHAR
%O

MREHEEHAETEHARREFEIESE , F2RLHETHHREEEETRER,

ETBFRENEFLTN

ACM EABERFEEXRIFEFBHALIUTREERNRAEETHH, & , WREEERAE
ZMREEBELEFEMG B ERBEEEEARIENE., S/ Bt 2 NEAFESHEEE
Wy, WE 2ERAESEFEA U REe. Fl , WMRE example.com IBEA HEREMAE , AT
e E admin@example.com HE F# subdomain.example.com o

» administrator@your_domain_name

* hostmaster@your_domain_name

* postmaster@your_domain_name

« webmaster@your_domain_name

* admin@your_domain_name

EERALEREE  SLAENELETBHATESNRITER. ACM tEEEARITE FHHIE
LR , SERRBHIR 45 KBHOBRE.
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£/ ACM API & CLI ¥ ZREBRFBRETEFH M4BT K SEASEFROVAEEEFBHA
B, BMEBRESFRHIEMPEEN FRE, BEEEELALRESERINEFBAHFE , ACM
FREBRITRE.

LRV BISAMER

MREAFES wwRBERAFTER (*) WREEBHER ACM BE , ACM EBRA

BEwwws 25 , WEXEFHHIERE b, EEMUNER X RERSZBORERT S

it admin@. admin@. hostmaster@. postmaster@ # webmaster@. #1401 , MMRE

A www.example.com 585k ACM R , AIE F B4 EEiX 2| admin@example.com , T3
admin@www.example.com., @i , MRIES * test.example.com 55K ACM B , MIEFHHSE
%% admin@test.example.com, HERNWERAEEutth 2L X Ko

/A Important

ACM TB X EXBRIENE WHOIS ETEHRE. FRRRLUHNZIXE, NEFESE
7, FERIERXE.

ZEBEH
AERATEBRETFBHRENEIZEE,
- BEECEENESPEM—EERNEF B4t , TREASEFBHRE. RES FHFHINE

FAREAREENRARER,

- BREBEEERAN ACM BTN LREEEHE. ACM TEREANBEIHIE CA BENBIRRIN
HrrA#E., ACM AT Amazon VPC B EEFSREMEMAEREATNER. WEFME
7, FERYBERFETHEDE.

- FREFBARERIBE R  BEXVBRAMER DNS #1TEE. HEMEM DNS BE , FMkk
BE , RREUMER DNS BREAHERE.

BRIBH B HNEW

ACM BRENBHMHR 198 X, BN BIRFTERIREAEHNTEHE. ACM EHEIBHAF 45 R KBAELN
BAEEE RPEARBMNE FE i, BAISSMEREEE TR - TOETRONER, BEFT
B HEE® , ACM 2%TERMERE ARN NEKNER.
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(BER ) ENEEIREETENS

BHRIETHHEUSNRE , TARKEBEER, T8 , RAREREMENREE FEA RS
BasRBAGERTE  IEGAPEX  NUNCREE 72/ MRRABBH., MRERFWIIRKE
FEHAHNFLCBY , EUUERENELETEHNF, NFNIEHEZRBETHBHNET , FE2H
ENMEERFETHM

EETHHRIBSERERE , F2EY NEEETHEDE AWS Certificate Managerf By #H H & F
BB R TR AR —

BH &1t AWS Certificate Manager & F B85 3%

EREFEMFREN ACM BREEFTEFSOHEEFHRAF. ABUNZTREEAREZBEFHFRIEN
BE , UgREELTEBHTHELRBNINEGE. RATHBHEFEAETEHARE  AEHHNEF
RAARNBEREEFBHARELS , URTEHRERFS R TERE

BREETHAHEE

REEFHBAAEEATIMERRNz— , ERIUARERHNTBRERBUVRERE. RAETRFEN
RNEERRASRIERINEBE,

ETFHHFEANT :

Greetings from Amazon Web Services,
We received a request to issue an SSL/TLS certificate for requested_domain.

Verify that the following domain, AWS account ID, and certificate identifier
correspond
to a request from you or someone in your organization.

Domain: fqgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazon.com/approvals?
code=validation_code&context=validation_context)

EFEHRE MRS 1.0 45



AWS Certificate Manager EREEmR

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief

explanation of your concern to validation-questions@amazon.com.

Sincerely,
Amazon Web Services

BT B SLETEN
EFBHEARNTF

Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested _domain.
This email is a request to validate ownership of the domain in order to renew
the existing, currently in use, certificate. Certificates have defined
validity periods and email validated certificates, like this one, require you
to re-validate for the certificate to renew.

Verify that the following domain, AWS account ID, and certificate identifier
correspond to a request from you or someone in your organization.

Domain: fqdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals at
https://region_name.acm-certificates.amazon.com/approvals?code=
$validation_code&context=$validation_context

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. You can see
more about how AWS Certificate Manager validation works here -
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html.

To express any concerns about this email or if this email has reached you in
error, forward it along with a brief explanation of your concern to
validation-questions@amazon.com.

Sincerely,
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Amazon Web Services

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a
registered trademark of Amazon.com, Inc.

This message produced and distributed by Amazon Web Services, Inc.,
410 Terry Ave. North, Seattle, WA 98109-5210.

(c)2015-2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
Our privacy policy is posted at https://aws.amazon.com/privacy

—BEBIRIIRE BEFBREAS AWS , RMIEZBESHBER T BRup-to-date MR EEHL, FFREER
2020 £ 11 A2 BIRRGTHVRAR BIMTER , BRI RO HERNET T E

- EFEHEETHAES "Certificate request for domain names MAR
MCertificate approval for domain name. o

« AWS account ID BEGUFREBRITRIEFHENERNER,
« Certificate Identifier MEEWR TEERFE ARN MFA2MEENER , i

W, arn:aws:acm:us-
east-1:000000000000:certificate/3b4d78e1-0882-4151-954a-298ee44ff369 M4
= 3b4d78e1-0882-4151-954a-298ee441f369,

« BERHE URLBESE acm-certificates.amazon.com A2
certificates.amazon.com,

- B—TRFEXE URL AN RERBERETERHERE. BERE div WEBRER approve-
button M4 =& approval_button,

- HMBERNBEENENBERNREBFASEAEEHEFBAHEN,

Bl THERE
FERHEEFHHRERENENITERENHEREN.

- EACM IELREZEHBEFRE , c2EERFETFBHALIEFERLABREFEENASE
AR R, ﬁﬁiﬁ%ﬁ%%?ﬁﬁ'ﬁ%ﬁ?&@1ﬁﬂiﬂ’] %-T-EB#FE}L@ , ACM F RER1T B, MFEFFM
&, F2RERAETERE RS EE,

- £ ACMAPI 5 CLI i ZHEBRBRETEFBHRE K SERESERRNEIEEETLR

HEAAR  BIEFRIEFRFHEMMIAN FRE, MAREFTELALREESERINEFBHA
B, ACM FBEB1TRRE.
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MREFEIR ACM EREEMBLAEFBHRRERE K EFHM4SEXERBBEFRPIEE
MERFERE , MRKREERFRE , ISEXERINVBE., EEETTENRAEEKRTEE 7
#, BULERFNER  EEEANRIBHRFBEE. E , BALER AP, SDK =% CLI
F ValidationDomain &Y ResendValidationEmailo i , ResendValidationEmailss
RpiEENBERIEANZTU , TERFEEBFE Amazon Resource Name (ARN) LA 4
ARBBFETHHEH. BRAEREURKRBEFRIPREENBHSBERRIEFE
#ResendValidationEmailB¥ , F;HLAMMY ,

(® Note

£ 2020 £ 11 AzEl , FFRAFERTEEMEE , ACM RERTRBREEM FRENE
Ho EXBEZARTASRINBNES , BEZEFBHRETFEREAMEE,

« 5 ACMAPI = CLI B | B LRI SR BR B RN ERBEFHBHASERLZTERE
#8135, 1& APl & | £/ RequestCertificate B)¥EHY DomainValidationOptions 23K ig
7 ValidationDomain M{E , %A DomainValidationOption MM K E, £ CLI F , FEH
request-certificate 3 3 #9 --domain-validation-options Z&R#EE ValidationDomain K&,

AWS Certificate Manager HTTP B& &%

BYFERBAGE HTTP) R XREAB LERNBANERBEABE. EEABHE CloudFront EELfE
ARBREIEE HTTP BER , ACM SR ALLEA B ERMEEEAEZBEESE. ACM AEE CloudFront
BESER , ATRMSEN URL MK —WER , RS AR LHNZ URL LETER. LFH
A A SRR FER, BBRERMEERERE CloudFront EREEEAKN ACM BHIME |, &
AT LAR S S LR A RIEE D |, BBILRFB AN BEE#E. ACM F CloudFront 2 IRV EREE S LR
FHRITERF , LHR CloudFront 7.,

/A Important

HTTP B EERZ MEERE (H/ *.example.com). HRBRAZTER , B4 ANH
DNS BB R E FHHEBHE,

flan |, MREAFEA CloudFront & example. com #BiFFE R BEFwww . example. comfEAEEH
WERE , ACM 2AZRERE URLsAHETT HTTP BB, SEESEES redirectFrom
URL # redirectTo URL , EAEWHAEEF AWS tRF#Z#3I, redirectFrom URL 23
HEEERTEWRE (W http://example.com/.well-known/pki-validation/
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example.txt), redirectTo URL [ CloudFront EREE%HE A Z KM — B ¥ F /T ACM 32
FlIE, BREERNEELEHEN—RX, ERFRELUBELSBRBLNREHEEK  va#kt
redirectFrom URL R % , CloudFront €% URL E#fE @ ZE redirectTo URL , A AFFTF
BBRFFRF. RERFEE CloudFront BEMA , BERNEHRERMAEE , ACM REEBBHNENE
Fo

£/ CloudFront A5 MEEH & (FQDN) 52 E HTTP BE® , A LA% % FQDN BRI ACM &’
&, MEFEERERERF , AEHTTP ENERMNAFE. EXRTETUEAMEENBARBELE
KEBE. WREHMEQMEMEAHMRE , B URAERBRAERE R MEFTERETRIERER.

EEEFELE HTTP RBBENEBEN , LEMERIE, EAURERMEBEBN CloudFront 2 i
BREE 6 b LUMREREARBIEN HTTP EFE R, MREMFEA CloudFront AARW AR R
#4E% (CDN) =% Web fRIREREEEFH S M , F2RENGUTHOABKRENRED, NREEH
CloudFront REBEEHEM , B LUEBEH 2 MOERRBREHER, IESENRREONEE
B B2 ThHNZEREEN AWS Certificate Managers . et , Bl EBEN TRESER
BEBH , EWEGTEEN HTTPS RE.

ACM HY HTTP E¥1E [ E4E

® Note
AEEAREER CloudFront {TAB R ACM 4T SSL/ITLS BEEENEF.

£ HE ACM H CloudFront £/ HTTP Ea Bl , BMEERTE HTTP EFE M, ELXEFHE M AIE ACM
BRECNAEEEE  LWETYREBRRTHNEFESDEN. ENEn#HENEESN2EMIE LW
E URL #8[ CloudFront EREE% i o Z it — B R F /TR ACM ZBHIVE,

TRERPEBZBNENEOHEREES, FEE , HTTP REFXEBERAFTMEE (Hln
*.example.com), SEEABHNENEQEENEQE HHBTHARRBBHBBHEEE,

HTTP EfE m e fl

BiEEE &t EfED EfEQE Comment
example, ¢ http://example.com https://validation HE—
om /.well-known/pki-v . region.acm-

alidation/ x2.txt validations.a

ws/ y2/.well-kn
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ERAEER

M= B

www.examp
le.com

host.exam
ple.com

subdomain
.example.
com

host.subd
omain.exa
mple.com

EREBBEHH xN EM ACM ZHREFAY yN ERE ACM ELRME—RBIRF. Hln

http://example.com/.well-known/pki-validation/3639ac514e785e898d2646601fa951d5.txt

it EFED

http://www.example
.com/.well-known/p

ki-validation/ x3.

http://host.exampl
e.com/.well-
known/pki-valid
ation/ x4.txt

http://subdomain.e
xample.com/.well-k
nown/pki-validatio
n/ x5.txt

http://host.subdom
ain.example.com/.w
ell-known/pki-vali
dation/ x6.txt

txt

EREQE

own/pki-validation
/ x2.txt

https://validation
. region.acm-
validations.a

ws/ y3/.well-kn
own/pki-validation
/ x3.txt

https://validation
. region.acm-
validations.a

ws/ y4/.well-kn
own/pki-validation
/ x4.txt

https://validation
. region.acm-
validations.a

ws/ y5/.well-kn
own/pki-validation
/ x5.txt

https://validation
. region.acm-
validations.a

ws/ y6/.well-kn
own/pki-validation
/ x6.txt

Comment

HTTP 8%
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RREENEHE@RFE URL, BENVEHE@E URL WTRER

https://validation.region.acm-validations.aws/98d2646601fa/.well-known/pki-
validation/3639ac514e785e898d26466011fa951d5.txt

FEE Ry BRE RC 8% o

(® Note
MRIEH Web ARRIATRNBBEIXEEEERECREENERD , F2RY HTTP &&=

/Ch

BEEITHRED .

\

ERFERBRBALIEE HTTP BER , ACM S TIRARHEREQEN :

(LD

z

W EfS@E

https://validation.region.acm-validations.a
ws/a424c7224e9b [.well-known/pki-validation
/a79865eb4cd1a6ab990a45779b4

edbo6 .txt

example, com
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RS EEEEHENEER FQDN, Redirect From 248318 E# URL , ACM EEHFSRERFRE
R, EFEMNE REEERRIEERN ACM 24 URL,

BEERE Web RREFR CloudFront 704 , SRR EFED B URL EFEQZEEHEMRZE URL,
SREMNEHE MRS EEURRIER Web AIREIE S CloudFront #858, MREMREEHNE
M|, AR ACM BREBENBIEEERE | WRTHENEHWER.

FXE HTTP B3

ACM T£81T/2H SSL/TLS BRI} LAEH CloudFront K , @A HTTP BERRF LN REMHE
B, AERAMMAERELBBEUER HTTP BRE.

HEEEEPRE HTTP B

(® Note

W FREREEIER CloudFront FERER , MALEERILBEN AWS Bl T, HTTP
B 3% D AE3EI@ CloudFront 2 #iE A F ThaeE Ao

1. BIfE https://console.aws.amazon.com/acm/ B ACM &,

2. EBREBED  BEESEEEREMN Pending validation ( FEERE ) MEKNEFE Z Certificate
ID(BFEID). LBFESHRBEENFHENER.

3. EMEERYT , BULUEERREFRPEEEINEREQRRNEFEQEE,

4. HAESEEE , ZFER URL EFEME URL W HTTP EFEM, & A LUEIB CloudFront 2 il
RESN1T LR AE,

5. EREMEK CloudFront 74 , #ERMEFEHH URL ENERZTEH E@E URL, REMEH
B M5 EBURREH CloudFront #HEE,

6. REEHEMz®E , ACM BERBERRILNPIEEE, WEFEZFEE 30 DENKE,

WRACM EBEEACELERELEN 72 MEFAREFMEIEE , ACM S BRRELEARIR
B, ItERETENFERRERKIRE HTTP EHELD, EEMBELBEE  SLAEREEHREM
BERRARTNERE.
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/A Important

ATERREEE  FREENEQRFELENATEEFEAEVENARHERN. NREE
FME , F2EAREDE HTTP BREME,

® Note

B2 DNS BT E , BEEURARFT HXFER ACM BBEY HTTP EHEM, BX4HER
CloudFront 7 s E R EIELERHE M@,

WE HTTP BRBNMIEENFFHEERR , 5528 ACM B HTTP E#1E [[ {iHE/E,
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HFLAE BE AWS Certificate Manager

MREEEEFIE BEINREIE CAAWS FAHE CA, AWS Certificate Manager (ACM) B LAFE K iE
ARAES|ERIE (PKI) FERFE. CA ARMNREWIRED , EBHMIRFEELA, WFEEL
B CAMMEREN A, F2REVAERERE/RE,

BRHERT | A8 CA BENBRTEEE , A ACM TARZEEANINRE, Hit , ERALE
REUTH | SCMREERRNAFREEEHES,

FAH ACM BREiE1E X.500 5% , BZHIRTHZERH

- BWELAERANS DNS RENEERH, NFEFMET K F2HREEEHE.

- REE  HENE  BRAESMREREEMAR 2048 £t RSA, 256 U TH) ECDSA 384 {17T
ECDSA.

(® Note
EE#HEBHEE LRSI (RSA = ECDSA) #ERE CALBRLRNEEELRT,

- B BENEREARHA 13MEA (395 X ) . #E CA BENER AL EBBFERBER
BREH , RRABEFREERM,

(@ Note
AEBIBNEVHLELERRER, 08 ACM BREEVRA 198 X, NELNEBRENFM
& , F2E £ PHERLERF] AWS Certificate Manager,

- BHACMEE 11 EARBBERBNLRERRE.
ARBEBRHERBIENLE CAXRETHEHASHRS

« CA ZARMER MR,

@ Note
BEARGENSETRE , F CAEZSNEBETETERR.
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&

- £/ AWS #AF CA 2 E ACM A B BEMNIRHY

« £ PEERFEEE AWS Certificate Manager

- [EH AWS Certificate Manager A8 B &

£/ AWS 58 CA #&ZF ACM RH BENRA

ETHMERBRT , BRI AWS FAF CA RK#EE ACM B :
- BE—RF : ¥ CA fE1TH AWS Certificate Manager (ACM) BFE AR — 18 AWS RS H,

EFEMBAE-IRERITNENTIEE , AWSTAE CAEEENARETTIE ACM RIS , &
B, FEEASHERE. ERFEH API AWS FA58 CA 81E CreatePermission 8 AWS CLI @8
create-permission R5EMK. IREFHEEESSELHFTERGEERTEREN IAMFERE, BEIA
B,

- BBIRF : 2F CA METH ACM BRMUNTER AWS tkFF , I AEH CA WFEUER T BEM
RS

EERMABRFRITNEYN , EEBLAERA AWS 748 CA API AWS #48 CA BiE PutPolicy 3%
AWS CLI 5 put-policy , K EREBREEE CA. BREEEHMIRFPAFEREN CANE
FtA. MFFMEF , F2EEE ACM Private CA ERAEREBE,

EIRFRHIHEEE ACM REBRBER AR (SLR) , TREUETIAF P E PCA BEEE, ACM 2%
BITE—EAERERFBEHEL SLR,

ACM HJREZREL/E LB ZHNIRFPRERFE SLR, MRMLER iam:GetRole A/ 2R EE
RIEIRFH ACMSLR |, Al SLR ZEU BHMAEBRRRLHREE, MRBARLIRERE , KRREIE
WIRFEE S A peE IR iam: GetRole A48 ACM , RABWIRFEH ACM EEMNBE
AwWSCertificateManagerFullAccess 23 E3Bf,

MEFHMER , F2REE ACM EARBERHE,

/A Important

£ ACM BELATBREN AWS RFEVER , T e A BEN. MFEFE ACM ZER
ERNENR , 26 2 ACM BEHV RS,
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£ HEERIBER/E AWS Certificate Manager

ARLERE (X#EA)

1. BAAWS BEEF#EH |, 31 https : //https://console.aws.amazon.com/acm/home BRI ACM E

7Ba,.

i#1Z Request a certificate (FERE ).

2. 1E Request certificate ( F8RBHE ) EE L , i#IE Request a private certificate ( FERFAER
F) , RBEE Next ( T—F ) UBEETT

3. EREERBMBFRETRRY , ZEIRIEREMEEE K AREEFEHD—(ETAMNFTE CAs,
WME CARRZ—EIRF#A , ARN SIEE M LMEEEN.
RIGFEEESE R CA HBFEEN , B ERIERESCEELERE .
- BRE
il
« Common name (CN) (BF &7 (CN))

« Organization (O) (%% (O))

« Organization unit (OU) ((E#E L (OU))
« Country name (C) (B=R/#b[E & (C))
- State or province (N HE)

« Locality name (it [E & 7&)

4. 1 Domain names ( #BiZE ) D , MALNREER, BUUFEATERBHEERE (FQDN) ,
f5ltn www . example.com I bare = apex HBEEE , fl0 example.com, BHAILUERESFE
RAES (x) MABRFT , MREHRRAEPHNZEMAL AR, Hln, *.example.com AJ{RE
corp.example.com 1 images.example.com, ERF TEBEERE ACM BENE EHMN
MEERIBIEMF,

@ Note

EREAFAREN , B () XECREEBNRES , MBERRE—E
TSR, Bl |, *.example.com I LA{RFE login.example.com
test.example.com , ETBE/RE test.login.example.com, BFHEE
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E , *.example.com R A LURE example.com B F#1E , LR bare  apex #8
#H (example.com). EEREME , FSEAT—ELR

;HE , 55&2 Add another name to this certificate ($ EMZBHIBEZ W EBR) , REEXZF
FRAEALZRE, &ERRRE bare = apex 1 (H170 example.com) K H F#BiF (44N
* _example.com) , LLINREIEFEEH,

5. EEWREREZERY , EFEEZL.
MFEHEERFEREENEHS , F2H AWS SREEXEMFAFEMEA FrY ECDSA B AWS

Certificate Manager,

6. 7 Tags (2H ) #B70 , BALUREBERBNER. ZHEIEBEY , THRAEIFER AWS R
WHhEER, FEACM EBESEEEURNAZTEYASERTEZRENHEEBRYA , F28

FHES2 AWS Certificate Manager &R o

7. 7 Certificate renewal permissions ( BEEHIER ) o+ , BEEBRRBEMERNBEA, B
LERAFBEBENEEAFNE CA ZBENAE PKI BFE., WEFHMENR , FSWEE ACM FH
R ERE A,

8. HERMMEMXEEZAR , BEE Request (BFR ), TRASBERBEFERE , BELREFNE
Fo

(® Note

BRIEHEFBEENSAME  LESKNBEUREBEEVEETR, SRR ENERE=
ALREEIRF., SHALEAA LANERESRERERCEHRE,

ERIEERE (CLI

£ H request-certificate a5 57 ACM RFERFABETFE.

® Note

B8 RE CA ZFMNAE PKI BEEK AWS 78 CA , EENEBRE LR (RSA
ECDSA) X A& CA EEWHIERERT,

aws acm request-certificate \
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--domain-name www.example.com \

--idempotency-token 12563 \

--certificate-authority-arn arn:aws:acm-pca:Region:444455556666:\
certificate-authority/CA_ID

&S 2 HEHFAE BEMN Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

EAXZEERLT , ACM BEEE—XERALA CAE , BBSBRKERLAR® (SLR) EEEEMNIR
F., S_IREALRITHRFEREERABBENIIE. EERESIR ZEEE , B AFERU TS
TEH IAM :

aws iam get-role --role-name AWSServiceRoleForCertificateManager

MR SIR 7% , S TR HEEUUTRAR

"Role": {
"Path":"/aws-service-role/acm.amazonaws.com/",
"RoleName":"AWSServiceRoleForCertificateManager",
"RoleId":"AAAAAAAQQ0Q0Q0BBBBBBB",
"Arn":"arn:aws:iam::{account_no}:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager",

"CreateDate":"2020-08-01T23:10:412",
"AssumeRolePolicyDocument": {

"Version":"2012-10-17",

"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":"acm.amazonaws.com"
I
"Action":"sts:AssumeRole"
}

iy

"Description":"SLR for ACM Service for accessing cross-account Private CA",
"MaxSessionDuration":3600,

"RoleLastUsed":{
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"LastUsedDate":"2020-08-01T23:11:042",
"Region":"ap-southeast-1"
}
}
}

WMRRD SLR , FSREE ACM EARBERHE,

[E i AWS Certificate Manager A5 B &

R LAE L B1THIBE AWS 28 CA | MEEREA PKI REFNEMLEELR. EHNERTER
&, OBEE, URNENAESR, WERMARSFR. WF NFMEEF AWS 308 CA | F2H
AWS EBEREEN EAEER.

(® Note
MRIGBEEHZER ACM BITHARERE , FF2HE ACM EHHNAEEH.

e
- EHRERE (EEE
- EHFABEEE (CLI

EHAERE (X28E)

1. BAAWS EEX#ESH , W https : //https://console.aws.amazon.com/acm/home B ACM %

7E,.

i#4E Certificate Manager
EELZEHNBINES,
ZIZ Export (BEH).
WANERLESBNBHESE.

o ~ @b

(® Note
BAERERE  BALEAR A S % SSAREM ASCI FiT.

6. 1 Generate PEM Encoding (4% PEM #wm5).
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7. BAILGERE, BRENNZSRENICRET , NASEEERE Export to a file (EHFIHE

=),
8. EEXH.
[E HFH /R (CLI)

£ H export-certificate i T EHFAEBENILESE®, HTHORK , EXAECERTE. ATHENZ
2 FEAERFEESSEENEMZBERERERY , AR ERRUERREMEHTTE, EFMHL
BERBEEEREGSBEIESED , W IEHMAESRAREIRBERS.

® Note
BERMEBNERTEUTERFT LR, SAMRKNTHIAREENZRESR

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

UTEHEREERGTEEE jqg, XEA PEM X,

[Windows/Linux]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

iE{8% 2 base64 i, PEM RXNER , LB BRANMELE W , DT SIMER S BIFT
Ro

MIIDTDCCAjSgAwIBAgIRANWUFpgA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAwW
EzERMASGA1UECgwIdHIvbGIsb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwEwWYDVQQDDAx3d3cuc3B1ZHMuaW8wggEiMA@GCSqGSIb3DQEBAQUA

8UNFQVvNool1lV+tICL4cwWOdLOkxpwkkKWtcEKQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01bDLgjU4HgtmV4IIDtqM9rGOZ42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=
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MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1NYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzZERMASGALUECgwIdHIvbGOsb2wwHhcNMTkwNjESMTKONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh@cm9sb2xvbDCCASIwDQYJKoZIhvcNAQEBBQADggEP

j2PAOviqIXjwr08Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H93Z1/Bs8ERqqga/
61fM6iw2JHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4/Y5q92S3iJLRa/1Q0d4Ul
tWZyqJ2rj2RL+h7CE71XIAM//0oHGcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkqhkiGO9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AwQBKgQQDViroIHStQgNOjR6NTUNUuwSCBNAN
IM4SG202YPUiddWeWmX/RKGg31IdE+AOWLTPskNCdCAHqdhOSqBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTW]F1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Rag]j2WH+BCO4SZWNHB8kxfOC1E/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

EEZRMARNRBHIER  FHH-ENEQMNE L —EHH , EEUTRE,

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| jg -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \
> /tmp/export. txt
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15 B E A E AWS Certificate Manager

Bk T 553k AWS Certificate Manager (ACM) 12£# SSL/TLS BE 2/ , BB LUE A ETE HAEEEH
BEAWS, ERMNERRLZEREEE=1RHREMLE CA) RHMNERE , = ACM ZRITHEET
REERAENSBFENER,

& LS FE AR B EMEMAWS 2 ACM BER BB —BER, LEANBRERTNE ACM R
HBREMRE , BEEEEZEMN  ACM TREANBIRREZEEN.

EEB/OEANEE , ZUNEBERTERIHER K ARFHEAT ACM, HBEEZRZBEN
BAHt & H Amazon Resource Name (ARN), Z#& , B A UEALFHFNER. EUUEAEEHER
HEBNZERE K BEX4E—REA—HE.,

/A Important

CEEEEREARRNWBH AN  YERFBEHAEN. BALAEA Amazon CloudWatch
Events 7£ [E AR B S BHIREREN , UELLER. NEHEET , F2EEA

Amazon EventBridge,

ACM HIFTIERREAEEMER , SELEANEREAN. EEETR AWS EFEE Elastic
Load Balancing 8 B P& AR —EERR , B4 EKBREAINSEZSECARERNESE, ZE
F&B Amazon CloudFront F R , BN EEEERI (HEEEILEP) EEFERIEARE. NEF
WEF , F2RXENES,

W

WEBENTHBEEA ACM WEF , F2ETIEE, IREEEABRFEIEE K F2HEE
& A B,

£

« EEA ACM JBRERY ST R

- AREANBEMSRKN

- ENEABE
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FEA ACM B o R

BEGEREFBMN SSL/TLS BREA ACM , ELARUBIRANECRMELEE, FEEA
IFAWS BEREME CA) BRENER K LELEAMABENAENLEER, ENBRELEREL
X B FTRRAY PR R4

HArEEANER K SOV EREEEBRZEEENSB/ AN, ACM XEBTIEREX ERT A API B
) :

« RSA 1024 {iJt (RSA_1024)

« RSA 2048 {iJt (RSA_2048)

« RSA 3072 7t (RSA_3072)

« RSA 4096 7t (RSA_4096)

« ECDSA 256 {uJt (EC_prime256v1l)

ECDSA 384 {ijt (EC_secp384rl)

- ECDSA 521 {uJjt (EC_secp521rl)

SEEBUTHEAER :

- BEE  ACMEBESRBEAFIBENEELINSR/R A NEEEFREEB . 5110, CloudFront X
£ 1024 izt RSA, 2048 fjt RSA, 3072 fZst RSA., 4096 {7t RSA F Elliptic Prime Curve 256
fzt&48 , M Application Load Balancer X% ACM IRt BEEE L., MEFHMERN , BFSBER
5 A AR S Y R BA 3L

- BESAR SSLTLS X.509 k7 3 BF. SRV EDELHLB, PBUHNTEMFEEE (FQDN) &
IP fust , UKk ETENHEBENR.

- BREUUHEGHEAENLESRBITHES  IERE CANLELBERE, BXARMHATEIB5KB
(5,120 fE{ztHl) BWFAE £88 , BXAXRME,

- EREEHCAXE  BRREBEMABEE SR ELERA PEM RIS,

- BREEARLEEN. CELIEBEEXNHEMGBIRBHEEARFE. NotBefore BEMNT
SEMYERE AN SHER BN NotAfter ML,

- MIEERNEBEME (BE. RESBNEREN ) X EAHA PEM {FEiE. L{E DER mHMNMES
B, NEFHEEANEGD , F2E AREANBENEB/ES,

- BEREN (EFMEAN) BRE , fELBREVEANRERFEMN KeyUsageDh
ExtendedKeyUsageZE{H1E#H,
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TRHIAERER
- BRSEHIMBEMLL BRI LLEHEAFRS Client Authentication ExtendedKeyUsage BB, ER
HEREREEMNTEM ClientAuth EKU B1TBF IS Chrome IRFFTEERNEXEE,
« IR LATE ECDSA BEHBKRkeyEncipherment &8 A&, EWA#M RFC 5480 £ 3 & , Heh
T8 & keyEncipherment{E% ECDSA €8BI AFFEM|/EA.

/A Important
NREFERAFREIREFDRE , BLAEEN WEEHMRERE  BA ACM AXEEERE
FREANERE

« AWS CloudFormation FXEA&BHEE A ACM,

AR EARBEME WK

ACM EEREZHRIENEE. RRENLELE (WH) , I PEM X FEHESETH. PEM RKEXE
AN S, PEM ERBEEARRKEREE. BRER, BEENESH, — R PEM ERAERNE
EBEA .pem, BEEFTRMVENEIER,

@ Note
AWS TRMHEAREE PEM ERFIHMBIRIAN L AEN, THEFDFE — MR FRE\EIFR
EITEHENEE, MREAFEHTEEMNEE GINBRERKASIENSER) , FEARE
WEIRITE |, HlanR K AT AR OpenSSL,

THHFIRAZBANERER, MRE-ERPHRASEM4 , F (MOH) EAXFRESRSEM
DR=ZEER, FEE , MREE PEM BRP A EMREIMNFT , & , IREFE - EZE
BREE—THER , BFE. BREILESRIEN

Example 1. PEM #m 5 19 B &
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Example 2. PEM #m 5 49 /B 7% 5

BRELES —AZERE. LALUEAXFHESR. Windows B copy % , 3 Linux cat &% , #§
BEERFELARENE, BELAKFHE , FREARREERNTL—EBR. WREALARRE ,
REERREBRE. UTHFIS=ARE K BLNEIRRTESESHELEBE.

/A Important
TEREHNBEERIBEHE,

Example 3. PEM fRIBH AR &8

X.509 £ IRBAEALEEWEE L, BY X509 BRIABEBRE , LREELEAREILIAE/
NEERYPWEREENERUITIAD. 2FEREENBIIERD. ELEARBEBRNLEERRE.
EEABRREELEER. SWMMLARRME. U TEHHBER RSA REZR,

T—EZFIFE R PEM B HEEMELE SR, REEVSRNAANE , TRTE2E2
o, MRESSHYER , ACM EEEARFHBEARTR ZNBRSHER.
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[E A R %

A LAER . = ACM API AWS CLI , i$ASBEEHER (BIE=ZSFETREBREEEFREHNEE)
AWS EEFESEA ACM, THEERPWMER AWS EEEIEA F AWS CLI, #IEAWS 21T
EMESRRNEFIFTERIEENEER,

/A Important
BERNBEREELANES EA ACM BFEM FREH.

FiE
- EA (EEB)
. EA (AWS CLI)

EA (E28)
AT EHIERMAEA AWS BEERAEAER,

1. ®I{E https://console.aws.amazon.com/acm/home BIRX ACM 2 &, MRERBE—XEH
ACM , i3 AWS Certificate Manager %%EEEEEEEETHE@F%#EEFH #if

2. iE#E Import a certificate ([E AT

3. BEMTTIERE:

a. ¥ Certificate body (BERANX) , AL EEAH PEM FiEERFE. BIEES -----BEGIN
CERTIFICATE----- mERR ----- END CERTIFICATE----- o

b. & ¥ Certificate private key (REFLE£8) , B L BRI PEM BN ARMZLE SR, F
SEFEA -----BEGIN PRIVATE KEY----- ﬁ'ﬁ,%a.*%% ----- END PRIVATE KEY----- o

c. (EHA)BR Certificate chain (BFEHE) , Bt £ PEM fRIFH RFT 8,

4. (FR) FEBEBRFREEZEEANER K FEEER. ERELERE AWS ERNER. 88
ERYLSHEERN —ESRE—EZRAE, STNAERAERREBERIEHRKAE AWS .

5. &EEAO

A (AWS CLI)

LA T & I8 R an{aE A AWS Command Line Interface (AWS CLI) BEARH ., ZEHREROT :
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« PEM {RiGH BB/ FHERB A Certificate. pem HERF,

« PEM {miBH BEMEIFEMIER S CertificateChain. pem HWERH,

« PEM RIS ARNBZEFE LR EFMIEE S PrivateKey.pem HIEEH,

EEEANTES  FEERBEIRALEHCHERER  YEEEN —THFRAGT. RHEH
R, UTEASEDITHRNS RN ERE.

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem

MR import-certificate i HKI , EEEEEANTRFEN Amazon Resource Name (ARN),

ENEARE

MREEABEBLGHEHEE M AWS IRBHEBE , EUUEEREBREFEAZERE , BRRER
RIBE AWS HBRISEIRE. WEER ACM B S AWS ZIRIEHFHMER , F260 B ACM EEH R

EXNEAREE , BAUTRE

- B DT S B RAEE R

- BRREBREBEPNAIEREERE.

- MREWMASEHRESYVEANBEREFE , ZRATUMAFTHVERE , EFTEBRREE.
BISARR - B ETLASE ECDSA BEF BBRkeyEncipherment £ A&, ERAM RFC 5480 £ 3
g, HhFEE keyEnciphermentfEA ECDSA £8M A Fr &6,

- MREMBHNESRAEERERVEANBTEFFE , ERTUMAFWERE , EFEBREFE.

BRI - BAUBBRAF RSP RBLEFSEBAE, EVHREREEZEENTEM ClientAuth
EKU 1T BE LTS Chrome RIS ERNEXSE T,

/A Important
WREFEEAFKREPRIBYEE , BXATEH WEEHMERE  BA ACM TXEERE
FREANERE

- TREENANNELBE,
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- BEZEENEABRRERAERER,

&
- EFEAN (EEH)
.- EFEA (AWS CLI)

EWEAN (EEA)

UTEPIBRNMAER AWS EEXTERAETEABRE.

1.
2.
3.

BIfE https://console.aws.amazon.com/acm/home BIRL ACM X &
EESEREEMEANEE.

Faﬁﬁiﬁf’éﬁﬁnﬁﬂiﬁnﬂﬁl% A& I1EFE Reimport certificate (EFE A RFE) Zil, REREBL
BERBEEWHRRRIZRE | 5HRIZ Actions (B1E) IhEEXR LK Reimport certificate (E#T[E
ANEE)o

¥ 17 Certificate body (BFERX) , B L PEM RSN RKEREE.

HHA Certificate private key (REFLE£IR) , B LERBF L ESBEBEBHNAKMNE PEM FELES
o

(ZF) ¥R Certificate chain (BFE$) , Bf L PEM BN EEHE, SEHSSMAeDERITRE
REBMNN—EZEEE , ARBEE. IREEANERERBEDHERN , RTAEERFHE,

BEARENEN. WREIEEMER , FF1EEF Reimport (EFEA).

EFEA (AWS CLI)

LA EHIRE R In{aE A AWS Command Line Interface (AWS CLI) EFEARE ., ZE8HBRROT

« PEM fRIGH BB/ FHER A Certificate. pem HERF,

- PEM {RIBH BHHEIFHMER A CertificateChain. pem HIERH,

- (ERFABEBE) PEM RIBENARMZFAEEBEFTHER A PrivateKey. pem BERT,
- BEREEMEANTEN ARN,

BEEANTER , FHEEREBN ARN RKALZBECHERSEMN ARN , X HEEBN —THEA
Wmh. AHERE , ATEHFSSSTARMSRNE
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@ Note
HRENEARRE , BL4HAEERE ARN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem \
--certificate-

arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

MR import-certificate T , EEERBEMN Amazon Resource Name (ARN),
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BEEHE

A LAMER ACM 1A= AWS CLI REEIRE P EE.

- BSBE SRH ACM EENEE, G ERERESFFRNMEFER.
- MRBEFMEA EFEBBIRNFEET.
- MBRERE RRENIRFHBEREM. MERNBR IS EMBRRERBALREFTEF,

M EEHIE B /E AWS Certificate Manager

5 ACM £ A= AWS CLI , BRI LA ERFE R IE8R/F, SearchCertificates R EIR P ERE D
B, BT LUk ARN, X.509 BHEF ACM B EBMENREBR , flEFHRE, BRNEBENER, &t
AT LS EREMEEEL AND., OR 1 NOT BEEE F&S,

(® Note
ListCertificates #EMABAREEERGREZENEREFE | flEBHE, SRAENE
FARRE,
BRI R 53 R

SR LAER T SR ERR B

« BB ARN - KB Amazon Resource Name EhiE.

- X509 B -KERBRAEHE,. TREREHE,. THRRAE. SRAE. SWEEE, Fik. B
B HiEE (NotAfter) SRAE MBI 1A B HA%EE (NotBefore) &, B SEEGERGIESRBNERE
B flm , " ESRBEELINIERE , FEABAEBAN DNS EnBRAEE OREE T

« ACM &R - fGiRRE, A, AP, BH, BHRE, XESE, BREIZE BOREIEVE
WEITENR,

FEENHZRMA X CONTAINS F EQUALS LEBOEE F, & LAER AND, OR 1 NOT #BHEEE 7
REES ZEERRME

BEFF
BRI T MO SRR -
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ERAEER

BEFFIEF ] AR ASCENDINGZ, DESCENDING,

CREATED_AT
NOT_AFTER

STATUS
RENEWAL_STATUS
EXPORTED

IN_USE

NOT_BEFORE
KEY_ALGORITHM
TYPE
CERTIFICATE_ARN
COMMON_NAME
REVOKED_AT
RENEWAL_ELIGIBILITY
ISSUED_AT
MANAGED_BY
EXPORT_OPTION
VALIDATION_METHOD
IMPORTED_AT

HE

HREDH, MaxResults ZEFERA 100 , WiEZHAE 500, FH NextToken S ERERER
HEMEE,

ERERERSENEE

1.

BI7¥ https://console.aws.amazon.com/acm/ AR ACM X# &,

£/H BEEZEIIRESNGRERE, EUTUKERER. K& i, SREFLFEMEETS

B, SEHERMGE AND 3 OR EE FiE , i/ MEREE,
IUERERABZEARRER. SESRBSEA—-5.

ARG HER

2

3. BEABFBEFNENA,
THIERWE

BEER
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« Domain name (MH & 8) - BEHNTEME B (FQDN),

- Type (EH ) - BEEHE, WEES : Amazon issued ( Amazon B37T) | Private ( #A%) |
Imported ( EEA)

- Status (REE) - BEAMEE, AIREES : Pending validation (FEERE) | Issued (317) | Inactive (FE4E
FA ) | Expired (Ei1BH) | Revoked (E##8) | Failed (% B) | Validation timed out (B 3&5& BF)

- FHAH? -ACM BE R A X5 EE Elastic Load Balancing 5 CloudFront & AWS RS HHEREE, LL{E
AT LA=Z No (&) 3 Yes (&)

- Renewal eligibility (B &%) - BRAASZIHE , ACM EEULUBBHEHBTFE. WEEHES : Eligible
(RFEEHR) | Ineligible (RFEEK). WEEXRKRE , F28 PN ZERFELN AWS Certificate
Manager.

EEBRREERT , R REREETR. ZAUNESFERN LERNEBRERE. EEREBRABTHIRT

758, URBERHMERAEMN. THNEERCNT :

- Additional domain names (Hft#8E &) - BRHPIEN —NZBARBEHE (ERBIE).

- Requested at (&R E) - ACM FR BRI EERE,

* Issued at (B1THFM) - BT RFANRE, LERAEEAR Amazon BTHER , TEAREANE
o

* Not before (£ EFR) - BEEBNEFE,

« Not after (KMEFRE) - BRAXHER,

- Revoked at (856 E) — SREERIBAIBEE A,

« Name tag (BRBER) - ILEH L Name (B 18) EBNE (WMREEEEBNE).

- Renewal status (BFIAREE) - FTERBREONME., REEERENE BT EERLE
B8, WEER{ES : Pending automatic renewal (B E#E#Y) | Pending validation (F1F58F) |
Success (BB | Failure (REEEHY).

(® Note
BRRENSEAEFERIBISERATH, FEI[E , BEEXRSE 72 MERRE
B, 3 B X ARERRESRTHEIER.

Page size (AEH A/ RFRESEEREIZAER LEEINERRBE,

MEMAREFMETNESEN , FSH W18 AWS Certificate Manager BFEFFHHEH o
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A B2EBE AWS CLI

« M search-certificates i S RE S ACM ZERF ., THEHHISERMES HIRFEISSUED :

$ aws acm search-certificates \
--filter-statement '{"Filter": {"AcmCertificateMetadataFilter": {"Status":
"ISSUED"}3}3}' \
--max-results 10

o TEERELATRATHANUNER

"Results": [
{
"CertificateArn":
"arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"X509Attributes": {
"Issuer": {

"CommonName": "Example CA",
"Country": "US",

"Organization": "Example Corp"
},
"Subject": {
"CommonName": "example.com"
.
"SubjectAlternativeNames": [
{
"DnsName": "example.com"
.
{
"DnsName": "www.example.com"
}
1,

"ExtendedKeyUsages": [
"TLS_WEB_SERVER_AUTHENTICATION",
"TLS_WEB_CLIENT_AUTHENTICATION"

1)

"KeyAlgorithm": "RSA_2048",

"KeyUsages": [

"DIGITAL_SIGNATURE",
"KEY_ENCIPHERMENT"

1,
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"SerialNumber": "serial_number",
"NotAfter": "2025-02-14T23:59:59+00:00",
"NotBefore": "2024-01-15T00:00:00+00:00"
.
"CertificateMetadata": {
"AcmCertificateMetadata": {
"CreatedAt": "2024-01-15T12:00:00+00:00",
"IssuedAt": "2024-01-15T12:05:00+00:00",
"Exported": false,
"InUse": true,
"RenewalEligibility": "ELIGIBLE",
"Status": "ISSUED",
"Type": "AMAZON_ISSUED",
"ValidationMethod": "DNS"

}
1,

"NextToken": "nextToken"

18 AWS Certificate Manager BEHEMEA

ZAILAER ACM £ A AWS CLI REIH BRWFEPEER.
EEZEPREBREFMAES

1. BIfE https://console.aws.amazon.com/acm/ B ACM =SB REHNEE. BULUERAE LA
WEBEZREEEAZERE,

2. FEEBETHIBHENGEMDEER  BRIZ Certificate ID ( BREEE),. EESFHR , BRTH
& -

« Certificate status ( BEAREE)
« ldentifier ( #BIEF) - BEH 32 LT+ S HE—ZBITS

« ARN - X%
arn:aws:acm:Region:444455556666:certificate/certificate_ID By Amazon
Resource Name (ARN)

« Type (HE) - Bl ACM BEMNEEER, AIREEA : Amazon Issued (Amazon 2 #1T)
| Private (A7) | Imported (2EA), MFFMER , 52/ AWS Certificate Manager 23
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ARBE. £ PERIEBE AWS Certificate Manager 5 #5BHEAZ AWS Certificate
Manager,

- Status ( AREE) - WREIRAE, TTHEES : Pending validation (5 EER) | Issued (3%17) |
Inactive (FE¥EF ) | Expired (2i8HA) | Revoked (E#$8) | Failed (k) | Validation timed

out (53R AF)
« Detailed status ( FAHARRE) - BITHE A RFHN H B EE R
. 1B

- Domain ( #1) - BEHNZERE A (FQDN),

« Status ( AREE) - MWIHERFEARRE, TREMES : Pending validation (5 EER ) | Revoked (2 #$8)
| Failed (5% B)) | Validation timed out (B& % 5& ) | Success (B )

- FHER
- AT ? - BRREHE AWS ZSREHEED ATsEEA © Yes () | No (B)
« Domain name ( M &) - BEMNE —EEMITEZ T (FQDN),
- EXEE -FEBI AWS £H ACM EEREN RS
« Number of additional names ( Htt ZBHEE) - BREERNBEHBBHE
- Serial number ( F3) - BRER 16 fLTiE +EMFR
- NELSREN - ELESRENEBEBERE L
- Signature algorithm (BMEEE ) - AR BEERINEBRHRIBER .
- Can be used with (AJ#&EEA) - TEEFELSHNEBEZ ACM EERKEE
« Requested at ( &R R) - 3 HFEREY B HAF 65 RS
* Issued at ( B1THHY) - tEA |, B1THH KK
« Imported at ( EA) - 2@ A , E AR B MR
* Not before ( £ HFME) - RREBHAEFRSA
* Not after ( K3 EFME) - BFEAVEH B HA A6

 Renewal eligibility ({8#9& 1) - TREMIE S : Eligible ((FA&E )| Ineligible (FHFEEW) NE
BExRA , B2 PN ZEREEN AWS Certificate Manager,

- Renewal status (B#IARRE) - PTERBEENONMRE, REEERENR , BT SERY
BEHEE, AEEM{ES : Pending automatic renewal (%1% EE##Y) | Pending validation (&1
B8 %) | Success (F(Ih#B#Y) | Failure (RBEEY)o
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® Note
BEVRENESEARFEHNRISERTA. FEIBE , BREREE 72 /N E
BmEF , WHXARBERBEERTHIEIERF.

- CA-%#% CAK ARN
« Tags (%)
- R
- B
« Validation state (B8FEAREE) - WIRBEA |, ATsEEWMT -
« Pending (F7E) - EERBFTEH M RT Ko
- Validation timed out (B8R EF) - FHREBTB 2 RE , BERTLUEERZF R,
« None (&) - BRBEARFIE PKIREREE , THEERE.

£/ wRBEFMER AWS CLI

A B H describe-certificate AWS CLI RERBEFMEN , WTHHHAR :

$ aws acm describe-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_ID

o TEERELATATHAUNERR

"Certificate": {
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"Status": "EXPIRED",
"Options": {
"CertificateTransparencylLoggingPreference": "ENABLED"
},
"SubjectAlternativeNames": [
"example.com",
"www.example.com"
1,
"DomainName": '"gregpe.com",
"NotBefore": 1450137600.0,
"RenewalEligibility": "INELIGIBLE",
"NotAfter": 1484481600.0,
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"KeyAlgorithm": "RSA-2048",

"InUseBy": [
"arn:aws:cloudfront::account:distribution/E12KXPQHVLSYVC"

1,

"SignatureAlgorithm": "SHA256WITHRSA",

"CreatedAt": 1450212224.0,

"IssuedAt": 1450212292.0,

"KeyUsages": [

{
"Name": "DIGITAL_SIGNATURE"
},
{
"Name": "KEY_ENCIPHERMENT"
}
1,
"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:d0o:5b",
"Issuer": "Amazon",

"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [

{
"oID": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"
},
{
"OID": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"
}
1,
"DomainValidationOptions": [
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "example.com",

"DomainName": "example.com"

1,
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
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"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,
"ValidationDomain": "www.example.com",
"DomainName": "www.example.com"
}
1,
"Subject": "CN=example.com"

MIBRE BRI/ AWS Certificate Manager

BT LAER ACM £ A8 AWS CLI RIERERE. MEREFHZKERET -, EMKREEZR K BRE
REE HIRAERER —/NEREE,

/A Important
- BEEMBREEMEM AWS RBEAN ACM BE. BEMREATHER , ELALR
BRBEEE, LREFSEREEBBRBNEZEER CLI RTEMK.

« MIEBRFAABEREHIE (CA) BITHREY CA REEAXE, LiGHEERD CAKE , EF
HERKRAL, WEFMEHER , F20 AWS WERERREEN R EEEPRIMERLE
%O

EREZEAMRER

1. BIfE https://console.aws.amazon.com/acm/ B ACM &,

2. EBRBES , BINACM BENKEGH , REBIEE Delete (MER ) o

(® Note

BRIEHEFBENSAME  LESKNBEUREREEMEETR, SRR ENERE=
ARKREEIEF, SHUTUAERAELANERESREZFEAEZBHRE,

558 MIBREE AWS CLI
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1 delete-certificate S RMBRER , WA THTAR :

$ aws acm delete-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_1ID
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HY 2 ERFEL AWS Certificate Manager

ACM % Amazon 21Ty SSL/TLS BERHZER/WESE. ERT ACM 2B BHBENENER (MRE
£/ DNS B ) , REEISBHKEEZEFBHEANGE. ELRBEUTHRLBMILE ACM BREEM,

RIBETHEE K BREASHDEONER

- WMREAHERFSFAEIEE AWS |, fl40 Elastic Load Balancing 5 CloudFront , BIfF& &1,

- HEER (MRAEBTRLXENZREL).

« MRZEMFI ACM RequestCertificate API Z{THABRE , AREHNEE M AWS IRFAAEE , Al
RaER,

- MRREBBEEFZAHIT, EEEHZES —E AWS RBMEBABHNALERE , BIFSERK,

- MRERFEBMFWY IssueCertificate API #ITHFAERE , Bl AWS AF CA TREEK,

- FREEER (MRREAN),

- MREBH , IFHEER,

WA BAER R T EE R E 2 B AR/ Punycode &K :

1. LA "<character><character>--" #& =\ B BB Y #8153 & B A B THEL "xn--",
2. BL"xn--" ENAEEBHESNELSENNERLBAEERE,

Punycode &4l

BiEEE R R REF EE

#1 #2
example, ¢ N/A i3 v LA "<character><character>--" Fi 88
om
a--exampl N/A i3 v LA "<character><character>--" Fi 88
e.com
abc--exam N/A 113 v LA "<character><character>--" Fi 88
ple.com
XN--Xyz.com = = v ERNBEIBRCBIEE B (BT R/.com)
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BEERE )P )P RFF EE
#1 #2
XN--examp = = X FTREMWERILBEEE
le.com
ab--examp = = X AL "xn--" BHER
le.com

ACM B BEE , /REM Amazon Resource Name (ARN) RiFF#, S5 , ACM BRAEEHMHEE
Fo MREEZEEHPHEMEERAETE AWS WEBE , AIXEABIBOELEE.

£ |

- f8# ACM N ERE

- FRFAEBEEL AWS Certificate Manager

- BERINEIAME

B ACM NERE

RITZE. NBEEEHNERE , AWS Certificate Manager @ EREHAERBIEHHEEE, FEiB DNS
REREFHUHRER , AEREEEER. ERRTEENE  ACM EEALZIBRENERSE
REFBBLCHEERE, THZEHRTBOEFEE—ERFEERNFN,

IE

- {EHEIB DNS B AV
- ETHHRIEINED
- HTTP B8RV BEX

BHIEIB DNS B Y 4815
EAEA DNS Bv ) ACM BR > SS@EL=2 a8 , .

FEIBHIRT 45 X , ACM & E T S 0k H
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® Note

KRR TEARME R 395 REBESEBHE 60 REW , XRIBWEMHE 198 X, &
MBS 198 REVBRSEBHIA 45 REW.

- AWS fR# B g EfEFE AR,

- PR H ACM RHERYLE DNS CNAME ek (BEM—NEERAEE—B) EFEATEBLE
DNS #FHl,

MREELFUHETS , ACM EXBEBBRACTRELEVER.

MEEBNHBEELZEBRFBMASE , ACM 1% AWS Health =4 F Amazon EventBridge B4,
BLEHSEIBIAG 30 X, 15K, 7K, 3 XM 1 REE, MEFMENR , FSEACM B9 Amazon
EventBridge X 1&,

EFHBHREEINED

ACM BENBHHA 198 X, BN BETEMIRFENITEE. ACM SEBHIF 45 RFAHMEN
BAEEE RR@EARBOYE FE i, BAYSREREEE TR - TETEONER, BRI
BIHNBER , ACM SRTERME ARN WEHNER.

MEEBNHBEELZEBRBMAE , ACM EEiX AWS Health =4 F Amazon EventBridge &,
BLEHSEIBIAG 30 X, 15K, 7K, 3 XM 1 REE, MEFMENR , FZEACM #9 Amazon
EventBridge X 1&,

MEEBERFBE FEHMEFMEERN , 528 "AWS Certificate Manager & F #4445

HERBMALUEART A AREEREETEH , F260 EE{L AWS Certificate Manager & ¥ &}
e

ENEEREETEMN

ERERBREANRYREEFHHRER (FBFESBAWS Certificate Manager & 7 H {5 FE) , BT LA
£ /8 AWS Certificate Manager API 555k ACM EixR@ERR2E FBHFREUETREEN. ZEEN
TERBITLENE -

. BE—BHREER ACM BEESEREFEERE.
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- ZHBIENBOREBRSERRE. NEFRHERIREORENFHEENR , B RERE NN
REEo

« BEEBEWIHERTE ACM S BREBEVEEHN RAESREE FBHAL

T
W

EERBRREETBAEEERAREBRPRABRENENMRE , BrILUER ACM API AWS CLIZ
AWS SDKs ##y ResendValidationEmail #4F, ACM S EFEHEXERENRIBMR. BAUE
XEN AWS CLI BEAH £ £2E2R AWS CloudShell F#FE ,

AR ACM EFfBEREREEFHAAR (X#£8)

1. ¥ https : //https://console.aws.amazon.com/acm/home BIRL AWS Certificate Manager £ &
2. EEZERIBRENERE D,
3. EEFENBEEREEFEHHY.

i8Rk ACM EfExAERE S T4 (ACM API)

£ ACM API R ResendValidationEmail #F35€. EBLBFRERERE ARN, FEFBRERHESE
MEEEWREREE FHANEE. UTEABRIMAER AWS CLIBTIER. EHS5 TR
AR EE

$ aws acm resend-validation-email \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com

HTTP BB R HAE &Y
ACM B & ¥3EB CloudFront £ HTTP B FRITH ERREHEABDTEEN.
EIBHEART 45 X , ACM SR E T HIEIFME

(® Note

FRRITEENHEA 395 RABESHEBHAE 60 REW , LBBWERHE 198 X, A
MHIEA 198 RV BHESHEIBHAT 45 REX.

« CloudFront B Bl IEEEEHAEHE.
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- BAILEFEMELERN HTTP RELHE , YI2EHNRE,

MREELFHETS , ACM EXBEBBRACTRELEVER.

MEEBNHBELZEEBRBMAE , ACM 21X AWS Health =4 F] Amazon EventBridge £,
BLEHSEIBIAG 30 X, 15K, 7K, 3 X1 REE, MEFMENR , FZEACM B9 Amazon
EventBridge X 1&,

A THRARBHRI , FBEERedirectFromUENARERR P E{EMHERedirectToEWRAM
o

R FRLE B EEL AWS Certificate Manager

A CA ft HEH ACM BRE AWS 758 CA FEZEB/WNER. HLREEN ACM BETE ,
IEPKINBRAITERRE, RREEEEAFPFREEFARETFRZEFBENRBRERERBEERRN
MERMEE,

® Note

REMFEH ACM £ A= ACM API B9 RequestCertificate BIMEEVEN BE T TS EBHINE
. AWS FAH CA EF AWS FAH CA API B IssueCertificate BIfEEZR B EN BRETEH
ACM B,

ESERFBEYI 60 X , ACM EEBHERE NRKEN—X. ERFHIELNLZENERE FIUNER
LR BERIFOE), FEE A LABEREE A ACM APl B9 RenewCertificate B)VEsREIEH . MERFIE
W Java BIEE S , 2 E BHER.

R SRTHEF-BAASBRIBZIERY -

- MRBEEEACM BESRHEHARAS  WHMBRENRERRE K MAZTETFRIENDE,

- MRBIRRIEEACM ESREAES  AFEEEZFEINEE , THREHELZREBEONERE. B
FHHITELEHE , IE AWS Health, Amazon EventBridge A% AWS Lambda BB F#14T |
WMTAR : MEFAEF  F2REDCEHENNER
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B Ei{L B @AY R

THRFRET —EHEHIFERG R , 7% ACM BHUERFBELIE PKI BRNELFER. tEfE
ERACM ELBERELAE SR  BHR  BEMALARREEHEREEL,

EEFATRAEELEREHESE
1. EfE AWS Lambda BIZABREHPHNER , BAFREFW ACM EH API 89 Lambda B,

a. Y Lambda K#,

b. AEMEKEET Lambda HITHE , Y THEEBEMARE . MBERUREEHEHPER
BEVETA , MR EENN BRI E LS , 5E2™W ACM API By ExportCertificate B
(=

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm:ExportCertificate"”,
"Resource":"*"
}
]
}

f£ Amazon EventBridge 2747 Bl S HE ACM BEREBEH |, W ERAE ACM EEAREEH
RFFEAY IR Lambda B8, ACM SR ERBHNBRIRHBEE A AWS Health Etf, FEELBEA
WEEMERN , 5528 "/ Personal Health Dashboard (PHD) B &AREE |

MATHEHERRERERA

"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
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"detail":{
"service":[
IIACMII

1,
"eventTypeCategory": [
"scheduledChange"

1,
"eventTypeCode": [

"AWS_ACM_RENEWAL_STATE_CHANGE"
]
+

"resources":[
"arn:aws:acm:region:account:certificate/certificate_ID"
]
}

3. BEEERRLFBLREREBUTHEIER

BIEFAE PKI BENZERBY

O LAER ACM APl 5 AWS CLI FEEIF ACM SEBY T/EREMWMERE, ERMILERENE
FBEIBHEREH ACM BEEN.

(@ Note
Rl RTNELRNEREN AWS 358 CA.

A TR APl BE=k CLI e Bk , ACM EERBNEBE. MREWHT , ACM BENEEXEADR

APl B HPE RN BREPEER, MERTE ACM BEREHEHBE  ISRBHBRH , ¥4E Amazon
CloudWatch Events FE4ABENEH. WRENAY , ACM SEEHERAYBBZFHEREFE. (BIUUER
describe-certificate i H, ) MMRBEBREZERBESREDBE , ANEELBRREL L FHREINENE

REs

/A Important

HEMEA ACM BHUEN AWS 0B CA BFE , BL4ALER T ACM RIEEREF 7 T ¥ TR
. MFEFMER , F2RERBEBHIFT TIE ACM,
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HEFHAEBREN (AWS CLI)

1. {#H renew-certificate S RENLEEHEF.

aws acm renew-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_1ID

2. A% , A describe-certificate iR RERBRNEBHNFHEACEF,

aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

FBRFEBEELY (ACM API)

«  {&3% RenewCertificate 583K , IS EF B BEMN ARN LUEEH ., R#%E , #H DescribeCertificate 1
ERERBENENFHEACER,

WEBFENEANRE

EREHBNERRER , ACM BEBEFMHEAPIRM Renewal status (FBHIAMEE) EFAMAL, BAIUUE
F8 AWS Certificate Manager £ 4. ACM API AWS CLI, B Health &iR&X Ri2E ACM BENE
HREE, INREMER E#=E AWS CLI ACM API, SBHREETT LA T 5B T AERIRREE 2 —o 10
REMEMA Health &%k , EEERELUE,

FEB DAY

ACM EEEXREBRBB/IFPNRLEEE, NEFMENR , F2HENEB DNS BENEE., &
FEREUE — S EIF,

FERRE

ACM % BB B BE NN — RS ERNEHE. CAARNDERDEL@EHEE  TARET
ERN. NREEACAETBAREER  BERKE ACM WETHH  REBENETHE
MIERRETRE, MREMEADNS BE. RS FHREUEE DNS BEEE  ABEDER
i,

B

BRERIVAEEISEENKBEE L MA ACM EBNER. BEFRIE—THE
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R

—HNZERBEBAREBI B <o BRE , MHE ACM REWEBRE. BIUERTHNEE,

MR/ EE Elastic Load Balancing 5 CloudFront AWS S H i RIEHHEEE K NEBHFERITRLRE
HLAREES , MIBEEREN.,

(® Note

BORENSEAREERNESERME, FHRABE , BHERSE 72 MNERRE , B4
ARERBENERF. WEREDLEIHE , F2RYBEFRETHEDE.

RERE (X2 E)
THREFwMMAER ACM £ ARE ACM BEMNEIME,

1. 7E https : //https://console.aws.amazon.com/acm/home BERX AWS Certificate Manager 2 &,
2. BREBEUREHFMENA,

3. £ Details (F¥#1E ) EEX P # 2| Renewal Status (BHIAREE), WREEREFEME | KRR ACM
HARBBE RN S EBIER.

BmEAREE (API)
WMEFE R {AEA DescribeCertificate BIfERBEARER Java &6l , FSHE HILTE,
BmEARRE (CLI)

LA &350 B an el 5E F§ AWS Command Line Interface (AWS CLI) #Z& ACM BEEHIHARRE,
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aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_1ID

EEFER | 55EE RenewalStatus W AME, MREBRXEEE RenewalStatus Hfz , XR
ACM & RBEBRBRENZEBNER.

{# F Personal Health Dashboard (PHD) &= AR &

ACM 2ERELBREBBEHE 45 XRNFAB RFBHEI 60 X B BB ACM BF. MR ACM &L
BBENERE , ©8 Health KX EBHAE 45K (ERAE ). 30K, 15K, 7Kk, 3XM1 X
ERERRENEHBENEEE  WBHNEEEHNEE, Health #EREK 2 AWS Health BRIEH —
Hr. EFAEERE, MALZKRFHPRBRENTIAFEAEETRE. MEFEFMENR , F28 AWS
Health E A &5/,

(@ Note

ACM R EBNENSHBEARA PhD KBRTFNE—SH4. SEBRNNSERN —EE
A, EFENRS AL,

£/ Health &R :

& A Health 4R % https : //https://phd.aws.amazon.com/phd/home#/,
24 Event log (BH B).

£ Filter by tags or attributes (MR & 5 B EEFE) :##F Service (BRT).
iE$F Certificate Manager,

BEEA,

£ Event category (4% 7!) i##E Scheduled Change (HFEHEE),
BEEA,

N o o bk~ 0=
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Z5C AWS Certificate Manager &R

EERUUERG ACM BENERL. SEERETSHREE. BLUER AWS Certificate Manager
F#EA. AWS Command Line Interface (AWS CLI) 2 ACM API| R#718, RRHBER ACM BEMEZ
B, BULLREERE ACM £ APERNER,

U LRI FEERWEITER, i, B LAEA Environment = Prod = Environment =
Beta BEBRIELZME ACM B , LIEAIEE ACM BRBEAMNRE, UTFESS4EHMEETE
Byl

* Admin = Alice

* Purpose = Website

* Protocol = TLS

* Registrar = Route53

Hih AWS ERtE X EER. At , FAUKHERERERETRER , AsHERSEHEE, Flw,
B LAk Website = example.com EZHE ACM BF. BHFEHEFURAR example.com #3
ok H At E R

ES]
- BEERH
- EEER

BEEIRH

UTEXRRBERAR ACM BERR

- #E ACM BEMNEBRE LRA 50,

- EBSBNWRELRA 127 HFE T,

- EBENRELRA 255 BF .

- BREBEERES XNE,

- Faws:BRE AWS £ ; BEZENE, REIMRESWBEELS NiERaws: . FEA aws: HWER
THEERBEREENERTEA.

. BEHEESERSNDRERERGRES  BRG  HORBTHE AT TEAR. B2
TR T RS

RER x4 1.0 90
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- ACM BEEBTERAN AWS EEFZANERFENERFES

% AWS EEREHIN —REF  HSED AWS HR.

BERER

WA LAER AWS B XA, =5 AWS Certificate Manager API R #7#8 AWS Command Line
Interface., #m%E M BRZEE.

BEER (X£8)

BALER AWS EEEEA 18, MRREEER. LoTUEREFETRE,
MEER

RIBUTRRFFEMA ACM T2 A LEE,

BEBTEEER (T28)

1. EAAWS BEEFEA WFBULRA https : //https://console.aws.amazon.com/acm/home BJ AWS
Certificate Manager £#2 &,

2. HELREETHNREZRESTE,

3. HEFHMEAERP , ATHHE Tags (BH).

4. E#F Edit (fW¥E) , ARIEEFE Add Tag (FTEER).
5. AEBWALBANE.

6. BE#T

fHBRIZEE

KR TREFEA ACM T A MIRER,
REBRRER (E2£5)

1. B AAWS BEE XA WM https : //https://console.aws.amazon.com/acm/home KJ AWS
Certificate Manager £#4&,

2. HEERZERMKRNERNEBESRETR,
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3. EFMEFAERD @ TEBE Tags (BE).

4. EBERE

5. HEEREMBRNVERS , RE X
6. EERF

IR

KRUATREFEA ACM TEAREZER,
mERR (E128)

1. BEAAWS EEE#EA WFBULRA https : //https://console.aws.amazon.com/acm/home B AWS
Certificate Manager £#4&,

2. ERERENBREZREGHE,

3. EFHMEFAERTD , A TEBE Tags (BE).
4. EBERE,

5. BRERESFNRBSRIE.

6. EERF

EHWPETER

KRBT , £ ACM T2 & URETER.
LRBETER (E128)

1. BEAAWS EEF#E WFABULRA https : //https://console.aws.amazon.com/acm/home B9 AWS
Certificate Manager £#2 &,

2. EBEEFEAEALANERET

&
BECELUWETRHERR,
ERELUMBERHNERS |, BEEZIMAE R,

w

EEER (CLI)

2R THEE, TRMOMEAER AWS CLIFE, 58Kk MRER.
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» add-tags-to-certificate

* list-tags-for-certificate

* remove-tags-from-certificate

EEEZH (ACM API)
ESBETHEE , TROAEA AP Fil, 7L RMBER,

+ AddTagsToCertificate

 ListTagsForCertificate

* RemoveTagsFromCertificate
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£ ACM EBE M IR

AWS Certificate Manager X E#Ri# % AWS WERKE, S EEZEEL AWS REFRNRALNERRE
X LR ACM BREHFAE AWS FAH CA BE.

(@ Note

NE ACM BB LA L T8 2 Nitro Enclave B Amazon EC2 #1TEEE £, S LE
HABRBE , AMEEET Amazon EC2 #4TERR LEH. WFE THNAZEREREZE Nitro
Enclave 89 Amazon EC2 #1T{E %8 L EE I Web RS , S B EHRRE | &£ Amazon
Linux 2 %% LAMP Web Al RES S ZRTE | £ H Amazon Linux AMI £ LAMP Web fd

PR

THIRBEE ACM BFE :
Elastic Load Balancing

Elastic Load Balancing € B E/#$ SN EARAERXFRE D 8 F 2@ Amazon EC2 #TEE, ©&
BEREERETENHTEE  UEREEFTRHEEERERFNHTER K EXEEREFR
HEITIERRIRE A LE, Elastic Load Balancing EEBEREBRERENHER , UEEBANRE.
MEEHFLEHNFFEMENR , 5528 Elastic Load Balancing £ & 15/,

—RME , A TIEB SSLUTLS REEZ2HWAS , EHTHFSEREEHTHBFHRIF Amazon
EC2 #{T{HEE %% SSL/TLS B&. ACM B Elastic Load Balancing 4 , & &V #s5 L
BB ACM B, MEFMEN , 52 RIZE L Application Load Balancer,

Amazon CloudFront

Amazon CloudFront 2 —I1E Web k7 , I ZEBHRSKEHBERILFENAR , UNEALBENF
HE Web AR DM RRHERE, REKMEABEFREEB CloudFront RENARE , RAEEH
BxERAERBERUSEEENE . EURASUREARENERTAT. MRABBHNUR
g% , CloudFront 8 BRI ZAE. WRARB BRI TEEIR , CloudFront EREEERRKR
ARIEH Amazon S3 #FETE L Web RIAREMEEEAR . W% CloudFront WEFMER , FSHE
Amazon CloudFront FiZ¢ A B/,

B 7TiEB SSLTLS £HEZ42MWAZR , CloudFront @& 3R7E CloudFront £ fish & ix A KIR E &8
SSL/TLS B&. ACM E# CloudFront 24 , A[f£ CloudFront 2 #f L& ACM B, MEFFH
B, EZ2EEUS SSL/TLS BFE.
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® Note
= ERE CloudFront £/ ACM BF , B4 ATEXBIRT (M EmbiB) EBIHFERNEA
BEo

Amazon Elastic Kubernetes Service

Amazon Elastic Kubernetes Service  —IEZ & Kubernetes R , AI B BB RIMIE EHT
Kubernetes , AWS MEE LS, REMEEE B CH Kubernetes 2#IFHE, MF Amazon EKS
HWEHAE , 5528 (Amazon Elastic Kubernetes Service EHEIERE) -

& T LLFE B AWS Controllers for Kubernetes (ACK) £ ACM , LA%1T TLS BRYEASHEHE
Kubernetes THEH, WEA TZEEE Kubernetes B A, AWS & H F #2542 % Amazon EKS
Pod 41k TLS, ACM £ B BB B , T ACK #4352 F A F M BEEHEH Kubernetes
Secrets, MFEFHMEN , FFESEAFEH ACM BFERE Kubernetes TEE H,

Amazon Cognito

Amazon Cognito B&H Web MITEBEAERRNIEHE 2 BE. RENEAEEE, £RAETUERE
FEREH AWS IRF B AERZEIR Facebook, Amazon, Google = Apple FE=FF A, WMFE
BB Amazon Cognito WFFMHER , 2B (Amazon Cognito FE AEIEF) .

B 1814 Cognito EHBEEREAMEA Amazon CloudFront {38 , CloudFront FATBE & K& ACM
BERRELTAE, EEEBRT , FEE , BLELBBRIRFE CloudFront FIBAEE , = BEMIBR
BE.

AWS Elastic Beanstalk

Elastic Beanstalk A% B &fE AWS EinH BN EEEAREN K MAXBOITELERAERN
EHi¥EiMe. AWS Elastic Beanstalk AR X EEE MM, BRF LEEARERN |, Elastic Beanstalk
NEEHEEAEME. E8TE. EENEARXEERBERNME. Elastic Beanstalk £
Elastic Load Balancing IR#RZE B & #35. 5 Elastic Beanstalk HFFME , F2H AWS
Elastic Beanstalk B3 A E5/.

EERERE , BB Elastic Beanstalk T AT ALNWERAEAREEEH TR, NEFHAE
A, FE2BIRE Elastic Beanstalk IRIEH B & F# 28 K& 1k HTTPS,
AWS App Runner

App Runner AWS fRE&IRMIRIE, MEEFESHAREN AR , IKREBHASRBEEIBER
AWS ERPAERBZ 2K Web ERER., ZFEE2ENEMN. REECANEERL , A
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BB MNERE AWS IR, IE App Runner IEEHE A |, 55289 AWS App Runner BIZ A E
EM.

EBRTBEEBREEARINTERSEILBEBIE | App Runner €7 NEFZE 3 AT 1E MiAA1E
BERMNER. EERIFSMHEE ACM F, BUEHAEEREHEBRMERREEZNERA , App
Runner T EMIBRELRE. EEEEFTEEDHT , EAFEBTHENEETMEE. 0F
&R , 5528 AWS App Runner B8 A BIER IV EE App Runner fRIH BETHRIEE 8.

Amazon API Gateway

FEETEREENZ RAMYBHE (oT) WRE , BIAARERERNE AWS LW RRKEEBN
AP| 85HRBEER. EALAER API Gateway &, #E. ERENRBEN AP, #5 APl EER
API| Gateway % , A LG E BRI HE 2 BUBLFEGE API 1EXE, EEREHIIMAEEE , &
HBRME SSL/TLS B, EBuLAERA ACM EEXEREANBE, WNEHEM Amazon AP| Gateway #J
SHMER |, 528 (Amazon AP| Gateway FiZ A E15FE)

AWS Nitro Enclaves

AWS Nitro Enclaves 52 —%& Amazon EC2 Ihag , AJZE & Amazon EC2 #{TEIRBENEA
enclaves HIBREHTIRIE, REELSEIL. RILESESRNERMES. CHAREHREE LEY
TEENZEARBARER. TEERFAMRER. BB ENSNIHBINEE. FRERLESR
SSH # AfREtE , B tEBHTERBNEERF, EAEXIERE (S HERIEESR) R EFEIRE
HEANERMERREN,

iE#3| Nitro Enclaves B EC2 #{TEE X & ACM BF., MEFHMEF , FSEEHR Nitro
Enclaves BJAWS Certificate Manager,

® Note
BESEHE ACM BB E R EEZ Nitro Enclave B EC2 #1177 E B8 22 3 B3 B .

AWS CloudFormation

CloudFormation A 17 Bh & 3 #8 FU I 52 T Amazon Web Services iR, A LUE T AR
REFRIGEEFEH AWS BWER , Hl40 Elastic Load Balancing 5 AP| Gateway, &% ,
CloudFormation @8 EMEMREELE R, BTAEEM@MBIBIMRE AWS &R , I 7 HFHBEK
%8 ; CloudFormation REFIEEL, ACM BEITESAEHARER , ERTR CloudFormation A LAFE
RATEE BRI EEA AWS 19 ACM B , UBAZEER, kI, ACM BRISHZEIURE
AWS HVEJR CloudFormation,
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MEFEHES CloudFormation I —fXE&EFA , 7528 (CloudFormation FA&EEME) . WEEH
CloudFormation X &2 ACM BEiRHFHEIR , 5528 AWS: CertificateManager::Certificate,

EiB RS KX BB CloudFormation , B BRBBEFELEE , LEEHN AWSIRFE, EME
RICBE B ACM F{EE T CloudFormation,

@ Note

MR EFEH 23 ACM B CloudFormation , CloudFormation B &RIG1E
CREATE_IN_PROGRESS #R&&, i —SHHEBIREMGHILE | EIZRBEERE
EFHHPNERREAL, NEFHAEF A FSREEL, FHAMERERREDRE &
REERE,

AWS Amplify

Amplify 2 —HEMEZEN TEFMINEE , TEaIE Web MTEBFAZAERERRMER FEERT
EPHEBEARERN AWS, Amplify ZERERE . Amplify Hosting F1 Amplify Studio. Amplify
Hosting 2 7 — 1@ Git 2R T/ERE , TARAEEGEENEN L HBEMRSE Web ERARE
o Amplify Studio 2R BLHBRIRIE , AIBLAIRER. £#E8 Web MITBEARANELE
¥, £/ Studio ZEEEFRIRAA Ul T Ul, BUEAENRIE , AREMEEREE—
. MEFB Amplify WFMER , F2E (AWS Amplify EAERERE) .

MREAEBITRASEEIEAER , Al Amplify TR AT ACM BRERREEARER.
Amazon OpenSearch Service

Amazon OpenSearch Service 2 — B S 2512 , BARBFs . BNEARXERRHE

AN

RoWMEFERAEN, MEFMEF , 528 (Amazon OpenSearch Service FiZ A EHE) .

EXEYEE T BET#E A im 2 OpenSearch Service #5E | B LAER ACM RGEEEE
7 2 EH K Application Load Balancer,

AWS Network Firewall

AWS Network Firewall 2 —EBZ BRI , AIZEEB R AFTHE Amazon Virtual Private Clouds
(VPCs) S BEAMFRMRE, WEFMEN , 5828 AWS Network Firewall iz A E15F

Network Firewall B5 X f&E2 ACM B4 |, A#1T TLS &, MRIEE Network Firewall A TLS

BE , BINXERRE ACM B , UMBMEHMZEIBEH A SSL/TLS HE. MNEHEF Network
Firewall Z1faJ#&E ACM EAETT TLS BEMFFHE , 528 AWS Network Firewall B3 A &35
RIS SSL/TLS BREE TLS MEHERERFEANER,
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Ry Z 4 M AWS Certificate Manager

HERES AWS EREELIEF. 55 AWS BF | EULLSRRERFONBKES  SLEES
AREBRRS BRERNERMEE.

ZEMR AWS BECENWRARRE, AESEEAREERAERNZEYE , NERPHZEM

- EimELM - AWS BERET Cloud AWS F#IT AWS IRIEHERERE. AWS thARIRHTTE
2FERNERK. EAWS EHRFHEP , F=ARERAEEEHARNBRERMAZENERE. BET
R AR S RETE AWS Certificate Manager , 552 BAWS AR ETEIN RISEE,

- EIRNZSN - ENETECRAEER AWS HWIRKE, SRt/ EBHHMRESS  SEERNKR
M, BLFNERNBERAZENZER,

AN BY S T MR ANAIE £ AWS Certificate Manager (ACM) BER A SEER, THEEKR
EIERE ACM LUERI BN Z 2 MERBE, BT HRIMAEREM AWS BRI K15 B R EE R FR
# ACM &R,

FE

- FRERRE AWS Certificate Manager

« H Identity and Access Management AWS Certificate Manager

- FFREY5EMSE AWS Certificate Manager

- R EREREZ S AWS Certificate Manager

- REEH

R HYERRE AWS Certificate Manager

AWS HESEERBARN PHERRE AWS Certificate Manager, MLERFHR | AWS EEFRE
BITATE B £IRERERE AWS B, LEEHBTHERSRELIEERARTNESE, ZLEREERE
FifEF AWS R MR SERBNEETE, IFEERBIAENFEET  F2REREAEERRE
£, NEEEBNERRENEBER , F2HAWS Z2MHBEL LMWAWS HESEEE M GDPR
TRE M E,

ERERREEYN , RAEBEHRE AWS IRFE 2 AER , WA AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) B2 EEBIERE, wtt—R , SECHAEHASESRHETHK
HEKPAENRT. RftEBRERATIANREER
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- BEKRFHEERAZEEZRRE (MFA).
- £/ SSL/TLS BE AWS BEFBEM. BMFE TLS 1.2 WEZRMEA TLS 1.3,

- {EF 22T API M{ER & FEEE 8% AWS CloudTrail, IEEREFEA CloudTrail JBHEFEEL AWS SEEIRY
B , HZBAWS CloudTrail € fFR&EER) RHER CloudTrail B,

- EF AWS MEMARAR , UREPHAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , 1#BIEREMIRZEMFE Amazon S3 HEIRE R,

o WMREE AWS FZBTTHIRES AP FE BFEE FIPS 140-3 BBEN R IGHE=EHR |, 558 FIPS
imEh. MEFR FIPS M FIPS in MM EXHEAE , FE2RE I EFEEZ%E (FIPS) 140-3,

BRI ERCRHTEREFNEFE 4 U SRESBBRENR , 5&&@%2&2 B &N
i, flaEBEAL. EBEELFER ACM HFER AWS BRI A&, API AWS CLIZiHEH Mt AWS
SDKs K, ZEERRBEHBAXNFRUPE AN T AER AT mﬁéﬁr%j SET A, MBREEREHN
A ARESHY URL , HPIEAZIEBFB I EBREB LU MAREEFE RN URL 2 EBEREA.

BRLEESRNEZSM

EIRERINEBEE , AWS Certificate Manager (ACM) SEA LN E/AEEBY, BHEEANE
FELSRY, / ﬁ%ﬁﬁéﬁkkﬁf’éﬁﬁ Hr. ACM EEFNBERHEBENLEESS  WHEH AWS
Key Management Service (AWS KMS) Tﬁﬂbﬁ%ﬂxﬁﬁﬁ%o EEEFRUT :

1. BIBE—IR1E AWS B EERHEABEE , ACM AWS KMS key A BI& aws/acm B2
&, It KMS €8 ESE AWS IREFME@E AWS B &2 M —1,

2. ACM EfEALLt KMS €8 IMBRFZENFLELEB., ACM REFHMBRANILELE ; ACM TE
D2 ERIESE. ACM ERERN KMS £8RMEB4EE AWS 1RFE FIEE AWS B
FRIERENALE SR,

3. K BFEEES AWS Certificate Managerf) (RIS EEBERF , ACM S BEMNMEZNALE SB|EILT
ZhRE. LBE PEURT AWSKMS |, AFFREFERA KMS £ RBZERINILEELR. UFER
R FMER , 5528 AWS Key Management Service % ASIERPNEARE, ME ACM X
B2 RENFHER , 5520 B ACM BEEWRE.

® Note

BRI B BRI AWS KMS B#F, NIREREMAREAMERILRE K RERXEXESRK
) ACM Ihge,
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4. BENBRKEEER KVMS £RMRELNELR. AR REESEARENREN MXF) A ELHRHE
HAFPREIRZELMNBAEE (SSL/TLS THMREER).

5. BREESNRBEUERBIR , SR 3 BYNRTESEAN, ERXRTREFEBMERM KMS £iRE
ZRENLEE®,

B Identity and Access Management AWS Certificate Manager

AWS Identity and Access Management (IAM) 2 —%& AWS fR¥E , AT HBIEE S R e T H¥ AWS
BERNEN. IAM EEETRFIERTH I 7 HE (BA) NBERE EUSTA) , MEBIER ACM
&R, IAM ZRETLSBEER AWS IRHE 19 .

£

- BRHR

- EASSRE

- EARKEEFIE

« AWS Certificate Manager A& |AM

. BB DR BEEH AWS Certificate Manager

- ACM API 55 7] : BIEMERSE

« AWS B SEBE AWS Certificate Manager

- ¥E ACM ERFAEREIE

- B ACM FRABRKEZAE (SLR)

« ¥ AWS Certificate Manager & % #MEFEGETHED B

BHEHR

fEA A AWS Identity and Access Management (IAM) 2RIBENARMAEFITE :

- REFERAE — BEEFRRE LI  FROEEERFBEITT (FSH B AWS Certificate Manager
8o NFEUETHER )

- RBEESE — AEREFEAEFIRALRMEEFF AR (526 AWS Certificate Manager 211F &
£ 1AM)

- IAM EEE — REBEUEEFIURG (F2H N5 2B BURZ6] AWS Certificate Manager)
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I

BErBRFREAWS FHESBREANAR. BH4AL AWS IRFRFERE. IAM EAERIBE
IAM A5 2HITE 5 RE,

B LAER G 9 KRN EAER , fl0 AWS IAM Identity Center (IAM Identity Center), BE—&AH
2 ERFH Google/Facebook EAER , LBEEsWEXNEA. NEEBEEANFHEENR , F2H
(AWS & A EREER) FHRIAEAERN AWS IRFE,

HREXRFFE , AWS 121 SDK 7 CLI UAERIBHFESF RN EBFR, WFEFHER ,
EREERE) T API FEREIAWS 5 4 IREEREF

AWS tRF BRERE

ESEY B AWSIRF , B8R —E&S AWS IRF theroot ERENBEAST DG , ZXF D ATER
WA AWS BR# MER, BAUEBTEFAREAERNITEAEER. AHEFTEREAERENE
%, 20 (AM EREER) PNEZEREHEBENES.

Ba &0
BERBEERASEAEEABRSESRHE L AWS RE ERAKEERTH

BEeEgrsRE¥EK, Web B REENFERE , EH S 2 RIEN AWS IR¥E ZRFEFH Directory
Service . HﬁﬁA%"ﬁiﬁﬁEﬁ@ , MZACSRMUEREE,

F2E (AM

EEERVEBEEER , BEMEH AWS IAM Identity Center, MEFMEF , 552 AWS IAM
Identity Center £ A& EE P A ER IAM Identity Center ? .

IAM {5 FA & F &4

IAM 8 F§ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html@ —& & 2 EfH 8 A=
ERAEXNSENTE, BERUEREEREGRIBREN IAM E£RAE, NEFHEEA , 28
(AM EREERE) PRERAECEREEABS SO RMUER AWS FAEBERBETFH .

IAM BEHEEIETE IAM EREES  FEEAEFAENTITEEMRE, WEHEEAR
CIAM EREERE) hH IAM FERENFERZM,

IAM A&

ﬂliH.

25

IAM £ & https://docs.aws.amazon. com/IAI\/I/Iatest/UserGu|de/|d roles.htm B 7 EFHEFIE , H
AILAIR B ERESRRE, BUUEBRERA BRI IAM A6 (E8EA ) HFFEW AWS CLI 5 AWS API
BRERBIACR, MEFHEENR , F28 (AM £REERE) EI“E’J?J%’E@@E’\JHEO
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IAM BEEARBE S0 EAEFIR. WK IAM EREFT. BERFFIEEEREEFN , URE
Amazon EC2 #ITHIEAEN, MEFMEN , F2H (AM ERAEER) P IAM FHVRIRFEEIR
FE

£ R EEFEUE

BRI LUEIB B M BUR Y G HIE R R & 5 RNER AWS RIZH AWS R ER. BRERRES 2 HEIRE
BABEAYET A, ERFEARHBRE AWS |, SfMEELEK. KSBBERE L JSON X4 AWS B
AERE P, MFE—FTH# JSON BEX M , F2H (IAM E£REER) HH JSON BUERE#,

EESEFAER  EBEEBLETRUEBLERG TEBLEERATEHE , UEETFINEE,

HEREBERT , FRAENACRBFT. IAMEEESSEY IAM BXRIEEMTEEAG , #HEAERE
B, IAM BERERBENFTT , ERRAMER AT,

ER e

BoRBRRERMES D (EAE, EFRAEFEDAR) K JSON FFABERNXH. EEHEEH S DT
HMLEFRATWLERSE , UREANGRSE. IFTHROARISDEBE , F2H8 (AM E£REE
M) PHEBEFEEBRRERHEE] IAM A,

BEoBERRADT/ARBER (EEABRRE—52) BZERXR (ANMNESES 50N BEMLBER), NF
THRNAEZSERRRARBREBMERE , F28 (AM £AEER) PHEZEBRRERNREE
ZEEE,

EREBE

BEREBREH IR EIRA JSON BRI fF. #6|a$E IAM AEEEBRE Amazon S3 fFRTEE
R, EXEEREBRNEES , REEESUAUERACARZHHREERNFIER. EXAEE
REBRPEEEE.

EREBRRNVAZBRBEFHRAREEK, SEEZEEREBERFERARE IAM B AWS ZEHK,
HtBeREE

AWS TRHMBRER  IREESERBREER TR :

« FARE —BRESPBEBERAURE IAM BEENRAFTT. NEFMAENR , F28 (I AMFEARAEE
Y B IAM BEFTRRE,

« PRIGIZFIBR (SCP) — B AWS Organizations Vi S AE B BBV IS ERAFF W, MFFHMEN |
528 (AWS Organizations £ &IEE) PHRIEIZHIBER,

EABRERFEE 7 1.0 102


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html

AWS Certificate Manager EREEmR
- BREFIER (RCP) — RELRFHPERATAFAN LR, MEFAEF , F2H8 (AWS
Organizations A& P EIRZES EZE (RCP),

- THERBEBEX —EUBRARFAAAACIBE s EREEYRE THEMRE , L2 EEE
RVERE R, MFFMEF , 72 (AM ERERRE) P TEREREE,

ZSRBREE

E%Eﬁﬁ!ﬁ@ﬁ%iﬁ)ﬂm= REF, BEENATISEEMMELER, EETHIMTAWS RERBHEY
REZEBRREREAFTFER  F2H (AM EFREER) HHBEN{(LEE,

AWS Certificate Manager 1A/ IAM

/A IAM B2 ACM WEEEZH , A T BB FEE ACM AL IAM ZheE,

B LA B SEFI Y 1AM ZhBE AWS Certificate Manager

IAM IhEE ACM &
55 BEE 2
WREEE &
BEREME =
BRER =
BRI (RSHE) £
ACL &
ABAC (B HER) =
BB =
EBREA =
REAE &
RBEREAS 2
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EESHT A ACM FEAM AWS RIS TR K28 IAM hEEREMER |, 528 (AWS IAM A&
) PHEE IAM ZEERN RS

BARK ACM B 5 9B BUER
TESHRBE

BOBBRIAUUM MBS S (510 IAM EAE, FREFERAE) K JSON ﬁ‘F—IIBZ%XH:o B
REEF &7 EMERE TRREBLEERATHEDE, MFTHROMELSSEBEK , F26H (IAM
ERERERE) FHEBEFERBREZRBL] IAM AT,

£/ IAM 55 BBER "‘—IJ«)\?EEJ’T‘,H?‘E?E%E’JEMEﬁﬁE MR EMERST AFFRIEBEIFE, W
E T HRIGTE JSON BERAPERMEE , F2M0 (AM E/AEER) P/ IAM JSON BEETES
EO

BEAR ACM Y & 73 BB R 5 4

EEBRE ACM B BRBERES , 5FSH 150 B BUEEE B AWS Certificate Manager.
ACM AN EREBR
TEREREBEK . B

EREBERZMMEERAN JSON BRX . EREBENEEREHIZ IAM BBEEBEN
Amazon S3 REEBEX, EXEEREBRNEES , REEEETUFERACHREHEISEER
WEEER. HRNBENER R EREENZRBILEZERATHNEEUAREMERET
BITHEME, EXBEEEREBRPIEETE. ZXATUEERE., AL, AG. BEG2ERE
=; AWS IR,

MBRABIRSFIE | SR LIRS AEEATEIRS S AV EREADRRHENEN. 0B
BAET B (AM EREIERE) T8 1AM B0 HRIES ERFL

BAR ACM W BUEREI1E

XEBOREME : =

EEESWLER AWS JSON BURRIEEH T AFHAR, tWpi2aR , BHMEEBE M BERS T o
EERHAITHLEBIF,

JSON BURMY Action TERMRETARAFFRIEBHRPERNEF, BEREERABERKTH
1T A BB BN RV ET T
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MEEF ACM BMENFE , F28 (RERESZE) BH AWS Certificate ManagerE & B 1E,
ACM RV BERBMERSEBE2RIERAUTFE

acm
FEEE—RAXNPIEEZEEE , FRERSR.
"Action": [
"acm:actionl",

"acm:action2"

]

=TI ACM B 9B BFE 5] |
ACM HIBIERE R
TEBREER: 2

EEEWLUER AWS JSON BERRIEEH T UAFRAR, 2R , MEEZBE A BEES T o AH
EEREITH LB F,

Resource JSON R tZ WIS EEEAIENYH. REEBKBEFEHAE Amazon Resource Name
(ARN) RIEEER. BRETXEERERSTT , FAEATFR () KRR EBARFEER.

3
$

B 5 0 B R E ] AWS Certificate Manager.

"Resource": "*"

MEEE ACM ERERKHE ARN WEE |, 28 (RERESE) P19 AWS Certificate Managerie
ENER, BEETHEUUEABLEFEIEESEEIRN ARN , 5528 AWS Certificate ManagerEs
BN 1E,

EEWE ACM BB BERES |, FSR 15 0B BUEEE B AWS Certificate Manager.
EAR ACM B BURFRGF 5|
TERBBERRGHSR 2

ERE A LUER AWS JSON BURRIEEHAIUENAR, WH2HR , BHMEERE A BERSE T oAt
EEREIT LB F,
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Condition TEERBEBRNKRY , BEERBXNATRE, EUURMERFEMESE FNVIFRHER
X (BINFRTIR) , REBBRPORGENBRINE, EEEFHME AWS £8RH4REI82 , F2
B KIAM EEREIER) PHAWS £EFRFABTREIHE,

MEEE ACM RGRE|IBNFE |, F2R (RERESE) FHEAR AWS Certificate Manager
WG ZESIR, BETHREVUEARERSIBNEENER , 28 EXHEE AWS Certificate

Manager.

EERE ACM B BBRES , F2E W5 2B EEE B AWS Certificate Manager,

£ ACM R ACL
TEACL: &

FEUEHIEE (ACL) TTEFIBL TR (RFKE, FRENAG) HAFIEERNFFT. ACL EHR
ERAPCR , BEMAEM JSON BERXHFER.

B HEEH ACM 1 ABAC
% ABAC (MEFHER) : B

B FEES] (ABAC) R —EREXRE , MBEARBNBUERERTA., SUUKEREEE IAM
B AWS &R , ARRET ABAC B , LEEZREANBRBNSER LVERE RFHRE,

MERBERILFIEE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys fRG %518 , THENGRETESF , RUEBEA.

MRBHEXESEEREEN B =ERG SR  DEZBBEMS , EA Yes. IRBBEIBERLE
REEN 2R =@ Fk4 iR , RIEA Partial.

WMFT ABAC WIEHHAEH , F2H (AM EREER) PHER ABAC RIEESRTT. WEEESHR
TE ABAC ZERNHEZRE , F2H (AM £REER) PREABEEFEUES (ABAC).

HS R B R B ACM B ELEA

XERKEERE &

REEEAEREMS AWS ERNEHEEE  ELFEABASRARE  SEHBEIL, AWS BEE
HEEEREBEAEN K MAREARMENRESES. NEHFMAENRA K F28 (AMEREER) ¥1
IAM R R L & BFETE IAM EEIEENAWS R,
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ACM K95 AR 75 3 BE RE R
TEEEFNITERR FAS): 2

EIRTFI IR (FAS) AW HWEFEAFTT AWS IR , &S AWS IR FRM@ T ERERE N
AR, WMFERL FAS BFRENBERFHRER , F2RERFMTFRER.

ACM iR AE
YERBEAE T

REAEGRREETN AM 56  IREHTEE, IAM EEE LKL IAM RE., 18 FN M BR IR
At, MEFMEENR 6 B2l (AMEREERE) PHEITAGLUEIRF T AWS RIS,

/A Warning

PEFRBACNFFIEUEEME ACM HEEREME, R B ACM RHEIESIK , TRIEERES
&,

ACM KR T E#E A &
XERBERAE : 2

BREFACGREGE N —EREAE AWS . BRBITUREAREATHENAR. RIEHERS
AESHRELN P AWS IRF |, YHREHE. IAM EEEAURE  EFERERTEEAEHN
AT A,

NMERVREERHEEACHFMER , FSEATEL IAMEENAWS . EERKRPSER
¥, A ESRBEGACHTH Yes, BERER , SIREKRBHRIERS B XM

& > BB R &35 AWS Certificate Manager

RIZER , FAENAEGTERRIUIBRACM ERNTAT. EERTFEAZHHEMEERMTHE
FIFFE | IAM BEE WL IAM B,

T A fE RIS L8 JSON BRI IAM B 2R BUER |, F2H (IAM EREERE) FHE
V1AM BUR (£ 8).

MEACM FIEEZEBMENEREEWHMBEN , SESEEREEN ARN KX , F28 (RKRE
2£) FKE AR AWS Certificate ManagerfV Ei4E, B RMIEHZESIE,
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AWS Cerificate Manager EREEE
£

- BRREER

- fEf ACM X128

- AFERAERBMFIECSHETH

HRREEK

BOoEBREHEHSRFINEBASREAINEY., FHEMER ACM BiR, ELEFEREEREN
AWS IRFELXBM. ERBRNIRES 2 EBRE , BERE T EARERSHE !

- FIEER AWS SEBRRAE BRI RKEERTT - EERBRFITRTENCERAENTEER , FEH
BT R TS EREARGN AWS REBK. ©MTELN REMH AWS IRF, RAIZRLEESR
BREREARI AWS WEFZERXR , ME-FRDH . WFEZEA , F2H (AM E£REE
) T AWS ZEBURREBBEENAWS ZEBK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &
UERERERG T AIUHBEERRINEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2EH (AM EAEER) P 1AM PR BERMFF A,

« R IAM BER PR F4G 1 — S REIFEE - SO LUSHREFIEEBER |, UREIESEMERNEE.
flan | BATLURBEBEERRG , EEXEMEMA SSL BEFTER R, MREBIBE Sl FHRKEEE
AWS FREE , &t o] LAfE B R4 3R 4% F HZEUE CloudFormation, MEFFMAET , 5528 (IAM £
ZIEE) K IAM JSON BURTTE © 4,

M IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE BE&4E — IAM Access Analyzer B
BHBERMBBEBEE , BERELBERER IAM BUEEFES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer 121 100 ZHEBRBRERVENTHWER , THEERREZSHERNBEK, NMEFHHEE
A, F2E AM FHERR) PHEEA IAM Access Analyzer B 38 BUE

- EEZEEERE (MFA) - MRENRFIEZE IAM FHESR PR ERE AWS IRF | BB MFA
UESL4M, MEETFEU AP R/ERER MFA | 318 MFA (REFHEZERNEBEE, MEHAE
A, F2E (AM EAEER) PHEE MFA WE £ APl 77HL
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ME AM P REBBOEEER  F26 (AM EAEEE) R IAM 22 SEEHK,
£/ ACM =254

EEFH AWS Certificate Manager 124 , BN AHEE —HRIEHF A, BELEHFIXEAFEIHIR
R ACM ERMNEFAEA AWS 1RE, NMREEVHREEAVEHFTERKNE S HBER |, AIERE
BERHENER FREZAR) ME , TEARELINERERE,

HAEMRW AWS CLI 5| AWS API I E |, BFBEARHFRETEZEAHT. k2 , REAHFFILAF
SHPERMTZ AP BENEMERTLLT,

ATRAEAENACNHATUER ACM 124 |, B5E# ACM
AWSCertificateManagerReadOnly AWS SEBFEZEIER., WEFMEENR , F2H (AM &£
FAEERE) PHFEFIEERE,

RFFERAERAMMAECHEFT

WEHE REBUMMEIBER , A5 IAM FRERAKRMEMBAEAES 2N AREZIERR, HWBEE
AEETEAHER & AWS CLI AWS APl URBRRET AR TR LB ENFT,

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
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iam:ListGroupPolicies",
iam:ListPolicyVersions",

n
"iam:ListPolicies",
jiam:ListUsers"

]I

"Resource": "*"

5l R E
UTBERARERE S HERERS FHAAE ACM BRE.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "acm:ListCertificates",
"Resource": "*"
}
]
}
(® Note

EEEFA S REE ACM B IR TE Elastic Load Balancing 1 CloudFront £ & &,

FEREHE
THHEKIELEFERERER ACM EHELNERRE.

JSON

AN
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "DenyACMCertificateRequest",
"Effect": "Deny",
"Action": [
"acm:RequestCertificate"

]I

"Resource": [

Mg
1,
"Condition": {
"StringEquals": {
"acm:Expoxt": "ENABLED"

HREURR
AT TR ) A A B TE ACM B R

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "acm:GetCertificate",
"Resource": "arn:aws:acm:us-
east-1:123456789012:cextificate/certificate_ID"
}

PN

UTBRARERAEEARRE

tl\
f

AN
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JSON
{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "acm:ImportCexrtificate",
"Resource": "arn:aws:acm:us-
east-1:123456789012:cextificate/certificate_ID"
}
}
MEEE

LT R RE A EMBREEE ACM BRE.

JSON

{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "acm:DeleteCertificate",
"Resource": "arn:aws:acm:us-
east-1:123456789012:cextificate/certificate_ID"
}
}

ACM API 557 : BifERIERZ&E

EXREFIEHLRETEES IAM EFRERACHTIEERR , TAFAUNTRERASE, &
B E— W25 HSE AWS Certificate Manager API ##4E, &I LAEBUERM Action TEFIEES
£, HEMMIRBHMERR -

IETLAE ACM BURARER IAM BUR TRERKEMRMG. METENFBE , F260 IAM EREEREF
KA &R,
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® Note
EERTEE , BEAZE AP BESEN acm: F& (4

N , acm:RequestCertificate),

ACM API fE€BFF A

ACM API| 1E%

AddTagsToCertificate

DeleteCertificate

DescribeCertificate

ExportCertificate

GetAccountConfiguration

GetCertificate

ImportCertificate

HEEFTA (API IR1E)

acm:AddTagsToCerti
ficate

acm:DeleteCertific
ate

acm:DescribeCertif
icate

acm:ExportCertific
ate

acm:GetAccountConf
iguration

acm:GetCertificate

acm:ImportCertific
ate

Resources

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

/)

ACM AP| FaJ&&
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ERAEER

ACM API 1%

ListCertificates

ListTagsForCertificate

PutAccountConfiguration

RemoveTagsFromCertificate

RequestCertificate

ResendValidationEmail

SearchCertificates

UpdateCertificateOptions

HEFFT] (API R 1E)

acm:ListCertificates

acm:ListTagsForCer
tificate

acm:PutAccountConf
iguration

acm:RemoveTagsFrom
Certificate

acm:RequestCertifi
cate

acm:ResendValidati
onEmail

acm:SearchCertific
ates

acm:UpdateCertific
ateOptions

AWS By ZEBR AWS Certificate Manager

Resources

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

G

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

AWS ZEHBR
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https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
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AWS ZEBRZH AWS AWS SEBREVNEENBIBKEEATSEARGIRMET , UESR
A AR ARG EAE, HEANAE,

FARCE , AWS ZERRARFTERTFTREEARFINSEERTT , RAELFITAHAE AWS &
FEM. RMI2BREERRENEARFINEFEERE  UEE -SRI,

FBEEESE AWS SEHRRPERNTAT, R AWS EH T AWS EBRPERNGTT , IIEHER
ERREZENAMBERTAS D (£RAE, FENARG ). AWS R B MBI API BRAER 4
BRRBEME , AWS B TRRERH AWS ZEHK,

WMHFRFHMER , F2EH AM EHEREETH AWS ZEHE,

AWSCertificateManagerReadOnly
LEBURR 4 ACM BEMMERFEE ; WREAEHRE, JE. ESHHE ACM BE.

EEEFEASPREL AWS SEBER |, #8811 https : //https://console.aws.amazon.com/iam/
home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly,

MEBRFMEFRR JSON JBE | 558 H AWSCertificateManagerReadOnly,

AWSCertificateManagerFullAccess

L BURREATR ACM BN ENEIRE e B 7 HUERR

EEEFEASPREL AWS ZEBUER |, B8 hitps : //https://console.aws.amazon.com/iam/
home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess.

MEHRFMEFR JSON FE |, 552 AWSCertificateManagerFullAccess.

AWS ZEBKRK ACM E3#

BB AL RBFARERELEELR , ACMAWS ZEBKREMNFMET. MEFHALEESEN
BEREE , 75516 ACM XM EH 4%k HHEM RSS HE,
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ERAEER

g2E

& AWSCertificateMana

gerReadOnly BUK #iig
SearchCertificates

j:go

A AWSCertificateMana

gerReadOnly BUR #7118
GetAccountConfigur

ation X,

DU

FrAt AWSCertif
icateManagerReadOn
ly BERRESEFU
SearchCertificates

API B)ERYEF T,

FriAt AWSCertif
icateManagerReadOn
ly BERBREIEFY

GetAccountConfigur

ation API EBEREFT,

ACM SRKEH AWS ZEH
RNEE,

ACM FRtRIEHIZ E

&8 ACM fER R 5|8

Date

2026 £ 3 A 31 H

2021 £ 3 A 3 H

2021 £ 3 A3 H

AWS Certificate Manager £/ AWS Identity and Access Management (IAM) 1545 <& 8 3 BR 1) %3 B 5%
ERMER, #H IAM BURSR RIS FIBER (SCP) PHEHESIE | BB FSABERNER

(® Note

S ACM RSB EE AWS iR £88 , HIW0 aws:PrincipalArn , AE—SREFEME

RERABHNEE,

ACM B> B &4
ACM AP| EZ£ 82 X B &4

R 5|8 X EH ACM APl E¥  Type
acm:Valid RequestCertificate &R
ationMethod

REA
1BI% ACM B8 75 = 6F

(DNS, EMAIL, HTTP) EFER
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=R EI# S ACM APl E¥  Type R
acm:DomainNames RequestCertificate ArrayOfString B#E ACM FFRHP M
19 £ T
acm:KeyAl RequestCertificate String BI® ACM ZR5|BEE
gorithm EMAK/NERERES
acm:Certi RequestCertificate = B ACM BFEEHE
ficateTra (ENABLED, DISABLED) iC&kfm4fa%7E EhiEE
nsparency 3R
Logging
acm:Certi RequestCertificate ARN Bi% ACM BRHPHE
ficateAut R IBEREES
hority

gahl 1 BREIBRRE SR

BRT{EM arn:aws:iam: :123456789012:role/AllowedEmailValidation B&EEMNFERZ
A, UTHERSEEERS F ARSI EEENHEERRK.

JSON

"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringLike" : {
"acm:ValidationMethod" :"EMAIL"
}I
"ArnNotLike": {
"aws:PrincipalAxn": [ "arn:aws:iam::123456789012:role/
AllowedEmailValidation"]
}
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}

gfl 2 : PrEE A F T
UTBREEEEABATTM/BNFEH ACM BEFR.

JSON

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCextificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringLike": {
"acm:DomainNames": [
"${*}.*"
]

#4l 3 : PREIEFEEE
UTBEREREREBERETRE *. amazonaws . com BFTE#H ACM BHHER.

JSON

"Version":"2012-10-17",
"Statement":{

SRR R 2 R 1.0 118



AWS Certificate Manager EREEmR

"Effect":"Deny",
"Action":"acm:RequestCexrtificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringNotLike": {
"acm:DomainNames": ["*.amazonaws.com"]

HRTWLE-SRE/BEN TR, EBRIASAFESER/ATESEL —BRSBBIRGNER.

JSON

"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCexrtificate",
"Resource":"*",
"Condition": {
"ForAllValues:StringNotLike": {
"acm:DomainNames": ["support.amazonaws.com",
"developer.amazonaws.com"]

}

g5l 4 : BREIREIEER X

F{# F ECDSA 384 fiJt (EC_secp384rl) R5|#

DTBRERRGEERS|# StringNotLike , Rft
EEABRIMBERR.
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JSON

"Version":"2012-10-17",

"Statement":{

"Effect":"Deny",
"Action":"acm:RequestCexrtificate",
"Resource":"*",

"Condition":{

"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"

LT BURER R REI8 Stringlike MBAF T * LLHIEE , Pr#l ACM LB ERE(T RSA &5l
BEEENFBEBR,

JSON

"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringLike" : {
"acm:KeyAlgorithm":"RSA*"
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g5l 5 : BREIBRREHRE

UTHRERRAAHEAFMREHLEBRRERSE (PCA) ARN WABBEFR.

JSON
{
"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCextificate",
"Resource":"*",
"Condition":{
"StringNotLike": {
"acm:CextificateAuthority":" arn:aws:acm-
pca:region:account:cextificate-authority/CA_ID"
}
}
}
}

WBUERERA acm:CertificateAuthority &4 : 25 Amazon EERB R HN LRETERER
Ko BBRFREME ARN FREA false AIBhEIRE PCA HWAABEBEFER.

JSON

{
"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"Null" : {
"acm:CextificateAuthority":"false"
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}

Bl ACM ERARKEFZAE (SLR)

AWS Certificate Manager £ AWS Identity and Access Management (IAM) fRi&E#E A | AXAH
% —ElRFBARIE CA BENIEREBEBEN AWS Resource Access Manager. FRIEREA
& (SLR) 2R—EEEERZE ACM K IAM A€, ItAEH ACM BAXER , 3SR RKAR S
Hih AWS lREZEENFIEFT T,

SLR AR ACM RERFEARME , RALKTLFHFELENBEBREREENT. ACM BERH
SLRMVFFH |, FRIEZIHNER , BAIRE ACM IRt A, EENFIIREEBRMFFIBR ,
BRI BRI N E Efth IAM BB

MEBRXZE SLR WEMRBNER , FSEAEL IAMEFENAWS ¥  YAERBEFAGE
R, SRETRARNRE. BFEEEEREN Yes (B) , URIAXRBH SLR AN

ACM B SLR &F7]
ACM fE A& & Amazon Certificate Manager FRi§ A @B KK SLR,

AWSServiceRoleForCertificateManager SLR SE T 7 RIETREZ AR :

* acm.amazonaws.com

BB BER AR ACM HIEEEIRTA T 5 EE

- BfF : acm-pca:IssueCertificate, acm-pca:GetCertificate on™"

BMERERTA , IAM ER (NEAE, FEANAR) FTTRM, wEXMER SLR. MFFHREA
25 (AM R EER) PR EER BT,

3

/A Important

ACM FIee iR B E LY BN EMIRF P REFHE SLR. MRLER iam:GetRole FFA KR
EIGIEIRF A ACMSLR , Al SLR BV EMASBEARHRERE, WRBRABHRER , R REH
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BHRFEEESREEERHE iam: GetRole 5 H# ACM , RALHIRFE ACM ZEBUR
AwWSCertificateManagerFullAccess 23 E3Bf,

# ACM 21 SLR

BAFEFHETL ACM EAMN SLR, EEFEHA AWS EEEEA, AWS CLIZK AWS API 21T ACM
BEK , ACMBELE-—RA HANS —ERFEYFE CAAWS RAM REZERER , AEREY
SLR,

MREBIAL , FEH ACM EEHEENIRE EREFHE SLR , EWRERTENIRFE KRR T AWS FA
B CAFENENGTA, EXTEMELERE SLR, MAZMARATURITEE , B ACM &L BEBEN
BE  BEIEHRBERL, MEFMER  FS2HACM BBEFAS (SLR) B EE,

/A Important

It SLR AILARREZIRSE | MMREREMRBH TR —HEER , IR ELAER
hEE, ok, 2017 F£1 A1 BFBHRXE SLR , EREEZHHMEER ACM , Bl ACM B
ZHIRF PRI AWSServiceRoleForCertificateManager B, EE#—F T# , FSEEN
IAM tRF i IRV A B,

EEMBR T SLR MZRFRESHEY , AUEATIHEP—FFR % !
« £ 1AM E£3 A | i#F Role (A®), Create role (B £A®), Certificate Manager , LA{EiEiB
CertificateManagerServiceRolePolicy £ A RFIREZILFH B/ E,

« fEM IAM API CreateServicelLinkedRole S ¥t FERY AWS CLI 55 create-service-linked-role
Llacm.amazonaws.comfRIEEZFE I SLR,

MEFAET , F2E AV EREEREPNEIRBEEAE,

# ACM #m#g SLR

ACM T R 358 4m¥8 AWSServiceRoleForCertificateManager RIS E&E A, B SLR% , ABEE
ERTEe2ERAC  FIUBLEFERACGHNER. AWM , ZUMEH IAM RiFEAGHER. NEES
B, F2H IAM EREERETNEEREESAE,
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ERAEER

# ACM flBR SLR

BBETEEFEME AWSServiceRoleForCertificateManager &, i , B LAEH IAM i3
A. AWSCLI 5 AWS APl FEIfliBrA . MEFMENR , F20 (AM E£AEER) PR ERREE

EEAG,
ACM SLR WX E[E 1
ACM X EEFE AWS #8 CA AIfEA ACM Ml MEIHEMR SLRs, MFFMEN , FEHE AWS B
BRI R
EEREE B & % ACM F X &
BRI (#F B L) us-east-1 =
XBIREP (%) us-east-2 =
EEFEIP (HnF e EEdLER) us-west-1 =
EEFE (REMA) us-west-2 B
DAEE (ZE) ap-south-1 =
AR (KBR) ap-northeast-3 .
TAXEE (BH) ap-northeast-2 =
SR K [EE (F i) ap-southeast-1 =
DERESE (BHR) ap-southeast-2 =
BAREHE (RR) ap-northeast-1 =
INEX (FE) ca-central-1 =
BN CER =) eu-central-1 =
BN (BRER) eu-central-2 =
BN (BEE®) eu-west-1 =
BN (fR3) eu-west-2 b3
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ERAEER

B &

BN (B2)
mEN (BRE)
AWS GovCloud

AWS GovCloud

B & 2 ACM F X &
eu-west-3 =
sa-east-1 =

( B ) us-gov-west-1 =

( EERZ) R us-gov-east-1 B

¥ AWS Certificate Manager & % fM1ZEUE 1T HfE

ASEUTEA,

ES |

DERIEERER ACM M IAM B RERENE RREE,

- BARERE L TBEACM RITEE

- BARERE , BEE ACM HFERIERE

o RAEEBHIT iam:PassRole HIIZ#E

- REERFT UHAMAEBE AWS IRF FERIEA ACM BIR

BARERRE , T1BE ACM RHTEE

MREBRENER |

FHEREREBHTRNE , ENBERLAEN , AFFEHTEF,

TH&EHIsEER G Emateojackson IAM EREERAERAEZEARE —BERE my-example-widget
BIRNFHENR , BAVEER acm: GetWidget FFAIRFEE,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:

acm: GetWidget

FEHERT , HAEH mateojackson FEAHEWEEK |

on resource: my-example-widget

example-widget BiR.

MRIBEEWHE

RSN AWS BEEEE, SNEESRMUENEZRRE.

REFER acm: GetWidget BYETFEL my-

bad 3713
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BARERE , BEE ACM FFERIEEE

MRBAE PR | RREN ACM F PKI EEEERERA |, 5 LLEHEBFEER B Bl AV ARERFRE

/8
1% o

MR IAMEAEERBZBTES , FHAEMSESHES L DENY REMNZERSRIMEER , 4L TS
1 Fr R 85 R,

User: arn:aws:sts::account::ID: is not authorized to perform: acm:RequestCertificate
on resource: arn:aws:acm:region:account:certificate/*
with an explicit deny in a service control policy

HEEERERT A EAEREBETEESMRBENAAENRHFR, NELRFEESENIEK ,
REFFEAEFRNEERE

R AREEBHIT iam:PassRole HIiZHE

MREBEASTHNERESERE | EEHIT iam: PassRole BitE , BHNBEMMLEEH , AHEEA
B EELS ACM,

BE AWS B IREKEFTACERGRREYR K MAREUFNERACIBRKELACR. NFEH
TR L AR ACEEEZRBAIFT .

A& marymajor B IAM EAEERAERATIREE ACM FHTEMER , SB4E T HIEHIFTRHVER
o BR , BFFERBREEMBHEALK TN T, Mary REKACERGRTAIFT T,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBERT , Mary WEER LA BES , AFFMEI{T iam: PassRole Bk,
MREEEGE) , BHZEN AWS EEE, FHNEESRHENEEER.
REEEARH LA AE AWS IRF EHIEHN ACM BEIR

BRLEY— @A  BEHMAIRFHNEREIERBABNAESTFIRENER, BIEEERFH
EEENHENEXAR, HHXEERERNBERIFEUEHIEE (ACL) VAR , &I BUE A BRLR
RRBEFAEFIENE RN,

MEE—FTH 6 B2HEUTRE
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- BETH ACM BEXZEELINGE , 5528 AWS Certificate Manager 211a A 1AM,

- BETHRNMAESHES AWS IRF 0 BRcERMHEFIE , F268 (AM EHEER) THESE
B AWS IRF 95 — @ # 4 IAM £/ &R HFEUE,

- BETRINMIEERNEFIERMEHKE=H AWS IRE |, 5208 (AM EAEIERE) WS FEUER
HIEE=H AWS IRF #H,

- METHNMEBBE S0 RUFIE , F268 (AM £RERER) PHBEFIRREEGENTE
TEIRENERE BMSE D).

- METHREAAGNEREBRETERFFRCENEZR , F2R (AM £REER) 78 IAM
Y B RF EiRfFE.

Y sE M AWS Certificate Manager

AWS £IKEMERERAAWS EBE M THESAEREE, AWS Ef RHUSEERRRHMNBERHN
TRES  ELTHESREIEE. SHEENSHEREERE. EBTRAESE , SR RIREN
BARKANERNE  ETAESBEBREREMN IS RETE. TRAESNTAME, FEEINE
REED  RE-FSEERPONERERIEES.

Mm% AWS BEATABHOFMER , BSB AWS 2IREBFIG,

R ERELEZR £ AWS Certificate Manager

EBZERI , AWS Certificate Manager 23| AWS £IRBAB L2 NRE, MFE AWS T2 REUR
wm{a AWS REEBRZHNERESR , F2BAWS Ekde, PEFAERSRT LN SEERRE
B AWS IRIE | F2RE L4 X AWS Well-Architected Framework F Ry E#E S5 R &,

IERBAER AWS B4Ry API IFLY | EBEEEFEACM, ERERSAXETIIER

- Transport Layer Security (TLS), HMFE TLS 1.2 WEZFHMFEA TLS 1.3,

- BEfeREERXRILZPFS)WEBEH , i DHE (Ephemeral Diffie-Hellman)s; ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), IR (W Java 7 MIEFHRA) KZEXRELE,

BFEH ACM NEEXFE

MBEFEAEREE AWS AHEF |, AIEEEXRTERAWS EBEXEA, BRFEXNRGTEIENS
ANEFCRA EEFRNFEREEE AWS,
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ERAEER

HERTEAEERARTFIE ,

R {62 FH & T BRE T RRGT F AN
2

IAM

ANERE S

(IAM Identity Center R EIEHY
EAE)

IAM

IAM

RIEE TSI H A —{ERIE,

(B%) EAXRARAENR
MARREBEAEYN , UHEEY
AWS CLI, AWS SDKsf2=H &

@R, AWS APIs

ERETREAENEZYH AWS
CLl. AWS SDKsf2x3&5t58
Ko AWS APIs

ERETREAENEIYH AWS
CLl. AWS SDKsf2=5&5t58
Ko AWS APIs

(TEZRER)
ERARBREEY AWS
CLl. AWS SDKsf2=3&5t58
Ko AWS APIs

R

AR EREANNERRE
e RER LR,

- W% AWS CLI , FF2BAWS
Command Line Interface
(EEREESE) PHZAL
HE1T AWS AR 3%,

« AWS SDKsi#EZ B AWS

SDKsHMITEZZEEHHNE
AT AWS ZR#B 2% .

ARG EREANN ERE
e RERLE,

- 10ZE AWS CLI , 552 BAWS
Command Line Interface

(ERAEER) PHERE
AWS CLI EfEH AWS IAM
Identity Centerffd

« AWS SDKs, T E# AWS
APls , 552 AWS SDKs
MIESEEREFHN IAM
Identity Center & 20 BR 5%

E1E (AM EREERM) P8
i B B A B KR AWS BIR#E

BLE ARV HE o

ARG EE AN EATRE
EIJJ:EI /—F]: 1’Eo

° ZZU AWS CLI 9 nﬁ/ ﬁAWS
Command Line Interface

BFH ACM HEXFE

WA 1.0 128
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WEEAEFEEXRGTFER  F R
2

CEREER) PHER
IAM EREREETE DR
o

- AWS SDKsFfITEH | %2
B AWS SDKsHITEZ £
MPNEAREREETS
DERE,

« ¥ AWS APIs , 5528 (
IAM £ EIER) PHNER
IAM BN TS,

REER

RIEBXKETIHEEEE KA AWS Certificate Manager (AWS Certificate Manager) B2 &, LA
THREBKRREB I ACM EFHNERER.

E-]

- IREFBRIER

* AWS CloudFormation

- BElfEEERE

- BEERE

o FIESMEREIEE R

- BUHGERBEEHELEIEE

- BRUAWS CloudTrail

&P ERER

EENBERFPFERRFEBRERRZEHFETUEIIREBREIER. SEEREREEEARAMBESR
EFRANERED, MRAEELEHAKREFEBRER , BB BIERHBFEPMWKkns: CreateGrantEIER
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https://docs.aws.amazon.com//cli/latest/userguide/cli-authentication-user.html
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REEHESEEACHER, ESRFIIBEFHFHLEACTUSHKEERE. NERFHHEBENR , 3ERT
fisE , 52E ( AWS Key Management Service Bi% A E35/8) M FHE T AWS KMS,

MREIEERFIkms : CreateGranttRFERA ERMAVIER , B LUEA kms:EncryptionContext
R FRS|EREHIkms : CreateGrantBERBHE. BE arn:aws:acmili B8 , URERHIA ARN
B, THEFBEREH EERAFERE , EAFEMER.

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "VisualEditoxr0",
"Effect": "Deny",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:acm:arn": "arn:aws:acm:us-
east-1:111122223333:cextificate/b26def74-1234-4321-9876-951d4c07b197"
}
}
}
]
}
AWS CloudFormation
iEiB AWS CloudFormation , SBR[ LAE T SR RFREEEFEH AWS &R, CloudFormation A

% SRACMBNREELER, CloudFormation AT AR ACM ZEME R , HIiN Elastic Load
Balancing. Amazon CloudFront #1 Amazon API Gateway, fEFMMEN , EFSE ACM ZEWR
%o

WMREME A CloudFormation fRIEE Z MMERZ EARRE K ERETEABAREEVERN ACM
BE. EAMEREAR|ENBRELE. WEFHER  F2ELE. Rz , BEY—@EREMEARA
AZREERNERFABRRE. fiNn , IREEERARBRAFERFENAFEEBEL ACM BE ,
52 <version>.service.example.com, BIFENA <*>.service.example.com BV E—&

AFBE,
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/A Important

MR IEEHAI R Amazon CloudFront 04 , FEEE HTTP BBTA X EERF L EE. 7
CloudFormation EiZ&REZ & & A=t /BFE LB Amazon CloudFront fEFA R |, A AEH
DNS B RE FHHRE. BMAEZYBEBDENTAEETT DNS B,

£ CloudFormation AREIAIRREN €A T SERAFETERE.

BRI S EFRE

ATHRFRERES ACM BERBNRE , EREN BT EEFREHPIZTE Amazon BB &, Amazon
BEEFREENVAIURKRTEANSRERNESR L. Starfield Services IRBRREHE - G2 BREN

RE&K  HAMKENCGEFHENAFRER , BEEH. EBTSFER CAs , BAREHARRE
ARANZRERME,

B B

BRED (AREA SSL B@h) R—ERF , TREERARENPERE X.509 BEN L FHEREIH
EREHRRIZIN  MIREABIERE. Hit , TR SERABEBREB SSL/TLS BEHER
. HAEM SSL MEEFERERARERENEE , BRBEREME (CA) BRI CA BE (W
RE), ESEMERTIREEREIMNEBE. ke  CHERAERXTLUBEBMEEREMIEE , UR
RABEZBERERE  MAEARBEIEMEMBEREINEE, STUAERBHEEEREHRNE
HFHLRTRFEERAEN, BEAERNGTUES - RERI TR EBINER,

/A Warning

EMEZEAEITERRB ACM BE. ACM 21T P ZEREEL AWS Certificate
Manager SATEBEIBHA 67 B E#84) Amazon #1TH) SSL/TLS BFE. R TENER  ACMEE
EHN LA ESEBY, NELNERARERNBEE ACM BF% , MARIFERAFNAELRENE
F, EARX TS LERIESE,

MREOREMBIBE , LU TEEFCSABREARENERIICHREE

- HECHEBEEAACM , ARKEARAEREEANBE. ACM FTEEHABDBVEANEE,

- MREFEANELNERE  BREAREXIZEIMETHN Amazon IREFE. REFEANELE
BFE  ASENWERARENINES CA REE.
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81 5 =

£ Amazon BEREEE (CA) AILALNBMEH BT ZE , AWS Certificate Manager (ACM) £
ERBLBEERRHEEBRIEENFEREE. BUUERAEFEHR DNS BIITHRE. WEES
&R , 28 "AWS Certificate Manager DNS E& & 1 & "AWS Certificate Manager & FE# 5
=

AiZ 1 o

g MREEAE

BEEREA ACM BRMEIBRAAEE. Rz , ELAERBITNRBEBEERFTNERE. 7
W, MRENBRELEAAESEE  MAFENENEESERE  ILAEANERSRBHENS
&, MEEAEMHEE  CXEARTFPRFIMARALBNIERE , SRENARKBRRENS
.

NREEAEFHHRE  FeHYSEEIRIEZEs HRIEETHH  ELHEP 1 HLFET72E
PREAFIT, O, FRAAERSEBEFRRER , LRI ZE 40 @REALS , ELHEHP 5 HHA
72 @ENREAST. BEBRRRFNRAIGEBRERN , tREFBHRERIMEENSETFi
B 1L 58 A0

WMRER DNS &% , MM EALERTHN FQDN EA—E#HH DNS ‘&I ERE, ACM EER
UHRHEEGE  RAREHRENENNERTEMER &, MEXKSETERERRFMEE. &
LRgfh  MREALERSEBPFRE , ALFEEVYTE DNS fctk, RAUEBREETREMEH
DNS .

HYH £ A B 78 & B B Ao 8k Zh e

/A Important
ERGERIT EBERBUERRERERLH , A FNBEREN AL BRI AF iR
FEANTRESLHKENBE. T, BEFTS LS CEENBIRZHE (SCT). REHETT
#y CA W# SCT R AZR/H.

£ 2018 £ 4 A 30 HBEA#H , Google Chrome THEMEAREHEREFEHE BFMNAE SSLTLS B
&, Fitt , #£2018 £ 4 A 24 BB , Amazon CA BASFIEH BENBNRTIZLOMAELEH
o BECHKEBEELIBR. NEFHNEN  F2REEEHERH,
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EHEELHFRRENBNBERABINT  AETURETEDNT. ERMNERRREERS
HANBAESENEE. flU , REANER PR BERMBERBETLET AN AIERAERE
Ao LI, HEARBRRFNIARBMNERNMBUENERE,

EEEFREREEBRLBEHRERS , 55 A request-certificate AWS CLI i5 5# options B85
RequestCertificate APl 24, MIREHBREME 2018 £ 4 A 24 HZ A 81T , MAZREBRREIT
SEBOHABEEE |, E LU update-certificate-options @3 8 UpdateCertificateOptions AP| fE%

KHLEE%JH:I)J RBEo

BR 1

- BEEERATRERBASERERERLS,

- BEZERFEARBNIERBECHEMRE K BERLABRINETRIMAE 45 R, MRRERE
KB, AR EELEERAL

BELKRERLZEAFBER. EXNFERIESTIEEN. REERFRERIVERE , AREE
ZEiHE , IERERENT , TER88R. IRLEVARHEERE , RMERECRTHER.

LA g5 R & an{a £ A request-certificate S8 S E REFM BRRFEHA BRI EHE,

aws acm request-certificate \

--domain-name www.example.com \

--validation-method DNS \

--options CertificateTransparencylLoggingPreference=DISABLED \

LiRer & & HHTBERN ARN.

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"

MRECSERFE , METHFELBNBERICHBFE , BFH update-certificate-options W H. L H
TEEEEE.

aws acm update-certificate-options \

--certificate-arn arn:aws:acm:region:account:\
certificate/certificate_ID \

--options CertificateTransparencylLoggingPreference=DISABLED
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B EX AWS CloudTrail

BAREERA ACM Z &1 , %MK CloudTrail ie#&. CloudTrail T EAE B AR S AWS AP| FELY
S EDERIRESIE AWS EBE |, BIEEIR AWS EE XA, AWS SDKs AWS Command Line Interface,
MESERE Amazon Web Services 3 HHY API FE0Y, %t BT BA$K H 1R LE £55 A & FItR = 04 ACM
API, ZEHFIUANR IP it | ARFIUAZRERRE, BALEER APl # CloudTraill EEZEERE
X, NEBEVEBHNERK %, EFEMEHNMEE Wit EESFMMAEIR CloudTrail FE#&Ih
BEM AR, MBEFMEEN , F2EELERE S, sid BE #£/4 CloudTrail AWS Certificate Manager
EE ACM ENEMIBHEFC SR E B,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html

AWS Certificate Manager EREEmR

ESy2 FE2 8% AWS Certificate Manager

EEyR R A AWS SRS R TSEM. WHAM AWS Certificate Manager FINFEMN EE 5, BEX
£ AWS SRR F ROFTES D WEERER , MEERESHAMFERERMESE,

THEERATE ACM HEEFEMAN AWS ERERTE,
£}
- {#f Amazon EventBridge

- ¥EB £/ CloudTrail AWS Certificate Manager
- X #EM CloudWatch 51&

£ Amazon EventBridge

EAILAE A Amazon EventBridge ( %cEI#%& CloudWatch Events) R B B{LIEHI AWS RS , X BE
EERREYN , flIHEARTAEEEREREE, TE ACM EARM AWS BRIESE4S UL F BRI
1 77X RXf+ZE Amazon EventBridge, BRI AEAEHRBEEE , 23E AWS Lambda EE. AWS
Batch T4, Amazon SNS FEZE, MFFHMEN , FS R 1 E=E Amazon EventBridge ?

£ |
« ACM BJ Amazon EventBridge X &
« 7£ ACM H{#H Amazon EventBridge B B)Eh1E

ACM HJ Amazon EventBridge X 1&
AERES HITEREA Amazon EventBridge X /) ACM HEEH,
ACM Certificate Approaching Expiration (ACM B ENAS I HA) B4

ACM EE%FEEATERE (8. REHNEAN) WEHBHESH , ®AB/EABRENBHE 45 X
B, URABRBHWIBERE 30 KB, LEEATLIER ACM API # PutAccountConfiguration EjfE
REE,

ACM EEBRBHBRTZEBBENEN  EEANBEFTECBH i ERNBITILEREAN , LU
RFE, WEFHMER  F2REFTEABE. SUUEABHSHRREBBLIUIEBREREA
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https://docs.aws.amazon.com/eventbridge/latest/userguide/
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ERAEER

ACM, mMFEFEA BELAEH] AWS Lambda , 5528 £ ACM F £ Amazon EventBridge BXE) &

EO

ACM Certificate Approaching Expiration (ACM ZEENi&2IH) EHMNEBUT,

}

"version": "Q@",

"id": "id",

"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",

"account": "account",

"time": "2020-09-30T06:51:08Z2",

"region": "region",

"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

]I

"detail": {
"DaysToExpiry": 31,
"CommonName": "example.com"
}

ACM Certificate Expired (ACM BEC1BH) =4

(® Note

FEFATLERELES , LEHIIRFHH ACM EREN A RILERE PR IRE,

BEBHEHTEAREANEE.

ACM Certificate Expired (ACM BECiBH) EH4HMNEBIT,

"version": "Q",

"id": "id",

"detail-type": "ACM Certificate Expired",
"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:48Z",

"region": "region",

"resources": [
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"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE

}

ACM Certificate Available (ACM BE ) B4

EFANERLEN  UEESEEN AL EARRAIHEARKIIEN, SHEERERT. 8W
MEARRM. ERLEERRE , — B, NEEEFBETHESESZBEER,

ACM Certificate Available (ACM BRE ) EHNEBUT,

{

"version": "0Q",

"id": "id",

"detail-type": "ACM Certificate Available",

"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:487",

"region": "region",

"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL"™ | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"DaysToExpiry" : 198,
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE

}
}
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ACM Certificate Renewal Action Required (EE ACM BEEWNBE) B4

(® Note
BREVDE LEEHTEAREANEE,

EFTLEBILENS  UEELARDEFBFERTRENEBERWIE R, flM , NREFHEE
& ACM B BER CAA 28k , ACM EXEABBFEBHIR 456 XML ABF B 30 RABEIX
MEFRMILL SN, MRKRREEMAZFEE , ACMEE30 X (ER®LE ). 15K, 3RM1 X, H
EERNEFFEE. BREY  IBBTBHSBNERAL  E—SERARN. EEEVERSSHR
h—EE4.

ACM Certificate Renewal Action Required (EE ACM RRENEE) SHNEBUT,

{
"version": "0Q",
"id": "id",
"detail-type": "ACM Certificate Renewal Action Required",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL" | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION" |
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND" | "OTHER",

"DaysToExpiry": 30,

"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

}
}
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ACM BEEREEH
MERE R ACM BT AERIAEBREETME | 25 o SUSE =4 RIZRE {1,

(® Note
REEHBELNER. EANBRELIEBHEBERE,

ACM Certificate Revoked B4 E B T H#E4E,

{
"version": "Q",
"id". "id",
"detail-type": "ACM Certificate Revoked",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:48Z",
"region": "region",

"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"Exportable": TRUE | FALSE

}

}
AWS E{EIRRES 4

AWS EEREEHSHBFESBNERN ACM BEREL, NEERBENERNES
ERFMEH AWS Certificate Manager.

%I
3
¢
8
|
&
4

BERESHEEMERRTESE !

- BB BTHLERER,

- BEFAARMBMETRETEVE., EVRRTIEZEETBHARTNERS (EANKEETFBHR
FHER ) , ERER. SASHHITETIEST —EEHAR. ABEETRATARGENE
o
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« AWS_ACM_RENEWAL_STATE_CHANGE (B &N, SiBHAENEBH)
« CAA_CHECK_FAILURE (CAA BE %)
« AWS_ACM_RENEWAL_FAILURE (¥, CA HEMNER)

BEMRESHEBIN T, ELLESF , EE4E AWS_ACM_RENEWAL_STATE_CHANGE 4,

"source":[
"aws.health"

1,
"detail-type":[
"AWS Health Event"
1,
"detail":({
"service":[
"ACM"

1,
"eventTypeCategory":[
"scheduledChange"

1)
"eventTypeCode": [

"AWS_ACM_RENEWAL_STATE_CHANGE"
]

£ ACM = {#H Amazon EventBridge RX B &1k

BT LURIRIE L =42 37 Amazon EventBridge 8| , 3¢ f#£  Amazon EventBridge F 2 & 2K 5% E 188
BEHEBFBTNEE, KNEHRME T 5RE Amazon EventBridge 3 BIFZE £ BEN & HIRR o

TR

« /A Amazon SNS EIfEE#4

« £/ Lambda N CIEEH

A Amazon SNS [EEE 4

A EIER B MR E Amazon SNS BMETE ACM B8R E £ EERESHRHEE X FEL,
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AN T RERRREDE,

# Y Amazon EventBridge 3R Bl 3t i3 B) /&

1. B3 Amazon EventBridge # Bl MFHRFMENR , FSRELEESHH Amazon EventBridge #7
A,

a. BI{E https://console.aws.amazon.com/events/ ¥ A Amazon EventBridge X#E& 7 , EEE

Events (54) > Rules (AR 8) EEH , AREIE Create rule ZEIL#HA),
b. £ Create rule (2R B EEA , 1##F Event Pattern (BHER),
c. &%} Service Name (FRIEE ) , R IHBERIZIE Health (CEEAMRRE),
d. &¥ Event Type (B4R | i#42 Specific Health events (43 EE/EAREEH),
e. 1#EiF Specific service(s) (FFERTE) , RERIIEER P IEE ACM,
f.  1#1F Specific event type category(s) FFESHEHEH) , ARERE accountNotification,
g. IiZ#E Any event type code (fEAEHERRE),
h. & Any resource (A& IR).

i. 1E Event Pattern Preview (B4 EXTEE) mESE+ , B L SH A JSON B, S@EH
SFEARE AWS EEREEN EENER,

{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}
}
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2. BREHE.

£ Targets (B 1) BB H , BRI EF S LA EAESS 4R RE P ETRE | §l20 Amazon
Simple Notification Service (SNS) , =& & A LUEE Lambda HE S HEEEEITNTHITE
B, WFE AWS Lambda BIERVEEHI , F2E "EA Lambda BEAHEIEEH, .

fEH Lambda B & FESE 44

R RE MM A £ Amazon EventBridge £ AWS Lambda $#8. /A Amazon Simple
Notification Service (SNS) B2V EAH , UARKEAEFEREME AWS Security Hub CSPM , BEEEM
T BB IRM T R,

%€ Lambda HE M IAM B &

1. B%EERE AWS Identity and Access Management (IAM) At | Y EZ Lambda BB FTENEFT,
HEL2MHEERAIRCEMMIEEHBEETURMNEE  URRHREZRERAENFAT. TE
REEEEAERPFTHTASEH AWS B, AHREEEEBRF T,

BI{E https://console.aws.amazon.com/iam/ BIRX IAM £ &,

2. £ JSON BRImEHRREBMIATHAPERNEE, RHEACHEZMN AWS IRFFHEE
Ao MFFMER , FSEBE JSON R EBLETBUR,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "LambdaCertificateExpiryPolicyl"”,

"Effect": "Allow",

"Action": "logs:CreatelLogGroup",

"Resource": "arn:aws:logs:us-east-1:123456789012:*"
}I
{

"Sid": "LambdaCertificateExpiryPolicy2",
"Effect": "Allow",
"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"
1,
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"Resource": [
"arn:aws:logs:us-east-1:123456789012:10g-group:/aws/lambda/
handle-expiring-certificates:*"
]
},
{
"Sid": "LambdaCertificateExpiryPolicy3",
"Effect": "Allow",
"Action": [
"acm:DescribeCertificate”,
"acm:GetCertificate",
"acm:ListCexrtificates",
"acm:ListTagsFoxCertificate"

1,

"Resource": "*"

"Sid": "LambdaCertificateExpiryPolicy4",
"Effect": "Allow",

"Action": "SNS:Publish",

"Resource": "*"

"Sid": "LambdaCertificateExpiryPolicy5",

"Effect": "Allow",

"Action": [
"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

1,

"Resource": "*"

"Sid": "LambdaCertificateExpiryPolicyé6",
"Effect": "Allow",

"Action": "cloudwatch:ListMetrics",
"Resource": "*"

3. BIIAM A  ITHFTBRERIZA/E. MFEBHEYL IAM SENERBRNEN , F2RA
AWS BRBEVAE (FEE ),
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4. £ https : //https://console.aws.amazon.com/lambda/ FARX AWS Lambda £ &,
5. B Lambda ¥, MEFMER , F2REALAEEEEYT Lambda BB FER TIIZER :

a. 1f Create function (BB ) EME L , 1## Author from scratch ({tSERKRIRE) EIFERKE L
B,

b. 7E Function name (&) WA PIEER®R , 0 "handle-expiring-certificates s
c. 1 Runtime (#1THE) FEHEE Python 3.8,

d. &R Change default execution role (BEFERETAE) , RERIEIE se an existing role (£

e. ¢ Existingrole REAR) BEPEELBREEUNAE,
f. BEERIEH,
g. % Function code (HBREXEE) ETHAUTERLS

# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy
of this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,
modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT
# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION
# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE

# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

import json
import boto3
import os
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from datetime import datetime, timedelta, timezone

utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate

if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
response = handle_single_cert(event, context.invoked_function_arn)
return {

'statusCode': 200,
'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =
cert_client.describe_certificate(CertificateArn=event['resources'][0])
result = 'The following certificate is expiring within ' + str(expiry_days)
+ ' days: + cert_details['Certificate']['DomainName’]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn’]

# this call is publishing to SH
result = result + ' - ' + log_finding_to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
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# setup for security hub
sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{@}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_azrn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
if sh_enabled:
# set up a new findings list
new_findings = []
# add expiring certificate to the new findings list
new_findings.append({
"SchemaVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_arn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [
"Software and Configuration Checks/AWS Config Analysis"
1,
"CreatedAt": event['time'],
"UpdatedAt": event['time'],
"Severity": {
"Original": '89.0',
"Label": 'HIGH'

.
"Title": 'Certificate expiration’,
"Description": 'cert expiry',

'Remediation': {
'Recommendation': {
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'Text': 'A new certificate for ' +
cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration’,

'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
},
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}
1,

'"Compliance': {'Status': 'WARNING'}
b
# push any new findings to security hub
if new_findings:
try:
response =
sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that
here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local = event_region
else:
sh_region_local = os.environ['SECURITY_HUB_REGION']
return sh_region_local
# quick function to trim off right side of a string
def right(value, count):
# To get right part of string, use negative first index in slice.
return value[-count:]

h. 7£ Environment variables GRIZEE ) KT , i#IF Edit ({REE) WBFUEUTEE,
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- (EH) EXPIRY_DAYS

EEEXBRRBHBANMERED UIRAEM). LEBERER 46X, BETNUEEH
HIRIE
« (EH) SNS_TOPIC_ARN

fEE Amazon SNS By ARN., AT I NZETER ARN :
arn:aws:sns:<region>:<account-number>:<topic-name>,

« (#H) SECURITY_HUB_REGION
EETR AWS Security Hub CSPM EEFH . lIRREIEE , ESEAITH Lambda

HBEANES., IRNBEZEERSTHT , EREMERRASBEE-—EHFTH
Security Hub CSPM,

i.  7£ Basic settings (EZZ&E) T , # Timeout (R ) 584 30 ®,
j. FREEMEIERERE Deploy (X&)

TR THRFPNER , URKRERLBERSTR,
BBRTEFBHBHENER

AR F|H , FKPIFEEB Amazon EventBridge 5| R EHE , @ASREINKBHNEEREH—HE—S
FEM, RIFFERE , ACM BXSEHENBEIR 45 AU T RBM RFESIZEH. (HHBAFER ACM
API #5 PutAccountConfiguration #R{E¥ITHET. ) ELSHMEMHBE T 5 BB B ELEE

ACM raises Amazon EventBridge event #
>>>>>>> events

Event matches Amazon EventBridge rule #
Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security
Hub CSPM

1. B3 Lambda I EEFF A, (EFTK - 52K "5EE Lambda HEF IAM A& ).
2. 7 Lambda BRIV RAE SNS £ , ARELHERN ., MBFMEF , FSBEIL Amazon SNS

3. 1E{EETEI#T SNS TERBEBM A, MEHMEN , 552B5TE Amazon SNS £,
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4. E13 Amazon EventBridge 3 BRI fi§2% Lambda BB, MEFHMET , FSRAEV O ESHH
Amazon EventBridge & 8,

BI{E https://console.aws.amazon.com/events/ ¥ A Amazon EventBridge £ &% , EBE
Events () > Rules (R BI) B , ARKIRE Create rule (I A), EE Service Name (BR#
#78). Event Type (B4 ) LUK Lambda function (Lambda B ), 7£ Event Pattern preview
(BHEXEE) mESRT , BEUTERXE .

{
"source": [
"aws.acm"
1,
"detail-type": [
"ACM Certificate Approaching Expiration"
]
}

E4 (#l20 Lambda WA E4) B RTE Show sample event(s) (A REHIEH) KT :

"version": "Q",
"id": "9c95e8e4-96a4-ef3f-b739-b6aa5b193afb",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "123456789012",
"time": "2020-09-30T06:51:08Z",
"region": "us-east-1",
"resources": [
"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b049-
d0a53682fa4b"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "My Awesome Service"
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BEAR

—BATBEELHMIAERTMERE K REEXEBRIEENFIEEN , BT BBEMNAKRWIETE
HER :

- IAM XK AR

 Lambda =

« CloudWatch Events # 8l

- B2 Lambda ME3EHY CloudWatch Logs
- SNS =&

f&BL £ CloudTrail AWS Certificate Manager

AWS Certificate Manager 282 fR#E & AWS CloudTrail , WWRIEIRERERE. AR ACM H#Y
AWS BRIEFTERE 2 B) eV AC 8% . RIRTERR , AWS tRFERKA CloudTrail, CloudTrail 4% ACM HIFR
B API R ASH , BIERE ACM EEANFWUARE ACM AP EEZEHNEXBEWY, MR
RETIEM , BALUE CloudTrail B4 FEIEXE] Amazon S3 #ZETEE | 81 ACM WEH, BIFER
KRERTEBHE , IKARTLUER CloudTraill ERAFNEHE L CHERIERITEH,

AT LARIA CloudTrail Fﬁﬂ&%ﬁ’]ﬁnﬂﬂ@#‘]ﬁ?ﬁ ACM B HIWGER , URBEHB RN IP ik, A&,
BRAEmHAER. MEXMER , FBH (EA CloudTrall EH4E L TEMIREL) hitps:/
docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html, & ACM A E4 %
BENEHEBN , JDTHSHEEHELLHEPHVEMM AWS RBEEH — #2532 #%E CloudTrail 44, &
AR, BENTH AWS lRFHN&EHSH.

AN, AT LARRE H Al AWS IR , LUE— S 5 M FEE CloudTrail BREPFTIENEHE R,
WZE CloudTrail WEEHIEN , B2ETHXH -

« AWS CloudTrail fEA &5,
BB BIE
» CloudTrail X EHRBNES
 §%JE CloudTrail #5 Amazon SNS &4l
- $EZAEZER CloudTrail BRER , LR ZHEIIRSEW CloudTrail HESER

B
« CloudTrail ;28 X #E# ACM API B){E
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o ROERESRIEH API FELY

CloudTrail G5# X &/ ACM API B)E
ACM AT %I APl EN¥EEC8% S CloudTrail B ERETHNEH
B FEARARERNE LS ELERENER., SHEATHH LU FHISE -

- REMERA AWS IREBFERE 5 AWS Identity and Access Management (IAM) £ & & A ERHEH
=R,

- RUEBBERE  REFEATHEACEBMS I FRAENERLZERE.

- BREEHHM AWS RERE

MEFMERN , 2B CloudTrail userldentity ST,

THEEBREEZ API RERVEE S B 5.

- FIBEHKEF/E (AddTagsToCertificate)
+ MIBREE (DeleteCertificate)
« #IRBFE (DescribeCertificate)
H 8% (ExportCertificate)
& (

"

\

7

ABE
« BB (ListCertificates)

« HIHBFEEZER (ListTagsForCertificate)

B R B BRER (RemoveTagsFromCertificate)
72K B (RequestCertificate)

. EFEERES 7B (ResendValidationEmail)
« HEUBHE (GetCertificate)

« B SB®E (SearchCertificates)

ImportCertificate)

S

[ ]
—\\

FigEB R BHE (AddTagsToCertificate)

LAR CloudTrail #8188 RM0 AddTagsToCertificate API By#E R,

{
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"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-04-06T13:53:537",
"eventSource":"acm.amazonaws.com",
"eventName":"AddTagsToCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"tags":[
{
"value":"Alice",
"key":"Admin"

1,
"certificateArn":"arn:aws:acm:us-east-1:123456789012
fedcba98-7654-3210-fedc-ba9876543210"
I
"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

fBR’BRE (DeleteCertificate)

LA CloudTrail 5188 RFAU DeleteCertificate APl BI5E R o
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"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-18T00:00:26Z",

"eventSource":"acm.amazonaws.com",

"eventName":"DeleteCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcbha98-7654-3210-fedc-ba9876543210"

},

"responseElements":null,

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

HIRBFE (DescribeCertificate)

LAF CloudTrail 55188 R 04 DescribeCertificate APl By#E 8,

(@ Note

DescribeCertificate E¥M CloudTrail BT 2B REIEEN ACM BEMEBEEH. &
A LAER £ A AWS Command Line Interface. =X DescribeCertificate API 3R #2418 B & 145
EEA,
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"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-18T00:00: 427",

"eventSource":"acm.amazonaws.com",

"eventName":"DescribeCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcbha98-7654-3210-fedc-ba9876543210"

},

"responseElements":null,

"requestID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventID":"fedcbha98-7654-3210-fedc-ba9876543210",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

[E &/ (ExportCertificate)

LAF CloudTrail €818 R ExportCertificate APl BV R

"Records": [
{
"version":"Q",
"id":"01234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",

"time":"2018-05-24T15:28:117",
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"region":"us-east-1",
"resources":[

1,
"detail":{
"eventVersion":"1.04",
"userIdentity":{
"type":"Root",
"principalld":"123456789012",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I
"eventTime":"2018-05-24T15:28:117",
"eventSource":"acm.amazonaws.com",
"eventName":"ExportCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8 botocore/1.10.4",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"passphrase": "HIDDEN_DUE_TO_SECURITY_REASONS"
},
"responseElements":{
"certificateChain":

"privateKey":"**********"’

"certificate":

————— END CERTIFICATE-----",

"privateKey": "HIDDEN_DUE_TO_SECURITY_REASONS"
.
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"readOnly": false,
"eventType":"AwsApiCall"
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"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"
I

"sessionCredentialFromConsole": "true"

BE A &R (ImportCertificate)

AT & HIFERE CloudTrail HES1E B 528 7 ¥ ACM ImportCertificate API YEZERY LY,

"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
.
"eventTime":"2016-10-04T16:01:30Z7",
"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",
"awsRegion":"ap-southeast-2",
"sourceIPAddress":"54.240.193.129",
"userAgent":"Coral/Netty",
"requestParameters":{
"privateKey":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
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"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":1674,
"capacity":1674,
"address":0
},
"certificateChain":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2105,
"capacity":2105,
"address":0
I
"certificate":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2503,
"capacity":2503,
"address":0

iy

"responseElements": {
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"certificateArn":"arn:aws:acm:ap-
southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"
},
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

HIH B (ListCertificates)

LAF CloudTrail E34I8 RFELY ListCertificates APl BIf5 R o

@ Note

ListCertificates %M CloudTrail BFFE A&~ ACM BFE., BALIER £#48 AWS
Command Line Interface. =X ListCertificates APl #{RBHFE,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-03-18T00:00:43Z7",
"eventSource":"acm.amazonaws.com",
"eventName":"ListCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"maxItems":1000,
"certificateStatuses":[
"ISSUED"

XEN API B 7 1.0 158


https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html

AWS Certificate Manager

ERAEER

},

"responseElements":null,
"requestID":"74c99844-ec9c-11e5-ac34-dlesdfelallb”,
"eventID":"cdfel@51-88aa-4aa3-8c33-a325270bff21",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

5 B AZER (ListTagsForCertificate)

AR CloudTrail €458 /~FEA ListTagsForCertificate APl B #58R

(® Note

ListTagsForCertificate ¥E¥# CloudTrail HFE AT B TER, BULUERAEEA

AWS Command Line Interface} ListTagsForCertificate APl iR Z&EE.,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-04-06T13:30:1172",

"eventSource":"acm.amazonaws.com",

"eventName":"ListTagsForCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
},

>
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"responsekElements":null,
"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",
"eventID":"32181be6-a4a0-48d3-8014-c0d972b5163b",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

HBEBBRER (RemoveTagsFromCertificate)

AR CloudTrail €345 88~ AU RemoveTagsFromCertificate API BI#E 8o

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

+
"eventTime":"2016-04-06T14:10:017",

"eventSource":"acm.amazonaws.com",
"eventName":"RemoveTagsFromCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{

"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"tags":[
{

"value":"Bob",
"key":"Admin"

I,
"responseElements":null,
"requestID":"40ded461-fc@l-11e5-a747-85804766d6c9",
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"eventID":"QOcfal42e-ef74-4b21-9515-47197780c424",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

5K B (RequestCertificate)

AR CloudTrail #5588 /R 04 RequestCertificate API B % R,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-03-18T00:00:49Z",
"eventSource":"acm.amazonaws.com",
"eventName":"RequestCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domainName":"example.com",
"validationMethod": "DNS",
"idempotencyToken":"8186023d89681c3ad5",
"options": {
"export": "ENABLED"
.
"keyAlgorithm": "RSA_2048"
.
"responseElements": {
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
.
"requestID":"77dacef3-ec9c-1le5-ac34-dle4sdfelallb”,
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"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",
"eventType":"AwsApiCall",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"

+
"recipientAccountId":"123456789012"

587 (RevokeCertificate)

T % CloudTrail €458 /RFEAY RevokeCertificate APl B R,

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:Role-Session-Name",

"arn": arn:aws:sts::111122223333:assumed-role/Role-Name/Role-Session-Name",

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"attributes": {
"creationDate": "2016-01-01T19:35:527",
"mfaAuthenticated": "false"

}
}
.
"eventTime":"2016-01-01T21:11:45Z2",
"eventSource": "acm.amazonaws.com",
"eventName": "RevokeCertificate",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
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"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:128.0) Gecko/20100101

Firefox/128.0",
"requestParameters": {
"certificateArn": "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"revocationReason": "UNSPECIFIED"
},
"responseElements": {
"certificateArn": "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
},
"requestID": "@1234567-89ab-cdef-0123-456789abcdef",
"eventID": "01234567-89%9ab-cdef-0123-456789%9abcdef",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"

}I

"sessionCredentialFromConsole": "true"

BEHEIERFEE B4 (ResendValidationEmail)

LA CloudTrail £i45I88 RN ResendValidationEmail APl B%5 8,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

iy
"eventTime":"2016-03-17T23:58:257",
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"eventSource":"acm.amazonaws.com",
"eventName":"ResendValidationEmail",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domain":"example.com",
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"validationDomain":"example.com"
},
"responseElements":null,
"requestID":"23760b88-ec9c-11e5-b6f4-cb861a6f0a28",
"eventID":"41cl1l1b@6-ca9l-4clc-8c6l-af349ea8bab8",
"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

FEEUSFE (GetCertificate)

LAF CloudTrail #6188 RFEAY GetCertificate API FI&E R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-18T00:00:417",

"eventSource":"acm.amazonaws.com",

"eventName":"GetCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",
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"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

iy
"responseElements": {
"certificateChain":

I
"requestID":"744dd891-ec9c-11e5-ac34-dle4sdfelallb”,
"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

S BE (SearchCertificates)

T % CloudTrail €458 /RFEAY SearchCertificates APl FI#E R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

+
"eventTime":"2016-04-06T13:53:537",

"eventSource":"acm.amazonaws.com",
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"eventName":"SearchCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"readOnly":true,
"requestParameters":{
"maxResults":10,
"sortBy":"CREATED_AT",
"sortOrdexr":"DESCENDING"
I
"responsekElements":null,
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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LT EHFERE A Alice B9 IAM A E I CreateLoadBalancer B, EHTEHENEEBA

TestLinuxDefault , MEEEX2MEH ACM BERIL,

"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-01-01T21:10:36Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"CreatelLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"
1,
"loadBalancerName":"LinuxTest",
"listeners":[
{
"sSLCertificateId":"arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",
"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",
"instancePort":80

},
"responseElements":{

"dNSName" : "LinuxTest-1234567890.us-east-1.elb.amazonaws.com"
I
"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5be63f7",
"eventType":"AwsApiCall",
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"recipientAccountId":"111122223333"

ZEiBE B FHEES5EM Amazon EC2 #1T1EEE

B I8 S E AR XM 21 Amazon Elastic Compute Cloud (Amazon EC2) #1788 L

R, BETHEFNLETHZHTER., ETLEIR Elastic Load Balancing E# & AWS
Command Line Interface5E M. T 5l €518 R &% AWS RF 123456789012 £ & & LinuxTest
RegisterInstancesWithLoadBalancer WA &I/ ,

"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/AlLice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName" :"Alice",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:52Z2"

},

"invokedBy":"signin.amazonaws.com"
},
"eventTime":"2016-01-01T21:11:45272",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"loadBalancerName":"LinuxTest",

"instances":[

{
"instanceId":"i-c67f4e78"

1,
"responseElements":{
"instances": [
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{
"instanceId":"i-c67f4e78"

},
"requestID":"438b07dc-b@cc-11e5-8afb-cda7ba®20551",
"eventID":"9f284cab-cbe5-42al1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

MERE TR
UTEHITRMEFMEER (B2 ACM BEMEAN) A Encrypt FM,

"Records": [
{

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"acm"

I

"eventTime":"2016-01-05T18:36:297",

"eventSource":"kms.amazonaws.com",

"eventName":"Encrypt",

"awsRegion":"us-east-1",

"sourceIPAddress":"AWS Internal",

"userAgent":"aws-internal",

"requestParameters":{

& _2E AWSRHEIT,

"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",

"encryptionContext":{
"aws:acm:arn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

}
},
"responseElements":null,
"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",
"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",
"readOnly":true,
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"resources":[
{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/87654321-4321-4321-4321-210987654321",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

BENETR

UTEHEREZLEER (52 ACM BEEEAE) 8 Decrypt Y, BESE AT AWS
EMKETZEHR AWS,

"eventVersion":"1.03",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AIDACKCEVSQ6C2EXAMPLE:1aba@dc8b3a728d6998c234a99178eff",
"arn":"arn:aws:sts::111122223333:assumed-role/
DecryptACMCertificate/1aba@dc8b3a728d6998c234a99178eff",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T21:13:28Z"
.
"sessionIssuer":{
"type":"Role",
"principallId":"APKAEIBAERJR2EXAMPLE",
"arn":"arn:aws:iam::111122223333:ro0le/DecryptACMCertificate",
"accountId":"111122223333",
"userName":"DecryptACMCertificate"

I,
"eventTime":"2016-01-01T21:13:2872",
"eventSource":"kms.amazonaws.com",

, BRW
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"eventName":"Decrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext": {
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/LinuxTest",
"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"
}
.

"responseElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",
"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,

"resources":[

{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"

]I

"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

T #EH1 CloudWatch 1§
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package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
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import java.nio.file.Files;
import java.nio.file.Paths;

import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.regions.Regions;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;
import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
/**
* This sample demonstrates how to use the ImportCertificate function in the AWS
Certificate Manager
* service.
*
* Input parameters:
ks Accesskey - AWS access key
ik SecretKey - AWS secret key
& CertificateArn - Use to reimport a certificate (not included in this example).
* region - AWS region
& Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem
ks CertificateChain - The certificate chain, not including the end-entity
certificate.
ks PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
*/
public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {
String accessKey = "";

String secretKey = "";

String certificateArn = null;

Regions region = Regions.DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))
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.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);

AwWSCertificateManager client =
AwWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));
return StandardCharsets.UTF_8.encode(fileContent);

}

il B /5 =5

AT €852 A Al i A DeleteCertificate B®l, MRMLN , FHBEERZES {].

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DeleteCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameter:

*

*

*/

CertificateArn - The ARN of the certificate to delete.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();

DeleteCertificate WA 1.0 176



AWS Certificate Manager

ERAEER

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Delete the specified certificate.

DeleteCertificateResult result null;

try {
result

client.deleteCertificate(req);

}

catch (InvalidArnException ex)

{

throw ex;

}

catch (ResourceInUseException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

// Display the result.
System.out.println(result);

IR B R
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packag
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import
import

€ Ccom.amazonaws. samples;

.amazonaws.services.certificatemanager

services.certificatemanager
.certificatemanager

services.

.amazonaws.

.amazonaws.services

.amazonaws. certificatemanager

com.amazonaws.

com.amazonaws.

com.amazonaws.auth.AWSCredentials;

com.amazonaws.regions.Regions;

.AWSCertificateManagerClientBuilder;
.AWSCertificateManager;
.model.DescribeCertificateRequest;
.model.DescribeCertificateResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DescribeCertificate function in the AWS
Certificate
* Manager service.

*

* Input parameter:

CertificateArn - The ARN of the certificate to be described.

* Qutput parameter:

*

*/

Certificate information

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
DescribeCertificateRequest req = new DescribeCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;

try{
result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

MRKY , EREHEBTIECUATARNER,

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0Qa,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
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tus:

ISSUED,

NotBefore: ThuOct®510: 14: 32PDT2017,

NotAfter:

SunOct0310: 14: 32PDT2027,

KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,

InUseBy:
Type:

LA &35 51 88 an{a] 55 F ExportCertificate B8, WEREZEHILE BRREREME (CA) BITHWAEERE
(B PKCS #8 1), (ERLERBEEHACMEERIEL K HAUEEHLAERHE, ) tEELE
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L1,

IMPORTED,

package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;
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import
import

import
import
import

import
import
import
import
import

com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.

java
java
java

java.

java

amazonaws.
amazonaws.
amazonaws.
.regions.Regions;

amazonaws

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;

services

services

services.
services.
services.

.certificatemanager.
services.

.certificatemanager.
services.

.io.FileNotFoundException;
.i0.I0Exception;
.io0.RandomAccessFile;

nio.ByteBuffer;

.nio.channels.FileChannel;

certificatemanager.

certificatemanager.

certificatemanager.
certificatemanager.
certificatemanager.

AWSCertificateManagerClientBuilder;

AWSCertificateManager;

model.ExportCertificateRequest;
model.ExportCertificateResult;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;
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public class ExportCertificate {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.

try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "1");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create a channel to map the file.
FileChannel channel_passphrase = file_passphrase.getChannel();
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// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, O,
channel_passphrase.size());

// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {
result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch (InvalidTagException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}
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// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.
String certificate = result.getCertificate();
System.out.println(certificate);

String certificate_chain = result.getCertificateChain();
System.out.println(certificate_chain);

// This example retrieves but does not display the private
String private_key = result.getPrivateKey();

1R U 7Y N R R
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* This sample demonstrates how to use the GetCertificate function in the AWS
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com.amazonaws.services.certificatemanager.model.GetCertificateRequest;
com.amazonaws.services.certificatemanager.model.GetCertificateResult;
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* Qutput parameters:
& Certificate - A base64-encoded certificate in PEM format.

& CertificateChain - The base64-encoded certificate chain in PEM format.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.
// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;
long totalTimeout = 1200001;
long timeSlept = 01;
long sleepInterval = 100001;
while (result == null && timeSlept < totalTimeout) {

try {

result = client.getCertificate(req);
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}
catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);

}
catch (ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleepInterval;

// Display the certificate information.
System.out.println(result);

LiREHEE I BN TE@E L.

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate

PN
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
import com.amazonaws.services.certificatemanager.model.LimitExceededException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

import java.io.FileNotFoundException;

import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;
import java.nio.channels.FileChannel;

/**
* This sample demonstrates how to use the ImportCertificate function in the AWS
Certificate Manager
* service.
*
* Input parameters:
ik Certificate - PEM file that contains the certificate to import.
& CertificateArn - Use to reimport a certificate (not included in this example).
& CertificateChain - The certificate chain, not including the end-entity
certificate.
ik PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
7
public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException(
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"Cannot load the credentials from file.", ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate = null;
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem”, "r");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "x");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "x");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.

FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();

FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {
buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY, O,
channel_certificate.size());

ImportCertificate WA 1.0 187



AWS Certificate Manager EREEmR

buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,
channel_chain.size());

buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.
channel_certificate.close();
channel_chain.close();

channel_key.close();
file_certificate.close();
file_chain.close();

file_key.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();
req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {

result = client.importCertificate(req);

}
catch(LimitExceededException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();

// Retrieve and display the certificate ARN.
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String arn = result.getCertificateArn();

System.out.println(axn);

AT € HIER B anfaI6E A ListCertificates BIEH

package com.amazonaws.samples;

import
import
import
import

import
import
import
import

import

import
import

/**

* This sample demonstrates how to use the ListCertificates function in the AWS

com.
com.
com.
com.

com.
com.
com.
com.

com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws

amazonaws

services.
.certificatemanager
services.

services

services.

certificatemanager

certificatemanager
certificatemanager

.AWSCertificateManagerClientBuilder;

.AwWSCertificateManager;
.model.ListCertificatesRequest;
.model.ListCertificatesResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

.auth.AWSCredentials;
amazonaws.

regions.Regions;

java.util.Arrays;
java.util.List;

Certificate

* Manager service.

*

* Input parameters:
ks CertificateStatuses - An array of strings that contains the statuses to use for

filtering.

.AmazonClientException;

& MaxItems - The maximum number of certificates to return in the response.
& NextToken - Use when paginating results.

*

* Qutput parameters:
CertificateSummarylList - A list of certificates.
& NextToken - Use to show additional results when paginating a truncated list.

*

*/

ListCertificates
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public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
System.out.println(result);
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LiREHlEE T | TR .

CertificateSummaryList: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.examplel.com
b
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example2.com

},
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example3.com

]

BBE

LA IR EA tn{aE F RenewCertificate N8, WEREBSBENHLERIREME (CA) BITXFEH
ExportCertificate BRBEHAFERE. Bal , WEHBREFBVELNILEERR. EEM/£H ACM EW
BH AWS FAE CA BE , BXAALERT ACM R, MEFMENR , FSEERERENGT
A% ACM,

package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.RenewCertificateRequest;
import com.amazonaws.services.certificatemanager.model.RenewCertificateResult;
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import
import
import

import
import
import
import
import

public

pub

Windo

ex);

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
com.amazonaws.services.certificatemanager.model.ValidationException;

java.io.FileNotFoundException;
java.io.IOException;
java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

class RenewCertificate {
lic static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
WS
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Renew the certificate.
RenewCertificateResult result = null;
try {

result = client.renewCertificate(req);
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}

catch(InvalidArnException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

}

catch (ValidationException ex)

{

throw ex;

// Display the result.
System.out.println(result);

I HBRR

LA €54552 B8 a4l £ A ListTagsForCertificate BIE,

package com.amazonaws.samples;

import
import
import
import

import
import
import

import
import
import
import

/**

* This sample demonstrates how to use the ListTagsForCertificate

com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

Certificate

services.
services.
services.
services.

services

certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

.certificatemanager.

services.certificatemanager.

AmazonClientException;

auth.AWSCredentials;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;

model.InvalidArnException;
model .ResourceNotFoundException;

AWSCertificateManagerClientBuilder;
AwSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;

function in the AWS

ListTagsForCertificate
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* Manager service.
*
* Input parameter:

& CertificateArn - The ARN of the certificate whose tags you want to list.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;
try {

result = client.listTagsForCertificate(req);

}

catch(InvalidArnException ex) {
throw ex;

}

catch(ResourceNotFoundException ex) {
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throw ex;

// Display the result.
System.out.println(result);

LiREHEE I BN TRE@E L.

{Tags:

[{Key: Purpose,Value: Test}, {Key: Short_Name,Value: My_Cert}]}

REBREBRER

LA 25451532 BA a4l £ Al RemoveTagsFromCertificate BIE,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.
import com.amazonaws.services.certificatemanager.

import

com.amazonaws.services.certificatemanager.model.
.certificatemanager.
services.

import com.
import com.

import
import
import
import

import
import
import
import

import

/**

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services

services.
services.
services.

certificatemanager.

certificatemanager.
certificatemanager.
certificatemanager.
.AmazonClientException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;

RemoveTagsFromCertificateRequest;
model.RemoveTagsFromCertificateResult;
model.Tag;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

java.util.Arraylist;

* This sample demonstrates how to use the RemoveTagsFromCertificate function in the
AWS Certificate
* Manager service.

RemoveTagsFromCertificate
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*

* Input parameters:

*

CertificateArn - The ARN of the certificate from which you want to remove one

more tags.

*

*

*/

Tags - A collection of key-value pairs that specify which tags to remove.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

or

n
’

RemoveTagsFromCertificate
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// Create a request object.
RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setTags(tags);

// Create a result object.
RemoveTagsFromCertificateResult result = null;

result = client.removeTagsFromCertificate(req);

catch(InvalidArnException ex)

catch(InvalidTagException ex)

catch(ResourceNotFoundException ex)

try {
}
{

throw ex;
}
{

throw ex;
}
{

throw ex;
}

// Display the

result.

System.out.println(result);

}
}
S S E S
B R B R

LU #3557 8A ana] 5E Ff RequestCertificate BRI,

package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.
com.amazonaws.
com.amazonaws.
com.amazonaws.

services

services.
services.
services.

.certificatemanager.AWSCertificateManagerClientBuilder;

certificatemanager.AWSCertificateManager;
certificatemanager.model.RequestCertificateRequest;
certificatemanager.model.RequestCertificateResult;

com.amazonaws.services.certificatemanager.model.InvalidDomainValidationOptionsException;

RequestCertificate
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import com.amazonaws.services.certificatemanager.model.LimitExceededException;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RequestCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameters:

*

*

*

*

DomainName - FQDN of your site.

DomainValidationOptions - Domain name for email validation.

IdempotencyToken - Distinguishes between calls to RequestCertificate.
SubjectAlternativeNames - Additional FQDNs for the subject alternative names

extension.

*

* Qutput parameter:

*

*

*/

Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}

catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.
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AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify a SAN.
ArraylList<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Ag25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

try {
result = client.requestCertificate(req);

}
catch(InvalidDomainValidationOptionsException ex)
{
throw ex;
}
catch(LimitExceededException ex)
{
throw ex;
}

// Display the ARN.
System.out.println(result);

LiREHlEE RN T A

{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}
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package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.services.certificatemanager.model.
certificatemanager.
certificatemanager.
certificatemanager.

import
import
import
import

import
import
import
import

/**

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.

services

services.
services.
services.

services.
services.
services.

.certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

AmazonClientException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ResendValidationEmailRequest;
model.ResendValidationEmailResult;

InvalidDomainValidationOptionsException;
model .ResourceNotFoundException;
model.InvalidStateException;
model.InvalidArnException;

.auth.profile.ProfileCredentialsProvider;

auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the AWS
Certificate
* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.
& Domain - FQDN in the certificate request.
& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials =

null;

ResendValidationEmail
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ex);

try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}
catch (InvalidDomainValidationOptionsException ex)
{
throw ex;
}

n
’

ResendValidationEmail
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// Display the result.
System.out.println(result.toString());

BHRIETBHIBEREES,

T %I Java €6 RE A SearchCertificates BIE,

package com.amazonaws.samples;

import
import
import
import
import
import
import

import
import
import
import

import

/**

com.
com.
com.
com.
com.
com.
com.

com.
com.
com.
com.

com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

services.
services.
services.
services.

services

services.

certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.
.certificatemanager.
services.certificatemanager.

certificatemanager.

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.SearchCertificatesRequest;
model.SearchCertificatesResponse;
model.CertificateFilterStatement;
model.CertificateFilter;

model .AcmCertificateMetadataFilter;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

AmazonClientException;

* This sample demonstrates how to use the SearchCertificates function in the AWS
Certificate
* Manager service.

*

* Input parameters:
ik FilterStatement - Optional filter to narrow search results.

& MaxResults - The maximum number of certificates to return in the response.
& NextToken - Use when paginating results.

& SortBy - The field to sort results by (default:

CREATED_AT).

& SortOrder - The sort order (default: ASCENDING).

* Qutput parameters:

& Results - A list of certificate search results.

SearchCertificates
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ks NextToken - Use to show additional results when paginating a truncated list.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.
SearchCertificatesRequest req = new SearchCertificatesRequest();
req.setMaxResults(10);

// Optional: Filter by certificate status
CertificateFilterStatement filter = CertificateFilterStatement.builder()
.withFilter(CertificateFilter.builder()

.withAcmCertificateMetadataFilter(AcmCertificateMetadataFilter.buildex()
.withStatus("ISSUED")
.build())
.build())
.build();
req.setFilterStatement(filter);

// Search for certificates.
SearchCertificatesResponse result = null;
try {
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result = client.searchCertificates(req);
}

catch (Exception ex)

{

throw ex;

// Display the certificate list.
System.out.println(result);

LiREHIEE T BT A

Results: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
X509Attributes: {
Issuer: {

CommonName: Example CA,

Country: US,

Organization: Example Corp

},
Subject: {

CommonName: www.examplel.com
b

ExtendedKeyUsages: [TLS_WEB_SERVER_AUTHENTICATION,
TLS_WEB_CLIENT_AUTHENTICATION],
KeyAlgorithm: RSA_2048,
KeyUsages: [DIGITAL_SIGNATURE, KEY_ENCIPHERMENT],
SerialNumber: serial_number,
NotAfter: 2025-02-14T23:59:59+00:00,
NotBefore: 2024-01-15T00:00:00+00:00
1,
CertificateMetadata: {
AcmCertificateMetadata: {
CreatedAt: 2024-01-15T12:00:00+00:00,
IssuedAt: 2024-01-15T12:05:00+00:00,
Exported: false,
InUse: true,
RenewalEligibility: ELIGIBLE,
Status: ISSUED,
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Type: AMAZON_ISSUED,
ValidationMethod: DNS

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789013,
X509Attributes: {
Issuer: {
CommonName: Example CA,
Country: US,
Organization: Example Corp

I
Subject: {

CommonName: www.example2.com
},

ExtendedKeyUsages: [TLS_WEB_SERVER_AUTHENTICATION],
KeyAlgorithm: EC_prime256vl,
KeyUsages: [DIGITAL_SIGNATURE],
SerialNumber: serial_number,
NotAfter: 2026-06-30T23:59:59+00:00,
NotBefore: 2025-01-01T00:00:00+00:00
I
CertificateMetadata: {
AcmCertificateMetadata: {
CreatedAt: 2025-01-01T10:00:00+00:00,
ImportedAt: 2025-01-01T10:00:00+00:00,
Exported: false,
InUse: false,
RenewalEligibility: INELIGIBLE,
Status: ISSUED,
Type: IMPORTED

3]
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# WREBEETHEZ BN AWS Certificate Manager

MRS IEEH AWS Certificate ManagerBF22IREIE |, F2EUTEE,

® Note
MREGERHHRERINENRE , BRAIEEH AWS HEH Do

ES |

- HBEFERETHED
HBEBEETHREDE
HZEBRRBENETRED
HUBE ROl ELfth B

BRIEHI SR

HRBFRETHELDE

MREHEER ACM BREBEIME , BSMTIITE,
e

. BRERBE

. BRBERAH

¥ ACM BENBRNREEE 72 MERBERRE , ZFREGRE. EEFENER , FHEKE
2R, SREBENGHE , R—THREUGHR , #1EF Actions (B11F) , REIEIE Delete (MBR), A%
#12 Actions (E11F) M Request a certificate (FERBFE) LEHBK. WEFMEN , FSH AWS
Certificate Manager DNS B3 3% AWS Certificate Manager E 7 B4 8RE . RPIEBREE|TEER
DNS E& &,
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SEE Sy =
BEaa KK

WMRER ACM BRKXHK , MAKRSEITIEP—BEHERAS  FREEBNTRRBE[E, BEBEE
MREXABNBERR - BEFRBER | BHHER.

- HERFAR  REWANBHEA
e FEHMERE

- SERRAE BB HEE

- SERRAE . Hit

SRERAE | R B A A AVEE A

BEFRBIRFZETETHMHRE B2 ACM HTIARBRIFRIN — AN ERBEBHNE T
B, FEFIELREE  ARTUTEFR—RRE

. REANMHACRERTENETHE, SBHANEBARSAEEBAETRERTE (MX 1
#), ACM BT B AMRET METKEENRBE T BI-EEEITE,

REZHIANER - BEEBERAEELBEE ; EFEEEARATEMETE. EEBER  FRF
HYBRE o

mENARARKEIZRE ACM WBIEERFEE FE4NFFHEENR , 528 "AWS Certificate Manager
EFEARE R TAKIBIEFEN, o WRBERBELSBHITIEEBEUE No Available
Contacts (A BB A) AR |, FBSLIERERGE AWS |, MERMITAEITRAE,

RS FEHMRE

ACM FEHMEARBELBREFER. WRENBEHEEE Alexa 51 1000 B , FEMmRPZHETE R
REERANER. ATRHUHLES  FEAXEFOBE B, MRERIAEXESLSR , BHE ACMH
B P IRAEFTRYRI SR £

(® Note

LA Amazon MEEMVRE B AR ERE |, HluiERE A amazonaws.com, cloudfront.net 3§
elasticbeanstalk.com B #B1E B,
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RRAE BRI LABESE

BEBERPH—ERZERIEBEY. BE , ERAABRINWRAEEBTRERNIEERSE,
AREHBRERE K FARNEEXAMBRINVEMAPFHERIERF , XREFBRPWAEREEBE
AREXRMERERE, flm , B&E+LA R ACM B , example.invalidpublicdomain® 4
Finvalidpublicdomainy TREMNWEEME. NREEERIINLABER , FBHEZED L. NRE
REZERR , BB ACM R mIEFRRMIMIVFRER,

$HERAAE  Hitt

BE  EREBRPN—ERZERIEBEROAERE  FERERRY. BXERABRER A BAF
BERMBRPNEMHAEBRNERNF. MREEBEBRILRBAE , FEAZEDOBE &,
MRERBEXERE , FFHE ACM Gl wIEP RV REE,

HBRRBETHEZEH

MR ACM FRFEFKRMAES Pending validation ((FERH) , R AREESFEHTEHE. WREE
REBRBHFEESFEHARE  ILIREARRMSENESRIETFBHAS, ELASCEEEME
RBENEREFEMibut, MFEFMER , FSBAWS Certificate Manager EF B 5E. MR
I&IRIZ DNS B R | RIXZERS ACM AEEMH CNAME 282 B A DNS BRIE, MEFMEN , F2
BIAWS Certificate Manager DNS E# &%

/A Important
BLARTFEHCHANRFHBIERTEENSERAEE. URBSFSTEHRE , Fal
IZMANREETHHALR. ERBRE , FSE "REREBEE T, o MREE DNS
B, Al ARSEMEEM — @ CNAME i,

® Note

N B ACM BRE ] LA R EEE S| Nitro Enclave B Amazon EC2 #1/T{E RS £, EtAILIE
HABRBE , AMEEET Amazon EC2 #{TERR LEA. WFE THNAEREREZE Nitro
Enclave B Amazon EC2 #|1T{E 8 LR E & Web RIR:S , BSEHEFE . £ Amazon
Linux 2 %8 LAMP Web {7 IRES SR RIE | £ Amazon Linux AMI Z & LAMP Web {d]

PR
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ERAEER

HBREMER DNS B , M2 E FEARE.
MREEFRE[E  F2RTIEE,
ES |

« $¥ DNS B RIEET R B HER

- SIHEFEAREREETRHEIE

- WEERE HTTP B A&

#¥ DNS 58578 B E 1T 58 S HE AR

MREEEMER DNS RERRE , F2RTIEESH,

DNS REHIENE—SREAWNT TERBEMEEN B AR

 dig - Linux, Windows

* nslookup - Linux, Windows

FE

- DNS {HFERGEE {5 A IR AR

- DNS HEMFIENEREE DS

» GoDaddy EHY DNS BE&F¥ KB

« ACM =& KRER "1 Route 53 FE Gk, R
« FA (FEE) #8358 L 19 Route 53 BT % &

- BB, BRITREILK

« VPN EH DNS Al iR28ERE K

DNS R 22 1 F A KAR

WMREH DNS ftFEmEEEIE7E CNAME EF EAFIEKLR |

BT LA ACM RUMEPBIRIKIR | W E

AREEGHEREBMEE, H0 , CNAME B _x2.acm-validations.aws ATAEE A x2.acm-

validations.aws AAREBZEAIR, T , CNAME BB 84 E—2EEKRE.

BT AR T RA R R AV E—ERREEE.
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https://linux.die.net/man/1/dig
https://help.dyn.com/how-to-use-binds-dig-tool/
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28 E=Fi] Value

_<random value>.ex CNAME _<random value>.acm-validat
ample.com. ions.aws.

_<random value>.ex CNAME <random value>.acm-validat
ample.com. ions.aws.

DNS #EE BN FHERE R I
R DNS #IERTRRR S AKATIRAA CNAME EMEEEQE. Rit , BTHEINESERER.

a0, T<random_value>.acm-validations.aws. &4 , M "<random_value>.acm-
validations.aws. #W#EZ,

GoDaddy LHJ DNS & 7% & BX

BRIEEME N ACM REHY CNAME B , ZRIFEA Godaddy FHE 2= sk E5E M2 M1 DNS B AJse
KM, EHL example.com MAMEERE , BHAY CNAME RBEREEFTHER !

NAME: _ho9hv39800vb3examplew3vnewoib3u.example.com. VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

B EE "2 MUBREREN Apex i (2IE Q) , FILE I HE GoDaddy AR CNAME &2
8 , WA -

NAME: _ho9hv39800vb3examplew3vnewoib3u VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

ACM EI=AKFETR "1£ Route 53 FE 508%, kiR

R REE Amazon Route 53 A DNS £ f&Em , AWS Certificate Manager AT A BE#ZEEHE , LA
BELNNEEEEE., TREERT  ELFEEATEAMNE Route 53 HEV ok iRilis | ikt
AREEEEA . MRBEEERR , FRET I TENER,

- BT R Route 53 A& H DNS #FEM,

- WATRMIREZEA ACM 1 Route 53,

« B E{H7E Route 53 ST E BB PE MY 2 IAM FF ],
- BRAIACREIBREE,
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- MEEELFEEL,

B (NMEE) #E LA Route 53 BrE XM

£ DNS ERF5HiE , ACM SELNFEEEIHFES CNAME, MREKFTE , AIRKSE 72 NEERR
B, BARAEA Validation timed out (BRFEREF), BMECATRFEAEILERIEMN DNS ic#k , 28
Amazon VPC FAEEEEREHFMER. FAH PKI FHAZSEERE , UREREERR.,

AWS &iEif AWS B CARBIRHAARTZEEMANRE,
BRERY , BRITREOIRHK

WMRBERITAMAB R "HERF, (BIEDNS REREN) , BRERTRAEBERERERE
(CAA) FRERESH, MFEFMEN , F2HE(EM) E CAA fLi%o

VPN &Y DNS R8s 538 K B

WMREE VPN £33 DNS fAfR=s , B ACM EZERFTRE , FREXABRBREILEEFN. €A
ACM DNS BB AR BRBITHEEB L ERKRERBEMBEHE,

ST E T BT AR B R T R B R AR
NREEEEATTBERTBRO , FSHTIE .

ES- |

- REFBMFTETHHA

- EFBARFENAXA MG EEBE
- BEEURS DNS B

AR ETEH

EEE ACMBEREBENEEZEETBHHRIEN  BERBEFBEA4SELILEERNER b, WE
FHHMERN , B2 BAWS Certificate Manager & FE4 5, NREBEBEWRFE FEHFBTIREE
EREUTER,

SHRETEHMHNNE

ACM EXRBEFHAARBEELFRNAEERE. MRERERAEZETEBELETH
f, B R EBRAEMARERE. RO EMbIZINERFESSRERN  IE @ 2
BREEFEBHURE. Fla , WRER example.com EEA WERFEME , AlTsEgl
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admin@example.com B E F B subdomain.example.com . ¥ ACM XA FER (F#E CLI
AP EE) WEFEAHIDEE |, HECEXEARSKREBEFEY. TEEFFE  FEE
&4 Validation not complete (883 AR5TAK) WA RPE—TREZBENE R,

EFEH RSN EH

BEENURBHERRPRERTREE T M4,
GMail BBy % HIERE 7 B4

MREFEABNR GMail , BEEFEM4ARCH BB D BRSEHRANCEHEAERRER D,
Biig ST & A0

MREMBIRIESH R  BMRABRIBIRIEFEM |, FEH B DOYBVRG, W
RIERBXEWR , FE ACM B FRIE FIREEF LS,

EFHRINRAAEABFERR

BENF—EEFBAREFREBBLERAFENRZRNBRBENVFERT, EXF ACM FXRH
L HBRNE R,

HEAYIRAS DNS B

EREFBAREEURE R , CEAVRSERN DNS ETHE. HEMEM DNS BFE , FlRE
&, ARBREMMEA DNS BmERNHBRE.

W E HTTP B ERE
MBI HTTP REBREHEZIME , HSM T3,
HTTP RN — 5 A TH TEREMEN B AR -

« curl — Linux 1 Windows

« wget — Linux # Windows

£

« RedirectFrom H RedirectTo & < B AR T BT
« CloudFront 88T IE#E

« HTTP EffiE @M=

- BRFERAEF
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RedirectFrom F1 RedirectTo & 2 BN AA TS

fiRRedirectFromU BRI AERedirectToOEN R AT , AlRFRE XA MRBE+TE
BRI REEHERE,

CloudFront #A & I[E#E

FATEEIRRY CloudFront 2 C EREERERRUBEAR. BRERKARBNITARERSIER , UK
PHREEHE,

HTTP E#E [ RRE

MREEREHREQMFERRHEAR , FRET IS REEENERE,

r

REEHEOERE

1. #H® RedirectFrom URL A& HBLEI RIS A sttt 51,
2. EFHBIERRSIERF , Bk RedirectTo URL,

3. HEME URLsHRAZA , UEREMTLMER.

4. WEREHEM@ERE 302 RER.

BRI A
MRRAEFRMNSEHEEANELER , HTTP RETESRE, SEHRIEAFLETRYLR  FE

BETISER,
EEHRIREETREL R
1. BT TIED-—HRpEWLEEGEESERE

a. BRMACM XA THRAEEBRFMAEAER. SHELASERIFNHMT,
b. Y DescribeCertificate API #/ELURR B 4815 0 B = AR &E,
2. HASAESERE A6 FEZIREBFAS REABRERZE.

HREREBVETHEDH

ACM 7 ACM BREH I EXBBEN , £EEJTEMNEHE, NREE PNZEREEN
AWS Certificate Manager fWiHEREIRE , 2B T 5 E£RE,
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w8 B RERE

MAFETHHRE , ACM F AT L A BBV EHNBE -

- BRI LEEE ACM BEH AWS RIEERIE, MFEEE ACM XENERNEN , F28 =
ACM E &S IRTE .

- BREFEHARFBHERE , ACM X EREBREHI L2 SERENEESE FE Mt REHEE
18, RIFBERNE FEH U EF M AWS Certificate Manager & FE 45 FHE .,

- ¥ DNS BEWN/RE , BHTESHN DNS BT S E#H CNAME 528 , & AWS Certificate
Manager DNS B& &% FRFTR,

- HRAHTTP REWEE , FHREELNWENE @ M PTRETEREAWS Certificate Manager HTTP
B,

TEREEVREEARK

MR BREN&BH (DNS & 45 X , EMAIL & 45 X |, Private 5 60 X ) , ACM 8 EM&ERFMTK
ERBOER, SURLARIITESREYEN. NFHEER , F2RTNZEBEEN AWS

Certificate Manager,

RETHBABRECBENZIERREY

ACM BRENBRHR 198 X, BN BIRFTERIREAEHNTHE. ACM SHEIBHAT 45 R KBAEN
BAEEE R@EARBMNE FE i, BAILSMEREEE TR - TOETRONER, BRI
B HEE® , ACM 2%TERMERE ARN NEKER.

EZREAE FEARFEREBIES , THRNMERBIBLEAEIEER PENDING_VALIDATION AREE | S0 &t
HELEEEEHTRERER.

#€ DNS R« BENZ ERFRELN

ACM T2 EHEIE DNS RERVBFREIT TLS BE., MR ACM EEKEZIZER DNS BB BEE
%, BN REEZ DNS AEHH CNAME Fes B RS %M, MRBLEERENL , ACM EEA
B REEEBBENERE.

/A Important
AR EFER CNAME REE AL DNS ERE, BESXFSHEWHEEETME,
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ERAEER

R

P4\

AL ACM E#2

ETRFALSHEBRREBEIER A SHEWEHN CNAME

Aok, MFFMEER

EZETE. ZEHE CNAME 2% , 1A BATE ACM API R DescribeCertificate YE%¥ , SR1E
ACM CLI #f/ describe-certificate tp 7. MEFFMER , BB BAWS Certificate Manager DNS &&

=

o
« < Viewing1to3of 3certificates > »
Name ~ Domain name ~ Additional names Status ~ Type ~ Inuse? = Renewal eligibility ~
» amzn1.example.biz Issued Amazon Issued No Ineligible
» amzn2.example.biz Validation timed out Amazon Issued No Ineligible
I - amzn3.example.biz Issued Amazon Issued No Ineligible I
Status
Status Issued
Detailed status The certificate was issued at 2018-03-22T22:42:12UTC
Domain Validation status

amzn3.example.biz

3, Export DNS configuration toafile  You can export all of the CNAME records to a file

Details
Type Amazon Issued
Inuse? No
Domain name amzn3.example.biz
Number of additional names 0
Identifier 1faedec-6db6-4d3d-967a-eec5e53ecdds
Serial number 0e:10:30:f3:1c:b4:1e:b7:54:bb:f3:99:62:5b:7f:fb
Tags
Edit
Name

==/,

ARRERAEZEBRERRE

Success

Requested at 2018-03-22T22:38:52UTC
Issued at 2018-03-22T22:42:12UTC
Not before 2018-03-22T00:00:00UTC
Not after 2018-04-22T12:00:00UTC
Public key info RSA 2048-bit
Signature algorithm SHA256WITHRSA
ARN arn:aws:acm:us-

west-2:140948901414:certificate/1faedec1-6db6-4d3d-967a-

eec5e53ecdds
Validation state None

& < Viewing1to3of 3certificates »

& DNS B2 BRMNZ

EREEN
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https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html

AWS Certificate Manager EREEmR

Amazon

v amzn3.example.biz Issued No Ineligible
Issued

Status
Status Issued
Detailed status The certificate was issued at
2018-03-22T22:42:12UTC
Domain Validation status

Eamzn:’a.example.biz Success

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on
your DNS service Provider. Learn more.

Name Type Value
_dc8d107e33e2a83816bb6a2a395a5¢cf5d.amzn.ex CNAME _dadbc0aaa5530cf8b0964967cf1d4edB.acm-
ample.biz. validations.aws.

Note: Changing the DNS configuration allows ACM to issue certificates for this domain name for as long as the DNS record exists.
You can revoke permission at any time by removing the record. Learn more.

Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn

more.

. Export DNS configuration to a file You can export all of the CNAME records to a file

EHBERE  UBHEEM CNAME EiH.
MBEEBEDEE , BBHEZER D,

HTTP R RENZERFEN

ACM EERHBIEN HTTP BRBHEE. MBEQOXR , THELRA HTTP BRERSREME, £
EERT . ACM REAMLEREEL & B-W.

/A Important
B BERRedirectFromY BEMN AR ERE P EEMBERedirect To N BN AR A

BALVE ACM X AFBEREBREREMEEER , USRAEMN HTTP BREFEF. B aER ACM
API F1# DescribeCertificate #4#E8, ACM CLI 1 #J describe-certificate a8 REEEULE . MEEM
B , 552BAWS Certificate Manager HTTP 8%,
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MREEDAFE , FBBHEZET D,
i3 ol

Y2 EBEEL AWS Certificate Manager RIFRFHNEF, ERTTRTISREZEG/RLE. BE
ACM BEHHWAIEMESEEER , ACM RUSHBENBE TREHRLEE, ACM BIBENENEED
HBRENEZEAXBEN AWS ERME , TRESRALEE. Rt , BRRENSETERFTER)
FrgETEaETR.

HIEZETH A B E

AETERAEBITRERTE ACM BEEBZEENES,
F &

- BEBREHERE (CAA) NEE

- BEEABE

- BEBHEEE

« API Gateway R&

- THEBREBEAFERARBRGRUMMAEE

- ACM IR B AE (SLR) WEE

BRREMBIRE (CAA) FVEE

B LAfE A CAA DNS 2838 E Amazon BEREME (CA) I ALNBE D FHAER1T ACM BFE.
MEZLEBTEZTHERIBETHNEEREMBIRE (CAA) I5RR , —HZEREE BRI KM
$HER |, AR E A CAADNS fi&k, WRBERIIER ACM BEBEREZWKBINLIERR , AIXEEH
CAA itk , RAREWBRER. B CAARHITHEERUSLETETIHP—BHEEERE

* amazon.com

* amazontrust.com

* awstrust.com

* admazonaws.com

BRI CAA EMFMET, , HSH (2F) BE CAA L.
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® Note
MREFBEMA CAARE , IUEERRAEHNMEERE CAA L%,

B A RE

LU E=RBEEA ACM A CMERSRIFE IR, MREEINFE , FRbLREANE
EEXEE, HREEIETIER

« BRBEEA X.509 fixA 3 SSL/TLS BFE.

- BRBEUUBEEE W RBREREHE CA) £E,

- MRENBERH CARE  AXATSRUARERBRENPRBRE,
- IRENBEAEREE , AILEMARXFZEANLEZR.

- EPNESEREELAEEE L —ERRE

- FAERENERERBRESETREBREED.

. BHBE. BRENLESE (B5) H4EL PEM HE. —IME , PEM R 2 M5 Base6s &
B\ ASCIl YT ERER , ELERNHBENGEL S X TEAMIMT, EREEENS S
PEM HRBIHHQTRM | R PEM REETETMEMBE, LAUUER OpenSSL BB AGE
EW 3 Crbr A

- BRALBER (WMRA) TERNE. (BT IRZAEBEFEESNE, )

- EACM BEENRBLEER ACM IENEEEZNMEM/ A/, F2 B AWS Certificate Manager £
RAEEENESERKN XY , UBERENEETUEEEE,

- BERBYHBIENIETERRBEREA IAMER ACM MAMTE,
- BEAR K BELABR

- FIERBWHMEAMEERETEAY., TIB , MREMN ListCertificates APl T list-certificates
AWS CLI is S ARigEEkeyTypesEriZ iR , AIR MR RSA_10245, RSA_204878&.

= BB E R E

?%T%“%’J'Eﬁé ACM EELEFNLALBERY, MREHNEAEXER BERD , §REA SSL#H
, USHE ACM B , AIEARENE AWS BUBRR IR BELERIENAE. At , BESRETE
Eﬁﬂﬁﬁ ACM BF. NRENEAEALRRBURRE , BT U TRE

BREEA WA 1.0 218


https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-prerequisites.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-format.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-format.html
https://www.openssl.org/docs/manmaster/man1/openssl-verify.html
https://www.openssl.org/docs/manmaster/man1/openssl-verify.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/cli/latest/reference/acm/list-certificates.html

AWS Certificate Manager EREEmR

- HECHBEEAACM , AREERAEAFEHREEANERE. ACMTEREANBRREHZER
o

- MREEANRLERE  FREAEXTRIFMETAN Amazon RERE. MREEANELE
BR A #RENERRENXINES CAREE,

AP| Gateway &8

BB EEKE(L API In K , API Gateway AR E CloudFront 2, CloudFront D fEBEE & =
API| Gateway , A RENIES, 2HEBEZLETE API KEAN ACM BE. EEBREBELA
5F ACM MR IEHBEE | BAERRERE BB APl Gateway BET#EE,

EREREBE T AP| in B , AP| Gateway AR IZE I Application Load Balancer (ALB), 8 #85
WIEEER APl Gateway , MEREHEFETR. ALB EBEZHEIE API BEHN ACM BH, &
EBREBEI L ACM MBREHER , KL EABKRESEMEBEN APl Gateway BT #8135,

TR AR R M EE

MREEKDE ACM BEERSRBELES  BEREFLERF , MBESRBMAKELER , TR
RERBER ACM BEAMENFAIBNE,

570 | Elastic Load Balancing (ELB) EEf% AWS KMS key I , EMB R BENILEESHK, 1t
FUEHEREBERMIRE , EXCABEEELB BIBHE  ACM EEALBE., R ELB A&
FANERE  ISETRESRARERESWRERN,

EEFERE , FBEA AWS KMS =2 ARER FAREhttps:/console.aws.amazon.com/kms, A%
BT THEA—EBE -

- MREEAREZRSBBNATEHKHE K FEFESRBNTRE  BUEBREXRBAIEED , R
REMEUBH. EEREEMEABEREBCR , MU RERA,

- MREFEATRT ACM WFFAIE#EE , FBB4& X https : //https://console.aws.amazon.com/
support/home#/,

ACM IRFEFE A (SLR) HERE

ELBRTHS —ERFESHLANTILE CAEENEER , ACM BREARERBEFAE (SLR) ,
UEFEAGDE AWS 8 CAUERSERNEFNEEER, MRERLR CABRITLAERE , B
SLR EARE#E , ACM &% BB A BBIZEBE.
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