adws

BEiEE
AWS ik F &

m

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS tRFEE BEES

AWS IRFEE: 2E1HE

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon WA EMEENB B RAMEMIE Amazon WERBRYE , BT ITREERFF IR
&, R EDSE Amazon BEZENHNFEH Amazon WEEZENEENE, A HEHMIE Amazon 5
ENEENAHRSEHEENME  SLHEETEMEBR Amazon , RE Amazon BEEBE , 7R
=% | Amazon #B8f,




AWS tRFEE BEES

Table of Contents

B R AWV S R 2 oo e ettt e e et e e et et e e e e e e e e e e e 1
B T B AWV S R D .ottt ettt ettt et 2
R R BB — 0 AWS B IS 2 oottt 3
BB AWV S BRI oottt ettt ettt 3
B AR I B ettt e 4
I B A R Tl B .o ettt 4

M AWS B oottt ettt 4

B TR I D R S ettt ettt 6
B B T R A ettt e 6
D B 1 B LB R T oottt e, 7
HER 2 BIEHIBRBER BRI MFA e e, 9
BB 3 B B B A et 9

BB BB oo ettt et 9
TR R I R S ettt ettt 9

B B R R B A R et ettt et 11

RS BIBE AWS BRI oot 11
BEZE AWS BRI oottt n e 12
FEFABEBE AWS Organizations .........c.coeiiieeeeeeeeeeeeee ettt ee e 12
B B B E R oottt e, 13
B R B I B R TS ..o ettt e 14
FEF SCPS PRAITEEN ...ttt ettt et 16
FEFABEBE AWS CONLIOl TOWE ...ttt 17
T AP R E R T e, 18
B TR BB B B T oottt e, 18

B T R T R S .ottt ettt ettt 21
B N B T R S B B8 oottt ettt 21
TEIRE AWS B MR A B B oot 21

I I FHESE 2 oottt 23
B A B I Y B B BT oottt e, 26
B T B R T BB TR PR A ..ottt ettt ettt 27
B B B B SR BT 3Tl .o, 27
B B BB T B IEL ..o, 29
BT BI R EE AWV S R IS oo ettt e e, 31
T R B E D e 31




AWS tRFEE BEES

FHBI MREABEETFEM AWS BRI (s 32
BEH AWS tRF BB EA WBRERAEEFEH .o 33
T AR I B T T oottt r ettt a ettt 36
T AW S BRI B ettt e e te e ann 36
EHBI IR BT AWS BRI e 37
FERTARB R AWS IR BIIR BT e 38
FH BIBBIAEA AWS BRI oot 40
B R A E T B I B R e, 41
FHBI BEBRBIAEA AWS BRI et 41
B AWS IRF AR BB RBIEA s 44
account : AlternateContactTypes R ZRBIEE ......ooo i 48
BH BEEBIIEA AWS BRI oot 48
B R N E T B B R e, 48
BB AWS 1RF REEIRFAHEEBIEA oo 49
FERTARBRE AWS BRERFEHIETBIIEA oo 51
B R B R S A Bl R e 53
SHIBHY AWS BRI 1D oottt ete e aaens 54
SHRE BENBERAB ID AWS BRI oo, 56
R B R o oottt ettt ettt ettt ettt et s 59
R R oottt ettt ettt et sttt a et ae e, 59
AWS PriVatELINK ......oooiiiiieieece et e e e e e e e e e e e e e e e e e e e e e e e ———————— 60
R L Bl oottt et e et ettt e eae ettt et e teereereeaeeaeens 60
AMazon VPC THERBIER .....ooo oottt ettt ettt 61

T BEIBIER ...ooeoee ettt bttt bbb a ettt s ettt s ettt s et et re st sens 61

B RIFEREE IR ..ottt 62
B B R ittt sttt ettt 62
B B D R ettt 63
B B R B R R .ottt 64
AWS BREBEEERT LAM ..ottt e e te e e e e ete e e eaeeeeenneaaeas 65
B BIBEREIB ..ot 72
FERI B D BIBIER oottt 74
R R ettt ettt ettt 76
AWS BZEIITR ..ottt ettt et et ettt et e e teeeteeneeaaeen, 78
AWSAccountManagementREeadONIYACCESS .......uuuuuiiiiiiiieei e 78
AWSAccountManagemMeENtFUIACCESS ......cccoeeiiieeieeeeeeeeeeeeeeeee e e e e e e e 79

B R B BTl oottt a et a ettt h ettt ettt es et sens 80




AWS tRFEE BEES

B BB B R .ottt ettt e et an et an et an et eaeeeens 81
LG == 1=0 SR 81
B e < OSSPSR 82
B R T oottt ettt a ettt e et et e ebeeteeae e et nnens 83
(o Fo YU Lo I I =TI I = SR 83
CloudTrail B I BR B R B T ..ot 83
TR B I FFETE E oottt 84

fEF EventBridge Bt iR o B B It .ottt 88
== OO 88

B B IR B T R B ..o 90
g A i ORI 90
R B B R R ...ttt e et e et e e et et e e e te e e eteenes 91
B B A BR B B B BT IR S oo, 91
BRERPFEE LB RRBBRAMREIEE ..o 91
BERFERIIRE | BRI E F B IR s 91
REEZFEARNWIRE YR "ConstraintViolationException s $5E2 ......oovooveeee e, 92
REEHBEFANERFRWE "CLOSE_ACCOUNT_QUOTA_EXCEEDED, #H8% ....cccc.o....... 92
ERAREERES 2, REEEMBRIA AWS B 2 oo, 92
B R B ..ottt ettt et ae et e et et e et et et et et ae e eae e aeanas 92
BEEEERIE AT AWS BRI e 92
BEEREFTET AWS BRI SEE oo, 92
BEERIRAITRAT AWS BRI oottt ettt 93

B B R Y R T oottt h ettt et et et e reer e et e s 94
BRI R Al R B HIBIIEETE .o, 94
LR Gl B OO 95
BB R A T B A B T oo 08
B B R oottt et ettt e et e et ae et an e ae e 98

BT R AW S R D et 98

F I R 99
) O RRTRT 100
AcceptPrimaryEmailupdate ...........ooooiioii e 102
DeleteAlternateCoNtaCt ...........oooviiiiieeccee e 107
DiISAbBIEREGION ... .. e e e e e 112

[ =T 0] 1= =T [ o o [PPSO URPPRPP 116
GetAccountInformation ..........ooooiiiiie e 120
GetARErNAtECONTACE .......eeeeeeece e e e e e e e e e e e e e e e ————— 126




AWS tRFEE BEES

GetContactinfOrMation ............uuieiiiiiei e e 132
GetGovCloudAccountInformation ..o, 136
GetPrimaryEmMail .........ooooiii e a e e e e e e e e e e e e e raaaaaaa 142
GetReGIONOPISTALUS .....coeeiieeee s e e e e e e e e e e e e e e e e e e e eeaaaanaaa 146

I3 =T o o] o PSR 150

U VAo oTo U 111 F=T o = PR 155
PULARErNAteCONTACT ... e e e e e e e e e e e 160
PutContactinformation ... 166
StartPrimaryEmMailUpdate ... —————— 170

BB B B oottt ettt et e et e e e ate e eaneateas 173
CrealEACCOUNL ... e et e e e e e e e e e e e e e e e e e e et et e e e e e s e e e e e e e e e e aaaaaaeaees 174
CreateGOVCIOUAACCOUNL ..ottt ettt s e e e e e e e e e e e aaaeeeeeeeseennnnes 174

D LoE Yo ] o= oot 11 ] o | PSRRI 174
=g i R 174
ARErNAtECONTACT ... e e e e e e e e e e e e e aaaar————— 175
ContactinfOrmMation ..........ccooi i ——————————— 177

ST 0[] o PP 181
ValidatioNEXCEPIONFIEIA ........ooveeieeeee e e e e e e 182
- TR 182
E = R 184
el o I G PRRRORR 186
71 R 187
DA I o I TSR 187
ZEE AWS TRE IR AP REIR oot 187

T R 188
B B B R oottt ettt ettt ettt et et et et e e et e et e e teaeeteaeeteaeenenis 190
AWS BEF B AWS EIEEZEIL ..ottt e ee et e et eenenete e et e eneeeenee e 190
=B = o = | AU 192
BRI R B BREEAREE e 192

FE RV R - = OO 192
= R = OO 193
A P R B A S B B e, 193
= I T R A )= P 194

B o TR 196
....................................................................................................................................................... cxcviii

Vi



AWS tRFEE BEES

B2 AWS 1RF ?

AWS 1RF RREZIRIEXERBR AWS, B E PEVUMEE AWS BR AWS tkF , MAS&
MR FRUERMNTEN S D EEIE, S8 AWS IRF BMEW—1 ID, ©EHEM ID FE AWS ik
E.

BHERERNERTEE P AWSIRF, IRFRAESSNEFNEERBAR, ELFEEMEIRS
ZEHAERNERE  SLERBEAFILEN. RBER  IRFZBTAFFR. flm , IREEE
TRNIRFRESENEENFEEERNER , AFERTAFEELREZBFIG

AWS 1RF th 27FH AWS IRV ELRID, MTEFTR , AWSIRF BHMETEHE :
- BRARE-AWSIRFE BIEULAWS EF B9 BIN 2E AWS B RMWEZLRERS, Hl0 , Amazon

Simple Storage Service (Amazon S3) 7 EF#. Amazon Relational Database Service (Amazon
RDS) E#EH Amazon Elastic Compute Cloud (Amazon EC2) #{TEE#H 2 R, SEERE2E
F Amazon Resource Name (ARN) K —35l , Hh I ETESHEETERZIRFHIIRS D,

« ZERR-AWSIRF B2 AWS BERNEAXLZ 2 AR, BEIKRFHFREYNERTHEREIRFEA
BERNEREER, SAMERFHIRINBREREES D , fINERAENAG. BPEEEAE
B, THEARAREA (BF) AWS, S UAFFAIBER |, BEMRAE LIRS P EIRAITIL
BRIE (RE).




AWS tRFEE

il

AWS account

Amazon
Workspaces

Amazon
WorkDocs

Amazon
Worldail

Amazon RDS
For SQL Server

-

AWS Management
Console

Amazon 53

Identities

hed

EC2FullAccess AWSServiceRoleForRDS

Policies

EAZE AWS IRF RRERERRNREERYR K RATRHUBRENARKRERR, BHERUBRE
£, HEANBRREHREEYE  URBEEFNERRE. NFFEER , F2REAZE HER AWS

&

KYTZhEE AWS BRF

AWS 1RF @8 T 5% IhEE -

HIZhEE AWS 1R F



AWS tRFEE BEES

- BERARHRA - EFREE AWS ANTER AR, Hit , $r8TRNEBLEMN TS HEFHESE
ATREMRSE , BB EERRMER, 24, Bl FENREERIH, RTIRFERHOEARRE
H2H , RE AWS Organizations BEEXEREEFER , AWSHEFRARIE , & 0K
ERERSENRA., EBHATLEFER AWS Service Quotas RiGBI R ELZRENBEMRBRER , B
ROREBREFERA AWS 1 AWS EEEE,

- FRBEEE(L - AWS IRF BEK AWS ERiEMtR s, FIMFERR , TR EEREREZENE
B, BIBRET  REFAMENFEE RS BE L HHEMIEFPHEN SRR  IEELECH
AWS IRiEEHR 2 atk, WREHARTZEERFIEAEZEEEEZE, AEEEREZHENRR. O
R—ERFARLERE , JURL I EREEMIRSPRE TEEENTE,

- BELNERIEES - FAZERSE , #TEARFHEFRFAXKENNITEEHE »H. Hit,
BOL T ERAARESERFAR ¥, THGEEMREFPIFEENZE2NERS B LM
kM@, RIFENEREERN B LEEREFARKRFANTREKENSMBEL R, EE
FEth ATREPE R R HR | B E LB DB,

IBRE—IX AWS EHEE ?

MRERF-IRER AWS , EBNE—ESRREM AWS tkRF . EEEME , SEACRENFREE
7 AWS BIIRF | WAERIRFEIRIGE. BMERN & AWS IRF , UBREAESIBEA , ARERE
BAZEERRFE (MFA) , TEEFIEBERGERE,

N WA ER TEFTIR 5 K step-by-stepiRBA , FHSE BIAEH AWS 1RF,

FE AWS AR#%

AWS 1R F ATEREFEE T IR -
- 1AM

&K AWS 1RFE B2 AWS Identity and Access Management (IAM) BZRE S, B L& IAM BIEH
WREBEER , UHRARERFF IENEMASHETKETBMENZHFIE. BHEER
IAM REZHEIEFIE AWS ERNEFIR , MARARIRFREEN. ERE NEB2H , FHELERE
IAM W EEHSHNREBR AWS 1kF, WFFHMER , F28 (AM E£REER) P IAM /Y
Z2MREER.

» AWS Organizations

MRENNABREBARAREREK , BARBRERESE AWS RRAFREFBIIKRS. AWS
Organizations AR HEREREREN IR K UEBZENEESIRFRR, BAUBRBRFEHA

BRE—IX AWS RIS ? 3


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS tRFEE BEES

AREETEFEIRFNERS. SUTURIBBRALER —MoWIRSE , U LUBFEEMIRS DA
AR, T LEEEXECNTINAEIRFINER, NEFEEF  F2REMKE AWS

Organizations.
 AWS Control Tower

AWS Control Tower Rt —EE{LMN A X RBENEERLLNZIRE AWS Ri5, A AWS
Control Tower B B2 3 {81 Z 1R FIRE AWS Organizations , {TEEL —HABIRE , Y FEHAR
B —LTERERMANER, SULER EL4ESR AWS 1RFE B AWS Control Tower fFEHTHY
ERERIRFASENMARER, MWEFHER , F2ELHAKE AWS Control Tower,

£/ AWS ik FIRERE

EREY B AWSIRF , B#8#—E&% AWS IRF theroot ERENZEAT DFHKR , ZF 2 EBHFA
A AWS i NERNTBEFEE, MAUEBRTECRAREAERATREER. FRTERERE
BENER  F28H (AM EHEER) PHEEREHEBENES.

FEBRKIBRERAEARBETE , FTHRNME PREESEFHAE AWS IAM Identity Center, M35
FZREAERLER  B2REAN AWS IREFHNRFERAEREER,

/A Important

BEE RERAEZAEHNEMA AWS IRF |, EUAZRFMEFRERFPNAEER , &
EREEA,

FBADEERERREAERE  YEVHIMBRBEECAENEFNER ( FNEHR DsHLBFRE
W), NEFAREAEZANRYE  F2E EACAEEETHNURERE AWS EEIEE &
SBA . AWS

XE AWS IRF &8

BRI LAERAWS IRFEE S EmERRHERESBANEE, WE AWS REN—KER , F2E AWS
re:Post,

MRKRTEEESKIER AWS re:Post , BAILER BIUIRFIREMBEAXERS AWS EEEZ
B, MEFMEF , F2HEN  BIIRFAIRERNZERZH,

HAtt AWS BJR

EARERE 4


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-password.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reset-root-password.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user_manage_add-key.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user_manage_delete-key.html
https://docs.aws.amazon.com/signin/latest/userguide/introduction-to-root-user-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/introduction-to-root-user-sign-in-tutorial.html
https://repost.aws/tags/TAORvqckH5Q6qX1CKnO_lWZg/aws-account-management
https://repost.aws/
https://repost.aws/
https://docs.aws.amazon.com/docs---aws.amazon.com.rproxy.govskope.caawssupport/latest/user/case-example.html

AWS R EEE )
« AWS JIIRARE - EFZUACAEBRNISHKHERE  URTETZHEENERE |, LGB E
B AWS R BEIENS B EER,

- AWS BHBAESTE -RARASTENERNER , BRHEXHF, BXNRHEH, RAEENEMER ,
B ER ZERIFEAEN AWS,

« AWS 8 /il - BIUNEE AWS X ERGVFIE, BFEESHAMERERNER  HlkE.
EREMBEEE. REEEAREE , LL& AWS Trusted Advisor,

« AWS % — Support HHEBEANEERE AWS |, iE2 —Eone-on-oneRRE EZBEE , iH
B EERPEENSTEAREN,

- BiiEEM - AEAE AWS IRE, RF., B4, ERMEMGBENBET O,

© AWS BiEEH - ERRAWEERABE, SRS, BEABEER AR EE0FESE
e

Hih AWS IR 5


https://aws.amazon.com/training/course-descriptions/
https://aws.amazon.com/developertools/
https://console.aws.amazon.com/support/home#/
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/contact-us/
https://aws.amazon.com/terms/

AWS tRFEE BEES

BIAER AWS 1R

MRERYIRER AWS |, E—FHREM AWS 1RF . BRERMEF , AWS KERSRHENFREN
BIRF , WAEHIERG &,

AEFH R EREAS 1T BRI T MAERERM AWS RS,
FE

- BYH M ETIEHE AWS IRF

- BY AWS IRF

- REWRERERBA MFA

. BYEHEGRE

- FEUEH AWS IRFE

BT Y SRR AWS 1R F

HEEMAWS IRF , BFERETIEA

- REAESFEGHU - EFEAHUAEREAENZIAER , RIRFERNXEERB., B4A
REAEWEE Tttt IV E FEHAS . BLALRFLEEEFIEELT it E FEH4 |, FTaEH
TREE®K.

- AWSIRFEZB -IRFEBEEREHAENE , fINEFEL , URIREEKREEZRKRAM AWS
Organizations EEEZXH AP, RMBBRELEAZEELZEZRGBENIRE , UERHZI NS
BIRFEHE, HRLRIRE , FEREABREZELE , 10 organization-purpose-environment
( 5120 AnyCompany-audit-prod). BREARF , FZEEEAWREE , I first name-last
name-purpose ( 54l paulo-santos-testaccount),

o ik - MREH IS RIRE U ANE |, SIRFHNERAEHESENESEL AWS B
Amazon Web Services India Private Limited (AWS EIE ) #5TH,. ERFBEPELBREEZN
CVV, HEZWRITME , B AERA —XUERB. AWS HARBREFN -2 , IEGEE
AERARNKE 2 ELLVER. AWS BRETHKE , (ESIRE 2 ELt.

- BERE-URBARGIRBEM , TREDESHFAM. CAAENERALTRRBEIER
AR,

WS S RARAF 6



AWS tRFEE BEES

/A Important
WMRIRF R HEE  FEALNAERERE , BELENARNFEE TS EBURBE L
AWS IRF | B AT AR B BV FEE,

I AWS 1RF

EEERERARENE AWS 1RE UARY . MEENERIRSE , F20 AWS IRF A8 AWS H
EFEV, MERVER SBAM B0 HIRS AWS Organizations , 552 BAWS Organizations { f
AEERE) PHNEEBTEIREIRE,

AWS EEERA
B3I AWS tRF

1. FRGEMER AWS,

2. BAREREETEBMHBUN AWS IRF £  ARBERVE T By, SSHREHE
EELIEENE FE it

/A Important
MRERFREHLE  BFEARLNLADEBE (HlW
it.adminseexample.com) , EEHN L REFEE TR ERV B LR AWS IR
E , b MRBY NEFEEE, AREFB4 Ut ARERIRFNREAEEAE
#, A REL D BEE bt i FEE,

3. WMALNRER K ARBRERSE.
4. AREHRERERATRERD  ETER K RAREFRE. AWS RELNBRHTSTIIF

% -
CHEELE S EER , &% 128 AF T,
CELEAIETYHERFTT . KB, NE, BFMI@#S% &*()<>[1{}|_+=&F,

T AEEE AWS 1RF L NEFEF i MEE,
5. BEFBHEA. BARFMEXIKRS EFHRNSEMIDEE,
6. BALHLTREAES.

SR BUERIRS 7


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_create.html
https://signin.aws.amazon.com/signup?request_type=register

AWS tRFEE BEES

10.
11.
12.
13.

14.
15.

16.

/A Important

HREE AWS IRF  REBBRWALAEFERT  MAREASHENRE. E£HE
BIEFEBMF U HEAERERRRERFHREAE LS ELENIRFRET LS.

BB IESAWS BEFH#H. BHLEEIL T H AWS BF HRNERNK.

BEEE, LK, £2RIEFBHAL , HEBEN AWS IRF BSEBHFAIHER, ERLUE
REEZMPERENE FEBA U NBRREALHIIRS, T8 , EXHBARFE 28,
ICESEE R M AWS BRFE

BANRARANMEEET , AREERFIEE, MREVE/REEAEATREN AWS ik
Eibut |, FHEZERAIA UL,

EUALEFEERNARAR , THEEIMER

RBEPRMALZNEARR RN , ARWA LD ERREBENEFERE,

A CAPTCHA FETHERE , RARRER.

EBBCRRECBHEE  MmALKEN PIN I , REER,

EBEHEF—ETHN AWS X 58, METAXEFEREEENER  FSBLE B

BIBSTAREEM. FEEVHRRESREE , I ANIRS EERA.

BRELNEFBHNURBHERNRRERREFHAALE , BRENIRFERA. MABES
BERSENRE , BRRAUREERE 24 I

WERARER , BB AWS EEEEE FREKRER AWS R, WFRNMERIKRSH
EN—MREF , FSH RELN AWS 1RF,

AWS CLI & SDKs

B A LATEH AWS Organizations EXEMEBPRIKEIIRE , FEAREZFABBNEEIRF KT
CreateAccount #4E,

IBESEME A AWS Command Line Interface (AWS CLI) 5 AWS API 2{E/E B8 AWS 1R H\E =2
MBI

SR BUERIRS 8


https://aws.amazon.com/agreement/
https://aws.amazon.com/premiumsupport/features
https://aws.amazon.com/premiumsupport/features
https://console.aws.amazon.com/
https://docs.aws.amazon.com/organizations/latest/APIReference/API_CreateAccount.html

AWS tRFEE BEES

RIENRERERBRA MFA

EMBARBE/BERERA MFA, MFA AT RIERER AERBERENER T FRERFHE
B

1. BIZREHENH A AWS IRF BN EFE4ibil | LIEFHEZEAWS EBEFEEEZA, £
T—EH , WmALRHNZFLE,

MEEARERAETANRSR ,
Ao AWS

2. AEBWBEAERBR MFA,

HI‘H

F2R BAEREREMPHUARERE AWS EBEFES B4 %

MERSA , F2HE (AM EAEERM) PHWALH AWS IRF REMRE (E#HE) BAER
MFA &,

BEUEESFERE

HAGEERGRERE TANITHEME ﬁWEE“TEMEE%%%#*%ﬁ%?ﬁﬁ%%%ﬁﬂﬁ
%, MR , FFREEBEFIUEREIRE IAM Identity Center PRIEREGERE  WARERERES D
A BETEN S ERER

MER , F2SE <IAM Identity Center EAEIER) FRIFRE IAM Identity Center BEEFE A ER
AWS tRF FEUE.

MBI ERE

- MEREBRERAEBENHEBES , F2H8H (AM EAEREE) PNEREREHENEE,
- MEFRERERAENEREE , F2H0 (AM ERAEER) PHEEREAEBENER.

ZEUER AWS IRF

ERLUEIB T 5 AWS tRF EA XN FEUER

AWS EBEIXiEL

AWS EEEE A RUBERAERNAE , THREE AWS tkRF SREMEIR AWS .

HER 2 RENBEAERA MFA 9


https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/introduction-to-root-user-sign-in-tutorial.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-root
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-root
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-assign-account-access-admin-user.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-assign-account-access-admin-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user_secure_credentials.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://console.aws.amazon.com/organizations/

AWS IRF &=

)
AWS S5 TR

£ AWS S T5ITE SR UERFN G TIIRHNT , BT AWS IRF 1 AWS %, £/
WHILERATEEER, EHE, MREBVEZEHNT AWS EBHNESH , f T IEERE
Ao AWS MBS TSI TE :

« AWS Command Line Interface (AWS CLI), MEZHFEH WEFMEA AWSCLI , FZ
BIAWS Command Line Interface  EA&EIERM) -

« AWS Tools for Windows PowerShell. #1E Z & M {E A Tools for Windows PowerShell B 5£#HE
A, 5529 AWS Tools for PowerShell & A& 5w/,

AWS SDKs

AWS SDKsBEBEANEERXRIESMNES (M Java, Python, Ruby, .NET, iOS #

Android) WX EMSEARERIE, SOKEESN ITEFNURBEELEBHE R, EBHEBRUK
HEIEHFE R, WE AWS SDKs WEFMAET , SENA THRMLE

Services WIE,

AWS IRFEIE HTTPS £ API

FEZ2EE R M Amazon Web

AWS IRE & HTTPS & AP| Al EZRLERRET A X FE AWS tRFE 1 AWS, HTTPS £
AP| Al BB EEOZREZH HTTPS 33K, E&FEH HTTPSAPI B | X EBEZSERAEHNEAER
RENUEHEBFRNVERNE, NEFMEN , FSEFEBEH HTTP EHFE RN AP,

FEUEHIIRF



https://aws.amazon.com/cli/
https://docs.aws.amazon.com/cli/latest/userguide/
https://aws.amazon.com/powershell/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://aws.amazon.com/tools/#sdk
https://aws.amazon.com/tools/#sdk
https://docs.aws.amazon.com/accounts/latest/reference/query-requests.html

AWS tRFEE BEES

RENER AWS IRF HE&ES

HARZARECHERAE—IRFRKE AWS Iki2 , B AWS BB EFEE TEEEN X/ NRNEH LB IMmRE
ZERF, ERmERTHELCEERAMGR  SHFERVREREHE , UBRARENERNITEER
FERBERZ.

AEVRE PR ANESMNEERE AWS |, BUGBBBAZREFRERBE.
FE

- FAZHENER AWS IRF

« fFFE# AWS Organizations

. {5 AWS Control Tower
. TR APl BEER

e Z 18 RYE R AWS 1RF

AWS IRF £ RRERERZ2RR AWS Ein, CHAHAERNER , REEENIREHEE , HNEY
Z%, ZEEENREEZHNEE, NFRFMER  F2HRITER AWS IRF 2,

AIENER D KT ER AWS 1RFE |, ATiBIEEERREPET IR

s B2 -FRNERAERXTUETRNZLRER , SEETENEFIBERAMMES, Hlu  EBEZ
AEBRKSFERE  WHRMIEORELEER AWSIRF FIETEBRS (I FEE (PCl) Z£E
ESREHHNE—

- (BBt -AWS IRF REZ2REBENEN,. EEBERBNZERESTEE F, AWSIRFE MAEEE
Hitt A, HATENEBRRITRNZLHRER , TetEETRINEZEHER,

s FZEK - TRINEXETRINEENERER, B LSERBETRINME , AP IEEBEME
T8 AWS IRFE,

- ERRE -BRTRHEERHN , BEREFHERHE IRFEREE, EEMRREHUEFERMNER
ZERTFHENAE, EEURANFESELEERNRE K Rt BEBRETEE —RERREELZR
(GDPR),

s ¥BRE - TRANERENSIERTEETETENENFRE. FAZE AWS RS |, B UXE
EREBEMNEBEER,

ERZE NER AWS 1RFE 11


https://www.pcisecuritystandards.org/pci_security/
https://www.pcisecuritystandards.org/pci_security/
https://gdpr.eu
https://gdpr.eu

AWS tRFEE BEES

- IRE -IRFREREBHRIBEENE—EBESRX, SERSAUHBIEEKEN. BB {ER
FEREEIRERBRERER, ZNAUSMERESHEE—FRA ( £A AWS Organizations # &
BHIREE ) |, EIRASEAMAIE R £ B8 AWS 1R,

- BHEOE - AWS RBEASHESEEED BIRHEIT AWS IRF, BITHFEERD RAER AWS
WRF , ARt e EMEEEE R,

R HPRRN AT E RSB NEEHTES AWS Well-Architected Framework, 2818 S EHBIIRERETE
E, BEMATERENERERSE, BIEERBR)D , MERCEEEREBPHAIERE, E&RMEHT
HEERLZEHIBRIRE K MIASELRREZERFENIRE,

EEZE AWS IRF

EERBRMEZARE 2 , FSEEFEFEIREFEELIRF, Akt , RFEBEER AWS
Organizations , E= % & AWS R , IEEBEBTHATE AWS IRF

AWS 12/t AWS Control Tower , AT#§ AWS Z & B B{L/E# I8 E Organizations , ¥ B B)A5 HEEH Ath
AWS BR#EE S AWS CloudTrail AWS Config , f5l#n AWS Service Catalog Amazon CloudWatch %,
ELRBEARESEERNER. MEFMER , FS B AWS Control Tower EfE,

CE L

v

- {EFE# AWS Organizations
. SR AWS Control Tower

{ FI B5#¢ AWS Organizations

AWS Organizations 52— AWS BR#& , ATARUEE AWS tRF 59 EE . EBRRUSHIRES DY
g, HhBIRFWFIEREH S,/ EE—E , YHE-—NRARE, SO UERAUBRARERNWIZES
15, EPEBEABNZ M, WF WEEMAER AWS Organizations , FFZBEAWS Organizations { f#
REERE .

ZE1ERVFEUE

B8 A AWS Organizations AFEF XN EERFEF , BN ASHEREHRAEREBNEER
F#1T. RIFFER  EROSHEREBA S HBNERE, B LUEBRA Organizations B25% AWS
Rz B ZEEFE , KELBEADEERIHMGERE, SENERERFIEE AWS BRIEWET |, L
FEHABRHESENRFNHEBENR. LA Account Management WZEEEEE , IREFEER

BEEZE AWS IRF 12


https://aws.amazon.com/architecture/well-architected
https://aws.amazon.com/organizations
https://aws.amazon.com/organizations
https://aws.amazon.com/controltower/pricing
https://docs.aws.amazon.com/organizations/latest/userguide/
https://docs.aws.amazon.com/organizations/latest/userguide/

AWS tRFEE BEES

#HERT Organizations R HEBIRF FHAMAEBRERFHEERNFT , SINEEHBRBIBE
o

WMEFHMER , F2RBA AWS IRFEENZEEFR.

EREES

BRAZEEFNER , CHUNEESEP—ERERFEERS AWS IRFEENZREESIKRF, EW
RERNEERBSIRF ACEBTHRERFHT LR BEERS IUSATHERKRFEEPRENE
B, ERNEZSRFARTFIIRFEERBNERER. BRNEESIRFRIBEERFHERZ
BN TR EEFEUE.

WEFMER , FSRBA AWS IRFEENZEREESIRF.

AR #5422 | B R

EIRH AWS 1RE 2 EEMNEBA —28% B AWS Organizations , fB#H 1 & 0] LAE A IR 3G 12 4K
% (SCPs) , LARRBIKERF P ERAIBITHRIE, SCP KEFTERTHT ; MERFIKERS T
DAE A RLERF ATV ERB IR . MEBIRFANFERAERAR (RFEA ) REFTHEAERSH SCPs M
EEEETAN IAM FABERATNIEE, Bl , LA LUER SCPs RS LEEF PHERMETEABN
HIEFHEBERBB A

MFBERAR SCPs &6 AWS 1RF |, 552/ £ AWS Organizations AR#% 1% &) BUR R &7 E,

A AWS Ik FEENZEEFR

A AWS Account Management W ZEEFNAZEEERFNEESEXBEKERFPHNIFEEN
MPEER (i, TERSRBIEAFMET ) AWS Organizations, WEFHMEA , FSEAWS
Organizations { fEA&EIEFE) FHAWS 1EFEEHM AWS Organizations . MFEZEEFINMEE
H—RREF , BSBEB R AWS OrganizationsAWS B2 E fih fR#%,

MAZEEFRE , KAUEXEECHNIRFEE AP EEDREA accountID 28, REEFEARE
EERFNEAERFY BF  IMAEBNEREEZSIRFRK , TRKIEALSH, NEFAE
7, BSHEBA AWS IRFEENEREESIRS,

ERATIEFAABTNIRFEERAZEEERN.

® =IEFFA
BEHITELEYR , EHEFETIER

RAZEEFR 13


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html

AWS I F &2 SEEE
- BHRBEREBAE EIRF BT LRE,
- BHVEBAARA A AR,

AWS BB FinA
B AWS Account Management B9 Z{5{E12HL

1. & A AWS Organizations £# &, BXEL IAMFERAEZA, BT IAM A& , I2EBE
BIRFHRHRERE (TER) 55EA

ESEERPEERS.

R BEEPERZFAWS IRFEE,

212 Enable trusted access (Bt EEFE).

A AWS ZEEFIIRFEBRHFERRD , WABAUER K AR2EERAZGEEFI.

o M @b

AWS CLI & SDKs
B AWS Account Management B9 Z{S{E17HL

BT TG TE , BUUEREBNERIRSPHEAERRIEN Account Management AP ##
£ | BLEEREMA --accountId ZERSZHBHPIRERS,

« AWS CLI: enable-aws-service-access

THIgEHSRAFIL AWS tREBEBPIRFEENZFEEFG

$ aws organizations enable-aws-service-access \
--service-principal account.amazonaws.com

Lo THREIRFIEELER L.

A AWS tRFEENEREE SRS

BRI AERNERSIRS , UEAHEMK SRS R AWS tRFEE APl B4 AWS
Organizations, FMHEBHNEREEESRFE , XIRFPNEAENARTUEBR X EE
FAccountId2# , £ Organizations X PiE{EMaccount @A Z= B MW AWS CLI F1 AWS SDK
B]1E,

BAZRNEEEIRS 14


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://console.aws.amazon.com/organizations
https://docs.aws.amazon.com/cli/latest/reference/organizations/enable-aws-service-access.html

AWS tRFEE BEES

FEREBTHIRERFEMABZRNEERSIRS , BEATIER

AWS CLI & SDKs
Atk FEERBENEREEZSIRF

B LAER TS REAKRFEERBENEZREES,

® =IEFFA
BEPTELRER  BLAFETIER !
- BHBEREBAEERIRF T LERE.
- BHVEBAARA A A,
- BAARBBTINIRFEERAZEERF.

B AEEETHIRBEER

account.amazonaws.com

« AWS CLI : register-delegated-administrator

TrEHERBRMNKERFEMA/RFEERBENEREES.

$ aws organizations register-delegated-administrator \
--account-id 123456789012 \
--service-principal account.amazonaws.com

Lo THREIRFIEELER L.

TGRSR , BRI UERAKRE 123456789012 & A BRI R E S EEM AWS CLI SDK
APl 124E | SLIBEMEA --account-id 2 EKSEEBTIHNRERE,

AWS EE XA

AWS IRFEREEFRETIEMRER, BREERAEH—E AWS SDKsH AWS CLI 5 AP #&
ERPATIHAER

BMAZRNEESIRS 15


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/cli/latest/reference/organizations/register-delegated-administrator.html

AWS tRFEE BEES

£ AWS Organizations BR %43 &l B 38 BR #77 EX

REBERMES , REWMMAE P 6EHIRBEIZHBER (SCPs) AWS Organizations 2 R Hll#H # # ik &
MERENSETUMTHEF, NFRBZHBRNFMES , FSBAWS Organizations ( fEH
HiEm) PHTHIEE !

- B3 SCPs

* 7% SCPs E#ZE OUsHMIRF
- SCPs KR HE

- SCP BiksEZ

Example#ifl 1 : BribiR S &k B C R ERBIEA

Ty EHESEEBETMEERFEZLIRFESR T PutAlternateContact®
DeleteAlternateContact APl #1E, EFFLEZEFEIRFHANIMNEBEFTHESHERBIE A,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "Statementl",

"Effect": "Deny",

"Action": [
"account:PutAlternateContact”,
"account:DeleteAlternateContact"

1,

"Resource": [ "arn:aws:account::*:account" ]

}
]
}

Example#Efl 2 : By IE MR Stk &SRB R E M E R SRS R ERBIEA

THEHEHR ResourcenE—MLH T |, ERTERBEAREIEXFRNABELER, &
RTBERFEENZEREESIRFER , R SCP W E B FHEB I MRS WEMEREBE A,

£/ SCPs REI#FE 16


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_create.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_attach.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_strategies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_syntax.html

AWS tRFEE BEES

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "Statementl",

"Effect": "Deny",

"Action": [
"account:PutAlternateContact”,
"account:DeleteAltexrnateContact™

1,

"Resource": [ "*" ]

}
]
}

Example#Efil 3 : Brik OU REYR ERFE K E S B RBIEA

T5IgE6] SCP B R4 SHIRFHNEMEEERE OUs WFEH#TLE. ESEHHEEE OUs
AR E PR EFEAME X E S BERBHEA.

{58 FA B 48 AWS Control Tower

AWS Organizations R ER % , TREEPERENREZBREME AWS IR3E. Btk AWS Organizations 4
F/JT AR B8R ST = AWS Control Tower, 78 AWS Control Tower & Organizations R & F 2
A, ZRERAREMREEYR , REBNAFAXRBENEELE. SRS AWS IR,

RENEEZR S HKEERHE AWS Control Tower IEE T B0 IhEE AWS Organizations, & AWS
Control Tower EF —#HFER M AE R B , UiBBREECHNABITIREFTEEBRNRENERE
%,

FEBER BIEERFH AWS Organizations #5# AWS Control Tower , A UIRIEIB A ER.
Z2HEH AWS HWIRE, EEEFREREENRES ZEHRFERIFIA DENEERREBE
E, AWS Eif ARRERSEENZEENER,

WMEFMERNR , 73828 < AWS Control TowerfE &) HHITERAWS Control Tower ? o

55 FI B # AWS Control Tower 17


https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html

AWS tRFEE BEES

TR API 24EER
A EBH AWS IRF R APl BE—ZLMEREER 2 — &1 :

- BUIABR-BIRFANEAESIACENZIEFHRKRFPNIRFBMLR  REEAtER. EX
L HE A — @R 5 B2 AWS CLI 3k AWS SDK #24ERKF , REBE AccountId 8K , EEEFEAE
MABRER,.

- HBRR - EHRBTFERARFANEAESACENREEHERABPITIRREREFNIRSE
HE , MEEALENX, ESAFUES—@EIRFEE AWS CLI 5 AWS SDK #EK , IRIE
AccountId B8 , MIgEBFERAEARATER, ZREKEABNEERFIRFEENZREES
R 5 I OY AR = P Y IR 1,

AWS CLI A AWS SDK #4E ] LATE 18 I S AR IR R PB4k,

- MRBAREE AccountId B8, AIRFEEEBIARFHIT , YEDKBEREAZLARELER
WIRF, BRIRF A AEMNKE |, B2 Wit
- WMREITE Accountld B , MIRESEMABABPHIT , MRESEEEM Organizations RS
E#1T,
« MRFUHRENIRF RRFEERBENERIRFRBZREESIIRS , LA LTE AccountId 28 F
EEZMBEBNETAKERSE , LEHMIEBEENIRS,
o AP E AL E AR —EERBERELE AccountId SEHIEEHCHIRFHEHBNIR
F ., REEARFEERBNZREESRFNIRS, TAHEHAMIRS , FSERF , #FHaW
BlAccessDeniedBIFAR R o
- MRELUB BT BE , AIXEAFEFEHTE ResourcetHEMN IAM BUERRE T BIE"*" ,
DAKEER , IFERABEILRFFEEN ARN,
- MBHEEEBEXTEHIT 8E , AIXBEAFLFEHSE ResourceTEMN IAM BUE R T8
x| ARFIEER , MFERERSTRERFEEN ARN,

RTENIRFBHERFTT

BEAZH AWS BIE—&K , BERFTEA IAM AWS 1RF FFAIBURRHIE. EFHAMBR IRE BT
A, https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.htmlE 4% IAM 35 7] BURE
BEZIAMEIE (FAEHAR) B, ZAUEEXE T UAHBLERATHLEEIE , SURIEMLRYE
T#ATHRL B,

UTREVAABRN - ERFEEREEZSR,

TR AP 12 EE 18


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

AWS tRFEE BEES

B Amazon Resource Name &= AWS RF

- ALL AWS IRF B8 EBERMIR resourcetRZHH B Amazon Resource Name (ARN) , €18
BLESENRFRBIIRFERBEBINIRE , LFRNAFRNER. F2RE L& 7 # APIIRE
LB

" BUEFHIES ARN :

arn:aws:account: :{AccountId}:account

B T RIS MR R | MRTAS AccountID S8 , AIXEEAMLE,
8k BB SRS ARN -

arn:aws:account: : {ManagementAccountId}:account/o-{0rganizationId}/{AccountId}

ELEEBEX THTIRF BMIRER , XAEE AccountID 28 , FeeEALRERN,

IAM BRI AR R 5|8

Account Management AR#§ b2 8@ Account Management fRIE4S E R £88 | MEEBMIEEIR
BT,

account:AccountResourceOrgPaths

RAR5|#account:AccountResourceOrgPaths B EBEBIEEBIEEEB TS EHEBEN
(OU) MR, REZ OU BEMHERFHAEHYE. TIHEHARNBHBRERFBREERAZURM
fEEE OUs HEp 2 —MtRFE,

B account:AccountResourceOrgPaths RZEFHRER | BB ForAnyValuedh
ForAllValuesZEFHRIEEF, W, FEE , AIELSEHBP OUsERaccount , IfHERS|E
FHFES

"Condition": {
"ForAnyValue:StringlLike": {
"account:AccountResourceOrgPaths": [
"0-aalllbb222/r-alb2/ou-alb2-f6g7h1l1l/*",
"0-aalllbb222/r-alb2/ou-alb2-f6g7h222/*"

]

RTEMRF BT 19


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions

AWS IR FEE BEEE
3

account:AccountResourceOrgTags

NARK5|#account:AccountResourceOrgTags AIRASZ M EEIEABIIRFHNER, EBES
WEFEYE , TARIENERRFPINER, NEELNFMEENR , FS3BAWS Resource Groups
(EAEERE) PHERFES. IFEREEMEFTIERFHXRBTEASERNER , F2H (AM
EAEIER) PRV ER ABAC for AWS, THIEHIEXBHRERFBKREEAZTEETES &K
B&project HEA blues WIRFred,

H/ account:AccountResourceOrgTags RZEFRER  EBHLAFEH
ForAnyValuesiForAllValuesZEFHREE F. I, FEE , IEESEHBKERF LHE
Haccount , RUHFESIBLNFES

"Condition": {
"ForAnyValue:StringlLike": {
"account:AccountResourceOrgTags/project": [
"blue",
"red"

(@ Note
BRESERERSHEBTNIRE, SEIEERERZBIT AWS kS,

RTEMRF BT 20


https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions

AWS tRFEE BEES

X EZH AWS 1RF

AESESHRNAEE WEE AWS RS,

(® Note

WMRIEK AWS 1RFE 2 H Amazon Web Services India Private Limited (AWS ENE ) £HE
B  ERHMEE, NEFAET  FSEESEDNENIKRS,

e

« B AWSIRF Bl&

- FEEK AWS BiF iRE P BASRER
- E WIRE AWS 1RF

- ENREAES FE 4

- BEHREAEER
 EHAWSIRE B8

- EF ERBSA AWS RF

- EF WEEBIEA AWS RS

. 1R AWS tRF BBIAF

B AWS IRFE BI&

MREFLE IAM FEHEN URL BELENLTEE ( HHfbeasy-to-rememberiBBI%F ) , MF = AWS
WRE ID , A LAEMNIRE BB,

BETROAMELREFRFRE |, F28 (AM EAEER) FHALEH AWS IRF ID EAFIA.

EIER AWS B IRF VA EUE A

AWS B RHER £ AWS ERZETHESNERME, THESH-HNZERME AWS BERH O
B, BEENFUOBERREER, BRNERED , YFERETENRETR. EXRTEME AWS B

B NEHERIRS BIE 21


https://docs.aws.amazon.com/IAM/latest/UserGuide/console_account-alias.html

AWS tRFEE BEES

o MEEREEY  LABTRAEe BN, BERERSEEN, BEMTRESD | 6 TRIELE,

£ AWS B BB BREAENUEHTTEESR  TURERELEEEE, NETANCHE

i  BLE EENTAEE. EEE—5TRIESRN AWS B f1 BHEE | BEFAWS
2 EREREL.

AWS [EiE KB L5 AMEBRS R AT A

- FERREE - HRERMA 2019 F 3 A 20 B2l MBI ER, SN ERFBARLEELRARE
HHRINMEEER, ARESEIBMAZER,

- EEMAES -2019 F3 A 20 ARRBNESRERASER  BARENARSE, FHNZEEM
ABBFERERETRAEEN G K MAERMACH , SEELEAELEAREYTHAEE, 5EE
AELREMARSE , B4AKLE PRAELRE AWS 1RF. MAREMARE & , £ SE
BEHFENZES  YEZEFPEUNEEER. REABMIRFRARENARS A, F2H8
BASEABIYIRFN BEM , SENKERFRAZZNARE  F2R BRASEHEETHNE
o

EEEM B AWS IRF , SREENBHS I ERGEAK AWS BEREMARESE., £ AWS EE
MABBHWERMWES K FFEEMREFEELFIMAZEREEZEMABRSNESR. ERF
EREENMARENERESNERMES , FIMNE, BAIMEXR , MREENARFLERE
HERIL , F2EARENMARBNER. IRFEMAR  SUNERFFRAEM AWS EENMARSE ,
REFFACEEMBERANRENARSE,

BERI B AWS IRF |, 889 IAM ERNBEABR S A BREAEMEERESTERF , NFFERE
EFFARNREREN IAM 5o EAERENEAERRFIELREH AWS HIR%E, EERBRT
AWS , ZENMAEZSEFR K MABLESS-—FRBEEZER IAM BERNMEAER , U LFERZE
B AWS iR, ERRERAZENAREE , S8E0 IAM ERNBEAER AWS BB ERE
B, —BERTRERMARENARSE , REAEM IAM 5 55 2 o] AR £ FRER [R5 £ A AV AR
B IAM B AE R REFEFRARZMAEE S AWS BIBRES

ERERAEREMAERER 80 IAMEABRESEA , MEBSLAEZENAREHERN IAM FE
B, cAZEMAERETSMMRZESFINER K MAZXEFHEEMARSGFNER (MRENEE)
ERSBEUEEERRE,

/A Important

FRESSEFH BETERN IAM 78, EFERRERENER  EEFEELEM. &
=R EE BB RIEARERNEIR.

EEH AWS B IRFFRASER 22


https://aws.amazon.com/about-aws/global-infrastructure/regions_az
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-multi-region-fundamentals/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-multi-region-fundamentals/introduction.html

AWS tRFEE BEES

AWS BEFSIEA S EIE. SEAEREBRAE—ELEE , MESESEELHE —SZEER. 5E
[EEEEIHK AWS Identity and Access Management (IAM) #1788 , Y7 R [E partitions. AWS
commercial BiFFHEBRURaws D EEF. PRERLRaws-cnZEIEF , BLK% AWS GovCloud
(US) BiEifuRaws-us-gova S EF Z ERMUERR., RIBEEL WHEIE AWS tRF , BRI UEX
PE|E AWS EBiF A

- aws FEIEFMIRFARETFINEEIIETINZEESE , MEETFELERNUERME AWS &
B plan , BB EZBUMEE) Amazon EC2 #i1TEER , AEEZELNEBNEFRNFELEEE
Ko

« aws-us-gov P EIEFHIRE A EEFEH AWS GovCloud ( EBIFESE ) [EiFH AWS GovCloud
(EERZ ) EBFH. MFEFMHEA , FSEAWS GovCloud (US).

- aws-cn PEIEPNIRF AGBLEFRULRNEEEE. MEFMEEHR , 5528 Amazon Web
Services in China (Amazon Web Services (1 E)).

ES- ]

- BEFAAME2E

- BANEHESNEEEE
- RERENFERRS

- BRASERBIIRFRN B
- BASERBBPR EE

EE A HESE

TRAWS B ATAEERIIH, FRESSABRABEEEFER , MEENMARSAAETLFERR
R, FeeERTEM

Opt-in Regions

THESRREMARE , EXEALHA , TeeEREM

B Code AR RE
IEN (FAER) af-south-1 GA
DAME (FAE) ap-east-1 GA

EE A AE2E 23


https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/partitions.html
https://aws.amazon.com/govcloud-us/
https://www.amazonaws.cn/about-aws/china/
https://www.amazonaws.cn/about-aws/china/

AWS 1RF &= BEES

28 Code R 8
mAEE (A1) ap-east-2 GA
DAME (BENE) ap-south-2 GA
DAHBE (KEINE) ap-southeast-3 GA
DAME (FEEA) ap-southeast-4 GA
DAHM[E (BRI ap-southeast-5 GA
ZAREE (HBEHE) ap-southeast-6 GA
DARESE (RHE) ap-southeast-7 GA
IEXRFEEL (= Fl) ca-west-1 GA
B (BRERH) eu-central-2 GA
BN CKER) eu-south-1 GA
BOM (P BEST) eu-south-2 GA
&% (FhMx) il-central-1 GA
R (PR ABES R E) me-central-1 GA
Middle East (Bahrain) me-south-1 GA
S E (FEF) mx-central-1 GA

Default Regions

THEHARAMA , BEEFEA

B8 Code

DAME (RR) ap-northeast-1

EE T AESE 24



AWS 1R B BEEE
28 Code
DAHE (BHE) ap-northeast-2
EAHE (KR) ap-northeast-3
DARME (HE) ap-south-1
SEARHB[E (HThNE) ap-southeast-1
DAME (FHR) ap-southeast-2
EX (IR ca-central-1
BN CER =) eu-central-1
BUM (HT RS RE) eu-north-1
BN (BEEH) eu-west-1
BN (fR2) eu-west-2
Europe (Paris) eu-west-3
EEM (BRE) sa-east-1
EEIRE (#HEmadbif) us-east-1
KEIRE (=) us-east-2
KEIFER (A e EE1LER) us-west-1
KB (BLE) us-west-2

NERHEBERAEHERBNEE  F28 (AWS —R2EEM) PHESRH. NESHEES
(FEmE ) X&AWS WRIBFE , FS2HAWS EERKEE,

/A Important

AWS BB & regional AWS Security Token Service (AWS STS) i % |, T IE£ 15w 2
RRAKIEE, [Ei5 AWS STS in%h AWS M TERBREREFIE RSP HER. MREFE

EE A AE2E 25


https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

AWS tRFEE BEES

RE® AWS STS in¥ , BIFEEETEMEE, T8 , RE L AWS STS #wE (https:/
sts.amazonaws.com) B T/ER R FRHMEEERA AWS [EiF BV REN , RFERBAN 1 E
W, MEERERECWIRFRAFNES , B LAEAEE AWS STS inH THERERFA
A2 AWS STS InHRBHEME PERN ITERBEFR AWS B, EMEEEH
BEEMNIERBRFZHER. IREREFIEREFTA , IBERANFZHAIRSLELNR
. NFE AWS STS imB{AIEA AWS EFWFHENR , F2EE AWS STSAWS EFHE
H,

RANEFEHEENEESH
EERMARERESZE  BELEBTHIEE

- ERESEEREAMN , FHUTUEEESHERBIBEVEPFEAE BN ED - FL AWS £5
I Al lR% , ‘238 Amazon Bedrock ( FE2EE & EEH R MEIXE) M Amazon Q Developer
( 582 B Amazon Q Developer P B [EIFEE) fFABEHER. IREEAELERYE , M8
BESRENMEBENERNRIRE AWS BE- BFEEEABERN IAM ERBANEE, EWESB
BACTANEENERTAMERUEEFER.

« BAILAMER IAM 3R] 32 4] [E = 7 EL - AWS Identity and Access Management (IAM) ‘25 [ {EF
A, JREEFMLEERAETURA. FA. BENSHES, nFEFHER , F2E (AM E£A
EIEME) PWAWSAFTTRANER AWS [EiF . BB AIBAEA aws :RequestedRegionf® &8
REBFIE AWS BRIE H97FEL AWS B,

- BANEAEERKEN - RASEAESEZENE. ERAFAENEITRINERNVE,

« Amazon EventBridge & — &2 LLE EventBridge H 7] B BB IEMEETHEH ., RASASEM
RES T E Y EventBridge B , BEF MBI TERE,

- REABFHRERE - ARBA/FRERENARSNERSHE , BEEREFREEERENRE
» ENABLING

« DISABLING

« ENABLED

« DISABLED

EiZEMASZIZIR HERN ENABLINGEY DISABLING AREERE | & EEUE, &

Al , ConflictException#&#8E , EXK (MA/EAR ) BEEZEEFREARESWER AWS
IRAEI M2, BNEEARBER | ALY AWS AR, AT RE &£ 32 BN FAENABLED,

RANERRENZERSEE 26


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/bedrock/latest/userguide/cross-region-inference.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/cross-region-processing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws-enable-disable-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requestedregion

AWS tRFEE BEES

B 2 B ) M1 55 SR PR A5

RBAREREERR , FFEETHREMGFRES

- EELEBRT , RAERSFELETLENE - ERRAREE , AWS S3TEFEREREEZX
EEFARSE , Sl IAM BERSD BIZEE, ASBIRFFEL2ENKRE  EERKTRFTES
BN, EEIBRETH 2 , BEEEERA R,

- FRAEST-—ESUHNET - FRESR K BENTEZELSURSTRET. FAEHURTESED
ERREN ST EER,

- E-IRFEEMEERBEHTLE 6 EETHNREZEZEFER - —BFRENE —EIRFRASE
A— A% ERESE,

« HABTTEAE AWS Z{EEEE 1 E KRB R 50 @ REEREF R - EEIRF U LARERA 50 EFREE
AREFEBTER, —EFRERYE —ERFRASER —ERERENER.

RASERBMIRFN B
EEEH AWS IEF AERNES , BRI THRFTHSH. UT AWS ERIRA BF—2EE
FRBY AR, SANERAWS ERERA RRRETHEARTUY REZIRE RN TARS,

AWS EEFEA

RBASERBIL NES AWS tRF

® =IEFFA
EERTTIREFINSE  IAM ERESACXEEE T
« account:ListRegions ( EER WEE , AWS Eif UREME N RERADE
Ao
* account:EnableRegion

* account:DisableRegion

1. AWS BEIZA LEARKEHF TN AWS IRFIRFEAE = IAM FRERERESEA
2. RERBLHLANEFER , RARBEBIRS,
3. HEEFEMEL , @ THEE ERAWS EiF,

BRIE R MFE KRR 27


https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account

AWS IRF &=

BEES

4. RELERASEANES A ARZBEFTFTNBERATER. LB IEERTR.
5. MRBREMARE , FREETNNT K AREERAESE,

MREEREFERRER  FREABTRNXT , WA disable ETHEE , RRREFRAEL.

BRARENAESR  SUUARESEESFENZES, NFEMEFHNISER , F260 11

_}'l,l-'-|

REEFEE AWS EEFRAES , AR IRFPNESBETZARE , F2H 11

REEH AWS EEEEA

AWS CLI & SDKs

nX}E

BRI LA T3 AWS CLI s T E AWS SDK B EFRERKA. F/H. BRI L EEZEZER

RE -

* EnableRegion
* DisableRegion
* GetRegionOptStatus

* ListRegions

® =IEFFA
BEHT TSR, ELAHERHEEZRFN 79

* account:EnableRegion
* account:DisableRegion
* account:GetRegionOptStatus

* account:ListRegions

MRIEERELREBIFTH , BAURTFREECREEENERRZFEANES , URTFHMARRK

BIF B AREES,

TrEHEeRBERTEENKERFRAERS, FANEAERSARBBABNERRS , WRE

IREFEENEREEERS,
AR, KU UEANERNGmSERREE , AERFEA B enable-region disable-

region,

BMARERBEIURFH BE

28


https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/select-region-procedure.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/select-region-procedure.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/change-default-region.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/change-default-region.html

AWS tRFEE BEES

aws account enable-region --region-name af-south-1

Lo TUMREIRFEELEBA L.

BRERFELH. THaTUREERTFRNEIIRE,

aws account get-region-opt-status --region-name af-south-1

{

"RegionName": "af-south-1",
"RegionOptStatus": "ENABLING"
}

R F S5 R AR A Y (R 3

EEFTIH KEWRF ERBANESE AWS Organizations , 58T FN YR FHNLE,

(® Note

AWS Organizations % & B AWSOrganizationsReadOnlyAccessd
AWSOrganizationsFullAccessBE#H , MiRMHEZE AWS tRFEE APIsFF J«XE
A L AWS Organizations £ AFERFER ., EEREETN SEBE |, F2
Organizations AWS Z & BUR K E #o

(® Note

EEUREERFIABTHEREESIIRFHTELRE , UEERREBIRFERAZA , &

WA

- MAEBTPHmMEIGE , NEERBERFHNERE. EREESRFIREBIIRF, EgELE
VHEBRTER A . MRENEBRERESIIRE  BEABRERAMEYRE , F2RMAE
BT A e,

« A AWS Account Management BRIEHI ZEEFE. EERXREHIER , F2HE BA AWS
REEENZEEFI.

A ERARTHE 29


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_available-policies.html#ref-iam-managed-policies-updates
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html

AWS tRFEE BEES

AWS EXE R A

R =A% R AR A P Y [

1.

N o o b~ W b

FRABHNEEIREZAEREA AWS Organizations £ &,

EEELAWS 1RFE | EREEEHMIRSE,

BERFRERSIER,

EEHT , ERNEERAREFEANES,

BEDE K AREERASEARIE,

MREBEZERMARE  FREABTHXT  RAREZERARERSE,
MREBEZFEARE  FREBETHXT K WAERETES  AREEEAESE,

AWS CLI & SDKs

BRI AR T3 AWS CLI s T E AWS SDK B ERERMA. FH. BRMILEBK SRS
HY R R AR

* EnableRegion

* DisableRegion

* GetRegionOptStatus

* ListRegions

© BEHT

BEIT ISR, BLAHERHEEZIRFN 5

* account:EnableRegion
* account:DisableRegion
* account:GetRegionOptStatus

* account:ListRegions

NREFEMELERFT , CAUBTFRECAEEANRARBEANES , LEF LM AR
ERABANEES,

A ERARTHE 30



AWS tRFEE BEES

TrEHeRABERTEENKEIRFRAER, FANEAERSARBBABNERIRS , KRB
RFEENZRERSIKRSE,

AR, BEUUUERAEEN TS ERES , ABFEA B enable-region disable-

region,

aws account enable-region --account-id 123456789012 --region-name af-south-1

Lo TUREIRTIEELA L,

® Note

ERERERESRSREES 20 @EFEFER. T, Z2KE
TooManyRequestsException,

I

BRERFERDIH. THHTAREERFRNVEFMRE,

aws account get-region-opt-status --account-id 123456789012 --region-name af-south-1

{

"RegionName": "af-south-1",
"RegionOptStatus": "ENABLING"
}

FE 3 IRE AWS IRF

&BAI LAE A AWS Billing 1 Cost Management 32 & RE#HFTE AWS IRF IRERIFHRE. BETH
AT E IR E M IREAMBERE , F28 AWS IREHERAERE FHAEER

EHTRGE A B E T B bt

ERBEBRER , EURFEENREAEE T AWS 1RF. Sl , REREEEN, NE
BRZELS I BEEMBUNKERFNREREE T E4Fibut,

(® Note
BE 52 AWS 1kF TTREEENE NS eERIE[HT.

EH BIRE AWS 1 51


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/

AWS tRFEE BEES

ERBMRBIRFREABMIRFREBN -3 , AFRN A XNEMREREEFEHH

« B AWS IRF - B AWS tRF REMEEE VBB |, B UER AWS EE XA EHRREH
ETEMNH, BETHROMATHENE K F2EEFEYL WREAESTEHAWS IRF,

- EAWS IRF AR - BHREBR AWS EBHREIRS , EBEIRFHIEREEERFPHEAETNU
£ AWS Organizations FEAEREMHERFWIRERAEE 74 , HiFEB CLI AWS M SDKs
DRABITFRENHERFNEFBMG., B 7THNABTILRE  BFSEEH AWS IRF 8
PR WREREE FEH4.

ES]
- BBV NIREHEE T AWS IRFE
- EH AWS tRF BB EN NRERAESTEN

BB REHEE TS AWS IRF

EEREBL WREAEEFBHHU AWS IRF |, BT TIBFEHRNSR.

AWS EXE R A

® Note

BBAL BB AWS tRFREME , ETFEEEINM IAM FFrl, BEEL IAM ERE
FABHNETHITELSE,

1. A AWS IRFENEFEF I NEZE |, UENAWS EEFEZEEHEA AWS IRFRER
=

EEXEZAENA LA | BELMIRFEBIRG  RRBEFKRF,
HIRF EEMNIRFFMERAS  REEF , ARBNERE 7B u MR,
EWRFHAEARR L  BERE,

ERERFETEBHERL , ERNEFEFibit, TEVHE T B4 u M
HIRROMAL. AR BERTLEE. REBSR EEEENHME B itbitno-

replyeverify.signin.aws.

6. ERERFEFEHEEMNBERT 6 WALSKRETFEH4RIINKRE , RARBERTER.

o & w0 D

BB NRERESTFENF AWS IRF 32


https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account

AWS tRFEE BEES

(@ Note
RERRZSITRRES PESTEEE, NREERGEFEFINETFEN  FREL
HY SR B R R

AWS CLI & SDKs

F AWS CLI S EH — {8 AWS SDKs API BER T EILER . BREEFEA RIAITIER AWS EE

FEE,

B AWS 1Rk F BB EM NREREEFEAF

HZEfEM AWS Organizations £ & mEMEBHEMAKERFHREHEE T Bt , FHIT T
BEFHISER,

® Note

EEEHHERFHREAEEFE AUt 2l , BRETHRUHRENTZE, NEFHFHEEA ,
A2 BAWS Organizations  EAERERE) FHNER EMHERFNEFERE S F B4
#tAWS Organizations,

BHAUEARERES S BEAR , EERX PNIRFEEEHNKERFHBERAES FEMFibit,
AWS EE X E WFEstep-by-stepiR A , FEMRE FRUNTREFN B L WRFEHEE FEHHF AWS IR
EO

AWS Management Console

® fm&t

- BEREERRFIABTNEREESIRFHERERFHATIRER , E4EARBAIKRFEE
B RBHEEFE

« SCECEAE R LR R F I ER AR R SR Y RERY NEIAE B P RVIRS

B AWS 1RF BB EM HREAEEFHMH 33


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_update_primary_email.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_update_primary_email.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account

AWS tRFEE BEES

£/ AWS Organizations EZ A EH R ERFNRFER &S FEFibut

1. X AWS Organizations &, BHXEUIAM EFAESG S EA , SLEBNEEIRS PN
BEAEGDEA (TEH)

2. HEAWSIRFEHE L  EREFTHREAES T EFEUBKERS,
3. HEIRFHMEMAERT , BEDFERE  ARBEFEENS TH L,

4, Tisa-T-EM*FT BWARERENHETBMHLI , AREERTF, ESK—XNMER (OTP) &
EXMOEF B

® Note

MREESHREANBRFEZRE Organizations TEAHEMLER , BAUERERE
BEE 24 MERABRILTHK OTP BF, EEERKM , FHERFHMEARE LE
FEEERE  ARBRETREFBAHER

5, ERERT  GAZEL—ESRIEEIINHEFBHHUNNRE  AREFWHRT, ESREN
EXERFHBRERE,

AWS CLI & SDKs

BRI BMERA T3 AWS CLI S TS H AWS SDK B ERERMMBEFREAEE FEFibiL (B
BATEEFE bt ) -

» GetPrimaryEmail

 StartPrimaryEmailUpdate

» AcceptPrimaryEmailUpdate

® fm&t

- BEHERERFEEERFIEBTNEREESIRFATELRF , ELARAIKRE
EERBHEEFE

< ESEEIEER R REN TERBBPIIRE,

B AWS 1RF BB EM HREAEEFHMH 34


https://console.aws.amazon.com/organizations/v2
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/accounts/latest/reference/API_GetPrimaryEmail.html
https://docs.aws.amazon.com/accounts/latest/reference/API_StartPrimaryEmailUpdate.html
https://docs.aws.amazon.com/accounts/latest/reference/API_AcceptPrimaryEmailUpdate.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account

AWS tRFEE BEES

® =IEFFH
HRBERE , BLERBRE EZIREAFTA

* account:GetPrimaryEmail
* account:StartPrimaryEmailUpdate

* account:AcceptPrimaryEmailUpdate

MREERAELM@BIFFA , B URT - EEAEERBUREREEF Bt EFAMRE
B, ARFEMARFRRMB AN,

BETHRBRERAEETHFHUERF  SLREKRBRTIEGMRNIES , BSEAEZEEFEN
APls,

Example GetPrimaryEmail

TrHEHERERTEENKERFEBBERAEE FBAtu, ERANZEABNLERBABHN
EEIRFE , IRERFEENEZREEZSIRS.

$ aws account get-primary-email --account-id 123456789012

Example StartPrimaryEmailUpdate

TG ERBREREEF B U EREF. BEFNEFEBFLE | Wi —IERE (OTP)
BEEHEBPEERSRFHNETFEFibit. FANEAENLARBEBNERRS XA
RFEENZRERSIKRE,

$ aws account start-primary-email-update --account-id 123456789012 --primary-email
johneexamplecorp.com

Example AcceptPrimaryEmailUpdate

THEHIEEZ OTP BX , UKHFNEFBHF U REABBTEENREIRS, FANEAE
MLARBEBNEERIRF , WRERFEENZREZSIKRS,

$ aws account accept-primary-email-update --account-id 123456789012 --otp 12345678
--primary-email johneexamplecorp.com

B AWS 1RF BB EM HREAEEFHMH 35



AWS tRFEE BEES

EHRER B R

HEWE AWS IRFENBRERAEZR , FRT FIIEFFHTSR.

AWS EEFEA

MmN REREBRR

@ Note
BB BB AWS IRFREME , ETFERINN IAM FFH, EEELLIAM EHE

RABNEDHTELLR,

1. /8 AWS IRFENEFEA i BT |, UENAWS EEXEA G5B A AWS IRFREA
=1

EEXZaNa LA | BELWIRFRBINRG , RREEKRF.
EIRFEENIRFFREAS , BEDE  RAREBNEMNE FEH4 it MBS,
EIRFHMEFTRANERBSE , BERE.

AREZBEEL , EFENER. FEBNEIFEBHRL. AR BEENER. 01F
Hftfgsl , SRREREAEEBNREERR , F20 (AM £AEER) FHNEE NEE
AWS tRERERE.

o k~ w0 b

AWS CLI & SDKs

i AWS CLI SR E A —1{E AWS SDKs API BIEFR BT, EBREEFEH STLHEIH AWS EEX

7Ba,

B AWS 1IRFE 218

EEZER AWS IkF , FEAEEZRECNERERX — RV EWn B EORFRNER. TEMH. &
B, MERGEELIENNE  LUTRFEZEFGDEIRS , LR -SRI NEERE,

WREFNEBEEREREMNE , fIEHNREN 124 , W0 Biling and Cost Management & =Rk 1
AWS Organizations £#2 &, BMBBEEABRELERGBENIRS , UMEBRNZNIRFERE. R
NEIRE |, BEEFERERAERE ( §IW0 sales-catalog-prod) EHm B E%E, ERBAENZEMZE
E A6 FHREARBREASIEIER (PI) HIRSEHE,

EIRGE A E R 36


https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-password.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-password.html

AWS tRFEE BEES

- B AWS IRF - A AWS 1RF REEBEVBEBIR |, B LUER AWS EEE#Z AT AWS CLI
H SDKs BEHEMIRF B, BB THNMEE , F2H EXNEL VIRFEHE AWS 1RF,

« HEAWS IRF BB+ - HREBR WK EIRF AWS Organizations , EEIRFHEREESIRF P
£ F & o LABE AWS Organizations EEAKFEFMEBAEMAXERFWIRFERE | SER AWS
CLI Ml SDKs BXRA A AEH . BE 7THMMAERE , 28 EFERPER AWS IRF BIRF
BH,

® Note
8T 5% AWS IRF T ZEME T e ERIE TS,

ES |
- EMEY NIRFRE AWS 1RE
- EFEBPEMTAWS IRF NIRF &R

BB IRFEE AWS IRF
EFESFREYT NIRFEB AWS IRE | BT TIREFINS R,
AWS BB IS
® =IEFFA
O LERABRERE,. IAMEAEDS IAM ACREHMIREEHE, REFEHNWEBER

£ AITREEEAN AM FTREFIESSB. £ AM EAER IAM AEE | BEDH 0%
A T 5 IAM 35 -

* account:GetAccountInformation

* account:PutAccountName

EHNEIRFHIRE ST
1. {EH AWS IRFENEFH Ut FZE , UEMAWS BEETEAGHEA AWS IREREH
&,

2. HEEZAMNALA  BELNIRFRBIRG  RREEFKRF.

EHBIL NIRF AT AWS IRF 37


https://console.aws.amazon.com/

AWS tRFEE BEES

3. HIRFEEMIRFFHMENS , BEME A RAREBNENRF LR,
4. HEBT K BALEEHNNMEFERE  RERBRERT

AWS CLI & SDKs

@ =IEFFT
IBAILMERBFERE. IAMEAES IAM BEXEHRREFRZE. EEHT ISR &1
IAM EES IAM AEXHBEDLEETS IAM 557 :

 account:GetAccountInformation

* account:PutAccountName

EXMBIUIRFIRF &8
SEELAMER T B — TR RAE

« AWS CLI : put-account-name

$ C:\> aws account put-account-name \
--account-name "New-Account-Name"

+ AWS SDKs : PutAccountName

EABPEMR AWS IRF NIRF &8

£ AWS Organizations PEAMBENEER K , EEMEREESIRFPHNRE IAM £REH IAM A
BANERERIRFERE,

EESFHEMPEMHERFHIRFER , BRTTIBRFERNTS R,
ER
EEMMA AWS Organizations TIEEEFIRFER , BEEHIT - LUPRE !

- BHEBSARAMBIE , TREEXSIRF LWERE, EREESEFKERF. EEEERE
VAT A . MRENBBREAESORE  BLRERAMBENRE , F2RBHEBAFT
BHEE.

BRI AWS IRF HIRF B 38


https://console.aws.amazon.com/billing/home#/account
https://docs.aws.amazon.com/cli/latest/reference/account/put-account-name.html
https://docs.aws.amazon.com/accounts/latest/reference/API_PutAccountName.html
https://docs.aws.amazon.com//organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com//organizations/latest/userguide/orgs_manage_org_support-all-features.html

AWS tRFEE BEES

- BEBRAWS IRFEERERBRAZEEFN. EEREMER , F2EH A AWS IRFEENZ(E
EFE.

AWS EXE R A

© BEHT
EEEHRERFPWIESEE , £1 IAM EAES IAM BEXELE FHIHT :

+ organizations:DescribeOrganization (ERZX#Z4)

* account:PutAccountName

EHMRERFNIRF &M

1. ¥ https : //https://console.aws.amazon.com/organizations/ BIRX Organizations £## &,

2. HEERSEE®RD , BEFE AWS RS,

3. HAWSIRFEMEL , BEELEEFHNHRERS , BEEBFE TR , RARBEEMRS
£,

4. EEBT BWAEFNNER K RARBERE

AWS CLI & SDKs
® =IEFFA
EEEFNREIRFHIIRFEER , B0 IAM ERAZEY IAM ABXEEE THFFT .

- organizations:DescribeOrganization (ZRRE#EA)

* account:PutAccountName

EXNREIRFNIRS&E
BRI LAER T B H A — TR RAE

« AWS CLI : put-account-name

$ C:\> aws account put-account-name \

BRI AWS IRF HIRF B 39


https://console.aws.amazon.com/organizations/
https://docs.aws.amazon.com/cli/latest/reference/account/put-account-name.html

AWS tRFEE BEES

--account-id 111111111111 \
--account-name "New-Account-Name"

« AWS SDKs : PutAccountName

EHT N EABEA AWS 1RF

ERBHEA ST AWS RSB = @RI SAABBO B ABBA. BABBATLRBEAS, NRE
HNERESEEERE, RFENZLMEEBRE  SUURATREFHB4IMEE, ELERE RFRE
FAEMBBNEFBHAu DA a, TRIRFBEASBEZREZIRIRFEFBHNFTEET
BHEA.

BHREEEE T HIHP — @K tkS BN B EE,

. PREBIHEA
- BREBHEA
- REBEA

IER MR IBIRF R ABMIRF BB — , RFARN A X SRmEE ABEA

« B AWS IRF - 5 AWS 1RF REEBEY AR , SUER AWS EEXEEFEB CLI
M SDKs AWS EfEHCHNBNRBIBA. BEETHRNMARTIHERE  F2REFNBE L WERBIEA
AWS IRF,

« HAWS IRF AR - HREBR AWS BB EIRF , EEIRFHIEMEESRFPHFERAZE TN
& AWS Organizations & EFEFMEBFNERKEIRS , HEB CLI Al SDKs AWS HER
RS ARNEH, EETHROMBTIIRE  BS2BREH AWS IRFE HE8 P EM WERBS A

£

- BREFHNEFB U ER

- BEFBY HERBBEA AWS 1RF

- B AWS IRF BB P E WERBIEA

+ account : AlternateContactTypes AR 5|8
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AWS tRFEE BEES

BESBNE T B BR

HEERBEMRFNERBBAET 2 , RAZBLEWAEHERBNE 7B u B M T3 E
Ko

- ERRBRARITSHF. ZHRAMTIFERT  "+-).

- ETEHMUNRELRA 254 BF T , RTEZEEREF T2 | B0 LUE E 7 B4 it 1k 49 A< 25
PEETHREKRET : "+=.#|1&-_"

EHEMY NERBEA AWS 1RF

HEMERREF L VBEABHIEA AWS IRF |, FHT TIIRFFHLSR. UT AWS EEFERE =E
F—R2EERRBIAR. BUUAER AWS EEXRA REFNJESECARTU BRIEZIRFE PR
BERBBEA.

AWS EEE XA

MESRER Y NERBEA AWS IRF

® =EFFA
BEHT ISR, BEDLOLEREETH IAM FFA

« account:GetAlternateContact ( EEFNRBIEFMEN)

« account:PutAlternateContact ( FREREFBHNRBEEA )

« account:DeleteAlternateContact ( MIERERELEA )
1. UEBREHFTHN IAM ERAESHEAWS EEFEAEEGTEA

2. BRERBEALANIKFERE K AREFKRF.
3. H®IRFEEL K BTHEBHEBERBIEA  AREEELAEEFRE.
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AWS tRFEE BEES

® Note
MRERBEIREZEE , MAREAISURIRFNREAEREF LARAREFATNALR
- DN

4. SEEATHBNMPHE.

/A Important

HREE AWS IRF | REBBRWALAEFRBNE FEFibu , MARBRAEA
VERRR RN E T B ut,

5. TRAIAEEER  FHEEEH,

AWS CLI & SDKs

BRI LAEA T3 AWS CLI s B E AWS SDK B FRERFER, EHRMBRBRBHEER

» GetAlternateContact

» PutAlternateContact

» DeleteAlternateContact

© fist
. BT RBESAEERESREBTNENE RIS HTELRE | EAARAIES
BRI EEER.
© BEHT

HREEIRE , BULAREMRE EZIRMENEFT
+ GetAlternateContact ( EESHNRBIEFHMET )

« PutAlternateContact ( REREHFERBIEA )
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AWS IRF B E

BEES

« DeleteAlternateContact ( MIEREFRBIEA )

MRIEERELREBIFTH , BAURTFREECAEERNBIEEANRED , YR TFHMBAR

A B ARBED

Example

T oI HI S HEEEE ARSH B sIiREZABHEA.

$ aws account get-alternate-contact \
--alternate-contact-type=BILLING

{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
}
}
Example

THIgHIE /BB RS RERNREBRBEA

$ aws account put-alternate-contact \
--alternate-contact-type=0PERATIONS \
--email-address=mateo_jackson@eamazon.com \
--name="Mateo Jackson" \
--phone-number="+1(206)555-1234" \
--title="Operations Manager"

Lo THMRR IR EEES T,

BB ERBIEA AWS 1RF
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AWS tRFEE BEES

Example

® Note

MR EEHERE AWS IRFE FMMERENBSERSITZEPutAlternateContacti®E , RIS
— & SFIEFOBERG , WAFMAEETIUMARN AWS 1IRF MBS ERSEREEN
Big =06,

Example

THEHSMERBRARENEZSERBEA

$ aws account delete-alternate-contact \
--alternate-contact-type=SECURITY

Lo THMREIRFEELEA L.

(@ Note
MRBERZIAMERERNEEA , F—EBESASUERTINASXRI. FIERENER
#EEHEResourceNot Found Bl Zh AR 37

ERT AWS 1RF BB EM B BB A
EEHWRIEE AWS IRF BEFE WERBHEAREET  BUTTIRFFHSR,
=R

EEMMA AWS Organizations TIEAEHERBEA , ERERIT LD RE :

- BHEBSARAMBIE , TREENEIRFNRE, ENREESRHKEIRF, E8EEEN
EBRERA . MREWEBREAESHIRE , RSB ERAMAE , F2RBAERNSE
P

- BEERAAWS IRFEERBRAZEEFRN. BERTEMEAR , F2H BA AWS IRFEENZE

EFH.
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AWS tRFEE BEES

® Note

AWS Organizations Z & B AWSOrganizationsReadOnlyAccessdk
AwSOrganizationsFullAccessE2F# , MURMHEFE AWS tRFEE APIsFFA , BAE
B LA =R AFEURSER AWS Organizations . EEMBEFTNZIERR , F2HE
Organizations AWS ZEBENEH.

AWS BEEXHEA
M SARE AWS IRF 4B BV B CBIE A

1. FERABNEEIRSEZEAEREAAWS Organizations £ A&,
2. RRAWS IRFHIEEEBEEHHIRSE,

3. EEBEEN  AREBRABBAT , RIBBARE  REBIEA, REBHSAE BRI
Ao

4. HEMEBHEA , FRIGHTE  BIEREAEFREBEBBA.
5. LF (IR AMMPNE,

/A Important
HREEAWS IRF , REERRBALAEFERBENE F B , MARBEREA

VERETR RN E T B ut,
6. TRAIBEEER 6 FHEEFEH

AWS CLI & SDKs

R LAERA T 5 AWS CLI e S E AWS SDK 81 /EREEEL, EHAMBREABHEERR

» GetAlternateContact

» PutAlternateContact

» DeleteAlternateContact
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AWS tRFEE BEES

® fm&t

- BEHHHEIRFREZERFIEBTIFNEREZSIRFAITELRF , BLARAIRE
AR #E B9 (SR

« BESEFHERERA R REN TRBBPIIRS,

® =IEFFT
HREEERE  CLERERSE EZIRFENFTT -

« GetAlternateContact ( EEENRBHEFEMER )

« PutAlternateContact ( REREFERBIEA )

« DeleteAlternateContact ( MIBRERBIIZEA )

MREFEREL@RIFFA , BAURTFRELERAEZEFNBMBEANED , URTFHMUAR
Tnﬁﬂﬂﬂ]ﬁlﬁ’]ﬁ& o

Example

T oIS H S FEEEMS T BEARS N EREZBABIEA. CANBABNLAREABNEERK
F, ARBERFEENZRERSRS,

$ aws account get-alternate-contact \
--alternate-contact-type=BILLING \
--account-id 123456789012

{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
}
}
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AWS tRFEE BEES

Example

THEflERARPEENKERFRERFEABIEA. EANEABNLARBEBNEERR
F, ARBRFEENEZRERSRS,

$ aws account put-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=0PERATIONS \
--email-address=mateo_jackson@amazon.com \
--name="Mateo Jackson" \
--phone-number="+1(206)555-1234" \
--title="Operations Manager"

Lo THMRR IR EEES T,

® Note

MREEERE AWS 1RF FMEEMNEBEERHTZEPutAlternateContacti®fE |, BIZE
— & SFIEHOBERG , WEAMEEETIUAERN AWS 1IRE M EEREFEHREN
BAE R A1,

Example

TrEHEMBREBTEELBIRFNRZEERBIEA, ERANEAERMLARBBBNEER
F, IREIRFEENEREZSIRS,

$ aws account delete-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=SECURITY

B THMRE IR EEES T,

Example

(® Note

MRBEFRZIRMERBRNIEEA , F—EABRIASUERRNAERKN. FIEBRHNERA
EE 4 ResourceNotFoundfl iR,
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AWS tRFEE BEES

account : AlternateContactTypes AB R 5| &

B LAERA AR ARSI#account:AlternateContactTypesRIEE IAM IR AFF (RIEE ) =8
REEFR P —=E, Flw, THEHF IAMFITREFERALGRESR , AFFEZENEZFEARER , BF
BEAS AR P ISEIRFHBILLINGE BB Ao

H account:AlternateContactTypes RZEFRER K BLEAMEH
ForAnyValuesiForAllValuesZ{EFRBEE T,

B NWEEBRKA AWS IRF

BT LA ERTER iR BB T EBIRET , S EBEANEE, QR2W, BFmyt, EFERBNE
uh it 31k

RIBRFREEABIUIRFREBE —E0 , EAUATRAN SN REETERFBEA

« B AWS IRF - A AWS 1RFE REEBBIBABLN |, BULIER AWS BB 4 5EiB CLI
# SDKs AWS EFfEHCNEERFBIIEA. BEETHRUNMAMTIERE , F2REMNBE L AWS ik
F XEBEA.

- EAWS IRF R - BHRER AWS B R EIRF , EBRFHIEREEERFPHEAZF TN
£ AWS Organizations A EREMEBPHEAKLERS , FiFEIB CLI A1 SDKs AWS BLREX
FETAREH. BETHROMHTIHRE  BFSEEMEET AWS IRF WEZEBIE A,

3

. BERBNETBHBLEER

. EFBI AWS IRF REDIRSHEBBHEA
« ESFARMT I AWS BB IEF 8B A

BESBAB T B ER

EHREEMEFNIERBERA R , KRR EERASRERBIEFE 4t FERETIE

- EERBRERATSET,

- BREGRHBLAN +VERHERHHE  BERR/EABREFSEENUHNESTHHEMZEE, 5
wm, +1 (EB/MEK) = +44 (XE ),

- BRSBTS EREN. XRBNARBBEEETR "-" =K. filw, +12025550179,
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AWS tRFEE BEES

- ER%g2EE  EFEVHLERANL KGR AWS, TEZIENEEBFZRE , RAKSHIXZERS
o

- HREE AWS IRF  REBBRAALISHERBNEF B4t , MARBRAMEANSFEREH
ETFEMHU. ERBANEFBA LU NEFERRRERFREAE |, TESRENIRSEEAR
EUNGIESS 30810

EHEI AWS IRF SEEIIRFHEERBIEA

EEREBEY NEEBSAFHAER AWS IRF , FHT TIREFFHLSR, LUT AWS EEEERE
BF-—REERRBIAR, SUUER AWS EEXRE RENSELEEA R RIEZIRFR
FEBIEEN.

AWS EEFEA
mEBY NWEEBEA AWS 1RF
® =IEFFA
BEHTTIIR , BEDLEHBETH IAM 551

« account:GetContactInformation ( E&EXEBEAEMET )

« account:PutContactInformation ( EHEEB&AFEMENA )

LERAREFARN IAM ERERARAWS EEFEEFTEA
BEREA LANIRFRRE  RRREIRF,
BTHBEHREEANRR , RARERRE.

S ML PRE.

TRFFERER , FREEHN.

o kb w0 bdp =

AWS CLI & SDKs
BaLAMEA TS AWS CLI ;s S sE AWS SDK HE 12K, EHBMBREERIZEN

» GetContactinformation

» PutContactinformation
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https://console.aws.amazon.com/
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https://docs.aws.amazon.com/accounts/latest/reference/API_PutContactInformation.html

AWS tRFEE BEES

® fm&t
- BEHHHEIRFREZERFIEBTIFNEREZSIRFAITELRF , BLARAIRE
AR F B ZEEFE.
® =IEFFA

HRABERE  SLERERGNEXIRIENTTT
 account:GetContactInformation

 account:PutContactInformation

MRIEERELREBIFTH , BUURTFREECAEERNBIEEANRED , URTFHMBAR
R NN R AR BED o

Example

THEH SRR ARSNE I EEMIEE

f,_{_!t

$ aws account get-contact-information
{
"ContactInformation": {

"AddressLinel": "123 Any Street",
"City": "Seattle",
"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",
"DistrictOrCounty": "King",
"FullName": "Saanvi Sarkar",
"PhoneNumber": "+15555550100",
"PostalCode": "98101",
"StateOrRegion": "WA",
"WebsiteUrl": "https://www.examplecorp.com

Example

THEHERERBARS VT EEZBIEEN.

BB AWS IRF SHEEIRFHEEZBEA

50
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AWS tRFEE BEES

$ aws account put-contact-information --contact-information \

'{"AddressLinel": "123 Any Street", "City": "Seattle", "CompanyName": "Example Corp,
Inc.", "CountryCode": "US", "DistrictOrCounty": "King",

"FullName": "Saanvi Sarkar", "PhoneNumbexr": "+15555550100", "PostalCode'": "98101",
"StateOxrRegion": "WA", "WebsiteUxrl": "https://www.examplecorp.com"}'

Lt SRR IR EELE®W L,

ERTAEM R AWS B ERF B EEBIEA

EERBAGTEN AWS RERFSTHEEBEARMER , BRT TIRFNSR,
HnER

#HEFHR AWS Organizations TRANWEEBHEA , EREEHT —LNSRE -

- BREBCARAFEYRE  TREEREIRF LVRE. EVREESRFKEIRSF. E8ELE
VEBRTERS . MREHNEBRERESHIRE K BEEERAMBNGE, na/ﬁﬂﬁiﬁﬁ%ﬂ%ﬂ’wﬁ
ﬁIjJ BEo

- BEERAWS IRFEERBBAZEEFN. EEREWEAR , F280 BUA AWS IRFEENZE
EFE,

AWS BB XA
fmEERE P N EERBIEA AWS IRE

1. FRABNEEIREZAEREA AWS Organizations E# A&,
& PFAWS IRF | BENEEHNIRS.

BEBERER  RARSRTEBRBA

BIZE Edit (FRE8).

SEIMAURAMCPHE,

THAERER , FREEN.

2

AWS CLI & SDKs

BRI LAEA T3 AWS CLI s S E AWS SDK B E R /EREEE. EHRMBREEBHEENR
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AWS IE S BEEE
* GetContactinformation
» PutContactInformation
G @&
s FEHENERFREBEIRFIEBINEREESIRFHITELRE , BYXBARARE

AR # By (SRR
- ESEEIEER R REN TRBBPIIRE,

@ =IKFFA
HASERE , BLAEERSN EZIRENT -
* account:GetContactInformation

 account:PutContactInformation

MREFEAELERBIFFA , BUUARTFREFEAEERNBIEEANED , AR TFEMAR

A B ARBED

Example

TrEHeEEARSTEELSRFNENEEMEET. CANBZABNLAREBABNEERRK

F ., ARBRFEENZREERSRS,

$ aws account get-contact-information --account-id 123456789012
{
"ContactInformation": {
"AddressLinel": "123 Any Street",
"City": "Seattle",
"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",
"DistrictOrCounty": "King",
"FullName": "Saanvi Sarkar",
"PhoneNumber": "+15555550100",
"PostalCode": "98101",
"StateOrRegion": "WA",

ERTAERB R AWS B EIRF B EEBHEA
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AWS tRFEE BEES

"WebsiteUrl": "https://www.examplecorp.com"

Example

TrEpgREABTIEEXSIRFNEEBREEN. FANEAERLARBBEBNERRS
FRERFEENEREESIRF,

$ aws account put-contact-information --account-id 123456789012 \
--contact-information '{"AddressLinel": "123 Any Street", "City": "Seattle",
"CompanyName": "Example Corp, Inc.", "CountryCode": "US", "DistrictOrCounty":
"King",

"FullName": "Saanvi Sarkar", "PhoneNumber": "+15555550100", "PostalCode": "98101",
"StateOxrRegion": "WA", "WebsiteUxrl": "https://www.examplecorp.com"}'

o THREIRFIEELERA L.

18 AWS tRF 23175
AWS €558 ER T HIM—EBIRF AWS IR :
AWS IEF ID

A ME—RB B9 12 (L BRERES | N 012345678901 AWS IR, §F% AWS BEREHE Amazon
Resource Name (ARNs) FBEIMRFE ID., tRFE ID BrE4—EIRFHFHNERES —ERFEFHHNE
REDBIR, MREE AWS Identity and Access Management (IAM) A% |, EATLUER AWS &
BERA RS ID SRFRIBEEA . MABGEMHBBIEF 5 , RS IDs EXEEFEANLA , B
TEEREANE, BRIBEEA,

IEXfEAZE ID

HEF AR , Bl
79a59df900b949e55d96ale698fbacedfd6e@9d98eacf8f8d5218e7cd47ef2be , ERIBE
FNE AWS 1RF ID, &0 LAFEEF Amazon Simple Storage Service (Amazon S3) % F#ZT 88
MY EEIRF FEUE AWS IRF B | AL ID KRB . S EXFEAE ID #EE AWS IR
F RIEFEAEDS IAM EAE,

BAAGR EITEDBRE AWS | T HERIRELHEIRF,

WA IEE RS H B 53
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AWS tRFEE BEES

/A Warning
wBOEN AWS BEAER ( BREBNEFNER ) REGFEEER AWS IRF st
B AWS BEIRME =77, ERMATRMMIFEERES AWS IRF /9 .

SHIER AWS 1RF ID

WAL ER AWS BE XA 5 AWS Command Line Interface () 3% AWS tkF ID AWS CLI, & E
BER , kP ID WNEBEBGRRERUBREAEER IAMERAESSEA. BEREIUREAED IAM
EAESSEA , 1RF ID #HHEE.

SRENIRSE ID MARERE
AWS EEFEA
LRERE S D EARSREN AWS 1RF ID
® =IEFFA
BEHT ISR, EEDLOLEAREETH IAM FFA
- BERUBRFERESDBEAR , BLEEEM IAM FH,

1. EELANEESG  ZEEMRFEBIRG  ARBRELZLEAER.

® Tip
MREBREFINLZEEAEREE | Bl IAM BENBES 2 ERES D E
A, MARUIAMERAEEDEA, BEHERT , B3R ESZSENEERFFNIKRSE ID
S,

2. HEIRFHMEAERT , IRFRIFESHERE AWS IRF ID 3,

AWS CLI & SDKs

A EREMN AWS IEF ID AWS CLI

S2REM AWS IRF ID 54



AWS IRF &=

BEES

® =IEFFA
BEHRTTHIR , BEDLEHBETH IAM FF 1

. BELRERESHUT BR , BRBEMEM AM BT,

£ F get-caller-identity &5 , 21T Ro

$ aws sts get-caller-identity \
--query Account \
--output text

123456789012

ERIEMNIRE ID 5 IAM ERE
AWS BB 4
BUIAM & B 9 ZEABSHREN AWS tRF ID
® =IEFFH
EEHTTHNSR , BELOUEHEETH IAM 351 :

 account:GetAccountInformation

1. EELANSEIG  BEENEREER K ARAREEREBAER.

® Tip

MRERBBIREBAERRR , BUEEN IAM AGHNBSS S ERES S &

A, MARHUIAM ERESSEA, EUBERT , FEREABIRFREZSEKRS ID

o

2. EHEHERNIRFFHFMAEAT , IRFHRBSETRE AWS 1RF ID 3.

S2REM AWS IRF ID
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AWS tRFEE BEES

AWS CLI & SDKs

A S2REMN AWS 1EF ID AWS CLI

® =IEFFA
BEHTTHIIR , BEDLEHBETH IAM FF A

- BRULIAM ERESAGESHTRTR  BXEER
* sts:GetCallerIdentity

# /A get-caller-identity @5 , W TFFRo

$ aws sts get-caller-identity \
--quexy Account \
--output text

123456789012

SHE WIENEME ID AWS IRF

IBABAER AWS 1RF AWS EEEE A H S, WEXERAE ID AWS CLI, WEXERE IDAWS
tRF EBRAKIES. B EXERE ID B AWS 1RF AREMAE. MEFIERER IAM &
%%O

SKRIEN ID HARERAER IAM ERE
AWS B A

URERES IAMERESSEATEREER , SRERFNEXERE ID

® =IEFFH
EEHTTIINSER  SELMLEHERETH IAM 557 :
ELLUBRERESIHIT R , BREEEMA IAM .
- BEBUIAMERAEEDEAR , BABEHES

 account:GetAccountInformation

SHREWEXERE IDAWS 1RF 56
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AWS tRFEE BEES

1. LUREREDS IAM FHE AWS EEXEA B9E A
2. EALANEE G RIEBENIREZBIREG K RBBEZ2EAER,

® Tip
MREBREFINLZEEAERRE | Bl IAM BENBES 2 ERES D E
A, MARUIAMERESDZE A, FUERT , FSKREEREREZIZNIRS ID
iR

3. HEERFHMEAERT  EXEAEDEHREEXFEAE IDE, ZAFEREXNFERAE ID
REEE Amazon S3 TFEUIRHIEE ACLs).
AWS CLI & SDKs
FA SKEXNFEAE ID AWS CLI
FHEIR AWS CLI 71 APl S EAR AWS IREAREAE. IAM EHER IAM A,

{1 list-buckets &85 , TP Ro

$ aws s3api list-buckets \

--max-items 10 \

--page-size 10 \

--quexry Owner.ID \

--output text
249fa2f1dc32c330EXAMPLE91b2778fcc65f98019172f9ch9a5f50ccbEXAMPLE

EREX IDMAEEES IAM AENBESEsERE
AWS BB A

LER IAM SENBES S ERAESIEA TRER  SREBIRFHVER ID

@ =IEFFH
- BAHEBEFSHMNEIE Amazon S3 FEFEFEMNFT,

1. HUERIAM BEeNBEE s ERE AWS EETRE 598 A
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AWS IRF B E

BEES

2. 71E Amazon S3 F#Z=AF , REMRETEEBURARTTENFHEER,
3. BREFITRIIER.
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UL EREERE IAMBR (£AEHAE ) MFE AWS EF. AERMNERMN LFERE ABAC
ME—F, BEBERE ABAC BUR , A EEZRNEREAEEAFHNERERETRRE,

ABAC ERRMRENFZHHEREE , WRERREESESEERERB,

BN AWS IREEE |, #3E8 account:AccountResourceOrgTags/key-namelf &8 X EER
BFEES, IREMEZEEPH APIs T EZE%aws :ResourceTag/key-namef® &8,

£ A X WAV IR M- S SR AV B3] JSON B SR

THSEHIBR AR 7, URRARPERL AL "CostCenter” B{EA "12345" 5, "67890" ZIRFHY
Biis &

JSON

"Version":"2012-10-17",
"Statement":[
{

"Effect":"Allow",

"Action":[
"account:GetContactInformation”,
"account:GetAlternateContact"

1,

"Resource":"*",

"Condition":{
"ForAnyValue:StringEquals":{

"account:AccountResourceOrgTags/CostCenter": [
"12345",
"67890"
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AWS tRFEE BEES

WF ABAC HEFAEH , F2E (AM ERERER) PHRIBES ABAC REHNBMHEZRFTAM IAM
HERE  REERERFIMAWS BRNVFFT,

FEBE Account Management i F Bz B5 & A & ¥
TEHREE 2

REIFEAERHEME AWS BRNEHER , Y EEREABMSIRARKEEHEI., AWS BEZ
BREELAHRREAER K MTREARBEFENE®E, MEHMEN , BF20 (AM FREER) F6
IAM FH RS Z 2 BB B IAM EEHEEMAWS RIS

Account Management Y AR 75 £ 88 5 ]
TEESZEFIMIERER (FAS): 2

WX FI TR (FAS) AT WEFTART AWS BRI &4 AWS FRH BRE TRRBIELE
Ro MBRE FAS BRENBEFMET  FSRERENTFERE,

Account Management B IRIE & &
EREAR . &

REAERBREREN IAM A6 , IRESTEE. IAM EEE AU IAM REIL, SRR ERARE
At, MEFHMEENR 6 F2H (AMEREERE) PHEIAGLUEZIREFTHE AWS RIS

Account Management B RIS ELE B &
ERBEEAR . &

BHEFACGREGE N —EREAE AWS . BB TUREARENTHENAR. REHERS
AEghREEN F AWSIRF |, YHERBHEES. IAM EEE TR  EFRFERBERSEHN
AT A,

NFERVREERBEFEACHFMER , F2ETEL IAMEENAWS R, EERRPSHRR
%, EHERBEEACRMTHN Yes, BIEFERER , SUREXBRBHREERBEXH.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS tRFEE BEES

AWS Account Management B & % U B 3k &3 4

RIBFER , FRENACRERIIBNRFERERNA, eERTHERAEHEMFTERNITEME
BYEFA | IAM EE ST BUE Y 1AM R,

WE T MR fE AL JSSON BURX M2 IAM 5o RBR |, 20 (AM FEAEERE) PHE
M IAM BUER (E2B).

NZE Account Management EEMNEMENMERERNFMEN K SHEEEEFRERN ARNs B, 5
28 (RIEBESZE) K AWS Account Management BB, ERFEHRE|E,

ES]

- BRREER

- £ PHVIRFEE AWS EEEES

- RE PIRFEENHERTIE AWS EEEEA
- B PIRFEENTEEFIE AWS EEFES

HERREEK

BoRABREHEERFPINEBASRETUERY, FRHMBKIRFEEER, ELBETRESRSL
B AWS tRFEAEM. ERRUSMRES 7 HBURE , FEE T EIRERER

- FIEER AWS SEBRRYE BRI RKEERTT - EERBRFIRTENCERAENTEER , FEH
BT R TS EREARAN AWS REBKR. ©ATELN REMH AWS IRF, RAIEZREESR
BREREARI AWS WEFZERXR , ME-FRDH . WFEZEA , F2H (AM E£REE
) T AWS REBURREBBEENAWS ZEBK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &
UERERERG T AAUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZEEENR , F260 (AM EREER) T/ IAM P BERMET A,

« A IAM BER PR E4GE— S REFEE - SO LUSHREFIEEBER |, UREIESEMERNEE.
fFlan | BAILARBEBEERRG , EEXEMEMA SSL BEFER R, MREBIBE Hlun FHRKEE1E
AWS FREE , & th o] LA B R4 3R 4% F HZEUE CloudFormation, MEFFMAET , 552 (IAM £
ZIEE) K IAM JSON BUEETTE © 4,

£ IAM Access Analyzer &% IAM BUR , BRFF A1 £ £ B A IEF1&/E - IAM Access Analyzer B
FHBENBEEBR , BRELBERKER IAM BEKES (JSON) # IAM HEEHK. 1AM Access
Analyzer 121 100 ZHEBRBRERVENTHWER , THEERREZSHERNWBEK, NMEFHHEE
A, F2E AM FHERR) PHEEA IAM Access Analyzer B 38 BUE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsaccountmanagement.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html

AWS tRFEE BEES

- FEZEEZRE (MFA) - IRENRHFE IAM E£RESH FHRERE AWS IRF |, FFFR MFA
DREZSM. WEEFWY AP BERTER MFA |, 5588 MFA (R EEENBER, NFEFHE
# ., F2EH (AM EREERE) FIER MFA %% APl FHL.

ME IAM P REBBHEEER  F268 (AM EAEEE) R IAM 22 SEEHK,
/A FRIRFEE AWS EE XA

FEFHNFNIRFEE AWS EEXRE | BLAEA —HREF . ELFFAILA RS HNR
B NFHAER AWS 1RF. IREEVHKEAMEFATEBREN S S EBGR , IBERNESZBRN
B (AV ERESAR) ME , TRARELZNABREE,

ATHRAREAENAGTUERIRFEETRS , BFIRER
AWSAccountManagementReadOnlyAccessz{ AWSAccountManagementFullAccess AWS &
BRERIER, WFEFHER , F28 (AM £REER) PHEFTIEAE.

HHMEFIY CLI L AWS APIAWS HIERE | BFTEANRETEAHFT. AR , EFFZHER
T, BULLEREAMFIRESERNITZ AP RERFNEIE,

BE PIRFEEHEFIE AWS EEEEAS

ETHEHF , BRERT 70 AWS IRF IAM A EYH PikF EENEREFIE AWS EE X
Ao MMLBERNEREBELETEMNRE.

account:GetAccountInformation BIMERFRARFEA L AL RENEINE, T8 6 BER
RETBA AWS WEHE , BEMXETE account:ListRegionsEfE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "GrantReadOnlyAccessToAccountSettings",
"Effect": "Allow",
"Action": [
"account:GetAccountInformation”,
"account:ListRegions"

1,

"Resource": "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://console.aws.amazon.com/billing/home#/account
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS tRFEE BEES

R4t PIRFRENTEFEE AWS EEXRA

ETHEHF , BRERT IAM EAETE AWS 1RF I HHIRFEE AWS EEXE A, Kt
BRI ERE TR ERFHRE,

I EHIBR I L RSB BRAER , SESEATANEAFFA (CloseAccount BrL ) |, AFFEREE
ERFHAEDELE , @FF account:EnableRegion#l account:DisableRegionfF .

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "GrantFullAccessToAccountSettings",

"Effect": "Allow",

"Action": [
"account:GetAccountInformation”,
"account:ListRegions",
"account:PutContactInformation”,
"account:PutAlternateContact”,
"account:DeleteAlternateContact"”,
"account:EnableRegion”,
"account:DisableRegion"

]I

"Resource": "*"

}
]
}

¥ AWS IRFEEER & 7 B BUR (IAM BUR )

% AWS 1EF Fl IAM £ BRSO (AM B EIEE) ROMHER AM?,

MENMAEFREFZEBRNREN , F2E0 (AM EHEER) PHRE IAM BUR.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_Introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html#edit-managed-policy-console

AWS tRFEE BEES

AWS IREEBBEEK

HENRBERAR FERFREFIHEMNGTT. MECHELFAINBERES , F28 AWS
Account Management B & 7 B BUER & 41,

B

(® Note

EERT IAMEFRAEH RFEEPHEERFRENEATIVE AWS EEIZE  RTEAR
ERELENFFR (ST ) 29, BEX AR GetAccountInformationsF i,

AR FEUE R Description
account:ListRegions BE RS AT AR ESE,
account:GetAccount BE AR REHRFEEA.
Information

account:GetAlterna EEY AEFTREEUIR B Y BB AR Ao
teContact

account:GetContact SEEL HEFHER PN EEBISE
Information #Ho

account:GetPrimary EE EFFHEEENEEE FEH
Email bk,
account:GetRegion0 EE AERTENS 215 /Y2 2 0 A AR
ptStatus RE,

account:AcceptPrim BEA HEEFIEZ AWS A8 R EIR
aryEmailUpdate FHEEE FEHH b FH,
account:CloseAccount BA HEFFEARAMR
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https://console.aws.amazon.com/billing/home#/account

AWS tRFEE BEES

HEIEY FEUER Description
(® Note
WEFAEERARER
B. WFAREETAN
AP| IZEUEE,
account:DeleteAlte BA AE R BR R P RO BB AR Ao
rnateContact
account:DisableReg BEA EFFEAREE,
ion
account:EnableRegion BA EFFERAESE,
account : PutAccount BA HEEFIRFN AR,
Name
account:PutAlterna BA HERFIE IR PR B R B A
teContact
account:PutContact BA HTEEHRPFHNEERIKZE
Information #Ho
account:StartPrima BA HEFFREE) AWS #R&% + BX B bR
ryEmailUpdate FHEEE FHH i FH,

HEZE AWS IRFEE S 5 MEFEUE

FERUTEARGEEZE IS EFERRFEEN IAM BIEEETNE RRBEE,
TRE

- REETIRFEARSHTHE

o RAEBHIT iam:PassRole HIiZ#E

s REEAH UANAE AWS IEF FEIRNIEFHMAET

SEBHEAR 76



AWS tRFEE BEES

BEETRFEEDATIHE

MR AWS EEFRE HREEENT BF , AIXABBENEEES KRG, ENEEERALE
HERERBNEBHAL,

E mateojackson IAM EREEHAEATEAE WIRFEE AWS tRF FRBMHFMHEEF , AWS
EEI#EA B8E account :GetAccountInformationFFal i | &34 T 5| & HIsEEE,

A You Need Permissions

You don't have permission to access billing information for this account. Contact your AWS administrator if you need
help. If you are an AWS administrator, you can provide permissions for your users or groups by making sure that (1) this
account allows IAM and federated users to access billing information and (2) you have the required LAM permissions

FELBERT , Mateo EFREBEEFTHMANBER , AFFMER my-example-widget EEFE
account:GetWidget EiR.

RARESESHIT iam: PassRole HIIZHE

MRAWEIEE | & AEEEHT ian: PassRoleBifE , BNRELEES , UAHAKA LIRS
IR EE,

BE AWS i TRESREACEEGZRE A MARBUFNEBEEALIRBEEAER, NFEH
THER B AR ACEEEZRBIFT .

EEA K IAMmarymajor EAEERERATRAERFEETHTEER , SRETIIEHIHR,
BR , BFFERBHEEREBHCR T T. Mary REKAGBEERGRBHFT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WA BES , AFFME1T iam: PassRole Bk,
MREBEEGE , BHEEHN AWS EEE, FNEESRHENESERE.
REERF WA AR AWS IRF EIRBZEARFFFHER

BRLEY—EAE  BEMIRFHNEREIEEBABHNASTFIENER, SIS EE R
EEEVHAREZRAR. SHEXEERERNBERSFEUZRHIEE (ACL) RYBRES , &7 LUE A BRL R
KRBT AETFEENE RN,
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AWS tRFEE BEES

MEE—FTH , F2EUATRE .

- FETHIRFEEREREXEELINE , F2HR AWS IREFERN{IEE IAM HEEH,

- BETHNMEAWS IRF EEREN BERcEREEIE , F20H (AM EHEER) THESE
B AWS IRF 095 — @ #4 IAM £/ &R HEFEUE,

- BETHNARERNFIERHEE =7 AWS IRF , 52K (AM EREER) hPHEFEUER
HIeE=5 AWS IRF #H,

- METROMEBKRE S RUEIE  F28 (AM EAERER) PHEFIREREEEENRE
TESBRENERE BEE D).

- METHREAAGNEREBRRETEIRFFRCENZR , F28 (AM £REER) H8 IAM
PR ERE ERFE.

AWS AWS Account Management #) S & BUER

AWS Account Management B B2t M@ A EAK AWS ZEBUE :
+ AWS ZEBUER : AWSAccountManagementReadOnlyAccess

« AWS ZEBE : AWSAccountManagementFullAccess

- AWS ZEBRNIRF EEERH

AWS EERERMH AWS AWS SERRRUATENBIRE S EAFSHARMARMKKT , UEL
TUBARH TG EAE. FENAL,

FARCiE , AWS RERKRARTERTFTREEARFINREERTT , RAELFITAHAE AWS &
FEM. RM2BEERRERNEARFINEFEERE  UEE-SRDFFT.

FBEEBE AWS SEHRRPERNTAT. 1R AWS EH T AWS EBRPERNGTT , IIEHER
ERREENAMBETIAS D (ERE. FHENAG® ) . B AWS BRI BETHE API E#1ET A
REBRBE , AWS RETREH AWS ZEH K.

WEFMES , F2H IAM EAERERPR AWS ZEHXE,

AWS ZE XK : AWSAccountManagementReadOnlyAccess
& A #& AWSAccountManagementReadOnlyAccess BUREZE] IAM &5

L BURIR AR , MR T5IEE -
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS tRFEE BEES

- BB WHEES AWS 1RF
- ¥ AWS B BIASEAN AWS IRF (B REEER AWS TEARKRIRS P EHAAREE )

CEBRTFHTEM Get*=H List *RENFFAIRATIEE, ETREBIIRFHPRERT AWS B
B BMASERIRENERIEE

ATARFEER
HBRIEUTHT,

« account : RHFTHRENHETEEREHN AWSIKRE, TEAFETEIIH AWS EiF £ R AKRFE
A AWS B XA,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"account:Get*",
"account:List*"
]I
"Resource": "*"
}
]
}

AWS ZEBK : AWSAccountManagementFullAccess

&A% AWSAccountManagementFullAccess BURERE IAM B %,
R EHBEIE R T IR N TEEEFIE

- BE hEES AWS 1RF

. $H AWS B BARERN AWS IBS (£ RAER AWS TRAREESHRE | MARE
A B )

AWSAccountManagementFullAccess 79



AWS tRFEE BEES

TEBRFHITEMaccountRIENFFAI R AT ILERIE,

HARBER
BREDE U TR,

« account - AFETEMETERAEPEERER AWS 1RF ., BEAHFTRIILAKRERA AWS E
BHE , WE PRASEREM AWS EEE2E,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "account:*",
"Resource": "*"
}
]
}
AWS ZEBERNIRF EEER

BIBBLWRBEHRERELBELR  RFEE AWS SERKERNFAER. NFLEEESENS
BiRE | FRIEIRFEENHERGCHEER LK RSS BE,

g% iR Date

AWS ERFI AWS ZEBR IREFEERAMEATI AWS 2021 €9 A 30 H
BEMRFERE  YHKEHE SEHERG :

3]
« AWSAccountManageme

ntReadOnlyAccess

« AWSAccountManageme
ntFullAccess

BUREN 80



AWS tRFEE BEES

AWS Account Management & 7 B 5%

FE-ZFRBRAESTETAE REASEESRTE AWS IRFE —30#1T2 AWS RN Z L HEM AWS
SR, EEFEIEHE SOC, PCl. FedRAMP, HIPAA £%,

MEBESHAFTEIEER AWS WIRIEE |, FSBAWS RiE SRFTEEERN. ME—REA ,
B3 AWS Compliance Programs.

3
¢

B LAER TEHE=SEKIEE AWS Artifact, MFEFMEF , FSEAWS Artifact  £AEEFE)
REYTE R FEIRE AWS Artifact FE RS .

BE PEA RBNSKREME AWS 1RF BURRERNEEM, BLFANEGRER , URERAKNEEN
ER. AWS R TIIERAIBBIER

- Z2HEGHREAPIER - ELHNERHENRREBER , WRHMUE LHBULR2RERAE D AWS
ZEERENIER,

« Amazon Web Services ) HIPAA Z4BEEHREE - WARERP L WAFEHE AWS REIFE
HIPAA B¢ ERARER.

@® Note
W IEFFH AWS RIS #EFE HIPAA B, MEFHMET , F2H HIPAA ERRTSE,

- AWS EHRER - WITHFEFMAERmES TREARENEENVE.
{ AWS Config B A B5m) M FEHARAIFTEER - AWS Config RE ST HEREBRFSRID
B, EEENFZERNEE,
« AWS Security Hub CSPM - J& AWS fR#§ AIZRELHMR ANZERE AWS | HBERERSH
ERLEXBRENREER.
« AWS Audit Manager — & AWS IR# AIt# B 5ER &% AWS AR , UL EEEREBI AR , X
REFESEHANERZEN SR,

AWS IRE BB HEM

AWS £REMEERI AWS BE MATARSAEREE, ERRHZSEs RARENERTRARE
g, WMRIEE, SWZXENSEREMAREREELER, BBTHES , &7 R RRFENER
EANERNE EUAESCEHEDREBREMASREDE . TAERENTRAY, REERINERE
B, HERE-HZEENFUNERERFREES.
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html

AWS tRFEE BEES

Mm% AWS Bl ITABENEER , BB AWS £ REBRIE,

FHERSEZESMN AWS IRFERE

EAZERTE , £ PEIT AWS IR AWS tRFE 2% AWS £ @R Z LN RE, WNE AWS 228k
A e AWS REEBREMIEBEET , F2BAWS Eixts, EEFAERREZENREEL
REGEHRR AWS RIE | F2 BT £ X AWS Well-Architected Framework R E 5 1R,

BT LAER AWS B4Ry API FFLY | BB FEURFERE. ERAERSAXETIESR

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEH TLS 1.3,

- BfeEXEIEFAZR(PFS)WETEEM , Hlan DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARF (M0 Java 7 IEFIRAR) KL EZEELER,

AN, BRMLACAFEREER ID FME IAM ERMEEBENAEFTIERREE, NF , EAUEH
AWS Security Token Service (AWS STS) IEA TR LZ L BEURBER,

Ef TN 82


https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS tRFEE BEES

EEEIEM AWS 1R

EL R HEE AWS Account Management FE it AWS SRS R TTEM, ATRAMENRENEERS .
AWS 2 TR T B REEE Account Management, #R&F§5ER , LURERREE BB -

« AWS CloudTrail B = R&KREBEN ( B ) API RUUFIMEEESH , AWS IRF XA B#E
RE AL EM Amazon Simple Storage Service (Amazon S3) f1ZEri8, EQELBAIEZA B
FERAEMES AWS, HETHWANRIR IP it , AR FIWUMEEE, WFEFMBER , 528 "AWS
CloudTrail fFHEIERE. -

- Amazon EventBridge ZEiB B BIEERKEH , fINEAEXTALRERIEREE , HEH AWS
FRIEFIBEAN BB, RE AWS RBHSH4SLULFEIRFMN 5 XX ZE EventBridge, B iRE
AENRA , RETECEENEYS , UARESHRESHAIESMESDHTNEE. WEFHER B
28 "Amazon EventBridge E A&/, -

£/ 524% AWS IRFE &I APl 1Y AWS CloudTrail

AWS Account Management APIs 282 #4& AWS CloudTrail , WIRIFIREHERE. AEFY
Account Management #&4E AWS W R FTERENZ B)ERVEE 8%, CloudTrail Ei4FTERF EE API FEAY
HERASH. MENTUIFEHIRSFERRENFIERWL, mMREEER , BB CloudTrail
EHFERANE Amazon S3 f#ZETEE | BERFERIRENSH, AIEERFRTEER , KATLLER
CloudTrail EE PN EHELEHERAKIEN. F£A CloudTrail KEMNER , B YHIEBAIRS
EEBREMNGER, ARREHBRN IP ik, REBROASNER , ARHAMFHAER.

EEHE—L TH CloudTrail , 5528 "AWS CloudTrail fEFA&ER . »

CloudTrail FVRF EEBEA

BRBMIRS AWS #R/S B , CloudTrail 8% HRR. EIRSERREREEBE , CloudTrail 52
# CloudTrail B KRR , URBHELCHETHRM AWS BESH, EALUE FRE. ESN
TREITWEMF AWS RS, MTJFMER , FER (A CloudTrail SHEECEBRSZF) hitps://

docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html,

EERELE FHNEHFAWSIRE , SFEIRFERBRENSH , BRIBKR, HZREEE CloudTrail #%
HESE RS ZE Amazon S3 #FZiTiE. RIBFERR , ELE PERIKRKREF AWS EEEIRE  REEE
BZEE AWS B, ZEMREHRE AWS FEIEFFAERENEHN , W AFTERIFEEIEE
# Amazon S3 REFTE. BRI LREHM AWS IR , LE—F 2 FMEE CloudTrail BFEH TS
WEHER, MEFAER , F2ETIAS :
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Example £l 1

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"

.

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T19:25:53Z2"

}
}
},
"eventTime": "2021-04-30T19:26:157",
"eventSource": "account.amazonaws.com",
"eventName": "GetAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"alternateContactType": "SECURITY"
1,
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-111111111111",
"eventID": "la2b3c4d-5e6f-1234-abcd-222222222222",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

g1 2 : THIEHIFE R PutAlternateContacti®4ERY CloudTrail BE6EE , LUSH
FIBILLINGERBIE AFIEERS,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn": "arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
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"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"accountId": "123456789012",
"userName": "ServiceTestRole"
.
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
}
},
"eventTime": "2021-04-30T18:33:08Z2",
"eventSource": "account.amazonaws.com",
"eventName": "PutAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"name": "*Alejandro Rosalez*",
"emailAddress": "alrosalez@example.com",
"title": "CFO",
"alternateContactType": "BILLING"
},
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-333333333333",
"eventID": "la2b3c4d-5e6f-1234-abcd-444444444444",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

arn": "arn:aws:iam::123456789012:role/ServiceTestRole",

&1l 3 : THIEHIFEREI DeleteAlternateContactiBELAMIBR B BIOPERATIONS B Hf4% A BY

CloudTrail B5§1EHB,
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:ro0le/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
}
I
"eventTime": "2021-04-30T18:33:16Z7",
"eventSource": "account.amazonaws.com",
"eventName": "DeleteAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"alternateContactType": "OPERATIONS"
},
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-555555555555",
"eventID": "la2b3c4d-5e6f-1234-abcd-666666666666",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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£ EventBridge B2 IR B EH
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£/ EventBridge , B UBUAFESEASHNRA , W HKRHBT BRUETEE.

MEFHMEN , 528 (Amazon EventBridge &8/ FH Amazon EventBridge AP,

REEEEN
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RAZEIB CloudTrail BAAMNEFEREEM APl RIUNSESH , BalAIftiRFEEER,

Event types (SS4F5EH)
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THEHIEHERINMAEETER |, #8H 2020-09-30 ap-east-1[EZHENABLEDHIIRF
123456789012,

{
"version":"Q",
"id":"11112222-3333-4444-5555-666677778888",
"detail-type":"Region Opt-In Status Change",
"source":"aws.account",
"account":"123456789012",
"time":"2020-09-30T06:51:082",
"region":"us-east-1",
"resources":[
"arn:aws:account::123456789012:account"”
1,
"detail":{
"accountId":"123456789012",
"regionName":"ap-east-1",
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"status":"ENABLED"

ANETTAERREERT S GetRegionOptStatusH ListRegions APISEEIHIAREE :

« ENABLED - EfIhAaccountIdiEEMN BA EE
« ENABLING - B [E#E BaccountIdiEEN BRA
« DISABLED - ER I HaccountIdigE M [EiH
* DISABLING - B IEE AaccountIdiEER FHA

THEHEHEASRIENAEERSHNRAL

"source":[
"aws.account"
1,
"detail-type":[
"Region Opt-In Status Change"
]

Ty EHEHERSEILEREE ENABLEDH] DISABLED EiFE4rIE A,

"source":[
"aws.account"
1,
"detail-type":[
"Region Opt-In Status Change"
1,
"detail":{
"status":[
"DISABLED",
"ENABLED"
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https://aws.amazon.com/marketplace/library
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/troubleshooting-account-closed.html
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AWS tRFEE BEES

6. LEZEELIEARIEFBHESR  FHENIRFERAE.

® Note

i AWS CLI i HH — {8 AWS SDKs AP BEF X EILER . BREFER BITIHER
AWS EEEFEA,

Member account
MERFE = AWS kP B9 —&B% AWS Organizations.
#£ AWS Organizations T A EEFAKERF

1. & A AWS Organizations £ A&,
2. EAWSHRF HHL , SRINEELZEANKEIRFEE, SUTNEE OU BE , AIEFR
B OU HEMIRFFEEE.

3. EEHEHERRIRFEMWEMN Close (BBM), REEMBERFTENERAR , AWS FaefER
EEE#IE,

(® Note

MREHBBERSHIRERS , ERBEEETRAPEIRMERE. EEUSHIR
ERXBMARE , FEALEUREAZ S DEANIRS. EIRFEE L , ZZEHAR
Fizift , WAGKHIRS D, ARZRZFEAIRS R

4. BAEWHERET EIRFRERMESl.
5. BARKEIRF ID, RRZZEEARF UREIRFRRARER.

(® Note
BB EM R E 1R S &R 1E AWS Organizations 32 &R EEIRE B BZHERCLOSEDE
B K BRUERKEEM AN 90 X#E, 90 X% , RERFHETHETE AWS

Organizations 2 & H,

ek~ EEBAR K SRS
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AWS IRF &=

BEES

RE , BEAERERKE PRIRF EERE AWS BEIRF AWS EEF2E, MFEstep-by-stepts

5]

, EREEMIRF R BBRPHETR.

f£A AWS CLI # SDKs B8R &tk P

ME A AWS CLI 1 SDKs BIBIR BiE SR , 352 BAWS Organizations { A& g
) PHEREBTPHEEIRS,

Management account

EEIRFZ AWS tRF |, AMAE RIRF ZRIES AWS Organizations.

(® Note

i8R E W AWS Organizations £ ABEAEERE,

ek~ R EBAREEIRF

1.

N o o bk~ ©

DB EERFNIEFERE AWS EEXEAS B9 A, LIAMERESAREHE
AR | BELERRRSE,

BRENEBP R ERGNIERPRRERF ., HEiEHKM , 5581F AWS Organizations 12
&, YREMERERFHEREHIRESABClosed=i8, MRENREIRFNERERF
REE , BRETERKERFRSIEBPRENIRFEERIES , FEBET —ES R,
EHELANEES L BELZNIRFEBRRE , ARBIEBIRSE,

ERFEEAL , EEFFARARF R,

WABKIRE ID (BB REBBAYESRER )  UEZEACEEL 7 RIRFEERER,
BIZERAR S R AR ER SRR

FREZSEL ) EAREEFEHER , BHENIRS SR,

® Note

R AWS CLI St EH — il AWS SDKs APl RERN X EBIAER, EREEER RAITIAER
AWS EEEFEA,

AWS GovCloud (US) account

AWS tkRF ERREMNSREN , AWS GovCloud (US) tRF — 8B EE —F%,

WA BRI RV IR P
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AWS tRFEE BEES

E3B AWS GovCloud (US) tRF

MREE AWS 1RFE EHZE AWS GovCloud (US) tREH , BEELXBMEAZEEIIRE , FTEEEEAKRS
AWS GovCloud (US) . tIFEFMEN , SR WA{H 0 E R FE % ES AWS GovCloud (US) EA ,
2B AWS GovCloud (US) ( &) FrIEIR AWS GovCloud (US) 1RF,

BARARFREHERENER
BERIRS % | Y ENBE TR

- BEWE-HEFEHY  BRRFEAEREAENEFE 4, MREELEE/NREARREWRE L
BT , F2HE HERMBEE AWS IRF EITHERE.

- IBEARARVIE{ K E R S EBEE AWS Organizations £ AP HIRS ZHERBRCLOSEDER , R
AERREIR A #AI& 90 X, 90 RX#& , K ERF T B R AWS Organizations £ & H,

- MREERFE FRBHOFFAIRT AWS tRFE Htt tkF |, AIEE LIRS B EVEMEFEIGERBELE
IREEMARAN. MWREEHBAR AWS IRF , EERFIRFAENTAIR , Ht AWS RS ATLE
RIFEURFHY AWS IREFE IR,

RSB WA T R SRS T UMRE  TEBEEM BT ERR,
BARR & IE

B &R A RIS EMEARFE EXE AWS KABMIRF 2EHRERE AWS tkF. BEARHEA

90 X, HEEMERHE , LREEBEMAY RFREFIEHNRE AWS MR, EEMAERHEE

%® , AWS S KABEMEN AWS IRF , BEEZBEHRME. AWS HEMRERSPHABRMER
(CloudTrail JBHEERSN ) o IRFKABEA®R , MBEEEERE AWS RS 1D,

E B RUERY AWS 1R F

IZRIR FASTE 90 RAKARIRE , 2 RIEKEEZEFNFABENIRS | AWS AR BRIEIR S & RIERHY A
B, BEEKABRAZAENFEBENIRS , (1) BSEAWS ZESRBHK , UK (2) RMAXEEIR
FER<z BE 60 RAKEEMAREHRBENTENR , SRRARZE LEENLEET.

® Note
MREBMEABRE , REERFTNRBEASSERNKD,
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AWS tRFEE BEES

APl 2&

Account Management (account) a5 & Z B K API IRERTEEIE K AWS IRF,

@ B AWS tkF XEERIRFHEBEFANDEESR  SREHS = EHEX RS HEBY B ABHE AN
HEEF. ELRRE RFREAEMEABNETBHBUNMR. BRREET I EFT—(EE 1RS48
BABRY B R AL

- IREBIEA
- BRFEBEA
- REBHEA

RIFTERR , NIERMPE RN AP RESEZERAZTTUHRENIRS., IRFPEWN RENS I BEER
IAM B IAM £/A%F , BXAEEHR IAM BERFTERAMGTR , FaEFI API B1E, F , B URE
iR R 5 9 LS L API AWS Organizations #4E , It BB K EMNEA AWS tkRF EEIRS ID
A

API higZ<
LERRASHIRF APl 2E G5k FEE API 2021-02-01 AR,

@ Note

BRTEEZER API 25, B SERAHE B —E AWS SDKs , Eha2EARSERE R
FZESHMFEA (Java., Ruby, .NET, iOS. Android & ) WERXEMSETAERNE. SDKsRHEE
R H X REILE AWS Organizations BN FRFTFE. Hli0 , SDKsEERE X HimE B
K, BEENR  URBEBERFE R, IFE AWS SDKs WEFHAEA , SFMATHMLE | 55
2:FiE A% Amazon Web Services BT E,

KRB EEA AWS SDKs IR FEE R HEITIENEET API B, FiB , B UERIRSEE
B AP BEEFIIRFERE Web . EEH—F THRIEFEESEH AP, F28 (RFEEFERE
FERIEH HTTP &85 R AL API) HH . Organizations XEFFEEER GET M POST K, b
FER , API TEZERSERLEHELFR GET , EHMBELMER POST, T , GET BHXRZRER
URL WIBR&EI RN Et , HRFERAK/PNWIRE , FBEMA POST &Ko
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AWS tRFEE BEES

BEEIE HTTP 53R 3 B AWS , B EHBRER , AWS FTeedEBIEEFRNE R, B UEH
AWS EERERBZBFBR , AP I EFNER D NABERER. BUERETEARIKRFELEFR
28, HERRFENSMNTAA , BEFCZRHEHBERERFHINVMEER. Rz , FRAEEER
ERW IAM EFRERUTIER, 5—EBELFA AWS Security Token Service RE4£RREZEE
AER , WERELEABERREEHRR,

EEHREFER , BREHA Signature £ 4 iR, MREEHFEMA Signature £ 2 RN EBEAER |, BIF
FTERKEHEHAMEA Signature 58 4 fx, TiB , BLIREREFE Signature 58 4 flx, FEE 4 RV
EXXHHE L ER, MEFHMER , F2E (AM FREER) FHEE AWS API &R,

BIMEA AWS 95 RE (AWS CLI) S+ —18 AWS SDKs X B HERE AWS | EETERH
BEASEREIEREENFIRSBREZHFRK,

REFEENXENEREER

BME2EONSREMEREE, FEENEREEE feedback- awsaccounts@amazon com , SIEHR
FEEZEREPREENEREENEE, 0F AWS XERENFMRES , BSEHERH.

w1 2 3 A

Account Management E[E 57K EIFER JSON EULE—RFHERL , REBRTHIERNLEZE, &
EEPHNEfSRFBTRBRITNZER  UXETEE, Bsfm ASREUSEREHEENRTHE ,
BMAS@ARTARAEE AN, BEX—ZEUE— JSON XFFRENERRRE A,

ZC8% API 553k

Account Management X #& CloudTrail , EBEREEC & B9 AWS API BRI} AWS 1RF | WAS HESESR
Z{+E Amazon S3 #1FETE. EBMEMA CloudTrail WENER |, BRI LA HIETHLEREREX I EIREE
ERH, H#IEHER, MERHEERSE., WFE Account Management R E¥f CloudTrail ZEMNEFME
A, B2HE FH naﬁ AWS IR FEEE API FEIY AWS CloudTrail, #ki—% 7 # CloudTrail , 2f& 04
BEBBYSRENWAFER | 5268 (AWS CloudTrail FHEERE) -

B1F

XEUATEE

« AcceptPrimaryEmailUpdate

» DeleteAlternateContact

» DisableRegion
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AWS IRF &2

il

EnableRegion

GetAccountInformation

GetAlternateContact

GetContactInformation

GetGovCloudAccountinformation

GetPrimaryEmail
GetRegionOptStatus

ListRegions
PutAccountName

PutAlternateContact

PutContactinformation

StartPrimaryEmailUpdate

B
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AcceptPrimaryEmailUpdate

EZRE WEERStartPrimaryEmailUpdate , AEFIEERFWNEEE FE 4t (tBAIRERESE
TEpFHbat )

AARFRIAR

POST /acceptPrimaryEmailUpdate HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
I'O_tE": "String",
"PrimaryEmail": "string"
}

URI ER2#
wmRTEEREM URI S8,
BEREE

AAREZERA JSON A THER,

ﬂl‘ﬂ

Accountld

MBS AR RSB NZ AWS RS B 12 BIES ID %6, ZEFALSE  BEAL
AREBEREEFREREESRS TN E Y. KENIES D XELEEEGTHREES, &
BUEBEEYE , BARX A HIEFEERERASEOER , LREN MRS RN EE
BIRF.,

HRERERKEIRFHNEERF BBV EREESRF T,

(® Note
EEIRFEEIEEECSH AccountId,

HR . FH

R o \d{12}
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AWS IRF &= sEHKE
ME 2
Otp

fEIX%E StartPrimaryEmailUpdate APl M} EPrimaryEmailffiEE M9 OTP XK.
HHR . FH
B : [a-zA-20-9]{6}
PBE 2
PrimaryEmail

AREERFHMEEZEFE 4, EHXEMFE StartPrimaryEmailUpdate API ¥
WPrimaryEmail®#

BA . FH
RER®S : RETRA 5, RELRA 64,

PVE 2

)3

3

P

HTTP/1.1 200
Content-type: application/json

{
"Status": "string"
}
B fETHE

WMREBERT , BIFREER HTTP 200 EIFE,
R EER T 5] JSON XN ER,
Status
M EINETEE T HHETBFRARE,

R . FH
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ASUE:PENDING | ACCEPTED

7
MEFMBBFEERERNET , F2EERER,

g

N

AccessDeniedException

BRERR , RAFUE DR AMENREST T,

errorType
AP| Gateway tE A x-amzn-ErrorType[E FEZTEME,

HTTP AREEHE : 403

ConflictException

AR B SRR | AREAER, AN, ARCEHBARNEEFANES (B
DISABLING %5 ) , RERSIRFHREAEETFBHREACERANET BRI , AER
AR

errorType
AP| Gateway A x-amzn-ErrorType B FEZERE,

HTTP #RREHS : 409

InternalServerException

MR ATBEERER  BIEXKR AWS, FHREBEFHEREF,

errorType
AP| Gateway tE A x-amzn-ErrorType[El FEZTEME,

HTTP AREEHS : 500

ResourceNotFoundException

BRERK , RRATEETRFINER.

errorType
API| Gateway tE A x-amzn-ErrorType Bl EZEE,

HTTP AREEHS : 404
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il

TooManyRequestsException

BRAERR , RAMLRBAEE BB &R,

errorType
AP| Gateway tE A x-amzn-ErrorType Ol FEZTEME,

HTTP AREEHS : 429

ValidationException

BRERM, AAEF—AEWASHER,
fieldList

13RI 2 00R B BV AL,

message

BHERBBREIATNALE.

reason

BEXMHER.

HTTP AREEHS : 400

ggnﬁ,/ﬁﬁ
MEEHEHF—EESHE AWS SDKsHEMA L API HEFHEER |

AWS 55 E V2

AWS B .NET V4 #y SDK
AWS HE AR C++ B SDK

AWS B Go B SDK v2

AWS & AR Java V2 B SDK
AWS & R JavaScript V3 B SDK
AWS & A R Kotlin By SDK

AWS E AR PHP V3 &y SDK
AWS & Python #9 SDK
AWS B Ruby V3 # SDK

E | (| |

Z2RTIAR

AcceptPrimaryEmailUpdate
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DeleteAlternateContact

1 MEREE B ABHEA AWS RS,

MFIAERERBIEARENTREFBET  F2RENECNERBEA AWS 1RF,

@ Note

BB RA AWS tRE EE MBS < EHES AWS Organizations , FBEEFHH AWS RS
EEN NERABBEN. NEFAER , F2HEA AWS IRFEENZEEFL

AR

POST /deleteAlternateContact HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"AlternateContactType": "string"

URI 583RZ ¥
FRTEEREM URI B8,

AARER

il

R REZ A JSON BN T HEHRL,

Accountld
EELEFRANRREFEIRSEBHR RSN 12 L8 AWS IRF ID 8585,
MRBKREENSE , CEFERAAREWNY BRENF D AWS IR,
FEFRALSY  BREAVEREREERFIBZREEERFPNE S , BIEEMIRF ID 4A

RE—RRTHREIES. ERLERETEDE , BAKKEHIESSEREMESEER
BEEM SRS REE SRS,
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https://docs.aws.amazon.com/accounts/latest/reference/using-orgs-trusted-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin

AWS IRF &=

BEES

® Note

EEIRFEEIEEEHCH AccountId ; EXBERATEE AccountId B8 EBILIARR

PN R4,

EREFEBKENIRE LU ILRE  FTAEREEURSH , WERBR R EHEI S AEBIE

AZIREH G 7 R IR E,
H|A . FH
B \d{12}

RE &K

AlternateContactType

)3

15 E E M BREY B BHE A

BM{EBILLING | OPERATIONS | SECURITY

ME 2

3

P

HTTP/1.1 200

E P

MRBERI , AIRFSERZEZ HTTP AXHK HTTP 200 E &,

7

[=]
A N

NMEFMBBFEERERNET , F2EERER,

AccessDeniedException

BRERR , RAFUE D RAFMENRERT T,
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errorType
AP| Gateway tE A x-amzn-ErrorTypeEl FEZTEME,

HTTP #RREHS : 403

InternalServerException

HR REREAERER  RIEXMAWS, FHRREZDEHEE.

errorType
AP| Gateway tE A x-amzn-ErrorType[El FEZTEME,

HTTP AREEHS : 500

ResourceNotFoundException

BRIEXY , RRATEE T HTINER.

errorType
AP| Gateway tE A x-amzn-ErrorType[E FEZTEME,

HTTP AREEHS : 404

TooManyRequestsException

BRAERR , RAMLRBAEE BB EHRR S,

errorType
AP| Gateway tE A x-amzn-ErrorType[El FEZTEME,

HTTP AREEHS : 429

ValidationException

BRERM, AAEFT— AW ASHER,
fieldList

13RI 2 008 B BV AL

message

BHEEBEFERERARFA

reason

BRERMNER.
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HTTP AREEHS : 400

g5

gl 1

THEHEMREAERARFU RBEIRFHNEZEERBBEA.
R R Al

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.DeleteAlternateContact

{
"AccountName":"MyAccount"
}
(] e &5 451

HTTP/1.1 200 OK
Content-Type: application/json

g4l 2

THEHEMBREBTIEEKLBIRFVIREERBIEA, ELAEARBEAREZRFNEAER , R
RERFEERBENEREESIRS.

AR EE I

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.DeleteAlternateContact

{
"AccountId":"123456789012",
"AlternateContactType":"BILLING"
}
(] e &5 451

HTTP/1.1 200 0K
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Content-Type: application/json

R
MEEHP—EFESHE AWS SDKsHERALL APl (IEFHIER , 2R TIIRE

AWS & 55 RE V2

« AWS E AR NET V4 #y SDK

« AWS B AR C++ By SDK

« AWS B AR Go B SDK v2

« AWS BHAM® Java V2 By SDK

« AWS E AR JavaScript V3 # SDK
« AWS jE AR Kotlin 8y SDK

« AWS E AR PHP V3 #y SDK

« AWS E AR Python #J SDK

. AWS AR Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/DotNetSDKV4/account-2021-02-01/DeleteAlternateContact
https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/DeleteAlternateContact
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https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/DeleteAlternateContact
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/DeleteAlternateContact
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/DeleteAlternateContact
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/DeleteAlternateContact
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DisableRegion

ER (BEEH) BENBEES.

(® Note
FREENTAERRXEATEMERNAE IAM ZEUE,

AARFRA

POST /disableRegion HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"RegionName": "string"
}

URI SR EH
ARTEERAEM URI 28,
AR

A REZERA JSON AR T &R,

3

Accountld

BELEEBLBREEIEBSHZ AWS IRFE 1 12 VBIRS ID 3RiE. MREKREEHSE , 8
R AR BEZ H 5K Amazon Web Services IRF . ZEEFALSE , BEALERER
EERFREBRERESRFHING D, EEWIKRS ID XERMRMEBTHEEIRS, BBXERK
AEIEE , BAABMASHIRFEERBMAZEEFN , MBREMBERESRNEESIRS.

(® Note
EEREFEEEEEHEW AccountId,. EXEEBRTEE AccountId B8, EBEIRE
AR LY R4,
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AWS tRFEE BEES

& EREFEBKENIRE LU ILRE | BOEELS . Rz , £ABREEEHIMEE R E B
BN ZIRF I 5 2 3R $R1E,

B|A . FH
B o \d{12}

RE &K

RegionName

EEEEERHEBNESNRE (HW, af-south-1). EREAEERE , AWS EETEEREH
REPRESE , flNEREEPH IAM ER, HFRAMOIRFE , EFEBEFTELSENRRE , Bit
RETRRFEEHNENEE, EFARFTETHZE , SEEMARE.

HR . FH

RERH : RETRAB 1. REERA 50,

HTTP/1.1 200

ElfETE
WMREBERI , AIRKEEE@MEZ HTTP AXH HTTP 200 EfE,

7

[=]
A N

NMEFMBBFEERERNET , F2EERER,

AccessDeniedException

BRERR , RAFUS DR AMENRET T,

errorType
H AP| Gateway #E A x-amzn-ErrorTypeE FEZEEME,

HTTP #REEES : 403
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ConflictException

HAEREHREER , EEREFR. o, IREEAMABNEEFANEDS (ER
DISABLING #R%& ) , HERSIRFHNBEEAEEFBHEELCEEANEFEfibu |, IR

EIEEE I
errorType

H AP| Gateway #E A x-amzn-ErrorTypeE FEZEERE,
HTTP ARBERS : 409

InternalServerException

MR ASPERETER  BIEXBAWS, BHRREALHNERE,
errorType

B AP| Gateway ¥ A x-amzn-ErrorTypeEl FEZEHE,
HTTP AREEHS : 500

TooManyRequestsException
BREXRY , RAMFIRXBAEEEBEBERRS,
errorType
H AP| Gateway #E A x-amzn-ErrorTypeEl FEEEME,

HTTP ARAEHS : 429

ValidationException

BRERM, AAEFT— AW ASHENR,
fieldList

1680 EI & 0E B AR AL,
message

BHEEBBERENABTHAL.
reason

BRERMNER.

HTTP AREEHS : 400
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WMFEEEF-EFSHE AWS SDKsHER L API (VEFEEF , F2RTIAR

« AWS @S FIFRE V2

« AWS E AR NET V4 #y SDK

- AWS EHAR C++ B SDK

« AWS EH AR Go Ky SDK v2

« AWS EHAM® Java V2 By SDK

« AWS B B JavaScript V3 #J SDK
« AWS jE A Kotlin 89 SDK

« AWS @A PHP V3 #Y SDK

« AWS E AR Python # SDK

. AWS i@ Ruby V3 ) SDK

B (| (e (|
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https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/DisableRegion
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/DisableRegion
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/DisableRegion
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/DisableRegion
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/DisableRegion
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/DisableRegion

AWS IRF &=

BEES

EnableRegion
RIRFRA (BENA) BEES.
AR KRR

POST /enableRegion HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"RegionName": "string"
}

URI 5ER2 %
ERFEEREM UR B8,
EREE

ERESZEHA JSON XM TIHIER,

Accountld

BELEEBLBREEINEERZ AWS IR 1 12 LIRS ID 5HE. MREESKEETHSE , 8
BB AR BEZ H 5K Amazon Web Services IRF . ZEEFALSE , RERASERER
EERFRERERERFFNE . IBEWIKRS ID XERMERMEBPHEEIRS, HEBXERK
ArrE e , BAABAAHHIRFEERBRAZEEEFN , LREMBERERNEESIRS.

@ Note

EERFEEIEEEHCH AccountId,. EAEREHTEE Accountld 28, EEIRAE

FREAY R 1E,

B RAEFFEMKERIRS D IRE

RN Z IR P B & 2 SR 4R 4B,
H|A . FH

R o \d{12}

AAEERSE. R , ERBREEE RIS R H B
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
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AWS IEF&E BEEH
RE &

RegionName
EEEEESEBMESAEB (i, af-south-1), ERAEEE , AWS SHITEME , LUE
EXBHTRBENIRS | fINEEHN IAM BRI REZES., AZBRFEEL)ENEE , 2

AREFEHNENEE, EXLBRETK 2 , SHELEART. kA ERAEFTETAZ
Bl , BEEEFRAES.

HR . FH
RERH : RETREA 1, KRELRA 50,
MHE 2
B FERE £
HTTP/1.1 200

EETE

MREERD , AIRBEEREZ HTTP AXH HTTP 200 @ FE,

7

NMEMBRBFEERERNET , F2EERER,

§

AccessDeniedException

BRIERK , RAFUES DR BARBENRIET .

errorType
H API Gateway tE A x-amzn-ErrorTypeE FEZEHE,

HTTP #RAEHS : 403
ConflictException
HRERB A REER , MEREFR, o, MREEEARBENEEFRANER (ER

DISABLING k% ) , RERSIRFHNBREAEEFBHE2EL/CEERANE b |, e
EEERB M.
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errorType
B AP| Gateway ¥ A x-amzn-ErrorTypeEl FEIZETERE,

HTTP #REEHS : 409

InternalServerException

HR REREAEER  RIEAMAWS, FRREDEHVEE.

errorType
H API Gateway tE A x-amzn-ErrorTypeE FEZEHNE,

HTTP AREEHS : 500

TooManyRequestsException

BRAERR , RAFLRBAEE Bl B &R &l

errorType
H API Gateway ¥ A x-amzn-ErrorTypeEl FEIZEHE,

HTTP ARAEHS : 429

ValidationException

BELXM , AAHEFP—E ASHES
fieldList

1R 2 308 B RYM L.

message

BHERRBRERATNAL.

reason
Bl RMNEREE,

HTTP AREEHS : 400

e

2
W

B

WMERHP—EFESHTE AWS SDKsHEA L API FFHER |

QHl
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AWS 551 E V2

AWS @AM .NET V4 #J SDK
AWS EAR C++ #y SDK

AWS @A Go B SDK v2

AWS i@ AR Java V2 By SDK
AWS B AR JavaScript V3 By SDK
AWS & A Kotlin 8y SDK

AWS @A PHP V3 #J SDK
AWS E AR Python #J SDK

AWS & AR Ruby V3 #y SDK
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https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/EnableRegion

AWS tRFEE BEES

GetAccountIinformation

HEUEERFHIEEET , SFEERFEE. 1RF ID MIRFEY BHMNERE, ZEEFEAHL APl , IAM
FRERB/BENUEER IAM account : GetAccountInformation ¥,

AR

POST /getAccountInformation HTTP/1.1
Content-type: application/json

{

"AccountId": "string"

}

URI RS2 ¥

ARTEERAEM URI B8,

AARER

FAREEZERA JSON XM T HEH.

Accountld
EELEERALBRETINRBRZIRFHN 12 LB AWS IRF ID 571,
MREREENSH , CERKRAARTUY RENT D AWS RS,

EBEALSH  FEALEREHERESRERERERS TS , BISENIES D B8
RE—ARTHREIRS. EELERATEDE  LERLAHHEFEEREHMASELE
0, BAREERE R SRS,

(® Note
EERFEEEEECH AccountId ; EARFHATEE AccountId B8, #HEIAR
IR SRR
EEEFERMKENIRS LFULRE  FTEEELSE , L ERBREREREE SIS R B

AZIRF I & 2 R IHRAE,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin

AWS tRFEE BEES

HR . FH

B o \d{12}

PVE &K

HTTP/1.1 200
Content-type: application/json

{
"AccountCreatedDate": "string",
"AccountId": "string",
"AccountName": "string"
}
EETE

IREERTH , BIBRFBER HTTP 200 EIFE,
FRISEEE T3 JSON HBXHEHR,

AccountCreatedDate

BMRFH B BAMERE,

/A . Timestamp

Accountld
EELEESBLBREFIREHRZ AWS IRE B9 12 VBIRE ID 5515, EEMEHLSE , i A%
AREBEERFRENREESRFTINT D, EEWIRF ID X ARERMBBTFHKEIIRS. &
BAERAETRE , BABLASHIRFEERERASEEFR , LEEMEHIBERERNEE
BiRF,

teiRE R BERE L B IR F IV EEIRF SEMN T REESIRF Y,

(® Note
EERFEEREEBCM AccountId,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
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AWS IRF &=

BEES

HR . FH

B o \d{12}

AccountName

REK &,
H|A . FH
RERH : RETERA 1, RELRA 50,

B[ -;=7-~]+

7|

P

N

WEFABER RERNET  B2NERHER,
AccessDeniedException

BRERK , RAFUE D RAFMENRE T,

errorType
API| Gateway tE A x-amzn-ErrorType Bl EZENE,

HTTP iRREHS : 403

InternalServerException

MR AEEAERER  BEXK AWS, HEBXEFBHERE,

errorType
AP| Gateway tE A x-amzn-ErrorType[o FEZTEME,

HTTP ARZEHS : 500

TooManyRequestsException

BRAERR , RAFLRBAEE BB &R S,

errorType

API| Gateway tE A x-amzn-ErrorType B FEZENE,
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HTTP ARREHS : 429

ValidationException

BIEXRE , RAHED—Ea ASEEN,
fieldList

18R 2 3008 B AYM AL,

message

BHERBBRERABTNALE.

reason
B AMNER,

HTTP AREEHS : 400

g5

gl 1
THHHEENEABERARTW BEZIRF REEH.
AR &I

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAccountInformation

{3

(=] FE £ 51

HTTP/1.1 200 OK
Content-Type: application/json

{
"AccountId": "123456789012",
"AccountName": "MyAccount",
"AccountCreatedDate": "2020-11-30T17:44:37Z"
}
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AWS I F &2 SEEE
g5l 2

THEHSHEEBTIEEHNBIRFNIRFER. ELACARBEAMEBRIRFHEAER , KRB
FERRBNEREESIKRF,

AR gl

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAccountInformation

{
"AccountId": "123456789012"
}
(o] FE & 451

HTTP/1.1 200 OK
Content-Type: application/json

{
"AccountId": "123456789012",
"AccountName": "MyMemberAccount",
"AccountCreatedDate": "2020-11-30T17:44:372"
}
EC3
2R

b=yl

NEEHP—EFSIHE AWS SDKs EA L API (VEFREF , F2RTIAR !

« AWS ST FIFRE V2

« AWS E A NET V4 #y SDK

« AWS EAR C++ By SDK

« AWS E AR Go B SDK v2

« AWS AR Java V2 By SDK

« AWS iE AR JavaScript V3 # SDK
« AWS jE A1 Kotlin 89 SDK

« AWS E AR PHP V3 #y SDK

« AWS B AR Python By SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/GetAccountInformation
https://docs.aws.amazon.com/goto/SdkForGoV2/account-2021-02-01/GetAccountInformation
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/GetAccountInformation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/GetAccountInformation
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/GetAccountInformation
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/GetAccountInformation
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/GetAccountInformation

AWS tRFEE BEES

« AWS JEA® Ruby V3 By SDK
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AWS tRFEE BEES

GetAlternateContact

HEUEEE WiEEERABEA AWS IRF,

MFIAERERBIEARENTREFBET  F2RENECNERBEA AWS 1RF,

@ Note

BB RA AWS tRE EE MBS < EHES AWS Organizations , FBEEFHH AWS RS
EEz NERBBEN. NEFAENR , F2HEHA AWS IRFEENZEEFEL

AR

POST /getAlternateContact HTTP/1.1
Content-type: application/json

{

"AccountId": "string",
"AlternateContactType": "string"

URI 583RZ ¥
FRTEEREM URI B8,

AARER

il

R REZ A JSON BN T HEHRL,

Accountld
EELEFRANRREFEIRSEBHR RSN 12 L8 AWS IRF ID 8585,
MRBKREENSE , CEFERAAREWNY BRENF D AWS IR,
FEFRALSY  BREAVEREREERFIBZREEERFPNE S , BIEEMIRF ID 4A

RE—RRTHREIES. ERLERETEDE , BAKKEHIESSEREMESEER
BEEM SRS REE SRS,
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https://docs.aws.amazon.com/accounts/latest/reference/using-orgs-trusted-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html
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AWS tRFEE BEES

® Note
EERFEEEEEHCH AccountId ; EABEREBTEE Accountld 28 , EEIRAE
FRFEY R4,
EEEFEEBRENIRE W bIRE  BREREUHSE , S FEHABREEEHES & R E B
AZIRE W 5 7 R AR 4E,
HR . FH

B o \d{12}

VE B
AlternateContactType

EE GBI B ABEA.
H|A . FH

BREBILLING | OPERATIONS | SECURITY

ME 2

)3

3

P

HTTP/1.1 200
Content-type: application/json

{

"AlternateContact": {

"AlternateContactType": "string",
"EmailAddress": "string",
"Name": "string",
"PhoneNumber": "string",
"Title": "string"

}

}
EfETTER

WMREMERT , BIAREER HTTP 200 EFE,
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RIS EER T 5] JSON KXW ERL

AlternateContact

BEEEBNABHIEAFMETANGERE.

A . AlternateContact ¥4

7

P

N

MEFMBBER RERNEN , F2RERER,
AccessDeniedException

BRIEXY , RAFUS 5 REMENRETA,

errorType

API| Gateway tE A x-amzn-ErrorType Bl FEZENE,

HTTP #REEES : 403

InternalServerException

MR AEMBHERER , BEXK AWS, HEBXEREHERE,

errorType

AP| Gateway tE A x-amzn-ErrorType[E FEZTEME,

HTTP ARZEHS : 500

ResourceNotFoundException

BRERK , RRTCEETRTINER.

errorType

AP| Gateway tE A x-amzn-ErrorTypeE FEZEHNE,

HTTP AREETS : 404

TooManyRequestsException

}',"d’ﬁ?&ﬂﬂl li'—’jﬂ?ﬂﬂfm%litﬁﬁﬂﬁ E’ﬁumFE%lJo
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errorType
API| Gateway A x-amzn-ErrorType B FEZENE,

HTTP ARAEHS : 429

ValidationException

BEXRE , RAEP— B ASEEN
fieldList

13RI 2 S 008 B BV AL

message

BHEHBEBFREIATNAL.

reason

BEXMHER.

HTTP AREEHS : 400

Y]]

145 1

THSEHSHNAZAERARTWY BEZIRFHZEBRBHEA
75 K i 4

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAlternateContact

{
"AlternateContactType":"SECURITY"
}
(1 fE &5 451

HTTP/1.1 200 OK
Content-Type: application/json

{
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"AlternateContact":{
"Name":"Anika",
"Title":"COO",
"EmailAddress":"anika@example.com",
"PhoneNumber" :"206-555-0198",
"AlternateContactType":"Security"

g2

TR e ERERTISERERSNRESRBRA. CLEEARAERTEESNEAES
REESERRENEREREIES.

AR g

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAlternateContact

{
"AccountId":"123456789012",
"AlternateContactType":"Operations"
}
(2] FE &6 45

HTTP/1.1 200 OK
Content-Type: application/json

{
"AlternateContact": {
"Name":"Anika",
"Title":"COO",
"EmailAddress":"anikaeexample.com",
"PhoneNumber":"206-555-0198",
"AlternateContactType":"Operations"
}
}
EEE

MFE S o — WRE R AWS SDKs R AP| WEHER , BSMTHIAR
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AWS 551 E V2

AWS @AM .NET V4 #J SDK
AWS EAR C++ #y SDK

AWS @A Go B SDK v2

AWS i@ AR Java V2 By SDK
AWS B AR JavaScript V3 By SDK
AWS & A Kotlin 8y SDK

AWS @A PHP V3 #J SDK
AWS E AR Python #J SDK

AWS & AR Ruby V3 #y SDK
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https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/GetAlternateContact
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/GetAlternateContact

AWS IRF &=

BEES

GetContactinformation

FE B EEBHEERA AWS IRF,
WMENAEATEMBARENTEFMEN , 72
s REE

POST /getContactInformation HTTP/1.1
Content-type: application/json

{

"AccountId": "string"

}

URI SERk2 %

ARTEEMAEM URI B,

ERESZEHA JSON XM THIER,

Accountld

# ELREFER L REFEINEE R AWS 1RE 0 12 (L EIRF ID 3715, MREREE

BIEH EEBEA AWS 1RF,

, E']

BRAFARMEWN REZ 59K Amazon Web Services 1RF . EEFEALLSE , ¥R AXERER
"éi@ﬁﬁﬁéf)ﬁ"é‘ﬁéﬁﬁqﬂﬁ@%ﬁo EENIRE ID X ERMEMEBTHREIIRS. ABXEAR
AFAEEE , BABSRSEIRFEERBERAZIEEEFN , XAEFERERNEESIKRS,

(® Note

EEREFEEREEEEW AccountId,. EXEEBRTEE AccountId B8 , EBEIRNE

SR BRI,

HEEFEBK SRS EFIILRE |, F2E
BAZIRF R & 2 R B1E,

BE . FH

EWSH. ke , ERABREEEMIEIE B
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AWS IRF &=

BEES

R o \d{12}

RE &/
[E] FEEE S

HTTP/1.1 200
Content-type: application/json

{

"ContactInformation": {
"AddressLinel": "string",
"AddressLine2": "string",
"AddressLine3": "string",
"City": "string",
"CompanyName": "string",
"CountryCode": "string",
"DistrictOrCounty": "string",
"FullName": "string",
"PhoneNumber": "string",
"PostalCode": "string",
"StateOrRegion": "string",
"WebsiteUrl": "string"

}

}
[ fE 3=

WMRBMERDD , BIBRIEER HTTP 200 EFE,
R EERE T 5] JSON RN ERL

Contactinformation

BER ABBN T EBREERANFEET AWS 1RF,

A : Contactinformation ¥4

#
NMEFMBRBFEERERNET , F2EERER,

g
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AccessDeniedException

BRIERE , RAFUE DR BMENREST T,

errorType
AP| Gateway tE A x-amzn-ErrorTypeEl FEZTEME,

HTTP ARAEHS : 403

InternalServerException

HR REEERER  BRIEFEAMAWS, FHRERERALHR

errorType
AP| Gateway tE A x-amzn-ErrorTypeE FEZTEME,

HTTP AREEHS : 500

ResourceNotFoundException

BREXH, RATEETRFINER.

errorType
AP| Gateway tE A x-amzn-ErrorTypeEl FEZTEME,

HTTP ARREHS : 404

TooManyRequestsException

BRER , RAFFULRBAEE Bl B EIRR S,

errorType
AP| Gateway E A x-amzn-ErrorTypeE FEZEKNE,

HTTP ARAEHS : 429

ValidationException

BELXM , RAHP—E ASHEY,
fieldList

1R 2/ 3008 B BV WAL

message

BHEEBEFERERABRNAS,
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AWS 1EFEE
reason
Bl KM ER,

=
>3

MEEHP—EESHE AWS SDKsHEALL API (EEMERR |

HTTP #REEHS : 400

3
W

B

AWS & T 5IRE V2

AWS B .NET V4 #y SDK
AWS HE AR C++ B SDK

AWS B Go B SDK v2

AWS & AR Java V2 By SDK
AWS B A JavaScript V3 #J SDK
AWS & A R Kotlin By SDK

AWS E AKX PHP V3 #y SDK
AWS & Python #9 SDK

AWS B Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForGoV2/account-2021-02-01/GetContactInformation
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https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/GetContactInformation
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AWS IRF &=

BEES

GetGovCloudAccountinformation

HEGERL ZIEEERERSE (WREBMWEE ) B GovCloud tREHEEAERA , BIF
GovCloud 1R F ID firEE, ZEEALL API, IAM EHESARNLEESR IAM

account:GetGovCloudAccountInformation 57,
BREEE

POST /getGovCloudAccountInformation HTTP/1.1
Content-type: application/json

{

"StandardAccountId": "string"

}

URI RS
ERTEEREIMA UR 28,
ERER

SERIEZ A JSON AW THEH.

StandardAccountld

EECEEALREFIEERZIRFN 12 VB AWS 1RF ID 3R,
MREREEWRSH , CERRA/ARFWY RENS D AWS 1RF,

LEFALSE , REASAREAETRESNERERRRS TN S , LIEENIES ID 48
2R —EATWREIES, ERXARATEDE , BARLA YIRS EBREHRMAEEER,

WRFEMIEREREESIRS,

@ Note

EERFEEZIEEEHCH AccountId ; EAEREBTEE Accountld 28, EEIRA

FREAY R 1E,

HREFEBKENIRE LU ILRE | BTAEEELSH , WERABR R EHEIMIE AEBIE

ARZIRFE 5 2 SR AR AR,
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AWS IRF &=

BEES

F|H . F8
B3 \d{12}

RE &

B B 5E %

HTTP/1.1 200
Content-type: application/json

{
"AccountState": "string",
"GovCloudAccountId": "string"
}
[ & T 3=

WMREMERTD , RIBRIEER HTTP 200 B &,
R EERE T 5| JSON RN ERL
AccountState

E#& GovCloud &k F YR FARRE

HR . FH

BK{E:PENDING_ACTIVATION | ACTIVE | SUSPENDED | CLOSED

GovCloudAccountld

H#E GovCloud tRFHY 12 VEIRFE ID 5RiE,
HR . 7R

B3 \d{12}

$5

g

N

NMEFMBBFEERERNET , F2EERER,
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AWS IRF &=

BEES

AccessDeniedException

BRIERK , RAFMUE D RBARENRIET T,

errorType
B AP| Gateway ¥ A x-amzn-ErrorTypeEl FEIZERE,

HTTP iRREHS : 403

InternalServerException

MR REREAERER | RIEAMAWS, FHRREDEHEE.

errorType
B AP| Gateway ¥ A x-amzn-ErrorTypeEl FEZEHE,

HTTP AREEHS : 500

ResourceNotFoundException

BREXRE , RRATCEETRTINER.

errorType
H APl Gateway tE A x-amzn-ErrorTypeEl FEZEHE,

HTTP AREETS : 404

ResourceUnavailableException

BRIEXY , RATEET BB EEANER,

errorType
H AP| Gateway #E A x-amzn-ErrorTypeE FEEEE,

HTTP ARAEHS : 424

TooManyRequestsException

BRIERM , RAFULRBREEBBERRSE

errorType

H AP| Gateway ¥ A x-amzn-ErrorTypeEl FEZEERE,
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AWS IRF &=

BEES

HTTP ARREHS : 429

ValidationException

BEXRE , RAEP—ER ASEEN
fieldList

13RI 2/ 008 B BV AL

message

BHEEEFERERABRNAL,

reason
BERMHERR,

HTTP ARZEHS : 400

L)

g1 1

THSEFERMEE AERRA R BE2RFRIER GovCloud 1RFEFA,

AR g

POST / HTTP/1.1

X-Amz-Target: AWSAccountV20210201.GetGovCloudAccountInformation

{3

(o] FE & 451

HTTP/1.1 200 OK
Content-Type: application/json

{

"GovCloudAccountId": "123456789012",

"AccountState": "ACTIVE"
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AWS IRF &=

gl 2

BEES

TS5 S MEGER P18 E R BIRFHER GovCloud IRF &, BLEFARBEBEERFHZA
B RAKRFEERBNEREEZSIRS,

AR EE I

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetGovCloudAccountInformation

{
"StandardAccountId": "111111111111"
}
5] FE &6 451

HTTP/1.1 200 OK
Content-Type: application/json

{
"GovCloudAccountId": "123456789012",
"AccountState": "ACTIVE"
}
g5l 3

THEHEERABMIKERE GovCloud tkF 2 BREEWRF RVERE GovCloud tkF &/,
AR #E Al

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetGovCloudAccountInformation

{
"StandardAccountId": '"222222222222"
}
5] FE & 451

HTTP/1.1 404
Content-Type: application/json
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AWS R FEE BEES

{
"message" :"GovCloud Account ID not found for Standard Account - 222222222222."
}
SFE2H

WMEEEHF-EESHE AWS SDKsTEA L API BIFFHEF , FSRTIAR :

« AWS R 5I5RE V2

« AWS E AR NET V4 #y SDK

« AWS BEA R C++ B SDK

« AWS E AR Go B SDK v2

- AWS E AR Java V2 #J SDK

« AWS i@ AR JavaScript V3 By SDK
« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK

fait
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https://docs.aws.amazon.com/goto/DotNetSDKV4/account-2021-02-01/GetGovCloudAccountInformation
https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/GetGovCloudAccountInformation
https://docs.aws.amazon.com/goto/SdkForGoV2/account-2021-02-01/GetGovCloudAccountInformation
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/GetGovCloudAccountInformation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/GetGovCloudAccountInformation
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/GetGovCloudAccountInformation
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/GetGovCloudAccountInformation
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/GetGovCloudAccountInformation
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/GetGovCloudAccountInformation

AWS tRFEE BEES

GetPrimaryEmail
MWMEUEERFNEEE FE ik,
AR oRERE

POST /getPrimaryEmail HTTP/1.1
Content-type: application/json

{

"AccountId": "string"

}

URI ERE28
ARTEEAEM URI 2R,
mRER

B REZ A JSON BN THER,

Accountld

R AEEBNLBEFRRBUZ AWS B M 12 BIES D B, ZEEALSH | B AL
AREMEEESRENREEERETNE S, KENIES D XESERESTHREIES, &
BAARAIEDLE , BARXASIESEEREMASEAEN , LREIERE RN EE
SRS,

IR ERKERFHEERF BBV EREESKRFFUL,

@ Note
EEIRFEEIEEEHCH AccountId,

BE ¥R
B \d{12}

ME 2
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AWS IRF &=

BEES

IEIEE\FII:I/

HTTP/1.1 200
Content-type: application/json

{

"PrimaryEmail": "string"
}
B TE

WREMERTD , RIBRISE R HTTP 200 = &,
R EER T 5] JSON XN ER,
PrimaryEmail
FERIEEWRFAEEBIN T EE F B4t
HHE . F&
RERS : RETRAS5. RELRA 64,

i
NMEFMBBFEERERNET , F2EERER,

P

N

AccessDeniedException

BRIEXN , RAFMUE DR BMENRIE .

errorType
B AP| Gateway E A x-amzn-ErrorTypeEl FEZEME,

HTTP #REEHS : 403

InternalServerException

HR REREAERER  RIEAMAWS, FHRREZDEHEE.

errorType

H AP| Gateway #E A x-amzn-ErrorTypeE FEZEEME,
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AWS tRFEE BEES

HTTP AREEHS : 500

ResourceNotFoundException

BREXRM, RATEETRFINER.

errorType
B API Gateway ¥ A x-amzn-ErrorTypeEl FEZEME,

HTTP ARAEHS : 404

TooManyRequestsException

BRIERY , RAFULRBORE B BEBERRE .

errorType

H AP| Gateway ¥ A x-amzn-ErrorTypeEl FEZEERE,

HTTP AREEHS : 429

ValidationException

BRIEERM , RRHEHP—ERASBEN.

fieldList
{881 B S X0E B BB 1L
message

BHERBBREIATNALE.

reason

BERMNER.

HTTP AREEHS : 400

i
%

B
WEEHEHF-EE

]
73

1% 7E AWS SDKsHERA It API WEEMAER , F2REATIAS :

[l

« AWS @ =5 5L HE V2
- AWS EHAR .NET V4 #) SDK
- AWS BAR C++ By SDK
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AWS IRF &2

il

AWS @A Go B SDK v2

AWS i@ AR Java V2 By SDK
AWS B AR JavaScript V3 By SDK
AWS & A Kotlin 89 SDK

AWS @A PHP V3 #J SDK
AWS HE AR Python B SDK

AWS & AR Ruby V3 9y SDK
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https://docs.aws.amazon.com/goto/SdkForGoV2/account-2021-02-01/GetPrimaryEmail
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/GetPrimaryEmail
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/GetPrimaryEmail
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/GetPrimaryEmail
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/GetPrimaryEmail
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/GetPrimaryEmail
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/GetPrimaryEmail

AWS tRFEE BEES

GetRegionOptStatus

HEUSE EEREREMAMRE,

AAORFRAR

POST /getRegionOptStatus HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"RegionName": "string"
}

URI FERB
ERTEEREIMA UR 28,
ARER
SERESHA JSON R THER.
Accountld

BELEEBLBREEINEERZ AWS IR 1 12 LIRS ID 5HE. MREESKEETHSE , 8
BB AR BEZ H 5K Amazon Web Services IRF . ZEEFALSE , RERASERER
EERFRERERERFFNE . IBEWIKRS ID XERMERMEBPHEEIRS, HEBXERK
ArrE e , BAABAAHHIRFEERBRAZEEEFN , LREMBERERNEESIRS.

@ Note
EERFEEIEEEHCH AccountId,. EAEREHTEE Accountld 28, EEIRAE
RO $R4E,

BREFEBKENIRE LU ILRE | BOEERSE. ke , £ABREEEHIMIE R EE
BN ZIRF R 5 2 SR $RAE,

HR . FH

R o \d{12}
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
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AWS RS & BEEE
PNE B
RegionName

EEEEREABNESNE (HW, af-south-1), KRB ERSEEZ L SHNETTRESE
RYIREE

R . FH
RERH : RETREA 1, RELRA 50,

PVE .2

B FE 5%

HTTP/1.1 200
Content-type: application/json

{
"RegionName": "string",
"RegionOptStatus": "string"
}
@ & T 3=

MREERT , AIBRBER HTTP 200 EIFE,
R EEE T 5 JSON X E R,
RegionName

BANERT,

B FH

RERH : RETRA 1. RELRA 50,
RegionOptStatus

EE A BN E P —EEBERE (BB, A, £R. /8. BA_By_Default),
H|A . FH

BN{E:ENABLED | ENABLING | DISABLING | DISABLED | ENABLED_BY_DEFAULT
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BEES

AR
MEMBBEERERNENR , F2RERES.
AccessDeniedException

BRIEXY , RAFUS 5 REMENREFA,

errorType
H API Gateway tE A x-amzn-ErrorTypeE FEZEHE,

HTTP ARAEHS : 403

InternalServerException

HR REREAERER  RIEAMAWS, FHRREADEHEE.

errorType
B AP| Gateway ¥ A x-amzn-ErrorTypeEl FEIZEME,

HTTP AREEHS : 500

TooManyRequestsException

BRAERR , RAFULRBAEE BB &R &l

errorType
B AP| Gateway ¥ A x-amzn-ErrorTypeEl FEZEHE,

HTTP #RREHS : 429

ValidationException

BEXRE , RAEP B ASEEN
fieldList

1R 2 A 3008 B BV ML

message
BHREABBREJABTHTAE.
reason
B AMNEREE,
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HTTP #REEHS : 400
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Sw2H
MEBEEP—EES ST AWS SDKsHEMALL API BFEEE |

« AWS @S FIFRE V2

AWS B .NET V4 #y SDK

« AWS EHAR C++ B SDK

« AWS B AR Go B SDK v2

« AWS EHAR® Java V2 By SDK

« AWS B B JavaScript V3 #J SDK
« AWS jE A Kotlin 89 SDK

« AWS @A PHP V3 #Y SDK

« AWS E AR Python # SDK

. AWS i@ Ruby V3 ) SDK

faik

faik
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https://docs.aws.amazon.com/goto/cli2/account-2021-02-01/GetRegionOptStatus
https://docs.aws.amazon.com/goto/DotNetSDKV4/account-2021-02-01/GetRegionOptStatus
https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/GetRegionOptStatus
https://docs.aws.amazon.com/goto/SdkForGoV2/account-2021-02-01/GetRegionOptStatus
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/GetRegionOptStatus
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/GetRegionOptStatus
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/GetRegionOptStatus
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/GetRegionOptStatus
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/GetRegionOptStatus
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/GetRegionOptStatus
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ListRegions

P ERF A BER B E BB EFNAMRE, E
SYENRNBE,

RARFRA

POST /listRegions HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"MaxResults": number,
"NextToken": "string",
"RegionOptStatusContains": [ "string" ]
}

URI &SRS E

ARTEERAEM URI B8,

R ER

FEREFZHRA JSON AN THER,

Accountld

, ATLAMik region-opt-status-contains

BELEEBLREFIRHRSHZ AWS 1RE 8 12 VBIRS ID 3516, NREXREELHSE , ©E
FBRAARMEWY B2 528 Amazon Web Services 1RF . EEFALLSE , ¥R AXERER
EEIRFREREREERFFNED. BEEWIRS ID XERMEREBPHRERS, EBXAR
APEYEE , BABS A HIRFEERBEMAZEEFH , WEEMMERE RN EESIKRS.

(® Note
EERFEEEEBCH Accountld,. EAEEHAATEE AccountId 28 , EBIREA
AR R4,
EERFEBRRENRS DM LRE | BOEEHSE, ke , FABREEEHEIMES REB

IBAZIRF R & 2 RIFEL B1E,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
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AWS tRFEE BEES

HR . FH

B3 \d{12}
RE &K
MaxResults

wrREPEERNEEEY., NRTHNWIEEEEBRIBIEENE , NextTokenAIEEGMTH & L
iR, EEME EH  BEEEED DN starting-token I F M NextToken B, BT
CLI AWS /A ZBE#EFEANextTokenElfETE, MEFEHES , F2E ( AWS S FAEERASE
EmE) PP E,
B|A OB
BUEE  H/MEA 1. HRARES 50,
VE B

NextToken

3
¢
8

AREEERB D ENEN TR, ER LA EENextTokendHY . MEELAESH
AWS i B HIREERAEER) P E.

WA . FH
RERS  RETRA 0. RELERA 1000,

RE B
RegionOptStatusContains

EiFRAEEE (BB, BB, £A. FH. BA. by default) , AT ARENZIEERENEEEBE,
f5lgn | A ENABLING ER &L [EEirREA ENABLING WEEEE,

BA . FRET
B {EENABLED | ENABLING | DISABLING | DISABLED | ENABLED_BY_DEFAULT

RE &K

[ &

3

o

HTTP/1.1 200
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https://docs.aws.amazon.com/cli/latest/userguide/pagination.html
https://docs.aws.amazon.com/cli/latest/userguide/pagination.html

AWS tRFEE BEES

Content-type: application/json

{
"NextToken": "string",
"Regions": [
{
"RegionName": "string",
"RegionOptStatus": "string"
}
]
}
E TR

WMEREERTI , RIFRIEER HTTP 200 EFE,
R SEE T35 JSON &R EHR,
NextToken

MREEEEZER , IGEANKER, ©TEXEES MWnext-tokenidRBHlist-regions,

EREERFN BEFE  HENREAFZENSE , /NS filter BEPARESZRM
K EEBE.

¥R : Region ¥I4-FE%

7
NMEFRBRBFEERERNET , F2EERER,

P

N

AccessDeniedException

BRIERK , RAFUEDRAMENRET T,

errorType
B APl Gateway E A x-amzn-ErrorType[E FEZHEKE,

HTTP ARAEHS : 403
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InternalServerException

HR REREAERER  RIEAMAWS, FHRREZDEHEE.

errorType
B API Gateway ¥ A x-amzn-ErrorTypeEl FEZEME,

HTTP ARZEHS : 500

TooManyRequestsException

BRIERM , AAFURBORE B BEBERRE,

errorType
H AP| Gateway #E A x-amzn-ErrorTypeEl FEZEERE,

HTTP #REEHS : 429

ValidationException

BELXK , RAEP—ER ASEEY,
fieldList

13RI 2 008 BRI AL

message

BHERRBREIATNALE.

reason
B RMHRR,

HTTP AREEHS : 400

3
¢

B
MBAE R — RS T AWS SDKsH £t AP| WEHAET, | BSHTHRA

s
73

« AWS @55 HE V2

- AWS EHAR .NET V4 #J SDK
- AWS BAR C++ By SDK

- AWS EAM Go # SDK v2
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https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/ListRegions
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AWS i@ AR Java V2 By SDK
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URI FER28
BRTEEREM URI B H,
ERER

S5 RIEZIA JSON XM THE R,

Accountld
BEELEFERALREFINEERIESH 12 8 AWS RS ID 8:8%,

NRHRIEEUSE , CRARAAIITU BN S 5 AWS S,

PutAlternateContact 160


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://docs.aws.amazon.com/accounts/latest/reference/using-orgs-trusted-access.html

AWS 1R &R SEET
EEERANZY  BEALAREBBERRFHBRERZSRFING S , MEENIRS ID XA
RE-—ABPHIREIRS, BBSARAFMEIE , BABL A HIRFERRBBAEEFE ,
WIEFEEEREREESRS,

® Note
EERFEEEEEHCH AccountId ; EAEREBTEE Accountld 28 , EEIRAE
FRFEY R4,

HRAEFEBKENIRE LU ILRE | FTIEREELSH , WERBR R EHEIMIE AEBIE
ARZIRFE 5 2 SRR R,

HR . 7R
B o \d{12}

BE B’
AlternateContactType

EESBEETHEFTNERBEA,
HR . FH
A{E:BILLING | OPERATIONS | SECURITY

MHE 2
EmailAddress

EEBABHISANE T E4Fibut,

BH . FH

RERH : RETRAB 1. REELRA 254,

B \sI*D\w+=.#] 1&-T+e[\w. -T+\. [\w]+[\s]*

ME 2

Name

EEBNRBISANERE,

PutAlternateContact 161


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin

AWS tRFEE BEES

HR . FH

RERS : RETRB 1, RELRA 64,

ME 2

PhoneNumber

EEBNBISANEFERE.

BH . FH

RERS : RETRA 1, REERA 25,
B [\s0-9()+-1+

PNE 2
Title

EESRBEANER,
R . FH
RERH : RETREA 1, RELRA 50,

PVE .2

B B 55 %

HTTP/1.1 200

[l fE TR
MRBERI , AIRFESEREZ HTTP AXH HTTP 200 E &,
i5ER

NEMRBFEERERNEN , F2EERER.

AccessDeniedException

BRERR , RAFUE D RAEFMENRET T,

PutAlternateContact 162



AWS IRF &=

BEES

errorType
H APl Gateway tE A x-amzn-ErrorTypeEl FEZEHE,

HTTP #RREHS : 403

InternalServerException

MR ATEERER  BIEXKR AWS, FHEBEFHERERE,

errorType
H AP| Gateway ¥ A x-amzn-ErrorTypeEl FEZEHE,

HTTP AREEHS : 500

TooManyRequestsException

BRAER , RAFULRBAEE BB EHRER S,

errorType
B APl Gateway #E A x-amzn-ErrorType[E FEZHEKE,

HTTP ARAEHS : 429

ValidationException

BELXK , RAEP—ERASEEY,
fieldList

13RI 2 008 B BV

message
BRGEBFERERABRNAS.
reason
BEAMHER.

HTTP ARZEHS : 400

L)
gl 1
TIEHERBABERARFY REN RS ERERABBEA

PutAlternateContact

163



AWS tRFEE BEES

AR g

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.PutAlternateContact

{
"AlternateContactType": "Billing",
"Name": "Carlos Salazar",
"Title": "CFO",
"EmailAddress": "carlos@example.com",
"PhoneNumber": "206-555-0199"

}
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ME B

2
s

B
MEAEHP—EFESIE AWS SDKs REA L APl WEFHER , F2RTIAR :
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/R . F&H
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{Z : US. CA, GB. DE, IN, JP# BR.

HR . 7R
RERH : RETEA 1, KRELRA 50,

ME &/
WebsiteUrl
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HHEIR R 2 A %M X-Amz-Date { : 20120325T120000Z

&4 . BATERKRMES , X-Amz-Date 52 , TARBEEARKESERNWAH. NRAEAH
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A . FE

HE  BiRG
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ThrottlingException
HRFAREE , FHLFEREREE,
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20 (IAM £ EIER) RHESE AWS APl K.

3

WEFMRES , FBRTIAR :

« AWS Z2 B - REBARATHREFIR AWSZ BRERN —KREF.
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HH B ABHEABE AWS IRF 3-BILLING, SECURITYH &—1&
OPERATIONS

BEERFNILTEEREFREE 6
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=
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-
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® Note
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MAT AWS IRFIRFE | SFREEATRNIRE , RRBEFEIUHT AWS IRFIRF

. BAZKIRFEF. BRSNS FBAL  YAENIRFRESRERR.
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EIREEARE L  MALREEANARE R, ERFEEFELARULEN CVV,

HERBBPAN? T, IREARBERETRERBRRE LAVKAIRFERE (PAN) , FRER , A&
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REFATREFERE., MEFHMEN , 552 Bthe section called “fREBENEFFREE
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3. HEHMERES , BEEFRE

MREZAEARKEFRRES  CERINEYEFRERE,
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NEERSHBHERBE K F2/Bthe section called “AREFEBFEMN A ZZHEREG,
5. EEER,
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R IEEMEH.

- BR - MRENERTEHMNERRT , RMESLEATANNHERETRRE. BRRBIS
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