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AP| AIEREEZOZRERH HTTPS 35k, E&FEH HTTPSAPI K , X BEZEFERAENEAER
RENEBHRWERNE, WEFHMAER , BSEEBREH HTTP EHFE RN AP,

HEEE 10


https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user_secure_credentials.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://console.aws.amazon.com/organizations/
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/cli/latest/userguide/
https://aws.amazon.com/powershell/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://aws.amazon.com/tools/#sdk
https://aws.amazon.com/tools/#sdk
https://docs.aws.amazon.com/accounts/latest/reference/query-requests.html

AWS tRFEE BEES

RENER AWS IRF HE&ES

BALTHOEERE—IRSEA AWS I , B AWS BREBEME TERMHA /DR NTHR
EHERS, BRERFUCEERANLYE  CHSERUASTHMIE  URRCHENN IS
BERBIHE

AEVRE PR ANESMNEERE AWS |, BUGBBBAZREFRERBE.
FE

- FAZHENER AWS IRF

« fFFE# AWS Organizations

. {5 AWS Control Tower
. TR APl BEER

e Z 18 RYE R AWS 1RF

AWS IRF £ RRERERZ2RR AWS Ein, CHAHAERNER , REEENIREHEE , HNEY
Z%, ZEEENREEZHNEE, NFRFMER  F2HRITER AWS IRF 2,

BERDHE , AWSIRF A BB EEERBFEPIETHIEREE

s B2 -FRNERAERXTUETRNZLRER , SEETENEFIBERAMMES, Hlu  EBEZ
AERKRSERER , MBBEHWIERNE — AWSIRFE REEIEEHPZT I FEZE (PCl) Z2Z2ER
ENFIBETE,

- (BBt -AWS IRF REZ2REBENEN,. EEBERBNZERESTEE F, AWSIRFE MAEEE
Hitt A, HATRENEERITRNZLRERE , TEETRANEZEER,

s FZEK - TRINEXETRINEENERER, B LSERBETRINME , AP IEEBEME
T8 AWS IRFE,

- ERRE -BRTREERZN , BERNFEHERHE IRFEUREE, EEBRRHFRMNERZ
BEREHRENAZ,. EERRFHEHESELEERNREE  RILLBRETEREN —RERREER
(GDPR),

s ¥BRE - TRANERENSERTEETETREANENNER. FAZE AWS RS |, B UXE
EREBEMNEBEER,

ERZE NER AWS 1RFE 11


https://www.pcisecuritystandards.org/pci_security/
https://gdpr.eu
https://gdpr.eu

AWS IEF R BEiE

- IRE -IRFREREEMRREENHE—EELN, SEIIRFAIHBIBEKE N, BatE P E R
FERAENIREBRIRIER, ZMATUEHMEEE 2 RER  BAAERESHIIE—TIRA (£A
AWS Organizations #l & 6ftRE ) AWS IRF,

- BEDE - AWS REEESSHYESERES BIRFIEIT AWS tRF. BTHEEH S HTRB AWS
&RF , AR MEMEEESE,

AR FIRM T ERENEFEHHF S AWS Well-Architected Framework., LhZR18 S EHBIIRRETE
E, BUENTERNERERRE, BEEHEAR/) , MESRLZEBEEREEBINARIER, ERMTIH
Bz e iERIRE K MASERRBFELNSTERE,

EEZE AWS IRF

BB LERE 28 , FSLEERBETERFHFTE., Fit , RMEZREFEH AWS Organizations
ERAEE AWS ki , AIEBEABTHNFIE AWS IRF .

AWS 12t AWS Control Tower , A% AWS & BE){LE#IEZE Organizations , W BEIAS HEH M
AWS BR#&E S AWS CloudTrail AWS Config , 5141 AWS Service Catalog Amazon CloudWatch &,
ELRETESEECENER., WEFHMBENR , 528 AWS Control Tower E{E,

B

3
¢

]
3

- {E ¥ AWS Organizations
- {EFARFE AWS Control Tower

{ FI B5#¢ AWS Organizations

AWS Organizations ;2 —IH AWS BR#& , ATARUEE AWS 1RF 52 EE . BRUSHIRESY
g, HhBIRFWFTAREH S, EE—R , THE—NRARE., St ERABEREEGE £+
ERMABN LM, MEFMEHA AWS Organizations , 5528 AWS Organizations # &,

ZEENFEUE

B8 A AWS Organizations AFEF XN EEIRFEF , BN ASHEREHRAEREBNEER
F#1T. RIFFER  EROSHERMEMA S HBNERE, B LUEBRA Organizations Mz AWS
IRz BHEEFIR , SBEATEERIHM K. SENFIMERTIEE AWS BREMNFFT ,
DEEESRETENRFSHNEREN. &R Account Management BY{EE7FEEF , Account
Management BRI & & F Organizations R EEEIRFFFA , LiFEAEEBRBIIRFHNPEESR | 6
MEERHFRBBER.

BEEZE AWS IRF 12


https://aws.amazon.com/architecture/well-architected
https://aws.amazon.com/organizations
https://aws.amazon.com/controltower/pricing
https://docs.aws.amazon.com/organizations/latest/userguide/

AWS tRFEE BEES

WMEFMESR , FBEAE AWS IRFEREMAZEEF

ZEREES

BAZEEFNER , CHUNEESEP —ERERFEERS AWS IRFEENZREESIKRF, EW
RERNEERBIRF AEEBTHRERFUTEHRABEEIRS AIUATHAERKFEEPRENE
B, ERNEZSRFARTFIIRFEERBNEEEE. BRNEESIRFRIBEEERFHERAE
B EEEFIE,

WMFFHMER , F2RE AWS IRFEERAZRNEESIRFE.

AR 5 422 | B R

EEM AWS 1RF % EEEMBN —IB2 B AWS Organizations , #8#8# EE 8 7 LUK A R 12 51
% (SCPs) , LABRHI EZE'I’E)EEFE’JI%-—IU\%HTE’JEH’EO SCP XEFTERTFHA ; MESREKNEIRS
AEAZ TN ENERSE. RERFAFNFEAERAE (BFEA) REHTHERAZEIRFH SCPs FiE
EERERFTAN IAM R BERERIRME, i, ST LAER SCPs HBh LIRS b (£ = BB IS EH IR
FHERBIBA.

WMEBEAN SCPs AWS 1RFE |, 528 £ AWS Organizations IR #5122 & B ZE bR &l 7 HL,
A AWS IREFEBMAZEEER

A AWS Account Management W ZEEFRAIEEERFNEESBIEEKXERFHBFEEN
MepEER (flm , T ENEHEEFFEMER ) AWS Organizations, MEFMENR , FSEAWS
Organizations << FERERRE) PWAWS IREEEF AWS Organizations . MNEZEFTEEHEES
AW —RER , FBFSBEEHFEH AWS OrganizationsAWS E2E b AR 7,

RBAZEEFNER , BUNEXE SHNBLIRFEE AP REFER accountID 28, REEL
it EERFEAZAERFN BRE  SBA BEBNEREZSIRFE  TEKIERLSE. UFEF
MER , F2HESE AWS IRFEERMAZRNEESIRS.

ERATEFAABTNIRFEERAZEEEN.

® =IEFFA
BEHITELRR  BLAFETIER :

- BABEREBNERRSHITIHERE,
- BNEBAARAPIE Y.

RAZEEFR 13


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html

AWS tRFEE BEES

AWS Management Console
B AWS Account Management BY{S1E17ER

1. & A AWS Organizations £ &, BXEL IAM FREZA. BT IAM AE , IR UERE
BIRFANRERAE (TER) 8308,

EEEERPRERE.

ERBBEETBEFAWS (RFEE,

i#1Z Enable trusted access (BB EEFE).

ERA AWS tRFEENEEFRYEFEART , WAMAUERS  AREBZRAESEFEL

o ~ w0 D

AWS CLI & SDKs
B AWS Account Management B{E{£12ER

BT TG T2® , BRUEREBNERIRFHPNEAERRTURS EE AP RE | ELERE
£/ --accountId 2ERSERBHHIKERS,

 AWS CLI: enable-aws-service-access

THIE AR/ AWS tRFEEFRIRFEERAZEEFEG

$ aws organizations enable-aws-service-access \
--service-principal account.amazonaws.com

LSRR IR EEES T,

A AWS IRFEEMAZRNEESIRS

BA L AERNERSIRS , MEFRUEMK SRS AWS WikFEIE APl 4 AWS
Organizations, EZAEBEMERNEEERF2& , ZIRFPNEAENARTUER S B
FAccountId2# , £ Organizations X PiE{EMaccountin & 2= B H MW AWS CLI F1 AWS SDK

BR1E,
HEHEARTIRERFEMAZTRNEERBIRS  FEATIERF.
AWS CLI & SDKs

ZEff Account Management R ZEREE SRS

BAZRNEEEIRS 14


https://console.aws.amazon.com/organizations
https://docs.aws.amazon.com/cli/latest/reference/organizations/enable-aws-service-access.html

AWS tRFEE BEES

IEAILAE R T 5o REUA Account Management RIS ZEREEES,

© BIEHT
EEHTELEE  AUREFETIER -
. SRR BB B IR IR B ET IR,
. SRR BRI L.
. EAARERTNIEFEERASEEER.

BB REETFIRBER !
account.amazonaws.com

« AWS CLI : register-delegated-administrator

THEHEHBRMNKERFEMARFEERBNEREES.

$ aws organizations register-delegated-administrator \
--account-id 123456789012 \
--service-principal account.amazonaws.com

LW THNREIMTIEEET T,
TS 2E , BRI LMERAIRE 123456789012 MY & A& B R FEIIR S EE M AWS CLI SDK
API| 24 | BB EMSEA --account-id 2EKSEZHBIHRERE,

AWS Management Console

AWS Account Management £ &R EHTH., BReFERAEH—E AWS SDKsH AWS CLI
= APl BRIERBIT IR,

£ AWS Organizations BR#E#2 & Bk IR & 12 Y

AEERMEGH |, REUME PEHARBEZESBEE SCPs) AWS Organizations RERFEIEBPIRSFHY
FERENAGTUHTHNEE, WERKEHBERWFFMAEN , 552 BAWS Organizations A&
) PR THIERE -

£/ SCPs REI#FE 15


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/cli/latest/reference/organizations/register-delegated-administrator.html

AWS tRFEE BEES

- 3 SCPs

- #§ SCPs E#EZE OUsHIRF
« SCPs Ky HE

- SCP BUREES

Example £ 1 : BiLEIRF S B SN EBRBIEA

T5|&EHIEIE4E PutAlternateContactf DeleteAlternateContact APl BBEEBIUIRFER
THAEMKERFFWY, EALESEERFINEIAEIREESHERLBBEA,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "Statementl",

"Effect": "Deny",

"Action": [
"account:PutAlternateContact",
"account:DeleteAlternateContact”

1,

"Resource": [ "arn:aws:account::*:account" ]

}
]
}

Example % 2 : 5 IHEA &R RS SRR P EMHE MK EIRFHERBHEA

THIEHIER ResourcetRz—MLD . |, ERRERBRKBEARNEELFRNEBENFER, 8
RREERFEENZREESIRS |, MR SCP BANKIKRF , B ZSEHBTEMRSAEME
KB B A

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Statementl",
"Effect": "Deny",
"Action": [
"account:PutAlternateContact",
"account:DeleteAlternateContact”

£/ SCPs REI#FE


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_create.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_attach.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_strategies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_syntax.html

AWS tRFEE BEES

]I

"Resource": [ "*" ]

Example i 3 : Phlk OU A BIRF IS E S B RBIEA

T5I%E6] SCP B R4 SHIRF BB EEME OUs WBFERTLE. EEBIIETE OUs H1E
AR FRNEFARLEXE BRI,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Statementl",

"Effect": "Deny",

"Action": "account:PutAlternateContact",

"Resource": [
"arn:aws:account::*:account"

1,
"Condition": {
"ForAnyValue:StringlLike": {
"account:AccountResourceOrgPath": [
"0-aalllbb222/r-alb2/ou-alb2-f6g7hl111/",
"0-a3alllbb222/r-alb2/ou-alb2-f6g7h222/"

fE B4 AWS Control Tower

AWS Organizations S E#R®E , TREEPEEMNRBEME AWS IRE. L AWS Organizations &
f 5 AR RS S = AWS Control Tower, 7E Organizations 2 AWS Control Tower 7t E EE 2
A, ZBERAREMREEYR , REBNAFXRBENEELL. SRS AWS IR,

RENEEZ S HKEER S % AWS Control Tower IEE T #I8/UIhEE AWS Organizations, AWS
Control Tower EF — A MENEREER , UiBBREACHEBTIRSFFASERNRENERE
%,

55 FI B # AWS Control Tower 17



AWS tRFEE BEES

FERFEA B EBEIFH AWS Organizations #4# AWS Control Tower , BRI MRIEBEATER. &
2HAHR AWS WIRIE, EREFKEREENAESF ZHRFEXR S A AH R AINEE , AWS Eif
ARARERSEENZLENERANTCEZTREE,

MEFHMER , F28 ( AWS Control TowerfEAE 15/ FHTERAWS Control Tower ?,

TR APl BEEL

5/ B AWS tRF R APl R{E—ZLIMBERFEEN 2 —E1F !

s BAANR -ERFHPNFEAERACTFNREETHRKREFFNIREFBMEE K REfALENX. R
POy H & —1{@ Account Management AWS CLI 5} AWS SDK ##E8 | EEFEE AccountId 28
B, EEEFERBIAREN,

- HRBAR - BEHEBPEERFANEAZEIACTFRREEMRME/ P TRKERS PRIRS B
B, metAkESX, E8MWES—{E Account Management AWS CLI 5 AWS SDK R | B
£8E Accountld 28 , SRBFAEBREERN. CREREBEBNEERIRFIIRFEENER
EESRF U R FRERE,

AWS CLI 1 AWS SDK 2 1E ] LATE 38 37 s AR S ER 15 FRIE 1R,

« MREREE Accountld 28 , ARESEBLATHHT , YA DEFREAZLARRELFR
BIIRFE . EWmiRFREABBNKE , HE MLk,

« MREEE AccountId B8, RRFESEEBABTHHT , MBHFESHEEEN Organizations kS
B R,
« MRWIHRENIRS RIRFEERRBNERIRFREZREERSIRS , B LE AccountId 2EH
BEZ A M R RERSE , LEFEENIKRS

o BB — T LA E P —EERBISIRELE AccountId 28 HiEE B WIRFRIBHIR
E G HMRECARFEERENZREESRFNIRSE, TMHEMIIKRS K TEEEIRFS , HEW
B)AccessDeniedfFlF Ak,

« MREBUBIUEXNBIT BRE , AXBERFEAES Resource TR IAM BERRHT #B1E, "*" 2L
REFFBEER , NEMBEIULIRFEFEEDN ARN,

- MREEMABEXTHIT R1E , ABEAFERAITE Resource TER IAM BERRHAITRAE"*" |
UAFAER , MERAER T RERFHFEER ARN,

TR AP 12 EE 18


https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html

AWS tRFEE BEES

RTEXNRFBIEAVRTH

BEAZHAWS BE—&K , BRT AWS IRF £/ IAM 57 A BURRATE . ER MR ik F B IEAYET
Ao EE# IAMFFABEREEE IAM X8 (£EAEHAR ) &, BLUEETE T UEBLEE RS
TR ENE | AR TEPRLERG T 1T WL BIE,

LTREVHFTHRERN—EIRFEBISEZE,
B Amazon Resource Name &= AWS IEF

- A LL AWS IRF BE&EBERMIR resourcetRZ P Y Amazon Resource Name (ARN) , €18
BEBESENRFRBIIRFIEBMTNIRFMETRNESS R, F2RE L& 7 # APIIRE
LB

. B RFHIRE ARN :
arn:aws:account: : {AccountId}:account
ELEBRYEXATHITIRF BHRER , ELACRAKER , 5EATEE AccountID 28,
. B R ERFRE ARN :

arn:aws:account: :{ManagementAccountId}:account/o-{0rganizationId}/{AccountId}

EREABEX THTIRF BHRER |, BXAE S AccountID 28, LEALER,

IAM BURKY R B R 5|8

Account Management FR#§ th 2t 218 Account Management FRIS1SE KRS58 | BB MAES
R T,

account:AccountResourceOrgPaths

WA FE5|#account:AccountResourceOrgPaths AR EBEBNKEE | EEB TS EHEBEN
(OU) R, REZ OU BEMHERFAESHSE. TIHEHMHIBEXNBHBRERFBEREERAEMER
E OUs 2 — Wtk F,

RTEMRF BT 19


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS tRFEE BEES

M account:AccountResourceOrgPaths EZEFHER A AWEXLEMEA ForAnyValuedk
ForAllValuesZEFHREE F. WA, FEE , IELSEEHBF OUsEEBaccount , RHEZRS|E
FHFEA

"Condition": {
"ForAnyValue:StringlLike": {
"account:AccountResourceOrgPaths": [
"0-aalllbb222/r-alb2/ou-alb2-f6g7h111/*",
"0-aalllbb222/r-alb2/ou-alb2-f6g7h222/*"

account:AccountResourceOrgTags

WA RS account:AccountResourceOrgTags AIRASZE M EEIEABTIRFHNEER, ER
REEREFRY  TARISENERREFAFNER, NEELWFMER , FSBAWS Resource
Groups  EAEERE) PNERFES. IEFAEBRHABMHEFEEFRE —NoNER , F2
B CIAM £ EHER) DI ER ABAC for AWS, TFHEHIRRBHERESRIBREERZABS
BEf ZE®A R5|®projectB blues EHMIKRSred,

MM account:AccountResourceOrgTags RZEFHER , BHLAMFEA ForAnyValuedk
ForAllValuesZEFREEF, WA, FEE , IFEESERBRERSE LW ERKaccount , B4
REBENFER

"Condition": {
"ForAnyValue:StringlLike": {
"account:AccountResourceOrgTags/project": [
"blue",
"red"

® Note
BRARKEREZETA/TIRS . SEEIREREZEE L AWS IRF,

RTEMRF BT 20


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions

AWS tRFEE BEES

X ELR AWS 1RF

AESESHRNAEE WEE AWS RS,

® Note

MREH AWS 1RF 2 H Amazon Web Services India Private Limited (AWS India) £ E1E
Bum , AEEHMEE, NEFHEN , F2REEAENIIRSE,

ES -]

« BY AWS IRF BI#&

- B/ AWS B RF A RASEA
- EH RVIRE AWS 1RF

- BENREAES FE it

- ENREAERR

- EFAWS IRF €18

- B HERBEA AWS IRF

- B M EEBIEA AWS IRF

- B8 AWS IRF B BIRF

B AWS IRF BI&

MREFHE IAM EAEN URL BEZNLTER ( S HMeasy-to-rememberf&BIAF ) , MA=E AWS
MRS ID , WA LAEMIRF BB

BETHNMENNEMRFRE , F2H8 (AM EREERE) FHAEH AWS IRF ID EABIA.

B AWS B IR F R EUE A

AWS B REFRNERNVE A BRMARSZETRAES,. THESH-HNZERBR AWS ERH04E
B, BEENFOBERREER. BRANERRED  LFRETRNRES. EXRTEHE AWS EE
HEEEREHN  YEBVRHMES, BERRMHBEED. REMNIRERLD , B TRELE, WFE
TRAMCHERNLE , F2R EEM A ESE,

B NEHERIRS BIE 21


https://docs.aws.amazon.com/IAM/latest/UserGuide/console_account-alias.html
https://aws.amazon.com/about-aws/global-infrastructure/regions_az

AWS tRFEE BEES

BRIECEAREMER AWS RERMHNEE G , FASRE—BESPEINERTEERATAEMD B
. Bl , Amazon S3 Ml Amazon EC2 XEEEEHER. HLRH , S0 AWS Identity and Access
Management (IAM) R & EBFHE R,

ERIR PR E LT AR ESE
« AWS IRF R#ZEESE , REATUEFSLTROVLERE AWS BiR, flmn , & s8R E BN
4B Amazon EC2 #{TERE , LMEFEHIENENEFFRAFEERER,

« An AWS GovCloud ( XEIFEER ) 1RFE AZEFE AWS GovCloud ( XEIFEED ) EiFF AWS
GovCloud ( XERE ) EE. MHEFHFMENR , F2BAWS GovCloud (US).

« Amazon AWS ( HE ) IRFEREILZNESEFHNFEE, WRKFHEA , F2H Amazon
Web Services in China (Amazon Web Services (1 E)).

NMERHEZEBREVERBNZE  F28 (AWS —®3EiEE) PHEERY, NESEES
(TEWE ) BN AWS RIEFE , FSBAWS EiF RIS EE,

/A Important

AWS 2 :Z &M regional AWS Security Token Service (AWS STS) ix % , M AR £ 15
BRRRIEE, [Ei5 AWS STS in B0 TERSEREREFME AWS EFFEER. RERE
FEH AWS STS inH , IFFEHETEMEE, TiB , RELE AWS STS imnH (https://
sts.amazonaws.com) By T{EFE R F RHEEERA AWS [EiF B P EM , HFERBMAN ¢ F
B, MREBERENIRFRAFNES , BRI AFERES AWS STS i TERBFR
AL AWS STS InHRBHEME PERN TERBRFH AWS EE, EFAEEREHE
BN ITERBRFHEAR, MREERIEREFR , EERANFRATEERXELNRK, W
& AWS STS inF AR AWS BFHFMAER , FS2BEAWS STS £ AWS BEHEHE ,

ES- |

- BANEGERAESNEZEER
- BASERABIIREHN B
- BASEABBDRESE

BANERERENZEEERE

BRAREFERES N , FRLEE TSR :

RANERRENZERSEE 22


https://aws.amazon.com/govcloud-us/
https://www.amazonaws.cn/about-aws/china/
https://www.amazonaws.cn/about-aws/china/
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html

AWS 1RF &= BEES

« #2019 % 3 A 20 A2 RIS ENEFHFERAMA - AWS AWS B KRYFAEREMAMEMN |
FRETHUINHAEEL AT R NERER. CEAMANEAERBANESL. X,
AWS SHEEE  BRREANEL, NIRECFEEAERAENEATRIAERDR , L%
RERARELS. THEABRAMA,

B i

28 (R

EERIP (HF it EB) us-east-1
KEIRER (%) us-east-2
KEIFER (A e EE1LER) us-west-1
XEFEP (ERER) us-west-2
DRESE (RR) ap-northeast-1
TXEE (B) ap-northeast-2
mEAEE (KR) ap-northeast-3
DAREE (RE) ap-south-1
RS (FinK) ap-southeast-1
ZKRESE &) ap-southeast-2
EX (FEB) ca-central-1
BUM (CEE=1E) eu-central-1
BUM (HfESTHE) eu-north-1

BUM (BFE) eu-west-1

BUM (fR2X) eu-west-2
Europe (Paris) eu-west-3
BN (BRE) sa-east-1

RANERRENZERSEE 23



AWS tRFEE BEES

- ERESEEREAMN , K TN EEEGHRMIBEVEPFEANE BN ED - FL AWS £
X Al BR# , ‘=38 Amazon Bedrock ( 2B A K = #FmiE NEiXE) 1 Amazon Q Developer
( 5528 Amazon Q Developer FEEIEEE) FRABEDHER. MREFEHELRE K MR
BEEFMEMENERRESHERN IAM ERBANRE AWS BFEE, EEBRALAAN
EEANERTAMRIEE SRR,

« BOLUER IAM B 0] SR & [E 1517 E — AWS Identity and Access Management (IAM) ‘2 & U@
A, JEEEGMLEERAETURA,. FA,. EBNSEES, nEFHEA , F2E (AM FEH
FIEE) PHWAWSAFTFRANER AWS [BiF . BB AIBIEMA aws :RequestedRegionf® &8
R{EHIE AWS R BEE AWS EiF,

- MAERERREN - RAERRRREN., ERZEAEFESFTEYNERMNE,

- FRAEHEFRARETERN IAM 7l - IREEFANEZE AWS BRIVIESE , £l Amazon
Elastic Compute Cloud (Amazon EC2) #1T{E# , S X EXEFHPERN IAM 78, Hltn , &
EfEA AWS Management Console R 17 X & & 2= A B [ EC2 #ITERMERE,

- MREEARESE , FATERNERASHE - WREEANEE AWS BRNES , AELER
(MRENFE) NEAGUEEEREERRE. i, EEZEANESHEE Amazon EC2 #1T{E
 FECERLEFHRERTER  NEABTERNE,

- EREEF—EGLNER - ERAEREE , RENEZRATHESERET. EARETREEELY
ERME DRI EER,

- EREERT , BRARSEEL ) EILE N - ECRARER , AWS S8TBHEREREEX
EEHHIRE | SIIEEN IAM BRS BIZES ., ASBIRFEBL /BN  BERKTASE
TEE/NE, EFHBETRZE , EEHBEEEHE,

- MEBTTLERME AWS EBHNEE R 50 B EEEEFR - EEIRS T AERS 50 BFERE
ARESFEBTH,. —EBFREABMAREFA—BRFHNEEREE,

- BE—-RFEEMIEERBEHITLE 6 BETHNEHBERR - —BFREAE —EIRFBARE
A—ERERESE,

« Amazon EventBridge B4 — &S A LLfE EventBridge R HESZREREEHEAN, RFETAESE
AREEE E 22 37 EventBridge BH , EX P BBt TERE.

- REANEFHBRERE - ARBA/FEARENABENIIERSHE , BEBEFREUEBEMRE
« ENABLING

* DISABLING
 ENABLED
« DISABLED
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https://docs.aws.amazon.com/bedrock/latest/userguide/cross-region-inference.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/cross-region-processing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws-enable-disable-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-requestedregion

AWS tRFEE BEES

SRIESETE RN 3 DISABLING iREERFEUHZZ M AENABLINGEZEFRE. &
Al , ConflictException#&#®E , EXX (MA/EA ) BEEEFERIBVARSWER AWS
R MR, BIERER , B AWS BRI ) AT 824 % S B 62 FHENABLED,

- B E£EES AWS Organizations — EE RS 7] LME = BEEZ AWS BT S8R F /Y region-
opte HEWRF BRI LEEE AHEGMREE,

RASERBEMIRERN B

EEEH AWS IRF AIFEMES , FEITTIEFFNLS R, LT AWS Management Console /5
—EEBARBILIAS., B LER AWS Management Console REMRHEF SR BIEZ
RS Ay AT A B

AWS Management Console

RBASEFERBEM NES AWS 1kF

@ RIEKFFA
EEFTTIRFTNSER , IAM EAESACXEEETTHIFFT :
« account:ListRegions ( EERHK WEE , AWS EiF UREME N RERADE
A)o.
* account:EnableRegion

* account:DisableRegion

1. AWS Management Console AEBRKFF AN AWS IRFREAE = IAM FAERACRE S

Ao
2. EREREALANIKFRRE  ARERKRS,
3. HIRFEEL , ATHEEE ERAWS EfF,

(® Note

R R TEREFIUIER. AWS SEEFERBIEIRFHERABH E 7 B4 it
i, AR EEBHEEFRRS. EEFRPNEFUAERERPRBERS , YREFR
.
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https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account

AWS tRFEE BEES

4. HEBEES AWS BE EF BENEE 38  EERAREAR  BURREREFERFHH
ERERHEYNEFNXEHFHER.

5. MRHMRETR , FREEENZEE,
6. TRABEEER 6 FEEEH,

AWS CLI & SDKs

A AEA T 5 AWS CLI s P RE AWS SDK B REREA. £/, BEFS H EiEEEMN
HE

* EnableRegion

* DisableRegion

* GetRegionOptStatus

* ListRegions

® ®IEFFT
BEHT ISR , ELAEERFEZRENFH ¢

* account:EnableRegion
* account:DisableRegion
* account:GetRegionOptStatus

* account:ListRegions

MRIEERELMEBIFTT , BAURTREECRAEERNERRIZFEANRES , AR TFHMARK
RMEMBE AN

TrEHERBERTEENKERFRARS, FANEAERAARBBARBNERRS , KRB
RFEENZRERSIRSE,

AR, BT UEAMEENGSERREE , AEFEH BN enable-region disable-

region,

aws account enable-region --region-name af-south-1

BMARERBEIURFH BE 26



AWS tRFEE BEES

L THMRR IR EEER L,
BRERFELH. THaTUREERTFRNRIIRE,

aws account get-region-opt-status --region-name af-south-1

{

"RegionName": "af-south-1",
"RegionOptStatus": "ENABLING"
}

BASEREZPR R
EEFH KEWRF ERBAMESE AWS Organizations , EEH{T FIRBFHN S B,

(® Note

AWS Organizations 3 & B AWSOrganizationsReadOnlyAccessE;
AwSOrganizationsFullAccess2E# , MURMHEFER AWS tRFEIE APIsFFAl , A&
A LAfE AWS Organizations EEEFEHIRFER, EERGEFTNZEBER , F2HE
Organizations AWS ZEBERNEH

(® Note

EEMURERRFRABINEZREESRFHTELIRE  WEFERERFEEMFER 2
Bl , A

- BABBTHFIEIIE , WEBRKEIRFNRE. ETEHEE IEE?’““%'JEJZEIIIEJEO R
VEBRTERS . MRENEBRERESHIRE  BEBERAFMBNRE , & ﬁﬁﬂﬁﬂlﬁ%ﬁ
P B FTE Th e,

« BXA AWS Account Management R ZEEFH. EEREWIER , F2H 5 AWS IR
FEERAZEEFR.

AWS Management Console
YR SF A AR P RY [ 15

1. FRARNEEIRFEZAEREA AWS Organizations E# A,

A ERARTHE >7


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_available-policies.html#ref-iam-managed-policies-updates
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html

AWS 1R &R bl
EEE EAWS 1RF , BEUEEEHRNIRS.

BERFRERSIRR,

EEEST , EREERARERNED.

BEBE , AREERADFERRER.

MRGEERMARE  FREABETINNT  RAREERAESE,

MREREFEFERRER  FREETNXT , GAFRETHRS K RARZEFRAESE,

N o o bk~ b

AWS CLI & SDKs

BRI AEA T3] AWS CLI s S E AWS SDK HERERRA. F/H. BRMS|HEBKERSE
HY @B FAR RS

* EnableRegion

* DisableRegion

* GetRegionOptStatus

* ListRegions

® =IEFFA
BEHT TSR, ELARARF EZBRENFA

* account:EnableRegion
* account:DisableRegion
* account:GetRegionOptStatus

* account:ListRegions

NREFERELENFT , CAUBTRECALSEANERRBEANES , LETF LM AR
ARABALEES .

TrEHeRBERTEENKERFRAER, FANEAERSARBBABNERRS , WRE
REEENEREESIRS.

AR, KU UEANEENGSERREE , ARFEA B enable-region disable-

region,
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AWS tRFEE BEES

aws account enable-region --account-id 123456789012 --region-name af-south-1

Lo TUREIRFTEELEBA L,

® Note
HRERERERZ %A 20 BEFFER. B8, £FkI

TooManyRequestsException,

BRUERFRLH, THlw LEBFRNVEIMRE,
aws account get-region-opt-status --account-id 123456789012 --region-name af-south-1
{
"RegionName": "af-south-1",
"RegionOptStatus": "ENABLING"
}

EHT RYMREE AWS R F

A LAE A AWS Billing 1 Cost Management E1R & REHFTE AWS IRFE IREREFRE. BETH
WA EFIRE M IREABERE , B2 AWS IREHRAETE FHEERM

EHREREE B Fubit

BURFEENREAEETBHBUNERERERS AWS IRF, Hlil , T2 BEPEN, X8
SRS EEEHMBUNKERFHREREEF bt

(® Note
BF 5Z AWS 1RF TTREFEN /N REEREIEMLT,

BRI LMRBIRF REABMIRFEBN -85 , AFRANAFANEMREREEFEH

« B AWS 1RF - R AWS 1RF REABE BB , S LUER AWS BEE A EMREN
ETEMNH, BETHNMATIRIRE  F2EEMNEL WREHAEETEHFAWS IRF,

FH HIRE AWS IRFE 29


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/

AWS tRFEE BEES

- EAWS IRF AR - BHREBR AWS EBHREIRS , EBEIRFHIEREEERFPHEAETNU
£ AWS Organizations FEAETREMKERFWIRERAEE B4 , HiFEB CLI F SDKs AWS
DB FRENHERFNEFBMG., B 7THNABTILRE  BFSEEH AWS IRF 8
PR WREREE FEH4.

ES]
- BBV NIREHEETEHFAWS 1RE
- B AWS tRF HBHER WREAEETEH

BB REAEE T EBAFAWS 1RF

EEMERY WRERES FBMI AWS 1RF |, ST TIRFHNI R,

AWS Management Console

(@ Note

BRE BB AWS IRFREME , EXTEEREIGN IAM FFr], BEEM IAM ERAE
RABNEIHTELLER,

1. fEA AWS IRF IR E 7Bt MR | LUERMAWS Management Console &0 & A AWS
RERERE,

EEZEENA LA  BEENIRFEBIRE , AREFIKRF,
EIRFEEMNIRFFMERAS  REEF  ARBNERE 7B u MER,
EWRFHMEAEE L , SFHA U ZRIERE.

ERERFEFBHEEL  ERNEFBHAbu, BENHTEFEAbupMa , WH
RSB ERR, AR EERELERE. REREIR EXEENHEFEBFitbitno-

replyeverify.signin.aws,

6. ERBIRFEFHBHAEENRERT K BASREFBHBRIINAE , ARBEFRITEN.

o > oD

@ Note
REVRZSURRTEL, DEFREE. IREEVHERREEINETHMN  FRE
BRI NIR B ERIR

BB HIRERAES FEHFAWS IRF 30


https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account

AWS tRFEE BEES

AWS CLI & SDKs

AWS CLI gt EH# — i AWS SDKs API R EF X EILEH. EBREER RETLER AWS

Management Console,

B AWS 1Rk F BB EM NREREEFEAF

HZEfEM AWS Organizations 2 & wmEMEBHEAKERFHREHEE T B , FHIT T
BEFHISER,

® Note

EEEHNERFHREAEEFE A4tz , BRETHRUHRENTZE, NEFHFHEEA ,
A2 BAWS Organizations  EAERERE) FHNERA EMHERFNIEFERE S F B4
#tAWS Organizations,

BHAIUEARERES?BEAR , EERX WIRFEREFTHNERFHNREAES FE 4t
AWS Management Console & step-by-stepiRfA , FFER PIRMNTREN B WIREHAEE FH
HAWS IRF,

AWS Management Console

® fm&t

- BEHERERFEEERFIEBTNEREESIRFATIRER , E4ERAKRFEE
B RBHEEFE

« SETREE R LLRE R F IR ER G A 2R P I R ERV T BB R VIR F

£/ AWS Organizations TR AEMAERFNREREE FEH bt

1. & A AWS Organizations A, EBHEL IAMERESDEA , SLEBNEERE DY
BEAEFDEAN (TER).

2. EAWSIHRFEMEL 6 EELEEHREAZEFHBHHUNKERF,

3. HERFHMEAERT , BREBERE  RRBEENE FE i,

B AWS 1RF BB EM HREAEEFHMH 31


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_update_primary_email.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_update_primary_email.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://console.aws.amazon.com/organizations/v2
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials

AWS tRFEE BEES

4. EEBFEHHT K WARCRAEFNHMEFBF L  RARBERT. S AMET (OTP) &
EEMAE 7B bat,

® Note
MRABESFENBRFFEEE Organizations TR EF ML ER , BRI AEEEER
WEN 24 NEREELTHK OTP BF. BEEKM , FERFFHEATT L | B
BEEERi  ARBETHE FHHER.

5, ERMEBEWRT K GATL—ESRPERIMEFEFuu AR  RARBIFMHET. ESHEMN
EXERFHBRERE,
AWS CLI & SDKs

R BMERA T3 AWS CLI S B E AWS SDK B ERERMMIEFREAEE FE L (B
BATEEFE bt ) -

» GetPrimaryEmail

 StartPrimaryEmailUpdate

» AcceptPrimaryEmailUpdate

® fm&t
- BEHERERFEEERFIEBTNEREESIRFATELRF , ELARAIKRE
EERBHEEFE

< ESEEIEER R REN TERBBPIIRE,

® SEHT
HRBEERE , BLAHRERF EXIRENFTA
* account:GetPrimaryEmail
* account:StartPrimaryEmailUpdate

* account:AcceptPrimaryEmailUpdate
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https://docs.aws.amazon.com/accounts/latest/reference/API_GetPrimaryEmail.html
https://docs.aws.amazon.com/accounts/latest/reference/API_StartPrimaryEmailUpdate.html
https://docs.aws.amazon.com/accounts/latest/reference/API_AcceptPrimaryEmailUpdate.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account

AWS tRFEE BEES

MREERAELERBIFTR , BUURT-EEAEERBREAEE T B4 UtIENE
A, URFEMABKERNEANED.

BETRRERAEETHFHUERF  BLEKBRTIEGMRVIESR , BSEAEEEFEN
APIs,

Example GetPrimaryEmail

TrEHERERTEENKERFEBBERAEE F B4y, ERANZEABNLERBABHN
EERS  IRBIRFEENEREERIRF,

$ aws account get-primary-email --account-id 123456789012

Example StartPrimaryEmailUpdate

TrHEHSRBREAEEFBH U TRERSF. BTN EFEFUE | I —RERE (OTP)
BEEEBPEEXRSRFHFETEFibit. FANEABNLARBEBNERRS , XA
RFEENEREESIRS.

$ aws account start-primary-email-update --account-id 123456789012 --primary-email
johneexamplecoxrp.com

Example AcceptPrimaryEmailUpdate

THIEHIES OTP BRI , UKFNEFBH b RERAEBTEENREIRS, EANEAE
BLARBEBNEERIRF , IRERFEENBREZSIRF,

$ aws account accept-primary-email-update --account-id 123456789012 --otp 12345678
--primary-email johneexamplecorp.com

EHRER B E

BERE AWS IRFENBREAEEZR , FUT FIIEFFHISR,
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AWS tRFEE BEES

AWS Management Console

mEEIEHIREA B ET

® Note

BBAL BOEAN AWS tRFREME , ETFEEHEINL IAM FFrl, EEEL IAM ERE
FABHNETHITELDSE,

1. 5 AWS IRF RN E T4 ut BT | URBIAWS Management Console & 7 & A AWS
IRERERE,

2. HEEEAMNALA  BELNIRFESBIRG  RREEKRF,

3. HIRFEEMIRFFHMENS , BEDE  ARENENEFEFHUNER.

4. HERFHFMEFAEEL A REBZERERE.

5, EREZBEEL  EFEER. HIRENEINBHORL. AR BEENRR. 0OF
Hitfgsl , SEREREAEEBNREER , F20 (AM £AEER) FHEE NER
AWS tRERERE.

AWS CLI & SDKs

AWS CLI =i H A —1E AWS SDKs APl #EFZEIILER. BREEA RIATLERE AWS
Management Console,

B AWS tRE 218

EEZER AWS IRF |, FEAREREVNERARER - B AR 2 BRI MER. €248, &
B, RS HBELIEFHYE A LURFZEFGEIRS , LR -BNBINEEEE,

WREFNEBEEREREMNE , fIWEHNZEEN 124 , W0 Biling and Cost Management &=k 1
AWS Organizations £#2 &, BMEBEEABRELERGBENIRS , UEBRNZNIRFERE. R
NEIRE |, BEEFERERAERE (HIW0 sales-catalog-prod) FH B E%E, ERNBIAENZEMZE
E A6 FHREARBREASIERER (PI) HRSEHE,

« BWI AWS tRF - I AWS t1RF REEBAHBBIN |, B LER AWS Management Console,
AWS CLI fl SDKsREFHEHWIRF B, BE T HNARE , B2 E5B L WIEF S8 AWS Ik
Fo

FH AWS IRFE &% 34


https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-password.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-password.html

AWS tRFEE BEES

« EAWS IRF BB+ - HREBR WK EIRF AWS Organizations , EEIRFHEREESIRF P
£ F & o LABE AWS Organizations EEAKFEHMEBAEMAXERFWIRFERE | &R AWS
CLI Ml SDKs ABXFRAHFAEH . BE THMMERE  F2H ENESTET NIREFEHE AWS
1R,

® Note
BT 5% AWS IRF AR EN/MET EEB I E M5,

ES |
- BBV NIRFHE AWS 1RF
- EFEBTEMN WIRFEZE AWS IRF

EXEI KIIRF BT AWS 1R
EEREEY WIEFEHAWS IBF | BRIT T IRFFHSHE,

AWS Management Console

G =IEFFH
O LEHARFERE. IAMEHAEDS IAM AEREFNIREEE. IREFEHANEBEH
E , AITFEZHENAN IAM BT REFHIREERE, £H IAMERAER IAM B , BED N
BHEETY IAM 51 :
» account:GetAccountInformation

e account:PutAccountName

EHBURFHIRFERE

1. fEA AWS IR IR E F Bt MRS | LUBBIAWS Management Console & 0 & A AWS
RERERE.

2. EFERAENELA  BESNIRFEBIEE , AREEFRF,

3. HIRFEHEMIIRFFHFMEENS  EEIE, ARENEMRFEE,

BB HIRFE M AWS 1RF 35


https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account

AWS tRFEE BEES

4. HEBT K BALEEHNNMEFERE  RERBRERT

AWS CLI & SDKs

@ =IKFFT
BRI LEREFERE. IAMEAES IAM ACREFRIREZE. EEHT ISR , BN
IAM EFEE IAM AEXBEELEETS IAM 557 :

* account:GetAccountInformation

* account:PutAccountName

EHBEMRFHIRF 2R
BT LAER T FI H o — @R

« AWS CLI : put-account-name

$ C:\> aws account put-account-name \
--account-name "New-Account-Name"

« AWS SDKs : PutAccountName

ERTAEB M NIRFE BB AWS 1RF

£ AWS Organizations PEAMBNEERK , EENEZREESRFPWRE IAM £HED IAM A
BUUEFERRFER,

EEEFHBPEMARBIIRFNIRFER  FHTTIEFNTR,
B3R
EEM A AWS Organizations TIEEEMIRFER , BEEHIT —LUPHRE !

- BNBEBLERAMBIERE  TREEKBIIRFNRE. ETRE iﬂﬁ?’“%ﬂﬁkﬁﬂlﬁﬁo EgRELEY
BBRRERR . IRENERBRERESOHIRE , BARERMAMEYRE , F2RBAEBNE
Ibﬁbo
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https://docs.aws.amazon.com/cli/latest/reference/account/put-account-name.html
https://docs.aws.amazon.com/accounts/latest/reference/API_PutAccountName.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html

AWS tRFEE BEES

- BEBRAWS IRFEERERBRAZEEFRN. EEREWER , F2H 5 AWS IRFEERAZE
EFE.

AWS Management Console

© BEHT
EEEHRERFPWIESEE , £1 IAM EAES IAM BEXELE FHIHT :

+ organizations:DescribeOrganization (ERZX#Z4)

* account:PutAccountName

EHMRERFNIRF &M

1. ¥ https : //https://console.aws.amazon.com/organizations/ BIRX Organizations £## &,

2. HEERSEE®RD , BEFE AWS RS,

3. HAWSIRFEMEL , BEELEEFHNHRERS , BEEBFE TR , RARBEEMRS
£,

4. EEBT BWAEFNNER K RARBERE

AWS CLI & SDKs
® =IEFFA
EEEFNREIRFHIIRFEER , B0 IAM ERAZEY IAM ABXEEE THFFT .

- organizations:DescribeOrganization (ZRRE#EA)

* account:PutAccountName

EXNREIRFNIRS&E
BRI LAER T B E A — B R

« AWS CLI : put-account-name

$ C:\> aws account put-account-name \
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https://console.aws.amazon.com/organizations/
https://docs.aws.amazon.com/cli/latest/reference/account/put-account-name.html

AWS tRFEE BEES

--account-id 111111111111 \
--account-name "New-Account-Name"

« AWS SDKs : PutAccountName

EHT N EABEA AWS 1RF

ERBHEA ST AWS RSB = @RI SAABBO B ABBA. BABBATLRBEAS, NRE
HWEREEEERE, RENZLMEBEE , EUURASHEELBAHIMEE. SLERHERFRER
EREBNEF B MR i, EEIRFBHEASBBERREEIIRIRFEFBHNTEEFE
&R

BHREEEE T HIHP — @K tkS BN B EE,

. PREBIHEA
- BREBHEA
- REBEA

IER MR IBIRF R ABMIRF BB — , RFARN A X SRmEE ABEA

« B AWS IRF - 5 AWS 1RF REEBEY AR , SUER AWS EEXEEFEB CLI
M SDKs AWS EfEHCHNBNRBIBA. BEETHRNMARTIHERE  F2REFNBE L WERBIEA
AWS IRF,

« HAWS IRF AR - HREBR AWS BB EIRF , EEIRFHIEMEESRFPHFERAZE TN
& AWS Organizations & EFEFMEBFNERKEIRS , HEB CLI Al SDKs AWS HER
RS ARNEH, EETHROMBTIIRE  BS2BREH AWS IRFE HE8 P EM WERBS A

£

- BREFHNEFB U ER

- BEFBY HERBBEA AWS 1RF

- B AWS IRF BB P E WERBIEA

+ account : AlternateContactTypes AR 5|8

B WERBEA AWS 1RF 38


https://docs.aws.amazon.com/accounts/latest/reference/API_PutAccountName.html

AWS tRFEE BEES

BESBNE T B BR

HEERBEMRFNERBBAET 2 , RAZBLEWAEHERBNE 7B u B M T3 E
Ko

- ERBRBRARETSHF. ZHRMTIFERT  +-()"%

- ETEHMUNRELRA 254 BF T , RTEZEEREF T2 | B0 LUE E 7 B4 it 1k 49 A< 25
PEETHREKRET : "+=.#|1&-_"

EHEMY NERBEA AWS 1RF

EENEIRER L BERBBA AWS IRF |, FHT TIEFRHFNSER. LT AWS Management
Console BF —ZEBARBIAS., EAILER AWS Management Console RZFERSHE S F &R K
Ol RE2 IR R B RBE A

AWS Management Console

MESRER Y NERBEA AWS IRF

® =EFFA
BEHT ISR, BEDLOLEREETH IAM FFA

« account:GetAlternateContact ( EEFNRBIEFMEN)
« account:PutAlternateContact ( FREREFBHNRBEEA )
« account:DeleteAlternateContact ( MIERERELEA )
1. UEBREHFTHN IAM FAERABAWS Management Console &3 & A o

2. BRERBEALANIKFERE K AREFKRF.
3. H®IRFEEL K BTHEBHEBERBIEA  AREEELAEEFRE.

EFERBNEF BB ER 39


https://console.aws.amazon.com/
https://console.aws.amazon.com/billing/home#/account

AWS tRFEE BEES

® Note
MREREEIREZEE , MREARUABIRFNBEAERNES LARREFATNAR
- DN

4. SEEATHBNMPHE.

/A Important

HREE AWS IRF | REBBRWALAEFRBNE FEFibu , MARBRAEA
VERRR RN E T B ut,

5. TRAIAEEER  FHEEEH,

AWS CLI & SDKs

BRI LAEA T3 AWS CLI s B E AWS SDK B FRERFER, EHRMBRBRBHEER

» GetAlternateContact

» PutAlternateContact

» DeleteAlternateContact

© fist
. BT RBESAEERESREBTNENE RIS HTELRE | EAARAIES
RENSEAER.
© BEHT

HREEIRE , BULAREMRE EZIRMENEFT
+ GetAlternateContact ( EESHNRBIEFHMET )

« PutAlternateContact ( REREHFERBIEA )
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https://docs.aws.amazon.com/accounts/latest/reference/API_GetAlternateContact.html
https://docs.aws.amazon.com/accounts/latest/reference/API_PutAlternateContact.html
https://docs.aws.amazon.com/accounts/latest/reference/API_GetAlternateContact.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account

AWS IRF B E

BEES

« DeleteAlternateContact ( MIEREFRBIEA )

MRIEERELREBIFTH , BAURTFREECAEERNBIEEANRED , YR TFHMBAR

A B ARBED

Example

T oI HI S HEEEE ARSH B sIiREZABHEA.

$ aws account get-alternate-contact \
--alternate-contact-type=BILLING

{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
}
}
Example

THIEHI SR E B ARS WHTIRESRBIIEA

$ aws account put-alternate-contact \
--alternate-contact-type=0PERATIONS \
--email-address=mateo_jackson@eamazon.com \
--name="Mateo Jackson" \
--phone-number="+1(206)555-1234" \
--title="Operations Manager"

Lo THMRR IR EEES T,

BB ERBIEA AWS 1RF
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AWS tRFEE BEES

Example

® Note

MR EEHERE AWS IRFE FMMERENBSERSITZEPutAlternateContacti®E , RIS
— & SFIEFNBERG , MAAEEENEER W AWS tRFE B EERBSERR
BHEBE R,

Example

THEHSMERBRARENEZSERBEA

$ aws account delete-alternate-contact \
--alternate-contact-type=SECURITY

Lo THMREIRFEELEA L.

(@ Note

MREESRZAMERBRNEBEA , F—EABSASUERRNASRXNE. FIERENER
#EEEResourceNot Found Bl AR o

ERT AWS 1RF BB EM B BB A
EEHUREE AWS IRF AR WERBHEHAET BRI THIRFNSHR,
=R

EEMMA AWS Organizations TIEAEHERBEA , ERERIT LD RE :

- BRBEBLARAFENE , TREEREIRS LWRE. EVREEERFKEIRSF. E8EKE
VEBRTERS . MRENEBRERESHIRE  BERERAMAYR  FSREA BB
EIjJﬁbo

- BEERAAWS IRFEERBRAZEEFRN. EERTEMER , F28 2 AWS IRFEERAZE
EFE.
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html

AWS tRFEE BEES

® Note

AWS Organizations ¥ & B AWSOrganizationsReadOnlyAccesss}
AwSOrganizationsFullAccessE2F# , MURMHEFE AWS tRFEE APIsFFA , BAE
B At EEAFEIRFER AWS Organizations . ZEMREFHN SEEK |, F2HE
Organizations AWS ZEBENEH.

AWS Management Console
B SmE AWS IRF B8P A NERBHEA

1. FRABNEEIREZEAEREA AWS Organizations £ &,
2. RRAWS IRFHIEIEBEEHHNIRSE,

3. EEBEEN  AREBRABBAT , RIBBARE  REBIEA, REBHSAE BRI
Ao

4. HEMEBHEA , FRIGHTE  BIEREAEFREBEBBA.
5. LF (IR AMMPNE,

/A Important
HREEAWS IRF , REERRBALAEFERBENE F B , MARBEREA

VERETR RN E T B ut,
6. TRAIBEEER 6 FHEEFEH,

AWS CLI & SDKs

R BAERA T 5 AWS CLI e TS E AWS SDK 8 /ERMEEL, EHAMBREABHEER !

» GetAlternateContact

» PutAlternateContact

» DeleteAlternateContact
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_available-policies.html#ref-iam-managed-policies-updates.html
https://console.aws.amazon.com/organizations/v2
https://docs.aws.amazon.com/accounts/latest/reference/API_GetAlternateContact.html
https://docs.aws.amazon.com/accounts/latest/reference/API_PutAlternateContact.html
https://docs.aws.amazon.com/accounts/latest/reference/API_GetAlternateContact.html

AWS tRFEE BEES

® fm&t

- BEHHHEIRFREZERFIEBTIFNEREZSIRFAITELRF , BLARAIRE
AR #E B9 (SR

« BESEFHERERA R REN TRBBPIIRS,

® =IEFFT
HREEERE  CLERERSE EZIRFENFTT -

« GetAlternateContact ( EEENRBHEFEMER )

« PutAlternateContact ( REREFERBIEA )

« DeleteAlternateContact ( MIBRERBIIZEA )

MREFEREL@RIFFA , BAURTFRELERAEZEFNBMBEANED , URTFHMUAR
Tnﬁﬂﬂﬂ]ﬁlﬁ’]ﬁ& o

Example

T oIS H S FEEEMS T BEARS N EREZBABIEA. CANBABNLAREABNEERK
F, ARBERFEENZRERSRS,

$ aws account get-alternate-contact \
--alternate-contact-type=BILLING \
--account-id 123456789012

{
"AlternateContact": {
"AlternateContactType": "BILLING",
"EmailAddress": "saanvi.sarkar@amazon.com",
"Name": "Saanvi Sarkar",
"PhoneNumber": "+1(206)555-0123",
"Title": "CFO"
}
}
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https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account

AWS tRFEE BEES

Example

THEflERARPEENKERFRERFEABIEA. EANEABNLARBEBNEERR
F, ARBRFEENEZRERSRS,

$ aws account put-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=0PERATIONS \
--email-address=mateo_jackson@amazon.com \
--name="Mateo Jackson" \
--phone-number="+1(206)555-1234" \
--title="Operations Manager"

Lo THMRR IR EEES T,

® Note

MREEERE AWS 1RF FMEEMNEBEERHTZEPutAlternateContacti®fE |, BIZE
—{E SFIBFNBERG , MAFEEENEHER W AWS tRF MBI ERBSERR
BRI BHERA,

Example

TrEHEMBREBTEELBIRFNRZEERBIEA, ERANEAERMLARBBBNEER
F, IREIRFEENEREZSIRS,

$ aws account delete-alternate-contact \
--account-id 123456789012 \
--alternate-contact-type=SECURITY

B THMRE IR EEES T,

Example

(® Note

MRBEFRZIRMERBRNIEEA , F—EABRIASUERRNAERKN. FIEBRHNERA
EE 4 ResourceNotFoundfl iR,
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AWS tRFEE BEES

account : AlternateContactTypes AB R 5| &

WA LAE AR ARS|#account:AlternateContactTypesRIEE IAM BUR A FF (RIEE ) =8
WREFRPWH—E, B0, THEH IAMFIBEREA GGG S8 , AFEENZTEAER , EF
SR UWEBTHERFHBILLINGE REHE A

/M account:AlternateContactTypes RZEFHER LM AFH
ForAnyValuesiForAllValuesZ{EFRBEE T,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": "account:GetAlternateContact",
"Resource": [
"arn:aws:account::123456789012:account/0o-aalllbb222/111111111111"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"account:AlternateContactTypes": [
"BILLING"

]

B B EEBHSA AWS 1RF

R LIENE IRFMEEBN ERBIRET S EBBANESR, 2XFRE, BFwut, EFERENE
kit 31k

BIFRFREABIUIRFHEBN —H 0 , EUUTRESAREZERFBIEA

« B AWS 1RF - $R AWS 1RF KREAEZE TR | SaLMER AWS BB TR A &R CLI
1 SDKs AWS BB CHNEFERFEIEA. BETHNMBMITHHIZE K BFSREFRE L AWS IR
F EEBIE A,

account : AlternateContactTypes AA R 5| 8 46


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_multi-value-conditions.html#reference_policies_multi-key-or-value-conditions

AWS tRFEE BEES

- EAWS IRF AR - BHREBR AWS EBHREIRS , EBEIRFHIEREEERFPHEAETNU
£ AWS Organizations A EREMEBPHEAKLERS , FiFEB CLI A1 SDKs AWS BLER
FETARXEREAREIIRFE, BEET7RIMASTIRE  F2RENER T AWS IRF B EEBI
AO

ES]

- BREBHBMEFBHFUFER

- EFBMAEEBRIEA AWS IRF

« EHT AWS tRF BB B EZBEA

EFRR IS E F Btk FR

EEBEENREFNIEBSEA A RS ERAESEEBNEF B4t RARE TIE

- ERRBERGSEE,

- BFERBLAN +NEIR/MEAREHE , BEEEA/ERBRAASETMNESHHMZER, Fi
wm, +1 (XB/MEK) H +44 (ERE ),

- ERREBTEEEREE. XBEBNAMG EESEFRIT . Blgn | +12025550179,

- HRL4EZB  ERERBL AR BIWEA AWS, TEIRNABEFERE K RAKXSHIXEMS
o

- HRL¥E AWSIRFE , REBEBRERALTEFERBNE FEA4ibit  MAEBABEANEFERIEHN

ETEM4U. ERABANEFBA LU NEFERBRERFREAE , TRSRENIRFBIE
B, RZEARRLE

BB EEBIZA AWS 1RF

EERBERY WEEBBAFHENR AWSIRF , FHT TIBFNTER. LT AWS Management
Console BF—#EEHARBIAR. ELFERH AWS Management Console JRFEUZ E & F & AR
e BIEZIRE N EERBIBER.

EFERBNEF BB ER 47



AWS tRFEE BEES

AWS Management Console

RIEE L WEEBIEA AWS IRF

® =IEFFA
BEHT ISR, EEDOLAREETH IAM FFA

+ account:GetContactInformation ( EEXEBIEAFMEN )

« account:PutContactInformation ( EHEEBI&AFEMENR )

LEEREHFTH IAM FHERAERAWS Management Console 5 & A o
BEERELALANKRFERE , RARBEEIRF,

O TEBEBREARR , AREHZEEERE.
SEE AT AMCPIE.

THFTEEER , FEEEN.

o kw0 Dd =

AWS CLI & SDKs

BRI AR T3 AWS CLI s T E AWS SDK B FIRERFER, EHRMBREEBHEENR

» GetContactinformation

» PutContactinformation

@ f
- EEHHREESREEESARTH S REESIESHTELRE | BAERBIES
BRI S AL
© BEHT

HRBERE , L ERERE EZIREAFTA

e account:GetContactInformation
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/accounts/latest/reference/API_GetContactInformation.html
https://docs.aws.amazon.com/accounts/latest/reference/API_PutContactInformation.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account

AWS IRF &=

BEES

 account:PutContactInformation

MRIEERELREBIFTH , BAURTFREECAEERNBIEEANRED , YR TFHMBAR

A B ARBED

Example

THEH SR ARSN B EEBEER,

$ aws account get-contact-information
{
"ContactInformation": {

"AddressLinel": "123 Any Street",
"City": "Seattle",
"CompanyName": "Example Corp, Inc.",
"CountryCode": "US",
"DistrictOrCounty": "King",
"FullName": "Saanvi Sarkar",
"PhoneNumber": "+15555550100",
"PostalCode": "98101",
"StateOrRegion": "WA",
"WebsiteUrl": "https://www.examplecorp.com

Example

THEHSREREARS NV EEBIEEN.

$ aws account put-contact-information --contact-information \

'{"AddressLinel": "123 Any Street", "City": "Seattle", "CompanyName": "Example Corp,

Inc.", "CountryCode": "US", "DistrictOrCounty": "King",

"FullName": "Saanvi Sarkar", "PhoneNumbexr": "+15555550100", "PostalCode'": "98101",

"StateOrRegion": "WA", "WebsiteUxrl": "https://www.examplecorp.com"}'

Lo TUREIRFEELBA L,

BB ERBEA AWS RS
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AWS tRFEE BEEE
SR AWS RS BB E B EZBREA
EERBABTEN AWS IRF FHEIEBEARMETR | BRATTIRFNSR,

EE# A AWS Organizations TR EHMEEBMEA , BEEHT LI RE .

- BREBLARBAFENE , TREERBIRFNRE. EUREEERFREIRS. E8ELEN
BERERA . MRENEBREAESHIRE  BELERAMENE , F2HREAEBNE
IjJﬁbo

- BEEAAWS IRFEERBRAZEEFN. ®EREMER , F28 2 AWS IRFEERAZE
EEFH.

AWS Management Console
REEE M N EEBHEA AWS 1RF

FRABHNEEIREZAEREAAWS Organizations £2 A&
& PAWS IRF | EENEEHWIRS.

BEBERER  RRSKRTEBRBA

I Edit ({R8).

SR ATRAMCPHE,

TERFTEEER , HEEEN.

o a0~ w DD~

AWS CLI & SDKs

ZAILAEA T3 AWS CLI s S E AWS SDK B F R /EREE. EH MR EEBHEER

» GetContactinformation

» PutContactinformation

© f&&

- BERHERBIRFRESERFIEBTINEREEZSIRFUTELRE  BLERAKRSE
AR H ZEEFEL.

B AWS 1R F (B REA BN EEBHEA 50


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://console.aws.amazon.com/organizations/v2
https://docs.aws.amazon.com/accounts/latest/reference/API_GetContactInformation.html
https://docs.aws.amazon.com/accounts/latest/reference/API_PutContactInformation.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-account.html#integrate-enable-ta-account

AWS tRFEE BEES

o« BESEFHERERRF U REN TRBBPIIRS,

© BEHT
HRSERSE , CARRHREEZRIMHT |

 account:GetContactInformation

 account:PutContactInformation

MRIEERELREBIFTH , BAURTFREECAEERNBIEEANRED , YR TFHMBAR
R B ARBED

Example

THEFEREERS T EEXESIRFNE N EEBIRER . EANEABNLARBEBNEERR
F, ARBERFEENZREERSRS,

$ aws account get-contact-information --account-id 123456789012
{
"ContactInformation": {

"AddressLinel": "123 Any Street",

"City": "Seattle",

"CompanyName": "Example Corp, Inc.",

"CountryCode": "US",

"DistrictOrCounty": "King",

"FullName": "Saanvi Sarkar",

"PhoneNumber": "+15555550100",

"PostalCode": "98101",

"StateOrRegion": "WA",

"WebsiteUrl": "https://www.examplecorp.com"

Example

TrEpgREABTIEEXSRFNEEBREEN. FANZEAERLARBBBNERRS
RRERFEENEREESIKRF,
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AWS tRFEE BEES

$ aws account put-contact-information --account-id 123456789012 \
--contact-information '{"AddressLinel": "123 Any Street", "City": "Seattle",
"CompanyName": "Example Corp, Inc.", "CountryCode": "US", "DistrictOrCounty":
"King",

"FullName": "Saanvi Sarkar", "PhoneNumber": "+15555550100", "PostalCode": "98101",
"StateOxrRegion": "WA", "WebsiteUxl": "https://www.examplecorp.com"}'

Lo THMRE IR EEER T,

AR AWS IRF 58 Bl

AWS & 538 Ik T 5IHE— BB R AWS IRF :
AWS RF ID

ATME—FR B B 12 L ERES |, Bl 012345678901 AWS tRFE ., 7% AWS EIREH Amazon
Resource Name (ARNs) FE@&1RFE ID, 1RF ID o2 —EIRFHMNERES —BIRFHHNE
REDFAR, tRER AWS Identity and Access Management (IAM) fEf & | BT LAERH AWS
Management Console tkF ID StRFRIBEA . #R IR IDs EBEAHBIEA— & , HEKEE
FERAMELA  BEFEHAANE. BRIBEEN.

IEXfEAE ID

HKEFTHEBIE , filLn
79a59df900b949e55d96ale698Fbacedfd6e09d98eacf8f8d5218e7cd47ef2be , RIBEH
N AWS IRF ID. AT LAERLL ID 2K B AWS 8RFE |, 8 Amazon Simple Storage Service
(Amazon S3) B FREFEBNYHNEBIRFFEE, S0 EXFERAE ID B AWS 1kRF A1R
FAER IAM FEHE,

BHAER EITEDRE AWS | T ERIRE LRI,

/A Warning
W ODREN AWS EAER (BREBNEFIER ) REGEE AWS 1RF FBIRfFFaeRft
M AWS BEIRNE =77, ERMERMMIFEESHER AWS IRF /9 .

BRI IR S BB 52


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS tRFEE BEES

SHIER AWS 1RF 1D

&R AR AWS Management Console 3 AWS Command Line Interface () 3% AWS tRF ID AWS
CLl, £ A% , 1RF ID WUBEBURREZRUREAEER IAMERES DB A, BREZURE
RAES IAMERESEDZEA , IRF ID #MEE,

SHRENIRF ID HARERE

AWS Management Console

LRERE S D EARSREN AWS 1RF ID
® =IEFFT
BEHT ISR, EEDLLAREETH IAM FFA

- BERURBRERAEFSEAR , EFFEEM IAM 55,

1. EELANEESG  ZEEMRFEBIRG K ARRELZLEAER.

® Tip
MRBREFINLZEEAERRE | Bl IAM BENBS 2 ERES D E
A, MARUIAMERAEEDEA, BEHERT , BSKREBREFRESENIRE ID
S,

2. HEIRFHMEAERT , IRFRIFESHERE AWS IRF ID 3,

AWS CLI & SDKs

A E2REMN AWS IEF ID AWS CLI

® =IEFFA
BEHT ISR, EEDLEREETH IAM FFA

- ERURERES DT TR, EFFTEEM IAM FF A,

S2REM AWS IRF ID 53



AWS tRFEE BEES

£ F get-caller-identity &85 , 21T Ro

$ aws sts get-caller-identity \
--quexy Account \
--output text

123456789012

SREMES ID A IAM ERE
AWS Management Console

LUIAM & B9 ZEABSHREN AWS tRFE ID

® =IEFFA
BEHTTHIR , BEDLEHEETH IAM 357

')

e account:GetAccountInformation

1. EELANESEIG  BEENEREER K ARAREEREBAER.

® Tip
MREBREEINREEAEREE | B2l IAM BENBS 2 ERAEE D E
A, MTARUIAM ERAEEDEA, BEBERT , FSREEIIKRFREZZMWIRE ID
RS,

2. HEEHERRNIRFFMEEAT , IRFRBSERE AWS 1RF ID 3.

AWS CLI & SDKs

A 2KEN AWS 1EFE ID AWS CLI

® =IEFFA
BEHT TSR, BEDLEHEETH IAM FF 7

')

- BEEUIAM ERERACE ST kK, BLEER

EREN AWS IRE ID 54


https://docs.aws.amazon.com/cli/latest/reference/sts/get-caller-identity.html

AWS tRFEE BEES

* sts:GetCallerIdentity

£ get-caller-identity &85 , TR

$ aws sts get-caller-identity \
--quexy Account \
--output text

123456789012

SHE WEXNEME ID AWS IRF

& LAMER AWS RS AWS Management Console = # %) BWERX A% ID AWS CLI, WEXRFERE
ID AWS 1RF EBRZIRE . B4 EXEAE ID #IAWS IRF ABRERE. BEESERE
= 1AM fERAE,

SKREN ID HARERAER IAM ERE

AWS Management Console

URERES IAMERESSBEATEER , SRERFNEXEAE ID

® =IEFFA
BEATTHIR , BEDLEHEETH IAM FF 1
ERURERES DT Tl , EBFRFEEMA IAM FFH,
- BERUIAM ERESSEAR , BL4EER

 account:GetAccountInformation

1. BIMBEAER IAM FHE AWS Management Console &3 & A o
2. EELANEET  BEENIEFEBIRE , ARBELXLTIAER,

SHREWEXERE IDAWS 1RF 55


https://docs.aws.amazon.com/cli/latest/reference/sts/get-caller-identity.html

AWS tRFEE BEES

® Tip
MREBREEFEINREEANEREE | BTl IAM SNBSS EAEE D E
A, MARUIAM EFREEDEA, EHERT , FSREEZENEEREMIKRS ID
i

3. HERFHMEAEERT , EXFEAE D EHREEREAE IDSZ, B EREREAE ID
REZE Amazon S3 fFEUEHIEE ACLs).
AWS CLI & SDKs
A SKIEXFEHE ID AWS CLI
HHEH AWS CLI #1 APl &5 SE AR AWS IREREAE. IAMERES IAM &€,

M list-buckets @5 , WT AT

$ aws s3api list-buckets \

--max-items 10 \

--page-size 10 \

--query Ownexr.ID \

--output text
249fa2f1dc32c330EXAMPLE91b2778fcc65f98019172f9ch9a5f50ccbEXAMPLE

SKRERX ID BAEE IAM BENEES I ERE
AWS Management Console

UER IAM BENBESsERESIEATERAR , SHRERFHWER D
® =IEFFA

- BXABFHHMBER Amazon S3 FEFET BT,

1. BLIAM Aeiia 529 # A% AWS Management Console &9 & A o
2. 1 Amazon S3 EZAEF | EEREFITRBREBURARFIENFHEER.

SHREWEXERE IDAWS 1RF 56


https://docs.aws.amazon.com/cli/latest/reference/s3api/list-buckets.html

AWS tRFEE BEES

3. BREFIURIIEBRER.
4. HEFHZHEEERNFREITEHESET , AWSIRF SR E MWERX ID,

AWS CLI & SDKs
EH SHRIEXNEME ID AWS CLI
MR/ AWS CLI f1 APl s FEAR AWS IRFRERE. IAM E£AED 1AM A€,

f#F list-buckets 8% , TR

$ aws s3api list-buckets \

--max-items 10 \

--page-size 10 \

--quexry Owner.ID \

--output text
249fa2f1dc32c330EXAMPLE91b2778fcc65f98019172f9ch9a5f50ccbEXAMPLE

SHREWEXERE IDAWS 1RF 57


https://docs.aws.amazon.com/cli/latest/reference/s3api/list-buckets.html

AWS tRFEE BEES

AWS IRFEBFHNZEM

HERZLH AVS RRSBLIER. 55 AWS B | SANEERHONBKERS 95 | Z20H
SHERERZLHBERNER,

ZEMR AWS Ml cBWHEERE. AESEEERHEERAERNLZEMNERPHNLEM

- BiRNR 2N - AWS EEREJHE FHIT AWS BRBHERFTE AWS Elf, AWS LBERHAR
ERANERE. E=ZAERASSEMAZNRERMZENERML , MBAWS SRFTEN
T. BETHERAMEFEENSRE  F2HAWS R SRFTEEER,

Eize - LUECIRREERM AWS KK, CoAEHEEREESE  SEERNMEE. &
AT ERAEA RS

AXHAGEIE T BIAESER AWS IRFEBEREAARMNETER, HPRAMMERE Account
Management ARFSENEZE£NERE R, BhHE T HNMERN M AWS BRF R B GBI MR EIR
FEBER.

*iE

« AWS Account Management 1 #J & £l {R &

« AWS PrivateLink lBAMR AWS IRF B

- AWS IREE R Identity and Access Management
« AWSAWS Account Management §J Z&HBE

- AWS IRF EEN S RERE

- AWS IRF EE P RysEMY

- PERBBREM AWS IRFEE

AWS Account Management F#) & £HRE

AWS HESEFEERAN AWS IRFEEFNERMRE. WIERR , AWS BEREZEHITAE B
LI ERERE AWS Eif, FEAEHETHERRE L RERATNEGE, fE0RKBEEFER AWS
R ML ERNEREE. IFERRBRAENFRET A F2RERBLEERBEE. UFEEE
BN ERMREBNEEBER , F2H AWS T2 MEEKR LM AWS HEHN SEEE A GDPR FP5EH X
=,

ERRE 58


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
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"Version": "2012-10-17",
"Statement": [

{
"Action": [
"account:GetAlternateContact",
"account:PutAlternateContact"
1,
"Resource": "arn:aws::iam:*:account,
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws::iam:123456789012:user/Alice"
}
},
{
"Action": "account:DeleteAlternateContact",
"Resource": "*",
"Effect": "Deny",
"Principal": "arn:aws::iam:*:root"
}
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JSON BURRE Action TEHERETURARAFRIEBBRFFRNEFE. BRBEEE EFEMEH
Bt AWS API REMREN B, B LSRR , FIaUL BART APHRENERFTEEFE, L&
EEFZBRTNZEEBE. ELBMANBEBAMKEIE,

HREEABERR THTHBBBENETA,

EREERFEERDFNEE , F2H (RBRESE) FHAWS IRFEEERNE1F.

Account Management RV LR BMEEBIEZ BIEA L T FE,

account

NMEEE-RAXPEESEEE ,

T
H
i
=
S
&

"Action": [
"account:actionl",
"account:action2"

]

U UERERZT () REESEEE. Sl , EEEEEA AWS IRFERBIEANIEEE
AOE T 5B,

"Action": "account:*AlternateContact"

EEREIRFERES D HBERNES , 5528 AWS Account Management B & 4 B Bk &34

Account Management B BUR & IR
XEBRER : =

EEEWLER AWS JSON BERRIEEH AT AFHAR, tWH2R , BMEEBE M BRA T o H 4
EEREIT LB F,

Resource JSON BHERTEZTEEEEABHENYH. MR X4 EEE Resource 5 NotResource
tE, BEEKERFEMAE Amazon Resource Name (ARN) RIEEER, Bt H T EREERER
HEME (BAERBRFT ) REEM.

HRAIXEERERFFAINEE (PS5 HRE) , FEABRAFER () RRTEEXERARAEER.
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"Resource": "*"

Account Management R & IAM B ResourcesTEFW T B EERER |, UGBS EHEBER
I B IELEE AWSIRF !

* account

tresource @8R {E ¥ IEHR AWS Organizations BRIEEE 2 BT R ERFHIIEIL AWS IR .

 accountinOrganization

Mtresource BRERFSRBAAEEMAB S AWS IRF KBRS AWS Organizations

EREERFEREREENRHE ARNSHVEE |, F2H (RERESE) FHAWS IRFEBEERNE
Fo BETHRETUERBLEFEEESEERN ARN , F2HAWS IRFEEEHRMEE.

EERBRIRFEEG D BBERWES| , 2B AWS Account Management B9 & 75 B BUER €645
Account Management B BUR 4R 5|8
SEBRBEERRREESR . =2

EESWLER AWS JSON BURRIEEH T AFHAR, twpER , MEEREERS T oA
EERAITHLEBIF,

Condition Jt# (5 Condition E#) AJREIEEFRAR X LMK, Condition TERERIER
B, BUUENFERAKRGEE THREEER BINERS/DR) , REBEBERHOEGMNERPHE,

HRERBXPIEESZME Condition stk , HREE — Condition TEFIEESERSIR , AWS
SEAELE AND BRAEFTE M. WREAE—RUERSIREESEE , SEMEEBORRE AWS FHE
Rt DAFEMBHKRGL , T ERERRANFT,

B U EREEGREREARENEEE., fl , ZFUUREFAEERE IAM FREEBERR ,
HENERNFFARTXIAM ERE, NEEZEF , F2H IAM £AEERETHN AM BEERTE : &
BHER.

AWS X E2EFRGSRABBBENRG SR, BEEEE AWS 2ERGRSIR |, F26H (AM
EREERE) PHAWS 2ERERERSIE,

Account Management fRIE X E T 74 RS , BUUFERAELRS|IBAEN IAM BERIREEHE
=
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« account : TargetRegion

EEREN

1
me
[l

tFRAZEI@BERABRAWS EEABEEMAMNGIR. CRUREHERR , AXEER
ELBIE,

» account : AlternateContactTypes

A R RS B R B BRI EE -
. e

. B

« SECURITY

£ SR T REHREH HIEEBABBEENBDFENFR.

» account : AccountResourceOrgPaths

LR REI8RA 5|8, HP a2 RERREIRERBEN OV) NREEE., ©UREHRERK
R, REYEMEF OU HH BEZIRF,

0-aalllbb222/r-alb2/ou-alb2-f6g7h11l/*

« account : AccountResourceOrgTags

IR REIBRABERRSIBNEBTEEAXNSIB. CUREHERR , ARENLBRNEEXES
W EAFE E R B R 5| R MERCHIRS.

EREERFEERRMHRCIBNEE , F2H (REEHESE) FHAWS IRFEENRERSIE, &
ETHRETVLERFMHRSIBHBENER , F2HEAWS IRFEEESRNEF,

EERRIRFEREG 2 BBERWEH , 5528 AWS Account Management B B 5 B BUER &4,

Account Management FEY ZEUR HI7E E
XEACL: &

FEUEFIEE (ACL) ATEFIMLEERE (RFKE, FRAENAG) BEFIEERRNFAT. ACL EER
EREBR , BEMAER JSON BERIXAFEN,

Account Management 9 /8 14 2 17 B3 4l

%8 ABAC ( HEHWER ) : &
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AWS tRFEE BEES

BRFEUES] (ABAC) B —EREXRE , RIREMRERF A, £ F AWS , ELBHBARRE.
LU ERERD IAM BR (£RAEFAE ) MFE AWS EF, AEBRNERMN LFERE ABAC
ME—F, BEBERET ABAC BX , A EIBNEREHERFINERERMEFRRAE,

ABAC ERRMRENFZPHEREE , WRERREELEEERERBG,

HN AWS IREEE |, #3%8 account:AccountResourceOrgTags/key-namelf &8 X EER
BFEES, IREMEZEPH APIs T EZE%aws :ResourceTag/key-namef® &8,

£ A WAV R SR AV 8] JSON B3R

THIEFIRER AR FE, URBEBPRIC ARSI "CostCenter" B{EA "12345" T "67890" Z Ik~
Ry BB & Ao

"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"account:GetContactInformation",
"account:GetAlternateContact"

1,

"Resource":"*",

"Condition":{
"ForAnyValue:StringEquals": {

"account:AccountResourceOrgTags/CostCenter": [
"12345",
"67890"

W% ABAC WFHMER , 52E (AM EAEER) PHNEEES ABAC RENBIEEZFTAIM IAM
HERE  BEERERFH AWS ERIETA,

B Account Management i i g B & A & %

XERERE : &
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AWS tRFEE BEES

ELEARREAEBNEAR , 5L AWS R BREE. NIRFHEEF , WL AWS R £H
I EAER , F2H (AWS RB#% IAM EAERERE) PRER IAM B .

MR IE AWS Management Console fEFEA & BBHMEBUANEMEEZEA |, ISERATRHEA
B, flm, B8 AWS FRATINE—&A (SSO) EEFN & , ZFEFSEBEIRFEAEHR,
ERUERESSBATERA  REVRACK DR YBRER. WEVRACHEMREN ,
w20 (AM EREER) PHREAZERE AM B8 (FEE).

&I LAERA AWS CLI 2 AWS APl FEIZY IR EAE R, AR, SAUEAELHEREAENRE
HAWS, AWS EZEBEELRKEAER K MARCEARBENZR. NFFRER  F2H
IAM RV E LS BE.

Account Management 955 iR 7% = B8 AI
FESSHFRIARE (FAS) : 2

EEEA IAM ERERARE PHTBHER AWS , BEHBRAETA. EARLRKE , BUEE
BITEERE , EMEFRRBEPRE S —EEE. FAS ERAMW WEFTAFFT AWS R , &F&
AWS BR#% ERME TERBREFER. IRERBRIFERE M AWS RH = BREB S RETHHY
RE , TERE FASBXR. BRIBERAT , BLEERUITEMERENFTT. MFRE FAS FXRE
HBCRFAER | F2EEREMTFEEE,

Account Management B RE & &

XERBAE . &

REAGRREETN AM 56  ATREMTEE, IAM EEE LKL IAM RET, 15K F M BRIRKE
Af, MEFHMEENR , BF20 (AM FAEEE) RPWETIAGLERTIESR AWS Ri%,

Account Management ¥ RIS EE B E

XERBERAE B

BHEFACREGE N —ERBAE AWS . BB TUREARENTHENAR. REERS
AEghREEN F AWSIRF |, YHEBHEES. IAM EEE TR  EFRRERBERSEHN
AT A,

NMFERVREERBEFEACHFMER , FSETEL IAMEFENAWS B, EREPSHERH
HPa2RBEEFAGMTHN Yes, BERER , LR BB RBEZRABXHT,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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AWS tRFEE BEES

AWS Account Management B & % U B 3k &3 4

BRI  FAENACKREELSIBARFERERNFT, MmMAEEEER AWS Management
Console, AWS Command Line Interface (AWS CLI) 2 AWS API R#1TEH. EERTFHERAEHEHE
FIEERATEENGT , IAM BESWELEL IAM BUER, A%, EEETLE IAM BERFEEA
&, FREERRTELAE,

WET MR A IE Ll JSSON BURX M2 IAM S5 RBR |, F2H (AM EAEERE) PHE
M IAM BUER (E2B).

NZE Account Management EEMNEMENMERERNFMEN K SHEEEEFRERN ARNs B, 5
28 (RIEBESZE) K AWS Account Management BB, ERFEHRS|E,

&

- BREEER

- £ PHIRSE EE AWS Management Console

o R iR F B A HEBEFIE AWS Management Console
- M hikFEENZEFIE AWS Management Console

HERREEK

BoRABREHEERFPINEBASRETUERY, FRHMBKIRFEEER, ELBETRESRSL
B AWS tRFEAEM. EERVSRES 7 EBURE , FEE T EIRERER

- FRER AWS ZERR L BOREERTT - EERRET IR TENFERENIEAR , FEA
BEFARTFHSEREARMN AWS SEHXR, EMAUELEN FFEH AWS IREF, BRfIRBEER
BEREARG AWS WEFSEHR , WE—SRIHFT, WEEZSEN , BF2HE IAMFERERE
B AWS SEBRRSRTHEBEENAWS ZEBUR.

- ERREERETA - 5BE IAM BERWFTAR , BERTHTEEMENTT. ABRLAN , &7
DERERERG T IUESEERENNEE , SHBAREERTY. WEEA IAM EAFH
WEZHBEER , F2HE IAM EREERTH IAM FHBEMETT,

« A IAM BER PR E4GE— S REFEE - SO LUSHREFIEEBER |, UREIESEMERNEE.
Bl | BAILARBEBERRG , EEXEMEMA SSL BEFERR, MREBRE SHERARKEE
AWS RFS |, &t o] LAGE B R4 3R 1% F E 12 EU AWS CloudFormation, INEFFMHER , 5526 1AM
FAEEETH IAM JSON BETE : Fé.

M IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE EE&4E — IAM Access Analyzer B
BHBERMBBEBEE , BERELBERER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
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Analyzer {2t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
#A , B2E (AM EAEER) FHFEA IAM Access Analyzer B 78 BUE

- EEZEETRRE (MFA) - IRENRFIFE IAM FRHES PWRFERE AWS IRF |, FEBRK
MFA URESR£%, MFEEMNW AP RERKFER MFA | 51§ MFA (REFEZENBER, W
EFHMEN , B2 (AM EAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntml|# §V3EiB MFA B9 &£ API 7FEL

mE IAM A REEXNVEBRER , 528 AM EAEERTPH IAM Z25EEK,
/A P HR S EE AWS Management Console

EEFH FHRF BE AWS Management Console |, B4 EHE —HAREHFT, BELFTLARFR
FIHE MR NEEAERA AWS IRF, RSBV REAVEFTEBRENE2EEBR L IEHRESR
ZBRNER (IAM ERERAR)ME , TRAMREEZNTERERE,

RTBREREAENARALUERARFEEEES , BWLURER
AWSAccountManagementReadOnlyAccessz AWSAccountManagementFullAccess AWS £ &
BEREETIER, WEFHMER , F20 (AM £REFER) PHFTEFTREAE.

HAERN CLI 2 AWS APIAWS WEAE | BAZEEAFREEEAHT, k2, BFZERT ,
B LURIZE AT FIESER BT 2 AP BIEMRTHEIE,

Rt Pk F EEAEEFTEHE AWS Management Console

ETHEHF , BERERT P AWS IRS IAM &Y FikS BRI KEFZIE AWS
Management Console., Fff itk BUREY 5 F & L ETEMEE,

account:GetAccountInformation BMERFRFIRFEA LA RENEIE, T8 6 BER
RETBA AWS WESE , BEMXESITE account:ListRegionsEfE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "GrantReadOnlyAccessToAccountSettings",
"Effect": "Allow",
"Action": [
"account:GetAccountInformation",
"account:ListRegions"

1,

"Resource": "*"
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}

}

Rt PiRFEENTEEZEHE AWS Management Console

ETHEHF P , FRERT IAM FEHEZTE AWS IRF ZE FHRF EHE AWS Management
Console, E#E I BRMNERETUBEIRFWRE.

I EHIBR I LR EHIBERAER , SESEATANBE AT (CloseAccount BRAL ) |, RFFERAEE
FIREFM KIS ERE , 818 account:EnableRegion# account:DisableRegion&F ™,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "GrantFullAccessToAccountSettings",

"Effect": "Allow",

"Action": [
"account:GetAccountInformation",
"account:ListRegions",
"account:PutContactInformation",
"account:PutChallengeQuestions",
"account:PutAlternateContact",
"account:DeleteAlternateContact",
"account:EnableRegion",
"account:DisableRegion"

1,

"Resource'": "*"

}

S AWS IRFEEFERAS 7 HBE (IAM BUX )

ME AWS 1EF A IAM EAENTENSH , BSH (AM EAEEE) ROHEE IAM?,
MEMAEFEFSERENRY , LMW (AM EAEER) POBE IAM B,
AWS R F ERBFEBUIR

HRFEERARTERFEZEFIENGTT. NECAELFTNBERES]
Management B9 & 5 B Bt SR €345

nl‘ﬂ

2R8 AWS Account
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AWS tRFEE

BEES

® Note

HERT IAM EAEY kRFEEPHREIRFRENE AFEHE AWS Management Console ,

BR T E A RIS HZERE
LI
SCIE=E

account:ListRegions

account:GetAccount
Information

account:GetAlterna
teContact

account:GetContact
Information

account:GetPrimary
Email

account:GetRegionO
ptStatus

account:AcceptPrim
aryEmailUpdate

account:CloseAccount

==

kN

A

il
=)

By

BA

BA

BIEFR] ( REFH ) 2ok, BWENXEAFF GetAccountInformationsF

DU
HEFFHIH T AR ESE.
HERTHIEN tRFRIRF &R,

HERTHEEIR B9 B ACBEA

HEFFRENR S Y E EBIHEE
Eﬂo

EFFHEERFNEEE T B4+
th 3t

ERTEUS B R IZEFE AR

&

HERTEER AWS B X Bk
FREEE FEMFHu FH,

HERTERARE .

(® Note
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AP f7EUE,
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HFuERE FEUEHR iR
account:DeleteAlte BA AERF M BR R P B BB AR Ao
rnateContact

account:DisableReg BEA EFFEARE,

ion

account:EnableRegion BEA EFTERESE,

account : PutAccount BA HEEFIRFN AR,

Name

account:PutAlterna BA A ISR PV B R B A
teContact

account:PutContact BA HEEFIRFNEERIKE
Information o
account:StartPrima BA AEEFRNE) AWS 448 B B bR
ryEmailUpdate FHEEE FEHH b FH,

HIERE AWS 1RF EE & 5 MEFHE
R T EFA G B 25 BT RS [ RIRS E2A 1AM BT s58 50 R,

&

- REEGERFEEYHITERNE

- RAREEHIT iam:PassRole IR

- RBETA UAHMAE AWS IRF EEENIRFFMER

BREETRFEEPATIHE

R AWS Management Console BAHIEAREREH T B , AIBXABRKEES SR, BHE
BEERRMEAERESBNEBHAR,

E mateojackson IAM EREEHEATERAE WIRFEE AWS tRF FRBMHFMEEF , AWS
Management Console {85848 account:GetAccountInformationZFalbs , &34 T 5IEIHIEEEE,
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I,\\’ A You Need Permissions

You don't have permission to access billing information for this account. Contact your AWS administrator if you need
help. If you are an AWS administrator, you can provide permissions for your users or groups by making sure that (1) this
account allows 1AM and federated users to access billing information and (2) you have the required IAM permissions

FELERT , Mateo EFREBEEFHMAIBER , AFFMER my-example-widget EETFE
account:GetWidget &R,

K AREBHIT iam:PassRole HIIZHE

MREWEIGER | HAEEERNIT iam: PassRole B , ENHRLEAEH , URFEKBCEER
RFEE,

ﬁ*“ AWS BR#% AT REKBERACEERZRYE A MIARBRUNNBREACIBHEERAE. WFEH
TR , ELARERAGBEEZ BB,

EEA K IAMmarymajor EREERERATRAERFEETHTEER , SRETIIEHIHR,
BR , BFEFERBHEEREBHCRTHFT. Mary REKARBEEZ RN,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WK AEEH , RAFFMHIT iam: PassRole Bk,
MRBEEERGE , BHEEN AWS BEEEE, ZFNEESRHENEZRERE.
REEA UWHAHAER AWS IRFE EMENIREEMEA

BUNRY—EAE  BREMKRFHINEREIEEBATNASFIENER, BT IEEZ AR
LEFYHDEXAR, #HITBEERERNBERIFIUZHIEE (ACL) MR , &R LUE A ARL
RRET AEFRENE RN,

MEE-—STH  F2RUATRE .

- BETHIRFEEREAXEELYRE , AR AWS IRFEZE AT IAM FEEFEM.

- BETHNMAWS IRF EEBEN BERcERAEDRE , F20H (AM ERAEER) THESE
B AWS IRF 5 — 1@ IAM A E P RHEFEE,

- BETHRNMEERNFIERMIGE =S AWS 1RF , 28 (AM £REER) PHNBFIER
HIGE =75 AWS IRF 58,
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AWS 155 B SEET

- WETHNMEBKE 5D RUEIE , F2H8 IAM EAEERPHNEFIRREEH#GENATETS
SERENERE BESED).

- METHREA/AGNEREBRETERFFRCENZR , F28 (AM £REER) H8 IAM
PR ERE ERFE.

AWSAWS Account Management B S E B3R

AWS Account Management B B2t M@ A EAK AWS ZEBUE :
« AWS ZE R : AWSAccountManagementReadOnlyAccess

« AWS ZEHE : AWSAccountManagementFullAccess

« AWS ZEBRNIRF EXEEH

AWS ZEBRZH AWS AWS SEBRREYNEENBIBEEERATSERFEARAIRMTT , U
ARG IERIGERE, FHENAE,

saclE , AWS XREBRTRIAERTFRECARFNFERRETT , HAELFAIAHAE AWS &
FEA. RMEREERCARFIEBNEFEEBER , MEE-SRDFFA,

FBEESE AWS SEBRRPERNTT, MR AWS B SEBRT AWS ERNFT , AIEHES
EHREENMEIRE Y (E£RAE. FEANAG® ). EFN AWS RIE RREISH AP RETAHAR
BA RBE , AWS REWREMR AWS ZEHK.

WEFMER , F2E (AM E£RERERE) P AWS ZEEX,

AWS ZEBEK : AWSAccountManagementReadOnlyAccess

& #% AWSAccountManagementReadOnlyAccess BUREEE| IAM &5

WECRREMAKEZETT , ReEEBRTHEE

- BB NPEER AWS 1RF

- §H¥ AWS EBiF BAAREAR AWS IRFE ( BREEEA AWS EHERABRIRSE P EFAREE )
CEBRFHITEM Get*= List *BREMFFAIRFTIHIRE. STREBIUMRFHPEERS AWS &
B BUA = EARFE R E{AZhEE,

AT AR E A
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AWS I FEE BEim
LR LT,

« account - AFFREMHEPEERER AWS RF. BEAFFERIIE AWS BE £ R RIERF
F# AWS Management Console,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"account:Get*",
"account:List*"
1,
"Resource": "*"
}
]
}

AWS ZE R : AWSAccountManagementFullAccess

& #% AWSAccountManagementFullAccess BUREREE IAM § %,
HBERREHBEHIE R TIEENTEEEFIE !

« HE BFREER AWS 1RF
- ¥ AWS B BASEAR AWS 1RF (EREER AWS ZEAMBIRFAME , IMATE

A EE )

BB T HITEMaccount RAEM T REATILIRAE,
HAREER
HEESEUTH,

- account - AFFEMARBRHEFEERER AWS IRE, CEAFEBIILARERA AWS E
=K, E PRUADSERAEMM AWS Management Console,

{
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "account:*",
"Resource": "*"

}

]
}
AWS ZEBUERNIRF EEE R

BREBLRERHEHRELBEIUR  IRFEETZ AWS ERREFNFMET. NFLEEESENS
BiRE | FRIFEIRFEENHERRCHER LK RSS HE,

gE DU B

AWS IREEBFERAHN AWS REFEEZIERTH AWS 2021 £ 9 A 30 H
SEREREME , LHKEHRE SEBRERG:

3
» AWSAccountManageme

ntReadOnlyAccess

» AWSAccountManageme
ntFullAccess

AWS IRE BB M S 5 E

FE-FRBRAESTETAE REAZESRTE AWS IRE —30#1T2 AWS IR ZLHEM AWS
B, EEFEIEHE SOC, PCl, FedRAMP, HIPAA £%,

\

%

MERESHRTEIEER AWS WIREEE , F2BAWS R KEHFTENEE, IFE—REAR , F2
B AWS Compliance Programs,

BOLMER THE = AR E AWS Artifacte INFEFMET , FSEBAWS Artifact  EHEIER)
FREYTE P TREERE AWS Artifact.

BE PEA RBNESREME AWS 1RF BURRERNBRE, SAFRNERERE , URERKNEEM
ER. AWS R TIIERUIBBIER
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AWS 1R &R bl
- ZEHESGHRREAPIEE - ELRNERRENRRBEER , WREL AWS Z2EERAEVNEER
BHESR,

« Amazon Web Services EB HIPAA Z4BEEHREE - AR ERP LR MMER AWS REIFE
HIPAA ERHERARER.,

(® Note
W IEFFE AWS BRIE #EFE HIPAA B, MEFHMET , F2H HIPAA ERBHBSE,

- AWS £ ER - WITEFMAERNESTERARENEENVE.

« AWS Config Big A BisRP M AR RIFHEE R - AWS Config IR EFAEREEFEATE
%, EXENFZRANREE,

« AWS Security Hub — & AWS fR# AIBELERE WLERE AWS | HBERERESHELLE
EEENREER.

« AWS Audit Manager — & AWS IR# Al B8 E &% AWS AR , UL EEEREEI A , L
REESERANEEZREN TR,

AWS 1k F & 18 Ry 5E

AWS £EERBERU AWS B NTAESAERRE, BRRASEIHIRENERTAE
B, EOURIGE, BREENSEHEONERNEERE. BBTAEE , 4T NR SRR
BXNENE  TABAzMEDAREBMIRRETH. TABMNTAE, REEINRRLE
B ORE-RSEER B LN ERERREEE.

W& AWS B AT A RSO HERT , FHE AWS 2HREBDIE,
FHEMEE BTSN AWS IRFEH
EASERS , & 9317 AWS BRI AWS IRF Z 2| AWS € XBREZENRE, FE AWS 22k

BUARfA AWS REERZRNVEBENR , F2HAVS Exts, EECRERERZENRER
FEELEHIRM AWS IR1E | 552 B Security Pillar AWS Well-Architected Framework A H B 7 L B R =

IERILAER AWS B3Ry API FEIY | BEBEEFEIRFRE. ERAERSAIETIIESR

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEA TLS 1.3,

. EfREEE%FAB(PFS)EIEEMS | 5110 DHE (Ephemeral Diffie-Hellman)s; ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman). RARFE(M Java 7 MIEFMBR ) KZ S EBELEN,
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https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
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https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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B BRLACERFIREHR ID FE IAM TRMEEBNLEFHNSR/REE, NF , BUUEH
AWS Security Token Service (AWS STS) UEX ERRZEBEUKEHE R,
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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EEEIEM AWS 1R

EL R HEE AWS Account Management FE it AWS SRS R TTEM, ATRAMENRENEERS .
AWS 2t TR T B REEE Account Management, ¥ReF§5ER | WHEIE & B ERENE B EE

« AWS CloudTrail E#EER ( B3 ) API Y | DIRH SAKREGZEHNMEESH , AWSIRF Yi§H
HEEE AL EM Amazon Simple Storage Service (Amazon S3) 78, ETELRBAE B
REAEFIRSE AWS, #ITFEUAR IP it |, URFFILAEFRE, MEFHMAENR , F2H (AWS

CloudTrail fEA#&$8R) https://docs.aws.amazon.com/awscloudtrail/latest/userguide/o

- Amazon EventBridge ZEiB B BIEERKEH , fINEAEXTALRERIEREE , HEH AWS
R FIE BN BB, KRB AWS BRIEMNEHSLUE TR S XX T ZE EventBridge. ZARE
HENHE , RERECEENEY  URESUHNFSRAKIMESDHTHEE, MFFHHMER , F
28 "Amazon EventBridge E A&/, -

£/ 524% AWS IRFE &I APl 1Y AWS CloudTrail

AWS Account Management APIs B £2 #4& AWS CloudTrail , ttIRIGIREFEHRE, ARHHE

4 Account Management &4E AWS KBRS FTEREN BN fERV 2 8% CloudTrail €#%FFE Account
Management AP| FEILFEER B =4, HENW TS FEMEHIRSERIRENTWN, MBREEIBH
IR LABARK CloudTrail E4EERFZE Amazon S3 17T , BERFEBRENSH., BIFERKE
EEHE , AT LUER CloudTrail FEAEFPNEHREEEREEHEH. £H CloudTrail WENE
A, BALYEBARFEERENGR, ARREFERN IP thit, REBRWASNER , URHE
fEE A E Ao

EEHE—L TH CloudTrail , 5528 "AWS CloudTrail fEFA&ER . »

CloudTrail FVRF EEBEA

EEEMUKRS AWS tRF B, CloudTrail 7 H B, EE A Account Management R{EEITSEE
BF , CloudTrail @ic# CloudTrail EHFHES , AREHEFEEHFTHEMRE AWS B4, &
AE PR, ESNTHSIENSEH AWS 1RF, WEFMENR , F2E8 (£ CloudTrail E#
PP SRS MAREH) https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-
events.html,

EERELE FHNEHF AWSIRE , SFEIRFEBRENSH  BRIEBKH, HZREEZE CloudTrail
1 BB RER T E Amazon S3 REFETR. RIFEFER , EAE PEUFEREF AWS Management
Console , REEERAZEME AWS BiF, HERELHRE AWS ZEIEFTMERBNSEH , XA&H
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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FREERRMFREIEEN Amazon S3 REFETEE., B LREHMERE AWS |, LUE—25 54T CloudTrail
BT IWENESHERTHEFRRTE., NE #‘fﬂiﬁnﬂ HEZRETIREA :

- BVBRHEIE

« CloudTrail X BENRENES

 EXJE CloudTrail #§ Amazon SNS J&Al
#®ZEEFHZEW CloudTrail AFER
#Z @RS EW CloudTrail AFER

AWS CloudTrail @i #&AIERN API Z2ZEEFREINFIEIRFEEE AP B1E, il | ¥
CreateAccount. DeleteAlternateContact M PutAlternateContact BENFIUESTE
CloudTrail BEEERPEAER,

B-EFEMANARERNEISELFRENEA. B EATHENEHE T5IEE !

/|

- BERERFEABREHAEIER AWS Identity and Access Management (IAM) i & & A ERHEH
- BEZBERE , RAFEAT IAM A3 BE 2 FAENERZEBEAER
- ZFERZREHHEHM AWS RFRE

:I:II
\

'iu

MFEFMER , 2 [ CloudTrail userldentity ST,
THRIRFEEHFIER

BHtR—EEE , RSB U BRERNEARNEEIEER Amazon S3 f#FiTE. CloudTrail BHEE
BRES-—FZEEAFER, —EEHRAREARRELHNE-—FR , YIESMBERZBENHEBRE
. BRENBHNERE., BRSBYEE, CloudTrail BFELIEK AT AP FEIAHEEBRIEERF |, Kit
$§L11fﬁ¢%ill[ﬁf$ﬁiﬁo

i 1 : THEHIFERW GetAlternateContact #&4EM CloudTrail B55EEH , UKEEUES B8
HIOPERATIONSEREiiE A, BIEEEMETTSERHENEA S,

Example &34 1

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:ro0le/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T19:25:532Z"

}
}
.
"eventTime": "2021-04-30T19:26:157",
"eventSource": "account.amazonaws.com",
"eventName": "GetAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"alternateContactType": "SECURITY"
},
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-111111111111",
"eventID": "la2b3c4d-5e6f-1234-abcd-222222222222",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

&4 2 : THIEHIFWREW PutAlternateContactiB M CloudTrail BEEEE |, UiSH
FBILLINGE B AFIEEIRS,

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",
"arn": "arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:ro0le/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
}
I
"eventTime": "2021-04-30T18:33:08Z2",
"eventSource": "account.amazonaws.com",
"eventName": "PutAlternateContact",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {
"name": "*Alejandro Rosalez*",
"emailAddress": "alrosalezeexample.com",
"title": "CFO",
"alternateContactType": "BILLING"
I
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-333333333333",
"eventID": "la2b3c4d-5e6f-1234-abcd-444444444444",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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g1 3 : THIEEHIFER CloudTrail HFEIEE , AR DeleteAlternateContactiRVELAMIBR B &I
HJOPERATIONS B E#F&E Ao

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789QEXAMPLE:AccountAPITests",

arn":"arn:aws:sts::123456789012:assumed-role/ServiceTestRole/AccountAPITests",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789QEXAMPLE",
"arn": "arn:aws:iam::123456789012:ro0le/ServiceTestRole",
"accountId": "123456789012",
"userName": "ServiceTestRole"
1,
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-30T18:33:00Z"

}
b
"eventTime": "2021-04-30T18:33:16Z7",
"eventSource": "account.amazonaws.com",
"eventName": "DeleteAlternateContact",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.250",
"userAgent": "Mozilla/5.0",
"requestParameters": {

"alternateContactType": "OPERATIONS"
},
"responseElements": null,
"requestID": "la2b3c4d-5e6f-1234-abcd-555555555555",
"eventID": "la2b3c4d-5e6f-1234-abcd-666666666666",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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AWS IR FEE BEEE
3

£ EventBridge EE2 IR E EIREH

Amazon EventBridge , /£ 8% % CloudWatch Events , Tl i#BIREE RS ER WEH |, XRAEERAEAM
Y B RBIE AWS BR¥S. RE HEH4 AWS IR SLUEFEIRH B AR E EventBridge.

£ F EventBridge , BRI MBI FESEASHHNRE , WA HEKR B B ENETEER,
MEFMEF , 5520 (Amazon EventBridge A& 1ERM) FH Amazon EventBridge AF9,
IREEEEH

THEFBRIRFEENSEMH. BURELESH.

KRAEZEB CloudTrail BUAMEAEEM API RIUKNSESH , Bal Atk FEEER,

SHER
. BARNEAERNEL

RBAMNER BRSNS

EEREEARYE API BAREARFANEER  IRSERE/ME. VRBRELESBFRIKRS
Y CloudTrail B4, k7 , ERMASEREFBRIBE , EventBridge SHAS{EEEFWIRS | WHEE
—RBRRFEREEXEEL,

THSHEHERINMAERAER | #5H 2020-09-30 ap-east-1[EFHFH 2ENABLEDIRE
123456789012,

"version":"Q",
"id":"11112222-3333-4444-5555-666677778888",
"detail-type":"Region Opt-In Status Change",
"source":"aws.account",
"account":"123456789012",
"time":"2020-09-30T06:51:082",
"region":"us-east-1",
"resources":[
"arn:aws:account::123456789012:account"”

]I
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-getting-set-up.html
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"detail":{
"accountId":"123456789012",
"regionName":"ap-east-1",
"status":"ENABLED"

BEME TR MRERFS GetRegionOptStatusHl ListRegions APIsEEIHIAREE :

« ENABLED - ERIhAaccountIdiEEMN BA EE
« ENABLING - B [E#E AaccountIdiEEN BRA
* DISABLED - ERIIEMaccountIdisiE W EE
« DISABLING - B E# AaccountIdiEER &M

THEFEHEA SRV EEFIEBHSHRIRA

{
"source":[
"aws.account"
1,
"detail-type":[
"Region Opt-In Status Change"
]
}

Ty EHEHERSEILEREE ENABLEDH] DISABLED EiFE4rIE A,

"source":[
"aws.account"
1,
"detail-type":[
"Region Opt-In Status Change"
1,
"detail":{
"status":[
"DISABLED",
"ENABLED"

REEESN 91



AWS tRFEE BEES

}

REEESN 92



AWS IRF &=

BEES

H ETHEDE AWS 1RF

ERATHEEFNES , HBIE

ETAIEE IR AWS 1RF, MIEREHAENRA , F2H (IAM

EAEER) PHREAZEHEREDE. MEBRARFNGE , F20 AWS BAGRAEEEPHY

BAAWS 1RF BIEETHEDE.

HIERDH &

- HEIYHEE AWS IRF ETHREDE

- HEIRARIE AWS 1RF EITHEZE

< B NEMWBAEETHERDE AWS RS

HEVHWEE AWS IRF ETHEDE

ERATRANSEZER , HEIERD

il
BAAENfIEM SRR tkF
MRBERBWEIRE KLY

AWS RE: R FTIR S B

AW PIN BBEN , ZEEH 2

ERE AWS RS FBER
RERE B DARR TR
ERABER, #E7

CiB 24 NF , MAVIRF RER

H

MRFEMRMEBEEZEA

Ef A& IE 2 % AYRIRE AWS IRF,

I AWS IRF

https://repost.aws/knowledge-

center/phone-verify-no-call

https://repost.aws/knowledg

e-center/maximum-failed-att

empts

https://repost.aws/knowledg

e-center/create-and-activate-

aws-account

https://docs.aws.amazon.com/

signin/latest/userguide/troubl

eshooting-sign-in-issues.html
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MBS | BHEBAWS re:PostE BRHERBEMBNAR. NRENHATENL  FBHE AWS
=&,

HEIRAEE AWS 1RF EITHEDER

ERUTEARBGEESEH NS EIRFEMEFHEXRNE REE, NERFEREFN—KRESA ,
2B BB AWS IRF,

e

o BTAEMARRFLBUERN RS

- RERFEELEETEIRARS Kl

- REBRARNIRS |, BERKEEFEHRER

- REEZBEMIRERUWE ConstraintViolationException §532

s REESBERAKERFRWE "CLOSE_ACCOUNT _QUOTA_EXCEEDED  ##:4
- ZERAEEIIRF A , REFEMREMN AWS 81 2

B AEMAMERHECERR kP

EEZERAENIRSE |, FFEE FHIERER AWS IRF,
REWRFEHE L FTEIERARF &R

NREFRUBRFERAEFDZEA , AITEFIRFEE LB THEMIRS R, BXEUBRFEREN
AWS Management Console 5§ 5 & A , FEERAREINIIRS ., MREBELEAN , FOREEHTEBRER
%E’JFﬁLo

BERRARMNIRSE |, B RKEIE 7 ERAREET

HEREFHBHRSEEE WREAEEFE bt AWSIRFE, MRBELE/NERRZEREILE
FEMF | A LA A &R AWS Management Console B0 & A, UREENIRE 2B S,
MREHNRFERIIEAR , LEFIBETHAL , EHENRFEEA. WRERBANIRS 2K EK
B, ié“milﬁﬁﬁaﬂﬁﬂ’mﬁﬁ &A1 AWS Organizations {2 & SUSPENDEDHZ5E A |, LARESR R ZHET
B, MEFMENR , 528 (AWS Organizations FHAEIEE) PWEBREBTHNRERE,

MRECERBAEERRSE , EXRBIFEIRFERNE T EHAER , ENERRITEAERAPHKER
o ARHENBRMRBEMAERPNKEIRFEK , TEBMAEERSE, FERBEBTIERERNE
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A ERS , 5B8I1E AWS Organizations =& , WHEEHIKRF ZBSuspendedSHERFIE K EIR
F. 2% , B AEERAEERS,

REERBEFRERUWE ConstraintViolationException, $&3%

REEEHMEA AWS Organizations TR EEAEEIRF , ERT AN, EEZMEAEERFE , £5
ELEERFNEEHRE AWS Management Console 9 & A | MHRFE EEMSEBE. MEFM
B , 2 BAWS Organizations ( FAEIER) FHERAERTNEEIRS,

EREEFARMEAK SRS RKUE
"CLOSE_ACCOUNT_QUOTA_EXCEEDED. #&&R

TEEME 30 R, BETRIR 10% W BERF ., WEEAZABANNR , MEBEEEEAKRS KR
RETE., EYLRERESZM 30 XA, TAEiB 10% MR SEFRE. IREMEATRA 10, 1RF
EABA LBR%A 1000 , BIfE 10% KYBRS iR 1000, 21%E Organizations BLEEMFFHEE A , SESBAWS
Organizations ( EAEE®E) PR WEEE AWS Organizations,

EEMEERF 28 , REFEMEREA AWS i 2

B, BIEECHEAEERE 2 BIMBREN AWS B, T8 , AEEENESRETMER+

W EIRFER , @S EEASERF, EERFEBPIERENERAPKERS , FulE AWS
Organizations £ 4 , YHEEHIIRFE &#SuspendedEBERFIEREIRE., 2% , B LIBEEHAEEK
Fo

¥ WEMBEEETHREZE AWS IRP

158 A Lt B2 B B A 2R 160 B SR R B B AR B AHBRRV R AWS 1R

il

- HEREFIH WEAF AWS IRFE
- REBEWEFFHAWS RS SEE

- HEZFMPAZKAY AWS 1R

BEESERN NEMHF AWS 1RF

ETESTF WEAFAWSIEFE , BUEREHZ A, AWS CEHMRE  ERCBPALIRFHEEE, W
ERE  BFZEAWSBIling  FRERRE) PHEBLNER FEIRHG R,
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https://docs.aws.amazon.com/signin/latest/userguide/introduction-to-root-user-sign-in-tutorial.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_close.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_limits.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-cc.html

AWS WS B BEIEw
BEEREFER AWS 1RF 28

MRSIRRER ETEREE , AWS IRF YWRBRHHE , F2RANAHRSTERER AWS,

WRIBE Amazon.com LEERIERIRRE , 552 E Amazon Customer Service,

BEZEFMAEXMN AWS 1RF

MR HRARENKELERE AWS tkRF |, FF2H BB AWS IRF.
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https://aws.amazon.com/premiumsupport/knowledge-center/report-aws-abuse/
https://www.amazon.com/gp/help/customer/contact-us/

AWS tRFEE BEES

B3R AWS IRF

MRETBFEEHN AWS 1RF |, B ABEREEAS T E RS EREE, BERSR , S ERH
WRFEHY 90 RAEFHBER. SRARAIRFE B E AWS K ARRIRF B EEEEBAEMAEHE,

BARA IR F 2 pl R EAE R B

EARRIEH 2Bl AWS IRF , BIEZZERTHIEH

- BRIEHIIR PGB B LE AWS LIRF B F IRV E A,

- BERAEIR AWS IRF 281 , B FEMR PHER. T8 , RAZBLHEOEMNERENERNE
#o MFPUWHEDIEERNRA , F2RZBHEHBEEAWS X

- WU ERBFEPEETHERIIRS, MREEFHABIRE , REERFHNREEASSEFTHRE.
BNEEEFMARAIARENAKRTHRTEZHT{EEF Savings Plans.

- BNEFEEERFEAMAGMEARBNMERGEER. BEAKRFR , ST TEAWE AWS tRE, i
m, mREE 1 A 15 BEREARS , Bl 2 AYIWKEI1 A1 BE1 A 15 AEEENAERE, 53
BARFE# , B BREREITEZHTERF Savings Plans (WEE | BEIBE AL,

- BREEBFEUEIRF R ER T AN AWS B, T8 , BREEEFAERHEEANFNE B
AWS IRF By , UBBBEWIREEF. FEUIRFRE , BT AWS &,

« IBTREMEFAEERIRA AWS tRF B NAEBSE FE4uit , MAE—E NWETEEFEHHF AWS R
F., MELBREUTEMN FHERNE FE4bit AWS IRE , BB GEBRAZEHR. MEFHME
B, E2RENBRERAEE FE 4,

- MRFBSHEAWS IRFE REABELRAZSEEZEE (MFA) , S IAM /A& LFRE MFA £ E |
RIEZERAIRFR , TS BB MFA, MREBZBEREIE 90 XAKR MFA | 3BR% MFA %
BEREREAPME , BZEARNABMBHAL , U AZFECLBBEFIRS, 515 , B8 TOTP
FREBELIEXKABRAECHIRSZEEMERAERE IR, NREEERLEER TOTP KA
REMFERE , BULEEERRARF ZE{EAERE MFA EE, IAM EAEN MFA £EXARIR
EEREEMER,

KERFNEMEEER

- EXRBARERFE  RIRFERAZRNE BT SRERTBR, EEARYE , CEMNKE
R MERTABEEBPNIRFESE, SE#BIRFHALRSE , F2REEM I CEBBERAER
Eo
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https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/con-bill-blended-rates.html#Instance_Reservations
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/con-bill-blended-rates.html#cb_savingsplans
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/con-bill-blended-rates.html#Instance_Reservations
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/con-bill-blended-rates.html#cb_savingsplans
https://console.aws.amazon.com/support/home
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/console_sign-in-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_disable.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html#id_users_deleting
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_remove-member-account.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_remove-member-account.html

AWS tRFEE BEES

- EEE 30 XA, BEFRR 10% WREIRF. HEEAZHEBANNR , M2EELEEAKRF HFHE
WMRETE, EYIREFRSEZH 30 XA, TAER 10% WIRFEIRART . tREBEETRA 10, 1RF
EARA _EBRA 1000 , BIfFE 10% KIRFBiB 1000, #MZE Organizations ELEEKIFEAAERN | B2 /Fvﬂ Ky EL
%8 AWS Organizations,

- WMREFEH AWS Control Tower , MIEEZEXBRIIRFZHEUEEEREIRFE, 28 " AWS
Control Tower FRAEERE) PHECEEERERE,

BB EESR

« AWS Marketplace R FERRB TS EBIECHET . MREEETMETE , BAKLFTEFRENE
HITERE, A% , BiE AWS Marketplace TR AN EE;TE BB EUE TR

- IREEFA®E , AWS EEEEAEch , EEAEREFBHEZSER, BEEEE  RIFPENGER
m, BRPAETE 30 RAMIBRAEE , RSB LAHSME, WEHAEN , FSREN AWS IEF
SRS K A , ZHABIEE [ Route 53 5o

» AWS CloudTrail REB L2 R, ERTEMEAWS IRF B , FRERYNRRNITEETEL
RNEH , BRIFEAEERBRRE AWS tRF ZBIARMERE FRIRR, MFEBERMMAERRM AWS
R RFERMRERNFHER , 52E (CloudTrail £EAEERE) PHAWS RS EIRFIEHE,

AR EA PR SE RY R P

IERILAER AWS IRF T3IRRFRERAEHN . FES , RBREERANIKRFRE [BUKRF. KEK
F. EEWRF M AWS GovCloud (US)] , BEZRSIEBHEFREMNESI.

MREEBARFHBETBIEMEE , F2H HEAREE AWS IRF ETHEDE.,

Standalone account
BAURFRTEBR NEBZERS AWS Organizations.
R F EEEFAE MRS

1. LLAWS IRF S ERIB 2 PHIEMEHAE AWS Management Console &0 & A , B4 1AM {EH
ERACEDBEAR , BELERAES,

EALANEES L | ZRENIRFABIRE | RRBERF,

EWRFEE L, EFRARF R,

WAZWIRS ID (BT EERBREARIER ) | #RECHEL T HIRFBERAER
B IF BB IR PR LA ENIR F BERAREF .

o M @b
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_limits.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_limits.html
https://docs.aws.amazon.com/controltower/latest/userguide/unmanage-account.html
https://docs.aws.amazon.com/marketplace/latest/buyerguide/buyer-getting-started.html#step-6-terminate-your-instance
https://docs.aws.amazon.com/marketplace/latest/buyerguide/buyer-getting-started.html#step-6-terminate-your-instance
https://aws.amazon.com/marketplace/library
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/troubleshooting-account-closed.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/troubleshooting-account-closed.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-account-closure.html
https://docs.aws.amazon.com/signin/latest/userguide/introduction-to-root-user-sign-in-tutorial.html
https://console.aws.amazon.com/billing/home#/account

AWS tRFEE BEES

6. LEZEELIEARIEFBHESR  FHENIRFERAE.

® Note

1 AWS CLI S EH# — 1 AWS SDKsHY API 2R EILER, LREER RAITHER
AWS Management Console,

Member account
MERFE = AWS kP B9 —&B% AWS Organizations.
#£ AWS Organizations T A EEFAKERF

1. & A AWS Organizations £ A&,
2. EAWSHRF HHL , SRINEELZEANKEIRFEE, SUTNEE OU BE , AIEFR
B OU HEMIRFFEEE.

3. EEHEHERRIRFEMWEMN Close (BBM), REEMBERFTENERAR , AWS FaefER
EEE#IE,

(® Note

MREHBBERSHIRERS , ERBEEETRAPEIRMERE. EEUSHIR
ERXBMARE , FEALEUREAZ S DEANIRS. EIRFEE L , ZZEHAR
Fizift , WAGKHIRS D, ARZRZFEAIRS R

4. BAEWHERET EIRFRERMESl.
5. BARKEIRF ID, RRZZEEARF UREIRFRRARER.

(® Note

LEANEMNRERFEEHIKRFEZESE , B AWS Organizations &
RSUSPENDEDEE , RZRKEAAH® 90 X, 90 X% , RERFETFTEETRE B
AWS Organizations,

ek~ EEBAR K SRS
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https://console.aws.amazon.com/organizations
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#feature-set
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#feature-set-cb-only

AWS tRFEE BEES

mE , B A EZERE PHIRFEHEER AWS B EIRS AWS Management Console,  #1 & step-
by-stepig 5| , FEBBEIUIKRS RS EBEPHNIER.

f£A AWS CLI # SDKs B8R &tk P

ME A AWS CLI 1 SDKs BIBIR BiE SR , 352 BAWS Organizations { A& g
) PHEREBTPHEEIRS,

Management account

EEIRFZ AWS tRF |, AMAE RIRF ZRIES AWS Organizations.

(® Note
i8R E W AWS Organizations £ ABEAEERE,

ek~ R EBAREEIRF

1.

N o o bk~ ©

LB 2 EERF R AEFE FHE AWS Management Console 59 E A ., W IAM ERERA
B PEAR , BELERKRE,

BRENEBP R ERGNIERPRRERF ., HEiEHKM , 5581F AWS Organizations 12
&, WREMERERFHEREEERSBABSuspendedi#, MREBENEEATHRER
F AL ZHEEEREKERFRSIEBPRUNIIRFEBAES , THBET —BSE.
EHELANEES L BELZNIRFEBRRE , ARBIEBIRSE,
ERFEEAL , EEFFARARF R,
BWAGKHIRE ID (B REMBAEEARER ) K BRECEEY THEIREBEEAER,
BIZERAR S R AR ER SRR
FREZSEL ) EAREEFEHER , BHENIRS SR,

® Note

1 AWS CLI st E A —18 AWS SDKsH APl RERN X ZILERS. & RBEER REAITIAER

AWS Management Console,

AWS GovCloud (US) account

AWS GovCloud (US) tRF —ZEFEZE—FE AWS IRF |, AR ENI.
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_close.html
https://docs.aws.amazon.com/signin/latest/userguide/introduction-to-root-user-sign-in-tutorial.html
https://console.aws.amazon.com/organizations
https://console.aws.amazon.com/organizations
https://console.aws.amazon.com/billing/home#/account

AWS tRFEE BEES

E3B AWS GovCloud (US) tRF

MREE AWS 1RF EHEZE AWS GovCloud (US) tREHY |, AIEEXEARMZEEIRSE , BEARKRS
AWS GovCloud (US) ., INEFMENA , S/ UAEAERTERZEIN AWS GovCloud (US) ER
=28 AWS GovCloud (US) ( EAEIER) HRIEEEI AWS GovCloud (US) IRF,

BARIRF R A RAENER
BIERIES % | #6 T ENEE THIMER

- BEWE-HEFBM4 , BRIRFEAMZREAENEFE b, MRESELEDRARERE L
ETHEHMN , FEHE HEFARE AWS IRF #ITHEDH.

- IRERFRNE AR EREFHEIE AWS Organizations R AT B REIIRE ZBERSUSPENDEDEE, |
ERAERKBEEM BN 90 X%, 90 X% , RERF T BB TRE AWS Organizations £ &
H,

- MREEWM PHRBEFEEFFIRT AWS tRF Hth 1RF |, Al ELRFRENEAFIGEREIRE
AR REELAN, MREEFHHEMAWS IRE , ERRFIREAIENFTE , Hit AWS IRF TJLUE
REEWRFH AWS BRIEFE R

RSB WA R & B AR T U RE , TAEBEM BT ERR,
BARR&IAE

BAEA & HIE R i5 ERAIRF E AWS XK ABMIRF < BB KERE AWS tkF. BRARHEER 90 X
ERERAERIE , £REZBERREY RFRFEENRAE AWS HMR%E. ZEMERME® , AWSE
KABBRIEH AWS IRF |, BEEZBEMRAME. AWS HEMRERS PHRBEMER (CloudTrail
BHEERIN ) o IRFKABIEAR  MELERERAE AWS IRF ID.

E#BRUER AWS IRF

IEHIRF A 90 RN KRB , c RIEEEZEFNFARBUENIRSE , AWS A AS M ERIER S R ERAT A
B. BEHERFPRABRAZEMBEBENIRS |, (1) BLEAWS IERRBHE |, UK (2) RAILE
EWRFREIE 2 B2 60 RARIMEAREHENTENR , SREARZELEENLEET.

(® Note
MREEHBER , REERFFNREBASEENRD.
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https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/Closing-govcloud-account.html
https://console.aws.amazon.com/support/home

AWS tRFEE BEES

APl 2&

Account Management (account) a5 & Z B Y API IRERI RIS HER AWS IRF

@ M AWS tkF XEERIRFEBEEFANPEER  SEERFABBN RS = A& KBS ARNE
BAE. EL2HE RFIEEHEEBPHNEF B4 2 AN, BRREEETEE RFHEBEBN TIIE—
i FERic

- IREBIEA
- BRFEBEA
- REBHEA

RIFTERR , NIEM PR AP RESEEERAZTTIUHREMNRS . Fl BENRFANS I EER
IAM A& IAM A% , EX4EER IAM BIREAWFF I T M AP B4, HE , BAUR B8
R 5 Y & 5 FEALE L APl AWS Organizations #4E , Y15 EBREBK EMNEM AWS 1RF HIRFE
ID 78S,

API higZ<
LR AHI IR F APl 2E 528 T IR FEE API 2021-02-01 hio

@ Note

BRTEZER API 2, B SIEAE P —@ AWS SDKs , EhaeEXEM&HHIER
B, TAREERNARITESMFES (Java, Ruby, .NET, iOS. Android & ) . SDKsiZ{E
BHH , LEBIU¥E AWS Organizations FIFZNERFTFE. Hlil , SDKsBREZIHRERE
Sk, BEEEER  URBBERFR, MEHE AWS SDKs WEFHER , SFENMTRME
geM , 5288 AR Amazon Web Services B T &,

KRB EEA AWS SDKs IR FEE R HEITIENEET API B, FiB , B UERIRSEE
B AP BEEFIIRFERE Web . EEH—F THRIEFEESEH AP, F28 (RFEEFERE
FERIEH HTTP &85 R AL API) HH . Organizations XEFFEEER GET M POST K, b
FER , API TEZERSERLEHELFR GET , EHMBELMER POST, T , GET BHXRZRER
URL WIBR&EI RN Et , HRFERAK/PNWIRE , FBEMA POST &Ko
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://console.aws.amazon.com/

AWS tRFEE BEES

EREE HTTP BRE B AWS |, BUEHEFRR , HAWS A EREAELHFERNB R, EAILUE
A AWS ZHEBFBFER , EFETEENER D ML ZREH SR, @ZBRETEARBRFEILRE

B&ik, HERIEFEFNER/RNTMA , ETFZRHEMFRERFFNAEER. R2 , FREFE
EERN IAM EAEELFNEE, 5 —EEBELFMH AWS Security Token Service RELREZ S
BE , UHEAESLERIEREBHFER,

EEHREFER , BREHA Signature £ 4 iR, MREEHFEMA Signature £ 2 RN EBEAER |, BIF
FEFEFHTEIT A Signature 5 4 f, T , BLIRMEREEE Signature 5 4 l. EEE 4 RV
EXXHHE L ER, MEFHMER , F2E (AM FREER) FHEE AWS API &R,

BIMEA AWS SS5IRE (AWS CLI) SREH —18 AWS SDKsH I B HERE AWS | EETERH
BEASEREIEREENFIRSBREZHFRK,

REFEENXENEREER

RMF2BNSRMUEROE, KENEREREE feedback-awsaccounts@amazon.com , RIEIRS
EEXERETRULHERCENEE. NFE AWS XERENFHENR  F2RERERS,

EHWERLK

Account Management E[E#) JSON {EAHFERWEE , FUE—RFHRER , RERITIEAILZE
Ko NEEPNEFSRKFBRITNZR , UAEUEYE. ESfa A\ SBLeERFTFHEBEHER
R, BOISEARTHRERTEYN, SZEZ—EUE— JSON XFZFREHNEXRT®H A

ZC8% API 553k

Account Management %z #& CloudTrail , i&2 —&ic &% AWS APl IEE) AWS IRF 4§ B ERR
+Z Amazon S3 fEFIT BRI RS . EBMER CloudTrail FTNERE |, B0 LK B HRLEE R E R Ib [
IREEE, BHBERNAS, BRHEBEZESEIREM ., WME Account Management & H¥ CloudTrail X8
WEHAEN , BESREER 0% AWS IRFEE API 1 AWS CloudTrail, #8{#—2% 7 ## CloudTrail ,
SENMMUKEFARAESIRENAFESR , 28 (AWS CloudTrail FHEERE) -

B1F

XEUATEE

« AcceptPrimaryEmailUpdate

» DeleteAlternateContact

» DisableRegion
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
mailto://feedback-awsaccounts@amazon.com
https://forums.aws.amazon.com/forum.jspa?forumID=219
https://forums.aws.amazon.com/forum.jspa?forumID=219
https://forums.aws.amazon.com/help.jspa
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/

AWS IRF &2

il

EnableRegion

GetAccountInformation

GetAlternateContact

GetContactInformation

GetPrimaryEmail
GetRegionOptStatus

ListRegions
PutAccountName

PutAlternateContact

PutContactinformation

StartPrimaryEmailUpdate

B
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AWS tRFEE BEES

AcceptPrimaryEmailUpdate

EZRE WEERStartPrimaryEmailUpdate , AEFIEERFWNEEE FE 4t (tBAIRERESE
TEpFHbat )

AARFRIAR

POST /acceptPrimaryEmailUpdate HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
I'O_tE": "String",
"PrimaryEmail": "string"
}

URI ER2#
wmRTEEREM URI S8,
BEREE

AAREZERA JSON A THER,

ﬂl‘ﬂ

Accountld

R AEE BB EERRBEZ AWS RS B 12 BIES ID %6, ZEEALSE , BEAS
AREBEREEFREREESRS TN E Y. KENIES D XELEEEGTHREES, &
BUEBEEYE , BARX A HIEFEERERASEOER , LREN MRS RN EE
BIRF.,

HRERERKEIRFHNEERF BBV EREESRF T,

(® Note
EEIRFEEIEEECSH AccountId,

HR . FH

R o \d{12}
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#delegated-admin

AWS IRF &=

BEES

PVE .2
otp

E3:E StartPrimaryEmailUpdate APl P EPrimaryEmailFR¥gE B9 OTP BB,

HR . 7R
B : [a-zA-20-9]{6}
ME 2

PrimaryEmail

AREERFHFMEEZEFE 4, EXEFE StartPrimaryEmailUpdate API i

WPrimaryEmail#y ,
¥AE . FH
RERH : RETRA 5 RELRS 64,

PVE .2

)3

3

=

HTTP/1.1 200
Content-type: application/json

{

"Status": "string"

}

EI v
WREMERTD , RIBRISEE HTTP 200 =&,
RIS EEE T 5 JSON KXW EH,
Status
M EZNEIEE THEEHNFROMRE,
BH . Fa&

AMUE:PENDING | ACCEPTED

AcceptPrimaryEmailUpdate
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AWS 1R F &= SEEE
$5ER
WEMEBFEERERNENR , F2EERER.
AccessDeniedException
BRIEXY , RARWUS 5 REMENREF,
HTTP ARBEHS : 403
ConflictException
HRERBAREREFTR , MEEEFR, flm, MREEZRAENEEFANES (ER

DISABLING k% ) , RERSIRFHNBREAEEFBHEES/CEEANE b |, T

EEER M.

HTTP ARZEHS : 409

InternalServerException
MR ASPEAEER , BEXKAWS, FHREEHALNRE,

HTTP AREEHS : 500

ResourceNotFoundException
BRIEXH  RATEETRTINER,

HTTP AREETRS : 404

TooManyRequestsException
BREXRY , RAMFIXBAEEBBEBERRS,

HTTP #REEES : 429

ValidationException

BRERM, RAHP—BEAASHEN.

HTTP AREEHS : 400

3
¢

B

[ ]
23

MEEHP—EESHE AWS SDKsHEALL API IEEMERR |

RZ2ETIAR

AcceptPrimaryEmailUpdate
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AWS R FEE

il

AWS 55T E

AWS @A .NET #Y SDK

AWS EAR C++ #y SDK

AWS @A Go B SDK v2

AWS i@ AR Java V2 By SDK
AWS B AR JavaScript V3 By SDK
AWS & A Kotlin 8y SDK

AWS @A PHP V3 #J SDK
AWS E AR Python #J SDK

AWS & AR Ruby V3 #y SDK

fait

AcceptPrimaryEmailUpdate
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https://docs.aws.amazon.com/goto/aws-cli/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/DotNetSDKV3/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForGoV2/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/AcceptPrimaryEmailUpdate
https://docs.aws.amazon.com/goto/SdkForRubyV3/account-2021-02-01/AcceptPrimaryEmailUpdate

AWS tRFEE BEES

DeleteAlternateContact

1 MEREE B ABHEA AWS RS,

MFIAERERBIEARENTREFBET  F2RENECNERBEA AWS 1RF,

@ Note

BB RA AWS tRE EE MBS < EHES AWS Organizations , FBEEFHH AWS RS
EEN NERABBEN. NEFAER , F2HEA AWS IRFEENZEEFL

AR

POST /deleteAlternateContact HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"AlternateContactType": "string"
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EELEFRANRREFEIRSEBHR RSN 12 L8 AWS IRF ID 8585,
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MREMERD , AIRBEEREZ HTTP AXH HTTP 200 @ fE,
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AccessDeniedException
BREXY , RARWUE D REFERNRIETA,

HTTP ARAEHS : 403
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BEES

InternalServerException
MR REBRAEER , BRIERMAWS, FHEEFHALNRE,

HTTP AREEHS : 500

ResourceNotFoundException
BRIEXH  RATEETRTINER,

HTTP ARAEHS : 404

TooManyRequestsException
BREXRY , RAMFIRXBAEEEBEBERRS,

HTTP #REEHS : 429

ValidationException
BEXY, RAHP —BRASHEN.

HTTP AREERE : 400

Y]

g4 1

THEHEMREAERARFU BEIRFHNEZEERBBEA
AR &I

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.DeleteAlternateContact

{
"AccountName":"MyAccount"
}
(o] e 5 451

HTTP/1.1 200 OK
Content-Type: application/json
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THEHEMBREBTIEEKLSIRFVIRESERBIEA, ELAERARBEAREZRFNEAER , ;N
RERFEERBNEREESIRS.

AR g

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.DeleteAlternateContact

{
"AccountId":"123456789012",
"AlternateContactType":"BILLING"
}
2] fE 8 451

HTTP/1.1 200 OK
Content-Type: application/json
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- AWS R FINE

« AWS EAR .NET By SDK

« AWS EA® C++ Ky SDK
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« AWS E AR Kotlin # SDK

- AWS E AR PHP V3 #§ SDK

« AWS jE A1 Python Y SDK
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https://docs.aws.amazon.com/goto/SdkForJavaV2/account-2021-02-01/DeleteAlternateContact
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/account-2021-02-01/DeleteAlternateContact
https://docs.aws.amazon.com/goto/SdkForKotlin/account-2021-02-01/DeleteAlternateContact
https://docs.aws.amazon.com/goto/SdkForPHPV3/account-2021-02-01/DeleteAlternateContact
https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/DeleteAlternateContact
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DisableRegion
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(® Note
FREENTAERRXEATEMERNAE IAM ZEUE,

AARFRA

POST /disableRegion HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"RegionName": "string"
}

URI SR EH
ARTEERAEM URI 28,
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A REZERA JSON AR T &R,
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BELEEBLBREEIEBSHZ AWS IRFE 1 12 VBIRS ID 3RiE. MREKREEHSE , 8
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EERFREBRERESRFHING D, EEWIKRS ID XERMRMEBTHEEIRS, BBXERK
AEIEE , BAABMASHIRFEERBMAZEEFN , MBREMBERESRNEESIRS.

(® Note
EEREFEEEEEHEW AccountId,. EXEEBRTEE AccountId B8, EBEIRE
AR LY R4,
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AccessDeniedException
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HTTP #REEHS : 409

InternalServerException

MR REREAERR | RIEXMAWS, FREEDLHERE.

HTTP AREEHS : 500

TooManyRequestsException

BRAERR , RAMLRBAEE BB EHRR S,

HTTP #REEHS : 429

ValidationException
BIEXK RAHY-—EERASHEN,

HTTP AREEHS : 400
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https://docs.aws.amazon.com/goto/boto3/account-2021-02-01/DisableRegion
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POST /enableRegion HTTP/1.1
Content-type: application/json

{
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"RegionName": "string"
}
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POST /getAccountInformation HTTP/1.1
Content-type: application/json
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HTTP/1.1 200
Content-type: application/json

{
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RIEEEE T 5] JSON BXHE R,

AccountCreatedDate

BIMIRSH A MR,
/A : Timestamp
Accountld

SR AEERNLBEFRRBUZ AWS IBF M 12 BIES D Hil., ZEEALSH | BEAL
AREMNEREEFRENEEERS TN SS. EENES D XARMRERTHREIES, 8
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AR g

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAccountInformation

{3

(=] FE €551

HTTP/1.1 200 OK
Content-Type: application/json

{
"AccountId": "123456789012",
"AccountName": "MyAccount",
"AccountCreatedDate": "2020-11-30T17:44:37Z"
}
i 2

THEfEHEEBTEERERFNIRFESR. ELEAEARBEBERRFHEAER , ARAIK
FEERRBNEREESIKRF,

A R gl

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAccountInformation

"AccountId": "123456789012"

(=] FE #5451

HTTP/1.1 200 OK
Content-Type: application/json

"AccountId": "123456789012",
"AccountName": "MyMemberAccount",
"AccountCreatedDate": "2020-11-30T17:44:37Z"
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Content-type: application/json

{

"AccountId": "string",
"AlternateContactType": "string"
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HTTP/1.1 200
Content-type: application/json

{

"AlternateContact": {

"AlternateContactType": "string",
"EmailAddress": "string",
"Name": "string",
"PhoneNumber": "string",
"Title": "string"

}

}
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MEMEBERERERNES , F2RERER.
AccessDeniedException
BREXY , RARWUE D REENRIEF,
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InternalServerException
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ResourceNotFoundException
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THEHSHEMEZAERAREY RIEZIRFHRZEERBIHEA
AR EE I

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAlternateContact

"AlternateContactType":"SECURITY"

(=] FE £ 451

HTTP/1.1 200 OK
Content-Type: application/json

{
"AlternateContact":{
"Name":"Anika",
"Title":"COO",
"EmailAddress":"anikaeexample.com",
"PhoneNumber":"206-555-0198",
"AlternateContactType":"Security"
}
}
#ifl 2

THEfERMEEBTEERERFNREBABIEA, ELACARBEBERRFNEAER  H
RERFEERBNEREESIRS.

AR gl

POST / HTTP/1.1
X-Amz-Target: AWSAccountV20210201.GetAlternateContact

"AccountId":"123456789012",
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"AlternateContactType":"Operations"

(=] FE £ 451

HTTP/1.1 200 OK
Content-Type: application/json

{
"AlternateContact": {
"Name":"Anika",
"Title":"COO",
"EmailAddress":"anikaeexample.com",
"PhoneNumber":"206-555-0198",
"AlternateContactType":"Operations"
}
}
SR2H
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« AWS @ BN E

« AWS B AR .NET B SDK

« AWS B AR C++ By SDK
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« AWS E A K Python #J SDK
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FE B EEBHEERA AWS IRF,
WMENAEATEMBARENTEFMEN , 72
s REE

POST /getContactInformation HTTP/1.1
Content-type: application/json

{

"AccountId": "string"

}

URI SERk2 %

ARTEEMAEM URI B,

ERESZEHA JSON XM THIER,

Accountld

# ELEEB I BREFEINEE R AWS IRE 9 12 L EIRF ID 3715, MREREE

BIEH EEBEA AWS 1RF,
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BRAFARMEWN REZ 59K Amazon Web Services 1RF . EEFEALLSE , ¥R AXERER
"éi@ﬁﬁﬁéf)ﬁ"é‘ﬁéﬁﬁqﬂﬁ@%ﬁo EENIRE ID X ERMEMEBTHREIIRS. ABXEAR
AFAEEE , BABSRSEIRFEERBERAZIEEEFN , XAEFERERNEESIKRS,

(® Note
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SR BRI,
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RE &/
[E] FEEE S

HTTP/1.1 200
Content-type: application/json

{

"ContactInformation": {
"AddressLinel": "string",
"AddressLine2": "string",
"AddressLine3": "string",
"City": "string",
"CompanyName": "string",
"CountryCode": "string",
"DistrictOrCounty": "string",
"FullName": "string",
"PhoneNumber": "string",
"PostalCode": "string",
"StateOrRegion": "string",
"WebsiteUrl": "string"

}

}
[ fE 3=

WMRBMERDD , BIBRIEER HTTP 200 EFE,
R EERE T 5] JSON RN ERL

Contactinformation

BER ABBN T EBREERANFEET AWS 1RF,

A : Contactinformation ¥4

#
NMEFMBRBFEERERNET , F2EERER,

g
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AccessDeniedException

BRIERE , RAFMUE DR BARENRIET T,

HTTP ARAEHS : 403

InternalServerException
MR ABPEAEER , BEXKRAWS, FHEEHL

HTTP AREEHS : 500

ResourceNotFoundException
BEXY, RATEETHKAINEIR,

HTTP AREEHS : 404

TooManyRequestsException

BRIERM , RAFULRBARSE B BEBERRE .

HTTP AREEHS : 429

ValidationException
BRIEXH  RAHY —ER ASHEN,

HTTP AREEHS : 400
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https://docs.aws.amazon.com/goto/SdkForCpp/account-2021-02-01/GetContactInformation
https://docs.aws.amazon.com/goto/SdkForGoV2/account-2021-02-01/GetContactInformation
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« AWS & AR Python #J SDK
« AWS @A Ruby V3 #J SDK
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GetPrimaryEmail
MWMEUEERFNEEE FE ik,
AR oRERE

POST /getPrimaryEmail HTTP/1.1
Content-type: application/json

{

"AccountId": "string"

}

URI ERE28
ARTEEAEM URI 2R,
mRER

B REZ A JSON BN THER,

Accountld

R AEEBNLBEFRRBUZ AWS B M 12 BIES D B, ZEEALSH | B AL
AREMEEESRENREEERETNE S, KENIES D XESERESTHREIES, &
BAARAIEDLE , BARXASIESEEREMASEAEN , LREIERE RN EE
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IR ERKERFHEERF BBV EREESKRFFUL,

@ Note
EEIRFEEIEEEHCH AccountId,
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[ FE 5%

HTTP/1.1 200
Content-type: application/json

{

"PrimaryEmail": "string"
}

Bl fE T 3=
REERTH , BIBRFEERE HTTP 200 E &,
FREEEE T 5] JSON BB E R
PrimaryEmail
B E R S BB T EE T B il
BE . F&

RERH : RETRA 5, REELRA 64,

i
NMEFRBRBFEERERNET , F2EERER,

i

AccessDeniedException
BRIEXRH , RAMRWUE 5 RBERENREST.

HTTP ARAEHS : 403

InternalServerException

HR REREAERER  RIEAMAWS, FHRREDEVEE.

HTTP AREEHS : 500

ResourceNotFoundException
BRIEXH  RATEETRTINER,

HTTP ARAEHS : 404
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TooManyRequestsException
BIEXRE  RARILDREASES HBIBERRRS,

HTTP ARREHS : 429

ValidationException
BIEXK RAHY—EERASHEN,

HTTP #REEHS : 400
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« AWS EHAR C++ B SDK
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GetRegionOptStatus

HEUSE EEREREMAMRE,

AAORFRAR

POST /getRegionOptStatus HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"RegionName": "string"
}

URI FERB
ERTEEREIMA UR 28,
ARER
SERESHA JSON R THER.
Accountld

BELEEBLBREEINEERZ AWS IR 1 12 LIRS ID 5HE. MREESKEETHSE , 8
BB AR BEZ H 5K Amazon Web Services IRF . ZEEFALSE , RERASERER
EERFRERERERFFNE . IBEWIKRS ID XERMERMEBPHEEIRS, HEBXERK
ArrE e , BAABAAHHIRFEERBRAZEEEFN , LREMBERERNEESIRS.

@ Note
EERFEEIEEEHCH AccountId,. EAEREHTEE Accountld 28, EEIRAE
RO $R4E,

BREFEBKENIRE LU ILRE | BOEERSE. ke , £ABREEEHIMIE R EE
BN ZIRF R 5 2 SR $RAE,

HR . FH

R o \d{12}
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RegionName

EEEEREABNESNE (HW, af-south-1), KRB ERSEEZ L SHNETTRESE
RYIREE

R . FH
RERH : RETREA 1, RELRA 50,

PVE .2

B FE 5%

HTTP/1.1 200
Content-type: application/json

{
"RegionName": "string",
"RegionOptStatus": "string"
}
@ & T 3=

MREERT , AIBRBER HTTP 200 EIFE,
R EEE T 5 JSON X E R,
RegionName

BANERT,

B FH

RERH : RETRA 1. RELRA 50,
RegionOptStatus

EE A BN E P —EEBERE (BB, A, £R. /8. BA_By_Default),
H|A . FH

BN{E:ENABLED | ENABLING | DISABLING | DISABLED | ENABLED_BY_DEFAULT
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AccessDeniedException
BEXY , RARWUE S REFERRIETA,

HTTP ARAEHS : 403

InternalServerException
MR ASPEAEER , BEXKRAWS, BHREEHALNERE,

HTTP AREEHS : 500

TooManyRequestsException
BEXY , RAMFIXBAEEBBEBERRS,

HTTP AREEHE : 429

ValidationException
BRIEXH  RAHY — @ ASEEN

HTTP ARAEHS : 400
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MEEHP—EFESHE AWS SDKsHERALL API BFMAER
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- AWS JEAR .NET # SDK

« AWS E AR C++ i SDK

« AWS EA® Go #y SDK v2
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« AWS AR Kotlin # SDK

« AWS iEAR PHP V3 # SDK

« AWS jE AR Python Y SDK
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« AWS JEA® Ruby V3 By SDK
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ListRegions

P ERF A BER B E BB EFNAMRE, E
SYENRNBE,

RARFRA

POST /listRegions HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"MaxResults": number,
"NextToken": "string",
"RegionOptStatusContains": [ "string" ]
}

URI &SRS E

ARTEERAEM URI B8,

R ER

FEREFZHRA JSON AN THER,

Accountld

, ATLAMik region-opt-status-contains

BELEEBLREFIRHRSHZ AWS 1RE 8 12 VBIRS ID 3516, NREXREELHSE , ©E
FBRAARMEWY B2 528 Amazon Web Services 1RF . EEFALLSE , ¥R AXERER
EEIRFREREREERFFNED. BEEWIRS ID XERMEREBPHRERS, EBXAR
APEYEE , BABS A HIRFEERBEMAZEEFH , WEEMMERE RN EESIKRS.

(® Note
EERFEEEEBCH Accountld,. EAEEHAATEE AccountId 28 , EBIREA
AR R4,
EERFEBRRENRS DM LRE | BOEEHSE, ke , FABREEEHEIMES REB

IBAZIRF R & 2 RIFEL B1E,
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Content-type: application/json

{
"NextToken": "string",
"Regions": [
{
"RegionName": "string",
"RegionOptStatus": "string"
}
]
}
EfETE

MESHERTD , RIRIEER HTTP 200 EFE,
R EERE T % JSON #XHWER,
NextToken

MREERNEZESR , AISEALIER, TEXEER Mnext-tokenfERZH1list-regions,
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AccessDeniedException
BIEXRH  RARWUE SR EMENSESTT,

HTTP #REEES : 403

InternalServerException

MR REREAERER  RIEAMAWS, FHRREDEHEE.
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HTTP #REEHS : 500

TooManyRequestsException
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HTTP #RREHS : 429

ValidationException
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HTTP #REEHS : 400
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POST /putAccountName HTTP/1.1
Content-type: application/json

{
"AccountId": "string",
"AccountName": "string"

}
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AWS tRFEE BEES

ValidationExceptionField
WATRKFEIEEMEIT AWS AR IE E HY BR &% 4o
B &
message

BERRELARTHAL.

B F&H

VE B

name

HRIZERE E R B

| e
PVE .2
%nﬁ £ ﬁ
MEEHP-FEESHE AWS SDKsHFEALE API NFFHENR , F2RUTRA :

« AWS B AR C++ #y SDK
« AWS #E AR Java V2 ¥ SDK
« AWS E AR Ruby V3 B SDK

ERBE

LT REREMAEBERREE Signature 5 4 RFERNSBUREHFH. FAEBREBEBENS
HRFINZEEAERESR . W Signature 55 4 REVFHEER , F2E (AM EREERE) FHEE
AWS API &Ko

Action
EFRITHEME,
BH 7
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AWS IRF &= sEHKE
ME 2

Version

MBS RATBEMN API IR |, LA YYYY-MM-DD # =X & Ro
A . F &

BE 2
X-Amz-Algorithm

BYRREERMEANEEREE,

R ELETHFRIMEHTTP BESEPMARTENR , BEELBE.
HHE . F&H

B MIE:AWS4-HMAC -SHA256

PHE  BRY
X-Amz-Credential
BREEE , WA EFSE , HPEEsfNWENSE. . SN EEREE., BFERNWERE ,

AR IEF R (“aws4_request’)o B THIEARR : access_key/YYYYMMDD/reglon/serwce/
aws4_request,

WEFMER , F2E (AM E£RERERE) FREILFEEZN AWS API FFR.

R . EREETHFEPMIEHTTP REEEDMARBENN , BIEERSE,
B . FE&

PHE  BIRE
X-Amz-Date

AREIHSHAEE, w4 ER 1SO 8601 EAHER (YYYYMMDD'T'HHMMSS'Z)), flan , AT
HHEIR R 2 A %M X-Amz-Date { : 20120325T120000Z

&4 . BATERKRMES , X-Amz-Date 52 , TARBEEARKESERNWAH. NRAEAH
BEEHA 1SO 8601 EAKR | BIFEE X-Amz-Date, EFH X-Amz-Date s , H—22ZB S A
EENE, MEFAEA , F208 (AM FREER) P8 AWS APl FREFZETE,

| e
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https://docs.aws.amazon.com/IAM/latest/UserGuide/create-signed-request.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/signing-elements.html

AWS 1EF &2 SEIEH
ME  BRY
X-Amz-Security-Token

EIBFEI AWS Security Token Service () NS H ERIF L £ FRFAWS STS, MFEXE AWS STSH
BREZERBRENREEE , F28 (AM EREER) RO TEE IAM EENAWS R,

Y MREFEARE NIRBFZLEAER AWS STS , BIXEEELREFH.
HR . FH

ME  BiRM
X-Amz-Signature

EEREZXENFRENITENEESRPITELEN T AAENRIBRE,
B EREESHTERMIEHTTP REZEPMARIENS , EEELLSE,
A . FE

HE  BiRG
X-Amz-SignedHeaders

EEMAMEARERR —MOMWRE HTTP RR. NFEERERENFEES , F2H (AM &
R&EER) PREILEE AWS API 3R,

R . ERETHFREPMIEHTTP RESEEFMNAREBENR , BEELBE,
F|H . FE&
ME - BIEG

® RIEER

REHHFTE AWS IRISHY API BIER RAVEEER. MFLRB < AP BMERISESER , FSEX AP
BERERE.

AccessDeniedException
18R 8 R FEE A AT Bk,

HTTP ARZEHS : 400
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AWS tRFEE BEES

IncompleteSignature
BREETHTE AWS X,

HTTP AREEHS : 400

InternalFailure
HRATHPEERR, FIARREHE , BEFREHN,

HTTP AREEHS : 500

InvalidAction
AR BMESIREEN, B IERRE ABE,

HTTP ARREHE : 400
InvalidClientTokenld

MR X509 BEH AWS FHLER ID T FEEREMAVREED.

HTTP ARREHE : 403
NotAuthorized

R BYATILEIMERIFT A,

HTTP AREEHS : 400
OptinRequired

AWS FE €8 ID FEFTE R

HTTP ARAEHS : 403
RequestExpired

BRIXEZERBEEBBNARRBER LZEMN 15 PiE | RECBBFRBH AR EM 15 piE
(PIINFE L ZE TR URL) , SEFRR LAY BB E RS EIR 15 7.

HTTP ARZEHS : 400

ServiceUnavailable
AR TRSFE |, FREAK.

HTTP ARAEHS : 503
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ThrottlingException
HRFERFE , RIEERERERE,
HTTP ARAESRS : 400

ValidationError

B AR MR AWS BRES 48 TE #Y BR Hl R4+

HTTP AREEHS : 400

IRH HTTP &5 R LAY AP

AEIEERAMER & API for AWS Account Management B —fi& & . T1F AP| BREREE ST
B, B2E AP 2%,

® Note

BRI FERAHED — @ AWS SDKs , A= EZEFIL AWS IRFEEEH APl. AWS SDKs&
SEERENKRESMES (Java, Ruby, .NET, iOS. Android & ) WEXEMEHIER
15, SDKsERHERENAR , LB LY AWS Account Management 1 2R E&5TFEL AWS,
flgn , HREHSEENITERNUBRBEELRBZHFAR. EEHBRURBBEHFR. 0FE
AWS SDKs WHHBIEA , BIFMATHRMELE , FZBEAR Amazon Web Services B T

>0

FEABEAN AWS IRFEBENERH API , B AN RESE, E# APIFBERE HTTPS K , H it
AEE Action B , LUEHEHRITHIRE, AWS IREEE X EMARERN GETH POSTHER., tiF
=i, API TEERGETSHHRLEEEMAE MBI EMEMA POST . 18 , GETEAREZE| URL XK/NHER
Hl, HEARIPREECRABRIES  B—i&FEHA 2, 048 EuiE. At , HREERAK/NNERH API
R, BUAEFBAPOSTHER.

EER XML X, MELEENGFHEEN , F28 AP 2E R @ERIEENEE.
FiE

. IR

- LEM HTTPS

- BB AWS IRFEE API R
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AWS iR F &1 ZEEE
Ll
Uiy B4

AWS Account Management § —fEFEEEXB RS (#MFEndts ) WE—2iH APl iImE. AWS
Ei

MBFE R AWS HEAESNEAET, , FLE THELABBAWS —BBE,
MER HTTPS

HREM AP I MERHBEF , Sl E£BAER , RWELEFER HTTPS RINEFRE API 55
Ko

TE AWS IRFEE API 53K

BRUEFEATFHEE D NABEENEBEE, MIEIETER AWS RIEFEAEZERAR AWS
WREEEMNBYE T, EALUEM AWS Identity and Access Management (IAM) £ & E A BRI
REFEAER , fIINEE IAM BEERANEAER,

HEERE APIFER , BEMFEA AWS Signature 58 4 W, WFEEA Signature 2 4 IRWABEEERA ,
28 (IAM EREER) FH%ESE AWS API 53

ZIU n¥%ﬂ1ﬁnﬂ nﬁ/BﬁTﬁJWQ

« AWS Z2 B - REBARATHREFIR AWSZ BRERN —KREF.

« IAM HHZLHREER - RHEFER IAM REHWER | UUHEHREEN AWS BR | ¥ AWS IRF
EEAPNER,
o IAM ERMZLEE - BRNMARINERATRMERZLERE,
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https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html

AWS tRFEE

BEES

RYECEE AWS IRFEHE

&Y AWS tRF EBAEE AWS BREMNERERE , TORARS, BRIFEZERNA , BRISEEREERNZ

AWS EiE4FEN

=@ AWS tRF #A T 3Rk FEEMEENE .

R

SEBZERFMStartPrimaryEmailu
pdate FXREE LR

Ry B ABHEABE AWS IRF

BEKRFNLITEEZEEFRUE
BEEBNLITEEEEFRYE

SEMFWERSAcceptPrimaryEmail
Update k=

SEKRFEMDeleteAlternateContact 5

F{EWRF#IDisableRegion FERZE
@R F#HEnableRegion FRE

A ERFMNGetAccountInformat
ion FER=E

SEAKFNGetAlternateContact FHR=E

SEKRFEMGetContactInformation R
x

SEFUERFSPGetPrimaryEmail &

X
5

SERFENGetRegionOptStatus FERZE

[

308 3K

3- &% BILLING, SECURITYH &—1&
OPERATIONS

6
50

BY 1R, REES®H1X

BRH1R, REEBYW 6 X

BR1R, BEESV 11X

BW 1R, BEESD 1R

BYHIR, BEEBYIX

BY 10X, REEBW 15X

\&

B 10X, BEESY 15K

BYHIR, BEEBYINX

BYWSX, BEESY SR

175



AWS IRF &=

BEES

&R

FEREKListRegions FERE
SEFFILEIRFHPutAccountName FER=E
FEKRSEPutAlternateContact FERE

AR FMWPutContactInformation &R
3

SEFYERSEHNStartPrimaryEmailU
pdate FER=E

[

BYWSXR, BEEBY SR
BH1R, BEEBV 11X
BUSXR, REEBYW X

BRHSR, BEEBY 8 IX

BW 1R, BEESD 1R
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AWS tRFEE BEES

EEMMENIKRSE

MR BT AWS 1RF |, X AEHBHE U ARE myHBZNE | SNERAEHRERENEE#
AWS B 75 Amazon Web Services India Private Limited (AWS India) 23]#9, AWS India @ E 2 &N
WREE , MAMNBRETSUNEREL (INR) M3EXTT (USD) 5, MEEE WEA AWS IRF |, 52
B BRELH AWS IRF,

MREHRF LR AWS HE |, FERATETNEFREEENIRS . NEBERA WML AWS €]
ERF. WE AWS HIERFHNHEBEN. EEFFRE  URMERRELEL K AIRFRE (PAN).

HAEMBEETERAFRER , AWS HEEQENEAFKRE 2 ELEWER. AWS HIESERET
KEBEM 2 B, EREBBEDETRSUBEENRIT,

&
- AWS IRF 2/ AWS EIEE
- EBRNEFREERN

AWS kP £ AWS EIE L

AWS EIEREE AWS BIA#E S . WREWEEANIRE LI VRENE , MBGBRRRIIRS
EA T HREFEM AWS EIERFE,

3

ALt AWS ENEIR P

-

BIER Amazon Web Services B B,
BIEEYT AWS IRF,

N

® Note

MREAWS RITBA |, HBRBARTFHE. mAAEREEA TG, NRNDAETIE
MAT AWS IRFIRFE | SFREEATRNIRE , RRBEFEIUHT AWS IRFIRF

. BAZKIRFEF. BRSNS FBAL  YAENIRFRESRERR.
4. BEBRIEA. BARFNEREIRS EFHRNSEMINEE.

5 EABHATIREABKRER, MBENBEU RIS U VANE K BFSNESKESRE
B E Bk (CERT-In) 3£HR , AWS AIXABXRREN BB RN G D ER , TEERFE AWS RIS FE
.
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AWS tRFEE BEES

10.
11.

12.

13.

14.

15.
16.
17.
18.

19.

BEBEIIREEF A ERENEBL BRI EANREFBRBN G LETNEBTSHRT. 4
W, MREHBFEHAATAMEIRFOCERE , SUARHYHIBERNEEEE., IEEISH
BUEREE | F2[the section called “FAREFERBN IS HNERHE",

BREEFFHER  EEURRMNRARIRG R , ARBEEE,
EIREEARE L  MALREEANARE R, ERFEEFELARULEN CVV,

HERBBPAN? T, IREARBERETRERBRRE LAVKAIRFERE (PAN) , FRER , A&
WA EK PAN, MIRERE PAN REZMEBERNE , FEES.

BERFIRE. AWS ERZBEFT , HESEENFHFBN 2 EXNER. £RETHE
AWS HIEEIRIE 2 Eft.

ERFEENS2ER L | ERIRFEMNEEZEMN.

BERREAKRIKRFEEENMERER, MRESEELNT. BB EBHFBRUMAFAEEER
ARABREEAEBNER, TEEEABTLURIE, EBXE K EEXEKLENAS,
BGRENEHEEE  EEZEANRENCEINEXHEE , YW ALNXHET.

(® Note

MREREARE , YN EERATRHNERBZENER , RAIZBEERATREA
NHEREITRE,

BELEAREFBRENERE,

MRRERBABHEAARDE A , UFBERELSEAUER. BRECRENEBY
ACHEARREFRBN XA BRER, NRCEESERRENBELABBINEE , LA
ERRIESEMERTRE,

RECHFAEURTARETRE , RERBEME,

RRIESEME  CEBEBTHARIEFRBERNEN. LETUERSRETHESR
BEELNBE AWS WEEREEERTRERE, LLXBEBESRES LFHMAWS B,
RELTEHEBMA (SMS) RESBERRBLNTHEERS,
BREHARDEERT , KEBALNTHEERS.

RREERE,
REEXEARTNTUR, L5E%, CREFH O SMS REBBHEPREIDLRD PIN
.

ERRENSHEAL  BALKEN PIN G, AEREHE.
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AWS tRFEE BEES

20. EEMXEMEER L , ERENXEFE , RREETHEM. BREENARGANEFRRE
%, CNIRFRERA K MALSWE —-HEFEHNH , BEBALIIRE,

(® Note
MRBEETREFFRE  YiFRELNARBIEINERE., Ut XH , BUEEER
REFATREFERE., MEFHMEN , 552 Bthe section called “fREBENEFFREE
Ao

BELENEFREER

ATHEHEEKESEEER (CERT-In) R , AWS ERFEFNIIFEFI AWS RFE 28 ,
FEWRETRBFENEDER. EHNE D VAFHASRENDERERBSi PN BETRE. &£
BREHE , AWS BREXAREREEER , URERHENEBRTHEAN T FRE M X4 1H B
HEAN, CEBRBIMREETCBEENBBLRAENH LETINABTEAN.

EEEHMENIREZBAMU  BEEARRFEREEH. EEENENBEAGEZ Nt | FS
Bthe section called “E# HWEEBIEA AWS IRF”, MRERELTAREZTFREWEMES , a0
REPHEZEBRANEMUFTBMEET , CUEEEEFHNIEHERETEHBBIEN.

BRELNE FRFEMNRE

BULEREEFREERN LRRENEFRENRE. NIRENRIREATERITIRI RN,
VREHMEFEFREEALRIUETRE.

BUENEFBREEN

FETHEFRRE  CEEREINONEXHRHEN. NFESHNRBHEEFE |, 52 Hthe section
called "ARNEFREMN T EINERN

s
W

1. & A AWS Management Console.
2. HEBINELA  BEENIRFERE (5B ) , ARERERS,
3. hHMERES , BEEEFRSE.

MREZAEARKEFRRES  CERINEYEFRERE,

4. REELHIANETEFRENNARBTEMETNEE, flu , MREHEEALAZMERRE
RIRF , EUARRXHF LETHERERE.
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https://console.aws.amazon.com/billing/home?#/paymentpreferences
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AWS R EEE BEEE

5. REHEELIBERNVEKENA. BELEENXHER  SAuEEE T EXHIEIEMEEMNEIAR, 0
RIELEFGER  BREXMHFWTEEAET B BEH,

6. EERR,

BEBREFEBHNE AWS EFREERR LRI FFREERNTARELSRNEA,

mELENTFREEN

BALREEFREET  SIARFEMNEEAN., AREE  UREGBEANBENERE,. XHE
B, XHLEHIXHEA.

NREFEARECFRBNEBRINHEE , ATHEANHER , RELESEEERRBEN Y
7o

1. B A AWS Management Console,

2. ESBEINALS  BERENIRFERE (A )  RARBRERF,

3. HEHMREYT K BEFTFBRE.

4. BERE A AREFEESENEA.

EREHEAR , FERTIES

- MRERETENER , FBLREFEAREFREN X LNEBT AR, flw, mRE
SFEIEA N AEMERRELRIRS  BLARK X LETRNEESRE,

- MRERETEANXHEE  SRFELENHEENEE (WER ) WEIR. XHLEPH

FRBEEFEX T R BB,
- MREHEARE  ATECEATEHMEBRBZENER , RAEZBEEATENEAXSHE
BETRE,

NEERSHBHERBE K F2/Bthe section called “AREFEBFEMN A ZZHEREG,
5. EEER,

NRRARFHEEREMLABARIEENG D , EREEBEFBARIIZTFRIERNEM
BRELSRNEA., BHALLREEFRERENE AWS EEREBERIRFBEER,

AREFREN I NERMF

EZUTINEBRREENRHERETEFRRE.
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AWS tRFEE BEES

® Note
THHANEZTRRHBFEE,

« PAN F - BBV NEEERN , KAIRFHRE (PAN) FESHHERKEBZBHREA. ATNEE
HHE—RBFTHBF. PANEHEFT , BREEXFENET , X5 AAAAALLLLIA, EEFEA
WX ETERE  SEXERMERE PAN XHEWEHABRR (BA) SRIBEH (B¥) &
FERRE®R, SR UEERARDENE SHEL , 8% PAN WE XM,

- ERGPR/EPIC- BEREPDHE , WBARBARF 2 (EPIC), SEHHNERBEESSHKBRIFEH
EERERNE-S5 KRR, R IDEPIC RBIETEFR , SFFIMAF. L LAFEH
EREZESENEAME , REER D AR, FEFALXMETRE  SL4ARB ELEFRR
HIEEMEE,

- BR-MREHNERTEREHMNERTLE  RMAESLEATRNNHERETRRE. ERRBIS
12-16 A7t , BEFE. BFNEZRIETFR, EEEARNHETRE  SL4ARKENEER
B, ¥ FEFANEENEE, SN EEKERN SR Parivahan Sewa #3% , BER
REBMM.

- ER-BERUTHANELARSsWRE , YA HABBRKITHE 2FH, EER Seva Kendra (PSK)
BITHERT BREXFBREAAZREBHNKE - RBFHF. ERERRBTE 15 A
FU, BRERFENET. BERRHBTR , EREZFVBIUENEERNER—EPKE, BEEF
AU HETRRE 6 SXERHENEERSN Y L EEBRNFE—BNRE B (GSERERR
1B ) . B LARIESIEEBH Passport Seva Kendra #81% |, 2 B RERBIBN G WM,

(® Note

RTETEFRRE K RAEIREMNERRCHEZRNBRERRR. NREWHNEERE
EHMERZE  SLAERTRNNEXFETEFRRE.

- NEIEMEE - QAEMERERHATEHE (MCA) BITH XM , AXHBEREMAEATR.
BERARE B NERENEZMN LT, SERBFHTS L EHBIMHRE (CIN) , ERM—HHEE
FIUEEM B 21 EF AR , SEFRNET. EEERALXHFETRE  B4F LB NFEMR
BEMNM, BALRIELRASHIMAOMYE , E CIN HERIE,

BAMERIRFEZITENNER R
- BRELAIRS - PAN =, ER ID F/EPIC, BERMER.
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https://eportal.incometax.gov.in/iec/foservices/#/pre-login/verifyYourPAN
https://electoralsearch.eci.gov.in
https://electoralsearch.eci.gov.in
https://parivahan.gov.in/rcdlstatus/?pur_cd=101
https://passportindia.gov.in/AppOnlineProject/statusTracker/trackStatusInpNew
https://www.mca.gov.in/content/mca/global/en/mca/fo-llp-services/findCinFinalSingleCom.html

AWS tRFEE BEES

o BHRADLEIRF - PAN FHIAREMER.

EIRIRH AWS ENERS

BRY THMEK I, EBERFHNEFRENEUARINIRFHEARE. MEEERFHN—RER ,
By BRELHIRE o

3
*

£ AWS Management Console #1117 T~ 5{E75 :

o FIE SR K AR

« REZEKAREHES

« the section called “BEEELHNEFRIBEH
. fmEZEREMRBEIRE (GSTs)

- BRBERE
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-account-payment-aispl.html#aispl-add-pan
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-account-payment-aispl.html#aispl-edit-pan
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-account-payment-aispl.html#aispl-edit-gst
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/manage-account-payment-aispl.html#aispl-view-tax

AWS IRF &=

Account Management f§£ A & 48 R Y U4 B &F 50 8%

T &8 AWS Account Management B9 3L AR AR .

BEES

#HRE &R APIs

gL = BB BRI E

N EEEFHH APIs

ERBEMIKREEE

FRRS MR ENE LS
i

ER¥aws-portal AR

<&

EEPUN

X EHHY GetAccoun
tInformation . #l
PutAccountName API 3
RBBEURFE BT, APIs

RIEETBRREEN T M
REEEEE K RAXEER
;Eo

XEFH StartPrim
aryEmailUpdate

GetPrimaryEmail A

AcceptPrimaryEmail
Update APIs , AR EHE
A ERFHNREAEETE
{31t AWS Organizations,
WMFBFHMER , FSEAWS
Organizations { EF&EIER)
P EHKERFPHEERE
E B4,

TEXRETREBMAKEE
B SR naEeEmsEN
EERFNIER,

MEAR , BT hEEE
YR IE C iR F EE T BER.

AWS ldentity and Access
Management 5 & Fi SR E
REH (IAM) Bi4E (Bl ,
aws-portal:ModifyA

B

2025 4 A 22 H

20251 A6 H

20246 A6 H

202452 A1H

20241 A5H

202451 A1H
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-acct-name.html
https://docs.aws.amazon.com/accounts/latest/reference/API_GetAccountInformation.html
https://docs.aws.amazon.com/accounts/latest/reference/API_GetAccountInformation.html
https://docs.aws.amazon.com/accounts/latest/reference/API_PutAccountName.html
https://aws.amazon.com/about-aws/whats-new/2024/01/aws-accounts-discontinues-security-challenge-questions/
https://docs.aws.amazon.com/accounts/latest/reference/API_Operations.html
https://docs.aws.amazon.com/accounts/latest/reference/API_StartPrimaryEmailUpdate.html
https://docs.aws.amazon.com/accounts/latest/reference/API_StartPrimaryEmailUpdate.html
https://docs.aws.amazon.com/accounts/latest/reference/API_GetPrimaryEmail.html
https://docs.aws.amazon.com/accounts/latest/reference/API_AcceptPrimaryEmailUpdate.html
https://docs.aws.amazon.com/accounts/latest/reference/API_AcceptPrimaryEmailUpdate.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-closing.html
https://aws.amazon.com/about-aws/whats-new/2024/01/aws-accounts-discontinues-security-challenge-questions/
https://aws.amazon.com/about-aws/whats-new/2024/01/aws-accounts-discontinues-security-challenge-questions/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/migrate-granularaccess-whatis.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/migrate-granularaccess-whatis.html

AWS IRF &=

BEES

BERERETEEHEES
IAM £ &iEm

HIEEEBIRFBIEAEEDN

R R
HAVB AR EF APIs

AWS IRFEEREZEER
AWS Organizations A E

#EABHE A

IR

ccount # aws-porta

) ERERER

1:ViewAccount

ExE.

TEXETRERSEE , 2
ERTE RN BB EH IR,

HABRRERAENFTREHR
—EEXE , HERERAEEE
MRXRXSZER , ELEEED
BEIAM EREERE.

EFEERRBNEFHM it
HFEREER

S EHM GetContac
tInformation #
PutContactInformat
ion APl., APIs

FBHRETVUEREHRN AWS
Organizations S & B KRR H#
HIBRE API ZFH |, EiB AWS
Organizations £ & EHEE
ERBIE A

AWS tRFEESEEENAAE
TN

2023 10 A8 H

20239 A 18 H

2023 9 A 12 H

2022 7 H22H

2022 2 A8 H

2021 59 A 30 H
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