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R ERFFER 20 A7 25 7T 13 BY 8GRI AR SR P R L £ W AR EUERN BEIR. W0 T AT RER GBI EN EIR
ReEpEBANFEHERFR , BLIEEBFSEEREA,

REANFIRD R ATRERBREAN IAM A, REANFHER, REANZESER , UK
EEREANRBENBERBRITITN IAM 88 | DUBBEEBIBEN S 25 FEURK.

BRTFAEGRZI , IAM Access Analyzer BIRMERFEHITHERE , UERNBHUEE i BE
IAM B3R, BOLMERBREL |, FREZEMEH CloudTrail BREFRENFEEBEENBERRERE
.

AISFRA BT LUEBRER LT NP IAM Access Analyzer 215, 215 IAM Access Analyzer
W—RER , F2E (AM E£AEERM) FHEA AWS Identity and Access Management Access

Analyzer .
AXHEREMARA 2025 F6 A 30 H,

API fRZ 2019-11-01 1


https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html

IAM Access Analyzer

APl &

B

XEULTEE

* ApplyArchiveRule

» CancelPolicyGeneration
* CheckAccessNotGranted

* CheckNoNewAccess
* CheckNoPublicAccess

* CreateAccessPreview

» CreateAnalyzer

* CreateArchiveRule

* DeleteAnalyzer

¢ DeleteArchiveRule

* GenerateFindingRecommendation

* GetAccessPreview

* GetAnalyzedResource

» GetAnalyzer
* GetArchiveRule

+ GetFinding
* GetFindingRecommendation

* GetFindingsStatistics
* GetFindingV2
* GetGeneratedPolicy

» ListAccessPreviewFindings

* ListAccessPreviews

» ListAnalyzedResources

* ListAnalyzers

* ListArchiveRules
» ListFindings

* ListFindingsV2

API hZ 2019-11-01 2



IAM Access Analyzer APl &

+ ListPolicyGenerations

» ListTagsForResource

+ StartPolicyGeneration

» StartResourceScan

» TagResource
» UntagResource

* UpdateAnalyzer

» UpdateArchiveRule

» UpdateFindings

» ValidatePolicy

API hRZ 2019-11-01 3
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ApplyArchiveRule
ENERAHFRUIIFEHEFRAMGHNREHELRE.
—Knn /.

PUT /archive-rule HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ruleName": "string"

}

i

URI E3R2 &
AERTEFEHAEM URI 28,

AREZHA JSON BB THIER,
analyzerArn
P HTERHY Amazon BIRE# (ARN),
BH . 78
B [~ ] [~ ]* [~ ]* [~ )% [A D% ranalyzer/. {1,255}

ME 2

clientToken

RE &K

ruleName

EEANKRAERE,

ApplyArchiveRule API RxZx 2019-11-01 4



IAM Access Analyzer

APl &%&

HH . F&H
RERS : RETRA 1. RELRA 255,
X : [A-Za-z][A-Za-20-9_.-]1*

PVE .2

Bl FE5E

HTTP/1.1 200

ClETE
MREMERL , AIRBEEREZ HTTP AXXH HTTP 200 @ FE,
R ER

MEFMBBER RERNEN , F2RERER,
AccessDeniedException
8RB R FER A BT Bk,

HTTP ARAEHS : 403

InternalServerException
R EB Al AR 2R ER AR o

HTTP AREEHS : 500

ResourceNotFoundException
BAEEENEIR,

HTTP ARRERS : 404
ThrottlingException

w B PR B ER RR

HTTP #REEES : 429

B FEFE &

API fRZ 2019-11-01 5



IAM Access Analyzer

APl &

ValidationException

(]
73

MEEEHD—EFESHTE AWS SDKsHEALL API FFHER |

B HISMIR IR R

HTTP #REEHS : 400

=
[

¢

B

AWS 55T E

AWS B AR .NET #Y SDK

AWS JE AR C++ #y SDK

AWS @A Go B SDK v2

AWS B AR Java V2 HEREH
AWS B AR JavaScript V3 By SDK
AWS & A Kotlin 89 SDK

AWS @A PHP V3 #J SDK
AWS E AR Python B SDK

AWS & AR Ruby V3 #y SDK

fait

=

¥

BTIAR :
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ApplyArchiveRule

IAM Access Analyzer

APl &%&

CancelPolicyGeneration
BUHE RN EE L,
SR Y

PUT /policy/generation/jobId HTTP/1.1
URI RS 8
55}2 EFHTEIJ URl ﬁ%o

jobld

StartPolicyGeneration #&{EJobIdEEIf , JobId FJEE & HE fiE

FGetGeneratedPolicy AMEENEARYEUIR , (B #EEACancelPolicyGeneration ABUH

BEREEHE KR,
PHE 2

AR
AREEFRRER

Bl FE 5

HTTP/1.1 200

BlETE
WMREERTY , AIRBESEREZ HTTP RXXH HTTP 200 EIFE,

$H AR
MEFABERRBBOER

’:in'ln

A2RE RiER.

AccessDeniedException

1R8N EFEE T T L EF,

CancelPolicyGeneration

API fRZs 2019-11-01 7



IAM Access Analyzer APl &

HTTP #RREHS : 403

InternalServerException

W& ] AR 3R §E 2R o

HTTP #REEHS : 500
ThrottlingException

#E B PR B 85 RR

HTTP #REEHS : 429

ValidationException

B HISMIR LR R

HTTP AREEHS : 400

MBI E T —BE S HE AWS SDKsHERIL API (EHEET,  HSHTIRE -

« AWS RSN E

WS ERAR .NET # SDK

WS EAR C++ B SDK

WS i@ AR Go By SDK v2
WS BAR Java V2 BB EH

« AWS i AR JavaScript V3 By SDK
WS
WS ]
WS
WS

i AR Kotlin B SDK
B PHP V3 By SDK
EAR Python B SDK
B Ruby V3 B9 SDK

fait

EEE API hZ 2019-11-01 8


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CancelPolicyGeneration

IAM Access Analyzer AP| 2&

CheckAccessNotGranted

BRERRRERAFFEENFR.
BRE

POST /policy/check-access-not-granted HTTP/1.1
Content-type: application/json

{
"access": [
{
"actions": [ "string" 1],
"resources": [ "string" ]
}
1)
"policyDocument": "string",
"policyType": "string"
}

URI 585k &

/|

AR N EEREM URI 28,

AR
=

AREZERA JSON A THER.

dCCess

FEYH  HPSSEERERTER FHFT, MRRIBETEEIE , IAM Access Analyzer B E K
RHPEMERLLEREFENMELEH —1E peform B)fE, MR RIBEEER , Bl IAM Access Analyzer
BREFR , UHEL —BERHATEMEE, MRERIEESHEMEIR , IAM Access Analyzer
EREFIE , UEHED —BEENERRTED —EIEENEE,

¥EA . Access YW FET
fEHRE : HEETRA 0, HEHLREA 1.

ME 2

CheckAccessNotGranted API igZs 2019-11-01 9



IAM Access Analyzer APl &

policyDocument

BEBRAARR JSON BRI,
R . FH
ME 2

policyType

HERNEH, FOBREXFURT IAM 8, F2BXEE AV A6, ERENFHENZEMN
RERBUR

ERBERERT AWS BRIFF A, BREKRSHE IAM BENEEBER , L% Amazon S3 f#ET
BN REFEER,

HR . 7R
B{E:IDENTITY_POLICY | RESOURCE_POLICY

VE .2

Bl 75>

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
1)
"result": "string"
}

EIETE

WMREMERD , BIRREER HTTP 200 EFE,

Bl FERE & APl iRZ 2019-11-01 10



IAM Access Analyzer APl &

RIS EER T 5] JSON KXW ERL

message

EHREAFEEFDNWAR.

HR . FH
reasons
ERHENEIR,

F{A . ReasonSummary Y FE%

result

BRERBAMFINGER, MRERA PASS |, RIEENBERT A I FHEMEEF T,
MRFERS FAIL , AIEEN BRI RS A FEY4 PR B2 RNEIEFT.

HR . FH

BME:PASS | FAIL

i)

NMEFMBBFEERERNET , F2EERER,

3

AccessDeniedException

1828 EHEFEET AT LB,

HTTP #REEHS : 403

InternalServerException
A BR Al AR B 85 3R

HTTP AREEHS : 500

InvalidParameterException
EENSBEN.

HTTP ARZEHS : 400

$aER API fRZ 2019-11-01 11
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ThrottlingException
A Ei PR B $R ER

HTTP ARREHS : 429

UnprocessableEntityException
ELREEENER,

HTTP ARREHS : 422

ValidationException
BT IR LSRR

HTTP AREEHS : 400

=
[

¢

B

WEEHP—EFESIE AWS SDKsHEA L API (WFFEMEER , B

(]
73

B

R TIRA :

« AWS @S5I HE

- AWS BAR .NET By SDK

« AWS BAR C++ By SDK

« AWS B AR Go #J SDK v2

« AWS E AR Java V2 #J SDK

« AWS i AR JavaScript V3 #J SDK
« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK

fait
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckAccessNotGranted

IAM Access Analyzer

APl &

CheckNoNewAccess

RERFRABRMEL , EMNEERE AFHFIG
MFESEPRWES , I 7HRIOARENNITETRRRELRERFIE

E2E GitHub

EH IAM Access Analyzer BETBUR R EESIRTE. LRTFEDPNSEBREEEER

FexistingPolicyDocumentiER2#,

EELER
Eﬁ:jzn%;/

POST /policy/check-no-new-access HTTP/1.1

Content-type: application/json

{
"existingPolicyDocument": "string",
"newPolicyDocument": "string",
"policyType": "string"

}

URI FER S8

ARTEEREM URI B8,
mREm

FAREZERA JSON XM THER,

existingPolicyDocument

RERBBRARE JSON BRI .

HR . FH
ME 2

newPolicyDocument

REEHRBERARK JSON BRI f+.

BHR . FH
MHE 2

CheckNoNewAccess

API k7 2019-11-01 13


https://github.com/aws-samples/iam-access-analyzer-custom-policy-check-samples

IAM Access Analyzer

APl &

policyType

EHBNBREE, SOBRESKFIRT IAM X8, 55BREE IAM A6, EAEMNEEN

ZEMABRBUR,

ERBRERT AWS RN, ERBEREIE IAM BEMNEEEEEK , LKk Amazon S3 f#FET
BNRTFIEBR, SUARH—MK@A , SIUNSSBERIEFRBER , WEEBA , SIMZERE

= Amazon S3 & FEEBBR,

BFH . FH

BME:IDENTITY_POLICY | RESOURCE_POLICY

ME 2

Bl FE R %

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number

}
]I

"result": "string"

}

Bl fE T 3R
WRBAERY , MRBEE HTTP 200 EIFE.
BRAS B EE T 5 JSON &R EH,

message
BEHEFRNBERS AFHMEFRNAR

B FEFE &

API fRZ 2019-11-01 14
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APl &

HR . FH
reasons

fERAVHEIER A,

A - ReasonSummary Y- FE7

result

BREFFIENGER, MRERA PASS , AIEHMBNBERFAFHMNEFR, MRERA FAIL , B

Y BUR AT RE & SURTHTHY 17 B
H|A . FH

AME:PASS | FAIL

§5

NMEFMBBFEERERNET , F2EERER,

3

AccessDeniedException

1828 B EFEET AT LB,

HTTP ARAEHS : 403

InternalServerException
R EB A AR 2R ER AR o

HTTP AREEHS : 500

InvalidParameterException
EENZSBEY.

HTTP ARAEHES : 400
ThrottlingException

7 B PR B8R RR

HTTP ARAEHS : 429

API fRZ 2019-11-01 15
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UnprocessableEntityException
ELREREENER,

HTTP ARREHS : 422

ValidationException

B HISMIRILERRR

HTTP #REEHS : 400

=
[

¢

B
MBLELH—BESHE AWS SDKsHEM UL API EHRET |

(]
73

A2RETIRE

SIINE

AR NET B SDK

AR C++ #) SDK

AR Go By SDK v2

B Java V2 By SDK

R JavaScript V3 9 SDK
FA Kotlin #5 SDK
B PHP V3 By SDK

R Python By SDK

A Ruby V3 BY SDK

« AW

>

W
W

>

@@@@@@fﬂ@@ub

S
WS i
WS i
WS i
WS i
« AWS ]
S1
S1
WS i
WS i

EEE API k7 2019-11-01 16


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckNoNewAccess

IAM Access Analyzer AP| 2&

CheckNoPublicAccess

BREERBREEAUUR THEEEREEN LR FIE,
HRE

POST /policy/check-no-public-access HTTP/1.1
Content-type: application/json

{
"policyDocument": "string",
"resourceType": "string"
}
== <
URI FER8#

ERTEEHAEM URI B8,
EREE
SERIZEZEHA JSON B T HEHR,

policyDocument

AR BTN JSON BUR T4+,
HE . FH

VE B

resourceType

EMLARTFRNERER, flin , EEMRZE Amazon S3 FEEFEIFEMNAREI , B LUEE
AWS: :S3::Bucket BEJRER,

HRAXEBAERENERER , IAM Access Analyzer #&EE 855,
BHR ;7R

BWE:AWS : :DynamoDB: : Table | AWS::DynamoDB::Stream |
AWS: :EFS::FileSystem | AWS::OpenSearchService: :Domain |
AWS: :Kinesis::Stream | AWS::Kinesis::StreamConsumer | AWS::KMS::Key

CheckNoPublicAccess API WRZAX 2019-11-01 17
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| AWS::Lambda::Function | AWS::S3::Bucket | AWS::S3::AccessPoint
| AWS::S3Express::DirectoryBucket | AWS::S3::Glacier |

AWS: :S30utposts: :Bucket | AWS::S30utposts::AccessPoint |

AWS: :SecretsManager::Secret | AWS::SNS::Topic | AWS::SQS::Queue

| AWS::IAM::AssumeRolePolicyDocument | AWS::S3Tables::TableBucket
| AWS::ApiGateway::RestApi | AWS::CodeArtifact::Domain |

AWS: :Backup: :BackupVault | AWS::CloudTrail: :Dashboard |

AWS: :CloudTrail::EventDataStore | AWS::S3Tables::Table |

AWS: :S3Express: :AccessPoint

ME 2

Bl FE 5

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
1,
"result": "string"
}

Gl fET R
MRBER , ABRIEE HTTP 200 B,

R EERE T 5| JSON KXW ER

message
BEHEEBRERREAFLRENR ERMAS.

API iRZ 2019-11-01 18
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APl &%&

reasons
EEERBRETEREEN L NEEFIENREBE,

A - ReasonSummary Y- FE7

result

BREHEEERAENLREINGER. NRERA PASS |, AIBRFAAFLAFREIEENERE

B, MRERB FAIL , BERAES AL REFIEENERER,
R . FH

BME:PASS | FAIL

i}

NEMRBFEERERNEN  F2EERER.

3

AccessDeniedException

1R A RAFEETHAITIHEIF,

HTTP #RREHS : 403

InternalServerException
A BR Rl AR 25 85 3R

HTTP AREEHS : 500

InvalidParameterException
EENS#EN.

HTTP ARAEHRS : 400
ThrottlingException

w8 B PR B8R RR

HTTP ARAEHS : 429

UnprocessableEntityException

EIREEENER.

API iRZ 2019-11-01 19
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APl &

HTTP ARREHS : 422

ValidationException
BT IR LSRR

HTTP #REEHS : 400

=
[

¢

B

MEEEHD—EFESHTE AWS SDKsHEALL API FFHER |

(]
73

« AWS @S5I HE

- AWS BAR .NET By SDK

« AWS BAR C++ By SDK

« AWS B AR Go #J SDK v2

« AWS E AR Java V2 #J SDK

« AWS i AR JavaScript V3 #J SDK
« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK

fait

=

¥

BTIAR :
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckNoPublicAccess

IAM Access Analyzer

APl &

CreateAccessPreview

BUFNAE , IRLEBEERF I ZH0EEEZRHN IAM Access Analyzer BREFE.,

ERE

PUT /access-preview HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"configurations": {
"string" : { ... }
}
}

URI F5RE %

ARTEEALM URI SR,

R X8

HRIEZIRA JSON BB FHIEH,

analyzerArn

ARELEFIAENIRE 24728 ARN, &R

mAE,

HR . F&H

BEBE AR AccountBBE MActiveREEN DT ENTF

B [A]*[A:]*[A:]* [~ ]*: [~ ]*:analyzer/. {1,255}

VE B

clientToken
AFIm=Ff,

BAE . FaH

CreateAccessPreview

API fRZ 2019-11-01 21


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer AP| 2&

BE B
configurations

AREAFNRECERNFREZEGER, FRAECSEAEZENFEUESERAFHERET
ABEMNBERE, BELARTE—ETE.

¥R : Configuration¥) AR Y = &=

PVE .2

Bl FEFE %

HTTP/1.1 200
Content-type: application/json

{

IIEII: Ilstringll

}

EIfETE
WREMERTD , RIBRISE R HTTP 200 =&,
RIS EEE T JSON #BXWEH.
id

FIFEERME— D,

BA . F&H

B3 : [a-T0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

i}

NMEFMBBFEERERNET , F2EERER,

3

AccessDeniedException

1R B E N EFIE T T EF,

Bl FERE & API fRZ 2019-11-01 22
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HTTP #RREHS : 403

ConflictException

ERBIAMR IR

HTTP #REEHS : 409

InternalServerException

M &) A 2R 85 BRo

HTTP ARZEHS : 500

ResourceNotFoundException
BT EEENEIR,

HTTP ARAEHS : 404

ServiceQuotaExceededException

AR BI SR AF SRR,

HTTP ARAEHS : 402
ThrottlingException

a8 B PR B #R RR

HTTP ARAEHS : 429

ValidationException

B ISR LR ER

HTTP ARZEHS : 400

T3

T H A — B S HE AWS SDKsH B It AP| WEHEEF, , BBBTHIAR -

j:l

« AWS =% E
« AWS EARK NET 8 SDK
« AWS BRR C++ By SDK

EEEY API iRZ 2019-11-01 23


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateAccessPreview
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateAccessPreview

IAM Access Analyzer

APl &

CreateAnalyzer
BIEHIE SR 8,
A OREED

PUT /analyzer HTTP/1.1
Content-type: application/json

"analyzerName": "string",
"archiveRules": [

{
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1,
"exists": boolean,

neq": [ "string" ]

+

"ruleName": "string"

1,
"clientToken": "string",
"configuration": { ... 1},
"tags": {

"string" : "string"

o
"type": "string"

URI 583k2 %
ERTEFEHEA URI 28,
BREEE

AREZHA JSON BN TIIER.

CreateAnalyzer
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analyzerName

ERVUNDMBRER,

WA . FH

RERH : RETRA 1. RELRA 255,
B3 : [A-Za-z][A-Za-20-9_.-]1*

VE B

archiveRules
EEEASMBMENEFESRA, HEANSEHHFRHELARAERZE 2 RHNEEEE,

R : InlineArchiveRule #1445l

PNE &
clientToken

A EImFRFo

B FH

RE &K

configuration

EESMBNERE, MRIMB[RREANEFNDMR , AEENREAFTNEES ARNERE, W
RoMBERABEIMDER , RiEENARFED #T 8l ARERE.

A . AnalyzerConfiguration ¥4

AR AR Uniono REEREEREE A —EKE.

PNE B
tags

EEAEDESRNE/ELMES|, B LIER—4H Unicode &, #¥F., Z#K.
+H -,

— 0\/\ R RN

HREBRS|IE , ZUUEERES 1 2 128 BF tE , BTFENLE NFEaws o
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HRERE , BUUEERES 0 B 256 f8F T EH.

BH . ZHRIFHRE

PE B
type

ERVNONREE, SERESERFRAREY —EoHF. SEARISSEAMSZTIUEYL S5

182 4728

HA . FH

B M{E:ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS |
ORGANIZATION_UNUSED_ACCESS | ACCOUNT_INTERNAL_ACCESS |

ORGANIZATION_INTERNAL_ACCESS

ME 2

Bl FE 5

HTTP/1.1 200
Content-type: application/json

{

}

arn": "string"

ol fE T 3=
WMREERTD , RIBRISE R HTTP 200 = FE,
RIS EERE T 5] JSON KXW ERL
am

&SR A 2 #T8F ARN,

F|A . FE&

B [Ac]* [~ ]* i [A:]* [~ 1% [~ ]*:analyzer/

.{1,255}

B FEFE &
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R AR
WEMEBERERERNES  F2HRERER.
AccessDeniedException

8RB R AT EE R T L ENE

HTTP ARAEHS : 403

ConflictException

FROISRILERER

HTTP #REEHS : 409

InternalServerException

& fa] AR B 85 5R

HTTP AREERE : 500

ServiceQuotaExceededException

& BRI 5| SRAVEERR,

HTTP ARAEHS : 402
ThrottlingException

)IL ISE %‘J n/\ [

HTTP ARAEHS : 429

ValidationException

B HISMIR LR RR

HTTP AREEHS : 400

g

S H

\

WEEHEHP—EFESHE AWS SDKsHEALL API (IFFHIERR |

« AWS %I E

Z2RTIAR

R
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateAnalyzer

IAM Access Analyzer APl &

CreateArchiveRule

REENTMBEZLHFHRAU. FEANSEDFENNBERTE  ELHAEBTERNTSLELRAK
FREZRB R

EETHMUARBURERANEZESS b F28 (AM EAEERM) T8 IAM Access Analyzer &
BEE,

nﬁ_ﬁnnl

PUT /analyzer/analyzerName/archive-rule HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" ],
"eq": [ "string" 1,
"exists": boolean,
"neq": [ "string" 1]
}
1,
"ruleName": "string"
}

URI 5835k 2 &

AREEA TS URI 28,

analyzerName

BIYNDHBRER.
RERS : RETRA 1. RELREA 255,
= : [A-Za-z][A-Za-z0-9_.-1*

VE 2
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APl &

AREM
AAREZ A JSON BN TIER.
clientToken

RAFIRFRo

LI

ME B

filter
b= U] R
A : Criterion¥) 4IRS Y F &

VE B

ruleName
ERVHRAERE,
A . TR
RERS : RETRA 1, RELRA 255,
B3 : [A-Za-z][A-Za-20-9_.-]1*

ME 2

N2y
SH

ik
[=]

G

HTTP/1.1 200

G et R
WRBERY , URBEHE L HTTP R HTTP 200 BIFE,

R AR

NMEFMBBFEERERNET , F2EERER,

EEET )
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AccessDeniedException

AN

HTTP #REEHS : 403

ConflictException

ERBIARRIER

HTTP #REEES : 409
InternalServerException

W &R AR 3R 8 R0

HTTP AREEHS : 500

ResourceNotFoundException

BAREENER,

HTTP AREEHS : 404

ServiceQuotaExceededException

AR 5 SR AT SRR

HTTP ARRERS : 402
ThrottlingException

AR EI R FIEIB R

HTTP ARREHS : 429
ValidationException

B HISMIR LR R

HTTP AREEHS : 400

R

S H h— S 45 AWS SDKsH ik AP| (EEMAET |

« AWS %I

1R B EHEIRE T AT LB,

Z2RTIAR
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateArchiveRule
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APl &%&

DeleteAnalyzer

MBRIEEM D28, EEMBRD RS , BASREREPWIRFEBEER IAM Access

Analyzer, S HBRELNFIERERRBEMER. BEEERLBE.

ERE

DELETE /analyzer/analyzerName?clientToken=clientToken HTTP/1.1

URI 585k &

AEREEATY URI B8,

analyzerName

EMBRY D HTERE B

RERS : RETRAB 1, RELERA 255,

= : [A-Za-z][A-Za-z0-9_.-1*

ME 2

clientToken

RAFEmFR,

HTTP/1.1 200

EIETE

MREEXRT , AREEER

HTTP AXH HTTP 200 EIFE,

DeleteAnalyzer

API fRZ 2019-11-01 34



IAM Access Analyzer APl &
FHER
MEFRBEER REERNEA ,

3
¢
&n
ell3
m
=
? "Inl

AccessDeniedException

1R B EHEIRE T AT LB,

HTTP ARAEHS : 403

InternalServerException

M &) AR 3R §E 2R

HTTP AREEHS : 500

ResourceNotFoundException
BAEEENER,

HTTP ARAEHRS : 404
ThrottlingException

7 B PR B8R RR

HTTP ARAEHS : 429

ValidationException

B B AR EE R

HTTP AREEHS : 400

v

B

MFEEP—EFESHE AWS SDKsHEALL API BVFHER , F2RTIREA

]
7Jﬁ

« AWS RS E

« AWS B AR .NET B SDK

« AWS B AR C++ By SDK

« AWS B AR Go By SDK v2

« AWS EAR Java V2 WEIREH
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/DeleteAnalyzer

IAM Access Analyzer

APl &

« AWS i AR JavaScript V3 #J SDK
AWS & A Kotlin B9 SDK
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https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/DeleteAnalyzer
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APl &

DeleteArchiveRule
MRS EREFHR A,

SEL SR
nﬁsknn/

DELETE /analyzer/analyzerName/archive-rule/ruleName?clientToken=clientToken HTTP/1.1

URI 7ER28
wREEA TS URI 28,
analyzerName

EZ M BRAY 17 5 AU AR BRBRAY 20 47 25 B F
RERS : RETRAB 1, RELERA 255,

= : [A-Za-z][A-Za-z0-9_.-1*

VE B

clientToken

RAFmRFR,

ruleName
EMBRORAERE,
RERH : RETRA 1, RELREA 255,

= : [A-Za-z][A-Za-20-9_.-1*

HTTP/1.1 200

DeleteArchiveRule
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B fE &
MREERD , AIRBEEREZ HTTP AXH HTTP 200 @ FE,
#HER

MEFMBBEERERNEN  F2RERER,
AccessDeniedException
18R 8 R FEE A AT Bk,

HTTP #REEHS : 403

InternalServerException

R &) AR 3R 85 2R o

HTTP AREEHS : 500

ResourceNotFoundException
BAEEENEIR,

HTTP ARBESRS : 404
ThrottlingException

a8 B PR B8R RR

HTTP AREEHS : 429

ValidationException

B AR IR RR

HTTP AREEHS : 400

e
MFAE K o — S HE AWS SDKsH £l AP WEHBER , HSHMTHRR

« AWS SR ¥INH
« AWS BRAR NET B SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/DeleteArchiveRule

IAM Access Analyzer

APl &%&

GenerateFindingRecommendation

RAREANFIRERREILER.

== =F L
EEBREE/

POST /recommendation/id?analyzerArn=analyzerArn HTTP/1.1

URI RS H
EREFEA T URI BE,

analyzerArn

DHERHY ARN , AREAFAERERER,

B [Ac]*[A:]* [~ ]* [~ ]*:[A:]*:analyzer/. {1,255}

VE B

HELREZNE— 1D,

RERH : RETRA 1, RELRA 2048,

ME 2

HTTP/1.1 200

EETE

WMREBERI , AIREEE@MEZ HTTP AXH HTTP 200 E &,

GenerateFindingRecommendation
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APl &

R AR
MEMEBEERERNES , F2HRERER.
AccessDeniedException

8RB R AT T L EIE,

HTTP ARAEHS : 403

InternalServerException
A BR Rl AR 2R #5 3R

HTTP ARAEHRS : 500
ThrottlingException

w8 B PR i BB 8 RR

HTTP ARAEHS : 429

ValidationException

B BRI ERRR

HTTP AREEHS : 400

MEEHP—EFESHE AWS SDKsHEA L API FFHER |

« AWS @S5I E

« AWS B AR .NET B SDK
S EHAM C++ K SDK
WS E AR Go By SDK v2
WS B AR Java V2 5 SDK

« AWS & B JavaScript V3 B SDK
WS &
WS &
WS i#

R Kotlin B9 SDK
AR PHP V3 By SDK
B Python # SDK

Z2RTIAR
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https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GenerateFindingRecommendation

IAM Access Analyzer APl &

« AWS JEA® Ruby V3 By SDK

Rl
T
Vi
=
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IAM Access Analyzer APl &

GetAccessPreview
MRS E S M EEREENHEEA.
AR

GET /access-preview/accessPreviewId?analyzerArn=analyzerArn HTTP/1.1

URI 583k ¥

AREEMA TS URI 28,

accessPreviewld

FEFEERIME— 1D,
B3 : [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}
VR =
analyzerArn
ARELEFIEEN 22 ARN,

B [Ac]* [~ ]* [~ ]* [~ 1% [~ ]*:analyzexr/. {1,255}

VE B

AREM
AREBEFRER,
B

HTTP/1.1 200
Content-type: application/json

{

"accessPreview": {
"analyzerArn": "string",
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APl &

"configurations": {
"string" : { ... }

},

"createdAt": "string",

"id": "string",

"status": "string",

"statusReason": {
"code": "string"

G TR
IMRBERLT , AIBRISEE HTTP 200 EIFE,

R EERE T 5] JSON KXW ERL

accessPreview

BEFRAEABREAN YT,

A . AccessPreview Y14

§5

NMEFMBRBFEERERNET , F2EERER,

3

AccessDeniedException

18R 8 EHEFEET AT BN,

HTTP ARAEHS : 403

InternalServerException
A ER Al AR RS ER 3R

HTTP #REEHS : 500

ResourceNotFoundException

BAREENER,

E)PES
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HTTP AREEHS : 404
ThrottlingException

A B PR B R RR

HTTP #RREHS : 429

ValidationException

B HISMIR LR R

HTTP #REEHS : 400
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https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAccessPreview

IAM Access Analyzer APl &

GetAnalyzedResource
BB 2 TR EBEE A,

® Note
RENEFID Hes S <R BF.

EEASEH
Eﬁ:jzn%il
GET /analyzed-resource?analyzerArn=analyzerArn&resourceArn=resourceArn HTTP/1.1

URI SRS H
AREEATS URI B8,

analyzerArn
ERPEIERAN D2 ARN,

B [A]*[A:]*[A:]* [~ ]*: [~ ]*:analyzer/. {1,255}

PNE 2
resourceArn

EHEHEEIE A ZEIRN ARN,
*ﬁ:—& : arn:[A:]*:[A:]*:[A:]*:[A:]*:.*

HTTP/1.1 200
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Content-type: application/json

{
"resource": {
"actions": [ "string" 1],
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"isPublic": boolean,
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"sharedVia": [ "string" ],
"status": "string",
"updatedAt": "string"
}
}

EIi S
WMREMERT , BIRRIEER HTTP 200 EFE,
R EEE T3 JSON XN ER,
resource
‘@& IAM Access Analyzer =5 i EREFFTIR B E AR AnalyzedResource 1,

/A . AnalyzedResource ¥4

5
MEFMBBEERERNER ,

g

N

s
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i
? Ilg

AccessDeniedException

1828 EHEEET AT B,

HTTP #RREES : 403

InternalServerException

M & ] A 3R 85 2R
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HTTP AREEHS : 500

ResourceNotFoundException
KABEENEIR,

HTTP AREEHS : 404
ThrottlingException

BRI PR Hl IR §5 3R,

HTTP #REEHS : 429

ValidationException

B HISMIR LR R

HTTP AREEHS : 400

\\‘)ft

i
MBI H F—EESHE AWS SDKsHEMA L API BWSHEET |

=
JUE

A2RETIRE

« AWS RSN E

- AWS BAR .NET By SDK

« AWS BEA R C++ B SDK

« AWS E AR Go B SDK v2

« AWS E AR Java V2 #J SDK

« AWS iE AR JavaScript V3 #J SDK
« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK
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GetAnalyzer
FEEUEE 2 T3S0 AE B E L

—.}iFII:I/

GET /analyzer/analyzerName HTTP/1.1

URI 5ER2 %
EREEATY URI B8,

analyzerName

SIS MR E B,
RERS : RETRE 1, RELRA 255,
X : [A-Za-z][A-Za-20-9_.-]1*

VE B

ERES
EREEEREM,
IE”'EE»FII:I/

HTTP/1.1 200
Content-type: application/json

"analyzer": {
"arn": "string",

"configuration": { ... 1},
"createdAt": "string",
"lastResourceAnalyzed": "string",

"lastResourceAnalyzedAt": "string",

"name": "string",
"status": "string",
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"statusReason": {
"code": "string"

1,

"tags": {
"string" : "string"

iy

type": "string"

Bl fETHE
WMEREERTI , BIIRFER HTTP 200 EFE,
RIS EERE T %] JSON R EH,

analyzer
SEPMERMHEEERANAnalyzerSummary ¥,

A . AnalyzerSummary ¥4

5

NEMRBFEERERNEN , F2EERER.

3

AccessDeniedException
1R

1R 8 E N EEE T T L ENF,

HTTP iRREHS : 403

InternalServerException
A BR Al AR B £5 3R

HTTP AREEHS : 500

ResourceNotFoundException
BAEEENER,

HTTP ARREHS : 404

E)PES
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ThrottlingException
A Ei PR B $R ER

HTTP ARREHS : 429

ValidationException

B HISMIRILERRR

HTTP #REEHS : 400

¢

B
MBLELH—BESHE AWS SDKsHEM UL API EHRET |

=
JUE

« AWS RS E

WS ERAR .NET # SDK

WS EAR C++ B SDK

WS i@ AR Go By SDK v2
WS @A R Java V2 By SDK

« AWS i AR JavaScript V3 #J SDK
WS
WS
WS
WS

i AR Kotlin B SDK
AR PHP V3 By SDK
EAR Python B SDK
B Ruby V3 B9 SDK

A2RETIRE

API k7 2019-11-01 51


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetAnalyzer
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GetArchiveRule

HEHBFARAUANEEET.

EETHUAREUHFRAUANGESR  F260 (AM EAEERE) P IAM Access Analyzer &
Eﬁﬁﬁo

EELER
Eﬁ:jzn%il

GET /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1

URI RS &
AREEA TS URI 28,
analyzerName
ERPHEBRBN S ERE .
RERS : RETRA 1, REERA 255,

=X : [A-Za-z][A-Za-20-9_.-1*

PE 2

ruleName
EREEE R A B,
RERS : RETRA 1, RELRA 255,
B3 : [A-Za-z][A-Za-20-9_.-]1*

VE B

ERETE
ARRBAERER,
el Ed

HTTP/1.1 200
Content-type: application/json
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{

"archiveRule": {
"createdAt": "string",
"filter": {

"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
I
"ruleName": "string",
"updatedAt": "string"
}
}

G TR
MRBAERY , RBHEE HTTP 200 EIfE.
AR & E T 5 JSON X &H,

archiveRule

BEHEFRANMERER. FEAANSEDFENNEBEE  SLHBFERFS LRSI
FREZRAVRM -

A - ArchiveRuleSummary ¥4

§5
MEFABDEERBBROET , FSHERHEE,

g

AccessDeniedException
8RB R AT AR T L ENE

HTTP ARAEHS : 403

InternalServerException

M &) A 2R 85 BR o
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HTTP AREEHS : 500

ResourceNotFoundException
KABEENEIR,

HTTP AREEHS : 404
ThrottlingException

#E B PR B 85 RR

HTTP #REEHS : 429

ValidationException
B B MR LSRR

HTTP AREEHS : 400

=
[

¢

B

MFEEP-EFESHE AWS SDKsHEALL API (VFHER , F2RTIREA

(]
73

B

« AWS @S5I HE

- AWS BAR .NET By SDK

« AWS BAR C++ By SDK

« AWS E AR Go B SDK v2

- AWS EAR Java V2 HEREH

« AWS i AR JavaScript V3 By SDK
« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetArchiveRule
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IAM Access Analyzer AP| 2&

GetFinding

FEEVIE ERREEE MM EF. GetFinding M GetFindingV2 # AR IAM BERBRA XK access-
analyzer:GetFinding Actiont®, X EEBHIT access-analyzer:GetFindingE{ERY
Al

(@ Note

RENBER D MTESF X E GetFinding, B4 A GetFindingV2 AR REBH KM FEE S
es.

EEPEHS
AR :KFIE'/
GET /finding/id?analyzerArn=analyzerArn HTTP/1.1
URI RS2 ¥
AREEA TS URI 28,

analyzerArn
EXREHL RN D38 ARN,

B [A]*[A:]* [~ ]*:[A:]*: [~ ]*analyzer/. {1,255}

VE B

BRI EESFE ID,

ME 2
BREE
ERREFEREHE,
[B] FERE

HTTP/1.1 200
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Content-type: application/json

{
"finding": {
"action": [ "string" 1],
"analyzedAt": "string",
"condition": {
"string" : "string"
1,
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {
"string" : "string"
1,
"resource": "string",
"resourceControlPolicyRestriction": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"sources": [
{

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

1,

"type": "string"

}
1,
"status": "string",
"updatedAt": "string"
}
}

ElIfETTE

WMREMERD , BIRREER HTTP 200 EFE,

fREEEE TS JSON BAHWEHR,

finding
BERERLRFMEANFinding P,
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¥R : Finding #11

§5
MEFABERREBOET , FERERHEE,

5

AccessDeniedException

1828 R EEE T AT LB,

HTTP #RAEES : 403

InternalServerException

R &) AR 3R 8RR o

HTTP ARZEHS : 500

ResourceNotFoundException
BAEEENEIR,

HTTP ARRERS : 404
ThrottlingException

BRI PR IR 1B #5 3R

HTTP ARREHS : 429

ValidationException

B & B AR R IR

HTTP AREEHS : 400

MEEEF—EE ST AWS SDKsHEA L API REFAE A

« AWS =¥ HE
- AWS ERARM NET # SDK
« AWS BRR C++ iy SDK

=t
ABZ

ZETIRR

R
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AWS @A Go B SDK v2

AWS i@ AR Java V2 By SDK
AWS B AR JavaScript V3 By SDK
AWS & A Kotlin 89 SDK

AWS @A PHP V3 #J SDK
AWS HE AR Python B SDK

AWS & AR Ruby V3 9y SDK
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IAM Access Analyzer APl &

GetFindingRecommendation
HEEE S M2 AERRERNMEEEN,

SEL SR
EF3:32H%§/

GET /recommendation/id?
analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken HTTP/1.1

URI FERZH
AREEMATS URI 28,
analyzerArn
ARELERERREBRN DT ARN,
B [Ae]* e[~ ] [~ ]* [~ ]* [~ ]*analyzex /. {1,255}

PVE .2

AEEREZNME— D,
RERH : RETRA 1. REERA 2048,

VE B

maxResults
EEEREENEREE LR,
BENEE  R/NEA 1. RAES 1000,

nextToken

AREBREERD ENFH.

ERETE

AREBERRER,

GetFindingRecommendation API iiRZA 2019-11-01 59


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer APl &

Bl FE7E

HTTP/1.1 200
Content-type: application/json

{
"completedAt": "string",
"error": {
"code": "string",
"message": "string"
}
"nextToken": "string",
"recommendationType": "string",
"recommendedSteps": [
{ ...}
1,
"resourceArn": "string",
"startedAt": "string",
"status": "string"
}

EIfETE

WMREERTD , RIBRIEER HTTP 200 B,
RIS EER T 5| JSON KXW ERL

completedAt
SEREREBEEERZNRRE,

/A : Timestamp

error

BFRENBEEEEBRRAMFERNFAES.

A - RecommendationError ¥4

nextToken

ARERERDENFH.

BHH . FH
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recommendationType

BEFENEREE,

HR . FH

BAM{E:UnusedPermissionRecommendation

recommendedSteps

BREBENER LD REE,

F/A . RecommendedStep ¥4 BE 5

resourceArn

BREBEERN ARN,
A . FH

B arn:[Ar]*:[A:]*: [~ ]*: [ ]

startedAt
B tRTREN B RS BB R AV AR,

A : Timestamp

status
HEEEEERRNMRE,

HR . FH

5% {&:SUCCEEDED | FAILED | IN_PROGRESS

§5

§

NMEFMRBFEERERNET , F2REERER

AccessDeniedException

18R 8 B EEET AT LB,

HTTP ARAEHS : 403

*
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InternalServerException
R ER R PR BR EH R

HTTP AREEHS : 500

ResourceNotFoundException
KABEENEIR,

HTTP AREEHS : 404
ThrottlingException

#E B PR B 85 RR

HTTP #RREHS : 429

ValidationException

B HISMIR LR R

HTTP AREEHS : 400

=
[

®

B

MBI E T —BE S HE AWS SDKsHERIL API MEHEET,  HSHTIRE -

(]
73

« AWS RS E

- AWS BAR .NET By SDK

WS BAR C++ B SDK

WS i@ AR Go By SDK v2
WS BAR Java V2 By SDK

« AWS i AR JavaScript V3 By SDK
WS
WS ]
WS ]
WS ]

EAR Kotlin B SDK
B PHP V3 By SDK
AR Python By SDK
A Ruby V3 BY SDK

fait
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https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetFindingRecommendation
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GetFindingsStatistics
HEABERSAEAN TR HENREAERRRTEREE,
AR AR

POST /analyzer/findings/statistics HTTP/1.1
Content-type: application/json

{

"analyzerArn": "string"
}

URI B3R 28

ERFREAEM URI BH.
R

SEREZHA JSON BRI THEH,

analyzerArn
ARELERFTERH 24788 ARN,

¥AE . FH
B [A]*[A:]* [~ ]* [~ ]*: [~ ]*analyzer/. {1,255}

PVE .2

Bl 75>

HTTP/1.1 200
Content-type: application/json

{
"findingsStatistics": [

{ ...}

]I
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"lastUpdatedAt": "string"

}

Bl fE T
WREMERTD , RIBRISER HTTP 200 =&,
RIS EER T 5] JSON XN ERL

findingsStatistics

— NS R ERAN FREESERTER.

A : FindingsStatistics ¥14FBE %)
lastUpdatedAt

LREFEEBERT BRI, W1 T80 i R EH 18 E R 2 A7 88 N E

AT EEA LR,

A : Timestamp

§5

NMEFMEBFEERERNET , F2EERER,

3

AccessDeniedException
8RB R ATFRRE R T L EIE

HTTP #REEHS : 403

InternalServerException
R EB Al AR 2R ER AR o

HTTP AREEHS : 500

ResourceNotFoundException
BKAEEENEIR,

HTTP AREEHS : 404

AERETER

E)PES
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ThrottlingException
A Ei PR B $R ER

HTTP ARREHS : 429

ValidationException

B HISMIRILERRR

HTTP #REEHS : 400

¢

B
MBLELH—BESHE AWS SDKsHEM UL API EHRET |

=
JUE

« AWS RS E

WS ERAR .NET # SDK

WS EAR C++ B SDK

WS i@ AR Go By SDK v2
WS BAR Java V2 BB EH

« AWS i AR JavaScript V3 #J SDK
WS
WS
WS
WS

i AR Kotlin B SDK
AR PHP V3 By SDK
EAR Python B SDK
B Ruby V3 B9 SDK

A2RETIRE
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GetFindingV2

FEEVE EREEENMEBEEH. GetFinding M GetFindingVv2 #A M IAM BURBRIAR K access-
analyzer:GetFinding Actiont®, BXEEFHIT access-analyzer:GetFindingE{ERY
.

ERE

GET /findingv2/id?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI 5E3RZ &
EREMA T URI B,

analyzerArn

EEREF RN HMEE ARN.

B [Ac]* [~ ]*:[A:]* [~ ]*: [~ ]*:analyzer/. {1,255}

VE B

BNV EEFE D,

PVE .2

maxResults

ElIEFEEERBE LR,

nextToken

ARERERD ENFH.

AR

ARRBAERER,
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Bl FE7E

HTTP/1.1 200
Content-type: application/json

{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingDetails": [

{ ...}

1,
"findingType": "string",
"id": "string",
"nextToken": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"

}

G TR
MBBIER I , ABRIEE HTTP 200 B,
AR 75 & E T 5) JSON R MEH,
analyzedAt
SHAERABRNBRERE EFERLRN AV BB,

A : Timestamp

createdAt
B BEEFENRE,
/A : Timestamp

error

i

B FEFE &
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findingDetails

RERATERARMA NI RIEEENIESINEERLAR,
A : FindingDetails ¥ 4BE %I

findingType

BEEENER, BRANEIRSHTES , B8 A ExternalAccess, HRAKRFERANEIR DTS ,
A TLLR UnusedIAMRole, UnusedIAMUserPassword, UnusedIAMUserAccessKey=k
UnusedPermission. ¥IRATHEIN S MEE , BEA InternalAccess.

BE ¥R

BM{E:ExternalAccess | UnusedIAMRole | UnusedIAMUserAccessKey |
UnusedIAMUserPassword | UnusedPermission | InternalAccess

id

EHINNEEFTE D,
BH . F&

nextToken
AREBREERDENFH.
B F&

resource
EABEFTENER,
| P

resourceOwnerAccount
WEEIRHN Tye AWS IRF ID.
BE ¥R

resourceType

MERRPREBNERER,
B/ FH

E)PES

APl &
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BMEAWS: :S3: :Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

status
FERHE RIAREE,
HA . FH

BREACTIVE | ARCHIVED | RESOLVED
updatedAt

AEERENNEE,

A : Timestamp

i}

NMEFRBBFEERERNET , F2EERER,

g

N

AccessDeniedException

1R B EHEIRE T AT LB,

HTTP ARAEHE : 403

InternalServerException
R ERREIBRBR EH R

HTTP #REERE : 500

ResourceNotFoundException
BAEEENEIR,

HTTP ARAEHS : 404
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ThrottlingException
PRI R FIEB IR

HTTP ARREHS : 429

ValidationException

B HISMIRILERRR

HTTP #REEHS : 400
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFindingV2

IAM Access Analyzer APl &

GetGeneratedPolicy

FEEE A EEMBEEStartPolicyGeneration,

tnl:ll

GET /policy/generation/jobId?
includeResourcePlaceholders=includeResourcePlaceholders&includeServicelLevelTemplate=includeSery
HTTP/1.1

URI 583k 2 &
sEREEA TS URI B,

includeResourcePlaceholders

BEEENFHMAETRBR. SN ER S EATERRPEREBRBHEECBHEEELEEFER
ARNs BBV B BER,

Blan | EBERINERERSP |, B K AESZME , flE0 "Resource":"arn:aws:s3: ::
${BucketName}"m3IE "*",

includeServicelLevelTemplate

LEEENFHEARR. BUlEEREEEERBEBHRBEK,

IAM Access Analyzer £/ iam:servicelastaccessed & B 5iF F 2 I I IRIE B AR BT AHY
AR

jobld

StartPolicyGeneration #{EJobIdEEIM ., JobId AJEE #EHELE
FiGetGeneratedPolicy AREENEAMEUR |, L #EFEACancelPolicyGeneration ABUH
BURELEER,

ME 2

AR ERE
ERRAEREME,

nl‘ﬂ
Y
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Bl FE7E

HTTP/1.1 200
Content-type: application/json

"generatedPolicyResult": {
"generatedPolicies": [

{

"policy": "string"

1,
"properties": {
"cloudTrailProperties": {
"endTime": "string",
"startTime": "string",
"trailProperties": [

{

"allRegions": boolean,
"cloudTrailArn": "string",

"regions": [ "string" ]

}I

"isComplete": boolean,
"principalArn": "string"

iy
"jobDetails": {
"completedOn": "string",

"jobError": {
"code": "string",

"message": "string"

1,

"jobId": "string",
"startedOn": "string",
"status": "string"

G TR
MBBER , ABRIEE HTTP 200 B,

[ECES AP kg7 2019-11-01 72



IAM Access Analyzer APl &

RIS EER T 5] JSON KXW ERL

generatedPolicyResult

FEEENBERMNERBFMERANGeneratedPolicyResul t ¥4,

A : GeneratedPolicyResult 14
jobDetails
BEFELEBRFMETMNGeneratedPolicyDetails ¥,

A - JobDetails Y14

B RR
WEFEBEREREBNET  HSWERHEE,

AccessDeniedException

1828 EHEFEET AT BN,

HTTP #REEHS : 403

InternalServerException
A BR Al AR B E6 3R

HTTP ARAEHES : 500
ThrottlingException

A B PR B 85 RR

HTTP #REEHS : 429

ValidationException
B3 B AR ER R

HTTP AREEHS : 400

ZEE
MFAE R —EESHE AWS SDKsH Rt AP| WRHARR , BEBTHRR
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AWS 55T E

AWS @A .NET #Y SDK
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AWS & A Kotlin 8y SDK
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AWS E AR Python #J SDK
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fait

API| k7 2019-11-01 74


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetGeneratedPolicy
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ListAccessPreviewFindings
B EFRAEERELAN FRAEERER REE,

HRE

POST /access-preview/accessPreviewId HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
b,
"maxResults": number,
"nextToken": "string"
}

URI 585R2 ¥
SBREHEA T URI B8,

accessPreviewld

FHFEENE— ID,
B [a-T0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

PVE .2
ERER

A REZERA JSON AR THER,

analyzerArn
ARELFEERN 5485 ARN,
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IAM Access Analyzer

API 2%
BH . 78
B [Ae]* [~ ] [~ ]* [~ 1% [~ ]*tanalyzex/. {1,255}
MR =
filter

EREE D BEFER RN

A : Criterion¥) HBRETRY 7 &R
MR B

maxResults
EREFEONEREE LR,
WA B
MR B

nextToken

AREBEEERD AN TR,

Bl FE5E

HTTP/1.1 200
Content-type: application/json

{
"findings": [
{
"action": [ "string" ],
"changeType": "string",
"condition": {
"string" : "string"
.
"createdAt": "string",
B FE SR
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"error": "string",
"existingFindingId": "string",
"existingFindingStatus": "string",
"id": "string",

"isPublic": boolean,

"principal": {

"string" : "string"

iy

"resource": "string",

"resourceControlPolicyRestriction": "string",

"resourceOwnerAccount": "string",

"resourceType": "string",

"sources": [

{

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

},

"type": "string"

}
1,
"status": "string"
}
1,
"nextToken": "string"

ClIfETE

WREMERTD , RIBRISE R HTTP 200 = FE,

fREEEE TS JSON BANWEHR,

findings
HEEEHERTNENAERESE.

A : AccessPreviewFinding ¥4 BE %)

nextToken
AREBEHER? BENFH,

BHR . FH

E)PES
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R AR
WEMEBERERERNES  F2HRERER.
AccessDeniedException

8RB R AT EE R T L ENE

HTTP ARAEHS : 403

ConflictException

FROISRILERER

HTTP #REEHS : 409

InternalServerException

& fa] AR B 85 5R

HTTP AREERE : 500

ResourceNotFoundException
BAEEENER,

HTTP ARAESRS : 404
ThrottlingException

a8 B PR B #H 2R

HTTP ARAEHS : 429

ValidationException

B HISMIR LR RR

HTTP AREEHS : 400

g

S H

\

WEEHEHP—EFESHE AWS SDKsHEALL API (IFFHIERR |
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R
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https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAccessPreviewFindings

IAM Access Analyzer APl &

ListAccessPreviews
MRS ES TN ENEEEE,

ERE

GET /access-preview?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI 583k 2 ¥
AEREEATY URI B8,

analyzerArn
ARELEFRFEEN 288 ARN,

B [Ac]*[A:]*:[A:]* [~ ]*:[A:]*:analyzer/. {1,255}

PVE .2

maxResults

EOEPERNER#E LR,

nextToken

AREBEERD? ENFH.

ERETE
ARREBRER,
cliEd

HTTP/1.1 200
Content-type: application/json

{

"accessPreviews": [

{
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"analyzerArn": "string",

"createdAt": "string",
"id": "string",
"status": "string",
"statusReason": {
"code": "string"
}
}
1,
"nextToken": "string"

EETE

REERTH , BIBRIEER HTTP 200 &,
R EEE T 5 JSON BB E R,

accessPreviews

RONBRENNFREESTE,

|A . AccessPreviewSummary ¥4 FE %)

nextToken

AREBEERD? ENFH.

WEMBBFEERERNENR ,

3
¢
&n
ell3
m
i
? "Inl

AccessDeniedException
R B R AT RRE T T L ENE,

HTTP #REEES : 403

InternalServerException

&R fa] AR B 85 5R

E)PES
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HTTP AREEHS : 500

ResourceNotFoundException
KABEENEIR,

HTTP AREEHS : 404
ThrottlingException

#E B PR B 85 RR

HTTP #REEHS : 429

ValidationException
B B MR LSRR

HTTP AREEHS : 400
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAccessPreviews

IAM Access Analyzer APl &

ListAnalyzedResources
BEUEES MBI M2 EEERNEREE,
nﬁ -K C1=] /

POST /analyzed-resource HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"maxResults": number,
"nextToken": "string",
"resourceType": "string"
}
URI 5ERSH

EREZHRA JSON BRW THEH,

analyzerArn
ERFPEINE S ERBEN 22 ARN,

| Fa

B [Ac]* [~ ]* [~ ]* [~ ]*:[A:]*:analyzer/. {1,255}

PVE 2

maxResults
EERERNEREE LR,
BHR . BHY
VE K/

nextToken
AREBREER, BENFH,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources
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HR . FH

PVE B

resourceType

BRI ER,
HA . FH

BME:AWS: :S3: :Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

PVE B
[C] FEZE

HTTP/1.1 200
Content-type: application/json

{
"analyzedResources": [
{
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string"
}
1,
"nextToken": "string"
}

B fETE
WMREMERTI , BIRFSER HTTP 200 EFE,
RIEEEE T 5 JSON X E R,
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analyzedResources

DN ERBE,

|{A . AnalyzedResourceSummary ¥4 FE %l

nextToken

AREBEERD AN TR,

HR . FH

§5

NEMBEBFEERERNEN  F2EERER.

5

AccessDeniedException
R E RAFEE AT Bk,

HTTP #RREHS : 403

InternalServerException

W& ] AR 3R §R 2R o

HTTP AREEHS : 500

ResourceNotFoundException
BAEEENEIR,

HTTP ARAESS : 404
ThrottlingException

A EA PR B R RR

HTTP #REEHS : 429

ValidationException

B HISMIR LR R

HTTP ARZEHS : 400
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MEAHP—EFES T AWS SDKsH AL API fIEEMERA |

« AWS RS E

- AWS BAR .NET By SDK

« AWS BAR C++ By SDK

« AWS E AR Go B SDK v2

- AWS BAR Java V2 HBEREH

« AWS i AR JavaScript V3 #J SDK
« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAnalyzedResources

IAM Access Analyzer

APl &

ListAnalyzers
FAE S AT B2 B B
H R Y

GET /analyzer?maxResults=maxResults&nextToken=nextToken&type=type HTTP/1.1

URI 53R &
AREFEATY URI 28,
maxResults

ElIEFEERERBE LR,

nextToken

AREBEER, BENFH,
type

D ITERHV R,

B %E:ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS |
ORGANIZATION_UNUSED_ACCESS | ACCOUNT_INTERNAL_ACCESS |

ORGANIZATION_INTERNAL_ACCESS

= > -
SER EE
EREEFEREHE,

Bl FEFE

HTTP/1.1 200
Content-type: application/json

{

"analyzers": [
{

arn": "string",

ListAnalyzers
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"configuration": { ... },
"createdAt": "string",
"lastResourceAnalyzed": "string",
"lastResourceAnalyzedAt": "string",
"name": "string",
"status": "string",
"statusReason": {

"code": "string"
},
"tags": {

"string" : "string"

iy

type": "string"

}
]I

"nextToken": "string"

CETE
WREMERTD , RIBRISE R HTTP 200 =&,
RIS EERE T 5] JSON KX ER,
analyzers

2T e EHMEL.

|A - AnalyzerSummary ¥4 BE 5|

nextToken

AREBREER,BENER.
HR . 7R

§5

NMEFREBFEERERNET , FBEERER,

g

AccessDeniedException

1R B BN EFEE T T LB,
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HTTP #RREHS : 403

InternalServerException
R EB A AR 2R ER AR o

HTTP #REEHS : 500
ThrottlingException

BRI PR Hl IR §5 3R,

HTTP #REEHS : 429

ValidationException
B B MR LSRR

HTTP AREEHS : 400

=
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B

MFEEP-EFESHE AWS SDKsHEALL API (VFHER , F2RTIREA

(]
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B

« AWS @S5I HE

- AWS BAR .NET By SDK

« AWS BAR C++ By SDK

« AWS B AR Go By SDK v2

« AWS E AR Java V2 #J SDK

« AWS i AR JavaScript V3 By SDK
« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK

fait
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAnalyzers

IAM Access Analyzer APl &

ListArchiveRules
A ESMERINEFREIEE,
=R

==k
CIZ R Y- [=

GET /analyzer/analyzerName/archive-rule?maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI 553R8 ¥
EREEA T UR B,

analyzerName

Eeh @R AN T ERE R
RERH . RETRAB 1. REERA 255,

= : [A-Za-z][A-Za-z0-9_.-1*

PE 2
maxResults

EFRRPFEQNEREE LR,

nextToken

AREBREERD ENFH.

AARERR
EREEHEREME.
Bl FERE

HTTP/1.1 200
Content-type: application/json

{
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"archiveRules": [

{
"createdAt": "string",
"filter": {
"string" : {
"contains": [ "string" ],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
},
"ruleName": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"

ElfETE

MREEKRT , RIBRFER HTTP 200 EIfE.

R EEE T 5] JSON XN ER,

archiveRules
AEESHRELNHFRABE,

A . ArchiveRuleSummary ¥4 %

nextToken

AREBREER,BENER.
HR . 7R
fHER
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MEFREEER RERNEM ,
AccessDeniedException

1R B BN EFEE T T LB,

E)PES
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HTTP #RREHS : 403

InternalServerException

W& ] AR 3R §E 2R o

HTTP #REEHS : 500
ThrottlingException

#E B PR B 85 RR

HTTP #REEHS : 429

ValidationException

B HISMIR LR R

HTTP AREEHS : 400

MBI E T —BE S HE AWS SDKsHERIL API (EHEET,  HSHTIRE -

« AWS RSN E

WS ERAR .NET # SDK

WS EAR C++ B SDK

WS i@ AR Go By SDK v2
WS BAR Java V2 BB EH

« AWS i AR JavaScript V3 By SDK
WS
WS ]
WS
WS

i AR Kotlin B SDK
B PHP V3 By SDK
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ListFindings

ﬁﬁﬂﬂ?ﬁiﬁ*ﬁ%ﬁ%iﬂ’ﬁﬁﬁﬁﬁlﬁﬁo ListFindings # ListFindingsV2 # AR IAM BUERER
R M access-analyzer:ListFindings Actiont®&, S BEEEHIT access-
analyzer:ListFindingsEERIEFT,

EETHUARBNEAESENGZER  F28 (AM EAZEERE) T/ IAM Access Analyzer &f
B8,

® Note

ListFindings E X WA IEM D a8, BHUAM ListFindingsV2 AR AZBH KA FE D
Ao

AR KFR

POST /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1,
"exists": boolean,
"neq": [ "string" 1]
}
1,
"maxResults": number,
"nextToken": "string",
"sort": {
"attributeName": "string",
"orderBy": "string"
}
}

I

URI E3Rk2#
AERTEFEHAEM URI 28,
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ERESZEHA JSON XM TIHIER,

analyzerArn
ERPHEINEBEEFEN D88 ARN,

/R . FH
B [A]*c[A:]* [~ ]* [~ ]*: [~ ]*analyzexr/. {1,255}

PVE: 2

filter
BRI , WS EERMVEEEE,
A . ZEZCriterion 45 M &

RE &K

maxResults
EEHERNEREE LR,
HA . BH
RE &K

nextToken
ARERER?ENFH.
HR : 7R
PNE &K

sort

EREEBTENEFIERF,
¥R : SortCriteria YI#
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Bl FE7E

HTTP/1.1 200
Content-type: application/json

findings": [
{

"action": [ "string" ],
"analyzedAt": "string",
"condition": {

"string" : "string"
b
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {

"string" : "string"
},

"resource": "string",

"resourceControlPolicyRestriction": "string",

"resourceOwnerAccount": "string",
"string",

"resourceType":

"sources": [
{
"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

}I

type": "string"

1,

"status": "string",
"updatedAt": "string"

1,

"nextToken": "string"

G TR
MBBER , ABRIEE HTTP 200 B,

B FEFE &
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R EEE T %] JSON X E R,
findings
oSN AN EEHEREFNRAEERBE

A : FindingSummary #1145

nextToken

AREBEERD? ENFH.

MEFMBEBEERERNES , F2

Tl
%
fok
Jik
&
i
Pllg

AccessDeniedException

1R 8 EHEFEE T T L ENF,

HTTP #RREHS : 403

InternalServerException
A ERRIBRBR EH R

HTTP ARZEHS : 500

ResourceNotFoundException
BABEENEIR,

HTTP ARREHES : 404
ThrottlingException

BRI PR H IR §5 3R,

HTTP ARAEHS : 429

ValidationException

B B AR R EE R

, MRAWFE,
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MEFEEEF-EESHE AWS SDKsHEA L API (IFFHEF , FSRTIAR !

HTTP #REEHS : 400

=
]

¥

B

AWS 55T E

AWS @A .NET #Y SDK

AWS JE AR C++ #y SDK

AWS @A Go B SDK v2

AWS i@ AR Java V2 By SDK
AWS B AR JavaScript V3 By SDK
AWS & A Kotlin 89 SDK

AWS @A PHP V3 #J SDK
AWS E AR Python B SDK

AWS & AR Ruby V3 #y SDK
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ListFindingsV2

FEEUEE DS EEMNAEKE RBEE, ListFindings # ListFindingsV2 # AR IAM BUERE
R M access-analyzer:ListFindings Actiont&, S BEEEHIT access-
analyzer:ListFindingsE{ERIEF T,

EETHITARBINEEEENGESR , F28 (AM E£AEIERE) P/ IAM Access Analyzer &
EE,

SEL SR
Eﬁ:jzn%;/

POST /findingv2 HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1,
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
},
"maxResults": number,
"nextToken": "string",
"attributeName": "string",
"orderBy": "string"
}
}
URI RS

ERTEERIM URI B,
R ERE

EREZHRA JSON BRI THEH,
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analyzerArn
B EEEEBERN 988 ARN,

HR . FH

B [Ac]* [~ ]*:[A:]* [~ ]*:[A:]*:analyzer/. {1,255}
VE B

filter

HEEMERL z BEBEBENEREMYT,
A : CriterionY) IR 5T HY 7 B

HE:B

maxResults
EREFEONEREE LR,
HAE  BH
BVE:R

nextToken
ARBE&ERD ENFH,
BH . TE
LE A

sort
R BEFF B9 R4 o

¥R : SortCriteria Y4

PE K
[o] FEE %

HTTP/1.1 200
Content-type: application/json
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{
"findings": [
{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingType": "string",
"id": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"
}

B fETHE
MEREERT , BIIRFER HTTP 200 EFE,
RBEED T 5 JSON R EH,

findings

RN EFSEERRRFNEESE ,

A : FindingSummaryV2 Y45

nextToken

AREBREER,BENER.
HR . 7R
fHER

NEFADERERERWET  BSHERER,
AccessDeniedException

1R B BN EFEE T T LB,

MRBHEE.

EfETE
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HTTP #RREHS : 403

InternalServerException

A& ] A 3R §E BRo

HTTP AREEHS : 500

ResourceNotFoundException

BAEEENER,

HTTP AREEHS : 404
ThrottlingException

w8 B PR BB 8 RR

HTTP #RREHS : 429

ValidationException

B B AR R IR

HTTP AREEHS : 400

[

i3}

ﬁﬁﬁ" C++ 9 SDK

EAR Go B SDK v2

BARK Java V2 HEREH
B R JavaScript V3 #J SDK
i3}
i3}
i3}
i3}

FAR Kotlin #5 SDK
AR PHP V3 By SDK
B Python 8 SDK
AR Ruby V3 B SDK
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ListPolicyGenerations
5B %+ RERN A REESE,
—KFII:I /

GET /policy/generation?

maxResults=maxResults&nextToken=nextToken&principalArn=principalArn HTTP/1.1

URI RS
HREEA T URI SR,
maxResults
EE R EE RS E EIR,
ANEE - &MES 1.

nextToken
ARERER?ENFH.
principalArn

EEHEzZ IAMER (FHAEHRAR ) B ARN, It BEFEMAListGeneratedPoliciesik

BEER  LEGSREERANER.

B arn:[~:]*:iam::[~:]*:(role|user)/.{1,576}

ERETE
ARIRAR
el Ed

nlh
nlh

FRER.

HTTP/1.1 200
Content-type: application/json

{

"nextToken": "string",

ListPolicyGenerations
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"policyGenerations": [

{
"completedOn": "string",
"jobId": "string",
"principalArn": "string",
"startedOn": "string",
"status": "string"

B TR
MRBIER , AIRIEE HTTP 200 B,
BR A& ME T 5] JSON BRI EH,
nextToken

FREEERS BN FH.

BA FE

policyGenerations

EEMEEBGRFMETMPolicyGeneration¥ .

A : PolicyGeneration ¥4 FE %l

§5
MEFEBDERERBBROET , FLHERHE,

g

N

AccessDeniedException

1R A RAFERETHITIHEIFE,

HTTP ARAEHS : 403

InternalServerException
R ERREIBRBR EH R

HTTP AREEHS : 500

E)PES
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ThrottlingException
A Ei PR B $R ER

HTTP ARREHS : 429

ValidationException

B HISMIRILERRR

HTTP #REEHS : 400

¢

B
MBLELH—BESHE AWS SDKsHEM UL API EHRET |

=
JUE

« AWS RS E

WS ERAR .NET # SDK

WS EAR C++ B SDK

WS i@ AR Go By SDK v2
WS BAR Java V2 BB EH

« AWS i AR JavaScript V3 #J SDK
WS
WS
WS
WS

i AR Kotlin B SDK
AR PHP V3 By SDK
EAR Python B SDK
B Ruby V3 B9 SDK

A2RETIRE

API hRZ 2019-11-01 104


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListPolicyGenerations
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ListTagsForResource
HRERSETERNEEEE,
AR OK g

GET /tags/resourceArn HTTP/1.1

URI R 2

AREEMA TS URI 28,

resourceAm
ERPHEIERZEIRN ARN,

VE B
BRIM
ERREFEREHE,
[B] FERE &

HTTP/1.1 200
Content-type: application/json

{
"tags": {
"string" : "string"
}
}

G TR
MRBAERY , RRBEE HTTP 200 EIE.
AR & EE T 5 JSON X EH,

ListTagsForResource API fRZ 2019-11-01 105



IAM Access Analyzer AP| 2&

tags
ERAEEEERNER,
B . TRETERS

§5

WEMBEBFEERERNEN  F2EERER.

3

AccessDeniedException

1828 B EEET AT BN,

HTTP #REEHS : 403

InternalServerException
R EB Al AR 2R EE AR o

HTTP AREEHS : 500

ResourceNotFoundException
BAEEENEIR,

HTTP ARAEHRS : 404
ThrottlingException

a8 B PR B R RR

HTTP ARAEHS : 429

ValidationException

B B AR EE R

HTTP AREEHS : 400
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AWS 55T E

AWS @A .NET #Y SDK

AWS EAR C++ #y SDK

AWS @A Go B SDK v2

AWS B AR Java V2 HEREH
AWS B AR JavaScript V3 By SDK
AWS & A Kotlin 8y SDK

AWS @A PHP V3 #J SDK
AWS E AR Python #J SDK

AWS & AR Ruby V3 #y SDK

fait

API hzZ 2019-11-01 107


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListTagsForResource
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StartPolicyGeneration
Bt FER,
—Knn /.

PUT /policy/generation HTTP/1.1
Content-type: application/json

{

"clientToken": "string",

"cloudTrailDetails": {
"accessRole": "string",
"endTime": "string",
"startTime": "string",
"trails": [

{
"allRegions": boolean,

"cloudTrailAzn": "string",

"regions": [ "string" ]

]
+

"policyGenerationDetails": {
"principalArn": "string"

0
X
X

&
ARTEERAEM URI B8,
BREM

SERIEZHA JSON BB THIER,

URI

clientToken

HIERHNED K NEHE—BEE , AUBRRFRNEREE. SEMEARE APIFERIATK—
Ro ERAFSEFRE , WRFEHFREDTHK , AEAEBAFRFZHNREESSELRHEK
ARNER  MERBHMAMR,
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MREREEAFHTN , B8 AWS RREHSEDELEFH

HR . FH

RE &K

cloudTrailDetails

BERESMTrail AEEBKR 2 FMEMANCloudTrailDetail s,

¥A! : CloudTrailDetails ¥4

PE &K

policyGenerationDetails

TELELAHEABRZ IAMER (FHAEHAR ) B ARN,

A : PolicyGenerationDetails ¥4

VE B

Bl FE5E

HTTP/1.1 200
Content-type: application/json

{
"jobId": "string"
}

Bl fE T 3=
WRBAERY , RBEE HTTP 200 EIfE.
BRAS & EE T 50 JSON R EH,

jobld

StartPolicyGeneration ¥EJobIdEEIRY . JobId AJEE &EfE
FiGetGeneratedPolicy AHEENEAMBK , B BE A CancelPolicyGeneration ABUH

BEREEFR.
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BE . FH

§5
MEMABDIERERBBOET , FLHEERHE,

5

AccessDeniedException
18R 8 R FEE AT ENE,

HTTP #RREHS : 403

ConflictException
EROINAMRER,

HTTP #REEES : 409

InternalServerException
A Bh Rl AR 25 85 3R

HTTP AREEHS : 500

ServiceQuotaExceededException
IR 5|5 RF & 53R

HTTP ARAEHRS : 402
ThrottlingException

7 B PR B8R RR

HTTP #REEHS : 429

ValidationException
B B B AR L EE RR

HTTP AREEHS : 400
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AWS 55T E

AWS @A .NET #Y SDK

AWS EAR C++ #y SDK

AWS @A Go B SDK v2

AWS B AR Java V2 HEREH
AWS B AR JavaScript V3 By SDK
AWS & A Kotlin 8y SDK

AWS @A PHP V3 #J SDK
AWS E AR Python #J SDK

AWS & AR Ruby V3 #y SDK
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StartResourceScan

VARG REEAEEEERNEE,

(® Note
RENER D Hrae 3 R B F,

SEL SR
nﬁiknn/

POST /resource/scan HTTP/1.1
Content-type: application/json

"analyzerArn": "string",
"resourceArn": "string",
"resourceOwnerAccount": "string"

URI

0
X
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L

ERTEEAEIM URI S8,
ERE

ERESZEA JSON XM THIER,

analyzerArn
SHERE ARN , ARBHEAEEEERNBEEK,
FR . FH
B [Ac]* A ]* [~ ] [~ ]*: [~ ] *ranalyzex/ . {1,255}
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resourceArn
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HR . FH
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resourceOwnerAccount

BEERN AWS IRF ID, R AZH AWS ER , HEAIRFREVLERNIRF.

HR . 7R
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HTTP/1.1 200

EIfETE

WMREBERI , AIREEE@EZ HTTP AXH HTTP 200 E &,
#HER

MEFRBBERERERNEF ,
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AccessDeniedException

8RB EHEEET AT BN,

HTTP #REEHS : 403

InternalServerException
A BR Al AR R £ 3R

HTTP AREEHS : 500

ResourceNotFoundException
BAEEENEIR,

HTTP AREEHS : 404
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ThrottlingException
PRI R FIEB IR

HTTP ARREHS : 429

ValidationException

B HISMIRILERRR

HTTP #REEHS : 400
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/StartResourceScan

IAM Access Analyzer APl &

TagResource
BERIE TSN SR,
aROKEED

POST /tags/resourceArn HTTP/1.1
Content-type: application/json

{
"tags": {
"string" : "string"
}
}

URI 53R &
FREFEATY URI B,
resourceArn

EXEER 2 ER ARN,

VE B
ERER

A RIEZHA JSON BB THER,
tags

EFEINERNER.

HH . FHRIFHEMRS
C-

N
&
7

i

Bl fE

HTTP/1.1 200
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B fE &
MREERD , AIRBEEREZ HTTP AXH HTTP 200 @ FE,
#HER

MEFMBBEERERNEN  F2RERER,
AccessDeniedException
18R 8 R FEE A AT Bk,

HTTP #REEHS : 403

InternalServerException

R &) AR 3R 85 2R o

HTTP AREEHS : 500

ResourceNotFoundException
BAEEENEIR,

HTTP ARBESRS : 404
ThrottlingException

a8 B PR B8R RR

HTTP AREEHS : 429

ValidationException

B AR IR RR

HTTP AREEHS : 400

e
MFAE K o — S HE AWS SDKsH £l AP WEHBER , HSHMTHRR

« AWS SR ¥INH
« AWS BRAR NET B SDK
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IAM Access Analyzer

APl &

AWS JE AR C++ #y SDK

AWS @A Go B SDK v2

AWS B AR Java V2 HEREH
AWS B AR JavaScript V3 By SDK
AWS & AR Kotlin 89 SDK

AWS @A PHP V3 #J SDK
AWS E AR Python B SDK

AWS & AR Ruby V3 #y SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/TagResource
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UntagResource
RIEEN B RBRIEE,
AR EED

DELETE /tags/resourceArn?tagKeys=tagKeys HTTP/1.1

URI 5535k 2#
SEREFEA T UR B8,

resourceArn
ERPBEBRERZERN ARN,
U

tagKeys
ENMECBEBNER.

ME 2

AR
AREBEFRRER,

Bl FEFE

HTTP/1.1 200

B fETE
WMREBERI , AIRKEEEEMEZ HTTP AXH HTTP 200 EfE,
Ei]

NMERBBFEERERNET , F2EERER,

a
N

g
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APl &

AccessDeniedException

1R B BN EIET AT LB,

HTTP AREEHRE : 403

InternalServerException
R EB Al AR 2R ER AR o

HTTP #REERE : 500

ResourceNotFoundException

BRI EENER,

HTTP ARAEHS : 404
ThrottlingException

7 B BR B 8 RR

HTTP AREEHE : 429

ValidationException
BT B AR IR R

HTTP ARAEHS : 400

\\‘)&

B2 R

MEEEHD—EFESHTE AWS SDKsHEALL API FFHER |

« AWS %M

« AWS EA R .NET By SDK

« AWS EAR C++ #J SDK

« AWS EA M Go Ay SDK v2

« AWS ERAR Java V2 WEREH

« AWS B AR JavaScript V3 #J SDK

« AWS #E AR Kotlin B SDK

« AWS E AR PHP V3 iy SDK

5FE2H
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UntagResource

IAM Access Analyzer APl &

« AWS & AR Python #J SDK
« AWS @A Ruby V3 #J SDK
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https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UntagResource
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UpdateAnalyzer
IEWBRE 2B RE,

(® Note
S\ERFELD AT B8R T R LB 1F

ERE

PUT /analyzer/analyzerName HTTP/1.1
Content-type: application/json

{

"configuration": { ... }

}

URI EB3RZ &
EREMEA T URI B,

analyzerName

EEAN D MBHRERE,
RERS : RETRB 1, REERA 255,

=X : [A-Za-z][A-Za-20-9_.-1*

PVE 2
BERERE

A REZERA JSON AR THER,

configuration
TEEE AWS BBRRF DTS ENER.
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A . AnalyzerConfiguration ¥4

AR WYHR Union, RegleERER 44N —EKE,

PHE &/
[O] FERE

HTTP/1.1 200
Content-type: application/json

{

"configuration": { ... }

}

G fE TR
MRBAERY , RRBEE HTTP 200 EIfE.
AR & E T 5 JSON X &H,

configuration
TEER AWS ABSRE e ERNERA.

A . AnalyzerConfiguration ¥4

AR AR Uniono REEEERER LA —EKE,

MEFRBBER RERNES
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3
¢
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i
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AccessDeniedException

1828 B EFEET AT BN F,

HTTP AREEFE : 403

ConflictException

ERBIARRIER.

B FEFE &
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HTTP #REEHS : 409

InternalServerException

A& ] A 3R §E BRo

HTTP AREEHS : 500

ResourceNotFoundException

BAEEENER,

HTTP AREEHS : 404
ThrottlingException

R 7 BR Sl BB 85 R

HTTP #RREHS : 429

ValidationException

B B AR R IR

HTTP AREEHS : 400
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i3}

i3}

ﬁﬁﬁ’\ Go #J SDK v2

BEAR Java V2 B9 SDK

B R JavaScript V3 #J SDK
i3}

i3}

i3}

i3}

FAR Kotlin #5 SDK
AR PHP V3 By SDK
B Python 8 SDK
AR Ruby V3 B SDK

EEE API hzZ 2019-11-01 123


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UpdateAnalyzer

IAM Access Analyzer APl &

UpdateArchiveRule
e BN IR R AL
AROKEE

PUT /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
}
}

URI RS
EREEA TS URI B8,

analyzerName

EEHHEFERAN DR ERE,
RERS : RETRA 1. RELRA 255,
B : [A-Za-z][A-Za-z0-9_.-]*

PE 2

ruleName
EFEFNRAUERE,
RERH : RETRA 1, RELEREA 255,

= : [A-Za-z][A-Za-z0-9_.-1*
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PVE .2
mERERE

FEREFEHEA JSON XM THIER,
clientToken

A FiwFfFo

BH . FH

MR B

filter

ENAEEM R AINERRS, AEERTESHEHRMEBRI,

A : CriterionY) 4R 5T HY 7 B

PVE .2
[o] FEE %

HTTP/1.1 200

Bl fE T3
WRBAERY , WBBEHE R HTTP RXH HTTP 200 BIFE,

BH RR
WEFABER RERNET  B2HERER,

AccessDeniedException
R B R ATFRRE T T ENE

HTTP AREEHE : 403

InternalServerException

A& ] A 3R 85 2R

EEET )

API fRZ 2019-11-01 125



IAM Access Analyzer APl &

HTTP AREEHS : 500

ResourceNotFoundException
KABEENEIR,

HTTP AREEHS : 404
ThrottlingException

#E B PR B 85 RR

HTTP #REEHS : 429

ValidationException
B B MR LSRR

HTTP AREEHS : 400
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MFEEP-EFESHE AWS SDKsHEALL API (VFHER , F2RTIREA
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B

« AWS @S5I HE

- AWS BAR .NET By SDK

« AWS BAR C++ By SDK

« AWS E AR Go B SDK v2

- AWS EAR Java V2 HEREH

« AWS i AR JavaScript V3 By SDK
« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UpdateArchiveRule

IAM Access Analyzer

APl &

UpdateFindings
F e BT ENMRE,

SEL SR
ﬁﬁ:jzn%;/

PUT /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ids": [ "string" 1,
"resourceArn": "string",
"status": "string"

}

URI RS #

ARTREREM UR S8,
ARER

FEREZIRA JSON MR T HIEH
analyzerAm

EXEEHM 2 BEBEBERN DA ARN,

BH: F&H
B [~ ] [~ ]* [~ ]x [~ )% [A ] * ranalyzex/
MR =
clientToken
RAFiRF/.
BH: F&
VE:H/

.{1,255}

UpdateFindings
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IAM Access Analyzer

APl &%&

ids
EFHHNTBEZR IDs.
HA . FEHET

PE &/

resourceAm
RAEFHERFPEBINER ARN,
HR . 7R

B arn:[Ac]*:[A:]*:[Ar]* [~ ]*: L

PNE B
status

MERREFEBREEREMERINWEIIE, FH ARCHIVESERAHEE
BE, A ACTIVERAEH ENEEEELEAERAPHBBEBE,

HR . 7R
BME:ACTIVE | ARCHIVED

VE B

[ fE =5 %
HTTP/1.1 200

B fETE
MREMERL , AIRBEEREZ HTTP AXXH HTTP 200 @ FE,

BRaR

NMEFMBBFEERERNET , F2EERER,

AccessDeniedException

1R B E N EFIE T T EF,

SERCHTFHRE

B FEFE &
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HTTP #RREHS : 403

InternalServerException

A& ] A 3R §E BRo

HTTP AREEHS : 500

ResourceNotFoundException

BAEEENER,

HTTP AREEHS : 404
ThrottlingException

w8 B PR BB 8 RR

HTTP #RREHS : 429

ValidationException
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HTTP AREEHS : 400
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ﬁﬁﬁ" C++ 9 SDK

EAR Go B SDK v2

BARK Java V2 HEREH
B R JavaScript V3 #J SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UpdateFindings

IAM Access Analyzer
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ValidatePolicy

H=p ‘k%ﬁ?éft&%jtﬁlil BEEER
RECRARBNERERE

o 3
W +H“
3

Y HRE R
R REES

POST /policy/validation?maxResults=maxResults&nextToken=nextToken HTTP/1.1

Content-type: application/json

{
"locale": "string",
"policyDocument": "string",
"policyType": "string",
"validatePolicyResourceType": "string"
}

I

URI 583k 2 #
FEREERA T URI 28,

AY

maxResults

ElIEFEEERBE LR,

nextToken

RAREBEERD AN TR,

AARER
ERIEZ A JSON KXW THIE R

locale

AR AR BERE,
| Fa

o EEREFRITHBIL

ABIBELRMATHRRS , UERREE

BMEDE | EN | ES | FR | IT | JA | KO | PT_BR | ZH_CN | ZH_Tw

VE K

ValidatePolicy
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policyDocument

BAEBERARK JSON BRI,
B . FE&
ME 2

policyType

ERTNBREE, SOHESKFITRT IAM X8, 55BREE IAM A6, EAEMNEEN
ZEMABRBR.

ERBERERF AWS ERNFEFT, ERBEKREE IAM AGWETEEK , AKX Amazon S3 fFET
BHRETEIEK, ZUMRH-—KaA A SIS 2BERIEBRBER , @A |, FINZEBER
= Amazon S3 & FEFBBUER,

PRISIEFIBEE SCPs) 2 —EEZEFIAM. HMEMN AWS (OU) = IRF BB BREE,
F|A . FE&

BME:IDENTITY_POLICY | RESOURCE_POLICY | SERVICE_CONTROL_POLICY |
RESOURCE_CONTROL_POLICY

ME 2

validatePolicyResourceType

EEEIERBENERERE, REEERERA R  TECBEREBEREEHN
{fERESOURCE_POLICY, fltn , ZEERFE EiEE S Amazon S3 EFETEMNEREEE , B LUR
BAWS: :S3: :Bucket iR ZERER,

HRIAXBEABRENEIRES |, IAM Access Analyzer BIITEREMBEERBERNBERRE,
Plan , EERBEERET KMS SRNERBEK , FOEEBRREBEREENE , IAM Access
Analyzer ##1TIEARFIAERBERNBERRE.

BE . 7R

BMEAWS: :S3: :Bucket | AWS::S3::AccessPoint |
AWS::S3::MultiRegionAccessPoint | AWS::S30bjectLambda::AccessPoint |
AWS: : IAM: :AssumeRolePolicyDocument | AWS::DynamoDB: :Table

PVE B
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Bl FE7E

HTTP/1.1 200
Content-type: application/json

{
"findings": [
{
"findingDetails": "string",
"findingType": "string",
"issueCode": "string",
"learnMorelLink": "string",
"locations": [
{
"path”: [
{ ...}
1,
"span": {
vend": {
"column": number,
"line": number,
"offset": number
.
"start": {
"column": number,
"line": number,
"offset": number
}
}
}
]
}
1,
"nextToken": "string"
}

EIfETR
MRBER , AIRIEE HTTP 200 B,

RIS EER T 5] JSON KXW ERL
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IAM Access Analyzer

findings
IAM Access Analyzer IRIBE R REEHEENBRPWREEBE,

A : ValidatePolicyFinding ¥4 FE %1

nextToken

AREBREERD ENFH.

NMEFMBBFEERERNES , F2EERER,

AccessDeniedException

1R B EHEIRE T AT EF,

HTTP ARAEHS : 403

InternalServerException
A BR{Al AR R E6 7R

HTTP ARAEHES : 500
ThrottlingException

a8 B PR B R RR

HTTP ARAEHS : 429

ValidationException
B DI AR ERRR

HTTP AREEHS : 400

, BBRTIRE
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AWS 55T E

AWS @A .NET #Y SDK

AWS EAR C++ #y SDK

AWS @A Go B SDK v2

AWS B AR Java V2 HEREH
AWS B AR JavaScript V3 By SDK
AWS & A Kotlin 8y SDK

AWS @A PHP V3 #J SDK
AWS E AR Python #J SDK

AWS & AR Ruby V3 #y SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ValidatePolicy

IAM Access Analyzer APl &
~ M) u
¢ SEkid

IAM Access Analyzer APl @2 & EEEFEANSEERER, FAHKFHRBAE —EEREE,

@ Note
THREENBEERTEBETRENIEF. BARX TR ERME —HEIEF.

BRXETIERER .

« Access

* AccessPreview

* AccessPreviewFinding

* AccessPreviewStatusReason

* AccessPreviewSummary

* AclGrantee

 AnalysisRule
* AnalysisRuleCriteria

* AnalyzedResource

* AnalyzedResourceSummary

* AnalyzerConfiguration

* AnalyzerSummary

* ArchiveRuleSummary

* CloudTrailDetails

* CloudTrailProperties

+ Configuration
* Criterion

* DynamodbStreamConfiguration

* DynamodbTableConfiguration

» EbsSnapshotConfiguration

» EcrRepositoryConfiguration
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EfsFileSystemConfiguration

ExternalAccessDetails

ExternalAccessFindingsStatistics
Finding
FindingAggregationAccountDetails

FindingDetails

FindingSource

FindingSourceDetall

FindingsStatistics

FindingSummary

FindingSummaryV2

GeneratedPolicy

GeneratedPolicyProperties

GeneratedPolicyResult

lamRoleConfiguration

InlineArchiveRule

InternalAccessAnalysisRule

InternalAccessAnalysisRuleCriteria

InternalAccessConfiguration

InternalAccessDetails

InternalAccessFindingsStatistics

InternalAccessResourceTypeDetails

InternetConfiguration
JobDetails
JobError

KmsGrantConfiguration

KmsGrantConstraints

KmsKeyConfiguration

Location

NetworkOriginConfiguration
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PathElement

PolicyGeneration

PolicyGenerationDetails

Position

RdsDbClusterSnapshotAttributeValue

RdsDbClusterSnapshotConfiguration
RdsDbSnapshotAttributeValue

RdsDbSnapshotConfiguration

ReasonSummary

RecommendationError

RecommendedStep

ResourceTypeDetails

S3AccessPointConfiguration
S3BucketAclGrantConfiguration

S3BucketConfiguration

S3ExpressDirectoryAccessPointConfiguration

S3ExpressDirectoryBucketConfiguration

S3PublicAccessBlockConfiguration

SecretsManagerSecretConfiguration

SnsTopicConfiguration

SortCriteria

Span
SqgsQueueConfiguration

StatusReason

Substring
Trail

TrailProperties

UnusedAccessConfiguration

UnusedAccessFindingsStatistics

UnusedAccessTypeStatistics
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UnusedAction
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https://docs.aws.amazon.com/AmazonS3/latest/dev/access-points-restrictions-limitations.html
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/S3AccessPointConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3AccessPointConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3AccessPointConfiguration
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https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html#setting-acls
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/S3BucketAclGrantConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3BucketAclGrantConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3BucketAclGrantConfiguration
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https://docs.aws.amazon.com/AmazonS3/latest/dev/example-bucket-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/example-bucket-policies.html
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/S3BucketConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3BucketConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3BucketConfiguration
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-directory-buckets.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-directory-buckets.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/creating-access-points.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/S3ExpressDirectoryAccessPointConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3ExpressDirectoryAccessPointConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3ExpressDirectoryAccessPointConfiguration

IAM Access Analyzer APl &

S3ExpressDirectoryBucketConfiguration

Amazon S3 B #fEFIFBNIREEEUEHERE, B LUIEE Amazon S3 FFETEEBUER , AFH
Amazon S3 B # @ EIEREHEENEA Amazon S3 B#EFHEFFEBIRBEE, MEALCERRERS
B9 Amazon S3 B #1778 K MAEMAKIEE Amazon S3 FEFIFRESR  AEREESFEHAEEER
BEFTENREERK., IRENEEEARFTER , BERIEE Amazon S3 fEFEITFEBEBER |, AlF
NEEERZEIERRNVEZRFIR. ZEREMRAEREFTREEX , ZUEEEZFTH, NF
Amazon S3 B #fEFETRBBERWEFMENR , 5528 (Amazon Simple Storage Service £ & ER)
R B TINS5 R EEEEEL,

B &%

accessPoints

Amazon S3 B # @ FITRRNIREFEIE,

A : S3ExpressDirectoryAccessPointConfiguration ¥4 MR 5 #Y = &

£MENX  arn:[*:]*:s3express:[A:]*:[A:]*:accesspoint/.*

PVE B
bucketPolicy

Amazon S3 B#HETRBNWREERETFEBICR,

MHFEEHEP-EFESHE AWS SDKsHERA L API (VFHMER , F2RTIRA

- AWS BAR C++ B SDK
- AWS EAR Java V2 iy SDK
- AWS B AR Ruby V3 By SDK

S3ExpressDirectoryBucketConfiguration API fRZR 2019-11-01 244


https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-security-iam-example-bucket-policies.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/S3ExpressDirectoryBucketConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3ExpressDirectoryBucketConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3ExpressDirectoryBucketConfiguration
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-bucket-publicaccessblockconfiguration.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/S3PublicAccessBlockConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3PublicAccessBlockConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3PublicAccessBlockConfiguration
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CreateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/reference_limits.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/SecretsManagerSecretConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/SecretsManagerSecretConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/SecretsManagerSecretConfiguration
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https://docs.aws.amazon.com/sns/latest/api/API_Topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html
https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/SnsTopicConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/SnsTopicConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/SnsTopicConfiguration
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/SortCriteria
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/SortCriteria
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/SortCriteria
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/Span
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/Span
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/Span
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/quotas-policies.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/SqsQueueConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/SqsQueueConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/SqsQueueConfiguration

IAM Access Analyzer APl &

StatusReason

REBED 2B ARENFREA. fln, MRADHB[EVLAY , AIgELFailediRiE, HRE
A AsA BENSNER , WARTRERALE AWS B8N ERFHIEYAMENREEEACRK
B4 RS,

B &%

code
2 #ras B AR RERY SR KX,
HHE 78

B W{E:AWS_SERVICE_ACCESS_DISABLED | DELEGATED_ADMINISTRATOR_DEREGISTERED
| ORGANIZATION_DELETED | SERVICE_LINKED_ROLE_CREATION_FAILED

WMEREP—EFE ST AWS SDKsHEALL API WFFHER , BBEUTAS .

3

« AWS B AR C++ iy SDK
« AWS B AR Java V2 By SDK
. AWS 5@ Ruby V3 # SDK

StatusReason API KRZ 2019-11-01 251


https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/StatusReason
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/StatusReason
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/StatusReason
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/Substring
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/Substring
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/Substring
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/Trail
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/Trail
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/Trail
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/TrailProperties
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/TrailProperties
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/TrailProperties
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UnusedAccessConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UnusedAccessConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UnusedAccessConfiguration
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UnusedAccessFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UnusedAccessFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UnusedAccessFindingsStatistics

IAM Access Analyzer APl &

UnusedAccessTypeStatistics

BEERAERATNERECRERRBENER,

B &%

total
EEAEATREZNBSHEREN,
|A . By

PWE B

unusedAccessType

REANFEEE,

¥

\

WMFEEP-—EFESHE AWS SDKsHER L API (VFFEF , FS2RTIAR !

« AWS B AR C++ iy SDK
« AWS #E AR Java V2 iy SDK
. AWS 5@ Ruby V3 # SDK

UnusedAccessTypeStatistics API W7 2019-11-01 260


https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UnusedAccessTypeStatistics
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UnusedAccessTypeStatistics
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UnusedAccessTypeStatistics

IAM Access Analyzer APl &

UnusedAction

BE BEREANEIRESENHBENRA. |IAM Access Analyzer E1RBE A 28 IAM A& F4E
RAEYE  StHARFEANFERESTKE, NEEENFMEENR , 528 |IAM Access Analyzer EfE,

B &%

action

EEAREANFRREBEEENEF,
BE . FH
BE 2

lastAccessed
ERFEEENERE,

A : Timestamp

A, EZEUTREA

MEEHEHP—EFSHE AWS SDKsHEA L API HEFME

BEAR C++ By SDK
AR Java V2 B9 SDK
1 AR Ruby V3 By SDK

>

=

%
e

UnusedAction API fRZ 2019-11-01 261


https://aws.amazon.com/iam/access-analyzer/pricing
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UnusedAction
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UnusedAction
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UnusedAction

IAM Access Analyzer APl &

UnusedlamRoleDetails

FBEER IAM A RERERAEFERENERA. IAM Access Analyzer S1R15E A 2 W IAM A&
FHEYE  HYHREANGFEIRESTRE., IEEEBWFMEN , 528 IAM Access Analyzer TE

.
B &%

lastAccessed

ERERAEHERE,
A : Timestamp

PWE B

=3
B

s

i
MFAE R —EE S AWS SDKsH £t AP| WRHARR , BSBLTAR

]
73

T

« AWS B C++ 1y SDK
« AWS B Java V2 #J SDK
. AWS i@ Ruby V3 ) SDK

UnusedlamRoleDetails API fRZR 2019-11-01 262


https://aws.amazon.com/iam/access-analyzer/pricing
https://aws.amazon.com/iam/access-analyzer/pricing
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UnusedIamRoleDetails
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UnusedIamRoleDetails
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UnusedIamRoleDetails

IAM Access Analyzer APl &

UnusedlamUserAccessKeyDetails

DEEBIAM EREERERRFEATINAEERNEH. IAM Access Analyzer IRIES B 5 HTHY
IAM BENEREHE  SFHREANEIRES TRE, MEEENFMENR , 268 IAM Access

Analyzer E{E,

B &%

accessKeyld

EXARFERENEEBTENFIEE D,
R . FH

ME 2

lastAccessed
EREREFERS R ER-,
A : Timestamp

PWE B

R

MFAE R —EESHE AWS SDKsH £ AP| WRHARR , BSBLUTAR

b

« AWS B AR C++ iy SDK
« AWS #E AR Java V2 By SDK
. AWS 5@ Ruby V3 # SDK

UnusedlamUserAccessKeyDetails API W7 2019-11-01 263


https://aws.amazon.com/iam/access-analyzer/pricing
https://aws.amazon.com/iam/access-analyzer/pricing
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UnusedIamUserAccessKeyDetails
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UnusedIamUserAccessKeyDetails
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UnusedIamUserAccessKeyDetails

IAM Access Analyzer APl &

UnusedlamUserPasswordDetails

DEEE AM FEREZRBAREAFEHEEBTENEHR. |IAM Access Analyzer BRIZE A 21
IAM BENEREHE  SFHREANEIRES TRE, MEEENFMENR , 268 IAM Access

Analyzer E{E,

B &%

lastAccessed

LRFEETER R,

A : Timestamp

E
®

MFEEF-—EFESHE AWS SDKsHER L API (VEFREF , F2RUTAR !

BEAR C++ By SDK
AR Java V2 B9 SDK
1 AR Ruby V3 By SDK

>

=

%
E | (=

UnusedlamUserPasswordDetails API fRZR 2019-11-01 264


https://aws.amazon.com/iam/access-analyzer/pricing
https://aws.amazon.com/iam/access-analyzer/pricing
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UnusedIamUserPasswordDetails
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UnusedIamUserPasswordDetails
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UnusedIamUserPasswordDetails

IAM Access Analyzer APl &

UnusedPermissionDetails

BEEMHFUAEAFIEESTENERA. IAM Access Analyzer ERIBE A 2K IAM A& H
EHE K SHYUREANEEREITRE, WEEEMNFMERN , 528 |IAM Access Analyzer E{E,

B &%

serviceNamespace

&Kk EASE AWS WIRBH B[,
A . 7

ME 2

actions
EXRFRANEREETENREAIBERTE,

A - UnusedAction #I#-BEZ)

PWE B

lastAccessed
EIRTFEEF AT AV B
A : Timestamp

PVE B

R

¥

\

MFAE R —EE S AWS SDKsH £ AP| WRHARR , BSBTHAR

« AWS B AR C++ iy SDK
« AWS #E AR Java V2 iy SDK
. AWS 5@ Ruby V3 # SDK

UnusedPermissionDetails API fRZR 2019-11-01 265


https://aws.amazon.com/iam/access-analyzer/pricing
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UnusedPermissionDetails
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UnusedPermissionDetails
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UnusedPermissionDetails

IAM Access Analyzer AP| 2&

UnusedPermissionsRecommendedStep
BEREANFTAEERDBE RN BENERET,
B &%

recommendedAction
BREAENR B AFERANGURERL RNECK,
BH . FH
BE:CREATE_POLICY | DETACH_POLICY

PVE B
existingPolicyld

MEREANFIRAERRNVERDERIBBER , AIgoBRABEMN ID.
/R . F&H
PVE B
policyUpdatedAt
REAFTREERNBEBTBER EXEHRNEE,
A : Timestamp
BVE B
recommendedPolicy

MRREANFIREGERNEZDFERRCEAIBER , AIENR existingPolicyId fuig
EHRNEBHRERAR,

=

4 7E AWS SDKsH{ERA L API BIEEAE T , F2BEUTAE :

b

il

WEEHEHF-EFE

UnusedPermissionsRecommendedStep API fRZR 2019-11-01 266



IAM Access Analyzer APl &

« AWS B C++ 1y SDK
« AWS EEAMR Java V2 By SDK
« AWS EAR Ruby V3 Y SDK

EEE API hRZ 2019-11-01 267


https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UnusedPermissionsRecommendedStep
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UnusedPermissionsRecommendedStep
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UnusedPermissionsRecommendedStep

IAM Access Analyzer

APl &%&

ValidatePolicyFinding
HERPHBEERE, SEREERMBRUITHESR , TRARKEHH,
B &

findingDetails
FEREEENEMZRILAR , Y RENTEREENES.
B . P

PBE 2
findingType

AERRNEE,
ERRAHEMARABERRNENRN , R2BHEHE.
Eff 0 BURELERR |, FRERE

0

ERRTHEHRREREERN  BE2RGFRLBE,
ERESRESRETFETIWBEDPXE S,

3=F|J 7_%
B{E:ERROR | SECURITY_WARNING | SUGGESTION | WARNING

VE 2

issueCode

B A S 1R i BR Utk SR & 45 R AR A A AY R RE AV 3 B ¥ o
FA . F&
BE 2

learnMoreLink
EEBEFERNNH M ER,
BE . FH

ValidatePolicyFinding

API fRZ 2019-11-01 268



IAM Access Analyzer APl &

PNE 2
locations

BERNHPREEEFEMRNNVESTE. AEGRAAEFERMARNEENEE.

¥EA - Location YI-FEF

PVE .2
B
., BEEBRERUTREA :

MEEHPF-BEESHE AWS SDKsHEA L APl HEFAE

« AWS B C++ 1y SDK
« AWS EEAMR Java V2 By SDK
« AWS EAR Ruby V3 Y SDK

API hzZ 2019-11-01 269


https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ValidatePolicyFinding
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ValidatePolicyFinding
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ValidatePolicyFinding

IAM Access Analyzer APl &

ValidationExceptionField

BERBHINRTHEEER,

B &

message
REBREHIARRB TS
B FH

ME 2

name

B B AR BT

3

MFAE R —EESHE AWS SDKsH £ AP| WRHARR , BSBLUTAR

« AWS B C++ 1y SDK
« AWS B Java V2 By SDK
. AWS i@ Ruby V3 ) SDK

ValidationExceptionField API W7 2019-11-01 270


https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ValidationExceptionField
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ValidationExceptionField
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ValidationExceptionField

IAM Access Analyzer APl &

VpcConfiguration

Amazon S3 FHHNEZERIEER (VPC) AR, VPC HHETHARZEIHFIE. WEFHHEE
A , 5528 VpcConfiguration.

B &%

vpcld

MREELMN , LERREERFRBIEE VPC ID HER,
BE . FH
B : vpc-([0-9a-f]1){8}(([@-9a-f1){9})7

MWE 2
SmZ2E
MEEED—EZSIETE AWS SDKsH{ERA L API NEHAE T , F2BEUTRE

« AWS B C++ By SDK
« AWS AR Java V2 By SDK
« AWS EAR Ruby V3 # SDK

VpcConfiguration API W7 2019-11-01 271


https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_VpcConfiguration.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/VpcConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/VpcConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/VpcConfiguration

IAM Access Analyzer AP| 2&

ERBH

UTFBEREMAEBERREE Signature 5 4 RFBERNSBUREHFH. FAEZBRBEBENS
HRFIAZEEERESR . W Signature 55 4 REVFHEER , F2E (AM ERERERE) FHES
AWS API 553K,

Action
EHITHEE,
HR : 7R

ME 2

Version
IRESERATBEN API R |, L YYYY-MM-DD X & Ro
R . F &

PBE 2
X-Amz-Algorithm

BUBREZERNFTERANEERE L,

M ELETHFRIMEHTTP BESEPMARTENR , BEELBE.
BH . 78

BIE:AWS4-HMAC-SHA256

PHE  HiRH
X-Amz-Credential
BRGEEE , A—EFH , HPIsLNEFENER. B, ZNEEREE. BERNERE ,

AR #1EF & (“awsd_request”), BELATHIHEX TR : access_key/YYYYMMDD/region/service/
aws4_request,

MFJFMER , F20H (AM EAEER) PHELEZLN AWS APl FXR.

RtF . EREEHFZEFMIE HTTP REFETMARTEAR , BEELSH.

API fRZ 2019-11-01 272


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/create-signed-request.html

IAM Access Analyzer AP| 2&

HR . FH

PE . BiR#H
X-Amz-Date

BARENEENAS, BKAHSER IS0 8601 EAHEN (YYYYMMDD'THHMMSS'Z), #lfn , AT
HHAEE R 2 A %A X-Amz-Date fH : 20120325T120000Z

R4 BAAEBRME , X-Amz-Date B AZA , TAREBEANEEHERNWAH, NMERFAEAH
EEEA IS0 8601 EAKR , AIFEE X-Amz-Date, EfEH X-Amz-Date i , H—#F2BEHH
EENE, MEFMAER , F208 (AM FHAEERE) P AWS APl S5 REZETE,

/R . F&H
RE  BRY
X-Amz-Security-Token

FEIBFOY AWS Security Token Service () VS ERRF R £ FRFAWS STS, MFTEXE AWS STSH
BERLZEBRENRKEEE  F28 (AM FEAEER) P ARE IAM EENAWS R,

&Y REFERAKRE NIRFLZELEAER AWS STS, BIXEEELLFH.
R . FH

NE . BRY
X-Amz-Signature

EERERENFRATENBRBSRPHEHN T AELREREE
rtr . EREEHFFEFTMIEF HTTP REERTMARFENR , BEELSE.
H|A . FH

HE  BiRG
X-Amz-SignedHeaders

BEEMWAERBREBR —HI0E HTTP BB, NEEEXERENFAES , F2H (AM £

R&EER) PRVEILEE AWS API 3R,

Rif  EREEHFZEPME HTTP RESEPMARTEIR , BEELSH,

BHR . FH

API fRZ 2019-11-01 273


https://docs.aws.amazon.com/IAM/latest/UserGuide/signing-elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/create-signed-request.html

IAM Access Analyzer APl &

ME  BiRM4

API hRZ 2019-11-01 274



IAM Access Analyzer AP| 2&

® RiEER

REHHFTE AWS IRIFHY API BER RAVERER. MFLRB < AP BMERVISEHER , 2B AP
BRIV ERE.

AccessDeniedException
18R 8 R FEE A AT BN E

HTTP 7ARAEHS : 403

ExpiredTokenException
ERPEIENELFREER

HTTP #REEES : 403

IncompleteSignature
FREETFFE AWS 5%,

HTTP #RREHS : 403

InternalFailure
HRATHPERR, FIARREHE , BEFREHN,

HTTP #REEHS : 500
MalformedHttpRequestException

FARTE HTTP BARAVAEE | flan , RMEZRBARRRIEEN B BERE LB BHEAN

HTTP ARREHRE : 400
NotAuthorized

IR B HATIEMERIFT AT,

HTTP #REEHS : 401
OptinRequired

AWS ZE &R ID EEZTR R

HTTP ARAEHS : 403

API fRZ 2019-11-01 275



IAM Access Analyzer AP| 2&

RequestAbortedException
EREEE e P ILFERE (S, AFiRERELR ) |, W AERNERBIAARD.

HTTP AREEHS : 400
RequestEntityToolLargeException

HTTP B RHEE, BFREBAK,

HTTP ARAEHS : 413
RequestExpired

BRIZERBEEBBNARRBER BN 15 PiE , AECBBFRBH AR EM 15 HiE
(PIZNFRSCE|ER URL) , SEFBR LAY B BBENERREEB 15 5.

HTTP AREEHS : 400

RequestTimeoutException
HTTP JE%& ?B’JFﬂTEEo nﬁHynﬁﬂzJﬂiHTo

HTTP #REEES : 408

ServiceUnavailable
HARAFRSE TRSE |, FREAH.

HTTP ARBEHS : 503
ThrottlingException

HRFARBE , FHLFEREREE,

HTTP ARZEHS : 400

UnrecognizedClientException
RAH X.509 BRN AWS FH L ID FEFEEREMHVEHET,

HTTP ARAEHS : 403

UnknownOperationException

ERNEERBIEEY, RRCEREADE,

HTTP AREEHS : 404

API fRZ 2019-11-01 276



IAM Access Analyzer APl &

ValidationError

AR R E AWS FRISE E B9 BR IR 4o

HTTP AREEHS : 400

API fRZ 2019-11-01 277



IAM Access Analyzer APl &

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

API WRZA 2019-11-01 cclxxviii



	IAM Access Analyzer
	Table of Contents
	歡迎
	動作
	ApplyArchiveRule
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	CancelPolicyGeneration
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	CheckAccessNotGranted
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	CheckNoNewAccess
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	CheckNoPublicAccess
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	CreateAccessPreview
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	CreateAnalyzer
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	CreateArchiveRule
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	DeleteAnalyzer
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	DeleteArchiveRule
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	GenerateFindingRecommendation
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	GetAccessPreview
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	GetAnalyzedResource
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	GetAnalyzer
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	GetArchiveRule
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	GetFinding
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	GetFindingRecommendation
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	GetFindingsStatistics
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	GetFindingV2
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	GetGeneratedPolicy
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	ListAccessPreviewFindings
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	ListAccessPreviews
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	ListAnalyzedResources
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	ListAnalyzers
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	ListArchiveRules
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	ListFindings
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	ListFindingsV2
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	ListPolicyGenerations
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	ListTagsForResource
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	StartPolicyGeneration
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	StartResourceScan
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	TagResource
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	UntagResource
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	UpdateAnalyzer
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	UpdateArchiveRule
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	UpdateFindings
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱

	ValidatePolicy
	請求語法
	URI 請求參數
	請求主體
	回應語法
	回應元素
	錯誤
	另請參閱


	資料類型
	Access
	目錄
	另請參閱

	AccessPreview
	目錄
	另請參閱

	AccessPreviewFinding
	目錄
	另請參閱

	AccessPreviewStatusReason
	目錄
	另請參閱

	AccessPreviewSummary
	目錄
	另請參閱

	AclGrantee
	目錄
	另請參閱

	AnalysisRule
	目錄
	另請參閱

	AnalysisRuleCriteria
	目錄
	另請參閱

	AnalyzedResource
	目錄
	另請參閱

	AnalyzedResourceSummary
	目錄
	另請參閱

	AnalyzerConfiguration
	目錄
	另請參閱

	AnalyzerSummary
	目錄
	另請參閱

	ArchiveRuleSummary
	目錄
	另請參閱

	CloudTrailDetails
	目錄
	另請參閱

	CloudTrailProperties
	目錄
	另請參閱

	Configuration
	目錄
	另請參閱

	Criterion
	目錄
	另請參閱

	DynamodbStreamConfiguration
	目錄
	另請參閱

	DynamodbTableConfiguration
	目錄
	另請參閱

	EbsSnapshotConfiguration
	目錄
	另請參閱

	EcrRepositoryConfiguration
	目錄
	另請參閱

	EfsFileSystemConfiguration
	目錄
	另請參閱

	ExternalAccessDetails
	目錄
	另請參閱

	ExternalAccessFindingsStatistics
	目錄
	另請參閱

	Finding
	目錄
	另請參閱

	FindingAggregationAccountDetails
	目錄
	另請參閱

	FindingDetails
	目錄
	另請參閱

	FindingSource
	目錄
	另請參閱

	FindingSourceDetail
	目錄
	另請參閱

	FindingsStatistics
	目錄
	另請參閱

	FindingSummary
	目錄
	另請參閱

	FindingSummaryV2
	目錄
	另請參閱

	GeneratedPolicy
	目錄
	另請參閱

	GeneratedPolicyProperties
	目錄
	另請參閱

	GeneratedPolicyResult
	目錄
	另請參閱

	IamRoleConfiguration
	目錄
	另請參閱

	InlineArchiveRule
	目錄
	另請參閱

	InternalAccessAnalysisRule
	目錄
	另請參閱

	InternalAccessAnalysisRuleCriteria
	目錄
	另請參閱

	InternalAccessConfiguration
	目錄
	另請參閱

	InternalAccessDetails
	目錄
	另請參閱

	InternalAccessFindingsStatistics
	目錄
	另請參閱

	InternalAccessResourceTypeDetails
	目錄
	另請參閱

	InternetConfiguration
	目錄
	另請參閱

	JobDetails
	目錄
	另請參閱

	JobError
	目錄
	另請參閱

	KmsGrantConfiguration
	目錄
	另請參閱

	KmsGrantConstraints
	目錄
	另請參閱

	KmsKeyConfiguration
	目錄
	另請參閱

	Location
	目錄
	另請參閱

	NetworkOriginConfiguration
	目錄
	另請參閱

	PathElement
	目錄
	另請參閱

	PolicyGeneration
	目錄
	另請參閱

	PolicyGenerationDetails
	目錄
	另請參閱

	Position
	目錄
	另請參閱

	RdsDbClusterSnapshotAttributeValue
	目錄
	另請參閱

	RdsDbClusterSnapshotConfiguration
	目錄
	另請參閱

	RdsDbSnapshotAttributeValue
	目錄
	另請參閱

	RdsDbSnapshotConfiguration
	目錄
	另請參閱

	ReasonSummary
	目錄
	另請參閱

	RecommendationError
	目錄
	另請參閱

	RecommendedStep
	目錄
	另請參閱

	ResourceTypeDetails
	目錄
	另請參閱

	S3AccessPointConfiguration
	目錄
	另請參閱

	S3BucketAclGrantConfiguration
	目錄
	另請參閱

	S3BucketConfiguration
	目錄
	另請參閱

	S3ExpressDirectoryAccessPointConfiguration
	目錄
	另請參閱

	S3ExpressDirectoryBucketConfiguration
	目錄
	另請參閱

	S3PublicAccessBlockConfiguration
	目錄
	另請參閱

	SecretsManagerSecretConfiguration
	目錄
	另請參閱

	SnsTopicConfiguration
	目錄
	另請參閱

	SortCriteria
	目錄
	另請參閱

	Span
	目錄
	另請參閱

	SqsQueueConfiguration
	目錄
	另請參閱

	StatusReason
	目錄
	另請參閱

	Substring
	目錄
	另請參閱

	Trail
	目錄
	另請參閱

	TrailProperties
	目錄
	另請參閱

	UnusedAccessConfiguration
	目錄
	另請參閱

	UnusedAccessFindingsStatistics
	目錄
	另請參閱

	UnusedAccessTypeStatistics
	目錄
	另請參閱

	UnusedAction
	目錄
	另請參閱

	UnusedIamRoleDetails
	目錄
	另請參閱

	UnusedIamUserAccessKeyDetails
	目錄
	另請參閱

	UnusedIamUserPasswordDetails
	目錄
	另請參閱

	UnusedPermissionDetails
	目錄
	另請參閱

	UnusedPermissionsRecommendedStep
	目錄
	另請參閱

	ValidatePolicyFinding
	目錄
	另請參閱

	ValidationExceptionField
	目錄
	另請參閱

	VpcConfiguration
	目錄
	另請參閱


	常見參數
	常見錯誤
	

