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FETHABANFEREITBEFR , RXEEBFEREERFRAL

REANFIRD R ATRERBREAN IAM A, REANFHER, REANZESER , UK
EEREANRBENBERBRITITN IAM 88 | DUBBEEBIBEN S 25 FEURK.

BRTFAEGRZI , IAM Access Analyzer BIRMERFEHITHERE , UERNBHUEE i BE
IAM B3R, BOLMERBREL |, FREZEMEH CloudTrail BREFRENFEEBEENBERRERE
.

AISFRA BT LUEBRER LT NP IAM Access Analyzer 215, 215 IAM Access Analyzer
W—RER , F2E (AM E£AEERM) FHEA AWS Identity and Access Management Access
Analyzer .

A EREMBERS 2026 F4 A5 H.

API fRZ 2019-11-01 1


https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html

IAM Access Analyzer

APl &

B

XEULTEE

* ApplyArchiveRule

» CancelPolicyGeneration
* CheckAccessNotGranted

* CheckNoNewAccess
* CheckNoPublicAccess

* CreateAccessPreview

» CreateAnalyzer

* CreateArchiveRule

* DeleteAnalyzer

¢ DeleteArchiveRule

* GenerateFindingRecommendation

* GetAccessPreview

* GetAnalyzedResource

» GetAnalyzer
* GetArchiveRule

+ GetFinding
* GetFindingRecommendation

* GetFindingsStatistics
* GetFindingV2
* GetGeneratedPolicy

» ListAccessPreviewFindings

* ListAccessPreviews

» ListAnalyzedResources

* ListAnalyzers

* ListArchiveRules
» ListFindings

* ListFindingsV2

API hZ 2019-11-01 2



IAM Access Analyzer APl &

+ ListPolicyGenerations

» ListTagsForResource

+ StartPolicyGeneration

» StartResourceScan

» TagResource
» UntagResource

* UpdateAnalyzer

» UpdateArchiveRule

» UpdateFindings

» ValidatePolicy

API hRZ 2019-11-01 3
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ApplyArchiveRule
ENERAHFRUIIFEHEFRAMGHNREHELRE.
—Knn /.

PUT /archive-rule HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ruleName": "string"

}

i

URI E3R2 &
AERTEFEHAEM URI 28,

AREZHA JSON BB THIER,
analyzerArn
P HTERHY Amazon BIRE# (ARN),
BH . 78
B [~ ] [~ ]* [~ ]* [~ )% [A D% ranalyzer/. {1,255}

ME 2

clientToken

RE &K

ruleName

EEANKRAERE,

ApplyArchiveRule API RxZx 2019-11-01 4



IAM Access Analyzer

APl &%&

BE : F&
RERS : RETRA 1. RELRA 255,
=X : [A-Za-z][A-Za-20-9_.-1*

VE B

Bl eSS
HTTP/1.1 200

EETE

WMREBERI , AIRKEEE@MEZ HTTP AXH HTTP 200 EfE,

$H AR

MEFREBES REENET, BN REIER,

AccessDeniedException

1828 R EFEET AT LB,

HTTP ARAEHS : 403

InternalServerException

R &) AR 3R §E 2R o

retryAfterSeconds
SHERNDE.
HTTP ARAEHES : 500
ResourceNotFoundException
BAEEENEIR,

resourceld

EIRH 1D,

B FEFE &

API| fRZ 2019-11-01 5



IAM Access Analyzer APl &

resourceType

ERAVEE,

HTTP ARRERS : 404
ThrottlingException

4 i PR B SR RR
retryAfterSeconds

EEEANYE.

HTTP ARAEHS : 429

ValidationException

B BRI R ER
fieldList

REBENROAIBE,

reason
BIAAR LAY R

HTTP AREEHS : 400

=
[

¢

B

MEEEHP—EFZSFIHTE AWS SDKsH{ERA L API BNEFHEEA |

(]
73

5’11'!»

A2RETIRE

- AWS i G 5I5RE V2

B AR NET V4 89 SDK

AR C++ By SDK

AR Go K SDK v2

AR Java V2 §J SDK

B JavaScript V3 B SDK
« AWS E AR Kotlin #§ SDK

« AWS EAR PHP V3 # SDK

fat

fait

fait

WS
WS i
« AWS ]
WS i
WS i

fat

API hZ 2019-11-01 6
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T
%
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ApplyArchiveRule

IAM Access Analyzer APl &

« AWS & AR Python #J SDK
« AWS @A Ruby V3 #J SDK

EEE API hZ 2019-11-01 7


https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ApplyArchiveRule

IAM Access Analyzer AP| 2&

CancelPolicyGeneration
BUHE RN EE L,
SR Y

PUT /policy/generation/jobId HTTP/1.1

URI 583k 2#
55}2 EFHTEIJ URl ﬁ%o

jobld

StartPolicyGeneration #&{EJobIdEEIf , JobId FJEE & HE fiE
FGetGeneratedPolicy AMEENEARYEUIR , (B #EEACancelPolicyGeneration ABUH
BREEFER,

VE 2

AR
AREEFRRER

Bl FE 5

HTTP/1.1 200

G fE TR

WRBERY , URBEHE R HTTP AXM HTTP 200 B,
$H 5R

WEFABIEE RERNET  BSNE RERER,

AccessDeniedException

1R8N EFEE T T L EF,

CancelPolicyGeneration API fR7X 2019-11-01 8



IAM Access Analyzer

APl &

HTTP #RREHS : 403

InternalServerException

R & ] AR 3R 85 =R o

retryAfterSeconds

FEEANYE.

HTTP AREEHS : 500
ThrottlingException

l)IL BE ﬁ%lj ﬂ-‘ﬂ n/\ o
retryAfterSeconds

SHEANYR.

HTTP ARAEHS : 429

ValidationException

B BRI ERER
fieldList

AEBEWLIFE

reason
ISR TLHY R

HTTP ARAEHS : 400

®

i
MBI —EESHE AWS SDKsH{EM UL API HEHRET |

]
7:!ﬁ

« AWS 55 RE V2

« AWS EAR .NET V4 # SDK
« AWS EAR C++ Ky SDK

« AWS jBAR Go # SDK v2

« AWS E AR Java V2 #J SDK

S= g
aBZ

Z2HETIIRE :

5ESH

API hZ 2019-11-01 9


https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CancelPolicyGeneration

IAM Access Analyzer

APl &

« AWS i AR JavaScript V3 #J SDK
AWS & A Kotlin B9 SDK

AWS @A PHP V3 #J SDK
AWS E AR Python B SDK

AWS & AR Ruby V3 #y SDK

API k7 2019-11-01 10


https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CancelPolicyGeneration

IAM Access Analyzer AP| 2&

CheckAccessNotGranted

BRERRRERAFFEENFR.
BRE

POST /policy/check-access-not-granted HTTP/1.1
Content-type: application/json

{
"access": [
{
"actions": [ "string" 1],
"resources": [ "string" ]
}
1)
"policyDocument": "string",
"policyType": "string"
}

URI 585k &

/|

AR N EEREM URI 28,

AR
=

AREZERA JSON A THER.

dCCess

FEYHY PSS EERETER THT T, MRIIEEEBE , IAM Access Analyzer B E IR
RHPEMERLLEREFENMELEH —1E peform B)fE, MR RIBEEER , Bl IAM Access Analyzer
BREFIE , UHEL —BERITEAEE. NREREEEEMEIR , IAM Access Analyzer
EREFIE , UEHED —BEENERRTED —EIEENEE,

¥EA . Access YW FET
fEHRE : HEETRA 0, HEHLREA 1.

ME 2

CheckAccessNotGranted API hRZx 2019-11-01 11



IAM Access Analyzer APl &

policyDocument

BEBRAARR JSON BRI,
R . FH
ME 2

policyType

HERNEH, FOBREXFURT IAM 8, F2BXEE AV A6, ERENFHENZEMN
RERBUR

BERBERERT AWS ERNVFA, EFRBXREE IAM ABHNEEHRE , A% Amazon S3 #FEF
BN REFEER,

HR . 7R
B{E:IDENTITY_POLICY | RESOURCE_POLICY

VE .2

Bl 75>

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
1)
"result": "string"
}

EIETE

WMREMERD , BIRREER HTTP 200 EFE,

Bl FERE & API fRZ 2019-11-01 12



IAM Access Analyzer APl &

RIS EER T 5] JSON KXW ERL

HR : 7R
reasons
ERAHIEREA,

A . ReasonSummary Y1 FEZ)

result

RERBAMFINGER, MRERA PASS , RIIEENBERT A I FHEMEEF T,
MRFERS FAIL , AEENBRTRE A FEYW 4P E2 HNEEEFT.

F|A . FE&

BME:PASS | FAIL

i)

MEFADER REBOAT , HSWEREEED,

3

AccessDeniedException

1828 EHEFEET AT BN,

HTTP #RREHS : 403

InternalServerException

W &R AR 3R §R 2R

retryAfterSeconds
FRHEANYE.

HTTP AREEHS : 500

InvalidParameterException

EENSBEN.

$aER API iRZ 2019-11-01 13



IAM Access Analyzer

APl &

HTTP #REEHS : 400
ThrottlingException

BRI PR Hl i 1B 85 3R

retryAfterSeconds

FHEANYE.

HTTP AREERE : 429

UnprocessableEntityException
EERBEEENER,

HTTP ARREHS : 422

ValidationException

BRI AR R EE R
fieldList

REBENBOUBE,

reason
BIAAR LAY R A

HTTP AREEHS : 400

7:H:| %ﬁ

MEEHP-—EFESHE AWS SDKsHEA L API EFHEER |

« AWS %I 5RE V2

- AWS EAR .NET V4 #J SDK

« AWS EA R C++ 1Y SDK

« AWS EHA® Go B SDK v2

- AWS EHAR Java V2 By SDK

« AWS BB JavaScript V3 B SDK
« AWS EHAR Kotlin B SDK

faik

3

A2RETIRE

Rl
T
W
=

API| k7 2019-11-01 14


https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CheckAccessNotGranted

IAM Access Analyzer APl &

« AWS @A PHP V3 B SDK
« AWS & AR Python #J SDK
« AWS @A Ruby V3 #J SDK

EEE API k7 2019-11-01 15


https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckAccessNotGranted

IAM Access Analyzer

APl &

CheckNoNewAccess

RERFRABRMEL , EMNEERE AFHFIG
MFESEPRWES , I 7HRIOARENNITETRRRELRERFIE

E2E GitHub

EH IAM Access Analyzer BETBUR R EESIRTE. LRTFEDPNSEBREEEER

FexistingPolicyDocumentiER2#,

EELER
Eﬁ:jzn%;/

POST /policy/check-no-new-access HTTP/1.1

Content-type: application/json

{
"existingPolicyDocument": "string",
"newPolicyDocument": "string",
"policyType": "string"

}

URI FER S8

ARTEEREM URI B8,
mREm

FAREZERA JSON XM THER,

existingPolicyDocument

RERBBRARE JSON BRI .

HR . FH
ME 2

newPolicyDocument

REEHRBERARK JSON BRI f+.

BHR . FH
MHE 2

CheckNoNewAccess

AP k7 2019-11-01 16


https://github.com/aws-samples/iam-access-analyzer-custom-policy-check-samples

IAM Access Analyzer

APl &

policyType

EHBNBREE, SOBRESKFIRT IAM X8, 55BREE IAM A6, EAEMNEEN

ZEMABRBUR,

ERBRERT AWS RN, ERBEREIE IAM BEMNEEEEEK , LKk Amazon S3 f#FET
BNRTFIEBR, SUARH—MK@A , SIUNSSBERIEFRBER , WEEBA , SIMZERE

= Amazon S3 & FEEBBR,

BFH . FH

BME:IDENTITY_POLICY | RESOURCE_POLICY

ME 2

Bl FE R %

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number

}
]I

"result": "string"

}

Bl fE T 3R
WRBAERY , MRBEE HTTP 200 EIFE.
BRAS B EE T 5 JSON &R EH,

message
EHEEHRBERS AHMEFRNAR

B FEFE &

API fRZ 2019-11-01 17



IAM Access Analyzer APl &
F]A . FH

reasons

fERAVIEIRER A

A : ReasonSummary Y- FE5|

result

BENEFEIENGER, MRERA PASS , AIFFNBERTAFFNWEIR, MRERA FAIL , EF
HBUER A BE S AR R FEL

BR . FH

BME:PASS | FAIL

5

NMEFMBBFEERERNET , F2EEREREE,

3

AccessDeniedException

1828 RS EEET AT BN,

HTTP #REEES : 403

InternalServerException

R &) AR 3R 85 2R o

retryAfterSeconds
EREANVE,

HTTP AREE&HS : 500

InvalidParameterException
EENSHEY,

HTTP ARREHRS : 400
ThrottlingException

w8 B PR i B8R RR

$aER API iRZ 2019-11-01 18



IAM Access Analyzer APl &

retryAfterSeconds

FEEANYE.

HTTP ARREHS : 429

UnprocessableEntityException
ErREEENER.

HTTP ARREHS : 422

ValidationException

B B AR R EE R
fieldList

REENRUBE,

reason
BIAARTLHY REH

HTTP AREEHS : 400

5E2E
W te Soh — WS 7 AWS SDKsHERIL AP WEHIERT , HEMTFAIAS

« AWS =55 E V2

« AWS E AR NET V4 #y SDK

« AWS EHAR C++ B SDK

« AWS B AR Go B SDK v2

« AWS EHAM® Java V2 By SDK

« AWS BB JavaScript V3 B SDK
« AWS jE A Kotlin 89 SDK

« AWS @A PHP V3 #Y SDK

« AWS B AR Python By SDK

. AWS i@ Ruby V3 ) SDK

E | (| |

EEE AP hizZs 2019-11-01 19


https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckNoNewAccess

IAM Access Analyzer AP| 2&

CheckNoPublicAccess

BREERBREEAUUR THEEEREEN LR FIE,
HRE

POST /policy/check-no-public-access HTTP/1.1
Content-type: application/json

{
"policyDocument": "string",
"resourceType": "string"
}
== <
URI FER8#

ERTEEHAEM URI B8,
EREE
SERIZEZEHA JSON B T HEHR,

policyDocument

AR A B FEE JSON BRI,
HE . FH

VE B

resourceType

B OB EIMNERER, fli0 , EEMRZE Amazon S3 FEFEFENARFEE | B bLEE
AWS: :S3::Bucket BEJRER,

HRAZEAERENERER | IAM Access Analyzer /& EI$555,
B|A . FEA

BWE:AWS : :DynamoDB: : Table | AWS::DynamoDB::Stream |
AWS: :EFS::FileSystem | AWS::OpenSearchService: :Domain |
AWS: :Kinesis::Stream | AWS::Kinesis::StreamConsumer | AWS::KMS::Key

CheckNoPublicAccess API WRZAX 2019-11-01 20
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| AWS::Lambda::Function | AWS::S3::Bucket | AWS::S3::AccessPoint
| AWS::S3Express::DirectoryBucket | AWS::S3::Glacier |

AWS: :S30utposts: :Bucket | AWS::S30utposts::AccessPoint |

AWS: :SecretsManager::Secret | AWS::SNS::Topic | AWS::SQS::Queue

| AWS::IAM::AssumeRolePolicyDocument | AWS::S3Tables::TableBucket
| AWS::ApiGateway::RestApi | AWS::CodeArtifact::Domain |

AWS: :Backup: :BackupVault | AWS::CloudTrail: :Dashboard |

AWS: :CloudTrail::EventDataStore | AWS::S3Tables::Table |

AWS: :S3Express: :AccessPoint

ME 2

Bl FE 5

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
1,
"result": "string"
}

Gl fET R
MRBER , ABRIEE HTTP 200 B,

R EERE T 5| JSON KXW ER

message
BEHEEBRERREAFLRENR ERMAS.

API fRZ 2019-11-01 21



IAM Access Analyzer

APl &

reasons
EEERBERRTEREEN L B EIENRRBE.

A - ReasonSummary ¥4 FE %

result

BREHEEEREEN L RENNGER. NRERA PASS |, AIBERFAAHLAFREIEENERE

B, MRFERA FAIL , BRTREAFLRFRIEENEREE,
BE ¥R

BME:PASS | FAIL

i}

NEMRBFEERERNEN  F2REEREREE,

5

AccessDeniedException

1R A RAFERETHAITIHEIFE,

HTTP #RREHS : 403

InternalServerException

R &) AR 2R 8F 2R o

retryAfterSeconds

FEEANYE.

HTTP AREEHS : 500

InvalidParameterException
EENS#EN.

HTTP ARAEHRS : 400
ThrottlingException

7 8 PR B8R RR

API fRZ 2019-11-01 22
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retryAfterSeconds

FEEANYE.

HTTP ARREHS : 429

UnprocessableEntityException
ErREEENER.

HTTP ARREHS : 422

ValidationException

B B AR R EE R
fieldList

REENRUBE,

reason
BIAARTLHY REH

HTTP AREEHS : 400

5E2E
W te Soh — WS 7 AWS SDKsHERIL AP WEHIERT , HEMTFAIAS

« AWS =55 E V2

« AWS E AR NET V4 #y SDK

« AWS EHAR C++ B SDK

« AWS B AR Go B SDK v2

« AWS EHAM® Java V2 By SDK

« AWS BB JavaScript V3 B SDK
« AWS jE A Kotlin 89 SDK

« AWS @A PHP V3 #Y SDK

« AWS B AR Python By SDK

. AWS i@ Ruby V3 ) SDK

E | (| |

EEE API k7 2019-11-01 23


https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckNoPublicAccess

IAM Access Analyzer APl &

CreateAccessPreview
BUFNAE , IRLEBEERF I ZH0EEEZRHN IAM Access Analyzer BREFE.,
ERES

PUT /access-preview HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"configurations": {
"string" : { ... }
}
}

URI F5RE %

ARTEEALM URI SR,

R X8

HRIEZIRA JSON BB FHIEH,

analyzerArn

ARELFIHEENIRE 228 ARN, £REESEHR AccountBEEMActiveRREN S |/ELE
mAE,

BA . FH
B [A]*[A:]*[A:]* [~ ]*: [~ ]*:analyzer/. {1,255}

VE B

clientToken
AFIm=Ff,

BAE . FaH

CreateAccessPreview API WRZAX 2019-11-01 24


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer APl &

BE B
configurations

AREAFNRECERNFREZEGER, FRAECSEAEZENFEUESERAFHERET
ABEMNBERE, BELARTE—ETE.

¥R : Configuration¥) AR Y = &=

PVE .2

Bl FEFE %

HTTP/1.1 200
Content-type: application/json

{

IIEII: Ilstringll

}

EIfETE
WREMERTD , RIBRISE R HTTP 200 =&,
RIS EEE T JSON #BXWEH.
id

FIFEERME— D,

BA . F&H

B3 : [a-T0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

i}

NMEFMBBFEERERNET , F2EERERET,

3

AccessDeniedException

1R B E N EFIE T T EF,

Bl FERE & API fRZ 2019-11-01 25



IAM Access Analyzer

APl &%&

HTTP ARBEHS : 403

ConflictException

FHRHIAR TR

resourceld

&R/ 1D,
resourceType

BREHE,
HTTP #RREHS : 409

InternalServerException

W &R AR 3R 8RR

retryAfterSeconds

FEHEANYE.

HTTP AREEHS : 500

ResourceNotFoundException

BREEENER.

resourceld

&IRM 1D,
resourceType

BIRER,
HTTP ARBEHS : 404

ServiceQuotaExceededException

R B SR TS IRR,

resourceld

&R ID,

resourceType

EREE,
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HTTP AREEHS : 402
ThrottlingException

BRI PR Hl i B 85 3R

retryAfterSeconds
FRHEANYE.

HTTP #REEHS : 429

ValidationException

BRI AR R EE R
fieldList

REENRUBE,

reason
BIAAR TR R

HTTP AREEHS : 400

\\‘)ft

B

MFEEP—EFESHE AWS SDKsHEALL API BVFHER , F2RTIREA

=
JUE

« AWS = 5I5RE V2

« AWS E AR NET V4 #y SDK

« AWS BEA R C++ B SDK

« AWS E AR Go B SDK v2

« AWS E AR Java V2 #J SDK

- AWS E AR JavaScript V3 #J SDK
« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK

fait
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateAccessPreview

IAM Access Analyzer

APl &

CreateAnalyzer
BIEHIE SR 8,
A OREED

PUT /analyzer HTTP/1.1
Content-type: application/json

"analyzerName": "string",
"archiveRules": [

{
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1,
"exists": boolean,

neq": [ "string" ]

+

"ruleName": "string"

1,
"clientToken": "string",
"configuration": { ... 1},
"tags": {

"string" : "string"

o
"type": "string"

URI 583k2 %
ERTEFEHEA URI 28,
BREEE

AREZHA JSON BN TIIER.

CreateAnalyzer
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analyzerName

ERVUNDMBRER,

WA . FH

RERH : RETRA 1. RELRA 255,
B3 : [A-Za-z][A-Za-20-9_.-]1*

VE B

archiveRules
EEEASMBMENEFESRA, HEANSEHHFRHELARAERZE 2 RHNEEEE,

R : InlineArchiveRule #1445l

PNE &
clientToken

A EImFRFo

B FH

RE &K

configuration

EESMBNERE, MRIMB[RREANEFNDMR , AEENREAFTNEES ARNERE, W
RoMBERABEIMDER , RiEENARFED #T 8l ARERE.

A . AnalyzerConfiguration ¥4

AR AR Uniono REEREEREE A —EKE.

PNE B
tags

EERZESMROEEHES, EFLUER—# Unicode 78, BF. 1K,
M-,

—_ e /\ =. +\

HREBRS|IE , ZUUEERES 1 2 128 BF tE , BTFENLE NFEaws o
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HRERE , BUUEERES 0 B 256 f8F T EH.

BH . ZHRIFHRE

PE B
type

ERVNONREE, SERESERFRAREY —EoHF. SEARISSEAMSZTIUEYL S5

182 4728

HA . FH

B M{E:ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS |
ORGANIZATION_UNUSED_ACCESS | ACCOUNT_INTERNAL_ACCESS |

ORGANIZATION_INTERNAL_ACCESS

ME 2

Bl FE 5

HTTP/1.1 200
Content-type: application/json

{

}

arn": "string"

ol fE T 3=
WMREERTD , RIBRISE R HTTP 200 = FE,
RIS EERE T 5] JSON KXW ERL
am

&SR A 2 #T8F ARN,

F|A . FE&

B [Ac]* [~ ]* i [A:]* [~ 1% [~ ]*:analyzer/

.{1,255}

B FEFE &

API iRZ 2019-11-01 30



IAM Access Analyzer

APl &%&

§HER
MEMEBEERERNES  F2REREREE,
AccessDeniedException

1R A RAFERETHITIHEIF,

HTTP ARAEHS : 403

ConflictException

ERBIARRIER,

resourceld

&R/ 1D,
resourceType

BREE,
HTTP ARREHS : 409

InternalServerException

ARG EE

retryAfterSeconds
FREANYE.

HTTP ARZERS : 500

ServiceQuotaExceededException

R BT S#RR,

resourceld

&R ID,

resourceType
BERER,

HTTP AREEHS : 402
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ThrottlingException

BRI PR Hl IR 85 3R,

retryAfterSeconds
FRHEANYE.

HTTP #RREHS : 429

ValidationException

BRI AR R EE R
fieldList

REENRUBE,

reason
BIAAR TR R A

HTTP AREEHS : 400

\\‘)ft

B
MBLELH—BESHE AWS SDKsHEM UL API REHRET |

=
JUE

A2RETIRE

« AWS = 5I5RE V2

« AWS E AR NET V4 #y SDK

« AWS AR C++ B SDK

« AWS E AR Go B SDK v2

« AWS E AR Java V2 #J SDK

« AWS E AR JavaScript V3 #J SDK
« AWS & AR Kotlin £y SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK

fait
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateAnalyzer

IAM Access Analyzer APl &

CreateArchiveRule

AEENSMREUHEFRAY, HERASABHEFASEEEYRARMESRKENFTEEEE,

EETHITARBUHFTRANVEEZSE® , 528 (AM EHEIERE) P/ IAM Access Analyzer i
B8,

nﬁ_ﬁnn/

PUT /analyzer/analyzerName/archive-rule HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1,
"exists": boolean,
"neq": [ "string" 1]
}
1,
"ruleName": "string"
}

URI B3RS 8
AREEATS URI 28,
analyzerName
B D HEEB.
RERH : RETRA 1, RELRA 255,

=X : [A-Za-z][A-Za-20-9_.-1*

PVE 2

ARER
RAREX B JSON XM TIIE .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-reference-filter-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-reference-filter-keys.html

IAM Access Analyzer

APl &

clientToken

PVE B

filter
1R BB R4
A . ZEECriterion )&t

VE B

ruleName
ERVHRAERE,
B FH
RERS : RETRA 1. RELRA 255,

= : [A-Za-z][A-Za-20-9_.-1*

ME 2
[B] FERE £

HTTP/1.1 200

EIETE

WMREEMKT , AIRBEE@EZ HTTP AXH HTTP 200 E1FE,
TR

MEMEBEERERNES K F2REREREE,
AccessDeniedException

1R B E N EFIE T T EF,

B FEFE &
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HTTP ARBEHS : 403

ConflictException

FHRHIAR TR

resourceld

&R/ 1D,
resourceType

BREHE,
HTTP #RREHS : 409

InternalServerException

W &R AR 3R 8RR

retryAfterSeconds

FEHEANYE.

HTTP AREEHS : 500

ResourceNotFoundException

BREEENER.

resourceld

&IRM 1D,
resourceType

BIRER,
HTTP ARBEHS : 404

ServiceQuotaExceededException

SR RAVEHR,

resourceld

&R ID,

resourceType

EREE,
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HTTP AREEHS : 402
ThrottlingException

A B PR B R RR

retryAfterSeconds
FRHEANYE.

HTTP #REEHS : 429

ValidationException

BRI AR R EE R
fieldList

REENRUBE,

reason
BIAAR TR R

HTTP AREEHS : 400

\\‘)ft

B

MFEEP—EFESHE AWS SDKsHEALL API BVFHER , F2RTIREA

=
JUE

« AWS = 5I5RE V2

« AWS E AR NET V4 #y SDK

« AWS BEA R C++ B SDK

« AWS E AR Go B SDK v2

« AWS E AR Java V2 #J SDK

- AWS E AR JavaScript V3 #J SDK
« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK

fait
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateArchiveRule

IAM Access Analyzer

APl &%&

DeleteAnalyzer

MBRIEEM D28, EEMBRD RS , BASREREPWIRFEBEER IAM Access

Analyzer, S HBRELNFIERERRBEMER. BEEERLBE.

ERE

DELETE /analyzer/analyzerName?clientToken=clientToken HTTP/1.1

URI 585k &

AEREEATY URI B8,

analyzerName

EMBRY D HTERE B

RERS : RETRAB 1, RELERA 255,

= : [A-Za-z][A-Za-z0-9_.-1*

ME 2

clientToken

RAFEmFR,

HTTP/1.1 200

EIETE

MREEXRT , AREEER

HTTP AXH HTTP 200 EIFE,

DeleteAnalyzer
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R AR
WEMEBFEERERNEN  F2EEREREH,
AccessDeniedException

8RB R AR T LB,

HTTP ARAEHS : 403

InternalServerException

A ER R PR BR EH ER.

retryAfterSeconds
EREANVE,

HTTP AREEHS : 500

ResourceNotFoundException

BAEEENER,

resourceld

&EIRM ID,
resourceType

ERNER,
HTTP ARRERS : 404

ThrottlingException

BRI PR Hl i 1B §5 3R

retryAfterSeconds
FHERNDE.

HTTP #REEES : 429

ValidationException

B B AR IR
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fieldList

REENRUBE,

reason
BIAAR TR R

HTTP #REEHS : 400

=
[

¢

B

MFEHEP-EFESHE AWS SDKsHEALL API (VFHER , F2RTIRE

(]
73

¥

« AWS =3I 5RE V2

« AWS E AR NET V4 #y SDK

« AWS BAR C++ By SDK

« AWS B AR Go #J SDK v2

« AWS E AR Java V2 #J SDK

« AWS i AR JavaScript V3 #J SDK
« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK

fait
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/DeleteAnalyzer

IAM Access Analyzer

APl &

DeleteArchiveRule
MRS EREFHR A,

SEL SR
nﬁsknn/

DELETE /analyzer/analyzerName/archive-rule/ruleName?clientToken=clientToken HTTP/1.1

URI 7ER28
wREEA TS URI 28,
analyzerName

EZ M BRAY 17 5 AU AR BRBRAY 20 47 25 B F
RERS : RETRAB 1, RELERA 255,

= : [A-Za-z][A-Za-z0-9_.-1*

VE B

clientToken

RAFmRFR,

ruleName
EMBRORAERE,
RERH : RETRA 1, RELREA 255,

= : [A-Za-z][A-Za-20-9_.-1*

HTTP/1.1 200

DeleteArchiveRule
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EIfETE

MREMERD , AIRBEEREZ HTTP AXH HTTP 200 @ fE,
#HER

MEFREEER RERNER ,

2
s
&
3
b
mh
gui
5
t"l:

AccessDeniedException

1R A RAFERETHAITIHEIF,

HTTP #RREHS : 403

InternalServerException

M &) A 3R 85 BRo

retryAfterSeconds
FRHEANYE.
HTTP #REEHS : 500

ResourceNotFoundException

BAEEENER,

resourceld

EIRE 1D,

resourceType
BERNER,

HTTP AREEHS : 404
ThrottlingException

A EA PR B R RR

retryAfterSeconds

FHERNDE.

HTTP #REEHS : 429
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APl &

ValidationException

BFEOIANAM TR,
fieldList

REENRUBE,

reason
BIAAR TR R A

HTTP #REEHS : 400

¢

B
MBLEL T —BESHE AWS SDKsHEM UL API WEHRET |

=
JUE

« AWS =3I 5RE V2

« AWS E AR NET V4 #y SDK

« AWS BAR C++ By SDK

« AWS B AR Go #Y SDK v2

« AWS E AR Java V2 #J SDK

« AWS i AR JavaScript V3 By SDK
« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK

fait

A2RETIRE
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/DeleteArchiveRule

IAM Access Analyzer

APl &%&

GenerateFindingRecommendation

RAREANFIRERREILER.

== =F L
EEBREE/

POST /recommendation/id?analyzerArn=analyzerArn HTTP/1.1

URI RS H
EREFEA T URI BE,

analyzerArn

ARELRERREZN D 2R ARN.

B [Ac]*[A:]* [~ ]* [~ ]*:[A:]*:analyzer/. {1,255}

VE B

HELREZNE— 1D,

RERH : RETRA 1, RELRA 2048,

ME 2

HTTP/1.1 200

EETE

WMREBERI , AIREEE@MEZ HTTP AXH HTTP 200 E &,

GenerateFindingRecommendation
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer AP| 2&

R AR

NEFMBBFEERERNET , F2EERERET,

AccessDeniedException
8RB R TR T L ENE

HTTP #RREHS : 403

InternalServerException

A ER R PR BR EH ER .
retryAfterSeconds
SHEANVE.

HTTP AREEHS : 500
ThrottlingException

BRI PR Hl i B §5 3R

retryAfterSeconds
SHEANVE.

HTTP AREEHS : 429

ValidationException

BRI SR R 85 RS
fieldList

AEBEIWMOITE,

reason
BIAAR LAY R

HTTP ARAEHS : 400

AWS SDKsH{E Itk API BIEEMIERA , FSBRTHARAR :

wit

NEEEHF-EBESH
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AWS 551 E V2

AWS @AM .NET V4 #J SDK
AWS EAR C++ #y SDK

AWS @A Go B SDK v2

AWS i@ AR Java V2 By SDK
AWS B AR JavaScript V3 By SDK
AWS & A Kotlin 8y SDK

AWS @A PHP V3 #J SDK
AWS E AR Python #J SDK

AWS & AR Ruby V3 #y SDK

fait
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation

IAM Access Analyzer APl &

GetAccessPreview
MRS E S M EEREENHEEA.
AR

GET /access-preview/accessPreviewId?analyzerArn=analyzerArn HTTP/1.1

URI 583k ¥

AREEMA TS URI 28,

accessPreviewld

FEFEERIME— 1D,
B3 : [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}
VR =
analyzerArn
ARELEFIEEN 22 ARN,

B [Ac]* [~ ]* [~ ]* [~ 1% [~ ]*:analyzexr/. {1,255}

VE B

AREM
AREBEFRER,
B

HTTP/1.1 200
Content-type: application/json

{

"accessPreview": {
"analyzerArn": "string",

GetAccessPreview API WRZAX 2019-11-01 46


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer

APl &

"configurations": {
"string" : { ... }

}I

"createdAt": "string",
"id": "string",
"status": "string",
"statusReason": {
"code": "string"

G TR
IMRBERLT , AIBRISEE HTTP 200 EIFE,
AR 75 & E T 5) JSON R MEH,

accessPreview

BEFRAEABREAN YT,

A . AccessPreview Y14

§5

NEFEBFEEREBRNEN , BN RHRE,

3

AccessDeniedException

18R 8 EHEFEET AT BN,

HTTP ARAEHS : 403

InternalServerException

R EB ] AR 2R ER AR o
retryAfterSeconds

FHEANYE.

HTTP AREEHS : 500

E)PES
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ResourceNotFoundException
BAEEENEIR,
resourceld

EIRAY 1D,
resourceType

ERNVER,
HTTP ARRERS : 404

ThrottlingException

)IL ISE %‘Jﬁ)ﬂf& HRRo
retryAfterSeconds

FEEANYE.

HTTP iREEHS : 429

ValidationException

B BISRLER R
fieldList

AEBENROUBE,

reason
BIAAR TR R

HTTP ARAEHS : 400

HwRSH
MBAE R — RS T AWS SDKsH £t AP| WEHAET, | BSHTHRA

AWS 555 SHE V2

AWS E AR .NET V4 5 SDK
AWS EHAR C++ By SDK
AWS i#E AR Go #y SDK v2
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAccessPreview
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AWS i@ AR Java V2 By SDK
AWS B AR JavaScript V3 By SDK
AWS & AR Kotlin B9 SDK

AWS @A PHP V3 #J SDK
AWS E AR Python B SDK

AWS & A Ruby V3 #y SDK
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAccessPreview

IAM Access Analyzer APl &

GetAnalyzedResource
BB 2 TR EBEE A,

® Note
RENEFID Hes S <R BF.

EEASEH
Eﬁ:jzn%il
GET /analyzed-resource?analyzerArn=analyzerArn&resourceArn=resourceArn HTTP/1.1

URI SRS H
AREEATS URI B8,

analyzerArn
ERPEIERAN D2 ARN,

B [A]*[A:]*[A:]* [~ ]*: [~ ]*:analyzer/. {1,255}

PNE 2
resourceArn

EHEHEEIE A ZEIRN ARN,
*ﬁ:—& : arn:[A:]*:[A:]*:[A:]*:[A:]*:.*

HTTP/1.1 200
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Content-type: application/json

{
"resource": {
"actions": [ "string" 1],
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"isPublic": boolean,
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"sharedVia": [ "string" ],
"status": "string",
"updatedAt": "string"
}
}

EIi S
WMREMERT , BIRRIEER HTTP 200 EFE,
R EEE T3 JSON XN ER,
resource
‘@& IAM Access Analyzer =5 i EREFFTIR B E AR AnalyzedResource 1,

/A . AnalyzedResource ¥4

i)

NMEFMBBFEERERNET , F2REERERER,

g

N

AccessDeniedException

1828 EHEEET AT B,

HTTP #RREES : 403

InternalServerException

M & ] A 3R 85 2R
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retryAfterSeconds
FRHEANYE.

HTTP ARZEHS : 500

ResourceNotFoundException
BAEIEENEIR,.
resourceld

EIRM ID,
resourceType

BRNER,
HTTP ARREHS : 404

ThrottlingException

BRI PR R 1B §5 3R

retryAfterSeconds
FRHEANYE.

HTTP ARAEHS : 429

ValidationException

B PIAAR L ER =R
fieldList

AEBEWLIFE,

reason
BIAAR TR R

HTTP AREEHS : 400

AWS SDKsH{E Itk API BIEEMAERA , FSBRTHAR :

kit

NEEEHF-BHESH
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AWS 551 E V2

AWS @AM .NET V4 #J SDK
AWS EAR C++ #y SDK

AWS @A Go B SDK v2

AWS i@ AR Java V2 By SDK
AWS B AR JavaScript V3 By SDK
AWS & A Kotlin 8y SDK

AWS @A PHP V3 #J SDK
AWS E AR Python #J SDK

AWS & AR Ruby V3 #y SDK

fait
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAnalyzedResource

IAM Access Analyzer APl &

GetAnalyzer
BEERIE 4 M 2 MBI R
AR ORFE

GET /analyzer/analyzerName HTTP/1.1

URI RS E
AREHEA T URI 28,
analyzerName
BRI RN BB,
RERS : RETRA 1. RELERA 255,

%X : [A-Za-z][A-Za-20-9_.-1*

ME 2
BRIM

BREEFERER,
@FEEE:
L&s AR /.

HTTP/1.1 200
Content-type: application/json

"analyzer": {

"arn": "string",
"configuration": { ... },
"createdAt": "string",
"lastResourceAnalyzed": "string",
"lastResourceAnalyzedAt": "string",
"name": "string",

"status": "string",

"statusReason": {
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"code": "string"
},
n agsll: {
"string" : "string"

}I

ype": "string"

EIETE

MR , BIRRFEED HTTP 200 EIFE,

RIS EER T 5| JSON KXW ERL

analyzer
BEDWERMEEAETMNAnalyzerSummary ¥,

|A - AnalyzerSummary ¥4

§5

WEMBBFEERERNEN  F2EEREREH,

5

AccessDeniedException
R 8 R FEE BT Bk,

HTTP #RREHS : 403

InternalServerException

& fa] AR B 85 5R

retryAfterSeconds

FEHEANYE.

HTTP AREEHS : 500

ResourceNotFoundException

BAEEENER,

E)PES
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resourceld

EIRM 1D,
resourceType

BIRAVER,
HTTP ARBERS : 404

ThrottlingException

BRI PR Hl B 85 3R

retryAfterSeconds

FHEANYE.

HTTP #REEHS : 429

ValidationException

BB AN ER L,
fieldList

AEBENROUBE,

reason
BIAAR LAY R A

HTTP ARAEHS : 400

W

=3
B

B

MEEEP-—EEZ ST AWS SDKsHER L APl BEFMAET |

I
73

AZHRTIIRE

SHISRE V2
B NET V4 1y SDK
AR C++ 1 SDK
AR Go #Y SDK v2
B Java V2 By SDK
B JavaScript V3 # SDK

Eﬂ@iﬂ@@ub

WS 1@
WS i
WS i
WS i
WS i
WS i
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAnalyzer
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« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK
« AWS & AR Python #J SDK
« AWS E AR Ruby V3 #J SDK
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAnalyzer

IAM Access Analyzer APl &

GetArchiveRule

HEHBFARAUNEEEA.

EETHMAUARBURERANENESS L F28 (AM EAEERM) T8 IAM Access Analyzer &
e

ERE

GET /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1

URI RS E
AREEA TS URI 28,
analyzerName
ERFEER A DB,
RERSH : RETRA 1. RELERA 255,

=X : [A-Za-z][A-Za-20-9_.-1*

VE 2

ruleName
EHRNRAERE,
RERH : RETRA 1, RELREA 255,

= : [A-Za-z][A-Za-z0-9_.-1*

HTTP/1.1 200
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Content-type: application/json

{

"archiveRule": {
"createdAt": "string",
"filter": {

"string" : {
"contains": [ "string" ],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
},
"ruleName": "string",
"updatedAt": "string"
}
}

EI S
WREMERT , RIBRISER HTTP 200 EIFE,
RIS EEE T3 JSON XM ER,
archiveRule
BEHERAANHEEET. HFRUSAFHERSLERURBMERGGNHEBESTE,

|A - ArchiveRuleSummary ¥4

§5
MEFHABEEREEOER  ASWEREBEL,

§

AccessDeniedException

1828 EHEFEET T BN,

HTTP #RREHS : 403

InternalServerException

M & ] A 3R 85 2R
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retryAfterSeconds
FRHEANYE.

HTTP ARZEHS : 500

ResourceNotFoundException
BAEIEENEIR,.
resourceld

EIRM ID,
resourceType

BRNER,
HTTP ARREHS : 404

ThrottlingException

A B PR B8R RR

retryAfterSeconds
FRHEANYE.

HTTP ARAEHS : 429

ValidationException

B PIAAR L ER =R
fieldList

AEBEWLIFE,

reason
BIAAR TR R

HTTP AREEHS : 400

AWS SDKsH{E Itk API BIEEMAERA , FSBRTHAR :

kit

NEEEHF-BHESH
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AWS 551 E V2

AWS @AM .NET V4 #J SDK
AWS EAR C++ #y SDK

AWS @A Go B SDK v2

AWS i@ AR Java V2 By SDK
AWS B AR JavaScript V3 By SDK
AWS & A Kotlin 8y SDK

AWS @A PHP V3 #J SDK
AWS E AR Python #J SDK

AWS & AR Ruby V3 #y SDK

fait
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetArchiveRule

IAM Access Analyzer AP| 2&

GetFinding

RS EREFERWMEEEN. GetFinding M GetFindingV2 #AR IAM BUERBRIRHY access-
analyzer:GetFinding Actiont®., BS4EEBHIT access-analyzer:GetFinding&{E/W
.

(@ Note

RENBER D MTESF X E GetFinding, B4 A GetFindingV2 AR REBH KM FEE S
es.

EEPEHS
AR :KFIE'/
GET /finding/id?analyzerArn=analyzerArn HTTP/1.1
URI RS2 ¥
AREEA TS URI 28,

analyzerArn
EXREHL RN D38 ARN,

B [A]*[A:]* [~ ]*:[A:]*: [~ ]*analyzer/. {1,255}

VE B

BRI EESFE ID,

ME 2
BREE
ERREFEREHE,
[B] FERE

HTTP/1.1 200
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Content-type: application/json

{
"finding": {
"action": [ "string" 1],
"analyzedAt": "string",
"condition": {
"string" : "string"
1,
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {
"string" : "string"
1,
"resource": "string",
"resourceControlPolicyRestriction": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"sources": [
{

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

1,

"type": "string"

}
1,
"status": "string",
"updatedAt": "string"
}
}

ElIfETTE

WMREMERD , BIRREER HTTP 200 EFE,

fREEEE TS JSON BAHWEHR,

finding
BERERLRFMEANFinding P,
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¥R : Finding #11

i}

NMEFMBBEERERNES , F2EERERET,

5

AccessDeniedException
R 8 R AT RRE R T L BNE

HTTP ARAEHS : 403

InternalServerException

R EB Al AR 2R ER AR o

retryAfterSeconds
FRHEANYE.

HTTP #REEHS : 500

ResourceNotFoundException

BAEEENEIR,

resourceld

EIRK 1D,

resourceType
BERNER,

HTTP AREEHS : 404
ThrottlingException

BRI PR H i IR 85 3R

retryAfterSeconds
EREANVE,

HTTP ARAEHS : 429
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ValidationException

BFEOIANAM TR,
fieldList

REENRUBE,

reason
BIAAR TR R A

HTTP #REEHS : 400

¢

B
MBLEL T —BESHE AWS SDKsHEM UL API WEHRET |

=
JUE

« AWS =3I 5RE V2

« AWS E AR NET V4 #y SDK

« AWS BAR C++ By SDK

« AWS B AR Go #Y SDK v2

« AWS E AR Java V2 #J SDK

« AWS i AR JavaScript V3 By SDK
« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK

fait

A2RETIRE
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFinding

IAM Access Analyzer APl &

GetFindingRecommendation
HEEE S M2 AERRERNMEEEN,

SEL SR
EF3:32H%§/

GET /recommendation/id?
analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken HTTP/1.1

URI FERZH
AREEMATS URI 28,
analyzerArn
ARELERERREBRN DT ARN,
B [Ae]* e[~ ] [~ ]* [~ ]* [~ ]*analyzex /. {1,255}

PVE .2

AEEREZNME— D,
RERH : RETRA 1. REERA 2048,

VE B

maxResults
ElfERERNEREE LR,
BENEE  R/NEA 1. RAES 1000,

nextToken

AREBREERD ENFH.

ERETE

AREBERRER,
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IAM Access Analyzer APl &

Bl FE7E

HTTP/1.1 200
Content-type: application/json

{
"completedAt": "string",
"error": {
"code": "string",
"message": "string"
}
"nextToken": "string",
"recommendationType": "string",
"recommendedSteps": [
{ ...}
1,
"resourceArn": "string",
"startedAt": "string",
"status": "string"
}

EIfETE

WMREERTD , RIBRIEER HTTP 200 B,
RIS EER T 5| JSON KXW ERL

completedAt
SEREREBEEERZNRRE,

/A : Timestamp

error

BFRENBEEEEBRRAMFERNFAES.

A - RecommendationError ¥4

nextToken

ARERERDENFH.

BHH . FH
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recommendationType

BESENEZER,
HR . 7R

BAM{E:UnusedPermissionRecommendation

recommendedSteps

BREBENER LD REE,

F/A . RecommendedStep ¥4 BE 5

resourceArn

WEHERERH ARN,
A . FH

B arn:[Ar]*:[A:]*:[A]* [~ ]*: L
startedAt

FIG I EEERBNRE,

A : Timestamp

status
HEEEEERRNMRE,
HR . 7R

5% {&:SUCCEEDED | FAILED | IN_PROGRESS

7]
MBFRABER REBOE |

5

2
s
&n
e
b
m
gui
St
t"l:

AccessDeniedException

18R 8 B EEET AT LB,

HTTP ARAEHS : 403
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InternalServerException

R &) AR 2R §E 2R o

retryAfterSeconds
FRHEANYE.

HTTP AREE&HS : 500

ResourceNotFoundException

BTIEENEIR,

resourceld

&IRW 1D,
resourceType
BERNEE,

HTTP ARARERS : 404
ThrottlingException

7 H PR B8R RR

retryAfterSeconds
EREANVE,

HTTP ARAEHS : 429

ValidationException

B R ISR LR RR
fieldList

AEBEWLIFE,

reason
ISR SLHY REH

HTTP AREEHS : 400
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MEEHP -—EFESHE AWS SDKsHEA L API EFHEER |

« AWS = 5I5RE V2

« AWS E AR NET V4 #y SDK

« AWS BAR C++ By SDK

« AWS B AR Go #J SDK v2

« AWS E AR Java V2 #J SDK

« AWS i AR JavaScript V3 #J SDK
« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK

fait

A2RETIRE
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFindingRecommendation
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GetFindingsStatistics
HEABERSAEAN TR HENREAERRRTEREE,
AR AR

POST /analyzer/findings/statistics HTTP/1.1
Content-type: application/json

{

"analyzerArn": "string"
}

URI B3R 28

ERFREAEM URI BH.
R

SEREZHA JSON BRI THEH,

analyzerArn
ARELERFTERH 24788 ARN,

¥AE . FH
B [A]*[A:]* [~ ]* [~ ]*: [~ ]*analyzer/. {1,255}

PVE .2

Bl 75>

HTTP/1.1 200
Content-type: application/json

{
"findingsStatistics": [

{ ...}

]I
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"lastUpdatedAt": "string"
}

B fE TR
MEREERT , BIIRFER HTTP 200 EFE,
RISEEE T 5 JSON BXHEE.

findingsStatistics

— AR ERHRERANEFNEETERTER.

A : FindingsStatistics ¥)#BE %
lastUpdatedAt

EREFEEBERTER IR, R RIS ER o AT aS R E A E

AR EEA LWL

/A : Timestamp

§5

NMEFMBBFEERERNET , F2EERERET,

3

AccessDeniedException

1R B EHEIE T AT LB,

HTTP #RREHS : 403

InternalServerException

A ER R PR BR EH ER .
retryAfterSeconds
FRHEANYE.

HTTP AREE&HS : 500

ResourceNotFoundException

BAEEENER,

RERETER

E)PES
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resourceld

EIRM 1D,
resourceType

BIRAVER,
HTTP ARBERS : 404

ThrottlingException

A B PR B 5 RR

retryAfterSeconds

FHEANYE.

HTTP #REEHS : 429

ValidationException

BB AN ER L,
fieldList

AEBENROUBE,

reason
BIAAR LAY R A

HTTP ARAEHS : 400

W
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B

B
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I
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SHISRE V2
B NET V4 1y SDK
AR C++ 1 SDK
AR Go #Y SDK v2
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFindingsStatistics
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFindingsStatistics

IAM Access Analyzer APl &

GetFindingV2

HEE ERAEERNWHEBEER. GetFinding M GetFindingV2 #A R IAM BERBRIAR K access-
analyzer:GetFinding Actiont®, BXEEFHIT access-analyzer:GetFindingE{ERY
.

ERE

GET /findingv2/id?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI 5E3RZ &
EREMA T URI B,

analyzerArn

EEREF RN HMEE ARN.

B [Ac]* [~ ]*:[A:]* [~ ]*: [~ ]*:analyzer/. {1,255}

VE B

BNV EEFE D,

PVE .2

maxResults

ElIEFEEERBE LR,

nextToken

ARERERD ENFH.

AR

ARRBAERER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer

APl &

Bl FE7E

HTTP/1.1 200
Content-type: application/json

{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingDetails": [

{ ...}

1,
"findingType": "string",
"id": "string",
"nextToken": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"

}

G TR
MBBIER I , ABRIEE HTTP 200 B,
AR 75 & E T 5) JSON R MEH,
analyzedAt
S EERERR L DREBER IAM B,

A : Timestamp

createdAt
B BEEFENRE,
/A : Timestamp

error

i

B FEFE &
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| Fa

findingDetails

REREERNERER AR , WIRENMHRLEENIES],
A : FindingDetails ¥ 4BE %I

findingType

BEEENER, BRANEIRSHTES , B8 A ExternalAccess, HRAKRFERANEIR DTS ,
FA LR UnusedIAMRole, UnusedIAMUserAccessKey, UnusedIAMUserPassword =%
UnusedPermission. ¥IRATHEIN S MEE , BEA InternalAccess.

BE ¥R

BM{E:ExternalAccess | UnusedIAMRole | UnusedIAMUserAccessKey |
UnusedIAMUserPassword | UnusedPermission | InternalAccess

id

EHINNEEFTE D,
BH . F&

nextToken
AREBREERDENFH.
B F&

resource
EABEFTENER,
| P

resourceOwnerAccount
WEEIRHN Tye AWS IRF ID.
BE ¥R

resourceType

MERRPREBNERER,
B/ FH

E)PES

APl &
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BMEAWS: :S3: :Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

status

REFEROMEE,
HR : 7R

BEACTIVE | ARCHIVED | RESOLVED
updatedAt

AEERENNEE,

A : Timestamp

i)

NMEFMBBFEERERNET , F2EERERET,

3

AccessDeniedException

18R 8 EHEFEET AT BN,

HTTP #REEES : 403

InternalServerException

R EB ] AR 2R ER AR o
retryAfterSeconds

FEHEANYE.

HTTP AREEHS : 500

ResourceNotFoundException

BAEEENER,
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resourceld

EIRM 1D,
resourceType

BIRAVER,
HTTP ARBERS : 404

ThrottlingException

A B PR B 5 RR

retryAfterSeconds

FHEANYE.

HTTP #REEHS : 429

ValidationException

BB AN ER L,
fieldList

AEBENROUBE,

reason
BIAAR LAY R A

HTTP ARAEHS : 400

W

=3
B

B

MEEEP-—EEZ ST AWS SDKsHER L APl BEFMAET |

I
73

AZHRTIIRE

SHISRE V2
B NET V4 1y SDK
AR C++ 1 SDK
AR Go #Y SDK v2
B Java V2 By SDK
B JavaScript V3 # SDK

Eﬂ@iﬂ@@ub

WS 1@
WS i
WS i
WS i
WS i
WS i
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFindingV2
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« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK
« AWS & AR Python #J SDK
« AWS E AR Ruby V3 #J SDK
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFindingV2

IAM Access Analyzer APl &

GetGeneratedPolicy

FEEE A EEMBEEStartPolicyGeneration,

tnl:ll

GET /policy/generation/jobId?
includeResourcePlaceholders=includeResourcePlaceholders&includeServicelLevelTemplate=includeSery
HTTP/1.1

URI 583k 2 &
sEREEA TS URI B,

includeResourcePlaceholders

BEEENFHMAETRBR. SN ER S EATERRPEREBRBHEECBHEEELEEFER
ARNs BBV B BER,

Blan | EBERINERERSP |, B K AESZME , flE0 "Resource":"arn:aws:s3: ::
${BucketName}"m3IE "*",

includeServicelLevelTemplate

LEEENFHEARR. BUlEEREEEERBEBHRBEK,

IAM Access Analyzer €{F ] iam:servicelastaccessed X Bl &L A SR I Itk BRI B iRk &5 A
i AR 7% o

jobld

StartPolicyGeneration #{EJobIdEEIM ., JobId AJEE #EHELE
FiGetGeneratedPolicy AREENEAMEUR |, L #EFEACancelPolicyGeneration ABUH
BURELEER,

ME 2

AR ERE
ERRAEREME,

nl‘ﬂ
Y
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Bl FE7E

HTTP/1.1 200
Content-type: application/json

"generatedPolicyResult": {
"generatedPolicies": [

{

"policy": "string"

1,
"properties": {
"cloudTrailProperties": {
"endTime": "string",
"startTime": "string",
"trailProperties": [

{

"allRegions": boolean,
"cloudTrailArn": "string",

"regions": [ "string" ]

}I

"isComplete": boolean,
"principalArn": "string"

iy
"jobDetails": {
"completedOn": "string",

"jobError": {
"code": "string",

"message": "string"

1,

"jobId": "string",
"startedOn": "string",
"status": "string"

G TR
MBBER , ABRIEE HTTP 200 B,
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RIS EER T 5] JSON KXW ERL

generatedPolicyResult

BEEENBRMMEEBEMETA N GeneratedPolicyResul t ¥,

A : GeneratedPolicyResult ¥4
jobDetails

BEMEEBRFHMEAMNGeneratedPolicyDetail s¥f,

A : JobDetails ¥4

§5

NEFMBBFEERERNET , F2EERERET,

3

AccessDeniedException
8RB R AT T L EIE,

HTTP #REEHS : 403

InternalServerException

A G e

retryAfterSeconds
SHEANVE.

HTTP ARREHS : 500

ThrottlingException

BRI PR Hl IR 85 3R

retryAfterSeconds
FRHEANYE.

HTTP AREEHE : 429

ValidationException

B B AMRIREE R
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fieldList

REENRUBE,

reason
BIAAR TR R

HTTP #REEHS : 400

=
[

¢

B

MFEHEP-EFESHE AWS SDKsHEALL API (VFHER , F2RTIRE

(]
73

¥

« AWS =3I 5RE V2

« AWS E AR NET V4 #y SDK

« AWS BAR C++ By SDK

« AWS B AR Go #J SDK v2

« AWS E AR Java V2 #J SDK

« AWS i AR JavaScript V3 #J SDK
« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK

fait
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetGeneratedPolicy

IAM Access Analyzer APl &

ListAccessPreviewFindings
B EFRAEERELAN FRAEERER REE,

HRE

POST /access-preview/accessPreviewId HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
b,
"maxResults": number,
"nextToken": "string"
}

URI 585R2 ¥
SBREHEA T URI B8,

accessPreviewld

FHFEENE— ID,
B [a-T0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

PVE .2
ERER

A REZERA JSON AR THER,

analyzerArn
ARELFEERN 5485 ARN,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer

API 2%
BH . 78
B [Ae]* [~ ] [~ ]* [~ 1% [~ ]*tanalyzex/. {1,255}
MR =
filter

EREE D BEFER RN

A : Criterion¥) HBRETRY 7 &R
MR B

maxResults
EREFEONEREE LR,
WA B
MR B

nextToken

AREBEEERD AN TR,

Bl FE5E

HTTP/1.1 200
Content-type: application/json

{
"findings": [
{
"action": [ "string" ],
"changeType": "string",
"condition": {
"string" : "string"
.
"createdAt": "string",
B FE SR
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APl &

"error": "string",
"existingFindingId": "string",
"existingFindingStatus": "string",
"id": "string",

"isPublic": boolean,

"principal": {

"string" : "string"

iy

"resource": "string",

"resourceControlPolicyRestriction": "string",

"resourceOwnerAccount": "string",

"resourceType": "string",

"sources": [

{

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

},

"type": "string"

}
1,
"status": "string"
}
1,
"nextToken": "string"

ClIfETE

WREMERTD , RIBRISE R HTTP 200 = FE,

fREEEE TS JSON BANWEHR,

findings
HEEEHERTNENAERESE.

A : AccessPreviewFinding ¥4 BE %)

nextToken
AREBEHER? BENFH,

BHR . FH

E)PES
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APl &%&

R AR

NMEFMBRBFEERERNET , F2REERERE

AccessDeniedException

1R A RAFERETHITIHEIF,

HTTP ARAEHS : 403

ConflictException

ERBIARRIER,

resourceld

&R/ 1D,
resourceType

BREE,
HTTP ARREHS : 409

InternalServerException

ARG EE

retryAfterSeconds
FREANYE.

HTTP ARZERS : 500

ResourceNotFoundException

BAIEENEIR,

resourceld

&R/ 1D,

resourceType
BIRAVER,

HTTP AREEHS : 404
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ThrottlingException

BRI PR Hl IR 85 3R,

retryAfterSeconds
FRHEANYE.

HTTP #RREHS : 429

ValidationException

BRI AR R EE R
fieldList

REENRUBE,

reason
BIAAR TR R A

HTTP AREEHS : 400

\\‘)ft

B
MBLELH—BESHE AWS SDKsHEM UL API REHRET |

=
JUE

A2RETIRE

« AWS = 5I5RE V2

« AWS E AR NET V4 #y SDK

« AWS AR C++ B SDK

« AWS E AR Go B SDK v2

« AWS E AR Java V2 #J SDK

« AWS E AR JavaScript V3 #J SDK
« AWS & AR Kotlin £y SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK

fait
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAccessPreviewFindings

IAM Access Analyzer APl &

ListAccessPreviews
MRS ES TN ENEEEE,

ERE

GET /access-preview?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI 583k 2 ¥
AEREEATY URI B8,

analyzerArn
ARELEFRFEEN 288 ARN,

B [Ac]*[A:]*:[A:]* [~ ]*:[A:]*:analyzer/. {1,255}

PVE .2

maxResults

ElEREmRERBE LR,

nextToken

AREBEERD? ENFH.

ERETE
ARREBRER,
cliEd

HTTP/1.1 200
Content-type: application/json

{

"accessPreviews": [

{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer

APl &

"analyzerArn": "string",

"createdAt": "string",
"id": "string",
"status": "string",
"statusReason": {
"code": "string"
}
}
1,
"nextToken": "string"

EETE

REERTH , BIBRIEER HTTP 200 &,
R EEE T 5 JSON BB E R,

accessPreviews

RONBRENNFREESTE,

|A . AccessPreviewSummary ¥4 FE %)

nextToken

AREBEERD? ENFH.

MEFMBBERE RERNEN , F2REREBREE,
AccessDeniedException
R B R AT RRE T T L ENE,

HTTP #REEES : 403

InternalServerException

&R fa] AR B 85 5R

E)PES
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retryAfterSeconds
FRHEANYE.

HTTP ARZEHS : 500

ResourceNotFoundException
BAEIEENEIR,.
resourceld

EIRM ID,
resourceType

BRNER,
HTTP ARREHS : 404

ThrottlingException

A B PR B8R RR

retryAfterSeconds
FRHEANYE.

HTTP ARAEHS : 429

ValidationException

B PIAAR L ER =R
fieldList

AEBEWLIFE,

reason
BIAAR TR R

HTTP AREEHS : 400

AWS SDKsH{E Itk API BIEEMAERA , FSBRTHAR :

kit

NEEEHF-BHESH
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AWS 551 E V2

AWS @AM .NET V4 #J SDK
AWS EAR C++ #y SDK

AWS @A Go B SDK v2

AWS i@ AR Java V2 By SDK
AWS B AR JavaScript V3 By SDK
AWS & A Kotlin 8y SDK

AWS @A PHP V3 #J SDK
AWS E AR Python #J SDK

AWS & AR Ruby V3 #y SDK

fait
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAccessPreviews

IAM Access Analyzer APl &

ListAnalyzedResources
BEUEES MBI M2 EEERNEREE,
nﬁ -K C1=] /

POST /analyzed-resource HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"maxResults": number,
"nextToken": "string",
"resourceType": "string"
}
URI 5ERSH

EREZHRA JSON BRW THEH,

analyzerArn
ERFPEINE S ERBEN 22 ARN,

| Fa

B [Ac]* [~ ]* [~ ]* [~ ]*:[A:]*:analyzer/. {1,255}

PVE 2

maxResults
EEEREENEREE LK,
BHR . BHY
VE K/

nextToken
AREBREER, BENFH,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer APl &

HR . FH

PVE B

resourceType

BRI ER,
HA . FH

BME:AWS: :S3: :Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

PVE B
[C] FEZE

HTTP/1.1 200
Content-type: application/json

{
"analyzedResources": [
{
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string"
}
1,
"nextToken": "string"
}

B fETE
WMREMERTI , BIRFSER HTTP 200 EFE,
RIEEEE T 5 JSON X E R,

Bl FERE & API fRZ 2019-11-01 95
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analyzedResources

EDTHEREE,

A . AnalyzedResourceSummary ¥ FE %

nextToken
AREBREER? BENFH,

B . FE&

§5

NEFMBBFEERERNET , F2EERERET,

3

AccessDeniedException

1828 EHEFEET AT LB,

HTTP #RREHS : 403

InternalServerException

R EB A AR 2R EE AR o

retryAfterSeconds
EHERNDE,

HTTP AREEHS : 500

ResourceNotFoundException

BTIEENEIR,

resourceld

ZIRAY 1D,

resourceType
BIRER,

HTTP ARZEHS : 404
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ThrottlingException

BRI PR Hl IR 85 3R,

retryAfterSeconds
FRHEANYE.

HTTP #RREHS : 429

ValidationException

BRI AR R EE R
fieldList

REENRUBE,

reason
BIAAR TR R A

HTTP AREEHS : 400

\\‘)ft

B
MBLELH—BESHE AWS SDKsHEM UL API REHRET |

=
JUE

A2RETIRE

« AWS = 5I5RE V2

« AWS E AR NET V4 #y SDK

« AWS AR C++ B SDK

« AWS E AR Go B SDK v2

« AWS E AR Java V2 #J SDK

« AWS E AR JavaScript V3 #J SDK
« AWS & AR Kotlin £y SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK

fait
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAnalyzedResources

IAM Access Analyzer

APl &

ListAnalyzers
FAE S AT B2 B B
H R Y

GET /analyzer?maxResults=maxResults&nextToken=nextToken&type=type HTTP/1.1

URI 53R &
AREFEATY URI 28,
maxResults

ElIEFEERERBE LR,

nextToken

AREBEER, BENFH,
type

D ITERHV R,

B %E:ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS |
ORGANIZATION_UNUSED_ACCESS | ACCOUNT_INTERNAL_ACCESS |

ORGANIZATION_INTERNAL_ACCESS

= > -
SER EE
EREEFEREHE,

Bl FEFE

HTTP/1.1 200
Content-type: application/json

{

"analyzers": [
{

arn": "string",

ListAnalyzers
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"configuration": { ... },
"createdAt": "string",
"lastResourceAnalyzed": "string",
"lastResourceAnalyzedAt": "string",

"name": "string",
"status": "string",
"statusReason": {
"code": "string"
},
"tags": {
"string" : "string"

iy

type": "string"

}
]I

"nextToken": "string"

CETE
WREMERTD , RIBRISE R HTTP 200 =&,
RIS EERE T 5] JSON KX ER,
analyzers

BRI #TaR.

|A - AnalyzerSummary ¥4 BE 5|

nextToken

AREBREER,BENER.
HR . 7R

7]
MBEFA B REBRNAS

g

%
3
¢
&n
ell3
b
i
? Ilg
25
2

AccessDeniedException

1R B BN EFEE T T LB,
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HTTP #RREHS : 403

InternalServerException

R & ] AR 3R 85 =R o

retryAfterSeconds

FEEANYE.

HTTP AREEHS : 500
ThrottlingException

A8 H PR B $R ER
retryAfterSeconds

SHEANYR.

HTTP ARAEHS : 429

ValidationException

B BRI ERER
fieldList

AEBEWLIFE

reason
ISR TLHY R

HTTP ARAEHS : 400

®

i
MBI —EESHE AWS SDKsH{EM UL API HEHRET |

]
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« AWS 55 RE V2

« AWS EAR .NET V4 # SDK
« AWS EAR C++ Ky SDK

« AWS jBAR Go # SDK v2

« AWS E AR Java V2 #J SDK

S= g
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Z2HETIIRE :

5ESH
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAnalyzers
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API hZ 2019-11-01 101


https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAnalyzers
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https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAnalyzers
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ListArchiveRules
A ESMERINEFREIEE,
=R

==k
CIZ R Y- [=

GET /analyzer/analyzerName/archive-rule?maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI 553R8 ¥
EREEA T UR B,

analyzerName

Eeh @R AN T ERE R
RERH . RETRAB 1. REERA 255,

= : [A-Za-z][A-Za-z0-9_.-1*

PE 2
maxResults

EFRRPFEQNEREE LR,

nextToken

AREBREERD ENFH.

AARERR
EREEHEREME.
Bl FERE

HTTP/1.1 200
Content-type: application/json

{
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"archiveRules": [

{
"createdAt": "string",
"filter": {
"string" : {
"contains": [ "string" ],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
},
"ruleName": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"

ElfETE

MREEKRT , RIBRFER HTTP 200 EIfE.

R EEE T 5] JSON XN ER,

archiveRules
AEESHRELNHFRABE,

|A - ArchiveRuleSummary ¥4 &%

nextToken

AREBREER,BENER.
HR . 7R
fHER

MEMEBFERERNES K F2REREREE,
AccessDeniedException

1R B BN EFEE T T LB,

E)PES
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HTTP #RREHS : 403

InternalServerException

R & ] AR 3R 85 =R o

retryAfterSeconds

FEEANYE.

HTTP AREEHS : 500
ThrottlingException

A8 H PR B $R ER
retryAfterSeconds

SHEANYR.

HTTP ARAEHS : 429

ValidationException

B BRI ERER
fieldList

AEBEWLIFE

reason
ISR TLHY R

HTTP ARAEHS : 400
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i
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]
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« AWS 55 RE V2

« AWS EAR .NET V4 # SDK
« AWS EAR C++ Ky SDK

« AWS jBAR Go # SDK v2

« AWS E AR Java V2 #J SDK
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5ESH
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https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListArchiveRules
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« AWS i AR JavaScript V3 #J SDK
AWS & A Kotlin B9 SDK

AWS @A PHP V3 #J SDK
AWS E AR Python B SDK

AWS & AR Ruby V3 #y SDK
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https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListArchiveRules
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ListFindings

ﬁﬁﬂﬂ?ﬁiﬁ*ﬁ%ﬁ%iﬂ’ﬁﬁﬁﬁﬁlﬁﬁo ListFindings # ListFindingsV2 # AR IAM BUERER
R M access-analyzer:ListFindings Actiont®&, S BEEEHIT access-
analyzer:ListFindingsEERIEFT,

EETHUARBNEAESENGZER  F28 (AM EAZEERE) T/ IAM Access Analyzer &f
B8,

® Note

ListFindings E X WA IEM D a8, BHUAM ListFindingsV2 AR AZBH KA FE D
Ao

AR KFR

POST /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1,
"exists": boolean,
"neq": [ "string" 1]
}
1,
"maxResults": number,
"nextToken": "string",
"sort": {
"attributeName": "string",
"orderBy": "string"
}
}

I

URI E3Rk2#
AERTEFEHAEM URI 28,
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=== Y- BEl
ek F B

ERESZEHA JSON XM TIHIER,

analyzerArn
ERPHEINEBEEFEN D88 ARN,

/R . FH
B [A]*c[A:]* [~ ]* [~ ]*: [~ ]*analyzexr/. {1,255}

PVE: 2

filter
HEEMEDC EEFENERIEG
A . ZEZCriterion 45 M &

RE &K

maxResults
EEHERNEREE LR,
HA . BH
RE &K

nextToken
ARERER?ENFH.
HR : 7R
PNE &K

sort

BEREEFENHEFIERF,
¥R : SortCriteria YI#

PVE B
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IAM Access Analyzer
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Bl FE7E

HTTP/1.1 200
Content-type: application/json

findings": [
{

"action": [ "string" ],
"analyzedAt": "string",
"condition": {

"string" : "string"
b
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {

"string" : "string"
},

"resource": "string",

"resourceControlPolicyRestriction": "string",

"resourceOwnerAccount": "string",
"string",

"resourceType":

"sources": [
{
"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

}I

type": "string"

1,

"status": "string",
"updatedAt": "string"

1,

"nextToken": "string"

G TR
MBBER , ABRIEE HTTP 200 B,

B FEFE &
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RIS EER T 5] JSON KXW ERL

findings

RN EFSEESRRGENEEEE , MRAHE.

A : FindingSummary #1445

nextToken

AREBREERD ENFH.

HR . FH

§5

NMEFMBBFEERERNEN , F2EERERET,

5

AccessDeniedException
R 8 R AT RRE R T L EIE,

HTTP ARAEHS : 403

InternalServerException

A ER R PR BR EH ER.
retryAfterSeconds

FRHEANYE.
HTTP ARRERS : 500

ResourceNotFoundException

KABEENEIR.
resourceld

&R/ 1D,
resourceType

BIRVER,

HTTP AREEHS : 404
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ThrottlingException

aH EA PR B R RR

retryAfterSeconds
FRHEANYE.

HTTP #RREHS : 429

ValidationException

BRI AR R EE R
fieldList

REENRUBE,

reason
BIAAR TR R A

HTTP AREEHS : 400

\\‘)ft

B
MBLELH—BESHE AWS SDKsHEM UL API REHRET |

=
JUE

A2RETIRE

« AWS = 5I5RE V2

« AWS E AR NET V4 #y SDK

« AWS AR C++ B SDK

« AWS E AR Go B SDK v2

« AWS E AR Java V2 #J SDK

« AWS E AR JavaScript V3 #J SDK
« AWS & AR Kotlin £y SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK
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https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListFindings

IAM Access Analyzer APl &

ListFindingsV2

FEEUEE DS EEMNAEKE RBEE, ListFindings # ListFindingsV2 # AR IAM BUERE
R M access-analyzer:ListFindings Actiont&, S BEEEHIT access-
analyzer:ListFindingsE{ERIEF T,

EETHITARBINEEEENGESR , F28 (AM E£AEIERE) P/ IAM Access Analyzer &
EE,

SEL SR
Eﬁ:jzn%;/

POST /findingv2 HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1,
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
},
"maxResults": number,
"nextToken": "string",
"attributeName": "string",
"orderBy": "string"
}
}
URI RS

ERTEERIM URI B,
R ERE

EREZHRA JSON BRI THEH,
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analyzerArn
B EEEEBERN 988 ARN,

HR . FH

B [Ac]* [~ ]*:[A:]* [~ ]*:[A:]*:analyzer/. {1,255}
VE B

filter

HEEMERL z BEBEBENEREMYT,
A : CriterionY) IR 5T HY 7 B

HE:B

maxResults
EREFEONEREE LR,
HAE  BH
BVE:R

nextToken
ARBE&ERD ENFH,
BH . TE
LE A

sort
R BEFF B9 R4 o

¥R : SortCriteria Y4

PE K
[o] FEE %

HTTP/1.1 200
Content-type: application/json
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{
"findings": [
{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingType": "string",
"id": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"
}

B fETHE
MEREERT , BIIRFER HTTP 200 EFE,
RBEED T 5 JSON R EH,

findings

RN ENSEERRRGENEESE , MRBHE.

A : FindingSummaryV2 Y45

nextToken

AREBREER,BENER.
HR . 7R

§5

NMEFMEBFEERGERNET  F2RERERES,

g

AccessDeniedException

1R B BN EFEE T T LB,

EfETE

API hzZ 2019-11-01 113



IAM Access Analyzer

APl &%&

HTTP ARBEHS : 403

InternalServerException

R &) AR 2R 8RR o

retryAfterSeconds
FHEANYE.

HTTP AREE&HS : 500

ResourceNotFoundException

BAEEENEIR,

resourceld

&R/ 1D,

resourceType

ERAVEE,

HTTP ARRERS : 404
ThrottlingException

BRI PR Hl i 1B §5 3R

retryAfterSeconds

FEHEANYE.

HTTP AREEHE : 429

ValidationException

B BRI ER R
fieldList

ABENWMAIFE

reason
ISR TLHY R

HTTP ARZEHS : 400
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« AWS = 5I5RE V2

« AWS E AR NET V4 #y SDK

« AWS BAR C++ By SDK

« AWS B AR Go #J SDK v2

« AWS E AR Java V2 #J SDK

« AWS i AR JavaScript V3 #J SDK
« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK

fait
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https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListFindingsV2

IAM Access Analyzer APl &

ListPolicyGenerations
BB EE RRERN A REEE,

SEL SR
Eﬁ:jzn%;/

GET /policy/generation?
maxResults=maxResults&nextToken=nextToken&principalArn=principalArn HTTP/1.1

URI RS &

AREEA TS URI 28,

maxResults
EEEFEONEREE LR,
BREE : &/MEA 1.

nextToken

AREBEER? BENFH,
principalArn

LERHELABEZ IAMER (FHAEIAR ) B ARN, #SLLE BEE
FlListGeneratedPolicies REFNZEHER , LLEGEREEZETANER,

B :arn:[A:]*:iam::[*:]*:(role|user)/.{1,576}

ARERR
EREEHEREME,
Bl ERE

HTTP/1.1 200
Content-type: application/json

{
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"nextToken": "string",
"policyGenerations": [
{

"completedOn": "string",
"jobId": "string",

"principalArn": "string",
"startedOn": "string",

"status": "string"

Ei TS
WMREERT , RIBRISE R HTTP 200 = FE,
RIS EEE T 5 JSON #BXWEE,
nextToken

ARERERS AN FR.

¥ FH

policyGenerations

DEFMELBRFMEFANPolicyGeneration¥ .

/A : PolicyGeneration ¥4 FE %)

§5

MEFABEEREBOET , BOWERERED,

3

AccessDeniedException

1828 R EEET AT BN,

HTTP ARAEHS : 403

InternalServerException

&R fa] AR B 85 5R

E)PES
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retryAfterSeconds
FRHEANYE.

HTTP ARZEHRS : 500
ThrottlingException

PR 37 PR il i 1B $5 3R
retryAfterSeconds

EEEANYE.

HTTP ARAEHS : 429

ValidationException

B BRI R ER
fieldList

REBENROAIBE,

reason
BIAAR LAY R

HTTP AREEHS : 400
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A2RETIRE

- AWS i G 5I5RE V2

B AR NET V4 89 SDK

AR C++ By SDK

AR Go K SDK v2

AR Java V2 §J SDK

B JavaScript V3 B SDK
« AWS E AR Kotlin #§ SDK

« AWS EAR PHP V3 # SDK

fat
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https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListPolicyGenerations
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« AWS @A Ruby V3 #J SDK
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IAM Access Analyzer AP| 2&

ListTagsForResource
HRERSETERNEEEE,
AR OK g

GET /tags/resourceArn HTTP/1.1

URI R 2

AREEMA TS URI 28,

resourceAm
ERPHEIERZEIRN ARN,

VE B
BRIM
ERREFEREHE,
[B] FERE &

HTTP/1.1 200
Content-type: application/json

{
"tags": {
"string" : "string"
}
}

G TR
MRBAERY , RRBEE HTTP 200 EIE.
AR & EE T 5 JSON X EH,
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tags
ERAEEEERNER,
B . TRETERS

§5

NMEMBRDFEERERNET , F2REERERER,

3

AccessDeniedException

1828 R EFEE T AT LB,

HTTP #REEHS : 403

InternalServerException

R &) AR 3R 85 2R o

retryAfterSeconds

FEEFANYE.

HTTP AREEH : 500

ResourceNotFoundException

BAREENER,

resourceld

&IRM ID,
resourceType

ERNER,
HTTP ARRERS : 404

ThrottlingException

A EA PR B 5 RR

retryAfterSeconds

FEEANYE.
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HTTP ARREHS : 429

ValidationException

BFEOIAM SR,
fieldList

REBENBUBE,

reason
BIAAR TR R A

HTTP #REEHS : 400

¢
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« AWS = 5I5RE V2

« AWS E AR NET V4 #y SDK

« AWS BAR C++ Y SDK

« AWS B AR Go #Y SDK v2

« AWS E AR Java V2 #J SDK

« AWS B AR JavaScript V3 By SDK
« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListTagsForResource

IAM Access Analyzer APl &

StartPolicyGeneration
Bt FER,
—Knn /.

PUT /policy/generation HTTP/1.1
Content-type: application/json

{

"clientToken": "string",

"cloudTrailDetails": {
"accessRole": "string",
"endTime": "string",
"startTime": "string",
"trails": [

{
"allRegions": boolean,

"cloudTrailAzn": "string",

"regions": [ "string" ]

]
+

"policyGenerationDetails": {
"principalArn": "string"

0
X
X

&
ARTEERAEM URI B8,
BREM

SERIEZHA JSON BB THIER,

URI

clientToken

HIERHNED K NEHE—BEE , AUBRRFRNEREE. SEMEARE APIFERIATK—
Ro ERAFSEFRE , WRFEHFREDTHK , AEAEBAFRFZHNREESSELRHEK
ARNER  MERBHMAMR,
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NREREEAFHRTR , BB AWS HREHSEDHEE—EFR.

HR . FH

RE &K

cloudTrailDetails

BERESMTrail AEEBKR 2 FMEMANCloudTrailDetail s,

¥A! : CloudTrailDetails ¥4

PE &K

policyGenerationDetails

TELELAHEABRZ IAMER (FHAEHAR ) B ARN,

A : PolicyGenerationDetails ¥4

VE B

Bl FE5E

HTTP/1.1 200
Content-type: application/json

{
"jobId": "string"
}

Bl fE T 3=
WRBAERY , RBEE HTTP 200 EIfE.
BRAS & EE T 50 JSON R EH,

jobld

StartPolicyGeneration ¥EJobIdEEIRY . JobId AJEE &EfE
FiGetGeneratedPolicy AHEENEAMBK , B BE A CancelPolicyGeneration ABUH

BEREEFR.
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| Fa

i}

WEMBEBFEERERNEN  F2EEREREE,

5

AccessDeniedException

1828 EHEFIE T T LB,

HTTP AREEHS : 403

ConflictException

ERBIARRIER,

resourceld

EIRM 1D,
resourceType

BEREHE,
HTTP #RAEHS : 409

InternalServerException

R &f ] AR 3R §E 2R o

retryAfterSeconds

FEEANYE.

HTTP AREEHS : 500

ServiceQuotaExceededException

FRIE 5| SRAT S 8RR,

resourceld

&R ID,

resourceType

EREE,
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HTTP AREEHS : 402
ThrottlingException

BRI PR Hl i B 85 3R

retryAfterSeconds
FRHEANYE.

HTTP #REEHS : 429

ValidationException

BRI AR R EE R
fieldList

REENRUBE,

reason
BIAAR TR R

HTTP AREEHS : 400
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/StartPolicyGeneration
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StartResourceScan

VARG REEAEEEERNEE,

(® Note
LBEE BRI ER D 2R,

SEL SR
nﬁiknn/

POST /resource/scan HTTP/1.1
Content-type: application/json

"analyzerArn": "string",
"resourceArn": "string",
"resourceOwnerAccount": "string"

URI

0
X
%

L

ERTEEAEIM URI S8,
ERE

ERESZEA JSON XM THIER,

analyzerArn
SHERE ARN , ARBHEAEEEERNBEEK,
FR . FH
B [Ac]* A ]* [~ ] [~ ]*: [~ ] *ranalyzex/ . {1,255}

PVE .2

resourceArn

EiFi 2 EIRH ARN,
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B]H . FEH
B arn:[Ar]*[A:]*:[A]* [~ ]*: L

VE B

resourceOwnerAccount
HEERN AWS IRF ID, HRAZH AWS &R , BERF BRI ERWIRS,
B F&H

=

D

N
e
7

Bl FEFE

HTTP/1.1 200

EIETE

MREEMTH , HIRBEEEEZ HTTP RXXH HTTP 200 EIFE,
T

MEMEBFERERNES K F2REREREE,
AccessDeniedException

1828 EHEEET T BN,

HTTP #REEES : 403

InternalServerException

W &R ] AR 3R 8 2R o

retryAfterSeconds

FEEANYE.

HTTP AREEHS : 500

ResourceNotFoundException

BB EENEIR.
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resourceld

EIRM 1D,
resourceType

BIRAVER,
HTTP ARBERS : 404

ThrottlingException

A B PR B 5 RR

retryAfterSeconds

FHEANYE.

HTTP #REEHS : 429

ValidationException

BB AN ER L,
fieldList

AEBENROUBE,

reason
BIAAR LAY R A

HTTP ARAEHS : 400
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/StartResourceScan
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/StartResourceScan

IAM Access Analyzer APl &

TagResource
BERIE TSN SR,
aROKEED

POST /tags/resourceArn HTTP/1.1
Content-type: application/json

{
"tags": {
"string" : "string"
}
}

URI 53R &
FREFEATY URI B,
resourceArn

EXEER 2 ER ARN,

VE B
ERER

A RIEZHA JSON BB THER,
tags

EFEINERNER.
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HTTP/1.1 200
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EIfETE

MREMERD , AIRBEEREZ HTTP AXH HTTP 200 @ fE,
#HER

MEFREEER RERNER ,

2
s
&
3
b
mh
gui
5
t"l:

AccessDeniedException

1R A RAFERETHAITIHEIF,

HTTP #RREHS : 403

InternalServerException

M &) A 3R 85 BRo

retryAfterSeconds
FRHEANYE.
HTTP #REEHS : 500

ResourceNotFoundException

BAEEENER,

resourceld

EIRE 1D,

resourceType
BERNER,

HTTP AREEHS : 404
ThrottlingException

A EA PR B R RR

retryAfterSeconds

FHERNDE.

HTTP #REEHS : 429
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ValidationException

BFEOIANAM TR,
fieldList

REENRUBE,

reason
BIAAR TR R A

HTTP #REEHS : 400
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/TagResource
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UntagResource
RIEEN B RBRIEE,
AR EED

DELETE /tags/resourceArn?tagKeys=tagKeys HTTP/1.1

URI B3RS
EREEA TS URI B8,
resourceArn
Bt BRERZ RN ARN,
PE 2
tagKeys
EFHERN SR,

ME 2

AR
AREBEFRRER,

Bl FEFE

HTTP/1.1 200

B fETE
WMREBERI , AIRKEEEEMEZ HTTP AXH HTTP 200 EfE,
Ei]

NMEFMBBFEERERNET , F2REERERER,

a
N

g

UntagResource API fRZR 2019-11-01 134



IAM Access Analyzer AP| 2&

AccessDeniedException
R E RAFEE AT BT Bk,

HTTP AREEFE : 403

InternalServerException

A& ] A 3R 8 2R

retryAfterSeconds

FEEANYE.

HTTP AREEHS : 500
ResourceNotFoundException
BAEEENEIR,
resourceld
BIRM 1D,
resourceType
BIRVER,
HTTP ARBERS : 404

ThrottlingException

IJILBEﬁ%IJﬁ'ﬁ n/\o

retryAfterSeconds
FRHEANYE.
HTTP ARREHS : 429

ValidationException

B HIAAM RS
fieldList

AEBEWAIFE,

reason

BISAAR T R R
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HTTP #REEHS : 400
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UntagResource

IAM Access Analyzer APl &

UpdateAnalyzer
IEWBRE 2B RE,

(® Note
S\ERFELD AT B8R T R LB 1F

ERE

PUT /analyzer/analyzerName HTTP/1.1
Content-type: application/json

{

"configuration": { ... }

}

URI EB3RZ &
EREMEA T URI B,

analyzerName

EEAN D MBHRERE,
RERS : RETRB 1, REERA 255,

=X : [A-Za-z][A-Za-20-9_.-1*

PVE 2
BERERE

A REZERA JSON AR THER,

configuration
TEEE AWS BBRRF DTS ENER.
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A . AnalyzerConfiguration ¥4

AR WYHR Union, RegleERER 44N —EKE,

PHE &/
[O] FERE

HTTP/1.1 200
Content-type: application/json

{

"configuration": { ... }

}

G fE TR
MRBAERY , RRBEE HTTP 200 EIfE.
AR & E T 5 JSON X &H,

configuration
TEER AWS ABSRE e ERNERA.

A . AnalyzerConfiguration ¥4

AR AR Uniono REEEERER LA —EKE,

MEFRBBER RERNES
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AccessDeniedException

1828 B EFEET AT BN F,

HTTP AREEFE : 403

ConflictException

ERBIARRIER.
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resourceld
&R/ 1D,
resourceType
EREE,
HTTP #REEES : 409

InternalServerException

&) AR 2R 8E 2R o

retryAfterSeconds
FRHEANYE.

HTTP AREEHES : 500

ResourceNotFoundException

BAEEENEIR,
resourceld
&IRM 1D,
resourceType
ERNER,
HTTP AREEHS : 404

ThrottlingException

RO PR Hl B IE 8 R

retryAfterSeconds
SHEEANVE.

HTTP AREEHS : 429

ValidationException

B BRI ER R
fieldList

AEBEIWLIFE,
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reason
BIAAR TR R A

HTTP #REEHS : 400
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UpdateAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UpdateAnalyzer

IAM Access Analyzer APl &

UpdateArchiveRule
e BN IR R AL
AROKEE

PUT /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
}
}

URI RS
EREEA TS URI B8,

analyzerName

EEHHEFERAN DR ERE,
RERS : RETRA 1. RELRA 255,
B : [A-Za-z][A-Za-z0-9_.-]*

PE 2

ruleName
EFEFNRAUERE,
RERH : RETRA 1, RELEREA 255,

= : [A-Za-z][A-Za-z0-9_.-1*

UpdateArchiveRule API hRZ< 2019-11-01 141



IAM Access Analyzer

APl &

PVE .2
ERER

FEREFEHEA JSON XM THIER,
clientToken

A FiwFfFo

BH . FH

MR B

filter

ENAEEM R AINERRS, AEERTESHEHRMEBRI,

R . FEICriterion¥) R 5T

PVE .2
[o] FEE %

HTTP/1.1 200

EIfETE

MREEMKT , AIRBEEEEZ HTTP AXA HTTP 200 B FE,
B AR

WEMEBEERERNEN  F2EEREREE,
AccessDeniedException

1828 EHEFEET AT LB,

HTTP AREEHE : 403

InternalServerException

A& ] A 3R 85 2R

FRER
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retryAfterSeconds
FRHEANYE.

HTTP ARZEHS : 500

ResourceNotFoundException
BAEIEENEIR,.
resourceld

EIRM ID,
resourceType

BRNER,
HTTP ARREHS : 404

ThrottlingException

BRI PR R 1B §5 3R

retryAfterSeconds
FRHEANYE.

HTTP ARAEHS : 429

ValidationException

B PIAAR L ER =R
fieldList

AEBEWLIFE,

reason
BIAAR TR R

HTTP AREEHS : 400
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AWS @AM .NET V4 #J SDK
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UpdateArchiveRule
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UpdateFindings
F e BT ENMRE,

SEL SR
ﬁﬁ:jzn%;/

PUT /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ids": [ "string" 1,
"resourceArn": "string",
"status": "string"

}

URI RS #

ARTREREM UR S8,
ARER

FEREZIRA JSON MR T HIEH
analyzerAm

ELEEETHNRAERE RN 228 ARN,

BH: F&H
B [~ ] [~ ]* [~ ]x [~ )% [A ] * ranalyzex/
MR =
clientToken
RAFiRF/.
BH: F&
VE:H/

.{1,255}

UpdateFindings
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ids
EEMFAERR IDs.
BE . FRED
PR/

resourceArn
BRERERTPHRBINER ARN,
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PNE B
status

MERXREFEEBFERERERINEIE, FEH ARCHIVER Active BIREEESE A Archived [
BEEE, FAACTIVEREHENEEEELEAERAPHBBEBE,

HR . 7R
BME:ACTIVE | ARCHIVED

VE B

Bl FEFE %

HTTP/1.1 200

B fETE
MREMERL , AIRBEEREZ HTTP AXXH HTTP 200 @ FE,
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AccessDeniedException
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IAM Access Analyzer

APl &%&

HTTP ARBEHS : 403

InternalServerException

R &) AR 2R 8RR o

retryAfterSeconds
FHEANYE.

HTTP AREE&HS : 500

ResourceNotFoundException

BAEEENEIR,

resourceld

&R/ 1D,

resourceType

ERAVEE,

HTTP ARRERS : 404
ThrottlingException

BRI PR Hl i 1B §5 3R

retryAfterSeconds

FEHEANYE.

HTTP AREEHE : 429

ValidationException

B BRI ER R
fieldList

ABENWMAIFE

reason
ISR TLHY R

HTTP ARZEHS : 400
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IAM Access Analyzer

APl &

anﬁ ﬁ

MEEHP -—EFESHE AWS SDKsHEA L API EFHEER |

« AWS = 5I5RE V2

« AWS E AR NET V4 #y SDK

« AWS BAR C++ By SDK

« AWS B AR Go #J SDK v2

« AWS E AR Java V2 #J SDK

« AWS i AR JavaScript V3 #J SDK
« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK

fait

A2RETIRE
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UpdateFindings

IAM Access Analyzer APl &

ValidatePolicy

ARRFRRYECBELE, ELAETERUHBEHBI BB RMETITHES , UHFREE , BF
BRARBNSREREEBNIREK,

AR KFR

POST /policy/validation?maxResults=maxResults&nextToken=nextToken HTTP/1.1
Content-type: application/json

{
"locale": "string",
"policyDocument": "string",
"policyType": "string",
"validatePolicyResourceType": "string"
}

I

URI 583k 2 #
FEREERA T URI 28,

AY

maxResults

EEERERNERHE LR,

nextToken

RAREBEERD AN TR,

AARER
ERIEZ A JSON KXW THIE R

locale

ARttt BEEEN I EERE,
A . FH
BMEDE | EN | ES | FR | IT | JA | KO | PT_BR | ZH_CN | ZH_Tw

VE K
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policyDocument

BAEBERARK JSON BRI,
B . FE&
ME 2

policyType

ERTNBREE, SOHESKFITRT IAM X8, 55BREE IAM A6, EAEMNEEN
ZEMABRBR.

ERBERERF AWS ERNFEFT, ERBEKREE IAM AGWETEEK , AKX Amazon S3 fFET
BHRETEIEK, ZUMRH-—KaA A SIS 2BERIEBRBER , @A |, FINZEBER
= Amazon S3 & FEFBBUER,

PRISIEFIBEE SCPs) 2 —EEZEFIAM. HMEMN AWS (OU) = IRF BB BREE,
F|A . FE&

BME:IDENTITY_POLICY | RESOURCE_POLICY | SERVICE_CONTROL_POLICY |
RESOURCE_CONTROL_POLICY

ME 2

validatePolicyResourceType

EEEIERBENERERE, REEERERA R  TECBEREBEREEHN
{fERESOURCE_POLICY, fltn , ZEERFE EiEE S Amazon S3 EFETEMNEREEE , B LUR
BAWS: :S3: :Bucket iR ZERER,

HRIAXBEABRENEIRES |, IAM Access Analyzer BIITEREMBEERBERNBERRE,
Plan , EERBEERET KMS SRNERBEK , FOEEBRREBEREENE , IAM Access
Analyzer ##1TIEARFIAERBERNBERRE.

BE . 7R

BMEAWS: :S3: :Bucket | AWS::S3::AccessPoint |
AWS::S3::MultiRegionAccessPoint | AWS::S30bjectLambda::AccessPoint |
AWS: : IAM: :AssumeRolePolicyDocument | AWS::DynamoDB: :Table

PVE B
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Bl FE7E

HTTP/1.1 200
Content-type: application/json

{
"findings": [
{
"findingDetails": "string",
"findingType": "string",
"issueCode": "string",
"learnMorelLink": "string",
"locations": [
{
"path”: [
{ ...}
1,
"span": {
vend": {
"column": number,
"line": number,
"offset": number
.
"start": {
"column": number,
"line": number,
"offset": number
}
}
}
]
}
1,
"nextToken": "string"
}

EIfETR
MRBER , AIRIEE HTTP 200 B,

RIS EER T 5] JSON KXW ERL

[ECES API hEZ 2019-11-01 151
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findings
IAM Access Analyzer RIBBRBEEHER 2 BERFPNWRAEEREE,

A - ValidatePolicyFinding #1451

nextToken

AREBEERD AN TR,

B . FE&

§5

NEFMBBFEERERNET , F2EERERET,

3

AccessDeniedException

1828 EHEFEET AT LB,

HTTP #RREHS : 403

InternalServerException

&) AR 2R §H 2R o

retryAfterSeconds

FEEANYE.

HTTP ARRERS : 500
ThrottlingException

BRI PR H i IR 85 3R

retryAfterSeconds
FRHEANYE.

HTTP #REEHS : 429

ValidationException

B B AR R EE R
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fieldList

REENRUBE,

reason
BIAAR TR R

HTTP #REEHS : 400

=
[

¢

B

MFEHEP-EFESHE AWS SDKsHEALL API (VFHER , F2RTIRE

(]
73

¥

« AWS =3I 5RE V2

« AWS E AR NET V4 #y SDK

« AWS BAR C++ By SDK

« AWS B AR Go #J SDK v2

« AWS E AR Java V2 #J SDK

« AWS i AR JavaScript V3 #J SDK
« AWS & AR Kotlin #J SDK

« AWS E AR PHP V3 #y SDK

« AWS & AR Python #J SDK

« AWS E AR Ruby V3 #J SDK

fait
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https://docs.aws.amazon.com/goto/cli2/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/DotNetSDKV4/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ValidatePolicy

IAM Access Analyzer APl &
~ M) u
¢ SEkid

IAM Access Analyzer APl @2 & EEEFEANSEERER, FAHKFHRBAE —EEREE,

@ Note
THREENBEERTEBETRENIEF. BARX TR ERME —HEIEF.

BRXETIERER .

« Access

* AccessPreview

* AccessPreviewFinding

* AccessPreviewStatusReason

* AccessPreviewSummary

* AclGrantee

 AnalysisRule
* AnalysisRuleCriteria

* AnalyzedResource

* AnalyzedResourceSummary

* AnalyzerConfiguration

* AnalyzerSummary

* ArchiveRuleSummary

* CloudTrailDetails

* CloudTrailProperties

+ Configuration
* Criterion

* DynamodbStreamConfiguration

* DynamodbTableConfiguration

» EbsSnapshotConfiguration

» EcrRepositoryConfiguration
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APl &

EfsFileSystemConfiguration

ExternalAccessDetails

ExternalAccessFindingsStatistics
Finding
FindingAggregationAccountDetails

FindingDetails

FindingSource

FindingSourceDetall

FindingsStatistics

FindingSummary

FindingSummaryV2

GeneratedPolicy

GeneratedPolicyProperties

GeneratedPolicyResult

lamRoleConfiguration

InlineArchiveRule

InternalAccessAnalysisRule

InternalAccessAnalysisRuleCriteria

InternalAccessConfiguration

InternalAccessDetails

InternalAccessFindingsStatistics

InternalAccessResourceTypeDetails

InternetConfiguration
JobDetails
JobError

KmsGrantConfiguration

KmsGrantConstraints

KmsKeyConfiguration

Location

NetworkOriginConfiguration
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APl &

PathElement

PolicyGeneration

PolicyGenerationDetails

Position

RdsDbClusterSnapshotAttributeValue

RdsDbClusterSnapshotConfiguration
RdsDbSnapshotAttributeValue

RdsDbSnapshotConfiguration

ReasonSummary

RecommendationError

RecommendedStep

ResourceTypeDetails

S3AccessPointConfiguration
S3BucketAclGrantConfiguration

S3BucketConfiguration

S3ExpressDirectoryAccessPointConfiguration

S3ExpressDirectoryBucketConfiguration

S3PublicAccessBlockConfiguration

SecretsManagerSecretConfiguration

SnsTopicConfiguration

SortCriteria

Span
SqgsQueueConfiguration

StatusReason

Substring
Trail

TrailProperties

UnusedAccessConfiguration

UnusedAccessFindingsStatistics

UnusedAccessTypeStatistics
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APl &

UnusedAction

UnusedlamRoleDetails

UnusedlamUserAccessKeyDetails

UnusedlamUserPasswordDetails

UnusedPermissionDetails

UnusedPermissionsRecommendedStep

ValidatePolicyFinding

ValidationExceptionField

VpcConfiguration
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Access
AEEERERESAZEHENESRNABEN,
B 8%

actions
FHFFANEERE. A& IAM BERFPRBESENTIAFSE  HUUEERENBESEFEA,
BR . FRMET
SIS : HERMTRA 0. HEHLRA 100,

PWE B
resources

FEEFIMEREE, A1 IAM BiEE s A Amazon Resource Name (ARN) B {E{a = &2 #F ] LAFE
ERENERBFEFFEA, ZREEZEEER DK ARN BohERERAT T

B FHEET
fEFX S : BB TRA 0, HEHLRA 100,
RERS : RETRA 0, RELERA 2048,

==
BiE2HE

MFAE R —EE S AWS SDKsH £l AP| WRHARR , BSBTHAR

« AWS B AR C++ iy SDK
« AWS #E AR Java V2 By SDK
. AWS 5@ Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/Access
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/Access
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/Access

IAM Access Analyzer AP| 2&

AccessPreview
AEEREENHEEENA.
B 8%

analyzerArn
ARELXEIRFEEN DM ARN,
H|A . FH

B [A]*:[A:]*:[A:]* [~ ]*: [~ ]*:analyzexr/. {1,255}

BE 2
configurations

REBEERERHNER ARNsI ST,
¥R . FHF Configuration )4 KL

ME 2

createdAt
BUFRABNER,
/A : Timestamp

PVE B

FHEERE— 1D,
WA . FH
B3 : [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0O-9]{12}

PVE .2

status

FHABNMRE,
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IAM Access Analyzer API B
« Creating - FRFEEBRE Y EEZETH,
« Completed - FRFEECDEK. BALUEE ERNABEHEEZE,
« Failed - FVFEEEI XM,

BA . FH
BH{E:COMPLETED | CREATING | FAILED
PVE B
statusReason
RUEABEFIHEER s RENFEEA,

Bl MRBVFHABEXRY , AlgEOFailedifiE, AR AIERRAS I ALEERER
A RESR

¥R - AccessPreviewStatusReason ¥4

RE &K

=
[

¥

i
B E R —ERE S HE AWS SDKsHEMAIL AP| WFHEET, , HBH TS :

(]
73

« AWS B AR C++ iy SDK
« AWS B AR Java V2 #J SDK
« AWS BEAR Ruby V3 Y SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/AccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AccessPreview
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AccessPreview

IAM Access Analyzer AP| 2&

AccessPreviewFinding
FREEELNTREERESE,

B &%

changeType

REYHEFEFEEREEER IAM Access Analyzer FFFEBIN R B FZEUET BN AR,
* New - B FEE AR # HHFEL

« Unchanged - BEREFERKBREFETENRERERE,

« Changed - AEBBEFERREEENREREBE.,

il |, EEFEEMREResolved B EMREMN ChangedAERE RActiveR "B BActiveFAERR
SResolvedAARBNFAIEEMEN .

HR . FH
B3E:CHANGED | NEW | UNCHANGED

PVE 2

createdAt
BN GEHEERERTENERE,
A : Timestamp

ME 2

FERREREEBEN ID, Itk ID AE—BBFHMAERAEERFEDRHN Ttk , HEE Access
Analyzer FHFRAEZER ID &EE.

BHR . FH

VE B

resourceOwnerAccount

WEERN AWS IRF ID, BHRAZE AWS BER , HEIRFREVERNIRS.

AccessPreviewFinding API fRZ 2019-11-01 161
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BE . FH

ME 2

resourceType
TERSERTERNE TR,
H|A . FH

BMEAWS: :S3: :Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

ME 2

status

FERRNEERE, ERTUNBZRATHRNME, flin , EEEEREResolvedMEH
MREEHChangedAERE RActiveR REHActiveAER REResolvedABIRBNFTESEME
B o

| . ra
BREACTIVE | ARCHIVED | RESOLVED

PVE .2

action
ABEXABTRIMITHE S MBRBRRX P B,
BE  FHET
HE B

condition
D BERBR R 8 BB E B EN R
A . FHRIFHRMRS
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IAM Access Analyzer

AP| 22
PNE B
error
$HER,
HH . FH
PNE &

existingFindingld

IAM Access Analyzer FREZRNWIRE ID , EstHRERAEEREM,
¥AE . FH
BE B’

existingFindingStatus

BEFENRANRE , EHHRAREBERME,

BH . F&

B3EACTIVE | ARCHIVED | RESOLVED
ME B
isPublic

EHELERERRNBERRE A LRFRER,

¥HE . AMNE
BE B’
principal

AEREEESHAERNIAIETE A
B . FEHEEFEME
VE B

resource

AREZATFINER, EREFNFHEEMRBBNER.

B %
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HR . FH

RE &K

resourceControlPolicyRestriction
ERHAEEERA Organizations EIREHIEHR (RCP) ER ZERERRARHIFE,
F]A . FH
B E:APPLICABLE | FAILED_TO_EVALUATE_RCP | NOT_APPLICABLE | APPLIED

ME B

sources

RELENWRR, EXRTIARTFELERAEERVFEE, ©EEA Amazon S3 RFTFEAER
g,

A : FindingSource Y- FE%)

ME B

SFE2HE

MFEEF-—EFESHE AWS SDKsHER L API (VEFREF , F2RTIAR !

« AWS BAR C++ 1y SDK
« AWS B AR Java V2 1§ SDK
« AWS E AR Ruby V3 B SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/AccessPreviewFinding
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AccessPreviewFinding
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AccessPreviewFinding

IAM Access Analyzer APl &

AccessPreviewStatusReason

RUAHENFEEE RENFAER. Fl, MRBYEFNFABELRY , AEEEFailediRRE, LXK
BT RE R R 2 AT HY A SRR RE = A MR R Y B R AE AR SR ST B

B #%
code
FIFEE B sk RRRE,
H|A . FE8
BH{E:INTERNAL_ERROR | INVALID_CONFIGURATION

ME 2

SFE2H

B

MF R o —EREESE AWS SDKsH L AP WEEEH  RSWTHRE -

« AWS B AR C++ #y SDK
« AWS #E AR Java V2 1 SDK
« AWS E AR Ruby V3 B SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/AccessPreviewStatusReason
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AccessPreviewStatusReason
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AccessPreviewStatusReason

IAM Access Analyzer AP| 2&

AccessPreviewSummary
BEARENEENEARE.
B
analyzerArn
ARELXEFIRFEEN DM ARN,
HHE 7
B [Ae]*e [~ ] [~ ]* [~ ]* [~ ]*tanalyzex /. {1,255}

ME 2

createdAt
BUEINEENRE,
A : Timestamp

PVE .2

FHEBANKE— D,
BE . FH

X : [a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

MHE 2
status
FHFEBEMMEE,

« Creating - FIEEE Y FEETH,
- Completed - FEMEEERMK , YHBANERERWEBEE,
« Failed - FHIFHER Y X,

BE . FH

B{E:COMPLETED | CREATING | FAILED
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PNE 2
statusReason

RUEABEFIHEER IRENFRER. fn  MREVYFIHAELAY , AFgEOFailediRRE,
It 5k B AT RE R B R 0 AT Y AU R R R B R 4R SR Y B R AR RE A B

¥R - AccessPreviewStatusReason ¥4

ME B
Fia2H
MEEHP —FEESHE AWS SDKsHFERA L APl FEEMENR | B2EBTIARR -

« AWS BAR C++ 1y SDK
« AWS B AR Java V2 1§ SDK
« AWS E AR Ruby V3 B SDK

ZFE2H API hRZ 2019-11-01 167


https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/AccessPreviewSummary
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AccessPreviewSummary
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AccessPreviewSummary

IAM Access Analyzer APl &

AclGrantee

BAUERAE T —EER  KEEAEBEREEAERN/EY, SREEE—ERZEERE, NEHEE
., 5528 PutBucketAclo

B &%

/A Important
LERIEE R UNION , At EEAER R AEREE THHEF—EKE.

EENER WIEXEAE IDAWS IRF,
BE . FH
PBE B

uri

AR IR T ERNEE,

E
®

WMFEEEP-—EFSHE AWS SDKsHER L API (VFFEF , F2RTIAR

BEAR C++ By SDK
AR Java V2 B SDK
1 AR Ruby V3 B SDK

>

=

%
e
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketAcl.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/AclGrantee
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AclGrantee
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AclGrantee

IAM Access Analyzer APl &

AnalysisRule

BEDNERITRAUNAEBEER. 2MRASRBEERIAIFERNEYE , AEBLCERSEELR
EER,

B &%
exclusions
PBFNRAEE  HPIEERITPHRNGRSE. FERAGENERBTEELBBEEE,

A - AnalysisRuleCriteria ¥4 FE %

PNE &
BE2E
MEEEFP—BESISE AWS SDKsAR{ER Itk API BVEFMIER , F2ERTIRA

« AWS B AR C++ iy SDK
« AWS #E AR Java V2 By SDK
. AWS 5@ Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/AnalysisRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AnalysisRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AnalysisRule

IAM Access Analyzer APl &

AnalysisRuleCriteria
DB/ RN, FEEREBLERSELHBEE,
B &

accountlds

EEREDNRRRLEE AWS 1RF IDs FE. tRFETreE@S BB TREAEIRS. 1RF IDsR
RREAZABERS RN DR ARG, FEFRESEIB 2, 000 IDs.

HH . FRET

PWE B

resourceTags

He

RefERNVEBEHES, BAIUER—# Unicode &, BF., =K. _. .. /. =. . +H

o

HREBRZRSIR , BAUEERES 13 128 BFti{E , EFEMNE BFHaws o

HRERE  ZAUEERESR 0 2 256 BFtHE. IREENERESR 0EFR , AIRAEE
REEAEERRRCIBNAEE.

BH . FHESIEF RS

PVE B

R

WMEEEP—EFE ST AWS SDKsH EALL API WFFHER , BBETIAS .

i

\

« AWS B AR C++ iy SDK
« AWS B AR Java V2 By SDK
. AWS 5@ Ruby V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/AnalysisRuleCriteria
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AnalysisRuleCriteria
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AnalysisRuleCriteria

IAM Access Analyzer

APl &%&

AnalyzedResource
B MERNFHEER.
B &%
analyzedAt

DA E IR

A : Timestamp

PVE .2

createdAt
BYURBBERENRE,
A : Timestamp

VE B

isPublic

BEHELRERRNBREERTFTERN 2FFIE.

HAE . AMNE

PVE 2
resourceArn

ED 2 &R ARN,

¥R . FH

B arn:[A:]*:[A]*: A ]*: [ ]

ME 2
resourceOwnerAccount

WEEIRK AWS IRF D,

R . FH

*

AnalyzedResource
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APl &%&

BE 2

resourceType
ESMNERER,
¥AE . FH
BMEAWS: :S3: :Bucket | AWS::IAM::Role | AWS::SQS::Queue |
AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |
AWS: :DynamoDB: :Stream | AWS::IAM::User

RE =2
updatedAt

ENAEERNER,
A : Timestamp

ME 2

actions
NBERAEBRTFELERAEERNVBEREAFT IR EE,
]A . FHEMES

RE &/
error

l\\g : 7':<

sharedVia

BHIMARTEEREERNVFEE. EREH Amazon S3 EFIFEAEREREAN,
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BHE . FRE5

PNE B
status

RoMERELENREZERN B RE,
B|A . FEA
BM{E:ACTIVE | ARCHIVED | RESOLVED
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