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CloudFormation SR EZEEE N, EEEREELARETESRE, WEHEX APM B RE AWS
EMEREEEFFIERASIEANEMEN , 5828 £/ EventBridge #1EL APM B RHV A E

£ EventBridge #EX APM BRI AEHER
EMERIEEE FER AR EE APM B R
AWS E4H{E I [ FE S E B SR EIURE EIX
kB ERN BT SHERE.

EHPNEHERFLLZEZIERA,
AE L ARAPEER ?

REEBBERE
AWS EHERIREERENNEHERFEEHFET IR JSON £iR:EY

"detail-type":

ams.monitoring/generic-apm
source": "GenericAPMEvent"
"detail": {
"incident-detection-response-identifier": "Your alarm name from your APM"
}
}
T3 ga5I

INEERASEHEREP BRI MERBNEN.
LR

version": "Q",
"id": "a6150a80-601d-be4l-1alf-2c5527a99199"

"detail-type": "Datadog Alert Notification",

'source": "aws.partner/datadog.com/Datadog-aaalllbbbc",
account": "123456789012"

"time": "2023-10-25T14:42:257"
"region":

us-east-1",
resources":

: [,
"detail": {
"alert_type":

'error",
event_type": "

query_alert_monitor
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"meta": {

"monitor": {

Ilidll:

AWS EfHE RIS E RS NERF
222222,

"org_id": 3333333333,
"type": "query alert",

"name": "UnHealthyHostCount",

"message": "@Eawseventbridge-Datadog-aaalllbbbc",
"query":
"max(last_5m):avg:aws.applicationelb.un_healthy_host_count{aws_account
<= 1",
"created_at": 1686884769000,
"modified":

1123456789012}
1698244915000,
"options": {

"thresholds": {

"critical": 1.0
}
},
I
"result": {
"result_id": 7281010972796602670,
"result_ts": 1698244878,
"evaluation_ts": 1698244868,
"scheduled_ts": 1698244938,
"metadata": {
"monitor_id": 222222,
"metric": "aws.applicationelb.un_healthy_host_count"
}
I
"transition": {
"trans_name": "Triggered",
"trans_type": "alert"
I
"states": {
"source_state": "OK",
"dest_state": "Alert"
I
"duration": @
I
"priority": "normal",
"source_type_name":
"tags": [

"Monitor Alert",

"aws_account:123456789012",
"monitor"
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}
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AWS BRI SR B L2 A2

AR HEBREHZE

detail-type # source 215 H 8 HE R APM

BRI MBS, EXRBEN
BEMEEZ Bi1EH, incident-detection-response-identifier £ KEFHE
Bz B # 18,

Lambda RN S &R RS H | WigH

IR ABEEIREREHERY. BRENASLETSLEN
4 REES
EHia%g .
{
version": "Q",
"id": "7f5e0fcl-e917-2b5d-a299-50f4735f1283"
"detail-type": "ams.monitoring/generic-apm'
"source": "GenericAPMEvent"
"account": "123456789012",
"time": "2023-10-25T14:42:25Z2",
"region":

"us-east-1",
resources": [],

"detail": {
incident-detection-response-identifier
"alert_type":

"event_type": "query_alert_monitor",
"meta": {

"UnHealthyHostCount",
'error",

"monitor": {

id": 222222,

"org_id": 3333333333,
Iltypell :

'query alert",

name": "UnHealthyHostCount"
"message":

"@awseventbridge-Datadog-aaalllbbbc"
"query":

"max(last_5m):avg:aws.applicationelb.un_healthy_host_count{aws_account
<= 1Il’

1123456789012}
"created_at": 1686884769000,
"modified": 1698244915000,
"options": {

"thresholds": {

'critical": 1.0
}
1,

fR4s May 12, 2026 15
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"result": {
"result_id": 7281010972796602670,
"result_ts": 1698244878,
"evaluation_ts": 1698244868,
"scheduled_ts": 1698244938,
"metadata": {
"monitor_id": 222222,

"metric": "aws.applicationelb.un_healthy_host_count"
}
.
"transition": {
"trans_name": "Triggered",
"trans_type": "alert"
.
"states": {
"source_state": "OK",
"dest_state": "Alert"
.
"duration": 0
.
"priority": "normal",
"source_type_name": "Monitor Alert",
"tags": [
"aws_account:123456789012",
"monitor"
]
}
}
===

GenericAPMEvent , MEFMEA T EFME ESH : incident-detection-response-
identifier,

incident-detection-response-identifier EENEETRARE , LUEH APM EENEAR A
HiE, APM it 2 EH APM BTREBERETRE, BAERE Lambda B , # Lambda WWEIH
APM JSON ABHH EHELINESEREME , WHHEAESA incident-detection-response-
identifier {E.

BEE AWS B4 EREDENSEE RERMN incident-detection-response-identifier

EEH AR —M, & incident-detection-response-identifier LERENEREM —BBEEL
HATE FRBERME AWS EHEREEEERK, EEH4H incident-detection-response-

identifier BEETHAMNERRDE , AIFSEEZSEMH.

4
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B2 EventBridge BEEE S APM fEENE R

LA A8 R E Amazon EventBridge BEEE S ERAERNMEEERE (APM) TEEXZERE AWS
EHERECDENEF, MEEE Amazon EventBridge BB AN TR APM jFE | 5528 Amazon
EventBridge &,

B LAEBBAR LMY CloudFormation #Ei7s , RFBREL RS, BRERESZH , RHERENIRFPFEE
I AWS IRIEEFEAE (SLR) AWSServiceRoleForHealth_EventProcessor,

1218 1 : A CloudFormation

CloudFormation EIAA T ARV EVESEREBNER K EALEREE T 8EEE Amazon
EventBridge & APM A4 & R"HEEE AWS SHERIEREIFE,

@ Note

- &EBIt CloudFormation S8R EEN ERSEEH ML (B0 Lambda A EventBridge). 0
TELREEENFMENR , FSH AWS EE.

- £ AWS EHERHEEEEEHNE RN SE AWS tREFEEHE B L CloudFormation &
X, EHMZERFSERE APM BRI AWS 1RE ERRG

« AX#HEH New Relic #EA&i] , 18 CloudFormation £84~ A A EHE Amazon
EventBridge B9 SaaS & M APM,

- BEARETH®E , # TransformLambdaFunction Bk logger.info() BURT , LARS ILEAE
H ¥ #E Amazon CloudWatch Logs H,

ERE Itk CloudFormation E3AHY 58 R4 -

- B ATE Amazon EventBridge FRRESERHFEHRIR. MFES APM REASHRFENIET , B
2B (Amazon EventBridge fE A& 1E/) FHEIB Amazon EventBridge #t SaaS &1ERHEWS
#.

- EARFH TransformLambdaFunction (Lambda BEIR) S4EKBIEH , FEERIE APM AP ER

ZFEH JSON BEHE ["detail"]["incident-detection-response-identifier"] &RES
FrENE,

ERFRUTSER
1. BB EventBridge X2 &. EESWERT , EMSERHSHRE.
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AWS EfHRAIERIEERERERE AWS EfHE RIS E RS NERF

- 7£ Amazon EventBridge S 1EB 5 R+ E S &M APM,
- BERTE 6 ARKRBRIEMNIERET.

c ER BRR-ESREETRET  HHSFERASHRRZEESHAERIEEMEB . 120
EREEDRVESERAHSHERS  BHEBESEBHSAREERE MENBBLEA
RS

- BEREEBHSHEFRHIRBENEZHE, 2BE CloudFormation Ei4F | &FASHERIESH KR
EASE , €5 PartnerEventBusNameParameter,

« New Relic B#ifl : aws.partner/newrelic.com/1234567/source_name
- #8& CloudFormation 74k , BREIEBHEHERESIRRHE—EIS , @A

PartnerEventBusPrefixParameter A,

« New Relic BV&i#|4A aws.partner/newrelic.com
2. TEILHRE CloudFormation 7,

- EEHAPSHK TransformLambdaFunction

« £ def lambda_handler(event, context) T, #& event["detail"]["incident-
detection-response-identifier"] ;&8%E A json B , HHETREBEZHIRE APM BR
# JSON ZE&EH, SE APM HEETRNER, UTRM-LES , BENESERRTEEE
FIENES

« New Relic #l : event["detail"]["incident-detection-response-
identifier"] = event["detail"]["workflowName"],

 Datadog &l : event["detail"]["incident-detection-response-identifier"]
= event["detail"]["meta"]["monitor"]["name"]

* Splunk #4l : event["detail"]["incident-detection-response-identifier"] =
event["detail"]["ruleName"]

« f#7F CloudFormation &7,

B2 CloudFormation #7~ :

1. &K B ERFFMIEZF AR CloudFormation £# &,
2.8 TENHE, . "EAFER (EF),

- ERRERRHA, LEHAER, EEER AR LELRFELHE LM CloudFormation %8
o

3. EEHBFMES

- BWAMBZTE (EH| : NewRelicIntegrationForIDR).
TEE K78 May 12, 2026 18
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AWS EfHRAIERIEERERERE AWS EfHE RIS E RS NERF

- BERARFHTHBERENSEE.
« APMNameParameter (Zif5l : NewRelic)

- PartnerEventBusNameParameter (€54l : aws.partner/newrelic.com/1234567/
source_name)

- PartnerEventBusPrefixParameter (€55l : aws.partner/newrelic.com)
- BET S,
4. FRTEHERIRE
- BBZEHEKDIEAESR , LLAFF CloudFormation A BT BRBEM IAM iR,
5. BEIMEIT :
- RESHENREERER K AREERER.

6. CloudFormation 2 &N BALEMNEIR , UUi§ APM B4EET AWS E4EHEEE, SFiHE
ARREFER A CREATE_COMPLETE,

7. CloudFormation 8 &2 THER , BREREHIECE A New Relic W&+ , A7 US-EAST-1
[Eig 1T,

» CustomEventBus: NewRelic-AWSIncidentDetectionResponse-EventBus

+ EventBridgeRule: aws.partner/newrelic.com/1234567/source_name|NewRelic-
AWSiIncidentDetectionResponse-EventBridgeRule

» TransformLambdaExecutionRole: IDR-TransformLambdaExecutionRole-us-east-1
» TransformLambdaFunction: NewRelic-AWSIncidentDetectionResponse-Lambda-Transform

» TransformLambdaPermission: NewReliclntegrationForIDR-TransformLambdaPermission-
[random_string]

SR
HEBHB R, REN APM BRSO E

1. BEZE Lambda =4 , AR%EH APMNameParameter-AWSIncidentDetectionResponse-
Lambda-Transform =R, BEFEERRSIER,
2. TEEEHRSRERINFAA,

3. #E R Amazon CloudWatch Logs , AEF BRI AN A 5B R EMEERS,

AHIEHV S ETREE ARN B2 AWS S ERIEEE A A
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AWS S48 A SR 6 £ A & 5 AWS B8 IR E B S AR
1. BB Amazon EventBridge £ 4, ZEEHERBE,

2. 8HPE CloudFormation & — 22 V) HFT SHERBEN ARN (846l : arn:aws:events:us-
east-1:123456789123:event-bus/NewRelic-AWSIncidentDetectionResponse-
EventBus).

- &It ARN #TiE BRENES - Bi8 8 "H=75 APM B~ EERFH "EventBridge EHER
BE ARN, 1,

3. EE#RBES , AWS EFRAREEESE LB SHERS LR ZE EventBridge R , MHEE
IBH9 APM BR,

BIF 2 FHES

gt AWS EHERIECEFERTFHEINE THEME AWS IRFM AWS B, TR THIZER. AWS
EHEANECEEEREERARXNERMENERE AWS IRFNEREFHREE T , AEEREBIMHA
EXFENER. BHNXERMSHER L APM BRH AWS 1RF LR

1. #IEH APM R E A Amazon EventBridge S EBAEH R (F110 aws . partner/apm name/
integrationName) , LA EventBridge S ERHEHERBE. MFEAH APM BREASHRIFEN
$&5l , 552/3EB Amazon EventBridge # SaaS &S HIZEREH,

2. T RIIEP—IF :
- (BEJ53E) B EventBridge BETEHERHE , &5 $YourApmName-

AWSIncidentDetectionResponse-EventBus.

- (BHR5E) AT EventBridge SHEREE , MAER BT SHERE.

AWS E4-{E I8 [0 fEEIEIB AWSServiceRoleForHealth_EventProcessor SLR, £ H
STREREHERELRESERE (AWSHealthEventProcessorEventSource-DO-NOT-
DELETE)., REIRFKZEFIRTFAREHERSE , AR B Wi E AWS SHERIREEE , BRAE
HEHEWME=7 APM EHHER,

3. B A A $YourApmName-AWSIncidentDetectionResponse-LambdaFunction

B Lambda R REBRENSEREEHERESH. BRENSEHEFTSZERA
AWSHealthEventProcessorEventSource-DO-NOT-DELETE,

- BRENEAITSHE - AWS SHEAIEDERBIE , ¥ B S E4ANRRMFMERARREER
ERAMENE. ERREMREN JSON AREBTSZER RN,

 # Lambda RXWEBRRERTR 2 FEMN BT EHERF (BRTE) , AREREREHE
l)lbﬁFo
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AWS EfHRAIERIEERERERE AWS EfHE RIS E RS NERF

4. #1I EventBridge R Al , WER LB EHIEE AWS EHERIEE B EHEENSEHE
Ho RANRFERLELSR 1 FEUN SR FSHERYE (aws. partner/apm_name/
integrationName), HEINWBEBEREESER 3 PEVUMW Lambda B ([apm_name]-
AWSIncidentDetectionResponse-LambdaFunction), MZEESE EventBridge RAIKIESI
5528 Amazon EventBridge #2 8,

MENFAFERESERFSHERE AWS EHEREEECESHNESEHS , FSRESRE
Datadog #1 Splunk #93& %,

£ RE EventBridge EZE &K APM HEE R

AWS E 41501825 PE X B F F Webhook #tkE2 Amazon EventBridge BEE S E =75 APM fEE
o

A LAEE® CloudFormation 74 , A FHREERS. REBSZH , AEZENIRS P 2EI AWS
BR7&E L A (SLR) AWSServiceRoleForHealth_EventProcessor,

iZIE 1 : £ CloudFormation &i7x

CloudFormation EIA T ARV BRI EZSEREBNWER , EELEREE T RERE Amazon
EventBridge Z&# APM S E RERE AWS E4ERIELDE,

E82 1t CloudFormation EEA&R 2 B E EE18

- WERERT RFEA APl Gateway Lambda &7 |, LB APM FEAEEER M Z R B AWS
Secrets Manager FHIER, MREBRTER , AISECEFHBEBNEE, WFEFHER ,
B Lambda R#E 5,

- EAWS HEEFERT , CEAEERREANSHEBZEERNE RIS . BMEBREER
AWS Secrets Manager LI RE , MAE AP € R REENSHRBETFEAE RS
B, MEFHMEN , FFSBFEH AWS Secrets Manager 23 FE R 3,

- MEFEEBEMEFALREE (HMAC) B HAEEF , 5528 aws-samples Github B H £/ receive-
webhooks, MBEBEEBIRENFMEENR , 528 API Gateway X H TOKEN ##7% Lambda
B &1,

- FRAREE APl Gateway F{F A RateLimit, BurstLimit #1 Quota iR &HIFERHE, EL T E SR
FERERBATURENEREE, EEPRMILRAEBR , YRISEKEBE. WEEREHHRNGE
&R , F20 (API Gateway B AEIEE)

- FEEEMFEH AWS Web Application Firewall (WAF) R{R 3 API Gateway 2 EHN TR IP it &
B, ERERNEBENAREFBRIHEHEBNBFSH , ENFERAKEEA APl BE R,

3
$
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AWS EfHRAIERIEERERERE

AWS B8 IR E B S AR
« AWS Secrets Manager R EEREFEENEAERNNEEEEE (APM) TEF | 5 HTTP £8E, &
PEEEHRmREN K ERLE2REER.

- ZEiB Lk CloudFormation EIAIPENERSEEH KA (20 Lambda M EventBridge), MFEL
REEBRFMEN , FSE AWS EE,

Bfy IE & H IR #E Amazon CloudWatch Logs H,

o

- BERETEMAE , #& TransformLambdaFunction (Lambda B=) BBk logger.info() BIRZ , B
« £ AWS EERIEDEEZRPHEIE R SE AWS tRFMEEHPEBFE L CloudFormation £

#:{i# CloudFormation &7~ :

APM,

AR BESRIEMA Dynatrace EREHI , (Bt E AT AR WA A FILZE API Gateway HE
1. TEIFIRL CloudFormation Ei78,

2. FEIARF S APIGWUsagePlan, #EA RateLimit, BurstLimit #l Quota Limit FRZEM
B , ELETERRA 20, 50 M 2000, RIFENERFAEME,

3. BEAF S AuthorizerLambdaFunction. It Lambda RREA S PR EEINES, ©F
%A authorizationToken WiZSEHIEVER B , RIZBEEE BB APM, Eo]LUEBER
B, URFSEBNZEBERM APM E3R,

HRETE,

4. EEARHRFIK TransformLambdaFunction, #&FHEEKE raw_json["detail"]
["ProblemTitle"] B A APM fE JSON A EE 2 EREBHN B, ¥M Dynatrace , # it

¥RZE CloudFormation 7~ :

1. EEHBEWRF R AWS [EiF HBIRL CloudFormation £ A&,
2. BREBUME, FAWER (E%),

- ERRERRHA, LEHAER, EEER AR LELRFELHE LM CloudFormation %8
o
3. WEMEFMERNR !

- WAMBEZR (& : DynatraceIntegrationForIDR).

« APMNameParameter (£if5l Dynatrace).
° EE—F_ﬁo

ErEE
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AWS SHERIREREEREER AWS BHE R REEB SR
4. FREMBEE :
- BEETEAKRTIAESR , LLAFF CloudFormation fEFA BETERE L IAM BR.
5 WMBEME
- BESHENRTEERER  AREBERX.
6. CloudFormation B EXENEIR , Li§ APM EHESE AWS EHERAEDE, 3
CloudFormation & ARAEFE R /A CREATE_COMPLETE.,
7. CloudFormation 3B 22 T3 &R , BEREHI{E Dynatrace EBWASEF , H7E US-EAST-1
BT,
- LM : DynatraceMySecretTokenName (1R 5% & 88 APMSecureToken 2 3 FE# R
=)
 API Gateway ER :
- APl &% : Dynatrace-AWSIncidentDetectionResponse-APIGW
- PEEXZ % : Dynatrace-Stage-Prod
- &#EF : Dynatrace-APIGW-Authorizer
- FEETE] : APIGW_Throttling_Plan
 Lambda EH= :
- REE : Dynatrace-AWSIncidentDetectionResponse-Lambda-Authorizer

- E#HE : Dynatrace-AWSIncidentDetectionResponse-Lambda-Transform

- HE] EventBus & : Dynatrace-AWSIncidentDetectionResponse-EventBus

- IAM B8 :
» TransformLambdaExecutionRole: IDR-TransformLambdaExecutionRole-us-east-1
 AuthorizerLambdaExecutionRole: IDR-AuthorizerLambdaExecutionRole-us-east-1

8. §88% Webhook URL F#ERE :

- FABK APl Gateway 2 A |, RE1ZIZRE CloudFormation #8& — 11 APl B,

- REMEBEPZEE "R, A+ REFARRERE , ARZEE POST, i&FHA URL. &
APM it URL 3258 B 91t , LUSE REHE Webhook % EHE.

- FARL AWS Secrets Manager £ A& , R#%Z1E#EFE CloudFormation B — 2 U MWEZETE, (&
5 : DynatraceMySecretTokenName. )
- £ THEE, RSIEBD , EEFIMRE, SKEINMZEESI®AE APMSecureToken, ik

BRE, FOEERRERMBEMTA,
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AWS B4 (RS E FEGE R 4 AWS B4 E R E RS HRSF
BEHB %, BN APM R AEH RS IAHE

1. BEZE Lambda X4 , AR%IZH APMNameParameter-AWSIncidentDetectionResponse-
Lambda-Transform =R, BEFEERRSIER,

2. EIEEERSHRANTAR,
3. BE®M Amazon CloudWatch Logs , AEE B AEMN A F R ARJEMEEER

AIERV S ERBE ARN B2 AWS SEH-ERIERE EH A

1. BIRX Amazon EventBridge X1 4&, ZEEHERSE

2. 2 HPE CloudFormation & — 22 W BT BSHERBEN ARN , &6l : arn:aws:events:us-
east-1:123456789123:event-bus/Dynatrace-AWSIncidentDetectionResponse-
EventBus,

- #1t ARN ¥ E BRIEEES - B8 N "E=5 APM BR, ERFH "EventBridge EHER
BE ARN. 1L,

3. ELFBRED , AWS E4EREEEESEN BEIESHERELELZE EventBridge Al , LUEEER
&K APM B Ro

BIE 2 FBHEE

A TSISRRRENRE AWS BH4ERIHEEIEHNES

1. B3 Amazon AP| Gateway S\EZZ R B APM K&,
2. E% Lambda B AER & 2 B EERETRE.
3. MITTIEA—1 :
- (BREHE) B EventBridge BEIEHEREE , B4 $YourApmName-

AWSIncidentDetectionResponse-EventBus,

o (BRFAE) EATESR EventBridge E4ERBE , MAEA BT EHEREE

4. ERBH Lambda B KA AWS B8R 52 [0 FER% B RS Yt = ARAV A . &t 7] SUGE At B3R
EEHAEFEEE AWS BSHEAIRDERISEH,

« API| Gateway %EF A E#: Lambda KT, , ZEHELE R API Gateway ELEM &S,
o Eifi lambda HAMBEE LHE 3 HEXNEHEREPBEAEBEREBNEN,
5. BXELM APM |, BB EEIE E1E API Gateway E4H URL,
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AWS EfHRAIERIEERERERE

82 Amazon SNS EZE S K APM HHE =

AWS EHERIEE EHSMER
MREH APM ZEE B REIAZE Amazon SNS & , BRI UMKBAIER K APM B RERZE AWS =
BRI B [E .
IR LARRBRMHAY CloudFormation #74< , FBIREMES. REBEZH , FRIEHNIRFHEE
I AWS IRIGERE A (SLR) AWSServiceRoleForHealth_EventProcessor,
#IE 1 : £ CloudFormation

CloudFormation AT AR EVBSERERNESF , ARLEREHETE
B APM BB REEE AWS EHERIEDFE,
(® Note

28 Amazon SNS &
#EiB ik CloudFormation SiAEEN ERSELEH M (B0 Lambda A EventBridge). 0
TELREEENFMENR , F2B AWS EE
- BHUEAE AWS EHEREEEEERTENE THNSE AWS tkRE M EFH I E Lt
CloudFormation &7,

Service

A HPRENSFERAR Grafana , B LHLE A A AR E Amazon Simple Notification
EEESHNEM APM,

ERZ4E8  AWS BELEM® TransformLambdaFunction Bk logger.info() &
3, LABHIEAREFE 8 A Amazon CloudWatch Logs H
B2 Itk CloudFormation #34SHY 5 RAGHF

BB I Amazon Simple Notification Service 88 , FREE APM BB REH. £ Amazon
Simple Notification Service £ &

PET SNS &,

["incident-detection-response-identifier"]

EIARAH) TransformLambdaFunction 4 B&EBIER , FrERIBERMN APM #& ["detail"]
FRIFEHTTR -

RERFIENE,

1. AR Amazon SNS =84 , AZRER £, . EHATEKRKRE APM WEREHMEIR SNS
=/ ARN,
. Eifl - :

ErEE

arn:aws:sns:eu-west-1:012345678912:<your-apm-name>-sns
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AWS EfHRAIERIEERERERE

2. THIBRK CloudFormation &i4<,

AWS EfHE RIS E RS NERF

. EEABEHK TransformLambdaFunction

#%HY JSON HEEHH,

« 1£ def lambda_handler(event, context) T , #& event["detail"]["incident-
detection-response-identifier"] REA json BE , HPEREBEFHIRE SNS i

EREBA.

« {EfA#EIB SNS X E TransformLambdaFunction WEH4&HE R EAEEE |, W
event["Records"][n]["Sns"]["Message"]. RERR (APM) WEREHERFSTE

 Grafana F9&ifj| : event["Records"][n]["Sns"]["Message"]["alerts"][n]
["labels"]["alertname"]

[ 2 CloudFormation 7~ :

EREERTEESHIRFMIESS , BIEZE CloudFormation £ A&,
. BEZ CloudFormation,

- BE TEHEE

B, "FAHER(EE),
- BREERREEHA, LEHAER, BEEER AR LE
7,

EEFEELR# LM CloudFormation
EEMBFMEN

BWAMBEZTE (85 . <your-apm-name>IntegrationForIDR)
BELERGHTHBEREHNSRE

« APMNameParameter &iffl : Grafana

« TriggerSNSParameter €| : arn:aws:sns:eu-west-1:012345678912:<your-apm-
name>-sns

EE r—F_iJ o
MR

- BEHETEEKIPELERRZEAH , LA CloudFormation ERABETEBE IAM iR,
5. mBIMET :

. BB MENRE ERES

WA

REBRE TEX

BT,

CloudFormation #f 22 R BLEMER , LG APM BH4EEF AWS SH4EHIHELOIE, &3
CloudFormation &R #EH R A CREATE_COMPLETE,
CloudFormation & &2 7 T3 &R , REXEHIECHE A Grafana W28+ , B EU-WEST-1 [E

ErEE
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Runbook template for AWS Incident Detection and Response
# Description
This document is intended for [CustomerName] [WorkloadName].

[Insert short description of what the workload is intended for].
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## Step: Priority

**Priority actions**

1. When a case is created with Incident Detection and Response, lock the case to
yourself, verify the Customer Stakeholders in the Case from *Engagement Plans -
Initial Engagement*.

2. Send the first correspondence on the support case to the customer as below. If
there is no support case or if it is not possible to use the support case then backup
communication details are listed in the steps that follow.

Hello,

This is <<Engineer's name>> from AWS Incident Detection and Response. An alarm has
triggered for your workload <<application name>>. I am currently investigating and
will update you in a few minutes after I have finished initial investigation.

Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>

**Compliance and regulatory requirements for the workload**
<<e.g. The workload deals with patient health records which must be kept secured and
confidential. Information not to be shared with any third parties.>>

**Actions required from Incident Detection and Response in complying**
<<e.g Incident Management Engineers must not shared data with third parties.>>

## Step: Information
**Review of common information**

* This section provides a space for defining common information which may be needed
through the life of the incident.

* The target user of this information is the Incident Management Engineer and
Operations Engineer.

* The following steps may reference this information to complete an action (for
example, execute the "Initial Engagement" plan).

**Engagement plans**
Describe the engagement plans applicable to this runbook. This section contains
only contact details. Engagement plans will be referenced in the step by step

**Communication Plans**.

* **Tnitial engagement**

HEHTFMAMEESE W7 May 12, 2026 40



AWS EfHRAIERIEERERERE AWS EfHE RIS E RS NERF

AWS Incident Detection and Response Team will add customer stakeholder addresses below
to the Support Case. AWS Stakeholders are for additional stakeholders that may need to
be made aware of any issues.

When updating customer stakeholders details in this plan also update the Backup Mailto
links.

* ***Customer Stakeholders***: customeremaill; customeremail2; etc

* *x**AWS Stakeholders***: aws-idr-oncall@amazon.com; tam-team-email; etc.

* ***0Qne Time Only Contacts***: [These are email contacts that are included on only
the first communication. Remove these contacts after the first communication has gone
out. These could be customer paging email addresses such as pager-duty that must not
be paged for every correspondence]

* ***Backup Mailto Impact Template***: <*Insert Impact Template Mailto Link here*>

* Use the backup Mailto when communication over cases is not possible.
* ***Backup Mailto No Impact Template***: <*Insert No Impact Mailto Link here*>
* Use the backup Mailto when communication over cases is not possible.

* **Engagement Escalation**

AWS Incident Detection and Response will reach out to the following contacts when the
contacts from the **Initial engagement** plan do not respond to incidents.
For each Escalation Contact indicate if they must be added to the support case, phoned
or both.
* ***Fjrst Escalation Contact***: [escalationEmailAddress#1] / [PhoneNumber] - Wait
XX Minutes before escalating to this contact.
* [add Contact to Case / phone] this contact.
* ***Second Escalation Contact***: [escalationEmailAddress#2] / [PhoneNumber] - Wait
XX Minutes before escalating to this contact.
* [add Contact to Case / phone] this contact.
* Etc;

**Communication plans**

Describe how Incident Management Engineer communicates with designated stakeholders
outside the incident call and communication channels.

* **Tmpact Communication plan**

This plan is initiated when Incident Detection and Response have determined from step
**Triage** that an alert indicates potential impact to a customer.

Incident Detection and Response will request the customer to join the predetermined
bridge (Chime Bridge/Customer Provided Bridge / Customer Static Bridge) as indicated
in **Engagement plans - Incident call setup**.
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All backup email templates for use when cases can't be used are in **Engagement plans -
Initial engagement**.

* 1 - Before sending the impact notification, verify then remove and/or add customer
contacts from the Support Case CC based on the contacts listed in the **Initial
engagement** Engagement plan.

* 2 - Send the engagement notification to the customer based the following Template:

(choose one and remove the rest)
***Tmpact Template - Chime Bridge***

The following alarm has engaged AWS Incident Detection and Response to an Incident
bridge:
Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>
Alarm State Change Reason - <insert state change reason>
Alarm Start Time - <Example: 1 January 2023, 3:30 PM UTC>
Please join the Chime Bridge below so we can start the steps outlined in your
Runbook:
<insert Chime Meeting ID>
<insert Link to Chime Bridge>
International dial-in numbers: https://chime.aws/dialinnumbers/

***Tmpact Template - Customer Provided Bridge***

The following alarm has engaged AWS Incident Detection and Response:
Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>
Alarm State Change Reason - <insert state change reason>
Alarm Start Time - <Example: 1 January 2023 3:30 PM UTC>
Please respond with your internal bridge details so we can join and start the steps
outlined in your Runbook.

***Tmpact Template - Customer Static Bridge***

The following alarm has engaged AWS Incident Detection and Response to an Incident
bridge:

Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>
Alarm State Change Reason - <insert state change reason>
Alarm Start Time - <Example: 1 January 2023, 3:30 PM UTC>

Please join the Bridge below so we can start the steps outlined in your Runbook:
Conference Number: <insert conference number>
Conference URL : <insert bridgeURL>

* 3 - Set the Case to Pending Customer Action
* 4 - Follow **Engagement Escalation** plan as mentioned above.
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* 5 - If the customer does not respond within 30 minutes, disengage and continue to
monitor until the alarm recovers.

* **No Impact Communication plan**
This plan is initiated when an alarm recovers before Incident Detection and Response
have completed initial **Triage**.

* 1 - Before sending the no impact notification, verify then remove and/or add
customer contacts from the Support Case CC based on the contacts listed in the
**Engagement plans - Initial engagement** Engagement plan.

* 2 - Send a no engagement notification to the customer based on the below template:

***No Impact Template***

AWS Incident Detection and Response received an alarm that has recovered for your
workload.
Alarm Identifier - <insert CloudwWatch Alarm ARN or APM Response Identifier>
Alarm State Change Reason - <insert state change reason>
Alarm Start Time - <Example: 1 January 2023, 3:30 PM UTC>
Alarm End Time - <Example: 1 January 2023, 3:35 PM UTC>
This may indicate a brief customer impact that is currently not ongoing.
If there is an ongoing impact to your workload, please let us know and we will engage
to assist.

* 3 - Put the case in to Pending Customer Action.
* 4 - If the customer does not respond within 3@ minutes Resolve the case.

* **Updates**

If AWS Incident Detection and Response is expected to provide regular updates to
customer stakeholders, list those stakeholders here. Updates must be sent via the same
support case.

Remove this section if not needed.

* Update Cadence: Every XX minutes
* External Update Stakeholders: customeremailaddressl; customeremailaddress2; etc
* Internal Update Stakeholders: awsemailaddressl; awsemailaddress2; etc

**Application architecture overview**

This section provides an overview of the application/workload architecture for Incident
Management Engineer and Operations Engineer awareness.

* **AWS Accounts and Regions with key services** - list of AWS accounts with regions
supporting this application. Assists Engineers in assessing underlying infrastructure
supporting the application.
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* 123456789012
* US-EAST-1 - brief desc as appropriate
* EC2 - brief desc as appropriate
* DynamoDB - brief desc as appropriate
* etc.
* US-WEST-1 - brief desc as appropriate
* etc.
* another-account-etc.

* **Resource identification** - describe how engineers determine resource association
with application
* Resource groups: etc.
* Tag key/value: AppId=123456

* **CloudWatch Dashboards** - list dashboards relevant to key metrics and services
* 123456789012
* us-east-1
* some-dashboard-name
* etc.
* some-other-dashboard-name-in-current-acct

## Step: Triage

**Evaluate incident and impact**

This section provides instructions for triaging of the incident to determine correct
impact, description, and overall correct runbook being executed.

* **Eyaluation of initial incident information**
* 1 - Review Incident Alarm, noting time of first detected impact as well as the
alarm start time.
* 2 - Identify which service(s) in the customer application is seeing impact.
* 3 - Review AWS Service Health for services listed under **AWS Accounts and Regions
with key services**.
* 4 - Review any customer provided dashboards listed under **CloudWatch Dashboards**

* **Tmpact**
Impact is determined when either the customer's metrics do not recover, appear to be
trending worse or if there is indication of AWS Service Impact.
* 1 - Start **Communication plans - Impact Communication plan**
* 2 - Start **Engagement plans - Engagement Escalation** if no response is received
from the **Initial Engagement** contacts.
* 3 - Start **Communication plans - Updates** if specified in **Communication plans**

* **No Impact**
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No Impact is determined when the customer's alarm recovers before Triage is complete
and there are no indications of AWS service impact or sustained impact on the
customer's CloudWatch Dashboards.

* 1 - Start **Communication plans - No Impact Communication plan**

## Step: Investigate
**Tnvestigation**

This section describes performing investigation of known and unknown symptoms.

**Known issue**
* *List all known issues with the application and their standard actions here*

**Unknown issues**
* Investigate with the customer and AWS Premium Support.
* Escalate internally as required.

## Step: Mitigation

**Collaborate**

* Communicate any changes or important information from the **Investigate** step to the
members of the incident call.

**Implement mitigation**
* **%*| ist customer failover plans / Disaster Recovery plans / etc here for implementing
mitigation.

## Step: Recovery

**Monitor customer impact**

* Review metrics to confirm recovery.

* Ensure recovery is across all Availability Zones / Regions / Services

* Get confirmation from the customer that impact is over and the application has
recovered.

**Tdentify action items**

* Record key decisions and actions taken, including temporary mitigation that might
have been implemented.

* Ensure outstanding action items have assigned owners.

* Close out any Communication plans that were opened during the incident with a final
confirmation of recovery notification.
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Post ** Incident ** Report ** Template

Post Incident Report - 0000000123

Customer: Example Customer

AWS ## case ID(s): 0000000000

Customer internal case ID (if provided): 1234567890

Incident start: 2023-02-04T03:25:00 UTC

Incident resolved: 2023-02-04T0Q4:27:00 UTC

Total Incident time: 1:02:00 s

Source Alarm ARN: arn:aws:cloudwatch:us-east-1:000000000000:alarm:alarm-prod-workload-
impaired-useastl1l-P95

Problem Statement:

Outlines impact to end users and operational infrastructure impact.

Starting at 2023-02-04T03:25:00 UTC, the customer experienced a large scale outage
of their workload that lasted one hour and two minutes and spanning across all
Availability Zones where the application is deployed. During impact, end users were
unable to connect to the workload's Application Load Balancers (ALBs) which service
inbound communications to the application.

Incident Summary:

Summary of the incident in chronological order and steps taken by AWS Incident Managers
to direct the incident to a path to mitigation.

At 2023-02-04T03:25:00 UTC, the workload impairments alarm triggered a critical
incident for the workload. AWS Incident Detection and Response Managers responded to
the alarm, checking AWS service health and steps outlined in the workload’s runbook.

At 2023-02-04T03:28:00 UTC, ** per the runbook, the alarm had not recovered and the
Incident Management team sent the engagement email to the customer’s Site Reliability
Team (SRE) team, created a troubleshooting bridge, and an ## support case on behalf of
the customer.

At 2023-02-04T03:32:00 UTC, ** the customer’s SRE team, and ## Engineering joined the
bridge. The Incident Manager confirmed there was no on-going AWS impact to services
the workload depends on. The investigation shifted to the specific resources in the
customer account.

At 2023-02-04T03:45:00 UTC, the Cloud Support Engineer discovered a sudden increase
in traffic volume was causing a drop in connections. The customer confirmed this
ALB was newly provisioned to handle an increase in workload traffic for an on-going
promotional event.

At 2023-02-04T03:56:00 UTC, the customer instituted back off and retry logic. The
Incident Manager worked with the Cloud Support Engineer to raise an escalation a
higher support level to quickly scale the ALB per the runbook.
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At 2023-02-04T04:05:00 UTC, ALB support team initiates scaling activities. The
back-off/retry logic yields mild recovery but timeouts are still being seen for some
clients.

By 2023-02-04T0Q4:15:00 UTC, scaling activities complete and metrics/alarms return to
pre-incident levels. Connection timeouts subside.

At 2023-02-04T0Q4:27:00 UTC, per the runbook the call was spun down, after 1@ minutes
of recovery monitoring. Full mitigation is agreed upon between AWS and the customer.

Mitigation:

Describes what was done to mitigate the issue. NOTE: this is not a Root Cause Analysis
(RCA).
Back-off and retries yielded mild recovery. Full mitigation happened after escalation
to ALB support team (per runbook) to scale the newly provisioned ALB.

Follow up action items (if any):

Action items to be reviewed with your Technical Account Manager (TAM), if required.
Review alarm thresholds to engage AWS Incident Detection and Response closer to the
time of impact.

Work with AWS ## and TAM team to ensure newly created ALBs are pre-scaled to
accommodate expected spikes in workload traffic.

*HE
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