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Runbook , AEE#H AWS MBRBEHHBEALRMUXE, KEEFEHE PENSHEANNCIEHE

TEEEMAMNERENES, BEEBRE AppRegistry LEMIEER., MEFMENR ,

AppRegistry &5/,

sfEd

- THREHEF , flmTEERAER

. BBER. BBANEZHKFRE

- THEABWNAESE AWS BiEFiPEH AWS REWFEMBER.
- BE WAERBSHHE AWS XEENIFEEN.
- ERARENERITFESHRTENETR,

o

nﬁ/ﬁ
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AR TEERUERNEESH

2 EAWS EHEANDENTHERSE  FASEIFEREUNNIERS, ELBRY BRI
R, SRacfE T5ISIE .

- EEMAE-AWS IRFHANTHEH  FRIFERNIRFITRARFRILIERS

- EEMABBZE AWS (RFNTHEER , FRARARFEUIZERS, £XERMBRAXH , 5l
HEATEEMARIRS IDs,

/A Important

MREBIZERFIREFERNIRFIIRIEARESHAEINLE  EFIRITHEEH
Bl , A RE B EEN A BRI R,

TR IHEER

1. BIE AWS HE il , RBBIEURAF , MY EHIFTR, B REER S EEM Enterprise Support
HIREETR TEEH,

2. ERXERMIRE:

« EEEAT &
- HHERE  BERESHEANEE,
- BRI BEEMAFTHNIEESH.
- HHBREN  BE RIS
3. WMAMBENES. Hlm:

[RE] AWS Z=4{E0/EEE FE - workload_name
4. WAWSENHER, fl0, WA "THEREETEEFEMA AWS SHEIMOE,  FHBLES
RAPFTETHER :

- THERER  ENITFEEHER,
-Eﬁux)|D1mzms%oL%EWEMAAWS$#ﬁﬂﬁEEWEﬁO

° I:ll:ll:l *Ijajo
- FTRERB A - BEME AWS BHEAMNEESTRE B,
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5. HHEMBHEA - RAERRY , ALERWARLLFREANTMEFEH IDs,

LT RERINBEE A - B EERAVERI -

/A Important
MREEEHMBEA - BRERPFEEFEMH IDs , TS LE AWS SHEANDFE
AMERF,
6. BEERX,

RRXFBRE , BUUARERTREGEFHG, ®ENESTEN  FOBERG , AREHMEBIE
A - R BEERPFIEEFEMH IDs.

LT RERINBEE A - B EERAVER -

BUFTHABRNIERMR  FREUATWMO X ERBTFEEET THEREMAERF
- AWS THEEEREE,

- SHEANEEFHTESEMANETHNES TREASFEEMAZ TEEHABRNEE
o MREBEMASEILEESR  FASETFEHEZIFTNMNARSE, NIREHTRXABBEHE
SRR , FBHEEA R FEE (TAM),

® Note

EAEMAEEERBEGEMEHEZERIRG. AWS E4-8 815 E EBRBASEA Amazon
Simple Storage Service Uploader BB BRA| , #E &4,

MEFMAEILER AWS EHERANMCEHNRES , LIBRERGENATFEERETEENER ,
B ESHEANEESS ‘kiTEjJD)\IﬂEE%EL Eo MFWMAK THEERBHNER , F2H
SHEANCIETFBHTEER,
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¢
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TEIRER FRA< May 15, 2025 18



AWS BHERIMERER &R AWS EfHERI M E RS MERF

EEHEANDEFERNREET

AWS EERZE-BEREENER , URHEAEAREER AWS EfREHENT RS, BMAEX
BETREERNRERERERE T 5IHM -

ERASEEEREEVIIENZERTIHAR (MABASETFERRERE ) BRESATERE
A r'E' N ;‘Iﬁ%o

- BERUMXERRSERSEHEEEKES 28 , FELEENTEABRNE2H, S4EEIREM
EZERBBETREEENFENEXNEE K MAREA—ROEREN K RELBEE,

ETRE4AAREAEENRMENSERE  UESEBRERN ML AETHE, MRETRHE
"Alarm”  "OK" A&z Bl , AIEELARHANTE  UABRESQEBNER.

BERER .
- WIRERZEERAUEEHBEANLTHERERANETR,
« Amazon CloudWatch Canary, MFEFMHEF , 5828 Canary # X-Ray JE#tF X-Ray,

- BEBR (EEEKRYE)

TREMHFEHER , 28FEHA CloudWatch B2 R,

EEABERRE 'R ARN HER ID mRrE WMREE
N L A, #F5A
LR
BT
Premium
Support
Case
API| §533 / arn : aws : cloudwatch : us-west-2 : 0000000 ZXME  Lambda, AP
00000 : alarm : E2MPmimLambda-Errors ZERE |
HEREAE >=10 % EES Gateway
10 fEIEH (DBA) H
B
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries_tracing.html
https://aws.amazon.com/xray/
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AWS SHHERIME EELSMEF

EEEBETRE B R ARN HEJR ID

ServiceUnavailable arn : aws : cloudwatch : us-west-2 : xxxxx : a
(Http ARREHF 503) larm : httperrorcode503

E578ER, 10 EE
RE (FRAFR )
HISEESE R >=3

ThrottlingException arn : aws : cloudwatch : us-west-2 : xxxxx : a
(Http ARAEHF 400) larm : httperrorcode400

E5798ER, 10 EE
e (FRAFR )
HIEEESE R >=3

MFBFHMER , FSEAWS E4HERI B EE A AT 8R4,

SR -

- TREEHEBETRNERNER.
- TRABRBES LB RFEESA,

eS|
s EEHEANDETPEUFSEEHERMN CloudWatch BR

MR
7 g 3%

SRR MR
ERBE
B

R
Z R
B

MREHE
A, #&A
is LR
BET
Premium
Support
Case

Lambda. AP
I
Gateway

EC2. Amazo
n Aurora

» {#/ CloudFormation EEA& =4GR FEEFEE CloudWatch 7~ CloudFormation

- EHERNOEF CloudWatch B R #Y £ 51 F 5= 5
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EEMHEANDEREYFEEEBEFERN CloudWatch BR

E&# 3 Amazon CloudWatch BREF , B URNLELSRRERENERERNTSENEESRK,

® Note

WE AWS RIS = INAS4ERME ERERR CloudWatch BR&E 6] |, 5328 EWSH4EE
FEEERREER AWS re:Post,

B RIEEMN CloudWatch R

BRECRSNER , MRARTAREHZERTFEIFEAZER (KARKIEFFERRER , X
WERRREE ) , T EEA TBR RE, flu, EREAUEBREERAEER , HEA TBR, KBRS
AN EMgH R g ?

LUTRUBRREAXEBFENEREE  fINFERKEHEAARAESNWEE
 CloudFront : INEFFMERR , 5SB48R CloudFront F32 &K EUIEE,

« Application Load Balancer : S{EBH2FE AI8E4A Application Load Balancer 23 T 5| & 7R :

« HTTPCode_ELB_5XX_Count

« HTTPCode_Target_5XX_Count

PR RAIFERE R B Application Load Balancer #A7 & R#%EF 2 BZMNEE, ERER
FEER AR 5XX SR RR. MEFMEF , 528 Application Load Balancer #J CloudWatch

BE,
« Amazon API| Gateway : 1R I&1E Elastic Beanstalk F{#/H WebSocket API , FEZ B A T 55
Z
- BOHRE (EEA SXXH#HR)
- BLEE
- #ITHEER

WEFMER |, F2BE A CloudWatch 1EZEEE#E WebSocket APl #11T,

« Amazon Route 53 : E£#E EndPointUnhealthyENICount $§1&, ItISEZERENA BEEFRMRENEMSR
BNHHE, WRERTENENEHERHEREHEBEN —3ZE Amazon Virtual Private Cloud
W TE ( H Endpointld i€ ) » EEREFY , mESUERNEEEF. EX2ERZH , ik
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https://repost.aws/selections/KP6FA7iQgVSVeSNq1jAcjwxg/incident-detection-and-response-idr
https://repost.aws/selections/KP6FA7iQgVSVeSNq1jAcjwxg/incident-detection-and-response-idr
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/viewing-cloudfront-metrics.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-cloudwatch-metrics.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-cloudwatch-metrics.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-websocket-api-logging.html
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B SERIE DNS &5, WEFMETF , F2BFEH Amazon CloudWatch E532 Route 53 Resolver
i B

RELNERER

HEHBRZENE IS ENERERR , FREETHEENE LI

- BREENEE , UHHEENEFRBZ2EAN "BR) RE,

- BREANBAEERENEE, £ 60 PR EREERERE4E,

- B&F DatapointToAlarm #58, EAZEERT , REEKEMILERAH 3/3 ;% 5/5, EEHF , B
A [60 ®54E , Heh 3 {@ DatapointToAlarm A 3 E] B , BTEE 3 pEXBEE  ERREA

[60 #1484 , Hh 5 {@ DatapointToAlarm A& 5 E] B, BETEE 5 2ERBR, FHALKEST
SHBRMAE T,

(® Note

tREZmuRReREEARBNAXMEMRTE. @ AWS BBETFERFPHRATENS
NEE, WA, EZANEERE  HENBRBEESRATERE, ELARELTHEIES
BOARAREERNER , R EBFN TR,

BRREEROMEEERNESR

HEEERRETIEEHEEREEE CloudWatch, HABLISE  KEBEBRIGEANERIR
AnotBreaching, MEFHMEN , BFSBERE CloudWatch B RIMIREREEANWER , UREREFE
BAERREE,

Pl , MREEERERE  MAREER , IEETERESEMER (nil) ERFH. NREKERE
ERBBREMG/ER  ME-ERENMREMEEELR (nl) ERFHSEREREAN "BR. MK
ECREERNTHNIME) . ERAAEANERNEESTATEHENZREANERR.

EIEEERERFENERT , MRRERBREE , BUUBRRREENERNRFE. REEBKEBEL
I ERR BnotBreaching , AMEABELXMNERRA "OKy , BEETESEE-EHM EEA "TAlarmy
HREE,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-resolver-with-cloudwatch.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-resolver-with-cloudwatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-missing-data
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#CloudWatch-alarms-avoiding-premature-transition
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#CloudWatch-alarms-avoiding-premature-transition
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WESEE R E AT

MEETHELTHETTEREA THT RE  ARREER | URTTHERACHME.
BBEET , UL HTARBEER,

REERERNER

ARELNERERARNERER  YEAERNRTEN. MRBEIREARBEMINERER
AERARELZEHERER, ERGEREREAN "B K&,

BABE/ETR

MREABHERNCERERHARENMAER  BKUREERVESER, #SETRAUNLIETEMA
R B,

A CloudFormation AT EHERIFEEHEE CloudWatch /R
CloudFormation

ATHIZERMA AWS EHERFMEE K WRDEBEEERMENIIEE , AWS AFIEH AWS
CloudFormation €878, XL EH AR TIEE ARBHRECETRERE , FlM0 Application Load
Balancer, Network Load Balancer fl Amazon CloudFront,

f£ A CloudFormation &4~ & CloudWatch 2~ CloudFormation

1. EAREMNERETHER

NameSpac 5Z Comparisc HifS Datapoint TreatMiss #HET8F &EHARER
nOperator sToAlarm ingData
(HME)
Applicati  (m1+m2)/ LessThan1 60 B3 7.8 AN Template
on ( hreshold( &, %3 (88%)
Elastic m1+m2+m 95) 1
Load m4)*100
Balancer m1=HTTP
de_Target
_2XX_Cou
t
m2=HTTP!
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NameSpac E1Z Comparisc HiRS Datapoint TreatMiss #HFTE#F &HARERE
nOperator sToAlarm ingData
(HME)

de_Target

_3XX_Cou

t

m3=HTTP!

de_Target

_4XX_Cou

t

m4=HTTP!

de_Target

_5XX_Cou

t
Amazon TotalErro GreaterTh 60 %3 notBreach g% Template
CloudFron rRate anThresho f8l,#£3 ing (EIA)
t Id(5) (i3
Applicati  UnHealthy GreaterTh 60 %3 notBreach &KX Template
on HostCount anOrEqual 8,3 ing (EEA)
Elastic ToThreshe e
Load 1d(2)
Balancer
Network  UnHealthy GreaterTh 60 %3 notBreach &K Template
Elastic HostCount anOrEqual fél , %3 ing (8BA)
Load ToThreshe 1l
Balancer 1d(2)

2. BMETHMNJISON ER , LEREFSLEBNRENZEHER,
3. 3] CloudFormation & :

® Note

T3 SR ERAZEZE CloudFormation B2V ERF, MEFMIPE  B2BEE AWS
CloudFormation 12 & LB THE,
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https://s3.us-east-1.amazonaws.com/aws-idr-cloudformation-nested-stacks/docs/TotalErrorRateFromCloudFront.json
https://s3.us-east-1.amazonaws.com/aws-idr-cloudformation-nested-stacks/docs/TotalErrorRateFromCloudFront.json
https://s3.us-east-1.amazonaws.com/aws-idr-cloudformation-nested-stacks/docs/UnHealthyHostCountFromALB.json
https://s3.us-east-1.amazonaws.com/aws-idr-cloudformation-nested-stacks/docs/UnHealthyHostCountFromALB.json
https://s3.us-east-1.amazonaws.com/aws-idr-cloudformation-nested-stacks/docs/UnHealthyHostCountFromNLB.json
https://s3.us-east-1.amazonaws.com/aws-idr-cloudformation-nested-stacks/docs/UnHealthyHostCountFromNLB.json
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-create-stack.html
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a.

£ https : //https://console.aws.amazon.com/cloudformation B#EX AWS CloudFormation 3%

éo
BERVME,
BEACHE  RREIHERR LEHRER,

UTREMHEREMEH

]I

&E-F_io
BMATHXEER :

« AlarmNameConfig # AlarmDescriptionConfig : 8 AZ RH BB IR,

« ThresholdConfig : 8 REBEUFSEARERINER,

« DistributionIDConfig : FEH#E 7 i ID 18 mEEE L AWS CloudFormation # & & itk B H HY
EEER.
&E-F_io

¥R PeriodConfig, EvalutionPeriodConfig #1 DatapointsToAlarmConfig ## 1 I FEZR 1B,
REEXESFEAGEHMUNTERE, BUUREEETHAE  LFEEARINER,

BAEEZEEFH A ARERN SNS BHEF . REEHRARBIKLRE | U LS MERE
To BERBIILARE  FEMCRAERZSE , BT HEFIFRR

&E-F_io
WBEENHEBIRTE K ARRBEEUHE,
BUHEE  Z£2EFZ Amazon CloudWatch B REEFR S HNER , T HIEHIFR :

4. HEERNIRFEN AWS BEHPEYABERR  FEALNENE FEE (TAM), AWS EHER
Mo EERERERERAGRE , AREEENVIA
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https://console.aws.amazon.com/cloudformation/

AWS 3540 B 65 1 AWS 4 BIA BB S FIEF
E4ERIFE S CloudWatch B 7R Y & {51 52 F 2R 45

THEARGIRANAESHERMEEFER Amazon CloudWatch BREVEEH], 18 L 56 /R & a0
AXIE CloudWatch BRREZREE AWS BBHNBREFVNRE , RERMNBRIN L EIERZERARE
AM TS H A AN AR BEEREE,

&3 45 £ FH 22451 A : Application Load Balancer

O LA T % CloudWatch R , LEBHBET/EEHEFENAR. EEZERM , BB EE
Y2 K ERNERREFEREATREHE R, MEATHK CloudWatch 1548 , 5528 Application
Load Balancer #J CloudWatch {§&

B

¥ : HTTPCode_Target_3XX_Count;HTTPCode_Target_4XX_Count;HTTPCode_Target_5XX_Count
(ml+m2)/(m1+m2+m3+m4)*100 ml = HTTP Code 2xx || m2 = HTTP Code 3xx || m3 =

HTTP Code 4xx || m& = HTTP Code 5xx

NameSpace : AWS/ApplicationELB
ComparisonOperator ( B{E ) : MAx (x=ZEFHERE) .
HE 60 B

DatapointsToAlarm : 3/3

BREMRE  RERNERRBER,

ETER : B

TEBERERRS A WRE :

&35 5E FI =45 B : Amazon AP| Gateway

B LA T % CloudWatch /R , UBHBETEEREZENAR. BEHTUAEZE , BET
EEIERE | 7£ APl Gateway P HESEMEN R FY 4XX $EREFRHE R, WETANEE K F28
Amazon AP| Gateway #fE #Ig5E&E

542 : compositeAlarmAPI Gateway (ALARM(error4XXMetricApiGatewayAlarm)) OR
(AALARM(latencyMetricApiGatewayAlarm))

NameSpace : AWS/API Gateway
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-cloudwatch-metrics.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-cloudwatch-metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-missing-data
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-metrics-and-dimensions.html

AWS B4 R FIEIFE £ & 1578 AWS SHE R B BB SRR
ComparisonOperator ( B{E ) : KA xHy EFHEE)

HAR : 60 B

DatapointsToAlarm : 1/1

BREREE  BEANERMREARER.
At EHR -

TEERERRS B WRE

&7 51 FH 22 45] C : Amazon Route 53

BAILLEIBE L Route 53 BEAREEMERERER , ELEREMEH CloudWatch RERBE R
BHEREATEBILFARNEE, BB T5 CloudWatch B~ , BB BETEEHTEN
AR, EALEA CloudWatch EEREVER , ZETEEERCEVNRERER., NETHN
CloudWatch #54& , 352 Route 53 B{EAREEMZERY CloudWatch 1512

$5#E : R53-HC-Success
NameSpace : AWS/Route 53

Threshold HealthCheckStatus : 3 78R 3 & £ 2# HealthCheckStatus < x ( BHFREx BFH
F{E )

HE 1 p8E

DatapointsToAlarm : 3/3

BRERERE  BERNERRSER.
mAtER  &ME

TEEREARS C RE

SEHIERARGD: FRBETERARKERTEH

ERHRGIF  BEARFEEREENEERERE, NRERBRBEAENNEZECHMR , AR
BREEARAREEREER. A, FUEAEXNEET —ERYEEARXREEEERNERA
Xo Hlin , R ERARENRERFKEEE R ERN Amazon Simple Storage Service (Amazon S3) , RIiE/EAR
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-missing-data
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-cloudwatch.html#cloudwatch-metrics
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-missing-data

AWS B4R E R R 2 4 AWS SBHHENAE RELS RS
ERELFARIMALRE, HP—EFEREVERME |, Sl /monitor, ERBESFIERE , B
BARTCIUUEKLEGESR. W, EEEEEF I Amazon S3, A% , A TEHRNEERE
mEREL /ERFEE.

TEEREMRRS D KRE

ERBEEE AWS =458 1[0k

AWS E4{5 81 R B fE X $23EiB Amazon EventBridge #EEVE R, ZAEIFREA MG AWS SHERIFE
FERTRMNERERNMEEER (APM) TEES , @1 Amazon CloudWatch, B Amazon EventBridge
BEZEESAPMs ( f5la0 Datadog 1 New Relic) , JA &% E& Amazon EventBridge E1ZZ & H# APMs, 40
B #2E2 Amazon EventBridge & APMs T2 /FE |, 5528 Amazon EventBridge &,

&

- HEBHEHEINEENE SEERFEE

#5 = 1416 8 F1 (=] #EEE Amazon CloudWatch &

# 82 Amazon EventBridge BEZE SAPMs HEE R

g5 - AWM H Datadog A Splunk K& &1

£/ Webhook #t APMs FEERE R , MEE E#EL Amazon EventBridge &

R SR N O By B R AT EUE

EEAF AWS EAEBFNEERENIRSHENER , B%
#AWSServiceRoleForHealth_EventProcessorfRIE&E A (SLR), AWS 2 SLR RE
3 Amazon EventBridge ¥ ER A, SERAUEHRBEIRFHBEHNEELE AWS EHERIFERE, 0
it SLR HWAHEEEA , BEHEEBN AWS ZEBUER , 2 BAWS Health ( £AEIERE) RHEA
RIEERE A G,

& LA BBAWS Identity and Access Management  EA&ER) PHEILIREEEACHIETR ,
ERPHRLZENBHERZLEE. RF , EALUEA TS AWS Command Line Interface (AWS CLI) 45
AL .

™ .

aws iam create-service-linked-role --aws-service-name event-
processor.health.amazonaws.com
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https://aws.amazon.com/eventbridge/
https://aws.amazon.com/eventbridge/integrations
https://docs.aws.amazon.com/health/latest/ug/using-service-linked-roles.html
https://docs.aws.amazon.com/health/latest/ug/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role

AWS B4R E R R 2 4 AWS BHHENRE RS HRSF
- EENIRFARNZERBEEEE,

HEE S
WMEFEEA

nlh

ZETIIEE :

. £/ AWS Health WIRBERE AR
- BEURBERZAE
« AWS ZE B : AWSHealth_EventProcessorServiceRolePolicy

B4R F0 = BB Amazon CloudWatch &

AWS Incident Detection and Response £ A& EZ A ZHERMNREEZEAE (SLR) , R

£ AWS Ktk F #1237 Amazon EventBridge  E# BIAWSHealthEventProcessor-DO-NOT-
DELETE. SB4He38I 70 = FEAE A Lt 33 B 1 B AV iR S #EEX Amazon CloudWatch 7R, ¢ CloudWatch ##
NERTEEHMIER,

#8 Amazon EventBridge E#ZESAPMs HEE R~

TEEREERARENNEEER APM) TEFXBEHNE AWS E4EANEENRERF  EETEHE
Amazon EventBridge E %4 , f§l20 Datadog # Splunk. 1FEEE EventBridge BEE AN TE
APMs SBE |, 552/ Amazon EventBridge &,

FEATISRRFZER AWS SHEANEENES., EHTELS R , BEIENIKR
FAWSServiceRoleForHealth_EventProcessor 2% % AWS FRIEZAE (SLR) .

REER AWS EMERIMEEHNES

AR EE AWS tREFM AWS BIEERUA TSR, REXERBEREXNERMEN AWS IREH
AWS EiF,

1. #%%E APMs 52RE A Amazon EventBridge EEBHEEHRE (HlW aws.partner/my_apm/
integrationName), WMFE#E APM F E%?#REE’J?&EH% BHZ2REA Amazon
EventBridge ft SaaS &R HENREHL. EEREENIRFPEL SR FSHERYE.

2. BITUTHEE—H:

( BEMW L) B BET EventBridge E4E R BE. AWS Incident Detection and
Response &3%iB AWSServiceRoleForHealth_EventProcessor SLR Z#Z &R Al

82 CloudWatch 4 W7 May 15, 2025 29
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(AWSHealthEventProcessorEventSource-DO-NOT-DELETE) ik, BRAIERE
AIEHERSE. RABNME AWS B4EAMNEE, LRENFESHEIME=S APM BH4HE
o
(BREZE) ERAEREHERE K MIELTESHERS. ARBAEREZE ZERAE
APM B REXEE AWS EHERIREFE,

3. I AWS Lambdaf# ( #l40 My_APM-AWSIncidentDetectionResponse-

LambdaFunction) BB ESERSHEHEREENG., BERNE4FSZERA
AWSHealthEventProcessorEventSource-DO-NOT-DELETE,

a. BRNEAESH--H AWS SHERANEERLS , Y EHNREMFAEARERES
FENE. EXFESZERA

b. # Lambda B EBRREATR 2 (BRESE) PEUNBIISHERSE , RE/TERK
SHERSE

4. E3 EventBridge H8] , WERFSEEHIEAE AWS EHEANEE 2 SHEENSHE
X. RANRFEREESR 1 PERNSEBHSEHERE ( H20 aws.partner/my_apm/
integrationName), AW B ZEREEDLER 3 PEHRA Lambda EE ( f5lz0 , My_APM-
AWSIncidentDetectionResponse-LambdaFunction), MZEEE EventBridge R AR IEE
F &t , 5528 Amazon EventBridge # 8,

MENFARESEBAEHERERSUUEBE AWS SHEAMDEFRNEN | F20 86 . B4
3k B Datadog # Splunk BY& A,

&l : AR E Datadog M Splunk K& 4N

&R # 4 Datadog 1 Splunk BYEBHZ S F AWS Incident Detection and Response B 5¥4l125 B

&

- %8 1 : £ Amazon EventBridge #1i% APM 2 E A B4 KR
- SR2 BVEHITSHERY

- SR 3 BV AREEHN AWS Lambda B

« B8 4 : 3 B3] Amazon EventBridge 1R 8

5 E% 1 : £ Amazon EventBridge F#& APM R EASEHRIR

#4518 APMs 5REH AWS BRF 1 Amazon EventBridge FHIEH# KR, MES APM [REABSH IR
MR , 582 E Amazon EventBridge S 1ER £+ T EN B4 RKFEREIE o
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ZEiBA APM BREASBHRIE , B LS EHNKE APM HEEEI AWS IRFE R SEHEFRE, %E
# , AWS Incident Detection and Response AILAE EHERER I EHFRBEHEERER. LER
2% Amazon EventBridge #1i84& APM HH B B,

TBR2 BB EHERE

BREBXEFEABITEHERFE. AWS S4HERNEEFEH BT S ERIERERERNEYS,
AWS Lambda MBI EEREERHEHERSEEN , UEEEXZEFTSHERBE. AWS Incident
Detection and Response 8 Z&ZE#H Al , Ut BT EHERHEEREH.

"‘—IJ«J\EFHTE SEHERSE , MTARBTEHERBE. AWS Incident Detection and Response 1
ERA, UEFERSHEREREE , MK BT E4ERIEMEE.

£ AWS IRFHEY BT E4EREE

1. 1E https : //https://console.aws.amazon.com/events/ B Amazon EventBridge £ &

2. EEEREE. BHERE

3. HEBRITEHERIT , BEFEI,

4., EBBTRUSBSHERENER. BEHKERX A APMName-AWSIncidentDetectionResponse-

EventBus,

Blan |, IR A Datadog = Splunk , FEFERA TIIHAP—IF :
Datadog : Datadog-AWSIncidentDetectionResponse-EventBus
Splunk : Splunk-AWSiIncidentDetectionResponse-EventBus

T3 BIUARERN AWS Lambda B

Lambda REBESELE 1 NEERBESHERERESE 2 WA (3R ) SHERECHAERS
. Lambda BREERTE AWS E4EAIN D EZERA,

£ AWS tRF 237 AWS Lambda B &

1. £ AWS Lambda ¥# & LBREEER,

2. i&#E Create function (BRI EE).

3. EENHEAKRBEERSIER.

4. HHYEHEERE , £FHAKN @WABTAPMName-AWSIncidentDetectionResponse-

LambdaFunction,
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LA 2 Datadog # Splunk Ry EE4HI :

« Datadog : Datadog-AWSIncidentDetectionResponse-LambdaFunction
*  Splunk : Splunk-AWSIncidentDetectionResponse-LambdaFunction
5. &r¥EETH , @A Python 3.10,
6. BEHHSWAURSEATERE. B#IF Create function (BIULEKE),
7. EEAGREEEL , S7E Lambda MBARENR A T IR ISE A HE.

AEBR T HIRENTREAI P # FRENERE, EEERELHEREMNLE,

Datadog EiftFZ X IHE 7

import logging
import json
import boto3

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

# Change the EventBusName to the custom event bus name you created previously or
use your default event bus which is called 'default'.

# Example 'Datadog-AWSIncidentDetectionResponse-EventBus'

EventBusName = "Datadog-AWSIncidentDetectionResponse-EventBus"

def lambda_handler(event, context):

# Set the event["detail"]J["incident-detection-response-identifier"] value to
the name of your alert that is coming from your APM. Each APM is different and
each unique alert will have a different name.

# Replace the dictionary path, event["detail"]["meta"]["monitor"]["name"], with
the path to your alert name based on your APM payload.

# This example is for finding the alert name for Datadog.

event["detail"]["incident-detection-response-identifier"] = event["detail"]
["meta"]["monitor"]["name"]

logger.info(f"We got: {json.dumps(event, indent=2)3}")

client = boto3.client('events')
response = client.put_events(
Entries=[
{
'Detail': json.dumps(event["detail"], indent=2),
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'DetailType': 'ams.monitoring/generic-apm', # Do not modify. This
DetailType value is required.
'Source': 'GenericAPMEvent', # Do not modify. This Source value is

required.

'EventBusName': EventBusName # Do not modify. This variable is set
at the top of this code as a global variable. Change the variable value for your
eventbus name at the top of this code.

}
]
)

print(response['Entries'])

Splunk E#E N IFE A .

import logging
import json
import boto3

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

# Change the EventBusName to the custom event bus name you created previously or
use your default event bus which is called 'default'.

# Example Splunk-AWSIncidentDetectionResponse-EventBus

EventBusName = "Splunk-AWSIncidentDetectionResponse-EventBus"

def lambda_handler(event, context):

# Set the event["detail"]J["incident-detection-response-identifier"] value to
the name of your alert that is coming from your APM. Each APM is different and
each unique alert will have a different name.

# replace the dictionary path event["detail"]["ruleName"] with the path to your
alert name based on your APM payload.

# This example is for finding the alert name in Splunk.

event["detail"]["incident-detection-response-identifier"] = event["detail"]
["ruleName"]

logger.info(f"We got: {json.dumps(event, indent=2)}")

client = boto3.client('events')
response = client.put_events(
Entries=[
{
'Detail': json.dumps(event["detail"], indent=2),
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'DetailType': 'ams.monitoring/generic-apm', # Do not modify. This
DetailType value is required.
'Source': 'GenericAPMEvent', # Do not modify. This Source value is

required.

'EventBusName': EventBusName # Do not modify. This variable is set
at the top of this code as a global variable. Change the variable value for your
eventbus name at the top of this code.

}
]
)

print(response['Entries'])

8. EEXZF.
9. & PutEvents FF AT ELEFABRER 2 B4 ERIMN Lambda MITAG :

a. 1£ AWS Lambda =24 FHBEESEMR,

b. EEHE , RAREHARERS|IEE LBEEFT.
c. HHTAGT , EINAGEEZELUE AWS Identity and Access Management £33 & F BRE{T
At

d. HEFFAWEET , BERANBREBURBBK.
e. HUBERAERMFAT , BEERE.

f. HEBRXREBEH[EEL , BEEFERER

9. BRmERENEEUTIHIARTNFEBRAER

h. BHHEBEENREXRKATIIEE :

"Sid": "AWSIncidentDetectionResponseEventBus0",

"Effect": "Allow",

"Action": "events:PutEvents",

"Resource": "arn:aws:events:{region}:{accountId}:event-bus/{custom-eventbus-
namel}"

}

i. WMRMHEBE Lambda BEREFFEAEREHERE , EREEE PEINWEITESHEREN
ARN , B 2 . BB EHERERISERSBHERIEN ARN,

10. REYRELENFICHTEEAE,
1. BESLFTRARESTERE , RREEFRFRE,
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AWS B4R E R R 2 4 AWS BHHENRE RS HRSF
EARERERME?

AWS EAHERIME EBERNSE4ERESHFE TS| JSON 2] : EY,

{
"detail-type": "ams.monitoring/generic-apm",
"source": "GenericAPMEvent"
"detail" : {
"incident-detection-response-identifier": "Your alarm name from your APM",
}
}

THEHERERARRE SERHSHERIENEHSF,

"version": "Q",

"id": "a6150a80-601d-be4l-1al1f-2c5527a99199",
"detail-type": "Datadog Alert Notification",

"source": "aws.partner/datadog.com/Datadog-aaalllbbbc",
"account": "123456789012",

"time": "2023-10-25T14:42:257",

"region": "us-east-1",
"resources": [],
"detail": {

"alert_type": "error",

"event_type": "query_alert_monitor",

"meta": {

"monitor": {
"id": 222222,

"org_id": 3333333333,
"type": "query alert",
"name": "UnHealthyHostCount",
"message": "@Eawseventbridge-Datadog-aaalllbbbc",
"query":
"max(last_5m):avg:aws.applicationelb.un_healthy_host_count{aws_account:123456789012}
\u@03c\u03d 1",
"created_at": 1686884769000,
"modified": 1698244915000,
"options": {
"thresholds": {
"critical": 1.0
}
},
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},
"result": {
"result_id": 7281010972796602670,
"result_ts": 1698244878,
"evaluation_ts": 1698244868,
"scheduled_ts": 1698244938,
"metadata": {
"monitor_id": 222222,
"metric": "aws.applicationelb.un_healthy_host_count”
}
},
"transition": {
"trans_name": "Triggered",
"trans_type": "alert"
},
"states": {
"source_state": "OK",
"dest_state": "Alert"
},
"duration": 0@
},
"priority": "normal",
"source_type_name": "Monitor Alert",
"tags": [
"aws_account:123456789012",
"monitor"
]
}

[a

Bincident-detection-response-identifier&®8FEF7.

Lambda RBEEMR EARAEH , YRHBABRETIAERSHERE. BRENEAHFAEIELEN
TR B,

"version": "Q",

"id": "7f5e0fcl-e917-2b5d-a299-50f4735f1283",
"detail-type": "ams.monitoring/generic-apm",
"source": "GenericAPMEvent",

"account": "123456789012",

"time": "2023-10-25T14:42:25Z",
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"region": "us-east-1",
"resources": [],
"detail": {

"incident-detection-response-identifier":

"alert_type": "error",
"event_type": "query_alert_monitor",
"meta": {
"monitor": {
"id": 222222,
"org_id": 3333333333,
"type": "query alert",
"name": "UnHealthyHostCount",

"UnHealthyHostCount",

"message": "@Eawseventbridge-Datadog-aaalllbbbc",

"query":

"max(last_5m):avg:aws.applicationelb.un_healthy_host_count{aws_account:123456789012}

\u@03c\u003d 1",
"created_at": 1686884769000,
"modified": 1698244915000,
"options": {
"thresholds": {
"critical": 1.0
}
},
I

"result": {
"result_id": 7281010972796602670,
"result_ts": 1698244878,
"evaluation_ts": 1698244868,
"scheduled_ts": 1698244938,
"metadata": {
"monitor_id": 222222,

"metric": "aws.applicationelb.un_healthy_host_count"

}

I

"transition": {
"trans_name": "Triggered",
"trans_type": "alert"

I

"states": {
"source_state": "OK",
"dest_state": "Alert"

I

"duration": 0

iy
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"priority": "normal",

"source_type_name": "Monitor Alert",

"tags": [
"aws_account:123456789012",
"monitor"

]

BEEE , BfEdetail-type® ams.monitoring/generic-apm, RRRER
GenericAPMEvent , MEMERAPEHMN S . H¥ : incident-detection-response-
identifier,

£ LRl | Bincident-detection-response-identifierEE B THIRESR
#$.detail.meta.monitor.name, APM IREEZ RIR TS — @ APM &, #4ZE{EK Lambda
BRE , TR ENESERHENH JSON BREMEERER , YiHAMincident-detection-

response-identifier{&,

£ LRENSEH—FBFWincident-detection-response-identifier#HEEMA L BEEEE
AWS EHERIM S EEBX, incident-detection-response-identifier T2REEH FHH
BWEH,

HER 4 . #3I BHE] Amazon EventBridge 35 Al

EFR1PRUNGERHFESHERFEESLEIYMN EventBridge R A, LWRAISKAENBLHRS
ERHBEHERFEEELSER 3 PEIYM Lambda BEH.

WFEEE EventBridge R AIMNIEEFH & , 55288 Amazon EventBridge # 8ll,

1. 7E https : //https://console.aws.amazon.com/events/ BB Amazon EventBridge £ &

2. EEHRA K ARZBEELH APM HEBNSERBHEEHERE. UTRSESAEHERENE
i -

« Datadog : aws.partner/datadog.com/eventbus-name
» Splunk : aws.partner/signalfx.com/RandomString
BEE VR ASAEY R EventBridge R A,
4. SERAERE , LTHEA@M A BT APMName-AWS Incident Detection and Response-
EventBridgeRule , RRBET—F, UT2EHHIERE :

» Datadog : Datadog-AWSIncidentDetectionResponse-EventBridgeRule
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» Splunk : Splunk-AWSIncidentDetectionResponse-EventBridgeRule
5. #HHEARIR , EELAWS B45 EventBridge SEBFEH
6. BEHIBHANEULSERERARE.
7. SYEMHEN | EETIER

a. EHFRIE : EventBridge S1ER £,
b. &EEM  EBEUEN APM S1EBH#,
c. BHER . FIEEH,

LT REHSHER :

#i45] Datadog EHER

Splunk 41 =X & 4l

8. #HHBERF  EETHIEE :

a. BEEE: AWS R

b. ZEHBRE : E# Lambda B &,

c. BHE :LHEDR2PEUM Lambda HEE M,
9. EET—-F 6 RERI,

£ Webhook & APMs #EEXE R , MEFEE#EE Amazon EventBridge

A\
(=]

AWS EHERI M = X B A Webhook #E4kE Amazon EventBridge EiZE A% =7 APMs #EER

B —
=To

MFEEE Amazon EventBridge BB SAPMs JEE , 528 Amazon EventBridge &,

EATISRRKRERE AWS BHEANDENES, ERTELTRH  FHRALNIRFPERR
AWS Managed Rule AWSHealthEventProcessorEventSource-DO-NOT-DELETE
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{8/ Webhook HEEIE#4
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1. 7E% Amazon AP| Gateway LAiEZ R E APM HI&E,
2. FRETRBFHEZANREN AWS Lambda BEE , 10 LB TR,
3. E&HHE—{E Lambda EERE L AWS E4HERIFN B BRI AF , WASE MBS AS, BiaTlL

CN o /A

{5 F L BRI BUOR EFZ EEIX E AWS Incident Detection and Response B4,
4. BELH APM , $BAEREZH AP Gateway E4EH URL.
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EEHEANEEREETHFESH

BEREHEENERE SRR ELRNEFNER , LA, AENMEIEZNTEER, FXHRE
TEAXASR  SERZLENATFHNEEE , U5 SENERTERESF. EMAZBEERNZRM
REFTNIEEE, FREFUEHTIEEHER  UREFTERERBERIFEER,

FE

+ B3 Runbook MEIFEETEl , B EEHEANEEFHEHN
s EEHEAFNEETAREMANIEER

s EEHEANEEPEREEMATIEERETEE

s FrERESHEANEEES

s REAEAFNEETBHEIEESR

B# 2% Runbook MEIfEFTE| , LAEESHEANMEEPISH

EHERIF E AR A PIRSREEA EFAREEE Runbook MEIEETE , UEBFETHEEHMNE
£, Runbook &7 Incident Manager fE EIEEH KNS R, EEFTESSMHARNEDL—EIHE
88, EHEEEKERBEETEESFFHBHRENEARIELHA, DEFEIRARBRE
8y AWS Systems Manager (SSM) X &4, EEE—F 7 # SSM X4 , 5288 AWS Systems
Manager X, ZEZEi#t—F 7 # Incident Manager , 5281 E 2 AWS Systems Manager Incident

Manager ?
Sl -

« SR AWS EERINEEN THEERER.
« TR AWS EHERIMERNETR, STFMIDEFEER.

B AT LA & AWS E 458 FE FE Runbook &84l : aws-idr-runbook-example.zipo

&3] Runbook :

Runbook template for AWS Incident Detection and Response
# Description
This document is intended for [CustomerName] [WorkloadName].

[Insert short description of what the workload is intended for].
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## Step: Priority

**Priority actions**

1. When a case is created with Incident Detection and Response, lock the case to
yourself, verify the Customer Stakeholders in the Case from *Engagement Plans -
Initial Engagement*.

2. Send the first correspondence on the support case to the customer as below. If
there is no support case or if it is not possible to use the support case then backup
communication details are listed in the steps that follow.

Hello,

This is <<Engineer's name>> from AWS Incident Detection and Response. An alarm has
triggered for your workload <<application name>>. I am currently investigating and
will update you in a few minutes after I have finished initial investigation.

Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>

**Compliance and regulatory requirements for the workload**
<<e.g. The workload deals with patient health records which must be kept secured and
confidential. Information not to be shared with any third parties.>>

**Actions required from Incident Detection and Response in complying**
<<e.g Incident Management Engineers must not shared data with third parties.>>

## Step: Information
**Review of common information**

* This section provides a space for defining common information which may be needed
through the life of the incident.

* The target user of this information is the Incident Management Engineer and
Operations Engineer.

* The following steps may reference this information to complete an action (for
example, execute the "Initial Engagement" plan).

**Engagement plans**
Describe the engagement plans applicable to this runbook. This section contains
only contact details. Engagement plans will be referenced in the step by step

**Communication Plans**.

* **Tnitial engagement**
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AWS Incident Detection and Response Team will add customer stakeholder addresses below
to the Support Case. AWS Stakeholders are for additional stakeholders that may need to
be made aware of any issues.

When updating customer stakeholders details in this plan also update the Backup Mailto
links.

* ***Customer Stakeholders***: customeremaill; customeremail2; etc

* *x**AWS Stakeholders***: aws-idr-oncall@amazon.com; tam-team-email; etc.

* ***0Qne Time Only Contacts***: [These are email contacts that are included on only
the first communication. Remove these contacts after the first communication has gone
out. These could be customer paging email addresses such as pager-duty that must not
be paged for every correspondence]

* ***Backup Mailto Impact Template***: <*Insert Impact Template Mailto Link here*>

* Use the backup Mailto when communication over cases is not possible.
* ***Backup Mailto No Impact Template***: <*Insert No Impact Mailto Link here*>
* Use the backup Mailto when communication over cases is not possible.

* **Engagement Escalation**

AWS Incident Detection and Response will reach out to the following contacts when the
contacts from the **Initial engagement** plan do not respond to incidents.
For each Escalation Contact indicate if they must be added to the support case, phoned
or both.
* ***Fjrst Escalation Contact***: [escalationEmailAddress#1] / [PhoneNumber] - Wait
XX Minutes before escalating to this contact.
* [add Contact to Case / phone] this contact.
* ***Second Escalation Contact***: [escalationEmailAddress#2] / [PhoneNumber] - Wait
XX Minutes before escalating to this contact.
* [add Contact to Case / phone] this contact.
* Etc;

**Communication plans**

Describe how Incident Management Engineer communicates with designated stakeholders
outside the incident call and communication channels.

* **Tmpact Communication plan**

This plan is initiated when Incident Detection and Response have determined from step
**Triage** that an alert indicates potential impact to a customer.

Incident Detection and Response will request the customer to join the predetermined
bridge (Chime Bridge/Customer Provided Bridge / Customer Static Bridge) as indicated
in **Engagement plans - Incident call setup**.
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All backup email templates for use when cases can't be used are in **Engagement plans -
Initial engagement**.

* 1 - Before sending the impact notification, verify then remove and/or add customer
contacts from the Support Case CC based on the contacts listed in the **Initial
engagement** Engagement plan.

* 2 - Send the engagement notification to the customer based the following Template:

(choose one and remove the rest)
***Tmpact Template - Chime Bridge***

The following alarm has engaged AWS Incident Detection and Response to an Incident
bridge:
Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>
Alarm State Change Reason - <insert state change reason>
Alarm Start Time - <Example: 1 January 2023, 3:30 PM UTC>
Please join the Chime Bridge below so we can start the steps outlined in your
Runbook:
<insert Chime Meeting ID>
<insert Link to Chime Bridge>
International dial-in numbers: https://chime.aws/dialinnumbers/

***Tmpact Template - Customer Provided Bridge***

The following alarm has engaged AWS Incident Detection and Response:
Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>
Alarm State Change Reason - <insert state change reason>
Alarm Start Time - <Example: 1 January 2023 3:30 PM UTC>
Please respond with your internal bridge details so we can join and start the steps
outlined in your Runbook.

***Tmpact Template - Customer Static Bridge***

The following alarm has engaged AWS Incident Detection and Response to an Incident
bridge:

Alarm Identifier - <insert CloudWatch Alarm ARN or APM Response Identifier>
Alarm State Change Reason - <insert state change reason>
Alarm Start Time - <Example: 1 January 2023, 3:30 PM UTC>

Please join the Bridge below so we can start the steps outlined in your Runbook:
Conference Number: <insert conference number>
Conference URL : <insert bridgeURL>

* 3 - Set the Case to Pending Customer Action
* 4 - Follow **Engagement Escalation** plan as mentioned above.
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* 5 - If the customer does not respond within 30 minutes, disengage and continue to
monitor until the alarm recovers.

* **No Impact Communication plan**
This plan is initiated when an alarm recovers before Incident Detection and Response
have completed initial **Triage**.

* 1 - Before sending the no impact notification, verify then remove and/or add
customer contacts from the Support Case CC based on the contacts listed in the
**Engagement plans - Initial engagement** Engagement plan.

* 2 - Send a no engagement notification to the customer based on the below template:

***No Impact Template***

AWS Incident Detection and Response received an alarm that has recovered for your
workload.
Alarm Identifier - <insert CloudwWatch Alarm ARN or APM Response Identifier>
Alarm State Change Reason - <insert state change reason>
Alarm Start Time - <Example: 1 January 2023, 3:30 PM UTC>
Alarm End Time - <Example: 1 January 2023, 3:35 PM UTC>
This may indicate a brief customer impact that is currently not ongoing.
If there is an ongoing impact to your workload, please let us know and we will engage
to assist.

* 3 - Put the case in to Pending Customer Action.
* 4 - If the customer does not respond within 3@ minutes Resolve the case.

* **Updates**

If AWS Incident Detection and Response is expected to provide regular updates to
customer stakeholders, list those stakeholders here. Updates must be sent via the same
support case.

Remove this section if not needed.

* Update Cadence: Every XX minutes
* External Update Stakeholders: customeremailaddressl; customeremailaddress2; etc
* Internal Update Stakeholders: awsemailaddressl; awsemailaddress2; etc

**Application architecture overview**

This section provides an overview of the application/workload architecture for Incident
Management Engineer and Operations Engineer awareness.

* **AWS Accounts and Regions with key services** - list of AWS accounts with regions
supporting this application. Assists Engineers in assessing underlying infrastructure
supporting the application.
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* 123456789012
* US-EAST-1 - brief desc as appropriate
* EC2 - brief desc as appropriate
* DynamoDB - brief desc as appropriate
* etc.
* US-WEST-1 - brief desc as appropriate
* etc.
* another-account-etc.

* **Resource identification** - describe how engineers determine resource association
with application
* Resource groups: etc.
* Tag key/value: AppId=123456

* **CloudWatch Dashboards** - list dashboards relevant to key metrics and services
* 123456789012
* us-east-1
* some-dashboard-name
* etc.
* some-other-dashboard-name-in-current-acct

## Step: Triage

**Evaluate incident and impact**

This section provides instructions for triaging of the incident to determine correct
impact, description, and overall correct runbook being executed.

* **Eyaluation of initial incident information**
* 1 - Review Incident Alarm, noting time of first detected impact as well as the
alarm start time.
* 2 - Identify which service(s) in the customer application is seeing impact.
* 3 - Review AWS Service Health for services listed under **AWS Accounts and Regions
with key services**.
* 4 - Review any customer provided dashboards listed under **CloudWatch Dashboards**

* **Tmpact**
Impact is determined when either the customer's metrics do not recover, appear to be
trending worse or if there is indication of AWS Service Impact.
* 1 - Start **Communication plans - Impact Communication plan**
* 2 - Start **Engagement plans - Engagement Escalation** if no response is received
from the **Initial Engagement** contacts.
* 3 - Start **Communication plans - Updates** if specified in **Communication plans**

* **No Impact**
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No Impact is determined when the customer's alarm recovers before Triage is complete
and there are no indications of AWS service impact or sustained impact on the
customer's CloudWatch Dashboards.

* 1 - Start **Communication plans - No Impact Communication plan**

## Step: Investigate
**Tnvestigation**

This section describes performing investigation of known and unknown symptoms.

**Known issue**
* *List all known issues with the application and their standard actions here*

**Unknown issues**
* Investigate with the customer and AWS Premium Support.
* Escalate internally as required.

## Step: Mitigation

**Collaborate**

* Communicate any changes or important information from the **Investigate** step to the
members of the incident call.

**Implement mitigation**
* **%*| ist customer failover plans / Disaster Recovery plans / etc here for implementing
mitigation.

## Step: Recovery

**Monitor customer impact**

* Review metrics to confirm recovery.

* Ensure recovery is across all Availability Zones / Regions / Services

* Get confirmation from the customer that impact is over and the application has
recovered.

**Tdentify action items**

* Record key decisions and actions taken, including temporary mitigation that might
have been implemented.

* Ensure outstanding action items have assigned owners.

* Close out any Communication plans that were opened during the incident with a final
confirmation of recovery notification.

B2 Runbook 1[G fEst 2l WA May 15, 2025 47



AWS BHERIMERER &R AWS EfHERI M E RS MERF

EEHEANMEEFAERCSIMANTFES

® Note

1B AN ERAIE AWS Identity and Access Management NEAERABRKELER
cloudwatch:SetAlarmState 5,

MARFNBER -SRACHNFN THEAENTERBD., BRENTHE , AWS S4ERNE RS
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Post ** Incident ** Report ** Template

Post Incident Report - 0000000123

Customer: Example Customer

AWS Support case ID(s): 0000000000

Customer internal case ID (if provided): 1234567890

Incident start: 2023-02-04T03:25:00 UTC

Incident resolved: 2023-02-04T0Q4:27:00 UTC

Total Incident time: 1:02:00 s

Source Alarm ARN: arn:aws:cloudwatch:us-east-1:000000000000:alarm:alarm-prod-workload-
impaired-useastl1l-P95

Problem Statement:

Outlines impact to end users and operational infrastructure impact.

Starting at 2023-02-04T03:25:00 UTC, the customer experienced a large scale outage
of their workload that lasted one hour and two minutes and spanning across all
Availability Zones where the application is deployed. During impact, end users were
unable to connect to the workload's Application Load Balancers (ALBs) which service
inbound communications to the application.

Incident Summary:

Summary of the incident in chronological order and steps taken by AWS Incident Managers
to direct the incident to a path to mitigation.

At 2023-02-04T03:25:00 UTC, the workload impairments alarm triggered a critical
incident for the workload. AWS Incident Detection and Response Managers responded to
the alarm, checking AWS service health and steps outlined in the workload’s runbook.

At 2023-02-04T03:28:00 UTC, ** per the runbook, the alarm had not recovered and the
Incident Management team sent the engagement email to the customer’s Site Reliability
Team (SRE) team, created a troubleshooting bridge, and an ## support case on behalf of
the customer.

At 2023-02-04T03:32:00 UTC, ** the customer’s SRE team, and ## Engineering joined the
bridge. The Incident Manager confirmed there was no on-going AWS impact to services
the workload depends on. The investigation shifted to the specific resources in the
customer account.

At 2023-02-04T03:45:00 UTC, the Cloud Support Engineer discovered a sudden increase
in traffic volume was causing a drop in connections. The customer confirmed this
ALB was newly provisioned to handle an increase in workload traffic for an on-going
promotional event.

At 2023-02-04T03:56:00 UTC, the customer instituted back off and retry logic. The
Incident Manager worked with the Cloud Support Engineer to raise an escalation a
higher support level to quickly scale the ALB per the runbook.
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At 2023-02-04T04:05:00 UTC, ALB support team initiates scaling activities. The
back-off/retry logic yields mild recovery but timeouts are still being seen for some
clients.

By 2023-02-04T0Q4:15:00 UTC, scaling activities complete and metrics/alarms return to
pre-incident levels. Connection timeouts subside.

At 2023-02-04T0Q4:27:00 UTC, per the runbook the call was spun down, after 1@ minutes
of recovery monitoring. Full mitigation is agreed upon between AWS and the customer.

Mitigation:

Describes what was done to mitigate the issue. NOTE: this is not a Root Cause Analysis
(RCA).
Back-off and retries yielded mild recovery. Full mitigation happened after escalation
to ALB support team (per runbook) to scale the newly provisioned ALB.

Follow up action items (if any):

Action items to be reviewed with your Technical Account Manager (TAM), if required.
Review alarm thresholds to engage AWS Incident Detection and Response closer to the
time of impact.

Work with AWS ## and TAM team to ensure newly created ALBs are pre-scaled to
accommodate expected spikes in workload traffic.
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