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5RZE S3 on Outposts , #EMELREXRATER. il , BREHSEENTFRENFESEE, UBHH
EELHERR, EEERURBHERFER. MFEHFE AWS SDKs WEH , SENATRMNZEE
M, FESREEITE AWS,

X {4 S3 on outposts

BT LABE B &8 AWS Outposts #ZR4ARE | #£4 Amazon EC2 #{TEEEMER . Amazon EBS —fix &
E RERE Rk (SSD) MRk [E (gp2) M S3 on Outposts, EETFEH, TE, ERRERKEHEE. UR
HEEHEXMAR.

WMESHMER , 5528 AWS Outposts rack EE,

®RET R

WMEFRAFER S3 on Outposts WEFMAE , F2ETHIERE -

B

» &X1E Outpost
« Amazon S3 on Outposts &2 Amazon S3 EAR[E ?

« Amazon S3 on Outposts A P9
« BAR S3 on Outposts KIAEEE
« {#H S3 on Outposts fEfFiTEE
« {£f S3 on Outposts ¥4

+ S3 on Outposts R L £ M

« & S3 on Outposts fEIFETE

AWS SDKs API hZ 2006-03-01 7


https://aws.amazon.com/cli/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/index.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/index.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3outposts/index.html
https://aws.amazon.com/tools/
https://aws.amazon.com/outposts/rack/pricing/
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+ {8 Amazon S3 on Outposts i#t 1T B %
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A% E Outpost

= ZRKBEA Amazon S3 on Outposts , BEEEREPIEAR Amazon S3 BEHR Outpost, INFEET
8% Outpost 1 S3 REREMFMEF , F52H AWS Outposts, &EEMEEM Outposts 2B HE S3 &
E , BALAEA ListOutpostsWithS3 API FEIL, B EIR & AR EBEAF S3 on Outposts B2 Amazon S3
BAFE , 528 Amazon S3 on Outposts &2 Amazon S3 BATRE ? .

MEFHMET , F2ETIERE,

&
« FTHEEFT Outpost

5] BB Outpost

MREFEEFTHEES S3 RERF Outpost , 552 AWS Outposts FEE , SAB#E Amazon Elastic
Compute Cloud (Amazon EC2), Amazon Elastic Block Store (Amazon EBS)  Amazon S3 I & £1E
15,

BERZNEREZR , B4R AWS Outposts ERAFEFIEEFRIE L Outpost FETHE Outpost BEW S ER
B1E,

STEEHT Outpost API fR78 2006-03-01 9


https://aws.amazon.com/outposts
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListOutpostsWithS3.html
https://aws.amazon.com/outposts/pricing/
https://docs.aws.amazon.com/outposts/latest/userguide/order-outpost-capacity.html

Amazon S3 on Outposts EREER

Amazon S3 on Outposts B2 Amazon S3 BAA[E ?

Amazon S3 on Outposts Y4 REFE R EEHNALBLIFE AWS Outposts IRE, FH S3 on

Outposts A EBKERNRBERIEATBEEARINMNVE |, HEIERRERBEE, ERER, ME
AT MAEETE SR, A S3 on Outposts £ Amazon S3 APIs FZhag , Rt BN EEHEE. RE, £
0. IREFIEHE Outposts EERHFE |, Wik AWS ERREEREZATBBNE , UES—FH

BREER.

UNZE S3 on Outposts 4B E , FSRTIEE,
*rE

« S3 on Outposts RI&

« S3 on Outposts B API 21E

« Amazon S3 AWS CLI S3 %

« S3 on Outposts T X &K Amazon S3 ZI&E
« S3 on Outposts MBI ER

S3 on Outposts H &

« Outposts fEFETE X/ LPRA 50 TB,

- =18 AWS 1R FH Outposts fE1FETEE B LBRA 100,
o HREESE A 7 EUEL M im B 2R FHX Outposts f#1FETE.
 &{& Outpost TRV FIEHHE LRA 10,

- FHUREERN A/NRSIA 20 KB,

 Outpost BEEE T LAER £ HEEEMA AWS Organizations B9 7FEL AWS Resource Access
Manager, FfiEEE77H Outpost IR S % FETEE AWS OrganizationsF I #EE B iR FHE A S
Wo

* S3on Outpost FEFBHEEEIRF —ERRFERTMENHNEEE.
» S3 on Outpost FErBHA EIRF A HRAFTFRIITESR,

- Y R/DBRHIE Amazon S3 —H.

« FRERTF1E S3 on Outposts LYY &7 OUTPOSTS REFEBIH.

BRI API hiz7s 2006-03-01 10
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« FHIE OUTPOSTS REBERIFHNAIEWH TR AEARMRESRINZE Amazon S3 ZEME £ R

(SSE-S3) 1T, &t A LARMEZEMER ARF R MNBET FRANMBEEH (SSE-C) RIFHY
o

- MREEAWEBATUFEER Outpost LEFYH , API SERBEFZAFIFRR (ICE).

S3 on Outposts XEH API ##1E

N S3 on Outposts XK API IREEE , 552 B Amazon S3 on Outposts API #&4E,

Amazon S3 AWS CLI S3 &7 %

Amazon S3 AWS CLI on Outposts B 81X #& T %l Amazon S3 i &, WMEFMENR ,
Z) FHT A AWS CLI &5,

e
W%
54
=1
4
W

« cp. mvHl LRHMEEK FEFOutpostsirsyncl@ i , REAREIRIEF Outposts FEFEr B 2B,
« 1s

* presign

e rm

S3 on Outposts TS TEH Amazon S3 Ih&E

Amazon S3 on Outposts B BI A% T % Amazon S3 Jh&E, EMERFEACIIREHSEIERE.

- RHERFER

- FEURHIEEE (ACL)

- BRRERDZE (CORS)

- S3#tRIRIE

- S3 ERFRE

- BERRATTENE

- NERTER

- ZEEREMFEF (MFA) MR

- S3EMIBEHER WHRBRINERATTEN DR EER)
. S3 YIHFSHELBRE

TEH AP RE API R4 2006-03-01 11


https://docs.aws.amazon.com/cli/latest/reference/s3/#available-commands
https://docs.aws.amazon.com/cli/latest/reference/s3/#available-commands
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/cp.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/mv.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3/sync.html
https://docs.aws.amazon.com/cli/latest/reference/s3/ls.html
https://docs.aws.amazon.com/cli/latest/reference/s3/presign.html
https://docs.aws.amazon.com/cli/latest/reference/s3/rm.html
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VI SEHERE

fARET W N ZFEB AWS Key Management Service (AWS KMS) &8 (SSE-KMS)
S3 EE KRS (S3RTC)

Amazon CloudWatch F&3R{5#Z

ERAR

Transfer Acceleration

S3IEHIEA

RFEENRFEFTE

S3 Select

AWS Lambda S

Server access logging (fflBR 25 FEXGE &% A &%)
HTTP POST &K

SOAP

8 uh 17 B

S3 on Outposts I ER

& EMFE KA ZE S3 on Outpost FELE , BAERIUFERE S3 on Outposts 2. T~ 5 R HliE A
A S3 on Outpost BY i B -

« Outpost LHIE @ Virtual Private Cloud (VPC) T IAE —{EMEEABiRY %2 , ™ B & Outpost &%
AT LA 100 M3

- BALKZEFRHHEER — ik,
- BAREKRAFIBEEHF LT CIDR £E 72+ CIDR E#A VPC :
* 10.0.0.0/8
« 172.16.0.0/12
* 192.168.0.0/16
L RER EHIEEE CIDR EHRAY VPC 231 Outpost i B,
B ABERHE Outpost FHREBAE T Ix 2,
ERARE L ImBH FRR X ETE A S3 on Outpost EAKE{E IP i,

MREBIEEEFHEN IP it £[E (ColP £[E) , ©A4EIET# S3 on Outposts £ A E{E IP b
ik,

O
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« 518 VPC #9418 Outpost R AERE I —{Eir 2
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Amazon S3 on Outposts AF§

£ Amazon S3 on Outposts , A BAfE AWS Outposts E# 3 S3 EEFTE |, WEHHEERAKER
FH, THEREENEREZENEREN  2AMTEERFRABEEYI . S3 on Outposts 21
#EY #7885 S3 Outposts (OUTPOSTS) , HfFEA Amazon S3 APIs , EEUBFABRENFREE
BERE L ZEEE RN MRS & AWS Outposts, &7 LA A 7 ELE #3%EiB Virtual Private Cloud
(VPC) Hyum BEAR , BEERHY Outpost FEFETBETENR. BT Amazon S3 EEFETE—& , 81
Outpost TR L AT AEAEERE APl MIZheE , SEEMBE., mMENEFL. BALER,. AWS
Command Line Interface (AWS CLI) AWS Management Console, AWS SDKs = REST API £/ S3
on Outposts,

%8B Amazon S3 on Outposts , A LAE L& H Amazon S3 APIs F1Zhee , Flmi4fEE. FEH
. INBRAERL , AWS Outposts FIFFE Amazon S3 £E—#, #ZE S3 on Outposts WEH, , HSH
R Amazon S3 on Outposts ? o

e
- B¥MER AWS Management Console
- FRERBAR Java B AWS CLI Fl FEBEH

R EA AWS Management Console

& Amazon S3 on Outposts , A LA#E AWS Outposts L2 S3 REEHE  WHHEEAKERE
B, THEREENERBEENEARN K TAMNSERFRAMBEERYI4. S3 on Outposts TR ELHT
# &% B S3 Outposts (OUTPOSTS) , HEH Amazon S3 APIs , STEE R ZEEEMARES L
BFAHBEEN G X FHER AWS Outposts, &7 LA A 7BV FEIR Virtual Private Cloud (VPC) By
m BIEAR , BELRM Outpost RFETBETEF. BB Amazon S3 REFITE —# , 87 Outpost #7177
BFE LA BAE A EIERRY API M ZEE , SR/EFEIEHXR. MEMNFRL. B LUER, AWS Command Line
Interface (AWS CLI) AWS Management Console, SDK = REST API £ S3 on Outposts. AWS
SDKs WMFEFMEF , F28 11 E= Amazon S3 on Outposts ?

EERBEEBERAMEM S3on Outposts , FBR THEE, FEFHKEMER AWS CLI X BAR Java
HY AWS SDK , 528 R EAEAR Java B AWS CLI 7 B EH.

ES ]
- BUREIE, FERENIGR
- RESER
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B {#FireE. FHEMimE

THIREFREWAIIE S3 on Outposts PEVE—EfFITE, ELEATRARIREIER , &

oy
i

SRV - EFREVNERFrREERN RS  WESTUNRAERFrEPERIMS,

1.

& A AWS Management Console , 37 https : //Amazon S3 2 & BB https : //https://
console.aws.amazon.com/s3/,

EERIEEEKS | 22 Outposts buckets (Outposts #1ZET ).
i#1Z Create Outposts bucket (Z3I Outposts F1ZETEE),
£ Bucket name (EFETRERE) P , ARFIFHBATSREEBRAK (DNS) REAMERE,

EFIrBRBAA ;

- £ AWS #RF. Outpost 1 Outpost FTEH) R EME— AWS EiE #,
- REMSENRK 3-63 @FTZA,

« FERBEFT,

- UNBFEHHFHE.

BUBRENER K EELISFEHSHE. IFARETRGBNMEEEN , 5268 (Amazon S3
ERAEER) T —RARREETEGRERA,

/A Important

BRERFTESBTESBRENR  HIMIRFHRE. EiEOREFITEPZYHH URL
b, ERTREETEERE,

£ Outpost # , EIFLEREFETIREIFERY Outpost,

£ Bucket Versioning (fEZETf8MRA#2H]) T , #& S3 on Outposts EFATREM S3 MR A2 IR AERR
ERTHHEF—EZRE :

« Disable ({£ 1) (FARR) - RIFAFrBERE RRAZHIAIRE,
* Enable (B A) - $t¥REFEFR P AYMHREA S3 AES ., IEFEEREFFRNDGHHESKRE
ME—RYRRAS 1D,

WMEE S3 MRARBINEFMEN , 528 T ¥ ERY S3 on Outposts FETREEEIE S3 ARAIZER L -

(EIFMH) FIEEEE Outposts 7 RTREEE S BABEAY 1T optional tags (BAER). ELUEAER
REMENERS —EERWRY , REFEARLT S EEBRERFFITSE,
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https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
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TZHFE Outposts EFETE AWM EYMHTER A A AR IHINZE Amazon S3 ZSEMR S8
(SSE-S3) # 1T F. Bt a AR BEFEAMARSIRMNZEEFRENNZ S8 (SSE-C) REM
Y, EESFMFRER | EBXLEMFEH REST API,  AWS Command Line Interface (AWS CLI) 2%
AWS SDKs,

8. 1£ Outposts access point settings (Outposts FEREHERE) BERF , MAGTEIE B,

S3 on Outposts 77EU R & ¥f S3 on Outposts FIVHAERIE , B THAREERFRNEE,
ZEL B A& 3 Outposts fEFET BN E R MRS, |, B0 LUE AL i B RHIT S3 WiHFiRE,
MBFHMEA , F2RFEE.
EFEE BB EHH Outpost WIRF AL BERM— |, W ERFEEFEEIRER S,

9. ¥t Amazon S3 on Outposts ZHUEHZIZE VPC,

MRERE VPC |, BEiRIZ Create VPC (B3 VPC), MFEHMENA , 528 (Amazon S3 A H
B PHENERERALEER (VPC) AN TFIE.

Virtual Private Cloud (VPC) AIZE & AWS ER B Z A ERNERAR, SEAEREBRELSE
BRAPOFIRENERMERIEERC , BEHER TERERRENESR AWS

10. (BRIEF VPC &) F AL isEiZEEEndpoint subnet (i 2 T #EE%)o
TR RIEH VPC Ry IP it EE, MRERBEEEN T , 55121 Create subnet (B F
%), WHFMEN , F2EE AN S3 on Outposts KA o

11. (BREF VPC 1:&) F AL FEEEndpoint security group (B L £FH).

ZEEIEMAERE X BUARFEARBELRE.
12. (BREEAE VPC 1i&) F5i#Z Endpoint access type (mEFHEER)

- ?B-E VPC —2EMA,
- EFHAEN IP- EREHEFEEANEFHEEN IP it KE (ColP £E) —EEMA,

13. (#HA) #8E Outpost FELEBUR, R AL BEBHEREFEEA Amazon Resource Name (ARN) ,
BRI UEBRERPEAZE R,

14. J&$E Create Outposts bucket (237 Outposts EFZETE).
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-restrictions-limitations.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-vpc.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html

Amazon S3 on Outposts EREER

® Note

BB Outpost I BUAR BB EFITBERMRETUMCRH |, seEE 5 PiE, EERE
HiEEFETERE , 57582 View details (REFFME )

®RET R

¥ Amazon S3 on Outposts , ¥ E R R FMIE Outpost £, E AWS L ZE Outpost HZREF |, &
MWERSREE Outpost WK | IFSERBESRE R, BNYHKETSRERSEM Outpost , - E
£ AWS EfFF ., B® AWS Management Console 27 EBIFHFEE , A EEEFER ERERLE
HREE Outpost FHIYIH., FiB , LA LAEA REST APl,  AWS Command Line Interface (AWS CLI)
M AWS SDKs ZEBFEE - EMEEWH.

#3I S3 on Outposts EZETHE. FTHMHMREHR 2% , BUUERABAR Java B AWS CLI 5 SDK #
M L EEREITE, WEHMEER , F2RSYH EEZE S3 on Outposts #FETE,

BB ERERR Java B AWS CLI §] BREH#

£ H Amazon S3 on Outposts , A LA#E AWS Outposts EE I S3 EFTE | WHHEEAKER
FH, AEHEREENEREZNERRES  EABBERRERMNEEY 4. S3 on Outposts 121
Y FE 7B S3 Outposts (OUTPOSTS) , HfEA Amazon S3 APIs , EEUBA BIRENAREE
BERE L ZEEE RN AR £ AWS Outposts, &7 LA A 7 ELE #3%EiB Virtual Private Cloud
(VPC) Wi BEAR , BEEM Outpost RFETBETEH. BMBTE Amazon S3 REFE —# , £&
Outpost FZEri8 L] AFEARERM AP FThae , BIEFIBEE. MBEMERL. BULUEBR, AWS
Command Line Interface (AWS CLI) AWS Management Console, AWS SDKs = REST API £/ S3
on Outposts, MFEFMEN , FFSE 112 Amazon S3 on Outposts ?

EEZFMMAMEA S3 on Outposts , WU AR FEFITE. FTRENRS, BF K SUEYG LERE
WEFETE, THEMRB\MAFERERR Java B9 AWS CLI #1 SDK BitAfEA S3 on Outposts, #&
ERRERAEES , 528 BiBERA AWS Management Consoles

&

- SR1 . BURERE

- SBR2 . BUEIE

- $B3: BURE

« BB 4. ¥ EEZE S3 on Outposts 17T e
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SB 1 BM#HFRE

T% AWS CLI FiE AR Java B9 SDK €6l /RE {a]E I S3 on Outposts fEFET .

AWS CLI
Example

THIga5IEA AWS CLIZ AL S3 on Outposts f#1FErE8 (s3-outposts:CreateBucket), HEH
T, BULZECHWERINR user input placeholders,

aws s3control create-bucket --bucket example-outposts-bucket --outpost-
id op-0lac5d28a6a232904

SDK for Java

Example

THIEEHIERERR Java R EEMHE L S3 on Outposts fEFETEE (s3-

outposts:CreateBucket),

import com.amazonaws.services.s3control.model.*;
public String createBucket(String bucketName) {
CreateBucketRequest reqCreateBucket = new CreateBucketRequest()
.withBucket(bucketName)
.withOutpostId(OutpostId)
.withCreateBucketConfiguration(new CreateBucketConfiguration());
CreateBucketResult respCreateBucket =
s3ControlClient.createBucket(reqCreateBucket);

System.out.printf("CreateBucket Response: %s%n", respCreateBucket.toString());

return respCreateBucket.getBucketArn();

HER 2 BYFHUE

% E77H Amazon S3 on Outposts f(1Z8r88 | BU BRI MR EFIE, EL&FIRAMMER AWS
CLI ME AR Java ) BREHREZILFEE,
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TFER & ¥ Amazon S3 FIVHAERIE Bt ERARENERNER. FREAEZIREITENIE
EHBRIRE, | BT LU B L i B SR 11T Amazon S3 ¥I4HR4E |, 0 GetObject M PutObject,

£/ S3 on Outposts , RAZEE A FEUERFE Outposts REFETRPWEMY4. FREBEIEER
RN E L

AWS CLI

Example

T3] AWS CLI #6| & 3 Outposts R FITRNFIE, EEHTUHS T , FUEECHERRK
user input placeholders,

aws s3control create-access-point --account-id 123456789012
--name example-outposts-access-point --bucket "arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket" --vpc-configuration Vpcld=example-vpc-12345

SDK for Java

Example

THEAR Java WEREHEHIZE I Outposts RFETRBHNFEE. EEMCALES , FUEES
HERAEN user input placeholders,

import com.amazonaws.services.s3control.model.*;
public String createAccessPoint(String bucketArn, String accessPointName) {

CreateAccessPointRequest reqCreateAP = new CreateAccessPointRequest()
.withAccountId(AccountId)
.withBucket(bucketArn)
.withName(accessPointName)

.withVpcConfiguration(new VpcConfiguration().withVpcId("vpc-12345"));

CreateAccessPointResult respCreateAP =
s3ControlClient.createAccessPoint(reqCreateAP);
System.out.printf("CreateAccessPoint Response: %s%n'", respCreateAP.toString());

return respCreateAP.getAccessPointArn();

SR2: EUFIE API k7 2006-03-01 19
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SEBR3EMNinH

EEAFRIEHEZE Amazon S3 on Outpost 7B , BUER VU FMEZE S3 on Outposts imEh. & EE
MimE , BEEH Outposts TEEFHH IR ERZE B RERE, Outpost LHIEE Virtual Private Cloud
(VPC) A AE — BB R, NERBHRENFEMEN , 5268 S3 on Outposts AR ER. B
AR IHE , TEEFEUEM Outposts RFETRILHTWHIRE, WEFHMEENR , FEHRHE.

ELEHIERBA MR AWS CLI B AR Java B BREAHRET KRS, MEERTNEBRIRETEN
ATRYEEMME A , 55280 B A A S3 on Outposts Uik BHHYEF Al o

AWS CLI
Example

T3 AWS CLI #6I& R VPC EIRFEUEE , & Outpost B im% . VPC fTE B FHK, BE
TGS , BUBBEESHWERRN user input placeholders,

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@dl

T5 AWS CLI EE5IERAEZEFH#HEMN IP it £[E (ColP £[E ) FEFER , A Outpost B imH,
EEHTHGS , FULECWERBNR user input placeholders,

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@dl --access-type CustomerOwnedIp --
customer-owned-ipv4-pool ipv4pool-coip-12345678901234567

SDK for Java
Example

THERAR Java HFRBREAHEHIE I Outposts BinEh, EEFEALES , FUEBECHEARK

user input placeholders,

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.CreateEndpointRequest;
import com.amazonaws.services.s3outposts.model.CreateEndpointResult;

public void createEndpoint() {
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
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.standard().build();

CreateEndpointRequest createEndpointRequest = new CreateEndpointRequest()
.withOQutpostId("op-0d79779cef3c30a40")
.withSubnetId("subnet-8c7a57c5")
.withSecurityGroupId('"sg-abl9e0di")
.withAccessType("CustomerOwnedIp")
.withCustomerOwnedIpv4Pool("ipv4pool-coip-12345678901234567");

// Use .withAccessType and .withCustomerOwnedIpv4Pool only when the access type

is

// customer-owned IP address pool (CoIP pool)

CreateEndpointResult createEndpointResult =

s30utpostsClient.createEndpoint(createEndpointRequest);

System.out.println("Endpoint is created and its ARN is " +

createEndpointResult.getEndpointArn());
}

SR 4 Y EEZE S3 on Outposts fE1ZETEE

EE LEYH B2 Y4 LEZE S3 on Outposts fEFETEE,
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EA M S3 on Outposts KIS

BRI LA A Amazon S3 on Outposts , S FEEAMEREZEER, EREENEREENERAERN , X
ERMERAIBHEN 4. I ERAFE S3 on Outposts KB ER,

£

- RESNERFIER

- 17EX S3 on Outposts & FET 88 M ¥4
- BIRFEMEE SR E

B E AR AR IR

IBAT LA VPC RS AT SR E MRS 2N S3 on Outposts. #& A LAfE F I EX B A& B i BhE 4R | &2
8B Outposts EFEFEETEF. HELHSE AWS BEARESR VPC B2 S3 on Outposts /1E

BN RE, BinEE  SXEKRETFEREAEEESR Private (BAR VPC BH)

CustomerOwnedIp (EFAREF BE] IP it &E[E (ColP £[E)),

« Private (8% VPC BEHKH) - EFEEFEBIEE |, AIFEER S3 on Outposts A Private,
£ PrivateZEUEER | Al VPC FHVETEIRAFELHE IP Hbit , BIA[EE Outposts HHIERE
Ao BAILAMEATE VPC AMEA S3 on Outposts, EHiREELBIBEE VPC BB RAZBIDEMAE
FHl, MEFMEN , 528 (AWS Outposts FAEIER) PR AKEERHE,

 CustomerOwnedIp (& ¥f ColP £[E) - IR EFER LM Private FEFER , REZIBIE
CustomerOwnedIp , A EIERE IP thut EE, Er AR L FEERE AL HEEMN VPC A
£ S3 on Outposts, £ VPC W7ZEL S3 on Outposts B |, B RESZRASKEENEE.,

7ZHY S3 on Outposts &7 BT 88 74 4

% Z17H S3 on Outposts AFETREMWH , HEERTHIER

® VPC ElgﬁHyi%Eo
° *Elﬁl VPC H’gﬁ#‘ﬁ%o

- Outpost B2 AWS B 5 2 B ERPER. MFWAAF Outpost :EIRE BT FFMER |
Outposts i F & IEF A Outpost BIEE AWS EiF, AWS

s
W%
a1
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WMF B EIFEL S3 on Outposts FAFETERMY VAR , F2S6 £/ S3 on Outposts FFETEE
F £ S3 on Outposts ¥4

5 W 5 B 1 A B SR

S3 on Outposts iHHZE A Amazon EREHE (ARN) T EMNER, BUELIREEF , € AWS
Outposts R EZEBEIREEM M NHE. S3 on Outposts IR S EM AR A EMEH @K AEER |
BEEUTHIAAMR : S3 on Outposts EAGEE IR S EM B R EE Amazon EC2 #1T B B8 E3Es

S3 on Outposts #BIFH A BRE (DNS) EH L FBEIRSEMER AT RFEEHEWHER, S3on
Outposts BELWIRE PR BIRSEMMEE AT AWS |, AT Amazon EC2 =AM N HEER
RER,

HRER ColP £EEFEERA L , S3 on Outposts EREXER ColP £EEEE IP it , WigHEE
PR B M B RN R ML BB
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£/ S3 on Outposts fE1FETEE

5/ Amazon S3 on Outposts , R LAEREY 38T S3 /E1ERTHE AWS Outposts |, I &+ ¥ EE AR
BERFR, THERNEENERNBEENEARN K BRibEAIBEBEFEHRMNEEYH. S3 on Outposts
R FEFEEI S3 Outposts (OUTPOSTS) , HfEA Amazon S3 APIs , EEMUBEABRENAFR
KERERE N2 EEEMFRSS = AWS Outposts, FAIRTE Amazon S3 —# , #&7F Outpost fi#
FETE AT LAE A RBRY APl FITheE , TEFEURE. MENER. WEFHEF K BF2E TER

Amazon S3 on Outposts ?

&) LA A 2 EVE FNIER Virtual Private Cloud (VPC) BYim BhiELAR , E2/8 /Y Outposts fEZETEEETE
o EEFH S3 on Outposts REFETEMNYH , K EE VPC WiFIE , WAL EEHIHERE VPC 1
Uhah. WEFMEN , FSEEAM S3 on Outposts IR .

REH

£ S3 on Outposts A , FEFRTE B BE Outpost 2HE—HY , W HFEE AWS [E1] Outpost FTTE [E1FHY
2. AWSBRFE ID, Outpost ID MEFITEZBREIESH.

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/bucket/bucket-name

MEFMEF , FSEEARM S3 on Outposts BIE R ARN,

TFEL R

Amazon S3 on Outposts X E{EFR E#IAEEiR (VPC) WEEERIEAEE Outpost HE1FETEEAI M —
FiE

TZEVBE Y Amazon S3 I HAERE , Bt EBEARENEREFEE, FREAEERFEITEMNE
EHBR IR E, | T LU B L i B SR 11T Amazon S3 ¥)4HR4E |, 0 GetObject M PutObject,
£/ S3 on Outposts , RAZEE A FEUERFE Outposts EFETR PN EMY4. FREBEIEER
FHEXEU,

TH&EHIFERT S3 on Outposts FHEFEAR ARN X, FHUE ARN @& Outpost FfE EZH
AWS EiF X, AWS 1kRF ID, Outpost ID FIZEE B R,

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name
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Ll
ity o

& EHFE R A ZE S3 on Outpost 7FELE: , BAARIFERE S3 on Outposts Ui B, ¥ S3 on
Outposts i 2 , WA L& VPC FAZ 1B AR E Outposts #1FETE, S3 on Outposts i 22 Outposts
A8 S3 AN ERKE —EREBIR (UR), EXHHRKFERE. THASETAKN VPC T
.

Outpost LK% {@ Virtual Private Cloud (VPC) A LA — BRI H# A % 25 , ™ B &8 Outpost & Z A LA
100 ix 2, BUHBEEINEL RS , FREEFEEUEH Outpost REFETE Y HITWHIRE, BUEL RS
th S ZMRE A IRIEIE S3 M S3 on Outposts FIB/E , i API R F1TAERE,

BEA R S3 on Outposts BY API

= EEE Outpost #1ZEr# API #24E , S3 on Outposts EFEE — 852 Amazon S3 % E T E K & L %
2. timEA s3-outposts.region.amazonaws.coms

EHEEA Amazon S3 API 84 , XAFEALERN ARN X EBEZERFITBAY

., BXLAR AP RESERS ARN , BUE Amazon S3 FEEFE R 2 &t ¥fAmazon

S3 (s3-control.region.amazonaws.com) i=& S3 on Outposts (s3-
outposts.region.amazonaws.com), RIE ARN & , S3 FER A LAEE th 2B M BFE R,

BEMRBREIEZE Amazon S3 25T HE , BREHS% ARN PR H , Y38 —EENNER
x-amz-outpost-id , EHEEH ARN BB outpost-id B, RE ARN KRS 8 F 2RIEBK H
3£ %] S3 on Outposts s E 2 AIFHBHER., ZTABERARMEHR s3control AFIREEN API 12
£,

T%%IH T Amazon S3 on Outposts FIERE API &4 , REMBEE RN Amazon S3 WEE,

API S3 on Outposts 2 & &

CreateBucket E%R ARN NREFETRRER , O
utpost ID

ListRegionalBuckets Outpost ID

DeleteBucket R ARN HREFETBER

DeleteBucketLifecy ER ARN NfRETFETIRETE

cleConfiguration
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ERAEER

API

GetBucketLifecycle
Configuration

PutBucketLifecycle
Configuration

GetBucketPolicy
PutBucketPolicy
DeleteBucketPolicy
GetBucketTagging
PutBucketTagging
DeleteBucketTagging
CreateAccessPoint
DeleteAccessPoint
GetAccessPoint
GetAccessPoint

ListAccessPoints

PutAccessPointPolicy
GetAccessPointPolicy

DeleteAccessPointPolicy

S3 on Outposts Z2HE

ER ARN NiEFErEERE

1E% ARN AT B8

5 ARN REFRTE 2B
1E% ARN R FRTEE B8
£/ ARN WiEFErEE
5 ARN RTS8
E5 ARN AT 2 18
£/ ARN NiEFErEE
ES ARN NIZEU R & 18
1E& ARN N I7ELRE & 18
£% ARN NIZEREEE 18
ES ARN NIZER R E 18
1ES ARN NI7ERRE & 18
1£% ARN NIZERREE 18
E5 ARN NIZEREE & 18
1ES ARN N I7ER R & 18

I FMEIE S3 on Outposts FETFETEE

MEFBEIMERE S3 on Outposts FETFETEERY

AR BSWTHEE,

B FMEE S3 on Outposts 7T
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#2137 S3 on Outposts fE1FETEE

£ Amazon S3 on Outposts , &R LLFE AWS Outposts L2 S3 7T |, WEHHEEAMEER
FEH, AEEREENEREZENERER , TANMBERRERAEEYIH. S3 on Outposts 4
$THRETZ 3851 S3 Outposts (OUTPOSTS) , E A Amazon S3 APls , LR B EN RIS
BEME LN ZEEBEMMFARSS L AWS Outposts, &0 LAE FH FZEVE#3%EB Virtual Private Cloud
(VPC) MimRHEAR , B2 Outpost EFETRBETENRA. FMBRE Amazon S3 EEFETR—& , 81
Outpost RFETEE LA SAEARIEE APl FIThee , S/EFEUBEE. MEMERL. BALUER, AWS
Command Line Interface (AWS CLI) AWS Management Console., AWS SDKs = REST API £/ S3
on Outposts, MFEFMEN , 52 1/ER Amazon S3 on Outposts ?

(@ Note
BURGEETE AWSIRFE B AT  mMERE -—TUHEERBENRETE. @7
PR S AIHAEEM | 0 Outpost, BEE., FERMBNMFIERE. FRMERESTSANFR
BERITRTYHNERILEER (VPC) MFEMBBER , URHMPEER, MEFHER , F
2:#S3 on Outposts 31§,
MREEEZR Y FEH AWS PrivateLink BWRAFETE , BBEEILEER (VPC) AT E VPC
WHREARBRETEMREEERFEE , 5528 AWS PrivateLink BLELfS S3 on Outposts.

T %I 5IFREA an{a £ A AWS Management Console, AWS Command Line Interface (AWS CLI) #1 &
37 S3 on Outposts F#FETEE EAR Java B AWS SDK.,

/A S3 A

1. & A AWS Management Console , 6 7E https : //Amazon S3 12 & : //https : /https:/
console.aws.amazon.com/s3/.microsoft.com,

2. EERIEEHEKD , ##2 Outposts buckets (Outposts FHE1FETEE)
3. i&#E Create Outposts bucket (3 Outposts fEFETEE).
4. 7£ Bucket name (REFEFHRER) b , ARETEAAFSBEEBRE (DNS) REHEE,

RETEAWLA

« £ AWS BRF. Outpost 1 Outpost FTIEH) 2K — AWS EE #,
- REMVANN 3-63 BAFT2M,
® $§k%$io
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« UNEFRHHFRE.

BURFIRER K ERIBEFHLAHE. UFARFETROAENMEEEN , 528 (Amazon S3
ERAEER) FHN—ARREFTEGERA,

/A Important

BRERFTESBTISBRENR  HINIRFRE. EiEOREFITEPZYHH URL
b, ERTREETEERE,

5. 1 Outpost ¥ , EEFELERFITREEH Outpost,

6. 1E Bucket Versioning (@ FETB8RZAEHI) T , #& S3 on Outposts fEFFETEEHY S3 iR A= FIARKEES
ERTIHEHP—@EER :
- Disable (f£ /) (F83) - 7R SR E RRAZEHIHARE,

- Enable (BA) - $tHIREFITRR P HRUR S3 lRAZEHl, BB ZERFIENDEBSKE
ME—RYRRAS 1D,

WMEE S3 MRARBIMNEFMEN , 528 T ¥ ERY S3 on Outposts EFETREEEIE S3 RAIZER L -

7. (EEM) FIWEEE Outposts RFETRE L EIBR I optional tags (BAER), BRI UEAER
KB ERNERS —HERNEY , IEEARNET D BEEBERERFE TR,

W 7E Outposts REFET RPN EMHTER A LA ARS[IRIMNZEE Amazon S3 ZEMZE £
(SSE-S3) #1TRF. LA AR EEEARARSIHMNFEEFRUENME S (SSE-C) REFEK
Y, EESFNFRER | EBXLEMFEA REST API,  AWS Command Line Interface (AWS CLI) 2%
AWS SDKs,

8. 1£ Outposts access point settings (Outposts FEREHERE) BERF , MAGTEIRE B,
S3 on Outposts 77EU R & ¥f S3 on Outposts PV AERIE , B THAREERNFRNERE,
ZHU B B E 3 Outposts fEFET BN E R MRIRE, |, B0 LUE AL ik B R#IT S3 WiHFiRE,
MBFHMEA , F2RFEEH.
I Z WAL EFM Outpost WIRFHABRM—K , WHFESEIEHRERS,

9. ¥t Amazon S3 on Outposts ZHUEHZIZE VPC,

MERERE VPC |, BiRIZ Create VPC (B3 VPC), MFEHMENA , 528 (Amazon S3 A #H
BE) ':FE’JE_L{”FEFE}?ﬁAﬁfEﬁ#ﬁ (VPC) fE Y = ER B
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10.

11.

12.

13.

14.

Virtual Private Cloud (VPC) AIZR&# AWS BRREBN ZIIRE RN E MR, EEERMRREHE
ERPOPRIENERERIEERL  BEGRER TERERRENES AWS

(BRIEF VPC &) F AW isEiZEEndpoint subnet (U 2 T #EE8)o

TR ZEH VPC H1 IP ot 58, MRELIEREN TR , 5521 Create subnet (i F
%), WHFMEN , F2EEAN S3 on Outposts KA o

(BREE VPC 1i&) AL i%EIiZZEEndpoint security group (i EhZ £ EH).

LZEHEMAERABUARFEBEARBELERE.
(BRI A VPC 1i&) F51#Z Endpoint access type ((mEFEER)

- B -E VPC —2EMA,
- EFHAN IP- ERHHEFEEANEFHEEN IP iR E (ColP £E) —EEMA,

(#f) $8E Outpost FEUHBUR, R AL BB RFEEA Amazon Resource Name (ARN) ,
BRI EBRERPEAZER.

i##2 Create Outposts bucket (3L Outposts FE1ZETEE),

® Note

BB Outpost I B R ENRFITBERMETUMCH |, TseEE 5 P, EERE
HiEEFEITERE , 57582 View details (REFMME )

58 AWS CLI

Example

T HIEa5I6E A AWS CLIZ L S3 on Outposts f#1FETH# (s3-outposts:CreateBucket), &EHT
e, FUEBECSWEREMN user input placeholders,

aws s3control create-bucket --bucket example-outposts-bucket --outpost-
id op-0lac5d28a6a232904
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FERERR Java B AWS FREEH

Example

THIEFERERAR Java WEHBEEHEL S3 on Outposts EFETHE (s3-

outposts:CreateBucket),

import com.amazonaws.services.s3control.model.*;
public String createBucket(String bucketName) {

CreateBucketRequest reqCreateBucket = new CreateBucketRequest()
.withBucket(bucketName)
.withOutpostId(OutpostId)
.withCreateBucketConfiguration(new CreateBucketConfiguration());

CreateBucketResult respCreateBucket =
s3ControlClient.createBucket(reqCreateBucket);

System.out.printf("CreateBucket Response: %s%n", respCreateBucket.toString());

return respCreateBucket.getBucketArn();

118 S3 on Outposts & F AT & IZH
A LAFTI8 S3 on Outposts EFETRER , MERENERRERFENRBTRAMEMHEAYE,

(@ Note
BARERR AWSIRF B AT , RE—TUSEESRERN .

£/ S3 X2 A

1. A AWS Management Console , I7E https : /Amazon S3 2 A B https : //https://
console.aws.amazon.com/s3/,

2. HEERAIEBEEKS , iEIZE Outposts buckets (Outposts E1ZETE).
BIETELEREHEZRN Outposts RAFETE.
4. BEBMUHRSIER,

HEER API k7 2006-03-01 30


https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/s3/

Amazon S3 on Outposts EREER
5. % Tags (8H&) T , #F Edit ().
6. EIF Add new tag (FTIEEE) , KRR A SWABIEE,

I8 E B Outposts REFEFREBEBHMNEMER , LEMR BN ERIERFENRY.
7. 1##E Save changes (RREEE),

A AWS CLI

T% AWS CLI E85IERIEEEE () WEERRHBH JSON X |, #EFKHBEREERZE S3on
Outposts f#FETR8tagging. json. EEFERALES| , FUAZBSWERABRNRERE user input
placeholder,

aws s3control put-bucket-tagging --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --tagging file://tagging.json

tagging. json

{
"TagSet": [
{
"Key": "organization",
"Value": "marketing"
}
]
}

T % AWS CLI &EiflgBEERT T IBELHERERZE S3 on Outposts FFETRE.

aws s3control put-bucket-tagging --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --tagging 'TagSet=[{Key=organization,Value=marketing}]'

nlh+

MEBL G THMEER , 5528 AWS CLI 2Z /i put-bucket-taggings

FERFETEBBEREE Amazon S3 on Outposts fE1ZEr R 17EY

REITRECREERA AWS Identity and Access Management (IAM) B |, o] B SRAGZENEF AT 1% T 17
FIEREDHNYH. RERETFBREEEVRYEKEREFBNEN, EZREFrENTTE
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EREREIrEEEEIRFHEANMERETEY4. REFBBERHADMRSES 20 KB, MFFMAE
nﬂ , nﬁ/ﬁﬁﬁﬁﬂ'g_ﬁ&%o

BU LB R ET B BRI EEY Amazon S3 on Outposts fEZTEHNER. MEFMENA ,
T3 xHE,

ASH

£

- ¥EEFREE Amazon S3 on Outposts 17T BE K 17 BT B8 BUR
« ¥4 Amazon S3 on Outposts FEFET BN R FITEER

- B Amazon S3 on Outposts 17 kT B MY R 1ZRT B BUR

- RIFETRBBUERED

18 K #mEE Amazon S3 on Outposts FE1FETEE M FEr BB BUR

I RBERREERE AWS Identity and Access Management (IAM) B3R | o] FA SRAS 12 ENGF AT 2 F o
FEBREREGTHYG. AEREFTFBESEVRYBREREFIBNEN., ERIRFrRNTTE
EAERFTRESERFEENMERETBYG. RFTFRBBEENKDRFIS 20 KB, MEFHE
7, BESRRErREX.

THEERAMMAEA AWS Management Console, AWS Command Line Interface (AWS CLI) 5 K
¥ # Amazon S3 on Outposts f#ZEF 88 BUR EA K Java 5 AWS SDK.

f£A S3 =12 A
By SiRERFRrEBUR

1. & A AWS Management Console , 37 https : //Amazon S3 12 & B https:/
console.aws.amazon.com/s3/ S3 & &,

EERIEEEEF | 22 Outposts buckets (Outposts FE1ZETEE),
BELERFEHRZFIFREERN Outposts FETE.
BIEFURS|ERER,

£ Outposts EFErBB RIS , FEEVRREFNBEK , FEEEdt (WE).

o A 0N

REL L EEMRE S3 on Outposts EFETRREK, MFEFMENA , F2EEH S3on
Outposts §%7E IAM,
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£/ AWS CLI

T 5 AWS CLI gE4I€% Outposts 17T L B BUR,

1. BUTHETBBRMAREE JSON ERF, EL&EfI+d , BRHBE A policyl.json, UEES
WEFEM user input placeholders,

"Version":"2012-10-17",

"Id":"testBucketPolicy",

"Statement": [

{
"Sid":"st1l",
"Effect":"Allow",
"Principal":{
"AWS":"123456789012"

},

"Action":"s3-outposts:*",

"Resource":"arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket"

}

2. 1B JSON #EZELUHAE put-bucket-policy CLI s S —EB0 ., EEHTHS S , FUEED
HERAEN user input placeholders,

aws s3control put-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --policy file://policyl. json

FEREAR Java B AWS BEZEH

THERAR Java KB B E 4864 Outposts FETFRTEE E B BR,

import com.amazonaws.services.s3control.model.*;

public void putBucketPolicy(String bucketArn) {
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String policy = "{\"Version\":\"2012-10-17\",\"Id\":\"testBucketPolicy\",
\"Statement\": [{\"Sid\":\"st1\",\"Effect\":\"Allow\",\"Principal\": {\"AWS\":\"" +
AccountId+ "\"},\"Action\":\"s3-outposts:*\",\"Resource\":\"" + bucketArn + "\"3}]1}";

PutBucketPolicyRequest reqPutBucketPolicy
.withAccountId(AccountId)
.withBucket(bucketArn)
.withPolicy(policy);

new PutBucketPolicyRequest()

PutBucketPolicyResult respPutBucketPolicy
s3ControlClient.putBucketPolicy(reqPutBucketPolicy);

System.out.printf("PutBucketPolicy Response: %s%n",
respPutBucketPolicy.toString());

##8 Amazon S3 on Outposts fEFErEE R FZITREBEE

I RBERREERE AWS Identity and Access Management (IAM) B3R | o] BB SRAS I EREF AT 2 F o
FEBREGTHYG. AEREFTFBESE VRV BREREFIFBNEAN., ERIRFrR8NITTE
EAERFTRESERFEENMERETRBYG. RTFTFRBBEENKDRFIS 20 KB, MEFHE
7, F2RREFEBE.

T o ERERAMMAEA AWS Management Console, AWS Command Line Interface (AWS CLI) 5 K
¥48 Amazon S3 on Outposts EZEFEBBE EA M Java ¥ AWS SDK,

£/ S3 4

BIYSmERTIFREE

1. & A AWS Management Console , 3¢7E https : //Amazon S3 £ & BB https:/
console.aws.amazon.com/s3/ S3 £ A&,

ELEBIEEEKAF , B2 Outposts buckets (Outposts EZETEE),

BIFELZERBEHIT A Outposts fEFETHE.

i##2 Permissions (55 1) 2%,

£ Outposts RFIBREBERD , BUURERENREFIREBER, NEFHFAEH  FSBEH S3

) g N ]

on Outposts %E IAM,

o & 0N
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£/ AWS CLI

5 AWS CLI £4IE4§ Outposts R FITRNBIER. BEHTHS T , FUEACSHWERTUL user

input placeholders,

aws s3control get-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

FRERARM Java B AWS BIREH

THEAR Java KB EH & HIENE Outposts EZEFEABER,

import com.amazonaws.services.s3control.model.*;
public void getBucketPolicy(String bucketArn) {
GetBucketPolicyRequest reqGetBucketPolicy = new GetBucketPolicyRequest()

.withAccountId(AccountId)
.withBucket(bucketArn);

GetBucketPolicyResult respGetBucketPolicy
s3ControlClient.getBucketPolicy(reqGetBucketPolicy);

o Il

System.out.printf("GetBucketPolicy Response: %s%n
respGetBucketPolicy.toString());

Bk Amazon S3 on Outposts #EZEETEE N EEITRBUER

EETEBEREERE AWS Identity and Access Management (IAM) BUR |, A F SRAG1ZENEF 0 1% 5 ok
FEEREFHYY, RERETrBESEVENBRERFIRBNERE, EZIRTTRNTTE
ERAZERTITRBESERFHESVAMERTITEYYS. RETRBEENA/NREA 20 KB, MEFHEE
7, F2EREFBBE.

THERERAMMAEH AWS Management Console 2 AWS Command Line Interface () %248 Amazon
S3 on Outposts A FET BB BIKAWS CLl,
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£/ S3 XA

= EMBREEITREE

1. BARKfIR https://console.aws.amazon.com/s3/ B Amazon S3 A,

2. EERIBEHKT , 22 Outposts buckets (Outposts FE1FETEE).

3. EELERBHFTH Outposts REFETEE.

4. 2 Permissions (3 ) %,

5. 1£ Outposts bucket policy (Outposts A FITEER) BT |, 1##F Delete (HIBR).
6. HERZMER,

5/ AWS CLI

T HIgEpl R A AWS CLIfHBR S3 on Outposts 7 HTHE (s3-outposts:DeleteBucket) M=
EFRBEBR. BEEHTUGT , MUBBESWERARN user input placeholders,

aws s3control delete-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

@ AT R B E

£/ S3 on Outposts FETRBEER , B AR £ #7FE S3 on Outposts EFEETEFHNYH , FER
EEEEENTNERESEREM. CEZTURLERBESEEETTNFEAEZERI S3 on
Outposts EiRo

ZAREIH T S3 on Outposts RFETBBKR 2 —BREARGINES, EEAHRELHEK , FEALEEW
B (HlnEEFEITREHE) BMS user input placeholders,

EERFRIEE—AYWHEMNEFT , LT LAE Amazon Resource Name (ARN) M EME FFEREBERFT
(*)o g0, FBAIEHEUERAFERBER UG ENBIESFE RN —EYHEFEE , 6110 .html,

#EE AWS Identity and Access Management (IAM) BUREE S WFEMAER , 5526 £/ S3on
Outposts 5% 7E IAM,
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® Note

{5 Amazon S3 £ # A HAIE s3outposts FF AR | BLERFEIEAFTENEAMMEF
A] : s3outposts:createendpoint, s3outposts:listendpoints , LALLEEH#,

AREMFEFIrRBERNEMER

« WFEE Y S3 on Outposts EFIFERBEKAWEAN IAM BEREME, ERNFGESREE , F2H

Amazon S3 on Outposts BV EIE, ERFERG S,

- WIFE I S3 on Outposts BURKIIES| , 2B 4HEEE Amazon S3 on Outposts @EFETEEH @ F
TR BUR.

*rE
- RIBEBE IP utEEH Amazon S3 on Outposts F1ZETEE A FE

BIFEE IP LutEEE Amazon S3 on Outposts 717 BT 8 1Y 17HL

FHEITREREERA AWS ldentity and Access Management (IAM) BX3E |, o] B RAGZENEF AT 1% T 17
FEEEEREGTHYG. AERETEESETERIBREFAEFENRE., EZRTERENTTE
EAZERETRBREERFHEENMERErRYHY. REFEBERNX/IREA 20 KB, MNEFHEE
7, F2RREIBEE.

PRI EHEHSE IP futAY 7 ER

THEHERBPIAEREHEERFITRTMAHBITEM S3 on Outposts BE , BRIFFBRIRBIEE
Y IP {388 E .,

(® Note

BREVEASE IP AtV FENES |, SEFEERMIEE 7 WL VPC 3. VPC RIR IP fuk st oD
IP it AT BA7FEX S3 on Outposts #FEriE. BH| , MREWBERIERPIEFERAEHE S3 on
Outposts 178788 1 B9 YIS 1THE @ s3outposts B4 , MEARBREEMBEZWFTT , BIFT4E
BREHREFIRNEFEE,

LEBEREY Condition BRIANEAE 192.0.2.0/24 FBI B AR 2 WIEMREMRBABESE 4 AR (IPv4) IP
At EE,
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Condition E##EH NotIpAddressi&#Hl aws:Sourcelp RHREIE , ER AWS BEFHRK5]
#, aws:Sourcelp U EBETHRALE IP Uut&HE, MFELFHSRFMES , FSREAR
S3 on Outposts I EN{E, ERFAGEH £88. aws:Sourcelp IPv4 EEEHAIZEE CIDR RRniE, MEFH
MEF , 728 (AM EAEERM) FH 1AM JSON HETESE,

/A Warning

fERA L S3 on Outposts R 28I , FBAEE W FEARGIEERLLEHIFE 192.0.2.0/24 1P
NuEE, 58 , B8LXEFRRFITRNEED,

"Version": "2012-10-17",
"Id": "S30utpostsPolicyIdl",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Deny",
"Principal": "*",
"Action": "s3-outposts:*",
"Resource": [
"arn:aws:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/
accesspoint/EXAMPLE-ACCESS-POINT-NAME",
"arn:aws:aws:s3-outposts:region:111122223333:0outpost/OUTPOSTS-ID/
bucket/amzn-s3-demo-bucket"
1,
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": "192.0.2.0/24"
}

B IPv4 F IPv6 {2t

B IPve vtk , BERTRE IPv4 SEEZH | EFEM IPv6 (vt SEEREHABN AR
R, ERMABRBRBREEIRS IPv6e REEERF.,
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T %l S3 on Outposts FEEFBBRES S REBUMMESFHER IPv4 8 IPve Uit £E |, SURESHEBHFT
ENERIP ik, BEREHAFFE IP k&6l 192.0.2.1 84 2001 :DB8:1234:5678::1 , ¥ 8
IERFEMIHU 203.0.113.1 88 2001 :DB8:1234:5678:ABCD: : 1,

aws:Sourcelp RUESWMETHANRAE IP (LUt EE, aws:Sourcelp B IPv6 HAAAEZE CIDR
KXo s IPve , HFIEMEA :: KX 0 MWEE (HI40 , 2001:DB8:1234:5678::/64), MNEHE
&R, F20 (AM EAEER) $H P i EEEEF.

/A Warning

AL S3 on Outposts IR 2 8l , s ABENFEARGIEERLLESI P P VuEE, &
Al B ge ek EEIHEFITENEED,

"Id": "S30utpostsPolicyId2",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowIPmix",
"Effect": "Allow",
"Principal": "*",
"Action": "s3outposts:*",
"Resource": [
"arn:aws:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/
bucket/amzn-s3-demo-bucket",
"arn:aws:aws:s3-outposts:region:111122223333:0outpost/OUTPOSTS -
ID/bucket/amzn-s3-demo-bucket/*"
1,
"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"2001:DB8:1234:5678: :/64"
]
},
"NotIpAddress": {
"aws:Sourcelp": [
"203.0.113.0/24",
"2001:DB8:1234:5678:ABCD: : /80"
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}

5l Amazon S3 on Outposts BT EE

£ Amazon S3 on Outposts , A LA#E AWS Outposts L2 S3 REEFEHTE  WHHEEAMERE
B, A#EREENERBEENERARER  TANHBSERFRNANMEY 4. S3 on Outposts 1R AL#T
HfF 17285 S3 Outposts (OUTPOSTS) , EFH Amazon S3 APIs , E1EEEH 2 B2 & A {7 R8s £ LA
X BiEN AN ERER AWS Outposts, #&0] LAfF F 7B 2 F3E38 Virtual Private Cloud (VPC) B9
in BHEAR |, BB Outpost FRTRETEN . FBRTE Amazon S3 REFITRE — & , &7E Outpost &7
BrRE LRI AE A RN APl MZieE , SIEFIEEKR. MEBMEFEL. SOLUEB, AWS Command Line
Interface (AWS CLI) AWS Management Console, SDK = REST API £/4 S3 on Outposts, AWS
SDKs MEFHMEN , 52 E 1 ER Amazon S3 on Outposts ?

WMEFEEM S3 on Outposts EFETERAEFMERR , 552 H £A S3 on Outposts @ FET#E,

T 5545153 B8 204l £ - AWS Management Console AWS CLI, # [ S3 on Outposts fZETEHE
B BAR Java B AWS SDK.

£/ S3 =2Aa

1. BARKfIR https://console.aws.amazon.com/s3/ B Amazon S3 £ A,
2. TEERAIEEEKS | 2 Outposts buckets (Outposts F1ZET ),
3. & Outposts #FETE T , 847 S3 on Outposts EFETERIBE.

f£A AWS CLI

T 5 AWS CLI €41 &HE 4§ Outpost EFE’Jﬁ%’f?E?EE/%EEO EEPTHDS , BULBCHEFARRS
8l user input placeholder., MFE LB CSHFHMEN , FSE AWS CLI 2EHH list-regional-
buckets,

aws s3control list-regional-buckets --account-id 123456789012 --outpost-
id op-0lac5d28a6a232904
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FERERR Java B AWS FREEH

THEAR Java AR EHEFIES Outpost PR ZETRBEE, MEFMEN , 552 Amazon
Simple Storage Service API & Ry ListRegionalBuckets,

import com.amazonaws.services.s3control.model.*;

public void listRegionalBuckets() {

ListRegionalBucketsRequest reqlListBuckets = new ListRegionalBucketsRequest()
.withAccountId(AccountId)
.withOutpostId(OutpostId);

ListRegionalBucketsResult resplListBuckets
s3ControlClient.listRegionalBuckets(regListBuckets);

System.out.printf("ListRegionalBuckets Response: %s%n",
respListBuckets.toString());

FERERAR Java B9 AWS CLI f FAZEHES S3 on Outposts f#
FETE

£ Amazon S3 on Outposts , &R LLFE AWS Outposts L2 S3 7T |, WHHHEEAMER
FEH, AEEREENEREZENERER , TANMBERRERAEEI M. S3 on Outposts 4
FTHRETZ 5] S3 Outposts (OUTPOSTS) , EfEf Amazon S3 APls , LR B EN RIS
BEME LN ZEEBEMMFARSS L AWS Outposts, &0 LAE A FZEVE#3%EIB Virtual Private Cloud
(VPC) Myim BHEAR , BEERH) Outpost FEFETRBETENRA. FMHRE Amazon S3 EEFEFRE—& , 81
Outpost f#FEri8 LA A A RIEMN API FZhee , BIEFEIBE. MEBMEFEL. BALUEBR, AWS
Command Line Interface (AWS CLI) AWS Management Console., AWS SDKs = REST API £/ S3
on Outposts, MFEFMEN , FF2E T /ER Amazon S3 on Outposts ?

T HIE 55788 an{al 55 F§ AWS CLI 1 EX4§ S3 on Outposts f1ZETE BA M Java B AWS SDK,

® Note

B 183E1B AWS CLI AWS SDKs i Amazon S3 on Outposts B |, &2t Outpost B 1ZE R
ARN REMRFEFBER, FEHE ARN ZHRALUTHE , HH region =& Outpost FTEEFH
AWS [EiF X85 :
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arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/

accesspoint/example-outposts-access-point
% S3 on Outposts ARN HIEFAIEF , 5528 EAM S3 on Outposts K EIR ARN.

£ AWS CLI

T %1 S3 on Outposts #fiIfEA AWS CLINSREFEE. EEHTLGS , FACEBCHNEFBRREHE
user input placeholder., MF U FTHMEN , HSE AWS CLI Z2EHH get-bucket,

aws s3control get-bucket --account-id 123456789012 --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket"

FERERR Java B AWS FREEH

T % S3 on Outposts EHIEABEAR Java WEREH , NS —ERFEITE. NEFMHENR ,
Amazon Simple Storage Service APl 2Z f ) GetBucket,

3
$
8

import com.amazonaws.services.s3control.model.*;
public void getBucket(String bucketArn) {

GetBucketRequest reqGetBucket = new GetBucketRequest()
.withBucket(bucketArn)
.withAccountId(AccountId);

GetBucketResult respGetBucket = s3ControlClient.getBucket(reqGetBucket);

[J n

System.out.printf("GetBucket Response: %s%n', respGetBucket.toString());

fHlB&k Amazon S3 on Outposts #1785

£ Amazon S3 on Outposts , &R LA#E AWS Outposts EE I S3 EZTE | WHHEEAKER
FE, AEEREENEREZENERER , TAHBEBRRERANEEI M. S3 on Outposts {4
9 1E B S3 Outposts (OUTPOSTS) , H#E A Amazon S3 APIs , EELE A BREBN AR iEE
RERE LW ZEEBRMFRES = AWS Outposts, &0 LA 12 ELE #3%EiB Virtual Private Cloud
(VPC) Wi BHEAR , BEER/Y Outpost RFETETEH. FBTE Amazon S3 EFIFE—& , B%E
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Outpost 7R LI SAEARBE API MThae , SEEFIBER, mMEMNERL, EALLEB, AWS
Command Line Interface (AWS CLI) AWS Management Console, AWS SDKs & REST API £ S3
on Outposts, MFEFMEN , FF2E 1 /ER Amazon S3 on Outposts ?

wWEMEA S3 on Outposts EFETEHEFEMES , 552 £/ S3 on Outposts FFETEE.
BAURGTFITR AWS IRF 1) MERMAEETE L MERKE — LU EMBRN R TR,

(® Note
« Outposts AT EMIBR 2 Bl A EEFZE.
Amazon S3 £ AT K& S3 on Outposts ¥HENE. & ZEMIER S3 on Outposts FEFETEEH

WY | BHAEFER REST APl AWS CLIZK AWS SDKs,

- BXALMBRFEFRTEAYFTA Outposts FHLRE , T BEMIBR Outposts AT, MFEFME
A, 2R ERFEE.

- BEEREMBRRN R EFITR,

T 5 f) RE a4 £ AWS Management Console 1 AWS Command Line Interface () ik S3 on
Outposts f#1FETR8AWS CLI,

£/ S3 £#A

1. B A AWS Management Console , ¥ 7 https : //Amazon S3 £ &R https://
console.aws.amazon.com/s3/ S3 &,

2. TEERAIEEE®KT | 2 Outposts buckets (Outposts ##1ZET ),
BELZMBROVRAFITR | REIBIEF Delete (MBR).
4. FafmlBR.

58 AWS CLI

T5I€Efl~EEH AWS CLIfHIBR S3 on Outposts f#Zir#8 (s3-outposts:DeleteBucket), HE
BTG , BAERBECSHERRR user input placeholders,

aws s3control delete-bucket --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket
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{#F Amazon S3 on Outposts ZHEV 2

% Z77H Amazon S3 on Outposts f#ZET88 , BU AR MR EFIH,

FEE 8% Amazon S3 FHHAERE  BLEEARENERER., TR AEEIMEFIENE
TEMBRR IR | A LU B i B 2R 1T Amazon S3 ¥R 1E |, 40 GetObject F PutObject,
£/ S3 on Outposts , LAAEFEAFEERFE Outposts TP M4, FREEIEER
FHEXE LU,

(® Note
AWS RF 1 Outposts R7FETRN #HEE , RE— A UAHEREIREW .

THREIRA T WMAEILFEE S3 on Outposts FEFETEEFENE,
&

« 1 S3 on Outposts fZHEVE

- $H¥ER S3 on Outposts REEFETBERHFRAREITRBEEA
- BRFIEELENHEEER

« ##8 Amazon S3 Outposts 17 HY 25 &

o MBRTFEE

- FEIFEFIHBE

« & S3 on Outposts FEVBBER

#1317 S3 on Outposts FEVE
& Z17H Amazon S3 on Outposts f#FETEE , BA AR MEEFEE.

ZEVEE Y Amazon S3 M HAERE , Bt EBEARENEREFEE, FREAEEZERFEITEMNE
EMBRIRE, | &AL B LI B AR 1T Amazon S3 ¥)4FE4E | 70 GetObject M PutObject,
£/ S3 on Outposts , BAZEE A FEUERFE Outposts REFETRPWEMY4., FREBEIEER
FHEXEU,

T 5 €E5IFR A an{al £ AWS Management Console, AWS Command Line Interface (AWS CLI) H 2
3 S3 on Outposts ZEX S EA R Java B9 AWS SDK,
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® Note
AWS RS E3I Outposts REFATRMN HEE , RE—AIUAHEEREIR .

£/ S3 x#=hA

BRI hitps://console.aws.amazon.com/s3/ B9 Amazon S3 A&,
EERIBEEKF |, i#B#F Outposts buckets (Outposts fFZETEE).
BIELEAHRE Y Outposts FELEH Outposts AT

i##Z Outposts access points (Outposts ZELE) R3IER,

£ Outposts access points (Outposts ZEUE) [BERH , iE1F Create Outposts access point (1L
Outposts 7ELE).

6. 1E Outposts access point settings (Outposts FEREERZE) F , MATFRENERE K RRBEFRN
259 Virtual Private Cloud (VPC).

o K~ w0 Dbd =

7. WMRESEEFIGEEEMBE , ATLLTE Outposts access point policy (Outposts ZERBHBUR) [EER
W ABUR,

WMESHMER , FESBFE A S3 on Outposts X TE 1AM,

5/ AWS CLI
Example

T3] AWS CLI #6| &3 3 Outposts R FErRNFIE, EEHTHS T , FUEEHECHERRK
user input placeholders,

aws s3control create-access-point --account-id 123456789012

--name example-outposts-access-point --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket" --vpc-configuration VpcId=example-vpc-12345

FERBEAR Java B AWS BEEH
Example

THIEAR Java WEBIREHEHIE I Outposts AFETRNFEE., ZEFEALES , FUEEEH
BIAEM user input placeholders,
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import com.amazonaws.services.s3control.model.*;
public String createAccessPoint(String bucketArn, String accessPointName) {

CreateAccessPointRequest reqCreateAP = new CreateAccessPointRequest()
.withAccountId(AccountId)
.withBucket(bucketArn)
.withName(accessPointName)
.withVpcConfiguration(new VpcConfiguration().withVpcId("vpc-12345"));

CreateAccessPointResult respCreateAP =
s3ControlClient.createAccessPoint(reqCreateAP);
System.out.printf("CreateAccessPoint Response: %s%n'", respCreateAP.toString());

return respCreateAP.getAccessPointArn();

¥R S3 on Outposts FEFITFRBTFIHFEARBEITRENREA

£ S3 on Outposts , #EAZE A FEVEERTFE Outposts REFETRB PN EMAYH. BRELRELRT

B FEUE R , S3 on Outposts HE BB ELEFIE IR, S ST E R FERESALFR
2 R& , M 2FHE Amazon Resource Name (ARN), 540 | #&7] LUfE 17 BN B B B SR EIT Y-8
BERME , flEn PUT, GET, LIST &%, NFELRENEE , F20 EAREEYHH Amazon S3
API #1E,

THIEBHIFERT BB my-access-point 2 1FEEH ARN FEEEBIE

- 77H1% ARN - arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/my-
access-point

- FEERIE —my-access-po-00lac5d28a6a232904e8xz5w8ijx1qgz1bp3i3kuseld--op-s3

mEFE ARN WEFHER , F2E (AWS —#2 %) F 8 Amazon Resource Name (ARN),

MEFIRHBIBNFMAET  FSETIEE,

£
- FHEERIE
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- 7£ S3 on Outposts ¥ RED F A FIE A&
- IRH&

FERE B A

FHEUE BB 218 S3 on Outposts EFIFBERNTATZEARIN., BEEELFEEE , S3on
Outposts EEBHELEEEZEENEIH G, FEEBBZFEEM S3 on Outposts fEFETE 2 BT
BEXR , WHTHZBDERK :

access point name prefix-metadata--op-s3

® Note

--op-s3 BIERBHAFIHENE , ALEBTELHANGBFIrBRFIEAEHE, WFE S3on
Outposts EFETE T BZRAMNEFMERR , 5520 F£H S3 on Outposts FHFETE,

SRENHBA
T 5l &5 65 B S8 R R a0 el A Amazon S3 £ A M AWS CLIZREERERIE.
Example : £ Amazon S3 AP SREERFIHFIA

EEERATENEIME 2% , AL Access Points (T7HUE) SEEEHHY Access Point alias (1ZELE: Bl
) WIS FIEBIAE,

BREFWMEG A

1. BRI https://console.aws.amazon.com/s3/ B Amazon S3 £ &,
2. EERIEEEIKD | B#F Outposts access points (Outposts ZHUE).
3. FERATFIHAE , FHTTIEFP—BHE .

- 7£ Access Points (ZEUE) BEF |, BEUFIEAREZEAEEZMR , AEIEE Copy Access
Point alias (BRI FEEBIR).

- BRIEFHEEBE. A%, 7 Outposts access point overview (Outposts FELEEIE) T , BRE
RIS
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Example : £ B FHE , AWSCLI ¥ EEEFSHREIMEEIE

T %l create-access-point@® AWS CLI S22 FEE , UEREHEENEFRHERNE, &
EHTHGS , FUEBESWERIN user input placeholders,

aws s3control create-access-point --bucket example-outposts-bucket --name example-
outposts-access-point --account-id 123456789012

"AccessPointArn":

"arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-outposts-access-point",

"Alias": "example-outp-o00lac5d28a6a232904e8xz5w8ijx1qzlbp3i3kuseld--op-s3"

Example : £/ ESFEEBIE AWS CLI

T 5l get-access-pointins AWS CLI &S EREEFIENEBENR. LEASIEFIER
Zo BEHTHGT , BULBCSHWENARN user input placeholders,

aws s3control get-access-point --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --name example-outposts-access-point --account-id 123456789012

"Name": "example-outposts-access-point",
"Bucket": "example-outposts-bucket",
"NetworkOrigin": "Vpc",
"VpcConfiguration": {
"VpcId": "vpc-01234567890abcdef"
},
"PublicAccessBlockConfiguration": {
"BlockPublicAcls": true,
"IgnorePublicAcls": true,
"BlockPublicPolicy": true,
"RestrictPublicBuckets": true
},
"CreationDate": "2022-09-18T17:49:15.584000+00:00",
"Alias": "example-outp-00bld075431d83bebde8xz5w8ijx1qzlbp3i3kuseld--op-s3"
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Example : £/ 5| HEFEIFASKRFEFBIE AWS CLI

list-access-points ™M T5 AWS CLI E4l&5 HisEFIEWMEEEF. LLERATFEFEE
BB, BEHTLHGS , FUABBESHWERNIRN user input placeholders,

aws s3control list-access-points --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

"AccessPointList": [
{

"Name": "example-outposts-access-point",

"NetworkOrigin": "Vpc",

"VpcConfiguration": {

"VpcId": "vpc-01234567890abcdef"

I

"Bucket": "example-outposts-bucket",

"AccessPointArn": "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point",

"Alias": "example-outp-00bld075431d83bebde8xz5w81ijx1qzlbp3i3kuseld--op-s3"

£ S3 on Outposts Y& Ve £ A FELE Bl &
RAFERERE , B FERATFRERNE K MAZTEHETRAENERBEE,

It AWS CLI EI# 7~ S3 on Outposts 7T get-objectViR{E, WEHISERATFTIHERBIER
--bucket W{E , MIEZTEFEE ARN,

aws s3api get-object --bucket my-access-po-
00b1d075431d83bebde8xz5w8ijx1qz1lbp3i3kusel0--op-s3 --key testkey sample-object.rtf

"AcceptRanges": "bytes",

"LastModified": "2020-01-08T22:16:28+00:00",
"ContentLength": 910,

"ETag": "\"00751974dcl46b76404bb7290f8f51bb\"",
"VersionId": "null",

"ContentType": "text/rtf",
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"Metadata": {}

BR 51

- BEREERERNR
- FEEERRIAEEMBR. BRIER,

o IRIESEASTFEUEN B AR S3 on Outposts &I ERME, W% S3 on Outposts 2 F| FEHIRIEBE |
EZ2REEANEEMFETERN Amazon S3 Control API #1E,

- BIBTEEAM AWS Identity and Access Management (IAM) B3R,

BRFEEE RN EEEEA

FEE$H ¥ Amazon S3 P HAERE  BILEEABRENEREZE. TR AEEIFEFIENIE
TE#A R i B | S8 T LAE IS LU B R 1T Amazon S3 ¥R 4E |, #I0 GetObject F PutObject,
{5 S3 on Outposts , &7 EFFEUERZE Outposts EEITEFNE M4, FTREESEER
FHEE L

THEERAWMAER AWS Management Console, AWS Command Line Interface (AWS CLI) # &
B S3 on Outposts FEVEKVEREE A BAM Java B AWS SDK,

£/ S3 xi2 A

1. BRI https://console.aws.amazon.com/s3/ B Amazon S3 £ A,
2. HEERAIEEEKS  #IZ Outposts access points (Outposts FELE).
3. EELEMRERFMEENRN Outposts FELE.

4. 7E Outposts FEREBIE T , MEFIINEEFHEER,

£/ AWS CLI

T %l AWS CLI €& H1§ Outposts EFETEBNFENE ., UEECWERINR user input
placeholders,

aws s3control get-access-point --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point
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FEREAR Java B AWS BEZEH

THEAR Java BV BE S E4EHIENS Outposts AT FZEUE .

import com.amazonaws.services.s3control.model.*;
public void getAccessPoint(String accessPointArn) {

GetAccessPointRequest reqGetAP = new GetAccessPointRequest()
.withAccountId(AccountId)
.withName(accessPointArn);

GetAccessPointResult respGetAP = s3ControlClient.getAccessPoint(reqGetAP);
System.out.printf("GetAccessPoint Response: %s%n", respGetAP.toString());

2 Amazon S3 Outposts FEX BB E

FHE $H% Amazon S3 FHIHAERE  BILEEABRENERER. THEAEEIIGEFITENIE
TE N B |, ST LA S LU B R 1T Amazon S3 ¥ 4HR1E |, #l40 GetObject F PutObject,
£/ S3 on Outposts , &4 AEAFEERFE Outposts FEFITR PN MG, FREESEER
FHBEE L

T 5 EERB AR AWS Management Console, AWS Command Line Interface (AWS CLI) 1 &
[5 S3 on Outposts FEUEHYEEE B K Java B AWS SDK,

£/ S3 =2 hA

1. BRI https://console.aws.amazon.com/s3/ By Amazon S3 £ &,
2. EERIEEBEIKF , 212 Outposts access points (Outposts ZHUE).
3. 1£ Outposts FERH T , #BJ S3 on Outposts FELE:.

/8 AWS CLI

T %I AWS CLI #4151 i Outposts EFETENFEE, BEEHTHGS , BUAEECHERRRK user
input placeholders,

|t FF ER B API k7 2006-03-01 51


https://console.aws.amazon.com/s3/

Amazon S3 on Outposts EREER

aws s3control list-access-points --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

FERERR Java B AWS BREEH

THEMAR Java BRAREMHEHIHIE T Outposts /EFETE A FELE,

import com.amazonaws.services.s3control.model.*;
public void listAccessPoints(String bucketArn) {

ListAccessPointsRequest reqlListAPs = new ListAccessPointsRequest()
.withAccountId(AccountId)
.withBucket(bucketAzrn);

ListAccessPointsResult respListAPs = s3ControlClient.listAccessPoints(reqlListAPs);
System.out.printf("ListAccessPoints Response: %s%n", respListAPs.toString());

il BR 17 B R

FHE $H¥ Amazon S3 FHIHAERE | BLEEABENERER. TS AEEIIGFFITENIE
TEMBRIR S, | 8T LUE B L in B R #1T Amazon S3 ¥I#F#R4E |, I GetObject # PutObject,
£/ S3 on Outposts , RAZEE A FEVERFE Outposts REFETRPNEMY4, FREBEIEER
FHEXE U

T 555153 B8 an 4] £ - AWS Management Console #1 AWS Command Line Interface () fll Bk 17 ER 2
AWS CLlI,

£/ S3 2 hA

1. BABUMLMA https://console.aws.amazon.com/s3/ B Amazon S3 2 &,

2. TEERIEEE®KD , ##Z Outposts access points (Outposts ZEE).

3. 1£ Outposts access points (Outposts FEUE) B |, EEFEZMBRA Outposts FELE
4. E#Z Delete (M),

5. HERRMIER,
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£/ AWS CLI

T %) AWS CLI €| & MBR Outposts FE R, BEEHTUGS , FUZBESHWERATN user input
placeholders,

aws s3control delete-access-point --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

T8 SR BB 17 BB BUR

ZHUEE Amazon S3 on Outposts ¥ A FE B F I HE TN EMFERFIER M TR A B E S,
BRENHFSREMTEITNTRHEE  ZBEETESHNEZEERRFZEIrRBNRTIRBBEREE,
MEFMEER , FSRFEE,

T3 ERERAMMAEA AWS Management Console, AWS Command Line Interface (AWS CLI) 1 #f
e HmEE S3 on Outposts FERH K FEXEEUR BARK Java B9 AWS SDK,

fEF S3 2 A

BRI R https://console.aws.amazon.com/s3/ B Amazon S3 £# A,
ELERIEEEKF |, BE Outposts buckets (Outposts fE1ZETEE),
EELERFETFTEIBERN Outposts TR,

1212 Outposts access points (Outposts FEUE) R5IER,

£ Outposts access points (Outposts ZEU ) BEF , ERNAEREEBERNZEIE , AR EE
Edit policy (fR¥8E %K),

6. 1E Outposts access point policy (Outposts FEXEBR) BRI RHBREK, MEFHEA ,
5528 A S3 on Outposts 52E 1AM,

o &M o b~

£/ AWS CLI
T %I AWS CLI #4527 Outposts FHUE EEBUR,

1. BUTEFRHBERAEE JSON ER, EHEfIH , BRMEAH appolicyl.json. AEBDH
BN user input placeholders,

"Version":"2012-10-17",
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"Id":"exampleAccessPointPolicy",
"Statement": [
{
"Sid":"st1l",
"Effect":"Allow",
"Principal":{
"AWS":"123456789012"

I

"Action":"s3-outposts:*",

"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point

}

2. 1B JSON #EZELUMHB put-access-point-policy CLI R —2f5 . LUEHEFER
user input placeholders,

aws s3control put-access-point-policy --account-id 123456789012 --name arn:aws:Ss3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --policy file://appolicyl. json

FERBEAR Java B AWS BEZEH

THEAR Java KB EHEHI1E Outposts FENE LB BE.

import com.amazonaws.services.s3control.model.*;
public void putAccessPointPolicy(String accessPointArn) {

String policy = "{\"Version\":\"2012-10-17\",\"Id\":\"testAccessPointPolicy\",
\"Statement\": [{\"Sid\":\"st1\",\"Effect\":\"Allow\",\"Principal\": {\"AWS\":\"" +
AccountId + "\"J},\"Action\":\"s3-outposts:*\",\"Resource\":\"" + accessPointArn +

"\"}13}";

PutAccessPointPolicyRequest reqPutAccessPointPolicy = new
PutAccessPointPolicyRequest()
.withAccountId(AccountId)
.withName(accessPointArn)
.withPolicy(policy);
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PutAccessPointPolicyResult respPutAccessPointPolicy =
s3ControlClient.putAccessPointPolicy(reqPutAccessPointPolicy);
System.out.printf("PutAccessPointPolicy Response: %s%n",

respPutAccessPointPolicy.toString());
printWriter.printf("PutAccessPointPolicy Response: %s%n",

respPutAccessPointPolicy.toString());

& & S3 on Outposts FELEBE

f7HUR A Amazon S3 on Outposts ¥ A ZEIB 2 7 B E 1T VAR R AT E A K A ERT A MR 42 5l
BEFIMFSRHNTEITNEFNHBER , FBERAGESHNEER 7 BN REEITRBERERF,
WEFMAER , FSREFEF

:I:Ih+

FEfER S3 on Outposts FEVEMFAIER , 552 E £/ S3 on Outposts #fFETEE

THERERAMAEH AWS Management Console,  AWS Command Line Interface (AWS CLI) #1 3k
248 S3 on Outposts FEVEEK EAR Java B9 AWS SDK.,

£/ S3 == hA

BRI hitps://console.aws.amazon.com/s3/ B9 Amazon S3 A&,

EETE'JE?%’*%#J i#1Z Outposts access points (Outposts ZELE).
BEREREFIEBERY Outposts FELE,

Tj‘:Permlssmns (FFA)EZEE L , B S3 on Outposts FELEBR.

EERBTIEBE , #2060 ElEEFIHBEEK,

o b~ w0 bd =

/8 AWS CLI

T %I AWS CLI £5|E#S Outposts FEUHMWEE., EEHTHTS , FUEBSHERAIR user

input placeholders,

aws s3control get-access-point-policy --account-id 123456789012 --name arn:aws:Ss3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

FERERR Java B AWS BEBEHS
THEAR Java BB E4EHIES Outposts FFENBMVBUR,
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import com.amazonaws.services.s3control.model.*;

public void getAccessPointPolicy(String accessPointArn) {

GetAccessPointPolicyRequest reqGetAccessPointPolicy new
GetAccessPointPolicyRequest()
.withAccountId(AccountId)

.withName(accessPointArn);

GetAccessPointPolicyResult respGetAccessPointPolicy
s3ControlClient.getAccessPointPolicy(reqGetAccessPointPolicy);

o Il

System.out.printf("GetAccessPointPolicy Response: %s%n
respGetAccessPointPolicy.toString());

printWriter.printf("GetAccessPointPolicy Response: %s%n",
respGetAccessPointPolicy.toString());

{#F Amazon S3 on Outposts i 2

= EAFEREEHZE Amazon S3 on Outpost 7EXE: , BAER M FERE S3 on Outposts s, &EE

MinE , MEEHE Outposts EE [EIFH MY AR ERE B BEEE, Outpost LHIFE Virtual Private CIoud

(VPC) AIE —EERBNmE, NFRMEENGFMEEN , 528 S3 on Outposts MHEER, B4
BUimE , FeEFEUER Outposts REFERBABTHHRE. WEFHER A F2 Evﬂlﬁ#ﬁo

MinBhE , BAILAMER TIREE WUR T iR EiREE, BB Outposts BRBEERREE | RS EE
CREATE_FAILED, &M UMERBEELNVER., MERIHE K ARTEERMERERETRE. WE
EMEE—E&{%EJ%EU% nﬁ/EﬁTEW‘ﬁo QU%néﬁfﬁfﬂﬁnﬂ y nﬁ/&ﬁ %Eo

API Status KR HERNAET AL - KMER

CreateEnd Create_Fa  OutpostNotReachable K A& 82 Outposts x E [E15 1Y B BE R

point iled ERAY , FTABEE VIR, BRE
B ERARRE, MIRRER , REBHE—
Ko

CreateEnd Create_Fa InternalError HARIPEEER , ARV InE ., FMER

point iled im R AR EREN — X
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API Status KMRHERKE AL - KMER

DeleteEnd Delete_Fa  OutpostNotReachable K AE2 Outposts F E [E 5 Y IR i E 4 E

point iled RAB, PTUUESERIBRIG R, BRER
HIERRE , REBH K.

DeleteEnd Delete_ Fa InternalError ARRIPEHEER |, |EMBRER. FER

point iled — R

WEEFE S3 on Outposts EEARFITBHFFMER
AT 48R a2 7 MEE S3 on Outposts HYiH B,

ﬂl‘ﬂ

2/ £/ S3 on Outposts f#FET .

&

« 7£ Outpost E# 17 ik 2

« ¥R Amazon S3 on Outposts i 2 £ /5§
- MiIB& Amazon S3 on Outposts % 2

£ Outpost 22 37 i 2

= EAEFEREEHZE Amazon S3 on Outpost 7EXE: , BAER M FERE S3 on Outposts s, &EE

MinE , MFEEHE Outposts EE[EIFHAY AR FERFE B FEEE, Outpost LHIE{E Virtual Private Cloud

(VPC) A —EHEEBHA IR, NEREEENFHEEN , 528 S3 on Outposts MK FER, &4
BUE , TREFEUER Outposts REFEFRYBTYHERE, WEFAEN K FSREEH,

AT A

MFEE N IRFFIEFF ATNFMEES , 5526 AN S3 on Outposts ImRAEYEF Ao

EIRE M IRERE | S3 on Outposts th B ELEH AWS IREF BV BRKERAR, NMEFMAER  F2
RS &% Amazon S3 on Outposts RIS ERE H .

T 5 €5 RE a4 £ AWS Management Console, AWS Command Line Interface (AWS CLI) 1 2
3 S3 on Outposts i & BARK Java B AWS SDK.,

£/ S3 x#2 A

1. & A AWS Management Console , 37 https : //Amazon S3 25 : //https : /hitps:/
console.aws.amazon.com/s3/.microsoft.com,
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2. TEERIEEEKD , B2 Outposts access points (Outposts ZEE).
212 Outposts endpoints (Outposts i ) F5|ZH.

iZ$F Create Outposts endpoint (Z3Z Outposts Ik Eh)o

£ Outpost T , i##E Outpost LA I b ik 2o

£ VPC T , BEER BB ERFE Ourposts in R AIK VPC,

2

ERLEER (VPC) I REHEERN EHRME DB AWS BEF, EEERERREETERPO
PIRENERERIEEAL , AR RER TREERRENESZ AWS

MBRIERAE VPC , 351212 Create VPC (I VPC), MEFMEF , 526 (Amazon S3 EHH
B DB ERERLEELR (VPC) AN FZIE,

7. 1#IE Create Outposts endpoint (231 Outposts i 2).

£/ AWS CLI
Example

T% AWS CLI €Eflg R VPC EREFIIER | A Outpost B %3, VPC $TE£ B FHkK. EEHT
e, BUEBECSWEREM user input placeholders,

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@dl

T%) AWS CLI £56|E I EFE#EER IP it E[E (ColP £[E ) FHEER | A Outpost BN imEi, BE
BTG , FUAEECHNERRR user input placeholders,

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@dl --access-type CustomerOwnedIp --
customer-owned-ipv4-pool ipv4pool-coip-12345678901234567

FEREAR Java B AWS BEZEH

Example

THERAR Java BB EMHEHIZE T Outposts Wik E, EEMEALLES  FLUEBACHEATK

user input placeholders,

import com.amazonaws.services.s3outposts.AmazonS30utposts;
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import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.CreateEndpointRequest;
import com.amazonaws.services.s3outposts.model.CreateEndpointResult;

public void createEndpoint() {
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
.standard().build();

CreateEndpointRequest createEndpointRequest = new CreateEndpointRequest()
.withOutpostId("op-0d79779cef3c30a40")
.withSubnetId("subnet-8c7a57c5")
.withSecurityGroupId('"sg-abl9e0di")
.withAccessType("CustomerOwnedIp")
.withCustomerOwnedIpv4Pool("ipv4pool-coip-12345678901234567");

// Use .withAccessType and .withCustomerOwnedIpv4Pool only when the access type is

// customer-owned IP address pool (CoIP pool)

CreateEndpointResult createEndpointResult =

s30utpostsClient.createEndpoint(createEndpointRequest);

System.out.println("Endpoint is created and its ARN is " +

createEndpointResult.getEndpointArn());
}

#48 Amazon S3 on Outposts BB EHIFE

= E8E R HZE Amazon S3 on Outpost F7EXE; , BAUERB M FMEXE S3 on Outposts h B, &EE
Mm% WEEH Outposts T E [EF M IRIGERZ B MEREE. Outpost LHIE{E Virtual Private Cloud
(VPC) AT AE —EMEB M n . WEmHEEBENFMEENR , 528 S3 on Outposts BEEFER, &%
AEVWE , TREFEUEN Outposts RETFEFRLBTYHRE, WEFAENA K F2EEH,

T5Ig B RE a4 £ A AWS Management Console, AWS Command Line Interface (AWS CLI) 1 &
[E S3 on Outposts im#HFE EARK Java Y AWS SDK,

£/ S3 2 A

1. BRULR https://console.aws.amazon.com/s3/ B Amazon S3 A&,
2. EERIBEBKF , B Outposts access points (Outposts FHUE).

3. 7E Outposts access points (Outposts FEUE)EHE L , i##E Outposts endpoints (Outposts Ui 2h)
E%,

4. 1& Outposts endpoints (Outposts imFE)H , BAILAEF S3 on Outposts imBFE,
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£/ AWS CLI

3

T %] AWS CLI £54IE % H B2 470K S 4B RIHH 2 AWS Outposts EiRAVIKRE, MELGSHFEMER |
2/ AWS CLI & H# list-endpoints,

aws s3outposts list-endpoints

FRERAR Java B AWS BIREH

THEAR Java WBIREHREHIFH T Outpost Mk B, MFEFMEA , 552 B Amazon Simple
Storage Service AP 2& H1#y ListEndpoints,

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.ListEndpointsRequest;
import com.amazonaws.services.s3outposts.model.ListEndpointsResult;

public void listEndpoints() {
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
.standard().build();

ListEndpointsRequest listEndpointsRequest = new ListEndpointsRequest();

ListEndpointsResult listEndpointsResult =
s30utpostsClient.listEndpoints(listEndpointsRequest);

System.out.println("List endpoints result is " + listEndpointsResult);

fHlB&k Amazon S3 on Outposts ¥ Zh

ZEHEERE B ZE Amazon S3 on Outpost FELE , BABER I FERE S3 on Outposts B, & B
Min s, BMFEEE Outposts = E[RIFHAY R FEFE B WERE, Outpost EHIE{E Virtual Private Cloud
(VPC) AT LAE —EHREBE Y In B, WF IR MECREMEFMERR , 528 S3 on Outposts M HER, B
REVIHEB , TEEFEUEN Outposts REFIFRBLBMTYHRE. WEFAENA K BF2EEH,

T 5 G 5IFRBA an{al £ A AWS Management Console, AWS Command Line Interface (AWS CLI) 1 i
B S3 on Outposts i 2 AR Java ¥ AWS SDK,

M S3 iz A

1. BRUIR hitps://console.aws.amazon.com/s3/ B9 Amazon S3 A&,
2. EERIEEBEIKS , BZ Outposts access points (Outposts ZHUE).
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3. 7E Outposts access points (Outposts FEUE)EHE L , i#1F Outposts endpoints (Outposts Ui 2h)
E%,

4. 7£ Outposts In# T , BIFLEMEREVIHE , ARIEEZEDelete (MBR),

£/ AWS CLI

T 5 AWS CLI £85I &Mk Outpost Wik R, BEEH TGS , FAEESWERRN user input
placeholders,

aws s3outposts delete-endpoint --endpoint-id example-endpoint-id --outpost-
id op-0lac5d28a6a232904

FERERR Java B AWS FREEHS
THEAR Java R EHE5IMER Outpost KR 2L, EEMEMALES |, FULBESHWEATUL

user input placeholders,

import com.amazonaws.arn.Arn;

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.DeleteEndpointRequest;

public void deleteEndpoint(String endpointArnInput) {
String outpostId = "op-0lac5d28a6a232904";
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
.standard().build();

Arn endpointArn = Arn.fromString(endpointArnInput);
String[] resourceParts = endpointArn.getResource().getResource().split("/");
String endpointId = resourceParts[resourceParts.length - 1];
DeleteEndpointRequest deleteEndpointRequest = new DeleteEndpointRequest()
.withEndpointId(endpointId)
.withOutpostId(outpostld);
s30utpostsClient.deleteEndpoint(deleteEndpointRequest);
System.out.println("Endpoint with id " + endpointId + " is deleted.");
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f#F S3 on Outposts ¥4

£ Amazon S3 on Outposts , AT LA#E AWS Outposts EE I S3 T | WHHEEAKER
T, AEEREENEREZENERER , TANBERRERAEEI M. S3 on Outposts =4
ey & 785 S3 Outposts (OUTPOSTS) , Hf# A Amazon S3 APIs , EEUBE A BieEN A REE
BERE LW ZEEERMFRES = AWS Outposts, &0 LA A 12 ELE #3%EiB Virtual Private Cloud
(VPC) Wi BEAR , BEEH Outpost RFETBEITEH . BB Amazon S3 REFE —# , £&
Outpost EEEFEE LA AR APl F1ThaE , BEFEBER. MEMER, BALUEIB, AWS
Command Line Interface (AWS CLI) AWS Management Console., AWS SDKs = REST API £/ S3
on Outposts,

YD R FFHAE Amazon S3 on Outposts FHEAREHR, SEVHHISERETREY. BXAEH
FEUERFFE Outpost REFETE PN EMAYM4. SHYHFREEERFITEE , EUUERFIE
Amazon Resource Name (ARN) S ZEXEBlH . MEFERHEBENFEMENR , F28 $HHE8 S3on
Outposts REFITBERHAERARFIEERAE,

TSI HIEE R S3 on Outposts FFEVEHY ARN #&X , HPEE Outpost FIFE EIFHK AWS EiF X
. AWSHRFE ID, OutpostID MEZEZHE :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

#N%E S3 on Outposts ARN WEFMAE A , 526 EAM S3 on Outposts KIE R ARN,

Y ARNs EF T 5 , EF S AWS [E1F Outpost FTER . AWS BRF ID, Outpost ID, f#1E
IrEZENYELE

arn:aws:s3-outposts:us-west-2:123456789012:outpost/ op-0lac5d28a6a232904/bucket/amzn-
s3-demo-bucketl/object/myobject

¥ Amazon S3 on Outposts , ¥IFERIR#EFMIE Outpost £, E AWS L& Outpost #EZREF | &
WERSREE Outpost WA | IFESERBBESRE R, ZHNYHKETSRREM Outpost , - E
£ AWS EiFF., BHHR AWS Management Console 27 EBIFHFEE , Rt BT EER TEAKRLE
HREE Outpost FHIMIH, FiB , LA LAEA REST APl,  AWS Command Line Interface (AWS CLI)
M AWS SDKs ZEiB 7 EUE EEMEEM4,

£
- ¥4 EEZE S3 on Outposts FE1ZETEE
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- £/ £ Amazon S3 on Outposts RFEFEHER Y4 BEAR Java B AWS SDK

+ #% Amason S3 on Outposts 17T S Y

« B Amazon S3 on Outposts 17 BT B FF Ry ¥4

+ MIBX Amazon S3 on Outposts 17 ETBE FF Ry ¥4

 {£F HeadBucket ¥/Ef S3 on Outposts REITEEAEE , YEAEARAHEEIEH

- EREAR Java WRBREHHTHNEE R LE

- FERAEAR S3 on OutOutposts KIFE L EEE URL

« ¥ EfE A Amazon S3 on Outposts F1ZA<# Amazon EMR on Outposts

- BERES D RFBIRE

&Y LB ZE S3 on Outposts fE1FETEE

Y14 = 1FHAE Amazon S3 on Outposts FHEARER, SEAVHGHTSEREEIrEYP, ZXAFH
FEVR R FEY Outpost EFETEPHEMYM 4. stEMHREEERTIRE , ZUFERFIE
Amazon Resource Name (ARN) S 7EXEBlH . MEFEEBENFMENR , F2E8 $HHEH S3on
Outposts RFIFBERETARETEEXAA.

T 5|€8HIF R S3 on Outposts FEXVEEH) ARN 3 , HF @& Outpost FTEEIHK AWS EF FX
5. AWSHRF ID, Outpost ID MIZEEERE :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

4NFE S3 on Outposts ARN BYFFHHEEF , 5528 EAM S3 on Outposts K EIR ARN,

¥ Amazon S3 on Outposts , Y& R FMIE Outpost £, B AWS Z 2 Outpost BEZREF | &
WEREREE Outpost WA , UFESERBESER. ZHNYWHKETSRHREHN Outpost , L - E
£ AWS [EEF ., BHA AWS Management Console 27 EBiFiHhstE K R EEEFER T RARLEE
REE Outpost FHIYIHE., FiB , LA LAEA REST APl,  AWS Command Line Interface (AWS CLI)
M AWS SDKs EiB 7BV S FEMEEN 4.

T%) AWS CLI #1 AR Java B9 AWS SDK &I/~ & anal E A AN AS ¥4 L8 ZE S3 on Outposts
REFTR,
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AWS CLI
Example

THIEHIER AWS CLISEA sample-object. xml B4 METE S3 on Outposts fE1ZET 88
(s3-outposts:PutObject) £, BE#HTH G T , FUEBCSHEARNREE user input
placeholder. MFE LW THFMEN , FSE AWS CLI Z2EH M put-object,

aws s3api put-object --bucket arn:aws:s3-
outposts:Region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --key sample-object.xml --body sample-object.xml

SDK for Java
Example

THIEFIEAERAR Java WEREH , WA RETE S3 on Outposts ®#FETHE, BEFHAILE
Bl , BAELBCHNERABRNREME user input placeholder,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.ObjectMetadata;
import com.amazonaws.services.s3.model.PutObjectRequest;

import java.io.File;

public class PutObject {
public static void main(String[] args) {

String accessPointArn = "*** access point ARN ***";

String stringObjKeyName = "*** String object key name ***";
String fileObjKeyName = "**#* File object key name ***";
String fileName = "#*#*#* Path to file to upload ***";

try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
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.build();

// Upload a text string as a new object.
s3Client.putObject(accessPointArn, stringObjKeyName, "Uploaded String
Object");

// Upload a file as a new object with ContentType and title specified.
PutObjectRequest request = new PutObjectRequest(accessPointAzrn,
fileObjKeyName, new File(fileName));

ObjectMetadata metadata = new ObjectMetadata();
metadata.setContentType("plain/text");
metadata.addUserMetadata("title", "someTitle");
request.setMetadata(metadata);
s3Client.putObject(request);

} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();

} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

{$ 8 £ Amazon S3 on Outposts & FZErE P ERYHEF BHRK Java
H AWS SDK

Y1 R FMAE Amazon S3 on Outposts FHEARER, BEAVMHHISERETRED, ZXEFEH
FEVE R FE Outpost EFETEPHEMW4. stEMHRIEEERTIRE , ZUFERFIS
Amazon Resource Name (ARN) S FEEBIE . METFREBENFHEF , F2E §EEH S3on
Outposts @A FETRRFTREFARFIRBEERIB.

T 5 HIEE R S3 on Outposts FFEVE Y ARN #&3 , EPEE Outpost FIFE EIFHK AWS [EiF X
. AWSHBRF ID, Outpost D MZEIZHE :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

#NZE S3 on Outposts ARN HYEEAHE

%II

55280 AR S3 on Outposts K& R ARN,
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¥ Amazon S3 on Outposts , #I#HE R IFHIE Outpost £, & AWS Z 2 Outpost BEZREF | &
WEREREE Outpost WA , UFSERBESER. ZNYHKETSEHREM Outpost , L - E
£ AWS EiFF., B® AWS Management Console 27 EBEFHFEE , R EEELFER 2R LE
REE Outpost FHIMIH., FiB , WA LAEA REST APl,  AWS Command Line Interface (AWS CLI)
M AWS SDKs ZEBFEE - EMEEWH.

THEFIREBIAER BAK Java B AWS SDKESR S3 on Outposts E1ZETEE Y4,

FEHABERN Java B AWS BIZEH

T 51 S3 on Outposts EHIFEABEAR Java WEREH , BUHEREIE —RFFEERBPOTFIE. &
EFEAES , FUEBECSWERERM user input placeholders,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.CopyObjectRequest;

public class CopyObject {
public static void main(String[] args) {

String accessPointArn = "*** gccess point ARN *#**";
String sourceKey = "*** Source object key ***";

String destinationKey = "*#** Destination object key ***";
try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Copy the object into a new object in the same bucket.
CopyObjectRequest copyObjectRequest = new CopyObjectRequest(accessPointArn,
sourceKey, accessPointArn, destinationKey);
s3Client.copyObject(copyObjectRequest);
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
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// couldn't parse the response from Amazon S3.
e.printStackTrace();

£ Amason S3 on Outposts FEZET RIS Y4

YI¢F B PTE Amazon S3 on Outposts FHEARER ., SEYHHIEERFIEE+R. BXASER
FELE R1FE Outpost R FETE P NEAYH. SrEYHREBERFIER , ZUUEATRS
Amazon Resource Name (ARN) S ZEEEIH ., EFIHBBNFMEENR , F260H EHER S3on
Outposts AFIrRFTREFARFEERXIE,

TH&EHIFESR S3 on Outposts FELEY ARN #&= , EFEE Outpost FREEFEH AWS EiF X
. AWSHRF ID, Outpost ID fMFHWEZHE :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

I S3 on Outposts ARN WEEMIEER , 552 B A M S3 on Outposts BWER ARN,

¥17 Amazon S3 on Outposts , ¥4 & BHIR ¥ 7FHE Outpost £, B AWS & Outpost BEZREF |, &
HERSMRETE Outpost AR | IFSERREER, EHYHKETSHHBEMN Outpost , LB FE
£ AWS EEH, B AWS Management Console 27 EiFiHEE , Rt SEEEH FRAKRLE
HEE Outpost FEIMIH., T8 , BRI LAEA REST API, AWS Command Line Interface (AWS CLI)
M AWS SDKs ZEB I L EMEEYH,

T 556~ &8 a4 £ A AWS Command Line Interface (AWS CLI) ¥ BA R Java B AWS SDKT &
(ER18) ¥k

A AWS CLI

T &5 A AWS CLI#E S3 on Outposts f#7ETE (s3-outposts:GetObject) MBEREA
sample-object.xml ¥, BEEHTHG T , FULBCHEARNREME user input
placeholder., MEWWTHFHFMEN , FSE AWS CLI Z2EH W get-object,

aws s3api get-object --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point --key testkey sample-object.xml
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ERAEER

FERERR Java B AWS FREEH

T %l S3 on Outposts & HIEFERR Java WRAREHFIESYH., ZEEFEHLEHS | FUE
ABREE user input placeholder, WMFEFHMER , F2S B (Amazon Simple Stora
APl 2Z) i GetObject,

import
import
import
import
import
import
import

import
import
import
import

com.
com.
com.
com.
com.
com.
com.

java
java
java
java

amazonaws.AmazonServiceException;
amazonaws.SdkClientException;
amazonaws.services.s3.AmazonS3;
amazonaws.services.s3.AmazonS3ClientBuilder;
amazonaws.services.s3.model.GetObjectRequest;
amazonaws.services.s3.model.ResponseHeaderOverrides;
amazonaws.services.s3.model.S30bject;

.io0.BufferedReader;
.i0.I0Exception;
.i0.InputStream;
.io0.InputStreamReader;

public class GetObject {

public static void main(String[] args) throws IOException {
String accessPointArn = "**%* access point ARN *#**";
String key = "#*** QObject key ***";

S30
try

bject fullObject = null, objectPortion = null, headerOverrideObject
{

// This code expects that you have AWS credentials set up per:

// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setu

credentials.html

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Get an object and print its contents.
System.out.println("Downloading an object");

fullObject = s3Client.getObject(new GetObjectRequest(accessPointArn
System.out.println("Content-Type: " +

fullObject.getObjectMetadata().getContentType());

System.out.println("Content: ");
displayTextInputStream(fullObject.getObjectContent());

// Get a range of bytes from an object and print the bytes.

HEWE

ge Service

= null;

p_

, key));

s
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GetObjectRequest rangeObjectRequest = new GetObjectRequest(accessPointAzrn,
key)
.withRange(@, 9);
objectPortion = s3Client.getObject(rangeObjectRequest);
System.out.println("Printing bytes retrieved.");
displayTextInputStream(objectPortion.getObjectContent());

// Get an entire object, overriding the specified response headers, and

print the object's content.

ResponseHeaderOverrides headerOverrides = new ResponseHeaderOverrides()
.withCacheControl("No-cache")
.withContentDisposition("attachment; filename=example.txt");

GetObjectRequest getObjectRequestHeaderOverride = new

GetObjectRequest(accessPointArn, key)
.withResponseHeaders(headerOverrides);
headerOverrideObject = s3Client.getObject(getObjectRequestHeaderOverride);
displayTextInputStream(headerOverrideObject.getObjectContent());
} catch (AmazonServiceException e) {

// The call was transmitted successfully, but Amazon S3 couldn't process

// it, so it returned an error response.

e.printStackTrace();

} catch (SdkClientException e) {

// Amazon S3 couldn't be contacted for a response, or the client

// couldn't parse the response from Amazon S3.

e.printStackTrace();

} finally {

// To ensure that the network connection doesn't remain open, close any

open input streams.

if (fullObject != null) {

fullObject.close();

}

if (objectPortion != null) {

objectPortion.close();

}

if (headerOverrideObject != null) {

headerOverrideObject.close();

private static void displayTextInputStream(InputStream input) throws IOException {
// Read the text input stream one line at a time and display each line.
BufferedReader reader = new BufferedReader(new InputStreamReader(input));
String line = null;
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while ((line = reader.readLine()) != null) {
System.out.println(line);

}
System.out.println();

5 i Amazon S3 on Outposts f#77Er 88 1 B9 ¥ 44

Y14 R 1FHMTE Amazon S3 on Outposts FHEARER, SEVHHISEREITREY. ZM4AFEH
FEVE R1FE Outpost R FETE P NI AYH. SrEYHREEERFITER , ZUUEATRE
Amazon Resource Name (ARN) S ZEEBIH, MFEFIHBBNFMEENR , F260 EH SR S3on
Outposts EFIFBTFREFARETEESAA.

THEHIFESR S3 on Outposts FELEEY ARN #&=X , EFEE Outpost FREEFEH AWS EiF EX
5. AWSHRF ID, Outpost ID MIZEEEE :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

I S3 on Outposts ARN WFFHIEEA , 72 E EA M S3 on Outposts FIE R ARN,

@ Note

¥/ Amazon S3 on Outposts , ¥4 &E IR FHE Outpost £, B AWS L # Outpost #
BREF , ZNERFREE Outpost WA | LRFESEREESE R, BHYHKETSEHES
# Outpost , B ARG E AWS EFH, HM AWS Management Console 2% EBEFFEE ,
WA ER FEAER EEREE Outpost FHIYIH. T8 , WA LAEA REST AP, AWS
Command Line Interface (AWS CLI) 1 AWS SDKs EiBZE 2 - EMEB Y.

THIEHIFRA AR AWS CLI M 5 H S3 on Outposts fEZErE Y4 BAR Java B9 AWS
SDK.

A AWS CLI

T5|gEHIfER AWS CLI5IH S3 on Outposts f#fF&TF#8 (s3-outposts:ListObjectsV2) HHY)
., EEHTUHGT , BULECHNERAINREME user input placeholder, ME T SHIFFMA
B , 552/ AWS CLI 2/ list-objects-v2,
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aws s3api list-objects-v2 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

® Note

&EB AWS SDK &tk B)¥EEE Amazon S3 on Outposts HEEL AR | EAT L

214t Outposts FELE ARN B REFETRBEH , #XW0F : arn:aws:s3-
outposts:region:123456789012:outpost/op-01lac5d28a6a232904/
accesspoint/example-0utposts-Access-Point, #EE S3 on Outposts ARN BV A&
A, 5528 BARM S3 on Outposts KIE R ARN,

FERABEAR Java B9 AWS BIZEH

T %I S3 on Outposts EHIEABEAR Java WEREN K EREFETERIEYH. EEFEHLEH ,
BEULECNENRNRSE user input placeholder,

/A Important
I EEFIEF ListObjectsV2 , ER ListObjects APl BIEHNBRFIEETR. BEEFERIIEETIR
REMN AP REETEARENETHE. A7 EHHESIMYE , Amazon S3 SREEE I API 2
ERVERAS,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.ListObjectsV2Request;
import com.amazonaws.services.s3.model.ListObjectsV2Result;
import com.amazonaws.services.s3.model.S30bjectSummary;

public class ListObjectsV2 {

public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN ***";

try {
// This code expects that you have AWS credentials set up per:
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// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

System.out.println("Listing objects");

// maxKeys is set to 2 to demonstrate the use of

// ListObjectsV2Result.getNextContinuationToken()

ListObjectsV2Request req = new
ListObjectsV2Request().withBucketName(accessPointArn).withMaxKeys(2);

ListObjectsV2Result result;

do {
result = s3Client.listObjectsV2(req);

for (S30bjectSummary objectSummary : result.getObjectSummaries()) {

System.out.printf(" - %s (size: %d)\n", objectSummary.getKey(),
objectSummary.getSize());

}
// If there are more than maxKeys keys in the bucket, get a
continuation token
// and list the next objects.
String token = result.getNextContinuationToken();
System.out.println("Next Continuation Token: " + token);
req.setContinuationToken(token);
} while (result.isTruncated());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
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ftiB&k Amazon S3 on Outposts f#17 & #8 Y ¥4

Y14 R 1FHXTE Amazon S3 on Outposts FHEARER, SEVHHISEREITRY. ZMXAFEH
FEVRL R AFEY Outpost EFETEPFHEMM4. stEMHREEERTIRE , B FERFEIE
Amazon Resource Name (ARN) S 7EXE Bl &, MFEFEEHBENFMENR , F2H8 S EH S3on
Outposts RFIFBENETARETFEBERXAA.

T 55|~ S3 on Outposts FFELEHY ARN # 3 , HF @& Outpost FIE EHH AWS EiF 2=
. AWSHBRF ID, Outpost D MZEZHE :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

% S3 on Outposts ARN WYEFEMIER , 552 B E AR S3 on Outposts FIER ARN,

¥ Amazon S3 on Outposts , ¥ E R A FMIE Outpost £, E AWS ZZ Outpost HZREF |, &
MWERSREE Outpost WA | IFESERBES R, ZNYHKETSREREM Outpost , L FE
£ AWS EiFF, BE® AWS Management Console 27 EBEFHFEE , A EEELFER 25K LE
HNEE Outpost FHIYIHE, FiB , LA LAEA REST APl,  AWS Command Line Interface (AWS CLI)
M AWS SDKs ZEBFEE - EMEEWH,

T 5 & 51 5R BA an{a] A AWS Command Line Interface (AWS CLI) 1 Mk S3 on Outposts 17 T8 &
WE—YH= @MY BEBAR Java B AWS SDK.

A AWS CLI

T 3B REMMAHE S3 on Outposts 717 &7 88 + MIERE B4 Z @4

delete-object

T 5l HIfERA AWS CLI#E S3 on Outposts 7 ET# (s3-outposts:DeleteObject) MERE
A& sample-object.xml ¥, EEHTHGS , BALRBCHNERADRREE user input
placeholder, WHELWTHFHFMER , 552E AWS CLI BE I delete-objects,

aws s3api delete-object --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --key sample-object.xml
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delete-objects

T 5 HIfERA AWS CLI#E S3 on Outposts 7 ETHE (s3-outposts:DeleteObject) MERE &
# sample-object.xml # testl.text WWMENH. BEHTIGT , FUEESHWERARR
818 user input placeholder., T THFMEN , FSEB AWS CLI B2ZHH delete-
objects,

aws s3api delete-objects --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --delete file://delete.json

delete.json

{
"Objects": [
{
"Key": "testl.txt"
1,
{
"Key": "sample-object.xml"
}
1,
"Quiet": false
}

FERERR Java B AWS FREEH
T I &5 RE IR #E S3 on Outposts 7417 BT B& o M BREE (B Y 4 =R Z B 4 -

DeleteObject

T % S3 on Outposts EHIFEABEAR Java WEREH , ERFTEBPMBRYG. EEFEALLE
il , 5% Outpost IEEFEUE ARN , Y AZERBRHYHIEEELHRERE. NFEFHER , F2E
Amazon Simple Storage Service APl 8 fijDeleteObject,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.DeleteObjectRequest;

public class DeleteObject {
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public static void main(String[] args) {

String accessPointArn = "*** access point ARN ***";
String keyName = "*** key name ****";
try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

s3Client.deleteObject(new DeleteObjectRequest(accessPointArn, keyName));
} catch (AmazonServiceException e) {

// The call was transmitted successfully, but Amazon S3 couldn't process

// it, so it returned an error response.

e.printStackTrace();
} catch (SdkClientException e) {

// Amazon S3 couldn't be contacted for a response, or the client

// couldn't parse the response from Amazon S3.

e.printStackTrace();

DeleteObjects

T %l S3 on Outposts #EHIFEABAR Java WEREN , ERETEPLE , REMBRYGE. &
EFEALES |, 555 Outpost I5EFHE ARN, MEFHME , 3528 Amazon Simple Storage
Service APl 2Z 1y DeleteObjects,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.DeleteObjectsRequest;

import com.amazonaws.services.s3.model.DeleteObjectsRequest.KeyVersion;
import com.amazonaws.services.s3.model.DeleteObjectsResult;

import java.util.Arraylist;

public class DeleteObjects {
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public static void main(String[] args) {
String accessPointArn = "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Upload three sample objects.

Arraylist<KeyVersion> keys = new Arraylist<KeyVersion>();

for (int 1 = 0; i < 3; i++) {
String keyName = "delete object example " + i;
s3Client.putObject(accessPointArn, keyName, "Object number " + i + "

to be deleted.");

keys.add(new KeyVersion(keyName));

}

System.out.println(keys.size() + " objects successfully created.");

// Delete the sample objects.
DeleteObjectsRequest multiObjectDeleteRequest = new
DeleteObjectsRequest(accessPointArn)
.withKeys(keys)
.withQuiet(false);

// Verify that the objects were deleted successfully.
DeleteObjectsResult delObjRes =
s3Client.deleteObjects(multiObjectDeleteRequest);
int successfulDeletes = delObjRes.getDeletedObjects().size();
System.out.println(successfulDeletes + " objects successfully
deleted.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
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}

{#F HeadBucket ¥/ S3 on Outposts fEZErEERFE , Y AE
BHBEFEGETH

Y14 R 1FHTE Amazon S3 on Outposts FHEARER, SEAVHGHOSERErRYP, ZXAFH
FEVE R FE Outpost EFETEFHEMW4. stEMHRIEEERFERE , ZUFERFRE
Amazon Resource Name (ARN) SFEREBIE . MEFREBENWFHEF , F2E &EEH S3on
Outposts A FITRRFREFARFIEERNA.

T 5| HIF R S3 on Outposts FEVEEHY ARN # 3 , HFE & Outpost FTEEHK AWS EiF X
5. AWSHRFE ID, Outpost ID FMIZHEEHE :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

2% S3 on Outposts ARN WYEEHIE R , 2B E AR S3 on Outposts FIE R ARN,

(® Note

¥ Amazon S3 on Outposts , Y& R FMIE Outpost £, E AWS L& Outpost 1
3EF , BN ERERSBE Outpost AKE , LFASERBEEER., BHYHKETLRHRE
B Outpost , B A& AWS EFH ., B AWS Management Console 21 EiFH5EE ,
iR EOEER TR AR EEHEE Outpost FRIYIMF. B |, EAILAER REST API,  AWS
Command Line Interface (AWS CLI) 1 AWS SDKs &8 7B S L EFEEYH.

LLF AWS Command Line Interface (AWS CLI) 1 @A Java B AWS SDK #4557 83 a04a1 {55 A
HeadBucket API ##/E5R ¥ BT Amazon S3 on Outposts FEZETEREEEE , URERBEEENENH
A, MEFMEF , 5528 Amazon Simple Storage Service APl 2Zf i) HeadBucket,

f£A AWS CLI

T % S3 on Outposts AWS CLI £l head-bucket® S RYU B EITBEAEFE LK MALEEE
MFFETRNTT, BEEHTUSS , FUACBECHWERRNREE user input placeholdero n
FWBONMAET , 5528 AWS CLI &5 head-bucket,
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aws s3api head-bucket --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

EABEAR Java B9 AWS BEEH

T 51 S3 on Outposts B RIAHERERFITRBEREEEE , URERBEFIFT. BEFALE
5l , 584 Outpost IEEFELE ARN, MFFMEA , 552 B Amazon Simple Storage Service APl 2
Z P HeadBucket,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.HeadBucketRequest;

public class HeadBucket {
public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN **#*";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

s3Client.headBucket(new HeadBucketRequest(accessPointArn));
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
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EAERAR Java WEREFATHNEETRLE

A Amazon S3 on Outposts , &R LL7E AWS Outposts IR L2 S3 FEFITE , W AT EARM
BRFR, THENEENENBEENEARN K EASBEERANEERYE, BALUER AWS
Management Console, AWS Command Line Interface (AWS CLI), AWS SDKs =% REST API £H
S3 on Outposts. MFEFFMER , FSE (T /E=E Amazon S3 on Outposts ?

THIEHIREMAFEE A S3 on Outposts BAR Java B AWS SDK , BIEITTHEE S B LE.
£}

« 7£ S3 on Outposts REFHFBTEHTUHHN DR LE

- {9 E L% S3 on Outposts 17T EE P E R KA Y4

« %t} S3 on Outposts FEZETEE ¥4 K 5 B}
- HEER S3 on Outposts RFBPETHHN IR LEES

1£ S3 on Outposts RAFEFRBFAITYHN DR LE

T %!l S3 on Outposts EHIfEAERAR Java B EH , £ Outposts RFETEBRE., LEMTRYHF
WoBRLE, EEFEALES , FUEECWERNANREE user input placeholder, WEF
B3 , 5528 (Amazon Simple Storage Service R EIERE) THER D& LER EEYH,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Arraylist;
import java.util.List;

public class MultipartUploadCopy {
public static void main(String[] args) {
String accessPointArn = "*** Source access point ARN *#**";
String sourceObjectKey = "#*** Source object key ***";
String destObjectKey = "*#** Target object key ***";

try {
// This code expects that you have AWS credentials set up per:
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// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Initiate the multipart upload.

InitiateMultipartUploadRequest initRequest = new
InitiateMultipartUploadRequest(accessPointArn, destObjectKey);

InitiateMultipartUploadResult initResult =
s3Client.initiateMultipartUpload(initRequest);

// Get the object size to track the end of the copy operation.

GetObjectMetadataRequest metadataRequest = new
GetObjectMetadataRequest(accessPointArn, sourceObjectKey);

ObjectMetadata metadataResult =
s3Client.getObjectMetadata(metadataRequest);

long objectSize = metadataResult.getContentLength();

// Copy the object using 5 MB parts.
long partSize = 5 * 1024 * 1024;
long bytePosition = 0;
int partNum = 1;
List<CopyPartResult> copyResponses = new ArraylList<CopyPartResult>();
while (bytePosition < objectSize) {
// The last part might be smaller than partSize, so check to make sure
// that lastByte isn't beyond the end of the object.
long lastByte = Math.min(bytePosition + partSize - 1, objectSize - 1);

// Copy this part.

CopyPartRequest copyRequest = new CopyPartRequest()
.withSourceBucketName(accessPointAzrn)
.withSourceKey(sourceObjectKey)
.withDestinationBucketName(accessPointArn)
.withDestinationKey(destObjectKey)
.withUploadId(initResult.getUploadId())
.withFirstByte(bytePosition)
.withLastByte(lastByte)
.withPartNumber(partNum++);

copyResponses.add(s3Client.copyPart(copyRequest));

bytePosition += partSize;
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// Complete the upload request to concatenate all uploaded parts and make
the copied object available.
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest(
accessPointArn,
destObjectKey,
initResult.getUploadId(),
getETags(copyResponses));
s3Client.completeMultipartUpload(completeRequest);
System.out.println("Multipart copy complete.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

// This is a helper function to construct a list of ETags.
private static List<PartETag> getETags(List<CopyPartResult> responses) {
List<PartETag> etags = new ArraylList<PartETag>();
for (CopyPartResult response : responses) {
etags.add(new PartETag(response.getPartNumber(), response.getETag()));
}

return etags;

9 & L 87E S3 on Outposts fEFErEEFER KB Y4

T % S3 on Outposts EBHIEABEARN Java WEREHERTFIEIERYY. EEEHLES
DB e NERBNREE user input placeholder,

3

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Arraylist;
import java.util.List;

1§ A% B £ 87 S3 on Outposts fEFITEE R ER KR Y& API R4 2006-03-01 81



Amazon S3 on Outposts EREER

public class MultipartUploadCopy {
public static void main(String[] args) {
String accessPointArn = "*** Source access point ARN ***";
String sourceObjectKey = "*** Source object key ***";
String destObjectKey = "#*#** Target object key ***";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Initiate the multipart upload.

InitiateMultipartUploadRequest initRequest = new
InitiateMultipartUploadRequest(accessPointArn, destObjectKey);

InitiateMultipartUploadResult initResult =
s3Client.initiateMultipartUpload(initRequest);

// Get the object size to track the end of the copy operation.

GetObjectMetadataRequest metadataRequest = new
GetObjectMetadataRequest(accessPointArn, sourceObjectKey);

ObjectMetadata metadataResult =
s3Client.getObjectMetadata(metadataRequest);

long objectSize = metadataResult.getContentLength();

// Copy the object using 5 MB parts.
long partSize = 5 * 1024 * 1024;
long bytePosition = 0;
int partNum = 1;
List<CopyPartResult> copyResponses = new ArraylList<CopyPartResult>();
while (bytePosition < objectSize) {
// The last part might be smaller than partSize, so check to make sure
// that lastByte isn't beyond the end of the object.
long lastByte = Math.min(bytePosition + partSize - 1, objectSize - 1);

// Copy this part.

CopyPartRequest copyRequest = new CopyPartRequest()
.withSourceBucketName(accessPointArn)
.withSourceKey(sourceObjectKey)
.withDestinationBucketName(accessPointArn)
.withDestinationKey(destObjectKey)
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.withUploadId(initResult.getUploadId())

.withFirstByte(bytePosition)

.withLastByte(lastByte)

.withPartNumber(partNum++);
copyResponses.add(s3Client.copyPart(copyRequest));
bytePosition += partSize;

// Complete the upload request to concatenate all uploaded parts and make
the copied object available.
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest(
accessPointArn,
destObjectKey,
initResult.getUploadId(),
getETags(copyResponses));
s3Client.completeMultipartUpload(completeRequest);
System.out.println("Multipart copy complete.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

// This is a helper function to construct a list of ETags.
private static List<PartETag> getETags(List<CopyPartResult> responses) {
List<PartETag> etags = new ArraylList<PartETag>();
for (CopyPartResult response : responses) {
etags.add(new PartETag(response.getPartNumber(), response.getETag()));
}

return etags;

5l S3 on Outposts FE1ZETEE R Y4 5 B

T % S3 on Outposts EHIEABAR Java WEREHN  EREFTEBRIIEYHNFER. EEFEAL
g5, BFUZBCHERABNREME user input placeholder,
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.lList;

public class ListParts {
public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN ***";
String keyName = "*** Key name ***";
String uploadId = "*** Upload ID ***",;

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

ListPartsRequest listPartsRequest = new ListPartsRequest(accessPointArn,
keyName, uploadId);

PartListing partListing = s3Client.listParts(listPartsRequest);

List<PartSummary> partSummaries = partlListing.getParts();

System.out.println(partSummaries.size() + " multipart upload parts");
for (PartSummary p : partSummaries) {
System.out.println("Upload part: Part number = \"" + p.getPartNumber()
+ "\", ETag = " + p.getETag());
}

} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
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}

FEEY S3 on Outposts #EFETEFETHN IR LETE

T %1 S3 on Outposts E34|EE R INMAIEABAR Java BWBIREH | 1 Outposts fEZETEREEITH Y
PERLEERE, EEFERILES  FUAECBECHWERABRNKREME user input placeholder,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.ListMultipartUploadsRequest;
import com.amazonaws.services.s3.model.MultipartUpload;

import com.amazonaws.services.s3.model.MultipartUploadListing;

import java.util.list;

public class ListMultipartUploads {
public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN ***";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Retrieve a list of all in-progress multipart uploads.

ListMultipartUploadsRequest allMultipartUploadsRequest = new
ListMultipartUploadsRequest(accessPointAzn);

MultipartUploadListing multipartUploadListing =
s3Client.listMultipartUploads(allMultipartUploadsRequest);

List<MultipartUpload> uploads =
multipartUploadlListing.getMultipartUploads();

// Display information about all in-progress multipart uploads.
System.out.println(uploads.size() + " multipart upload(s) in progress.");
for (MultipartUpload u : uploads) {
System.out.println("Upload in progress: Key = \"" + u.getKey() + "\",
id = " + u.getUploadId());
}
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} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

A EAM S3 on OutOutposts BIFEFLZHE URL

BEERTYHEREASH Outpost EMHVERIFEEFIER , MASEMRFABEE , B LER
LT URL, EAFAAEE URL, BAREFEETENETUEERLEER (VPC) FHEAL
EMH IR T EESMBRY A EED.

B8 H AWS SDKsE, AWS Command Line Interface (AWS CLI) B A% ER URL B , 187
LUi§ URL RS EBERE VBN, SHaiRERTIHRE (RE 18, &5 7 X) REFHRALEE
URL BRI FEE, EAREATELESESE URL B | VPC HHEA TTUHITRERE URL HEEHE |
NERREEEAE K. E URL 2IZEZIMERER , 3% URL BieBH BB BB LER.

BR&HIFREZE TR URL Zhae

FHAREN URL KIZhEE , REBVCMEREFTIARSG. BE L, HAREN URL B—EAERK
i, IRABAELEELNEFREAFIE, Ait , RMEREZEREEM.

AWS Signature 2 4 hix (Sigv4)

EEEF A AWS Signature 28 4 R (Sigv4) BRBFELEEN URL BREAFIBITHETR , &
AU EREFRBEENEREBERPERGRG 2B, 6l , SR FFIEECK , £/ s3-
outposts:signatureAge RHRIEBEM example-outpost-bucket FEFEFEFYH LN
Amazon S3 on Outposts T % E URL 555k (MR #HERBIB 10 pi), BEFHALEF , BUEED
WERAE user input placeholders,

{
"Version": "2012-10-17",
"Statement": [

{
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"Sid": "Deny a presigned URL request if the signature is more than 10
minutes old",

"Effect": "Deny",

"Principal": {"AWS":'"444455556666"},

"Action": "s3-outposts:*",

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/object/

* 10
’

"Condition": {
"NumericGreaterThan": {"s3-outposts:signatureAge": 600000},
"StringEquals": {"s3-outposts:authType": "REST-QUERY-STRING"}

MEMSTAREBHBTRETA (EEAF 4 IREBEFRBALEEN URL 5BFRE) WRGSBH
HbBRsif7EE | 5528 AWS Signature 2 4 WR (SigV4) B0 BB B ERE S,

HE B B 18 PR
MREEERBIEATALEE URL MEMSEMIEREEHIPTE S3 on Outposts FEUE , B URES

ERNTEREBRNEKE, SEHETHEWEN IAM EREERS , EAUERAS 2 E AWS Identity and
Access Management (IAM) BUR ( HlanfEA#E, BERKACEK ) . HETE S3 on Outposts EIR L
RENRS , BRUAERERBEBE (HlnFEFirENEREBE).

IAM £ ERFITFRELBRNEMAEREENMBERLF R, BETEIFIFLHRSE
ERFAEHZERNFRBRAEEMR, SELRHEBGEARELERZN URL EHZ5.

IBERK IAM £EEGECRAREER, MREEIEEFEA S3 on Outposts A EIRE |, BEMH
aws:Sourcelp, MREEIEMEA S3 on Outposts B VPC im%h , 55FH aws:SourceVpc
aws:SourceVpce,

T5 IAM BERBRIRX EREFFEA AWS R RIEENBREETIN . ARLBEER , MEFEIIX
BREBZEE, EZEFE A S3 on Outposts FEEZE URL ER. EEMFRALES , BFUZES
BB user input placeholders,

"Sid": "NetworkRestrictionForIAMPrincipal",
"Effect": "Deny",

"Action": "*",

"Resource": "*",
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"Condition": {
"NotIpAddressIfExists": {"aws:Sourcelp": "IP-address-range"},
"BoolIfExists": {"aws:ViaAWSService": "false"}

}

MEFEMEA aws:SourceIP AWS £ERHE#8#§ S3 on Outposts & T8 Y FENR I 45 E % E E
WEFIREFATRBUR , 52/ £/A S3 on Outposts F&E 1AM,

R AT U M TR BB ERY URL

FMERERLZEBRNERE , HTRARAEEN URL, BATE VPC PEERERIEFFEY
f, MAEEN URL XEHBBATHELEREN URL MAERZRIFHASREL

BT LAMER T HIBREREIM A LEE URL

- IAM BITEREER - ERHRHEEK 6 N,

-« AWS Security Token Service - 2L AWS tRF REAEL IAM FAEBREBZKABEZER , AW
HiR & & 36 o

- IAM ER#E - E&46H AWS Signature 5 4 IR , BRHREREA 7 X

EEBVERARRR 7 RWTALEE URL , BE# IAM FAERE (FTRERNALRSB) ZRE
IBIEREAK SDK, A% , £H AWS Signature 5 4 IREETELXZHEEN URL,

(@ Note

- MRERERFAELTHLEEN URL, Bl URL SEFBHARBHE , BIEEER R
RIBHIRF B URL R

- HRFALZEE URL €48 S3 on Outposts #EFAT RN FEER TH#HE URL FEMA , Bit
EMEBEZERTEL URL, IFERFFELEEN URL WFMEF  F2REARBALE
EH URL Zheg,

S3 on Outposts AR ETE L EHER URL FEVEEI B HAFI R ?

S3 on Outposts BERH HTTP FBRE , @ELHEE URL WEIHIBHAMKEE, il , mRAFiREER
B —ZTRRTRAEER , AIBIGEETHHEESRT , THESEE, Am , WRBHRPEL B A
FinERHNERAERENREB TH , ITHE XA,
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WEEAALEE URL RAZER EEYHNFRER , F2ETIEE.

FE
- FRAELEEN URL REAYH
- EEEEAES URL LY H EEZE S3 on Outposts #1778

ERFEEERRN URL REBYH

HERTHEFRESHE Outpost EMHNERIFEEFIER  MASEMRFIBEE , BALER
FSLEHE URL, ERARLAHEE URL, BARETEBREENEIUEERLAERIR (VPC) HAvEAH
EW4 XTI EERMER RIS

E & A AWS SDKsE AWS Command Line Interface (AWS CLI) B FA%XEHEMN URL B |, 87
LA URL BB EBMER Y BB, BETIEZRTIHEE (RE1Y , &8 7 X) REFREEEE
URL BRI FEE, EEHLATELEE URL B |, VPC HRVEA AT LE4T A E URL REVE)E |
NERBREEFEAE &, & URL REIHRER , &% URL RigiBH B BhELERE,

EREVELAEE URLK , #BARERZLBRE  RREETIER .

 EAR Amazon S3 on Outposts f# 7T #EHY ZEUE Amazon Resource Name (ARN)
- YR E|R

« HTTP 753 (GET AR T&EH¥#)

- BH BRI

FAHEE URL EEEENHEARTN. IR  BLREDH B HMEFE2aF%E URL FR LR
BRI, BULZXEAFLEE URL, EXZHBEHPNERAL, MREAEKFZHEYTHLEE
BY URL , BRE URL SEFFIBHIKBH  BESEARBRNVBHKEREIL URL A,

ERMEER (VPC) PAIFIFALHEE URL WEAETUEFEYH. flln , ERETRIPE—BE
BRFITREVHERIE BN EBELEFELASZEN URL REHMADEEREH. HRELEE
URL &#% S3 on Outposts fEZETEMNEZEER THE URL HEAA , ELEMEZLZEREEL
URL, IEFEABEARBEFECEE URL WEFAEF , F2RERFFELEZM URL Thee.

FMERMBERLZEBRNEAE , GUTRIBRLAEEN URL, A, AEERHFANTERELEE
URL ERRIFHAR , TRREYFALEE URL, MFHFMER , F2RMEIUEVALEER URL,
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BT LA AWS SDK B2 AWS CLIZREAFE LS E URL , LAFE S3 on Outposts EFIFEHRHEZY)
. MEFMENR , FSETHEH,

£ AWS SDKs

BRI LAE AWS SDKsREAFALZEER URL , UERMEEEMA |, FaM T UEERY 4.

@ Note
EEMEHA AWS SDKsELFELEREN URL i , HEAREN URL REREBHFEARIKEREE
7 Ko
Java
Example

DTEHFSEETALEZEN URL , BRI HREMGEHMA |, BM{PITLLEE S3 on Outposts EE
ErERFRENI . WEFFMER B2 EAERRM S3 on OutOutposts HIFELEE URL, BEE[EH
e | FUAERBECHNERRN user input placeholders,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.HttpMethod;

import com.amazonaws.SdkClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.GeneratePresignedUrlRequest;

import java.io.IOException;
import java.net.URL;
import java.time.Instant;

public class GeneratePresignedURL {

public static void main(String[] args) throws IOException {
Regions clientRegion = Regions.DEFAULT_REGION;
String accessPointArn = "**%* access point ARN *#**";
String objectKey = "#*#** object key ***";

try {
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()

SR API k7 2006-03-01 90



Amazon S3 on Outposts EREER

.withRegion(clientRegion)
.withCredentials(new ProfileCredentialsProvider())
.build();

// Set the presigned URL to expire after one hour.
java.util.Date expiration = new java.util.Date();
long expTimeMillis = Instant.now().toEpochMilli();
expTimeMillis += 1000 * 60 * 60;
expiration.setTime(expTimeMillis);

// Generate the presigned URL.
System.out.println("Generating pre-signed URL.");
GeneratePresignedUrlRequest generatePresignedUrlRequest =
new GeneratePresignedUrlRequest(accessPointArn, objectKey)
.withMethod(HttpMethod.GET)
.withExpiration(expiration);
URL url = s3Client.generatePresignedUrl(generatePresignedUrlRequest);

System.out.println("Pre-Signed URL: " + url.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't
process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

}
}
}
.NET
Example

UTEHEEETALREEN URL , B LUSHREMEHMA |, FiMI LR S3 on Outposts & #F
EFRMEYIM. WEFMEEN , FSEEAERAR S3 on OutOutposts WFEEEE URL, HEEMEH
LEH , BB BESWERERN user input placeholders,

using Amazon;

using Amazon.S3;

using Amazon.S3.Model;
using System;
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namespace Amazon.DocSamples.S3

{

class GenPresignedURLTest

{

private const string accessPointArn = "*** gccess point ARN ***";

private const string objectKey = "*** object key ***";

// Specify how long the presigned URL lasts, in hours.
private const double timeoutDuration = 12;

// Specify your bucket Region (an example Region is shown).
private static readonly RegionEndpoint bucketRegion =

RegionEndpoint.USWest2;

private static IAmazonS3 s3Client;

public static void Main()

{

s3Client = new AmazonS3Client(bucketRegion);

string urlString = GeneratePreSignedURL(timeoutDuration);

}

static string GeneratePreSignedURL(double duration)

{

string urlString = "";

try
{
GetPreSignedUrlRequest requestl = new GetPreSignedUrlRequest
{
BucketName = accessPointArn,
Key = objectKey,
Expires = DateTime.UtcNow.AddHours(duration)
i
urlString = s3Client.GetPreSignedURL(requestl);
}
catch (AmazonS3Exception e)
{

Console.WriteLine("Error encountered on server. Message:'{0}' when

writing an object", e.Message);

}

catch (Exception e)

{

Console.WriteLine("Unknown encountered on server. Message:'{0}' when
writing an object", e.Message);

}

return urlString;

A
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}

Python

THIEFIERA T SDK for Python (Boto3) REAFELZREM URL A4, Hlm , /4 Boto3
A FimM generate_presigned_url EBREAE AR GET MHMTALEEN URL,

import boto3
url = boto3.client('s3').generate_presigned_url(
ClientMethod="'get_object',
Params={'Bucket': "'ACCESS_POINT_ARN', 'Key': 'OBJECT_KEY'},
ExpiresIn=3600)

mEBEFEA SDK for Python (Boto3) EATALZEMN URL WEFMAERN , 528 (AWS SDK for
Python (Boto) API &) 11y MPythony o
£/ AWS CLI

T 56| AWS CLI ti 5& A S3 on Outposts EFETEEETALEEN URL, ZEFEALLEF , FFU
BECWERR user input placeholders,

@ Note
EXRER AWSCLI EETAELAFEEZEN URL B, FEAHEE URL WIBHIRE LRAZVTREREHE
7 KXo

aws s3 presign s3://arn:aws:s3-outposts:us-
east-1:111122223333:0outpost/op-0lac5d28a6a232904/accesspoint/example-outpost-access-
point/mydoc.txt --expires-in 604800

WMEFHMER , F2H (AWS CLI R8E) H# presign.
ELTELEEE URL LUEYH LEZ S3 on Outposts fEfZETEE

BHEERTYHEFREASH Outpost EMHHVERIFEEFIER , MASEMRFABEE , B LER
FEHEE URL, ERAFALAEE URL, BAREFFEASENETUEERLEER (VPC) FHEAL
EMH IR T LSRN,
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& 18 EFH AWS SDKsE, AWS Command Line Interface (AWS CLI) B FE%LEHEZR URL B |, &1
B URL B EBFEEVER. SEAINEEBINRE (RE1¥ , &5 7 X) REFTREAHE
URL BRREENEIE, SLHLHTFELESES URL B | VPC HHE A TTUAEITRERIE URL HYENE |
MEIRKRHEEFEAE —K. B URL ZZEZHFEE , % URL BigiBH BB & LEE,

EERNBAAEE URLE K LARHZLBRE  AREETIIEE :

- EARM Amazon S3 on Outposts #TFEr i8I FEUE Amazon Resource Name (ARN)
- YrFREI8

« HTTP 157 (PUT AR LEWH)

- BE B ERE

RE#EE URL EEEENHBREN. tHRER  SLAEIH B PNEE2mB%E URL FTRFH
BRI, BANZRERFELEEEZE URL, EFZMEHINKESL. MREATFFHEYL THEESE
BV URL , B URL SEFFBHIKEH |, BMESEARBRNVBHRKERIL URL A,

MRFAEEEN URL TAFFNEBESEZBALSER HINsRLE) , IEXEEIMZRBMES
R, W3R S3 on Outposts EFRXLIBH URL BT B , B2 EIFHEE,

ERFIBEER (VPC) P ZEFELEE URL WEAETUL LEYH. Hln, VPC HEFHFEFEL
#E URL WERAETUSYHG LERENRTITE. ARELEE URL 4§ S3 on Outposts #1F
FRNTFEERT VPC FHETALSEE URL FEENTAFERAE  AEBRMERLZZERBEL
URL, MNEFRAREFALEE URL WHHTENR , F2REEHTELEEN URL EE,

FAERERLZEBENEAE , GTEVELEEN URL. AT , AFERIFTHATERFALEE
URL ERRFENAE , FTREBMUFELEE URL, IFFMER , F2RHETUEVFRLEEN URL,

{5 AWS SDKs% S3 on Outposts I RIEE £ FASLHEEM URL

Java
SDK for Java 2.x

1t #0451 R AN e] 7 AE B] BUR PR E B B 0 R SR AS M #F L/ = S3 on Outposts FATERIVFALEE
URL. MFEFMER , F2EEHEA R S3 on OutOutposts B FE T E URL,

public static void signBucket(S3Presigner presigner, String
outpostAccessPointArn, String keyName) {

try {
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PutObjectRequest objectRequest = PutObjectRequest.builder()
.bucket(accessPointAzrn)
.key(keyName)
.contentType("text/plain")
.build();

PutObjectPresignRequest presignRequest =
PutObjectPresignRequest.builder()
.signatureDuration(Duration.ofMinutes(10))
.putObjectRequest(objectRequest)
.build();

PresignedPutObjectRequest presignedRequest =
presigner.presignPutObject(presignRequest);

String myURL = presignedRequest.url().toString();
System.out.println("Presigned URL to upload a file to: " +myURL);
System.out.println("Which HTTP method must be used when uploading a
file: " +
presignedRequest.httpRequest().method());

// Upload content to the S3 on Outposts bucket by using this URL.
URL url = presignedRequest.url();

// Create the connection and use it to upload the new object by using
the presigned URL.

HttpURLConnection connection = (HttpURLConnection)
url.openConnection();

connection.setDoOutput(true);

connection.setRequestProperty("Content-Type", "text/plain");

connection.setRequestMethod("PUT");

OutputStreamWriter out = new
OutputStreamWriter(connection.getOutputStream());

out.write("This text was uploaded as an object by using a presigned
URL.");

out.close();

connection.getResponseCode();
System.out.println("HTTP response code is " +
connection.getResponseCode());

} catch (S3Exception e) {
e.getStackTrace();
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} catch (IOException e) {
e.getStackTrace();

Python

SDK for Python (Boto3)

1L 5 45 B8 R 2R 2 A B A PR E R B W #1117 S3 on Outposts BIYERI AL EE URL, MEHME
A, BEZEFEABERR S3 on OutOutposts HITELEZE URL, ZEEMEA URL IRHEFER |, BBEH
Requests Ef,

import argparse

import logging

import boto3

from botocore.exceptions import ClientError
import requests

logger = logging.getlLogger(__name__)

def generate_presigned_url(s3_client, client_method, method_parameters,
expires_in):
Generate a presigned S3 on Outposts URL that can be used to perform an
action.

:param s3_client: A Boto3 Amazon S3 client.
:param client_method: The name of the client method that the URL performs.
:param method_parameters: The parameters of the specified client method.
:param expires_in: The number of seconds that the presigned URL is valid for.
:return: The presigned URL.
try:
url = s3_client.generate_presigned_url(
ClientMethod=client_method,
Params=method_parameters,
ExpiresIn=expires_in
)
logger.info("Got presigned URL: %s", url)
except ClientError:
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logger.exception(
"Couldn't get a presigned URL for client method '%s'."
client_method)
raise

’

return url

def usage_demo():
logging.basicConfig(level=1logging.INFO, format='%(levelname)s: %(message)s')

print('-'#*88)
print("Welcome to the Amazon S3 on Outposts presigned URL demo.")
print('-'#*88)

parser = argparse.ArgumentParser()
parser.add_argument('accessPointArn', help="The name of the S3 on Outposts
access point ARN.")
parser.add_argument(
'key', help="For a GET operation, the key of the object in S3 on
Outposts. For a "
"PUT operation, the name of a file to upload.")
parser.add_argument(
'action', choices=('get', 'put'), help="The action to perform.")
args = parser.parse_args()

s3_client = boto3.client('s3'")
client_action = 'get_object' if args.action == 'get' else 'put_object'
url = generate_presigned_url(
s3_client, client_action, {'Bucket': args.accessPointArn, 'Key':
args.key}, 1000)

print("Using the Requests package to send a request to the URL.")
response = None
if args.action == 'get':
response = requests.get(url)
elif args.action == 'put':
print("Putting data to the URL.")
try:
with open(args.key, 'r') as object_file:
object_text = object_file.read()
response = requests.put(url, data=object_text)
except FileNotFoundError:
print(f"Couldn't find {args.key}. For a PUT operation, the key must
be the "
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f"name of a file that exists on your computer.")

if response is not None:
print("Got response:")
print(f"Status: {response.status_code}")
print(response.text)

print('-'*88)

if __name__ == '_main__"':
usage_demo()

& B Amazon S3 on Outposts FZ4<# Amazon EMR on
Outposts

Amazon EMR R—EZEEBE T A , UE{LTE LT AREIRZERE , Hla0 Apache HadoopH Apache
Spark , AWS UEEBMA T KEER, BBEASEEBNERENHMRERBER , £ UEEAR
SMARNEEEETEEENER . Amazon EMR LA BB EIR AR SR , WEBANBEHA
ft AWS ERFHREMERE , I Amazon S3 on Outposts, INE Amazon EMR WEEMET , 3
2/ (Amazon EMR BEi8/) FH Amazon EMR on Outposts,

¥ Amazon S3 on Outposts , Amazon EMR 7.0.0 ik 2 & ## Apache Hadoop S3A EZ
25, Amazon EMR Y R HIIRA T ZEA# S3 on Outposts , EFEHE EMR R R (EMRFS),

TENERER
¥&B Amazon S3 on Outposts B Amazon EMR X E T HIERRER :

» Hadoop
» Spark

* Hue

* Hive

+ Sqoop
+ Pig

* Hudi

* Flink
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MEFMESR , F2E (Amazon EMR AIERE)

B FERE Amazon S3 on Outposts 78T

Amazon EMR £/ &R Java B AWS SDK ## Amazon S3 on Outposts 17 K A &R M B &
#lo &K Amazon EMR AFERS/REFETLBREZENES Amazon S3E , MASUAE A XNFEFE
Outpost £, MNEFHMET , T2 (Amazon EMR EE#®E) FH Amazon EMR H$.

%7 ¥4 Amazon S3 # DNS R , S3 on Outposts AT E IR EMN BRI RERS. MFEFHE
B , 20 E I S3 on Outposts EFETE.

£/ Amazon EMR 7.0.0 lR R EFARAE: , &AL Amazon EMR B2 S3 on Outposts 1 S3A IR R
mEmER.

FORMRAF

S3 on Outposts FF 7] - EEE I Amazon EMR #{TEEHRER K SNAGHLESSE S3on
Outposts B9 AWS Identity and Access Management (IAM) 5% 22, S3 on Outposts EEBCEH
WARZEM s3-outposts*, MEFBEMEAMGEEEHWBERE S , 528 S3 on Outposts 5% E
IAM,

S3A EiERS - EERTE EMR #5 |, LU Amazon S3 on Outposts EZETEBFEER | BXLEEH
Apache Hadoop S3A iE#85, BEMFARERES K FHALNAE S3 URIEEMA s3a HEHER,
RAEH , ZUUBREAR EMR BEENERRREE , UELREFAEHN S3 URI B2 S3A EEHR.

EERERRREERELAFEH S3A E#ESS , B LIERH EMR B5/K fs.file_scheme.impl
fs.AbstractFileSystem.file_scheme.impl #BREEB , Hh file_scheme ¥TFEJ5’~\L,\?§E7EE’J
S3URI R, ZEFERATIEN , FUEBSWERIN user input placeholders. 5l ,
EZE8FEMH s3I EBERZ SSURI MERRMRENE , FEEETIIREHEBM

L
{

"Classification": "core-site",
"Properties": {
"fs.s3.impl": "org.apache.hadoop.fs.s3a.S3AFileSystem",
"fs.AbstractFileSystem.s3.impl": "org.apache.hadoop.fs.s3a.S3A"
}
}
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EEMH S3A, B fs.file_scheme.impl {HREBMRES
org.apache.hadoop.fs.s3a.S3AFileSystem , ¥ #%
fs.AbstractFileSystem.file_scheme.impl BHRES
org.apache.hadoop.fs.s3a.S3A.

Bl | MRIEBIFIEE s3a://bucket/. .. , & fs.s3a.impl BHURES
org.apache.hadoop.fs.s3a.S3AFileSystem, ¥#% fs.AbstractFileSystem.s3a.impl
BHERES org.apache.hadoop.fs.s3a.S3A,

A B 5 Amazon S3 on Outposts 1 Amazon EMR ¥ A F9$55|
T3 EREREA MBI A EA Amazon EMR ## Amazon S3 on Outposts,

ES]

« BYFTABER

- BYNREESE
- HHRESIE

- ZEEH

BYFFAIECR

EE M F A Amazon S3 on Outposts B EMR B 281 , BAEEERIL IAM BERLUEZEXEEN
Amazon EC2 #{T{EREREE. BURSZEEBGFE S3 on Outposts FEUE Amazon Resource Name
(ARN) H9EF 7], NEHEIA S3 on Outposts B IAM BRI EFFMER , 552 S3 on Outposts
RE IAM,

THBREHIEREBUMMARFAAENGTT. BUBKRR , SEKEZZRANENT EMR £ THEE
REEA® , W the section called “BIFFREEE" —GPrR. EEFEALES , FULBEHE
SAEM user input placeholders,

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Resource": "arn:aws:s3-outposts:us-
west-2:111122223333:0outpost/op-0lac5d28a6a232904/accesspoint/access-point-name,
"Action": [

"s3-outposts:*"
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]

BUNREERE
EEEVFEA S3 on Outposts #1T Spark WEE | BFETEATER TSR,
B S3 on Outposts #1T Spark KIEE &

1. FB7E https://console.aws.amazon.com/elasticmapreduce/ BAR Amazon EMR £# 4,
2. EEAISEERTEEES.
3. BEEBRIURE,

4. &% Amazon EMR R | 55121 emr-7.0.0 SEFThR A,

5. #HEAENXEMN A FRIE Spark BBX, ARENLEQSERELNEMNEGXERAR
o

6. EERA Amazon S3 on Outposts , B ABRIHRERE,

BB RERRE

Xa

EEFATHEMERERE , FUAEECHWERNRR user input placeholders,

"Classification": "core-site",
"Properties": {
"fs.s3a.bucket.DOC-EXAMPLE-BUCKET.accesspoint.arn": "arn:aws:s3-outposts:us-
west-2:111122223333:outpost/op-0lac5d28a6a232904/accesspoint/access-point-name"

"fs.s3a.committer.name": "magic",
"fs.s3a.select.enabled": "false"
}
1,
{
"Classification": "hadoop-env",
"Configurations": [
{
"Classification": "export",

"Properties": {
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"JAVA_HOME": "/usr/lib/jvm/java-1l-amazon-corretto.x86_64"
}
}
1,
"Properties": {}
I
{
"Classification": "spark-env",
"Configurations": [
{
"Classification": "export",
"Properties": {
"JAVA_HOME": "/usr/lib/jvm/java-1l-amazon-corretto.x86_64"
}
}
1,
"Properties": {}
I
{
"Classification": "spark-defaults",
"Properties": {
"spark.executorEnv.JAVA_HOME": "/usr/lib/jvm/java-11-amazon-
corretto.x86_64",
"spark.sqgl.sources.fastS3PartitionDiscovery.enabled": "false"
}
}

7. TEEBEBRT |, EIE AWS Outposts MR FNERIMEE L (VPC) M F#8E%, % Outposts £HY
Amazon EMR BE¥#E A , 5526 (Amazon EMR BE#/&) Wz AWS Outposts EHJ EMR &
%,

8. HEAM Amazon EMR #Y EC2 $I{TEMERERERSP , BIFEEE TR 25T AT B IAM
y= R

9. BRERFHNBERTE K AREREBIUELR.

TR

TREHRA S3A HHRE | IR EEREAMA S3 on Outposts #EE Amazon EMR HE KR K EAHSH
EEWNE,
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25 FEEY S3 on Outposts Hy#%  5REA
E2E
-corretto
.X86_64
EZE2E1H

& 184 Amazon EMR EZ S3 on Outposts R FITEREE  FEZEBTHEE

« Amazon EMR 7.0.0 iR R E#ThR 24~ X & Amazon S3 on Outposts,

- IREE S3A EIEESTEEAS S3 on Outposts B2 Amazon EMR #&Eif#EH. R4& S3A EFE S3on
Outposts FEFITE EBFTENIIGE, T S3A BEEREREEN , FSBE ARGt

« Amazon S3 on Outposts X E H Amazon S3 ZE £ (SSE-S3) # &t Amazon EMR I @ iRES
Wi, MEFHMENR , 52 ”Bthe section called “ERINE"

« Amazon S3 on Outposts A% #FF S3A FileOutputCommitter #1TE A. £ S3 on Outposts
7 ETE £ # S3A FileOutputCommitter E AR EH T SI$EER : InvalidStorageClass: The storage
class you specified is not valid,

« Amazon EMR Serverless 5 Amazon EMR on EKS &3 # Amazon S3 on Outposts.

« Amazon EMR B# &/ EELZIZENEE Amazon S3 & , MAEULRKE S X FH1FEE S3 on
Outposts 7T H,

REEH 7B RE

S3 on Outposts EZ £ #11REL Outposts 2R F A G 2B IREER, RENEBER AWS EfF
BEFERNRRTR, EHRERTRFERNER, BB S3 on Outposts B 5 2 BB M IZER
B, O] LAREER — BUE B R 3R (REIEE Outposts F AWS [EiF 2 B K BRI E),

EI8I2H S3 on Outposts API 55K , RS LRSI RBNZEER, RE , XS FEAR
EE R RERTH R B S3 YW API 555K, S3 on Outposts LEIEFEAZEZRA 4A (SigV4A) HEEFER
B, R REFMREER ., RIS K FHFE S3 on Outposts lRIEARY Outposts £, EF
R S3 API Bk | RESUERSHREHBERE, RASEREUNE , METESHXEZRE
imEEM|MFEFE Outposts L,

R 5 o B FE R ERL API fR4s 2006-03-01 104



Amazon S3 on Outposts EREER

E Outpost E#RE| AWS EiFk , REVWARBAREREA 10 78, EEIRH S3 on Outposts API 53K
K, RASLEERS AN EMBEERE , UREREASZHIHVBE, MR Outpost B FENHELR AWS &
5, REWERHARES 12 N,

AREREN & 2 B EIRE

S3 on Outposts & B ERENEA SigV4A BEEEZHEBECE RN 7 RB|NREER ., WFEFHEFR ,
EZBAWS Identity and Access Management { fEA&EER) FHESE AWS API 555k, SigV4A &
BEE T IERIFRA AWS SDKs i {EH, EALLEIB AWS Common Runtime (CRT) 23\ B 9 #8145k
HBZEH,

BEEFERARAMRAERN AWS SDK , W REFHIRAH CRT, a0, EAILA#IT pip install
awscrt REVSERFTMRAK CRT (EF Boto3),

S3 on Outposts TEREUEA SigV4 BEEEZHRBZHERNE I BBNREER,
EafE SigV4A % B

BRI LAE A AWS CloudTrail B8R 2B 2 A SigV4A #E, WFE A S3 on Outposts X E
CloudTrail FYE¥MHERN , 2B AWS CloudTrail H§F5E5# S3 on Outposts,

E%%E CloudTrail 2# , &I LAFE CloudTrail HE5HY SignatureVersion M P EREFERNEES
Ko M SigV4A FEBMFEREAE SignatureVersion 584 AWS 4-ECDSA-P256-SHA256, £/
SigV4 #EBMFERE#E SignatureVersion i84 AWS 4-HMAC-SHA256,
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. AWS RS ID MIEREE, EEFIIEY Outposts REFHENYWHATEE , BXLEFATE

PERIES—E ARN %X,

ARN HipartitionfERIE WEHE AWS B, SE AVEE AWS 1kRF R —EsEIE. ATREX

ENDEIRE -

« aws - AWS [EF

+ aws-us-gov — AWS GovCloud (US) E

T3 BER S3 on Outposts ARN &=,

Amazon S3 on Outposts ARN

#1778 ARN

FHE ARN

Y4 ARN

ARN #&3%

arn:partition :s3-
outposts: region:
account_id :outpost
/ outpost_id /
bucket/bucket_name

arn:partition :s3-
outposts: region:
account_id :outpost

/ outpost_id /accesspo
int/ accesspoint_name

arn:partition :s3-
outposts: region:

account_id :outpost
/ outpost_id /

Lt

arn:aws:s3-outpo
sts: us-west-2

1123456789012
outpost/ op-0lacsd
28a6a232904 /
bucket/amzn-s3-demo-
bucketl

arn:aws:s3-outpo

sts: us-west-2
1123456789012

outpost/ op-0lac5d

28a6a232904 /accesspo

int/ access-point-

name

arn:aws:s3-outpo
sts: us-west-2
1123456789012 .
outpost/ op-0lacsd
28a6a232904 /

EHA R S3 on Outposts B ARN
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ERAEER

Amazon S3 on Outposts ARN

S3 on Outposts ZEV B ¥4
ARN (AR A

S3 on Outposts ARN

ARN #& 3%

bucket/bucket_name /
object/object_key

1S3-
outposts: region:

arn:partition

account_id :outpost
/ outpost_id /accesspo
int/ accesspoi
nt_name /
object/object_key

:s3-
outposts: region:

arn:partition

account_id :outpost
/ outpost_id

B AR S3 on Outposts K &I BLER

i 5

bucket/amzn-s3-demo-
bucketl /object/m
yobject

arn:aws:s3-outpo

sts: us-west-2
1123456789012

outpost/ op-0lacsd

28a6a232904 /accesspo

int/ access-point-

name/object/myobject

arn:aws:s3-outpo
sts: us-west-2
1123456789012
outpost/ op-0lacsd
28a6a232904

- B AWS tRF Z£5EAHK S3 on Outposts fEFETEBUR

Example

THRBEFETRBRMER AWS 1RF ZFEARIRE F¥# S3 on Outposts FEFITENFEE, EEFEALRE
FEREBGR , BUEBECNERRAR user input placeholders,

"Version":"2012-10-17",

"Id":"ExampleBucketPolicyl",

"Statement": [

{
"Sid":"statementl",
"Effect":"Allow",
"Principal":{
"AWS":"123456789012"

1,

"Action":"s3-outposts:*",

B S3 on Outposts Ky &5l BLER API fRZ 2006-03-01 110
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"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket"

}

Example : EAEAF T (*) TRAFHAEIBEY S3 on Outposts REFETEBE , URFIE4SGE IP #hat
EENFE

THRFETRERBRREABERFETERE (*) E aws:Sourcelp RE LRSI IEE IP it HEENEF
B, EEFALKRTFIRBEK K FBULBSHNERARNK user input placeholders,

"Version": "2012-10-17",
"Id": "ExampleBucketPolicy2",
"Statement": [
{
"Sid": "statementl",
"Effect": "Allow",
"Principal": { "AwS" : "*" 3},
"Action":"s3-outposts:*",
"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket",
"Condition" : {
"IpAddress" : {
"aws:Sourcelp": "192.0.2.0/24"
},
"NotIpAddress" : {
"aws:Sourcelp": "198.51.100.0/24"

}

B AR S3 on Outposts i BhHYEF AT

S3 on Outposts FE IAM F#EFMFTH , 2REE S3 on Outposts i B E1E,
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® Note

- HAFERAEFHEM IP thit 2 (ColP £E) FEEEMNGHS , B4 EEFRE ColP £E
£ IP # it AFFAT , IR RATR,

- ¥R FH S3 on Outposts By AR F AWS Resource Access Manager , iE£ A
REFNEAEELIELATRR LBEYECHNIRE., IREARFANERAEENEEE
BEMinE , AL ARSSET Outpost LB BHE W FilkE. WHEFHMEEN , F2Hthe
section called “3t A S3 on Outposts”s

T Z&#~E S3 on Outposts iwZHEEIAY IAM FF 7,

B IAM FF A

CreateEndpoint s3-outposts:CreateEndpoint
ec2:CreateNetworkInterface
ec2:DescribeNetworkInterfaces
ec2:DescribeVpcs
ec2:DescribeSecurityGroups
ec2:DescribeSubnets
ec2:CreateTags

iam:CreateServicelinkedRole

HRAEARNSHBELEEN IP hutERE
(ColP £[B) #FEEEMN IS , FEETIEAN
B o]

s3-outposts:CreateEndpoint
ec2:DescribeCoipPools

ec2:GetCoipPoolUsage
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BE IAM FF 7]
ec2:AllocateAddress

ec2:AssociateAddress
ec2:DescribeAddresses

ec2:DescribelocalGatewayRou
teTableVpcAssociations

DeleteEndpoint s3-outposts:DeleteEndpoint
ec2:DeleteNetworkInterface

ec2:DescribeNetworkInterfaces

HREAATBEEFHEEN IP iR
(ColP £[E) ZEEANIKE , EETHEINN
&l

s3-outposts:DeleteEndpoint
ec2:DisassociateAddress
ec2:DescribeAddresses
ec2:ReleaseAddress

ListEndpoints s3-outposts:ListEndpoints

® Note
BRI AEE 1AM BURF fE B IR B R E T

S3 on Outposts W RIGEL AR

S3 on Outposts A IAM fRIFEZARRKEEY —LRRER, NEFMAEHR ,
Amazon S3 on Outposts f# i RIGEFE A,

E
¢

ZEEHH
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S3 on Outposts A HYE Kl N %7

fikFEER , FTEFHXTE Amazon S3 on Outposts FHERHIIE A R RESm N EE Amazon S3 ZE N
Fi® (SSE-S3) #TNE, MEFMENA , F2E (Amazon S3 FAHEIERM) FRMEE Amazon S3
S &£ 8 (SSE-S3) Al RESim MR o

B LGEEM U FREMMZ SR (SSE-C) ERAMMKRRIRME, HEMEMA SSE-C , FiEEME R
AYH APl BRI —E70 . ARRRMBISNEWHER , FFWHFPRER. WEFHEEA ,
2% (Amazon S3 EAEER) PHNELE FRAMN SRER FARSFRMNE,

5

3

(@ Note

S3 on Outposts T X EFH AWS Key Management Service (AWS KMS) £i8 (SSE-KMS) Y
A AR ERIm N Z

AWS PrivateLink 1@ A S3 on Outposts

S3 on Outposts X #& AWS PrivateLink , I ZEEBEBAERE PN ARE , BEEEEH S3on
Outposts E 7N FE. MEFREERBSHERLEZIR (VPC) RHFAE IP bt , EMELRA
ERHE R 2R ML £ SRV Outposts M7 LB ITERIRIE, A AWS PrivateLink T EEFEALE IP
ok = R A R BR o

{5 AWS PrivateLink for Amazon S3 on Outposts , & 8] L fE E#FAE Eix (VPC) FMENTE VPC
una , BAFFER S3 on Outposts @7 ET 88 EIE Mim 2 B 3E APls, B EiBERFAE M (VPN) = AWS
Direct Connect , Bt ZBERE VPC AR ASBEINWEAREXNFENE VPC inE. BRI LIER 7
HUf# 1787 AWS PrivateLink B8 s 2 EE APIls AWS PrivateLink, FXEE ¥l {EHi# API #24E , 4l
GET. PUT f¥E{LIEY APIs, iELIRAEDEIB S3 on Outposts in B M FEVEAHRERL T &, MEEA
B, E2EEAR S3 on Outposts KA.

NEEEH AR EEERENE (ENI) RET , BERE VPC WFREDIERNIE IP i,
¥t S3 on Outposts T HIRHZFHWBERSEHEHEE AWS M LM S3 on Outposts 17 ETEE Mk
ZEIR APl, & T LLUER AWS Direct Connect 5, AWS Virtual Private Network () , #£REF 8B FE A
EXEFW VPC v R EHEAWS VPN, MEBBENAA VPC BRI B ERNFHEENR |, 72
B (AWS Direct Connect fEF &5/ ) M (AWS Site-to-Site VPN A EIEFE) -

N EHSEIER AWS MHBEEMIER A S3 on Outposts EIZETEMIHEEE APIsiaR AWS
PrivateLink , 0 F BT Ro

ERmE API fR4s 2006-03-01 114


https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
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CUEN AWS Cloud Customer premises
S —
AWS Outposts

Service link %

i S3 on Outposts
S3 on Outposts bucket AWS PrivateLink Interface VPC endpaint P!
management and for S3 on Outposts
endpoint management
APls

MEEBEN WS —MRER , FSE (AWS PrivateLinkigRE) FH N E VPC imE (AWS
PrivateLink ).

£ |

- ERERF

1ZEY S3 on Outposts 77 [ i 2

EATAEEEE DNS A5

% S3 on Outposts B3 VPC s BHBUER

% S3 on Outposts B EAFETEEURE VPC imHBUE

R B PR I

B #5%IB 17H S3 on Outposts fE1FErE iR B ETE APIs B AWS PrivateLink , @&/ VPC fR#l, 0
FHMER , F26 CAWS PrivateLink $8R3) #9771 [H i 24 5 14 A FR ) AR AWS PrivateLink Bt &,

5k, AWS PrivateLink A T 3IER :

- BPEREBZE (FIPS) B
+ S3 on Outposts E#HEE AP| , flan GET. PUT MBELIVYH APl R4E,
- #.F DNS

SERRERR API M7 2006-03-01 115


https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-limits-endpoints.html
https://aws.amazon.com/compliance/fips/
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17HY S3 on Outposts 97 H % 2

£ E#F A 7H S3 on Outposts fEFETEE MK B EE APIs AWS PrivateLink , S BEHENERARER
LMERIRE4SERN DNS 2, EEREVY N EIREE , AWS PrivateLink SEAMERE4EMN S3 on
Outposts £ : EBFME,

- [EiF DNS B - @ EM—1 VPC in® ID, BRFEFEBIAF AWS [EF, H vpce.amazonaws.com,
flan vpce-1a2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com,

- B DNS £ - I SMH—/ VPC in® ID, WARESE. RBHBIFF AWS EiF,
vpce.amazonaws.com , 5l vpce-1a2b3c4d-5e6f-us-east-1la.s3-outposts.us-
east-1.vpce.amazonaws.com. MRENEBAIERERTAESE , RITTSAEALRE, fln, &5
LS [E DNS & AR KR8 Lk bR (2 15 & B HE 8 AR A

/A Important

S3 on Outposts S E 22 HE DNS BiEfE MBS, S3 on Outposts T EFE DNS, &
U/ BREEEERE API FA --endpoint-url 28,

AWS CLI &34l

£/ --region M --endpoint-url S&iEiB S3 on Outposts N EHHFNFEAFrEEEERYEE
I AP,

Example : fEfim® URL 5ItH BF S3 25178 API (yfEFRTE

ET5EHFP |, R us-east-1, VPC 3 URL vpce-1a2b3c4d-5e6f.s3.us-
east-1.vpce.amazonaws.com RIRFE |D 111122223333 X ABENEN.

aws s3control list-regional-buckets --region us-east-1 --endpoint-url
https://vpce-1a2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com --account-
id 111122223333

AWS SDK &l

# SDK EFEHHRA , WERELRKN A FimfEAiHE URL , SL7FEX S3 on Outposts /T EH S3
=% API,

#2H S3 on Outposts 71 E#H 2 API hZs 2006-03-01 116
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SDK for Python (Boto3)
Example : A3 URL 77HL S3 #2#] AP

ETHEFF , B us-east-1 F VPC %3 URL vpce-1a2b3c4d-5e6f.s3-
outposts.us-east-1.vpce.amazonaws.com S BB ENER.

control_client = session.client(

service_name="'s3control’',

region_name="'us-east-1",
endpoint_url="https://vpce-la2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com'

)

WMEFMEERNR |, 7528 (Boto3 B ABIER) Y AWS PrivateLink for Amazon S3,

SDK for Java 2.x
Example : A% 2 URL 77HL S3 4] API

ETHIEH|F |, 3 VPC 33 URL vpce-1a2b3c4d-5e6f.s3-outposts.us-
east-1.vpce.amazonaws.com MEIF Region.US_EAST_1 R AEENER.

// control client
Region region = Region.US_EAST_1;
s3ControlClient = S3ControlClient.builder().region(region)

.endpointOverride(URI.create("https://vpce-1a2b3c4d-5e6f.s3-outposts.us-

east-1.vpce.amazonaws.com"))
.build()

WMEFEES , 20 BERAMN Java B9 AWS SDK APl 2t S3ControlClient,

BT EDEEE DNS #HRE

{5 s 245 7E DNS B BRFEN S3 on Outposts RFFEEEEIFEEE AP WM HIRER , BFH%
EHAEIERE DNS #7258, B LUEMA/AHE S3 on Outposts DNS #3E R E i HVFLAE IP ik |, 5K
fEAT IR BH45 TERY DNS B8,

£ S3 on Outposts 237 VPC i BB R

E#EA S3 on Outposts #IL VPC /rHiHE , 552E AWS PrivateLink 38R ME L VPC i H.

FEFHAEDERE DNS H5E API fR4s 2006-03-01 117


https://boto3.amazonaws.com/v1/documentation/api/latest/guide/s3-example-privatelink.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/s3control/S3ControlClient.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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%/ S3 on Outposts 2\ A FATBBEREE VPC un B BUR

AT DAt B BUCRIE 2 £ 425 S3 on Outposts 7EUERY VPC im B, R A LAEMA S3 on Outposts f#
FEFBBURM aws:sourceVpce &# , REEHIHEE VPC I M S ER BN EFE. BB VPC ik
FHBUR | BRI LAE 77BN S3 on Outposts R FITEERE AP ERIRHEE AP, EBRETFEEX A &
A AR HI7FEL S3 on Outposts EFETREE APl, Am , BEEMFEH aws:sourceVpce EEH S3
on Outposts H ¥ B ER FEL

S3 on Outposts WEFEEEEE F5IEH :

- RAHFHIEBEER AWS Identity and Access Management (IAM) £ 8,
- EASRIEEN S3 BHEEE,

C
- BN

m
%
&5
>
=
w

TH&EHHERTREBFITFERREFEEABEKR., WE VPC ERNFMENR |, 3
Network-to-VPC E#Fi2IE Amazon Virtual Private Cloud,

/A Important

- EERAXEARN VPC InHEHIBERR , AUESEEEBANESHRFIRNFR, &
[REIFEEITRBEIREE VPC iR ERNFEEITRE T , TRt HmeHEFIEN
EiR. MERBRUNMSELEENES  F2RENREFITBEBRAEZAN VPC 5 VPC ik
2 D, WEMABEBR , FRAUFIREEFE ? (VR XE AEP L),

s FATHEGRFIEERECN , FUBSEEHARMNEEETNR VPC %2 ID. FEI,
B EEERE TR

o MREBHBEREAFRIZE VPC imEi17FE S3 on Outposts fEFiTHE | ReeFRYZMHEE
FENEIEAFEIE K RAXTEABRTR2REEEN VPC iHEH,

3|
- il : BR$ITE VPC i ¥ ERFAT IR
- #if5l . 7£ S3 on Outposts EFATRRBERPIEL RIS E VPC imEFE
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https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/network-to-amazon-vpc-connectivity-options.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/welcome.html
https://aws.amazon.com/premiumsupport/knowledge-center/s3-regain-access/
https://aws.amazon.com/premiumsupport/knowledge-center/s3-regain-access/
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g6l : BREIGE VPC ImF S EREF TRV FEL

BAT LA S Um B BUR |, BABR I R1FEUEE S3 on Outposts &2 8T8, LT BEEA GetBucketPolicy B
ERNFEEERSIA example-outpost-bucket, HEEBFEREMBE , FHERAEHNERECEHI
B,

"Version": "2012-10-17",
"Id": "Policyl1415115909151",
"Statement": [

{ "Sid": "Access-to-specific-bucket-only",
"Principal”: {"AWS":"111122223333"},
"Action": "s3-outposts:GetBucketPolicy",
"Effect": "Allow",

"Resource": "arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outpost-
bucket"

}

#if5l : 7£ S3 on Outposts FEFATEBKEPIELRSFE VPC wEFE

LR S3 on Outposts @ FETBEBURIEREIR vpce-1a2b3c4d VPC inBTE example-outpost-
bucket f#TFEr#8 L77EX GetBucketPolicy.

aws:sourceVpce A SR ERE , BFAEE VPC % EERA Amazon Resource Name (ARN) , R
FEin¥ ID. BEECAEMEBX , FEASHERRREHSIE.

"Version": "2012-10-17",

"Id": "Policyl1415115909152",

"Statement": [

{

"Sid": "Deny-access-to-specific-VPCE",
"Principal": {"AWS":"111122223333"},
"Action": "s3-outposts:GetBucketPolicy",
"Effect": "Deny",
"Resource": "arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outpost-
bucket",

"Condition": {

EY VPC i M BUR R F TR BUER API fR7s 2006-03-01 119



Amazon S3 on Outposts EREER

"StringEquals": {"aws:sourceVpce": "vpce-1la2b3c4d"}

AWS Signature 38 4 X (SigV4) B0 RFBERTEHE LR

T F&REEREE AWS Signature £ 4 iR (SigV4) B 5 BRFEBENEG S8 , BB Amazon S3 on
Outposts /. EMEFIFBEED , BAILGTEELRMA , WEEERS 4 RBEBEFRBEFRE
BEIFITRETR. WREAIBEK , F2E EHE 4 REEEFHEBRASBN FEFIBBERED,
MFEMEA Signature 5 4 iREE B RHFMENR , F2H (Amazon Simple Storage Service APl 2
£) PHERFEFER (AWS Signature 5 4 kR )

HASR iR
s3-outpos S3 on Outposts X BREZETRN G DB H L. EERFEABREAS
ts:authType EGHRFAH L, B UEALTRGG S8, Hln , EaT LR R4

&8, EAFFHTTP Authorization ZEEAEBREDEIEH,
BNE

REST-HEADER

REST-QUERY-STRING

s3-outpos BEEERIFRPERNKEARE UEVAEN),
ts:signatur

eAge LR EERARELEE URL,

EEAREEEFD , EECBNERHREREX, Bt , FENE
BHRtERREREtR, MEFMEN , F52B (Amazon Simple Storage
Service APl &) iy "#HEFBREN L » BUUFEALERGERE—SR
FlIEEFER,

Zifl{& : 600000

% 4 IREBEF (Sigv4) BRI API fR4s 2006-03-01 120


https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html#signing-request-intro
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B R iR

s3-outposts:x- B FERALRGESBUTATERETFBPREBIRS,
amz-content-

<ha256 ERFEAE 4 IREBERFR |, $MY A Authorization EHEMEK ,

SEXFBHEPHIE x-amz-content-sha256 EHE , REEHES
EAMERE,

BN ERETRBGRPERALEG SR | EEEERABREEAHN LE
HHE,. flan

- ER/MEAT Authorization EEREBEBERELRZFBREN LE
BHH, MEFMENR , 528 Amazon Simple Storage Service APl £
EZhNEEEER T EREAR.

- ERERATELEESE URL BV EE, FELEE URL —F8 UNSIGNED_
PAYLOAD ., mEFMER , 552 B Amazon Simple Storage Service
API Z2EZhN S BBEB RN OBES .

BEH{E : UNSIGNED-PAYLOAD

EH%E 4 REEEFHEBRE BN RAFITRBBEREH
EEFEATHES , FUALESHWERARN user input placeholders,
Example : s3-outposts:signatureAge

T O EEEBEEIESL example-outpost-bucket F ¥4 EBI{EST S3 on Outposts TR E
URL &k (MR EECERB 10 782 X),

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Deny a presigned URL request if the signature is more than 10
minutes old",

"Effect": "Deny",
"Principal": {"AWS":"444455556666"},
"Action": "s3-outposts:*",

A% 4 IREBEFEBREZRNREEITERBERES API fz7s 2006-03-01 121


https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html#query-string-auth-v4-signing
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
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"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:0outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/object/

* 11
’

"Condition": {
"NumericGreaterThan": {"s3-outposts:signatureAge": 600000},
"StringEquals": {"s3-outposts:authType": "REST-QUERY-STRING"}

Example : s3-outposts:authType

3

THFEFERBRBREAFEA Authorization FEEUMBRBIENEMFER. ERAFRELEEE URL
REBSEDNEE  ARRALEE URL SEATHSHRREBRIBEEA. NWFEFHEA , F2EHE
{Amazon Simple Storage Service API 2E) iy "S0BFE L L -

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow only requests that use the Authorization header for
request authentication. Deny presigned URL requests.",
"Effect": "Deny",
"Principal": {"AWS":"111122223333"},
"Action": "s3-outposts:*",
"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/object/

LRl
"Condition": {
"StringNotEquals": {
"s3-outposts:authType": "REST-HEADER"

Example : s3-outposts:x-amz-content-sha256

THRETFERFESEETMEEAXBAEN LEEE |, SINFERFELESE URL W EE, NEHFA
B3 , 5528 Amazon Simple Storage Service API 2Z K 5 5 ERFEFERME 2B E 5%,

A% 4 IREBEFEBREZRNREEITERBERES API hz7s 2006-03-01 122


https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html#query-string-auth-v4-signing
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Deny uploads with unsigned payloads.",
"Effect": "Deny",
"Principal": {"AWS":"111122223333"},
"Action": "s3-outposts:*",
"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/object/

* 1
"Condition": {
"StringEquals": {
"s3-outposts:x-amz-content-sha256": "UNSIGNED-PAYLOAD"

}

AWS Amazon S3 on Outposts B Z & BXK

AWS SEBRZH AWS AWS ZERRBEUNEENBIBRELEATSERARGIRMITT , UESR
AR ARG A E, FHEANAE,

FARCIE , AWS RERRAEFTERTFTRECARFINSFEERTT , RAELFTAHAE AWS &
FfEM., RMI2BEEREARIEBNESFEERR , WEE-FRDFFT,

BREFEE AWS SEREPESZNHT, IR AWS EFH S AWS ERERPESWGTT , IEHE
ERREENTETES Y (FHAE. BEANAR )., AWS R EFHN BREBIHH AP RETAR
BERKEE , AWS RBEREEH AWS BEBUR,

WMEFMER , F2E (AM E£RERERE) P AWS ZEHE,

AWS ZEBEK : AWSS30nOutpostsServiceRolePolicy

EARIEERL AT AWSServiceRoleForS30n0utposts B—28% |, IBIEE B BB ER,

EEMBRUBERIEFT , 352/ AWSS30n0utpostsServiceRolePolicy,
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AWS ZE M S3 on Outposts EF
8 Bt BRAEBE 2R B MY B L 2 B LA S3 on Outposts AWS ZEBEREFHMFFMER.

g8y iR HEHA
S3 on Outposts #1187 S3 on Outposts ¥ T 2023 £10 A 3 H
AWSS30n0utpostsSer AWSS30n0utpostsSer
viceRolePolicy viceRolePolicy A
BRI ER A AWSServic
eRoleForSSOnOutpos
ts B— , Al B E TR
ﬁﬁﬂ%ﬁlﬁ\o

S3 on Outposts FIRIEHIEE  S3 on Outposts FIRIEHEH 2023 £ 10 A 3 H
AWS SEBENEE,

&% Amazon S3 on Outposts A REEL A

Amazon S3 on Outposts £ AWS Identity and Access Management (IAM) fRi5E#E A€, RIEER
AEREZERZ S3 on Outposts K —E4E% IAM BEEE, REKELABEH S3 on Outposts &
EER , LB EXBRBRREFWEM AWS REBFIEHAER T,

R EFE LB ZERE S3on Outposts ERAR S , ARETLFHIEBLEMNFFA. S3 on Outposts
SERHBBERZACGHTT , BRESEER , BAIRHE S3on Outposts AILBEHAR., ERMET
A SFEEEBERMFFAIER , BT UBCREENMEEM 1AM B,

BB ALERBRBHEEACHNMEEER , T EMER, itk 7REFE S3 on Outposts iR , BRE
FNOBBREFIERNET T,

NEXERBEEAGNHEM RENEF  F2H0 AWS RIBE AM BEER , Y ERBEELAER
FEXREARNE®. BEEEFERNE , IRAXBRBENREES S B,

S3 on Outposts BRI ERE A EFF A

S3 on Outposts & & AWSServiceRoleForS30nOutposts B RIEER A & 5K 17 B IS E IR FERE
Ro

AWSServiceRoleForS30nOutposts R EFZEABETTIRKEAEETAE
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ERAEER

* s3-outposts.amazonaws.com

£ A AWSS30n0utpostsServiceRolePolicy AT A ER LFF S3 on Outposts 5 EME IR

TR T FIEE

"Version
"Stateme

". "2012-10-17",
nt": [{

"Effect": "Allow",
"Action": [

ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
ec2:DescribeNetworkInterfaces",
"ec2:DescribeVpcs",
ec2:DescribeCoipPools",
"ec2:GetCoipPoolUsage",
ec2:DescribeAddresses",

"ec2:DescribelocalGatewayRouteTableVpcAssociations"

1,
"Resource": "*",
"Sid": "DescribeVpcResources"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

1,

"Sid": "CreateNetworkInterface"

"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [

"arn:aws:ec2:*:*:network-interface/*"

iF
"Condition": {
"StringEquals": {

S3 on Outposts K RIS ERE A BT

AP WA 2006-03-01 125



Amazon S3 on Outposts

ERAEER

"aws:RequestTag/CreatedBy": "S3 On Outposts"

}I

"Sid": "CreateTagsForCreateNetworkInterface"

"Effect": "Allow",

"Action": [
"ec2:AllocateAddress"

1,

"Resource": [
"arn:aws:ec2:*:*:ipv4pool-ec2/*"

1,

"Sid": "AllocateIpAddress"

"Effect": "Allow",
"Action": [

"ec2:AllocateAddress"
1,
"Resource": [

"arn:aws:ec2:*:*:elastic-ip/*"
1,
"Condition": {

"StringEquals": {

"aws:RequestTag/CreatedBy": "S3 On Outposts"”

},
"Sid": "CreateTagsForAllocateIpAddress"

"Effect": "Allow",

"Action": [
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DisassociateAddress",
"ec2:ReleaseAddress",
"ec2:AssociateAddress"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

S3 on Outposts K RIS ERE A BT
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"aws:ResourceTag/CreatedBy": "S3 On Outposts"
}
3,

"Sid": "ReleaseVpcResources"

"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": [
"CreateNetworkInterface",
"AllocateAddress"
1,
"aws:RequestTag/CreatedBy": [
"S3 On Outposts"
]
}
.
"Sid": "CreateTags"

ERAAREHT , IAM Bl (NAEG) THEY. REIMBREBERRE, NHFEEA
IAM {52 73 4 HE7E =R B FR A S A A9 5 5

A S3 on Outposts B REEFE B/

BREEFHEYT —ERKELAR, EEE AWS Management Console, AWS CLIZ AWS API #
37 S3 on Outposts im B #F , S3 on Outposts EAREIRGEZ A,

3
¢
an

EERRBRILEBEEEAR  CREEBXREY , fULERFHEAEEBEFENELAR, EREN
S3 on Outposts Ui 2EEF , S3 on Outposts EBR A EBEY R EEAE,

BT LAEA IAM £32 4 |, 2% S3 on Outposts EARGIREVT R EZA®, £ AWS CLI 5 AWS
APl & | FRAREBEETIs3-outposts.amazonaws. comfRIGERZ AR, MEFHMENR , F2HE
(AM EREER) P "TEURBEEAE,) . URERRLEBRBEEAS , EAUEALMERN
BFUBREIZAE,
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#m#8 S3 on Outposts W RIS EE A

S3 on Outposts RS FF&#mEE AWSServiceRoleForS30nQutposts REEEA R, SRHABNSE
BETFARE , DATRESETANERSEAG, AN, ZAFEA IAM RFESCHER, MEH
WEF , F2E TIAM EREER. NRERBESAE,

fHlB& S3 on Outposts K RIGELE A

EETBEARTERBESACHIIEDRE  RAZRERGRZAC, - , ERRIEREDE
BEHREENARERAER. AW EFDRERBRBESACCH , ELAXBRER.

(® Note

& S3on Outposts FRBELHEMMBRE R EEFEAXAE , MERTES A, FHIERE
4+ REGFEERMBRESARE,

fIBR AWSServiceRoleForS30nOutposts A& FF# S3 on Outposts &R

1. AWS RF 7B F kR S3 on Outposts s 5 AWS [EiF,
2. /A IAM RIBREEEEELE,

5/ IAM Ei#E & AWS CLI, = AWS API Rl BRAWSServiceRoleForS30n0utpostsfR#EE
EEE, NEHMET , 28 "AM £AEER. FHRBREKEEAE,

S3 on Outposts REEFACH T EESE

S3 on Outposts XEBEFTERERE AWS EBiF 1) PEARKEZEAE, WEFHEER ,
on Outposts [E i3 # i B

3
¥
8
J%
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B S3 on Outposts fE1FETEE

£ Amazon S3 on Outposts , &R LA#E AWS Outposts LB S3 EFTE | WHHEEAKER
., AEEREENENEENEARN  ERNBEERFHRAMNEERYIH. S3 on Outposts it
T FEEEE R S3 Outposts (OUTPOSTS) , Ef#H Amazon S3 APIs , BELUZE A BHEN AR EE
RERE LW ZEEBERMMFRES = AWS Outposts, &0 LAfE 12 ELE #3%EiB Virtual Private Cloud
(VPC) Hyum BEAR , BEEAH) Outpost FEFETRBETENRA. BT Amazon S3 EEFETE—& , 81
Outpost FZEri8 L] AFE A REM AP FThae , BIEFEBEE. MBEMERL. BULUEBR, AWS
Command Line Interface (AWS CLI) AWS Management Console. AWS SDKs = REST API £/ S3
on Outposts, MFEFME , FSE 112 Amazon S3 on Outposts ?

MEEEMILE Amazon S3 on Outposts fEFEFRAENFMEEN , FSETIEE,
&

- $H¥I8M S3 on Outposts fEFETEEE S3 MRAIEH

- BEIFMEE Amazon S3 on Outposts fEF TR £ miBERERE

« #E S3 on Outposts K ¥4

« £/ # /A S3 on Outposts AWS RAM

« f£F S3 on Outposts AWS FR¥E B9 E ftb

&H¥HERY S3 on Outposts EFETEEIE S3 A&

AR , S3 RAZFEEHENREEFTEBTRENHFNZETREAE, ERIMER S3 RAES , &
H. WHUNIERTE Outposts @ FATRR P AT RS EWH N & BIRA, S3 WA i# B SR B8
EREBENEREARRFER,

Amazon S3 on Outposts EFEFEE EE =BRAEFIAREE

« Unversioned (RIRA1EH) - i REEARERFIRB LBAREE S3 A2 H |, BIRRAKRRAE
#l , 3 B A EEEE{T S3 iRAEFIAREE, MF S3 RAEFHWFHMENR , FSHE "HEEMW S3on
Outposts #FITRREIE S3 IlRAEZEH. »

* Enabled (ERA) - $t¥REFEFRPOYHRA S3 mAEE ., rEFEERFFRNYHHESHRE
ME—BYRRAS ID. RUARRAZGE S FERREFABPYAMRE ID & null, MREEHHER
RIS BLE L (SR EAL) ¥4 , Bla0 PutObject , MY+ 2 EVEME—AIMRZ ID,
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* Suspended (2E %) - SHEFREITEBTOMHEF S3 RAES, IBERAZRFHEFRMEER
FRIENMAHSHESWREIRA ID null, MEFMEER , F268 (Amazon S3 ERAERER) THHEY
XTI E EERA R AT,

& &% S3 on Outposts RFETREA S3 IRAEH & |, REFFBKEELZBREAREARA
BEIAREE, TiB , WA ERAEES, NFE S3 MAREINFMENR , BB Te8H 488 S3on
Outposts #FITREIE S3 IRAEZEH. o

HRBEITFEBINESENYE  EBE—EE RN , UREEULLWEBFIRE, EERERBFERS ,
B R S AMmBHRAREAERENRKRECRFEIFEIMRANBEH, WEHMBENR , F2
BIZE M MEE Amazon S3 on Outposts fH1ZETEEHY 4 B B AHAE,

T 5 & IR EA an{a 5§ AWS Management Console 1 AWS Command Line Interface () 2REXFA =
1A S3 on Outposts FEFET A MRAIEHIAWS CLI, EEERY CRARAZEIR S3 fiFrE | &2
B 237 S3 on Outposts fEFZETE.

@ Note
BAURFIR AWS IRF W HEZREIR  SRE— T UHHERBEN . RETRESA
REEEME |, 70 Outpost, BE., FERMEMERHAEE. FRERECLEARFRHEFTEHR
M ERLE EiR (VPC) MEREBR , URHMPEER, WFEFHEEA , F2E8 "S3
on Outposts B o

£/ S3 x# A
fmEEfEFRTEEM S3 MRAMEHIRE

1. E A AWS Management Console IR RV https : /Amazon S3 £$## &, https:/
console.aws.amazon.com/s3/

EERIEEEEG | 22 Outposts buckets (Outposts FE1ZETEE),
BELEEHHEMA S3 iRAZEFIH Outposts REAFETE.

EEBEMRSIER.

£ Bucket Versioning (fERETBRAZEE) KT |, 1##F Edit (FRE).

BETIHES —EEERFEMFEITEA S3 IRAZHERTE !

o g A~ W b

- ZEEE S3 MRAEFWF LRI IR | 55212 Suspend (E1F).

EE S3 fRA R API hzZ 2006-03-01 130


https://docs.aws.amazon.com/AmazonS3/latest/userguide/AddingObjectstoVersionSuspendedBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/AddingObjectstoVersionSuspendedBuckets.html
https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/s3/

Amazon S3 on Outposts EREER

- FE/MA S3MAEHAEBFEENGNZERRER , FEE Enable (BLA).
7. 1##E Save changes (RREEE),

f£A AWS CLI

EEMR RASERARErEN S3 MAIEE AWS CLI, 55/ put-bucket-versioning®$ ,
MRHNEFIFTR. BEECRELES , BULRBESHWERARREE user input placeholder,

MEFHMER , F2HE (AWS CLI 82&) H# put-bucket-versioning,

Example : B S3 fxA<$z 4l

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --versioning-configuration Status=Enabled

Example : 1% S3 x4 #2245l

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --versioning-configuration Status=Suspended

B3I FEE Amazon S3 on Outposts FEFETE A £ BRI RE

BT LAGER S3 £ aniBH , B fE{t Amazon S3 on Outposts HREEFERE, SR BT AW EHRE
EMHEB R ABFRNRAGEELY MBI, BUUEY, A, FRAMBREMBERA,

WME S3 A BHHAEN |, 52 B AMEE Amazon S3 on Outposts 17 Br 82 /Y 4 aniE Hi4E
&,

(@ Note

BYRFER AWSIRF M AT MARE—AILEY., BA. FAKMBREGBEHRA
B9 o

EEAMEM S3 on Outposts FEFFREENEEEWIBHEAR 72

\\)ib

BT % ERE,
=
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- A EVNEEEWIEERA AWS Management Console
« EAEAR Java B AWS CLI 1 SDK 2 MEE £ diB HifHRE

A Z2IMNEE4 B A AWS Management Console

R LAE R S3 £ anBH |, &1E{t Amazon S3 on Outposts I FAE, BRI EN AamBERHRA
ENHZ R ABFTHMRARESLEYHIBE, BEY, BRA. EASMBREGBERZAL

WME S3 AmBHNMEN , B2 EUMEE Amazon S3 on Outposts #1782 /Y 4 fn B HA4E

1=
&

® Note

BUREFIRE AWSIRF (Y AT, MARM—AILEY., BA. FASMERERBEHRA
Eg o

EEMA BIFMEE S3 on Outposts MY 4 wiBE# Bl AWS Management Console , 582 B T 5E

o

W

ES- |

- BUARBEHRL
- BALGRBEHRA
- fmEELIEERA
o MBR4 dniE HA AR Al

By4amBRRA

1. & A AWS Management Console , 7 https : //Amazon S3 12 & B https:/
console.aws.amazon.com/s3/ S3 & &,

EERIEEEKS | 22 Outposts buckets (Outposts #1ZETE).
BELEAHBI LA mIBEIR AN Outposts FEZETHE.

#1F Management (B ) R5|1EH , REiRIZF Create lifecycle rule I £ B A,
# A Lifecycle rule name (£#BHHR BB E) WE,

£ Rule scope (R AIEE) T , BET Y HP —@EHE .

2
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7.

10.

- ZEREERF BB EETZRKRME , HEE Limit the scope of this rule using one or more filters

(EA—HZEHFRFEARFLRUNEE), AR HEFEEREE, RIBEBRIIH KD,

- EERRAERAZREETRPNMBEYNH , 55EIZE Apply to all objects in the bucket (B Zf#

FRrE PR,

£ Lifecycle rule actions (£ ariBHAR BIE{E) T , BET I H P —EEE .
- Expire current versions of objects (Z B BIARAMN Y4B H) - A B A RAEH N FEFZE

8 , S3 on Outposts EFTIEMIBRIELR , WKW HRE HIEB BTMRA. HRKREMR S3 RAEHIH
517878 | S3 on Outposts &K X MRS ¥4,

« Permanently delete noncurrent versions of objects (3K A B} IE B BIMRAHI ¥ 4F) - S3 on

Outposts &K AMERIE B BIARA 4.

« Delete expired object delete markers or incomplete multipart uploads (fl BRiB 28 47 4 M R 22

AT 2 B L) - S3 on Outposts &7k A MilBRE ¥ 4 MR EEFE HAR TR 20 B L&,

MREERAYHEBRES L ERRAWEE , Al LEZE Delete expired object delete
markers (1 BXiB HA 4 4 M BRAEEE), TR IEIEIE Expire current object versions (2 B BT RAHI )
HiBER) , %122 Delete expired object delete markers (M BRiB 2474 M BRIEER).

® Note
RNBERERG B LEMBRRLCMRTEAN D R EERBEER,

R ZEIE Expire current versions of objects (2 B BIRANH Y1418 HA) = Permanently delete
noncurrent versions of objects (K A MIBRIE B BIMRAEI M) , FFIRIBIFE BRI WHNFTEHR
5% TE A Al A5 B R 1o

IRIEIRIE T Delete expired object delete markers (IERIBEI YA MIBRIZESS) , B T EREAAEZH
BRI HA Y 44 M BRAESS |, 5IZHN Delete expired object delete markers (M BRi8 £ #144 MIBR1ESE)

£ Timeline Summary (REHFEE) T , RESNEMBEHREA , A%RERE Create rule (B R
),

R E e HR Al

EERARERRTErRESBHAR

1.

BRI https://console.aws.amazon.com/s3/ B9 Amazon S3 32 A,
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2.
3.
4.

EERIEEEEG | 22 Outposts buckets (Outposts FE1ZETEE),
BRELEZMARERAEE®BER AN Outposts E1FETHE,

i#1Z Management (BI2) &35 , KRR Lifecycle rule ((EaiBEIRA) T | BELERASRE
AR AL,

HH Action (B14E) , &8 Enable or disable rule (BRA=E AR ),

/

fmeEL oA AR A

o o b~ w0 DN

BRI https://console.aws.amazon.com/s3/ B9 Amazon S3 £ A,
EERIEEEKS | 22 Outposts buckets (Outposts #1ZETE).
BRELEAHFESDERE AN Outposts EFETEE,

#1F Management (B) R5| 8% , AR BIFLEHFED Lifecycle rule (EmEHAR A,
(ZF) E# Lifecycle rule name ((£aiBHIR B &) M{E.

£ Rule scope (FREIEE) T , REEHFEEE

- ZPEREERSBBEEZRME , 55 EZF Limit the scope of this rule using one or more filters
(EA—HZEEHEREREHLERINEE), AR, MEFEEHRRYE. RoIERIWHEKRDN,

- ZEEBRAERZERETBRNFTEYH , 552812 Apply to all objects in the bucket (B ZEf#
FEEPNFIEYH).

£ Lifecycle rule actions (£ aiBHAR AIEE) T , BET I H P —@EE .

- Expire current versions of objects (5 B BIMRAHN YI4F1BH) - BR ERAMRAEFIN R TR
#8 , S3 on Outposts EHTIEMBRERS , WS HREAIEEBIRAR. HRARMEH S3 RAEFHIH
f17ET 8 , S3 on Outposts B K A MBRE LW,

« Permanently delete noncurrent versions of objects (K A B IE B I ARAHI ¥ 4) - S3 on
Outposts &7k A MBRIE B BT RRAHY ¥4 o

- Delete expired object delete markers or incomplete multipart uploads (M BxiB 58 47 4 M BR A2 52
WARTER M 2 B E1E) - S3 on Outposts B 7k A MBRE E ¥ M R RFE R AR TR 20 B L&,

MREEERYNHEBRRRBRH LT BRRRNEE , BIEERZE Delete expired object delete
markers (Tt BRiBHA Y - MIBRIZEC), MR IZEIE Expire current object versions (3 B Bl AR AHIH)
HiBHA) , th#%5%184Z Delete expired object delete markers (M Bxif HA #7148 M BR A2 )
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® Note
RNBERERG B EEMBRRLCMRTEAN D R EERBEER,

8. MIRIEEE Expire current versions of objects (£ B BIMRASHI ¥ 4B HA) = Permanently delete
noncurrent versions of objects (kK A MBRIE B BIMRAK ¥I#F) , SBRIBISE B B W77 8B B 2R %
TE# RIS R R

9. MWRIEEET Delete expired object delete markers (BRI Hi ¥ - MIBRIERS) , B 7 BFREAEM
BB HA Y 4 M BRAEEC | F5IRHN Delete expired object delete markers (BRI 234 4 M BRAERE) o

10. igj% Save (ﬁﬁ)o

i BR 4 28 HA A5

1. BRI https://console.aws.amazon.com/s3/ B Amazon S3 £ A,
2. HEEREEEKD B Outposts buckets (Outposts FE1ZETEE),

3. EELEAHMBREWBERAA Outposts EFETE.
4

i#1E Management (BE) R5|1EH , RRTE Lifecycle rule (£amiBEIAR A |, BRIZBLZEMBRAVR
A,

5. iZiZ Delete (MER)o

FEAERAR Java B AWS CLI 1 SDK By MEE 4 A Ei4H R

IBATLAER S3 £ aniBH , BfE{t Amazon S3 on Outposts HREERE., SR LB AmEHRE
EYMHEB R ABFNRAGEELYHIBE., BUUEY, A, FRAMBREMBIERR,

WME S3 AmBHNFMEN |, B2 EYMEE Amazon S3 on Outposts #1782 1Y 4 an B HA4E

Lals,
BE
oS

s

o

(® Note

BYRFER AWSIRF M AT MARK-—AIEY., BA. #AKMBREGBEHRA
B9 o
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ZEZ A AWS Command Line Interface (AWS CLI) 1 23 FIEHE S3 on Outposts FE1EETEE Y 4 v
HA4ERE BRI Java B9 AWS SDK , 52 B T 54,

x5

- WEBLEmIBHERE

« HY18 S3 on Outposts 7 ETEE A 4 tnE HAAE A&

AWS CL

T5%] AWS CLI €6|&7E Outposts EFErl L MEA mBRAREE, LWBXREE , IEE288R
FH (myprefix) MEBRWYHEE 10 RRBH., BEEMALLES , FUAEECHEFARKESE

user input placeholder,

1. BEmBHARFRAGREE JSON BER, EHEHd , ERwmEH Llifecyclel. json,

{
"Rules": [
{
"ID": "id-1",
"Filter": {
"And": {
"Prefix": "myprefix",
"Tags": [
{
"Value": "mytagvaluel",
"Key": "mytagkeyl"
},
{
"Value": "mytagvalue2",
"Key": "mytagkey2"
}
1,
"ObjectSizeGreatexrThan": 1000,
"ObjectSizelessThan": 5000
}
1,

"Status": "Enabled",
"Expiration": {
"Days": 10
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2. 1K JSON HERUUMA put-bucket-lifecycle-configuration CLI S —3%. &
BEHTHGS , FUEHCNERARREE user input placeholder, ME M GHHHIELM
B , 5528 AWS CLI &% put-bucket-lifecycle-configuration,

aws s3control put-bucket-lifecycle-configuration --account-id 123456789012 --
bucket arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
bucket/example-outposts-bucket --lifecycle-configuration file://lifecyclel.json

SDK for Java

THERAR Java WHBEHSHISEmBRERMER Outpost EFATE L. ttAEmBERERE
EBE , MESSERTE (myprefix) NIEBNYHEE 10 REZRBH., ZSEEHLEH , F
IECHNETABRNREE user input placeholder., WEHMENR , 5528 Amazon Simple
Storage Service APl 2#& H /) PutBucketLifecycleConfiguration,

import com.amazonaws.services.s3control.model.*;

public void putBucketlLifecycleConfiguration(String bucketArn) {

new S3Tag().withKey("mytagkeyl").withValue("mytagkeyl");
new S3Tag().withKey("mytagkey2").withValue("mytagkey2");

S3Tag tagl
S3Tag tag2

LifecycleRuleFilter lifecycleRuleFilter = new LifecycleRuleFilter()
.withAnd(new LifecycleRuleAndOperator()
.withPrefix("myprefix'")
.withTags(tagl, tag2))
.withObjectSizeGreaterThan(1000)
.withObjectSizelessThan(5000);

LifecycleExpiration lifecycleExpiration = new LifecycleExpiration()
.withExpiredObjectDeleteMarker(false)
.withDays(10);

LifecycleRule lifecycleRule = new LifecycleRule()
.withStatus("Enabled")
.withFilter(lifecycleRuleFilter)
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.withExpiration(lifecycleExpiration)
withID("id-1");

LifecycleConfiguration lifecycleConfiguration = new LifecycleConfiguration()
.withRules(lifecycleRule);

PutBucketLifecycleConfigurationRequest reqPutBucketlLifecycle
PutBucketLifecycleConfigurationRequest()
.withAccountId(AccountId)
.withBucket(bucketArn)
.withLifecycleConfiguration(lifecycleConfiguration);

new

PutBucketLifecycleConfigurationResult respPutBucketlLifecycle
s3ControlClient.putBucketLifecycleConfiguration(reqPutBucketLifecycle);

System.out.printf("PutBucketLifecycleConfiguration Response: %s%n",
respPutBucketLifecycle.toString());

B8 S3 on Outposts A FETE A £ ariBHIERE
AWS CLI

T %I AWS CLI E4IE{S Outposts RERFREMVEMBHERE, EEFTUHGS  FUEEHCSHER
WAREME user input placeholder. MFU G THFMEN , F2H AWS CLI BEHH get-
bucket-lifecycle-configuration,

aws s3control get-bucket-lifecycle-configuration --account-id 123456789012 --bucket
arn:aws:s3-outposts:<your-region>:123456789012:outpost/op-0lac5d28a6a232904/
bucket/example-outposts-bucket

SDK for Java

THEMAR Java R EMHEHIENS Outpost REFETRMNAmBERERE, MEHMEAR ,
Amazon Simple Storage Service APl 2ZH i) GetBucketLifecycleConfigurations

T
W
B

import com.amazonaws.services.s3control.model.*;
public void getBucketlLifecycleConfiguration(String bucketArn) {

GetBucketLifecycleConfigurationRequest reqGetBucketLifecycle = new
GetBucketLifecycleConfigurationRequest()
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.withAccountId(AccountId)
.withBucket(bucketArn);

GetBucketLifecycleConfigurationResult respGetBucketLifecycle =
s3ControlClient.getBucketLifecycleConfiguration(reqGetBucketLifecycle);
System.out.printf("GetBucketLifecycleConfiguration Response: %s%n",

respGetBucketLifecycle.toString());

£ & S3 on Outposts K ¥4

BBk S3 B E BF AWS Outposts , AT ELFRE Amazon S3 on Outposts LA B EB1#E B A [E Outposts =
#81E Outpost LEFRTREZ B S3 ¥4, E A LAEA S3 Replication on Outposts , R HFE

) Outposts FRETRENIRFHEBERNZEELR , UBBFSEREEER, S3 Replication on
Outposts IR X EEHRBREER , URBIRFERHLAH, NRFERREAERFTERER , &7
LAfEF S3 Replication on Outposts REVREFMEFREERNYHER |, SINREWHELFRE. &
AR 1D,

S3 Replication on Outposts i EFAMNIEEMBA , LERRZRETEBANYHREARE, B0

£/ Amazon CloudWatch R EBEE , S EAEBMUTHEFEE. BEEHEE , UERKRREE
EFEFEFECENESLEE, EENEDE Y E FHALEME , Bt B4 Amazon EventBridge FXE 5
BUEBREEMHAMNEHN, WEE—STH A6 F28 EEEE,

*iE

« S3 Replication on Outposts KJZE K

- BERRAM?

- REETRBAM?

« S3 Replication on Outposts A EHLEIE R ?

- REEE

. THEE
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BERERE

S3 on Outposts LA XML WERFHEEHLE. TEEHEE XML ER+ , B LUHEE AWS Identity
and Access Management (IAM) &M —=Z@E#E A,

<ReplicationConfiguration>
<Role>IAM-role-ARN</Role>
<Rule>

</Rule>
<Rule>

</Rule>

</ReplicationConfiguration>

EREEBHEFT , S3 on Outposts FEEEEWH., BULUERAESHEFIEEN IAM AERKIKXF S3
on Outposts ¥ A, S3 on Outposts E&EZ IAM A& RREETYH. BLEEMENTTETF
IAM B REBEFTEERKES., WMFEEL S3 on Outposts FFAMEFAER , BSE 21 IAM Bf,

SHHTIRER , B EERAEDHE—ERA

- BRBRERMBNH.

- BREERVHTE, SERNDHEEERSE  UENYHTE, EUUESERGPEENGHS
BUR. R, WEMENES  LEIEZEARUNIH TE.

HREERTENYHTFE  TUEERERPHESRAA, ESERAUP , LTS EESEHREN
BEMAENIMGTFE, flan, BULREEREH tax/ 3 document/ RE|IBFENYH. EMFIE
—H BEEHMEMERIY , —EEE tax/ RIBFEEFERMS , 5 —MBIEE document/ 3R5|EF
Ho

3% S3 on Outposts ERAEMERT R KN FMENR , F2H (Amazon Simple Storage Service API
£#) HHReplicationConfiguration.

S3 Replication on Outposts Y& 3K
BEEERAT :

s
¢
g
o
&
a

- E i Outpost CIDR &iE 2% EEE5KR Outpost FHERS RAGAEEIN ., WEFMET
35 B S0 R4
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- RIREB M FEFITEESLEMA S3 RAEE, MERKEGINFMEERN , F20E TEHEHEMN S3
on Outposts EFETEBEE S3 lAEZEH -

« Amazon S3 on Outposts AEE(EFFA , TER B MHERREFZFIrREEEBNibFEFITE.
EEKREZFEVAERY —ERBEAE , #& GET M PUT FFAIZER#A S3 on Outposts,

1. BBV RBARCE , ELBEHRFRREFITEESR GET 510, URHENREEITEES PUT 5F
LB

2. EERYRFEA LA IR S3 on Outposts , BABLIREST , AR IAM B (FH
EHAE) #IT iam:CreateRole H iam:PassRole BifE, A% , AELIAM EBEIREA
1, ZEZ S3 on Outposts KIEBERE AR |, XH#& GET M PUT FFAIZERE S3 on Outposts
BB ENEEMNFUIBRRERGZAR, MEIEL S3 on Outposts FATHEFME |, 52
B 2T IAM A6, NEERYREAGHNFREN K F2REIREAE,

BEEABARM?

fkFE5% , S3 on Outposts EE B THIIER :

- EEHEERARCREMNYH.

o REREMGEERNYHPEER,. IFNAEPEERRERETERFYHNEEER , F2
BRI Outposts E#Y Amazon S3 A&k [EH B E B Ak e,

- MHER (MRAB).

MERBEHERHTE

MRERRBERFEEPRRYG  BERSHTTIEE

- MRHREH DELETE BFREKRIBEWHARA ID , Bl S3 on Outposts E#TiEMERZESZ. S3 on
Outposts B30T BRI M BRIZEES
- S3 on Outposts TR T &8 EMIERER.

- B2 , ATLSHBERERTAEFRBLAN. NBNAEEREESHAMNGRREROH
MET,  BSHER S3 TBA,

« WREIE DELETE BRPEEEMBRAY4HARZ ID , S3 on Outposts & 7K A Ml ER AR 7 BT B8 P AY
MR, T1B , TEEENHRFTRTERMER, ROUFER , Amazon S3 TEHE L RET
RrRE T MIBRAR B AV RRAS o 1T A AT B L B RE B BB M ER
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REERBAM?
fkFE5% , S3 on Outposts T EE B TF|EH :

- RERETRTHEMEETSRAUFMBLINIHER, i, ZEEREEE , HPREFITFBAER
R, MEFITE B 2REMNM, RE , RREHES —BESHERE  HhRFEFTE B 2RR , MER
EFi8 C 2Bk, EUBERT , MERRBFER B PSR HEFETE A PHWYHESR , AITEEE
ZREFETE Co

- RERETEFCEETETRENNYE, Fln  MRESFREETHETHNENRETITE
Al S3 on Outposts TEBXEBTELEWH.

- EEAEFEFTRMINZ S8 (SSE-C) ETRRSHMBZER T2,

- BEFITEERTFERNELR.

plan , MREBERRFFIR ENEGBERER  UEBAACHEERRRETR  SLBEY
TEEREENHFHEFE. LhRUTRRRAFRFIrERENLRFTES A TRNERE,
- AimBHIEEHTHEE,

pign , MRERERRFRFATE EBAEARERE , WEREZHEE , A S3 on Outposts &A1
M EYMBRER  EFEELRREREANLRFIE. MREEEKHRNEmERHER
EAERFRENGRFENR  FEEMERFTE LRARENEGBHRER, NFLaBHRER
MEBE  FSH "TEYNEE Amazon S3 on Outposts fEZ B £ mBERHEE, .

S3 Replication on Outposts RN EHLEIEE ?
S3 on Outposts BRIFX&E T3l S3 EE I

- S3 EBEREES (S3RTC), 7% & S3RTC , B4 S3 Replication on Outposts P RER
ERBAIEBEE (AERE) i, NEAEFRENHEBENR , 528 (AWS Outposts A EE
) PHERAEAKEIE,

- EARHEKIREN S3 BR.
HERR
® Note

BREERCIREFERRETRINYATESEBER. MIFER , Amazon S3
on Outposts TEERERYH. FEERLEEFTHEZEYNYY , BUEA
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CopyObject APl RIS HEERIERINFEFiITR. SRV  ELYHESERTE
RBHAERA "W YUY BEESHEKRERAZEEYH, NEERYHNFMENR K F2HE
{Amazon Simple Storage Service AP| 2% ) Ry £/ £ Amazon S3 on Outposts f#1FHT 58
hERYG BAR Java B AWS SDK # CopyObject,

= ERIA S3 Replication on Outposts , A8 B # BI#T18 2 RJR Outposts EFETiE. BERASEA
S3 on Outposts IKIEE AN EBENH. EERHRAP , BXERMUIUTERE

« XR Outposts EFETEEZHE — &4 E S3 on Outposts HEFEE YA ZELE Amazon
Resource Name (ARN) s FEUE A& . MHEFEAFRHENENFMHENR , F2BHEEMN S3on
Outposts FEEFE AR FEEELIE.

- BEEBNYH - B ER KR Outposts EFATFETHMAENH MM TR, EUEEEPR
HEVBBIR. —VSEVHEBRIWE | KEBF5.

fflan , MREKESTHRAUAREAEETEESREBIRA Tax/ W¥WH , Al S3 on Outposts &
BEEH Tax/docl = Tax/doc2 EL£BHAIYH. BEFEEEESE Legal/doc3 €|, MR
IR EFEUR -2 EZ% , 8] S3 on Outposts EEE B EMBEERSIBFENERNYH,

- B ## Outposts #FErH — {848 E S3 on Outposts EEWH I FEZETE ARN SEIRERE.

BOJLAEA REST API, AWS SDKs, AWS Command Line Interface (AWS CLI) 2 Amazon S3 %
BEeERFEESHA,

S3 on Outposts thigfit API BERZEREEERA, NEFHEE
Storage Service AP| 2Z T 5| x4 :

A , 528 Amazon Simple

» PutBucketReplication

» GetBucketReplication

» DeleteBucketReplication

*RE
- BUEERANEREYE
« B3I Outposts EHIEE R I
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B EE R R R R

e

o EFEEHHFEMN B B Outpost T8
« B IAM At

EAR B K SR B #93 Outpost F AR

BERCNERREZBAHEERIR Outpost EIAE| B W ith Outpost , 82478 5 8 ¥ 2% F 3RER EH
iR BULARFIEMNEREEREEEH (CIDR) HEEEERE —£, BNESYHFIE , BRFERTE
— IRULIELR

RIREAZENBEAHER R Outposts MBENFEEE | REERNELSHEEFMTE. HEHHNFEER
ANE (EEZEEBEALESER [VPCl] ¥H AWS Outposts) REFHEMN IP ( ANBBERTINES
WE P HiuEE [ColP £E] ).

$EB 1 SHHIR Outposts iwEi#Y CIDR £ E

2 B2 AR 17 B R A BR B IR i Rh A9 CIDR #E[E

1. &A AWS Management Console I BAR{LA https : //Amazon S3 E#2 &, https:/
console.aws.amazon.com/s3/

EERIEEEKS | 122 Outposts buckets (Outposts E1ZET ).

£ Outposts R FRIFRFED , BEELZETRENRFRRFITE,

iZ1E Outposts FEIH RS EE , AREHEERBERFRRFETEA Outposts FELE
i#Z Outposts Ui B,

BRETTER S PEANFHEEE D,

& AR 28R Outposts % B CIDR EE K 7 ZBUAR IR BRI FZEUER,

N o g & DN

% Outposts WEBIBER+ , HSBFIER,

- MRENERANE K FEREETH 6 PHEANEEREHBEKA (CIDR) E.

- MRENERATFHEEN P, BT TIEE
1. BEREFHEN IPv4 ERE , LERERERHALUERERD D,
2. BB AWS Outposts £# & |, #8114 https://console.aws.amazon.com/outposts/ : //o
3. EEEERY , BEEXAEBERRAR,
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4. EIE IR Outpost IR ERK B ID o

5. T MEAERD , BE ColP £EXRSIEE., BETAER ColP £E ID WEREIEBSS
e,
6. MK ColP £[E , BRNIR Outposts i HIEFE CIDR B , WELESE 6 hEMA,

SR 2 S B M Outposts im BhEY FHBEE ID 1 CIDR & E

HES R A FEURE R B A ithin R AY F#E5% ID M CIDR 88 , FE/LIR 1 FHHEREF
SB O IEERELEFIBE , EXF Outposts i BHEE A B ## Outposts imBh, ERE R
Outposts ¥ RGHY F#EE ID fH , AEHELSER 6 RER, HRE M Outposts irBHY CIDR B , LAE
FELER 5 PR,

$EB 3 SR Outpost HIZAKERTE ID
S MR Outpost I ASHERSE ID

1. BARX AWS Outposts £ A& , #1t A https://console.aws.amazon.com/outposts/ : //o
2. EEASEEERD , BELIKEIE,

3. EAMEEERL K SREZANEERIE Outpost B Outpost ID,

4. HBERR Outpost WAKEIE IDE , MEEDR 5 PEA.

MEAREEENFMEN , 528 (AWS Outposts FHEIER) HHAEREE,
S 4. S, B Outpost BIAEEREE ID

EESH B MM Outpost WAKRIE ID , FFERIE 3 FWHERB FL B , (ES3K B #ib Outpost BY
Outpost ID F BRI, EHE B ## Outpost FIAHEREE ID B , LMEESEE 6 hfEMA,

FSB5 FRERRIR Outpost FHEEEE B Kith Outpost F B HYEAR
IR Outpost FHEMELR Z B Y Outpost T #EE

1. A AWS Management Console , 3¢ 7E https : //https://console.aws.amazon.com/vpc/ FARK
VPC £ A,

2. EERAIBEEKT |, BIF Subnets (FHE).

3. HESFHHRP , MALEDSE 1 hATEREIZRIR Outposts imFHY F#8E% ID. BIFE/AN TR
ID B9 F R

4. HREMFHTEREE  FEEL T EENERARE,
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EEAFMBERARNEEL | BEHE , ARBEFERKH,

ERHAERYD , BERERH,

EENMT , MALRELR 2 hATIEI B #9ith Outposts iR HY CIDR #E,

FEBET , B Outpost XHERFE , AR ALEDSER 3 PR EIZRIR Outpost K AHERFIE ID,
i#1Z Save changes (2 E),

10. REBRHNMRERERF,

© © N o O

SR 6 BRENHEM Outpost FHEEE EI IR Outpost FHERE HIE AR

1. & A AWS Management Console , ¥ 7E https : //https://console.aws.amazon.com/vpc/ BRK
VPC £# 5,

2. EERAIBEEKRD , #EF Subnets (FHE).

ERBARYP , MABETSR 2 BT EI B M ith Outposts in AT F#EE% ID, ZEZEEGHRFFHER
ID By F#BE& .

WRIBGH TERIER | FEEL TERNBERE.
HEEFERMENEEL  REDE  ARBEFEEEE,

R BEET | RERERS.

HEEWT , BALESE 1 AR SIFR Outposts #8589 CIDR #E,

EEET , i#1F Outpost A#EREE , ABRWMABELE 4 AT EI B 893t Outpost BY A< B iE
ID,

9. 31##E Save changes (RREEE),
10. HEERBNMRERERD,

o

© N o o &

EE R B fithFEVEA CIDR MR EE v % , BABER I AWS Identity and Access Management
(IAM) Af,

B IAM A&

RIZFERL , PTE S3 on Outposts ER (RFETE. MHHEMEETFER) BANLE , BERBERESEST
AI1ZEEZE R, S3 on Outposts EEMR MR Outposts fEZErE BENMESTYWHNEFT, BRI E IAM
REAEYEENESHETEEHACURTELFI,

AEHRBEIBRERESVEHFITRE, ELHBFEMRIEMET IAM ACNZELSHRE, MEFAE
A, BESBE Outposts FHEBERE, ME IAM AENEFMAEN , B2 IAM FAEREETHN
IAM B,
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o UTEHBEREERR , B UEHRDH S3 on Outposts @I B T REZABHREEE.

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal":{
"Service":"s3-outposts.amazonaws.com"
b
"Action":"sts:AssumeRole"
}
]
}

s UTEHHBERFIBE , EUUEEFRTFAGHIRREBTESEZE, & S3 on Outposts &
AR , NEFEERBRPEENGT, EEEALBX , FUAEECHNERTN user
input placeholders. FERAAEHEE AR B i Outposts #Y Outpost ID , AR KIEF B
fyith Outposts REFTFBNREFIrREBNFTRMER,

"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"s3-outposts:GetObjectVersionForReplication",
"s3-outposts:GetObjectVersionTagging"

1,

"Resource": [
"arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/
bucket/SOURCE-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/
accesspoint/SOURCE-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
]
},

{
"Effect":"Allow",

"Action":[
"s3-outposts:ReplicateObject",
"s3-outposts:ReplicateDelete"

1,

"Resource": [
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"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-OUTPOST-ID/
bucket/DESTINATION-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-OUTPOST-ID/
accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
]
}

FREBERER T TIIEFENFTA :

+ s3-outposts:GetObjectVersionForReplication — ¥FFEYWHR FILEMEMFFT , AR
#F S3 on Outposts EN{5 B2 B ¥ 4 HH BB Y 45 E VI RS,

« s3-outposts:GetObjectVersionTagging — SOURCE-OUTPOSTS-BUCKET T8 (FRIR
FEZETER) Y LEEEERVEF T , HAFF S3 on Outposts BRNEE BN YHER, MEF
& , 552 B#1E S3 on Outposts FFETEEES. WR S3 on Outposts TEFELEFT , Al&
EEYH K BEF2EBEUHESR.

« s3-outposts:ReplicateObject EE s3-outposts:ReplicateDelete — DESTINATION-
OUTPOSTS-BUCKET f#77iTHe (AW REEFETR) PATEYH LELEENFTT , HAFF S3on
Outposts #¥1#F =R MIBREFCE E E B Wit Outposts FEFETE. MEMBRERNWEN , FSE M
BRIREHERENEE,

(® Note

« DESTINATION-OUTPOSTS-BUCKET fi7iTH#8 (B Mt FEFETHE) L s3-
outposts:ReplicateObject BIFHNFF T AFERMHER, Hit , EFFEH
% F s3-outposts:ReplicateTags EERIEF T,

- HRBIRFEE , B Outposts EFIFBNHEEELRAEMERTFIBER , UK
T ¥f DESTINATION-OUTPOSTS-BUCKET B9 s3-outposts:ReplicateObject &
YERF T, s3-outposts:ReplicateObject EfER S3 on Outposts A&HIHF ¥4
EHES T B /9 Outposts 17T

2% S3 on Outposts EFRYFE , 752 S3 on Outposts EZEKI E)1F,

/A Important
AWS 1RF B8 IAM B0 HEEERT IAM A& 2 BEMNTI,
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flan , BRE%RIR Outposts EEFETHBE S — @ AWS IRFFTEERE NI, WHNEEEX
AEBRBITIRBBERNFEIMER , HERT AWS IRF #E IAM BENXEHRFT, &

Al , S3 on Outposts FELZFEELYH , MEBMHFNER KB,
LERARWFTEERESHEHER, NRSREMEENNESHERE | AIAEBENFTT
& F#4 S3 on Outposts,

E 3R A B 893 Outposts AT E TR HRKRTFFH AWS 1RF

E R B ik Outposts REFITRRTBAERIRSE , Atk Outposts REFITBNEEELAEN
Bt FAFETROFEETBANTIREER, ELBERMSEE IR Outposts EEFTFEA IAM REAEH
BEERTHTEEHENTT , WRATHBEREFRMER , ERRET , BRI AR, EELBEREHH
R, DESTINATION-OUTPOSTS-BUCKET 2 BT, EEMMAELBXRES , FUEECH
B user input placeholders,

MREBEFHEL IAMREAE , FEAGKKERES role/service-role/ , 1T 5| BEKE FHIFT
To MEHMMET , F2E (AM FHEEE) 9K IAM ARN,

{
"Version":"2012-10-17",
"Id":"PolicyForDestinationBucket",
"Statement": [
{
"Sid":"Permissions on objects",
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam: :SourceBucket-account-ID:role/service-role/source-
account-IAM-role"

1,

"Action": [
"s3-outposts:ReplicateDelete",
"s3-outposts:ReplicateObject"

1,

"Resource": [
"arn:aws:s3-outposts:region:DestinationBucket-account-
ID:outpost/DESTINATION-OUTPOST-ID/bucket/DESTINATION-OUTPOSTS-BUCKET/object/*"
]
}
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{
"Version":"2012-10-17",
"Id":"PolicyForDestinationAccessPoint",
"Statement": [
{
"Sid":"Permissions on objects",
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :SourceBucket-account-ID:role/service-role/source-
account-IAM-role"

I

"Action": [
"s3-outposts:ReplicateDelete",
"s3-outposts:ReplicateObject"

1,

"Resource" :[

"arn:aws:s3-outposts:region:DestinationBucket-account-
ID:outpost/DESTINATION-OUTPOST-ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/
object/*"

]
}

@ Note
MR RIR Outposts EFETRAPNYHEZFRL , FEETINER :
MR RIR Outposts FEFATEIEE EH s3-outposts:GetObjectVersionTagging B s3-
outposts:ReplicateTags BIfERIFF A#RF S3 on Outposts REBEVHER (EiB IAM A
) , Amazon S3 RERYH —EBETER. UF IAM ACNER , BF28E Ei1 1AM B,

#1317 Outposts EHEE# A

S3 Replication on Outposts REHEH T ERFTEBNNHBEEIERTEE AWS Outposts, HES
#& 3R Outposts RFEFEPHE LN HNYHEHRERE B B Outposts RFETE. WFFHHAE
A, FSBEE S3 on Outposts ¥4,
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® Note

TEREERELBRAZAIMEFERNRIR Outposts REFITFBTHNYH. BAFER , S3

on Outposts TEEBPEBYH., EEESTHLHEERHECHEINYH , BAFER
CopyObject API RELISEBRIERNFE IR, SRV  SEYHEERTE
Bh@ERAE TH. U4 BESHEEKSERETEEYH. NEERYGNFEEET | F28
{Amazon Simple Storage Service API 2% ) 1 £/ £ Amazon S3 on Outposts & FHETEE
FERYH BRARM Java B AWS SDK #1 CopyObject,

REEER , 25EERAIFEZERIR Outposts fEFETR. EERAUISEZEE TR IR Outposts
REERYG  UREREESYHMN B M Outposts FEITE, BUUEBRIFER | UEENSER
ZWER. —HZEYHER. IMEHA , EERFITBTNMEYH , S —Bo0YW4. BN
Outposts #1777 #8 AI LATEEERIR Outposts EZETE MR Outpost A , A LAZEFRFHI Outpost H,

¥17 S3 on Outposts BEHR A , LAER BFIRMHIR Outposts /17T AYFELE Amazon Resource
Name (ARN) F1 E #9#: Outposts fFEFETEHNFEE ARN , MA2REHM B #91t Outposts FEFETE S
o

MREIEEEMBRA YRR ID , S3 on Outposts €1 ER3RIR Outposts EFETEE P ERAS, B
&1 B Wi Outposts FEFETEE A HEITMIBR. MAFER , © T2 E Wi Outposts 17 ET#E A MHIBR
R EERRA, 1T A TIBy 1L E B 2 EE MR

ESRERRAFEE Outposts EFATRE , MRRERALRR , BRAUVELEREE 2R MELERE,

LR |, BEERERIRE B Wit Outposts #F AT A Outposts BF— AWS IRFF#ER W

BB, BHEFEH Amazon S3 £##A. AWS Command Line Interface (AWS CLI) #1 @A KA Java B9

AWS SDK BV £ sBRA .NET B9 AWS SDK, MZEBEIRF S3 on Outposts FFIJHIMHBEE , 528
= RRA B By itk Outposts R EFIFEHTRE HERKR FITY AWS IRF,

ATERTE S3 on Outposts BHMAIM LRIEH | FBM BIEEE AN EREE.

£/ S3 A

E B #93# Amazon S3 on Outposts 17 BT B8 23R Outposts fE1ZET B R AR/ Outpost BF | FEHKER
BESRREEERA,

W5 B #9ith Outposts FE1FET B 1E B IR Outposts REFEFETREMNIRS B | BABKFHEZITEIK
KM ZE B M Outposts fEFETEE , LUEE S B Vit Outposts REFITBE A W4T TR FRIR
Outposts R FEITRBIRFH#HEE,
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BYERHRA

1.

E A AWS Management Console , Y7E https : //Amazon S3 & : //https : /hitps://
console.aws.amazon.com/s3/.microsoft.com,

£ Outposts FArBBEESR , RELEFABMARRRFIEBNFEFIrE8E2E,
BEEERSER , O TEDEERRAUER , AREFERUEFTHRA,

HRERRIERE K BARAUER , URZRERILRA., LEBAXE  BERETBAXEAR
HE_EI‘JO

EMRET , AREEZECHA. ERARIELRFEZERELAER, NRFEREE/MAL
RA FEECFEA.

EERIEFT , IRBERAUEE , AIRANERIEFESREEEANSAR. EYHISEZE

BERBRAMNEE AR , S3 on Outposts EfEAELE LIEFERERER, KEKR , HRASG
REBEIEFHEEERIERE, #FEE , BRIEFES.

EEEFRANEBRIEF K FEREFRAUE  #RERKRUBFETERERNELHE, BEDE  RE
BEREELIERF.

ERFREITRZT , R TIRBATARRERTHR

- FEERRARENTRE  FEEEAERETRTNRBEYH.

- EERFERERGEEAEERNE  FEEER —SSEGERGERILRINEE, &0
et FERER,

- EEEREAHRETFENRAENNG  BEFETNARTAATE. ERAFEEEFRGURS
ERABUMEEFE (BIW |, pictures) BAENFAEDH.

MELMANFTERERRER , BX4AFERH / (ERR) EAREZE—E=FT (Hl
|, pictures/).

- FEEREE—(ESZEMERYHERNIIEYNHY  FERENEER K AREAR P AR/
BY, EEMES —EXR5|IEK K FEELER , . UENHEBNFHRER  F2HE g
S3 on Outposts fEFETENER.

#HZEFH S3 on Outposts RFREFATRUETER , FERRFHMBB T ERERERRME
RrRERYEELR.

EENT , BFEEE S3 on Outposts EHFEEYH4HY B Bith Outposts R FETEHNFEE
ARN, B Outposts #FETE8 AT L AWS 1R F EB23RIE Outposts EFEFREMNRHER TR
B
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10.

11.

12.

R B Wi A FET U EBERIR Outposts REFFRTRMIRS P , BXERRFFIRBBENEE
B itk Outposts EFETEE , LUSEE H K Outposts fE1ZETBE R Y HHAYRF AT 3R F 3R Outposts

RETRIRFEEE. UEFHEF  FSEERFEHNE M Outposts FEFITERATE #HERFR
FEFH AWS IRE,

(® Note

SRR B Wk Outposts 7 ATEE L RUAMRAZES | B2 QSR RAE BB
BEAS. EFMRG  UEREIE LRARAES,

2% 7€ S3 on Outposts ATEFEHY AWS Identity and Access Management (IAM) BRI &€ |, LIRE
REEMH

BERE IAM AG |, FEIAMBET , 3T R EP—EEFE :

« BHEE S3on Outposts BEMNERERBEYFTHN IAM A€ , FREERRAN IAM &
B LARERERUFAC, ELRERIR RRSANTSPMBEERIFER A3 Outposts /77
RPRERY IAM BEELENER., EREEZERLFTAC,

- BETLEZERARE IAM At NREEMWR , ML EREZLEETFFART S3on

Outposts A E, MRILABRKENERRAIRT S3 on Outposts BHMFFA , AIEEE X
B

ELERERGAG , FEENERE IAM AGHRE  RABRTHANERPREEAR, 7
LUEZBE A IAM B ARN , REZBE A IAM &&1 Amazon Resource Name (ARN),

/A Important

EEFIBEEHRAZE S3 on Outposts fEFETEERF , 4E#HE iam:CreateRole M
iam:PassRole 557 , F e B MESER T S3 on Outposts BEFFAI IAM A, WFE
FEF , EF2E (AM EAEER) PRTEAESAGEESE AWS BB,

fik785% , Outposts REFITRBPHIAMEWHEHESMNE, WMFE S3 on Outposts INFHWEFHMER , FS
B¥ S3 on Outposts FHIE R INZ, REFEA Amazon S3 BIE &K ARSI INER (SSE-S3) #1T
BB HEFTMUAES, TZEMEH AWS Key Management Service (AWS KMS) < 8 &9 7 IR
2RI INE (SSE-KMS) S EAKBEFREMZE MM FREFIHINE (SSE-C) E/TMZEN W H4HE
B

REEBRAUNBRER  AEERMA T HBERESR :
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. MELEEEHEEERETERA S3 on Outposts EBIE | FEMETIE, NENEET &
SHERERLEERERE,

- MREHREEREZHBPEAMBRELESR , 5512E Delete marker replication (fflBr#E52E
B). MEFHEN K B2EMNGRREEEENTE,

- MREBEEHERFIMONFEERNSEESOREYH , FREENMEUES. MEFHMENR ,
=2 RBA Outposts EH) Amazon S3 4 & th[E 5 iRV 48 B AREE,

13. BEEEAK , FEERMARA,

RERAZE  DAME, RO, FARMRRN, EEEEM , HHE5R Ouposts HEFBNE
BREEE  OTEDEARRAES BBCORY  KOBBRERN.

/8 AWS CLI

B 212 R B /Y3t Outposts EFETERMAHRE HBKER AWS CLI REEERE AWSIRF |, FHIT T
B E

- B RIREEE Kb Outposts FEFETHE

- TEW1E 7 AT RE L BUA MR &,

« B IAM & | ##F S3 on Outposts EBEYHHIFFT,

- BEEHRBHIEZERIR Outposts EFETEE,

& DURIE ABR B R o
FEHRJRAM B Bt Outposts fEFATEEHMEE HMARREER AWS tRF

1. FRE AWS CLIFNERRIAIE, EHEMF K RAEABRERRE acctA. NERTERIBRIBEN
HHEAEF , 5528 (AWS Command Line Interface fEAE ) P EZERE,

/A Important

ARLEEENEREXEELENTTT. fln, B EREHREPIEE S3on
Outposts AT LABER IAM fRIEA R, REEEMANERIESR iam: CreateRole

M iam:PassRole FFAIBRFF ATETULERE ., MEFMER , F20H (IAM FREE
B (PEFFEAEKAGEEE AWS RENF. IREEHAEEERIBELESH
g EREREREEHITIIE TN L ERT,
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2.

3.

4.

B source REFBIYHTCRBARAES, T% create-bucket W HBEEXERT HEE
T L) (us-east-1) BEHREY SOURCE-OUTPOSTS-BUCKET fE1ZETEE, ZEFANGS | 5
LEECHERAR user input placeholders,

aws s3control create-bucket --bucket SOURCE-OUTPOSTS-BUCKET --outpost-id SOURCE-
OUTPOST-ID --profile acctA --region us-east-1

T % put-bucket-versioning &5 BUA SOURCE-OUTPOSTS-BUCKET 12 BT 88 L I kA< 12
#l, EEFALSS , FBAEBSHWERRK user input placeholders,

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/bucket/SOURCE-OUTPOSTS-
BUCKET --versioning-configuration Status=Enabled --profile acctA

B destination REFBAHECAMAEZES, T3 create-bucket WS BEXE AN
(RERE) (us-west-2) BB DESTINATION-OUTPOSTS-BUCKET fEETEE, EEMFEALL
e, BUBECHWERAEN user input placeholders,

(® Note

& ZERRANE K3 Outposts RFETRRMUNMERE BREERER AWS IRF |, FFEMME
BN ERRER. LEHFEM acctA. BEERFIFEATE BHEFAEERER AWS
RF , FABERETBEETRNRER,

aws s3control create-bucket --bucket DESTINATION-OUTPOSTS-BUCKET --create-bucket-
configuration LocationConstraint=us-west-2 --outpost-id DESTINATION-OUTPOST-ID --
profile acctA --region us-west-2

T % put-bucket-versioning a5 DESTINATION-OUTPOSTS-BUCKET f@#17ETE8 LHVAR
wiEdl, EEFALSS , FUAELECWERRR user input placeholders,

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/DESTINATION-OUTPOST-ID/bucket/DESTINATION-
OUTPOSTS-BUCKET --versioning-configuration Status=Enabled --profile acctA

By IAMREAE, BREESHEEY S REACHIBZE SOURCE-OUTPOSTS-BUCKET
12T, S3 on Outposts MEBRTLABUREEEYH, B IAM ACEEMESER
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a. BYIAMBE,

. HBHEHTIEEHX  UKeRFEAMEKBBEHRTEMA s3-on-outposts-
role-trust-policy.json MHERER, LLBERER T S3 on Outposts AR E BIEEX
R A EREFT.

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":"s3-outposts.amazonaws.com"
},
"Action":"sts:AssumeRole"
}

}

i. BITTY GHUBRIAG, UWEBSHWERARN user input placeholders,

aws iam create-role --role-name replicationRole --assume-role-policy-
document file://s3-on-outposts-role-trust-policy.json --profile acctA

b. BFFAHRREZIRBEAE,

i. BHRTIFUABE , UK CREEAMEMBITBEHEPEAH s3-on-outposts-
role-permissions-policy.json R, WEKRER FEE S3 on Outposts f#
FETREYMHBENT.,. EEFALBE  FUAELECSHERRN user input

placeholders,

"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"s3-outposts:GetObjectVersionForReplication",
"s3-outposts:GetObjectVersionTagging"

1,

"Resource":[
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"arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-
OUTPOST-ID/bucket/SOURCE-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-
OUTPOST-ID/accesspoint/SOURCE-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
]
1,

{
"Effect":"Allow",

"Action": [
"s3-outposts:ReplicateObject",
"s3-outposts:ReplicateDelete"

1,
"Resource": [
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-
OUTPOST-ID/bucket/DESTINATION-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-
OUTPOST-ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"

]

i. FTTHGTUEYEE , Y CEREAG, UWEECHWERARN user input

placeholders,

aws iam put-role-policy --role-name replicationRole --policy-
document file://s3-on-outposts-role-permissions-policy.json --policy-
name replicationRolePolicy --profile acctA

5. ESHREHRIEZE SOURCE-OUTPOSTS-BUCKET 10T,

a. M S3 on Outposts APl FE XML EXHEEHRE , B8 AWS CLI FEELL JSON BXIEE
BEEERE, £ T5 JSON FELEKAMEETH replication. json BRF, HEF
ALtise  BULBSHERARR user input placeholders,

{
"Role": "IAM-role-ARN",
"Rules": [
{

"Status": "Enabled",

"Priority": 1,

"DeleteMarkerReplication": { "Status": "Disabled" },
"Filter" : { "Prefix": "Tax"},
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"Destination": {
"Bucket":
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-OUTPOST -
ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT"

}
}
]
}

b. #{TT% put-bucket-replication ¥ , BEEHREHIEEEMRKIR Outposts HEET
B, FEFALSS , BUALBEHNEARN user input placeholders,

aws s3control put-bucket-replication --account-id 123456789012 --
bucket arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-QUTPOST-
ID/bucket/SOURCE-OUTPOSTS-BUCKET --replication-configuration file://
replication.json --profile acctA

c. fEM get-bucket-replication i HREMERHE, FEFALSTS , FULECHE
SAEMR user input placeholders,

aws s3control get-bucket-replication --account-id 123456789012 --bucket
arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/
bucket/SOURCE-OUTPOSTS-BUCKET --profile acctA

6. 7E Amazon S3 XA HRIFHNLTE :
a. EA AWS Management Console Y BARE{Z A https : //Amazon S3 £ A&, https://
console.aws.amazon.com/s3/
b. £ SOURCE-OUTPOSTS-BUCKET {#Zirrh K BY A Tax WERK,

c. HEEHIYHEIBE SOURCE-OUTPOSTS-BUCKET 1288 M Tax EE &,
d. 7E DESTINATION-OUTPOSTS-BUCKET f#1FErBEhERE T HE1E ;

« S3 on Outposts EEBE W4,

(® Note

S3 on Outposts EHWHFIEN FEREDRRYGE XN, IFENAEETERIRE
HVAEBAEEA , FF2 B BSERREEH.

- EYHBRHERD K EERECREAER (KGLEBAEETH).
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BEER

AE R S3 on Outposts FA] A b FAEREE R, MAHEEBRE , IR NAEHHFRESR.
NERODERHAENET , FSHR REES.

e
- EREREEEREE
SESREEA
- BEHREER
& Outposts E#Y S3 EEFH EventBridge

ERHERSEREREE

Outposts £H) S EERM T ESHETEERANFHEE, EBERBEEENMTH,. BRI
ENEXRE B8 5 2ENEEER , EREEEE., BH A LERE Amazon EventBridge HA
BWEERBUBEA | 5B R AT MR E,

FRAEEEZE®R |, Outposts LA S3 BEE# T 5IIEE & #ZE Amazon CloudWatch :

- HERRNUTE — HHEENERRA , BERRNYHALTABE.
- ERIEE — HHEENERRA  EFENRFTFBVARRRFTEEZ2INYVEALR.
- MERRHNAER - HHEENERARA , HERRNERRE. FRESUWH. MRESHER.

(® Note

Outposts £#Y S3 B EIEZEMNETE H X CloudWatch BETI5ZEME, MEFHMENR
CloudWatch E1&,

, B2 H

ﬂl
\\\

WMERBREENA

BEEMRET 5B EH B E R Amazon S3 on Outposts 5 2 ¥4 #Y B BiAREE, HRMHNE B RER
2{& [0 PENDING, COMPLETED = FAILED, #EANEBE RS SEE REPLICA,
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BERRERT

EEED , B —ERERBTFER , BUUEH LEEEEE S3 on Outposts EE WY B i REF
BTEE, ERMELREFITERERYH (£ GetObject) MHFHLE R (£ HeadObject) B , S3
on Outposts B7EE FEFEE x-amz-replication-status ZHE , MFFAIR :

- ERRRRRETERFBRYM4E  IRFBRPHYHFEEBER , S3 on Outposts BIEEH x-

amz-replication-status &,

Bl | BREREEESHREDIEEWH IR TaxDocs , & H S3 on Outposts EBEEE BB BAIK
TaxDocs ¥k, RASEELLEBEERLESREBER (B0 TaxDocs/documentl. pdf) Ky
ERY4, SHEFLSBABAIBNVYHEER , S3 on Outposts B{EEl x-amz-replication-
status B8 , URRKRYHEFMREN THIE+ —{EE : PENDING, COMPLETED 2 FAILED,

(® Note

EYVHEBEL LETYHEBRLR , AIRELIERER, ZXEBRLEYH, HRBRDE
EACH ISR TFIRBAUTSREE , M SEERK FAILED A8, BAERMERR | fl,

MRFFETE I Outpost |EFH , ERAMRBFIFEIK FAILED , EE€R¥F PENDING, &
RIRELR EARRE | S3 on Outposts SHEE B E LYK,

- BEERRENMFEFITRBRYER , MREFRPHYHR S3 on Outposts EIUKEZ , S3 on
Outposts EEEI{E A REPLICA B x-amz-replication-status &8,

(® Note

EREMAERHRERFIEPRERDG <8 , CEXTREVHNERRE , BRREER
Wt

A Outposts £# Amazon S3 EAXEUE L BN EBRRE

ELNEEHRAIBA S3 on Outposts BB RE LS , AT LIRS REPLICA BUAANHREE, tNR A
MENEBFIEEBIBRED , AIESE x-amz-replication-status ZEEEE PENDING, MRE

RERBLSEEZEEPHER , AEEEESERD FAILED, RGP ERN IFIHEES  HEEESEM
{8 REPLICA,
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HEDERRE

HEREER 2R , MRYHERREEE B Amazon S3 on Outposts FEFRTEES |
HBE RO £ Th LA B 3648 IE R R

s

ERIELE

« S3 on Outposts EEMHFIENREREFAALERR , IIERFEME B Outposts FVEERE |, A
BEYIHEI KD

BRI UBERFENHNERRE, WRYHEEMREES PENDING , R S3 on Outposts {4 KT E
B. IRYHERRES FAILED , FRERFHEFIRBPARNERTHERE,

- ERFREEFETEPNEFHEED  BETIEE .
- BHFEZET B8 AV 7 HNE Amazon Resource Name (ARN) IE#,

- SWEWMIBDERE, Hln , MRE[RTEHERESEGHIR Tax WYH , AIRSEEESR Tax/
documentl = Tax/document? EELB/EBIYH. TSEEEES/EM document3 Y
#,

- #REA Enabled,

- BREET AR TR L9SECEENRAZES, RIREB K7L ERARRES,

- MREMREFIERS —BRFITERES AWSIRF , FRRREFITEHEEEE A WibRFERT
BRLERETREE , AFRERETREGEEEYYG. nFEEH , F20H "ERENE N
Outposts EFIFEBHTE HERKER T AWSKF .

- MRENRBFIBFRURYHGER TR THIBBEER TEREE

- MRRKEBEFETRBIOYGRHS —BESHRBAEILNEZR , Bl S3 on Outposts TEEEZE
R, flan , MREKESHERFBEFITR AREIFEITE B, BRREIRFEETE C, Al S3on
Outposts T E#FFETE B PR HEXRAEEERTFITE C,

MRERERFETE ANYHERIFETE B NRETE C, BETRANERRAUF , BXK
REFTrRBERACKESEMEFIEENT, fln, ERFRRFTFEA LBEYMESERRA ,
HP-@ARATESIENSREERTEB, 5 —ERIERI BnNRAEFIE C.

- REREFITRERETURTHEM AWS IRF FFRIR LEWH. RIFFER  RKERETRESE
TEEMIRFEL < MHNEM[F, SERERREERRRFFTRERSE EHFIFFINY
e RTHGERHE , RRFEFITEEFETURTHA AWS 1RF 55l , SIERGBEMLY
f, WEEELEY M AREFIETT,

- BEREGEESHEDHE—ERA K UEEEREEBNYHFE. EERT , BLAREIYH
RrigMIS EZB 88\ , LUFE S3 on Outposts BB, MREBERIYMY , 2B TBEBNE
ZEEYH , S3 on Outposts AR EEBZIH.

- MRFBETEBRREEFNTIEABENERSAR , AIBRERM :
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KR FEERTEE

"s3-outposts:GetObjectVersionForReplication",
"s3-outposts:GetObjectVersionTagging"

B Ryt RTRE -

"s3-outposts:ReplicateObject",
"s3-outposts:ReplicateDelete",
"s3-outposts:ReplicateTags"

- EVHRESZEHEK M Outposts B , Amazon EventBridge AJLUB IR, MEFFMEN |
BR &+ ¥ Outposts EHY S3 #E £ EventBridge,

3
¢

$+¥f Outposts £#Y S3 EE £ EventBridge

Amazon S3 on Outposts €82 Amazon EventBridge 4 , ¥ #H s3-outposts th R ZE
. EventBridge R ERARF[EHERRYE , TREARKEARNERESERFNEREHE
#Ro MFEFHMEN , 5528 (Amazon EventBridge fEF&1ER) H#Y1HEE Amazon EventBridge ?

& WA BAERE Amazon EventBridge SUZERE R AMEMHBEH , HEIR BRI ERAERHE. EY
frRERZEH B AV Outposts B , EventBridge AIEAEHITER FBEAE, MEFMA THEFTYHN
B ek | 260 ERREEEH,

'8 Outposts fEZETE B 4EEH |, S3 on Outposts M EAEEHEIEE EventBridge, HEM B T
B, FAFEENREEENSHEL, SWA LR EventBridge RAEHRBAZHME R, BA
EventBridge & , S3 on Outposts &% T 3IFf B =4 % ZE EventBridge.

=L il HiR WA
Operation BERANRANYMHES R, WFEFMET s3-outposts
FailedRep f# Outposts £LH S3 EEAMRER , F2
lication B £/ EventBridge #4% Outposts LY

SIEBEXHMER,
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£ EventBridge %48 Outposts t# S3 EEXKER

T£5IH Outposts EH) S3 BEARMER., BA LU EventBridge % BIFEE &1%iB Amazon Simple
Queue Service (Amazon SQS) AWS Lambda, Amazon Simple Notification Service (Amazon SNS)
=% Amazon CloudWatch Logs M F1R K BIRE R, MFEFM T HFEHE EventBridge FHELERKN
MHERER | FESEE Y EventBridge A &R R,

BEAMRER iR

AssumeRoleNotPermitted S3 on Outposts FEERBEEEHEBPIEEN
AWS Identity and Access Management (IAM)
At,

DstBucketNotFound S3 on Outposts T FNEEHEFIEENED
7 AT RR.

DstBucketUnversioned Outposts B Ky ith f#FRT 88 L REUA RS2 H,

£ E L Outposts LB S3 EBEREBEYH , &
AERR A B WYt R 7R i LR AR AR o

DstDelObjNotPermitted S3 on Outposts FEESMRIEEEREIB /Y
i FITR. TR BN REFITIRAY s3-
outposts:ReplicateDelete 5l

DstMultipartCompleteNotPermitted S3 on Outposts LT K B B b fEFETE S
MHEN DR EE, TR ENERFITEN
s3-outposts:ReplicateObject i
G

DstMultipartInitNotPermitted S3 on Outposts &1 B M i EFETRR S
VNS R EE, ATeERD B Rt R FET A
s3-outposts:ReplicateObject &

A,
DstMultipartPartUploadNotPe S3 on Outposts &4 7E B Vit fE AT L&
rmitted DY, AeERD B Wit FEFETEEH s3-

outposts:ReplicateObject e,
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ERAEER

BRRABMER

DstOutOfCapacity

DstPutObjNotPermitted

DstPutTaggingNotPermitted

DstVersionNotFound

SrcBucketReplicationConfigMissing

SrcGetObjNotPermitted

SrcGetTaggingNotPermitted

SrcHeadObjectNotPermitted

SrcObjectNotEligible

iR

S3 on Outposts £ E 5 B #Y it Outpost ,
K& Outpost 1 S3 REEBREH,

S3 on Outposts LAY EEEI B Kt
EIRE. TR ENhFEFRTREN s3-
outposts:ReplicateObject Al

S3 on Outposts FEEEMHFEBRETEEN
hFEFETRE, TR BNRFITERMN s3-
outposts:ReplicateObject Al

S3 on Outposts &L 7E B Wit EF TR P RE
PRI IRA |, U EXMERAN PEE
*SI.O

S3 on Outposts 2B R Outposts #1F
IFREEBN FREERERE,

S3 on Outposts &L FHURRF T8
WYL ETER. RO RR#EFITE
f s3-outposts:GetObjectVersio
nForReplication &,

S3 on Outposts #&EHERIRF#FETER R
NHEBREA. TeERDIRFAFITEN
s3-outposts:GetObjectVersio
nTagging &,

S3 on Outposts L 2R 7% 77 R 88 B EY
P EER., TRERDRKREFTRN
s3-outposts:GetObjectVersio
nForReplication &,

MHTRHEERER. HINHEERTNS

EEES
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MEFM T BEREEE  F2EATIEE

':iﬂln
W

- BV IAM B8
- BIEHIRER

EA CloudWatch E5#% EventBridge

Amazon EventBridge 82 Amazon CloudWatch ¥4 F LA 1TE5#%, EventBridge 28 7 & B &%
EREIAE CloudWatch, EXEFTRERESRANSEHHE  URKRAIMLAEENXAE. &
EventBridge F#4THR A , EZFRAEBNAE EEHSZIWUA, BAKRTIEX , EB
CloudWatch E£32 EventBridge 175,

« IRAILA{E CloudWatch &3R4 , E5#% EventBridge #R BRI AT A EventBridge 1518, A% , BAILEA
CloudWatch HZh&E (20 CloudWatch 7)) EREEFELBREE R, MRELEREINEGEERT
EENBETRE , SReWwIEsd , BREEER %,

« BB Amazon CloudWatch Logs %€ & EventBridge 3 RIfY B &, % , EventBridge &2
M BFEER , M CloudWatch Logs 88 EHFNNFREFABFIEE. WHEFHENR , #2828
EventBridge # CloudWatch Logs,

:I:I'H
B

WEEFEM T FR{E8E EventBridge SHEENEFEH , B2BETHEE .

- BEHERBRNFERAERFERTH
- 17 EventBridge =4

{5 £ S3 on Outposts AWS RAM

Amazon S3 on Outposts X#E £ AWS Resource Access Manager () BABARNZERS A S3
B[EAWS RAM, i#EiB S3 on Outposts FLF , B AT LA R FF H b A EERY Outpost L2 M EEF1ZET
B mEAFEE,

AREBEREMAFER AWS RAM E2 AWS A&+ AWS tkFE #95 —1& £ A S3 on Outposts FIHEE
o

FORIRH

« Outpost BB & IRF B 1 AWS OrganizationsHEXEEM . MEFMEF , B2 (AWS
Organizations EAE1EFE) PHEIEE.
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- BBEEHERE AWS 1RF 2 S3 on Outposts RER ., MEFMET , F2H8 (AWS
Organizations fEA &R FHEIEEER AWS IRF,

- ENAEZEHANTIEE, —, HEENE_EER (FHED® Outposts) , FTrEFEIRE. IR =
EFHFERIE S3 on Outposts LRI E RIEFH — BB ER,

EIE 1 EIE 2
S3 on Outposts S3 on Outposts

AFFEAEE Outposts MFME LBURTFE AFFEABE Outposts MFEE LB URFE

B WAYMHFIEREEREERTE, B WAYMHFIEREEREERE,

T A% Outposts

R EAEFE RS Virtual Private Cloud RFFEREEE SIBAEEXRM AWS
(VPC) LAK B2 I& K 748 B8 EA B 1Y i B o Outposts TR ABEH, WAHFFEAEELA

Outposts £33 FHEEK I 2 7 ik B

B

1. AWS Management Console £/ AWS tRF #H Outpost B EA , AREFBEBMMNR
https : //https://console.aws.amazon.com/ram/home B AWS RAM £ &,

2. FEWEMLETE AWS Organizations FREIAEE &£ AWS RAM, MFEFHMEA , 528 (AWS
RAM &)Y RHTE AWS OrganizationsH B E R A,

3. FEARFHPIEE1HBEBB2EVEREE, MREEBEZE S3 on Outposts ER , imEINE
H AR ERM Amazon Resource Name (ARN), ZEMAiRE , B ALK T Outpost,

MEMAETEFRHEANEN , 52680 (AWS RAM EAEER) FHNEVEFRLA,

4. BHRAER AWS RF 1y RIEFEZAEAER S3 on Outposts. RIFIETE JoR R A IEEAYRIE |
AaRFEERERETIIER

EIE 1 EIE 2
Outpost ID Outpost ID
VPC ID
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I 1 BIE 2
F#835 1D

ZE284E 1D

® Note

FRAETUER AWS RAM £# A&, AWS Command Line Interface (AWS CLI), AWS
SDKsz{ REST API REFRERCEEL A, FAEUUER get-resource-shares CLI i3 53R
EREHBRAERHLA

52 A g 451

FEEE S —ERF £ AER S3 on Outposts BIR#E , ZIRF AT IEEEM Outpost LRV REFERTRRAY
fr. WRELHLA Subnets (FHE) BIR , BEXIRF AIUERALEN RS . THEHREEREN
fEHFIELER%E AWS CLI |, A BEEH Outpost EH,

Example : 23 @#7FiTEE

T 5EHIETE Outpost op-01ac5d28a6a232904 LB BB amzn-s3-demo-bucketl HIRETFET
B, EERAkGS 2R, BEEME user input placeholder MR BB A EH A RFIHE,

aws s3control create-bucket --bucket amzn-s3-demo-bucketl --outpost-
id op-0lac5d28a6a232904

MEWGBSHEEMEN , 5528 AWS CLI Z2ZH 1 create-bucket,

Example : B3 1ZE 2

T
4%
f"|||

THSEHSFEATRPNESISE , £ Outpost LEVFEE . ERALGTZE , BFigELuser

input placeholder{@8f AWS B EXHRAA/ENEARFIINEEE,

Parameter (Z¥) Value

RFE ID 111122223333
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ram/get-resource-shares.html
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Parameter (Z#) Value
ERHER example-outpost-access-point
Outpost ID op-0lac5d28a6a232904
Outpost 7T B amzn-s3-demo-bucketl
VPC ID vpc-1la2b3c4d5e6f7g8h9
(® Note

&P ID 2B4ARRFIEEETEN AWS 1RF ID, I AERE,

aws s3control create-access-point --account-id 111122223333 --name example-outpost-
access-point \

--bucket arn:aws:s3-outposts:us-east-1:111122223333:0utpost/op-0lac5d28a6a232904/
bucket/amzn-s3-demo-bucketl \

--vpc-configuration Vpcld=vpc-la2b3c4d5e6f7g8h9

ME N GHMEFMEN , 5528 AWS CLI Z2Z 5/ create-access-point,

Example : EEY#

THIEHEEBH AWS RF 111122223333 #H 2 Outpost op-01ac5d28a6a232904 FHIEER
2 example-outpost-access-point , RfFEAENATEERRKELEER my_image. jpg A
& images/my_image. jpg B9¥I#. AL SZE , B ELuser input placeholder{EH
AWS EiF BRABEIMR AL EARFINEEE.

aws s3api put-object --bucket arn:aws:s3-outposts:us-
east-1:111122223333:0outpost/op-0lac5d28a6a232904/accesspoint/example-outpost-access-
point \

--body my_image. jpg --key images/my_image. jpg

mFRBTHFMES , FBE AWS CLI BZH K put-objecto
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/create-access-point.html
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® Note
R LR EBE B Resource not found (A EER) R EEIFE , AIEH VPC AIgE R B HA
L2

EEREERAHLAREY , 5EMA list-shared-endpoints AWS CLI &5, MREEHLFiR
2, 58 Outpost HEEESER Y —BinE. MFEFMEF , 552 Amazon Simple Storage
Service APl 2ZHH ListSharedEndpoints.

Example : 3 imE2

TH&EHIFEH A Outpost LB inE, EFEALGTTZE , 584 Outpost ID, FHEEE ID MZ 284 ID
B user input placeholder EEX BB A EHERRFINE,

(® Note
EAERBEERLAES Outposts EIREF | F BeB1TILIRE,

aws s3outposts create-endpoint --outposts-id op-0lac5d28a6a232904 --subnet-id XXXXXX --
security-group-id XXXXXXX

MENFSHEEMET , 552/ AWS CLI 2EF K create-endpoint

£ S3 on Outposts AWS FRIE HyEH 1tk

H1E AEE1T AWS IR B AWS Outposts th 8] LfE A& #Y Amazon S3 on Outposts BE, £
Amazon CloudWatch # , S30utposts @ ZE E# R S3 on Outposts AREFETERIEENFHEN |
BELEETIFEHM AWS RENFEAE, EEEEHMASEAMN S3 on Outposts & AWS Bk
%, BBREATRFNEN.

AWS fR7& iR H—%5 7
Amazon S3 Fi& S3 on Outposts £ A E#E LA AR S F 7T B2HEEE

CloudWatch ¥§4&,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3outposts/list-shared-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListSharedEndpoints.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3outposts/create-endpoint.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsCapacity.html#S3OutpostsCloudWatchMetrics
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AWS PR iR H— TR
Amazon Elastic ¥ Amazon EBS on Outposts , & 7] LLiEiE AWS HE—FT#

Block Store
(Amazon EBS)

Amazon
Relationa

| Database
Service (Amazon
RDS)

Outpost fEBRBEH b | WTEABFRIE S3 on Outpost
H,

BRI LAE A Amazon RDS At {i 314 RDS R FHEER E-—FSTH#
b Outpost L,

HAtb R
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshots-outposts.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-on-outposts.html
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EZf% S3 on Outposts

£ Amazon S3 on Outposts , &R LLFE AWS Outposts L2 S3 7T |, WEHHHEEAMER
FEH, AEEREENEREZENERER , TANMBERRERAEEIH. S3 on Outposts 4
$THRETZHE 5] S3 Outposts (OUTPOSTS) , EfEf Amazon S3 APls , LR B EN RIS
BEME LN ZEEBEMMFARSS L AWS Outposts, &0 LAE A FZEVE#3%EB Virtual Private Cloud
(VPC) Mium RHEAR , B2 Outpost EFETRBETENRA. FMHRE Amazon S3 EEFETR—& , 81
Outpost f#FEri8 LA A A RIEHN API FZhge , BIEFIBE. MEBEMEFEL. BALUEBR, AWS
Command Line Interface (AWS CLI) AWS Management Console., AWS SDKs = REST API £/ S3
on Outposts, MFEFMEN , FF2E T/ER Amazon S3 on Outposts ?

IFESHE Amazon S3 on Outposts FRFATRAENFMES , SR TIEE,
£
* {£/ Amazon CloudWatch #E#2E ¥ S3 on Outposts &

« {#F Amazon CloudWatch Events % S3 on Outposts 4@ Al
« fEF AWS CloudTrail A& E5#2 S3 on Outposts

{5/ Amazon CloudWatch & S3 on Outposts BE

EEWHBEE Outposts LK S3 REEE , BEEEY CloudWatch 1REE | EREFEHEFEAXRRIBE
ERRERSHE, ME S3 on Outposts Z CloudWatch I8 FEME , 52 CloudWatch 51E,
R4 2 S A0 22 B AT LLTE SR HY Outpost LRI , APl 2/ELEBREF ZHINRR (ICE), EERKZ
B, WA IR CloudWatch 1288 , HE AN ERMER , IEALE MBI BEREM B,
EEAEMBRZBIREER , S LR AWS DataSync #$& ¥#£ Amazon S3 on Outposts fEZETE#E
SE P S3 HEFETE AWS EiE, INEFEMEA DataSync EEAER , 5528 AWS DataSync
A&EBEPH AWS DataSync AFd,

CloudWatch 54&

S30utposts & ZE MBS T % Amazon S3 on Outposts EFETEEIEE, HAILAEEEMER S3 on
Outposts (U THEE ., MU THNNTEASE , URBERTFERBNMENH X NMEST. FMIEE

1 S3 AERFEMEFIrRIIRFSMEEEE. BiE S3 A& (I17E Outpost LFEH Amazon Elastic
Block Store Z<#R BB 5, Amazon Relational Database Service %) €% S3 BE& , EXEZESHER
FErRGIRFHEBEED, W%E Amazon EBS A#IRBIFFMER , 552/ Outposts LH) Amazon
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ERAEER

EBS AR, EEEEFEN Amazon EBS RASTHRE |

costmanagement/,

® Note

==E
aB

& 5h https://console.aws.amazon.com/

S3 on Outposts EXE T 5IIEEFE , MAXZEHM Amazon S3 151F.
H S3 on Outposts EEEEREMRH , HLEZREE T CloudWatch 1ZEE , UEREFZEME
AEEBRFERERBAEZ,

B

Outpost’
talByte:

Outpost!
eeBytes
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dBytes
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edBytes

BytesPel
ingRepl:
ation

Operati
sPendin
eplicat:
n

Replica
onLaten

DU

Outpost WEBEMET (LT
#)o

EHEFERH Outpost AT A
L TTHEETEL

EEREFIENIAYHREX

o

87 Outposts 1R F B FTE Y
R/N#EE

HEEEEERNERFEEN
WAL TARE R, G iR RR
AEEEENFREN A 72
B371E Outposts 2 BRI EEHR
Al,

HEEEERERANEFERTW
BRIERE, NENFABAES
EENFHENR , #2381

Outposts 2 B EEHR A,

HYIEENESRA K E8H
M FET B E R RREREET
B EEERE, MEWM

R ER

578

5 i

57§

5588

5 i

5 o

B

fu Al

fuii

Al

Al

Al

oE

Wig

Type

S3 on Outposts

S3 on Outposts

S3 on Outposts, {ZPRE#E S3
A,

S3 on Outposts, EPREH#E S3

méo

#H, AR S3 Replication
on Outposts,

#H, BERARM S3 Replication
on Outposts,

EMA, BAR S3 Replication
on Outposts.
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EE iR AR ER By Type
BMAEEESENFMENR , B
B 7 Outposts 2BV EE
HA,

£ Amazon CloudWatch Events #U S3 on Outposts E4iE 4l

ETI LAE R CloudWatch Events &4F{f Amazon S3 on Outposts API B4 E IR A, 223735 A6

B LUERRIBT A XM CloudWatch B R#EZBUEH , ©3E Amazon Simple Queue Service
(Amazon SQS). Amazon Simple Notification Service (Amazon SNS) 1 AWS Lambda, MFEFHE
# , 2B Amazon CloudWatch Events £ A EEEFH AJ1/EA CloudWatch Events B FRHIAWS AR
KEE, BEREZEEMEA S3on Outposts H B ZMRH , 552 & (Amazon CloudWatch Events A%
EF) PRI AWS f£ AP I EfF A 83/ CloudWatch Events # Bl AWS CloudTrail. Amazon
CloudWatch

@® Note
¥ S3 on Outposts ¥1#FigE , AEELNER (BREMFERSEHENEE ) REABERE
LWEHEF | CloudTrail A AWS API FIUEH#H I S/FEENRA, MEFMER  F2HE
AWS CloudTrail fEF &1ErRF A CloudTrail HFEER,

Example

LAF 2 DeleteObject BEMEFIRA, BEMCALEHIFRA , FFFEA S3 on Outposts EFET Y
ZEMK amzn-s3-demo-bucketl,

{
"source": [
"aws.s3-outposts"
1,
"detail-type": [
"AWS API call through CloudTrail"
1,
"detail": {
"eventSource": [
"s3-outposts.amazonaws.com"

]I
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Amazon S3 on Outposts EREER

"eventName": [
"DeleteObject"

iF
"requestParameters": {
"bucketName": [
"amzn-s3-demo-bucketl1"

]
}
}
}

5 AWS CloudTrail H&FE5#2 S3 on Outposts

Amazon S3 on Outposts B E2 fRIEE S AWS CloudTrail , SLIRIEIRHBEFERE,. A S3 on
Outposts AWS BR# # FrEREXENERYFC 8%, BRI LAEA AWS CloudTrail 2REX#8 S3 on Outposts f#
IFRERNYHERFERNMERER , UK FEH S3 on Outposts BHEE,

& EEH¥IFT A Outposts EFETER4FE Outposts FEFETERBEERA CloudTrail EREH |, BXAKE
CloudTrail R F B2 EH, 0T CloudTrail BFEEE B WEFMHE , 5528 S3 on Outposts HiE1E
BB,

#FE S3 on Outposts B CloudTrail ERIEHTEFE , F2H (Amazon S3 EAERERM) #1
CloudTrail ## Amazon S3 ERE#.

(® Note

- RIEEKESE AWS CloudTrail ERE# Outposts EFIFBEVAGBHBEK, RELD
HEHR K ELFTERRABFENRRZR  EHRBRELAFE. EEMAREE Amazon
Athena St I BEEHI TN ERE, WEFHEF , FSBELFNEE Amazon S3 on
Outposts @R FET K £ aniBEIAERE,

- MFEBBWMAIE CloudTrail B , 552 AWS KBURSER X E (A AWS
CloudTrail #l Amazon Athena KA E£. SRMNEETE) .

£H¥t S3 on Outposts R FEFRE PRI YIHRLA CloudTrail fé &

IETILAE A Amazon S3 £ A RERE AWS CloudTrail JlBH#t , LA524& Amazon S3 on Outposts f#1ZET
BhYHFNEREH. CloudTrail ZE5E# GetObject, DeleteObject BZ PutObject % S3on
Outposts ¥IHE#k APl R{E, ELEHBABEREH,
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https://aws.amazon.com/blogs/big-data/aws-cloudtrail-and-amazon-athena-dive-deep-to-analyze-security-compliance-and-operational-activity/
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RIRTER | CloudTrail BHIFRRSEHES, T8 , HABREEHREEFIEEZ S3 on Outposts
RERMOEHE | RITH AWS 1BS RS S3 on Outposts RFE ISR,

CloudTrail "&£ CloudTrail E4BERLEKTIEAEREMH, ks, WEFMEM S3 on Outposts 7
FETREER AP| R{EEREIE A CloudTrail S E L&, MFEMAEM CloudTrail BFEFHMAE
7, FHSE AWS FE PO LR E A Amazon CloudWatch Logs &#iZ#8 A Amazon Athena 2
CloudTrail B&.

EERTEIEHERECH S3 on Outposts EFETRNEREH , B LAER AWS CloudTrail &
Amazon S3 £ &, MRBERTERRRKEE FATE S3 on Outposts EFITERINEREMH AWS 1R
E , BIfEA CloudTrail EEASEE&R, MEMEA CloudTrail TR AR TEEM KEZEE S3 on Outposts
BREHNEEIET , 528 (AWS CloudTrail fEAZIERE) FHEREH.

/A Important
EREHEXNEANEM. MFFEEF , 586 AWS CloudTrail EfE.

THRFREIMAER Amazon S3 IR ARE CloudTrail 1B} , LLFE4% S3 on Outposts #1ZETEEHY
EREH,

(® Note

BURGTFITRE AWS IRF 1) BT , MEB =K —JUREEMEIX S3 on Outposts &R EHH
AWS CloudTrail,

#+¥f S3 on Outposts @EFETE PV HRLA CloudTrail ERIE #4508

1. & A AWS Management Console , 37 https : //Amazon S3 £#2 & : //https : /hitps:/
console.aws.amazon.com/s3/.microsoft.com,
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:user/yourUserName",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "yourUserName"
},
"eventTime": "2020-11-30T15:44:337",
"eventSource": "s3-outposts.amazonaws.com",
"eventName": "PutObject",
"awsRegion": "us-east-1",

"sourceIPAddress": "26.29.66.20",
"userAgent": "aws-cli/1.18.39 Python/3.4.10 Darwin/18.7.0 botocore/1.15.39",
"requestParameters": {
"expires": "Wed, 21 Oct 2020 07:28:00 GMT",
"Content-Language": "english",
"x-amz-server-side-encryption-customer-key-MD5": "wJalrXUtnFEMI/K7MDENG/
bPxRfiCYEXAMPLEKEY",
"ObjectCannedACL": "BucketOwnerFullControl",
"Xx-amz-server-side-encryption": "Aes256",
"Content-Encoding": "gzip",
"Content-Length": "10",
"Cache-Control": "no-cache",
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"Content-Type": "text/html; charset=UTF-8",

"Content-Disposition": "attachment",

"Content-MD5": "je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY",
"x-amz-storage-class": "Outposts",
"Xx-amz-server-side-encryption-customer-algorithm": "Aes256",
"bucketName": "amzn-s3-demo-bucketl",

"Key": "path/upload.sh"
I
"responseElements": {
"x-amz-server-side-encryption-customer-key-MD5": "wJalrXUtnFEMI/K7MDENG/
bPxRfiCYEXAMPLEKEY",

"Xx-amz-server-side-encryption": "Aes256",
"x-amz-version-id": "001",
"Xx-amz-server-side-encryption-customer-algorithm": "Aes256",

"ETag": "d41d8cd98f00b204e9800998ect8427f"
I
"additionalEventData": {
"CipherSuite": "ECDHE-RSA-AES128-SHA",
"bytesTransferredIn": 10,
"x-amz-id-2": "29xX@BV20
+XOHKItvzY1sulLvli6A52E0z0X159fpfsItYd58IhXwKxXAXI4IQkp6",
"SignatureVersion": "SigV4",
"bytesTransferredOut": 20,
"AuthenticationMethod": "AuthHeader"
},
"requestID": "8E96D972160306FA",
"eventID": "ee3b4e@c-abl2-459b-9998-0a5a6f2e4015",
"readOnly": false,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::S30utposts::0bject",
"ARN": "arn:aws:s3-outposts:us-east-1:YYY:outpost/op-0lac5d28a6a232904/
bucket/path/upload.sh"

1,
{
"accountId": "222222222222",
"type": "AWS::S30utposts::Bucket",
"ARN": "arn:aws:s3-outposts:us-east-1:YYY:outpost/op-0lac5d28a6a232904/
bucket/"
}
1,

"eventType": "AwsApiCall",
"managementEvent": false,
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"recipientAccountId": "444455556666",
"sharedEventID": "©2759a4c-c040-4758-b84b-7cbaafl7747a",
"edgeDeviceDetails": {
"type": "outposts",
"deviceld": "op-0lac5d28a6a232904"
I

"eventCategory": "Data"
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CopyObject
CreateMultipartUpload

DeleteObject
DeleteObjects
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import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

import com.amazonaws.services.s3control.AWSS3Control;
import com.amazonaws.services.s3control.AWSS3ControlClient;

public AWSS3Control createS3ControlClient() {

String accessKey = AWSAccessKey;
String secretKey = SecretAccessKey;
BasicAWSCredentials awsCreds = new BasicAWSCredentials(accessKey, secretKey);

return AWSS3ControlClient.builder().enableUseArnRegion()
.withCredentials(new AWSStaticCredentialsProvider(awsCreds))
.build();
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« TAWS SDKs , 328 "1 % AWS SDKs {# S3 on Outposts & B ix %,

£ IAM JREIR{E A IPv6 bk

EERMEA IPve BAAHERE S3 on Outposts RFETE 28 , BFEARAR IP ALutEHEHE4H IAM £
%= S3 on Outposts REFEFBBERECERH , LEBE IPv6e utEHE, MRKRFEFH IP L EFRBUER
LURRER IPve {uik , RIEEMEA IPve BIAHER , ATeEE K E¥ S3 on Outposts A7 AT MY FEUE,

BFE IP A uEHY IAM BUREER IP (Uit EE T, T35 S3 on Outposts EFETEBERE A IP it
BREEEFREATTZ IPv4 (iKY 54.240.143.% |P E8E, 1Bt EE S HEM IP {zut7ZEL S3 on
Outposts f#7FET#8 (DOC-EXAMPLE-BUCKET), EAFTERY IPv6 thut #B7E RFFHEE SN , FrLALL R A
AlJE 52 IPv6 Hhhk 1§ SA7FEX DOC-EXAMPLE-BUCKET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "s3outposts:*",
"Resource": "arn:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/
bucket/DOC-EXAMPLE-BUCKET/*",
"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"}
}
}
]
}

& A LA& 2R S3 on Outposts fEFZETEEBURA Condition Jt#E |, FF IPv4 (54.240.143.0/24)
Ed |Pv6 (2001:DB8:1234:5678: : /64) Uit £8E , a0 FINEBFIFTR, & ERAABIFT R REE
Condition E#R , EHEM IAM A& EFFITEEAL

"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"
]
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}

£/ IPv6 28l , BAEEFFAEMHERBEN IAM FRAEEGETERE , eMSER IP it EhREER
ZFIPve #uitEE, BRIBAM IPv4 it EE SN  BELEEH IAM RAINSEE 1Pve it EE, NE
RFFEIR IPv6 B IPv4 FEIREFETE R R | B2 R EEE IP 7B FHL

BT LAE R https://console.aws.amazon.com/iam/BY IAM £ & KRB IAM FHEFA, 0FE IAM
WEEHER , 528 (AM EAEER) . EBERE S3 on Outposts EFATEBUIRNENR |, 52
BT B s #mEE Amazon S3 on Outposts f# 17 BT B M GE1Z BT BE BUR

BE IP it EE M

MEEFEAB R Linux | Unix AITEE , 5 macOS X £ & , B LUEB IPve AIRHEHBIRENTE
Ui, Hlin , ZEEB IPv6 HIEE 8 Amazon S3 on Outposts i BHEE |, A dig &5 -

dig s3-outposts.us-west-2.api.aws AAAA +short

R 1Pv6 ME% LM EHRIRHIEBIERRTE , Al dig s EEEER IPv6 ik, 0

dig s3-outposts.us-west-2.api.aws AAAA +short
2600:1f14:2588:4800:b3a9:1460:159f :ebce
2600:1f14:2588:4802:6df6:clfd:ef8a:fc76

2600:1f14:2588:4801:d802:8ccf:4e0@4:817

B AWS PrivateLinkfEFH IPv6

S3 on Outposts X #& AWS PrivateLink BR#& Fim 28 IPve BEAME. EB IPve BEAHERN AWS
PrivateLink X , A LUEIR IPv6 i , RATBEEIH M EEFERE VPC AH R i

2, AWS PrivateLink i B S3 on Outposts B IPv6 X1 th A] & AWS PrivateLink B2 i B im 2%
&, MEWMME BA IPv6 B EE AWS PrivateLink , 55283 F AWS PrivateLink BR#E i 25 0K £
A IPv6,

(® Note

EERBTEN IP LUEEE IPv4 B A IPv6 , 5528 (AWS PrivateLink A &IERE) &
NS EN IP frurga,
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& #ig AWS PrivateLink{EF IPv6

MR EEH AWS PrivateLink #&£E IPv6 , BIABR I IPve SEHE VPC N HImH. MENMFEHR
B3 VPC i EH — A% 5B AWS Management Console , 552 BJAWS PrivateLink ( fEA &)
MEEANTE VPC ik B FE AWS IR,

AWS Management Console
FATHRFEMYIESZ S3 on Outposts B HE VPC iwE,

1. & A AWS Management Console , ¥7E https : //https://console.aws.amazon.com/vpc/ BaRX
VPC £ 8,

ESEERPERIRS.

BEEIRE,

£ Service category (BRIEEE ) #F , ##E AWS services,

SH¥I RIS A | 1#1F S3 on Outposts ARFE (com.amazonaws.us-east-1.s3-outposts).
HR VPC |, FFEEFEE M FE S3 on Outposts #Y VPC,

HRTHEE , AESETHEERIR—E 7K , Z48# P FE S3 on Outposts, R LR
T A EEREIR S EFRR, RASASENNESE FRERELFNHEMERNTE. RAERE
REA R IP U EEWN IP Ut ERGHR RN EH. EEREEREREEDN IP At
RIRIEIEE IP ot | WA FRERR LU EEE A IPV6 ik,

8. ¥R IP fIut3ER | 551212 Dualstack. #5 IPv4 F IPv6 fLiHE ISR ERARNEH. REE
FiAEEN FBEEER IPv4  IPve it SERE | X T EIE,

9. HRNZLLEE  ZEEHEVPCHENGEEEAEEVEBNZSHE, BRTLBETRER
28 VPC BB,

10. SHEEBCR |, BETEREFN , UAFF VPC mHE LABERNAMAEERETHRERF. BRI, 2
ERFTLUESR VPC ImHHER | RBERERGERE VPC mH LB E R TRIEFRBEERET
Ao RARKXE VPC inBBURE |, IWRIRT ATH. MEFAER , F2EEMBE,

11. (BR) BEMEER , 55212 Add new tag (FTBEER) , A2 ARBNENE,

12. BERN I

N o a kM Db

Example - S3 on Outposts #1778 B3R

ZERFF S3 on Outposts EIRK VPC i BEE , A LAEH S3 on Outposts B , M AR :

{
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"Statement": [

{
"Effect": "Allow",
"Action": "s3-outposts:*",
"Resource": "*",
"Principal": "*"
}
]
}
AWS CLI
@® Note

HEE VPC imdh LRUA IPve % | B4 ZE A S3 on Outposts HY
SupportedIpAddressType EHEFRLERE IPV6,

THEFIFER create-vpc-endpoint S REM FAEHE N EIKE

aws ec2 create-vpc-endpoint \

--vpc-id vpc-12345678 \

--vpc-endpoint-type Interface \

--service-name com.amazonaws.us-east-1.s3-outposts \
--subnet-id subnet-12345678 \

--security-group-id sg-12345678 \

--ip-address-type dualstack \

--dns-options "DnsRecordIpType=dualstack"

B4 AWS PrivateLink RI&AERE | TR A IREEREEER VPC inHRIERHEES | T8
EH, MEFMEF , 528 (AWS PrivateLink £ &8 PHEZ NIEE R IEFEF R,

T5IEHIfEA modify-vpc-endpoint @ , #ERR IPv B VPC InMEH AL HBIRR, €
Bi% 2 A RFEEL IPv4 F IPV6 #8358

aws ec2 modify-vpc-endpoint \
--vpc-endpoint-id vpce-12345678 \
--add-subnet-ids subnet-12345678 \
--remove-subnet-ids subnet-12345678 \
--ip-address-type dualstack \

B AWS PrivateLinkfE A IPv6 API fR7s 2006-03-01 189


https://docs.aws.amazon.com/vpc/latest/privatelink/configure-endpoint-service.html#accept-reject-connection-requests

Amazon S3 on Outposts EREER

--dns-options "DnsRecordIpType=dualstack"

WE MM IPv6 HBEHYEME A AWS PrivateLink , 552 8#E H AWS PrivateLink BR¥S 0 iu% 2540
*?’FFH |PV60

£ S3 on Outposts & iff B i B

S3 on Outposts & it & % 2 21%18 IPv6 B2 IPv4 ¥f S3 on Outposts fEZETEEIR HFER. NETFREAN
A F S3 on Outposts & it Bix B,
T
« S3 on Outposts £ i B i 2
- R EREHBIKE AWS CLI
« #% AWS SDKs 8/ S3 on Outposts & 3#f & i 26

S3 on Outposts & i & i 2

ERHE i Bin BRI HFERE , S3 on Outposts ﬁﬁETﬁg URL 474 IPv6 = IPv4 ik, mEL
{Ai%EiB IPv6 72EX S3 on Outposts FEFATEEEFMER , F2EEIB IPv6 [@ S3 on Outposts 1EHEFE
R

EEFEIBEHBIREFE S3 on Outposts EZETHE , FEAKCERN IR B, S3 on Outposts EX
EESEHBREEE T, EENEBL AT EESE,

YR IRHIRERN FIP ink , FEATHWBEL !

s3-outposts-fips.region.api.aws

St IE FIP I, FBEATSIwRESL

s3-outposts.region.api.aws

(® Note
S3 on Outposts FAXEERHTEERN RSB,
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1t FREMERE AWS CLI

AEIR AR M E BRI HE RN AWS CLI 55 8i6l, MERTE MR AWS CLI , E28 B
EAEAR Java B AWS CLI 1 B EH,

IBALATE AWS Config IR MEEEE use_dualstack_endpointtrueiSMHEERES |, #§ s3M
s3api AWS CLI i SR HMFTE Amazon S3 B REMEBEERBNEHEBIRE ., SAIUAEHERBESR
RBSHER --region BEEEEH.

B R BB AWS CLI , E3Bpath i, MERERREN R RERE
MEBEISIMEED , REASE URL B, MESAET , $28 (AWS CLI EEEERE) hi

s3outposts.

EEER FREHBIRE AWS CLI, 54 --endpoint-url 288 http://
s3.dualstack.region.amazonaws.comzf https://s3-outposts-
fips.region.api.awsimBBEMER , LAREM s3controlsk s3outpostsiito

Flan -

$ aws s3control list-regional-buckets --endpoint-url https://s3-
outposts.region.api.aws

% AWS SDKs £ S3 on Outposts & i B ix B
AEREMAER AWS FREHFIEHBIRIMNEH,
AWS SDK for Java 2.x & iff & i 2t &5 451

T %I 545 ;R &3 an Al £ AWS SDK for Java 2.x213I S3 on Outposts Fi FiwbF |, £/
S3ControlClient M S30utpostsClient EHAIMAEHBIRT, WMFEE KA Amazon S3 on
Outposts K AJ1T Java E1BIMNIE T , F2RHEBEAERAR Java B AWS CLI #l R EH.

Example - ERA A EHBIRE 1SR FTEIL S3ControlClient |

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3control.S3ControlClient;

import software.amazon.awssdk.services.s3control.model.ListRegionalBucketsRequest;
import software.amazon.awssdk.services.s3control.model.ListRegionalBucketsResponse;
import software.amazon.awssdk.services.s3control.model.S3ControlException;
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public class DualStackEndpointsExamplel {

public static void main(String[] args) {
Region clientRegion = Region.of("us-east-1");
String accountId = "111122223333";
String navyId = "9876543210";

try {

// Create an S3ControlClient with dual-stack endpoints enabled.

S3ControlClient s3ControlClient = S3ControlClient.builder()
.region(clientRegion)
.dualstackEnabled(true)
.build();

ListRegionalBucketsRequest listRegionalBucketsRequest =

ListRegionalBucketsRequest.buildexr()

.accountId(accountId)

.outpostId(navyId)

.build();

ListRegionalBucketsResponse listBuckets =
s3ControlClient.listRegionalBuckets(listRegionalBucketsRequest);
System.out.printf("ListRegionalBuckets Response: %s%n",
listBuckets.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 on Outposts
couldn't process
// it, so it returned an error response.
e.printStackTrace();
}
catch (S3ControlException e) {
// Unknown exceptions will be thrown as an instance of this type.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 on Outposts couldn't be contacted for a response, or the
client
// couldn't parse the response from Amazon S3 on Outposts.
e.printStackTrace();

g
E

EREH BT API fR4s 2006-03-01 192



Amazon S3 on Outposts EREER

}

Example - B ERAEHBIHFHA S30utpostsClient

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3outposts.S30utpostsClient;

import software.amazon.awssdk.services.s3outposts.model.ListEndpointsRequest;
import software.amazon.awssdk.services.s3outposts.model.ListEndpointsResponse;
import software.amazon.awssdk.services.s3outposts.model.S30utpostsException;

public class DualStackEndpointsExample2 {

public static void main(String[] args) {
Region clientRegion = Region.of("us-east-1");

try {

// Create an S30utpostsClient with dual-stack endpoints enabled.

S30utpostsClient s30utpostsClient = S30utpostsClient.builder()
.region(clientRegion)
.dualstackEnabled(true)
.build();

ListEndpointsRequest listEndpointsRequest =

ListEndpointsRequest.builder().build();

ListEndpointsResponse listEndpoints =
s30utpostsClient.listEndpoints(listEndpointsRequest);
System.out.printf("ListEndpoints Response: %s%n",
listEndpoints.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 on Outposts
couldn't process
// it, so it returned an error response.
e.printStackTrace();
}
catch (S30utpostsException e) {
// Unknown exceptions will be thrown as an instance of this type.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 on Outposts couldn't be contacted for a response, or the
client

E
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// couldn't parse the response from Amazon S3 on Outposts.
e.printStackTrace();

R IEFE Windows AWS SDK for Java 2.x EfER |, BOEEEERE 5 Java EEE#ES (JVM) B
%

java.net.preferIPv6Addresses=true
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