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ftBER Amazon Elastic Container Registry ?

Amazon Elastic Container Registry (Amazon ECR) 2% %, HWiER BTSN AWS ZERSMEGEE
8% AR%% ., Amazon ECR £/ IAM X EEFEREFT AWS WAAERTFE. NMEUREENFERE
= Amazon EC2 ${TERERENARREFERREG, BUUFERREN CLI Rix, REMERE
Docker Bt#%&, Open Container Iniative (OCI) BRI AR B2 OCI # A R SR o

(® Note

Amazon ECR X ENERBBMEERE, NEFMENR , 528 (Amazon ECR Public f&£
BAEEEY PMER Amazon ECR Public.

AWS BERBEHEE GitHub FHBAEER. TESANEREEETBETHRNER LK
A AWS BEERMERE ROE. NEHMET  FSMAWS AREM.

Amazon ECR WL = T4

Amazon ECR 2H RHHN 22 % Docker REs BRI AWS, TUELLZ LU FEibFEH., SEME
2 Docker BEsiRiG, ELB SN THHEEE , £ PRMUZS, TTER BT SEMH Docker Bes & 8%R
% AWS | BREAENEMEBRNTBERRLEAER.,

LT R Amazon ECR  — (& EEB M Tt -
ek

Amazon ECR B2 #ERRMHESE AWS IRFNIEREFE , Bl EEPEY —NZARFE,
B EENEEE AWS RIEHEFHI S % Docker B{&, Open Container Initiative (OCI) BR{&
MEAME OCI BN R M. WEFMENR , 2B Amazon ECR FAE E8&E,

REFH

WA P iR Re S EIX ERIR VAR BT , FEB T E Amazon ECR S AR &IB LM A AWS A E,
WEFMER , F2MAmazon ECR FHFAE B #IE S 2 BE.

BirE

Amazon ECR FREFEERBEES , BUUEHFEM Docker B{&, Open Container Initiative
(OCI) B&FH bEE OC| HHBM K M. FEE— Amazon ECR 2t | L A ZEREFERE
BAEEMG, WEFHMENR , 2B Amazon ECR FAE®@FE,
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https://docs.aws.amazon.com/AmazonECR/latest/public/what-is-ecr.html
https://github.com/aws/containers-roadmap
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BEERX

BAZBREFERRREFGHEENFIRURETNAR, MEFMEES , 552K Amazon ECR
PRI BEREERRE,

BR B

U UHERENASRMEELNREE, EUERARRRELUARKER LG  HERLTTL
1£ Amazon ECS E#EZ M Amazon EKS Pod 1%, MFEFHMEN , B2 B4 Amazon ECR R
582 Amazon ECS #F# A &% Amazon ECR M{&EE Amazon EKS #E{F M,

4 B A BUR

Amazon ECR 4 i H BUR Al FASE IR TE = M BRAIE BB S oK £ A O BRI AV 4R R RE IR RV A o
BHE., MEFMER , FSBE Amazon ECR H A 4 i B BR R B B{L G R B R

TEREHE

Amazon ECR Rt EB S X MGIRMIIEE , WiHBIE B RSFMGEFNEHEIRE, MEFMEEHR ,
BiFHEMREESH Amazon ECR # /Y 88 RE,

FER

3
B

Amazon ECR £/ IAM RiZ=HEREFENFR. BAUUEVEESRESNF TN IAM ERE, B
AR UHIX, IRENEEE Amazon ECR f1EE, MEFHMEN , 5528 Amazon Elastic
Container Registry N Z 24,

BIRFMBERSER

Amazon ECR X EEZE AWS IRFMEFHESIG , URSTAHAME B ERE, MEFMAER ,
52 B Amazon ECR FHFAEMGE R,

hn&

3
¥

Amazon ECR X ¥ 5 Docker BIGH TR IREFHINEE AWS KMS, MEFFMHER |
B Amazon ECR FHERRE,

AWS Command Line Interface &

AWS CLI #2158 Amazon ECR EEERBMNG T , FlMEML., JH, HiXMIZEBREK,
AWS BB Xims

Amazon ECR B A[LUEIR #TEIE AWS EE XA , BUHSKERN Web 5RE , AMEREBHNRF
1ZEEFRR &,
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AWS CloudTrail

Amazon ECR E& 4 AWS CloudTrail , Al ZEECEEMIEZ Y Amazon ECR 3 H K API FERY | 2L
ARZE2MEREN., MEFHMER , FSBER 528 Amazon ECR EE AWS CloudTrailo

Amazon CloudWatch

Amazon ECR #£# a[# A Efi=KIEZERN B 5 Amazon CloudWatch , A[EZEH Amazon ECR fi#
FEANENAE, MEFHMER , 552 BAmazon ECR @ FEIEE,

ZEHE

REXEZSERMBHIAE Amazon ECR FEBELZBREZRE , LA RMERE, WFEF
WEF , FBRXEES

Amazon ECR Ry & B fE F =4

Amazon ECR 2H RMHHN 22 E Docker REs &R AWS, TRREZLATMERNREEE , ARE
M F 9 8 Docker Besiig , FEK AR ILEAEXTLBFINWEE TH., Amazon ECR AIE{LER
B AWS REMADBHBBIREFRE, 27BN TAR[EARRNER,

LT R Amazon ECR I —(&FXEFHEM :
NG REFEN D 2

Amazon ECR ASEFXREFE , AREHEBRFHM D % Docker BEEMEG , P ARER, H
B AB A ARG HIEAE] Amazon ECR , A% Amazon EC2 AWS Fargates, Amazon EKS
AWSER M EMEERBEFRINEM. WEFMENR , F$2BAmazon ECR A ERFE.

HEE S NIFEILE (CI/CD)

Amazon ECR E& AWS CodeBuild AWS CodePipeline, FE4ft ClI/CD T EEERE K BRASE
FERAERXNWEBLEE. AENBE. REMGTLUES CI/ICD BEH —I 5 BE#IXE| Amazon
ECR , BREFTEIREHNET —HETENIE,

WA RE
Amazon ECR FEEEMREER , AP BARX S ABKARHEN/ N EEBRE. SEMKREE
AT LAFE Amazon ECR R ECH ARG , IERRE. MENER BRI,

BEMZERIE

Amazon ECR X EREM AR EHFZERIAFME , Hla0 Docker Hub SE=H B 8&iE, EnZME
A Amazon ECR EARBMEBNPRFERFE K EESIZERREPHIT —HNWHBBER,
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FHEZEHMZ 2%

Amazon ECR LB FEIRHI# S | AJEABIEGETURBEFEHERENAEREG, BE
B2 B4 AWS ldentity and Access Management AT B 2 BRBAIRE , UERYUASMEN RS
FH., MEFMENR , 552 B Amazon Elastic Container Registry B Z £ 1%,

BR Bk i ) 17

Amazon ECR Rt A BRHAFZRERSTEURFINBENHERERE , HHHEZLHERNE
BRIRIR, MEFMAES  F2REEBREEESE Amazon ECR R EIRIE,

IEREBRREE

HREEBRLZLHERERNES , Amazon ECR AT AEMERRBHRE , BRRBBAHRNRE
TELFEARERE , YA REEAR AWS RIFHFEL. WEFMEH , FSBAmazon ECR
WEEHEE.

£/ Amazon ECR @R ET2E 7 A EHREXIZE

A Amazon ECR #EMRE , LAIUKBRIL Web FRABRXMRGEFEFEREES , BERES
8 AWS EFH BBLDfi , REIKNE-HERLTE , IRV EEERE. MFEFAER , F2
BIAmazon ECR HHERGES

BEERB RN ARG

Amazon ECR £ BEMBIRAIRBF . FTBIERSERAUBBBRBFHTRRE, REL
RERAK, HEFEBNEHE, BFRTSMNSHAN  UREBABLEHILRBETERE. OF
HHAEF , F2 B Amazon ECR A i i 4 aniB H BR 2K B B L BRI AV 7B BR

Amazon ECR By Ih&e
Amazon ECR 2L T Ih8E -

- SENBREIRAEEFEETRGNE GBS, SEZSEREFEREARGHRA, BLE
BRAERE/REEMCETIE. WEFHMEER , 8287 Amazon ECR 8 F 4 dpiE H BUER 2K
B B L BRG AV IEBRo

- MERHEDREBIBEMETNEBFRE, SERTFERAUUREAEHEARRE, EVHASY
BEBXIRFENTRGETRE. 2% , SUNEIREGRENER, NBFEEN K F2HE
G R EHE Amazon ECR FHEEE R,

- BESNBIEFEENELCFRRMBEMENEEMENLS, EEREABRERTE  YAUE—E
HAERE, MEFHMENA , F52FAmazon ECR FHHFAE B #ERE,

Amazon ECR By Zh#g API R 2015-09-21 4
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- REMRERBIRM T —@A X , TEFAE Amazon ECR BHEHR R LFEEHEPNRFTE. £H
REVREVR A , Amazon ECR #$TE SB#ER L2 8%48 , BARELR Amazon ECR 3478 B %48 Fp HY HREVER
BRSFN. MRFMER , F2EK LFEEHELE Amazon ECR W EEHER D,

- REERVEATRESERIVRN, HEKEYRETHENE , €& Amazon ECR RREEIYH
REERE, EULABBEYNREFEEERBRATEME, NEEE, REEBER. £oBHEBX
NERER, MFFMER  FS2HEAREHRIRE, HEEKEVIESHEFHEEVNREFEN
LR

- REXBEERREMIEE Amazon ECR REBELEREZERE  BLARREHEE. WEFHE
&, FEREZEESE.

S AWS IEF

EERBERAWS , BFE AWS IRF, MFEEY WHEBERA AWS IRF |, 52680 (AWSIRFERE
BEIEE) B AP AWS IRF,

wn{aIBA IR 8 Amazon ECR

R & AE AR = Amazon Elastic Container Service (Amazon ECS) 2 Amazon Elastic Kubernetes
Service (Amazon EKS) , FFEE , EMERKEHEEEE LM Amazon ECR WEEE , F4 Amazon
ECR = 1E i AR % B9 ZE 15

AWS Command Line Interface ¥4 Bt Amazon ECR £/ B , 55 A AWS CLI X#E &# Amazon ECR
ThEERY MRAS, WRIEBTE R EFE Amazon ECR IhEERI X8 AWS CLI , EEFHR B &I RAK AWS
CLl, NEBBELZERMIRA WEH AWS CLI , 52 EAWS Command Line Interface  fEAE1E
) ANLREREFERIHRALN AWS CLI,

i

\

EETHWMAIER M Docker # AWS CLI BEMRGHIAEFAE Amazon ECR REE |, F2E &
Amazon ECR R B BB GV 4 dniB HA,

Amazon ECR E1E

£/ Amazon ECR , BFBEXNFHEREFETHNERNE, RENTEGEEZNEDNNENEE , UK
RERENEBREE  SINKBHEBNERE., WEFMEHR , 526 Amazon ECR EE,
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https://docs.aws.amazon.com//accounts/latest/reference/getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/ecr/pricing/

Amazon ECR EREER

£ Amazon ECR H B B &Y £ fn 1B HF

MRBRE—IRMERA Amazon ECR |, FEEA T 5 B# B Docker CLI F1 AWS CLI R% 31 i 5I|BR4&
EERSHREETESRTE  UREIMERFE, ARBRGHEHEE K URLAEREFERIRSG,
STRLEB ARG | FEMHBREE BIRR R A RETE

EEMFEHA AWS EE A MIE AWS CLI, 552 B the section called “2 3 f# 17 E LLIZ IR &,

MEATARERE AWS ERNHEM T EMNEFMEESN , 218 AWS SDKs, IDE T E#HR Windows
PowerShell is 5% TE |, 52/ https : //http://aws.amazon.com/tools/s

FORIRF

MR RREERFH AWS CLI M Docker W BHFER , FEATISTRRLZEEMELE,

Z % AWS CLI

=Z AWS CLI ¥ Amazon ECR £ , 58% % AWS CLI &#FhRAR, MEFMER | §
Command Line Interface fER &) P Z 2 AWS Command Line Interfaces

i

3
\

2B (AWS

%4 Docker

Docker AIEZEFRMNELRFELER , SIEAEOWIER Linux ZITHRA , Fl0 Ubuntu , BEER
macOS # Windows, MEMMEFEEZERFK ELHE Docker BWEFMEFA |, 588IE "Docker 2215
EJ o

BAEFEERMER RS |, FeEfEA Dockero MIREEEMFEH Amazon EC2 , BITTLAEKE) Amazon
Linux 2023 #1T{E#E , 3t Z % Docker LABZAE,

MNBBELLE Docker , EBEEI "582 1 : E 37 Docker B 15, o

5/ Amazon Linux 2023 AMI £ Amazon EC2 #1T{88 = %2t Docker

%II

1. {ERASKHR Amazon Linux 2023 AMI BB #11TEEE ., MEFMAE
EFIEE) PHRBEBHITEE,

2. HFDEHHITEE, MEFHMAER , F20 (Amazon EC2 FAERE) PAIEZEZEER Linux
HATIEIRE,
3. ENCLZEMNEXRRE , X EHTEE -HERE,

, 5528 (Amazon EC2 £
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https://aws.amazon.com/tools/
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.docker.com/engine/installation/#installation
https://docs.docker.com/engine/installation/#installation
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html

Amazon ECR EREER

sudo yum update -y

4, ZERHH Docker Community Edition EH R

sudo yum install docker

5. REXE) Docker BRT&,

sudo service docker start

6. 7% ec2-user F®E docker B , BETLUEFRMER sudo WIER T 1T Docker i85 o

sudo usermod -a -G docker ec2-user

7. BEHYEHEA , LLEVSHH docker BEFFT ., BARAB BIAY SSH R iniRE | BT TR L
BE, WM SSH RIMEEPENEEZEETHITERE., HH SSH TERBRESSEEEN
docker BT,

8. Eaf ec2-user LAMERMEHA sudo WIER T#H11T Docker B85

docker info

(® Note

EREBRAT , BUZEEENRBHTERE , F8ERM ec2-user 7FH Docker EEFE
NPT, MREBERTYER K FEXEFTRBHATEE :

Cannot connect to the Docker daemon. Is the docker daemon running on this
host?

$ER 1 : B3 Docker BR{&

EHSEBD | BHENES Web FEARRERH Docker B &S |, WEARFHE R Amazon EC2 $1T{HEE
EETRIE.
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B G E Web FEAREXH Docker BR &

1. BIUMA Dockerfile MHEZR, Dockerfile @ —EEFEE , SR ARIE Docker BGHYE A
MG  URGEREIEE FFITHIER, WFE Dockerfile WEFMAEEA |, 35811 "Dockerfile £
ﬁJ o

touch Dockerfile

2. IREEMIZENM Dockerfile , ¥HE T I AR,

FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install dependencies
RUN yum update -y && \
yum install -y httpd

# Install apache and write hello world message
RUN echo 'Hello World!' > /var/www/html/index.html

# Configure apache

RUN echo 'mkdir -p /var/run/httpd' >> /root/run_apache.sh && \
echo 'mkdir -p /var/lock/httpd' >> /root/run_apache.sh && \

echo '/usr/sbin/httpd -D FOREGROUND' >> /root/run_apache.sh && \
chmod 755 /root/run_apache.sh

EXPOSE 80

CMD /root/run_apache.sh

# Dockerfile fEFH1E£ Amazon ECR A # EEEE R Amazon Linux 2 Bk, RUN i8S 2EEHEHIR
B , &% Web fRIfREEH — BB EHRE , REE A "Hello World!" A ZE Web fIREEXH4H1R
B %, EXPOSE {512 .\BAES LAVIEIEIR 80 , M CMD EESERE Web fAR:S.

3. 1% Dockerfile Z2i{& Docker B,

(@ Note

ETHaSS , HL Docker MRA A BEEE Dockerfile ZERE , MAR TFHE RV
IR,

SER 1. B3I Docker B {& API R4 2015-09-21 8


https://docs.docker.com/engine/reference/builder/
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docker build -t hello-world .

4. FIHENBHZRE,

dockexr images --filter reference=hello-world

Lok
REPOSITORY TAG IMAGE ID CREATED
SIZE
hello-world latest e9ffedc8c286 4 minutes ago
194MB

5. BTHEENMEK, -p 80:80 BEEAA LW ABEREIER 80 MEE AR LMERE
80, H1EE docker run BIFEMIERR , F8R1{E "Docker run 2% ,

dockexr run -t -i -p 80:80 hello-world

® Note

Apache Web fAlBR=5 F V& H SRR ERIREEED, BAILLZR "Could not
reliably determine the fully qualified domain name" FAE.

6. BARUBIESS A AREMEMIBIT Docker M FEE BRI AIBRES.
- MREFEHANZE EC2 HITEE , AERMFAMREITMN "5 DNS, B , EREMEA SSH REKRE
BITEBNEELL, FRESAHTERNZSHFHEATERE 80 LM AMRE,
o MRBERBHIT Docker , FEAFBIEEFIEM http://localhost/s

« WMRIEIE Windows 5 Mac EF L H docker-machine , BIFE# A docker-machine ip 8%
¥ EIFEE Docker 2 VirtualBox VM B9 IP #isit |, EH A% machine-name R ABEFERZ
Docker #2530 & &,

docker-machine ip machine-name

BEZEEIME , AEEM "Hello World!" BRI

SER 1. B3I Docker B {& API R4 2015-09-21 9
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http://localhost/
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7. ®A Ctrl + ¢, LA 1t Docker B85,

SR2: BIUREE

RELEHE THIEZE Amazon ECR WG , BXAERIBEFEEUAERE., ELHEHIF , BB —E
#5H hello-repository MEFE , AETEEHIE hello-world: latest Bk, BHEE Y — AR
FE, BROTTHGS

aws ecr create-repository \
--repository-name hello-repository \
--region region

SR 3 BEENFERZHE

RHEIWEETE 2% AWS CLI , 558 Docker CLI B¢ 3 AR TARR B 8B, docker s B A LUEBRR S EE
A Amazon ECR R#EIXFIZEUER B, AWS CLI E1##tget-login-passwordés 2R L & 9 B HREF .

(® Note

BH IAM TR X EEEEEHREETE S BREBEMecr:GetAuthorizationTokendf ., WME
SHER , 2 BAWS Amazon Elastic Container Registry B9 Z&EBR.

£ E#F A get-login-password 6 Amazon ECR &8 Docker , 55#11T aws ecr get-login-
password @ . #5520 B EFRHEEM docker login 5 | /A AWS WEEAFERESBIRESR
ERFEM Amazon ECR E#1E URI, MRR[ZEESKHETRR , L EAHHEESHKESLET S,

/A Important

ZRNTEEER  BFREFIABEEFTREHN AWS CLI, MNEFHAEF L 5208 (AWS
Command Line Interface fEA &) FHZ2E AWS Command Line Interfaces

 get-login-password (AWS CLI)

aws ecr get-login-password --region region | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

SB2: BMREE API iR 2015-09-21 10
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Amazon ECR

ERAEER

» Get-ECRLoginCommand (AWS Tools for Windows PowerShell)

(Get-ECRLoginCommand) .Passwoxd | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

FTE 4 BIREHIEXZZE Amazon ECR

RELATHERGEESERN —HEUMN Amazon ECR REE. ERE T IR FEG 2% , A docker

CLI #EIE R

« docker &% HWHRIKRA : 1.7
« Amazon ECR REFHFE A & Edocker login.
« Amazon ECR FZEREE , BEERENFERYHEE/REEE,

ERENEFRERER  SUHERGEEIREERSEETTEINFEEE,
IZECBRR I HEIEARRZE Amazon ECR
1. 5 H 81 A M GE 77 19 AR 45 LA 55K 1) 4K 422 50 B HE 15 Y BR 1R

dockex images

W
REPOSITORY TAG IMAGE ID CREATED
VIRTUAL SIZE
hello-world latest e9ffedc8c286 4 minutes ago
241MB

2. BRERGUHEEEENRITE,

dockexr tag hello-world:latest aws_account_id.dkr.ecxr.region.amazonaws.com/hello-

repository

3. HEEMK,

dockex push aws_account_id.dkx.ecx.region.amazonaws.com/hello-repository:latest

S 4 MG H#EIEZE Amazon ECR API iR 2015-09-21 11
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B

The push refers to a repository [aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository] (len: 1)

e9ae3c220b23: Pushed

a6785352b25c: Pushed

0998bf8fb9e9: Pushed

0a85502c06c9: Pushed

latest: digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb0636EXAMPLE
size: 6774

B8 5 : #£ Amazon ECR 12Xk {5

B HEIEE Amazon ECR i ER , Bo R EMUERIRG. FETIRREHE , FH
docker CLI 12 ERAR & :

« docker BER % WERIKRA : 1.7,

« Amazon ECR REF 2 A & Edocker login.

- Amazon ECR REFERFE , BEfEAEHEARREERINFEE,

B RLEAREFMEER  BATRIENBRE, &HEHR Amazon ECR REUEHEFIRE , FBRIT TS

™ .

dockexr pull aws_account_id.dkx.ecx.region.amazonaws.com/hello-repository:latest

B

latest: Pulling from hello-repository

0a85502c06c9: Pull complete

0998bf8fb9e9: Pull complete

a6785352b25c: Pull complete

€9ae3c220b23: Pull complete

Digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb0636EXAMPLE

Status: Downloaded newer image for aws_account_id.dkr.region.amazonaws.com/hello-
repository:latest

$E8 5 : # Amazon ECR 12HUBR & AP BA 2015-09-21 12
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SER 6 MIBRARGR

MREFBEEREF—RAREFEEPHBREG , AITARBRMREG, EEMBRBEG  BEEEMENRKEE ,
AR BREBE) imageTags imageDigest{H. THEHIEMBRFEFhello-repositoryEfR EHME
EE kG latest, EERBFEMBREHEFRG  BIAT TGS

aws ecr batch-delete-image \
--repository-name hello-repository \
--image-ids imageTag=latest \
--region region

SR MEREFE

NMRETBEEREARGRETE , EAUMBRRETE. THEPER - - forceERERM RS RKH
REE. BEMRTERENRBTE AREPENRE) , BAIHTUATHT

aws ecr delete-repository \
--repository-name hello-repository \
--force \
--region region

S B2 6 MIBRERER API iRZ< 2015-09-21 13
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&1{£{t Amazon ECR B3 &E
G ER T AR AERNRES  RBELEA Amazon ECR BHIKEL.
7 Docker 1.10 S5\ L IRA BB FE 4 B L EES:

Docker MG R HEEHERK , TEMEMNFNEIUKER, Dockerfile FEB—1TEHSEBHBENE
. E&ER Docker 1.10 L LIRA |, Docker TEER S 7E[E A L& Amazon ECR ISR E&# A%
HE , it EEREEEMR,

£ BN EREBR B

1B Docker Hub A M FERR MR T RE S BIEF S N ERARX T EENKEEE, FEZEMEH
Docker #t B EMAFTE W HEANR/NERR , REF A Docker BI& /) Scratch BRERE IR H
CHERBEG, MEFMAER , 5528 Docker XHHE I ERME,

SHITE Dockerfile B HZ AV ERNKFIEE

Docker tREUB W] iIREZ I BFE, MRKR —REBIRDEBERXEETMEE |, Docker AR
HHMRA K MASEHREIZDE. A, B—2BSUZIN s BIEAKE. MR, ELEE
T , Docker TESEFFEZIE  UEEFRETMN2ENSE,

BEMER Docker EREEM LB BNRKBMERE , FEBHELEMN Docker ERFEEREE
BREREILNKFEE . YRREHEERFERRERENKEFEE (FINEHNERARXRATE).

MEHSLBRETUENREREE

PELEINDNERNEERESBHEMERT , NBREAZIEN—Hr, BFEETHIE
Bl

WORKDIR /tmp

RUN wget http://example.com/software.tar.gz
RUN wget tar -xvf software.tar.gz

RUN mv software/binary /opt/bin/myapp

RUN rm software.tar.gz

FELEHIR , BE—., —f@ RUN T SFELN DB MiSSR/EBH tar.gz BRURHEME R B
MWARE, BNEENE RUN R EA tar.gz BRMER , ELaSEEE —ERBE—H RUN R
R, UERELEFAVLENERTIER AR Docker BRIGH —E 2 :

WORKDIR /tmp

API| BA 2015-09-21 14
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RUN wget http://example.com/software.tar.gz &&\
wget tar -xvf software.tar.gz &&\
mv software/binary /opt/bin/myapp &&\
rm software.tar.gz

158 A B 50 Y B8 330 i 3R
BAERFEARKEIEHTHINEARNNESRS , LU Amazon ECR RENRRAVIEE,

MR EHWERRERIERE Amazon EC2 #TEE LT , BrFERA T 5 shell X BLARZHAITERE
AT A EEEEE

REGION=$(curl -s http://169.254.169.254/1latest/meta-data/placement/availability-zone

I\
sed -n 's/\(\d*\)[a-zA-Z]*$/\1/p")
AILAE A --region 28 EFHEEE AWS CLI 5% , AEEMA aws configuretn $ 18 SREBREREM

JEER[EE ., BRI UAEMFEH AWS SDK #E TR RFERE [E15, ﬂﬂ%?ﬁﬁlﬂﬁ%ﬂ , B2 EER R
TR SRR EMH .
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@ Amazon ECR E 12 HEER

& T LA A IPv4-only S BhS &3 & (IPv4 1 IPv6) 3% B , £ Amazon ECR FAE B &8 R X, 2HL.
MiBR, MARFMEIE OCl MR, Docker B&H] OCI AR M. EER IPv4 BIFIRHFER , BULER
EHBDN IPv4 inE, BER IPv6 BBRRLFER  FEAEHBIRE., NEFEA IPv4 MEHBIFED
Amazon ECR Public Z#1E1R HFERNEFMER , 52 B[ Amazon ECR Public 28 ERHFER. &
B IPv6 7B Amazon ECR BZEFHNER ., MEEEBNFMEN , 3528 Amazon Elastic Container

Registry EfE.
Amazon ECR i # 2 HIPv4-onlyin e EHBR BT EUNNBHIEE, ELXBMHTRESE !

- BE - BERHBEBEA —RBED.
o R _RELNBIZERUARBMERANE AWS SDK iE2 OCI #8A M Docker #3551 B mE,

- R - HEHBEETF , Amazon ECR =TS FIPS 2K inE ., MEMHS FIPS ZEHEH Amazon
ECR IGEBEENFMEN , B2EHBERARIEZELEE (FIPS) 140-3,

WE IPv4, & Docker omﬁﬁ“s‘z%mb’ziﬁ REEEMER  HSERERE CLI 1 AWS
SDKs Amazon ECR API AWS MY | 55268 fR % in 2o

ZEIR IPv6 2 Hi 75K HY AFT

& EJEIB IPv6 [0 Amazon ECR E#BIRHEER , REEMFEAEMBIRE . FHiB IPv6 FH Amazon
ECR ﬁEZHU , HEEEWL\TEIJ;* :

- B FPImMMAERSAZE IPV6,
« Amazon ECR #EiB IPv6 X E T HIFERER :
« OCI M Docker FAFisEs

<registry-id>.dkr-ecr.<aws-region>.on.aws
- AWS API 53K :

ecr.<aws-region>.api.aws
o BWABEFEMERRE IP i EFiEA AWS Identity and Access Management (IAM) 55 & & X
K, \TEIPv6 thut EiE, MEFMEFA , FSEE IAM FAIPEA IPv6 Hiit,

- BIEER IPv6 B, ARSI EFEEAFSL IPv6 BB RRemote IPMiit, EHMBEEMIE, 856
FOEREE | LAZIHTIELE IPv6-formattedfy IP bk,

IPv6 A API| BXA 2015-09-21 16
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® Note
MRRBEEAFERD IPv6 ut BRI EE |, BB AWS &,

BIE IP bt F A

R A Linux/Unix 3 Mac OS X , Al AEA curl o SBIEEER BB IPve FEVEHEIRE  WT
BIFTR -

Example

curl --verbose https://ecr.us-west-2.api.aws

ZERIELTHNER. MRERZER IPve B , AERN IP bt S IPv6 tbiit,

* About to connect() to ecr.us-west-2.api.aws port 443 (#0)

* Trying IPv6 address... connected

* Connected to ecr.us-west-2.api.aws (IPv6 address) port 443 (#0)
> Host: ecr.us-west-2.api.aws

* Request completely sent off

MR EAE AR Microsoft Windows 7 5 Windows 10 , &EAILAER pingdn < 3H
IPv4 = IPv6 FEREH BT , 0T FISEHIFTR.

g.lll,

EETLE

=

ping ecr.us-west-2.api.aws

EREEHRIREIZER IPv6 fRHEFEX

0] LA P 2 3 B i 253558 IPv6 4T Amazon ECR API Y, ESREEA IPv4 2 IPv6 , Amazon
ECR API B®ER TheEF M REBRIF — o

B & A AWS Command Line Interface (AWS CLI) AWS SDKs B , &80 LAfE i S SISl IEZ Y] R ) &
BinY  EEEERBERPIETEHBIRREBETARMN Amazon ECR %% , BUA IPv6, &1

AT LAE A FEFERR SR EE Fuse_dualstack_endpointiRES true B R ETHRESE, WNFE W5

#MEHAuse_dualstack_endpoint , SESBEHEF FIPS i,

HIER 1P #ut B A API| BXA 2015-09-21 17


https://aws.amazon.com/premiumsupport/
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Exampleff il tp S E{TIHREEE

aws configure set default.ecr.use_dualstack_endpoint true
ExamplefEf &i# IPv6 1245k AWS CLI

aws ecr describe-repositories --region us-west-2 --endpoint-url https://
ecr.us-west-2.api.aws

#& docker CLI £/ Amazon ECR i 2,

Z A Amazon ECR i EXZECM &% , LA L7 Amazon ECR #4182 B HEX FEE OCI| B &
Docker B, T % &i {5l 7= & 55 F} & # B w25 HY docker push 1 docker pull 5%,

Examplef£ A IPv4 it B #E3% Docker BRE

docker push <registry-id>.dkr.ecr.us-west-1.amazonaws.com/my-repository:tag
Examplef i & # & if B #E3X Docker B &

docker push <registry-id>.dkr-ecr.us-west-1.on.aws/my-repository:tag
Examplef£ A IPv4 i% 232 B Docker BR

docker pull <registry-id>.dkr.ecr.us-west-1.amazonaws.com/my-repository:tag
Examplef i & i# & i Bt 32 EX Docker MR &

docker pull <registry-id>.dkr-ecr.us-west-1l.on.aws/my-repository:tag

£ IAM FRRIF{EA IPv6 ik

£/ IPve FEIE &IE 2R , FHEMEA P &R IAM /A EM Amazon ECR 2&EHERE =R
IPv6 bt S5/, WRAKREH IP bt EHEBERREIE IPv6 it , AP IR ATRERERBER IPv6 RrEEER
BARTFIERHE, 0% IAM EBEFEEFANFMEN , 552K Amazon Elastic Container Registry
89 Identity and Access Management.

ERE IP thutfy IAM RAIERIP it R EE ¥, T B BRBEREH REUNMAER IP iR EE
FREB RFFH IPv4 #isiE54 . 240,143 *E1[E, B HLEEMNEM IP it S IEEFEEKE
(exampleregistry). HRPTA IPv6 it #BEE H AT EEE , HUL L BERE R L IPv6 i3t FFEY

exampleregistry.

& docker CLI /8 Amazon ECR %2k API iRZ< 2015-09-21 18
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "ecr:*",
"Resource": "arn:aws:ecr:*:*:repository/exampleregistry/*",
"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"}
}
}
]
}

EERBAR IPv4 (54.240.143.0/24) H IPv6 (2001 :DB8:1234:5678: :/64) it &iE |, FESK
BERBERNRETER , T HEFIFTR. BEUUERKConditionEBRENIREH IAM £ B =&
BEXR,

"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"
]

/A Important

HEER IPv6 2Bl , BAFEEFHEA P bt EFRNFIAHEE IAM EAENZHRER, BRATE
BESRBERTEA P bk &R,

A LAE A https://console.aws.amazon.com/iam/fY IAM £ & RAxE IAM EHERA, w5 IAM B
HMER , F2E AM FEHAEER) -

1£ 1AM [REBIFRfEA IPv6 itk API| BA 2015-09-21 19
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Amazon ECR FAH & 815

Amazon ECR A EEHEFATHESEVERENEBRAELNASZNG. EUMEAECHAE
B EREEH Docker MHAMABERRFTE (OCl) REMKBEXNLERGREFE, S@ AWS 1RFE
RETERMFAE Amazon ECR &84, IFE Amazon ECR AN EZ#EEMFMENR , 55208 (Amazon
Elastic Container Registry Public fEF&ER) FHLAEE#HIE,

A EEESS

- FERRFEBHEN URL B https://aws_account_id.dkr.ecr.region.amazonaws.com .

- RIFFER , ENRFELEESHETHEENEEAGZIRE, T8 , FAEFEFTERENY
Amazon ECR APIs , RS GH#HIXZZNEREER P RIS, Amazon ECR REEEZ E K
K, UBRHTRBRNERAERZRN. MEFMEERN , 528 Amazon Elastic Container Registry & %
BB E B,

- LEARBEEN Docker A FIREIFAE B8 | A docker push B2 docker pull 55 3R #E 1% B &
ERERGFETNRTERBEZFBEEEPRIMG, MEFHFMAEN , F2BAmazon ECR FHAEE
HBIES D BRE.

- RWERFETES EAEFNBERRFBFEBRRMUESG ., NFEERTFERRNVFHENR
B Amazon ECR AWVFAERFEBIR.

- REBREETFNREFETUEERELEREENER , B AWS BB B HE T Y E 5 EE 5
IRFETER. NEFEEF , F2HAmazon ECR R AEREER.

Y
*

Amazon ECR HIIFAE B %1 & 1 B

SO LA AWS BIE X4 AWS CLI, = AWS SDKsREMNMEBIE/REE, B UFEREEH
EREBG LSBT D EE |, HIMNBIEESMER. ELRAFiRMEREE AWS §0BFHE, BESET
LAEA Amazon ECR AP| #iX 3 IR ERAR & |, &8 AT BEE A Docker CLI S 4k5E S M ER Docker &
B,

Docker CLI A EBFEAH IAM BB HE, HERINFENNILZE , Amazon ECR F e FE R IRE
Docker H#EiXE2I2ENEE K

T OB R E SRR AT M.
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£ Amazon ECR BH G BER

Amazon ECR 12 Docker BEHEIES , (JEHIEMIZEMEZE Amazon ECR BRERZ EEMEH
Docker B, METMELZRENFBRELS R , F2 B Amazon ECR Docker ‘ZFE i BIFER o

@® Note
Amazon ECR Docker BRHBER BT ZEZEERZRE (MFA),

ERRBEFA

REFHNWFTEEESEARKENS »BIFFZFZ IAMZEANFITEERT. SoRBFHEAR
FH IAM ZFEAERENEBEREA 12 N EM[ Amazon ECR B#&iE, BEMSEIBEFH
A A GetAuthorizationToken AP 4 , FREMIEEEAE R B AWS MFIBEHEHN baseb4d 1w
EREFRF. AWSCLI get- login password R EBRENMNAGREFZAREGLUHBRE , RiE
BT LA H ik Bldocker logindn & LLETER R o

EEF A get-login [ Amazon ECR A BB Docker

- EE{FH get-login-password [ Amazon ECR & &&#EEa ¥ Docker , #1117 aws ecr get-login-
password 5. #5890 BREFHFEIEL docker login ok |, FH AWS WEEAFRERBIIE
ELEBEN Amazon ECR B#1E URI, IRROZEAZZETHRE  CLAHEBEARERES
JH: Aap 'I'-| )

/A Important

EIRN RS  BRENAREREFRAEN AWS CLI, INEFEMER , F2E (AWS
Command Line Interface &S/ R ZZE AWS Command Line Interface,

 get-login-password (AWS CLI)

aws ecr get-login-password --region region | docker login --username AWS --
password-stdin aws_account_id.dkr.ecx.region.amazonaws.com

* Get-ECRLoginCommand (AWS Tools for Windows PowerShell)

f# /A Amazon ECR BH B2 API iR 2015-09-21 21
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Amazon ECR EREER

(Get-ECRLoginCommand).Passwoxd | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

A HTTP APl B9 B¢

Amazon ECR %18 Docker & &4 HTTP APl, 82 , & Amazon ECR AR EE&E , B4 AME
BAEEHTTP B RRIBHBBFEH, BULIER 1 -HZEHIE HTTP REEHE | curl i EE get-
authorization-token AWS CLI s S 2t B FH,

5/ Amazon ECR HTTP AP| #1789 B

1. A HEREFR , AWSCLI YHERER RIFEBE,

TOKEN=$(aws ecr get-authorization-token --output text --query
'authorizationData[].authorizationToken')

2. #§ $TOKEN S2EER| curl B9 -H BIEXR[E API BB 55, flin |, THHSE5H7E Amazon
ECR REEFRHMEGZEER., MEFMENR , 55208 Docker B8&IE HTTP APl 22& 34+,

curl -i -H "Authorization: Basic $TOKEN"
https://aws_account_id.dkr.ecx.region.amazonaws.com/v2/amazonlinux/tags/list

HHmT .

HTTP/1.1 200 OK

Content-Type: text/plain; charset=utf-8

Date: Thu, 04 Jan 2018 16:06:59 GMT
Docker-Distribution-Api-Version: registry/2.0
Content-Length: 50

Connection: keep-alive

{"name" :"amazonlinux", "tags":["2017.09","latest"]}

Amazon ECR A FAE ZE 8% ERE

Amazon ECR AR BB EREEEHEBRRENRE, WEEFERESHESERE D B
TEo BT LAERFAE B SRR RERRE T 58,
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Amazon ECR EREER

o BEERERT - BEEFTHRREAHETWIES | WIRERIWET, MEFMAEA , FSBAmazon
ECR A 2 EEFF T,

« IREVREVE A — IREUVREVR Bl A A Amazon ECR FAHE B 848 hH9 £ B 8248 R ENAR G, TESFAA
B, F2BEE LR EEE Amazon ECR FAE R BERS,

- EEHAE -ESHEANEHENREERSE AWS EBiF 5t 8 AWS IRE., MEFMEEHR ,
2B Amazon ECR LB IRIGER,

- EEERVEAX -FEERVELAARES Amazon ECR RREBEBUHBEFEREEANELER
E. Hltn | REURENEE, HEABBRIYSESHMBELNHEEE, NEFMEN , F2EANEHIRI
RER, HABEITRESEIEHEEINFEENER,

- BIHAE - RIEBERER , FNESKECHAERER, SuULBARHESCEERHERNWERE
B REBEERBENEXRGTEEEHNSBY., NEFHMAER  F2RRERGBEESE Amazon
ECR I E BRI,

- IZENESEEFTHERR — MU LAGREIRENES R EHTHERR |, LABS IEIREAS E B G ERIY EIR BN AT,
EEARARNBEDS Cl/ICD NG , METHFERNEEFEETEPBERE., NEFHEE
A, ESEIEEEF A E TR,

- Blob ##i#0% - Blob #HSHEANEHEZEFNREEFZERTRARREE K MTAREREERE., W0
EFHME |, 2B Amazon ECR F#) Blob # &,

3

Amazon ECR ##J Blob #&]

Amazon ECR X &4 Blob #1Jfy2hRE , AEERETNRFECBALRAERNREE, AR , &
—EBREPHNREFEAUSEAREEETEGREFENE K MIARRFEENEDS.

A% Blob # &K , Amazon ECR E X 22 HZHNEXRFEHBREZZETHNRARE, R
EEEFEREEZREEFNSE —ERFESD , Amazon ECR EHERENERE A, MR LEEEN
EO

(® Note

R OCl AF®EEIT Blob ARt EEERTRENREEFEEF , ISEHIEHISH. REH
A FEimi POST SBSRHPFHEELSHE , Amazon ECR X EERBEH,

Blob # & #l =
. Blob HEEERANERENZEE (HENESNES ) .

Blob #& API| BA 2015-09-21 23



Amazon ECR A% ER
- REELACERARNMNBRENEE,

. EIBEEVREVE M R X B Blob ##,

« MRLORESF Blob HE , E5E Blob HEHENRERGEREENR , MEESRISFHH.

Blob # &{#H 7

AT LAERA AWS EE XA N AWS CLI REREZ #&ER Blob ##,

@ Note
FREEEMEEMN ecr:GetDownloadUrlForlLayer IAM 558 , FREMRPHEHE,

AWS EEFEA
EATSISRREFM B HER Blob HEHBELE AWS EEXEA,
FRFAE B 812 HY Blob HHERE

1. 7£ https : //https://console.aws.amazon.com/ecr/private-registry/repositories B Amazon
ECR *##&

2. H*EBEIG , ZEES,
3. HEEBERT , RELRERERE. DRNERE , ARIEHE Blob #EH,
4. 7 Blob #HEML , EERA,

I RFE R RN | $5H Blob HEEREERARMA.

AWS CLI

AT S , 5 ENE&EEN Blob #HEHERE AWS CLI,

aws ecr put-account-setting --name BLOB_MOUNTING --value ENABLED

Amazon ECR FHFAE B R IEFT ]

Amazon ECR FRAZSERR , S URTFTELEEHKEBRLN AWS =58,
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Amazon ECR EREER

Amazon ECR AFFBURHPHFTE ECR BiE , ¥ EFTHE ECR BBRPEHIHMTEHEBE., B UFEH
BHREBRRRFETHALE, BEIRERUBZLNRBREERISIHENT. 0% AP BIENTESE

B | 552E Amazon ECR AP| 1§/, MEAE R Amazon ECR A E B E—REREMEN , F2HE

Amazon ECR RV FAE B 8B E,

® Note

HAT i ecr *BEMEENREREIR , EREEBRERBEEEEAN IR ERR
ENRBEDE, MAREABRAFT.

£}

« Amazon ECR WA & 8548 BUR £2 45

- &F Amazon ECR # BIRFEEN B EEFTH
« &F Amazon ECR 1R EURERHY B 85 7

Amazon ECR W FAH B 8% 18 B SR &1 45

T EHERETURARZESFERAEES 2 Amazon ECR Z#EEr M 2B T BERRR

(® Note

EEESEGF , MEREFEBRPBER ecr:CreateRepositoryBifE , AINTETESR,
BR , ATHRYWEER , SEEERFHFEVESHEEBHNREFE,

#Hl . RAFFRFERFHHAE IAM EREEFIEREE
TR RSB REANIORIES RS AV X8 (EAENAS ) BEFERER
SEETHIEE :

- EE  EREBERTDHE AWS 1RF ID EEAZFRAR , BA U FIER FZIRFHHAE IAM £
RENMAG K MARRBERE, EEREIRFSFRERZNFE.

- REEE  RFERFURTFREERFHAE IAM ERNFEE, WEERKNER , FEEME5
IAM ER &, A , RER R RRNE— 5 REFH.

B BERE AP kg7 2015-09-21 25


https://docs.aws.amazon.com/AmazonECR/latest/APIReference/Welcome.html

Amazon ECR EREER

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount"”,
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam::111122223333:root"
}I
"Action":[
"ecr:CreateRepository”,
"ecr:ReplicateImage"
]I
"Resource": [
"arn:aws:ecr:us-west-2:444455556666:repository/*"
]
}
]
}

g6 . RFFRBSEIRFH IAM E88

THREEFFAIBRAMERER. SERAXFALFRREFTHRE IAM X8 (£AENAR)
ERERHETE.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccountl”,
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam::111122223333:root"
},
"Action": [
"ecr:CreateRepository",
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Amazon ECR

ERAEER

ol AFFRFIRFHHME IAM TREEFEA NWE/RFEprod-.

"ecr:ReplicateImage"

]I

"Resource": [
"arn:aws:ecr:us-west-2:123456789012:xepository/*"

"Sid":"ReplicationAccessCrossAccount2",
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam: : 444455556666 :root"
}I
"Action":[
"ecr:CreateRepository”,
"ecr:ReplicateImage"
]I
"Resouxce": [
"arn:aws:ecr:us-west-2:123456789012:xepository/*"

THREFEFATBRAFARFIRFFNME IAM X8 (EAENAE ) ERU HENMEREFE

prod-,

JSON

"Version":"2012-10-17",
"Statement":[

{

"Sid":"ReplicationAccessCrossAccount"”,
"Effect":"Allow",
"Principal":{

"AWS" :"arn:aws:iam::111122223333:root"
}I
"Action":[

"ecr:CreateRepository”,

BB BUIREH
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Amazon ECR EREER

"ecr:ReplicateImage"

1,
"Resource": [
"arn:aws:ecr:us-west-2:444455556666:repository/prod-*"

1

&#F Amazon ECR A EIRFERN EHET A

BIRFBREEANBITATRT AWS ZEA , AAFERTFERREERESRIENEHE, BRER
R, BUNEACHEREFREEEIERN T, EAFERERHEIE , IRERTS —Eik
FRABTERIZHENFTT,

BEEBE ML ERT ecr:ReplicateImage APl BIYERIEF T, E1E API AREH Amazon
ECRAPI, AIUZEBIFENRIRF 2BERM G, BHAIAKRTF ecr:CreateRepository

#F A, EEAFF Amazon ECR LN BEHIEFEURTE (MREMETERE). MRKREM
ecr:CreateRepository & , BIXEAEERHEFFHETVEFRERERFTEHREBNREEE,
MEREBHATK , EBAS KK, FAMKBH CreateRepositorysl ReplicateImage API BiE
#H &R T CloudTrail #,

REERFFATBE AWS EETEE)

1. ¥ https://console.aws.amazon.com/ecr/ BiEX Amazon ECR £ &,

4,

2. WEEY K EEETHPRERHEBRNED.

3. ESEERY , EENEEHE  BEMRNRE K ARREEF,

4. £ Registry permissions (B $&HE5F 1) EME L , &2 Generate statement (E4£BRIRR),
5. EABKRELRTATITRUERENBERBRAER,

a. SHYBRER  BEEE - BIRS.

b. #¥EIAX ID, @AM —MEAR ID, WHMMAE Sid EEHEEBE L.

c. ¥R Accounts (IRF) , M ABRERFIIUHNSEIIRSHIRS ID, IEEZSERS ID K, JE
il

6. BERME.

BT BIIRFESNETA API iR 2015-09-21 28


https://console.aws.amazon.com/ecr/

Amazon ECR EREER

REEBFTABUR (AWS CLI)

1. BB 5B registry_policy.json WER , WigHEAREEBE.

JSON

{
"Version":"2012-10-17",
"Statement":[
{
"Sid":"ReplicationAccessCrossAccount”,
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam::111122223333:root"
},
"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:444455556666:repository/*"
]
}
]
}

2. FEABRERELEHERX,

aws ecr put-registry-policy \
--policy-text file://registry policy.json \
--region us-west-2

3. HEEUESRAE Y BUR DARERT.,

aws ecr get-registry-policy \
--region us-west-2

BT BIIRFESNETA API iRZs 2015-09-21 29



Amazon ECR

ERAEER

=¥ Amazon ECR H{i2EUVREXRY B 885 1]

Amazon ECR FAB B2 81551 7] Al A REREME R IAM BRERREVIRIVFFIEHE. WK IAM BRHES
RYEH IAM BUR B THRF I ZB 5 HAEFF T HERR TR , Al IAM BERE %,

BYNAEHRENFFUIR (AWS EEEEA

o ~ w0 bh =

a
b.

o

£ https://console.aws.amazon.com/ecr/ B Amazon ECR £# &,

REBIEEECHPERELEEFETTREXNER,

EEEERD , BEENEEHE | BEYENRE , REBEEFT,

£ Registry permissions (B &5 1) B L , &2 Generate statement (BE4EBRR),
S A ERE NS ERBUREGT oI BERBRE |, #1T T 5IE1E,

#H¥F Policy type (BUER$EH) |, i#$Z Pull through cache policy (IREUREUEE).
&t ¥t Statement id (BRIRZ ID) , REREUREFRA XN BRI & B,

gH¥f IAM entities (IAM Bf) , EEETSEBRPNERE. FEIAEG,
SFEMREAF R = |, EENE EBURE M BB R EVREUR Al

#r¥f Repository names (REEER) , EEEEARINREEERERE, flw , W
BIRMEEE Amazon ECR Public E3E Amazon Linux f1ZE |, BIffiEEZBER
amazonlinux.

RFREVREUFF AT AP kg7 2015-09-21 30


https://console.aws.amazon.com/ecr/

Amazon ECR EREER

Amazon ECR A B 1F[E

Amazon ECR A B 7 E TS 4EM Docker B, BB I[FTE (OCI) MEHM OCI HEK M. &7
DUEN, EEEAMBRMGRETE  WERERFA , IEHFH TR Amazon ECR API #4EZk Amazon
ECR X B ANREERRREFIELRFHFFE, Amazon ECR thEE Docker CLI B4 , E L& TG IR
GRFARRRHEENREREREFE,

£

- WEREFEHE

« EY Amazon ECR #A B 7 E U7 R &

« #£ Amazon ECR R ERFEN RS HFMHER
- #£ Amazon ECR H BRI EREFE

« Amazon ECR #H B REFEBE

 1£ Amazon ECR HZRR A ERIFE

hEEEERR

- RIFFERR , EWIRFERERSHKEPHEENES AFEE
(aws_account_id.dkr.ecr.region.amazonaws.com), A , FEH&EFEEFRE Amazon
ECR API 1T |, AN RETFEHERIZERMREG. Amazon ECR RUEEZERXR , UEFHT
BEEHRNERAEFER. MEFMENR , 52 EAmazon Elastic Container Registry 5 % B R Y &
il

- BEETER EHEFRBCR R ELNREFEBERMAZS, MEFMAER , F28Amazon ECR
AR T ERR.

- BFEERBUTZEGEZEME S UARWEZEANUNRBTESH. flm , MEEHEBERKE
FrERIM E&E , BB A _HEFE team-a e R ZEME , MER B AIEA team-b A ZEME. WREE
i, SEEXBEECNE S web-app WG , SERGHUABKG B ZHBEE, WHEERAFET
TENERTEREASEBRK LANSLMSR, A BERWRES team-a/web-app , B EBAIBRE
A team-b/web-appo

- BRRETUEECECHESEENRFcHERIHMRTE, SUAEHERERERETEEER
HERERITIERRIF, MFFMEFR , F2EAmazon ECR PR B EHERE,

- EEHFEEMREA Blob HEE , MEFETUULAE RHREKE,

REEHS AP k7 2015-09-21 31



Amazon ECR EREER

#3 Amazon ECR A B R EELLIZ AR &

/A Important
£/ AWS KMS (DSSE-KMS) Y % [& 7] Ak 25 im I 23238 A ¥ AWS GovCloud (US) 15,

B3 Amazon ECR A BRFE , AREAREERFRARFNRE, ER/UTLSR , £H AWS EEXE
BEEBRMLARTE,

R REE (AWS BEEEA)

1. £ https://console.aws.amazon.com/ecr/repositories BIEX Amazon ECR £# &,
2. REBEIREFELRTFEMELNES,

3. EENERTE , AREEEUREE,
4

£ Repository name (RFEER), 7 , AENREREFEHAB B _NEB. FFESBIUET
EE (Bl nginx-web-app). H¥&E , AIMEHGIEMEWEZRE , SR FES EEIERAH (6]
i project-a/nginx-web-app).

(® Note

REESBUURES 256 AFTHRR. EBLANFEHR , ERELIENEFH,
BF, EFHR. KR, IHRARR. TXEEREENR,

5. SHERGEBTTEM  RETHRG—ARFENERETRMERE.

- IER -NMREEEFRXZEGER  FEELER, BEBRANERARIRNEBFENFTE , %
#{R Amazon ECR AILAEFIRENMR K, i K BEFALETLEBNERER , FOARRK
ERYAEAERATF T (%) KLY Mutable EBEEBR X F H RPN S EEUER.

- FELER - MREEEIHIMGEREINEE  BEHEEEREEENUEGR , c8ERE
REEFNAESEBMNBERIER |, FHEZFWIEER, InageTagAlreadyExistsException 0
REERHXEEEEERNME , Amazon ECR 2EE , k5 , EERALET TEZ8N
BEEY A FRASREBEBIEABATR () ET U EEBIRR X F 5 R+ L S BB LW
BE,
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https://console.aws.amazon.com/ecr/repositories

Amazon ECR EREER

® Note
TR EERFEBRITEMERE,

6. SHEMZEMERE | BIE AES-256 B AWS KMS, MIEFMEN , FS2REAFENE,

a. WREEAWSKMS , BEEENZNEBNZR cBETIZE, FH AWS KMS SEENR
EXNENER., MEFMENR , 5528 Amazon ECR Service E{E,

b. RIZFEER , aws/ecrBEEZEEFHEMN AWS ZERIR., ELFE—IREIYMA AWS KMS in
ENREFER  SEENIRFPEY L SR, ENEFZESR (&K ) LEEZACH
AWS KMS . AWS KMS S/ ERBENVAMERENES. ZEEIZ AWS KMS £
BEZE AWSKMS =28 |, LBV EBHCHER,

7. HRREFRHERE K BHALUTUERFERREEELARENRHERE  EREEBRELETRER
BEREERAHARE. EAARRERRRERERETRCEEAERHIESNRE CHETE
2, tREERHERM NS ERFHEN HFE.

8. EBEEV.

E 17 (AWS CLI)

1. J&AILUER AWS CLI #E aws ecr create-repositoryin & R M 7 E.

aws ecr create-repository \
--repository-name hello-repository \
--region region

2. MREBEERMEFEREVEL , BUERARAEMN Amazon ECR XS THEEMENREESR
RIEEMG , LB HEFE, Amazon ECR $EARTFERVEANFELERRE , BBA/KE
URFE, IREHAERHFERLER , B FEREFEFENFERES KM,

docker push aws_account_id.dkr.ecr.region.amazonaws.com/prefix/my-new-
repository:tag
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Amazon ECR EREER
T

LERRERGHEIREENSE  FERAEE , AREERBBERD. NESREHEIEY
REENHEER , BBH BREREEE Amazon ECR BRI,

£ Amazon ECR AR A EREEN A B MFME

BYMEREES%  SUNE TRARTFENHEET AWS BEFERA -

S{__IIII

« ERTFERFRE R MLRE

- ARFRERTFETSERGHFMAEST SRS ERGH AN SHA BE
- EENREEARRHEEAR

- MEFERTERREMERBYFEA B REVREUR A

- MEENMZRE

(@ Note

% LA Docker 1.9 X A<BE%8 , Docker A Fis1EASBRGH#EIX E V2 Docker B #1Ed , & £ BHEIR
/8. dockerimages Tp TV 2B R ARBENBEGE K/, Eit , 58521 , Docker AlgE 2
Bl AWS BB AP ERNREGE KBRS,

WIREEEET (AWS BETEA)

£ https://console.aws.amazon.com/ecr/repositories BRI Amazon ECR &,

4,

REEN - BEGEERANREEREE,
HEEEEFKSF |, BIE Repositories (FEEE).
£ Repositories (f&17E) B L , i#{Z Private (FAF) 28 , AR BEERBNRETE,

ERFENMEFAEmL , EHATARBER Images (B1E) BB, FHEERERFLEFEES
BN EMER,

B Summary (B E) @R #ETFEFAEFANRFEN RN EER.

EHE Images (RB) MERARREFEFREGREBENET. eEREEANREGNFMET , HE
HRERR. MFEFMEEF , F2B1E Amazon ECR HREZEEFHET.

o K~ w0 Dd =

MEBZEMBRAKREZESTLIRG , BOULLRIERFELHHF RIAMBRIEEE Delete(fER), 0
EHMMEE |, FS R Amazon ECR H fll BRAR
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https://console.aws.amazon.com/ecr/repositories

Amazon ECR EREER

iB1E Permissions (37 A]) URBRERZRBEFENRTFERER. MEFHMEENR , 528 Amazon
ECR FNFAEREEESR,

iB4E Lifecycle Policy (£aiBHIBER) RAERAZRBEENEGIBHEE, B kBER
S EHEGREEY., MEFMEENR , F2EE Amazon ECR EF‘TEFHEupﬁHEBZ%IQEJJ%H%
BEERR

B1E Tags (BR) URERIREFENHRENER,

£ Amazon ECR #BRFAE R ZE

NRBEEEEATE , DASERMER. MR PNREER AWS EEXEE  MEETESHN
FIERGOE—OHBR ; EREAER.

/A Important
tEMREMBRRBEEFNE R CEEERILIERE.

=R A (AWS EEEEA)

1. ¥ https://console.aws.amazon.com/ecr/repositories BIE Amazon ECR £ A&,
REBEY - BETSEMRARBTERS.
EEEEKTF |, 882 Repositories (RTFE).

£ Repositories (f#12EE) HE L , i1 Private (FA8) 2B , AR ZEZEM RN FEELIRIE
Delete (HH'IJ I}%)o

5. 1£ Delete repository_name (MIER repository_name) IR&E+ , EREMBRNEEECHHIEE |
HiZiZ Delete (M),

N

Amazon ECR A B R EFEEBER

Amazon ECR E EREF I REZFREFENFRN, BREFIIRLSEERLEERENARTEFER
REE  URMFHTUASFEEANTHLEDE. REBER , ABEUMEFE AWS HIRF A FERHE
B, SALERRBREFERR , UAAFYREFEETHMTR.

ES- |

- BREEBEE IAM BERR EEH

I B fo 77 = API R 2015-09-21 35


https://console.aws.amazon.com/ecr/repositories

Amazon ECR EREER
« Amazon ECR FWFAERFEBEKEHI
« 7£ Amazon ECR H R EMERTFEBERIA N

A7 EBUREE IAM BURH L8

Amazon ECR BHEEBERE IAM BERW F5£ , HEEMEMARIEHIEEM Amazon ECR 7 ER
FHL, IAM BEREEAAERZME Amazon ECR IRIFHEFT |, Bt AARSIE IS EERNFZEL

EREFREEAERNACTUNREEHNTHLED/ER , Amazon ECR RFEBERMN IAM BUREE
RE, NREAERACEBHFERRBELEHNTEEDE , ERFB IAM BERSHERHF A (R27R
R) , AIZBESBIER. BBRTFERRS IAM BEREM— @R AFEAENACNEERTT , B
TEEWME T

/A Important

Amazon ECR EREH EHHEIEB IAM BIRMM ecr:GetAuthorizationToken API B9
AT, REBRTEH B HREETE D RE | WHEM Amazon ECR 17 EHEA 17 BT IR
. Amazon ECR IEMZESE IAM BXE |, LIR4ITEARBRMNEREFRN., MEFMAEA ,
552 B Amazon Elastic Container Registry & % B BUR # €54

A AERELERREENEM—E , RiEGHEERFENFI , TR,
Lt %35/ 58 R — {8 Amazon ECR RFENRE , A EEAZH LR EENREEEHHBRE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ECRRepositoryPolicy",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:usex/username"},
"Action": [
"ecr:DescribelImages",
"ecr:DescribeRepositories"
1,
"Resource": "*"

}
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Amazon ECR EREER

teEHER— @ IAM BUR , EBEAERSESBRNEEREEMTE CLREFENTE ARN
EBE), MERLREENBEE. MFEFH Amazon EIREME (ARN) BXNFHER |, F2H

Resources,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowDescribeRepolImage",

"Effect": "Allow",

"Action": [
"ecr:DescribelImages",
"ecr:DescribeRepositories"

1,
"Resource": ["arn:aws:ecr:us-
east-1:111122223333:repository/repository-name"]

}
1

Amazon ECR A FAE R F EBER £ 4l

/A Important

hEHE N TFEBRRES EEZEMAE Amazon ECR A ERFE. MREEE IAM E8ER
£/ , BRIER T # Amazon ECR REFEREEAERMETER , BRICHSEEERERF,
NEARRERFEIRNFMEESN , 526 £ Amazon ECR FEREMSE @7 EBERA
30

Amazon ECR BEEBERE IAM BERW F5£ , HEEMEM AR IEHIEEE Amazon ECR #FE/N
EFH. IAM BEREBEE AR ERZEME Amazon ECR JRIEHEFT , Bt ARARFIE B EERNEE, m
EHMEN  BF2RMBEEBEE IAM BURH LB,
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Amazon ECR EREER

BUTS {1 o R SR 6 45 A 7R 48 AT LA I 2R 42 6 Amazon ECR A B 7 E R ERRY FF ATBRIR K o

/A Important

Amazon ECR EXRFEH EBHEEB IAM BIEMI ecr:GetAuthorizationToken API B9
A, REBRTREHBHREETE O BE , WEM Amazon ECR 17 EH A HIZREUEAIAR
. Amazon ECR Rt ZEZE IAM BUEE , UG TREMRNERE TR, MEFMEEA ,
5528 Amazon Elastic Container Registry & % B BUR K £ 4,

gfl : RFF—NZE ERE
UTREEBRAN —EZE £RE D FHEFEEEENERHFERRRE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowPushPull",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::111122223333:user/push-pull-user-1",
"arn:aws:iam::111122223333:usex/push-pull-user-2"

]

},
"Action": [

"ecxr:BatchGetImage",

"ecr:BatchCheckLayerAvailability",

"ecxr:CompletelLayerUpload",

"ecr:GetDownloadUrlForLayer",

"ecr:InitiatelLayerUpload",

"ecr:PutImage"”,

"ecr:UploadLayexPart"

]I
"Resource": "*"
}
]
}
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Amazon ECR EREER
£ AFFHMIRSF
THFEFEBRAFFISERS A RS,
/A Important
BRETFHINRFLEMALEETEYFFEBERNES , RAISHEHER,
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowCrossAccountPush",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:CompleteLayerUpload"”,
"ecr:InitiatelLayerUpload",
"ecr:PutImage",
"ecr:UploadLayexPart"
1,
"Resource": "*"
}
]
}
THREEBRAHFT 2 ERAERINMG (pull-user-1 8 pull-user-2) , AFRHEMERE

(admin-user) TEFEER.

(® Note

ME BT XENEFEMMEFERR AWS EEXEE |, BA LR set-repository-policy

AWS CLI s T ERBX,

REEBREH
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Amazon ECR

ERAEER

JSON

#ifl -

"Version":"2012-10-17",
"Statement": [

{

HEEEE

"Sid": "AllowPull",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:usex/pull-user-1",
"arn:aws:iam::111122223333:usex/pull-user-2"

}I

"Action": [
"ecxr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,

"Resource": "*"

"Sid": "AllowAll",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/admin-user"
}I
"Action": [
"ecr:*"
]I

"Resource": "*"

T oI T ERRIER A £/ & A i HRREVEED

JSON

REEBREH
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "DenyPull",
"Effect": "Deny",
"Principal": "*",
"Action": [
"ecxr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
] ’
"Resource": "*"
}
]
}

#i5 : BREISE IP it BY1FEY

EEMAREBBERUBENRFER , TIEHERBEMEREHNITEM Amazon ECR BENFFT,

HRRIARN P RGEEE AT 2 BB RREABES 4 X (IPv4) IP thit#y 54.240.143 . * EE,

Condition EREA NotIpAddressi&4F aws:Sourcelp RH S8 , ER AWSEBIRH S8,
MEEMELFHRSIBNFMEN , B2 AWS 2 EFEHRNARES|IE, aws:sourcelp IPv4 EE
EAR% CIDR &k ~E. NMEFMENA , F2E (AM £AFER) 71 IP iR EE T,

JSON

"Version":"2012-10-17",
"Id": "ECRPolicyIdi",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Deny",

"Principal": "*",
"Action": "ecr:*",
"Resource": "*",

"Condition": {
"NotIpAddress": {

"aws:Sourcelp": "54.240.143.0/24"

}

REEBREH
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ol . SoFF AWS IR

THIRFEBR L AWS CodeBuild FEREEZ IR ESFTEMN Amazon ECR API BifE, AT E
BlBE | IEPEZAEM aws:SourceArn Ml aws:SourceAccount 1§ E SR FE ] LUKIEIE LA
WER, MEFMET , 5528 (AWS CodeBuild FAEER) HH CodeBuild B Amazon ECR £

Blo

JSON

"Version":"2012-10-17",
"Statement":[

"Sid":"CodeBuildAccess",
"Effect":"Allow",
"Principal":{
"Sexvice":"codebuild.amazonaws.com"
},
"Action":[
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
1,
"Resource": "*",
"Condition":{
"ArnLike": {
"aws:SourceArn":"arn:aws:codebuild:us-

east-1:123456789012:pxoject/project-name"

},
"StringEquals": {

"aws :SourceAccount":"123456789012"
}

REEBREH
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£ Amazon ECR H R EFME R EFEEBERBRIA

EAELAWS EEERE MBTISR , SENERRAXNTHE dNRETFE, EUUASEREE
MBS EBRRAR . WEHHIBER , FFSH Amazon ECR RV @7 EEER A,

/A Important

Amazon ECR EXRFEA EBHEEB IAM BIEMI ecr:GetAuthorizationToken API B9
A, REBRTREHBHREETE P BE | WRIEM Amazon ECR 17 EH A IR BT IR
. Amazon ECR Rt ZEZE IAM BUER , UG TREMRNEREFER. MEFMHEA ,
5528 Amazon Elastic Container Registry & % B BUR K €14,

RRE 7 E R BRI =X

o kb w0 Dd =

© © N o

£ https://console.aws.amazon.com/ecr/repositories BRI Amazon ECR E# &,
REBS - BREHPIEERERRRRINREFTEZES.

EEEEKF |, 812 Repositories (RTFE).

£ Repositories (RFE)EH L , BEEEREBRBRAXNNRBFERBBRFTERS.
RFEFEMGBERANEEE KT , #IF Permissions (FF 7). Edit (f%8).

(® Note

MBBEEEE K ETE Permissions (55 1) iB1H |, FHEABNRAREFEERGEERR
F,

£ Edit permissions (#REEEF 1) EE L , i### Add statement (FTigBRAE ).
#H Statement name (FRIRAX B ) , WARRXHBERE,
B Effect (MR) , BESEEAFTIARESHNBERRIARN,

H Principal ((REBA) , FEREEEABKRRARNVERAELE, MEFMER , F2HE (AM
FERAERERE) P AWS IAM JSON BEETE | &4,

- BULLEBERBEA () KBAR , SRERNERZMESRE AWS HERE,

« ¥ M Service principal (IREEFEA) , EERKEZFTEAZTE (FMW0 ecs.amazonaws. com) AE
FABRIR X E 45 7E B9 AR 75 o

- $HEAWS IRF IDs , 87 AWS IRFSRES ( Hlfn 111122223333) , AR ERAERE AWS
WwRETHAMEREAE, BUUERERS REEREEZERS.
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/A Important
ERFHAITNRFLERASEEEYRFERRNES , SRSHERER,

- ¥ IAMER | ZERNEEARENZ AWS IRF THAGHERE.

® Note

ME BRAXENEEMBEERR AWS EE XA |, BALUFER set-repository-
policy AWS CLI S S ERABR.

10. HR Actions (B)fF) , FEEEBURBA KX B E B API REFEHERB Amazon ECR API ##1F
ﬁo

11. BEBTHE , FEF Save () REREBXK.
12. REFEZBEARTFERRNESZAINS R,

£ Amazon ECR R EREE

AT 1B EEE Amazon ECR R7E , BRLERA AWS ERER , S ECHPREERERGHHR
BB/ Amazon ECR fFE. i , B LAAKRFE Amazon ECR fFEEZ —EERK , HBERE
HEEFFENETE,

BERELTH =

BERYE Amazon ECR RRFEAEMNEEEER  YSBREEFAFTLFTH, BRI ABERGEN
ER, BUAREEERIBNE , WU UEREERTBRER. EUAREBNERAZEFTS
BREEZREBNERS Nul, EERERGEEEFHRENERNEIZER , IFNEESERE
B, MREMBRER , hEMREMZERAERNRR,

WAl LAME A Amazon ECR F3# 4. AWS CLIFl Amazon ECR AP| & FHER.

£ /8 AWS Identity and Access Management (IAM) , #& A LA & AWS IRE IR FEREEFE,
RERMBRERNFTT. 0% IAM BERPERNEF , F2 B the section called “FAERE FEUE
#”o
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Amazon ECR EREEmR
BN ERAEFE

BFEE Amazon ECR REFEENEBREXAEAERSPRAZ , BRBRERAIE, MEFHASE
A, F2BAmazon ECR AE#%.,

EREERAHERNAL  BURBEASHERERERKRENERRBELAREEF. Hlm , ETN
ERAREERAEAEBRECHEER K ARBRERESEANEEXEARBRERBNERE, W
FEREARBRERA I BERENFRER , 52K (AWSBIling £AEER) FHEA KL DE

WS

(® Note
EEIBRARE  BARNERNEE 24 Mz REHARE,

ERIIEZE Amazon ECR PR EF#EE
B EEMIEENE/REE,

NEEBREBNSEEBRNHEBEN , 28 (B AWS EREAEER) PHERGERFHNE
RURZEER

HEBRMEERTE AWS EEXEE)

£ https://console.aws.amazon.com/ecr/ BB Amazon ECR E£# A&,
REBI P ENECANES

EEEHIKF , B Repositories (RTEE).
EREFERERL , ENERLZRFESENZEL R,
R’REBEEEDERNREFERR.

EREFEEREE L  BEEER. FHEER.

ERERFEEREEL  EESERENRSIRNE , RRB2ERT

N o o bk~ 0D =

IS IEMIT S 12 (AWS CLI % API)
IBATLAER 3 AWS CLI API T8 B E — S ZEER,

« AWS CLI - tag-resource
* API B)4E : TagResource
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ERAEER

THIEHIREUAIER FHEEB AWS CLI.
ghl 1 BEREE
Tolwm T eERLHEETE,

aws ecr tag-resource \

--resource-arn arn:aws:ecr:region:account_id:xrepository/repository_name \

--tags Key=stack,Value=dev

g6l 2 . FRZERRECHER
TraTE=ERRTEERTE,

aws ecr tag-resource \

--resource-arn arn:aws:ecr:region:account_id:xrepositoxry/repository_name \

--tags Key=keyl,Value=valuel Key=key2,Value=value2 Key=key3,Value=value3

g6 3 ILREENERR
THlar 5 &5 B R 7 E A BB Y R &

aws ecr list-tags-for-resource \
--resource-arn arn:aws:ecxr:region:account_id:xepository/repository_name

4 BURTFELHEER
LT REIEA test-repo WREFE , MHIER5|EA team F{ES devs HEH,

aws ecr create-repository \
--repository-name test-repo \
--tags Key=team,Value=devs

£ Amazon ECR H YA G 17 EE M BRAE
BO LR E R EEMBREER.

RLEREFEMSRER AWS EEEEA)

1. 7 hitps://console.aws.amazon.com/ecr/ BiEX Amazon ECR XA,
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Amazon ECR (EE
2. REBIFENEFEANES,

EREFEARL  ENEBRER R TESEHNZETT R,

RBEEEDENRTERR.

ERFEEREE L  EEURE.

ERERFEEREER L , SHHEERMRNEEER K ENBRETR  AREERT.

2

B 7 EMERER (AWS CLI)
EAILAE A 3 AWS CLI API il BR — =R Z EE .

* AWS CLI - untag-resource
- API B4k - UntagResource

T oIS BRI fE A HE 7 EEMIBRARER AWS CLI,

aws ecr untag-resource \
--resource-arn arn:aws:ecx:region:account_id:xepositoxy/repository_name \
--tag-keys tag_key
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Amazon ECR EREER

Amazon ECR F A B IR &

Amazon ECR &% Docker Bt{%&, Open Container Initiative (OCI) B F OCI A K mEREFLE %
FED, EALAEA Docker CLI &R i 8 A B ik 3R 6] I8 B {78 17 EE HE 35 FN IR ER AR 1R

iEiB OCl v1.1 B9 Amazon ECR X8 |, LA EHRMEE OCI Referrers APl EEMNZZE K M. KmE
FEEE, HEYRIEE (SBoMs), Helm Chart, B RMFEH, BesMEN — AR mEBEZASR—
EEn  IRELAEBNMRE  HTEAREEEENBRE,

£ Amazon ECR 2 ZM & 1 # Amazon ECR A\ EREEMKRESNEM R EEIRHENMAFER
EMBERANES, MEXSAB[MBRNFEHEN , 528 (AWS Signer I ABEE) FNESA
e

&

o EBEHIXZE Amazon ECR A E

+ 1 Amazon ECR #A% i 77 B il BR 25 5 A0 H ft 5 mm
 7£ Amazon ECR 1R G HE A

+ & Amazon ECR #AH R FEARGRIEI G A EIRIE
« $EE Amazon Linux Ba5B&

+ 7£ Amazon ECR Al BRER &

+ £ Amazon ECR R HFHE

+ 7£ Amazon ECR R E#HEZ &

* BhIETE Amazon ECR H B B BUGER

« Amazon ECR FH ARG EFAFTERAZE

« # Amazon ECR B {RE2 Amazon ECS #ELfFH
* # Amazon ECR BR{REE Amazon EKS R i £ F

AS AR G HE 1% = Amazon ECR A B E

ST LA Docker MR, BABERENRBKARRFE (OC!) MENMMENRBEEELNLERHE
E.

Amazon ECR R#EREEBRINHMREFENSZ, EBELFEREREFEERTAR , BTN
HEHCHWEREPEEASER  YETENIKRFPER, NEFHEER , 528 Amazon ECR FHFA
BREERE.
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® Note

MREHZBFEENRE , ZSMNGSEHRBEPERNBR, MEHFNEFRBRGH A
BH , 55281 Amazon ECR #1744,

U 2 4% Blob HE T Z S B HEF | Amazon ECR € X BEHEEBREXEETHNERERE,
MREECEFEAEBEEETNSE —EFFEED , Amazon ECR EHEHBEENEE K MARLEE
ENEE, MEFMENR , 5528 Amazon ECR HH Blob # &,

&

o ASEGHEIXZE Amazon ECR RAEREEER IAM 551
« & Docker B & H#E3X ZE Amazon ECR FAEfEZE

- BSEBMEHIEZE Amazon ECR AEREE

« #% Helm Chart #3i%Z Amazon ECR A& ZE

AS R {G HEX Z Amazon ECR FAEfE1ZER IAM 557

BREBEE IAM BT, FESMGHIEE Amazon ECR IVEREE, SEEFRERBHREES
EANETREREENFIE, S E ST R EN R,

FERAEXRZBFEREEFR , OMMEEHIEXRENSE Amazon ECR B #1EEITS 28R
#. Amazon ECR Rt Z & AWS ZEHRXE , URFHTRBHENERAEFR. NMFEFMENR
BIAWS Amazon Elastic Container Registry B Z & B &,

T
®

FHALBRIBESH IAM BER, T IAM BERERFRRGHEERERTEMENTT. EERH
BEMTENGH , BFEARTENTE Amazon Resource Name (ARN),

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecxr:CompletelLayerUpload",
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"ecr:UploadLayexPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:PutImage"”,
"ecxr:BatchGetImage"

]I

"Resource": "arn:aws:ecr:us-

east-1:111122223333:repository/repository-name"

},

{
"Effect": "Allow",
"Action": "ecr:GetAuthorizationToken",
"Resource": "*"

}

T3 IAM R ER THREHIAEMBEREEMBNF T,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CompletelLayerUpload",
"ecr:GetAuthorizationToken",
"ecr:UploadLayerPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:PutImage",
"ecr:BatchGetImage"
1)
"Resource": "arn:aws:ecr:us-west-2:111122223333
}
]
}

#% Docker MU 1% Z Amazon ECR A E 12 E

:repository/*"

B A LAE A docker push i S5 A ss MG #EIX E] Amazon ECR R FE,

#E3% Docker MR &
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Amazon ECR 2 X B  MH#X AN LR BIEM Docker EFAFEFE, MEMHEBENR , F2EE
ZEBPGHIEXE Amazon ECR A EREE.

1% Docker B & #EIX E Amazon ECR f#12E

HEHIEMB A , Amazon ECR RTFELARFE  RRIEHAERMREFERIL SR, MFEFHEER ,
RS A Amazon ECR AR FEAFHIRER ARG RERE, #IXETRERDFEHERE
M ERY AN .

1. [EFTEHEBRESH Amazon ECR BB R EM Docker AP, AN SEE&ER X ENSE
BEoREFN , FHERHER 12 @) K. FEFMEF , F2HAmazon ECR #H LB E HE
B8,

# E @ Amazon ECR & #2585 Docker , F#11T aws ecr get-login-password i %, #5527 8BE
FRHEIELS docker login ip SR , £ AWS WEEASEREBBILIEEELERFEN Amazon ECR
BHE URI, IRRMOZERHKETRE  SXAHHEEREEELTS,

/A Important

ERINZIER  FLESIHBREZTRITREN AWS CLI, HNEFHEEA , 528 "AWS
Command Line Interface fEA &R FHZZE AWS Command Line Interfaces

aws ecr get-login-password --region <region> | docker login --username AWS --
passwoxrd-stdin <aws_account_id>.dkx.ecx.<region>.amazonaws.com

2. MREHRERBEEFEFERETEBENZEED BLCERRETERVESL | LR UERAR
FEREVEIANFENMENRFESBREZREG. ECREEARTFERVHELINALERR
E, BBALRYRERE.

MRERBEBMTNRTFEERLER , AIFERVHEE. NERFREF , F20H AREGRE

HIRER, HEREZVRETBFHEEVNREENSEAR 5 EY Amazon ECR B FEUF
R o

3. RHEBHXMAMME, #1T dockerimages % , FIHRK LN A RRE.

dockex images

A repository:tag EERE ID REEMN S8 E P K HBRE,
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4. ERBLERZREFEAN Amazon ECR 2#E. REENTEZANRGERSBHES. BHERKK
A aws_account_id.dkr.ecr.region.amazonaws.com, EEZBEEEEBMEGEEIN
RBEEABMERT. IRERREGESR  REBBREREEA latest,

THEHEHE ID B e9ae3c220b23 WA HMGIERL S

aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:tag.

docker tag e9ae3c220b23 aws_account_id.dkr.ecr.region.amazonaws.com/my -
repository:tag

5. ff docker push S HEIXBRE -

docker push aws_account_id.dkr.ecx.region.amazonaws.com/my-repository:tag

6. (EF) EBHIT Step4 M Step 5, ERFAEMBERERSG , LWiGHFEBHEIXZE Amazon ECR.

# % RIBIREGHEIX E Amazon ECR FAE#1ZE

BE]LUEIBE M FH#EIE Docker EFAFEBE | S EBHGHIEE Amazon ECR R E. EFEE
JIREEREESZEARGEBRMBLNMRBGEE, EAZEERT , EAFEETERRIRMUERE
HE , BEARTEEERAIEBIMBELN, EABEFTRLERE, WEFHMENR , 28
Docker EFAFE

BREENRTLUGEM Amazon ECR BE—# , £ Amazon ECS E#EZ = Amazon EKS Pod #3
BHEMEHSE,

FEIRIGH
o EI8H Docker CLI # , BIRAER M IIEE, MEEERINEENE , 552 Docker XA EER I
BEo

o HEBHEEMGZEH , Amazon ECR REENSEREE, MEFMEN , 552/the section called “E 31
1 ELE R E,

o BANBLEBMGHESFEFE , T2 Docker EFAFE, MFENAHEMENET , 528
Docker B & # 3% Z Amazon ECR FAEREFE.

%

\
|
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Amazon ECR EREER

7% % 3848 Docker MG H#E1A E] Amazon ECR EFE

1.

3T EHEE BB Amazon ECR & 8% 1858 % M9 Docker A Fif, FTAMN SRR &GS XAINE
BoRBEN , FHERHBEA 12 @0, WEFMER , F2BAmazon ECR FHFAE B &HE
%73 %Hx_o

# E @ Amazon ECR & #2585 Docker , F#11T aws ecr get-login-password i %, #5527 BE
FREER docker login BB {EFH AWS HEEAFERAEEBAEEELEREN Amazon ECR
BHE URl, MRERRZERFETRE  SXAHHSASKERLTS.

/A Important

ERRFIEE  FLREIABERIFRAN AWS CLI, MEFMESR , F28 (AWS
Command Line Interface fEFA&ER) FHZEE AWS Command Line Interfaces

aws ecr get-login-password --region <region> | docker login --username AWS --
passwoxrd-stdin <aws_account_id>.dkx.ecx.<region>.amazonaws.com

L@ FERNRE , FEEREERR,

aws ecr describe-images --repository-name my-repository

B3 Docker EFBFEFIR, manifest create P ERIVSENMERESCELNREET ,
WEAME L EAFE

dockexr manifest create aws_account_id.dkr.ecr.region.amazonaws.com/my-
repository aws_account_id.dkr.ecr.region.amazonaws.com/my -
repository:image_one_tag aws_account_id.dkr.ecx.region.amazonaws.com/my-
repository:image_two

(ZR) WZE Docker EFUREIIR, ENREHRIDENRFEIRFSRNESEARGERZTEN KN
MFHE,

docker manifest inspect aws_account_id.dkr.ecr.region.amazonaws.com/my-repository

#% Docker BB EHIR X ZEH Amazon ECR 12,

docker manifest push aws_account_id.dkr.ecr.region.amazonaws.com/my-repository
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# Helm Chart #3%(Z Amazon ECR A Ef#1FE

BT LSRR A RSETE (OCI) B MHIXZE Amazon ECR FE, EEEFIINEENES , BEA TS
S E8#% Helm Chart #3XZE Amazon ECR,

WEHEE Amazon EKS # Amazon ECR 5E& Helm Chart IEEHHE A , 5528 £ Amazon EKS #
£ %% Helm Charto

#& Helm Chart #3%£ %] Amazon ECR f#ZE

1. &% Helm AR RIRA, ELXTBREMEA Helm fxZ 3.18.6 ETHRE. A 7B Amazon
EKS % #EH Kubernetes AR , A Helm 3.9 IRBEHFIRAE, WEFHMENR , FSHZE

Helm,

2. FERATHLSERRENAR Helm Charte NEFMMEF , 5528 Helm Docs - BBER,

a. BIY—{E®&A helm-test-chart ¥ Helm Chart Y55k templates B &#MNAR,

helm create helm-test-chart
rm -xf ./helm-test-chart/templates/*

b. ConfigMap £ templates ERIEKHEI ,

cd helm-test-chart/templates
cat <<EOF > configmap.yaml
apiVersion: vl
kind: ConfigMap
metadata:
name: helm-test-chart-configmap
data:
myvalue: "Hello Woxrld"
EOF

3. HEEXR. BHKIREEMIE Helm Chart REANHEBERNERER,

cd ../..
helm package helm-test-chart

Output
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Successfully packaged chart and saved it to: /Users/username/helm-test-
chart-0.1.0.tgz

4. B FFELFER Helm Chart, REFEENBBERMKREDSE 2 1237 Helm Chart BERN AR
. MEHMET , FSEET Amazon ECR FAE B FEUFHE A,

aws ecr create-repository \
--repository-name helm-test-chart \
--region us-west-2

5. #8481 Helm A F R FHINIEFTE RS Helm Chart #3X FIA Amazon ECR %81, FTANESE®
BESVERNSEIRIBFR , FRHENHPEAS 12 @/E, MEFHMEN , 528 Amazon ECR
BV FAR B8R B 0 BB

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com

6. f£A helm push as S H#IX Helm Chart, % FE3%21E Amazon ECR f#7FE URI M SHA HE,

helm push helm-test-chart-0.1.0.tgz
oci://aws_account_id.dkr.ecr.region.amazonaws.com/

7. ¥ERER Helm Chart,

aws ecr describe-images \
--repository-name helm-test-chart \
--region us-west-2

P | % artifactMediaType 28 HBEEN R MER,

{
"imageDetails": [
{
"registryId": "aws_account_id",
"repositoryName": "helm-test-chart",
"imageDigest":

"sha256:dd8aebdda7df991a0ffe@b3d6c@cf315fd582cd26f9755a347a52adEXAMPLE",
"imageTags": [
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"0.1.0"

1,

"imageSizeInBytes": 1620,

"imagePushedAt": "2021-09-23T11:39:30-05:00",

"imageManifestMediaType": "application/vnd.oci.image.manifest.vl+json",
"artifactMediaType": "application/vnd.cncf.helm.config.vl+json"

}

8. (EA) MEHMSE , FLE Helm ConfigMap X BAAMEA Amazon EKS, MEFHE
S R7E Amazon EKS E 5 %% Helm Chart.

illll
3

£ Amazon ECR A ERFEMBRFENH MK M

SETLAER ORAS R F i , #€ Amazon ECR AR FESIHMMRBZENH S ERHMm. MR
EMEMWSERRBEURRBRRENFRX (F2E £ Amazon ECR FIBRERR), LA R 40751 H B
mAMMBRBEREM 5 E

£/ ORAS CLI EE &/ A m
1. REMZRE ORAS A Fim.

MEERRZENMERE ORAS AFRMER , 528 ORAS XHHMLE,
2. FEZH Amazon ECR G RTAKM , s oras discover , REEEMRGEE :

%II

oras discover 111222333444 .dkr.ecr.us-east-1.amazonaws.com/oci:helloworld

W ARG ERLEL

111222333444 . dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:88c0c54329bfdc1d94d6f58cd3fcb1226d46T58670f44a8c689cb3c9b37b6925
### application/vnd.cncf.notary.signature
### sha256:387c10c1598eel8aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42
### sha256:6527bcec87adf1d55460666183b9d0968b3cd4estbc34602d485206a219851171

3. HEfEM ORAS CLI MREE , RIBLHMNES A BT TGS
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oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42

AR R R

Are you sure you want to delete the manifest "111222333444.dkr.ecr.us-

east-1.amazonaws.com/
oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42" and

all tags associated with it? [y/N] y

4. |y 8, FEMERKR-

3 7 m T PR 1 1T 5% B PR
MRBEMBR , GlOESBEROBREMBREZAR , ISBEREUNTHE L,

Error response from registry: failed to delete 111222333444.dkr.ecr.us-
east-1.amazonaws.com/
ociesha256:387c10c1598eel8aae81ldcfc86d0d06d116e46461d1c3cda8927e69c48108c42:
unsupported: Requested image referenced by manifest list:
[sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b]

MERTE OCI 1.1 BB 2 BUHERAYIRGEF | RIee @AM R, MIBRPFALR | BLH LM RS EREGR
BABE , FaEMBRIRE , TR :

1. BEMREZMERNBZARBEBMOETFE  FBAA

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@Esha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b

B ERRERLEM

Are you sure you want to delete the manifest
"sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b" and all
tags associated with it? [y/N] vy
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2. Ry@, BMREFBE,
3. BEABEHARE , SuUMREER :

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42

Are you sure you want to delete the manifest
"sha256:387c10c1598eel8aae8ldcfc86d0do6dllbes6461dlc3cda8927e69c48108c42" and all
tags associated with it? [y/N] vy

Deleted [registry] 111222333444 .dkr.ecr.us-east-1.amazonaws.com/

oci@sha256:387c10c1598eel18aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42

4. EEEEERZCMER, F@A

oras discover 111222333444 .dkr.ecr.us-east-1.amazonaws.com/oci:helloworld

W ARG ERLEL

111222333444 . dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:88c0c54329bfdc1d94d6f58cd3fcb1226d46T58670f44a8c689cb3c9b37b6925
### application/vnd.cncf.notary.signature

### sha256:6527bcec87adf1d55460666183b9d0968b3cd4e4bc34602d485206a219851171

#£ Amazon ECR iR & &FFHE A

HREBEEZERFER  SUNBRREMEBER. 2SNFAEANT -

« BR URI
- REER
- RmEEEE
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- REEAFERE

« RiEIRRE

- BUYEK/DN (JA MB BE)

- BRGHEEERFENKBD

BRERGFMEN AWS EETER)

1. 7E https://console.aws.amazon.com/ecr/repositories BIRX Amazon ECR £ &,
REHFY L | EEITSRENREFEN R,

EEEERT , KFRELFERENREFE.

ENEREFEEEL  BEERBNRETE.

£ Repositories : repository_name (72 : repository_name) EH L , BEERKBWFHFHAE
AR BRER

o & 0N

%€ Amazon ECR B @7 ERGRINZ SN A HIRIR

MREEHTHE Amazon ECR A A Docker BR& , AT LAE A docker pull 55 2RAS HIZENE A< #
RIE, BT B EE S — 8 AWS 1R 5B BB A B SR AE B 1T IR/,

ZE Amazon ECS FBEZF# A Amazon ECR B , 552 #§ Amazon ECR {582 Amazon
ECS ¥ E A,

/A Important

"‘ﬁlfhﬂﬂi“fﬁﬁ’]ﬁy%@o HENRGUERER , TEREN. UFEHENERRENFHEE
0 nﬁ £ ﬁE Amazon ECR Epij-ﬁﬂ%@o

y

/A Important
Amazon ECR EREREHEIER IAM BIERM W ecr:GetAuthorizationToken API Y
A, AR EEHBEIEHETE S RE | WHREM Amazon ECR {7 17 E #E A = 12 BUEATAR
. Amazon ECR 2t % & AWS ZEBER , UBHITREBRNFEREFE, WFE Amazon
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Amazon ECR EREER

ECR AWS ZEBERMWHBEENR , 5528 AWS Amazon Elastic Container Registry B Z &
Ko

& Amazon ECR f#fFERE Docker B {5

1. MITEIZEEEGH Amazon ECR &8 RM Docker AP, FTANSEAXEER LN ARG
BoBREBZE , FHEXHEA 12 BN F, MEFHMAER , F2BAmazon ECR FEIFAE & &S
BoRE.

2. (BA) KHERDHIBRE,
- AT F aws ecr describe-repositories @5 7l H B &K 1E A FEFE

aws ecr describe-repositories

EIREFIEEHIE —ER A amazonlinux WREFE.
« @A aws ecr describe-images S IR FEFERRIRE

aws ecr describe-images --repository-name amazonlinux

PR EESEGIEREA latest M 2016.09 , BGHEL
sha256:f1ld4ae3f7261a72e98c6ebefe9985cf10alea5bd762585a43e0700ed99863807
AYBR 15,

W|IRE , WA registry /rep051tory[@dlgest] T AR ERE

docker pull aws_account_id.dkx.ecx.us-west-2.amazonaws.com/amazonlinux:latest

/A Important

WERHIE repository-url not found: does not exist or no pull access
§552 , Al [ Amazon ECR ERFE &M Docker Al B, MEFHMEN , 52 BAmazon
ECR A E B HIE S 2 BRFE.

REBR B API iR 2015-09-21 60



Amazon ECR EREER

$2HL Amazon Linux &85 &

Amazon Linux e85 & 2iEFIBTE Amazon Linux AMI F 8 EMNEREEE TtHFTERE. Amazon Linux
REBEME U ETIRESRFER |, 5 Docker THEE S ERMR G, MREAE Amazon Linux AMI AR
Amazon EC2 FHIFERATET , B el LAEA Amazon Linux RS GRASBLEAER,

O L E AR BB RIRIEDEH Amazon Linux BE5RE , AR EH Amazon ECS SERERNHEE
AWS , TIEFMEF , F2E18 Amazon ECR MG EE Amazon ECS #£EFE A,

Amazon Linux B 28R AT Amazon ECR Public X Docker Hub £, 1% Amazon Linux B 25 {&
N  FEIEAWS B AERE,

#& Amazon ECR Public H12E¢ Amazon Linux B 25 &

1. [ Amazon Linux Public Z #1258 BH Docker FAF i, MR FZHANEREA 12 /M, WMEF
& |, F2BAmazon ECR FIFAE 2 #EE 5 958 F,

(® Note

fEARZ 1.18.1.187 B , ATLAfE AWS CLI HfEf ecr-public &8 , BERMEZRER
BHTARAY AWS CLI, INEHMMET , 5528 (AWS Command Line Interface A &g
) HH L% AWS Command Line Interface,

aws ecr-public get-login-password --region us-east-1 | docker login --username AWS
--password-stdin public.ecr.aws

HigHmT :

Login succeeded

2. £ docker pull i85 32E Amazon Linux A28, &ZE Amazon ECR Public Gallery L &E&
Amazon Linux B3 |, 552B Amazon ECR Public Gallery - amazonlinux.

docker pull public.ecr.aws/amazonlinux/amazonlinux:latest

3. (BH) EXHEITESR.

dockexr run -it public.ecr.aws/amazonlinux/amazonlinux /bin/bash
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Amazon ECR EREER

#& Docker Hub 3#2HY Amazon Linux 885

1. A docker pull a5 = HE Amazon Linux &35 %,

dockex pull amazonlinux

2. (EA) EXHEHITESR,

docker run -it amazonlinux:latest /bin/bash

£ Amazon ECR H il BR R {5

MREETHRERREG , NS ERFEEERMER. NRETRERREFE , SRR ERTER
HAWARG, MEFMER , F2HE Amazon ECR HlRIE #FE.

EAFBRBERENBRT X EUNRLRFEEREHREE , UAEFibRHRFETRENEHE
HEE, £HBPBRERACEDUTIERF. MEFMER , FSB7E Amazon ECR HEALwIE
HABUR R B By LR BB BR

® Note

MRENREFEERS 7RG , Hh— &% Amazon ECR X#EH OCI 1.1 iRz aT#Eix |, Al
LEXEEREORECMNRERSINEFAFTERFE, Bt , EEMBREASL OCI v1.1 BREEE |, &7
REEFDMRSEREGNERBTERE , FeRim,

fHBRAR & (AWS EE X2 A

1. 7£ https://console.aws.amazon.com/ecr/repositories BERX Amazon ECR £ &,

REBE L, BEEISEMBRZRENE.

HEEEBEKT |, #IZE Repositories (ETEE).

£ Repositories ((R1ZE) EE L , BELSEMR2RENFHEE,

17 : positorage_name EH Lt , EMEMBR G LAN G IR , RERZEZMER,

£ Delete image(s) (MHERAR{R) BEEH IR , FEFREMBRAVMRGK 2HIRIE |, BiEIE Delete (RIBR).

2
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Amazon ECR EREER

I BRER & (AWS CLI)

1.

EREFERIIEREG. ERREESRAFESTREEZUAREFARENEE. AEBNREIASER
BRE,

aws ecr list-images \
--repository-name my-repo

(ER) ZEiBiEE R EM RN REREBAREREM RRENEMIFTENRR, ERREFRERRE
—EREEF |, R BEE T MR,

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageTag=tagl imageTag=tag2

EERGHZUARBREEIREBENREG, BBSREAENSAMBRREE , ZREREMAEERR
A& M ER o

aws ecxr batch-delete-image \
--repository-name my-repo \
--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE

EEMBRZEREG , BUUEBRIEESARGEBRIMREHE,

aws ecr batch-delete-image \

--repository-name my-repo \

--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE
imageDigest=sha256:f5t0e245ssffc302b13e25962d8f7a0bd304EXAMPLE

£ Amazon ECR HH FZM &

T &R ECR HEFH#FEH ?

Amazon ECR #ERFENR—EFNWHEEER , TARSMERREMERE, RENFF. Amazon
ECR RtmEREFEA :

- ECR BRERFER - EMFEZ R PRGN RRFHEFES,
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- ECR #EFHEHEA - ROFNEZEERBULTERIARPSEZCMRENEXARRFER, HZE
RERBAIRMEL  HERERARTAREVEHTERIAMEGRBNAEL. MEFEFHANEEENR , F
2R Amazon ECR Ef&.

ETHERG  CAMERE. 5% CUMREESERAL  RETHEE ADHERE
¢ RGBSR I R R

. B ERIBIRERE S SRE RR

. BEERHRGHE

BT URREREAEHFRE —RIEERE 2 REHE K AMEBR.
oA B BUR R H B LR EYERR | TR EEF.

3

2R 7£ Amazon ECR R4+

& WA LAER Amazon ECR 12 A8 HFMRE& AWS CLI, F20 HERE , THREFBEN.

ELTEBRERAHEFNRER KA EERE ECR BERFER . L7 LUEMS ECR 8E 20 &
EAERRG, ERNRENTAREUAREZNREG  TEERTHRKILER. ERNREZRR
R, ERNRFELEGENEE, F20 EEREG , THFHEER,

HFRE&K

AL Amazon ECR T2 AR FHHEME AWS CLI , REALSEBREADHERE. 3
TERRIRES -

. HBRBEHERERSE,

- HENREBIERE. REHTRGHERGERM  LER 404 B

- HERMEIEEBREGE  BRARTLER describe-images@NSAEREE , A list-images@ 5 H,
FBOIRESHE R A ARCHIVED,

- HEMGNREGEH-EAS 00 X, BELARELEDBHBERRMBREEETE 90 RAMEG, MR
BABRBREREART 90 XKHMREG , BIEE A batch-delete-image APl , BEZ{F 90 XRIKRH
BFEHEFENER.

- REEHREERFERENEEFRERSIGEEY (REERFETELEF—EARGKHE , T 8R
LEREIRE ) o

- BULNEBFHEMEEFNRE  EMEEFHEIERTE  SRBERAERATBRE,
- MRBEEEFLGBHBREMRESHFRESHRAREG , RISMERRE,
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Amazon ECR EREER

AWS EXE R A

BHERE

1. ¥ https://console.aws.amazon.com/ecr/repositories BRI Amazon ECR £# &,

2. REBEHF  EECSREFEN BE , HP IS LEHEFNRE,
3. EEEHKD , 1#IZF Repositories (R1FE).
4, HERTFEEEL  ERCQSLEHFZRENREEE,
5. ENZEFENREG. SKEIZGFRENA,
6. FEHNFHG K FEMHEFERT AR EIEREREES
7. MRERBEFETNE—(EAHEREG , AFHEFRERSIEREFE TV ERE. MREHA
HENREG , LREGSHEEXERIER.
AWS CLI
HEFRE&
£/ update-image-storage-classip S RFFMREG , HEREHEHRBEFEBENA ARCHIVE :
aws ecr update-image-storage-class \
--repository-name my-repository \
--image-id
imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE \
--target-storage-class ARCHIVE
EA LB BERH FRE

ETUEAESBIRERBEREENHEAY  UADHERE, ESBHRETRORET
B B BEE IR

S PRSI

© B ERRBREB R R

: RIEEATHYBUE LR
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Amazon ECR EREEmR
BRI URREEWEREER , EREHT—RIEENHB 2B EL K AMBR, NEEAHFEHEZ
S EHBEREEMERAMNEDS , FFSE £ Amazon ECR A 4 ar B HA R R B 1L IR 15 (955
%,

(® Note

HERENREREHBEA 00 X, B EREEWERBERMEBREFETE 90 XA
B, MRELEAMBREHEFETE 90 XK E , BIFEZEME A batch-delete-image API , {E%
X 90 RRRRBEFHERENER.

E 18 A describe-imagesin TR G , HFHMHBES image-statushy ARCHIVED, &AL
ik BFiEE Bimage-status , EMRHEFNEEIERAPHESK,

1= R R

BRRHEMRIEE | TR ECR Archive SRS E ECR Standard S5l BRNMEE

REERTEERE, BRRF RN FRGE R NGB

. EEREERE  BETHER, BREREE 20 2 EOKYE , ETEATRER,

. NRAREEMAREERS  USRRERNEER. BIT , EHFREZN , ZHNREERE
R

. NREARFEREES , IEERRMAEEN  SOETERNYR.

« BRI E R P REEE S,

EFRBEEFTE 20 i , BEXREETREER, FEREFHE , RESHERFERERE K mE
IR R 5T AR B SRR L
AWS EEF#EA

2R F R BRE

1. 7 https://console.aws.amazon.com/ecr/repositories B Amazon ECR £ &,
2. R8BI+  EECEREEN EBE 6 HPISLEERNHEFHRE,

3. EEEEIRD , BF Repositories (EZE).

4, HERTFEEEL  BEEQSHTFHREBNREE.
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Amazon ECR (EE
5. BREHFRERSIER,

BHEEEREFRNHEFRE.

BIEE R LR R B E.

EFERTR. ERTHE , RESHREERPREFES,

© N o

AWS CLI
18 FE 7R &

£ A update-image-storage-classip T HEFHREEFH A , LURRHE T BISTANDARD :

aws ecr update-image-storage-class \
--repository-name my-repository \
--image-id
imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE \
--target-storage-class STANDARD

B describe-imagesin G R EGER | EERFRNREESR image-status® ACTIVATING,
B LAMEA image-status EEFEBEACTIVATING , LAR4R B 87 [E 112 R BR &,

ERHFRENERFTEREREENHEZMRETE. ECKEENHEFNRER , ZREEUER
W e P BER,

£ Amazon ECR A E F1ZE5C IR &

8 Docker MG EFAEE V2 EBHEIR 2 B& |, BAILIERA --image-tag S K put-image #IELL
ENEREEMEG., B LER Docker REFHZERE , MAFRENMEEMREGR, sHEHBANMEG , E
FEiE T ENMELCREMEN X EEKEEERRE,

EFERLME (AWS CLI)
5 EFMERCHE AWS CLI

1. f#H batch-get-image i S UAEUSMGHIEGEAFE , REMELUSEBEAEBR, EL&EH
B, R1FE amazonlinux HHER latest BBWMGERSE , HEARB A MANIFEST HIIRIE
g,

EERBG API| BA 2015-09-21 67



Amazon ECR EREER

MANIFEST=$(aws ecr batch-get-image --repository-name amazonlinux --image-ids
imageTag=latest --output text --query 'images[].imageManifest')

2. f#H put-image i T K --image-taqg iB1E , U EB KRG TEEABTERRKZE Amazon
ECR. HWEHIH , HMREHIRZL S 2017. 03,

(@ Note
MEBIRH RAEEMEA --image-tagi®E AWS CLI , BARBIEHRA., WEHME

# , F28 (AWS Command Line Interface EAEIERE) M ZEE AWS Command Line
Interface,

aws ecr put-image --repository-name amazonlinux --image-tag 2017.03 --image-
manifest "$MANIFEST"

3. HMRLHNFTRGERCEZZENMRG, ETHNELHT , ZREBFER latest H
2017.03,

aws ecr describe-images --repository-name amazonlinux

HigHmT :

"imageDetails": [
{
"imageSizeInBytes": 98755613,
"imageDigest":
"sha256:8d00af8f076eb15a33019c2a3e7f1f655375681c4e5bel57a26EXAMPLE"
"imageTags": [

"latest",

"2017.03"
1,
"registryId": "aws_account_id",
"repositoryName": "amazonlinux",

"imagePushedAt": 1499287667.0
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https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
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Amazon ECR EREER

BB E (AWS Tools for Windows PowerShell)

5 EFESLMEG AWS Tools for Windows PowerShell

1. £ Get-ECRImageBatchcmdletEU SR G #ER , LEMFERABAREEY, EHEFF | G
7 amazonlinux R EB## BBNREEEAREEZY $Inage,

® Note

R IR R4 8 B Get-ECRImageBatch cmdlet Al Y |, 552 BAWS Tools for
PowerShell € EHEE)Y RHIERE AWS Tools for Windows PowerShell,

$Image = Get-ECRImageBatch -Imageld @{ imageTag="latest"™ } -
RepositoryName amazonlinux

2. BRENEFAFTERA $Manifest RFELH,

$Manifest = $Image.Images[0].ImageManifest

3. M -ImageTaghViBME , G E /B E Write-ECRImage cmdletit A E B FHZE K Amazon
ECR. g6l , BMREGARIFRL A 2017. 09,

Write-ECRImage -RepositoryName amazonlinux -ImageManifest $Manifest -
ImageTag 2017.09

4 BBENFRGEBCEEECHRG. ETHORESD , BREHEE Latest B
2017 .09,

Get-ECRImage -RepositoryName amazonlinux

H@hoT

ImageDigest ImageTag

sha256:359b948ea8866817e94765822787cd482279eed@cl17bc674a7707f4256d5d497 latest
sha256:359b948ea8866817e94765822787cd482279%9eed@cl7bc674a7707f4256d5d497 2017.09
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Amazon ECR EREER

B5 LIE#E Amazon ECR A B BEIRGE R

FBALEREFETHREBRTTEY , U LRGEREREE. FREBTUTEME , REHEN
MEEECEMEEDIWESR , AI2EE ImageTagAlreadyExistsExceptionffii, EHF oj£
MEXEMEER, FELZEELEETTE K MEGMERATITE,

BT LAER AWS EEEEE M AWS CLI TERREN R FERREREFENZGERTEME, B
ERERESRENRTE , F28 Y Amazon ECR A AR EFEUFHBE,

REYERETRIE AWS FEIRA)

RERFGER TSN

1. 7E https://console.aws.amazon.com/ecr/repositories BEX Amazon ECR £ &,
2. R8BI EECSERECREFENEE,
3. EEEERY K BEENEEHRETHNREE.

MRALRAENREE , FRELAREHUENEE  ARBEREE
4 EAEREEEEL  EECERTYSEETSERENREESBIE0RERE,
5. SEEEE , ARERETREMREE,
6. SHHPGEETTRY BT —ERFENERTEERE,

- IER -NMREEEBREEGER  FEFLER, SREEAZBRIENDFENFTFENE
B E , /R Amazon ECR BEAERM IR MG, I K BEFALETLEBRNRRER ,
AR ASRREBHEABAF T (*) KLH Mutable BB IEBR X F R H S BB LURR,

- FHE . MRESEEHIERGEREZES K MEEHEIEEREEBNMEGE , CEARRR
FEPWFEEEMMRER  FRELEE, NRCERELIEEHREERNMRE , Amazon
ECR €f&E ImageTagAlreadyExistsException. ti\ , ZEMALETR T SEZHBHEZ
BEH , FRAEBRERBIAFEABATR () ETU2EERERXFHRPLHE S ERLHE
E

7. ¥ Image scan settings (MR HERTE) , AR AU LUEREEBRECEETRFEENBHEHEE ,
BREEXRENEEHEERIEERHER., TAEEREEBNIEERERERE LA EmE
RHIELREE A SHEEEHFERUERECEFREVERTE. NEFHHEF A F2HEEREGE
Z&%H Amazon ECR A ) 87 B8 & o

8. ¥ Encryption settings (INZEXE) , E-—EEERANELY , RARTERILEZ K MELEE
REENMMZERE.
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Amazon ECR EREER

9. #iF Save (7)) EMMEFERE.

REXGERTEM (AWS CLI)
5 1 (17 R 30 SR R R AT SRR
FEANTHR—EGSRBIFNRGREE  TRETTRER,

« create-repository (AWS CLI) EE G ER &4

aws ecr create-repository --repository-name name --image-tag-mutability IMMUTABLE --
region us-east-2

« create-repository (AWS CLI) ¥ Bt ${R 5 1] 8 1 HEBREF R R 4

aws ecr create-repository --repository-name name --image-tag-
mutability IMMUTABLE_WITH_EXCLUSION --image-tag-mutability-exclusion-filters
filtexType=WILDCARD,filter=filter-text --region us-east-2

- EEMGERTEMH New-ECRRepository (AWS Tools for Windows PowerShell)

New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE -Region us-
east-2 -Forxce

- BEEEGERTEMIREZREHH New-ECRRepository (AWS Tools for Windows PowerShell)

New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE_WITH_EXCLUSION
-ImageTagMutabilityExclusionFilter @{FiltexType=WILDCARD Filter=filter-text} -
Region us-east-2 -Foxce
EMRTEENRGER TEMRE
ERUTEA—Ea T RENRARFENRGERTEMRE.

« put-image-tag-mutability (AWS CLI) B8 SHGER ] 14

aws ecr put-image-tag-mutability --repository-name name --image-tag-
mutability IMMUTABLE --region us-east-2
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Amazon ECR EREER

« put-image-tag-mutability (AWS CLI) & & SHGEE o] S HE R ERR R4

aws ecr put-image-tag-mutability --repository-name name --image-tag-
mutability IMMUTABLE_WITH_EXCLUSION --image-tag-mutability-exclusion-filters
filtexType=WILDCARD,filter=1latest --region us-east-2

« Write-ECRImageTagMutability (AWS Tools for Windows PowerShell) E8 $ S ER n] &4

Write-ECRImageTagMutability -RepositoryName name -ImageTagMutability IMMUTABLE -
Region us-east-2 -Forxce

« Write-ECRImageTagMutability (AWS Tools for Windows PowerShell) & &t SR Z 8 n] £ 14 HEBR EF iR
R4

Write-ECRImageTagMutability -RepositoryName name -
ImageTagMutability IMMUTABLE_WITH_EXCLUSION -ImageTagMutabilityExclusionFilter
@{FiltexType=WILDCARD Filtex=latest}

Amazon ECR I RS EFBERA L E

Amazon ECR X EBUTHARBIMEEABTER -

« Docker MG EEE V2 FBIEIR 1 (BHEE 1.9 REERAM Docker £ )
« Docker MG EFEE V2 FEBHIR 2 (FHEC 1.10 REFHMAH Docker £)
« Open Container Initiative (OCI) ##& (v1.0  v1.1)

Docker BMEEFBE V2 FEBHEIR 2 T ERETHIThEE

- MEEEMRGLEFERAZEER,
« XERE1E Windows RS,

Amazon ECR MG E A EEEH IR

HEXMRE Amazon ECR R IZENMR R , RER5IZ A F ik (HI40 Docker) EEE B R 1EBFA , LAEE —
BEEAFHmXEAHZHERRRENERFTERN,
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Amazon ECR EREER

£ Docker 1.9 HE RARAHEIX MG E Amazon ECR B |, MG B ABZTERRAEIEMS Docker M5
BIEE V2 B R 1, £EH Docker 1.10 SREFARASHEIEBR K ZE Amazon ECR B |, RGBS
BRERNGFEMS Docker MG EABE V2 EERIA 2,

B IS AZER Tt Amazon ECR 2EUBU&EF | Amazon ECR €EBEFREREEFHNRGEFBTERLR.
REEAFRYEZER T 2EREENR. IREFIRTERFHNRGEAFTERR , Amazon
ECR M EEAFTEEHRATLIEMBIEN. Hl0 , 2R Docker 1.9 A FixzE R Docker BUEE
ABE V2 ERIER 2 EXEHHNEEFRBEE , Amazon ECR 2 EI1E Docker MIGEAFE V2 #&
Bk 1 MXPHEABE, TREREBKREBHIZIMGEF , Amazon ECR X EH) ] FHE#E .

MAFRERNEBE BAV2 it 1 #X BA V2 B8R 2 #iX BL OCI #E3AE ECR

P £ ECR £ ECR

V2 fERB IR 1 TEWF BEAV2HEBHEZE1 RETANEE

V2 fEiE iR 2 TEHF , AFRO TEWFE BES V2 BEHEE 2
BE V2 EEHER 1

OCl REARNEE #}ZE A OCl THEWF

/A Important

MBBKBERIRG , IREUANEE, AP RS ABERFHNE Amazon ECR R
BABFERR . MR Docker 1.9 REEMRAAFiw LK EER Docker MG EAEE V2
EBER 2 G , MEIREUE A, MEFHMENR , 55268 Docker XHHH TE&IEHERD
EJ )

LR | R SKERERBRER MG , Amazon ECR Bl MRGEFAFETZEAF K
TENKN. RESREIHI,

#& Amazon ECR BR{§E2 Amazon ECS B A

B A LAE A Amazon ECR FABREE , RFEE Amazon ECS EK Alge P IREN B8
MEMEm. EEFEHIIIEE , Amazon ECS 5 Fargate, RSsREERAMSLEEGHETT
ecr:BatchGetImage, ecr:GetDownloadUrlForLayer Hl ecr:GetAuthorizationToken
APl BIEF T,
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Amazon ECR

ERAEER

FrEERY 1AM 58]

TRETRTEHHESEMBEEEAN IAM A€ , EEABA/EMNEHKRME Amazon ECR B RE
EREVIENFF A, Amazon ECS IR#tZE IAM BX , EFF L EF T,

B A

Amazon EC2 #1T{EE LK
Amazon ECS

Fargate £#Y Amazon ECS

NERFHITIEEE LAY Amazon
ECS

IAM &£

EARSRHTER IAM A ,
A& Amazon ECS #5&
B #Y Amazon EC2 #{T1EEE
FEEAEE. WFRFMENR , BB
B <(Amazon Elastic Container
Service HEABEE) FHE
SETER IAM B,

# F#&7E Amazon ECS 1£31§
EHZPSRNEBEIT IAM
A, NEFHEER , F2

B {Amazon Elastic Container
Service B ABERM) FHE
BEIT IAM B,

ERAARHTER IAMAS
A e Amazon ECS #5%
FREE A A EBERE A AR BT =
EE#ES (VM) 1R, WE
&R , 528 (Amazon
Elastic Container Service B2
ABER) PHERHTERE
Amazon ECS &,

AWS Z& IAM B3R

AmazonEC2Container
ServiceforEC2Role

MEFHMEA , F2

B <Amazon Elastic Container
Service B ABIEm) F

# AmazonEC2Container
ServiceforEC2Role,

AmazonECSTaskExecu
tionRolePolicy

MEFMENR |, B2
B {Amazon Elastic Container

Service B A E35/E) #
B9 AmazonECSTaskExecu
tionRolePolicy,

AmazonEC2Container
ServiceforEC2Role

MEFMENR , F2

B <(Amazon Elastic Container
Service BB AB1EM) F

B AmazonEC2Container
ServiceforEC2Role,

FRE/Y 1AM EF 7]
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
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Amazon ECR EREER

/A Important

AWS ZE IAM IR B EREAR RN RENHMEF A, FRIBFRT , ELEKE Amazon
ECR B EFERIN KELEFF T,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

]I

"Resource": "*"

}
]
}

£ Amazon ECS F#&E&Z H#8E Amazon ECR

3 Amazon ECS FHEZ&E , B LUEEFEE T Amazon ECR AERTFEFNEREMEG, &
EREERD , BEREH Amazon ECR M EATEM registry/repository:tag &, Hl0

aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

THEBEERHBEEREE Amazon ECS EFHEZF , @AMNIEE Amazon ECR FFEE R ESIR
EN

"family": "task-definition-name",

"containerDefinitions": [
"name": "container-name",
"image": "aws_account_id.dkr.ecr.region.amazonaws.com/my -
repository:latest",
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#% Amazon ECR BR{5E2 Amazon EKS #EL £

O LA Amazon ECR BR{REE Amazon EKS ¥ Bl H,

# Amazon ECR 8Z W& , L BAMREERATERN registry/repository:tag i, Hlul
aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

FRA=EY 1AM FF 7]

MREH Amazon EKS THEEHAEEZZEHE. BEREEHH N £ AWS Fargate , FRBEI T 5I1E
H :

- TEEZEIEREEHH LM Amazon EKS TEEH : FE Amazon EKS TEEHE IAM A6
(NodeInstanceRole), Amazon EKS T{EEi% IAM A X ETSEAR Amazon ECR BT 5|
IAM BUREF AT,

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecxr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

]I

"Resource": "*"

}
]
}
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® Note

WMBREEH eksctls Amazon EKS AFIF#Y CloudFormation SR EEMTEEE
BhEE  EE IAMFRERSERAEZEIEESE IAM AR,

- FEER B Amazon EKS T#EEH AWS Fargate : £/ Fargate Pod $11TA® , ZAGIEM Pod #
8 Amazon ECR RFEIRENBRGRIVET A, WFEFHMEN , 552 BE L Fargate Pod H1TAE,

£ Amazon EKS &£ £ % % Helm Chart

Amazon ECR H5EE® Helm Chart A LA &L %E7E Amazon EKS #£& .

SEIRIG A

o R# Helm AF IR RHTIRAE, ELSBEMEA Helm kA< 3.9.0 ETHRE. MEFMEN , F2
B &% Helm,

« BEDLEH AWSCLIBIARAS 1.23.95 2.6.3 REREHCHWER L, MEFHMET , F2HLE

S E R R ARAEY AWS CLlo

. BERLH Helm Chart #IXFI/EH Amazon ECR & 1FE., MEFHMEN , 5260148 Helm Chart #i%
Z Amazon ECR FAE 12,

- WBEFE kubectl B2 Amazon EKS &1, MEFMEF , F2E (Amazon EKS FHEIEE) #
f9 % Amazon EKS E3I kubeconfig. & FIIMTHELNEE ERIIET , MRTENREERE,

kubectl get svc

1£ Amazon EKS # % £ %% Helm Chart

1. HEM Helm A FiwERFEZ/ Helm Chart FEE R Amazon ECR 241, FTANSEEZEE X
ERSESRBFH , FHENHEA 12 B/, MFFMBER , F2BAmazon ECR FHFAE
EEETRE,

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com

2. ZREBER, i helm-test-chart BXNALNFEE , 1% 0. 1.0 B A Helm Chart FWiES.,

1£ Amazon EKS # £ %% Helm Chart API iRZ< 2015-09-21 77
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Amazon ECR EREER

helm install ecr-chart-demo oci://aws_account_id.dkr.ecxr.region.amazonaws.com/helm-
test-chart --version 0.1.0

B ERRERLEM

NAME: ecr-chart-demo

LAST DEPLOYED: Tue May 31 17:38:56 2022
NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

3. BEBXRZE.

helm list -n default

Iy H # 6 -
NAME NAMESPACE REVISION UPDATED
STATUS CHART APP VERSION
ecr-chart-demo default 1 2022-06-01 15:56:40.128669157 +0000
UTC deployed helm-test-chart-0.1.0 1.16.0

4. (BEM) BFSHESREMN Helm Chart ConfigMaps

kubectl describe configmap helm-test-chart-configmap

5. FTH#& , BALUREEPBRERRSE,

helm uninstall ecr-chart-demo
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Amazon ECR EREER

£ Amazon ECR 25 2R &

Amazon ECR B B4 AWS Signer , AZRHMESERRRGNIR  SEHE (8D, BH)
NEDEE (AFRK) . CUUKBERBAEBRRREELEREES,

EEREBRE
Amazon ECR X EME#HBARRMEBNE L
TEXE (BR)

TEXRBSGERKMGHIEZE Amazon ECR REBEL ZGmERE, WHETELRE. ZEX
ERRZEERENERES . NEHAEN A F2EAZTEEE,

FBHHEE

FEEHEESHEA Notation CLI F1 AWS Signer HNHEXRBEREG , ARBEHHEEIXZZE Amazon
ECR, LtAZRMESHEBEFNES , EAFTEEHETEREZAEEREG , REETHME
FIEBRER  SREA. UFEHEEN K FS2EFHESE,

ZEEH
3 Amazon ECR BURE B EE 8 THISHE .

- REEREFETHNEEETASERFERGRE LRNEBEESE, #HEBEARFEREENEE &
BEHFFA 1 EBkm. WEFMET , FSHAmazon ECR R EEE,

- EREETFESERME , Amazon ECR £WBHBRSEMRERREN 24 MR B ERFRIEL
B am o

ZERE

HEBR G #E 15 E Amazon ECR B , Amazon ECR 2 E#EE A AWS Signer EERIBm=EZEE , LB
HERBANABEMG, EFEERRNRNEAFHKIE X AERETTEMABBERNES,
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Amazon ECR EREER

FORIRAF

FEREXEER  BULERASE S EBBELZHLEN Amazon ECR BV %£FEE , IR
BRI REFESEERE  URFPLERTFERBREFARR, RETHKE , Amazon ECR ZEHE
EEAEERENERS S | EHERER B BHRERR,

EAALERTHER  THRAESEEE

- HEEFBERTERE —BUR)-ERBEEEREE. TERNTCERBRSN AWS HEEER , 7
FARTE Amazon ECR F#I{T#ERE., HERERITRLHZSNRIFENBR M , HIINA RGN
AWS Lambda B EEH. BEFERCEHEEECERENEETE. F5 D NHMEFAREER
Ao Blin , HBEILERE ARN BERBIER : arn:partition:signer:region:account-id:/
signing-profiles/profile-name,

« IAM FF Al — #IXBREGH IAM TS AEBLEN IAM A, Tt FEAERNEEERXFZREREM
BB ECR RiFE, SFEMBN IAM TN SEBEK , 28 ECR REFERENEEEEZR
EEFE, THISEHIBURBRLERNFTA

"Version": "2012-10-17",
"Statement": [
{

"Sid":"UploadSignaturePermissions",

"Effect":"Allow",

"Action":[
"ecr:CompletelLayerUpload",
"ecr:UploadLayerPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchChecklLayerAvailability",
"ecr:PutImage"

1,

"Resource

:"arn:aws:ecr:region:account-id:repository/repository-name"

"Sid": "SignPermissions",
"Effect": "Allow",
"Action": [
"signer:SignPayload"
1,
"Resource": "arn:aws:signer:region:account-id:/signing-profiles/signing-profile-
name"
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Amazon ECR EREER

}
]
}

#EiB Amazon ECR ZEHE , B UEVZERERA (BESHERZ 10H) , LBV FEERAN
2R Hla, BUREHTZEAREEE TR ERFBEAEETUARENREE. £SERKA

B, BUURERERERSEEREFERBEERRMS. HIAHRBEE , Amazon ECR S IBLE
ERAANBZZRERTURERG, WREZEMAREE , Amazon ECR EEL ZEXEE.,

(@ Note
MREFHEMBEE | BMHAFEEZRZE Notation CLI,

(@ Note
Amazon ECR S E%E W 7£FH AWS Signer TR MG EXBNFTE AWS EFHER,

B IAEH

AR TIISRREZERE, B0 Amazon ECR RHBEFERZHARENSE | URBREM MRS
VB LE {5 17 EE FE R 25 B H R R AV BB R 14

AWS EE TR A

ERATHIR , £H REXEHE AWS BEEEXEA

1. BB Amazon ECR ¥#2&. #EAIEEERS , ERALEEHE, WRIRE. REEE,
2. EEFISRANEEL , EREMIAKRA,

3. EREREEAMMENAWS HEEREET , BEEUN AWS BREERTER. BARE
BER , UREEEHSFREANEE. REEMT -5,

4. EBHEFREEENEZENFEET K WARTFERBHREMG. ARENT-F,

5. ERBAMNEVEEL  BEECHANAWS EEERRENRTESBEHRES. MR-
ERRERIERE , FRIER.
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Amazon ECR

ERAEER

AWS CLI
EA T3 AWS CLI i T RFREREHE,

- BUEESRA

ER#HERER ARN BYKEBERE. ERATIHIRBTRILESR .

"rules": [

{

"signingProfileArn": "arn:aws:signer:region:account-id:/signing-

profiles/profile-name",
"repositoryFilters": [

"filterType": "WILDCARD_MATCH"

{
"filter": "test*",
}
]
}
]
}
REFITUTHS :

aws ecr --region region \
put-signing-configuration \

--signing-configuration file://signing-config.json

TLEZSEINTSEBEREN API B,
- BIREHNEBHEE

HHENBREERE

aws ecr --region region \
get-signing-configuration

TLEZESEINTESEHBEREN API B,
- RERGEBIRGE

AERGHEIE D RN T E, flm

R ER
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dockex pull ubuntu

IMAGE_NAME="account-id.dkr.ecr.region.amazonaws.com/repository-name"
IMAGE_TAG="${IMAGE_NAME}:test-1"

docker tag ubuntu $IMAGE_TAG
docker push $IMAGE_TAG

X &  FEARGEBRRREBZBENRE

aws ecr --region region \
describe-image-signing-status \
--repository-name repository-name \
--image-id imageTag=test-1

NRBEEEBERBACTERNRFESZRFAEN  SKRXEE AP BEHEIHER
B, MRERERY , BEZSEIBRFEHEINEHRIFE,

- MBREHNBEBERE

MR EH B BERE

aws ecr --region region \
delete-signing-configuration

BEZEEE AP EE , HP a2 ERBRAVBBEERE,

ZEEH

THIREMDEEANRZERE

s FPXEEREHEE — FFRERLSEHE Amazon ECR BHENVRMERNESE . STREAREERE
BHHEEREERZZURTEARIANZHZEPHZE.

- SEBRFEE — BRERTETLEEEN Amazon ECR B2 ETRIMNIRE b, S RERMED
EEREXTERE  ARAFHMIEFPHNHEZASCHAELRERE, NFEFHEF , F2E (AWS
Signer A& AB1E/) FHIETE Signer WEBEIRF &,

- BERBRE — CELATEEEE, AREIFHINE,
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Amazon ECR EREEmR
wEERE

HETENGLE  CTNREEE  URFREREIRY , W ARSEEHRE. Amazon ECR
XESEIERRBEE |

£ Amazon EKS E{TS EEE

Amazon EKS AHEZEZERFIEHFELRES, EX8E Amazon EKS BEFREXSZHNIE  BRESHE
NFRBITZIEDREFMREGRE, WERTHEERTHNFMENR |, 528 (Amazon EKS A&
/) PHESNEHERBRSMEEE,

Amazon ECS B9 Lambda = o] #5241/ 85
Amazon ECS Rt R £ MBS | AELERBTEHEHTEIIEBE, ELHMTUEISTER

FHSE B 8% AWS Lambda S , AIEREATRERB I RBASMEEE, NEHMEN ,
228 ( AWS Signer & AE58E) HMERE Amazon ECS ARG EHE,

FERESDE CLI FEERE
EALEREDE CL THRBES, WA EeEREEAMEINNBTEE DL EMZE Notation

CLl, MFEMEARFCE CLI BRERENFMIETR , 52HE ( AWS Signer B ARIERE) FHWELHEE
AREBRFBRE,

i€ Notation A Fimky & 2 B

MREFERAFEEHEELFEH Notation CLI FENERFTEHE |, AIXEFRE Notation AF U , SAEM
Amazon ECR #1TE 0B E. MREEZRE Notation AFHNE—A M 2% T Docker , 8l
Notation #EE A E AR Docker A FimkERE & 288« 5 £, Docker login#l logout@Ha% St
#F Notation signfl verify@m S HEAELHENEAER , MAZLTETEEHEE Notation, WMEKR
E&EH Notation AFImETE D BRBHNFMEN , 5528 Notary Project XM EA OCI A E 8%
BHITRE.

WMRIEREEH Docker HEMEEA Docker BEMWITE | RIZEZEAMEH Amazon ECR Docker B
BIFHMALHNEREENE, NEEBRNALZEMNMERZTE Amazon ECR BEBFHFHMENR , F2E
{Amazon ECR Docker BEBIF) .
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Amazon ECR EREER

FEEE

FHHESSMAER CLI T AWS Signer A EXNRBEBREG , RAEBAHHEEZE Amazon ECR, It
FLrREFSHESEFNET  EASECHETIEREZHESNEG  EERMEHBBIRER
R’REH.

MEFRERDE CLI B AFBKAIFEIEERE AWS Signer , 5528 ( AWS Signer BIZ¢ A B35/8) &
H7E Signer F BRI G FIEEEE,

FORIRH

FRIG 2B , FESEIERCAT R4

o REMBRERHR AWS CLI, MEFMEN , 528 (AWS Command Line Interface A&
) B "TZRFEHZHR AWS CLL o

« %% Notation CLI #15B AR Notation B AWS Signer S\ #MER ., WFEHMENR , B2 (AWS
Signer A BIER) FH TEERBMEGH EREFD -

- £ Amazon ECR A ERTFEYF , E T REXBNEHFTREG. NFEFHHER K FSRERGHIEE
Amazon ECR #A B EFE,
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Amazon ECR EREER

BEMWE&ESH Amazon ECR Y BB JRE

Amazon ECR BRGIF BB A BB BRMETNEBIFE, RETIIHREEE,

/A Important

EEBARHNEAFH B REERENEUNFHEIBTH, ELEABRRERHE. T
B, MRETBRE LV FEEE  ASREHEELNREHE.

@ Note

HENRGELREHR., HFENRELARER , TRETHREE. UFEHEFNERRENFRE
Eﬂ ] nﬁ 2 ﬁE Amazon ECR Epij-ﬁﬂ%@o

. @R A T — Amazon ECR B2 Amazon Inspector 4 |, B BFBERRENRTE. RASR
HASRMEG A RERSEFEERFIBRARFIRBSEMHRED. MREHRFRE , FHREREE
#1 , Amazon Inspector €@ EventBridge & HEHRBHAR, HaBFHREMTYER -

- EERBENEXRAEBSELRE
- MERHER  HXRFEHNEERR
o EZA$F#H - Amazon ECR AWS f§ A R £ #H fiT#& B Common Vulnerabilities and Exposures (CVES)
ERERFHEEERERD.
BEAELRRGHE  SUNSREFERERSTHERER BT UHTFHREM ; AmazonECR &
RUBHBESE, EXAEHREMTIER
- EXRREE
- MERHEER . FBHMEERRE

/A Important

FTHRZAXHY Amazon ECR Basic Scanning &£/ DescribeImages API EIf§
R imageScanFindingsSummary#l imageScanStatus BHEREERFE
HER, 5WA DescribeImageScanFindings APl, MEFHMENR , FS
BDescribeImageScanFindings.
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EIEE Amazon ECR H 7 R £ i 17 EE Y BB R 4F

HERAE BRI ERGREE , 0T U SRR TR T R,

MRERERFHE , BT UEE IIREAERFAETHRE.  EREVUEERHTREHIAREY
LB FEANTRERHE, BEAFERG LNEXFHTANTNEARTFERSRESFDREE
R ERTEHTHRHE  LLEFDBRIFHE,

MRERERFHE , LT UR TRBHEAETRE, N TEERH) oREEHERSY. EAAFSE
MiFHGERTNRETEESSELER, IREEECAERERLEAS RBEXETRHE, N NEE
wil, DREET BRRY  RER —REFEENSSESREAMENR , Bl Amazon ECR 8/ EF
ERGEENIT NERRE, | MIE TRBEEHERFEETREREL .

BEERFTT

EEEFRNE  REEAFINGERFELBRASHERENFEREFERRE. EFERAFER (*)
MEERHELHEMNRETFERR  HTERFZFAelREFERBRFTEUL LN FE T,

TREMHRES K HPREEREBEKFH LR, MAFFERFEEEH LEEE,

prod repo-prod Prod-repo repo-prod- prodrepo
repo
prod = = = = =
*prod = = = A )
prod* = & 2 = =
*prod* 2 2 = = =
prod*repo = ) = ) =

£ Amazon ECR AR #ERERERFERRARNEARITRESEMR
el

Amazon ECR 8@ & i5# 2 8 Amazon Inspector 4 , TARSMGEHFRERE. RRSRERS
G  RERBEERERRNERNRFEZESEHRE. BILUERA Amazon ECR Fl Amazon Inspector
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BEERRIREREEE, WEA Amazon Inspector BEEME R , 2@ (Amazon Inspector A&
Y BHIAEA Amazon Inspector FE BT E

ERERAEEHE  CUNZEERBERFERESBBEGRE , UKL R ERE /AR
W, ERIERRHENZIRM A TR ERE.

WA IRHEN IR EE
BXH Amazon ECR B8 BiFical , FEZEE T IIEE,

- EALINEETERE Amazon ECR EETAEARAK , B2 , BHMEER R/ Amazon Inspector
ELERA, IAEE AR XE Amazon Inspector B E1E, MEFMER , F2E .

« Amazon Inspector E{& — Amazon Inspector E{E,
« Amazon Inspector X B [E1 - [E 13 % 2.

« Amazon ECR B8 & {3 # B8 R A1{A £ Amazon EKS # Amazon ECS LR MG, EAILIEE X
FEARGHER , YRGSV EEEASEBREG., LERATHBEEEETBEARGHNIREEESRE
KB, ERLMREHEHLEBEETREZIFZRRNRETE., NFENMERELERANREE EHN
FHMER , 72/ DescribeImageScanFindings,

« Amazon Inspector X BIFHBITEEXERK. WEXEEE , 528 (Amazon Inspector fEFH & 18
) P EMNEXRE : Amazon ECR B,

« Amazon Inspector fE A IRIGER IAM B , ZACRMAREFERMERAREMENGT T, A%
BREERBUEEEEHE | Amazon Inspector € BEVE I IRIGER IAM A6, MEFHMEEHR , B
28 (Amazon Inspector fEAEIERM) FHEA Amazon Inspector BRI ER A,

- EXSYRBIAEZBENERAFIER | Amazon Inspector AERIBMGHEIXREBRT | BB
% 14 RAHEIEZE Amazon ECR VR &, BREMIREESESR SCAN_ELIGIBILITY_EXPIRED ##i#
AREE, WREHE Amazon Inspector IFIFIELMEG |, BIXN B ELMEBRHIEIREEESF,

« 5 Amazon ECR AAE R R IERBUEAERHEE  RERSCEAEAERRKERTSRBRENRGRY
WAFEREE. THEHERENREEESSEMR of f RHEEE  BEFSHBEHE, T XEFRIER
RENFBRE, NEHMET , B2 IEHE Amazon ECR iR ML 17 B/ EZ R4

- MREBAE RBHEETIRE, A HEERE) 25BEETEEERYG  RER—REEFSSEGER
REMER , Bl Amazon ECR ¥ FEMRFIELHIT NHEFRHE, |, MF TKBHAEGEEG
HITRE, .

- FARERAERHE K NRBEENFHRBERZEETF  Amazon ECR 8 E4EEE
EventBridge, #IWEHRTHKEREY., FHNEARGIBIHEEBER , Amazon Inspector 5= 4
3% Z| EventBridge.
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Amazon ECR EREER

# T Amazon Inspector ARV IE R A IR RIS B RE

AR RAETIH 2% , Amazon ECR EERENHFERBAFERENEEINRE, RIEE

i% , Amazon Inspector EERENREFE , EZIMRREGIEAERBETHEA L, BATLIE Amazon
Inspector R AP EREHIEZARFERE (RERUTELEGERY ) NEFBESERRE , UFERE
MER, ERFENFEHESERBRQBRE , HFHEREEHERA SCAN_ELIGIBILITY_EXPIRED, 4

% 7£ Amazon Inspector FEXE Amazon ECR EfEHEFERERENFHEENR , F28 (Amazon
Inspector fEF&EER) FAIERE Amazon ECR EFfiz#iiEEERE., Amazon Inspector

£ Amazon ECR R & BIRHFTERY IAM FF A

Amazon ECR #s&FE M EE Amazon Inspector FRIEERE IAM A€ | BRAFNER SRR RBHEN
IAM Z5EA B FIIFIEFTER Amazon Inspector APl, BFAE & &2 ISR F R | Amazon
Inspector & B B2 37 Amazon Inspector BREERE IAM A, MEFMER , F2E (Amazon
Inspector EFA&EIERT) FHIFEA Amazon Inspector B IRIGERE A€,

T5 IAM BER FRIAREAEREBHENSES T, HHPSTE Amazon Inspector 231 fRFIGEHE 1AM
AEMENRTA , LK B RCH E8RR 18 58 B iR MR B S EPT /Y Amazon Inspector API 5F
GBS

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"inspector2:Enable"”,
"inspector2:Disable",
"inspector2:ListFindings",
"inspector2:ListAccountPermissions”,
"inspector2:ListCoverage"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
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https://docs.aws.amazon.com/inspector/latest/user/enable-disable-scanning-ecr.html#scan-duration-setting
https://docs.aws.amazon.com/inspector/latest/user/using-service-linked-roles.html

Amazon ECR EREER

"Condition": {
"StringEquals": {
"jam:AWSServiceName": [
"inspector2.amazonaws.com"

1

£ Amazon ECR H i EMGHY 18R R IZ R

RENLBERERESEEANEREEHE,

BECEARERMEFHNEE IAM 317, MFEMEBENR , F2HE Amazon ECR F il sR A FHi T

=HY 1AM FF Al

AWS BEEFEA
FRALE R EENEREIRE

£ https://console.aws.amazon.com/ecr/repositories BRI Amazon ECR £# &,

4,

1
2. REBIEEFEERHEJEREHEENESR,

3. EEEERT , BENEERGEE K ARBERTE.

4. 1& Scanning configuration (1 ##H88) HE , & ¥ Scan type (F# 1) i#Z Enhanced
scanning ({E R EFHE).

RIBTERR , BEUERAERHEE  SRERHEMERETE.
5, AEEERRERENBERETE  FRARNEREMARTELR , ARERGERMST

/A Important
REBAFINGRFAEHLERASHERETNMERTEER. EEEAFT (Y)W
BEFREELHREESR AP EAF e REFEERTEEAU LN T T, BE
EEEEREITRAMNEDS , BB the section called “EREEAF T,

a. REFTFEABERASRKRE  RBBENEEEERME.
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Amazon ECR EREER

b. REMEMERERENRTE

- EEEMEARRHARETE  SEIUEEREHMARTE,

- FEEHERERERANBEREE  FREMREFESBRAGERMG , REBEN
RERR R

6. BERF
7. EERMERERHENSEARSERELISR,

AWS CLI

AN AWS CLI @5 , fEF B A B SEERBIRHE AWS CLI. BAUER rules ¥
EERHEERRSE,

* put-registry-scanning-configuration (AWS CLI)

THHFEALBERERBERERE, ERRBRT , EXREE rules K, Amazon ECR
ERRHEEREAETAERTEERRH,

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--region us-east-2

THEHSRLAEXZERMBEERERE  WSEERBHERME. sEODNRHEEERM Y
HHEEZBER prod WA 7 ERBEERE.

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--rules '[{"repositoryFilters" : [{"filter":"prod","filtexType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"}]1' \
--region us-east-2

THEHEAMAERERBERERE | WIEESERMHERES. SOPNFEREZFRET
SHHEEABHER prod WER T ERBERRE | I BEHE A H & 17 ERRUEIA R
wH.

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
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Amazon ECR EREER

--rules '[{"repositoryFiltexrs" : [{"filtexr":"prod",6"filtexrType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"},{"repositoryFilters" :
[{"filtex":"*","filtexType" : "WILDCARD"}],"scanFrequency" : "SCAN_ON_PUSH"}]1' \

--region us-west-2

£ Amazon ECR H{EA AR IEHRE B EventBridge B4

FRUEREGEHE K MRARBEFENRRHEARZLESE  Amazon ECR 8E4&EE EventBridge.
EVREHETR , AREY, EFSBEARGIREFERERE , Amazon Inspector S HEEE
EventBridge.

REEREERBEENH

AEGEMABUIEEAFERE L Amazon ECR 2R T B BEENERBEBFREXTIEH,
ESELERBIUNFHEEE, CEEENREEREER A2 EHRTIEAERRNGEEEREIR
MIBRERGBF, WMTEFMER , BSREFEEBREREEE Amazon ECR HEERIE.

"version": "Q",

"id": "@cl1l8352a-a4d4-6853-ef53-0abEXAMPLE",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",

"account": "123456789012",

"time": "2021-10-14T20:53:46Z",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{

"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
},
{
"repository-name": "repository-2",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",

"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
},
{

"repository-name": "repository-3",
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"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"

}

1,

"resource-type": "REPOSITORY",

"scan-type": "ENHANCED"

}
}

AR R IR B (HRELIRE)

AEEEFRBIEARERHE , Amazon Inspector BEVIRRGFR B TR EFEETYEMH, finding-
severity-counts ZRRASEHRABEMERKFI EERELSHNE. Hlan , MRBREE
CRITICAL SR ERHBEEE , AITEERTMNEESREE., MEFMENR , FSBE Amazon
ECR ARHEMGEEEEEREINEXRAESEHRE.

EHRN

"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Scan"]

B A

"version": "Q",

"id": "739c@d3c-4f02-85c7-5a88-94a9EXAMPLE",

"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:03:16Z",

"region": "us-east-2",

"resources": [
"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample"

1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/

amazon-ecs-sample",
"finding-severity-counts": {
"CRITICAL": 7,
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"HIGH": 61,
"MEDIUM": 62,
"TOTAL": 158

},
"image-digest":
"sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77e5EXAMPLE",
"image-tags": [
"latest"

REFEBETEENSH (HREREH)

AERSFERBUEEAIFERE | Amazon Inspector BEEY, EFNDEMRGEREBEBTEREETY
B, MEFHMEN , 52 87E Amazon ECR FREMRGREEEEERRNER RGBS ENH R,

EHER

"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"]

A

"version": "Q",
"id": "42dbea55-45ad-b2b4-87a8-afaEXAMPLE",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",
"account": "123456789012",
"time": "2021-12-03T18:02:30Z",
"region": "us-east-2",
"resources": [
"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample/
sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77eEXAMPLE"
1,
"detail": {
"awsAccountId": "123456789012",
"description": "In libssh2 v1.9.0 and earlier versions, the SSH_MSG_DISCONNECT
logic in packet.c has an integer overflow in a bounds check, enabling an attacker to
specify an arbitrary (out-of-bounds) offset for a subsequent memory read. A crafted

EventBridge =4 AP kiR 7 2015-09-21 94



Amazon ECR EREER

SSH server may be able to disclose sensitive information or cause a denial of service
condition on the client system when a user connects to the server.",
"findingArn": "arn:aws:inspector2:us-east-2:123456789012:finding/
be674aaddd0f75ac632055EXAMPLE",
"firstObservedAt": "Dec 3, 2021, 6:02:30 PM",
"inspectorScore": 6.5,
"inspectorScoreDetails": {
"adjustedCvss": {
"adjustments": [],
"cvssSource": "REDHAT_CVE",
"score": 6.5,
"scoreSource": "REDHAT_CVE",
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"version": "3.0"

iy
"lastObservedAt": "Dec 3, 2021, 6:02:30 PM",

"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 6.5,
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"source": "REDHAT_CVE",

"version": "3.0"
},
{
"baseScore": 5.8,
"scoringVector": "AV:N/AC:M/Au:N/C:P/I:N/A:P",
"source": '"NVD",
"version": "2.0"
},
{
"baseScore": 8.1,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:H",
"source": '"NVD",
"version": "3.1"
}

1,
"referenceUrls": [
"https://access.redhat.com/errata/RHSA-2020:3915"
1,
"source": "REDHAT_CVE",
"sourceUrl": "https://access.redhat.com/security/cve/CVE-2019-17498",
"vendorCreatedAt": "Oct 16, 2019, 12:00:00 AM",
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EAEES
"vendorSeverity": "Moderate",
"vulnerabilityId": "CVE-2019-17498",
"vulnerablePackages": [
{
"arch": "X86_64",
"epoch": 0,
"name": "libssh2",
"packageManager": "0S",
"release": "12.amzn2.2",
"sourcelLayerHash":
"sha256:72d97abdfae3b3c933ff41e39779cc72853d7bd9dc1e4800c5294dEXAMPLE",
"version": "1.4.3"
}
]
},
"remediation": {
"recommendation": {
"text": "Update all packages in the vulnerable packages section to
their latest versions."
}
},
"resources": [
{
"details": {
"awsEcrContainerImage": {
"architecture": "amd64",
"imageHash":
"sha256:36c7b282abd0186e01419f2e58743elbf635808231049bbc9d77e5EXAMPLE",
"imageTags": [
"latest"
1,
"platform": "AMAZON_LINUX_2",
"pushedAt": "Dec 3, 2021, 6:02:13 PM",
"lastInUseAt": "Dec 3, 2021, 6:02:13 PM",
"inUseCount": 1,
"registry": "123456789012",
"repositoryName": "amazon/amazon-ecs-sample"
}
},
"id": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-

sample/sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77EXAMPLE",
"partition": "N/A",
"region": "N/A",
"type": "AWS_ECR_CONTAINER_IMAGE"
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}

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2019-17498 - libssh2",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Dec 3, 2021, 6:02:30 PM"

£ Amazon ECR A EUERE B HENFAERER

A DAREEN BRI B R IRIRN IR IR EEEE | AR TE Amazon Inspector FRRBEBBENE
BEEZHMEN. BIE Common Vulnerabilities and Exposures (CVEs) BRI E |, kB EMII HBIRHN
BRRE,

NEERERBRELE RRENREDEHFMAES , F2R B Amazon ECR FRMREGRFEETHRE

AWS BEEFEEL

ERT3IZRUFA AWS EE T2 4 BB GIFHEER.
HREUAR R4 R B B

1. 7E https://console.aws.amazon.com/ecr/ BAEX Amazon ECR F# &,

4,

REBSEERFEMENESE,

HEEEEFKSF |, BIF Repositories (FEEE).

£ Repositories (RZE) EH L , BEEQSEHIREFERCRENRERTE.
EXGEANSGERRT  ENEZHIREBBETENZGER,

& E7E Amazon Inspector TR EFREEZSHMBEN , FEEBRPEERBDEE,

I

AWS CLI

EALT AWS CLI i %5, A MERRIRIEEEEE AWS CLI, EABUEA imageTag 5
imageDigest IEEMEG , MEE A FIA list-images CLI i HE1S,

+ describe-image-scan-findings (AWS CLI)
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Amazon ECR EREER

T35 6 AR GARER

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageTag=tag_name \
--region us-east-2

THEHIERRGHE,

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageDigest=sha256_hash \
--region us-east-2

RHBRER SR Amazon ECR R ER R I®E

Amazon ECR AWS EAXFHEARERNREHBTRRERERREIRT, EXFEHTERIZARPM
EERFRMFBER  BEERE 50 BERRBE  UELERFRANRKE (CVEs) WEBEEE, B
REUEREZLER. EREE. REFREE  URBERFRERE (NVD) M MITRE.

AWS & [E 355 H #Y PR B [R5 #R X 8 Amazon ECR EZiFH#,

#748 , Amazon ECR €/ Lo B RIZMHA CVE REMNREE., &  NSFERBERARENS R
(CVSS) 78, CVSS 7 E T HMREE NVD REBREMEHK,. MEFHMENR , F2E NVD REEEM
File

Amazon ECR EXRFH X EERRM , MEEHERERENRTE. TS HIERTHENRMK
FNRFESSRESFIREER  EXRTELAFINBFEH. EE 24 METLUFHE X W
RERE , Al 24 MR ESHERNREHE  UREAFDFEHE, BRERGH BTN EEENE
SR F 24 /NFRHZRZ 100 , 000 FRERIR,

RS ERGEI LR REFEHEER, REFHTHRE , Amazon ECR 8 EHEEE

Amazon EventBridge. MHEFMEA , FZ B Amazon ECR E4A] EventBridge.

ERRARXEERGH

ERLZLHEEER , RATRHERESEE A BMERCEECAXENEERRRE, REFEEEE , B
RIENEERRTSBEREHEXEN L MAEHSZELT , TEBERELEERRRBITHNZ2E
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https://nvd.nist.gov/vuln-metrics/cvss
https://nvd.nist.gov/vuln-metrics/cvss

Amazon ECR EREEmR
B M FURESESIFENEERREINEESIBEERE , RERETBREGNLZEEENE
B, PMAEREHNZER , Amazon ECR JEETFB X ERHEHEBERE. Amazon ECR AE#& 1t

WEERREENTNEEEENEXEANREFEN. NEZBEXRXRNREINEREE K F2H
{Amazon Inspector fEAEER) PHIZENIEZERM - Amazon Inspector FH#. Amazon Inspector

£ Amazon ECR R EZ BN EKRF

RIETERR , Amazon ECR ERFTARLRERERMEARFEH, it , BRIELCBEVNFRHE LWR
HWEE BT EERRERNEE,

BRI T SRR ERMIEEFREMHN —RNZERH.

AENILEEREREREHE

1. 7£ https : //https://console.aws.amazon.com/ecr/private-registry/repositories B Amazon ECR
FEA

2. REBIEEER/HREREERBHESR,

3. HESEENKRT , BEENEEEE  FH#,

4. 7f Scanning configuration (F##H58) HE , #¥ Scan type (R R) i#F Basic scanning (£
REFHE),

5. HEREFRBERT , REEFAEREERES Manual (FB) Fif, SUBEREHXERE , 5ER
EEHERREGERYE. ZULAMEREESENRTEREHERFRE, NEFMEHRA , F
S RIZIEE Amazon ECR iR ML R T ENERRKRMA

(® Note
NMRSEREFERAEEIGRE  tEHHFREFRNREETRE, ERNFHETERE
HENREH.

FEFHEREREHE Amazon ECR FREZERFISHE

NMRENBEEARESEEERFEE , EULFHRBREFHE. FBE 24 NMEFTURE—X. O
RERE , Al 24 NI EHERNATHE , IREMFERHE

NEERARGRELE AEENREZEFEES , F26 B Amazon ECR HFRRGHFHETHRE
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AWS EXE R A

EATHZER , MR AWS EEXREUMBFEBRERHE,

1. 7£ https : //https://console.aws.amazon.com/ecr/private-registry/repositories R Amazon
ECR x##&

2. REBIREBLAREEMEINES,

3. EEEHKD , 1#IZF Repositories (RFE).

4. 7£ Repositories ([RZE) EE L , BELSERBCREBNREEE.

5. 7 Images () EE L , ERERHENBREG , REREZ Scan (B #H).
AWS CLI

« start-image-scan (AWS CLI)

T35 £ AR GARER

aws ecr start-image-scan --repository-name name --image-id imageTag=tag_name --
region us-east-2

THIEHIERRGREE,

aws ecr start-image-scan --repository-name name --image-id imageDigest=sha256_hash
--region us-east-2

AWS Tools for Windows PowerShell

+ Get-ECRImageScanFinding (AWS Tools for Windows PowerShell)

T35 ARGRR.

Start-ECRImageScan -RepositoryName name -ImageId_ImageTag tag_name -Region us-
east-2 -Foxce

T oIS ERRGHE,
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https://console---aws.amazon.com.rproxy.govskope.caecr/private-registry/repositories
https://docs.aws.amazon.com/cli/latest/reference/ecr/start-image-scan.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Start-ECRImageScan.html

Amazon ECR EREER

Start-ECRImageScan -RepositoryName name -ImageId_ImageDigest sha256_hash -
Region us-east-2 -Forxce

£ Amazon ECR HHE R EXRFHNEEBE

BRI R ER RN ERRGIF VR HEEEE, BB Common Vulnerabilities and Exposures
(CVEs) ERE , IkEEMSIHBZHENKEIRB,

NMFEERHERERELE REBENHEDEFEEF , F2H8 U Amazon ECR FHYGIF HETHE

AWS EE A
ERT3IZRUFA AWS EE T2 4 BIRGIFEHEE R,
HHRGEHEEFE

1. £ https : //nttps://console.aws.amazon.com/ecr/private-registry/repositories iR Amazon
ECR £ &

2. REBIRELHFEEMEINES,
3. EEEHEIKF , BZ Repositories (FEEE).
4. 7 Repositories (f612E) BEE L , BEQSEMIREERCMEBNREEE,
5. EMBGEENMGEEMT  ENEZHIURERETENRGER,
AWS CLI

AT AWS CLI w5 , EF HE AR HEEEBE AWS CLI, BALAEA imageTag =
imageDigest IEEME , MEE A FIA list-images CLI i HE1S,

+ describe-image-scan-findings (AWS CLI)

T35 ARGRR.

aws ecr describe-image-scan-findings --repository-name name --image-id
imageTag=tag_name --region us-east-2

T oIS ERRGRHE,
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https://console---aws.amazon.com.rproxy.govskope.caecr/private-registry/repositories
https://docs.aws.amazon.com/cli/latest/reference/ecr/list-images.html
https://docs.aws.amazon.com/cli/latest/reference/ecr/describe-image-scan-findings.html

Amazon ECR EREER

aws ecr describe-image-scan-findings --repository-name name --image-id
imageDigest=sha256_hash --region us-east-2

AWS Tools for Windows PowerShell

» Get-ECRImageScanFinding (AWS Tools for Windows PowerShell)

T35 £ AR GAR R

Get-ECRImageScanFinding -RepositoryName name -Imageld_ImageTag tag_name -
Region us-east-2

THIEHIERRGREE,

Get-ECRImageScanFinding -RepositoxryName name -Imageld_ImageDigest sha256_hash -
Region us-east-2

¥ Amazon ECR AR GIFHETHEZ E

UTRERNREREEKRY, S IEBERREFMERAZER AP SHifEH AWS CLI
DescribeImageScanFindings API , £ Amazon ECR & RFEFER.

UnsupportedlmageError

EAYERA Amazon ECR X EETMRERBENFERREENRGHTELRLRHE , BA6E
Y E UnsupportedImageError #H5RFA 2. Amazon ECR X#E¥f Amazon Linux, Amazon
Linux 2, Debian, Ubuntu, CentOS. Oracle Linux, Alpine #1 RHEL Linux Z${TiRAE £ E /R
TETIRBFHR. —BBITHRAXRERENZE , Amazon ECR AIge T BXERHEREER
H. Amazon ECR R E R ## Docker scratch MR E & YRR,

/A Important

EREMBEF R , Amazon Inspector X ERFHBERHENERRENMER., WFETEE
E , 52/ (Amazon Inspector fEAE1ER) PHXENFEERRNEEER,

HRGRBETRESE AP MR 2015-09-21 102


https://docs.aws.amazon.com/powershell/latest/reference/items/Get-ECRImageScanFinding.html
https://hub.docker.com/_/scratch
https://docs.aws.amazon.com/inspector/latest/user/enable-disable-scanning-ecr.html#ecr-supported-media

Amazon ECR FEHEERD
{855 UNDEFINED BREMZ4R,

EAREEREIER UNDEFINED BEMFRNFEHER, TIHREXLBENERRER :
* CVE FR K5I’k 8 & LT
* Amazon ECR & E BGRB8 L IEF .

BEHERFNBEREMEMNER | ST AEERRIFE®RER CVE,

T fRIZ AR AE SCAN_ELIGIBILITY_EXPIRED

EATBNALEEREERAFER Amazon Inspector FVIEER FEM BRI EERRIFHEBHE | Sk
EZIRHEAREESA SCAN_ELIGIBILITY_EXPIRED, UTRERLEENSERER,

- ER—-FHRBIERBEFARIERAFHEE | Amazon Inspector RERIBIMGHOX RIS | B
iBZ% 30 RKAHEIEZE Amazon ECR WG, BEMNMEEESR SCAN_ELIGIBILITY_EXPIRED #%
HARRE, MREFHL Amazon Inspector FRHIE LG | BIMBEAGELGE A BIFEES,

« INERTE Amazon Inspector £ & ¥ E ECR re-scan duration (ECR EFFHIFERR) |
BRBERKER , MEHNE RIS 52%2‘% inactive WHIRFRHRHE expired , B
MGV FT B MERE R IR RERBEE ARARA. E®E R Amazon ECR X AKRHENRESRA
SCAN_ELIGIBILITY_EXPIRED,
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Amazon ECR EREER

W _E B 4EE B Amazon ECR FAE X % ERF

ERREVREUR A | &0 B L& 838 AV R A & Amazon ECR AR EER L.

Amazon ECR BRIXEATY LiFEHEER I IZEIVREUE A -

« Amazon ECR Public, Kubernetes REFBMEE#EN Quay ( FTEEF D BE )

» Docker Hub, Microsoft Azure Container Registry, GitHub Container Registry, GitLab Container
Registry #1 Chainguard Registry ( EEf£H AWS Secrets Manager WZETH 2 5FE )

« Amazon ECR ( EE# A IAM AWS BEH#ITE 9 RFE )

¥ GitLab Container Registry , Amazon ECR XX &£ A GitLab FWEX B EIIR# (SaaS) EmiREUR
Y, MFEMEMA GitLab SaaS EmMFMER , F2H GitLab.com

HREZFEARBETE 2R LEEERE (120 Docker Hub) , 4B E AERERIE AWS
Secrets Manager W& H, BRI LAEA Amazon ECR X124 , ASECHRIN LBEEHEERT
Secrets Manager #%, & A Secrets Manager 32 A2 Secrets Manager WEZFFMHENA |
E20H S LEREFERAERFRIE AWS Secrets Manager #E .,

¥ Amazon ECR , IR M T Amazon ECR 2 #EBRTEMN AWS IRFE |, AR IAM
A, NERL IAM AENFMAEN , F2BBIRF ECR F| ECR REURIFTEN IAM BUEE,

BY FFEHENRIRERAIZ%E |, FEA Amazon ECR S B & 8 URI 13 LR xR IR
%, #&F Amazon ECR 8BV RIFE , Y ELZNMEZHPRIZREG. YREFEERB 2 RIBR
BHERERIMGER , Amazon ECR BERELFEBHERETEEAZRERBR CREAVIRA , LEH
ELE 24 MREF —IXLBEFERNRE,

MFEREMSEA

Amazon ECR EFB¥IREFERVEANZE , IREERRIIRBIRR , & Amazon ECR RRERE
VR T EEENRERE, SEEAHEE —EARFEGEZATE  AREHRFERSEREART
B, BXATUEEMEREFERENERE  SREREFIMBER, FRA2M, MEMERBEHBRK.,
REERVEATHRERSEEURFENBEA K BEATAEMTZRINEEREFERRTE
RAERMALE. NEFAET  F2EAREFREIRE, ¥XEETRERSFEHBE VN FHEFERN
A,
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https://docs.gitlab.com/17.5/subscriptions/choosing_subscription/

Amazon ECR EREER

ERRIREE AN EZEEIR

5/ Amazon ECR 1REVREUE IR | FEEZE T 5IEE,

« TIESFZERIVREURAINE,
« HFE (dt3E) (cn-north-1)
- HE (2E) (cn-northwest-1)
« AWS GovCloud ( EB®3ZB ) (us-gov-east-1)
« AWS GovCloud ( %B]##B ) (us-gov-west-1)
« AWS Lambda 3 &£ F IR BVIR EUR Bl i€ Amazon ECR REUA 2R &

o FRARIREUREBRGE | 58— XIREIRGEF T X8 Amazon ECR FIPS fR#&in 2. T8 , £H
Amazon ECR FIPS Bri&im S o] AR B R EHIREL,

- HREFEES MBI LEREE | E% —XEB Amazon ECR 82 & UR| RIS EHRE
i, RERENEHERIRERAFRENBEAERHBRBNERAERE. RERNGERREEFT
B ESRE Y REVEE R R,

- HATEESBREN LEHEEE , EMEIEB Amazon ECR #AE %8 URI 1REE | BSIREVZEH
AWS IP bt BRED,

- EEFERB Amazon ECR FAHE & ##E URI IREVRENAEEF , Amazon ECR BRER X 24 MR
BRERBEBREGEREMGR, MR 24 DIFEFREIBH , Amazon ECR 87 LIBEXEER , URE
EREBHRA , Y ERMFEREFR RN, MRREEKRBL , Amazon ECR §E T Bi& Liff
BB T SR AR B AR R

« FNY ListImageReferrers APl IR NIRIREFES RS OCl FENSEER mERFA
BHREL

« Amazon ECR 2R E2EZER MR CHEIRE 6 NFERAEH, MR 6 NEFFEREEBH , Amazon
ECR 87 LB EIERER , URERETEEFMRA |, 7 REVETE R E HTIRE

« W8 Amazon ECR R RREER LEEFEFHREG , WHCREIMREG , ARG ER —8
TREAR 15

- BYEE BB EEEEN Secrets Manager W R | MBEEBHLAFEA ecr-
pullthroughcache/ ¥ 8. WEHBSAMNREREPEIRIVRER BN HEBRSEMESH,
- FEAREREFAIRIZEBMRGH K ERAFENEAFTETS BN SEMRGHBFIREE Amazon

ECR ffrE, MRABRNBERE LU UEARKREABBNYRERELER MTIE2RERAE
BB RR) RIZER K.
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Amazon ECR EREER

- Amazon ECR A RER IAM At , ZAERM Amazon ECR B REFE. MEARS 5 BRF
# Secrets Manager MZH , MR REHEREMGAAENGTT. BUIRIREGRAK 2852
MREER IAM A, MEFMAESR , FSEAREIURENM Amazon ECR RIERZAE,

- KFEER , REURENBREGH IAM TR EAZBH IAM BERR FRMIRFFA, &RILER Amazon ECR
AEEHEFTEX  E—FSRE AMERNFIUHE, NFFRER  F2REAEHEFT,

o FRREIRIRIT/ERERILMN Amazon ECR REE , KA EEEM Amazon ECR BEE—#-
S EFIERIFEIR , flnEBHMBREGREE,

* Amazon ECR REREEARIRMBERYMFAFER , THRARRESEAEZMEE , BRIEFE
FONREERMSIA, EAUEAREFERLHES , EHEEME Amazon ECR KREZUNFEFE
MERTE, MEFMER  F2RARNEHREIRN, #HEREVRERDFERBR N R TENE
EO

- EETTEN - ZBTUEMECRSUUBENGER. RIBEHER , FGEBETEN (TL
BE ). B LIERE Mutable B | iEIBE Mutable EBEEBR X FH R PR EEBRIERENZIEHS
RIEWBERITE , RIEZE Immutable BFEEE Immutable BB BRI S5,

- hn#R - EFTEERAES256 %%,

- BEENT-CEK  T2ERAMBEEFTER.

- £WBHEGK - EEK , AEREGIBHBER,

- EREE-CEK , TSERAERER.

- FERARIREUR A AfREERBRGERTEM | WL Amazon ECR £ AHEREZEEREHMRE,

o BoRTEEEERHTARMANKE , FAERNRERAENMRGE, EREEELT ,  EEXHER
BRA\EE R HRIFRERBLBRETMEAR, Rt , MREEEH & Amazon ECR BREAFEAN
M VPC %% 2 AWS PrivateLink , AIEERRE - X RENEEHBRBERNEKHR, Hh—EHEREH
R AEEFEEMEEN VPC FENLNETHE  ARBFEEERERELE FBEERHBILNET

B, FERRIVREGRAIRIMABEBMRGIAZTENERS, MEHFMEN , 528 (Amazon Virtual
Private Cloud fE A& 5r8) FRHYEE HIEIEE I,

# L= a5 B Amazon ECR ABE#ER T AEMN IAM FF 1]

BRT MAE B EEET S 0 BEURMEENENREFTFN Amazon ECR API FF Al 25k, EFEUT
HI\FT O] = A AR E A R VAR AR Al

« ecr:CreatePullThroughCacheRule - & FEVREUREBUR BN A, HAERBS 7 E IAM K
R TFULETT,
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https://docs.aws.amazon.com/vpc/latest/userguide/route-table-options.html

Amazon ECR EREER

 ecr:BatchImportUpstreamImage — ¥ FWRINBRELA HE A BN BEHENTT,
AUERERAS DR IAM RN ERSRET TR RS EHER SRR FE TBERRRE TR
o, MEFEAREETUNFMEN , 528 Amazon ECR FIFAEREEBCE.

« ecr:CreateRepository - RFEMEEBREPEVREFEENTT. WRFHIRIBRENR#TE
WAREE , IEERHT, T HEESE IAM BERSAEZEEF TBERBEFIEFT,

£ 2 8REFT T

Amazon ECR BB &M 7 7l ARREMA IAM BEREARIIRMWFFTEE, MR IAM BERES
BYE IAM BURR TR A ZB B SEFF T BERER TRIFT A |, Bl IAM BURE L, fltn  REAECE
Becr:* 5, AIEREERBRTEERINFTT,

BUAEESENFTUTEER (AWS EEERA)

1. £ https://console.aws.amazon.com/ecr/ BiEX Amazon ECR £ &,

2. WREBIEFEEEHPREMNBEEHE TERAIH EH.

3. HEEBEHKT , EIE Private registry (FAE B #148). Registry permissions (B #&EFF ).
4. 7E Registry permissions (B #EFF ) HE L , i#IE Generate statement (E£BRIRR),
5. SYLERIVMNSERIREGETTBRBRRRX |, #17 T 5E#E.

a. &H¥ Policy type (BUREH) |, i2#2 Pull through cache policy (JREURERBUR).

b. &¥ Statementid (BRIRZ ID) , IREREUREFA X BRI &8,

c. &F¥ IAM entities (IAM Ef8) , EEESQESEHRINFERAE, BEIAE,

d. ¥ Repository namespace (EFEmAZ=ME) , EEEHEEBRE I BB IRIUREUGE A,

e. &% Repository names (REFEEER) , EEEEARAANREEEREE, flw , m
RZMEE Amazon ECR Public L36E Amazon Linux f1ZE |, BI#FZESREER
amazonlinux.

B A BRI Z A EE (AWS CLI)

FRALLT AWS CLI &% , £/ I8EREE&EESF ™ AWS CLI,

1. BIYEEZREREREBEARTNESE ptc-registry-policy.json BAMER, THEHMHSRE
F ecr-pull-through-cache-user A , A2 f#FEIH Amazon ECR Public F12HEER
& , HAHE Y A2 T M IR EVREUR B A8 BB RY £ 55 3R R

ER B SRIERT A API| MR 2015-09-21 107



https://console.aws.amazon.com/ecr/

Amazon ECR EREER

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "PullThroughCacheFromReadOnlyRole",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ecr-pull-through-cache-user"
},
"Action": [
"ecr:CreateRepository"”,
"ecr:BatchImportUpstreamImage"

1,

"Resource": "arn:aws:ecr:us-east-1:111122223333:xepositoxry/ecr-public/

/A Important

EEFHRINMENRTESTFER , TFE ecr-CreateRepository 7 d. #l
m, MRFBFEELBENRGRINEBERHFEN IAM 8 (JINEEENRABAS)
Fr#iT o

2. fER put-registry-policy a5 iR E B B BUR,

aws ecr put-registry-policy \
--policy-text file://ptc-registry.policy.json

BESR
R HITIIRE R RIRIURRIR | ST BE TR SR,

« BMRBREGRA, MEFMES , 552 R E Amazon ECR 3 REVREUER Al
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https://docs.aws.amazon.com/cli/latest/reference/ecr/put-registry-policy.html

Amazon ECR EREER

- BURGFERVER, REEEVEARTAEGE , MEBURIEMERRE , EEAR Amazon
ECR RREEUMNMRAFENRE, MFFMER , F2RANEHIRIVRE, #EAKEVHER
BFEER MR FEREL,

REEWRF ECR 2| ECRPTC MIFFH

Amazon ECR #| Amazon ECR (ECR %] ECR) {2EURENIIEE AT £ [E1H. AWS IRF M E BB EE
LM%, £/ ECR F| ECRPTC , B SIS GH#IXEIEE Amazon ECR B ##E , Wi EREVREUR
B3R REX T Amazon ECR % &% th A AR {5,

BiRF ECR E| ECR 2EUREUFAER IAM BUR

B RETRE AWS tkFREL Amazon ECR B &8 2 BRIV , FBHE TIRFHEYM IAM 6 | WERE
REFPHBERRE T FIFFT -

« Amazon ECR FE 1] , FRERKRER L3 Amazon ECR 21812 HM{G., BRALUEBE IAM
A RRERIMERAFPEEELABRIRFELHF,
s PHBRGHEEE UV ARTFRMEEHEEELENGTT | TESMERNEERBER,

BR

- B IAM AGUEREIRREGT

- BIAM AR VEEBE

12 b Amazon ECR B &EEFE T EFRBUR

B IAM B8 EZRIVREGTF A

THEHIRRFFAIBEER , BF IAM BEARER L Amazon ECR BEERIMEHFT . B
Amazon ECR EEZAGE , SREWEBRPEEMNFF T,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "VisualEditox0",

FREBIRF ECR E) ECR PTC BY&FF A API fR7 2015-09-21 109
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"Effect": "Allow",

"Action": [
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken",
"ecx:BatchImportUpstreamImage",
"ecx:BatchGetImage",
"ecr:GetImageCopyStatus"”,
"ecr:InitiatelLayerUpload",
"ecr:UploadLayexPart",
"ecxr:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource": "*"

A IAM AREBIEFEEK

THIEHBREERK , # Amazon ECR ZEVREGERI A WTIREXAE® AWS NRF 8,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "pullthroughcache.ecx.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

1£ L3 Amazon ECR B # BT ERBEK

£ Amazon ECR BB B X AFMER KB R AMBEERR , TERTF I EEEEEEHNT TS
BEMENET,

SRS ECR % ECR IREURERPTER IAM BUR API| W< 2015-09-21 110



Amazon ECR EREER

® Note

RAEEKRF ECR F| ECR #RRUREMERES FETHIEFRBEK. HRMEEIRE, BESRERR
W, BRFEZMEHRETN IAM BEBERNEEERK, B LENTREEHEMRERIKS
K, TEER AWS tRFE 8,

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :444455556666:r00t"
1,
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchImportUpstreamImage",
"ecr:GetImageCopyStatus"”
1,
"Resource": "arn:aws:ecr:region:111122223333:repository/*"
}

1£ Amazon ECR A2 7 IR BURELAR Al

HRNEEE S EBERE Amazon ECR A B HEFREUZ RGN LR &8 | B4 RE T RIVREUR
Ao

HAZEFARBETE D REN LBEEEE | BXLBEBEAERERIE Secrets Manager BEZH,
B ERARENRESEITNWE, B LTE Amazon ECR £ AT, Secrets Manager £#2 &
I3 Secrets Manager #%, &Eff Secrets Manager £ & MJF Amazon ECR AR
Secrets Manager %% , 528 K LFREFEEAERFHRIE AWS Secrets Manager % H,

FORIRH

- WENEEAEER IAM FFRREMZERER Al MFEEBE , B2 LFEHELE Amazon
ECR B EHERDIFER IAM FF .

- HREEFARBETEIREN LEEH% MREEEFEHABENNE |, F5MER Secrets Manager
MEFETIER .

- MEWBMBEITES ecr-pullthroughcache/, AWS EE XA RETREH ecr-
pullthroughcache/F &H# Secrets Manager %,
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Amazon ECR EREER

« WEATENIRENESS RS RIREURBIFFEIRS M EE.

EURAURERA (AWS BEEEEA)

T3S ERERA AR Amazon ECR X2 & E I RREUREUR BIF Secrets Manager #%., EE A
Secrets Manager X AEIME , F2E § LERFEZAERIFHIE AWS Secrets Manager #%
¥,

#H¥ Amazon ECR A# | Kubernetes A 23 & &5 Quay

£ https://console.aws.amazon.com/ecr/ BIEX Amazon ECR £ A&,

REBIBFETHPETAEEFREREN R,

FEBEHKT , EIE Private registry (FAB & ##E). Pull through cache (REUREY).

£ Pull through cache configuration (I2EURERAERE) B L , i##F Add rule (38K Al),

ESR1 . BEERREEL , stHE&E , R LEBFESHFETEPIERE Amazon ECR &

. Kubernetes = Quay , EEZET -4,

6. EFB2: EEENHEEL , % Amazon ECR REEFE , EERIMARRELAE EEEIRI
WRERECANRTEGTEZATE , BEEEET Y., AReEAGEZE , BELIUIEEH
TR

7. BRI REYEVEEL , BERIUREBURAIER  SEEREE,

8. AEERVNESERIRINELNHENTR, RESHESERERE 2 BIE BRI A,

o k~ w0 Dd =

¥ 7 Docker Hub

£ https://console.aws.amazon.com/ecr/ BB Amazon ECR E# A&,
REBIBFETHPETIAEERHRFEREN R,

EEBEERKRTF |, 1BEE Private registry (FAB Z#1E). Pull through cache (}REURER),

# Pull through cache configuration (fREVREVAERE) HE L |, ### Add rule (€ Al),
SR BEERREEL , &8 E8&E 22 Docker Hub, T—%,

ESR2 BESIRBEEL , $H8 LBEERRE , B4 Docker Hub W E 2 BB RERTE
AWS Secrets Manager %+, B LIEEREWE , SEA Amazon ECR FEAE MM
o

o a0 bk~ 0w Dh =

a. HECARANRE K FEECEARAN AWS HE, SHHREER £ THXNEEERE
BRANME  EZR2ET -5,
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https://console.aws.amazon.com/ecr/
https://console.aws.amazon.com/ecr/

Amazon ECR EREER

® Note

AWS BB Fi#A RSB RFEH ecr-pullthroughcache/FZE &% Secrets
Manager %, WA AMNEHPEIREUREGE BINAERIKRSE MEED,

b. BEBRVHWE 6 FREEV AWS WE , SITTFIEE  #EEET P,

i. SHERBRER  EENZNHERAMEE., REBERBLEEE 1 ZE 512 @ Unicode Ft.
i. &% Docker Hub EF & , I8 E &M Docker Hub & FE 4,

ii. &% Docker Hub FEVER |, SBi8E &M Docker Hub FENZ &, WFEE L Docker Hub
EERFEHMNAEL |, 5528 Docker XHFHEINEEFEFES,

HEHZR3: EEBMNMEEL , #¥ Amazon ECR RFEFE , HEERIERFELAEHERI
MRGREFRANRFEGRETZEH  BHEET -5,

BRGEAGEZED , B EERIT A =M.
ELR4: RENYERVEEL , RERIRBURAIBRE  EE3EFR,
ARERVHNSERNRINERNENS R, RESHESEREED B2 REIUIRBUR A,

¥7 GitHub Container Registry

I

£ https://console.aws.amazon.com/ecr/ B3R Amazon ECR £ A&,

4,

REBIEZEEHPETAEEEERENES,

HEEBHKT , EIE Private registry (FAB & #1#E). Pull through cache (REUREY).

£ Pull through cache configuration (REUREVERE) BE £ | i##E Add rule (R #R A,
EFR1 BEERREEL , &2 &EEE GitHub Container Registry, T—2#%,

ESR2 RESIRBEEL , $H¥H LBEEE , B4 GitHub Container Registry #9 5 7 5&
F R FMTE AWS Secrets Manager WEH, EBAILUIEEREMWE , RAEA Amazon ECR £
BRI HWER,

a. FEFRARENRE  BRECHAREN AWS BE, SHHREER , A TN EERINE
BANME K EZR2ET -5,
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https://docs.docker.com/security/for-developers/access-tokens/
https://console.aws.amazon.com/ecr/

Amazon ECR EREER

® Note

AWS BB Fi#A RSB RFEH ecr-pullthroughcache/FZE &% Secrets
Manager %, WA AMNEHPEIREUREGE BINAERIKRSE MEED,

b. BEBRVHWE 6 FREEV AWS WE , SITTFIEE  #EEET P,

. SHYEREER , EERBNERMEEE., BESESBYLEEE 1 £ 512 @ Unicode FTt.

i. &¥ GitHub Container Registry £EAE & , FFIEE LM GitHub Container Registry £
RAEER,

iii. ¥H GitHub Container Registry FEF&F , 7B E LM GitHub Container Registry 77}
FR. MFEY GitHub FHIFRANFMER , F2H GitHub XY E IR E A FEUVE
F&o

HEHZR3: EEBMNMEEL , #¥ Amazon ECR RFEFE , HEERIERFELAEHERI
MRGREFRANRFEGETEH  BHEET -5,

BRGEAGEZED , B EERIT A =M.
ELR4 RENYERVEEL , RERIRBURAIBRE | EE3EFR,
ARERVNSEARNRINERNENS R, RESHESEEED B2 REIUIRBUR A,

¥ Microsoft Azure Container Registry

o & w0 DN

£ https://console.aws.amazon.com/ecr/ B3R Amazon ECR £ A&,

4,

REBIEZEEHPETAEEEERENES,

HEEBHKT , EIE Private registry (FAB & #1#E). Pull through cache (REUREY).

£ Pull through cache configuration (REUREVAERE) BE £ | i##E Add rule (R #R A,
EHZR1: BERREERL , 81T T HEE,

a. SHYEEERE | iBIZE Microsoft Azure Container Registry
b. &HHRFEEEE URL , I8XE Microsoft Azure Container Registry &1 |, EEEET—F,

/A Important
BAEEEEFE , AAERAKRMEBEA .azurecr.io FE,
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens
https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens
https://console.aws.amazon.com/ecr/

Amazon ECR EREER

6.

ESBR2 . RESI>RFEEL , $B LEER , L&A Microsoft Azure Container Registry
H 5 9 B % B M FEE AWS Secrets Manager BEH, BAILIEEREMWE , HEMA Amazon
ECR ERABIFHME,

a. HECARANRE K FEECEAREBN AWS BE, stHREER A THNEEEZRE
BRNRE K EZRET D,

® Note

AWS BB Fi#4A REBERFEA ecr-pullthroughcache/F & &% Secrets
Manager %, WA AMNEHPEIREUREGE BRI AERIRSE MEED,

b. BEBRVHWE 6 FREEV AWS WE , T TFIEE  #EEET P,

i SHERBREE  BENENERAMEE. RBEEBHLEEE 1 E 512 8 Unicode Fit.
i. ¥R Microsoft Azure Container Registry fEF & &% , FBIEE &R MMicrosoft Azure
Container Registry £ & & &,

ii. ¥H Microsoft Azure Container Registry FERF£F , FE18 E&H Microsoft Azure
Container Registry FEVFE&F, MFTEER I Microsoft Azure Container Registry ZEUF &Y
FMEH |, 5520 Microsoft Azure XHFHRIENFFF - AD#@,

HEHZR3: EEBMNMEEL , #¥ Amazon ECR RFEFE , EERIERFEL A EHERI
MRGREFRANRFEGETEH  BHEET -5,

HRGEAGEZED , B UEERIT A =M.
ELR4 REYERVEEL , RERIRBURAIBRE  EE3EFR,
ARERVNSERNRINERNENS R, RESHESEREED B2 REIUIRBUR R,

HR GitLab BERE&&E

o & w0 DN

£ https://console.aws.amazon.com/ecr/ B3R Amazon ECR £ A&,

4,

REBIEZEEHPETAEEHERENES,

HEEBHKT , EIE Private registry (FAB & #1#E). Pull through cache (REUREL).

£ Pull through cache configuration (REUREVAERE) BE L | i##E Add rule (R #R A,
ESR1 . BEERREEL , §¥E8&4E , EIE GitLab Container Registry , T—2,
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https://learn.microsoft.com/en-us/azure/container-registry/container-registry-repository-scoped-permissions#create-token---portal
https://console.aws.amazon.com/ecr/

Amazon ECR EREER

6.

ESR2 . RESIBRIBEAE L , BR EEER , B4 EH GitLab Container Registry B & 7 B 3%
BRFHIEWE AWS Secrets Manager F., BAILEEREMWE , SfEMA Amazon ECR £ 5&
BIUHWER,

a. EEFARENRE 6 BRECHABREEN AWS BEF, SrEHRFER , FATHNBER
NEEENWE K BEEET -, MEBBMEA Secrets Manager £ &3 Secrets
Manager WENFMETF , F208 K LiERETFEEAERFHIE AWS Secrets Manager
.

® Note

AWS BB Fi#4A REBERFEA ecr-pullthroughcache/F & &% Secrets
Manager %, WA AMNEHPEIREUREGE BRI AERIRSE MEED,

b. HEEVHMWE A6 FEFEL AWS BE , HTTIEME , BEEET -5,

i SHERNEEE  EERNENERMEEE, BWEEBHSEAEE 1 £ 512 {8 Unicode F .
i. &¥f GitLab Container Registry £l & & , i85 &M GitLab Container Registry &£
EEW,

iii. ¥H GitLab Container Registry fFEUEMR , IEE & GitLab Container Registry 17 EU#
B, MFJERE GitLab BRERBHEFMFANFMENR , F2H GitLab XHH A EAFE
R, HETRFHSERERFR.

HEHZR3: EEBMNMEEL , #¥ Amazon ECR RFEFE , EERIERFEL A EHERI
MRGREFRANRFEGRETEH  BHEET -5,

BRGEAGEZED , B MEERIT A =M.
ELR4 RENERVEEL , RERIRBURAIBRE  EE3EFR,
ARERVNSERNRINERNENS R, RESHESEREED B2 REIUIRBUR R,

HRIE AWS 1RE B # Amazon ECR FAH % %18

> w0 N

£ https://console.aws.amazon.com/ecr/ B3R Amazon ECR £ A&,

REBEH P | ERELETHPRELEBRHEERENET.

EEBEEKF |, B Private registry (FAEZ#4E). Pull through cache (JREURER),

£ Pull through cache configuration (REUREVERE) BE £ | ##E Add rule (R #R A,
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https://docs.gitlab.com/ee/user/profile/personal_access_tokens.html
https://docs.gitlab.com/ee/user/profile/personal_access_tokens.html
https://docs.gitlab.com/ee/user/group/settings/group_access_tokens.html
https://docs.gitlab.com/ee/user/project/settings/project_access_tokens.html
https://console.aws.amazon.com/ecr/

Amazon ECR EREER

5.

ESB1:BELFEEL , §T¥ %481 | 1812 Amazon ECR Private fltiRFE ., st = | :ZEH
% Amazon ECR B & ENEE , REBET—F,

EXB 2 EEGRTZHERNL , HEMEGEEM  EERTEVEAREFESEFHNIRR
REFEEE, IRBZIREFTE , IV EEEFZERR , AR L EEEERIMGEN TGS ZEME
EI‘J_%BﬁJ\o

HY EBEmETH  BEERSRIBEEEETFEENEEFERN. RKRENFE , BUKE
BESEFNEAREFERR .. NRERET , FEELERTFETE K RREET -,

(® Note
EEE-STHBTREM LEmEZEM , 528 55 ECR 3| ECR REURENH FEFE
FH,

HSR3: mREYRVERL , RERREGRAERE  EZRF21,
HEEERYNSERERNRNESELESER, RiGttESEES D BIZE L RIRER AL

HAXREE—@ AWS tREFEH Amazon ECR FAH & &

—

o M w0 DN

£ https://console.aws.amazon.com/ecr/ BRI Amazon ECR £# &,
REBIEFECHPETLEEREREN R,

FEBH®KF , BEIE Private registry (FAE & #1#8). Pull through cache (EUREY).

£ Pull through cache configuration (}REVREVAERE) EH L |, #1E Add rule (FTE R A,

EHB1EBEELBEEELE , $HE 284 | 1212 Amazon ECR A ENEIRFE, $tHESE |, EZW L
2 Amazon ECR E#EWESE., &¥IRF , I8 L Amazon ECR &% AWS MRS ID , &
BEET %,

EXBR2 . EEHFTEHEL , &8 IAM A | ENEARBIRFREIRIERNAE K REE
B,

(® Note

ERVERFERE PRV 2T IAM B&EIRSF ECR 2 ECR Z2EUREFTEHN IAM K
Ko

HLR3  EEREZEAEEL  SHERIGE2H  EERRRVEAREFENEFTENRE
REFAFE, MREZNRETFE AV EEEFZERRE AR LFEHERDNREN A ZH

EI‘J _%Bﬁj\o
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https://console.aws.amazon.com/ecr/

Amazon ECR EREER

8. HYWLHEWNAZTH K BERSRLFEREPEFENREFERN. MRRENFE , WU L
FEFETNEAREERN . IRERRTR , FEELFHEFETE , RREET -5,

® Note
EEE—5TRETRENLHSE2M , H28 BT ECR 3 ECR RIUARMN iz
FHo

9. EFR4:  REAYEVEE L A WERIVRBURAERE , BEBER,
10. SFIHEEZVNEBERIRNESELS R, RRSHHSEES D B2 M RZIREGE A,

#H Chainguard & 848

1. ¥ https://console.aws.amazon.com/ecr/ BIRX Amazon ECR £# &,
REBIEEZEEHPETAEEHERENE.

EEEBEKT |, EIF Private registry (FABFZ #48). Pull through cache (}REURE),.

£ Pull through cache configuration (}R2EVRERAERE) EH L |, #1E Add rule (FTE A A,
EFTR1 . EERREAL , $rEE&E | #EF Chainguard 2818 , T—F,

ESR2 . REEIBRBEE L , R EEER |, BH4ER Chainguard Registry B & 72 B 3% B &
FHAEMWE AWS Secrets Manager H., B IEEREWE , WEMA Amazon ECR EEA/EN
MM,

2

a. ZTEFHBEANRE K FHRECHAEAMN AWS MR, HHYERERERE , FHA TN RER
NEEENWE K BEEET -, MEBBMEA Secrets Manager £ &3 Secrets
Manager WZEFHE , F2E & LFRFEE AERIFMIE AWS Secrets Manager ##%
.

® Note

AWS BB Fi#A RSB RFEA ecr-pullthroughcache/FE &% Secrets
Manager %, WA AMNEHPEREUREGE BRI AERIRSE MEED,

b. HEEVHMWE A6 FEFEL AWS BE , HTTIEME , BEEET -5,

i. HEWEEE , EERBHNERMEEE, REEBLEEE 1 £ 512 @ Unicode F T,
i. &¥ Chainguard B2&EFEAEER , EEEM Chainguard BHEERAEER,

ffEF AWS BEEXEE API| R 2015-09-21 118


https://console.aws.amazon.com/ecr/

Amazon ECR EREEmR
ii. &% Chainguard Registry 2BV F%F , FEE &K Chainguard Registry 2l F £, MFEE
i Chainguard B #ERMFRANFMENR , 5528 Chainguard XHFHEAREFH
HITRE.
7. EHBE3EEENHERL , ¥ Amazon ECR BEEFRHE , EERMMAETRZFERINE
SBREFHANRBEEGREZRE , AREET -5,

BAREEAGEZE , BRI EAThEZ/M,
8. EHR4:  REAYEVEEL K WERIVRBURAERE , BERER,
9. REEVYNSERINRINESNENIR, RiGtrESERESD BIZ L RIRERAL

2 3 REVREUR B (AWS CLI)

£ create-pull-through-cache-rule AWS CLI @5 3RE I Amazon ECR A58 & 82V IRBUREUR

A, HSRFEEFEARBEITIIRBN DREHRE B4 EEE ANERFHRE Secrets Manager B
., EEMA Secrets Manager TR EBIME |, F20 $§ LFRTFEEAERTFHIE AWS Secrets
Manager B &,

RELABESIENEEENTIEH,
#7 Amazon ECR Public

T 5|€5 6|8 A Amazon ECR Public ##E2 VREUREGRAlI, HEIEE ecr-public WREFEF
B, EEE FEFARIMERIEINEERFEEERS ecr-public/upstream-repository-
name W& Al

aws ecr create-pull-through-cache-xrule \
--ecr-repository-prefix ecr-public \
--upstream-registry-url public.ecr.aws \
--region us-east-2

¥ Kubernetes Container Registry

THEHEAR Kubernetes AHBFHETRIREURA, HEIEE kubernetes WRFEFH | 38
SEFFEARIRBRIBZINESEREERS kubernetes/upstream-repository-name K
ZH 8,

aws ecr create-pull-through-cache-rule \
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https://edu.chainguard.dev/chainguard/chainguard-images/chainguard-registry/authenticating/#authenticating-with-a-pull-token
https://edu.chainguard.dev/chainguard/chainguard-images/chainguard-registry/authenticating/#authenticating-with-a-pull-token
https://docs.aws.amazon.com/cli/latest/reference/ecr/create-pull-through-cache-rule.html

Amazon ECR EREER

--ecr-repository-prefix kubernetes \
--upstream-registry-url registry.k8s.io \
--region us-east-2

¥ Quay

THEHER Quay AEEHFERIIRERERAl, HEIEE quay WREFEFTE , EEERFRHER
RER RSN ESEREEERS quay/upstream-repository-name BB R A,

aws ecr create-pull-through-cache-xule \
--ecr-repository-prefix quay \
--upstream-registry-url quay.io \
--region us-east-2

¥ 7 Docker Hub

T 5IgE6IE A& Docker Hub B8R EE Y RREUREURAl, HEEE docker-hub MRETFEFE , E€E
BEAERRER AR NS ERFFERS docker-hub/upstream-repository-name &R
Bl, BUAEEWE TS Docker Hub B H 5EE Amazon Resource Name (ARN).

aws ecr create-pull-through-cache-xule \

--ecr-repository-prefix docker-hub \

--upstream-registry-uxrl registry-1.docker.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

¥1H GitHub Container Registry

T5gEHIEE L GitHub Container Registry FIZEUREUR A, HEIEE github WREEFE , 8
SEYFEARIREBRIZINSEREERES github/upstream-repository-name Han &R
B, &M EEEWZREE GitHub Container Registry BE I 5E& Amazon Resource Name (ARN),

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix github \

--upstream-registry-url ghcr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2
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Amazon ECR EREER

#H Microsoft Azure Container Registry

T 5|5 &2 3 Microsoft Azure Container Registry FIIZEUVREUR A, HE¥EE azure WEEEFEER
B, ERERFEARIRBRABRLINSEREFERS azure/upstream-repository-name HJ

wRRA, BXHEEEMBEEE Microsoft Azure Container Registry B #5228 Amazon Resource
Name (ARN),

aws ecr create-pull-through-cache-xrule \
--ecr-repository-prefix azure \
--upstream-registry-url myregistry.azurecr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \
--region us-east-2

B GitLab B EHE

T5IgHIEE I GitLab Container Registry BVZEURHUR A, HEEE gitlab WREFEFSE , &
SEFFEARIMERIEBINSEREERS gitlab/upstream-repository-name B8

FAl, BABEIBEDE GitLab Container Registry & A& #l 2 #Z 5T Amazon Resource Name
(ARN),

aws ecr create-pull-through-cache-xrule \

--ecr-repository-prefix gitlab \

--upstream-registry-url registry.gitlab.com \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

HRE AWS IRFE ) Amazon ECR FAH & 8§48

THgEflERRE— AWS IRE ¥ EE Amazon ECR AAE X EER T IREREURAl, HEHEE ecr
NWREEETE A CEe8FARIRERABZLINESERFTERES ecr/upstream-repository-
name W& H Al

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix ecr \

--upstream-registry-url aws_account_id.dkr.ecr.region.amazonaws.com \
--region us-east-2
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Amazon ECR EREER

HRRE % — 8 AWS tRFH Amazon ECR FAR & #k

THEFEER— AWS IRFE R EEEE Amazon ECR SAEREEEVIZREUREUR A, HEHEE ecr
NWREETE A CEe8FARIREBRABZINESERFTERES ecr/upstream-repository-
name BB, BMXEACHAE PEVWFFIRIEE IAM BB EE Amazon Resource Name
(ARN)7E Amazon ECR A2 3 I2 VR EUE Al

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix ecr \
--upstream-registry-url aws_account_id.dkr.ecr.region.amazonaws.com \
--custom-role-arn arn:aws:iam::aws_account_id:role/example-role \
--region us-east-2

#H Chainguard & 848

THIEHIEEII Chainguard Registry FIREUREURBl, HEEE chainguard WREFEEFE , E8
EBHFERRIRERIELINEEMREEERS chainguard/upstream-repository-name B A
RE, BAUEEEDE Chainguard B #EE A& R 2 WE M TE Amazon Resource Name (ARN),

aws ecr create-pull-through-cache-xrule \

--ecr-repository-prefix chainguard \

--upstream-registry-url cgr.dev \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

®REI R

BYRIRRBBRA 2R , RESROT -

- BURGFERVEAR, REEEVEARTEEGE , NMEBURIEMERRE , EEAMN Amazon
ECR RREEUMNMRAFENRE, MFFMER , F2RANEHIRIURE, #EAKEVHER
BFEER AT ERNEL,

- BRRIREUREGRAl, BRFBIZEVREUEAIF | Amazon ECR 2 B 2SRV RRER. BRER
BUEIREE LFEEEBEN Secrets Manager % , UR B RERERY. WEFHMENA ,
525 H Amazon ECR FHYIREUIREE 8,

- FAERREUREURAl, WEFMEF , FSEE Amazon ECR 1 {# A f2 EUREVAR B 2 VAR R
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Amazon ECR EREER

ER % Amazon ECR F Y12 BUREE 8l

BIURIREBAZE  SREES2REN DEEEE  SUURBRIERFEEEE. BEIRIUR
VR BIBE , Amazon ECR €8 E BB ERVRKER. RERTUUFNEE LEEHEZRAER
#) Secrets Manager #% , UARBRFEFEF 7 REESS KT,

\

R EREIREBUR A28 |, FEDECHEEEEN IAM 557, NEFMET , F2ES LEEEERE
Amazon ECR FAB B ER P FIEM IAM §F 1],

HEBRFRIVREGR A (AWS EEEIZA)

T5IZERERBB A2 Amazon ECR 12 & B RREUREUR Al

1. ¥ https://console.aws.amazon.com/ecr/ B Amazon ECR £# &,

2. REBEIFEZOSRIVREGEAN EEGETRE,

3. HEEBEBE®KD , iBIF Private registry (FABE##E). Pull through cache (F2EURER),

4. ERBURBGEREE L  ZNERIFNRIVREURA, #£F  FRABETNEENZRERRFH
=N

5. EREBMRERAGFHEENERL , FABETHUNEE K ARBEREIHHBFE. Amazon ECR
KBRS ERRNERE,

6. SHHLERINFERINRERIERSLESER,

= ERFRIVREUE Al (AWS CLI)

validate-pull-through-cache-rule AWS CLI a5 Fi /A& Amazon ECR FAE & &2 MV IR EUREUR Al
THEHEFER ecr-public MBEEFEH. UERBWIRIUREUE AN FEEIREKE.

aws ecr validate-pull-through-cache-rule \
--ecr-repository-prefix ecr-public \
--region us-east-2

HEEFEF |, isValid SHEREHBEBERERS. MRHER true , 3k Amazon ECR AILUER| L%
%8, BEE0REXN. MREHR false , ARHBRBEL HBB RN, &% failure BEREEHER
5]
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https://console.aws.amazon.com/ecr/
https://docs.aws.amazon.com/cli/latest/reference/ecr/validate-pull-through-cache-rule.html

Amazon ECR EREER

£ Amazon ECR A £ A 12 BUIR EUR Bl 42 BR AR {5

T 51 €8 51 B8R 6 F R EUR EUAR AU SR IR BN R IS PR EE A M 8 B35 E . WIREEME A REVREUR AIRE L
HFREIFIEISEER | FF2 8 Y Amazon ECR P RVREEUVRENEBEETHED B UEBRE RHERRU
M EERTT o

m

R EREIREBUR A28 |, FEDECHEEEEN IAM 557, NEFMET , F2ES LEEEERE
Amazon ECR FAB B ER P FIEM IAM §F 1],

(® Note

THIEHIER AWS BB XA FHANTER Amazon ECR REEGRZEHEE, BREASR
EH/ Amazon ECR FAEfE1FE URI,

¥ 5 Amazon ECR Public

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/ecr-public/repository_name/
image_name:tag

Kubernetes & 28 & 8% 18

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/kubernetes/repository_name/
image_name:tag

Quay

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/quay/repository_name/
image_name:tag

Docker Hub

#t¥ Docker Hub B H R -

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag
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Amazon ECR EREER

® Note
#H¥ Docker Hub B H & | 4BEE /library 8., YAFTAEEM Docker Hub fEEE |

BHEZER /library FH,
$H¥ P H b Docker Hub BR{ -

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/repository_name/
image_name:tag

GitHub Container Registry

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/github/repository_name/
image_name:tag

Microsoft Azure Container Registry

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/azure/repository_name/
image_name:tag

GitLab &Bag & %18

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/gitlab/repository_name/
image_name:tag

Chainguard & &&#E

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/chainguard/repository_name/
image_name:tag

1 L ER AERFERTE AWS Secrets Manager #4% F

AEEF,RIEN DEMEEERTRIREURAIE | SXEKBREMIEE Secrets Manager BEH,
£/ Secrets Manager MEAIBEEE[NE, MEFHMENR , FS B AWS Secrets Manager EE,
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https://aws.amazon.com/secrets-manager/pricing/

Amazon ECR EREEmR
THRFEZELIESIZABESIEN LFfEFER L Secret Secrets Manager MEZ R 1555, BAT LA

BEEFEMHER Amazon ECR EEAFMNEVREIRER A THERERELME , MF2EMA Secrets
Manager A BV WE ., WHKFMENR , F2HE Amazon ECR FE I REVREUR A,

Docker Hub
EE ALK Docker Hub B Secrets Manager % (AWS BB X R4

1. BIELUTHNERBEREEEREA  hitps://console.aws.amazon.com/secretsmanager/o
2. iZIZ Store a new secret (TF TR,
3. EEEMEEREEL , T TIEKE,

a. SHHHEmEE  EFHMBENRE,

b. HTEREYD , ABEM Docker Hub BEEVMEERS, WBREPHZLERK 65536 {8
I c48,

i SrYE—{AEEEY , BIEE username A |, WIEEMEH Docker Hub FHEBBA
=T

i. $HYFE_(AEEY , B8 E accessToken A8 , HIEELEH Docker Hub FELFEHF
AfE, WFEE Docker Hub FEUFRFNFFMER , B2 E Docker XHEARHIE LA
EEEINER,

c. SEMZBREE®  FHRBEIRY aws/secretsmanager AWS KMS key B , EZEET—
F, FALSBBEETMARA, WEFMBENR , 528 (AWS Secrets Manager A&
$E™) FH Secrets Manager F R Z MR AR,

/A Important
B BFEATERR aws/secretsmanager MRS WRMZWE, Amazon ECR &
XERUEAEFBERR (CVMK),

4. HEREMBEEL , BT THEME,

a. BAHERMER Secret name (% A FE) M Description (#EiR), MBERBHSLAEE 1 E 512
f& Unicode FJjt, 3 HEL ecr-pullthroughcache/ EAFH,
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https://console.aws.amazon.com/secretsmanager/
https://docs.docker.com/security/for-developers/access-tokens/
https://docs.docker.com/security/for-developers/access-tokens/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html

Amazon ECR

ERAEER

e.

/A Important

Amazon ECR AWS EE X2 & REHREMA ecr-pullthroughcache/F8®
M Secrets Manager #%,

(ZH) £ Tags (BF) BB , SEEWNEIRNEZE, BMAZERERE , 528 (AWS Secrets
Manager &™) FHIEL Secrets Manager W%, BN EEBRITERBRBET , ®
AEBI R INE,

(ZH) EERERBERFIEEWE , 387 Resource permissions (&R A #ER) Fi2E
Edit permissions (#R¥E5T ™). MHEFMENR , F2E (AWS Secrets Manager £AE 15
) FHEET U BUREEZE Secrets Manager M,

(A ) EEBNED  ETEBUZEREE —ERE AWS ESE , FEREEBERE,
BRI L EEEME | O UBRREEE., MEFMEN L 520 (AWS Secrets
Manager i &E1EM) FNERZEEEZE M=,

igg-l:_ﬁo

5. (i#H) 7£ Configure rotation (X E#R) EE L , JHMB Bk, St HFERRSR
HEEEHMAR. WEFHEEHR , 528 (AWS Secrets Manager £ &E1E/) P HIR
Secrets Manager #%, BET—%,

6. 7E Review () HE L , MBMERFMEENR , AREE Store ().

Secrets Manager 8 ER#ZEE, MRENFHELIERT , FEEENEERH,

GitHub Container Registry

ZE A GitHub Container Registry B # I Secrets Manager #% (AWS EE X #4)

1. BIEUTHUERMEHEESEEA  hitps:/console.aws.amazon.com/secretsmanager/o
2. iZIZ Store a new secret (TZHFTHER),
3. EEEMEEREEL , BT TIEKE.

a.

b.

SHERERER | BEAEGEREARER,

ERMEHT , KHEW GitHub BREZIMBEER S, WBREPRS W LUFHK 65536 fEfLT
8o

i SHEE-EREY , FEE username A | WIRELHN GitHub ERAEBBRE.
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://console.aws.amazon.com/secretsmanager/

Amazon ECR ERERER
i. SHHEFE_(EREY , BT accessToken B#E , WL ELH GitHub EIERA
B, WFEIL GitHub FEIFRMNFMENR , FF2H GitHub XHFHEEEAFEE
FHo
c. SHMEEH  FHRPETEIRM aws/secretsmanager AWS KMS key B , EZEET—

F, FALSRESEMARAE, WHEFMENR , F2H8 (AWS Secrets Manager A&
15™) ®HY Secrets Manager I MR A M2,

/A Important

BBEFATER aws/secretsmanager INFE SR MNFZEME, Amazon ECR R
XERLFEATFBEER (CMK),

4. 7 Configure secret (FREW®R) BEH L , BT~ HEE

o

e.

B A IR MR Secret name (M2 &%) # Description (i), WEEZBMSHEEE 1 £ 512
{& Unicode FJt, 3 B3 ecr-pullthroughcache/ EAFE,

/A Important

Amazon ECR AWS BB X & RERB~EM ecr-pullthroughcache/F8®
B Secrets Manager %,

(£f) £ Tags (BR) EE , SEEHEINE, BAEREKR L F2H (AWS Secrets
Manager £ & #5/) FHIZEC Secrets Manager #%, BAEZBEPFHEBBEN ,
RHEBIRMNE,

(ZH) BERERBERFIEEWE , 387 Resource permissions (B R A #EIR) 22
Edit permissions (#REEFT ), MFEFHFMENR , 5828 (AWS Secrets Manager &g
) PHASEF I BUREE R Secrets Manager B,

(A ) TEBNED  ETEEUZEEEE —ERE AWS ESE , FEREEENE,
BRI EEEWE | LA ERREEE. NEFMEENR , 528 (AWS Secrets
Manager EFAEIERE) PN EEETEHiti[E,

igg—lt_ﬁ;_o

5. (i#A) % Configure rotation (X E#wi) HE L , AIFKE B, SHAILUERREMARE
BB ERR. WEFMENR , 5208 (AWS Secrets Manager FAEER) PHRiR
Secrets Manager #%, BT —%,

6. 7E Review (#:F8) EE L , MBEAMZFHEEN , RERIEIEF Store ().
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens
https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html

Amazon ECR EREER

Secrets Manager BRI ZEE, MRENFRZLIERT , FEEENEERH,

Microsoft Azure Container Registry

#HZEAIEHY Microsoft Azure Container Registry B # 1 Secrets Manager %% (AWS EEE {2
A)

1. BIEUTUERBEEZEEE S A | https://console.aws.amazon.com/secretsmanager/o
2. iZIZ Store a new secret (TF TR,

3. HEEEwEREIEmLE BT TIEE.

a. SHHHEmEE  EFHMBENRE,

b. HE&/EHF , BIER Microsoft Azure BEREYMEERY|, WBEPHZZALIEK
65536 1B st Hl o

i. STEE—(EREY , BT username A8 |, WIEELM Microsoft Azure Container
Registry FA&EEZBARE,

i. STEE_(EREY , BT accessToken A8 | W EEH Microsoft Azure
Container Registry FRRF & AE, MEFERIL Microsoft Azure FEUFERHFFMER |
5528 Microsoft Azure XA HMEIL F/F - AOMEYE,

c. SEMZBREE®  FHRBEIRY aws/secretsmanager AWS KMS key B , EZEET—
F, FALSBBEETMARA, WEFMBENR , 528 (AWS Secrets Manager A&
$E™) FH Secrets Manager F R Z MR AR,

/A Important
B BFEATERR aws/secretsmanager MRS WRMZWE, Amazon ECR &
XERUEAEFBERR (CVMK),

4. 7£ Configure secret (BREWE) HE L , BT N HIEE

a. BAHERMER Secret name (% A FE) M Description (#EiR), MBERBHSLAEE 1 E 512
f& Unicode FJjt, 3 HEL ecr-pullthroughcache/ EAFH,
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https://console.aws.amazon.com/secretsmanager/
https://learn.microsoft.com/en-us/azure/container-registry/container-registry-repository-scoped-permissions#create-token---portal
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html

Amazon ECR EREER

/A Important

Amazon ECR AWS EE X2 & REHREMA ecr-pullthroughcache/F8®
M Secrets Manager #%,

b. (BH) ff Tags (%) B , BEBMEIINER, BREREKE , 528 (AWS Secrets
Manager EF & ¥E5) PHIELC Secrets Manager %, BN EEBHPERBBENR |
AERI RN,

c. (B BERERBEHEENE , 557E Resource permissions (B REFARER) FiRE
Edit permissions (#REEFT 7). MFFMEF , 528 (AWS Secrets Manager £ &5
) PRASEF I BUREE R Secrets Manager #%,

d (ZEHR) TEENED , EEKUEEEES —ERE AWS B , FEEEENE,
BULUERSHE , B UERREEE. WEFHER K F2H (AWS Secrets
Manager fEAE1EmE) PREMEBEETEHMH[E,

e. EET_Z’FO

5. (i#H) 7£ Configure rotation (X E#R) EE L , THRB Bk, St EIFERRR
HEEKERR, WEFMENA , 528 (AWS Secrets Manager £ EERE) PRI
Secrets Manager #%, BET—%,

6. 7E Review (#2B]) EE L , MEBRFMHER , RREIE Store ().

Secrets Manager EEERFZEE, MREHNFRBRERAT , RREENEEIRMA,

GitLab Container Registry
A EH GitLab Container Registry A ERIE L Secrets Manager #% (AWS EE XA

1. BIEUTERBMEEREREERE A  https://console.aws.amazon.com/secretsmanager/o
2. 1Z{Z Store a new secret (TFHFT ),
3. HEEEwEEIEMLE BT TIEE.

a. SHHEEZER RIZHOEHNEER,
b. EE£W/EHD , BEKN GitLab BEABREILWSY|, WEEHRHKRZ T LIEK 65536 LT
#o

i. HRE—ALBEY I EEusername £ £ | #§ GitLab Container Registry £/
EEBIEEAE.
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://console.aws.amazon.com/secretsmanager/

Amazon ECR EREER
i. BWRE—(ELEB/MEY , 318 f8FaccessTokenB 2488 , ¥4 GitLab Container
Registry ZEVERIEEAE, MEE GitLab RREEREEHZTNEMEN , &2
B GitLab X WEAFEFR., BHEFRNFHARERFHFH.
c. SHYMBRE®  FRBTAERM aws/secretsmanager AWS KMS key B , EEBIET—

F, FALSRESEMARAE, WHEFMENR , F2H8 (AWS Secrets Manager A&
15™) ®HY Secrets Manager I MR A M2,

/A Important

BBEFATER aws/secretsmanager INFE SR MNFZEME, Amazon ECR R
XERLFEATFBEER (CMK),

4. 7 Configure secret (FREW®R) BEH L , BT~ HEE

o

e.

B A IR MR Secret name (M2 &%) # Description (i), WEEZBMSHEEE 1 £ 512
{& Unicode FJt, 3 B3 ecr-pullthroughcache/ EAFE,

/A Important

Amazon ECR AWS BB X & RERB~EM ecr-pullthroughcache/F8®
B Secrets Manager %,

(£f) £ Tags (BR) EE , SEEHEINE, BAEREKR L F2H (AWS Secrets
Manager £ & #5/) FHIZEC Secrets Manager #%, BAEZBEPFHEBBEN ,
RHEBIRMNE,

(ZH) BERERBERFIEEWE , 387 Resource permissions (B R A #EIR) 22
Edit permissions (#REEFT ), MFEFHFMENR , 5828 (AWS Secrets Manager &g
) PHASEF I BUREE R Secrets Manager B,

(A ) TEBNED  ETEEUZEEEE —ERE AWS ESE , FEREEENE,
BRI EEEWE | LA ERREEE. NEFMEENR , 528 (AWS Secrets
Manager EFAEIERE) PN EEETEHiti[E,

igg—lt_ﬁ;_o

5. (i#A) % Configure rotation (X E#wi) HE L , AIFKE B, SHAILUERREMARE
BB ERR. WEFMENR , 5208 (AWS Secrets Manager FAEER) PHRiR
Secrets Manager #%, BT —%,

6. 7E Review (#:F8) EE L , MBEAMZFHEEN , RERIEIEF Store ().
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https://docs.gitlab.com/ee/user/profile/personal_access_tokens.html
https://docs.gitlab.com/ee/user/group/settings/group_access_tokens.html
https://docs.gitlab.com/ee/user/project/settings/project_access_tokens.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html

Amazon ECR EREER

Secrets Manager BRI ZEE, MRENFRZLIERT , FEEENEERH,

Chainguard Registry
AIZH Chainguard EAE R Secrets Manager % (AWS BE X H)

1. BIEUTERBEZEEEEE A | https://console.aws.amazon.com/secretsmanager/o
2. iZIZ Store a new secret (TF TR,
3. HEEEwEEAEELE BT TIEE.

a. SHHHEmEE  EFHMBENRE,

b. EEWEED , BEM Chainguard ZEAEREILIMY|, WEREPRHRZ LT 65536 18
LT,

i. HRAE—ELB/EY & EEusername £ £ 48 | #% Chainguard Registry A& &
BEERE.

i. HRAE_ELB/EY 6 & B EaccessTokenB £ , #§ Chainguard Registry
EFEERIEESE. WFEEI Chainguard B ERINEFNFHET , F2H
Chainguard X# Y& AR F FFHETRE,

c. SEMZBREE®  FHRBEIRY aws/secretsmanager AWS KMS key B , EZEET—
P, FRLESBESTMRAR, MEFMENR 6 F2E (AWS Secrets Manager £ &
fE™) FH Secrets Manager F R ZE MR AR,

/A Important
B BFEATERR aws/secretsmanager MRS WRMEBZHE, Amazon ECR &
XERUEAEFBERR (CVMK),

4. 7£ Configure secret (BREWE) HE L , BT T HIEE

a. BAHERMER Secret name (% A FE) M Description (#EiR), MBERBHSLAEE 1 E 512
{8 Unicode T, B3 ecr-pullthroughcache/ EAFHE,
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https://console.aws.amazon.com/secretsmanager/
https://edu.chainguard.dev/chainguard/chainguard-images/chainguard-registry/authenticating/#authenticating-with-a-pull-token
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html

Amazon ECR

ERAEER

e.

/A Important

Amazon ECR AWS EE X2 & REHREMA ecr-pullthroughcache/F8®
M Secrets Manager #%,

(ZH) £ Tags (BF) BB , SEEWNEIRNEZE, BMAZERERE , 528 (AWS Secrets
Manager &™) FHIEL Secrets Manager W%, BN EEBRITERBRBET , ®
AEBI R INE,

(ZH) EERERBERFIEEWE , 387 Resource permissions (&R A #ER) Fi2E
Edit permissions (#R¥E5T ™). MHEFMENR , F2E (AWS Secrets Manager £AE 15
) FHEET U BUREEZE Secrets Manager M,

(A ) EEBNED  ETEBUZEREE —ERE AWS ESE , FEREEBERE,
BRI L EEEME | O UBRREEE., MEFMEN L 520 (AWS Secrets
Manager i &E1EM) FNERZEEEZE M=,

igg-l:_ﬁo

5. (i#H) 7£ Configure rotation (X E#R) EE L , JHMB Bk, St HFERRSR
HEEEHMAR. WEFHEEHR , 528 (AWS Secrets Manager £ &E1E/) P HIR
Secrets Manager #%, BET—%,

6. 7E Review () HE L , MBMERFMEENR , AREE Store ().

Secrets Manager 8 ER#ZEE, MRENFHELIERT , FEEENEERH,

H&] ECR Z ECR REUREIN B FEEFH

REREBRASE ecr REEFEN LFHEEFEFTE. ecr MEEFEEHR MBI Amazon ECR
RNEHETNREEGEZHATZE. CALFENMARTFESRSHERUPERN LFSHRERN
BRARBMBFREE, S, FEprodBRARNU BENAAEMEEpProd/. ®ERKHEAERAERHET
RAMBBRENRERNAAEFHER , FEM ROOTHAFE.

/A Important

HeE AR/ EAEFENER. MREEE ecr-public HFH , Amazon ECR &7
H#8 A ecr-public/,

BIIREEFTE
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html

Amazon ECR EREER

LERFEFENS LERTFERRE, RIBHERR , ©ERER ROOT , AFFEAM LERHFEMARF. R
BT Amazon ECR i EEFEERF ER , FERELFHEFEFE. ROOT

TRETROFEFEABELFRFERB ZBNRE  REEREIIRBUR N FEEE,

RERan & 2= ] EmE=E BREBAER (REVATFE > Liff
RFE )

ecr-public ROOT ( 78&% ) ecr-public/my-app/
imagel - my-app/im
agel

ecr-public/my-app/
image2 - my-app/im

age2

ROOT ROOT my-app/imagel - my-
app/imagel

team-a team-a team-a/myapp/imagel -

team-a/myapp/imagel

my-app LiFEARR my-app/imagel -
upstream-app/imagel

¥ Amazon ECR A EVIREUVIR BN B 2B E 1T B PR &2

FE A6 A IR EVREVR AU IR EN LRGBS , AT RETRERIINZE RER,

m

BEETEE

ETREETFENERASRERAAREFETFEREN Amazon ECR AEEEIEF , IREA

KT ecr:CreateRepository FF#FIRELLIFIGRE IAM 88, EEMRILEES | HESR
WERIWMTPNREE URI EfE , ERTAEEN IAM FF BRI L HREN IAM 8 | F
TEHE (T BRI E . 51 72889 Amazon ECR AAE BB EY 7 B¢ MG AR fFEE

EE. MFERE IAM FAINFRER , F2E 8 LFEEEIER Amazon ECR A B HIER S FEN
IAM FF ],

AT B UL SRERAVEE B,
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Error response from daemon: repository 111122223333.dkr.ecr.us-east-1.amazonaws.com/
ecr-public/amazonlinux/amazonlinux not found: name unknown: The repository with

name 'ecr-public/amazonlinux/amazonlinux' does not exist in the registry with id
'111122223333"

A EIFE R R

ERERTEMENERASREAAMRGAFERLEEZEY  ARAB/RET
ecr:BatchImportUpstreamImage FFAI#RIREX LIMAREG MY IAM £88 | {EEEEH Amazon
ECRIMEERFETEITHREE. EEMRRIES  FESER LERGNRGEBESBIER ,
BHEEFEBEHKMEEN IAM FF IR FRELSFHREN IAM 8, MFERE IAM FIWEFHEE
7, BB B EEEEEE Amazon ECR FAE R ERSATER IAM 51,

LT BB SRRRAVSE B,

Error response from daemon: manifest for 111122223333.dkr.ecr.us-
east-1.amazonaws.com/ecr-public/amazonlinux/amazonlinux:latest not found: manifest
unknown: Requested image not found

403 % Docker Hub 1z EIREVAFEE

#1252 A Docker B B Docker Hub RFERIREE , BXEAELFEAN URI FEE /
library/. #l#l aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag., MRIEEW /library/ Docker Hub B FBR&H | EERERE
FIREVREGR AR EXBR G EF |, A5 E2E 403 Forbiddeni®il, MEFMENR , FSEE Amazon
ECR # A IRBUREN AR Bl IR AR 15

LT BB SRRRAVSE B,

Error response from daemon: failed to resolve reference "111122223333.dkr.ecr.us-

west-2.amazonaws.com/docker-hub/amazonlinux:2023": pulling from host
111122223333.dkr.ecr.us-west-2.amazonaws.com failed with status code [manifests
2023]: 403 Forbidden
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Amazon ECR EREER

Amazon ECR A EMEGEE

BT LAERTE Amazon ECR AAE & &8 | U EREEMNEE., Amazon ECR X EBEFGMBIIREE
B, FEETEIRFES , BENHIRESLERERSFETTER | UAHFRTREHEEETES, NE
MBS , 528 RAmazon ECR R FAE B85 7,

£

- BIRFERBBERER

- RERGERENES

 Amazon ECR WA R1G4E 5 i 45

 #£ Amazon ECR R EMEMRGER
 #£ Amazon ECR H BRI EMRGEFRTE

BiRFERBREXR

HRRBIRF ECRERLEREF , B4R THRMERS FEREMWLRK, AERHRIFEN B 8 it ik
FHEEER.

BER A RESE S

BikF ECR ERRAFE AN IRFNBERER, RRIEFFEEETMRAREFESE HFEIE,

- RFIRF  EESEREFREERRAY. RERFEFTTEEMBBUR,
- BRVHIRF  BREBHETWEER , UAFFRRIRFEBMREK,

B Ry it B SR B HRFE R

BBk S A ARRE R ST AIBUR | KT RRIRFHIT T I BMERNFTT :

« ecr:ReplicateImage - AFFRIRIIRFAERGE TR B Yt B 858
« ecr:CreateRepository - AFF ECR ZEN BB EPEHEIMAREENREE
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/A Important

MREKRTF ecr:CreateRepositorysfa , B4 BXEENHIREFRFBHEIEGHERRA
BWREE , TERIER.

5] B Ayt B ERABBUR

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowCrossAccountReplication"”,
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:root"
},

"Action": [
"ecr:ReplicateImage",
"ecr:CreateRepository"

1,

"Resource": "*"

FORIE S B R

RRIRFERFE :

- EESEREPRERSTSAL , UEEEMIRFENES
- BRREERH IAM TREBLEN ECRFFA

RERFETTEAMBE. RERFETTER TERFAINRFERR.
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# R BVER R

LT 2 ECR BIRFEBE BRI E RRME

SR RRFEFEFEEAFENBIRFEFRENER,

P

R RRERFETEEREMIRBRATESR.
: BRRA B Ay iR P AR E R SRR,

)
&

?“J::
£

% AR ERHIRFBEERHEFTABR,
 EERRNEFEBREMERN,

)
&

PD
£

4
i

 REEBRZHEELNREFENFR , MEBKBRAUZHZHEBRNVRE , fINESR,

HERRBETHED

MRBIRFERAH , FRETIIER :

- FEFREWHIRS BRERHERT TBER

- BRBEHREFEZE ecr:ReplicateImageM ecr:CreateRepositoryEE

- TEFREE B W BEBUIR T EREERIRIRS ID

- REBNWHBEEERBTFE (WRecr:CreateRepositoryREF )

« 2B CloudTrail BFR A B kM CreateRepositorys] ReplicateImage APl FEAY

IEREEENEER

ERALERGERKEZEBIUTEIR,

- QAEEREEBECR , T8SMEEAREERNEREMEE, T2EEMEERHALFEENEMAR
B, MREESHBBERMSG , AIGETEE. IREEBEHRCINER , ITEEE,

- BREEER  BESNRFAMEEZBSRETE, AmazonECR A X EAEEHHESEREE
B,

« F-RRTENEREEETEER  Amazon ECR 8§ REEMNRBER IAM A/, REER IAM
AEIZTF Amazon ECR EERBEEBREPENREENESHREFIENGET, MEHMEN , 5B
S/ A Amazon ECR IR ERZ A,
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- FEETHERFES  WERSREENBAARTHT , FRAFREZEZFETHRER., ERFEAR
EREBRFEFTUBRRTK. NEFMEHF , F2HAmazon ECR R AR Z8&EFT A,

« MREABEHENFABRESEABRET , TARTFHEMETHERHTRTK,
- FREETHEREER  RRIRFMENIRFHAALREMARSE , TREXESAREXED

BETMESEHE, MEFMET , 5528 (Amazon Web Services —fik2£) FREE AWS &
Ho

c AWS PEIECEAXEEEHES, il , BEH us-west-2 FNREEEEST cn-
north-1, % AWS D EIEMFFAER , F2E (AWS —i&kZE) FI ARN &=,

- RERHENERERETRESRS 25 A — B , BHEAERA , K26 10 @RAEH. &
BRAURZAEE 100 EEEFRE. HlA , EAFASTESARNEENRRE < REHN 7 EREEE 5
BB,

- ERERXEGREREERFEFERERLEEEETNRITE, MR , F2H €6 - £
A#FEGERTREEEAER.

- BEFBGHEIFGERISHTESHIE—IR, flU , MREEBEEFGHEER us-west-2 E
us-east-1 MK EH us-east-1 F us-east-2 HITRTE , MEEHIEZE us-west-2 EEEZE
us-east-1, EXAEBEEBEE us-east-2, EETABEAREEISMNEIRFER,

« REEMETELRE 30 pENRERER , EEBRPEERLT , ERUEFEERNERE,

. BEEEETEHTEMAMBREIERHFEE, EENRGNBFENAETBHEAEMEREHE,

- MREEENIGEHFEENH , AIFEBNHERER,

- ERFEEFHPHFMEGER  TERENGFEESHEBIEENENEFF,

- BEFEBER (2F IAM BENEGBHER) T2HTEE , RTEeHAEENREEN , 8FEEE

B
A Eﬁ%o

- FRTEERREERE , AUAEARFERVELAERRATERE, SELRESRHERTEM,
E, REEFINEGEHNBR, IFREFEEVEANFEES  F28 AR EHREUREL
EEREVRERDFENBREVHNRFERNERE,

- MRERFELRAGRTEE K MARRERAREARGHARSERNREG  ISBERE , EFE
BEEENER, EVREIRGERER,

- EERGAE , MRERE Blob ## , ECR SMENUEARKEREFEFNVEMAREESFEN BN EHK
B, IRENHEEHREPEFEREMNERE  ECR sHEELEE.

\

i
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html#arns-syntax

Amazon ECR EREER

® Note

MRRREHEERE BNV EFERE , AIFEAR ECR HMEESKERA Blob #H#] , LEH
EEEO

Amazon ECR VA B M G1E B £ 4l

UTEHBERMARGEREENEREASN, MREER REET AWS CLI, BAILEEY
JSON KA JSON AR, MREER REER AWS EEXRE , ELERRMNE
REE L REAERRAE  ESFIELAH JSON,

Y BREERERREAE—BNHES

THHEREE-EZHEAREEEGESHNES ., HEFHRRENIKRSFIDA 111122223333 WHK
IE#E us-west-2 AN EIEFIEEHEETHEE,

{
"rules": [
{
"destinations": [
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}

gHl . ERETERERTREEREER

TIHHPRAR/TEFESBENRETEREERAET. LEAGRFEHNERS ID A
111122223333 W BEIEFE us-west-1 BANERFREELRERTEHRE  YARTFENFEAR
prod,

{

"rules": [{
"destinations": [{
"region": "us-west-1",
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"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

1]

1]
}

Y REEERIEREEZEBR®ES

THEREE—EZFEAREEESESHNED, LWEFHRZEWIRE IDA , 111122223333H&
£ us-west-18% us-west-2 QAW EEHPIEEHEBSHEE,

{
"rules": [
{
"destinations": [
{
"region": "us-west-1",
"registryId": "111122223333"
},
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}

Y REBIRFER

TIERAREEREBRFESNEL, WBHESRERTE 444455556666 RFEH us-west-2
B,

/A Important

EEETEIRFEE , BMIRFXARERFETTEER , UAHFEERE, NEFHAE
F , 2B Amazon ECR FHFAE B 8B 1,
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{
"rules": [
{
"destinations": [
{
"region": "us-west-2",
"registryId": "444455556666"
}
]
}
]
}

o EEMAERPHZER L

UTHERAREENREZEESRANES, HWEHFEHR—ERAIRERE 111122223333 REH
BE  ZHAUEETEA NBEEEBEProd®E us-west-2BHE , ¥EFEA NEFEEEtestE
us-east-2ElE, EEHEREZAUES 10 EFRE , SEKRANKSAIEE 25 EE Wi,

{
"rules": [{

"destinations": [{

"region": "us-west-2",
"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

}]

b
{

"destinations": [{

"region": "us-east-2",
"registryId": "111122223333"

1,

"repositoryFilters": [{
"filter": "test",
"filterType": "PREFIX_MATCH"

1]

}
]
}

g6l EEAREPHZERAY
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ghl BRATERBHRE

UTREREESETBRMAERRENHES, EEBRERKRE , E4AREZRAES,

{

"rules": []
}
/A Important

BRESRETEMREMNENERTNREFEIRG. NRTEFZERNART , BLEFH
i Bx

£ Amazon ECR AR EFNEMBEE
AN EEBRERESEARINERE, RUUREEESEESEBIRFER,
MBS B ERSROEA | HBBAmazon ECR WILERGE B

REZHEEFEHRTE AWS EEEEAR)

1. 7£ https://console.aws.amazon.com/ecr/repositories BRI Amazon ECR &,
REE K BEEAHREEHEERTRENEH.

EEBEEKF |, BIE Private registry (FAE B #1E).

ERAERHZEEL , BERE  AREEEFHETHNRE,

£ Replication (2 E) B L , i##2 Add replication rule (FTi8#E E R Al).

¥ Destination types (B Y6 3EE) HH L , REEERABRIEER. BIRFESIAME , ARE
## Next (-F_i)o

7. MRBABESES , BIYHA Configure destination regions (%€ B Mt [E18) |, BZE—HZ1E
Destination regions (B Witk [E15]) , REIEIE Next (T —F),

8. WMRBABIRFEER , BI¥ M Cross-account replication (BIRFEE) , BEXSFENBIRFER

o o M w DN

XTE. #H Destination account (B KybiRS) , A B Wtk SRS ID F1—= 2 {@ Destination

regions (B # i [E13) LA TEE . 1BIE Destination account + (B BIIRE +) , i HMIRFRE
AEEEHN,
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/A Important

EEHTHEIRFES , BENMRF X AR ERFZETTBER , UAFEETR4E, MEFHA
B , 52 B Amazon ECR FRFAE BB,

9. (IEA) £ Add filters (RTBEREMRM) AE L , EEEBR AN —HSEEERGE , RREEF Add
(¥18). BRNEERERTHFEELRBNSEAGRRGESLSR. LAKGRBEEARTESR
BFE. IRRHEHESR  ASERMARFENAR, —BNEMBEERN  1BE Next (T
_i)o

10. 7£ Review and submit (BB IRR) EE L , MEIERZHRAERE | ARERFEZF Submit rule (IBRXHKR
A1),

REBEFIEEERE (AWS CLI)

1. BYGREARARHZEETRNETHRAN JSON EXR., ERAREZAEZE 10 AR , BFmERA
&% 25 EE— BRI , FERA 100 EEHEFRGE. FEELECHNIRFRAREEERES , FE
ELBCHIRF ID. MEESHH , 52 BAmazon ECR WL ERBETEH,

{
"rules": [{
"destinations": [{
"region": "destination_region",
"registryId": "destination_accountId"
1,
"repositoryFilters": [{
"filter": "repository prefix_name",
"filterType": "PREFIX_MATCH"
1]
1]
}

2. BHENERARL,

aws ecr put-replication-configuration \
--replication-configuration file://replication-settings.json \
--region us-west-2

3. HRRENBHERE.
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aws ecr describe-registry \
--region us-west-2

# Amazon ECR R EBRILFREERHE
LEBRAEAUABERHERRE , AREREENERAL, TREEABRHS AWS CLI,
BREHZEEBRE AWS EEXER)

1. 7E https://console.aws.amazon.com/ecr/repositories BRI Amazon ECR E#5&.,
REBSHh  BEERPBREZEERRENEH,

FEBEEIKF |, 1BIZ Private registry (A &),

EREESEE L  BERE  AREBEERHEETHNRE.
BESERIOREREER  BRABRENEFTRAL
EERTFUEAZNERSARE,

o g A~ W N

BRBHEEREHE (AWS CLI)
1. SEAZ=HRBIEEIET JSON BE , UBRTEEEHRE.

{

"rules": []

}

2. BENERHEERZEENEEE,

aws ecr put-replication-configuration \
--replication-configuration file://empty-replication-settings.json \
--region us-west-2

3. MAERRECDBR.

aws ecr describe-registry \
--region us-west-2

W ESE R HreplicationConfiguration B8 A K Al
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/A Important

BERERSRETEMREMLNERTNREEEIRE, NRTEFEERTNAT , BLEAFH
H:HIIJB%O
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AREFIREURE, #HIEAKREVSESBENREEYNREE
RYEB AN
£ Amazon ECR /7 BRI #4723 Amazon ECR AR SR Y (R MERE, MR A

THRERSERLFEFENEER  HERAEMEGSZEZLNRARREFEIRTFERGEALE,
BEl  MEERVESXATAREEYREFENBERELINENRE

« $REUREX
- HIRREY

MEERMEARNEFLN

B Amazon ECR EERXREEIHMAEREIFE, Hl

o FB—RERRIVREUE BIFER DEFEEFEENARS , WiEHEFHE Amazon ECR FABEE&HEF,
BB HIEE W TR ENREEER,
&% E Amazon ECR #RFEEE T % —EE IR F &,

ERANEERNRIBANERHFENRFEZILEARE , Amazon ECR & F#if# 7 Er AR
RE. ELHERREHEEAMAEBRTEM. £/ AES-256 IIE , URFTEARAREFEEREmBHR
Ho

MRRZENEXGHEZERRTFENRBEFERILER , Amazon ECR KA SRV EARRERENFHE
B,

ERARFEREYEAREESR Amazon ECR EREBBREIRE, HEREYMERBEMEILN
MRFENRE, SUUANMRTEERERIEME,. NFAR, REFEENTY. £oBHBRRNERE
.

TEEREARFERMYEARE Amazon ECR FrfE AR TERE.
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L\
Repository created by Template applied :E
Amazon ECR to matching repository v—
Create on push, . IN Repository
Pull through cache, or w
Replication v —

Repository creation template

UTHARARTFERLSERNFHNEESH
FE

FERHREAMEERNRAEEGTEZEATE. FARFEERINFERTFESSERALERFE
FEWERE, Bl , prod FESERZEMEA prod/ WITEREE. B4 , prod/team FEE
ERAZEMEA prod/tean/ WAMEREE. T2 esMBEHEANEZES R —EEXEEFFE
"prod" , M%B —EA&EAREEFH "proditeam" , BIEBFFH "proditeam" WEAEERAEZZBHAES
"prod/team/" IFF B REEE,

FEREAEREZEHREPRIAABRUELINAEFMEFE , LALER ROOT BAFE

/A Important

HeE—EARK/ EAZFENER. NREIEE ecr-public AFH , Amazon ECR
BHHERA ecr-public/. FARBIREBRAE  SERIBIHBEEENREETS ,
tLEZSEEERREERELSERTE,

Description

BEAEHRRZAN , AREREEERLSEARNE N,
ERE

ERARHREN SREEMAIEAE WL Amazon ECR B WREEE. ERES
PULL_THROUGH_CACHE, CREATE_ON_PUSH %1 REPLICATION, fi#n , &5 — X E A REREUR
BIRHEEN L HRFEENAS , YA EEFME Amazon ECR IAEREER., WRREZFSEEIUR
BRI E M ER IS4 , Amazon ECR €A EFENTERRE.
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REERVASG

REEEVYAEE IAM S8 ARN , Amazon ECR 8 ZEBREEERVHEAEYNRERTFERE
FitAt, FEAPERABTEESEN/S KVS &, XEARELAR  SAREEERIE XK.

HEERTEMN

ARERSEARYNREECEBTEMRE. NMRERLSE , MSFERATEENRRE , UAFH
EEMGEER, EBFRHLERE , AREBRERIRINEEFIZEVNRBRFENELR, ERAZESBE
BB , Amazon ECR 7] LAEE 3R B AY BR 15

NMREEEFAR  REETHAERGERFITE  ESHLEMERR.
hnZEZaRE

/A Important
5 AWS KMS (DSSE-KMS) HY % Z {a] AR 85 it 2 €8 A 1 AWS GovCloud (US) [E15,

AREREARREN 2 REFENINZERE.

MREER KMS NZEEE | REERSSEBEEA ARSI RINBEFHRE AWS KMSHH AWS
Key Management Service £#81#1TIN%, E&ER AWS KMS INZERE , &I AEA Amazon
ECR HI 8% AWS Z& AWS KMS £ , RIEELEEIMWBHE AWSKMS £, ZBaLlE—D
BERL FHEBIEEME AWS KMS, MEFMEN , F20H #EmnE. mREFEH KMS
REAVEEERGEEEA , BURESERENANGTT. NEFHENR , F2EELAREEN
KMS £ BUR.

WMREMER AES256 MNZEFEE , Amazon ECR #HL 2 F 7 k25 4% i1 2 B Amazon S3 ZE INZE
S8, XS5 EFEH AES-256 B EE L HREFEETRHNRGETNE. WFEHEBENR , 28

{Amazon Simple Storage Service fEFAEEME) FHEIB Amazon S3 ZEMNE £/ (SSE-S3)
PR Rl AR 2R im N2 SRR B E H

RIS

EREEASARICREFENREERR,. REEBRREAEREFTREFNFEFENFR. &
REER TR ERL IAM ERERAGAUERMHETE , URAFTUAMTHEE, BIFEHE
R, REEMREE AWS NIRFFREFIREFE, SUUAERABRRXHRETFRIEBREFENE
fbFF A, MFEFMER , F2FAmazon ECR FHFE R FEHX.
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REEERERBER

RAREREARYNRTFECEMBRBE. £oBYBRERELAEREFETRENEMEHE
ENEZEE, £oBiBRaEs —EAXZRAAY , EPHNE-ERAHBEESR Amazon ECR B
BF, ERMUBRKBRFHIEERGBENGX , HBRFEENERREGE, WHFMER , F
2B 1 Amazon ECR A fif i 4 an B H R 2K B B L RV 7B BRo

ERER

EREBREEAERTFENTEEN , THBHEIENEEBRTE. SASBREISHLEERN
—EERE—EZEAE IRECEAEFEEIERNRTFERVELS  AFERMFFAIEAER
BY b B SR BUR

£ Amazon ECR RV EFER V&

BEULRNREFEEVEA  LERERIREL, EHERERIRERBHFERE , AM Amazon ECR
REERICREFENRE. BURFERVEAR K FMERIUNFREFEHSERELRE, EXT
HEEMENRUNRTE,

R BARERFER , BULLERIEE KMS SRVNEFER. REBEE - EHERPEA
KMS €%, EREBRIMENES A LFE

- BEYREFERV SN BETBER.
- RRFERMEXEN IAM AG,

EFTHE , B BT ARERERHETN R EHL,

kg

B REFERM AN IAM FF A
AM EEEETIIF IS e ERHEER Y B, BAGAS S AM HEETFUFT,

« ecr:CreateRepositoryCreationTemplate - RV EEEREIEXK,

+ ecr:UpdateRepositoryCreationTemplate — HEHFEHFER M SR,

« ecr:DescribeRepositoryCreationTemplates - HFIIHEEEPNREEERIER,
« ecr:DeleteRepositoryCreationTemplate — HEFFMIBRFEEERE I E AR,

- ecr:CreateRepository — &I Amazon ECR #1FE,

BURTFERIUEAN API fR7 2015-09-21 150



Amazon ECR EREER

« ecr:PutLifecyclePolicy - EFFEVAWBEYBER  UKHEAZREE, EERTFERLE
AIEEWBEBERR , TEERF,

« ecr:SetRepositoryPolicy - EFFRAREEEUFTEE., EERTFERYSELATEREERR
B, THRELFA,

« iam:PassRole - EFFAHBERKACBEEZEREIEARER, FERTAGTRERAREHTEE
M IR ERRERNBELT,

BYREFEEYSEARNBFTEE

BAILAER AWS EE A RERMEME IAM SEHEBOBR, A%  EREREFEEVHER
R, ATLAERLE IAM BEMARTEERIAG,

AWS EE XA

£/ JSON KRB AR EELSEAE M BT BXK,

1.

o & 0N

BEAAWS EEEHEA |, W https : //https://console.aws.amazon.com/iam/ BARL IAM 12

Ao

EERAINBEE®RSD |, BF Policies (HX).
BIERV K,

EBRImERRT , 1##EF JSON EIE,

£ JSON #R{L & A TSI,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ecr:CreateRepository",
"ecr:ReplicatelImage",
"ecr:TagResource"
]I
"Resource": "*"
}I
{

B HFTBUER API fR4s 2015-09-21 151


https://console.aws.amazon.com/iam/

Amazon ECR EREER

9.

10.

"Effect": "Allow",
"Action": [
"kms :CreateGrant",
"kms :RetireGrant",
"kms :DescribeKey"

1,

"Resource": "*"

}

RABEBREHEELENTARSES. BRIA—RES , ARBET L,

BB EREE , BRET—F,

ERBREEVEAEL K ABZEEEVHNBERBABRERBEER (EA). BRUBEPESRN
TR, REFEWBERR TR,

212 Create policy (B BR) fEENHBEE.

BVABUABRVEARERLBX  F28 ARFEEVYEFAEY IAM A€,

REFERMSEAREN IAM AR

BEILAER AWS BB A KRBV AR , ERTEHAFFRAMBEEEZERS KMS NREFEERIEARF
EBEREEEILA®KE | Amazon ECR A M ERZ AR,

AWS EEEIRA

BiuAt,

1. BAAWS EEF#EA |, W https : //https://console.aws.amazon.com/iam/ BIRL IAM 12
AN

2. EXBRAENBEEKT , #IF Roles (BA®) , RZRIEIE Create role (BRI AB),

3. EEHIIGERXARER,

4. EBIEEBRXERY , BETIHWETEEEER

JSON

{
"Version":"2012-10-17",

"Statement": [
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{
"Effect": "Allow",
"Principal": {

"Sexvice": "ecr.amazonaws.com"

},
"Action": "sts:AssumeRole"

}

]

}
BET—5,

MFEHTER , T UTHREERENEANELNBITBERENZE AR , AREET—
e

&H¥t Role name (ABEW) , AALNACERE. AEEBELN DX AR —H AWS IR
F. ABZBATEBRPYHES ARN N—H0E , ABEBEIRKINE, EXBREFNES
ATRACERE fINEERARFERE), ALEBTESNNE. RAEREERTEESE
WAE K MUBLAGZE , ERELIFEELERRE,

(i# ) 7£ Description (FRHA) # , AT A BKHRA,

BEAG K ARRBREEEIAG,

BM#FEEMEAN

TERERNMBERRGENH R, ERTUEEELIRTFERLEL,

AWS EE TR A

ERRVREFEEVEAE (AWS EEFRA)

1.

2
3
4,
5

£ https://console.aws.amazon.com/ecr/ B Amazon ECR F# A&,
REBIEFECHTEVRFERYHE LN EH,

EEEERD , EELEEHE K RTEERLES,
EREFEEVSEARRL  BEEVEHL,

ELSR 1 EREAERL , $WEAFRER  EEREFZFEUASEREAZERERTED
HAZEFE , WEE ECREZETNEAFTE , BEFXERZRESPEMHEEATHELF
MR REE,
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a. NMRALREREFE  FHUYFEECEEREANREFESEZETE. 25 —AR

X

%/ ERAEFENERE. HlW , prod FEREAEMEA prod/ WAERTFE. Bk

# , prod/team FHEEMAEMBEA prod/team/ WATERFE.
b. WMREERE ECR ZHEFHNEAFE , FEHFKZES ROOT,
6. HREAR® , EEHEBAREERTHL Amazon ECR TERE. BEIRE

PULL_

THROUGH_CACHE, CREATE_ON_PUSH # REPLICATION,

7. SHHEAHER  FEEHEANRELER  RREET -5,
8. EHXR2: IMEMEFERMEEEET  EEEEAEEASAEI 2 REFENRFERER

&,

a. ¥ Image tag mutability (MREERTEMY)  BEEEFANERTEMEE, NEFHEHE

, EF2BIPLETE Amazon ECR R B S G ER,

- TER-NREHEBRLHBER  SERLEE, BERARNCEARIRNEFNET

EE , SARE{R Amazon ECR TJLAEHTIRENER &, A  BEEHLETEEENERE
¥, FRAEESBIFEHABRAET () REEY Mutable BB HFBR X EZ A RPN S EE
TIER,

- AU MREREHUERGEREIESR L MEEHEERRAR

BHMEGE  CEARRBEETNRMEEENEBRIER | F&ELHE

1B, ImageTagAlreadyExistsException MNREERMEEERGERNM

% , Amazon ECR €&E ., lt/ , EEMALEFTEEBNERERN , FWAER
ERYAEABRATFT () ET U2 EERERNF LR LU S EELNER.

b. &r¥MFERE  FREECEANMERE,. NFEFAES  F2RBFENE,

EE AES-256 B , Amazon ECR &£ A Al fk 85 im N 25 B2 Amazon Simple Storage
Service ZEMES® , MBS MERTEBRLEN AES-256 B EE LU B EERHELT
. iREEABENTE,

EH AWS KMS K , Amazon ECR &£ A f#fF7£ AWS Key Management Service (AWS
KMS) A £ ETRRSFHME ., EEFEH AWS KMS mMEBE R , B LERH
Amazon ECR EEMER AWS REEIR , IEEBACHKH AWSKMS £ , BATFEE
2148,

(® Note
—BEVREE  REBELISEREENMNERE,

BAURFERIESA

API fRZ 2015-09-21 154



Amazon ECR EREER

c. HHREENY 6 FEEEEAECEALSEAEY 2 HEFENRFE THER, SuLLE
B EATANEE  StERERNERRGIZIE S —{E JSON 6], MEFEE
# , 2 HAmazon ECR A B R EFEBR.

d. #H¥REEFEELHBEYBER K FEEEEAEEALEIRYNRTFECRFEEGEHK
Ko BULLEZMMFERATHNBE , SHERE RNVERARGZEREH—1E JSON 6,
WMEFMERN , FSBE Amazon ECR 4 @i BB B Bh{L R AV B BR o

e. HREEEAWS B8 K FUREHNEAEEPEER K NEEALERRINRET
BRI ARBET L, WEFMEN , F2HE Amazon ECR HFERELERET
EO

f. HRAREERVAE  RTHXPERPERE] IAM A  WEESXRFEARTEER
B KMS RARBREERYER (NEAMNEFALARTFEEVYHFEY IAM A6 , F2
ﬁ )o %?ﬁi&g-lt_’fo

9. BRI RENELEEL A RESARBEFERUBLREENRE., BEEFREEBRERETE
Eo —E;TEEE y %&EES‘ZO

AWS CLI

create-repository-creation-template AWS CLI i AR AZLNIAEERER IR TEREILEHLR,

BREVMEERIER (AWS CLI)

1. {#EF AWS CLI A& create-repository-creation-template i S EE B 2R,

aws ecr create-repository-creation-template \
--generate-cli-skeleton

wTNRHERRRETFER L BANTRE L.

{
"appliedFor":[""], // string array, but valid are PULL_THROUGH_CACHE,

CREATE_ON_PUSH, and REPLICATION

"prefix": "string",
"description": "string",
"imageTagMutability":

"MUTABLE" | "IMMUTABLE" | "IMMUTABLE_WITH_EXCLUSION" |"MUTABLE_WITH_EXCLUSION",
"imageTagMutabilityExclusionFilters": [
"filterType": "WILDCARD",
"filter": "string"
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1,

"repositoryPolicy": "string",
"lifecyclePolicy": "string"
"encryptionConfiguration": {
"encryptionType": "AES256"|"KMS",
"kmsKey": "string"

}I

"resourceTags": [

{
"Key": "string",
"Value": "string"

iF
"customRoleArn": "string", // must be a valid IAM Role ARN

2. R LE—{AFBMrepository-creation-template.json#iHEIEA HWER, EXK
AT TES’ZE’J&@%#J@E&E KMS tn#Z 88 prod/*ﬁﬁﬁlﬁﬁ%ﬁﬁi%ﬂé’rﬁﬂ{%?ﬁi_ﬁ
REEIRRAFTE, RELEMBEHBK , FRGBHERWE , YEEEHITAE , EFECR
FHLKMS £48 | ﬁﬂ%ﬁﬁ\%ﬁ?ﬁ/}ﬂﬁexamplekeyﬂiﬁlﬂ’ﬂﬁﬁﬁ-lﬁo

{
"prefix": "prod",
"description": "For repositories cached from my PTC rule and in my
replication configuration that start with 'prod/'",
"appliedFor": ["PULL_THROUGH_CACHE", "CREATE_ON_PUSH", "REPLICATION"],
"encryptionConfiguration": {
"encryptionType": "KMS",
"kmsKey": "arn:aws:kms:us-west-2:111122223333:key/alb2c3d4-5678-90ab-
cdef-examplel1111"
},
"resourceTags": [
{
"Key": "examplekey",
"Value": "examplevalue"

1,
"imageTagMutability": "IMMUTABLE_WITH_EXCLUSION",
"imageTagMutabilityExclusionFilters": [

{

"filterType": "WILDCARD",

"filter": "latest"

iy
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{

"filterType": "WILDCARD",
"filter": "beta*"

}

]

"repositoryPolicy": "{\"Version\":\"2012-10-17\", \"Statement\":
[{\"Sid\":\"AllowPushPullIAMRole\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\":
\"arn:aws:iam::111122223333:user\/IAMusername\"},\"Action\":[\"ecr:BatchGetImage
\",\"ecr:BatchCheckLayerAvailability\",\"ecr:CompletelLayerUpload\",
\"ecr:GetDownloadUrlForLayer\",\"ecr:InitiatelLayerUpload\",\"ecr:PutImage\",
\"ecr:UploadLayerPart\"1}1}",

"lifecyclePolicy": "{\"rules\":[{\"rulePriority\":1,\"description\":\"Expire

images older than 14 days\",\"selection\":{\"tagStatus\":\"any\",\"countType
\":\"sinceImagePushed\",\"countUnit\":\"days\",\"countNumber\":14},\"action\":
{\"type\":\"expire\"}}1}",
"customRoleArn": "arn:aws:iam::111122223333:role/myRole"
}

3. FATIHBSREURBTFERILER, FRELErepository-creation-

t

emplate.json FHIEHIFPIEEE L —ESRPEVNBERERERER , SLER

aws ecr create-repository-creation-template \
--cli-input-json file://repository-creation-template.json

EHETEREMER

MRAEFESEREFENERE  SUURERFEELESER, RERTERLHEAR , MEBKEME
BE#ER,
A Important

TREFEMENELNRETE,

AWS EEEFiZA

FEEEERIEA AWS EEIRA)

1. 1E https://console.aws.amazon.com/ecr/ BAE Amazon ECR £ &

2. ®EBEI G, REERENEEERLSARRAENED,

EHfRTER
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3. ESEERT , EENAEHRE K ARBREBERE.

REBS G  EREREEERMEL,

ERFERVEAEE L  ENERENREFERLER,

RBETHUAERT , BERE,

B E I E R RERRE

BEE R AE A ELSEARARE,

© N o 0 &

AWS CLI
fmIEfEFEE YA (AWS CLI)

£ update-repository-creation-template aF S REMBAENRBFERLE R, BN AEEEH
Aprefixf{H. TIHEHIEFER prodFEEHREEER L&A,

aws ecr update-repository-creation-template \
--prefix prod \
--image-tag-mutability="IMMUTABLE_WITH_EXCLUSION" \
--image-tag-mutability-exclusion-filters filterType=WILDCARD, filtex=latest

BETNALERRENRETEEYEANFMAER.

£ Amazon ECR il BRf# 17 EE 28 3 & A

MREERATRHFERLER , BAULEEMER, MBRRTFEEZVEAR  EAERIIRIIESERBIE
HERABMZE THEYUNRTFESSEATRRRE  RFERIS—EARTNES  F2H BEEEY
ARV EES .

/A Important
EX T HEEMERMBELNREE.

AWS EEEEEA
ETMBRATERTER AVS BEIEA)

1. ¥ https://console.aws.amazon.com/ecr/ BB Amazon ECR £# &,
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https://docs.aws.amazon.com/cli/latest/reference/ecr/update-repository-creation-template.html
https://console.aws.amazon.com/ecr/

Amazon ECR (EE
2. ®EBEI L K REERBRNREEERILSRFFENESE.
3. HEEERT , BELAREE K [MEEEMHL.
4. EREFERVEAHEEL  ERNEMRORBEERYEL,
5. WRBETHNZEES , EEMER.

AWS CLI
EEMBRFEFERILEAR (AWS CLI)

£ H delete-repository-creation-template.html TR S RMRIRENRBFERILEH R, BULEEE
EiRprefixf{E, THEHIESMRER prodFENREEER L&A,

aws ecr delete-repository-creation-template \
--prefix prod

BTNAHERTREMRRTFERLSANFRESR.

I B f7 77 EE 222 ST B A API fR4s 2015-09-21 159


https://docs.aws.amazon.com/cli/latest/reference/ecr/delete-repository-creation-template.html

Amazon ECR EREER

£ Amazon ECR A i F 4 an B R BUR 2R B B L BRI BY 7B R

Amazon ECR £ miBHiBR IR A ERFETMGNEGBHEENE SRS, EHBHERXTE
—HZERE , SEBRREEESE Amazon ECR WEIE, RIBEGBHRBRFBHGEG , TURE
S BAHBERPIEENREE 24 PRAHERBHRE, & Amazon ECR RIEL B BEHTH
EBE | IEBMEESHEEA P EH AWS CloudTrail, INEFHMER , FESB A 528 Amazon ECR B
YE AWS CloudTrails

4 o IE R BUER an{ahE E

S HBHBEH-—RZERVER , AUARERFETHNRGBHES, EEZEFEAEWBHBERR
EEAFERETBEBREEREREDEANBERIBNMRG  ARBESEERAEREE, BEmBEH
BREAZEREFER , SUARRSKEEASEIHRERN 24 MIFAIBH, E Amazon ECR fkiR4E
WIBHBRBTEER , £ AWS CloudTrail P €6t BIER AEH. MEFMEEN , FSEMEH &%
Amazon ECR ¥ AWS CloudTrailo

LT Bk R A B BUR TERE.

All rules are
Create lifecycle . |Save and run test | evaluated and » a TTi"Z ;‘:ﬁsﬁ :Jenn .| Review the o |[Apply the rules as
policy test rules 7| lifecycle policy "l  images are " p?ul e priority "|results of the test | | a lifecycle policy
marked

1. BY-SSERERA,
REARARAALHRTHE.
EaBHBRAETESGREMARL , YRTEEA[NSHENRE,

R £ BEBBRTERERERVEXIEFEARL XM RRFETBLRERESBHN
#EF. SABRIEFBFEERTERIEFES, Sl , BRIEFR 1 HRAEARERIEFS 2
RYRR Al

5. BMEAEGER  BARLABHIHFHRENSETER,
6. ERAEKRANEAREENESBHEE,
7. BUAHBHBERRE  CRIFAHRGEENSBHRERN 24 MRERNBHHH T,

w0 N
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o iE H BUR AR AL 43

AmBHBERTIAIEE TN EMBHPBERNMIE JSON, FFHEAMAERA , REBEBRAELIE
FEAELEHRAEMEETHRG, UTHMARPEEGBEHRBRIEIENEE, EEH |, 526
Amazon ECR # Y 4 ap B B BUER €5 41

- EREFETESERME , Amazon ECR A tnBHBR S EMEBRHH 7RG 24 MR B BIB
s E LR mo

- THRRAELIER , HSERTMLFIERA, FEMERRANZE  BREREBERAUELEIEFETER.

- MECBHSHEH—REFERAFTF.

- FERAERERNE , BE2HEEIEFBENFRABHANIT

- RAPKEREEZECHBESEXIEFARNETNEG , BNULUSHZR B R BHREE,

- BEEREREENINFERAEXETE—HE—NFE,

- AAFEN— RS EREERNAAKEIRELHESR.

- MREABEFESEZG , AL ALRKRIHEERNBZESE , TRBHIHERZT G

- BHI—MH pushed_at_time= BEFF , transitioned_at_timedf — B EFHIIR&K 2 BB
B, MRLGERE , AREBENTMRBIER , last_activated_atBISFERAEGH Mk
pushed_at_time,

- EHBHBKRBABTIEE tagPatternList 5 tagPrefixlList , EFEERRKIEERE. T8 ,
SrBERERTISZERAE  FTARNTRREAEXNNFEEE, R tagPatternLists]
tagPrefixListEFHNAMEEBRHFHEIALGHNERER , AIgRIEEE &,

- HEBE tagStatus = tagged B , FEEMFEH tagPatternList 5 tagPrefixList 8#,

- f£M tagPatternList & , MRMGEFERF TEEREER , ESHEHREG, B
m, Rprod*EAENEGRY , cEHEEBEEA NWEBEBprodl , prodflil prod,
= production-teaml, E#i#t , MR *prod*EREHZFH , AIFLLH BRI E repo-
productiond prodiy & & EEprod-teams

/A Important

SEFRESUWE4EERATT (%), flI0 ["*test*1*2*3", "test*1*2*3*"] RAN
F&E B ["test*1*2*3*4*5%6"] BIBEMN,

- £ BFtagPrefixlList , IR tagPrefixListEFNFAEERAF LHRFGBEETAEENE
&, AIRGERIILE,
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« countUnit Z8{£% countTyped sinceImagePushed, sinceImagePulledd} B fE
HFsinceImageTransitioned,

- £/ BcountType = imageCountMoreThan , B EiRIE RRFNIKEH
FF , pushed_at_timeABMIEAREEFTENEEHBFBHREHE.

« A countType = sinceImagePushedl , H pushed_at_time RRIRIF IEERBHFER
B countNumber H B 17

« A countType = sinceImagePulledB¥ , countNumber@#HFH
last_recorded_pulltime RRARE EEXRBWATEMREGE. MREKREIE
& , pushed_at_timeRIEFEAEBH MIE last_recorded_pulltime, MREGKZEHE , A
BEBENTAREMER , EEFGERURMRIEER , last_activated_atRIEFEAFE
B , M3k last_recorded_pulltime,

« £/ countType = sinceImageTransitionedB¥ , FiBlast_archived_at® R FIEEEXRE
#EFEM B countNumber R EiB A,

- BHI—EH BF , pushed_at_time L B RG 28I —EIBH,

£ Amazon ECR RV A mBEIBRTRE

BULEREDENBEXRAEREEEwBHBRRHREGREENRE  AEBEAT. £EaBHY
HREMEREFEZN A SEAERSAREER.

@ Note

WMRIEMER Amazon ECR EREFREENIRFERRBEFE  Fis , EoBHBRR Y
BYRFEMERETNREFERNESFE. At , MRECHEBERYRE , EUREEERE
ERREFENSERSMIRS P2 EmBHRBR,

BUABBHRERE AWS EEXRA)

1. £ https://console.aws.amazon.com/ecr/repositories BIRX Amazon ECR £ &,
®*EBS - BEHPEEEHTEVENBRERENREEZES,
EEEERD , KFEENEERENREE,

EAEREFEEAEVENREE  AREADETRXFEEELEMBHBER.,
EREFENEGEHBRANEES , KFEEFEENFESRMEIR A,

o ~ w0 b
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6.

10.

11.

AEEL B BERAESR A THFRER,

a. 1t Rule priority (REIBEIRF) F , M ARAUNEEIEFORER. RAUELIEFSREEwBEY
BRBANERIEF, BFUNERTERIEFES. flU, BRIEFS 1 HRAUELERESL
JEFF 45 2 AR A,

b. 7E Rule description (33 Bl#iR) & , & A 4 aniB HBUR R AW R,
c. STHBGIRE K FHEECER (BAFLE). BER (FIRE), RERREM,

/A Important
EREEZERE K ReRESEMEEERBRNBRE,

d MNMREEMGREZRECER (BAFTRLE), I¢HiEEERAFTF IHHEBEEESEH
FUC)WREGEREFE  LEBEmBHBRYETHE. flIn, EEHNREEERLS
prod, prodl. prod2 &% , BAEFEIETE prod* BB EGEHTEHE, FRIEEZE
EE A ReREsEmEEEEENmE,

/A Important

BEFRRZSAF4BEMAFT (), HlI0 ["*test*1*2*3", "test*1*2*3*"]
REMFH (B ["test*1*2*3%4*5%6"] Al BMNY,

e. MRLEMRGREEZZFCERT AIRLY) , ATHHEENRLHEREERGERZFE , U
EIR 4 e B B H TR

f.  SFEMARFRG  BEREZGEVURNXE., B DREFRIEFEURNKXE. BEGEHTFU
ROKREBEZGHE , ARIEEE,

g. STHRRIEE , BEBHIHE

h. BEER7F.

ERREDSER 57 RELHMAEEWBRBERR A,

EERTEMBEYPBRAE |, 55212 Save and run test (RRELHITAR),

£ Image matches for test lifecycle rules CAIE £ mBHR AN MGRFESE) T , RRENEHEH

BRABXE,

ERHTEERRREME | 5521Z Apply as lifecycle policy (ER AL miBHER) REAIEER A

ByAmBHBE, fSEZEAHERLEMBEHERE , SRENRGERE 24 NFRIBHSH T,

MRHABRERTRR , EUUMBR-—HNZEAREmBBRA , BEY —HZER AL
REER|AH.
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£ Amazon ECR R AfRFEEZ L £mBHBER

EAERENERRREY - EBHRHFREARTFERGNRA. BUEGARBRR  SREIR
BEE 24 PRERBHIHE

® Note

WMRIEMER Amazon ECR ERETRESNIRFERFEFE  Fis , EoBHBRREY
BYRFEMERSPNRFERNESE. At , MRECHEBMERTDE , EURFEEERE
ERRFENESERSMIRS P2 EmBHBR,

TORIRHF

BEEYK  EVASBHBREE , UEFEHBEHEXRRACEHRHEEZNRGEREEELEN, NER
Bl , 5527 Amazon ECR REMN A BB EREE,

BUABHEEK AWS EEXEA

1. 7E https://console.aws.amazon.com/ecr/repositories BRI Amazon ECR &,
REEH F BEHDIEEEVEAGBRENBENREEZESE,

ESEERYD , KFEELNEERENRTE.

EAEREFEEEDENREE  AREADETRXFEEEEMBHBER.,
ERFEEGBYBRERS , BEEYRAL
RIENEmBHBERR @ A T 5IFMEA.

o o A W N

a. 7 Rule priority (RAIBEIERF) F , GARREXIEFNRERE. RUBEIEFSREEwBEH
BERBRANERIEF, RABEIEFRFBERTELIEFES. flW , BEIEFS 1R
AIEEREERIERFA 2 R

b. 7E Rule description (3 BI#iR) & , & A 4 o518 B BUR R AW R,
c. STHBGIRE K FHEECER (BAFLY). BER (ALY, RERREM.

/A Important
EREEZERR K ReRESEMEEERRNBRE,
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d. UREERGREZBEZECER (EAFLY), ItrHEEERAF A HLEHERIEESEH
7T () WRGEREE  UERLEmEHBREESTEE. fln , EEHNREEERLA
prod. prodl, prod2 &% , LA EFEIEE prod* HITEMREHTEHE, BRIEEZE
BER A AeZESEmMEEEERNRE,

/A Important

BEFEHEZUE 4 EERFET (*), B0 ["*test*1*2*3", "test*1*2%3*"]
BEEMFE , B ["test*1*2*3*4*5%6" ] B|BEN,

e. MRLEMGREZZFCEL AIRLY) , ATHHEENRLEERIEERGERBE
BB A B B 8T B,

f. STEMEMRG  EBEFGEVYERY. LACERIEEEXRY. EHERXYE &t
B, RREEE,

g. HHRABE , BEEBHIBE.
h. ZEEZf#F.
7. EERESRST REVHMENBHBERRA,

By 4 EHBE (AWS CLI)
1. BBERNEHBERRENREESR.

aws ecr describe-repositories

2. BiuBApolicy.json WAKERFERAEGBAPRBENAST, NELMBHHBERES |
Amazon ECR Y EfmiBHA R &5, .

3. EBEERFEEBASELEVYMNEMBHBEK JSON ERRET L RBEHBEK.,

3
¢
an

aws ecr put-lifecycle-policy \
--repository-name repository-name \
--lifecycle-policy-text file://policy.json

Amazon ECR H 4 @518 Hi BUR €5 41

BUT RERFEER £ B BRE A,
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EEEFBRBMNFEMEN , 528 Amazon ECR FAmiBHBEEM, NMEFER B EmiBEH
BEMERA AWS CLI , 28 B4 & HBE (AWS CLI).

oI BHBURE A

HERFEEVEB AN , SEERERRENAR, U TREmBHEER JSON R,

{
"rules": [
{
"rulePriority": integer,
"description": "string",
"selection": {
"tagStatus": "tagged"|"untagged"|"any",
"tagPatternList": list<string>,
"tagPrefixList": list<string>,
"storageClass": "standard"|"archive",
"countType":
"imageCountMoreThan"|"sinceImagePushed" |"sinceImagePulled" |"sinceImageTransitioned",
"countUnit": "string",
"countNumber": integer
},
"action": {
"type": "expire"|"transition",
"targetStorageClass": "archive"

ENER BRI

DT EH BRI RN EmBBEREEE , B KRES I prod ERFEFENBRE , £/ prod*
MtagPatternList , #% T?—Tj‘:ﬂ-rlaﬁﬂﬁﬁﬁ B 14 REMREER BB,

"rules": [

"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {

"tagStatus": "tagged",
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Amazon ECR

"tagPatternList": ["prod*"],
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14

},

"action": {
"type": "expire"

}

}
]
}

B LR B
THEABTRENEDBERETE , RBRSEREEFRAREIOLR N RN HEFHE.

{
"rules": [
{
"rulePriority": 1,
"description": "Archive images not pulled in 90 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePulled",
"countUnit": "days",
"countNumber": 90
1,
"action": {
"type": "transition",
"targetStorageClass": "archive"
}
}
]
}
/A Important

sinceImagePulled ST EERMAEEE transitionBEREMER, ©ELE
expireBFREERA. EERBRIVEBMBRRG , FAKEBRAFER HEFEREF
BsinceImagePulled , A% sinceImageTransitioned¥& &l expireEERMERE
. EMBRza , REXAVRBFREPED 90 X,
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Amazon ECR ERERER
EnEN FEIRERE
THSEFIB|RBRNERBRBRE: , ABREEHFRFHEIB 365 RWHFREGIBHE,

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images archived for more than 365 days",
"selection": {
"tagStatus": "any",
"storageClass": "archive",
"countType": "sinceImageTransitioned",
"countUnit": "days",
"countNumber": 365
.
"action": {
"type": "expire"
}
}
]
}
/A Important

sinceImageTransitioned &R E AR expireBEM archive@F i85 REHEE
M. EfikRzE , MEXBNRHEFER#FFHREL 90 X,

EREMRETR

TR RERNEmBHEREE , ZBCRERARE —ERFECHRE , W EMFTERERAB
o

"rules": [
{
"rulePriority": 1,
"description": "Keep only one untagged image, expire all others",
"selection": {
"tagStatus": "untagged",
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"countType": "imageCountMoreThan",
"countNumber": 1

I
"action": {
"type": "expire"

}

EREZ AR

UTREEWBHBRPEASERANES, SHfTEREENEMBHBRERZRRARKR

i,
#4l A
REERNZA :

* Image A, Taglist: ["beta-1", "prod-1"], Pushed: 10 days ago
* Image B, Taglist: ['beta-2", "prod-2"], Pushed: 9 days ago
« Image C, Taglist: ["beta-3"], Pushed: 8 days ago

S HBHBERXE :
{
"rules": [
{

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "imageCountMoreThan",
"countNumber": 1

.

"action": {
"type": "expire"
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"rulePriority": 2,

"description": "Rule 2",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1

1,
"action": {
"type": "expire"

}

S BHERNEEER
« RA1HRHEEMR prod FEHREK, BERKENREFRBEFER  EREARBKRIFEH
Rk, RACBRE A BiBH.

- HA 2 HHEFEHR beta WMWK, BERKENMRBFRBEFER  ESREFARBKRIFEH
MR, IRCIRE A BEEIRG B AiBH. B2, REACHRA 1 FF , MEREG B EBH , AIgRE
IR 1 MR,

- R BREASBH.

BRI —BRABRNEREE  ERRAUELEFEREURTRR.
REEAR

* Image A, Taglist: ["beta-1", "prod-1"], Pushed: 10 days ago
* Image B, Taglist: ["beta-2", "prod-2"], Pushed: 9 days ago
» Image C, Taglist: ["beta-3"], Pushed: 8 days ago

S EHBEXF -
{
"rules": [
{
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"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1

I
"action": {
"type": "expire"
}
I
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "imageCountMoreThan",
"countNumber": 1
1,
"action": {
"type": "expire"
}
}

S aBBRNBEER
- BRA1 HHEETMR beta FWENRE. BERKENRERAHERRL  EXRERFABRIFEN
BR&, IEIIMAEZERGAUFTZRE A EHIRG B Bi1BH,

« HRR 2 HHEFEHMR prod FEHREK, BERKENRBFRBERER  EREIARBRIFEH
R, BTAEEIRE , HFrETHREEHARA 152, BT ERCHERE,

- BR BREAKEBEREBH,

BEE-SRRAFHNZERR

UTEHRAEE-RAPRASEBEANEBHBRE L. @fRTFEREENEmBEHBRE
TR AR R R,
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#11 A

EE-RABEEZEERERN , RELARSEIHNERE,
REEAS :

» Image A, Taglist: ["alpha-1"], Pushed: 12 days ago

* Image B, Taglist: ["beta-1"], Pushed: 11 days ago

» Image C, Taglist: ["alpha-2", "beta-2"], Pushed: 10 days ago

« Image D, Taglist: ["alpha-3"], Pushed: 4 days ago

« Image E, Taglist: ["beta-3"], Pushed: 3 days ago

« Image F, Taglist: ["alpha-4", "beta-4"], Pushed: 2 days ago

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "sinceImagePushed",
"countNumber": 5,
"countUnit": "days"
3,
"action": {
"type": "expire"
}
}
]
}

EBHERRNEEER

- RAl1RHEHEM alpha M beta BEMHIMRGK, FEMRE C 2 F, BELEFERBARIRATIR
B, BRB&C.

° %% . ER@C E@Eﬂo
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il - B

THEHIRAIBEBHER,
RBEERNA :

« Image A, Taglist: ["alpha-1", "beta-1", "gamma-1"], Pushed: 10 days ago
* Image B, Taglist: ["alpha-2", "beta-2"], Pushed: 9 days ago
* Image C, Taglist: ["alpha-3", "beta-3", "gamma-2"], Pushed: 8 days ago

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
1,
"action": {
"type": "expire"
}
}
]
}

Ao BBRNBEER

- BRAl1RHEESERM alpha M beta BEBHREK, BIFEREG. BEREENREFRKBERL , B
IREAHGRONTEHRER, RCMRE A HE B RBH,

- BR BREAHEBEEIBH,

ERE TR R

UTEamBHEREFRASHEFIEAHGRFENRE, SHRFEREENENBNBREGRRAR
R,
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#11 A

THREFERIFFERANBREGBRBREE , BERRARE — ARG HMATERERAIE
o

REEASR :
« Image A, Taglist: ["alpha-1"], Pushed: 4 days ago
* Image B, Taglist: ["beta-1"], Pushed: 3 days ago

» Image C, Taglist: [], Pushed: 2 days ago
« Image D, Taglist: ["alpha-2"], Pushed: 1 day ago

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
I
"action": {
"type": "expire"
}
}
]
}

S aBBRNBEE R

- RA1 KREFIERG. FEIRE A, B. CED, BRTHRIRGIN , BAERGRABH, Fi
B A, B, C B/iBH,

- BR BREA BHECEHZBH.

il : B

LT ERIRAEE - RATFESHERARENEmERBER.

EMEFTEBRER API fZs 2015-09-21 174



Amazon ECR

ERAEER

BEERE :

* Image A, Taglist: ["alpha-", "beta-1", "-1"], Pushed: 4 days ago
* Image B, Taglist: [], Pushed: 3 days ago

» Image C, Taglist: ["alpha-2"], Pushed: 2 days ago

» Image D, Taglist: ["git hash"], Pushed: 1 day ago

« Image E, Taglist: [], Pushed: 1 day ago

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*"],
"countType": "imageCountMoreThan",
"countNumber": 1
},
"action": {
"type": "expire"
}
},
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "untagged",
"countType": "sincelImagePushed",
"countUnit": "days",
"countNumber": 1
I
"action": {
"type": "expire"
}
I
{
"rulePriority": 3,
"description": "Rule 3",
"selection": {
"tagStatus": "any",
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"countType": "imageCountMoreThan",
"countNumber": 1

1,

"action": {
"type": "expire"

}

Lo BBRNBESR

« RA1 HHEFEEM alpha REHWRE. RHRE A BREK C. BRESZFIMEASHMRILHIA
i, REBRE A BB,

« BRI 2 HERFEHRE, RHRE B HRRK E, BRCAMBEER - RNWREABH, RERE B
B,

- BRAI3HREAMEREG. HHREA, B, C, DERE, BRESFIVRELZEMRILA/BH, R,
BERLMRBR A, B, CHE, RASUBSNERIBEFRRRKEEM. FERE D HiBH.

- R BREA BHEDEHEBH.

EZ i
T IR HIRE R 77 AR R T S MR BR AR 0 2 B R B,
HEEBRERBIE

THEHEREmBRBER , BUEIB prod30 RWEBREFIRE :

{

"rules": [

"rulePriority": 1,
"description": "Archive production images older than 3@ days",
"selection": {

"tagStatus": "tagged",

"tagPatternList": ["prod*"],

"countType": "sinceImagePushed",

"countUnit": "days",

"countNumber": 30
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"action": {
"type": "transition",
"targetStorageClass": "archive"

HEAEREEN KB AR BRE

THgEFIBEREBHERE , ZBEREHF 90 XA RIS A :

{
"rules": [
{
"rulePriority": 1,
"description": "Archive images not pulled in 90 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePulled",
"countUnit": "days",
"countNumber": 90
},
"action": {
"type": "transition",
"targetStorageClass": "archive"
}
}
]
}

BOFHENIBRIR A

THEHBRNEMBHBREHFEIB 30 ROBREG , REKABHEHFEIB 365 RATIRE :

(® Note

HERENREREHEA 00 X, BELZEEWBHBERMEBREFETE 900 KBRS,
MREVEMEBREEHFAE 90 R E , RIFE A batch-delete-image API , EFE X2 90
AeERFHERBNER.
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Amazon ECR EREER

{
"rules": [
{
"rulePriority": 1,
"description": "Archive images older than 3@ days",
"selection": {
"tagStatus": "any",
"countType": "sincelmagePushed",
"countUnit": "days",
"countNumber": 30
.
"action": {
"type": "transition",
"targetStorageClass": "archive"
}
1,
{
"rulePriority": 2,
"description": "Expire images archived for more than 365 days",
"selection": {
"tagStatus": "any",
"storageClass": "archive",
"countType": "sinceImageTransitioned",
"countUnit": "days",
"countNumber": 365
1,
"action": {
"type": "expire"
}
}
]
}

Amazon ECR A iR BER B 1t

S mEHMBRER T HIBE,

EEEEEGBEHBENES , 28 Amazon ECR R A MIBHIEESE, MEMFR By EDIEY
BERMNFRA AWS CLI , 520 B £ amBERBER (AWS CLI),
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Amazon ECR EREER

BAIE IR

rulePriority
A B
RE =2
REEANRAZIER  REREINSSE. BX1EABREIERFA WEWMBHBEKRRA ,
BEEEAGREKIERF2A WRAl, DU, BEEFERADEWBBERE K ERER—
B rulePriority . BERFPHNEFTEEERANESF. #H any B9 tagStatus BEHSEE
rulePriority WESEHEZEAENE,

Description

description
HH . FH
RE B

(ER) MALwBHBERFHRAR,

BRARE

tagStatus
R - R

PBE 2

AREEHEBNEDBRBRAUAREARGIEESRR., WJEZEIES tagged, untagged.
o any, HRIEE any , FIERGEE R AETME. WREIEE tagged , BIEX AR
iE tagPrefixList{ED tagPatternListff. MRAEIEE untagged , Bl AR RFE B
tagPrefixList#l tagPatternList,
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Amazon ECR EREER

BERENFE

tagPatternList
A : list[string]
MIE B, IR tagStatus FRABEFELERIEE tagPrefixList

AOERNRGETEMBERERE  REMEREH tagPatternLlst RIEEFETRIBHNE
B, ZUXEEELNERSBHRGEBREXNEFE  HPAREaIsBRAT T (*) , MEREBEWE
HBURBITEME, HlIn |, B EHNBRIGER A prod, prodl, prod2 £% B EFEAEEER
JBE prod* RIEEFMERE. ELEEZEER  RSEESEMEEEEBRNTRE,

/A Important
BEFEHZAR 4 EERAFT (*), HlE0 ["*test*1*2*3", "test*1*2*3*"] BHF
MFEH , B ["test*1*2*3*4*5%6"] Al /MK,

EBFERE
tagPrefixList
A : list[string]
W 2, R tagStatus BRACEKLAKRIEE tagPatternList

EEHEIEE "tagStatus": "tagged" HARIEE tagPatternList BfEA. BHEEE
ERoRNRGERNBEFE , AUNEREPBHRBRRENEE, fin , EENRGEELS
prod, prodl, prod2 JASt¥EH# , BRIt FEFAERIR prod RIEEEFMEREK. BEHREES
ﬂﬁlgﬁ , /\Eﬁgaﬁﬁ?ﬁ? gﬁﬂljﬂy&@o

&R

storageClass

BHR . FH

PHE 2, R countType & sinceImageTransitioned
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Amazon ECR EREER

FAREZE R EFEERNNS &, FH imageCountMoreThan, sinceImagePushed®}
countTypefy B¥sinceImagePulled , M—XEMWEA standard, FRATHER
FfsinceImageTransitioned , ERL4ERN , E—XEWER archive, MIREERELLE
15 , standardBIEfEA WE,

oy ek

countType
¥ FH
BE 2

EEFEEAUEATIMRE,

# countType % imageCountMoreThan , BHIEE countNumber RE IR EFHE
RENRBFETPHNRGEERE 2R, R countType REA sinceImagePushed,
sinceImagePulleds} sinceImageTransitioned , B AILUEE countUnit

countNumber , AIEEFERRBFEFREGH R E R,

FTEE(L
countUnit
HR . FH

HE 2, RETE countType FREA sinceImagePushed, sinceImagePulledz} K
sinceImageTransitioned

BR T RERXEM days 4, FBIEE countNumber W MTEE (I 2RVEB BRI E L,

= RBETE countType& sincelmagePushed, sincelImagePulleds} B§i
EsinceImageTransitioned ; MRETE countType BIEMEMERIEETHEN , MERE
FEE

| T

Count (FiT &)
countNumber

B B
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Amazon ECR EREER

PVE .2

EEBNRG. TEINERERR (0 TREXE).

MRFEAK countType & imageCountMoreThan , EEEREEERERFEREEHRNHZR AR
GHE, MEMFEAM countType B sinceImagePushed , BEEEREEEREAREEH
MGEFERFE LR, MR countTypeFAM & sinceImagePulled , BI{EA B LIRIZENBRG A

KRR PR, MR countTypefFAM 2 sinceImageTransitioned , BI{EA B HEZBRE LR
MRE LR,

Action

EBE—EEBEER, XEWEA expire (MBREE ) M transition ( SMEBEHEZRET)
targetStorageClass

/R . FH
PHE 2, R type A transition

BHEL BB RERRENREEFRE, archive RE-—XEMNE.
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Amazon ECR EREER

TR HL A B ERTHERR

Amazon ECR 8 E #HiE /X iEEfLastRecordedPullTime BB BEC , 1B AWS Inspector IREUER K,
REEEBEFRHRIER TRCETERNEEARTEENZGRZIEREN IAM A€ ARNs |, flanH%E
=R EESIEE ( #I0 Crowdstrike, Snyk # Trivy), EEAR ARG CI/ICD AiEHNEE , ME
FHERNEBFE4LWBMBRRR,

EFRFETFHALRIREGE  ERRERFTE, AAHEtACHRSREETHRENSE ( BaT
%) . BERF&ZAKRE 100 EHER,

BRI E R A ERHTHE AR
EEEERNBMENHR  BRETF IAM #7

« ecr:CreatePullTimeUpdateExclusion - ##EF#§ A ARN 8 EHEBRIBE,
« ecr:DeletePullTimeUpdateExclusion — HHFHEHERBEESDRBERAE ARN,
« ecr:ListPullTimeUpdateExclusions — #&F5I HHEBRBE R FTE AT ARNs,

(® Note

BAEEiam: PassRoleifd], Amazon ECR F"2RFAERHATEE ; ©E REFEAHEKRE
RE ARNs 2R ¥ =2 45 FE F FiR R Y IR BN B RS o

O LAfE Amazon ECR £# A CLI AWS & I2 1R BURF E FE FHERR
AWS BB IS
EREINEEERERR (AWS EEIFEA)

1. 7E https : //https://console.aws.amazon.com/ecr/private-registry/repositories BIEX Amazon
ECR XA

REBS hREEZFESE,

EEBEERT , BELEREE, WRNRE  RREZEFRDFEEIMIELR.
BERMEHERR , FBREMIEHER , WAAE ARN , RRBERIE,
EEBRIER , FRBEDEEAR ARN , REBEZEMER,

o ~ @b
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https://console---aws.amazon.com.rproxy.govskope.caecr/private-registry/repositories

Amazon ECR

ERAEER

6. HEEWMBRAAHLR  FEEETMESRENSE ARNs,

AWS CLI
B IR E S M E AT HERR

«  {£H create-pull-time-update-exclusionfi S & A ARN T8 EHERRBE -

aws ecr create-pull-time-update-exclusion \
--role-arn arn:aws:iam::123456789012:role/scanner-role

MEEEOAE® ARN M2 BT

"roleArn": "arn:aws:iam::123456789012:role/scanner-role",
"createdAt": 1745531331.0

fibl B £ EIW <y 8 5B T B B

«  {#H delete-pull-time-update-exclusion&s S HEBRBE BB A ARN :

aws ecr delete-pull-time-update-exclusion \
--role-arn arn:aws:iam::123456789012:role/scanner-role

T EEESMERN AR ARN :

"roleArn": "arn:aws:iam::123456789012:role/scanner-role"

B HH 42 B B 5] B B B

1. f£A list-pull-time-update-exclusionsir = 5| H HEBRBE R W FTE AR ARNS :

aws ecr list-pull-time-update-exclusions

EEIREN AR
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Amazon ECR

ERAEER

MBERREHR , W TEEEEFE

"pullTimeUpdateExclusions": []

B AL
ﬂﬂﬂg

"pullTimeUpdateExclusions": [
"arn:aws:iam::123456789012:ro0le/security-role"

{
}
MR EEREHERR ,
{
1
}

2. BESEER,

BEOAE ARNSHIFE :

EEA --max-resultsH --next-token 2% :

aws ecr list-pull-time-update-exclusions \
--max-results 4

WO EEORZSETHENGER , nextTokenMMREEZFERTA |, BlER

"pullTimeUpdateExclusions": [

{
"arn:aws:
"arn:aws:
"arn:aws:
"arn:aws:
1,
"nextToken":
}

iam:
iam:
iam:
iam:

"ukD72mdD/mC8b5xV3susmIzzaTgp3hKwR9nRUW1yZZ79..."

BEMIERNT -8,

:123456789012:
:123456789012:
:123456789012:
:123456789012:

role/security-rolel",
role/security-role2",
role/security-role3",
role/security-roles4"

EEA L —{AEEnextTokendHY :

aws ecr list-pull-time-update-exclusions \

--max-results 4 \
--next-token ukD72mdD/mC8b5xV3susmIzzaTgp3hKwRO9nRUW1yZZ79. ..

EEIREN AR
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RES B E R HERRAVZE BE 1R

ERRINESEEMEBREER , FEBTIEIR .

o FIHBERRIEE MFEREEA/NS 100, BA[LAFEBEL maxResults nextToken ZEFER D H.
o EIEZIFHE ARNs BXHEN IAM B ARN,

- MRFBEREICHFENHR , B2 WEIExclusionAlreadyExistsExceptionifii, MRE
EHMBRTEENEERR |, B8 ZWEIEXxclusionNotFoundExceptioni&ia,
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Amazon ECR EREER

Amazon Elastic Container Registry B & £ 1

VERZE AWS BREBEIEF. A AWS BF , BUUZRRNERNFONMFERREE  ARBES
mEREEHRABNERMEE.

ZEMR AWS BEECBNAREE, AFSEEE SHERAZERNZENERANT S

- BEiRf T2 - AWS B EREAE Cloud H AWS #1T AWS IR EREME, AWS L AERMT
ZEERANRE, £ AWS &R EF  E=ZFRZEEEMAALRIRMANZ LI, BETH
BRAM Amazon ECR &8l FSRERTEEEANNAWS .

- ERNEEMN - BNEFTEORRNEER AWS HERE, SHLAHHMRNEEE K SRFERNER
. BRBANERNMEAEENER.

AXHEBMRET HNAEEA Amazon ECR RERAHAREMEER, T 5 EEER A MNA#E Amazon
ECRRXEAFELNLRLHESHAERE. SChEaTHROMEREM AWS IR R SEERANRE
Amazon ECR &R

&

« Amazon Elastic Container Registry #J Identity and Access Management

« Amazon ECR HF K ERHRE

« Amazon Elastic Container Registry Y& 15 5 5%

« Amazon Elastic Container Registry FER R EZ £ M

R REREEREA

Amazon Elastic Container Registry &Y Identity and Access
Management

AWS Identity and Access Management (IAM) 2 AWS fR¥ , Al HBIEEE T £ iR H ¥ AWS BR
MFE. IAM EEEARHERE (B2 A) MRE (BBF ) REM Amazon ECR EiR. 1AM 24
AR EMEA AWS BRiE 8 .

*E

- BEHR

- ERSIRE
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/

Amazon ECR RS
- ERABREEFIUE

» Amazon Elastic Container Registry 311a/E2 |IAM #& i & F

+ Amazon Elastic Container Registry & % BB Y €451

- ERAERETFIUEG

+ AWS Amazon Elastic Container Registry B Z & BR

« fH Amazon ECR IR ERAE

+ $¥ Amazon Elastic Container Registry Identity and Access # 1T ER

BEHR
fEA A AWS Identity and Access Management (IAM) 2RIBEHN A EBMERTE :

- REFERAE — BEEFRRE LI  FROEEERFBEEIT (F2H &% Amazon Elastic
Container Registry Identity and Access # 17 #FE 52 )

- REEEE — EEREFAEFIELIRIMHEEBET TR (5288 Amazon Elastic Container
Registry Z{a &2 IAM #&# £ )

« IAM BEE — BEBRUEEFERS (5528 Amazon Elastic Container Registry & 2 E B )
L57])

A5 DR
BEoREFERE AWS FRESBEEAMNAR, BHSAL AWS IRERERE. IAM EHESRBE
IAM B& 5 21T E 5 5BE.

B LAMER &9 R EAER , HlIn AWS IAM Identity Center (IAM Identity Center), E—& A&
7 BT Google/Facebook BEAER , LUBEEsWEXEA. NFEEBEANFHENR , F2H
(AWS & A EHEER) RHIAEAEN AWS RS,

HWRENRFTFE , AWS 12/t SDK M CLI AR IGRmZF S NBEEFR. WFEFAERA , F2H8H (AM
EREERE) T APIFEREIAWS 5 4 IREEREF

AWS tRF RERE

BERI i AWS IRF |, g1t — @& R AWS tRF theroot ERENZEASTBS , RE D TXER
WA AWS i MER, BARBTEEAREAERITEEER. ABRFEEREAERENE
%, #F2H (AM EREER) PHWEEREAEBENER.
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks

Amazon ECR EREER

IAM {3 & F B4

IAM i F§ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html2 —E & 7 E{HE A=
EARARXNSEFT#, ERURREENRKEGRIEREN IAM £AE, WFEFEEA , F2E8
(AM EREERE) PHERAECRAEEABS SO RMUER AWS FAKGRBETH .

IAM BHESIEE IAM FHEES  FEEAEFAENHFIREMNRR, NEHASH , F28
CIAM EREERE) PH IAM FERENERZ6,

IAM A&

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIBI B D BG4S EFTE |, H
AR ERER R, BULUEBRERETRE IAM A6 (E8EA ) W AWS CLI 5 AWS API
RERBEIAR, NEFHENR , F28 (AM £RAEFER) PHEBEASNEE,

IAM B EBRRBE 5o ERAEFI. W IAM EAER T, BikRFFERREBRBFE , URE
Amazon EC2 TR AEN., MEFMENR , F2H (AM EAEER) P/ IAM FHVRIRFE EIR
B

EHBRREEFEUE

ZAILUEIB R Y BUR Y S HIEE R & 5 RNER AWS RIZ2H AWS R FER. BERERES 2 HERM
BABERRT A, ERFARHFERE AWS | SFHMEELBK. KRZSHBEKEL JSON XH AWS EX
FHRIE . FE—F TH JSON BERXH |, 268 (IAM EAEER) T/ JSON BEEHS.

EEESEMEANK  ERERWLEETRUTEWLRG THRLEERNTEE , UEETFINHEE,

HEREBERT , FRAENAERBHT. IAMEEESEY IAM BXRIEHETEEAG , #HEAERE
B, IAM BERERBMENFTT , ERRAMERXHIT.

BoBEER

BoRARRENMESD (ERE, FAEFANAR) K JSON FFABERNH. EEBEREH & DA
HPLERNITHLESE , UAREANGKRE. NFTHROMELSDHEBER , F28 (AM EREE
M) PREBEFEERRERHE] IAM 55,

BoBERRAD/ARBER (EEABRRE—52) BEXERXR (ANMNESES 50N BEMLBER), 0F
THNAEZERRRABRBRR BMEE  F2H (AM EAEER) PREZEBREXNRBE
ZEEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html

Amazon ECR EREER

BERBEHR

BEREBRRH IR EIRA JSON BRI f. $6la$E IAM AEFEEBRE Amazon S3 7T
R, EXEEREBRNEES , REEESAUERACARZHHREERNFIER. B4LAEE
REBRPEEEE.

ERABERUAZBEFWARBE. SEEEEREBEFEARE IAM 8 AWS ZEBK.
HAb B R G

AWS X BHMBFER  TREESERRRERRTHKAT

- FARE — RESSEBRARE AM BERNSAFT. MRFEEHA , F20H AV EAEE

m) Y IAM BRI R,

« PRIGIZEHFIBEK (SCP) — B AWS Organizations VB S AEB BE VIS ER AT W, MEFMEN |
528 (AWS Organizations £ &) DHREIZHIBER,

- EREHIBR (RCP) — BRELRFHERTAT TN LR, MEFHMEEHR , 528 (AWS
Organizations fEA &) P EIRZES EZE (RCP),

- THERBBX —EUBXBRFARAACEIBES»ERAEELEHRIERRR  USEEXEER
MUERS R, MEHMEN , F2 (AM EHEER) DM TEREREE.

ZRBRER

ESEEENBRERANGBERE , EENFUISERMMELER, B2 7THNMTAWS RERBEY
RZEBRRBREAFBER , F2H (AM E£REER) PHBEEF(LEE.

Amazon Elastic Container Registry Z0{aJE2 |AM #& & £

EEER IAM EEE Amazon ECR BWEEVE Z B , EEZBRAEILE 1AM ThEE R LAEE Amazon ECR #&
BEA. EE2ME 7 Amazon ECR fME M AWS RIS {TEL IAM £ EMER , F2H (AM FREE
) PRYEE IAM AWS EEERE RS

e

« Amazon ECR &% B HR

« Amazon ECR BRI BUR

« LA Amazon ECR ZBAERNIRE
« Amazon ECR IAM S
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon ECR EREER

Amazon ECR &9 BB %K

FHIAM BDEBE  SuEEARRIEENSENMER , UREMERGET AHFRIELS
fE, Amazon ECR X EBREEE. BERMFHREIE, EETHIEHE JSON BERPFERANFETE ,
B2 IAM EAEEESRH JSON BER TtESE,

BE

EIREE A LAER AWS JSON BIRRIEEH AIUERMAR, WHER , BHMEE B BERA T o At
EER#1TIRLBIE

JSON BURHE Action TEMRE TR AFHIEBBRFFRNEF, BREERADERRTH
1TAARABR BN ERVET T,

Amazon ECR FHBURBIEFSEEEZRIERA TIFE : ecr:. Hl0 , EERFEAMFEA Amazon
ECR CreateRepository APl #{EZ I Amazon ECR EEEMFT , BEEBEHRMA
ecr:CreateRepository BifE, BURBRANHSEZE Action 5 NotAction jtk, Amazon ECR
SESHCH—HEEE , FHRETLUER L RBEITHER,

BREE-RAXPEESEEE  FRAERSR  WTFAR :

"Action": [
"ecr:actionl",
"ecr:action2"

==

BHAILERBRZ T (*) RIEEZEEE. Hla , EEIEEMBER Describe XFWFTEENE ,
SLLTEE -

@

"Action": "ecr:Describe*"

ZEEE Amazon ECR BI{ERBE |, 528 (IAM EHEIER) B M Amazon Elastic Container
Registry HWEIE. BREEREZRSIH,

Resources

EEE A LMER AWS JSON BIRRIEEH AIUERMAR, WHER , BHMEEBE M BERA T oSt
EEREITHL B F,

Resource JSON R &S EEEAIENYH. REEKERFEHAE Amazon Resource Name
(ARN) RIEEEER. EHEFXZEERBRHT , FABAF T () KT ZREAXNBARMEER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html

Amazon ECR EREER

"Resource": "*"

Amazon ECR @#EEERELT ARN :

arn:${Partition}:ecr:${Region}:${Account}:repository/${Repository-name}

NE ARNs BXNHFEMEF , 5528 Amazon Resource Name (ARNs) AWS F AR5 & Z2

Bl |, EEERERXFIEE us-east-1 [BIHM my-repo fEFE , FEA TS ARN :

"Resource": "arn:aws:ecr:us-east-1:123456789012:repository/my-repo"

EEEEBREERFHNMAERERE  BERBAFT ()

"Resource'": "arn:aws:ecr:us-east-1:123456789012:repository/*"

FEEE-MRRAXPEEZEHEER , FFEMAERD R ARN,

"Resource": [
"resourcel",
"resource2"

EELEE Amazon ECR EREEI K H ARN WEE |, F2E (IAM £AFEIERE) FH Amazon Elastic
Container Registry EENER. BEETHRETUFEABLESEIEESHEERN ARN , 5528 Amazon
Elastic Container Registry &2 Bk,

R+ FR B8

EEEWLER AWS JSON BERRIEEH T AFIAR, tWH2R , BMEEBE A BERA T o UE
EEREITH LB F,

Condition TEERBEBRNIRY , BERBXNAITRHE, ! TRE:‘ZEFH%#L%-T—E’J{I%#LE
X (PIUFERTPIR) , REHBRPHRGNFRDNVE, EBZEFTME AWS 2ERAFRSIE
B <IAM EREIER) PHIAWS £ERFABTZREIHE,

Amazon ECR 8 E&ZBCH —ERHRsI@# K wXEFR - L2EFRAR5I8, EEEEME AWS
R4 SR F2HE (AM EREER) PHAWS £EKRERBT SR,
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

Amazon ECR EREER

KEB% Amazon ECR BIfE¥ X aws:ResourceTag M ecr:ResourceTag fHR5I8. MEEM
&7 , FSREAEREFEUES,

ha ]

HEEE Amazon ECR U RSIEMNBE , F268 (IAM EAEERE) F M Amazon Elastic
Container Registry EZHEHRE|E., BETHEUTUERBLEBRENERERFGRSIE , B
Amazon Elastic Container Registry T & EI1E.

®
o

g4

= ZR Amazon ECR B9 B BRIV EIH] , 552 B Amazon Elastic Container Registry & % B BEH
ol

Amazon ECR ER& %K

BERABBEKR JSON BERXH , EEXHERERENZEFTEATEH Amazon ECR BRIUR T ERHF
HTHITHLEEI#E, Amazon ECR 32 Amazon ECR BHENEREFAHE, SREHMEATZESLRK
EREFERFTEFEHMIES, SHaERAEREBERR A AWS BR#E1FE Amazon ECR #1F
E,

EERMABIRFEN , fUNEEEHMIRFANAMEIIRFS IAM BR | FREREBENETA,
%iﬁﬂtﬁﬁiﬁﬂiﬁ}ﬁ*“ﬁ% RARBVEEBERN—¥, EZETANERURTEN AWS ik H
B, RESARTEIABREDNERNAT., BBKS I ERRERINERRE T, T8, MR
ﬁﬁﬁuﬁﬁﬂ FHER THERFPNETRA , AIFFES D EBEPHEAM Amazon ECR 7 EFF
i, MEFHMAESA , F2HE (AM EREER) B0 IAM AR ERABREANEE,

Amazon ECR RBEXE - EBARETFERRcEREEK L BCERIREFE, LERSERPL
ZREAER (kF. £AE. AGTBSEIERE) IEXREFELITENEF, EETHRNMKER
BEREETFTE , 528 Amazon ECR FHAAEREEEX.

@ Note
£ Amazon ECR 1Z28BUR S , B3Rt E Sid X8 IAM BERF A ENM N=F AR EE,

g4

Z R Amazon ECR EREBURKE A , 5528 Amazon ECR FIFAE @ EEBERE S,
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Amazon ECR EREER

LA Amazon ECR EBAERHNZ#E

BRI DR BEREZE Amazon ECR BEiR , AR EFRPEEREEE Amazon ECR, EERBERE
H7FE , 5 ecr:ResourceTag/key-name, aws:RequestTag/key-name = aws:TagKeys
REZRS|E , EEERNERGELED , RUEREFA. WHEER Amazon ECR ERHWFHEMEN , F2E
£ Amazon ECR R FAE HFE,

EERBESHBEBRES , URBZEFRLNEBRRHFNER , F2H £RAEREFIUZSH,

Amazon ECR IAM & &
IAM AR AWS IREFREEREFTNEERE.
A R B EE Amazon ECR

BU BB BRESERAEREE. BT IAM 82  SIRREEREFAG®, ETLUEBMWL AssumeRole
= GetFederationToken Z AWS STS AP| IEXRENBEEELZ LB AER,

Amazon ECR X EFABRIFEE,
R EEEE

RIS EEAETE AWS REEHMEARBETIHNER , UMRRETR BI{E. REEGEACEETER
B IAMIRE R | WYHZXREFEES. IAM BIEER USSR  EFEFERSEEACHETT,

Amazon ECR XERKEFE ARG, MEFHMEN , FSBFEH Amazon ECR IR ER A,

Amazon Elastic Container Registry & % F BUER #9 &5 451

BFFER , FRAENSETEMELTNIEH Amazon ECR ERNFAl. EERTFHERAEUHMEER
VATEVMERVRTH , IAM EE SR BZ IAM BUER,

WEE T MR fE AR IE L] JSON BURSIH 2 IAM 55 BBER | 528 (AM FAEER) vHE
M IAM BUE (E#8).

WFE Amazon ECR FTEZ 2 BMENERBEENWFHEN , SESEERERMN ARN KX ,
B (RIETFHESE) HH Amazon Elastic Container Registry B84, ERME4HEZ S| 8,

)
s

EETHMMERELEHS JSON BEEXHET IAM 55 REE , FSH IAM EAEERTHE
JSON R5|E® LBV HE,

£
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Amazon ECR (&SR
- BREEER

- f£f Amazon ECR X##A&

- AHEAEREB SR

- 1ZH1—1B Amazon ECR &

HRREEK

BoRRREYESIRFANEBASRETUEY, FIMEMER Amazon ECR iR, ELEERBE
EREN AWS IRFELER, EXRURES D BBGKK |, FERETHEAREREHE !

- FRIEER AWS SEBRRYEOREERITT - eERBEATRTENCERAENTELSE  FEA
BAARTFHSEREARIIN AWS REBEK, eMTELN FERA AWS 1kRF. BfIEREE
ERENEARI AWS WEFZEBER , E— SR, NFEZEA , F2H (AM EAEE
) FH AWS XEBRSEBHENAWS XEBXK.

- ERAREHERT - RE IAM BERNFAR  FERTHTERMTNTT. KERLEN , B
UESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEES , F2H (AM EAEREE) P IAM FHBEERAEFF .

- £ 1AM BUR R BV R — SR B FEUE - BRI LSRG FIBZE B |, URHIEEME RN EFEE.
flan | WA AR BBEERRG , EEXAMEM SSL BEFARER. MREBRIFE Hlun FHRKEENE
AWS FR#& , &t ] LUGE A R4 R 1R 5 HZEUE CloudFormation., MEFFMER , 528 (AM £
Hi5E) PH IAM JSON BUEETE : 1§45,

« f£/ IAM Access Analyzer B IAM BUER |, f{RFT I 24 B 7 IEEEE - IAM Access Analyzer B
BHBEMBEER |, BRELBERER IAM BURFES (JSON) Ml IAM FRIEEH ., 1AM Access
Analyzer {2t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
A, F2RB (AM EAEERM) PREA IAM Access Analyzer Br 5 BUE.

- FESEEERT (MFA) - MRZHRPIFE IAM FEHES FHRERAE AWS 1R |, FBBR MFA
DESZ4M, WEEFWY AP BERER MFA | Bi& MFA REHEBEENBER, NEHAE
#A, m2HE (AM E£AEERE) #1ERB MFA &Z £ APl 77EL

WE IAM A REBBNEBESR  F28 (AM EAEER) 91 IAM 22 HEEEH,

£ Amazon ECR i &

# E77H Amazon Elastic Container Registry 128 , B4 AREREAN — T, SLFIHLER
BT H MR AWS RS H Amazon ECR ERHWEFHEN. MREEV HHEERLNEFFAIEBEGH
BHREBE , IBREGRBENER (FREIAR)ME , TRAMELNTAREE,
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Amazon ECR EREER

ATHRARELEBMNMATIUMERA Amazon ECR =25 , B
AmazonEC2ContainerRegistryReadOnly AWS SEHXRMIEETEER, MEFMEA ,
(AM EREER) PHFHEFTTEIERE.

3
¢

B

HEMBMBORNEH , F2H (AWS REBRSE) hH

AmazonElasticContainerRegistryPublicReadOnly,

HAMERW AWS CLI 5 AWS API IWEAE | BAZEEARHFREEEREHT, Rz , REAHFFIA
SBERHIT 2 API BIENEER T T,

AFFERERTBCHEFFA

e flE RE MR BER |, FF IAM EAERGRHNEMERES S NABRRZERR, WEE
DEEFEAEDMEA = AWS CLI AWS API AR RERFH X TR BRI FF A,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
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Amazon ECR

ERAEER

]I

"Resource": "*"

1ZEl—1{& Amazon ECR f#1ZE

R | BBERT AWS tRFE PR ERHEFEE S —1E Amazon ECR f#F & my-repo. &%

EAFEAEREE, BRI HRER,

JSON
{
"Version":"2012-10-17",
"Statement":[
{

"Sid":"GetAuthorizationToken",

"Effect":"Allow",

"Action":[

"ecr:GetAuthorizationToken"

1,

"Resource":"*"

},
{

"Sid":"ManageRepositoryContents",

"Effect":"Allow",

"Action":[
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories"”,
"ecr:ListImages",
"ecr:DescribelImages",
"ecx:BatchGetImage",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayexPart",
"ecxr:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource":"arn:aws:ecr:us-east-1:123456789012:xepositoxy/my-repo"

}
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Amazon ECR EREER

£ HERE FEUR S

Amazon ECR CreateRepository AP| BIMETR BB ER IR EERIEEER, MEFMENR , F2
BI#E Amazon ECR F & ERZE.

:I:I'H

EERCAEERYNECRTE , X EEREILERZEE (W0 ecr:CreateRepository) Ky
FEAFT, EEBREREIEBEIEE , Amazon ¥ ecr:CreateRepository BIEETHMIR
B, URRERAEERBEIEBNT,

BRI LGER 1AM BERRERAERRE FEURS , ST,
UTHBRRAAFEAESREREERILIIERL A key=environment, value=dev,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowCreateTaggedRepository",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"
}
}
}I
{

"Sid": "AllowTagRepository",

"Effect": "Allow",

"Action": [
"ecr:TagResource"

1,

"Resource": "*",
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Amazon ECR EREER

"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"

THBERAREAERMERTERIMS , BRIEECMERL S key=environment, value=prod,

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,

"Resource": "*"

"Effect": "Deny",

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"ecr:ResourceTag/environment": "prod"
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Amazon ECR EREER

AWS Amazon Elastic Container Registry B S & BUR

AWS ZEBRZH AWS AWS SEBREVNEENBIBKEERATSEARGIRMET , UESR
AR ARG EAE, FEANAE,

AARCE , AWS RERRARTERTFTREEARFINSEERTT , RAELFITAHAE AWS &
FfEM., RMI2BREERRENEARFINEFEERE  UEE -SRI,

FEESE AWS SEBRPERNTT, R AWS B AWS SEBRPERNGTT , IEHER
EHREEZNMEIRE Y (£RE. FEANAG® ). EFMHN AWS RIE REISHN API RETAHAR
BA RBE , AWS RETREMR AWS ZEHK.

WEFMEF , FSH IAM EAEEREPR AWS ZEHE,

Amazon ECR R EBEZEBE , B LUEET| IAM B2 = Amazon EC2 #1{THE, ELXZEBR
AFFE Amazon ECR EiRF APl B#EN FEETTREMRNIES, MBEELBETRMERZSE API &
EREHAE A , 3528 Amazon Elastic Container Registry APl 2Z iy Actions (BI1E).

&

» AmazonEC2ContainerRegistryFullAccess

» AmazonEC2ContainerRegistryPowerUser

« AmazonEC2ContainerRegistryPullOnly

» AmazonEC2ContainerRegistryReadOnly
« AWSECRPuUllThroughCache_ServiceRolePolicy

» ECRReplicationServiceRolePolicy

 ECRTemplateServiceRolePolicy
« AWS ZEBEH Amazon ECR E#f

AmazonEC2ContainerRegistryFullAccess

& T4 AmazonEC2ContainerRegistryFullAccess BUREEE IAM B9, WBRERT
Amazon ECR ERMNEEFEE , ¥IRF IAM B9 (flunERAE, H#EAIAR ) FIEREHE
Amazon ECR B& AWS KRS , LUMEAFTAE Amazon ECR haE, ERAMBIRAHEI FIREMNFT
B Amazon ECR IZhgE AWS BEEEEA,

EEMAMNEENT , F2R (AWS RERKRSE) 71

AmazonEC2ContainerRegistryFullAccess.
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Amazon ECR EREER

AmazonEC2ContainerRegistryPowerUser

& A#& AmazonEC2ContainerRegistryPowerUser BURERE| IAM B9, WBERFEENFT,
AFFIAM ERAEBERMBEARTE , EFAFEMARBRREERNEEERAR B BERXHF.

EERAWBERNEH , F2H (AWS REBKRSE) hH

AmazonEC2ContainerRegistryPowerUser,

AmazonEC2ContainerRegistryPullOnly

& A # AmazonEC2ContainerRegistryPullOnly BUEREEE IAM B2, EBEREFH Amazon
ECR RENASRMEIIFT I, MRBZHZFESBARIIRE , © 8 AFFRIE LiFE5EEABRE,

HERBLBERNEFT , F280 (AWS ZEBRSE) B
AmazonEC2ContainerRegistryPullOnly,

AmazonEC2ContainerRegistryReadOnly

& %% AmazonEC2ContainerRegistryReadOnly BURERE| IAM &4 . WESRE Amazon ECR
BTHEN T, ESFEERFERSHFEFENRGNINGE, BEIIEFEA Docker CLI £ Amazon
ECR REUBRRHIBE D,

BEMAMWBERNTT |, F20 (AWS REBRSE) H1
AmazonEC2ContainerRegistryReadOnly.,

AWSECRPullThroughCache_ServiceRolePolicy

&M EHE AWSECRPUllThroughCache_ServiceRolePolicy & IAM BUEREREE IAM B8, It
BREEZEEREELAE , TFE Amazon ECR EBREURI TERBHRGHERRBFE, WEFH
B , F2EARERIREA Amazon ECR REER AR,

ECRReplicationSexrviceRolePolicy

IBHEERE ECRReplicationServiceRolePolicy & IAM BUREREE IAM B8, WBORSER
PR ERZAE , MtAGAZE Amazon ECR RREHMITEE, MEFFHMEN , FSBEH Amazon
ECR WIRKERZAE,

ECRTemplateServiceRolePolicy

IR ERE ECRTemplateServiceRolePolicy 2 IAM BUREEE IAM B2, BREEEEIR
BEEAC b MtAETE Amazon ECR RREHTEIE, MFFMEF , F2 B LA Amazon ECR
WIREERAE,
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Amazon ECR

ERAEER

AWS S EHEM Amazon ECR E#f

18 B AR ISP 4AE#E Amazon ECR AWS SEBRKREMURNFHEF. NFEFRLERZENE

B)iREE | 5551 B Amazon ECR XHE R EH LA RSS HE,

B8F iR

FARIEERENA Amazon ECR  Amazon ECR #5785 ol #5718

B #

2025 3 A12H

BBEEEAD - EMRBBER

AmazonEC2Container
RegistryPullOnly — 3Bk

ECRTemplateService
RolePolicy — #TBUK

AWSECRPUullThroughC
ache_ServiceRolePolicy - &

MERBEE

F| AWSECRPullThroughC
ache_ServiceRolePo
licy BXE. ELFAIAFT
Amazon ECR #£ ECR #AB®&
SRIERER G, FAREURE
R AIfE %S — 18 Amazon ECR %A
BB HERIRGE B2
=W,

Amazon ECR #T18 7 #HI K 2024 £ 10 A 10 B
% , £ Amazon ECR {£E12H

S,

Amazon ECR B8 HBR,
B RERFER A
BEECRTemplateService
RolePolicy MRS ERA
=Y ilec)

2024 6 A 20 H

Amazon ECR #$#THYFFAI ¥ 2023 F£ 11 A 15 H
F| AWSECRPullThroughC
ache_ServiceRolePo
licy B3R, EELFITAF
Amazon ECR ##EX Secrets
Manager MZNMEAR, &
A REUREGE Bl 1t E5R
T LB AR RENR R =
PBEW,
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Amazon ECR

ERAEER

gE

AWSECRPUlIThroughC
ache_ServiceRolePolicy : &

HBUR

ECRReplicationServiceRolePo
licy : £FBIK

AmazonEC2Container
RegistryFullAccess - BB A
R

AmazonEC2Container
RegistryReadOnly - BB A
BUR

AmazonEC2Container
RegistryPowerUser - E3fIRAE
BUR

DU

Amazon ECR B #1851
Ko WWEUEREIREVIRENT)BE
B AWSServiceRoleForE
CRPullThroughCache
B E 4 A e H B,

Amazon ECR B 3718 #7
Ko LWBUEREEEINEEMN

AWSServiceRoleForE
CRReplication MRIEER
yh==y ] )

Amazon ECR #5389 57 W #7118
F| AmazonEC2Container
RegistryFullAccess
BR, ELFAATETAE
3 Amazon ECR BR7E#E A
&,

Amazon ECR #% %79 55 AT #7318
F| AmazonEC2Container
RegistryReadOnly X
K, AFTEFAERE GBS
BE, JIHER  URERGR
BHNRHEBESE,

Amazon ECR A BYFF 7l 718
F| AmazonEC2Container
RegistryPowerUser
K. EMAFETEATBRNESD
BHIECR., FIHER , URE
RGN R HEEEEE,

B

202111 A 29 H

2020 12 A4 8

2020 12 A4 H

2019 % 12 A 10 H

2019 % 12 A 10 H
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Amazon ECR

ERAEER

gE

AmazonEC2Container
RegistryFullAccess - B R A
BUR

AmazonEC2Container
RegistryReadOnly - EXfRA
BUR

AmazonEC2Container
RegistryPowerUser - B3R A
BUR

AmazonEC2Container
RegistryReadOnly — ¥ BE

AmazonEC2Container
RegistryPowerUser — 37 BUR

DU

Amazon ECR #4HY 5T o] #7318
F| AmazonEC2Container
RegistryFullAccess

BE. efRFERES
CloudTrail HEXH EE B4R
AWS CloudTrail Insights =
.

Amazon ECR A BYFF 7] 718
F| AmazonEC2Container
RegistryReadOnly X
R, MIAFFETLAER
Amazon ECR B,

Amazon ECR #4789 5 W #7118
F| AmazonEC2Container
RegistryPowerUser

BUR, fffi RFFEFEARR
Amazon ECR B &,

Amazon ECR #7318 7 &Mt E
Al F Amazon ECR HIETEX
K, EEFEIFEEREESF
I HFEFEMRENINE. ©
;2 2IE A Docker CLI £
Amazon ECR 1ZEUR &8V BE

Ho

Amazon ECR #7318 7 #THI X
K, BTEERHTY , AFEH

ENANBEAREE, BEFXA
MR TEREEEH
A9 BUR ST

B

2017 £11 A 10 H

2016 £10 A 11 H

2016 £10 A 11 H

2015 12 A 21 H

2015 12 A 21 H
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Amazon ECR EREER

g5 iR H &
AmazonEC2Container Amazon ECR BE¥Ti8HBUR, 2015 12 A 21 B
RegistryFullAccess — $TBUR WWBUER T Amazon ECR M5

EEEER,

Amazon ECR BB ST Amazon ECR B4 #E AWS 2021 £ 6 A 24 H
TEBRNEE,

£/ Amazon ECR W R EZE AE

Amazon Elastic Container Registry (Amazon ECR) £/ AWS Identity and Access Management
(IAM) BR #5145 2 B R E AR B NIREUREUIBEFrF BT 7. REERL S EREEERE Amazon
ECR W —ER%K IAM AEEH, RBERZNAERH Amazon ECR BEER. HH a8 TXBRER
ENAAEHNT , IXELAEHEENERNEDNRIIIE, REBFENERHRENRNE , RS
KREEBERIBRBEZRAG, MEFMEF , F2BAmazon ECR PRI B EHERTE.

fRIGEE A ETZHEMSEH Amazon ECR BREE BRI BEREEARR., ERRAFERATE , £F
DFEFIEMESENT T, Amazon ECR ERERBEZACHET , RIEZSEEE , BRAESR
Amazon ECR AIAREH AR, EEXNH I SREESEBERMFTBR, FBEELM MBI EMmE
i IAM E B,

BRAREERZEFHESRIRIVRENE , TREMBREENREEESR, ERAREZTSENBR
Amazon ECR $r¥E L IhBEFT ESRVEF T,

AR ERKEFACNEMERE , MEHBEN , F28HE IAM BELEENAWS k. ZHEZE
BHE L , 7 Service-linked role (RIS EFEAR) MUFSHEE Yes (B) IR, BEEFEED Yes
(B) , R ZRENEREREERA G,

£ |

« Amazon ECR R EFZE A BN EE

- AAREEM Amazon ECR REERAE

- FAREBURENE Amazon ECR RIEERAE

- BARREEEY AN Amazon ECR RIERZHAE
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Amazon ECR EREER

Amazon ECR RIS EFZACH I ERE

Amazon ECR T E 12t Amazon ECR R EFF X BFEARBELEN A E, W0FE Amazon ECR
I“__“i:Jz—.I-FH'l'ﬂ:-EIJn$%H§Eﬂ nﬁ/ﬁﬁ <<AWS Iﬂ__ﬂszgﬁi EE» o

HAREEM Amazon ECR RIS EFE AR

Amazon ECR f# A& & AWSServiceRoleForECRReplication #JBR¥5:E# & , ATZ Amazon ECR ¥
LERFESM&,

Amazon ECR RIS EZ AT

AWSServiceRoleForECRReplication [RIEE#ZAGEE T IRETREIZAG

* replication.ecr.amazonaws.com

AR ECRReplicationServiceRolePolicy A&FFAIBER o 5F Amazon ECR BHEREA LT &
£ :

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": "*"
}
]
}
(® Note
ReplicateImage & Amazon ECR AAREEHAEE APl , FEEEW,
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Amazon ECR EREER

BBRRERTA , IAM B (Pl , £RE, FEIAE) I TRY, REIMREBEEAR. NF
HAES  F2RE (AM EREER) PHRBEEA G,

#E#17 Amazon ECR IR EE B E

BAREEFHEIT Amazon ECR R EFZ AR, EFRE AWS EEF#EA AWS CLI, = AWS API #
NEREENESETER , Amazon ECR € AR I R ERZAG,

EIEMRLEREEEAR  2REERREY , B ERFHEAEEEFEFELAR®, EXRRTE
EHRENESRER , Amazon ECR 2B A ALEYRBELEAB®,

#m¥E Amazon ECR RIS EFE A E

Amazon ECR F 235 F Bh#m# AWSServiceRoleForECRReplication RIS ER AR, ABAEEESE
ERSSERKELAE A MULELIEBRUACGCAEBTEHER, AmMm , BoFH IAM RiFEAE
HiR, MEFHMENR , F2E (AM FAEER) PNERERSEEAC,

fB& Amazon ECR W R EE AR

EETHERATERBTEFACHINERRE  RAZBREMBRZXAR, UK, ERIBEREDHE
RRMEENREAER, T8 , SLAESERISPABREBFENERAR , TEFBHMERKREE
wmAt,

(® Note

WMREEFE Amazon ECR RBNEEAACKMERER , AIMEBREBETES AR, HiLE
NBE  BEFHOERIBRER.

B AWSServiceRoleForECRReplication FifEF# Amazon ECR &R

1. 7 https://console.aws.amazon.com/ecr/ BiRX Amazon ECR £# &,
REHEY  BELEFAEARENEE,

HEEEEES |, BIZF Private registry (FAE Z#18).
EAEEHEEEL K RERHEEBERYT  BERE.
EEMBBRATEERRA  FEELBMR. HTREEES.

o K~ w0 b

£/ IAM FEIREREHEEAE
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https://console.aws.amazon.com/ecr/

Amazon ECR EREER

fEH IAM £3# 48 AWS CLI, = AWS API &filBk AWSServiceRoleForECRReplication FRIEERE A
B, MEFHMEF , F28H (AM FREER) PORREFEEZSE,

ARIZEVRENE Amazon ECR RS ERZ AR

Amazon ECR f#H & & AWSServiceRoleForECRPullThroughCache BIRISERE At , H A
Amazon ECR K RE#TEME , AT REREREE{E, MBRIVREVFHER | ﬁ%’i‘ﬁﬂ ARG
REUREL, #EEREVSESHFHBRINREENER, .

Amazon ECR W RIS E#E AR FFT
AWSServiceRoleForECRPullThroughCache [RIEEZ B BEE T YV RERBIUHAE,

* pullthroughcache.ecr.amazonaws.com

ATAIRFAEER

It AWSECRPullThroughCache_ServiceRolePolicy & Al BURE#E & RIS ER
A, KZTEBXRET Amazon ECR BT T HIEENFT A, WFEFHMEER , F2
BIAWSECRPullThroughCache_ServiceRolePolicy.

« ecr — uFF Amazon ECR BRFASIRGIRENE #IX EFA B RFE,

« secretsmanager:GetSecretValue - f25F Amazon ECR R#E#EEN AWS Secrets Manager #%%
WINZAR. EARNRERIRFEEEMEEFEPETEIBEN LEEFFERIREGE £
WiEE, ZFEEARESR ecr-pullthroughcache/ BRBFEHRE,

# AWSECRPullThroughCache_ServiceRolePolicy BUEREE T %) JSON,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ECR",
"Effect": "Allow",
"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
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Amazon ECR EREER

"ecr:InitiatelLayerUpload",
"ecr:UploadLayexPart",
"ecxr:CompletelLayerUpload",
"ecr:PutImage"”,
"ecr:BatchGetImage",
"ecx:BatchImportUpstreamImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetImageCopyStatus"

1,

"Resource": "*"

"Sid": "SecretsManager",

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "arn:aws:secretsmanager:*:*:secret:ecr-pullthroughcache/

"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"

}

IBBRRERTA , IAM B (Pl , £RE, FEARAE) I TRY, REIMREBEEAR. NF
HAES  F2RE (AM EREER) PHRBESE AR,

#E#7 Amazon ECR IR EE B E

BAFBEARIRINFEEY Amazon ECR RBERE AR, EHRE AWSCLL, AWS EEFEAT
AWS API RE BB HENREVREUR BIEF , Amazon ECR EAZERIRKEZEAE,

EEMBRERKEERAR  CREEBREYN , AL ERFHEAEREFEFELAR, EBAT
BEEEETIRIVREUE B | Amazon ECR 2B A AR BRIBRKELE/AC (WREFTEFL).
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Amazon ECR EREER

#m% Amazon ECR IR EE A E

Amazon ECR F 255 F Eh#m#8 AWSServiceRoleForECRPullThroughCache R ERE A, EABTEE
EXEERSSERBERAAC  FUSERLIEENABGCREBFEHRZR, AM , BWFEH IAM RiE
BAGER, MEFMEENR , F2E (AM £HAEER) PHNRERBEEAE,

MR Amazon ECR BRI EE A E

EETBEARERKESRACHNIRIRYE  RAZBERGRZAE. -, ERREREDE
EHEENARERER. T8 A SXAESEERESS EMBRZHEENRIVURIRA | F e FEIMBRRHE
EEAT,

® Note

MREEHE Amazon ECR RBNEEAACKRMERER , MIMREBETESAKR. BIE
NBE | FEFHIEREIBRER.

= Z M Bk AWSServiceRoleForECRPullThroughCache BR#EE#% & & FTE FH K Amazon ECR &R

£ https://console.aws.amazon.com/ecr/ BB Amazon ECR £# &,
REBEHEFLR T REUREUR AIM [E15,

EEEEKT | B2 Private registry (FAH E#1E),
EAEEHEEEL , RMERREVERERY , BERE.
SHHEEINBERIIREURA , FERURAI | REBEMERER,

o ~ w0 bh =

£/ IAM FERBRREEEAE

5/ IAM £3# & AWS CLI, = AWS API 3Bk AWSServiceRoleForECRPullThroughCache BR#iE
mAat, MEFMENR , F28 (AM £AEER) PHRBRREEEEAE,

BEARGEEERIE AN Amazon ECR RS EE A E

Amazon ECR f# & A& AWSServiceRoleForECRTemplate B RIS EFE A |, ##F Amazon ECR K&
BHITEHEUASE KR FER LS AEERNFT A,

Amazon ECR W RIS E#E AR FT

AWSServiceRoleForECRTemplate RIS EE A BEE T I RBREZAC,
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Amazon ECR EREER

¢ eCcr.amazonaws.com

AT A EFAEE A

It ECRTemplateServiceRolePolicy FFAIMKEZERKEZEAE, HLIZTEBERT Amazon
ECR RRELHITRTFERELEBENTT .

& ECRTemplateServiceRolePolicy BEEE T % JSON,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "CreateRepositoryWithTemplate",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"
1,
"Resource": "*"
}
]
}

BBARERA , IAM B (Pl , £RE, FEI/E) I TRY, REIMREBEEAR. NF
HAES  F2RE (AM EREER) PHRBEEA BT,

#3 Amazon ECR IR EFE AR

BAEBEAREERYSAFEHET Amazon ECR RS EHE AR, EEE AWS BEEFEES,. AWS
CLIZ AWS APl R AT E R EER U MEERE L EAHR A | Amazon ECR @A E I RS ERES
&,

HEMBRLEBRBEREAE , 2BFTEBREYL , ZAUUERFHACAEREFENELAC, EEA
AEEHEEURFERYAAUN , MRBHEEACHKRFHE , Amazon ECR EBRALEILZA
&

FEREXEZAR API fR4s 2015-09-21 211


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions

Amazon ECR EREER

#m% Amazon ECR IR EE A E

Amazon ECR F 2 5F F Eh#m#E AWSServiceRoleForECRTemplate FRISERE AR, RATEEREE
Be2ZRBEAAR  IUSELIEEIACGCAEBTFHER, Am , £UMEH IAM RiFEACE
R, MEFHMET , BF2HE (AM FHERERE) FRFRERSEE/E,

fiBx Amazon ECR RIS EFE AR

EETBEARTERBEGACHIIEDRE , RAZRERHRZAC, -, ERRIEREDE
EYHEENRERAER. T8  SXALRRESEESTESEENRTEELRL , X e FEMERRH
BEiEAR,

® Note

WMREEFE Amazon ECR RBNEEAACKMERER , AIMEBREBETESAK, HiE
NBE | FEFHTERIBRER.

fIBR AWSServiceRoleForECRTemplate BRI ERE B BFTERA K Amazon ECR EiR

£ https://console.aws.amazon.com/ecr/ B Amazon ECR E£# A&,
REBY P  BERVREEEISAANEE,

EEBEEIKF | 1BIZ Private registry (A &),
EAREEREAENREFERVSEARERY , BERE.
HHLEVNBSEAREEEYRA , EEURA , REFEZMBRFR,

o K~ w0 bnp =

£/ IAM FERBREREESESE

5/ IAM £# & AWS CLI, = AWS API Bk AWSServiceRoleForECRTemplate fRIEERE B,
MEFHMEER , F28 (AMFEREERE) PHRBREEEEAE,

&% Amazon Elastic Container Registry Identity and Access H#{T#HED
EEAUTERARGBEDE IS EAFER Amazon ECR #l IAM BA[gE BRI E BRREIE,

FiE

- BARERE , 7587 Amazon ECR R#I1TEIE

« BRAEEBHIT iam : PassRole K iZH#E
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Amazon ECR EREER

- REERF UARNAE AWS IRF FEIFEAY Amazon ECR EJR

RAEE#E 87 Amazon ECR R #{TEIME
MREBNBIEEE  SHERERENTEHE , ENBERSLEEH , LAEFEHTEE,

T HIFER G Emateojackson IAM ERAEERAERAETEARE —BERS my-example-widget
BRVGMENR , BAVEER ecr:GetWidget FFRI A,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ecr:GetlWidget on resource: my-example-widget

HEHBERT , HEEH mateojackson FRAENBE , AFFEMR ecr:GetWidget BEFE my-
example-widget BiR,

MBEREEWHB , SBHEEN AWS EEE, FHNEEEREENEERE.
RAEEHIT iam : PassRole By =g

MBHBINBIEEER | HFHEBEESHNIT iam: PassRole BiE , BHNBERMSLEEH , AF LS ABEER
Amazon ECR,

BE AWS ¥ IRESREACEEGEBRE A MARBUFNEBEXALIRBEEAE, NFEH
THER B4 AR ACEEEZRBIFT .

E& A marymajor B IAM A EESFEAEEAE Amazon ECR F#I{TEIMER: |, A TSI FI85
R, B, BHEBERBBEGFREAGR TN, Mary REHKAREERKRENTF,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBER A BEEH , RFFM#1T iam: PassRole BEiE,
MREBEEWHE , FREEN AWS EEE, FHNEEESRHENEXERE.
REERFF AR AWS IRF FEHFH Amazon ECR &R

BUNRY—EAE  REMKRFTNEREIEEBATNASFIENER, SR IEEZ RN
LEFYHDEZXAR, HHIXEERERNBERIFIUZRHIEE (ACL) MR , SR LUE A ARL
RRET AEFRENE RN,

MEE-STH , F2RUATAS
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Amazon ECR EREER

- HE T Amazon ECR @A EIEEEE , 2B Amazon Elastic Container Registry #1{aEE IAM
BEFEA.

- BETHENMRESHERS AWS tRF WEREDE , F260H (AM EAEER) FWESHES AWS
RE K% —E P8 IAM EAERHEFIE.

- FETHNMEERNFIERMGBE=D AWS IRF | F2K (AM £REER) TN FEUER
HIGE =75 AWS IRF #H.
. izu THRNAEBHE & o RETFEUE  F2H (AM EAEER) PR FEUERABEINTE
TEIRENERE BMSE D).

- MFTHREAASENEREBRRETERFFRCEANZR , 528 (AM £REER) 8 IAM
PR EBRE ERFE.

Amazon ECR A E R RE

HESEETE AR AWS Amazon Elastic Container Service I EEHRE., MLERPTIA | AWS
ﬁﬁﬁ?&tﬂﬁﬁﬁﬁ W ERERE AWS B, FESHEEHERERLEEATWEGIE, 21
EREEEFER AWS RIE HL£ERE %l]"ﬂi{ﬂ'%o MEERBALENFREN  BF2RERENLE
FREEE, NEBMNERRENFMENR  F2H —RERMRERA (GDPR) iy,

ERERNRERN , BRERE AWSIRFE 2AEHR , X EA AWS IAM Identity Center 2 AWS
Identity and Access Management (IAM) B2 EEBIERE, Mt—R , SECHEHASESRHETHK
HEKPAENRT. RftERERATIANREER

- BERFHECHASEERRE (MFA).
- £/ SSL/TLS 82 AWS BiREH. HMFE TLS 1.2 WERMEM TLS 1.3,

- £ ;QE API F{E & EENE2 8% AWS CloudTrail, tNEHEEEA CloudTrail B HHEEEN AWS SEEIH
B , B2 BAWS CloudTrail € ER&EER) RHER CloudTrail 1B,

- EF AWS MEMRAAR , UREPHWFAERERZEEH AWS R,
- FRERNZERLRE (B0 Amazon Macie) , HBIRENREFEE Amazon S3 HWEUBE R,

- MRBE AWS BBHGTHIREI: API FE BEE FIPS 140-3 BB R EmEEHR , F56EH FIPS
w2, MEFE FIPS # FIPS inEHMNEZMHEENR , SR BILEAREIZE (FIPS) 140-3,

BMEZIBZZCEBUTELEFNETFBH b SRALHRER , HEEES AKX EZHNT
o GlinZ BN, EBEEEER Amazon ECS S AWS IRFE £324A. API AWS CLIS E At
AWS SDKs B, ZBEERIBHZANFRUFANTAERETEARGTESIZE Bit. MRE
RENIBRREEN URL , BRMEZIEZRF N ERBLHZARSEZFZRN URL PIERBEH.
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https://aws.amazon.com/compliance/gdpr-center/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
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Amazon ECR EREER
&

- BRENE

=

La)
LR

oC

fnZ

3%,

k4

/A Important
£ AWS KMS (DSSE-KMS) K% [E {r] B 25 i i 22 E B A M AWS GovCloud (US) &1,

Amazon ECR #§B&1Z £ Amazon ECR EIE# Amazon S3 f#FErEEH, RIBTEER , Amazon ECR
eFEAARSEFIHMNZEE Amazon S3 ZEMZ S8 , IMBSBER AES-256 B EE LB ILE
FHETINE, EFAFELKRTMEE , YERERM, WEFMEENR , 528 (Amazon Simple
Storage Service EFAEER) FHIEIB Amazon S3 ZEINE &8 (SSE-S3) i A {a AR 25 i 11 27 3R {R 38
&8,

=B — 514 Amazon ECR fZER N |, &0 LAE A AR IR I B B 2 ME AWS Key
Management Service () FH# KMS £88AWS KMS, E&EH AWS KMS &R |, B AEAH
Amazon ECR AWS S ESREEMNTERE , REELECH KMS 28 (BAEFZELR ). WF
HMER , 528 (Amazon Simple Storage Service ER &SR YA 7 IR 85 im0 2 & Bl F TE
AWS KMS (SSE-KMS) F# KMS SRR EE L

IR T LOR I B [ R 25 ik hn R 2 B AWS KMS (DSSE-KMS) | #mE NZERE Amazon ECR it
§. DSSE-KMSIEIEFE{IA SSE-KMS , EEEAMEMEBMNE A MAR—BNE, MEFMENR ,
E2 R EE AR IRMNZEE AWS KMS €8 (DSSE-KMS),.

%@ Amazon ECR fFEHA —ENHERE  ERERVREFERMRE, B EBERETELME
ATENMZERRE, MEFEFMEES , FLHEL Amazon ECR B @ IFEAFHMREK,

ERA AWS KMS IZWER TRIFEEER K S48 KMS R ENZREREENRS. It
L, Amazon ECR &€& AWS KMS £ T8 E KMS €88 , 31§ Amazon ECR #REMAERBEET
Ao

LT RM T ¥ Amazon ECR f{a8 AWS KMS EELUMBRNBERENREENSSFEEN T#

1. B fE1FER , Amazon ECR &% DescribeKey MG AWS KMS |, LABR & R #EEN b 2% 45 A&
EEM KMS £8#&# Amazon Resource Name (ARN),

2. Amazon ECR &#§Mi{E CreateGrant FFREIAE AWS KMS |, BlE KMS € LBV R F , UG
Amazon ECR A &R SR INEZMNBEZE R,
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https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
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Amazon ECR EREEmR
3. HEIXBRGREF |, &m i GenerateDataKey 55K AWS KMS |, IEEARIMZRG BN EFETEN
KMS &8,

4. AWS KMS EE4AFNER €8, HIEEMN KMS £ THTMNER , WEXMBNER S | LIER
BEPRENNRGEABTE —EER.

IRERGEF , 2 RHBEFER AWS KMS |, WEEMBHER S,

. AWS KMS 2R IMEZENER S8  WEBRNERSBEEZE Amazon S3,

FERENSRERINMBE 2 BBREE.

. M FEEER |, Amazon ECR €™M RetireGrant 55REIXE AWS KMS |, LUBABREERET
HEF,

o N O O

ZEEIH
M Amazon ECR £/ AWS KMS B % (SSE-KMS = DSSE-KMS) B , FEZ B T 545,

- MREFEH KMS INZE L Amazon ECR f7FE , BRIEE KMS £#8 , Amazon ECR aws/ecr &
HEFER AWS ZESR BEARIEN . BERE—REIBA KMS MENFEFER , BEELWIE
EHEIL KMS £18,

- REENZEAERBRIEEURGTEECREE,

- EEMEH KMS IMZEEEECH KMS €88 , R4 BRENFEEEMAERNES,

« TFEREE Amazon ECR RRELEVIWEFE T, MREMEEE T Amazon ECR F A LAERAREFH
AWS KMS €% F , Amazon ECR EZFEUMNLER, MBHEXIRBEENTREG  RERNE
REFELMEG, E&ME Amazon ECR W T , RIS VEIETEE, EEMBTEE , FBRERGE
7E , MA2HERE. MBRFFEER , Amazon ECR 8RKREEAR T,

- £ AWS KMS S 2E4CHBER, MEFMEN , 552/ AWS Key Management Service E
&,

- FREEARSFENZSEECHEBER. WEFMEEH , 528 Amazon ECR EfE

PR IAM T

A AWS KMS{EI RS54 2222 T kM BR Amazon ECR EER , TENSFITECRAGEANISE
KMS £8&,

fEAH AWS & 48 for Amazon ECR EFTER IAM 35 1]

BIETEER , & Amazon ECR fZERA AWS KMS 1% |, BRIEE KMS £  S#H AWS &
£ BRAM Amazon ECR #Y . E Amazon ECR ¥ AWSEZ & KMS £ AR MEZ/REER K B8
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Amazon ECR EREER

MNEEEFANEMESA BRI UERFEZEE LA AWS KMS %, B2 , MKBRFEFEEN IAM £5EA
HBEBEE kms:RetireGrant 857, ERBREEATEERLREERTIEE AWS KMS €8HRF.

THIEEH IAM BERATMERRIBRHTBEEAE |, URREAEEAMNRBANZENREFEREN
RIKFF A, EAERSHBIEERARMNZREFERN KMS €8,

JSON

"Version":"2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [

{
"Sid": "AllowAccessToRetireTheGrantsAssociatedWithTheKey",
"Effect": "Allow",
"Action": [
"kms :RetireGrant"

1,

"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"

}
1

EREFZESREEN IAM A

ERAEFZESREVYCRA AWS KMS IENFREER , BYREFENEAERNACEERE KMS i)
B IAM BUERAVRT .

BEUSBHEHCH KMS &85 , LA UERAERESBBE AWS KMS B , IELTUBTEE. /A7
BREFSESH/RMUMIIRFHEEETE  KMS £BNERBXREAFIRFBERAENIE AWS
KMS BifE, HittSEMNERITESHEZESWMEBEE , EELEXZRTREAEERE KMS 280G
A, EEAF KMS £8EZEARIRE Amazon ECR BFEXR , B LAEA kms:ViaService &3 5| &

Bl ecr.<region>.amazonaws.com {&,

THEF BB TEREE KMS €88 AWS tRFE (RBEAE ) TEFEIWKMS €8, MELEHE
BBURMEHAET , 5528 ( AWS Key Management Service BiZ A 2158) M /2 5F7EL AWS iR
B A IAM BUER,
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Amazon ECR EREER

JSON

{
"Version":"2012-10-17",
"Id": "ecr-key-policy",
"Statement": [
{
"Sid": "EnableIAMUserPermissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": "kms:*",
"Resource": "*"
}
]
}

BR T 4 ZEH Amazon ECR kms:DescribeKeysFal 24k , B fEEER IAM £
#kms:RetireGrant, IAM A6 AWS IRFIENEEHF kms:CreateGrant, M &,

(@ Note
AR kms:RetireGrant SFAIMEEI RN REFENERAERACH IAM BEEHR, AT
kms:CreateGrant M kms:DescribeKey FFAI#Ti8 % KMS £ B BRI E LR EE
MEAESAEH IAM BER, MFE AWS KMS FaLEESRNNFMER , F28 ( AWS Key
Management Service Bi%& A B35F) M AWS KMS API 557 : B){EFMERZZE,

THEHH IAM BRI MEARNBRBRFEEFERAE  URREAEEEERYMANENREERS
MEET , Y EFEATRTFEARRIAFBTE. CAERSYETREEARNBREFEN AWS KMS
key )

JSON

"Version":"2012-10-17",
"Id": "ecr-kms-permissions",
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"Statement": [
{
"Sid":
"AllowAccessToCreateAndRetireTheGrantsAssociatedWithTheKeyAsWellAsDescribeTheKey",

"Effect": "Allow",

"Action": [
"kms :CreateGrant",
"kms :RetireGrant",
"kms :DescribeKey"

1,
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"

}
1

ARFEAEERURFERETIZESPIH KMS )

£/ Amazon ECR X2 BBV REFER , BAURFHAUARFEAEEAREERANZRSILE
BHRNEFZE KMS €. T3 IAM BUREFIRRER R AR H KMS £ MBI & A& aET .

JSON

{
"Version":"2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": [

"kms:ListKeys",
"kms:ListAliases",
"kms :DescribeKey"

1,

"Resource":

myn

EL 42 Amazon ECR E2 FI H &) AWS KMS

A LAE R AWS CloudTrail 3RiE#E Amazon ECR R &R EiE 4 AWS KMS #95EK. CloudTrail B

70N

TR EFHEIENERARKSIR , TREMNERSZH.
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Amazon ECR MIZRA

MERRR—HERMER  HPLSESFLEEN, ELAENFRERNBRIESMBARTE , AWS
KMS EUMNZL AR MBARBEZNENES. FERTER , CELAEERHEBNMEAR,

£ H GenerateDataKey # Decrypt 583K #H AWS KMS , Amazon ECR € AMES B/ELHMMZER
B, BB EEEANMETEMN Amazon S3 RFirH. MUUTEHBIAR, EBTEXRE , BHESHM
BRAREEHREBEEHRTEN,

"encryptionContext": {

"aws:s3:arn": "arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-
fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09e@ef33fc3df",

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

}

& 0] LAE A 022 R A 2R B RE R AT 8% A B &6 (Bl AWS CloudTrail #1 Amazon CloudWatch Logs) ##Y
BEERBHEEZRE , UREBRNBREPERSRENRYE

Amazon ECR IIZAR I EMESBEHE,
« aws:s3:arn - F—EABZB-EERESBEFEFEITE, €885 aws:s3:arn, EA Amazon S3 EFELT

# Amazon Resource Name (ARN),

"aws:s3:arn": "ARN of an Amazon S3 bucket"

Flan , NRFFETEA ARN 2 arn:aws:s3:::us-west-2-starport-
manifest-bucket/EXAMPLE1-90ab-cdef-fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09e@ef33fc3df ,
mERETE IS THEE,

"arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-fedc-
ba987BUCKET1/sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09e0ef33fc3df"

- aws:ecr:arn - EZ{EBB-EHERBIFEFERN Amazon Resource Name (ARN), &84
aws:ecr:arn. EARTFEHN ARN,

"aws:ecr:arn": "ARN of an Amazon ECR repository"
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Amazon ECR EREER

flan | IRFEIFER ARN  arn:aws:ecr:us-
west-2:111122223333:repository/repository-name , MBRBE I E T HHHE,

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

e 370

£ A EZE EMER Amazon ECR RFER , IRFEFEEKINMER , 8 Amazon ECR EZHAMEE
BREFEN KMS RN T , ARSI THERAR.

The repository [{repository-name}] has been deleted successfully but the grants created
by the kmsKey [{kms_key}] failed to be retired

BREEERBNE , BN BTHAREEN AWS KMS &£F,
FEBARFERN AWS KMS &#F

1. SIHARREEZ AWS KMS £RIVEF. It key-id EEIEELRETEARIINERF, &
W AIBMER list-keys@ BRIIBIRF FRERBPH AWS XERR NEFRE KMS €8,

aws kms list-grants \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc
--region us-west-2

B8 E EncryptionContextSubset , EPBEfFEM Amazon Resource Name (ARN),
ETAREEHEISHBNHBERFREERANKR F. Grantld BEEET —ESBHEAART
e o

2. HAARRBEENEZ AWS KMS ERINVEBERT. # GrantId WEBBRA L -—THEHNRT
IDo

aws kms retire-grant \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc \
--grant-id GrantId \
--region us-west-2
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Amazon Elastic Container Registry Y& R 5 %

EETHE RS AWS B AR EERTENEER , FB2HRAWS R SR SEERNRRRIFLR
EBHERETE, MF-—MRER , F2ERAWS &HFE

O LR THEHE=Z AT AWS Artifact, MNEFME , FLE FEHS in AWS Artifact

BER BRNESREME AWS R BURRERNEEN, BLANEREE , UAREREENER.
WMEER BREREENFMEER AWS R , F2H AWS £ X,

Amazon Elastic Container Registry W ER X EZ £ 4

Amazon Elastic Container Registry 2 2 ERE , 23 AWS £ ZENRE, WF AWS 22 R
A 04 AWS ﬁﬁgﬁ% SHEMMERIER , F2EAWS Enie, EEFHERSBELZENREER
REREHIEM AWS IRIE | F2REL £ X AWS Well-Architected Framework # By E 8 55 Fe{R 32

IERILAER AWS B4Ry API LY | EIB BB FE Amazon ECR., EAERMSASETHIER

« Transport Layer Security (TLS), EMFE TLS 1.2 LEZEEH TLS 1.3,

B XEELRPFS)MNZHIBEH , 510 DHE (Ephemeral Diffie-Hellman)=, ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), R RM(M Java 7 MIEFBRER) K S EBELER,

f&‘?ﬂ?ﬁf—:ﬁﬁﬁﬂ%ﬁﬁﬁﬂuﬁg API #4E , ™ Amazon ECR BEA X EERERNFEECE , U
AR IP #hitBIPR &, Bt LAEA Amazon ECR B3R , LMER4SE Amazon Virtual Private
Cloud (Amazon VPC) i jﬁ”ﬁ'%‘iﬁm VPC FEHIFEE, BREL  ERSREHHAERPIEE VPC His
E Amazon ECR &R AWS Wik 17E, MBEFHMEF , 552 B Amazon ECR 4 H VPC i 2 (AWS

PrivateLink),

Amazon ECR J71H VPC %2 (AWS PrivateLink)

A LA Amazon ECR BREARSERANE VPC ind , EMEHA VPC WRLAREE, VPC inBERA AWS
PrivateLink , JEXE M o] R ZEIBFE IP sk (IPv4  IPv6) FAZ1ZE Amazon ECR APIs, AWS
PrivateLink &#% VPC M Amazon ECR Z B FiE#E R ERSIE Amazon Bk, BT FEMRERE
&, NAT £ESEBRILERE

INFE AWS PrivateLink M VPC inR@VEFAEH , 5526 (Amazon VPC EAE M) FH VPC ik
E

o
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Amazon ECR EREER

Amazon ECR VPC i#E N EZEEI1F

EFERTE Amazon ECR B VPC i B2 8l , S EE L THEER,

« ZEAREF Amazon EC2 #11T{E# L EEE M Amazon ECS F## Amazon ECR I2EUFAE M & , 5522
3Z Amazon ECS W/ VPC iwEE, WFEFMERN , 5528 (Amazon Elastic Container Service B
BAERE) FMNE VPC 2 (AWS PrivateLink)o

- Fargate LFEERIME Amazon ECR RENA BFR&EY Amazon ECS {£7 Al LUEB M E KM E 153
17 1AM BB HRGRSIBRBHEHTEFERNISE VPC MREFERAN VPC HENFE,
EHMEN |, 5528 (Amazon Elastic Container Service Bz AEE/) FHIEIB N HixZHIZE
Amazon ECR MY Fargate {E#HY AlIE IAM 1],

- EEE VPC IRmEML A , XAAKFK VPC WAE T/ | BB 443 BEANER.
« Amazon ECR VPC ixZi X IEEHE (IPv4 H IPv6) B, EEEVEHE VPC iR | ©ALUE
EEB IPv4 #1 IPve FAF IP st R E,

- VPC iR EIEBERBRE (#SEI4tE0 ) A9 AWS API SDK i B #8 Amazon ECR Public 1%
E.

« VPC i Bi{E X #81%18 Amazon Route 53 AWS 121t#) DNS, MR EEEFH B 2H DNS |, & LL
AL DNS Eix, MEFMEA , 52 (Amazon VPC FEREIEE) PH DHCP BIEE,

. MBHENABRBFEEN Amazon S3EE , AITEERHIE Amazon S3 FEHER: K HEGTkEeRT
BT, MNBEAERERRREPEER , SFEMEA Amazon S3 BB BN VPC |, A% 4 Amazon
ECS #£E K HARBBEHMW VPC,

o F-RFERAREREURARERGE , MRESFHEH AWS PrivateLink #% Amazon ECR (2 EAF A
TE VPC %% BAEAFERERE—E VPC REM NAT FEEL L AE FRK , REBmMEEHR
ERHEAEFHEREHAE NAT BE , UERNEIH, BENRGERTIEEERM. WEHAE
# , 2B (Amazon Virtual Private Cloud fERAEiEm) PRSI . EFAE FRRFEERHER,

- HINFEE FIPS 140-3 BB WMERMEN TEESH , Amazon ECR X & VPC iR #Y FIPS in&.

Windows MUK Z &

ER Windows FERFKHNMRGTIEZIRERG B L2ENA M. BERBERT , EZ4 Windows BR
BHEIEE| Amazon ECR R ER , THEATEEERRNE , RATCHBEAANRE, EXNmME
Microsoft f2{tBF , S\ EFEASTE Microsoft Azure EREEREHHEEL, Hit , &7 REN B IR Azure
FIREUELNEE , BRT R VPC inE2H , EEEHMIE,
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Amazon ECR EREER

& A Docker HEIFRRXH M --allow-nondistributable-artifacts Z&E#S Windows MR &
EF Amazon ECR B |, A B BI1TA., BUEAR |, EFKIEZEEHIXE Amazon ECR , E&R A
LUEIB VPC im B # Amazon ECR FIZEUS L& |, MAEFEREI/NMFEL Azure,

/A Important

RERBIRRVET ; ETEEM Windows ABRUEITLERE=FEHM D M. RFEER
CHREREM.

EE1E Docker ZHE DB ILESR |, LA EEH Docker EEBERNAREER , HABIE Docker WL 1HE
W, BE A LAE Docker Engine (Docker 5|2) BB THRESRFRERERRTE , LA AEZERE
C:\ProgramData\docker\config\daemon. json E%x,

T R EERENES, SREBRASERREHIEIMNFHFE URL

"allow-nondistributable-artifacts": [
"111122223333.dkr.ecr.us-west-2.amazonaws.com"

]

&2 Docker EERENEEERRE K TERHEMG R , X EEHKE Docker EEERN, FEBERT
EAXERRCHIAZMEERERHEERSEN.

® Note
Windows BMEHEARER K., BR/NEERERRMNHIERFE LR Amazon ECR HiELBEH
BENAEBEE. ERELRE , RMEREETBREERBLIEERBNSERENAREFEML
BIE, 0 , mcr.microsoft.com/windows/servercore M7 Amazon ECR B #E R
X#¥ A 1.7 GiB,

£ Amazon ECR 237 VPC iw B

EE5A Amazon ECR IRIFE Y VPC im® , 5EEA (Amazon VPC £ #E#Em) FH Creating an
Interface Endpoint (23 /" HEiwE) BF.
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Amazon ECR EREER

Amazon ECR VPC i Bi X IR & (IPv4 # IPvE) B4R, ELEVEHE VPC HEE  ©2EHE
EIEIR IPv4 # IPv6 FAF IP it R E. mEESRIFAFIRWMARARNRIENIIG , FREEN IP
FRAEE TR 2 o

MREBHRBERIPv4-only VPC infh | WEEEBBREZEHBIRY , BUMEARENREUATIEEHE
EAR  REVHNEERRR, BEUSME RIS  FRELHN VPC M REXEEEEMDN IP R
R, BUEHERRR 2R IwASRRE IPv4 H IPV6,

£ Amazon EC2 #1T{E & L& Amazon ECS £ EE Amazon ECR # Zi#] Amazon S3 Fi& iR
2,

FEAFAEMRAK 1.4.0 HEFRAE Fargate LFEER Amazon ECS £ FEE Amazon ECR VPC #
U B0 2hF0 Amazon S3 BB im 2.

ERAFERAE 1.3.0 HERRAH Fargate EFEEH Amazon ECS EBAEE

com.amazonaws.region.ecr.dkr Amazon ECR VPC %26 %1 Amazon S3 FE %2

® Note
BEVin#MHIEF LT ER,

com.amazonaws.region.ecr.dkr
It B A Docker & %48 APl, Docker Fi Fiwan< (5130 push # pull) &4 itk is 2,

B Min B, FERERATAE DNS IHEHE, EEHITIRE , FBSEEY VPC inE
B¥ , iBHY Amazon VPC E# A #F# Enable Private DNS Name (B %A DNS &18) i#1E,

HRRFE FIPS 140-3 WiE#R , FFEMA FIPS %25 & % com.amazonaws.region.ecr-fips.dkr

com.amazonaws.region.ecr.api

(® Note

BEM #4185k Amazon ECR X#EH AWS EEH EFHFBIRF , flilus-east-2XEREP
(=) EiF,

RS FIPS 140-3 WERR , B FIPS in B & : com.amazonaws.region.ecr-fips.dkr
com.amazonaws.region.ecr-fips.apio
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It 5% B A AAREDY Amazon ECR APl, DescribeImages # CreateRepository & API EiEE€%
E w3,

B SR E R, B LLUEERAFAE DNS =M BB, EFE VPC mHE |, £ VPC £EA &
BX Enable Private DNS Name (Bt A5 DNS &) REAABLEFT. MRE A VPC inHMARE
DNS =#EH , 4% SDK = E# AWS CLI A& #IRA , AEZFEA SDK 5 AWS CLI RFAFE
EEim B URL,

HARE FIPS 140-3 MViERR , 55FEH FIPS i3 & 8 com.amazonaws.region.ecr-fips.api.

MRERAFLH DNS AR , UMM 2019 F 1 A 24 B ZBT3#1TH SDK H AWS CLI iR A& , &
YA --endpoint-url BEREENHRM. A THHISERER URL BN,

aws ecr create-repository --repository-name name --endpoint-url https://
api.ecr.region.amazonaws.com

MREFA VPC imHB A FAE DNS =#EE , A EEIB --endpoint-url SBIRIEE S HIR
256 VPC 1% ID. T EHfEmERRHE URL R,

aws ecr create-repository --repository-name name --endpoint-url
https://VPC_endpoint_ID.api.ecx.region.vpce.amazonaws.com

¥ FIPS 140-3 AR ERR , FFEM FIPS im& URL :

aws ecr create-repository --repository-name name --endpoint-url https://api.ecr-
fips.region.amazonaws.com

##3 Amazon S3 BB B,

EEZE M Amazon ECS E# 1t Amazon ECR IREVFAE MK |, BUERFTE Amazon S3 &1 A8 iR
2, MERHRSEN , A Amazon ECR A Amazon S3 REHRME DB, BE5%E Amazon ECR
TERGEF | AEFE Amazon ECR UEVBREEFEE |, WiEB Amazon S3 TEHEMRMEGE, MU
T2 Amazon S3 f#1ZET#8# Amazon Resource Name (ARN) , #1788 2SS 18 Docker BRIKHY 9
=8

arn:aws:s3:::prod-region-starport-layer-bucket/*
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® Note

MR% Amazon ECR BV #3# & VPC in® , IS EEREVEHEE Amazon S3 Gateway
NHEmE. MFEFMER , FSH S3 XK.

£/ {Amazon VPC E &™) F M Creating a gateway endpoint (R BERE) REERF S
Amazon ECR 23 LA Amazon S3 BB kS, B ImER , FE4AEHN VPC BEEKHRK,

com.amazonaws.region.s3

Amazon S3 FEREEFEA IAM BER X 4R EHI BN FEER, ERTLIER Full Access (B
FE) BER , RARREULBEAER  BEERSHTE IAM A Hi IAM FAEBRENR
#l, MREEHE Amazon S3 RFETEFEUERRRHI AEH Amazon ECR FTENRET T , 5268
Amazon ECR K&K Amazon S3 FZET B 1l

Amazon ECR K &{K Amazon S3 f1ZErEEF A

Amazon S3 FEwmEEEA IAM BUER X4 2R R B R B FEVERR ., & EE L5 Amazon ECR B R1E
Amazon S3 fE1ZETEEEF A |, F5PRFI¥ Amazon ECR EAREE IAM BUR X4 AR Amazon S3
EETENFE.

TRE58 Amazon ECR FRrER Amazon S3 BB BEREF T,

REFR &t EA

arn:aws:s3:::prod- region-starport IRH¥EEEE Docker &% B2 Amazon S3

-layer-bucket/* RETFBNEFEUER, TR Amazon ECR &
) AWS B EEEBIRF , SIINEERE (]
% &) BEH us-east-2 o

g4
T s ERBMARE Amazon ECR #1EFTER Amazon S3 R F R B FEVER.

{
"Statement": [

{

/T VPC %2 (AWS PrivateLink) API JRZ 2015-09-21 227


https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#privatelink-ip-address-types
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-gateway.html#create-gateway-endpoint

Amazon ECR EREER

"Sid": "Access-to-specific-bucket-only",
"Principal": "*",
"Action": [

"s3:GetObject"

iF
"Effect": "Allow",
"Resource": ["arn:aws:s3:::prod-region-starport-layer-bucket/*"]

337 CloudWatch Logs %2

£ F Fargate RUE B E A Amazon ECS 5 (£ VPC MAFEABREREE , thiEH

awslogs FC#%ERENFEF A CloudWatch Logs A FE & & ) EE A CloudWatch Logs 3L
com.amazonaws.region.logs " VPC w2, MEFMER , F2E (Amazon CloudWatch Logs
FHEEE) BH CloudWatch Logs ¥ E S HE VPC inE—i2FEH,

A H Amazon ECR VPC i B2 3 s B R

EREN SIS RIREE |, VPC ImHBR R EEET R IAM BIRHK. MRIEER M inR R RERE
BER , ERKAWS EEATEFIRBHERIKR, WHBRTSERNIREREBRDRK

BENBR. EESTEDNBRREZEFERMIFTEERBENFE WIHBELEL JSON 1K

BE, MEFMENR , F2H (Amazon VPC £ EER) FHEMA VPC nFi% Hl AR F #Y 7 H,

BMEBEME— IAM BRBGR |, WA EEEFIME Amazon ECR VPC ¥k,

AR 2 Amazon ECR in BiBURAVEE B, BRI B E IAM A4 Amazon ECR REBR &

{

"Statement": [{

"Sid": "AllowPull",

"Principal": {
"AWS": "arn:aws:iam::1234567890:role/role_name"

},

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",

"ecr:GetAuthorizationToken"

1,
"Effect": "Allow",
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"Resource": "*"

3]
}

T 5\ v 36 B SR BB 45 T By UL 5 E A9 Rk 7 B E UM BR

{
"Statement": [{
"Sid": "AllowAll",

"Principal": "*",
"Action": "*",
"Effect": "Allow",
"Resource": "*"
1,
{
"Sid": "PreventDelete",
"Principal": "*",
"Action": "ecr:DeleteRepository",
"Effect": "Deny",
"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
}
]

T 51 v 36 R R 0 45 =2 i i o B 88 45 B AR EE — UK

{
"Statement": [{
"Sid": "AllowAll",
"Effect": "Allow",

"Principal": "*",

"Action": "*",

"Resource": "*"
I

"Sid": "PreventDelete",
"Effect": "Deny",

"Principal": "*",

"Action": "ecr:DeleteRepository",

"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
1,

{
"Sid": "AllowPull",
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::1234567890:role/role_name"
.
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"
1,
"Resource": "*"
}
]
}

&2 Amazon ECR 8 VPC i BB K

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC &,

2. HEEEBEHEKTEE Endpoints (HE).

3. MRMERKEIL Amazon ECR ¥ VPC ix % , 5528 5 Amazon ECR B3I VPC im %,

4. EHEHEEEE Amazon ECR VPC imf , REBRIFEE T +JHY Policy (BX) R5IEFEHK.
5. #EiF Edit Policy (fREBK) , WHBEMLEE,

6. 1#IE Save (A7) URFEXR,

a3t i

BETHESHARANFREBPREY, HR, BRHMER VPC inR, T8 , AJERSLRAN FRRFE
A VPC w8,

b EREEEREA

BEREABEBRZ2MBEE , EFREHNTHFEFTNERTURF EEE S TN ERANITXD
. E HAWS , ERBERTRSESRFNEABE., EXEERS (WIURE) WFils —ERE (1
WILARTS) B, ATREE BB IREEE, TIURGNIRBREREFT , AETERERFTIN AR
HEMEFNERKINEE, BTHEBEERERL , AWS RENTETHMEREMERBNER , ™
LR TR EEEEIRF PERMFEUE,

REERBEERBEPMER aws: SourceArn 3 aws: SourceAccount £HEFHFRBRSIE , K
BR#l Amazon ECR #F 5 —IEREHEERNETT, MREEEE AT —BEREREREFZEUHIH
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Amazon ECR EREER

Bt , AIFEEEA aws:SourceArn, MREEEAFKIRF P EMEREERIEERAAEE , FEA

aws :SourceAccount,

el REREARENSERS ER2MEA aws :SourceArn £ EBEHABTESI#E UK
BERN7TE ARN, METMEEFRNTE ARN , RENREEETZEER , BEAH
aws:SourceArn £ ARKRHRSIBEEEAF T (*) K&K~ ARN BWKRHEH 2. Hla0

arn:aws:servicename:region:123456789012:*,

MR aws:SourceArn EREERE ID (Bl Amazon S3 f#1ZETE ARN) , BHAFEHEMELE K
HRBERS|IRRRHIFFT,

aws : SourceArn W{EXZH 2 ResourceDescription.

THIEHIRE UM TE Amazon ECR REFEBEKAEA aws:SourceArnfl aws:SourceAccount®
HRHEARAR S/ , LAFF AWS CodeBuild FEUEZREE S PTEM Amazon ECR API BiE , ERFFS
IBEBEREABE,

JSON

"Version":"2012-10-17",
"Statement":[
{

"Sid":"CodeBuildAccess",

"Effect":"Allow",

"Principal":{
"Sexvice":"codebuild.amazonaws.com"

},

"Action":[
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,

"Resource": "*",

"Condition":{
"ArnLike":{

"aws:SourceArn":"arn:aws:codebuild:us-
east-1:123456789012:pxoject/project-name"
},
"StringEquals": {
""aws :SourceAccount'":"123456789012"

}

AR B REEBREA API fR4s 2015-09-21 231



Amazon ECR EREER

TER B BRSRBEREA API hRZ 2015-09-21 232



Amazon ECR EREER

Amazon ECR Et$3

&T LAE A Amazon CloudWatch 3RE53% Amazon ECR APl A& , E2 &R B Amazon ECR B &
RER , UREAVEHLFHRNER, SLERTERNSRHEHEME , SIEEKAUFIREEEFIE
18 API HE/E S, Amazon ECR IEEEREBHI 1 DENHEEXE CloudWatch, MEHE
CloudWatch BIE¥ME A , 5528 (Amazon CloudWatch A &#EE) https://docs.aws.amazon.com/
AmazonCloudWatch/latest/monitoring/.

Amazon ECR SRIZEM API A& |, $HHRE, REMENRGRIBERHERER.

B2 R4 Amazon ECR Fl AWS SERBRT R, TRAKARAENEERS . RMRBCHRER
AWS SERERNERKESRER , UEERESERESEERHER. T8 , FHER Amazon
ECR 21 , MR EHE , P EATHIME .

. ERERRE?

. BERLER?

. EEEERNEERM?

. EEAPLERTR?

. RSIIT R 2

. B PR OB AR 7

T—IRERERBRANTENEHFG TREREE , LELSHIRTPHEIL Amazon ECR EEMEEMN
H¥%, ESRE® Amazon ECR i , FENELEHERER | Mt eeEiMAREEERMELE, P&
EEMEEANMBEREERRL. REABMERESN,

e

o BB IRFS B BE A 5 E B IR

« Amazon ECR AEI8Z

« Amazon ECR AE#&E

- Amazon ECR R EEE

« Amazon ECR E## EventBridge

- /8 528 Amazon ECR E¥E AWS CloudTrail
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R BRI RIS B AN E B4R

&R LAEA CloudWatch F2 &R B RBERE Y EFBAEBRRBEFRNLBER. St
LEREE R , LEEZIIEEKKREEH,

REICRBEEILEZRERE

i

~
1. 3&EiB https://console.aws.amazon.com/cloudwatch/ BiEX CloudWatch A&,

2. EEEERT , BEEE

3. 1£ All metrics (FTE$E1E) REIZEH L , £ Usage (AE) , AKREIE By AWS Resource (kK AWS
BIR)o

R EAREREBERE R,
4. ERHEHP—EERESHEEE R,

B EE R E R s AWS RN AHE,
5. HERBRBEFEMEEER , FHT FIEEFE

a. J#1E Graphed metrics (BIR{LIEE) EXK,

b. ## Math expression (B2 3%k3£35(). Start with an empty expression (A= KEXBHR), A
BEFHER I Details (FFHEEFA) T , @A SERVICE_QUOTA(m1),

BXRFEHIE—1T , BrEEMRERNREERE,

6. TEEFHIHAENEER L  BHEXREAREEB M SERVICE_QUOTA RiER ., FHXK
ERFEEH m1/60/SERVICE_QUOTA(m1)*100,

7. (BF) AERERIRBEANE RSB , ST TIIEME

a. £ ml/60/SERVICE_QUOTA(m1)*100 &5y Actions (Bi1E) T , REEBRE R, ©THEE
Rig— B R,

BEREVEEMBEAHR.

b. WEXETE Conditions (&%) T , Threshold type (RR{EEH!) A& Static (FHE) , ™ Whenever
Expression1 is (B & Expression1) 584 Greater (KR). #E than (LLEB{E) T# A 80, ER
HAEEBEERN 80% K , IEEMEA ALARM RENE R,

C. &E-F_io

d. ETF—EH ,iEZHE Amazon SNS TESEVFTE, EBREA ALARM AREER | BN @A
JttI%O %'fﬁig]%?_io
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Amazon ECR EREER

e. BETF—EH K BWABTRNEBNRE , AREE Next (FT—F),
f. 1##Z Create alarm (BRI & R).

Amazon ECR FAEIE&

&R BAEA CloudWatch AIBEEEREREIRFNERABAIRE, ERELER , 2L CloudWatch
RAMBERRE BB BT RB LM

Amazon ECR FIEEEZHEE AWS REHEEE., BUUREER  EENAERIREEARZLEE
o WNE Amazon ECR FRIGELRAMVFEAEEFA , 582 Amazon ECR fR#EELE,

Amazon ECR £ AWS/Usage @& Z= B &4 T 5 EE,

BE FRER

CallCount BRI API BIERIR S, BERBEIEZMEHNEETE
%O
WIEERERANKITER A SUM , RRFIEXHBRBEMEHESE
B EREM,

ResourceCount TBIRFHEENERSEE, ERHEEEHEBHNEEER,

LiIEESEANFKEETERE MAXIMUM , K 5 D EHRERANR
KEREE,

TH#E RRB Amazon ECR 248y APl HEIEE,

HEE iREA

Service BEEIR AWS WIRERTE. ¥ Amazon ECR AEI5E | b
EHES ECR,

Type EEREMWERER, Bal, Amazon ECR API AEIEEMN M —
BENMEA API,

Resource FEHTHERER, HEl , Amazon ECR €% T % API B4k

Sl APl A2 HBREF.
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ERAEER

HEE

Class

A

* GetAuthorizationToken

* BatchCheckLayerAvailability
+ InitiatelLayerUpload

* UploadLayerPart

* CompletelLayerUpload

* PutImage

* BatchGetImage

* GetDownloadUrlForlLayer

EFrEEMNERER, BEl , Amazon ECR A& AEAIHE.,

T 54 E ARKEE Amazon ECR RN E RAEIEE,

HEE

Service

Type

Resource

Resourceld

St EA

BEER AWS HERF &, HR Amazon ECR ABIER , It
EHER ECR.

EEHRENEEER, BEl , Amazon ECR ER i ESENE —
BE A RESOURCE,

FE#ITHERESR, BAl, Amazon ECR g&H# TS5 EER
ERAENMEEES.

* RepositoryCount

* ImagesPerRepositoryCount

EERAEZERNBEI®. BHEl , Resourceld {£E2 1§

B , ImagesPerRepositoryCount H{E#R A repository/
your_repository_name, 140 : "repository/my-repo" EEE#F
EFE A "my-repo" NEGHE,

REER
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Amazon ECR FAE#HE

AWS =& A Cost Explorer W EHRE T E , AJEE 2 Amazon ECR ERHHKAFAE,

£/ Cost Explorer it A EME AR E R, LR LRER 13 EANER , URFAARR=EAN
ARETEE . BRI BAER Cost Explorer B —BRIFERE AWS R LREBZ D, HHTE-—SHEN
i, AREEETARTHERANER, SHUTUEEERNEEEE , UARRBERXRIABRRKEE
#o

KALEAEREFNTEENFHETRTE Amazon ECR FENHE. MEFMEENR ,
HERAEE S

A2RELE

WMFRI AWS AN A ERENFMEER , F2BAWS Biling  ER&EER) PRIAWS KA A
BHE

Amazon ECR fEFESE

Amazon ECR [a Amazon CloudWatch Eix fEFEIRENGT#I5E. Amazon ECR EEZEREE 1 K&
A B BEIX | CloudWatch, M1ZEHEE CloudWatch BIEFMAE A , 5828 Amazon CloudWatch &
.

&

A CloudWatch 158

- TANESHEEE

- £/ CloudWatch E# &#4% Amazon ECR E&

FR A CloudWatch $54&
Amazon ECR AFfEEEEHEEHEERE., EERXRETAFHIE,
Al ISR E

LT EESIH Amazon ECR {15 E Amazon CloudWatch FITE R FHEE
Amazon ECR #51Z

Amazon ECR A RMHESEUNERRETE, SUURERIGTH.
AWS/ECR & ZEEE T IER.
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Amazon ECR EREER

RepositoryPullCount

@7 EP RV REE R,

BMHEE - RepositoryName,

21 OF 5

+2 Sum.

o
)

BRHETEM : Average, Minimum, Maximum, Sum, Sample Count.

By B,

Amazon ECR EEZEWHE
Amazon ECR 152 H AWS/ECR &2/ , WIRMH T IHENIEE,
RepositoryName

HHETEEEREERTFETNTAERBEREFERNESR,

£ CloudWatch 12 & #2#8 Amazon ECR 151&

A LATE CloudWatch £ & E#148 Amazon ECR f#1FEIE{ZE, CloudWatch F# &M MFAMTH
TNERER, MEEZENR , 528 Amazon CloudWatch £ F & IER,

Amazon ECR E##l EventBridge

Amazon EventBridge "I EEH#E AWS R BEEL , YEBOERKEH , flInEAEX THMERESR
BEREE., AWS RENSHESEIRENER 5 X{EE ) EventBridge, BAIRBEEHEMRA , RKET
BEENSEH , URCEESHFERURAMEBADHTNEFE. IUBBBRENEBEDT !

- BEHFIEE CloudWatch Logs H# H 568 4H

« I AWS Lambda B

- #M Amazon EC2 #1Ta

- BEHEEZE Amazon Kinesis Data Streams

- BUA AWS Step Functions #RREH#E 25

- JBX Amazon SNS &z Amazon SQS 175l

MEFMER , 52 (Amazon EventBridge £ &ERm) F#Y Amazon EventBridge AF9,
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Amazon ECR

ERAEER

R BH Amazon ECR WEHIEH4
LT R Amazon ECR WE =4, | HEH,

B TR BRI B4
BRTERMRGHIER  SEETIESH. MEFMER , 528K Docker MUGHEIXE Amazon ECR
MEREFE,
{
"version": "Q",

"id": "13cde686-328b-6117-af20-0e5566167482",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T0Q1:54:347",
"region": "us-west-2",
"resources": [],
"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",
"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",
"action-type": "PUSH",
"image-tag": "latest"

}
}
REVRENEMENSH
ESRBUREEER , SEETIENH. WFEFHAENR , F288 LEEHER Amazon ECR IAEE
BERD,
{
"version": "Q",

"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%9ae",
"detail-type": "ECR Pull Through Cache Action",
"source": "aws.ecr",

"account": "123456789012",

"time": "2023-02-29T02:36:487",

"region": "us-west-2",

"resources": [

"arn:aws:ecr:us-west-2:123456789012:repository/docker-hub/alpine"

X H Amazon ECR WY EiHI= 4
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1,

"detail": {
"rule-version": "1",
"sync-status": "SUCCESS",
"ecr-repository-prefix": "docker-hub",
"repository-name": "docker-hub/alpine",
"upstream-registry-url": "public.ecr.aws",

"image-tag": "3.17.2",
"image-digest":
"sha256:4aa08ef415aecc80814cb42fa41b658480779d80c77abl15EXAMPLE",
}

EXKRGFHNEH (BEAREZH)

BMAZSENERRRER A ESERGRETRE , REEETHIEHN. finding-severity-
counts BEREEHEBREMSERRFIERBRELSHRNE. Fl0 , MEMRGE CRITICAL ERE
EREEE  AIfTSEEEMNEESREE. NEFMHEN K F2EEHBRBREASE Amazon ECR F
WEERFERE.

(® Note

MFEHE Amazon Inspector FERU AR R HIFR H 2 SHNFMER , F2/ £ Amazon
ECR FEIX ARNEREIFHEM EventBridge B4

\

"version": "Q",

"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%ae",

"detail-type": "ECR Image Scan",

"source": "aws.ecr",

"account": "123456789012",

"time": "2019-10-29T02:36:487",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/my-repository-name"

1,

"detail": {
"scan-status": "COMPLETE",
"repository-name": "my-repository-name",

"finding-severity-counts": {
"CRITICAL": 10,
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"MEDIUM": 9
iy

"image-digest":
"sha256:7f5b2640fe61b4146592dfd3410c4a79dac4189e4782432e0378abcd1234",
"image-tags": []

RBAERARH cER ENEEBENEH (BamHE)

AR EERAEREIRHEE | Amazon ECR 8EMA 7T HREFRHENERREBFREILTIEN
EEREEEUNNFHEEE, TESENREFERESER  IREMA T HRERHANREEPELS
iBRAR R B, WMFFMER , FSRFEREEES Amazon ECR Y EREE R,

"version": "Q",

"id": "@cl1l8352a-a4d4-6853-ef53-0ab8638973bf",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",

"account": "123456789012",

"time": "2021-10-14T20:53:467Z",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{

"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
1,
{
"repository-name": "repository-2",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
1,
{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
}

3B Amazon ECR M= 4 API 7 2015-09-21 241



Amazon ECR

ERAEER

1,
"resource-type": "REPOSITORY",
"scan-type": "ENHANCED"

}

}

AR 15 1 BR B9 S 44
THBRERRBSEIX LT B4, WMBFMER |, 352 7E Amazon ECR il BrRER 5

"version": "Q",
"id": "dd3b46cb-2c74-f49e-393b-28286b67279d",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T02:01:05Z",
"region": "us-west-2",
"resources": [],
"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",
"image-digest":
"sha256:7f5b2640fe6fb41f46592dfd3410c4a79dac4189e4782432e0378abcd1234",
"action-type": "DELETE",
"image-tag": "latest"

REHFEENSEH

HEMGSE K SEETHEH. target-storage-class WUAERES ARCHIVE,
EBNRmEEER  UERNEHENRABTER,

"version": "Q",

"id": "4f5ec4d5-4de4-7aad-a046-EXAMPLE",
"detail-type": "ECR Image Action",
"source": "aws.ecr",

"account": "123456789012",

"time": "2019-08-06T00:58:09Z",
"region": "us-east-1",

"resources": [],

ENHESERAE

X H Amazon ECR WY EiHI= 4
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"detail": {
"action-type": "UPDATE_STORAGE_CLASS",
"target-storage-class": "ARCHIVE",
"image-digest":
"sha256:1f98d67af8e53a536502bfc600de3266556b06ed635a32d60aa’a5fe6d7e609d7",

"repository-name": "ubuntu",
"result": "SUCCESS",
"manifest-media-type": "application/vnd.oci.image.manifest.vl+json",
"artifact-media-type": "application/vnd.oci.image.config.vl+json"
}
}
BR1GE R B ERY =4

ERHENRGE K 2EXETHEH, target-storage-class #MUAEERES STANDARD, B4
BETTBLNERRMlast-activated-at B,

{

"version": "Q",

"id": "7b8fc5e6-5ef5-8bbe-b157-EXAMPLE",

"detail-type": "ECR Image Action",

"source": "aws.ecr",

"account": "123456789012",

"time": "2019-08-06T0Q1:15:22Z",

"region": "us-east-1",

"resources": [],

"detail": {
"action-type": "UPDATE_STORAGE_CLASS",
"target-storage-class": "STANDARD",
"image-digest":

"sha256:198d67af8e53a536502bfc600de3266556b06ed635a32d60aa7a5fe6d7e609d7",

"repository-name": "ubuntu",
"result": "SUCCESS",
"manifest-media-type": "application/vnd.oci.image.manifest.vl+json",
"artifact-media-type": "application/vnd.oci.image.config.vl+json",
"last-activated-at": "2025-10-10T19:13:02.742"

}

}
HEEERDENSH

EREFNHEEBE (2ERm, flin SBOM, #EHFEH ) K, FEETIEHR, FEE,
detail-typeECR Referrer Action@afHEd —fXEEEIEE 7 BR, manifest-media-type
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M artifact-media-type MU AR ERRNIFIESEEEE, FHEH+ , EHEER SBOM 5

]
AR o

"version": "Q",

"id": "8c9gd6f7-6fg6-9ccf-c268-EXAMPLE",
"detail-type": "ECR Referrer Action",
"source": "aws.ecr",

"account": "123456789012",

"time": "2019-08-06T0Q1:20:45Z2",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "UPDATE_STORAGE_CLASS",

"target-storage-class": "STANDARD",

"image-digest":
"sha256:198d67af8e53a536502bfc600de3266556b06ed635a32d60aa7abfe6d7e609d7",

"repository-name": "sbom",
"result": "SUCCESS",
"manifest-media-type": "application/vnd.cncf.oras.artifact.manifest.vl+json",
"artifact-media-type": "text/sbom+json",
"last-activated-at": "2025-10-10T19:13:02.742"
}
}
ETHREERTNEH

TIEHEESERGERTRER, MFFMEER , F2BAmazon ECR FHEREER.

"version": "Q",

"id": "c8b1l33b1-6029-ee73-e2al-4f466b8ba999",

"detail-type": "ECR Replication Action",

"source": "aws.ecr",

"account": "123456789012",

"time": "2024-05-08T20:44:547",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/docker-hub/alpine"

15
"detail": {
"result": "SUCCESS",
"repository-name": "docker-hub/alpine",
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"image-digest":
"sha256:7f5b2640fe6fb41f46592dfd3410c4a79dac4189e4782432e0378abcd1234",

"source-account": "123456789012",

"action-type": "REPLICATE",

"source-region": "us-west-2",

"image-tag": "3.17.2"

£ E0 8% Amazon ECR E# AWS CloudTrail

Amazon ECR B EE RFEE S AWS CloudTrail , WWRIFREEHE. A AWS BRIEFE Amazon
ECR HFEEUZ EERVEE8%- CloudTrail @& T %l Amazon ECR E){EREEXAEH -

- FIE APl FEDY | ‘E$E2RK B Amazon ECR &KLY
- HRAREE LN NZREMFENNAEEE
- BREBLEWHBHERANKNVAMEEE , SERIIAM KR ENE

/A Important

HRAEB CloudTrail EHHA/DNRES , HRE 10 BREZREBHNEGIBHBERE
{E , Amazon ECR €[ CloudTrail #ixZEE#. L5\ , Amazon ECR SEMGRZES
100 {EZH.

BIEME  FE CloudTrail EH &3 E Amazon S3 #ZErE | 23 Amazon ECR WS4,
BN REREIBHME | IRARTTLUEIR CloudTraill ERAFHNEHEL ERRETEH. FHLLER ,
& A LAY B %X E Amazon ECR FYEER, 1RHEFERM IP bk, IREFBRMNE R, REFBRHE
B, AR EMEFHEER

WEFFMER , 5826 (AWS CloudTrail fFF &) https://docs.aws.amazon.com/awscloudtrail/
latest/userguide/o

CloudTrail ## Amazon ECR &

EI8E AWS IREFK , SEEMRSE LA CloudTrail, £ Amazon ECR &4 EEE | E8
#4E2 Event history (BB £ 428%) PV EM AWS IRIEEH — 5L E8KTE CloudTrail E#hH, EAILFE
AWS tRF R, BENTHRIENEY, NFEFHMER , F28 (FEA CloudTrail 4 E £ L8R

BREMHD https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html,
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Amazon ECR EREER

£ EFEREE AWS IREFNEH , 23 Amazon ECR =4 |, BEMER, #HR3KELE CloudTrail
B EFERRNE Amazon S3 REEIFE, ELETHABREBMTEE  ToUSERTEEREZE—
EESFEEE. REGRLHEAWS 2EETRNELH | Wi AFERIFTERIEERN Amazon S3 #&E
BTEE. AL, WAL EH M AWS BRIE , LA S T FRE CloudTrail BFEFFINENEHER ., MEF
MER , F2HE -

- B AWS SR BB

- AWS fR#ZEE CloudTrail BN ES

5% CloudTrail B9 Amazon SNS &4l

- EWZMEEEMN CloudTrail AFERKREZEWZEIIRFEM CloudTrail BFER

CloudTrail 728 P Amazon ECR API EifE , Y5287 Amazon Elastic Container

Registry APl 2&th, #{TH BR{EIE | CloudTrail B ERHEABAZERNE

&l AP BIEEETEER, a0 , BN RFER , 81 CloudTrail BFFERPESE
GetAuthorizationToken, CreateRepository & SetRepositoryPolicy EE., &
IEHGRGHEA EMEE . InitiatelayerUpload, PutImage., # UploadLayerPart
CompletelLayerUploadis , tNREKA Blob ## , i E£MountLayer BB, REBREGE ,
24 GetDownloadUrlForLayer # BatchGetImage Efk, EEHERERE K SELM
ffUpdateImageStorageClassEER, EXEOCI 1.1REHOCIH FikfE A Referrers API #EEUAR %
WSEEBERSERMF , @8 ListImageReferrers CloudTrail B4, MHEELE BRI
g5 , S B CloudTrail HF5E B #4,

B-EEMHPARERFETSELFIRENERA. B ERATHEHE THIEE

. FEREDEARR FAEBAGRES
BUEYERE SEEATREACRBAS I EAENERLL AR
. BREDmEM AWS BHEH

MEHMET , 528 CloudTrail userIdentity THE,

7 fi# Amazon ECR B &g R=EH

Bt —BHRE  BEESHUAFERNEXRMNIEEIEEN Amazon S3 REFETE. CloudTraill BF
BREE—JZEAFER, BESHATMRREHNE—FER , XIESHRBE. FROBHMNE
B, FRBEZEHMEN. CloudTrail AFERILIEMKAE API HILEM KN HEERER , Rt TE
S EIEF R,
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CloudTrail H358 B &4

LT R—E%E Amazon ECR E#8 CloudTrail BHE5E B &4,

SLEHERAL , IRATEM. % CloudTrail BFFERT , FIEEBENBHEEHAE -, It
A, EEEHIFZRMNE— Amazon ECRIEE . HEIER CloudTrail HFEERS , £EEIREZE
AWS BR#HYIE B M4,

/A Important

sourcelPAddress I HFERM IP ik, HRARE REZTZEAENVEE , HENMIHERARE
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{

"eventVersion": "1.04",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
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"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-07-11T21:54:07Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",

"userName": "Admin"
}

}
},
"eventTime": "2018-07-11T22:17:437",
"eventSource": "ecr.amazonaws.com",
"eventName": "CreateRepository",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",
"requestParameters": {

"repositoryName": "testrepo"
I

"responseElements": {
"repository": {

"repositoryArn": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"repositoryName": "testrepo",
"repositoryUri": "123456789012.dkr.ecr.us-east-2.amazonaws.com/testrepo",

"createdAt": "Jul 11, 2018 10:17:44 PM",
"registryId": "123456789012"

},
"requestID": "cbhb8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"resources": [
{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIEP6W46J43IG7LXAQ",
" "arn:aws:iam::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"sessionIssuer": {

arn  :

Iy
"webIdFederationData": {

1,
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2020-06-10T19:22:10Z"

}

3,

"invokedBy": "AWS Internal"
3,
"eventTime": "2020-06-10T19:22:10Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"keyId": "4b55e5bf-39c8-41ad-b589-18464af7758a",
"granteePrincipal": "ecr.us-west-2.amazonaws.com"
"operations": [
"GenerateDataKey",
"Decrypt"
1,

"retiringPrincipal": "ecr.us-west-2.amazonaws.com",
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"constraints": {
"encryptionContextSubset": {
"aws:ecr:arn": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo"

.
"responseElements": {
"grantId": "3636af9adfeelaccb67b83941087dcd45e7fadcse74ff0103bb338422b5055F3"
},
"requestID": "Q47b7dea-b56b-4013-87e9-a089f0f6602b",
"eventID": "af4c9573-c56a-4886-baca-a77526544469",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/4b55e5bf-39c8-41ad-
b589-18464af7758a"
}
1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

g6 : REGHIEBIE
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InitiateLayerUpload, UploadLayerPart ] CompleteLayerUpload &%,

"eventVersion": "1.04",

"userIdentity": {

"type": "IAMUser",

"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"

}

}
.
"eventTime": "2019-04-15T16:45:00Z2",
"eventSource": "ecr.amazonaws.com",
"eventName": "PutImage",
"awsRegion": "us-east-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"repositoryName": "testrepo",
"imageTag": "latest",
"registryId": "123456789012",
"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/
vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e33282dda08f2a9cd698ca7e3dbbc44eb6ab6e7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b@b0@8c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086Te72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb0c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
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vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30bad6c7bfladc3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \'"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4ch19ca508750b15845a5d97becbhdlade
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest
\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf029bb6315feeat@b56e425el1l1a50ates42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaatelc802633bbd94849b9ab73926f0bas6cdae91629\"\n \n
I\n}"
},
"responseElements": {
"image": {
"repositoryName": "testrepo",
"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/
vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e33282dda08f2a9cd698ca7e3dbbc44eb6abe7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b@b0@8c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086Fe72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":

\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265F5c390ffb21bb0c277941\"\n
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},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30bad6c7bfladc3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4ch19ca508750b15845a5d97becbhdlae
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest
\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf029bb6315feeat@b56e425el1l1a50ates42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaatelc802633bbd94849b9%ab73926f0bas6cdae91629\"\n \n
I\n}",
"registryId": "123456789012",
"imageId": {
"imageDigest":

"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fce6d3e”,
"imageTag": "latest"
}
}
I
"requestID": "cf@44b7d-5f9d-11e9-9b2a-95983139cc57",
"eventID": "2bfd4ee2-2178-4a82-a27d-b12939923f0f",
"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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{
"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:142Z"
}
}
.

"eventTime": "2019-04-15T17:23:20Z2",
"eventSource": "ecr.amazonaws.com",

"eventName": "BatchGetImage",
"awsRegion": "us-east-2",
"sourceIPAddress": "ecr.amazonaws.com",
"userAgent": "ecr.amazonaws.com",

"requestParameters": {

"imageIds": [{
"imageTag": "latest"

1,

"acceptedMediaTypes": [
"application/json",
"application/vnd.oci.image.manifest.vl+json",
"application/vnd.oci.image.index.v1l+json",
"application/vnd.docker.distribution.manifest.v2+json",
"application/vnd.docker.distribution.manifest.list.v2+json",
"application/vnd.docker.distribution.manifest.vl+prettyjws"

1,

"repositoryName": "testrepo",

"registryId": "123456789012"
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},

"responseElements": null,

"requestID": "2alb97ee-5fa3-11e9-a8cd-cd2391aeda93",

"eventID": "c84f5880-c2f9-4585-9757-28fa5c1065df",

"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

1,

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

ERAEER
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"eventVersion": "1.05",
"userIdentity": {
"accountId": "123456789012",
"invokedBy": "AWS Internal"

},

"eventTime": "2020-03-12T20:22:127",
"eventSource": "ecr.amazonaws.com",
"eventName": "PolicyExecutionEvent",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,
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"eventID": "9354dd7f-9aac-4e9d-956d-12561a4923aa",
"readOnly": true,
"resources": [

{
"ARN": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo",
"accountId": "123456789012",
"type": "AWS::ECR::Repository"
}
1,
"eventType": "AwsServiceEvent",

"recipientAccountId": "123456789012",
"serviceEventDetails": {
"repositoryName": "testrepo",
"lifecycleEventPolicy": {
"lifecycleEventRules": [
{
"rulePriority": 1,
"description": "remove all images > 2",
"lifecycleEventSelection": {
"tagStatus": "Any",
"tagPrefixList": [],
"countType": "Image count more than",
"countNumber": 2

iy

"action": "expire"

1,
"lastEvaluatedAt": 0,

"policyVersion": 1,
"policyId": "ceb86829-58e7-9498-920c-aa042e33037b"
1,
"lifecycleEventImageActions": [
{
"lifecycleEventImage": {
"digest":
"sha256:ddba4d27a7ffc3f86dd6c2f92041af252a1f23a8e742c90e6e1297bfalbc@c45",
"tagStatus": "Tagged",
"tagList": [
"alpine"
1,
"pushedAt": 1584042813000
1,
"rulePriority": 1

iy
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"lifecycleEventImage": {
"digest":
"sha256:6ab380c5a5acf71clb6660d645d2cd79cc8ce91b38e0@352cbf9561e0@50427bat",
"tagStatus": "Tagged",

"tagList": [
"centos"
1,
"pushedAt": 1584042842000
1,
"rulePriority": 1
}
1,
"lifecycleEventFailureDetails": [
{

"lifecycleEventImage": {
"digest":
"sha256:9117e1bc28cd20751e584b4ccd19b1178d14cf02d134b04cebbe@cc51bff762a",
"tagStatus": "Untagged",
"taglList": [],
"pushedAt": 1584042844000

I

"rulePriority": 1,

"failureCode": "ImageReferencedByManifestList",
"failureReason": "Requested image referenced by manifest list:

[sha256:4b27c83d44a18c31543039d9e8b2786043ec6c8d00804d5800c5148d6b6T65bc]"
}

g6 - MREHFEIME

T 5 &EFIFER CloudTrail BFFEE , REEA UpdateImageStorageClassEEi#&
targetStorageClassEREA R FMRHARCHIVE,

"eventVersion": "1.11",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"

}

}
},
"eventTime": "2019-04-15T16:45:00Z2",
"eventSource": "ecr.amazonaws.com",
"eventName": "UpdateImageStorageClass",
"awsRegion": "us-east-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {

"repositoryName": "testrepo",

"imageId": {

"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916€95e6307102786973ab93a41e8b86d1fcod3e”
1,

"targetStorageClass": "ARCHIVE",
"registryId": "123456789012"

I
"responseElements": {
"image": {
"registryId": "123456789012",
"repositoryName": "testrepo",
"imageId": {
"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e™
I
"imageStatus": "ARCHIVED"
}
},

"requestID": "cf@44b7d-EXAMPLE",

"eventID": "2bfd4ee2-EXAMPLE",

"readOnly": false,

"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

1,

"eventType": "AwsApiCall",

"managementEvent": true,

T ## Amazon ECR HEF1ERIER API fR7s 2015-09-21 258



Amazon ECR

ERAEER

"recipientAccountId": "123456789012",
"eventCategory": "Management"

}

g6 MEEREIME
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"eventVersion": "1.11",
"userIdentity": {
"type": "IAMUser",

"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn:aws:sts::123456789012:user/Mary_Major",

arn":
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"

}

}
},
"eventTime": "2019-04-15T16:45:00Z2",
"eventSource": "ecr.amazonaws.com",
"eventName": "UpdateImageStorageClass",
"awsRegion": "us-east-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"repositoryName": "testrepo",
"imageId": {
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"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916€95e6307102786973ab93a41e8b86d1fc6d3e”
1,

"targetStorageClass": "STANDARD",

"registryId": "123456789012"

I
"responseElements": {
"image": {
"registryId": "123456789012",
"repositoryName": "testrepo",
"imageId": {
"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e™
I
"imageStatus": "ACTIVATING"
}
},

"requestID": "cf@44b7d-EXAMPLE",
"eventID": "2bfd4ee2-EXAMPLE",
"readOnly": false,
"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

BRBEEH (EREK )

THEHIRRIRLSERRETHBFEENRESH., EUUERASHEBRULEE
ImageActivationEvent , I HHEH R, serviceEventDetails ERBEERERMRKY
AREE,

"eventVersion": "1.11",
"userIdentity": {
"accountId": "123456789012",
"invokedBy": "AWS Internal"

iy
"eventTime": "2020-03-12T20:22:127",
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"eventSource": "ecr.amazonaws.com",
"eventName": "ImageActivationEvent",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,
"eventID": "9354dd7f-EXAMPLE",
"readOnly": true,

"resources": [

{
"ARN": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo",
"accountId": "123456789012",
"type": "AWS::ECR::Repository"
}
1,
"eventType": "AwsServiceEvent",

"managementEvent": true,
"recipientAccountId": "123456789012",
"serviceEventDetails": {
"repositoryName": "testrepo",
"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e",
"targetStorageClass": "STANDARD",
"result": "SUCCESS",
"imageStatus": "ACTIVE"
},

"eventCategory": "Management"

g6 - RESERADHE

T 5 HIEE R AWS CloudTrail AFEEE , REOCI 1.1 R A PR E A Referrers API HEEVR &
MBEEHBERMBE,

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-10-08T16:38:397",
"mfaAuthenticated": "false"

},
"ec2RoleDelivery": "2.0"
},
"invokedBy": "ecr.amazonaws.com"
},
"eventTime": "2024-10-08T17:22:51Z",
"eventSource": "ecr.amazonaws.com",
"eventName": "ListImageReferrers",
"awsRegion": "us-east-2",
"sourceIPAddress": "ecr.amazonaws.com'",
"userAgent": "ecr.amazonaws.com",

"requestParameters": {
"registryId": "123456789012",
"repositoryName": "testrepo",
"subjectId": {

"imageDigest":

"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a"

I

"nextToken": "urD72mdD/mC8b5-EXAMPLE"
I
"responseElements": null,
"requestID": "cb8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"readOnly": true,
"resources": [

{

"accountId": "123456789012",

"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo"

1,
"eventType": "AwsApiCall",
"managementEvent": true,
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"recipientAccountId": "123456789012",
"eventCategory": "Management"
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5/ AWS SDKs #J Amazon ECR E 7K &i 5l

TH R B FRE A E AWS SDK £ H Amazon Elastic Container Registry B EZIh &g,

&1
* Hello Amazon ECR

« fEF AWS SDK 7T fi#2 Amazon ECR WE X =

« fEF AWS SDKs #Y Amazon ECR B{E

CreateRepository #&#t AWS SDK & CLI £/
DeleteRepository #&fit AWS SDK 3k CLI £/
Describelmages ##t AWS SDK = CLI £
DescribeRepositories #&#it AWS SDK 3k CLI £ 4
GetAuthorizationToken #¥&#t AWS SDK & CLI £/
GetRepositoryPolicy #&#it AWS SDK =k CLI £/
Listimages & AWS SDK = CLI {£
PushlmageCmd ##i AWS SDK £ H
PutLifeCyclePolicy ##fit AWS SDK =% CLI £/
SetRepositoryPolicy & AWS SDK = CLI £/
StartLifecyclePolicyPreview #&H AWS SDK = CLI £/

Hello Amazon ECR

T 52X S5 R EE (I BE A A Amazon ECR,

Java

AR Java 2.x B9 SDK

® Note

GitHub LRt E L&A, BHRTEEH , W 7 ENAE AWS EXFEHIHFEFEPRE

M#T,

import software.amazon.awssdk.regions.Region;

B
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import software.amazon.awssdk.services.ecr.EcrClient;

import software.amazon.awssdk.services.ecr.model.EcrException;

import software.amazon.awssdk.services.ecr.model.ListImagesRequest;
import software.amazon.awssdk.services.ecr.paginators.ListImagesIterable;

public class HelloECR {

public static void main(String[] args) {
final String usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String repoName = args[0];

EcrClient ecrClient = EcrClient.builder()
.region(Region.US_EAST_1)
.build();

listImageTags(ecrClient, repoName);
}
public static void listImageTags(EcrClient ecrClient, String repoName){
ListImagesRequest listImagesPaginator = ListImagesRequest.builder()
.repositoryName(repoName)
.build();

ListImagesIterable imagesIterable =
ecrClient.listImagesPaginator(listImagesPaginator);
imagesIterable.stream()
.flatMap(r -> r.imagelds().stream())
.forEach(image -> System.out.println("The docker image tag is:
+image.imageTag()));

}

- INFE API FEBE , 528 (AWS SDK for Java 2.x APl &) HH listimages,
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Kotlin

EAR Kotlin 8 SDK

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo

import aws.sdk.kotlin.services.ecr.EcrClient
import aws.sdk.kotlin.services.ecr.model.ListImagesRequest
import kotlin.system.exitProcess

suspend fun main(args: Array<String>) {
val usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

"t otrimIndent()

if (args.size != 1) {
println(usage)
exitProcess(1)

val repoName = args[0]
listImageTags(repoName)

suspend fun listImageTags(repoName: String?) {
val listImages =
ListImagesRequest {
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val imageResponse = ecrClient.listImages(listImages)
imageResponse.imagelds?.forEach { imageId ->

println("Image tag: ${imageld.imageTag}")
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- W% API FHEF , FSE (EAR Kotlin BHAWS SDK API &) HH listimages.

Python

EAR Python #9 SDK (Boto3)

(® Note
GitHub FIRMMEZ &6, SRR , I T HNAE AWS EXIFEFI &7 EPRRE
METT,

import boto3
import argparse
from boto3 import client

def hello_ecr(ecr_client: client, repository_name: str) -> None:

Use the AWS SDK for Python (Boto3) to create an Amazon Elastic Container
Registry (Amazon ECR)

client and list the images in a repository.

This example uses the default settings specified in your shared credentials

and config files.

:param ecr_client: A Boto3 Amazon ECR Client object. This object wraps
the low-level Amazon ECR service API.

:param repository_name: The name of an Amazon ECR repository in your account.
print(

f"Hello, Amazon ECR! Let's list some images in the repository

'{repository_name}':\n"

)
paginator = ecr_client.get_paginator("list_images")
page_iterator = paginator.paginate(

repositoryName=repository_name, PaginationConfig={"MaxItems": 10}
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image_names: [str] = []
for page in page_iterator:
for schedule in page["imageIds"]:
image_names.append(schedule["imageTag"])

print(f"{len(image_names)} image(s) retrieved.")
for schedule_name in image_names:
print(f"\t{schedule_name}")

if __name__ == "__main__":
parser = argparse.ArgumentParser(description="Run hello Amazon ECR.")
parser.add_argument(
"--repository-name",
type=str,
help="the name of an Amazon ECR repository in your account.",
required=True,
)

args = parser.parse_args()

hello_ecr(boto3.client("ecr"), args.repository_name)

- WNFE API FEE , 52E (AWS SDK for Python (Boto3) APl %) H# listimages.

MFE AWS SDK R ABEBANEAREFINTRIFE , 52 H B SDK £/ Amazon ECR AWS,
HEBEHLISEEAFINETAMERR SDK HFHEET.

£/ AWS SDK T fi# Amazon ECR W ER# =

TR RS G RE A

« 33 Amazon ECR 12,

- REMEEBX,

« FEENRETEE URI

« HY¥8 Amazon ECR £ =%,

« ERTE Amazon ECR @7 E/ £ amiB I BUE.

« #§ Docker BU&IEH#EIX E Amazon ECR 17 E,
- B#% Amazon ECR RIFEFREEMREEFTE.
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Java

EAR Java 2.x B9 SDK

(@ Note
GitHub FIRHEZ &6, SHTREH , I THMMAE AWS EX B HFEPRE
M#AT,

1T B~ Amazon ECR e BB 1EIE,

import software.amazon.awssdk.services.ecr.model.EcrException;
import
software.amazon.awssdk.services.ecr.model.RepositoryPolicyNotFoundException;

import java.util.Scanner;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*

* This Java code example requires an IAM Role that has permissions to interact
with the Amazon ECR service.

*

* To create an IAM role, see:
*

* https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

*

* This Java scenario example requires a local docker image named echo-text.
Without a local image,

* this Java program will not successfully run. For more information including
how to create the local
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* image, see:

* /scenarios/basics/ecr/README
*
*/
public class ECRScenario {
public static final String DASHES = new String(new char[80]).replace("\0",
Il_ll);
public static void main(String[] args) {
final String usage = """
Usage: <iamRoleARN> <accountId>

Where:
iamRoleARN - The IAM role ARN that has the necessary permissions
to access and manage the Amazon ECR repository.
accountId - Your AWS account number.

[TRTRIEN
’

if (args.length != 2) {
System.out.println(usage);
retuzrn;

ECRActions ecrActions = new ECRActions();
String iamRole = args[0];

String accountId = args[1l];

String localImageName;

Scanner scanner = new Scanner(System.in);
System.out.println("""
The Amazon Elastic Container Registry (ECR) is a fully-managed
Docker container registry
service provided by AWS. It allows developers and organizations to
securely
store, manage, and deploy Docker container images.
ECR provides a simple and scalable way to manage container images
throughout their lifecycle,
from building and testing to production deployment.\s

The “EcrAsyncClient’ interface in the AWS SDK for Java 2.x provides
a set of methods to

programmatically interact with the Amazon ECR service. This allows
developers to
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automate the storage, retrieval, and management of container images
as part of their application

deployment pipelines. With ECR, teams can focus on building and
deploying their

applications without having to worry about the underlying
infrastructure required to

host and manage a container registry.

This scenario walks you through how to perform key operations for
this service.
Let's get started...

You have two choices:

1 - Run the entire program.

2 - Delete an existing Amazon ECR repository named echo-text (created
from a previous execution of

this program that did not complete).

")

while (true) {

String input = scanner.nextLine();

if (input.trim().equalsIgnoreCase("1")) {
System.out.println("Continuing with the program...");
System.out.println("");
break;

} else if (input.trim().equalsIgnoreCase("2")) {
String repoName = "echo-text";
ecrActions.deleteECRRepository(repoName);
retuzrn;

} else {
// Handle invalid input.
System.out.println("Invalid input. Please try again.");

waitForInputToContinue(scanner);
System.out.println(DASHES);

System.out.println("""
1. Create an ECR repository.

The first task is to ensure we have a local Docker image named echo-
text.
If this image exists, then an Amazon ECR repository is created.
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An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it

easy
to store, manage, and deploy Docker container images.\s
PR 2
// Ensure that a local docker image named echo-text exists.
boolean doesExist = ecrActions.isEchoTextImagePresent();
String repoName;
if (!doesExist){
System.out.println("The local image named echo-text does not exist");
retuzrn;
} else {
localImageName = "echo-text";
repoName = "echo-text";
}
try {
String repoArn = ecrActions.createECRRepository(repoName);
System.out.println("The ARN of the ECR repository is " + repoArn);
} catch (IllegalArgumentException e) {
System.err.println("Invalid repository name: " + e.getMessage());
retuzrn;
} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
e.printStackTrace();
return;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
2. Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function
is crucial for maintaining

the security and integrity of your container images. The repository
policy allows you to

define specific rules and restrictions for accessing and managing the
images stored within your ECR

repository.
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")

waitForInputToContinue(scanner);

try {
ecrActions.setRepoPolicy(repoName, iamRole);

} catch (RepositoryPolicyNotFoundException e) {

System.err.println("Invalid repository name: " + e.getMessage());
return;

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
retuzrn;

} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
3. Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.

")

waitForInputToContinue(scanner);

try {
String policyText = ecrActions.getRepoPolicy(repoName);
System.out.println("Policy Text:");
System.out.println(policyText);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
retuzrn;
} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
retuzrn;

waitForInputToContinue(scanner);
System.out.println(DASHES);

System.out.println("""
4. Retrieve an ECR authorization token.
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You need an authorization token to securely access and interact with the
Amazon ECR registry.

The “getAuthorizationToken™ method of the “EcrAsyncClient’ is responsible
for securely accessing

and interacting with an Amazon ECR repository. This operation is
responsible for obtaining a

valid authorization token, which is required to authenticate your
requests to the ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

IIIIII);
waitForInputToContinue(scanner);
try {

ecrActions.getAuthToken();

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;
} catch (RuntimeException e) {
System.err.println("An error occurred while retrieving the
authorization token: " + e.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
5. Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to
deploy a container image to
a container orchestration platform like Amazon Elastic Kubernetes Service

(EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full
image URI,

which includes the ECR repository URI. This allows the container runtime
to pull the

correct container image from the ECR repository.

mut);

waitForInputToContinue(scanner);
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try {
ecrActions.getRepositoryURI(repoName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
retuzrn;

} catch (RuntimeException e) {
System.err.println("An error occurred while retrieving the URI: " +
e.getMessage());
return;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
6. Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker
images stored in your ECR repositories.

These policies allow you to automatically remove old or unused Docker
images from your repositories,

freeing up storage space and reducing costs.

This example policy helps to maintain the size and efficiency of the
container registry
by automatically removing older and potentially unused images,
ensuring that the
storage is optimized and the registry remains up-to-date.
")
waitForInputToContinue(scanner);
try {
ecrActions.setLifeCyclePolicy(repoName);

} catch (RuntimeException e) {
System.err.println("An error occurred while setting the lifecycle
policy: " + e.getMessage());
e.printStackTrace();
return;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
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System.out.println("""
7. Push a docker image to the Amazon ECR Repository.

The “pushImageCmd()  method pushes a local Docker image to an Amazon ECR
repository.

It sets up the Docker client by connecting to the local Docker host using
the default port.

It then retrieves the authorization token for the ECR repository by
making a call to the AWS SDK.

The method uses the authorization token to create an ‘AuthConfig’ object,
which is used to authenticate

the Docker client when pushing the image. Finally, the method tags the
Docker image with the specified

repository name and image tag, and then pushes the image to the ECR
repository using the Docker client.

If the push operation is successful, the method prints a message
indicating that the image was pushed to ECR.

")

waitForInputToContinue(scanner);

try {
ecrActions.pushDockerImage(repoName, localImageName);

} catch (RuntimeException e) {
System.err.println("An error occurred while pushing a local Docker

image to Amazon ECR: " + e.getMessage());
e.printStackTrace();
retuzrn;
}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("8. Verify if the image is in the ECR Repository.");
waitForInputToContinue(scanner);

try {
ecrActions.verifyImage(repoName, localImageName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
retuzrn;

} catch (RuntimeException e) {
System.err.println("An error occurred " + e.getMessage());
e.printStackTrace();
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retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("9. As an optional step, you can interact with the
image in Amazon ECR by using the CLI.");
System.out.println("Would you like to view instructions on how to use the
CLI to run the image? (y/n)");
String ans = scanner.nextLine().trim();
if (ans.equalsIgnoreCase("y")) {
String instructions = """
1. Authenticate with ECR - Before you can pull the image from Amazon
ECR, you need to authenticate with the registry. You can do this using the AWS
CLI:

aws ecr get-login-password --region us-east-1 | docker login --
username AWS --password-stdin %s.dkr.ecr.us-east-1.amazonaws.com

2. Describe the image using this command:

aws ecr describe-images --repository-name %s --image-ids imageTag=

o\°
(0]

3. Run the Docker container and view the output using this command:

docker run --rm %s.dkr.ecr.us-east-1.amazonaws.com/%s:%s

man,
’

instructions = String.format(instructions, accountId, repoName,
localImageName, accountId, repoName, localImageName);
System.out.println(instructions);
}

waitForInputToContinue(scanner);

System.out.println(DASHES);

System.out.println("1@. Delete the ECR Repository.");

System.out.println(

If the repository isn't empty, you must either delete the contents of the
repository

or use the force option (used in this scenario) to delete the repository
and have Amazon ECR delete all of its contents

on your behalf.
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mut);
System.out.println("Would you like to delete the Amazon ECR Repository?
(y/m)");
String delAns = scanner.nextLine().trim();
if (delAns.equalsIgnoreCase("y")) {
System.out.println("You selected to delete the AWS ECR resources.");

try {
ecrActions.deleteECRRepository(repoName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " +
e.getMessage());
return;
} catch (RuntimeException e) {
System.err.println("An error occurred while deleting the Docker

image: " + e.getMessage());
e.printStackTrace();
retuzrn;
}
}

System.out.println(DASHES);
System.out.println("This concludes the Amazon ECR SDK scenario");
System.out.println(DASHES);

private static void waitForInputToContinue(Scanner scanner) {
while (true) {
System.out.println("");
System.out.println("Enter 'c' followed by <ENTER> to continue:");
String input = scanner.nextlLine();

if (input.trim().equalsIgnoreCase("c")) {

System.out.println("Continuing with the program...");
System.out.println("");
break;

} else {

// Handle invalid input.
System.out.println("Invalid input. Please try again.");

TREREE API fR7s 2015-09-21 280



Amazon ECR

ERAEER

Amazon ECR SDK FEM3EHNER.

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

software.amazon.awssdk.services.ecr.model.
import software.amazon.awssdk.services.ecr.
import software.amazon.awssdk.services.ecr.

import

software.amazon.awssdk.services.ecr.model.

import

com.github.dockerjava.
com.github.dockerjava.
com.github.dockerjava.
com.github.dockerjava.
com.github.dockerjava.
org.slf4j.Logger;

org.slf4j.LoggerFactory;

software.
software.
software.
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software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
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amazon.
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amazon.
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awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

api.DockerClient;

api.exception

.DockerClientException;

api.model.AuthConfig;
api.model.Image;
core.DockerClientBuilder;

services.ecr

software.amazon.awssdk.services.ecr.model

services.ecr.
services.ecr.
services.ecr.
services.ecr.
services.ecr.
services.ecr.
services.ecr.
services.ecr.
services.ecr.
services.ecr.
services.ecr.

services.ecr.
services.ecr.
services.ecr.
services.ecr.

core.client.config.ClientOverrideConfiguration;
http.async.SdkAsyncHttpClient;
http.nio.netty.NettyNioAsyncHttpClient;
regions.Region;

EcrAsyncClient;

model .AuthorizationData;
model.CreateRepositoryRequest;
model.CreateRepositoryResponse;
model.DeleteRepositoryRequest;
model .DeleteRepositoryResponse;
model .DescribeImagesRequest;

model .DescribeImagesResponse;
model.DescribeRepositoriesRequest;
model.DescribeRepositoriesResponse;
model.EcrException;
.model.GetAuthorizationTokenResponse;
model.GetRepositoryPolicyRequest;
model.GetRepositoryPolicyResponse;
model.Imageldentifier;

model .Repository;

RepositoryPolicyNotFoundException;
model.SetRepositoryPolicyRequest;
model.SetRepositoryPolicyResponse;

StartlLifecyclePolicyPreviewRequest;

.StartLifecyclePolicyPreviewResponse;

import com.github.dockerjava.api.command.DockerCmdExecFactory;
import com.github.dockerjava.netty.NettyDockerCmdExecFactory;
import java.time.Duration;
import java.util.Base64;
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import java.util.List;
import java.util.concurrent.CompletableFuture;
import java.util.concurrent.CompletionException;

public class ECRActions {
private static EcrAsyncClient ecrClient;

private static DockerClient dockerClient;
private static Logger logger = LoggerFactory.getlLogger(ECRActions.class);

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws IllegalArgumentException If repository name is invalid.

* @throws RuntimeException if an error occurs while creating the
repository.

*/

public String createECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException('"Repository name cannot be null or
empty");
}

CreateRepositoryRequest request = CreateRepositoryRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<CreateRepositoryResponse> response =
getAsyncClient().createRepository(request);
try {
CreateRepositoryResponse result = response.join();
if (result != null) {
System.out.println("The " + repoName + " repository was created
successfully.");
return result.repository().repositoryArn();
} else {
throw new RuntimeException("Unexpected response type");
}
} catch (CompletionException e) {
Throwable cause = e.getCause();
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if (cause instanceof EcrException ex) {
if
("RepositoryAlreadyExistsException".equals(ex.awsErrorDetails().errorCode())) {
System.out.println("The Amazon ECR repository already exists,
moving on...");
DescribeRepositoriesRequest describeRequest =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();
DescribeRepositoriesResponse describeResponse =
getAsyncClient().describeRepositories(describeRequest).join();

return
describeResponse.repositories().get(@).repositoryArn();
} else {
throw new RuntimeException(ex);
}
} else {
throw new RuntimeException(e);
}
}
}
/**

* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
* @throws IllegalArgumentException if the repository name is null or empty.
* @throws EcrException if there is an error deleting the repository.
* @throws RuntimeException if an unexpected error occurs during the deletion
process.
*/
public void deleteECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

DeleteRepositoryRequest repositoryRequest =
DeleteRepositoryRequest.builder()
.force(true)
.repositoryName(repoName)
.build();
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CompletableFuture<DeleteRepositoryResponse> response =
getAsyncClient().deleteRepository(repositoryRequest);
response.whenComplete((deleteRepositoryResponse, ex) -> {
if (deleteRepositoryResponse != null) {
System.out.println("You have successfully deleted the " +
repoName + " repository");
} else {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}

1)

// Wait for the CompletableFuture to complete
response.join();

private static DockerClient getDockerClient() {
String osName = System.getProperty("os.name");
if (osName.startsWith("Windows")) {
// Make sure Docker Desktop is running.
String dockerHost = "tcp://localhost:2375"; // Use the Docker Desktop
default port.
DockerCmdExecFactory dockerCmdExecFactory = new
NettyDockerCmdExecFactory().withReadTimeout(20000).withConnectTimeout(20000);
dockerClient =
DockerClientBuilder.getInstance(dockerHost).withDockerCmdExecFactory(dockerCmdExecFactoz
} else {
dockerClient = DockerClientBuilder.getInstance().build();
}

return dockerClient;

/**
* Retrieves an asynchronous Amazon Elastic Container Registry (ECR) client.
*

* @return the configured ECR asynchronous client.

*/
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private static EcrAsyncClient getAsyncClient() {

/*

The “NettyNioAsyncHttpClient  class is part of the AWS SDK for Java,
version 2,

and it is designed to provide a high-performance, asynchronous HTTP
client for interacting with AWS services.

It uses the Netty framework to handle the underlying network
communication and the Java NIO API to

provide a non-blocking, event-driven approach to HTTP requests and
responses.

*/

SdkAsyncHttpClient httpClient = NettyNioAsyncHttpClient.builder()
.maxConcurrency(50) // Adjust as needed.
.connectionTimeout(Duration.ofSeconds(60@)) // Set the connection

timeout.
.readTimeout(Duration.ofSeconds(6@)) // Set the read timeout.
.writeTimeout(Duration.ofSeconds(60)) // Set the write timeout.
.build();

ClientOverrideConfiguration overrideConfig =
ClientOverrideConfiguration.buildex()
.apiCallTimeout(Duration.ofMinutes(2)) // Set the overall API call
timeout.
.apiCallAttemptTimeout(Duration.ofSeconds(90)) // Set the individual
call attempt timeout.
.build();

if (ecrClient == null) {
ecrClient = EcrAsyncClient.builder()
.region(Region.US_EAST_1)
.httpClient(httpClient)
.overrideConfiguration(overrideConfig)
.build();
}

return ecrClient;

/**
* Sets the lifecycle policy for the specified repository.
*
* @param repoName the name of the repository for which to set the lifecycle
policy.
*/
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public void setLifeCyclePolicy(String repoName) {
/*

This policy helps to maintain the size and efficiency of the container

registry
by automatically removing older and potentially unused images,
ensuring that the storage is optimized and the registry remains up-to-
date.
*/
String polText = """
{
"rules": [
{

"rulePriority": 1,

"description": "Expire images older than 14 days",

"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14

1,

"action": {
"type": "expire"

}

}
]
}

[TRTRIEN
’

StartLifecyclePolicyPreviewRequest lifecyclePolicyPreviewRequest =
StartLifecyclePolicyPreviewRequest.builder()
.lifecyclePolicyText(polText)
.repositoryName(repoName)
.build();

CompletableFuture<StartLifecyclePolicyPreviewResponse> response =
getAsyncClient().startLifecyclePolicyPreview(lifecyclePolicyPreviewRequest);
response.whenComplete((lifecyclePolicyPreviewResponse, ex) -> {
if (lifecyclePolicyPreviewResponse != null) {

System.out.println("Lifecycle policy preview started
successfully.");
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
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String errorMessage = "Unexpected error occurred: " +
ex.getMessage();

throw new RuntimeException(errorMessage, ex);

1);
// Wait for the CompletableFuture to complete.
response.join();

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)
.imageIds(ImageIdentifier.buildexr().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());

}
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} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

/**
* Retrieves the repository URI for the specified repository name.
*
* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
* @throws EcrException if there is an error retrieving the repository
information.
* @throws CompletionException if the asynchronous operation completes
exceptionally.
*/
public void getRepositoryURI(String repoName) {
DescribeRepositoriesRequest request =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();

CompletableFuture<DescribeRepositoriesResponse> response =
getAsyncClient().describeRepositories(request);
response.whenComplete((describeRepositoriesResponse, ex) -> {
if (ex !'= null) {
Throwable cause = ex.getCause();
if (cause instanceof InterruptedException) {
Thread.currentThread().interrupt();
String errorMessage = "Thread interrupted while waiting for
asynchronous operation: " + cause.getMessage();
throw new RuntimeException(errorMessage, cause);
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
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}
} else {
if (describeRepositoriesResponse != null) {
if (!describeRepositoriesResponse.repositories().isEmpty()) {
String repositoryUri =
describeRepositoriesResponse.repositories().get(@).repositoryUri();
System.out.println("Repository URI found: " +

repositoryUri);

} else {
System.out.println("No repositories found for the given
name.");
}
} else {

System.err.println("No response received from
describeRepositories.");

}
}

1)

response.join();
}
/**

* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).

* This method makes an asynchronous call to the ECR client to retrieve the
authorization token.

* If the operation is successful, the method prints the token to the
console.

* If an exception occurs, the method handles the exception and prints the
error message.

*

* @throws EcrException if there is an error retrieving the authorization
token from ECR.

* @throws RuntimeException if there is an unexpected error during the
operation.

*/
public void getAuthToken() {
CompletableFuture<GetAuthorizationTokenResponse> response =
getAsyncClient().getAuthorizationToken();
response.whenComplete((authorizationTokenResponse, ex) -> {
if (authorizationTokenResponse != null) {
AuthorizationData authorizationData =
authorizationTokenResponse.authorizationData().get(0);
String token = authorizationData.authorizationToken();
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if (!token.isEmpty()) {
System.out.println("The token was successfully retrieved.");
}
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex); // Rethrow the
exception

1)

response.join();

/**
* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
* @throws EcrException if an AWS error occurs while getting the repository
policy.
*/
public String getRepoPolicy(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

GetRepositoryPolicyRequest getRepositoryPolicyRequest =
GetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<GetRepositoryPolicyResponse> response =
getAsyncClient().getRepositoryPolicy(getRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy retrieved successfully.");
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
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String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);

}
}
1)
GetRepositoryPolicyResponse result = response.join();
return result != null ? result.policyText() : null;
}
/**

* Sets the repository policy for the specified ECR repository.

*

* @param repoName the name of the ECR repository.

* @param iamRole the IAM role to be granted access to the repository.

* @throws RepositoryPolicyNotFoundException if the repository policy does

not exist.
* @throws EcrException if there is an unexpected error
setting the repository policy.
*/
public void setRepoPolicy(String repoName, String iamRole) {
/*

This example policy document grants the specified AWS principal the
permission to perform the

‘ecr:BatchGetImage® action. This policy is designed to allow the
specified principal

to retrieve Docker images from the ECR repository.

*/
String policyDocumentTemplate = """
{
"Version":"2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {
"AWS" : "%s"
I
"Action" : "ecr:BatchGetImage"
11
}

man,
’

String policyDocument = String.format(policyDocumentTemplate, iamRole);
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SetRepositoryPolicyRequest setRepositoryPolicyRequest =
SetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.policyText(policyDocument)
.build();

CompletableFuture<SetRepositoryPolicyResponse> response =
getAsyncClient().setRepositoryPolicy(setRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy set successfully.");
} else {
Throwable cause = ex.getCause();
if (cause instanceof RepositoryPolicyNotFoundException) {
throw (RepositoryPolicyNotFoundException) cause;
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);

1)

response.join();

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
public void pushDockerImage(String repoName, String imageName) {
System.out.println("Pushing " + imageName + " to Amazon ECR will take a
few seconds.");
CompletableFuture<AuthConfig> authResponseFuture =
getAsyncClient().getAuthorizationToken()
.thenApply(response -> {
String token =
response.authorizationData().get(0).authorizationToken();
String decodedToken = new
String(Baseb4.getDecoder().decode(token));
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String password = decodedToken.substring(4);

DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);

assert repoData != null;

String registryURL = repoData.repositoryUri().split("/")[Q];

AuthConfig authConfig = new AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL);
return authConfig;
)
.thenCompose(authConfig -> {
DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();
Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);
getDockerClient().tagImageCmd(imageName + ":latest",
repoData.repositoryUri() + ":latest", imageName).exec();
try {

getDockerClient().pushImageCmd(repoData.repositoryUri()).withTag("echo-
text").withAuthConfig(authConfig).start().awaitCompletion();

System.out.println("The " + imageName + " was pushed to
ECR");

} catch (InterruptedException e) {
throw (RuntimeException) e.getCause();

}
return CompletableFuture.completedFuture(authConfig);

1)

authResponseFuture.join();

// Make sure local image echo-text exists.
public boolean isEchoTextImagePresent() {
try {
List<Image> images = getDockerClient().listImagesCmd().exec();
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boolean helloWorldFound = false;
for (Image image : images) {
String[] repoTags = image.getRepoTags();
if (repoTags != null) {
for (String tag : repoTags) {
if (tag.startsWith("echo-text")) {
System.out.println(tag);
helloWorldFound = true;

}

if (helloWorldFound) {
System.out.println("The local image named echo-text exists.");
return true;

} else {
System.out.println("The local image named echo-text does not

exist.");

return false;

}

} catch (DockerClientException ex) {
logger.error("ERROR: " + ex.getMessage());
return false;

o WE API SHHAEF , 5528 (AWS SDK for Java 2.x APl 2&) iy T 5IERE,

* CreateRepository

* DeleteRepository

» Describelmages

» DescribeRepositories

* GetAuthorizationToken

» GetRepositoryPolicy

+ SetRepositoryPolicy

» StartLifecyclePolicyPreview
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Kotlin

1# AR Kotlin #9 SDK

@ Note
GitHub EIRHEZ 56, SHTREH , I THMME AWS EX B HFEPRE
MEAT,

#1TR T~ Amazon ECR WEEM BB 1H1R,
import java.util.Scanner

/**
* Before running this Kotlin code example, set up your development environment,
including your credentials.

*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/setup.html
*

* This code example requires an IAM Role that has permissions to interact with
the Amazon ECR service.

*

* To create an IAM role, see:
*

* https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

*

* This code example requires a local docker image named echo-text. Without a
local image,

* this program will not successfully run. For more information including how to
create the local

* image, see:

*

* /scenarios/basics/ecr/README

*

*/
val DASHES = String(CharArray(80)).replace("\u0ooo", "-")

suspend fun main(args: Array<String>) {
val usage =
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Usage: <iamRoleARN> <accountId>

Where:
iamRoleARN - The IAM role ARN that has the necessary permissions to
access and manage the Amazon ECR repository.
accountId - Your AWS account number.

"t otrimIndent()

if (args.size != 2) {
println(usage)
return

var iamRole = args[0]

var localImageName: String

var accountId = args[1]

val ecrActions = ECRActions()

val scanner = Scanner(System. in’)

println(

The Amazon Elastic Container Registry (ECR) is a fully-managed Docker
container registry

service provided by AWS. It allows developers and organizations to
securely

store, manage, and deploy Docker container images.

ECR provides a simple and scalable way to manage container images
throughout their lifecycle,

from building and testing to production deployment.

The “EcrClient’ service client that is part of the AWS SDK for Kotlin
provides a set of methods to

programmatically interact with the Amazon ECR service. This allows
developers to

automate the storage, retrieval, and management of container images as
part of their application

deployment pipelines. With ECR, teams can focus on building and deploying
their

applications without having to worry about the underlying infrastructure
required to

host and manage a container registry.

TRERES

API fR7s 2015-09-21 296



Amazon ECR EREER

This scenario walks you through how to perform key operations for this
service.
Let's get started...

You have two choices:
1 - Run the entire program.
2 - Delete an existing Amazon ECR repository named echo-text (created
from a previous execution of
this program that did not complete).

"t trimIndent(),

while (true) {
val input = scanner.nextLine()

if (input.trim { it <= ' ' }.equals("1", ignoreCase = true)) {
println("Continuing with the program...")
println("")
break

} else if (input.trim { it <= ' ' }.equals("2", ignoreCase = true)) {
val repoName = "echo-text"
ecrActions.deleteECRRepository(repoName)
return

} else {

// Handle invalid input.
println("Invalid input. Please try again.")

waitForInputToContinue(scanner)
println(DASHES)
println(

1. Create an ECR repository.

The first task is to ensure we have a local Docker image named echo-
text.

If this image exists, then an Amazon ECR repository is created.
An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it easy

to store, manage, and deploy Docker container images.

nnn.trimIndent()r
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// Ensure that a local docker image named echo-text exists.
val doesExist = ecrActions.listlLocalImages()
val repoName: String
if (!doesExist) {
println("The local image named echo-text does not exist")

return

} else {
localImageName = "echo-text"
repoName = "echo-text"

val repoArn = ecrActions.createECRRepository(repoName).toString()
println("The ARN of the ECR repository is $repoArn")
waitForInputToContinue(scanner)

println(DASHES)
println(

2. Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function
is crucial for maintaining

the security and integrity of your container images. The repository
policy allows you to

define specific rules and restrictions for accessing and managing the
images stored within your ECR

repository.

"t trimIndent(),
)

waitForInputToContinue(scanner)
ecrActions.setRepoPolicy(repoName, iamRole)
waitForInputToContinue(scanner)

println(DASHES)
println(

3. Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.
""" otrimIndent(),
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waitForInputToContinue(scanner)

val policyText = ecrActions.getRepoPolicy(repoName)
println("Policy Text:")

println(policyText)

waitForInputToContinue(scanner)

println(DASHES)
println(

4. Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the
Amazon ECR registry.

The “getAuthorizationToken® method of the “EcrAsyncClient’ is responsible
for securely accessing

and interacting with an Amazon ECR repository. This operation is
responsible for obtaining a

valid authorization token, which is required to authenticate your
requests to the ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

" trimIndent(),
)
waitForInputToContinue(scanner)
ecrActions.getAuthToken()
waitForInputToContinue(scanner)

println(DASHES)
println(

5. Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to
deploy a container image to
a container orchestration platform like Amazon Elastic Kubernetes Service

(EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full
image URI,

which includes the ECR repository URI. This allows the container runtime
to pull the
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correct container image from the ECR repository.

"t trimIndent(),
)

waitForInputToContinue(scanner)

val repositoryURI: String? = ecrActions.getRepositoryURI(repoName)
println("The repository URI is $repositoryURI")
waitForInputToContinue(scanner)

println(DASHES)
println(

6. Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker images

stored in your ECR repositories.
These policies allow you to automatically remove old or unused Docker

images from your repositories,
freeing up storage space and reducing costs.

"t trimIndent(),
)

waitForInputToContinue(scanner)

val pol = ecrActions.setLifeCyclePolicy(repoName)
println(pol)

waitForInputToContinue(scanner)

println(DASHES)
println(

7. Push a docker image to the Amazon ECR Repository.

The “pushImageCmd() ™ method pushes a local Docker image to an Amazon ECR
repository.
It sets up the Docker client by connecting to the local Docker host using

the default port.
It then retrieves the authorization token for the ECR repository by

making a call to the AWS SDK.

The method uses the authorization token to create an ‘AuthConfig® object,
which is used to authenticate

the Docker client when pushing the image. Finally, the method tags the
Docker image with the specified
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repository name and image tag, and then pushes the image to the ECR
repository using the Docker client.

If the push operation is successful, the method prints a message
indicating that the image was pushed to ECR.

nnn.trimIndent()r

waitForInputToContinue(scanner)
ecrActions.pushDockerImage(repoName, localImageName)
waitForInputToContinue(scanner)

println(DASHES)

println("8. Verify if the image is in the ECR Repository.")
waitForInputToContinue(scanner)
ecrActions.verifyImage(repoName, localImageName)
waitForInputToContinue(scanner)

println(DASHES)
println("9. As an optional step, you can interact with the image in Amazon
ECR by using the CLI.")
println("Would you like to view instructions on how to use the CLI to run the
image? (y/n)")
val ans = scanner.nextLine().trim()
if (ans.equals("y", true)) {
val instructions = """
1. Authenticate with ECR - Before you can pull the image from Amazon ECR,
you need to authenticate with the registry. You can do this using the AWS CLI:

aws ecr get-login-password --region us-east-1 | docker login --
username AWS --password-stdin $accountId.dkr.ecr.us-east-1.amazonaws.com

2. Describe the image using this command:

aws ecr describe-images --repository-name $repoName --image-ids
imageTag=$localImageName

3. Run the Docker container and view the output using this command:

docker run --rm $accountId.dkr.ecr.us-east-1.amazonaws.com/$repoName:
$localImageName

println(instructions)
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waitForInputToContinue(scanner)

println(DASHES)
println("10. Delete the ECR Repository.")
println(

If the repository isn't empty, you must either delete the contents of the
repository

or use the force option (used in this scenario) to delete the repository
and have Amazon ECR delete all of its contents

on your behalf.

"t trimIndent(),
)
println("Would you like to delete the Amazon ECR Repository? (y/n)")
val delAns = scanner.nextLine().trim { it <= ' ' }

if (delAns.equals("y", ignoreCase = true)) {
println("You selected to delete the AWS ECR resources.")
waitForInputToContinue(scanner)
ecrActions.deleteECRRepository(repoName)

println(DASHES)
println("This concludes the Amazon ECR SDK scenario")
println(DASHES)

private fun waitForInputToContinue(scanner: Scanner) {
while (true) {
println("")
println("Enter 'c' followed by <ENTER> to continue:")
val input = scanner.nextLine()

if (input.trim { it <= ' ' }.equals("c", ignoreCase = true)) {
println("Continuing with the program...")
println("")
break

} else {

// Handle invalid input.
println("Invalid input. Please try again.")
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Amazon ECR SDK FEM3EHRXEA.

import aws.sdk.kotlin.services.ecr.EcrClient

import aws.sdk.kotlin.services.ecr.model.CreateRepositoryRequest

import aws.sdk.kotlin.services.ecr.model.DeleteRepositoryRequest

import aws.sdk.kotlin.services.ecr.model.DescribeImagesRequest

import aws.sdk.kotlin.services.ecr.model.DescribeRepositoriesRequest
import aws.sdk.kotlin.services.ecr.model.EcrException

import aws.sdk.kotlin.services.ecr.model.GetRepositoryPolicyRequest
import aws.sdk.kotlin.services.ecr.model.Imageldentifier

import aws.sdk.kotlin.services.ecr.model.RepositoryAlreadyExistsException
import aws.sdk.kotlin.services.ecr.model.SetRepositoryPolicyRequest
import aws.sdk.kotlin.services.ecr.model.StartLifecyclePolicyPreviewRequest
import com.github.dockerjava.api.DockerClient

import com.github.dockerjava.api.command.DockerCmdExecFactory

import com.github.dockerjava.api.model.AuthConfig

import com.github.dockerjava.core.DockerClientBuilder

import com.github.dockerjava.netty.NettyDockerCmdExecFactory

import java.io.IOException

import java.util.Base64

class ECRActions {
private var dockerClient: DockerClient? = null

private fun getDockerClient(): DockerClient? {
val osName = System.getProperty("os.name")
if (osName.startsWith("Windows")) {
// Make sure Docker Desktop is running.
val dockerHost = "tcp://localhost:2375" // Use the Docker Desktop
default port.
val dockerCmdExecFactory: DockerCmdExecFactory =

NettyDockerCmdExecFactory().withReadTimeout(20000).withConnectTimeout (20000 )
dockerClient =
DockerClientBuilder.getInstance(dockerHost).withDockerCmdExecFactory(dockerCmdExecFactoz
} else {
dockerClient = DockerClientBuilder.getInstance().build()
}

return dockerClient

/**

* Sets the lifecycle policy for the specified repository.
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*

* @param repoName the name of the repository for which to set the lifecycle
policy.
*/
suspend fun setLifeCyclePolicy(repoName: String): String? {
val polText =

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sincelImagePushed",
"countUnit": "days",
"countNumber": 14
I
"action": {
"type": "expire"
}
}
]
}
""" otrimIndent()

val lifecyclePolicyPreviewRequest =
StartLifecyclePolicyPreviewRequest {
lifecyclePolicyText = polText
repositoryName = repoName

// Execute the request asynchronously.
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.startLifecyclePolicyPreview(lifecyclePolicyPreviewRequest)
return response.lifecyclePolicyText

/**
* Retrieves the repository URI for the specified repository name.
*
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* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
*/
suspend fun getRepositoryURI(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeRepositoriesResponse =
ecrClient.describeRepositories(request)
if (!describeRepositoriesResponse.repositories?.isEmpty()!!) {

return
describeRepositoriesResponse?.repositories?.get(0)?.repositoryUri
} else {
println("No repositories found for the given name.")
return ""
}
}
}
/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
*
*/
suspend fun getAuthToken() {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(Q)
val token = authorizationData?.authorizationToken
if (token != null) {
println("The token was successfully retrieved.")
}
}
}
/**
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* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
*/
suspend fun getRepoPolicy(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

// Create the request
val getRepositoryPolicyRequest =
GetRepositoryPolicyRequest {
repositoryName = repoName
}
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.getRepositoryPolicy(getRepositoryPolicyRequest)
val responseText = response.policyText
return responseText

/**
* Sets the repository policy for the specified ECR repository.
*
* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
*/
suspend fun setRepoPolicy(
repoName: String?,
iamRole: String?,

) {
val policyDocumentTemplate =
{
"Version":"2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
"Effect" : "Allow",
"Principal” : {
"AWS" : "$iamRole"
1,
"Action" : "ecr:BatchGetImage"
1]
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"t trimIndent()
val setRepositoryPolicyRequest =
SetRepositoryPolicyRequest {
repositoryName = repoName
policyText = policyDocumentTemplate

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.setRepositoryPolicy(setRepositoryPolicyRequest)
if (response != null) {
println("Repository policy set successfully.")

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.
* @throws RepositoryAlreadyExistsException if the repository exists.
* @throws EcrException if an error occurs while creating the
repository.
*/
suspend fun createECRRepository(repoName: String?): String? {
val request =
CreateRepositoryRequest {
repositoryName = repoName

return try {

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response = ecrClient.createRepository(request)
response.repository?.repositoryArn

}

} catch (e: RepositoryAlreadyExistsException) {
println("Repository already exists: $repoName")
repoName?.let { getRepoARN(it) }

} catch (e: EcrException) {
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println("An error occurred: ${e.messagel}")
null

suspend fun getRepoARN(repoName: String): String? {

// Fetch the existing repository's ARN.

val describeRequest =
DescribeRepositoriesRequest {

repositoryNames = listOf(repoName)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeResponse =

ecrClient.describeRepositories(describeRequest)

return describeResponse.repositories?.get(0)?.repositoryArn

fun listlLocalImages(): Boolean = try {
val images = getDockerClient()?.listImagesCmd()?.exec()
images?.any { image ->
image.repoTags?.any { tag -> tag.startsWith("echo-text") } ?: false
} ?: false
} catch (ex: Exception) {
println("ERROR: ${ex.messagel}")
false

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
suspend fun pushDockerImage(
repoName: String,
imageName: String,
) {
println("Pushing $imageName to $repoName will take a few seconds")
val authConfig = getAuthConfig(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->

TREREE API fR7s 2015-09-21 308



Amazon ECR EREER

val desRequest =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

val describeRepoResponse = ecrClient.describeRepositories(desRequest)
val repoData =
describeRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
?: throw RuntimeException("Repository not found: $repoName")

val tagImageCmd = getDockerClient()?.tagImageCmd("$imageName",
"${repoData.repositoryUril}", imageName)
if (tagImageCmd != null) {
tagImageCmd.exec()
}
val pushImageCmd =
repoData.repositoryUri?.let {
dockerClient?.pushImageCmd(it)
// ?.withTag("latest")
?.withAuthConfig(authConfig)

try {
if (pushImageCmd != null) {
pushImageCmd.start().awaitCompletion()
}
println("The $imageName was pushed to Amazon ECR")
} catch (e: IOException) {
throw RuntimeException(e)

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
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imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
ImageIdentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

* Deletes an ECR (Elastic Container Registry) repository.

* @param repoName the name of the repository to delete.
*/
suspend fun deleteECRRepository(repoName: String) {
if (repoName.isNullOrEmpty()) {
throw IllegalArgumentException("Repository name cannot be null or
empty")
}

val repositoryRequest =
DeleteRepositoryRequest {
force = true
repositoryName = repoName
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EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
ecrClient.deleteRepository(repositoryRequest)
println("You have successfully deleted the $repoName repository")

// Return an AuthConfig.
private suspend fun getAuthConfig(repoName: String): AuthConfig {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(0)
val token = authorizationData?.authorizationToken
val decodedToken = String(Baseb4.getDecoder().decode(token))
val password = decodedToken.substring(4)

val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

val descrRepoResponse = ecrClient.describeRepositories(request)
val repoData = descrRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
val registryURL: String =
repoData?.repositoryUri?.split("/")?.get(@) 2: ""

return AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL)

« WZE API SHHAE , 5528 (AWS SDK for Kotlin APl 2£) FhH T3 £,

» CreateRepository

» DeleteRepository

« Describelmages
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class ECRGettingStarted:

A scenario that demonstrates how to use Boto3 to perform basic operations

using
Amazon ECR.

def __init_ (
self,
ecr_wrapper: ECRWrapper,
docker_client: docker.DockerClient,

self.ecr_wrapper = ecr_wrapper
self.docker_client = docker_client
self.tag = "echo-text"
self.repository_name = "ecr-basics"
self.docker_image = None
self.full_tag_name = None
self.repository = None

def run(self, role_arn: str) -> None:
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Runs the scenario.

print(
The Amazon Elastic Container Registry (ECR) is a fully-managed Docker container
registry
service provided by AWS. It allows developers and organizations to securely
store, manage, and deploy Docker container images.
ECR provides a simple and scalable way to manage container images throughout
their lifecycle,
from building and testing to production deployment.

The “ECRWrapper' class is a wrapper for the Boto3 'ecr' client. The 'ecr' client
provides a set of methods to

programmatically interact with the Amazon ECR service. This allows developers to
automate the storage, retrieval, and management of container images as part of
their application

deployment pipelines. With ECR, teams can focus on building and deploying their
applications without having to worry about the underlying infrastructure required
to

host and manage a container registry.

This scenario walks you through how to perform key operations for this service.
Let's get started...

)
press_enter_to_continue()
print_dashes()
print(
Frmn
* Create an ECR repository.

An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it easy
to store, manage, and deploy Docker container images.

)

print(f"Creating a repository named {self.repository_namel}")

self.repository =
self.ecr_wrapper.create_repository(self.repository_name)

print(f"The ARN of the ECR repository is
{self.repository['repositoryArn']}")

repository_uri = self.repository["repositoryUri"]

press_enter_to_continue()
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print_dashes()

print(
.FIIIIII
* Build a Docker image.

Create a local Docker image if it does not already exist.
A Python Docker client is used to execute Docker commands.
You must have Docker installed and running.

)

print(f"Building a docker image from 'docker_files/Dockerfile'")

self.full_tag_name = f"{repository_uri}:{self.tag}"

self.docker_image = self.docker_client.images.build(
path="docker_files", tag=self.full_tag_name

)[0]

print(f"Docker image {self.full_tag_name} successfully built.")

press_enter_to_continue()

print_dashes()

if role_arn is None:
print(
* Because an IAM role ARN was not provided, a role policy will not be set for
this repository.

)
else:
print(

* Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function is
crucial for maintaining

the security and integrity of your container images. The repository policy allows
you to

define specific rules and restrictions for accessing and managing the images
stored within your ECR

repository.

self.grant_role_download_access(role_arn)
print(f"Download access granted to the IAM role ARN {role_arn}")
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press_enter_to_continue()
print_dashes()

print(

* Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.

)

policy_text =
self.ecr_wrapper.get_repository_policy(self.repository_name)

print("Policy Text:")

print(f"{policy_text}")

press_enter_to_continue()

print_dashes()

print(

* Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the Amazon
ECR registry.

The ‘get_authorization_token™ method of the “ecr’ client is responsible for
securely accessing

and interacting with an Amazon ECR repository. This operation is responsible for
obtaining a

valid authorization token, which is required to authenticate your requests to the

ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

)

authorization_token = self.ecr_wrapper.get_authorization_token()
print("Authorization token retrieved.")
press_enter_to_continue()

print_dashes()

print(

* Get the ECR Repository URI.
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The URI of an Amazon ECR repository is important. When you want to deploy a
container image to

a container orchestration platform like Amazon Elastic Kubernetes Service (EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full image
URI,

which includes the ECR repository URI. This allows the container runtime to pull
the

correct container image from the ECR repository.

)

repository_descriptions = self.ecr_wrapper.describe_repositories(
[self.repository_name]

)

repository_uri = repository_descriptions[@]["repositoryUri"]

print(f"Repository URI found: {repository_uri}")

press_enter_to_continue()

print_dashes()

print(

* Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker images stored
in your ECR repositories.

These policies allow you to automatically remove old or unused Docker images from
your repositories,

freeing up storage space and reducing costs.

This example policy helps to maintain the size and efficiency of the container
registry

by automatically removing older and potentially unused images, ensuring that the
storage is optimized and the registry remains up-to-date.

)

press_enter_to_continue()

self.put_expiration_policy()

print(f"An expiration policy was added to the repository.")
print_dashes()

print(

* Push a docker image to the Amazon ECR Repository.
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The Docker client uses the authorization token is used to authenticate the when
pushing the image to the
ECR repository.

baseb4.

image?

)

decoded_authorization =
b64decode(authorization_token).decode("utf-8")
username, password = decoded_authorization.split(":")

resp = self.docker_client.api.push(
repository=repository_uri,
auth_config={"username": username, "password": password},
tag=self.tag,
stream=True,
decode=True,

for line in resp:
print(line)

print_dashes()

print("* Verify if the image is in the ECR Repository.")
image_descriptions = self.ecr_wrapper.describe_images(
self.repository_name, [self.tag]
)
if len(image_descriptions) > 0:
print("Image found in ECR Repository.")
else:
print("Image not found in ECR Repository.")
press_enter_to_continue()
print_dashes()

print(

"* As an optional step, you can interact with the image in Amazon ECR
by using the CLI."

)
if g.ask(

"Would you like to view instructions on how to use the CLI to run the

(y/m)",

g.is_yesno,

print(
..FIIIIII
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1. Authenticate with ECR - Before you can pull the image from Amazon ECR, you
need to authenticate with the registry. You can do this using the AWS CLI:

aws ecr get-login-password --region us-east-1 | docker login --username AWS
--password-stdin {repository_uri.split("/")[0]}

2. Describe the image using this command:

aws ecr describe-images --repository-name {self.repository_name} --image-ids
imageTag={self.tag}

3. Run the Docker container and view the output using this command:

docker run --rm {self.full_tag_name}

self.cleanup(Tzrue)

def cleanup(self, ask: bool):
Deletes the resources created in this scenario.
:param ask: If True, prompts the user to confirm before deleting the
resources.
if self.repository is not None and (
not ask
or q.ask(
f"Would you like to delete the ECR repository
'{self.repository_name}? (y/n) "
)

print(f"Deleting the ECR repository '{self.repository_name}'.")
self.ecr_wrapper.delete_repository(self.repository_name)

if self.full_tag_name is not None and (
not ask
or q.ask(
f"Would you like to delete the local Docker image
'{self.full_tag_name}? (y/n) "
)

print(f"Deleting the docker image '{self.full_tag_name}'.")
self.docker_client.images.remove(self.full_tag_name)
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def grant_role_download_access(self, role_arn: str):
Grants the specified role access to download images from the ECR
repository.

:param role_arn: The ARN of the role to grant access to.
policy_json = {

"Version":"2012-10-17",

"Statement": [

{
"Sid": "AllowDownload",
"Effect": "Allow",
"Principal": {"AWS": role_arn},
"Action": ["ecr:BatchGetImage"],
}

1,

self.ecr_wrapper.set_repository_policy(
self.repository_name, json.dumps(policy_json)

def put_expiration_policy(self):

Puts an expiration policy on the ECR repository.
policy_json = {
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",

"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14,

I

"action": {"type": "expire"},
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self.ecr_wrapper.put_lifecycle_policy(
self.repository_name, json.dumps(policy_json)
)
if __name__ == "__main__":

parser = argparse.ArgumentParser(
description="Run Amazon ECR getting started scenario."
)
parser.add_argument(
"--iam-role-arn",
type=str,
default=None,
help="an optional IAM role ARN that will be granted access to download

images from a repository.",

required=False,

)
parser.add_argument(

"--no-art",

action="store_true",

help="accessibility setting that suppresses art in the console output.",
)

args = parser.parse_args()
no_art = args.no_art
iam_role_arn = args.iam_role_azrn
demo = None
a_docker_client = None
try:
a_docker_client = docker.from_env()
if not a_docker_client.ping():
raise docker.errors.DockerException("Docker is not running.")
except docker.errors.DockerException as err:
logging.error(
The Python Docker client could not be created.
Do you have Docker installed and running?
Here is the error message:
%S

mmn
’

err,

)

sys.exit("Error with Docker.")
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try:
an_ecr_wrapper = ECRWrapper.from_client()
demo = ECRGettingStarted(an_ecr_wrapper, a_docker_client)
demo.run(iam_role_arn)

except Exception as exception:
logging.exception("Something went wrong with the demo!")
if demo is not None:
demo.cleanup(False)

‘B8 Amazon ECR Ei4E#Y ECRWrapper ¥ 7l,

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def create_repository(self, repository_name: str) -> dict[str, any]:

Creates an ECR repository.

:param repository_name: The name of the repository to create.
:return: A dictionary of the created repository.
try:
response =
self.ecr_client.create_repository(repositoryName=repository_name)
return response["repository"]
except ClientError as err:
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if err.response["Error"]["Code"] ==
"RepositoryAlreadyExistsException":
print(f"Repository {repository_name} already exists.")
response = self.ecr_client.describe_repositories(
repositoryNames=[repository_name]
)
return self.describe_repositories([repository_name])[0]
else:
logger.error(
"Error creating repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],
)

raise

def delete_repository(self, repository_name: str):

Deletes an ECR repository.

:param repository_name: The name of the repository to delete.
try:
self.ecr_client.delete_repository(
repositoryName=repository_name, force=True
)
print(f"Deleted repository {repository_name}.")
except ClientError as err:
logger.error(
"Couldn't delete repository %s.. Here's why %s",
repository_name,
err.response["Error"]["Message"],
)

raise

def set_repository_policy(self, repository_name: str, policy_text: str):

Sets the policy for an ECR repository.

:param repository_name: The name of the repository to set the policy for.
:param policy_text: The policy text to set.

try:
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self.ecr_client.set_repository_policy(
repositoryName=repository_name, policyText=policy_text

)

print(f"Set repository policy for repository {repository_name}.")

except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":

logger.error("Repository does not exist. %s.", repository_name)
raise

else:
logger.error(

"Couldn't set repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

def get_repository_policy(self, repository_name: str) -> str:

Gets the policy for an ECR repository.

:param repository_name: The name of the repository to get the policy for.
:return: The policy text.

try:
response = self.ecr_client.get_repository_policy(
repositoryName=repository_name
)
return response["policyText"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.'", repository_name)

raise
else:
logger.errox(
"Couldn't get repository policy for repository %s. Here's why
%s",
repository_name,
err.response["Error"]["Message"],
)
raise
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def get_authorization_token(self) -> str:

Gets an authorization token for an ECR repository.

:return: The authorization token.
try:
response = self.ecr_client.get_authorization_token()
return response["authorizationData"][@]["authorizationToken"]
except ClientError as err:
logger.error(
"Couldn't get authorization token. Here's why %s",
err.response["Error"]["Message"],

)

raise

def describe_repositories(self, repository_names: list[str]) -> list[dict]:

Describes ECR repositories.

:param repository_names: The names of the repositories to describe.
:return: The list of repository descriptions.
try:
response = self.ecr_client.describe_repositories(
repositoryNames=repository_names
)
return response["repositories"]
except ClientError as err:
logger.error(
"Couldn't describe repositories. Here's why %s",
err.response["Error"]["Message"],

)

raise

def put_lifecycle_policy(self, repository_name: str, lifecycle_policy_text:
str):

Puts a lifecycle policy for an ECR repository.
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:param repository_name: The name of the repository to put the lifecycle
policy for.
:param lifecycle_policy_text: The lifecycle policy text to put.
try:
self.ecr_client.put_lifecycle_policy(
repositoryName=repository_name,
lifecyclePolicyText=1ifecycle_policy_text,
)
print(f"Put lifecycle policy for repository {repository_name}.")
except ClientError as err:
logger.errox(
"Couldn't put lifecycle policy for repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def describe_images(
self, repository_name: str, image_ids: list[str] = None
) -> list[dict]:

Describes ECR images.

:param repository_name: The name of the repository to describe images
for.
:param image_ids: The optional IDs of images to describe.
:return: The list of image descriptions.
try:
params = {
"repositoryName": repository_name,
}
if image_ids is not None:
params["imageIds"] = [{"imageTag": tag} for tag in image_ids]

paginator = self.ecr_client.get_paginator("describe_images")
image_descriptions = []
for page in paginator.paginate(**params):
image_descriptions.extend(page["imageDetails"])
return image_descriptions
except ClientError as err:
logger.errox(
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"Couldn't describe images. Here's why %s",
err.response["Error"]["Message"],

)

raise

- WZE AP| FHHE , 528 (GEAM Python (Boto3) IAWS SDK APl &) iy R 5lE
EEO
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THEXFEEFIREBAER CreateRepository,

IR AEEANENGHE  LEERARTDPHT, EUUETIENGEFINABZIFEELE
1E -

TR

« Amazon ECR AF§

CLI

AWS CLI

P 1: BUREE

T3l create-repository S8 HIRFAREHETEENDEZHANEILRTE.

aws ecr create-repository \
--repository-name project-a/sample-repo

B

"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",

B
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"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo"

}

WMEFMER , 528 (Amazon ECR A EER) PMEILRFE.
g6 2 : BV UMGEBR T SURENFHETE

T % create-repository EIflEEIIRFEREHFED , BIHEHEBTEMMBRENRT
E.

aws ecr create-repository \
--repository-name project-a/sample-repo \
--image-tag-mutability IMMUTABLE

B

"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo",
"imageTagMutability": "IMMUTABLE"

MEFHMER , 5528 (Amazon ECR EFAEIER) HHMGER &4,
gl 3 BUURRERRENREE

T 5| create-repository SIS BURFE , HEEATIRFAREFHFEPHNRGHILR |

BITIREEHE,
aws ecr create-repository \

--repository-name project-a/sample-repo \
--image-scanning-configuration scanOnPush=true

L7 i
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"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo",
"imageScanningConfiguration": {
"scanOnPush": true

MEHMET , 528 (Amazon ECR A &) PHIMBGEE,
« W13 API BB |, 5528 (AWS CLI isS2#) F# CreateRepository.

Java

SDK for Java 2.x

@ Note
GitHub FIREEZ &, SKTEREH , I 7 HMAE AWS ZXIFE P FEFRE
MEATT,
/**

* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.

*

* @param repoName the name of the repository to create.

* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws IllegalArgumentException If repository name is invalid.

* @throws RuntimeException if an error occurs while creating the
repository.

*/

public String createECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

CreateRepositoryRequest request = CreateRepositoryRequest.builder()
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.repositoryName(repoName)
.build();

CompletableFuture<CreateRepositoryResponse> response =
getAsyncClient().createRepository(request);
try {
CreateRepositoryResponse result = response.join();
if (result != null) {
System.out.println("The " + repoName + " repository was created
successfully.");
return result.repository().repositoryArn();
} else {
throw new RuntimeException("Unexpected response type");
}
} catch (CompletionException e) {
Throwable cause = e.getCause();
if (cause instanceof EcrException ex) {
if
("RepositoryAlreadyExistsException".equals(ex.awsErrorDetails().errorCode())) {
System.out.println("The Amazon ECR repository already exists,
moving on...");
DescribeRepositoriesRequest describeRequest =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();
DescribeRepositoriesResponse describeResponse =
getAsyncClient().describeRepositories(describeRequest).join();
return
describeResponse.repositories().get(@).repositoryArn();
} else {
throw new RuntimeException(ex);
}
} else {
throw new RuntimeException(e);

- 1% API F#IE R , 5528 (AWS SDK for Java 2.x APl &) H#J CreateRepository,
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Kotlin

1# AR Kotlin #9 SDK

(® Note
GitHub LR EZ &, SHTREHH| , I 7T HEMNATE AWS BEXBEHFREFEPRE
M#ITo
/**

* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.

*

* @param repoName the name of the repository to create.

* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws RepositoryAlreadyExistsException if the repository exists.

* @throws EcrException if an error occurs while creating the
repository.

*/

suspend fun createECRRepository(repoName: String?): String? {
val request =
CreateRepositoryRequest {
repositoryName = repoName

return try {

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response = ecrClient.createRepository(request)
response.repository?.repositoryArn

}

} catch (e: RepositoryAlreadyExistsException) {
println("Repository already exists: $repoName")
repoName?.let { getRepoARN(it) }

} catch (e: EcrException) {
println("An error occurred: ${e.messagel}")
null
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- W% API FFHRER , F28 (EARM Kotlin WAWS SDK APl &) H
CreateRepository.

3
W%

Python

EAR Python B9 SDK (Boto3)

® Note
GitHub FiR It EZ%i6l, SKTEEH , X THRIOME AWS BXHEHFIFEFEPRE
MEITo

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def create_repository(self, repository_name: str) -> dict[str, any]:

Creates an ECR repository.

:param repository_name: The name of the repository to create.
:return: A dictionary of the created repository.
try:
response =
self.ecr_client.create_repository(repositoryName=repository_name)
return response["repository"]
except ClientError as err:
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if err.response["Error"]["Code"] ==
"RepositoryAlreadyExistsException":
print(f"Repository {repository_name} already exists.")
response = self.ecr_client.describe_repositories(
repositoryNames=[repository_name]
)
return self.describe_repositories([repository_name])[0]
else:
logger.error(
"Error creating repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],
)

raise

- N API FHHER , 582E (AWS SDK for Python (Boto3) API &) Y
CreateRepository.,

SAP ABAP

HAMN SAP ABAP WEREH

(@ Note
GitHub LR E Z&i6], SHTEEH , X 7THRMMEE AWS BEXIEHIFHFEDRE
M#1To
TRY.

iv_repository_name = 'my-repository'

oo_result = lo_ecr->createrepository(

iv_repositoryname = iv_repository_name ).

DATA(lv_repository_uri) = oo_result->get_repository( )-
>get_repositoryuri( ).

MESSAGE |Repository created with URI: { lv_repository_uri }| TYPE 'I'.

CATCH /awsl/cx_ecrrepositoryalrexex.

" If repository already exists, retrieve it

DATA 1t_repo_names TYPE /awsl/
cl_ecrrepositorynamels@0=>tt_repositorynamelist.
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APPEND NEW /awsl/cl_ecrrepositorynamels@@( iv_value =
iv_repository_name ) TO 1lt_repo_names.
DATA(lo_describe_result) = lo_ecr-
>describerepositories( it_repositorynames = lt_repo_names ).
DATA(1lt_repos) = lo_describe_result->get_repositories( ).
IF lines( lt_repos ) > 0.
READ TABLE 1t_repos INDEX 1 INTO DATA(lo_repo).
oo_result = NEW /awsl/cl_ecrcrerepositoryrsp( io_repository =
lo_repo ).
MESSAGE |Repository { iv_repository_name } already exists.| TYPE 'I'.
ENDIF.
ENDTRY.

- WEFE AP FHHEF , E2E GERARN AWS SAP ABAP #J SDK API &) 11
CreateRepository.

MFE AWS SDK R ABEBANEA RSN TRFE , 52 H B SDK £/ Amazon ECR AWS,
HEEHISERAFINETAMERR SDK HFHEET.

DeleteRepository #&# AWS SDK = CLI £
T 5K IBE I REMAIFEA DeleteRepository,

BEEHIRABREANEXNGESE  LEERABTHPHT, BAUUETIHIEXNGEANABEIFEELE
=

. THREXREES
« Amazon ECR AF§

CLI
AWS CLI
i Bk f 77 o=

T %l delete-repository €l S EAFIMRIEFEREHEREPIEENRETE, NRFFE
SEWE , AIEE --force &,

aws ecr delete-repository \
--repository-name ubuntu \
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--force

B
{
"repository": {
"registryId": "123456789012",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/ubuntu"
}
}

MEFHMEN , 528 (Amazon ECR EAEIERE) FHMBRETE.
- WNZE API FHAER , 52 (AWS CLI 8522 ) H i DeleteRepository.

\\‘ﬁb

Java

SDK for Java 2.x

(® Note
GitHub LR E 2 &, SHTEEH , X 7 HRMMAE AWS BB R FEFRE
MEAT,
/**

* Deletes an ECR (Elastic Container Registry) repository.

* @param repoName the name of the repository to delete.
* @throws IllegalArgumentException if the repository name is null or empty.
* @throws EcrException if there is an error deleting the repository.
* @throws RuntimeException if an unexpected error occurs during the deletion
process.
*/
public void deleteECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException('"Repository name cannot be null or
empty");
}
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DeleteRepositoryRequest repositoryRequest =
DeleteRepositoryRequest.builder()
.force(true)
.repositoryName(repoName)
.build();

CompletableFuture<DeleteRepositoryResponse> response =
getAsyncClient().deleteRepository(repositoryRequest);
response.whenComplete((deleteRepositoryResponse, ex) -> {
if (deleteRepositoryResponse != null) {
System.out.println("You have successfully deleted the " +
repoName + " repository");
} else {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}
1)

// Wait for the CompletableFuture to complete
response.join();

- N API F¥IEF , 5528 (AWS SDK for Java 2.x APl &2 ) A # DeleteRepository,

Kotlin

EAR Kotlin 8 SDK

® Note
GitHub IRt ESE A, BREBEH , I TRNAE AWS BXBHAIREERRE
MET,
/**
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* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
*/
suspend fun deleteECRRepository(repoName: String) {
if (repoName.isNullOrEmpty()) {
throw IllegalArgumentException("Repository name cannot be null or
empty")
}

val repositoryRequest =
DeleteRepositoryRequest {
force = true
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
ecrClient.deleteRepository(repositoryRequest)
println("You have successfully deleted the $repoName repository")

« WNE API SHAET , B2 GEAR Kotlin BWAWS SDK API 2#) f#y DeleteRepository.

Python

EAR Python #9 SDK (Boto3)

(® Note
GitHub FIRMMEZ &6, SRR , I T HAAE AWS EXIFE IR IFEPRE
METT,

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":
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Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def delete_repository(self, repository_name: str):

Deletes an ECR repository.

:param repository_name: The name of the repository to delete.
try:
self.ecr_client.delete_repository(
repositoryName=repository_name, force=True
)
print(f"Deleted repository {repository_name}.")
except ClientError as err:
logger.error(
"Couldn't delete repository %s.. Here's why %s",
repository_name,
err.response["Error"]["Message"],
)

raise

- N API F¥HIEF , 528 (AWS SDK for Python (Boto3) APl &&) Ay
DeleteRepository,

SAP ABAP

EAR SAP ABAP MR & EH

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7 FENMAE AWS EXFEFHEFEPRE
M#1To
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TRY.
" iv_repository_name = 'my-repository'
lo_ecr->deleterepository(

iv_repositoryname = iv_repository_name
iv_force = abap_true ).
MESSAGE |Repository { iv_repository_name } deleted.| TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.
ENDTRY.

- WIE API BT , F2E CGERAM AWS SAP ABAP B SDK APl 2&#) dify
DeleteRepository,

WNZE AWS SDK I A EEmMENIBE SN TEEE | 5520 2B SDK #H Amazon ECR AWS,
WEEHLIEFBAMANERFMENR SDK BEFHE .

DescribeImages #&& AWS SDK = CLI £/
THEXEEFIREB A EA DescribeImages,

BEEHFIRAEEANEXNGRESE  LEERBTPHT, BAUUETIEXNBEFINAEIFEENLE
=

- TREXGE

CLI
AWS CLI
R EERBRE&

T%ldescribe-images#ifi| R fffEcluster-autoscalerEFREGEE v MENFHFHAE
#Avl.13.6,

aws ecr describe-images \
--repository-name cluster-autoscaler \
--image-ids imageTag=v1.13.6

B
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{
"imageDetails": [
{
"registryId": "012345678910",
"repositoryName": "cluster-autoscaler",
"imageDigest":
"sha256:4al1c6567c38904384ebcb4e35b7eeddd8451110c299e3368d2210066487d97e5",
"imageTags": [
"v1.13.6"
1,
"imageSizeInBytes": 48318255,
"imagePushedAt": 1565128275.0
}
]
}

- WE API SAEA , 528 (AWS CLI & 52#£) ®hiy Describelmages.

Java

SDK for Java 2.x

(® Note
GitHub FIRMMEZEHI, SKREREH| , I T HAAE AWS EXIFE I F#1FEPERE
MEATT,
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
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.repositoryName(repositoryName)
.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

- 1% API F##IE A , 5528 (AWS SDK for Java 2.x APl 22&) i Describelmages.
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Kotlin

1# AR Kotlin #9 SDK

(® Note
GitHub LR EZ &, SHTREHH| , I 7T HEMNATE AWS BEXBEHFREFEPRE
M#ITo
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
Imageldentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
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} else {
println("Image is not present in the repository.")

- N API FHEF , 528 GEAR Kotlin BWAWS SDK API £2£) ®1fy Describelmages.

Python

B AR Python #9 SDK (Boto3)

(@ Note
GitHub EIRHEZ &6, SHTREH , I T HMME AWS EXREHIHFEPRE
MEATT,

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def describe_images(
self, repository_name: str, image_ids: list[str] = None
) -> list[dict]:

Describes ECR images.
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:param repository_name: The name of the repository to describe images
for.
:param image_ids: The optional IDs of images to describe.
:return: The list of image descriptions.
try:
params = {
"repositoryName": repository_name,
}
if image_ids is not None:
params["imageIds"] = [{"imageTag": tag} for tag in image_ids]

paginator = self.ecr_client.get_paginator("describe_images")

image_descriptions = []

for page in paginator.paginate(**params):
image_descriptions.extend(page["imageDetails"])

return image_descriptions

except ClientError as err:

logger.error(
"Couldn't describe images. Here's why %s",
err.response["Error"]["Message"],

)

raise

- NE API FHEF , 528 GERAM Python (Boto3) B9 AWS SDK APl £#) thiy
Describelmages,

SAP ABAP

AR SAP ABAP WA EH

(® Note
GitHub FRMEZEHH, SHTEEH , X 7HENAE AWS BXFEFIREFERRE
M#ITo
TRY.
" iv_repository_name = 'my-repository'
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" it_image_ids = VALUE #( ( NEW /awsl/cl_ecrimageidentifier( iv_imagetag
= 'latest' ) ) )
IF it_image_ids IS NOT INITIAL.
oo_result = lo_ecr->describeimages(
iv_repositoryname = iv_repository_name
it_imageids = it_image_ids ).
ELSE.
oo_result = lo_ecr->describeimages(
iv_repositoryname = iv_repository_name ).
ENDIF.
DATA(1lt_image_details) = oo_result->get_imagedetails( ).
MESSAGE |Found { lines( 1lt_image_details ) } images in repository.| TYPE

CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.
CATCH /awsl/cx_ecrimagenotfoundex.
MESSAGE 'Image not found.' TYPE 'I'.
CATCH /awsl/cx_ecrinvalidparameterex.
MESSAGE 'Invalid parameter provided.' TYPE 'I'.
ENDTRY.

- WIE API BT , F2E GERAM AWS SAP ABAP #J SDK APl 2&#) dify
Describelmages,

WNZE AWS SDK I A EEmMENIBEFINTEEE | 5520 2B SDK #H Amazon ECR AWS,
WEEHLIEEBARANERFMENR SDK EFHE .

DescribeRepositories & AWS SDK = CLI £
THRXFE I REMIEA DescribeRepositories,

BEEHFIRAEEANENGHESE  LEERABTPHT, BAUETIEXNBEAINABEIFEELE
1 -

- THRESEE

CLI
AWS CLI

HREBETNEEE
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I EB B R IR P TR B 88 PR 17

AA .
mT -

aws ecr describe-repositories

B
{
"repositories": [
{
"registryId": "012345678910",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/
ubuntu"
1,
{
"registryId": "012345678910",
"repositoryName": "test",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/test"
}
]
}

- WNZE API FHHIEF , 28 (AWS CLI s 52 %) HH DescribeRepositories,

Java

SDK for Java 2.x

@ Note
GitHub FIREEZ &, SKTERES , I 7 HMAE AWS ZXIFE P F#FEFRE
MEATT,
/**

* Retrieves the repository URI for the specified repository name.
*

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
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* @throws EcrException if there is an error retrieving the repository
information.
* @throws CompletionException if the asynchronous operation completes
exceptionally.
*/
public void getRepositoryURI(String repoName) {
DescribeRepositoriesRequest request =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();

CompletableFuture<DescribeRepositoriesResponse> response =
getAsyncClient().describeRepositories(request);
response.whenComplete((describeRepositoriesResponse, ex) -> {
if (ex !'= null) {
Throwable cause = ex.getCause();
if (cause instanceof InterruptedException) {
Thread.currentThread().interrupt();
String errorMessage = "Thread interrupted while waiting for
asynchronous operation: " + cause.getMessage();
throw new RuntimeException(errorMessage, cause);
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
}
} else {
if (describeRepositoriesResponse != null) {
if (!describeRepositoriesResponse.repositories().isEmpty()) {
String repositoryUri =
describeRepositoriesResponse.repositories().get(@).repositoryUri();
System.out.println("Repository URI found: " +
repositoryUri);

} else {
System.out.println("No repositories found for the given
name.");
}
} else {

System.err.println("No response received from
describeRepositories.");

}
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1)

response.join();

- WNFE API FEEFR , 5526 (AWS SDK for Java 2.x APl &) HH)
DescribeRepositories,

Kotlin

EAR Kotlin ¥ SDK

(@ Note
GitHub LR EZ&i6], SHTREEH , X 7THRMMAE AWS BERIEFIFHFEDRE
M#1To
/**

* Retrieves the repository URI for the specified repository name.

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
*/
suspend fun getRepositoryURI(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeRepositoriesResponse =
ecrClient.describeRepositories(request)
if (!describeRepositoriesResponse.repositories?.isEmpty()!!) {
return
describeRepositoriesResponse?.repositories?.get(0)?.repositoryUri
} else {
println("No repositories found for the given name.")
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return

- INEE API FEHEEA |, 552 GERAM Kotlin B AWS SDK API 2#£) iy

DescribeRepositories,

Python

E AR Python #9 SDK (Boto3)

(® Note
GitHub FIRHEZ &6, SHTREH , I THMME AWS EX B HFEPRE
M#AT,

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def describe_repositories(self, repository_names: list[str]) -> list[dict]:

Describes ECR repositories.

:param repository_names: The names of the repositories to describe.
:return: The list of repository descriptions.
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ERAEER

try:
response = self.ecr_client.describe_repositories(
repositoryNames=repository_names
)
return response["repositories"]
except ClientError as err:
logger.errox(

"Couldn't describe repositories. Here's why %s",

err.response["Error"]["Message"],

)

raise

- WFE API FMEN , 52E (AWS SDK for Python (Boto3) API &) H#)

DescribeRepositories,

Rust

i AR Rust B9 SDK

(@ Note

GitHub LR EZ&i6], SHTREEH , I 7T HRMMEIE AWS BERIEFIFHFEDRE

M#1To

async fn show_repos(client: &aws_sdk_ecr::Client) -> Result<(),
aws_sdk_ecr: :Error> {
let rsp = client.describe_repositories().send().await?;

let repos = rsp.repositories();

println!("Found {3} repositories:", repos.len());

for repo in repos {
println!(" ARN: {3}", repo.repository_arn().unwrap());

println!(" Name: {}", repo.repository_name().unwrap());

e
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ok(())

- W13 AP| BB , 5528 (AWS SDK for Rust APl 2#£) fi#y DescribeRepositories.

SAP ABAP

E AR SAP ABAP BB EH

(® Note
GitHub LR E 2 &, SHTEEH , I 7 HRMMAE AWS B HEFREFEFRE
AT,
TRY.

" it_repository_names = VALUE #( ( NEW /awsl/
cl_ecrrepositorynamels@@( iv_value = 'my-repository' ) ) )
oo_result = lo_ecr->describerepositories(
it_repositorynames = it_repository_names ).
DATA(1lt_repositories) = oo_result->get_repositories( ).
MESSAGE |Found { lines( 1lt_repositories ) } repositories.| TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.
ENDTRY .

- WE API FHAEF , F2E GERR AWS SAP ABAP #J SDK APl &) F/

DescribeRepositories,

WZE AWS SDK FiZ A BIEmMERNIBE SN TREE | F20 2 SDK FH Amazon ECR AWS,
WEEHLIEFBAMNERAFMENR SDK BEFHE.

GetAuthorizationToken #&& AWS SDK = CLI {4

THRABEF REMFER GetAuthorizationToken,

BESFREAEERANERNGH%E , XBEREFHT. BALETIHEXNBEFNARTFER L
E -
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- THREXGE

CLI
AWS CLI
BREEREEENREFTR
T %l get-authorization-token &l S EMEERZHRENREZR.
aws ecr get-authorization-token
B
{
"authorizationData": [
{
"authorizationToken": "QVdTOkN...",
"expiresAt": 1448875853.241,
"proxyEndpoint": "https://123456789012.dkr.ecr.us-
west-2.amazonaws.com"
}
]
}
- WZE AP| FHIEF , 528 (AWS CLI i 522E) Hi GetAuthorizationToken,
Java

SDK for Java 2.x

(@ Note
GitHub LRIt EZ &6, SKTEEHS , X THUME AWS BXNFEFIFEFEPRRE
MB1To
/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
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* This method makes an asynchronous call to the ECR client to retrieve the
authorization token.

* If the operation is successful, the method prints the token to the
console.

* If an exception occurs, the method handles the exception and prints the

€Irror message.
*

* @throws EcrException if there is an error retrieving the authorization
token from ECR.
* @throws RuntimeException if there is an unexpected error during the
operation.
*/
public void getAuthToken() {
CompletableFuture<GetAuthorizationTokenResponse> response =
getAsyncClient().getAuthorizationToken();
response.whenComplete((authorizationTokenResponse, ex) -> {
if (authorizationTokenResponse != null) {
AuthorizationData authorizationData =
authorizationTokenResponse.authorizationData().get(0);
String token = authorizationData.authorizationToken();
if (!token.isEmpty()) {
System.out.println("The token was successfully retrieved.");
}
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex); // Rethrow the
exception

1)

response.join();

« WZE API SHAEF , 5528 (AWS SDK for Java 2.x APl 2#£) dy
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Kotlin

EAR Kotlin 8 SDK

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7 FENAE AWS EXHEHFFEPRE
METo

/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
*
*/
suspend fun getAuthToken() {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(0)
val token = authorizationData?.authorizationToken
if (token != null) {
println("The token was successfully retrieved.")

}

- WIE AP| FHHER , B2E GBARM Kotlin BNAWS SDK API 2Z)
GetAuthorizationToken,

Python

EAR Python B SDK (Boto3)

(® Note
GitHub EIRHEZ &6, SHTREH , I THMAE AWS EXBE IR FEPRE
M#AT,
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class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def get_authorization_token(self) -> str:

Gets an authorization token for an ECR repository.

:return: The authorization token.
try:
response = self.ecr_client.get_authorization_token()
return response["authorizationData"][@]["authorizationToken"]
except ClientError as err:
logger.errox(
"Couldn't get authorization token. Here's why %s",
err.response["Error"]["Message"],

)

raise

- W% AP| F¥HAEF |, 5528 (AWS SDK for Python (Boto3) APl 2#) iy
GetAuthorizationToken,

Bk API fR7s 2015-09-21 355


https://docs.aws.amazon.com/goto/boto3/ecr-2015-09-21/GetAuthorizationToken

Amazon ECR EREER

SAP ABAP

AR SAP ABAP MR & EH

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo
TRY.

oo_result = lo_ecr->getauthorizationtoken( ).

DATA(1t_auth_data) = oo_result->get_authorizationdata( ).

IF lines( lt_auth_data ) > 0.
READ TABLE 1t_auth_data INDEX 1 INTO DATA(lo_auth_data).
DATA(1lv_token) = lo_auth_data->get_authorizationtoken( ).
MESSAGE 'Authorization token retrieved.' TYPE 'I'.

ENDIF.

CATCH /awsl/cx_ecrserverexception.
MESSAGE 'Server exception occurred.' TYPE 'I'.
ENDTRY.

- W1 API FEHEA |, 552 CERM AWS SAP ABAP B SDK APl &) H /Y

GetAuthorizationTokeno

MFE AWS SDK R ABEBANEAREFINTRFE , 52 H B SDK £/ Amazon ECR AWS,
HEBEHISERAFINETAMERR SDK HFHET.

GetRepositoryPolicy #&% AWS SDK = CLI £
THRX &G REBuAEA GetRepositoryPolicy,

BEHFIRAREANENGHEE  YEERERDHIT, BUETIHEXNBEHEFINAITEENLE
£ -

- THRESEE
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CLI

AWS CLI
HRER 17 EE Y o 17 EEBOR

T %] get-repository-policy &if|BE R cluster-autoscaler REENFEERENE
HHE R

aws ecr get-repository-policy \
--repository-name cluster-autoscaler

B

"registryId": "©12345678910",
"repositoryName": "cluster-autoscaler",
"policyText": "{\n \"Version\" : \"2008-10-17\",\n \"Statement\" :
[ {\n \"Sid\" : \"allow public pull\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : \"*\",\n \"Action\" : [ \"ecr:BatchCheckLayerAvailability\",
\"ecr:BatchGetImage\", \"ecr:GetDownloadUrlForLayer\" J\n } J\n}"
}

- W% API F#HIEF , 528 (AWS CLI s 522E) HH# GetRepositoryPolicyo

Java

SDK for Java 2.x

(® Note
GitHub LR EZEHl, SHTEBEHH |, I 7R NAE AWS B HEHIFHEFEEPRE
FMEIT
/**

* Gets the repository policy for the specified repository.

*

* @param repoName the name of the repository.

* @throws EcrException if an AWS error occurs while getting the repository
policy.
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*/
public String getRepoPolicy(String repoName) {

if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or

empty");
}

GetRepositoryPolicyRequest getRepositoryPolicyRequest =
GetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<GetRepositoryPolicyResponse> response =
getAsyncClient().getRepositoryPolicy(getRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy retrieved successfully.");
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);

1)

GetRepositoryPolicyResponse result = response.join();
return result != null ? result.policyText() : null;

- WNZE API SHHIEF , 3528 (AWS SDK for Java 2.x APl 22 ) iy GetRepositoryPolicys

Bk API fR7s 2015-09-21 358


https://docs.aws.amazon.com/goto/SdkForJavaV2/ecr-2015-09-21/GetRepositoryPolicy

Amazon ECR EREER

Kotlin

EAR Kotlin 8 SDK

(® Note
GitHub LR EZ &, SHTREHH| , I 7T HEMNATE AWS BEXBEHFREFEPRE
M#ITo
/**

* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
*/
suspend fun getRepoPolicy(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

// Create the request
val getRepositoryPolicyRequest =
GetRepositoryPolicyRequest {
repositoryName = repoName
}
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.getRepositoryPolicy(getRepositoryPolicyRequest)
val responseText = response.policyText
return responseText

- WFE API FHER , 2B GEAR Kotlin WAWS SDK APl &) &y
GetRepositoryPolicy.
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Python

EAR Python B9 SDK (Boto3)

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo

class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def get_repository_policy(self, repository_name: str) -> str:

Gets the policy for an ECR repository.

:param repository_name: The name of the repository to get the policy for.
:return: The policy text.
try:
response = self.ecr_client.get_repository_policy(
repositoryName=repository_name
)
return response["policyText"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.", repository_name)
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raise
else:
logger.error(
"Couldn't get repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

- N API F¥HIEF , 528 (AWS SDK for Python (Boto3) APl &&) Ay
GetRepositoryPolicy.

SAP ABAP

EAR SAP ABAP MR & EH

(@ Note

GitHub L RMEZEHH, SHTEEH , I 7 FENAE AWS EXFEFHEFEPRE
M#1To

TRY.
" iv_repository_name = 'my-repository'
oo_result = lo_ecr->getrepositorypolicy(
iv_repositoryname = iv_repository_name ).
DATA(lv_policy_text) = oo_result->get_policytext( ).
MESSAGE 'Repository policy retrieved.' TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.
CATCH /awsl/cx_ecrrepositoryplynot00.
MESSAGE 'Repository policy not found.' TYPE 'I'.
ENDTRY.

« WIE AP| FHHEF , F2E (EARM AWS SAP ABAP #J SDK APl &&) iy
GetRepositoryPolicy.
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ERAEER

WFE AWS SDK A ERENEARHANTRBEE , 528 #£E SDK A Amazon ECR AWS,
EEHESEEAMNERAMER SDK WEFHEER,

ListImages &8 AWS SDK = CLI £

THREXBEF REMAFER ListImages.

CLI
AWS CLI
i 17 EE P B HH BR £
%l list-images B R cluster-autoscaler EEEFHMEEE,
aws ecr list-images \
--repository-name cluster-autoscaler
B
{
"imagelIds": [
{
"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.8"
},
{
"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.7"
3,
{
"imageDigest":
"sha256:4a1c6567c38904384ebcb4e35b7eeddd8451110c299e3368d2210066487d97e5",
"imageTag": "v1.13.6"
}
]
}
- WNFE API EIERR , 528 (AWS CLI s 58%&) H#Y Listimages,
Bk
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Rust

1# AR Rust B9 SDK

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo

async fn show_images(
client: &aws_sdk_ecr::Client,
repository: &str,
) -> Result<(), aws_sdk_ecr::Error> {
let rsp = client
.list_images()
.repository_name(repository)
.send()
.await?;

let images = rsp.image_ids();
println!("found {3} images", images.len());

for image in images {
println!(
"image: {}:{1}",
image.image_tag().unwrap(),
image.image_digest().unwrap()
);
}

0k(())

- W% API &R , 528 (AWS SDK for Rust APl 2% ) A1 Listimages.

INE AWS SDK A A EREMNENBEMINTEBE , F520 £ SDK £H Amazon ECR AWS,
WEEHLIEFRBAMANERAFMENR SDK EFHE .
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PushImageCmd ## AWS SDK £

THEXHE G REUAER PushImageCmd,
Java

AR Java 2.x B SDK

® Note
GitHub L RMHE &P, SHTBEH] , I 7HRNME AWS EXBEFIREFERRE
M#E1To
/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.

*

* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
public void pushDockerImage(String repoName, String imageName) {
System.out.println("Pushing " + imageName + " to Amazon ECR will take a
few seconds.");
CompletableFuture<AuthConfig> authResponseFuture =
getAsyncClient().getAuthorizationToken()
.thenApply(response -> {
String token =
response.authorizationData().get(0Q).authorizationToken();
String decodedToken = new
String(Baseb4.getDecoder().decode(token));
String password = decodedToken.substring(4);

DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);

assert repoData != null;

String registryURL = repoData.repositoryUri().split("/")[Q];

AuthConfig authConfig = new AuthConfig()
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.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL);
return authConfig;
b
.thenCompose(authConfig -> {
DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();
Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);
getDockerClient().tagImageCmd(imageName + ":latest",
repoData.repositoryUri() + ":latest", imageName).exec();
try {

getDockerClient().pushImageCmd(repoData.repositoryUri()).withTag("echo-
text").withAuthConfig(authConfig).start().awaitCompletion();

System.out.println("The " + imageName + " was pushed to
ECR");

} catch (InterruptedException e) {
throw (RuntimeException) e.getCause();

}
return CompletableFuture.completedFuture(authConfig);

1)

authResponseFuture.join();

- INZE API FHIER , 328 (AWS SDK for Java 2.x APl £Z&) Ay PushimageCmd,

Kotlin

1# AR Kotlin #9 SDK

(® Note

GitHub L RMEZEHH, SHTEEH , I 7 FENAE AWS EXFEFHFEPRE
M#1To
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/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
suspend fun pushDockerImage(
repoName: String,
imageName: String,
) {
println("Pushing $imageName to $repoName will take a few seconds")
val authConfig = getAuthConfig(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val desRequest =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

val describeRepoResponse = ecrClient.describeRepositories(desRequest)
val repoData =
describeRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
?: throw RuntimeException("Repository not found: $repoName")

val tagImageCmd = getDockerClient()?.tagImageCmd("$imageName",
"${repoData.repositoryUril}", imageName)
if (tagImageCmd != null) {
tagImageCmd.exec()
}
val pushImageCmd =
repoData.repositoryUri?.let {
dockerClient?.pushImageCmd(it)
// ?.withTag("latest")
?.withAuthConfig(authConfig)

try {
if (pushImageCmd != null) {
pushImageCmd.start().awaitCompletion()
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println("The $imageName was pushed to Amazon ECR")
} catch (e: IOException) {
throw RuntimeException(e)

}

- W% API FFHIER , 5F28 (ERARM Kotlin WAWS SDK API %) 1 PushimageCmd,

nEE AWS SDK B ABIERNEXN RSN TREE , 558 H HE SDK £/ Amazon ECR AWS,
HEFEHISHRAFINEFAMERR SDK HFHER.

\

PutLifeCyclePolicy #% AWS SDK = CLI £/

THREXHE G REAER PutLifeCyclePolicy,

CLI
AWS CLI
By A amiBREE
T5 put-lifecycle-policy SIS HEIRFEARBHED , AEENREFER LA 0 BHHK
Ho

aws ecr put-lifecycle-policy \
--repository-name 'project-a/amazon-ecs-sample" \
--lifecycle-policy-text "file://policy.json"

policy.json AR :

"rules": [
{

"rulePriority": 1,

"description": "Expire images older than 14 days",

"selection": {
"tagStatus": "untagged",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
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},
"action": {
"type": "expire"
}
}
]
}
B
{
"registryId": "<aws_account_id>",
"repositoryName": "project-a/amazon-ecs-sample",

"lifecyclePolicyText": "{\"rules\":[{\"rulePriority\":1,\"description\":
\"Expire images older than 14 days\",\"selection\":{\"tagStatus\":\"untagged\",
\"countType\":\"sinceImagePushed\",\"countUnit\":\"days\",\"countNumber\":14},
\"action\":{\"type\":\"expire\"}}]1}"

}

WEFMER , 52 (Amazon ECR A &ER) P EMIBHBER,
- WE API B , F2H (AWS CLI & 52#E) H# PutLifeCyclePolicy,

Python

B AR Python #9 SDK (Boto3)

(@ Note
GitHub EIRHEZ &6, SHTREH , I THMME AWS EX B HIHFEPRE
M#AT,

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.
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:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def put_lifecycle_policy(self, repository_name: str, lifecycle_policy_text:
str):

Puts a lifecycle policy for an ECR repository.

:param repository_name: The name of the repository to put the lifecycle
policy for.
:param lifecycle_policy_text: The lifecycle policy text to put.
try:
self.ecr_client.put_lifecycle_policy(
repositoryName=repository_name,
lifecyclePolicyText=1lifecycle_policy_text,
)
print(f"Put lifecycle policy for repository {repository_name}.")
except ClientError as err:
logger.error(
"Couldn't put lifecycle policy for repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],
)

raise

HEEHA B BUERAY B,

def put_expiration_policy(self):

Puts an expiration policy on the ECR repository.
policy_json = {
"rules": [
{

"rulePriority": 1,
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"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",

"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14,

},

"action": {"type": "expire"},

self.ecr_wrapper.put_lifecycle_policy(
self.repository_name, json.dumps(policy_json)

- 1% API F¥IE R , 5528 (AWS SDK for Python (Boto3) APl %) iy
PutLifeCyclePolicy,

SAP ABAP

AR SAP ABAP WA EH

(® Note
GitHub LRIt EZ 6], SKTEEH , X THRUOME AWS BXNBEHFIFEFEPRE
MEAT,
TRY.
" iv_repository_name = 'my-repository'
" iv_lifecycle_policy_text = '{"rules":

[{"rulePriority":1,"description":"Expire images older than 14 days",...}]1}'
lo_ecr->putlifecyclepolicy(
iv_repositoryname = iv_repository_name
iv_lifecyclepolicytext = iv_lifecycle_policy_text ).
MESSAGE |Lifecycle policy set for repository { iv_repository_name }.|
TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
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MESSAGE 'Repository not found.' TYPE 'I'.
CATCH /awsl/cx_ecrvalidationex.
MESSAGE 'Invalid lifecycle policy format.' TYPE 'I'.
ENDTRY.

- WIE API BT , F2E CGERAM AWS SAP ABAP #J SDK APl 2&#) dify
PutLifeCyclePolicy,

T AWS SDK A A EREMNEX BN TEBE , F520 £ SDK £H Amazon ECR AWS,
WEEHLIEFREAMANERFMENR SDK EFHE .

SetRepositoryPolicy ## AWS SDK = CLI /4
THREXNHE G REUAER SetRepositoryPolicy,

BEEHFIRAEEANENGRESE  LEERABTPHT, BAUUETIHIEXNBEFINAIFEENLE
£ -

- THREXHE

CLI
AWS CLI
REMEENRTFERR

T %l set-repository-policy EHIERERTIENRFTEBER , EEZE cluster-
autoscaler EEE,

aws ecr set-repository-policy \
--repository-name cluster-autoscaler \
--policy-text file://my-policy.json

my-policy.json AR :

{
"Version":"2012-10-17",
"Statement" : [

{
"Sid" : "allow public pull",
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"Effect" : "Allow",
"Principal" : "*",
"Action" : [

"ecr:BatchChecklLayerAvailability",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

"registryId": "©12345678910",
"repositoryName": "cluster-autoscaler",
"policyText": "{\n \"Version\" : \"2008-10-17\",\n \"Statement\" :
[ {\n \"Sid\" : \"allow public pull\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : \"*\",\n \"Action\" : [ \"ecr:BatchCheckLayerAvailability\",
\"ecr:BatchGetImage\", \"ecr:GetDownloadUrlForLayer\" J\n } J\n}"
}

- 1% API F#HIEF , 528 (AWS CLI i 522E) FH SetRepositoryPolicy.

Java

SDK for Java 2.x

(@ Note
GitHub LR EZEHl, SHTEBEHH |, I 7R IAE AWS BXFEHHIFEEFEEPRE
FMEIT
/**

* Sets the repository policy for the specified ECR repository.

* @param repoName the name of the ECR repository.

* @param iamRole the IAM role to be granted access to the repository.

* @throws RepositoryPolicyNotFoundException if the repository policy does
not exist.
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* @throws EcrException if there is an unexpected error
setting the repository policy.
*/
public void setRepoPolicy(String repoName, String iamRole) {
/*

This example policy document grants the specified AWS principal the
permission to perform the

‘ecr:BatchGetImage™ action. This policy is designed to allow the
specified principal

to retrieve Docker images from the ECR repository.

*/
String policyDocumentTemplate = """
{
"Version":"2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {
"AWS" : "%s"
I
"Action" : "ecr:BatchGetImage"
11
}

man,
’

String policyDocument = String.format(policyDocumentTemplate, iamRole);
SetRepositoryPolicyRequest setRepositoryPolicyRequest =
SetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.policyText(policyDocument)
.build();

CompletableFuture<SetRepositoryPolicyResponse> response =
getAsyncClient().setRepositoryPolicy(setRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy set successfully.");
} else {
Throwable cause = ex.getCause();
if (cause instanceof RepositoryPolicyNotFoundException) {
throw (RepositoryPolicyNotFoundException) cause;
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
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String errorMessage = "Unexpected error: " +
cause.getMessage();

throw new RuntimeException(errorMessage, cause);

1)

response.join();

- INZE API F#HIEF , 5528 (AWS SDK for Java 2.x APl 22 ) H# SetRepositoryPolicys

Kotlin

EAR Kotlin 8 SDK

® Note
GitHub ERUEZ &SI, SREREH , ¥ THEIMAE AWS BXIRHHI R FERRE
MET,
/**

Sets the repository policy for the specified ECR repository.

* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
*/
suspend fun setRepoPolicy(
repoName: String?,
iamRole: String?,
) {
val policyDocumentTemplate =
{
"Version":"2012-10-17",
"Statement" : [ {

"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {

"AWS" : "$iamRole"
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}I

"Action" : "ecr:BatchGetImage"

3]

""" otrimIndent()
val setRepositoryPolicyRequest =
SetRepositoryPolicyRequest {
repositoryName = repoName
policyText = policyDocumentTemplate

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.setRepositoryPolicy(setRepositoryPolicyRequest)
if (response != null) {
println("Repository policy set successfully.")

- W AP| EHHIEA , F2E (BARM Kotlin WAWS SDK API 2#) ®iy
SetRepositoryPolicy.

Python

E AR Python #9 SDK (Boto3)

(® Note
GitHub FIRHEZ &6, SHTREH , I THMAE AWS EX B HFEPRE
M#AT,

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":
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Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def set_repository_policy(self, repository_name: str, policy_text: str):

Sets the policy for an ECR repository.

:param repository_name: The name of the repository to set the policy for.
:param policy_text: The policy text to set.
try:
self.ecr_client.set_repository_policy(
repositoryName=repository_name, policyText=policy_text
)
print(f"Set repository policy for repository {repository_name}.")
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.", repository_name)
raise
else:
logger.error(
"Couldn't set repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

BT IAM A THEFHENEH,

def grant_role_download_access(self, role_arn: str):
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Grants the specified role access to download images from the ECR
repository.

:param role_arn: The ARN of the role to grant access to.
policy_json = {

"Version":"2012-10-17",

"Statement": [

{
"Sid": "AllowDownload",
"Effect": "Allow",
"Principal": {"AWS": role_arn},
"Action": ["ecr:BatchGetImage"],
}

self.ecr_wrapper.set_repository_policy(
self.repository_name, json.dumps(policy_json)

- N API &R , 528 (AWS SDK for Python (Boto3) API &) m#y
SetRepositoryPolicy.

SAP ABAP

HAMN SAP ABAP WEREH

(@ Note
GitHub LR E 2 &if5l, SHTEREH , X THNME AWS BEXNBEHFIFFEPRE
M#ITo
TRY.
" iv_repository_name = 'my-repository'
" iv_policy_text = '{"Version":"2012-10-17", "Statement":[...]}"'

lo_ecr->setrepositorypolicy(
iv_repositoryname = iv_repository_name

EhE API| MR 2015-09-21 377


https://docs.aws.amazon.com/goto/boto3/ecr-2015-09-21/SetRepositoryPolicy
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap/services/ecr#code-examples

Amazon ECR EREER

iv_policytext = iv_policy_text ).
MESSAGE |Policy set for repository { iv_repository_name }.| TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.
ENDTRY.

- WFE API FHHEN , F2H (ERAMN AWS SAP ABAP #J SDK API &) 1
SetRepositoryPolicy.

WFE AWS SDK A ERENEARHANTRBEE , 528 #£E SDK A Amazon ECR AWS,
EEHESHEEAMNERAMER SDK WEFHEER,

StartLifecyclePolicyPreview ¥#ft AWS SDK = CLI £
Ty R HE G REBAER StartLifecyclePolicyPreviews

BEEHFIRAEEANEXNGRESE  LEERABTPHT, BAUETIEXNBEFINAEIFEELE
=

- THREXGE

CLI
AWS CLI
B EmBHBEREAE

T % start-lifecycle-policy-preview Sl BIEENFEFEEILH JSON ERERMN
S iEHBREE,

aws ecr start-lifecycle-policy-preview \
--repository-name "project-a/amazon-ecs-sample" \
--lifecycle-policy-text "file://policy.json"

policy.json AR :

"rules": [
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"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {

"tagStatus": "untagged",

"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
I
"action": {
"type": "expire"
}
}
]
}
A
{
"registryId": "012345678910",
"repositoryName": "project-a/amazon-ecs-sample",
"lifecyclePolicyText": "{\n \"rules\": [\n {\n
\"rulePriority\": 1,\n \"description\": \"Expire images older than 14
days\",\n \"selection\": {\n \"tagStatus\": \"untagged
\",\n \"countType\": \"sinceImagePushed\",\n
\"countUnit\": \"days\",\n \"countNumber\": 14\n },\n
\"action\": {\n \"type\": \"expire\"\n J\n
N\n I\n}\n",
"status": "IN_PROGRESS"
}

- WNFE API FIER , F2B (AWS CLI i =58&) H M StartLifecyclePolicyPreview,

Java

SDK for Java 2.x

® Note
GitHub ERUEZ &SI, SRTEREH , ¥ THEIMAE AWS BXIRHH| R FERRE
MET,

Bk API fR7 2015-09-21 379


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ecr/start-lifecycle-policy-preview.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/ecr#code-examples

Amazon ECR EREER

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)
.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();
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/**

* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
ImageIdentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)
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}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

}

- 1% API FHBER , 2B GEAR Kotlin BWAWS SDK APl &) HH
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#!/bin/bash

# Amazon ECR Getting Started Script

# This script demonstrates the lifecycle of

# Set up logging
LOG_FILE="ecr-tutorial.log"

exec

echo
echo
echo
echo
echo
echo
echo
echo
echo
echo
echo

> >(tee -a "$LOG_FILE") 2>8&1

"This script will:"

"l. Create a Docker image"

"2. Create an Amazon ECR repository"”
"3. Authenticate to Amazon ECR"

"4, Push the image to Amazon ECR"
"5. Pull the image from Amazon ECR"
"6. Clean up resources (optional)"

# Check prerequisites

echo

"Checking prerequisites..."

# Check if AWS CLI is installed
if ! command -v aws &> /dev/null; then

script.”

cliv2.html for installation instructions."

fi

exit 1

a Docker image in

Amazon ECR

echo "ERROR: AWS CLI is not installed. Please install it before running this

echo "Visit https://docs.aws.amazon.com/cli/latest/userguide/install-

Amazon ECR A P9
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# Check if AWS CLI is configured
if ! aws sts get-caller-identity &> /dev/null; then
echo "ERROR: AWS CLI is not configured properly. Please run 'aws configure'
to set up your credentials."
exit 1
fi

# Check if Docker is installed
if ! command -v docker &> /dev/null; then
echo "ERROR: Docker is not installed. Please install Docker before running
this script."”
echo "Visit https://docs.docker.com/get-docker/ for installation
instructions."”
exit 1
fi

# Check if Docker daemon is running
if ! docker info &> /dev/null; then
echo "ERROR: Docker daemon is not running. Please start Docker and try
again."
exit 1
fi

echo "All prerequisites met."

# Initialize variables
REPO_URI=""
TIMEOUT_CMD="timeout 300" # 5-minute timeout for long-running commands

# Function to handle errors
handle_error() {
echo "ERROR: $1"
echo "Check the log file for details: $LOG_FILE"

echo ":::::::::::::::::::::::::::::::::::::::::::::::::::"
echo "Resources created:"
echo "- Docker image: hello-world (local)"

if [ -n "$REPO_URI" ]; then
echo "- ECR Repository: hello-repository"
echo "- ECR Image: $REPO_URI:latest"
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echo "Attempting to clean up resources..."
cleanup
exit 1

# Function to clean up resources

cleanup() {
echo ":::::::::::::::::::::::::::::::::::::::::::::::::::
echo "Cleaning up resources..."

# Delete the image from ECR if it exists
if [ -n "$REPO_URI" ]; then
echo "Deleting image from ECR repository..."
aws ecr batch-delete-image --repository-name hello-repository --image-ids

imageTag=latest || echo "Failed to delete image, it may not exist or may have
already been deleted."
fi

# Delete the ECR repository if it exists
if [ -n "$REPO_URI" ]; then
echo "Deleting ECR repository..."
aws ecr delete-repository --repository-name hello-repository --force ||
echo "Failed to delete repository, it may not exist or may have already been
deleted."
fi

# Remove local Docker image

echo "Removing local Docker image..."

docker rmi hello-world:latest 2>/dev/null || echo "Failed to remove local
image, it may not exist or may have already been deleted."

if [ -n "$REPO_URI" ]; then

docker rmi "$REPO_URI:latest" 2>/dev/null || echo "Failed to remove

tagged image, it may not exist or may have already been deleted."

fi

echo "Cleanup completed."
echo ''===================================================
# Step 1: Create a Docker image

echo "Step 1: Creating a Docker image"

# Create Dockerfile
echo "Creating Dockerfile..."
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cat > Dockerfile << 'EOF'
FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install dependencies
RUN yum update -y && \
yum install -y httpd

# Install apache and write hello world message
RUN echo 'Hello World!' > /var/www/html/index.html

# Configure apache

RUN echo 'mkdir -p /var/run/httpd' >> /root/run_apache.sh && \
echo 'mkdir -p /var/lock/httpd' >> /root/run_apache.sh && \
echo '/usr/sbin/httpd -D FOREGROUND' >> /root/run_apache.sh && \
chmod 755 /root/run_apache.sh

EXPOSE 80

CMD /root/run_apache.sh
EOF

# Build Docker image

echo "Building Docker image..."

$TIMEOUT_CMD docker build -t hello-world . || handle_error "Failed to build
Docker image or operation timed out after 5 minutes"

# Verify image was created

echo "Verifying Docker image..."

docker images --filter reference=hello-world || handle_error "Failed to list
Docker images"

echo "Docker image created successfully."

# Step 2: Create an Amazon ECR repository
echo "Step 2: Creating an Amazon ECR repository"

# Get AWS account ID

echo "Getting AWS account ID..."

AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)

if [[ -z "$AWS_ACCOUNT_ID" || "$AWS_ACCOUNT_ID" == *"error"* ]]; then

handle_error "Failed to get AWS account ID. Make sure your AWS credentials

are configured correctly."

fi

echo "AWS Account ID: $AWS_ACCOUNT_ID"
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# Get current region

AWS_REGION=$(aws configure get region)

if [[ -z "$AWS_REGION" ]]; then
AWS_REGION="us-east-1" # Default to us-east-1 if no region is configured
echo "No AWS region configured, defaulting to $AWS_REGION"

else
echo "Using AWS region: $AWS_REGION"

fi

# Create ECR repository
echo "Creating ECR repository..."
REPO_RESULT=%$(aws ecr create-repository --repository-name hello-repository --
tags key=project,value=doc-smith key=tutorial,value=amazon-elastic-container-
registry-gs)
if [[ -z "$REPO_RESULT" || "$REPO_RESULT" == *"error"* ]]; then
handle_error "Failed to create ECR repository"
fi

# Extract repository URI
REPO_URI="$AWS_ACCOUNT_ID.dkr.ecr.$AWS_REGION.amazonaws.com/hello-repository"
echo "Repository URI: $REPO_URI"

# Step 3: Authenticate to Amazon ECR
echo "Step 3: Authenticating to Amazon ECR"

echo "Getting ECR login password..."

aws ecr get-login-password --region "$AWS_REGION" | docker login --username
AWS --password-stdin "$AWS_ACCOUNT_ID.dkr.ecr.$AWS_REGION.amazonaws.com" ||
handle_error "Failed to authenticate to ECR"

echo "Successfully authenticated to ECR."

# Step 4: Push the image to Amazon ECR
echo "Step 4: Pushing the image to Amazon ECR"

# Tag the image

echo "Tagging Docker image..."

docker tag hello-world:latest "$REPO_URI:latest" || handle_error "Failed to tag
Docker image"

# Push the image with timeout
echo "Pushing image to ECR..."
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$TIMEOUT_CMD docker push "$REPO_URI:latest" || handle_error "Failed to push image
to ECR or operation timed out after 5 minutes"

echo "Successfully pushed image to ECR."

# Step 5: Pull the image from Amazon ECR
echo "Step 5: Pulling the image from Amazon ECR"

# Remove local image to ensure we're pulling from ECR

echo "Removing local tagged image..."

docker rmi "$REPO_URI:latest" || echo "Warning: Failed to remove local tagged
image"

# Pull the image with timeout

echo "Pulling image from ECR..."

$TIMEOUT_CMD docker pull "$REPO_URI:latest" || handle_error "Failed to pull image
from ECR or operation timed out after 5 minutes"

echo "Successfully pulled image from ECR."

# List resources created

echo '"==================================================="
echo "Resources created:"

echo "- Docker image: hello-world (local)"

echo "- ECR Repository: hello-repository"

echo "- ECR Image: $REPO_URI:latest"
echo ":::::::::::::::::::::::::::::::::::::::::::::::::::"

# Ask user if they want to clean up resources

echo ""

echo "==========================================="

echo "CLEANUP CONFIRMATION"

echo "==========================================="

echo "Do you want to clean up all created resources? (y/n): "
read -r CLEANUP_CHOICE

if [[ "$CLEANUP_CHOICE" =~ ~[Yyl$ 11; then
# Step 6: Delete the image from ECR
echo "Step 6: Deleting the image from ECR"

DELETE_IMAGE_RESULT=$(aws ecr batch-delete-image --repository-name hello-
repository --image-ids imageTag=latest)

if [[ -z "$DELETE_IMAGE_RESULT" || "$DELETE_IMAGE_RESULT" == *"error"* 1]];
then
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echo "Warning: Failed to delete image from ECR"
else

echo "Successfully deleted image from ECR."
fi

# Step 7: Delete the ECR repository
echo "Step 7: Deleting the ECR repository"

DELETE_REPO_RESULT=$(aws ecr delete-repository --repository-name hello-
repository --force)
if [[ -z "$DELETE_REPO_RESULT" || "$DELETE_REPO_RESULT" == *"error"* ]]; then
echo "Warning: Failed to delete ECR repository"
else
echo "Successfully deleted ECR repository."
fi

# Remove local Docker images
echo "Removing local Docker images..."
docker rmi hello-world:latest 2>/dev/null || echo "Warning: Failed to remove

local image"

echo "All resources have been cleaned up."
else
echo "Resources were not cleaned up. You can manually clean up later with:"
echo "aws ecr batch-delete-image --repository-name hello-repository --image-
ids imageTag=latest"
echo "aws ecr delete-repository --repository-name hello-repository --force"
echo "docker rmi hello-world:latest"
echo "docker rmi $REPO_URI:latest"
fi

echo '"===================================================
echo "Tutorial completed!"
echo "Log file: $LOG_FILE"
echo ''===================================================
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B & Docker AN , BB RE T HMER

filesystem layer verification failed for digest sha256:2b96f...

HHBRRT—EARNESHREBDE TEHRM. UTHIH LM RERERA,
&R REIETE E BB iR 4S8V Docker

FEIBFERER 1.10 lRAK Docker B , OB HRUILIER, &R Docker A FIHEMN B
1.10 SERTRIARAS.

%ﬁ‘é Amazon ECR 2B EF U EEES . TFilesystem Layer Verification Failed, (R XKD BHE K API fR4s 2015-09-21 397
)


https://docs.docker.com/engine/admin/systemd/#/http-proxy

Amazon ECR EREER

IEHY R P i S A B SR AR BR RR
TENHRNERERTEER —EANESI2BNTH , IEHEFWIBAN Filesystem

verification failed AR, B LAERE , LERENERRERR , BEEELNREREPR
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EHRAERTER , HE HTTP 403 SR 'EELX G/ RERE, HR

BN fE & 2iEIB aws ecr get-login-password a5 5 K 8 E Docker , BERHRETREMEWE HTTP
403 (Forbidden) #5388 , 2% docker push = docker pull TS WEIEEERIFAE no basic auth
credentials, UTRItEEN—LEHER :
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EEHK), BATABTEH HAY Docker BAM T , EELHABZHIXNIREBRGE | BLB KRB,
B LAEIB#E aws ecr get-login-password it Docker EA S I B #HESIBH B https://
I DAUBRR I EEER . & HTTPS # AV &l Docker B AW S M T A 7Ro

docker login -u AWS -p <password> <aws_account_id>.dkx.ecxr.<region>.amazonaws.com
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WEI T FEFSE 200 GetAuthorizationToken B FEFETE., ELEEBUESY 20 XN ERFFE,
MREWNFRFETEE 200 & , B—HWIJLUER|EFH 200 XK GetAuthorizationToken API X5
REBEBRBRIEZEY 20 XX 5. ME Amazon ECR APIs ERRBEHIMFFMAET , 5528 Amazon
ECR BR¥ L&,
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$ aws ecr get-login-password
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User: arn:aws:iam::account-number:user/username is not authorized to perform:
ecr:GetAuthorizationToken on resource: *
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{LEHBRRITERE. Hket  UKREIEREAR, BERREEESE D , £A PodmanH
Amazon ECR Rl KB EENMAR AR , ARNEENBERR[LEARER,

£ Podman [@ Amazon ECR E§ 3%

£/ B2 Amazon ECR E&jzHPodman , FES 7 BFE. EFLUEBHIT "aws ecr get-login-
password T RENE S BRIBEFH , REFEAXFHFEDR podman login' dnH 3@ Amazon
ECR EfTH 7 BRIBRER,

aws ecr get-login-password --region <region> | podman login --username AWS --password-
stdin <aws_account_id>.dkr.ecr.<region>.amazonaws.com

&8 Podman /A Amazon ECR E A &R HBIFE

Amazon ECR £ A B Podman #ZEE A Docker 2 AERHHEBIER . BEAERHBBER JEEE
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$ER 552 B Amazon ECR Docker BEiHBIFER,
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McredHelpersB#F , (EF- X #& credsStore@#=F.

= E#E Podman £/ Amazon ECR EAERHEIEN , BEA T 5credHelpersiEXEEE
Docker #HRERE R -

{
"credHelpers": {
"public.ecr.aws": "ecr-login",
"<aws_account_id>.dkr.ecr.<region>.amazonaws.com": "ecr-login"
}
}
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"credsStore": "ecr-login"

@ Note
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B9 RFBHRINE , ATLAERA podman pull i HHEEIZSEMN Amazon ECR f#ZE URI # Amazon
ECR ZENA M &,

podman pull aws_account_id.dkr.ecr.region.amazonaws.com/repository_name:tag
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podman
tag local_image:tag aws_account_id.dkx.ecx.region.amazonaws.com/repository_name:tag
podman push aws_account_id.dkr.ecr.region.amazonaws.com/repository_name:tag
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