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ftBER Amazon Elastic Container Registry ?

Amazon Elastic Container Registry (Amazon ECR) 2% %, HWiER BTSN AWS ZERSMEGEE
#MR#. Amazon ECR £/ IAM AWS X EEFERAEFITNLEREE. NLRIEENERAE
= Amazon EC2 ${TERERENARREFERREG, BUUFERREN CLI Rix, REMERE
Docker Bt#%&, Open Container Iniative (OCI) BRI AR B2 OCI # A R SR o

(® Note

Amazon ECR X ENERBBMEERE, NEFMENR , 528 (Amazon ECR Public f&£
BAEEEY PMER Amazon ECR Public.

AWS BERBEBHKEE GitHub LB LN FEE. C22FHEREEREBLEARTNER , LAFF
B AWS ZEFRHEEEREE, WEREFEEA , F2H AWS BRER.,

Amazon ECR WL = T4

Amazon ECR 2H RHHN 22 % Docker REs BRI AWS, TUELLZ LU FEibFEH., SEME
2 Docker BEsiRiG, ELB SN THHEEE , £ PRMUZS, TTER BT SEMH Docker Bes & 8%R
% AWS | BREAENEMEBRNTBERRLEAER.,

LA 2 Amazon ECR By — @@L S f Tt -
ek

Amazon ECR & iE RIEMAESE AWS IRFHNALEREE , fUUEEPET - ZEREFE.
B FEIFE T RIS AWS BRIEBFRZHRI 2 2 Docker B&, BIRASSETE] (OCI) MG E e
OCI| tH AW B fR. MEFHFMENR , S BAmazon ECR FAE & &g,

REFH

WA P iR Re S EIX ERIR VAR BT , FEB T E Amazon ECR S AR &IB LM A AWS A E,
WEFMER , F2MAmazon ECR FHFAE B #IE S 2 BE.

BirE

Amazon ECR FREFERBEES , B NEHPFK Docker B R, BN AERER (OCI) B
GANEMEE OCI HBEMW K M. EE— Amazon ECR 2##Ed | S EZEREFEREZBSEM
B, MEFEMENR , 52FAmazon ECR FAEfFE,
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https://docs.aws.amazon.com/AmazonECR/latest/public/what-is-ecr.html
https://github.com/aws/containers-roadmap
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BEERX

BAZBREFERRREFGHEENFIRURETNAR, MEFMEES , 552K Amazon ECR
PRI BEREERRE,

BR B

U UHERENASRMEELNREE, EUERARRRELUARKER LG  HERLTTL
1£ Amazon ECS F#EZ M Amazon EKS Pod 1%, MFEFHMEN , 528 & Amazon ECR Bt
552 Amazon ECS #FE#E A M #% Amazon ECR B{&EE Amazon EKS B FE A,

4 B A BUR

Amazon ECR 4 i H BUR Al FASE IR TE = M BRAIE BB S oK £ A O BRI AV 4R R RE IR RV A o
BHE., MEFMER , FSBE Amazon ECR H A 4 i B BR R B B{L G R B R

TEREHE

Amazon ECR Rt EB S X MGIRMIIEE , WiHBIE B RSFMGEFNEHEIRE, MEFMEEHR ,
BiFHEMREESH Amazon ECR # /Y 88 RE,

FER

3
B

Amazon ECR £/ IAM RiZ=HEREFENFR. BAUUEVEESRESNF TN IAM ERE, B
AR UHIX, IRENEEE Amazon ECR f1EE, MEFHMEN , 5528 Amazon Elastic
Container Registry N Z 24,

BIRFMBERSER

Amazon ECR X EEZE AWS IRFMEFHESIG , URSTAHAME B ERE, MEFMAER ,
52 B Amazon ECR FHFAEMGE R,

hn&

e
e

Amazon ECR X ¥ 5 Docker BIGH TR IREFHINEE AWS KMS, MEFFMHER |
B Amazon ECR FHERRE,

AWS Command Line Interface &

AWS CLI 25 Amazon ECR REFEEBN T , flMNEM, FIH, HEMREIRE,
AWS Management Console

Amazon ECR 1 aJ LAiEiIB #1TEHE AWS Management Console , 2t S AFEAH Web ST ,
AR TFEMRS,

BT H API 7 2015-09-21 2
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AWS CloudTrail

Amazon ECR £2 4 AWS CloudTrail , A ZEEECEMIEZE Amazon ECR 3 H Y API FERY | 1A
ARZEMERBEN., MEFMEER , F2BEH 528 Amazon ECR E1E AWS CloudTrailo

Amazon CloudWatch

Amazon ECR £ A # A Ef=pIEZERN B 5 Amazon CloudWatch , A[EZEH Amazon ECR fi#
FENNENAE, WEFMEEA , 52 8Amazon ECR @#FEEE,

Amazon ECR H & B fE i =4

Amazon ECR 2 H RH#HN£ZE Docker BB #H B AWS, CRHUZLBETRENFEETE , AR7T
JA 53 8 Docker BRaRMRR , EEMARR[EAEXNTEPNEE T, Amazon ECR AIRLES
B AWS RBENMAHBBREPRE, 7 ENATERRLERAEXNERF,

LA & Amazon ECR Wy —LERaEFE A=A -
ARG REENMD %

Amazon ECR AEHRXFEFE , AREAEBARFMIN D % Docker BB G , IR ARFEA, F
B A BB ARG HEIEZE Amazon ECR , A% Amazon EC2 AWS Fargatezt, Amazon EKS
AWSEREPMEMERRET R, WEFMEN , 2B Amazon ECR FAERFE.

RS NIFEEE (ClCD)

Amazon ECR E& AWS CodeBuild AWS CodePipeline, FEH4 CI/CD T EE#EES K BIRASL
FERAEXHNESLERE, AFENTE, FRME T B EBH#IEE Amazon ECR , #4& CI/ICD EE&
W—B0 , BRETRREPHE-—HEITRE.

Microservices Z21&
Amazon ECR EEBEMRKEEE  HErEAESelos AHE ARSIV D RBBRE. SEMK
FEE O LATE Amazon ECR FIEHBECHRERIRG , UBIRA%. HBMEREBIRE,
BENZERIE

Amazon ECR X EREMARFEHFZERINAFME , Hl40 Docker Hub SE=H B 8&iE, EnZEME
#BEH Amazon ECR EARBSMBN P RFEREE , HREESRZERREPHIT —BWBBEE,

ESESY) API R4 2015-09-21 3
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FHEZEHMZ 2%

Amazon ECR REBHN FEUR IS , ATZAREFHTURSHREREINRINERZREG, BE
B 4 | AWS Identity and Access Management LT E D BENRE K BRUI[MNENRSE
FH., MEFMENR , 552 B Amazon Elastic Container Registry B Z £ 1%,

FHRRRE

Amazon ECR Rt RRMEN BBFH UK EBRBFRNEENERERE  HHHELREBESR
MARRE, NEFAEN  F2EFEREBESE Amazon ECR FHYHEERIE.

IEREBRREE

HREEBRLZLHERERNES , Amazon ECR AT AEMERRBHRE , BRRBBAHRNRE
TELFRIALREEE , WA REEAR AWS RIFFHFEL. WEFMEF , FSBAmazon ECR
WEEHEE.

£/ Amazon ECR @R ET2E 7 A EHREXIZE

FIFH Amazon ECR B EI8E , B LUE RS Web EARRAMGETETEREFET , BEHES
@ AWS BB BBt o, BRESKFPE—HERKIEE , WP EEAER, NEFAER , B2
B Amazon ECR ¥ BRGEE

BEERB RN ARG

Amazon ECR £ BHIBERTRIREERNRAUBBBERBIEER[ME , flNFl, FTHIER.
RELRERAR, #EFEBNEHE, BRRSMNSHAY , UREBBBLELRAETHER
B, WEFMEN , BB £ Amazon ECR H & A4 aniBH BUR K B B L RIGHY B BR

Amazon ECR By Zh&E

Amazon ECR 2t LA T IhEE :

- SENBREIRAEEFEETRGNE GBS, SEZSEREFEREARGHRA, BLE
BRAERE/REEMCETIE. WEFHMEER , 8287 Amazon ECR 8 F 4 dpiE H BUER 2K
B B L BRG AV IEBRo

- MERHEDREBIBEMETNEBFRE, SERTFERAUUREAEHEARRE, EVHASY
BEBXIRFENTRGETRE. 2% , SUNEIREGRENER, NBFEEN K F2HE
G R EHE Amazon ECR FHEEE R,

- BESNBIEFEENELCFRRMBEMENEEMENLS, EEREABRERTE  YAUE—E
HAERE, MEFHMENA , F52FAmazon ECR FHHFAE B #ERE,

Amazon ECR By Zh#g API R 2015-09-21 4
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- REVREURRIRME T —@F X , IEFE Amazon ECR BHEF R LFEEFEFNRETFE. £A
REVREVR A , Amazon ECR #$TE SB#ER L2 8%48 , BARELR Amazon ECR 3478 B %48 Fp HY HREVER
BRSFN. MRFMER , F2EK LFEEHELE Amazon ECR W EEHER D,

WAl BB A Amazon ECR

R EEAK R Amazon Elastic Container Service (Amazon ECS) 3 Amazon Elastic Kubernetes
Service (Amazon EKS) , X E , EMERKEHEREZ LA Amazon ECR HEEE , A Amazon
ECR RiEMERBAYZEFH

AWS Command Line Interface ##& Amazon ECR £/ B , 55 H AWS CLI X#E &% Amazon ECR
ThEERY MRAS, INRETE FREE R Amazon ECR ThEEMI X8 AWS CLI , AR EZFRAK AWS
CLl, MFELREFHIRA WIEEEF AWS CLI , FZEAWS Command Line Interface  fEA#E1E
) PHEZERHEMERFRAH AWS CLI,

g

\

HE THRNAIEEA M Docker #& AWS CLI BRRREHIXEFAHE Amazon ECR REE , F2H &
Amazon ECR B BN GH £ aniB A,

Amazon ECR EE&

£ Amazon ECR , ZfREXNREEEFTRENERE , UREMEGHEMNEMNERERER, W
EFFMEN |, 3528 Amazon ECR E1{E,

1A BA a6 A Amazon ECR API R4 2015-09-21 5


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/ecr/pricing/
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£ Amazon ECR H B B & Ay £ fn 1B HF

MRBRE—IRMERA Amazon ECR |, A T 5 B#E B Docker CLI F1 AWS CLI 3% 31 i 5| BR&
BB EREEE  URBUNEREE. RABSMGHEE | IRLEFEFERNBRG, STREHIR
Bi% , FEMEREFIRE R FEFE,

EZE A AWS Management Console Mi3E AWS CLI , 55289 the section called “% 37 {f# 17 B LL1F AR
B,

METARERE AWS ERNHEM T EWNFMEESR , 8% AWS SDKs, IDE TEHM Windows
PowerShell S5 5% T & , 528 http://aws.amazon.com/tools/ : //o

FORIRMF

MBI ARZEFZHFH AWS CLI # Docker W fRiFFER , FEATHITBRLZEEMELE,

4t AWS CLI

£ AWS CLI #8 Amazon ECR A |, %% AWS CLI &¥iR4A, WMEFMER , F2E (AWS
Command Line Interface fER &) P Z 2 AWS Command Line Interfaces

# Docker

Docker A E Z AR RIMEXRFELFER , BEAH 2 BB Linux ZBITHRA |, H1%0 Ubuntu , BEER
macOS 1 Windows, MEIMMAEISEEZERFE LR HE Docker FIFFHER , 5B8IE "Docker 2215
EJ )

BAREERKERRSE , BeeEH Docker, MNBBEEMEH Amazon EC2 , BITLARE) Amazon
Linux 2023 $#11T{E 88 , W %2 Docker LABIA A,

MR LZE Docker , FEBEE| "58 1 : 237 Docker & ,

£ Amazon Linux 2023 AMI £ Amazon EC2 #{T{EE& & %% Docker

1. FERASKHIR Amazon Linux 2023 AMI B E#11TERE. WFEFMEH , 528 (Amazon EC2 £H
EIEm) PHREHTERE,

2. ERIEWITER, WFEFMEF , F28 (Amazon EC2 EAEER) FHERELA Linux
PITERE

SERMRAE API R4 2015-09-21 6


https://aws.amazon.com/tools/
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.docker.com/engine/installation/#installation
https://docs.docker.com/engine/installation/#installation
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html

Amazon ECR EREER

3. EWNCLREMNERRK , WEIATERE LHER

sudo yum update -y

4, ZERHH Docker Community Edition EH IR

sudo yum install docker

5. kB Docker BRT&,

sudo service docker start

6. 7% ec2-user F®E docker B , BETLUEFRMER sudo WIER T 1T Docker i85 o

sudo usermod -a -G docker ec2-user

7. BEHIEHEA , LLESHH docker BEFFT ., BARAB BIAY SSH R iniiRE | BT TR L
BE, WK SSH RIMEEPENEEZEETHITERE., HH SSH TERBRESSEEEN
docker BT,

8. Eaf ec2-user LAMERMEHA sudo WIER T#H11T Docker B85

docker info

(® Note

EREBRAT , BUZEEENRBHITERE , F8ERM ec2-user 7FH Docker EEFE
NPT, MREBERTYER K FEXEFTRBHATEE :

Cannot connect to the Docker daemon. Is the docker daemon running on this
host?

$EBR 1 : B3 Docker BR{&

EHSEBD | BHENES Web FEARERH Docker B &EE |, WEAERFL R Amazon EC2 $1T{HEE
EETRIE.

B8 1 : E3I Docker MR API fRZA 2015-09-21 7
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B G E Web FEAREXH Docker BR &

1. BIUMA Dockerfile MHEZR, Dockerfile @ —EEFEE , SR ARIE Docker BGHYE A
MG  URGEREIEE FFITHIER, WFE Dockerfile WEFMAEEA |, 35811 "Dockerfile £
ﬁJ o

touch Dockerfile

2. IREEMIZENM Dockerfile , ¥HE T I AR,

FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install dependencies
RUN yum update -y && \
yum install -y httpd

# Install apache and write hello world message
RUN echo 'Hello World!' > /var/www/html/index.html

# Configure apache

RUN echo 'mkdir -p /var/run/httpd' >> /root/run_apache.sh && \
echo 'mkdir -p /var/lock/httpd' >> /root/run_apache.sh && \

echo '/usr/sbin/httpd -D FOREGROUND' >> /root/run_apache.sh && \
chmod 755 /root/run_apache.sh

EXPOSE 80

CMD /root/run_apache.sh

# Dockerfile fEFH1E£ Amazon ECR A # EEEE R Amazon Linux 2 Bk, RUN i8S 2EEHEHIR
B , &% Web fRIfREEH — BB EHRE , REE A "Hello World!" A ZE Web fIREEXH4H1R
B %, EXPOSE {512 .\BAES LAVIEIEIR 80 , M CMD EESERE Web fAR:S.

3. 1% Dockerfile Z2i{& Docker B,

(@ Note

ETHaSS , HL Docker MRA A BEEE Dockerfile ZERE , MAR TFHE RV
IR,

SER 1. B3I Docker B {& API R4 2015-09-21 8


https://docs.docker.com/engine/reference/builder/
https://docs.docker.com/engine/reference/builder/
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docker build -t hello-world .

4. FIHENBHZRE,

dockexr images --filter reference=hello-world

Lok
REPOSITORY TAG IMAGE ID CREATED
SIZE
hello-world latest e9ffedc8c286 4 minutes ago
194MB

5. BTHEENMEK, -p 80:80 BEEAA LW ABEREIER 80 MEE AR LMERE
80, H1EE docker run BIFEMIERR , F8R1{E "Docker run 2% ,

dockexr run -t -i -p 80:80 hello-world

® Note

Apache Web fAlBR=5 F V& H SRR ERIREEED, BAILLZR "Could not
reliably determine the fully qualified domain name" FAE.

6. BARUBIESS A AREMEMIBIT Docker M FEE BRI AIBRES.
- MREFEHANZE EC2 HITEE , AERMFAMREITMN "5 DNS, B , EREMEA SSH REKRE
BITEBNEELL, FRESAHTERNZSHFHEATERE 80 LM AMRE,
o MRBERBHIT Docker , FEAFBIEEFIEM http://localhost/s

« WMRIEIE Windows 5 Mac EF L H docker-machine , BIFE# A docker-machine ip 8%
¥ EIFEE Docker 2 VirtualBox VM B9 IP #isit |, EH A% machine-name R ABEFERZ
Docker #2530 & &,

docker-machine ip machine-name

BEZEEIME , AEEM "Hello World!" BRI

SER 1. B3I Docker B {& API R4 2015-09-21 9


https://docs.docker.com/engine/reference/run/
http://localhost/

Amazon ECR EREER

7. ®A Ctrl + ¢, LA 1t Docker B85,

SR2: BIUREE

RELCHEETHIZZE Amazon ECR WG , BA BRI RTFEUERE, ELEsd | BEI—E
#A hello-repository MREAREE , AEMEHIE hello-world: latest B, BEE Y —ER
BE, FHT TGS

aws ecr create-repository \
--repository-name hello-repository \
--region region

S 3 BB TER B 8RIE

THEIWERTE 2% AWS CLI , 55583 Docker CLI E2IRITEER B 4488, docker R A LAE B FEER
Amazon ECR RIEAFZENMR B, AWS CLI 12 #tget-login-password s+ R &L & 2 B EREF.

EEFEH get login-password [@ Amazon ECR & #2585 Docker , #1117 aws ecr get-login-
password T, #5525 EFHEE docker login S5 , £/ AWS WEEAFERAEEBILIEER
EEFEM Amazon ECR E#1E URl, MR RS ARFETRE A L4 A HBSEZRKERLTS,

/A Important

ERINBIERE  BLREKABESIHARAN AWS CLI, MEFHMAER , F28 (AWS
Command Line Interface fEFA & ER) FHZEE AWS Command Line Interfaces

 get-login-password (AWS CLI)

aws ecr get-login-password --region region | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

* Get-ECRLoginCommand (AWS Tools for Windows PowerShell)

(Get-ECRLoginCommand).Passwoxrd | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

SB2: BMREE API iR 2015-09-21 10


https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/reference/ecr/get-login-password.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-ECRLoginCommand.html

Amazon ECR EREER

FTER 4 . EIREHIEZZE Amazon ECR

RELSTHERGEEEN —HEIH Amazon ECR f1FE. EFATHEREE 2% , A docker
CLI #EEARR

+ docker BE&%E HHRIEKRA : 1.7,
« Amazon ECR REF R E A FEEdocker login.
« Amazon ECR RFERF%E , BEFEAENFERYHEEREEFE.

EREXEFRGERER , B HEARGERIREEREEEDTEINREE,
EECARGR L HEIX ARG ZE Amazon ECR
1. 5l BT A B fRE T3 9 BR 15 DA RS 1) AR A R B HE 05 Y AR 1%

dockex images

B
REPOSITORY TAG IMAGE ID CREATED
VIRTUAL SIZE
hello-world latest e9ffedc8c286 4 minutes ago
241MB

2. BREMREBUEEEENREFE,

docker tag hello-woxrld:latest aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository

3. HEMK,

dockex push aws_account_id.dkx.ecx.region.amazonaws.com/hello-repository:latest

B

The push refers to a repository [aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository] (len: 1)
€9ae3c220b23: Pushed
a6785352b25c: Pushed

S 4 MG H#EIEZE Amazon ECR API iR 2015-09-21 11
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0998bf8fb9e9: Pushed

0a85502c06c9: Pushed

latest: digest: sha256:215d7e4121b30157d8839e81c4e@912606fcald5775bb0636EXAMPLE
size: 6774

S8 5 - % Amazon ECR 12EHL &

HEERGHEIAE Amazon ECR fFEER , B URHEMMNERIMRG, ERFE T ERGEHE2E , £
docker CLI 12 ERAR {5 :

- docker 2 &% WHRIEMRA : 1.7,
« Amazon ECR ##EF &R E A FZEdocker login,
- Amazon ECR #F7ERF%E , EFAEHE R FERRNFEE,

B RLE LR EFMEER  BATRIENBRE, &EHR Amazon ECR REUEHVEFIRRE , FFRIT TS

A .
m .

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/hello-repository:latest

B

latest: Pulling from hello-repository

0a85502c06c9: Pull complete

0998bf8fb9e9: Pull complete

a6785352b25c: Pull complete

€9ae3c220b23: Pull complete

Digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb0636EXAMPLE

Status: Downloaded newer image for aws_account_id.dkr.region.amazonaws.com/hello-
repository:latest

S ER 6 : MHERERE

MREFBFEEHT—AREFEEDHNRES , AT ARG, EEMBRBEG  FEEEHMENRETE ,
AR B HY imageTagsk imageDigestiE. T5/€EHlEMBRFEFhello-repositoryEH EFME
BEE NiRflatest. BERRBEERBREHEHIREG , FERT FIGS !

aws ecr batch-delete-image \

$E8 5 : # Amazon ECR 12HUBR & AP BA 2015-09-21 12
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--repository-name hello-repository \
--image-ids imageTag=latest \
--region region

SR MRREFE

NMRETBFERERGRTE , BRI MRRETE, THEGER - - forceERRMERE SRR
RirE, RERMRISNRENRETE UIREHAENRE) , BRATUATHS :

aws ecr delete-repository \
--repository-name hello-repository \
--force \
--region region

SR 7 MBRFEEE API iRZ< 2015-09-21 13
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&1{£{t Amazon ECR B3 &E
G ER T AR AERNRES  RBELEA Amazon ECR BHIKEL.
7 Docker 1.10 S5\ L IRA BB FE 4 B L EES:

Docker MG R HEEHERK , TEMEMNFNEIUKER, Dockerfile FEB—1TEHSEBHBENE
. E&ER Docker 1.10 L LIRA |, Docker TEER S 7E[E A L& Amazon ECR ISR E&# A%
HE , it EEREEEMR,

£ BN EREBR B

1B Docker Hub A M FERR MR T RE S BIEF S N ERARX T EENKEEE, FEZEMEH
Docker #t B EMAFTE W HEANR/NERR , REF A Docker BI& /) Scratch BRERE IR H
CHERBEG, MEFMAER , 5528 Docker XHHE I ERME,

SHITE Dockerfile B HZ AV ERNKFIEE

Docker tREUB W] iIREZ I BFE, MRKR —REBIRDEBERXEETMEE |, Docker AR
HHMRA K MASEHREIZDE. A, B—2BSUZIN s BIEAKE. MR, ELEE
T , Docker TESEFFEZIE  UEEFRETMN2ENSE,

BEMER Docker EREEM LB BNRKBMERE , FEBHELEMN Docker ERFEEREE
BREREILNKFEE . YRREHEERFERRERENKEFEE (FINEHNERARXRATE).

MEHSLBRETUENREREE

PELEINDNERNEERESBHEMERT , NBREAZIEN—Hr, BFEETHIE
Bl

WORKDIR /tmp

RUN wget http://example.com/software.tar.gz
RUN wget tar -xvf software.tar.gz

RUN mv software/binary /opt/bin/myapp

RUN rm software.tar.gz

FELEHIR , BE—., —f@ RUN T SFELN DB MiSSR/EBH tar.gz BRURHEME R B
MWARE, BNEENE RUN R EA tar.gz BRMER , ELaSEEE —ERBE—H RUN R
R, UERELEFAVLENERTIER AR Docker BRIGH —E 2 :

WORKDIR /tmp

API| BA 2015-09-21 14
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Amazon ECR EREER

RUN wget http://example.com/software.tar.gz &&\
wget tar -xvf software.tar.gz &&\
mv software/binary /opt/bin/myapp &&\
rm software.tar.gz

158 A B 50 Y B8 330 i 3R
BAERFEARKEIEHTHINEARNNESRS , LU Amazon ECR RENRRAVIEE,

MR EHWERRERIERE Amazon EC2 #TEE LT , BrFERA T 5 shell X BLARZHAITERE
AT A EEEEE

REGION=$(curl -s http://169.254.169.254/1latest/meta-data/placement/availability-zone

I\
sed -n 's/\(\d*\)[a-zA-Z]*$/\1/p")
AILAE A --region 28 EFHEEE AWS CLI 5% , AEEMA aws configuretn $ 18 SREBREREM

JEER[EE ., BRI UAEMFEH AWS SDK #E TR RFERE [E15, ﬂﬂ%?ﬁﬁlﬂﬁ%ﬂ , B2 EER R
TR SRR EMH .

API| BA 2015-09-21 15



Amazon ECR EREER

G Amazon ECR Z 12 HEER

& T L ME A IPv4-only i Zhsk &3 & (1Pv4 1 IPv6) 5% % , £ Amazon ECR ﬂ\ﬁ’*ﬁﬁqﬂ?&ﬁ‘ REL
MipR, WIEMEE OCI &, Docker Hﬂfgﬁﬂ OCI AR M. BER IPv4 BERIEHFAER , BULUER
EHBD IPv4 ind, BER IPv6 MRIEHBR , BFEAEHEBIRE, NELA P4 *ﬂﬁiﬁ;ﬁ‘ﬁ%ﬁﬂ
Amazon ECR Public Z#&iER H5E 'J?E’Jnﬁlﬂﬁnﬂ 552:B9[m Amazon ECR Public 22 HER., &
B IPv6 B Amazon ECR EEHHNERH., MEEEBNFMEN , 528 Amazon Elastic Container

Registry Ef&.

(@ Note

Amazon ECR A EiE B #2852 AWS PrivateLink 2. MR EFEE AWS PrivateLink
Y& , Al AFEAIPv4-only Amazon ECR i 3o

Amazon ECR 2 2 HIPv4-onlyin B i Bin BT BN EBMTIEE, EXEBM TSR .

- BE - BERMHFEBER —EREE,
- J|A _iREHEEIURREFERAMNZ AWS SDK IERZ OCI #AH Docker an R 5 5L H,

- T - HEHBEEIF , Amazon ECR =4S FIPS {ZX1ix 2, I3E FIPS #8& Amazon ECR
IwEEENGFMEN  B2EBHTEFRIEEE (FIPS) 140-3,

WEE IPv4, EHE  Docker #1 OC| AF R EZ RIS IHBMEFHAER , HSEERE CLI #1 AWS
SDKs Amazon ECR API AWS Y | 552B8 IR im 2o

1E18 IPv6 1R HEERAI A PG
£ EiEIB IPv6 [ Amazon ECR E#ERHAER , BREEEHE KBRS, FEiB IPv6 FH Amazon
ECR B8k a] , MR THIEKR :

- BHAFPHMBEEAEZE IPV6,
« Amazon ECR &8 IPv6 X ETHIERER .
« OCI # Docker A Fimigs

<registry-id>.dkr-ecr.<aws-region>.on.aws
-« AWS API 53K :

IPv6 A API| BXA 2015-09-21 16


https://docs.aws.amazon.com/AmazonECR/latest/public/public-ecr-requests.html
https://aws.amazon.com/ecr/pricing/
https://aws.amazon.com/ecr/pricing/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/general/latest/gr/ecr.html#ecr_region

Amazon ECR EREER

ecr.<aws-region>.api.aws
o BABEFEMERIR IP #itEFEA AWS Identity and Access Management (IAM) 7 & $&
R, N2 IPve M EE, MFFMER , F2HEE IAM FRIFEA IPv6 i,

- BIEGER IPv6 B, ARSIEFEEAFESLL IPv6 18N /RRemote IPHMiit, EHEBEAEMIE, 5
TSR EREE | LAZIHTIELE IPv6-formattedfy IP Hbiit,

® Note
PN SRAEF SR B FSAER P IPve it ARBARYRIRE | FEEAS AWS K

BIE IP bt s A

WRMEA Linux/Unix 2% Mac OS X , e/ AR curl s S AIHEERER IPve FENVEHEIRE WMT
BT -

Example

curl --verbose https://ecr.us-west-2.api.aws

LERIBLUTHNER. MREREB IPv6 B , BIERN IP it EZ IPv6 Hhilt,

* About to connect() to ecr.us-west-2.api.aws port 443 (#0)

* Trying IPv6 address... connected

* Connected to ecr.us-west-2.api.aws (IPv6 address) port 443 (#0)
> Host: ecr.us-west-2.api.aws

* Request completely sent off

MR & E A HY R Microsoft Windows 7 3 Windows 10 , A LUER ping@® S RARRE T LUER
IPv4 = IPv6 FERE M BunE: | 21T S EHIFT R,

ping ecr.us-west-2.api.aws

FHEEHEREFEBR IPv6 RHFEK

0] LA R # 3 B i 25355B IPv6 4T Amazon ECR API Y, #ESREMEA IPv4 2 IPv6 , Amazon
ECR AP & /EHI ThBER M BE BB 4R 35 — B

HIER 1P #ut B A API| BXA 2015-09-21 17


https://aws.amazon.com/premiumsupport/

Amazon ECR EREER

E & A AWS Command Line Interface (AWS CLI) AWS SDKs B , 8] LUfiE S Bk IEZ Y] iR 7 &

BIRHREA IPv6 , REBREHEERPIECEHBRYREEERN Amazon ECR iwE, &t
LAMERETERRER Puse_dualstack_endpointiRES true W DETHESE, T WHAE
FAuse_dualstack_endpoint , SEZEEHEF FIPS imE,

Example £/ e R i{THERE
aws configure set default.ecr.use_dualstack_endpoint true
Example £/ &8 IPv6 12 HFER AWS CLI

aws ecr describe-repositories --region us-west-2 --endpoint-url https://
ecr.us-west-2.api.aws

#¢ docker CLI /8 Amazon ECR i 2

B A Amazon ECR REFEXFLLMREE , BRI LI7E Amazon ECR & #1182 B #HIX FIRE OCI BRE&F]
Docker MR, T % & {5l 7= &3 52 I & £ B ik B A9 docker push F docker pull 55,

Example £/ IPv4 i B #E % Docker BR1%

docker push <registry-id>.dkr.ecr.us-west-1.amazonaws.com/my-repository:tag
Example &£ € 3t & ik B #E3% Docker BRER

docker push <registry-id>.dkr-ecr.us-west-1.on.aws/my-repository:tag
Example £ IPv4 i 2532 EX Docker BR

docker pull <registry-id>.dkr.ecr.us-west-1.amazonaws.com/my-repository:tag
Example {52 3 € # & i B 32 EX Docker AR {5

docker pull <registry-id>.dkr-ecr.us-west-1.on.aws/my-repository:tag

£ IAM FRIF{ERA IPv6 ik

£/ IPve FEEHIE 2 , FEEMFEH IP it &FEMN IAM EHEM Amazon ECR E&EREXTES
IPv6 bt E5E, WMRKEF IP bt EHEBUERREIE IPv6 it , AFIm TSR ERBER IPv6 BFEEER
BEASFEREHE, 0F IAM BEEEFEEFFAIMNFMEERN , 52[E Amazon Elastic Container Registry
89 Identity and Access Management,

& docker CLI /8 Amazon ECR %2k API iRZ< 2015-09-21 18


https://docs.aws.amazon.com/sdkref/latest/guide/feature-endpoints.html

Amazon ECR EREER

BRI IP #hut By IAM RRIERIP it EEE 7, THESKBEREFIRE MR 1P bt F4E
EFREBAFE IPv4 k54,240,143 *E5E, B HILESENEM IP it S HIE B FEUE &
g (exampleregistry). HRAFTE IPv6 ittt FE AFFHEBE 2/ , LWEESF LE IPv6 it FEL

exampleregistry.

{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "IPAllow",

"Effect": "Allow",

"Principal": "*",

"Action": "ecr:*",

"Resource": "arn:aws:ecr:::exampleregistry/*",
"Condition": {

"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"}

EEERAF IPv4 (54.240.143.0/24) F1 IPv6 (2001:DB8:1234:5678: :/64) bt 81E , 515K
BERBENRE TR , T HEFIFTR. BEUUERKConditionEBRERNIREH IAM B =&
BEX,

"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"
]

/A Important

A IPv6 28l , BAAEMER P Ut ENEAVFTEMEE IAM EAENEHREER, BRATE
BESBRBERTEA P bk i,

1£ 1AM [REBIFRfEA IPv6 itk API| BA 2015-09-21 19


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#Conditions_IPAddress

Amazon ECR

ERAEER
R

A LAE A https://console.aws.amazon.com/iam/fY IAM £ & RAxE IAM A ERA, W05FE IAM B
HHEF , F2E (AM EAEER) .

1 1AM REIFR M IPV6 bk API 7 2015-09-21 20


https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/

Amazon ECR EREER

Amazon ECR FAH & 815

Amazon ECR A EEHEFATHESEVERENEBRAELNASZNG. EUMEAECHAE
B EREEH Docker MHAMABERRFTE (OCl) REMKBEXNLERGREFE, S@ AWS 1RFE
RETERMFAE Amazon ECR &84, IFE Amazon ECR AN EZ#EEMFMENR , 55208 (Amazon
Elastic Container Registry Public fEF&ER) FHLAEE#HIE,

A EEESS

- FERRFABEBHEN URL & https://aws_account_id.dkr.ecr.region.amazonaws.com.

- RIFFER , ENRFELEESHETHEENEEAGZIRE, T8 , FAEFEFTERENY
Amazon ECR APIs , RS GH#HIXZZNEREER P RIS, Amazon ECR REEEZ E K
K, UBRHTRBRNERAERZRN. MEFMEERN , 528 Amazon Elastic Container Registry & %
BB E B,

- LEARBEEN Docker A FIREIFAE B8 | A docker push B2 docker pull 55 3R #E 1% B &
ERERGFETNRTERBEZFBEEEPRIMG, MEFHFMAEN , F2BAmazon ECR FHAEE
HBIES D BRE.

- RWERFETES EAEFNBERRFBFEBRRMUESG ., NFEERTFERRNVFHENR
B Amazon ECR AWVFAERFEBIR.

- REERETHREEIULNZERELEERENER  EERLAEHRETH AWS EEMEE 5
IRFETER. NEFEEF , F2HAmazon ECR R AEREER.

Y
*

Amazon ECR HIIFAE B %1 & 1 B

& A LAE A AWS Management Console, AWS CLIZ, AWS SDKsRE Y MEBRIAEHEE, &L
EREL S ERERG LTI D BE , HIMSIEESMR, ELRAFREARE AWS 558ES
o BIEEREILAE A Amazon ECR AP| #A N IRERER & |, 8B B A8 A Docker CLI SRAFES

E M Docker ERIE,

Docker CLI A EBFEAH IAM BB HE, HERINFENNILZE , Amazon ECR F e FE R IRE
Docker H#EiXE2I2ENEE K

T OB R E SRR AT M.
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Amazon ECR EREER

£ Amazon ECR BH G BER

Amazon ECR 12 Docker BEHEIES , (JEHIEMIZEMEZE Amazon ECR BRERZ EEMEH
Docker B, METMELZRENFBRELS R , F2 B Amazon ECR Docker ‘ZFE i BIFER o

@® Note
Amazon ECR Docker BRHBER BT ZEZEERZRE (MFA),

ERRBEFA

REFHNWFTEEESEARKENS »BIFFZFZ IAMZEANFITEERT. SoRBFHEAR
FH IAM ZFEAERENEBEREA 12 N EM[ Amazon ECR B#&iE, BEMSEIBEFH
A A GetAuthorizationToken AP 4 , FREMIEEEAE R B AWS MFIBEHEHN baseb4d 1w
EREFRF. AWS CLIget- login password R EBERMNBHREFZAREGCLBRE , RAEE
AT BUig E#rix Bldocker logini B A EITER =¥

EEF A get-login [ Amazon ECR A BB Docker

- EE{FH get-login-password [ Amazon ECR & &&#EEa ¥ Docker , #1117 aws ecr get-login-
password 5. #5890 BREFHFEIEL docker login ok |, FH AWS WEEAFRERBIIE
ELEBEN Amazon ECR B#1E URI, IRROZEAZZETHRE  CLAHEBEARERES
JH: Aap 'I'-| )

/A Important

EIRN RS  BRENAREREFRAEN AWS CLI, INEFEMER , F2E (AWS
Command Line Interface &S/ R ZZE AWS Command Line Interface,

 get-login-password (AWS CLI)

aws ecr get-login-password --region region | docker login --username AWS --
password-stdin aws_account_id.dkr.ecx.region.amazonaws.com

* Get-ECRLoginCommand (AWS Tools for Windows PowerShell)

f# /A Amazon ECR BH B2 API iRZ< 2015-09-21 22


https://github.com/awslabs/amazon-ecr-credential-helper
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetAuthorizationToken.html
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
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Amazon ECR EREER

(Get-ECRLoginCommand).Passwoxd | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

A HTTP APl B9 B¢

Amazon ECR %18 Docker & &4 HTTP APl, 82 , & Amazon ECR AR EE&E , B4 AME
BAEEHTTP B RRIBHBBFEH, BULIER 1 -HZEHIE HTTP REEHE | curl i EE get-
authorization-token AWS CLI s S 2t B FH,

5/ Amazon ECR HTTP AP| #1789 B

1. A HEREFR , AWSCLI YHERER RIFEBE,

TOKEN=$(aws ecr get-authorization-token --output text --query
'authorizationData[].authorizationToken')

2. #5 $TOKEN SB{EESD curl B9 -H BIER @ AP B8 ¥ 59, i , THHSEHHE Amazon
ECR REEFRHMEGZEER., MEFMENR , 55208 Docker B8&IE HTTP APl 22& 34+,

curl -i -H "Authorization: Basic $TOKEN"
https://aws_account_id.dkr.ecx.region.amazonaws.com/v2/amazonlinux/tags/list

HHmT .

HTTP/1.1 200 OK

Content-Type: text/plain; charset=utf-8

Date: Thu, 04 Jan 2018 16:06:59 GMT
Docker-Distribution-Api-Version: registry/2.0
Content-Length: 50

Connection: keep-alive

{"name" :"amazonlinux", "tags":["2017.09","latest"]}

Amazon ECR A FAE ZE 8% ERE

Amazon ECR AR BB EREEEHEBRRENRE, WEEFERESHESERE D B
TEo BT LAERFAE B SRR RERRE T 58,

%R HTTP APl BB E API R4 2015-09-21 23


https://docs.docker.com/registry/spec/api/
https://docs.docker.com/registry/spec/api/

Amazon ECR EREER

- BHEFT - EHREFFUTEREANERERS , WREURIGTT . MFEFMEF , 552 FAmazon
ECR RV B B EHEFT o

« IREVREVGE A - 2EUREGRE Bl B R Amazon ECR FAE B P L2 B REMG, MEFA
B, F2BEG LR EEE Amazon ECR FAE R EERS,

- EEHE -SEEHERAREHENRBEERESE AWS EFEHIRFER, NEFMENR |, B2
B Amazon ECR ¥ FAHRIGEE

s BEERVEN - FEEERVESHEAANES Amazon ECR RREEIHHEFEREEANELRS
Eo BN | FBREVRINEERYNHEEE, MEFHMEN  F20 A RGIREVRE S E S S
B2 EEENEAR,

- RHERE - BB  CNEHRECHAELRNEE, SUNMARHAEDLERFRHEANERE
B, RERHERRRNEXRTEZSEHFNSHN. UEFRES  F2REHMREREES Amazon
ECR FHYEKEE I

\

¥

Amazon ECR R FAE E $FAEFF 1l
Amazon ECR fE B EBER , BFURFELEEHZEBRN AWS 5,

ERBRFEBRFBRRARZEEE, EMERETEETEN B HFBEREE : A& 1 (V1) FRRE 2
(V2), V2 RIBRMNEHBEREE , @578 ECR T, MFE API BENTEFE |, 5528 Amazon
ECRAPI| {§f8, V2 lRARTERRN B ZBEREE, NERGRRERGBREENFMEN , FSH
REERN B EBREE, MEER Amazon ECR AER&EE — KRR ENEA , 28 Amazon
ECR #H B B R ERE.

FRAEFR AT o

« V1 —HRE 1 X , Amazon ECR REHEAE R HEBRAHIMIT T FIFFA,

« ecr:ReplicateImage - BFFH KRS —ERF (BAREREZHE) , LUSHMGEREIEHE,
EEARBIRFER.,

 ecr:BatchImportUpstreamImage — R FMRINBRELA HE A BN EBEHENTT,

« ecr:CreateRepository - RFEMEERETEVREFENT T, NRFHRERS REREG
NWREFEEAEEEZEDETTFE , IFEELEF,

« V2 - ¥R 2 X , Amazon ECR fRFFBURHIVFTE ECR B)E , W FTA ECR BRHEHIE T
SRIBUR

BRI LAER EE A CLI RigR B E S HRBREE.
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® Note

HAT L ecr *BIEHEENREREIR , EREEBRERBEIEEEA NIRRT BT
ENBEDE, MAREABRAFT.

FE

« Amazon ECR HIFAE 8558 BUR & 451

- PRI BERNBHRBKREER

« ¥ Amazon ECR HEIRFIE BN B HRIET T
« 8F Amazon ECR F1REURERHY B &% 7T 7]

Amazon ECR HIFAE & 8% 48 B SR &1 45

AT €860 R R 8 v] LA R12 62 A & BB 2 Amazon ECR B #EFF AT B HEFF T BERMRIR K,

@ Note

ESE&EG T , MERBEEEBRFE DB ecr:CreateRepositoryBfE , BIHETESR,
BR , ATHRYEE , AEEERFHEVEEHEEBHNRETE,

g6l RFFRRIRFHREREERMAREE

THREEFFABRATRRIRFNREREETMBERFE,

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :source_account_id:root"
},
"Action":[
"ecr:CreateRepository",
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"ecr:ReplicateImage"

1,

"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"

g6 . REFRBSERFNRERSE

THREEFABREMERER. SERAXFAFFRRIRFNREFNEESMERTE,

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccountl",
"Effect":"Allow",
"Principal”:{
"AWS":"arn:aws:iam: :source_account_1_id:root"
.
"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"

"Sid":"ReplicationAccessCrossAccount2",
"Effect":"Allow",
"Principal”:{

"AWS":"arn:aws:iam: :source_account_2_id:root"

1,

"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage"

1,

"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"
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g6 . RFFRRRFHREAEERESTHE prod- WATERTE,
THREEFFABRAFTFRRIRFNREAEET U BENAAEREFEprod-,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :source_account_id:root"
},
"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/prod-*"
]
}
]
}

YRR ER N B FRBURE E

/A Important

HRHERE  CHNESERHRTAEELRERAV2EEBER, SFEEHEYEAE
€, Amazon ECR T"EREFRZE L HIH B EKBEEK V1,

ERLAMER T2 AT CLI RRA B E T HRPKEE.

AWS Management Console

ERATHSRRBRIEWIRFRE, FERANENSRBKEE , FSEMLER LN CLIEF.
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FRALE BB B B SRR R

1. 7£ https : //https://console.aws.amazon.com/ecr/private-registry/repositories R Amazon
ECR £# &

2. REBIFEZES.
3. HEEBERT , RELAREE, DRNKRE 6 RREEFH,

4, EFTEEL , StHBHBERBEEHBR JSON, WREE V1 BXK |, AIGETRERE ,
@% V2 mE%ﬁ?H’%o igg Fﬂ&ﬂq o

\
)
|

BIEEET K BHEKEXREECEHRA V2.
5. BALLUEREFEA CLIREST. MEFMEA ,

>”a":'-'
fit

2B Amazon ECR I FAE & 818

(® Note
EERAHNEFNERBCREAE  F2RELER LA CLI EF.

AWS CLI

Amazon ECR &4 V2 B EHK, A TIITRRRARENSRBREE, SEEETRE
PRENBE T BRBKEE

- BEUE B BIER R B HBUR.

aws ecr get-account-setting --name REGISTRY_POLICY_SCOPE

SUEBELEMY. NELKEHERE , NERETHIHE

aws: error: the following arguments are required: --name

BREEERSTHEE, ETHEMNEES , BEBRRER V1,

"name": "REGISTRY_POLICY_SCOPE",
"value": "V1"

BRI B HBURMR A #E R VI V2, VI TREBNEZRBEREER.
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Amazon ECR EREER

aws ecr put-account-setting --name REGISTRY_POLICY_SCOPE --value value

plan , ERA TSGR REHE V2,

aws ecr put-account-setting --name REGISTRY_POLICY_SCOPE --value V2

BREEERSTHEE, ETHEMNAET , BRBRREAEEHRA V2,

{
"name": "REGISTRY_POLICY_SCOPE",
Ilvaluell: IIV2II

F Amazon ECR FERFE BN E&KET T

BIRFBREHEANBTATRT AWS ZEA , AAERTFERREZREESRIENEHE, BRER
R, BUNERACHEREFREEEIERN . EAFERERHEIE , IRERTS —Eik
FRRABERIEHENFTT,

BEBEBE ML ERT ecr:ReplicateImage AP BIYEMIEFTT, E1E API ZREH Amazon

ECRAPI , AL EEEHSRIRFE 2 HEBMREGE, Bt LIEF ecr:CreateRepository FF

Al | iEAFF Amazon ECR E M BB EPEIMBEE (MREMETEE). MRAKRMH
ecr:CreateRepository 7] , BIAAEEHEPFHEVEAERRREFEMEEBNRAETE.
MEMEHARTR , EBAE KK, FAKBE CreateRepositorysk ReplicateImage API BiE
& FE/RTE CloudTrail A,

REE BB (AWS Management Console)

1. ¥E https://console.aws.amazon.com/ecr/ BB Amazon ECR E# &,

REBEY  BREEEHPREZHEBERNESR,

FEEERD , BELEEREE  BEDRNRE , ARBENT,

£ Registry permissions (#1857 1) EE L , i##F Generate statement (B4R ),
FABRRELRTH TITRUERENBERFER,

o M DN

a. SHYBGRER | EBEEE - BIRF,
b. $HERAR ID, MAM—ERN D, WBVHAE Sid EEHEEBEK L,
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c. ¥R Accounts (IRF) , M AZRER FEFAINESERFHIRS ID. EESMERS ID K, LGE

0 B o
6. BERF
REEBFTABUR (AWS CLI)

1. BB 5B registry_policy.json WER , WigHEAREEBE.

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :source_account_id:root"
},
"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"
]
}
]
}

2. FEABRERELEHERX,

aws ecr put-registry-policy \
--policy-text file://registry policy.json \
--region us-west-2

3. HEEUESRAE Y BUR DARERT.,

aws ecr get-registry-policy \
--region us-west-2
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&F Amazon ECR A2 EUIRERHY 2 8% 5T A

Amazon ECR FAB B2 81551 7] Al A REREME R IAM BRERREVIRIVFFIEHE. WK IAM BRHES
RYEH IAM BUR B THRF I ZB 5 HAEFF T HERR TR , Al IAM BERE %,

BB ESENFTTBER (AWS Management Console)

o ~ w0 bh =

£ https://console.aws.amazon.com/ecr/ BB Amazon ECR A&,
REBIEEECHPERELEEFETTREXNER,

EEEERD , BEELEERERE  BEDRNRE K RBBEHT,

£ Registry permissions (B &5 1) B L , &2 Generate statement (BE4EBRR),
S A ERE NS ERBUREGT oI BERBRE |, #1T T 5IE1E,

a. &H¥ Policy type (BURER) |, i2#2 Pull through cache policy (JREUREVBUR),
b. &H¥f Statementid (BRIAZ ID) , REREUREFRIAXBERHN AT,

gH¥f IAM entities (IAM Bf) , EEETSEBRPNERE. FEIAEG,
d. SH¥REGEZERE , EIEEBRE BB REVREUR A,

e. &% Repository names (REFEEER) , EEEEARAANREEEREE, flw , m
BIRMEEE Amazon ECR Public E3E Amazon Linux f1ZE |, BIffiEEZBER
amazonlinux.

o
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Amazon ECR A B 1F[E

Amazon ECR FABERFEI 2K Docker B &, Open Container Initiative (OCI) B OCI HHA K
fo EBA LA Amazon ECR API #24E5, Amazon ECR X ANMEERE , B3, B2 7 MRk
BRETE , YWERE W REFIH# T UIFEUE LA FE. Amazon ECR 128 Docker CLI & , FH &7
LAAS R 15 18 B 2 IRIR HE )X IR BN B R 17

£

- WEREFEHE

« EY Amazon ECR #A B 7 E U7 R &

« #£ Amazon ECR R ERFEN RS HFMHER
- #£ Amazon ECR H BRI EREFE

« Amazon ECR #H B REFEBE

 1£ Amazon ECR HZRR A ERIFE

hEEEERR

- RIFFERR , EWIRFERERSHKEPHEENES AFEE
(aws_account_id.dkr.ecr.region.amazonaws.com), A , FEH&EFEEFRE Amazon
ECR API 1T |, AN RETFEHERIZERMREG. Amazon ECR RUEEZERXR , UEFHT
BEEHRNERAEFER. MEFMENR , 52 EAmazon Elastic Container Registry 5 % B R Y &
il

- BEETER EHEFRBCR R ELNREFEBERMAZS, MEFMAER , F28Amazon ECR
AR T ERR.

- BFEERBUTZEGEZEME S UARWEZEANUNRBTESH. flm , MEEHEBERKE
FrERIM E&E , BB A _HEFE team-a e R ZEME , MER B AIEA team-b A ZEME. WREE
i, SEEXBEECNE S web-app WG , SERGHUABKG B ZHBEE, WHEERAFET
TENERTEREASEBRK LANSLMSR, A BERWRES team-a/web-app , B EBAIBRE
A team-b/web-appo

- BRRETUEECECHESEENRFcHERIHMRTE, SUAEHERERERETEEER
HERERITIERRIF, MFFMEFR , F2EAmazon ECR PR B EHERE,

REEHS AP kg7 2015-09-21 32



Amazon ECR EREER

#3 Amazon ECR A B R EELLIZ AR &

/A Important
£/ AWS KMS (DSSE-KMS) Y % [& 7] Ak 25 im I 23238 A ¥ AWS GovCloud (US) 15,

1 Amazon ECR A ERFE A RARFEAREFEERTHESZWN G, BRUTSE , £/ AWS
Management Console B M ERFE. NEFER BEURBTFENTR AWSCLI , F2R TR 2 B
REFE.

B fRAFE (AWS Management Console)

1. ¥ https://console.aws.amazon.com/ecr/repositories B Amazon ECR £ &,
2. REBEIREFELRTFEMELNES,

3. EREFEEEL , BEENERTE 6 AREEEUREE.

4

£ Repository name (RFEER), 7 , AENREREFEHAB B _NEB. FFESBIUET
EE (Bl nginx-web-app). B¥&E , AIMEHGIEMLEWEZRE , SR FES EEIERH (6]
il project-a/nginx-web-app)s

(® Note
BEERBULURRS 256 AF THAR. BRLANUFZRRAR , EREIENRFE.
Hr. EFR. KR ARNFRER. TXREABEFR, EREIERR.

5. ¥R Tag mutability (ZETEM) , BERTFENEBTEMHRE, KETTEEBNRETEESMH
ILRGHBE., MEFHMENR , F2EPHIETE Amazon ECR & BIRIGIZEE,

6. SHYIINZRIERE | BB AES-256 T AWS KMS, MNEFMET , F2EFEMNE,

a. WRIEE AWSKMS | BHEEEBNZNEB NG BETIEE, FH AWS KMS S#E %
EXFENER, MEFMENR , 5528 Amazon ECR Service EE,

b. RIFTER , aws/ecrBRIZEEFIEN AWS TESR, ELFE—IXEIKA AWS KMS i
FHREER  SELNWIRFFEILSER, BENEFSESE (HE) LNBRELZBCH
AWS KMS £, AWS KMS €V EREEVRMERNES, BEEIT AWS KMS £ 2A
BYEZ AWSKMS £# & , UBIZECHEE,
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7. HRREBEHREZRE AL TUEREFERRECERAREENFHEREE  EREEBRENEERH
REEREEREERE, EARERERNRERMARE , TECGTERAREIELRERH 2 BET
BE 4 ELAERHERGERIECERENREE,

8. BEEY,
BREIR

EERVSRERRIBEENSR  BERBEE | ARRBRARLSS. NBBREIEIEH
REENRART , BHH BREHEE Amazon ECR BRI,

# Amazon ECR HRIREERE BN ABAMET

BUNEREEZER , BT PRERTENFHEF AWS Management Console :

« ERTFEDFRE R MHLRE

- FRFRERTFETSERGHFMAET S RSERGH AN SHA BE
- EENREEARRHRER

- MEFERTERREMEBYFA R REUVREUR A

- MEENMZRE

(® Note

&L Docker 1.9 W A48 , Docker i FIR1EMSBRRHEIX E V2 Docker B (1B , &5 BHEMR
88, dockerimages i S HEERRKBREHRG KN, Hitk , F552E , Docker AJRER{E
[tk AWS Management Console {5 7R BV BRI& S K 1 BR 1R,

RBFEZEEZ (AWS Management Console)

£ https://console.aws.amazon.com/ecr/repositories BRI Amazon ECR &

4,

REBE F  BEISERGNRBTERSE,
HEEEEFKSF |, BIE Repositories (FEEE).
£ Repositories (f&17E) B L , i#12 Private (FAF) 28 , AR BEERBNRETE,

ERFENMEFAEmL , T ATERBER Images (B1E) BB, FHEERERFEFEES
BN EMER,

o K~ w0 Dd =

BRESR API iRZ< 2015-09-21 34


https://console.aws.amazon.com/ecr/repositories

Amazon ECR EREER

B Summary (B E) R FEFMAEANRFTENRIGTHER.

E1F Images (RB) REBRRFETREGERNET . EERREANRENFRER
MRGER. WEREFMEF , FFSBE Amazon ECR R REZGEFHEN.

3

e

MRAEBMERE KRR |, BT LURFRFEL S 5 M BRI F Delete(MER), 0
FFHMER , FSBE Amazon ECR H il BRER o

iB1E Permissions (7 7]) URBAERZRBEFENRTFERER. MEFHMEENR , 528 Amazon
ECR FNFAEREEESR,

E1Z Lifecycle Policy (£aBHIER) URAERIRBEFEN W EHBE. BHaELtmiR
SEREHREY ., MEFMENR , FSE1E Amazon ECR H & A4 B BEE R B 8L AR
BEERR

B1E Tags (BR) URRERIREFENHRENER,

£ Amazon ECR #BRFAE R ZE

MERFEECFERATE , IWSEMBR. EEMBER PHRFER AWS Management Console , /7 E
FEENMEMRGHEE—6MBR ; EEEER,

/A Important
tEMBREMBRRBFEEFNE R SEEERILERE,

= EMIBRFEZE (AWS Management Console)

1. ¥ https://console.aws.amazon.com/ecr/repositories BRI Amazon ECR £ &,

2. HREBEI L RESEEMRNBEEES,

3. HEEHIKF , B Repositories (REE).

4. £ Repositories (f#17&E) EE L , i#12 Private (FAF) 2 H , AR B ZEEMRA RIZELIRIE
Delete (HH'IJ I}f%)o

5. £ Delete repository_name (MBX repository_name) IREH , TEFRFEMI PRV R ZECBHRE
HBIiZZ Delete (MBR).
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Amazon ECR EREER

Amazon ECR A B R EFEEBER

Amazon ECR fE EREFF A RIZFREFENFE. EREFIUTREEEBLEERAENABRAFE
REE , URMMTANFEERTHLEDE. RIBER , ABEUMEFE AWS HIRF A FEURHF
B, ZALERREFERR , UAAFHREFEETHMTR.

FE

- BEEBRE IAM BERHLER

« Amazon ECR # A B 7 EBUER I

 #£ Amazon ECR HRREME R FEBERBFRAER

FIFEBERE IAM BEEAN R

Amazon ECR #FEBKRRZ IAM BUERH 75 | HEBEMEF AR EFI¥ E @ Amazon ECR RFER
ZH IAM BEREE AN ERE{E Amazon ECR RIEHNEFA , Bt AR EHIMEEERNEFEL

HEREREEAENACTUHRFEENTHLEER , Amazon ECR RTFEBERMN IAM BUR#E
RE, NREAERACEBRFERRBELEHNTEEDE , EREB IAM BERBHERH T (R27F
), RIXBEREIER, BEBRTERRS IAM BRE[—E A AFFERERNSCNEERTT , B
TEEMEHR R

/A Important

Amazon ECR EREH EHHEIEB IAM BIRMMW ecr:GetAuthorizationToken API B9
FFE , RRTREH B HREETE 2 RE , LRIEM Amazon ECR #7177 E# xR EE AR
&, Amazon ECR Rt ZEZE IAM BUER , URHTREMRNEREFE. MEFMEEN ,
552:BAmazon Elastic Container Registry & 2 B BURH €54

B AERELERRERNEM—E , RiEGHEERFENFI , TR,
Lt gi 5~ —18 Amazon ECR BFREBXR , AR EEAERLREENFEERNRE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ECRRepositoryPolicy",
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"Effect": "Allow",
"Principal"”: {"AWS": "arn:aws:iam::account-id:user/username"},
"Action": [

"ecr:DescribeImages",

"ecr:DescribeRepositories"”

}

HEHIRER—@E IAM BUR , EBEAERSHSBENEEREERTE UARTFENTE ARN 15
E) , MERLRHEENEE, EHFR Amazon ERETE (ARN) XMFHMAER , F2H TR,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowDescribeRepoImage",

"Effect": "Allow",

"Action": [
"ecr:DescribeImages",
"ecr:DescribeRepositories"

1)

"Resource": ["arn:aws:ecr:region:account-id:repository/repository-name"]

}
]
}

Amazon ECR I FAE R F EBER £ 4l

/A Important

HEELNREREFERRES SEEMZE Amazon ECR FAEf#EE, MNEEEHE IAM X EERE
R , BRIEA T Amazon ECR ﬁﬁlﬁ?ﬁi%ﬁ?ﬁﬁﬁﬁﬁﬂ%ﬂi A Rle S 8L ETEE,
MEEHMREMEEBRERNGEMEN , 5528 £ Amazon ECR H R ERE 17 EBERRIR
o

Amazon ECR BEEBERE IAM BERW F5£ , HEEMEPM AR IEHIEEE Amazon ECR #FE/N
ZHL. IAM E&%ﬁ%ﬁﬁﬁ’*ﬁﬁﬁ%ﬂ Amazon ECR JRIEHIEFT , Bt al AR HEIEEE RN ER, W
FHMES  B2RREEERCERE IAM BERH B,
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BUTS {1 o R SR 6 45 A 7R 48 AT LA I 2R 42 6 Amazon ECR A B 7 E R ERRY FF ATBRIR K o

/A Important

Amazon ECR EXRFEAE#HEEB IAM BIEMI ecr:GetAuthorizationToken API B9
FFH , RERTeEH B HEETE P RFT , LRIEM Amazon ECR #7177 E#ix IR BT AR
. Amazon ECR Rt ZEZE IAM BUEE , UG T REMRMERE TR, MEFHEEA ,
5528 Amazon Elastic Container Registry & % B BUR K €14,

g6 . RFF—HSE ERE
UTREEBRAR —ERZE £HE 67 EEENERHTERIRK,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPushPull",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::account-id:user/push-pull-user-1",
"arn:aws:iam::account-id:user/push-pull-user-2"

]

.
"Action": [

"ecr:BatchGetImage",

"ecr:BatchCheckLayerAvailability",

"ecr:CompletelLayerUpload",

"ecr:GetDownloadUrlForLayer",

"ecr:InitiatelayerUpload",

"ecr:PutImage",

"ecr:UploadLayerPart"

]
}
]
}

2Bl . RFFHMIRS
T IR EIGR A RS IR HE AR R,
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/A Important
ERFHAITNRFLERASEEEYRFERRNES , SRSHERER,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowCrossAccountPush",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::account-id:root"

},

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:CompletelLayerUpload",
"ecr:InitiatelayerUpload",
"ecr:PutImage",
"ecr:UploadLayerPart"

]

}
]
}

THREFEEBRARSDFERAERNMEG (pull-user-1 B pull-user-2) , RIFREEMERE
(admin-user) SEEFEER,

(® Note

WE BRIF X BN EEMMTEBR AWS Management Console , A LA set-
repository-policy AWS CLI fs S &R BX,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPull",
"Effect": "Allow",
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Amazon ECR

ERAEER

gHl 4k

"Principal": {
"AWS": [
"arn:aws:iam::account-id:user/pull-user-1",
"arn:aws:iam::account-id:user/pull-user-2"

},

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

"Sid": "AllowAll",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account-id:user/admin-user"
},
"Action": [
"ecr:*"

A

T oI FERRIER A £/ & B8 b HRIREVEE D

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyPull",
"Effect": "Deny",
"Principal": "*",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
]
}
]
}

REEBREH
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il : BREI4FE IP it A 7ZEY
EERARASEM I BEWREFER | T 5I€ 6135 BT A6 A E B 1TET Amazon ECR BN,

BEBRAR T Y R SRR B AR 2 BRI B A E S 4 AR (IPv4) IP #31bAY 54.240.143. % EE,

Condition E#AEMA NotIpAddressi&HF aws:Sourcelp 4 E£®  ER AWSERFEHG £,
MEEMELHRHGRSIBNFMAENR , F2H AWS 2EEHFRNAERS|#, aws:sourcelp IPv4 BEE
ERAFRE CIDR kRE. MEFMEN , F2E (AM FAEERE) B8 IP itRHTEEF,

{
"Version": "2012-10-17",
"Id": "ECRPolicyIdi",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Deny",
"Principal": "*",
"Action": "ecr:*",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": "54.240.143.0/24"
}
}
}
]
}

ol . SoFF AWS IR

THRFEBEK AR AWS CodeBuild FEUEE RS E S FIER Amazon ECR API BifE, EALLTE
BIRE | IEHESZAER aws :SourceArn # aws:SourceAccount ARSI RFE A URIBIELLEF ]
NER, MEFMEF , 52 (AWS CodeBuild EAE ) FH CodeBuild B9 Amazon ECR &
i

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"CodeBuildAccess",
"Effect":"Allow",
"Principal":{

BEEREEA API hR4x 2015-09-21 41


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_IPAddress
https://docs.aws.amazon.com/codebuild/latest/userguide/sample-ecr.html
https://docs.aws.amazon.com/codebuild/latest/userguide/sample-ecr.html

Amazon ECR EREER

"Service":"codebuild.amazonaws.com"

},

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,
"Condition":{
"ArnLike": {
"aws:SourceArn":"arn:aws:codebuild:region:123456789012:project/project-
name"
1,
"StringEquals":{
"aws:SourceAccount":"123456789012"
}
}
}
]
}

£ Amazon ECR H R EFME R EEBERBRIA

A LA AWS Management Console /KB T 5S8R |, BERBRRARNNEE PNRTE. BAA
BERFENESEBRRRN. WHEHHFIBE , F2H Amazon ECR FHFAE R IFEBEEHA,

/A Important

Amazon ECR ERFERE#HEEIR IAM BIERMI ecr:GetAuthorizationToken API By
FFE , RRTREH B HREETE 2 RE , LRIEM Amazon ECR #7177 E# xR BT AR
. Amazon ECR Rt ZBZE IAM BUEX , UEFITEBRNEAE TR, NEFEER ,
$52:BAmazon Elastic Container Registry & % B BUR H €54

1. ¥E https://console.aws.amazon.com/ecr/repositories BRI Amazon ECR £# &,
REEY - BEREHP LS ERERRRRAXNRFEZESE.

EEEEKF |, 812 Repositories (E1FE).

£ Repositories (R7FE)EH L , BEEREBRRAXNREEERBAEBEERNS,
RBFERGBERRNEEBIETP |, iBE Permissions (FF 7). Edit (§7¥8).

o > DN
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Amazon ECR EREER

(@ Note
MREEEBEE R ERE Permissions (FF ) #IH , FRABURRTFERGETERSR
H,

£ Edit permissions (#®¥EFFA) EE L , i##F Add statement (FTBBRER),
¥ Statement name (FRAX B ) , @ AREXN B,
¥ Effect (UR) , BEESEEATIHBIEBNBERRR,

¥R Principal (REA) , FREEEABRRRENNEAEREE, NFEFMAER , F2H (AM
EAERERE) P/ AWS IAM JSON BUERTE : R

© © N ©

- BELEBZENSEA () BREHR , SREXNEAERFCBEE AWS NERE,

« ¥1 Service principal (BRBEZEFEAN) , EERBEEFLAZTE (HlW ecs.amazonaws. com) AE
FABRIR =X B 45 7E 9 AR 7% o

- YWHRAWS IEF IDs , $57& AWS IEF SRS ( fif0 111122223333) , SEAXERATHSE AWS
RETHWMEFERE, BULUERER S REERIEEZHEKRS,

/A Important
BRTFHITNIRFLEBALEEERYREEIRNES , FRISREER.

- ¥ IAMER | EREEARENZ AWS IRF THAGRERE.

® Note

WE BRI T X BN EEMMEFEBR AWS Management Console , A LAEA set-
repository-policy AWS CLI es S ERBUIR,

10. B Actions (B1E) , BEEFEBERFRIAXNELER AP REFEHRERH Amazon ECR API 1&1E
E,

1. BRETHE , F5E# Save (1fF) REREBUK,
12. REMBBERFEIRNES NI,
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£ Amazon ECR R EREE

AT HBEERE Amazon ECR RFE , BAILEA AWS BERER , KA CHPEERETIGIHHR
BB/ Amazon ECR f#FE. I , B LAR/RFE Amazon ECR fFEEZ —AEK , HB1&E
HEEREENERS,

BEBRELTH =

BEY Amazon ECR RRTEAREMNEERE  YEBRKBEFAFLFTH, BERTSABERIEEN

ER, SR AREERSRANE , Y TUBREERBRER, SUUEERBENERAZATS B
BELZRBEBRNERS Null. EERERFERESHERNERFEIZER  FEEEREE,

MREMRER , L EMREMAXERNER.

Al LA Amazon ECR £#:4&. AWS CLIFl Amazon ECR AP| K& AER.

fE/H AWS Identity and Access Management (IAM) , &AT LA & AWS tRE R fER & EHET,
REEMREENFTT. 0% IAM BERPEENERH , 5528 the section called “fFAZEEH A FEUE
"o

BB ERUAER R

EHBE Amazon ECR REFENEBEXNAREAEREPRAR , BORREKADE ., MEFHMHE
2, 2B Amazon ECR AE#H %,

EREERAHERNAL U RBESHERRSRENERREELAIRELEF. i , ETN
ERAEERARXEBRELHEER A ARBEEREEFUEEXEARABBRRBABKA, W
FHREARBRRERAR T EBRENFAES , 528 (AWS Biling ERAEER) PHNEARAESE

WS

(® Note
EEIBBRARE  BARNENESE 24 Mz REHARE,

ERIIEZE Amazon ECR PR E/#EFE
B L ERMIEENE/RERE,

NEEBREBISEERNEBEEN , F28 (ER AWS EREAEER) PHEBGARHINE
RURZEER
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Amazon ECR EREER

2B T8 EfE7FE (AWS Management Console)

£ https://console.aws.amazon.com/ecr/ BB Amazon ECR £# &,
REBFINFENECLHANERR,

EBBEKT |, #1F Repositories (RTFE).

EREFEERL  ENERTC2HEFESZNZEG .
REBEZEPENRTEER.

EREFEESEEL  BEFEER. EER.
ERERTEEREEL A EESEEBRNRSIENE  ARBERT.

N o g~ w0 Ddhd =

AR AT = 17 E (AWS CLI = API)
A LAEA 2 AWS CLI API fTi B E — S ZEER.

« AWS CLI - tag-resource
- API Bk - TagResource

THEHIREBIAIGEA FiEZEE AWS CLI,
gHl 1 ERREEFEE
T oo eEEREE

aws ecr tag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepositoxry/repository_name \
--tags Key=stack,Value=dev

g6 2 FRAZEREECHTE
TIaTa =R EERETE,

aws ecr tag-resource \

--resource-arn arn:aws:ecr:region:account_id:xrepository/repository_name \
--tags Key=keyl,Value=valuel Key=key2,Value=value2 Key=key3,Value=value3

g6 3 ILREENRR
THlah &5 LR 7 E A BB A R
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Amazon ECR EREER

aws ecr list-tags-for-resource \
--resource-arn arn:aws:ecr:region:account_id:repository/repository_name

gl 4 BURGTELHEER
LT TEIEA test-repo WREFE , MHIERS|EA team F{ES devs HEH,

aws ecr create-repository \
--repository-name test-repo \
--tags Key=team,Value=devs

#t Amazon ECR HHFAE R 7 EMBRER
A AR FAE 7 EMIBR R
WAL 12 E M BRZS (AWS Management Console)

£ https://console.aws.amazon.com/ecr/ BRI Amazon ECR A&,
REFIPENECANE

EREFEERL  ENEBRER R FEZSENZES R,
REBEEEDENREFERR.

EREFEEREE L , BERE.

ERERTFERBREEL  SHEERKRNSESER  ENBRER , AREERT

o a0k~ 0w =

I R F EMERFEER (AWS CLI)
BRI LAE R 3 AWS CLI API filBR — S ZEEEK.

* AWS CLI - untag-resource
« API B)fE - UntagResource

THIgEFIREEMAIER fERFE 7 EMERRE AWS CLL

aws ecr untag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepository/repository_name \
--tag-keys tag_key
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https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_UntagResource.html

Amazon ECR EREER

Amazon ECR F A B IR &

Amazon ECR &% Docker Bt{%&, Open Container Initiative (OCI) B F OCI A K mEREFLE %
FED, EALAEA Docker CLI &R i 8 A B ik 3R 6] I8 B {78 17 EE HE 35 FN IR ER AR 1R

iEiB OCl v1.1 B9 Amazon ECR X8 |, LA EHRMEE OCI Referrers APl EEMNZZE K M. KmE
FEEE, HEYRIEE (SBoMs), Helm Chart, IBEZERMFBH, BesMMEN — B mBEZASR—
EEw  YRFIAENRSG  FTEARTEECANRS,

FHEBFWIE Amazon ECR FAEREEF MRS F £ Amazon ECR A EEFEMBREZENEMK mE
HiEHNMERAREMEEXmNES, NEXSREREGHNFMEN , 528 ( AWS Signer FIEE AR
BF) PNES ARG,

&

o EBEHIXZE Amazon ECR A E

« FEBEFIE Amazon ECR FAE R ZE I IR

+ f& Amazon ECR #AF 77 B i BR 25 5 A Bt 5 mm
 7£ Amazon ECR 1R G HE A
+ & Amazon ECR #A\E R FEARGRRIEI G A EIRIRE
+ $2E Amazon Linux BE5M &

+ 7£ Amazon ECR Al BRER &

+ 7£ Amazon ECR R E#HEZ &

* BhIETE Amazon ECR H B B BUGER

« Amazon ECR FH ARG EFAFTERAZE

« # Amazon ECR B {RE2 Amazon ECS #ELfFH

* # Amazon ECR BR{REE Amazon EKS R i £ F

AS AR G HE 1% = Amazon ECR A B E

ST LA Docker MR, BABERENRBKARRFE (OC!) MENMMENRBEEELNLERHE
E.

Amazon ECR B R MIEE R HMRFEN S L. ERELREREREFEERRER , &7
LERCHESETERIER  YETRNIRFFER. WEFMEF , S EHAmazon ECR FHY
MEBEERE.

3R AR AR API| kg7 2015-09-21 47


https://github.com/opencontainers/distribution-spec/blob/main/spec.md#enabling-the-referrers-api
https://docs.aws.amazon.com/signer/latest/developerguide/container-workflow.html

Amazon ECR (R
£

o BB HEIXZE Amazon ECR FAEREFER IAM §F 7]

« #% Docker MU H#EIXE Amazon ECR FAERFE

. BZEBMEBHIEE Amazon ECR AEREE

* # Helm Chart #3%X% Amazon ECR A EfEE

AS MG HE X Z Amazon ECR FAEfE1ZER IAM 557

EAEEFEE IAM A, FERGHIXE Amazon ECR A ERTFE. EERTRERRNZEEY ,
LA TRERFENFIE, SHUURTRERFENFIE,

FERESEZEBFERBETR , O MEEHERKHNEE Amazon ECR E&EIEETH 2 5
#. Amazon ECR 1t AWS ZEBE , URHITRBHENEAETRN. NEFHEEHR , F2
BIAWS Amazon Elastic Container Registry B Z&H&K,

FBHEAUEYECH IAM B, TF IAM BRERTFHERGHEAZERERFEMENTT. EEZRH
BEMTENGT , FEAREENTE Amazon Resource Name (ARN),

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:CompletelLayerUpload",
"ecr:UploadLayerPart",
"ecr:InitiatelayerUpload",
"ecr:BatchChecklLayerAvailability",
"ecr:PutImage",
"ecr:BatchGetImage"

1,

"Resource": "arn:aws:ecr:region:111122223333:repository/repository-name"

"Effect": "Allow",
"Action": "ecr:GetAuthorizationToken",
"Resource": "*"
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}

T3 IAM BERE R TRRBHEE EFMBREERMENFT T,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:CompletelLayerUpload",
"ecr:GetAuthorizationToken",

"ecr:UploadLayerPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchChecklLayerAvailability",
"ecr:PutImage"

1,

"Resource": "arn:aws:ecr:region:111122223333:repository/*"

# Docker BR{GH#EIXE Amazon ECR A EfEFE

O] LAE A docker push T #5 A es B G #EIX E) Amazon ECR AR E,

Amazon ECR 13 £ 2 37 I #E X F A L2 BB A Docker BIAEEFE, MEMEEER ,
Z B HEIXE Amazon ECR FAE 12,

3
¢
b
%

# Docker M & H#£1%X = Amazon ECR 12 E

FEIEHEIEMR G Z A , Amazon ECR REFEXAFE, WEFMER ,
FEAEBRBRE,

%22 @the section called “E 3 f#

1. MEITEHXREE Amazon ECR Z & FH M Docker A F K, FTANSEZSES K ENE
BoRBFN , FHENHBA 12 @0, WEFMENR , F2BAmazon ECR FHFAE Z&HIE
%]J %ﬁnx.o

% E [ Amazon ECR & #k #2585 Docker , F#11T aws ecr get-login-password . #5525 E
FRHEELS docker login tn BB , /A AWS WEEAFREBBLIEEZREEREMN Amazon ECR
BHE URl, RROZEZHKETRE L AHHSEASKERLTS,

#E3% Docker MR & API iR 2015-09-21 49



Amazon ECR EREER

/A Important

ERREIEE  BLRERABRERFMRAL AWS CLI, MEFMENR , F28 (AWS
Command Line Interface fEA & ER) FHIZE AWS Command Line Interfaces

aws ecr get-login-password --region region | docker login --username AWS --
password-stdin aws_account_id.dkr.ecxr.region.amazonaws.com

\
<

%

2. MRITEHEMGHBHEANLIELNMGREEE , FETEL, WEFHMAEN , F2EE
Amazon ECR FAE @ FELFHRE,

3. HUHEMEMAEMG, #1T dockerimages i , FIHRMK LN A R/MRE,

dockex images

A repository:tag EEMRE ID REEMN S8 H P K HBE,

4. TEMGLEESTLEFAM Amazon ECR 288, REEMNTEANMRGEESBES., EHERKK
5 aws_account_id.dkr.ecr.region.amazonaws.com. fEEEZBEEEAMGE I
REEABMERT. MREBREGEER K RHEBBRRESEA latest,

LAT €614 ID e9ae3c220b23 AR GIER 5

aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:tag.

docker tag e9ae3c220b23 aws_account_id.dkr.ecr.region.amazonaws.com/my -
repository:tag

5. {# docker push fR S HEIX B -

docker push aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:tag

6. (EA) EFEHIT Step4 M Step 5, EATAHMERZMREG , AEEBHIXZE Amazon ECR,

14 Z R IBRGHIEZE Amazon ECR FA B 7 E

ST LB 3 S M HEX Docker EABEFE | S RBMGHIEE Amazon ECR fFE. EFFE
JIRRFEHEE-—NZSERGEBMEBLNREBTE, EAZSHERT  EAFTEBTERRRERMAMEE
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HE  BEANTEEERATEBHMREGEIN, EABTETERHSERE, MEFMAENR , B2H
Docker EFBE,

&II

BEFEESRITLUGHEHM Amazon ECR MG —# , £ Amazon ECS E#EZ = Amazon EKS Pod
BHENMHESE,

TR
o TESZHY Docker CLI /|, BARAEER M ThaE, WTEBRINEEMNER |

BEo

- EEHIEMEZE] , Amazon ECR REFEXAFE, WEFMER ,
BEEAEHRBRE,

o IBNBEREMGHETHEFE | T2 Docker EFFE, MENAMIXMENE |, B2
Docker B & # 3% ZE Amazon ECR FAEREFE.

22/ Docker XHHFHERY

552 Bthe section called “2 1L

\)ﬂ

i

|4

7% % 3848 Docker MG H#EA E] Amazon ECR &FE

1. MEFITEHIEREE Amazon ECR & &g EH Docker A Fiw. FTANSEE&E S S ERE
BoBRBFR , FRHEXRHHEA 12 B/ B, WEFHMAEN , 82 8Amazon ECR FHFAE & &5
BoEmE.

# E @ Amazon ECR & #2585 Docker , F#11T aws ecr get-login-password i %, #5527 BE
FRHEIELS docker login ip SR , EF AWS WEEASERAEBBILIEEELERFEN Amazon ECR
BHE URI, IRRMZERHKETRE  SXAHHEEREEELT S,

/A Important

RGBS  BFREFIABEEFTREHN AWS CLI, MNEFHAEF , 528 (AWS
Command Line Interface fEA &) FHZZE AWS Command Line Interfaces

aws ecr get-login-password --region region | docker login --username AWS --
passwoxrd-stdin aws_account_id.dkr.ecx.region.amazonaws.com

2. FILREEETHRE  FEIRGERR,

aws ecr describe-images --repository-name my-repository
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Amazon ECR EREER

3.

3 Docker & Ji%o manifest create MTERFSENMERECELNRBEET ,
WHEARBETE

dockexr manifest create aws_account_id.dkr.ecr.region.amazonaws.com/my-
repository aws_account_id.dkr.ecr.region.amazonaws.com/my -
repository:image_one_tag aws_account_id.dkr.ecx.region.amazonaws.com/my-
repository:image_two

((ZR) & Docker EABEIIFR, EFREMREANBTEINRTSRNBERBKERBZENHAN
MFHE,

docker manifest inspect aws_account_id.dkr.ecr.region.amazonaws.com/my-repository

1% Docker BB E I RHEIXE M Amazon ECR f#1Z2E,

docker manifest push aws_account_id.dkr.ecr.region.amazonaws.com/my-repository

#% Helm Chart #3%ZE Amazon ECR FA B EE

R

Il_a\

AT LU B AR 5T E (OCl) R@mH#EIEE Amazon ECR f#fEE., EEEFULINAEMNEF  BEATH

S B #% Helm Chart #3%Z Amazon ECR,

WMEFEE Amazon EKS £ Amazon ECR 5£& Helm Chart BIEEME A , 5528 £ Amazon EKS #
& %% Helm Chart,

#% Helm Chart #3% %] Amazon ECR f#ZE

1.

%% Helm AP BRHTIRAE, ELFRIEMA Helm frA 3.8.2 EfTwRE. WEFHER ,
%}ﬁﬁg Helm,

FERATHLSERREILAE Helm Chart, INEFFMMER , 5528 Helm Docs - FARFE R,

3

a. BI—{E%&2A helm-test-chart 9 Helm Chart ;&R templates B &MAR,

helm create helm-test-chart
rm -xf ./helm-test-chart/templates/*

b. ConfigMap £ templates ERIRHEI ,

cd helm-test-chart/templates
cat <<EOF > configmap.yaml
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https://helm.sh/docs/intro/install/
https://helm.sh/docs/chart_template_guide/getting_started/

Amazon ECR EREER

7.

apiVersion: vl
kind: ConfigMap

metadata:

name: helm-test-chart-configmap
data:

myvalue: "Hello Woxld"
EOF

HEBR, BT SEEHIE Helm Chart REANHEERNERER.

cd ../..
helm package helm-test-chart

Lo

Successfully packaged chart and saved it to: /Users/username/helm-test-
chart-0.1.0.tgz

B RFELFN Helm Chart, FENBBEESEDE 2 PE I Helm Chart BFERAN BB
B, MEFMES , F2EEL Amazon ECR A EREFELIZEHRER &,

aws ecr create-repository \
--repository-name helm-test-chart \
--region us-west-2

HEIEH) Helm A FIRERE R ITEHE Helm Chart #IX FIH Amazon ECR 2%, FTAMESE%E
HBERNENBSEIRBEN  ZHERPEA 12 @/, NEFMEN , 52 8Amazon ECR
R FAE B EE S 0 BRE,

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com

£ helm push @5 G #i% Helm Chart, % FE21E Amazon ECR 77 E URI 1 SHA =,

helm push helm-test-chart-0.1.0.tgz
oci://aws_account_id.dkr.ecx.region.amazonaws.com/

R 4889 Helm Chart,

#3% Helm Chart API R4 2015-09-21 53
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aws ecr describe-images \
--repository-name helm-test-chart \
--region us-west-2

g | #5 artifactMediaType 2B EHBENRBER,

{
"imageDetails": [
{
"registryId": "aws_account_id",
"repositoryName": "helm-test-chart",
"imageDigest":

"sha256:dd8aebdda7df991a0ffe@b3d6c@cf315fd582cd26f9755a347a52adEXAMPLE",
"imageTags": [
"9.1.0"
1,
"imageSizelInBytes": 1620,
"imagePushedAt": "2021-09-23T11:39:30-05:00",
"imageManifestMediaType": "application/vnd.oci.image.manifest.vl+json",
"artifactMediaType": "application/vnd.cncf.helm.config.vl+json"

}

s

8. (EHA) MEHMSE K 5L Helm ConfigMap B A Amazon EKS, MEFMET ,
2B Amazon EKS £ £ %% Helm Chart,

EFEBIZHAE Amazon ECR #AE 1 E P HIMR{&

Amazon ECR B B4 AWS Signer , TRASERBREG, ATSAERGNEEAREEELE
RS,

ZEEH

£/ Amazon ECR RRGIEHBRFEEZE R TEIE,

- REERETETHNERBSTASERTERGHE LRNVBRBEE. WFFEEFRA , F2BAmazon
ECR BRISEL .

HEERB API| BRA 2015-09-21 54
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- EREETFESERME , Amazon ECR £WBHBRSEMRERREN 24 MR B EFRIEL
B fR o

FORIRAF

BR 2B , fESCIER AT SRR
o ZENFRERHMM AWS CLI, WEFMENR , 75828 (AWS Command Line Interface &1
B Rl TEZEREHHKIHMR AWS CLL, o

- Z % Notation CLI #5& M Notation B9 AWS Signer A2, MEFMEF , FSE (AWS
Signer B ABIEmM) FH TEERF[MEGH ERELFL -

- £ Amazon ECR A ERTFER , ETEEXSBSNEENG., NMEHEENR A BSBSERGHIEE
Amazon ECR A B ZE,

% 7E Notary A PRty & 7 5a =%

B ERBRERAF , TR Notation CLI B %% , LIF#EM Amazon ECR #1725, MR
IR1E R 8 Notation Fi PR —& M 2% T Docker , Al Notation #E#EFE A E AR Docker A F
VAR B 5 85 E. Docker login # logout @B A& /2 FF Notation sign M verify ss = EMAE
LERMNERRE , mEETLXERY Notation EITH 7 BRFE., WEFRELH Notation Al FimiEITH 7 &
FBHFFHER , 5528 Notary Project XMV ER OCI HHAEHIEETE 2B F.

WMRIEREE A Docker HEMEEH Docker BEMWITE | RIEZZEAMEA Amazon ECR Docker B
BIFEMBENBRENE, NEEBMMALEMEILE Amazon ECR BEBFNEMEN , F28
{Amazon ECR Docker B&BIF) ,

BERE

THSBARARENFEEREMGIASHEFFE Amazon ECR AEREFETRHNAMEER., Notation
FRARESESME,

BTEREK

1. £ AWS Signer 2B F 82 INotation-0CI-SHA384-ECDSAZEBRERE, B LUREMFEA
--signature-validity-period S8REEHEEG N, LERTUEADAYS, MONTHS =
YEARS RIEE. MR RIEEE MBI , AIgEHAERE 135 @A,
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https://github.com/awslabs/amazon-ecr-credential-helper

Amazon ECR EREER

aws signer put-signing-profile --profile-name ecr_signing_profile --platform-id
Notation-0CI-SHA384-ECDSA

(® Note
BERERBBEXERHFTNER ().

2. BB Notation BEF IR RN FAREHZE., THEHIGEHA AWS CLI @ Amazon ECR FAB & #EER
2% Notation CLI,

aws ecr get-login-password --region region | notation login --username AWS --
password-stdin 111122223333.dkr.ecr.region.amazonaws.com

3. f£A Notation CLI REZFMREE , AERAREFEREN SHA BERIEERGE, W TR
B, W EERD EERBNXREFTEZEE Amazon ECR B FE.

ETy&EFH  RMSFEHASHARE
sha256:ca78e5f730f9a789ef8c63bb55275ac12dfb9e8099e6EXAMPLE K25 & curl f#
FEARHREGE,

notation

sign 111122223333.dkr.ecr.region.amazonaws.com/
curl@sha256:ca78e5f730f9a789ef8c63bb55275ac12dfb9e8099e6EXAMPLE --plugin
"com.amazonaws.signer.notation.plugin" --id "arn:aws:signer:region:111122223333:/
signing-profiles/ecrSigningProfileName"

®RELT R

BERFRER , BUNEAKBESEE., NFERIRENET , 28 (AWS Signer A A&
) PREREEARRERE,

£ Amazon ECR A ERFEMBRBEZENH MK M

IETLAER ORAS AP , #& Amazon ECR AR EFEFIHMMRBEENE S EE R Mm. MRS
ENHEMSERmBELRMERRERN X (F2E £ Amazon ECR FMIERER ). AT RN 5 Hi A&
mAMMEREER 50X
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£/ ORAS CLI EE &/ A m

1. REMKE ORAS AFim,

MEERRZENMERE ORAS AFRMER , 528 ORAS XHHMLE,
2. FHEZH Amazon ECR G RTAKM , s oras discover , REEEMRGEE

illll

oras discover 111222333444 .dkr.ecr.us-east-1.amazonaws.com/oci:helloworld

W ARG ELEL

111222333444 .dkr.ecr.us-east-1.amazonaws.com/

oci@sha256:88c0c54329bfdc1d94d6f58cd3fcb1226d46f58670f44a8c689cb3c9b37b6925
### application/vnd.cncf.notary.signature

### sha256:387c10c1598eel8aae81dcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42
### sha256:6527bcec87adf1d55460666183b9d0968b3cd4estbc34602d485206a219851171

3. HEfEM ORAS CLI MIREE , RIBLHMNES A BT TGS

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@Esha256:387c10c1598eel18aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42

WA RRGELEL

Are you sure you want to delete the manifest "111222333444.dkr.ecr.us-
east-1.amazonaws.com/

oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42" and
all tags associated with it? [y/N] y

4. |y 8, EMERKR-

¥ A o T PR 1 1T 5% B PR

MRBEMBR , GBS BEROBREMBREZAR , ISBETEUNTHE L,
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Error response from registry: failed to delete 111222333444.dkr.ecr.us-
east-1.amazonaws.com/
oci@sha256:387c10c1598eel18aae81dcfc86d0d06dl16e46461d1c3cda8927e69c48108c42:
unsupported: Requested image referenced by manifest list:
[sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b]

MERTE OCI 1.1 BB 2 RUHERAVERGAF | RIee @B AN KM, MIERPFIR | BLHLMERSEREGR
BABE , FaEMBRIRE , MTFIR
1. BEMREZMERNBZAMEBMOETFE  FEA

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b

WA RRGRLER

Are you sure you want to delete the manifest
"sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775F9b74943b5b" and all
tags associated with it? [y/N] vy

2. Ry, BRREFABE,
EEAREHAE , B UMBREER

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:387c10c1598ee18aae81dcfc86d0d06dl116e46461d1c3cda8927e69c48108c42

Are you sure you want to delete the manifest
"sha256:387c10c1598eel8aae81dcfc86d0d06dl16e46461d1c3cda8927e69c48108c42" and all
tags associated with it? [y/N] vy

Deleted [registry] 111222333444 .dkr.ecr.us-east-1.amazonaws.com/

0ci@sha256:387c10c1598eel8aae81ldcfc86d0d06dl16e46461d1c3cda8927e69¢c48108c42

4. BEEEEECMBR, FBA
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oras discover 111222333444 .dkr.ecr.us-east-1.amazonaws.com/oci:helloworld

B ERRERLEM

111222333444 . dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:88c0c54329bfdc1d94d6f58cd3fcb1226d46T58670f44a8c689cb3c9b37b6925
### application/vnd.cncf.notary.signature

### sha256:6527bcec87adf1d55460666183b9d0968b3cd4e4bc34602d485206a219851171

#£ Amazon ECR iR & GF M E A

EREHEIEAERIFER , SUURGEMERER. SENFAEANT

- BRE URI

- REER

- RIS

- RBEABEFE

- RHEMRE

- BGA/N (ML MB BE1)

- BRGHEEERFENKBD
- BERMRE

RS EEHE (AWS Management Console)

1. ¥ https://console.aws.amazon.com/ecr/repositories B Amazon ECR £ &,
REEH |, BREISRENREENEH.

HEEEEHKSF |, BIE Repositories (FEEE).

£ Repositories (AZE) EH L , BERTFEUSE,

£ Repositories : repository_name (fE1EE : repository_name) BEE L , BEEMBRWFFME
AR BR R

o & w0 DN
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#& Amazon ECR FA R @7 ERRE R EH A HIRIR

MREEH T Amazon ECR F ] Y Docker B | & ] LAE A docker pull S8 H RAS HIZERE A8
RIE, B LARTE BRSNS — 8 AWS 1R 5B BB A B R AE B 1T IR/,

ZE7£ Amazon ECS £ E&+ #H Amazon ECR Mg |, 5528 #% Amazon ECR M {&EE Amazon
ECS #&HEFE Ao

/A Important

Amazon ECR EXREH EBHEEB IAM BIRMI ecr:GetAuthorizationToken API B9
FFE , ART e B HEETE P RF , LHRIEM Amazon ECR f#17E # X 5 i7 BUE (AR
., Amazon ECR 2% & AWS ZEBSR , UBHTRBHRVFEREFE. WFE Amazon
ECR AWS ZEBERWHBEENR , 5528 AWS Amazon Elastic Container Registry B Z &
Ko

& Amazon ECR f#FERE Docker BR{&

1.

2.

3.

[T EIREAR R HY Amazon ECR E B EM Docker A Fif. FTANSERHE S X ERSE
BoBBFR , FHENHEA 12 @/ . WEFMER , F2BEAmazon ECR FHFAE & #kiE
S58=E.
(EA) R HERIMARE,

A] | aws ecr describe-repositories 5 %l i B & IE AN REFE

aws ecr describe-repositories

EREy B8R EE B E — @& & amazonlinux WREAFE,
«  AA aws ecr describe-images T # iR FFEA ARG

aws ecr describe-images --repository-name amazonlinux

PR REEFEEHGEELS latest M 2016.09 , MEHES
sha256:fl1ld4ae3f7261a72e98c6bebefe9985cf10alea5bd762585a43e0700ed99863807
AYBR1S

BE , B registry/repository[@digest] F Ak EIREL,
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dockex pull aws_account_id.dkx.ecx.us-west-2.amazonaws.com/amazonlinux:latest

/A Important

WRHIE repository-url not found: does not exist or no pull access
#5858 , BIF M@ Amazon ECR & &Y Docker A F ik, MFFFMENR , F2BAmazon
ECR AR BB HIE S 2 BRFE.

2 EY Amazon Linux R ESR (&

Amazon Linux e85 & 2iFIBTE Amazon Linux AMI F 8RR E TtHFTEE. Amazon Linux
RGO ETIRESRFER |, 5 Docker TEEHHWERMR G, MREAE Amazon Linux AMI AR
Amazon EC2 FHIFERATET , LA LAEH Amazon Linux RS ERASBLERAER,

B LATE A BB B IRIB R A Amazon Linux BEsRG , REMEH Amazon ECS iSERARERHEEE
AWS ., INEFHME , F2BHE Amazon ECR {5 EE Amazon ECS ¥ {FE M,

Amazon Linux B3 £ Amazon ECR Public & Docker Hub £, 1% Amazon Linux B85 &
M8 FEAWS B AEHRE,

#£ Amazon ECR Public #12El Amazon Linux B3 &

1. [ Amazon Linux Public Z$&1EER XA Docker AF %, BB FHENEREA 12 /N e, T
B |, F2BAmazon ECR FIFAE 2 BE 5 9B H,

(@ Note

RARAS 1.18.1.187 BA#A , ATLATE AWS CLI i {EH ecr-public 8% , BRMAERER
RITHRAY AWS CLI, INFEFMER , 5828 (AWS Command Line Interface fER &5
) P %% AWS Command Line Interface,

aws ecr-public get-login-password --region us-east-1 | docker login --username AWS
--password-stdin public.ecr.aws

HigHmT :
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Login succeeded

2. {¥H docker pull A5G 1#EL Amazon Linux A28 %, &ZE Amazon ECR Public Gallery t&&
Amazon Linux B85 , 552 Amazon ECR Public Gallery - amazonlinuxe

dockex pull public.ecx.aws/amazonlinux/amazonlinux:latest

3. (BH) EARIAITRER.

docker run -it public.ecr.aws/amazonlinux/amazonlinux /bin/bash

#& Docker Hub $#2HY Amazon Linux &8585

1. £ docker pull i F32E Amazon Linux &85,

docker pull amazonlinux

2. (BH) EXHEITESE.

docker run -it amazonlinux:latest /bin/bash

£ Amazon ECR A il BR AR {5

MREETERERREG , NS ERFEEETMER. NRETRERARETE , S MR ERTER
HAWmMERE, MEFMEEF , F2HE Amazon ECR HllRI B #FE.

ERAFBMBERENBERTE  EUNRLRFEEGEREER , UAEFibRGHFETREN LA
HEE, £HBPBRRE/CEDHTHER. MEFMER , F2H7E Amazon ECR FEA LA
SRR B B (LR BV IE R o

(® Note
WMRENFRFERSE 7RG , Hh— L& Amazon ECR XK OCI 1.1 lRZaT#x , BIE
EESRERBTANRGREIREFEEEE. Rit , BEMBRAL OCIv1.1 BEE , BT
RREEFHMRSEREGNEFFTERE , TREMBRE M,
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i BRBR & (AWS Management Console)

1.

2
3
4,
5

£ https://console.aws.amazon.com/ecr/repositories BRI Amazon ECR &,
REEY -, BEISEMBRRENESE,

HEEEBEKT |, 2 Repositories (ETEE).

£ Repositories ((R1ZE) EE L , BEELSEMR2MRENFHEE.

£ Repositories: repository_name (f#1ZE : repository_name) HE , ZEEM R RE LRI
F iR, BiE#E Delete (MER).

6. 1E Delete image(s) (MBRER{) BWEE SR , BFEEM RN EGE S HHERE | BiE1F Delete (IBR).
I BRER % (AWS CLI)
1. ERTFERILHEG., EENEGESEAREEMEHEURMEBEENEE, RESNMERSEMR

BREE,

aws ecr list-images \
--repository-name my-repo

(ER) ZEiBEE R EM R REHEBARERLM RRENEMIFTENRR, ERREFMERRE
—EREE , RO EE T MER.

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageTag=tagl imageTag=tag2

EERGHEUAMBREREIARENREG. EB2RBFENSTAMBRREE , ZREREFMAEER
8 M BR o

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE

EEMBRZEMEG , BUUEFBRPEESARGERIMEHE,

aws ecr batch-delete-image \

--repository-name my-repo \

--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE
imageDigest=sha256:f5t0e245ssffc302b13e25962d8f7a0bd304EXAMPLE
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£ Amazon ECR A E I 1ZE5C IR &

%@ Docker UG EAFE V2 EHEIER 2 & , B LUER --image-tag i H M put-image EIE L
ENERRERSG, LAILEA Docker REFMFRL , MAFRRIMEILREG, sHEBRANBRE | 1L
FEE T EMECREMEN A EREBETERRE,

BEFTECRS (AWS CLI)
/R EFHELMSE AWS CLI

1. f£A batch-get-image & & ISR IRBEAFE , REMBLAMBEBTAESR, ELEEH)

F, TEE amazonlinux PR latest BEHNMRGENABE , MBEAR A MANIFEST HIRIE
gy,

MANIFEST=$(aws ecr batch-get-image --repository-name amazonlinux --image-ids
imageTag=latest --output text --query 'images[].imageManifest')

2. £ put-image WS --image-tag BE , UHEHKRE TEEFABTERERKE Amazon
ECR. HULEFIH , EMREWZFLLAH 2017. 03,

(@ Note
MRIEH RAEEMER --image-tagi®IB AWS CLI , EHRFIRITIRA, MEFME

# , F28 (AWS Command Line Interface EAEERE) M ZEE AWS Command Line
Interface,

aws ecr put-image --repository-name amazonlinux --image-tag 2017.03 --image-
manifest "$MANIFEST"

3. MRLHFTRGERCEZZENMREG. ETHNELHT , ZREBER latest & 2017.03,

aws ecr describe-images --repository-name amazonlinux

H@hoT

"imageDetails": [

{
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"imageSizeInBytes": 98755613,

"imageDigest":
"sha256:8d00af8f076eb15a33019c2a3e7f1f655375681c4e5bel57a26EXAMPLE",

"imageTags": [

"latest",

"2017.03"
1,
"registryId": "aws_account_id",
"repositoryName": "amazonlinux",

"imagePushedAt": 1499287667.0

BB E (AWS Tools for Windows PowerShell)
fEA EFESLZHME AWS Tools for Windows PowerShell

1. £ Get-ECRImageBatchcmdletEU SR G HER , LEMFRCABAREEH, EHEFF | G
ZE amazonlinux F¥EHE latest BBHRE , MEAREEE $Inageo

® Note

R IZH R 58 B Get-ECRImageBatchemdlet ] Y |, 552 BIAWS Tools for PowerShell
( ERAEERE) PHIERE AWS Tools for Windows PowerShell,

$Image = Get-ECRImageBatch -ImageIld @{ imageTag="latest" } -
RepositoryName amazonlinux

2. BRENEAFTERA $Manifest RIEZH,

$Manifest = $Image.Images[0].ImageManifest

3. fFA -ImageTaghViBE , &R E /B EWrite-ECRImagecmdlet it A EEFHZEH Amazon
ECR. L&+ , BBRGEHIRRE AR 2017. 09,

Write-ECRImage -RepositoryName amazonlinux -ImageManifest $Manifest -
ImageTag 2017.09
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4. BRLEHFTREEBCEZZENREGE, ETHANEEHT , ZREBER latest & 2017.09,

Get-ECRImage -RepositoryName amazonlinux

HEbwT .

ImageDigest ImageTag

sha256:359b948ea8866817e94765822787cd482279eed@c17bc674a7707f4256d5d497 latest
sha256:359b948ea8866817e94765822787cd482279eed@cl7bc674a7707f4256d5d497 2017.09

Bh 1k £ Amazon ECR HZ B GER

FBALEREFETPHREETTEY , U LRGEREIEE. FREBTITEME , REHEN
MEEACEMRETEEDINER , A€M EInageTagAlreadyExistsExceptioniii, EHBEAFATEM
SYEMAER, fELIZFFLERTUE K MEMERATTE,

& LAEF AWS Management Console 1 AWS CLI TE RS EHREERBEREENEGERT
g, FECRAIRASREUREE , F28 £ Amazon ECR FAE @7 EAF R &.

REFBERTEM (AWS Management Console)

1. £ https://console.aws.amazon.com/ecr/repositories B Amazon ECR £ &,

2. REB L K EREQSERECRHTENEE.

3. EEEEIKD , BF Repositories (FE1ZE).

4. £ Repositories (fRFE) BEE L , 1B Private (FA8) 7B , AR BIZEHREBMN FEEEILZE Edit
(WREE)o

5. ¥R Tag mutability ((RBRF &) , BEERTFENERTEMRE. [KETTEEBRNRETESMN
IFREEBER. WEFMER , F2EF LT Amazon ECR FEEREGIER.

6. ¥ Image scan settings (MRGITFIWERTE) , HABAUERTFERRIEEERFHENIFHERE ,
BEREEERENEEHREBRIEEREER, TAEERBREBRNIEEREREZE LA g
RHEIELREE A SHEEEHERUERECEREVLERZTE. NEFHEF A FSREEREGE
AH Amazon ECR B RE .
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7. ¥R Encryption settings (INZRE) , ER—EEEREANRMY A RARTERILIZ K MELEFE
RBEENMBRE,.

8. #iF Save (7)) EMHEFERE.

REXGERTEM (AWS CLI)
BUBEELREFTRER
FEANTHP—EGSRBIFNRGREE  TRETTRER,

 create-repository (AWS CLI)

aws ecr create-repository --repository-name name --image-tag-mutability IMMUTABLE --
region us-east-2

» New-ECRRepository (AWS Tools for Windows PowerShell)

New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE -Region us-
east-2 -Force

BN R EEN Y RRBTRMRE
ERUT R — A s RERREREENRGERTRERE,

 put-image-tag-mutability (AWS CLI)

aws ecr put-image-tag-mutability --repository-name name --image-tag-
mutability IMMUTABLE --region us-east-2

+ Write-ECRImageTagMutability (AWS Tools for Windows PowerShell)

Write-ECRImageTagMutability -RepositoryName name -ImageTagMutability IMMUTABLE -
Region us-east-2 -Foxce

Amazon ECR I REFRGEEFEERA L E

Amazon ECR XELUTHASZMGEABTERR -
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Amazon ECR (R
« Docker MG EEE V2 EBIEIR 1 (BHEE 1.9 REERAM Docker £ )

« Docker BRIGEFEEE V2 R 2 (EFEH 1.10 REFMRAA Docker &)

« Open Container Initiative (OCI) #R#& (v1.0 # v1.1)

Docker BRIGEFABE V2 B IR 2 XERMETHIIhEE -

- MEEERGLEFEFRAZEER,
« XEfE1F Windows BESME,

Amazon ECR MG E A EEH IR

HEEBREE Amazon ECR R IZERBRGEF , RE35IZ A F % (#1230 Docker) €EE R k15 @ , LIEB —
BEEAFRYEAHESERARRBNERAFTERR,

£ Docker 1.9 HE RARAHEIXM G E Amazon ECR B |, MG B ABZTERRAEEMNS Docker M5
BIEE V2 B R 1, EH Docker 1.10 S EFARASHEIEBR K ZE Amazon ECR B , RGBS
BRRNGFEMS Docker MG EABE V2 EERIA 2,

B IS AZER Tt Amazon ECR 2EUBH&EF | Amazon ECR €EBEFREREEFHNRGEFBTERLR.
REEAFPRYEZER  T2EREEN. IREFEFIRTERFHNRGERAFTELRR , Amazon
ECR M EEAFTEERATLIEMBIEN, Hl0 , 2R Docker 1.9 A FixzE R Docker BUEE
ABE V2 ERIER 2 EXEHRHNREEFRBEE , Amazon ECR 2 EI1E Docker MIGEAFE V2 #&
Bk 1 MNP EABE, TRERSEBKREBIZIMGEF , Amazon ECR X EH) ] HE R .

MAFRERNEBE BAV2 iR 1 #X DA V2 B HR 2 #iX BL OCI #E3AE ECR

by £ ECR £ ECR
V2 ER R 1 TEH= BEAV2EBER1 RETANEZ
V2 R 2 TEHEF  AFRE TEHE BZEA V2 BEHER 2

BE V2 a1

OCl RETANEZ #EA OCl TEH=
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Amazon ECR

ERAEER

/A Important

MESKBERIRG , IREUTANEE, AP RS ABRBRFHNE Amazon ECR HHBRE
BEREERN. WRE Docker 1.9 EERAA Fis LB EER Docker MG EFFE V2
EREIR 2 G  RERIVE AR, MEFHMEN , 5528 Docker XHHH TE&FIEHES

Mo .

L EHIF , MREGEBRERMERRE , Amazon ECR BISKMREEAFEDEZLAA PR
XENEN. RESRIUK .

#% Amazon ECR {5 E2 Amazon ECS &t {F A

A AE A Amazon ECR FABE 7 E , 2REEE Amazon ECS F# Al e ft H IREXY B 25
G K M. &EFEALIINEE , Amazon ECS = Fargate, REEREREAMKBEEGTHET
ecr:BatchGetImage, ecr:GetDownloadUrlForLayer M ecr:GetAuthorizationToken

APl B9FF T,

FR=EY 1AM FF 7]

TRETRTEHHESERMBEEEAN IAM A€ , EEAB/EMNEHKRMIE Amazon ECR B RE
EREVFIENFF A, Amazon ECS R#tZE IAM BX , EF IS L EF T,

5 Ek ki

Amazon EC2 #{T{EfE L1
Amazon ECS

Fargate £#Y Amazon ECS

IAM &

FERARSEHTERE AV AE
A EE Amazon ECS #5&
FFMH Amazon EC2 #1T{E &
B, MEFHAEA , T2
B <(Amazon Elastic Container
Service B ABERE) #FHNE
EHTEE IAM AE,

# &7 Amazon ECS 1£31§
EHZHPSRNVEBEIT IAM
A, NEFHEENR , F2

B {Amazon Elastic Container

AWS ZE&E |IAM BUER

AmazonEC2Container
ServiceforEC2Role

MEFHMEA , F2

B <(Amazon Elastic Container
Service FEABIERE) #

# AmazonEC2Container
ServiceforEC2Role,

AmazonECSTaskExecu
tionRolePolicy

MEFMENR |, B2
B {Amazon Elastic Container

# Amazon ECR BRfREE Amazon ECS # & &£ F
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Amazon ECR

ERAEER

B A

IAM &£

Service HEASEE) FHE

BHT IAM B,

AWS ZE IAM BE

Service B A E35F)
#9 AmazonECSTaskExecu
tionRolePolicy.

NEREAIT{EBE LAY Amazon EHARSEHITERE AM A6 AmazonEC2Container
ECS Ltk A EE Amazon ECS #5 ServiceforEC2Role
FREE BV A 2R 0 2 Rl AR B =X

SerlER , FS
B <{Amazon Elastic Container
Service B ABIEm) F
# AmazonEC2Container
ServiceforEC2Role,

EfME (VM) s, ng 0%
FHMEHR , 5528 (Amazon
Elastic Container Service B2
ABER) PHERATER
Amazon ECS &,

/A Important

AWS 2 & IAM IR BB AR ENHMETAT , fHIEER. EHBERT

, EERH

Amazon ECR A B R TFERIMNKESLEFF,
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

1,

"Resource": "*"

}
]
}
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Amazon ECR EREER

£ Amazon ECS F#EZ&ZF1EE Amazon ECR B {&

B3 Amazon ECS FREEMK , B LUIEEFEE Amazon ECR AERTFEFHN ARG, £
EBERSD , BAREH Amazon ECR BREFEATEMN registry/repository:tag &, fl

i : aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

TIMEBERH RSB RIETE Amazon ECS B E&T , EHMNIEE Amazon ECR RFEER A 2RIR
B

"family": "task-definition-name",

"containerDefinitions": [

{

"name": '"container-name",
"image": "aws_account_id.dkr.ecr.region.amazonaws.com/my-
repository:latest",

}
1,

#% Amazon ECR BR{5EE Amazon EKS #HLfE

& A LAFE B Amazon EKS £ Amazon ECR B,

#£ Amazon ECR 2ZM&E | MU BAMEGMERATEN registry/repository:tag i, #i
il : aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

FrEERY 1AM FFH]

MELEAEESEHY. BREEH Y LK Amazon EKS THEH , = AWS Fargate55# B T 5118
H:

- TEESESIEREEHH LM Amazon EKS THEH : FE Amazon EKS TEEEH IAM A&
(NodeInstanceRole), Amazon EKS T/EEi% IAM B &4 EBTEEAMN Amazon ECR KT 5|
IAM BURRF A,
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",

ecr:GetAuthorizationToken"

1,

"Resource": "*"

(@ Note

WMREMER eksctls Amazon EKS APFIHEY AWS CloudFormation S84 2R &
ENMTEEEGMEE  EL IAMFUEREERAZIEEEGE IAM BB, hitps:/

docs.aws.amazon.com/eks/latest/userguide/getting-started.html

- FEE M B Amazon EKS T/EE & AWS Fargate : £/ Fargate Pod H{TA & |, tAGBTAHREN
Pod FF I #FAH Amazon ECR EFERENMG, MEFMEN , 382 EE I Fargate Pod H1TH
=8

£ Amazon EKS & & £ %2 Helm Chart

Amazon ECR F5EE K Helm Chart AJLA&L%E7E Amazon EKS #5% L,

SERARAE

. R Helm F S BITNA., BLSBREM Helm MK 3.0.0 £1TREE. NBHEER B2
B% 2 Helm.

« BELEH AWS CLIFIMRA 1.23.9 2.6.3 RELHCWER L, NEHEEN , F2ELE

o ERT SR IARAE AWS CLI,

« BB Helm Chart #IAZ## Amazon ECR REFE., MEFHMEN , F28# Helm Chart #i%
Z Amazon ECR A\ B /EZE.

« BEERE kubectl B Amazon EKS £, MEFHMEN , F28 (Amazon EKS A EIERM) #F
9% Amazon EKS 217 kubeconfig, B NI THELNERE LRIBIT , MRTEMNEREERE,
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https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
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Amazon ECR EREER

kubectl get svc

1£ Amazon EKS # % %2 Helm Chart

3.

4.

HIZH Helm AP imERE &M Helm Chart FEE B Amazon ECR &84, FTEANESEZE&EKER L
ENMEEIRIBEFZH , ZHENE™AA 12 B/, WEFMENR |, 2B Amazon ECR RFAE
EHE S 2 BRE.

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com

ZHEE R, & helm-test-chart XA EBNREE , 1§ 0.1.0 B4XA Helm Chart FVIZE,

helm install ecr-chart-demo oci://aws_account_id.dkr.ecxr.region.amazonaws.com/helm-
test-chart --version 0.1.0

B ERRERLEM

NAME: ecr-chart-demo

LAST DEPLOYED: Tue May 31 17:38:56 2022
NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

REBRZE,

helm list -n default

By E G
NAME NAMESPACE REVISION UPDATED
STATUS CHART APP VERSION
ecr-chart-demo default 1 2022-06-01 15:56:40.128669157 +0000
UTC deployed helm-test-chart-0.1.0 1.16.0

(BEM) FS2EE LM Helm Chart ConfigMap.
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kubectl describe configmap helm-test-chart-configmap

5. FTH#& , BAURBEEPBRERRSE,

helm uninstall ecr-chart-demo
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FBHRGEEESE Amazon ECR FHE EERE

Amazon ECR BGHFHH BREB B RRMREFNHBRE. RETIFHEE,

/A Important

EEBHEEH, EXRENAENERNRHREACBIREEHRMELNFHEIBTH. &
MEBRRERM, T8 , MREYHROECHVFRHERE , RIEEIVFEHEETHER,

« ERAFH - Amazon ECR B Amazon Inspector B4 |, ATHBFEREENHEE. AR
HASMEG  REESEEERFNEXARIESEMHRE. UREBHRE , BEEREE
#T , Amazon Inspector &[0 EventBridge 2 HE4RE KR, HWERBHRBHTIEE -

- FERBNEXRTESELHRT
- MERHER  HXREHNERREHR
« BB - Amazon ECR £ REME A Common Vulnerabilities and Exposures (CVEs) ERENE
RIFZHRA
- AWS REERIFHE - AWS FRHRER , B1EA GA BEREA. RIBER , FIEHEFEM
RS IR 12 0 A L SRR AR
« Clair % - FEARBIRBEE Clar EREEEA,
EFEAERRREE  SUEREFEREATHEEREE , WA U#TF R ; Amazon ECR &
RERERESTE, EXARHREMTYIES
- FERRREE
- MEREER . FBHNMHEERRE

/A Important
¥ThRA# Amazon ECR Basic Scanning A& DescribeImages API [El
FEFH imageScanFindingsSummary#l imageScanStatus B REEF
iR, %A DescribeImageScanFindings APl, MEFMEN , FS
BDescribelImageScanFindings,
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https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribeImageScanFindings.html

Amazon ECR EREER

EIEE Amazon ECR H 7 R £ i 17 EE Y BB R 4F

HERAE BRI ERGREE , 0T U SRR TR T R,

MRERERFHE  BUUEE RKIREEAEERFAETRE. K EREVUEERTRGHIERE
HPLRFEANTRERE, FATHFS WK%?&L%&F#J_?‘TE}*J EXRENREEFESSRATF
BIRHAR  ERNREREWITRE  LCLAFHBRZH.

MRERERFHE , LT UR TRBHEAETRE, N TEERH) oREEHERSY. EAAFSE
MiFHGERTNRETEESSELER, IREEECAERERLEAS RBEXETRHE, N NEE
wil, DREET BRRY  RER —REFEENSSESREAMENR , Bl Amazon ECR 8/ EF
ERGEENIT NERRE, | MIE TRBEEHERFEETREREL .

BEERFTT

EEEFRNE  REEAFINGERFELBRASHERENFEREFERRE. EFERAFER (*)
MEERHELHEMNRETFERR  HTERFZFAelREFERBRFTEUL LN FE T,

TREMHRES K HPREEREBEKFH LR, MAFFERFEEEH LEEE,

prod repo-prod Prod-repo repo-prod- prodrepo
repo
prod = = = = =
*prod = = = A )
prod* = = = o =
*prod* = = = = =
prod*repo = ) = ) =

£ Amazon ECR AR #ERERERFERRARNEARITRESEMR
el

Amazon ECR 8@ & i5# 2 8 Amazon Inspector 4 , TARSMGEHFRERE. RRSRERS
MG BMERREFEERKNEARFESEHRE. LA LER Amazon ECR Hl Amazon Inspector
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BEERRIREREEE, WEA Amazon Inspector BEEME R , 2@ (Amazon Inspector A&
Y BHIAEA Amazon Inspector FE BT E

ERERAEEHE  CUNZEERBERFERESBBEGRE , UKL R ERE /AR
W, ERIERRHENZIRM A TR ERE.

WA IRHEN IR EE
BXH Amazon ECR B8 BiFical , FEZEE T IIEE,

- EALINEETERE Amazon ECR EETAEARAK , B2 , BHMEER R/ Amazon Inspector
ELERA, IAEE AR XE Amazon Inspector B E1E, MEFMER , F2E .

« Amazon Inspector E{& — Amazon Inspector E{E,
« Amazon Inspector X B [E1 - [E 13 % 2.

« Amazon ECR B8 & {3 # B8 R A1{A £ Amazon EKS # Amazon ECS LR MG, EAILIEE X
FEARGHER , YRGSV EEEASEBREG., LERATHBEEEETBEARGHNIREEESRE
KB, ERLMREHEHLEBEETREZIFZRRNRETE., NFENMERELERANREE EHN
FHMER , 72/ DescribeImageScanFindings,

« Amazon Inspector X BIFHBITEEXERK. WEXEEE , 528 (Amazon Inspector fEFH & 18
) P EMNEXRE : Amazon ECR B,

« Amazon Inspector fE A IRIGER IAM B , ZACRMAREFERMERAREMENGT T, A%
BREERBUEEEEHE | Amazon Inspector € BEVE I IRIGER IAM A6, MEFHMEEHR , B
28 (Amazon Inspector fEAEIERM) FHEA Amazon Inspector BRI ER A,

. ERBVAINEZEEBREUERAEREIER | Amazon Inspector AERIBMRGHEIXREBT | BB
% 14 RAHIEZE Amazon ECR HIBR &, BB S EHR SCAN_ELIGIBILITY_EXPIRED ##i#
AREE, WREHE Amazon Inspector IFIFIELMEG |, BIXN B ELMEBRHIEIREEESF,

* % Amazon ECR R EEBERMEAEFHEE K KRR SEAEBERHRBRENTSRHEERRY
MR EE. THEERRNRTERSER Off FHEAR  BFgWREHE, TXECRER
BHENFBEE, NEFMER  F2EEETE Amazon ECR & # ML &7 B BhE kM.

- MREA "RBHEAETRE F1 TEERE.) 2EETEHRGYG  BER—REEFSSEGE
RERER , Bl Amazon ECR 8RR EFEEGIELHT EERE, |, M TKIREXREGERGG
HEITRE. -

- BARUERRERIHE  NRBEENRBHEERZEEE  Amazon ECR ESH4EIEE
EventBridge, ¥R HTHR AR, ENNFEMMRGIEHEEEER , Amazon Inspector 454
231X %) EventBridge,
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https://docs.aws.amazon.com/inspector/latest/user/enable-disable-scanning-ecr.html
https://aws.amazon.com/inspector/pricing/
https://docs.aws.amazon.com/inspector/latest/user/inspector_regions.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_DescribeImageScanFindings.html
https://docs.aws.amazon.com/inspector/latest/user/supported.html#supported-os
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Amazon ECR EREER

# T Amazon Inspector ARV IE R A IR RIS B RE

RBAERBETEE 2% , Amazon ECR BERENHFERBARERENEEINREG, RIEE

2% , Amazon Inspector EEIRENRTE , EEIMRMESEAEREFTHEA L, BALE Amazon
Inspector EEAHREHIEANFERE (HFRUEEDEH ) NEMBESERE , UFERE
MER, ERFENRESERBRER , FEREERTA SCAN_ELIGIBILITY_EXPIRED, 40

% £ Amazon Inspector FEXE Amazon ECR EffRHIFERERENFMENR , F28 (Amazon
Inspector fEF &) FHIERE Amazon ECR Efiz#iisEERE,. Amazon Inspector

£ Amazon ECR H i8R ZIRHMFTER IAM FF 1]

Amazon ECR #5& BB M FEE Amazon Inspector fRIEERE IAM A€ , BRAFNFERERERBEN
IAM Z5EAGEFIBHEFTER Amazon Inspector APl, ABFAHE 2 $&#ERABUEERIZHEF | Amazon
Inspector & B B2 I Amazon Inspector FRIEERE IAM B&, MBEFHMEF , F2E (Amazon
Inspector fEF &R FHIEEA Amazon Inspector I RIGERE BB,

T5 IAM BERTFRIAREAEREBHENSEST, HHPEE Amazon Inspector 23 JRIGERE IAM
AGMENFE , AR FERNERE AR RN EEREBBEEEMERN Amazon Inspector API 5F
A,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"inspector2:Enable",
"inspector2:Disable",
"inspector2:ListFindings",
"inspector2:ListAccountPermissions",
"inspector2:ListCoverage"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
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https://docs.aws.amazon.com/inspector/latest/user/using-service-linked-roles.html

Amazon ECR EREER

"inspector2.amazonaws.com"

£ Amazon ECR H i EM G I8 A iFH#
AFEEREREMNEZEENEREIFHE,

RECAARELRDRMOEE AM T, MBEMBIER  HBME Amazon ECR FHIRTRHFT
FH9 1AM T,

AWS Management Console
R EZHENERE IR

1. 7E https://console.aws.amazon.com/ecr/repositories BIEL Amazon ECR F£# &,

2. REBIEEEZ/HREREERENESR,

3. EEEERT  BENEEHE K ARBERE.

4. 7f Scanning configuration (F##H58) HE , #¥ Scan type (IF#EFER) i#1E Enhanced
scanning ({E BB FHE).

RIBTERR , BEUERAERHEE K SRERHEMERETE.
5, RRERERERENBERERE  FERGEREMAEREESR  ARERBRRMSF

/A Important
REEBERAFTHGERFSLEANSHERIFENFTERTERR, EEBRAFT (X)W
RS EREFEESRR  HFEAF 8RB EERBIEEAU LN FT, BE
EEEERHTANES | 5528 the section called “EFZEBHAZF T,

a. RERTESBEEAGERE  ARBEREGHEERMS.
b. REMEMEKERENRTE

- EEEMEARRHARETE  SEIUEEREHMAREE,
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https://console.aws.amazon.com/ecr/repositories

Amazon ECR EREER

- FEREEEHREARRERANBEREE  FREFREFESBRAGERMSG , REBEN
RERR R

6. BERF
7. EERMERERHENSEARAERELSR,

AWS CLI

EANT AWS CLI @5 , £/ BRI B BB ERBIFE AWS CLI, ERER rules ¥4
EERHEERRSE,

* put-registry-scanning-configuration (AWS CLI)

THHFEALBERERBERERE, ERRBRT , EXREE rules K, Amazon ECR
ERRHEEREAETAERTEERRH,

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--region us-east-2

THEHSRLAEFZERMBEERERE  WIEERBHERME. sEODNRHEEERMG Y
HHEEZBER prod WA 7 ERBEERE.

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--rules '[{"repositoryFilters" : [{"filter":"prod","filtexType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"}]1' \
--region us-east-2

THEHEAMAERERBERERE | WIEESERMHERES. SOPNFEREZFRET
SHHEEABHER prod WAER T ERBERRE | I BESHE A H & 17 ER R IA
wH.

aws ecr put-registry-scanning-configuration \

--scan-type ENHANCED \

--rules '[{"repositoryFiltexrs" : [{"filtexr":"prod","filtexType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"},{"repositoryFilters" :
[{"filtexr":"*", "filtexType" : "WILDCARD"}],"scanFrequency" : "SCAN_ON_PUSH"}]1' \

--region us-west-2
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https://docs.aws.amazon.com/cli/latest/reference/ecr/put-registry-scanning-configuration.html

Amazon ECR EREER

£ Amazon ECR #H{EiX AR EBREFHB EventBridge =4

FREREEHEE  IRBEENRERRZELESEE  Amazon ECR 88 EH#HEEE
EventBridge., Amazon Inspector BEAIBHFHETR , UREBY, EFNSBHARGREHATERE &
EHEIAZE EventBridge,

REEREARBEEHS

AHEFEFRBEREFHEE , Amazon ECR 8RR T HBERHNERBEBEREATIEN,
EEEEERUNNRTE, EERENRTEREEAR  SIREAM T EREFHENFETFETRIR
fiBRAR R BT, WMFJFMER , FSRFEREEES Amazon ECR FHHYEREE I,

"version": "Q",

"id": "@cl1l8352a-a4d4-6853-ef53-0abEXAMPLE",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",

"account": "123456789012",

"time": "2021-10-14T20:53:46Z",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{

"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
},
{
"repository-name": "repository-2",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",

"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
},

"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
}

1,
"resource-type": "REPOSITORY",
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"scan-type": "ENHANCED"
}
}

FIRBRR IR BT (HRELIRE)

AESEFRBIEARERHE , Amazon Inspector B EVIRRGFR B TR EFEETYEMH, finding-
severity-counts ZRRASEHRBEMERK I EERELSIHNE. Hlan , MRBREE
CRITICAL ¥R EBEEE , AT SERETMEEEFRBE. MEFMEENR , F2HE Amazon
ECR MG RSB EERENEX R EEENHRE.

EHRN

"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Scan"]

B A

"version": "Q",

"id": "739c@d3c-4f02-85c7-5a88-94a9EXAMPLE",

"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:03:16Z",

"region": "us-east-2",

"resources": [
"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample"

1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/

amazon-ecs-sample",
"finding-severity-counts": {
"CRITICAL": 7,

"HIGH": 61,
"MEDIUM": 62,
"TOTAL": 158

1,
"image-digest":
"sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77e5EXAMPLE",
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"image-tags": [
"latest"

REFEBETEENSH (HRERFEH)

AEBSFERBUEEAEIFERE | Amazon Inspector BEEY, EFNDEMRGEREBEBTEREETY
B, MEFHMHEN , 52 87E Amazon ECR FREMRGREEEEERRANERZFABSENH R,

EHER

{
"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"]
}
8 0I
{

"version": "Q",

"id": "42dbea55-45ad-b2b4-87a8-afaEXAMPLE",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:02:30Z",

"region": "us-east-2",

"resources": [

"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample/

sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77eEXAMPLE"

1,

"detail": {

"awsAccountId": "123456789012",

"description": "In libssh2 v1.9.0 and earlier versions, the SSH_MSG_DISCONNECT
logic in packet.c has an integer overflow in a bounds check, enabling an attacker to
specify an arbitrary (out-of-bounds) offset for a subsequent memory read. A crafted
SSH server may be able to disclose sensitive information or cause a denial of service
condition on the client system when a user connects to the server.",

"findingArn": "arn:aws:inspector2:us-east-2:123456789012:finding/

be674aaddd0f75ac632055EXAMPLE",

"firstObservedAt": "Dec 3, 2021, 6:02:30 PM",

"inspectorScore": 6.5,
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"inspectorScoreDetails": {
"adjustedCvss": {

"adjustments": [],
"cvssSource": "REDHAT_CVE",
"score": 6.5,
"scoreSource": "REDHAT_CVE",
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"version": "3.0"

iy
"lastObservedAt": "Dec 3, 2021, 6:02:30 PM",

"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 6.5,
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"source": "REDHAT_CVE",

"version": "3.0"
},
{
"baseScore": 5.8,
"scoringVector": "AV:N/AC:M/Au:N/C:P/I:N/A:P",
"source": '"NVD",
"version": "2.0"
},
{
"baseScore": 8.1,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:H",
"source": '"NVD",
"version": "3.1"
}

1,
"referenceUrls": [
"https://access.redhat.com/errata/RHSA-2020:3915"
1,
"source": "REDHAT_CVE",
"sourceUrl": "https://access.redhat.com/security/cve/CVE-2019-17498",
"vendorCreatedAt": "Oct 16, 2019, 12:00:00 AM",
"vendorSeverity": "Moderate",
"vulnerabilityId": "CVE-2019-17498",
"vulnerablePackages": [
{
"arch": "X86_64",
"epoch": 0,
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EAEER
"name": "libssh2",
"packageManager": "0S",
"release": "12.amzn2.2",
"sourcelLayerHash":
"sha256:72d97abdfae3b3c933ff41e39779cc72853d7bd9dc1e4800c5294dEXAMPLE",
"version": "1.4.3"
}
]
},
"remediation": {
"recommendation": {
"text": "Update all packages in the vulnerable packages section to
their latest versions."
}
},
"resources": [
{
"details": {
"awsEcrContainerImage": {
"architecture": "amd64",
"imageHash":
"sha256:36c7b282abd0186e01419f2e58743elbf635808231049bbc9d77e5EXAMPLE",
"imageTags": [
"latest"
1,
"platform": "AMAZON_LINUX_2",
"pushedAt": "Dec 3, 2021, 6:02:13 PM",
"lastInUseAt": "Dec 3, 2021, 6:02:13 PM",
"inUseCount": 1,
"registry": "123456789012",
"repositoryName": "amazon/amazon-ecs-sample"
}
},
"id": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-

sample/sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77EXAMPLE",

"partition": "N/A",
"region": "N/A",
"type": "AWS_ECR_CONTAINER_IMAGE"

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2019-17498 - libssh2",
"type": "PACKAGE_VULNERABILITY",
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"updatedAt": "Dec 3, 2021, 6:02:30 PM"

£ Amazon ECR A EUEHRE B HENAERER

B R ER R IE AR B MR GIR RN R B EEE |, AR TE Amazon Inspector FERBEBEBFENE
EEZHMEF . BB Common Vulnerabilities and Exposures (CVEs) Bl E , kB EM I HBIRHW
BR=E,

NEERERBHEELE ARENREDEHFAES , F2/R B Amazon ECR FRMREGRFHEETHRE

AWS Management Console

FEATHZBLLRA AWS Management Console BB G iR k5 R
MR GIREEEEE

1. 7 https://console.aws.amazon.com/ecr/ BB Amazon ECR £# &,
REBIZERTFERMENESE,

EEEEKF |, 812 Repositories (RTFE).

£ Repositories (R77E) EA L , BEESSEHIRERERCRENREEE,
EEGEENEGERRT  ENERIURHEETENEEGER.

& E7 Amazon Inspector EREFREEZHMBEN , FEEBRPEERBDEE,

© o > W b

AWS CLI

AT AWS CLI 55 , fEF] MR B IRHREREFE AWS CLI, ZAILAfEA imageTag
imageDigest IEEMREG , MEE A FI A list-images CLI i HES.

 describe-image-scan-findings (AWS CLI)

T35 FRGRR,

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageTag=tag_name \
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https://console.aws.amazon.com/ecr/
https://docs.aws.amazon.com/cli/latest/reference/ecr/list-images.html
https://docs.aws.amazon.com/cli/latest/reference/ecr/describe-image-scan-findings.html

Amazon ECR EREER

--region us-east-2

oA EARGRE.

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageDigest=sha256_hash \
--region us-east-2

HHEBRERER Amazon ECR R EERFI®E

Amazon ECR 12t ®ME £ H Common Vulnerabilities and Exposures (CVEs) & ¥} E ) E A 1 iR A

« AWS REERRZH - AWS ERFRERN , BER GA BEREM. EERAENELARHESEERATE
FREFHFNFEGR , YERZNAMERRRFERRE, EREFE— PR ERRREHN
Z2M, RIBHER , IAEHMEFEMESESREMA L SUERA.

* Clair EXiF# - EARBRKRTE Clair EXECRANE —EEAXFTHRA, MF Clair BFEHEE

# , F2H GitHub L# Clair,

AWS fk[E1F 5 HEV PR B BT AWS R4 Clair EXF# | B 2024 F 9 A 2 BB EFHKR
o B Clair XEBECEAR , At EFEEEHKETXE Clair, B 2025 F 10 B 1 B , FrEEE#®
Z:Eij:g Clair,

MR , Amazon ECR &£ L0 HRH CVE WREM. BRI , EEABARETLRMK
(CVSS) ##. CVSS HBAMREE NVD RAREMEH. NBFMET , FLH NVD BARE.
Filo

MERZAEY Amazon ECR EAFH B BERRY , MEEHEKRERENRTE, FATFEHIE
REFEHHERTNRTFESSREAFIREER  ERXRTELATFIRBEHR. FBE 24 MU
Wi —R. MREKRE , Al 24 PRESHERNNREHE  UREAFDFE, BBEREH &7
LERENBHETE 24 NRHHFHKZ 100, 000 5RER%E. 100 , 000 FRH|DIFE Clair BIHEIEMF B
BHENGBES  URAENERFHERA,

ALASERGEER EXTRWRERIEER. REFHETHE , Amazon ECR 8 EHEEE
Amazon EventBridge, MFEFMEN , 552 B Amazon ECR E## EventBridge,
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https://github.com/quay/clair
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://nvd.nist.gov/vuln-metrics/cvss
https://nvd.nist.gov/vuln-metrics/cvss

Amazon ECR

ERAEER

FERARXEBEERRHNIENELRFE

EALZLREEENFERE  RMAERCRECHIBENEERRIRAE. BIEMEBEE , SE&LENE
¥RXBETEEFEREAEEN K MEEHFZEAT , T2BACHRMINEZLER, i, BER
HEESHENEXRREINEEIEERKE , REFETBRAGNZLEENERN. 2HRERS
M E® , Amazon ECR AT B X EREHREERA. Amazon ECR RERLLMNEERKELEN

FAEEFEREXEARREHERA. TR B IXENERRENRAE,

ERZRR

Alpine Linux (Alpine)

Alpine Linux (Alpine)

Alpine Linux (Alpine)

Alpine Linux (Alpine)

AlmaLinux

AlmaLinux

Amazon Linux 2 (AL2)

Amazon Linux

2023(AL2023)

Debian Server
(Bookworm)

Debian Server
(Bullseye)

TN

3.18

3.19

3.20

3.21

AL2

AL2023

12

11

AWS FRAEEZ

=
=

fim

i

fim

fim

fim

fim

fim

fim

fim

Clair &7

i

i

i

ol

i

i

¥

fim

fim

fim

ERRARXERERRBHNSENELRRE
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Amazon ECR EREER

EERK MR 2 AWS FRHEEK Clair &7
Fedora 40

= &
Fedora 4.1

= &
OpenSUSE & 15.6

= B

Oracle Linux (Oracle) 9

= =
Oracle Linux (Oracle) 8

= =
KFEXRRE 4

= B
%%#*%l L 5

= e
Red Hat Enterprise 8
Linux (RHEL) = =
Red Hat Enterprise 9
Linux (RHEL) = =
Rocky Linux 8

= B
Rocky Linux 9

= B
SUSE Linux Enterpris  15.6
e Server (SLES) = =
Ubuntu (Xenial) 16.04 (ESM)

= =
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Amazon ECR EREEmR
EENH TS AWS [REEZ Clair B2
Ubuntu (Bionic) 18.04 (ESM)

= =
= =
Ubuntu ( f£3) 20.04 (LTS)
= =]
= =
Ubuntu ( BXS ) 22.04 (LTS)
= =]
= =
Ubuntu (Noble 24.04
Numbat) = o
Ubuntu (Oracular 24.10
Oriole)) = Fi

£ Amazon ECR

REFBHNEXRRFE

RIETERR , Amazon ECR ERFT AR ERERMEARFEH, it , BRIELCBEVNFRHEE LWR

WERE , RATEERBMERFEH, EXFHEMRRBRKBE Clair E5,

ST LAGE R T 51 25 BR R E 2 HE A B R IR Y — SRR 1

AENALERHERBERFE

1. T https : //https://console.aws.amazon.com/ecr/private-registry/repositories FRX Amazon ECR

FEA

2. REBIBREZAHFEREHERNES,
3. HEEEKD , fFIRIZ Private registry (FAF & #&#). Scanning (&),

4. 7E Scanning configuration (F##H58) HE , #¥ Scan type (IR R) i#IF Basic scanning (£

AEFH).

5. EHERBERT , RMBEAMEREERES Manual (F8) F#H. B REREHEREHR , 5ER
EEHEREHERRE, SUUAMBREFESELNREFEREEERRE, NHEFMAENR 7
ZEIEEE Amazon ECR H 7 #i R L& fE 7 B HY BmE IR 1o

REERFHE
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https://console.aws.amazon.com/ecr/private-registry/repositories

Amazon ECR EREER

P ZE KE Amazon ECR FEGRERIZE

Amazon ECR EBNEEA AWS RAER MK EARBHEMRA , REMEHN R R[MEFHINEE, LIh6E
B &R R R RRREPNER N, MREEANRER CLAIRRINERERFE , THEFA
13 B & SR Bt B IR B AT

/A Important

HRFFERE  CNEEESEDREATERYBERAWS_NATIVERER . BEFEEHI
FEIE. Amazon ECR FEZBERE SLHIMVREEFAMT CLAIR,

AWS Management Console
AENLEESERBMANENESEHE

1. 7 https : //nttps://console.aws.amazon.com/ecr/private-registry/repositories FAEX Amazon
ECR =&

2. REBIEZESHERERBAEATHNES,
3. HEEBEERT , RELAERE. HRERE. #H,
4. ERFRBEEBEEL , BEEENA (R ) UENIEHESFHRRSE,
5, HEERBERT , RMBEAEREERES Manual (FB) FH#H. EUREREHEREHR , 7
R E A R T ER R TM%FEE@ET?E:WIEH?&T?E REHIE R R, MFEFME
&, F2HIBIEE Amazon ECR H i WL 17 B BB IR 1o
AWS CLI

Amazon ECR ERFMARLRERERMAELTHE, EANATHTRREALCBENNESNFHEER , X
SELNERFHERE,

- HEFEEUEB I EANERNREERERA.

aws ecr get-account-setting --name BASIC_SCAN_TYPE_VERSION

SHERELEMN. NREREHER , AFKRAITIER

aws: exrror: the following arguments are required: --name
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https://console.aws.amazon.com/ecr/private-registry/repositories

Amazon ECR EREER

ERIZHERRANR #F 5 CLAIR AWS_NATIVE, —BESERIZHERRAR CLAIR 85
A AWS_NATIVE , TEBEREERA CLAIR,

aws ecr put-account-setting --name BASIC_SCAN_TYPE_VERSION --value value

FEHREWREESHE Amazon ECR A EX R KEIRE

MRENREEAREREHERER  BUUFDRBREFHE, REE 24 MFTUEH KR, W
REHE , Al 24 NHEEERFHNGBRFEE , UAREMFEHFH.

NFEEFRARGRELE RRENRELEFREN , F268 B Amazon ECR R GFEHETHE

AWS Management Console

FRATHSE , A AWS Management Console AR B F B BR R 17 3 .

1. 7 https : //nttps://console.aws.amazon.com/ecr/private-registry/repositories FAEX Amazon
ECR # A&

4,

2. REBIRECHEFEMEINES.,

3. EEEEIKD , BZ Repositories (FEEE).

4. 7 Repositories (f1ZE) BEE L , BESSERECMEBHNREE,

5. 7E Images (B}) EE L , ERERENBRE , REREIEF Scan (1F#H).
AWS CLI

+ start-image-scan (AWS CLI)

T35 A RGRR,

aws ecr start-image-scan --repository-name name --image-id imageTag=tag_name --
region us-east-2

THEHIERRGHE,
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https://console.aws.amazon.com/ecr/private-registry/repositories
https://docs.aws.amazon.com/cli/latest/reference/ecr/start-image-scan.html

Amazon ECR EREER

aws ecr start-image-scan --repository-name name --image-id imageDigest=sha256_hash
--region us-east-2

AWS Tools for Windows PowerShell
» Get-ECRImageScanFinding (AWS Tools for Windows PowerShell)

T35 ARGRR.,

Start-ECRImageScan -RepositoryName name -ImageId_ImageTag tag_name -Region us-
east-2 -Forxce

THIEHIERRGRHE,

Start-ECRImageScan -RepositoryName name -ImageId_ImageDigest sha256_hash -
Region us-east-2 -Force

£ Amazon ECR HHE I EXRFHNBEEBE

BRI R ERER N ERRGREN R EEESE, BB Common Vulnerabilities and Exposures
(CVEs) ERlE , fkBREMHI HERNERIFE.

NEERARGRELE RRENREZEFEES , F268 B Amazon ECR FHRGHFHETHE

AWS Management Console
FRA T 5 EBLRIA AWS Management ConsolefEEUBR iR AR,
FEEURR G4t R RE B B

1. 7£ https : //https://console.aws.amazon.com/ecr/private-registry/repositories R Amazon
ECR x# &

RO\ EEERETFEMEYNES,

HFEEEBEKT |, #IZE Repositories (ETEE).

£ Repositories (A7 E) EH L , EELSEHIEHER ZBRENRETE.
EEGEENTGERRT  ENXGERUEIGEHBESE,

o k~ w0 b
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https://docs.aws.amazon.com/powershell/latest/reference/items/Start-ECRImageScan.html
https://console.aws.amazon.com/ecr/private-registry/repositories

Amazon ECR EREER

AWS CLI

ERAMNT AWS CLI f5 5 , £/ MEEGIFHBEEE AWS CLI, EABEA imageTag 5
imageDigest IEEME , ME B AWF A list-images CLI s FEUS,

 describe-image-scan-findings (AWS CLI)

T3IE 5 ARGRR.

aws ecr describe-image-scan-findings --repository-name name --image-id
imageTag=tag_name --region us-east-2

T oI BIEHRERHE.

aws ecr describe-image-scan-findings --repository-name name --image-id
imageDigest=sha256_hash --region us-east-2

AWS Tools for Windows PowerShell

» Get-ECRImageScanFinding (AWS Tools for Windows PowerShell)

T35 A RGARR

Get-ECRImageScanFinding -RepositoryName name -Imageld_ImageTag tag_name -
Region us-east-2

T oIS ERRGRHE,

Get-ECRImageScanFinding -RepositoryName name -Imageld_ImageDigest sha256_hash -
Region us-east-2

¥f Amazon ECR R R GIFHEETHIEZ E

UTRERNRERHAR. BUNERERREFMEFZER API AWS CLI i EH
DescribeImageScanFindings APl , 7 Amazon ECR £# & FRRIEEE S,
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https://docs.aws.amazon.com/cli/latest/reference/ecr/list-images.html
https://docs.aws.amazon.com/cli/latest/reference/ecr/describe-image-scan-findings.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-ECRImageScanFinding.html

ERAEER

Amazon ECR

UnsupportedlmageError

ESXBEA Amazon ECR A X EEXMGEREHNIEERREENREHTERRIBHE , B8
2 F UnsupportedImageError #8522, Amazon ECR X #E¥ Amazon Linux, Amazon
Linux 2, Debian. Ubuntu, CentOS. Oracle Linux, Alpine #1 RHEL Linux Z1ThRA<H) £ E /R
RETIRERHE, —BRITHREAXERENZE , Amazon ECR JREFBXERETCERERER
. Amazon ECR A% B #i#t Docker scratch MR ER B YRR,

/A Important
FERIBEAFHEF | Amazon Inspector T ERHEREERENEXRKNERE, METESE
B 552 [ (Amazon Inspector R EIER) PR ENIEXERKMNERER,

&3 UNDEFINED BREMZ4,

B ReE W EI B H UNDEFINED BEMFMNFHER. TIHRERLEENE RFRR

- CVE FRABRBEHNELIESF,
« Amazon ECR EE BB RE BN E EIER,

EEYERENEREENER | BT AEERRIFERER CVE,

T fRIF AR AE SCAN_ELIGIBILITY_EXPIRED

S

EABNFTAE B FERA £/ Amazon Inspector BB A IBHET B R EERBFERBEE , B
EDFHEARAES SCAN_ELIGIBILITY_EXPIRED, U TRERLEMENZEERER,

B —RBALEEEERBUISRE R | Amazon Inspector AERIFIGHOA R | P

iBE 30 XAHEIEZE Amazon ECR HIBR{G, BREMMGEES SCAN_ELIGIBILITY_EXPIRED ##
HikEE, WMREFE Amazon Inspector FHIELMR G , Al X ERELRGEE MR EEF,

« IR 7E Amazon Inspector £ & FEE ECR re-scan duration (ECR EF R HSERE) ,

BRIBERKFHE®R , MBNWERRERES inactive WHBRERNI expired , B
MG EHEBERRERTHEEREBRE, EEEM Amazon ECR XA FHMNREI A
SCAN_ELIGIBILITY_EXPIRED,
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https://hub.docker.com/_/scratch
https://docs.aws.amazon.com/inspector/latest/user/enable-disable-scanning-ecr.html#ecr-supported-media

Amazon ECR EREER

# Ei 248858 Amazon ECR FAE X &R L
FREIREUR Al | EaI S R ESIEN AR E Amazon ECR FABEE&IERD,
Amazon ECR BRI EA T Y| EiEEERE IREVREUR A

« Amazon ECR Public, Kubernetes BREIUEZ#EN Quay ( TEEF 7 RFE )

« Docker Hub, Microsoft Azure Container Registry, GitHub Container Registry # GitLab Container
Registry ( EEFAMBZREIT AWS Secrets Manager 5 785 )

- Amazon ECR ( EE#HA IAM AWS BEH#ITE 5 RE )

¥R GitLab Container Registry , Amazon ECR E XX E# A GitLab FWE BBV (SaaS) EmIBEUR
. WFEEM GitLab SaaS EmAVFFME , F2 B GitLab.com

HREECEAWBETE DRFIN LHFEEE ( HIW0 Docker Hub) , BAEKBEAERFRIE AWS
Secrets Manager ## ., & LEH Amazon ECR £ 4 , ASECRIN LBEEBERY
Secrets Manager W%, MFEFEH Secrets Manager XA I Secrets Manager MZFEMHER |
E2E B LEREERAERTFHRIE AWS Secrets Manager #Z H,

¥ Amazon ECR , f18R E# M T Amazon ECR 2 #BR TR/ AWS IRF |, 8N ERE IAM &
B, MFEEN IAM AENFEMAER , F2EAERS ECR 2| ECR 2EUVRENVFIERN IAM BUX,

By ERBEENRIURBURRIZ % , A Amazon ECR FAB & #E UR| #Z L& SFE 1R ENAR
%o & Amazon ECR 8BV REFE , Y ELNAEEHPRNZRE. HREGEERR ZIREER
BV ERBIREGER , Amazon ECR ERE L HEHERETAEERBERBR CMRENIRA , Y ER
ELE 24 PREF —XILBEHFERNRE,

EiFEE A

Amazon ECR EFEHIRFERVEANZE , AREERREIRERA , & Amazon ECR RERIEE
UHHREEFEEENRERE. SEEFAfaEs —ARFEFEZEFTE  ARNBHRTEESEEAT
B, BATNUEEMAREFERENERE  SREREFNEEK, FRITEM, MEMERBEHREEK,

REEELESATHREASEELREFENBER  HEATAEMSZEYNERREERRETE
REEAEE, NFEFHAEA , FE2RAREHREIRISESEFHBEY 2 fFERSEA,

ERRIREE AN EZEEIR

/8 Amazon ECR 1REVREUE IR | FEEZE T 5IEE,
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https://docs.gitlab.com/17.5/subscriptions/choosing_subscription/

Amazon ECR (&SR
« TIESAFXZERIVREURAINEL,

« FE (A=) (cn-north-1)

- B (2E) (cn-northwest-1)

« AWS GovCloud ( &BIR%f ) (us-gov-east-1)

« AWS GovCloud ( £B]##B ) (us-gov-west-1)
« AWS Lambda 7 X E £ A {2 EVR LR Al ¥ Amazon ECR {ZERA R .

- FEARBUREUREBRGER |, 55— X IREBR& BT X8 Amazon ECR FIPS fR#ixE. FiB , f£A
Amazon ECR FIPS R im 2 Al LUR B R EAVIREL,

- 3&EiB Amazon ECR FAE &8 URI IREUVRENBR G B |, BRIGIZENE H AWS IP it B &), E ARG
RERTAE A LFESEEFENEMRIURRE R,

- EREBRGIER Amazon ECR FABE & 818 URI f2EXEE , Amazon ECR 4 24 /MFRE—IX LI
REE  UERFRINMEEETERTIRAE, MR LEBFEEEEDPERFWME , Amazon ECR 2 E
A EF RIS, EEFHEEERERIREBRGH & & —IXIEE.

« R Amazon ECR REMRE R &L LEZHEEHMREG , W HSIRIMBEG , AINERIEER—E
RERBR R,

- BYEE LHREEERIEMN Secrets Manager W | MBRBBSLAMER ecx-
pullthroughcache/ ¥ 8. MEHXANMNRAEREPERIVRER BN HEBRSMESH,

- FARIREGRAENSEEMREGER K ERAFENEAFTERS2RNSEREHSIRINE Amazon
ECREREE, MR ERE S FEHREEASHEERNREHEREZE MTREENAE
ESH BB AV AZ ) RIZENBR 1R

« Amazon ECR R RKER IAM A€ , ZAGIEM Amazon ECR BN REEFE. MIARE 2 8BHE
B Secrets Manager B E , MAREH X RINRGFIENT, BYEIERAIR K 2882
MRFER IAM A6, MEFHAEF , F2RAREIUREE Amazon ECR REEF A,

o {RFERR , IREUREREHN IAM TEEAEBH IAM BURE T MMM, S EH Amazon ECR
AEESETTEE  E—DRE IAMBERNTUEE, WEFMEER , B2REHASHEN,

- AR IT/EREEILAN Amazon ECR 7 E , EH A FHEEM Amazon ECR ®#FE—#.

S EFTBERIFEIIRE , flNEE MBREGIFHE,

« Amazon ECR R ERZFEARIRIEERLFHFER , THERBRERERZERTE , BRIFEHE
MHREFEERIER, BUUFRAREERLELR , EXEMAZE Amazon ECR REREBBUNREEE
WERE. MEFMEN , F2EAREIERRINRESEBIEFHERE L 2 EFENEHAR,

- BEETUEM -BF  EBU2EWEE,
« Encryption — £ A TEERAES256 1%,
- BEENT-CEK  T2ERAMEEFTER.
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Amazon ECR A% ER
- EBHIBK - EEK , REREWBHBK.

- ERER -CER , TEEHERER.

- FERAREUREUR R A7 ERBIREEE T2 , 7B 1L Amazon ECR EAMEEREREMNMRE,

« B-RURFERHIERERE  ERARIRBURIRIREGR, ERLEEAT , EERHAES
RiEEE R RFRERBAUBREIMAY. Hit , MREEER #& Amazon ECR REREAN
H VPC ¥ AWS PrivateLink , RIFE#RSE —XIENERBRAKRNEER, HP—ERERER
MR FEEMEEN VPC REY LNA TR  ARBAMAEHRERELE FEBRKRBAIINE T

k. FREIRERAINREMRGIENTETENER, NEFMEER , 528 (Amazon Virtual
Private Cloud fE A& {Er) RIS HEIEE A,

# EiEEEIEE Amazon ECR FAE B BER P AERN IAM 551

BRT MFAE B HFEEIT S 0 B E U RMEE NI G FHN Amazon ECRAPI FFA 24 , EFREUT
BEONFT A BE B RUE AR EURENAR Al

« ecr:CreatePullThroughCacheRule - # FEVIEEUREUR BIMWEF A, HAEBS 5 E IAM B
BRF LT,

 ecr:BatchImportUpstreamImage — R FZRINIPRELAS HE A BHFAE B HENTT,
ALEREAS P E IAM BRNAERSEF TREREREAERERFE TBRRE T I
A, HEFERAREEFINFAENR , 528 Amazon ECR HIVFAE R FEER,

« ecr:CreateRepository - BRFEMEEHEPFEIREENTTT. IREBRERENREE
EWAEE , IEEREA. T HEDE IAM BURSFAE B EEF TR R TR,

£ F B % AB R

Amazon ECR A E B & EFF T o] AREZEMEE IAM ERFERIREIRIMNFEE, MR IAM ERES
B IAM BERIR T A 2B 2 REF T BER R FHEFT , Bl IAM BURE %, flmn , REAECE
Becr:*7n , IEEZEBRTEEE NN,

BB ESENFT T BER (AWS Management Console)

1. £ https://console.aws.amazon.com/ecr/ BBt Amazon ECR F# A&,

2. REBIEEECTHPRENEEZHEFATRRXNESE,

3. HEEBEHKT , EIE Private registry (FAE B #15). Registry permissions (B #EFF 7).
4. 71E Registry permissions (B ##&57 ) EE L , 1##F Generate statement (B4R ),
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https://docs.aws.amazon.com/vpc/latest/userguide/route-table-options.html
https://console.aws.amazon.com/ecr/

Amazon ECR EREER

5. SHWHEERVHNESMEREIREGET TERBRZAR , #117 T 5B,

a. &H¥ Policy type (BURER) |, 242 Pull through cache policy (JREURERBUR).

b. &t¥f Statement id (AR ID) , /HRBREFRAR BEEN BB,

c. &H¥f IAM entities (IAM Ef8) , EEETEERXRHINEAE. FEIAG,

d. & ¥ Repository namespace (RFEMAZME) , BNEHEBERRE VBRBAIRIVREUR A,

e. &% Repository names (REEERE) , EEEEARAANREEELREE, flw , m
BIRMEEE Amazon ECR Public £3E Amazon Linux f1ZE |, BIffEEZBER
amazonlinux.

BIABEESENFFBER (AWS CLI)
SFERALT AWS CLI @5 , B IBEFABE B #EFF ™ AWS CLI,

1. BIUEBEZREBEIRARTNES ptc-registry-policy.json WAEER, THEHHASRE
F ecr-pull-through-cache-user 3 d , LBV EFEIL R Amazon ECR Public HiZHUHR
& , HAHE 2 A2 T N IREUVRER B A8 BB RY 55 R R

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PullThroughCacheFromReadOnlyRole",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ecr-pull-through-cache-user"
3,
"Action": [
"ecr:CreateRepository",
"ecr:BatchImportUpstreamImage"
1,
"Resource": "arn:aws:ecr:us-east-1:111122223333:repository/ecr-public/*"
}
]
}
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Amazon ECR EREER

/A Important

EEEHRIRGNRFEFZENTFER , TFZE ecr-CreateRepository &, #i
W, MRABEEEZIBENRGRNEBERBTEN IAM 8 (PINEEENFERAR)
FR#LAT

2. ¥/ put-registry-policy a5 R E B HEBUR,

aws ecr put-registry-policy \
--policy-text file://ptc-registry.policy.json

BESR
T IR E R RIRIURRIR | ST BE TR SR,

- BYRIREURAI, MEFMER , 5528 Amazon ECR AR E T IREUREE 8,

 BURBGFERYESA, FEEEVEARETEEHE  NEEIRIE/ERRE , EFZAR Amazon
ECRRREEINFHEEENRE, NEFMEN  BS2RAAEHRIVRESESEEREET
A EENER,

EREEIRFE ECR Z| ECRPTC #YEFH

Amazon ECR | Amazon ECR (ECR %l ECR) ZEUREXZHREF] B, AWS tRFSmE 2B B EE
K, FH ECR E| ECR PTC , A LU G #1% F| = E Amazon ECR & #4E , X ERBUREUE
B3R R EX i Amazon ECR 2 8&#% th AU AR {5,

BSIRF ECR | ECR #REUREUFIER IAM BUR

HEBETE AWS tRFIREX Amazon ECR &8 2 HRVRE , FETIHIRFHENL IAM A€ | WRE
REFPRYBER AR B T FIFFA

« Amazon ECR EE o] , TR KRER L Amazon ECR 2 #1212 HNM{G ., BAILIEN IAM &
& 6 ARERIREBAFEEXAE , URFELEHT,

- PRESBREELARTRIERERELENGTH , FRERERNEERBR,

BR
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https://docs.aws.amazon.com/cli/latest/reference/ecr/put-registry-policy.html

Amazon ECR EREER
- BY IAM e UERREIUREGET A

- BIAM BEERIEEBER

o 1£ L} Amazon ECR B8 EFE T ERBUR

B 1AM AU EZREVREGT A

THEFERFUBE , BF IAM ARRKRER LF Amazon ECR B & IRENBGNEFT, &
Amazon ECR B EAGE , ERFILEBEPIEENT T,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor@",

"Effect": "Allow",

"Action": [
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken",

"ecr:BatchImportUpstreamImage",
"ecr:BatchGetImage",
"ecr:GetImageCopyStatus",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayerPart",
"ecr:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource": "*"

A IAM AREBIEFEEK

THIEHBREERK , # Amazon ECR ZEUVREGERI A W REXAE® AWS NRF 8,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Principal": {
"Service": "pullthroughcache.ecr.amazonaws.com"

}I

"Action": "sts:AssumeRole"

£ L3 Amazon ECR E#EH BT ERBEKR

L3 Amazon ECR BEHA & LA B AR EBEABEERE , T BT THEGREERTT
BT B,

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam: :444455556666:root"
I,

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchImportUpstreamImage",
"ecr:GetImageCopyStatus"

]I

"Resource": "arn:aws:ecr:region:111122223333:repository/*"

1£ Amazon ECR A Z 3 12 BUREUE I

HREEETESEHE Amazon ECR B Z P REUZ BURAY LB E | BAAETREURER AL

HAZEFARBETE DREHN LHEEEE | BXNBEBEANERERIE Secrets Manager BEH,
BRI UERAREN MBS E LMW E, A LE Amazon ECR £# A Secrets Manager £ &
3 Secrets Manager %, &ZE{#H Secrets Manager £# A M3IE Amazon ECR £ A&
Secrets Manager #% , 528 & LR TFEEAERIFHIE AWS Secrets Manager #% H

FORIRH

- TERLCHEREER IAM FFAREVRERER R, MFEHEER
ECR *Aﬁ%ﬁgmﬁ}]ﬁﬁ'ﬁm IAM nq:—.l-o

B L B 8k 2B Amazon

:I:I
Il]]
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Amazon ECR EREEmR
- HRAEEFEARBETEIRBN DREHRE  NRECEEFEABENNE , B Secrets
Manager EKFE THEK :

- MEWBZMBBITES ecr-pullthroughcache/, AWS Management Console REHEREH
ecr-pullthroughcache/F&H#I Secrets Manager #%,

« WERPATERY IR S A [E 840 R B4R BAR BUR AU PR E BV R A (B AR AT

B IR EUVRER B (AWS Management Console)

T YIS RERPBUAER Amazon ECR 12 & B IREVREUR BIF Secrets Manager #%, &EfH
Secrets Manager TR ARV ME , F2H FLFRFEEAERTFHRIE AWS Secrets Manager #%
F,

&% Amazon ECR A # , Kubernetes B85 & & 3 Quay

1. ¥ https://console.aws.amazon.com/ecr/ BB Amazon ECR £# &,

2. REBIEEEEHPETAEEHERENEL.

3. HEEEBHKP , 1BIE Private registry (FABE##E). Pull through cache (£EUREL).

4. 7 Pull through cache configuration (I2EUREXAERE) HE L |, 1##F Add rule (3738 Al),
5

ESR1 . BERREEL , stHE&E , R EBFZHFEBTEPERE Amazon ECR &
. Kubernetes = Quay , EEEET -4,

6. ESR2 . EEBMHEEL , #¥ Amazon ECR REEFE , EERIMERFELE B HERN
MRGREFANRFEGEZHFTE  BEEEET S, ARSEADEEH , BEUNUEES
AImEZER,

7. BESR3 REAYEVEERL  WERIRREURRAERE  EEEEEY,
8. AREEVNSERIRINEENENDIR, RSt EESD BIZ L RIRERAL

¥ H Docker Hub

1. ¥ https://console.aws.amazon.com/ecr/ B Amazon ECR £# &,

4,

2. REBIEEEEHPETAEEHERENEL.

3. EEBEBEKP , EIEF Private registry (FAB & #4E). Pull through cache (ZEURER).

4. 7 Pull through cache configuration (IREVREVAERE) BEH L |, i##FE Add rule (38 8),
5. #FZR1 BEERREEL , #¥2&E2EE Docker Hub, T—F,
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6. EFR2  REF/»BREBEEL , St LHERRE , B24A Docker Hub W E 7 BRIBBERFE
AWS Secrets Manager &+, BRI IEEREME , EA Amazon ECR X EE L ##M
B,

a. HECARANRE K FEECEAREBN AWS BE, stHREER A THNEEEZRE
BRNRE K EZRET D,

® Note

AWS Management Console REHREMA ecr-pullthroughcache/FE ABH
Secrets Manager %, W&t 4B AT H P IREUREUE BI A A EIRF MRS
H,

b. BEBRVHWE 6 FREEV AWS WE , BITTFIEE  #EEET P,

i. SHERBRER  EENZNHRAMEE., RBERBLEEE 1 £ 512 @ Unicode FTt.
ii. &¥ Docker Hub EF &4 , I8 E &M Docker Hub & FE 4,

iii. #¥ Docker Hub ZENFEF |, S51EE &M Docker Hub FEVFER ., WFEE T Docker Hub
FIFEHNFMET , 520 Docker XHEH M E I MEBEEFZEFS,
7. EFBI3ETENHERL , #% Amazon ECR BEFEFE |, EERIERAE B EZEIZE
HRGEREFHANREEGSZE , EB8ET -5,

HRGEAGEZD , B UEERIT A =M.
8. HEFR4 wEAYEVEEL 6 WEREIREURRAERE  EEEEFEY,
9. AREEVYNSERNRNEENENIR, RitSHHESEEDD BIE L IRIRERAL

#H GitHub Container Registry

1. ¥ https://console.aws.amazon.com/ecr/ BiRX Amazon ECR £# &,
REBIEEECHPETLEEREREN R,

HEEBEEKTP |, B Private registry (FAEZ#1E). Pull through cache (}REURER),

# Pull through cache configuration (REUREVAERE) BE £ , i##F Add rule (R #R A,
ESR1 . EERREMEL , &% % 81E2#ZF GitHub Container Registry, T—2%,

ESR2 RESBBEAEL | &r¥ LIRS , B4 ZE# GitHub Container Registry B9 5 7 5
F BB HFIEIE AWS Secrets Manager EH, BAILUIEEREWE , A Amazon ECR i
BEIHWER,

o g A w DN
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https://docs.docker.com/security/for-developers/access-tokens/
https://console.aws.amazon.com/ecr/
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a. HECARANRE K FEECEAREBN AWS BE, stHREER A THNEEEZRE
BRNRE K EZRET D,

® Note

AWS Management Console REH/REMA ecr-pullthroughcache/F & ABH
Secrets Manager #%, W&t 4B AT H P REUREUE BB A ERF M ESE
H,

b. BEBRVHWE 6 FREEV AWS WE , T TFIEE  #EEET P,

. HYEREER , EERBNERMEEE., BESESBYLEEE 1 £ 512 @ Unicode FTt.

i. &¥ GitHub Container Registry A& & , FFIEE LM GitHub Container Registry £
RAEER,

iii. ¥R GitHub Container Registry FEF&F , 751 E &M GitHub Container Registry 77E}
FR. MFEY GitHub FHIFRANFMER , F2H GitHub XY E IR E A FEUE
F&o

HEHZR3: EEBMNMEEL , #¥ Amazon ECR RFEFE , EERIERFELAEHERN
MRGREFRANRFEGETEH  BHEET -5,

BRGEAGEZEZD , B UEERITGE =M.
ELR4 RENYERVEEL , RERIRBURAIBRE | EE3EFR,
ARERVNSERNRNERNENS R, RESHESEREED B2 RIUIRBUR A,

# Microsoft Azure Container Registry

o & w0 DN

£ https://console.aws.amazon.com/ecr/ BIRX Amazon ECR £ &,
REBIEZEEHPETAEEHERENES,

EEBEEKYF |, B Private registry (FAEZ#4E). Pull through cache (JREURER),

£ Pull through cache configuration (REUREVAERE) BE £ | i##E Add rule (R #R A,
EHZR1: BERREERL , 81T T HEME,

a. SHYEEERE | iBIZE Microsoft Azure Container Registry
b. &HHRFEEEE URL , IEXE Microsoft Azure Container Registry & | EEEET—F,
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https://console.aws.amazon.com/ecr/

Amazon ECR EREER

/A Important

BREEREFE , AAERKRBEA .azurecr.io FE,

6. EFR2  REFI»BIBEEEL , stH EIFRE , B2 A4 Microsoft Azure Container Registry
H & o BB BB EIE AWS Secrets Manager WEZEF, BAILUIEEREWE , RAEMA Amazon
ECR ERAEBIFME,

a. FEFRARENRE  BRECHAREN AWS BE, SHHREER , A TN EERNE
BANME K EZR2ET -5,

(® Note

AWS Management Console R /REA ecr-pullthroughcache/FERBH
Secrets Manager #%., MEHXNENVNREHEPEIRBURES B MERERF M [Z5
.,

b. BEBRVHMWE 6 FREEV AWS WE , BT T5EHE  #EHEET -5,

i. HEWZRER 6 EERNTFNELRAEEE. BEEBHLEEE 1 £ 512 @ Unicode Ft,
i. ¥5 Microsoft Azure Container Registry fEF & & , FH1EEZEH MMicrosoft Azure
Container Registry Ef & &,

ii. ¥5 Microsoft Azure Container Registry ZEUVFERF , B8 E 2 M Microsoft Azure
Container Registry ZELF &, fFEE I Microsoft Azure Container Registry FEUZERFHY
SHMERA |, 5528 Microsoft Azure XM EN FAF - A,

7. EHFRI:EEANHEEL , #¥ Amazon ECR RFEFHE , BERRERFELE B HFERI
MRERECANRTERSZE , BEHEET -5,

BAREEAGEZE , BRI EAIhE =/,
8. EHR4:  REAYEVEEL K WEREIRBMRAERE , BERER,
9. REEVYNSERINRINEENENIR, RiGtrESEESD BIEZ L RIRER A

HR GitLab BEREHHE

1. 7 https://console.aws.amazon.com/ecr/ B Amazon ECR £# &,

2. REBIEEZEFHDETLREHRERENE.
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https://learn.microsoft.com/en-us/azure/container-registry/container-registry-repository-scoped-permissions#create-token---portal
https://console.aws.amazon.com/ecr/
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EEEBERKT |, BIF Private registry (FABFZ #48). Pull through cache (}2EUREY),
£ Pull through cache configuration (J2EUREVAERE) BEE L |, i##F Add rule (R38R A,
EFZBR1 . EERREAL , §H¥E&E | EEF GitLab Container Registry , T —%,

ESBR2 . RESIBRIBEAE L , BR LEER , B4 EH GitLab Container Registry B & 7 B 3%
BRFHIEWE AWS Secrets Manager F., BRI LUEEREMWE , IfEMA Amazon ECR X4
BIUHWER,

a. EEFARENRE 6 BRECHAREEN AWS BE, SEHRFEER , FATHNBER
NEEENWE K BEEET -, MEBBMEA Secrets Manager £ &3 Secrets
Manager WENFMEF , F2H8 K LiERETFEEAERFHNIE AWS Secrets Manager
B,

® Note

AWS Management Console REHREMA ecr-pullthroughcache/FE ABH
Secrets Manager ¥%, W&t AENMATEH P REUREUE BB A ERE M ESE
H,

b. HEEVHMWE A6 FEFEL AWS BE , HTTIEME , BEEET -5,

i SHERNEEE  EERNENERMEEE, BWEEBHSEEE 1 £ 512 8 Unicode F .
i. &H¥ GitLab Container Registry £l & & , I§ &M GitLab Container Registry &£
EEW,

ii. ¥1 GitLab Container Registry FEUER , I§E &M GitLab Container Registry 7B
. WHFEI GitLab BREFEFNFRANFHEN , F2H GitLab XHFHEAFE
FR., BEERFARERENFH.

HEHZR3: EEBMNMEEL , #% Amazon ECR RFEFE , HEERIERFELAEHERI
MRGREFRANRFEGETEH  BHEET -5,

BRGEAGEZED , B EERIT A =M.
ELR4: RENYERVEEL , RERIRBURAIBRE | EE3EFR,
ARERVNSERNRINERNENS R, RS HESEREED B2 REIIRBUR A,

HRIE AWS 1RE B # Amazon ECR FAH % %48

1.

£ https://console.aws.amazon.com/ecr/ B3R Amazon ECR £ A&,
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https://docs.gitlab.com/ee/user/profile/personal_access_tokens.html
https://docs.gitlab.com/ee/user/profile/personal_access_tokens.html
https://docs.gitlab.com/ee/user/group/settings/group_access_tokens.html
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Amazon ECR EREER

HEBID  BELETHPIRELNEZHERENES,
EEEBERKT |, BIF Private registry (FABFZ #48). Pull through cache (}REURE).
£ Pull through cache configuration (}R2EVRERAERE) EH L |, #1E Add rule (FTE AR A,

ELSB1:BELBFEEL , §T¥ %81 | 1812 Amazon ECR Private fltiRFE ., st = | iZEH
% Amazon ECR B8 ENEE , REBET L,

EXR 2 BEEGRTZHERL , HETEGEEM  EERAEVEAREFESEFTHNIER
REFEEE, IRBEZEIEEFE , IV EEEFERE , AR L EESZERTMGHN TS ZEME
EI‘J_%Bﬁj\o

Y EETEEE  BERARLLEEREENEFEENBEFERN,. RRENFE , EURKRLE
BEREEFNEMREERR .. MRERETR , FEELEREEFTE K RRBREET L,

® Note
EEE— 5 TRETRONLHSE2M , H28 B ECR 3 ECR BRI iz
FHo

HSR3: mREYRVERL , RERREURAERE  EZRF21,
SHHEEEZYNSERIRNEEELES R, RS HrHSERED D BIE M RZIREE A,

HRRE % — 8 AWS tRFH Amazon ECR FAR & #%

o A 0N

£ https://console.aws.amazon.com/ecr/ BB Amazon ECR £# &,
REBIEEZEEHPETAEEHERENE.

EEEBERKT |, EIZF Private registry (FABFZ #48). Pull through cache (}REVRE).

£ Pull through cache configuration (}REVRERAERE) EHE L |, #1E Add rule (FTE AR A,

EHSR1 BEELBEEmLE , $HE28E4E | 1212 Amazon ECR A ENMEIRE, st ESE , ZW L
% Amazon ECR & #&EMWEE, $H¥RF , #8E Lk Amazon ECR & AWS MRS ID , &
BEET D,

HESR2: EEFITEEL , #H IAM A6 | ENEARBIRFREIIRIIFINAR® , AR
EES‘ZO
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Amazon ECR EREER

® Note

RS AEMERE PEY 2N IAM S8EiRF ECR | ECR REURENATER 1AM I
%O

7. ESRI . EEWEEHEEEL , HHREGEEHE  EERGEVEARETERNETEWIREN
REREFEE, IRCEZRNRETE , IV EAEEFTEER , AR LHFZHERIRGH mE =™
Elg_%lzﬁj\o

8. Y LmEa=l , EERARLERHETFENREFERI, RREBENFE , EUUKE
HEEEPHNEMARTERRN .. IRERART  FEELFREFETE , AREET L,

® Note
ERE-STRBETREAMN LirmE =M , 5588 B ECR % ECR RHVRENAI 17 E
FHo

9. EFR4:  REAYEVEEL K WMEREIRBURAERE , BEREEY,
10. HIHLEZVNEERNRNEEELSR, RESHYSERES D B2 RZBREUE Al

BURIVREUR Al (AWS CLI)

£/ create-pull-through-cache-rule AWS CLI @5 3RE I Amazon ECR A8 & # 2 IREVREUR

Bl, $¥RFEFEANZETEIBRIBN LFEEHE |, BXEBBEAERTFHRIE Secrets Manager %
., HEEfMA Secrets Manager TR EBIME , F2E0 $ LFRTFEEAERTFTHIE AWS Secrets
Manager #ZH,

RELABEIIENEEZENT &G,
¥ Amazon ECR Public

TH#EHE A Amazon ECR Public B#EE Y REUREURE A, HE1EE ecr-public WREFEF
B, E2ERFEARIRERAELINSEREFEERS ecr-public/upstream-repository-
name W& Al

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix ecr-public \
--upstream-registry-url public.ecr.aws \
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https://docs.aws.amazon.com/cli/latest/reference/ecr/create-pull-through-cache-rule.html

Amazon ECR EREER

--region us-east-2

¥ Kubernetes Container Registry

THEHES Kubernetes N AR HER T IREVRER A, HEIEE kubernetes HREAFEFH , 8
SEHFEHAREREGEAZRINSEREERS kubernetes/upstream-repository-name s
ZHRA

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix kubernetes \
--upstream-registry-url registry.k8s.io \
--region us-east-2

¥ Quay

THEHER Quay AEEZERYRIREMRAl, HEEE quay WREFEFE , EEEBFERARN
RER RSN ESEREERS quay/upstream-repository-name BB R,

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix quay \
--upstream-registry-url quay.io \
--region us-east-2

¥ 7 Docker Hub

T 5 &EHIE A Docker Hub Z#REEZREVRER A, HEIEE docker-hub WRAFETE , E€E
BERARIREGEAIZE YN SEFMEELES docker-hub/upstream-repository-name B & R
Al, BUBEIEEWETE Docker Hub R K 5EE Amazon Resource Name (ARN),

aws ecr create-pull-through-cache-xule \

--ecr-repository-prefix docker-hub \

--upstream-registry-url registry-1.docker.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

¥H GitHub Container Registry

TH&EHIEEIL GitHub Container Registry FIZEUREVRAl, HEEE github WREFEFE , &
SEHFERARIMERIEINSEREERS github/upstream-repository-name Has &R
Bl, XA EMRHEE GitHub Container Registry R 5TE Amazon Resource Name (ARN),
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aws ecr create-pull-through-cache-xule \

--ecr-repository-prefix github \

--upstream-registry-url ghcr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

¥ Microsoft Azure Container Registry

T 5|E5 5| &2 3L Microsoft Azure Container Registry FIZEUVREURAl, HEEIEE azure WRETFEEF
B, EEENEARIREBRABEVNEEREEERS azure/upstream-repository-name Ky
wREA, BHMEEEWEREE Microsoft Azure Container Registry B I 52 & Amazon Resource
Name (ARN),

aws ecr create-pull-through-cache-xule \
--ecr-repository-prefix azure \
--upstream-registry-url myregistry.azurecr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \
--region us-east-2

HR GitLab BEREHE

TH&EFIEFEI GitLab Container Registry FViEUREUR A, HEIEE gitlab WREETHE |, E
SEYFEARIRERIZINSREREEEERES gitlab/upstream-repository-name Wi H

RA, BHEBEIEEEE GitLab Container Registry & A& ¥l 2 WZH 58 Amazon Resource Name
(ARN),

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix gitlab \

--upstream-registry-url registry.gitlab.com \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

HRE AWS IRFE FH# Amazon ECR FAH & 8§18

THgEfEER— AWS tRF R EEE Amazon ECR FAE R 2 T IREVREUREI, EE€HE ecr
NWREEFE  EEEIFEARIRBRAEZVNEEREEERS ecr/upstream-repository-
name W AFE A,
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aws ecr create-pull-through-cache-xule \
--ecr-repository-prefix ecr \
--upstream-registrxy-uxl aws_account_id.dkx.ecx.region.amazonaws.com \
--region us-east-2

HRARESE—@ AWS 1REH Amazon ECR FAR & #%

THgEHEAR— AWS IRE B EEIH Amazon ECR A ESEETIRIREGER, HEEEE ecrx
NWREEFTE K E2EIFEARIRBRAEZYNEEREEERS ecr/upstream-repository-
name MW EKRA, BXACRAE PEYNFAREE IAM AER5TE Amazon Resource Name
(ARN)#E Amazon ECR 2 M IZEUREUR Bl .

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix ecr \
--upstream-registry-url aws_account_id.dkr.ecr.region.amazonaws.com \
--custom-role-arn arn:aws:iam::aws_account_id:xrole/example-role \
--region us-east-2

BETR
B RDREAA% , #BSROT :

- BURBFEREIEHA, FEFERISREFEREHE , ARIURINBESRE , EZARN Amazon
ECR RKZEINHRAEENERE. WFFHAER , F2BAREHFREIRESEESERBEETL
2B FENER,

- BFEEREGRAI, BFIEIVREURAIE | Amazon ECR 28 R SER TR ER, BEHR
BUEREE LFEEEBEN Secrets Manager % , UR B RERERY. WEFHMENA ,
52 RERE Amazon ECR FRVIREVREGE A,

- FHRFERARBIREGEE, MEFMER , 528 E Amazon ECR F{# A iR BURENAE Bl 12 BUAL 5

ER S Amazon ECR F Y2 BUREE &I

BURBREFAZE  BREZESS)RB|HLBEESE  SUURBRUISTEREE. BFERER
PREVE BIRE , Amazon ECR 88 E B2 VB ER. REFEESUTUAENITE LERHZAERDN
Secrets Manager #% , UAREBES D BER TR I,

R ERAEIREBUR A28 |, FEDEHEAEEN IAM 557, NEFMEET , F2ES LFEEEERE
Amazon ECR FAE B ER S FIEM IAM §F 1],
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= EEEIREVREUE Al (AWS Management Console)

T 5|5 ERERBAtN{A A Amazon ECR 2 & BRFEEREUE A,

1. 1£ https://console.aws.amazon.com/ecr/ BB Amazon ECR E# &,

2. REBIEZFTSRIVREUE AN EFLETRRE.

3. HEEEBEBHHKP , 1BIE Private registry (FAB & ##E). Pull through cache (ZEUREL).

4. ERIUREBMEEEE L  ENERINRIVREURA, EF  FRABETNNEEWRFERRFH
&5,

5. EREREURAEIFHENERL , FABETHNEE K RABRBERETI 2RFE. Amazon ECR
BETEERRNERE,

6. HHLERINSERIRERAUIEEELETSER,

EERFRIUREGR Al (AWS CLI)

validate-pull-through-cache-rule AWS CLI i & AR 87 Amazon ECR FAH & 18 F IREVIREUR Al
THEHlEFER ecr-public MBAZEHEFE. UEBRFNRIRER AN FEEIRRZE,

aws ecr validate-pull-through-cache-rule \
--ecr-repository-prefix ecr-public \
--region us-east-2

EEER | isValid ZEHEREEBERERIN. WRHER true , % Amazon ECR A LLEZR EiEE
%  BEOERFERIN, MRHIE false, AREBEHELAREFLN, &Z failure BEEELERE
Ao

£ Amazon ECR A £ A 12 BUIR EUR Bl 42 BR AR {5

T 51 €8 51 58 R 6 FA R EUR EUR AU SR BB R IS PR EE A M ap 5355, WIREEME A REVREUR AIRE L
R EISEER | F 28 Y Amazon ECR PR REEUVRENEEETHED B UEBRE RHEERU
KRR

B bk B R A5 Ee

o
i
©

m
%

BHAERIRIRERAIZ 8 | BEZEGHEAEEN IAM 57, MEFMAENR ,
Amazon ECR FAE B ER S FTEM IAM §F 1],
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® Note

T5I€HIfER AWS Management Console £ FI#Y 5% Amazon ECR REEMmE ZHE. BR
# /A 25 EH Amazon ECR FAE#1ZE URI,

¥ Amazon ECR Public

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/ecr-public/repository_name/
image_name:tag

Kubernetes & 28 & 8% 18

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/kubernetes/repository_name/
image_name:tag

Quay

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/quay/repository_name/
image_name:tag

Docker Hub

$t¥ Docker Hub B M5 -

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag

® Note

#% Docker Hub B & , HBEE /library FE. BRAFAEHAM Docker Hub #1F7E |
BEZERE /library F8,

s FrE E 4B Docker Hub AR :

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/repository_name/
image_name:tag
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GitHub Container Registry

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/github/repository_name/
image_name:tag

Microsoft Azure Container Registry

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/azure/repository_name/
image_name:tag

GitLab 788 & 818

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/gitlab/repository_name/
image_name:tag

& EEREEERAEREMRE AWS Secrets Manager 3%/

AZESIRBEN LFFREERLIREIVUREUR AR | XA BEMEE Secrets Manager B,
£/ Secrets Manager WA AR ENE, WMFEFMEF , 552 AWS Secrets Manager EfE,

THRFEZELIESIZABSEZEN LT ER L Secret Secrets Manager M#Z R 1555, BAT LA
EEMHFEA Amazon ECR EEATMEBE Y REVUREURAI THEREBRBIME , A2 Secrets
Manager A BV WE. WHKFMER , F2HE Amazon ECR FE I REVREUR A,

Docker Hub
£EBIEH Docker Hub B I Secrets Manager #% (AWS Management Console)

1. BIEATERBEZERE SRS A | https://console.aws.amazon.com/secretsmanager/o
2. iEIZE Store a new secret (TF TR,
3. HEEEwWEEIEMLE BT TIEE.

a. SHEMZER RIZHOEHNBER,
b. HE#EYD K BEH Docker Hub BEREIMEER S, WHEEPRZULIFEMN 65536 {E
{2 7c48,

i SHYE—(AEEY , FBEE username A , WIEEEM Docker Hub EHE BB A
B,
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Amazon ECR EREER
i. $YE_EBEY , FEE accessToken B , WIEEHLM Docker Hub FEFH
BB, MFEEI Docker Hub FEUFRAFFFMERR , 552 B Docker XHHEYE A
EEEFIFR
c. SHYMBRE®  FRBTAERM aws/secretsmanager AWS KMS key B , EEBIET—

F, FALSRESEMARAE, WHEFMENR , F2H8 (AWS Secrets Manager A&
15™) ®HY Secrets Manager I MR A M2,

/A Important

BBEFATER aws/secretsmanager INFE SR MNFZEME, Amazon ECR R
XERLFEATFBEER (CMK),

4. HEREMFEREL , BT THEIF,

o

e.

B A IR MR Secret name (M2 &%) # Description (i), WEEZBMSHEEE 1 £ 512
{& Unicode FJt, 3 B3 ecr-pullthroughcache/ EAFE,

/A Important

Amazon ECR AWS Management Console R E REMH ecr-
pullthroughcache/F8& & %M Secrets Manager # %,

(EA) £ Tags (BE) B , SEBHMEBIRE, BRERLER , 28 (AWS Secrets
Manager & ¥ERE) PHIELS Secrets Manager %, BANEEBLERBRER , K
AERI KR MNEZ,

(2 ZELERBEHMEEWE , 551 Resource permissions (EREFAER) &2
Edit permissions (¥REEFT 7). MFFMEF , 2B (AWS Secrets Manager £ &5
) PRASEF I BUREEE Secrets Manager M,

(1B ) EEBENED  EESWEESES —ERE AWS BT , FRIZBESHE,
WO EEEWE U ERREES, MEFMEN , 528 (AWS Secrets
Manager fEF &1Em) FHNENBESEEMiE,

&E-F_io

5. (i#H) £ Configure rotation (R EWw#:) BHHE L , I E B, Bt ] AERERARER
HEEKERBR,. WHEFMEN , 520 (AWS Secrets Manager FFAEER) PRIk
Secrets Manager #%, EET—%,

6. 7E Review () EE L , MBMERFHENR , AREE Store (FH).
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Secrets Manager BRI ZEE, MRENFRZLIERT , FEEENEERH,

GitHub Container Registry
% E A GitHub Container Registry R & I Secrets Manager #% (AWS Management Console)

1. BIEUTHUERRMEEESEEA | https://console.aws.amazon.com/secretsmanager/o
2. iZIZ Store a new secret (TF TR,
3. HEEEwEEAEELE BT TIEE.

a. SHHHEmEE  EFHMBENRE,

b. HH/EHTD , KEH GitHub BEEZUMBEERS, MEEDRKZAILIFN 65536 E{T
8o

s
i

}

i.  SHEE—(AREY , BIEE username A8 | WIETEEM GitHub A BB B AE.

i. $YE—EBEY , FEE accessToken B |, WIETEEM GitHub EIZH A
B, WFERI GitHub FEFRWFEMER , F2E GitHub XHHHWEEEAFIUE
Fo

c. SEMZBREE®  FHRBEIRY aws/secretsmanager AWS KMS key B , EZEET—
¥, FRLESBESTMRAR, MEFMENR 6 FS2E (AWS Secrets Manager EH &
fE™) FH Secrets Manager F R ZE MR AR,

/A Important
IBLBFEATERR aws/secretsmanager MRS WRMZWE, Amazon ECR &
XERUEAEFBERR (CVMK),

4. 7£ Configure secret (BREWE) HE L , BT N HIEE

a. EAHRMR Secret name (#2% 78) M Description (i), MHRBBSHESE 1 £ 512
{8 Unicode T, B3 ecr-pullthroughcache/ EAFHE,

/A Important

Amazon ECR AWS Management Console R &8 REMH ecr-
pullthroughcache/> & & #H Secrets Manager #% .
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens
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b. (EHR) % Tags (BR) B , BEBRMEIINE., BAERKE K BFS2E (AWS Secrets
Manager & ¥ERE) PHIELS Secrets Manager %, BN EEBLERBRER , K
AERI K MNEZ,

c. (B BEBERBERFHIEEWE , 387E Resource permissions (BREHARER) FIiEE
Edit permissions (#REEFT 7). MFFMEF , 528 (AWS Secrets Manager £ &5
) PRASEF I BUREEE Secrets Manager M,

d (ZER) tERUED , FESUERREES —ERE AWS BE , FEEERUE.
BULERSHE , B UERREEE. WEFHER K F2H (AWS Secrets
Manager fEAE1EmE) PHEUEETEHMH[E,

e. igj%-lt_io

5. (i#H) 7£ Configure rotation (R Ewm#:) HE L , I E B, Bt o] UERERARER |
HEEKERBR, WHEFMENA , 520 (AWS Secrets Manager £ EER) PRIk
Secrets Manager #%, EET—%,

6. 7E Review () EE L , MBMERFHENR , AREE Store ().

Secrets Manager BRI ZEE, MRENFHZLIERT , FEEENEERH,

Microsoft Azure Container Registry

= E ABH Microsoft Azure Container Registry B3I Secrets Manager #%# (AWS
Management Console)

1. BIEUTHNERBBHREEEREA  hitps://console.aws.amazon.com/secretsmanager/o
2. iZIZ Store a new secret (TR,

3. HEEEwEEIEMLE BT TIEE.

a. SHYHEmEE  EFHMBIENRE,

b. TEE/EHH , BEH Microsoft Azure REEZIMEERS, MBEEFRZSALUEN
65536 B JtHl o

i SHEE—(BREY , BT username A8 |, WIEELM Microsoft Azure Container
Registry FA&EEZBARE.

i. STHE_(EREY , BT accessToken A8 | W EEH Microsoft Azure
Container Registry FRRFHFAE., MEFERIL Microsoft Azure FEUFERFHFFMER |
5528 Microsoft Azure X HMEIL F/F - AOMEYE,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
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Amazon ECR EREER

c. SEMEEE  FHRBETEKRM aws/secretsmanager AWS KMS key B , EZEET —
H, FRLESBBFTMAER. MEFMER , FSHE (AWS Secrets Manager £/A &
$E™) HHM Secrets Manager FHI M Z MR AR,

/A Important

BN BFERTERR aws/secretsmanager NFR L MNZMER, Amazon ECR &
XERLEREFBEEEI (CMK),

4. 1£ Configure secret (FREWE) HE L , 1T FHIEE :

B AR R Secret name (#22% #8) 1 Description (), WMHRBBHSLEEE 1 £ 512
{8 Unicode Jjt, 3 HEL ecr-pullthroughcache/ fEBFH,

o

/A Important

Amazon ECR AWS Management Console R R~ EMH ecr-
pullthroughcache/> & & #H Secrets Manager # %,

b. (BH) £ Tags (1Z%) B , BEBMEIINEE, BREREKE , 28 (AWS Secrets
Manager £ & #5/) FHIZEC Secrets Manager #%, BAEZBEPFHBBEN ,
RHEBIRMNE,

c. (B BERERBEMNEENE , F57E Resource permissions (B R FAER) FiRE
Edit permissions (#REEFT ), MFEFMEA , 2B (AWS Secrets Manager &g
) PRASEF I BRI EE R Secrets Manager B,

d (ZEHR) fEENED , EEKUEEREES —ERE AWS B , FEEEENE,
BRI EEEWE | LA ERREEE. MEFMEENR , 528 (AWS Secrets
Manager EFAEIERE) PN EEETEHiti[E,

e. igg—lt_io

5. (iEEH) 7£ Configure rotation (X E®W#) EE L , AR BEwit, B AT RFEIRwIR ,

BB ERR. WEFMENR , 5208 (AWS Secrets Manager FAEER) PRk
Secrets Manager #%, BT —%,

6. 7E Review (¥:F8) EE L , MBEAMZFHEEN , RERIBIEF Store ().

Secrets Manager 8ER#ZEE, MRENFUELIERT , FEEENEERH,
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GitLab Container Registry

A1/ GitLab Container Registry B AERIE L Secrets Manager #% (AWS Management
Console)

1. BIEUTUERBKEEREESEH]A ;- https://console.aws.amazon.com/secretsmanager/o
2. iZIZ Store a new secret (TF TR,

3. HEEEwEREIEMLE BT TIEE.

a. SHYHEmEE  EFHMBIENRE,

b. EEWEHF , BEMN GitLab BEABREIMY . WBREFRZ A LLEFEN 65536 BT
.

i. HRE—ALEEY I8 EEusername £ £ | #§ GitLab Container Registry £/
EEBEERE,

i. HREZ(ELB/EY , 518 f8TCaccessTokenB£88 , ¥i§ GitLab Container
Registry FHVERIEEAE, MEEY GitLlab RREHRECHFZFNFMEENR |
B GitLab X WEAFEFR. FHEFRFARERFEFH,

c. SEMZBREE®  FHRBEIRY aws/secretsmanager AWS KMS key B , EZEET—
¥, FRLESBESTMRAR, MEFMENR 6 FS2E (AWS Secrets Manager EH &
&™) FH Secrets Manager F R ZE MR AR,

T
s

/A Important
B BFEATERR aws/secretsmanager MRS WRMZHE, Amazon ECR &
XERUEAEFBERR (CVMK),

4. 7£ Configure secret (BREWE) HE L , BT T HIEE

a. BAHERMER Secret name (% A FE) M Description (#EiR), MBERBHSLAEE 1 E 512
{8 Unicode T, B3 ecr-pullthroughcache/ EAFHE,

/A Important

Amazon ECR AWS Management Console R&#H ecr-
pullthroughcache/FERTEHBA M Secrets Manager B %,
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b. (ZH) 7 Tags (ZF) EE , BEEBMEINEE, BRERXKE , 5828 (AWS Secrets
Manager & ¥ERE) PHIELS Secrets Manager %, BN EEBLERBRER , K
BIERI KR MNEZ,

c. (B BEBERBERFHIEEWE , 387E Resource permissions (BREHARER) FIiEE
Edit permissions (#REEFT 7). MFFMEF , 528 (AWS Secrets Manager £ &5
) P TBREEZE Secrets Manager #%,

d (EAR) EREREY , EEEUEEEES —BERE AWS Bl , FEERERE,
BRI EERHE | BRI IERREER. NEFMEENR , F28 (AWS Secrets
Manager fEAE1E/M) PHBEMEETEHiH[E,

e. igj%-lt_io

5. (i#H) 7£ Configure rotation (R Ewm#:) HE L , I E B, Bt o] UERERARER |
HEEKERBR, WHEFMENA , 520 (AWS Secrets Manager £ EER) PRIk
Secrets Manager #%, EET—%,

6. 7E Review () EE L , MBMERFHENR , AREE Store ().

Secrets Manager BRI ZEE, MRENFHZLIERT , FEEENEERH,

BH& ECR %] ECR REVREMMIEFEFE

RERIBRATE ecr REFEFEN LFERFEFTE, ecr fFEFE 2 Amazon ECR REUE &+
HERAMERNREFERESZHATE. CALFENFMERTESSERUFERN LFEHETIR
MARMNREFE, 6l , NFEEprodEAEN HENMEREEprod/. EESBRERETH
B RAERBHRERERANFIERTE , FFEM ROOTRAFE.

/A Important

Res—ERER/  ERAEFENRERE. WREIEE ecr-public AFHE , Amazon ECR &%
Hi8A ecr-public/s

LHERFEFENS LFRFFERRE. RERR , EEREAS ROOT , AFFEEM LFERFFEMAN. R
BH Amazon ECR FEFBEERFE EIF , TRERELFEREFEFEH, ROOT

TRETRNEFERBAELFREFERR CENRS , RIBEERIVRESE IR FZ B,
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Amazon ECR EREER

TRER &8 & 22 & LB =EE MRETEER ((REVEFE > LifF
RFE )

ecr-public ROOT ( ¥E&% ) ecr-public/my-app/
imagel - my-app/im
agel
ecr-public/my-app/
image2 - my-app/im
age2

ROOT ROOT my-app/imagel - my-
app/imagel

team-a team-a team-a/myapp/imagel -
team-a/myapp/imagel

my-app EirEARER my-app/imagel -

upstream-app/imagel

J

¥ Amazon ECR HHVIREUVIREX B EE 1T H PR 2

(=]
RN o

®

fE AR EUR RN L I G B | M T RA TR RS R
BEETEE

ETRETFETFENERAZSERARFESRTFEREN Amazon ECR AERHIEF , I=2EA
KT ecr:CreateRepository SFAIGIRENLFREGH IAM £, EEMRILEER | GEXME
WERMBSHPNRETE URI ER , ERTFAEEN IAM TG REVLBFIREH IAM 8 | =F
(T B RGIREN 2 5 EFE /84 Amazon ECR AAE B SEHPEY 7 B MG H AR FE
B, MERE IAM FAINFMES , B0 15 L EEEEE Amazon ECR FAE BB ERSAEN
IAM FF 7,

LT R EERAVEE 6,

Error response from daemon: repository 111122223333.dkr.ecr.us-east-1.amazonaws.com/
ecr-public/amazonlinux/amazonlinux not found: name unknown: The repository with
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name 'ecr-public/amazonlinux/amazonlinux' does not exist in the registry with id
'111122223333"

A EFE KRB R

ERETIRENERASRARBMEFTFERLEZHEF , IRRARET
ecr:BatchImportUpstreamImage FFAI#RIREX LIMFARG MY IAM £88 | {EEEHEH Amazon
ECRAEERHBETRITREE, EEHRUIER , CEZER LFRETMGEEABER
BHEFZHEHKMEEN IAM AR FRELLFREGH IAM 8. MFEMFE IAM FAINFRE
7, ESE B LT SEE Amazon ECR AAE R BERSATEN IAM B,

LT B L sERRAVEE B,

Error response from daemon: manifest for 111122223333.dkr.ecr.us-
east-1.amazonaws.com/ecr-public/amazonlinux/amazonlinux:latest not found: manifest
unknown: Requested image not found

403 % Docker Hub 17 EIREVAFEE 1E

e1=52 A Docker B HBRGEY Docker Hub RFEFRINE , B4BEEZEAN URIFEE /
library/. $l# aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag. MREERE /library/ Docker Hub B HBGH , ERERME
FIREVREUR AR IR | ASSEE403 ForbiddentiiR, MEFHMEN , FSBE Amazon
ECR &£ A IR BUR BUR AR EX AR {5 o

LT AR S 6

Error response from daemon: failed to resolve reference "111122223333.dkr.ecr.us-
west-2.amazonaws.com/docker-hub/amazonlinux:2023": pulling from host
111122223333 .dkr.ecr.us-west-2.amazonaws.com failed with status code [manifests
2023]: 403 Forbidden
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Amazon ECR A ERIREE

IBALARRE Amazon ECR FAE B8 , WX EMEENEE, Amazon ECR XEEEEMEIRFE
B, EEHTEIRFES , BENHIIRF X BARERFZETTEER , LAFRRERZELETES, WF
SHHER |, 5528 Amazon ECR R FAE B 8E1EFF T,

e

- WERGERENES

« Amazon ECR WA B RIGE R i 5

- f£ Amazon ECR HEEFMEMRGER

IERBERHNEE

ERANERGERKEZEBIUTEIR,

- AEERRREERREXIRBEENREFEAT. T2ERATETRAAFENEARNS. sHHH
FEREERE , Amazon ECR & B Wit KR E LS R #EF.

- BEERK  BEANMKRFNREEERBSARETE, Amazon ECR T BREERBEERERE
=18

« FE-RRENEREEETEER | Amazon ECR 8 X REE Y RIS ER IAM A, RIGELRE IAM
ABEF Amazon ECR EEREEEBETEYREFZENESTREMIENGTT, WEHMER , 5
2 R{# A Amazon ECR WIRBEEAE.

- FEETHERFES  WERSREENBAARTHT , FRAFREZFZFETHRER, ERFEAR
EREBRFEFTABRRTK. NEFMEF , FZHAmazon ECR R FAE Z8&EFT Ao
- MEMEEHENATHREBEABKRT , R THEETHPERMABETR,

- FEETEESGES , RRIREFMEWMIREEHLALZBEMARE , TEEZESAREZIET
BETMESHIE, MBEFHMER , 5528 (Amazon Web Services —fix2ZE) FHEE AWS [E
o

- AWS HEIECRFTXEEEHER, Hlu , %A us-west-2 FNREFEELEZ cn-north-1,
wmE AWS D EIERNFMEN , 528 (AWS —ix2E) HH ARN =X,

- AEEZRENESRETREESRS 25 BAH—BMt  BHEAAERA , &2F 10 @ARRAES. &
ERAEZAEE 100 EEREL, Fl , EAFAEBEAREEMIZ ZMENREEFEEEMES
#HAl,
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Amazon ECR EREER

- EEAESTEREEREEREEZTERESLEREETNREE., MESS , FSE T&E6 : F
AREEEEFRGREEREES,

. BRBGHIXE K SEBEIRSRLE-R. Hln, MREEEEFHESHK us-west-2 E us-
east-1 M H us-east-1 F us-east-2 EITHRE , MEBEHIEE us-west-2 EEEZE us-
east-1, EXEBEEZ us-east-2, EETABANEESNERFER.,

« REBREETE 30 7ENKEAER , EEERLBRERT K ERITEFEERNEHE,
- BEEEFTEITEARKRDE. EEERENFBEFESBERE |, BT F BMERE BREGM &
7B,

- REFEERXR (2 IAM BERMLGASBER) T2ETER , RTEMERNRBEEN , 48/ E

8/
! Rf%o

- FRTEEBRETFERE , AUAEARFERVELAERRATERE, SELRESHERTEM,
E, REEFINEGARBR, IFREFEEVEANFEET , F2H AR EHRIUREE
EEBFEHEREY cREENEL,

- MREFREELRARETE2ME  MESSEAREARGEREENREG , IEEERE , BFg
BEEENER, EVRERRGRER,

Amazon ECR WV A B MR B8 E £ 4

DTEflBRAERGEBEENERFERALR. MREFEH REEE AWS CLI, BRI SRR
JSON EZEKEA JSON Efl AR, MREMLA RELEE AWS Management Console , E#
ERBEARXEE L REEERAK , SEFINELUMN JSON,

P BREERERREAE—BNHES

THHEREE—EHERNREEESESHNEN, HEHRRENIRS ID A 111122223333 W HKE
IEfE us-west-2 AN EEHIEEHEBHRE,

{
"rules": [
{
"destinations": [

{
"region": "us-west-2",
"registryId": "111122223333"

}
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]

g6 EFRARFESEREREEESER

THEGRPEAFEFTEERRENBEERECEESES, HEFEBRRENIIREID 5
111122223333 M BIBIETE us-west-1 UAMWEESFIEENHESHRE K YHHEFENFEA
prod.

{
"rules": [{
"destinations": [{
"region": "us-west-1",
"registryId": "111122223333"
1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

1]

]
}

gh REEERIEREZEENTESE

THHEREE-EHEAREEEGESHNES, HEHRBRENIES ID A 111122223333 WK
IEfE us-west-1 =K us-west-2 AN EFHTIEEHETHRE,

{
"rules": [
{
"destinations": [

{
"region": "us-west-1",
"registryId": "111122223333"

},

{
"region": "us-west-2",
"registryId": "111122223333"

}
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]

ERAEER

Y REBIRFER

THERABREEREBIRFERSNEL, WBHESRERTE 444455556666 IRFEH us-west-2
E.

/A Important

EEHTEIIRFES , BENMIIRFXVERESFETUBER , LAHEERLE, NEHAE
A, 552 B Amazon ECR I FAE B EREF T,

{
"rules": [
{
"destinations": [
{
"region": "us-west-2",
"registryId": "444455556666"
}
]
}
]
}

gHl  BEEARPHZER R

UTERAZBERESEEERANES ., WEGIERRAKRE 111122223333 kRFHNEE , &#
Bl FEA prod NEEFEEEEZ us-west-2 Bif , ¥EFEB test WEFEEER us-east-2
B, EEEAEEZTIE 10 ERE , SERKAKZSAEE 25 BE N,

{
"rules": [{
"destinations": [{
"region": "us-west-2",
"registryId": "111122223333"
1,

"repositoryFilters": [{

6 . REBRFES API R4S 2015-09-21 127



Amazon ECR EREER

"filter": "prod",
"filterType": "PREFIX_MATCH"

1]
.
{
"destinations": [{
"region": "us-east-2",
"registryId": "111122223333"
1,

"repositoryFilters": [{
"filter": "test",
"filterType": "PREFIX_MATCH"

1]

}
]
}

£ Amazon ECR AR EFAERIGEE
AENAEEEESRCSEARINEE, SR EEEHEESEBIRFEER,
NEEBEEERERAAANES | 5528 Amazon ECR WAL EMGE S &4,

=N

SRE B HEE B ERE (AWS Management Console)

1.

2 T

£ https://console.aws.amazon.com/ecr/repositories BARL Amazon ECR 2 &,
REBS|  BEEAHJEEHEERRENEH,

EEEEKT | B2 Private registry (FAH Z #1E),

EREESEE L  BERE  AREEEREETHREE.

£ Replication (£8) EE L , i##8 Add replication rule (¥Ti8#E B Al),

£ Destination types (B Wit 3ER) EE L , BEEEMAEEEES. BIRFESIME , RERE
£ Next (F—%).

MEAERSGES , BI¥ R Configure destination regions (%€ B Mt [E1F) , B E—RNZHE
Destination regions (B Ryt [E15) , REIZEE Next (T —F).

MRBABIIREES , BI¥H Cross-account replication (BIRFEE) , BEEZENBIRFES
FRE. ¥ Destination account (B Witk ) , @A B Btk SIS ID A — =X Z @ Destination
regions (B Kt [E1F) LLEITEE. 1232 Destination account + (B HIHEIRE +) , B HMIRSRE

ABEEB W,
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/A Important

EEHTHEIRFES , BENMRF X AR ERFZETTBER , UAFEETR4E, MEFHA
B , 52 B Amazon ECR FRFAE BB,

9. (IEA) £ Add filters (RTBEREMRM) AE L , EEEBR AN —HSEEERGE , RREEF Add
(¥18). BRNEERERTHFEELRBNSEAGRRGESLSR. LAKGRBEEARTESR
BFE. IRRHEHESR  ASERMARFENAR, —BNEMBEERN  1BE Next (T
_i)o

10. 7£ Review and submit (BB IRR) EE L , MEIERZHRAERE | ARERFEZF Submit rule (IBRXHKR
A1),

REBEFIEEERE (AWS CLI)

1. BYGREARARHZEETRNETHRAN JSON EXR., ERAREZAEZE 10 AR , BFmERA
&% 25 EE— BRI , FERA 100 EEHEFRGE. FEELECHNIRFRAREEERES , FE
ELBCHIRF ID. MEESHH , 52 BAmazon ECR WL ERBETEH,

{
"rules": [{
"destinations": [{
"region": "destination_region",
"registryId": "destination_accountId"
1,
"repositoryFilters": [{
"filter": "repository prefix_name",
"filterType": "PREFIX_MATCH"
1]
1]
}

2. BHENERARL,

aws ecr put-replication-configuration \
--replication-configuration file://replication-settings.json \
--region us-west-2

3. HRRENBHERE.
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aws ecr describe-registry \
--region us-west-2
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RARZEHRIRINSE R BFHERE L 2 FFER SR

£/ Amazon ECR 7 BRI EARER Amazon ECR RERLBIUMNBFERE. REEEVHR
THRERASERLFEFENEER  HEREMEGSZELNRARREFEIRTFERGEALE,
BEl  MEERIEXATAREEYREFENBERELINENRE

« $REUREX

TIESFAXEREFERM SR

« FE (dt3X) (cn-north-1)

- FE (B2E) (cn-northwest-1)

« AWS GovCloud ( £BEj®R&B ) (us-gov-east-1)
« AWS GovCloud ( EBE#EEB ) (us-gov-west-1)

REERMEANEFLTRN

B Amazon ECR EERKREBENI NI EREE, Hi0 -

« FoRERARIURBRAIER LERFENRE , WEEFRE Amazon ECR AR EEET.
« BEE%E Amazon ECR BREFEERE % —EREHZIKS K.

MRRZEFESEBREINRIGRASEERHEENFEEREIEZR , Amazon ECR 2 AR FEMNTERR
BRE. EEERSEEEEAERTEM. FH AES-256 MF , URFAEAEMFEEREmERK
Ko

(R A7 R T §i K TEAE S Amazon ECR A BB BIE BUREAIE B BE 12 11 9 B 17 B0 R
. SANAFHEECHERTEYE, NBAL, BEENT. LoBERRENERER.

TEERERGEERSARERZIREEERE £ AR , Amazon ECR RN TERRE.
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Amazon ECR
L\
Repository created by Template applied :E
Amazon ECR to matching repository v—
Replication S D Repository
or w
Pull through cache v —

Repository creation template

UTHARARTFERLSERNFHNEESH
FE

FERHREAMEERNRAEEGTEZEATE. FARFEERINFERTFESSERALERFE

FEWERE, Bl , prod FESERZEMEA prod/ WITEREE. B4 , prod/team FEE
ERAZEMEA prod/tean/ WAMEREE. T2 esMBEHEANEZES R —EEXEEFFE
"prod" , M%B —EA&EAREEFH "proditeam" , BIEBFFH "proditeam" WEAEERAEZZBHAES

"prod/team/" IFF B REEE,
EERSEAERAEEREPRERBBRIELRNMEREE , BULUER ROOT HAFH,

/A Important

HeE—EARK/ EAZFENER. NREIEE ecr-public AFH , Amazon ECR
BHHERA ecr-public/. FARBIREBRAE  SERIBIHBEEENREETS ,

tERRHEERREFERLELFE,

DU
BEAEHRRZAN , AREREEERLSEARNE N,
ERE

EAANREN SREEFEALEAREIMLE Amazon ECR BEUNREEE. BREA
PULL_THROUGH_CACHE F1 REPLICATION, fltn , &5 — )k FIZEVREE BIRHEEN £ /17 EE
WAZR , YA EFRTE Amazon ECR A ERETFER., MRIZEFEERIUREUR AN FHRERL
74 , Amazon ECR B ¥ FEEMNFAFRERE.
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REERVASG

REEEVYAEE IAM S8 ARN , Amazon ECR 8 ZEBREEERVHEAEYNRERTFERE
FitAt, FEAPERABTEESEN/S KVS &, XEARELAR  SAREEERIE XK.

RERE T &M

ARERSEARYNREECEBTEMRE. NMRERLSE , MSFERATEENRRE , UAFH
EEMGEER, EBFRHLERE , AREBRERIRINEEFIZEVNRBRFENELR, ERAZESBE
BB , Amazon ECR 7] LAEE 3R B AY BR 15

NMREEEFAR  REETHAERGERFITE  ESHLEMERR.
hnZEZaRE

/A Important
5 AWS KMS (DSSE-KMS) HY % Z {a] AR 85 it 2 €8 A 1 AWS GovCloud (US) [E15,

AREREARREN 2 REFENINZERE.

MREER KMS NZEEE | REERSSEBEEA ARSI RINBEFHRE AWS KMSHH AWS
Key Management Service £#81#1TIN%, E&ER AWS KMS INZERE , &I AEA Amazon
ECR WTEER AWS Z&E AWS KMS £ , S ELERYMWESE AWS KMS &8, BabliE—
LiRBRE FHEEREEME AWS KMS, MEFMEN , F2HE BENE, NREFHANE

KMS m#ZEE W HREEERAESER , EURFERINNTA. NEFMAEA , F2HEELAR
BEEH KMS £8BUR,

WMREMER AES256 MNEEE | Amazon ECR #ELfE A Al R 23 i N EE Amazon S3 ZEMES
W, &FHEFEA AES-256 B EEZHRBEFETFHNREGETNE, MEFHFMEFR , F2HE Amazon
Simple Storage Service £ & B P HEIB Amazon S3 ZE INF £ (SSE-S3) 1 F {7 B 25 i A1
BREEER.

RIS

EREEASARICREFENREERR,. REEBRREAEREFTREFNFEFENFR. &
REER TR ERL IAM ERERAGAUERMHETE , URAFTUAMTHEE, BIFEHE
R, ARBURTE AWS WIRFF e FIRETE, S UERABRXARE FHIEBHMET G
RiFE, MEFMER , F2FAmazon ECR FHFE R FERX.

EERR API fR7 2015-09-21 133


https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-permissions-create.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-permissions-create.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html

Amazon ECR EREER

REEERERBER

RAREREARYNRTFECEMBRBE. £oBYBRERELAEREFETRENEMEHE
ENEZEE, £oBiBRaEs —EAXZRAAY , EPHNE-ERAHBEESR Amazon ECR B
BF, ERMUBRKBRFHIEERGBENGX , HBRFEENERREGE, WHFMER , F
2B 1 Amazon ECR A fif i 4 an B H R 2K B B L RV 7B BRo

ERER

EREBREEAERTFENTEEN , THBHEIENEEBRTE. SASBREISHLEERN
—EERE—EZEAE IRECEAEFEEIERNRTFERVELS  AFERMFFAIEAER
BY b B SR BUR

£ Amazon ECR RV EFER V&

BUNRNREFEEVEA  LERERIREISEREERE , AR Amazon ECR KRG 2 f#
FENRE, BURFEEVHEAR K MARVNFREFESSEAELRE, EXFTHEEMLRE
MR,

R BARERFER , BULLERIEE KMS SRVNEFER. REBEE - EHERPEA
KMS €%, EREBRIMENES A LFE

- BEYREFERV SN BETBER.
- RRFERMEXEN IAM AG,

EFTHE , B BT ARERERHETN R EHL,

kg

B REFERM AN IAM FF A
AM EEEETIIF IS e ERHEER Y B, BAGAS S AM HEETFUFT,

« ecr:CreateRepositoryCreationTemplate - RV EEEREIEXK,

+ ecr:UpdateRepositoryCreationTemplate — HEHFEHFER M SR,

« ecr:DescribeRepositoryCreationTemplates - HFIIHEEEPNREEERIER,
« ecr:DeleteRepositoryCreationTemplate — HEFFMIBRFEEERE I E AR,

- ecr:CreateRepository — &I Amazon ECR #1FE,
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« ecr:PutLifecyclePolicy - EFFEVAWBEYBER  UKHEAZREE, EERTFERLE
AIEEWBEBERR , TEERF,

« ecr:SetRepositoryPolicy - #FFAREFERIFITBE. EERFERVHELAISREFERE
B, THEEFF,

- iam:PassRole - EFFAFTERKACBEEEREIEAREN., FERTAGTRERAREHTEE
RIS MERRRFEZLRETT,

BYREFEETSANBFTBXR

B LAE A AWS Management Console REZFER G E IAM ACMHEBBHBER. AR K ERERT
EER S EARRE | LA IAM AeAREERIAR,

AWS Management Console
£/ JSON HERiRERARTEEUHEARET HFTHE,

1. & A AWS Management Console , ¥Z7E https://console.aws.amazon.com/iam/ : //www. BERX
IAM £ 5,

EERNEBEERP , EIZ Policies (BX).
i#1Z Create policy (B BUR),
EBRmERT , 1EE JSON EIE,

£ JSON M A TSI BUR.

o & 0N

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage",
"ecr:TagResource"
1,
"Resource": "*"
I
{

"Effect": "Allow",
"Action": [
"kms:CreateGrant",
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"kms:RetireGrant",
"kms:DescribeKey"
iF
"Resource": "*"
}
]
}
6. BREXBIFNEEENTANRZLES, BRI—MES , RARBET &,
7. BEUHEERER K FEET S,
8. HEWMFAHBVHEL K ALEEERVHBERWABRREBEMR (BH). BELBERPERN
A, REFEVBERAR T,
9. i#IZ Create policy (B3I BUR) EENIFBUR,

10. EVAGUABRVEARERILEE  F2E ARFEEVEEZEZT AM A6,

AREFEENEAEN IAM AR

B LAE A AWS Management Console REZV Af , EREHATRFEARBEFEEERR KMS NEFE
BISAFEEREEEIAGE , Amazon ECR AILMERAZAR,

AWS Management Console

BIVAE,

1. & A AWS Management Console , If7E https://console.aws.amazon.com/iam/ : //www. BRI
IAM £ 5,

2. HEXHANEBEIRT | BIZE Roles (Af) , RZRIEIE Create role (BILAR),

3. EEBIGEEBXRARRL,

4. HEHIIEEERRERYH , BETINBETEEBEE :

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ecr.amazonaws.com"

}I

"Action": "sts:AssumeRole"

By IAM B8
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}
]
}
5. i#iE Next (F—%),
6. MFEHFIUER , REFUTRFBEEDENERLNEINBITRESNEEAR , REBET—
e
7. ¥ Role name (BE2EMW) , AALNACER, ACEBELN FLBERKE—K AWS IR
F. AGBBAEERPIIEA ARN N —HrEk , ACGEBES KR, EXEAPNEF
FRACERBE fINEEAREFTE), ALEBTESIANNE. HAEREERTEESE
EeE  FUBRIAGCE  EHRELIREESRE,
8. (#H) £ Description (FREB) & , MAFHARHVRHA,
9. REAL K RRBEBRIAR,
BAMEERILSER
TEREB AWML EIRRGEHE  ERUTUBEERIREERIEHEK,

AWS Management Console

EERVMEERIEZR (AWS Management Console)

1.

2
3
4.
5

£ https://console.aws.amazon.com/ecr/ BIEL Amazon ECR £ A&,
HEBINEEETHFEYRFEEVE AN [EE,

EEBEERT  BEEANEESRE  REEEUST,
EREEEVSHARRL  BEEVHESE,

ESR 1 EREAEEL , $HEXFRER  EREREFZFAUASEREAZRERTED
HAZEEFE , WEFE ECREZETNEAFTE  BEFXERAZRESPEMEbEATHEA
MR REE.

a. NMREZEERETE , BHHEFEEEEEREfANREFETEZETE. g5 AR
%/ ERAEFTENER. Bl , prod FESERAEZEREA prod/ WAMEREE. B
# , prod/team FEHESERAZEMEA prod/team/ WATEREE.

b. WMREEE ECREBEHEFNEMAFTE , FEMRES ROOT,

¢ ER , BENESKERTIBLE Amazon ECR TERRE. RIBIHE

PULL_THROUGH_CACHE #1 REPLICATION.
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7. SHHESAER  FEEHLNEBEELERER K AREET -,
8. HEIR2 FERGFEEVHEEEEY K ECEEAEMASAEICRTENREERER

&

a. &¥ Image tag mutability (MGZEE T EY) | BEEFEANEBTEMRE, WEFHAE
# , F2EBHEE Amazon ECR B BGIZER,

BN  TUBRRGER. EREBANERBFMELRTFENSERNRE, &
ARAREBEMERBE , Amazon ECR AJ LAE TR EATER &

BERATEE  ahLREEREIERE. RTFEREATTEERE , WREGERKIE
NWIRGEEEFERFEEENES , £EE InageTagAlreadyExistsException &
R, EARFERMTERTEME  SSXEMAER , YALELIKRELERIAT
g MmgHMERRATE,

b. SH¥MBERE  FEEFEEEANMBRE. NFFAEF  F2RBFENE,

E#E AES-256 B , Amazon ECR & A fl fR 85 i N 25 B2 Amazon Simple Storage
Service ZEMZES® , MBI EATEBFLEMN AES-256 B EE LB HEERHELT
. tiREERABENTE,

#EL AWS KMS B , Amazon ECR &1 AWS Key Management Service (AWS
KMS) A S8 TRREB[HME . EEEH AWS KMS B EREF , B LUER S
Amazon ECR EEM R AWS RETIR , WIEELBECH AWSKMS &R, BATFX
ELH,

(® Note
—BEVREE  REBELISEREENMNERE,

c. HHREFENT , FECEEAEFANEARBRY cREREFENRTFENTBR, B LUE
EMuFERATHNRNEE K #tHREERNEARMIERAE S —E JSON €6l, mEFHAE
A, F2BAmazon ECR WA EREFEEER.,

d. #HHREELGENEE K FEEEEAEFALEABYNRFECREFELE®BHR
R, BALLREMMERATHNFE  $HHSKERNERRHLZEEF —18 JSON 54,
WMFEFMER , FSBE Amazon ECR 4 o BB R B Bh{L R R AT B BRo

e. HREEEAWS B8 K FUREHNEAEEPERER  UEEALEFRINET
EZEVBEB K ARBET -, WEFHEF , F2EE Amazon ECR HEELILEREE
EO
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f. HRAREERVAE  RTHXPERPERE] IAM A | WEESXRFEARTEER
B KMS RARBREERYER (NEAMEFALARTFEEVHFEY IAM A6 , F2
ﬁ )o %?ﬁi&g-lt_’fo

9. BRI RRENEYEEL A RESARBEFERUBLREENRE., BEEFEERERETE
Eo —E;TEEE y %&EES‘ZO

AWS CLI

create-repository-creation-template AWS CLI i AR AZN B ERER IR TEREILEHLR,

BREVMEERIER (AWS CLI)

1. {#F AWS CLI A& create-repository-creation-template i S E4E B 2R,

aws ecr create-repository-creation-template \
--generate-cli-skeleton

wTNRHERRRETFER L BANTRE L.

"appliedFor":[""], // string array, but valid are PULL_THROUGH_CACHE and
REPLICATION
"prefix": "string",
"description": "string",
"imageTagMutability": "MUTABLE"|"IMMUTABLE",
"repositoryPolicy": "string",
"lifecyclePolicy": "string"
"encryptionConfiguration": {
"encryptionType": "AES256"|"KMS",
"kmsKey": "string"
1,
"resourceTags": [
{
"Key": "string",
"Value": "string"
}

15
"customRoleArn": "string", // must be a valid IAM Role ARN
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2. #FAL—{ALBMWrepository-creation-template.jsonfitHEI &5 WER, IthE
AEFERABEERER , BE TEYNEMprod/*HEERE KMS INZ L8 |, LURABMRE
HIEMENZERROFEFE, REEWBHBE  FREGBHERME , YREHTAG , &
ECR ZHl KMS &8 , WA E REHKIEMiGexamplekey KRRV RAFE,

"prefix": "prod",
"description": "For repositories cached from my PTC rule and in my
replication configuration that start with 'prod/'",
"appliedFor": ["PULL_THROUGH_CACHE","REPLICATION"],
"encryptionConfiguration": {
"encryptionType": "KMS",
"kmsKey": "arn:aws:kms:us-west-2:111122223333:key/alb2c3d4-5678-90ab-
cdef-examplel1111"

.
"resourceTags": [
{
"Key": "examplekey",
"Value": "examplevalue"
}
1,

"imageTagMutability": "MUTABLE",

"repositoryPolicy": "{\"Version\":\"2012-10-17\",\"Statement\":[{\"Sid
\":\"AllowPushPullIAMRole\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\":
\"arn:aws:iam::111122223333:user\/IAMusername\"},\"Action\":[\"ecr:BatchGetImage
\",\"ecr:BatchCheckLayerAvailability\",\"ecr:CompletelLayerUpload\",
\"ecr:GetDownloadUrlForLayer\",\"ecr:InitiatelLayerUpload\",\"ecr:PutImage\",
\"ecr:UploadLayerPart\"1}13}",

"lifecyclePolicy": "{\"rules\":[{\"rulePriority\":1,\"description\":\"Expire

images older than 14 days\",\"selection\":{\"tagStatus\":\"any\",\"countType
\":\"sinceImagePushed\",\"countUnit\":\"days\",\"countNumber\":14},\"action\":
{\"type\":\"expire\"}}1}",
"customRoleArn": "arn:aws:iam::111122223333:role/myRole"

3. HATIGSRELBFERIEH L, FHEELErepository-creation-
template.jsonF3lgEflHiEEERE L —BASBHPEVNEARBERERE , UEK

aws ecr create-repository-creation-template \
--cli-input-json file://repository-creation-template.json
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BN ERE SR

NREFELEREFENERE , SUTURERTFERLES, REMTFERVELR  TNEEKER
ERAEWEL,

/A Important

B

TREEMENELNRETE,

AWS Management Console

iREBfETZERE M E A (AWS Management Console)

1.

© N o o M~ w0 b

£ https://console.aws.amazon.com/ecr/ BB Amazon ECR A&,
RELIF | EEERENBEEERLSLFENED.
ESEERYD , BEELEEREE K ARBERE.

RELH | BEERTFEELELS,
EREFEEVSHARERL  ENERENRETEEVEL,
REETHNATRERT | BERE.

2 BY 36 S T REERE .

BEEHMUERTNEYSAERE,

AWS CLI

IRE AP EE & A (AWS CLI)

£ update-repository-creation-template I S REMBENBEFEEERIE R, BNBEELD
KprefixtB. THEFHEFER prodFEEFHFEFEREILEL,

aws ecr update-repository-creation-template \
--prefix prod \
--image-tag-mutability="IMMUTABLE"

BOTNAHERRENRTEEYEANFAER.
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£ Amazon ECR A fll BRfZTFEE 2R I £ 24X

MREERATHEEFERLER , EULGEEMBER. RERFEEZLSEAR  ERIIRNETDFHE
BB FE THEAFELNFEFENSRATERRE | RFREZE —EHEFNER , F2R0 fEEE
M S AEYEHEST Ko

/A Important
B A HEEMEREMNNHEFE,

AWS Management Console
EEMBRFEFERIEAR (AWS Management Console)

£ https://console.aws.amazon.com/ecr/ BB Amazon ECR A&,
REEy -, BEEERRNREERLSERTENES,
EEBEHERT  BEEVNEERSE K REERLST,
EREFEREVESEAERR L  ENEMBRNBEER SR,

RBETHREESD | ZEMER.

o M w0 Dd =

AWS CLI
EEMBRFEFEZEILEAR (AWS CLI)

£ delete-repository-creation-template.html| A S RMBRBENREZERLEAX, BXLEEE
g ARprefixWE, THEHISMIRES prodFENRTFEREMLER,

aws ecr delete-repository-creation-template \
--prefix prod

BTN HERERCHRRETEER L EANFHEER,
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Amazon ECR EREER

£ Amazon ECR A i F 4 an B R BUR 2R B B L BRI BY 7B R

Amazon ECR £ BB R REHHAERTFEPRENEGEREENESES, £ BEHBRITE
—=ZERE , SERAUFLESZE Amazon ECR HEIE, RIBEMBEHERPNBHRYE , RESIR
B 24 NEANEEPRTEMIBR. B Amazon ECR RiBE BB R ANTEER |, LLBIESHEI
& PR EH AWS CloudTrail, MIFEFMER , 52 EA L& Amazon ECR E1E AWS CloudTraile

4 o IE R BUER an{ahE E

S HBHBEH-—RZERVER , AUARERFETHNRGBHES, EEZEFEAEWBHBERR
EEAERETBHBREEREREDANBERIBNMRG , ARXESEERAEREE, BEmBEH
BREAZEREFER , SUARRSKEEASEIHRERN 24 MIFAIBH, E Amazon ECR fkiR4E
WIBHBRBTEIER , £ AWS CloudTrail P €6t BIER BB, MEFHMEEN , FSEMEH 2%
Amazon ECR ¥ AWS CloudTrailo

LT BIRERE B BER TERRE.

All rules are
Create lifecycle . |Save and run test | evaluated and » a TTi"Z ;‘:ﬁsﬁ :Jenn .| Review the o |[Apply the rules as
policy test rules 7| lifecycle policy "l  images are " p?ul e priority "|results of the test | | a lifecycle policy
marked

1. BY-SSERERA,
REARARAALHRTHE.
EaBHBRAATEGREMARL , YRTEEA[NSHENRE,

AR EPENBRRTEIESGRBRABEIEFERRAR , YERRFETHBLERERES
B, RUBEIEFBRFUERTELIEFES, Sl , BRIEFS 1 HRAEAREXIEFS 2
Ry Al

5. REAEGER , BERETSABHNRERSENENY,
6. ERAEKRANEAREENESBHEE,
7. BUAHBHBERE  SUERRGKESSIBERGERN 24 NMNERBH.

w0 N
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B HA BURFT A4 AR Al

EmBHBRTEIEESIHNEDBHBERNFAEXE JSON, FEFAERA , RAEBIBRAELIE
FERELRAUNERMEEFNRG, UTHMARBETBYRBEKRAGTENEE, NEHY A F2H
Amazon ECR FHV A tniB A BUER E o

- EREETFEZERME , Amazon ECR £aBHBRSEMRERREN 24 MR B EFREL
B aR o

- THANEBRIESF  HEREFEMEHRA, FEAMARNR  RERBRAUABLIEFETER,

« R IEF—EFERRIRER BB,

- FAEAREIEFENRACEHSELIEFSHRFECERNREGBE,

- RABTIRCUBSELIEFRAUSRTHREG , B2 , BERIEFENRAUMERHELRE , B
BeMERAFBE—&K.

- RAEXEIER/ENERIRES.

- EARF—ERAEERFELHNRE,

- MRBFERRFESETHEGE , IRGEREIERELAMBRBEERREFENER T B,

- BHI—LL pushed_at_time %] , BB IEFEAEREG L. HRGERE,

- HiBHBERMAAAIIEE tagPatternList 5 tagPrefixList , EFEERKEEME. TiB ,
SRR TEESZEAR  FTEARATEREAENNFTEEE, MR tagPatternListD
tagPrefixListEFMAMEREHETMGNERMER , ISR B &,

- B E tagStatus = tagged B , FEEMFEA tagPatternList 5 tagPrefixList 8#,

- f£/ tagPatternList i , MIRMRGEEAF TEHBRREER , EERIBEHREK. 5
m, mBprod*EAGERYE , CELHBBEES WEGERpProdl , prodfl prod,

B production-teaml, E#it , MR *prod*EREFERHY , AISHLBEEZBWE S repo-
production@k prod EHEHKprod-team,

/A Important
BEFEHRZARE 4 EERAFTT (*), M0 ["*test*1*2*3", "test*1*2*3*"] BRAN
FE {8 ["test*1*2*3*4*5*%6" ] Al BHEN,

- fEf BrtagPrefixlList , MR tagPrefixListEFHNMMEBAF B RIFHAHETMEZENER
M, RIgRIEEER,

« QBT countType & sinceImagePushed BF & A countUnit 28,
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« A countType = imageCountMoreThan , BMEERIE pushed_at_time RERFEREH
F, BEMEAREETENREGEEBH,

« £/ countType = sinceImagePushed , P& pushed_at_time KXAMRIZ countNumber Z
EEXEHWREGHSIBH,

£ Amazon ECR R A AR BERTAE

BUNLERALEENEEAERERLHENRRERGREFENTSE K REBEAT, E8EmBEH
BRERERETEEZN , BABRAREER,

(® Note

MREMER Amazon ECR EEEFREERIRFHERFBEE , FI8 , EoBHBRA R
HWRIMEFEMERSTNRETFERDEFE. Rt , MIRECHBERYRE , EURFEER
HERRFENSERIMIRSPEY A mBRBER.

BI4EmBHBEEEE (AWS Management Console)

1. £ https://console.aws.amazon.com/ecr/repositories BIEX Amazon ECR £ A,
REBS - BREHPEEEHTEVEBYBRERRENREEZESE,
FEEERT , KFEENEERENREE,

EAEREEEETERREE  AR2EABE TR EEZELEWBHBIR,
EREFENEMEBHRBRAUNEESD , FEZFENHA[UNELRR,
AEEEWEHBENGESR WA TIFERER.

o o~ w N

a. 7& Rule priority GRAIBEIERF) F , @M ARNEBLIEFNRER. RUBLIEFEREE DB
BERANERIEF. EFBINKRTEEIEFES, flo, BEIEFA 1 WRAELERES
&% 2 B3R 8,

b. 7E Rule description (3 BI#iR) & , & A 4 o518 B BUR R AW R,
c. SrEMEBGRE K BRECER (EAFLY). B&ER (IRLE), RERHEM.

/A Important
EREEZERE A ReEESAMEEERRNREK,
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d. UREERGREZBEZECER (EAFLY), ItrHEEERAF A HLEHERIEESEH
7T () WRGEREE  UERLEmEHBREESTEE. fln , EEHNREEERLA
prod. prodl, prod2 &% , LA EFEIEE prod* HITEMREHTEHE, BRIEEZE
BER A AeZESEmMEEEERNRE,

/A Important

BEFEHEZUE 4 EERFET (*), B0 ["*test*1*2*3", "test*1*2%3*"]
BEEMFE , B ["test*1*2*3*4*5%6" ] B|BEN,

e. MRLEMGREZZFCEL AIRLY) , ATHHEENRLEERIEERGERBE
BB A B B 8T B,

f. ELHERGDEEZEEHEEZNREGIEBUTHENREG , AREE—EE.
g EERT

7. ERRESES7 REIHMAFEGBRBERAL,

8. BEEHTEMBAHBIREAE , B EIE Save and run test (RRFMEHITRIE).

9. 7£ Image matches for test lifecycle rules CRIFR £ EHR ANRERFSE) T , REEN EmiEH
BREERE,

10. ERUFEEERRIRE |, 55EZE Apply as lifecycle policy (ERA AL BHBER) REAIBERL
BYAEmBHBER, AERAEWBHBRRE , TEHZIZENREEE 24 /NERBH,

1. MRHEABERTRE , EUURBR-HNZEAREmBBRA , BEY —HZERAMLEL
REREEAH.

£ Amazon ECR R AfRFEEZ I £amB R BER

ERALRENHEREY —EBHREARFERGNRA, BEv4-amBRBER  SRENRESE
24 NEFRIBH

@ Note
MREMEA Amazon ECR EREFREHNIRFHERREFE , FER , £wBHABERR#E
HEVREFEMERSPNEEEXRNEFE, At , IRECHRESYE , EAXFTEZR
HEERRFENSERINRSPEY L mBRBER.
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FORIRAF

REEY EVASBHBERAE  UHEREGENBRANBHNREREAEN, MFRHA ,

3
¢

B Amazon ECR RV A B BRTEE.,

B4 BEHEBR (AWS Management Console)

1. ¥ https://console.aws.amazon.com/ecr/repositories BIEX Amazon ECR £ A,
2. REBM L K BEHMGSEEVEGBHBENRTEZES.

3. HEEEEHEKT , kFEELERHRENRFTE,

4. ENERFEEETENRTE AREABETHNEEEZEEEWERBR,
5. EREELGENBEERY , BEEIRAL

6. ALNEWBHRBRSREATIFHER.

a. 71 Rule priority (RREIBEIERF)  , GARUEEIEFNRR. SABKIEFERELEMBES
BRBANERIEF. RAEBXIEFBFHERTEEIEFES, Sl , BEIEFS 1R
RIEEREERIEFA 2 KR8,

b. 7E Rule description (3 Bl#iR) & , & A 4 a5 iB B BUR R AW R,

c. STHMGIRE K FHEECERL (BAFLY). BER (IRLE), RERZRREM,

/A Important
EREEZERE K ReRESEMEEERBNME,

d. MNMREEMGREZECER (BAFTRLE), T¢HEEERAFTF I HHEBREEEEH
F()NREGERSE , LEBREMBNBEHESTEE, Al , EENREEELA
prod, prodl, prod2 &% , BAGEEEIETE prod* HFTEMBEITEE, ELRIEEZE
BE K ReRESEMEEEREBNME,

/A Important
BEFEHRZTE4EERAFT (*), B0 ["*test*1*2*3", "test*1*2*3*"]
=EMFHE , B ["test*1*2*3*4*5*%6"] Al AU,

e. MRLEMGHRERZFCERL FIRLY) , ATHHEENRLEEREERGEREE , U
iR A oy A B BUR E H 31T B E,

f. HELEHFERGPEREAHENREGIEBUTHENRE , AREE—AE.
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Amazon ECR EREEmR
g. &Eﬁﬁo
7. BEERBESERS7RENHMEMBEHBERAL

By A mBEBE (AWS CLI)

1. MBERVAMBHBERNREESR,

aws ecr describe-repositories

2. BEYERpolicy.json WAMERERAEMBHRBRRNAE., MEEWBHBEREH
FAmazon ECR R £ B HA R &1 o

3. EREERTFEEBASELCEIMEMBHBER JSON BERRET EamiBHBR,

T
s
85

aws ecr put-lifecycle-policy \
--repository-name repository-name \
--lifecycle-policy-text file://policy.json

Amazon ECR = By 4 18 2R B 5k & 451
LT RERE ENEmBEBERE A,

EETEBREBMNFMEN 520 Amazon ECR A B BEEM, MEFEH B EdER
BURIIEREA AWS CLI , @28 B £ miAHBER (AWS CLI),

A o A BUR E A

HRERBEEEVEB YN  STEEGBHBRNARE, ATREMBHEKN JSON FEER,

"rules": [

"rulePriority": integer,
"description": "string",
"selection": {
"tagStatus": "tagged"|"untagged"|"any",
"tagPatternList": list<string>,
"tagPrefixList": list<string>,
"countType": "imageCountMoreThan"|"sinceImagePushed",
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"countUnit": "string",
"countNumber": integer

I
"action": {
Iltypell: Ilexpirell

ENER GBI

DT EH R RN EmBBEREEE , B KRES I prod ERFEFENBRE , £/ prod*
MtagPatternList , BFERKERKEIE 14 RBRERABH,

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "sincelImagePushed",
"countUnit": "days",
"countNumber": 14
3,
"action": {
"type": "expire"
}
}
]
}

EREMRETR

UTEHBRBRNEmBRBREE , ZIBRERRE - ERECHREG , WEHBPAERERAIB
o

"rules": [
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"rulePriority": 1,
"description": "Keep only one untagged image, expire all others",
"selection": {

"tagStatus": "untagged",

"countType": "imageCountMoreThan",

"countNumber": 1

I
"action": {
"type": "expire"

EREZ AR

UTREEWBHBRPEASERANES, SHfFTEREENEMBHBRERZRRARKR

i,
#4l A
REERNZA :

* Image A, Taglist: ["beta-1", "prod-1"], Pushed: 10 days ago
* Image B, Taglist: ['beta-2", "prod-2"], Pushed: 9 days ago
« Image C, Taglist: ["beta-3"], Pushed: 8 days ago

S HBHBERXE :
{
"rules": [
{

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "imageCountMoreThan",
"countNumber": 1

.

"action": {
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"type": "expire"
}
},
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}

Ao BHBRNBES R
- BRA1 HHEFEHM prod FEHRE. BERKENRERHERRL  EXRBERFBRIFEHN
BR&, BRICBRE A BB

- RAI2 RHEFEMR beta FMEHRE. HERKENRERHBERL  EXRERRABRITEHN
MR, G A BEEIRG B ABH. B K REASHBR1EFF , MEREB EBH , AIERE
RAFA 1 AR,

- R BREASBH.

ERR—ERARRNREE  BLRNELEFEREURDRR,
BEERR .

* Image A, Taglist: ["beta-1", "prod-1"], Pushed: 10 days ago
* Image B, Taglist: ["beta-2", "prod-2"], Pushed: 9 days ago
« Image C, Taglist: ["beta-3"], Pushed: 8 days ago

B HBRXE :
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{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
.
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "imageCountMoreThan",
"countNumber": 1
1,
"action": {
"type": "expire"
}
}
]
}

Ao BBRNBEER
« RA1HRHEEMR beta FMEHWRER, BERKENRBFRBEFER  ESREIARAKRIFEH
BR&. 1EIMAEZEARGAFZRE A EHIRG B BiBH,

« RAI2 RHEFEFM prod FEEHWRE. BHERKENRERHBERL  EXRAERRBRIFEN
R, BFEEIREGE , AFAETHARGERRA 153 , AT SRILHEBBRE,

- BR BREAKEBEREBH,
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BEE-SRRAFHNZERR

UTEHRAEE-RAPRASEBEANESBHBERE L. @fRTFEREENEmBEHBRE
AR AR R R,

5 A

EE-HRABELZEAEREN K REXAFTEMEIHNERER,
REERS

* Image A, Taglist: ["alpha-1"], Pushed: 12 days ago

« Image B, Taglist: ["beta-1"], Pushed: 11 days ago

« Image C, Taglist: ["alpha-2", "beta-2"], Pushed: 10 days ago

« Image D, Taglist: ["alpha-3"], Pushed: 4 days ago

« Image E, Taglist: ["beta-3"], Pushed: 3 days ago

* Image F, Taglist: ["alpha-4", "beta-4"], Pushed: 2 days ago

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "sinceImagePushed",
"countNumber": 5,
"countUnit": "days"
1,
"action": {
"type": "expire"
}
}
]
}

LEMBRNBESR
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ERAEER

« BRA1HESHEBM alpha M beta FBHMRG, BEMRE CEF, BEELFERBARIERNBR

% , BRI C,
° ﬁ% . Eﬂ@ C Eﬁﬁﬂo

g9l . B

T EHIRAFEBRNRR

REEAR .

* Image A, Taglist: ["alpha-1", "beta-1", "gamma-1"], Pushed: 10 days ago

» Image B, Taglist: ["alpha-2", "beta-2"], Pushed: 9 days ago
* Image C, Taglist: ["alpha-3", "beta-3", "gamma-2"], Pushed: 8 days ago

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}
]
}

A aBHBRNBES R

- RAl1RHEHEHEEM alpha M beta BB EK, BIREREG, BERKENRERBELT , B

IRAIARBGROTESHRER, FCHRE A EB ABH,
- BR BB AHEBHEIBH,

ERZE—RBP NS ERE
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EREFT A R

UTEamBHERREFRASHETIEHRFENREG, SfRFEREENENBNBREERRAR
R,

#61 A

THREFERIFERANBRcEGBRBREL , BRRARE — ARG HMRAERERAIE
g\HO

RBEEARAR :

« Image A, Taglist: ["alpha-1"], Pushed: 4 days ago
* Image B, Taglist: ["beta-1"], Pushed: 3 days ago
* Image C, Taglist: [], Pushed: 2 days ago

» Image D, Taglist: ["alpha-2"], Pushed: 1 day ago

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}
]
}

A aBHBRNBESR

- RA1 KREFIERG. FETRE A, B. CED, BRTHRIRGIN , BT ERGRABH, FL
BR& A, B, C RiBH,

- R BREA BHECEHZBH.
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#ifl : B
UTEHIRBEE—RUPBSMAERIERENE M BB,

RBEERNA :

* Image A, Taglist: ["alpha-", "beta-1", "-1"], Pushed: 4 days ago
* Image B, Taglist: [], Pushed: 3 days ago

« Image C, Taglist: ["alpha-2"], Pushed: 2 days ago

» Image D, Taglist: ["git hash"], Pushed: 1 day ago

« Image E, Taglist: [], Pushed: 1 day ago

"rules": [

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*"],
"countType": "imageCountMoreThan",
"countNumber": 1

},
"action": {
"type": "expire"
}
},
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "untagged",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 1
.
"action": {
"type": "expire"
}
.
{
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"rulePriority": 3,
"description": "Rule 3",
"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
},
"action": {
"type": "expire"

}

S aBBRNBESR

« BAl1 HHEFEEM alpha REHWREG. KHRE A BREK C. BRESZFIMEASHMFRILHIA
i, RERE A BB,

« BRI 2 HEARFEHRE, RHRE B HRRKR E, BRCAMBEER - RWREABH, RERE B
B,

- BRAI3HREAMEREG. HHREA, B, C. DERE, BRESFTRELZEMRIL/BH, R,
BERLRBR A, B, CHE, RASUBSNERIEFRRRKEEM. FEBRE D HiBH.

- R G A BEDEZIAH,
Amazon ECR My & ipiB B BUR B

S B BRER TSI,

EEEFLEMEHBENES | 528 Amazon ECR R A miBHBREHl, MEFER BB
BEMERA AWS CLI , 28 B4 &iEHEE (AWS CLI),

BEAIE IR

rulePriority

B B

ME 2
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REEANRAZIER , #FEEISESE. BEX1EAELIEFRA WEWBEHERSRL ,

BEEERELIER2A BRR, UtE#H, ELHERNEEGBEHECRE , X AT —
B rulePriority fH, BERHPHNEFTEEERANERF, #E any B tagStatus BEHXEE
rulePriority WESEREZEFMENE,

BN

description
¥R . FH
PBE B

(ER) AL WBBBERPHNRLAIER,

\ Lo
EHARRE

tagStatus
/R . FH
PBE 2

AELCFHEBNEDBRBERARSAMRGIEEER, TEZREAR tagged, untagged, =
any. H&IETE any , FTEMGERE R AT . WREBIEE tagged , BMELBLEEE
tagPrefixList B, MBREIEE untagged , BELZKHBE I tagPrefixlisto

BEREEFE
tagPatternList
A : list[string]
WHIE 2, MR tagStatus BRACEKL B RIEE tagPrefixList

AOERNMREGETEMBRBRE  KEHMERMFEH tagPatternList RIEEFEF 2B HEZE
B, BXABENERSBHRGESERNEE  HPWgE@2EAT R (*) , UMELEBRE W
HBESTEE, il , EENBREIZERS prod, prodl, prod2 &% , Bt EFAEBER
JBE prod* RIEEFIEER. ELEESEER  RgBESEMEEEERNMRE,

B
s
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/A Important

BEFERZUE 4 BERAFT (*), HlI0 ["*test*1*2*3", "test*1*2*3*"] 2H
MFEE B ["test*1*2*3*4*5%6" ] B|BEMX,

ERFEHEE

tagPrefixList
A : list[string]
B &, R tagStatus XA SERLBRIEE tagPatternList

EEMEIEE "tagStatus": "tagged" HRIEE tagPatternList MR, BUEEEN
ERSBEHRGERIBEE , AUEREmBERBRRENBE, flln , EENRGEEFELR
prod, prodl, prod2 Ht¥E# K EAEEECXAEENR prod RIEEFTEMREG. ELIBES
BER K ReRESEMEEEEBRNME,

stevem
countType
B FH
MR 2
EBEMEBEAEUERTIME,

% countType 5% imageCountMoreThan , B #1EE countNumber RE I R EFER
BB EEFHNBREGHERSIZHA, & countType §8A sincelmagePushed , B iEE
countUnit B2 countNumber RIFEFEREMNFRETE S HBRGERERS,

ATEE(N

countUnit

HE 2, EBR countType f8EA sinceImagePushed H1ER
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BT REBEXEH days 4h , FBIEE countNumber W MTEE (I 3RVE B B R BE 1L,

HA1E countType & sinceImagePushed R#EITIEE ; BRI countType AHMERIEER
BEL , SRR,
Count (G128
countNumber
WA B
PVE 2
EEMBRG, TESNE/SERH (0 FTRERE).

MRFEAK countType & imageCountMoreThan , EEEREEERERBEEEHRNHZ AR
GBEHE, MEMEAM countType B sinceImagePushed , BEEEREELERBEAREEH
G TR LR,

BF

type
BE . F&H
PBE 2

EE-—EBERE, XENESR expire,
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Amazon Elastic Container Registry B & £ 1

VEHTLM AWS EBEBLIEF. 55 AWS BF , SUNSHAEHHORNBHRES  JEBE
ARERRSBBEBNERTRE.

ZEMR AWS BEECBNAREE, AFSEEE SHERAZERNZENERANT S

- Bl EEM - AWS BEREHE Cloud AWS H#IIT AWS IRBHERERE. AWS tABRHATR
EANERE. £ AWS 8858+ , F=AERESEHARLBRRMANZTLYR. BB THE
A Amazon ECR W& HiHEl , SRS R EEEANAWS R

- ERNEEMN - BNEFTEORRNEER AWS HERE, SHLAHHMRNEEE K SRFERNER
. BRBANERNMEAEENER.

AXHEBMRET HNAEEA Amazon ECR RERAHAREMEER, T 5 EEER A MNA#E Amazon
ECRRXEAFELNLRLHESHAERE. SChEaTHROMEREM AWS IR R SEERANRE
Amazon ECR &R

&

« Amazon Elastic Container Registry #J Identity and Access Management

« Amazon ECR HF K ERHRE

« Amazon Elastic Container Registry Y& 15 5 5%

« Amazon Elastic Container Registry FER R EZ £ M

R REREEREA

Amazon Elastic Container Registry &Y Identity and Access
Management

AWS Identity and Access Management (IAM) 2 AWS fR¥ , AIiHBIEEE R £ ithiRFI¥ AWS &
BN ER. IAM BEES R IEHIRE (28 A) MiRE (EE5F ) KEA Amazon ECR ER. 1AM 2
AWS fR#§ EA I EFEAN .

FiE

- BEHR

- FRESERE

SO NEFHEEE AP 7 2015-09-21 161


https://aws.amazon.com/compliance/shared-responsibility-model/
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Amazon ECR RS
- EFABRKEEFIE

« Amazon Elastic Container Registry Z1aJE2 IAM $& &t {8 F

+ Amazon Elastic Container Registry & % B B #Y €451

- ERAERIFEUES

+ AWS Amazon Elastic Container Registry B Z & BR

- {8 Amazon ECR WIRIERZ AR

+ $¥ Amazon Elastic Container Registry Identity and Access # 1T ER

BHRHR

A AWS Identity and Access Management (IAM)  8FfRE , BURAETE Amazon ECR H#|
TR I,

FRIEERE — MREFEA Amazon ECR #11TEHK , FNEESSRALRMETENERENGT. K
EBRTHTEEMFEAN Amazon ECR IEERER S | B RESZFEHENNGAT. THERFFIH
EEAAAHEOEESREREBNTT. MREEELFE Amazon ECR HHITHEE , B3 &Y
Amazon Elastic Container Registry Identity and Access #1THE 2 B .

REEEE - EEBELREEEE Amazon ECR &R , BEZE{H Amazon ECR W EEEFEER,
1BV ETS = Y B AR A5 6 F & FE1ZELEY Amazon ECR WEEFIE R, #E , B4 BB REBIERN IAM
EHE K REELBRBEEAENGT. RERKERLENER, TR IAMNELRES, EEE-STH
B/ F A H Amazon ECR £ IAM A= , 52 R Amazon Elastic Container Registry Z1{aE2 IAM
BEEA,

IAM EEE - MMRER IAM BEEE  BEEREZ2ENMRRSHELLEE Amazon ECR FHUER FH4
B, BEEMRBEATLUE IAM FEAM Amazon ECR B9 B BEEH| , 5528 Amazon Elastic
Container Registry & 2 B BUERRI £,

5 & 2 B

BErBRBFREAWS FHAF)BRBEANAR, BH4ALLAWS IRFRERES D, IAIMERES DR
BE IAM AERERE (ZEA AWS),

BUERZERE S RERENERE  UBS D AWS 5585 A . AWS IAM Identity Center
(IAM Identity Center) E &, BRANE—ZAGDEBE , BIREM Google = Facebook & AE
¥, HEBESHINEH, BLUBESE2EAE K CHNEEEXNCRESR IAM AENBESE D,
ERERABE AWS 557l K, felEErAe.
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RIBEWFEREER | B L% A AWS Management Console 5, AWS ZERA O#E, MEZE AN
HEA AWS , BFS2EAWS B A ( FAEER) PHITE ALK AWSIRF .

WMREL AWS BHFZFFHFREFER , AWS ERMHHKBEZEH (SDK) Mar =R E (CLI) , KUfE
RGN BREUBBHEZEFAEZBLNE R, NREFTER AWS ITE | AIXABRTHERBR. 0F
SEREBENSEBTEEFRNFHENR , F28 (AM £REER) PHEAR APl FERHAWS
Signature 28 4 ko

EREERAES S REL L SURBFERMENNREMEN. flln, AWS EREFERZE
EZRE (MFA) RESIRFNEZEME., WFEEZEF , F2E (AWS IAM Identity Center £/ &5
M) PHZEEZBREN (AM EREERE) T8 IAM FIAWS ZEEZME.

AWS IRF RERE

EREY B AWSIRF , f8R—EZEASOHE , RS D ITBEEDIRFPHAE AWS B NE
Ro WEDHA AWS tRF Theroot EAE | AIEIR A ERREIUIRFNE F B4t MBRFE AR
FHL MAEBETBUREAEREREER. RECHREAERRE  LEARAITREBHRE
REHTNER. WFELERNTERE , THEFTUREAEZANGES , F28 (AM EREE
M) PHEEREAERENER,

IAM fi£ i & M A48

IAM EFZER PSS AWS IRF |, EEE-ASHEARANBEN T, ERESTRKERKE
&, MTREFRURYERE PIUNEBNFNEE®) O IAMEAE, ERVRBECARIIZESRER
REBEN IAM EAE  BRRECHBFIER. NEEZEH , F20 AV EAEEETNATER
HBRNEARGENRRTFRER.

IAM R —BIEE IAM ERESEN S D, SREUFESHEE, EUNERFER-—XAZ
BERAEEENT, HEATREEABREAEFTNEFEEEARS, flU , BALBEE—ERA
IAMAdmins HYEFAE , Wi FEEHEERE IAM BRI,

ERERAGTEH, FRERGRE-ASIEAEXRIRE K BAGHNENREHEARZEENA
BNfE. EREHBEKANKRYER K EBACERHABRERE. NFEZEHR  F2H (AM ERE
Er) TR IAM ERENFERZEM.

IAM B

IAM AR FEEEENT AWSIRF WED., TELIAM EAE  ETEEENASHEH, £
5L FIEE IAM B AWS Management Console , A LA RFEAETIRE IAM A6 ( E2A ).
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html

Amazon ECR EREER

BT LUEIBIF Y AWS CLI 3t AWS API RESER BFT URL RIBEAE, NEERAAGNIEFEE
# ., F2EH (AM EREER) FWREACNSEE,

EAREREN IAM BBETIERLPIEEER

- BESPEREFN — UEMBES DR, FELAR  YRABGERTT. EBSESHE
TEIRIER  XES/SHACGEYRY IBRTHACERNTT. UEERBHSACHNMERE
A, FE2E (AM EHEER) PRAE=S57RME BE) BEUAC. MREMEHA IAM Identity
Center , AIEEREHE, ARHERBERULUFERANAZ |, IAM Identity Center #§5F A 5262
IAM RV A EHED ., MERBEFTAIENEF , 528 AWS IAM Identity Center £ /8 & B AYFT

EE
- TR IAM EREFF T - IAM EAEHA ST LUEE IAM SeRE K HIEEERRA TR,

- BIRFEFHE . BULER IAM AR | RFTREIKRFHHEA (FENER) FEUEKRFNER,
AEERTEIRFFIENIELSR. T , BREL AWS R , BRI BRERERIER
(MTAREABEUMANRE ), IFETHEAAGNEREBRETEIRFENCENEZE K F2H
(IAM EREEFE) P8 1AM FHEIRF EIRFEG

- BRBEFE - B AWS IR ERAEM PRITHEE AWS BRIE, Bl , EEERE P HETIRUE
ZREBEEEE Amazon EC2 H#I{TEAR R Y H# T Amazon Simple Storage Service
(Amazon S3) 1, IREATEEEFEAFWUERNFTA. FARBACHERREELACKRHITINE
%,

- BIEAFEHIT/REREER (FAS) - BEEERA IAM ERERACEETHTRER AWS , BERRAER
Ao ERFELERBE  BUREATEEEBE , EMETRRBHAB S —EEE. FAS E£AF
W MZEFEAFFA AWS BRE , #66 AWS BRI FBRE THFBRBREFER. REERBRIITER
Hft AWS fj#s = EREEFRETRRIFERE , TR FAS R, BIIBERT , BL4AEF/H
ITEMEERENFFT. MFRE FAS FRENBRFMEN , F2H (FBREMTEER) .

- REAE - REACEREEEN IAM A€ | AIRKREHITEE., IAM EEE ALK IAM R
3., ERFMERBRE AR, MEFMENR  F20E (AM EAEER) FHNELAGUEIRTA
4 AWS R,

- BBERAS - BRERACGRE—EERE NREAGEE AWS BR#%. RETUBEAREH
TERENAE, REEEACSHRESN P AWSIRF | YHREHES. IAM EEE T UR
B, BETeERERBERABGNET,

* 7£ Amazon EC2 L #{THWEAREN - BUEA IAM BEREERE EC2 TER LT EARE
XWREFBEAER , LURIREH AWS CLI 5 AWS API 5BR, ERE EC2 #HTERAREEFIESR
MBEFHAR. BEH AWS ABIERIE EC2 MITERBISHEREMIGHEMARARER , BaEME
EEFTERNBTERELNE, JTERREEIESXAE , AR EC2 HTEE LITH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

Amazon ECR EREER

EANEGHREEE. MEFMAENR  F2E (AM FAEER) PHNER IAM B KE T aER
Amazon EC2 #1T{EE F# TR EHARE,

ERABREEFEE

A LUE B BUER Y BRI 5 9 &R AWS HizH AWS FEE. BEER 7RYHE , AWS
BEHES,>RERELBHE , FERHITT. EZFEA (FHE. REAEIACITERE ) &d
BREF, 8 AWS FMHIELBER, BEFHNTTRERBATRIERFE R, KZBBXREL JSON X
# AWS FEXFZHE . WFE JSON BERXHREBNARHWFMEEN , 528 AM EHEEETH
JSON BURBLE

EEE A LMER AWS JSON BURRIEEH AU ERAR, tWH2HR , WMEERE T BERAF T oS
EERAITHLEBIF,

HEREBERT , ERENACREHNT. BERTEAEHEMFZERANTDENT , IAM EEET
LB IAM B3R, A%, EEETUE IAM BERMEEAE  FAEERBETELAE.

IAM BUERERZXEENFTA , BAmEERAMES ERITERE, Sl , BEREEF—HEAGT
iam:GetRole BMERVBIR ., EBXBURMMEAE 7 LL#E AWS Management Console AWS CLI,
AWS API 8 ABE M.

ER N

SO BBRRALMME S (Fla0 IAM ERE, EREFHERAE) K JSON FFAIBERNSF, ELK
RS D EMERG TReEBLERATHLESE, NFTHROMELSSEEEK |, F26H (AM
EAEER) PHEEBEFEREBREZBA] IAM A,

BoBERRUE-SOERARBRIAZERR, ARBREEZARINE—FHE, FEIAE,
TERRRBMNEBK , ELEES FNSECHAE. HENAE AWS tkRF. SEBXRZHE AWS
ZERRNEFZERR, NFETHUIMNEZERREARBKR ERE , F28 (AM £REE
) FREZEBCRNARBUREREE,

BEREHR

EREBRRZEETERN JSON XX, EREBENEEREHIZ IAM ABEEBEN
Amazon S3 FEIFBER., EXEEREBRNEREES , REEEETUFERACHREHESEER
WEFEER. HRMNBEENER  BREEREEN TR UUHZERATHWEEAREMERET
TR EE, BHBAEEREBKRPIEEEE, ZXATLIGEIRE, A%, AR, BEEIHERAE
=; AWS R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

Amazon ECR EREER

EREBRRURZBEHNABRBE, SEEEEREBEPERARE IAM B AWS REBK,
HttBeREE
AWS XEHMBTE RNBRER, ELRRBEETRERE RBIREERTFENKRKFT T,

- FARR-FUEHER —BEHERIRE K THERES I EBEERT IAM ER (AM ERESAR)
WRAHFT, BUUABERETTRE, MELENFISREEN S ) BBRMEAFTRRHR
£, 8F Principal P EEFAERACNEREBRATEZ R I RRRS . FIEEEK
RPN ARERFSBEEXRAT. WEFTRRNVFAENR , F28 AMEFAEERHH IAM EiE
TSR BR.

- PRIEIEFIEZK SCPs) - SCPs=Z JSON BUR , Al E FAEMFAMEN (OVU) WEARFFA AWS
Organizations. AWS Organizations @ —BAR 7 HEMEFEEELEREE AWS IRF 2% R
¥, EERBABPNFTEIIRE , B REIEFIEK (SCP) EREEMRMAIRE. SCP &R
FIRERFHFEBNGT , SESEER AWSIRFRFERE. WMFE Organizations 1 SCP Ky FE#H
B , 5528 (AWS Organizations fER&EERE) P RIEEEBER,

- BEREFIEEK (RCP) - RCP 2 JSON B , ATARBRELRFPERNTHAF T LR , HEGE
BEAXRTEEEFHMMELFEENSEERN IAM BE. RCP €RHIK SRS PERN
FH, WHREEESINERTT , BIEAWSIKRERFERE , ERTHRETBRAENER.

2% Organizations M RCPsHIFFHHERR , 2IEXE RCPs AWS fR# By FE |, FSBAWS
Organizations  FA&EERM) PHERZEHIBEE (RCPs).

. T/EMBRER - TERRBEERE —EEREE Sl EEBREE AN FREYACHBISEH
ENERITERERE , RASBEE. MEEITERBRNTITERCAERACHN I P BBERMIE
PEERBURMIRR G, STAtLAIAREEREBE., MEEERRTHNARIEBHSBEEX AN NWEHF
HEF , F2E IAM EREERPHN TERBREE,

ZRBREE

HEZERRERERIFRE  HEREANAUSEREMH. EMHBLIER, BF 7 HMNMT AWS R
ERBESRZEBREERAER , F20 (AM E£REER) PHECRMLER.

Amazon Elastic Container Registry #0{aJE2 |AM & i 5 B

EEER IAM EE¥ Amazon ECR WEEVE 2 B , & FESZBEAZFRLE |1AM ThEE R LLEE Amazon ECR #&
BfEH, EESHE7T # Amazon ECR M E M AWS RIS MMIEE IAM ZEER |, 5528 (IAM EAEE
) PHVEE IAM AWS EEFE R RIE.

ES |
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon ECR RS
« Amazon ECR &% B HUR

« Amazon ECR ER B BUR

- L Amazon ECR EBAERNRE

- Amazon ECR IAM &

Amazon ECR &9 BB %K

FHIAM BDEBE  SuUEEAKRSIEENSENER , UREMERGET AHRIELS
fE. Amazon ECR X EEFEEME., ERMNRHRS|E, BEE T HRIEE JSON BERHPFERWMETER ,
B2 IAM EHAEEEDH JSON BER tESE,

B

EEE A LUER AWS JSON BURRIEEHAIUERAR, WHEHR , BMEEREN BT ot
EEREIT LB F,

JSON BURRE Action TRERERETUARARAFRIEBBRFFRNEF. BRBEEEEFHEMHEE
Bf AWS API REMBINER. B —LFIIMRR , AIAURBHERFE AP RENERFFIEE. tE L
ERERFZBRTNZEEE. ELBANBFERABKEIF,

BREERBERE TFUTHBBBENFT .

Amazon ECR # I BREMEEHEBEZRIEATIIFE : ecr:, Hll , EERTFEAFEA Amazon
ECR CreateRepository APl #/EZ 3 Amazon ECR EEEMT , BEEBEHMA
ecr:CreateRepository EifF, BURMANHSEDE Action 5 NotAction jt&. Amazon ECR
SERECH—HEFE , HRETUERLRBEITHER.

EEAEE-MRARXPIEELEEE , FRERIR , WTFAR :
"Action": [

"ecr:actionl",
"ecr:action2"

BB ERBERET () REEEZ@EEE, Hli , EEIEEMER Describe XFHNMAEE , BE
SLLTEME -

"Action": "ecr:Describe*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

Amazon ECR EREER

ZEEEF Amazon ECR BHEMIBE | 5208 (IAM FEAEEE) FH Amazon Elastic Container
Registry B EIE, B REFHRSIE,

&R

ERE A LMER AWS JSON BURRIEEH AT U ERAR., W2 , WMEERE T BERE T oS
EERHAITHLEBIF,

Resource JSON BHERTEZUEEEZEEABENYH. BRRRXABEE Resource = NotResource
TtE, REEEEFEAE Amazon Resource Name (ARN) RIEEE R, B UHEH T EEGEEERER
HEME (BAERBRFET) REEM.

HRAIXBERBERFFAINEE (P05 HRE) , FEABRFER () RRTEEAXERARAEER.

"Resource": "*"

Amazon ECR FEEEREELLT ARN :

arn:${Partition}:ecr:${Region}:${Account}:repository/${Repository-name}

NE ARNs BXNHFMEF , 5528 Amazon Resource Name (ARNs) AWS F AR 75 o & Z2

Bl |, EEERERXFIEE us-east-1 B my-repo fEFE , FEA TS ARN :

"Resource'": "arn:aws:ecr:us-east-1:123456789012:repository/my-repo"

EEEEBREERFHNMAERER , FERBAFT ()

"Resource": "arn:aws:ecr:us-east-1:123456789012:repository/*"
EEEE-RRXPEEZEER , BFFEAEHRD B ARN,

"Resource": [
"resourcel",
"resource22"

EEEE Amazon ECR ERER R H ARN EE , F2E (IAM FHEIERE) PM Amazon Elastic
Container Registry EENER. BEETHRETUFEABLESEEESHEERN ARN , 5528 Amazon
Elastic Container Registry T2 81E.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions

Amazon ECR EREER

R

EEEWLER AWS JSON BERRIEEH T UAFRAR, 2R , MEZBE A BERA T o H 4
EEREIT I LB F,

Condition jt# (5 Condition Eif) AIELRIEEERARN LM R, Condition TRRERE
H. BAUBYFRARFEE FRREEEN BINERSIR) , REHBEHHRGEMBRPVE,

HERERBNPIEESZME Condition 3k , HREE— Condition TEFIEESERSIE , AWS
SEAEE AND BRIFFTE M. WREA/E—RUHRSIREESEE , SEMEBORRE AWS FFE
Rt DAFEMBHKRGL , T ERERRANFFT,

B U EREEGREREARENEEE., W, ZFAUREFAEERE IAM FRAEEBERR ,
HENERNFFARTXIAM ERE, NEEZEF , F2H IAM £AEERETHN AM BEERTE : &
BHER,

AWS X ELEFRG ERNBBEBEN IR SR, EEZEFTME AWS 2ER4RSI8 , F2EH (AM
EAEER) PHAWS £EEHEREERSI#.

Amazon ECR 8 E&ZHCH —EFRHZRsI@#  UXEEA - L2EHFAR5IE. EEEEHAE AWS
sEFRGER  F2H (AM EREER) PHAWS £EFRERBT SR,

REB4 Amazon ECR E)fEII 8 aws:ResourceTag l ecr:ResourceTag R 5|8, WFEFHHA
B, F2REAEREFIUES,

EEEFE Amazon ECR RH4ZR5|BNFE |, F2KE (AM EAEIERE) FH Amazon Elastic
Container Registry EEZMW R ZESI#, BFET7THRETUERRMLESENERERARERSI#
Amazon Elastic Container Registry &2 B,

2R

g4

EEMIR Amazon ECR B0 B BRI EHI , 5528 Amazon Elastic Container Registry & % B BUR#Y
&,

Amazon ECR ERH %K

ERAHER JSON BENH , EEXHEIREEENZETEATE Amazon ECR ERURIEEHKIF
HTE#ITHLEEE, Amazon ECR % Amazon ECR FHEMNEREFITEER, ERBEBEE T EEHMK
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions

Amazon ECR EREER

EFRSEAFFARTFERMIRS, St ERABEREBRR L AWS RIEFH Amazon ECR &7
B,

HEMABIRFEER , £AUEEEHMIRFANABIIRSSH IAM B8 | FRAEREBENEFT A
MEERFEIREEREEE , AREBMGEERAN —F, EZEXANERURTEN AWS 1kFEF
B, BELEARTERABRFRERN. SRS ERREZINERBRRTHT, T8, 1R
ERBPBREFRER THERFHNETEA , AIFFES S EBEPHEAM Amazon ECR 7 ERF
o, MEFMES  F2E (AM EHEER) 0 IAM SEEERFBEEMESR,

Amazon ECR RBEXE - EBARETFERRcEREEK L BECERIRTFE, LERSERPL
ZREAER (kF. £AE. AGTBSEIERE) IEXREFELITENEF, EETHRNAKER
BEREETFTE , 528 Amazon ECR FHAAEREEEX.

® Note
£ Amazon ECR RS HED , BEETE Sid X8 IAM BIEDR R X EBNK = TR,

g4

EZEMIT Amazon ECR ERE BRIV E ] |, 582 Amazon ECR FWFAAEREFEBERE S,
LA Amazon ECR EBAERNZR#E

BRI SR IEEZE Amazon ECR iR , IR EFBRPEEREEE Amazon ECR, EERBERE
FI7ZE , 55fE M ecr:ResourceTag/key-name, aws:RequestTag/key-name = aws:TagKeys
RURSIE , EECRNEGLRED , BUHEREHA. WFHEER Amazon ECR ERWFHMEN , F28
£ Amazon ECR H R ERTE.

EERBSHBEBERES , URBZEFRLNEBRRRHFNER , F2H £RAEREFIUZH,

Amazon ECR IAM & &
IAM BERE AWS tRFFEEREFITNER.
FE B £ A iR A B ¥ B2 Amazon ECR

U BB BRESERAEREE. BT IAM At  SIRREBREA®, ETLUEBFWL AssumeRole
= GetFederationToken % AWS STS AP| I#EX RIS LB AER,

Amazon ECR X EF A BRIFEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html

Amazon ECR EREER

REEEAE

RI5EREAERRAWS BREFREMERFEINER , UAREZHK BF. BBERALERTRERL
B IAM BRE A | SAEHZREAIES, IAM EEE TR |, BN EREREERLSEETT,

Amazon ECR X EREEFE AR, MEFMEN , F2BFEH Amazon ECR RS EE A,

Amazon Elastic Container Registry & % F Bk 9 £ 451

BIBTER , FAENACTEREIL BN Amazon ECR ERMEFA, tfitEEER AWS
Management Console, AWS Command Line Interface (AWS CLI) i AWS AP| R#1TEHE., EER
FEAEHEFMEERITEENTT , IAMEEESTLURET IAM BUR, A% , EEETLE IAM
RNMEEAG , EREERBTELAE,

WMETHMMERELES JSON BERXXHETL IAM H2BEEK , F28 (AM EREER) FHE
3 IAM BUR (£ A).

W% Amazon ECR FTERZ BMENERBENFHEN , ESEEREEMN ARN KX | 5F
B (IRFEIZESE) F M Amazon Elastic Container Registry BV E){E, &R AFEH RS £,

&

BE T RNAIERAELES JSON BERXMHEY IAM B2 BEBER |, F20 IAM EREERTHNE
JSON % 5|R8 L2 T BER,

FE

- BRREE

« f£/ Amazon ECR £##&

- AHFEAEREBCHETA

« 17HR—1{8 Amazon ECR # &

HRREER

B BERREHEECRFPNEBASREAUEY., FIEMBER Amazon ECR BiR, ELEFMAE
ERENAWS IRFELER, EXRBNNRES 2 BHBRE , FERTHEARERSHE !

- FIEER AWS SEBRRI BRI KEERTT - EERBRFIRTENCERAENTEER , FEH
BT R TS EREARAN AWS REBR., ©MTELN PEMH AWS IRF, RAIZREESR
BREREARI AWS WEFZERXR , ME-FRDH . WFEZEA , F2H IAM EAERE
PR AWS ZERRSEBBAENAWS ZEBXK.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/ecr.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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Amazon ECR EREER

- ERAREHERT - RE IAM BERNFAR  FERTHTERMTNAT. KERLEN , B
LESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEAES , F2EH IAM EAERERETH IAM PRIBERMET .

o EF IAM BUR B R4H — S REIFEE - B LUSRAFTIEZEBER |, URFHIEBENE RN ER.
il |, AR BBOR GG | IEEXBMFEA SSL BIEFTERE R, NRBBEE SEARBIE
AWS FR# , &t 0] LAGE R4 3R 1R F E 2B AWS CloudFormation., INEFFMER , B2 1AM
EAEEEHR IAM JSON BETE | E4.

« f£/ IAM Access Analyzer B IAM BUER |, fE{RFT I 24 B 7 IE%E1E — IAM Access Analyzer B
BHBEMBAEER |, BRELBERER IAM BURFES (JSON) fl IAM HRIEEH ., IAM Access
Analyzer 12t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE. WEFEE
#A,F2E (AM EAEERM) PREA IAM Access Analyzer BrF BUE

- FESEEERTE (MFA) - MRZHRPIFE IAM EHES FHREAE AWS 1R |, BB
MFA URESR£%, MFEEMFU AP RERFER MFA | 51§ MFA (REFFEZENBER, W
EFHMEN , B2 (AM EAEIRE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_mfa_configure-api-require.ntm|# #V3EiB MFA B &£ API FEL

WE IAM A REBBNEEER  F20 IAM ERAEEETHN IAM Z2HEEH,

£ Amazon ECR =&

# Z 7 HL Amazon Elastic Container Registry =12 & , B4 AREREARN —HFF, ELFIMXAR
FFESI HF R AWS IRF A Amazon ECR ERHFFMEN. MREBEV L HRERLEFATEREN
BHoEBE , IBREGXRBENER (FRAEIAR) MS , TRAMEEWNTAHERE,

ATHRAELERMATLUMER Amazon ECR =128 |,
AmazonEC2ContainerRegistryReadOnly AWS SEBRIIEEZER., MEFMEN , F2E
(AM EREEmR) PFETEIERE.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchChecklLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories",
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Amazon ECR EREER

ecr:ListImages",
"ecr:DescribeImages",
"ecr:BatchGetImage",
"ecr:GetlLifecyclePolicy",
"ecr:GetlLifecyclePolicyPreview",
"ecr:ListTagsForResource",

ecr:DescribeImageScanFindings™"

1,
"Resource'": "*"
}
]
}
HREMW AWS CLI 5 AWS API I E , BRZTEAHFREBETZRAHT. k2 , REAHFEFEIS

BEERYITZ AP BIENBIFERTLT,
REHMEAERR B CHEFT

WEHEREMMBEILIBER , AFF IAM ERERGH MEBAERES 2N ARRZEBR, WBER
SEEFEAFHFER H AWS CLI AWS APl URBRERET AR TR BENF T,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",

AN

=1

o5
E

t
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iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
iam:ListPolicies",
iam:ListUsers"

1,

"Resource": "*"

1ZEl—1{& Amazon ECR f#ZE

FELHEHIH | BREERF AWS tRE R FEHAEFIHEH —E Amazon ECR f#FEE my-repo., &b
EAFEAERIE, REURIHRE,

"Version":"2012-10-17",
"Statement": [
{
"Sid":"GetAuthorizationToken",
"Effect":"Allow",
"Action": [
"ecr:GetAuthorizationToken"

1,

"Resource":"*"

"Sid":"ManageRepositoryContents",

"Effect":"Allow",

"Action": [
"ecr:BatchChecklLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories",
"ecr:ListImages",
"ecr:DescribeImages"”,
"ecr:BatchGetImage",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayerPart",
"ecr:CompletelLayerUpload",
"ecr:PutImage"

o5
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Amazon ECR EREER

"Resource'":"arn:aws:ecr:us-east-1:123456789012:repository/my-repo"

£ R RREFERS

Amazon ECR CreateRepository API BiEAI B ER AR FERIEEEER. NEFMAEHR ,
BI#E Amazon ECR F & ERZE.

:I:I'H

2

EEBRCHEERYNERRTE , X EEREIERZEE (W ecr:CreateRepository)
FRAKAT. EEBRERBIEBFIEE , Amazon 8t¥ ecr:CreateRepository EMfFHITH MR
B DR EAE S RELEBNET T,

BRI LUER IAM BERRFERAZBREFEURS , @l T,
DTBRAAFEAESREERLNEFERL A key=environment, value=dev,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowCreateTaggedRepository",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"
}
}
I
{

"Sid": "AllowTagRepository",

"Effect": "Allow",

"Action": [
"ecr:TagResource"

1,

"Resource": "*",

"Condition": {
"StringEquals": {
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"aws:RequestTag/environment": "dev"

THBREAEEAERTERTERIEEG , BRIFCHERLS key=environment, value=prod,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

]I

"Resource": "*"

"Effect": "Deny",

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"ecr:ResourceTag/environment": "prod"

}

AWS Amazon Elastic Container Registry ) B X

AWS SEREEH AWSAWS S ERFEEVNEENBIRESEEANSEARMEMET , LES
AT LABRRASEF A iSRG REA &, BHEFAG,

FARCIE , AWS REBRABFTERTFTRECARIINFEERT , ERAELFTAHAE AWS &
FfEM. RMI2BEEREARFIEBNESEERR , WMEE -SRI,
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Amazon ECR EREEmR
BEERSTE AWS SEBRPEZNHT, R AWS EFZ AWS EBERFPERWNGT , IEFEE
SRRBENFTEZRTIASGD (FAE. HENAE )., BN AWS R MEBIHREHH AP RET#
RAERKERAR , AWS B TJREEH AWS ZEBXK,

MEFHMES , F2E (AM EREER) B0 AWS ZEBR.

Amazon ECR R EBEZEBE , B LUEEET| IAM B2 = Amazon EC2 #1{THE, ELXZEBE
AFFE Amazon ECR BEJRM AP REMFEETARIBHRNZES., WEELBRPARRZE API
EREHAE A , 3528 Amazon Elastic Container Registry APl 2Z iy Actions (BI1E).

&

* AmazonEC2ContainerRegistryFullAccess

« AmazonEC2ContainerRegistryPowerUser

* AmazonEC2ContainerRegistryPullOnly

» AmazonEC2ContainerRegistryReadOnly
« AWSECRPullIThroughCache_ServiceRolePolicy

+ ECRReplicationServiceRolePolicy

« ECRTemplateServiceRolePolicy
« AWS ZEBEHK Amazon ECR E#i

AmazonEC2ContainerRegistryFullAccess
I&A# AmazonEC2ContainerRegistryFullAccess BUREEE IAM B %,

BULFEALZERREABRBERESZSRELELEC IAM BERWER, flin , BRI EMARFE
AESACRMELEESFIERMNEE , LEEY Amazon ECR WfEH. $H Amazon ECR 4%
wiEHBEINGE  SUNEREEFEERGNEmEREE, £anBRBESHEHRSES CloudTrail
=, Amazon ECR B8 & , AWS CloudTrail At AT AE % Amazon ECR £ A FERE MW
BHBREH, AmazonEC2ContainerRegistryFullAccess 2 & IAM BUREERELTAN
cloudtrail:LookupEvents FFHl,

TR R E A
HEBERBE LT :

« ecr - AAEFEATEFEFME Amazon ECR API,
« cloudtrail - AFEREH CloudTrail HENKIEE S 45 AWS CloudTrail Insights 44,
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Amazon ECR

ERAEER

AmazonEC2ContainerRegistryFullAccess BRI TR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:*",
"cloudtrail:LookupEvents"
1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"replication.ecr.amazonaws.com"
]
}
}
}
]
}

AmazonEC2ContainerRegistryPowerUser

& %% AmazonEC2ContainerRegistryPowerUser BUKEEE IAM B %,

BHREFEENT , 25 IAM ERAERBNBEAREE , EFAFEMARRETFEREEZRA A M

IRy BR S
AT A EFAEE A

HBEREE LT -

c ecr- AFERFINBEAREE , URBEBREGEHEK, ZEXATEERTHBRRBRTERSEE
RAEHE4BEBBERN,

AWS Amazon ECR #Y S & HE
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Amazon ECR

ERAEER

AmazonEC2ContainerRegistryPowerUser BRI T FfRo

"Version": "2012-

"Statement": [

{
"Effect":
"Action":

ecr:
"ecr:

ecr:
"ecr:

ecr
"ecr:

ecr:
"ecr:

ecr:
"ecr:

ecr:
"ecr:
"ecr:
"ecr:
"ecr
"ecr:

]I

10-17",

"Allow",

[
GetAuthorizationToken",
BatchCheckLayerAvailability",
GetDownloadUrlForLayer",
GetRepositoryPolicy",

:DescribeRepositories",

ListImages",
DescribelImages",
BatchGetImage",
GetLifecyclePolicy",
GetLifecyclePolicyPreview",
ListTagsForResource",
DescribeImageScanFindings",
InitiatelLayerUpload",
UploadLayerPart",

:CompletelLayerUpload",

PutImage"

"Resource": "*"

AmazonEC2ContainerRegistryPullOnly

& #% AmazonEC2ContainerRegistryPullOnly BUREEER| IAM &5

L BUR R F 1% Amazon ECR RIVESBRMREM TR, MREHECHARIRE , S AFFRIMER

e SR A T AR AR
SIS g

HBERBE LT

« ecr - AHFERARBMBEEREES BN EmBHBUR.

AWS Amazon ECR #Y S & HE
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AmazonEC2ContainerRegistryPullOnly BRI T Ro

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchImportUpstreamImage"

1,

"Resource": "*"

}
]
}

AmazonEC2ContainerRegistryReadOnly
& #% AmazonEC2ContainerRegistryReadOnly BUREEER| IAM B2

LEZE M Amazon ECR R MBI, ECREMREEST I HBEFEMMGKHIIE, CESEEH
Docker CLI #£ Amazon ECR 12EUBRIGHIRE .

[T

AR
BREDEUTH ;
© ecr - AMERARBBEERLE &0 ESBHHE,

AmazonEC2ContainerRegistryReadOnly BRI T PR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
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ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories",
"ecr:ListImages",
"ecr:DescribeImages"”,
"ecr:BatchGetImage",
"ecr:GetLifecyclePolicy",
"ecr:GetlLifecyclePolicyPreview",
"ecr:ListTagsForResource",
"ecr:DescribeImageScanFindings"

1,

"Resource": "*"

AWSECRPullThroughCache_ServiceRolePolicy

IREE LS AWSECRPullThroughCache_ServiceRolePolicy Z& IAM BUREEE IAM B8, it
BREEZEEREEZAE , 7FE Amazon ECR EBREURI TERBSRGHERRFE, NEFH
HEF , FF2EAREIUREA Amazon ECR REER AR,

ECRReplicationServiceRolePolicy

IR EHE ECRReplicationServiceRolePolicy 2 & IAM BUREEE IAM B8, HBFXDERE
B ERLAR , MAEAE Amazon ECR REREHTEIME, MEFHMER , FSBFEH Amazon
ECR IR ERAE,

ECRTemplateServiceRolePolicy

& EHE ECRTemplateServiceRolePolicy ¥ IAM BUREEZE IAM B8, HBREEEEIR
BREZAC  MtAGTE Amazon ECR RREHTEIE, MFEFMEN , FSB LA Amazon ECR
R ERE AR,

AWS S EHEM Amazon ECR E#f

AR B RIS R IE HE Amazon ECR AWS ZEBREMURNFMEN.,. WEABELENEENE
B)iREE , 5557 B Amazon ECR X 4B F 58k EMH LA RSS BE,
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Amazon ECR

ERAEER

gE

FARREVRELRY Amazon ECR
R EEAE - FEHBAEHE

AmazonEC2Container
RegistryPullOnly — $7BUE

ECRTemplateService
RolePolicy — #B %

AWSECRPUulIThroughC
ache_ServiceRolePolicy - &

MERBEE

AWSECRPUlIThroughC
ache_ServiceRolePolicy : &

HBUR

DU

Amazon ECR #4#7HY 5T o] #7318
F| AWSECRPullThroughC
ache_ServiceRolePo
licy BUR, ELFFAIAFT
Amazon ECR #it ECR }ABF &
SFIERENR G, £ ARREVREY
FAl#E % — 18 Amazon ECR %A
BEZERINRGHE , ERL
Em,

Amazon ECR 718 7 #HY
BUR |, SERREIFF IR T
Amazon ECR,

Amazon ECR B8 BUER.
IR F B M $14T)
BEECRTemplateService
RolePolicy HWRKERA
=X il

Amazon ECR #%#7#9 35 7T #7118
Z| AWSECRPullThroughC
ache_ServiceRolePo
licy HBXE. ELFFAAFT
Amazon ECR ##HX Secrets
Manager MZNMEZAR. &
EEARBREGRAREER
FH LB SR R GER
PBEW,

Amazon ECR B #1857
Ko WWHEEREIREVIRENT)BE
B AWSServiceRoleForE
CRPullThroughCache
R E 4 A e FH B

B

2025 3 A 12 H

2024 £10 A 10 H

2024 6 A 20 H

202311 A 15 H

2021 £ 11 A 29 H

AWS Amazon ECR #Y S & HE
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Amazon ECR

ERAEER

gE

ECRReplicationServiceRolePo
licy : £FTBR

AmazonEC2Container
RegistryFullAccess - E¥IRA
BUR

AmazonEC2Container
RegistryReadOnly —- BB A
BUR

AmazonEC2Container
RegistryPowerUser - B3R A
BUR

AmazonEC2Container
RegistryFullAccess - B IRA
BUR

DU

Amazon ECR B #i#8#1
R, WWHBUREILE B IhREM

AWSServiceRoleForE
CRReplication MRIEERE
y=h==y i)

Amazon ECR A BYFF 7] 718
F| AmazonEC2Container
RegistryFullAccess
BE, BEFIAFETRAR
3 Amazon ECR BR¥5E#E £
&,

Amazon ECR #4789 5 W #7118
F| AmazonEC2Container
RegistryReadOnly X
K, A EFEABERE AR
BEE, JIHER , URERGR
BRIEREEE,

Amazon ECR #5 %79 55 AT #7318
F| AmazonEC2Container
RegistryPowerUser
K. EMAFETEABRED
EHBE, JIHER , URE
RGN R BB E,

Amazon ECR #%$#Y 5T o] #7318
F| AmazonEC2Container
RegistryFullAccess

BE. efiAfrERESR
CloudTrail #EERHY EEEH
AWS CloudTrail Insights =
.

B

2020 12 A4 H

2020 12 A4 8

2019 12 A 10 H

2019 % 12 A 10 H

2017 £11 A 10 H

AWS Amazon ECR #Y S & HE
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Amazon ECR

ERAEER

gE

AmazonEC2Container
RegistryReadOnly - BB A
BUR

AmazonEC2Container

RegistryPowerUser —

BUR

AmazonEC2Container
RegistryReadOnly — 3 B

AmazonEC2Container
RegistryPowerUser — ¥ B

AmazonEC2Container
RegistryFullAccess — #TE&

Amazon ECR FREH ST

EHBRA

DU

Amazon ECR #4$7HY 5T o] #7318
#| AmazonEC2Container
RegistryReadOnly X
K, AFETARR
Amazon ECR B,

Amazon ECR A BYFF 7] 718
F| AmazonEC2Container
RegistryPowerUser

BE, tfIRFFrEFEARR
Amazon ECR M,

Amazon ECR #7387 i&HEE
A% F Amazon ECR HYFT X
K, EEFUIEEREESF
IR FEMRGNINE. ©
952 =5 Docker CLI #¢
Amazon ECR 1ZERBR 1S EY 8E
Ho

Amazon ECR #738 7 #THY X
K, BRFEENT , AFFEA
EBNNBEARETE , BEFR
FFHEFRRREEREEER
R BR S

Amazon ECR B8 BUX.,
L BUR$EF Amazon ECR HY 58
EEEER,

Amazon ECR BB M AWS
BEBRNEE,

B

2016 £10 A 11 H

2016 £10 A 11 H

2015 % 12 A 21 H

2015 12 A 21 H

2015 12 A 21 H

202156 A 24 H

AWS Amazon ECR #Y S & HE
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Amazon ECR ERERER
£ Amazon ECR IR EH A

Amazon Elastic Container Registry (Amazon ECR) £/ AWS Identity and Access Management
(IAM) RS EFEAE , RUEEAEENRIREIEERMENT. REEEACGRERERE Amazon
ECR W —REH% IAM #e8E, RBEEENABREH Amazon ECR BEXER. HPER TERBEE
ENMENT , IXENEEHENERENRIVREZ ., REZBFENEFTRNRIVRZE , Rift#
RERECEDEIURBERACR. MEFHER , 52 HAmazon ECR HIFAE B #HERE,

R EZBEHEMSER Amazon ECR SREEENENRENBEEEFEARR. ERRAFERATE , £F
HFEFIBFTE L EMFFT, Amazon ECR EXHBRKEZAGKNHT  RIEZEEE , BRIESR
Amazon ECR AIAREH AR, EEEZNHF I SREEBERMFTBER, FUBERE LM MBI EE
il IAM B,

BREEEZECHESNIRIURIE , TEMBREENRKELEAE, ENHREBTEENBRR
Amazon ECR $H¥HELL hBEFr ERMIEF T,

BRZERKEGFACNEHMERE , MEHBEN , F2BHE IAM BELEENAWS k. EHEZE
HME.L , 7 Service-linked role ([RIFEFAR) MUPSIKEER Yes (B) R, BEEFEED Yes
(B) , AR ZRENEREREERA G,

&

- Amazon ECR R ERF AN ZERE

- AREEN Amazon ECR R ERAE

- AREERENE Amazon ECR fRIEER A

- BRARRBHFEEYSHERMN Amazon ECR RBERAE

Amazon ECR R EFEACH I EET

Amazon ECR EFIH##t Amazon ECR RBHEHF X EEARBELNAE, WFE Amazon ECR
EE T AMNEFAER  F2E (AWS EESEGRE) -

ARESM Amazon ECR RIS EE A E

Amazon ECR & A& AWSServiceRoleForECRReplication B RIEELE A , A Amazon ECR &
ZERFEERE,

Amazon ECR W RFSER A REFT

AWSServiceRoleForECRReplication RIS EFZAREETIRETREZAR !
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Amazon ECR EREER

« replication.ecr.amazonaws.com

AR ECRReplicationServiceRolePolicy A&FF A BIK 5T Amazon ECR BHERFERAUTE
£ :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": "*"
}
]
}
(® Note
ReplicateImage & Amazon ECR AREEH RIS API , EEEEFW,

BBARERA , IAM B (Pl , £RE, FER/E) I TRY, REIMREHEEAR. NF
HAES  F2R (AM EREER) PHRBEEA BT,

#E# Amazon ECR HIRIEE B E

BARFEFEE Amazon ECR [REERZ AR, E&TE AWS Management Console, AWS CLIZ
AWS AP| X ERHENEBRER , Amazon ECR B ALEYRBER AL,

EEMBRLREEE SR K 2EFEBREY , AU ERFHEAHEAEFEFEYAG®, EBRTE
ZEENESHRER , Amazon ECR B A BLEI R EREAR,

#mEE Amazon ECR RIS EE A E

Amazon ECR 2 3F F Eh#m#8 AWSServiceRoleForECRReplication RIS ER AR, RAAEEZE
EEeSEZREEEAC  FUSELEEVAGCAEBEHER, AMm , BUEA IAM RiGEAR
HiR, MEHMEEN , BF2E (AM FAEER) FRFRERBELEAE,
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Amazon ECR EREER

MR Amazon ECR RIS EE A E

ERTHERFERBERACGHINEIRE  AMEZZEMGEZAG, MU—K , ERREREIBHE
RYERENAEAER. T8 , CLRESEESPABREESENERHER , TR F DM REEE
mAT,

® Note

WMREEFE Amazon ECR RBNEEAACKMERER , AIMEBREBETESAK, HiE
NBE | FEFHTEREIBRER.

fBx AWSServiceRoleForECRReplication A F#Y Amazon ECR &R

£ https://console.aws.amazon.com/ecr/ B Amazon ECR £# &,
REHED  BELESEAEARENEE,

EEEEKT | B2 Private registry (FAH B #1E),
EAEERHREEEL K RERERBERYT , BERE.
EEMBRATEERRRA , FHEIZELIMER. WIBREERE

o M 0N~

£/ IAM FEIRBRER B EEAE

R IAM £33 & AWS CLI, = AWS API &fllBr AWSServiceRoleForECRReplication BRI E#E &
B, MEFMEF , F28 (AM FRAEER) PORKREEEEAE,

ARERRERY Amazon ECR RIS EE AR

Amazon ECR f#f & %A AWSServiceRoleForECRPullThroughCache BRI ERE At , HAFKF
Amazon ECR RFREETEE , ATKREREE{E, MFRIVREVFHER , F28 "ARES
EERREBESESIEHEEI2REREENELE, -

Amazon ECR MR B A BT
AWSServiceRoleForECRPullThroughCache fRI§EH A BEFE T IHIRBERBELBE,

* pullthroughcache.ecr.amazonaws.com

AT A EFAEE A
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https://console.aws.amazon.com/ecr/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

Amazon ECR EREER

It AWSECRPullThroughCache_ServiceRolePolicy & Al BURE#E & RIS ER
A, LZEBRRZT Amazon ECR 1T FHIEEMEFR, MEFMER , FS
BJAWSECRPullThroughCache_ServiceRolePolicy.

« ecr — fuFF Amazon ECR BRFASIRGIRENNE # X EFAB R FE,

« secretsmanager:GetSecretValue - f25F Amazon ECR R#E#EEN AWS Secrets Manager #%%
WIMZAS. EARMREKRARSEEMEEFEDETESIBREN LS HERNRER K 5
WiEE, ZFFUEEANRESR ecr-pullthroughcache/ BRBFEMWRER,

# AWSECRPullThroughCache_ServiceRolePolicy BIEREE T %) JSON,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ECR",

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
"ecr:InitiatelayerUpload",
"ecr:UploadLayerPart",
"ecr:CompletelLayerUpload",
"ecr:PutImage",
"ecr:BatchGetImage",
"ecr:BatchImportUpstreamImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetImageCopyStatus"”

1,

"Resource": "*"

"Sid": "SecretsManager",
"Effect": "Allow",
"Action": [

"secretsmanager:GetSecretValue"
1,
"Resource": "arn:aws:secretsmanager:*:*:secret:ecr-pullthroughcache/*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
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Amazon ECR EREER

BBARERA , IAM BR (Pl , £RE, FER/E) I TERY, REIMREHEEAR. NF
HAES , F2RE (AM EREER) PHRBEE AT,

1 Amazon ECR RIS EFE A E

BAZERRIURIFEIE I Amazon ECR IREEHZ AR, EHTE AWS Management Console,
AWS CLIZL AWS AP R AT A & R E 2 M IREVREUR BIEF , Amazon ECR 8 RSBV RBEREA
&,

HEMBRULBRBEEAS  cRFEFBARY , KAUERFHPEANREFEFEY AR, BLAT
BESEEVRIURBURAIE , Amazon ECR EBRALREYRBERE A (MREFFE).

#"¥E Amazon ECR RS EFE AR

Amazon ECR R R #F F Eh#mE AWSServiceRoleForECRPullThroughCache FRIGEFE A, HATHE
EREERSSERBELAR  IULELIEEVAGCABFEHER, AMm , BUEA IAM XiF
BAGER, NEFMER , F26 (AM FAEKERE) PWEEREEEAR,

MR Amazon ECR RIS EE B E

EETBEARERBESACHIIEIRYE  RAZRERERZAC. -, ERREREDHE
EREENARERAER. T8 K SLAESEERSS EMBRZHENRIVURIURA , F st FEMBRRH
ﬁ%ﬂ@o

® Note

MREEHE Amazon ECR RBNEEAACKRMERER , RMIMREBETESAK. BILE
NBE | FEFHOTERIBRER.

= EMIBR AWSServiceRoleForECRPullThroughCache FRIEERE B BFTERAK Amazon ECR &R

1. 7 https://console.aws.amazon.com/ecr/ BiRX Amazon ECR £# &,

2. REEIEFEETRIVREGE A6 EE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://console.aws.amazon.com/ecr/

Amazon ECR (&SR
3. TEEEBEIKD , 1B Private registry (FAHE &)

4, HEIEBRHEEEDL , ARIREVERERD , BERE.

5. $HHERVHNESERBIREURA , FHERURAI , ARBREFEMERER,

£/ IAM FERBRBRBEEAE

£/ IAM £ & AWS CLI, = AWS API ik AWSServiceRoleForECRPullThroughCache bR #%55&
‘ARG, NEFREA  BF20E (AM EAEER) PORBREEEEAE,

BEARREEEILESERN Amazon ECR lREEERZ AR

Amazon ECR & A& AWSServiceRoleForECRTemplate BRI EE A | ¥ F Amazon ECR %
BHTEEUSE B FER LS AEENTT A,

Amazon ECR W IRFSER B REFT
AWSServiceRoleForECRTemplate fRFERZ A BEE T IIRFEEXAE,

* eCr.amazonaws.com

ATARFAEEA

It ECRTemplateServiceRolePolicy FFAIBREZERKEZEAR, KIZTEBER T Amazon
ECR RRELHITRFEELEBENTT .

& ECRTemplateServiceRolePolicy BIEEE T %I JSON,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CreateRepositoryWithTemplate",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"
1,
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

Amazon ECR EREER

BBRRERTA , IAM B (Pl , £RE, FEIAE) I TRY, REIMREBEEAR. NF
HAES  F2RE (AM EREER) PHRBEEA G,

#1 Amazon ECR HIRISEE B E

BAEELREERNEAFEHET Amazon ECR REEZ AR, EEE AWS Management
Console, AWS CLIZ AWS APl AR E R HER IR EEELEH ALK AL , Amazon ECR A&
BIURBERLAE,

HEMBRILBFEEAE  cRFEBREY , KULUERFHFEANREFENEYAC, ELAT
FESERYRFEEYRAIE  MRBHEEACTEFE , Amazon ECR EBRABEIZXAR.

#miE Amazon ECR R EE A E

Amazon ECR R A F F B)#m#8 AWSServiceRoleForECRTemplate RIS ERE AR, RATRESEE
REeSERBELAC  FIULELIEEVAGCAREBTEHER., AMm , BUEH IAM RiFEACHE
R, MEFHMEN , F2HE (AM FEREER) FRRERKSEEAE,

fBR Amazon ECR RIS EE B E

EETBEATERKTERACHIERERE  RAZBREMBRXAC, K, BRRBEREDHE
EHHENARERAER. T8  SLALMBRESEESPEHENREFERYRL  FeeFBMERRK
BiEAE,

(® Note

MREEHE Amazon ECR RBNEEAACKRMERER , RMIMREETESAK. BIE
NBE | FEFHIERIBRER.

fIBR AWSServiceRoleForECRTemplate BRI E#E B BFTERA K Amazon ECR iR

£ https://console.aws.amazon.com/ecr/ BB Amazon ECR A&,

4,

REEH P | BERIREEEIRANES,

HEEBEEFKSF |, BIZE Private registry (FAH Z#18).
EAERHEEENETEERLEARERT | BIEHE.
SHEEVHSERFERYRA , REGRE , REZBIZEMBRRR,

o M w0 Dd =

£/ IAM FERREEELSE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://console.aws.amazon.com/ecr/

Amazon ECR EREER

5/ IAM E£3#E4H AWS CLI, = AWS API 5B AWSServiceRoleForECRTemplate FRIESEfE A &,
MEFHMEF , F2E (AM FREER) PHMBREBEEEEAEC,

#H¥ Amazon Elastic Container Registry Identity and Access #{T#ERD
EEAUTERARGEIEDE IS EAFEH Amazon ECR #l IAM BA[gE BRI E BRREIE,

FiE

« BARERE , 7587 Amazon ECR R#{TEIE

o RAEEBHEHIT iam : PassRole HiZ#E
« BEBEAR LA AE AWS tRE ZEFKA Amazon ECR &R

RAEEE 71587 Amazon ECR R #{TEIME
MREBNBEEE  SHEREREANTEE , CNBERSLEEH , LAFEATEE,

T5lgEfIgEsREEmateojackson IAM EAEERERA TR ERE —BERE ny-example-widget
BRVGEMENR , BAVEER ecr:GetWidget FFRIBEAE,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ecr:GetlWidget on resource: my-example-widget

FEHRBERT , BAFEH mateojackson EAFENWEHR , AFFERM ecr:GetWidget EEFE my-
example-widget BiR.

MREEZHE , FBEEN AWS EEE, ZNEEERMUENEZRE.

R AEBHIT iam : PassRole K21

MREBINEEEES |, SHEEEHIT iam: PassRole BiE , EHBERAEERH , i
Amazon ECR,

BE AWS B IREEREACEEGEBRE K MARBUFNEBXALIRBEETAE, NFEH
THER B4 AR ACEEEZRBIFT .

EHB A marymajor B IAM A EERFERA EE ST Amazon ECR R#ITEIERF , A& T HIEHISE
R BR , BEBERBREERREACKR TN, Mary RESAGEEZZBRBENTT.

TR ABBERG

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

Amazon ECR EREER

EEBBERT , Mary WEER X AES , AFFMEIIT iam: PassRole Bk,

INRBEEGE , FREEN AWS EEE, FHNEEEBRHENZXERE.
REERFF AR AWS IRF FEHFM Amazon ECR &R

BUNRY—EAE  BEMRFHINERAEIEEBATNASFIENER, BB EZ R
LEEEMHDEZXAR, #HTEERERNBERIFIUEHIEE (ACL) MIRT , &R LUE R ARL K
RRE T AEFRUENERIFT T,

MEE—FSTH 6 B2EUTREAE :
« ZE T Amazon ECR BB XIEE

BB,

- BETHRNMAWS 1RFE EEBEN ERBREFIE  F260 (AM EAEER) FHEEHE
B AWS IRF 95 — @ # 4 IAM £ &R EFEUE,

- EETHNMEERNIZEEREMEBE=S AWS IRFE | 520 (AM FREER) BHAFEUER
HEEE=H AWS IRF #H,

- WETHNMEBKE 52 RUEDE , F2H IAM EAEERPNEFIRREEH#GENATETS
TERENERE BESED).

NETHEAAGNERERRETERFENCEANEER , F2H (AM EAEER) $8 1AM
P EBRE EiRFE.

L£Ih8E

?ﬂh

5528 Amazon Elastic Container Registry #1{aJE2 |AM

f"|||

Amazon ECR F ) & RRE

AWS H[ESEERBE A M Amazon Elastic Container Service R ERHMRE ., MILERFTHR | AWS
EERBHITE WE2HERERE AWS Eif, FEEHBTHERERLEERATNERFIE, &1
EREEMER AWS i NELHEBNEETE. IFERRBIMENFREN  F2REREMLE
FRAEEE. NEFHRBNERMREBNWMHEEENR , 528 AWS T2 MIER LN AWS HEHNEEE
HF] GDPR EPEE X E,

ERERREEN , RAEBRERE AWS IRE B2 AER , WA AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) B2 EEBIEAE, Wt—R , SECEHEHRASESRETR
HEBPMSENTT. BECEREEATIAXREER

- BERFHEEAZEEZRE (MFA).
« £/ SSL/TLS & AWS BEIRBH. BRMFEE TLS 1.2 WEHRMEA TLS 1.3,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

Amazon ECR EREEmR

- {F RE API FEAHZEECEE AWS CloudTrail, MEHFRBER CloudTrail BHHHEE AWS SEEIH
&R , 2 BAWS CloudTrail  EAEER™) FHEA CloudTrail J&#t,

- £/ AWS BB RAR , URHPHWFAEERREES AWS R,

- FHERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

o MREE AWS FZBTTHIRES AP FE BFEE FIPS 140-3 BB R IGHE=EHR |, 55EH FIPS
imE, WEHRR FIPS M FIPS IWwEHMNEZHEEN , F2EB A ETREEE (FIPS) 140-3,

BRZIBRCBETEREFNE B4 SRERBBEN , HEEERS BHEERNXFRA
o FlInEBEN, EEEEEMER Amazon ECS S H AWS R £ A, API AWS CLISiEH A
AWS SDKs B, ZHEEEHEIBEHERANNFTRUTRANTAERBUEARGTERZEH AR, WRE
RHUADBRRSEN URL , RFAZIEBFVERB LEHZARBEFZRG URL P2 EBREBEA.

ES]

- BRENE

=

La)
LERE

0C

fnZ

3%,

K4

/A Important
£/ AWS KMS (DSSE-KMS) % & fr] AR 25 im I 2 £ B A W AWS GovCloud (US) @i,

Amazon ECR A& 1Z A Amazon ECR B2 Amazon S3 f1ZrEth, RIFEFESL , Amazon ECR
FEARRISIIHMNZE Amazon S3 ZEMZR S8 , MBS AES-256 M EELZHFILE
BETNER, EFAFELHEREMAEE , LEXERM, WEFMEN , F2E (Amazon Simple
Storage Service £ E1ER) FIEIR Amazon S3 ZE S8 (SSE-S3) 1 A {7 B 25 Ui 11 55 2R AR 2=
&Hl,

B —H 24 Amazon ECR EERN N , &7 L6 A [ RS i N Z £ B 2 AE AWS Key
Management Service () FH KMS £#AWS KMS, E&EH AWS KMS INZ & R | &7 LUE A B
Amazon ECRAWS SESREEMTERE , NEELECH KMS £i8 (BAEFZESE )., WE

FHHER , 528 (Amazon Simple Storage Service FR&EER) 8 A 7 IR 85 im0 2 & B 7 IUE
AWS KMS (SSE-KMS) 1y KMS &£ RREE R

IR T LOR 2 B A IR BT Uk DN 22 +4 B AWS KMS (DSSE-KMS) |, #&mE M ERZE Amazon ECR B
5. DSSE-KMSEIEF{LIM SSE-KMS , EEEAMERERIMNE , MA2—BMNE., MEFHMEHR ,
mSREAEERRIBHRMNEZERA AWS KMS £#8 (DSSE-KMS),
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingDSSEncryption.html

Amazon ECR EREER

&8 Amazon ECR @ FE#HE —ENEZERE K EREEURTFERMRE. SUNESEREELE
ATENMEZRRE, MFEFMEES , FLHEL Amazon ECR B @ IFEUAFHBREK,

ERA AWS KMS IZWER TRIFEEER , S48 KMS R RNBZREEENRS. It
& , Amazon ECR &€& AWS KMS 2T 18 E KMS €88 , 31§ Amazon ECR #EEMABREBEET
Ao

TR T ¥ Amazon ECR fMA 8 AWS KMS EELUMBRNBRRENREENSFEEN T#

1. BY#FER , Amazon ECR &% DescribeKey I ZE AWS KMS , LA MBEEU N 2 4E A&
EER KMS £ 1 Amazon Resource Name (ARN).

2. Amazon ECR €M@ CreateGrant 55REXE AWS KMS |, IIE KMS €88 F BV IZF , UAFF
Amazon ECR A ER €@ MZRNBRER,

3. HEIXBRGEF , 20 % GenerateDataKey i@k AWS KMS |, IEE AR IMZMGEEBHNEFETEN
KMS £,

4. AWSKMS €EE4A N ELRSE. TIEENKMS 8T K WEEMBNER S  LEEREGE
FEERNRGERETE —EENR

 RREVRREF , % 2 Decrypt K AWS KMS |, WiIEEMBZNER R,
. AWS KMS E#EZMBRNER TR , WiEHENERSREILE Amazon S3,
ERERSRERIRGRE 2 B ERRE

. MIBREFER | Amazon ECR €#$ M {E RetireGrant S8 RE%EE AWS KMS |, UWEAAREER
HZF,

0 N O O

EZE2E1H
& Amazon ECR £/ AWS KMS E 1% (SSE-KMS 5 DSSE-KMS) B , FEEZE T 5445,

- MREFER KMS MNZEE L Amazon ECR fE7FE |, BERIEE KMS €88 , Amazon ECR aws/ecr
REFEH AWS ZESR EAREN . BEEREXREIUMA KMS MZENREFER , REELHIR
EHEILI KMS £18,

- BTFENZEHECELIEEIRGEECREE,

- BERER KMS B EmMEECH KMS £88F | SRV FRENREEMNAEBNES,

« FHEREE Amazon ECR RERLBIMWIRT. MREHMEEIZRT Amazon ECR FFrAILAEA RS F Y
AWS KMS €881 F , Amazon ECR EZFEMER., MEHEIREENHRG , RERIE
fREZE LG, EEHEE Amazon ECR MR T , AIgGVENETEE, BEMEFEE  FMERE
FE , MAEHERE. MRAFER , Amazon ECR 8 RREE AR T,
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https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html

Amazon ECR EREER

- EF AWSKMS £ SECHBER. WHEFHMEENR , 28 AWS Key Management Service &
B,

- EREERARRRNESELMBER. MFFMEF , 52E Amazon ECR EE

PR IAM T

£ AWS KMS{RIRES % INZZ 2 L H MR Amazon ECR fZER , MEMFTEURRAEGFEAMNISE
KMS £8&,

fEH AWS & 48 for Amazon ECR EFFTER IAM 55 1]

BIETEER , & Amazon ECR fZERA AWS KMS 1% |, BRIEE KMS £  S&EHEAR
Amazon ECRAWS SE£8 1 . & Amazon ECR B AWSS & KMS £ FARMBZFHEER K B8
BYREEF TN MRt LAEREE LA AWS KMS i, B2 , BIBREEEN IAM E5EA
WHBBEAE kms:RetireGrant 57, ERELEAEERIFEEEREE AWS KMS 80K T,

THIEH) IAM BERATLMEARBRBRHEEEAE , URREAEEAMRBANZENRTFERRN
RIKFFA, EAERSHITEERARMZREFERN KMS €8,

"Version": "2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [
{
"Sid": "AllowAccessToRetireTheGrantsAssociatedWithTheKey",
"Effect": "Allow",
"Action": [
"kms:RetireGrant"
1,
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"
}
]

FEHEFZESREEN IAM FFH

EAEFZETREVCHA AWS KVMS BN FER  BURTFENEAENAERTE KMS i)
BUERA 1AM BUERBVFFA]
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https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/ecr/pricing/

Amazon ECR EREER

BULBCH KMS €85 , B LAFEATERSMBEE AWSKMS 21 , EZRTLUBTEE. AT
BREFSELBNMUHIIRFHEEEE  KMS £8NESBBEREANIRFEERAENMAE AWS
KMS BifE, EtEENERTESHEZTSH/BEE K EELEIRTFREAEEE KMS BT
A, EEAH KMS £8ERMNIEB Amazon ECR WIFER |, BaILAME R kms:ViaService 1§44 & 5| &

B ecr.<region>.amazonaws.com {&,

TG S@BER T ZEIHEE KMS €88 AWS BIRF (IBERE ) TEFIRKMS €88, NEEH S
WBERMEMER , 5528 ( AWS Key Management Service B% A E35F) M AFFEFE AWS ik
EIRUA IAM BUR,

{
"Version": "2012-10-17",
"Id": "ecr-key-policy",
"Statement": [
{
"Sid": "EnableIAMUserPermissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": "kms:*",
"Resource": "*"
}
]
}

BR T 4 ZEH Amazon ECR kms:DescribeKey&Fal 24k , B EEER IAM £
#kms:RetireGrant., IAM A6 AWS IRFIENEEHF kms:CreateGrant, M &1,

® Note

MR kms:RetireGrant FFAIMEIBRYRBTFENEAERACH IAM BEEHR., ALK
kms:CreateGrant f kms:DescribeKey FFAI#Ti8 % KMS €W BB RIELRETE
WERERAEH IAM BR, 1FE AWS KMS SFEESXNNFMEN , F28 ( AWS Key
Management Service FIE A B388) B AWS KMS API 55 1] : BIEMERSZE,

THEHH IAM BRI MEARNBRBRFTEEFERE , URREAEEEEYMANENREEMRS
MBRERFR S EEATZREFERMRZRETE, ERAERSHETEEARMNBHREFEN AWS KMS
key o
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default-allow-root-enable-iam
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default-allow-root-enable-iam
https://docs.aws.amazon.com/kms/latest/developerguide/kms-api-permissions-reference.html

Amazon ECR EREER

"Version": "2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [
{
"Sid":
"AllowAccessToCreateAndRetireTheGrantsAssociatedWithTheKeyAsWellAsDescribeTheKey",
"Effect": "Allow",
"Action": [
"kms:CreateGrant",
"kms:RetireGrant",
"kms:DescribeKey"

15
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"

}
]

ARFEAEEEURFERETIZEEPIH KMS i)

£/ Amazon ECR X2 ARMNRAFER , LU AR FHAUAEAEESRFERANERESHE
HBPNEFZE KMS €. T3 IAM BUREFIRREM 2 AR H KMS &M 5 & AT FEaET .

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"kms:ListKeys",
"kms:ListAliases",
"kms:DescribeKey"
1,

"Resource'": "*"

£ AWS KMSEE$2E Amazon ECR

& LAE AWS CloudTrail RiEH# Amazon ECR R&EREEEL AWS KMS IEEK, CloudTrail B&E
FHHREESENEARRKSIE  ECMAERZEI.
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Amazon ECR EREER

Amazon ECR MIZRA

MERRR—HERMER  HPLSESFLEEN, ELAENFRERNBRIESMBARTE , AWS
KMS EUMNZL AR MBARBEZNENES. FERTER , CELAEERHEBNMEAR,

£ H GenerateDataKey # Decrypt 583K #H AWS KMS , Amazon ECR € AMES B/ELHMMZER
B, BB EEEANMETEMN Amazon S3 RFirH. MUUTEHBIAR, EBTEXRE , BHESHM
BRAREEHREBEEHRTEN,

"encryptionContext": {

"aws:s3:arn": "arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-
fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09e@ef33fc3df",

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

}

& 0] LAE A 022 R A 2R B RE R AT 8% A B &6 (Bl AWS CloudTrail #1 Amazon CloudWatch Logs) ##Y
BEERBHEEZRE , UREBRNBREPERSRENRYE

Amazon ECR IIZAR I EMESBEHE,
« aws:s3:arn - F—EABZB-EERESBEFEFEITE, €885 aws:s3:arn, EA Amazon S3 EFELT

# Amazon Resource Name (ARN),

"aws:s3:arn": "ARN of an Amazon S3 bucket"

Flan , NRFFETEA ARN 2 arn:aws:s3:::us-west-2-starport-
manifest-bucket/EXAMPLE1-90ab-cdef-fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09e@ef33fc3df ,
mERETE IS THEE,

"arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-fedc-
ba987BUCKET1/sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09e0ef33fc3df"

- aws:ecr:arn - EZ{EBB-EHERBIFEFERN Amazon Resource Name (ARN), &84
aws:ecr:arn. EARTFEHN ARN,

"aws:ecr:arn": "ARN of an Amazon ECR repository"

mEmE API fR7 2015-09-21 199


https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
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Amazon ECR EREER

flan | IRFEIFER ARN  arn:aws:ecr:us-
west-2:111122223333:repository/repository-name , MBRBE I E T HHHE,

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

W=

£ A EZE EMER Amazon ECR RFER , IRFEFEEKINMER , 8 Amazon ECR EZHAMEE
BREFEN KMS RN T , ARSI THERAR.

The repository [{repository-name}] has been deleted successfully but the grants created
by the kmsKey [{kms_key}] failed to be retired

BREEERBNE , BN BTHAREEN AWS KMS &£F,
FEBARFERN AWS KMS &#F

1. SIHARREEZ AWS KMS £RIVEF. It key-id EEIEELRETEARIINERF, &
W AIBMER list-keys@ BRIIBIRF FRERBPH AWS XERR NEFRE KMS €8,

aws kms list-grants \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc
--region us-west-2

B8 E EncryptionContextSubset , EPBEfFEM Amazon Resource Name (ARN),
ETAREEHEISHBNHBERFREERANKR F. Grantld BEEET —ESBHEAART
e o

2. HAARRBEENEZ AWS KMS ERINVEBERT. # GrantId WEBBRA L -—THEHNRT
IDo

aws kms retire-grant \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc \
--grant-id GrantId \
--region us-west-2
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Amazon Elastic Container Registry Y& R 5 %

EETH RS AWS % £S5 EEHTENEER , F2BAWS i SR ESEERRRBREER
BN EHETE, MF-—MREA , F2 B AWS Compliance Programs,

BOLMER THRE =AM E AWS Artifact, NEFMEF , F2BEE P THME AWS Artifact,

BER BRNESREME AWS R BURRERNEEE, BLANEREE , UARERAERENER.
AWS R TIIERREHEIER

- ZEEHRERE - BEMARFREFEEARTRTEBZR Y RHIBLLESHATIENT R,

- HIPAA £ R#E2ZE - 5| HIPAA &% BRTE. W IEFTE AWS BRI RS HIPAA EiE,

- AWS ERER - L THEFMAERESTREARECHNEENER,

- AWS EFEHEE -BEBEANAETHARSEIEE, AEERERPEZELE (BEERE
EFMHRA (NIST), T FEXZLEXEZE R (PCl) MERREZEE(CERB (1SO)) RE AWS R
MR E R 2 HNREER,

{ AWS Config Fi& A B1E5r) PWEA HAIFFEER - AWS Config R ERERTER
HEKR. EXENNLIRNREE,

« AWS Security Hub — & AWS fR# Al AL ERBH P L L ARE AWS, Security Hub El L&
#, AFHEEN AWS B RERELNEZREBREHELTLEREENREER, WEZENWRKE
MImEIEE | 5528 "Security Hub ###|2£ , ,

« Amazon GuardDuty - EEEZEZNRESBEARNMEREE , ML AWS R FEREE AWS IR
B, I#&H. AENERNBERE., GuardDuty TRERESRREBAHAENAGSEINER ,
LAt Bh IR K FE PCI DSS &8 EFREMN A B ER,

« AWS Audit Manager — & AWS IR# Al B8R &% AWS AR , UL EEEREBI AR ,
REFESERANERBEN SR,

Amazon Elastic Container Registry FER X EZ £ 4

Amazon Elastic Container Registry 22 E R , 23 AWS £ R ZENWRE, W1FE AWS 22
U R AWS REEBZBNES , FS2BAWS Exds, PEFAERRELZLNREERLR
SHEH AWS IRIE | FE2 BT £ X AWS Well-Architected Framework F ) E## 55 iR %o

WO LAE R AWS 4/ APl FEDY | FEiBMERKFHL Amazon ECR, ERAERMLABASZETHER :

- Transport Layer Security (TLS), HMFE TLS 1.2 WEZEFEH TLS 1.3,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
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https://aws.amazon.com/compliance/resources/
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https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html

Amazon ECR EREER

- BTEXEEFAR(PFS)NWEBEM , 0 DHE (Ephemeral Diffie-Hellman)= ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARME (N Java 7 MEFIRA)KZEZEELEN,

A BRMAEFEATERER ID FEE IAM ETRMEEBHNARERS\REE, IE , EUUEH
AWS Security Token Service (AWS STS) RELBGRLZ BEREEBHERK,

IR T AR RE A B PSS L API #R4E , T Amazon ECR BEE X EERE RN EEEER , L
AR IP #hit B PR &, Bt LAEA Amazon ECR B3R |, LMER4SE Amazon Virtual Private
Cloud (Amazon VPC) im B 4FE VPC iR ZEE, BERL  ERSRHMERPIFE VPC Hig
E Amazon ECR &R AWS B EE, MEFMENR , F2BAmazon ECR /1'H VPC s 2 (AWS
PrivateLink),

Amazon ECR " VPC %% (AWS PrivateLink)

A LA Amazon ECR BRERERANE VPC iHE , EMRA VPC WL LMREE, VPC inBERA AWS
PrivateLink , EIEF T A R EZEBFAE IP # it FAT FEL Amazon ECR APIs, AWS PrivateLink &#§

VPC #1 Amazon ECR 2 B FIEHEE RERFIE Amazon #i%, BTIEERPBMEEEE, NAT £E
RERLERE,

W% AWS PrivateLink 1 VPC in B FEHERR , 552 B (Amazon VPC A EER) F# VPC in
2.

Amazon ECR VPC i#E N EZEEI1F
EFRTE Amazon ECR B VPC i B2 8l , S EE L THEER,

« ZEAREF Amazon EC2 #11T{E & L EEE M Amazon ECS F#1# Amazon ECR I2EUFAE M & |, 5522
3Z Amazon ECS W/ VPC iwE:, WFEFMER , 5528 (Amazon Elastic Container Service B
BAEERE) FHNE VPC 2 (AWS PrivateLink)o

- Fargate LFEERIME Amazon ECR ZRENA SRR &EY Amazon ECS £ Al LUEB M E M E 153
17 1AM BB HRGRSIBRBHEHTEFERANISE VPC MREFERAN VPC HEHFE,
EHMENR |, 5528 (Amazon Elastic Container Service Bz A EE/) FHIEIB N HixZHIEE
Amazon ECR B &Y Fargate {E#HY AlIE IAM 1],

- BT VPC ImEN T EEE , XA VPC WIE TR , BB 443 BEANER.

« VPC in¥ BRI T XBREEHFER. FRELITERD Amazon ECR 2 API FEIYAY A [E] (@18 2 31
VPC i 2k,
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https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html

Amazon ECR EREER

« VPC i % B 817 % # Amazon ECR Public #FE. FEREEARIRERA , A ERGEEEHE
VPC in B UAMEBEEBNAEREED, WHEFAEF , S22 LFEHIER Amazon ECR #AF
BHERD,

- VPC im B {E X & iE1B Amazon Route 53 AWS 12t# DNS, MREEEFEA B2 H DNS , EaT L
EARMA DNS Bix, mMEFMENA , 528 (Amazon VPC A EER) M DHCP IBIEE,

. MBHENBBEREN Amazon S3 E4R |, BIEAR 1 Amazon S3 BEIHEE K HEEEeEY
R, mNREAEMEGEAE PEER | FBEMEA Amazon S3 FEIREAE VPC , A% % Amazon
ECS E5RHASREREHM VPC,

o B—REARIUREUR BITRENBRGEF , tIREEFEH AWS PrivateLink #& Amazon ECR XE AE A
TE VPC i3 , BEELEFEEEEF—E VPC HEMA NAT BRI AE FRK , AREMEELER
ERENE FHEBEEABT NAT BE , WERNEI, BRENRGENTFEEEEM. WEHASE
A, 528 (Amazon Virtual Private Cloud fEF &¥E5m) FWERH : *FE FHEKRFEEBRER,

g

Windows BRIGHZ &

ER Windows FERFKHNMGTIESZIRERGBEL2ENA M. BERBERT , EZ4 Windows BR
BHEIEE| Amazon ECR R ER , THEATEEERRNWE , RACHBEAANRE, EXNmME
Microsoft f2{BF , S\ EFEASTE Microsoft Azure EREER PR, Hit , &7 REN B IR Azure
FRIZEUELAEE , BRT R VPC inE 2 , EEEHMIE,

E A Docker HEIFRRXH M --allow-nondistributable-artifacts Z&H#E Windows MR &
#Z| Amazon ECR B , A ABBIL1TA, BUAR , WEFSIDRERBHIZZE Amazon ECR , E&RMA
LUEIB VPC im B #¢ Amazon ECR FIZEUE LM & |, MEFEREI/NFE Azure,

/A Important
£/ --allow-nondistributable-artifacts I FHEBRIGE ST Windows BESE 1t
MGERERRNET ; BTEERM Windows ARLVETAERE=ZFEFH 9 M. RHFELE
CHIREARER,

EE1E Docker ZHE P B ILESR | BAEEH Docker EEBERNAREER | HABIE Docker WL 1HE
W, BE A LAE Docker Engine (Docker 5|2) BER THRESRFREREDRRE , LA AEZERE
C:\ProgramData\docker\config\daemon. json %X,

LT RARERENES, #REBRAREMEMEINFHETE URL

{
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html
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Amazon ECR EREER

"allow-nondistributable-artifacts": [
"111122223333.dkr.ecr.us-west-2.amazonaws.com"

]
}

&4 Docker EERENERERR K HERBERE 2R , XEEHRE Docker HFERER. EiB5RE
EXERBCHEAIRTFERENMERTRN.

@ Note
Windows BEHEARBER K. BR/NMEEFEBRRMHEIXRRE KX Amazon ECR HIELIREH
BEAEBEER. ERELRE , BRMEREETBREERBLIEERBNSERENRFEMAL
ZIE, 0 , mcr.microsoft.com/windows/servercore B{FTE Amazon ECR A B i
K#%A 1.7 GiB,

A Amazon ECR 237 VPC i 24

EEA Amazon ECR IRIFE Y VPC im® , FFEA (Amazon VPC EAE#E®) F M Creating an
Interface Endpoint (B34 ik %) BF.

£ Amazon EC2 #1178 LEEEH Amazon ECS {EF#EE Amazon ECR im B Amazon S3 & iRm
2

FERATERAE 1.4.0 HESRAE Fargate EFEEHR Amazon ECS E#EE Amazon ECR VPC #
IR ET2E M Amazon S3 FE IR,

FAFARAE 1.3.0 RERMRAH Fargate LFEEH Amazon ECS FHRAEE
com.amazonaws.region.ecr.dkr Amazon ECR VPC 1% Amazon S3 B imE

(® Note
BAGMNIEFETEE,

com.amazonaws.region.ecr.dkr
Ltim 2 AR Docker & ##E APl, Docker A Fiman T (20 push # pull) €A LLIwE,

ELREV IR  EHERATLE DNS THER, BEEHTIIRE BB MSEET VPC inE
B¥ , i®HL Amazon VPC E#2& #F# Enable Private DNS Name (B{ %A DNS & 18) iB1E,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint

Amazon ECR EREER

com.amazonaws.region.ecr.api

® Note

EBEN##XFE Amazon ECR X2 AWS EBEM EFHZRBIST , flilus-east-2EB RSP
(B HE) B,

It 5% B A FAAREDY Amazon ECR APl, DescribeImages # CreateRepository & APl BIEE€%
El Ay

BUSiR B, B LLUEERAFAE DNS E#EB, EFEY VPC mHEE |, £ VPC A&
HY Enable Private DNS Name (RAf#AE DNS & 78) REAALLERFT. MR EA VPC mERATLE
DNS F#EM , 5515 SDK =X F# AWS CLI AEFRA , MEEAFEA SDK 5 AWS CLI R EE
EEiH % URL,

MNBIERUAFAE DNS THEMHE | WM 2019 &£ 1 A 24 B2 H184TH SDK 3 AWS CLI fRAE | &
HAMFHA --endpoint-url BEREENHmEE. A THASETRHKE URL KX,

aws ecr create-repository --repository-name name --endpoint-url https://
api.ecr.region.amazonaws.com

WMRETRIA VPC in B K FAH DNS THEH , ML RBEB --endpoint-url 2EREENH W
F6HY VPC i3 ID, BATSHIERE T ImE URL A&,

aws ecr create-repository --repository-name name --endpoint-url
https://VPC_endpoint_ID.api.ecx.region.vpce.amazonaws.com

37 Amazon S3 BB 2,

= ZZEEH Amazon ECS E## Amazon ECR IREVFAB R , BUEABFTE Amazon S3 &1 FiE iR
2, MERHERYEN , BB Amazon ECR A Amazon S3 REMMEDE. BEFHE Amazon ECR
TEMRGEF | AEFE Amazon ECR UEVSEEFEE |, WiEBE Amazon S3 THEMRMEGE, MU
T2 Amazon S3 f#1ZEr B # Amazon Resource Name (ARN) , #1882 & %18 Docker &K 2
&

arn:aws:s3:::prod-region-starport-layer-bucket/*
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Amazon ECR EREER

£ (Amazon VPC fE &™) F K Creating a gateway endpoint (2 BB E) RERFE
Amazon ECR 23 L Amazon S3 HiEinE. B in=EF , FELAEHN VPC B A K.

com.amazonaws.region.s3

Amazon S3 FEIREEFEA IAM BSR4 2R R IR FEER . BaLAEA Full Access (B
FE) BER , RARREULBEAER  BEERSHIK IAM AR H i IAM FEAEBRENR
#l, wREAEA Amazon S3 FRFETREEERRRFI AR Amazon ECR FRENRIKEFA , 528
Amazon ECR BV & 1K Amazon S3 #EZTEF T,

Amazon ECR I & {K Amazon S3 f1FErEEF A

Amazon S3 FEmHE A IAM BUER U4 2R R H RIEH FZEER . & Z{E A FF Amazon ECR HHIK
Amazon S3 f1ZErEErT] |, FHR&I¥ Amazon ECR E A BT IAM BRI AM Amazon S3
EFEITENEFEE.

T&REE Amazon ECR FIrEH Amazon S3 @ EETBBERF,

R PO

arn:aws:s3:::prod- region-starport 1RMU¥EESE Docker M5 &2 Amazon S3

-layer-bucket/* HEITRNFZEUER, XX Amazon ECR &
M AWS BigH A BIRF |, PIEERE (]
Z &) BEH us-east-2 o

]
T HEHl iR mmRH Amazon ECR 2#EFTER Amazon S3 #EFET BB FEUER,

{
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": "*",

"Action": [
"s3:GetObject"

1,
"Effect": "Allow",

"Resource": ["arn:aws:s3:::prod-region-starport-layer-bucket/*"]
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Amazon ECR EREER

}
]
}

#13I CloudWatch Logs ifi 2

£ H Fargate BBV EEH Amazon ECS £ (£A VPC MAEAMKRERFEE , ttEH

awslogs FC#kERENFE R [ CloudWatch Logs iR E ) FEEA CloudWatch Logs B I
com.amazonaws.region.logs I VPC in%h. WHEFMER , 2E (Amazon CloudWatch Logs
FEAEEE) PH CloudWatch Logs £ E S VPC i E—i2FE M,

AIREY Amazon ECR VPC ik B2 T i B R

EEEURSURER , VPC mEBERLEETIHEN IAM BRBK. MREIEE G RRIERE
BER , 8R%AWS EEAEEFIRBHEREK, wRHRBRTIESERINMAEREBRSRE

BENBR. EESTEDHWBREZEFERMIFTEERBNFE, WIHBE LA JSON 1B

BE. mFEFAER , F2E (Amazon VPC R &EERM) PRIEA VPC un 2612 & AR EY 7 L

BPEZBEVE— IAM ERBGR |, WigHE#ZZW1E Amazon ECR VPC i 3

LAF 2 Amazon ECR i #BURIVEI I, WWBER TS E IAM &% Amazon ECR 2EER &,

{
"Statement": [{
"Sid": "AllowPull",
"Principal": {
"AWS": "arn:aws:iam::1234567890:role/role_name"
},
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"
1,
"Effect": "Allow",
"Resource": "*"
1]
}

T 51 v 36 IR SR B 45 T By Ak 5 E A9 Rt 1 EE SE UM BR

{
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"Statement": [{
"Sid": "AllowAll",

"Principal": "*",
"Action": "*",
"Effect": "Allow",
"Resource": "*"
1,
{
"Sid": "PreventDelete",
"Principal": "*",
"Action": "ecr:DeleteRepository",
"Effect": "Deny",
"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
}
]

T 51 v 36 K R 0 45 =2 i i o B 88 4 B AR EE — BUR

{
"Statement": [{
"Sid": "AllowAll",
"Effect": "Allow",

"Principal": "*",

"Action": "*",

"Resource": "*"
b

"Sid": "PreventDelete",
"Effect": "Deny",

"Principal": "*",

"Action": "ecr:DeleteRepository",

"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
}

{

"Sid": "AllowPull",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::1234567890:role/role_name"
},

"Action": [

"ecr:BatchGetImage",

"ecr:GetDownloadUrlForLayer",
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"ecr:GetAuthorizationToken"

1,

"Resource": "*"

]
}

&k Amazon ECR #J VPC s B BE

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. HEEEBEHKPIERE Endpoints (i),

3. MR KRBT Amazon ECR 89 VPC i , 552K & Amazon ECR 2 VPC &,

4. EEEFIBBERW Amazon ECR VPC in 3 , AR BIZFEME T ¥ IBH Policy (BER) R EHK,
5. #iF Edit Policy (fREBR) , WHBEMLEE,

6. #EiF Save (7)) URFEX.

H A TR

BEAEREGHARANFREBTEL, #HR, BRSMER VPC mE, T8 , AILERGHLRAMN FHRERE L
A VPC im %,

kLB R EEREA

BEREABEBRZ2MBEE , AP RAUTHFFTNERTURH ERESH TN ERIITXE
Bo £ AWS , ERBERTERSEBRFERNEABE., EEERS (WIUIRES) Wil5 —ERE (1
WEILARTS) B , AIREE B A BREER. TIURGFIUBRHRERAEFT , AETERERFTIHN AR
HEHMEFNERKINEE, RTHEBEERRL , AWS RENTETHBEREMERENER , ™
IELIRE R EREBEIRSF PEIRMFEUE,

RABBEERBEHBFEH aws:SourceArn 5 aws : SourceAccount I EFHARBES|E |, K
BR#l Amazon ECR #8F % —EREEEFRNET T, MREEBEE AT —BEREEREFEUEH
Bt BIFEEA aws:SourceArn, MIREEE RFFXIRF P EREFE RIS (A EEEE |, FB6EH

aws :SourceAccount,

el R EREBARENGERS EREMA aws :SourceArn £ EFEGRBIREIE | UK
BERHW5ZE ARN, IRTHEERNTE ARN , KIBNREEE T ZEER , FEH
aws:SourceArn £H AR R RSIBEEEAF T (*) KK ARN BWARHE5 . B0

arn:aws:servicename:region:123456789012:*,
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
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Amazon ECR EREER

MR aws:SourceArn EREERFE ID (Hli Amazon S3 fZETE ARN) , B4 AFEHIEME LI K
HRERSIBRRFIFF,

aws: SourceArn W{EXZH 2 ResourceDescription.

T 5| EHFE RN Amazon ECR EFEEBEK R A aws:SourceArn#l aws:SourceAccount®
HIRGRBT S’ , LR AWS CodeBuild FZEEEZ RIS E S FIER Amazon ECR API 1€ |, B
IERERE ABRE,

"Version":"2012-10-17",
"Statement": [
{
"Sid":"CodeBuildAccess",
"Effect":"Allow",
"Principal":{
"Service":"codebuild.amazonaws.com"
},
"Action":[
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
1,
"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:codebuild:region:123456789012:project/project-
name"

.

"StringEquals":{
"aws:SourceAccount":"123456789012"

}
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Amazon ECR Et$3

& A LA Amazon CloudWatch 3R E5#2 Amazon ECR API FI& , ES &R H Amazon ECR B
REER , WEBEAVERLEFERNIEE, EERTERNSEEME , MEATUERESREAL
TR APl EA1EM. Amazon ECR EEEREEHEI 1 2 ENHIBEEE| CloudWatch, MEEE
CloudWatch BIE¥ME A , 5528 (Amazon CloudWatch A &#EE) https://docs.aws.amazon.com/
AmazonCloudWatch/latest/monitoring/.

Amazon ECR SRIZEM API A& |, $HHRE, REMENRGRIBERHERER.

B2 R4 Amazon ECR Fl AWS SERBRT R, TRAKARAENEERS . RMRBCHRER
AWS SERERNERKESRER , UEERESERESEERHER. T8 , FHER Amazon
ECR 21 , MR EHE , P EATHIME .

. ERERRE?

. BERLER?

. EEEERNEERM?

. EEAPLERTR?

. RSIIT R 2

. B PR OB AR 7

T—SRESESEENTRNESFSE T HEMEE , LIIEEWREHHE Amazon ECR IEEMEEH
HE, EXES Amazon ECR B | BEHELICHEERER |, Mtk FrEEFHWNEE R LLE., P
EEWEEERNMYERERR., REBERESR,

x5

o REBILEHWREE BN EEIR

« Amazon ECR AEIEE&

- Amazon ECR FAE#H%

- Amazon ECR REEERE

« Amazon ECR E## EventBridge

- {5/ 2% Amazon ECR BfE AWS CloudTrail
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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R BRI RIS B AN E B4R

&R LAEA CloudWatch F2 &R B RBERE Y EFBAEBRRBEFRNLBER. St
LEREE R , LEEZIIEEKKREEH,

REICRBEEILEZRERE

i

~
1. 3&EiB https://console.aws.amazon.com/cloudwatch/ BiEX CloudWatch A&,

2. EEEERT , BEEE

3. 1£ All metrics (FTE$E1E) REIZEH L , £ Usage (AE) , AKREIE By AWS Resource (kK AWS
BIR)o

R EAREREBERE R,
4. ERHEHP—EERESHEEE R,

B emEREE B ERZ AWS BRIV,
5. HERBRBEFEMEEER , FHT FIEEFE

a. J#1E Graphed metrics (BIR{LIEE) EXK,

b. ## Math expression (B2 3%k3£35(). Start with an empty expression (A= KEXBHR), A
BEFHER I Details (FFHEEFA) T , @A SERVICE_QUOTA(m1),

BXRFEHIE—1T , BrEEMRERNREERE,

6. TEEFHIHAENEER L  BHEXREAREEB M SERVICE_QUOTA RiER ., FHXK
ERFEEH m1/60/SERVICE_QUOTA(m1)*100,

7. (BF) AERERIRBEANE RSB , ST TIIEME

a. £ ml/60/SERVICE_QUOTA(m1)*100 &5y Actions (Bi1E) T , REEBRE R, ©THEE
Rig— B R,

BEREVEEMBEAHR.

b. WEXETE Conditions (&%) T , Threshold type (RR{EEH!) A& Static (FHE) , ™ Whenever
Expression1 is (B & Expression1) 584 Greater (KR). #E than (LLEB{E) T# A 80, ER
HAEEBEERN 80% K , IEEMEA ALARM RENE R,

C. &E-F_io

d. ETF—EH ,iEZHE Amazon SNS TESEVFTE, EBREA ALARM AREER | BN @A
JttI%O %'fﬁig]%?_io
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Amazon ECR EREER

e. ET—HF WABTHNEBARA , REBEE Next ((T—F).
f. 1##Z Create alarm (BRI & R).

Amazon ECR FAEIE&

&R BAEA CloudWatch AIBEEEREREIRFNERABATRE, ERELERE , 2L CloudWatch
RNBERRE BB BT IRB LM

Amazon ECR FIEIEEEHESE AWS REHE L., BRI UREETR , EENAEEIREEARZHE
o WNZE Amazon ECR RIGELRAMVFEAEERA , 582 Amazon ECR fR#EELEE,

Amazon ECR £ AWS/Usage @& ZE B 8 T 5351E,

BE EEBU
CallCount REIRFIFIL AP BIERIR S . ERMERESEHBBMNEREE
Fo

IEREEANRTERS SUM , KRFIERHARREMEHEE
B2 BB,

AT #E B A&{t Amazon ECR BB EEE,

HEE R

Service BEER AWS WIREZ B, BN Amazon ECR 216 |, It
EWES ECR,

Type EERENWERSER, Bal , Amazon ECR AEIBENE —BX
B4 API,

Resource FEHTHERER, HEl , Amazon ECR €% T % API Bi{E

EE APl FHERHEEIER,

* GetAuthorizationToken
* BatchCheckLayerAvailability
 InitiatelLayerUpload
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MR EEPUN
* UploadLayerPart
* CompletelLayerUpload
* PutImage
* BatchGetImage
* GetDownloadUrlForlLayer

Class EEEMHNERER. B, Amazon ECR A& HERIHE.,

Amazon ECR FAE#HE

AWS 12ft& A Cost Explorer WREIHE T E , aJZFEE 2 Amazon ECR ERHRANAE.

£ 8 Cost Explorer KRR AEF R AN E R, BRI 13 EANER , URFBEARR=HEAN
ATgELE, BRI LAEA Cost Explorer EE —BREEAE AWS ERLIEEZ D, RETE—FTREN
fEE , UREELTARTHERANBL, GO IEEERNEREERE  LUREBXSAREEEE
o

HAEAEREPNFTEERSHETRE Amazon ECR REENAE. WEFMENR , B
MERAEEE

¢

RZ 08

MBI AWS FATARBEWFEER |

E2BAWS Billing  £EAEERE) PHAWS A F A

Amazon ECR 1 EEE

Amazon ECR [@ Amazon CloudWatch {EiE R FZERINGTEIEE, Amazon ECR IEEZE RS T 1 nEE
A B EfE3% 2| CloudWatch, IZEHRI CloudWatch WEEME A |, 558228 Amazon CloudWatch £ f &
EFE.

e
 BiA CloudWatch 354
- ATANEEREE
- £/ CloudWatch 1A %1% Amazon ECR £
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Amazon ECR EREER

B CloudWatch ¥54&

Amazon ECR AFiERFERBEERFEERE. EERNIWFEHISR,
AR IR R E

UTERSH Amazon ECR &35 ZE Amazon CloudWatch 1B RH#EE
Amazon ECR 51&

Amazon ECR RERMIEFRUERRTE, SIS RIG &,

AWS/ECR i B ZEE & T 3iEE,

RepositoryPullCount
7 B R R AV IR B 2L
BEMHEE - RepositoryName,

BMHETER : Average, Minimum, Maximum, Sum, Sample Counto JRERAMHKET=E Sum.

Eﬁt : gg&o

Amazon ECR 18N #E

Amazon ECR $51ZEEH AWS/ECR B2/ , WIRMH TSI ENISE,

RepositoryName

HHEEBREREERTFETNMERRREFERNER.

£ CloudWatch £ A ##% Amazon ECR 15&

& A LAfE CloudWatch £ A& E#4R Amazon ECR f#17EE#&, CloudWatch £ &R EAMAMTH
FTNERER. WEEZEHR , 5528 Amazon CloudWatch £ & IER,
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Amazon ECR EREER

Amazon ECR E 4l EventBridge

Amazon EventBridge AIZ&#& AWS lREE 8L , Y BEBEERKESH , AR TAMERES
EREBE, AWS RBHEBM4EUEREIRA SN EIX S EventBridge, B RBEHENRA , RET
BEBENSEH , UREISESHFERAURMERDHITNEE, TUEDHBOBENT

- BEHFIEE CloudWatch Logs F# H 68 #H

- WA AWS Lambda B

- FA Amazon EC2 11T+

- BSEHEEZE Amazon Kinesis Data Streams

« BUA AWS Step Functions #RRE# 25

- JBX Amazon SNS =, Amazon SQS 175l

MEFHEE

%II

, 5528 (Amazon EventBridge £ & 1ER) H# Amazon EventBridge AF9,

B Amazon ECR RYEi 5l =4

AR 2 Amazon ECR SIS, SERHEN.

EERMRGHIENEH
BRTEHRGHIER  SEETIEH, MEFMENR , 528 Docker MG HEIXZE Amazon ECR
MEREE.
{
"version": "Q@",

"id": "13cde686-328b-6117-af20-0e5566167482",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T0Q1:54:347",
"region": "us-west-2",
"resources": [],
"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",
"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",
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Amazon ECR EREER

"action-type": "PUSH",

"image-tag": "latest"
}
}
REVREXENERY S 4
ERRIUREEER , EEETIHEYS., NEFHEBENA , F2BK LFZHER Amazon ECR AEE
HERY,
{
"version": "0Q",

"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%ae",

"detail-type": "ECR Pull Through Cache Action",

"source": "aws.ecr",

"account": "123456789012",

"time": "2023-02-29T02:36:48Z",

"region": "us-west-2",

"resources": [
"arn:aws:ecr:us-west-2:123456789012:repository/docker-hub/alpine"

1,

"detail": {
"rule-version": "1",
"sync-status": "SUCCESS",
"ecr-repository-prefix": "docker-hub",
"repository-name": "docker-hub/alpine",
"upstream-registry-url": "public.ecr.aws",

"image-tag": "3.17.2",
"image-digest":
"sha256:4aa08ef415aecc80814cb42fa41b658480779d80c77abl15EXAMPLE",
}

EXAREFHNEN (EXRERH)

BMAZSFENERLEHE K ESERGEETRE K REEET5EH4, finding-severity-
counts SEREEHABREMHERR S ERIBREMHSHRNE. Fl , MRMBGIE CRITICAL R
EHEEE  ITgEEEMEESREE. NEFHEN A F2REHEMREGEESEE Amazon ECR F
WEERKRE.
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® Note

WZEHE Amazon Inspector fTE R RIREIF B H CESHWEFMER | 528 £ Amazon
ECR FEix AR 8@ EEHM EventBridge -

{

"version": "Q",

"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%ae",

"detail-type": "ECR Image Scan",

"source": "aws.ecr",

"account": "123456789012",

"time": "2019-10-29T02:36:48Z",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/my-repository-name"

1,

"detail": {
"scan-status": "COMPLETE",
"repository-name": "my-repository-name",
"finding-severity-counts": {
"CRITICAL": 10,
"MEDIUM": 9

1,
"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",

"image-tags": []

}

}

RAEBREEH cER ENEEBHNEM (EREH)

AEHRERAEREFHEE , Amazon ECR 8HEMA T HBRERHNERBEBEREEATIES,
EEREERVNFHEFE. ETESENREFERARAR  IRERATHRERENREETELSR
BRI G EF, MFFAET , F2RFEREEESR Amazon ECR HFHHERIE.

"version": "Q",

"id": "@cl1l8352a-a4d4-6853-ef53-0ab8638973bf",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",
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ERAEER

"account": "123456789012",

"time": "2021-10-14T20:53:467",

"region": "us-east-1",

"resources": [],

"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",

"repositories": [{
"repository-name":
"repository-arn": "arn:aws:ecr:us-east-1:123456789012
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"

},

{
"repository-name":
"repository-arn": "arn:aws:ecr:us-east-1:123456789012
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"

},

{
"repository-name":
"repository-arn": "arn:aws:ecr:us-east-1:123456789012
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"

"repository-1",

"repository-2",

"repository-3",

}
1,
"resource-type": "REPOSITORY",
"scan-type": "ENHANCED"
}
}
BR G BR Y B 4

RIBRRR R U T B4, MBRHAET

:repository/repository-1",

:repository/repository-2",

:repository/repository-3",

281 Amazon ECR HlBRB &,

{
"version": "Q",
"id": "dd3b46cb-2c74-f49e-393b-28286b67279d",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T02:01:05Z",
"region": "us-west-2",
"resources": [],
"detail": {

X H Amazon ECR WY EiHI= 4
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"result": "SUCCESS",

"repository-name": "my-repository-name",

"image-digest":
"sha256:7f5b2640fe6fb4f46592dfd3410c4a79dac4189e4782432e0378abcd1234",

"action-type": "DELETE",

"image-tag": "latest"

EXKREERNEMH
BERGERTHE K SEETIEMH, NFFMEN , F2MAmazon ECR HHAEREETR.

"version": "Q",
"id": "c8b1l33b1-6029-ee73-e2al-4f466b8ba999",
"detail-type": "ECR Replication Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2024-05-08T20:44:547",
"region": "us-east-1",
"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/docker-hub/alpine"
1,
"detail": {
"result": "SUCCESS",
"repository-name": "docker-hub/alpine",
"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",
"source-account": "123456789012",
"action-type": "REPLICATE",
"source-region": "us-west-2",
"image-tag": "3.17.2"

£ E08% Amazon ECR E# AWS CloudTrail

Amazon ECR B EE [RIEE 4 AWS CloudTrail , LRI ATIREAFERE. A% AWS RIEE Amazon
ECR HEEUZ EERVEE 8% CloudTrail @& T %l Amazon ECR E){EfEEXAE 4 -

- FTE API N |, @3ERE Amazon ECR £ & # ML
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- HPARTFE L/ N E mERENY PR E EhE
- RIBEMBHBERRURBNAEEE , SIEEM KRN EE

/A Important

HAERI CloudTrail MK AR/NRE , HAE 10 BRNEZREBHNEGBHEBES
£ , Amazon ECR &1 CloudTrail 21X Z{EE#. 4\ , Amazon ECR SEMERZEE
100 {EZE,

ByBHE , @A CloudTrail EHFFER N E Amazon S3 R7FiTEE |, ©1% Amazon ECR WS4,
BIEE AR EEHE , AT LUEIR CloudTrail TEAFHNEHEBLLHBERIEN. EFALER ,
183 AT AHI B B0 = Amazon ECR BYFER. RIEFARE IP #hak, RHFROAE R, REFBRHOE
B, UREMEFAER,

MEFHMER , 528 (AWS CloudTrail fEA#&1ER) https://docs.aws.amazon.com/awscloudtrail/
latest/userguide/,

CloudTrail 89 Amazon ECR &3

BB AWS IRF I | 2EEMIIRE EBUA CloudTrail, £ Amazon ECR FE4AEBIME | 358
#E2 Event history (BB S 4285%) A EHM AWS FREEH — 5K TE CloudTrail EHH, EBALE
AWS IRF PR, BENTEHRENSH. NEFEER , F28 (FEA CloudTrail S4E = L iEe

HREMHD https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.htmlo

EERERREE AWS IRFHRIEY | 81 Amazon ECR WEH |, FEMEM., K83 CloudTrail
B BEFERERANE Amazon S3 FEFITE, EGETRABRYEBHRSEN K TLUSEHRICHRERASTE -
EFSEREE, RRYHLHEAWS PEIEFHNEH , WiAFAFERIFEERIBEN Amazon S3 #TF
BTEE. UbAN , WA LARREHE A AWS RS , LA AT FEEEE CloudTrail BEEHRATINENSHER., MEH
WEA , F2HE

- B AWS ZHIREEIBH

- AWS BR#%E2 CloudTrail HFEHES

« X CloudTrail By Amazon SNS & Al

- BEWZEEFEN CloudTraill AFERERZEWZEIRSH CloudTraill AFER

CloudTrail €52 #FTHE Amazon ECR API B/E , Y52 &7t Amazon Elastic Container
Registry APl 2£d, #1T% RIEHKE |, CloudTrail BFERHFEABAXIENE

CloudTrail 89 Amazon ECR & AP WA 2015-09-21 221


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/

Amazon ECR EREER

&l API BMEEE TR ER. a0, BURFER , 87 CloudTrail BFFERPESE
GetAuthorizationToken, CreateRepository & SetRepositoryPolicy EBER., AGHR{EGH#E
EERFER , 8&F4% InitiatelLayerUpload. UploadLayerPart, CompletelLayerUpload
M PutImage BER, IREVMRREF , @&F 4 GetDownloadUrlForLayer #l BatchGetImage EE,
B OCI 1.1 WOCIA FEixfE A Referrers AP| fIENMEN S EZEBTERSEREE , @8
ListImageReferrers CloudTrail B, MBEELERTHNES , 552 BICloudTrail HFHIEH &
Bl

B-SEMAAREXRNEISELFTRENEA. B EATHEEHE T5IEE !

ZERREEARSR EAEBAGRHEH
- REBFERK , REEEATREACEMA S EAENERLS B
HAEREE MM AWS FRIFRH

WMEFHMER , 2/ CloudTrail userIdentity 7Tk,
T #% Amazon ECR AFERIEH

BHR AR , EREBHUARERNEARAREIEEN Amazon S3 f#FRT#, CloudTrail B
EE’E’% FZEERER, —BASHATMARRREEHNE-—FR , XESHEREE. FRHO BHME

ARSUSHMER, CloudTrail BFEERIIFRLE AP BRI SFRHEERIEF , Rt TE U
Eﬂﬁmllﬁrﬁfﬁo

CloudTrail H358 B 4

LT R—E%E Amazon ECR E#8 CloudTrail HE5E B &4,

ELEH KRR, WEATEM, 7 CloudTrail BSFERD | FFEEENE4ESSHABE -5, 1t
A, EEEH P ZRME— Amazon ECR EH, EFEIEM CloudTraill BFER+ , ZE2EFIREZE
AWS RIEHE B MEH,

/A Important

sourcelPAddress 2R HFERM IP ik, HRARBRBEEAWEE , REW LU EARER
BR, MAREEA Web AR, BHR PHRE AWS , L8R DNS £/, BIFEEEETA
AWS R DNS £ , RfIPEEAAFImRIR IP RF4H 5 2 8FE.

ES- |
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Amazon ECR (R
- B BNREERE

& : AWS KMSCreateGrant3I Amazon ECR 1 ERH API B)E

g5 . BURHEOEBIME

g5l . BRIRENENE

#Hl . MEEDIBEBEEEE

gl MgSERIBE

g6 BIURIFERE

LT EHIBERNRER CreateRepository EEH CloudTrail BE5EE

"eventVersion": "1.04",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-07-11T21:54:07Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",

"userName": "Admin"
}
}

},
"eventTime": "2018-07-11T22:17:43Z",
"eventSource": "ecr.amazonaws.com",
"eventName": "CreateRepository",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"repositoryName": "testrepo"
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1,
"responseElements": {
"repository": {

"repositoryArn": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo”,
"repositoryName": "testrepo",
"repositoryUri": "123456789012.dkr.ecr.us-east-2.amazonaws.com/testrepo",

"createdAt": "Jul 11, 2018 10:17:44 PM",
"registryId": "123456789012"

.
"requestID": "cbh8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"resources": [
{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

gl : AWS KMSCreateGrantZ Amazon ECR f#1ZEMR API Bk

T3 HIEE R CloudTrail HESEEB , T2 I ERA KMS 28 Amazon ECR fFZERRE AWS
KMS CreateGrantE., HAFER KMS MBRYNESBEREZERCSHRA , BEZSE CloudTrail F
EZM{@ECreateGrant HEEER,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIEP6W46J43IG7LXAQ",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"sessionIssuer": {

o
"webIdFederationData": {
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iy

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-06-10T19:22:10Z2"

}

I

"invokedBy": "AWS Internal"
I
"eventTime": "2020-06-10T19:22:10Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"keyId": "4b55e5bf-39c8-41ad-b589-18464af7758a",
"granteePrincipal": "ecr.us-west-2.amazonaws.com"
"operations": [

"GenerateDataKey",

"Decrypt"
1,
"retiringPrincipal": "ecr.us-west-2.amazonaws.com",
"constraints": {

"encryptionContextSubset": {

"aws:ecr:arn": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo"

I
"responseElements": {
"grantId": "3636af9adfeelaccb67b83941087dcd45e7fadcse74ff0103bb338422b5055F3"
},
"requestID": "@47b7dea-b56b-4013-87e9-a089f0f6602b",
"eventID": "af4c9573-c56a-4886-baca-a77526544469",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/4b55e5bf-39c8-41ad-
b589-18464af7758a"
}
1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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}

g6 : MEHIEBIE

THIEBIFER CloudTrail BFEIER |, tIHE RE T A PutImage BITERIBRRHEIE,

(® Note

HIERGEF |, Bt ETE CloudTrail BFEHEE
InitiatelLayerUpload, UploadLayerPart ] CompleteLayerUpload 2%,

"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:142Z"
}
}
},
"eventTime": "2019-04-15T16:45:00Z",
"eventSource": "ecr.amazonaws.com",
"eventName": "PutImage",
"awsRegion": "us-east-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"repositoryName": "testrepo",
"imageTag": "latest",
"registryId": "123456789012",
"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/
vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a
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\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e€33282dda08f2a9cd698ca7e3dbbc44eb6abe7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b@b0@8c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086Te72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb0c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30bad6c7bfladc3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4ch19ca508750b15845a5d97becbhdlade
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest
\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf@29bb6315feeat@b56e425el1l1a50ates42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaatelc802633bbd94849b9ab73926f0bas6cdae91629\"\n \n
I\n}"
},
"responseElements": {
"image": {
"repositoryName": "testrepo",
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"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/

vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e33282dda08f2a9cd698ca7e3dbbc44eb6abe7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \'"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b@b0@8c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086Fe72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n },
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb0c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30bad6c7bfladc3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4ch19ca508750b15845a5d97becbhdlade
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest
\": \'"sha256:b7bcfbc2e2888afebede4ddlcd5eebf@29bb6315feeat@b56e425el1l1a50ates42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaatelc802633bbd94849b9ab73926f0bas6cdae91629\"\n \n
I\n}",
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"registryId": "123456789012",

"imageId": {

"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e",

"imageTag": "latest"

}
}
.
"requestID": "cf@44b7d-5f9d-11e9-9b2a-95983139cc57",
"eventID": "2bfd4ee2-2178-4a82-a27d-b12939923f0f",
"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

g6 : MERIEIME

T3 HIFER CloudTrail BFEIEE , WWIEH R T # A BatchGetImage EIERIYBRGIZEL,

(® Note

RERGEF , IREERE R RERE , AL EFE CloudTrail BFEFHEE
GetDownloadUrlForLayer &%,

{

"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Mary_Major",

"sessionContext": {

"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"

}
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}

.

"eventTime": "2019-04-15T17:23:20Z2",
"eventSource": "ecr.amazonaws.com",
"eventName": "BatchGetImage",
"awsRegion": "us-east-2",
"sourceIPAddress": "ecr.amazonaws.com",
"userAgent": "ecr.amazonaws.com",

"requestParameters": {
"imagelIds": [{
"imageTag": "latest"
1,
"acceptedMediaTypes": [
"application/json",
"application/vnd.oci.image.manifest.vl+json",
"application/vnd.oci.image.index.v1l+json",
"application/vnd.docker.distribution.manifest.v2+json",
"application/vnd.docker.distribution.manifest.list.v2+json",
"application/vnd.docker.distribution.manifest.vl+prettyjws"
1,
"repositoryName": "testrepo",
"registryId": "123456789012"
},
"responseElements": null,
"requestID": "2alb97ee-5fa3-11e9-a8cd-cd2391aeda93",
"eventID": "c84f5880-c2f9-4585-9757-28fa5c1065df",
"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

g6 - B BHBEREE

AT 6158 CloudTrail BFFEE , HRERGARNESRAEMBEHBERRUMERIBH, Bl
MAEH B BMWAENE PolicyExecutionEvent , R HHEHER,

EEAREDBYBEREER | Amazon ECR 8 E4AEHZBMIA B9 CloudTrail B3E
BDryRunEvent , E&#HE T2 EPolicyExecutionEvent, EBKEHERBEEA
DryRunEvent , B A LA EFBRELHITEH.
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/A Important

HAER CloudTrail M AR/NRE , HAE 10 BN EZRG BN EGBHEBES
{E , Amazon ECR &1a CloudTrail 2315 % {EE#. 5\ , Amazon ECR SEMERZEE
100 {EZE.

"eventVersion": "1.05",
"userIdentity": {
"accountId": "123456789012",
"invokedBy": "AWS Internal"

1,

"eventTime": "2020-03-12T20:22:12Z",
"eventSource": "ecr.amazonaws.com",
"eventName": "PolicyExecutionEvent",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": null,

"responseElements": null,

"eventID": "9354dd7f-9aac-4e9d-956d-12561a4923a3a",
"readOnly": true,

"resources": [

{
"ARN": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo",
"accountId": "123456789012",
"type": "AWS::ECR::Repository"
}
1,
"eventType": "AwsServiceEvent",

"recipientAccountId": "123456789012",
"serviceEventDetails": {
"repositoryName": "testrepo",
"lifecycleEventPolicy": {
"lifecycleEventRules": [
{
"rulePriority": 1,
"description": "remove all images > 2",
"lifecycleEventSelection": {
"tagStatus": "Any",
"tagPrefixList": [],
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"countType": "Image count more than",
"countNumber": 2
3,
"action": "expire"

15
"lastEvaluatedAt": 0,

"policyVersion": 1,
"policyId": "ceb86829-58e7-9498-920c-aa042e33037b"
1,
"lifecycleEventImageActions": [
{
"lifecycleEventImage": {
"digest":
"sha256:ddba4d27a7ffc3f86dd6c2f92041af252a1f23a8e742¢c90e6e1297bfalbc@c45”,
"tagStatus": "Tagged",

"tagList": [
"alpine"
1,
"pushedAt": 1584042813000
1,
"rulePriority": 1
1,
{

"lifecycleEventImage": {
"digest":
"sha256:6ab380c5a5acf71c1b6660d645d2cd79cc8ce91b38e@352cbf9561e050427baf",
"tagStatus": "Tagged",

"tagList": [
"centos"
1,
"pushedAt": 1584042842000
},
"rulePriority": 1
}
1,
"lifecycleEventFailureDetails": [
{

"lifecycleEventImage": {
"digest":
"sha256:9117el1bc28cd20751e584b4ccd19b1178d14cf02d134b0@4cebbe@cc51bff762a",
"tagStatus": "Untagged",
"tagList": [],
"pushedAt": 1584042844000
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1,

"rulePriority": 1,

"failureCode": "ImageReferencedByManifestList",

"failureReason": "Requested image referenced by manifest list:
[sha256:4b27c83d44a18c31543039d9e8b2786043ec6c8d00804d5800c5148d6b6f65bc]"

}

g6 - RESERADHE

T 5 HIEE R AWS CloudTrail AFEE , REOCI 1.15R A F AR E A Referrers API HEER &
MBEEHBERMBE,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-10-08T16:38:397",
"mfaAuthenticated": "false"

.
"ec2RoleDelivery": "2.0"
.
"invokedBy": "ecr.amazonaws.com"
.
"eventTime": "2024-10-08T17:22:517",
"eventSource": "ecr.amazonaws.com",
"eventName": "ListImageReferrers",
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"awsRegion": "us-east-2",
"sourceIPAddress": "ecr.amazonaws.com'",
"userAgent": "ecr.amazonaws.com",

"requestParameters": {
"registryId": "123456789012",

"repositoryName": "testrepo",
"subjectId": {
"imageDigest":
"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a"
I

"nextToken": "urD72mdD/mC8b5-EXAMPLE"
I
"responseElements": null,
"requestID": "cb8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo"

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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¥ SDK A Amazon ECR AWS

AWS HEEF B E 4 (SDKs) BRARFFZRAMIMNENXRFTES. B1E SDK HiRft API, EXBEHIMR
BN, REABRASRAFTERMURINESEERAR,

SDK X

BEAR C++ B AWS SDK

AWS CLI

EAR Go B9 AWS SDK

EAR Java B9 AWS SDK

B K JavaScript B AWS SDK

E AR Kotlin ) AWS SDK

EAR NET B AWS SDK

EAR PHP B AWS SDK

AWS Tools for PowerShell

AR Python (Boto3) B AWS SDK

& F 7 Ruby #9 AWS SDK

E AR Rust B AWS SDK

B SAP ABAP #J AWS SDK

EAR Swift B AWS SDK

® TAEEES

RSB

BEAR C++ B AWS SDK =X 5 £l

AWS CLI X551

AR Go B AWS SDK R i5&i 4l

HAR Java B9 AWS SDK 2R i5&i 41

BRAK JavaScript B AWS SDK 2 =, 5 £ 45

B AR Kotlin B9 AWS SDK 2= 15 &i 4l

EAR .NET B AWS SDK IEX 524l

EAR PHP B AWS SDK X524l

AWS Tools for PowerShell 2 =X i &5 /5l

B R Python (Boto3) BJ AWS SDK F2 3\ i5 &
Bl

B Ruby # AWS SDK 2= i & 5

BEHAR Rust B AWS SDK X #5545l

AR SAP ABAP 1y AWS SDK 2\ 58/l

EAR Swift B9 AWS SDK 2 5 & 4l

BAEMENARE ? FEAFNEHRSHRASREHELHFENBHEH,
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift
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ERAEER

£ AWS SDKs Amazon ECR 2R i& £l

T YR THE G RE B AWS BB EH (SDK) £H Amazon ECR,

EXRGeRENRE |, SLEFIRAMAERBARNITERRE

Actions EAEBEANBEABREE , LAERBFHT, BABFSEHFEWMFUHMERRFEHE , B
AL EEMBRRTETARTTHNEF.

0% AWS SDK BISt A BIEEARBRAINTEEE , 5526 & SDK A Amazon ECR AWS,
BB A& APIARBIE LA AR SOK MBHER.

B3 46 fE

&% , Amazon ECR

T 572 =X 5% 8 5 7R 8 a0 Al B 46 £ A Amazon ECR,

Java

SDK for Java 2.x

(® Note

GitHub L RMEZEHH, SHTEEH , I 7 FENAE AWS BEXFEFHEFEPRE
M#1To

import
import
import
import
import

public

software.amazon.
software.amazon.
software.amazon.
software.amazon.

software.amazon

class HelloECR

awssdk.regions.Region;
awssdk.services.ecr.EcrClient;
awssdk.services.ecr.model.EcrException;
awssdk.services.ecr.model.ListImagesRequest;
.awssdk.services.ecr.paginators.ListImagesIterable;

{

public static void main(String[] args) {

final String u
Usage:

Sage = mmn
<repositoryName>
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Where:
repositoryName - The name of the Amazon ECR repository.
if (args.length != 1) {
System.out.println(usage);
System.exit(1l);
}
String repoName = args[0];
EcrClient ecrClient = EcrClient.builder()
.region(Region.US_EAST_1)
.build();
listImageTags(ecrClient, repoName);
}
public static void listImageTags(EcrClient ecrClient, String repoName){
ListImagesRequest listImagesPaginator = ListImagesRequest.builder()
.repositoryName(repoName)
.build();
ListImagesIterable imagesIterable =
ecrClient.listImagesPaginator(listImagesPaginator);
imagesIterable.stream()
.flatMap(r -> r.imagelds().stream())
.forEach(image -> System.out.println("The docker image tag is: "
+image.imageTag()));
}
}
- INFE API FEHEFR , 5528 AWS SDK for Java 2.x APl 2E Hfy listimages.
Kotlin
SDK for Kotlin
(® Note
GitHub LRIt EZ &6, Sk TEEH , I 7HMMAE AWS EXNHHFIREFEPRRE
M#EATo
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin/services/ecr#code-examples
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import aws.sdk.kotlin.services.ecr.EcrClient
import aws.sdk.kotlin.services.ecr.model.ListImagesRequest
import kotlin.system.exitProcess

suspend fun main(args: Array<String>) {
val usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

"t otrimIndent()

if (args.size != 1) {
println(usage)
exitProcess(1)

val repoName = args[0]
listImageTags(repoName)

suspend fun listImageTags(repoName: String?) {
val listImages =
ListImagesRequest {
repositoryName = repoName

EcrClient { region = "us-east-1" }.use { ecrClient ->
val imageResponse = ecrClient.listImages(listImages)
imageResponse.imagelds?.forEach { imageIld ->

println("Image tag: ${imageld.imageTag}")

- W API FHEF , F2E GERARM AWS Kotlin # SDK API &) HH listimages.
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Python

SDK for Python (Boto3)

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo

import boto3
import argparse
from boto3 import client

def hello_ecr(ecr_client: client, repository_name: str) -> None:
Use the AWS SDK for Python (Boto3) to create an Amazon Elastic Container
Registry (Amazon ECR)
client and list the images in a repository.
This example uses the default settings specified in your shared credentials
and config files.

:param ecr_client: A Boto3 Amazon ECR Client object. This object wraps
the low-level Amazon ECR service API.

:param repository_name: The name of an Amazon ECR repository in your account.
print(

f"Hello, Amazon ECR! Let's list some images in the repository

'{repository_name}':\n"

)
paginator = ecr_client.get_paginator("list_images")
page_iterator = paginator.paginate(

repositoryName=repository_name, PaginationConfig={"MaxItems": 10}

image_names: [str] = []
for page in page_iterator:
for schedule in page["imageIds"]:
image_names.append(schedule["imageTag"])

print(f"{len(image_names)} image(s) retrieved.")

API fR7 2015-09-21 239


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/ecr#code-examples

Amazon ECR EREER

for schedule_name in image_names:
print(f"\t{schedule_name}")

if _name__ == "__main__":
parser = argparse.ArgumentParser(description="Run hello Amazon ECR.")
parser.add_argument(
"--repository-name",
type=str,
help="the name of an Amazon ECR repository in your account.",
required=True,
)

args = parser.parse_args()

hello_ecr(boto3.client("ecr"), args.repository_name)
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Java

AR Java 2.x B9 SDK

® Note

GitHub LRt E L&A, BHRTEEH , W 7 ENAE AWS EXFEHIHFEFEPRE
M#T,

import software.amazon.awssdk.regions.Region;
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import software.amazon.awssdk.services.ecr.EcrClient;

import software.amazon.awssdk.services.ecr.model.EcrException;

import software.amazon.awssdk.services.ecr.model.ListImagesRequest;
import software.amazon.awssdk.services.ecr.paginators.ListImagesIterable;

public class HelloECR {

public static void main(String[] args) {
final String usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

man,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String repoName = args[0];

EcrClient ecrClient = EcrClient.builder()
.region(Region.US_EAST_1)
.build();

listImageTags(ecrClient, repoName);
}
public static void listImageTags(EcrClient ecrClient, String repoName){
ListImagesRequest listImagesPaginator = ListImagesRequest.builder()
.repositoryName(repoName)
.build();

ListImagesIterable imagesIterable =
ecrClient.listImagesPaginator(listImagesPaginator);
imagesIterable.stream()
.flatMap(r -> r.imagelds().stream())
.forEach(image -> System.out.println("The docker image tag is:
+image.imageTag()));

}

- INFE API FEMEF , 5528 AWS SDK for Java 2.x APl 2E Hf listimages.
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Kotlin

SDK for Kotlin

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo

import aws.sdk.kotlin.services.ecr.EcrClient
import aws.sdk.kotlin.services.ecr.model.ListImagesRequest
import kotlin.system.exitProcess

suspend fun main(args: Array<String>) {
val usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

"t otrimIndent()

if (args.size != 1) {
println(usage)
exitProcess(1)

val repoName = args[0]
listImageTags(repoName)

suspend fun listImageTags(repoName: String?) {
val listImages =
ListImagesRequest {
repositoryName = repoName

EcrClient { region = "us-east-1" }.use { ecrClient ->
val imageResponse = ecrClient.listImages(listImages)
imageResponse.imagelds?.forEach { imageId ->

println("Image tag: ${imageld.imageTag}")
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SDK for Python (Boto3)

(® Note
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METT,

import boto3
import argparse
from boto3 import client

def hello_ecr(ecr_client: client, repository_name: str) -> None:

Use the AWS SDK for Python (Boto3) to create an Amazon Elastic Container
Registry (Amazon ECR)

client and list the images in a repository.

This example uses the default settings specified in your shared credentials

and config files.

:param ecr_client: A Boto3 Amazon ECR Client object. This object wraps
the low-level Amazon ECR service API.

:param repository_name: The name of an Amazon ECR repository in your account.
print(

f"Hello, Amazon ECR! Let's list some images in the repository

'{repository_name}':\n"

)
paginator = ecr_client.get_paginator("list_images")
page_iterator = paginator.paginate(

repositoryName=repository_name, PaginationConfig={"MaxItems": 10}
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image_names: [str] = []
for page in page_iterator:
for schedule in page["imageIds"]:
image_names.append(schedule["imageTag"])

print(f"{len(image_names)} image(s) retrieved.")
for schedule_name in image_names:
print(f"\t{schedule_name}")

if __name__ == "__main__":
parser = argparse.ArgumentParser(description="Run hello Amazon ECR.")
parser.add_argument(
"--repository-name",
type=str,
help="the name of an Amazon ECR repository in your account.",
required=True,
)

args = parser.parse_args()

hello_ecr(boto3.client("ecr"), args.repository_name)

- W15 API BB , 5E2B (GBAR AWS Python (Boto3) B9 SDK APl 2#) iy
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import software.amazon.awssdk.services.ecr.model.EcrException;
import
software.amazon.awssdk.services.ecr.model.RepositoryPolicyNotFoundException;

import java.util.Scanner;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*

* This Java code example requires an IAM Role that has permissions to interact
with the Amazon ECR service.

*

* To create an IAM role, see:
*

* https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

*

* This Java scenario example requires a local docker image named echo-text.
Without a local image,
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* this Java program will not successfully run. For more information including
how to create the local
* image, see:

*

* /scenarios/basics/ecr/README
*
*/
public class ECRScenario {
public static final String DASHES = new String(new char[80]).replace("\0",
Il_ll);
public static void main(String[] args) {
final String usage = """
Usage: <iamRoleARN> <accountId>

Where:
iamRoleARN - The IAM role ARN that has the necessary permissions
to access and manage the Amazon ECR repository.
accountId - Your AWS account number.

[TRTRIEN
’

if (args.length != 2) {
System.out.println(usage);
retuzrn;

ECRActions ecrActions = new ECRActions();
String iamRole = args[0];

String accountId = args[1l];

String localImageName;

Scanner scanner = new Scanner(System.in);
System.out.println("""
The Amazon Elastic Container Registry (ECR) is a fully-managed
Docker container registry
service provided by AWS. It allows developers and organizations to
securely
store, manage, and deploy Docker container images.
ECR provides a simple and scalable way to manage container images
throughout their lifecycle,
from building and testing to production deployment.\s

The “EcrAsyncClient’ interface in the AWS SDK for Java 2.x provides
a set of methods to
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programmatically interact with the Amazon ECR service. This allows
developers to

automate the storage, retrieval, and management of container images
as part of their application

deployment pipelines. With ECR, teams can focus on building and
deploying their

applications without having to worry about the underlying
infrastructure required to

host and manage a container registry.

This scenario walks you through how to perform key operations for
this service.
Let's get started...

You have two choices:

1 - Run the entire program.

2 - Delete an existing Amazon ECR repository named echo-text (created
from a previous execution of

this program that did not complete).

")

while (true) {

String input = scanner.nextLine();

if (input.trim().equalsIgnoreCase("1")) {
System.out.println("Continuing with the program...");
System.out.println("");
break;

} else if (input.trim().equalsIgnoreCase("2")) {
String repoName = "echo-text";
ecrActions.deleteECRRepository(repoName);
retuzrn;

} else {
// Handle invalid input.
System.out.println("Invalid input. Please try again.");

waitForInputToContinue(scanner);
System.out.println(DASHES);

System.out.println("""
1. Create an ECR repository.

TRERES
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The first task is to ensure we have a local Docker image named echo-

text.
If this image exists, then an Amazon ECR repository is created.
An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it
easy
to store, manage, and deploy Docker container images.\s
mEt);
// Ensure that a local docker image named echo-text exists.
boolean doesExist = ecrActions.isEchoTextImagePresent();
String repoName;
if (!doesExist){
System.out.println("The local image named echo-text does not exist");
return;
} else {
localImageName = "echo-text";
repoName = "echo-text";
}
try {
String repoArn = ecrActions.createECRRepository(repoName);
System.out.println("The ARN of the ECR repository is " + repoArn);
} catch (IllegalArgumentException e) {
System.err.println("Invalid repository name: " + e.getMessage());
return;
} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
e.printStackTrace();
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
2. Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function
is crucial for maintaining

the security and integrity of your container images. The repository
policy allows you to
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define specific rules and restrictions for accessing and managing the
images stored within your ECR

repository.

IIIIII);

waitForInputToContinue(scanner);

try {
ecrActions.setRepoPolicy(repoName, iamRole);

} catch (RepositoryPolicyNotFoundException e) {

System.err.println("Invalid repository name: " + e.getMessage());
retuzrn;

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;

} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
return;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
3. Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.

mut);

waitForInputToContinue(scanner);

try {
String policyText = ecrActions.getRepoPolicy(repoName);
System.out.println("Policy Text:");
System.out.println(policyText);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;
} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
return;

waitForInputToContinue(scanner);
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System.out.println(DASHES);
System.out.println("""
4. Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the
Amazon ECR registry.

The ‘getAuthorizationToken™ method of the “EcrAsyncClient” is responsible
for securely accessing

and interacting with an Amazon ECR repository. This operation is
responsible for obtaining a

valid authorization token, which is required to authenticate your
requests to the ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

IIIIII);
waitForInputToContinue(scanner);
try {

ecrActions.getAuthToken();

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
retuzrn;
} catch (RuntimeException e) {
System.err.println("An error occurred while retrieving the
authorization token: " + e.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
5. Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to
deploy a container image to
a container orchestration platform like Amazon Elastic Kubernetes Service

(EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full
image URI,

which includes the ECR repository URI. This allows the container runtime
to pull the
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correct container image from the ECR repository.

Illlll);

waitForInputToContinue(scanner);

try {
ecrActions.getRepositoryURI(repoName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;

} catch (RuntimeException e) {
System.err.println("An error occurred while retrieving the URI: " +
e.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
6. Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker
images stored in your ECR repositories.

These policies allow you to automatically remove old or unused Docker
images from your repositories,

freeing up storage space and reducing costs.

This example policy helps to maintain the size and efficiency of the
container registry
by automatically removing older and potentially unused images,
ensuring that the
storage is optimized and the registry remains up-to-date.
")
waitForInputToContinue(scanner);
try {
ecrActions.setLifeCyclePolicy(repoName);

} catch (RuntimeException e) {
System.err.println("An error occurred while setting the lifecycle
policy: " + e.getMessage());
e.printStackTrace();
retuzrn;
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waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
7. Push a docker image to the Amazon ECR Repository.

The “pushImageCmd() ™ method pushes a local Docker image to an Amazon ECR
repository.

It sets up the Docker client by connecting to the local Docker host using
the default port.

It then retrieves the authorization token for the ECR repository by
making a call to the AWS SDK.

The method uses the authorization token to create an ‘AuthConfig® object,
which is used to authenticate

the Docker client when pushing the image. Finally, the method tags the
Docker image with the specified

repository name and image tag, and then pushes the image to the ECR
repository using the Docker client.

If the push operation is successful, the method prints a message
indicating that the image was pushed to ECR.

")

waitForInputToContinue(scanner);

try {
ecrActions.pushDockerImage(repoName, localImageName);

} catch (RuntimeException e) {
System.err.println("An error occurred while pushing a local Docker

image to Amazon ECR: " + e.getMessage());
e.printStackTrace();
retuzrn;
}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("8. Verify if the image is in the ECR Repository.");
waitForInputToContinue(scanner);
try {
ecrActions.verifyImage(repoName, localImageName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;
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} catch (RuntimeException e) {
System.err.println("An error occurred " + e.getMessage());
e.printStackTrace();
return;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("9. As an optional step, you can interact with the
image in Amazon ECR by using the CLI.");
System.out.println("Would you like to view instructions on how to use the
CLI to run the image? (y/n)");
String ans = scanner.nextLine().trim();
if (ans.equalsIgnoreCase("y")) {
String instructions = """
1. Authenticate with ECR - Before you can pull the image from Amazon
ECR, you need to authenticate with the registry. You can do this using the AWS
CLI:

aws ecr get-login-password --region us-east-1 | docker login --
username AWS --password-stdin %s.dkr.ecr.us-east-1.amazonaws.com

2. Describe the image using this command:

aws ecr describe-images --repository-name %s --image-ids imageTag=

o\
n

3. Run the Docker container and view the output using this command:

docker run --rm %s.dkr.ecr.us-east-1.amazonaws.com/%s:%s

[TRTRIEN
’

instructions = String.format(instructions, accountId, repoName,
localImageName, accountId, repoName, localImageName);
System.out.println(instructions);

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("10. Delete the ECR Repository.");
System.out.println(

If the repository isn't empty, you must either delete the contents of the
repository
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or use the force option (used in this scenario) to delete the repository
and have Amazon ECR delete all of its contents

on your behalf.

")

System.out.println("Would you like to delete the Amazon ECR Repository?
(y/m)");

String delAns = scanner.nextlLine().trim();

if (delAns.equalsIgnoreCase("y")) {

System.out.println("You selected to delete the AWS ECR resources.");

try {
ecrActions.deleteECRRepository(repoName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " +
e.getMessage());
retuzrn;
} catch (RuntimeException e) {
System.err.println("An error occurred while deleting the Docker

image: " + e.getMessage());
e.printStackTrace();
return;
}
}

System.out.println(DASHES);
System.out.println("This concludes the Amazon ECR SDK scenario");
System.out.println(DASHES);

private static void waitForInputToContinue(Scanner scanner) {
while (true) {
System.out.println("");
System.out.println("Enter 'c' followed by <ENTER> to continue:");
String input = scanner.nextlLine();

if (input.trim().equalsIgnoreCase("c")) {

System.out.println("Continuing with the program...");
System.out.println("");
break;

} else {

// Handle invalid input.
System.out.println("Invalid input. Please try again.");
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import com.github.dockerjava.netty.NettyDockerCmdExecFactory;
import java.time.Duration;

import java.util.Baseb4;

import java.util.list;

import java.util.concurrent.CompletableFuture;

import java.util.concurrent.CompletionException;

public class ECRActions {
private static EcrAsyncClient ecrClient;

private static DockerClient dockerClient;
private static Logger logger = LoggerFactory.getLogger(ECRActions.class);

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws IllegalArgumentException If repository name is invalid.

* @throws RuntimeException if an error occurs while creating the
repository.

*/

public String createECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

CreateRepositoryRequest request = CreateRepositoryRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<CreateRepositoryResponse> response =
getAsyncClient().createRepository(request);
try {
CreateRepositoryResponse result = response.join();
if (result !'= null) {
System.out.println("The " + repoName + " repository was created
successfully.");
return result.repository().repositoryArn();
} else {
throw new RuntimeException("Unexpected response type");
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}
} catch (CompletionException e) {
Throwable cause = e.getCause();
if (cause instanceof EcrException ex) {
if
("RepositoryAlreadyExistsException".equals(ex.awsErrorDetails().errorCode())) {
System.out.println("The Amazon ECR repository already exists,

moving on...");
DescribeRepositoriesRequest describeRequest =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();
DescribeRepositoriesResponse describeResponse =
getAsyncClient().describeRepositories(describeRequest).join();

return
describeResponse.repositories().get(@).repositoryArn();
} else {
throw new RuntimeException(ex);
}
} else {
throw new RuntimeException(e);
}
}
}
/**

* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
* @throws IllegalArgumentException if the repository name is null or empty.
* @throws EcrException if there is an error deleting the repository.
* @throws RuntimeException if an unexpected error occurs during the deletion
process.
*/
public void deleteECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException('"Repository name cannot be null or
empty");
}

DeleteRepositoryRequest repositoryRequest =
DeleteRepositoryRequest.builder()
.force(true)
.repositoryName(repoName)
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.build();

CompletableFuture<DeleteRepositoryResponse> response =
getAsyncClient().deleteRepository(repositoryRequest);
response.whenComplete((deleteRepositoryResponse, ex) -> {
if (deleteRepositoryResponse != null) {
System.out.println("You have successfully deleted the " +
repoName + " repository");
} else {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}

1)

// Wait for the CompletableFuture to complete
response.join();

private static DockerClient getDockerClient() {
String osName = System.getProperty("os.name");
if (osName.startsWith("Windows")) {
// Make sure Docker Desktop is running.
String dockerHost = "tcp://localhost:2375"; // Use the Docker Desktop
default port.
DockerCmdExecFactory dockerCmdExecFactory = new
NettyDockerCmdExecFactory().withReadTimeout(20000).withConnectTimeout(20000);
dockerClient =
DockerClientBuilder.getInstance(dockerHost).withDockerCmdExecFactory(dockerCmdExecFactoz
} else {
dockerClient = DockerClientBuilder.getInstance().build();
}

return dockerClient;

/**
* Retrieves an asynchronous Amazon Elastic Container Registry (ECR) client.
*
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* @return the configured ECR asynchronous client.
*/
private static EcrAsyncClient getAsyncClient() {

/*

The “NettyNioAsyncHttpClient  class is part of the AWS SDK for Java,
version 2,

and it is designed to provide a high-performance, asynchronous HTTP
client for interacting with AWS services.

It uses the Netty framework to handle the underlying network
communication and the Java NIO API to

provide a non-blocking, event-driven approach to HTTP requests and
responses.

*/

SdkAsyncHttpClient httpClient = NettyNioAsyncHttpClient.builder()
.maxConcurrency(50) // Adjust as needed.
.connectionTimeout(Duration.ofSeconds(60@)) // Set the connection

timeout.
.readTimeout(Duration.ofSeconds(6@)) // Set the read timeout.
.writeTimeout(Duration.ofSeconds(60)) // Set the write timeout.
.build();

ClientOverrideConfiguration overrideConfig =
ClientOverrideConfiguration.buildex()
.apiCallTimeout(Duration.ofMinutes(2)) // Set the overall API call
timeout.
.apiCallAttemptTimeout(Duration.ofSeconds(90)) // Set the individual
call attempt timeout.
.build();

if (ecrClient == null) {
ecrClient = EcrAsyncClient.builder()
.region(Region.US_EAST_1)
.httpClient(httpClient)
.overrideConfiguration(overrideConfig)
.build();
}

return ecrClient;

/**
* Sets the lifecycle policy for the specified repository.
*
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* @param repoName the name of the repository for which to set the lifecycle

policy.
*/
public void setLifeCyclePolicy(String repoName) {
/*
This policy helps to maintain the size and efficiency of the container
registry
by automatically removing older and potentially unused images,
ensuring that the storage is optimized and the registry remains up-to-
date.
*/
String polText = """
{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sincelmagePushed",
"countUnit": "days",
"countNumber": 14
1,
"action": {
"type": "expire"
}
}
]
}

StartLifecyclePolicyPreviewRequest lifecyclePolicyPreviewRequest =
StartLifecyclePolicyPreviewRequest.builder()
.lifecyclePolicyText(polText)
.repositoryName(repoName)
.build();

CompletableFuture<StartLifecyclePolicyPreviewResponse> response =
getAsyncClient().startLifecyclePolicyPreview(lifecyclePolicyPreviewRequest);
response.whenComplete((lifecyclePolicyPreviewResponse, ex) -> {
if (lifecyclePolicyPreviewResponse != null) {

System.out.println("Lifecycle policy preview started
successfully.");
} else {
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if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {

String errorMessage = "Unexpected error occurred: " +
ex.getMessage();

throw new RuntimeException(errorMessage, ex);

1}
// Wait for the CompletableFuture to complete.
response.join();

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)

.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {

throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}
} else {
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throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

/**
* Retrieves the repository URI for the specified repository name.
*

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.

* @throws EcrException if there is an error retrieving the repository
information.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void getRepositoryURI(String repoName) {
DescribeRepositoriesRequest request =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();

CompletableFuture<DescribeRepositoriesResponse> response =
getAsyncClient().describeRepositories(request);
response.whenComplete((describeRepositoriesResponse, ex) -> {
if (ex !'= null) {
Throwable cause = ex.getCause();
if (cause instanceof InterruptedException) {
Thread.currentThread().interrupt();
String errorMessage = "Thread interrupted while waiting for
asynchronous operation: " + cause.getMessage();
throw new RuntimeException(errorMessage, cause);
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
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String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
}
} else {
if (describeRepositoriesResponse != null) {
if (!describeRepositoriesResponse.repositories().isEmpty()) {
String repositoryUri =
describeRepositoriesResponse.repositories().get(0).repositoryUri();
System.out.println("Repository URI found: " +
repositoryUri);

} else {
System.out.println("No repositories found for the given
name.");
}
} else {

System.err.println("No response received from
describeRepositories.");

}
}

1)

response.join();
}
/**

* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).

* This method makes an asynchronous call to the ECR client to retrieve the
authorization token.

* If the operation is successful, the method prints the token to the
console.

* If an exception occurs, the method handles the exception and prints the

€IIror message.
*

* @throws EcrException if there is an error retrieving the authorization
token from ECR.
* @throws RuntimeException if there is an unexpected error during the
operation.
*/
public void getAuthToken() {
CompletableFuture<GetAuthorizationTokenResponse> response =
getAsyncClient().getAuthorizationToken();
response.whenComplete((authorizationTokenResponse, ex) -> {
if (authorizationTokenResponse != null) {
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AuthorizationData authorizationData =
authorizationTokenResponse.authorizationData().get(Q);
String token = authorizationData.authorizationToken();
if (!token.isEmpty()) {
System.out.println("The token was successfully retrieved.");
}
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex); // Rethrow the
exception

1)

response.join();

/**
* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
* @throws EcrException if an AWS error occurs while getting the repository
policy.
*/
public String getRepoPolicy(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

GetRepositoryPolicyRequest getRepositoryPolicyRequest =
GetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<GetRepositoryPolicyResponse> response =
getAsyncClient().getRepositoryPolicy(getRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy retrieved successfully.");
} else {
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if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);

}
}
});
GetRepositoryPolicyResponse result = response.join();
return result != null ? result.policyText() : null;
}
/**

* Sets the repository policy for the specified ECR repository.

* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
* @throws RepositoryPolicyNotFoundException if the repository policy does

not exist.
* @throws EcrException if there is an unexpected error
setting the repository policy.
*/
public void setRepoPolicy(String repoName, String iamRole) {
/*

This example policy document grants the specified AWS principal the
permission to perform the

‘ecr:BatchGetImage®™ action. This policy is designed to allow the
specified principal

to retrieve Docker images from the ECR repository.

*/
String policyDocumentTemplate = """
{
"Version" : "2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {
"AWS" i "%s"
1,
"Action" : "ecr:BatchGetImage"
]
}
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min o,
’

String policyDocument = String.format(policyDocumentTemplate, iamRole);
SetRepositoryPolicyRequest setRepositoryPolicyRequest =
SetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.policyText(policyDocument)
.build();

CompletableFuture<SetRepositoryPolicyResponse> response =
getAsyncClient().setRepositoryPolicy(setRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy set successfully.");
} else {
Throwable cause = ex.getCause();
if (cause instanceof RepositoryPolicyNotFoundException) {
throw (RepositoryPolicyNotFoundException) cause;
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();

throw new RuntimeException(errorMessage, cause);

1)

response.join();

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
public void pushDockerImage(String repoName, String imageName) {

System.out.println("Pushing " + imageName + " to Amazon ECR will take a
few seconds.");

CompletableFuture<AuthConfig> authResponseFuture =
getAsyncClient().getAuthorizationToken()
.thenApply(response -> {
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String token =
response.authorizationData().get(0Q).authorizationToken();

String decodedToken = new
String(Baseb4.getDecoder().decode(token));

String password = decodedToken.substring(4);

DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);

assert repoData != null;

String registryURL = repoData.repositoryUri().split("/")[Q];

AuthConfig authConfig = new AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL);
return authConfig;
)
.thenCompose(authConfig -> {
DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();
Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);
getDockerClient().tagImageCmd(imageName + ":latest",
repoData.repositoryUri() + ":latest", imageName).exec();
try {

getDockerClient().pushImageCmd(repoData.repositoryUri()).withTag("echo-
text").withAuthConfig(authConfig).start().awaitCompletion();

System.out.println("The " + imageName + " was pushed to
ECR");

} catch (InterruptedException e) {
throw (RuntimeException) e.getCause();

}
return CompletableFuture.completedFuture(authConfig);

1)

authResponseFuture.join();
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// Make sure local image echo-text exists.
public boolean isEchoTextImagePresent() {
try {
List<Image> images = getDockerClient().listImagesCmd().exec();
boolean helloWorldFound = false;
for (Image image : images) {
String[] repoTags = image.getRepoTags();
if (repoTags != null) {
for (String tag : repoTags) {
if (tag.startsWith("echo-text")) {
System.out.println(tag);
helloWorldFound = true;

}
if (helloWorldFound) {

System.out.println("The local image named echo-text exists.");
return true;

} else {
System.out.println("The local image named echo-text does not

exist.");

return false;

}

} catch (DockerClientException ex) {
logger.error("ERROR: " + ex.getMessage());
return false;

o WE API SHHAEF |, 5528 (AWS SDK for Java 2.x APl 2£) iy T 5IERE,

* CreateRepository

* DeleteRepository

» Describelmages

» DescribeRepositories

* GetAuthorizationToken

» GetRepositoryPolicy

+ SetRepositoryPolicy
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« StartLifecyclePolicyPreview

Kotlin

SDK for Kotlin

(® Note
GitHub EIRHEZ &6, SHTREH , I THMAE AWS EX B HIRHFEPRE
M#AT,

#1177~ & Amazon ECR Zh&EEM BBy R4,
import java.util.Scanner

/**
* Before running this Kotlin code example, set up your development environment,
including your credentials.

*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/setup.html
*

* This code example requires an IAM Role that has permissions to interact with
the Amazon ECR service.

*

* To create an IAM role, see:
*

* https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

*

* This code example requires a local docker image named echo-text. Without a
local image,

* this program will not successfully run. For more information including how to
create the local

* image, see:

*

* /scenarios/basics/ecr/README

*

*/

val DASHES = String(CharArray(80)).replace("\u0@000", "-")
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suspend fun main(args: Array<String>) {
val usage =

Usage: <iamRoleARN> <accountId>

Where:
iamRoleARN - The IAM role ARN that has the necessary permissions to
access and manage the Amazon ECR repository.
accountId - Your AWS account number.

"t otrimIndent()

if (args.size != 2) {
println(usage)
return

var iamRole = args[0]

var localImageName: String

var accountId = args[1]

val ecrActions = ECRActions()

val scanner = Scanner(System. in’)

println(

The Amazon Elastic Container Registry (ECR) is a fully-managed Docker
container registry

service provided by AWS. It allows developers and organizations to
securely

store, manage, and deploy Docker container images.

ECR provides a simple and scalable way to manage container images
throughout their lifecycle,

from building and testing to production deployment.

The “EcrClient’ service client that is part of the AWS SDK for Kotlin
provides a set of methods to

programmatically interact with the Amazon ECR service. This allows
developers to

automate the storage, retrieval, and management of container images as
part of their application

deployment pipelines. With ECR, teams can focus on building and deploying
their
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applications without having to worry about the underlying infrastructure
required to
host and manage a container registry.

This scenario walks you through how to perform key operations for this
service.
Let's get started...

You have two choices:
1 - Run the entire program.
2 - Delete an existing Amazon ECR repository named echo-text (created
from a previous execution of
this program that did not complete).

"t trimIndent(),

while (true) {
val input = scanner.nextLine()

if (input.trim { it <= ' ' }.equals("1", ignoreCase = true)) {
println("Continuing with the program...")
println("")
break

} else if (input.trim { it <= ' ' }.equals("2", ignoreCase = true)) {
val repoName = "echo-text"
ecrActions.deleteECRRepository(repoName)
return

} else {

// Handle invalid input.
println("Invalid input. Please try again.")

waitForInputToContinue(scanner)
println(DASHES)
println(

1. Create an ECR repository.
The first task is to ensure we have a local Docker image named echo-
text.

If this image exists, then an Amazon ECR repository is created.

An ECR repository is a private Docker container repository provided
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by Amazon Web Services (AWS). It is a managed service that makes it easy

to store, manage, and deploy Docker container images.

nnn.trimIndent()r

// Ensure that a local docker image named echo-text exists.
val doesExist = ecrActions.listlLocalImages()
val repoName: String
if (!doesExist) {
println("The local image named echo-text does not exist")

return

} else {
localImageName = "echo-text"
repoName = "echo-text"

val repoArn = ecrActions.createECRRepository(repoName).toString()
println("The ARN of the ECR repository is $repoArn")
waitForInputToContinue(scanner)

println(DASHES)
println(

2. Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function

is crucial for maintaining
the security and integrity of your container images. The repository
policy allows you to

define specific rules and restrictions for accessing and managing the

images stored within your ECR

repository.

"t trimIndent(),
)
waitForInputToContinue(scanner)
ecrActions.setRepoPolicy(repoName, iamRole)
waitForInputToContinue(scanner)

println(DASHES)
println(

3. Display ECR repository policy.
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Now we will retrieve the ECR policy to ensure it was successfully set.
"t trimIndent(),

)

waitForInputToContinue(scanner)

val policyText = ecrActions.getRepoPolicy(repoName)

println("Policy Text:")

println(policyText)

waitForInputToContinue(scanner)

println(DASHES)
println(

4. Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the
Amazon ECR registry.

The ‘getAuthorizationToken™ method of the “EcrAsyncClient’ is responsible
for securely accessing

and interacting with an Amazon ECR repository. This operation is
responsible for obtaining a

valid authorization token, which is required to authenticate your
requests to the ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

" trimIndent(),
)
waitForInputToContinue(scanner)
ecrActions.getAuthToken()
waitForInputToContinue(scanner)

println(DASHES)
println(

5. Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to
deploy a container image to

a container orchestration platform like Amazon Elastic Kubernetes Service
(EKS)
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or Amazon Elastic Container Service (ECS), you need to specify the full
image URI,

which includes the ECR repository URI. This allows the container runtime
to pull the

correct container image from the ECR repository.

"t trimIndent(),

)

waitForInputToContinue(scanner)

val repositoryURI: String? = ecrActions.getRepositoryURI(repoName)
println("The repository URI is $repositoryURI")
waitForInputToContinue(scanner)

println(DASHES)
println(

6. Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker images

stored in your ECR repositories.
These policies allow you to automatically remove old or unused Docker

images from your repositories,
freeing up storage space and reducing costs.

"t trimIndent(),
)

waitForInputToContinue(scanner)

val pol = ecrActions.setLifeCyclePolicy(repoName)
println(pol)

waitForInputToContinue(scanner)

println(DASHES)
println(

7. Push a docker image to the Amazon ECR Repository.

The “pushImageCmd() ™ method pushes a local Docker image to an Amazon ECR
repository.

It sets up the Docker client by connecting to the local Docker host using
the default port.

It then retrieves the authorization token for the ECR repository by
making a call to the AWS SDK.
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The method uses the authorization token to create an ‘AuthConfig’ object,
which is used to authenticate

the Docker client when pushing the image. Finally, the method tags the
Docker image with the specified

repository name and image tag, and then pushes the image to the ECR
repository using the Docker client.

If the push operation is successful, the method prints a message
indicating that the image was pushed to ECR.

nnn.trimIndent()r

waitForInputToContinue(scanner)
ecrActions.pushDockerImage(repoName, localImageName)
waitForInputToContinue(scanner)

println(DASHES)

println("8. Verify if the image is in the ECR Repository.")
waitForInputToContinue(scanner)
ecrActions.verifyImage(repoName, localImageName)
waitForInputToContinue(scanner)

println(DASHES)
println("9. As an optional step, you can interact with the image in Amazon
ECR by using the CLI.")
println("Would you like to view instructions on how to use the CLI to run the
image? (y/n)")
val ans = scanner.nextLine().trim()
if (ans.equals("y", true)) {
val instructions = """
1. Authenticate with ECR - Before you can pull the image from Amazon ECR,

you need to authenticate with the registry. You can do this using the AWS CLI:

aws ecr get-login-password --region us-east-1 | docker login --
username AWS --password-stdin $accountId.dkr.ecr.us-east-1.amazonaws.com

2. Describe the image using this command:

aws ecr describe-images --repository-name $repoName --image-ids
imageTag=$localImageName

3. Run the Docker container and view the output using this command:
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docker run --rm $accountId.dkr.ecr.us-east-1.amazonaws.com/$repoName:
$localImageName

println(instructions)

}

waitForInputToContinue(scanner)

println(DASHES)
println("1@. Delete the ECR Repository.")
println(
If the repository isn't empty, you must either delete the contents of the
repository
or use the force option (used in this scenario) to delete the repository
and have Amazon ECR delete all of its contents
on your behalf.

""" otrimIndent(),
)
println("Would you like to delete the Amazon ECR Repository? (y/n)")
val delAns = scanner.nextLine().trim { it <= ' ' }

if (delAns.equals("y", ignoreCase = true)) {
println("You selected to delete the AWS ECR resources.")
waitForInputToContinue(scanner)
ecrActions.deleteECRRepository(repoName)

println(DASHES)
println("This concludes the Amazon ECR SDK scenario")
println(DASHES)

private fun waitForInputToContinue(scanner: Scanner) {
while (true) {
println("")
println("Enter 'c' followed by <ENTER> to continue:")
val input = scanner.nextLine()

if (input.trim { it <= ' ' }.equals("c", ignoreCase = true)) {
println("Continuing with the program...")
println("")
break

} else {

// Handle invalid input.
println("Invalid input. Please try again.")
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ecr

EcrClient

model.
model.
model.
.model.
model.
model.

model.
model.
.model.

CreateRepositoryRequest
DeleteRepositoryRequest
DescribeImagesRequest
DescribeRepositoriesRequest
EcrException
GetRepositoryPolicyRequest
ImageIdentifier
RepositoryAlreadyExistsException
SetRepositoryPolicyRequest
StartLifecyclePolicyPreviewRequest

api.DockerClient
api.command.DockerCmdExecFactory
.api.model.AuthConfig
core.DockerClientBuilder
netty.NettyDockerCmdExecFactory

private fun getDockerClient(): DockerClient? {

val osName = System.getProperty("os.name")

if (osName.startsWith("Windows")) {

// Make sure Docker Desktop is running.

val dockerHost = "tcp://localhost:2375" // Use the Docker Desktop
default port.
val dockerCmdExecFactory: DockerCmdExecFactory =

NettyDockerCmdExecFactory().withReadTimeout(20000).withConnectTimeout (20000)
dockerClient =
DockerClientBuilder.getInstance(dockerHost).withDockerCmdExecFactory(dockerCmdExecFactoz
} else {
dockerClient = DockerClientBuilder.getInstance().build()
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return dockerClient

/**
* Sets the lifecycle policy for the specified repository.
*
* @param repoName the name of the repository for which to set the lifecycle
policy.
*/
suspend fun setLifeCyclePolicy(repoName: String): String? {
val polText =

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
I
"action": {
"type": "expire"
}
}
]
}
""" otrimIndent()

val lifecyclePolicyPreviewRequest =
StartLifecyclePolicyPreviewRequest {
lifecyclePolicyText = polText
repositoryName = repoName

// Execute the request asynchronously.
EcrClient { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.startLifecyclePolicyPreview(lifecyclePolicyPreviewRequest)
return response.lifecyclePolicyText
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/**
* Retrieves the repository URI for the specified repository name.
*
* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
*/
suspend fun getRepositoryURI(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

EcrClient { region = "us-east-1" }.use { ecrClient ->
val describeRepositoriesResponse =
ecrClient.describeRepositories(request)
if (!describeRepositoriesResponse.repositories?.isEmpty()!!) {

return
describeRepositoriesResponse?.repositories?.get(0)?.repositoryUri
} else {
println("No repositories found for the given name.")
return ""
}
}
}
/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
*
*/
suspend fun getAuthToken() {
EcrClient { region = "us-east-1" }.use { ecrClient ->

// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(Q)
val token = authorizationData?.authorizationToken
if (token != null) {
println("The token was successfully retrieved.")
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/**
* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
*/
suspend fun getRepoPolicy(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

// Create the request

val getRepositoryPolicyRequest =
GetRepositoryPolicyRequest {

repositoryName = repoName

}

EcrClient { region = "us-east-1" }.use { ecrClient ->
val response =

ecrClient.getRepositoryPolicy(getRepositoryPolicyRequest)

val responseText = response.policyText
return responseText

/**
* Sets the repository policy for the specified ECR repository.
*
* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
*/
suspend fun setRepoPolicy(
repoName: String?,
iamRole: String?,
) {

val policyDocumentTemplate =

{
"Version" : "2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
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"Effect" : "Allow",
"Principal” : {

"AWS" : "$iamRole"
1,

"Action" : "ecr:BatchGetImage"

31

"t otrimIndent()
val setRepositoryPolicyRequest =
SetRepositoryPolicyRequest {
repositoryName = repoName
policyText = policyDocumentTemplate

EcrClient { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.setRepositoryPolicy(setRepositoryPolicyRequest)
if (response != null) {
println("Repository policy set successfully.")

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.
* @throws RepositoryAlreadyExistsException if the repository exists.
* @throws EcrException if an error occurs while creating the
repository.
*/
suspend fun createECRRepository(repoName: String?): String? {
val request =
CreateRepositoryRequest {
repositoryName = repoName

return try {
EcrClient { region = "us-east-1" }.use { ecrClient ->
val response = ecrClient.createRepository(request)
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response.repository?.repositoryArn
}

} catch (e: RepositoryAlreadyExistsException) {
println("Repository already exists: $repoName")
repoName?.let { getRepoARN(it) }

} catch (e: EcrException) {
println("An error occurred: ${e.messagel}")
null

suspend fun getRepoARN(repoName: String): String? {
// Fetch the existing repository's ARN.
val describeRequest =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)
}
EcrClient { region = "us-east-1" }.use { ecrClient ->
val describeResponse =
ecrClient.describeRepositories(describeRequest)
return describeResponse.repositories?.get(0)?.repositoryArn

fun listlLocalImages(): Boolean = try {
val images = getDockerClient()?.listImagesCmd()?.exec()
images?.any { image ->
image.repoTags?.any { tag -> tag.startsWith("echo-text") } ?: false
} ?: false
} catch (ex: Exception) {
println("ERROR: ${ex.messagel}")
false

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
suspend fun pushDockerImage(
repoName: String,
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imageName: String,

) {
println("Pushing $imageName to $repoName will take a few seconds")
val authConfig = getAuthConfig(repoName)

EcrClient { region = "us-east-1" }.use { ecrClient ->

val desRequest
DescribeRepositoriesRequest {

repositoryNames = listOf(repoName)

val describeRepoResponse = ecrClient.describeRepositories(desRequest)
val repoData =
describeRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
?: throw RuntimeException("Repository not found: $repoName")

val tagImageCmd = getDockerClient()?.tagImageCmd("$imageName",
"${repoData.repositoryUri}", imageName)
if (tagImageCmd != null) {
tagImageCmd.exec()
}
val pushImageCmd =
repoData.repositoryUri?.let {
dockerClient?.pushImageCmd(it)
// ?.withTag("latest")
?.withAuthConfig(authConfig)

try {
if (pushImageCmd != null) {
pushImageCmd.start().awaitCompletion()
}
println("The $imageName was pushed to Amazon ECR")
} catch (e: IOException) {
throw RuntimeException(e)

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
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*

* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
ImageIdentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

}

EcrClient { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

/**
* Deletes an ECR (Elastic Container Registry) repository.
*

* @param repoName the name of the repository to delete.
*/
suspend fun deleteECRRepository(repoName: String) {
if (repoName.isNullOrEmpty()) {
throw IllegalArgumentException("Repository name cannot be null or
empty")
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val repositoryRequest =
DeleteRepositoryRequest {
force = true
repositoryName = repoName

EcrClient { region = "us-east-1" }.use { ecrClient ->
ecrClient.deleteRepository(repositoryRequest)
println("You have successfully deleted the $repoName repository")

// Return an AuthConfig.
private suspend fun getAuthConfig(repoName: String): AuthConfig {
EcrClient { region = "us-east-1" }.use { ecrClient ->

// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(0)
val token = authorizationData?.authorizationToken
val decodedToken = String(Baseb4.getDecoder().decode(token))
val password = decodedToken.substring(4)

val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

val descrRepoResponse = ecrClient.describeRepositories(request)
val repoData = descrRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
val registryURL: String =
repoData?.repositoryUri?.split("/")?.get(@) 2: ""

return AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL)
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» CreateRepository

* DeleteRepository
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» DescribeRepositories

* GetAuthorizationToken

» GetRepositoryPolicy

» SetRepositoryPolicy

+ StartLifecyclePolicyPreview

Python

SDK for Python (Boto3)
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class ECRGettingStarted:

A scenario that demonstrates how to use Boto3 to perform basic operations
using

Amazon ECR.

def __init_ (
self,
ecr_wrapper: ECRWrapper,
docker_client: docker.DockerClient,

self.ecr_wrapper = ecr_wrapper
self.docker_client = docker_client
self.tag = "echo-text"
self.repository_name = "ecr-basics"
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self.docker_image = None
self.full_tag_name = None
self.repository = None

def run(self, role_arn: str) -> None:

Runs the scenario.

print(
The Amazon Elastic Container Registry (ECR) is a fully-managed Docker container
registry

service provided by AWS. It allows developers and organizations to securely
store, manage, and deploy Docker container images.

ECR provides a simple and scalable way to manage container images throughout
their lifecycle,

from building and testing to production deployment.

The “ECRWrapper' class is a wrapper for the Boto3 'ecr' client. The 'ecr' client
provides a set of methods to

programmatically interact with the Amazon ECR service. This allows developers to
automate the storage, retrieval, and management of container images as part of
their application

deployment pipelines. With ECR, teams can focus on building and deploying their
applications without having to worry about the underlying infrastructure required
to

host and manage a container registry.

This scenario walks you through how to perform key operations for this service.
Let's get started...

)
press_enter_to_continue()
print_dashes()
print(
Frmn
* Create an ECR repository.

An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it easy
to store, manage, and deploy Docker container images.

)

print(f"Creating a repository named {self.repository_namel}")
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self.repository =
self.ecr_wrapper.create_repository(self.repository_name)

print(f"The ARN of the ECR repository is
{self.repository['repositoryArn']}")

repository_uri = self.repository["repositoryUri"]

press_enter_to_continue()

print_dashes()

print(
.FIIIIII
* Build a Docker image.

Create a local Docker image if it does not already exist.
A Python Docker client is used to execute Docker commands.
You must have Docker installed and running.

)

print(f"Building a docker image from 'docker_files/Dockerfile'")

self.full_tag_name = f"{repository_uri}:{self.tag}"

self.docker_image = self.docker_client.images.build(
path="docker_files", tag=self.full_tag_name

)[0]

print(f"Docker image {self.full_tag_name} successfully built.")

press_enter_to_continue()

print_dashes()

if role_arn is None:
print(
* Because an IAM role ARN was not provided, a role policy will not be set for
this repository.

)
else:
print(

* Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function is

crucial for maintaining
the security and integrity of your container images. The repository policy allows

you to
define specific rules and restrictions for accessing and managing the images

stored within your ECR
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repository.

self.grant_role_download_access(role_arn)

print(f"Download access granted to the IAM role ARN {role_arn}")
press_enter_to_continue()

print_dashes()

print(

* Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.

)

policy_text =
self.ecr_wrapper.get_repository_policy(self.repository_name)

print("Policy Text:")

print(f"{policy_text}")

press_enter_to_continue()

print_dashes()

print(

* Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the Amazon

ECR registry.
The ‘get_authorization_token™ method of the ‘ecr’ client is responsible for

securely accessing

and interacting with an Amazon ECR repository. This operation is responsible for
obtaining a

valid authorization token, which is required to authenticate your requests to the

ECR service.

Without a valid authorization token, you would not be able to perform any

operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

)

authorization_token = self.ecr_wrapper.get_authorization_token()
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print("Authorization token retrieved.")
press_enter_to_continue()
print_dashes()

print(

* Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to deploy a
container image to

a container orchestration platform like Amazon Elastic Kubernetes Service (EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full image
URI,

which includes the ECR repository URI. This allows the container runtime to pull
the

correct container image from the ECR repository.

)

repository_descriptions = self.ecr_wrapper.describe_repositories(
[self.repository_name]

)

repository_uri = repository_descriptions[@]["repositoryUri"]

print(f"Repository URI found: {repository_uri}")

press_enter_to_continue()

print_dashes()

print(

* Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker images stored
in your ECR repositories.

These policies allow you to automatically remove old or unused Docker images from
your repositories,

freeing up storage space and reducing costs.

This example policy helps to maintain the size and efficiency of the container
registry

by automatically removing older and potentially unused images, ensuring that the
storage is optimized and the registry remains up-to-date.

)

press_enter_to_continue()
self.put_expiration_policy()
print(f"An expiration policy was added to the repository.")
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print_dashes()

print(

* Push a docker image to the Amazon ECR Repository.

The Docker client uses the authorization token is used to authenticate the when
pushing the image to the
ECR repository.

)

decoded_authorization =
base64.b64decode(authorization_token).decode("utf-8")
username, password = decoded_authorization.split(":")

resp = self.docker_client.api.push(
repository=repository_uri,
auth_config={"username": username, "password": password},
tag=self.tag,
stream=True,
decode=True,

for line in resp:
print(line)

print_dashes()

print("* Verify if the image is in the ECR Repository.")
image_descriptions = self.ecr_wrapper.describe_images(
self.repository_name, [self.tag]
)
if len(image_descriptions) > 0:
print("Image found in ECR Repository.")
else:
print("Image not found in ECR Repository.")
press_enter_to_continue()
print_dashes()

print(
"* As an optional step, you can interact with the image in Amazon ECR
by using the CLI."

)
if g.ask(
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"Would you like to view instructions on how to use the CLI to run the

image? (y/n)",
g.is_yesno,

print(
Frmn
1. Authenticate with ECR - Before you can pull the image from Amazon ECR, you
need to authenticate with the registry. You can do this using the AWS CLI:

aws ecr get-login-password --region us-east-1 | docker login --username AWS
--password-stdin {repository_uri.split("/")[0]}

2. Describe the image using this command:

aws ecr describe-images --repository-name {self.repository_name} --image-ids
imageTag={self.tag}

3. Run the Docker container and view the output using this command:

docker run --rm {self.full_tag_name}

self.cleanup(Tzrue)

def cleanup(self, ask: bool):
Deletes the resources created in this scenario.
:param ask: If True, prompts the user to confirm before deleting the
resources.
if self.repository is not None and (
not ask
or q.ask(
f"Would you like to delete the ECR repository
'{self.repository_name}? (y/n) "
)

print(f"Deleting the ECR repository '{self.repository_name}'.")
self.ecr_wrapper.delete_repository(self.repository_name)

if self.full_tag_name is not None and (
not ask
or q.ask(
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f"Would you like to delete the local Docker image
'{self.full_tag_name}? (y/n) "
)

print(f"Deleting the docker image '{self.full_tag_name}'.")
self.docker_client.images.remove(self.full_tag_name)

def grant_role_download_access(self, role_arn: str):
Grants the specified role access to download images from the ECR
repository.

:param role_arn: The ARN of the role to grant access to.
policy_json = {

"Version": "2008-10-17",

"Statement": [

{
"Sid": "AllowDownload",
"Effect": "Allow",
"Principal": {"AWS": role_arn},
"Action": ["ecr:BatchGetImage"],
}

1,

self.ecr_wrapper.set_repository_policy(
self.repository_name, json.dumps(policy_json)

def put_expiration_policy(self):

Puts an expiration policy on the ECR repository.
policy_json = {
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
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"countNumber": 14,

iy

"action": {"type": "expire"},

self.ecr_wrapper.put_lifecycle_policy(
self.repository_name, json.dumps(policy_json)

if __name__ == "__main__":
parser = argparse.ArgumentParser(
description="Run Amazon ECR getting started scenario."
)
parser.add_argument(
"--iam-role-arn",
type=str,
default=None,
help="an optional IAM role ARN that will be granted access to download
images from a repository.",
required=False,

)
parser.add_argument(

"--no-art",

action="store_true",

help="accessibility setting that suppresses art in the console output.",
)

args = parser.parse_args()
no_art = args.no_art
iam_role_arn = args.iam_role_azrn
demo = None
a_docker_client = None
try:
a_docker_client = docker.from_env()
if not a_docker_client.ping():
raise docker.errors.DockerException("Docker is not running.")
except docker.errors.DockerException as err:
logging.error(
The Python Docker client could not be created.
Do you have Docker installed and running?

TREREE API fR7 2015-09-21 295



Amazon ECR EREER

Here is the error message:
[J
%S

mmn
’

err,
)
sys.exit("Error with Docker.")
try:
an_ecr_wrapper = ECRWrapper.from_client()
demo = ECRGettingStarted(an_ecr_wrapper, a_docker_client)
demo.run(iam_role_arn)

except Exception as exception:
logging.exception("Something went wrong with the demo!")
if demo is not None:
demo.cleanup(False)

‘B8 Amazon ECR Ei1E#Y ECRWrapper 7l

class ECRWrapper:
def __init__ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def create_repository(self, repository_name: str) -> dict[str, any]:

Creates an ECR repository.

:param repository_name: The name of the repository to create.
:return: A dictionary of the created repository.
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try:
response =
self.ecr_client.create_repository(repositoryName=repository_name)
return response["repository"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryAlreadyExistsException":
print(f"Repository {repository_name} already exists.")
response = self.ecr_client.describe_repositories(
repositoryNames=[repository_name]
)
return self.describe_repositories([repository_name])[0]
else:
logger.errox(
"Error creating repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def delete_repository(self, repository_name: str):

Deletes an ECR repository.

:param repository_name: The name of the repository to delete.
try:
self.ecr_client.delete_repository(
repositoryName=repository_name, force=True
)
print(f"Deleted repository {repository_name}.")
except ClientError as err:
logger.error(
"Couldn't delete repository %s.. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def set_repository_policy(self, repository_name: str, policy_text: str):

Sets the policy for an ECR repository.
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:param repository_name: The name of the repository to set the policy for.
:param policy_text: The policy text to set.
try:
self.ecr_client.set_repository_policy(
repositoryName=repository_name, policyText=policy_text
)
print(f"Set repository policy for repository {repository_name}.")
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.
raise

, repository_name)

else:
logger.errox(
"Couldn't set repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

def get_repository_policy(self, repository_name: str) -> str:

Gets the policy for an ECR repository.

:param repository_name: The name of the repository to get the policy for.
:return: The policy text.
try:
response = self.ecr_client.get_repository_policy(
repositoryName=repository_name
)
return response["policyText"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.

, repository_name)
raise

else:
logger.error(
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def

def

"Couldn't get repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

get_authorization_token(self) -> str:

Gets an authorization token for an ECR repository.

:return: The authorization token.
try:
response = self.ecr_client.get_authorization_token()
return response["authorizationData"][@]["authorizationToken"]
except ClientError as err:
logger.error(
"Couldn't get authorization token. Here's why %s",
err.response["Error"]["Message"],

)

raise

describe_repositories(self, repository_names: list[str]) -> list[dict]:

Describes ECR repositories.

:param repository_names: The names of the repositories to describe.
:return: The list of repository descriptions.
try:
response = self.ecr_client.describe_repositories(
repositoryNames=repository_names
)
return response["repositories"]
except ClientError as err:
logger.error(
"Couldn't describe repositories. Here's why %s",
err.response["Error"]["Message"],

)

raise
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def put_lifecycle_policy(self, repository_name: str, lifecycle_policy_text:

str):

Puts a lifecycle policy for an ECR repository.

:param repository_name: The name of the repository to put the lifecycle
policy for.

:param lifecycle_policy_text: The lifecycle policy text to put.
try:
self.ecr_client.put_lifecycle_policy(
repositoryName=repository_name,
lifecyclePolicyText=1ifecycle_policy_text,
)
print(f"Put lifecycle policy for repository {repository_name}.")
except ClientError as err:
logger.errox(
"Couldn't put lifecycle policy for repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def describe_images(
self, repository_name: str, image_ids: list[str] = None
) -> list[dict]:

Describes ECR images.

:param repository_name: The name of the repository to describe images
for.
:param image_ids: The optional IDs of images to describe.
:return: The list of image descriptions.
try:
params = {
"repositoryName": repository_name,
}
if image_ids is not None:
params["imageIds"] = [{"imageTag": tag} for tag in image_ids]

paginator = self.ecr_client.get_paginator("describe_images")
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image_descriptions = []

for page in paginator.paginate(**params):
image_descriptions.extend(page["imageDetails"])

return image_descriptions

except ClientError as err:

logger.errox(
"Couldn't describe images. Here's why %s",
err.response["Error"]["Message"],

raise

- WFE API WEFHEER ,

» CreateRepository

55289 AWS SDK for Python (Boto3) API Reference H#Y T3 £ &,

» DeleteRepository

* Describelmages

» DescribeRepositories

» GetAuthorizationToken

* GetRepositoryPolicy

+ SetRepositoryPolicy

+ StartLifecyclePolicyPreview

WFHE AWS SDK A EEENEARBHAINTRBEE , 528 #£E SDK A Amazon ECR AWS,
EEHESEBEAMNERAMER SDK WEFHEER,

£/ AWS SDKs B Amazon ECR BEj4E

T 5 EE5) & M EH AWS SDKs #1T{E 5| Amazon ECR e, S{EZI#|193E GitHub HYE
& BuULEEEFRIRENATEXNBHMHEERA,

Ty EplETEREFRANEE. WEXTEEE , 528 Amazon Elastic Container Registry APl
%,

551
+ CreateRepository #&fit AWS SDK =% CLI £/
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« DeleteRepository #&fit AWS SDK 3§ CLI £/

« Describelmages ##t AWS SDK = CLI £
 DescribeRepositories ¥&H AWS SDK = CLI £/

+ GetAuthorizationToken ##fi AWS SDK = CLI £/

* GetRepositoryPolicy ##i AWS SDK = CLI £/

» Listimages ¥ AWS SDK = CLI {£F

+ PushlmageCmd ¥t AWS SDK {1

« PutLifeCyclePolicy ¥#t AWS SDK 5 CLI f£H

+ SetRepositoryPolicy ##i AWS SDK = CLI £/

» StartLifecyclePolicyPreview #& &t AWS SDK =% CLI £/

CreateRepository ¥ AWS SDK & CLI f£H
THEXEEEFIREBaAEA CreateRepository,

BEEHFIRAEERNENGHEE , XBERABTFHT. BALETIEXNGHFNATFER LS
1E -

- THREXGE

CLI
AWS CLI
P 1: BUREE
T3lcreate-repository#flg#k IRFNAREHEPEENRBREZBARIRTE,

aws ecr create-repository \
--repository-name project-a/sample-repo

B

"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
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"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo"

}

WMFFHMER , F26 (Amazon ECR EHEEmM) FHEILFFE,
g6l 2 B U BERTISMRENRTE

T%lcreate-repository&EflE€E IRENAREHKEPEIHBEBTITEMRENRET
EE,

aws ecr create-repository \
--repository-name project-a/sample-repo \
--image-tag-mutability IMMUTABLE

B

"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo",
"imageTagMutability": "IMMUTABLE"

MFEFHMER , F268 (Amazon ECR A EEmM) FHBREERITEE M,
613 BAEARHACRENFTE

ERTE 1R TR 8 AE AV IR R HEIX

T%lcreate-repository#E @RI FEEE ,
HITRERH,

aws ecr create-repository \
--repository-name project-a/sample-repo \
--image-scanning-configuration scanOnPush=true

L7 i
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"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo",
"imageScanningConfiguration": {
"scanOnPush": true

MEHMET , 528 (Amazon ECR A E ) PHIBGEE,
- W API FHAEF , 5528 ( AWS CLI ®58%) i CreateRepositorys

Java

SDK for Java 2.x

@ Note
GitHub FIREEZ &, SKTEREH , I 7 HMAE AWS ZXIFE P FEFRE
MEATT,
/**

* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.

*

* @param repoName the name of the repository to create.

* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws IllegalArgumentException If repository name is invalid.

* @throws RuntimeException if an error occurs while creating the
repository.

*/

public String createECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

CreateRepositoryRequest request = CreateRepositoryRequest.builder()
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.repositoryName(repoName)
.build();

CompletableFuture<CreateRepositoryResponse> response =
getAsyncClient().createRepository(request);
try {
CreateRepositoryResponse result = response.join();
if (result != null) {
System.out.println("The " + repoName + " repository was created
successfully.");
return result.repository().repositoryArn();
} else {
throw new RuntimeException("Unexpected response type");
}
} catch (CompletionException e) {
Throwable cause = e.getCause();
if (cause instanceof EcrException ex) {
if
("RepositoryAlreadyExistsException".equals(ex.awsErrorDetails().errorCode())) {
System.out.println("The Amazon ECR repository already exists,
moving on...");
DescribeRepositoriesRequest describeRequest =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();
DescribeRepositoriesResponse describeResponse =
getAsyncClient().describeRepositories(describeRequest).join();
return
describeResponse.repositories().get(@).repositoryArn();
} else {
throw new RuntimeException(ex);
}
} else {
throw new RuntimeException(e);

- 1% AP| F##IE R , 2 BAWS SDK for Java 2.x APl 22£) Ry CreateRepository.
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(® Note
GitHub LR EZ &, SHTREHH| , I 7T HEMNATE AWS BEXBEHFREFEPRE
M#ITo
/**

* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.

*

* @param repoName the name of the repository to create.

* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws RepositoryAlreadyExistsException if the repository exists.

* @throws EcrException if an error occurs while creating the
repository.

*/

suspend fun createECRRepository(repoName: String?): String? {
val request =
CreateRepositoryRequest {
repositoryName = repoName

return try {

EcrClient { region = "us-east-1" }.use { ecrClient ->
val response = ecrClient.createRepository(request)
response.repository?.repositoryArn

}

} catch (e: RepositoryAlreadyExistsException) {
println("Repository already exists: $repoName")
repoName?.let { getRepoARN(it) }

} catch (e: EcrException) {
println("An error occurred: ${e.messagel}")
null
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- WFE API FHENR , F2E (EAR AWS Kotlin B SDK API 2&) Hi
CreateRepository.

Python

SDK for Python (Boto3)

® Note
GitHub FiR It EZ%i6l, SKTEEH , X THRIOME AWS BXHEHFIFEFEPRE
MEITo

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def create_repository(self, repository_name: str) -> dict[str, any]:

Creates an ECR repository.

:param repository_name: The name of the repository to create.
:return: A dictionary of the created repository.
try:
response =
self.ecr_client.create_repository(repositoryName=repository_name)
return response["repository"]
except ClientError as err:
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if err.response["Error"]["Code"] ==
"RepositoryAlreadyExistsException":
print(f"Repository {repository_name} already exists.")
response = self.ecr_client.describe_repositories(
repositoryNames=[repository_name]
)
return self.describe_repositories([repository_name])[0]
else:
logger.error(
"Error creating repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],
)

raise

3
$

. W API A

CreateRepository.

26 (EBAR AWS Python (Boto3) # SDK AP| £#&) thiy

\

WFE AWS SDK F#EABEENEABHANTREE , 528 #£E SDK A Amazon ECR AWS,
hEEtEESEEAFMNERAMER SDK WEFHEER,

DeleteRepository #&#if AWS SDK = CLI £
T YR IFE B REBMAIEA DeleteRepository,

BEFIRAEEANENGHE  LEAERARTDHT, EUUETIEXNBELNABIFEENLE
1E -

- THREXHE

CLI
AWS CLI
il B fef 17 B

T%ldelete-repository&EHlas TEFIMER IREFEREZRETEENREE. NWRRBREES
EMG  AIEE - -forceiE,

aws ecr delete-repository \
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--repository-name ubuntu \
--force

B
{
"repository": {
"registryId": "123456789012",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/ubuntu"
}
}

WMEFHMES , F2B (Amazon ECR EAEER) PHMERRETFE,

- W1 API F¥EF , 5528 ( AWS CLI ®858%) $# DeleteRepositorys

Java

SDK for Java 2.x

@ Note
GitHub FIREEZ &, SKTERES , I 7 HWMAE AWS ZX IR #FEFRE
MEATT,
/**

* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
* @throws IllegalArgumentException if the repository name is null or empty.
* @throws EcrException if there is an error deleting the repository.
* @throws RuntimeException if an unexpected error occurs during the deletion
process.
*/
public void deleteECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException('"Repository name cannot be null or
empty");
}
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DeleteRepositoryRequest repositoryRequest =
DeleteRepositoryRequest.builder()
.force(true)
.repositoryName(repoName)
.build();

CompletableFuture<DeleteRepositoryResponse> response =
getAsyncClient().deleteRepository(repositoryRequest);
response.whenComplete((deleteRepositoryResponse, ex) -> {
if (deleteRepositoryResponse != null) {
System.out.println("You have successfully deleted the " +
repoName + " repository");
} else {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}
1)

// Wait for the CompletableFuture to complete
response.join();

- W13 AP| BB , 2 BAWS SDK for Java 2.x APl 2#) i DeleteRepository.

Kotlin

SDK for Kotlin

® Note
GitHub IRt ESE A, BREBEH , I TRNAE AWS BXBHAIREERRE
MET,
/**
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* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
*/
suspend fun deleteECRRepository(repoName: String) {
if (repoName.isNullOrEmpty()) {
throw IllegalArgumentException("Repository name cannot be null or
empty")
}

val repositoryRequest =
DeleteRepositoryRequest {
force = true
repositoryName = repoName

EcrClient { region = "us-east-1" }.use { ecrClient ->
ecrClient.deleteRepository(repositoryRequest)
println("You have successfully deleted the $repoName repository")

- WFE API B |, 582E GERAR AWS Kotlin 8 SDK APl 22&) iy
DeleteRepository,

Python

SDK for Python (Boto3)

(@ Note
GitHub LR EZ&i6|, SHTEEH , I 7 HRMMEIE AWS BERIEFIFHFEDRE
M#1To

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
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def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def delete_repository(self, repository_name: str):

Deletes an ECR repository.

:param repository_name: The name of the repository to delete.
try:
self.ecr_client.delete_repository(
repositoryName=repository_name, force=True
)
print(f"Deleted repository {repository_name}.")
except ClientError as err:
logger.errox(
"Couldn't delete repository %s.. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

- WE API FHAER , FSE GERAM AWS Python (Boto3) #9 SDK APl &) my
DeleteRepository,

\

WFE AWS SDK FEAERENEABHAINTREE , 528 #£E SDK A Amazon ECR AWS,
EFEtEESEEAMNERAMER SDK WEFHEER,

DescribeImages ##t AWS SDK T CLI £

THRX B F REN{AEA DescribeImages,
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=

- THREXGE

CLI
AWS CLI
IR 7 E RV &
LA Rdescribe-images#iff|BE R fffEcluster-autoscalerEH EGEE CHMENFMAE
EﬂVl .13, 60
aws ecr describe-images \
--repository-name cluster-autoscaler \
--image-ids imageTag=v1.13.6
L
{
"imageDetails": [
{
"registryId": "©12345678910",
"repositoryName": "cluster-autoscaler",
"imageDigest":
"sha256:4al1c6567c38904384ebcb64e35b7eeddd8451110c299e3368d2210066487d97e5",
"imageTags": [
"v1.13.6"
1,
"imageSizeInBytes": 48318255,
"imagePushedAt": 1565128275.0
}
]
}
- W% AP HUE¥HHER , 5520 (AWS CLI 52 #) H# Describelmages.
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® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)
.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());
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}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

- INZE API F#IEF , 328 (AWS SDK for Java 2.x APl 2#) HH Describelmages,

Kotlin

SDK for Kotlin

® Note
GitHub ERUEZ &S], SREREH , ¥ THEIMAE AWS BXIRHH| R FERRE
MET,
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }
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val imageld =
Imageldentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

val describeImagesResponse = ecrClient.describeImages(request)

}
EcrClient { region = "us-east-1" }.use { ecrClient ->
if (describelImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")

} else {

println("Image is not present in the repository.")

« W13 AP| SEMAEF , F28 GEAR AWS Kotlin B9 SDK API 2#) sy Describelmages.

Python

SDK for Python (Boto3)

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7 FEAAE AWS B FEFIFFER

METo

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

=ns
AxX E

e
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Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def describe_images(
self, repository_name: str, image_ids: list[str] = None
) -> list[dict]:

Describes ECR images.

:param repository_name: The name of the repository to describe images
for.
:param image_ids: The optional IDs of images to describe.
:return: The list of image descriptions.
try:
params = {
"repositoryName": repository_name,
}
if image_ids is not None:
params["imageIds"] = [{"imageTag": tag} for tag in image_ids]

paginator = self.ecr_client.get_paginator("describe_images")

image_descriptions = []

for page in paginator.paginate(**params):
image_descriptions.extend(page["imageDetails"])

return image_descriptions

except ClientError as err:

logger.error(
"Couldn't describe images. Here's why %s",
err.response["Error"]["Message"],

)

raise

« W1 AP| SHHAEF , 5528 GERAR Python (Boto3) B AWS SDK APl &) iy
Describelmages,
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DescribeRepositories & AWS SDK = CLI £
THRX G F RE (A A DescribeRepositories,

BEEIRAEEANENGHE  LEERATDPHT, EUUETIENGEFINABZIFEELE
1E -

- THREXHE

CLI
AWS CLI
HREBEPNREEE
g SRR IRFEREHEPHREFE,

AA .
mT

aws ecr describe-repositories

B
{
"repositories": [
{
"registryId": "012345678910",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/
ubuntu"
},
{
"registryId": "012345678910",
"repositoryName": "test",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/test"
}
]
}
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® Note

GitHub L RMEZEHH, SHTEEH , I 7 FENAE AWS EXFEHHEFEPRE
M#1To

/**
* Retrieves the repository URI for the specified repository name.
*

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.

* @throws EcrException if there is an error retrieving the repository
information.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void getRepositoryURI(String repoName) {
DescribeRepositoriesRequest request =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();

CompletableFuture<DescribeRepositoriesResponse> response =
getAsyncClient().describeRepositories(request);
response.whenComplete((describeRepositoriesResponse, ex) -> {
if (ex !'= null) {
Throwable cause = ex.getCause();
if (cause instanceof InterruptedException) {
Thread.currentThread().interrupt();
String errorMessage = "Thread interrupted while waiting for
asynchronous operation: " + cause.getMessage();
throw new RuntimeException(errorMessage, cause);
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {

e
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String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
}
} else {
if (describeRepositoriesResponse != null) {
if (!describeRepositoriesResponse.repositories().isEmpty()) {
String repositoryUri =
describeRepositoriesResponse.repositories().get(0).repositoryUri();
System.out.println("Repository URI found: " +
repositoryUri);

} else {
System.out.println("No repositories found for the given
name.");
}
} else {

System.err.println("No response received from
describeRepositories.");

}

1)

response.join();

- NEFE API FEE , HSEAWS SDK for Java2.x ( API &&) Hiy
DescribeRepositories,

Kotlin

SDK for Kotlin

(@ Note
GitHub LR EZ&i6|, SHTEEH , I 7T HRMMEE AWS BERXIEHIFHFEDRE
M#1To
/**

* Retrieves the repository URI for the specified repository name.
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*

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
*/
suspend fun getRepositoryURI(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

EcrClient { region = "us-east-1" }.use { ecrClient ->
val describeRepositoriesResponse =
ecrClient.describeRepositories(request)
if (!describeRepositoriesResponse.repositories?.isEmpty()!!) {
return
describeRepositoriesResponse?.repositories?.get(0)?.repositoryUri
} else {
println("No repositories found for the given name.")

return

- WEE AP| EHHEFA |, 528 (GBEAMN AWS Kotlin B9 SDK APl 22&) Fi

DescribeRepositories,

Python

SDK for Python (Boto3)

(® Note
GitHub FIRHEZ &6, SHTREH , I THMMAE AWS EX B HIHFEPRE
M#AT,

class ECRWrapper:
def __init___(self, ecr_client: client):
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self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def describe_repositories(self, repository_names: list[str]) -> list[dict]:

Describes ECR repositories.

:param repository_names: The names of the repositories to describe.
:return: The list of repository descriptions.
try:
response = self.ecr_client.describe_repositories(
repositoryNames=repository_names
)
return response['"repositories"]
except ClientError as err:
logger.error(
"Couldn't describe repositories. Here's why %s",
err.response["Error"]["Message"],
)

raise

- WE API SHAEA |, FF2H GEAR AWS Python (Boto3) B9 SDK API &%) iy
DescribeRepositories,
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Rust
SDK for Rust
(@ Note
GitHub L1IRMEZ &, SHTEREH| , 3 THRINAE AWS BEXHEHHRBFEPRE
M#AATo

async fn show_repos(client: &aws_sdk_ecr::Client) -> Result<(),
aws_sdk_ecr: :Error> {
let rsp = client.describe_repositories().send().await?;

let repos = rsp.repositories();

println!("Found {3} repositories:", repos.len());

for repo in repos {
println!(" ARN: {3}", repo.repository_arn().unwrap());
println!(" Name: {3}", repo.repository_name().unwrap());

}

0k(())

- WFE API FHER , F2H (EAR AWS Rust B SDK API 2&) Hiy
DescribeRepositories,

WNEE AWS SDK FIE A EEmMENIBE SN TEEE | FF520 2B SDK #H Amazon ECR AWS,
WEEHLIEFBARANERFMENR SDK EFHE.

GetAuthorizationToken #&H. AWS SDK = CLI £/
THRNIBEFIRE MM EH GetAuthorizationTokeno

BEHFIRAHEANENGHE  YEERERDHIT, BUETIHIEXNBEFINAITEENLE
£ -

- THRESEE
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CLI

ERAEER

AWS CLI
MEEREFENRETA
T%lget-authorization-token&E | M EAEMREEENREZRR,

aws ecr get-authorization-token

B

"authorizationData": [
{
"authorizationToken": "QVdTOkN...",
"expiresAt": 1448875853.241,

"proxyEndpoint": "https://123456789012.dkr.ecr.us-
west-2.amazonaws.com"

}

o W API A& , 5528 ( AWS CLI s H2#E) B GetAuthorizationToken,

Java

SDK for Java 2.x

@ Note

GitHub L RMEZEHH, SHTEEH , U 7HENAE AWS EXFHFIREFERRE
MET,

/**

* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).

* This method makes an asynchronous call to the ECR client to retrieve the
authorization token.

e
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* If the operation is successful, the method prints the token to the
console.
* If an exception occurs, the method handles the exception and prints the

€Irror message.
*

* @throws EcrException if there is an error retrieving the authorization
token from ECR.
* @throws RuntimeException if there is an unexpected error during the
operation.
*/
public void getAuthToken() {
CompletableFuture<GetAuthorizationTokenResponse> response =
getAsyncClient().getAuthorizationToken();
response.whenComplete((authorizationTokenResponse, ex) -> {
if (authorizationTokenResponse != null) {
AuthorizationData authorizationData =
authorizationTokenResponse.authorizationData().get(0);
String token = authorizationData.authorizationToken();
if (!token.isEmpty()) {
System.out.println("The token was successfully retrieved.");
}
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex); // Rethrow the
exception

1)

response.join();

- WIE AP| FHHEF , FSEAWS SDK for Java 2.x { APl %) dly
GetAuthorizationToken,
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Kotlin

SDK for Kotlin

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7 FENAE AWS EXHEHFFEPRE
METo

/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
*
*/
suspend fun getAuthToken() {
EcrClient { region = "us-east-1" }.use { ecrClient ->
// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(0)
val token = authorizationData?.authorizationToken
if (token != null) {
println("The token was successfully retrieved.")

}

- WE AP FHHER , B2E GBAM AWS Kotlin B SDK APl 22&) Ry
GetAuthorizationToken,

Python

SDK for Python (Boto3)

(® Note
GitHub EIRHEZ &6, SHTREH , I THMAE AWS EXBE IR FEPRE
M#AT,
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class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def get_authorization_token(self) -> str:

Gets an authorization token for an ECR repository.

:return: The authorization token.
try:
response = self.ecr_client.get_authorization_token()
return response["authorizationData"][@]["authorizationToken"]
except ClientError as err:
logger.errox(
"Couldn't get authorization token. Here's why %s",
err.response["Error"]["Message"],
)

raise

- W API FHHIE , 528 GEAR AWS Python (Boto3) B SDK APl 2&) H#y
GetAuthorizationTokeno

INE AWS SDK A A EREMNEXBEAINTEBE , F520 £ SDK £H Amazon ECR AWS,
WEEHLIEFBAMANERAFMENR SDK BEFHE .
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GetRepositoryPolicy ##l AWS SDK 5 CLI £/

THRX &G REBaA#EA GetRepositoryPolicy,

BEEHFIRAEEANENGRESE  LEERABTPHT, BAUUETIEXNBEFINAEIFEENLE
=

- TREXGE

CLI

AWS CLI
PR IF ER T E R
T%lget-repository-policy&EflFRcluster-autoscalerf@FEBERMFEMEN

aws ecr get-repository-policy \
--repository-name cluster-autoscaler

B

"registryId": "012345678910",
"repositoryName": "cluster-autoscaler",
"policyText": "{\n \"Version\" : \"2008-10-17\",\n \"Statement\" :
[ {\n \"Sid\" : \"allow public pull\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : \"*\",\n \"Action\" : [ \"ecr:BatchCheckLayerAvailability\",
\"ecr:BatchGetImage\", \"ecr:GetDownloadUrlForLayer\" J\n } J\n}"
}

« WNE API BT , 528 ( AWS CLI S8 52#E) By GetRepositoryPolicy,
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Java

SDK for Java 2.x

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo
/**

* Gets the repository policy for the specified repository.

* @param repoName the name of the repository.
* @throws EcrException if an AWS error occurs while getting the repository
policy.
*/
public String getRepoPolicy(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

GetRepositoryPolicyRequest getRepositoryPolicyRequest =
GetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<GetRepositoryPolicyResponse> response =
getAsyncClient().getRepositoryPolicy(getRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy retrieved successfully.");
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);
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1)

GetRepositoryPolicyResponse result = response.join();
return result != null ? result.policyText() : null;

- WNZE API SHHIEF , 32 BAWS SDK for Java 2.x { APl &%) H# GetRepositoryPolicys

Kotlin

SDK for Kotlin

(@ Note
GitHub EIRHEZ &6, SHTREH , I T HMME AWS EXREHIHFEPRE
MEATT,
/**

* Gets the repository policy for the specified repository.
*
* @param repoName the name of the repository.
*/
suspend fun getRepoPolicy(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

// Create the request

val getRepositoryPolicyRequest =
GetRepositoryPolicyRequest {

repositoryName = repoName

}

EcrClient { region = "us-east-1" }.use { ecrClient ->
val response =

ecrClient.getRepositoryPolicy(getRepositoryPolicyRequest)

val responseText = response.policyText
return responseText
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- WNEE AP| EHHEF |, 528 (GEAMN AWS Kotlin B9 SDK APl 2&) Hi
GetRepositoryPolicy.

Python

SDK for Python (Boto3)

(® Note
GitHub FIRHEZ &6, SHTREH , I THMAE AWS EX B IR FEPRE
M#AT,

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def get_repository_policy(self, repository_name: str) -> str:

Gets the policy for an ECR repository.

:param repository_name: The name of the repository to get the policy for.
:return: The policy text.

try:

response = self.ecr_client.get_repository_policy(
repositoryName=repository_name
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)
return response["policyText"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.", repository_name)

raise
else:
logger.error(
"Couldn't get repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

- W12 API B , 5E2E (GBAM AWS Python (Boto3) B9 SDK APl 2#) iy
GetRepositoryPolicy.

INE AWS SDK AE A EREMNEXBEMINTEBE , F528 8 SDK £H Amazon ECR AWS,
WEEHLIEEBAMANERFMENR SDK BEFHE .

ListImages &8 AWS SDK = CLI £
THRXFEHF REBMAFER ListImages,
CLI
AWS CLI
P R E PRV R G

THllist-images&EiflfRcluster-autoscalerf@FEPHIREGIEE,

aws ecr list-images \
--repository-name cluster-autoscaler

o7 i
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"imagelIds": [
{
"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.8"
I
{
"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.7"
},
{
"imageDigest":
"sha256:4al1c6567c38904384ebc64e35b7eeddd8451110c299e3368d2210066487d97e5",
"imageTag": "v1.13.6"

- WNFE API FHER , F2E (AWS CLImt2%E) H/ Listimages.

Rust

SDK for Rust

(® Note

GitHub L RRMEZEHH, SHTEEH , I 7 FEAAE AWS EXHEFFFEPRE
METo

async fn show_images(
client: &aws_sdk_ecr::Client,
repository: &str,
) -> Result<(), aws_sdk_ecr::Error> {
let rsp = client
.list_images()
.repository_name(repository)
.send()
.await?;

let images = rsp.image_ids();
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println!("found {3} images", images.len());

for image in images {
println!(
"image: {}:{1}",
image.image_tag().unwrap(),
image.image_digest().unwrap()
);
}

0k(())

- WFE API FEAER , F2E (EAR AWS Rust B SDK API &) H#) Listimages.

\

\

WFE AWS SDK FEABRENEABHAINTRBEE , 528 #£E SDK A Amazon ECR AWS,
EFEtEESEEAMNEAMER SDK WEFHEER,

PushImageCmd ## AWS SDK f#

THREX G FREB A ER PushImageCmd,
Java

EAR Java 2.x B9 SDK

(@ Note

GitHub L RRHEZEHH, SHTREH) , I 7 HENAE AWS EX B FFEPRE
METo

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.

*/
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public void pushDockerImage(String repoName, String imageName) {
System.out.println("Pushing " + imageName + " to Amazon ECR will take a
few seconds.");
CompletableFuture<AuthConfig> authResponseFuture =
getAsyncClient().getAuthorizationToken()
.thenApply(response -> {
String token =
response.authorizationData().get(0Q).authorizationToken();
String decodedToken = new
String(Baseb4.getDecoder().decode(token));
String password = decodedToken.substring(4);

DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);

assert repoData != null;

String registryURL = repoData.repositoryUri().split("/")[Q];

AuthConfig authConfig = new AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL);
return authConfig;
D)
.thenCompose(authConfig -> {
DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();
Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);
getDockerClient().tagImageCmd(imageName + ":latest",
repoData.repositoryUri() + ":latest", imageName).exec();
try {

getDockerClient().pushImageCmd(repoData.repositoryUri()).withTag("echo-
text").withAuthConfig(authConfig).start().awaitCompletion();

System.out.println("The " + imageName + " was pushed to
ECR");

} catch (InterruptedException e) {
throw (RuntimeException) e.getCause();
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return CompletableFuture.completedFuture(authConfig);
1);

authResponseFuture.join();

« W13 AP| BB , 52 BAWS SDK for Java 2.x APl 2#) iy PushimageCmd,

Kotlin

SDK for Kotlin

(® Note
GitHub LRIt EZ i 6l, Sk TEEHHF , X THMMEE AWS EXNHHFIFEFEPRRE
M#ITo
/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.

*

* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
suspend fun pushDockerImage(
repoName: String,
imageName: String,
) {
println("Pushing $imageName to $repoName will take a few seconds")
val authConfig = getAuthConfig(repoName)

EcrClient { region = "us-east-1" }.use { ecrClient ->
val desRequest

DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

val describeRepoResponse = ecrClient.describeRepositories(desRequest)
val repoData =
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describeRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
?: throw RuntimeException("Repository not found: $repoName")

val tagImageCmd = getDockerClient()?.tagImageCmd("$imageName",
"${repoData.repositoryUri}", imageName)
if (tagImageCmd != null) {
tagImageCmd.exec()
}
val pushImageCmd =
repoData.repositoryUri?.let {
dockerClient?.pushImageCmd(it)
// ?.withTag("latest")
?.withAuthConfig(authConfig)

}

try {
if (pushImageCmd != null) {
pushImageCmd.start().awaitCompletion()
}
println("The $imageName was pushed to Amazon ECR")
} catch (e: IOException) {
throw RuntimeException(e)

}

- NZE API FHMAEF , 528 GEAM AWS Kotlin B SDK APl £#) iy PushimageCmd,

\

WFE AWS SDK FEAEEENEABHAINTRBEE , 528 #£E SDK A Amazon ECR AWS,
hEFEtEESHEBEAFMNEAMER SDK WEFHEER,

PutLifeCyclePolicy #&#&t AWS SDK = CLI f£H

THEX B G REAER PutLifeCyclePolicy,
CLI

AWS CLI

By A mBEHEE
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Tlput-lifecycle-policy&ifIRE IRFMNFEREZE P AEENBTERE M 5B HK
%o

aws ecr put-lifecycle-policy \
--repository-name '"project-a/amazon-ecs-sample" \
--lifecycle-policy-text "file://policy.json"

policy.json AR :

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "untagged",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
1,
"action": {
"type": "expire"
}
}
]
}
B
{
"registryId": '"<aws_account_id>",
"repositoryName": "project-a/amazon-ecs-sample",

"lifecyclePolicyText": "{\"rules\":[{\"rulePriority\":1,\"description\":
\"Expire images older than 14 days\",\"selection\":{\"tagStatus\":\"untagged\",
\"countType\":\"sinceImagePushed\",\"countUnit\":\"days\",\"countNumber\":14},
\"action\":{\"type\":\"expire\"}}]1}"

}

MEHMER , 5528 (Amazon ECR A EIER) M EGIBEHEE,
- 1% API F#IEF , 5528 (AWS CLI 55 %E) M PutLifeCyclePolicyo
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Python

SDK for Python (Boto3)

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo

class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def put_lifecycle_policy(self, repository_name: str, lifecycle_policy_text:

str):

Puts a lifecycle policy for an ECR repository.

:param repository_name: The name of the repository to put the lifecycle
policy for.

:param lifecycle_policy_text: The lifecycle policy text to put.
try:
self.ecr_client.put_lifecycle_policy(
repositoryName=repository_name,
lifecyclePolicyText=1ifecycle_policy_text,
)
print(f"Put lifecycle policy for repository {repository_name}.")
except ClientError as err:
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logger.error(
"Couldn't put lifecycle policy for repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

REBH B M BUERR S5

def put_expiration_policy(self):

Puts an expiration policy on the ECR repository.
policy_json = {
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",

"countType": "sincelImagePushed",
"countUnit": "days",
"countNumber": 14,

.

"action": {"type": "expire"},

self.ecr_wrapper.put_lifecycle_policy(
self.repository_name, json.dumps(policy_json)

« W13 AP| BB , 5528 (GEBAR AWS Python (Boto3) B9 SDK APl 2#) iy
PutLifeCyclePolicy,

mE AWS SDK B ABIERNEXNRESINTRETE , 5B H B SDK £/ Amazon ECR AWS,
WEBELISHRAFINEFAMERR SDK HFHE.
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SetRepositoryPolicy ¥##l AWS SDK = CLI £/

THRXBEH | REMAIFEA SetRepositoryPolicy,

BEEHFIRAEEANEXNGESE  LEERABTPHT, BUUETIEXNBGEFINAEIFEEILE
£ -

- THRESEE

CLI
AWS CLI

T5lset-repository-policySfl@RIERT I ENREFEEBEREEZEcluster-
autoscalerf@#1FE,

aws ecr set-repository-policy \
--repository-name cluster-autoscaler \
--policy-text file://my-policy.json

my-policy.json AR :

{
"Version" : "2008-10-17",
"Statement" : [
{

"Sid" : "allow public pull",

"Effect" : "Allow",

"Principal" : "*",

"Action" : [
"ecr:BatchChecklLayerAvailability",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

]

}
]
}
Wil
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"registryId": "012345678910",
"repositoryName": "cluster-autoscaler",
"policyText": "{\n \"Version\" : \"2008-10-17\",\n \"Statement\"
[ {\n \"Sid\" : \"allow public pull\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : \"*\",\n \"Action\" : [ \"ecr:BatchCheckLayerAvailability\",
\"ecr:BatchGetImage\", \"ecr:GetDownloadUrlForLayer\" J\n } J\n}"
}

- W12 API F¥AEF |, 5528 ( AWS CLI ®858#) i SetRepositoryPolicys

Java

SDK for Java 2.x

@ Note
GitHub L RMEZEHH, SHTEEH , A 7HENAE AWS EXFEFREFERRE
M#ITo
/**

* Sets the repository policy for the specified ECR repository.

*

* @param repoName the name of the ECR repository.

* @param iamRole the IAM role to be granted access to the repository.

* @throws RepositoryPolicyNotFoundException if the repository policy does

not exist.
* @throws EcrException if there is an unexpected error
setting the repository policy.
*/
public void setRepoPolicy(String repoName, String iamRole) {
/*

This example policy document grants the specified AWS principal the
permission to perform the
‘ecr:BatchGetImage®™ action. This policy is designed to allow the
specified principal
to retrieve Docker images from the ECR repository.
*/
String policyDocumentTemplate = """

{
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"Version" : "2012-10-17",
"Statement" : [ {

"Sid" : "new statement",

"Effect" : "Allow",

"Principal" : {

"AWS" . "%s"

},

"Action" : "ecr:BatchGetImage"
1]

}

[TRTRIEN
’

String policyDocument = String.format(policyDocumentTemplate, iamRole);
SetRepositoryPolicyRequest setRepositoryPolicyRequest =
SetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.policyText(policyDocument)
.build();

CompletableFuture<SetRepositoryPolicyResponse> response =
getAsyncClient().setRepositoryPolicy(setRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy set successfully.");
} else {
Throwable cause = ex.getCause();
if (cause instanceof RepositoryPolicyNotFoundException) {
throw (RepositoryPolicyNotFoundException) cause;
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);

1)

response.join();

- INZE API FHIEF , 52 BAWS SDK for Java 2.x { APl 2#) HH SetRepositoryPolicyo
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SDK for Kotlin

(® Note
GitHub LR EZ &, SHTREHH| , I 7T HEMNATE AWS BEXBEHFREFEPRE
M#ITo
/**

* Sets the repository policy for the specified ECR repository.
*
* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
*/
suspend fun setRepoPolicy(
repoName: String?,
iamRole: String?,
) {

val policyDocumentTemplate =

{
"Version" : "2012-10-17",
"Statement" : [ {

"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {
"AWS" : "$iamRole"
.
"Action" : "ecr:BatchGetImage"
11
}
"t otrimIndent()

val setRepositoryPolicyRequest =

SetRepositoryPolicyRequest {

repositoryName = repoName
policyText = policyDocumentTemplate
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EcrClient { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.setRepositoryPolicy(setRepositoryPolicyRequest)
if (response != null) {
println("Repository policy set successfully.")

- WNEE AP| B |, 528 (GEAMN AWS Kotlin B9 SDK APl 22&) Hi
SetRepositoryPolicy.

Python

SDK for Python (Boto3)

(® Note
GitHub FIRHEZ &6, SHTREH , I THMMAE AWS EX R HFEPRE
M#AT,

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def set_repository_policy(self, repository_name: str, policy_text: str):
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Sets the policy for an ECR repository.

:param repository_name: The name of the repository to set the policy for.
:param policy_text: The policy text to set.
try:
self.ecr_client.set_repository_policy(
repositoryName=repository_name, policyText=policy_text
)
print(f"Set repository policy for repository {repository_name}.")
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.

, repository_name)
raise
else:
logger.error(
"Couldn't set repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

BT IAM A THEFIENEH,

def grant_role_download_access(self, role_arn: str):
Grants the specified role access to download images from the ECR
repository.

:param role_arn: The ARN of the role to grant access to.
policy_json = {
"Version": "2008-10-17",
"Statement": [
{
"Sid": "AllowDownload",
"Effect": "Allow",
"Principal": {"AWS": role_arn},
"Action": ["ecr:BatchGetImage"],
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1,
}

self.ecr_wrapper.set_repository_policy(
self.repository_name, json.dumps(policy_json)

)

- W1 API SHAEF |, 5E2E (GBAR AWS Python (Boto3) B9 SDK APl 2#) iy
SetRepositoryPolicy.

NZE AWS SDK FAE A EEmMENIBE SN TEEE | 5520 2B SDK #H Amazon ECR AWS,
WEEHLIEEREAMANERAFMENR SDK BEFHE .

StartLifecyclePolicyPreview ¥t AWS SDK = CLI £
THREX GG REBUAFER StartLifecyclePolicyPreviews

BEFEIRAEEANENGHE  LEERATDHT, EUUETIEXNGELINABZIFEELE
1E -

- THREXHE

CLI
AWS CLI
B AamBHBERERE

T%lstart-lifecycle-policy-preview#ifI&@BIEENREFEREIH JSON EREEN
B HBREE,

aws ecr start-lifecycle-policy-preview \
--repository-name 'project-a/amazon-ecs-sample" \
--lifecycle-policy-text "file://policy.json"

policy.json AR :

{
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"rules": [

"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {

"tagStatus": "untagged",

"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
I
"action": {
"type": "expire"
}
}
]
}
B
{
"registryId": "012345678910",
"repositoryName": "project-a/amazon-ecs-sample",
"lifecyclePolicyText": "{\n \"rules\": [\n {\n
\"rulePriority\": 1,\n \"description\": \"Expire images older than 14
days\",\n \"selection\": {\n \"tagStatus\": \"untagged
\",\n \"countType\": \"sinceImagePushed\",\n
\"countUnit\": \"days\",\n \"countNumber\": 14\n },\n
\"action\": {\n \"type\": \"expire\"\n \n
N\n I\n}\n",
"status": "IN_PROGRESS"
}

- WNFE API F#IERR , F28 (AWS CLI s 528%E) FH StartLifecyclePolicyPreview,
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Java

SDK for Java 2.x

® Note
GitHub LRt EZ%i6l, SKTEEH , X THRINME AWS BXHEFIFEFEPRE
MEITo
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)
.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());
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}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

« W13 AP| BB , 52 BAWS SDK for Java 2.x { APl 2#) iy
StartLifecyclePolicyPreview,

Kotlin

SDK for Kotlin

(® Note
GitHub FIRHEZ &6, SHTREH , I THMME AWS EX B HFEPRE
M#AT,
/**

* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
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require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
ImageIdentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

}

EcrClient { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describelImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
} else {
println("Image is not present in the repository.")

- WZE AP| FHHIER , 528 GBARM AWS Kotlin B9 SDK API 2&) i

StartLifecyclePolicyPreview,

ME AWS SDK BB ABIERMNEXNREASINTREE , FSH & SDK £/ Amazon ECR AWS,
hFEOESEEAPINERMER SDK WEHEE

%II
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$ aws ecr get-login-password
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ecr:GetAuthorizationToken on resource: *
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podman run -d aws_account_id.dkr.ecx.region.amazonaws.com/repository_name:tag

5 A5G #%E Amazon ECR Podman

EER ARG HEIXE Amazon ECR , 4ZE5%EEH B Amazon ECR ##FE URI iM% podman
tag' , R%EMEMA podman push TS E LEZE Amazon ECR,

podman

tag local_image:tag aws_account_id.dkx.ecx.region.amazonaws.com/repository_name:tag
podman push aws_account_id.dkr.ecr.region.amazonaws.com/repository name:tag
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